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HRKRECE TLS_ECDHE_RSA_ BHEM, NHFEWERS, BFRHERIRAZRR,.

XPBUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
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© 1999-2020 Citrix Systems, Inc. All rights reserved. 1


https://support.citrix.com/article/CTX250044

iBEAT Windows B Citrix Workspace R BiEF

DTLS V1.2 25U T ZBEH !

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

» TLS_EMPTY_RENEGOTIATION_INFO_SCSV

1903 HaIHIEIIEE

EHHELR

E# 7 Citrix Secure Browser 5|2, FHESRHINRELEH, UHREIHNLZE SaaS NAEFHNREEESHNE
SMMNEH BN,

1902 HrAIFTILIhEE
AR
Ltk AE9EATF Windows 89 Citrix Workspace [z fA#2F 5 Citrix Virtual Apps and Desktops hg4s 71903
REF—H

AR ERARECE RYIE SR

B BARTHREARTE B & O R R P &E— i RArEa8E R,
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BXEAEER, B2 EAT Windows B Citrix Workspace M Bi2FiERBERIRIAAERR SDKH,
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AUESIESAMEFHZEEFRMEEX S BRAEXHAFERE, EFMBWIEETEREEHRERES
HiETTo

PR

© 1999-2020 Citrix Systems, Inc. All rights reserved. 12


/zh-cn/citrix-workspace-app-for-windows/configure.html#relative-mouse
https://developer-docs.citrix.com/projects/workspace-app-for-windows-certificate-identity-declaration-sdk/en/latest/

iBEAT Windows B Citrix Workspace R BiEF
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Windows Server 2016 #1 Windows Server 2019 -#9 DPI ITED

f A& A F Windows 89 Citrix Workspace [ B #2F S, DPI ILE 4 3F Windows Server 2016 3 Windows
Server 2019 K EAIELACHK =AY DPI,

=

B BEERIALF RARTS. &2 DPI BROKERH “T7 i, #M=ZH DPI LiE, EHAXENAZRE, DPI &
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IR BERINTE Linux VDA E34F, WRZLUITHRAH) Citrix Workspace A2 24+:

« Citrix Receiver for Windows 4.12
« iEATF Windows 89 Citrix Workspace FFB12R 1808 KES AR

Z1£ Citrix Workspace N REFTEARESEEER, BRITUTERE:

BUNBERT, RELREFERE VDA LR FEARE, 7 Citrix Workspace L ARRFHRLAFREARS. BERARE
BRERER, BEXEM StoreFront if=fY default. ica XHHEELUTEH:

copy[WFClient]
SmartCardCryptographicRedirection=0n

Z7z Citrix Workspace [ AEF PR ARETERESR, BRITUTIRE:

27z Citrix Workspace AR HEAREREAERER, BMXED StoreFront i = default. ica X
Bk SmartCardCryptographicRedirection £,

BXEAER, BEAEE

1812 a9 ThaE
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EEME Citrix Secure Browser B Chromium SRARVEZEEH ER/Z 70, XESREHIRL LM SaaS MARE
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Citrix Workspace Rz F#2RhR4s 1811 k& Citrix Virtual Apps and Desktops 7 1811 i, TiESIRTH, R
75 1811 WER BRI MThaEt B & 7ERRZS 1812 R,

EMNETHE

IR EEX ERTRERANEMETRSENE, HECERE LERENERHEERE/LFFEINZR/\NERES.
HJLA7E Desktop Viewer 2 REEHBIEM FHREEINE TR EEMNBTEFR, ERIULKIKFEAFIEELU
REEDRAZSIEMETRS. REFFARERSIVERNIEEBRDERIRRR.

f&e ] AR T DPI 4814s DPI IEECM B2 RE818E DPl. MAERMETRMER, BRABEANHENERRIE,

IERENEAT2R. BETHRIRERIE,
HEFZMERMEABHINAREF. EEEATSIEFHEITHREESRER,

EREMRIETRES
ETREMRIE TR RBEEN, IBERETREIRE TSR,

i ERERRERBEENTAFSEDIET. EATEEEEEERNERERANFAEE, SEETRMER.
/mi93s. BRI, BBRE. AR ETRSNEHRXA,

RINERT, ERERRIETHRRBATREARS. EBRT RHRFHNERTHRIERSRHRE, ZRBRALTFEA

.

Windows 10 &9 DPI &S
fERERTF Windows 89 Citrix Workspace 128, DPI s Windows 10 fRESiELEH=#H DPI,
=
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DPI 3Lz E 79 100%s.

HDX B ENEILE
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X—RENEATERESMBHECRIIZF K, LERESEENEF,

RHBFHOREN. EROXAEH. ERPHIHER. EsSERRMOWER, AIRARBFPFR,

RIFENESERXEMURE ICA FFHNEERES SN REM~ERFEM. MREMXMER, FHERFELD,
LR R EHIERN SIE=ENTIMH R IFMERE M,
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BE:

BN EIMEFiREE VDA, HDX BENETEr U mEE P XAigEA . ALl, &R CTX125027
PFTRER s DB R R X RERAEER,

& PR IR RN 2R BRAT 14 REBGH

&P IRIREhERIRGT I SIFTE E NN F P i Z B LURBRIFZ SRt dhiE, ISR IhRe TR (HE s E N AT TRy
MEFLEFRM, CERER TR BNTING ERIMREIEEREE,

ZUNERT, BAILLIhEE. XEXHEFEEEAT Windows B9 Citrix Workspace R 2 1811 S E Sk,
EXRIIhRE, HREUT MR, ARENBRSS:

B%12: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#: DisableFullStreamWrite
8. REG_DWORD
f&:
Ox01 - 2H,
OXTH-BA

1810 FRAYEFIEBIHAE
FF %% Citrix Files T&i i & AEIR

Citrix Workspace R 2R 3z #5&i%#% Citrix Files B TFH B, Z#i, Citrix Files WTFHABRIAEBE R TEHXMHF
ko WE, JUNTRHUABHITAE,

ER AR EETHEES MR EESFIEE THME,
AXERAIMERFEEEE Citrix Files THABRIEAEE, BRREAEMEREERS Citrix Files BB TH M B,

BXER “SREED 3HEERE Citrix Files THMABMGES, ESHERT Windows B Citrix Workspace [z
BREFXEPNERASAE AT S FHIE,

ks, mRRABE T L S5REMBNERT Citrix Cloud 89 Citrix Workspace R B2FHE%89R13,

1809 HEvFTIEINAE
Z#FHEMT Citrix Casting #9 Citrix Ready Workspace Hub

Citrix Ready Workspace Hub i FIF B EFRL S E—iE, ELeNEkTEDR(IRAEFNEE, 5
NRFEZETIEE (F—EWR), GBI ARFMERS, UIRSEANMEITE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & t#iEmrL. =17 Citrix Workspace M ARZFHIZ&EFIE
1% Citrix Ready Workspace Hub, Hi&MAiE2FHSEESTTRANE R L, Citrix Casting {7 Microsoft
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iBEAT Windows B Citrix Workspace R BiEF

Windows 10 ixr7s 1607 & EShRZs
3 Windows Server 2016 += %1%,

FREREEREE, aJUEERTEERS Citrix Workspace M B2t E 5D Citrix Ready Workspace Hub,

=z

AR
« EATF Windows 8 Citrix Casting 3z#F Citrix Ready Workspace Hub kz7s 2.40.3839 KE=HRZS,
PHARRZAR) Workspace Hub RIRET A R 4iA MR 24 S B TR 5758 1R
« EATF Windows 9 Citrix Workspace ZFA#2F (2 ERRA) F3Z#F Citrix Ready Workspace
Hub IhgE,

BXERAT Windows 89 Citrix Workspace 2R ## Citrix Ready Workspace Hub B#4(5 8, E514
E2E Citrix Ready Workspace Hub,

% % Citrix Ready Workspace Hub #yi¥ 41 8, 5% % Citrix Virtual Apps and Desktops > # e #y Citrix
Ready Workspace Hub &4,

1808 HAYFTIEIHAE
‘wmidEr AT Citrix Secure Browser {7 SaaS fi%Z ¢

st SaaS MARRFHNR2FRRMETHAFRRXIELHMN SaaS KARFNSE—AF 4L, SaaSNAEFS Single
Sign-On —it2igfl, BIERMIEA LUBIE S IEIHFE Web uh =70 Web uhs 251891518, RIPARBIMBEMRLHF
BE

LARG S S AR A R

iEAF Windows # Citrix Workspace M B2 HpE S I nEHIRSE A SaaS AR, @iEiziks, EER
AR MBE BB NS RHAR. & Single Sign-On LUIRRBRZE

pai]

M=3Xft SaaS MAREFEBFUTMRE:

- RREES - BTRE. BERNER,
+ Single Sign-on - £/ Single Sign-On BM& R,
o EATRRARFIITERIR - /I3 E AN AR #TETERNEE,

BXRIEAERILAESIRSEEE SaaS MARFHNER, BSRFIREEIXE.
B SaaS MAEERS Citrix Workspace M BREFHIF4ME S, H51@ Workspace &,

&t Citrix Gateway LM B SERF

Single Sign-On AFESHHEMITEHHIE, HERZIFIRM Citrix Virtual Apps and Desktops, MAEZEEEH
SN AEFRKEEEITEMRIE, #A Storebrowse SLRZF RN ABEER, EHEREHEAEKENBIZ
FHsRE—E%iE3 Citrix Gateway iRS528, G “FFia” FRigE. BE Single Sign-On &, AT AREIE.
KMENARFMNSEURBHFARENRR, MRS RENENERE.

Bxi@d Citrix Gateway B & Single Sign-On W58, #E&iRET Citrix Gateway B2 & Single Sign-On.
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iBEAT Windows B Citrix Workspace R BiEF

(=

fEtbhR4s, Citrix Workspace AR A VFEEREMOER (FARERERTAREFN—H2RME) RITER
MWide SHRNIAPIEBIHEINEST (ping.citrix.com) BERIAE. LLIZHTNIARIEBHRZIREERIE (BMEIRARIA)
HNENARRREZ—

TR, FABRHEMNXESH Citrix Workspace R BEFHERFSLE %R > G0 E
S8R, MIIRFIR$%F Beacon checke (E1F10E) HBEEHET.

MR ReTRE AU TE—1BR:

o ATiAiA - Citrix Workspace [ 2R BE% B T EX 2 1540
o ARa]ifin - Citrix Workspace N RBIEF T AL R 51To
« EpoyariAia - Citrix Workspace [z FTEFFRENS B BRI BL R ST

AR

o TEEAT Web #9 Workspace &, XA ER TSR,
o MIRERAURTFRIRS . IREBIAETA X,

AT Citrix Workspace [ Ff2FH) Storebrowse SLR1EF

Storebrowse B—HREGSITLARER, BTERPIRSRSBZEHITRE, ©AT StoreFront FMFrE R
ELU R A Citrix Gateway #1TE{33IE,

@B Storebrowse SLRER, BEATLENRITUTHERE:

o AINRZFEEIE,

« MNEEERNAEEPREELGHNEEMNBER.
 BIREEEEAGHNEEFINAERFFIER ICA X
« {EM Storebrowse %174 ICA X,

s BHBRTHMRARER,

Storebrowse L F#2F B F Authmanager @A, &% Citrix Workspace /5, Storebrowse SR F
AuthManager ik, BXEMER, ESHStorebrowseBs,

% +F PDF #TED

fEltkhRAsH, &ATF Windows B Citrix Workspace M BI1EFZIFESiEHi#TT PDF $TED, 3&id Citrix PDF &R
FTENHIRENIERE, ERTLUTENER Citrix Virtual Apps and Desktops Ez{THIEE R FAIEF M S E S BRI,

L MITENTHEESEE Citrix PDF $TENHIATRY, FTENIREIZF SR 4507 PDF #¥51tk PDF RS itig
&o B/t PDF AN PDF EESRBEIUHITESR, HMAEHIERBIFTENNIITED,

Citrix 2 Google Chrome 3283 Adobe Acrobat Reader &%& PDF,
a1 A7£ Delivery Controller L/ Citrix Studio = Citrix PDF $TE0,
BXUEECE PDF 4TENMER, 1ESi5 PDF T80,
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/zh-cn/citrix-workspace-app-for-windows/store-browse.html
/zh-cn/citrix-workspace-app-for-windows/configure.html#pdf-printing

iBEAT Windows B Citrix Workspace R BiEF

N BHRAFEEEA Chrome 1E38IHEE

BRT ARTZ35HY Internet Explorer I%285h, HMBABREEATNEEMERLIF Google Chrome X¥i2s. MK
NEBERNEER Web JIBRHNABTEEBT R HILE, HOIRE Citrix Workspace R 2R S #R N\ BIHERZ I
Y88, LEThAEEMEMER. MEAEMERSMBHIKS. XERITUBOENEERSH Web il (EHEEE
HTML5 5% WebRTC #4789 Web T1@) BY89AEF A%,

BXFAER, BERNGEATEE M,

BEEERERREESHINEELE

BT &ZEMFWEIER ICA MHE T XMWEIAMEEM 44 (64 KB) 12531100 (K% 145 KB), LEEXREMEESER
EEP WA SIR MU B 2R, IIERINEE(OERTER T Windows 9 Citrix Workspace [ZF#2R 1808 3§
EEhR,

ﬁ*%%ﬁﬂtﬂ Si¥) ]ﬁ%[ﬁJCTx] 250270

B P IRIREN 2R BRAY I A E TR S 5%

EPIRIREI S AT IIE R AT 4 GB 9. FRERERT Windows 9 Citrix Workspace B RiEF &RARZS
731808,

% Citrix Analytics

Citrix Workspace M AR BEEHN, IRt AEEHE Citrix Analytics. BAJE, K7 Citrix Analytics
RSS2 EARMEEBES. &% Citrix Analytics Bi¥4is 2, 3E2A Citrix Analytics,

BfEEH 3
2012 HEEEMRH
R, HEH. AR

o RRAFERAFOIRMIRES R Citrix Workspace ZAi2FES, ZHREA R TTRES MR, REEMEIE
[CVADHELP-15397]

SEEE:

. EZETRERFER, SRBAUBPRIETEESLN. BEFfERENEERITENSHIES, [CVADHELP-
13614]

o BUTUTRIEZ—BY, AJRESHIREEEIEE:

- f&H Storebrowse @< M StoreFront 1% ICA X1,
- /A ICA X EIRAERF, MIEMNKEEZEE.

[CVADHELP-15221]
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iBEAT Windows B Citrix Workspace R BiEF

o ENFERZRP, ZHERAFERETNRESRNBHINAEFTESIAN. IRERTESMAP— LA
FEFIRE], MahmitiE#, [CVADHELP-15576]

« ¥i&AF Windows # Citrix Workspace M AR FEEE N EEILSIENEZEIFEHK . MRM Citrix
Workspace NARFIHAENER, NABEKPIEEEERA— M AEEWKS, MIFBRIARFREHK .
[CVADHELP-15728]

AP &R:

o EXHERTF Windows B Citrix Workspace AR #T2HLE RN ELEARIIRHRER, il
HhRIEFIRERR M, RIEBMEREETESENKERR L. A Citrix Gateway URL &2& Desktop Lock
Bt H kIR R,

=

B xR Citrix Gateway URL #1 Desktop Lock &2 &i& B F Windows # Citrix Workspace [z
F#2F Y, 7 Desktop Lock HIZ A — B BINRHINER. NRBERRFRKNE, EFEA
Ctrl+Alt+Delete GERTFEMN) F Ctrl+Alt+tEnd GERTFEMTL) EH.

[CVADHELP-15334]

« MR “BDPI”RBR “R” 5 “E”, WEBHKE=IEN, CD Viewer TREEZHAWELTRAIREL EZR LB
LA S &M L 5T DPIIRE. BFIg&ER DPIIEEKXRT 100% B HtR, [CVADHELP-15418]

« % Citrix Workspace R 2 MhiiZs 1912 A& 2R 1912 CUT /&, MARFHEAIAERE, AXRE 10 5
$hARESER. [CVADHELP-15766]

2010 FEREMIEZA
RE

o ERAREREEN, 2ARNEXARETASEARIEE EBEM Microsoft Excel —i2iE1T. BATNARFR
PIhRER R HLLE#, [CVADHELP-15410]

RIE[EE

« RiEATF Windows #9 Citrix Workspace R A2 Mhi7s 2006 4 ZIhR4s 2008 HEBRA/E, ZiXE5D
RIFTEFRIEER RN, BITIFRE (FlMNimitiE) BFHRAMNItENSHIItEE. [CVADHELP-15988]

- BATNARERRIPIIEER, Pause/Break #1 Num Lock $ERAEM ST R IEM, [RFWIN-20083]

« TEIEATF Windows 89 Citrix Workspace R R1EFH, ERANAREE URL FINEH/AE, TJaEsBnRUTHE

RHES!
“TEEETIRSER. 7
URL & AEFE SRR,

[RFWIN-20907]
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+ Microsoft Teams tifk: EZERRSEXEES DPI BN BREF, tHEEHERRELTEEETIF. B
— I AEAARESNANEEREE D, [RFWIN-20854]

« 1E5EATF Windows # Citrix Workspace [z T2 9@ &1 X 15 22 th 5 BhAY, BN TUE S A B P XIS
BER. [RFWIN-21069]

2009.6 FEBERIE-E

o {5R VPN iZE$5) Citrix Workspace RZFBA@ R R RIS R FRAZ R & AT , RS2 (ETT 6204, [CVADHELP-
14418]

o SRA7EIETT Microsoft Teams B X G RFIMNSIERRACREETESKK, [RFWIN-20051]

o RESIETESEISM TN EETEE. SEMREETEE AT, H#1E Delivery Controller EEAEIEHE
BRINBERT, SHILAE, [RFWIN-20557]

o ¢ Citrix Workspace M BEF/G, BAIXIEH e iEs E =% Workspace R B2 E45. [RFWIN-20589]
o ERIFRIMEPHEZHEE, Windows 22 54 iHERAsERSH . [RFWIN-20599]
s EHEFR, ZRERARNESHRIDERSINABERELEAEEIE. [RFWIN-20673]
o ERHEP, ZHERINEUABETERESEAN, HERUTHIRER:
“TEEEEIRSR. 7

F+4k Citrix Workspace BREFEREIILER, BR7A%ER, EB Citrix Workspace [z 12 Sl BR Rz
FABEKF HERFIM. [RFWIN-20834]

2009 HEBERE-E

LEhR AR 7 BB T U B RERITR E MERYIR) L,

2008 FEEERP>
T, HEH. AR

o 2AERAEHRINEER B5hEH HDX RealTime Media Engine (RTME) L& Citrix Workspace Rz 12
FrRIgEaR M. RTME TEALEISHARAS. [CVADHELP-15047]

BR/SHWIE

+ ¥ Citrix Gateway E2& »i@id Citrix Workspace B2 L8 RE R (SSO) B, SSO algEskM, LM
FEREEEE%. =M & FHHFRE, s, [CVADHELP-14564]
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RIE[ R

« 1ERERE Citrix Workspace ZBREFHER TN “FFi8” XEBHERHHNNBEFN, AERERED
&O, ’REERE Citrix Workspace AR, MREEMA CitrixReceiver.exe &5<4& PNA it i & 5y
STOREO, MixtitkiaE, [CVADHELP-13916]

« 7z Citrix Workspace i Bi2FH B vPrefer it1fE, ZidEE) App-V ARFATRERANI BRI THIR
HE:

TERTH
[CVADHELP-14039]

« 74 Citrix Workspace R BiEFE, 5EFEAMINEE HDX MediaStream for Flash (5130, Flash #1 Flash2)
HERIGEMRETESMEMRIEE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
kR, LR AR AER S BUEEAK. [CVADHELP-14850]

« {E/ Citrix Workspace MAEFN, BEMRSEOTESESEET—TNTHARR. [RFWIN-17563]

22Dk

« EIEATF Windows 89 Citrix Workspace R B2 _EERNARE URL Ak e, a18ERERKET EA &8
. iz URL 8&2%ASH, Slttia, [CVADHELP-14051]

2006.1 FERERE
NEEEM

« MRBATHRBABTEER (BCR), RIFRARS, FRELEENELNBAFERPENEAXES, TESIES
HIkiaE, [CVADHELP-12922]

o« BREEMK URL B¢, URL Al R=EE@E VDA, H A Redirector.exe #ZE/MNEE, HEMUTERE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

o BEHIIEHREGE, SMERIEDTEFRTA, [CVADHELP-13297]

o MRFEAHN TR G AREERMNEERTF Windows 89 Citrix Workspace M BIERF, MpRE
MAEER, “BR R EA TR A®EE. [CVADHELP-13805]

o EWBkIZED, YERRABsHRIER, Citrix HDX Engine ATREsESMEH, [CVADHELP-13915]

s BRATZESHRIEHER “Windows 227 SHEESE R, ERNAREH#HTEMHRIEN, T2 Active
Directory Bt & 513383 EARSS (ADFS) 3+i%#E, [CVADHELP-14316]

s BMERATRARRERP, SltIERENRBERELAIEERMIN, [RFWIN-17455]
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RBRE

o HEZABINERTIRIEN, wlica32.exe #HiZRTAERRIMRE. EATF Windows i Citrix Workspace [
FA1EFERI 1904.1 lRAS B, [CVADHELP-12807]

BRRE

o UAEFIRESRREEEENGTS, RAHTINEARER. EEESEPNERAGESAERE, BEHEF
MAEFEIR#ENGIS, [CVADHELP-13071]

o BER/MEBE AN AR IARIBHINARERFEN, NARFNERATEsNESERER, [CVADHELP-
13293]

o BAXIEPAIRES EREIMIERT Windows B9 Workspace M AB2FEfR. [RFWIN-17499]

2002 FEZE/RZA

tbisdg: i&AF Windows B9 Citrix Workspace R AR 1911

HDX MediaStream Windows Media & [

s EZERBINEAR, HEEAFRIEDRERA Windows Media Player 3% MP4 34REY, ZASARIREEREEE
mes LIEEEN, B2, YEBERBEHIEMFRN, ERY RBISET DisplayLink E#EHHE 2 REwR
I RERE LFRESHIAR, [CVADHELP-11848]

RIE[ERE

o ZIAFERAPURSEEEM HDX RealTime Media Engine E#i%#5I%1E8f, HDX RealTime Media Engine
AlgERESMEH, [CVADHELP-12605]

« BRI AREFREIF SR RN B RIEE SMIERE, wiica32.exe #iZrTiERE MR H, [CVADHELP-
12855]

o REIREENG, REAVESEMEH. HEZERBABRHRIEN, SIEBRMAENNEEIERNE, HIKN
B ElkiEE, [CVADHELP-13017]

s BATAMEARERFHRM Desktop Lock BY, L&z Ctri+Alt+Del BERITUIRAFTHAER, AMAFRIE
AREREMEE. B, HRSV[IETSAEMEEN, VDA REFEEEERCERIZANEENAR L, 2@
KIZAR=ER. [CVADHELP-13046]

o TRENAEREFEOTER 2NN BRIHFFEY, BEREFAEEOAX) AL, [CVADHELP-13108]

« Workspace L ARRFREESAAHM A BN MBI RTRESXBGHNEELRE, NREFFAA,
Workspace W BREFISHERFRIUZER. XEMEUHBERRESNERET. [RFWIN-15501]

 2HER ‘WARBEER” KK (EIHENEE > EEEIR > 2HEEER (ADM) > Citrix £ > Citrix
Workspace > AFR#ART) B, RARRRERAN URLEFENRE, BMEERBA URL HENNARFRS
EES /L. [RFWIN-15867]
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RBRE

« #3% CDF IRERBY, Receiver.exe #i2rJaEaREsMRE, [CVADHELP-13077]

1911 FERERRE
REEEM

s BANEABTEECHRERE, BFI&&E LIETH Internet Explorer ATt 2 E RERF WIS . 15,
Internet Explorer JI S 288E OFRSHIER &, [LD1924]

=N L= N

» R4 7 Citrix HDX RealTime Media Engine #&##1ER T, # Citrix Receiver for Windows F4&Zhk
# 4.9 LTSR EREME, R LEEHRIE. [LD1814]

TEEO
s EEAHHNEARFEHRITAREON, ERGHNARFNERTESMESIEPER, [LD1868]

RIE[EE
s BRASHMYARFANSIKSEMES, SHBEHRIETREAN, Citrx BRFEETHER, 15 “FH” M “b
FER” RE—EER i, BRAELDH, ARNKELE, EEBMATEFEE, EHE, [LD1124]
- BERIEFIRENERE (ACR) EMEPHETRSEEMERRE, REEF HiHENSHEATEREIMN AR

1%, Y DPIEAFIE& LKRIZEER 100% B, LUKTE “ERF Windows 89 Workspace AR>S
KEED>E DPI” TUE L3R “27 8, ftBtkia, [LD1423]

« 7z Citrix Workspace LR#FHERT “Vprefer” tIiif5, BRHBHINAREFAIEEREAMBE, BERTHE
ZIBEILUT R NA)R

- RAWEBARRYE, i, %computername% fEAGHLITSRASERMZ R imT BE PC12345,
AARBETERRY B, a0, %computername% EABLITERARYT BRI AME A iniH BN LK
PC12345,

- TR AREEROEF N, W, A selfservice’.exe -glaunch IE1 http:
B, s 1T8EEN “lexplore.exe %*” f%i#, MAREERLIEF IF,

[LD1450]

o ZIAFERAPUREEEM HDX RealTime Media Engine E#iZ#%5I%iE8Y, HDX RealTime Media Engine
ARESRIMRH, [LD1655]

 EAIEATF Windows B Citrix Workspace AZFE, MRER/IML. RAUHIABIREAN, KBRS
25 REES. [LD1656]
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o #E#F USB 2.0 #5008+, Plantronics Blackwire 320 USB E#lATgE& M Citrix B &S EHIRPIEEK,
ERBEXSEREN Za R EMRR S HIEZ, [LD1864]

« TERATRERERSARN VDA EE—MRRPIET, MEATHNAREFESE - TRRPEBETHRERRAES,

ARERETRUTHEIZEHEE:
“Citrix HDX Engine has stopped working” (Citrix HDX Engine E{Z1LiE1T)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine Ef Lt TERESHZZFFLLEREET,. BEXHZERF.)
HEERATEEXENEENE=ANAEFAMTRANEFIHEEEMEETRANE— KR SEN S HILT
[EIf8
[LD1898]

o BB FNARFRRRTARTBN A REATEN BREFIET. O (Fla0, WS_DISABLED) KRIiEH
Rz AREy = IR, [LD1912]

BRANAREFANGE, FEATNKRETRRAMLENE=FNBEFN, FJIHIM TR

- /B Desktop Lock /&, ARFAGEERAKNR/NMEIREE LA, ERILBE B HESEHRMNA
BT RN BERF.

- ZH Desktop Lock BY, HENEO (FlI/NESHIENEEED) HALTFERUE, B2, FEOHK
KA, BYHEFORBEIEIENEE. THRERENTORAZE, HBEBEORZHAER.

[LD1979]

TN ARFEONER 2 AR B HARERE, BIEFNAREOA/NALE, [LD2124]

MR SelfServiceMode #F&i8 & K false, 7£ Citrix Studio P2 BN AREREN, VARRFREARXTTEENS
BRTE “FFA” Htarh, [LD2126]

RRRE

« 73 CtxUsbm.sys BARMIEFRIEERRE, CtxUsbm.sys hHIRETRAIGESSRENER. i, FET
B “IRehiZFIIERER" RSEEFIFERER, [LD1973]

1909 1 EEERIR)
RIE[EE
« EERTRERFRSAE VDA EE—NRRPIET, MEATHNAREFES - THRRFBTHRERAES,
AR TRUTHIRER:

“Citrix HDX Engine has stopped working.
Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BFLLiETT. BRESHZIEFFLEREDT. BXAZER.)
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HEERREEEXENEENE = ANBEFAMFRANE A RREEMERNANE— KR KEN S HIILT
im#, [LD0479]

o BEXA—TETRE, ARRIMNRAUNABER, BETBEREM=TEHIDERE D, AESHARTEER
o HEEXTENNIMERSEMOPREFRN LI, i, EEIEVEEEENEERITENNS
HIRLLIER, [LD1558]

o EAIERT Windows B9 Citrix Workspace I A2 1902 IESRARN, 2B XANBELHNNBRERF
SHERSATERKK, [LD1972]

« f/A HDX Optimization for Microsoft Teams B, % Userl Bah5 User2 M5i@IE, /G5 User2 #
ZXRE, User2 Al BN E MIERZRE. [RFWIN-11863]

« f&f HDX Optimization for Microsoft Teams B, =i Userl Ezh5 User2 BIMSTEIERT, #AFEBEILL
IRRIFIFERIN S, B2, & Userl A5 User2 HERER, User2 AJgesBEIREMIELERE. £ AMD
G FEIDBIERN S H IR, [RFWIN-11866]

« {5/ HDX Optimization for Microsoft Teams B, % Userl E&15 User2 MISMiEIE, /S User3 &N
FALEIER, Userl WISIRBRIRERT ARG, Eit, FIERFNIFSHERIERE, [RFWIN-11875]

+ f&/ HDX Optimization for Microsoft Teams Bf, % Userl MEMNZARRFHERHGLFIEENS User2 #y
TREIE, AES User2 £Z=mAY, User2 alaERNERIRREMIE Userl B9 @, [RFWIN-11952]

o 7 M & B& & HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client)\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys i,
Y EnableCtr1AltEnd Et# DWORD EigBHN 16, TEBHEAHINEHE. [RFWIN-12091]

+ {#/ HDX Optimization for Microsoft Teams B¥, Desktop Viewer HERE AR GESER N EEIIE
TELMmN, HEELKRLE HDXTeams.exe #i2, [RFWIN-15231]

RBF{&R

« ZPMLARFETERPREMEHECENAEFER LN, ES5EMEARNERENEONRNS,
AR MREFFHZM Flash 3t Windows RAEER, ESERERETEERET. [LD1030]

o BEFEFIRZTNEAREFERENRERTERERTREHR AL Citrix Receiver, [LD1427]

+ M Internet Explorer [55h VDI S EmH & RirigH#2 VDI KEE O, VDI SEIERAIGERKEALER, HE
BAME I EEIESREE. [LD1486]

1907 FERBERRA
T, HEH. AR

s ERETHE=ZANBEFHERBEE X EDEENITEN £ A% Citrix Receiver for Windows B, M
Receiver BN AEFAIGESRK, LHEIRESER:
LtkhRZs89 Citrix Receiver Rz 1FFri i3,
AREKRREE =N AREFNIEEFFAE SN EILEM, [LD0831]
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« BiEATF Windows 89 Citrix Workspace R F#2FF MhiZs 1810 A4 EIRR4s 1812 /&, Qlaunch M1T 4 T4E
RERET K, [LD1404]

fid

s BRANGNENAEERRBETEEFEENR, MRENKIERGENRETNEZE Web 5, HEEEAH
TUE T sURSEZ Windows #, NsssdEFingamiE VDA #5, [LD1321]

o Ctrl+Alt+Break $#aTge~iE BT Citrix Receiver for Windows frzx 4.12 MU X&iERF Windows # Citrix
Workspace M BEFHFrE RZ, [LD1508]

Secure Gateway

o @ https #akEER, Citrix Receiver for Windows AR AR R IEE ECE (PAC) (proxy.pac) X,
[LD1460]

RIE[EE

o LELE=HWARFMER Citrix ICA BRHEITR (1CO) iE# ICA BT, EETRERKK, [LD0266]

s BRANWKSBEABTEERKRERE, Google WENTEMINEETTRETRER T YouTube.com, #li, HIEITH
YouTube HERMERENZAR (g XXXX YYYY) B, RE XXX YY H7EERFE, [LD0315]

o SMBIERMIERTAERIERE Citrix Director ., BRIAFRIERNRHMX—B/RERMNEA, [LD0519]

s SHEMEERTEHAEENRIENE RGN AREFITREERKNE, [LD1381]

o HIERKIMNBBRIISRERIRR, ARETE2R HDX R2ES5AMKE Z B, FJEstiln@E. HDX iEFE
TR, BIEMARIEERIENERTIRIENL, [LD1054]

RBF{&R
o HERIMEL. RAUTAERREANN, REFREATERRSSEAESR, [LD1487]

BRRE
« 7 Citrix Studio PR EMARFEN, NARFRELXATRERNEERE “FiR” Fedh, [LD1292]

1905 FEEEMEA
SiE[EE
o M CitrixReceiver.exe <% PNA#uEZE /v STOREO B, FIAERETRMAEOD, HETHEE “18

BR..”, 1mE5 Citrix Workspace AR ZHI, R “FFiR” REHRNERGHNAREFRES BN S
HERLR)RR, [LC9989]
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o UEAMRFULRERATH, HBEIRETASRMEXIENTOZETIEN, AIEERBIEM, TREZRHE
ARERRHEFANRTS—MENEIEE. §li, SmI=EE0 - WindowA #1 WindowB., MR
13249 ButtonA #1 ButtonB, {8458 ButtonA fFH%IE WindowB MREEEFh4EmEE. [LD0639]

+ fBH Desktop Lock M4t BigFiAialfE, At AEFER/IVEEAIRET A EMER. [LDOT8T7]

« FE& https: ERSMNEMSIREY, ZiAEH NetScaler Gateway MAMNEBRILE AR N A RIS BT
fEkg, [LD0913]

« 121547 Citrix Receiver for Windows B& F it B4 £ &% Desktop Lock B, EATaES#EHHH. Citrix
StoreFront B#NET &I, [LD1021]

« fE/ Citrix Receiver for Windows B, #EEE— M ABENFNS— M ABER, TEASAMERF
elERiES . [LD1125]

o WWESRRTIERBESH.adml XHHERZERIE, [RFWIN-11316]

1904.1 EEERRH

LEhR AR T 2N B TR B REM R E 14 BV,

1904 HEEZE/IER

o %33 USB 2.0 i, Plantronics Blackwire 320 USB E#lelaes M Citrix BNERMIEEFIRFIHK,
ErERSERER z B R ETRESEIItEEE, £ Windows 7 #1 Windows 10 R4t A& H BRI,
[LDO113]

 7£ Surface Proig& Lk, 4f&7E Desktop Viewer LiERREEEN, BETEFSEM, [LD0580]
o BFEHHINT, wfica32.exe #HIZERESEIMEH, [LD0O8IT]

« EATF Windows i Citrix Workspace i BRZFEMKEERIIME G R EFMEREE, wfica32.exe #ig
BJREREIMRE, [LD1023)]

« E/BAT Desktop Viewer (WiER BTG, AR BGInfo BXEELR., cdviewer.exe PIEEHAX
HRESEILRE, EEERUTHEIRES:

SRR AESH c:\users\...file.bmp B, WHELEFRZXHE, BAZXEFERS—MEE
.

[LD1034]

c EEBUTEMRE Web IRBHIBEAERERINENTE, TRBMRAHR, FH Google Chrome,
Microsoft Edge =t Mozilla FireFox BY, BMEERGEARBRAZINGE, APHMAIMBEHESERRIE,

¥R, FiE Web NRB[HMEREERAEARBENREERIREELSER, Alt, BETENEET ST, &3
CitrixComponents > Citrix Workspace > AP S3 11, EFAAF ZMERREHKEIEBERER
. [RFWIN-10955]
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1903 FERBEMIRM

« 7£ Citrix Receiver for Windows &1/, BARKIFELAHERMIEE/ . 7 Microsoft Windows 10 #3517
Mirs EERESARE DPl 2N E RSN gESEItEZE, [RFWIN-7509]

1902 FEEBERFHR
RE. HH. AL

+ 3% Citrix Receiver for Windows A% Zir7 4.9 CU4 /5, AIRERESTE B E X EPLEERENEMERDTL,
[LD0633]

g

o ERTEEEMN Ctrl #BMAM Shift BHASRNER TEAZM IME 4B RAFERS RN, Shift &
FRERRTER THIUE., [LDO585]

RIE[EE

o AN ABELTARKEN, ARESHMSHBIENH, — M ABEELTARS, 5—MEASELT
KR, [LCI51]

s BHREAEREFHNSINAERF. IRESIEFRZEIR, HRITHAERNIEMERIRE, WHgS

ETRUTHRHES:

Citrix HDX Engine has stopped working
Exception caused the program to stop working correctly. Please close the program. (Citrix HDX
Engine BERLLTERESBZEFELERTIT. BXAZERF,) [LCITT2]

« ZRPRELATNRENBEFN, JEAESAER. IFHFERRSE, wifica32.exe #ETIMNRL,
[LC9966]

s EXESAGHEF, wlica.32.exe #1289 CPU ERAXTERIFEES, [LD0386]

+ J&177E Bloomberg £if kA HHI N AEF A Web URL B9Ih&8ERY, % URL ATEERREEMEIAF &%,
[LD0484]

« RENAREFTERE, BRAHNNARFIRT A ESIENTEZREERTANAX S, [LD0742]
s MRELAHRENETEMEEIEASCH F5F, ZHMFIERGATIREIGERGLTESEN, [LD0732]

RBRE

c BANANAEEMERE, MREXEDRM Web H5125HTH Web 71, Redirector.exe #iZAJAE
SEIMNEH, Eit, NERAEEEBFREEAHERUTHIZER:

Citrix FTA, URL Redirector stopped working. (Citrix FTA. URL EE@EF=1EIETT.) [LD0420]
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« wfica32.exe #iZATREREIMNRE, HEE T AEIEEBEIRE Citrix Receiver for Web fEah#iaiEey
KREEIE, [LD0548]

BRRE

o UIEEREE Receiver kIR, Citrix Receiver for Windows mTaESER#E7E Microsoft Windows 10 +
%% Net Framework 3.5, [LD0690]

1812 FEBERIRE

LEhRA R T 2N A B TR B M REM R E 1 BV,

1811 HEEEMF)RA
B
o BERIFAREASITESIEME N, M Desktop Viewer TEEZITHEIEIE O MouseTimer 128
FRERRBAEUIMIEFEER, FJRER&Z %I, [LD0260]
RIE[ERE:
s ZRBHNAEFURESAMARTUTHEIRER:
Unable to launch your application. Contact your help desk and provide them with the following
information: Cannot open the Citrix Receiver. (EZBmENNARERF. BHRARAIRARHRAER
HUUTER: TEFTF Citrix Receiver,)
ERAEE, EERMKIGE T MR

- JEfiFERM: HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\Engine
- &#: EngineTimeout

- & DWORD

E: &3 20%

ERALEBE, BRYIURE T MR

FEMERDI: HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\Engine
£Z#: EngineTimeout

%% DWORD

fB: #d 20 #, fI30 EngineTimeout=20

[LCITT1]

« {#A Citrix Receiver for Windows BhfIN FAEF A fe SRR 25BN B REss, [LCI893]
o FERAXFEEERE, MRLERSHIE, FEHIETERESL, [LD0243]
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1810 I EREHIFA

SIE[EE:

"
Aotz

3% Citrix Receiver for Windows ##4k 2k 4.9.1000 /5, CDViewer alaE=E T ERK R, [LC9290]
GDI W& frARA A sea S wfica32.exe #i2H CPU EBXKE. [LCI356]

E X StoreFront M AREIREE, TEH B Citrix Receiver Z Bivl A% M Citrix Receiver for
Windows BN BiEF. [LCI9442]

LA NABELTARKESE, AEaERSHRIERN#, — MNABELTFARS, 5— I ABELTF
KRB, [LCI51T]

M Azure #EEhIEEEIE (MDM) Intune #iXH receiver.admx X4EHaTaES B INE AR, [LC9992]
INREEE R . docx BN HRBEXRKNTEERIAER, WAREsEIUTHEIRES:
“Windows T&iFIHEEIRE. BERX MG, ErRIREEHEIELHNNIRIFRZIE, ”
[LD0026]

MAESE, YXENAEFNRIMEEOUTRE EMIFESEZPN, ZEOBTFREEER, [LD0034]

J.I_/—.T—\o
AT EnableTracing=false MM & <1T% % Citrix Receiver for Windows 4.12 5, BEERSHE
T %% E Receiver > ITHRFTEEG, [LD0156]

£ NVIDIA BEfe£BY, RLEE=HUARFNELAEFIRERIFNBANAREFITH. [LDO175]

M “EHRIER” EfReZaA i AR RES T EET M Citrix Studio PEEER KEYWORDS : Prefer
#iT/E5h. [LD0288]

£5EATF Windows 8 Citrix Workspace M BEFHNAF REL GG, AIEETABEE LN Saas MAE
o [RFWIN-9329]

FRRFE. BATUUTEE:
1. BaEftRmELR, SME HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix BR.

2. BIEKI browser IR IUKRZ#A InstallDir WA BEF B ETHRT,
3. BEEFEMRIMAEIRE N %localAppData%)\Citrix\ICAClient,

BXZEENFERER, FSHAMIRFROXE CTX237199,
Co

Citrix Receiver for Windows A gt E/MEHH BT TiEIRE S Citrix HDX Engine has stopped
working (Citrix HDX Engine BfZ1E3E1T)

EFAERAPIFE A S B, [LC9466]
MBRFHEHEN, wfica32.exe #ZRIBEREIMERE, [LCI892]

ERGLIREAZ i IME 43 IME B, wfica32.exe #IZAgEsEIMNEH, [LD0O038]
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1809 FEEEMRH
BR[BHWIE:

« f#A/ Citrix Receiver for Windows 7tk s, #AREREE URL A2 SHETRUTHIZER : TEBKER
BPIIEARSS. StoreFront URL LI AZERFE citrix.com FkE S EItkRE, [LCI631]

KIE[EE:
« f#A/ Citrix Receiver for Windows 4.10.1 i, ATgE A ME LB A BN ARERFEY, YEE2RXMNAREFER
HHERTAET “STHL” BICEERSHIItR-A, [LCI353]
« BN REEZEEINAEFIESEN. HIEBKEMURERE RN B TS FRERR K = It E) =,
[LC9853]

« Citrix Receiver for Windows 4.11 algeialgi iR HH BRI F#&IRE S This Application crashed
(LR R EER) . MR wfica32.exe HEESSHEILLAM, [LCI890]

BFRRmE:

o EREBEO RSB IRARANHETRER, [LCI545]

1808 HEEEH IR
HE. Ak:
o BIREATRTREHSRE Citrix Receiver for Windows 4.9.2000 B, ATgET A5EmM R 2312, [LCI587]
BR[FHHWIE:

« AuthManSvr.exe #i2EfHEoE, S MERTF Windows B Citrix Workspace [z B2 7 5 $5 5k ¥s

[LC7981]
RIE[EE:

+ Citrix Receiver for Windows 4.7 Alge A EE AN Twain 2.0 &&X1FSHEVAMEA VDA LiE1TH
3F Twain 2.0 i &S HMZE#, [LC8215]

« £/ PSExec #&%¥ Citrix Receiver for Windows Mhrs 13.x A4 ZIRZs 14.4 [5, SRS RN AEIEATEE
25KM, Itksh, R PSExec s B, Receiver for Windows AJEa R ER AR IZD T BT, K
88 LC9024 j7, AuthManager AHESHMAK—B, HREX ICAFPEXXMEFTH, [LCI024]

s ERATAMNARFARNERLT, 2lEHRENSERRERRN. KAEERTHIERH, BE—EETRKR.
[LC9452]

s HEAT LPT mOEEMKRENE R TE Java ZAREF (Javaw.exe) B, B IZATRER M EE,
[LC9610]

+ IJF Single Sign-On B BMEL BB R AIAE T ASTRIIETE, HERIFSERERIEPRE, [LCI625]

o« EENEBAWMNEBIEFZEER WintTab = Alt+Tab BE0iftat, GDINKRATAESAER A ik L, HERIWN
AiEFTRLmNHEREAKE, [LCI655]

RBF&R:
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o ERTFEEEXNNAEFPERBBRNERIES (IME) HRANAE, AIRELAETRXE. XERHFEA
BRI, [LCI9882]
EFAEBE, BEEUTARS:
- MR HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client
- &#: DisableD3DRenderWidthHeightCheck
- 28 REG_DWORD
&: 1

ER0iR)=E
2012 FEERIEH

FbhR A& B A TR,

2010 HIEXIRER

FEIbhR A B R TR,

2009.6 FHIEXER

o 2RIV R AN Citrix Workspace NBZ2FREAIERHREHRAR. [RFWIN-20692]

2009 FpyEREE

FlbhR A& B A TR,

2008 HryEAI AR

o BMESRIPNEOER/IVME, Print Screen B ATET EHRRBEHE. LILAME, HBREHEHB
Citrix Workspace B2, [RFWIN-16777]

« LIEBERMEA FastConnect API EREY, BEIRSEONT. BAHERN, ERBSHEFHIEE. [RFWIN-
19804]

o BEhEMRIFE VDA £1E6, RMEIEERAERZFIPHN VDA LHRREREE. [RFWIN-19823]

2006.1 FRIEX] A

W87 Windows 2012 R2 i+E# L ENHRAERTINEE, ZARS 8 ER%ER Citrix Workspace R Ri2FHIE
HIEER/FEmMN, [RFWIN-17628]
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2002 FRIEFE R

o YR Citrix Workspace W HIEF 2IER/NMEES, 2ifH Print Screen #BiERXRR T ES KK,
[RFWIN-15155]

o HIXEBERMNRIEMAMIEE LB Microsoft Word # Mk RIBRE AR ERT, fE4sitig® FERN A
EFNSHIUTHERES:

EEEEH Citrix Workspace BT H I XXM BEF?
[RFWIN-15884]
o Z2IREEAT SSL 19 VDA LEmsiEafEskM. [RFWIN-16129]
s ERFRPNKERIEFR, 2REEEZRIPRIENFEEERTERKK. [RFWIN-16704]
« EERETAERER AP REMRMERARENSR (GPO) BERIRAMMIN BREFAES. [RFWIN-16754]

s SHBEHRFRFRIEFNETRESSHRIEERH, [RFWIN-16784]

1911 R EHN 1R

« TR DUO BRI StoreFront, [LD1497]

s RIEFOFREIAEF S, [LD2089]

s ENBRRGRFR, RIETVERKTFEME, [LD2185]

s BEEHEFHNER USB EERFEAMSEEGLEN, RIEFEEEEMN, BRER. [LD2432]

s ERIERIHAE, HEZEREREE..HE, MIBEENEBREFSZR. [LD2450]

o #EE T Dell Wyse RAM 9% 4, Citrix Workspace R AREFRELAKFHERIUTHEIR:
“RETEITFHEENR SIS,
[LD2480]

s EZEREIGEP, NAARELERTER, [LD2484]

o HEARIERICHFEREERITENN, ETE—BRERTMA, AGHRUATHEIR:
“EEEHE,
[LD2496]

o ERERBNREERBEENAABTEEREE, HEIUHETEA URL HENEATNAEFIREENE
by, BCEARRLN, HETRUTHEIR:

“REEAZERNETIR, BHEE—DFERMIZIIR. 7
[LD2510]

« 7£ Microsoft Teams &i¥dh, YUEZMIEE AT, BBEISATN L AT RESSAZEINIF. [RFWIN-11993]
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« 7£ Windows 10 RS 6 &4, HE&ER UDT iREBNXHEAM A IERSEAMERN, BAMXMINETRETELE

EH\——

BiE1T. XBE=FHRH

@R %A, £ DDC LEA HDX BiERFH%EE. [RFWIN-15116]

o HE—HRE—NERFEA, B —NMARPEAN, FHREZFKMIM “17, [RFWIN-15395]

« 7£ Microsoft Teams &1, {UARKEMFIERFINE, TN E B EFER, [RFWIN-15539]

1909 FEIE &

« BATWEABEERAG, Internet Explorer EOFRSHMERI S, [LD1924]

o A Ctri+Alt+Del IR HZHAEMERFRIEN, RELEEMERHTELMNE, BNETUTHER:

“‘BiEEIEmE”
[LD2063]

o fEiEmREEEDE SelfServiceMode :1Mig & /7 False H 2 LRI, WARERESXTEM “Fa”

Fehfiks. [LD2126]

o XFiBig 2048 MF#HI URL, URL EEMKMK. [LD2210]

1907 HHIER B

TEUbhR AR B R IR,

1905 HHIEXF

TEUbhR AR B R IR,

1904.1 By ER )L

TEUbhR A B R IR,

1904 R XA]RA

bR A B R TR,

1903 I EXIIFER

EIbhR A B R IR,

1902 P ERI AR

fElbhR A B R TR,
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1812 9 EAalE

o ERETHHN NVIDIA GPU #9 VDA LizfTHISIEFRAIMERRGERIR, Citrix IETEEBRRILIEE,

1810 gy EREA

o ERET Citrix Workspace R BEEFHITEN EASK Windows 10 5, HBBMRIEAK. BXFHAEE,
ERREMINHLXE CTX234973, [TPV-1916]

1809 FHHIENIF]=R

TEIbhR AR B R IR,

1808 Ry EFEHR

s MREVMHERERERMEBHERT Windows B9 Citrix Workspace R BIEFRE, AJRSSHEI A,
[RFWIN 9298]

o £ Windows 10 1#21ER % (REFRRASS 10240) L% Citrix Receiver for Windows 4.11 kRES, 5 VDA BY
EZARER SR ERFEIR 10038,

EEE iR, E1E Windows 10 I 2ER KR ERRZES 10240 74k 2 Windows 10 B ER LN ERES
1803,

BXFAER, BESREMRAPOXE CTX237203,

FE=FHEHA
iEAF Windows 9 Citrix Workspace Rz A2 Al s & 2 1RIE L T SASRE X E RO TIF RIS = A M4

iEAF Windows 19 Citrix Workspace B2 $E=5= (PDF T&)

RRERMFAM

December 15,2020

BN
« &{f1GB RAM,

o .NET Framework SEZExX
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- BEBRSBIEHFE NET 4.6.2, LtiEHAFEM Workspace AR REH G SITITRM BN AEFNR
H. BXFAEE, BERACEAGLTSH

o B4 Microsoft Visual C++ Redistributable,

=

AR
Citrix B SRR HARAA Microsoft Visual C++ Redistributable, &M, AEKIIZHaIaESHIR
EE ) =boi i

B AR 4 1904 2, Microsoft Visual C++ Redistributable &% #2 FF k& Citrix Workspace R 125 &%t
BFIT8, Workspace U ARFRELEHR, REBFRNERSH RS EFHE Microsoft Visual C++
Redistributable 27 &, HEXERH#HITRE,

AR

LR FRIESERNRE LA Microsoft Visual C++ Redistributable # @i & b %3 Citrix
Workspace [ 2R Al gE= KM,

NEEERAEBRE Microsoft Visual C++ Redistributable 21,

H%.NET Framework = Microsoft Visual C++ Redistributable it a@apikrEkrs, 5508 Citrix §38
i E CTX250044,

REMTIR
Citrix Workspace R 1255 H#iFiE =21 Citrix Virtual Apps and Desktops #1 Citrix Gateway frA&F#A,
XEERRATE Citrix 7= &4 ap A HIZR P H.
iEMAF Windows # Citrix Workspace ARZF 5T Windows 1#ER4ARE:
AR

« Citrix Workspace R F#2F 2009.5 K& EShRA A L AE RIS HIRIER G LTRSS

« BhRZx 2006 2, BfFLE3t Windows 7 8932,

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £ #, 44 Citrix
Workspace 2R, VEMER nFactor BHIIER 42215, BXF4MMEE, 2 Citrix ADC XX
PRSP IIEN E S A I8IE EPA $358E2 &% nFactor SHIIEHRHN— AR,

1RIFRS

Windows 10 (32 {iif 64 fiIhk7A), BHXxFAH Windows 10 irZApyiFHAELE, iE55 Windows 10 5B T
Windows &9 Citrix Workspace M BIEFHERE

Windows 8.1, 32 {ii#ll 64 {ilhkz~ (823 Embedded Edition)
Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
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BRIFRS

Windows Server 2019
Windows 10 Enterprise 2016 LTSB 1607

Windows 10 loT Enterprise *

* 2 Windows 10 loT Enterprise 2015 LTSB. Windows 10 loT Enterprise 2016 LTSB. A&E#. SIREE

. RECIBEER.

Windows 10 55T Windows &9 Citrix Workspace N BiEEH#R ¢

%% Windows 10 #2E& 4/, Microsoft 3INT —M#FHEAEREE. SEBMRS Windows: Windows ENBRS.
MINEEITERIThEEE R (1703, 1709, 1803 FEXEA), HEEEMREBMMEFHFITEIREFHMP, TLUER

SCCM ENEEET ANE XLETH,
TRYE T ZHEM Windows 10 ks,
AR

o BRNFEGS R RN Citrix RS R E D FEINERR A

« —B Windows 10 fRABIARS L IERES, ZRAKEFRBH Microsoft R #tARS =i Citrix X%
FEHFEEZHNRERAPEITHRME. BX Windows 10 RSLIENER, B2 Microsoft 9

Windows £ EHIELR N4

Citrix Workspace [z iRk  Windows 10 k&S MBS
2012 XESHRZS 20H2 19042.508
2006.1 XEShRAE 2004 19041.113
1911 RESRRAE 1909 18363.418
1909 MEBIRAE 1903 18362.116
1812 B S k4 1809 17763.107
1808 MEBIRZA 1803 17134.376
WIER] PR E == 8]

TRIEM T HXLE Citrix Workspace N BIEFFRENHIEZ S BHIFAES
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prec it PR R
RE 572 MB
FHR 350 MB

Citrix Workspace M AREFNETR RERENHEETE, ZRIITESHRERAFTIERRIT,
AR

o RERFNERERREGENEETERITIOS,
CHMIRERTIREIBRALEMNEBTERE, WAERZMNIFE, MEE CTXInstall\\
_TrolleyExpress—\*.log FIZRHEIZHEE

. IEBME 5 I
PEZES

o HTTP RIS
o HTTPS RIS
« Citrix Gateway 10.5 XE =iz~

i&AF Windows # Citrix Workspace AR ELIRFER. BFELHENEE. Flt, IEBAEEE
HEHE.

« TA (BER) iEH
* Root

o BECFHES

o FRENES

TH (BER) B
MBIEEM X ERET ZRIEPS, BAESHR Citrix FRNWAFIRE EREALFIEBMAN ML HIIRIER,
=

MRERBTRIERENKES (AASMBRAEFFAESRIED), RARET—FES, BHIZKEBFH
o MRAFAEFERRESHHS:, WEETNAREFELER.
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RIEH

NFINT HRTEN, B LUERA RN RERERD LFMEE CAES,

NFRIMANERIHTEN, ARAUE-PNEEXZERGBUN RH%E CAIER, BESRAEERKRURSHE.

BECTTIES

BECTHERER—HANE MRS LER.

Citrix Workspace M AIEF X HHBRAHER. SHIRIBALNRSRISFERBEIER, KL, AIURERBERRT
I, MERXNERAEERBAERESEHEEM (SAN) I BHRSSBEMIIRIER, DEIEBMLTAEIAIERME
M SRR X LA B

HiElEH

MRERIEREPEEPEIES, KIARZPERERHMNE Citrix Gateway RSZ2IEH. BXER, BHSH LEHE

IEH.

S8

3t StoreFront #7598

ER

24

HEE
RedhE
EHRIIE
(8 + Z2<h)
SMS

BT Web £y
Workspace

A0 AD

Jal

il

StoreFront i
Zuhm (ZH1)

fl AD

#0

i

StoreFront.
Citrix Virtual
Apps and
Desktops (&
M)

Jali

Jal

Citrix
Gateway ZliE
BT Web t3y
Workspace

il

il

il

il

]

2 (Citrix
Gateway #Eft)

Citrix
Gateway Z|
StoreFront iz
k= (Z5H)

Jal

i

f0

il

f0

& (Citrix
Gateway #Ef+)
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* EIRE L RERARLE Citrix Gateway &9,

AR

Citrix Workspace B2 #ER Citrix Gateway % StoreFront AHRSHWNESHRIE (F + RS
) o

IERmETIR
IEHRHFIE (CRL) 2iF Citrix Workspace N ARZFHRERSENIINEEERH. REIEREHTFHERSEH
MESHEIE, REAFIRESRSB[ZE TLS EENBER 2N,

AIEZMERIEA CRL 6%, i, aTLUR Citrix Workspace M AREFEE A RIREEAUIERTIR, tbalER
BENEREERMMMEERTIR, o, ETLUSERBLENFIEENRBRELIETRE CRLZEFRITFRFER.

MBEHEAMTENPEEIIBEE, BEBYE Citrix Workspace WAB1ER. MRXHFRAE Citrix Workspace 4%
(BHEEERD) o

BXFAER, BEBHETLSED.

LR MEH

September 14, 2020
AILUEIE LT AR E Citrix Workspace B g :

o M THTIE FT& CitrixWorkspaceApp.exe &, HH
« NEATIWTHRIE (WRATH).

BT U T A ARER G

o BTETF Windows WX ERZEAS. o
o FRAGLITRAABAREREFNMHE. REGSNMRERY, BXEAGSITRERE Citrix Workspace A
*EF_E"J{:.._., 1%%'%@% 71% &

EREEANIFEERNBHITRE

Citrix Workspace 2R o] UEHA A MEBE R R, NHEEAT Windows B Citrix Workspace [ A2+
RBEESMWIER Citrix Ready Workspace Hub BSA EE2 &1 G XR,

TRIERT UBSBRARAF FHRE Citrix Workspace R AEFRHNES:

TEX MK REEKE
BIHER C:\Program Files BRGRE

(x86)\Citrix\ICA Client
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REX MK REEHE
AP %USERPROFILE%\AppData\LocalGifrizdEA
Client

AR

MRAGPEERAFARENES, BERFETELE Citrix Workspace AR, BITBINESHERERP
REMLL, REBUBERFHRE Citrix Workspace RAERF.

ERAETF Windows L&

AILUEER U T AEFEET CitrixWorkspaceApp.exe RERF AR REEH T Windows 89 Citrix
Workspace M H#EF:

ZUNERT, REEFAEMT %temp%\CTXReceiverInstallLogsx*.logs,
1. By CitrixWorkspaceApp.exe XEHEBETH,
2. FERFHES EULA, ARdaRi,
3. ZEEEEANENEMNERNITEN L#ITREN, SER—TRERBWEER. BXEFAGE, HEREE
SGE=g Erall
4., #RBET Windows WREREFTRRE,

ERMLITSH
A LUBSIEE FRIM G SITIETRBE X Citrix Workspace AR RERF. REEFOBERMNRERFZAE
BEIARGIRNE R, TEOERSEEFXMG. BRHEURBHZ TN AREFEEANIEITE R,

E /A Windows s<17%% Citrix Workspace A 2T, ERHHTRTH. AE, BE—THPRARERFXMH
B, RESLTNREREN. TEIHTAIRNGESSMENE:

CitrixWorkspaceApp.exe [commands] [properties]

wLITBHIIR
BRRMP LT
- BRABH
o BESH
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« HDX ThaES#K
« BIEAARRESHS
o BSHIIESE

ERASH
o /28 /help - FILFIERERSHEM
o /silent - ERESEPERREMNFENRT.
+ /noreboot - EREDEFR I B REFBHIRT. BUEETEMBINERN, LFEEREN USBIRET
RGN, REEEMEMEEEASEE USB ig#&.
o /includeSSON - BREUEE R B KR, 155 Citrix Workspace A2 RE Single Sign-On A%
¥, BXFAER, BEREEESHRIL

o /rcu- EFRREMRZZIRHIREREARE ZEM. 167 Citrix Workspace Rz 2@ Bl I E IR
BIRBREF AR, /rcu AXRESERAEHIRIBNILE.
FE:
/rcu FFXRBERA 1909 25 H. BXEMER, BFSHRFMH.
o /forceinstall - FEEZKHLER Citrix Workspace WBREFHNIANEEERZEN, KFXIEEE
M EEUTER ERLFX:

- MAZEHHEM Citrix Workspace [z BEFARAS#1TH R
- RESARTREI.

TREHN
/AutoUpdateCheck
87w Citrix Workspace Rz 278 o] B BT Mo
AR
XE2MBHEMNMSH KAMIEE S R E /AutoUpdateStream. /DeferUpdateCount. /

AURo1lloutPriority EH S,

« Ba (BRINZE) -ARAREEITRENNBELZLEM. flw, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.

s FM-RAATEEITRENFNTARABLELEN, FoilEEH. HlM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=manual,

- BEH - ZHBmIEH. FlE, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

© 1999-2020 Citrix Systems, Inc. All rights reserved. 42


/zh-cn/citrix-workspace-app-for-windows/install.html#hdx-features-parameters
/zh-cn/citrix-workspace-app-for-windows/install.html#preference-and-user-interface-parameters
/zh-cn/citrix-workspace-app-for-windows/install.html#authentication-parameters
/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-authentication
/zh-cn/citrix-workspace-app-for-windows.html#deprecation

iBEAT Windows B Citrix Workspace R BiEF

/AutoUpdateStream

MREEERABEMEN, WAILLEFEEMEINRARE. AXEAREE, BEALHEHEREE,

o LTSR- (N BohEFHBKIARS A BFREH.f90,CitrixWorkspaceApp.exe /AutoUpdateStream
=LTSR,

o Ygl- BshEH IR A Citrix Workspace MR EF. flgl, CitrixWorkspaceApp.exe /
AutoUpdateStream=Current,

/DeferUpdateCount
B REH A AN A IR B . BXFMER, ESACitrix Workspace E#o
o -1 (BRINME) - AVFHERERREH, B, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-EBTHWENTHERERE (V) WA —KEH. FEAFBRREZEXEMNGEE. Fa,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,

o EAEMEKT “N7- RAYFHIRBEH ‘N7 R, UEREFRETET “n” R, 0, CitrixWorkspaceApp.
exe /[DeferUpdateCount=<n>,

/AURolloutPriority

RERANNARERE, Citrix SERERNEARRBEHEN. RS, ErIEHTERN BRIt E
LUZWER

- B (RRINE) - BE 7 Citrix BEMRZMEAIBAKEIEH, Fl, CitrixWorkspaceApp.exe /
AURo1lloutPriority=Auto,
o R - IBEERNEAEAFRKEIER. fi, CitrixWorkspaceApp.exe /AURolloutPriority=

Faste

o - BT (FHAE E BT ER UK BIE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 8- BEERNMABERNWKEIEH. fli, CitrixWorkspaceApp.exe /AURolloutPriority=
Slow,

/includeappprotection

BERIFEFAHEZERICRNRRERSREREEMAEES, REEENREM.
* CitrixWorkspaceApp.exe /includeappprotection

BXFAER, BFERANBREF R,

/InstallEmbeddedBrowser

HEBg Citrix BrRATUHI 23— HIX . 517 /InstallEmbeddedBrowser=N FxU{EIEERNTN S 23 T08E.
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INSTALLDIR

$5 7 Citrix Workspace W AREFLZENBENZEB R, RIABKIEHR C:\Program Files\Citrix. 50,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

ADDLOCAL

ZE—PIEZNIEENAH M, H W, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,

WorkspaceHub,

HDX ThaE&#k
ALLOW_BIDIRCONTENTREDIRECTION

BREEFHRSENZEIURENSEFIHZEEEANEANSEER, GXFMES, ESH Citrix Virtual Apps
and Desktops 4RI E A A E E MSEEEIE E 5.

cOERUNB - ETFTRNEARNBTEETERALTFEARDS #l W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-IETNERNBREEELTERRSEH10,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
:lo

FORCE_LAA

187r Citrix Workspace M 2% P s AN B2 A nA Nt R, KAERERRANPRRE Workspace A2
FF, WWAHAEERTT. BXFMESR, 1E21 Citrix Virtual Apps and Desktops X4yt FA T2 F 41828453

o 0 (BUNE) - ERATESHNBIEFIAEAH, HI80, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1 -IERRERFImAMNBEFIARAHE, Fl30, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS
EERTNSVTHHIN BIERF BB XA LB XN XX 2 RET.

« false (BRINIREB) - IEERBASITWHN ARRF B8 X LB XBN s X4 2 RER. &8 false B,
BRERFB RSB NHIEE R EBRI S ER — BT RIERSGERNERBR/NNRANN BEFERES
BB BEIRAR. B3, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

 ture - IBEEFAANSITTHN BERFEE X HLEE XX XM ERENR. i, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True.
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ALLOW_CLIENTHOSTEDAPPSURL

ERPIEE EEA URL EXATIEE. BXF4ER, E5# Citrix Virtual Apps and Desktops 2 ez i 7 F
R,

c0OEiNE -EFRPFPREELEZERB URLEE M AL f W, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-7EAFiI&E EER URLEEBINEEHIU0,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
=1,

BETMARRESH
ALLOWADDSTORE
RFEREIRENSHE BN ARE (HTTP & https).

« S BRIAME) - NATFEHRMSMBERLNARBE (R HTTPS EBE&E) . W, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RFEHRMSEMRR LM ARE (HTTPS) MIFLLNARE (HTTP). 1R Citrix Workspace [ R1ERF
BRAPREN, WFREM. #l8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A

o N-FRAFBPRNSMRE SHNAEIE. i, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

AFEERMRENABERE. KSHUERTER PNAgent il BN BEE.

e S (BUABE) - XATRELENARENZER (BEE HTTPS)., @0, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N-FRAFREZRL, fla0, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,

o A- AFRERENARRE (HTTPS) MiEReNARE (HTTP) 98, Fl, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A.

STARTMENUDIR
BE “FHR” FahpRESRNE R.

e <Directory Name>-EIABRT, NBEEFERERB>FFBEERFT. ALTE \Programs X#*%
R E REA WA KRR, i, EEREAXRERE “FR">“FREEFE">“Workspace” F, &EEE
STARTMENUDIR=\Workspace,

DESKTOPDIR

EERAERESNER.
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AR
f#5F DESKTOPDIR ;&EIEY, &R PutShortcutsOnDesktop Mi&E A True,

e <Directory Name> - JLIIEEREHXANHENEEZ, HlM, ERRESFAKRER “FR">FMERE
F”>“Workspace” F, i&fs% DESKTOPDIR=\Workspace,

SELFSERVICEMODE

I3 B BhARSS Workspace B2 A A R EALIE,

o True-IERAPERIFIEBMRS AP R, $1%0, CitrixWorkspaceApp.exe SELFSERVICEMODE
=True,
« False -5 ARPTZIGRIBBIARS BF R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE

=False,

ENABLEPRELAUNCH

ERISIETRR. BXFAES, BBRNERERF B EL

o True - IERRETBEHINELTEARS. Fi, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
« False - {5 RAEMBohINEE FEARS. #180, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

PRREREANMEREHAD, FHAESREENRPETR. AXFAER, BBRAE ‘SREET RHRENE
=1

o 0 (BUAE) - £ “BREREN” RPETRESIMNEINEZED, flg0, CitrixWorkspaceApp.exe
DisableSetting=0,

o 1-{V7E “BRENET” KD ESREFEEET, 5130, CitrixWorkspaceApp.exe DisableSetting
=1,

o 2 -V “BREEN” RPETREA VAT, 50, CitrixWorkspaceApp.exe DisableSetting
=2,

3-EBREEIN RPREREAXNEREZ L. W, CitrixWorkspaceApp.exe
DisableSetting=3,

EnableCEIP

ETRES5FPHESET. BXERESR, BHSECEIP,
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o True (ZRIAIRE) - EBTEMA Citrix B EKRAE R (CEIP), %0, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - &#%BH Citrix B ALK& +% (CEIP), %@, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing
=4 AlwaysOn ERERTHEE,

+ True (BAIEE) - BH AlwaysOn IRERIhEE, fIg0, CitrixWorkspaceApp.exe EnableTracing
=true,

« False - 2/ AlwaysOn IRiEzIhEE, B30, CitrixWorkspaceApp.exe EnableTracing=false.

CLIENT_NAME
EEMRSS 2 ARG A A IR &R M,

e <ClientName> - EERE [/ LARIRINBFRIEENRZ M. KIAB A ¥COMPUTERNAMEY%, %0,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFIHRBMSITENRBTER, BeOtENBMEN, ERIEITEEEZEN.

2 BMINEE) -AWEBEFPHEEMESHENZMMER,. flW, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

B -FTATEFRFHEBEMETENBMMER. &M A CLIENT_NAME BB E — ME. 0,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No,

SRS
ENABLE_SSON
Workspace RZA#EFEE /includeSSON ¢ RENBAERER. BXHMAER, BEHEERSHIIL

+ 2 (BHAIRE) - 187~ Single Sign-on & FERRA. 60, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
« & -5 Single Sign-on & FEARS. g0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

18 HDX 5|2 2T X AEM Kerberos 143301, XEBMAT Single Sign-on BHRIENAIEMA. BXEMESR,
ESREE Kerberos SEAIE HiE & {9 1011,
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o 2-15 R HDX3|%% M Kerberos B3 183 H1%0,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes.

« & - ¥~ HDX 5| 23 X & A Kerberos & 4 3 i, fjl 41, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,

R EREMSS, EEILIEES Workspace ABRRFASEANNAREE URL, RZETLIHRN 10 MASE, E6E
FLUT B TR (F

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]”

f&:

o X-EB#H 039, BFRNARE,.

 storename - I FABEIERE M, LEXMSTE StoreFront fRS528 LREENZIF—.

+ servername.domain - REN AEENRS BNTERERSZ,.

« lISLocation - [IS AN AEERR. MARE URL #9515 StoreFront i x5 URL —3. MAEE
URL B9%z={A /Citrix/store/discovery, E3REX URL, M StoreFront S H— XX, £
BEARPITH, HEH Address ;tHEFH URL,

+ [On, Off] - Off JEIEZRENS T E L AN FAREIE, MRS ERERIHRXLRN H/E, MRNEAR
[ERERIEE, MEIAIZES On,

« storedescription - N AREMNAERR, HIS0HR App Store.

mLITRERS

Z157E Citrix Gatewaya AEE URL, EHITLUTRME:

CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##Storename;

On;Store
Hrp, Storename R BEERNNAEENE R,
AR
o FERALLFEREER Citrix Gateway RZARE URL A% #%# M Citrix Gateway #9 PNA Services 5=,

s EZNAREIRES, Citrix Gateway WARE URL AR FHIRFMNE—(L RAYFEE 2 4 Citrix
Gateway WA E URL iEE.

TR LERBEAHIEER NN AEREE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store”
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store”
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AR

s ESWENAEE URL 845 /discovery URTHHITERBZ AL,
« Citrix Gateway RA#E URL 2 EREMNEAHEE URL FIRFHNE—1KE.

ENEL

EAETF Windows BEIEER:
EEILUfER Windows B9 “I2EMIhee” SSRERF (RINSiMIkRiErs) EN#; Citrix Workspace R B2,

AR

7z Citrix Workspace [ A2 R4EHEiE, BB —5E# Citrix HDX RTME BR+-ERIRT. BEHREHRS
izl

fERm<SITHEO:

AIAMEBLTTIRN L T < E% Citrix Workspace AR :

CitrixWorkspaceApp.exe /funinstall

st F TR EE Citrix Workspace R FEER, EBITUTHX:

CitrixWorkspaceApp.exe /silent /uninstall
AR

« HI#EHE, receiver.adm/receiver.adml g receiver.admx SIEAEMRIIERE,
o MREEHZETIMREESFIRIEFAEFE, FFHREMER.

#BE

September 14, 2020
AILUBIS LA T A34EBE Citrix Workspace B g :

+ R Active Directory MR flEchil AR EER T Windows # Citrix Workspace B2, B Active
Directory M58, 1&8EA Active Directory FIRFIEIZ,

« EBEMRT Web #9 Workspace Z#i, ER#EATF Windows 89 Workspace AR, BXFMAER,
EBRERERT Web # Workspace,

« {£/ Microsoft System Center Configuration Manager 2012 R2 874 % (ESD) TR, BXi*¥4
58, EBEMER System Center Configuration Manager 2012 R2,
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5/ Active Directory Rz

AILUfER Active Directory (RERERBIAIRIELA LN LEMERE Citrix Workspace MATER. Citrix BiERBIZAMmIER
B.msi X, BXBRMANEMER, E2E Microsoft stik,

33 Active Directory A4S, EHRITUUTIRME:

1. AT HAeIE— MR (0U),
2. ABMHEIEN OU gl2—MAKEEXIR (GPO),

fRAEHIZ
ERS N XTI PR A T SRR IERMA

o HEIHRHERE - EENRAS EEIRIE, BMEREFE, BBLBHELE, FiW, i&E DesiredVersion
= 3.3.0.XXXX UEHCERRIEE MR A, MRERE T WBARAEAS, FI03.3.0, ZRASKEREFZAEK
(3.3.0.1111, 3.3.0.7777 %) BYEfThRAHEILAD,

s REBNUE[BEER - @8RG EETHMAHITHNRIENMERE, HIFHZXHRN R NRIGE

7 FRBAN S
« HABSIERER - ERREHTETHMAHTEHRIENNERZ, SUBFRHLANEZHREFIRE
B NIRs

¢ REBREEFHIITED - XEMIITETREEIREREF. BXMITEL, BERERAGSITEH.

filz

Citrix Workspace N AieFREREF R T REMEE Citrix Workspace M AREFHNESITENMNERHFP 4R
B, XEERAAMTERTF Windows 89 Citrix Workspace R BIZFH THAZR U@,

I Eit) TEE Z MR

FItEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

SR CheckAndDeployWorkspacePethisekAng®atavdpirkspacePerUserLogo
.bat .bat

BRMBEMZ, BHITUTERE:

AR EIRITH B,

ERITBEEBEXAFRE > %88 > Windows £ 8 > 7k,
FARBERITF ENENERD, ERER.

PR BT XA H ISR R A S 5 E 2R K.
KHAIEE,

ok w2
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6. EEMREP, BEHRM, AEERNEEHRFARNICZRZ,
EXZERT Windows 1 Citrix Workspace M BiER, iBHITI TigE:

1. FEEEWILEREBR AP IR& S EEIELIZER OU d,
2. ENMRMAPREHER.
3. BB RNRHEREEREFMINEEFTH,

EffipRiEA T Windows 9 Citrix Workspace [ BiER, iBHITI Ti&E:

1. BARERMRIEEERN B IREBEHEIELIZERN OU f.
2. ENMRMARPKREHER.
3. BIERRENRGEREREEFMINEFRTIH,

fERERT Web 19 Workspace

EENERT Web #9 Workspace, &ERILIGER Web PImE:&id v 5883418 StoreFront R RIS,
EMN R EREETIN RER 281, BFRITUTIRME:

1. REERTF Windows #4 Citrix Workspace M B2,
2. MERTF Web 89 Workspace £BE Citrix Workspace [ FBEF

MRBATF Web 89 Workspace ®iMEIR7Z7E Citrix Workspace R AREFHRBRE, RARET—FIET, BX
ST HHREEAT Windows i Citrix Workspace M AB1ERF.

AR

BT Web 89 Workspace Rz iEF BB FHBHAIK S £,
MREAUTERE, NMURTRNRS S,

1. ¥ CitrixWorkspaceApp.exe THE &M EN,

2. B CitrixWorkspaceApp.exe E@a#& g CitrixWorkspaceAppWeb.exe,

3. ERAEMBEL EBEX—EGIMARITXM. WREM StoreFront, 5 StoreFront XY AR
EXHEE StoreFront,

& System Center Configuration Manager 2012 R2

AILLfER Microsoft System Center Configuration Manager (SCCM) B2 Citrix Workspace M B2
AR
3% Citrix Receiver for Windows 4.5 XE=EhrAx%1F SCCM HE,

AILUER LT8R 433858 SCCM EBE Citrix Workspace R E-ER:

1. @ SCCM & Citrix Workspace R 2
2. RNDES
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iBEAT Windows B Citrix Workspace R BiEF

3. ¥ Citrix Workspace A2 BRI G
4. QBGEESR

5] SCCM =RErhiRMN Citrix Workspace B2

1. B TFHM Citrix Workspace M ARFREX#HZEHIF Configuration Manager fR$5 28 EBE A (33
Bzh Configuration Manager %18,

N

%% Software Library (35%) > Application Management (B2 &1E), A& $ Application
(W AATER) HE#T Create Application (BIENARRR).
EEHE £ “Create Application” (BIBNAERER) B,

w

. 7£ General () &%, %F Manually specify the application information (FEpisENBER
58), AlGEE Next (T—%),

N

. £ General Information (EM58) BiEH, IEESHARFAEXNER, HIWEMH. HES. REREE,

(631

. 72 Application Catalog (WAEFER) MSF, EEAMES, fW, B=. LARFEMR. BRENE,
AREE Next (T—%),

} =

=

RARLUEREELMEERNER,

(0]

. 7= Deployment Type (ZE%2) HigH, #x Add GFin) LUEE Citrix Workspace R 12718 BRIER
E=EitN

AR “Create Deployment Type” (SIEZPEXRR) @S,

~

. 7£ General (B#) &E¥&H: &8 Windows Installer (*.msi xxf4) BIZRERE!, ¥$% Manually specify
the deployment type information (FipiEEHBEXEER), AEEE Next (T—%),

(0]

. 1€ General Information (E#lz8) BEF: IEEBELEFMES (70, Workspace HE), RAEE
& Next (F—%),

(]

. £ Content (W7A) AR

a) 2 Citrix Workspace MARFREHFFIENER, Fli: SCCM ARs328 LA Tools,
b) BREREFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BFEINBRIRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BTFERBIZE&E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false BT LIIFEBIARS
#E{ &% Citrix Workspace B2,
c) 3 Uninstall program (E13#2%) 15%€ CitrixWorkspaceApp.exe /uninstall (BEE&E
it SCCM %),

10. 7 Detection Method (iM755%) High: %% Configure rules to detect the presence of this
deployment type (BEERTHNSEEEUIIBELREAMN) , AF%E S Add Clause GFRINFA).
AT R “Detection Rule” (Ri#inl) SHEE,
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+ ¥ Setting Type (G&E%A) &EH “File System” (&%)

« 7z Specify the file or folder to detect the application ($5EZ+0 M AR F XX H X 4H%)
T, RELTER:

Type (E) - fFFHIREAF, %EF “File” (XH),

12 - %ProgramFiles(x86)%)\Citrix\ICA Client\Receiver\

XHEFEFEZFF - Receiver.exe

Property (E%) - fE FHEEES, %EE Version (hR7s)

Operator (iZEF) - FhEH, %R Greater than or equal to (KFZHET)

Value (f&) - #A 4.3.0.65534

=

AE:
iEATF Windows B Citrix Workspace M RZFHAHK S A LEANILAE,
11. 7£ User Experience (AP {FI) &Eigh, i&E:

+ Installation behavior (%#174) - Install for system (HR%ARE)
+ Logon requirement (BZREXK) - Whether or not a user is logged on (AFEEER)
+ Installation program visibility (ZE#2FaIIM) - Normal (EH)
BE T
AR
BN IERE R BIETE A B RAKFAIN,
12. 72 Summary (BE) S§i&H, WIEHBPBXRENLE, 2ET—F,
LB 2R TIE S

13. 7£ Completion (52p%) BEigh, HEPELR (Workspace #E) ¥ “Deployment types” (EEZH)
T,

14. &3F Next (T—%), SA5%E Close (i),

AMDER

1. 7£ Configuration Manager &l & shA%E & Citrix Workspace N BER, A5 Distribute Content
(DEAR)-

BT 278 “Distribute Content” (9%HB) Ao

2. 7£ “Content Distribution” (W&492%&) &+, £ Add (Fi) > Distribution Points (5%5).
LB 27~ “Add Distribution Points” (Fila4&=) SHEE.

3. FRIPRMABH SCCM RRS328, ARRE OK (BE).
£ “Completion” (5TAt) &E&F, KETHEIEER.

4. BEHEXH,
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3% Citrix Workspace N BREFHEENHE 0

1.

£ Configuration Manager izl athA%E T Citrix Workspace MBERF, fAGi%ERE Deploy (2E),
LtEBE 2R “Deploy Software” (ZBEHRHE) ASF.

EEREVAEFNES (AUZREESR, LAILUZAFER) HikE Browse (H¥), AAG#E Next (T
_ﬁ)o

72 Deployment Settings (HEi&E) &g+, & Action (1F) i&E R “Install” (&%), #& Purpose
(R&) ’EBH “Required” (4%F) (BAXASE5RE), 8HT—%,

. £ Scheduling (it%)) &P, IEEEEMEE LHBRHHITL,

7£ User Experience (BFP{k3t) Bi&H, i&E User notifications (BFi@) 175; % Commit
changes at deadline or during a maintenance window (requires restart) (FERSHIIRs4EPET
BIRXEN (RBEHEE), ASHEE Next (F—#) UM “Deploy Software” (BEXRH) B,

7z “Completion” (5Em) &P, BETRRITES.

ENEHENRRIRE (NELRFHRRENTFERIT).

=g b, Citrix Workspace R AEFERHHLFHE Available Software (ATFE##H) FTER. RIBEFTED
BRI, RERBEDME, HE, THITUREZFEFEHHEHITRE, REFHE, TERSBERGEHROH

o

BIBIRERS

1.

E&h Configuration Manager #241&, #i Assets and Compliance (E~=55#14%) > Overview (i
R®) >Devices (&&).

. A% Device Collections (i&&&4) #Hi%#E Create Device Collection (RIBISEESR)

EEE TR “Create Device Collection” BIBEEES) BS.
£ “General” (E#) BT, BAEEMN Name (B8F), ARBREHATREIESH Browse (GH%E),

XOREIREFHEE, ATE SCCM BIBMENEEEESZ—
EH:T—F_ﬁo

£ “Membership Rules” (RESHHN) BigH, LHAFITRILEH Add Rule GRm#EM),
EAHE 2% “Create Direct Membership Rule” (BIZEZERZSHMN) BF.

o 7£ “Search for Resources” (ZR&XF) B\iZh, RIBEIIEMIZE % Attribute name (B4R
FR), FRHBEMERIFNELLERIEE,

BHET—F, 7£ “Select Resources” (£FREFR) AT, EREEEMIEESHN—HOHIEE.

£ “Completion” (5Em) &EH, BERMITES.

. BEXA,
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7. 1 “Membership rules” (FRASHHN) E&H, KFIHFAMU, 2E “Next” (F—F),

8. 1 “Completion” (5em) Bi&th, BFERMINES. B Close (ki) LU5E “Create Device Collection”
(BIBIEEES) BS.

i&&EE S5 Device Collections (&&%4) #%/d. 7= Deploy Software (HEH ) ESHNK
B, fgEESBTERESN—9,

=

3% MSIRESTARTMANAGERCONTROL E14i&E X False 8, #H SCCM E2E Citrix Workspace 12
A g kM,
RIERANBIDH, EBTF Windows 89 Citrix Workspace M BRZFHAESBULAMMRE, Ithsh, ZidaTaE
KEEZERI.

B

October 30,2020

FEhEH

MBEELEERTF Windows 89 Citrix Workspace R B#EF, EM Citrix T# Tl FHHREZN BEFNSH

hRRo

BEhER

%% #hRAs89 Citrix Workspace RR#EFE, Citrix 27EZRET Citrix Workspace MBEFHN AR ST HE T

AR

MBERETHFHEARIEMN SSL, E 5 Workspace B EHZEZ RS (https://
citrixupdates.cloud.com/) M FH MU E (https://downloadplugins.citrix.com
/) BIIEN, LM Citrix $ZURE .

EHRAMTES Internet EZEA 8B WE .

BAERT, Citrix Workspace E#i7E VDA LR FEERS., X81E RDS ZAFRSZITEMN. VDI
Remote PC Access it&#l.

Citrix Workspace E#iff %4 7 Desktop Lock B9+ EM L FERRES,

iEMAT Web #9 Workspace R REEBEN T & StoreFront 5REg,

Citrix Workspace E#{XFRF LTSR &

Citrix HDX RTME for Windows B&ffi 7 Citrix Workspace B#s, R 43§ @& @M B A7 Citrix
Workspace [ZFR#2FH LTSR fZFikkZA+ =l AH HDX RTME &5,
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BohEHINE&ECE (Citrix Workspace )

AR LT AABELE Citrix Workspace &5
AHRMEITR (GPO) BIEEIR

@we1TEO
BEFBFARE
StoreFront

> w N =

fERA R R EIRIRIREZE Citrix Workspace Ei

®idia1T gpedit.msc fT7F Citrix Workspace L EFAEKRI KEEER, AESM HENEE” 5, #%3
EIBEMR > Citrix A > Citrix Workspace > Workspace &3,

A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Mot Cenfigured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Enakle Citrix Weorkspace Update Policy
Auto w
[ LTSR OMLY

Citrix-[korkspa ce-Update-Deferllpdate-Count

=] o

Mot Configured — Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialog.

Disabled — Citrix Workspace Updates cption is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automatically,

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-Deferllpdate-Count:

-1: User can defer any number of times.

0t User would not see remind later option,

numkber: User would see remind later options with the
given count.

1. ERREHEN - £REERAREZRAMNEREEZER Workspace E#fi.
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} =

AR
EEREZAN, RAFRIIBNEHEH. XETEEEREEMESRE Workspace E#iEl,

2. BIEA - HEEHMA AN, S LLERBERBNRFREEH. BH Workspace B#fE, EMERA
Citrix Workspace E#H &I T HIFIRPIEFE U TERZ —:

- Bl - RABEERAERNEEELEN FHAEE).
o Fo) - RATEETAENN T RERHEN, FeEEHR.

3. EEFNPR LTSR LU{IREX LTSR BYEH,
4. M Citrix-Workspace-Update-DeferUpdate-Count FHIFIERH, EFE—MNTF -1 2 30 ZEHE:

o -1- AVFEREREM FRIME) .
o 0 - U B — N EHER

ECENEEHBIEER

#hRZA<H) Workspace R FEFRIAR, Citrix STERERMHAEIRENEN. FEHALSE, S UEHITER SRR M
BRI B B BT LA BB

BERREBERTHAE, EIE1T gpedit. msc LUGEHASRIEN RERER. £ HENEE” TRT, HEEEER > Citrix
4814 > Citrix Workspace > 8 BB FHMIER,
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A Set the Delay in Checking for Update

| >
E‘ Set the Delay in Checking for Update A — Next Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: | Appx Migrator encountered a policy that does not have a supportedOn value.
Opticns: Help:
Delay Group This pelicy is used to set the preference when the Citrix
Workspace-update is rolled-out to the users,
. - (fast)- Awvailable updates are rolled-out to the users at the
Medium beginning of delivery period.
Slow - (Medium)- Available updates are rolled-out to the users at
mid-delivery period
- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.
EEERA, ARMERATHRESR, EFUTERZ—:
o 1R - TERXATHAPRESHIHAME tH B o
o B - FERAHARB P EIEHE
o 18 - ERAHARBREE L ER
I
ERERAN, RATSENERANEN. XHEBESRERMERFIZE Workspace EFiE,
ERmLTREBE Citrix Workspace it
id1E =% Workspace [ BiEFEEERSITEE:
ATLLEIETE Citrix Workspace M AREEFREHEIIEEH TS HRECE Workspace B, BXFAER, BEA%L

e

©1999-2020 Citrix Systems, Inc. All rights reserved.

58



/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters

iBEAT Windows B Citrix Workspace R BiEF

@id R % Citrix Workspace N BiEFEFERG ST

WA R EEA T Windows B Citrix Workspace R A#2FEEE Citrix Workspace E#, £ Windows &
2178/ 3 CitrixReceiverUpdater.exe FRrEMIIE,

BEERT, CitrixWorkspaceUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, RILUETTUILZB#HIXH UK ZESH S 2HFIHNHSITER.

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast

4=
A=

/AutoUpdateCheckiX2NENSE, NIIKEAEEERE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SEHMSH,

ERER AP REAE Citrix Workspace Eif

MBPAMUER “SREER” SHEEB = Citrix Workspace BiigE. X2—HETHAANESE, FAXLRE
GERTYUMA,. ARBFHEMXIEHH Citrix Workspace N AEFEIR. #EREHEER > Workspace Fi.
EEEEHNERED, AERERT.

(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

=z

AR

B A RSREEA X gAY Citrix Workspace R AREFERPIREN SRS “SREE K. BXFMES,
BEBR BRERI R
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&/ StoreFront f2& Citrix Workspace i

1. ERAXARIESTH web. config X, EXHBEMTF C: \inetpub\wwwroot\Citrix\Roaming
directory H,

2. EEZXHRRIIBAFtKF TR (BHHENKSZ#EA Store)
fflan: <account +did=... name=”Store”>

£ </account> #RIEZ8El, SMEZAFPHKFINEY:

<properties>
<clear/>
</properties>

3. 1 <clear /> fRiZ EEAR N B EFITIL

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202” name=”
F84Store”

description="”” published="true” updaterType="Citrix”
remoteAccessType="None”>

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store”>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>

<clear />
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</trustSettings>

<properties>

<property name="Auto-Update-Check” value="auto” />

<property name="Auto-Update-DeferUpdate-Count” value
=»1” />

<property name="Auto-Update-LTSR-Only” value
=”FALSE” />

<property name="Auto-Update-Rollout-Priority” value=

?fast” />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<clear />

</properties>

</metadata>
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</account>

BHERE X REARERFAEENT:

+ Auto-update-Check: 157 Citrix Workspace N BiEFER 1 BEHE B i T,
+ Auto-update-LTSR-Only: {5R&AFREHE T LTSR,

+ Auto-update-Rollout-Priority: i5=AIUEE EIEWREHEIITHAIE.

+ Auto-update-DeferUpdate-Count: }5Ra] LIER&E R EHHEMREL

NI

October1,2020

KX B EER % Citrix Workspace M A2FEIEEIFRINESE XY,

WEEM:
BERBAZEZRBOPR, WIEREHEFREER,
JOiiE P AR A == 8]

BXREZAFMENHETENFAER, BELTER:

RERE FRE R/ R =)
EfRE 572 MB
FHR 350 MB

Citrix Workspace M ARFHITIEURE REE EBN T ARETERTEMRE, ZRIETELSMTERARIES

HiTo
ERREIDIET, REFEHETEAERFLE, HFERUTIEE,
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Citrix Workspace >

Insufficient disk space. Citrix Workspace for Windows
requires @ minimum of 503 ME of free disk space to complete
the installation successfully

QK

F4& Citrix Workspace M FE2FR, REFEMBTEFRENEL, HERUTHIEE,

Citrix Workspace >

Upgrade unsuccessful due to insufficient disk space, Citrix
Waorkspace for Windows requires a minimum of 388 ME of
free disk space to complete the upgrade successfully

Ok

AR
o RERFNEREERECRWHETERITINS,

MR ERTIREIBFARAENEBTEARAE, WARERZIIEE, MEE CTXInstall\\
_TrolleyExpress—\*.log FiZRHEIZHEE.

EFFEAMER Citrix Workspace MBEFZHI, BREUTRA:

o AR R EEIBIR

» StoreFront

o Citrix Gateway W@
o PR

o BPIGIREHASERET

« DNS &7Rf#M

ARSI R EIEIEIR
BB ERAARBEN R EERIREE L T RN

o MILRERER
o IEEARSS 2R
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SRS HRECE
« AFRHA

o mIZRFIRE
o AP,

BJ LU receiver.admx / receiver.adml iR TSRS AN At I+ B EERE, X9 FIER0K, B AEKIRERR
BB SAIEERSH, & Citrix Workspace AR IREN AR EN IV RNIFSRRNAFIREN, SAEEEH,
BESMAPIRE L#HITEN, FEAIRE ERZAARRRESE SRR .

Citrix ZiER Windows A% (GPO) BIEEIREE Citrix Workspace R AEF.

REBHREIE CitrixBase.admx # CitrixBase.adml U R BB ik X & (receiver.adm z re-
ceiver.admx\receiver.adml),
=
.adm X UERTF Windows XP Embedded F&., .admx #l.adml x4t Windows Vista. Windows
Server 2008 LUK EMEShr4H Windows /.
o ffl80: \<installation directory\>\Online Plugin\Configuration.

R %% Citrix Workspace W BEF B k%2 VDA, N admx/adml X#HEEMTF C:\Program Files\
Citrix\ICA Client\Configuration B&H,
BB TRIKEE X Citrix Workspace MAREFERXGREEBUENER.

AR

Citrix Bi&FERpERHhar Citrix Workspace R AEFIREH GPO &R 4,

patSitl X E

receiver.adm \\ICA Client\Configuration ZEB % >

receiver.admx \\ICA Client\Configuration ZZB % >

receiver.adml \\ICA Client\Configuration\\\[MUIculture\] &
B>

CitrixBase.admx \\ICA Client\Configuration ZEB % >

CitrixBase.adml \\ICA Client\Configuration\\\[MUIculture\] &
Bx>

AR

o WRFF CitrixBase.admx\adml ARz GPO, B ICA XHEZHRIETTERER,
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« Ft4 Citrix Workspace R AR, BB RMMERERNEIEM GPO . SNERBLFHIZE,
BXEFAESE, BSHAUTIRE:

ZE it GPO RN receiver.adm iR ((XR Windows XP R \TURIERSE) , EMITUTIRIE:
BA1EWEERE CitrixBase.admx # CitrixBase.adml st LU RIEIN{E LA SREE XS R 4R IE 2P IE AN H B o
BILAGEA . adm #EiR X HECE A GPO FEFE# GPO,

1. @dia1T gpedit.msc 77 Citrix Workspace Rz T2 4H 5RBS 3T R B IRIRR

2. EARBRERNLERD, EEEEERUER,

3. TEIRMESIEA, SRR/ MRS,

4, EBRAFMANLEERCEME \<Installation Directory>\ICA Client\Configuration

\receiver.adm,
5. EFRITHLURINER, REERE “XH” LUREIRIA KRIERES.

Citrix Workspace [ A2 F iR XA IGE A GPO B R BIERR > LM EEEIR (ADM) > Citrix A >
Citrix Workspace g1,

M7ty GPO #il.adm RIRXHE, BETUTHEE:

T E \[strings\] T 8 M B K K, #H & F:
BEHMERBILE B,

Zaait GPO Fi5 10 receiver.admx/adml &Rt (EEkAH Windows 2/ER4T) , BHRITIUATIRIE:
AILEA.adm RIRXHFE B 4t GPO AMIETFIHM GPO, E&2FEILAEXEE ADMX X8 Microsoft MSDN

ot

o

224 Citrix Workspace [BI2R/E, IRINTFAIRESIEIRSH

X R SRR EHIBRUE

receiver.admx Installation Directory %systemroot%\
\ICA Client\ policyDefinitions
Configuration\receiver
.admx

CitrixBase.admx Installation Directory %systemroot%\
\ICA Client\ policyDefinitions

Configuration\

CitrixBase.admx
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gLt EHIRR SEHBE
receiver.adml Installation Directory %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]receiver.
adml
CitrixBase.adml Installation Directory  %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]\CitrixBase
.adml

AR

3% CitrixBase.admx/CitrixBase.adml =0 %l \PolicyDefinitions X%, UEESEEIR >

Citrix 481+ > Citrix Workspace Fp9#&Eix x4

StoreFront

s, ExpHECE Citrix Gateway, UZRFAF MRNEBMLKSZ SM#1TERE (B0, M Internet SLRi2UEERE),

AR
MRERETIENAREER, TS

fid& StoreFront:

EZII8 StoreFront B R E.

JERER StoreFront XHHFTRREFBIE StoreFront, Citrix Workspace MAEFEE HTTPS &%, EEET

HTTP 9 StoreFront £, %8R A5 <75 HHMRRE MR

AR

Citrix T2t 7 —M&ER, HERATEEERT Windows 89 Citrix Workspace W FBEF FH b=,

Citrix Gateway N AE[E

EFEAARENRERERRIMKIEE Citrix Gateway, EHITLUTIRME:

1. @dis1T gpedit.msc 77 Citrix Workspace R B2 4H SRBS XS R B IRIRIR

2. EHENEET AT, REEERER > FHEEER (ADM) > Citrix 4414 > Citrix Workspace > Store-

Front,

3. #%# Citrix Gateway URL/StoreFront i/~ %1%,

©1999-2020 Citrix Systems, Inc. All rights reserved.

66


/zh-cn/storefront.html
/zh-cn/citrix-workspace-app-for-windows/install/cfg-command-line.html

iBEAT Windows B Citrix Workspace R BiEF

4. REIRE,

s NABER - ERETHNAEBERTR

o MZAEE URL - 8RR AEER URL

« #Store name - #57% Citrix Gateway [FEHIN BEE R
s NABEBBIRS - ERNARENRE, FEX

o MAEERR - RN A B SRS

5. &mnsigE Citrix Gateway URL, #IN\ URL & (UL S0 :

N f5: CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.comi##
Storename;On;Store

Heh #Store B2 Citrix Gateway BFE IR BB ER o

BhzZs 1808 it2, 3t Citrix Gateway URL/StoreFront ik 5IRKERFH MBS EN Ai2F BB EERIEF
MR, FTREEE,

=

AR
Citrix Workspace M B#EFhi4s 1808 REBRAAFAZTEETLMREFHITEE, WRALE 1808 RESHR
7, MHREE Citrix Workspace R FEER LUERMRAYE 2 .

PRI -

« Citrix Gateway URL RZ5#Es7iHE, /S8R StoreFront URL,
o RZ¥F%4 Citrix Gateway URL,
o FERXMAARER Citrix Gateway URL R #HiIF Citrix Gateway /GEH PNA Services =,

EERTFXKiTH B

TRERIEHIThREE N AIEFF e P EIRE Z BB R, B TEKIZHIThEE, ERMIRREERUERBNIFLZ
Bf%5, MARES MG LEMBBECSHNEARRF. T Citrix Workspace R#ER, BB EEUEMRERF
imigE FERETERIEH, WA EAARBAMNENEFimgEEETFXES,

/J\/|:,\
AMRFEFALHSSBERD, ATRFEENMTERERSR, Citrix TERIEFETMRFERCEAFISHY
MY EES IS LARRR, EREMRRIESRT BIENG, EREIMRZAT, BSBHITED.

EEEmR &S Citrix Virtual Apps iR 285 613 WSCReconnectModeUser HiEk M A1 M1 WSCRe-
connectMode, B4 %wHsmE A LIEX Citrix Workspace M BEFH1T N,

Citrix Workspace M A#2F# WSCReconnectMode JERITLE

o 0=AFEMERZEANERE

o 1= NAEFBHNERER

o 2= NREFRIFEENER

o 3= AR BMERIHINEEE
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+ 4 =Citrix Workspace RE{I I EFERE
+ 8 =Windows &R EIEE
« N=3M8MAR

PR TEXES]
ERATEXIZTH, BHeIZUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
Z#: WSCReconnectModeUser
%A REG_SZ
E%uE: 0
BT EMRBBIBABM 3 B3R 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
##r: WSCReconnectMode
A REG_SZ
EiE: 0

AR

teoh, tNRFGIEIFTEMERD, HaTLliE WSCReconnectAll ;3R E K false,

BHURSERE B

ERIUE AP BERIE R SIE RS 2R E K E . E B eGBATHARR , 357E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA
CLIENT\Engine\ A&l REG_DWORD f& SI INACTIVE MS, inR&EREIERBRICESK, aTE REG_DWORD
BEIgER 4.

ERGLITEEXNAREFRESNUE

B “FFHIR” REEMRMNKERES I, TLUEBLAHNARERFRES URE Windows AR PNKE
t. BRFM Citrix Workspace R REITHAN AR, “FFR” REERNKERESRNERAFTE-BtHE—
PO RREFHN AP ARE T TESEmER,

ATEM A SelfServiceMode, HZUABERTIREAN True, UEIERIE SelfServiceMode #17&i8& H False
BY, BEESRBBIRSAF RE. ik, EAUM “FHE” EEMEmBEAR ISR EITRNNBERF. XFRh ‘iR
#EAR” &

BRMERRFAUERSMNEMRIRERBEORERES NG .
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fERRES

« APTEMBRNAZR. % SelfServiceMode 155G E A false ((RBUEANER) B, FrEMAREFIR®E
SRR, NEMSEPRRRESRER, AP ERBHMXIEH Citrix Workspace M AEFEIE LY
RIFREY, HWERSBRER.

s ARPRBERE—TUABE KRNEETERATR, XEANTHIELAFREEHMNARE, BER
AUARAPETRENE, UAFBAERAREYREREEDFHER P HITEN LRNERRR
(HideEditStoresDialog) RFHMZ M, . MREERMAFEFIUAR, APRKAIUEBMKIHHES “&
IR SE, LEES P BT ORISR

o AP EAEER Windows =5 EiRIIFRLN FI2RF.

o ALUET A HEXMEMRIGEFRNESEREAR. RAERTARMEEIRESR. SEIMRILERS, EF
BEzh Citrix Workspace M2

o 1 “FFIRT HEFIRPUEA T, HRABIARKFIEEE UseCategoryAsStartMenuPath,

AR

Windows 8/8.1 #1 Windows 10 RAKFTE “Fria” HEFBRMAR MK, “MARERF" FRiHERHERY
U TER, MAEES Citrix Virtual Apps EXH “%5)” FXHFHERo

o AITERELEZGHRM [/DESKTOPDIR="Dir_name”] iz, WERMEREAXKET R NHKHR, KE
BREEF ST Hr KRR 1o

s BHEMREERENNARRF S — T LHEE AutoRelnstallModifiedApps JE MRS BRIIhEE. B
AutoRelnstallModifiedApps &, 31BRSS % EERFBHIN ARRFMKENBEMBNEAERIsRKEIE
FisitEH L. 2 AutoReInstallModifiedApps /&, NARFMNKERERFSEH, HENRE
ERiE LR T RES R, NRFEtRRmERESR. BRIMERT, BA AutoRelnstallModifiedApps.
ESH “RREMERTEEX N ARFRESHNUE”,

FEREMREERSETEXNAERRESNGE
AR
o BINERT, FMRIERFRFBE.
s EEEENAREZAIESCEMRT. NERERE AP EE—NEEESEXCEMRT, EtEP%AE
& Citrix Workspace R A#EF, EEEIMRN, AEEHEENBEE,

32 (It EHBs R
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Registry key Value Key path

e HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Dazzle

e HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Receiver\
SR\Store\" + primaryStorelD
+\Properties

* HKEY_LOCAL MACHINE
\SOFTWARE\Policies\Citrix
\Dazzle

* HKEY_LOCAL MACHINE
\SOFTWARE\Citrix\Dazzle

WSCSupported True

e HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Dazzle

e HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Receiver
\SR\Store\" + primaryStorelD +
\Properties

« HKEY_LOCAL_MACHINE
\SOFTWARE\Palicies
\Citrix\Dazzle

« HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\Dazzle

WSCReconnectAll True

* HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Dazzle

* HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Receiver
\SR\Store\" + primaryStorelD
+\Properties

o HKLM\SOFTWARE\Policies\Citrix
\Dazzle

¢ HKLM\SOFTWARE\Citrix\Dazzle

WSCReconnectMode 3

* HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Dazzle
* HKEY_CURRENT_USER \ SOFTWARE
\Citrix\Receiver
\SR\Store\" +
Registry is not created during primaryStorelD+\Properties
installation e HKEY_LOCAL_MACHINE
\SOFTWARE\Policies
\Citrix\Dazzle
« HKEY_LOCAL_ MACHINE \SOFTWARE
\Citrix\Dazzle

WSCReconnectModeUser

© 1999-2020 Citrix Systems, Inc. All rights reserved.



iEATF Windows 89 Citrix Workspace R RiEF

64 (it BB RS

Registry key

WSCSupported

WSCReconnectAll

WSCreconnectMode

WSCReconnectModeUser

RFKA

Value

True

True

Registry is
not created
during

installation.

Key path

o HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle

» HKEY_CURRENT_USER\SOFTWARE\Citrix\Receiver\SR\Store

e HKEY_LOCAL_MACHINE\SOFTWARE\WOW#6432Node\Policie:
\Dazzle

e HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\L

o HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle

» HKEY_CURRENT_USER\SOFTWARE\Citrix\Receiver\SR\Store

o HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Policie:
\Dazzle

e HKEY_LOCAL_MACHINE \SOFTWARE\Wow6432Node\Citrix\C

« HKEY_CURRENT_USER \ SOFTWARE \Citrix\Dazzle

e HKEY_CURRENT_USER \ SOFTWARE \Citrix\Receiver\SR
\Store\"+ primaryStorelD +"\Properties

e HKEY_LOCAL_MACHINE \SOFTWARE\Wow6432Node
\Policies\Citrix\Dazzle

* HKEY_LOCAL_MACHINE \SOFTWARE\Wow6432Node
\Citrix\Dazzle

* HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle

¢ HKEY_CURRENT_USER \ SOFTWARE \Citrix\Receiver\SR
\Store\"+ primaryStorelD+\Properties

e HKEY_LOCAL_MACHINE
\SOFTWARE\Wowé432Node\Policies\Citrix\Dazzle

o HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node
\Citrix\Dazzle

ERILMER LU T AEmAF Rfth R BN R BN BEFF RO ES

o EEEETHEFHERMFRIK, LI

o TRECXXF

« MAFRERSFHRANKFER
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BEE

Citrix B s EEEH B Citrix Workspace M AEF, XFHERF B RMk~, B Citrix
Workspace [ AfZFEER A A REIEPA T EEREH USB i&&.

LB 2 R—MERRERIMIHEE, ARERRMNKAIIEE. MRAFEXRER Citrix Workspace RZFB#ER,
DN P SHERERE 2R GG\ BB F BB AR SS 23tk LUR B K o

PR AN SHEHE

IO IHEEERN ABEREEN S BRWR, EARMKPINEE, &0 LGN B IRt sk S5 28 URL Rig
& Citrix Workspace R BEZFKF,

Citrix Workspace R A2 aHIE 5% B FHb it X B892 Citrix Gateway. StoreFront fR5528i%=2 Endpoint
Management E#Nig®E, AERTHAFAERREE,

BILUR LU 75 AR ARk ” XIEAE :
1. ERKERL
@ Citrix Workspace X

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close

ERERNAEERIE OB ERNK P & OE# T8RS RETHEE,
XERAPHTHIRE, FEERT Windows #9 Citrix Workspace BiEFEBHHEIEE.
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MEERSMERHTED, BEUTHXLEERT Windows 89 Citrix Workspace A2
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N
XEEITENIRE. Ait, ZITAERTZITENNRERRF.

REENABERSERUTHES,

(@ Citrix Workspace *

An account is not configured, Please contact your
administrator,

QK

te5h, BILUR AT 75 AR RN P X EE,

o EipR Citrix T
¥ CitrixWorkspaceApp.exe E#:% 5 CitrixWorkspaceAppWeb.exe LB F bk A 3 HEERTTH.
ERBEXHE, “FR” ZEPERETHRMNKFTHEE,

o EMRYRIESS:
Z M Citrix Workspace M AREFZE B S P REF MK ER, 5 S M3 HKEY_CURRENT_USER
\Software\Citrix\Receiver & & # ¥ DWORD HideAddAccountOnRestart Mig & A
00000001 f&,

EEETBFHAaIKA &M

f2& Citrix Workspace M FHERF U LIMEF B FH AR 2RI, EaREHEE Citrix Workspace 2R
2, APEEEAECHE TR (TMIERRS2S URL), Citrix Workspace R BZFE1RIEEE 24 (DNS) iR
55 (SRV) iERME S B FHb i XERIZE Citrix Gateway T2 StoreFront RE8:, ABIRTAFPERLUAREB
SEMNARER.

BXFAER, ESH LEETEFEMFRIIKE 2o

E A PR HTREC S

StoreFront IRHMEC A, B A LFTHX LA 4 LUEERIN BEE.

A  LUER StoreFront ReIZ G &M AEREI¥4HME SMTEI X, BXEXHRELAEF, UWEAFEBEMRE
Citrix Workspace [ f#2F. & Citrix Workspace L AiERFfE, AR REFTHZ 34BN E Citrix Workspace
AR, NREEEEHT Web 8 Workspace, BFERTLMX L, S3REX Citrix Workspace 2R TREDX
o

BXFHMIER, 1ESH StoreFront XHSFREY - S IR A B E B & X
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M A PRESFIEANKAES
EFEAPEBEFNEEKF, ESHU S RERIEENSENNAREFERENER.
o EjE§Z3) StoreFront MARENE, IHIRMHIZRS 2B/ URL, Flil: https://servername.company . coms

- @it Citrix Gateway &%, BEAMERFR TERIFMEERENNABIE, TRNFEEERRXWHE Citrix
Gateway BR T RZHINMNKZAEE.

- ERTFEERENNARE: mAFRE Citrix Gateway TL2REEHSZ.
- ERESENABENIAR. RUTEIXmAF R Citrix Gateway T2 REF S UK AEEER:
CitrixGatewayFQDN?MyStoreName:

BN, WRE A SalesApps HIRZ FARIERT serverl.com BT iEf2iAiR, &4 HRApps MR AEIE server2.com
BT IZRAR, N AP BB serverl.com?SalesApps 7 &EiAiR SalesApps, & #A server2.com?HRApps
Zeinie) HRApps. ItIBEREERERNAFEIEA URL gIB—MKF, SSEFEFEERNRIAATA,

FFEARIKFBEAE 28, Citrix Workspace AREFFSIAINIEEE, MRWIEMT, Citrix Workspace [
RREFRRRAFRERIZKF

EEIEIKF, BT Citrix Workspace FEREFER, AGedE E, AGREHKF,
BEHES N ABEKS

AMRFIERERF LIRS ERE, TRFEEMRERERR. Citrix TERIERTMRFIEREHR
HSBHMBRAEEBFUBR, ERAEMRRERTEIEXNN, EREEMRZA, BSCHTED,

MELEZNNAREEWKS, WaTLUEERTF Windows B9 Citrix Workspace N AEFE B TR RIEN B EE
Z3FREKF . BT Citrix Workspace M AREFN BEIEEREHS, BHRITUTRE:

F 32 iR, ELIEIMERI CurrentAccount:

fii®: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

AMRmMEFF: CurrentAccount

f&: AllAccount

#H: REG_SZ

T 64 iiFR4, FEEIEEMERT CurrentAccount:

fiiE: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
FMRIDER: CurrentAccount

f&: AllAccount

HA: REG_SZ

© 1999-2020 Citrix Systems, Inc. All rights reserved. T4



iBEAT Windows B Citrix Workspace R BiEF

& P ImIK N 23 IR

iEATF Windows B Citrix Workspace M B2FZIFEAF I8E LMGHEE, UEXERERTUERIERER. AP
BILARIT LA TR E:

o ZEFAhAE) AR ENRR. FTENHLA] COM im0

o ERIESAM Windows BNk 2 (8] 78 A1 NG

o RIFMSIERBREIES (REES M. wav XHF)

EEFEEF, Citrix Workspace M AEFERARS S ANE A mEsNes. COM iwOM LPT %M. BiAER
T, RAEBE IR FIARS SBIENRRRT, HAZTFIRITEINOIZRARS SJITENBAT, LUFERFIRITENNERER
GEEREEISE, XEMMESSEREN ST AR, efleERPEHEEERER, HERFRT—RER
R EHOIE,

AILMERAEERRBISEMRGF AL LS, TREERNEMNMS. §XFHAES, iE2# Citrix Virtual Apps and
Desktops i,

BRAFIRERS

AL fEA Windows Server Manager T A RERE A& EMET, HhOERNES. HEWMEOSEER, XA
BRIMEAER, ESRITERERSHIEX Y,

EEREFIHXMRE

BRRXHREERAE T EENHRIEFHEEAHXENA . SERSH LEAET ARG, AR
BENERERBERAGAANE (UNC) $HZEMMATIRIER. MREERSH LEATFHXGXEER, FNHAF
HEAFPKE LREFFEXAREER, BEERAFPEENSDEME,

QEAFREENXHXR2ERN UNCHEHZETERIERN, MARETAFRE LNTEXHRSR, NRBIIMERER
UNC $#%, BEPRXHRBEIERNERAMNNIREE, BXIFHAES, SFENANAFRREEERTFIHRXEREE
i, 52 Citrix Virtual Apps and Desktops x4,

R P imIkchEsiREy 2 ENIRIREhER R TT

B E P URIRENERRET, PILUE ENIRMIREISE RN EEMEI AP 1&E EMIRENEE, W0, ILUE Citrix BRRIEPH
H Ixzh3smegt 2z TiEAF Windows B9 Citrix Workspace R AEFHIAF &S E8 C k538,

B P HIRENERIRET B B EIATE Citrix REEEREFFH. WTF “XHEEE". Windows FREESEMEHIRA
BFEMs, XERFERERSEAHEMMKZRTEZ—HFH,

ARELREF, JUBHEEENREMNNAREFIRSB[EENRKE P IRIKEhEs B R B — AL ERIKRNRER. R
INRERGFTIZS M V FHIRREIFIRSY 2 Bcta & P in IR chesfUIRESS 21, MmAS T EIERE)ZEFM CD-ROM IREhes
DE— I REHERETT. (MIRBWREBRHE 7 HIEREMBER.) I EERIEP KA TIEEIERRET
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B PRI ETT ARSs 88 1EIA IR A fE PR RV 15
A A
B B
C v
D u

AT ARG EHITECE, FRSF|BENRENSEFAIRBHREAARERR; EXMELT, RS[IRoIBEFRHN
NEENREEREN. HIM, HARSB[OOREHE C B M, Bapes DA N, XiF, BRIHREMAIUERHRE CH
D Rzhes. X5 ERERIEF I LI TIKEN2R0RET :

P IRIR SR R BRS5 88 1E AR A E IR 1T
A A
B B
C C
D D

BT EHRmRSBREME C NIRBRENEREIREREN. FIEHEMEERZEFM CD-ROM Ra)sf B FHIIRIRFHTT
i (figa, C>M. D>N. E>0), XLEIRENB[EFTFRESEAIMEHIMKBIRXEERIRGT L E AR, MRE—MWKIKEH
2RIRY R 5 ARSS SR nh SR E AT IEEIREER R, WIXMBIXEHERIRGT I B RMETo

AREEEEIIRSSEE, SEMZUTFHIRG, RIERAT BB HIEEMS. RIANRAEF KRR, B
BHILE, AETERERS (RiRiRS) BETH, o] UERREEREFMITHIE P g SR HNE, B XK
BOF4RE S, 1520 Citrix Virtual Apps and Desktops X%,

HDX Plug and Play USB i & EE A

HDX Plug and Play USB i & EE M T #AGE (GIERMAEN. 38N BEEREM POS i&%&) BhSEER
FIRRSS 28, EHAP ARG IRER—LREHTEER. ERS|LFEREIEIAFIRE LR ABAKR, KEC
BETAIZE. BXEMEE, 1528 Citrix Virtual Apps and Desktops sx#4/fgUSB fE P iR & 2=,

BE
NRERSB[BHEEETEZAT Plug and Play USB S EEER, BRBLEESZERIZE,

FFEIATE Citrix Workspace AREFHRINRIRE NAE AT HELREEETMHE TS RNERRSHIMH TR
o WIRBRTMERFRESUIIREZ FHEAIRE,

EREFiE COM iR AR5 2: COM ir 0, EHITLAUTRIE:
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@& in COM inORSY, EREHMERKALUEASAFIRE COM mOERNIRE. A UGERTAEMMKZIRET
AR 1 A X EE R A

AIEGRRAE ORMFAZEFH COM KO, WeUFAZERE (RHRS) BEETASERARKREREF I
COM irOmET. BXHBEMEE, ESA Citrix Virtual Apps and Desktops 324,

BE
COM mmOmRsT 5 TAPI RE&S,
1. 33F Citrix Virtual Apps and Desktops &, EEREF i COM imOEERRIEILE.
2. &= Citrix Workspace M ABEF.
3. EHLIRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrh, x BRS2E LM COM KOS (0O 12 9 TRATFSY), z hEMSHZEFH COM %S,
4. BEWIAZIRME, BEGTRTIEORREAN:
net use
o BTHFIRDPFEESMATAIIERNZE. LPT Oy COM %0,

EEENSEINARZFRERL COM im0, BRHENAFIREREEIMEGHERDO. F0, WRFEFix LR COMI
BRETEIARSS 28 ERY COMS, BESIERIERKAEN COM imMigEREE COMS, AR COM mARt, RMnEEE
BAFigE LR COM mO—#,

DNS = #RfEHT

st FfER Citrix XML Service #95ERTF Windows # Citrix Workspace MBERF, BILIGHRRE HIERRSBHR
ZARE (DNS) &#7, Mk IP #ihk,

BHE:
BR3E DNS I EWERMAECE AERILLThEE, T, Citrix BINAEERS 23 EEA DNS &R#ifT.

DNS BT RS 25 ERIAR TR, mE Citrix Workspace NAREF LA TERARS. 4 DNS Z##
WERS 28 L F RS, ERIKEY DNS Z#Rp9EM Citrix Workspace 2 #%3R ([ IP #ik, 7£ Citrix
Workspace ZA#EFHAZEEH DNS ZiF#if.

ENRERF RS DNS 2R, BRITUTIRME:
INRARSS BREBBMEMA DNS SRR, NHEBEFERFIRE LA, ATLSIENIREFEA DNS 2R,
JINCy

AMTRFEREATITESETERNE, FELCERTLTERERYG. R ARILEREMEREEREATEFH
AR REER S AR, EREMRRIESRTEIENIG, EREIMRZE, BSLHITED,
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1. =/ EEMmEM xmlAddressResolutionType 711Z HKEY\\_LOCAL\\_MACHINE\Software
\\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions)\
Lockdown\Application Browsing,

2. KEIRENRN IPv4-Port,

3. WAFRENSMREFES ISR

ficEd

December 14,2020

fERERT Windows B Citrix Workspace B REFRY, FERAUTREANERENBAEFHSEHE,

Microsoft Teams

o I%gE

B

et

il

REH=E

Citrix Workspace ZF#2R 2006.1 iR7E{ER HDX #1489 Microsoft Teams R BEFHIE HRBHEZINEEPSIN
T #Thigs

f#H Microsoft Teams £EZMAEFET Desktop Viewer EOMINZE. Desktop Viewer HOMSHXLE (FFA
mAMEE. NAER) BERARE,

7£ Windows 10 s £, U575 Desktop Viewer EAE &R AKX IEIETT:

o “FRIR” X, “BR” XHMN “E50E",

o EESEANZRABHMZMEH,

« ZIRETAE DPIRENZETHLE, NMREAMVAREFS 2N FRANETRESE, HEHDPISAHF
Desktop Viewer &O#* E/x28H DPI RITAL,

s BEMREEESEINEAREFNER LN ER “NARFMFR",

IR mba a1t REfL 2R

HdxTeams.exe 2#ATE Citrix Workspace M Bi2F Ff1 54 Microsoft Teams EE A WebRTC ##{45|
% HdxTeams.exe ALUEHEIRRN CPU AIERE VB R TSN RERISO M, ATAERIER 240p. 360p.
720p %1 1080p.

MEETEE T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe ¥k TT, HERAEE
WE T ERARERRAIURINNRES R, FFDSEDEEERAIESNIHE, RELESENETURWES ZEN
W, AR ES SRINARS 88 Z B HE.
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NTFEEEHCHNERAIRAIHERNGRR, BEM LRSS

B S B BADME SEMETE
1 1080p 3
F 720p 2
8 360p 1
3] 240p 0

A LUEREEMERZA VPI 5 H264 fizID2S.

H264 £ CPU L%, HANTwREZ. m VP ERMNHRRL, BiEf#EN CPUIIKES,

Citrix Workspace [ B2 R RERR

SMBEMRER HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H &L FI: \

BT it} & JER

DisableVP9 DWORD 1;0 1-2m VPO 4igiEas; 0
-BH

DisableH264 DWORD 1;0 1-2F H.264 4fEiS2s,;
0-=2H

OverridePerformance DWORD 0;1;2;3 BEISSIFTERERE. &

WHNTF 05 3 zig), H
F 0 &XRTIEREE, 3KRT
FEH R

A% Microsoft Teams L {LAFAIE R, ESFEMicrosoft Teams itk

N FRFE P RIF

AR

[ AR RIP SR BB FEX T BRI E R AR R IIAERIAN (BREFRE N BEIR TAEREHNRE APIER) RiE1T.
XEFRENAREFRIPEREZETUHNEEXNTARTTARMEFRIF. B2, MERERFANLE, BRRR
FMIDRBEMNF A ETESETL. BRARINSSLRRMBRXLERR, BRNLEERIEREEEMNBEDIR
178 B HIRIF,

N B2 RIP 2K nThee, aIEERA Citrix Virtual Apps and Desktops BHE SRR £, ZINEERHITHE

PR REIERNEFEHRREERGZMNEN. NAEFFRIFAUMEEERRE LETNAFARENSRERFNERE
Bo ZMEEAIEAAMKEESNFERE U RERREZICRB[RENFARBER.
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R B2 RIPIHREE R IEIE 1T PIIEARSS 28 E REEMIIMNFRIIE, E#47F7E Citrix Virtual Desktops ¥ eI, B XA
BIiEAEE, 5507 Citrix Virtual Apps and Desktops X#4FhBIECE 25,
KR!

« Citrix Virtual Apps and Desktops iz7s 1912 SiES R4S,
« StoreFront kixZs 1912,
+ Citrix Workspace M FE#2F 1912 RE Sk A

R
« %A7E Controller tBANARFRIPIIEE. BXFMES, 1E2iH Citrix Virtual Apps and Desktops X
=Ll DVASSE R AP AN

AIUER T A5 2 — SN BEFARIPA L8R Citrix Workspace M BREFH:

« 1£ Citrix Workspace 2 R REERAH<ITR®EE GUl, =t
. NARFBEMERE (REXE).

AE:
o bINRENNEREI2ERS (BIW0 Windows 10. Windows 8.1 1 Windows 7) =%,
o WIRRmENY (RDP) Rtk ThAE,
A HDX £iF1RP:

AREERIEPIRET REBEERNRREHETIEE, XLERELTEE PowerShel #1TEE, RETATFEIRU
HaYRY GUL,

AR
Citrix Cloud Virtual Apps and Desktops Service Rz B2 FRIFIIEE,

&% Citrix Virtual Apps and Desktops MR BAREFAFEIFEREENER, BSRNAEERI.

AR R - Citrix Workspace N ABEFTHEE
AR
o RYUEBNEEREIRREXEME, TaERNARFRIPAMHESETE Citrix Workspace AR,
o RN ARRFRIPAGTTRERFTIMIEE LN RREMIRIIEE.
7 Citrix Workspace AR REEEHR, AILUERUTAEZ —BENAEFRIP:
« GUI

o BR1TEO

GUI

7z Citrix Workspace M2 R&E3i2H, EEAUTEERGENARFRIPAY. EERANBREFRF, R
ERHREUSSELE,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPARABANAEFRIPFESRERSZRIFNNAEFNHIER. BRRIETLENAEFRIPA
o

a5

27O

3&1£ Citrix Workspace R BiEF R IEH, FAMLITHX /includeappprotection FIIKBREFRIPA
o

TREM#TEXRRIPVEENGES, RERRATEE:

N RREFRIFEHE RRIPHFS FRFFNER

@ &1 Citrix Workspace [Zfi2  BEBIRSEHNSHIRIEEER/A  EEHRO. &&. E[ Citrix
R FIERIHEE Workspace HRiEFHEIRHE R
EPmBEmMEERE. HRintkH
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N RREFRIFESE RRIFNES FREFHRERE

7z Controller LE2& ICASIERE (NAREFRMEMH) EEBO. 1&&. EA Citrix
Workspace HZAEFHEIRES.
B iR BohEERE. Rtk

ERERAYH, YERRBEZRIFEONFEREN, BMRE (BEEEHRRZRIPVEARR) BEFLET.
Bhik7A 2008 2, HEIEEEHEN, RERRIFNENFLIET. SUUERRFEOMSHNXKENREHE,
FHRTT A
FHRTT AEUR T A P IBRIEERRIFHZEIRE StoreFront 8975 7%,
AR
o Citrix BiE&ERZH Citrix Workspace N BEEFBohZRIPFBIRIE,
 iEAT Web #9 Workspace E891TH:

iEATF Web 89 Workspace BRBER XM ARFRIPAN. FHREZNARFRIPFEBERIPFHNEARER. X
FrREENHEREIFAESR, BERAEERKR.

« Citrix Workspace [ AEFRAPRZFNARFRIPHITA:

7z Citrix Workspace M A2 A 1911 RERhAH, £ StoreFront RSN A2 FRIP R RPN
Rz o

72 Controller LECE 7 N AREFRIFIEENIR ARRFHT .

EERE T M ARFRIFEER Controller £, MREZRBHRRIFVEARE, NARFRIFIESRER
o WG ER U TRHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERUBHRRIPHNABER.
o ERAZEKENIN (RDP) BZRIPRIENITH

- MREZEK@MY (RDP) £iF, MWERNZRIFRIEFMFERE,
- TAmEniEKE MY (RDP) 2EFHREHZHEIPHRIE.
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R FBE P RIFEC B RV IE SR N RE
LAE, BOAMERT, BRIEEESIMNBBRSHEHGNEER IR,

BhiR4s 2012 2, Citrix Workspace RBIEFSIN T AHKEEIR (GPO) %8, %HIEAFERN NS HI8FEEISM
BENRSEEAE D HIRE R BRIERN R REHRINEE.

=z

AR
Itk GPO HREERERTF ICA 1 SaaS =&, ICA #l SaaS £1E# 4R Delivery Controller # Citrix Gateway
BRSS#HITIE R,

FNEBRSHEG RELENBEFRP:

BILIETT gpedit.msc #7TFF Citrix Workspace R 2 4RSI R EBIRIR,
AHENEET ST, BEEEER > Citrix A% > Citrix Workspace.
EABEMRSIEENEELE RBAICRIRFERHR, HEREMRS > BENARFRIPRE.
ERU TN Z — S FENER 5

o RBEICR: HLERICRFHRIRE,

s RERHR: BLAFUEREEENAZHERER,
5. BHNAMNRAE.

N =

NEHIIEIRREICEN BREFRIF:

@TizT gpedit.msc fTFF Citrix Workspace N ARIEFA RS R SRR,
EHENBEETAT, BESEER > Citrix 41 > Citrix Workspace.
BRI EESIEERBRICENRERBR, HEEAFSHRIE > BENARFRIPRE.
EEN TRz —FE AR ZE:

o RBEIER: PHLLRRICRBFHAITR,

- REEHR: BHLAFEZRREENAZERR,
5. BHNAMAE.

> w Ny =

MRREFRPEIRES:
MARFFRIFASEMEFREH, BWEXLHT, BRITUTERE:
1. M Microsoft Web shsa FEH R4 DebugView R B~ER.

2. BERESRTAHHIETU TR
Dbgview.exe /t /k /v /1 C:\logs.txt
M EERREIFR, ERIUEE log. txt XMHHFHNHEE.
ZaTETUTARA:

« /t-DebugView [AEFEEMNXIEEF USRS B 5D,
o [k - BRERZHER,

o /v - BREANZER.

o /- Bk REEX .
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ENFN AR RIPAM:
BHHNAREFRIPAL, BAMRGHEZ Citrix Workspace B2F. ENRMHAFUEERER.

=z

FE:
N FAIEFRIPINIE MARZS 1912 FHAA R 245,
[EyilEEE RN
o tkThEETE Microsoft Server 1#21E& % (f51g0 Windows Server 2012 R2 #1 Windows Server 2016) R

X H¥o
o WERRIRAZHFILINEE,
o EfFIIINAEIERIETT, 157 VDA L2 AR F mBI iR EE M5,

AEWEE
HEWEELT Citrix Workspace ARFWERENERE, XA EIEE) Citrix #THEHR, HEHMERE
RIS T HBR .
BIUERERAF RERERS.
WERE:
1. AReHEMXIFEFH Citrix Workspace N RRE2FERHIERSHAE LT,

2. EEHTIWE,
IR 2R “AERE” SHEE,
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@ Log collection -

Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTHEERZ—:

B
.
. 4
4. BEFFANERSUENREHRERFTNES.
ARSI RIE FtA,
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@ Log collection

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. ENMAEGE, fHFLERERS.
6. BHREFESEURERENES.

EPEIVAL ]

BHEMERIE—MIEEEIE, BRETIR, 8B B. HNBREFREY, #EEFRZES WAN H Internet
EENEMEER, BENERERSRSSETT BYE, HEXFAHR. EEEERNE M, ICA BHLEER LB &
R ABF T BIME R M. ©ATAUIE Citrix X (&# Enlightened Data Transport (EDT)) 5 TCP Z a5 gEsth])
WREAY, USSIMERESLE, XIS THHE ICA BINEE (81 Thinwire E/RiEiEA 8. XH-EH (FFHIRENS
fgt) . FTENMISIRAEEMR) NWIIEELE, HRMZEEHAT LAN 1 WAN £,

ERHARAH, &5 HDXoverUDP igERhEEE, BRUTRERET EDT sv#kiE®n, HEMBELRE TCP,
NREBEA T RIEAFETIRE, WERREYBEE. RIERESMEENE P iR ENEESERHITHIT EDT M
TCP, IhigsThae4Esa T EDT B R “Bi” BIRiEiEeTal, BFFRER UDP FMArI A, FEXMEER TCP,
BIAMERT, BELREITCP /5, BEMNERIGHEER 5 2iEI—R EDT,
KR!

o Citrix Virtual Apps and Desktops 7.12 SiE SRS,

« StoreFront 3.8,

o 1XBR IPv4 VDA, R%#F IPv6 ECE LI IPv6 #1 IPVv4 B EECE,

o AINBAAIEFEN A 2@ VDA 89 UDP %0 1494 #1 2598 X NG R E,
AR
TCP %0 1494 #0 2598 th 2w Eiw O, HEERE VDA RNBEEFTH. B2, UDP ixd 1494 1 2598 ~Hzh
TH. BEHIRERNEBRE,
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WASBIT R A ERIETE VDA LERE RIEREH, FEEEAT VDA 5 Citrix Workspace A2 ZBli&E =,

EIAMBERT, Citrix Workspace R FBR2FAFBENEH. B2, BIAMERT, XY VDA 7 Citrix Studio HEgHE
BERNERNENRE VDA ENAZISERN, FRHA=IRERBERER.

AILUEAR HDX BiEN A RRISIRE R A BN L. iz ReBE N E G R aEER BEN T, HENREI TCP,

EEREEF R E2BEEENER, BERAERTF Windows 89 Citrix Workspace M BI2F A S R ERIEIRE
Ni#I&E EDT I,

/8 Citrix Workspace [ BIEFASEK R (GPO) EIRIRIRELE BB IEH
TERATEEXEHIMENAIARES B, §li, Skt TFReRRIIIFER P inRR %M.

AR

BRIMERT, BEMERLATFREARS (%), #H TCP AL TFERRS.

1. @dia1T gpedit.msc 77 Citrix Workspace Rz B2 4H 5RBE 3T R B IRIRR

2. HEIHENEET ST, BEEEEER > Citrix Workspace > W& H,

3. ¥ Receiver BfZia i EISIEBE HERB A,

4, RIEFEER Citrix Workspace B9EE 1Y

o X - 1BRER TCP #1THUBE R

o B - 57 Citrix Workspace MABRFHEEAER UDP EEEIRSSs, ABETRE TCP MUsERELE.

o FF - #ETEAT Windows 89 Citrix Workspace R B2FXER UDP EiZ RS 28, FRAILLETA,
R[EEE TCP,

5. BENANHAE,
6. E@mS1TH, ifT gpupdate /force @<,

teoh, EFRENEREEE, 1B Citrix Workspace M ARRFERX 4R INEIREEX X HKP, HXEAH
GPO HiIIRIR X FBIFAER, ESH AREN R ERER.

BWARBIRERTEEN, BHRITUTRE:

S§ M T HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIFR%EEiE HDXOverUDP i
RI,

BXFMER, ESR Citrix Virtual Apps and Desktops 4 B iE R E 2.

“ERREED” &

BhizA 4.10 &£, AT BEXGBHXIEFE Citrix Workspace [ AEFERHARR L PEFEENERE LRI AT A
MREAT. XHEAUBRBFAEBREERFATNAEEREENRE, BAMS, APEBRITUTIRE:
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o —ERE “BREER Ko
o ERFREUATHERE:

G IS

EEAO

feEn TS
BEMBESE

= DPI

THEER

REER A EEE
Citrix Files

Citrix Casting

EARKBHIEE “BREER EW

AT LUfERA Citrix Workspace M BIEFASEKITR (GPO) EEERIEHE “S&E RN K

1. @idiE T gpedit.msc #77F Citrix Workspace [ 2 4E SRS R B EIER,

2. HFIHENEET AT, BEEEEIR > Citrix Workspace > B EIIRS > B4R EETHET,

3. RAERERRRE R,

4, EREBAEENXEM Citrix Workspace B2 EINFMNA BRBERIEE “S&E RN %,

AR

AINERT, EEREEET.

£ “BREER” RPRENEIRE

BJLAEA Citrix Workspace A2 FARBEN K EBERESAEEIRTIRHAF IEENSEIRE, Alt, £F

z:

1. #@dia1T gpedit.msc 77 Citrix Workspace R B2 4 SRBE3 T R EIRRIR
2. EHENEBETST, BEEEEEIR > Citrix Workspace > HEIRS > SR EETHE,
3. EFEATERENIEENRE,

TR T A LOERER BRI R &Y #2000

i}

RECE
BEA

1R1F

EBRigE
RS E

BrgE
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BT “BREER RPREUTRERE:

- iEENERR

o JEHEHID

« = DPI

o BUBUWE

o BIFRRFHEERD

o BEMBETE

o REFAMERIERE
. ZHER

« Citrix Files

« Citrix Casting

ERAEMRRIERE “BREEN” XHRE “EE Workspace” &1
B LA RS “BREER” RPIEREEE Workspace 3£,

1. BaEftRmES.

2. SMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. SIE— I ERHREFMET EnableFactoryReset Hi§HigE N U TERER:
» True- £ “BREEI” RPET “EF Workspace” 3EIR
« False - £ “B&EEI” RPrE “EE Workspace” &1

£ “BREIER” RPigE “Citrix Workspace E37” 3£
AR
“Citrix Workspace E#i” IR SRERIR RS “BRE AT RPFEENEMIETIHREEEZERE,

@1z 1T gpedit.msc 77 Citrix Workspace [z B2 4H SRBE 3T R EIRIRIR
EHENBEET AT, HESEER > Citrix 41 > Citrix Workspace > Workspace Fif.,
1%&$% Workspace E#5HEg,

ERE2ERAESREEMERTE “Workspace B &8,

> w N =

RIS

i@id Citrix Virtual Apps and Desktops IR AR, EEEERUTARUNEAFFHE:

o Web iARE - SRk NITEMEE, Citrix Workspace BREFFRHET NN RIB RN BREFMEEN
IheE. AILUTH RIS iARER T Web 89 Workspace, LUERHEREIENNBRERF. ELHERXT, F2%

EARESXRETRFANKE L,

« BEIIRSER - @i i§ StoreFront kP #mEI Citrix Workspace M AB#2F 3% Citrix Workspace [/
EFEENIgR StoreFront Web 43, AIMEE BBIRSER, ELERXT, EAIUM Citrix Workspace
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NAREFAFPREITHANBER. XMERNAFAESHEHNABENERAM. EEMRSKEAT, B
RIEFERERF. BMFENUNMEENBAREFXRFIRE,

AR
ZINERT, Citrix Workspace AR AFEERER “FiR” HEh B RHINBER.

s NMARFREADNER - fERERT Windows 89 Citrix Workspace M BEFEIER, S L& Citrix
Workspace BiEFEENEHEEENBEFMESmEANKERE “FR” Xehsm L, AR5 Citrix
Workspace 2R Enterprise B E A NBM. FHNREA IR AFEEREN Windows SAZEH
PERAMAEEAENEAER, ZUBEREFERINARFNUE,

BXRFHMES, 52017 Citrix Virtual Apps and Desktops X#4eha9 6l E 25 (F4HER 53

EEEBBRSERER

@it %3 StoreFront #k A =l Citrix Workspace R B2F 3 Citrix Workspace i B2 ECE HigM
StoreFront ik, ATMECE BENARSES, ELEXT, BAPA LM Citrix Workspace R B2 R F R EiT RN B
B, XMIZRAIA PRI S BRI A ERAIRAE M,

AR
ZUINERT, Citrix Workspace AR ATFRAFEREEH “FiR” et ERHNNBER.

FEBRSENT, GALMREFEERERF. BRENUMEENBEF XRFIRE,.
RXRFHINE AR AN AR FRMHIRAEE:

s ERENMNARFRABREINAER, WEXEBEM Citrix Workspace R A#2F kR, BHFRH
KEYWORDS: Mandatory KtinZIR Ai2FREEE. FammFRERTICEITEESINZAERN “Ris” &
T,

« ZEAMAMBEAPITRAENNAEFNNABRE, BFFFH KEYWORDS: Auto MmERREE. ARER
BN AEIER, BNANAERSBMRE, MEATRR FEITHE.

- EnAPEANARRF, REE@EE Citrix Workspace B “¥gi&” FIRPIIHEANNAEFUEEEST
%3, EEFRE KEYWORDS: Featured HiinzIR FA2RF5 RS E.

FERARIEX IR B E XN BIEF RIESRBE

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiEF4A SRS R EER R,
2. EHENEET ST, BEEEEER > Citrix ¢ > Citrix Workspace > BBIIRSS.
3. %R EE SelfServiceMode B8,
a) EREERANEEERSHEF RE.
b) EEREZBUFMITRANBRER. ST BRSSP RE.
4. EEFEENRERRES S,
5. IRIBEEIRIFIAIL,
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6. BEMBNHE,
7. EfAsh Citrix Workspace B B1ER MU EF A E R E .

73 StoreFront tk i B BE XN AREFRIESANIE

ZETLIM StoreFront i5s7E “FFiR” RBEMSEm LIZBERFA R, FTLUE THIREFHINZI <annotatedServices>
#H C: \inetpub\wwwroot\Citrix\Roaming ®# web.config >f4F:

o BRRESRKERAL, 5#A PutShortcutsOnDesktop, &E: true 5 false (BiAA false),

o ERRESURE “FFHR” Fedh, 58 PutShortcutsinStartMenu, i&&: true  false (ERiAA true).

o B “TRIR” RBPFERALTIRR, EER UseCategoryAsStartMenuPath, 1®8E: true 5 false (BiAA
true).

AR
Windows 8. 8.1#1 Windows 10 RAHFE “Fria” REPEIBIRARXGHK, “NAERF BEMETRERX
%R TER, MAEES Citrix Virtual Apps and Desktops EX# “£53” FXFHE R,

o BE TR RBEPAFRAREARNRERTBR, EEA StartMenuDir, &8 FHRME, ETRESRTS
NEI SR B & FRo
. EENMRESRENNAER, E#A AutoReinstallModifiedApps. &&E: true 5 false (BiAA true)s
s EERELARERESRETENER, B DesktopDir, RE: FRHME, ERREAXENBINMH
KL R,
« EREEPFIG “add/remove programs” EeIiZ%& B, &M DontCreateAddRemoveEntry, i8&: true
g false (BkikH false).
o EMRRNABEEFUFREBERERBRMHNNARFEXMEREES XA Citrix Workspace Eitr, &R
SilentlyUninstallRemovedResources, i&&: true =% false (ZRIAA false),
£ web.config X/, FEXFMEIHFH XML 54, EEI BRI T KATIEER LS :
<account id=... name="Store”
ER S BIERZE </account> #Rig.
TP BB ERZ AT, ERIVBUBMEER
<properties> <clear> <properties>

B BRI B <clear /> 1RiE2ZfE, B TEMS—1T, HIREBHME, Fla0:

<property name=”PutShortcutsOnDesktop”value="True”/>

AR

£ <clear /> WRi Z A MM B TR REREELN. FINEEBMAENRER <clear /> #RidE FRANERE,
LUF UL ER 5 894 Bl -

<properties <property name="PutShortcutsOnDesktop”value="True”<property

name="DesktopDir”value="Citrix Applications”>
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BEE

EZIRS[/IMER, F—RANER—ESRSBUEHNRS[/AENAE, R Citrix StoreFront EB#EH| QKT
HERNEREMRS S EiE1T. TlE, BENERERMNEREEIIIRSSE, UWEEHBEHNEMRS
5. BXRIFMEER, 155H StoreFront>aid,

£ Citrix Virtual Apps and Desktops 7.x H &SN BIZFIZE B E XN REFRESXMGE

BI L% Citrix Workspace NARFEBNBEEE “Fip” REFRRE@m LREN AREFMISERESR, LIk
51 & mrBEATF Windows B Workspace hiis26fi, B2, hiizs 4.2.100 5| N7 A Citrix Virtual Apps &
MAREFEEEHNAEFRESIRENIIEE. MRRRHE—LNARFRET —BNUERR, KEREIFESE
Fo

£/ XenApp 7.6 FHIBNAREFIREBEX N AREFRESRNUE

£ XenApp 7.6 FRCESNAREFAHRES
1. 7 Citrix Studio #, HEILARFRERR.
2. ZNAEFRERET, EEXM. ZHERESD, ALUEENERAFRRNNARERF.
3. NNAEREFRGSNE. SB& BRI RERPIENE,

4, ENRREFEIFEES, ATLUEFEEERE Citrix Workspace MABEFHERMMN AZFNES, Fli0, R
70 Microsoft Office WBIEFHIREAT, BN Microsoft Office,

5. &EH “RREAXANIBFKE” EFE,
6. BEMHE,

Studio

RN ESE RN B FFIREITHFESR

MRAFESRERNTBINARFHETER, HENRFTENNARFFRBITHFES, Citrix Workspace [z
BEFRREMNZHLZEH].EXE FREIIIEE.

LEIhEES R BN SR

1. EEFIRITEN LSRN AREFER,
2. BMRAEFFREFNZATIMNERZNAN—ERNIE.
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3. MBEFRE, FAE—MHAFIIR (HE, BIRIWIEBNEFRH#ITESR).
4, FIEMRTUAEZAT Windows B Workspace B @IE MBEHZ S HIFIRRAIRIXLEEFIR,

MEZAT RemoveappsOnLogoff 1 RemoveAppsonExit, HFBAFESXERNEBEIN AEFREER,
B LU TR TS A RAEREIER |
1. 1 A regedit 7 i1 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ /d
“true”,
2. £/ regedit 7 10 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ /d
“true”, HKEY_CURRENT_USER #ft%c4k=F HKEY_LOCAL_MACHINE,

/J\I[:\

AMRFEFCHESHTERND, ATRFEEMTERERSR, Citrix TERIEFETIMRFEREAFISHY
HRVIR RS IS LURR R, EREMRIRIESTEENL, EREIMERZAT, BSBHTED.

RIFTBENEREHEENSLEZE LRSI RRFRARITX S

1. BEEFPHITEN L, AFELAEFURERAMITIXG. Ak, BEEMEBREREFMEIEA Citrix
Workspace R A2FRITEMN; Citrix Workspace R BRRZFIEER T RIT .
2. M9%APPDATA%\Citrix\SelfService SEEFIRATHIT . BREE. exe Xk,
3. BLERITXHEHIZEIMEHRE,
4. HFEMENESNIEFHITEN, HRE U T MR
a) Reg add HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDirectory /t
REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. WM R E X, & & Wl &
HKEY_CURRENT_USER LEEMUTFIREHKEY_CURRENT_USER®t%c4k=TF HKEY_LOCAL_MACHINE,
d) BHFEFH B Citrix Workspace B BEZEFLUNIKIZE,

THIRG:
TEFNAT N AREFRES BB,

AFBPERFRERET “FFiR” XREFHNEAERF (BBIIRS)

MREBN+H EELED) EARRF, RFATAFEEESEWEHFMNE “FFia” RehnmEiER:

INRFLEAFPERENET ‘TR REPHNAREF. UBBRSEAEE Citrix Workspace RA#ERF, 7
HRHT, EEAILRIEFERE B s RN HI
BEFXREFIRE,
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MRFEAPEFERETE “FIR” REPNNBER,
EEHEFRENNAEFRESIRETERE L

“Fra” B AREEANARREFRES

A7 Citrix Workspace R B2FEEEMEm, ARG
NERETRA LN N NAREFERASYAEFIRE,
RIBE Z A B it BRER.

NMEAFE—ERAITEN, EOESEFTETERFIFERENAERFREAR. CLHEBERT, RERENFEZH
waasinial; &% Citrix Workspace MARFERRITEMER, AENKNEERT Web # Workspace, FaJ LU
Citrix Workspace B2 ECE 71T BBhiA M AR REA N BEE AL E,

NRFHEMIE Citrix Workspace N B2 Bohi§R A
BRHREAAREE ‘TR ReEPNERuE:

BB AEFRES NBRERE “FiR” REHRIRE L

7 Citrix Workspace R FRf2FE &
PutShortcutsinStartMenu=False. BMEEEBIRS
KT, Citrix Workspace MBEEFHASIENHIE
FRETE “Fria” Xeh, RIERASLAERFLERHE
MEBEZAE.,

MRARRABROBNARER, BOURFRENAREFRKRET ‘FR” XEHRIEL, IEREERELNENXH

F i,

MR %L Citrix Workspace N B2 BEiEFa R A

ERRELRMMEE “FR” Feh:

MRFERFRENAEFRESNBREETRE L, 15
AT T RME:

MRFLEFFRBERED VAN EERE LR HFEF,
ERITUUT 2!

7 Citrix Workspace R RiEFE &
SelfServiceMode=False, =l AKIN AEFERE
BIRTE “FFIR” R,

7 Citrix Workspace R 2 FE B
PutShortcutsOnDesktop=true, Fraa BHINFHIE
FEHEERERE L,

71 Citrix Workspace [z f#2FFECE DesktopDir= F
FE R RS EX S REE T,
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£ XenApp 6.5 = 7.x RSN BIEFIRE

MREBGEBREARANUEUES AR BETHERNUERIIXLERES X, EEA XenApp BNAREFRE:

NREEIENBEFISERRENBEFNREME, B Citrix Workspace MBEFERE
MECATEMRSERXTRE “FHR” ZHEER, BHIT  PutShortcutsinStartMenu=false HERENARE
LU 121E: FIRE,

N ABREFBEELR X RFIFEX R H

MRFBLENAEFEREXHRPET, BEAUTEDR:

NRFE Citrix Workspace R RIEFRETE “FFia” 7 Citrix Workspace M AEFEE
XeEPHNARFRESNEREELXBEG (X  UseCategoryAsStartMenuPath=True,
%)

NRFLE Citrix Workspace M BREFHETE “FFiR” #3 Citrix Workspace B2 FEE
RN RRF TS E XK. StartMenuDir=“F$4” F&X#FFZ .

ESHER H B IRR R 2

MRES— T HARERAZRANAREAREINARER, FJUBRERFZHENRENBFRNEER:

NR#&LE Citrix Workspace M ARZFEFHEIMIBRFT 5 Citrix Workspace L RiZFECE

BRARER: RemoveAppsOnLogoff=True.
NRAHEE Citrix Workspace M AREFEREEHIBRE.  B& Citrix Workspace iR#1ER, £
iR RemoveAppsOnExit=True,

ECE AN RERH PN AR
BN AR R TR Y

o BIEEMAER A RENN AZFTIE Citrix Workspace N B2 HIRIENN AR, EMINXEF &
KEYWORDS:prefer="pattern”, LtIhEEFRH “AHthrz RIEFFHIA",

ERFWTEN L REMARFZA, Citrix Workspace AREFIFIERIEENIRN, UAERTEAESHER
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EZNARRF. MREAEAMRE, Citrix Workspace ZBRRFRHITHZNAER, BFIERESR. AF
M Citrix Workspace R FAfEF&EOPREMZEAEFE, Citrix Workspace ZAERFRBBEMAMREN (B
%) NAERF.

R AR 7E Citrix Workspace R A IMEBENE T ENEEN ATERE, TR Citrix Workspace R Ri2F
R B BGHIT R Z M BIEF. SIRAA M Citrix Workspace N REFIHEEDEHE T EMNEEN BERF,
Citrix Workspace B2 iGBUHEITIRAZN AIEF, BREH,

} =

AR

Citrix Workspace A2 iTRIEN N ARFE, BRAXEF prefer. EITHANAEFEERNIXRBTRER
EIEMA.

BIUAEN AR ZRIEEXRT prefer, RBE—MREMEITHFILXRFHAZE NN ARF. AJUEERAEH
ERAUTEN:
o BEIRENFERAMRENNAEFMIE Citrix Workspace M BREFHPIRENNBER, BERMXEFZHFSH
KEYWORDS:prefer="pattern”, LtIhgERN “Aith BIZFE A",

ERPIHEN ERENBIEFZH, Citrix Workspace MEBREFBERIEENER, LAETEEEESHE
EiZNAER. NREBESRMELE, Citrix Workspace MBREFEITIRZNBRER, BRBRESR. AP
M Citrix Workspace [z 2R3 IEF S ohiz i AR, Citrix Workspace [ FHIZF1§ B oh 2L 0
(Bit) NAER.

R A 7E Citrix Workspace AR IMNEBENE T EN &% AERF, TR Citrix Workspace R R#EF
RIFEHSBGE T %M BEF. SRAA M Citrix Workspace N BREFHEIH T E N eEER B2, Citrix
Workspace B2 BUEITIRZN AERF, B8R,
AR
Citrix Workspace N BEFITRENNBEFN, SNAXET prefer. EITRANBEFEBRNXBEFTRER
e,
BIUAEN AR ZRIBEXRT prefer, RBE—MREMEITHGILXRFHAZENNARERF. AJUEEFRASH
fERMTELR:
+ prefer="ApplicationName”
b AR IMER S B ERES A XS ETPIEENN ARSI EARAEFELE, thRBEFRER

AUR— 18, WAUE—MEE. MREEE, WEEEASIS. TR IEIERX HREN AL,
BERKDANE, MAEFZMLEEANEERFHRITHNEEIFEER.

KEYWORDS:prefer= “Programs” TayHEA EEE

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft b3
Word 2010
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KEYWORDS:prefer=

ZHlE
Virus

BHE

“Programs” FHYIREEA T

McAfee\VirusScan Console
McAfee\VirusScan Console

McAfee\VirusScan Console

« prefer="\\Folder1\Folder2\...\ApplicationName”

=R

o A

il

HITREEERN S TENRES AN HREUAR “FFia” XETHRREAEFZMELER, “Programs” X#3k
B RBEERTHFXMGE, AHTEEESTEENEEPUREZXHRPNEIRNARER. NRE
RhETE, WEEFERASIS, RREXSANE, £3BEFETEERIIE Citrix Virtual Apps and Desktops

PLIEF AN EERER.

KEYWORDS:prefer=

\Programs\Microsoft
Office\Microsoft Word 2010

\Microsoft Office

\Microsoft Word 2010

\Programs\Microsoft Word
2010

“Programs” TEyUEA T

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft Word
2010

« prefer="\Folder1\Folder2\...\ApplicationName”

=LA

]

iy

all

EXREFERRS “FHR” FR TREXNRES X B EAETE, REMNENBEPLNEENAREFER,
BRILUER MBS RES AR 4R, MRREFAXFBRELIRHIBNERER, LEFIFEEER. W

RBEEHETHE, WHEBEASIS, REXSKNE, BEXMRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer=

\Microsoft Office\Microsoft
Word 2010
\Microsoft Office

\Microsoft Word 2010

\Microsoft Word

“Programs” TEyUEA

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010

=LA

=
=

£

]

iyl
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BEXHEMXBFHNIES, BSH StoreFront SR F A50ERD FREY “HAEIN,

IVAZEEESE =Rl )

ERIEMEIEE R RN BEFESIRER RS RENRNERNE, ATRAFREEMRLIEE,
BEIEERFER P B R Citrix Workspace M ARZFRHEITHIMENE MMRAFEER) QIBMRDRIE.

B SSIEBEE NN BEFNEEE. AP EIERT Windows 8 Citrix Workspace B 2R S R0 ik
PIEER, ERHT—INEZR, SIETESHIEEETRER. BRIARAIERF ctxprelaunch.exe fExiEHia(T, B
HEARFT Mo
BXxEHiEE, 523 Citrix Virtual Apps and Desktops X/ “RG AP RIETMBHMIIFE
iR”(/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-manage.html#configure-
session-prelaunch-and-session-linger-in-a-delivery-group) #43.
RIAZBRIEMAhIEE. BERBARIETMAHINGE, B7E Workspace & 24738 E S ENABLEPRELAUNCH=true,
HERAMERM EnablePreLaunch i8ER true. BIAIZE null RRFSEITHEER TERRE.

AR

MREEREEF BT ENES NS IHAEE (SSON) B4WIE, NEBEEBMEE. NREEERNERE (SSON)
MABBMEE, 5% EnablePreLaunch ;3RIANEIZE SN
false,

AMRMUERN:
o HKEY_LOCAL_MACHINE\Software\ [Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERNTEE:

o BTSN - MBHTEERFNERBELISHRIIZEREH, MELZNEREASRENE, BEEEER
ERERFER, BPALESEHBR Citrix Workspace B T2t A HERFRS 5hThEE,

o ITRINTUEE - R SHINEETE T RIMES BB 5h. iTRINTBMNERFPIREEFBETREISHRIEERE.
MREAI TR BT BN K H B XA, SIERRBE, AOBWEMRSSRHE, ZRIBEEITIN
BERAEED. B0, MRHRINTESEIRHETEF 1:45, ZRIBELFREETF 1115 2 1:45 ZEE6. BEES
MEREER.

£ Citrix Virtual Apps iR 283 LEEB TS INAEN S BEE: 0IE. BRIMRTASHNARER, UREHRATES
BRI AiE A P RERIRE,

THEREA receiveradmx XHBEXFBEITIEE. B, TJUBEEREEAT Windows 89 Citrix Workspace [
RAREFNERERRRETREEECEIMRERELTRERE,

« HKEY_LOCAL_MACHINE EEEFHEEIEFE N,
o f&eri@d HKEY_CURRENT_USER BEER—itBHl LAFRNAF REFENIRE. BFRLTHEEENRE
AT HKEY_CURRENT_USER &, ®ImAFRETTAHIRER T8RS,
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HKEY_LOCAL_MACHINE JFHtR1&:

3t F 64 fii Windows # fE & #5: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

Client\Prelaunch

3FF 32 it Windows 3g1ER 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£Z#: UserOverride
28 REG_DWORD

f&:
0 - A HKEY_LOCAL_MACHINE f&, BMERESE7E HKEY_CURRENT_USER &t 201t
1- A HKEY_CURRENT_USER & (0RXLLEEERE); TNEA HKEY_LOCAL_MACHINE &,

Z %5 State
8. REG_DWORD

':

- BRFUSEITHAE.
1-BA “ERTER. (FRIRERERFNEEET S HRIEER.)
2- B “HRINTRE. (FUSEHIIEERIER Schedule BREMBYEIB 5D, )

&#: Schedule

8. REG_DWORD

&:

“HRINFTUEEL” BBdal (24 /NeSH]) FEFBERRUTERNEA:

HH:MM M:T:W:TH:F:S:SU Er& HH #0 1:0:1:0:1:0:0, ZREERFRFEFT
MM J9/)\BS AN 53 58K & 1:15 B4 1:45 ZiaE5h.
M:T:W:TH:F:S:SU Z—EARMNEA
A8, g0, EEEH—. BH=
MEHE T 1:45 BA “HHRI8TH
BEh”, 5% Schedule i&&H
Schedule=13:45,

HKEY_CURRENT_USER ;¥ i&a:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XL State #1 Schedule JEft&1M5 HKEY_LOCAL_MACHINE EBHEEE,
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NEABTEE M

WEAEEEARBAFEERALATFHIENMENZE K URL BEEMA., IREB[HERE Studio HIgE, FF
ImEREEMITE Citrix Workspace R BEFA SN R EEERPIRE.

RE Citrix RREENIEFHBEEMURERFTEFHE URL EEMMNANARFFE, BEIZNETIMNEG
8 Windows & F infE AN AN A EEM,

ALERUT A ZZ —BAREARETEER:

1. LASREEITR (GPO) BIRIER

2. EMRmIES

AR
o WHABEERE AN ABIEFHRLTEARSHSIEPREER.
o MIERS BTG LEANARNSEEMR. ERSFXEF G EZAN, ZIEESER.
« 835 URL B, AJUEE—1 URL S5 S 2R URL 5K, BILMERES (%) ERBER.

EFA GPO EEBEIREANARNSTEER, HHRITUTIRE:
BREERREERT Windows B Citrix Workspace [ BiZ2FE A RIS R EERIREE.

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE3 T R EIRIRIR
2. TAFRETAT, BEETEER > FHEPRER (ADM) > Citrix £ > Citrix Workspace > B P&,
3. EBRNANE EE MR,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether
its Desktop or Application is decided based on the Type specified
below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EFEATHNNAEFARERZFFRT, REBFEHEEMH URL BHERZM.

AR

3% URL BY, $8E % URL USSR URLFIR, BIUERES (%) (ERBEERN.

2. MEEMZIFERNE.AHEREF, REFEERZFVAEFHEH.

3. AAWEEME VDA 8 URL FE&H, MALREEBHN URL, A SRR,

4. EEREREA URL KENERGNAEFIREEN? EHLUER URL,

5. BHETUBTR—MIIR, ERESHLMEAFEEBE VDA 89 URL FEEHFIHAER URL LA, ZES

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZFF K URL FE&H, BASTAMRSBEEMEZF K URL. A7 S 2MR5IR.

&3 URL BY, 8BS URL USSR URL 5IR. BILUERES () (EABERR.
7. BENAMHE,
8. iEMm<1TH, iBfT gpupdate /force @4,
EFAIMRBANENBEER, BRITUTERE:

EEANARSEEH, EM Citrix Workspace AREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) izfTredirector.exe /ReglE &%,

B5E:

o EHFREETAMUFAZSHENBEIFELE. Hld0, MRIZKET VDA FMMLE URL https: //www.my\\
_company.com BEEEAEEMIIEFinM VDA, N&LZEBIFEEE,

« URLEEMIXEZIHEN URL (WILERIEIRA9AEA= ARl E AR Y 2 S MK EIRY URL, EAEEURATF R
28,

o MREREMERNHE N AIEFLENFERZ StoreFront tkF, F StoreFront ik HEY 2 RE
BRTRIDNBEFIEERIE,

o FNEESEOMNE URLEEEIEF IR ER. URLEEEE VDA R, MRHKRHREITH, EXEHN
URL BEfmEm-R 1T,

o XY, BFERME. PDF EXHRBER N iEE.
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s BRAAE-MRSBUALBEXKNEINNEEEORBERD—QIHBENLIRERN “BRA". Citrix BiX
EEARS /X RBXEXINEEHENAZE (URL) EEMINEE, LR URL EEMERIET.

PR
MREERBTFRIESHEAMEY, WAREFERLENH,

Bloomberg i##

Citrix Workspace R A2FE %57 Citrix Virtual Apps and Desktops &iE5 /M Bloomberg %4, FrErIALt
REf R, A UEREERT Windows B Citrix Workspace M B2 E AT MERIESEA Bloomberg

B ThAE,
TEIER Bloomberg BE#ITZIRIE, ZRENERERIFFERAEEGER,
fic & Bloomberg i@ :

NN

AMRFEFISSBEINM, AJRREEMTERERSR, Citrix BERIEEFMRBEREAFLSHE

MY RIAREB 1S AR, BRAMRFIESRTEENG, EREIMRZE, BSHHTER,

1. FEEMRAPIREI LT EmMRI:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB,
2. BATUTREZ—:
« EFMAILLIEE, TS50 DWORD. &#54 EnableBloombergHID H9% B, #¥EIRERN 1.
o EXAILIIRE, HBEIREN 0o

BXEE Bloomberg BENIFMESR, BESRMIRPLXE CTX122615,
Z[51E Desktop Viewer HOTRS, iEHITUTIZIE:
MREAT % Desktop Viewer &0, MBAERT, RFIEFHRENKEHELE, NERAFPERNEEZ IR
H, XARERFEXERE FNEETERIR, BIREIMREER, EOIURABIATAFHFL Desktop Viewer &
AZEE,

JINCy

AMRFEEFRERSRTERR, AEFEENTERERS, Citrix TERIIRIMREFEEREAFLESEE

MY RAEERS 1S AR, BREMRFERTEENIG, ERETMRZE, BSHHITED

s TARREL, RIEEERLSENLFTIAFEEEEHLSEARSTRE, FUTEMRIIZ—FIE—ER
DisableDimming 9 REG_DWORD £ 8. MRBEi&& LM Desktop Viewer, MEEEMEE:!

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

HE, ALUEEEUTEMRIZ —FOIZEEMN REG_WORD £ BXREN AR, MAREHIZEE:
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« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEEMET A1, E%IEM Citrix Virtual Apps and Desktops BB REEEAILINAEILE T R,
BzEBEIRENEIRIESE, H1 5 true,

INRFKIBEFBHEHKBIREN 0, W Desktop Viewer BT, WREBET ZMKE, WHERAUTRESR. It
SIRPNE- N FEREEREET QS LR

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

>N =

Citrix Casting

Citrix Ready Workspace Hub S#FIREMNYBIFELE ST, ERENTHETEPITNARFNHE, T8
MAFEETIZE (F—EWR), GINBHNARFMERSE, USRS EHNImEIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & t#iZmirk. =17 Citrix Workspace M FARZFHIZ&EFIE
%3 Citrix Ready Workspace Hub, #i$MRAREFHEEIEHIBANETRES L, Citrix Casting {7 Microsoft
Windows 10 fg4s 1607 E=hR43 Windows Server 2016 =3,

Citrix Casting 2— M AW EMB N E R MRS REANAREFHEARE L 2RI,

} =r

AR

+ AT Windows #9 Citrix Casting 3z#¥ Citrix Ready Workspace Hub hx7s 2.40.3839 &ME = k7S,
BPHARRAH Workspace Hub FJREF A RN EIS S B I IR,
« &AF Windows K Citrix Workspace R F#2F (RFA®IEMZA) F32#F Citrix Casting Thig,

WA

s EIREEBATEFUELN Hub,

« Citrix Ready Workspace Hub #0 Citrix Workspace B BiEFARS AN TR —MLE H,

« 7£i=17 Citrix Workspace i HEFHIEE S Citrix Ready Workspace Hub 2 8 R1&/ 1E# A 55555,

« 3¢F Citrix Casting, R1SBELEIRO 1494,

« B0 55556 #A#Ehig#E S Citrix Ready Workspace Hub zjal#y SSL EiZMBAG 0. BT LL7E Raspberry
Pimig B E LEEE AR SSL w0, wNRELLET SSLiwO, AFR¥FEES Workspace Hub Ziali#az SSL
pE:

+ Citrix Casting X Microsoft Windows 10 itz 1607 &E=Hkzr4ssk Windows Server 2016 £ %45,

F2& Citrix Casting 5zh
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} =r

AR

5] AR LB AN XK Y Citrix Workspace AR FEMRIRENSEIHE D “BRERN K, BREHAER,

BEER“BRERN K.

1. AEgHBMXigTm Citrix Workspace M BiZFERHIER SR E LT,
LEBE B R m R B IETHEE,

2. 3&#% Citrix Casting,

A% % Citrix Casting 34iEHE,

@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. EEUT®EZ—:

* & - #8572 Citrix Workspace 22 BBy Ea Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, FERzEE Citrix Casting) - f8RF7E

Citrix Workspace [z f#2R BzhEt/Eah Citrix Casting
FE
%% No (B/) EMASKRIEYEIRERFSIE. LB XE FT—XBE5 Citrix Workspace B2z
W FHo

4. BEREFUNBFEIER.

w{ai& Citrix Casting 5 Citrix Workspace N ABREFE AR

1. &% Citrix Workspace MB#ERF, HELWILE LBREES,
EHE ERA A8 Hub 5%, %51%% Workspace Hub Etrs a9 RSSI EHEF,
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2. ERERFREREMN Workspace Hub, SREERUTERZ—:

- BRATEFNTIREHBETHNERIDEEEN Workspace Hub i&#&.
« 'EBATH Workspace Hub i&&REBFHBRER.

AR

B Citrix Workspace R AR F=iBH Citrix Casting,

7£ Citrix Casting BHIXHEEF, 1M T UTER:

1. HHIRERISIERREINE,
2. RmIETEtR.
3. WFiEE, BT ELERRENRIE,
4. EREFR, BT Workspace Hub FinEIME .,
5. GRPEHBMXIFEHH Workspace Hub EItRHiEZR B AT A REB R T R IEERE, HiBE Citrix Ready
Workspace Hub,
Citrix Casting o Refresh
Current screen | Supenor-Lake
casting session
Available Favorites tab
D respbempi Workspace hub
set as favorite
List of available & haiyang test
workspace hubs
D liangc-dev
) WorkspaceHub-debao
Workspace
hub icon
BiayI%

R Citrix Workspace M AR T NESEERMEMAI A Workspace Hub H#5 2 #1Ti@(E, EMRFEESRTF
SR T
1. Citrix Workspace B2 Citrix Ready Workspace Hub ZE#&EIE—M%,.
2. =B Citrix Workspace BREFHIgE BB T BF H HEFERIET,
3. Bz Citrix Workspace M B2F#i&#&E7E Citrix Ready Workspace Hub BSSEEIR (F 10 KE&REEZ
L EEPEIED) o
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4,

5.

£ Citrix Workspace W B2 F R Bz 5528, AFRA http:
LREREERT Workspace Hub i@ &89iF4HE S,
7z Citrix Ready Workspace Hub sr&ERIF, H=iXEHiEEE Workspace Hub.

B 15 Kz PR

ok w =

7£1%%&5 Citrix Ready Workspace Hub ##ZIR—m& 2 /i, Citrix Casting RiEEtER.
MRHMMLRZ, Workspace Hub i&& L e IEIR B To

R EE, B5h Citrix Ready Workspace M AREFHNERBRNIFZ R,

T BERT, TEREDERFMEENTERES,

BEENETREREEATLN, RERNSIEHSBMMAEE, flil, BEIURLETK. REARKR
ET,

ERBEESSIERE, W0RiB1T Citrix Workspace MABRFHISEATHE. BESKERS, NEZRNS
BREEIR,

FZFZITRERFRE,

8. Citrix Casting ZRMRARE S PFERN 1920 x 1440,
9. Citrix Casting %z #¥ Citrix Ready Workspace Hub hixZs 2.40.3839 RE= 4. FHRAH Workspace

10.
1.

Hub BI8ET A R4 NS RS BH IR IR,
ERTF Windows #9 Citrix Workspace N BEF (MARIERZE) AZHFLINEE,
£ Windows 10 Build 1607 /1, @J#ETAIEME ML T B Citrix Casting.

E5 USB REEEM

EEES USB EEM:

1. @idiETT gpedit.msc #77F Citrix Workspace [ 2 4E SRS R B EIER,

FERAFPRET ST, BEEBEEIR > Citrix A% > Citrix Workspace > mi2 E & Finig# > BMA USB ik
ESERE
PR IR RS,

4. EEEERA.

5.

BB N AN E (RAF UL SRR

BEAFHELEAEMED, BRITUTRE:

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SREE3 T R BEIRRIR.

ERPRET ST, BEEEER > Citrix A1 > Citrix Workspace > Zi2iEEE P g > @A USB it
2.

3. 7% USB g &M EREL,
4. EEREBEBR.
5. 7£ USB iR &EMNIXAIEF, FIMBAFHIELEMAB USB ig&.

a0, ALLOW: vid=047F pid= C039 split=01 intf=00,03- 7iF 001 03O, RHIHEMIE
Mo
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6. BENAMMHE.

ERE=IEP, 79 USB i&&7E Desktop Viewer FHIGE T REmR, Ieoh, ERAIMMERT > & &EFEFIFS USB
8%

= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)
Plantrcrqics Plantronics Blackwire 320 3 | ! HID Device
Lngitecl/PFUSB Receiver Audio Device
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Manage Devices

AR
FHES USBig&IMITER USB EE @AY, MM Desktop Viewer SEZEHLERIZIFEUEE RIS,

ERNBRFRIER, 75 USB ig&E B REEERLH,

@ Citrix Connection Center — > Styl
yles
Connections Session
""Q‘ﬁj Active isconne:
B FTLPATIMEDS008 Disconnect
™ Adobe Acrobat Reader DC - \\Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid1384 Pid0017)
| Plantronics Plarrt{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) 3
Application Manage Devices
< > Teminate
1 Server used, 1 Remote Applications
Close
TRIHT SR GHIELFER USB ZEORMITRIZRE XMFAES.
EAVEREMED, BRITUTERE:
i) O 121
TRUE BREUS 0-n ARIFEREEREN
TRUE BELTH ARFERAEREA
FALSE ERE AVFERARIZENER USB #0
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%) #O

g0, SplitDevices- true ERIFDFIEIRE
EIEAFERAENMEOD, BRITUTIRE:

%) #0O

TRUE BHHS 0-n
TRUE HETLK
FALSE ERE

RIEE FRE

a0, SplitDevices- false faRig& N @I IEEEOSIFD .
flgn: MyPlantronics Bl
BOs:

o BEOZ£-0
« HID #M%-3

FF MyPlantronics EEREIFEN :

121F

RIFERARIZERER USB #0

12(F

B EREERO
ERERFAEO
ERERARIGERER USB &0
ERERARIgERER USB #0

o« AF: vid=04T7F pid= C039 split=01 intf=00,03 /Allowed 00 and 03 1interface

, restrict others

« DENY: vid=047F pid= C039 split=01 intf=00,03 / deny 00 and 03

PR

Citrix B ER BRI MBS BEIBED, BRSE: FHRBA USBEEARBZREEEAIENMEE. BEIEM

HEMEE, FERMUENENEE,

DPI %1%

Citrix Workspace R 1R R FRIFRAIEFIRIE D P,

AILTERIER N AS DPI, (EUIhEERARTFRARS. XRTRIEFRBREEMREREN DR,

AILAER T ERECE DPI 4874

1. EFEENR (GPO) BEER (BitENEE)
2. BREED (SRAFKE)
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PR

« BMERATLLINGE, BR7E Desktop Viewer iR EHIEMAIE .
o ERER, HEEQDPIIREAENBN, EEFBONKNAIESFEH, BRGE: AEIEFOHK).

E A GPO BIERIRECE DPI B, ERMITUUTIRE:
1. #@dia1T gpedit.msc 77 Citrix Workspace Rz Bi2FF 4 SRBE3 T R BEIRRIR
2. EHENEET ST, BEBEEIR > Citrix 44 > Citrix Workspace > DPI
3. #%#F% DPI 5B,

& High DPI O x
g
E‘ High DPI
(O Not Configured Comment:
(@ Enabled
(") Disabled
Supported ont | )| Citrix Workspace supported platforms
Opticns: Help:
Scale the sessien for high resolution? Use this policy to manage session scaling.
Mo, use the native resolution ~ Enabling the policy makes the Citrix Workspace DPl aware along
Mo. use the native resolution with the flexibility for the session to change according to the DPI
YE applied in the multi monitor session.

Enabling the policy provides two options
1. Ves - Scale the session
2. Mo - Use the native resolution

The policy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

e || ey

4. EFLTFEDZ—!

a) B-#BTERIEHEAS DPL,
b) &, ERANSE - RRHBERFRBHYE,

5. BENAME,

6. Ea1TH, iB1T gpupdate /force <N ARMAIENR.
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EFEAERAF REEE DPI 48/, EHITUTIRE:
AR
A PR EE A X P AERTF Windows B9 Citrix Workspace B BiEFERFIREN SR “BREIE
I &R, BXREMER, BEBABREER K.

1. AREEmEmxiEPe Citrix Workspace 2 Bi2FElfT.
2. EERgEEmAEE DPIIRE.

LB R “DPI g8 3HEE,
(@ Citrix Workspace x

Scale the session for high resolution?

(@) Yes

i) Mo, use the native resolution

() Let the operating system scale the resolution

l " Relaunch the session for the changes to take effect,

Save Cancel

3. EEUT®Z—:

a) B-#BTaERIEHRNAS DPL,

b) &, ERAZXNSYE - 577 Workspace AR VDA L8 DPI H3#TM A,

c) Letthe operating system scale the resolution (RIFIRIERABKRIME) - BHAER T, LER
RFERRSE, X, B Windows 32 DPI 4818, thTUEERE “E= DPI” SRERIEE RN “BA”,

4. BEHERT
5. E#EsN Citrix Workspace Rz fTZF 1% BRI RAIE SE K.

DPI Z&70ET

Citrix Workspace 2R HREFE =T 8Ef) DPI BHOKE - 450 FAERARIERARR. FRIRENAFIM TR

TNo
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)i

EROLBTE VDA LB HENFRSRERABHREM, BRIIGEZIFES DPI R, LGEXNNTF UI&E
“Yes” (2) = GPO HBEHigEHR “BEA” 1 “5 DPI” 58, LiEiZzH VDAY, thigEHERTES DPI 7
R, XBEFEMELERENE—FH. FRAESSHEGEY, THEXA, &#5/I8kk VDA (6.5, SECERNEAIAR
Ef) B, MEERTRERE, AMNAREFIAE. RTOP URERREE MNEMIEH AR ER. RIBgIT, TENA
BEREIEN TER RS Z BB, URFFERIZER.

EiEERIF I VDA B Windows 10 LW AP ERLLIZE, ZigBXIHES DPl, EARRN RS B/AR=EEAHEM

=218
RIEM:

FERRERESEPREMEETRNTED R, RESWRREIER, JEESSBNAEFMIKERIIXAE
ERERERE. gEXWNTF UlIiZE “No” (&) M GPO HigEXN “BRA” M “& DPI” K&, igBEF2SHA
FERMEIMRMEIER, EFEEZSEXENEREERR). ERIKERIEN, FJLUE VDA FigE DPI, LISt
FRBHIES. LLIR(ETE RDS RESHELENBRERF LXENT. BRLKRERSBRIEAGESNDWER, MMAIEERN
ARSSBRMEREM BT B 1L,

NTFREREEGREERZEMRS[ZFNIRERIE, BIVEARIRE, WAIUERRANTEXAMNERBREIE
SLTER.

IRERRLE:

BERAERERIRINEGE, HEXNTF Ul IEE “Let the operating system scale the resolution” (fRiFIRIER S
ERDYE) . EXMERT, “B DPI” RESBIRE R “BEA”, X##, Windows RERFH AT ULIERIERN DPI 45
o VDA MR ZET DPI #1THEMH, AtSSH O PR EFIHIGENDHEE DN, IREEBERTRETS
21, HEEEED 6.5 VDA HELEAFEHIBRER SN VDA BRER. LA EFZHES DPI - TG EReEHMuME
BiEEM DPI, EMRIEFEIER. FRATRERSBEGIER, LTHRXA. £ Windows 10 #B2ERSH, HArA/
ATHEH A,

stF Windows 7 2 EB9FR P SiEHE I IBMR VDA AR, BIERLIEE. NREHRS DPI, waTkE Windows
10 EfEALLIRE,

EMNETHE

HIEEATEE X ERTEERANENETRHRE, FETEKE LR TERRERSE/LFHFINZE/\NERE.
B LA7E Desktop Viewer Al 2 RBHFEMFHEEBINERE. TEIMETREP, BRILUAFIKELFEELL
REEDWAZSITIEMNERS. RIEFTFARERSIVRNIEEBD LRI RRR.

&R T DPI 48k s DPI IMECHY BN E 28128 DPl. MBEMNERSEMER, FRBEXNHEMEERIE,

IEENERT2RE. RERBRERIE, FEFEMERNEAHHNAER. KEEERTSEFHEITHMERE
SR,

BRAE PR EHRES (IME)
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AR

INREREARR Windows 10 2004 iiR(ERSE, NESRIEPEER IME THEERNFTRERBEI FER AR, XL
AR E=FRENERI. EXEMER, BB Microsoft X E,

ERSSITRELREBRAE i IME:

« EEAEAEF IME, &M Citrix Workspace MBREFREXMHH* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on#%,

@ Citrix Workspace X

Enabled.

IME on the client side will be used in the terminal session.

« BEAEAEF I IME, &M Citrix Workspace MBREFREX ¥, C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILERAG<SITHX wfica32.exe /localime:on BEFERZEF I IME MEZGEEY,

« EEA@AEF I IME, &M Citrix Workspace MBREFREXMH* C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off <, LA EMBERS
BR%&E,

@ Citrix Workspace >

Generic IME is disabled.

L
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MRFEHAGSTEOZATEREFH IME, MALL@SEiTwfica32.exe /localgenericime:on &i$HE
N=)ERERL N

@ Citrix Workspace et

Generic IME is enabled.

iR

Citrix Workspace [ A2 FElb R AR FHIRIEE, ATLUETT wfica32.exe /localgenericime:on @
SREABEAZDE. B2, BEGBRAFILENRILRSTIIRAX, MRBBHRFEFIREAX, VIRKFEA
BAE RS IME,

ERERRF R EEEEAEF % IME:
BAZFH IME F2 VDA 7.13 St ES RS
AILBEEARERRERS REREREF W IME 18, BXFAER, BEAREHRRREY,

Citrix Workspace R F#2F A VISR B R RS ERBAZ i IME, ATLUREEMNERFAERERMXLET
TR,

1. AR &HBAMXEHH Citrix Workspace [ AiZFEARHIEZEZP O,
2. EEERTM A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

P T AR S |
Lnogse input etnod

() Enable Server IME

Salecting this option dizables the local IME

() Set Local IME to High Performance mode

T # | SR T Tl s wirth ool ol s o
Selachng thiz opbion consumes l&ss bandwidth wilh opbmum panoimancs

{®) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME 82X

1. BARSES IME - 2R 74 IME BERaERERSSE LIREMNIES

2. Bk IME IRENSMHERRN - EFERRVBER TERZAM IME, iR ERR%ES e,

3. ¥&tt IME REANREFREER - ALK EAFRENER TEAZM IME, hEBSBAEHERE. RIAER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =%,

fEREMRRIE B BRREE:

BRTEREFH IME B, RILGERA Shift+F4 AREERREN IME 21, IME BN FRESERERIENEG LART.
BIAMERT, BAZFIE IME WREBLTFZERARS.

EEMmRFEESSF, SME HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Keys,

#3% AllowHotKey HEBABEERH 1,
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Local IME Off

High IME Performance

Best IME Experience

PR

o EAEF IME &3%#F Search Ul & UWP (@H Windows &) MABRFEUK Windows 10 2ER 4K
Edge 4528, RS %H: BAERIRSSS IME,

o BAEFE IME £ FERIFREH Internet Explorer 11 e 17251, fRAZ: AILUER Internet i1
ARIPER. Alt, BRELT2HIUERFEBRIPE.

H.265 #44RE5

Citrix Workspace R 123245 H.265 MSH4RARIS SR 1 TITIRE AN SRRV EE M IR, EMILTHAES &, WINTE
VDA # Citrix Workspace M2 EX R B AILINEE, MRiH= LR GPU R3zH5EA DXVA #0O#1T H.265 #
B3, “EfZEY H265 f#i3” SRERIRERW /A, SiERELREIER H.264 WINRHREIDES.

WEFM

1. VDA 7.16 KEShas,
2. 7£ VDA LB Rst* 3D B TIEAEM L ERER,
3. 7£ VDA LRSS AR 23 BURE 1 4RET SRR

=

AR
1 NVIDIA GPU %=#F H.265 4&i5,
FiEHTF Windows 89 Citrix Workspace MBEFS, WIHEERIAIRBNEZA,
£ Citrix A5 %R (GPO) EIEERIF Citrix Workspace N BEFEE NEA H.265 {574 :

i@dia1T gpedit.msc 77 Citrix Workspace [z B2 4H 5RBS XS R B IRIRR
HFIHENRET AT, HEEEER > Citrix Workspace > P&,
HEREFR H265 fRIDERES,

EEERH.

BN AMBE,

ok w2

fEREMKRIESSECE H.265 TIHT4RED
£ 32 (HRERFA L RIMNFEBINE B A H.265 W54 :
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1. £ “IB17” < HER regedit BahiEMtRmEES.

2. & i1 8 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,

3. lE—7%&% EnableH265 1) DWORD #H ¥ iZBNEIREN 1.

£ 64 (HRERF LRMNEHIMERE A H.265 1504w
1. £ “iB17” S S ER regedit BahiEMRRES.
2. 2% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client

\Graphics Engine,
3. 8lE—"&4 EnableH265 #9 DWORD $#H S iZBINEIZRE N 1,

EREMSIEUFEERER.
FE:
o MNREEATF Windows B9 Citrix Workspace R 2 FARIENT REBERP A T BB AR,
B89 H265 fRIDSRISIR B BES, HBEiZIBERiErER.
+ i&17 HDX Monitor 3.x TEUMERTESIEFRBAT H.265 Mifi4EiE2s. &% HDX Monitor 3.x T
BEfFEE, BSRMIRFOXE CTX135817,

BEMENIESE

BETRE
AR
A LA s @ AN X AR Citrix Workspace M AR FEITHIRMN S MEE S “BEAEERN” R, BEXEMEER,
BESHA“BRERR &

BERBESATFEEEFIREE LNERBEEGRZER. RIAMERT, LWINELTFEARS. BEHRREEDINEE
AFEFHERSGRBRES R Virtual Apps and Desktops =i&.

2t GPO EEREREERERBRY, FHRITUTERME:

1. @idiETT gpedit.msc #77F Citrix Workspace [ B2 4H SRS R B EIER,
2. HIHENRENBFEETA T, EEEEEIR > FuEEER (ADM) > Citrix 84+ > Citrix Workspace
> P {58,
3. ERRRFHERE,
4. ERERAHERUTERZ—:
s (VEBHRIENEDS—RK - KETNERIER M RERBPHNEHREDSE VDA —K,
« EREFIHRERBNISEY - WETERIFRERRERBHHEXREES E VDA,
5. EENBMHE,

BEERETLAFRAORERETREY, BRITUTERE:

1. MiBEXigHay Citrix Workspace [ AIEFER, EESREIED > BEMIESIE,
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MR 2R “REBFIESE” WEE,

@ Citrix Workspace X
p

Keyboard Language bar

Keyboard layout synchronization setting

The keyboard layout synchronization allows the client keyboard layout to
automatically synchronize to the Virtual Apps and Desktops session.

O Sync dynamically when the client keyboard layout is changed.

@® Sync only once when the session is launched.

Save Cancel

2. EFLUTERZ—:

o (NEBBZRIENBD —RX - 5 XERER M VDA BT BEHRF/ —R.
. BREFPIHBEGRENDSEAY - BRERIEPERT TR IRRENERER/HHSELE VDA,
3. BERE

TR NERNZRARERBREY, FERERGLTMERT Windows B Citrix Workspace M HEEF &R
sk C:\Program files (x86)\Citrix\ICA ClientisfTwfica32:exe /localime:on g
wfica32:exe /localime:off,

ERAHBER/ETRAEE K IME GaNZERIESR) . MREARIE. PXIHELENAFRETERRS S
IME, NA#FERERESHETwlica32:exe /localime:of f RERAMBRMEER. BPEEIT—
RIEN, RERERATERSBRENRETR.

B, VIREFRRERREEDSIEPREER, BRAILR, EM Citrix Workspace ZFREFIHHENER.
fRB B BB EE:

B REREELBANIEE, EOIUTRISEESSETTRERETR. RETRVRANZTERD A ETM. RE
BHSHEES, FESFH—RIEZEFIERARS LB R HI A EBRNFIFE N
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A

I

[==3
=

AMKRFEFHLSHTERNDE, ATRFEEMTERERSR, Citrix TEREFETMRFEREAFTISHY
HERIERES 1S LURIR, (EREMREIBSSFEIENIL, EREIMERZE, BSLHEITED.

fEREMRRIER SRR E R BB IEE:

PR

ok W

B RmiEEHSMME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
#&# HideNotificationWindow 8|E—F R R EFM R,

% DWORD f&I&E R 1.

BERAE,

EBRMRIEUEERE,

ERRANNRIR (10, ARPETZENRAREFELN > UWEBRSME!T) BITHRENARFTASEFinE
BEBEY. BASE: FohEXRSE (VDA) EMERGREHEZA UAC,

MRAPEEFIH LNERGERERNRS R LAZHENGR, ATREFER, BEAREHRR/RL IR - TiE
RAINREEARERANEBENZ2EMN. ENERERRBET R, EIHHERERRE

£ RDP 23&%, TAfEMA Alt + Shift tRiEAXNBRRERF. MAAE: £H RDP KIEHRMBESEIRER
wmhEo

ItEIHRETE Microsoft Windows Server 2016 #1 Microsoft Windows Server 2019 L FERIRES. EETLL
/3 VDA LREMRIGB B AZINAE: 7 HKEY_LOCAL_MACHINE\Software\Citrix\ICA\lcalme &, 7
M—A B 7 DisableKeyboardSync ## DWORD f&, RAERi%EI&EN 0. £ Citrix Virtual Apps
and Desktops itz 2006 E= R4 £, thalLAfERA Delivery Controller EA%INAE,

AR

BEEETRERNERBAES. RAERT, BSEARERET.

} =r

AR

EINEETE VDA 717 RESRA LIETTHISIEFAI A

£/ GPO EERIRECEES1=:

BEERETNAEFRETNERBNIES.

1. @idiETT gpedit.msc #77F Citrix Workspace 7 2 4E SRS R B EIER,

EHENEERRAFRET AT, REEEER > KLHEEER (ADM) > Citrix 4814 > Citrix Workspace
> P AL,
ERIE SRR,

4. EREBAHERUTERZ—:

¢ B-ERENAEFRIERERESE.
o &, REESE - ERENAEFERREES =,
BENAMBE.
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EREEAFREEEESE:
1. AEEFEmXiEe Citrix Workspace R BIE2FEIRHER SR E IR,
2. EEREMES,
3. EFEBEFEETR,
4, EELTERZ—:
a) B-IENEREPERESE,
b) &, REEZE - BRERIEHREIES
5. BEHERT
BB E.
@

Keyboard Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

@ Yes.

O No, hide the language bar.

Save Cancel

AR
s AILTEEDRIEPENIRE.,
o MRNEFE—MRANIES, EZRESERTEIREPET.
£ “BREEM” RPREIES AN
BT LA AR TE = R B e TR RS S A2 TR,

©1999-2020 Citrix Systems, Inc. All rights reserved.

120




iBEAT Windows B Citrix Workspace R BiEF

1. BaEMREES.

2. Efn% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. 8lE—- DWORD {&# ToggleOffLanguageBarFeature, HEHIZRE RN 1 LUE “SREER” RHERE

“BERE” B

USB % #F

USB ZiFaiFEEiEZz Citrix Virtual Apps and Desktops Bt 5 & & ##89 USB & & #1732 B, L& USB i&
EEANHITEN, AEZEEFTEEREHENSEE, TR TEREREMN USB & aiENFRSR. SaEBiE.
PDA. #TED#HL. HEM. MP3 #EME. RL®EMFRITEN. Desktop Viewer A RILUEA T B2 AR EETUE
FIRFE AT LUE Citrix Virtual Apps and Desktops Ef#/A USB i&%.

EEBMRIER /&R LAN IR 45 USB &% (FIINMEERGN. £RX. HESBNEN) PHENSEIEE, Xi¥
—3R, XEGEAFERIEW Microsoft Office Communicator #1 Skype B4 8i# 173 H,

Citrix Virtual Apps and Desktops 2IFE#EXIF FHIRRMIGE, FHAEER USB

o B
o BAR

- Bk

%% A USB &% (e, Bloomberg & 3-D Bi5) EBEBHRGER USB %%, HXEE Bloomberg #&RHE
B, BB

fd&E Bloomberg 2,

BXHNEMER USB RERERBMNNES, BSRMIRPOXE
CTX122615,

ZIABERT, AZiFFLRAA USB i&&3& Citrix Virtual Apps and Desktops #{TiZi2ER. 0, B ATEE
BiBidWE USB EZIAFMRAIME RO R, FESXXMEEHITZRER. BRIAMERT, R Citrix Virtual
Apps and Desktops &iEHER I TFHREE USB i&#&:

o IEPFiEECER

o EMPIMKEOF
« USB &428

« USB EIfz&Hces

EEHERISE 4R USB 1B AinieiEE, BEAFRASTEATEER,
BABERT, AZEETHI2EEH USB ig& AT Citrix Virtual Apps £i&:

o IEPHiEECER

o ERMLEOR
« USB &422

« USB EIfzi&hces
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o BIRE

¢« RBEEFMHRE
USB Sz TfEA =

BF#EN USB ig&E/E, RARKRIE USB RMEEZIREHITINE, MR, NSKETEERIEMSE. WRFIA
REGIELERILILE, NREEAMIEFER,

BFiEA USB iR&R, 2mAFREREN, SMAFARNMRE. APBISREEREMIIRPERIZE, TR
ERLE USB @& inieE iz fBINSE, 3E, AP EUERE USB %%, UEEREZAN/HKEREEANFIE
USB k&2 B ohiziEZEIR AR E IR .

RBEFMERE

& USB XiFsh, miZimima] LU E P iRIRah2S Rt SRS, AT LUEEER T Windows B9 Citrix Workspace Rz
RAREFRBETEERERTFPIHIRE > TP HIRRMRGREERNRMRG, XNEFTAREFHRE. NALKEE,
ARERE, BPI&E EHNIERNSEE BN E R SE ERIREhEER. XL 2R EME IR E AT
XK,

MR A E IR R 2 A E B X R0

ThRE B P iR a2 Y USB %%
FINEE R = £
FIECE RIEA RN R = =

AERERE R 2MERLE

7|

MRARF S EENKERa R 2
BREEME, MK “2”

WREEAER USB MEF iRIREIERIRGTREE, HEREFIRZAHBARBTERMHIRE, BEALERTF RIS
RETHITEREM, AREAEEET USB IFFH#HITEER. MREREFIRZEBANIZIRE, WIEELER USB iHiH
TEER, ARZTERERETFIHIENRRET

AINER T AV ERER USB ig& K5!:

#RIN USB SRESAIN o 1T 21 USB ig& %,

BRLFRFPHET XL USBig&E, BERELEXIFEHTHRIMNGE S B Citrix Virtual Apps and
Desktops RIEHAFHITIREERE, XL T

o B4R (K51 01) - BESMANEE (ERK) . SMAELIEEM MIDI I£45188. FXASMEEBEERAT
XenDesktop 4 FESRAZIFNENEEEHE. ZM (3 01) FEAT Citrix Virtual Apps, EHXLEE
7 Citrix Virtual Apps AR aIfEA USB s {TinigiEE,
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} =r

AR
Rz \ligs (a0 VOIP BiE), FEE#HTIIMIE. XIFAREE, HESRMIRFLXE CTX123015,

o YPEBIEOIEE (35 05) - XEGEBMTF AGEREOERE (HID), ER2EERME ‘IR AASRE, FEE
FEHERGNIZMUT. BohFEMNEREARNE .

o BSEG (35 06) - SFEHNEATNMNEEN. SEEANEEZFSEEGLESE, ZRXERBAZHN
(PTP) skt tathiX (MTP) BEGEHIENREMING, BVNEATEETHABTEEMHILE, HIE
SR B SRUN TR REEERNUFEREFE—%,

A=W
NEENBRARBEFMELE, NNFEREFIHEEERME, MARE USB 5.

o ITENHL (K30 07) - BAFLEITEIVERBNESEDN (K3 ), BEAZHITHNERE B SIS,
ZIEATENV AT RE A EABELRREE 58T, EXHMERT, FTENTREEFERITEINZE, HEHEER
REMAEMSE, Flw, BHEEGLE,

ITENNEREERE USB HiFMER T al LUEE T1F.
AR
th2igE RRIRAERTEIIEEITENN) FEHTIIMNEE. BXLLABRNEE, BESRMIRALXE
CTX123015,

o KBEFME (7 08) - RENHNATEEMHIZERE USB NEIREE; HitASREEMHIZEEE USB I EMELE
Ixzh3s. CD/DVD IRzhas#l SD/MMC £iE£233. FEERIEMINENISEHREARTSEMED, SRR
FBigs. BBENAMFEN. KBEFMH (3£ 08) FEBT Citrix Virtual Apps, EAixXLEig#E7E Citrix Virtual
Apps AR USB ZHp#{TIngEiE. BMMNTRaIE:

01 ZRMINFIRE

02 #13f CD/DVD i&& (ATAPI/MMC-2)

03 BB L% & (QIC-157)

04 sBIpyEREIRzHE (UFI)

05 B RRHR A IR RN 2R (SFF-8070i)

06 KE2EM SCSI LB ARM AT EFHISE

BEBERT, TLUBEEFIRREERRNKILDABEFMLE, At USB ZRHFZHHEN.

« RAR2M (X5 0d) - RERLMIRETLUINBERARF, BEATRIFTIRBFRNEE, WX S@ MG
RIFEE,

WA (351 0e) - PSR B IE R FRIBUSASAVSIAE XM EI0IRE, FIMMERE. HEDREN. RIS
Tinzs. FLBMiEER, UR—EXFRIEDEN.

BB

REBMMRIREEAR XenDesktop 4 HESMAZIFNENSFEF . FEINLE (GIWEBEHIRNLH
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BERYMEIEGY) FEHITIINLE, BXILABBNER, BSRMIRFAOXE CTX123015,

« PAEFRE 5 0f) - XLEREEFBMEERRR. OXENE. FiEit. BRENENMEEHSEIAET
RIS

- ARFAHNESE (X5 fe Ml ff) - 52 RSERRNERENNERE USB BXERITELRIINY, XL
GER B RAENEEE (K3 ).

BINBE R TELERER USB 12§
#AIN USB SRESMMBLIERZ LT USB ig&:

o @(EF CDC 4zl (3£ 02 71 0a). AN USB SREEFAIFERXEIRE, ANEPH—MKEWERESEMR
HH S EE,

o AMEFEEORE (£ 03), GEEMEANELIEE, ARNAKFEDRE (HID) 81F: 88, BiR. 18Hig
&, ER. FREE. FiTHles. REMIEHIThEE.

F£ 01 X “51940O” £, eEHREMBRTER.

BRIARY USB KBS A F(ER USB 88/ (3£ 03, 7201, #hiX 1) = USB BAF (203, F& 01, Y 2). X
ERAEMESRE USB 28, REBOREN BT haEB#THNNGE, HEERIENREZE, BEFES
HhfiE AR (e A X IR o

o USB £&£42% (3£ 09), USB &E4BAPRMINEEERIAtit BN, THRITEHNXLEIRE,

o ZEEF (K 0b). BREFIRFROEHEMATERERENEMATERIZRE, UREERAREEREN
SF B USB <h#,

FILUERERERIZIEERINEIL R E Rk Fes, MAFE USB #%
o TEIEHIZE (K e0), Hp—EiR&matieftXBrIMLRILE, HEERXBNING, NEFREHET.
#AIA USB SREEF AIFERX LIRS, BE, BERNAKRENEESHER USB TR ATARNIR.

o HitsKig&E (K5l ef, 72 04) - HP— LS bRt X EMLKIHE, RN USB IR AT ERXLR
#. B, BERHKRETEEAEA USB IFHRAHIARR,

B AIHITIZIZERD USB ig& IR

A LUEE 45EE R F Windows B Citrix Workspace R RREF SR X4 R EFHALEEEEIEmM USB &9
E, XAFEERASREEEIHERT Windows 89 Citrix Workspace #1788, ZXHMTIUTEREN FFkH:

\C:\Program Files\Citrix\ICA Client\Configuration\en
HE, BoRESMEPISE LMK, MMARINU T ERRI:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=
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BEE

AMRFEFLHESBERG, JRFEENRERERA. Citrix TEHRIERIMRFEREHFLESEEY
BV AERS IS LARRR, (EFREMRGRIESRT BN, EREIMERZAT, BEBHITED.

PR B AU E A

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name=“DeviceRules”
Value=

BNIREF MmARAFLI,
BX USB & RIKEBENIEMEE, B Citrix Virtual Apps and Desktops xiep) USB 1§ & HKIEE,

B2E USB 47
AR
o HARAARRLZEEHT Windows B Citrix Workspace M RIEFFRY, #Z@EZsit GPO Frif N &R
RS, BxmAAM GPO RRIMERNHNIFAEE, HEH ARBNREREER, NRH#ITAE, SFH
EHXANIEFRERENEIEE,
o ItkThRE(NTE Citrix Virtual Apps BRSS28 EAT A,
EiRE USB S5, BHITUTRME:

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE3 T R EIRIRIR

2. FIHENEETAT, BEEEER > 2HE1EER (ADM) > Citrix £ > Citrix Workspace > FF {518,
AEEFRTETER USB EEALNHF M,

3. wEIRE,

4. BENAMHAE.

5. UBERENXITH cmd =R,

6. BT T&mS
gpupdate /force,

vPrefer =zf

Rk, TTLLESTE Citrix Studio $i&E KEYWORDS:prefer="application” B 3#ksE VDA LREMMN
RS (FEASCREAPFRA “AfiRf)”) Sk TER AN AR B,

BhA 4N, ERE=mRH (Citrix Workspace M AZFEIEE B RIEN VDA iET) , SR LUEH
Citrix Workspace 2 @& 5cR5 VDA LRENMARFNAMES NRIEASMEAEREFRY), AEER
izN ABEFRFEE LA

vPrefer 7£ StoreFront 3.14 #0 Citrix Virtual Desktops 7.17 REShkRAH AT B,

BN BEFER, Citrix Workspace R FEf2FH§IREX StoreFront BRS 88 LR E M IREGEFH 1EM2ERT1RIE vprefer
RSN AIRE, Citrix Workspace iR EF7E VDA £ Windows SEMERTERNBEFNTEREZ, NREE, N
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BEhZNRREFNAHIEG, T, FENZEAEFTESLG,
NMREBBoINEARFRARRET VDA £, WEEMNEENAER. §XAMBa7E StoreFront LRI A TLHYIEA
=58, &2 Citrix Virtual Apps and Desktops 4R RIEHIE & R B S i BN FIFE F 2SS 5o

MEARFEHE VDA L Esh N AR FE M A& L Fl, & & Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i&&# True, BXxi¥4=2, &8 Citrix Virtual Apps and Desktops xX#4,

EThRE BB F BRI BRI IR, MTIRIEEMASHAF K, PIUERAERENR (GPO) BERER HittiT
EE%O Eﬁl*rﬁ/R—F, VPreferTyrﬂﬁi‘fiﬁ qlka:F%'lklu\O

} =r

AR

BERFRERE Citrix Workspace RZFERFRY, #mzsit GPO FRIIEMIRIRX 4. Bxmzt GPO H
AIRIRSHRIFRER, BSH ARBNRERER, MRHTHE, SHERXGNIEFRRENELE,

@3z 1T gpedit.msc 77 Citrix Workspace R AB#EF GPO BE1ER,
EHENEET ST, BESEER > Citrix 4% > Citrix Workspace > BBIIRSS.
%3 vPrefer %8,

REERA, ARMATNBER THREHR, BIFEUTERZ—:

o RFFIERARERF: IETREER) VDA LB ARZFIAESl, Citrix Workspace R A&
RERENNARF (81F2F4. HEE. 5FIR. HSRREO%EAN Windows NAERER), HEE
VDA LW FER, MIEBEItERARER.

s AFBRENNARER: ETRE5) VDA LBERENNHARFNAMSEM, MRNAEFRTEE
VDA L, NEEohtBENAERF. BIAMERT, % vPrefer FRIGENEEAN, AFERENNAR
FELTFIEFRS, LETUFIZEAR. iTEB/ELRN Windows &IEFRFAR AEFHPRTEN

o AVFRMBNARER: ETEBHEHZEMEP L HBHINAERFEE,

5. BHNAMAE.
6. ENMBMSIEUEEREN.

> w N =

PR
o JEAT Web #9 Workspace Rk IhEE,

Workspace fi2&

iEAF Windows 9 Citrix Workspace A2z AT aEfEA Citrix Cloud FiR B —IMk 2 MARSHIIT R E R
& Workspace,

Citrix Workspace [ B2 3445 aE N 2R A P IR S IENBRE TIEX &R, &7 Citrix Workspace R Bi2FHHY
FrE#F I EXZERYA Citrix Cloud Workspace FiRARS IR I AT 1,

ITEXBFHRFIERBRARN—ES, BIRMRAR, |TtBRetiRM M ERIZ&EIHENAREFIIIEE.
IREHERTFKAREENITHEERZEFAFEFH—IR6. KRAEFRENL, HANRSITRENS, At
HAMREE LESEMET, fii, tLREAIAEREREINIE T “StoreFront” skXE “Workspace”,
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aa

Citrix Workspace 0o Q fxv
APPS
Apps
All (16)
Ce 3
A S L J) = 0%
Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

) 3 ? ® O N\ >

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &5

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFHER. &= LUFIA Citrix
Content Collaboration 21, REMAHIAY, BT B FHHFREAT I, Rt ERE = EHE IR
WnialhE=iEl, Citrix Content Collaboration 12t 7 ZMI(EAR, GIEETF Web WRE. BsiEF ik, KEMNA
EF U5 Microsoft Outlook #1 Gmail H9gE R,

BJLAfE A Citrix Workspace 2 A 12 E mE X m+ M Citrix Workspace 2 #2F 517 Citrix Content
Collaboration 1&g, [ 2 M Citrix Cloud =%l & i Workspace E2& /2B T Content Collaboration Service
B, ZREBEIINHERR,

AR
Windows Server 2012 #1 Windows Server 2016 3235 Citrix Workspace [z F#2F# Citrix Content
Collaboration ££5%, XREMRERAPIZE T — M RLIET,

TEERTH Citrix Workspace R AR IR RHRFINS
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Home

Apps

Desktops

(] Files

Favorites
Personal Folders
Shared Folders
Network Shares

SharePoint

Feedback and Approval
People

Inbox

PR .

« E& Citrix Workspace A2 R =7 Citrix Content Collaboration,

« 1£ Citrix Workspace M Ai2F IR AmEAR =5 Citrix Content Collaboration,
fEREA R A Citrix Files FiE THNME:

1. BEFMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
2. #%&%5 DownloadPreference 6l “FAFRE" MR

3. ¥ Citrix Files WENE T HERF S HIFHWER “E” 5,

4. MEFBERTHREMEIRR, B “E” THgBER

BxEAELEED Ul BE2E Citrix Files THABMES, E2HERT Windows B Citrix Workspace M 2R
XN ERSREIATAE FEE,
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SaaS AR

3t SaaS MARRFHNRLSHERETRREF XA B AN SaaS NAEFNA—RAF A%, SaaS AERFS Single
Sign-On —i2igfit, ERRMET LU IEEE Web 55250 Web i 5251893518, RIPALHIMEINRLBR
&% AR 2R A M SR TR,

AT Windows # Citrix Workspace R B2 Fh@d i s IR S EH SaasS MBEF. @idiziks, S8
AILURMEEBEAINZ AR, £/ Single Sign-On URABIKRE,

pali

M=3Xft SaaS MAREFEBUTME:

o BEERSR - BTIRE. BHRMER,
+ Single Sign-on - 5/ Single Sign-On BMER,
o ERTAENARFINLEER - EANARFNETERNESE,

WEFM

+ SaaS MARFHAZEF SAML 2.0 4IIE, 78R Single Sign-On Thik,
o HEHIERIRS /S A Enable enhanced security (BREREZE) %, FaEEEM SaasS MARER
BS6EA Citrix Workspace %528, SNRFBALIET, WERBD) SaaS ARFEERAEFiE LIEBEHNERIAN
FE:
Citrix Workspace A2 L2 T NAHIIREM ZIFE LGN AR, SEMN4IRHE—HH AP 5%,
Citrix Workspace A F B &#k A= Citrix Secure Browser LU F/E5h SaaS M AEF. BEME Citrix
Secure Browser # Chromium S8R AVEZR AhRAS 70, XESHEHIAL LM SaaS M ARFBERFHNAEF &

¥,

o FiERTF Web 89 Workspace, REZF i FIZBENZVAR K BMmAE Citrix Secure Browser #1153
&) SaaS MAER.
o ICARIENREFSRE SaaS MARER ZEINAFP AR EERFF AR,

Citrix Secure Browser t#FT B2, BIMbiR. $TEN. TERKENFERE, XERERIGITHIRS HVRBREETE
X AT Citrix Workspace Rz FEFH.

{3 Citrix Secure Browser B3 8] LA THYIR(E:

TAE - ENARFLEAT ITARETN, AIUERMNNAREFFEE “HR". “Aif” M ‘R &0, 1tsh, T
AR B EEERIB NSRS,

BINEiR - FERC AR LR A T BINGIRIAIRAY, BILEREMN AR EATAEZHPERE “IE7. “SE57 M w7
W, BT ZETR, ‘57, “Ef)7 0 “REL” BT R 2.

FTED - NRBA T HENED, NE]AERHNNAEFFIETHNG S, BAE, HENENEFERERIINNABER
#,

SN - MRBAT SAVED, T—PEGRN L —PEFRREETERHNNARFPNIAEEZS,
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TH - MREAT THED, ERUMBHNNBRER THX 4. AREGTRINNABREFHEEREFN. NKEFRE
g, RAERHTH.

AE:
THXH, F2ERHELZMUIERTHRS. BTH=M.

JKED - BATKENEDRY, BE%FHTENNARSN IP #uthKENE R RESMNNAREF, KEDZFHEHRR,
TEREURTEREMER.

£ GPO ELE#E7F:
YETAP AR REERUIFRIRE SaaS WAREFN, ZEFERAET—MAFR, MIEARZEHRERNEES.

EfgRtinRE, Citrix Workspace AEFSINT MIAKIEIIR (GPO) BIBHRME, ILHRIEERAYEAMIZE LF
il S 2R LR TFo

1. @idiETT gpedit.msc #77F Citrix Workspace 7 A2 4E SRS R EEIER
2. HEIHENEET AT, BEEEEER > Citrix Workspace > Citrix Secure Browser.,
3. REEFEE,
AR RINERT, WEREIEEANEEA.
4. BERHEA, BEEEER, AREEHANME,
5. EfEsh Citrix Workspace Rz BERF MU ERMH A E R E .
PRI

1. MRBEEATHEERHZERT THNERXTNARR, ARERINNAREFFHRITITNGS, BETHD
REZEIMR®I, @ANRIRERERSRTF PDF. #RRT5E: BFREATHINGE, BRBITEHET,
2. MAREFPERNBISAR] SEREFA.

B% Workspace ERBEM#E S, 152 Citrix Cloud 89 Workspace fiE,
BXRIEERIFIRIEHIRSERE SaaS NARFIER, BSRIAIRIEHIXXY,

PDF 4TED
EEMH:

« Citrix Workspace R F#2 1808 st & mhR s,
« Citrix Virtual Apps and Desktops 7 1808 &=k,
o MAERNITEN LEVRE— PDF 5%,

25 PDF TEN, BT TIRIE:

1. £ Delivery Controller k£, A Citrix Studio, EAMERPEZFRET R, PJUACIEMER, WeURE
AR,
2. ¥ Bz=tlZ PDF BATENNEKIEER “ERA".

E#Esh Citrix Workspace R ZFS1E USRI E R EX,
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PR .
« Microsoft Edge %88 Rz PDF ZEMITENTHAE,

&R Windows Continuum 89 Windows 10 851 B4R B it =,

Windows Continuum 2 Windows 10 —IIhgE, RILUEREFIHIEENERTE. EATF Windows # Citrix
Workspace A2 4.10 REShAL#F Windows Continuum, SEmSERE.

ST BATIEIHEERIRE, MRRIEZESHEIF, Windows 10 VDA B TFIREMEN B, EZET BE8m/ME
178, EUEEERERN. EFEAFAIKIESE L% Surface Pro -4 —i8EMNREE LIFHSEEREE, BETFIRE
RS ESEmERZEit,. BXFMEE, 5219 Citrix Virtual Apps and Desktops 4 R#YIE Tt Fi& & HY
AR BB AR o

LEEE EMEETIIEN, Windows 10 VDA B1/E A T TN E F inig & LR EFERASN RN, HE
TRIESEFERN D BREHRR, WHTRM, LLINEETE VDA LA TERARS. BEXRAILIIEE, "R
Citrix Studio fEEF IR BB AT IR REE,

FIRERRRM T EETMENREF RE:

o THARREH,

o FaRSEMIERNFRE N REFE U FEITH.
o ESEEE “RE” K,

o MESST=RMIER T EiT.

SEENRBEANBFRRE, ETLUGE PCHERRENBF—HFE1TRE,
AR

iEATF Web #9 Workspace 73z Windows Continuum Ihgg,

B3 BT

HEX RAR SR M T BT LAEX 5 M AREX 75 SRR RAT I B AL, FEEX RAFmAMIELEX RIFm AR A
EFEERALIE.

AE
IEIHEERIEE AN EESIETER,
MBFEREMEREERD default.ica XHECEZINAE, MEMESIERILE, ZEBMTEA
TR EREMRESAP ST ENEM HiIEHNZTEN T B, WTFR:

fEREMRRIESR I BN BT

REEZINGE, BRUTEMRIKENER, AREMBIRE, UEEREXM:
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EFZIGEESIREM LT, BHITUUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFZIeESRAFEM LT, BT TIRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

- % ¥ : RelativeMouse
- % #: REG_SZ
- f&: True

AR

o EEMRFESFIRENERLERST ICAXHIRE,
+ 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig BrIEX MR, EFREHNEREE
SFHHIAR,

£ default.ica SXHE BB BR

1. #T7F default.ica x4, ZXHEBEAMTF C:\inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, Hr sitename HEQIRBE RIS HEIEEN AR, 3F StoreFront &/, default.ica
XHBENMTF C: \inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, He
storename HEIZENFABEEN A HEEENE M.

2. £ WFClient #893 /R IN—1 &7 RelativeMouse BIFTEMED, HEIRENS JSON MRIERNEE,

3. IRBEEEIREE:

o true — BAEX BRI

+ false — 2B EIR
4. EFEHNSFEUFEERER.
AR

EEMREESEPIRENENRLTRST ICAXHIRE,

M Desktop Viewer /= FE+E33 B R
1. &% Citrix Workspace R B2,
2. BHERGHNRERIE,
3. M Desktop Viewer TR, FEFEHIE,

A% &R “Citrix Workspace - B3ER” 0.
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4. EEFEE,

5. HEMBIMSET, BRAEMAEXET.
6. BEHNAMAE.

AR

M Desktop Viewer EEE X RATMUE ZThEER A F 8<%,

PE R ES

/A Citrix Workspace 2 2R (W& HDX Engine 14.4) B, REBHEZFFInal A, BIalfER GPU #1T H.264 fi2
13, AT GPU 283 API EX DirectX #5fnNE,

ZfE/ Citrix Workspace [ 25 A RN R ERERE AEERE, EHRITUTERIE:

®@idiz1T gpedit.msc 77 Citrix Workspace N BIEFAHEIEITR EEIEIR,
EHBENEET AT, BESEEIR > Citrix Workspace > 54,

R ERE IR,

EEEEA, ARRENANHE,

Fal
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A Hardware Acceleration for graphics

E‘ Hardware Acceleration for graphics

Previous Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: .
All Citrix Workspace supported platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

EWIERRENAIZREUREEEEXES ICA SIEFERBAINE, BERU T EMRI:

JEMRZREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer B9{EN A 2, MREN 1, NFRTR
EEFERET CPU BfER,

fEFRREMHARRITHAERT, TRERLATRRE]:

s MIREFFIKECETHD GPU, HEHP—IMERBAEE D GPU LR FERE, WiE6EA CPU f#3,
+ #E$#£3 Windows Server 2008 R2 Lizf789 Citrix Virtual Apps BR$3 2585, Citrix BINEFREERF W

A

Windows i&#& L ERBHREE. NRBAIINEE, NaHMAERE B RXAE SRR THR LUK R RN b

o
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L XA
Citrix Workspace AR HZEFHEFRNBN. NIRENZRXATHAT:

o SSEPEDD, IR RIEBIENME RN
- RENRHBLAER, FIREERF.
o LSRRI EIARHo

Citrix Workspace L AEEFAF T AR R T BB I FREEP OREMEZEIHIGEMNZRN. Citrix Virtual
Apps and Desktops AP EATLUEER Citrix Virtual Apps and Desktops Viewer BiEIEZHE S HE XML
BB

EA TN SR
SEZAUE/N\NERBSERT Windows # Citrix Workspace M BIZF& & A,
ZETREETHETETREBEBFIEEMGTNIWER, T21EHE, BTRRTUEBRRNS RS M,
KNETLIRBUTHEMARBE SN BRE3#HT:

o 2RERHN, 2FEPETRSINERE, NARFUREARN—FEREXLEZTREF,

Citrix Virtual Apps and Desktops: EEEA—ERHTINERESER Desktop Viewer &0, &k
LR RBINERIDEREOMNAD, RARRERAN.

« AR, [EPERENETRER, NAREFFRETIZNERSEF,

Citrix Virtual Apps and Desktops: 4E—2E (WUEIFA “SEA”) FHIEKEMERN, BOREXR
8, ZREsBHRNERSEER, MRERSELHTY, N—88& LAIUEREMEMEE. MR Citrix Virtual
Apps and Desktops £iEERIEE ENEE TR, ZETSERARIEFTINERTE. &N, KIEPESHRIHNETR
BEMAEETE.

EEAZEREXS, BHERBREU TR

s APKERENZIHZI BT,
o BPIEEIRERADFREBIANEIS N ETRSB. & Windows &L, BEWTENEREELE, BEERF
W& LEERTIGEWEEFHIZEED £, WA EREBHEIMETRHR,
o MBBREBZE:
- Citrix Virtual Desktops: f£/ Citrix itBEHKISIEE “ B RAERE]” REEERRTZRE
- Citrix Virtual Apps: RIEEZER Citrix Virtual Apps ARSS8shiias:
* fEA Citrix itEHKIKILE “ERAERS” REEEFREZRS,
* 7£ Citrix Virtual Apps BRZ52889 Citrix BEIEHIAPIERY, EESERPREREHRRSERE
M >“BRAERM>RSBHINME">“HDX Broadcast”>“2R" (5 “BHRSBEML” >“BXK
FRrERM">“REBVIAME">ICA’>“BR"), FEERTEISENERHNRARE,.

FHRRITERBANE (U KB RE1), UREEBHNERATF. IRRENEFBA, ESEEXNNNERHLHE
FF2BREITE—E 0 B Ra8 M.
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EX S es L fEA Citrix Virtual Desktops:
1. #%#% Desktop Viewer H & Tk,
2. EEEO.
3. EANERBziEESS Citrix Virtual Desktops BR. BERESNETRSTARYET—HREE.
4. 7 Citrix Virtual Desktop TE#rH, #E2R,
EREREET BRI IE08s.

Bx Citrix Virtual Apps and Desktops i+ BEIFEFAEERNES, BHSEIRFALXE CTX115637,

FTENHL
BERAPIRE LRTENIRE

1. ERFRE L, MNAREFPRHITEIREREEFERE M.
2. ABRFWHIGERTRL, BE “BRML, HX ‘BGRES" N ‘BENFEEER ET#HITEN.

FREREE
Citrix Workspace R B#2F 2T EEEXAMAFERNURIGEL FKERARTIRBBEXNEHETRERE,
LA YFIE M Windows 4R B iz 37 18] EE AR FRAE B AL SR HL

FEREBERTHRELGE E, Citrix Workspace NARFTEERLNIZENER, HEREREFRITEFHFE
HEREHI,

EAFHURBEBENZLEETRE#E, & 7T HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver &t # REG_DWORD {& DisableKey-
boardPopup, HEZEIEEHN 1.

AR

£ 64 i it & #1 £, 3B £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #r&l#iZ{E,

AU X EM RIS E N 3 MARRIEN, NTAR:

+ Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
+ Always popup (22#H) (RE#EE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MA3#H) (REHR): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

mEREA

ATLIEZE Citrix Workspace N BIEFERE N B HINEENAS R, BRRESREANERZE, ATLEE Citrix #
gEmsd, Windows SUBRMITHUKSIENEERE,
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1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R ERIRR,
2. EHENEETST, BEEEEEIR > Citrix A% > Citrix Workspace > B {K3,
3. EEREERESTER,
4. EEERAURFIENET,
5. EfiEsh Citrix Workspace N RRRFEIE RIS E K.
Citrix Workspace R Bi2F 2 32 i@ ER:

Citrix Workspace Rz A2 #¥ 32 (iR B ER, HERAERPONEE. “FFa” KBLURESE A AR
Rz EnNEREERE, MURETENRERF.
/J\Il:\
AMRBEFALARSBTENG, ARFEENRRERFRAS. Citrix TEARIEEMEFEREAT LSRN
DR BELUMRR, EREMREESTEENKG, EREEMRZE, BSUHITED.

BB EENEERE, T LUIER RN TWIDesiredlconColor M=/ HEMETUARMEI HKEY_LOCAL_MACHINE\SOFTWARE\Wo
Client\Engine\Lockdown Profiles\All Regions\Preferences &1, H#EHIGBERFAIZNE. EIRTENRERE
74, 8. 16, 24 32 (/B %, MEMBEZRERIE, AP TUNERERRENEAGRE,

Desktop Viewer

FRANEILEFRNEWFER, EXAFHNEMKSENSRANEREERAFNOFREMELFEROEUMRE, EE
IEMSENNAP AR URAFS5EEEENEERATENMILEEAT Windows 89 Citrix Workspace [
BiERF.

YAPEESHEMEETER, 5#H8 Desktop Viewer, BRHEMNEEAIUZRERGHEMSE, tHATU2H
ERTRAEE. EltiAEAsEF, Desktop Viewer TEENGEATFAFEE AT AEHESEHTE A EEmA TR
MERZEE. BRI UERR—AFIRE EMZA Citrix Virtual Apps and Desktops i&EiZHRi& B & EMMER S
N R,

=

AR

£/ Citrix Workspace BRI B EINEE LNRBEIHE, TAEH Windows“iEhHlEiR” EXRRES

P,

Desktop Viewer FryEEHN

£ Desktop Viewer 223&%, Windows ##58 +L i5@Z<itit B,

Ctrl+Alt+Delete tsmzitit B,

BUEMTERR. FARAMIEE (Microsoft #HBNTNAE) RIRBIALIERASHITEN.,

£ Desktop Viewer Fy—IT4#BNINEE, #& Ctrl+Alt+Break &£ E O+ 2 Desktop Viewer TE#Z %4,

Ctrl+Esc £ Emi2mE S HE,
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} =r

AR

Viewer . REENEOFR, Alt+Tab BERIEIMINE O ZERERED.

HEFYIZA Citrix ZItHRAS. flm, Ctri+F1 5B EN Ctrl+Alt+Delete, Shift+F2 BE£REXMEOE
HZERMNAREF. TaExT Desktop Viewer P2 Re9EHi=E (B0, 3t Citrix Virtual Apps and Desktops &
iE) ERARRFEY, BaUNERGNNAERF BN, 3t Citrix Virtual Apps iE) ERZEFT.

REPASKE
EREREFR, BRPTEERIFE—ENKE. SRATIRESHEFSNEREIENEE, Bit, Citrix 2

- BEERANZFRELNEFiREENERAX TR —SKENLER
s APANZANRARR—KEH, HEEERENBMFRFEMERINERIENER.
¢ APAMZANRAHR—KENGR, HREHEMZER

FAER, APFMERIBEEMKSENITENSHELESZKE#TER,

NEAF MNENEmEERER Citrix Virtual Apps X G EBNBRER, HEENHARKER M Citrix Virtual
Apps BIE5, Citrix BiUESMI—EINERE XigEME, UEETKENNARFRIEFHRELEMFTEE K
M. ERAERIED, SHIENIESETAMEBZIRENEE, Fitk Citrix Virtual Apps B RS E KR IS MET ERRS, LIE
AR eI

RSHETasERY

BRI LERENRENRSETRETHNEIKE, EEXBRE, B7E HKEY\\_LOCAL\\_MACHINE\\
SOFTWARE\\Citrix\\ICA CLIENT\\Engine\\ #HeIE—1%&% SI INACTIVE MS # REG_DWORD
B, MRFERSIETRRRER, AURKZEREN 4

EP{xLeeEitR (CEIP)

WSS RO EHRE PR BIBEFRMTA
FREMEREUE Citrix P A 2E TR (CEIP) M Le#siEaI#ERh Citrix #25 Citrix
EAF Windows #9 Citrix Workspace A#EFHRE. o

Workspace R EEFWEREM  SMHMMRE,
ERHIE, HEMBHMIELREE
Citrix #1 Google Analytics.
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Citrix BRIEES Citrix BTN EREZF L EBEEBEIE, FH3=E Citrix Trust Center E3## Citrix Services
Security Exhibit sFrsERI A T H B TRIF,

Citrix &£ Google Analytics M Citrix Workspace [z 2 R e33R CEIP —&843, &% Google
WNaabBA Google Analytics IERIEIE.

AL IR AR XA CEIP #iE &% Citrix #1 Google Analytics BIh8E (FTEEZ&RF * #8RH9A Google
Analytics IERIFMUBTTRIRIN) @

1. AEEHEMXESH Citrix Workspace [z FBiEF EliT.
2. REBRRE IR,
LB B R E Rk BT IR,

3. IEFIERE.

4. EER, HEUER CEIP ZFRF S5,

5. BHR%.
FE, EAUSMEIUTEMRIHZENSEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
#:. Enable_CEIP
f&: False

AR

— B EEHRIBRESNEEFEET, BH5ioiE Enable_CEIP EMRILEN False, NMEEHBEALIX
Google Analytics WM REF ™ CEIP #iEtE (BMRERZARAH Workspace R REFARA) , 1ESME
U MR E RIS EE:

#1#2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
#:. DisableHeartbeat
f&: True

Citrix We&m4E CEIP $uB TR aiE:

BRIERGThR A Workspace RZFEfEFRR ~ BEERIMBIRE REDHE
EN

Flash iz Desktop Lock E2& BB RAfITIhEE BB RITE S

KIEBNHEE B EE Desktop Viewer &t & $TED

EREHIR B EIBTIE] Workspace Z#EF#E  VDAER
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SSON K& REEFRS LAY ERRDIY

Internet Explorer kixzs

Google Analytics User94sE CEIP iR BIE:

BRIERGIRE * Workspace i B#EFh  SHRIFEE Workspace W Bi2FiE
T=* Hi
RIEBENAE BEEEIR yESEIINE VDA E8
RERFRE RERFRS BEPIRRERR R FABERE
B EHEIED EEROERER R AR RIFELE Bt EHY R A
S1nYIE

December 14,2020

AT BRAREMZSHFENZ 2N, BAHKR Citrix Workspace M BEFSEFREZGNERZBNEZERS, Citrix
Workspace [ #ER, GEFEBESHRIE. SeeEUK Kerberos Bi@SHRIE, AIMRESHAERENIHIR
ik,

BB S IIE
BEERBEAFEREHITEMIIE, HERA Citrix Virtual Apps and Desktops, MAZEEEHEHITE B RIE.

L&& R Citrix Workspace AREFH, SHNEESHEAENNAREFMESEUR “Fia” ReigE—REET
StoreFront, FEEBSERE, EaER Citrix Workspace R A#2FH B5h Citrix Virtual Apps and Desktops
21E, MABEEMRANENERE.

BhRZ< 1905 2, FiE Web BB REFHERARIEIIR (GPO) BRERAEL R ER, BEXEAARENRERE
BIREEE 2 S B RIFMES, ESRET Citrix Gateway F2& Single Sign-One

TR LA U TERRTE#H 1T ML EHA LT ENEE Single Sign-On:

o RITIEO
- BZAPRE
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LI REIZHEE Single Sign-On
EEAHREIETRESSER, BRTUTSE:

StoreFront EHERE.

7£ Delivery Controller EEE XML EEARS.

&2k Internet Explorer i& &,

L% A%A Single Sign-On 8 Citrix Workspace 12,

> w N =

7z StoreFront FEiBER S &R

R4 Citrix Virtual Apps and Desktops 28, mILERABEEHI &7 StoreFront LEEE RSB RSB IIE.

BEFRTEFARNANRESENVEE:

R REFAES

StoreFront -EEZERI SSON Bz Citrix Studio, AREENE
BE > BB MINIESZ% > BEE
HiE,

FEEMAT Web #9 Workspace BRI AERE > ERT Web &Y
B Workspace it > EESHIIIE
Fi% > BREEE,

i@id Citrix Gateway E2E Single Sign-On

/R GPO EE#ER3T Citrix Gateway BRERE R,

ERIEAT Citrix Gateway 9 Single Sign-On 558,
EEE B

BEHNBNHE,

E#ash Citrix Workspace [z 2R UEFR IV E L E K

oA WD

7£ Delivery Controller LEE XML EFMRS

HtE5 R

;&8 7 Citrix Workspace R f3
BFEEERERN, E2E0E
SHWIERE MR BB AP
BFES (NRATA).

;&5 Citrix Workspace R f3
BEFEERREREN, ExEHE
SHRIESE M EBYIR R
BFES (R

@TiaT gpedit.msc fTFF Citrix Workspace M AiEF GPO BEEER,
AHENEET ST, EEEEER > Citrix A% > Citrix Workspace > BF 51583,

7£ Citrix Virtual Apps and Desktops £, WUEEES147E Delivery Controller 217 T PowerShell &%

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True
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&4 Internet Explorer i &

1. f#H Internet Explorer % StoreFront fRE#FIMEIAIEiERTIR, Ak, EEE:
a) MEHIERES Internet 315,
b) #F%s > 7 Internet, AEHE IS,
kB B R4S Intranet &0,
C) ERER.
d) FIERELA HTTP 3¢ HTTPS XA StoreFront FQDN &9 URL,
e) BHENANMBEE,
2. 1% Internet Explorer HEXAF SHWIEEE, Alt, BHRE:
a) MIEHEREE Internet %5,
b) BHRLEMF > ZEEMILES,
C) BEATENXET, ISR TRSILE - FEENEAKIZED.
d) ERFSMIEERS, EEERUFHRSNBBEHER.
33, User Authentication
:’;_!‘ Logon

(O Anonymous logon
() Automatic logon only in Intranet zone

O Automatic logon with current user name and password
(") Prompt for user name and password

e) BEHEMNANHE,

FERAGSITERAREERER
/A /includeSSON Fx%# Citrix Workspace M A#2FHEH S50 Citrix Workspace [ Ri2F MUEFIHAYE
B

AR

MR LEFEATF Windows i Citrix Workspace [ B2 F Bk =2 Single Sign-On A, MR FFER
/includeSSON FxHAR RIS A Citrix Workspace M HER

FEREFAF AEAE Single Sign-On

1. #3 Citrix Workspace MARFEREXH (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBHRERERF,

3. HRARSERTEATP, KEBARAERIED,

4. 2 ET—F, ARRBIRTITHATE.

TIELEREAF EIREEIER Citrix Workspace B2FERINBENAEE (REE—MHNABEME) .
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55 2R T Web 89 Workspace F#&E Single Sign-On

Bl LAE A RIS R ERIERIEER T Web # Workspace LE2E Single Sign-On,

> w N =

o

@dia1T gpedit.msc TFEATF Web #9 Workspace GPO E121E1R,

EHENRETA T, BEEEEER > Citrix £ > Citrix Workspace > B B5581F,
EEAMAR 2B REFEEICENERH.

BEERAEBESMRIL. EMAFERT Web 89 Workspace ERENEREIBEETIZERER LHTENHR
Uk,

BEHEAFNE ICA EERITEESHRIE. WATUSESERSHIIERS, HFAWEMAEE LEBRERE,

6. RENAMNME,
7. EFEERT Web 89 Workspace LSRR E K.

B Eoh IS EERRMIEEEE/RMA Single Sign-on, H1ZE ssonsvr.exe #ERBIELIET.

£/ Active Directory f2E Single Sign-On

BRI TS BLUEER Active Directory 455884 Citrix Workspace M BIEFERE BE S M. EXMERT, 7
IUSEH Single Sign-On B430IE, MEZEAELRHEETAR, Fla Microsoft System Center Configuration
Manager,

1.

T# Citrix Workspace MBEFRENH (CitrixWorkspaceApp.exe) HEERESENMBHE L, £H
+=%7 Citrix Workspace M R2F8 BiRiTBHSTEERIHRNZ R E X M.

MiEATF Windows 89 Citrix Workspace [ A2 FHUEREY CheckAndDeployWorkspacePerMachineStart
.bat &R,

. REBARLIRM CitrixWorkspaceApp.exe BUEFMARES,

7£ Active Directory AR ERITHI &4, N\ CheckAndDeployWorkspacePerMachineStartupScript
.bat EREEIA, BXIBESHHANIFMAESE, 1HS81H Active Directory Z43

EHENEET AR, BEEERIR > RIN/MBRERLGRI icaclient. adm X,

&0 icaclient.adm BEiRE, HEHEVESE > SEIEIR > Citrix 484 > Citrix Workspace > BF &
L man

EEAMAR 2R REHRERENEER.

. EREAERSMNIIE, ARRENA,
. EMBITENUEEEX.

7 StoreFront FEiBEHSER

StoreFront it &

7 StoreFront fRZ528 L#T7F Citrix Studio, AEEZEFHIIE -> RIN/MERFBIIES . EFHEE,
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Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password

|| Domain pass-through £\
[ | Smartcard £
(] HTTP Basic

[ | Pass-through from NetScaler Gateway

EENESS
BIAEARBEREREITMN, LUHR Single Sign-On EHRRE. ZWidEE S ERNFRANERIET, HETRE
#R

1. AEEHAENXiEHH Citrix Workspace M BEFER, AESEEEREIET,
LB % B Rk BT EAE,

2. BERENESR.
AT 2% Citrix BLBi0ERE .
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(@ Citrix Workspace

Advanced Preferences s

Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar

Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace

Delete saved passwords Support information

Netscaler Gateway [Default] w oK

About

Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices

3. MiEEEEH%EE SSONChecker,

4. BEBET. RER—M#HESR, ERNUEHARKES.
RENEREOESLUTI:

1. RE: EREERERNERER.

« FEERINCRAZBELEREELER.
o BEER D IETREXNERNER.
o BN X ETRRNERERRERER.

2. REERF: ETEE EETURNRRNER, E4RGF, K Single Sign-On.
3. BEff: ERUARER. fla, RE.
4. Wist: FERBEITRENIHEE .
5 HAER: TitEBEIrEEREY, MREEXVLHNEMER.
BRREEXEMERMBENERNIFAER.
BERITUTIR:
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1. BB Single Sign-On &,

2. BEREREWER%,

3. MERMBEFEM: REE “Citrix Single Sign-On” 1§ B AMEIRBIZFFIRFHE—NE, HITRLERERE
FAMBNRERA RER—MREBEEIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2EHEIETTo

5. HHEE: MIMERT, WEBEEERF KL,

6. Internet WL 2XIFIGE: HRIE Store/XenApp Service URL FHINE “Internet :&H” MR £ XKIFFIE
H,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. i&EATF Web Interface/StoreFront BB 9 I8IE 5%,

3

AR

o NRBiFZERTF Web 89 Workspace, MMIRERRIER,

« 908 Citrix Workspace R AR FEBERE Z N NARE, WSEMBERBNNARE LETSHRIES
EMR o

o AILLRMIAERFEFHIRE. AINREER .t

e “BREER” BN “RRERER BN

@Tia{T gpedit.msc $TFF Citrix Workspace M AEF GPO BEER,

%2 Citrix 441F > Citrix Workspace > B8535 > DisableConfigChecker.,
BEERARRRESREENE PHNEEERERED,

BENAMBE.

izfT gpupdate /force &%,

ok L~

PR

feEteE s~ a4E Citrix Virtual Apps and Desktops R385 £ “I5E%1%E XML Service BiER” BEBEMIE ~o

(=

Citrix Workspace M AEF AT EEREMMLER ((FARBRERTARFN—H2RE) RITERNE. SR
XA EEBHIAERR (ping.citrix.com) 2E ATk, HiZUTNIXFI EEHMERMEERIE BMEHATA) MEA AT
RREzZ—. BiziTllid, EAREHEMXEPH Citrix Workspace M ARFHIEFESRAEET > LENESR. M
RYIFRF%EE Beacon checke (fE1rteE:R) HEEHIET.

MHERATREA U T E—1ER:

« @iAial - Citrix Workspace R T2 8E8 B I BX 2R 54T
o AaMifE - Citrix Workspace M BiEF T A R 51T
o Ex A1 - Citrix Workspace [z FBI2FFEENS B BR M HhBX R (ST
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} =r

AR

o TEERAT Web #9 Workspace &, XLEENRAER TSR,
o MAERATURENIRS. IREKIAMETH . txto

#1d Kerberos LBV E& S5 RIE

®EFGERFEERT Windows # Citrix Workspace M B 2 5 StoreFront. Citrix Virtual Apps and
Desktops Z el HiE.

Citrix Workspace M A2 F 2 A E RS R E XA Kerberos #1718 B & & 143101, Kerberos &k
Windows SHIE (IWA) FEEHN—FS BRI .

BARE, ITE Citrix Workspace [ 2 F8IZBEIAI#1T Kerberos S48, Eitt, AILEAIEERFI&E ELER
WA EZEIF AR RN S RAS KT, AP A UERERSHRIESEBRHIFRIERHNER, Fia0, B80S
Z R EYFIE S ISR,

FEREEEERIESE TEEFSMIIER Citrix Workspace RZF#2F. StoreFront. Citrix Virtual Apps and
Desktops B, Citrix Workspace MBEFE:

1. 7 Single Sign-On fAiA#TRE & PIN,

2. fE/ IWA (Kerberos) @ StoreFront ik FF &14. SRS, StoreFront mf&# Workspace M BEFREE
A Citrix Virtual Apps and Desktops BI{E 8.

AR

[z/2H Kerberos LU ERIMY PIN 1278, tNR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #1TH {3 1KIE.

3. HDX Engine (Z&i#i7 ICAZFi%) KEaE+ PIN Zi4 VDA, MR &RE Citrix Workspace [
EF=iE, Citrix Virtual Apps and Desktops BaigtREiERIE R,

2% Kerberos &I3EAT Citrix Workspace MR, EHREHN Kerberos BB & T &M

+ Kerberos R7£ Citrix Workspace [z f#2F 58 FH#ERES1s Windows Server i5ii9AR S 28 2 Bl fEF. AR
SREXNABREEEK, EALLGEE “Active Directory BFFITENER” TAREZET,

o AFEIGAN Citrix Virtual Apps and Desktops t/EH Kerberos, A7 igmE M HRER Kerberos,
EEE 2 REMAIE Kerberos IWA %1,

+ Kerberos RN EATFRENERAEEASHNRIE. WBEFRAIEENERE SHALRTRAEIBNTER@EAR
FiEE.

==
=

i

AMRFIEREFFLTRSBE R, TRFEEMRERERR. Citrix TERIERIMRFIEREHR
HSBRHMBRAEEBFUBR, ERAEMRRERTEIENN, EREIMRZE, BESCHITED,
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i#id Kerberos SSMid BB SIS B RERER
e ER(EZ /I, 7E5iA Citrix Virtual Apps and Desktops SCHBRIFSIE S92 RIS BEEE o
LEFERT Windows # Citrix Workspace RBIEFE, FEES U TRSITIEm:

e /includeSSON

IHE R TR TE IO I3 893 B Al £ &= % Single Sign-On A, MMEEH TEXEE®ER IWA (Kerberos) &
StoreFront #1T5143303E. Single Sign-On A#1i&EEEE PIN, HDX Engine TEi48 6k RREHAEIRIZIZ
%35 Citrix Virtual Apps and Desktops B¥=fER Lt PIN. Citrix Virtual Apps and Desktops B&IME
BERIEE—MEFHHM HDX Engine 35481tk PIN,

BINER TBA—MMAXIED ENABLE_SSON,

MRR LK LIRS B Single Sign-On, EERAERENKRERRIRAE Citrix Workspace R AR

—_

. @iiafT gpedit.msc 77 Citrix Workspace N BiEF ARSI R ERIEIR,
. EIREIRER > Citrix A > Citrix Workspace > B B3 I83F > Axth i A 21555

N

w

. EERBREBSHNIIE.
4. EFEs Citrix Workspace R T2 MUERMM A E R E o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7£ StoreFront fR3 23 LECE BHINIEARS Y, 1% “HEIB” %M. ZiEBFBAEMR Windows BHI0IE, EFIE
FERRED, FRIFEEEERMNREEF inlt RS REREE StoreFront,

BXREE AT StoreFront BN S, 15515 StoreFront MAEHEIERE S5 IIEARSS .

Baek
EATF Windows 89 Citrix Workspace AR ZF U T EEEEMHIIE:
o BXESHIIE (Single Sign-0On) - LA~ &R Citrix Workspace MABEFN, HEEBSHKIEATHREKF
&8, Citrix Workspace MBARFRUTARERBRNER:
- EABEERER Citrix Workspace M AREFHEMNENIZE AP EEEHH1TS B IRIEBN A B EhE M)
SEMNARER.
- EEASERSENERLT, SYFERMANZNIEE EIETTH Citrix Workspace AR, AP HME
RBNERA B EINRE R AEF.
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BESMRIEREMFER StoreFront A Citrix Workspace iR LERE,

o WRXSHIIE - WEXSHWIEAFRAECERAERFSRNBABIMNENZE#TIER. TACREERN,
BIEALLIhEE. B, BRIEPEIH. BTN IURRETHANABIES ATFERNRASHIIE, HiF
DisableCtrlAltDel 75’%1% & 77 False AT EREER. WEXSHWIEFE StoreFront B2,

W ERANIR S IRIE, StoreFront BEIER A UAFRFHXE— N AEEFERRF B8 5451850
SRR BMIRIE, 75521 StoreFront =6 & %R, &&% StoreFront i,

o ZNIER - MREACERSMESR, WETBTRENEEF. IREFEERFENRFS, NWXEEHERATE
APi&& LETHPRER AER, &1 Citrix Workspace AR,

o BFIREBZMHIIE - FFHIEBSMRIEREER Citrix Gateway # StoreFront B2 &,

- Ei@Ed Citrix Gateway iiial StoreFront, EBMREEREEMLMEIEITH NI,
- 3 Citrix Gateway SSL EcE I B3R EIE FIHIEB S MR, REENRS, BE, BHEFIHILED
BSOS R B HRIETRFES.

o WBKAIE - MRFEWB, WFEE Citrix Workspace R FRIZFH1 B P W EINSE & 2 B2 IEE,

o TRHEERENNBER - XIFSEFRNEARERE (0 Microsoft Outlook #1 Microsoft Office) siFmE 3¢
Citrix Virtual Apps and Desktops &iEFHI S THRFEZ RN,

o IEBHUMFEEERER L, MIFFEERFIEE L.

« Citrix Workspace ARFRAMRERAFIERERZRER, BHERENEE PIN. PIN (REAFRIEHEEEFEIE
DURER, FeFHEEEETR,

o IWANEHREFEE, Citrix Workspace MAREFAREMEESE,

o AR RS HIRIEHTRER, Citrix Workspace ZARRFEALZIFEIME AMSE (VPN) BEESHSIEM
B, BEEER VPN 58 5MIIE, 1ERE Citrix Gateway #EfFHiEE Web TEER, EE8— S
% #eFH PIN #1784 3%IE. A Citrix Gateway B BB S B KRIEHIA StoreFront RMERTFE#E
®AF,

« Citrix Workspace [ A#2FE##2F 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway t
BRI MNIIERRS,

==
=

33

HLREFTEREIMR. IMRFERCAFTITERSHOE, JREEENRERERS, Citrix TARIER
M RFESREAT S SRLIMRREEBE URR, ERETIMRZE, BSHHEITED.

EHEREEHIIEEA Single Sign-0n, EHTUTIRIE:
EREERT Windows B9 Citrix Workspace M AER, BEREREEES U TaSITiEm:
« ENABLE_SSON=Yes

Single Sign-On 25— 1MATEESHRIENAE. BRALLZERFEL Citrix Workspace LAREFE_ZRE
T PIN #270
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iBEAT Windows B Citrix Workspace R BiEF

o fEEMREBIESRT, SMEIUTEREHE SSONCheckEnabled FRHBIGEN False (MBRRERAFR
Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

teiEARmA R LE Citrix Workspace R 2R 513 10IEE B3 E XK Single Sign-On A%, Rk siF Citrix
Workspace M B#2F A StoreFront #1753 33E,

=} StoreFront EAE 8t £ &K WIEMmIE Kerberos, EFEATENGSTEMZEERT Windows B Citrix
Workspace M AER:

o /includeSSON REESER (i) SHRil. BEREZREEEURGEHETHNERSHRIL,
o MNEAFFEAZEEE-EUIMBERT Windows 8 Citrix Workspace MABRFEMHIEIEA: (QIRAZMED)

BERIGE, WS TWlT:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
X AR EEREHFER, FaAFEER Citrix Workspace B2/ Citrix Workspace B2 7EM PIN.

1. @dia1T gpedit.msc 77 Citrix Workspace Rz B2 4H 5RBE 3T R S IRIRR

2. HEEEER > Citrix 41 > Citrix Workspace > B B5I8iE > At~ {3,

3. EEBREBSHRIE. RIERENZSIRE, EEAWNWME ICARITEESHRIDATUEEBEREES
HI83E,

EcE StoreFront:

- EEESMHIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront BYi¥4HE R, 1E5(1H StoreFront XEHHELE S5 I0IERS.
BEAPIREXIHEAEER, BRITUTRE:

1. BIERMANMRIEBSNEENERAE,

2. REMIENINEDEL.

3. REMAEE Citrix Workspace MHERF,
EEOEBRIEEA R, BRITUTERE:
BABERT, MRS MERBEM, W Citrix Workspace RBRZFERTAPN MAIRDEFIER, IE, T Citrix
Workspace M B2FEE AERABINES (IRIBEEERIRME) NG IHRIIER. MRESEERNERIES, M
SMAFRRLE, HREEREMITBERA AR,
BREBHIEEUTHRERR:

o ZHitEA_ERERY S AT EITEIE R A M.
o EREQRLIER RSABZEEAKEN 1024 . 2048 sk 4096 i,
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« BIRESNNEERFESR.
s EREERAEMUAB AP EEHEZFR (UPN),
o ERAERRAMNEEERFERNEF SN IIESFEERRX.
o JEPMKE HERFRIEBME NN Z — B MCERS 287 TLS IBFEIRIXM AT HPER (DN) Z2—
ERUTHEEZ — A BUEBANERE S
« 7£ Citrix Workspace B2 <178, 15T IEM AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.

BRiIAE R T, WF SmartCardDefault 5 LatestExpiry, MIREZMNEBFE LM, W Citrix
Workspace [ Bi2FR2 AP MARIEE—MER,

o ML T ERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT_USER HE X B KELESTF HKEY _LOCAL_MACHINE fhpy{E, TIEGFHEEBHAFIEFRIEE,
ZFAH CSP PIN 127, iBHITLUTIRE:

BINERT, mAF E5R8 PIN 2R8EEATF Windows B Citrix Workspace M AEFMA S HEEMERSRE
#2F (CSP) 121#t, Citrix Workspace AREFEREMBTAFHA PIN, /5% PIN 53454+ CSP, MNRE
MRS R EEENRLER WAAFESHERERIEEE PIN) , WA Citrix Workspace R FA2FET
ERfER CSP AHLIEBIE PIN %8, G#F8A PIN BT,

ERUTAZEZ—EX PIN ZENMIES:

« 7£ Citrix Workspace R RfZFf<1TH, I5EIRM AM_SMARTCARDPINENTRY=CSP,
o B LTI & 7 M0 B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERFFMBIREXR

RS RERBE Citrix Virtual Apps &% - IR PNAgent ths EERSEEREE BN B NIIES %X, WAREE
FF Windows #9 Citrix Workspace M2 LA B Y58 Lsa %1735 Citrix Virtual Apps &iE. 7£ XenApp
PNAgent ih = E ABEEEEMRITERE, FNERAEEEBREE, XM Citrix Workspace M BiEFRIEH
s Citrix Virtual Apps. AP #E Citrix Workspace B BREFRIEHRHARFE RS,

PRI

LERAEEREMIIEESR PNAgent itmEt, ARPEETRHNEER.

@@ Citrix Workspace MR TR S (9103

Citrix Workspace MABEF3INT AEK3TER (GPO) HErLUEB@ERA Citrix Workspace TR TE M.
B&fE Citrix Workspace M ABREFEEBER AR AEIER Citrix Workspace, X AT /9% & _£#Y Citrix
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Workspace RRETIHER (BRER) B, 7 EMILKE,
BEMRIGE(ER, YIREMUTHRMA:

s MIBHRBERER.
o T EMRHmIBERPIG SelfServiceMode ZAIGE RN 0f o

BRERTEHIEIE:

. EiTiz1T gpedit.msc T Citrix Workspace N FIZFF RS R EEIER,
. EIHENEET AT, BEEEEIR > Citrix Workspace > BB1ERS,

. BHmEE Citrix Workspace IR TE M HRIERKHEHIEENEEA,

. BENANEE.

A W N

L\

December 14,2020
EFERUTEAREREHN Citrix Workspace MWAREFERE, UERSMHETEE:

« Citrix Gateway,

o BRAIE: WILERAASER] LURHE B iRtk Al O 2 1 sk e LR G,

 AIERIARSS 25,

« ¥R Citrix Virtual Apps Z8 (FERT XenDesktop 7): SOCKS RIZRSE S L RIBRS . KBRS
22 P BN PRAST LB R i 1) FISR B LR B9iA1R). XLeARSS28E AR Citrix Workspace 2R 5ARSS 28 2 8189
E#%. Citrix Workspace M BEF 15 SOCKS MZ&RENN.

+ 1R Citrix Virtual Apps #E: BEERERSM (TLS) Y SSL Relay R AR,

« XF Citrix Virtual Apps and Desktops 7.6, AILfEAF# VDA ZialEEEA SSL &,

LI 5

SmartControl A EIREREEMELHERMIFRAER, FlM, ERIRFERLEAFERDEMGIIETZERE. &5
LUfER Citrix Gateway £ SmartControl THEESCHIRIRE,

% Citrix Workspace [zf#2F# Citrix Gateway BF MBI kAR, ARAERET K. EXMHIERT, BFIH
HF AR A SmartControl 1haE, RAZEFHE EREEMX, G, TTUERLLL ICA RI2, Hik ICA REIEER
YF&ER SmartControl Thag, BNME Citrix Workspace RR#2F# Citrix Gateway ZEEFRRAIAL HIRa0L,

Citrix Workspace i Bi2F %358 NetScaler LAN REBEf=IE, ERALHEAEBEGREBEEMHSNE, &
BITRHEFRRERS 2R

AILAER LA A ARCE b U

o BHSAE BIRHREINEMEOSREERIERSS.
o SHSNIE: ALERAREES DLL E— M8 MIERSBHPEFEE MRS 2.
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FILAE LA SRBEXY R E IR S E M R IE R R ECE ISR,
BXHLRERIFAES, 551 Citrix Gateway XAt i5 ICA RIEZH,

HILRIES S - ioE

AR
MRENEE T HSAEBMNDNSKE, NshSKERER L.
/8 GPO EERRACE H b IE:

1. #@dia1T gpedit.msc 77 Citrix Workspace R T2 4H SRBE 3T R B IRIRIR
2. EHENEETRT, BEESERIR > Citrix Workspace > M4 E8H,
3. EEUTRBZ—:
o WFEESNE: EFEFoHECE NetScaler LAN RIENRES, EREBEA, ABRRHENZMKEOS,
o SAFEIAMNE: EFRER DLL B2E NetScaler LAN ISR, EEREEH, AERM DLL XHMTEE
B2, 190 C: \Workspace\Proxy\ProxyChooser.dl1l,
4. BEHENANHE.

fER MR RIERECE HIaCHR:
o WFESHE:

- BaiEMREIESRHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- tlI# DWORD &1, WATFR:

?StaticProxyEnabled”=dword: 00000001
?ProxyHost”="testproxyl.testdomain.com
?ProxyPort”=dword:000001bb

o WFEIAHAE:

- BEAMREERFSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- I DWORD f&I, $1FFiR:
”DynamicProxyEnabled”=dword:00000001
"ProxyChooserDLL”="c:\\Workspace\\Proxy\\ProxyChooser.dll”

TLS

FRER LM (TLS)  TLS VISR iRE, ERMIRIMNA (IETF) %S TLS ARIUIRENF R ES
&, REERANTLS,
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TLS B MRS FZ NI, HERMBAEEZTEMRLE, REREXERENRS, FEAR (BEXEBNA
R) EXRER TLS RRBHIBBENRS, XEARFTEEERERLIENINE, FIMBFHERSLERE (FIPS) 140,
FIPS 140 2— M INEtRt,

HECE B P i&&F0 Citrix Workspace W B#2R, 788 TLS INZBIEEEE . B xR StoreFront i&E81E
B, 529 StoreFront X4 % £ 56457

WEFM:
BEERARGERERD.
FILAGE AR LA R e A TAR AR F -

o BHIFEM TLS: HITBINER TLS AFEAFREENME (84 Internet) BI%ER,

« 3g%IfER FIPS (Federal Information Processing Standards, Ex#i{sBEBiRE) @ SEIARIMNINE &
M NIST SP 800-52 HRRVEIN, XEREINL FEBRS.

o SREIBEAREMRAH TLS M4FER TLS BWBEM: Citrix Z#F TLS1.0. TLST.1M TLS 1.2 1%

o (UEEIRERRS 8.

- RERTERMERSI[/IED.

o BEREIRS SIIEBIMEL R,

o ERRENEFWHES WRBRSB[EENEREFHIESD) .

ATHERET2N, UTEEEHEFHA:

o B “TLS_RSA_*” WEBEMS

« BEIEMH RC4 7 3DES

+ TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
+ TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
+ TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
+ TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

+ TLS_RSA_WITH_RC4_128_SHA (0x0005)

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace R Af2F X2 F A T EBEM:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

3F DTLS 1.0 B/, Citrix Workspace MBRERNZIFUTRRES:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS &5

1. #@diz{T gpedit.msc 77 Citrix Workspace FABiERF GPO BEiER,
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2. EHBENEETS AT, REBEERIR > Citrix Workspace > WM& H, AEERE TLS MEMEXERE RS,

A TLS and Compliance Mode Configuration O

E‘ TLS and Cempliance Mode Configuration

) Not Configured Comment:
(®) Enabled

(") Disabled
Supported on:

Opticns:

Previcus Setting Mext Setting

X

All Citrix Workspace supported platforms

Help:

Require TLS for all connections

Security Compliance Mode  |FIPS

This cption enables Citrix Workspace to identify secure
connections and encrypt communication within the server.

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

TLSversion | TLS1.0 | TLS1.1| TLS1.2
TLS cipherset | Commercial ~
Certificate Revocation Check Policy

Check with no network access

1.TLS 1.0
w 2. TL5 1.1
3.TLS 1.2

The Security Compliance Mode values are:

- FIPS - Enabling FIPS mode forces Windows operating system
and its sub-systems to use only FIP5-validated cryptographic
algorithms.

Pelicy Extensicn CID |

- Mone - Mo compliance mode is enforced.
v - SPB00-52 - MIST 5P800-52r1 compliance is enforced.

Client Authentication

Mot Cenfigured ~

Client Certificate

When you select SPE00-52 from the Security Compliance Mode
drop down , the following Certificate Revocation Check Pelicy
(CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.
-Full Access Check And CRL Required All

N
=W

3. EREEABAREERUMMNERSSE LENERS. 1RE U TE:

Citrix BifER TLS USSR &,

a) EFRERIIFFAEREMER TLS LGEH Citrix Workspace M B2FE N5 B & I N BIEFH S miiEss

fEA TLS,
b) MZReMEMEN FHFIR+

» AR BT

i. - FREHRITEMER
ii. SP800-52 - %% SP800-52 LiEM NIST SP 800-52, X H4ARSS23 M XEM NIST SP 800-52

BB A RO I T

=W

NRiEE SP800-52, NIFEmNfEMA FIPS #UERIME, BIfEREESA FIPS LE2tk. Ex
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B A Windows R AL INE: & FIPS RBEEZATME. BWEMER, &N, Citrix
Workspace R REF A2 T HEEDI B L HHIN AEFRH,

INREE SP800-52, MHIUEFIREANTRIHNERFTET2HINLEN CRL BEBRHILE R
®E,

#%# SP800-52 j5, Citrix Workspace AR EIIERSSEBEETEM NIST SP 800-52 iy
Wo WMBRSBIEBREM, Citrix Workspace M BEFRIRET £1ER.

i. BH FIPS - &R IETUEREIER FIPS HUEMNME, E4HEBIRERFHARIEFTM Windows
RREIN RAME: & FIPS RAEAZRTME. WBEMESZ, TN, Citrix Workspace MBERF
AR AEEIE AN AEFRNEE.

MR TLS fRS8 THiE S, EFHOS, FHESIRMNTIRATHF Workspace MAEFX
EEIEENRS %R, JLIEEEREFNmOS, fli, *.citrix.com: 4433 fiFERO 4433 LEE
HARELLcitrix.com SRMEMRS . IEPNMABENS ZSIUERHPHESERME, R Citrix
Workspace EHIRBNREEMEE, EZGHIES,

M TLS hRAsERR, EFEUTRZ—:

TLS1.0. TLS1.15( TLS 1.2 - XBAAIRE, XEX TLS 1.0 ARAM S EMI S ERMA ZINUER
lipviAli

TLS 1.1 8¢ TLS 1.2 - £ T R ERE(ER TLS 118K TLS 1.2,
TLS1.2- MR TLS 1.2 BF WS ER, NENAERLED,

TLS =855 - EsgtIERFER TLS 235, 15i%E “BfF”(GOV). “&%5”(COM) g “£#”(ALL), %
L& Citrix Gateway BEEER T, EAEEREEEF COM, Citrix Workspace R AEF 151024, 2048
#3072 IKER RSA Zh, L5, E2HF RSA BIAKEN 4096 IAIRIEH,

=

P =

Citrix REIEFR 1024 IKER RSA &8,

8 REN “ER7 N, BFREERBRAATERAUTESZEES:

TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_RC4_128_SHA
c) TLS_RSA_WITH_3DES_EDE_CBC_SHA

a)

)

)
d) TLS_RSA_WITH_AES_128_CBC_SHA
)

)

)

b

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

e
f

g

- B RERN BRTHN, NATERUTEREHS:

a) TLS_RSA_WITH_RC4_128_MD5
b) TLS_RSA_WITH_RC4_128_SHA
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a)

b)

c) TLS_RSA_WITH_AES_128_CBC_SHA
d) TLS_RSA_WITH_AES_128_GCM_SHA256

AT RERN “BRT N, NAFERUTERES:

a) TLS_RSA_WITH_AES_256_CBC_SHA
b) TLS_RSA_WITH_3DES_EDE_CBC_SHA
<)

d)

TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

MIEBRHO BRI AR, EFELUTERED:

ERIFRIMENIER TRE - ITIEBREIIREE, (ERFMIEBRETIRERE, ISR REKZ
B, FFB4% SSL Relay/Citrix Secure Web Gateway AR 23 H RAIRS B PRIERR, EHIEH
mIETIRHAFRE IR0,

TEWHEARE - RITIEBRHETIRLE, ERFAHIEBRBEIREFENAED LR WRKEIEBHHHE
B8, EEFREL, SHIEBAREYIRHIFIEBITRS BRHEMRSF[/ELHIXRE,

FEx2HIREN CRL - ITIERBHEIIREE, ERIEBIANMRIN. ERAMIERHRETIREFME
MR R R. MRHEIEBHNBHEER, ERHRIEL. EHMELEMNIERRHETIRWEIIFEEE,

2EFET2IHREEN CRL - ITIERRIFFIRLE, B8R CA. EAEMIEERBFETIREFHENFRE
DER. MRRENEBHNRIBES, EERRIEL. ERFMELENIEBRFVIRNBIEFEEE,

Tl - FHUTEMEBRHTIRRE,

fEREEY E OID A1 L% Citrix Workspace M B2 FREIAUERERIEE T EIEPIMAL RRHNIRS
28, WMEREFRFEY E OID, Citrix Workspace MAEFIEUEZ G SHEEY E OID MRS 2IEFH.

MERIHEMIIERER, ERUTETED:

B - RATF RS HEIE,

BIERIERER - IR A A EERES.

WNIRETRE, WBEHER - (VAT LUEREIRARSEBRTRTAF

KECE - e AREERF RS HEIE,

EREENIES - AT “BRIHIER EHHRENE P HIES,
ERAZFIRIEBIREAEEMNEBREN, NERFCE iR RAR,
BB N AN E (RIF L ERBR

LUTFFIREM T BRSNS E IR B AE R
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Direct connections

TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Yy Y Y
CcoM Y X X Y Y
Any GOV Y Y Iy Y Y
ANY Y X KX Y
CcoM Y X KX Y
coM GOV Y X X Y
ANY Y Y i X Y
coMm X X X X X
GOV GOV Y Yy X Y
External connections with Citrix Gateway
TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Y Y X
com Y X [x Y X
Any GOV Y Y 1Y Y X
ANY Y x X X
com Y X Y X
com GOV Y x X Y X
ANY Y Y i X X
com X X D X X
GOV Gov Y Y |y X X

i

WA 48 B A 3 BT LUAR 4 B AR b AL AN 36 O A A L BB 6580, MREA A, WEAF Windows 89 Citrix
Workspace [z 2 A MAETBLZ BB AES Web ARZ32870 Citrix RS 88:&1=.

% H Citrix @f5iR 0

R i) || EHER

Citrix Workspace i  TCP 80/443 5 StoreFront i&fs
B

ICA g% HDX TCP 1494 ARl AEF RS E
BEEEFIEMM ICAs  TCP 2598 RN AEFA RIS E
HDX
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P KA %0 HHER

BEF SSL®ICAsHDX TCP 443 IR B2 AR E

BXHOMFAER, BESHEFMIRFOXE CTX101810,

RIBRRSS 2R

IR 22 A FIRFIMS NG kiR, HABERF Windows B Citrix Workspace 2R SRS 38 2 i8]
HEHE, Citrix Workspace R A#EF 25 SOCKS L2 BN,

SR a3#TEEEY, Citrix Workspace BEFHEREIEITIERT Web 1 Workspace #IARSS 28 EinfZBBHIMR
BRSNS,

£5 Web BRs5 28t 1Ti@158Y, Citrix Workspace ZAR2FEERBEAF&&E E2IA Web 3552884 Internet i&
BHTRENAERSSHSE. TUIUERMERE A 18& L3Ik Web %8849 Internet i& 8,

ERAMREESEERIEIZE, USRS Citrix Workspace M BIEFEEESEPRAXFARIERS 3.

T

2 A=
[=]

AMRFEFHLSHTERNDE, ATRFREEMTERERSR, Citrix TEREFEIMRFEREAFTISHY
AR RENS 1S LARRIR

1. SM1%) \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i&E ProxyEnabled(REG_SZ),

+ True - 157 Citrix Workspace M AR EEZRI P8 NRIEARS BZHILE.

+ False - #&7r Citrix Workspace M BiEFEEEE P HFER N ERS 3.
3. EfAsh Citrix Workspace R B2 MU EFM A E R E

AJfEARSS 2
=R 2R ERIR Citrix Workspace M AREFEZETHNEEXRHBERITZEER R,

BRTAERSSM, Citrix Workspace NBREEFBIEEERAHE SRS SBMNIEZETAE, fli0, LUSEEESE
B (a0 TLS) EZEIEAME (FIE0 https://\*.citrix.com) B Citrix Workspace [z FBi2F# E B 2R
SR ENENIEXE

BRT IR, BEEENRSREEE Windows HMal{sikSXigH, B xRS FME Windows BIRI{EiE =X
189i%BE, 5203 Internet Explorer B¥ZEBh,

PB4 SR R IR S T B AR S AR
WA

M Citrix Workspace M RfEFAMN (SFFEHL) B,
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1. @diz{T gpedit.msc 77 Citrix Workspace R AB#EF GPO BEEiER,

2. EIHENRET ST, BEEEER > LBEEER (ADM) > Citrix 4B > Citrix Workspace > W& H
> EER{=RESHREE,

3. EEBEAES Citrix Workspace M ABREFHITXEIRR,

4, EERFIEAERSSREE. XFREIEF imERRERSENITIRA.

5. 72 Windows Internet Xigi M sd, EEEFiH-ARSeSMIL, HIEBEGERTF Windows B “Blfsits”
Xifo

6. 7EdEFEEF, 8B Windows MM RIEiA S XIRME F kAR SS sstthit, a1 AERIES 2RISR,

7. BEHEBEMREA,

ICA X ERIRS

ICA X 4B Z T BERIFE R FRENREFENN N AEFRKE. Citrix Workspace A2 FiRIEEIRRIZHIARR
SREMNAEFHRERBE, HPIEMNREERSSEITRR. SR UEAARKBNRERRIR StoreFront SKES
B ICAXHER. RIMERT, FBRA ICA XHER,

BX7 StoreFront B ICA XHEZINEENEE, 158H StoreFront XAy B ICA XHERRS

EE ICA XHEE
AR

ek CitrixBase.admx\adml iFinzl4sith GPO, NIEMA ICA XHE BRI HERTEIE,

1. @idizfT gpedit.msc $T7F Citrix Workspace R 2 F4A SIS R ERIRR
2. EHBHNEBT AT, BEEBERIR > Citrix A
3. EFERA ICA XHERREHRIER SR FE R — AT
a) EBA - IBREALEEZIEBIESURMEI A S IE BB & 2 H,
b) FEEIES - RHEERAMAZBPRIRMANEZIEBIEL, ATUMEZIEBBEPESIHMEIEEZIES
B8
C) RLEE - MRERIEFEUTIERZ—,
i. NAUSENERN (BRL): AFREAERESSZAESENYBEFREEB,. TEERESR
B, SHWMRLES. BTFHRIEN, SIFEBHRK.
il. TR ENBHNRTAR (FR2) - BAZERXTHEENRENEER—FHERT. o
USRS B EUHERR (BUAIRE) .
4. BPHNAMBERFLIRRE,
5. EfEsh Citrix Workspace M REFRIE U ERIRAERE K.

EEFDRKBFERIES:
ERRFERIERN, RITBRNENTEERHFRITRIRFITRPHITER:

1. MRFEEBIMENAME (CA) BE—MEBEZIEHR SSL FZIEH.
2. MRENEWREELH CA, FEAZEA CAIZ—MUBBERIEHE SSL FRIEH.
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3. fERAMAR SSLEH.
4. QE—MR CAEH, HEH GPO ESFohLERES RLRAFIEE.

Storebrowse

July 1, 2020

Storebrowse 2—HREEZFIHSRESB 2 AR ITRENHSTEBEF. ©ATX StoreFront FMEFEIRIELURE
Citrix Gateway #{TB 3R,

B X2 HRA#E B TF Citrix Receiver for Windows B9 Storebrowse SLEZ2FEM XY, &5 iERTF Citrix
Receiver for Windows £ Storebrowse 324,

@it/ Storebrowse A2, BERAUBHITUTIREE:

o AINRIAEE.

o MECEMRNBEEFREER RN AEFFSEE,

o EIFEEFREME LM Citrix Virtual Apps and Desktops &% ICA 34,
« {Ef Storebrowse & 174 R ICA X,

- BHBRTHMRARER,.

Storebrowse LHEEFIMERE T Authmanager A, %% Citrix Workspace R F#2F/G, Storebrowse L2
FAiTF AuthManager REXHFFEH,

EIAREM Authmanager A#F—ELE T Storebrowse LR, BRELU T EMREEZ:

HREERRE Citrix Workspace B2

£ 32 it B L [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
£ 64 IitEHN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

HAF (EEER) LI Citrix Workspace W HiEFH:

£ 32 intEN £ [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 itEN L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
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2K

« EATF Windows 89 Citrix Workspace 2% 1808 s Eshi s,
« £=/1> 530 MB #yA] BHLE (8],
« 2 GB RAM.

RAEMTIE

Storebrowse S2AREFS U TRIERSZHES:

1RERS

Windows 10 (32 fi1#0l 64 {irkz4)

Windows 8.1 (32 {ii#ll 64 firkR#s)

Windows 7 SP1 (32 i1 64 fikfii 7<)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 {ithRk4x)

Windows Server 2008 R2 (64 {ithik4x)

&
Storebrowse SERBEFZIF U TRAMIEE:

« HTTP RZAmIS
« HTTPS RIS
« Citrix Gateway 11.0 XEShrzs

=z

AR

EHTTP NAB®EIES, ERm<STH Storebrowse SERIEFFESER,

BRIIES %
StoreFront 5358

StoreFront SZ#HERARBN B MIIEFZLRNARE, BREEFZAHATENER, KT<2EE, FLIBNABE
B, RESHIIERERANER TRFREARS.
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o« APENEE: BABHNNAREERIINER RABELT, FES—  NABEN, EXSHIRIELT
BRARS.

o WEE: WA TIEN Windows itV TEMIIES, TEEHERINARE. BEALET, BERE
Citrix Workspace ZAiZFNBRAEESHRIE. AXPBEBENFMMEE, BSRREHEESHRIL,

« HTTP Basic: B/ HTTP Basic 84 3iE, LUE Storebrowse SLREFHEBS StoreFront RS 28 #1Ti@
5o BINERT, UiEMTE StoreFront fRS8 LA FTEBRS. HFSA HTTP Basic S310IEA %o

Storebrowse SERREFRFHEIT U T E—AFHTEHIIE:

o {EFKE Storebrowse SLAIEFNEM AuthManager, &E: f#/ Storebrowse SLBIEFR, HAE
StoreFront £/EFA HTTP Basic B1IEA*%. HAFMEA Storebrowse SR IEEREMN, b5 5ER.
o ALEEERT Windows 89 Citrix Workspace R RIEFIRHERISME Authmanager,

&t Citrix Gateway SLMESER

BT FRINAY Citrix Gateway 252 sh, AKX LUETEEER Single Sign-On, &8I IR A B E ARKEEE
RHNER, MERRHENAF &R,

B Citrix Gateway # Single Sign-On Z#FMi¥4ERE, E2 Citrix Gateway # Single Sign-On #%,
AR

{X7£A Citrix Gateway E2E T Single Sign-On S{4IIERNEMNIHAYITEN _EZH:FILINEE,

BB A RIS EBENBER

REJUEEMNBRESHER, MAREER ICA X

A%

AT ER R T B XBT UM Storebrowse LHEEREFERAMNGSIFEAEE,

-a. -addstore

BiEA:

IR SIS, REMAEENE URL, MNRREXKES, MREER,
AR
Storebrowse LAEFXIFZNARIERLE,

StoreFront Ep&<Rfl:

ANA .
m<.
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storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway &< RHl:

e

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
JER:
2HHE X Storebrowse LEEFEREMIFAE S,

(-1). -liststore

LR

FIH AP AN A S,
StoreFront -rI&<nRfl:
.\storebrowse.exe -1
Citrix Gateway &< RHl:

.\storebrowse.exe -1

(-M 0x2000 -E)

BiEA:

KA TR,

StoreFront L& <$REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>
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Citrix Gateway E89&n<7Rf:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

-q. —-quicklaunch
BieA:

/3 Storebrowse SLRAEFNELGHNNAEFNSEER ICA X, quicklaunch ERMERZMH—Ez0 URL
ERMANURRARERE URL, BEah URL, BILLZ StoreFront BR5528, taTLlR Citrix Gateway URL. ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BRH 4R,

AILUEIT A T ap @ RREERE R RN BRZFHSKENED URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AR ERD URL MU TEAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront +Hyas<$RHl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway ERI&<RHGI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’

apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch
pazH

/3 Storebrowse SEREFEMIAIRE LM BREFMKEFERRN ICA X, launch ERERIZHEZRHE L
MRS URL, &#5, RILLZ StoreFront ARs328, AT A2 Citrix Gateway URL, ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BFEH&%m,

BITUT L URREAGHNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery

teEr L BN T
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"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

LENEE S LA ERNZ B launch EHMNEAS K,
StoreFront EMI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< REGI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch
1RE:
FEARLHS, EaLURMEARE. MENBHEARNER. IHETUE U TERIENSE:

- AFR&

. HH

. 85

o EEMNEIRHZ R
« WA®EE URL

BR, MRAFFREREIE, AuthManager BETHNEIE, ABRBIER.
AILEIT A T an S REE A HHINBEFMRENFE RN R

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IS RYiaH T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

FEmEE P LA BRI R TR - S EMAENAS .
StoreFront EHI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery >

Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

©1999-2020 Citrix Systems, Inc. All rights reserved. 167



iBEAT Windows B Citrix Workspace R BiEF

-f. filefolder
prazH
EEAGHNNAREFNESEMNBEENXBRPER ICA Xk,

BihEMEEX SR IZMMFRZMIERNT Store URL 895N, MARE URL aTLLZ StoreFront fk$328, eI
Citrix Gateway URL,

StoreFront FHI& <Ml
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< REI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
pazH

4/ AuthManager AFMIERS. X Storebrowse SLREFERAE AuthManager MIERT, A2EMBE.
B localappdata®\Citrix\Storebrowse\logs BRHF %M.

AR

R RER A F e L THIIENRE— 1S,
StoreFront LHEs<mfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway &< REI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. -deletestore

LR

MR AR StoreFront =¢ Citrix Gateway R[S,

StoreFront LHEs<mfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &< REGI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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it Citrix Gateway LI 8 S ERHHF

Single Sign-On AFEHTHTTHMBIIE, HEMRZERER Citrix Virtual Apps and Desktops, MAREEH
HEMNBEFREEHTENRIE. RINMEAREN, ESRERIEREKZM Citrix Virtual Apps and Desktops #
“FreR” e E %3 Citrix Gateway RS 25,

Citrix Gateway k7 11 RE=EARAZ #:FELIhAE,
NEFM:
Bxi{aA Citrix Gateway E2E& Single Sign-On M &%, ESREENEESHKIE.
AT LUERAAERN SR (GPO) EIBEiR A MA@ Citrix Gateway LIAYE S B RIhEE,
AR
M Citrix Receiver #4 %] Citrix Workspace R #EF s E X% Citrix Workspace RZRI2FES, HAiAEZA

# GPO FRMERIMAIRIR X . BXRMAZH GPO RRINERHRIFAER, BSH REAREYREERER
o EALIRT, SHEMXHHBRENEIRE,

1. @iz {T gpedit.msc 77+ Citrix Workspace RAB#EF GPO BIEIER

2. EHENEET AT, BESERIR > Citrix A4 > Citrix Workspace > i~ B {4 3813F > 3&id Citrix
Gateway 3231 Single Sign-On,

3. FERMRELUEAHEA “Single Sign-On” %11,

4. RENAMAE.

5. EfEsh Citrix Workspace M RAREF&IEUERIRAERE K.

PR

« 1£ StoreFront fR5528 LB A HTTP Basic S43IEA %, LUEEE Storebrowse LRREFHITEIR IR
Eo

o MREHEHTTP LAREE, HERAFERZEARFERIZNAEEURERBHEL AR Citrix Virtual
Apps and Desktops BY, EARZFHERAHSITIEMMITEIRENRIE, BRFZE: MREREAGSITRES
&, BEAIMB AuthManager &R,

+ Storebrowse SLFEF AN EIFENNABME (£ StoreFront fRS28 LFRRE T Citrix Gateway).

o XY Citrix Gateway ERBE T 2 EH WL, 7 AER Storebrowse LAEFFHEIE TN,

« Storebrowse SEAEEFHHSITIET Username (-U). Password (-P)# Domain (-D) X&K/N
5, HESXARAASH R,

Citrix Workspace 7 f#2F Desktop Lock

November 9, 2020

TRESHMEmMHITRER, AJLUER Citrix Workspace 12 Desktop Lock. AILUfER Desktop Viewer
(WIRERA), B2, TAE EXAEBXEN—HEX:
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« Ctrl+Alt+Del
o HIAM

o &

o WIFFIEE.

8% Desktop Lock 1h8EMIERTF Windows B9 Citrix Workspace R B2FEMAN TEAH &M LinfT, XEiHE
MEAT SSON (Single Sign-On) #EE TR ARIE, FX#F PNA 4=, 743 Citrix Receiver for Windows
4.2 RESRAEABEZRFLUEIR Desktop Lock Fr7s,

HFER /includeSSON fFEREZERT Windows 89 Citrix Workspace M BERF. HFHfER adm/admx 2
g cmdline EMERE M ARER Single Sign-On, AXFAEER, EBHE i

Y=

LUEBREMHER Citrix THRE LIRM#EM CitrixWorkspaceDesktoplLock.msi &% Citrix

Workspace [zf#2F Desktop Lock.

Microsoft Visual C++ 2005 Service Pack 1 aIBR1TAM . BXFMER, ESHE Microsoft T I,
£ Windows 7 (8#% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BIEAFELSAEN) L2,

N PRI A ihIERE S StoreFront,

PN SES

RPIREMTEZEIFIEM (LAN) 3033M (WAN),

AN IR IR
EE:2

BREMNBEFIHNATEAFARMEEAR, RIFEERARENRIERIIURBNAT 2YE, BXiF
ME8, B Citrix Virtual Apps and Desktops x4 sh B B4t FAFEF AR URL EE @I

&/ Citrix Workspace 12 Desktop Lock

« @TLLE Citrix Workspace 2R Desktop Lock 5LUF Citrix Workspace M RBIEFINEELE & ER:

- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4t Fi2RE i)
- (PRIE. MEHBRERFHRIE
#rFF Citrix Workspace M A#2FF Desktop Lock SiEHEZRE E H&RILE,
Flash ZEm7E Windows 8 REERAPRFEARS. Flash EERE Windows 7 LR FEAKRS.
Desktop Viewer $t3¢ Citrix Workspace R A#2F Desktop Lock #1377 fifk, &F “Em”. “BR". “&
KM “BR B,
Ctrl+Alt+Del EREZERT AR LA,
A% Windows REEEHEZSF)TZRIE, Windows+L BRobk,
HHERDk Desktop Viewer #iTRmEmiE#E, Ctrl+F1 2% Ctrli+Alt+Del,
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AR

Z# 7T Desktop Lock, F B EMFEE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle =}
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
B False, Hinm MAIRFEFNIENIRERN, EhiBRMTAEE,

%4 Citrix Workspace [ 2R Desktop Lock

LR REEA T Windows B Citrix Workspace M 2R, U@ Citrix Workspace i 2 Desktop
Lock ETEHRE, BEXFERASEERNTE, B2A

BRERo
1. ERARMBEERKFER,

2. EHLRFBEOP, BITUTHS (UFRENHELM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app xx#3%),

540

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store”

BExmLIFMER, 15807 Citrix Workspace MBREFREN, Wikl 1,

3. ERENFRLEMNRE—XHXH, WEH CitrixWorkspaceDesktoplLock.msi, LbEHEE R Desktop
Lock mS. REBRRHITERIE,

4. REFTME, ENBHAFIEE. IREENFNSEHLUEAF SHER, WEM Citrix Workspace A2
¥ Desktop Lock E/Ri%i&%&.

BEEREZEATEERFIRE, EEMNER Shell FHBR%RE CitrixWorkspaceDesktoplLock.msi FrEK
P, MEHEERRZK,, EEEEERNEELE,

Zjz17 Citrix Workspace Desktop Lock BB &%, EERAUTHLT:

msiexec /i CitrixWorkspaceDesktoplLock.msi /qgn

E2& Citrix Workspace /725 Desktop Lock
®FXiAR—1NiE1T Citrix Workspace FZF#2R Desktop Lock BIEEM R EBIA R,
{5/ Active Directory SREERI 1L B P SRR ISR EdE N ARBR IR TS

FRARENFTANEERKAEE Citrix Workspace M B2 Desktop Lock.
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[T

1.

2.

1R receiver.admx (8§ receiver.adml) # receiver_usb.admx (.adml) SXFmEZIASERKRS (AT, 5
BRHIE “TENRESE” 3 “AFRE"> SRR > EHEEER (ADMX)”>“Citrix A4 &), .admx X
1 F%Program Files%\Citrix\ICA Client\Configuration\ &,
USB i1 - AFEAED USB 1&&8, RSB ERIENEE; TEAFPRE, EMKEASE
%1 USB € &HEAF AEPERZILE.

- B USB seegEinl,

- 1£ “Citrix Workspace R BiEF">“ZIBEZEF P IRIRE">“BA USB inf2iEE” th, ERHEENE

USB i&&M#HHI USB 1§ & %K.,

IxzhaghRs - 7£ “Citrix Workspace LA ">“Ri2EHRE FimigE” 1, BAHEES F itk s 28 MET5REg,
7N - 7 “Citrix Workspace AZF">“TiBEZRF L& P, BAHEERFHEXRE,

BEEELUES Windows Desktop Lock &5

ft& StoreFront,
a) ¥ XML Service FRE& /M DNS #thhkf##f, LUIKEX Kerberos %i%.
b) EZE StoreFront i L#4T HTTPS ifinl. SIEAISIERMANMEEMNARSIIER, FHEIA Web
BRI HTTPS 455%E,
) BRERELZEREBESHIIE (BRABMA).
d) =R Kerberos,
) BA Kerberos fM{ERE s FHTHEEZ (DI,
) £ IS ZRiA Web i EBAERIFIRFHERSER Windows S330IE,
g) HfR IS Bk Web i S REE SSL H2BEE F IHIEH.
FRARKERITH SR E R FI18E ENAHIT BN KK,
a) M%Program Files%\Citrix\ICA Client\Configuration\ £\ Receiver.admx &%
b) HOREFF “EREIR">“RHBEIEER (ADMX)”>“Citrix A+”>“Citrix Workspace”>“BF S538E",
BReREHRIL,
BRZAHA R M,
Citrix Workspace R F#2F Desktop Lock Z#i, FRERFI&E.
¥ Delivery Controller 89 URL # 0%l Windows Internet Explorer B E[{F b m 7R H,
L desktop://ZITABIRE I E—N32H4A89 URL F10Z! Internet Explorer aJ{5is=5I&RF.
EA Internet Explorer WUEA A5 1428 B 5hE RINEE,

c
d

~— —

%ﬁ

a
b
c

—_— — —

LAPIEE ERET Citrix Workspace M ATEFF Desktop Lock B, S3BHIRIT—HAIE RE-EERRERES, Fl0, 1R
SmEH Windows BEE RSB NIEHIEE, WAEAFIZE LM Windows BEEERIRERIKISE N, BFER
MNRMZBFIGETHE. XEARERFIZEELT—BIRES, XERTFES Citrix Workspace M AB#2F Desktop
Lock MR Fi&#&,

fik: Desktop Lock

HRMER T E Y LB MR
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1. ERREMEE Citrix Workspace 12 Desktop Lock BYFr Y ZS B IR R B R
2. EREIATHRIEXRIZFERN Windows Ih8E:

« f#iB& Citrix Workspace 2 Desktop Lock.

« fipRiEATF Windows 9 Citrix Workspace Rz 2.

¥ Windows iR EEERERIE

AEH Windows RBREEEFITERE. ATERNBRD EHARER.

Windows

* Win+D - &/ MERE EHFEE D,

+ Alt+Tab - BECERIHE D,

o Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TE#,
o Alt+Shift+Tab

+ Windows+Tab

« Windows+Shift+Tab

+ Windows+ FreF /78

Windows 8

o Win+C -“4T7” iBi% .
o Win+Q -“12%K” B IRH,
o Win+H -“#=” BRIZH,
o Win+K -“1&%&” 8%,
o Win+l -“88” IR,
« Win+Q - BRH AR,

o Win+W - #2%RigHE,

o Win+F - &3t

Windows 8 [ ABEF

o Win+Z - BERNFAERFED,

o Win+. - ZBRRFEANT.

+ Win+Shift+. - ZAEREFA T,

+ Ctrl+Tab - KN ARRFHEIZR.
 Alt+F4 - XH 2R,
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KMH

* Win+D - {THSHE.
« Win+, - JI55 £,
+ Win+B - R[EISHE,

Hth

o Win+U - #TH “BIMERIZEHPL.

o Ctrl+Esc - BEIRR.

« Win+Enter - 17T7 Windows #i& A,

o« Win+tX - {THRATRIGER SR,

« Win+PrintScrn - QIZRRIREBEHEFRED “BH 7
+ Win+Tab - {TF##51%&,

o Win+T - S ES=HTHNE O,

SDK #1 API

July 30, 2020

IEBRIRARE SDK

BWHEBITIRARA (CID) SDK, FRARFIMUGIER—MES, 24521 Citrix Workspace R BREZFERAEFIHITE
Ml ERERVIEHRT StoreFront BRS528:#1TH M5, CID AP S RE-RIFIRARRL StoreFront k328, MEARH
TETERFNEMNRIE.

BXEAEER, B2 EAT Windows B Citrix Workspace M Bi2FERBERIRINARE SDK 32#4,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK $2{£—4A7# API, XL AP| S URIZEA N R EMRITE AR,
tt SDK RAEZ &M TH, BReBETERT Windows 8 Citrix Workspace M AEF ZEGHN—E55

AR
S5BohtExmELE APl £ |CA X3R4 Citrix Virtual Apps and Desktops £iE8IBEhT12,
CCM SDK ThEEBHE:

s RIEEED
- RIFEREMR ICA XH BN BEFHRHE,
o RIBMTFFERE
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- SEREETORITIEZRER M, ATUMAERIEREMIE R RITEEZRIE.
o RIEEH
- SEAEETROIITEEIRIELEM. TUMAERIERNE MIEAP RIT TR
« 2EER
- RERENAERRANEBHRIENEZEXER. XOERKARE. LARFRIENRATENAEZR
RiE
Bx SDK x#4mvi¥dfE 8, 5205 Citrix CCM SDK 2% 15/,

Citrix Zii@& SDK

Citrix EBLEERHF L TEE (SDK) Z#AER ICA M EMEINEERT RS 28 imMN AIZF R P mIRsiZF.
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Fast Connect 3 £i#E# A\ AP| {2t F @ Single Sign-On (SSON) ThEiR AP ZBMED. LIhEEERT
Windows B Citrix Workspace R FAERF 4.2 MEEARAFRME, @#EiTLtt API, Citrix S7ERAERT LURE S HIELL
B SSO =@, Zr-mfEA StoreFront AR ERIEINNBREFHEA, ABHFRFSXEXIENEE,

BXFMER, BB EAT Windows B9 Citrix Workspace R B2FERE Fast Connect 3 EiEHEAN APISH,
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aILUEA ICA & EBSE ¢ Citrix Workspace N2 IS BT THEHRR.

ICAigESE

© 1999-2020 Citrix Systems, Inc. All rights reserved. 175


https://developer-docs.citrix.com/projects/workspace-app-for-windows-ccm-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-windows-virtual-channel-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-windows-fast-connect-api/en/latest/

: I- ° Locations
C | rl X n Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States
Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2020 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com December 15, 2020



	关于此版本
	系统要求和兼容性
	安装和卸载
	部署
	更新
	入门
	配置
	身份验证
	安全通信
	Storebrowse
	Citrix Workspace 应用程序 Desktop Lock
	SDK 和 API
	ICA 设置参考

