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KT IbhRs

January 17,2023

2212 RIFTIETEE
AR

BZkRZNE, EHR Microsoft Edge WebView2 Runtime kixzs’ 102 siEShRE, BXFAMER, BSRAR
RERMFEDM,

BERIRNAREFERE

AT Windows B Citrix Workspace 2R 2212 MR ME A inN AEFEEIAE, fF Citrix Workspace
A2 ik MR E AR Secure Access Agent i 25347 (EPA) S RIBFIRIE N E P IR AER.

BRI ThEE, BERAT RN B NERET & HEMNSERMBNNE,
AR
tkThEE(GERTF Workspace (&) &i&.

BXFAER, BEREFRHLAREFEL

Zoom EMHHEF IR AEF B [RATIR]

BiEAT Windows 9 Citrix Workspace MR 2212 2, EIEN UFERE P kN BEF SEIEEEE Zoom
o

AR

kThEE(GERTF Workspace (&) &i&.
BEXHMER, BBREEFHLAEFEE,
BILUEALE Podio &R EIBRETHEATREAIR IR,

AR

?ﬁ?ﬁi‘ﬁ"h}#&?fﬁ%}jT‘EﬂFEr‘iTiﬂ‘ZﬁFEEF‘INREPL_FLU“JW, HABPRMAEAZREONS, Citrix TER
FRET AR B9S2 52 f51, (BVOIDIRERUH XL THREM R 5. CitriX FIRERIRIBRIGHME . BBENEZ W R
THITIR(R, BINAZEEEFIFIEREE Beta g,

BB E HThR A4zl

BRI R U ERAR PR EH BB EMRA,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#client-app-management
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#client-app-management
https://podio.com/webforms/28192310/2229909
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EEEALLBIEE Global App Config Service #i&& maximumAllowedVersion B4R RIRRASSRIZHIARES
Global App Config Service ##9=f JSON STf:

"AutoUpdate": {

"userOverride": false,

"AutoUpdatePluginsSettings": [

"pluginSettings":

"upgradeTolLatest": false,
"maximumAllowedVersion": "22.9.0.3934", }

"pluginName": "WorkspaceApp",

"pluginId": "1CDF566D-B2C7-47F-6283C862E1D6"

<!--NeedCopy-->

RBIARE, AFiEE LR Citrix Workspace iA2F L BEEHEIE maximumAllowedVersion E4H1EER
hR S,

&iE:
o B EChEHARASES], %908 Global App Config Service #f upgradeTolatest i&&i&H false,
WMERIZER true, NPEZE maximumAllowedVersion,
o EmE pluginld, BREEMSIEI Citrix Workspace AR
« NREE AWK Global App Config Service hERE RS, MIINERT, Citrix Workspace Rz
& B S =AY El AR A,
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SEREIRTEGIEMRERER

Citrix Workspace N ARFREX KRS INREFTIEFRE, AXEHAER, BSHE Citrix HIRPOLXE
CTX253779,

BABREERANASEESHEIESEREREFRITERIET.

BE T EEE R XA ISR EIMERALR
LR, EEEAXANSHEIESHIRNFBNRELRF,

BAhER, RARRTE-FEREEMN—TRENEE. RAELAEEREFBTERN, FoHRARENEE. 0
REBRBFETIET, NRSHMBRNEE, RARFRTEEHEREIEE,

Citrix Workspace App X

Your session did not launch successfully. If you are currently offline, reconnect to
Workspace and relaunch the resource.

Transaction |d: 4c2ea391-316d-460e-9d3a-74b56e5435b6
Error code: 3006 (authentication session has expired)

Close

@ Citrix Workspace X
Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

Sign Out Cancel

Ear B EEEM S FIR Citrix Workspace M BREFSIEFERH, thalllBGRUESESIE,
AE:

BRI HEZARFEREHRE.

R A2 RIPRIIG5RINAE: R DLL SEN [EARTAR]

EARARFERIFHN—E5, RINMEE—MRLILEIEE, BIEBRI Citrix Workspace AR £RRLEREZR
EEhSHEEREE (DLL) IR MR E, MRENT EFRBEER, Citrix Workspace M AEF R NEIX L
TR S LN LR,
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LARD, IARATRSARINEEER FRERIFHEMNBEFMKE. E4hkaT, JNY ATHEERSE, NERE:

s FTEENNBREFNSESIE
« Citrix Workspace MHEFEHIEEO (43thEE/StoreFront)

Ite5h, ItEHESRTHRETNTE |
o HRFIFANG LELEERERAEHERS DLLE, ZELMRHEE

Access 2016 4

I The digital signature on wfica32.exe is invalid.[Error 1116 (no error text available)]

—> Copy text to clipboard

Close

o HAREMEERE DLL #PE L 2/REH,
& Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

GRAERE:

tEThEEE S R xy R IR(E RS FATI068E (MN3 DLL FRRRVSE APLER) BYARRLIZEER. XEBERECEER
DURMRIF, FERRFELEEEXMLTINENEEIANRSE, B2, MERIFRKNARE, M3 DLL 8975 ERTEE
. BARNSHSIRFFRX LR, BRI ERIEERERENHEPRET BRI,

AILAEAILE Podio FREFMILE RIS AR,
AE:

RAMERAIEE P EHIFFEFIFRREREFFRHH TN, FATPREAZRENNS. Citrix FEZ
THEEFRSThRBOSZ1FERM, BYGDIRHEUH X LINREMI R R, Citrix FTRESRIBRIRA™EY. RBMNEEMNR
IRHITIRE. BINAERLEF IR EE Beta hR4s,

SFFRRINREN AREF R

7z, 7z Citrix Workspace 2R, RINER TaRENARFRIFAL,

REHIE H DA Enable app protection (BRARBREFFIP) EiRERE RN Start App Protection after
installation (RERERBHEABREFRFRIF.
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https://podio.com/webforms/26881960/2053163
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Maote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

‘RIS RIER, NAERFRIPETELEEIAEM,.
AR
MRERBRILLEEE, WNFENERANBREFFRIFNER, VAERRIPSTEERBHZFRIPHERRRAS
BB

BWEILUER /startappprotection R TE BN AREFRIPAGBE, a1 /includeappprotection
FXREFH.

=z

AR

LAFG, Citrix S43IEM Citrix Workspace AR FRERIARFIHITR BREBRNRERIZRIEE. B,
B 2212, XLEERINETFREARS, SEECRARKRNKRHITERE, §X GPO BEMER, BESHNAE
FRIFECE RUIESRTHRE,

R FBREFFRIFIGIRTINAE . BRESE B

BAhRAR, YBARTERIENMEARRIPHNZRH#ITREHRRN, EAUEEEN. EXRNAEFRIFVERNG
B, BEANBEFRIPTA? o

HIUTE RN 2REBH:

REYREHRTESNEEEEHRHM.
& Print Screen sB#HIREEEE,

NE DI
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#enhancement-to-app-protection-configuration
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#enhancement-to-app-protection-configuration
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html#what-does-app-protection-protect
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} =r

AR

FEHRIANSMETEMNET—R, IRECEFBIZIAFZHBEREREE, ZBNSBRBI.

Desktop Viewer {1t
LERR 53833 4 /B BhEd (E14852 5 703k ik Desktop Viewer {536, Desktop Viewer TEEZAIHIEITH, AgExERER
INE Windows RIFERRR. SERAILGEBIDE U TEMREE A5 N—LUZF R B A MNIER R IEEX AL :

o fi1E: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
« &#: ExtendConnectScreenMS

« & DWORD

o {&: 00000000 (UZFFEMIMIER)

AR

EMERECE =B A ER,

Citrix Enterprise Browser
AR
E3ZATF Windows 8 Citrix Workspace R F#2FhR4s 2210 &, i@id Citrix Enterprise Browser 77
Fi5 Web #1 SaaS M AZFIHEER TR,
HRAEIEET Chromium iRz 107 89 Citrix Enterprise Browser fgzs 107.1.1.13,
« 35 Citrix Enterprise Browser i & A T {EX%

1, @A LU Citrix Enterprise Browser F2& A T1ERI Y88 LT FF AR TIEHEIE, ERILUEZRERE AN
WERFT AR T 1FHEE,

TR SERBRANKREAFREN Web 5 SaaS NARFXBREE, SAFREAINAREREFERNER
HEEET, MRERIENERE, MBI Enterprise Browser ¥ HITH. MIRFE, WEIRLRFIEENER
AR EIT o

BXFMER, 1585 Citrix Enterprise Browser i & A T{EH 425,

2212 FEERERRE

o BMEREE—MIES, Citrix Workspace B AEFHSIRRIEERIES, @ Workspace (=) MABEE#T
B IIER = IR L),
AT LGB AN A TR 1E BRI BR T

On 32-bit systems:

- Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D:
- Name: SuppressCertSelectionPrompt

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/citrix-enterprise-browser/settings.html#set-citrix-enterprise-browser-as-the-work-browser
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- Type: String
- Value: True

On 64-bit systems

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle or HKEY_CURRENT_USER\S
Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

Y VPN W E B EHiEER, 2iRXFRER T Windows B9 Citrix Workspace R A2 F AT BE S KK
[CVADHELP-20376]

o SHERET EPA MR RIS #ITSHIRIEN AR NEIER 24 (EPA). L& Citrix Workspace [ FB#2F M
PHRRAE T 2210 SiESIRAN IR, [CVADHELP-21387]

o TEMR1LEY Microsoft Teams i@iEHAIE], KRIFTTAESH NMERIRS, [HDX-44438]
« Citrix Analytics T MBRZEH P AMEW S MEHEXINIETT. EMEREUTHESMS, thBIER:

- &/ Citrix Workspace AR, NARFIKESIELFEITREMEERE 15 2%,
- fERNNAEESKF ERBA CAS,

=

=W

EETAEREHNAREFRIEN, FaRES5MEHERXE CAS Ff, XYEET Web HIHRAERF
sk R AR @I A Citrix Workspace ZBR2FHINMNE— MR AEERN, FREXZNAERF.

[CVADHELP-21448]

« EREEATIAERTHNARERFN, HttAtNBEFEENAEFEE AN aHBEREE LB
FA#2/F. [CVADHELP-20742]

2212 RyERNR)E

« 4%%EE BCRClient.msi B, 7£ Citrix Workspace M A2F L &R HI L THIR:

BCR Plug-in X

| Your installation cannot continue. The installer detects
- that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 9
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« 918 Citrix Enterprise Browser 22iAtes, FLEXFAIEBN LT 24N SaaS MARF LA Citrix
Enterprise Browser 377, [CTXBR-4106]

FHARR A

REOABRM T BEXEANNRE Citrix Workspace (724 66 1 21208 X 70 R HRMR A R avFmg ThRe M B8 &
HYRIRRRY(E o

2210.5
FEINAE

LEhRA R T BB FUARE AR, REMMBEMIRH,

ERmNARREFERE [RARTEAR]

EATF Windows i Citrix Workspace M B#ER 2210.5 BIfEiRBE iRk AIEFE1EhEE, F Citrix Workspace
B FRREF AR R LM EE Secure Access Agent Mlis= 4 (EPA) & ERIBFREMN BN F AN BERF.

BRI ThAE, BERATUBRMMM B NERE & HEMNSEMBNNE,
AR EEGERT Workspace (&) 3%,
ERIENBEFEREAEUTSE:

B a7 Global App Configuration Service s E RARFI&E LFABENRE, B ATER,

ERALUIEE Secure Access Agent Mk =54 (EPA) RIE,

« Citrix Workspace M Bi2FM Global App Configuration Service SREXIEFIR,

« 1R#EM Global App Configuration Service SKER#%I&, Citrix Workspace N B2 i@id BohE#HMARS T
HABHGE, IRZHRERS ERERRE, Citrix Workspace BREFEMARBNRE, IRERER
1, Citrix Workspace MAEF&MARIEEH (METHNREBREASTRENRE) .

Citrix Workspace M BEF A MR1EERE B B EHRIE,
Citrix Workspace M A#2F R Citrix Workspace EiEHohE R R,

TERET TIERE:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 10


https://www.citrix.com/support/product-lifecycle/workspace-app.html
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Agent installers made
available by Citrix

Admin configures the

agent requirements for
the end users

©

Citrix Global App Configuration Citrixt auto-update

Workspace app Senice Sernvice

checks for the

list of required

agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

AILAEA Podio RETFMILFEARTASAR. BXHIE, RINGSERRURNEZFAEE,
AR

RAFGRAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ
THREFR BT AR IO SZ 12251, (BRI EBOH X L ThREM R 1% CitriX FIRERIRIERIGM™ B, RBENEZ MW R
IRHITIR(R, BINABEELEFFIRSEIE Beta hitds,

B E AL IRINEE

Citrix Workspace BEFIEZIFERATREBHEE (PAC) 1 Web RIEAzIA I HX (WPAD) #:MeS B 5h
B,

Citrix Enterprise Browser

hRAEIEETF Chromium kgrzs 105 89 Citrix Enterprise Browser ks 105.2.1.40, % Citrix Enterprise
Browser 89348, 5207 Citrix Enterprise Browser X4,

B2 R

LEhRASARR T BB FRH A ERE. REMMREEMRE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 11


https://podio.com/webforms/27635952/2147566
https://docs.citrix.com/zh-cn/citrix-enterprise-browser
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2210
FEINEE
ERMNERGNEE @S RIRH

iEAF Windows # Citrix Workspace M AREFIESFARAMERETNEEANE RIEM. E0LURE KT EE
I > &% > BRAY RIEMEIRERB AL ThaEE,

AT Windows 11 t#) Web #1 SaaS [ Ri2FHIN FZFRIFIZEINEE

R AR RIFIG3RThAEML L T Windows 11 8 Web 1 SaaS AR AR ERIMRLINEE, tiE5RTNEERTLL
I mEm Secure Private Access &R # Citrix Enterprise Browser %15,

U FARRERF [BRATASAR]

MAREFRIPREIEENR 2N, RIPRINEFREZREIERE. BRARIMERRERENEE. B, NAEF
RIFINEEINETXS Workspace #iRiR . (EBIAMN ARRFRIP, NARFFRIFTIEYT BRRS ENANAER. 8B
i&ATF Windows #9 Citrix Workspace M B2RF 2210 2, MARFFRIFAIEZAET Windows i&& LRIz Ry F
EFo

AILAEAILE Podio M AR TN S hRo
AR
FAMBRAERE A EEEEFHEREREFFERFHTIN, FAZTFREEZERENNS. Citrix 7EZ

THREFR BT AR Y S 1 22f5), (BRI EBOH XL ThREM R 1%, CitriX FIRERIRIBRIGMM™ B, RBENEZ W R
IRHITIRME, BINABRELEFFIRTEIZE Beta hitds,

PRIIASA D PR

1k P A MR RIEME F ifhih m A B IR B 7] USEREIE N E LA P, LU RS AN I ISR X Lot
FENEm, BiEAT Windows 89 Citrix Workspace A2 2010 {2, Ea] UERZE F InACE TR fliX L 938

AR

UZ RO METTHAF SEMRINNEENSMRE, ER Microsoft Teams lRE{BRWEBMFIBERINE5E

FRRNDEDE,
RiAERT, ®%E 7 Citrix Workspace W A2 F 210 MEFP IR L ZHARUEBEH. EBERAMLAE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g B U TE A HEE, AT EHB
A

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 12


https://podio.com/webforms/26963544/2062768
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BTR KA SRl EZE

EnableSimulcast 285

Fall

1-3 (BHIREN 1)

MaxOutgoingResolution E#g = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams ZHHI DY)
MaxIncomingResolutiol ##k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams ZHHI )
MaxlncomingStreams  ##k = 1-8
MaxSimulcastLayers — #ix = 1-3 (BHIREN 1)
MaxVideoFrameRate — ##k & 1-30
MaxScreenshareFramel ##k £ 1-15

P& EMZ=IE 7 DWORD,

Citrix Enterprise Browser

FhRABIEET Chromium Axras 105 89 Citrix Enterprise Browser k7 105.1.1.27, &% Citrix Enterprise
Browser ¥4z 2, 1§55 Citrix Enterprise Browser 314,

=% Citrix Workspace Browser

Citrix Workspace Browser #L7E#RA Citrix Enterprise Browser., BEXZEHWILBEM citrixworkspace:// B
79 citrixbrowser://,

RN R M E SR SEI IR E — N EE# TR, RGO F .

o & UL FafRE RS @R E G ERERFE AR ER.
o REMB (FlNs<M MS)) AJRESHSURE LIFIRRTR, LRLERFRE PREHZE,
o MR IAR ML X ASHHZR R MR (FIAASIAIEEXE) ATaE S aIE 7.

3% Citrix Enterprise Browser i& 1 T{E %28 [BATSAR]

WE, &AL Citrix Enterprise Browser B2 & AiTAEE A Citrix Workspace A2 HECERIFE TIEK
A SR N TR, ICIhBEREIRM T —F7E Citrix Enterprise Browser {X3TH T ¥E5Ei%a Web #1 SaaS WA
BFHA %o

TR LOSR A & AN RS T A E A H tIE TIEE RS B2 F.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 13
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i&@id Citrix Enterprise Browser IJ7Fi& Web 71 SaaS B2

Bk A&, Citrix Workspace R F e AHIFTERE Web [ZAEFMSMEE SaaS AR F#HE Citrix
Enterprise Browser HT#,

=

AR

E£3ZATF Windows 8 Citrix Workspace [ F#2FhR4s 2210 &, i@id Citrix Enterprise Browser 77
FiE Web #1 SaaS [ AEFINEEL FEBRES.

TFRNIEY R [RATURIR]

ER LU REeNARNEERRRENT BEFHRME Citrix Enterprise Browser, EERAUIHE. EEMITHY
BiER.,. RRAPITURIEEZEEX citrixbrowser://extensions TEEMNER LT BRIEF. BXEZIEE, EFSH
Global App Configuration Service,

AE:
IR RN PRIE R AR, EEENIMETIEEBER, 5ES Podio R&,

AXNAEERENEE, 1555 Citrix Enterprise Browser X#4,

£/ Global App Config Service =12 Citrix Enterprise Browser [H AT HR]

B R LUERERT Citrix Workspace B Global App Configuration Service, i@ & &EIERIARSSIRM Citrix
Enterprise Browser i& &,

Global App Configuration Service E#Eit BEREMERE Citrix Workspace f1E# Citrix Workspace Rz
FigE. IhseaFERRER Global App Configuration Service i§&#hig & ok 7 45 5B K7 A 245 R A 7 5 o
89 Citrix Enterprise Browser, BRI LUER Global App Configuration Service BEEMEIELL T Citrix
Enterprise Browser i&&:

+ “Enable CWB for all apps” (HFrE M BiEFER CWB) - % Citrix Enterprise Browser i& B F M Citrix
Workspace M ABTEFTFF Web #1 SaaS M AEFHIZAIAN 523,

+ “Enable save passwords” (BR&FREEE) - AFSELRLHRFPREZNE.

+ “Enable incognito mode” (BARSER) - BARZARSE.

« “Managed Bookmarks” (HREH%) - AFEEAKHEHRET Citrix Enterprise Browser,

+ “Enable developer tools” (BBFAARIEH) -7 Enterprise Browser FEREZHAAELZART .

+ “Delete browsing data on exit” GRHESHIBRNILEIE) - AFEERAEE Citrix Enterprise Browser 72
IR B IR BR R LE 254

+ “Extension Install Force list” (G&%IRET BIEFSIR) - AFEERTE Citrix Enterprise Browser %
Y BIER.

+ “Extension Install Allow list” (i BEEFREATFIIR) - AFEERRERF AT LURME Citrix Enterprise
Browser ¥ BiIZF AR, WHIRFAT Chrome W ENANE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 14


https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://podio.com/webforms/27953836/2193544
https://docs.citrix.com/zh-cn/citrix-enterprise-browser
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#iF:

IEIRER N RIBE RN bR, BEREEHIFEREEBR, B1ETS Podio R,

RAThR A HE P EEIFEFIFER B REFIFREPH T, HFAFFRREAZERBENNS, Citrix T
B INRETA ARSI 2R, EUMRMHAUHX LR R, Citrix ATRERRIBRIGMNmER. KB4
BN RIBHITERE. BIARBEEEFIFEREE Beta kA,

BIFFEN XD KNG,

Global App Configuration Service FBFRE K S8 BEBE T AT Z51:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"

]

<!--NeedCopy-->

BERMAI LGS EN AT EIRE. BX¥MAES, 521 Global App Configuration Service
X1,

B2 R

o ENSINTSREET TS DPI 328,

- RARFHEANS, ERENSIYER, itk DPI i,

ERIETEY, Citrix Workspace M ARFR=IA B4t Windows & F iRl 2R 5 ##%X 4 DPI
FEHIRES HDX KiE#HITE. BINEMBRATEHER DPI L, LHEREEERASSHEE RS
(1920x1080 k) B,
BIAT (WHABFIRT BRRSER) (EFRTIE DPI BRAIMIBAREAER, HEREERFERT
. ETMAIRERTEETIBREARERFISIA—LRIER, FINE HDX SIERA TN SHAI X4
i
LYHARBEARREDPI&E (FE& DPI) WESREEET A Windows ZFIREY, XtBR—MEI{THYE
i,

AR

&S Microsoft Teams B9 HDX LR R R

FERE=ZNERAFRERAERDPE (LA “DPI TR , &ATF Windows B Citrix
Workspace B2 =284 Windows EF i E#Y DPI B¢ E. EHERT, Windows B2ER

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 15


https://podio.com/webforms/27953836/2193544
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview

BEAT

Windows &9 Citrix Workspace R 2R

2209

SFEERE Workspace R AEFH HDX 21EMY B, mGEEEMEMIE DPI BRI AEFE—#,
FEWNE DPI g8k L iR 100% B9fER T e AR,

[HDX-43720]

YE@Ed GPO AMERANNAREEHES GUI 7RIk EE— StoreFront fRSZ2ME MM AREIER, FIER
HIM— M INEESE, FMKFAEERKK. [CVADHELP-20776]

Y@t GPO ME— StoreFront lRES SB[ AMAE NN BAEIER, BRES N HEEEN &S E 8K K.
[CVADHELP-20655]

BifE3@id GPO 2B T Global App Config Service %88, Citrix Workspace W BEEF iR iEEE
Global App Config iR%528. [CVADHELP-20775]

£ Windows 2106 s E Sk &+ A Citrix Workspace B2 Y, ik ICA RIEEIEERTER 1A,
[CVADHELP-20824]

SHTFIHAF, receiver.exe #HEATRERBIMNEK, EATRERTEIEAT Windows B Citrix Workspace [z
FF 2206 sk EShiAs EERttia, [CVADHELP-20986]

LR H Microsoft Teams IR INF, EFBMMNER FMNEE, EOJERETBIEHET. LiaM
BRI, tHEEFEFELE HdxRtcEngine.exe #i2MATHI, [CVADHELP-21095]

FEINAE

RIS Eh T A R [BATNEAR]

Wi S A LEThRE, &I LA BT AR &R R E. BALLIhEEE, Citrix Workspace AR SEREEN T
B EENSE. BRREE, SIERIAET.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 16
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i, Civis Werkdple 5 W

Deskiops

¥

citrix e’

BEa® & amES™ME -

X(UEATF Workspace (&) &i%.

BJLUEEA Podio &AM AT SR,

AR

RAT AR AT E A EEIFE RSB REIRRRHITUR, HATFPREEZRBONS, Citrix FiEZ
THREFR B hRBSTIFSRAI, BYGDIRHeUHXLETNREN R R, Citrix FTRESRIBR R EM. BBMNEEMX R
RHITIR(E, BINAEEEFIFIRTEIE Beta hiids,

BEhEFhRAIES] [BATALERR]
EEREA UEBARPRIREN B EIERARES

HE A L@ 7 Global App Config Service Fi&& maximumAllowedVersion # minimumAllowedVer-
sion B RYSEERIEHIMRAS.

Global App Config Service ®#9:Rfl JSON 2f4:

"AutoUpdate": {

"userOverride": false,
"AutoUpdatePluginsSettings": [
{

"pluginSettings": {
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"upgradeTolLatest": false,

"maximumAllowedVersion": "22.9.0.3934",

"minimumAllowedVersion": "22.9.0.3934",
}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}

<!--NeedCopy-->

RECER, AFigEER Citrix Workspace ARFRBEHEMIN T LREE Z B8RSR AhRA,

R E % Citrix Workspace R A2 BehE# B4 M4, 157 Global App Config Service # maximumAl-
lowedVersion 1 minimumAllowedVersion EM¥ g A\ EREAIARZS,

AR
o BRI BhEHRAET, %908 Global App Config Service #189 upgradeToLatest 18 &i& 7 false.
MEIGE A true, maximumAllowedVersion #1 minimumAllowedVersion #5288,
« EMES pluginld, RAEBEMETEI Citrix Workspace MB~ER.
- WIREERA WK Global App Config Service hEEE RS, MZRINERT, Citrix Workspace 2
P B B RV BT AR AR,
BAZINEE:
1. BahEMREES.
2. S#iF Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle ift&
Bz,
3. BIEEBUTREMNEMRE:

o SEMRIKZIR: Test-EnableAUVersionControl
o 2£#I: DWORD
« H: 0 XRT"ERH, KF0XRREEH
4. EFE Citrix Workspace Rz 2R LSRRI B E W
AILGEE Podio REIRMHE XILIHEERI R ko

AR

RATAR AT E A EEIFE RSB REIRRRHITUE, HATFPREEZRBNNS, Citrix FiEZ
THREFRBThRBOSZIFERMA, BICDIRHEUH XL R R, Citrix FTRESRIBRIRA™EY. RBMNEEMXR
IRITIRF. BINAERLEFIRFEZE Beta hrds.
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WebRTC WH LR, ERAFLZIMILH Microsoft Teams

BT Microsoft Teams 89 WebRTC a2 F & ZIk4s M98,

#5171 VDA B 5EH Citrix Workspace W FHER
WE, EaLUBT AR U T HEMRETE VDA LSRR EohEMIkEE:
£ 32 it &ML

o JEAERIM: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
o EMERE: AllowAutoUpdateOnVDA

o JEARFRIEE: REG_SZ

o JEMRREERE: True

7£ 64 (It EAMN L

o SEMZEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\ICA Client\AutoUpdate
o EiAERMAE: AllowAutoUpdateOnVDA

o AR REG_SZ

o AMEREIE: True

HET BN ARRFMKERRBEHAR [BATSR]
El, Bit#EsHEENAAREARREN. EEAARIKBIREHXHMNEE, FHAEMESIFEHS.

@CDH'\PCIIG{]

Starting...
[

Canced

BHENNAEFNKERAREEEFE. EH, HBEEATF Windows i Citrix Workspace R fR#2R L1
MTRPRRFNGER. XEMTILARMNTREXBHRSHEXERS. BNETRERRHNE THA.
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9 6 m

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

All Apps

1)
RTST-UK RTST-UK RTST-UK
Desktops Access 2019 Edge Excel 2019

cifrix

£ Type here to search

iEATF Web 89 Workspace 32 #5ibIhig. AR EUEERXBHHENTEXHIBH, MAUEHEE, MRE
ERMHERFPZRXANKE, WBT—FRESHR.

L] tru Workspace x +
s h ¢ B Y O B2 » = 0O
# Bookmark
@y Citrix Workspace
4 - commaented on ticket WSUI-8109 - "WSUI loader doesn't spins as expected in satari and
Home native cwa apps. works properly in chrome” Recent Apps
Feed

G seron

' Reported ticket commented

commented on ticket WSUI-8063 - “Rotate the access keys”

€ s
; App!

@ o

Desktops

W in
—) h
L Files

Recent Desktops
] Bl APAC Managed Deskiop

citrix Recent Files

BILAE AR AR AR B A It Thigs

1. fTFEMRRERS.
2. SinEI HKLM\ SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFIM—1R A NewLaunchExpSupport BSEMERFRTE, ABIGEHMEIRERN True,
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4. EFEs Citrix Workspace R 2R LUEFM A E Ko

3 =

AR

X{UEART Workspace (&) &if.

B .
« EZRT#/KER, Citrix Workspace EAEFHNREERIETHNARFEOBERRNE RS, LEMFH
EfnEERIERSHILTRE,
o BEFNRSENBIAZFILINEE,
BILAEE Podio FREPRMA R ITNAEN KR 5o

AR

RAFEAR AR A EEIEEF RS REFFRFHITUL, HATFPREEZRBEONS, Citrix FEZ
THREFR BT AR OS2 152251, (BRI BOH X L ThREM R 1%, CitriX FIRERIRIBRIGM™E . RBENEZ W R
IRHITIR(E, BINABEELEFFIRTEIE Beta hitds,

Citrix Enterprise Browser (L #1754 Citrix Workspace Browser)

FhRABIEET Chromium Aras 103 89 Citrix Enterprise Browser k7 103.2.1.10, &% Citrix Enterprise
Browser i¥#EE, &8 Citrix Enterprise Browser 3244,

« Citrix Enterprise Browser it &

EEXHRIHEBEREE Citrix Workspace tkFHIMNAREE (BIMIFAEIER. BE. BHEMNEMIZE) HFR
7. BFEH Workspace MABESIZEEXH, EEREBRISMTEMEMLITRN EER,

=,
AR

AR EIMRZ 103.2.1.10 HEXRERIREG, RELZARENEBIKNEG. BEXEREBNABEE
RIgEN, ZRIREFHNMEHIEREER.

B8 EmiaE
- WAILEBER, HIEMERT Windows 89 Citrix Workspace M BiEFHEHEN, SER—MIETFTAMN
FEENERIIE,
ERALEE, FREUTERRE:
£ 32 ARG

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
&#r: ShowSigninPageOnLogOff

#KE: REG_SZ

f&: True

£ 64 IRFL:
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HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

[CVADHELP-19967]

o AFRBEITRAE Applocker #NIBALE Citrix Gateway & 5 Citrix Workspace &R, Hitt, &4
£ temp XFEFEFHBIEZMER I VPNXXXX.tmp BIIGES ST, BNfEEM =R HKEY_LOCAL_MACHINE\
SOFTWARE) Citrix\ Secure Access Client #9{& DisablelconHide, th&tliEixtex 4, [CVADHELP-
19709]

o Y& PNAgent it BRIE R MR ARZFR, EATF Windows B Citrix Workspace AR R ETR
UTHEE:
REHDHEIR,
[RFWIN-28208]

« Citrix Workspace iR ER AT EMA, {CVADHELP-20317]

2207
Hi8ThAEE
15/ HDX #17# Microsoft Teams i1 HIiE ST R

iEATF Windows #9 Citrix Workspace R A2FIESz A HDX #17# Microsoft Teams b -Rav3s SR
MR

TRAILIRME RN EERAEEXBGBRRER, FEIEINELTEITRE (BAMER) RERTINTFIL. ZIEER
BT P2P sBiEZN.

=z

AR

EIHEEMAEE S Microsoft Teams Ul/#z5R%& R, SEOZIFRER VDA BHE 2112 NESIMRAMNNBER M.
BXFAER, BERZEOINAHIR.

PR

o ALIFEERMAPEXNE 2SR,

s BEMRTRERIFZEFEEE. YEXAHERBL Microsoft Teams REFEE VDA BY, BEEXRE
BE XA,

o BFEE ICARIER, MEEXHA. B2, Microsoft Teams Ul ER-—1344), IERZEIHRRMATEAR
. Citrix A1 Microsoft IEEERL AR ARILRIE,

o EMEREGREN, REQHIEEST Internet,
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} =r

AR

Lt ThEER7E Microsoft Teams # KR B SR M. Microsoft # H It B#ES, BZEF CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERL&E]) LEAEEEFHRA A

ER RSB ENEERIE KM [BATEAR]

AT Windows # Citrix Workspace R AREFIESZFEAMERENEEANS SEM. TTUERUTEMRER
BRI

« fii&: HKCU\Software\Citrix\HdxRealTime,

« &¥R: EnableBackgroundEffectFilter.

« 28 DWORD.,

s fE: 0 RTERA., AAHMEHNRTERH. MRZEREFEREN 0, WKZBAES RIEMSE, HE2H
ROIBRERIR RAVENED > & > BAE REMERE,

i
*i7 ICA £3E 280, 15X VDA EHMMEIRENIN BIERF.
AILGEE Podio REIRHE XILIHRER R IR,

Rt T BRI EHTALE
BEiEfMAER BEE Citrix Workspace AREFEMEIRMARA, THREMRMBF T,

Citrix Workspace M BiEF s R EH THZN RAEFHNRH AT ARA, Citrix Workspace M HEFRIERAFE
M REREE, USSR,

ZETHE, BFERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR~ B EHRLTh)

R Citrix Workspace M BEFHA TG A REBMMEREE, Ns2REMRR.

BEhEMHIERINAE [RATYIAR]
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Citrix Workspace R Ai2FMES TR A TREBEE (PAC) il Web RIEB 1L WY (WPAD) #&:IES B 5h
B
AR
BRAMBRAIMEER FEHIEEEFIFREREREFFRPHTIER, FATPREAZRBHNS. Citrix FEZ
THEETR LA hR A9 S 52051, (BXNMIR MBS XLTIREMN R 5. Citrix AIRESRBRIGHN™EYE. KEMEMEEMTR
IBRITIRE. BINAERLE IR EE Beta IR

BJLUEIE Podio FERHA X IINEEMI R IR,

Citrix Enterprise Browser
A EIEET Chromium krzs 102 89 Citrix Enterprise Browser kixas 102.1.1.14,
« @2 Citrix Enterprise Browser {THFiE Web 1 SaaS M AEF [HATKAR]

B hR4iE2, Citrix Workspace A2 eI BRIFRE M E Web A2 SR SaaS M ARRFHR1E
Citrix Enterprise Browser H1#1F, ®JLUEA Podio & 2FMILKATARAMR,

AR

BAMB AR EEFEREEEFFERERESHERHTIN, FAZPREEZRENVIS, Citrix
TIEZAETUS RV IFZR=6, EIUHREBSUHXEINEEN KR, Citrix AJESRIERRHTEME. K8
MFREBBEMN RIGHITIRIE. BINAERELEFIFEFEE Beta k4,

A% Citrix Workspace N BiEFEHNEEEN

¥ & B F Windows 1 Citrix Workspace L BiEF M BRI A EH I 2207 B¥, RASRTBFPER. RF
Workspace A&EES 2IRTER.

BEEER—
RIE[E%
o fi1LH Microsoft Teams A aERIEIFERE SR S HFBIA S IMI&%E, [CVADHELP-20528]
PE =
Ltefg E X7E Microsoft Teams #HIGRKME S Ao

« dNR1E1E Citrix Workspace M BEFREHIEIZE T AllowAddStore=N, NETHARIEITREHLITER
geo DNS URL BB BB E R BBk M. [CVADPHELP-19853]

+ Citrix H91IFEESE (AuthManSvr.exe) ATRERER RIAERIMEH, [CVADHELP-18901]

BFRARm
o ERABAENX Web FAEER, Citrix Workspace MBEFFHSEHERE RSN M TITH. [RFWIN-27855]
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2206
FEINEE
£ HDX #17# Microsoft Teams L A% RIEMZUR [HATALAR]

EEAT Windows 89 Citrix Workspace R F#2RF 2206 &, Citrix 3|\ T /A HDX #1178 Microsoft Teams &
RS SERAN R AR TR,
m#E, BEMESREREEXEGERE R, HEIEENETETRE (SFMNEE) RERRIN. %I
BERTAT P2P s EiESI,
=W
o FEIRARTSARS, ZINAERfE@ S EMRIUHITIES], FHAXKS Microsoft Teams B R &/ HEM.
o FEREFE Microsoft Teams £IWAIEETHEFYE, BIEETTIMERMB AT EFITER NI, B
FERER, REEEFBR Microsoft Teams, ZINEEER A7/, LLIRFEIMIER, Ak, ©HEEZEOX

¥ (VDA 2112 EEHRA).
BHENEATREMNMR, EERNAFAVIAEEF iR/ nR LERE T EMRD

fiiZ&: HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStream

+ &#: VideoBackgroundEffect
« 7. DWORD
« E: 0 (BEZRA). 1 (BEBA). 2 (BEE%GER, WFEE%E VideoBackgroundimage S+ #1R1M)

RYEREEMEREGMIFRME RN, 7FEUT MR

« &¥R: VideoBackgroundimage
« XA REG_SZ
« {: my_image_name.jpeg

=
X#H&, flgd my_image_name.jpg (B E A XHRENBIR) HIREERFI&E LM Citrix Workspace
NAEFLZEBR C:\Program Files (x86)\Citrix\ICA Client .,

BET ER R

Citrix Workspace R BIERF 2206 7 Intel &£k GPU 2T EE0Esecki#
« B CPU SHREERE, BT BHAMEE

EE T LUTIARA:

« 7 Intel % 10 £ GPU SEBRA L IEHRSAE ST mEIR1T,
« Intel #1 AMD GPU E# “EHME" 5 “At T TBUMNXIE” WREER,
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N REFRIFHIEIRINAE . RARDEN AT SER]
Citrix Workspace [ B2 IE T HRE MR ZBNNcHSHEEE (DLL) IR EENERETE LA RR1E,
MNRASFHEEN T EARZEERESR, Citrix Workspace M BREFEHEE MBI ETFHHE LM ZER,

tesh, MRERIEBHZANVEEARZEEREEN DLL, CARFFRIPRELRIEBRHNHETHEIRES. XAH
RHSBREENN AREFNRERIE.

AILEAIE Podio FRESFMILE ARSI,
AE:

RAT AR AT E A EEIFE = IFRHEREIRRRHITURE, HATFPREEZRRONS, Citrix FiEZ
THREFR U hRAVSZ 15215, EXNDIRMEUHXETIREM R %, Citrix FIRESRIBRIFMmEY. RBUNEEMTR
IRITIRCE, BNAETEFIFRHEE Beta hivds,

iEATF Windows 11 iy Web 1 SaaS [ AEFHIR AEFRIFIEEIHAE [RATMAR]

bR RIEFRIPIERINEE T Windows 11 EiY Web #1 SaaS NBEFBF NAEKRIMR T8, LIEaInEEa] I
@i @@ Secure Private Access ZF 8 Citrix Enterprise Browser $%15, &EaJLUEE Podio FREFMFEARTNE
hR. BXFMMEE, BBANAREZFRI.

AR

RATAR AT E A EEIFE RSB REIRRRHITUE, HATFPREEZRBNONS, Citrix FiEZ
THREFR U hRAYSZ 152215, (EXUDIRMEUH X ETIREM R %, Citrix FIRESRIBRIRM™EY. RBUENEEMTR
IRITIRF. BINAERLEFHRFEZE Beta hR4s,

BT BB AL [HATEAR]
BohE#HIEEs B Citrix Workspace B BIEFEFH BIRHIRA, TETM[AF T,

Citrix Workspace M BiEF ST R0 EH THIZN BAEFHNRM I ARA, Citrix Workspace M HEFRIERAFE
MERERERE, USSR,

ZETHE, BERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR B EHRLTh)
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R Citrix Workspace M BRZFH A TG AREEMMIERE, NaEBRBHRR.
ERTLUET Podio & EMHE R TR,

=W

RAFEARAIEE A EEIFE RSB RES IR FH TN, HATFPREEZRBONS, Citrix FEZ
THREFN U hRAVSZ 152G, EXGIIRMEH XETIREM R %, Citrix FIRESRBRIFM™EY. RBUNEEMNTR
IRHRITIRME, BINABERLEFIFEHEE Beta ks,

B8 DPI LS

Hi& AT Windows B9 Citrix Workspace i 12 F 2206 2, BRiAE X T=EM DPI Lfd, XEmkE Citrix
Workspace i Bi2Fa =it B4t Windows & FiRH 2R ¥ DPI BIgE S Citrix 1E#HITIRAR, F
FILERAI—EB4, Citrix Workspace MARZFEDH “SREEMN” TREN ‘B DPI” IMAHFI A, BXF4HES,
E2IA Citrix fIRFLXE CTX460068,

Citrix Enterprise Browser

FhRABIEET Chromium Aras 101 89 Citrix Enterprise Browser k7 101.1.1.12, &% Citrix Enterprise
Browser fyThEESREFE1EE, 1521 Citrix Enterprise Browser (4R EIFT IS IEE

B2 S8R
TE. HEH. AR

« Citrix Workspace Updater [REZEIRETAEE, MMISHEELN, YEFHFRIZEED Internet N HITLL
jB)#, [CVADHELP-19613]

RIEEE
« fEA Citrix Workspace 12 2204.1 SkESMAE, RIFARERMER, NMREFEETRSE ZHEIX
(5130 wfica.ocx) BIBR®EI, MIsHIMLEA, [CVADHELP-20053]
o AN AERE URL EE B Citrix Workspace WAREFERN, EETRUTHIZHEE

“f&# Citrix Workspace R BRIZFEMIET Microsoft Edge WebView?2 BB ZIEIR. EEH BTN A
BF. 7

LY@ GPO H&S1TRMRASE URL HELIGES “/” (Ji, https://sales.example.com
/Citrix/Store/discovery/;0n;Store) RadIittbiaE,

[CVADHELP-20214]

« 1E5EATF Windows B Citrix Workspace R FR#2FH, ERARENRAMMARE URL B, ATRERERI
THIRHEE:
“TEEEDIRS R,
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MREF— P AEEERRAATERE, WaHIIR=,
[CVADHELP-19751]

 Mhi7 2006 XERRRAEH Citrix Workspace B2, mIRERMRIE N BEENMXMETRE,
BRAIERMECE, BMEARIEXYRAPMN ABSEREREXR TR, [CVADHELP-19839]

« =i fEA Citrix Workspace ZAEF MR BB ARFRKETESEK. TEQREF i P il
SR, [CVADHELP-19703]

+ 7£ Microsoft Teams @EHBRZRBINARFE, BHWESFTESBIMIENT. HILLRRZE M
HERRE, BIANMSHERAIER (REHBRNERM) . HhRASFERHNNERRIRIFR, TR MIENR
%o [HDX-38032]

BRRE

o MBEEXIIFNBEEITFEMNSERN, Desktop Viewer TE#2aJ 8RR, [CVADHELP-20253]

+ iEATF Windows 89 Citrix Workspace AR S X NSNAEEA—EERN, BMERFRITEH, i
YT RE O KN [HDX-38024]

« Z#DDC LEA “BEMERER” KRG, RIEHETETS BB RSB NN B &h 548 % H 3B E,
[HDX-39558]

« A USBig&shiniascps, Citrix Workspace AR IgE2E~IBAR Citrix Workspace - @2 24&34¢
iEHE, [LCM-10369]

REEAE

« Citrix Workspace M F#2F BRI e EAREAXHMmAK, SHHM 3002 #HiR. thRA@ESUHINEE,
EMYEEFIRES RS SR LFENFRBHRANGN, HARSF25%M. [RFWIN-26540]

2205
HrigIhae
AR

BZARRAEE, 1EHR Microsoft Edge WebView2 Runtime 74 99 SiEShAds. BEXIFAREE, BESRER
SERMFDE,

E% Citrix Casting

B, Citrix Casting £ Citrix Workspace M A2 F RE B BINE . BAMRAR, RYBEREHEFER
/IncludeCitrixCasting #&%i=17 Citrix Workspace FiiEFREREFN, A =B Citrix Casting,

L& E# Citrix Workspace BB EFEY, Citrix Casting 2 BmhE#. &% Citrix Casting Fi¥4E 8, ESA
Citrix Casting,
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TR 75 1) 2R

BARRAE, ERNRERRSEERTNEARER. SREMXMGE, ARPHESEPH Citrix Workspace R FAZF
Efr, MBHXBEHEREHTAREEAINER.

Backstage
Access 2016
Excal 2016

Wiina All Apps

Managed Win10 SIN Desktop

Wi All Desktops

Citrix Workspace

Fin to taskbar

XA Chose window

® ©

7£ Citrix Workspace [ B2 BB EHEENX Web M AREE

% signoutCustomWebstoreOnExit BHIRE N True BF, XA Citrix Workspace MAEFEFEEEHETE
X Web AR, o7 Global App Configuration Service HEZE signoutCustomWebstoreOnExit
B,

BXFMER, E5R Global App Configuration Service i,

SRERAMEXTITH Workspace A2

BARRZEE, EaLLUER MR AKEITH Citrix Workspace M B2 5. A LL7E Global App Configuration
Service g E maximise workspace window @M, LU Workspace MARRFERINE R FURKHETR
17, RESREFshEAN Citrix Workspace R BERF.

&% Global App Configuration Service B¥4{E 2, BRI 1o

Workspace 7% Storebrowse

i&AF Windows i Citrix Workspace R FA#2FI1E R BBIARS IR Storebrowse &#¥, X Storebrowse /A
FEESSIAIE =0 Workspace Thig,
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} =r

AR
o IWIHEEN N B S E FIRM Storebrowse i3,
o MAAEARAERNMBR PRIV MNESZHABEERBILLINEE,

BXFMER, BB EHT Workspace £ Storebrowse,

Citrix Enterprise Browser

o IthRZAEFEET Chromium ks 99 #9 Citrix Enterprise Browser g7 99.1.1.8,, &% Citrix Enterprise
Browser fyThEESkERFEEE, 1E515 Citrix Enterprise Browser S ERHITIEIIEE,

o IM7E, HE&TE Citrix Workspace R ARFHHITU T EMEIZIER, Citrix Workspace AR RIRERIE XA
SERXIERE O

M AR IS A
TR B H N B E
EAIEAIVAEEE) S
Bk =4 0 oz PR 9 S

BEE 898

BRRE

« EEATF Windows 89 Citrix Workspace M A#EFH, FEERAF AT EEE S E ST EEZ A
EUrEIgE, [RFWIN-26795]

RIE[EE
o YImEFHBE Microsoft Teams B, MAR HdxRtcEngine.exe #IEFTRER S XM, HARRESBEI—MH
##2, [HDX-40006]

o 7E1ER Microsoft Teams HDX b =3 smi@iEHfiE, NARFEEOALEAIRSTEAEEE TR/ EIEHER
TxElE, FREEHBE Citrix Workspace ABEFZHI, EHftTrtZfsmRRINAREFETO. U
aiiEIrsRE, [HDX-39549]

o 7EfEM Microsoft Teams HDX (b #9 “BF KN KiFHHIE, TRATHELH SHLRUBERE RB.
[HDX-36376]

o EREMEHAT Windows B9 Citrix Workspace M FAf2FHRZs 2112 siEmARaciAE VDA BY, ATRER BRI
TREHE:

BN AREF EEZRIGEERRIER T EN HDX XHhRRig&E L FERNER.
ERHRAS, ESNEIERNRARVATNEIELHRREHI, MAZE VDA
[CVADHELP-19636]
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T HE. AR
o FEERT Windows B Citrix Workspace M BIZRFE, FIRES IR TEIMOEMRIN:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\WOW6432Node\Citrix
Fo & Bah e S 1T R = B I I i) T,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Lockdown Profiles)\
A1l Regions\Lockdown\Virtual Channels\Keyboard ## TransparentKeyPassthrough
AMRERSREE 32 AtEN L.

[CVADHELP-19625]

2204.1
FEINAE
BINEERIERINGE

Bt T NPT S 5YRARISE (B BENSMAMERRASMmRIGSR) NEMEIRHERSE.

%5 Web #1 SaaS [AR2FHIEEHSE R ES (SSO) A8 [HATLAR]

ERE=ASMIRMER (IdP) B, tInAERIL T NEE Web B2 SaaS MARRRM SSO FRE, 38Ry SSO &
BARBBNMNIRBENL NS, BEBRTE IdP 580 E Citrix Secure Private Access LU E SSO RIGEE 144
&M, ERALURERAFFR, piIRESFEREREMN IdP 33 Workspace M AEFFIEEBoIMSEE Web = SaaS [
BEFH#HITEHRIL,
AILERLE Podio RETAIEI AT S AR,
AR
BAMBRAIMEE A EEIEEFFEREREFIMERHTINN, FAZFPRHEEEZRENNS, Citrix FiE=
INRETN ST hRAVSZ 220, (EXUMIRHEBXETEEMN R iR, Citrix JRESRIBER G EE. ZBEMMEEMN K
IRPRITIRME, BINABELEFHIESIE Beta lrzs,

Citrix Enterprise Browser

iR 4 @ EFE F Chromium ki Zs 98 B9 Citrix Enterprise Browser iz 4s 98.1.2.20, % % Citrix Enterprise
Browser FEIIHEESERFEEE , 15217 Citrix Enterprise Browser X4 IhEE,

Microsoft Teams i1t

o YHEHEPRE 7MKL Microsoft Teams (Citrix HDX 72 “(F/hRAR” T T tk) B, EHUERERAY
AR ERE HEWCRBBAMNEEIESE, i, MREECEHESREENERRE, HEENHEREERE
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ZEWN, NEMEENEN SIS EBIINEIEE, Microsoft Teams hamAIFESRLEREES, Wl
RIEREERIZNEIMEE, WEIEKEFTA (Fla, BFEN), WEEREERARSE.

=

Ltk ThBE1X7E Microsoft Teams # K RMWEHGAIH. E T # Microsoft e #H L EH, ESA
Microsoft 365 roadmap (Microsoft 365 B&4kE) . WAIIASR CTX253754 T X IEEM A,

« A2 FRIPF Microsoft Teams 38Tha:: YRR TR ARFRIPMIEATF Windows # Citrix
Workspace iz B2 5 X & F Desktop Viewer # 3B, Microsoft Teams # X #FEAMAMRBREHZ,
EXREEX TRENAREF TS 2MENINFEHLS,

B S8R
RIE[EE

o« MERTF Windows 89 Citrix Workspace M B2 F Al &k L& 4ad, Citrix ADCi&&JRES AR, [HDX-
39496]

« 1£ Citrix Workspace R Bi2F, TEZITZLIT Microsoft Teams EBIERT, EAIAERIBREBNIEMIE, LtheY
RERUTHRER:

Call could not be established. (F;xEIzMEN,)
[HDX-38819]

o YERABEEAIEEMAT Windows 89 Citrix Workspace M AEFHi& BRI EIEME TGV, ZigER
RETAIRECE I To

NAEERE, BENEZBEIERARFAEPE—TBIREREN. SAPIEPESTNEEEIATA
BY, XAJ LR BT HIREN.

[HDX-38214]

« R Citrix Workspace L AEFEBERE “SE” Ml “HB” XERBEAFAXMGXHNETHARRF, WE
Citrix Workspace WAHEFBRUEMN “SE” & “Fir” XEBRHNARFNSERIETESSBEAK.
[RFWIN-26508]

« 2R Citrix Gateway URL AIgEEIERIELRK, HERUTHIZBES:
TEBRR B R IRIEARSS .
[CVADHELP-19415]

o WAEER, EEILE HKEY_CURRENT_USER { HKEY_LOCAL_MACHINE &3 TWITaskbarGroup-
ingMode 18 E /1 GroupNone. 71, TWITaskbarGroupingMode ;&M HKEY_LOCAL_MACHINE\SOFTWAR!
Client\Engine\Lockdown Profiles\All Regions\Lockdown\Virtual Channels\Seamless Windows
T, [CVADHELP-19106]
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RE. HEH. AL

o UEAGEANBRER MELIRSEY, Workspace RERRFAIAESEWMIDIEBER, [RFWIN-21122]

2202
g ThEE
Storebrowse 3t Workspace #3533 [H ATk hR]

BAM A, EHAF Windows B Citrix Workspace M 2R 1 BB AR S 121t Storebrowse 1%, X Store-
browse B 8EBiA R = Workspace &g,

=3

AR

o IEINRE(N R S B RIRMH Storebrowse % ¥,
o BMAERABRMBAMEPRINBEFRAA BEERLLINEE,

BXEMEER, B2 EHT Workspace 89 Storebrowse,
AE:
BARME AR AMEE P ERIEEEFIFEREREFFBER#HTIN, UERHEZERB, Citrix NEZIEEMEARN S

R, BIUDRMHH XL R R, Citrix RS RERIRITEN. REMMEEMXRIRIITIEE. 2
WAER Beta iR ABEEEF R,

Citrix Enterprise Browser

B Citrix Enterprise Browser Ri9ThaesiiRfE1EE , iE515 Citrix Enterprise Browser XA4HRYETIEIIEE,
AR
iEAT Windows £y Citrix Workspace 2202 HASLERE TR, 0 FFxR:

o FREMRIE.NET hR747 4.8,
« FRERRIE VCRedist hk4s 14.30.30704.0,

BEE 88—
RE. HEH. AL

o EARREBRBRSHER TEERT Windows #9 Citrix Workspace B EF MikZ CU4 7+4%% CUS B,
ATRES I TR

MARZFFBIRRAS TR

Citrix Workspace % Bz E# IBRAHBIFRFIEIRE, ERIUHETERXLERE, TN, SEUMFHRE
FIERS, BF “HE” Uk,
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[CVADHELP-18790]

o 2R KBTI BIEFES S cannot contact store (LZBRANARE) HiREE. REIFENEITIE
[ FRFEFFHYIREE TS U IR S TG B = HH E ALt 1) L

EHNBAEFYFIATHE, BE/LSHEER, ISEALZIFARERR, HIRMHELTEE: cannot contact store
(EESNEBEKR)

[CVADHELP-18736]

RIEEE
o YUEATNRAERFEPIERT Windows 89 Citrix Workspace R RIEFER ARSI, Print Screen ]
BETEmRRREEE, [RFWIN-25835]

« fEMIEATF Windows B Citrix Workspace R F#2Fi@id StoreFront 89 PNAgent ik S /Sah B R IR
BEFARERAN, HERUTHIRER:

TERNARERF. BERAZFARKR,
[CVADHELP-19209]
 IRFFHEBEZD NIC, EREEEF I IP iutryiARREINM RS EBIRET SR K.

Rule: Set-BrokerAccessPolicyRule -Name <rulename> -includedClientIPs <

Client ip address>
[CVADHELP-18783]

o MRGHEBYUNNR, WFEEEIEED Citrix Workspace R BEEF A BRI BEFNRESR. FEit, X
RSB AR RE R S EM TRHEIB A RREX 4, Mg Mmis= EMEFA/NH StoreFront ik CPU S B E.
[CVADHELP-18609]

o WTAFRNSRHASSRENBARERS, RFMENKIESHFAREITANEBRS AP REUESEK, e
BERTAIHRPRSES. [CVADHELP-19242]

RECEBHEENRE, BEEMEKENSETERAERE. M Citrix Workspace MEREFEMENEENSH
Mitkia A, [RFWIN-26111]

« 7£ Citrix Workspace R fB#EF 2112.1 &, £ Microsoft Teams MT@IEFIT FHRBIRETE, s

+# CPU FIFA=XATRERRE. [HDX-37168]

2112.1
L ThaE
% #% Citrix Workspace W BiEFEHrI AN BEFE A

BAMRAR, BERTMUTE Citrix Workspace [ A2 i B4R EN N AEF N & IAKREE, & LER Global
App Configuration Service REE ttIhaE, BXEELLINEENES, &SR Global App Configuration Service,
e IhREIEEER FE Kiosk RA TiziTaI& & URIE Citrix Workspace T &R IMEBIR AR Fo
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ARs3EL

£ Workspace S 10IEH SR ERF P UTEAE, AP ATEELAEE Workspace AEEFERRBEE R Citrix
Workspace,
Citrix Workspace 2R ERRENTNIE 2 HEERATBEAM? Bl A Workspace,

BEHEPHER Workspace LIMEER iRk & LEEEERERBELNME R ARFRE,
BARRAE, ZEERTE 40 WERNERR. BXEAEE, 1551 Citrix Workspace XSRS IELEES .

PR Y SR E AL
ARRASER I T VR EE RN E A/ N BT BOREE,

Re7T ICAXfriv %2t
ERRAF, HERENNBREFNKSERIEN, ICAXGSTHEIFMEE,

FEARRAF, A Citrix Workspace ARRFEEMNAEFNKESIEREIEIEAE ICA SXHR S TURMH T 1858
e,

Citrix Workspace 2R IIE A TR ICA XHEHEERFRNETF, MIFRBRH, Ik SEHEMRREBE U
RIEAFEN TR ICA XHMEREBRER MG, IR ERFEERT Web #9 Workspace EEEhRIREINEL
BEFNRERE

BXEAER, BEEEST ICAXXGZ2ERD.

BEN ENEN

fE/ UDP Bt ind, BENEMIMAEANR. BXEAREER, BEREEN S,

Microsoft Teams i1k

} =z

AR

LR INBE{R1E Microsoft Teams #HIhBEE# SR A, Microsoft # H Itk BT, 1E2 0% Microsoft 365
roadmap (Microsoft 365 E&44El), HiEEHE CTX253754 LUREIEEHM A,

+ Microsoft Teams W% & OIIXRFSIY

7£ Citrix Virtual Apps and Desktops 2112 s{E = kR4 R i@id HDX s# 47 (L BT, &7 LITE Microsoft
Teams FREAZMNEFHITIRMNRN, AILUBIEMALBENERRIN. EXREBTOENEMAEE, &
£i5 Microsoft Office 365 i E#9 Teams Pop-Out Windows for Chats and Meetings (Teams BF
PIRMINBBREEO) o

MRIEEEETTIIRARASAY Citrix Workspace Rz F#2F 5 Virtual Delivery Agent (VDA) ,3&i1£32 , Microsoft
BRXEFAREORE, B2, AUIEEXAREE, EELFATANNEBALRIZHZAIED 2112 HE
=hRZ4) 89 VDA g Citrix Workspace R BIE2FARZS,
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- MAEFHRE
, Hs7E Citrix Studio F/=2A 7T HDX 3D Pro $HERES, $E T 4R Microsoft Teams RMREHSZIHAE

BHi&AF Windows £ Citrix Workspace B #2/ 2112.1 # Citrix Virtual Apps and Desktops 2112
2, BRLEEGE, EAILUER Microsoft Teams FHRBHZERZ N AEF.

o BTN

AILMERR TR AZERENEFRREFSMNRNNEMAR, Z—US5&EFTLBIEE. BRIz
BRI N TIERNERAHRZENRER. WANERAILUEHIRZRS, HE AT EEFIY,

o FREUZHI

ERBHERERE, EAS5FHILURBE “BRIZFN ZHABEREFR. AE, HZFEHAZATLUE
FIEALZIER. BEEHNG, ERLUITRIRENES EAREMEREN, URBRBRIERIRUE EHZEH.

PRI -

ERUBAF 5= EETHA Microsoft Teams SEZE ik LA P ZiEH =31 SiBiEHAE, 1ERIEHIY
EIMAA o R AR LIS LEREGERITHIAETT,

« Dynamic e911

TEAhRAH, Citrix Workspace N BZ2FZFshS KT, £ Microsoft BiFEE. B4R ERMEERH
PEEAR, SRETTIhEE

- ECEMRB R
- BAIR2AR

RAOEMMKRIE R = 178 Citrix Workspace M BREFHHFIME, mIE VDA L5178 Microsoft
Teams & F i,

Ray Baum JEZRZENRE 911 HIEMAHAEUBEXIENNAHR LM E R (PSAP), BEATF Windows
9 Citrix Workspace 72 2112.1 2, A HDX 89 Microsoft Teams {{ti@M Ray Baum I3E7,

Citrix Enterprise Browser

AshR7H Enterprise Browser &F Chromium ks 95,

EEEHNE
R, HE. AR

MBEL AP BHRETHRZAMET 2109 #9 Workspace MAEEF, MERERREMNRAN 2109, NHEUAR SH
BEHMERILEEN, BER Entry point not found (XFRZIANOR) HIRES. BERTH, ZEHBRHEL, HB
Workspace W BEFEEHEIARZ: 21.0.9, [RFWIN-25008]
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BRISHWIE

=idi@it Citrix Gateway R, #ia1LE Citrix Workspace MRBREFENIITATREaRM, RHE
15 D ERIFF B HIIEEE, Citrix Workspace REBHIER ARSI hAJgER B 404 HiZES. X=
AR RESHNRIEERF, BIEXAHENITAZEZMAERF. [RFWIN-25006]
AINERERERSMNRIEMNEARIETRERRK, HETUTHIRER:

LN AEEREE. FERFIERRAZR.

[CVADHELP-18647]

Bt Storebrowse HiTH ARFMESEREXHPHNENFRZEHFNEFR. [CVADHELP-18773]

DE[EE

LEVF—EEREM Delivery Controller Ti&ihinled, 2/ Storebrowse SLAiEF#2 Citrix Gateway

URL & RATAES LK, [CVADHELP-15416]

HERBRAT vPrefer EMHBRETEMAFR — IR ARFRHNER TRRITHANBERFN, Citrix

Director LRTAESHIIEIZAMEIR, [CVADHELP-17372]

Citrix Workspace R 2R RIRER I RN SN AR ERN MR, NAEEE, SMBMERFARRINE

SYAERR AR & E 5 H XXMM XM A/ E. [CVADHELP-18275]

F&BT Windows 84 Citrix Workspace R BER 2109 RESRAS, BRIBERERE, SESIETE

KBFFERE, [CVADHELP-18718]

£3ERF Windows # Citrix Workspace N 12 2109 RE S R4 ERN BZFFRIFN, B -EHMsE
AgExiRE, [CVADHELP-18831]

Microsoft Edge WebView2 Runtime Bai#4&/E, &FRTF Windows 9 Citrix Workspace i Ai2F R 2

TEBERR. [RFWIN-25295]

Citrix Workspace M AB#EFE1EETT. [RFWIN-25301]

RIBRN BREFRIPAGPIERE SRV 232K, [RFWIN-25358]

MR A E B Desktop Lock i EH GPO =%, Citrix Workspace Rz %25 Desktop Lock BT #E £ 5 M.

[RFWIN-25392]

7£ Microsoft Teams d1, HEFRSIEMNA/NS, HZ{E1E, [HDX-31858]
AZETRBERT, HEE Microsoft Teams P HERERNKAE TR EEZNR, BET—IMTARR
[HDX-34733]

EREHERIERE, H Microsoft Teams EX4&EN T2 B REGBHIETH, BTHERENLGINIE
BEEERRE, [HDX-34978]

£ BT Mac 89 Citrix Workspace M AR 2109 55& B F Windows # Citrix Workspace R B2
2109 Ziali#fT P2P i@iEey, EralsexiBR@iEkmials, [HDX-35223]

£ Microsoft Teams MSREIEHAIE, RGNV ATEERINIG. [HDX-36345]

@it 7E default.ica X EFREIRE N ClientName KB E X StoreFront B, EiXEHSIFETRESK
K. BXFMM=E, 1551 Citrix HEIRAFLLE CTX335725, [CVADHELP-19033]

BTRFRPNRERE, BFSEEHE,
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2109.1
I8 IhEE
%4 Windows 11

Windows 11 #F R4 IESZIFERT Windows B Citrix Workspace R B2F.

B2 R

MREWEERTE Google Chrome RETIMNBY B, NHITFEY Citrix Enterprise Browser 355, [CTXBR-
2135]

BT@EFRPNNERE, BFERHEAEE,

2109
G IhAE
EPEIVA=p7i

ERBEN SN, EEFHE VDA LEESHNHRERE, BENSMANKIFRIRE, A EREFANEMERE,
ARt ipy A P R0,

AE:
MRL SN AEFEE UDP S5, W47 VDA EZ2ABEENEM, UAFELEE UDP 53T,

BXFAER, BFEREENL S,

Citrix Enterprise Browser

Citrix Enterprise Browser @& F it B LB TH0ANNIK2R. ©RIFAF M Citrix Workspace ARRFRUR
2FHRITH Web 1 SaaS ARER,
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@)Fiﬁri: ‘Workspace (e} st H

Apps
Recents

cilnx

Dasktops
Racoris Famnitg

o
]
-]

C C! v

cifrix

BNN—ERSBNTFEALPGE, 2FBNESENEHEREMEUT AV KERERA A AR, HESEUTIEE

« X% VPN ENeTifial 3 Web 5@
o ZRNAMMBRGENZHF

o EIRIUN AL

« ZEOMNE

o AIZmiBATMMAES=

o BE

o MTATRNE EEBRESN

« AIEEXHIRE

o RESHRIEXR

o

BFEGATUETFED URL UAANAE A RB A Secure Workspace Access (LLET#RH Secure Workspace
Access) S AREFRIFER, XLEBERRBEICR. BREEHIR. TH. 17760, EGRRHIFKENE,

BXFMER, 1557 Citrix Enterprise Browser,

StoreFront Z| Workspace URL i¥#%

LALLM StoreFront #ZE Workspace B, RELBFPUAFahEH Workspace URL FHINEIHIRSI&&E £
8 Workspace ZR#EFH, @I LtbIhas, BEEAILUGAF M StoreFront [ ARIET4E#% 5 Workspace A
&, ANERFRXERERD.
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AxtEEEXFMER, E2F StoreFront 2] Workspace URL iF#.

SEFBEENX Web MAEE
fEitbhRAS T, EaI L@ ERF Windows B9 Citrix Workspace M ABEFIAIESRALHMEE X Web M AE/E,

EEALIhEE, BEAXIIEHFEENX Web MABEEZRME Global App Configuration Service #siFihaIH
URL 5lkh, #MES, EATLUTE Citrix Workspace R ARZFENRINK S REPIREBENX Web ABE URL, B
EX Web R AEERFEDRN Workspace MABEFEOSITH.

BXEBEREX Web NABENFAREE, BESREEX Web ARE,

%#EF Windows Hello #1 FIDO2 Z&Z AN FHIIE
fElthRAH, ATLER Windows Hello #1 FIDO2 4% A% Citrix Workspace #1785 12383F,

BXREFEMER, EBREN Citrix Workspace #17 B I0IEAY Efth 5%,

MIINT Microsoft Azure Active Directory (AAD) B AAD H S22t BN E R E S (SS0) Z Citrix
Workspace N BiZF

FEbRRA S, ERTAMAINT Azure Active Directory (AAD) B AAD A B MR MHIEFMITEN B SE R (SSO) 2
Citrix Workspace R FEF.

BXREFMER, BB Citrix Workspace #1737 S I0IEAYEfth 5%,

% #+ Azure Active Directory 95 iR

7EitkkRZ<"F, Workspace B GaIL@E Citrix Workspace [ BEF#1T B0 WIEHN A B EHEEIHIT Azure
Active Directory £&f4ihia5Eg.

BXRFMER, BB Azure AD FEVE MR,

SRS ESM

Itehi A3z 15 Citrix Workspace Web #BHHIARS ES M. ATLUEERTF Google Chrome g Microsoft Edge 9
Workspace Web ¥ B 53&RF Windows 2109 # Workspace R BEF &S HER, XLy Ea@E" Google W E
Rz IEF Microsoft Edge mn#I Web i s 3RBY.

Workspace N REFEER NS a1 B TLIE S EM S Citrix Workspace Web ¥ [Ei&f&. FET, Workspace
N FBIEFEF] Workspace Web i B &R Workspace &8 B 3% 51 23 F P sE 5 7 h B HR el i i B i 2 Al = o
BXFAER, BBRERSELE,
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https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-web-exte/pmdpflpcmcomdkocbehamllbfkdgnalf
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Microsoft Teams 3581/74E
BUFIhEE(AE Microsoft Teams #H IhEEEH/E A Ao
Microsoft # i ILEHEY, EAILUEE CTX253754 LUREUEEHM A,
+ % WebRTC: LthiAszis WebRTC 1.0, AJ{REBEIFAIIISARIAL LUK AT EL,

- RBHEZIERINE: BT UER Microsoft Teams FHRBHZEEERAZE N ARF. BONETRE.
fERALLIhgE MEE Citrix Virtual Delivery Agent 2109,

o NARFRPRAY: BRANARERRPE, REFTLUEIER HDX LIh8EM Microsoft Teams HERE.
EBHIEThAE, EOUEZEEEIMEETETHNARFEO. FEHILIIsES Mm% E Citrix Virtual Delivery
Agent 2109,

Note:
Fullmonitor or desktop sharing is disabled when App Protection is enabled for the delivery
group.

o LEEBIFR: 7E Microsoft Teams B FARE BN F R, ZARhRA L RFSSEMEEHIEEFMIHINAE,

Microsoft Teams i1k

iEAF Windows 8 Citrix Workspace 2109 hgassz#51E VM 1T E R AZRF L& 1L Microsoft Teams 1T
AR ESIAISEIE. BIERNAREEHEE,

525 Bloomberg %% 5

R4 1% Bloomberg ## 5. EfF/ Bloomberg $## 5, #ARE IMKFmIER. BEXRERENFMESR, 18
2if) Bloomberg #4t#8) “BE Bloomberg 24t 5”7 #43,

B2 88—
TEEO

RUEE=FUARFARNEREENS, NMEEMERHNNABREFREERSS, [CVADHELP-16897]

BRRE

fEAEAT Windows B Citrix Workspace R AZFEY, “Fria” St iRBA NAIRER = BohRIH. HRINFHRAER
HIEEIHHETT T BRI S IR, [CVADHELP-17122]

BFIRE SRR
/A Citrix Workspace R REFRY, FAAT 9 9 COM %O S #HTIEZENIR SR AE RGPS, [CVADHELP-
17734]
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RIE[ R

BiEAF Windows i Citrix Workspace [ B#2FF4&EIhZ 2106 BY, EARERSEEHNARFRS
ERTRERRN, HETUTHIRER:

TREETIRS 8. ES5RAABEERBAHRARUTHEIZ: EisEthit FREE Citrix XenApp RE28. (B
EFH1% 10060) [CVADHELP-18137]

A VDA EREMERT Windows B9 Citrix Workspace R BEFEE AMEIRETI, MEIBENT
BESHINAPE, [HDX-28691]

MREHES B REBLEPED HDX fL7E Microsoft Teams FHEZRE, REEZERBELABRENE
T 28, EIMEEARMER Desktop Viewer TR fERA Desktop Lock By HELLtEM, FiE BTt rEs
MNERER, MEEED—TEEMEH, ErsEaEERT Windows B Citrix Workspace R FE#2R 2106 5t
EEhRA LB TR,

EARET, BRATSERERERZINGGE:

4R 1E StoreFront 3¢ ICA X #++E AT Desktop Viewer, &

R Desktop Lock EEEEAT, Rae£Z=F 2R3, [HDX-34200]

ETEF@PNRARE, BHEEEHRE,

2108

FEINAE

C¢e g

“ARMKF” RE

BIRASINT BHER “RINKF” B,
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &R EshEBA

B R A LA B RNERSEBE, NESBEREERFP BEIM Citrix Workspace £iEiT 2 s A FRI % iNed
B2, NREIEENEIEMRASRERE B BREIAIRAER, Citrix Workspace MBREFEBFHE. A5E5D
BRASEMEEETHNEMN BiEFEmEsigsk Citrix StoreFront ARENE.

BXFMER, B8R Workspace £iEHAETHEAT

EERIEEN Workspace (&) SIEEBERELIER,

ZHFBAEX Web RAEE [RATYIR]

fEitbhRAs R, Ea L@ ERF Windows B9 Citrix Workspace B2 ARISRALHBEEX Web MABE, BfE
FLbInEE, BERAMXIUHHFEENX Web A EZRME Global App Configuration Service F ¥R URL
FIRA, FET, EATLFE Citrix Workspace R AZFHRIMKF BRETIRHMEENX Web ZA®EE URL, BEX
Web WA EIFESY Workspace M AREFEOHITH.

BEXERERENX Web NABENER, BSREENX Web ARE
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} =r

AR

RATAR AT E A EEIFE = IRR A REIRRRHITUE, URHERE. Citrix REZIHREFEMRAIZ
R, BYURRMH#H XL R R, Citrix RS RERIRI™EN. REMMEEMXRIRIITIEE. 2
WAENR Beta RAERBEEFIFRH,

StoreFront z) Workspace URL i¥# [# AR5 AR]

Y RBLAMAH StoreFront #ZE Workspace B, RERAFBAFahIGHH Workspace URL ANz Higmig#& L
B9 Workspace M BEFH, EidltThas, BERALUGSHAF M StoreFront R BEEX48:E# 5 Workspace A&
5, FNBAFRXERERD

BXILIHEERIFAES, 5205 StoreFront 2| Workspace URL iF#% [ AT % AR ]
AR

RATMERAIMER P EHIFEFIFRREREFFRRH TN, UREZERR. Citrix TEZHEETSE R
R, BRI HIHX LN R R, Citrix TS RBRIRITEY. BIEMMEEMX RIRMITIRE 2
WARER Beta iR ABEEEFHFHEH,.

BiEEnnH
ERIBHRIE
N Citrix Gateway &iEHAT, Citrix Workspace RIBET A2 /B BN FAREF IR R # 1T B 1 1IE. [RFWIN-23829]

g?ﬁ@?ﬁlmmﬂ]ﬁrﬂ I=1p) .lﬁglﬁ.lE%[]lE_lL}ﬁo

2107
FEINAE
EPA 1Z321/5E

BZhRasi#2, Citrix Workspace MABEF AT T E#H1E Workspace SEH =it EPA i&ff. RERRE, B&iES
447 (Advanced Endpoint Analysis, EPA) $1#i& & K& Citrix Gateway FEBENHARLER, H#Ez
Bfa, 2R Citrix Workspace BREFERE.

AE:
OEEMETESE T nFactor SHIIERY, LLIHREA B

BX EPA PHERFAER, BBRSRIRR DT HEE.

Citrix Workspace /725 Beta RizF
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BAhRAES, &EILUE Citrix Workspace ZA2FHIIE REBEHR DR Beta hiiAH#1TMiR. Beta iz
RUERMTEEZ IR ERAEN 2 KR HASRRZS, % Citrix Workspace R FR#2FEE N BEEME, &
R B @,

2EHE Beta i, IEMEMKEE QTR FIREFIER Beta @iE:

o hR7S - TR ZFFIIRERRA B R
+ Beta - RHipRARA, BN S @Ak Z 5 H I B9 6] R

@ Citrix Workspace bt
P

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Release L

Beta stable release updates.

Leam Mare

Save Cancel

=z

AR

Beta iy A rI it & R EHIFEFIFIRFBREFIFFHHITUL, URHEERBR, Citrix TE% Beta hiiAsryszHs
2], ERDEIRMIRIBRHX LR, Citrix AIRESRIBRIRNOTEG. FBEMNEZEN RIFRITIZE
BINAER Beta lRAEBEELEF IR,

BEXREADEMBENFAESR, EBIA%E Citrix Workspace [Tz Beta i+,

SRIAT BB IRIENG [BARTRAR]
BZhRASEE, ATLUERLUTHLEIRT Citrix Workspace N AREF#TEHIAIIE:
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« EF Windows Hello #1 FIDO2 &£ Z$AM & 5383
« MBIOINT Microsoft Azure Active Directory (AAD) B AAD A B REEFHTENBESER (SSO) 2
Citrix Workspace R REF

Microsoft Edge WebView2 Runtime ik 92 s E S hr 4o

AR

HHhRZs 2107 #2, Microsoft Edge WebView2 Runtime % %2R Citrix Workspace M BiZF L &2 F
T8, 7£ Workspace L AEF L& E, TEBEFRRERFHPESEE Microsoft Edge WebView2
Runtime, MRHAFE, WHITRE,

INREZHAUIFEER R S )L Citrix Workspace 2R, 18 Microsoft Edge WebView2 Runtime &7z
£, REBELAETUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

B RS GRIENE
EZRASMHEIENG, EERMITRITUTIE:
1. BElEMREES.
2. SMBILITEMREEZ:
« UEERAE:
- XF 64 IRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 iRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
 LIFEERAG:
- XF 64 Uk 32 R1ERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. QIBERUT R EMRE:
FMERBMETR: EdgeChromiumEnabled
KA. FRHRE
f&: True

4. E#Es Citrix Workspace Rz 2R LUEFHREI B B E Ko
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} =r

AR

RATAR AT A EEIFE IR EREFIFRERER, URHEZERMR, Citrix FEZINETRRN R
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

% #448 Azure AD #1558 [RATIHR]
fEAMRA, MBCHNERARETHE, CTUEREEHDHTIHRIE

Microsoft Edge WebView2 Runtime fg4s 92 SE =R A,
AR
B iRZs 2107 i, Microsoft Edge WebView2 Runtime %2k Citrix Workspace M BiEEF L &2 F

18, 7£ Workspace L FAEF L& E, TEBFRRERFPESEE Microsoft Edge WebView2
Runtime, IRHKAZ, MHITRE,

ERFMRIRERSHEIE
ZEAET Azure AD ERFMHIHRINSHIIE, EERBTRITUTTE:
1. BahEmREERS.
2. SMEIUTEMRERZ:
o« Xt F 64 i # F & 4: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
o XF 32 iIR1ERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. SIBABUTREMNEMRE:
FMmERmER: EdgeChromiumEnabled
KB FHHE
f&: True
4. EFEsh Citrix Workspace Rz 2R LUEFHREI B E Ko

2#57E Workspace A2 P T4 AI2F R I [RATKIR]

BhRZs 2107 &2, EIERA A IE Citrix Workspace N AEFHE B At REN N AREFN A MAKE, G LUER
Global App Configuration Service REZEILIhAE, BXERBULINEENIESS, 5508 Global App Configuration
Service,

LteThEEIEEE R T2 Kiosk iR FiEfTH0IRE UK Citrix Workspace ®hEi& MBI BiERF.
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} =r

AR

RATAR AT A EEIFE RSB RESIRRRER, URHEZERMR, Citrix FEZINEETMBRNZIFR
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

B2 E 8
RE
RENARFRIPE, BRBARTEESEL HP G5 RIIEEITENARS. [RFWIN-24103]

DE[EE
o BRETHEREEIEEN, SRIABRERGHNAREFIA/NTEERKK, [CVADHELP-17089]

. ERAMAREIEERBEEA M VDA B, HMBANBEEHE Chrome #I¥%8 FATAER %MK, [CVADHELP-
17430]

o FRBERERN, HEFERA UPN EEER, ARERARLENEBRN, SREIRIEEURESERUTHIRE
ISW

BAREREBRER, Eif. [CVADHELP-17620]
« 7£ Microsoft Teams £iVHAiE R ENMSTEIERY, Desktop Viewer RIS TSI, [HDX-32435]

ETEFRPNRARE, BHSEEHE,

2106
FIEIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service f§ Citrix B2 R fEB BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MA#EFI&E.

BxRFMER, 15217 Global App Configuration Service X%,

BT&it Global App Config Service 2R 5{H18IE < RITFIERET

Citrix Workspace R FAE2FITERME T FIMIB TR ILEARE R FFESHIRIESHMNET. BT IEMAREY
% (GPO) E2&4h, ErAILUfEA Global App Configuration Service £ 1EEAIRER EF &S DTSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EH False.

BXFMER, 521 Global App Configuration Service X#%,
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ARSSELE

RS ESNMERRSRAREM IR T XERS TS RAVAG T AMER&T. TIESRSHSITRRNE, BRERELL
BEEENNBEFHRE,

BXEMER, ESR Citrix Workspace XSRS EL 1SS

Microsoft Teams 1%38IhaE

Desktop Viewer #t N&RIEES, AP ATLUM Desktop Viewer BEHFIERBHER— I REHITEZ, €5
O#RXTF, AFRAUHEE Desktop Viewer 0. EX&ERT, ARAUMERBEPER—TREH#ITHE
Desktop Viewer EHEOER (RAl. TRIZMY) B, BEAZREIL,

ET Chromium #9335 88 353 @ URL

REAABEEBAFER URLEEENNEFHEEMEIRS[BURMRS BEE AT iR, ERIUEARSSHENER
P ERISRBEXY I 1 TECE

fFRAKRIR (GPO) BEEER, & LUTE Delivery Controller Li&BERS285EM, £ Citrix Workspace M A2
F Lig B Fin RS,

fELthRaAsH, B Google Chrome # Microsoft Edge N7 Wi URL EE M #.
B

« Citrix Virtual Apps and Desktops kixads 2106 & = Hxr7x.
o JEBREEREYT BEFMRA 5.0,

Z3% Google Chrome %238 EMEIXNE URL EEM, iEM Citrix Workspace M F2FREX 4K PIZITUTH

A .
4

%ProgramfFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /

verbose

EMWE URL EEMAFEUHEM Google Chrome it 5i28, &M Citrix Workspace M HEFREXHEHRIEITIL

%

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose

B %71z Citrix Workspace i A#2F+EE URL EEANGEE, BESRNENEEE .

BEXNNRBABEEANEMES, 52 Citrix Virtual Apps and Desktops SRy H SN A EE [,
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BT ICAXHR2M [RATAAR]
ERMRAF, HERENNBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRRAF, A Citrix Workspace ARRFEEMNARRFMKESIERBEIEIEAE ICA XS TURH T 1858
e,

Citrix Workspace M AEFIMEAFEE ICA XHEFEERFNESD, MIFANMEETR. WIS HMRRERE U
REAHEEN T ESA ICA XHFNEAEENRG. hIEtERTEERT Web 89 Workspace /S EHIEIMR
RREFNEERIE.

BXEAER, BEEEST ICAXXHZ2EED.

ERMBEXILIIAENR IR, A Podio &,

BiEEMIM
RIE[EE

+ A Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE42kI\ PDF 5238, ZidfE
A Citrix PDF $TENNITEN X AT BE LK., [CVADHELP-16662]

« BEMTF Windows 8 Citrix Workspace AR A& EIMAs 1912 LTSR CU1 5% CU2 f5, RiETISFEMATAE
25K, RET Enlightened Data Transport (EDT) thiXps, sNRiEERET Citrix Gateway Eizf9, N
SIS, [CVADHELP-16694]

o &E# VPN girFFiERE VPN B, 2ifEMiERT Windows B Citrix Workspace N REF B IR FAIEF I8
2%, [CVADHELP-16714]

s ENHE=ZER, HaEFIRRIRE T A4 Delivery Controller = Director, VDA kg7 2003 XE=
hRzss it ieE, [CVADHELP-16783]

o ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount AIREFREEK. FHE— MRS ML ABEKF BN EILER, [CVADHELP-17229]

s APRESTEERN, 2B RERT Windows 89 Citrix Workspace R BEEF A e a5k, [CVADHELP-
17267]

o S THAMME FRENXHTRERKK. [CVADHELP-17337]

o EBIESINEAE, £ HDX fibiE =X T E A Microsoft Teams BY, & NIFIEILSAEE 4 AT BE = NG A Eo
[CVADHELP-17398]

o ERERHMNA THXFAIEERALK, [CVADHELP-17438]

BFRRE

o FAPNYHAEBHNERIER (IME) EXKEFHAXEN, XEAELETERELE FLANXEEZ N,
[CVADHELP-15614]

o YEESRAMREAREINBEFN, FERE ENREAXBIRTEKAGRE. 3§ Citrix Receiver for
Windows 4.9.6 742! Citrix Workspace MWEBiEFE, aHILRZ, [CYADHELP-16967]
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o Ei{7E ping. citrix.com EEfTEMAESRNIXATsERAK, [RFWIN-22672]

o REESMEATREAZHF Windows €& EAE Unicode AP &{B Citrix Workspace ik~ {E &R ASCII
ARFEMFMERF. MR Unicode BREHEEFEBRNFRAFRLFH, Workspace E#EHEARKTERX
LR E5h, [RFWIN-23040. RFWIN-23046]

ETEFRPNRBRE, BHSEEHE,

2105
FHEINEE
e 301 EEMZFRFEENX URL

Citrix Workspace MR FIMEAFERME L HTTP 301 EFE @M StoreFront 5% Citrix Gateway EE @2
Citrix Workspace # URL.

INREM StoreFront F# =l Citrix Workspace, MaTi@e HTTP 301 EE 4 StoreFront URL EE @ = Citrix
Workspace URL, &k, #IHM StoreFront URL B, RgisBshigEEEAE Citrix Workspace.,

EERR:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountse

Microsoft Teams 1Z38IhAE

o WE, ERUNREREREEEMEED,

SA1EI \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStreamHelE& I NetworkPreference
(REG_DWORD) H93F AR,

RIEREREFELUTEZ—:

- VT
Wi-Fi
FHRILE
b2 E|

=20

o U1 W N =

BINBERT, NRFKIZEEME, WebRTC 13145 AR RETAEEL.

o BRERTUREAEIMEEER 2 (ADM2), UERIRREMigEER (ADM) BFOEEZRX. 2HADM2 5
BT REREIER SR 7 A XEYAE,

Z2 /| ADM2, ESA1E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #*alz
—& A DisableADM2 (REG_DWORD) BEMRE, AREBEIEEN 1,

ETEFRPNRARE, BHSEEAEE,
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BiEEMI
RIE[EE

« EAIEATF Windows 1 Citrix Workspace R BIEFR, NAEFFEIPFNERIELEBH RS EELERE
EiERE L. RSB[IZERS (HI70 Windows Server 2019) EZ## Citrix Workspace R BEF S HI
ek, [RFWIN-22120]

« 2i87F Git bash LiETH<SAIRERKRK. BATRARFRIPIIEEN Citrix Workspace ARSI
i, [RFWIN-22187]

o RERMARAH Citrix Workspace R EFE, &R StoreFront BIaIaESUREIFERIRTR. [RFWIN-22419]

« ZidiR Citrix Workspace B2 RIBER KK, BAF SRR RE LN EHLE R, [RFWIN-22491]

s MNAERERAREAXHENBEDEFHEER, BREEMNRELSRXBHNAEFTRERK. F
A $TRERE Citrix Workspace R BI2FEY, MRKIERE storedescription, M&HIithE,
[RFWIN-22510]

+ M Citrix Files TH3x Y, FLIEFENHZIRERHIMERS. [RFWIN-22516]

o EBRET R4 EIFEERIPH B3F HSP 3 CET IhEEMIER T, % 11 1€ Intel Core 23228%0 AMD Ryzen
5000 #7574 1228 EHN AEFATREREIMEH, [RFWIN-22592]

« MR “HDX BiEM(FH” KIKIRE R “Bi&”, HEBAT “EDTMTU X7, NMEER BN ARFREE
By, AIRERERRFRBRUNR—FEEHES. [RFWIN-22697]

« AT Windows # Citrix Workspace M A2 RIBE R EREN AR, HEERBRE L. ZRERET
Intel Iris Xe E#f;+. [RFWIN-22952]

+ 7£ Microsoft Teams =3¢ = MSMEEE, HdxRtcEngine.exe #iZAIRES BB TN, RREIHEREN
ZRTBIGEPFSEMLEE, [HDX-28616]

+ M Outlook 1A\ Microsoft Teams 2iXEt, & NHRSAATRET A LE Bi51T. TEFRBEN Microsoft Teams B9
BERTIASNE S HIML R, [HDX-29558]

* 7£ Microsoft Teams &iXHAiE], RITIEHSEEMIA L, MIRATEERRIFRE, [HDX-29668]

RBRE

o THEEER gfxrender.dll, Wfica32.exe #HiZATAEREIMEH, [RFWIN-22446]

L (e

« 72 Citrix Workspace I B2FHNERBRRENTIS £, BHIFEERNRIAF FIREEEBARBIRES . BX
HAER, E2A Citrix FEIRPOXE CTX307794,

BTEFRPNNARE, BFSREHE,

2103.1
FEINAE

R RECERIEIRINAE
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RERFRBENECIERRS ST, ZEMA AFAKRETR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETESRSBRETRRAD

BXFAER, BEREERRENES.

BT RBEHES MW BRI
SHWIELMIMBEHEFEEREE L, IFEHAFTEERAASEENBHREFRBMANEE.

Citrix Workspace N AEFSINT BT R ILEA S FEES DT SREINET, AT ER SN, RIMERE
TAEEIYR (GPO) HESRERE B 1518 S HETE %,

pE=

HEBNESSRERIER,

BXFAER, BFERASHIIES .

Microsoft Teams 1%38IhAE
o ZHABERT, VPO MR RIS MEL T ZRRES

o CIFEHR. BpaEadl. REInEEEEEINEE: R Microsoft Teams BB TXtkkm, Citrix EE®
B Microsoft Teams BEEEENE, TN, XEETISBRINGE N True,

e DirectWShow MEABRKIAZINES
EFRBRIAZIES, BRITUTRE:
BahEfRmiEes.

SMEIUTEREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams.

EHLUTFE: "UseDirectShowRendererAsPrimary"=dword: 00000000

HithaRERY(E:

* 0 §E{RER
* 1: DirectShow (ZkiA)

=3#rB5h Citrix Workspace NMB#EF,

BEfEE 8RR
BRISHWIE

o BIEBAT ERRIFERIREF don’t ask again for 60 days (60 XRFHFE) FKZ G, Microsoft
Azure ZE S BRI RIRERIRNEITE BT,
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} =

=W

BATRNAPRHENASE, MIFMENABSEFEH. NRAFER webview SHI0IE MR FEREE
P, RATESBIRETEBRTEMIIE, FAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (6 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BR1FEME, HETHEIEFTER,

[CVADHELP-14814]

o TEMONT Azure Active Directory (AD) B9i&& £, ¥ Citrix Workspace MABREFEIRARNARE, A5
ERIHREREEN, ErRIRTEENER. I, TEEREMAFKFAER, [CVADHELP-14844]

L e

- EERETRBEAMGNZ 2%, [RFWIN-20912]

RIE[ERE

« EEERAT Windows 8974 Citrix Workspace M A2FRE X RIS EE, 24 Citrix Workspace [z
AiEFREEREaaET. BRAT “ANtNAREFIAR” NS EILEE, [CVADHELP-15654]

o ERIERSB[BAEAEEO 8080 HyIERT, Citrix Workspace MABEF IR A EZI B A GHNBEFNS
. ERATF Windows #4 Citrix Workspace M BEF X AR RER O M EREIARO 8080 B H IR
bR, [CVADHELP-15977]

« AT Windows £ Citrix Workspace B2 F Al fE S REE R IBRAIGE, EIEEIBRZAH Microsoft
Windows #ERZGHHILtkRM, [CVADHELP-16017]

o ERAPKIEDIZT ALT + Tab $#8F, TgEITERT Windows B9 Citrix Workspace M ARFHNHEAE
M. [CVADHELP-16379]

o IESEFERIFNEOER/ML, Print Screen oA AR REEE, [RFWIN-16777]

« WRETE Microsoft Teams @IFHERMLSRENHIIA, HDXrtcengine.exe AIBERBBTLMMN, R
Bk ESREIRFLE CTX296639, [HDX-29122]

o 2iAEH IME ##5 DBCS XXZAR, TTRERRD TRI%. Windows 10 2004 i&fERZ s HIItE&, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RA eSS Citrix Workspace R BEF EIMEH,
[RFWIN-22753]

+ 7£ Microsoft Teams MSFBIE L2, BEN LA LED AIgeR%, MAMIAaIgEs(E 1k, [CVADHELP-
16383]

BFRRE

o B “IEH” EF—NRE, EBTF Windows B Citrix Workspace MBIEFRIBET 2% F. fRRAER, %EF
AR IR HETLS ) Workspace R 2R, [RFWIN-21518]

ETEFRPNRERE, BHSEEAEE,
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2102
FEINEE
RES DI

Lal, ERETRESHRIENEFIHTEN L, MR Windows SIEFERTAEEREER, WAAYER Citrix
Workspace [ Ri2F#1T S HRIE.

i, ERETHRESHRIINEFIRTEN L, MREREZIEREEE Windows ZiEERSEHD, NRERIHRIE
Br, EREMARESE, A5, Citrix Workspace MARFHRERSHBEIERERE Windows EiEEIEEH,
XEALUTIETEEZRAER, ARNETEEHR Citrix Workspace M ABEFZ8i7E Windows EiEEEESHFF
FER,

Microsoft Teams 1%38IhaE

o DET SN2 IMAR,
o RS TR M,

BfEE 88—
RIE[EE

o YEERFEAEAT vPrefer WA Citrix Workspace MEBEEFEM B ARG RE LHRETFITHFENLBIZ
FR, ZNRAEFEIIANTRERER—MeEEE. IRXMEEEE—EFE, WEEBETHZEAER.
[CVADHELP-13237]

« [BA vPrefer WG, App-V KBEFIESETERES EBE, MiEESHARSSS EB5), [CVADHELP-
15356]

o DA HIERENAEFZMEY, StoreBrowse.exe L RAIBETERTEARNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset EMRIZEIGH False BF, EikENE Citrix Workspace M BIEFRTRES KM
HERUTHIZEE:

tEIhREEH A,
[CVADHELP-16114]

o BEWEINRERTAET A URSE CDF BRER, [CVADHELP-16587]

RBRE

+ Receiver.exe #IZAeExEIMEH, [CVADHELP-15669]
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BRRE

s EARNHEBBNERER (IME) EXREFRRANAKE, XERERERERBE EANXEEZ .
[CVADHELP-15614]

ETEFRPNRARE, BHEEEAE,

2012.1
FEIhAE

EhR AR R T BB T o B M RERIAR E MERYIR) L.

BfgE IR
« ¥ Citrix Workspace FIf12F MhRiZs 2012 BohEHEIESAEK, HETUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FAMEX#IEFE Newtonsoft.Json)
R 7£ Citrix Workspace MAEFHNEERZENLF LEA T BEEHNA S HB IR,
R xR, M Citrix TH i@ T2 Citrix Workspace WBEF R 2012.1 iEShRAHFHRE,
[RFWIN-21715]

ETEFRPNRARE, BHEEEAR,

2012

i Thig

IREAFIE

iEAT Windows 9 Citrix Workspace R B2 IEREEAFIBRZ,

ERTES

HEWEEL T Citrix Workspace R AREFWE RSN E, X&H TR Citrix #THEHE, HEHMERE
AR T B R M2 1.

WE, ERILMER GUI & BE.

BEXFAER, BFERES S

4%t Citrix Workspace #1Ti8{E@ 5 183F

AhRASSINT S Citrix Workspace #TRE B S A IENZIF UK StoreFront WA 15,
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mEm Citrix Workspace TR S5 I83F

Citrix Workspace W B2F3IN T HEEE IR (GPO) S EAE® Citrix Workspace MITLIR R EHIEIE, LthE
B&fE Citrix Workspace R F2FERBTE RGBT BaER Citrix Workspace, NZAMANTEA&E EB Citrix
Workspace BETHERE (ERBER) B, AEMAILKE,

BXFAER, FEALTRTEN I,

[ 2R RIFECE AL SR INAE
LT, BUABRT, SHORIEEESENEBRSEENEER ZIRP.

ARRASINT AR (GPO) HKEE, ZEBAVERNASHRIIEERENBMRSEGHRESHRERBRIZR
MR BEHIRIIEE.

} =

AR

Itk GPO £ZEEERIEATF ICA 71 SaaS £iE. ICA #l SaaS =iF4k4ER Delivery Controller # Citrix Secure
Private Access #1751,

BXFAER, BESRANAREFRIPECER LR

Microsoft Teams 1%38IhaE

o WEANEAUERSHREREREIETREN BTG
o WebRTC &3 |EMESFFES A inikE LEENERS .

BieEHinHm
=&, HEH. A%

« ZiXEAFheIZaRES LRI Citrix Workspace ZBR2FR, ZIREAXATRERWBIbE, REEMIE.
[CVADHELP-15397]

RIE[EE
« BEERBIFER, ZHERAUBRRIETESKN. EFREEENEERITENN S HIITR, [CVADHELP-
13614]
o PUTUTRFZ—BY, AJRERHIREEEIEE:

- (& Storebrowse &< M StoreFront #2 ICA X4,
- FH ICAXHBHRAERER, MIEMNEEE.

[CVADHELP-15221]

o ENFRZRP, ZREAFERETNRESXNBHINAEFTESEAN. IREATESMNAP LA
FERFIRE, WAtk [CVADHELP-15576]
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« & B F Windows # Citrix Workspace M B FEE B N EE I SIENEZEIFMEHK . WMRM Citrix
Workspace ARFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREHKS,
[CVADHELP-15728]

o E947F Microsoft Teams BIEFHELENREATRESSRER, [HDX-27041]

+ 7£ Microsoft Teams #@iEH, SR, 2/H UDP RERONSHIIEM, [HDX-27914]

RBFR %R

« 7EXEATF Windows 89 Citrix Workspace M AREF#HITEMREFARMBREARISHRER, 2B
HRIERRER AN, RIERDBREEEASEHNSERE L. £/ Citrix Gateway URL BZE Desktop Lock
Bt IRt IR) R,

=

B R fEA Citrix Gateway URL #1 Desktop Lock #2 &i& A F Windows &9 Citrix Workspace [z
BfEFE, 1 Desktop Lock HBMZ aiM— R EINS HIME R, MREZRFRFRENE, EEH
Ctrl+Alt+Delete GERTFHEEMN) 1 Ctrl+Alt+End GERTFEMN) E8.

[CVADHELP-15334]

« MR “BDPI”RBR “R” & “F”, WERBHKEARIEN, CD Viewer TEEAWELTRAIGEL EZA LT R
WCAEiS&H L5 DPI & B, AFig&ER DPHIEEXRTF 100% RHadmitiaE, [CVADHELP-15418]

« % Citrix Workspace 1R Mhlas 1912 #4kEIRR4s 1912 CUL /5, MAREFKEERIE, AQOTE 10
DA BESEMR. [CVADHELP-15766]

BTRFRPNRERE, BFSRHEHE,

BERNiA)=
2210.5 FER AR

o EEEEXATHACERTHNAEFN, HthdtVBAEFRLTENBREFFIESEIENaHBESERHIN
F#2F. [CVADHELP-20742]

o ERLRIAR AMD GPU &%, Citrix Workspace MBIER 2206 S EShA R fEa B LB MRS
R NF,
R RIS T MR
- Key: HKLM\SOFTWARE\WOW®6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Modules\Gf

- Value: [DWORD]
- ForceVP=1

[HDX-46264]
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2210 HHERBE

o YEEmATFIER SR DPI &Y, Desktop Viewer Tt BERE, [HDX-45206]
« Desktop Viewer TEE2RER THHT X ERETR, HEABRERMNIAERER. [HDX-45189]
o EFEESEN, FOMNMENANTERSFIFAE, [HDX-44997]

2209 FHERM B

FbhR A& B A TR,

2207 FHER AR

FEIbhR A B R IR,

2206 R ERN R

TEUbhR AR B R IR,

2205 FHERM B

« EERTF Windows # Citrix Workspace R Bi2FH, SR E5M4mE (AAC) &% RaEx1F 6 NEiE, [CTXBR-
2941]

« A USB ig&inialscttet, Citrix Workspace A#i2FalaEs E~ AR Citrix Workspace - 22 & &%
JEiE, [LCM-10369]

+ 72 DDC tEABEMETRERIE, RIEHERER S B R B RAE A B shie s 5% HIHEE, [HDX-39558]

2204.1 FHERBE

o REBEFELHNRFZDHAE Microsoft Edge WebView?2 B, EBMER TLEERT Windows B9 Citrix
Workspace [ RiZFRIBER KM,

R UEEBEREHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEiXTEE
BTF Windows 89 Citrix Workspace M B#EF.

[RFWIN-26329]

2202 R ERRE

« Citrix Workspace A FHN LM T EXEMR AL SBRERY 10-30 5%, BXEAER, FEH
Citrix HIRHLE CTX335639, [RFWIN-25752]
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2112.1 FEEREE

o YEHTNBERFPFIERT Windows 89 Citrix Workspace M BEFE/G & B8, Print Screen #7]
BT AMmRRREE, [RFWIN-25835]

« Citrix Workspace AR FHN LT EXEMRFAELSBIERY 10-30 5%, BXEHAES, FSH
Citrix HIRALZE CTX335639, [RFWIN-25752]

o BARESMNIILE, MERT Windows 89 Citrix Workspace W BIZR - RTREFR 2 A IH. [RFWIN-24813]

o NRETE Microsoft Windows 11 i+&#1_EER Citrix Workspace MBER, EMRIHEIBEMEAfESE
%, [WSP-13311]

« f#A Citrix Enterprise Browser B, BMEZRIFHNEOER/IVE, B ZENAZFIFN URL EONREE
B, [CTXBR-1925]

« MREBAT “VWRBABTEEM” AL, WEEER Google Meet, [HDX-34649]
R A:

1. #% https://www.youtube.com/* EifEHEHIFI TR+,

2. 1% https://accounts.google.com/* FESHIIEIL = TR,

3. A Google vk (40 YouTube) LEERER Google HF,
4. 7£ Google Chrome WR—:fIE5h Google Meet,

« 7£ Citrix Workspace R fB1EF 2112.1 &, E{RHI Microsoft Teams MT@IETIT FMBIRENET, s
£ CPU FIAZEARESES.
fRORAE: Eimm LB TEMRIE:

Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
&#: UseDefaultCameraConfig

#8: REG_DWORD

f&: 0

[HDX-37168]

« 1£ Citrix Workspace R B#2FH, TEZITZLIT Microsoft Teams EBIEET, ERIAERIBEEBNIEMIE, LB

RERUTHIRER:

Call could not be established. (FTi&EEiIMM,)
R % EIREMEL Microsoft Teams @i,
[HDX-38819]

2109.1 FHER RE

FEUbhR AR B R IR,
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BEAT

Windows &9 Citrix Workspace R 2R

2109 FHER A

MRIE

AR S %5 7 RAMETF 2109 89 Workspace 2R, MEBRRREMNREN 21.0.9, WHELHARS

REHERIGEN, EET Entry point not found AZINOS) HiREHE, BEHEN, ZEERKHEL, #A

Workspace B2 EEH 24 21.0.9, [RFWIN-25008]

MREWEERE Google Chrome RRETIMNBY B, NHITFEY Citrix Enterprise Browser 3555, [CTXBR-

2135]

2108 FRERN RE

AREEEREERFRARTFRN, [EFETEFHTENLERIER (RSELME) TEEBE. [RFWIN-23906]

2107 gy xNia) R

TEUbhR AR B R IR,

2106 FEYERBE

ERRTRESESMINENNARIET, EofkTEBEER. Unicode AP £BFILLRM, [RFWIN-23439]
245 A VDA EREmERT Windows B9 Citrix Workspace M BEFEE AMEIRETIA, MEIBENT
BESHIEKEE, [HDX-28691]

2105 FHERBE

2103.

IRIEHE, YEETREEMHMINTRENN, YREFRE FHMRINIEESSIH, [RFWIN-23152]

1 Ry ERNER

BERSEHEOANT, RIEBMNRERERNARF. BTFE=AMRE], A Intel Xe BSRENSHILL
ial@, [CVADHELP-17005]

SEREARIE. PXHEHE IME BESFROELTEEE L #BEROSLEMBMUE, FELEMN, ERED
N AEFIEESIEN SaaS NAEFN R HILtR, [RFWIN-21158]

=B Citrix Workspace R FAIEF Al RER KM, H A A EIBRR R S HIB S B IR, [RFWIN-22491]
NEAEFERERESXHENBDEFREER, BREEMNRRESRXBHNAEFTRERERK. F
A $TRERE Citrix Workspace R BI2FEY, SRKIERE storedescription, WM& ithE,
[RFWIN-22510]

M Citrix Files T#.txt >efFEt, BIEXHERTAESEIMELS, [RFWIN-22516]

LE=RNER Microsoft Teams HDX ki 1T =3 sid@iEeT, BIEATAER KM, R VDA hiasf 2103 siE
fRhRZs, EATF Windows 9 Workspace RB1EFH 2103 ESAAS, MSHBLtR, Ltia@sE Virtual
Delivery Agent (VDA) 2106 HEEE,
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2102 FpERaE

o Z2REE ICA IFARERKM,. HRIERSRERRO 8080 MARHE RO, SHEL R, [CVADHELP-
15977]

s ENAREFRIEF, HEE Microsoft Paint FITHAZHERIEIGET, Microsoft Paint iZAiZFEME#SiZa
RER TSR, EROMER TERHSIENSHIMLLAR, [RFWIN-21413]

« EACE T Azure Active Directory ZE & 41IE (MFA) B9t BN L, EMEEEREREFEFREN 60 XA
FHEAER, RSB RERIRT. [RFWIN-21623]

« BN Azure Active Directory B3+ E# L&k %5 R Citrix Workspace MAREFAIfERA K. RETHH
iR RS MR, [RFWIN-21624]

s BHIEARGHNRERIEN, BERSESHESEREREF S, 1 Delivery Controller BB AR
IEREREY, SEBHLkA, [RFWIN-21629]

« £/ ALT + Tab #Xi{RE O 8Ex T3 Citrix Workspace WAEFHRNTARRE. T8 OWEXTEE
KIERNSHIRR, [RFWIN-21828]

* WMRETE Microsoft Teams BIEHERMBRENHAIA, HDXrtcengine. exe TJRERTEBTLM, R
Bk EBRAMARLE CTX296639, [HDX-29122]

2012.1 FEERBE

FEbhR A& B AR TR,

2012 FpERRE

o MRERABRZHRIPNEARFERANFIKER, WHEERUTER: “CHRNARFSFATA..” AGedE
WEN, BRERUTER: “TENMIZARER. " REIEXFREE, SRIPHNBEFBELLTIH, EX
ERE MU MIBR, [WSP-5497]

s EEATNHRBABTETAM Chrome J%EasH, TP HITHINEN-RHTEERN, ZAM-RAIRET AT, 2
R7%E7, 72 Pop-ups blocked (PELET#HEED) JHE+i%#E Always allow pop-ups and redirects
GEEAYFREEOMEEMR). [HDX-23950]

« 3% Citrix Workspace R AEFMhRZs 2012 BEhEHEIESHRAEAY, HETUTHEIZES:
Could not load file or assemble Newtonsoft.Json (FEEmEx#izF%E Newtonsoft.Json)
R 47£ Citrix Workspace M ARZFHNERRREMNES LBAT BaEMRN A S HI IR,
fRRAER, M Citrix TEITE FE Citrix Workspace R FE#EFMZ 2012.1 BEMAHFNRE,
[RFWIN-21715]

o MNRBEINAREFEE, RBEERT Windows B Citrix Workspace M REFHITHEZEHORE, MAR
FREARERENH#TIEENRS 28 . [HDX-27504]

« WNRMERZEATF Windows #9 Citrix Workspace M BiEFHEEEMNES N AR, ZNBAEFEEE
= “FHR” RS RGN IR, [HDX-27505]
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IBAR>CAS
BEXEHEPELEE (EOL) r=GmhRas, BSIHIHMR L,

F=FEH

iEMAF Windows 9 Citrix Workspace R 2R Al & & RIB LA T AR E XM E R TIFRI B = A 34

iEMAF Windows 9 Citrix Workspace 2R E =758 (PDF T&)

RAGERMFEM

January 18,2023

L=
« &1 1 GB RAM,
o TR T HXZRE Citrix Workspace M AEFFIENHE=ENIFMRES,

s Eit) PRt 2 =S(a)

D 572 MB

R 350 MB
AR

- RERFNERERLESENHMETERITRNS.,
- NMRTRAREIBEFRANEBTERE, WARERZWIEE, MEE CTXInstall\\
_TrolleyExpress-\x.log FiEREIFHEE.

+ Microsoft Edge WebView2 Runtime k7 102 S{E = AR,
AR
M Citrix Workspace [z F#2FhiiAs 2107 74, Microsoft Edge WebView?2 Evergreen Bootstrap-
per 5 Citrix Workspace R AEFREREFITEE—, Evergreen Bootstrapper 8—FNEIRE
12, A THSIRERREMTERN WebView2 Runtime fRASHEASHHITRE,
£ Workspace 2 F R E, REBFRNERHFPEEEFE Microsoft Edge WebView2

Runtime, MRHAF, MEHITRE,
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T JUEER Internet 7 8E TH M %% Microsoft Edge WebView2 Runtime,
MREZAIFEBERANEREHF 4 Citrix Workspace MATEF, 18 Microsoft Edge WebView?2
Runtime RE7E, REREFELEHERUTHEER:
B EERRGNERTRRLZEUATHERMGE:
Edge Webview2 Runtime”

« BBIRSIEMHEE NET 4.8, IWiEHAYFEM Workspace BF RER G SITITRM BN AEFMKHE.

YL R Citrix Workspace MABIERF 1904 KESHRA, BEX4&M.NET Framework fRZ4s7E
Windows 4R al e, Citrix Workspace M AiEFRERFF THHTEMBN.NET Framework ki
7,

AR
LB ERIEEERANRLES AR Citrix Workspace MAER, BE4iH:&E.NET Framework
8 WESERAAT, LEIFEM,
o BEThRAH Microsoft Visual C++ Redistributable,
AR
Citrix B S ERRHRAR Microsoft Visual C++ Redistributable, &M, ALK IIEFATRESHIT
BHERT.

Bk 1904 &2, Microsoft Visual C++ Redistributable % # 2 i Citrix Workspace F B2 F L3
EFiT 8, Workspace W BREFREIREH, TEEFENERLKFETEFE Microsoft Visual C++
Redistributable 27 &, HEXEN#HITRE,

AR
WRIEH R Z P RFE Microsoft Visual C++ AIB X 1TAHMG B, FRAIESIERNIE L E Citrix
Workspace [ Ri2F Al gE KM,

NEEERAEBZE Microsoft Visual C++ Redistributable #2x 41,

&% .NET Framework = Microsoft Visual C++ Redistributable L2 pIBrIEFEHR, &2 Citrix 138
B E CTX250044,

FE:
B iEES Internet A 8 TEFIL%E.NET Framework 71 Microsoft Visual C++ Redistributable,
BN, EBATUFERIESE (fi0 SCCM) RIEXLETER,

REMIIE

Citrix Workspace B2 5 LA B 2 X #8 Citrix Virtual Apps and Desktops. Citrix DaaS (LL#1#FH
Citrix Virtual Apps and Desktops &%) #0 Citrix Gateway fRAs3# 7, XLEhrAE Citrix /= R E AT R F5
tHo
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Citrix Gateway End-Point Analysis Plug-in (EPA) 7£ Citrix Workspace E&X%#F. 7E4s#] Citrix
Workspace MBiEFH, XEFEA nFactor BMIIERA S5 1F, GXFHAEE, 52 Citrix ADC XX
HAPBRTRS (IR 5 B 7381 EPA 138ECE /1 nFactor SHEIEHM— 1M EZR.

RYEFIRET Microsoft MERZ Y B 1F8Y, 7357 Windows E&2 Citrix Workspace [
BiEF.

Windows ARM64 1212 #AR X #HEMT Windows 89 Citrix Workspace M ABIER.

—B Windows 10 i A& ZARR S L LR, ZRAERBH Microsoft IREARS L #F. Citrix 2%
EHHERAZSNRERAPBITHRYE. B% Windows 10 £RIRSWER, ESHE Microsoft B9
Windows 4 B HRLR N 4B

iEMAF Windows # Citrix Workspace AEF ST Windows I#MERARA:

BRIFRS

Windows 11

Windows 10 Enterprise (32 {iifll 64 fiki7A), HX%EMN Windows 10 kiAB#MESR, ESH Windows
10 55&HF Windows #9 Citrix Workspace M BEFHNER M,

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)

Windows 10 (Home Edition*. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016

* A E@EEHIIE. Desktop Lock. FastConnect APl LIRZEEIIANEM Windows i+BHMEE,

Windows 10 5 11 58T Windows 19 Citrix Workspace N RBiEFHF#AM

T&RFIHT Windows 10 kA3 URERTF Windows 89 Citrix Workspace R RIEFHIMERN B kR4S,

Windows 10 k&5 A EBhR A S Citrix Workspace [z FiEFARZS
22H2 19045 2206 MEShRES

21H2 19044 2112.1 &EEhads

21H1 19043.928 2106 MEShRES

20H2 19042.508 2012 XESARES

2004 19041.113 2006.1 &ESkads
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Windows 10 hx#5 AR A S Citrix Workspace [z Bi2FFARZs
1909 18363.418 1911 XEEHRE

1903 18362.116 1909 MEEhRE

1809 17763.107 1812 MEERE

1803 17134.376 1808 MEE R4

=W

Windows 10 kA& 52 K# Citrix Workspace [ 2k AR, 190, Windows 10 kiizs 21H1 5 2106
ZRIHRRAER RS,

THRFIET Windows 11 iiAS LURERTF Windows & Citrix Workspace M B2FHBN AR,

Windows 11 fr4<S RIS S Citrix Workspace B2 R

22H2 22621 2209 KEShRES

21H2 22000 2109.1 XEShRZ
REMEE

January 17,2023
AT LGEE LT AR % Citrix Workspace R RTER:

o MTHTIE FE CitrixWorkspaceApp.exe R, ®E
s MBRATWTHIIE (MIRTA).

ALGEE U T ARRERGE:

o EITETF Windows X ERZEMRS, =
o FHMSTRABALZEEFXHR. REMONRERM, AXxEHAMSTRE RS Citrix Workspace WA
BEFNER, BBRERATSTEH.

EREEANIFERERNBRHITRE:

AFRMERREAILILE Citrix Workspace M ARERF, NHFEES % 0IEM Citrix Ready Workspace Hub 55&
BT Windows i Citrix Workspace MBREFE & FERANA EEEE G,

TRIERT UBBRATAF FHRE Citrix Workspace M BEFRNES
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TEX MK REKE

= C:\Program Files BRGIRE
(x86)\Citrix\ICA Client

R %USERPROFILE%\AppData\LocalGitrigiEA
Client

AR

BERAUEBEERAPREMN Citrix Workspace R ABIEFHISEEI, HMAIId &R,

FERAETF Windows NLERRRE

AILUEER U T AEF BT CitrixWorkspaceApp.exe RERF AR REEH T Windows 89 Citrix
Workspace BEF:

4= A
AR

it
=

gt
indows ZREEE
217E0O

"Hﬂ}

§|

B =

BINERT, REEFASMT %temp%\CTXReceiverInstallLogs*.logs,

1. BEhCitrixWorkspaceApp.exe XH&aFHER,

2. FiEHHES EULA, ARHEe%E,

3. ZEEEEANENEMANENITEN L#ITREN, SER—TREABWEFER. BXEAGER, HERTE
=gy Erall

4. #RBET Windows WREREFTRRE,

Z#E7THE, Citrix Workspace ARFRERERM—MKF, BXUOERMKFANES, BSEFNKS R

AILUEISIEE A RIS SITIETR B E X Citrix Workspace M AREFRERF. REEFOSERIREREFZATE
BEIRAIRNER. TEEREEEFXY. BPEEUREHZ M NBEFEERNIGEE R,

ZfFA Windows f<17%% Citrix Workspace AR, BRMGSRANMHE—ITPREAUTAR:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 67


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/add-accounts-switch-servers.html#to-add-a-citrix-workspace-app-account
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/add-accounts-switch-servers.html#to-add-a-citrix-workspace-app-account

iBEAT Windows 9 Citrix Workspace R BiEF

BHRERLHEENT:

a

CitrixWorkspaceApp.exe [commands] [properties]

mLITBHRIIR

BRABPDRWT:

D
P
LA

O
>

ThEES K
« BIETAARRESHS
o SRWIESER

ERESH

o /23 /help - SILFIERERSHEM,

o /silent - ERELEFEARENHEENRR.

+ /noreboot - EREDEFE I BREFBHIRT. BUEETEMBINMERN, LTFEEREN USBIRET
EIRBl, REEEMBMEEEA2BE USB i&&.

+ /includeSSON - BREUERE R B KR, 55 Citrix Workspace A2 RE Single Sign-On A%
¥, AXEMER, BSREERESHRIL,

o /forceinstall - BFEBRESKHREN Citrix Workspace MBIEFNEMMARENRFZ BN, KFXEES
¥ BEEUTER T ERLAX:

- MAFZEH#FM Citrix Workspace MBI RAH#HITH R
- REFARTRIN.

=W

/forceinstall X2 /rcu FXMEH, /rcu FXBIRZA 1909 2EBEFH. BXEFAER, 55
rﬂﬁ%O

RESH
/AutoUpdateCheck

&7r Citrix Workspace [ 274 0] B BT M,

3 =r

AR

/AutoUpdateCheck ANESE, HINKEZEEAE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMESE,
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« Bal (BRINZE) -AARKEEIRENNBEELZLEM. flw, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.

s FM-AATEEITRENNAABLZLEN, FohiEEH. HlM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=manual,

- BE2H - ZHBEMEH. i, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NREEEHAEEH, WaILLAREENNRE, BXEMER, BSREGAHERM,

o LTSR- N BEehEFHBKIIIRS A BAREH.f90,C1i trixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o YEl - B E M BRI AR K Citrix Workspace R B2, i, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount

1B REH A AN A LHIREMAR . BXE4HER, B2 Citrix Workspace .
o -1 (BRINME) - AVFHBREREH, i, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-EBTHNENATRAEREE (N KI—%EH. FTEREZEXLEFINEE. Fa,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o EAEMEKT “N7- RAYFHIRBEH ‘N7 R UEREFRETETR “n” R, i, CitrixWorkspaceApp.
exe [DeferUpdateCount=<n>,

/AURolloutPriority

WMhRAN AR A, Citrix SERERMERRMEEN. ERALSH, EaLURHITER AR AR Bt ia e L
EUER.
« B51 (BINE) - EBECitrix BENXTEABAKEER. Fl, CitrixWorkspaceApp.exe /
AURo1lloutPriority=Auto,
o - EBERMEBRFRINKREIER. g, CitrixWorkspaceApp.exe /AURolloutPriority=
Fast,
o - BT (J AR E BT ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,
o (8- EEERMNERERNKREIER. i, CitrixWorkspaceApp.exe /AURolloutPriority=

Slows

/startAppProtection

BERFEFHERERIERNEFEHRTEERETMAES, BINAEFRIPAGHRMIIEENT 2,
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* CitrixWorkspaceApp.exe /startAppProtection
BXEMER, BEANAERRF,
AR

/startAppProtectionf %2 /includeAppProtection FxMEE,/includeAppProtection
FXRBRAE 2212 EFH. BXFAER, BEBHRFR.

/InstallEmbeddedBrowser
HEBR Citrix SRANTUN a8 — &I, 51T /InstallEmbeddedBrowser=N FFxUHBRERN TN SR 2R ITHAE,
RIELUTIER T A BEHRS Citrix #RATUN 528 T #HHISC i

¢ BHRE
o MFEE Citrix BRATURN 5528 Z #HI X AR A ## 1T R0

NREW Citrix Workspace R BEFRAE S Citrix RN ZHHIE, HEEEEALEINRE 2002, Nk
AT b1 88 — I X 2 EFH R ERIE B B E HT,

INSTALLDIR

5% Citrix Workspace M ARRFREMNBEHENLTEBR. BINEREHN C:\Program Files\Citrix. #l0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

/IncludeCitrixCasting
fEREI 2P %% Citrix Casting,
AR

L& # Citrix Workspace [ HTEFFES, Citrix Casting 2BmhEH. A% Citrix Casting B4z 2, B2
% Citrix Casting,

ADDLOCAL
RE-IHSMEENA M. F0:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,USB,
DesktopViewer ,AM,SSON,SelfService,WebHelper,WorkspaceHub,
AppProtection,CitrixEnterpriseBrowser

<!--NeedCopy-->
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} =r

AR

« RINERT, ReceiverInside. ICA_Client # AM 7£% % Citrix Workspace M AEFE <,
o BREHMAM, 157 ADDLOCAL FHE5R MAEEIAIA K.

HDX 1hae 5k
ALLOW_BIDIRCONTENTREDIRECTION

ERREEEFHSENZEBATNARBTEER. BXFMES, ESi Citrix Virtual Apps and Desktops XX
HAARNNEANSEEEREEIEETD.

cOBRILNB) -ETNARNBTEETALTFEARKRS. Hl i, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-IERNAABREERAGTBRREHI0,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
:lo

FORCE_LAA

87~ Citrix Workspace M A2FRE P inA iy A2 ipRA M <%, EERAEERNERE Workspace A2
FF, LUBELLAHEERIETT. BXIFMER, ESH “Citrix Virtual Apps and Desktops” St pzs i 21718l

« 0 (BUAB) - IBRARRENMNARERAEAS. Hld0, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1- I RRERPIRAHNBEFIARAY, Fi0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS

EEERESHEERSITWHNAEREE XA RE XK S 4RI ET.

+ False (BHARE) - B RS5ITHWHN BIEF B XA R B XBR XL X HIETR, &8 X false B, BIERS
BREENHEEREEMNXEER — 1 EF. BRIERFERNEREB/MRAENEBEFERESNERE
tr4AR. 540, CitrixWorkspaceApp.exe LEGACYFTAICONS=False.

o True - FERSITANNBREFBEE XA LB XK XERNE. fli, CitrixWorkspaceApp.
exe LEGACYFTAICONS=True,

ALLOW_CLIENTHOSTEDAPPSURL

EAPIEE EERA URL EEEINEE. BXIFAESR, B2 “Citrix Virtual Apps and Desktops” St e gy s
JEH*EEJ-%_-LE'EJO

0O BMiINE) -EBFPIEE LZ B URL EF | I8 i, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-EAPIKE BB URLEERBINEEHIE,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
:lo
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ENETIM AR R ESH
ALLOWADDSTORE

RFEIRIBIEENSHEELARBE (HTTP & https),

« S BRIAME) - NAWFEHRMSEMBERLNABE (R HTTPS EBE&E) . W, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RFEHRMEMIRR LN ARE (HTTPS) MIFLLNARE (HTTP). R Citrix Workspace A2
BIRAFREN, WRER, B0, CitrixWorkspaceApp.exe ALLOWADDSTORE=A,

o N-FRAFBPHRMSMRE SHNEAEIE. i, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD
AT EERMREFELABEER. ESHGERTERA Citrix Workspace R B2 F XA BEE.

« S (RINBE) - NATFREFERLNAEENERS (BEE HTTPS). i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N-RAFFREZR, Fla0, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,

o A- AFRERLNARE (HTTPS) MIFRLMAREIE (HTTP) MZERB, fli, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A.

STARTMENUDIR

BE ‘TR FehpRESRNE R.

e <Directory Name> - BiABERT, WEAEFEREHRE >FAEERF T. AT \Programs X
FhigEEREADANBANNER, i, EXREFESAXKEEFFIE > FFEREF > Workspace T, EiEE
STARTMENUDIR=\Workspace,

DESKTOPDIR

EEREREARANE R
pES =
M DESKTOPDIR #IET, 354 PutShortcutsOnDesktop BN True,

e <Directory Name> - AIIEERFEAXNENER, fla, ERRELFAREEHIE>EER >
Workspace T, i&f5E DESKTOPDIR=\Workspace,

SELFSERVICEMODE

I3t B BIARSS Workspace MBREF B A RESIE,
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« True - {eRAAERIAIREBIRSAA Rl HM, CitrixWorkspaceApp.exe SELFSERVICEMODE

=True,
« False- {5 AREZIARBBIIRS B Rl 180, CitrixWorkspaceApp.exe SELFSERVICEMODE
=False,

ENABLEPRELAUNCH

ERISETRR. BXFAES, BBRNLARERF B E,

o True - IETRRETBEHINELTEBARS. fli, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=

True,

 False - {5 RAEMBohINEE FEARS. #180, CitrixWorkspaceApp.exe ENABLEPRELAUNCH
=False,

DisableSetting

PREREARNMENERAD, SHAEBREEMRITER. BXFAER, BBRAE ‘SHREE RHRENEE
=

0 (BUNME) - £ “BREEN XRHPOETREAXMENEZE, Flg, CitrixWorkspaceApp.exe

DisableSetting=0,

o 1V “BERERN” RPETEMERAT, 50, CitrixWorkspaceApp.exe DisableSetting
:lo

o 2—XE “BREER” RPERRESIER, fI50, CitrixWorkspaceApp.exe DisableSetting
=2,

B-HEBEEETN RPRBREAXNEREZE XD, Fl, CitrixWorkspaceApp.exe

DisableSetting=3,

EnableCEIP

ETREE5FPHREMSEIT. BXEFEES, B2 CEIP,

o True (BRIAIREB) - EFMA Citrix EP &K E R (CEIP), #l30, CitrixWorkspaceApp.exe
EnableCEIP=True,

+ False - 3B Citrix P& MEITR (CEIP), 31, CitrixWorkspaceApp.exe EnableCEIP
=False,

EnableTracing
=% AlwaysOn ERERINAE,

« True (BAIRE) - BA AlwaysOn RERINHE, 80, CitrixWorkspaceApp.exe EnableTracing

=true,
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« False - 2/ AlwaysOn IRizIhEE, 30, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME
EEMRSS 2 KRG A IR &R M,

e <ClientName> - EEERSH[/ LARIRIBFRIEEN B M. FKINBR TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPHRBEMSIHBENRMER, BB, ERRITEIEZENR.

B BRINEE - AFEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

o B-FAAUBFPIHEIMSIHENZFFERN CLIENT_NAME BHIEE —MEH,CitrixWorkspaceApp
.exe ENABLE_DYNAMIC_CLIENT_NAME=No,

BHIIESE
ENABLE_SSON

Workspace ZA#2Fi#id /includeSSON S RENBRAERER, EXEAREER, BESREERESHRIL,

« B (BINEB) - 387 Single Sign-on & FEART. ffl#A, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes.
+ & - 187 Single Sign-on e FEZBRS. Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

15 HDX 3|22 B JER Kerberos SIEIE, HEANERARSEREMNWIINAZE, EXi¥AEE, 58
iE1EF Kerberos B E&E S 15 I83iF,

o 2 - ¥~ HDX 5| & & % £ B Kerberos & 4 % if. fjl #1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=Yes,
o & -18 HDX31ZFEMH Kerberos B4 38iEF1%0,CitrixWorkspaceApp.exe ENABLE_KERBEROS

=Noo

B EREMSS, EEALIEES Workspace ARFEA AN ARE URL, &ZAILUAM 10 MRABE, EE
R EMHRITICRE:

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]"

&:
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o X-E#H 039, BFRRHAREE,

+ storename - N AREENET. EXTSHE StoreFront RS 28 LEEENZHF—H.

+ servername.domain - {£E N ABEERRS BN LRELE.

« lISLocation - IIS AR AREERZ. MAREE URL %515 StoreFront FEid>c 4y URL —%. MBEE
URL 9#&={7 /Citrix/store/discovery, E3REX URL, i&EM StoreFront hSH— BN, 7
BEXRPEEITH, AESH Address ;&89 URL,

+ [On, Off] - Off EMAVFER N ERZRANNAEE, MNMERFEBERESIHRIXLENAREE, MRKRIEERN
AEERS, MERINEEHR On,

« storedescription - N EBEERNEE, fIZ0HR App Stores

WLITRERG
BI5TE Citrix Gatewaya M AEE URL, iEHITUUTRE:

CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##Storename;

On;Store
Hrp, Storename ERFEREENNARENETT.
AR

« Citrix Gateway RA@E URL 25 RHPIE— URL (5% STOREO),
s EZNABEIREST, RAFER—M Citrix Gateway MA®EE URL Bt &,
o EALLAEEEER Citrix Gateway RS URL Az##ER Citrix Gateway B9 PNA Services i,
« 18% Citrix Gateway ZA®EE URL Bf, REE “/Discovery” 244,

TR TREMBAGHIEER TR AEE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store"
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store"

AR

o BESMENEBBE URL E4E /discovery MTHITEES ST,
« Citrix Gateway M A@E URL 4 MR EREMN AEE URL FIRFHE—ITKE,

=& Citrix Workspace M Bi12F

ZEE& Citrix Workspace M BIEFRHERIRINEE.

EE Citrix Workspace ZBi2FH, UTHMERESR:
« PREBERERIKF K ABE,
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o BEIRSIEMGIRENNERER. EERFEMRD

o BBIRSHEM M HABIREX,

o BEHNXHREFNED.

. BAFAMKRIZE.

s BIENREREIMRIGE,

« ZAT Citrix Workspace A2 Citrix Gateway ;RIS E.

ME 2 TRmIzTU T o< UEE Citrix Workspace MB~ER:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"-

cleanUser
ERITLIRTER, BERAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"/

silent -cleanUser
AR
BESHPERAKRE U
EE& Citrix Workspace M REEFAEMUTAR:

+ Citrix Workspace N BREF R R,
o SitEW ICA BIEIRE,
« Citrix Workspace [ BiZFHIASEREITR (GPO) EEEIRELE,

ENE

EREET Windows HEHIZR:

A LUER Windows 89 “I2FFA0ThEE” SSRiEF (RINSiMiBRiZrs) EN# Citrix Workspace B2,
AE

7z Citrix Workspace N RiEFREE, B E—&EZ Citrix HDX RTME B H1R TR, BT 4HER
H#H.

fERm<SITEO:

AT MBS TTRA U T e < EE Citrix Workspace M B2 :
CitrixWorkspaceApp.exe /funinstall

S F TR EE Citrix Workspace g, EBTUUTFHX:

CitrixWorkspaceApp.exe /silent /uninstall
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} =r

AR

Citrix Workspace R 2L EiZFRITHS GPO HXAEMRDT, AEHHERREXL MR, NR
RIEEKE, BEA gpedit EMTEFIEEMBIR.

=BE

January 17,2023
AT L@ LR A% 88 Citrix Workspace R RTER:

 {EM Active Directory IR IE bl Ak ZEiEH T Windows 89 Citrix Workspace M ATEF. B% Active
Directory M58, B8R Active Directory FRfFIfZS,

« EBEERT Web #9 Workspace Z#i, ER#EAT Windows 89 Workspace AR, BXFMAEER,
E2AERERT Web 89 Workspace,

« {#/ Microsoft System Center Configuration Manager 2012 R2 Hs8EF##& 9% (ESD) T8, BHxi¥4
=5, 1E2RER System Center Configuration Manager 2012 R2,

« £ Microsoft Endpoint Manager (Intune), HxXi¥4{s 8, ESA7E Microsoft Endpoint Manager
(Intune) &R Citrix Workspace MABERF.

£ Active Directory F0={IfIZs

AILUfEA Active Directory (ASRERHIZAIRIBH L LEMERE Citrix Workspace A2, Citrix BiERZATIER
E.msi X, BXBoHEHNEMES, ESE Microsoft 32,

374 Active Directory RIS, EHRITUTRME:

1. RS HAeE— AR (0U),
2. ASMHEIEM OU gl —MAKERR (GPO),

BX7E Azure Active Directory el OU WER, iESIRTE Azure Active Directory iR SHEE P OIREAELR
i (OU),

EEL (iR
ERS N XTI PR A T SRR IEMZA

o HEMHBRE - EENRESBEETRIE, BMERTFE, SBBWEHS, FW, KE DesiredVersion
= 3.3.0.XXXX LUBHILEIEENMA. MREEETBORES, 60 3.3.0, ZRESKSEBZIIE
(3.3.0.1111. 3.3.0.7777 %) My{EfahRRastEICELD,

s RGBMUE[HEBR - LBEIEEES Citrix Workspace NARFRERFREGNNERE, BEFRHMA
HITHR I, BIRGHZHRE R RIZE R “FREAN

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 77


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-active-directory-and-sample-scripts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-workspace-for-web
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-system-center-configuration-manager-2012-r2
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#deploy-citrix-workspace-app-in-microsoft-endpoint-manager-intune
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#deploy-citrix-workspace-app-in-microsoft-endpoint-manager-intune
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn789190(v%3Dws.11)
https://docs.microsoft.com/zh-cn/azure/active-directory-domain-services/create-ou
https://docs.microsoft.com/zh-cn/azure/active-directory-domain-services/create-ou

iBEAT Windows 9 Citrix Workspace R BiEF

s HIABEIERER - ERLTEAENNERZUMMARHITEHIIENNEREE, SAAPEOBIYHEZXH
KRG R B NR.

s REBREEFHIITEDN - REGIITRIREEIREREF, BXHITIEE, BEAERAGSTEH.

=

e

Citrix Workspace M AR R ERF GIE R FREMEH Citrix Workspace 2 A2 FHE I+ ENME AP 4R
Bl XEANFIERTF Windows B9 Citrix Workspace M Bi2FEI & TUmE.

HEARE EHE ZMiER

FitEMN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

S AP CheckAndDeployWorkspacePethisekAngRetavdparkspacePerUserLogo
.bat .bat

RRMBEMZ, FHITUTERE:

I AR ERERIa,

ERITENEESAFRE > %K > Windows & > 7,
EARBERTRI GNENERD, EERER.

ERETRXN, BHENNMASEERROXAE, ARKHANIEE,
ERMRER, BHEAFM, ARERRNSERF RN R,

ok e

EXZEAT Windows 19 Citrix Workspace B2, BEHITUTIRE:

1. BHEvEKILEENREFIRESHEEEIZERN OU d,
2. ENRMAFPREHER
3. BiEMRENRHEREEEFMINEESTH,

EffipRiEA T Windows 9 Citrix Workspace 2, EHRITUTRE:

1. FEEEMFREIAE A k&SRS eIZR OU f.
2. ENERHARPRERER.
3. BIEMRENRHEREREEFMINEEFRTIH,

fERIEAT Web 1 Workspace

fEENERT Web B9 Workspace, &aILifER Web Tumi@id ¥ 5281417 StoreFront R AR,
TEMR S EE R AR 2 A, 1EHMITUUTIRIE:

1. REERTF Windows #4 Citrix Workspace M ABIERF.
2. MERTF Web 89 Workspace £BE Citrix Workspace FFHEF
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NRIEATF Web 89 Workspace ®MEIREERBRAR Citrix Workspace NBEER, RAKER—FIRT. &R
BEREGNTHHAREERT Windows 89 Citrix Workspace R B1ER.

AR

EATF Web 89 Workspace Rz & T B FHBAHIK A &I,

MRERUTERE, WRTRANRS a3k,

1.
2.
3.

¥ CitrixWorkspaceApp.exe FHE|AHi+EN,

¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

FRBMEES £HBEX—EaIMNrTHRITX . MNREM StoreFront, 55 StoreFront 4B EAR
EXHEE StoreFront,

&3 System Center Configuration Manager 2012 R2

A LUEER Microsoft System Center Configuration Manager (SCCM) #5% Citrix Workspace R B2

AL RN ER4 @ SCCM #5 Citrix Workspace AR :

Hw N

i SCCM gpZ N Citrix Workspace B2
RN &R

¥ Citrix Workspace [ 2R EBE R4
PIRIEEES

@ SCCM ZREH 7N Citrix Workspace B2

1.

¥ T#m Citrix Workspace R Bi2FREX K& 45 Configuration Manager ARS328 EMIE N0 %H
B5h Configuration Manager =418,

%% Software Library (#f4) > Application Management (B2 &1E), AT Application
(RFAER) H#& Create Application (BIBNEER).
EEHE £ “Create Application” (BIENABER) ES.

7 General (¥#) &F#&®, 1%iE Manually specify the application information (FaisERHEE
FER), AAE#ET Next (F—%).

7z General Information (E#E8) EiEP, IEENAEFER, FIMEM. HIEHE. RERE,

7 Application Catalog (ZAREFER) MSH, EEHEMES, flM, B, KARFEM. BREHNE,
RAiEgTE Next (T—2),

AR
BRI UEREEIIEENE S

7 Deployment Type (ZEZHE) Figeth, &H Add (FiN) LUERE Citrix Workspace M BIZRFI&ERZD
E=EiN
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AT R R “Create Deployment Type” (RIEZHEXRE) @S,

7. 12 General (E#l) &t&th: &8 Windows Installer (*.msixff) BEELRE, %#F Manually specify
the deployment type information (FzhisEHEREER), REET Next (T—%),

8. £ General Information (F#E8) GRP: IEEPBRIFMEE (g0, Workspace HE), Aige
& Next (F—%),

9. 7 Content (RZ&E) HZH:

a) 21 Citrix Workspace M BRZFREHFRIERNERR, Flf: SCCM ARsS28 £/ Tools.
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFEIABRERLEL,
o CitrixWorkspaceApp.exe /silent /includeSSON BFRERBIEEE,
« CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATLIIEEBNARS
ER &% Citrix Workspace B2,
c) 7 Uninstall program(E1#i2/F)fsE CitrixWorkspaceApp.exe /silent /Juninstall
(BREE SCCM #H1#) .

10. 7£ Detection Method (175 7%) Ei§H: %% Configure rules to detect the presence of this
deployment type (BiBRTHRINZTEELIBEXEMN), A5ET Add Clause (FINFA),
tERHE R R “Detection Rule” (REMIAM) SHEAE,

+ ¥ Setting Type (&&EE!) RE R “File System” (XHE%).
« 7£ Specify the file or folder to detect the application (5EZE# NN AIERFHIE X4 Hk)
T, B TEm:
- Type (&) - fr Fhied, %% File (UH),
Path (2#&) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XHERXHERZIR - receiver.exe
Property (BM) - EFhSgth, %% Version (hR7)
Operator (GZ2ER) - T ThIEH, %#F Greater than or equal to (KFIHET)
Value ({#) - # X\ 4.3.0.65534

PE=
iEATF Windows B9 Citrix Workspace W REFEA K BIEALLMNAE,

11. 7£ User Experience (FF{FL) High, i88:

« Installation behavior (%#177) - Install for system (HEZRE)

+ Logon requirement (3REX) - BAREER

+ Installation program visibility (Z&EEFARME) - Normal (E#)
gF Next (F—%),

=

P =

BRI ERE LR E AR E R,
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12. 7£ Summary (BE) &9, BIILBBRBNRE. B& TP,
LB 2 TRRIIES.

13. 7= Completion (525%) &g, FHEPBAE (Workspace £8E) ¥7E Deployment types (FEX£R) F
Hllt,

14. #i Next (F—¥), A5&T Close (i),

AN E R

1. 7 Configuration Manager izl & & # &8 & Citrix Workspace N B2 %, #5141 Distribute
Content (2&2H%A),

BT 278 “Distribute Content” (9 EZHWA) MSF,

2. 7£ “Content Distribution” (W&9%) &+, £ Add (FiN) > Distribution Points (%),
LB 27~ “Add Distribution Points” (Fila % =) IHEE.

3. FEIURHMABH SCCM fR528, ARRE OK (BE).
£ “Completion” (5Tt EEF, KETEIER.

4. BEXH,

% Citrix Workspace [ BEFSE R H D
1. 7 Configuration Manager iz#l&hA%E S Citrix Workspace MABER, ARi%R Deploy (HE),
R “Deploy Software” (SEXH) B,

2. ZEMENAEFNES (TURBREES, WIURHFES) FikiF Browse (H%), AFHEE Next (T
_ﬂ%)o

3. 7z Deployment Settings (BEILE) HE+H, ¥ Action (1) 8B R “Install” (&%), & Purpose
(A#&) REHR “Required” (4%F) (BAXASERE), 8#FHFT—5,

4. 7z Scheduling (i+%)) &+, BEEEFRE EBBREBITL.

5. £ User Experience (AP {&%) H1&H, &3 User notifications (A iEHM) 177; #%E Commit
changes at deadline or during a maintenance window (requires restart) (ER/SHAIRE44PRS
BRXEN (FBEHEDH), AE%EE Next (F—#%) LI5ER “Deploy Software” (HE#H) BR.

7z Completion (GErk) &igH, BERRINES.
ENEHMENRERIZE ((NVELAFARRENAFTERT).

fEimmig#E Lk, Citrix Workspace M BZ2FERHFF LA Available Software (FIB#F) FTER. RIEFIECE
MitRl, REFEMME. SUAIMREBEFESIEITIREH#ITRE, REFIBE, RERSKRERGPOFER,
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ellfEba- =y

1.

B5h Configuration Manager {44, A58 & Assets and Compliance (= 5&#11%) > Overview
(#8) > Devices (1&8%&),

AiEE Device Collections (33&%£4) #Hi%#F Create Device Collection (BIEISEES),
It 8= Create Device Collection (8IEEEES) MS.
7 General (E#M) HEH, BNILEMN Name (2#), AEETE Browse (H%5) EFRRFEIES

XREIREEE, AIUZE SCCM gIENRINREESZ—
BETF—%,

7£ Membership Rules (RE&HHN) EEF, BHEATLIEIEEH Add Rule (FRinmn),
kA% 2% Create Direct Membership Rule (SIZEERREHHN) BF.

« 7£ Search for Resources (EHEF) TiKH, RIBELIEMNIREF LR Attribute name (B4 &
R), FHRHEMRMAELLERIEE,

BHET—H, 7£ “Select Resources” (£FRFR) BT, EREEEMIEESHN—HOHIEE.
7£ Completion () Ei&H, BETHINES.

BExRH,

. 7 “Membership rules” (FIRBHHN) EEF, BFIHHAM. 2E “Next” (F—H).

£ Completion (5Em) @RS, EETHRINEE. B Close (ki) LI5EA Create Device Collection
(BIBEEES) S

g EE S Device Collections (1&&5%4) H7d. 7 Deploy Software (ZE#) mSHRE
B, FgEESETFIREESHN—H59,

} =

AR

% MSIRESTARTMANAGERCONTROL E14i& &/ False B¢, £/ SCCM A& Citrix Workspace [ 12
A gk,
RIEFABIDH, EBTF Windows 89 Citrix Workspace M BRZFHAESBUILAMMRE, Ithsh, ZidrATaE
RfEBERIN.

£ Microsoft Endpoint Manager (Intune) 52 Citrix Workspace [ Bi2%

E7£ Microsoft Endpoint Manager (Intune) F&8& Citrix Workspace R A2 - 2541 Win 32 AR, ER
TR AE:

1.

IR
o AT EEREMENMAERXMGIXES, g0 C:\CitrixWorkspace_Executable,
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o HIHSUHFFRERN G R M SXHAT . intunewin XEH,FIIIC: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FRrERIX 3, g0 C:\Intune_WinAppTool., Ltk TAHE
B FERESH RN - intunewin B, &AM Microsoft-Win32-Content-Prep-Tool F#i#T
#I8,

2. BRREMENFMERXHERA intunewin XH#:

a) B SIRTN, ARG EEE Microsoft Win32 Content Prep Tool B9 XX # 3, 40 C:\
Intune_WinAppTool,.

b) &7 IntuneWinAppUtil.exe %,
C) ERATT, WAUTER:

o BEXfFE: C:\CitrixWorkspace_Executable

o RENXMH: CitrixWorkspaceApp.exe

o BHXHFE: C:\Intune_CitrixWorkspaceApp

Jintunewin XHEBIE,

3. B aRmal Microsoft Endpoint Manager (Intune):

a) #TFF Microsoft Endpoint Manager (Intune) %14 : https://endpoint.microsoft.com
/ ##home,

=W

LITIE<$ REETE https://endpoint.microsoft.com/##home EHiT, EHA LIS
https://portal.azure.com HRIMEEE,

b) g Apps (AREF) >Windows app (Windows [ F1ER), AEES +Add (+5M).

c) M Apptype (WEREFRZHEE) Thiylx$iEE Windows app (Win 32) (Windows AER (Win
32))

d) # App package file (WBEFEXH), #3 CitrixWorkspaceApp.intunewin X, fAG&EE
OK (#57E).

e) #i App information (ARRFER) HAESHARGE. B, HBNLHE, RELEE OK (HE).
f) 2 Program (i2F), WAUTER, ABRE OK (HBE):

o« REMS: CitrixWorkspaceApp.exe /silent
EH#FHm<: CitrixWorkspaceApp.exe /uninstall
s RETH: RA

M “Operating System Architecture” (RIERFAAERLEN) FIRFEINERE X64 1 x32, 121
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AARAAILAZ Win 1607 MESARAFIERIIRES,

h) #:#% Detection rules (&M, % Manually configure detection rules (FohECE RN
M) €7 Rules format GAIE), AEEdE OK (FEE).

i) g Add (&), %EFFIEA Rule type (FINIZER), AFEE OK (HE)-

« 302 Rule type (MNIZEH) » File (Xf4), MERZTLIRE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (FRffl).

+ % Rule type (RMIZEA) } Registry CEftR), id5A\ HKEY_CURRENT _USER\Software
\Citrix £ Path (B&%2), i Key exists GEMi&RM7E®E) £ Detection method (&
M) o

j) %% Return codes (GREI{E), REBEZINERIRBEEEN, AEEdE OK (E).
k) && Add GFm) EMEBREFEFME Intune &,
4. WBIFERER TN
a) ¥ Home (£5) >Apps (NEER) >Windows,
b) #F Device install status (G8ELERE).

RERSERLET Citrix Workspace MAEFHIEEHE,

B

January 30, 2023

FohEH

MREELREERT Windows 1 Citrix Workspace 2R, iEM Citrix FTHIE FHHAREZNAEFHRHN
Wz, BXRENES, BSRTEMEE,

ShvEE
#ihiAH Citrix Workspace M2 RIS, Citrix &7E%%# 7 Citrix Workspace M ARFHNRGHHEIXEN.
AR

CMBEEETHRKRHLAEN SSL, 1575 M Workspace B E#M E B ;R F (https://
citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com
/) BIIEN, LM Citrix ZUE#.

o BHRFAVMAST Internet EHEA BEIEWE.
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o BIANERT, Citrix Workspace E#ifE VDA LA FEZARES, XEHE RDS ZABF RS ITEN. VDI
Remote PC Access i+ &l

+ Citrix Workspace BE#iff=# 7T Desktop Lock i+ EH L FERRES.
« iEHTF Web 9 Workspace R REEETH T & StoreFront %88,
« Citrix Workspace B#i{XPRF LTSR &,

« Citrix HDX RTME for Windows F&Hf7£ Citrix Workspace E# /1, 2 LTSR f1 ¥ gikk 289 Citrix
Workspace B2 _E# HDX RTME B#aI B, BER—58H,

« BhR7 21052, &2 Citrix Workspace B#HERZ. Workspace EfHEZETF C:\Program
Files(x86)\Citrix\Logs 1. EXHEIZRMIER, BESIHBERES.

o FEERUEEERRENLH_EEFH Citrix Workspace N AERF. ERILUSIT A 528 HiBMXIEHa
Citrix Workspace 2B iERNE BHRTRLIRE, ESFHERM AT Citrix Workspace
M FAREFHNARRENEFIFMEERLTENESL,

o R ERATREBEE (PAC) #1 Web RIEB NI NN (WPAD) NIRRT BB, LA
FESEHITEHOEIEN, FERIINEE.

« MRFMTIEEDCHE ZBEMH, Citrix Workspace & 4iAim Citrix BohEHRS:E, HEEBHE
HAE S I AT EEIR:

TR EETIRS 2
FohXBHEMNGE, EFMBERT Windows B Citrix Workspace M B~ER.

LB SREEMEEIRE EREM Citrix Workspace N HEFRI HFikRaAs, Al UM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\CitrixOnlinePluginPa
fiE % DisplayVersion it

EESREETHEERA, BHRITUTIRE:
1. A F@EMXiEgsH Citrix Workspace [ FHZF ElfF.
2. EEBREET,
Citrix Workspace B2k 2 REXF D H,

%% Citrix Workspace [ FB72F Beta iRizF

3% Citrix Workspace N BEFEENEMEHRN, SEWIIEEN. EEENARFHRE Beta ivds, BERITUT
TR

1. MERZFERITH Citrix Workspace MEBEF.
2. EMEISHREET > Citrix Workspace Eif.

3. Beta hRAAJ AR, MTHFIxRFiERE Beta, 8EHFR%E.
LB 2B E Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
MNo| . .
Citrix Workspace x
Usy
l 1 You are about to switch to Beta channel. 5ome features might
not work as expected.
Select t
Do you want to continue?
Beta
r
Leam More

Save Cancel

THIra Fary THOTICES

4. BEHEEHT Beta s,
EM Beta RAIIREI AR, FRITUTHRE:

1. MAEZHERITF Citrix Workspace B2
2. EfMEISREER > Citrix Workspace Ei,
3. EEMEERET, M “EiBE” TRFIRPIEERE, RERHRT.
pE =
s MREEAFHEHTA, WEEREHEFER.
+ Beta lxARMEZE A EHIFEFFRHEREFHRPH TN, HHRERE, Citrix T#% Beta lr4dny
SRR, BB IR MR REBH XA, Citrix ATRESRIERIFNTEN . BIBUNEEE R R
HITIRIE. BINABEEFIFEDIE Beta iids.

457 VDA tBEzhEH Citrix Workspace M FBiER

BiEAT Windows 1 Citrix Workspace RZF#2FhR4s 2209 &2, "ILUBE eI T EMRET VDA LERBEHE
HIhEE:

7£ 32 it EM L
o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
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o EAtRE: AllowAutoUpdateOnVDA
o JEAAFRHEE: REG_SZ
o FEMREEE: True

£ 64 fUitBEH L:

o MR HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\ICA Client\AutoUpdate
 JEMAERMAE: AllowAutoUpdateOnVDA

o JEFREE: REG_SZ

o EMEREEE: True

B EHThR A ]

3

B RIER B ERAR L &R B hEHhR A,
B E A LS E Global App Config Service 1igE maximumAllowedVersion &M% F AR 2RI HIkRZSo
Global App Config Service ##97=f JSON STf:

"AutoUpdate": {

"userOverride": false,

"AutoUpdatePluginsSettings": [

"pluginSettings":

"upgradeTolLatest": false,
"maximumAllowedVersion": "22.9.0.3934", }

"pluginName": "WorkspaceApp",

"pluginId": "1CDF566D-B2C7-47F-6283C862E1D6"

<!--NeedCopy-->
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wBRRAG, A& LR Citrix Workspace R A2F 2 BaE#H E7E maximumAllowedVersion E4HEER
RS0

&iE:
o BRI BhEHRAET, %908 Global App Config Service #189 upgradeToLatest 18 &i& 7 false.,
MBIGE R true, NEZE maximumAllowedVersion,
o iEME pluginld, RAEBEMEIEI Citrix Workspace N ABER.
« WIREE AWK Global App Config Service hEEE RS, MZRINERT, Citrix Workspace T2
P4 S B R AR BT AR AR AR

BohEHINE&ECE (Citrix Workspace E5)

AIUMER LT AEEEE Citrix Workspace E#i:
ERIEITR (GPO) BIRIRIR

we1TEO
GUI
StoreFront

H N

fEFRA R R EIRIRIREZE Citrix Workspace it
1. @17 gpedit.msc 377 Citrix Workspace R BiZFF4ASRBST R EIRRR, ARSME “HENEE” T2,

2. EEIIBIEENR > Citrix A% > Citrix Workspace > Workspace &3,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EREZAN, RARSIENEREH. EERENTEESREIRTRDIEE Workspace EHHET,

4. EIBH - HEEFM AN, BELUEERBBRBMRFREEH. BA Workspace E#ifg, EMEA

Citrix Workspace E# 58 FHIFIRDER U TERZ—:

o B - RARBEEUAERNEELHBN (BHARE).
o Fof - RATAUAEMN AL HEN, FeEEHR.

5. R LTSR LUXIREY LTSR By,

6. M Citrix-Workspace-Update-DeferUpdate-Count FH5IxH, EF—MNTF -1 3 30 ZEME:

o MRMEHO0, NASHAUGRERER. SXEHEHREEHNE2ER Update available (Fi

HA) BT
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o MBEN-1, NEERUGIRERKER, #E7 Update available (F#5aR) 185, EALUSERE
FERER R,

o F 1-30 ZEIMEE X T H%5 Update available (E# o) 1R LUSIREEZETUL T IATRER.
TR LRIBELL F R E X W E#REF @M. 82, Update available (F#aIA) RTSHEHI,
BARS U U ERERIEI,

BN EEHBER

#hRZAH) Workspace R EFRIAR, Citrix STERERMHREHELEN. FRILSE, S UEHITERSHIE R
WR B B PT LA U B T

BEEBERXHAE, EIETT gpedit.msc UBAKRENREREIR, EIHENEETRT, RESEEIR > Citrix
4814 > Citrix Workspace > i EREEHNIER,

A Set the Delay in Checking for Update O >
E‘ Set the Delay in Checking for Update Next Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported on: | Appx Migrator encountered a policy that does not have a supportedOn value.
Options: Help:
Delay Group This pelicy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast])- Awvailable updates are rolled-out to the users at the
beginning of delivery period.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

EREEA, ARMERATARER, ERUTERZ—!
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o R - ERAHARBIAIEIE L EH
o - TR HARR AT AR R tH B .
o 18 - ERAHARBIREAEHE

=,
AR

EFERAN, RATSENERANEN. EEMRAERESREEIRFTIRE Workspace EHiEDL,

ERmLTHRELE Citrix Workspace 51

\Eid7E&%E Workspace M AREFIEEHTITEE

A L@ 7E Citrix Workspace B AEFREMIBIEEmLITSHREEE Workspace B, BXfMAER, BESRZ
£

W ERE Citrix Workspace NRREFGERAG ST

WA UEREIEA T Windows 89 Citrix Workspace A2 EECE Citrix Workspace E#i. £/ Windows &5
2178M3 CitrixReceiverUpdater.exe BB,

@&, CitrixReceiverUpdater.exe i F CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, AILBTZ#H X4 CitrixReceiverUpdater.exe URZESHHB O DIENG TS

o
f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority=fast

=z

AR

/AutoUpdateCheck NI ESE, BIEEARERE /AutoUpdateStream. /DeferUpdateCount.
/AURo1lloutPriority EHEHMSE,

ERET AP RAEECE Citrix Workspace &3

MEF A UEREAEETTEEE %= Citrix Workspace B8, X2—METHFANESE, HEXLIEEN
ERTHAAF.

1. A H@EMXiEgsH Citrix Workspace [ HEF BT,
2. EESRE R > Citrix Workspace Ei.
3. EFBHMEED, ARRERRT.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 91


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters

iBEAT Windows 9 Citrix Workspace R BiEF

(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

AR

e ARsE Citrix Workspace 2R EIITHIRME “BREEN RNLBABLNE. BXFHES, 5
SR EETRE

£/ StoreFront &2 E Citrix Workspace i

1. FRAXAHIBERITHF web. config X, EXHBEEAMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. ERXHPHREIBRIKFATR (EHEZERKF 2757 Store)
flg0: <account id=... name="Store">
£ </account> triczdl, SMEZAFKFPREM:

<properties>
<c'lear/>
</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B E FHATIC,
<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"
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description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<c'lear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>
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<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>
<!--NeedCopy-->
BUNE X RERTRERNFAEEMT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZ2F1EE & BEFHE B 5hi#iTial,

- B (BHA) - BEeERRITER
- Frp - XEAF M Citrix Workspace M A2F RAHAR R K EOEIERNA SRIEH
- BEEA - TRITEMKE,

+ Auto-update-LTSR-Only: 15REHE*T LTSR.

- True - EMEFRBEEMRRITICH LTSR BUEIEH. (NEE LTSR Eif.
- False (BXik) - EfiEFNE S LRIASRER.

+ Auto-update-Rollout-Priority: i5ReIEEEHEREIEIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE 7 # HH BB o
- B - FERATHARRBY AR HE H B,
- 18 - FERATHABREE RASHE K 3T,

+ Auto-update-DeferUpdate-Count: 1577 UFEREHIEBTRER
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} =

=

IEENERTRENEH, TRATXRTEIEMERTER, BNAFASEEMATIERERN
ﬁilﬁio

- -1. ARTUERRER BhEH,
- 0: AR EEEUERERET.
- #E: BRAUEENGREETIEER R

NN

January 17,2023

ACEEBNEERE Citrix Workspace M AREFRIRERIENSE Y,

N A& S

MABEERAATANNAEFIREREH—MIB, —MAPAILAE S N N ASEHIREEEENABEE ZIE
i, EERRHOSTMEENERMIZENNARE URL, aTLi@E Citrix Workspace R B ih1RX R IS,

N R R RS

a[LU7E Citrix Workspace R AIZF AN TR ARIEZE: Workspace. StoreFront. Citrix Gateway /&
[EMBEEX Web MBI,

Workspace

Citrix Workspace 2— 1 EF=W I NABNE, f@Ed I MESEEHEtEef— RN ARES. SENRE
(FR) . XEFFEALUZ Citrix DaaS. RNANAER. MBI AIEF. Saas Ml Web 5 BIERF UK 235 A
2R, BXiF4EE, 1555 Citrix Workspace #if,

StoreFront

StoreFront 27tV A EN BEF, §3 8 Citrix Virtual Apps and Desktops s BIEFMESERE
- B FRPERANEAEES,

BXIFMER, BB StoreFront 3%,

Citrix Gateway W A®E

¥ Citrix Gateway EEEAN A AR MREBRKZIMNR#ITER. B0, M Internet SURBUEHRTERNAF.
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BEX Web A®EE

teIhEERHMIEATF Windows B Citrix Workspace R AR SRARNEENX Web M ARENRIR EEMALL
Ihee, BEERMTIFEFETEN Web MABEZINZ Global App Configuration Service s¥F R URL FiZ&EH,

BXARLAPEE Web MARE URL 19458, #5215 Global App Configuration Service,

fzmr L7z Citrix Workspace R ARZFRFINKF RRPIRMHEEX Web A®EE URL, BEX Web HABEETE
7, Workspace B REZFEAHRITH.

EMFREENX Web RABE, BHEWKS > FNSMERKS, EFEEX Web RABE URL, REREMHR.

B ARE URL 702 Citrix Workspace N ABEFET
ERILUMER T AZR AP RGN RIS I BEFFRNkKAER:

s MAPREEFHEMANKPES
o BEEEETHEFHEMFRIKS LI

o @ CLI AR RS

o FRECXfF

o ERARERERRR

BAFRESFHRANKFER

pizh %% Citrix Workspace ARG, BETUTRER. AR EEHNBLFHR ittt 5tARSS 38tk 7 863717 5 A
RBENSE. ARRNTKS0IEEE S8, Citrix Workspace ZARRFERIRIIEERE, MRVIEMDI, Citrix
Workspace AR IR AR ERIZIKF,
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started

iEATF Windows &9 Citrix Workspace T2

@ Citrix Workspace - O X

Welcome to Citrix Workspace

EFEAPRBEFHILEKRS, BESLOREERINEENKENNARFMENGEE.
» EE#%3 Workspace ZA®EE, E#RfH Workspace URL,
o E51%%) StoreFront M A®IE, BRH1ZARSS 219 URL. f140: https: o

« Ej@ig Citrix Gateway #17%#%, BAMERFEESIFMEEREENNAERE, FERNEEFIWNEE
Citrix Gateway BR T =2 AR N FAEIE.

- ERTFAERENNARE: mAFRME Citrix Gateway ZLREH .
- EREISFENABENISE: RUATERARAFRE Citrix Gateway T2 RENE UK AREIESTFR:
CitrixGatewayFQDN?MyStoreName:

a0, WREZH SalesApps KN AREET serverl.com BATIiEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGIEEA:

* serverl.com?SalesApps LUifia) SalesApps, &N
* server2.com?HRApps LLiiial HRAppS.

CitrixGatewayFQDN?MyStoreName IgEERF A @I M URL BIB—1 ik, HETRERTF
BEF BT R,

fERNARRE URL BE28 Workspace MRIEFE, BIRIEISED B4 & Ptk E S Eizk S,
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Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FERETRESHRIENEFmITEN L, MRRPEEKREFMEE Windows EIEEERRF, NRERFNRIERT,
BEREWMAREER, A5, Citrix Workspace AEFERIZRS B[ERRZE Windows EIREEEH, Xi¥a]
LUTETSRE R, EAEFEERERP Citrix Workspace WBEF 2 A17E Windows iR & BB b F i REER,

ECEE T BB FHREFAIMK R I

f2& Citrix Workspace M A 2R USRI E T B FHbFAIMk A LB, ERLEHAE Citrix Workspace 2R
g, APEERABCHETFRMFMIE (TMIFARSSES URL). Citrix Workspace R B2 iG1RIBIHE R4t (DNS)
ARSS (SRV) iIZRHaE 5 s FHRF i X BXHY Citrix Gateway 3k StoreFront iR 88, N AEFHERHIRTAFER
LR R B R E AR AR o

2 Citrix Workspace [ AR S EET B F M4/ £, 5207 Global App Configuration Service xx#4
f#y Getting started (NIJ)o

Z 7 Citrix StoreFront 5t Citrix Gateway A& EREE T B FHH4AIMKF KM, 1§21 Configuring email-
based account discovery (ERBETHBFHBEHNK, LI,

@i CLI A RS
UEBEERBMMERGSTIEOREERT Windows 89 Citrix Workspace MAER.

BXBEAER, BEAGLITEHIR.

e F R A FREC S

StoreFront {=4tFRBCSCf, FAF AT LUFT A EEFRAD S LUSE R FR /S S

el LUER StoreFront SREIBZE &M EREIFAE SMTEC X, BXEXHRELAF, UWEAFEBEMRE
Citrix Workspace R B#2F. &2 Citrix Workspace R R1EFE, AP REFTZ4EIAIELE Citrix Workspace
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RAERF. MREEBEEAT Web # Workspace, AFPERIUMXLELERFREY Citrix Workspace [z A2 FBE X
o

BEXHMMER, 1B5 StoreFront SRy 79 A F S R FA S A 1o

fEFA RIS R BIRIRIR
BFEAARENREBEIRFINSERE Citrix StoreFront = Citrix Gateway, ERITUTi&?E:
1. &Eis1T gpedit.msc 7 Citrix Workspace [ FBiEF AR R EEIER,

2. EHENEETAT, EEEEER > KLHUEEER (ADM) > Citrix A% > Citrix Workspace > Store-
Front,

3. i%&#% Citrix Gateway URL/StoreFront ik~ %1%,

4. EEERMAEN, REREER. NRBALERKILE, WATLHA StoreFront i~ #1 NetScaler Gateway
URL #9315,

5. EEFEHEAN URL,
6. 1#8ES Workspace M AiZF—EFERNEA®EE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery;[On

, 0ff]; [storedescription]"
f&:

o X-BH 039, AFMIRNAREE,

+ storename - ABIENETF. EXASTE StoreFront fRS28 LEEENEH—,

+ servername.domain - REN ABIEHNRS BN TLREHSZ,

« lISLocation - IS AKI R B SRR, MABE URL #4915 StoreFront e URL —2. [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, EFKEX URL, 3EM StoreFront hSH—EIX
%, FIBBRPEEITH, AEEH Address stE+H URL,

+ [On, Off] - Off EMA N ERMERBNNAREIE, MMERFEEERETIHRXENAREE, WRK
BENABERS, WBIARERN Ono

» storedescription - RZARIEAYIREA, F1%0 HR App Store,

7. #msisE Citrix Gateway URL. XN\ URL 92 (WSS9 :

o~ fil: CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.comi##
Storename;On;Store

Hrh #Store #2Z Citrix Gateway EE IR FAEE B o

} =

AR
« Citrix Gateway AR E URL 425 ER+HHIE— URL (5% STOREO).

s EZNABELER, RAFER—# Citrix Gateway RS URL BLE,
o EALLAEREER Citrix Gateway RZA®EE URL Az##EM Citrix Gateway B9 PNA Services =,
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+ 18% Citrix Gateway i A®EE URL BY, REE /Discovery B,
BHhiR7 1808 #2, ¥t Citrix Gateway URL/StoreFront ik 5| REFHEME RIS EN BREFENBHEESETN
H. *EEEE,
AR
Citrix Workspace R R EFhias 1808 RESHAFTEBEEEHRETHITES, MRFAHKE 1808 HESAR
7, MHAEE Citrix Workspace N BIZF LU EFT MBI B L E Ko
PRI

« Citrix Gateway URL 551, SR StoreFront URL.
o R%#F%4 Citrix Gateway URL,

AR

BRPZEALGET Web RS 28ipa N AREE. BAFPEUM Web il28& 5 Citrix Store, SAREM Web BahEid
NAEFNERE. EINNBEFREEBFBARTZRER Citrix Workspace N BIZFHITHEE.

EXMERT, AJaEREN AP RERNKFIER. el L@ U g B R :

o Em Citrix 17t ¥ CitrixWorkspaceApp.exe £y CitrixXWorkspaceAppWeb.exe
BRI P SHEENITH, ESRZXGRE, FFAFETPERERAMNKFIHEE,

o AARBENREEEIR: E7E Citrix Workspace L ARFRER S HIREIRINM LD, BN TR, &
AsHhZA SRS T R BIRIRAR A Self-Service T T2 EnableFTUpolicy., XR2IZiTENHITHIZE,
HLZATRERFFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B93EHTF Windows #9 Citrix Workspace RBI1EF, AJLUSHERE HIERIRS (401
ZhRs (DNS) &%, mIE IP #odik,

BE.
Fx3E DNS IFiEWERMEC B AEALLIEE, TN, Citrix BiAEEZRS 25 /S A DNS &R,

BIAERT, DNS BMATTEARS 28 LA FRARS, 7£ Citrix Workspace M BREFFLAFERRS. X DNS &
FRATTERRS 38 LR FERIRAET, 1ERIREX DNS & #ra9E(a Citrix Workspace M AEFRIR[E IP #hiik, 7E Citrix
Workspace REFHARELEH DNS B#F#if.

ENRERFIRERA DNS BT, ERITIUTRE:
INRBRSZFEBE-EA DNS SFRMEMT, NHEBRSERFIRE LI, AJUXENAYIRERA DNS ARM#T.
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JINCy

AMRFESEATEUESETENE, FREERLERERS, RITTMRIEIFTIMREFEESEATESH

HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. BEFREMET xmlAddressResolutionType 7Fi1ZE HKEY\\_LOCAL\\_MACHINE\Software

\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
2. KEIZENRN IPv4-Port,

3. MXAPKRENS I AR EELTEF.

JEZE

i@ig Citrix Workspace N B#ERF, BRI BEARENEEMNNAER, URRBEEER Windows.
Web F02R4HEIRSS (SaaS) AER. U@ Citrix StoreFront giif@id Web Interface 17| Web TTEm&IE

BRPRARE,

/8 Citrix Workspace Ul &35

Citrix Workspace M HEF ERIRIBA AWK IEE (B1, AP EEIINRSSS) UK Citrix Virtual Apps and
Desktops = Citrix DaaS B RELBEMNIEE Z AP A ANENKEMNARER. JUEREIEDR > kF NERLE

StoreFront fR532889 URL, SEWMREE T EFRFHALKARI, WiddimN\BFHpttut#TRE,

ERIENVABER, BPRSBEERUTERR: WEX. SENYARERF. ERIR1E, BRHENHNER. E

MU AR AN EAR, B8R E .. EFRHERRIEIE.

ficEd

January 11,2023

fERERT Windows B9 Citrix Workspace R RZER, AU TEEANERENBEFSHE,

EERAESTEREN

30T T 5iEAF Windows B Citrix Workspace AR EEREXNESIEREEW,

MREFIRFEHRH Citrix Workspace B2 HELR, A7 LUTE Citrix Workspace M RiE2F PSR

MMEYIhEE, BNEIZZNEEE KT TR ML,

a,
-
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At , FIVEEREEATE KRR LaunchDarkly WE =5 RS A EEME AR BT BAEHE LaunchDarkly
e, BYEEET HLLEHIERENAERNERRIN EXMERT, EREREEREIRE URL 5 IP it
BRfE%H2 LaunchDarkly 8972,

LGB T AXBEREEE LaunchDarkly BmERE(E:

BREHIILLT URL B9RE

+ events.launchdarkly.com

+ stream.launchdarkly.com

o clientstream.launchdarkly.com
e Firehose.launchdarkly.com

« mobile.launchdarkly.com

FEAFFIRFFIL IP ik

MBHAEAFFIRDFIL IP #hak, &2 LaunchDarkly public IP list (LaunchDarkly 2/ IP 5I&) , FREXH
HIFRE IP #ASEEMFIR, ATUERLLYIRR T RENH IS E ST ENEH, UMESEMEMERFRE—H. BX
BRIEMT ERRASHIEMES, 15808 LaunchDarkly Status B,

LaunchDarkly £4Exk
NREFE Citrix ADC B U TIRSWIFRMBEIRBEAX, BRIEVAEFETEBSUTRSEE:

« LaunchDarkly fR%3.
+ APNs frilfr23ARSS

2/ LaunchDarkly fzs3

AILUERAERKITR (GPO) 5B A LaunchDarkly RS,

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIZFA SRS R EERIEIR,
2. EIENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > &%,
3. EERIEME=AREBIEREHHIEEN “EBA7.
4. BHENAMAE.
AR REIRIRR

BATEWEERARBY R ERERECE LT RN :

o MILRERER
o IEARSS 2R
« AlEARSGEREE
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« AFERHA
o mIERFIRE
o AP,

ALY receiver.admx/receiver.adml R 4B TR AT BRI, S TIHEE, BERAAR
BEEIRITHI & SRR M. & Citrix Workspace ARFIEBENATEN U RS I FRNAFIEEN, SAIFE

BEM. BEERETRAPISE DHITEN, BERIGE EHARMARIRRIESR S N IMEIR X
Citrix ZiER Windows A1 % (GPO) BIEERECE Citrix Workspace FBER.

ZHEBEFEFE CitrixBase.admx f CitrixBase.adml U R BEEER X (receiver.adml 5

receiver.admx‘receiver.adml).
AR

admx f.adml XERFEREMTIRBIRZIH Windows ks,

R M VDA R # 7 Citrix Workspace 2 B2 &, W ADMX/ADML XX f43& & fii ¥ \<installation

directory>\Online Plugin\Configuration B&%.

MR =% Citrix Workspace [ A2 7 Btk 2% VDA, N ADMX/ADML XX f#43@&E AL F C:\Program Files\

Citrix\ICA Client\Configuration B,

BB TREME X Citrix Workspace M AREFERXHREZBUBNGE .

=z

P =W

Citrix BIEERRERFAR A Citrix Workspace M ABIEFIRHEH GPO iR,

KR X E
receiver.adm <Installation Directory=>\ICA
Client\Configuration

receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

P =W

o SNRFK¥ CitrixBase.admx\adml &Fizlasits GPO, B ICA XHEZRIEAHEEER,
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« F4& Citrix Workspace RAEF, BB &MIRIRXARMNE 4 GPO . SNGREEHHIRE,
BXREMER, BERUTIE:

Er ity GPO R0 receiver.admx/adml &R0, EHRITUTIRE:

B AfEA.adm RIRHERE4H GPO METF KM GPO. ES It HXEE ADMX X489 Microsoft MSDN 3¢

=z
o

%% Citrix Workspace MABREFE, EFILUTFERMS:

XA

EHIRIR

EHBRUE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

¥ CitrixBase.admx/CitrixBase.adml 70 %l \PolicyDefinitions X%, UEEEEIEIR >
Citrix 4AF > Citrix Workspace g9 {4,

ERIHNAEFERE

i&AF Windows B Citrix Workspace R AR IHE F i AEFEEINEE, # Citrix Workspace AR
FimmREMERE Secure Access Agent flimm 247 (EPA) 4SRRI BN ENE IR BIEF.

EBIItThAE, EIRRPTLURMMM B NMERIZH & BEN EEFFNNE,
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} =r

AR

tkIhEE(GERTF Workspace (&) &i&.

ERRNBAREFEEGEUTSRE.

« BEERMATE Global App Configuration Service hiEE RLA A HILE LAAENAIE, EEATLUIEE

Secure Access Agent Mix= o4 (EPA) RIE,
« Citrix Workspace iFB#2FEM Global App Configuration Service SREXIEFIR,

« 1R#EM Global App Configuration Service $KER#9%IK, Citrix Workspace M 281 BahE# RS T
HABHGE, WRZERERS ERENRRE, Citrix Workspace BAREFEMEREBNTE, IRERER

12, Citrix Workspace ARt A NEEH (MR THHWREBRAEFLENRE),
Citrix Workspace N RiEF A HREE G EH B EHNE,
Citrix Workspace M AB#EF R Citrix Workspace EiEEohER R,

TEHAT TERRE:
Admin configures the Agent installers made
—~ agent requirements for available by Citrix
S the end users
x_;/r
Citrix Global App Configuration Citrizc auto-update
Workspace app Senice Semnice

checks for the
list of required
agents

@ Citrix Workspace app downloads the required

agent packages and installs or updates them
g Citrix Workspace app automatically updates the
agents whenever an update is available

O Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

&E:
o W EPA ] ZTNA HEHREE, WSEERIIIN BB S B R E it
o MEWABEEWK, UNEGEFE, HELEEFESESRE, SIS EEEFRBBERNER.

& FZIhAE:
EEANNARE/MKABAUT Global App Configuration ig&:

{

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

106



iBEAT Windows 9 Citrix Workspace R BiEF

2

3 "serviceURL": {

4

5 "url": "https://storefront.acme.com:443"

6 }

7 )

8 "settings": {

9

10 "name": "Install and update plugins",

11 "description": "Install and update plugins",

12 "useForAppConfig": true,

13 "appSettings": {

14

15 "windows": [{

16

17 "AutoUpdate": {

18

19 "AutoUpdatePluginsSettings": [{

20

21 "pluginId": "8A8AF6C0-11F6-4343-BA2D-A85A766170D4",
22 "pluginName": "Citrix EPA Client",

23 "pluginSettings": {

24

25 "JsFTU": true,

26 "isBlocking": true,

27 "delayGroup": "Fast",

28 "deploymentMode": "InstallAndUpdate",
29 "detectRule": "UpgradeCode:{

30 37A181F7-870E-4BDF-BOEA-E3B4766119FE }

31 M,

32 "maximumAllowedVersion": "22.10.1.9",
33 "minimumAllowedVersion": "0.0.0.0",
34 "stream": "Current",

35 "upgradeTolLatest": true

36 }

37

38 }

39,

40 {

41

42 "pluginId": "9A8AF6CO-11F6-4343-BA2D-A85A766170D5",
43 "pluginName": "Citrix Secure Access Client",
44 "pluginSettings": {

45

46 "iSFTU": true,
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"isBlocking": false,

"delayGroup": "Fast",
"deploymentMode": "InstallAndUpdate",
"detectRule": "UpgradeCode: {

FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }

n
)

<!--NeedCopy-->

"maximumAllowedVersion": "22.10.1.9",
"minimumAllowedVersion": "0.0.0.0",
"stream": "Current",

"upgradeTolLatest": true

"userOverride": false

« L isBlocking BB true BY, ZIEHRA AL TG, HEERNENERET ARG HI,
Citrix BIEE EPA B AW B

+ pluginName: #&##RIFEM. pluginName ATLUEX,

« pluginld: #&#4## 1D, FEEX.

« delayGroup: & EHMHEHHEENERBTENER. 18, PR,

» deploymentMode:

- InstallAndUpdate: #&fa]I A @FHREHERAIARAHITER.
- Update: RAFEH, TSR,

« None: ItHHHFLEFRITEMRIE

o detectRule: FEEXE, REFGERTERE,
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« maximumAllowedVersion: {&4AIFNEE R
« minimumAllowedVersion: 1&E# NSRS

+ upgradeTolatest: #7i& & X false 7 8% #F maximumAllowedVersion #1 minimumAllowedVer-

siono
- True: EHHAEE BT HRMMRZ,
« Stream: HFUEEN “Current” 7 i RER BIEMIES
1. TEHREERT Windows i Citrix Workspace M AREFARZS 2212,
2. ERELRIIBERMIK,,
3. FMBNT NARFEEIRBNNARBE/KF,

ZREAFREITERUATHR:

Hold on a minute while we
configure additional software
required by your organisation.

A

H

(REEE)

bi

RETRE, BERLT Toast @A

@ Citrix Workspace

Installation complete

or plugins are successfully installed.

Reboot Know more

BEH“TRES” T RERENEG
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom HEMHHE F IR AIEF B [RATYIR]

EXHF Zoom EMHHTH., REMBHEN, HLEA XS EPAM ZTNA #EHER. NABE/KFREERAUT
Global App Configuration i&& 7 8EFI FILLTHEE:

{

"serviceURL": {

"url": "https://storefront.acme.com:443"

"settings": {

"name": "Install and update plugins",
"description": "Install and update plugins",
"useForAppConfig": true,

"appSettings": {
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"windows": [{

"AutoUpdate": {

"AutoUpdatePluginsSettings": [{

"pluginSettings": {

"upgradeTolLatest": true,

"deploymentMode": "InstallAndUpdate",

"stream": "Current",

"isFTU": false,

"isBlocking": false,

"detectRule": "UpgradeCode:{
34225638-14F3-4059-BE34-175AC9B35435 }

n
)

"maximumAllowedVersion": "5.11.2872",

"minimumAllowedVersion": "0.0.0",

"delayGroup": "Fast"

"pluginName": "Zoom VDI AutoUpgrade Plugin",

"pluginId": "1A4BB471-022C-4C87-BDCD-0B64FB42869C"

1,

"userOverride": false

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 111



iBEAT Windows 9 Citrix Workspace R BiEF

<!--NeedCopy-->

Rz FRFE - RIF

AR

[ FA 2RI SRBS IS T 0T BRI E R AP R INAERIA AR (R R R RER TEENE APl M), KA
BERFRIFREEZRBEHWEEXNEART TRRMHERP, B2, MERERFANLE, HRREMCREEN
WMAERRER M. BARNSBEIRFIFMFRXLERR, BRITEARIEERFEREMIPEPIRMET BHFRF.
N B RIPIhRE R — M INThAE, =AI#EfER Citrix Virtual Apps and Desktops #0 Citrix DaaS (LLai#FA Citrix
Virtual Apps and Desktops izs3) BYiRIERMR SN, ZINEERS T EF RS REICRNRERRGERER
HEES I, ARFHFRIFAIMLEEERE ENAF SBNMSREERSENEER. ZIERHLEAPAREESNREREE
U SRR IC REBWREMFIABRER,

[ 2 RIPIHAE B R IGTE 1 O IEAR S5 88 L REEMIINF AT, E 4 M7F7E Citrix Virtual Desktops ¥ eI, & XiFa]
KE8, &2 Citrix Virtual Apps and Desktops M4HBEZ E B9

R
« Citrix Virtual Apps and Desktops k7 1912 s{E Sk as.
«+ StoreFront 1912 = Workspace.
« Citrix Workspace F B ERF 1912 SiESRRZ

NEFM:

 W7E Controller LEANARFRIPIIEE, BXi¥MES, 1§25 Citrix Virtual Apps and Desktops X
HARER AIEF RIF 8853
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} =r

AR

o WWIHEBERESEIRERS (40 Windows 11, Windows 10, Windows 8.1) &%,

« BhR4s 2006.1#2, Windows 7 Rz#f Citrix Workspace R 2R, FEit, MAREFHRFE Windows
THREER, BXIFAER, HERFER.

o« mZREMY (RDP) RZiFLbINEE,

Zith HDX &3E(RIF:

AT REERIEPIRET REBEERNRFEHETEE, XLEREELIBE PowerShel #1175 E, RAETATFEIRU
BaYRY GUL,

AR
EIhR4s 2103 2, Citrix DaaS 333t StoreFront #1 Workspace fE8 N BIZF R,

A Citrix Virtual Apps and Desktops #0 Citrix DaaS MM BIEFRIPEENGES, BRANAEEFF.

AR {R4P - Citrix Workspace M AEFHHERE

7z, 7z Citrix Workspace M2 R, RINER TaRENARRFRIFAL,

L HRIE LAY Enable app protection (EENARFRIF) EEIEF SN Start App Protection after
installation (ZEERBINBREFFM.

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

ERILEEER, NAREFFRIPEERERIAE.
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} =r

AR

MRERBRALERE, WNTFENERNAEFRIFNER, NAEFRIFSEEABHNRARIPIFRIA M
ENESE) =10

g E:-{N]

WAL /startappprotection TS MBMNARERFRIPANGBZ,5TFIM /includeappprotection
FXREFH.

TREMTEXZRIPVERENGES, RERRATEE:

N RREFRIFEE RRIFNES FRFFVER

@&7 Citrix Workspace 2 BBEIRSEBEHNSHRIEEERR/A  EEPO. ®&. EM Citrix

e PIEEIHEE Workspace M HEF#EIZHES.
B imBohEERE. Rtk
7z Controller L& ICA=iERE (MNAEFMEME) EEBD. 1&&. @ Citrix

Workspace M BAZFHEIRHES.
B inEmENEE. RNk

LI EREHEN, REZFRIPNEOFELET. EULESHRPEOISHNXIENEREE, B2, MRER
PrtScr g%k Windows 10 & EHNRESE, NXNR/MEZFERIPNED,

Wai, Citrix H1#321EA Citrix Workspace ZAEFRERINVEFINITR RRHBRTRBRICRIEE. B, 82212
e, XEDERANTEARS, FECAERENRHITEE,

AR

Itk GPO HBgFER T ICA 1 SaaS =i, ICA # SaaS =iE4*4:fF M Delivery Controller #1 Citrix Secure
Private Access #1T7#zHl,

HBEBBRSS T SR E R E N AREF R

@EInT gpedit.msc $TFF Citrix Workspace N FBiEFF4A SRS R EIERIR,
HIHENEETAT, HEZEER > Citrix A > Citrix Workspace,
EHEBRSIEENEELERBRICRNRERBR, HEEEMRS > BENBREFRIPRE.
RN TSR —HE AR ZE:

o REBEIER: PHLLRRICRBFHRITR,

- REBHR: BLEAFUEZREEENMAZHRESR,
5. BENBMBE,

el
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BRI ERREENREF R

EidiB1T gpedit.msc $TFF Citrix Workspace R FiZF A RIS R EEIER,
AHENEET ST, BEEEEIR > Citrix A4 > Citrix Workspace.
TASMRIEEESRIEERBRICRIRERHR, HERAFSHRIE > BENARFRIPRE.
EEU TRz —FENER ZE:

s REHEIZR: MLERRICRIHRITRE.

- REEHRK: BLAFEZRREENAZERRE,
5. BHNAMNAE.

> wnh

FHRTT A
FUHAITHEUR T B A ARG RFRIPIZEIRE StoreFront 897534,

AR

o Citrix Bi&RERZ Citrix Workspace N REEFBoIZRIPFHIRIE,

N FRFEFRIFIESRINEE . FREENAE

HiEAT Windows #9 Citrix Workspace MABEF 2212 2, HE AT EASRIFNERETRRBRKN,
BRI EEEH,. BEXZNARFRIFNZRNESR, BSRNARRFFRIPTAY o

HIMUMERR S EREA:

- ZHETREBRIASNEEREDZHIMNIN.
o 2%3@32 Print Screen BEINERESHE,

FR#ERTANSMEBEITEANRET—R. NMREEHEHZIAHAZHNFERFEEE, ZBNSBREIR,

B AN35ERA
« iEAT Web 19 Workspace #9177

iEATF Web 89 Workspace BRER XM ARFRIPAL. FHREZNAEFRIPFEBRIFHNLERER. X
FINERRIIFAES, BEERAEERKR.

o FREBNARFREIPY Citrix Workspace N REFIAF TR

£ Citrix Workspace R #2Fhiias 1911 RERRRAH, 7 StoreFront RIS ARFRIP RS RPN
WAZEEETE

+ 7£ Controller LA E 7 B2 RIFTHAEMIR AT

FERETNAEFRIPIERISE L, IRERHBHRRIFHONARER, NBEFRFRIPZBHBHHFRIFZNA
LEE 2
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 ERAZEKENN (RDP) BZFRIPRIENITH

- NRBEEHZEKENY (RDP) £iF, WENZRIPFRIEGMAER,
- TFEEREKENY (RDP) KIEFBIZEIFHRIE,

NMAREFRIFEIRES

BiRZ 2103 2, MAEFRIFASIEIER Citrix Workspace MARRFBEHN—E 9 #TIRE, AXxBSRENIFA
; %) 15%'% Eiuﬁﬁo

EBXRRENACAE=FUARFEI IRELAEFRIFESE, B2, DebugView {8 LIk HF HEWKE.
NMAREFFRIFAEEMENE L EL, BREXERTE, BRITUTERE:
1. M Microsoft Web s F#EH %% DebugView MARERF.
2. BRI AHEITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEERTRFIF, EFIUEE log. txt XHHWAE,
EeIERUTREA:

« /t-DebugView FAEFFEEM X U/ ML B ED.
o [k - BRERZHER,

o /v - BREARNZER.

o /- Bk REEX .

ENER AR RIPE 1
BHHNAREFFRPAYT, BTAMRFREH Citrix Workspace MREF. EfBEMAFKUEESES,
AR

N FAEFRIFXTEMARZS 1912 FFIAFAHRETEE 285,

B ie) e s PR

o tkIhRETE Microsoft Server i&1E& 4 (5190 Windows Server 2012 R2 1 Windows Server 2016) FF
ZE

o WERRIHRAZFFIEThREE,

o EFIIHAEIERIETT, 57 VDA LB AR P BENGR EE M5,
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N TR 25!

R FAtER 3 o ¥r A P B Citrix Workspace AREFFHEAREFNES. BRIUAERRARGEZERE, sH
AP — B FEERNNBEF RN BEFE,

BXFMER, ESR Citrix Virtual Apps and Desktops 4RIl FIFEF 4R,

em U ICA X R 2M
teIhReRIE BN IR F MK E B R o E R0 IE |CA iR HHERN R 2 M,
Citrix Workspace R R#EF AT EER BN ARFNKERIERNE ICA XS EFHEERARNEFP, MIFAEEP,

LEThEE ETEEMRE R E U RELMEFENATAES KA ICA XHNEEERERMG. LIt ERTEEAT Web iy
Workspace B EIAE ARRFMKERIE

EcE

@2 Web i5ia) Citrix Workspace ¢ StoreFront B, t132#F ICA XtE&R2M, MRAILLEL Web piRIZE i, T
PRI AR TR N & & . MREMEMANL2EIA1R StoreFront, i&7E StoreFront &R web.config X
BRI TES:

StoreFront fg4s Bt
2.x pluginassistant
3.x protocolHandler

W A B RN AEER, EREKRN Workspace N REF. MRRETRIZIET, EEMRNEES cookie HEiRK,
R ZE Workspace E, MAJLLETSMEIKFIZE > S5 > NAEFNEEEHEIETCREREZ A RIS,
1&0] LUREREISMVIEHE LUE R E R EBEREANETH ICA XHEHRIE, FRUTEREAE:

o BPim ERERIENR (GPO) BEER.
+ Global App Config Service,
« iEATF Web #9 Workspace,

£ GPO:
ErHIF MTFEE AR R ERY ICA SXEBEIAIE, BHRITIATiRME:

BiLiE1T gpedit.msc $7T7F Citrix Workspace N BIEF ARSI R BEERIER,
EHENEET ST, BEEEER > Citrix A1 > Citrix Workspace > Client Engine.
EER2 ICA XHRIERHERAHRHIEENERA.

B ENAMBE,

> wnd e
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£/ Global App Config Service:
AT LUfER Citrix Workspace FZRF2FF 2106 ®#J Global App Config Service,
EPEIEMTFETEAS LS BB ICA XHFBEIRIE, BHATIATIRME:
KrEIEERE ICA X REREIERERN True,
B Global App Config Service BWi¥4ifs 8, &2 Global App Config Service 3xi%,
fERIEAT Web 9 Workspace:
EEEREAT Web #9 Workspace BYZIEfEAIEE R E T ICA X, BRITUTIRE:
iz1T PowerShell #3R, &2 E DisallowICADownload,

AR

DisallowlCADownload &#EFiEHEF StoreFront =,

SFE S

HEWEEL T Citrix Workspace AR WERERNEZ, X&H TR Citrix #THEHE, HEHMERE
ARER T RMHZ.

&I LiER GUI kB E.
WERE:
1. AREEENXEF Citrix Workspace M BEFEFHER SR EET,

2. EEHTIWE,
IR 2R “BERE” SHEE,
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@ Log collection - X

Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTHEERZ—:

. &
.
. ¥4
4. BEFFENERSUENREHRERFNES.
ARSI RIE FtA,
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.

C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. EMAEGE, fHFLEEERS.
6. BERFHSKRBSREIMEMLE.

HDX BENEMHE

HDX BEREFMEr BT R EXE PSR ICA 2ENSEETE, BEEARNBESTIRENRSNE,
X-RENEATERESIEHIECRIT K, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNURRMNOPE, AIRA R FR,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZEATF Windows #9 Citrix Workspace M AR 1811 RESRAA ZiF I IhEE,
BE:

HDX BENEHE@IFHNFIMEFHEE VDA ETREEAK, Hit, & CTX125027 SR EEF
in BIRERHEAKBERTEER.

BiEN E 5

BiEnN &5 Citrix Virtual Apps and Desktops # Citrix DaaS s #9—##l %, A &R Enlightened Data
Transport (EDT) #£7 ICA EZMERMNIINEE. BXi¥MMER, E21 Citrix Virtual Apps and Desktops X
AR EE R EHE Y.
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“BREBT &

BB E BRI HR Citrix Workspace R A FEMRNARRXBEHEFENBREEMRNTAEREAR, XH¥
ALUBRAFEBNEERATNAEEREENRE, BEME, BRI

o —EERE “BREER Ko
o ERPIREUTHEIRE:
- BURWE
- EERD
- EEENER
- REMESE
- = DPI
- XHER
- RESRMEIER
- Citrix Files
- Citrix Casting

HEABFEERRE CSREEY EM
ALLfER Citrix Workspace M RIEFAFIEITR (GPO) EEERIEH ‘SR EER” K:

@idiz1T gpedit.msc 77 Citrix Workspace 5z RT2FF A RIS R EIEIER,
AHENEET ST, EEEEER > Citrix Workspace > BBIERS > SR EETUET,
EERASREIRTRE,

#ERERBERMXIEFR Citrix Workspace M BEFENRINA R R FIRE “S&EER” K,

> wnN

=W

AINERT, EERARECE XD,

T “BREER” RPREFEIRE

B LUEEA Citrix Workspace A2 FAREN R ERRIREDRERNRFIHAFATEENRERE. BRER
B, BRITUTERE:

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIEF A KRS R EEIEIR,
2. EiItENEET AT, BEEEER > Citrix Workspace > BBIIRS > S5 E %L,
3. EEERTERENIEENER,

TR T ERT LOEFANET A K8 MEEI R0 -

I 1B1F

RECE BRRE
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YEIR 1BME
== faRHgE
B BERgE

BT “BREER RPRBEUTRERE:

- FREHNERE

o EEHD

» = DPI

o RS

o BIBRRFAIERD

o BERMESE

o REFAMERIERE
. XHHMER

« Citrix Files

« Citrix Casting

EREMREERT “SREEM” RPRE “=E Workspace” £
AR EMRFIESRTE ‘SR EIET RHEEEE Workspace iEIT,

1. BahEftR%EmES.

2. SiEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. QIB— I ERTEEIMET EnableFactoryReset FHIGHIB A LU FER L
« True - £ “BAENEIN RHPER “EE Workspace” &£
« False - 7 “BREEM” RhigE “EE Workspace” £

£ “BEE RN RhigdE “Citrix Workspace B3 &
AR
“Citrix Workspace B#” MM RIS IRR S “SRENEN RPEENEMERRE,

@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEIEIR,
EHENRET ST, BRESEER > Citrix A4 > Citrix Workspace > Workspace Ei.
7% Workspace E3kBg,

ERERERAESREETNRFRE “Workspace E#” & &.

> w N
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StoreFront z) Workspace URL i¥#%

I INRETE R R TR G AR iR, @i StoreFront Zl Workspace URL F#%, ERUERFRRERVHER TERER
F M StoreFront [z & T4&E# %) Workspace RIS,

BEEE, BHAERELBFP#AEE Workspace BB F RN T —1 StoreFront A5 storefront
.com, ERNEIERA, Ea LT Global App Configuration Service F1E2 & Workspace URL f# §F {‘store-
front.com’’xyz.cloud.com’} 8 StoreFront URL. Global App Config Service #§ithi& E#XFIFHMT Store-
Front URL storefront.com MIEEFAFEEIRE _EMFRE Citrix Workspace R B2F 526,

RMEIiI&EE, Citrix Workspace Bz B2 %5#9 Workspace URL xyz.cloud. com FIAS— 1R AE
IE. AP B Citrix Workspace R BEREY, $3T7F Citrix Workspace R B, LUEIARIN StoreFront [
B®EIE storefront. com {3#RMEI Workspace AR+, AFBETLUER Workspace B2 HRIT%H
FiEBEE] StoreFront ARG storefront. com, BIRG A LUIEHIEET MAF B =i8E £ Workspace
[z FRFEF kR StoreFront M A®EIE storefront. com. MIBRATLLIEE Global App Config Service k.

ERR%IEE, BRITUTSE:
1. ## /3 Global App Config Service ¥ StoreFront & & 1 Workspace M 5t, & * Global App Config
Service 8., &2 Global App Configuration Service,

2. 448 App Config Service iy

{

"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"

}

]
X

)

"settings": {

"name": "Productivity Apps",
"description": "Provides access StoreFront to Workspace Migration"

b
"useForAppConfig": true,

"appSettings": {

"windows": [
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"category": "root",
"userOverride": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
]
+
]
b
}

<!--NeedCopy-->

=

=W

MREEEREEEMNH, FER POST,
NREETERENENERAREE, FEA PUT HREENERGNHESMEZZHFNIZE,

3. 7z serviceURL 2437357 StoreFront URL storefront. com {7 URL (&,
4. 72 migrationUrl 55 mEEE Workspace URL xyz.cloud. coms

5. {#F storeFrontValidUntil @i & M Workspace B2 F#ik StoreFront AREMNA AR, LT
RELEFEL, BILMRIBEMERIGE LU TE:
« &= (YYYY-MM-DD) K& B A
AR
MREIRMBTISERNBER, WER URL B ZEMIBR StoreFront R ARIE, MRERME T HRE
H#A, StoreFront M FREIERKEILER BRI,

#ix App Config Service i EfE, BERUTRE:
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Citrix Workspace — O ®

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

[z FRAE R 32 A
i&@id Citrix Virtual Apps and Desktops #0 Citrix DaaS Xt BIEFR, EERERUTARUNERFFR:

« Web ifiatgE= - tNRAKHITEMERE, Citrix Workspace M AREFERHET N RSB RN BEFMNREN
Ihék, AILUTFF XK ESIAERTF Web 89 Workspace, LUERHERFIENNARER. EHERXT, Tk
EfRRELSXREERAFPNRE L.

« BEIIRSER - @iTi§ StoreFront kP #mEl Citrix Workspace M ABEF 3 Citrix Workspace [
EFEE NieR StoreFront Web 42, AIUEE BBRSER. BEIRSEXAFEM Citrix Workspace
RARFAFRREITANARER. XMIERNAF AR SHEHNARERNAIREMN. EERSEXT, B0
RIEREECERT. BTN UREENAREFXEFIRE,

A=W
BUIAMERT, Citrix Workspace RA1EF AIFEIEZFETE “FriR” XePERHRAERF.

o RESRER - EERAILUE Citrix Workspace M BEFEE N BNEIEE ‘TR RS m ERERN
BAREFNSERESR. KBS Citrix Workspace MEBREFEIWARE M. HEIRESRER AR EEREN
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Windows SR EIRFBEBAGHNARR, ZUBEREHFERIINAREFIUE.,
BXFMER, 5507 Citrix Virtual Apps and Desktops XA4HEIE]E 2 (FAER D

EEEBBRSRR

B BH#%¥% StoreFront i~ R0 % Citrix Workspace W A#2F 33§ Citrix Workspace M AEFEENIER
StoreFront 5=, ATMEEBEIRSER. BB RFAFM Citrix Workspace AP REITRNBERF. XMiEiE
B P A58 5 %% 5h R A S S B9 A 3 AE B,

3 =

AR
ZINERT, Citrix Workspace RABEFAFRAFEREREH “FHR” RethE RN BER,

EEPRSEXT, BALUREFERERS. BN UMEENAREFXRFI’RE,
RRBFIINE A E N AR R AR EAfSE

s EREMNAREFIEARFINARER, WELKIGEM Citrix Workspace N ARE2FF kR, BEFRSH
KEYWORDS: Mandatory HiinZINBEFiREERE. ~=BEAFRERTECEIT RGN BEFN ‘MR ik
Ijl,

« EAMARMERPITRE N BEFNNAREE, BEFRE KEYWORDS: Auto MnERREE. AFRES
ZNFAEER, RN PEFIEEHE, mAERFFiTik.

- BmBPEENEARER, HEEESE Citrix Workspace B “¥5ik” FIRPIIHEBNNAREFUEEESZ T
A, BEERT5E KEYWORDS: Featured Ktz Bi2Ri% BEE E.

ERARBE RIER B EX N AIEFRESANIE

1. @dia{T gpedit.msc 77 Citrix Workspace Bz B2 A RIS R EIRIER.
2. EHENEBET ST, BEEEEER > Citrix 4 > Citrix Workspace > BBIARSS.
3. #®EEREE SelfServiceMode 5,
a) EREERANEEEIRSHEF RE.
b) EEREZBUFMITRNBRER. WETREEBRSHEFRE.
R BN AEF RS RS,
RIBRERFIAT,
SR AFMHE,
BFEzh Citrix Workspace Rz RTERF LUERMBEIE R E o

N o ok

fEF3 StoreFront ik IREBEXNAEFRESHUE

1ZETLIM StoreFront s sm7E “FFi8” HBEMEE LGB REAR. TS TT&E HINE <annotatedServices>
89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKAESAEL, 5% PutShortcutsOnDesktop, i&&: true  false (Bik# false),
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o ERREARRAE ‘TR F%rh, i5EMA PutShortcutsinStartMenu, 8&: true 5 false (Bl true),
o B “TRR” WBPFERALFIRR, EFA UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAA
true),

AR
Windows 8. 8.1 #1 Windows 10 RAMFE “FFia” SRBHSIEBMRANXEFT, MBIk E RN BEFHERI

Rk TR TRNEBIER. “NBER" AEi@d Citrix Virtual Apps and Desktops #1 Citrix DaaS &EX# “%51)”
AT,

o B TR RBEPHFREHREARNLBESENER, BEA StartMenuDir, &8 FHBRE, BRREAR
BNEIB X HFHZ T

. BEENREECRENNAER, 5#A AutoReinstallModifiedApps. ®8E: true = false (Bt true),

« BEERELAFERESRERENER, EER DesktopDir, &E: FHHEME, EFRREARTAINX
(G2 3: e

« EXREEF I “add/remove programs” L8IEK B, A DontCreateAddRemoveEntry, &&:
true =t false (ZiAA false).

o EMRNABEEFUFREENERBRMENNARFEXNARES R Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true = false (EikK false).

£ web.config XX/, FEXRFMEIHFE XML 55, 1E@ETE U T LATCER LS5
<account 1id=... name="Store"
ER S HIER R </account> #Rit.
TEWP LR A, ERILBURBMEE S
<properties> <clear> <properties>
B LU BMERINEILL S <clear /> tRiEZ /G, 8TEMES—1T, FHREBHME, Fn:
<property name="PutShortcutsOnDesktop"value="True"/>
AR
£ <clear /> IRZZ RIFRIMM B U TR ATRERFER R M. HRINBMEAMAEE MR <clear /> iTiZBFIIERE,
LU R UL ER 5 894 B fl

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir"value="Citrix Applications">

BE

EZIRSB[/WBER, F—RANER—ERSBREHRS[AMNAE, #R Citrix StoreFront EBIEHI G KT
EERWNEMEMIRS 2 LB1T. TRE, BENIEERMINERERERERSSE, WMEEMBETHNEMRS
5. BXRIFMEER, 55 StoreFront i,
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A/ Citrix Virtual Apps and Desktops 7.x FHEN AIEFIZE B EX N BEFIREA NS

BJ LUK Citrix Workspace AR FRENBIEET ‘AR XePRKE LRENAREFNSERESX. B2,
ERES Zair9iEAF Windows B Workspace hras#ffil, B2, hias 4.2.100 5| N T /A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIFEPE—LUARFREEET—RNUERT, LINEERIES
BH.

556 XenApp 7.6 RIS MBI E &R X BRFRES I AE
#£ XenApp 7.6 HEESR AR £ 7 HRES
1. 7 Citrix Studio &, IR AREFEERE.
2. ERARFEBERET, wEXM., ELRER, TUEENERAR X RAER.
3. SRR S NE. BEEE S R RE MR,

4. ENBEFERNFERS, TLUERIEEER Citrix Workspace NBEF RN AIEFNZER, Fla0, R
Z70 Microsoft Office EBIEFHIRIEA T, BN Microsoft Office,

5. & “BREFXNFMIBFRE EFIE,

6. BEME,

Application Settings

Studio

Identitic ation !
Location e ey
i Vst

File Type Assaciation

FRITMEIER N N AR F FIRHITHFEE R
EUTFIERT, Citrix Workspace M AEFIREMMEZLZEHI.EXE FARMIIEE:

« BRERN, NAEFHEHSHIER, NE
. FENNAEFFREITRFESR,

EINRES R BB R

1. #FFIETEN ELIRN BREFER,

2. BEURAEFFREHNZITMNEHZHEN—MERAE.

3. MARE, BEE—MHATFIR (HE, BIRIIEBRNEFREITER).

4. FIEMRRITUAGEATF Windows B Workspace BETSiBE MEHZ S HITFIRROIEX LEEFR,

MEREAT RemoveappsOnLogoff i1 RemoveAppsonExit, 7 BAFEERERNABEINBEFREIER,
BT RRR T A RAEREIER |
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1. f#H regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f£ A regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft4ck=TF HKEY_LOCAL_MACHINE.

Iy

AMRFEFRERSBERE, JRFEENMRERERA. Citrix TEHRIEEIMRFERECATLESEEY
IMBYRREES IS LABRR, EFREMRRIBSRT BIENIY, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI RRFRAIRITX S

1. ZEFHRITEN L, NFAENBREFCIBEFERAINITX . ETHEIBEFERATRITXE, BEMERAER R
FIfEMA Citrix Workspace M B2FEHITEMN; Citrix Workspace MBEFEEER AT RIT -
2. M%BAPPDATA%\Citrix\SelfService RREVFRAHIT G, BREE exe X4,
3. BXERITXHEHIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMER:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R E E, & &7 U
£ HKEY_CURRENT_USER t fig & WL T & &, HKEY_CURRENT_USER W ft &t & & F
HKEY_LOCAL_MACHINE,
d) BEFHEFER Citrix Workspace [z B2 SRR B R E K.

IRA:
KTEFENRT L AREFRES BB,

AFAPEZERERER “FIR” XeHhnNERER (BBRS)

MREEHR N EERENARER, BAVTAPERERNIIWGESRM A AR 2PN EER

MRFLEAPEREERERE “Fia” XEPNEAEF. UUBBRSEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEFEEE B s TRECHIFN5E HI N
REFXRFIRE,

INRFLEAPERENET ‘TR REPWRARERF, KA Citrix Workspace BRRFEBEMED, RE

EIEHEEFRENNAEFRESIREERE L. NEREERE LN/ LI NAEFERSYAEFRE,
RIEFZEA B HEFIN BERF.
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“Fra” RPEPRREEARAREFRES T

MEAFE—ERAITEN, EUESE2FTEERFIFERENAERREAR. ELHEBERT, RERENFEZH
wRa%inial; &% Citrix Workspace NABREFEFRRITEMER, AENKNEERT Web # Workspace, FaJ LU
Citrix Workspace M AEFEE H#TEBFRMARRESXREEEMAMLE,

WNRAHEEPELE Citrix Workspace A2 BN A A Citrix Workspace i RiZFELE

BRPREAAREE ‘T RePHNERuE: PutShortcutsinStartMenu=False. BN EBIARSS
B, Citrix Workspace M BRI AR BEIZ
FHRETE “Fria” Xeh, RIEERSLARERIEEHTT
i 6=

BB AEFRESNBRERE “HiR” REhRIE L

MRAFPRERIVBNARER, BEMENAEFTKEST ‘FiR” XePHREL, IEREETRE LNEDIXHX
#,

NRFHEE Citrix Workspace MR BaiEFEMNA A Citrix Workspace M RiEFEE
EFREANHREE ‘FR” REh, SelfServiceMode=False, Figa]AKINBIEFERE
BIRTE “FFIR” B,
MREEERAMAENAREFRESATREERE L, 79 Citrix Workspace R BiEFERE
PutShortcutsOnDesktop=true. Fifa] I HIE
FEHEERERE L,
MREHFEREFERESRNBREESRE LA HEFSD,  H Citrix Workspace R Ri2FEE DesktopDir= B
FHENBREFNREX TN ETT,

£/ XenApp 6.5 = 7.X FHIENAEEFIRE

MREGEBREAANUEUES A BETERNUERIXERES X, 5EH XenApp BNBEFIRE:

NRE B SN BEFIRERRENBEFNREME, 7 Citrix Workspace MBEFEE
MEELTEBRSERLRE “FFia” 2B8iER, BT PutShortcutsinStartMenu=false ¥ 2B ENFAE
AT 1E, FigE,
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Rz FAAE P TR B TR 35! S R B E S =

MRFENAEFEREXMHRPET, BERUTER:

MREFHE Citrix Workspace ZREFKETE “Fri8” A Citrix Workspace M RIZEFELE
FEHNNARFRESNEREEXBENES (X  UseCategoryAsStartMenuPath=True,
%) #,

NRELE Citrix Workspace M BEFHETE “FFiR” 7 Citrix Workspace M BEFEE
REPHNARFUTREXHEF, StartMenuDir=“Fra” F&XH4FZ M,

ETHEGR A IFRN B2

MREFRFERFEREMAPAZRRRNEEINAER, WA UERF EHARHRBIFRNABERF.

MREFHE Citrix Workspace ZBEF/E LI K Citrix Workspace i RiZFELE

FRENBER. RemoveAppsOnLogoff=True,
MREHL Citrix Workspace ZAZF/ER AR  BZ& Citrix Workspace AR, E
N AR, RemoveAppsOnExit=True,

BN BEFHIRN BERF
ECE AN R IR N IR

o BISEMAEREMRENNBAZFMIE Citrix Workspace B2 PRI BIERF, BMINX AT &
KEYWORDS:prefer="pattern”. LtIhaEFRH “Air AIERFIAR,

ERPIHEN ERENBIEFZH, Citrix Workspace MABREFRBERIEENER, LAEREEESHE
HZNAER. MREEARMEEE, Citrix Workspace MBRFEITIAZNBRER, EFReIRREAR. AR
M Citrix Workspace i AEFEOREshizN AR, Citrix Workspace MARRFRHEmHAMREN (§
%) RFAER,

NRAF1E Citrix Workspace M BEFINBEE 7 £ EERBER, MR Citrix Workspace [ HER
Rl BE BCHIT I Z N BEF. MERAA M Citrix Workspace M ARRFMHEEFENE T ENE %N BER,
Citrix Workspace M BiEFEBCHITIZN BIERE, BRI,

AR

Citrix Workspace AR ITRENNAEFEN, BHAXETF prefer. EITRNAREFERBFMXBFHER
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1M

AURAENLAERFZRIEEXRTF prefer, RIF—MLEMARHEILXRFNARENLAREF. AIUEEEEEH
ERUTEL:

o BISEXAERAMTENNBIERMIE Citrix Workspace MABREFPIZHEMNARERE, BHINXAERSH
KEYWORDS:prefer="pattern”, LtIhEEFRH “Athr AIERFIAR",

ERPETEN ERENBERF AT, Citrix Workspace WBREFIFIERIEEHNER, UHERTEESME
EiZNBREF. MREBEAMEE, Citrix Workspace RBREFEITIZN AR, BFRCIEREAR. BF
M Citrix Workspace [z A2 F3HiE BB ez N AEFE, Citrix Workspace 2R B ohasth 26
(BN%) MAER.

MR AP Citrix Workspace R BE2FIMNBENE T EMEixRBEF, WTK Citrix Workspace B2
Rl BTG BGEIT R Z M AR F. WMRAA M Citrix Workspace REFAFHEH T E M EENBER, Citrix
Workspace N BEFEBCHITIRZN AR, BRHH,

AR

Citrix Workspace N B#EFITIRAEN BEFN, ENAXET prefer. EITRANBEFEBRINIXBEFTRER

E1ER.

AUAENLAERF S RIEEXRTF prefer, IF—MLEMARHELXRFNARENLAREF. AIUEEEEEH
fERLUTE:

+ prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BIEF 2 A ERNBEFELE, tLNBEFRTR
AUE—18E, BEUR—1MEE, MREEE, WEERMASIS. FAFNEBSINERNXFREN AT,
BEFAKDANE, MARFRMLEEANERRFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THyBIEA EBEILA

Word \Microsoft Office\Microsoft =
Word 2010

Microsoft Word \Microsoft Office\Microsoft 2
Word 2010

=Hla McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HEa McAfee\VirusScan Console 2

« prefer="\\Folderl\Folder2\...\ApplicationName”

HWHERERASTENREA A HBREUR “FiR” RETHTBENAREF S METE. “Programs” Xk
B ‘TR XRARTHFXMHR, AbBIEEESEENREFUBEZX G RANERNAERF. MRE
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RhETE, WFEEFERASIS, RREXAANE, £XTBETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS i2F A N EHENBEEREA.

KEYWORDS:prefer= “Programs” THyHIEA T Ui

]

\Programs\Microsoft \Programs\Microsoft
Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010
\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010
\Programs\Microsoft Word \Programs\Microsoft Word b3
2010 2010

« prefer="\Folderl\Folder2\...\ApplicationName”

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPSNEENAREFZR,
BRILUER MBS RES FRERXX 4R, RREAAXFBRZLIRHIBNEBRER, LEFIFEEER. W
RBEEHETHE, WHEBEASIS, REXSKNE. EXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THyHEA T EEIE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft 2
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BEXHEMXBFHNES, ESIH StoreFront XL AL0ER 2 Y “EABEI,

EMETHE

HEINEE AV EE X N AR ERENEMENERF[. EAUETERE LR -8R RETSFINRS/\GERES.
BJLATE Desktop Viewer FH E/REFHF/ETNFHREEINEREE. EERINERER, ERIULHIKEEREELIU
BESDWMAZ M EMETS. RIEFFARETRSOMRNIEE B LRI BRR.

EEI LU AT DPI 4Emsk DPI AR RINE 2818 E DPl. NAEHERBHERE, BRBEXNKEEERIE.
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IEERERTE2RF. RERSRERE, FEFEMEMNEAHHNAER. KEEERTSIEFHETHMER
GiER.

BEATF Windows i Citrix Workspace R 2R 2106 2, £F. ZERSRASEHIHEMETRER. BAE
AT, BEPETHERELTFEARS. EZETRETRF, NREMERENEHTEL/ \ M ENERSE, ERNENE
TRRERNAIFMERIERE TR, NREIIRE, EMETHERBRZE, TNAZEERIERTR.

ALUBTIRE M T EMRINZE A Z BnesiGoaiee:
* HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

2 #5: SplitAllMonitors
2% DWORD

f&:

Nz FRtEFr B Bh T a]

ERRIETEIRER UERNAEFEEAER RS RENRNENE, MTRAFREEMRLREELE,
BEIhEEA T IETBRIE. MBEHRIERERFERE Citrix Workspace M AR st &E7EIHRIMETE (J1RA
FEER) 8IE#,

RS SEREEE T ARFNERE, AFEEAT Windows # Citrix Workspace [z AT R H iR INFT K
PR, ERHT—IRIEZE, RIEMBEESREFR. RIARAER ctxprelaunch.exe E2IEPIETT, B
HERET Mo

BXFAEE, BFSRAEAEERZ AR “Citrix Virtual Apps and Desktops” —X B RIET BRI RIEEIRIE
o

BIAZBSIETR AL BRASIEARITIEE, 157E Workspace 59175 E 85 ENABLEPRELAUNCH=true,
HEG MR EnablePreLaunch i&&H true. BIANEE null REFBNTHRER FRRARS.

AE:
MREEEEFHHTENES NN EE (SSON) S4I8IE, NE BB BMEE. NEHEEAIEERE (SSON)

MABBFIEL, 5% EnablePreLaunch EMRMEIZE N
false,

AMRMAERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
o HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITEE:
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o ERTER - MAIEERFNEREESEHNIIEZERS, MEREZNREENETREN R, BEELERER
E0ERER. AP ATLUETEH B Citrix Workspace [ RTEF il & B TS s ThAE

o ITRIBTEE - B TEETE TR EE R, HRINFBHXERFREEFBETEBIEHRIEER.
RFAH R FAB B RBEXMNFME, ERTER. AHEZMEMRSB[BAR, ZRIEFEITRIN
BIERRBEN. B0, WMRITRIBFTEEIRIFE 13:45 #17, ZEKFFEFTE 13:15 2 13:45 ZEE6h. @EE

EmER R,
7£ Citrix Virtual Apps R %8 LECESohEIE:

o SIR. BAEMRTEIN AR, UKk
o ERTERITE RN AEFRNAF RRIRE.,

THefEMA receiver.admx XEEXFBGITHEE. BR, BB ECIMRERELTEHERE, ATUERE
iBEAT Windows B9 Citrix Workspace N AEFHRias 2 SEECEMERE,

« HKEY_LOCAL_MACHINE EEEF L EIEZEFE N
o f@ar Ll HKEY_CURRENT_USER EER—it B LRAAENAF REFRIRE. AP THEEENRAD
a1 HKEY_CURRENT_USER f&, &8 LA A R4t T B BRI,

HKEY_LOCAL_MACHINE FHt&{E:

3t F 64 fii Windows # £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

33F 32 it Windows $@1E& 4t HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£&#5: UserOverride
28 REG_DWORD

&:
0 - &£ HKEY_LOCAL_MACHINE {&, BpfERIBS777E HKEY_CURRENT_USER {Et2 2801t
1- M HKEY_CURRENT_USER & (WMIRXL(EEE); SNIER HKEY_LOCAL_MACHINE {&,

Z 75 State
8. REG_DWORD

&:

- BRUSEITHAE.
1- BRANTRER. (IR ERFNERETSHRIEERER.)
2 - BRITRINTE. (FEEIThAERER Schedule BEERIBTIEIRED.)

#Z#r: Schedule
2% REG_DWORD

f&:
“SHRIMTRETN” BIETE (24 /B34 FEEBEHRUTERIAEN:
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HH:MM M:T:W:TH:F:S:SU & HH 1 1:0:1:0:1:0:0, Z=IELPRTE
MM F2/)\B A0 73 59 ER 13:15 2] 13:45 Z 8250,
M:T:W:TH:F:S:SU A—RARMEA
wEE. Fi, BEEEH—. 2H=
MEHF 13:45 BA “HRINTE
51”7, &% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER JFifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule x5 HKEY_LOCAL_MACHINE E&E#ENE,

REABEEM

WERBETARBATFEEARZAEFHRENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EEERPIZE,

Citrix A& P %5 URL EEMIRE TN EE P IR EE M AEAERFESR. B2, RITZNEXNMAEH Windows
ERIREANEAAREEE M,

AUERUTEEZ—BENARNEEER:
1. AR (GPO) BIRER
2. AR EES
AE:
 WHAREERELRMNAERIFRLTEBRSHRIERREER,
o MAERSSBZMNEF K LEANEABTEER. ERSSHFFin LAY, ZIEEEEA,
o 83% URL B, aTLUEE— URL (U2 S 9 URL 3R, STLUERES (*) fE@E M.
ZFH GPO EEEIREANEABTEEM, BERITUTIRE:
BREERREERT Windows 89 Citrix Workspace Bz 2 FrER AR R EBIRIRELE,

1. @dia1T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. TAFRETAT, REZIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K1,
3. ERWERBEERERE,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZF K URL FEH, BASTAMRSBEEMEZF K URL. B SRR,

&4 URL BY, 82 URL USSR URL 5IR. BIUERES (%) (ERBERR.
7. BEHEMAMME.
8. E@m$1TH, iBfT gpupdate /force @<,
EfAEMREANAARTEER, FHRITUTERE:

BEEANEAARBTEER, &7 Citrix Workspace REAREFE i LR M Citrix Workspace R BEFRE K
C:\Program Files (x86)\Citrix\ICA Client) i&fT redirector.exe /ReglE &%,

B5E:

o EHRFREETAMUFASHENBEIFELE. Hld0, MRIZKET VDAFMMLUE URL https: //www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

« URL EEMXEZIHEN URL: HINTER R ARAIRALI= AR 28 SMIEIR URL, BEAEBURTF IR
28

« MRBRBMBEBRNENNEBZFERZ A StoreFront tkP~, = StoreFront ik ERBFRIGHE T
B ARFHERARIE.

o FRMEEONE URLEEEEFFIHENETR. URLEE@E VDA B, MBEMNNBEITHF, EEEH
URL BE#mAm-= .

o TR, BFHRH. PDF S0 AT,
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o WRINVEFE—TPIRS B NXHREXE, HEFNABTEERREER—SITEN LIEERN “BRA”, Citrix
BIVERRRS S/ REXBRENRNE (URL) EEAINEE, MUHIA URL EEAEEIET.
+ 1f Internet Explorer 1, #HI&E > Internet 3£ > 5%, AEEENEHD THEBE=A RS
I REEE

PR
MREERBTFRIESHARAMEM, WAREFERLENH,

EF Chromium #93$ 28235 Wm URL

NEABTEE @A FEERARSSBNEF G LRSS URL BEAMEFIREEAIRSSZURMRSREEHEEE
P o

AR 53255588 1E Delivery Controller LigE, ZFrinHbgE Citrix Workspace NAEF Lig 8, XL HEERAR
BE31% (GPO) BIBERHITIRE.

BHhR4s 2106 &2, B% Google Chrome # Microsoft Edge #in T W& URL EEExiF.

WDEFMH

« Citrix Virtual Apps and Desktops kixads 2106 =& = Hxr7x.
o NEREEMEYT BEFRA 5.0,

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace [ Ff2F REX 4K PIZITU T

A .
~ .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
AR
7£ Chrome %188 EERAXLER ST, FEM Chrome W LR AERENEARNBEE AT B
EMWE URL EEMAAFEUHEM Google Chrome ¥I%328, &M Citrix Workspace M HEFREX 4 EHIBEITIU
Tap<:
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
WNRTEIHIE RSB B TEN U TR, BRBIZER:

Websocket connection to wss://... failed.

B x7z Citrix Workspace MAEFHEE URL EEEMNEER, BERAWNARREE M,
BXNNRBRIEECEMFMEE, ESH Citrix Virtual Apps and Desktops ST 528 N A EE o
51k Desktop Viewer BEOTHES, BHITUTIRE:

INREEAT 24 Desktop Viewer &0, MEIAERT, A FIEENRENKEE L. MRAFBERENEES R
H, AXXERENESTET AR, BEEIMRRFER, T UZRRIAMTRH L Desktop Viewer &0

T,
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JINCy

FAMRBEFLRSHTENG, THEFEEMRERERA. Citrix TARIIEIMRAEEREBTYSHE

IR RABE RS URR, EREMREEET BN, EREIMRZE, BSHHITER

s EARREL, REREMISENYFIAFAETEIEMISEARST TR, EUTIRRIZ—FEIE— B
DisableDimming # REG_DWORD %H. MIREEi&#& LfEM Desktop Viewer, MEEEN&EB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

&, JUBIEU NIRRT —FEIZERE REG_WORD % B RE X AR, MILHTH LR

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXE MR, E%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS B R 2E B NILIhEERE
T HREE,

BZEEISEANTEIESE, Wl true,

MBKRIEEZERIFLBIREN 0, NI Desktop Viewer BIETH, MREETEZMNEE, WEERAUTHER.
HHIRFNE—NEKEREEREEORST L

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...

HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N

Citrix Casting
Citrix Ready Workspace Hub $#FIRIFMYIBRIRE R E—E, EREMNBETRPRANARRFNLHIE, T
WRGERTIRE (H—ENR), NI AEFME=RS, USRS RANIMITFER,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R FA2FHIZ&FIE
%) Citrix Ready Workspace Hub, HigMAREFHEmESTRANE R L, Citrix Casting 7€ Microsoft
Windows 10 hiiz 1607 RE= k45t Windows Server 2016 +2x%#%,

Citrix Casting Thae i N ThIEE IR R MiFRERIN AR, HEARRLER.

=3

AR

« AT Windows # Citrix Casting z#% Citrix Ready Workspace Hub hit4s 2.40.3839 KRB AR
B HRRASH Workspace Hub RIBET AR R 410N S B IR IR,
« AT Windows 1 Citrix Workspace NB#EF (MA®EIERRD) A Citrix Casting T8k,

WE SR
. 7% ERATEFLUERT Hub,
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+ Citrix Ready Workspace Hub #1 Citrix Workspace [z FRi2F# 4 i1 F R —RML&E+,

« aiFfEIETT Citrix Workspace M A2FMI&#E S Citrix Ready Workspace Hub ZialERi%O 55555,

« XtF Citrix Casting, RFELLEEO 1494,

« %0 55556 A#E5hi&&E S Citrix Ready Workspace Hub Zialfy SSL #E#Z892 A% 0. ATLITE Raspberry
PimigEriE LEEERFER SSL w0, sNRELLT SSLixO, AF¥EFES Workspace Hub Zjali#sz SSL
pE=:

« Citrix Casting 1X7£ Microsoft Windows 10 kitZ 1607 &EShr4sk Windows Server 2016 %4,

o ERERIEIETT /IncludeCitrixCasting &< LUEA Citrix Casting,

ECE Citrix Casting Exh

3 =

AR
] AR “BREEI RNLBRILAE, EXFAER, FEHABREEN Ko
1. ABpF@EMXiEgsSH Citrix Workspace 2R B E RS & E LT,
LB B R e R BRI EE,
2. 3% Citrix Casting,

LB 27 Citrix Casting 3HEIE,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(C) No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEFEUTEmZ—:

& - #6877z Citrix Workspace B2 BanBd a5 Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, F#ERzhETES) Citrix Casting) - #87F
7 Citrix Workspace Rz F#2rF Rzt Bz Citrix Casting.
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iEATF Windows &9 Citrix Workspace T2

AR
%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
F—\‘Z%O

4, BHEREFEUNBRAMENER.

#{a#% Citrix Casting 5 Citrix Workspace N BiE2FE AR

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EHE ERA A8 Hub 5K, 1%51%% Workspace Hub SR a9 RSSI EHF,
2. EERELHEREMN Workspace Hub, SAEERUTERZ—:
s BEATESIERBHBEEIATRSTTIEEREMN Workspace Hub &%,
o 'EATE Workspace Hub i&&RE B FHBRER,
AR
Bt Citrix Workspace AR ALBH Citrix Casting,
7£ Citrix Casting B3 HFED, BRET LU TED:
LA RBRHSIERRERD,
PRI EARo
WFERE, AT ELYFIREERSIE,
ERELE, BT Workspace Hub FRinEIukiEse,
ARPEBMXIF P Workspace Hub BIiRHi%Z R IE I AR SR RIEERE, FHiBE Citrix Ready
Workspace Hub,

ok w e

Citrix Casting = Refresh

Current screen | Superior-Lake
casting session
Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

1 1 naiyang_tes
List of available J haiyang test

workspace hubs
D liangc-dev

c WorkspaceHub-debao

Workspace
hub icon
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ELwRlIES

3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS
SERE A &I

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZZIE—M4%,
2. 1E/B5h Citrix Workspace M BiEFII&E BB T BT H BRF ERIET,
3. Bah Citrix Workspace R AEFRHIZEE Citrix Ready Workspace Hub BSEE (hVF 10 KB&HEEZ
e EREIIEEEEY/)
4. 1% Citrix Workspace W B2 FHhEah Xl k38, AFEAN http:
it HEERET Workspace Hub i&&8i¥4E S,
5. 7£ Citrix Ready Workspace Hub s ERI, H=idEHEES Workspace Hub,

B A ie) Kz PR

7£1%#&5 Citrix Ready Workspace Hub ##ZIR—mM£ 2z, Citrix Casting RiEEtER,
MBHIMMLL R, Workspace Hub 1&& L g7 EEIR ETo
R RE, B5h Citrix Ready Workspace M AREFEHNERESRNIGZ K,
T BERT, TEREDERIMEENTERS,
BEENETREREEATLN, RERNSIEHSBRMAEE, flil, BEIMXRLETK. REARR
ET,
6. EREERSAIEHE, WMRzTT Citrix Workspace MBREFAIEEATHE. BEIARERS, NEERNS
BREEIR,
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting 3%z #§ Citrix Ready Workspace Hub hiz4s 2.40.3839 REShi4ds. FHikRZA#9 Workspace
Hub RIREREW RSN T RSB LIRS FEIR.
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 72 Windows 10 Build 1607 &, mIaEFAEME ML TFH BERM Citrix Casting,

ok wpn =

B % Citrix Ready Workspace Hub #yi¥4i{z 8, &% Citrix Virtual Apps and Desktops xx#4s#9 Citrix
Ready Workspace Hub #B43.

DPI 4818

Citrix Workspace M B 2F 845 DPI BAIhaE, Z#Fi§ Windows B iR LR SRR DPI 5 LLFig B S5 &
PR AR KERIE#HTILA,

DPI R LFIEFBRATARY. BONKRETRES, UEBHFEMEENRIETNARERF. X4, BEMEMER TR,

RIMERT, WINEEAFERARES, ERFIERGINKEEFLE. B, MEXE, BERAMNAR UERARENR (GPO)
EEER (BitENEE) K& DPI Sk,

ZEA GPO BERIRECE DPI 4818, BHITUU T4
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EfE/ GPO BIREREE DPI 481K, BHRITUTHEK:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EItENEET AT, BEEERER > Citrix 41 > Citrix Workspace > DPIL,
3. %% DPI 5EBS,

& High DPI

Enabling the policy provides two options
1. ¥es - Scale the session
2. Mo - Use the native resolution

operating system scale the resolution.

The pelicy is disabled by default. Disabling the policy lets the

O >

E‘ High DPI
() Not Configured Comment:
(® Enabled
() Disabled

Supported on: [ )| Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Ma, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resalution with the flexibility for the session to change according to the DPI
“r'e applied in the multi monitor session.

Apply

4. ERLTFERZ—!

a) - nERIEFRAS DPL
b) &, EAXNDYE - REHBIFRAREDYE,

5. BEHNANBE,
6. E@S1TH, BT gpupdate /force @< LUNARAMIIENR.
EFERETRAFARERE DPI &5, BT TiafkE:

1. A F@EAXiEgse Citrix Workspace [ FHEF EliF.
2. ERSREETHEESE DPIRE,
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3. ERMTERZ —:
a) 2-ErEsiERNAS DPIl,
b) &, FEAAHIPE - 577 Workspace B2 VDA £89 DPI H#1TM .
c) Letthe operating system scale the resolution (A¥FRERAEMAHE) - IAMERT, ik
TR FiEFIRTS. X, B Windows 2 DPI 451K, LLETURRMKE B DPI” RIRIGEHN “2RA",
4. B Save (115
5. E#iEzh Citrix Workspace [ F2FE 1% UEFR A E BE Ko

AR
HE ==
+ DPI g5 ZE Citrix Virtual Apps and Desktops hxzs 1912 LTSR s E & 7s.
o EARSEBERT, BIERSE, ERAHS¥E (DPITE) &S,
o RINEBAVFRER AR O MR LEERA Citrix Workspace M HEF L8 DPI &4&l. % Windows &F
i DPI 48 tb B2 B 100% LASMIEAIERY, RIS SHELEM, LR ZFEETRE

DPI 8Lt fInI % & B a8,

« BEMK S Citrix Workspace RBEFHE EER=IEE AITEE Windows F s EEEER DPI
kb fl, XZ2IHMINEE, BINNEEFmEEE DPI 481 E 100% L LB iEEZEIHAR XenApp #
XenDesktop HFiEEMER, LWRNATEESSHERAEM,

BXxy DPI Einl st T fEHRER, BSHAIRPILXE CTX230017,

AR IEENERELS (IME)
=W
NREEAE Windows 10 2004 kRiER ST, NESIEDER IME ThEe A fESiB B R L R R, X L]
TR B=HIRFIERN. BXIFMESR, ESE Microsoft ZHXE,
FEREGLITRAEREBRAE s IME:
s EEA@EAEF IME, &M Citrix Workspace MBIEFREXMH* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on &<,

@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

L

« ERABAEF I IME, &M Citrix Workspace MBIEFREX ¥, C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,
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@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILERAG<SITHX wfica32.exe /localime:on BEFERZEF I IME MIEEZMEED,

« EEAEAEF I IME, &M Citrix Workspace MBREFREXMHH* C: \Program Files (x86)\
Citrix\ICA Clientizfrwfica32.exe /localgenericime:off <, S ARIMBERSE
REFIEE,

@ Citrix Workspace >

Generic IME is disabled.

NRFEAGSTIEOZATEARTFE IME, MaLi@EdiziTwfica32.exe /localgenericime:on &<$H
RIBFRZIEE.

@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace R BIEFELLAR AR L IFIRINEE, AILUETT wfica32.exe /localgenericime:on @
TRERRZEAZYEE, B, REMBRSRENNALSTIRAX, MREEHERBEFRENX, IRETEA
BAZ P IME,

ERERAFABRLEEEREF % IME:

WBAZFE IME £E VDA 7.13 siEShRS

AILUBT B ARERRERAL RERAEBERARE L IME ik, BX¥HARER, BSRREHREY.
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Citrix Workspace [z F#2F AV EECERRBGETLUEABAZ P i IME, 8] BRI ERE R A B MIX LRI
R TIER
1. ARE&HBMXIFEHH Citrix Workspace [ AZFERHIEZEZF O,

2. EFEEIM A IME,

{@ Citrix Workspace - Preferences

Local IME Connections Display Flash

-

aca mout methed

() Enable Server IME

Salecting this option disables the local IM

() Set Local IME to High Performance mode

Salecting thiz oplion consumes less bandwidth with optimurm parformancs

{®) Set Local IME to Best Experience mode

Hot key combination: Shift+F4

0K Cancel

TEBED A AR FFAEN IME R

1. ERRSE IME - 2844 IME B ReEFERERS S LISBNIES.

2. B IME RENSMHRERT - EFRERRIER TERZM IME, HETR 2R RiEE O I8,

3. ¥&tty IME RBEAREFREER - EXNKEAFARNERTEAZM IME, hEBSAEHRE. RIABER
T, EERATEAEF IME BERIH%ED,

PRASEYE RN A F R =%,

fEREMRRIES B AAREE:

BRTEREF IME B, AR Shift+F4 AREZETEMN IME 2, IME EXNREERERIENEG LARR.
BIAMBERT, BAZF IME NARBLTFERRS.

EEMERFEREDR, S HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

3% AllowHotKey HIiEEIAEEHRS Lo
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A LUER Shift+F4 REERIFREFETEN IME &K,

EAXLERBASHITIIRE, IMEEXNFRENSHMESIENEG LA

Local IME Off

High IME Performance

Best IME Experience

PRI

« BAZTFH IME R3#F Search Ul % UWP &R Windows T4) MAERUK Windows 10 2ERHM
Edge 528, MORAE: BCRERRS S IME,

o BEAEP IME £ FFPER Internet Explorer 11 AREHiF, @ARAZ%: ALUER Internet 120
BARIPER. B2A, ERHREHIUEETREAFRIFER,

H.265 514wt

Citrix Workspace R 27 2 #5fE A H.265 MINRAEILERHITRZE M MMBIE A IR, HM7E VDA # Citrix
Workspace R 2 HzisH B A H.265 15M4mEIDEE. MRS LAY GPU R #HEMA DXVA #0#4T H.265 ##
B3, “EfZE) H265 fiRis” SRERIRERR /A0, SIERELRE H.264 MT4kRDEE,

EEMH:

1. VDA 7.16 XE=RA,
2. 72 VDA LBt 3D B TIE A B ML RER,
3. 72 VDA LB &R ARRD 2RI BE (R0 ERER

=3

AR
1 NVIDIA GPU 2#5 H.265 #4&i5.
3BT Windows 9 Citrix Workspace MBEFH, LIEERIANEBENEZR,
8 Citrix A%pE3T% (GPO) EEiERE Citrix Workspace N ABZFEE AER H.265 R

@idiz1T gpedit.msc 77 Citrix Workspace R RTEF A RIS R EIEIER,
EHENEET ST, HESEEIR > Citrix Workspace > B {5,
ERERA H265 fRF35RES,

EEERR.

BENAMBE,

ok wpn
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fEREMKRRIESSACE H.265 MHT4RED:
£ 32 (HRERL LRMAENNEFE A H.265 M54k :

1. £ “iB17” s S EM regedit BahiEtRFmIES.

2. & f1 2 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,

3. fE—1%5% EnableH265 ) DWORD WH ¥ iZMHEIRE RN 1o

£ 64 (HRFRL LRMAENMNEFEA H.265 M54k :

1. £ “iB17” daSfERA regedit BohiEMRREERS.
2. 1% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. 8IE—1%5 EnableH265 & DWORD HHEZHBEIRE N 1o
ENRHRIEUEERES.
AR
o NREEAT Windows B9 Citrix Workspace R BIEF AR R ERERTZRA T BRE IR R,
EfZEY H265 fERSEES IS BRI W RS, FHRZIhsEREER,
+ &1T HDX Monitor 3.x TEAUMERTERIETEAT H.265 {4588, B X HDX Monitor 3.x T
BpiFER, ESRMIRALE CTX135817,

BEFBMESE
BETE
EE:
AL B EE A X iRy Citrix Workspace M BRRFEIRTIZHEMN SIS “SREEN” K. BFFHAEER,
BESR BREEN &,
REABERSAFEEZTFMEE LNEEREFBEZEIR. BIANBERT, IR TERRS. BEFBRPIEE
AWEFPIRERZGE BRSNS AEFNEERIE,
B GPO EERREERBMRBRY , BRITUTIERE:
AR
GPO BEeEML A= TF StoreFront #1 GUI EL &,

1. @ia1T gpedit.msc 77 Citrix Workspace 5z B2 A RIS R BIRIER.

2. EHENERERAFRET ST, BREEEER > LHEEER (ADM) > Citrix £ > Citrix Workspace
> AP R,

3. EERREEILERE,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBERA, ARERUT®ERZ—!
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—!

o (NEP—R - ZIERTIY - BERNERIERHNM VDA BF REHRFB —Xo
o AFMSEY - EREREPER T FF IHERI R RER /SR D E VDA,
o FEY - EREPIRERRS S LEENRENR.

3. B Save (f#7F),
ZEA CLI REREBGRREY, BHRITUTERE:
MERBTF Windows 9 Citrix Workspace MBEFREXHXFIEITUTH L,

BEBERT, Citrix Workspace i B2 REXH E A F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BH¥M: wfica32:exe /localime:off
FREFIRRESREETRSEE i IME GaXNE%RIESR). MREAHE. PXFEFHETENAFPRAETERRS S
IME, M#Fu@EdEEESHiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, VREFSRREFREEDSIEPFEER, ERRILR, EM Citrix Workspace AR IHHENER.

7 Windows VDA tECERERS
AR
LUTFSR5ERTF Windows Server 2016 XEShkZs, £ Windows Server 2012 R2 ERhrzASH, ZRiNE
R EREERTS I,

1. BoniREmiESRHSMME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. 6l DWORD %H DisableKeyboardSync #EEBEIKEN 0.
1 ZRARETRELINEE,
3. ENBRIEUEERES.
7£ VDA #0 Citrix Workspace R BiEF L ERA#ETRG, VRREGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

hEORTSIERERBETTIRIF A IHRERR.

£ Linux VDA tRREREFS
BRIt SRR HEITUTEHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

E#Enh VDA LUEERER.
A% Linux VDA EHNREHRBRSINENFRES, BSHNSEERBRED,
PR EA B IRBRINIEE:

B RERFELBAMNIEE, ERUTRIEESSEETTIREETR. RETRRANFZERD A M. [BE
BHHEES, FEFH—RIEAEFIERAAS SR HIA EBNFTRN

==
=

i

AMRFEFLHSSBERND, UTRFEEMTERERG, Citrix TERIEFETMRFEREAFISHY
IMBYRREES IS LABRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

fEREMRRIE SR SRR E B IHLERN X IEE:

1. BoriRmiESRHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%&7%F HideNotificationWindow ¢IE— 1=/ R ETMERDL

3. % DWORD &iREHN 1,

4. BEHE.

5. ENEMSIEMEERER.
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PR

o ERREANMIR (B0, ER|BEXNNHBEFER > UEERSMIET) BTNZENBAEFLESEF KR
BRBRY. BRSE: FoENRSSN (VDA) LHREHREREREA UAC,

« MRAPRKEFE LNRERRELNRSBIZFHNGR, HTR2RER, RERREHRENEDINE. TE
IRBIERERRRANBENRZ2EWD. ENERBTREATIE, BEHEHAERERZE.

« 72 RDP £i&, TR Alt + Shift RS XNERREFRR. BRAZE: £ RDP 2IEPRIESIRER
wmhEo

BEE
BEEETSERNERBAES. RABERT, BSEESERET.
AR
tkThieTE VDA 7.17 RESIRA _LIZTHRIEFAI A,
£/ GPO EIERIRAECEIES12:
BEEETNARFREPNEREBNIES.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ Ri2F A RIS R EERIER.
2. HIHENRESAFERET AT, BEEEEER > FMEEER (ADM) > Citrix A% > Citrix Workspace
> AP,
3. EFIETEERK,
4. EEERA, AREFUTERZ—:
s B-IBRENAEFRIERERESE,
o &, REBESE - BRENARFRETRREESE.
5. BENBMBE,

FERERAFAEREESE:
1. A F@EMXiEgsH Citrix Workspace 2R B E RS & EIEI,
2. RERENMESE,
3. EFEFEETF.
4. EELUTETZ—:

a) B-EBTEREHETRETI

2-15
b) &, REESH - IERESIETRREESE,
5. #&F Save (IR7F).

BB FE SIS ENER.
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@
Keyboard Language bar
Display the language bar in a session?
The language bar lists the languages that you can choose in an application
session.
@ Yes.
(O No, hide the language bar.
Save Cancel
AR

o AJLTEERRIERERIRE,
o MRNEFE—MRNES, TEESERFAERERETR.

T “BREER” RPREES AT
A LUEREMRITE SR B SRR P REE S 1280,

1. BErEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. glE—4 DWORD f&3# ToggleOffLanguageBarFeature, #IEHI8EHN 1 LUIE “BREER” KPR
GRS KT,

USB 2 #F

USB & #iFE1EEERl Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£H USB i & # 1T H,
AT USB IRIENEITEN, AR ZEEFRCEEEREZEEMEE. ITHAFIZEEEN USB & & aiENFIEED
25, HEEMIE. PDA. FTEDHL. R MP3 B3, L& TRITEN. Desktop Viewer BFRRILUER T A4
By EETEHIRE 7 UTE Citrix Virtual Apps and Desktops #0 Citrix DaaS E£f#EH USB i&#&.
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IESMERBIBRIEIRS SR LAN IREHRESHF USB AF & (FIMMEEEN. xR, HESENEN) hHEnSE
EIhEE, BB AYRXEIREMAIEN Microsoft Office Communicator #1 Skype FH 4 a#TRE

EMNAEFMNREIEERFFUTRENIRE, FILAER USB 245!
o B

o AR

- BHEEF
AREA USB & (1w, Bloomberg #4401 3-D B45) EENMER USB %15, BXEE Bloomberg &M
B, FBAERE Bloomberg ##

BXAEMER USB REEEEREMUNER, BSRAFMIRPOXE CTX122615,

ZABRT, FZFFELLEAM USB i&& &2 Citrix Virtual Apps and Desktops #1 Citrix DaaS #1TiZiZiEZ,
Bign, AFETRER BT AER USB EEIIRARM NIC, REEWXMIGEHITIEREE, RIAMBERT, FIEFEEMN
AR REm=IERERLUTEERN USB i&&:

o IEZFiERACER

o &8 NIC

» USB f428

+ USB Bz &ECs

ERRIEASEN USB REFIRIZER, EEARETTETIEER,
BIAERT, AR TR USB &R FEMNARFSIE:

o IEPFiEACER

« &8 NIC

+ USB &428

« USB EfZ&fcas

o BIIRE

s RBEHFMHRE
USB Z#HI TEA=:

BN USBig&E/E, RARKRE USB RESZIREHTIRE, RAW, NWESRETEEETEMKE, RN
REIELERILIRE, NRREAMIEPER,

BFiEAN USB &N, AR ErEN, SHAFRRINMLE. BRI UNERSOERNBIEHLE USB ig&iniz
ERIENSHE, E, BPAMUEE USB X, UEAERIEZAMN/HIEREENNME USB RE&HEhinie
EREIR A EMN R E.

AINER T A VFERZR USB ig& 3k
#AIABY USB SRBEMN 72 FER R E X5 USB 12,

BAMTIRFPTIHTXE USB ig&%E, EHERRLEXRIABFEHTIINCERA REENNBEFMNKESERRTH
ITRAEERE, b3 USB R&FEFIIN TR,
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

=3

AR
HEeE g% (10 VOIP 8iF), EE#HITHIIMLE,. BXIFAEE, B52RMIRH0XE CTX123015,

o YEREEOIEE (X5 05) - XLGERMFARFEDRE (HID), B2EFRM “SH” MAZtRG, HEE
BEHERBRIGUF. BorFaMNERBERAAER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXEHAER EEDHIY
(PTP) s iAfEianil (MTP) SEEEHIITENBHAING, BVETEERRAXBTEFHIEE, AL
LB A B SR HH R ER AR EANUEREPE—X,

AR
MRENETRAARBEFFIRE, WNERAEFIHIKEhasET, MAEE USB i

o TEDHL (350 07) - BAFLITEMERAENEFFENN K3 ), BRAZEITEWERNESTELLLTP,
ZIREATENN FIRE R AN BELBREE F18E. EAXBMERT, TEITRBEEMAITEINE, ARREET
REREME, fii, s#EEGME,

FTENVLEE % E USB <FER Al LUER TR,

=

AR
g (F 5 R ABHETHEERNITEIN) FEHRTHIMLE. BXRWA, HSRMIRFOXE CTX123015,

o KBRETFME (£5708) - RENHNABREFMHIRER USB AEERHZE; HttkBEFMIREEE USB SNEIE
#Ixzhes. CD/DVD Ezp2Efl SD/MMC RiEk28. WL ENIHEFMHINEMNGSHRHATEEFMEED, QEE
BN BEENMFN. KBEEFM (X 08) FEATEMNARER, RAXEREETENNBEFFPRA
£/ USB ZHr#tTimigi&ik., BXNFEEE:

01 ZRHNFIRE

02 #2845 CD/DVD i&#& (ATAPI/MMC-2)

03 BB HIEE (QIC-157)

04 saBYpyR R Ixzhes (UFI)

05 saR A2 IR =38 (SFF-8070i)

06 K& fEMA SCSI WL T RN ABEFMHILE

BEBELT, TLUBEEF RSN KILDABEFMLE, Bt USB ZRHFZHHEN.

« NAR2M (X5 0d) - RARLMREFTUMEBABRIP, BERTRIPFTFISBFRINVEE, XOE@MH
RIFEE,

o MR (33 0e) - MSAAKTREF FIREMMH MR XM BIRE. WEREN. LEIRAEN. EINIALE SR
2. FLBMEESRFIRE UR—EXFREEDEN.
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BEE

REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

PABEFRE K5 0f) - XEQEIEMEERE. OXRENR. FET. HREVSNWEEHSFIAET
Ri#IRE.

RARFHHEERTE (X5 fefl ff) - 52 REERAHUBFHENNTKE USB BRERITEMRIMN, 1L
REEBERTARNEEE (K5 ),

BIAER TIESZERERN USB i88& K

#AIABY USB SREEFMINIAF A FE R L T REX5IE USB ik

BfEM CDC =4 (3£ 02 1 0a), AAIA USB SRESFAIFERX LIRS, AAHFN—MREAERMS ENR
S 8EE,

AEFEORE (£03), BaSMmATEL RS, RENARFEDRSE (HID) 81F: B2, BiF. B8
& BEAR. FREE. TR, RHEAEHIThEe.

F2 01 X#Fm “51S948O7 X, sMHREMBRATER,

BRIABY USB SRERF A0 iFfEA USB #8: (%£ 03, 701, i 1) 3¢ USB BiF (£ 03, F% 01, i 2),
XERNEMERE USB X, ABIREMNBAAESHITIELNME, hit, ERFENSEN, BEF
EAHEAMNTEERX LIRS,

USB &4 (3£ 09), USB EABAIFRIINREERTAMITEN. TRTEHRXLRE,

BEek (X 0b), BREFEFHOEFEMATEFRFENEMATERRRR, URAGRALEEREY
SR USB <R,

FILUERERERIZIEE RN NS RE iR+, MAFE USB x#%
TE&IEHIZ (3 e0), H—Lig&rIaiR X RAIMAKILE, HEERXBIINEIRE (GIMEFREBNET

BT o
#AIA USB SREEF AIFERX LIRS, BR, AERAKRETERERER USB SZHHEHIFRNR.

HttKig& (K5 ef, 7% 04) - Hh— L& rTRiR X BRAEAIE, BRIA USB HIRR A IFEEX LR E,
B, BERHKRERRERER USB SZHHREIHEINIR,

B AIHITIZIZEZ USB 1R&ETIR

HEERT Windows i Citrix Workspace M ABEFRIR X4 UEFHLniEEZIfmA USB i &rERE, thEH
AWEFERAFEIETERT Windows B9 Citrix Workspace #1TE M, XA T BEREMN AT X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PN RE U E N

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

BIDGREF mA AN,
Bx USB IR&HRISEMNIFMAES, BB Citrix Virtual Apps and Desktops st#r#y USB & & 5EIZE,

EA USBREETER

USB 2.1 XE@mAX%H USB EGRENIHE, BENFigEFBEE— USB SAHZRNER, HEREXAREN
BN Z 840, Ehm—E0S 00-ff BFRRENFigE. IRREMESHEMIBIARY USB ig&RMHM
#EY USB SR A FEZR USB S4BT E.

ALREERhER EARMNE S IRER AL ENENFNUTIRE:
s BNMEAUSBiE, &
o —HHRUNFIRE (FDIRE)

¥RES USBig&EE, BMRERWIHERTFATA, BRERHELLENGES ENRENARFEAMERIRE, SEMRK
89 HDX imi2{&IaFrER#Y Citrix Workspace B i,

NFHEMTEIEH, BERERHZTIREM HID 238 USB BNIRE. MRBMREEAER USB @iE#74#
£, ZRERFEEIMUN HDX TINEEHITEER, B2, BIMAH HDX FMEBLETINE, AIUKRRE
358, XS5ERFHNIREMENZFBEDER USB ZEERLXNERAE. t1THEE N USB ESMMNaIREHt,
AARBNIETREETRACESENMENAEMERENESREN IO, BHEIETRTXER@, ¥R
TENESKREN, ARR LAGREHBRITBER/TELE, ATERAENNARERF TR

EfpAXERE, Citrix BINERSESRE, HFANELAEHER USB@BENFED. WXENHEIHREAREMFIZE
IMRE P iR N AEFEER, SRR HDX &3 Citrix Workspace R AR, RBHMRXAIFEFER
RERRITEREHMTERIEEM,

REHN

5%M USB &&—#, EREEPIEEMLEMNRIER EHEF i Citrix Workspace AERFREFEZEATEL
ME&&E, Citrix Workspace FFERFERIXLEMMRTE 71 bE LEHILE USB & &H# L TR RiE,
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SMMNEHBEXRT (R, EESHIES). BS (1) Whk5HSR USB FRATFHLFFGELENSIRS ML
SRR, XLEDIESHNETFEN USB i8&ARITRB S/ USB k& BT o iz,

REMVBSFMNE—THHEAX, £ # FHZEEUEIR. AWE LM FHITRE (RRERFEFER). KRS
REWFIEOLEE—FAN, EFAEEIRESRONESEMNGR 2B,

Tl g

o ALLOW: vid=046D pid=0102 # i@ vid/pid A iFEEILE

« ALLOW: vid=0505 class=03 subclass=01 # Zi subclass=01 B s iR 0505 BIES pid
« DENY: vid=0850 pid=040C # {6445 i&%&E (GIEFREFI&E)

« DENY: class=03 subclass=01 prot=01 # 84 {FFra it IR LA MFT B IR S

o CONNECT: vid=0911 pid=0C1C # s H B ehiEEis i &E

« ALLOW: vid=0286 pid=0101 split=01 # iF 5 38 & H R FFTEED

o ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHHE R 2iF 2 MO

« CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHF B EhEEEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # pA1EiZ 0 03 Wizt iAia

AT LAE R A MMERE RS HOE AN A EE R AYiR &

ORI BA

vid=xxxx USB i&#&#ME ID (F+75#EHIED)

pid=xxxx USBig&r=& ID (mufi+75#HIes)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# L)

class=xx USB ig&£3IMR83 (M7 K RE3)

subclass=xx USB i&&FHEMRED (M7 HIRED)

prot=xx USB ig &l AFg (A7t hlLE)

split=1 (5 split=0) EERIFD (HFFD) NERKRE

intf=xx [\ xx. XX« ...] EEEARENFEFENE (NESHRIMAI+S
#HEIREETIR)

BN SEEFGIT AHNE USB 8%, MRKIEEEASH, ANSTEAFZSHMNEAERNIRSE.

USB Implementors Forum 43 BEXBIZE. FRMBEENERBHNMIETIR, USB-IF B4 MV E
ID 895K, AT ERE Windows i ZEIERhmEFR UsbTreeView FR BT AN EHEIRFHMNE. M. R
Z&F$EO 1D,

LHEEN, RERTSBNERT USB E81%E. IRNSHREERGEVIERNIRDEERAERIFAENESIR
R,

o Split=1 KRB E S IREMFMHEFIZOERIRDIEERE K,
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o Split=0 R RFBIFRHPEEILE.
pE =
WNERREE split 8%, WEREER Split=0,
intf BEGERNTISRENARINE S IEENREFIED. IRZK, ZREENAZEAIENFEED,
ZERMEHARE=MEONES USB BENIGE:
o 100 - BMEISHIHS
o 0O 3-HID Kig&EIma (FEMEHZRH)
« OS5 -E8/FHMEN
EBINAE R TR R RIS &R G 4E
o CONNECT: vid=047F pid=C039 split=1 intf=03 # s iF7 B 5hiE#E HID i&%
« DENY: vid=047F pid=C039 split=1 intf=00 # E4 S 5fiK=
« ALLOW: vid=047F pid=C039 split=1 intf=05 # s#iF mgmt intf BFR B shiEE
BRISEMN SRS
iEATF Windows i Citrix Workspace M AEF EE—HIINEEAN, XEMNEALTEFERTEMNILEE, Ha
HERATFEEBIIEELET.
AIUEUT RS EMRPIOE LT EIALEFN
o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 fi Windows) &

e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
fiL Windows) , %% DeviceRules HyZF#REF,

B2, EEATF Windows 8 Citrix Workspace R RIEFH, BT USB i& &N 5RAsRE X e BIARN,
ERERTF Windows #9 Citrix Workspace M ABIEF B AIREMNIGEE, EHRTUTERE:

. BidEfT gpedit.msc 77 Citrix Workspace N FBiZFAREEIT R EIEEIR,

ERAPRET AT, HEEEER > Citrix A% > Citrix Workspace > iZi2iEEE P iRig&E > &HA USB it
ik,

%% USB i& & HINSRER,

#EEREBEH.

7£ USB i &#MNIXAIER, M (HEERE) EIER USB &N,

R AME.

!\)I—‘

o AW

Citrix BGOSR AR B B F ImH A BIAMD, 7575 N ERIREA N H NN IR B EE KT,
Z# USB %%

HERERIER, 759 USB i&&7E Desktop Viewer EVIE&E T RR. tboh, ERILIMEIRT > &&HEFKS USB
o
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

HID Device

Audic Device
Manage Devices
=z

AR

CONNECT x#gFniFann&EiE USB i&%E. BE, NRIFHES USBi&EUATIER USB EEMEIKRFEA
CONNECT *%=, NH%FM Desktop Viewer siEZEROLFINERIZIGE LIEZE R IFRIEE.

ENARFRIER, 759 USB & B REEERLH,

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \\Remote i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

REIERED, BRITUTERE:

i&AF Windows 9 Citrix Workspace RZF#2R 2109 5| A# CONNECT X®BF A BHEER USB &%, i
REBRAFRETEENEOEEP B NERE, CONNECT AMATLIE#R ALLOW L,

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 5SS R EIRIRR

2. TRAPREETN AT, RESEEIR > Citrix A% > Citrix Workspace > imi2iEEE A inig& > &M USB iz
TR,

3. &4 USB 18 & M EREK,
4. EEREBR.

5. 72 USB g &EMNIXAMES, FINEB=NEEN USB i&%&,
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a0, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ¥k E &1&&UKEND 00 71 03 &AM
BEnER, HRFIZKSHEMED.

6. BENAMEERFILRE,
B2 USB ig & B ohiEiZE ik

Citrix Workspace N Bi2FiRIE A Ypi KRB AR E N E LR B ohiEiEs CONNECT #2/FRICH USB 1&#&, AITE
Desktop Viewer T 22 EXNEED, N TFEFT.

o = 1 ]
R} L
Home Cirl+ AltsDel Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

l'|'1 i': | |||'I':'| s Arvcl W e D arms

Session Settings Global Settings

() Connect automatically Preferred Webcam
() Do not connect Automatic

@ Ask me

ni.Ji1 al cameras and scanners Relative Mouse ':u-".1'||._;~.

) Connect automatically [ use relative mouse

) Do not connect
®) Ask me
veneric USE devices

[[] When a session starts, connect devices automatically

[[] When a new device is connected while a session is running, connect the device automatically

EREISNENEEEET ISV N EEELRRER/EIEDFohERE. RANERT, TERAXEEE, MEXMA
BohiEEEA USB &%, AJUERE LT,

HE, BEATLLEIM Citrix Workspace AR AR R EEEIRBERNI KRB EET, aIME
HIPIRIR > Citrix £ > Citrix Workspace > iZi2iEEE A ix1&%& > @A USB T2 iEE THEIH BV A 5.
AR AV ERBE 2 BIFRIC A “BlE USB i&&” #1 “# USB i8& ",

BIRDIRERINGE:
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BIMERT, EAT Windows By Citrix Workspace [ A2F {3k 2 7Ei& & MM REAFIRIE A Split=1 WE &% &,
B2, PJUERBINGHW LIRS FIE RELERIZEANRER Split=0 tFiENE&EE.

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIZF ARSI R EERIEIR,
2. EAPEBRET AT, HEEEER > Citrix A% > Citrix Workspace > iZi2iEEX P iFig&E > &HA USB it
i,
3. EFIRDIEEEE,
4. EEEBA.
5. BHNAMNBERFLIHRRE,
AR
Citrix BiUEASXEEMURIAFIFER NI EIRERIED, MIFEREINEEN, HIRERTTRRAAMR
HFA,
PR :

Citrix BIERBIRD MK BENED, BR75%E. £REA USB EEMAFZREEEAE BMEE. BXRMEM
HEertEE, FERMUENENEE,

Bloomberg ##

Citrix Workspace M A#EF 2RI ARRFMKERIEPER Bloomberg 8%, FAEmAMRIGEHFRE. AT
FEREEAT Windows B Citrix Workspace M A2y s & ER MK mERE A Bloomberg #&1hag,

SingseaiEtt, Bloomberg #RiREHATIRE, BIAYAFAIEMSHHEIEHRITRS.
Bloomberg #EBHRNEE— M1 shell FRIZA USB i&&HEMR:

o B

o IBLURENES

o BIIRE

o ATRAAEXEIREERTIRARN USB 4

HID 2, BIAIEMEHE. AESEMBAREE

BT XEIRENENINEESN, BMgERSFLRRE. BT 4MER LED,

WREERSINLEFHN USB iRE, THREIEPEALTAYE. LEERAIRSNRENRIETA, BRMAELES
WEREMRE. s, TRIMERES—IRE—ERR, FRESIRIEZER-E,

TEIER Bloomberg BE#ITZ N RIE, ZRENERERIEFER A EMER,
it E Bloomberg 5/ 5:

WERE Bloomberg #&8M&MiEO, BIEMATF Windows 8 Citrix Workspace FZA#ERF 2109 &, 3IANT—1
#89 CONNECT X82F, UAWERIERHMILEBAN BanEiE USB &%, HAFRFE USB ig&sinamnEx
B, BTLAER CONNECT xEFEik. ALLOW xiE=F, LU TRFIER CONNECT X8,

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
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2. EHENEET ST, BESERIR > Citrix 41 > Citrix Workspace > iZi2iEiE% P inig& > BMH USB
ImAEER

3. IR IRE R,

4. EERBEBR.

5. 72 USB i@&EMNXAAEF, FIMUATHRU (IRFFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 4= 44HEIRFI1RIR

« DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 =%

+ CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $## HID

« DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 &= 4fimH

+ CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#&=47 HID

AR
BITRHHD SATRTF AR, AFEEETHEZITERRE,
6. B FARHE RFLEREE,

7. FEEIEOR, ERERATF, AREMETSERREERN—NHRITEEE, HENENRIMEET
BEsEREER A,

Ithid#24E Bloomberg %4 5 AIEER, XESBEARKRE DENY SNsEH R |MNZMEERELBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMESIER. #E EARHRIRE UL S BEHE
KEVIZ R,

it Z Bloomberg 5% 4 % 3:
IJ\IB\

AMRFEFLHESBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVB RS IS LURR R, EREMRIRIESNTEENL, EREIMERZA, BSBHITED.

1. EEMRPIREI TR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—!

« EFHAILLINEE, XFFHREN DWORD. &#54 EnableBloombergHID 1958, ERBEIREN L.
o EXRAILLIRE, BBEIREN O,

iEATF Windows BUBRAIEM 11.2 RE4ihRAshiR it Bloomberg $## 3 #%
Bloomberg %## 4 x3HEATF Windows Receiver 4.8 R EmhRs,
HmERSEREA Bloomberg #& %1

o EREBRNIEGHHREEAT X Bloomberg #2125, &% Desktop Viewer i@k Bloomberg §#
%%, MRKMEM Desktop Viewer, BILEEITHNAEMITEN LT MR,
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« MRKBAX Bloomberg #&#%2#F, Desktop Viewer ¥Emx:

- WARAT Bloomberg %## 3 1i%%, E75 Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg #&547).

- — M ERBETAMNIEEBT Bloomberg $##& 4, 1Li%% £~ Bloomberg LP Keyboard 2013
(Bloomberg LP % 2013),

« MMRBA T Bloomberg 581 1%, Desktop Viewer # ¥ ERMmMES. Eh—NS5U—BETH
Bloomberg Fingerprint Scanner (Bloomberg fg&i3##{%) , 53— &= Bloomberg Keyboard
Features (Bloomberg B2Ih8E),

« MEKXRL% Bloomberg {8 WILLE IR, Bloomberg 18413 & B ATREFR = 7E Desktop
Viewer 2R, MR ZFKE, Bloomberg is AN AIRE R EZHITEER. BMAUKRERAT
Bloomberg #7509 E Ath Bloomberg i&&#& .

o FALUGEFMRFNE, WRIAREBR T X
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MEEREEHERN O (B), NWREB* Bloomberg BRMEZ . MREHN 1, WIEEAZR.
/EF Bloomberg 2% #%:

=

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices 5ES5| N\ T3 E&1&&MNEZ . B2, 3T Bloomberg
HBE 4, EER Bloomberg BEINEER B L HRIL,

5t Bloomberg RN TRL USB REEEMIRIENH RN RINERTRERIE:R.
o ERLEMEBALRE, BExEa<iTH ENABLE_HID_REDIRECTION EMavEiEE  TRUE, .

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="TRUE"

o EREBNEGERAXE, BRESTHRIEGNRSPH Windows EME:

1. #TFF “EMREESR",

2. SMEBIAT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. W%{E EnableBloombergHID =7F, &# T8, LUEESUEA Lo

4. wWNRfE EnableBloombergHID R7%7E, &8/ —1%& % EnableBloombergHID # DWORD {&, #
RIEERUE Lo
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=A%t Bloomberg &% #:
B LRI AR B E 22 A% Bloomberg B2 HIZ 1
1. EETBENEGRGNREPIT M REES,

2. ST ERRDU:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 31RfE EnableBloombergHID =7E, E#1TENR, UEEEIERO ().

NR{E EnableBloombergHID R7%=1E, MiET~KkEMA% Bloomberg #&E1% . ELEBERT, FRE
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FFEIATE Citrix Workspace R A FHRINRIZE HaE A T HEL IR EEETMHE TS RERRSHMIHITIR
To WWIRBREMERFESUIIRE Z FHEAIRE.

R&EPFin COM in R EIARSS 28 COM im0

BEE AR COM inOREY, EREMERKAILUEASAFIRE COM imOEENIRE. A UGERTAHEMKZIRE
AR X EE AR AT

AIUESR SRRSO EFiG COM ix0. LA UFATERE (LikRsS) BETASERRIERESZEF K
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Citrix Workspace MBEEFREB:

« VDA LRENNBREFNAMSIE QIRAIEASMNBREFER) %
s NARFIEEEL,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 RE = R4 AT,
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iEAF Windows & Citrix Workspace A2 #5mT s Citrix Cloud SR HE9—INsk 2 MARS 91T IR B BC
& Workspace,
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EEHE 273 “Citrix Workspace - 35" &0,
4. EEFEE,
5. TENBEIMEET, BREAEXNERT.
6. BENAMEE,
AR

M Desktop Viewer EEEEX ARG ZIhEE B F B8 =1E.

SRS

&/ Citrix Workspace 2 A#2F (W& HDX Engine 14.4) B, [BHRERFmalA, BNEIfER GPU #17 H.264 f#
B, BT GPU f#i3r APl E5 DirectX MSRINE,

Z(F A Citrix Workspace [ BI2FASKI R SIEEIRE BEHMENE, BFHRITUTERE:

i@idia1T gpedit.msc 77 Citrix Workspace B RT2FF A RIS R EEIER,
EHENRET AT, HEEEEER > Citrix Workspace > AP {&,

R ERAE IR,

EREEA, ARRENANHE.

Hw N
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A Hardware Acceleration for graphics

E‘ Hardware Acceleration for graphics

Previous Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: .
All Citrix Workspace supported platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

BIIERTNEHN ICA ZERE T REEUKREEERATEAINE, HREUTEMRDI

JEMRZREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer 89{EX A 2, MEEHN 1, N
RNIEEFRAET CPU AUAERS,

fEFRREMHARRITHAERT, TRERLATRRE]:

s MREFIHERE TN GPU, #EEP—NERBEE - GPU LA FERRE, NWKER CPU 7S,
o &E#2 Windows Server 2008 R2 Eia#789 Citrix Virtual Apps BRSS 2384, iEAREERAF 8 Windows i&#&
LERBHARD. MREALINEE, NSHMERE ERXAR MR T F B R R R,
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ZRNBEA

Citrix Workspace AR X HZEFHERNBIN. AILUSAREMNZER XA T !

o SEEPEDD, IR RIEBIENME RN
- RENRHILAER, FIREERF.
o LSRRI S IARHo

Citrix Workspace N BiEEF AP A LUER RS EB S FREET L REREEIEZEMNEZERN, Citrix Virtual
Apps and Desktops #1 Citrix DaaS R Ea] LU fER Citrix Virtual Apps and Desktops #l Citrix DaaS &8
BRI A B SME R XM MER S

e SR
REZALIE/\MNETESERT Windows B Citrix Workspace MBEFE &R,
ZETREETHNS M ETEEBABREBMITHNIYE, E2iEiE, ERRATUAEEFRNSHENS .
KVETLUIRBUTHEMHARE S B RES#HT:

« 2REN, 2FEPETENERE, NARFUREARM—FEREXLERTEF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEMFAI—29 ERHYINE R E R Desktop
Viewer &0, BEXLERBNIESSFEEFONK), REEERKK.

« HORN, [EPERENETEER, NAEFFRETRIZNERSEF.

Citrix Virtual Apps and Desktops #1 Citrix DaaS: ZHFE—42E (WUEHH ‘SEA”) FPHEESEMEREE
B, BOKRERRYE, 22EsBEHERNEREER. NRERBRELAT, W—&&& LAUETREZTEINEE,.
MRENNARFNRERIEFERLE LNEERE, ZETRRRAREFHNEERE. TN, REPESRIWE
TR AER RS,

BEAZEREXH, BFREMTEI

s APGERENZIHSTERS.
o BRERFALNEISE EReE. £ Windows F& L, BERIERTRET RN, BHEIEE > RAHBEEE
™ RERIASITERSERTRMET.
o WNEIEREBZE:
- Citrix Virtual Desktops: M Citrix I+ B HMKIGE “ERAFRE" KEEEBF AR,
- Citrix Virtual Apps: RIEEZREER Citrix Virtual Apps BRSS 28hRk 7 :
* {EA Citrix BRI E “BRNERE” RELE B NERS,
* 1£ Citrix Virtual Apps BRZ8s80 Citrix BRIz HI &, %%, AREISERPIER:
- BERSEREY > BRFTE R > RS2 INE > HDX Broadcast > 2/Rsk
- BERSEEM > BB RN > RSRAMIAME > ICA> BF) #
* HBATENRIENERNRARNT.

i

REREEEEBA (ULKBRE), UREERBNELAEF. NRIKENEFBKR, EGHEENNNELTNAER
ZRBIFE—EBD BRER.
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EXR S es L fEA Citrix Virtual Desktops:
1. %#% Desktop Viewer & & T ik,
2. EEEO.
3. EANERBiEESh Citrix Virtual Desktops B&. HRESNETSTARYET—HREE
4. 7£ Citrix Virtual Desktop TE#=m, #EE2R,
BEEIERT BEIA A EEE.

& % 7 Citrix Virtual Apps and Desktops #1 Citrix DaaS it B2 ZHNEFREER, BESRMIRFLXE
CTX115637,

FTENM
BERAPIRE LTENIRE

1. #APKREL, MEAREFPRHITEIREREZFERE L,
2. EEFPIHKERETFLE, BE “BROAN, FHER ‘BRES" M ‘BEEMFERESE ETL.

FRERR R

BAFEM Windows FiR BB Rtz in A fEFFFl=m, Citrix Workspace AREFEEUTER TEMET
RERE:

o EHUET XABWANTREY, UKk
o HigERTIKEEXH FIRBRRE,

ERLERE L, EREERT, Citrix Workspace NARRFLEERLNIZENER, RERSHUAREIERFEH
HIRET H I,

BECAIRRRENZILEETRERE, BHRITUTRE:

o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver H8l#E REG_DWORD & DisableKeyboardPopup,
¥}

. BEREN 1,

=

AE:
£ 64 fiI it 8 §1 £, & £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&lEZ{E.,

ERALUEE AT 3 HARENIR:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
+ Always popup (22%H) (FEERE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#t) (REHERE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1
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BEREA

BJLUEZE Citrix Workspace A2 F RN BB RHHINENEA R, BRRERESNEKZE, AIUEE Citrix &
gakst. Windows HBIITAURRIENRERF.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R B1ZF A KRS R EEER.
2. EHENEETST, BEEEEIR > Citrix 814 > Citrix Workspace > F A {53,
3. EFRERES TR,
4. EEERAUNFIEIET,
5. E#iEsh Citrix Workspace [ FEFE 1% UEFR A E BE Ko
Citrix Workspace M A2F X1 32 fiGEIR:
Citrix Workspace R A2 #F 32 (IGREBER. AT HWTLENARFRE, ESEmtAUTHREEAERE:

o EEPOIIEEFRIRNNARER,
o ‘TR FEBLK
o fES1=

IJ\IB\

AMRFEFLHESBERE, JRBEENREBRERA. Citrix TEHRIEEIMRFEREHFILYSEE
HRVIB RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BEBHITED.

B EHEREE, A 1T HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences  F I — ™ & &
TWIDesiredIconColor WFREEMRMHEHEIRENMEE. EirsNEERER 4. 8. 16, 247 32
i/ R. MRMBEFRERIE, AP AIUAEREERENRERE,

RS LTEEXNAEFRESANUE

A “FHR” RBEEMRMXEEmIREARINEE, AILUEE LA AREFHRESKE Windows BFBREFMEE
£o APARMM Citrix Workspace B RENT AN AREF. “FHR” ReERMNSEREANEET A AR T
HNREAR, HERTREEU—RNARHR—HiZONBEEFNEF,.

irE#A SelfServiceMode, HEAB R TIEE RN True, HBIERI SelfServiceMode 1558 & R False
B, EXRANBEBRSEF Rim. Ak, EEILUM “FFE” RBEMMSmREA FRRESNER) HRTiRN
N ARERF.

BRMERRFAUERZMEMRIKERBEXRERES NG .

fERRES

« BPRTERBR AT, ¥ SelfServiceMode 15518 B R false (INREAER) BY, FIERARFIYRE
R AR, MRMKEFRRRESXER, AP EFBHMXIEFH Citrix Workspace R FEZFER LHY
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RIFREY, WWEMRSERET.

s APREERE—NARE, ‘W7 M G EMATE, BAELAFEEEZNARE, EERAUE
F H P ERA RN RIRIRFIN S MK P B RERAR, B RE A LUESEE A init B L FahREm R
(HideEditStoresDialog) sRi2{E55%INR. MREELRABMAFEFUAIE, BABTUEBNXETRES ‘G
BRI IR, LB AR P B) AR NS MIRRIK o

« BATEER Windows &4 ERBIBRR B2,

o AILUEE A BE XA EMRIGERNKEREAR. BRANERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T “FRR” FERPRIERES T, FHRAMINESIRE UseCategoryAsStartMenuPath,

AR

Windows 10 RAKFTE “FFia” HEHBIBRMARAXHX, LAEFREETRERERXHLT, B2, FEE
A Citrix Virtual Apps EXH “H51” FXHKPET.

o AIATERELEZHHRM [/DESKTOPDIR="Dir_name”] {5, UERFMERESAKER RN NHKR, KE
REES A ZHFRFR .

o EAFEMEKDI AutoReInstallModifiedApps AINEA “BeIEHREECHEHNEER" . B
AutoReInstallModifiedApps &, MRS/ LEAGHWNBAEFNESEBYHAMBNEAENBER
Pt B E2R. 2B AutoReInstallModifiedApps /&, NAERFNESERBLEFSEN, HEE

&P ERBREYIRE A N ERIFBT B A E. BIAMERT, AutoReInstallModifiedApps & FBAK
=

eNo

fEREMRRIER B EX N AREFRESHNIE
AR
o BABRT, FMRIERFFBEER.
o ERENAREZAIECEMRTL MREHAFEERMEEZBESCEMRI, BSZAFR SR
1. & Citrix Workspace R AR
2. REIMRI, AS
3. EfECENAEE.

EETFXITH SR

TEREHIRE R AIEFReBAFEREZEBR,. Bl TEKEHITE, ERMNIRREERUERBNIFLEZ
B#%5), MEABEESMEE LEHMBECHEARERF. T Citrix Workspace 1R, HBEBUEMRERF
IR EEETERITHl, WA LA AR INENE A Img&HiT TIEXES,

NP

AMRFEFLHRSHTEND, ARFEEMTERERR, Citrix TEHRIEEEMRFEREAF LS

IEYRRREB IS AR, EREMRFIESTEIENI, EREIMRZE, BSLHITED.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 183



iBEAT Windows 9 Citrix Workspace R BiEF

X EmEAHE Citrix Virtual Apps BR$S 23+ 012 WSCReconnectModeUser H{E2iIl 5 /Eit%& 15 WSCRe-
connectMode., E%#HIVEEAILLEX Citrix Workspace R RIEFHIITH.

Citrix Workspace M A#EF WSCReconnectMode AMRILE :

« 0= AFEFMERINETAUERIE

o 1= AREF RN ENEE

o 2= RN FRREFRIFNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace RETHIEFIERE
o 8 =7 Windows B RE iR

« 11=3M8MAH

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMMEIME 3 BH 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

MRERECNEFPRDT, AT LUE WSCReconnectAll s ARIFIGE A false,

32 it BB EMRRIT
EMERD: WSCSupported
f&: True

AR R
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- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMmRT: WSCReconnectAll
f&: True
EMRINERE:

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MR : WSCReconnectMode
#: 3
FEMRERF

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectModeUser
B: EREHERCBRIME.
EMRIEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (i BB EMRD:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 185



iBEAT Windows 9 Citrix Workspace R BiEF

FMERD: WSCSupported

f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID

+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FAERD: WSCReconnectAll

f&: True

AR E

SERRRIN:
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

EMERIN

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B: EREHERSIEEMRR,

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID

+\Properties
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- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

Desktop Viewer

FENEVFIGEEERENEWER, EXBFRIFRESEENASRNERFAESEABFNREMELERNEUmR
B EZFIEMEENAFERURAF T UREEZENEEIRATERT Windows B Citrix Workspace 1
FEIZE,

YAPEESHEMSEERN, 5#H Desktop Viewer, BFHENSEIUSERGHNEMSEE, WAl U2H
ERLTAKE. EiARARFR, Desktop Viewer TEEINEEAAAEEOPITAEMKEHEH A KEEAF
BHERZEE. BRI UERR—BAI&E 8% Citrix Virtual Apps and Desktops #1 Citrix DaaS i#E#ERi&
BEEETMERZS KM,

=

pZfER Citrix Workspace NARFEXREMEE LNRESME, TEFER Windows“IEHIER” BEXXRESD

Desktop Viewer HayE&mA

£ Desktop Viewer 23&%, Windows #iri# +L fg@asithit &l
Ctrl+Alt+Delete ezttt Eilo
BERDHE. MISBAYHRBEREL Microsoft HENThREM IR BB E s R At Bl
E4 Desktop Viewer {y—IUsEBNTHEE, % Ctrl+Alt+Break & O 2 Desktop Viewer T 2121%5,
Ctrl+Esc KX Ttz E MK E.,
AR
ZINER T, tNR% Desktop Viewer & Ak, Alt+Tab BESIFEABNE Oz EIIEESRE . S0R Desktop
Viewer . REENMEOR, Alt+Tab BERIEIIMINE O ZERERED.

AEFIRH Citrix GITHRAS. AEEFY (1, Ctrl+F1 F5) EEIM Ctrl+Alt+Delete, Shift+F2 &E2
FRAME QRN Z BN BiEF.

AR

Fgext Desktop Viewer FETHEMKE RIEMEZARFNSESIE) ERARFT. B2, GRILUEHA
FEAHBHNNARERF, BEMNAREFRIE.

REA SR E

AERERET, APTAEZIIR—ENSEE. IRAFPZSHRTIRE, BRFNESESIENERE, Eit, Citrix
i
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- BEERASRRE LNEFREENER AR —KRERER
« ARARNRIHER—XRH, FEEEENBRAFRENERINERIENIER.
s APARINRAHR-—KENER, HRRBZER

FMERIBEEMKENITENNAF MBS ZREHITER,

TEX I EIRET:
o MREHAFMENKREEZRIBSENNBEFRBHENNBER, HE
o RARARMPENNBEFEER,

RERFILERMREETREMNNAEFREFHRFEE —H. EREASIEF, FHIENR[ERAMEIEEDE,
AR R B 12 RSB PR IR B 3R BRET ERES, IAB SRR,

RSHE T asiERY
ERILIER AP Boh 2GR IRSIE T8 BRI B K,
EEEBER, BERITUTSR:

1. BahEfR%EmES.
2. SMEILITERE:
o 7£ 64 {iI it B H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine
o 132 {iIitB#H E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. elEM TR
8. REG_DWORD
o ZFR: ST INACTIVE MS
o fB: 4 NREHERSERBRIERK) .

BB EMRIET, RSETRBUESIMBELIFFER, IMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEEMREESR.
2. SMEIATRE:
« 7£ 64 i it ® #H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o €32 3 EMLE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. SIEMTEMRDL

o 28 REG_DWORD
« &#: NotificationDelay
o B U= unEaE (B, 120000)
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Workspace i8R E RN

BIERAUEBEEBIE, WsEERF BEIM Citrix Workspace K BIEFSIEFHEZNE NNEE, NRE
IR BEIMIEEIEENEERRA TSRS, TEEM Workspace fritil. NESIBRASRIERIAEN
NMAEEMEEsigs Citrix StoreFront A,

FEHEBEIERLURBERM 1 H8E 1440 £, BUNERT, REBEREHEN, BERAILUER PowerShell 3R
F2& inactivityTimeoutinMinutes &%, gl FHIZATF Citrix Workspace B2&# PowerShell 11k,

RARFARNT:

o EEHAI=0W, BHNZEFOFREET—FEN, BT —TATRIIERICEHEIET.

o AEAREENFEMEREATHET 5 2#le, BHA 2T

s ARAUBEHREEREFENASREERANARER, AXMERT, FEmitHSREENEEENE. ©A
BT HER G N ARENRIE,

=3

AR

M

ERREERN Workspace (&) RIERENEENEBH,

EPARREEIR (CEIP)

U RIS BiER BITBERIMHAEN
Fo B EFA 4R Citrix P43 2tE TR (CEIP) M Le#iBHENT Citrix 125 Citrix
EATF Windows #9 Citrix Workspace FREFHRE. T
Workspace i RIEFIRSEERER  BEFIIERE, AFERFLZENEYS
fEREIE, HEIEIEREE RRR, #IFRSKFHEEAR
Citrix #1 Google Analytics. FeEMER IR A,
W ER R EIE

N EFRR, Citrix 2Uksk Workspace NBREFEEMERBREIE, WS Workspace NBREFHNRE. THEEfE
B, HAaW Citrix A= RFLENEYDERIR, UNERRSKEHEEARREMEMEMIRE, YBRNLUCAR
NERMOH. RPEHERMAFHETEN, BFRRRE CEIP $UBFENRELRFR#HITOM.

Google Analytics Wasr945E CEIP BiBTREIE:

1BIER SR Workspace i BEFHR B RiERE Workspace M HEFiE
= =
RERAE EERIR pEE37/ I VDA R
REEFECE ZEEFRE BEFIRREERE N AEELE
© 1999-2023 Cloud Software Group, Inc. All rights reserved. 189


https://www.citrix.com/downloads/workspace-app/powershell-modules/powershell-modules-for-citrix-workspace-configuration.html

iBEAT Windows 9 Citrix Workspace R BiEF

B shEHTEED EEPOMERER AR HRIFREE RRAAEIRA R A

RERS/IEM Citrix Virtual Apps BN BER/SEA T EFRIEE RS
and Desktops £iEFEzH

EERFAER StoreFront %I Citrix Enterprise HEEE
Workspace URL i¥#15  Browser ER1ER
BERE

EDEEHFAER Citrix Enterprise
Browser kg7~

AR

BhR7 2206 2, Citrix Workspace WABEFASMUTEEE (EU). Bl X (EEA). HmEMER (UK) B9
BPEEWESM CEIP #kiE. MNREHBHAILLINEE, BEEHMEH Workspace MBRERF.

AR E B

BhiiAs 2205 {2, BRMEEREALIRBU TS REIERX CEIP $uB (TEH “&3” PIsERIRIPE LM SR T
RN

1. A H@EMXiEgsH Citrix Workspace [ HZF BT,
2. EESREIE,
LB B R E R BT IEAE,
3. EFEBURRE.
4. EER, WEUER CEIP EFRF S5,
5. B Save (fR7F),

ER AERBF SHSMEIU T EMRIHIZEIGSEE:
B%1%F: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEMR: Enable_CEIP
f&: False
AR

—BEEER, #h5E0E Enable _CEIP FMRIUSEN False, EaJ LB SMEIUTEMRIFH IR EER
FIEREREM CEIP #iEtER (BMRIERSM Workspace MBEFHRA) :

#%7%8: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

MR DisableHeartbeat
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f&: True

Hthf5 =2

Citrix IRIB& 5 Citrix BTN EREF O BEIEIRE, FHI%8 Citrix Services Security Exhibit (Citrix fr% £
MET) PHMEE#EITERIP. “Citrix Services Security Exhibit” (Citrix REZ 24 Ex) alE Citrix Trust
Center (Citrix f5E®) KB

XiFHigE
Citrix Workspace [z A2 FiRIE N S 28 s im g EHIXINIG B 2/ EHHA. BHEFEF.

B Citrix Workspace M AR 2106 2, EaJLUEE “RIFIRE” BEXKIZEL. HEffiFigl. EXEEEH
R B RN AP RTE, HEBMEIRENA.

AR

IETGER F I E,

BXFAER, BFERKEIRE,

Microsoft Teams

- RERE
. EIBFIEAEE
- EFEEHS

WebRTC MF&hR, ERFEZIMILA Microsoft Teams

BhRZs 2209 #2, BT Microsoft Teams B9 WebRTC BrAsB A& EIkR 2 MO8,

£ HDX #1789 Microsoft Teams LIS SHIEHIEI R
iEATF Windows 8 Citrix Workspace R REFIESZ FER HDX #17H Microsoft Teams ka9 & SRR
S

EAEMEEREFREEXEGERYE S, FBYEENEE I TRE (BANES) FERENTH. &IHEER
BT P2P fieiE=iY,
AR
EIHEEMER S Microsoft Teams Ul/#RHER. 2BOXFEER VDA BHEl 2112 B S RAMNE R
EXPFMER, BSRZEOSINANRK,

PRI
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o ALIFEEAMAPEXNE 2SR,

o BEEMRTRERIEZEFEET. SEXAHEHRBE Microsoft Teams skE#iE#E VDA Y, HREMER
BEEAXA,

o BFiEE ICASIERE, MEEXHA, B2, Microsoft Teams Ul ER— 14, IERZATHRERNAFERR
. Citrix 1 Microsoft [EfEHFESE AR LA,

o EMERERE, REVIEEST Internet,

AR
kI E X 7E Microsoft Teams # RN EHFE R H. Microsoft # H Ltk BH B, EEH CTX253754
Microsoft 365 Public roadmap (Microsoft 365 AFFER&E]) LGKEAEFHF AL,

RREH=
Bhk4s 2006.1 2, 7EfEMA HDX {1LH Microsoft Teams M AREFHIEHRREEZINEEPRSINT FIhbk.

£/ Microsoft Teams £E=MHNAXETF Desktop Viewer EMHNZE. Desktop Viewer &OSMEHMIKIE (&
PimAthEm. MWERER) BETHER,

£ Windows 10 2R, LT &R%ES Desktop Viewer EOEENFREILETT:

o ‘TR B, R BN “ES5UE".

o EESEANERIGBHEZIER,

« BIRETAE DPIRENZERR L, MRAMUABREFSE 2 M TFEANERRES, #EHDPISASF
Desktop Viewer &O#E E/R2& DPI RILES,

s BRESRFEEASEFNEARFNER LNSETR “HARFRIE,

‘miDSsMERE(EE 28

HdxRtcEngine.exe #ATE Citrix Workspace R Ai2F+# WebRTC #4312, BT 412 Microsoft Teams
BEM, B Citrix Workspace ZA#2RF 1912 AEShAE, HdxRtcEngine.exe BIUFfdEH R CPU fEREB
HHER T A WESHRERDOWE, FTHEMEN 240p. 360p. 480p. 720p 1 1080p.

MEET T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥i41LEiETT, HERAEE
WE T ERRERRAIUENNRES R, FRDENEEERAIESNIHE, RELSEDETURWTES ZEH
W, BAIUENEASKINRS R ZENHE.

NTFREAECHNRATASHERNER, BEMHIEEXS:

im It EE RADYER ERRDUE
R 1080p (1920x1080 16:9 @ 30 3

fps)
s 720p (1280x720 16:9 @ 30 fps) 2
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it RE BRADMER AMRIUE
12 360p (640x36016:9 @30fps 1
3 640x480 4:3 @ 30 fps)
FEE 240p (320x18016:9@30fp=k O
320x240 4:3 @ 30 fps)

Citrix Workspace W BEFHAEMRERREZ:

SEEMERER HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream FH Iz LU E RN :

BIR KE (=1 WiBA

OverridePerformance DWORD 0;1;2;3 SR SCINFR B AV IERE, B
MANTF 0 3 2ziE, H
0 FR~i8, 3 TRk,

BEXEERARIESENER, BSRREEEGEES.

A% Microsoft Teams i {LEF4IE S, EZIA Microsoft Teams i1t

AFOAEHER

I HdxRtcEngine. exe RREIEERINAE, MRREMMtERERSBEENE AEC THEERSMNEISERIRS
o

SEIFMERER HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream Iz LU E RN :

Z#: EnableAEC

58 REG_DWORD

#iE: 0

(0 RRER AEC, 1XRTEA AEC, IR Regkey &27E, HdxRtcEngine FMEIATT B AEC, MEILIME
RERRE I AR, )

Microsoft Teams i1k B9IE3RIHAE

o BiEHTF Windows # Citrix Workspace B2 2112.1 &2, LUFIEE (ZEOMTFIEHIN/KEUEHIR)
{X7E Microsoft Teams ¥3k#HEHEA A,

Microsoft #H It E#AY, ERIIAEF CTX253754 LURESE TR AL,

- A Microsoft Teams W2 BEOWIXRAM=IY: £ Citrix Virtual Apps and Desktops (2112 &=
hr7s) =hi@d HDX fh1kfE, ERILE Microsoft Teams RERZ M EO#TIMRAMKIN. TLUETE
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PRI -

FMARBHIHERRIN BXRBHEBOEENIFLES, 15518 Microsoft Office 365 i L Teams
Pop-Out Windows for Chats and Meetings (Teams BTFEIRM=INAEEFD) .

NRITIEEEITIRIBM AR Citrix Workspace RzA#2k Virtual Delivery Agent (VDA), Microsoft
RERITgESFHEEAORE, B2, EZRVELIAFLTENATAZH, BAUARIZHSZI IEA
(2112 sE=HRA) B9 VDA 5 Citrix Workspace W BIZR iR

BTN JUERR TR HEZERENEFINRETFENMINNEMAR. Z—U85E&9
PiEd e, BN IERBARTERNEAAZNER. WAHAIUERRZRSE, H BRI LR
ez HIA,

REUZHEIN: ERBHERIERE, £AS5FHINETEREFMIZHIEREFNNR. AE, HER
BHAGALHETIELZIER, AAERHNG, ELEHAENES LORENRRRAN, UREHR
EHIR S IEHZ T HIN

ERUBAF 5= BT84 Microsoft Teams SEZE ik LA P Z M =31 SiBiEHAE, 1ERIEHIY
IR o BRAE: AP A LUINAS Y BEREUERIZHIA LT,

Dynamic e911: Citrix Workspace M AREFZFsSE 2N, £ Microsoft BIFER. EEARE
BNEERBRERN, SRETBTHRITUTRIENED:

* ECEMER R E T
* BHIREAR

RSB KIE RS EE1TH Citrix Workspace M B2FRYFIIE, m3IE VDA £iEf7H Microsoft
Teams &P i,
Ray Baum AR ERE 011l MEMNAIAEUBEXIEEN AR LT E R (PSAP), BERTF
Windows 9 Citrix Workspace R 72 2112.1 &2, f#8 HDX 89 Microsoft Teams L& M Ray
Baum BYEE,

MARFHE: Ual, Y&k Citrix Studio BB T HDX 3D Pro HE&ES, § 3% A Microsoft
Teams FHNREHZEEERENBRER,

BiEATF Windows # Citrix Workspace A2 2112.1 # Citrix Virtual Apps and Desktops 2112
2, FREZMEEAFEE Microsoft Teams PR ZNFAERF, B HDX 3D Pro &RB8fE, EaIUHEZMARE

Fo

« BERATF Windows i Citrix Workspace R ATER 2109.1 2, LUTIhEERIA:

% WebRTC 1.0: EAT Windows 89 Citrix Workspace R 2R 2109.1 2 WebRTC 1.0,
REEFRIISRS AR R ERE,

RREAZERINEE: O UER Microsoft Teams FHRBHEERAZZ NN AREF. OB
RE. ERLIhEERM=RE Citrix Virtual Delivery Agent 2109,

NARFRIFEAY: BEANAERRIFGE, WETLUETES HDX fikIhsem Microsoft Teams
ZEAR. BEILLINEE, EUREEAEENEEPETHNARERFE O, FARILINRESMRE Citrix Virtual
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https://techcommunity.microsoft.com/t5/microsoft-teams-blog/new-meeting-and-calling-experience-in-microsoft-teams/ba-p/1537581

iBEAT Windows 9 Citrix Workspace R BiEF

Delivery Agent 2109,

=

AR

NRAVEBRANAREFRIPE, FRATEBISRERES,

« JEATF Windows 89 Citrix Workspace B2 2109.1 £ VM &N BIEF ERLZE L8 Microsoft
Teams LA T IhEE:

- RN KRB AEIE

- HESN
- BRH=

+ BiEAT Windows 89 Citrix Workspace R 12 2106 i2:

- Desktop Viewer &t FeRERET, BATALUM Desktop Viewer BEWFIE RBTIEE— N REHT
H=, #FOERT, BPAIUEE Desktop Viewer &0, AELERENT, BRALUMFEREDIER
—PNEEHTHE. Desktop Viewer ENEORR (A, FRIJFR/IVE) B, BEHEREL,

« BiEAT Windows 89 Citrix Workspace R 2R 2105 i2:

- B LA REREEEMSE,

£ fin & \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # €| & & A
NetworkPreference(REG_DWORD) B9 &R A,

RIEFEERUTEZ—:

*

*

*

*

*

o U W N

A

: Wi-Fi
DRI
2N
DR

BUNERT, MRKIGEEME, WebRTC B#s5 | LRERRER AL,

- EEIUBEAEMILEER 2 (ADM2), LUER AR EMILEER (ADM) BFNEEERN, 2H ADM2
B TRAEERSZRNE XA,

E£ ADM2, 3ESME \HKEY_CURRENT _USER\SOFTWARE\Citrix\HDXMediaStream#
82— %&5 DisableADM2 (REG_DWORD) #yidM=Rm, REHEZERN 1o

« BiEATF Windows 89 Citrix Workspace R 12 2103.1 i2:

- RIAERT, VPO ML MEL FRARS.

- [IEHER. BEEEEsl. BREIMGIECERERINEE: MR Microsoft Teams i & 7 XLk, Citrix
EEM[AH Microsoft Teams FEREREMNE, BN, XEXETUSEHAIZE N True,

- DirectShow IERIRIASINEE,

EENRIAZIE, FRITUTERE:
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1. BahEMREES.

2. EMEBEILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,

3. EHLITE: "UseDirectShowRendererAsPrimary'"=dword: 00000000
HeTgerIfE:

* 0 JE{KERY
*x 1: DirectShow (Zki\A)

4. EFEs Citrix Workspace R AERF.
« BiEAT Windows 89 Citrix Workspace R FR#2F 2012 i2:

- NEAMEAUEREHEREPEIETENRIFE.
- WebRTC A3 EMESSFER P inig & LEERNRIERS .

« BiEAT Windows #9 Citrix Workspace R F#2FF 2009.6 i2:

Microsoft Teams 7 &i%i& &5 R B R UFIERIIMEIR o

WebRTC #1435 Za] LUEHMHEE iR R LA 8EMN R ARIB DY, WebRTC R4S EER#ITE R,
AU EERB BT,

Citrix Workspace AR R#£#ZFES Microsoft Teams $E—i2iT .

EFEHBRBUATIRE - HXWFENAB=ERIENHAEEREZERXE, EIEKDIEE,

- RREHEZGAIME - HEHZEREN, UAHIEEXHER Desktop Viewer &, LT, &N
Desktop Viewer & OTREFHE A s A E IS 1E,

« BIiEAT Windows 89 Citrix Workspace R FR#2FF 2002 i2:

- A Microsoft Teams £Z T kXA, Citrix Workspace MARRFaE Y £ ENENEXEEE
BER—MI®iAE, ©REEHZ Desktop Viewer 50, SiEHZHTBMERAME D, |k
Desktop Viewer GO, REEZHEHE,

i E%] Workspace W AIEFHNERER

January 17,2023

f#F3 Azure Active Directory 8 S5 F

KEDRENB T WMMAEER Azure Active Directory (AAD) tER B MR IIER, EEAE AAD EMME L ER
EMANENTERERSIMP SE R (SSO), FEALERE, EaEFME AAD fiks E#ER Windows Hello 5
FIDO2 &1 Workspace #1785 431k,
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AR

INRAEEA Windows Hello fEAMIIMSHI0IE, MATASZIS Citrix Workspace FRRZFHMESER, B2,
BRI EABHNEMYAEFNEEN, RAASRTERANBRRMNENL, BRSE: BE RIS S HIRIER
% (FAS).

WEFMN

+ 5 Citrix Cloud #95&zh Azure Active Directory &#%. BXiFMEE, 1E2H% Azure Active Directory i%
%3 Citrix Cloud,

+ Azure Active Directory THEX &30, BEXFHER, ESRANTEXEA Azure AD AL,

- BIFZREERE Azure AD E#, BXFMES, 1E5I1A Getting started with Azure AD Connect using
express settings (fERREFIZEF 4R Azure AD Connect),

« 7£ Azure AD Connect LEUEEBSHIIE, 1o, ERIERRERMEBATE Azure P LREEX. &
XiFAMER, BB Azure Active Directory BB HINIE: RENTo

&
BHRITUTSE, UEEMNgE LEE SSO:

1. A% includeSSON %A Windows &3$1T7%% Citrix Workspace B2 :
CitrixWorkspaceApp.exe /includeSSON

1. EFBEMNIEE,

2. B@infT gpedit.msc 77 Citrix Workspace [z B2 SR R EIRER,

3. HEEEHEIR > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

4. EEREREBSHRIE. REREMNZ2IRE, ERAVIE ICARITERESHRIDAT ERBEREES
RI8IIE,

5. 1£ Internet Explorer REBF BHIIEIRE. BIEKIEE, BEHRITUTIRME:
o M “ZHIER” P17 Internet B4,
o SMEEMEY > & Intranet, AEREHIES
o E4M Intanet EOF, BESEK, FNEEMR, FNUTAELR, ARREXE:

- https://aadg.windows.net.nsatc.net
- https://autologon.microsoftazuread-sso.com
- The name of your tenant, for example: https://xxxtenantxxx.

cloud.com
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6. WIRAMAF P prompt=Llogin BYHZAFMINMISHIITIET. BXFMER, &35 User Prompted
for Additional Credentials on Workspace URLs When Using Federated Authentication Providers
(fFABE B P IRHZFIRTAFE Workspace URL EHINEMER) . EaJLBXR Citrix HARZFLL
ZEBEPHFW prompt=Tlogin B, URIEERESER,

7. 7£ Citrix Workspace AZFZEFis LR AREESHRIE. BXEHAEE, BEREEESHRNIL
8. EfiEzh Citrix Workspace R RT2F LUEF BT X & 5o

£/ Okta Mk S FHRIERSHITERE

ABAARBNBUMAER Okta (EH S HIREER URMANIENIEEME S FHIIERS (FAS) KRLMBAFR
(SSO), @I IEE, EaLifER Okta @ Workspace #iTEI0E, UEBRBESERHBILEHINE - XERIET.
BEFERSHRIENGEER, BRER Citrix B 571 RIERS S Citrix Cloud &R, BXIFHAEES, BSAE
Citrix BE& B WIEARSZEEE Citrix Cloud,

M
« Cloud Connector, H*%%# Cloud Connector Bi¥4{= L., i&&i# Cloud Connector &3,

+ Okta {3, HxZ=%# Okta RIEBMFAEE, ESi Install the Okta Active Directory agent (%% Okta
Active Directory RI2), Ittoh, #ERTLLE Okta IWA Web RIBEREAMEMAN Windows BMIEEE R, &
XKiFAER, 18 Install and configure the Okta IWA Web agent for Desktop single sign-on (&
MECE AT RmE 5= Okta IWA Web 12)

+ 5 Citrix Cloud #9;&z Azure Active Directory &%, BXF4ME S, B2 Azure Active Directory i
%% Citrix Cloud,

o KABSMRIERS. BXEMER, BERTEREINRIERS

&
BRITUTEE, UEENIEE EERE SSO:
3% Citrix Cloud #2318 Okta 4H47:

1. T#EH %% Okta Active Directory i3, AXiFMES, ESiA Install the Okta Active Directory agent
(%% Okta Active Directory R32),

2. &%3 Citrix Cloud, MR https://citrix.cloud.coms

3. 1 Citrix Cloud Zz#dh, %% Identity and Access Management (S{3F1i5AEE) .
4. 3% Okta, AEMEBESHEPLE Connect (EH),

5. 7 Okta URL /1, B Okta i,

6. 7z Okta APl Token (Okta APl %) &, BN Okta BRHI APl SR,
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7. 7= Client ID (F/i% ID) # Client Secret (FFiHFE) &, MAEZHIBIEN OIDC Web M REFER
hEF G ID FIZE, BEM Okta iFH & SHIXEE, 5%ERE Applications (RAREF) HiKEIEH Okta
R FEF. 7f Client Credentials (EFiREE) T, WEMMEMER Copy to Clipboard (EHIZIFMAR)
¥l

8. #i Test and Finish (ix¥52m). Citrix Cloud £EER Okta 48z BHMLRER.
FAIEXEA Okta SAIIE:
1. 7 Citrix Cloud 5z#rh, %3 Workspace Configuration (T EXEZE) > Authentication (H{331L),

2. #%4% Okta, HIRRAS, 5%#E | understand the impact on the subscriber experience (X 7T#2
ST RS AR = £ R R) o

3. i Accept (%) ESNIRERIE,
BRBE S MRS :

1. 7£ Citrix Cloud &, %% Workspace Configuration (T (K& E), #A/5:1%#F Authentication (&
R

2. & Enable FAS (5 FAS), WEXRZAERER S WA ENAIITRESRIE,
2E, BREBMIIERSEXIM Citrix Workspace BEIHIFrE BINN BIEFMEEE Ao

HUTREERAETEXHAETS FAS RSBERNZRUESHEMNARFREEN, NARFREEBETRTREAN
FEENEL T B,

AR

NRFRMUEBERRIFFE FAS RS B[BEEXFARLTFEIFER, NAREFBHIERY, BEREIERKEE. BES
RATREWMANE AD EIBLUA RIS AEFHEHE.

S IRIE

January 17,2023

Citrix Workspace A2, BIEHEESMHRIE (2RB R, SSON). FHeRLUK Kerberos EBSHKIE, A
MR BEMAREENFHRIE,

HEE (RRER) SHEIE

HEE (RAERH SSON) AFEEEH#ITEMRIE, HEXFEEFMEITEHRIERAIER Citrix Virtual Apps
and Desktops #1 Citrix DaaS (L{gi#kA Citrix Virtual Apps and Desktops ARS3) .
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} =r

AR

MREHEAFRTRERTEZ AT Enable MPR notifications for the System (W& 4= R MPR &40)
%EE, M Windows 11 RAZIHHEE (BRER) FHRIETHEE.

BRE, HER (BRER) SEFCENERE, XTEMTLUEEIEM Citrix ZAREF, MAUERTER. BFHR
BEIRE LT E QBBERRYIR G, LRI EAIX,

L5 R Citrix Workspace M AZFET, R EIRGHEN AR SEmUL “Fria” Zpigd—%#s StoreFront,
REBRAERRE, EAIER Citrix Workspace N AZFHBHEMNIAEFNKERIE, MAREEMRBAENE
o

Fie Web 5838 B REFERARIEITR (GPO) ERERKEERSER. BXFERAARKIR (GPO) ERREIRE
BRERERNEAES, 55REA Citrix Gateway FEEE R EF,

FRAIMERU FEREMEH T MR ERARLLENEE Single Sign-On:

o IO

EAXER, NMEHER. 2RERM SSON rILIERER.

LI REIENEE Single Sign-On
BEAFRESETRESSER, BRTUTSE:

StoreFront EHERE,

7z Delivery Controller FEE XML 51EARS,

&2 Internet Explorer i& &,

Z# A4 Single Sign-On 1 Citrix Workspace Rz BERF.

N

7 StoreFront tECESR A& F

BAERAFENEETEMIIE, FERAREMERM Citrix Virtual Apps and Desktops #1 Citrix DaaS, mA
FREENMNES N ARFREEHATEHRIL,

£/ Storebrowse SCR2FRINNAREEN, EHNEEEEAEKRENNBEFTSE—E%FEE: Citrix Gateway
ARS8, BIE “FR” RBIRE, EBE Single Sign-On /&, AILURINRIABE. AN ARFNSEURBRFIENR
R, MEFZRBNEHEE,

#R4#& Citrix Virtual Apps and Desktops 3%, aILIEAEEREHIG7E StoreFront LREBRSERSHRIL.

BETFRTEFARNANIREZENEE:
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FAfY

StoreFront L8 EER SSON

FEEAT Web #9 Workspace
i)

REFMAES

Bzh Citrix Studio, ABHEENF
BlE > BB MINIES % - NAR
&> BAEERE,

B AEE > ERTF Web 1
Workspace ifi 52 > EES {3 IIE
A& - NA®EE > BAEERE.

i@id Citrix Gateway A2 E Single Sign-On

fERARIENT REEERYT Citrix Gateway E/ Single Sign-On,

[

Citrix Gateway 331 Single Sign-On B8,

3. EEEBA.
4. BEHENAMBAE.

5. EfEsh Citrix Workspace Rz REF LERMHEIE R E o

7£ Delivery Controller LFf2& XML E1EARS

HtfE2

%43&E R Citrix Workspace M/
BFEEERERN, ExEmE
BHRIEAENEEBYIR AP
ZMEE (WRATA) .

%:&%8 7 Citrix Workspace FZf
BFEEERERN, E2E0R
SHWIEAE NS BB AP
BFES (NRATA).

®BTia{T gpedit.msc $TFF Citrix Workspace MA#EF GPO BEiER,
2. EHENEET ST, HEEEEIR > Citrix 4144 > Citrix Workspace > BF B{318IE, SAFERE)

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UEE R & 7 Delivery Controller L7 LT

PowerShell &%

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True

&4 Internet Explorer i &

1. £/ Internet Explorer % StoreFront RSS2 INEI A hRTIR. EAM:
a) MITHIERBE Internet £,

b) E&H%s > & Internet, AFETiES,
LB 2R Intranet &,

) EESR.

d) #IEMREZHA HTTP 3¢ HTTPS #hiX# StoreFront FQDN #9 URL.

e) BENAMHEE,

2. 7% Internet Explorer FE AP S RIEIRE. Ef&DK:
a) MIZEIERES Internet 3%,
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b) gERL¥EMF > Zi Intranet,
C) BEBENXRF, EEERELLIZE — &5 Intranet XiIgE O,
d) ERAFSHRIEEES, ERERSFAFENEBANESR.
i!‘ User Authentication
2, Logon
(C) Anonymous logon
() Automatic logon only in Intranet zone

-I';'J Automatic logon with current user name and password

(_) Prompt for user name and password

e) BENAMBEE.

ERMITROEEERER

M /includeSSON Fx%iE Citrix Workspace R B2 HEF Bsh Citrix Workspace Rz 2 MUEFR A E

BRER

AR

L&A TF Windows B Citrix Workspace R f#2 1B k & £ Single Sign-On H# K, FZ#HEH
includeSSON FxF+4k2| Citrix Workspace W BiZFHI SR

R GUIRERRER

1. #%3 Citrix Workspace MARFREX# (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBHRERERF,

3. HRARSERTEATH, KEBARAERIED,

4. 2 ET—F, ARRBIRTITHATE.

TEMEREERNA A ZIEEIAIERA Citrix Workspace NARFERINELABE (HRE—MHEAEE).

&R T Web 1 Workspace FEE Single Sign-On

Al LU SRBEX R EERIERIEER T Web # Workspace LE2E Single Sign-On,

BiEiE1T gpedit.msc I7TFHEMA T Web #9 Workspace GPO BI21&iR,
FITBENREET AT, BEEEER > Citrix A4 > Citrix Workspace > B P 5311,
EEAMAR SNEEREHREIRENEER,

> wnN e

IEo

5. BEAWYE ICA EERITEES ML ETUEBLIEMSHIIERE, FAWEREER LEER

6. BEMANHE.
7. EFREERT Web 89 Workspace LUEFF B E R E K

/

BEERAEBESHNIRIE. ERAYFHERT Web # Workspace FERENE R EZIREZZRS R LHITIHR

1zo
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B RIS EEERBIEEEERBA Single Sign-on, H#@&E ssonsvr.exe #HERBIEEIET.

=/ Active Directory 2 & Single Sign-On

BT B Active Directory 4855884 Citrix Workspace M BEFEREB@E S HIIE. EXMERT,
SCH Single Sign-On S4%0iE, MEREARLRAHETR, HlI Microsoft System Center Configuration
Manager.

1. T# Citrix Workspace MBRFLEXH (CitrixWorkspaceApp.exe) HEHRESBENMEHEEZ L, EH
E&=%#T Citrix Workspace [z Bi2FH BTt ENLSRES A Z R E X .

2. MiERTF Windows ¥ Citrix Workspace [z 2+ T # BUEmREX CheckAndDeployWorkspacePerMachineStarti
.bat iR,

3. BERARLURM CitrixWorkspaceApp.exe MAIBEMARZS,

4. 7z Active Directory EEREEEFIAH, BN CheckAndDeployWorkspacePerMachineStartupScript
.bat fEREEIIZE, BXEBRDMARFAEE, ESH Active Directory &5

5. BIHENEBET ST, BEBIRER > HN/MERERLR receiver . adml X,

6. #il receiver.adml #iRjE, BEEHENESE > EEEIR > Citrix A+ > Citrix Workspace > BF 5
BIE, BXRRMERXHRIZFMAER, BSRARENREEER,

7. EERAMAR ZNENREHBHIRENERA.
8. EREREESHNIIE, AREEHNA.
9. EFBNITENUEERE.

7z StoreFront tECBEHE S&F

StoreFront it &

1. 7£ StoreFront AR588 LS5 Citrix Studio, AEERNARNE > EESMWIES* - NBAEE,
2. EEEEE,
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Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

SRRIESHE
BHRIECHRMBEHFEENNEE b, SECHAEEERARRIEEN S ENRANZRE, Citrix Workspace
N RREFRET B TR EARMEE FFES ORI hEANED,
ATEReM, RITMERETARENR (GPO) EISREE FHIRIESIEEME,
AR
HERERIEEBERER,
EERARIENR (GPO) REEEBEMBHIIESH, FHITUTERME:
1. &idiE1T gpedit.msc $TFF Citrix Workspace R FEF4A SRS R EERIRR,
2. EHBNEET AT, BEBEERIR > Citrix A4 > BBRS.
3. EEESHERIESHEKRESD, EEUTERZ—:

- ERA: BRENRIESHRE#EHRE E. MABRT, 18BN “EBA"
- BEH: ETEORIECRRFHEERE L, RANIIFENRDN, BERBANENER.

4. BEHENAMEAE.

BHRZ 2106 &2, Citrix Workspace M ABEFIREB TR EAMEE FEHES HIITSHENEMED, RTINS
GPO EE&4h, EAILUERA Global App Configuration Service 2 EZSRER _ EEE S DTSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens B%i&&H False.

BXEMER, ESR Global App Configuration Service i,

BT
PIMEAREREREITMN, 1% Single Sign-On BEEHRRE. ZNAERERBERNAERESIET, HERA
BER,
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1. A H@EMXEgSH Citrix Workspace M AEFER, RESETEHEIET,
LEE % B R R BRI EAE,

2. BERENESR.
B 2R Citrix BEEERZERT O,

(@ Citrix Workspace =
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrix Workspace Updates Data collection
I Configuration checker Rezet Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] ~ 0K
About
Version 4,13.0.569
2 2018 Citrix Systemns, Inc. All Rights Reserved.
Third Party Motices
3. MiEEEED%EE SSONChecker,
4. BEHET. BER—M#HES, ERMRHRKE.
EEENEREOSAUTS:
1. K& ERFERESNNRER.
« FESFEINCRAIZIFENRERECEIER.
 BEW I IEREXNERNER.
o 6B X IBETRZSERE SEEERER.
2. RitiEF: BERERE EETIIHERNEN. E4=MF, H Single Sign-On,
3. Ef: IERLB0EER, Flan, &Ik,
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4. Wit FEREITRARENIHAE .

5 #AER: REEXNHNHEMES, SEdditaEd.
BRREEXSMBERMBENERIIFAES.
FER T AT

1. BB Single Sign-On &%,
2. BREERHR,
3. MERMEZR M REH “Citrix Single Sign-On” & BAMLIREIZFTIRFHE—TE, FXWERER

FAMBMRER A R ER—MREEERIZ. IR Citrix Single Sign-On EREHIRFHEMEMIE, N
W MERERFIMIVRER2ER—MEEN ‘1”7, HESHMER.

4. Single Sign-On #IZIETEIETTo

ARBE: AIABERT, LREEEEEF L.

6. Internet WREXIHIGE: E5 23§ Store/XenApp Service URL #1012 “Internet i&M” hi R £ XiE5!

=&,

MRBIARREER X, KEPHMEMERN, FREEFITASHEENE O EFEFMNERER,
LUK Bt B IEF IR S

StoreFront BB 3I83IE 5 %,

=W

o NBEiFEERTF Web 89 Workspace, MR RRER,

+ 308 Citrix Workspace E AREFEER Z NN ARAE, WSEMEERBENNARE LETEHRIES
FEMR

o FIMIRERRENRS. BRINRER .t

PR “BREER” BOFH “EENTSR" Em

1. @17 gpedit.msc fTFF Citrix Workspace MA#EF GPO BIEiER,

2. ®Z Citrix £ > Citrix Workspace > H8f;53 > DisableConfigChecker.,

3. BEEEARREEAEEMEQFNEERERIET,

4. BEHENAMEAE.

5. i&fT gpupdate /force &%,
PRI -
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$538 £ “IsE41% 5 XML Service MiER” BBEMICZE =,
SR

Citrix Workspace A F AFEEREMLEE ((FAREREREAEFN—BIRM) HITEIRNE. S5
AT A HIAERR (ping.citrix.com) 2E TR, IiZMTNIAFI EENEMERMARIE BMEHRFTA) MS A4
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BRz—. BfTllid, AR HEMXIEPH Citrix Workspace MBRRFHERSREET > LENESR. M
ny&kAPi%£iF Beacon checke (fE5i710%ESR) EMH R TIEIT.
MR RATBE A U TE—1ER:

« @iAiAl - Citrix Workspace R 2 FBE I8 B TIBX R (51T

« ARa]ifia) - Citrix Workspace M REF T AR ST
o ExyaTiAE - Citrix Workspace [z B2 o] LRI BRI B R 54T

=

AR

o 1EEAT Web #9 Workspace &, XEENAERFER,
o MIAERAILURENIRS. IREVEAEILA. It

@2 Kerberos #{THER (2RER) SMHWILE
A F RAE A FEE R F Windows B Citrix Workspace B B #2FF 5 StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Z el iiEs.

Citrix Workspace M B2 FE X RN ER S EENEERA Kerberos #TIHEE (B AE R SSON) HHKIE,
Kerberos 255 Windows S4383F (IWA) 8 & H—F S HIET %,

BHRE, ITE Citrix Workspace [ AEFHEBENAN#1T Kerberos &35, Eitk, EHIEERAFIRE ERESR
RN RN RAERAS KT, AR AUERTASMRIEAZERHFENELHNRE, FINEsuRNEEL:
YIHE S 1D IEER.

FREEEERIESE TEEESMIIEMN Citrix Workspace FZB#2F. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS B¢, Citrix Workspace FBEF#:

1. 7£ Single Sign-On HAEHAIAE #E+ PIN.

2. 1M IWA (Kerberos) [ StoreFront 3iEFF 514, A5, StoreFront m&EH Workspace R FHEFRIES
*aT A Citrix Virtual Apps and Desktops #1 Citrix DaaS B{EE.
AR
B A Kerberos LUB G EiSMY PIN $27R. SNRKERR Kerberos B4303E, Citrix Workspace W12
FEEREREEEIEA StoreFront #1T54383E,

3. HDXEngine (z#i#f# ICAEFin) KEae+ PIN 245 VDA, MmfERF&REI Citrix Workspace [z
EF&iE. Citrix Virtual Apps and Desktops # Citrix DaaS HEREIERINE R,

3% Kerberos &1330iEATF Citrix Workspace M2, E0EE Kerberos BLE RS/ &MU T &M
+ Kerberos Rz Citrix Workspace 2 A#2F5&E FHEREZKAIE Windows Server HHIRRS 282 E21EM, &
EERSEHITERIR, EAILUET “Active Directory AAFIITENIERE" TARE XL,

o WTEIHAN Citrix Virtual Apps and Desktops #01 Citrix DaaS /2 Kerberos, 17 g2 M HIFRE
Fi Kerberos, &1Ei F2AEfAIIE Kerberos IWA &I,
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+ Kerberos BRFERTFEREENERAEAFHRIE. HAFREENEREEIRLRTANTBHNITERER
S,

H .
=

g

AMRFIEREATLDTERSRTEND, FJRFEENRERERSA. Citrix THRIEEEMRFERERT
YSEHIMBRAAEBIF LR, ERIMREIESRFEIENK, BHAETEREIMRZAHTED,.

i#id Kerberos SLHMIHERE (RRER) SHRIESEEREAER
EHSUR(EZE, 15203 Citrix Virtual Apps and Desktops XX HBIRIPEFE SRS
ZEFERTF Windows # Citrix Workspace M AEFE, BEEESUTHSITER:

e /includeSSON

It T IO NI A it B AL _E R % Single Sign-On A, MTEEH TEX A% A IWA (Kerberos) @&
StoreFront #{T &3 1. EREREHEFMEEEF PIN 13, HDX Engine RS EERBEGHMIRITIE
&322 Citrix Virtual Apps and Desktops #1 Citrix DaaS &Itk PIN 82, Citrix Virtual Apps and
Desktops # Citrix DaaS BEIME 8ERiEEFE—MEBHM HDX Engine 3REL PIN 3,

BOANER T BA—MEXIED ENABLE_SSON,
NRLLHREEPHIETEIR&E LB Single Sign-On, EERAKRIEREERIREE Citrix Workspace R R1EF,.
1. &@idia1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R ERIER.
2. EREIEER > Citrix A% > Citrix Workspace > A S350 > B B D
3. ERRAEES BRI,
4. E#Esh Citrix Workspace Rz LUEFHREI B B E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR%588 LREE BHINIEARSHY, MRFHEBAT. KRB EAEM Windows S3510iE, TELEFES
ERED, FRIFEIERERIMNEBEFIRFEAEEFERE StoreFront,

BXREe AT StoreFront (N5 S, 551 StoreFront MXHEHIVERE S5 1IERS.

4% Azure Active Directory Fp9 458

FfFipial Azure Active Directory sl TR SRERFT AR TR, Workspace B R AR Citrix Workspace
Nz FATERF T B IIE A A P BECE HaRFIH 1T Azure Active Directory & #5158, 21T Workspace M ABEFH
Windows HE&#ME L% Microsoft Edge WebView2 Runtime 99 s E S kR4S,

BXMEMA Azure Active Directory BeE &4 1R) SRERV TR IFMIE SMLEA, 5SW Azure AD R HFipiaIScAY, itk
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

i) Citrix Workspace #1753 I0iERE fth /5%

& LUfE A Citrix Workspace MBREFREEUTZMRIENG. AEUTEHRIENGESZIZEER, BT
Workspace F 2R Windows i+ BH%FiZ=iE T Microsoft Edge WebView2 Runtime 99 siE =7,

1. EF Windows Hello B34 - BxEBEET Windows Hello BB 3 18IERi%BE, iE2AE & Windows
Hello &IV kiR BB B&IG B - IEBIEE, kA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

AR
AISERIEER (BaEFH SSON) WETF Windows Hello B9 Z 383,

2. ET FIDO2 £ ZHMEFMHRIE - FIDO2 ReZHEACVRTRET —MHEFWMARAF 2REBATE
BHITHHRIENAR. EIUESE ™ Citrix Workspace #{TEF FIDO2 X2 Z NS HI8IE. MR
FERP R FIDO2 Ze&A@idH Azure AD A 1 Citrix Workspace #1754, B2RBEAT
FIERERATR, #ith Docs.m/crosoft.com/zh-cn/azure/act/ve-d/rectory/authentlcat/on/howto-
authentication-passwordless-security-key.

3. Ikgh, EFEALMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR (IZF Mt Bl &S
&% (SSO) =l Citrix Workspace R FR#2F. BXEE Azure Active Directory IBIREHNEZFMER, &
27EE Azure Active Directory 15iRs3, Wit} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, XM Azure Active Directory iE#Z| Citrix Cloud HE R, ESRE
Azure Active Directory #%#%%| Citrix Cloud,

BhER
iEATF Windows # Citrix Workspace R FEF 215 U TS e B HI0IIE:

s HBBMEIE (BEER) - YAAER Citrix Workspace MARRFN, BEESMHIIEAI XSk EEHE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREHEEEZ Citrix Workspace HAEFHNEMNRIIEE AP TR EMEITHNIEEIR S EES
KEMNAER.

- EEREEFEENERLT, MFERINNERIEE EB1TH Citrix Workspace MEEF, BRUAHE
RENERA BRI R B AR,

BEESMIIEEEMR StoreFront # Citrix Workspace M AB#EF LHELE,

o WEXFHIIE - R B M IIEA TR EEREEESBANBFR BB 2 B #HTIER, TEERTEEN,
AIERALLINEE, B, BRIIBETH, ¥ANENERIREERNABES AFERNERZHEIE, Fi§
DisableCtrlAltDel /%18 & False LU AFERE R, RS HIIEEE StoreFront B2 &,
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BEFEANEREMIIE, StoreFront EE R A LAFHXRE—NAREERRF {8 B9 I0E Uk E
BERBPIRIE, F57ARTE StoreFront x4 & h# TR, BB StoreFront X4,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEEFRIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR

o BERIREBZMHIIE - ERHEBEMRIEREER Citrix Gateway 1 StoreFront B2&,

- Ej@id Citrix Gateway ifia] StoreFront, ERBREEEEEEUNEHIHITE DI,
- 3 Citrix Gateway SSL BECEi& B EHIE P IHIEB S M IRIERN, BMEENRE. B2, BHITFHILER
BHEIES RS MR RS,

o WBKRIE - IMRBENH, WHEETE Citrix Workspace [ ARIEZFMAF M EINRE 2 B2 EE,

o LIEHFERERRIN AR - SRR ATEE (W Microsoft Outlook #1 Microsoft Office) faiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFHEETHRFIEE L

« Citrix Workspace ARFRAMRERAFIEREZFEEL, BERENZHE PIN, PIN NEAFRIEHHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBREFA2EMEESTE,

o HNEREEEMNIRIEHTRER, Citrix Workspace ARFEALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5E8EEEMINIELE SR, ERE Citrix Gateway #EfF. EREHEFEM PIN Z2 Web ;T
H, EE—YRER#HTEHRIE, #£A Citrix Gateway {EHF BT E@ES B IRIEAIR StoreFront RERTE
BERAF.

« Citrix Workspace i F#2F B#i2F 5 citrix.com #&f5, B Merchandising Server 5 Citrix Gateway
EMEREREHEIERRS.

A
=

I

HLRERERIEIMR. ITMRFEREAFTIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SRE AR EEEBE LR, BHRETEREIMRZAHITED.

EHEREFHIIEEA Single Sign-0n, BT TIRME:
ERgEEART Windows 8 Citrix Workspace R ABIERF, BELEREES U THSITiE:
« ENABLE_SSON=Yes

Single Sign-On 25— 1TATEBSHIRIENAIE, BRALIEERMEL Citrix Workspace FAEEFE RS
= PIN 1270

o TEEMREERETD, SMIILITRREHIE SSONCheckEnabled FRBIKEN False (MNMREHKRLERS
BERAM).

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

iteEA R AT A L Citrix Workspace AR & 41 1K0IEEE R E K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE.

& StoreFront B RS EEE S HIIETMIE Kerberos, iR TEIMN&GSITEM %L EERAT Windows 89 Citrix
Workspace N HEF:

o /includeSSON REHEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
s MRAFEAAEMSHIIESZE BINBFRRMNER) ERiER, WHaiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

SRR B HIEERI B IEEE RISHRERE, F ¥ Citrix Workspace R 2R #E Citrix Workspace MAREFE
RHERiEIERE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER

2. HEEEER > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

3. EREREBESHRIL. RIELRENZSIRE, ERAWAE ICARITEESHRIDAT U ERBERERS
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIiFAER, 155 StoreFront XEHMECE 515 10 IEARSS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENEIRIERS NS ENEHRE,
2. REMFIEIMEZDRIEH,
3. REMAEZE Citrix Workspace W BEF.

EFEEBERAR, FRITUTRE:

BAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MIIRFIEZFIER, AT Citrix
Workspace ZFAEFRE AEARINES (RIBEEERIRMERE) SULEIITHIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ERNET,

BROEBHIAEUTAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEEAKEN 1024 {iI. 2048 5% 4096 i,

o BIRRARNEERTES,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRASNEEEEFERNEF RSN RIESFRAEERRE.

o EPMKEHERPRIEBMENME Z —BALEIRS EETE TLS IBFNRXMN AV ERNA S #HEM (DN) 2—.

ERUTAEZ — A BUEBANERE S
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« £ Citrix WOFkSpaCG NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINE R T, TF SmartCardDefault 8 LatestExpiry, MIREBESZMEBFEEH, W Citrix
Workspace A2 ERTA P MAERE—MEH.

e BT ERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY _CURRENT _USER FREXMEMRKLEESTF HKEY _LOCAL_MACHINE Hhpy{E, BJEGF#hESBhA P ERIER,
E(FEH CSP PIN 18R, BHITLUTIRME:

BINERT, mAFE5M PIN I2RE:ERT Windows # Citrix Workspace M AEFMARE fEFINBRS =M
12/ (CSP) 121#t, Citrix Workspace Bi2FERENRTAFMA PIN, RS PIN 224848+ CSP, N1RE
Wik SRBEEREECEHNRLER WRAFESHIENERIEERE PIN), Wa# Citrix Workspace [z Ai2FES
BERER CSP AGLUEIE PIN £8, 8FHA PIN BT

ERUTHZEZ—ER PIN FBERLEAR:

« £ Citrix Workspace NREFHSITH, F8EIED AM_SMARTCARDPINENTRY=CSP,
o 3 LU T I {E % 00 B 5E A 3R B HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRE R MBIREN

MiprE 8E£BY, Citrix Virtual Apps £iEi& 8. SNRTE Citrix Workspace M BEFHEIGEEEEE N FHIIE
Hi%, BEERTF Windows B9 Citrix Workspace [z 2R Bl B8R 89588 LIGR HI5E 8 Citrix Virtual Apps &
&, mAFE Citrix Workspace MBREFSIEFNMARBIERRSE,

PRI
FREREEEMIRIEESR Citrix Workspace M AREFIES, AFEZETHEER.

TR

i

378y
7

8
PERZEEEEXNMEET HDX PC/SC WEREEEMMNMH, =R WAN IFERERE R, ATLURSMEE.
1% Linux VDA i REE 8+,

21 Citrix Workspace N AEFHERAIREEEEER, BRITUTIRE:

BUNERT, REGERERE VDA LA FERARE, 7 Citrix Workspace AREFH LA FRARS. BERARE
BRERER, BEXBM StoreFront if =Y default. ica XHHEEUTEE:

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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Z7£ Citrix Workspace N AR2FHE2AREZERER, BRITUTIRE:
Z7£ Citrix Workspace M AR2FHEAPRREERER, BEMXE StoreFront ib=# default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEEF.

& Citrix Workspace BT RS 9 583E

Citrix Workspace WABEF3IAN T HEE IR (GPO) B RAE® Citrix Workspace LR RS HIEIE, b
B&fE Citrix Workspace R 2R REBE RS R AT BahE R Citrix Workspace, XEHAMANTER&E E#Y Citrix
Workspace BB TIHEE (25 Rk SSON) B, AERMLILHEER,

BEMRIGE(ER, YIREMUTHRMA:

« MIBRBERER.
o KT EMRHmIBERPIG SelfServiceMode ZAIGE RN 0f o

BRTRTSNIIE:

1. &2is1T gpedit.msc 7 Citrix Workspace [ FBiEF AR R EEIEIR,
2. EIENEET AT, BEEERER > Citrix Workspace > BEIIRS.

3. #FE@E R Citrix Workspace MWL TE M HMIEREHBHIZEANEREA.

4. BEHENANHE.

FE1EEAT Windows £ Citrix Workspace N BIEFEEFZRMAFZ

ZUNERT, ERAT Windows # Citrix Workspace K AREFSBHMER EXBANARZ. EXFRFITRNE
oA, BEREBAFIE LREMR:

1. tl# REG_SZ f& HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername,
2. BHERER “false”,

E /A Remember my password (ZEHMNERE) SREHEIEEHER, BELTETERT Windows B Citrix
Workspace M AEFHEFHTEN LI T EMRm:

+ B2 HKLM\Software\wow6432node\Citrix\AuthManager
o A REG_SZ

« &#: SavePasswordMode

o E: MR

pES =
FMRFESEATLAESEIERNR, JRFEEMRERERSA, Citrix TERIEREMRFERERR
LESHRLMHRMEEBFUMR, CRIMREEREBIEXG. BHREREIMRZAHTED,
Ey1E£ETF StoreFront WA EMER, 1525 StoreFront Se#sHrryrEIEE AT Windows 89 Citrix Workspace
AR EFEHEMAFZ,
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EE®EIHRIR

January 17,2023

INREEARZ Citrix Workspace HHEELIUHERE, FHOFHRENBT ARANARUKRSETUNSHEEE
WHEE.

RIEPHRERRATTR UK A XA T =M INE SN TR

o WHRBEMAE: RTESFAMANER. %BREBENAMZRIHIEIES, X8R4 Active Directory
(AD). Azure Active Directory (AAD) B4,

o B3R ERERF (IdP): BT @ Citrix Workspace 12 B IIERS LA, ©AFEIEZEIER.

« BRESMINIERRS (FAS): BXEFMES, BBAEA Citrix B 5HHNIERSN TIEXERA2SE R,

+ Virtual Delivery Agent (VDA): BXi¥4Mfs 8, ESR%TLE VDA,

« VDAEMAZ: R7 VDAREMAZNER, BEXFRER, ESRSHIRFIMIHREE,

+ Citrix Workspace/VDA & & R (SSO): “R” & “&” BERTEE X g E &S Citrix Workspace =
VDA,

« Citrix Workspace 2R : BXUERFR, BERTESMLEIETEHEESHRIITREERESE R,

=W

T FERELER, EaseRERMRAH Citrix Workspace AR 7 sek B i@ S 1%,

Citrix Workspace M B@ 5

BOERE
Citrix
R EMAE IdP VDA EIAE! Workspace BRERIVDA Y4
AD a3t Citrix AD = Citrix fERZH Citrix
Gateway Workspace iz Gateway {E7

B#ERF/FAS B RERRE
Ei&3 Citrix
Workspace,
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IR EIANE

AD

AD

AD

BN AD/EE

AD

AD

IdP

BiEN & 45%IE

Citrix
Gateway 55
—NIdP Bx&
(AAD/Okta)

Okta

AAD (fER
AAD Connect
# AD)

EEEF SAML
B 1dP (FEiE
ADFS)

AD

VDA EfIANE

AD

AD

AD

AD

AD

AD

BRBERE
Citrix
Workspace

=
=

all

all

all

all

iz

BRI VDA
Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
2R /FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
BiERF/FAS **

Citrix
Workspace [
A2/ /FAS

A3 tF

XA

EREERENS
HIE, 1ES
% BiEN 5175
IEARSS, Hi%
BB 7t
Citrix
Gateway Fh
S RMHIZFE
Bi@=| Citrix
Workspace #
B BRI TR,

fEFRECE SAML
BREREKE
IdP, #ZiRmHA
FEREHEREN
|dP 893214,

&/ Okta 15
SRR
Bi@s Citrix
Workspace.
M Azure
Active
Directory £/
B RMIEFE
Bi&% Citrix
Workspace,
EEEE SAML
FR B hiRitiz
PR Citrix
Cloud, #&
RATERERERE
B IdP B934,

TEA
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IR EIANE IdP

AD AD+OTP
AD AAD

AAD T AD BY
AAD

VDA EfIANE

AD
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BRBERE
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I
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BaERE VDA
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BRBIRNE
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&
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F Microsoft
Edge
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AFERFRE
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& FAS 3%
BOERE
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EXBERERE
Fo

Citrix
Workspace f&
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ATRRERE
Workspace,
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA EfIANE

BREREIVDA

XA

AROINNIEL XPBEEEHH  AD S
I0IERY 1P - §%

&

FAS

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
RFERERE
Workspace,
i@id FAS %%
BOERE
VDA, Bxi¥4l
=8, BB
Citrix
Workspace i#
TEHRIENE
fth75 %o

#iF:

o AD IEESSIAIRIE AR, Kerberos #BEEEITIT.

« **Citrix Single Sign-on (SSONSVR.exe) REESEF it FWAFR B R EBLESER, MEAFER

Windows Hello &%, MZEZ FAS,

« IRBAT LT RERE T RLAFERRE, WaFNSHRIERTETR

- BIVEZE FAS, RAEEATIE Windows F&,

R ETRT.

StoreFront i Ei&E
BRERE
Citrix
HAE AR IdP VDA BIAE Workspace BEERE VDA XY
AD StoreFront AD = Citrix HEESHIIE
Workspace [
BiERF

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

218


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication

iBEAT Windows 9 Citrix Workspace R BiEF

BRBERE
Citrix
I EIINE IdP VDA EMAE Workspace BEERT VDA  XHY
2N AD/E StoreFront AD 2£(1) Citrix IWEBES %R
&/Windows Workspace iz iEFfEFA Citrix
Hello & kkfk B2 [FAS(2) E&SHNIER
SR TIEXEH
BRER.
AD Citrix AD =z Citrix
Gateway - & Workspace [
RERIIE R (3)
AD Citrix AD 2 Citrix HEB SR,
Gateway - & Workspace [
NEHIIE R (4)
&

1. fEEmREESRFT, SMEILUITEZHE SSONCheckEnabled FREIEE N False MIREHEFRR
REQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols

\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. REER Windows Hello &%, MFE FAS fUIMREEEA 8B SSO.

3. BEXAD geBininE s, ERNEMER Kerberos,

4. BMfE AD TiRifmEF I, HEEEEIETT. KEM Kerberos,

fEA 4 Citrix Gateway 1Eh B3R IEIEFIHE @S Citrix Workspace

January 17,2023

5E:

AXEBTFEBHEBESHRIE. MREEHRMMXIEE N |AP, EHEIE Citrix Gateway FEHEBERLE
AE BRI EE .

Citrix Cloud ¥4 Citrix Gateway 1A SR IEIEFNER I HE TERIITHE #1TFHRIE,
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W EA Citrix Gateway SHIIE, ERILL:

o GgEE A Citrix Gateway P #THHIIE, WEHEEHBED Citrix Workspace ifialasi Virtual
Apps and Desktops SFEHHIETR,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

c FREBSHRIE. BiF. RS FHIHRER. RESHIRIEENEE, AENARREERD Citrix
Workspace iiialFr BRI R,

1% Citrix Gateway SHIIES LU= RhRALESER
« Citrix Gateway 13.1.4.43 Advanced Edition SiE Sk
NEFM:

+ Cloud Connector - E.EEM ARS8/ R L% Citrix Cloud Connector 14
« Active Directory, HHREE .
« Citrix Gateway xR

- BTEFALAKE, BEAMMX - ERAERER,

- BEEM XL Citrix Workspace BiT A& # 1T BRI, M%7y OpenID Connect 1R/,
Citrix Cloud 5Mxz [@l89E S5 & OIDC ¥, ZIMCH RITSEHITHFER, FAlL, EUMELEIE
PLTXLESCEHITE S,

- H#REYP - wFF Citrix Gateway EF %I NTP Etjal,

BXFMEE, 152807 Citrix Cloud X489 Prerequisites (&% M),

7002 OAuth IdP B2 a1, EFEELIGE Citrix Workspace g Citrix Cloud, LUEE IdP hEBMXER S %
W&, BXNAIEENIFMES, 218 Connect an on-premises Citrix Gateway to Citrix Cloud (i§7s#h
Citrix WZ#%) Citrix Cloud). FeMIRER, ¥4EMEIE OAuth IdP SEFRIENZ i ID. ZHMEER URL,

MREERBZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BERERT
Web #9 Workspace BB E@E. NZHMINMCNEIZE N, F2EREEE,

AR

MRAAEE HTMLS EFRRRESERREIERAZE W, WAaRAEERSHIRIESZ.
e 28R /E 5 StoreFront URL Y, &4 Receiver 1275
MRIGERFHRERS, BRARKEEANZAIRR, MIEZATFHEN, BXEMAEE, BFBHA:

« Microsoft xx#4##y URLAllowlisto
+ Google Chrome x4y URLAllowlist,

=z

AR
Workspace W BEFERHNINMYAMIEIZRF A receiver:, BEREEE N AFERIEH— URL,

FAER LN EMIE, MU TROERAGR, UEEER B NIERSHA StoreFront URL, it E AEER]
LB IR AR .
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway i&& 7 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP S IRIERBS RIATES:

1. 8l OAuth IdP BREX %,

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

12 OAuth IdP F2& x4
1. Z4E/A CLI g2 OAuth IdP BEE XM, EHEGRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret J[-redirectURL <URL>][-issuer <string>][-audience
<string>][-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. B/ GUI 8 OAuth IdP BEBE >, EHRITUTIRME:

a) BRIEMAEH Citrix Gateway B, AESME Security (Z£) > AAA - Application
Traffic (AAA — N BIEF7E) > Policies (58) > Authentication (5{18iF) > Advanced
Policies (54%H) > OAuth IdP,

Rty

b) 72 OAuth IdP siEm+, #i Profiles (RREXf) %W+, ABEdH Add (Fi),
c) E2& OAuth IdP BBE&>f+
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+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (H4IE) EMEHREHIFHIME G ID. BHEMEER URLE, UEBILS
Citrix Cloud #vi%EZ,

+ 1£ Issuer Name (kX 17&EZ#F) RSP IEFEANMX URL, 180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (ZRX) FERHPEHIFHIEME P Do

+ Send Password (&#%): ERALLEMLREERERTHE. RABRT, EmLTFE
BIRT

d) 7£ Create Authentication OAuth IdP Profile (8IZ5438iF OAuth IdP BB f+) WEL, i&
B TSHMNE, AGEE Create (81E).

+ Name (&%) - BRRIFREXHNETR. BAUFE. BFRTYILFR () Fk. BMIEER
ABFH. BEUREFR (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). 5 () T
ZFW. SIRMEXHRE, BLEERET,

+ ClientID (%7 i% ID) - #7iR SP MM—F T8, WINRSH[EML ID HMEFRKEE, RAKE:
127,

s BFIREH - BAPNENRSSRETNZATRE. RAKE: 239,

+ Redirect URL (Z&@E URL) - ¥ AAHAHNIE/ LM SP _EMES,

o MEBRB - BT HSEMRS BTN RAKE: 127, =fl: https://GatewayFQDN
. COMo

+ Audience (Z4&) - |dP RixpISHERIBRRG A, R ARRIIEL SR,

« Skew Time ({RERiE) - IETHERE Citrix ADC EENSHE EAFRINRE (LIRS,
BN, R skewTime 79 10, MShERNERERA (SaiEdE - 10) 985 (HF08diE + 10) 2%,
B35 20 98, BIAE: 5

+ Default Authentication Group (ZRIA B HIIE4H) - Y IdP EHE B £ nFactor R E
AMEEXHN, WEFMISIERNFAEINRFINE EAUESHRIEREHRER
(AAA.USER.IS_MEMBER_OF(“xxx™”)) ff# FH, M#5IR5 5 #i 75 # %8 nFactor 72, |&X
KE: 63

HARFAMBEREXHNIED, UEERBITEIEHBEIBENERR, FRTIRIAVAS, ARSI HIIER
THETIEEFERFINE, RAKE: 63
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710 OAuth IdP 5B

1. 7£ “OAuth IdP” i@+, #i Policies (5588), #AE&E Add (Fi).

2. 7z Create Authentication OAuth IdP Policy (£1iZ5303E OAuth IdP 5%B8) TiE L, REBUTESH
K&, AG%EE Create (8IE),

« Name (&7#F) - SHIRIERIEIETT,

Action (i&fF) - ZRiISIBMERE STHFRIBT,

Log Action (HE#RME) - ERSIHRILRNEFRNEE BERIENET. IFaHMRR,
Undefined-Result Action GREXHILERIRME) - REEITHLERKRTE X (UNDEF) B AITHYIZIE,
ERIETFE

Expression (FRirx) - HKEEHTFIRFFEIERNERINE ZREN. Hld0, true,

Comments (iFig) - WEREERREMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &4 “ON” (BRINEEHR “OFF”) B, AR EREEMEH@ g L e@iEEis Citrix
Cloud, @idZei@iEfkEAr SREAFEERBIEY A Citrix Virtual Apps and Desktops B/ SSO,

% OAuthIDP %:eg#0 LDAP SRERSIE I BN S 15 10 IEAR 5 28
WE, BEER OAuth IdP HEr848E R4t Citrix Gateway ERIEINE HI0IEARS 28,

1. E R4 Citrix Gateway B/, 4G SME Configuration (i2E) > Security (%) > AAA-
Application Traffic (AAA-RBIEFTRE) > Policies (5i2) > Authentication (&)%) > Advanced
Policies (54:%H8%) > Actions (i£{E) >LDAP,

2. 72 LDAP Action (LDAP &) RE L, #i Add (Fmn),.

3. 7£ “Create Authentication LDAP Server” (BIEZS1334E LDAP fRE28) REL, REUTSHNE, A
58 Create (81E),

+ Name (&7F) - LDAP BRSS33121ERIB R,

ServernName/serverlP (fR$3232%F/IRS3s IP) - 124 LDAP ARs32889 FQDN ¢ IP,

71 Security Type (Z£%3!). Port (i50). Server Type (FR52:%3!). Time-Out (#BAE) %
BEHME,

WRE %S Authentication (H{338E),

Base DN (Eiii DN) - 734 LDAP 1£Z&89E ., FI80, dc=aaa. dc=local,
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« Administrator Bind DN (ZE&45%E DN) : 4% 2l LDAP [REBHAF B, Fli, admineaaa.
local.
« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,
« B Test Connection (i) MiXEHIGE,
+ Server Logon Name Attribute (fR5Z2REFREEM): %E#ZE “sAMAccountName”,
o HttFEARQIEFE, AT UREREHITERE.
4. Sfn% Configuration (E2&) > Security (Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (H{)I8F) > Advanced Policies (B4:%8) > Policy (51),

5. 7= Authentication Policies (B)I83F588) Re L, #d Add GFm).

6. 7£ Create Authentication Policy (SIESHI0IESRE) REL, REUTSHMNE, AG%ET Create (8
#).

« Name (&#5) - LDAP B{3I8F IR,

+ Action Type (i&fF3E!) - i%#F “LDAP”,

+ Action (i&fF) - i%&# LDAP 1&fE.

+ Expression (RiAR) - SREEAFWHRFEIERNWRINEERER, W, true™™,

BirH2E4ES VPN
BIEBeRAED VPN F23744# Citrix Gateway #17 CLI AR R, A Putty (2MM) &id SSH B R7AH
Citrix Gateway,
1. Bepan<TERAER, fli Putty,
2. fEF SSH B R4 Citrix Gateways
3. BAUTHS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERHES, HERAUTHS:

show ssl certkey
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5. EEMENANES, ARBAUTHTURIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Heh cert_key_name RiEHHIBETF,

6. BAUTHTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway B EERE N F R IIES &
5eR¥ Citrix Gateway & & X AP /5, EHRITIU TS ELTE Citrix Gateway PRI EIBERE 7 FHIIESH Z.

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmIEEREH#ITHHIEIE,
Citrix Gateway R ZHEINFN Kerberos 4958 ik (KCD), B2, AXNET KCD S41IE, BEXFAMEE, 5
25 CTX236593,

RENERESEUTSRE:

1. Kerberos ARZEIREE
2. BEPIREE

Kerberos AR ZE/KEE
1. 7% Active Directory ®¢il7E KCD AP
Kerberos HEZiFE T R AHIET, UHMERRIEAFNEH, ©F5REFE. RESS[MEHS L+ (KDC).

771k Kerberos IEEiE1T, BFRIHFER KDCiERFIE. FRHSAELEREAF S, BBAER KDC
HITEHEIE, ARZTREIEREN AS IERNRIL
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEF (SPN) KB,
R ImERAR XA SPN #1754 31E,

o RS EHEFR (SPN): BRSEAREH (SPN) 2RSS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2FF1E Windows &#& &1 SPN W AEF. EH SetSPN, aIUEE. 4wiEMMIPR SPN Et.
a) £ Active Directory fRS289, ITHS IR,
b) EHSRTEOR, BAUTHS:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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c) E#fgik Kerberos AP # SPN, BT Ta<:
setspn -1 <Kerberos user>
1T setspn &<E, SHM “TIR” EI+E,

-

d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255
%R HTTP ARSS.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFIHEIE DNS 2 RUZEHMXH SPN:

7£ Active Directory ## 0 TXT DNS 2%,

==
AR

BRI, _Kerberos 7k, #IESHMEHZ. FQDN %2 7R Kerberos, .
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kerberos Properties

Test (TXT) Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Deetee this record when t becomes stale

Record trme stamp

Tmetobve (TTL) P 1 0 0 (DDDDD HH MM S5

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Eitt, HmelE— DNS TXT iBR, ZieRIEEHE P imEk _kerberos.gateway.com #3REX Kerberos
FIELU#TT BRI,
4. ¥ Kerberos BB NS IRIEA R,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIENE, BETUIE keytab x4,
AR
MREFERANBERE (WEHMHIEEH) , WHAEIRS SPN i& & H HTTP/Pub-

licFQDN.com@InternalDomain.ext

o 4 - Kerberos 4igl, @EREMNAIIRE G,

« User Realm (AP - XRAFHRIBEES,

+ Enterprise Realm (l4its) - 257 KDC EEAAZMIEEAFZMAEL KDC ZEH
7 B ER IR,

+ Delegated User (ZRAF) - X2E/ERIEAILS EHTE AD HaIEH KCD # NetScaler Ak
Fo WRERDIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

BAFRINEAERE VDA, BERITUTHSE,
W&
o BIMAEBITEN
« BA7T SSO 1 Citrix Workspace 2112.1 S¥ES R4S
. EEREEERST T2 E URL
o WIBRBZEF R AD B9 Kerberos, & FIRIRIERFLTEREET] AD 7 8E3REX Kerberos ik,

TERAENSSEPESEEN—E URL:

« M URL & FQDN
« AD FQDN
o EEETNKIEMEEIH SSO B Workspace URL,

1. MNRMFERMNZ Internet Explorer. #i%x Edge Sk A TUNE2S, BHRITLUTIRME:

a) BENes,
b) EEF R EITFA A FrRRIEES,

Show Contents X
Enter the rone assgnments ham oK

Wi N V. N

alue Name alue GPO Noame —

hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy

[ ] 1 Lecal Group Pobey

|

hitps //pubbcnsaks doud com 1 Local Group Pobcy

£ ¥

a) ¥Z+ENESE > Windows A% > IE %528 > Internet i=5IER > L2 TH.
b) #T7F “Site to zone Assignment” (UE=REIXIESE) FIR, REHMFILHFRE URL, EXR— (1),
c) (Fik) iB17 Gpupdate LA FAEEEL,

2. MREEAME Mozilla Firefox 5%88, EHITUTIRM?E:
a) FIFNsEs,
b) EEZREHEAN about:configs.

C) EZNRHHLE,
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d) EEEREFEF, %A negotiate,
e) MIEZFEMEIBETIZRF, 18T network.negotiate-auth.trusted-uris 258 E HiE(E.

Farteeds SegoTile euTh irebed wis i ] e

T + % N N1
3

XEFTER T &P IRMECE,
3. M Workspace B2 &R 2 Workspace,

EXASFRTENANT SRR & LN P A&,

Kerberos &=

AR
BN EIE R 7 REE T I IS 1B,
EaS$RFASH Windows PowerShell &1, BT T &< LUEEITE SPN BAR Kerberos EiiFLS5ir:

KLIST get host/FQDN of AD

1/ Azure Active Directory fFr &3 iR1E2F15EES Citrix Workspace

January 17,2023

AT LUER Azure Active Directory (AAD) 1ER &R 2R LIE Citrix Workspace #9885 %& R (SSO), Het
SEMAENES/VM, E&iks/VM 038 T Azure AD B9if=/VM,

ERALEE, ZXRaLUER Windows Hello i@/ 7 AAD His=xd Citrix Workspace #4178 S & Ro

« ALUERA Windows Hello @& Citrix Workspace R R2F#1TE AT,
« fEA Citrix Workspace R ARF#1TETF FIDO2 B EHRIE,
« {&B) AAD MINAT Microsoft AAD #9it&#l (AAD fER IdP) F&#FiAinleaERE Citrix Workspace [z

AR,
EXYNEMTZAEFNSENSERER, ERILURINTARERE FAS 5iE2E Citrix Workspace AR

AR

RBEFERA Windows Hello BY, A gestmiee m&RE Citrix Workspace &R, B2, TEiHRIE & HBRIEIIR
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AREFNKER, RARTERANBRINENE, 2RERIRREE, ERILUE FAS # SSO B1E I IR A
EFMREE,

WA

1. % Azure Active Directory #E#%%| Citrix Cloud. BXi¥4{s 2, &5 Citrix Cloud X#4989iE Azure
Active Directory i&#%%| Citrix Cloud,

2. BF Azure AD M RIELUA R TEX, BXEMES, E5iH Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEMA Azure AD SHLIE) .

BT Citrix Workspace BB &R, ERITUTRE:

1. £/ includeSSON EZ& Citrix Workspace M BER.
2. 1£ Citrix Cloud ®Z /8 prompt=login B
3. {EM Azure Active Directory Connect E2& Azure Active Directory Hif,

fE Citrix Workspace N AZF LIz SSO
WEFH:
« Citrix Workspace hi4s 2109 St &E Sk,
AR
WMRERER FAS #17 SSO, MAREZ Citrix Workspace B &,
1. MHEED includeSSON HWEEMm<ITRE Citrix Workspace AR :
CitrixWorkspaceApp.exe /includeSSON
2. M Windows EF i ER BN SSON ARS8,

3. BEHENESE > SIEER > Citrix A1 > Citrix Workspace > BF 5433 Citrix Workspace GPO
BRI P Z %D,
AR
XL EREE T LUEIT Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITISE,

4. BFRIEFSEERAIZILE.
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e e— =
B Lacs Py :mhx-u-uuuu E e
fie  Achon Vs Mg i et st
e am s Bl T
S Compan .'—%l ‘
: :m‘:‘; Local mar samms sl possrsnd Sy Supporied 0% [ un it Werinpacs sapporiad platiam
w (7] Adminainti . Kipnige gy Fevtusion |
w [ Gt Componanty sl ieang, I Eesbaren i abon
w _cmmmu. B ol whas e ot povinerd | e et
& ae AN drm Werkipaur vepparied 5 St g g o et ke (b
il TR FERPRY FENTPY) L St cmed mthand s, [ — -
T P— o B By b 0 BRI -t St e it oot o e Gy o
Sl Chnt baginy Ut W, iy 14 L o Py fos 5 48 P themgh s o for 4l KA [P
- m: “"“"q:‘“"“m W bt e bepm By, oy 3 el Vi ek e by vt froee
- :9"“"‘ ean hor the Cae 7] Ui Vgl Dy S vt mﬂ:::qmrum-uu
1 et Comnct W g w."_"""““" bt e b B
. oy -l hrrasgh paluri shaon (8n 0w ety tor Ll L]
2 bt soica || iy e s g e g A e g
) elftarice mm“* bt phece e 8 108 ke choth b B bymem B
L et e “Basly B
_'.Llw-nun n‘ .- F ki - Whemman g Yol by S prvroneraed, (rieshng
- . | " L3 ok Pl [tV ity e bl ;mwmu
L3 '-._E-m_,ﬂ._w? et chamd wnm tha umar's WIS crmdantsshy.
w 2 L |
T — e
& GPO R TFANSis R
* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com
o https://xxxtenantxxx.cloud.com: Workspace URL
& Revuirann se
A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
7] memugm-mi Swmng | Eplan Precedence _|
vf?mmimxm P -
2 Windows Sesti
:' - . “_‘:1' - [Entiew e pves assQrenents hee. I_ID‘
» [ Citrei Commponents ke Mame: Wk ¢ Cacal
5 21 Sysmem e N
w ] Windows Compenents hega aologon micrackarresd 450 com ] L
» ] Bicmetrics IhiipecAowanare choud oom ] L
w ] inkemet Explones Rl
w [ inbermet Controd Py B
| Secunity Page.
» [ Windows Defender An
2 [Extra Registry Seitings
w gl User Configraration
3 ] Softwate Settings |
5 [ Windows Sestings 3 >
Sppoted on: A least intermet Explorer €0 in Windows F with Serv
oK Crcel | |l .
T E————
€ :|\.,t-1urm,{mf
AR
% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
AllowSSOForEdgeWebview ;:fit&i& &% false Bf, AAD M SERHLTREARS.
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7z Citrix Cloud #% /A prompt=login

ZiAE R T A Citrix Workspace BHT prompt=login, BEMERFERERFERRESHEREEMA Azure AD,
W REHLEITH NI,

Al A EER Citrix z A P2 A prompt=login. EM % Workspace Configuration\Customize\
Preferences-Federated Identity Provider Sessions HERZH*.
BEXEFAER, 1ESE Citrix MIRARLXE CTX253779

& Home > '-‘.":-'<s|:a:»:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

oxEEmf /)

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

AR

ZEMA AAD SHEMNES AAD #9ig& £, w03 AAD B1E Workspace # IdP, Citrix Workspace 7 f#2
FASRTEANERE. BREUERIEKS HFRIKF BB R,

EAVRAFEREMKFAER, BEUTEMRIZEER false,

= Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle 59
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle T8l EFH HM— 1" & ~ Al-
lowSSOForEdgeWebview 893 iR =/ REG_SZ, HEHMEIRE N False, &, RAA M Citrix
Workspace M BEFEH, WAFAIME N ASRNEREMKA SR

f#F Azure Active Directory Connect i Z Azure Active Directory 5i&

o WMRIGRBERRE Azure Active Directory Connect, 57 User sign-in (BF&ER) TUE L% Pass-
through Authentication (E@&HRIE) FABRAE BXFEMEE, iESHE Microsoft X4
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory BiE &1
BOIE: PHENID)

+ R Microsoft Azure Active Directory Connect Z7£:
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1. #%#% Change user sign-in (FXAFER) 15, ABRE Next (T—%).
2. #&#% Pass-through Authentication (B@5/)WKIE) ERAERAE.

AR

MBEREFEHEIGEZEMN Azure AD EMNES Azure AD, MET LBk T, NRIEZEMAN AD, NES
kerberos S 9 IRIE#TIHEIE S 9 I0IF,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

January 17,2023
AILLfER Okta fEA SR IERER (IdP) 235 Citrix Workspace BB SE R,
RN
+ Citrix Cloud
- Cloud Connector

AE:
MBEFRHE Citrix Cloud, BEXZRUBHEEEER, BNEVEEFHBERRER I EEESR, B
FNfa%E Citrix Cloud Connector 89158, 527 Cloud Connector &%,

- Citrix Workspace
- B BMHERIERS (FE)

« Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops AR%3)
« B0 AD 59 VDA SEIIAN AD B¥IRI& &
« Okta fAF

- Okta IWA 32 (£/ Windows S{4383iF)
- Okta I9iE (RTLAMRZFEREE T & Okta 383E) (RI5E)

+ Active Directory
1. & Okta AD RI2:
a) 1€ Okta B 1P+, #iF Directory () > Directory Integrations (ER%£/).
b) %% Add Directory (FiNE®) > Add Active Directory (70 Active Directory).
C) BEREBREABAREMNRZEERNIEREEREER,

d) & Set Up Active Directory (i&E Active Directory) &4, #A/5% % Download Agent (T
K1),
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e) ¥ Install the Okta Active Directory agent (&% Okta Active Directory {32) iZ{EHIREFRE
Okta AD H12%%: % Windows fR%238 L,

AR

EREREZ I, EHFHE Active Directory integration prerequisites (Active Directory
ERHESRE) PRINBERY

2. EEBER Windows B4I83F (IWA):

a) 7£ Okta BEAIIF L, # Security (%), 5% Delegated Authentication (Zk5%H%
iE)o
b) M TRE M TIE LA On-prem Desktop SSO (AihsZmEm SSO) # 4, AfE% T Download
Agent (T#EHMRIE),
c) 7 IWA % E Routing Rules (BRE#N) . HEX¥HMiELE, ESH Configure Identity Provider
routing rules (BCESHRMIZFEEEM) o

3. Bah Okta EFI1F,

=

e =

o R& Okta IWNA KEERSHERARN, AIUMBIMA Windows HHig&ER. EBEESBT
R, HBEERR IWA BRUEHZERF EE.

myWorkspace
Sigring in with Windows Authanhcation

o BXRUARMEARANIEAEE, 55 Install and configure the Okta IWA Web agent for
Desktop single sign-on (REMEERFRESERERM Okta IWA Web K1),

4, @3&ER CitrixCloud (https://citrix.cloud.com)HBHE Okta 15 IdP, BXE 8, 529 Citrix
Tech Zone xx#4e#9 Tech Insight: Authentication - Okta (BARBZ: SHIIE - Okta).

AE:

BI UM Citrix Workspace RSN RER, HENTRIE Tech Zone X% R EBEAR.
5. BRI EIMNBREFNESENEAER, EAILEE FAS ZitE Citrix Workspace R AREF.

AR

MRKEE FAS, RASRTEHAAD BFREMENE, BXNABEHE FASHER, BSHAEEE
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Workspace M ARFHESERIH “BRAKS ZHRIERS .
WMERKEM FAS, 5B E Citrix Workspace R AEF Z#F SSO,

ZRBEE

February 2, 2023

Z#1% Citrix Virtual Apps and Desktops Ak$5285 Citrix Workspace R BEF 2 BREERE, A UERIN TR
TH—RFIREFARERR Citrix Workspace MBRERFEE:

« Citrix Gateway: BXER, ESRATHHHERUK Citrix Gateway # StoreFront X%,

o BRAIE: WERRA SR LURYE B ARtk Al O A F SR LR B &,

o TEEHET2M (TLS) 1.0 E 1.2 kR

+ AT Citrix Workspace N Af2FEZPREIEEXRANAIERS .

o ICAXHEERS

o AR MM (LSA) P

o BRIEATF Citrix Virtual Apps BEMNNRIEARS 2. SOCKS RIEIRSZH[/ALENIEIRS [, NIERSHITE
BPR&IXT MR Y15 1] 0 5R B LB Ry ARl X LEARSS 2818 4L B2 Citrix Workspace [ F12F 5 MRS 88 Z [BIHViEE.
Citrix Workspace [z f2F 25 SOCKS 1z RE MY

o HubIE

Citrix Gateway

Citrix Gateway (LIgi#5A Access Gateway) 75 StoreFront ABENERE. I, FAFEERZIEMIES
P Y SEM R AERIARIRER,

i@ Citrix Gateway EiEREMN AR, BRITUTIRE:
1. FAUTHEZ—IEEEERRMEH Citrix Gateway URL:

. BEREABBRSAFPREN, RARIRTEERMKFIHEESZAN URL,
o UEEABBRSXAF REL, aJLi@Eid e HE LD > ke > RinEEmN URL
o WREET storebrowse s EIERE, BEGSITHEAN URL

Z URLBEEMXFSENAEE (EFIEERE)
« EE#EE Citrix Workspace M BEFHREINE— M ABEE, EERUTEIMN URL:
- https://gateway.company.com

- EEFIBENARE, BEARRXA (I https://gateway.company.com?<storename> 1 URL,
thzh7 URL MR A imERE; E277EZ URL FEE = (F5FR) . NMREEE storebrowse E#E 54
ENAEE, aIEEEE T storebrowse @< ANE|S35(#E URL,
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1. ZARTHN, ERENAFRE. ZENRSSHEREIZEARE BEMX), BXIETBERNEFEAEE, 55
Citrix Gateway 14,

SHRIIRAE, BERENSENEARER,
B f AT
A4 5 A S AT WUARYE B ARHAERN IR O 72 14F 5k PR L B 6385, SNSRAERPAASE, BATF Windows B Citrix Workspace

[ A2 AT IE P A& S Web ARZ528H0 Citrix iR 281815,

2/ Citrix &=im0

B E3it) Port (#%0O) FAES

Citrix Workspace izFg  TCP 80/443 5 StoreFront &=
EF

ICA g% HDX TCP/UDP 1494 N AREFE A EINER
BEAFETEMMICAS, TCP/UDP 2598 HiEN AREFE AN EINER
HDX

ICA g HDX over TLS TCP/UDP 443 R REFMESEE

BXRIEOMIFAREE, 1525 Citrix 1A E CTX101810,

(3 l=E sk

EmEReM (TLS) BEM SSL (R2EHFRE) M. ERMIZI(ENA (IETF) 7% TLS FREUTERNF R
$hE, BEERA TLS,

TLS B iRMRSH|H M. HERMBAEETEMLE, REREHIERENT2, FLAR (BEXEBNA
£) ERMEM TLS RRBHIBEENR S, XEARTTERERERRIENME, FIINBFHRESLERE (FIPS) 140,
FIPS 140 B— M INZEAR .

WERE A& Citrix Workspace RZBIER, 7863 TLS BB IEEEEN. BXxRIP StoreFront @ EH915
B, 152807 StoreFront X2 2853, BX&EIP VDA MEER, 58 Citrix Virtual Apps and Desktops X
AR EEEL M (TLS).

BILAGE R LA SRBEHAT LU HRF

o BHEIEA TLS: HIBIWNER TLS AFFEARZEENME (84E Internet) MZERE,
« 58%IER FIPS (Federal Information Processing Standards, Bt#B{EE0EiRE) . BEARTMMZEE
M NIST SP 800-52 REYEIN, XLRMBEIALFREARS.
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SREIEFARERAAY TLS F45ER TLS ZEM: Citrix 28 TLS 1.0. TLS 1.1 # TLS 1.2 thi¥.
R ERRSS 280

KEREEMHERSZF/IES.

KERERIARSS SHEH A Ko

EERENEFHIER IRKERSB[BEENBEREFIHIER).

BE:
ATHEERSNE, UTEBREHEFA:

o ZIIEH RC4 70 3DES

o BIZEA “TLS_RSA_*” WEBEEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

BEXZZR/NBEEGNES, 52 Citrix FIRPOXE CTX250104,

TLS ¥
1. @dia{T gpedit.msc 77 Citrix Workspace R R#2F GPO E121EiR,
2. HFIHENEETART, BEEEERER > Citrix Workspace > W&, AGIEE TLS A& MERERE FR,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLEREUKINERS SR LEE, REU TR
AR
Citrix iR TLS UEMLeEE,
a) ERERWFIEEZER TLS L5EH Citrix Workspace M BIEFX 5B £ %M FAIEFN S maviEss
fE/ TLS,

b) MREMEMBEX THIFIRS, EFHERAYEDR:

i. - FRHHMITEMER
ii. SP800-52 - i%#% SP800-52 LUEM NIST SP 800-52, {NXARS2FHMKEM NIST SP 800-52
NN P Vb= dlifu A0

=

e =

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R AL INZE: & FIPS FEZRATME. BWAEMESR, &N, Citrix
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b)

Workspace MR RIRER T A EZE B RGN AEFNKE,
WNRi%EHE SP800-52, BRI P MBI ERIGE R NFTETLIHEEEM CRL,

%% SP800-52 5, Citrix Workspace M A EFGIIERSF/IEHBEEEM NIST SP 800-52 #H#JiE
o WMBRSIIEBREM, Citrix Workspace R BIEF A ETEER.

i. B FIPS - &R IR REIER FIPS HUEMNINE, b, EERIRIERSARIEHH Windows
TR RAME: & FIPS RREZATNE. BEMESZ, BN, Citrix Workspace MBEF
AIRER A EE R B RN BIEF NS,

MAFR TLS RSB/ THXNREF, ERKOS, FRESSRBINTIRATHHF Workspace BEFX
EEIEENRSSR. TMIEERBREAFAMBOS, F, *.citrix.com: 4433 4FEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2R, ERHNMA BN S ZLIEBFNEEERY, R Citrix
Workspace BEIRBIKEEMEE, ERFHIELR,

M TLS hRZARER, @EFELTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAAIAIRE, XE¥ TLS 1.0 BRAMS ERIL S ERE A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT HRERER TLS 1.1 8 TLS 1.2,
TLS1.2- 1R TLS 1.2 BFUSSER, MERINEREED,

TLS =5 - EsafIEASEN TLS BE, HiEE “BF"(GOV). “B%5”(COM) 5t “£%”(ALL), &
XEMER, ESA Citrix FHRFPOXE CTX250104,

MIEBBFOERESED, ERUTEREDR:

ERBRNENER TS - EERIEPRHEIIRRE, NERAITIERHETIREME. FIE0EZRESBH
2Bg, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 23R AR S 21T B HIER B HFIRKE
ER RGN,

SERIHRKE - EERIEBRETIRINE. FRASMIEERHETIREHENMED X n. WRZEEENB
HER, EREWIEL, EPRHETROETRTRIIEFRSSEENRSSIIIBHAEE,
FERLIFNREM CRL - EXRMIEBRHETIRKE, EIRIEPMANGBRI. FERAHNITERRHEIIRE
EHFFE R AR, NRKIEBPWRHEER, EEEEIESL, THRFAFEGXENIEBRHETRNKRITERESE
E,

2PFERLIHNECEN CRL - EXRIERREIIRKE, SIFER CA. FRAMIEEREIIREFMENR
BRES, IRREEBNFRHEER, EEEWIELE, TRAEVENIIERHEIRNITEEEE,
TRE - RERTAIEBRHEIIRICE,

fERHEY B OID =] LU Citrix Workspace M AR REIACERIEE 71T I PM LRI ARS
28, MEREFRFERRYE OID, Citrix Workspace MBREFIGNIZEZ S ERRY E OID MRS 2SZIEH,

MERIHEMIBIERER, ERUTERED:
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BEA - RATF S DI,

BRIERIERES - IR IRR AP ERIES.

SNSRATRE, WEENESE - (VAT LOEEREIRABNE R TA .

KECE - B AREES A IRS HIIE,
o EREENIES - FRE “FRIHIER” ERHMRENE A HIES.
a) EAEFIHIEREETIEEMRIERNIEN, WEETURERTAF,
b) SR AMERIFILHREE,
BXAMAIMBMLERTIRNER, BZH Citrix FHiRPOXE CTX250104,

BI{EARSS 28

SEHEIMITEIEIRS SRk

A{=AR5S 28 FR B RBE AR Citrix Workspace M BZFIEZEPNEEXRHBHIRITIZETX R,

fEFLLERES, BERAIMIEHEFIRNMRIHEEZINERGNARFIRE. BRHERESERS, MAEE
EENEEXE, AR, SEXNEHENRAEERER i

& FB L R BE BT PR LE 3 B R A2 Al & K P A BR S5 280

RINERT, KIHIRETFEFHEEEFINRS SR, ERATERKIENMR, RSEXTA Windows BI{EiE
AXIFKIM R, You can configure this using the Windows Internet zone setting.

&, FILUER Address IRERIFFIEEMRS 2R ik, RS B[BUIMMZ X IHERBRFNRS BINES HIRTIR,

a0 cps*.citrix.coms
ERAREN RERER B AR ERSHREE

WEFM:

M Citrix Workspace MBEFAN (SFEZETL) BH.

@idia1T gpedit.msc 77 Citrix Workspace R R1EF GPO BEIEEIR,

EHENEETRT, BESEER > Citrix 41 > Citrix Workspace > R4S H > fi B Al SRS HEE.
BB ALGES Citrix Workspace MBEF#HITXIEIRS,

R EATIERSHREE. WEATUSREIR P HER SRS [BHITIRG.

72 Windows Internet Xigi Pz, EREFin-ARS8RMIE. ISEMUERATF Windows B “Tl{Eik ="
Xi%o

6. TEHIHEFEES, R B Windows LUSMYRT{Z L S KIRME P inARSS 28tit, ATLUERIE S 52 RRITIR.

7. BEHREMRA,

ok wn =

PR BB LRSS SRR E R S CCHIAREY, IR RIALE, HRREIRN S,
ERIEE, BIUSIRIRMIRS RFME Windows SIS EM AR, Hi, x3F SSL &, EHRS 8RR
59”http://” Hhttps://”
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AR
XfF SSL &R, MIAEEIEB AR, XFIE SSLERE, HIZF MERKARNFAERS 2.

s, EHIRIEARER StoreFront FQDN #RNEIA# Intranet KIS A EE =X , BXELR, BSAS )W
SHp9iEER Internet Explorer i& &,

B A ImERIEEE
BT AFSRIE SRS SBENER 2N, FRIHESEAR MNEEFRIRGINMA. ZreNHMEREHN SSO hiE.

Xz A SIEEE

Internet X, £7%X. Web RTAFIAE, AaiF SSO
Intranet Z7mX. Web RTAFIAE, fiF SSO
ZRREAYIE = 288 Toin 4% PR B AT RERE L2
SEE Z%mX. Web RSN, fiF SSO

LREFEEERENMXIEMNEIAMERN, FJiEsERMTHEE:
HDX File Access

(3§ Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

= Read/write access
Permit your virtual desktop to read and write to your local files,

[ Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam
e i

Your virtual desktop is attempting to use
your microphone or webcam.

Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIENFAESR, BSRMRAFOXE CTX133565,

ICA XHERRS

ICA X & BT EBMRIPE R T REIAREENN T AEFSHE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
SRERNBEFNRERL, FHIEMFAERSSHEITER. ErRILUEAARENREERR StoreFront REC
B ICAXHER. FIMERT, ICAXHERINERER.

BX7 StoreFront BA ICA XHEZIRSHEE, 1587 StoreFront XXM E A ICA XHEZ RS,
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BE ICA XHER
AR

MK CitrixBase.admx\adml FinElzsith GPO, MEA ICA XHZE 2 HEIEAI e 1F1E

1. &itiz1T gpedit.msc $T7F Citrix Workspace M REF ARSI R EERIEIR
2. EHBNEETST, RESEER > Citrix At
3. EEEH ICA XHE L REHIREREEFEP—MET:
a) BEH - IBRERI UGS B IEBIELURINEI /S IEHIea M A F5IRF,
b) FEIES - BHEERAMAFTIRFPHRBRAENEZIEBIEN. AIUMNEZIEBBEEPEFIHIGEZIE
Bl
C) RLWE - NRBRIEFELUTIERZ —,
i. WAFEZNED (BRL): NAFKEAERSBACEENNARFNKERS. FELTHRES
B, stllReES, BTFREN, RERHEK.
ii. EHTREZBHNBHHRERAR (FR2) - BHAREZRALHEZNRIENBER—FHEBRT. A
USRS B e BUERE (BAINRE) o
4. BENBMBEERTFICHRE,
5. E#Es Citrix Workspace R FAZFRIEUEFTHMAI B E K

EEFDRKBFERIES:
ERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MAEBMENM (CA) BE—PMRBEEZIER SSL FZIEH,

2. MRENEWVEFER CA, BERZEA CAIE—MIBERIEH SSL FRIEH,
3. fERAIARY SSLIEFH.

4. flE—MR CAIEH, HFER GPO BT FHLERES RARAFIEE.

FrR 2K (LSA) RiF

Citrix Workspace R F#2F32#5 Windows Zittz 241 (LSA) (R, E4IFRARS IR LNFIEHEAXIE
Bo WXFARERERME LSA BFIHNRFRI

B IEAR S 21 TR
RIEERS A TRHEIMBINSEF AR, HBEERTF Windows 89 Citrix Workspace M BIEF SRS 28 28]
W%, Citrix Workspace 2R 2% SOCKS M1z e REMIN.

5hR%&28#1738158Y, Citrix Workspace AR ERESITERT Web # Workspace #IBRS 88 LinfZAEi B
ERERLE.

£5 Web RS 3##Ti@58t, Citrix Workspace N R2FRERED AP i&& LE8IA Web 1412889 Internet i&
BHRTRENNERSHLE. HMEERFIEE ENZIA Web J55284 Internet 1% &,

&1 StoreFront £ ICA X2 FIHRTRIBIZE, 55 Citrix IR0 E CTX136516,
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HIL B 15
SmartControl A 1FEIEREEEMEHERMIFRAER. Fli, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESLIURIE,

Y Citrix Workspace R B#2FA Citrix Gateway BF 2Bk B, ARKZET N, EXMERT, B
W7 ER A SmartControl ThaE, RATF IR EARGFEMX, RE, aTLUERALHE ICAKE, Hik ICA RIEIhEER
¥ri&fER SmartControl Thak, BRI Citrix Workspace FZF#2R#0 Citrix Gateway SEERRBIALRHIRLL,

Citrix Workspace MAB#EF=#%E A NetScaler LAN RIBEmSIE, FAHERBEGRESESMISAE, RE
EITIHEERERS 23,
RAIAMER AT AR E b
o BAAE: BUREREENZMNEOSREE KBRS
o ISARE: AIUERRERESG DLL £— 32 M RERSSH[TIEFEMIERS S
A LAE A R IR R EIRERSE A R dm e 88 SR AL B H b IR,

BXHERERNFMES, B8R Citrix Gateway Xyt ICA KB,

HILRIES S - ioE

AR
NRFENEE T HSAENNSAE, WaSRERERS.
fER GPO EIRRIRECE s !

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F LA RIS R EERIER
2. HItENEET ST, BESEIER > Citrix Workspace > W&,
3. EEUTRTIZ—:
o WFEAENE: EFEFoHEEE NetScaler LAN RIERE, #EERH, ARRMEENEMN®HAOS,
o WFohASNE: %ZER DLL i2E NetScaler LAN RIZHHE, ERBEA, AGERM DLL X4
12, 40, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENBMHE.

fEREMRRIESRE HiL IR
o WFERSHE:

- BEEMREFEEBHESMT HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ©JZ DWORD &I, WM TFFix:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb
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o WFEIEHE:

- BEEMKREERH FME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- £ DWORD &ml, FFrR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

ERRMIED
PESES

o HTTP RZFBSIE
« HTTPS RZ/&IE
« Citrix Gateway 10.5 &EShk4

Certificates Gr#)

AR

EATF Windows 89 Citrix Workspace L AREFEZZ#MFER, HFEETENER. Fib, IEREEED
HARHE.

« THA (BER) iEH
* Root

o BECFHES

o HERER

TH (BER) iH
MRITEM X EFEEZTHAIES, BT Citrix FREMBFIRE L REALDHERBIMAL N MELBIRIER,
AR

NREEENTTERIETZEMXES, WSETAZEENERES. SAMEAEFRVRIEBNSHILT
Z2E, APAEREEEHSSN, RERNARFELEEH.

RIEH
NFMANTEHBITEN, JUERARENREERIRD ZMEE CAILES.
WFRIMAEBIHEN, ARAUE-PNEEXZERGEUNAHRE CAIES, BESRAEERKAURSHE.
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BECTTIES
BECTHERER—HANE MRS LER.

Citrix Workspace [ A2 ZIHERAHER. BREBAAANRLEEEABRER. BRMEBHNERTRIEE
ERSB/BEMIIRMERESHEMN (SAN) T BIES. FAGIEBMENEFATIEBME N 5 TMRXLIES,

HRiEHEF

MREHIEBEPEEFRENER, BFEZFEEBKHMNE Citrix Gateway RS RBIEH. BXER, 5SH
Configuring Intermediate Certificates (BB HELER).

IERmETIE
IER R E#HE5IZR (CRL) 3F Citrix Workspace AEFIRERSBIEBREERH. ERREFHFTHRERS SN
MEBESHIIE, REAFIRESRSHBZEN TLS ERNEAR2MN,

AIEZMERIEA CRLIGZE, i, 1L Citrix Workspace M AEFEE A RRNEEAMIERTIR, tBoIUER
BENRNEEZRMFMLIELETIR ERLSERRENFIEENRIERERIETE CRLZEFATBFRER.

NRBERHTENPESIERIRE, EBH Citrix Workspace BBERF. EZRBEXFFE Citrix Workspace
HE (BIFEEPD).

BEXFAER, BERCHEZ2EE D,

SIBEERE AR S

iEATF Windows 89 Citrix Workspace N B2 AI#EBN&E R Microsoft Windows B9 lEBEIEHEERE R E]
ABENRE, PEARER—MMERE, NEEMBEBH LA ZENER, XRA NN EREERERE
i,

WA, YERAFHERSSHEN, TERIEREINMNIEREEITERRNRSE. HA Microsoft Windows Fyiilk
IEBEELNRE, &7 LUBIEERS SBEVERRIIERS BB RIEN TR,

i&EATF Windows 89 Citrix Workspace Rz FR12FF B/ BL & a6 F I 35 Bl E A M A B4 B I S ik ;R s TR 1B+ A AR
SRIEP. NRBS[IPBSMEENRSSSIEBALE, EAT Windows B9 Citrix Workspace L REF LS
EHITo
BRINASERWIFBEEIAENES, B2 Microsoft ik,
=
TR EE T BV EIHARY B H EFR E AR BEETIR. S, BMELEZIRE, EHAkELEEM=
o
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Storebrowse

January 30, 2023

Storebrowse BE—HEEFiHS RSB ZEHITREMNGSITLAIER. ©RATT StoreFront FMFFEIRIELUKRE
Citrix Gateway #7503,

BIfEF Storebrowse S-H1EF, EER AL BIHRITUTIRE:

o AINRIAEIE.
IHERENNABEFNELR G AEFNREHE.

o BEFMEREAERBNENNAEFMSEER ICA X,
 {£f Storebrowse <174 ICA U,

- BHBRTHMRARER,

Storebrowse S AZFE T Authmanager 4, Citrix Workspace R RiE2FRE5H/E, Storebrowse st
BREFEMT AuthManager REXFFEH,

EIAREM Authmanager AfF—E2%ET Storebrowse sSLARER, BT U T HMRER:

HEER %L Citrix Workspace N BIEFRT:

£ 32 it B L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Insi
£ 64 (it EH L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HmAF (EEER) R# Citrix Workspace B2 :

£ 32 iiitEN £ [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (UitEN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
K

+ iEAT Windows 89 Citrix Workspace 12+ 1808 S E =k,
/L 530 MB =] AREE =8,
« 2 GB RAM.
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REMTIE

Storebrowse S-HIEFSUTIRIERAES:

1BRIFRY

Windows 10 (32 fii#0l 64 fiiki7s)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {ithRs)
Windows Server 2008 R2 (64 {iIiRs)

pLE
Storebrowse S-BEFZ AT REMEE:

« HTTP MRS
o HTTPS RIS
« Citrix Gateway 11.0 EShkZ<

AR

EHTTP NAEES, EHAmS1TT Storebrowse L AEFFIESEIR,

BRIRIES %
StoreFront R3S

StoreFront S ERFRNSMIIES ZLRINAEE, BELELERHFTRNER. HTFREEE, EIENAHEE
B, REESHIIERERANER TRFREARS.

o APENEE: AABHNNASEERIINEER. RAERT, HBE— I ARER, EXSHIERT
BRARE.

o WEE: WIMATHEN Windows itBHI#TEMIGES, TEEHERINARE. BEMRLET, BERE
Citrix Workspace AiZFR B HEBESHRIE. BXBEENFMMEE, BESRREERSHRIT,

« HTTP Basic: =/ HTTP Basic 5%3E, LUE Storebrowse SZA12F4AEH25 StoreFront BRSBZ2B#ITE
o BUABERT, LLEMTE StoreFront RS2 R FEARS. BA HTTP Basic S41IES %,

Storebrowse LAREFEXFEITUTE—AZHITEHIEIUE:

- fE ke Storebrowse S-HIZF R EM AuthManager, ¥ E: £ Storebrowse S HEZFRY, B5E
StoreFront £/EM HTTP Basic 43IE5%. HAFER Storebrowse & $1R IR, A EEM.
o ALEEERT Windows 89 Citrix Workspace R R2F1ERISMB Authmanager,
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@it Citrix Gateway BB R

BT #Ame Citrix Gateway #5296, BIEERRILUEISEMER Single Sign-On, ERILUAIMMNAEEUKRFIEE
ETHNER, MERREENAREE,
FXiEE Citrix Gateway X2 AERINFMES, BHSRAZED Citrix Gateway LI ESEF R,

AR

X754 Citrix Gateway E2& 7 Single Sign-On SHIRIEMEIMNEAIIHEN EZHF1IEINEE,

BEBEAMHISEENBIERF

RAERUEEMNYBEERHER, MAREER ICA X,

R

U TE DR THXTT UM Storebrowse S-RIEFFEANGSMIFAEE,

AR RIS

-a. ——addstore

BiEA:

AINFRZ AEE. BRENAEENTE URL, NREEXKES, MWIREHEIR.
AR
Storebrowse ARERFLHZNABERE.

StoreFront &< RGl:

e

storebrowse.exe -U *usernamex -P *xpassword* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway LHd<Rfl:
AA .
< .

ap

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*

il
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

2]

/?

BiEA:

1Rfit5 % Storebrowse SLRIEFAEMNIFAER.

SIS

(-1). —-liststore

BiEA:

FIH A AR R A IS
StoreFront L1 <Rl
.\storebrowse.exe -1
Citrix Gateway /as<$Rfl:

\
.\storebrowse.exe -1

L€

(=M Ox2000 -E)
BiEA:

KA TR,

StoreFront L& S /RAI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &S RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

REBE
-g. ——quicklaunch

JER:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 255



iBEAT Windows 9 Citrix Workspace R BiEF

£/ Storebrowse LHEFNEAGHNAREFMEEmEM ICA XH. quicklaunch EMEXREE—NEE
URL e N R AEE URL, Bzt URL, AJLLE StoreFront fR$528, teILLR Citrix Gateway URL, ICA XX
7 %LocalAppData%\Citrix\Storebrowse\cache BRH4EM.

AILUEIT A T an S RREEME X HINBEFNSENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AN EEh URL SATFFRR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

StoreFront ERI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway 88 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub

apps and desktops } <https://my.secondexmaplestore.com>

Bah
-L. —=launch
AR

£/ Storebrowse SSBEFERIAIR B RGN AREFMNSEEAIEMN ICA X, launch ERMERIBAFRRZIRL
KR AE®ERE URL, &#5, ATLLZ StoreFront ARS328, tBATLLE Citrix Gateway URL. ICA X##7£ %LocalAppData
%\Citrix\Storebrowse\cache BRF £,

BITUT L LR EAGNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IS RYBHINT

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

ZE8YiE T LA BRI BFRAE launch ETAIEN S
StoreFront RIS RHI:
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway L& RHI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

S1EBD

-S. -—sessionlaunch

WiRA:

FERte<S, ERILURMEARIE. RIENBMELATNER. ETEUTNRIFEASE:

« AARP&

o HHD

o i3

s BZREINERNZIT
« MAREE URL

B2, MEAFFEMHER, AuthManager BIRTHBAER, ABBHER.
AILUETT A TS RINE A RN AR RENE RN E .

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
b <A T

'"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EZavEE P LA R RIBRAE - S EMARNASE,
StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway &< RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

XXk

-f. ——filefolder
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R
EEAHHIN AEFMSmMEEXBRERER ICA X,

BrhEMBEEXHRZMIERZMIENT Store URL B98I, RARE URL aTLLZ StoreFront fRS388, a2
Citrix Gateway URL,

StoreFront ERy&<Rfl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

ERER B D IIIE
-t. ——traceauthentication
WA

4/ AuthManager AFEIEE. X% Storebrowse S.BIEFFEARE AuthManager WIERT, 72EMRHE
£, BEE localappdata%\Citrix\Storebrowse\logs BRH4EM,

AR
EMA R AP NS LTHIENRE— 12,
StoreFront &< RM:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway E#&<7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

IpRTFiE

-d. --deletestore

WiRA:

MpREII AR StoreFront =t Citrix Gateway AR E.

StoreFront ERER< A

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway /&< RAI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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i#@id Citrix Gateway L& S ERTiF

BAEFRMEAFEREMAHITEMIIE, HERZGIRMEM Citrix Virtual Apps and Desktops #1 Citrix Daa$S
(L Fi#FR 7 Citrix Virtual Apps and Desktops fRS) . BRIUER, MEFMES ML AEFXSEEMETIMNR
. AINNFBEIER, EREIRIEH Citrix Virtual Apps and Desktops #1 Citrix DaaS 1 “FFia” &g EEEE!
Citrix Gateway iR 28.

Citrix Gateway hit#s 11 REBRRAZFFILINEE,

WEFME

axunfas Citrix Gateway B E Single Sign-On MIX& &M, ESRRENEESHRIT,

I LUEFAAERIEIT R (GPO) EBEMRE Al Citrix Gateway KA S B RITAE.

1.
2.

@idiz1T gpedit.msc 77 Citrix Workspace R fRiEF GPO EIEIER

EHENREETST, BEEEER > Citrix 444 > Citrix Workspace > B/ 5 4363 > i@id Citrix
Gateway 523 Single Sign-On,

ERYIHET S AR “Single Sign-On” %17,

4. BEHENAMAE.

PR

E#/E5h Citrix Workspace R BiEF=IE U ER IV BN £,

£ StoreFront AR5 28 L/ A HTTP Basic S{433101E/7%, WUEEiL Storebrowse SLAREFHITEREENE
Eo

MREE HTTP NABE, AR ERZIAEREEIZNABEUCERBHNE LT EHEAERMN
REH, WARZHEAGSTERRITERINRE BRAAE NREREAGIITRHESE, BEANMND
AuthManager &R,

Storebrowse SLAREFUHINZIFENLABIE (7 StoreFront fRE28 LELE T Citrix Gateway).

X4 7 Citrix Gateway BEC& 7 2 E SRR, 7RI Storebrowse SLAREFHHEIRENTIAE.
Storebrowse SLEREFMHSITIER Username (-U). Password (-P)# Domain (-D) K&K
NG, HEBTRAAEH .

211 ICOSDK WE=ANAERFZA SSON, FeIELTEME:

il

A M & IM: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

AMRE: E=ANAEFNTEREZ

EMERFER: reg_multi_sz

A M *® M: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

FMERME: C:\templlabc.exe;C:\temp2\xyz.exe

EMRZER: reg_multi_sz

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 259


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication

iBEAT Windows 9 Citrix Workspace R BiEF

AR
o BRILRES RS SHRINE =S NAER.
 hit7s 2107 RESRASZHFILINAE.

iZATF Workspace 19 Storebrowse

January 18,2023

i& A F Windows 89 Citrix Workspace [ B #2FF 7 Citrix Workspace Rz B 125 1 B B AR 55 F1 4 #h 28 B 1R 2
Storebrowse 1%, ©iXff Storebrowse A #5418 Cloud #1 Workspace gk,

AR

o WIHEEN MBS E FiEH Storebrowse 215,
o MIEERABRNMER PRI NE M REFERLEINEE,

LRE
LUITFE 1R T BRI UM Storebrowse SLAEFEANGSHIFEAREE,
AR
o IEINEEIRSZ#F CTX200337 iR IR EM BBIRSEHH 2.
o ALERSIRTAT FTHITUTHES.
e —a "discoveryurl": BE&GSITHRNMNEBREE. HSAEEBAT SSO NiERREMIIERT.
70, AAD iinNi@EE webview #{TEHINIERIESE, EEMESEE, BEREHRIEET.
- Tffl:SelfService.exe storebrowse -a "https://cwawiniwstest.cloudburrito
.com/citrix/store/discovery"
o —d "discoveryurl": MRNEREE,

- Tffl:SelfService.exe storebrowse -d "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"

« —e "discoveryurl": Ll JSON XS HER¥EHEB. Ut <H resource.json X HFHEE %
LOCALAPPDATA%\citrix\selfservice BRINLE, Citrix Workspace Rz F 12 F & &k F5E w0
SAEETIGS, FERFRSHRER,

- mffl:SelfService.exe storebrowse -e "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"

NREFAEE resource.json FEERIAME, HWOILIEE B SRR,
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- ffl: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\

Documents\Fiddler2", X & ¥ resource.json X ff 7z fif 7 C:\Users\<username>\
Documents\Fiddler2 #,

¢« —q "FriendlyName""discoveryurl": #ERILtHSHITIEESRITERR,.

- mffl:SelfService.exe storebrowse -q "Excel 2016""https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery"
« —launch "launchcommandline': fEH resource.json ## “launchcommandline” B&I&E R,
AR

- M resource.json FE I “launchcommandline”,
- ERITELZAE, EMIE resource.json XHHIEER “launchcommandline” #fipk /.

- = ffl: SelfService.exe storebrowse -launch -s store0-5c3ec0l17 -
CitrixID store®-5c3ec0l17@Ra9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1LhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKZjM5LKk5vdGVwYWQ
-/launch/ica"-cmdline

# 17 -launch "launchcommandline" f&, ica X f+ & %F fif 7€ %LOCALAPPDATA%\citrix\
selfservice\cache BR%, Wi ica XHFUBHER.

« —liststore: FIH7E SSP HHFMMAREE, MAFEEYIRPES storelD, 8 NARBERAZR URL,
- =ffl: SelfService.exe storebrowse -liststore
AR
Citrix Workspace ARSI FEIRS A BEHIT - liststore @2,

Selfservice.exe storebrowse -liststore #n%% storedetails.json X7 AppData
\Local\Citrix\SelfService #,

Citrix Workspace ;725 Desktop Lock

January 17,2023

TRESHMEmMBHTRER, AJLUER Citrix Workspace 2R Desktop Lock. ATLUfER Desktop Viewer
(WIRERA), B2, TAE EXEBXEN—HXM:

o Ctrl+Alt+Del
o HIEI
o &%
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o BFFERR,

8% Desktop Lock 1haE#viERT Windows B9 Citrix Workspace M B2FES AT EN LinfT, XEi+E
MBRATRERBERHRETNABE, 72 PNA S, #A4&% Citrix Receiver for Windows 4.2 SiE=RAET
B a1 Desktop Lock kRS,

R /includeSSON fREREER T Windows B9 Citrix Workspace M REF. A adm/admx X< 1T
ROEENARENERER, EXFHER, BEBHTE,

AE, UEBERSMMEA Citrix THIIE LRMM CitrixWorkspaceDesktopLock.msi &2 Citrix
Workspace i H#EF Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 alE %1744 E, BXEMEE, EE Microsoft FHRHE.
« £ Windows 10 (8#EAFLIEH) M Windows 11 E&%#F,

o {RXPRIEI A IERES StoreFront,

o DONIERYLR R,

o APiIgHEIUEES LAN 3 WAN,

A FI IR P 18)
BE

BRSHNRBIEFLE AT EATAMKEEAR, RIFEERERBYRERIEMRBEA T T2MUE. BXF
58, B2 Citrix Virtual Apps and Desktops St BB AN 2R iA1RIA URL EEM S5

& Citrix Workspace 72 Desktop Lock

« ALK Citrix Workspace R 12 Desktop Lock 5LLF Citrix Workspace MBEFINEEL SR
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 f&E-F2<3ti AIERF AR
- PRI, WNESHIIESE RS HIIE
« BFFF Citrix Workspace 2% Desktop Lock SiEREZEE T HAIRIER.
+ Flash EEm7E Windows 8 REBRAFLFREARS. Flash EEmE Windows 7 L FBEARKES.
+ Desktop Viewer £33 Citrix Workspace [z f#2r Desktop Lock #4777 #hit, &8 “Fm". “BR". “&
A" “BR7 B,
+ Ctrl+Alt+Del 7 Desktop Viewer TE# LA,
« KZ¥ Windows IRiEHRI9ERIIZERIE, 8 Windows+L B,
« ZmiEiED Desktop Viewer #fTRmiEER, Ctrl+F1 ft’%k Ctrl+Alt+Del,
- ARERIRGR, BELXREE LRI MARREX Y. BEAFIHE, REXHESREELRREL,
HEEFEEXHEREE,
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AR

Z# 7T Desktop Lock, F EEMFEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle =
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
B False, Himm MARIRILFNIEIUIRERRY, JESh BRI IEE,

%% Citrix Workspace [ f#25 Desktop Lock

LR REEATF Windows B Citrix Workspace M 2R, U@ Citrix Workspace i 2 Desktop
Lock ETEHRE, BEXFERAEERNTE, B2A

o0&k
SEEHE ~o

1. FERARMBEERKFER,

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy—-->

Zam<$ LT Citrix Workspace N RZFM%E7 B LA Plug-ins > Windows > Citrix Workspace app
XEF, BXHLHEMER, ESHZETH Citrix Workspace M RiE2F R,

3. AR ENFR EME—X#FEA, WE CitrixWorkspaceDesktoplLock.msi, IthBY¥E 2R Desktop
Lock mS. REBIRRHITERIE,

4, RETRE, ENBHAF LS. NREENHRASEHLURAF SHER, MERA Citrix Workspace 12
FF Desktop Lock B Ri%i&%&.

TAUAFERE GEERFIRE, SBMEE Shell PHBR%E CitrixWorkspaceDesktopLock.ms1 Ffr
RAKF. WRZKFHEEERE, EETEERNERILE,

BEiz17 Citrix Workspace Desktop Lock HIgEB %%, EFERAUTHS1T:

msiexec /i CitrixWorkspaceDesktoplLock.msi /gn

f2& Citrix Workspace [ 125 Desktop Lock
LIEER RS EREY, Desktop Lock &BIEHBE S ERNEESE.

R Active Directory SEBSRIRA LA F SRR IA SR i N RBRIRTS.
FERRENFTANSERW EE Citrix Workspace B2 Desktop Lock.
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« ¥# receiver.admx (g receiver.adml) # receiver_usb.admx (.adml) Xt-2E MEFIAKRD (AT,
RESHITE T EAEE” KAFRE > BERIR > 2HEEER (ADMX) > Citrix AHH), .admx XL
F%Program Files%\Citrix\ICA Client\Configuration\ &,

« USB &i&m - AR EAEAD USB iR&8H, Z¢ESEMBERIENEE, TEAPRE, EHSEEs
USB & &HEEERERF REH,

- B USB sergEiml,
- 7 Citrix Workspace M A12F > imf2iEZE FIRisE > @A USB imi2iEiEd, BRHEENHE USB
RE A USB 18 &5,

« IxzhaE&ERST - 7£ Citrix Workspace A2 > miBEEEFIHILEP, BAHEE “FHIRRm2EMH" 5
BE

o £%X - 7% Citrix Workspace WAHER > mi2EER P IRiGEH, BAHEE “TPRIHEERNX" Hg

FEBREERLUES Windows Desktop Lock &4 &M

1. A& StoreFront,
a) & XML Service FR& JfEF DNS #uhtf#éT, WIKEX Kerberos %%,
b) E2& StoreFront shgLU#4T HTTPS ifia). SIEHIZIEEMANMEERRS IS, FEIIA Web
b HTTPS 457,
) BEESVERBIEERERSMIE (BHABE).
d) EH Kerberos,
) BA Kerberos M{ERE R #TEES R WIE,
) £ IS 2RiA Web b= FBAE&FIRHERER Windows S1433IE.
g) 1ERR 1IS B Web S RHEE SSL HREEE P IHIEH,
2. (FRAREEETH SIS AP IE&E LAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X\ Receiver.admx 1&g,
b) #&kxBHFEIEER > LHEPER (ADMX) > Citrix 4% > Citrix Workspace > B 543 1iE,
C) BRSRRSHRIL
d) BRZEMAFZMES,
3. =%k Citrix Workspace [z %25 Desktop Lock 271, BRBERF &,
a) ¥ Delivery Controller 8 URL 702 Windows Internet Explorer ByEI {5 s 5 &R,
b) HE—1NFAM URL HmMEI Internet Explorer (A 5k =5 &R P, ExRE desktop://delivery-
group-name 50 URL.
c) BH Internet Explorer LUERAI{Si5 =M B BB RINEE.

LAEFigE ERET Citrix Workspace R F#2F Desktop Lock B, sa@fliT—HEVE £ IRHEE. Fi,
REmEH Windows BEERBIRKIIZE N “BEEH", WAREMFIRE LM Windows BEEFBIRERIKIZE R
o], AP#BAMZAFIEETH. Desktop Lock TRAF IEER A FRA—HHRS, XMUEATFAE Citrix
Workspace [Zf#2F Desktop Lock B Fi&#&,
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fir: Desktop Lock

BESBRFRTI BB NES, WMTRPR:

1. ERLREMEE Citrix Workspace [z f#25 Desktop Lock BYFr B AS#I B IR Btk B Fo

2. EREIATHRIENRIZFR Windows IhEE:
« fiBx Citrix Workspace 2R Desktop Lock.
o MERERT Windows # Citrix Workspace MR,

¥ Windows {RiFREEIZIERIE

AZ# Windows REBREEZFRERIE, ATERNEED ERRER,

Windows

« Win+D - &/MtRE EHFRBEE O,

+ Alt+Tab - ERCEEIMNE O,

o Ctrl+Alt+Delete - £ Ctrl+F1 #1 Desktop Viewer TE#,
« Alt+Shift+Tab

« Windows+Tab

« Windows+Shift+Tab

Windows+ FrE 17§

Windows 8

o Win+C-“4TH” BRIRH,
o Win+Q -“1#%R” B4R,
o Win+H -“#=” BRIRH,
o Win+K-“1&%” BR%H,
o Win+l -“8” BRIZH,
« Win+Q - #RMAEF.

o Win+W - ##HRigHE,

o Win+F - &%

Windows 8 R

o Win+Z - BERNFAEFET,

o Win+. - ZBREFEXNT.

+ Win+Shift+. - ZREFEAT,

o Ctrl+Tab - FEIF ¥ SR ARRFHEIER.
o Alt+F4 - XHRAERF,
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KMH

» Win+D - T £H,
« Win+, - 3% £,
+ Win+B - R[EIEHE,

o Win+U - $TH “BIMERIZEHL,

o Ctrl+Esc - BEhRR.

« Win+Enter - 17T7 Windows #i& A,

o« WintX - s THRATRIGER SR,

« Win+PrintScrn - QI ZRBIREBHEFEED “BH 7.
+ Win+Tab - T35,

o Win+T - S ESE=HITHNE O,

RFALZTAE (SDK) 71 API

January 17,2023

IEBARIRAERE SDK

IEH1RINAERR (CID) SDK % A R EIB G, %2 Citrix Workspace K BREFFEREF HITEN LR
BIEHE StoreFront fRE2S#HITHH50IE. CID BAFMERERIFRERRL StoreFront fR388, MEZFHITETE
BEEM B2 I8,

BXFMER, 15217 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GEBF
Windows i Citrix Workspace B2 RAVIEBARIRAR SDK) X4,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK 2{t—£R7s#1 API, X% API A ELURIEA N R EMMITE SR
It SDK AEERMTH, RATCETERT Windows 8 Citrix Workspace M BEFZEEH—E5,

AE:
5EohEXMEL APl FE ICA XHRELEEIMNBEFMNEESIENENEE.
CCM SDK mhaetsa:

o RIEBE
- RIFERLEME ICA X BN BEFHRH,
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o RIEWIFFERE
- SERAEETLRITIEZRER D, ATUMAERIEREMIE R RITEEERIE.
o RIEFH
- SERAEETORITEEIRIEEM. TUMAERIERNEMIEAP RITEHRE,
 EER
- RERENAERRNEBHRIENEREXER. ZREEERKARE. UAEFRIENRATENA
BFRIE

X SDK R4 R, &S Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 &358)) o

Citrix E#&& SDK

Citrix EPLBERHEF A TES (SDK) ZAER ICA hilME 2 EINBESR S RSS2 RN B2FAE P IR RIEF,
BRS3 28 imaEINiE E M FRFEF (I T Citrix Virtual Apps and Desktops AR 28 L. MIREANEMEFIHEFAES EHIR
HMiER, EBER Citrix BRI

RENIEE SDK 12 ft:

« 7£ Citrix Bg5328 API SDK (WFAPI SDK) 5 @ ii@iE ThAE LS &5 LIS S R IEE R Citrix EEIMIREhIZRE
R A2 4IEEN (Virtual Driver Application Programming Interface, VDAPI), VDAPI 2 #tHIEINE
EXFENT RS EINBERNERE,

« Windows 31 API, FBFHEaiMsiikieliKsts ICA EMME= A NAEFNXIE,

s ARERFEREANEINBERGIEFNERRR,

« EINEE SDK F5E WFAPI SDK 7 8E4R B bl iE R AR 55 28 o

BXRIFMER, E21A Citrix Virtual Channel SDK for Citrix Workspace app for Windows GZFF Windows
i Citrix Workspace [z A#2FFERR Citrix E2iiE@iE SDK) 4%,

Fast Connect 3 ZiEiE N API

Fast Connect 3 RGN APl IRIEMEO BT AR A& F (SSO) haeiRtA A &R, IhEEmEERTF Windows B9
Citrix Workspace L FR#EF 4.2 RESIRAFAI A, @ik API, Citrix SYEEERT RS HIIEM KR SSO =&,
ZFmfEA StoreFront §AFA B RIEIMNARFREE, ABWMARPSXERIENEE,

BEXF4MER, iE2&0A Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
FF Windows 8 Citrix Workspace [z F2RER#H Fast Connect 3 &ZigHEN API).

ICAIRESE

January 17,2023
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ICA GBS EXMHREFMFRIZEN ICA XHEBIR, AFEEABTEX Citrix Workspace R AREFHITH, X
ATLUER ICA RESZ3 Citrix Workspace R BIEFHNS BT H# I THERR,

ICARES%E (PDF T#)
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