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iBEAT Windows 9 Citrix Workspace R BiEF

KT IbhRs

September 1, 2023
THEERATF Windows B9 Citrix Workspace R AEFHIFIIAE. 1EoRINEE. BEEEMNRBEURBEMEZ,

AR

EEFHRATRM? BAIVERARTRRPRE T —0I8E5IR, FULERUER—MIBEREIZTUINEE. REK
RINBhRAE IR, HEMREMIAY Podio REPFEEHZERIR K,

2307.1 FRYFTEINAE

EhR 7R T BB F U B A M RERITR E MERYIE) L,

2307.1 FEZERE

* 7E Microsoft Teams #1, HHZRERLARFHBFRALNN, BHEA (H2NE5E) BETHES
EERTRER IR, YEHZREHERNTFTEOAAETITWRAEFN, WadIlitte, [HDX-54395]

2307.1 B R
Itk A& B FEYE A a)RE,
AR

BXEBHRAFREENTETIR, HSRERR-.

FHAkR A

REIABRME T HXHENRIE Citrix Workspace [T H 45 B B 21202 2150 RHAMRA RIS TIRER BB S
BRI E B

2307
FEINEE
AT WEZRIL R Microsoft Teams FEHEENZF

ZHl, BRWMMREDER, aREBHEEEENSES. §li, ESFEBAZEMA Microsoft Teams ilETHE
BES, W—HRRASZBBHHEHER Microsoft Teams, LLAASBRLRFP AR E,

EAhRAH, Citrix Workspace MARFXIFREFTEERES. WXIFERATHBREE.

WERM:
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/technical-previews.html
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iBEAT Windows 9 Citrix Workspace R BiEF

FHERHMhRAR Microsoft Teams,
AR

HB7E Microsoft Teams BN EH/E, ERIHEEARIAH, EEE CTX253754 RS EHM A E,

Citrix Enterprise Browser

HhRAEIEETF Chromium ks 112 #4 Citrix Enterprise Browser kr4s 112.1.1.24, %% Citrix Enterprise
Browser #9458, &8 Citrix Enterprise Browser 321,

Citrix Enterprise Browser RS

Bi& AT Windows 89 Citrix Workspace R B2F 2307 fR4siE, BIER A UEF BB EREMEH Citrix
Enterprix Enterprise Browser ®##E A X HTEE,

AR

ZINERT, I&ES Workspace M ABEE R .

BRE
IT BEERATLES U TARZ—EE Citrix Enterprix Enterprise Browser A NHIEE:

o AR (GPO)
+ Global Admin Configuration Service (GACS)
+ web.config.file.

#iE:

FRARE R ENREREBER. BREPEA—MGEHRBARRERR.
o MREHEARRBZRESR, BE—18Z1 Workspace ARENE, ZIRESRIGEEA.

o WFRLBF, TLEBENE, MBAFIE Citrix Enterprix Enterprise Browser R#EA & B S U
KNARER, IsERZREsH.

« &y Workspace NAREIEZALIIEE, BEAMTEUTERBEFRNAUTIEE:

- set the CEBShortcutEnabled attribute to false in the web.conf1igfile.
- disable the Enable Citrix Enterprise Browser shortcut property in GPO and GACS.

fEFRLASRBRRT R

EIERAA LIRS A Citrix Enterprise Browser i =& 4 3k#z %) Citrix Enterprise Browser #hiEA X1
“FFIR” R ERBER.
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https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/en-us/citrix-workspace-browser
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AR

i#@g GPO #1TEEIEAT Workspace #1 StoreFront,

Z 2/ Citrix Enterprise Browser (RS, BHITUTRE:

1. &idiEfT gpedit.msc #TFF Citrix Workspace R FTEF4A SRS R EERIRR,

2. EItENEBET ST, BEEEERR > Citrix 41 > Citrix Workspace > Citrix Enterprise Browser,

3. % EA Citrix Enterprise Browser g5 %,

5! Local Group Policy Editor
File Action View Help
Rl ARl s REN 7 Nl 4

5 ] Windows Settings
w | Administrative Templates
« [ Citrix Components
~ [ Citrix Workspace
> [] App Protection

[ Client Engine
(] Compliance

| Diagnostics

=] DPI

[ Mutti-Stream ICA
» [ Network routing

5 [ SeffService
[ StoreFront
[} User authentication
[ User experience
5 [ Control Panel

o CEP
| Citrix Enterprise Browser
7| CItrix SEcUre Browser

[ Citrix Workspace Updates.

[ ] Fast Cannect APl Suppart
[ Global App Config Service

> [ ] Remoting client devices

- Citrix Enterprise Browser

Enable Citrix Enterprise Browser Setting

shortcut

[ Enable Citrix Enterprise Browser shortcut

Edit policy setting

State Comment

Nt configured Ne

Requirements:
All Citrix Workspace supported
platforms

Description:
This feature enables the Citrix
Enterprise Browser shortcut on the
Start menu.

& Enable Citrix Enterprise Browser shortcut

E} Enable Citrix Enterprise Browser shortcut

@ Not Configured ~ COMMent:

O Enabled

O Disabled

Supported on: [ A Citrix Workspace supported platforms

Options:

Help:

Extended f Standard

1 setting(s)

This feature enables the Citrix Enterprise Browser shortcut on the
Start menu,

Cancel Apnly

BXRMAER GPO MIFAER, BERARRN S EEERRTE,

Global Admin Configuration Service (GACS)

£ %l Workspace it & > W FBiZF Bl & > Citrix Enterprise Browser, #A/5 /= BB A Citrix Enterprise
Browser ###E51.

BxRAER GACS Ul Ki¥4fE 8, &5 Citrix Enterprise Browser X4t i/ - FE—o

AR

XMELEAEAT Workspace # StoreFront,

web.config Stf:

R TEE CEBShortcutEnabled Ei4t,

<properties>

© 1999-2023 Cloud Software Group, Inc. All rights reserved.



https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#group-policy-object-administrative-template
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<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

AR
i#d web.config Bt &iEAF StoreFront,
&3 web.config:
Z B/ Citrix Enterprise Browser RS, BHITUTRE:

1. ERAXAYIERITH web.config X, ZXHF@EEMT C: \inetpub\wwwroot\Citrix\Roaming
directory,

2. ERXAPHREIBRIKFATR (EHEZERKS 275 Store)

f5lgn: <account did=... name="Store">
3. £ </account> frigzHi, SMEZBRPKFHNBEEHFMUTRS:

<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

THEE web.config XHMRAG:

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">
<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 6
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<clear />
</trustSettings>
<properties>
<property name="CEBShortcutEnabled" value="True
n />
</properties>
</metadata>
</annotatedServiceRecord>
</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BEfEE 898

« 1E5EATF Windows i Citrix Workspace R 124 2212 REmMRAT, EEEX Web AEEFER
BuEATHRERRNEMKSEEUTERL FTAZRP: MREMKEFRIESEE App Protection £i%
E, NEmENEE. SESIFRP, S2E482MI%m, [CVADHELP-23189]

o BF wfica32.exe HafEH MM E, Citrix Workspace AR RIFAESFERE. ARV ERE, &
ATRESUREISEM ID v 1000 fUsEiRE S, [CVADHELP-23341]

o L& MiE B F Windows B Citrix Workspace [ A 12 & ik 4 2303 3§ 8 & ki 45 35 ia) Linux VDA B,
Wfica32.exe TJaERAN, HRIFKMEQXFITHRER2HIMLLEZA, [CVADHELP-23037]

« SNREMERA Citrix Workspace R AEFRZS 2305.1 BB RRARIBENALAN N BAEFE#HTMEKIRE, N
AN ATRET E R Rt SR, LI RANFRE 2 RIETE Citrix Workspace B B2 FH 5 T IEBE o
[RFWIN-30798]

2305.1
FEINAE

MET Virtual Apps and Desktops HEEh{RLS

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 7
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} =r

AR
WIhEe R EERTaNERIE, X4 A EE AR

El, Balb#EMNEENAFREAER. AP RIgEIEELENN, HERPXATIHEE, RAEMEEE
BSH,

(_t' Conmecting

Starting...
[

Camosl

NN AEFNRERFRESEFE. BHX, HEEERT Windows 89 Citrix Workspace A2 LR
HTRAPRIFNEL, WIHEBEMTFILAF RN T A XBHRSHEXER, BIETERENETA.

Citrix Workspace

| @ RTsT

()\I Home

Actions RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

| Apps

All Apps

a7
RTST-UK RTST-UK RTST-UK

() Desktops Access 2019 Edge Excel 2019

Files

cifrix

el Type here to search

BRAUEREEXBMHENGREXERN, MAMUXEHER. MREERDHEAFZHXANKE, WEETR—

FESHR.
BiEATF Windows 8 Citrix Workspace R B#ER 2305.1 2, INEEERETRINETFBEARS.

AILAGEA StoreFront (i) ZiERVEMRIDUSALLINEE. BXFRER, FEHANET BNV AEFNSENEE
58,

AR
BAMBARAIMEE A EHEIEEEFFEREREFIMERHTINN, FAZTFPRHEEZRENVS, Citrix FiE=
AT MR SZ 35221, (XGRS THREM iR, Citrix JRESRIBERIGI™E . KEMMEBEMN KR
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THITIR(E. BINAEEEFIFIRTDEIE Beta hiids,
BILUEIE Podio 1RHHA X ILINEERI R 5o

IRix Storebrowse s$RE
A UTE X P ERER Storebrowse S MRITIRS. BREMIIRTS, BT - launch iR E— P ME—HX
HE, an<SHEREIRENEMER —MXMH, RBKREEETF ica.error X, ZXHEBEIBIEN,

AR

SER -f launch S AXGRERN. icaF EBR. &M, REEMIZXXH.

BT RERIMMEAKNXHEEET SLOCALAPPDATA%\citrix\selfservice\cache, EAILRIEREL
X LEST
HINERT, UgsIheER T B AR,
THEEERS - BN S s SR

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-
e33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/

YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

%15 StoreFront B A ENFH B R IIES A

AT Windows B9 Citrix Workspace FZFF2FF 2305.1 2 StoreFront B2 BB ERFRIIE. ATLERTERN
fEfa—#A=mA Citrix StoreFront BB E#1THHRIE:

« A Windows Hello #1 FIDO2 22 %, BX¥MER, BSREMSHIIEA,

« M Azure Active Directory (AAD) 1ER B IEIZFAIE M AAD B9+ EH 8 & R 3 Citrix StoreFront
AL, BXFAER, BESHEMSHIEIES .

+ Workspace BE B¢ Citrix StoreFront Fz A E#1THHIIEN A A BB 25T Azure Active
Directory &#ihin%eg. BXFMER, ESRAZIF Azure AD RBYE AL,

HUERA Microsoft Edge WebView2 fEARE XK 28 1THEE StoreFront MIMXSMHIIE, 7 #EEMALLIIAE.
AR

JEH{F Microsoft Edge WebView2 Runtime fg#7 102 kB =7,
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AT LUERA Global App Config Service F4AFEXTR (GPO) 1k StoreFront AR ERBBHRIIESE. B*
HHER, B8Rz StoreFront M AEENHFHZUIIES £S89,

7£ Azure AD H3#F 200 Z 14

FEAhkEH, BT 200 ZMAR Azure AD BRAUEBDECLIZARNNAEFNKEH. U, A—AFLTEEEX
LN BEFMKHE.

AR

BR&AM Citrix Workspace R AZFEHHEHE R 6ERBILINEE,

App Protection

[RBEEZIDRIGRINEE
Wi I IEERINAE, WRHBRUATEMNZ—, WRESHRIEMBEBRSEY (SSP) RELEAREBRIZR:
- BEERAUTE—SRBAT App Protection:

- EZREIIEGEREL) App Protection Si%1E,
- £/ /startappprotection &<178% 251 App Protection 4,
o WMREHKEREDZHEF SR App Protection S%EHE kR /startappprotection &%
T8, WERE—NZFRIFNTRERERARBRIZREF.
AR

Global App Configuration Service (GACS) F14A%EET% (GPO) RESE = ER1T A, g0, NREITiXLE
REZRBT GACS 3 GPO %%, MEHHIIEM SSP RE LXBARERIZR.

XHEZNEEER
2R T Windows #9 Citrix Workspace MBRZFEHARRARDST, BEHRUATXHSR:

« EntryProtect.dll
» entryprotect.sys
« epclient32.dll

« epclient64.dll

« epinject.sys

« epusbfilter.sys
« entryprotectdrv
+ epinject6

XL HRER %ProgramFiles (x86)%\Citrix\ICA Client)\ k.

MREEBXEXHLPNERBMARMEFRFNAFIIERS, BEERMXARNERRIFIIR.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 10
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Citrix Enterprise Browser

hRAEIEETF Chromium ks 105 89 Citrix Enterprise Browser ki 105.1.1.27, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

PR AsY R

ER 2N ARG SRR IRMEMNT BIZEFHAME Citrix Enterprise Browser, EERTILUIE. SEMITHYT B
BF. RRBAPTULUREEZER citrixbrowser://extensions FTEEMERZYT BIEF. BXB%ILE, B
27 Global App Configuration Service.

BEXMARENFAEE, BEHSENGET R

1&2ePIE8 Web 71 SaaS AR LaY SPA 58 CHE

ItkThEEIEER T Web 71 SaaS R AERF MRS HRIEMEH. Y Web SEM Web SIEMH iframe BRI,
BONMEE T BRI, FERIENSHIERATIEA Web 5, &4F iframe, 82, KEMIEZAE Web
T,

£/ Global App Config Service ZI2 Citrix Enterprise Browser

BEEFALUERERT Citrix Workspace # Global App Configuration Service (GACS), @id&EHEENIRS
21t Citrix Enterprise Browser i& &,

Global App Configuration Service E7EiL B2 REMEE Citrix Workspace #1122 Citrix Workspace [ f#g
FigE. IInseaiFEERMER Global App Configuration Service i§&#i& & ok F 41 8B K7 A 245 & R A 7 /5 o
#9 Citrix Enterprise Browser, EZERIMEA LUER API 5 GACS EEAF REECEFEELLT Citrix Enterprise
Browser ig&:

+ “Enable CEB for all apps” (HFrEMNAIEFERA CEB) - ¥ Citrix Enterprise Browser i& AT M Citrix
Workspace M F2FTF Web # SaaS AR HIZRIAR 25,

+ “Enable save passwords” (BRREER) - AFSELRLAFREEE.

+ “Enable incognito mode” (BARSER) - BAXZARSEN.

+ “Managed Bookmarks” (REH%) - AFEERAKHEHRET Citrix Enterprise Browser.

+ “Enable developer tools” (BEFXARTIE) -7E Enterprise Browser HEAHBEAFLARTE,

+ “Delete browsing data on exit” GRHETHIBRNILIEIE) - AFEERAE Citrix Enterprise Browser #£

AR H B R BR IR LE S04
+ “Extension Install Force list” G2#IR#ET BEFTIR) - AFEERE Citrix Enterprise Browser 7%
LY RBER.

+ “Extension Install Allow list” (i BEEFREAFIIR) - AFEERRERFATLUARME Citrix Enterprise
Browser (i BREEFHIALYIR, Lt5IFRAEER Chrome M _ERAE,

BXF4MES, E21AEA Global App Configuration Service &1 Citrix Enterprise Browser,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 11
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&iE:
o BFMEVNKS KNS,
+ Global App Configuration Service BIFFE N K AL EEE T LT 25:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o BEFHALUSXLEIZENBRIFEREIRE. BXIFMEE, 5217 Global App Configuration Service
X1,

RAFRfRE
Ei@id GACS EEAF REAEZE Citrix Enterprise Browser, BHITUTIRME:

1. EAELMNERESR citrix.cloud.com,
AR
eI Citrix Cloud kP89 5488, 521EM Citrix Cloud —X.

2. HITBMRIEE, BEELANEKERE, AE%ERER Workspace FRE.

-

Home
i ~
My Services . ( o
i O il 1 20
Library i . ) . L
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( View Library ) ( Edit or Add New ) ( Add New ) ( View All )
Network Lacations
Resource Locations
Licensing
H
Workspace Configuration |
3 0 S 0 @& 0 ) 0
Support Tickets J o
ytics Files Remote Browser Isolation Secure Private Access
Notifications e and usage insights Secure content collaboration with anyone Protect corporate network from web based Zero Trust Network Access to all IT
on any device powered by Citrix Sharefile. attacks, sanctioned applications.
System Log
MMage How to Buy Request Demo
Learn more Learn more Learn more Learn more
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iBEAT Windows 9 Citrix Workspace R BiEF

ItATE £ Workspace itE R R,
3. BENAREFES > Citrix Enterprise Browser,
miE, ELEE. E#%% Citrix Enterprise Browser IhgEI&E,

BxXFMER, 52813 Global App Configuration Service &3 Citrix Enterprise Browser,

AT
+ k8 Citrix Workspace [ 2Bl R L Bt
BREATA IR Z IATHRERTTEESIR, BB R EA TN Y b TlE.

BiEE M=
+ Y AllowAddStore 28BN N EHERARENR (GPO) Sen<iTEOFRM HTTP RS, &
RSB THEIRES:
FTkiEERIRS 28" [CVADHELP-22184]
« R EFER Workspace Environment Management (WEM) #8388, RADHESBERETH. BT/

17 ICA x4, mAEEThITH =M. Citrix Workspace MABERFARZ 2209, 2212 #1 2302 = H LR,
[CVADHELP-22318]

o Bl £ £ ¥ Mt | W HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Dazzle\ T ¥
PutShortcutsOnDesktop MEIKE N False 25, ERE LOIENENRNIELTFERARKS.
[CVADHELP-15550]

o BMEEEITAEAZFRIPFNEAREFNSE, SHrETAFERE=SNAERF Pega Robot Studio, &R
FAT App Protection # Citrix Workspace R A2t Elttia#, [CVADHELP-21146]

o N8 Windows 10 ERFZLUIERIBIBES R, Citrix Workspace N BREF A se T A F MZIRER SR Z
R FAfERF. [CVADHELP-21986]

o EEAMISE EITFM Citrix Workspace MBIEFFERN, EEAGHNEE LBETHNE AN BIEF
TiEBH. receiver.exe XFRHMIEBIATHIIt AT, [CVADHELP-21604]

o YEER Citrix Workspace MAREFH, AHASETRS5E T GPO Hin$TE BN S MK X R AR BIEF
M=EHE. Computer\HKLM\Software\wow6432Node\Citrix\Dazzle F CurrentAccount B =
TEIZEN ALTAccount BT [CVADHELP-21124]

c HRELSERRIPNEAREFE, ERIBETEMER Print Screen # (PrtSc) 8ilXF R 8 E. 7£ Citrix
Workspace MABiEF ENBEBIRSEAT App Protection Byl tkiaIR, [CVADHELP-21979]

« WF=RABE, BT EEREER URL HmMikF, [CVADHELP-22438]

« AEIERTF Windows i Citrix Workspace A 2R 2203 LTSR f5, EaIaE2BIIAR, HIEERAFMA
Fo & R A RS H R RIFRAITFF SelfService Ul Bf = HItA]RE, [CVADHELP-22696]

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 13
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BB, @EaTaeTiEM Citrix Workspace R A2 ARZS 2305 BahERE. S RRRIETIRTERE,
RIEWFERHLIKE, AERIERWHEREIRES: “SSL Error 27: No localsecunty certificates
could be loaded.” (SSL $#1% 27: TiEmME iR £iE+H,) [CVADHELP-23095]

BT App Protection 8915 R FTREZERT Windows 8 Citrix Workspace R B1ERF 2212, 2202 =
2303 Hr#ABY, REFRERBIFMEANHAZRUTHIRES:

T RERS ‘@C:\Program Files (x86)\Citrix\ICA Client esources.dll, -104’ (appprotectionsvc).
Verify that you have sufficient privileges to install system services.” (& i & % g & “Citrix
XenServer Windows Management Agent”(XenSvc). EMIEEEEEE BEBHIBIRRZERSRS.)

[CVADHELP-21995]

MREEERRSIENHEEPHITEAMBITRE (RAr@IEsk#%zh), Citrix Workspace B2 rIAERFLEM
[z, M Citrix Workspace B FB#EFHRZS 2302 #4351 2303 Z EREISIER, MR aiGMMEENSIE, N
SHIL R, [RFWIN-29663]

EEeRERD, AEERRERMERE (PAC) XHERET (E, BxIEMIEMN HTTP ERERKRXIINE
A LS (CDN)o [RFWIN-29203]

BB T BT StoreFront &1{2%3EA Microsoft Edge WebView H8gAt, MMREREE HTTP B4 E1IE
(EXRFHRIERREZHIIE) , MIEBRIHAFEHE, Edge WebView HI %28 5 H10IEE ORI 8ER X o
[RFWIN-30061]

LREELREXTITAN, EaEX A% Desktop Viewer MiEZERE L BT AN E MK EN B o
[RFWIN-29875]

Windows 11 ##HIER LS HM— P EIMNY&EBIA Citrix Workspace pzFBi2FEHRHI Citrix Workspace
%H. [APPP-1263]

FEBFT App Protection B91E R T2 Citrix Workspace MAEFR, “MKBEERM” (T “SHEIR” $)
PR FAREE IR, [APPP-1242]

2303
HigThae
ERENNRABTEERSMNN KSR IR BIEFENRER

B Citrix Workspace R F#2R 2303 kizcie, EREAETFT Chromium Embedded Framework (CEF) B35
Fo B IGA SR TR ER 12,

BXFAER, BFEAKENRBABTEE RSN KGRI SIEFENRZ.

%1+ StoreFront B AR ERNFH B R IIES %

AT Windows # Citrix Workspace [z B#2FF 2303 z#f StoreFront R AmEENFH I, A LUER TENE
fa—#hA A Citrix StoreFront BB E#ITHHISIE:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 14
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« &/ Windows Hello #1 FIDO2 &%, BXEMER, BFSHEMSHIIES .
+ M Azure Active Directory (AAD) 1A S REIZFIEIAN AAD BIitE & =% R Citrix StoreFront
RAfEE. BXFMAER, BESHEMSHIEIES .
» Workspace BE &R %¢ Citrix StoreFront [z A E#1THHIIEM A A R EM 25T Azure Active
Directory &MfipiREE, BXFMER, HSHH Azure AD FEIZ IR,
HfERA Microsoft Edge WebView2 fEARE 28 1THEE StoreFront MIMXSHIIE, 7 #EEMALLIIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUER GPO &5 StoreFront EBEEERBBEHRRRIESE. BXIFAEE, 1B5BHZIF StoreFront MNARBER
EIIE B

& T i1k Microsoft Teams SM&EIEAIALE

BARRAE, BRIAERT, WLKE Microsoft Teams WIS INFIEAKES . B7XM%E, BIREIEY
DR LUEAFTE T ERERERIEARR, FJUNEBRER RN INBIENREMN AL,

B XMHAER, STAPETLRMIMWERSRRE (510 720p. 360p F) MS MR, BEBRTFSHER,
BIERREN. MEFGE, BERiERBERIERERBLENSARENWER, MNMAMERFPRUSEMNITELE,

AR

LtkThEE{RTE Microsoft Teams #HBEHET M. % ETANEE, 18%ZE https://www.microsoft.com/ 3
2 Microsoft 365 B4 E., Microsoft #H L E#AT, ErIIUEF CTX253754 LUK EHRAAS,

App Protection r91%38118E: & DLL A

£/ App Protection B—28%3, HITMER ML LILRINEE, AIEEENRI Citrix Workspace AiEF R ELXR
ZENAEISEERE (DLL) R EERNEE, MBEANT HEFRAEESR, Citrix Workspace MARZF =i NIE
XLEF T F L N HX LEARIR,

AR TAGRRAR DLLEN:

o Citrix Bp0IEEEE
« Citrix Workspace B2 Ul
« Citrix Virtual Apps and Desktops

BXEMES, ESE App Protection x4,
s mEA:

teThREBId RiEXd KB IRIER SRR (N3 DLL FRREYAE AP EMA) BOIBERAEER. XEMERETE
EEJLURMERFRP, FHEREEHEXNENERNEETANRSE, B2, BERFRANARE, & DLLHY
WMAAER SR, BARNIBEORFIFARRX LR, BN ERIEEHELEMIEPRETENRF.
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection.html#enhancement-to-app-protection-anti-dll-injection
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Citrix Enterprise Browser

RAEIEE T Chromium ks 109 89 Citrix Enterprise Browser ks 109.1.1.29, % Citrix Enterprise
Browser Bi¥EE, 1§28 Citrix Enterprise Browser 3244,

StoreFront %3 Secure Private Access

EREBIER, EIER LUER Secure Private Access R 7527t StoreFront HEZE Web #1 SaaS MWBEF. &
BREBENAEFG, REAPTUEREEEEMNT 2SR Citrix Enterprise Browser 177 Web #1 SaaS R 12
Fo

BXFMAER, 555 Citrix Secure Private Access x#4shpyzsith Secure Private Access,

AT R
« EATF WebEx EHHZEF KN AiZFEE
BXRRATL RN S TNEENTERTIR, BESFE AT R DIH.

BfEE R
o %%89 URL i@t Citrix Enterprise Browser MIFI&&EBIBGAN K 28FTFF. [CTXBR-4718]

o ELNEDNIFRISMNRIERBOFIREHRER SSON B, WENAREFANBRNINAEFHSENTREIBEER, B
Citrix Workspace R ff2FAR4s 2210.5 LU Citrix Workspace FZBIEFF RZs 2203 CU2 LG, MHM
ithia) @, [CVADHELP-21786]

o H1EM Citrix Workspace TN AREFR, wfica32.exe #IZAIAERBIMELLHIRTHIZEE, RETEA
T BIEN SRR A 2 HI IR, [CVADHELP-20999]

« H1%EMA PowerShell MA7Eint2 it B4 L% Citrix Workspace FZFA#2F 2212 BY, Citrix Workspace
NAREFRERFIESFL LRRREERETEN EFRRE 2, [CVADHELP-22278]

s UEEEBSAEKNE (GPO) AHSTRELSINEBEN, HEA— I NABETERT2REE.
[CVADHELP-22034]

c REARSAELLARTEMNIERHED, MIERTEPRAE, [CVADHELP-21835]

o ERNARESHNIRIELHEIZER true WIER TR AREIEG, Citrix Workspace AlsEREBR LTBE
N, HENBEESRRIESERI&ER false, [CVADHELP-21582]

« % VPN BrF i &g, 2iXipmiEA T Windows i Citrix Workspace [ 12 A] BE & 5k ¥,
[CVADHELP-21662]

o YIEMERA Microsoft Teams M HP EliteBook G6 it = H =R EY, A FII T OMIELEBIE,
[CVADHELP-20763]
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o &EIRETE7E Bloomberg %842 5 5% Bloomberg $#4 2013 L/ Bloomberg Kif Ai2F. /EBHA T App
Protection ThEEMI R Firh &2 Citrix Workspace M B2 iR 2302 BF & H FLIkA) &, [CVADHELP-22221]

BEEXHHNNAEFEN, ZHARFRERERAI RS T, [CVADHELP-21618]

iZTEBRSER, msedgewebview2.exe #HIZATAER S CPU FEAEE S, [CVADHELP-21610]

s BTFEFENNABEIEBMERMEREIER, RNEZABERIRERSER, RAER, BRIUERAUTEREK
POIREIE B REER:
#&12: HKLM/Software/wow6432node/Citrix/Receiver
&#: SkipStoreCertificateRevocationCheck
28 DWORD
f&: 1

A

o

#&1%: HKCU/Software/Citrix/Receiver

&#: SkipStoreCertificateRevocationCheck
#8: DWORD

E: 1

[CVADHELP-21931]

o ENMERKEN, BONUENKNITEFEZREAE, SRELTEORAHERIEE ERENSHIILR,
[HDX-44997]

o YEEmATFIER SR DPI i, Desktop Viewer Tt BERE, [HDX-45206]

« BEREGED, HEHTFEZAISEN, ZRETRIRBETE—ISENGEE, I, EZN21EM Citrix
Workspace [z 2 FEIRRIRER1EES 1 Lo [RFWIN-29773]

2302

FHEINEE

BT AN FR AR M R E BV R &R ALE

tEhR A EFTE IR R BB E R B R AN B AE F M R E R (1 T 155889 A P (8530

& Citrix Workspace [z 2 21X R BT FHZE#ZR Citrix Workspace MR2F S ER Workspace #HIThaer—
Do B ENNAEFREEN, SERUTRT:
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Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

1224 Global App Configuration Service Al R REFMEZRIENEFEFIRTILEN true B, AHIMILIRR,

BERRETERMER ST RON T E RN ENMN BREFNKEH NRERBEMIMEENNABEFNRHE, 58
HEUH,

WA LUERICEROE IR, £ NRERINAEERNE R,

ZHEIREERRIE? NEUTER T 2HIRR:

s APEREMET XN AEENNBER,

« &HB 7 Workspace #=4IIhaERR B SR A RIS N AIEFEBIRE,

+ Workspace i=HIEfEEETER P in LI§ B HIRINE,

pE =

EMEEEMAPNEMEREEN AT ENSETIRENS LD, BXFAEE, HSRER “SAEEN W
ERRE EFNEEHET,

Zoom HEMFNE R InN AEFEE
WE, ERILEAEFIRNAEFEENEERE Zoom .

BEXFAER, EBHE Zoom HEHMNE P inN BiEF B,

%245 StoreFront [ ABEMFHRIIET # [FRATEAR]

BA&hAsiEE, i&AF Windows # Citrix Workspace [ Bf2F %15 StoreFront B BB ERIF N IIE A %K. AL
BTENEE—MARE Citrix StoreFront N AR E#ITEHIEIE:
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+ A Windows Hello #1 FIDO2 2%, BX#MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A S REIZFIEIAN AAD BIitE & =% R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

» Workspace BE &R %¢ Citrix StoreFront [z A E#1THHIIEM A A R EM 25T Azure Active
Directory &#ipialsg, BXIFMER, BESRZEF Azure AD FREVEHIAIE,

HfERA Microsoft Edge WebView2 fEARE 28 1THEE StoreFront MIMXSHIIE, 7 #EEMALLIIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUER GPO &5 StoreFront EBEEERBBEHRRRIESE. BXIFAEE, 1B5BHZIF StoreFront MNARBER
FVIRIE S SR

=

AR

RATAR AT E A EEIFE IR RHEREIRRRHITURE, HATFPREEZRBNONS, Citrix FiER
THREFRBhRBSZIFERMA, BYGDIRHEUHXLINREM R R, Citrix AT RIBRIRA™EY. KBMNEEMXR
IRITIRF. BINAERLEFHRFEZE Beta hR4s,

BILUEE Podio FREERMA R ITNEEN &R 5o

FI TSR Microsoft Teams HYS MG &IERTH

BAMRAR, YEENRES FNESIEEPRMNERIASIMIGEE, Citrix VDI 252 k8 Microsoft Teams £F
BIAY S 438 5 1548 LA DT ARk s5 BRIA B

B2, NREE Microsoft Teams HBAFEIE Ti8%, EROIEEEME, HEREREESEIAE, 755k Microsoft
Teams EF2 g1, EHNEFEFSEFE,

App Protection 1#38I04E

BashiAiEe, EAF Windows B9 Citrix Workspace R 2 A& Global App Configuration 5431
FBEBhARSHEMHECE App Protection. LAFT, EREEFEAERENREEXLA M,

WNREER Global App Configuration Service ERREBRIZRMMRBHIAINEGE, XEINEEERMERT MK
IEH B BhARSS $d o

AR

Global App Configuration Service BB ERTEMNAER. EIMSEE. Web R AEFM SaaS NATE

. X RigaaER Delivery Controller #1 Citrix Secure Private Access #1TiE%l. BXiFHEE, &
217 “App Protection” X#4HHEEE D

BXEMER, ESRE App Protection 1E33IhEEZES,
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Citrix Enterprise Browser

hRAEIEE T Chromium ks 108 89 Citrix Enterprise Browser ks 108.1.1.97, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

i@t Citrix Enterprise Browser 17 Fi& Web 71 Saa$S B2

fE4hR4sHy Enterprise Browser #1 (F£3&AF Windows 9 Citrix Workspace FZA#2F), Citrix Workspace

Nz A2 Al BRI E AEE Web N ARTEFFIMNEE SaaS M AEFEREE Citrix Enterprise Browser 13T,

AT LLEEM Citrix Workspace [ F#2FH Sz Citrix Enterprise Browser

LURT, &R LAEFTF Web 3§ SaaS R AEFEM Citrix Workspace R ABTERFT7F Citrix Enterprise Browser,

BAhRAEE, ERIAEREM Citrix Workspace RZF#2 #1377 Citrix Enterprise Browser, £T&$T# Web 3§ SaaS
MR, @iditkhae, EETLIERMIAR Citrix Enterprise Browser, MAREEER#TEMESE, BANBERLT,

ok
LEThEERT Ao
LN ] Citrix Workspace
@ Citrix Workspace Q Search Workspace
Home w
@ % Y gy % @ % 4 g xg g
Q Feed o
©SG Gmall GSG Gstite GultureAmp sesaop Frterprise Excel 2016 Fieldglass
4 Actions OUN an... rowser
|
o o o B e o o , o
=g ¢ @ S ¥ m Sl O
[j Files Gmail GoToMeeting PLitzagj-ial Jira Miro Notepad++ O:Z:ﬁ:ﬁ;nal
LN ] Citrix Workspace
@ Citrix Workspace Q, Search Workspace
et
Q Feed e
™ ’;/_/4 . a w @ Enterprise Browser
Acti ~
¢ Actions v / ¥7 ¢ Compass
3 Apes
& @) visio2016
() Desktops
¢ @ wera2oie
[ Fites
View all applications
P!
= N ST NN . A= {m]
X2 P BT Secure Private Access SR8 ZE /b —1 Web = SaaS M EEFHIRIR,
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B2 R

2212

%R Citrix Enterprise Browser 2EIANILI2S, FLEEEMETSMIZE XM SaaS NBRERFF AT Citrix
Enterprise Browser £377, [CTXBR-4106] [CTXBR-4405]

M Microsoft Edge WebView2 Runtime ks 109 RESRAR, ZiXMBEEX Web RN A®E B A
B REARERAM. [RFWIN-29200].

margeTeiim Citrix Workspace M BiZFEHRANMBSENNAREE. YESXAMEES MRS HIIE Citrix
Gateway FQDN B5#& StoreFront ZABEEMHPEEENE (FlWl https://servername.company
.com?Store Service) B¢, gtatIttia@E, [CVADHELP-21516]

MREEARZEBERBREZAHEH Citrix Workspace MABERF, NAEBNERNEASITH. Eit, E#
EEEHNEAEEE T EE Citrix Workspace MB#EF, [CVADHELP-20912]

Z%E Citrix Workspace MAEFE, ErRIELEEohE RIS M AT, [CVADHELP-20593]

EZERBIRETD, SHAFMAEEAETNERISER, YTAEFEOMSEHIFREANE RS
[HDX-45043]

EFELRIAM AMD GPU %5, Citrix Workspace A 2R 2206 HESRA D fER B R EMANTH
F&AME. [HDX 46264]

Fix8E BCRClient.msi, #FA7E Citrix Workspace MREFRER B H I THIR:

BCR Plug-in X

| Your installation cannot continue. The installer detects
= that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

HigThae

==
AR

BashiRAsie, &R Microsoft Edge WebView2 Runtime kr#s} 102 siEEhrads. BXFAER, BEERAR
FERMFEM

ERIRNBREFERE
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iEAF Windows i Citrix Workspace M ABTERF 2212 MERME P mNBIEF B2, 4 Citrix Workspace
B R AR m LM EE Secure Access Agent Mlims 4 (EPA) & ERIEFRENSE AN F A IHENBERF.

BBIItLThEE, EIRRFTLUIRMMM B NERIEH & BEN EERTNNE
BEXFAER, BEATF IR AREFEE

Zoom EMHHEF IR AEF B [RATIR]

BiEAT Windows 9 Citrix Workspace A ERF 2212 {2, ERMEAUEREF RN BEFEENEEER Zoom
EEN S

BXFAEER, BEATF R AREFEE

BILUEEALE Podio REIBRETHEATLHIR 1R,
AR
ﬁ*ﬁW%Tﬁ%FTE%E#H%YE@E#W%¢LHMW,#ﬁ%Fkﬁ%¥&ﬁMM§thmT§x

TR ARA 352240, (BXGIR X IhRER iR, Citrix ATRESRIBER IR EN. SEMMEEU KR
ITIRE. BINAEELFIMEFEE Beta i,

BB EHThR A1z 5l
EERMEN UEBARPRNIREN B EHEINRAS

BRI LS Global App Config Service #igE maximumAllowedVersion B F AR 2SSz HkRk A,

Global App Config Service f#y=f JSON STf:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
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"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"
}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}

<!--NeedCopy-->

RBMARE, AFiEE LR Citrix Workspace i A#2F 2 BEEHEIE maximumAllowedVersion Ei4H1EER
R 7o
pE
« Bail, AIEAM JSON XHFRINAESHTEZEHMEN, ELARBRALNERIEH
upgradeTolLatest #l maximumAllowedVersion BEME. BE, XMTERKHNESEH, EoJLI6E
A5 JSON XHHEIMEIE,
 EXWEMBHRAEES, %5 Global App Config Service F1f9 upgradeToLatest & &Ei&H
false, SIRILIEER true, M2 maximumAllowedVersion.
« &gk pluginid, Btk ID 2532l Citrix Workspace M2,
« MREERA KT Global App Config Service hEEEhA, MEKIAERT, Citrix Workspace A1z
R E R E = E AR,

EREIRTEHIINRMUEER
Citrix Workspace N RZFIMAEXZHHEGNREBSIFRE, GXFAER, BBHMIRPOXE CTX253779,
BABREERNARER ISR RIERBHAITERRET.

BE T ERARNX A EIMENERERER
WAET, EEEAXANSHEIESHIBNTBRRERF

BAREE, RABRTE—FEHREEN—TRAENEE. RELEEREPEITERYN, 7HRBEEIEE. 0
RRERRETDE!T, WRSBIMBRNEE, RFEBFRTETHBEEIEE,
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Citrix Workspace App 4

Your session did not launch successfully. Iif you are currently offline, reconnect to
Waorkspace and relaunch the resource.

Transaction |d: 4c2ea391-316d-460e-9d3a-T4b56e5435b6
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close

@ Citrix Workspace X
Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

Sign Out Cancel

Ear B EEEM L FIR Citrix Workspace M AREFSIEFER, thalllBGRUESESRTE,
AE:

BRI HEZARFERIEHRE.

App Protection #1238 I04E: & DLL SEN [HATSAR]

¥E/ App Protection B9—&84%3, HITMEE ML LILRINEE, AIEEBNRIP Citrix Workspace AiEF R ELX
ZENEISEEE (DLL) RFAEERNEE, MBEANTHEFRAEER, Citrix Workspace MARZF = NIE
XTI 2 L N HX LEARIR,

LAAT, HERATRGARIIEE(GER T RFRIPHEIMN BEFMKE. E4AREFR, BRI AT HEERE, NEEE:

. FTEENNBREFNSESIE
« Citrix Workspace i BEFSMRIEE O (43t%8E/StoreFront)

LESh, IHIEIRThREINTE |

o URFRIPANG LEEFREARAEHES DLL A, ZERERE
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Access 2016 *

e digital signature on wiicazd.exe 1s invalid.[Error s (no error text available
I The digital sig wficadd i5i lid.[E 1116 ilable]]
— Copy text to clipboard

Close

o YARAMEEERE DLL #FE LB 2/RIEH,

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

GRAERE:
IEINEEEE THEN KB IRIERAFMSEThEE (INF; DLL FrRRV4SE AP IAR) BUiRIRREIEIER. XEMEKREEEER
LURMERIP, FERSELEEEXNME THENEZETANRE, B2, MERERANARE, ME DLL M5 ATIEE
=T, BARENSBEIRFFFRIXLERR, BFRIIEEFEERFEEEMNTEPRERT BRI
AILEAIE Podio FRESFMILE ARSI,
AE:
FAMBRAMERE A EEIEEFHFEREREFIMERHTINR, FARFRHEEEZERENNS, Citrix FiEZ
INRETN S hRAVSZ IR, (EXUMIRHBXLEINEEMN RiR, Citrix JRERRIBERGITEE. ZBEMMEEEN R
m TR, BINAEEEFIFEREE Beta ks,

S EBIAZE App Protection
Iz, 7 Citrix Workspace M Af2F&REHAE, RINMER TR%RE App Protection 4.

LEHREIH I “Enable app protection” (A App Protection) E&EHER & “Start App Protection after
installation” (&#/5/=50 App Protection).
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Maote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

Wtk S %EIERS, App Protection BEREEIIEIER.

} =

AR

MRIERBALEEE, WFTFERER App Protection BWEF~, App Protection 2EERBEHIZRIPHE
TREAA T B EIEED.

@A WL fE A /startappprotection & < 17 2 # /S &) App Protection A . B2, St ai® /
includeappprotection FXEBFH.

=

AR

LLET, Citrix &% 33EA Citrix Workspace M BEFRERIABFIATR FRERNRBRICRIEE. EE,
B 2212 i, XLEHERIASTFZARS, FEFERARITRHITERE. X GPOBENEE, ESIF App
Protection B2 & BI1E58INAE,

App Protection 1321748 : RREHER MBI

BARRANE, HEARRIRANEMAZERIPHERATREMIRN, ERAIUEEERH. B% App Protection RIFHYZE
FERER, 1588 App Protection ®IFHA72 &

HIUTERN S ERE:

- ZNETREHEATIASNREREDRHIMNM,
28183 Print Screen & ENEREEE,
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} =r

AR

FEHRIANSMETEMNET—R, IRECEFBIZIAFZHBEREREE, ZBNSBRBI.

Desktop Viewer {1t

LtbRR 25383 4 /B shEY iE148%E 5 7ok ik Desktop Viewer (&6, Desktop Viewer TEZAIHRIEITH, AgExERER
N Windows RIFERRER. BERAILUBITE U T EMREE 5N —LUZF R RO ERRIEEIXMAL :

o iiE: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
o &#: ExtendConnectScreenMS

« 2% DWORD

« {&: 00000000 (AZFHBAIAIGER)

AR

EMERECE = A ERY.

Citrix Enterprise Browser
pE=
EiEATF Windows 8 Citrix Workspace [ FA#2FhR4s 2210 &, i@id Citrix Enterprise Browser 77
Fi5 Web #1 SaaS FZAEFIHEER FEARS.

hRAEIEETF Chromium kizs 107 89 Citrix Enterprise Browser ks 107.1.1.13, &% Citrix Enterprise
Browser #93¥4i= 8., 1555 Citrix Enterprise Browser 34,

« 35 Citrix Enterprise Browser i & A T £

M7z, &AL Citrix Enterprise Browser B0 & A TEX 883 LU TFFFrE TIERER. ERILLEREREHEN
YT IE TR,

TR SERRANKREAFREN Web 3 SaaS NWARFXBIEE, SR 2EANNAEFRNEMR
§HER, MREISIIENEE, NL&E Enterprise Browser HHITH, MRFRZE, MBI RELRFEENER
AR IR EITHo

BXFMER, 1587 Citrix Enterprise Browser i& & A TEH%

B2 R

o BMEREFE—MIES, Citrix Workspace MARFHRIRTEEFIES. @ Workspace (&) MARE#T
B3I = B AR
A LUBE RN TERRRE L BRIERER:
On 32-bit systems:
- Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D
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- Name: SuppressCertSelectionPrompt
- Type: String
- Value: True

On 64-bit systems

Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

« L VPN A EEREHREEN, 2idinEEATF Windows # Citrix Workspace W 2 F Al fE s k1K
[CVADHELP-20376]

SERE T EPA MR AREERITEHIRIERTER N2 94 (EPA). Z&% Citrix Workspace RZFB2F M
FRHRRAEH T 2210 HESRAN B IILRR, [CVADHELP-21387]

o TE1LBY Microsoft Teams @iEHAIE], #m A AES I NBEIRIRZS. [HDX-44438]
« Citrix Analytics T MBRZEH P AMEW S ML HEXINIETT. EMEREUTHESM, thBIER:

- {5A Citrix Workspace Ai2F, MARFREESIELFETRESHNEED 15 5%,
- EANNAEEXKFERBA CAS.

AR

EETNRBEINAEFREEN, FfoAZESMEHEXH CAS B, NYUEET Web ITHNBRERF
sy = mE U i@ A&, Citrix Workspace R BERHRINMNE—MR ARG, F2EFEZNAERF.

[CVADHELP-21448]

o EEREEXATHACATHNABERFN, HtbdtVBEFSLTENBREFIEaEIENaHBESERHBIN
F#2F. [CVADHELP-20742. CVADHELP-21277]

2210.5
FEINAE

LEhRZAERR T BB FUA R MERE. REMMBEMIR,

B IHNAEFEE [RATEAR]

iEATF Windows i Citrix Workspace M B2 2210.5 BfEREE iR AIZF E1EIheE, & Citrix Workspace
R RREF M AGaREMERE Secure Access Agent Ml s 24 (EPA) &4 SR IEBFREN BN FF RN BIEF.

BBIILThEE, EERRPTLURMMM B NERIEH & BEN SR TN,
ERRNAREFEESEUTSR:
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B G HAMTE Global App Configuration Service FisERALRAFIRE LFARMNAIE, BT ARTTKAR,
BB AILIERE Secure Access Agent M= 47 (EPA) RI32,

« Citrix Workspace i FB#2FM Global App Configuration Service SRERIEFIR,

+ 1R#EM Global App Configuration Service 3kEx#9%1%, Citrix Workspace N F#2Fi@id HohE MRS T
HAERHE. MBZAIRERS ERERE, Citrix Workspace MBREFEMARIBHRE, MEEBRER

#, Citrix Workspace Ai2FafZRIEEH (NRTHNREREADSTFLENMA) .
Citrix Workspace N BiEF MRS RE BfH B EHRE,
Citrix Workspace M AB#EF R Citrix Workspace EiREohER R,

TERAT TIERE:
Admin configures the Agent installers made
=~ agent requirements for available by Citrix
(r;_:' - the end users
e
Citrix Global App Configuration Citrizx auto-update
Workspace app Senice Semnice

checks for the
list of required

agents
Citrix Workspace app downloads the required
agent packages and installs or updates them

Citrix Workspace app automatically updates the
agents whenever an update is available

in to the agents with the Citrix Workspace

@ Citrix Workspace app automatically signs
credentials

.

AILER Podio RESEMILEARTANAR. BZHIE, RINGESERRUKNESIFAEE,
AE:
BAMBRAMEE A EEIEEEFHFEREREFIMERHTINN, FARTFRHEEEZERENNS, Citrix FiES
INRETN ST hRAVSZ IR, (EXUMIRHBXLEINEEMN R IR, Citrix JRERRIBERGIN™EE. ZBEMMEBEN R
mHITIEE, BIAREEREFIFEREE Beta hrds,

B E AL RINEE
Citrix Workspace AFIEZFHEIRA T REBEE (PAC) 1 Web RIEB 1L I NN (WPAD) 4&ES B 5h
o
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Citrix Enterprise Browser

hRAEIEETF Chromium kg2 105 89 Citrix Enterprise Browser ki 105.2.1.40, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

B2 R

tEhRZACARR 7 BB FRH A ERE. REMMREEMRE,

2210
FIEINAE
E R RE RGN EE RS RIEH

iEATF Windows 89 Citrix Workspace M BIEFHEZ HEAMERENEEANYE SIEM. SR LUBTIEFEIE
M > & > B AY SRS IEER S AL ThEE.

iEAT Windows 11 £ Web 71 SaaS W AB 2~ App Protection 1381048

Itk App Protection #38haEfit 7 Windows 11 E# Web #1 SaaS B2 B P AR £ThEE, Lthi43RINAE

P A=]

AILUEE E M Secure Private Access &F#Y Citrix Enterprise Browser %15

PRAIASA D PR

LA P ER M RERREY R F ik in R B B IR 53 AT LUEER IRBIE NSUZ HBOTSR D PR, LURL D YRED AN ARRD AR STXY X LE Ui ==
FEEREm. BIEAT Windows 89 Citrix Workspace 2R 2010 2, &e] UERAE F AL B REX L 53

=

AE:
UZRAMRETHNEPSEMSINNEEMSARE, FRN Microsoft Teams [REBEWENFRERNBEE
FERRINADBOYE,

RiINERT, ®E 7T Citrix Workspace W e F 210 MEFP I EZHARUES., EBRAMLAHE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g E U TEF B E B, T B HEB
A

BTR KE SRl EZE

EnableSimulcast B 1-3 (BHIgEN 1)

i

180. 240. 360. 540.
720, 1080 (Microsoft
Teams Z#FHHPHE)

Fal

MaxOutgoingResolution 2%
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e Eyit] Bl ESWE
MaxIncomingResolutior E#g = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FHY 3 #EER)
MaxlncomingStreams  ##k = 1-8
MaxSimulcastLayers — ##k = 1-3 (BHIRER 1)
MaxVideoFrameRate B 5 1-30
MaxScreenshareFramel ##k 5 1-15

PR EMRIE 7 DWORD,

Citrix Enterprise Browser

AhRZABIEETF Chromium ks 105 #9 Citrix Enterprise Browser kg7 105.1.1.27, # % Citrix Enterprise
Browser #9i#4i= 8., 1557 Citrix Enterprise Browser 34,

E=@n& Citrix Workspace Browser

Citrix Workspace Browser B7#54 Citrix Enterprise Browser, BEXZEHWIMBEM citrixworkspace:// Bk
# citrixbrowser://,

FERNF @M EAE PSSR R — N EE#ITRIEE, R IRiE O F .

o 7@ UL FapRERNRE RS @R RE G R EE T RO LARNER.
o REME (FlNs<M MS) TR SBESRE LEIRRTR, UBLERFE P IMEHZ,
o HEXF@MXEURMIEF @S FHENEMZTR (FIIRNEEXE) AaENHES URIf&aMT.

3% Citrix Enterprise Browser i& i T{EX| 4128 [BATRSAR]

WM7E, EA LR Citrix Enterprise Browser B2& AiTH &R TE Citrix Workspace M REFHERENFIE TR
SRR N BIEF. IIhBEREIRM T —Fh7E Citrix Enterprise Browser {3TH I fFi%i%a Web #1 SaaS WA
BENAE, B LOAEERERANRSITATAEMIETFiHESRE RER,

&t Citrix Enterprise Browser 77 FE5 Web 71 SaaS M AiEF

BashrA#e, Citrix Workspace M Ri2F ] BRFRERES Web R FZFE M5B SaaS M ARFE#IFE Citrix
Enterprise Browser #1377,
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} =r

AR

EiEATF Windows # Citrix Workspace A2 hR4s 2210 &, @i Citrix Enterprise Browser 377
FiE Web #1 SaaS [ AEFIEEL FEBRES.

TSR B [BATARAR]

ERIU RN A E EE GRENT BREFFME Citrix Enterprise Browser, BERARUIHE. SEMEHI
BiEF. REZAPAMIRIBEEX citrixbrowser://extensions TEENERZY BEF. BEXEZIRE, EEHA
Global App Configuration Service,

AR
HEIhEER (N RIERMTAL AR, BEGNIMEFREEEA, BETS Podio R,

BXRNMWERENEE, 1555 Citrix Enterprise Browser XX#4,

£/ Global App Config Service ZI2 Citrix Enterprise Browser [H A5 Hx]

BHWEEAUERAERT Citrix Workspace B Global App Configuration Service, i@ & &ERrARS IR Citrix
Enterprise Browser i&&.

Global App Configuration Service E#Eit B RAEMEZE Citrix Workspace F1E# Citrix Workspace 22
Fi&E, LWIHEEAFERRMER Global App Configuration Service & MEERAAERN BN ENARES
B9 Citrix Enterprise Browser, EIERIEDLER Global App Configuration Service EBEFERILLT Citrix
Enterprise Browser i&&:

+ “Enable CWB for all apps” (HFrE R BiEFE/ERA CWB) - ¥ Citrix Enterprise Browser i& BT M Citrix
Workspace M ABiEFTF Web #1 SaaS M HTEFRIZRIANI S

+ “Enable save passwords” (BREREER) - AFSELRLRFREER.

+ “Enable incognito mode” (BAKRSER) - BARZARSER.

+ “Managed Bookmarks” (ITEH%) - AFEEEFHEHXET Citrix Enterprise Browser,

+ “Enable developer tools” (BBFAARIER) -7 Enterprise Browser R EREZRAALZART .

+ “Delete browsing data on exit” GRSESHIBRNILIEIE) - AFEERAE Citrix Enterprise Browser 72
AR HH B A PR AR L $5 42

+ “Extension Install Force list” G2#lR#&T BEFTIR) - AFEERE Citrix Enterprise Browser %
I BIER.

 “Extension Install Allow list” (" BEEFREATFFIR) - AFEERAEE M oI LURINE Citrix Enterprise
Browser i BIZFHIAWTIR, WHIRFMAT Chrome W ENANE,

&E:
o IEIHERERNPRIERMIFTN SR, BEEEMNIFETEEBR, 5ES Podio &&#,

o RATSREIME P ERIFEFIFMEREREFFRHHITUL, HAZFRREEZRBENNS, Citrix 7
EZINRETR S ARAOSZIFERA, BIDRABEXLEINREMNRIR. Citrix JRRSREBRIGM™EN. KB4
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EEMMRIRNITIRE. BYUAERESIFRHEIE Beta iR7s

o BMMEVNKIRNE,

+ Global App Configuration Service FHFrE N HEEIEEATE T LU TR:

{

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"

]

<!--NeedCopy-->

o BERBAILEXESEVAEIFEE RS BXRFEAER, 1B

X,

BRI AR
« 75 App Protection

BXREATGRHNE IR TEIR, BSFR AT LRI,

B2 R
o EMSIANTBREET FHE DPI &,
- BUARSHREAT, ERAASNOYER, Wik DPI LA,

217 Global App Configuration Service

EEIEmEY, Citrix Workspace AR o= B4t Windows & F i#9 2R 53 ##H0 DPI

ZEMIRES HDX 2EHITILES, BINEFREB A TEMEA DPI Ui, CHEEEASOMERERS

(1920x1080 L L) B,

- BED (BMATF T RERAEL) (MEFHATIEDPI BNNIBREARER, HEREERHFERT
fEM. IETFRERERTIBRNAREFESIN—ERIER, FIWME HDX ZIERASHAFMSHBIXAE

1RHEo

LWMAEEARR DPIRE (FES DP) MERIEEDIAM Windows EFIHE, XBR—1EI{TA%E

Wio
=z

AR

%S Microsoft Teams 9 HDX (b R & A,
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- FRE=ZNMEMAFRIERRERIBE (WIKHK “DPI TREA”) , EHAF Windows 89 Citrix
Workspace M RfZF 284 Windows B is_ E#Y DPI 458088, EIERXT, Windows 2%
SEBEE Workspace AEFM HDX 2B B, MEEEEMEMIE DPI BAMNN BERF—,
REEINE DPI g8k Lk fliBiE 100% 89fE R T A iR,

[HDX-43720]

. Y GPO FNBZMMRAAEHED GUI FINRER— StoreFront iRS BME MM AREEN, FaES
HI— M INERE, TKAEIEER%K, [CVADHELP-20776]

« H&EE GPO M[E— StoreFront RSB ARMM N B E &R, EE S =M A ISR e =8 811 K Mo
[CVADHELP-20655]

« BIfEEE GPO Z/A T Global App Config Service %88, Citrix Workspace M AEEF iR EEE
Global App Config Az%528. [CVADHELP-20775]

o 7£ Windows 2106 st E Sk A A Citrix Workspace M BI2FR, HiG ICA RIEThEERT e R EIEA,
[CVADHELP-20824]

o WFIHAF, receiver.exe HIZATAER BN, EAIRERTEIEATF Windows #9 Citrix Workspace [ f#2
FF 2206 sk E Sk EE Rk, [CVADHELP-20986]

o EZEMRAE Microsoft Teams AR INTF, EHBIBANER FINBIE, St BIEED, LR
fB/REM, thaEFF L HdxRtcEngine.exe #i25 AT HI, [CVADHELP-21095]

2209

Hhigzhae

BENEHARASIES] (AT AR]
EERNA R UERAR PR EH BB EMRA,

FEE R L@ 7E Global App Config Service & & maximumAllowedVersion #1 minimumAllowedVer-
sion B4R SEERIEHIMR AR,

Global App Config Service #1895 JSON 2f4:

{

"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
])
"settings": [
{

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 34



iBEAT Windows 9 Citrix Workspace R BiEF

"name": "Auto Update plugins settings",
"value": [

{
"pluginSettings": {
"upgradeTolLatest": false,

"deploymentMode": "InstallAndUpdate",
"stream": "Current",

"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"

}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}

<!--NeedCopy-->

RECE, AFig&E L Citrix Workspace AEEEF2BHEMIN F LACEZ ENRS T AR,

MR EFK Citrix Workspace A2 F BehEM B EM A, E71E Global App Config Service # maximumAl-
lowedVersion # minimumAllowedVersion BN BEAARES.
AR
- B, AIEAM JSON XHHFRIMNAESHTZRFMEN, ELARBRALNERIEH
upgradeToLatest #l maximumAllowedVersion i&EWNE, B2, NFERNSEH, EAILUE
B5RG JSON SXHARIMEIE,
- B BESHERARAES], %50% Global App Config Service ##y upgradeToLatest i&&i&# false,
MEiIGE R true, maximumAllowedVersion #1 minimumAllowedVersion #4288,
o EME pluginld, RAEBEMETEl Citrix Workspace M B~ER.
« MREER KR Global App Config Service EEEhA, MIIAERT, Citrix Workspace [z
R E ISR kRS,

BRI
1. BahEMREES.
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2. Sfn3l Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle Ffz&
BBiZo

3. IZRBUTREMNEMERE:

o EMRIMKLFR: Test-EnableAUVersionControl
o A DWORD
« H: 0 RT"EEZH, KTFO0XRTERH

4. EFEs Citrix Workspace B LUEFHRAIBE 4 Ko
AILLGEE Podio & ERMHAE XILINEER R IR,
AR

RATSRAIEE P EHFFEFIFRREREFIFRHH TR, HFATPREAZRBRN S, Citrix FEZ
THREFR BT AR A S 1 2251, BXIIR XL THREMN R IR, Citrix JRERIRIERIGHN™ RS, BBUEMEZENR
IRHITIR(E, BINABRELEFFIRSEIZE Beta hids,

WebRTC BHE&AR, ERFLEL1LA Microsoft Teams

BAF R Microsoft Teams 89 WebRTC ras2F & ZIkk4s M98,

157 VDA L BEzhES Citrix Workspace fBiEF
Wi, ErLUEE eI T EMRET VDA SR EchEHIEE:
£ 32 it 8L L

o I HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
« JEMEME: AllowAutoUpdateOnVDA

o JEfRFRAED: REG_SZ

o EMREEE: True

7£ 64 (It EM L

o SEMEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate
o JEMERME: AllowAutoUpdateOnVDA

o JEAAFRZHEE: REG_SZ

o EMEREEE: True

HET BN ARRFMKERBEHAR [BATSAR]

Hal, Bal#EMNEENARREAER. efAFRIgEIEELENN, HERPXATIHEE, RAEMEERE
BSHY,
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iEATF Windows &9 Citrix Workspace T2

(@ Connecting

Starting...
[

Cancel

RGN AEFNRERERESEFE. BHX, HBMEERT Windows & Citrix Workspace R Bi2RF LR
HTRRREFNER. XEMTILRAF RN TREXEHRSHEXER. BIETRERENEGTH.

RTST-APAC RTST-APAC RTST-UK7-
XenCenter XenRTCenter Zip

")
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

cifrix

£ Type here to search

iEATF Web 89 Workspace 2551k Ihig. AR EIUEBEEXBMHENEEXHIBH, MAEHIEE, MNRE
FRoIHBAPZEHXANKESE, BT —RESEHE.
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® 88 ¢ Carxworkspace x + .
€ C . d* EBYOE»=O :
w Bookmarks
(& Citrix Workspace Q:

o Q commented on ticket WSUI-6109 - "WSUI loader doesn't spins as expected in satari and
{n} Home native cwa apps. works properly in chrome”. Recent Apps
[ Feed
G SAP Fiori
- Reported ticket commented
o
commented on ticket WSUI-8063 - "Rotate the access keys”. =
£ € OneTrust
£ hows > -
b4 G Chrome
(] Deskiops >
o ﬁ Jira
[ Fites >
Yiew all applcations
Recent Desktops v
L &z Ml APAC Managed Deskiop
Vigrw ol deskions
citrix

Recent Files

BILAGE AR AR AR B A It Thags

1. T EMRRERS.
2. Efn%E HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFM—1R A NewLaunchExpSupport BEEMERFRTE, ARIFEHMEIRERN True,
4. EFEsh Citrix Workspace Rz 2 LUEFH A4 3o
AR

X{UEARTF Workspace (&) &if.

ERE:

« HZETEIEER, Citrix Workspace MAREFNESESIEFHNNAREFEOBERNENE RS, HEWFH
BEEESIENSHIIL R,
o EFXRESNEAEFITINEE,
AILGEE Podio REIRMEE XILIHEERI & 5.
pE=
RAMBRAMER A EEIEEEFFEREREFFERFHTIN, FAZRFREEZERENNS. Citrix 7EZ
IHAETR e MRAY L 35221, (BXGMIR B LETHREM iR, Citrix ATRESRIBRIGI™E . KEMMEBEMN KR
IRRITIRME, BINABELEFHIESIE Beta lrzs,

Citrix Enterprise Browser (L(5i## Citrix Workspace Browser)

AhrAE@EETF Chromium ks 103 #9 Citrix Enterprise Browser k7 103.2.1.10, % Citrix Enterprise
Browser 893¥4 8., 1520 Citrix Enterprise Browser X4,
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« Citrix Enterprise Browser it &2

EEXHRIHEBERE Citrix Workspace ik AR (BIMIAEIER. BE. BEMNEMIZE) HFRF
7. BFEH Workspace MABESIZEEEXH, EEREBRISMTEMELITRN EER,

3=

AR

FHEREIRRZ 103.2.1.10 HEXRERKREE, RELZARFNEEIKMNEF. BEXEREMNASES
RIREN, ZAREFHNMEIEREER.

BT R
o REEEETFFERNRE
BXEATGRHNEIINEENTEIIR, BSFR AT LRI,

B2 R

o« MAEER, HEMERT Windows 89 Citrix Workspace RBiEFHiEH#HE, 2B R—MIETF AN
AEENERIHE.

EEALEBE, BREUTEMERE:
£ 32 iR LG

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
##: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

£ 64 IRGZL:

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

[CVADHELP-19967]

o A EBE 3T R o B Applocker # M BB 1k Citrix Gateway & # 5 Citrix Workspace B9 & M.
th, R = temp XHEFX B EZ DX H VPNXXXXtmp 89 If B X 4. BN 5 At & M
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client # {& » DisablelconHide,
HRoIEXLE 4, [CVADHELP-19709]

o @i PNAgent it BRIE R MR ARZFR, EATF Windows B Citrix Workspace AR R ETR
UTHEE:

REHETHIR.
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[RFWIN-28208]

« Citrix Workspace M B2FEBERIET A, {CVADHELP-20317]

2207
HrigIhge
12/ HDX #17#Y Microsoft Teams (1L B9E SHEHAFIZLE

i&AF Windows 8 Citrix Workspace M FAf2FITESZ #E A HDX #4178 Microsoft Teams ik -RRE SARHAF
HRo

BRILEHME RHEEREEXBGERE SR, HBIENETITRE (BANEE) REEBIN . &IhEER
BT P2P sBIiER.

3 r

AR

EIIREMFEE S Microsoft Teams Ul/#zsR%E k. ZEOZIFRER VDA BHE 2112 REEAMANNBE R M.
BEXFAER, BEEASEOINAHIR,

PR

s FEFHEERMAREXNE RSk,

o BEERETRERIEZEISHEE. YEXFAHFHEHRB Microsoft Teams EFiEE VDA B, EEMRE
BERAXA

o ENEE ICASIEG, BEEXH. B2, Microsoft Teams Ul ER—1344, FERZEIREMATEAR
%o Citrix #1 Microsoft IEEHRS AR AR,

o EREREGREN, &MIEEE Internet,

=

LI BE X 7E Microsoft Teams ¥ H ¥ kW EH E ™ A, Microsoft #H It B, BFEFHMIRHPLXE
CTX253754 #1 Microsoft 365 Public roadmap (Microsoft 365 AFFERLEE]) LUAEBSAEFHMAE,

ER RS BRENEERE KM [BRATER]

BT Windows # Citrix Workspace R AREFIESZFERAME RGN EEANE SIEM. TTUERUTEMRER
BFALEThRE:

o UE: HKCU\Software\Citrix\HdxRealTime,

« &#F: EnableBackgroundEffectFilter,

+ 284: DWORD,

o . 0 RTERR. AAHMEHRRTERH. MRZEFRFEREN 0, WSBRAEEREMKE, HEA
SOIBIRHIRRBVENED > & > BB RIRHEEE,

FEIV
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KH ICA 21z /1, 1FXH VDA EMRZBEGINERER,
LT Podio FERHA X IINEEN R I5Ro

BU# T BEhERTALR
BaEHIIaER BRI Citrix Workspace AR2FEMEISHIRE, THREMAF Fl.

Citrix Workspace N BiEF 2T EH THIZN AEFNRF A AiRA. Citrix Workspace MAEFRIBAFE
M REREE, USSR,

RETAE, FRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR~ EhEHMLLN)
3R Citrix Workspace M BIEFHAIERELEERNERNE, W2 REHMET.

BENEHHIERINAE (AT AR]

Citrix Workspace R Bi2FMEX TR A T RESMEE (PAC) il Web RIZB 1L MY (WPAD) #:IES B 5h
B

AR

RATBRAIEE P EHFFEFIFRRAREFIFRHH TR, FATPREAZRBEN S, Citrix FEZ
THREFR BT AR A S 1 22f5), BRI BUH XL THREM R 5. CitriXx TRERIRIERIGH™ RS, BBUEMEZR YR
IRHITIR(R. BINABRELEFFIRSEE Beta b,

BILUBIE Podio &RERHA X IINEEM R IR,

Citrix Enterprise Browser
AHRAEIEET Chromium AgZs 102 89 Citrix Enterprise Browser hgzs 102.1.1.14,
« i@ Citrix Enterprise Browser T/ Fi5 Web #1 SaaS N AERF [HATR%kR]

BashR4siEg, Citrix Workspace BZB2F A ANEIE RS Web M ARFEMIMNG SaaS HAEFEEE
Citrix Enterprise Browser 3T, AILERA Podio & EFMILE RN AR.
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=

=W

RATAR A E P EEFEFFERERE~FRPHITUL, HATFRRHAZREONS, Citrix
THEZRETERMN R, BINDRHMHXLEINRENRR, Citrix JRSRERRO™EG. B8
MBS REHITIRE. BNABEEFFEREE Beta iz,

&% Citrix Workspace N BEFEHEEEM

#%E BT Windows # Citrix Workspace ML 2 M RHARAEHE 2207 B, RLASRTAPER. RF
Workspace A& ES 2IRTER,

BEEER—
RIE[ERE
« fi1LH Microsoft Teams A aERIEIFERE SR S HIFBIA S IMI&%E, [CVADHELP-20528]
AR
& E 17 Microsoft Teams &R EH/EH Ao

 MRETE Citrix Workspace M RiEFRE#EIZE T AllowAddStore=N, MI&Eid AKX REHS1TER
geo DNS URL BB &G RERKK. [CVADPHELP-19853]

o Citrix BHIIFEIESE (AuthManSvr.exe) AlgEaEE R EIMEH, [CVADHELP-18901]

BFRRmE
o FEABENX Web MABEER, Citrix Workspace B T2 F S SEHEIGE RSN K88, [RFWIN-27855]

2206
FEINEE
£ HDX #17# Microsoft Teams L A% RAEMFMR [HARTALAR]

&R T Windows 9 Citrix Workspace M2 2206 &1, Citrix 3I\T /A HDX #17# Microsoft Teams fk
LB SRR AV AR TR S AR
g, ERILEME SSEREEXEGBRER, HFBEIEMMEEITRE (BANES) REEEIMFi. %I
BERTABTF P2P siEESIY,
AR
o FEIRARTGRRP, ZINEER BB EMRIUEITIES], FEKS Microsoft Teams FF A&/ iR ALK
« MEREFE Microsoft Teams IWAIBIEPEIFARYE, BB EMRNE AN E#HITER AL, B
EEREN, REEEMBEN Microsoft Teams, ZINBEERLZMIG, LLRFIMER, Ak, EREZEOX
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#F (VDA 2112 HESIRA),
BHENEATREMNME, EERAFR VTR /R LERE U T ERDU
fii&: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream

« &#R: VideoBackgroundEffect
« 28 DWORD
« E: 0 (BE2A). 1 (BEA). 2 (BE2E%KEIR, hEE=F% VideoBackgroundimage S+ AR1N)

RYERBEMEREGMIFRME RN, TFEUATEMERD:

+ &#R: VideoBackgroundimage
« ¥E: REG_SZ
« {: my_image_name.jpeg

AR

X5, flgd my_image_name.jpg (HEEHXHRENBZTR) HIREERF&E LR Citrix Workspace
WAREFLZEESR C:\Program Files (x86)\Citrix\ICA Client .

BET ER R

Citrix Workspace M A2 2206 5 Intel £/ GPU 12t T EZ A aER#
« Bz CPU hREERRE, RS 7T B4R,

EE T LUTFERR:

« 7E Intel % 10 X GPU E B LIEHASTE ST MIEERE,
« Intel #1 AMD GPU L# “EHME" g “Ht T TBUNXKIE” HREES,

App Protection p91g3gIh8E . RAEEN [BATRSAR]
Citrix Workspace N BEFIE A RREARZIENNEISTEHERE (DLL) RS EEMNEREBT A FRSE,
MRESIEEEEN T EARZEENER, Citrix Workspace B2 EamMEI 2 FFH S 1IN ZEIR,

tesh, MMRESIESEIZAIRNEERAZEEHEER DLL, App Protection 2fALERIEEHH B RIBIRES, X
FHIRE SRR EN AREFRERIE.

BILUEEALE Podio &ML A TR AR,

} =r

AR
FAMBRAMEE A EEIEEFHEREREFIMERHTINN, FARFREEZERENNS, Citrix FiEZ

THREFN L hRAYSZIFER G, EXGRIRMEH XETIREM R IR, Citrix FAIRESRERIFAmEY. RBMMNEEMTR
IRITIRME, BMNAETEFIFRHPEE Beta hivds,
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iEAT Windows 11 /9 Web #1 SaaS A2 App Protection 1381048 [ AR TSR]

Itt App Protection 1#38Ih8EMR LT Windows 11 E#9 Web #1 SaaS M AEF AP IEKRMEZEINEE, LhIEsRINEE
AT L@ E A Secure Private Access E A1 Citrix Enterprise Browser 3518, ERILUEE Podio REFMEAR
iR, BXIFMES, 1E5H App Protection 3%,

AR

RAFERAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZRBENNS, Citrix FEZ
THREF U hRASZIFEG, EXGRIRMEH XETIREM R IR, Citrix ATRESRERIFAmEN. RBMMNEEMTR
IRHITIR(E, BINABEELEFFIRSEE Beta hitds,

B T BEhEHT AR [HATAR]
BB HheE 2 B5hiE Citrix Workspace M BIEFEfMEIRHRA, THREMAL FHo

Citrix Workspace N BiEF 2O EH THIZN AEFNRIF A AiRA. Citrix Workspace MBEFRIBAFE
M REREE, USSR,

LETHE, BFRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(EfRREEEHRI)
R Citrix Workspace M BRZF A TG A REEMMIERE, NaEBRBHRR.
R LldiE Podio R AR RIRETAR.
pE=
RATBRAIMEE P EHIFEFIFRERBREFIFRERHITUER, HATPREAZRBIN S, Citrix FEZ

THREFR BT ARV SZ 1522051, (BRI EBOH XL ThREM R 15, CitriX ATRERIRIBRIGH™ B, BBEMEZEWR
IRATIRME, BMNAETEFIFRHEE Beta hivds,

B DPI LS

BHi& BT Windows B9 Citrix Workspace i B2 2206 £, BRiAE R T=RE A DPI i, XEmkE Citrix
Workspace M BEF=2id Bt aitt Windows Z PGSR 9 ¥EM DPI 4808 B 5 Citrix i #TAE, 1F
AL EH—EB5y, Citrix Workspace AR “BAEEI” TRMN “& DPI” EMA B M. EX$HAER,
ESFAFIRFOE CTX460068,
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Citrix Enterprise Browser

hRAEIEETF Chromium ks 101 89 Citrix Enterprise Browser ks 101.1.1.12, % Citrix Enterprise
Browser fyThEESEFE1EE, 1E521A Citrix Enterprise Browser U4 s IFTIETIEE

B2 R

RE. HH. AL

Citrix Workspace Updater [RSAIRET £ /BRI, MMERLELK. B mAEED Internet IS HIMLL
iA#, [CVADHELP-19613]

DE[EE

£/ Citrix Workspace 2R 2204.1 RESRAR, SIEATAERMFERE. MREETITREE Z#EIN
# (flgn wfica.ocx) BIRRE, MSHIILERM, [CVADHELP-20053]

IR AREE URL iFERSED Citrix Workspace MAREFR, BERUTHIZES:

“f&89 Citrix Workspace R BI2FFTE#I#A1L Microsoft Edge WebView2 B8R, EEHAIEHIN A
. 7

)

L@ GPO & LTHAIMMAREIE URL HELMGES “/” (Fld, https:
) RH=HIR,

C

[CVADHELP-20214]

TEEATF Windows i Citrix Workspace R 12, ERASRENRRINZARE URL B, ATRERERIL
THIRFEHS:

“TEEEDIRS R,

MREF—IEABEEERABET AR, NaHILtER,

[CVADHELP-19751]

MHARZs 2006 355 R hitAE# Citrix Workspace R 2R, FIRERMIBRINE R A EEMNMXFEIREE, H
BRAIERMECE, BMEARIEX RPN ASEEEREXR TR, [CVADHELP-19839]

=M Citrix Workspace AEF M FIREMBENAEFIRE A SRR, TERRE A P titey
SHBILIE, [CVADHELP-19703]

7£ Microsoft Teams B@EHHBRZRRANARFE, BHWESFIESBIMNNT. HIULRRZE M

HRERIRE, BIAIMSHEMAIER (REHBRNERM) . LA SFERHNNERRIRIFER, TR MTENR
%. [HDX-38032]

BRRE

o MBEXIIPNABEITAFENSEL, Desktop Viewer TEMAIgERAI R, [CVADHELP-20253]
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« #iEATF Windows 89 Citrix Workspace AR S5 HINSENAEEm—EEAN, BIFERFRITEE,
RYFAEREREORAN. [HDX-38024]

« ZDDC LEA “BMETREA” KKE, RIFHETAERS E/REB MRS BN B oh &% W35 E,
[HDX-39558]

o 3N USBi&&sipiaxxas, Citrix Workspace BEFRIgE2 2RIBAR Citrix Workspace - T2Z &5
iEHE, [LCM-10369]

ARSI ELRE

« Citrix Workspace M #2F Bl el e E AR DA HMAN, SEHM 3002 iR, HhRASES#HINEE,
BB FIRES RS8R LFENFERAX AN, HARSF25%M. [RFWIN-26540]

2205

FEINEE
=

Bk, 1E5#1F Microsoft Edge WebView2 Runtime kst 99 iE = hids. BXFMER, BSHA
SRERMFEAM

kA Citrix Casting

LLE, Citrix Casting 7£ Citrix Workspace R REHERINEA. BERRAE, RYEEREHEFER
/IncludeCitrixCasting &%i&fT Citrix Workspace NMBIEFRERZF, 4 =BH Citrix Casting,
Li&E# Citrix Workspace R A#EFES, Citrix Casting s Bah¥E#. B Citrix Casting B2 4HE R, HSIA
Citrix Casting.

TRIE 5 18] R

BAhRAEE, ERIURERRREERAINEARFNKE. GREEESEZHMN Citrix Workspace [ Ai2FEAT,
MR EREFHTAREERINZER.
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Backstage
AB  Access 2016
Excal 2016

Wiina All Apps

Managed Win10 SIN Desktop

Wi All Desktops

test_ et

Citrix Workspace

Fin to taskbar

W Close window

® ©

£ Citrix Workspace [ Bi2FB BT EHEENX Web [ AREE

% signoutCustomWebstoreOnExit BHIRE N True BF, XA Citrix Workspace MARERFEFEEEHEE
X Web AR, o7 Global App Configuration Service HftE signoutCustomWebstoreOnExit
B,

BXFMER, E5R Global App Configuration Service i,

SRERAMEXTITH Workspace R A2

BARRZAE, EaLUER MR AKEITH Citrix Workspace M B2 5. A LLTE Global App Configuration
Service g E maximise workspace window @M, LU Workspace MARERFERINE R FURKHETR
17, KESRESFshEAK Citrix Workspace R BTERF.

&% Global App Configuration Service B¥4{E 2, ESRANI 1o

Workspace 1% Storebrowse

iEMAF Windows i Citrix Workspace R 2 FI1E R BBARS 1R Storebrowse 4%, X1 Storebrowse /A
FEESSIAIE =0 Workspace Thig,

=

o =W

o IHINEE(N N B S ERIRH Storebrowse 4%,
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o BHEERABERMNBAMPIRIIPNE A EEFER LT
BXEMER, BESR EAT Workspace #9 Storebrowse,

Citrix Enterprise Browser

o ItEhRAEIEETF Chromium hias 99 B9 Citrix Enterprise Browser higas 99.1.1.8,, &% Citrix Enterprise
Browser RITIRESERFETEE , 1520 Citrix Enterprise Browser XSRS IHAE,

o W7E, HEE Citrix Workspace M AREFHHITUTEMEMER, Citrix Workspace R AZFRIREREXH
SEENYERE O

M A IS £
PR B E N B E
AT P I
Bk =4 oz PR 79 S

B2 R

R SRm

« 7E3EATF Windows #9 Citrix Workspace B AEEFY, FEERAF UL ZETSREENHEEZ B
EUEIGE, [RFWIN-26795]

SiE[EE
o HEEFHBE Microsoft Teams B, A HdxRtcEngine.exe #iZaIgER &%, HERBESBI—H
##2, [HDX-40006]

« TEER Microsoft Teams HDX it =xd smid@iEHAiEal, MAREFE O Z ST AEEEFR/FELEHER
Tk, FREEFRBE Citrix Workspace MAREFZHI, ERELZEZSERERNAEFEO. My
IR, [HDX-39549]

o 7EfEF Microsoft Teams HDX i b9 “BF KN KiEHHIE, TRATHELH SHLRUBRE RB.
[HDX-36376]

o EREREHET Windows B Citrix Workspace M FfZFHR4s 2112 siEmARacikiE VDA BF, ATRER BRI
T&R2HR:
BN AR EEZAIGEEEIERITEN HDX XHhRRIRE LFERNER.
ERERAS, IERREERIHRNRGEATNESNIELFRRNEN, MAEED VDA,

[CVADHELP-19636]
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T HE. AR
o FEERT Windows B Citrix Workspace M BIZRFE, FIRES IR TEIMOEMRIN:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\WOW6432Node\Citrix
Fo & Bah e S 1T R = B I I i) T,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Lockdown Profiles)\
A1l Regions\Lockdown\Virtual Channels\Keyboard ## TransparentKeyPassthrough
AMRERSREE 32 AtEN L.

[CVADHELP-19625]

2204.1
FEINAE
BINEERIERINGE

Bt T NPT S 5YRARISE (B BENSMAMERRASMmRIGSR) NEMEIRHERSE.

Citrix Enterprise Browser

R 2 EEF Chromium ki Zs 98 B9 Citrix Enterprise Browser iz 4s 98.1.2.20, % * Citrix Enterprise
Browser fThEESREFEEE, 15214 Citrix Enterprise Browser X4 IFTIETIEE,

Microsoft Teams i1k

o ZRHERRE: TN Microsoft Teams (Citrix HDX £ “XF/hraAs" (T T k) B, ERAILUERERR
EINREAREEH HEUCRBBMVHEENIEE., Fl, NREEFZERLBEANEARE, HEENKEREEE
FNEMN, NEMEENENSZMTUESNEEINERE, Microsoft Teams thxAHERLEREBRES, W
RITEHEERI SN BMLE, HEINERERTA FW, EFEN), WEFHEEEARE.

=

AR
b IhEE (X 7E Microsoft Teams #H IS KM BEHET A, E 7 2 Microsoft st b B #r, B5SH

Microsoft 365 roadmap (Microsoft 365 RS E) . AT LISAAIRFOXE CTX253754 LUT R
XIEEMA NS,

+ App Protection 71 Microsoft Teams 1%331045: M= T App Protection #95&AF Windows & Citrix
Workspace R TF Desktop Viewer 38+, Microsoft Teams 74 ZiFENTSANRRER, EFE
HEATRENNAREFFRENENINRERRE,
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AT R
o XiFER Web #1 SaaS AREFMIEEE S RER (SSO) 4k
BXRBEATGRHBIINEENTEIIR, BSR AT L RIIE,

B2 R
RIE[EE

« MERTF Windows # Citrix Workspace [z Fi2FF i & F L &4 8¢, Citrix ADC & & AIaER AR, [HDX-
39683]

« 7£ Citrix Workspace R REFH, EZIFHILT Microsoft Teams EBiER, EAIAESBEIE BN IEMFE, LAY
BERUTHIRES:

Call could not be established. (FxgIrreny,)
[HDX-38819]
o YEERAEEAIEEZRT Windows B9 Citrix Workspace W B2FH I8 B EEMEIRENE, ZIgET
EL AR BRI,

NAEER, BENEBRENERANBAETE—JBHIMEREN. SAPIEFEZTRNEBEEIAIA
BY, XA] LR ELFEIIEHIREN.

[HDX-38214]

« 3R Citrix Workspace BREFEERNE “SE” M “HAKB” REREFAXMGXHPETHARER, WE
Citrix Workspace W AEFERHEMN “SE” & “FR” REBRHNARFNRERIETESSBEK.
[RFWIN-26508]

« =AM Citrix Gateway URL AIRE=BIBRMERK, HERUTHIRER:
TR RS IRIERRSS
[CVADHELP-19415]

o WAIEER, EaLIE HKEY_CURRENT _USER 5 HKEY_LOCAL_MACHINE #3% TWITaskbarGroup-
ingMode 1% /1 GroupNone. 71, TWITaskbarGroupingMode ;¥ i##& i HKEY_LOCAL_MACHINE\SOFTWAR)
Client\Engine\Lockdown Profiles\All Regions\Lockdown\Virtual Channels\Seamless Windows
T2, [CVADHELP-19106]

T, HEH. AR
o YEPERNAREF MENIRSE, Workspace RERZFAIRERERIEERAEER, [RFWIN-21122]
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2202
G IhEE
Storebrowse 31 Workspace 345 [R5 hi]

BAhRZE, ERATF Windows #9 Citrix Workspace 5B 257 BBIAR S 1214 Storebrowse % #%, X Store-
browse B 8EBiA R = Workspace &g,
AR
o thINEE R RERIRM Storebrowse %1%,
o BAERRAERNMBAMPIRIINE R BEFEALLIIEE.
BXEMER, BB EAT Workspace # Storebrowse,

AR

RAFAR AT E A EEIFE RS REIFRR#HITUL, URHEZERB. Citrix TEZIHREFEMRAIZ
R, BXUORMHEH XL R, Citrix TR RIBERRIO™EN. BEMNEEMRIFHITIEE. B
WAER Beta lRABEEEF R,

Citrix Enterprise Browser

B Citrix Enterprise Browser RiyThaesiirfa1EE , 5515 Citrix Enterprise Browser XASHRYETIEIIEE,
AR
iEATF Windows £y Citrix Workspace 2202 HALERE TR, 0 TFFR:

o FRRMIRIE.NET hixads7 4.8,
« FREERRIE VCRedist hR4s 14.30.30704.0,

BEE8R=
RE. . AL

o ERLTELBRSWERTHEERT Windows 8 Citrix Workspace R B12F MArZx CU4 #4532 CU5 B,
st TRR:

MARZZFFHRRA TR

Citrix Workspace & Bz E i IBRRAHBIFRFIEIRE, ERIUHEERXLERE, TN, SEBAFHRE
FRERB. BE “HE” ML,

[CVADHELP-18790]

o BIARIFNE N BIEF S S cannot contact store (TZBARANARE) HBiREE. KEEFEMNEITH
[ B2 RYIRIE S IR SR KB = HH BRItk [m) &
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EHNBAEFEFAIATHE, BE/LSHEER, ASEALZIFAREKR, HIRHLTEE: cannot contact store
(EESNAREKR)

[CVADHELP-18736]

SEEE
o HZAT App Protection 89iERBF Windows 9 Citrix Workspace R f2FER S BEE, Print Screen
AT AR RREE., [RFWIN-25835]

 ERAERAT Windows 1 Citrix Workspace [z f#2Fi@i2 StoreFront £/ PNAgent i R /SshE R 9L
AREFAREEN, HERUTHRES:

TERNARERF. BERAZFARKR,
[CVADHELP-19209]
o MREFFIHEBZD NIC, EREIEEEF i |P #ltriAREEINM R T HBHRIET SRR K.

Rule: Set-BrokerAccessPolicyRule -Name <rulename> -includedClientIPs <

Client ip address>
[CVADHELP-18783]

o MREESUMNE, WFEELEED Citrix Workspace NBREF A GHNARFHREAR. FEib, X
RIFTBSER A RE R EAT TR B AP B E X, MmN = L% E A/ StoreFront ks CPU S E,

[CVADHELP-18609]

o BEARENEEAGSCRENABIES, RFFMBMXIESARREITANBERS B RETESKK, L
BERTAHRRSES. [CVADHELP-19242]

« RECEENEBNEE, EENSENURTERMAER. M Citrix Workspace AR BMENEEN2H
mitkiE@, [RFWIN-26111]

« 7% Citrix Workspace R A2 2112.1 6, 7E{LHI Microsoft Teams FST@IETFTFMBIRGNET, s
8 CPU #IFAZEARER RS, [HDX-37168]

2112.1
FIGThAEE
4% Citrix Workspace N Bi2F a7t FAfEF & I

BARRANE, BIERAILTE Citrix Workspace R A2 HECE 45t RN FAIZF R R IAIMES, &R LUERA Global
App Configuration Service RECE LLIhaE. BXEELILINAENEER, 21 Global App Configuration Service,
LteInBEIEEER T E Kiosk IR FizfTa9i& & URTE Citrix Workspace AT & EIMLBIN TR,
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7£ Workspace &% %3EM &R EIZF FETHAE, B RIEEXZEE Workspace L BIEFERREE R Citrix
Workspace,
Citrix Workspace ZRiZFERRBNTNIE 2 THEERABRAA? BilER Workspace.

BHEBHER Workspace UM EER Finig & EFHEEENEREANARE N AREFNISHE,
BARREE, ZHEBRE 40 WBNEET. BXFAESR, 1521 Citrix Workspace XASHFBIIRSS EL 14885,

BT R E RIS
AhRAER# T IR IR E AN BUARLE,

’RE7 ICAXfHHReM

ERHRAEF, YEEHEMNNAEFMKESIEN, ICAXHI THEISHEE,

fEAhRAH, FA Citrix Workspace R ARZFERINE A2FHSESIERHHAEILE ICA AR A IRM T 1558
e,

Citrix Workspace 2RI VFER ICA XU EFEERANEFF, MIERMBERET. HIhEESEHRRERE U
RAEAMIFHEBSFIRE A ICA XHREMBER . IhEEER FEERT Web #9 Workspace B ahBIEIAR
BEFNRSERE.

BXEAER, BEAEST ICAXXHL2 7.

BiEN SSEN

fE/ UDP S4ifE ey, BENSMIMATA. AXEAER, BERABEN S,

Microsoft Teams i1k
FE:

LT Ih8E{1E Microsoft Teams #HIhaE B fE v B. Microsoft # It B8, 52 Microsoft 365
roadmap (Microsoft 365 E&4EE]), FIFEEBHIRFONE CTX253754 LRI LB A,

+ Microsoft Teams HZ & ORI =IY

£ Citrix Virtual Apps and Desktops 2112 5B &Sk 4 i@ id HDX #4708, &7 LUFE Microsoft
Teams FEASMEO#HITIRMZN. ATLLELEMAREHINERRIN. BEXRHBOAENFHAEE, 15
25 Microsoft Office 365 s E#) Teams Pop-Out Windows for Chats and Meetings (Teams BF
PIRFMSWAREED).

MR EEIETTIRIBARASH Citrix Workspace R F#2F = Virtual Delivery Agent (VDA) ,3&i#32 , Microsoft
BRE2FAREORB, B2, CHMEERLGRE, EELEATANNBALIZFHSZIED 2112HE
=hRZ) B9 VDA g Citrix Workspace Rz Bi2FhR S,
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https://support.citrix.com/article/CTX253754
https://office365itpros.com/2020/04/10/teams-pop-out-windows-chats-meetings/

iBEAT Windows 9 Citrix Workspace R BiEF

- MAEFHRE
, Hs7E Citrix Studio F/=2A 7T HDX 3D Pro $HERES, $E T 4R Microsoft Teams RMREHSZIHAE

BHi&AF Windows £ Citrix Workspace B #2/ 2112.1 # Citrix Virtual Apps and Desktops 2112
2, BRLEEGE, EAILUER Microsoft Teams FHRBHZERZ N AEF.

o BTN

AILMERR TR AZERENEFRREFSMNRNNEMAR, Z—US5&EFTLBIEE. BRIz
BRI N TIERNERAHRZENRER. WANERAILUEHIRZRS, HE AT EEFIY,

o FREUZHI

ERBHERERE, EAS5FHILURBE “BRIZFN ZHABEREFR. AE, HZFEHAZATLUE
FIEALZIER. BEEHNG, ERLUITRIRENES EAREMEREN, URBRBRIERIRUE EHZEH.

PRI -

ERUBAF 5= EETHA Microsoft Teams SEZE ik LA P ZiEH =31 SiBiEHAE, 1ERIEHIY
EIMAA o R AR LIS LEREGERITHIAETT,

« Dynamic e911

TEAhRAH, Citrix Workspace N BZ2FZFshS KT, £ Microsoft BiFEE. B4R ERMEERH
PEEAR, SRETTIhEE

- ECEMRB R
- BAIR2AR

RAOEMMKRIE R = 178 Citrix Workspace M BREFHHFIME, mIE VDA L5178 Microsoft
Teams & F i,

Ray Baum JEZRZENRE 911 HIEMAHAEUBEXIENNAHR LM E R (PSAP), BEATF Windows
9 Citrix Workspace 72 2112.1 2, A HDX 89 Microsoft Teams {{ti@M Ray Baum I3E7,

Citrix Enterprise Browser

AshR7H Enterprise Browser &F Chromium ks 95,

EEEHNE
R, HE. AR

MBEL AP BHRETHRZAMET 2109 #9 Workspace MAEEF, MERERREMNRAN 2109, NHEUAR SH
BEHMERILEEN, BER Entry point not found (XFRZIANOR) HIRES. BERTH, ZEHBRHEL, HB
Workspace W BEFEEHEIARZ: 21.0.9, [RFWIN-25008]
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BRISHWIE

=idi@it Citrix Gateway R, #ia1LE Citrix Workspace MRBREFENIITATREaRM, RHE
15 D ERIFF B HIIEEE, Citrix Workspace REBHIER ARSI hAJgER B 404 HiZES. X=
AR RESHNRIEERF, BIEXAHENITAZEZMAERF. [RFWIN-25006]
AINERERERSMNRIEMNEARIETRERRK, HETUTHIRER:

LN AEEREE. FERFIERRAZR.

[CVADHELP-18647]

Bt Storebrowse HiTH ARFMESEREXHPHNENFRZEHFNEFR. [CVADHELP-18773]

DE[EE

LEVF—EEREM Delivery Controller Ti&ihinled, 2/ Storebrowse SLAiEF#2 Citrix Gateway
URL & RATAES LK, [CVADHELP-15416]

HERBRAT vPrefer EMHBRETEMAFR — IR ARFRHNER TRRITHANBERFN, Citrix
Director LRTAESHIIEIZAMEIR, [CVADHELP-17372]

Citrix Workspace R 2R RIRER I RN SN AR ERN MR, NAEEE, SMBMERFARRINE
STERR S IE R E S5 E XMW XN AEE, [CVADHELP-18275]

F&BT Windows 84 Citrix Workspace R BER 2109 RESRAS, BRIBERERE, SESIETE
KBFFERE, [CVADHELP-18718]

£3&A T Windows B Citrix Workspace M A2 2109 SiE S A+ ER App Protection B, Ef,-EH
MEEATRERIRE, [CVADHELP-18831]

Microsoft Edge WebView2 Runtime Bai#4&/E, &FRTF Windows 9 Citrix Workspace i Ai2F R 2
TEBERR. [RFWIN-25295]

Citrix Workspace M AB#EFE1EETT. [RFWIN-25301]

2632 App Protection A hpitiR =SB 2 FER K. [RFWIN-25358]

MR A E B Desktop Lock i EH GPO =%, Citrix Workspace Rz %25 Desktop Lock BT #E £ 5 M.
[RFWIN-25392]

7£ Microsoft Teams d1, HEFRSIEMNA/NS, HZ{E1E, [HDX-31858]
AZETRBERT, HEE Microsoft Teams P HERERNKAE TR EEZNR, BET—IMTARR
[HDX-34733]

EREHERIERE, H Microsoft Teams EX4&EN T2 B REGBHIETH, BTHERENLGINIE
BEEERRE, [HDX-34978]

£ BT Mac 89 Citrix Workspace M AR 2109 55& B F Windows # Citrix Workspace R B2
2109 Ziali#fT P2P i@iEey, EralsexiBR@iEkmials, [HDX-35223]

£ Microsoft Teams MSREIEHAIE, RGNV ATEERINIG. [HDX-36345]

@it 7E default.ica X EFREIRE N ClientName KB E X StoreFront B, EiXEHSIFETRESK
Ko BXRFMEE, BESRFIRFLE CTX335725, [CVADHELP-19033]

BTRFRPNNERE, BFSRHEHE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 55


https://support.citrix.com/article/CTX335725
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-21121

iBEAT Windows 9 Citrix Workspace R BiEF

2109.1
I8 IhEE
%4 Windows 11

Windows 11 #F R4 IESZIFERT Windows B Citrix Workspace R B2F.

B2 R

MREWEERTE Google Chrome RETIMNBY B, NHITFEY Citrix Enterprise Browser 355, [CTXBR-
2135]

BT@EFRPNNERE, BFERHEAEE,

2109
G IhAE
EPEIVA=p7i

ERBEN SN, EEFHE VDA LEESHNHRERE, BENSMANKIFRIRE, A EREFANEMERE,
ARt ipy A P R0,

AE:
MRL SN AEFEE UDP S5, W47 VDA EZ2ABEENEM, UAFELEE UDP 53T,

BXFAER, BFEREENL S,

Citrix Enterprise Browser

Citrix Enterprise Browser @& F it B LB TH0ANNIK2R. ©RIFAF M Citrix Workspace ARRFRUR
2FHRITH Web 1 SaaS ARER,
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@)Fiﬁri: ‘Workspace (e} st H

Apps
Recents

cilnx

Dasktops
Racoris Famnitg

o
]
-]

C C! v

cifrix

BNN—ERSBNTFEALPGE, 2FBNESENEHEREMEUT AV KERERA A AR, HESEUTIEE

« X% VPN ENeTifial 3 Web 5@
o ZRNAMERGLER

o EIRIUN AL

« ZEOMNE

o AIZmiBATMMAES=

o BE

o MTATRNE EEBRESN

« AIEEXHIRE

o RESHRIEXR

o

BFEGATUETFED URL UAANAE A RB A Secure Workspace Access (LLET#RH Secure Workspace
Access) =% App Protection 588, XLIEEBIERERICR. BRERHIR. TH. TE. FIMEREHIKENE,

BXFMER, 1557 Citrix Enterprise Browser,

StoreFront Z| Workspace URL i¥#%

LALLM StoreFront #ZE Workspace B, RELBFPUAFahEH Workspace URL FHINEIHIRSI&&E £
8 Workspace ZR#EFH, @I LtbIhas, BEEAILUGAF M StoreFront [ ARIET4E#% 5 Workspace A
&, ANERFRXERERD.
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AxtEEEXFMER, E2F StoreFront 2] Workspace URL iF#.

SEFBEENX Web MAEE
fEitbhRAS T, EaI L@ ERF Windows B9 Citrix Workspace M ABEFIAIESRALHMEE X Web M AE/E,

EEALIhEE, BEAXIIEHFEENX Web MABEEZRME Global App Configuration Service #siFihaIH
URL 5lkh, #MES, EATLUTE Citrix Workspace R ARZFENRINK S REPIREBENX Web ABE URL, B
EX Web R AEERFEDRN Workspace MABEFEOSITH.

BXEBEREX Web NABENFAREE, BESREEX Web ARE,

%#EF Windows Hello #1 FIDO2 Z&Z AN FHIIE
fElthRAH, ATLER Windows Hello #1 FIDO2 4% A% Citrix Workspace #1785 12383F,

BXREFEMER, EBREN Citrix Workspace #17 B I0IEAY Efth 5%,

MIINT Microsoft Azure Active Directory (AAD) B AAD H S22t BN E R E S (SS0) Z Citrix
Workspace N BiZF

EIbhR A, ERILUMIINT Azure Active Directory (AAD) B AAD A B %R IEFAITEN 8 S &5 F 2 Citrix
Workspace [z fB1ER.

BXREFMER, B2 Citrix Workspace #1754 I0IEAVEfth 5%,

% #+ Azure Active Directory 95 iR

7EitkkRZ<"F, Workspace B GaIL@E Citrix Workspace [ BEF#1T B0 WIEHN A B EHEEIHIT Azure
Active Directory £&f4ihia5Eg.

BXRFMER, BB Azure AD FEVE MR,

SRS ESM

Itehi A3z 15 Citrix Workspace Web #BHHIARS ES M. ATLUEERTF Google Chrome g Microsoft Edge 9
Workspace Web ¥ B 53&RF Windows 2109 # Workspace R BEF &S HER, XLy Ea@E" Google W E
Rz IEF Microsoft Edge mn#I Web i s 3RBY.

Workspace N REFEER NS a1 B TLIE S EM S Citrix Workspace Web ¥ [Ei&f&. FET, Workspace
N FBIEFEF] Workspace Web i B &R Workspace &8 B 3% 51 23 F P sE 5 7 h B HR el i i B i 2 Al = o
BXFAER, BBRERSELE,
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Microsoft Teams 3581/74E
LUFInEEIAE Microsoft Teams #H IhEEBEH/E R Ao
Microsoft #tH Lk EHES, EAIUEER CTX253754 IR BHA AL,
+ %#5 WebRTC: Lthiaz#F WebRTC 1.0, EJ{REEIFAIIISARIAL UK EATEL,

. REHZILEIE: EOUER Microsoft Teams FHREHEZEEERAZENARERF. BORETRER.
fERLIhaEX =% Citrix Virtual Delivery Agent 2109,

+ App Protection 3%&1%: S/ App Protection /&, MEA LA A% HDX {4 IhEER Microsoft Teams

EBNILINEE, ERAIUAZEERNKERETHRNARFED. £ALILIEEX F% % Citrix Virtual Delivery
Agent 2109,
Note:

Fullmonitor or desktop sharing is disabled when App Protection is enabled for the delivery

group.
o LBYEBNFR: £ Microsoft Teams PEALNHEFREN, ARALIFLIERHEEFMHNNE,

Microsoft Teams i1t

iEMAF Windows B Citrix Workspace 2109 kA3 #51E VM BN AERF EE&Z 4689 Microsoft Teams Ai#1T
AN R EMAMMSRIE. BIERNNRERE,

%5 Bloomberg % 5

ZAhRZAZ#¥ Bloomberg $## 5, EfEM Bloomberg 84 5, A& TMRFEERE, BXEBRAVFMES, B
2if) Bloomberg #4H8y “BcE Bloomberg 4 5”7 #453,

BEfEE 898
FTEEO

RUEE= /U AREFARNEAEENS, NTEEMERHNNAREFREESS, [CVADHELP-16897]

BRRE

fEAEAT Windows B Citrix Workspace R AZFRY, “FriR” St RBEA NAIRER S BohRIH. HRINFRARER
HIEEIHHTT T B S I EE, [CVADHELP-17122]
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&P IRIL &R
A Citrix Workspace R 28T, fEAAT 9 #9 COM 5O S#ITERMIRE I RER EE R IEPIST. [CVADHELP-
17734]

SEEE
« iEATF Windows 89 Citrix Workspace MR i2FF4& Ik 2106 BY, FRARERSSREMNAEFRE
ERRERRN, HERUTHERES:

TEEEFIRS SR, BE5RABEARAHRALUTHIR: EieEttit EXREE Citrix XenApp RS2, (B
#FH1% 10060) [CVADHELP-18137]

o ZiAfEH VDA EREMERT Windows B Citrix Workspace R B2FEEBEMEIBENN, MERENT
BE KPS, [HDX-28691]

o MBEEZBRIIEEDET HDX (LT Microsoft Teams FHERE, RELAZERRETAHFETE
TE8. EIMEEARMER Desktop Viewer TE=5fER Desktop Lock By tHELLtAM, FiE BTt rEs
MR, MEERED—EEMEGEP, ErfEREERT Windows # Citrix Workspace 22 2106 5
EEhRAs L& Bt R R,

EARhAR, BT SEREFEHEIEE:

+ YN5R7E StoreFront 5 ICA X2 AT Desktop Viewer, &
o MR Desktop Lock IEEEAH, FpeEEFERES. [HDX-34200]

BTHFmPRNIEEE, BESREAE-,

2108

FEINEE

BOET “ARMKF” RE
ARRASINT B ER “ARINKF” BR.
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &R EshEBA

B R A LA B RNERSEBE, NESBEREERFP BEIM Citrix Workspace £iEiT 2 s A FRI % iNed
B2, NREIEENEIEMRASRERE B BREIAIRAER, Citrix Workspace MBREFEBFHE. A5E5D
BRASEMEEETHNEMN BiEFEmEsigsk Citrix StoreFront ARENE.

BXFMER, B8R Workspace £iEHAETHEAT

EERIEEN Workspace (&) SIEEBERELIER,

ZHFBAEX Web RAEE [RATYIR]

fEitbhRAs R, Ea L@ ERF Windows B9 Citrix Workspace B2 ARISRALHBEEX Web MABE, BfE
FLbInEE, BERAMXIUHHFEENX Web A EZRME Global App Configuration Service F ¥R URL
FIRA, FET, EATLFE Citrix Workspace R AZFHRIMKF BRETIRHMEENX Web ZA®EE URL, BEX
Web WA EIFESY Workspace M AREFEOHITH.

BEXERERENX Web NABENER, BSREENX Web ARE
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} =r

AR

RATAR AT E A EEIFE = IRR A REIRRRHITUE, URHERE. Citrix REZIHREFEMRAIZ
R, BYURRMH#H XL R R, Citrix RS RERIRI™EN. REMMEEMXRIRIITIEE. 2
WAENR Beta RAERBEEFIFRH,

StoreFront z) Workspace URL i¥# [# AR5 AR]

Y RBLAMAH StoreFront #ZE Workspace B, RERAFBAFahIGHH Workspace URL ANz Higmig#& L
B9 Workspace M BEFH, EidltThas, BERALUGSHAF M StoreFront R BEEX48:E# 5 Workspace A&
5, FNBAFRXERERD

BXILIHEERIFAES, 5205 StoreFront 2| Workspace URL iF#% [ AT % AR ]
AR

RATMERAIMER P EHIFEFIFRREREFFRRH TN, UREZERR. Citrix TEZHEETSE R
R, BRI HIHX LN R R, Citrix TS RBRIRITEY. BIEMMEEMX RIRMITIRE 2
WARER Beta iR ABEEEFHFHEH,.

BiEEnnH
ERIBHRIE
N Citrix Gateway &iEHAT, Citrix Workspace RIBET A2 /B BN FAREF IR R # 1T B 1 1IE. [RFWIN-23829]

g?ﬁ@?ﬁlmmﬂ]ﬁrﬂ I=1p) .lﬁglﬁ.lE%[]lE_lL}ﬁo

2107
FEINAE
EPA 1Z321/5E

BZhRasi#2, Citrix Workspace MABEF AT T E#H1E Workspace SEH =it EPA i&ff. RERRE, B&iES
447 (Advanced Endpoint Analysis, EPA) $1#i& & K& Citrix Gateway FEBENHARLER, H#Ez
Bfa, 2R Citrix Workspace BREFERE.

AE:
OEEMETESE T nFactor SHIIERY, LLIHREA B

BX EPA PHERFAER, BBRSRIRR DT HEE.

Citrix Workspace /725 Beta RizF
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BAhRAES, &EILUE Citrix Workspace ZA2FHIIE REBEHR DR Beta hiiAH#1TMiR. Beta iz
RUERMTEEZ IR ERAEN 2 KR HASRRZS, % Citrix Workspace R FR#2FEE N BEEME, &
R B @,

2EHE Beta i, IEMEMKEE QTR FIREFIER Beta @iE:

o hR7S - TR ZFFIIRERRA B R
+ Beta - RHipRARA, BN S @Ak Z 5 H I B9 6] R

@ Citrix Workspace bt
P

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Release L

Beta stable release updates.

Leam Mare

Save Cancel

=z

AR

Beta iy A rI it & R EHIFEFIFIRFBREFIFFHHITUL, URHEERBR, Citrix TE% Beta hiiAsryszHs
2], ERDEIRMIRIBRHX LR, Citrix AIRESRIBRIRNOTEG. FBEMNEZEN RIFRITIZE
BINAER Beta lRAEBEELEF IR,

BEXREADEMBENFAESR, EBIA%E Citrix Workspace [Tz Beta i+,

SRIAT BB IRIENG [BARTRAR]
BZhRASEE, ATLUERLUTHLEIRT Citrix Workspace N AREF#TEHIAIIE:
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« EF Windows Hello #1 FIDO2 &£ Z$AM & 5383
« MBIOINT Microsoft Azure Active Directory (AAD) B AAD A B REEFHTENBESER (SSO) 2
Citrix Workspace R REF

Microsoft Edge WebView2 Runtime ik 92 s E S hr 4o

AR

HHhRZs 2107 #2, Microsoft Edge WebView2 Runtime % %2R Citrix Workspace M BiZF L &2 F
T8, 7£ Workspace L AEF L& E, TEBEFRRERFHPESEE Microsoft Edge WebView2
Runtime, MRHAFE, WHITRE,

INREZHAUIFEER R S )L Citrix Workspace 2R, 18 Microsoft Edge WebView2 Runtime &7z
£, REBELAETUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

B RS GRIENE
EZRASMHEIENG, EERMITRITUTIE:
1. BElEMREES.
2. SMBILITEMREEZ:
« UEERAE:
- XF 64 IRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 iRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
 LIFEERAG:
- XF 64 Uk 32 R1ERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. QIBERUT R EMRE:
FMERBMETR: EdgeChromiumEnabled
KA. FRHRE
f&: True

4. E#Es Citrix Workspace Rz 2R LUEFHREI B B E Ko
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} =r

AR

RATAR AT A EEIFE IR EREFIFRERER, URHEZERMR, Citrix FEZINETRRN R
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

SZ¥5EF Azure AD #H1TR AR [BATRAR]
TEARRRAR, MRENESIERAEE 7R, S UERKMEIHIRHTE R,

Microsoft Edge WebView2 Runtime ik 92 s B S kR4,
AR

B iRZs 2107 i, Microsoft Edge WebView2 Runtime %2k Citrix Workspace M BiEF &2 F
T8, 72 Workspace L2 F 2% e, RERFRUERFHPREEE Microsoft Edge WebView?2
Runtime, MRHAE, MEHTRE,

ERFMRIRERSHEIE

EEAEE Azure AD ERFMHIFRINSHEIE, EERBITRITUTHSE:
1. BElEMREES.
2. SMEILTERRERZ:

o X F 64 i ## F & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\
Citrix\Dazzle

o XF 32 iIRIERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. QIZEAUTREMEMERE:
FMERmME: EdgeChromiumEnabled
KA FRIHRE
f&: True
4, E#Esh Citrix Workspace R FRER LUEFT AV E B .

151 Workspace W BEFH#TZN BIZF L [HATSRAR]

Bhi4s 2107 2, BEZEFUE Citrix Workspace A2 F PR EAR MR ENN BREFMN L MMKE, ErILUFER
Global App Configuration Service kE2EthIhkE. BXEELLINEENEE, ESH Global App Configuration
Service,

LteThEEIEEE R T2 Kiosk iR FiEfTH0IRE UK Citrix Workspace ®hEi& MBI BiERF.
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} =r

AR

RATAR AT A EEIFE RSB RESIRRRER, URHEZERMR, Citrix FEZINEETMBRNZIFR
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

B2 E 8
RE

%4 App Protection /&, EBNRIRESREL HP G5 RYIEENIHENARS. [RFWIN-24103]

DE[EE
o BRETHEREEIEEN, SRIABRERGHNAREFIA/NTEERKK, [CVADHELP-17089]

. ERAMAREIEERBEEA M VDA B, HMBANBEEHE Chrome #I¥%8 FATAER %MK, [CVADHELP-
17430]

o FRBERERN, HEFERA UPN EEER, ARERARLENEBRN, SREIRIEEURESERUTHIRE
ISW

BAREREBRER, Eif. [CVADHELP-17620]
« 7£ Microsoft Teams £iVHAiE R ENMSTEIERY, Desktop Viewer RIS TSI, [HDX-32435]

ETEFRPNRARE, BHSEEHE,

2106
FIEIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service f§ Citrix B2 R fEB BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MA#EFI&E.

BxRFMER, 15217 Global App Configuration Service X%,

BT&it Global App Config Service 2R 5{H18IE < RITFIERET

Citrix Workspace R FAE2FITERME T FIMIB TR ILEARE R FFESHIRIESHMNET. BT IEMAREY
% (GPO) E2&4h, ErAILUfEA Global App Configuration Service £ 1EEAIRER EF &S DTSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EH False.

BXFMER, 521 Global App Configuration Service X#%,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 66


https://podio.com/webforms/23781663/1719022
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-2107
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started

iBEAT Windows 9 Citrix Workspace R BiEF

ARSSELE

RS ESNMERRSRAREM IR T XERS TS RAVAG T AMER&T. TIESRSHSITRRNE, BRERELL
BEEENNBEFHRE,

BXEMER, ESR Citrix Workspace XSRS EL 1SS

Microsoft Teams 1%38IhaE

Desktop Viewer #t N&RIEES, AP ATLUM Desktop Viewer BEHFIERBHER— I REHITEZ, €5
O#RXTF, AFRAUHEE Desktop Viewer 0. EX&ERT, ARAUMERBEPER—TREH#ITHE
Desktop Viewer EHEOER (RAl. TRIZMY) B, BEAZREIL,

ET Chromium #9335 88 353 @ URL

REAABEEBAFER URLEEENNEFHEEMEIRS[BURMRS BEE AT iR, ERIUEARSSHENER
P ERISRBEXY I 1 TECE

fFRAKRIR (GPO) BEEER, & LUTE Delivery Controller Li&BERS285EM, £ Citrix Workspace M A2
F Lig B Fin RS,

fELthRaAsH, B Google Chrome # Microsoft Edge N7 Wi URL EE M #.
B

« Citrix Virtual Apps and Desktops kixads 2106 & = Hxr7x.
o JEBREEREYT BEFMRA 5.0,

Z3% Google Chrome %238 EMEIXNE URL EEM, iEM Citrix Workspace M F2FREX 4K PIZITUTH

A .
4

%ProgramfFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /

verbose

EMWE URL EEMAFEUHEM Google Chrome it 5i28, &M Citrix Workspace M HEFREXHEHRIEITIL

%

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose

B %71z Citrix Workspace i A#2F+EE URL EEANGEE, BESRNENEEE .

BEXNNRBABEEANEMES, 52 Citrix Virtual Apps and Desktops SRy H SN A EE [,
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BT ICAXHR2M [RATAAR]
ERMRAF, HERENNBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRRAF, A Citrix Workspace ARRFEEMNARRFMKESIERBEIEIEAE ICA XS TURH T 1858
e,

Citrix Workspace M AEFIMEAFEE ICA XHEFEERFNESD, MIFANMEETR. WIS HMRRERE U
REAHEEN T ESA ICA XHFNEAEENRG. hIEtERTEERT Web 89 Workspace /S EHIEIMR
RREFNEERIE.

BXEAER, BEEEST ICAXXHZ2EED.

ERMBEXILIIAENR IR, A Podio &,

BiEEMIM
RIE[EE

+ A Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE42kI\ PDF 5238, ZidfE
A Citrix PDF $TEDHITEN XA kK. [CVADHELP-16662]

« BEMTF Windows 8 Citrix Workspace AR A& EIMAs 1912 LTSR CU1 5% CU2 f5, RiETISFEMATAE
25K, RET Enlightened Data Transport (EDT) thiXps, sNRiEERET Citrix Gateway Eizf9, N
SIS, [CVADHELP-16694]

o &E# VPN girFFiERE VPN B, 2ifEMiERT Windows B Citrix Workspace N REF B IR FAIEF I8
2%, [CVADHELP-16714]

s ENHE=ZER, HaEFIRRIRE T A4 Delivery Controller = Director, VDA kg7 2003 XE=
hRzss it ieE, [CVADHELP-16783]

o ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount RIRETEEK. FE— I HZMNABEKFNSHILLE®, [CVADHELP-17229]

s APRESTEERN, 2B RERT Windows 89 Citrix Workspace R BEEF A e a5k, [CVADHELP-
17267]

o SR THEAMNE LIEENXHTERRK. [CVADHELP-17337]

o EHRIERWEAE, 7 HDX RN T46EA Microsoft Teams BY, & XM A 10476 93 & BE = RN IK A o
[CVADHELP-17398]

BRRE

o BAPXREABRWNERER (IME) EXFEPRANXNAREN, XATESETEIRBE EANXEEZ S,
[CVADHELP-15614]

o UEERAMRESXBINARERFN, FESE FMRESRBIRTESRGERE. ¥ Citrix Receiver for
Windows 4.9.6 74l Citrix Workspace M BiEFE, sHIlLtiA, [CVADHELP-16967]

o BidTE ping.citrix.com LETERGERNIXTEERKK. [RFWIN-22672]
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o RSESMETHEARZHF Windows i&& EAE Unicode AR &8 Citrix Workspace ik~ {ER#ER ASCII
AR EMFERF. MK Unicode AR EHBERBRYFHARLFH, Workspace EEHAEEERX
EHABR. [RFWIN-23040. RFWIN-23046]

ET@EFRPNNERE, BFEREEAEE,

2105
FEIhEE
e 301 EEMZFRFEENX URL

Citrix Workspace MR FIMEAFERME L HTTP 301 EE @M StoreFront 5% Citrix Gateway EE @ Z!
Citrix Workspace # URL,

WNREM StoreFront ;E# 2 Citrix Workspace, NaTLL&EE HTTP 301 ExE @4 StoreFront URL EE @ Citrix
Workspace URL, [Hitt, #0IB# StoreFront URL BY, R#ixBmhigEEEmE Citrix Workspace,

BEMTA:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJILEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss

Microsoft Teams 1%38IhAE

o IE, ERUNREREREEEMEED,

FAnEI \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreamHelE& I NetworkPreference
(REG_DWORD) B9 A =T,

RIEFEEERUTEZ—:

- o N
Wi-Fi
FHML
[

£

o U1 W N

BNERT, MRKIGEEME, WebRTC A5 | ZRERRERAREL.

o BRERTURATIMEEER 2 (ADM2), UERIRREM&ERER (ADM) BFOEEZRX. 2HADM2 5
B F R REIE R 5% 5o KA KAYIE) L,

Z2H ADM2, 1ESM1% \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H &l
—4N&HR DisableADM2 (REG_DWORD) KRN, AEBEIRER 1.

BTRFRPNNERE, BFSRHEHE,
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B2 R

RIE[EE

FERAERT Windows 8 Citrix Workspace M BEFE, MARFRIPHNERIELTEZBHDHESEELE
EiERE L. REBVIZERSE (HI70 Windows Server 2019) EZ## Citrix Workspace R BEF & HI
IteiE R, [RFWIN-22120]

2447 Git bash EiEfTH<AIEESR%A K. BT App Protection 158E8Y Citrix Workspace MBZFSHI
&, [RFWIN-22187]

RERMARAR Citrix Workspace R EFE, &= StoreFront BIalaESUREIFALRIRTR. [RFWIN-22419]
=B Citrix Workspace R A2 Al RER KM, S A EIBRR R S IS BB RR, [RFWIN-22491]
NEBREFUERAREFAHENBHEFAHIZERE, BERERMNRESXBHIRNBEFFAIERRK. £
AH$TRERE Citrix Workspace R BI2FE, MRKIERE storedescription, M& MR,
[RFWIN-22510]

ERA T BRI R B R HSP 3 CET ThagmtE R, % 11 4 Intel Core 40222871 AMD Ryzen
5000 #5I% R FN AEFATAESRIMNEBH. [RFWIN-22592]

R “HDX BERFH” HEIGE R “Bi%”, HEBAT “EDTMTU X7, NHER BN AEFHEE
B, AIRERERRERERUR—FEEHE. [RFWIN-22697]

EATF Windows # Citrix Workspace M RIZFAIRET /AN AIEF, HEEREBRE L, ZOBFET
Intel Iris Xe B+, [RFWIN-22952]

£ Microsoft Teams sxf stlsfiEIEHAIE, HdxRtcEngine.exe #EAIRER TR LM, FRIMERREMN
ZRTRBIEEPFSEMLLR-A, [HDX-28616]

M Outlook A Microsoft Teams =i¥BY, & NKIFISARIAET ALEHiE1T. EARBEN Microsoft Teams &9
ERTIAS NS B ILtE#E, [HDX-29558]

£ Microsoft Teams &il#Aial, & BEATIEH REEMIM LA, WIARTRERINIETRE. [HDX-29668]

RERE

BT #EER gfxrender.dll, Wfica32.exe #IZAIBEREIMNEH, [RFWIN-22446]

Ere )l

7z Citrix Workspace R FEFHNERRARENES £, BEIFEERNRNAF FTREREBHRIIRES, HX
FAER, FSAMIRFROXE CTX30779%4,

ETEFRPNNERE, BHEEEAE,

2103.1

FEINAE

R RECERIEIRINEE
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RERFRBENECIERRS ST, ZEMA AFAKRETR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETESRSBRETRRAD

BXFAER, BEREERRENES.

BT RBEHES MW BRI
SHWIELMIMBEHEFEEREE L, IFEHAFTEERAASEENBHREFRBMANEE.

Citrix Workspace N AEFSINT BT R ILEA S FEES DT SREINET, AT ER SN, RIMERE
TAEEIYR (GPO) HESRERE B 1518 S HETE %,

pE=

HEBNESSRERIER,

BXFAER, BFERASHIIES .

Microsoft Teams 1%38IhAE
o ZHABERT, VPO MR RIS MEL T ZRRES

o CIFEHR. BpaEadl. REInEEEEEINEE: R Microsoft Teams BB TXtkkm, Citrix EE®
B Microsoft Teams BEEEENE, TN, XEETISBRINGE N True,

e DirectWShow MEABRKIAZINES
EFRBRIAZIES, BRITUTRE:
BahEfRmiEes.

SMEIUTEREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams.

EHLUTFE: "UseDirectShowRendererAsPrimary"=dword: 00000000

HithaRERY(E:

* 0 §E{RER
* 1: DirectShow (ZkiA)

=3#rB5h Citrix Workspace NMB#EF,

BEfEE 8RR
BRISHWIE

o BIEBAT ERRIFERIREF don’t ask again for 60 days (60 XRFHFE) FKZ G, Microsoft
Azure ZE S BRI RIRERIRNEITE BT,
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} =

=W

BATRNAPRHENASE, MIFMENABSEFEH. NRAFER webview SHI0IE MR FEREE
P, RATESBIRETEBRTEMIIE, FAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (6 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BR1FEME, HETHEIEFTER,

[CVADHELP-14814]

o TEMONT Azure Active Directory (AD) B9i&& £, ¥ Citrix Workspace MABREFEIRARNARE, A5
ERIHREREEN, ErRIRTEENER. I, TEEREMAFKFAER, [CVADHELP-14844]

L e

- EERETRBEAMGNZ 2%, [RFWIN-20912]

RIE[ERE

« EEERAT Windows 8974 Citrix Workspace M A2FRE X RIS EE, 24 Citrix Workspace [z
AiEFREEREaaET. BRAT “ANtNAREFIAR” NS EILEE, [CVADHELP-15654]

o ERIERSB[BAEAEEO 8080 HyIERT, Citrix Workspace MABEF IR A EZI B A GHNBEFNS
. ERATF Windows #4 Citrix Workspace M BEF X AR RER O M EREIARO 8080 B H IR
bR, [CVADHELP-15977]

« AT Windows £ Citrix Workspace B2 F Al fE S REE R IBRAIGE, EIEEIBRZAH Microsoft
Windows #ERZGHHILtkRM, [CVADHELP-16017]

o ERAPKIEDIZT ALT + Tab $#8F, TgEITERT Windows B9 Citrix Workspace M ARFHNHEAE
M. [CVADHELP-16379]

o IESEFERIFNEOER/ML, Print Screen oA AR REEE, [RFWIN-16777]

« WRETE Microsoft Teams @IFHERMLSRENHIIA, HDXrtcengine.exe AIBERBBTLMMN, R
Bk ESREIRFLE CTX296639, [HDX-29122]

o 2iAEH IME ##5 DBCS XXZAR, TTRERRD TRI%. Windows 10 2004 i&fERZ s HIItE&, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RA eSS Citrix Workspace R BEF EIMEH,
[RFWIN-22753]

+ 7£ Microsoft Teams MSFBIE L2, BEN LA LED AIgeR%, MAMIAaIgEs(E 1k, [CVADHELP-
16383]

BFRRE

o B “IEH” EF—NRE, EBTF Windows B Citrix Workspace MBIEFRIBET 2% F. fRRAER, %EF
AR IR HETLS ) Workspace R 2R, [RFWIN-21518]

ETEFRPNRERE, BHSEEAEE,
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2102
FEINEE
RES DI

Lal, ERETRESHRIENEFIHTEN L, MR Windows SIEFERTAEEREER, WAAYER Citrix
Workspace [ Ri2F#1T S HRIE.

i, ERETHRESHRIINEFIRTEN L, MREREZIEREEE Windows ZiEERSEHD, NRERIHRIE
Br, EREMARESE, A5, Citrix Workspace MARFHRERSHBEIERERE Windows EiEEIEEH,
XEALUTIETEEZRAER, ARNETEEHR Citrix Workspace M ABEFZ8i7E Windows EiEEEESHFF
FER,

Microsoft Teams 1%38IhaE

o DET SN2 IMAR,
o RS TR M,

BfEE 88—
RIE[EE

o YEERFEAEAT vPrefer WA Citrix Workspace MEBEEFEM B ARG RE LHRETFITHFENLBIZ
FR, ZNRAEFEIIANTRERER—MeEEE. IRXMEEEE—EFE, WEEBETHZEAER.
[CVADHELP-13237]

« [BA vPrefer WG, App-V KBEFIESETERES EBE, MiEESHARSSS EB5), [CVADHELP-
15356]

o DA HIERENAEFZMEY, StoreBrowse.exe L RAIBETERTEARNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset EMRIZEIGH False BF, EikENE Citrix Workspace M BIEFRTRES KM
HERUTHIZEE:

tEIhREEH A,
[CVADHELP-16114]

o BEWEINRERTAET A URSE CDF BRER, [CVADHELP-16587]

RBRE

+ Receiver.exe #IZAeExEIMEH, [CVADHELP-15669]
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BRRE

s EARNHEBBNERER (IME) EXREFRRANAKE, XERERERERBE EANXEEZ .
[CVADHELP-15614]

ETEFRPNRARE, BHEEEAE,

2012.1
FEIhAE

EhR AR R T BB T o B M RERIAR E MERYIR) L.

BfgE IR
« ¥ Citrix Workspace FIf12F MhRiZs 2012 BohEHEIESAEK, HETUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FAMEX#IEFE Newtonsoft.Json)
R 7£ Citrix Workspace MAEFHNEERZENLF LEA T BEEHNA S HB IR,
R xR, M Citrix TH i@ T2 Citrix Workspace WBEF R 2012.1 iEShRAHFHRE,
[RFWIN-21715]

ETEFRPNRARE, BHEEEAR,

2012

i Thig

IREAFIE

iEAT Windows 9 Citrix Workspace R B2 IEREEAFIBRZ,

ERTES

HEWEEL T Citrix Workspace R AREFWE RSN E, X&H TR Citrix #THEHE, HEHMERE
AR T B R M2 1.

WE, ERILMER GUI & BE.

BEXFAER, BFERES S

4%t Citrix Workspace #1Ti8{E@ 5 183F

AhRASSINT S Citrix Workspace #TRE B S A IENZIF UK StoreFront WA 15,
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mEm Citrix Workspace TR S5 I83F

Citrix Workspace W B2F3IN T HEEE IR (GPO) S EAE® Citrix Workspace MITLIR R EHIEIE, LthE
B&fE Citrix Workspace R F2FERBTE RGBT BaER Citrix Workspace, NZAMANTEA&E EB Citrix
Workspace BETHERE (ERBER) B, AEMAILKE,

BXFAER, FEALTRTEN I,

App Protection F2EHI1E3RTHAE
LUHT, BHABRT, BORirEEasiEaRSaEEHEES IR,

ARRASINT AR (GPO) HKEE, ZEBAVERNASHRIIEERENBMRSEGHRESHRERBRIZR
MR BEHIRIIEE.

} =

AR

Itk GPO £ZEEERIEATF ICA 71 SaaS £iE. ICA #l SaaS =iF4k4ER Delivery Controller # Citrix Secure
Private Access #1751,

BXIEMES, BB App Protection B2 ERIIE5RINEE,

Microsoft Teams 1%38IhaE

o WEANEAUERSHREREREIETREN BTG
o WebRTC &3 |EMESFFES A inikE LEENERS .

BieEHinHm
=&, HEH. A%

« ZiXEAFheIZaRES LRI Citrix Workspace ZBR2FR, ZIREAXATRERWBIbE, REEMIE.
[CVADHELP-15397]

RIE[EE
« BEERBIFER, ZHERAUBRRIETESKN. EFREEENEERITENN S HIITR, [CVADHELP-
13614]
o PUTUTRFZ—BY, AJRERHIREEEIEE:

- (& Storebrowse &< M StoreFront #2 ICA X4,
- FH ICAXHBHRAERER, MIEMNEEE.

[CVADHELP-15221]

o ENFRZRP, ZREAFERETNRESXNBHINAEFTESEAN. IREATESMNAP LA
FERFIRE, WAtk [CVADHELP-15576]
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« & B F Windows # Citrix Workspace M B FEE B N EE I SIENEZEIFMEHK . WMRM Citrix
Workspace ARFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREHKS,
[CVADHELP-15728]

o 2iR7F Microsoft Teams BIEFPHEENRETRESSHER, [HDX-27041]

« 7£ Microsoft Teams @iEh, SIAnIaEBrlrLi4:, 28 UDP REORaHIttbia@, [HDX-27914]

RBFR %R

« 7EXEATF Windows 89 Citrix Workspace M AREF#HITEMREFARMBREARISHRER, 2B
HRIERRER AN, RIERDBREEEASEHNSERE L. £/ Citrix Gateway URL BZE Desktop Lock
Bt IRt IR) R,

=

=W

B xR Citrix Gateway URL #1 Desktop Lock fi2 &3& B F Windows # Citrix Workspace [z
F#2F 8, 7 Desktop Lock BB Z R —ER B EINS M B R, NRBFRRFRKEE, BEFER
Ctrl+Alt+Delete GERTFH#IEN) 1 Ctrl+Alt+End GERFEHN) FHo

[CVADHELP-15334]

« MR “BDPI”RBR “R” & “F”, WERBHKEARIEN, CD Viewer TEEAWELTRAIGEL EZA LT R
WCAEiS&H L5 DPI & B, AFig&ER DPHIEEXRTF 100% RHadmitiaE, [CVADHELP-15418]

« % Citrix Workspace 1R Mhlas 1912 #4kEIRR4s 1912 CUL /5, MAREFKEERIE, AQOTE 10
DA BESEMR. [CVADHELP-15766]

BTRFRPNRERE, BFSRHEHE,

BERNiA)=
2305.1 FERBE

« ®xEsn Citrix Workspace R AZFE, RARAEASIRREMARERIE, [RFWIN-26399]

o HEMIMBETREBUIRE BRI (FIW0, EEXITEN) B, Citrix Workspace ARRFHFREET, Ul X
AMIHEENANETREBEFNFERERTAN. [HDX-47575]

s ERMITARIEZH, EAURIEIFIAREHLN\VHNE. cNAREZHILRE. BATHET
StoreFront WEI N AZF RE B AEINE RFRATTKMNE) B, FMNABHERSHIAXMEL
[RFWIN-30327]

« i@ Citrix Gateway EINEER, MRERRK, RIEFRELERA EDT #1T&EEHELREI TCP, 1% HDX
RIS ERRIRBE AR, KIEFEELERR), [HDX-49878]
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2303 R ER AR

« MREERRKIENEEPFITEARITRE (RIFRIFRBEN) , Citrix Workspace R FITZFF AT BE& 2 1L
RZ, M Citrix Workspace BA#2FrhRs 2302 4R E) 2303 ZEEHSIER, MRZABMMERNRIE, I
S HIULEB, [RFWIN-29663]

2302 FpER B

+ I&AIRETATE Bloomberg $# 5 5t Bloomberg $## 2013 L6/ Bloomberg KinN AiEF. EEAT
App Protection Ihge R gieh st Citrix Workspace M A EFARAS 2302 By IR, @RS EZ, 7
%l Citrix Workspace R AEF RS 2303 &SI T EMRIMHAEFHRSEITEN:

- SEMRD: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\epusbfilter
- {&: [DWORD]
- DisableUSBFiltering=1

[CVADHELP-22221]

2212 FHER R

« YFEEEE BCRClient.msi BY, 7 Citrix Workspace M AREFREHRESHIM L FHIR:

BCR Plug-in X

| Your installation cannot continue. The installer detects
= that prerequistes havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

30 Citrix Enterprise Browser 2ZiAXIt88, FLEXAEENET LN SaaS MARF LA Citrix
Enterprise Browser £93T7, [CTXBR-4106]

2210.5 FRYE R A

s EEREEXATHACERTHNAERFN, HthdtNBEFRLTENBREFrIESEIAENaHBESERHNN
F#2F. [CVADHELP-20742]

o EXELRIAK AMD GPU &%, Citrix Workspace M AER 2206 A ESHARIGERB I REMMABTH
NV
fRRFERIEAT MR
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- Key: HKLM\SOFTWARE\WOW®6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Modules\Gf
- Value: [DWORD]
- ForceVP=1

[HDX-46264]

2210 gy xniaR

o YEEmATIEE SR DPI Y, Desktop Viewer TRt BERE, [HDX-45206]
+ Desktop Viewer TEZESRFEX THELEEHET, FEERETNNIRFFER. [HDX-45189]
o ENEEE@EE, BONUEMANTERSEIFIAE, [HDX-44997]

2209 FHER R

TEUbhR AR B R IR,

2207 FEER B

TEUEhR A HigH R TR,

2206 FHYER A

FElbhR A B R TR,

2205 FHERN R

o EEAT Windows # Citrix Workspace M BEFT, B4 E54mE (AAC) R% REEXiE 6 NEE, [CTXBR-
2941]

« A USBig&:iAimx#Et, Citrix Workspace A2 rAIAER BBk Citrix Workspace - R &% &34
iEE, [LCM-10369]

+ 7£DDC LR A BEMETREREG, 2IFHEATER S BT BRSEM B 5h a5 HIEE, [HDX-39558]

2204.1 FHER R

o REBEFREENRFTHAE Microsoft Edge WebView2 by, fEBHER TLEERTF Windows 89 Citrix
Workspace [ RZFRTRER KK,

RS %: UEERBHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEIXTEE
BT Windows #5 Citrix Workspace M B2,

[RFWIN-26329]
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2202 R ERaE

« Citrix Workspace A2 FH MR RN EMIREAT RS SBERL 10-30 9%, BXEAER, HSHMIA
X E CTX335639, [RFWIN-25752]

2112.1 FHERaE

o YEAT App Protection 89 EBF Windows # Citrix Workspace R BIEFER S BER, Print Screen
RO AR REE, [RFWIN-25835]

« Citrix Workspace AR R EREMIZIEAIRER SBIEIRY 10-30 £, BXEFMES, ESHHIR
3 E CTX335639, [RFWIN-25752]

o BARESMNIILE, MERT Windows 89 Citrix Workspace M BIZR - S RTREFR 2 A . [RFWIN-24813]

o SNRETE Microsoft Windows 11 i+&#1 £ Citrix Workspace MBER, SERRIHRIBEMEAfESE
%, [WSP-13311]

« {E/ Citrix Enterprise Browser B, BMERRIFNEOCR/IME, BREHEFAZHRPHN URL EONREE
B, [CTXBR-1925]

s MREBAT “NWEBABTEER” AL, WEEER Google Meet, [HDX-34649]
FRRTTE:
1. #% https://www.youtube.com/* EifEEHIFITRH,
2. 1% https://accounts.google.com/* FESHIIEIL = TR,

3. &EEA Google fvibs (g0 YouTube) EEZRER Google A,
4. 17z Google Chrome WR—%#I#/E5) Google Meet,

« 7% Citrix Workspace R f#2F 2112.1 &, E{HI Microsoft Teams MT@IETIT FFMBIRENE, s
£89 CPU FIAEZEATRESES.
R E: Eima AU T EMRE:

Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
&#r: UseDefaultCameraConfig

28 REG_DWORD

B: 0

[HDX-37168]

« 1£ Citrix Workspace R Bi2FH, TEZITZLIT Microsoft Teams EBIEEY, ERAIAERIBEEBNIEMIE, LB

BERUTHIRER:
Call could not be established. (T;=EIzMEN,)
#RRFE: BIXEHEI Microsoft Teams &iE,

[HDX-38819]
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2109.1 FHERaE

FEbhR A& B R TR,

2109 FHER R

MEEZLAF FHRETIRAET 2109 89 Workspace AR, MEERRENRAN 21.0.9, NYEUBF S
NEMERILEN, FET Entry point not found GXFREIANOR) HBIFEHE. BEHEN, ZHBRHEK, #E
Workspace M RZFEEHEARA 21.0.9, [RFWIN-25008]

MREWEE R Google Chrome RRETIMNBY B, NHITFEY Citrix Enterprise Browser 355, [CTXBR-
2135]

2108 gy xNia R

AREEEFEERFRARLFRE, RIEETEFHTENLERIER (RSELME) TEEBR. [RFWIN-23906]

2107 FEERBE

FbhR A& B R TR,

2106 HRYERN RE

s EERATRSELUIENNEBIES, EAfEXAEmMER. Unicode BFR=BFtkia#E, [RFWIN-23439]
o 24 VDA LLEMERT Windows B9 Citrix Workspace N BIEFEEBMEIBEIN, MKRENT
e KRS, [HDX-28691]

2105 FHERBE

o ERIEHRE, HERHOREERHMNTHERN, SERSE TEMIMEESTH, [RFWIN-23152]

2103.1 R ER AR

- BBRSIEHEOANT, RIERINAETEANZARERF. HTFE=A1RE], €A Intel Xe SRS EILL
im&i, [CVADHELP-17005]

 HNFAAE. PXHEFE IMEREFROUETEEE L. RERAGLEMEBMUE, FTE2T4EN. EAEM
N RREFMEEmRiEMN SaaS MARRFNFRHILtE-, [RFWIN-21158]

« ZidiB Citrix Workspace ZAEFAIAER KK, BAF SRR TR E LN B HLE . [RFWIN-22491]

s MNAERFESAREAXHENBHEFHIEER, BRESENRESRXBHNARFIERRK. F
A< TRERE Citrix Workspace M AEFE, MIRKIEE storedescription, M ILLE-,
[RFWIN-22510]
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o YEERER Microsoft Teams HDX i # Tz smiBiER, WIEATAERA M. WS VDA hZ<) 2103 &
KA, EBTF Windows 89 Workspace MABEFH 2103 ESRE, NEHIRE, tiaSEE Virtual
Delivery Agent (VDA) 2106 HhEEE,

2102 gy xNia)ER

o 2RXER ICA RIFARES KRN, HARIERSLIEMEEO 8080 AR B EXIHEOR, SH IR, [CVADHELP-
15977]

s HENARFERIED, HEE Microsoft Paint PITHEIHMERET, Microsoft Paint N FEEFMAELIZA
BEERTREM, EEOWER TEMSENSEBLEE, [RFWIN-21413]

« BB T Azure Active Directory ZE 5% (MFA) B9t &M £, BMEEERGEREFERREHN 60 xR
THONER, RFALRSERERIET. [RFWIN-21623]

« BN Azure Active Directory B3t E# L& &R Citrix Workspace BRI EakK. KETHH
iR RS E, [RFWIN-21624]

. BHBAGHNEESIER, BBRSEFNEERERER S, £ Delivery Controller EERAs#N BIZFE
I ERERET, SEPLLEE, [RFWIN-21629]

o {#f ALT + Tab #X2A IR E O T aE= S Citrix Workspace MBREFHATHARRE. EFAWERTEE
KER SRR, [RFWIN-21828]

« WRETE Microsoft Teams @IEHEAMESRENTISM, HDXrtcengine.exe AIRER BRI, FRR
Fik: ESREERRONE CTX296639, [HDX-29122]

2012.1 HRER AR

FEIbhR A B R IR,

2012 FpERN A=A

o MRERARZHRIPNEARFERNFIKER, WEEERUTER: “CHRNARFSFATA..” ARedE
WEN, BRERUTHER: “TENMIZAER. " REIBEXFREE, SRIPHNBEFBELRLTIH, BX
ERE MG R MIBR, [WSP-5497]

s EEATHNRBAREEAMN Chrome LEH, HEBFITHAINEN - EIHEN, ZEMRAIsET AT, 2
R75%H7, 7 Pop-ups blocked (FHIET#HEMD) SEHEHi%EREF Always allow pop-ups and redirects
(BEAFEEEAOMEEM). [HDX-23950]

+ 3 Citrix Workspace [ 2R MhR4s 2012 BREFHEIESARAEK, HERUTHIZES:
Could not load file or assemble Newtonsoft.Json (FEimEx#izF% Newtonsoft.Json)
1R &7£ Citrix Workspace M A2 EE A RENLE LEAT BrhEMIN A S H IR,
R %A, M Citrix TETRE TH Citrix Workspace MAB2FZ 2012.1 iESAREH F ik,

[RFWIN-21715]
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o MREBENARFE, ABREERT Windows # Citrix Workspace B BAREFHITHEEZEFLEE, NAE
FEFRETENHEH#ITHENRSR T, [HDX-27504]

o MNREAEAT Windows 89 Citrix Workspace M BEFHEEEUBERMNBIEFE, ZNREFEEE
= TR ZBERRFANEITR, [HDX-27505]

IBARXC 1

BxEHFPHELR (EOL) Wr=RhRA, B8 IHIRE,

FE=7HEHA
iEAF Windows # Citrix Workspace R 2R Al e & & 1RIB LA T AR E XM E R TIFRI B = A4

iEATF Windows A9 Citrix Workspace M BEF$E=577%8 (PDF T#)

BRARTRG hiz

August 18, 2023

BRATRARFRH RN E R EFFRRBIREFHIRPER, HFATFRUAZRIRHNS. Citrix FEZEAT
VIR R I RER 220, EDR M XLETNREM R IR, Citrix JRRSIRERIFMmEN. ZEHNEEENR
TR

2305.1

HMET BN AREFMNEENEshAR
AR
B Citrix Workspace R BiERFhRZs 2305.1 2, WINEE@EERTENARERE, AN BREIE AR KR,

Wal, Ba#EMEENAFRREAER. AP RIEERHIEELEME, HERFXHATIHEE, RABNEEE
B89,

@Cnnﬂcclmg

Starting...
[

BHENNAEFNKEREAREEEFE. B, HBMEATF Windows # Citrix Workspace R fRi2RF L2
MTRPRFNER. XEMTILARMNTREXBHRSHEXES. BNETRERRNE THA.
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iEATF Windows &9 Citrix Workspace T2

Citrix Workspace

EDRTST

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

™)
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

cifrix

j el Type here to search

BREUUEEEXEHENEEXIERN, MANXEHAER. MREEFEHHEAFPSHXEAN KR, WEER—

FERHE
BER T Windows # Citrix Workspace M2 2305.1 2, thIEEE=NAREDIRIALTERRS.
BILATE StoreFront (Zsih) SiEPEREMRBALIIEE. BRIZMEE:

1. fTF MRS,

2. 8fn% HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,

3. BIEHARIM—1E7 EnableNewLaunchExperienceForSF FEMERFRSR, RAEEHEEIZREN True,
4. EFEs Citrix Workspace B2 LUEFMRAI B E Ko

BILUBIE Podio 1RHHA X ILINEERI R f5o

sk& Citrix Workspace N BIE2FHEIF4L BT

8 Citrix Workspace R 27 2305.1 2, BALNEER, HAFPXHARNKEN, RARR—&IER, BRE
AHKRERIE, R BT T ERERNEITRIER REEAEER,

AR

SHFESDAESEmEAE, LogoffOnClose #1 PromptMessage X EFVER T EE X THENE R D E.
ERALLINEE, EHRATLUTRE:

1. S#n3 Citrix Studio.

2. BEEMSMERPIRGE.

3. MRAJHEERS HEFFIFH VDA,
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4. PHIFEE. B EIRERTHTE,

5. EEMSMERPRERHE,

6. EEFFIEM VDA, EoMEEPRNXET,

7. BERE, HARBHNFERENHE,

8. EHBAFERFIE LogoffOnClose XEFIEEH true,
9. BEME, XFAEMKENSHILTIIEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

£ “Save energy” (T5gE) REFBEENXA
AL Save energy (Ti8E) BEFBE XA,
1. BB E—-BHPNTE 18 #HITIRIE
2. TEMBAFERHIE PromptMessage X EFIRE N MNIEX A,

il

(TTRERRVINIRE)

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?

<!--NeedCopy-->
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Edit Desktop

Display name:

TSVDA-2019

Description:

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?"\

The name and description are shown in Citrix Workspace app.

C] Restrict launches to machines with tasg:

@ Allow everyone with access to this delivery group to use a desktop
( Restrict desktop use:

Allow list

You have not yet added any users or groups

@ Enable desktop
Clear this check box to disable delivery of this desktop.

between devices

«»

3. BEHE, XAEPKENSHRUTER,
Save energy X

Do you want to Log off?

HLLET Podio ReRMEA X ILINREMR IR,

(TREBEXIRE)
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2303
IEATF WebEx MR kN AiEF B2

B 2303 hiAil2, Z#FTFE. REMBhERH WebEx i, HABARS Zoom &R, NABE/ KA EERA
LT Global App Configuration i& &7 sE{E R ILLIHAE:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":

[

"assignedTo":
[

"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

[

"name": "Auto Update plugins settings",
"value":

[

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BCY9ESD",
"pluginName": "WebEx VDI
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iBEAT Windows 9 Citrix Workspace R BiEF

AutoUpgrade Plugin",
"pluginSettings":
{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode:{

AA2AACDC-D30B-433F-A602-3E25975010A6 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion":
3.1.0.24263",

"minimumAllowedVersion": "0.0.0
n 5
"stream": "Current",
"upgradeTolLatest": true
}
}
]
}
1,
"userOverride": false
}
]
}
}
}
<!--NeedCopy-->
FILEE Podio REPIRMA X ILTHRER K 5o
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2209
R B BT E IR R R E

BT EALLINAE, ERIAIZENTH LRI &R E. BALLIhaERE, Citrix Workspace AEFRBIERERIT
B EENRE. BOREE, SERIET.

f, Civim Wechipusie i

Deskiops

AR

citrix a

Ba® & amgEe™MmeE a8

BILAERA Podio =ML R TR,

2210
7=t App Protection
App Protection i2figaam R 2, FIPFRINEFASERICRS. FREIMITERSHENEE. B, App

Protection ThaE(N 3¢ Workspace &Rz (i, {&Bhzsith App Protection, App Protection Thaed BRIk = LA
N BEF. BERT Windows B Citrix Workspace FR#EFF 2210 &, App Protection aJ iR A%l Windows
& AT R,

AL LL Podio R IR AR AR,

2204.1
Z#5mEm Web #1 SaaS N ARFHILEE S S5 R (SSO) Al

FERE=AEHIRMER (IdP) B, tInAERIL T NEE Web BERFH SaaS MAIEFM SSO FBIE, #3389 SSO &
BABBMNIREBEENL NS, BHEBRTE IdP 550 EE Citrix Secure Private Access LUEE SSO RIGR &4 &%
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BEM. EXRTIUNERFAR, siiREERAERD IAP 3t Workspace ZAEFMIERRIHEE Web 5t SaaS
RBEFHITR DL,

BILUEEALE Podio &ML A TSR,

RRERMFAM

August 4, 2023

23K
B ENK

« &1 1 GB RAM,
o TRIEMHTAHXRE Citrix Workspace N BIEFFr BN S EMIFAE B

TEERE FrEsti 2= |a]
SMRE 572 MB
Fk 350 MB
AR
- REEFNEREERECRWEHETERITES,
- MRETRERAREIEFREANBETEARARE, WARERZTIEE, MEE CTXInstall\\
_TrolleyExpress-\x.log FiEREIRHEE.

RHEER

+ Microsoft Edge WebView2 Runtime iz 112 s{E S kR4

« NET 4.8
o BREhRABIMicrosoft Visual C++ Redistributable

Microsoft Edge WebView2 E3k
« Citrix Workspace M R#2F 5 Evergreen Bootstrapper kii4s#9 Microsoft Edge WebView2 Runtime

HEE—,
« Citrix Workspace M B2F RERF AT LIE R 2 Citrix Workspace N Bi2F 32 R % Microsoft Edge

WebView2 Runtime. B2, EHfTILRE, EHIUEEE Internet, 3i#&, ERILIERE Citrix Workspace

89
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R FRTERF Z B REEEMAH Microsoft Edge WebView2 Runtime Evergreen Standalone Installer %
e,

o REGIERGAEUT URL:

- https://*.dl.delivery.mp.microsoft.com fE%&%# Citrix Workspace W B2 Fid 2
T Microsoft Edge WebView2 Runtime, Hxi¥4i= 8, 5217 Microsoft Edge w2 5%

- https://msedge.api.cdp.microsoft.comi® Microsoft Edge WebView2 Runtime &
#

« ZE3 Microsoft Edge WebView2 Runtime B#E#7, 5% Microsoft X4 EH S, Flim, B
EMEFRKAMEMSETRER, AXEEMNKRETR, YAFEHEN, RESMENERERKS,.

AR
LEEAFERAIFEERANBLERF & Citrix Workspace RZB#2%, # B Microsoft Edge WebView2
Runtime FEER, REBELEHETUTER:

WAL EERBNERT RLEUTUERMGE:

Edge Webview 2 Runtime”

Net %

Citrix Workspace L F2FEE.NET 4.8, LtiEHAFEM Workspace AF RES &GS 1TIT AN BN HEFM
KHo

YRR AR Citrix Workspace M BERF 1904 E Sk, B:4%&K.NET Framework kiiZ<7f Windows
AHHAT AR, Citrix Workspace MBREFREREFE THHREFREMN.NET Framework iR,

=

AR

o HEEAFERAIEESEANRRES A Citrix Workspace RBER, BR%H:%E.NET Framework
4.8 BARASEY, RERFKML,
o AEEZD Internet 7 e THALE.NET Framework, T, EERa] LUEREE S (Flan SCCM)
+

Microsoft Visual C++ Redistributable Z:k

Citrix Workspace M Bi2F EER#h4<# Microsoft Visual C++ Redistributable.
AR
Citrix B E R Rk A8 Microsoft Visual C++ Redistributable, &M, A&IEFAIsESHIMEHZ
SR o

HHiRZ 1904 &2, Microsoft Visual C++ Redistributable 22 ke Citrix Workspace R AREFREREFITE,

Workspace R 2R REER, REEBFRNERATESEFHE Microsoft Visual C++ Redistributable 278,
HELBEHITRE,
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==
MREMARLGEHRZE Microsoft Visual C++ AIB £ 1THME, FERIFEERNERE Citrix Workspace [
BREFAREEEK.

DEEE RN ZRE Microsoft Visual C++ Redistributable #2561,

B%.NET Framework g% Microsoft Visual C++ Redistributable ZitinlBmmkrEkrs, 52018 Citrix FHRANX
= CTX250044,

REMTIE

Citrix Workspace M B2 F 5 Y aifrE =451 Citrix Virtual Apps and Desktops. Citrix DaaS (LLEI#RA
Citrix Virtual Apps and Desktops &%) #1 Citrix Gateway hRA&FE, XLEkRZATE Citrix /=@ e AT E T
o
AR
« Citrix Gateway End-Point Analysis Plug-in (EPA) £ Citrix Workspace £ % #, 4 Citrix
Workspace RfB#2FH, VMR nFactor BHIER 4221, GXF4ES, ESH Citrix ADC X
HAPBRTRS P IR 5 B30I EPA 13#8ECE 7 nFactor SHIIEHRM— AR,
o (NHEFIRET Microsoft WERZIFHY BXHEY, ##FE Windows %% Citrix Workspace [z
B,
Windows ARM64 {ER S RTEHFE SRR FZFERT Windows 89 Citrix Workspace MR,
« —B Windows 10 lRA AR S L IERE, ZhRAFRBR Microsoft IRIERSHLZ#F. Citrix ¥
HEHEERZENIRERADIEITHRYE, BX Windows 10 £RRSHES, 52 Microsoft &9
Windows 4% & B HALR N B.

i&AF Windows # Citrix Workspace R ARSI T Windows i#ERARA:

1RIERS

Windows 11

Windows 10 Enterprise (32 {iifll 64 fikiA), HX%AM Windows 10 kA MES, ESHE Windows
10 53EATF Windows # Citrix Workspace M Bi2FRIED M.

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)
Windows 10 (Home Edition*. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016
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* AR EESHIIE. Desktop Lock. FastConnect API IREEMNEMN Windows i+ BN HEE.

Windows 10 5§ 11 58T Windows £ Citrix Workspace M BiEFHFER

T&RFIHT Windows 10 kiasS LUIRERTF Windows 89 Citrix Workspace M REFHEN E R RS,

Windows 10 hx#5 AR A S Citrix Workspace B2 AR s
22H2 19045 2206 MESHRZ
21H2 19044 2112.1 REEhA
21H1 19043.928 2106 RES AR
20H2 19042.508 2012 REEHRA
2004 19041.113 2006.1 REShas
1909 18363.418 1911 &ESRAE
1903 18362.116 1909 & E=has
1809 17763.107 1812 KkEEMRAE
1803 17134.376 1808 &E =R
AR

Windows 10 kiias{R 512 K89 Citrix Workspace R 2 RZA TS, Fl0, Windows 10 kiizs 21H1 5 2106
Z B AR FRE

T&RFIHT Windows 11 kiasS LIRERTF Windows 89 Citrix Workspace R REFHERN B RS,

Windows 11 fr#&<S AEBRR A S Citrix Workspace [z Fi2FFARZs

22H2 22621 2209 RE=hrA

21H2 22000 2109.1 REEHRES
RS

August 3, 2023
ATLUM Citrix WTFEHERRATNTHRE (WERA) TH Citrix Workspace RBER.

AILUER AT AR
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« BTEF Windows R EXRER S
1
s FAGSITRARBARERFXHE. REGONRERYE., AXERAGTRERE Citrix Workspace 2/
BFENER, BERAEAG TSN
AR
WIHERREREMBMENRAER, NRAERID FFHA,
FEREEANIFEERNRHITRE:

BPMEERHA URE Citrix Workspace NBEF. NYRKEESHRIIE. #aEFE. App Protection 1 Citrix
Ready Workspace Hub 55&RF Windows 4 Citrix Workspace M BEEFLEEHERR AT EEEERINR,

THRIERT UBBERFAF FHRE Citrix Workspace BIEFRNES:

REXfFR R

I
HeE
palil

BT 64 fii: C:\Program Files #&#RE
(x86)\Citrix\ICA Client, EBEF

32 fii: C:\Program

Files\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatsEErigIEA
Client

=r

AR

BERAUBEERAPRERN Citrix Workspace R BIEFHISEHI, HMThdg Lk,

ETHARENRE

AILUBE F5hiEfT CitrixWorkspaceApp. exe REEFERLZEFHTF Windows # Citrix Workspace [z
2.

1. BpCitrixWorkspaceApp.exe XHHBTER,

2. FERFHES EULA, ARdaRE,

3. ZEEEEANRENEMNERITEN L#ITREN, SER—TEREWMEFER. BXFAGEE, HESREE
BHHIIE,

4, FHEEANRHITREN, MRFEELEGIUEEA App Protection ITh8E, EiEHhREFEEI App
Protection Ei%iE,

5. #BIBET Windows WLERFTRTE,
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@ citrix Workspace X
Welcome to Citrix Workspace
Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.
WOrkSpace - Allow applications access to your webcam and
microphone.
- Allow applications to use your location,
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.
Click Start to set up and install Citrix Workspace app on
your computer,
citnx
Start Cancel
g
/A Windows N BEE
. SfinZ Microsoft Rz RS,
2. 2% Citrix Workspace.
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3 : | Citrix Workspa pe po

(R

Home

asi

Apps

, G

Gaming

&

Movies & TV

Citrix Workspace

Citrix
009 et
Library
Help

1. #& Get (FXEY), Citrix Workspace M BEFB R,

FILUBSIEE FRIM G SITIETRBE X Citrix Workspace 2R RERF. REEBFOBERHNRERFZAE
BEIAGIGNE R, TERERSEEFXMH. BRHEURBHZ TN AREFEERNIEIYE R,

Z#H Windows &$17%%E Citrix Workspace RARER, ERHGIRTNHE—THEAUTRE:

ARANRERSHELENT:

CitrixWorkspaceApp.exe [commands] [properties]
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mATBHIIR

BRABPDRWT:

« ERASH

o BTSN

o RESY

« HDX T18E2 %K

o BETMAR RIS
o BHIIESH

HRSH
g iRE
?2 8 help FIHFrEREGSHE 4.
/silent EREI P REARENEEMIETR.
noreboot ELRESEFRIEERENBIRT. BIEEBTRENE

HIRREY, FEEREH USBgE&TAiR5. RE7%E
BEfBhg&EA2HE USB &%,

forceinstall HERZPREN Citrix Workspace M REFHEMA
NEREHFZEN, WHXIEEER: MR
Citrix Workspace M RBEFRAFARIUR R ER K
KIGEY, FEFERALFX,

AR

forceinstall FFX2 rcu FxMEHE, rcu FXxBhZA 1909 EBEFH. EXFEHAEE, BESHAFR.

EEIEL S
o ME] A SR

« ®5%: AutoUpdateCheck
o 5BA: Ik@ <35 Citrix Workspace M BZF1EE Al A BB # TN,

TERARENE:
AutoUpdateCheck s#%{& BieA 5l
Bah (BRANEE) AABEETHENRNAEZLZHE CitrixWorkspaceApp.exe

Ao AutoUpdateCheck=auto,
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AutoUpdateCheck &<1& BB 5l
ES) BUHEHNASZAsEEAHE  CitrixWorkspaceApp.exe
Mo FoneEEH, AutoUpdateCheck=
manual
EZH 2 HBEH. CitrixWorkspaceApp.exe
AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck A ESH#, KL EF A E AutoUpdateStream. DeferUpdateCount.
AURolloutPriority EEMEE,

EREBHAIARE

« @a¥AutoUpdateStream
B - MREEEABEEMR, WaLUAREEHIARAE, EXFEMAEE, ESREGEHERR,

TEZFIRERE:
AutoUpdateStream &3 41& e AN
LTSR N BshEH KRS R4 2R CitrixWorkspaceApp.exe
#o AutoUpdateStream=LTSR.
EE] B sh B B RHhkas#y Citrix CitrixWorkspaceApp.exe
Workspace [z R12F. AutoUpdateStream=
Current
R EFEA

« 8% DeferUpdateCount
o HEA: {EREHAANT UHRBAAE. BXFAER, E5R Citrix Workspace B

TERARENE:
DeferUpdateCount &:<1& BiER 5l
-1 (BHAE) AR ER B CitrixWorkspaceApp.exe

DeferUpdateCount=-1
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DeferUpdateCount &:$1&

iR

Tl

0

EREAMEF “n”

BTN TTAERERE (0
WE—&iEM. FTHEREEEXIL
BEHES.

- AR nORER], LUSiREEIRIE

— a0,
I)ﬁ\_‘LEIL/—.ﬁ n /9-'\0

CitrixWorkspaceApp.exe

DeferUpdateCount=0

CitrixWorkspaceApp.exe

DeferUpdateCount=<n>

AR

B & B F Windows 8 Citrix Workspace W B 12 ¥ it 2 2207 2,
DeferUpdatCount S FEMH.

B MTR

o 1% AURolloutPriority

BEohEMIMEEST UL HE

3

o YA HRAMINAREFAIAR, Citrix STEREXRMHRENENR. SRS, GrIEHERNEIERRN

BB B i8] AT AR B

TEZFRENE:

AURolloutPriority #5<1&

iR

Tl

Bz FRIARE)

%7z Citrix BEEBI3 T A HARUR

CitrixWorkspaceApp.exe

FIEH, AURolloutPriority=
Auto
PS ERER T AR AR UL R . CitrixWorkspaceApp.exe
AURolloutPriority=
Fast
F EBERASHRE P EINERINEIERH, CitrixWorkspaceApp.exe
AURolloutPriority=
Medium
2 IERBER T B RS SR AT UL R B HT, CitrixWorkspaceApp.exe
AURolloutPriority=
Slow
FHERE S
=L
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» #7<: ALLOWADDSTORE

o REA: AFERIBIEENSHEENABE (HTTP 3 https).

TERATHENE:

ALLOWADDSTORE #:<1& 15t8A Al

S (BiAE) RAFERNIMERENARE  CitrixWorkspaceApp.exe
(ER HTTPS B2E). ALLOWADDSTORE=S

A AEFERMAMFR M AEE CitrixWorkspaceApp.exe
(HTTPS) fnir &N A/EE ALLOWADDSTORE=A
(HTTP), g Citrix Workspace
N AREFERIRAFREN, WRE
Ao

N ARAFBPFNSEMEESHNE  CitrixWorkspaceApp.exe

s

ALLOWADDSTORE=N

R BB EREREES

o 7% ALLOWSAVEPWD

o W AWEERURENLABEERE. WSBGERTEA Citrix Workspace R HiYHIR A RIS,

TEZERAEMNE:
ALLOWSAVEPWD <& e il
-S (BUAE) NAFFREFEENABENEL CitrixWorkspaceApp.exe
(ER HTTPS E&28), ALLOWSAVEPWD=S
N RRFRIFE. CitrixWorkspaceApp.exe
ALLOWSAVEPWD=N
A AFRERLNABEE (HTTPS) CitrixWorkspaceApp.exe

MIFRLMAREE (HTTP) MEE,

ALLOWSAVEPWD=A

ERGLITREEENAREENRA

Ei57%E StoreFront A& E URL, BT TIRE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR

App Store
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<!--NeedCopy-->

Zi5E Citrix Gatewaya A& E URL, BHRITUTIRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrh, Storename 5 -EERENNARENRIT.
AR
 EZNABEIRETR, RA— Citrix Gateway WAEE URL BBE, HAZEEXFEFIREUHIH
(2% STOREO),

o FALLFERER Citrix Gateway RZARE URL A5/ Citrix Gateway B9 PNA Services ifisi,
+ 18% Citrix Gateway RA®EE URL BY, REE “Discovery” 244,

EEEZSTMNVABE, BHITHUTRE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0On;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy—-->

AR

o BEMENABE URL E3E discovery UIIRITEES KB IRIE,
+ Citrix Gateway ZAE URL B R EEEBEMNMAREE URL FIRPHE—ITEE,

TESH
B App Protection

« @ startAppProtection
o HiEA: BERHIEFIHZRBCIRNFEHRTRRETIMNEES, Bh App Protection AHHiRHILRNE
2,
o =ffl: CitrixWorkspaceApp.exe startAppProtection
BXIEMER, EBE App Protection,
AR
startAppProtection %2 includeAppProtection FxMEif, includeAppProtection
FRBA 2212 EEFH. BXFEAER, BSRFH.
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Hepg Citrix BRATUR B3 28 Z S

o« #8%: InstallEmbeddedBrowser
o 5BA: HEBR Citrix SRV 28 BT
o f5l: BT InstallEmbeddedBrowser=N FFx LHEERERN TN 5 22 THAE,

IIELUTER T 7 BekBR Citrix BRNTUNI S 28 IS0 14
o DHRE
o MFEBE Citrix BRATUX 53288 Z# HI X BIRR A #H1TH R0

SnRER Citrix Workspace MARFhRAEE Citrix SRR KR Z#EIX 4, HEGEEARIIRA 2002, Wik
AR 8 —#HFIX S TEARARE B EhEHR.

o &% INSTALLDIR
o ¥BA: 5 Citrix Workspace M ARFRENBEXNREB R, BIAKZEA C:\Program Files)\
Citrixe

o mffl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.
AR

Program Files XX+ KZRER SR, MREMEM Program Files WIMIBEX K, EHRIZX A
BIEHBINRH AR BRI

RE—IRSMFEAMN

« #%: ADDLOCAL
* WBA: $EF ADDLOCAL %% Citrix Workspace AREFH— 1S MEEAMY. ERALLEN, MRREMF
FELA M, Citrix Workspace RARFERINREMEHRAN

AR

BTN EREBERE Citrix Workspace 2RI EASE A HAT 7 ADDLOCAL §, BINERT,
WNRAKIEELE ADDLOCAL B, MITEZ % Citrix Workspace R B2 BT R &I E A,

TRYIET ADDLOCAL 2RI M

ADDLOCAL JEm&RIm HHERFR 154

ReceiverInside Receiver R BEBREHEHIRHEIEX SDK AR
£

ICA_Client HDX 3| AR TR ICA XHRSIER
g,

BCR_Client BCR &P i BTFLEXNSNAREEBMELT.
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ADDLOCAL sFfzR1mm TR BiEA

UsB USB &P BTaE USB EE[AELE,

DesktopViewer Desktop Viewer &P i EKEN AP REESR,

AM AuthManager BRI EIRES - IANA P
Citrix Workspace Rz 2~

SSON SSON BRBEREN - SRERER.

SELFSERVICE BHEARS iEAT Citrix Workspace ByiE#,
BFANEL.

WebHelper Web #BEhi2F FTF&x%288 544 Workspace
R AR M A BiE .

WorkspaceHub Win Docker RE—MTBAFPNIER. UEX
ZANHITHEERT B 2R
Fifo

CitrixEnterpriseBrowser 28 A¥rAFTE Citrix Workspace Rz

BRFHRUR LA RITH Web
5 SaaS M AEFRIAHLN KR,

B0, ERUTESS, SR URESSPRIIRAN:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,
CitrixEnterpriseBrowser

<!--NeedCopy-->

AR

BRRZS 2212 2, BRARE App Protection 58k, Hitk, AppProtection AEE ADDLOCAL MBERGE,

%% Citrix Casting

« @5%: IncludeCitrixCasting
- WA EREIEPRE Citrix Casting,

B % Citrix Casting B¥4E S, 35517 Citrix Casting,

HDX 185k

RENEAARBEEM
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o % ALLOW_BIDIRCONTENTREDIRECTION
s W IETRREERFPIRSENZEBATNEARBEER. EXFMAESE, H2i Citrix Virtual Apps and
Desktops S AHRRIIN E A A E E M SIS E 357

TEZATENE:

ALLOW_BIDIRCONTENTREDIRECTION

wmeE BieA il
0 (BAE) BTIWAAREERARTFEARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=0
1 BTIWAABREERALFBARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=1

KB BIERFIIR

o % FORCE_LAA

 JiBA: #57R Citrix Workspace AR FHE R in AN AREFIHAGHRE. BEAEERINRRE
Workspace MBERF, LUELAHEEBIET. BXFMESR, BB “Citrix Virtual Apps and Desktops”
XA A FARZ 1R

TEEAAENE:
FORCE_LAA tr <& iRA ANl
0 (BXIAE) IR RRERMNBEFIFNAS, CitrixWorkspaceApp.exe
FORCE_LAA =0
1 IERREFPIFEAMNABERFIFR  CitrixWorkspaceApp.exe

B, FORCE_LAA =1

AP E LIRE URL EEMINEE

o <. ALLOW_CLIENTHOSTEDAPPSURL
s HiEA: EAFEELEEA URL EE@INEE. BXFMESR, ESH “Citrix Virtual Apps and Desktops” X
YA R FR 2 1 1Al

TEZATHENE:
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ALLOW_CLIENTHOSTEDAPPSURL

e PR 5l
0 (BIAE) ERAPIEE 2R URL EEMAL) CitrixWorkspaceApp.exe

ab
BEo

ALLOW_CLIENTHOSTEDAPPSURL

=0
1 AP KEELER URLEE@A CitrixWorkspaceApp.exe
Ao
ALLOW_CLIENTHOSTEDAPPSURL
=1
BRI E R

» #7%: LEGACYFTAICONS

o YA BEELESHFERTSITWNNBREREE X3RN XK XIS 4 HET.

TEZATHENE:

LEGACYFTAICONS &<1{& iR

Tl

False (BRIAfE) ERSITHANNBREFEA XL
BIXERBI X B ET. RE
7 false BY, BIERFHNEER
HISERE BRSO E R — 1 E
o BRIFRAERBIEIRR /R
BN P72 Fr BT S RY3E R EAT
Ao

FEREITRANNBEFEEXH
RER BRI S B BT

True

CitrixWorkspaceApp.exe
LEGACYFTAICONS=False

CitrixWorkspaceApp.exe
LEGACYFTAICONS=True

BRI AR RESH

£ “FFIR” RBEMSE LIEERESXNER
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meE BiEA BEREWR il
CitrixWorkspaceApg 5 “FFia” &R RIAMERT, LARFE ERRESAREEHE
.exe EEFRANER. TEFE > FRERER T, > FhEiERF >
STARTMENUDIR AILTE Programs X  Workspace T, BiEE
JeFhIETE REE A AR YT STARTMENUDIR=
e Workspace,
CitrixWorkspaceApp EEREREARNER, FLUSEREARNNEN ERESXKEERE
.exe DESKTOPDIR i SEN > FiatEr >
Workspace T, EEE
DESKTOPDIR=
Workspace,

AR

A DESKTOPDIR 31T, 5% PutShortcutsOnDesktop IMig&&A True,

EHIYS B B ARSS B9 IR PR

» @3 SELFSERVICEMODE

« BA: $EHITEBIBRSS Workspace R REFRAF REriAIE,

TEZATRENE:

SELFSERVICEMODE & <1& BiEA

Tl

True ETAPERIARBEMRSAFSR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=True
False ETAPTRAREBRSEAR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=False
EHIEIETEE

o #%: ENABLEPRELAUNCH

« AR ERRETR. BXFAER, BEBRNAEFEE,

TEZAHENE:
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ENABLEPRELAUNCH @< &

iR

Tl

True

False

ETn=IETR LT BRRARE.

ETRRIETRB L TREBRTS.

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=True

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=False

PR “HREES I A “EINEE B

« @%: DisableSetting

o HRA: RERESXNEMEEEN, FEFESAEERRTET. AXFRERS, BEHE "SHEEm” &

PR EIRE.
TEZATRENE:

DisableSetting ®%&

iR

il

0 (BXAE) £ ‘BREER RPETHRIEAR  CitrixWorkspaceApp.exe
MEFERHED, DisableSetting=0

1 E “BREETN” RPEREFME CitrixWorkspaceApp.exe
37U DisableSetting=1

2 E “BREEM” RPERRES CitrixWorkspaceApp.exe
AL, DisableSetting=2

3 £ “EREEN RPREREAR  CitrixWorkspaceApp.exe
MEFEREHED, DisableSetting=3

BREFAERSEITR

o &% EnableCEIP

« WHE: IBRES5EFFREEIR (CEIP), BX¥MER, B2 CEIP,

TEZFRENE:

EnableCEIP #5418

WA

Tl

True (BRIARE)

False

BEEMA Citrix R ERETR
(CEIP)

IR Citrix FFARETR

CitrixWorkspaceApp.exe
EnableCEIP=True

CitrixWorkspaceApp.exe
EnableCEIP=False
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B AlwaysOn Rz

e #%: EnableTracing
o %BA: =) AlwaysOn ERERINAE,

TERATENE:

EnableTracing &s%1&

WiBA

BNl

True (BHUNRE)

False

BB AlwaysOn EREZINEE,

2/ AlwaysOn [RIRTHAE,

CitrixWorkspaceApp.exe

EnableTracing=true

CitrixWorkspaceApp.exe

EnableTracing=false

EEAKIRGIAFIRERN R

REFRBTRENSIHENSTRMERE

<% CLIENT_NAME

WER: IEEIRSEARINSIAFIZEINEFR,
<ClientName> - 8RS} LARINF AP ISENE T, BIABFA %COMPUTERNAME.,
Rff: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

» #7<: ENABLE_DYNAMIC_CLIENT_NAME
o BiBA: ATEFRBMSHENBIER. EXOTENRTE, EREIMBSEZESL.

TEZATRENE:

ENABLE_DYNAMIC_CLIENT_NAME

e PR 5l
= BNgE) AFEFIHZIRSIHENZIERE. CitrixWorkspaceApp.exe

iy

RTAUEPIHAIFSITENZITE
E, 7 CLIENT_NAME EBMisE
_/|\{Eo

ENABLE_DYNAMIC_CLIENT_NAME
=Yes

CitrixWorkspaceApp.exe

ENABLE_DYNAMIC_CLIENT_NAME

=No
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BHEIESE
BRERERER

o % /includeSSON

o I EREUBERBMRE, 18R Citrix Workspace M B2FH Single Sign-On AR, GXI1F4E
B, BEREEES I,

o f5l: CitrixWorkspaceApp.exe /includeSSON

PED=W

includeSSON S22 =% Citrix Workspace M AER.

BRERER

o #5%: ENABLE_SSON
« 5B3: Workspace iABEFEE /includeSSON PRENSHAREAER, AXFAER, HSRAEESE

S8,
TEEFTRERE:
ENABLE_SSON #:41& BiBA il
2 BNeBE) ETERRARERER. CitrixWorkspaceApp.exe
ENABLE_SSON=Yes
& BTRERERLTERRS. CitrixWorkspaceApp.exe

ENABLE_SSON=No

#n# Citrix Workspace B2
ERETF Windows MEEHIZEFEE

AT MIERIE RSP EIEIZEA T Windows B Citrix Workspace M B12F. B X#AE S, BEBRHEER T Windows
#9 Citrix Workspace M FR2F 2857

AE

7£ Citrix Workspace M RiEF R E, E=UE—5E# Citrix HDX RTME S+ @1 R, BEHRTEAE
iZIE=7

ERGITRE#THE
AIAMEBLTTRAN L T < E% Citrix Workspace AR :

CitrixWorkspaceApp.exe uninstall
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<!--NeedCopy-->

st F IR TEE Citrix Workspace B2, EBfTITHAX:

CitrixWorkspaceApp.exe /silent uninstall
<!--NeedCopy-->

AR

Citrix Workspace L fi2F R ERFARITH S GPO #8Xa0EMRI, ANENHERREXLEFMRIT, MR
EIEMEZE, 5FER gpedit EMEmEFRBEBIBR.

AR
IR

s BXRREBEFEXNEIRNE, &S5 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe #
InstMsi.exe $#IREE) .
o BEXRFEXNEIRAE, BB System error codes (REHEIRARED),.

ZEEFATMNE

RINERT, REEFASUTUTIE:

REHENMHE REEFE
EER EATF 64 fi: C:\Program Files &iR#HikE
(x86)\Citrix\Logs, EmRT 32 fii:
C:\Program Files\Citrix\ICA
Client
RBF %USERPROFILE%\AppData\LocakiGiFriziEogs

E & Citrix Workspace M BiEF

EE& Citrix Workspace M BIEFEERIRINLE.,
ZEE& Citrix Workspace M RiEFE, UTMERKEE:

« FrBEEENIKFAMAREE.

o BEIRSIEMRENNABER. EERFEMRDL
o BBIARSHEM SRR R KEK,

o BEOXHMRENER.
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. BAFAMKRIKE,
s BIENREREIMRILE,
+ ERAT Citrix Workspace A2 Citrix Gateway EMRIZE.

MELITRImZITUTHLUER Citrix Workspace MA1ER:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe

-cleanUser
<!--NeedCopy-->

BHTERTEE, BEAUTHS:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" /silent -cleanUser
<!--NeedCopy-->

=

AR
BESHHRERAE U
B & Citrix Workspace M REFRAEMUTAHR:

+ Citrix Workspace N BREF R R,
« Bt ICA BiEILE,
+ Citrix Workspace MBZFHARIENR (GPO) ERIEIREE B,

=BE

June 14,2023
AT L@ LR A% E8%E Citrix Workspace R RTER:

« {EM Active Directory IR IE ahi Ak ZEiEHTF Windows #9 Citrix Workspace M A EF. B% Active
Directory M58, B8R Active Directory FRfFIfZS,

« EBEERT Web #9 Workspace Z#i, BER#EAT Windows 89 Workspace AR, BXFMAER,
E2AFERERT Web 89 Workspace,

« {#/ Microsoft System Center Configuration Manager 2012 R2 8 F##& 9% (ESD) TR, Bxi¥4
=5, E2#ER System Center Configuration Manager 2012 R2,

« fEF Microsoft Endpoint Manager (Intune), HxXi¥4{s 8, ESATE Microsoft Endpoint Manager
(Intune) &R Citrix Workspace MAERF.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 110


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-active-directory-and-sample-scripts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-workspace-for-web
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-system-center-configuration-manager-2012-r2
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#deploy-citrix-workspace-app-in-microsoft-endpoint-manager-intune
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#deploy-citrix-workspace-app-in-microsoft-endpoint-manager-intune

iBEAT Windows 9 Citrix Workspace R BiEF

5/ Active Directory Fl/xflfizx

AILUfER Active Directory 4B SRERHIZAIRIELA LA LEMERE Citrix Workspace M AER. Citrix BiERBIZAMmIER
BL.msi X, BXBHMANENGEE, BESE Microsoft stik,

3¢ Active Directory RIS, EHRITUTIRME:

1. AEMHAeE— MR (OU),
2. ABMHEIEN OU gl2—MAKEEXR (GPO),

BX7E Azure Active Directory el OU M58, i&ESIRTE Azure Active Directory iR SHEE P OIREL 2
fiL (OU),

EEL (iR
RSN XHITEE D PRIA TS HRRIEMZ

o HEMHERE - EENRESBEELIRIE, BMERTFE, BB WFHS, FW, RE DesiredVersion
= 3.3.0.XXXX LIBHILEIEENMRZ. SREBETHORES, i 3.3.0, ZESHSEBIZAR
(3.3.0.1111. 3.3.0.7777 %) HYEMIARAHEILED,

- REEMUE[HEER - LBHIEE RS Citrix Workspace 2R RERFRHFEHNMEHRE, BRAMA
HITHR I, BIGHZXHRE R RIZE R “PFREAN

« WAHTIERER - EFREASHMNEHZURMAT#HITEHRIENMNELE, SUBFRBLINHEXH
FEF RIS AR,

¢ REBREZEFHIITED - REGIITEIREERREREF. BXMIITIEE, BERAERAGLTEH

fiz

Citrix Workspace R AiEF R EEF SIER T LEMEE Citrix Workspace M AEFHNEITENNERP 4T
Bl LA FIERTF Windows B9 Citrix Workspace M Bi2FHI FEiTTE.

peiEpit] TIE Z iR

I8N CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

51 AP CheckAndDeployWorkspacePethsekAngRatavdypdarkspacePerUserLogo
.bat .bat

BRMBEMZ, FHITUTERE:

1. fTHARRERER S,
2. ERHENESEXAFEE > %Ki > Windows & & > #iZs,
3. EARKERIEHENENEERS, ERER.
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4. EEETXMG, FHENNEASEHEETRAXER, SAEXENIEE,
5. FRMFRET, BEHAM, ARERANEERFHRNFCZ A,

EXEEAT Windows #9 Citrix Workspace i EZF, ERITUTIRE:

1. FoicavRBItBENRFIR&ESEEIEEIZRN OU f,
2. EMRMARPKREHER.
3. BWIERRENRMGERSERFMIhEEHT .

EMiEiERT Windows 19 Citrix Workspace B2, BEHITUTIRE:

1. FEEEMFREIAEF k&SRS eIZR OU H.
2. EfRMAPREHER.
3. BIEMRENRHEREREREFMINEEFRTIH,

fEAEAT Web 89 Workspace
fEENERT Web 89 Workspace, EaJLUfER Web T @il ¥ %2817 StoreFront R B&E .
EMN R EEERNBAEF 28T, BERITUTRE:

1. REZFRTF Windows 89 Citrix Workspace M BER.
2. MERTF Web 89 Workspace &% Citrix Workspace B2

MREATF Web # Workspace i MEIRZER B AR Citrix Workspace AR, R4=E

EREBRTHHREEAT Windows 8 Citrix Workspace R BERF.
AR
AT Web 89 Workspace R3ziE F B FHBHAIK P 23,
NREAUTERE, WXRTENARS S8k,

1. ¥ CitrixWorkspaceApp.exe FHIAMITEN,
2. ¥ CitrixWorkspaceApp.exe E@m& A CitrixWorkspaceAppWeb.exe,

BTR—FRT. &%

3. ERAEMBES LPEX—EGBZNURITXMH. WRER StoreFront, iE8i# StoreFront X4 EY(sE D

BXHiE StoreFront,

5/ System Center Configuration Manager 2012 R2

AILUER Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

B[R RN R4 i@ SCCM 25 Citrix Workspace R#iER:

®] SCCM EpEr7m Citrix Workspace g
NS &=

¥ Citrix Workspace [ R EBEEIHR 40
BIBREES

> wnh e
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B SCCM ZpE 70 Citrix Workspace W RIER

1. % THM Citrix Workspace M AR REXHEEHIF Configuration Manager AR5 28 EME AN H
& Configuration Manager %18,

2. %% Software Library (3i#+7%) > Application Management (M BiE2FER), A& S Application
(W FAER) H&#T Create Application (RIBNEER).
RS E R “Create Application” (RIERARER) BS.

3. 7 General (E#) E#&H, %EF Manually specify the application information (FahisER AR
FER), AE#ET Next (F—%).

4. 7z General Information (EfME8) &+, BELARFER, HIWEMH. HIEH. RERD.

5. 7z Application Catalog (LAIEFER) ASH, HEHMES, 6, B=. NARFEM. APE5IE,
AEET Next (F—%),

=

AR
BRALUEIEEIAEENEE,

6. 7= Deployment Type (ZE£A) High, Bk Add (Fin) LUEE Citrix Workspace R FRFZ2Fi& BHIEE
BEE,

AT R R “Create Deployment Type” (RIEHEXRE) BS.

7. 7= General (E#M) F&s: 8E Windows Installer (*.msi ) HIZERE!, %% Manually specify
the deployment type information (FahisEHELEER), AEETE Next (F—H),

8. £ General Information (E#58) GKP: IEEPBEREFMES (flg0, Workspace HE), Aige
& Next (F—%),

9. 7 Content (RZA) HIZH:

a) 1= Citrix Workspace MABREFREXFREMNERR, a0 SCCM R 25 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFEINBRIRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERBIZE&E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false AT LIIFEBIARS
® =& Citrix Workspace R R1EF.
c) 3 Uninstall program(E1#ii2F)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH&E SCCM %)

10. 7z Detection Method (i&il753%) Higdh: % Configure rules to detect the presence of this
deployment type (EZERTRINZEFELIELRWAN), ASEE Add Clause (FinFa),
IBPE 2R “Detection Rule” GE&MFIN) IHEE,

+ 3% Setting Type (G&E%H!) &EAR “File System” (XHHR4).
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« 7£ Specify the file or folder to detect the application (EEZE# NN BIERFXXE R XEHE)
T, @B TFED:
- Type (%) - EThgH, % File Iff).
Path (2#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XEHXERZIR - receiver.exe
Property (Bf) - fE FhIRES, %% Version (hiz)
Operator GZ2ER) - T TFhisEH, %#F Greater than or equal to (KFHET)
& - A AT Citrix Workspace R RZ2FHRRZAS

AE:
iEATF Windows B9 Citrix Workspace W REFEA K BIEALLMNAE,
11. 7£ User Experience (A {FL) High, i&8:

« Installation behavior (%#177) - Install for system (HEZRE)

+ Logon requirement (B2REX) - BAREER

« Installation program visibility (ZZE£R2EATTLE) - Normal (EE)
gF Next (F—%),

=,
Pa YW

BN AL ERE R EE E A B R KIIN,
12. 7£ Summary () S8F, BIFLHBXBMNEE, 2HT—5.
LB 2 RARITIE S

13. 7 Completion (528) E&, FHZBELE (Workspace ZE) 157t Deployment types (ZEHE) T
HiH,

14. &&F Next (T—¥), AGET Close (X)),

AMDER

1. 7 Configuration Manager =%l & & # 8 & Citrix Workspace M A#2F, /5% Distribute
Content (D&2RA).

kB &R “Distribute Content” (22HWZE) |MS.

2. 7£ “Content Distribution” (W&E9%X) &+, 2 Add (Fin) > Distribution Points (5% %),
LB 27~ “Add Distribution Points” (Fila%=) IHEE,

3. MEHERMHASTH SCCM frRs58E, AERE OK (FEE).
£ “Completion” (5Em) &HEH, BERMINES.

4. BEHEXH,
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3% Citrix Workspace 2 FERE 2 4 F

1.

£ Configuration Manager 54l ahA%E & Citrix Workspace MAB#ER, AGi%#E Deploy (HE),
EHE 2 “Deploy Software” (HE%HH) AR

HERNZELAEFNES (AIUREEES, LAIUEAFES) FikE Browse (), AEH T Next (T
_ﬂ})o

7z Deployment Settings (ZEi&8) Hi&9, 3§ Action (£1F) 8B R “Install” (%%), ¥ Purpose
(%) &EBR “Required” (KF) (BAXTASS5RHE), 2EHT—%,

£ Scheduling (it%l) &+, EEEBM&E LBEREHIT,

7£ User Experience (BF{&18) Fi&H, i&E User notifications (BF @) 179; %% Commit

changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRREX (REEHMEDH), AE%EE Next (F—#%) LI5ER “Deploy Software” (HE#H) BSR.

7z Completion (5Epk) &igH, BERRINES.

EFNEHENRERIZRE ((NELAFRRENAFERT).

fEimmig#E b, Citrix Workspace M BZFERHFF L Available Software (FIB#F) TER. RIBFIECE
BT, REBBME. BEIUREZEREITHINE#HITRE, REFRE, RERSBEEREHLPET.

IR EES

1.

B5h Configuration Manager 1544, A58 Assets and Compliance (E=5&#114) > Overview
(#R) >Devices (i&%).

A% E Device Collections (18%% %) Hi%i#F Create Device Collection (BIEIEEES),
ItATE £ 5= Create Device Collection (BIEIBSEES) MS.
7£ General (E#l) &Ei%%, BAILEHN Name (BF5), AGEE Browse (H5) EFREIES,

XREILEHEE, AIUE SCCM fIENBMNERESZ—
ga-:l—F_ﬁo

£ Membership Rules (RRESH#HN) &g, BLHATFITIEIEEHN Add Rule GRFM),
kB 2= Create Direct Membership Rule (QIZEIZEREZSHHN) @S,

« 7£ Search for Resources (EXR%EF) TP, RIBELIEMNIZSE LR Attribute name (B4 &
FR), FRHBEMERFNELLERIEE,

. BET—%, £ “Select Resources” (&EFRIR) EEP, EEREFAREEAN—BINIRE,

72 Completion (5ek) EH&H, BRTHEIIER.

BEXHA,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 115



iBEAT Windows 9 Citrix Workspace R BiEF

7. 1% “Membership rules” (RESHHN) &EigH, BFILFMN, 2E “Next” (F—F),

8. 12 Completion (5m) EigH, BETHINES. 8 Close (k) L5 Create Device Collection
(BIBIEEES) BS.

FIREE S5 Device Collections (8&%4) #%5/d. 7= Deploy Software (ZEHH) BSHHK
B, MigEESRTIREESHN—ID.

AR

%4 MSIRESTARTMANAGERCONTROL E%i& &5 False 8¢, fEH SCCM E2& Citrix Workspace [z 12
== PSS

RIEFRAINDH, EAF Windows B Citrix Workspace NBREFH AR SHULAKNERR, Ittih, SidnTaE
SEEEM .

£ Microsoft Endpoint Manager (Intune) %5 Citrix Workspace [ Bi2%

Z1£ Microsoft Endpoint Manager (Intune) #1&& Citrix Workspace R B2 - &4 Win 32 RZ B2, 1EH
TR

1. BB 53
o ATFEMEREFRENAERXHIXHEIR, FI30 C: \CitrixWorkspace_Executable,

o HIHSUHFFRERM SR M SHAT . intunewin XEHH,FIIIC: \Intune_CitrixWorkspaceApp

o

» Microsoft Win32 Content Prep Tool FrfEfsc i3, 140 C: \Intune_WinAppTool, LLTHEE
B FERESH BN - intunewin 8. EATLM Microsoft-Win32-Content-Prep-Tool F#i#T
8T8,

2. BRREFMBOMERXARIEA . intunewin X#F:

a) BMSSIRTAN, A EEE Microsoft Win32 Content Prep Tool B9 XX # 3, 40 C:\
Intune_WinAppTool,.

b) &7 IntuneWinAppUtil.exe &%,
C) ERTHRT, MAUTER:

o BEXfFE: C:\CitrixWorkspace_Executable

o RENMH: CitrixWorkspaceApp.exe

o BWEXHFE: C:\Intune_CitrixWorkspaceApp

Cintunewin XHERIE,

3. B aRmal Microsoft Endpoint Manager (Intune):

a) #TFF Microsoft Endpoint Manager (Intune) #&%I&: https://endpoint.microsoft.com
/##home,
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} =

=

LITI§<$ REETE https://endpoint.microsoft.com/##home LH T, EHA LIS
https://portal.azure.com HRIMEEE,

b) g Apps (AEF) >Windows app (Windows RFE1ER), AE&EE +Add (+Fm).

c) MApptype (WEREFRHEE) Thiylx$iEE Windows app (Win 32) (Windows RAER (Win
32)),

d) 2% App package file (MARFEEHE), #E3 CitrixWorkspaceApp.intunewin X, AiGEE
OK (#7%E).

e) i App information (MWARFER) HESHAERGES. BiF. HAMLHGE, AEHEE OK (HE).
f) #®& Program (i2%), BAUTER, AERT OK (HBE):

o« REMS: CitrixWorkspaceApp.exe /silent
o HFHHS: CitrixWorkspaceApp.exe /uninstall
s REMTH: RA

g) #i Requirement (EX), MAFENES, AE%EE OK (HE).
AR

M “Operating System Architecture” (RIERFERLEN) FIRPFEET %R x64 7 x32, 1R1F
AYihRAT LIZE Win 1607 & BmEARASPaEAARES,

h) %% Detection rules ((@i#LM), % Manually configure detection rules (FoHECE RN
) X4 Rules format (FUER), AE%EE OK (HRE).

i) B& Add (Fm), EFEFFEN Rule type (MR, RE%ETE OK (BE).

o N2 Rule type GRMZAY) Jy File (¢ff), MBFEALUE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (FRfl).

+ % Rule type (RMIZEE) } Registry CEfftK), id5 AN HKEY_CURRENT _USER\Software
\Citrix £/ Path (8&1), A Key exists GEMETE%E) {5 Detection method (i
MFAE)

j) % Return codes (REHRD), MERINRERBEEEN, AGETE OK (HBE).
k) & Add GFm) EMEBREFFME Intune &,
4. WIFERER TN
a) #F Home (M) >Apps (AE#2F) > Windows,
b) #F Device install status (8ELERE).

RERSBERLET Citrix Workspace MWBREFRIGEEHE.
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B

August 18,2023

FohEH

NREEREERT Windows #y Citrix Workspace R FB#ERF, EM Citrix THRE FRAREZNAREFNRN
RS, BXRRENER, BEHEMEHE,

ShEE
#hiAk Citrix Workspace M A2 rI AT, Citrix 27E%% 7 Citrix Workspace M ARFH ARG HHIXEN.
AR

o WRIGEE T HIFHIERIEN SSL, 15710 Workspace BEE#HiRS https: //downloadplugins
.citrix.com/ LM Citrix U EH.

o BEEHFFZERT Citrix Workspace R AB#2F 2104 #1 Citrix Workspace 2R 1912 LTSR CU4
Z BRIk,

o WHRZMMER Internet SEEA BEIZIRE T,

o BUIANERT, Citrix Workspace E#ite VDA LA TFEZARES, XEHE RDS ARSI EN. VDI
Remote PC Access it & .

+ Citrix Workspace E#iff =% T Desktop Lock Byt EH L FERIRES.
« EAT Web 89 Workspace BFFaEB &I T & StoreFront 588,
+ Citrix Workspace E#{XfRF LTSR E#fio

« Citrix HDX RTME for Windows B& ki 7£ Citrix Workspace E#i . % LTSR 1 aihik 289 Citrix
Workspace WBEF_E# HDX RTME E#HaI B, BER—58H,

« Bhi4s 2105 &2, 1&gk Citrix Workspace BE#iHERE, Workspace E#HEREET C:\Program
Files(x86)\Citrix\Logs . BXHEIERMERE, EHSRBAEWREIDD.

o FEERTUEEERRENSF EE#H Citrix Workspace N2, &0 LIS T A B R H@EMXIEHH
Citrix Workspace R 2 FEIIRHIEIFIO T EHRSTHLLIRME, EFEFNEmMa AT Citrix Workspace
[ 2 A P RER L FIFI S R R EAI LA,

- EBEAUERATREEHEE (PAC) M1 Web RIEEZAIMIMN (WPAD) 1B 1T BEhEHH, LRI
FESBEHITEHOIIEN, FXEFITINEE.

« SNRFAITIE EDCHE ZBEH, Citrix Workspace ¥ 7F&4iA17] Citrix BoiE#HRS:E, HEEBME
MHAE S I T IR
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ToihEERIBRS %8
FoiEHEFRE, EFEMERT Windows 89 Citrix Workspace MAER.

AILUEE SREEMEEIR S EREN Citrix Workspace M BIZFFBI HBihRA, A UM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\CitrixOnlinePluginPa
{iIEZ8 DisplayVersion ;if%.

BEESREETHREERSE, BEHRITUTIRE:
1. AREHBMXIEH Citrix Workspace [z R12FET.
2. EESREET,

Citrix Workspace M B#EF 4 B REX T H.

%3t Citrix Workspace B2+ Beta 2=

3% Citrix Workspace M AEFEENEMEHRN, SEWIIEEN. BEEHNARFKHRE Beta ivds, BERITUT
TR

1. MERZFERITH Citrix Workspace M BEF.
2. EMBEISHREET > Citrix Workspace 3.

3. Beta AR AR, MTHFIxRFiERE Beta, B&HFRE,
LB 2 TERHE Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
MNo| . .
Citrix Workspace x
Usy
l 1 You are about to switch to Beta channel. 5ome features might
not work as expected.
Select t
Do you want to continue?
Beta
r
Leam More

Save Cancel

THIra Fary THOTICES

4. BEHEEHT Beta s,
EM Beta RAIIREI AR, FRITUTHRE:

1. MAEZHERITF Citrix Workspace B2
2. EfMEISREER > Citrix Workspace Ei,
3. EEMEERET, M “EiBE” TRFIRPIEERE, RERHRT.
pE =
s MREEAFHEHTA, WEEREHEFER.
+ Beta lxARMEZE A EHIFEFFRHEREFHRPH TN, HHRERE, Citrix T#% Beta lr4dny
SRR, BB IR MR REBH XA, Citrix ATRESRIERIFNTEN . BIBUNEEE R R
HITIRIE. BINABEEFIFEDIE Beta iids.

457 VDA tBEzhEH Citrix Workspace M FBiER

BiEAT Windows 1 Citrix Workspace RZF#2FhR4s 2209 &2, "ILUBE eI T EMRET VDA LERBEHE
HIhEE:

7£ 32 it EM L
o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
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o EAtRE: AllowAutoUpdateOnVDA
o JEAAFRHEE: REG_SZ
o FEMREEE: True

£ 64 fUitEM L:

o JEMAZRI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate

 JEMAEME: AllowAutoUpdateOnVDA
o JEfRERAED: REG_SZ
o SEMEREEE: True

B EHThR Al

EEREA UEBARPRIREN B EIEIHRE

My

EEEALLBIEE Global App Config Service #i&& maximumAllowedVersion B4R RIRRASSRIZHIARES

Global App Config Service ##9=f JSON ST:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate"

"stream": "Current",

"maximumAllowedVersion":
"minimumAllowedVersion'":

"delayGroup": "Fast"

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}

"23.03.0.49",
"9.0.0.0",
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<!--NeedCopy-->

REBIRARE, BAPi&&E LR Citrix Workspace M AZFESBEEHEIE maximumAllowedVersion EMisER
hR 7o
pE
- B, AIEAM JSON XHFRIMNAESHTZRFMEN, ELARBRALNERIEMH
upgradeTolLatest #l maximumAllowedVersion & EME, B, WFERNSE, EAIUE
A5 JSON XHFFRIKEIE,
o B BEMBHREET, %5 Global App Config Service 19 upgradeToLatest i&&Ei&H
false, #N87A true, maximumAllowedVersion Fi R,
« EME pluginld, RAEEMEIEI Citrix Workspace N BER.
« MREER KR Global App Config Service EZEhA, MIRIAERT, Citrix Workspace [z
R E ISR kRS,

BohEHINEAECE (Citrix Workspace E5f)

AIUMER LT AR E Citrix Workspace E#i:
AFBEITR (GPO) BIEIRIR

@we1TEO
GUI
StoreFront

HwnN

fEFRA R R EIRIRIREE Citrix Workspace it
1. @517 gpedit.msc 377 Citrix Workspace R B2 4ASRBST R EIRRIR, ARSME “HENEE” T2,

2. ®EEIBIEER > Citrix A% > Citrix Workspace > Workspace &3,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EEREEAN, RAFIBHEHEN. ERARIIESESREEMERTIRE Workspace Efiti,

4. BEM - YEEMAAN, EOLLEREDBERENEFHREER. BA Workspace B#ifa, BEMEE
Citrix Workspace E# 58 FHIFIRDER U TERZ—:

o Bl - RABEEAAEMEEELHEN (BHARE). XIGEAT Citrix Workspace [ R#2R 2207
ZHIMARZA, 1 2207 ESMAH, Citrix Workspace N ABIEFEHMEEoh#HTH, EMIARTS

A,

o Fof - RAEA AR AL HEN. FEEEH.

5. IR LTSR LUXIREY LTSR B,

6. M Citrix-Workspace-Update-DeferUpdate-Count FHIFIRS, #EE—NTTF -1 2 30 ZEA9ME:

o MRER O, WASHMUERERH TN, SRAEHENCEEHNNEESET Update available (E3
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AIA) #mo
o MBEN-1, NEERUGIRER LR, #E7 Update available (F5TR) 187, EALUSEE

HMHEIREER K

o 1T 1-30 ZEMEEX T #%E Update available (F#HTH) 12TRHUGIREERETUL T AR
EELRIEELLF R E XHERREEMN. 82, Update available (B3 R) @RS s M,
BFREHIMUSREERIET,

AR

Bi& AT Windows # Citrix Workspace R B2 kR4S 2207 &2, BhEHMINEER S, Citrix-

Workspace-Update-DeferUpdate-Count ZEX R 2 HEFER,

BN EEMITER

kR AH) Workspace M AR AE, Citrix RTERERMEAEHELER. FALSE, S LUEHITER SRR
TR B B BT WA U EE A

BRIE (A, 1EE1T gpedit.msc UBThHAREEN REEIRIR, EITENEET ST, BEEEEIR > Citrix
484 > Citrix Workspace > i EREETHHITER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EEERA, ARMERATHRESR, EFUTERZ—:

o 1R - TERATHAPRESHIHAME tH B o
o 1 - TERXHHABREY AR L B .
o 18 - ERAHARBREE L ER

AR

ERERAN, RATSENERANEH. EEMRAERESREEIRFTIE Workspace EHED,

ERmLTHRERE Citrix Workspace 57
iBdE R4 Workspace N AEFERIEEH 1T

arLL@Id7E Citrix Workspace M AZF R EHAEHEE LTS HREE Workspace . BXIFMESR, BHSAL

S I8
At S ¥
ESH
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@i fEL s Citrix Workspace NWABREFGERAG SIS

WA UEREEA T Windows B Citrix Workspace A2 /EEEE Citrix Workspace E#i. £/ Windows &

$178M3 CitrixReceiverUpdater.exe MiIE,

@&, CitrixReceiverUpdater.exe i F CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, AILBETZ# X CitrixReceiverUpdater.exe URZESHHB O DIHEMNHG TS
o

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority=fast

=3

AR

/AutoUpdateCheck AHESE, BIEEAEERE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMSE,

ERER AP R mEE Citrix Workspace E3f

MEBFPAUERSREETMNIEERS Citrix Workspace FidE, XE—TETFHAFANESE, HEXEGEN
ERTYHFAF

1. ARBE@EMxXiEe Citrix Workspace B2 EliF.
2. EERES&E RN > Citrix Workspace E3i.
3. ERUTBHERDZ—:
o 2, @HMHK - 4 Citrix Workspace L RIEFEEME, EUEE,
o &, FE@EMEK - Citrix Workspace WBEFEEFRRNARBEHE, EFEEH.

o EAEEREEMNILE - FHE StoreFront iR55E LRERNIZE,
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(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BERR

AR

o 2, BHENE, FEBMBETGERT Citrix Workspace W ABTERF 2207 Z i8Ik E. 7 2207 HE
BShkasm, Citrix Workspace MAEFEMEBoH#THN, EMAANTIRIENE, NRERS, FTE8

MPED, BFHOEER.

o IEEILARETE Citrix Workspace R A2 EARFIREN “BREER RNLTBRHIBIAT. BXIFHESR,

BEAEREERRED,

£/ StoreFront &2 & Citrix Workspace Fii

1. FRAXAHIBRITHF web. config X, EXHBEENMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. ERXHHPHIBRIKFATER (EHEZELKFRF5A Store)
flg0: <account did=... name="Store">
£ </account> tridzal, SMEIZAFKFNEY:

<properties>
<clear/>
</properties>
<!--NeedCopy—-->

3. f£ <clear /> tricREHRINBE S EFHIFIC.

<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<clear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
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</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<c'lear />
</properties>
</metadata>
</account>
<!--NeedCopy-->
BUMNEXREFRENFAEENT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZF1EE & BEFHET B 5hi# T,

- Bzh (BN - BEteEMRTER
- F&h- REAPM Citrix Workspace MBREFRARE R B A HREIERNA KIKNEH
- BEH - FRITEFRRE.

+ Auto-update-LTSR-Only: 15REH{NET*T LTSR,

- True - EMEFIEBERIRITIEN LTSR BRHEH. XEE LTSR Eif.
- False (BiA) - EMERFENE B YFIHREH.

+ Auto-update-Rollout-Priority: i5RE]EEEHEREFHIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE 7 # HH B o
- B - FERATHARR B HAHE H S,
- 18 - FERA(THABREE RASHE L o
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+ Auto-update-DeferUpdate-Count: 35=A]LUIEREFIEMARE

=

IEENERTRENEH, TRATXRTEIEMENRTNER, BNBFASEEEATIERERN
iﬁlﬁo

- -1: BFREUERREREBEER,
- 0. BREEEEUERERET.
- A BRAUEEUGREETIEER X

NI

June 14,2023

FXEEEERE Citrix Workspace M BEFRIRENIENS Z XY,

[z PRI

NABEFBARNNAEFNESERGE—MIE. —MAPAUREZ N NABEHRETEENAEEZEY]
%, EERRHEOSTERENZRAEENRAEE URL, sTLi@d Citrix Workspace B2 151X LR A BE,

N AR R RS

a[LA7E Citrix Workspace R ARIEF AR TR ARIEZE: Workspace. StoreFront. Citrix Gateway [z
[EMBEEX Web MABE,

Workspace

Citrix Workspace 2— 1 EF=W I WABE, f@IMEEEEEtEeF—ifRNAEREF. SENRE
(FR) . XEFFEALUZ Citrix DaaS. NANAER. AMMBohRAIEF. SaasS Ml Web 5 B2 UK 2S5 A
BF. BXiFAER, E58# Citrix Workspace #iR,

StoreFront

StoreFront 274tV A IEN BERF, &3 8 Citrix Virtual Apps and Desktops s BIEFMESERE
B FRFPERANEAEES,

BXEFMER, BB StoreFront X1,
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Citrix Gateway W A®E

¥ Citrix Gateway BEBE A A AP MAEMEIMBHITER. F130, M Internet Sz (LB HITERMNAF.

BEX Web [AREE

LEIEERBMIEATF Windows i Citrix Workspace R RIEFFiARI SR AL BEEN Web B ARIENNR. EEAIL
Ihee, BERRAMKTISHTEEN Web MABEEZNZ Global App Configuration Service s ¥R URL 5%k,

BEXARLAPRE Web RAREIE URL Bi¥4EE, &2 Global App Configuration Service,

a7z Citrix Workspace R ARZFRIFINKF REPRMEEEX Web AREE URL. BEX Web MARBEETE
AH1 Workspace R AREFEOFIT .

EMPFEEX Web RARERE, EREKF > RNk, EFEEEX Web RARE URL, AEREHEHER.

B ARE URL 7% Citrix Workspace N ABiEFT
ERIMER U T A ZRAFPRYEEREMEENN AEFFENKAER:

s MAFREFFHRANKFER
o EEEETHEFHEMFRIK, LI

o @ CLI AN AEE

o TRECXF

o [ERHERBYNREERR

BAFREEFHRANKFER

FRIh%% Citrix Workspace ARG, BETUTRER. AP EERNB TRt sk 55 88 #thht 7 e 1518 R A
BENSE. BREANRKANFAEER, Citrix Workspace MBRFIFEIRIITIEE, MRWIEMLN, Citrix
Workspace M BiE2FER AP B RIZKF,
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iEATF Windows &9 Citrix Workspace T2

@ Citrix Workspace - O X

Welcome to Citrix Workspace

EFEAPRBEFHILEKRS, BESLOREERINEENKENNARFMENGEE.
» EE#%3 Workspace ZA®EE, E#RfH Workspace URL,
o E51%%) StoreFront M A®IE, BRH1ZARSS 219 URL. f140: https: o

« Ej@ig Citrix Gateway #17%#%, BAMERFEESIFMEEREENNAERE, FERNEEFIWNEE
Citrix Gateway BR T =2 AR N FAEIE.

- ERTFAERENNARE: mAFRME Citrix Gateway ZLREH .
- EREISFENABENISE: RUATERARAFRE Citrix Gateway T2 RENE UK AREIESTFR:
CitrixGatewayFQDN?MyStoreName:

a0, WREZH SalesApps KN AREET serverl.com BATIiEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGIEEA:

* serverl.com?SalesApps LUifia) SalesApps, &N
* server2.com?HRApps LLiiial HRAppS.

CitrixGatewayFQDN?MyStoreName IgEERF A @I M URL BIB—1 ik, HETRERTF
BEF BT R,

fERNARRE URL BE28 Workspace MRIEFE, BIRIEISED B4 & Ptk E S Eizk S,
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Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FERETRESHRIENEFmITEN L, MRRPEEKREFMEE Windows EIEEERRF, NRERFNRIERT,
BEREWMAREER, A5, Citrix Workspace AEFERIZRS B[ERRZE Windows EIREEEH, Xi¥a]
LUTETSRE R, EAEFEERERP Citrix Workspace WBEF 2 A17E Windows iR & BB b F i REER,

ECEE T BB FHREFAIMK R I

f2& Citrix Workspace M A 2R USRI E T B FHbFAIMk A LB, ERLEHAE Citrix Workspace 2R
g, APEERABCHETFRMFMIE (TMIFARSSES URL). Citrix Workspace R B2 iG1RIBIHE R4t (DNS)
ARSS (SRV) iIZRHaE 5 s FHRF i X BXHY Citrix Gateway 3k StoreFront iR 88, N AEFHERHIRTAFER
LR R B R E AR AR o

2 Citrix Workspace [ AR S EET B F M4/ £, 5207 Global App Configuration Service xx#4
f#y Getting started (NIJ)o

Z 7 Citrix StoreFront 5t Citrix Gateway A& EREE T B FHH4AIMKF KM, 1§21 Configuring email-
based account discovery (ERBETHBFHBEHNK, LI,

@i CLI A RS
UEBEERBMMERGSTIEOREERT Windows 89 Citrix Workspace MAER.

BXBEAER, BEAGLITEHIR.

e F R A FREC S

StoreFront {=4tFRBCSCf, FAF AT LUFT A EEFRAD S LUSE R FR /S S

el LUER StoreFront SREIBZE &M EREIFAE SMTEC X, BXEXHRELAF, UWEAFEBEMRE
Citrix Workspace R B#2F. &2 Citrix Workspace R R1EFE, AP REFTZ4EIAIELE Citrix Workspace
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RAERF. MREEBEEAT Web # Workspace, AFPERIUMXLELERFREY Citrix Workspace [z A2 FBE X

o

BXFAER, ESH StoreFront XXiLrREIN A P S A B SRS o

fEFRLA SRR R EIRIEIR

BEFAARERERRIRFINSERE Citrix StoreFront = Citrix Gateway, ERITUTi&ME:

1.

2.

BiLIETT gpedit.msc $T7F Citrix Workspace N BIEF AR TR EERIER,

EHENRET ST, EEEERIR > £HEEER (ADM) > Citrix 414 > Citrix Workspace > Store-
Front,

%% Citrix Gateway URL/StoreFront k%1%,

EEREERET, AEEEET. MREALKEKISE, WA StoreFront ik~ #1 NetScaler Gateway
URL B9%1%%

FEEFEPEAN URL,
575 Workspace NABEF—EERIMNARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery;[On

, Off]; [storedescription]"
f&:

o X-E#H 039, AFRNAEE,

+ storename - ABENETR. EXANSTE StoreFront fRS328 FEEENZH—,

+ servername.domain - REX ABEHNRS BN TLREHSZ,

+ lISLocation - IIS WM BEERKE. MARE URL #4715 StoreFront MEd x4+ 8 URL —%, [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, EFKEX URL, 3EM StoreFront hSH—NEIX
%, FIBEARREEITH, AEEH Address stEHH URL,

+ [On, Off] - Off EMANFERMERANNAREIE, MMERF B ERETIHRXLENAREE, WRK
IEEMNAAERS, MBAIAZER On.

» storedescription - RZFARIE#YIREA, $1%0 HR App Store,

AINELIERE Citrix Gateway URL. AN URL BIBFE (UDS59R) :

mfjl: STOREO= HRStore;https://ag.mycompany.com##Storename;0n;Store
Hh #Store Z#12 Citrix Gateway EEME FBEIE BT

AR

« Citrix Gateway A& URL B AR FIRFHE— URL (5% STOREO),
s EZNABELER, RAFER—M Citrix Gateway MBS URL BLE.
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o EALLAERRER Citrix Gateway RZAREE URL Rz Citrix Gateway 89 PNA Services =,
+ 18% Citrix Gateway ZA®EE URL Bf, REE /Discovery B,

BHhiR7 1808 #2, ¥t Citrix Gateway URL/StoreFront ik 5| REE MM ERISEN BRZFENRBHEESIETN
M. *EEEE,
AR
Citrix Workspace R B#EFhias 1808 RESBHMAFEEELMREFTHITES, MRFALKE 1808 XEShR
I, MHRESE Citrix Workspace [ BIEF R EIEREK,
PR

« Citrix Gateway URL R/ &#iE, SR StoreFront URL.
o RE#F%4 Citrix Gateway URL,

AR

BRPZEALGES Web RS 285m0 N ARE. AFPEIUM Web il2s& 5 Citrix Store, SABEM Web BahEid
NABREFHEHE. ENNREFRSERHFBAREN Citrix Workspace N BZFHITHEE,

EXMERT, TeEREN AP RERNKF R, Xal i@l U T IgE R :

o EmR Citrix #1174 ¥ CitrixWorkspaceApp.exe £ CitrixXWorkspaceAppWeb.exe
IASE SR IR A 3BT . BB EZXHE, FIaREPRERZRRIMNKA I EE,

o ARMITRERER: B Citrix Workspace N ARZFREBSHEERINKAER, BROTHRR, &
4R EREE T R BEIRIRAR DAY Self-Service T2 T2 A EnableFTUpolicy, X2t EH#ITHIRE,
HLZATRERFFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B93EHTF Windows #9 Citrix Workspace RBI1EF, AJLUSHERE HIERIRS (401
ZhRs (DNS) &%, mIE IP #odik,

BE.
Fx3E DNS IFiEWERMEC B AEALLIEE, TN, Citrix BiAEEZRS 25 /S A DNS &R,

BIAERT, DNS BMATTEARS 28 LA FRARS, 7£ Citrix Workspace M BREFFLAFERRS. X DNS &
FRATTERRS 38 LR FERIRAET, 1ERIREX DNS & #ra9E(a Citrix Workspace M AEFRIR[E IP #hiik, 7E Citrix
Workspace REFHARELEH DNS B#F#if.

ENRERFIRERA DNS BT, ERITIUTRE:
INRBRSZFEBE-EA DNS SFRMEMT, NHEBRSERFIRE LI, AJUXENAYIRERA DNS ARM#T.
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JINCy

AMRFESEATEUESETENE, FREERLERERS, RITTMRIEIFTIMREFEESEATESH

HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. BEFREMET xmlAddressResolutionType 7Fi1ZE HKEY\\_LOCAL\\_MACHINE\Software

\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
2. KEIZENRN IPv4-Port,

3. MXAPKRENS I AR EELTEF.

JEZE

i@ig Citrix Workspace N B#ERF, BRI BEARENEEMNNAER, URRBEEER Windows.
Web F02R4HEIRSS (SaaS) AER. U@ Citrix StoreFront giif@id Web Interface 17| Web TTEm&IE

BRPRARE,

/8 Citrix Workspace Ul &35

Citrix Workspace M HEF ERIRIBA AWK IEE (B1, AP EEIINRSSS) UK Citrix Virtual Apps and
Desktops = Citrix DaaS B RELBEMNIEE Z AP A ANENKEMNARER. JUEREIEDR > kF NERLE

StoreFront fR532889 URL, SEWMREE T EFRFHALKARI, WiddimN\BFHpttut#TRE,

ERIENVABER, BPRSBEERUTERR: WEX. SENYARERF. ERIR1E, BRHENHNER. E

MU AR AN EAR, B8R E .. EFRHERRIEIE.

ficEd

September 1,2023

fERERT Windows B9 Citrix Workspace R RZER, AU TEEANERENBEFSHE,

EERAESTEREN

30T T 5iEAF Windows B Citrix Workspace AR EEREXNESIEREEW,

MREFIRFEHRH Citrix Workspace B2 HELR, A7 LUTE Citrix Workspace M RiE2F PSR

MMEYIhEE, BNEIZZNEEE KT TR ML,

a,
-
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At , FIVEEREEATE KRR LaunchDarkly WE =5 RS A EEME AR BT BAEHE LaunchDarkly
e, BYEEET HLLEHIERENAERNERRIN EXMERT, EREREEREIRE URL 5 IP it
BRfE%H2 LaunchDarkly 8972,

LGB T AXBEREEE LaunchDarkly BmERE(E:

BREHIILLT URL B9RE

+ events.launchdarkly.com

+ stream.launchdarkly.com

o clientstream.launchdarkly.com
e Firehose.launchdarkly.com

« mobile.launchdarkly.com

FEAFFIRFFIL IP ik

MBHAEAFFIRDFIL IP #hak, &2 LaunchDarkly public IP list (LaunchDarkly 2/ IP 5I&) , FREXH
HIFRE IP #ASEEMFIR, ATUERLLYIRR T RENH IS E ST ENEH, UMESEMEMERFRE—H. BX
BRIEMT ERRASHIEMES, 15808 LaunchDarkly Status B,

LaunchDarkly £4Exk
NREFE Citrix ADC B U TIRSWIFRMBEIRBEAX, BRIEVAEFETEBSUTRSEE:

« LaunchDarkly fR%3.
+ APNs frilfr23ARSS

2/ LaunchDarkly fzs3

AILUERAERKITR (GPO) 5B A LaunchDarkly RS,

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIZFA SRS R EERIEIR,
2. EIENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > &%,
3. EERIEME=AREBIEREHHIEEN “EBA7.
4. BHENAMAE.
AR REIRIRR

BATEWEERARBY R ERERECE LT RN :

o MILRERER
o IEARSS 2R
« AlEARSGEREE
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« AFERHA
o mIERFIRE
o AP

ALY receiver.admx/receiver.adml R 4B TR AT BRI, S TIHEE, BERAAR
BEEIRITHI & SRR M. & Citrix Workspace ARFIEBENATEN U RS I FRNAFIEEN, SAIFE

BEM. BEERETRAPISE DHITEN, BERIGE EHARMARIRRIESR S N IMEIR X
Citrix ZiER Windows A1 % (GPO) BIEERECE Citrix Workspace FBER.

ZHEBEFEFE CitrixBase.admx f CitrixBase.adml U R BEEER X (receiver.adml 5

receiver.admx‘receiver.adml).
AR

admx f.adml XERFEREMTIRBIRZIH Windows ks,

R M VDA R # 7 Citrix Workspace 2 B2 &, W ADMX/ADML XX f43& & fii ¥ \<installation

directory>\Online Plugin\Configuration B&%.

MR =% Citrix Workspace [ A2 7 Btk 2% VDA, N ADMX/ADML XX f#43@&E AL F C:\Program Files\

Citrix\ICA Client\Configuration B,

BB TREME X Citrix Workspace M AREFERXHREZBUBNGE .

=z

P =W

Citrix BIEERRERFAR A Citrix Workspace M ABIEFIRHEH GPO iR,

KR X E
receiver.adm <Installation Directory=>\ICA
Client\Configuration

receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

P =W

o SNRFK¥ CitrixBase.admx\adml &Fizlasits GPO, B ICA XHEZRIEAHEEER,
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« Ft4% Citrix Workspace R AEFRY, EERIMIERSXGRNEIZH GPO ., SNEFELHNIZE,
BXRFMER, BEANUTEE:
Er ity GPO R0 receiver.admx/adml &R0, EHRITUTIRE:
AILUER. adm BEiR X HE B2t GPO MEFEHA GPO, E&8itE <& ADMX X489 Microsoft MSDN X
=

%% Citrix Workspace MABREFE, EFILUTFERMS:

XA

EHIRIR

EHBRUE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

3§ CitrixBase.admx/CitrixBase.adml #1012l \PolicyDefinitions X %t, UEESEEIR >
Citrix ¢ > Citrix Workspace F&HR 2 4,

App Protection

App Protection 1hgt 2 —Im K NThaE, AEMER Citrix Virtual Apps and Desktops #1 Citrix DaaS (LLai#kHA
Citrix Virtual Apps and Desktops fRS) EHR{EIERNR LM, ZINEERG TR BT RACRNEERREER
R IMBIEES]. App Protection aIB Lt B RE LR AF SENSREERENZE R, ZIEERIHLEAPMKGEEE
BNEBRBEUREARSZICRB[UENNBRRER. BXEHAES, 1ESH App Protection
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AR

App Protection SESRTHEX BMIEFRAFARINEENIHIENIE (HRBERREZRTATHRE APLEA) .
App Protection SEREZEBHWEEXNERARETARMRIF, B2, MERFRFENLRE, BREEM
ERBEOFAEVESHI. BARNSSSIRFMBRXLERD, BRINTERIEEHEEENIEPREME
FEREBIRIP,

Z1EiE A TF Windows 1 Citrix Workspace R B#2F L& App Protection, E8REE—XHH “EBTF
Windows i Citrix Workspace B~ #45.

AR

App Protection {R7EMARZ 1912 FFHATHRBTE Z 15,

N TR K5

R FAER 3 o P &1 Citrix Workspace AREFFHEARFNES. BRAIMAERRARGAZERE, H
AP — T BFR FEERNNBEF RN BREFE,

BXFER, 15213 Citrix Virtual Apps and Desktops x4 s8I E N FIFEF 4Ho

’RE7 ICAXHHZ2M
teThReRIE BN IR F M K E B R o ERE 0 IE |CA iRt R 2,
Citrix Workspace R R#EF AT EER BN ARFNKERIERN R ICA XS EFHEERARNED, MIEAEEH,

LEThEE BT EMRE IR E U REAMEFEENATAES KA ICA XHNEEERERMG. LIt ERTEEAT Web iy
Workspace tEMEIAE ARRFNKERIE

EcE

@2 Web i5ia) Citrix Workspace 3¢ StoreFront BY, t132%F ICA XtE&R2M, MRILLEL Web pRIZE i, N
E PRI TR A& & 4. MREEMANE2EIA1R StoreFront, i&7E StoreFront FEH web.config X
HhERAUTEY:

StoreFront fg4s B
2.x pluginassistant
3.x protocolHandler

WIS B E RV ISR, BR TN Workspace AR, MRFERZIRT, 1BEMNINE cookie HEiR,

WNRZ Workspace &, MAILBLSMEKFIRE > 5% > NARFNKERDEATREREFIHEIIZE,
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1ER] URENES M T LUE R ERFEE RS AEFTH ICA XHBEIRE. ERUTERRE!

o BPiG EREREEITR (GPO) BIRER,
+ Global App Config Service.
« EATF Web # Workspace,

£ GPO:
EMEIEMFRETE RIS ER ICA XEGRBIRIE, BRITUTERE:

@idiE1T gpedit.msc fTFF Citrix Workspace M BIEFHFIIT R EEIER,
FEHENEET ST, BEEEER > Citrix A% > Citrix Workspace > Client Engine.
#ER2 ICA XHRIEEHEREHEHIEBENEER.

SR AFME,

Hw N

£/ Global App Config Service:

AT LUfER Citrix Workspace B RT2FF 2106 ®#J Global App Config Service,
EPEIEMTFETEAS LS BB ICA SXHFBEIRIE, BHATIATIRME:

KrEIEERE ICA X REEIERERN True,

&% Global App Config Service Hyi¥4ifs 8., &2 Global App Config Service 1%,
fERIEAT Web 9 Workspace:

BEMERERT Web #9 Workspace B EfEA IR AR £ T35 ICA XU, BRITUTIRME:

iz17 PowerShell &R, iE2@EEE DisallowlCADownload,

=

AR

DisallowlCADownload &#EFiEHEF StoreFront ZFFE,

BEuE

HEWSEELT Citrix Workspace R AEFWE RSN E, X ERIEE) Citrix #THEHE, HEHMERE
AEIER TR

AT LIER GUI B .
WEBRE:
1. AEBF@EMXESH Citrix Workspace 2R B E RS & EIEI,

2. EERETWE,
R 2R “BERE” SHEE,
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3. ERUTHESRNZ—:

o K
o
CRRES i
4. BEFRBERSUERNEHKESHNES.

AEWEIZFEHEHT

@ Log collection

Logs help to diagnose and troubleshoot issues.

C Log collection in progress...

Stop collecting logs

Click Stop collecting logs after the issue is reproduced.

5. ENZNAGE, BHfFLERERT.
6. BhfFREFESHBAEREIMEMUE,

PRl € SEE 5 €7
et

o EENERBER
s NEER

o MESHES

o QhIEZR

+ Direct X 25 82

LGS

« Citrix Workspace M B2k

o BERGERE (R, Service Pack kR LEH)
« Internet Explorer k7=

o BRIAFIE
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« ActiveX Flash kgZs

P iE

NPAPI Flash ks

HKLM\Software\Citrix\AuthManager

HKLM\Software\Citrix\CitrixCAB

HKLM\Software\Citrix\Dazzle

HKLM\Software\Citrix\ICA Client

HKLM\Software\Citrix\Install

HKLM\Software\Citrix\InstallDetect

HKLM\Software\Citrix\PluginPackages

HKLM\Software\Citrix\Receiver

HKLM\Software\Citrix\Receiverinside

HKLM\Software\Citrix\XenDesktop

HKLM\Software\Policies\Citrix
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains
HKLM\System\CurrentControlSet\Control\NetworkProvider\Order
HKCU\Software\Citrix\AuthManager

HKCU\Software\Citrix\CitrixCAB

HKCU\Software\Citrix\Dazzle

HKCU\Software\Citrix\ICA Client

HKCU\Software\Citrix\Install

HKCU\Software\Citrix\InstallDetect

HKCU\Software\Citrix\PluginPackages

HKCU\ Software\ Citrix\ Receiver

HKCU\Software\Citrix\Receiverinside

HKCU\Software\Citrix\XenDesktop

HKCU\Software\Policies\Citrix
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains

EHEE

s NAEFEMHEE

BRER

RAAEMHEE
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« HDX
Receiver shell. Auth Manager f1BBhARS

s
o« ZEHE

« Always-On BHE

HDX BENEFLHE

HDX BiER &M 8 rhEd i HX E P E et ICA RIENEERETE, RHEPKNBERTIRENRSHE,
X—RENEATERESVMFEHECRIIZF K, LERESEENEF.

RMUEFHREMN. BROXAEE. ERPOIER. ESHNUERRMOYPER, FIRA B ER,

RIBENERERE M UAE ICA ZIEFHBIERR S WX EMFERFTIM, MRHIAXER, FLHEFED,
LU EAR SRR 2IE=ERNRmHA R IFMERR B,

[EFEATF Windows # Citrix Workspace R ABERF 1811 MESARAA 1 IbINEE,
BE:

HDX Bid &M@ INFIMNE R kS E VDA SZE TihHE X, Fib, ZEBHIRFLXE CTX125027
PETRERF iR DA R R X RERREER,

BiER &

BiER e Citrix Virtual Apps and Desktops #0 Citrix DaaS sgg—f#lfl, 2F&EAMER Enlightened Data
Transport (EDT) £ ICA EZHEEIMYAIINEE. BXFMER, ESH Citrix Virtual Apps and Desktops X
MR EEN Z R,

“BRERT &

BB E BRI HR Citrix Workspace R A2 FEMMNARKBHEFENBREEMERNTAEREAR, XH¥
AUBRAFEBNEERATNAEERIEENRE, BEMSE, BRI

o —EERE “BRERI Ko
o ERPREUTHERE:
- RS
- EEAF
- REENESR
- BEMESE
- = DPI
- RER
- REZAMEREE
- Citrix Casting
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HEABREDERE CSREEY EM
ATLUfEA Citrix Workspace HBIEFASEKIR (GPO) BIBERIEHE “BEE SN &:

@1z 1T gpedit.msc 77 Citrix Workspace B RiEFF A RIS R EIRIER,
EHBNEBET AT, REEERIR > Citrix Workspace > HEIIRS > S&EETHET,
BERARRE R,

EERERAEBHXiEF Citrix Workspace M Bi2FEIRHA RS2 Pl ‘SRR £,

el

} =

AR

AINBERT, EEREEET.

£ “BRERI RPRESERE

BJLUfERA Citrix Workspace AR FAREN R EBRIRESAEXEMRHIGEAFAIEENRERE. BREIR

B, BRITUTERE:

1. #@dia{T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R EIEIER.
2. EHENEBET ST, BEEEEEIR > Citrix Workspace > BBIIRS > SHEETUET,
3. EFEATERENIEENRE,

TRIIE T EE LUEERRNETUA R &N EBRIR M -

il 1R(F

RNECE BrRE
=) =15 s E
BEXA BRRE

AL “BREER RPREUTRERE:

o ECENEDS

o EEHD

« & DPI

o HiEWE

« MIBRREFNED

o BEMESE

o REEFNMEIERE
¢ XHER

« Citrix Casting
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EREMRFIERT “ERENEM” KPR “=E Workspace” £
AILAEREMRFIERSE “BRE R R laEEE Workspace %17,

1. BahiEfREiEEs.

2. SMZEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. SIE— P ERHEFMET EnableFactoryReset G HIGE N U TERER:
» True- £ “BREED” RHETR “EF Workspace” 3£
+ False - £ “BREED” KPR “EE Workspace” &I

 CEREER” RPkRE “Citrix Workspace B I

==

“Citrix Workspace B#” MM RISIREZES “BREER” RPEFENEMIERTRE,
@3z 1T gpedit.msc 77 Citrix Workspace Bz Ri2FF A RIS R EIEIER,
EHENEET ST, HESEER > Citrix 41 > Citrix Workspace > Workspace &,

%% Workspace B35,
EREERAESREEIRPRRE “Workspace E#” &8,

W

StoreFront | Workspace URL iF#%

@3 StoreFront % Workspace URL &%, ErRILEAFRERVHIERTERLAF M StoreFront ZAREIEL
#7527 Workspace R ABEE

BAR, ENFFEREZBP#®AEHE Workspace L AEFF R T — StoreFront A& E storefront
.com, ERNEERA, &7 LT Global App Configuration Service F1E2 & Workspace URL B 43 {‘store-
front.com’:’xyz.cloud.com’} 8 StoreFront URL, Global App Config Service $§ithi& B #iX AT Store-
Front URL storefront.com BEEMKIEE L& LHFE Citrix Workspace R HERFEH,

O MEIEE S, Citrix Workspace R BI2F &SR Workspace URL xyz. cloud. com HilAS— M AR
IE. LA P B Citrix Workspace M B2RFEY, $3T7F Citrix Workspace R fiIE. LUEIARIN StoreFront [z
B®&IE storefront. com {3#RNMEl Workspace M BEFH. AFBETLUER Workspace B2 PRITI%EH
&R StoreFront MARE storefront. com. BRI LUEHIMEIET M F #i% =% & 89 Workspace
[z FRFEF kR StoreFront R A®ENE storefront. com. MIBRATLLEE Global App Config Service k.

BEA%RIEE, BRITUTIE:

1. ## /3 Global App Config Service ¥ StoreFront & & 1 Workspace B4, & x Global App Config
Service 8., &2 Global App Configuration Service,

2. #w%8 App Config Service F#yf#:

{
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"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"

}

]
}

b

"settings": {

"name": "Productivity Apps",

"description": "Provides access StoreFront to Workspace Migration"
I

"useForAppConfig": true,

"appSettings": {

"windows": [

{

"category": "root",
"userOverride": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
]
}
]
}
+
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<!--NeedCopy—-->

AR

MREREREEBMAH, BER POST,
NREETRENENERAHEE, FERA PUT HREENERNHEEMEZXFNIRE,

3. 1z serviceURL 24 H#5%E StoreFront URL storefront.com £ URL B{&,
4. 72 migrationUrl 25 REFEZE Workspace URL xyz.cloud. com.

5. {#F storeFrontValidUntil @i &M Workspace B2 F#ik StoreFront AREMNAIER, LT
RELEFEL, BILMRIBEMERIGE U TE:

+ &304 (YYYY-MM-DD) K5 B A
AR

MRERM T I ERNBE, WxES URL BEZEMRIER StoreFront RZARIE, MREIRA T IERAY
HEA, StoreFront RZAREEREIRER BHEIMIE.

#i% App Config Service i85, BETUTRER:
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Citrix Workspace — O ®

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

[z FRAE R 32 A
i&@id Citrix Virtual Apps and Desktops #0 Citrix DaaS Xt BIEFR, EERERUTARUNERFFR:

« Web ifiatgE= - tNRAKHITEMERE, Citrix Workspace M AREFERHET N RSB RN BEFMNREN
Ihék, AILUTFF XK ESIAERTF Web 89 Workspace, LUERHERFIENNARER. EHERXT, Tk
EfRRELSXREERAFPNRE L.

« BEIIRSER - @iTi§ StoreFront kP #mEl Citrix Workspace M ABEF 3 Citrix Workspace [
EFEE NieR StoreFront Web 42, AIUEE BBRSER. BEIRSEXAFEM Citrix Workspace
RARFAFRREITANARER. XMIERNAF AR SHEHNARERNAIREMN. EERSEXT, B0
RIEREECERT. BTN UREENAREFXEFIRE,

A=W
BUIAMERT, Citrix Workspace RA1EF AIFEIEZFETE “FriR” XePERHRAERF.

o RESRER - EERAILUE Citrix Workspace M BEFEE N BNEIEE ‘TR RS m ERERN
BAREFNSERESR. KBS Citrix Workspace MEBREFEIWARE M. HEIRESRER AR EEREN
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Windows SR EIRFBEBAGHNARR, ZUBEREHFERIINAREFIUE.,
BXFMER, 5507 Citrix Virtual Apps and Desktops XA4HEIE]E 2 (FAER D

EEEBBRSRR

B BH#%¥% StoreFront i~ R0 % Citrix Workspace W A#2F 33§ Citrix Workspace M AEFEENIER
StoreFront 5=, ATMEEBEIRSER. BB RFAFM Citrix Workspace AP REITRNBERF. XMiEiE
B P A58 5 %% 5h R A S S B9 A 3 AE B,

3 =

AR
ZINERT, Citrix Workspace RABEFAFRAFEREREH “FHR” RethE RN BER,

EEPRSEXT, BALUREFERERS. BN UMEENAREFXRFI’RE,
RRBFIINE A E N AR R AR EAfSE

s EREMNAREFIEARFINARER, WELKIGEM Citrix Workspace N ARE2FF kR, BEFRSH
KEYWORDS: Mandatory HiinZINBEFiREERE. ~=BEAFRERTECEIT RGN BEFN ‘MR ik
Ijl,

« EAMARMERPITRE N BEFNNAREE, BEFRE KEYWORDS: Auto MnERREE. AFRES
ZNFAEER, RN PEFIEEHE, mAERFFiTik.

- BmBPEENEARER, HEEESE Citrix Workspace B “¥5ik” FIRPIIHEBNNAREFUEEESZ T
A, BEERT5E KEYWORDS: Featured Ktz Bi2Ri% BEE E.

ERARBE RIER B EX N AIEFRESANIE

1. @dia{T gpedit.msc 77 Citrix Workspace Bz B2 A RIS R EIRIER.
2. EHENEBET ST, BEEEEER > Citrix 4 > Citrix Workspace > BBIARSS.
3. #®EEREE SelfServiceMode 5,
a) EREERANEEEIRSHEF RE.
b) EEREZBUFMITRNBRER. WETREEBRSHEFRE.
R BN AEF RS RS,
RIBRERFIAT,
SR AFMHE,
BFEzh Citrix Workspace Rz RTERF LUERMBEIE R E o

N o ok

fEF3 StoreFront ik IREBEXNAEFRESHUE

1ZETLIM StoreFront s sm7E “FFi8” HBEMEE LGB REAR. TS TT&E HINE <annotatedServices>
89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKAESAEL, 5% PutShortcutsOnDesktop, i&&: true  false (Bik# false),
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o ERREARRAE ‘TR F%rh, i5EMA PutShortcutsinStartMenu, 8&: true 5 false (Bl true),
o B “TRR” WBPFERALFIRR, EFA UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAA
true),

AR
Windows 8. 8.1 #1 Windows 10 RAMFE “FFia” SRBHSIEBMRANXEFT, MBIk E RN BEFHERI

Rk TR TRNEBIER. “NBER" AEi@d Citrix Virtual Apps and Desktops #1 Citrix DaaS &EX# “%51)”
AT,

o B TR RBEPHFREHREARNLBESENER, BEA StartMenuDir, &8 FHBRE, BRREAR
BNEIB X HFHZ T

. BEENREECRENNAER, 5#A AutoReinstallModifiedApps. ®8E: true = false (Bt true),

« BEERELAFERESRERENER, EER DesktopDir, &E: FHHEME, EFRREARTAINX
(G2 3: e

« EXREEF I “add/remove programs” L8IEK B, A DontCreateAddRemoveEntry, &&:
true =t false (ZiAA false).

o EMRNABEEFUFREENERBRMENNARFEXNARES R Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true = false (EikK false).

£ web.config XX/, FEXRFMEIHFE XML 55, 1E@ETE U T LATCER LS5
<account 1id=... name="Store"
ER S HIER R </account> #Rit.
TEWP LR A, ERILBURBMEE S
<properties> <clear> <properties>
B LU BMERINEILL S <clear /> tRiEZ /G, 8TEMES—1T, FHREBHME, Fn:
<property name="PutShortcutsOnDesktop"value="True"/>
AR
£ <clear /> IRZZ RIFRIMM B U TR ATRERFER R M. HRINBMEAMAEE MR <clear /> iTiZBFIIERE,
LU R UL ER 5 894 B fl

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir"value="Citrix Applications">

BE

EZIRSB[/WBER, F—RANER—ERSBREHRS[AMNAE, #R Citrix StoreFront EBIEHI G KT
EERWNEMEMIRS 2 LB1T. TRE, BENIEERMINERERERERSSE, WMEEMBETHNEMRS
5. BXRIFMEER, 55 StoreFront i,
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A/ Citrix Virtual Apps and Desktops 7.x FHEN AIEFIZE B EX N BEFIREA NS

BJ LUK Citrix Workspace AR FRENBIEET ‘AR XePRKE LRENAREFNSERESX. B2,
ERES Zair9iEAF Windows B Workspace hras#ffil, B2, hias 4.2.100 5| N T /A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIFEPE—LUARFREEET—RNUERT, LINEERIES
BH.

556 XenApp 7.6 RIS MBI E &R X BRFRES I AE
#£ XenApp 7.6 HEESR AR £ 7 HRES
1. 7 Citrix Studio &, IR AREFEERE.
2. ERARFEBERET, wEXM., ELRER, TUEENERAR X RAER.
3. SRR S NE. BEEE S R RE MR,

4. ENBEFERNFERS, TLUERIEEER Citrix Workspace NBEF RN AIEFNZER, Fla0, R
Z70 Microsoft Office EBIEFHIRIEA T, BN Microsoft Office,

5. & “BREFXNFMIBFRE EFIE,

6. & “WE
| Application Settings

Studio

Identific ation P, -

Location N —

Limit Vinibitety

File Type Assaciation

FRITMEIER N N AR F FIRHITHFEE R
EUTFIERT, Citrix Workspace M AEFIREMMEZLZEHI.EXE FARMIIEE:

« BRERN, NAEFHEHSHIER, NE
. FENNAEFFREITRFESR,

EINRES R BB R

1. #FFIETEN ELIRN BREFER,

2. BEURAEFFREHNZITMNEHZHEN—MERAE.

3. MARE, BEE—MHATFIR (HE, BIRIIEBRNEFREITER).

4. FIEMRRITUAGEATF Windows B Workspace BETSiBE MEHZ S HITFIRROIEX LEEFR,

MEREAT RemoveappsOnLogoff i1 RemoveAppsonExit, 7 BAFEERERNABEINBEFREIER,
BT RRR T A RAEREIER |
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1. f#H regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f£ A regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft4ck=TF HKEY_LOCAL_MACHINE.

Iy

AMRFEFRERSBERE, JRFEENMRERERA. Citrix TEHRIEEIMRFERECATLESEEY
IMBYRREES IS LABRR, EFREMRRIBSRT BIENIY, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI RRFRAIRITX S

1. ZEFHRITEN L, NFAENBREFCIBEFERAINITX . ETHEIBEFERATRITXE, BEMERAER R
FIfEMA Citrix Workspace M B2FEHITEMN; Citrix Workspace MBEFEEER AT RIT -
2. M%BAPPDATA%\Citrix\SelfService RREVFRAHIT G, BREE exe X4,
3. BXERITXHEHIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMER:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R E E, & &7 U
£ HKEY_CURRENT_USER t fig & WL T & &, HKEY_CURRENT_USER W ft &t & & F
HKEY_LOCAL_MACHINE,
d) BEFHEFER Citrix Workspace [z B2 SRR B R E K.

IRA:
KTEFENRT L AREFRES BB,

AFAPEZERERER “FIR” XeHhnNERER (BBRS)

MREEHR N EERENARER, BAVTAPERERNIIWGESRM A AR 2PN EER

MRFLEAPEREERERE “Fia” XEPNEAEF. UUBBRSEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEFEEE B s TRECHIFN5E HI N
REFXRFIRE,

INRFLEAPERENET ‘TR REPWRARERF, KA Citrix Workspace BRRFEBEMED, RE

EIEHEEFRENNAEFRESIREERE L. NEREERE LN/ LI NAEFERSYAEFRE,
RIEFZEA B HEFIN BERF.
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“Fra” RPEPRREEARAREFRES T

MEAFE—ERAITEN, EUESE2FTEERFIFERENAERREAR. ELHEBERT, RERENFEZH
wRa%inial; &% Citrix Workspace NABREFEFRRITEMER, AENKNEERT Web # Workspace, FaJ LU
Citrix Workspace M AEFEE H#TEBFRMARRESXREEEMAMLE,

WNRAHEEPELE Citrix Workspace A2 BN A A Citrix Workspace i RiZFELE

BRPREAAREE ‘T RePHNERuE: PutShortcutsinStartMenu=False. BN EBIARSS
B, Citrix Workspace M BRI AR BEIZ
FHRETE “Fria” Xeh, RIEERSLARERIEEHTT
i 6=

BB AEFRESNBRERE “HiR” REhRIE L

MRAFPRERIVBNARER, BEMENAEFTKEST ‘FiR” XePHREL, IEREETRE LNEDIXHX
#,

NRFHEE Citrix Workspace MR BaiEFEMNA A Citrix Workspace M RiEFEE
EFREANHREE ‘FR” REh, SelfServiceMode=False, Figa]AKINBIEFERE
BIRTE “FFIR” B,
MREEERAMAENAREFRESATREERE L, 79 Citrix Workspace R BiEFERE
PutShortcutsOnDesktop=true. Fifa] I HIE
FEHEERERE L,
MREHFEREFERESRNBREESRE LA HEFSD,  H Citrix Workspace R Ri2FEE DesktopDir= B
FHENBREFNREX TN ETT,

£/ XenApp 6.5 = 7.X FHIENAEEFIRE

MREGEBREAANUEUES A BETERNUERIXERES X, 5EH XenApp BNBEFIRE:

NRE B SN BEFIRERRENBEFNREME, 7 Citrix Workspace MBEFEE
MEELTEBRSERLRE “FFia” 2B8iER, BT PutShortcutsinStartMenu=false ¥ 2B ENFAE
AT 1E, FigE,
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Rz FAAE P TR B TR 35! S R B E S =

MRFENAEFEREXMHRPET, BERUTER:

MREFHE Citrix Workspace ZREFKETE “Fri8” A Citrix Workspace M RIZEFELE
FEHNNARFRESNEREEXBENES (X  UseCategoryAsStartMenuPath=True,
%) #,

NRELE Citrix Workspace M BEFHETE “FFiR” 7 Citrix Workspace M BEFEE
REPHNARFUTREXHEF, StartMenuDir=“Fra” F&XH4FZ M,

ETHEGR A IFRN B2

MREFRFERFEREMAPAZRRRNEEINAER, WA UERF EHARHRBIFRNABERF.

MREFHE Citrix Workspace ZBEF/E LI K Citrix Workspace i RiZFELE

FRENBER. RemoveAppsOnLogoff=True,
MREHL Citrix Workspace ZAZF/ER AR  BZ& Citrix Workspace AR, E
N AR, RemoveAppsOnExit=True,

BN BEFHIRN BERF
ECE AN R IR N IR

o BISEMAEREMRENNBAZFMIE Citrix Workspace B2 PRI BIERF, BMINX AT &
KEYWORDS:prefer="pattern”. LtIhaEFRH “Air AIERFIAR,

ERPIHEN ERENBIEFZH, Citrix Workspace MABREFRBERIEENER, LAEREEESHE
HZNAER. MREEARMEEE, Citrix Workspace MBRFEITIAZNBRER, EFReIRREAR. AR
M Citrix Workspace i AEFEOREshizN AR, Citrix Workspace MARRFRHEmHAMREN (§
%) RFAER,

NRAF1E Citrix Workspace M BEFINBEE 7 £ EERBER, MR Citrix Workspace [ HER
Rl BE BCHIT I Z N BEF. MERAA M Citrix Workspace M ARRFMHEEFENE T ENE %N BER,
Citrix Workspace M BiEFEBCHITIZN BIERE, BRI,

AR

Citrix Workspace AR ITRENNAEFEN, BHAXETF prefer. EITRNAREFERBFMXBFHER
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1M

AURAENLAERFZRIEEXRTF prefer, RIF—MLEMARHEILXRFNARENLAREF. AIUEEEEEH
ERUTEL:

o BISEXAERAMTENNBIERMIE Citrix Workspace MABREFPIZHEMNARERE, BHINXAERSH
KEYWORDS:prefer="pattern”, LtIhEEFRH “Athr AIERFIAR",

ERPETEN ERENBERF AT, Citrix Workspace WBREFIFIERIEEHNER, UHERTEESME
EiZNBREF. MREBEAMEE, Citrix Workspace RBREFEITIZN AR, BFRCIEREAR. BF
M Citrix Workspace [z A2 F3HiE BB ez N AEFE, Citrix Workspace 2R B ohasth 26
(BN%) MAER.

MR AP Citrix Workspace R BE2FIMNBENE T EMEixRBEF, WTK Citrix Workspace B2
Rl BTG BGEIT R Z M AR F. WMRAA M Citrix Workspace REFAFHEH T E M EENBER, Citrix
Workspace N BEFEBCHITIRZN AR, BRHH,

AR

Citrix Workspace N B#EFITIRAEN BEFN, ENAXET prefer. EITRANBEFEBRINIXBEFTRER

E1ER.

AUAENLAERF S RIEEXRTF prefer, IF—MLEMARHELXRFNARENLAREF. AIUEEEEEH
fERLUTE:

+ prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BIEF 2 A ERNBEFELE, tLNBEFRTR
AUE—18E, BEUR—1MEE, MREEE, WEERMASIS. FAFNEBSINERNXFREN AT,
BEFAKDANE, MARFRMLEEANERRFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THyBIEA EBEILA

Word \Microsoft Office\Microsoft =
Word 2010

Microsoft Word \Microsoft Office\Microsoft 2
Word 2010

=Hla McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HEa McAfee\VirusScan Console 2

« prefer="\\Folderl\Folder2\...\ApplicationName”

HWHERERASTENREA A HBREUR “FiR” RETHTBENAREF S METE. “Programs” Xk
B ‘TR XRARTHFXMHR, AbBIEEESEENREFUBEZX G RANERNAERF. MRE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 157



iBEAT Windows 9 Citrix Workspace R BiEF

RhETE, WFEEFERASIS, RREXAANE, £XTBETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS i2F A N EHENBEEREA.

KEYWORDS:prefer= “Programs” THyHIEA T Ui

]

\Programs\Microsoft \Programs\Microsoft
Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010
\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010
\Programs\Microsoft Word \Programs\Microsoft Word b3
2010 2010

« prefer="\Folderl\Folder2\...\ApplicationName”

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPSNEENAREFZR,
BRILUER MBS RES FRERXX 4R, RREAAXFBRZLIRHIBNEBRER, LEFIFEEER. W
RBEEHETHE, WHEBEASIS, REXSKNE. EXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THyHEA T EEIE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft 2
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BEXHEMXBFHNES, ESIH StoreFront XL AL0ER 2 Y “EABEI,

EMETHE

HEINEE AV EE X N AR ERENEMENERF[. EAUETERE LR -8R RETSFINRS/\GERES.
BJLATE Desktop Viewer FH E/REFHF/ETNFHREEINEREE. EERINERER, ERIULHIKEEREELIU
BESDWMAZ M EMETS. RIEFFARETRSOMRNIEE B LRI BRR.

EEI LU AT DPI 4Emsk DPI AR RINE 2818 E DPl. NAEHERBHERE, BRBEXNKEEERIE.
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IEERERTE2RF. RERSRERE, FEFEMEMNEAHHNAER. KEEERTSIEFHETHMER
GiER.

BEATF Windows i Citrix Workspace R 2R 2106 2, £F. ZERSRASEHIHEMETRER. BAE
AT, BEPETHERELTFEARS. EZETRETRF, NREMERENEHTEL/ \ M ENERSE, ERNENE
TRRERNAIFMERIERE TR, NREIIRE, EMETHERBRZE, TNAZEERIERTR.

ALUBTIRE M T EMRINZE A Z BnesiGoaiee:
* HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

2 #5: SplitAllMonitors
2% DWORD

f&:

Nz FRtEFr B Bh T a]

ERRIETEIRER UERNAEFEEAER RS RENRNENE, MTRAFREEMRLREELE,
BEIhEEA T IETBRIE. MBEHRIERERFERE Citrix Workspace M AR st &E7EIHRIMETE (J1RA
FEER) 8IE#,

RS SEREEE T ARFNERE, AFEEAT Windows # Citrix Workspace [z AT R H iR INFT K
PR, ERHT—IRIEZE, RIEMBEESREFR. RIARAER ctxprelaunch.exe E2IEPIETT, B
HERET Mo

BXFAEE, BFSRAEAEERZ AR “Citrix Virtual Apps and Desktops” —X B RIET BRI RIEEIRIE
o

BIAZBSIETR AL BRASIEARITIEE, 157E Workspace 59175 E 85 ENABLEPRELAUNCH=true,
HEG MR EnablePreLaunch i&&H true. BIANEE null REFBNTHRER FRRARS.

AE:
MREEEEFHHTENES NN EE (SSON) S4I8IE, NE BB BMEE. NEHEEAIEERE (SSON)

MABBFIEL, 5% EnablePreLaunch EMRMEIZE N
false,

AMRMAERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
o HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITEE:
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o ERTER - MAIEERFNEREESEHNIIEZERS, MEREZNREENETREN R, BEELERER
E0ERER. AP ATLUETEH B Citrix Workspace [ RTEF il & B TS s ThAE

o ITRIBTEE - B TEETE TR EE R, HRINFBHXERFREEFBETEBIEHRIEER.
RFAH R FAB B RBEXMNFME, ERTER. AHEZMEMRSB[BAR, ZRIEFEITRIN
BIERRBEN. B0, WMRITRIBFTEEIRIFE 13:45 #17, ZEKFFEFTE 13:15 2 13:45 ZEE6h. @EE

EmER R,
7£ Citrix Virtual Apps R %8 LECESohEIE:

o SIR. BAEMRTEIN AR, UKk
o ERTERITE RN AEFRNAF RRIRE.,

THefEMA receiver.admx XEEXFBGITHEE. BR, BB ECIMRERELTEHERE, ATUERE
iBEAT Windows B9 Citrix Workspace N AEFHRias 2 SEECEMERE,

« HKEY_LOCAL_MACHINE EEEF L EIEZEFE N
o f@ar Ll HKEY_CURRENT_USER EER—it B LRAAENAF REFRIRE. AP THEEENRAD
a1 HKEY_CURRENT_USER f&, &8 LA A R4t T B BRI,

HKEY_LOCAL_MACHINE FHt&{E:

3t F 64 fii Windows # £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

33F 32 it Windows $@1E& 4t HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£&#5: UserOverride
28 REG_DWORD

&:
0 - &£ HKEY_LOCAL_MACHINE {&, BpfERIBS777E HKEY_CURRENT_USER {Et2 2801t
1- M HKEY_CURRENT_USER & (WMIRXL(EEE); SNIER HKEY_LOCAL_MACHINE {&,

Z 75 State
8. REG_DWORD

&:

- BRUSEITHAE.
1- BRANTRER. (IR ERFNERETSHRIEERER.)
2 - BRITRINTE. (FEEIThAERER Schedule BEERIBTIEIRED.)

#Z#r: Schedule
2% REG_DWORD

f&:
“SHRIMTRETN” BIETE (24 /B34 FEEBEHRUTERIAEN:
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HH:MM M:T:W:TH:F:S:SU & HH 1 1:0:1:0:1:0:0, Z=IELPRTE
MM F2/)\B A0 73 59 ER 13:15 2] 13:45 Z 8250,
M:T:W:TH:F:S:SU A—RARMEA
wEE. Fi, BEEEH—. 2H=
MEHF 13:45 BA “HRINTE
51”7, &% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER JFifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule x5 HKEY_LOCAL_MACHINE E&E#ENE,

REABEEM

WERBETARBATFEEARZAEFHRENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EEERPIZE,

Citrix A& P %5 URL EEMIRE TN EE P IR EE M AEAERFESR. B2, RITZNEXNMAEH Windows
ERIREANEAAREEE M,

AUERUTEEZ—BENARNEEER:
1. AR (GPO) BIRER
2. AR EES
AE:
 WHAREERELRMNAERIFRLTEBRSHRIERREER,
o MAERSSBZMNEF K LEANEABTEER. ERSSHFFin LAY, ZIEEEEA,
o 83% URL B, aTLUEE— URL (U2 S 9 URL 3R, STLUERES (*) fE@E M.
ZFH GPO EEEIREANEABTEEM, BERITUTIRE:
BREERREERT Windows 89 Citrix Workspace Bz 2 FrER AR R EBIRIRELE,

1. @dia1T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. TAFRETAT, REZIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K1,
3. ERWERBEERERE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 161



iBEAT Windows 9 Citrix Workspace R BiEF

E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZF K URL FEH, BASTAMRSBEEMEZF K URL. B SRR,

&4 URL BY, 82 URL USSR URL 5IR. BIUERES (%) (ERBERR.
7. BEHEMAMME.
8. E@m$1TH, iBfT gpupdate /force @<,
EfAEMREANAARTEER, FHRITUTERE:

BEEANEAARBTEER, &7 Citrix Workspace REAREFE i LR M Citrix Workspace R BEFRE K
C:\Program Files (x86)\Citrix\ICA Client) i&fT redirector.exe /ReglE &%,

B5E:

o EHRFREETAMUFASHENBEIFELE. Hld0, MRIZKET VDAFMMLUE URL https: //www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

« URL EEMXEZIHEN URL: HINTER R ARAIRALI= AR 28 SMIEIR URL, BEAEBURTF IR
28

« MRBRBMBEBRNENNEBZFERZ A StoreFront tkP~, = StoreFront ik ERBFRIGHE T
B ARFHERARIE.

o FRMEEONE URLEEEEFFIHENETR. URLEE@E VDA B, MBEMNNBEITHF, EEEH
URL BE#mAm-= .

o TR, BFHRH. PDF S0 AT,
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o WRINVEFE—TPIRS B NXHREXE, HEFNABTEERREER—SITEN LIEERN “BRA”, Citrix
BIVERRRS S/ REXBRENRNE (URL) EEAINEE, MUHIA URL EEAEEIET.
+ 1f Internet Explorer 1, #HI&E > Internet 3£ > 5%, AEEENEHD THEBE=A RS
I REEE,

PR
MREERBTFRIESHARAMEM, WAREFERLENH,

EF Chromium #93$ 28235 Wm URL

NEABTEE @A FEERARSSBNEF G LRSS URL BEAMEFIREEAIRSSZURMRSREEHEEE
P o

AR 53255588 1E Delivery Controller LigE, ZFrinHbgE Citrix Workspace NAEF Lig 8, XL HEERAR
BE31% (GPO) BIBERHITIRE.

BHhR4s 2106 &2, B% Google Chrome # Microsoft Edge #in T W& URL EEExiF.

WDEFMH

« Citrix Virtual Apps and Desktops kixads 2106 =& = Hxr7x.
o NEREEMEYT BEFRA 5.0,

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace [ Ff2F REX 4K PIZITU T

A .
~ .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
AR
7£ Chrome %188 EERAXLER ST, FEM Chrome W LR AERENEARNBEE AT B
EMWE URL EEMAAFEUHEM Google Chrome ¥I%328, &M Citrix Workspace M HEFREX 4 EHIBEITIU
Tap<:
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
WNRTEIHIE RSB B TEN U TR, BRBIZER:

Websocket connection to wss://... failed.

B x7z Citrix Workspace MAEFHEE URL EEEMNEER, BERAWNARREE M,
BXNNRBRIEECEMFMEE, ESH Citrix Virtual Apps and Desktops ST 528 N A EE o
51k Desktop Viewer BEOTHES, BHITUTIRE:

INREEAT 24 Desktop Viewer &0, MEIAERT, A FIEENRENKEE L. MRAFBERENEES R
H, AXXERENESTET AR, BEEIMRRFER, T UZRRIAMTRH L Desktop Viewer &0

T,
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JINCy

FAMRBEFLRSHTENG, THEFEEMRERERA. Citrix TARIIEIMRAEEREBTYSHE

IR RABE RS URR, EREMREEET BN, EREIMRZE, BSHHITER

s EARREL, REREMISENYFIAFAETEIEMISEARST TR, EUTIRRIZ—FEIE— B
DisableDimming # REG_DWORD %H. MIREEi&#& LfEM Desktop Viewer, MEEEN&EB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

&, JUBIEU NIRRT —FEIZERE REG_WORD % B RE X AR, MILHTH LR

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXE MR, E%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS B R 2E B NILIhEERE
T HREE,

BZEEISEANTEIESE, Wl true,

MBKRIEEZERIFLBIREN 0, NI Desktop Viewer BIETH, MREETEZMNEE, WEERAUTHER.
HHIRFNE—NEKEREEREEORST L

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...

HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N

Citrix Casting
Citrix Ready Workspace Hub $#FIRIFMYIBRIRE R E—E, EREMNBETRPRANARRFNLHIE, T
WRGERTIRE (H—ENR), NI AEFME=RS, USRS RANIMITFER,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R FA2FHIZ&FIE
%) Citrix Ready Workspace Hub, HigMAREFHEmESTRANE R L, Citrix Casting 7€ Microsoft
Windows 10 hiiz 1607 RE= k45t Windows Server 2016 +2x%#%,

Citrix Casting Thae i N ThIEE IR R MiFRERIN AR, HEARRLER.

=3

AR

« AT Windows # Citrix Casting z#% Citrix Ready Workspace Hub hit4s 2.40.3839 KRB AR
B HRRASH Workspace Hub RIBET AR R 410N S B IR IR,
« AT Windows 1 Citrix Workspace NB#EF (MA®EIERRD) A Citrix Casting T8k,

WE SR
. 7% ERATEFLUERT Hub,
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+ Citrix Ready Workspace Hub #1 Citrix Workspace [z FRi2F# 4 i1 F R —RML&E+,

« aiFfEIETT Citrix Workspace M A2FMI&#E S Citrix Ready Workspace Hub ZialERi%O 55555,

« XtF Citrix Casting, RFELLEEO 1494,

« %0 55556 A#E5hi&&E S Citrix Ready Workspace Hub Zialfy SSL #E#Z892 A% 0. ATLITE Raspberry
PimigEriE LEEERFER SSL w0, sNRELLT SSLixO, AF¥EFES Workspace Hub Zjali#sz SSL
pE=:

« Citrix Casting 1X7£ Microsoft Windows 10 kitZ 1607 &EShr4sk Windows Server 2016 %4,

o ERERIEIETT /IncludeCitrixCasting &< LUEA Citrix Casting,

ECE Citrix Casting Exh

3 =

AR
] AR “BREEI RNLBRILAE, EXFAER, FEHABREEN Ko
1. ABpF@EMXiEgsSH Citrix Workspace 2R B E RS & E LT,
LB B R e R BRI EE,
2. 3% Citrix Casting,

LB 27 Citrix Casting 3HEIE,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(C) No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEFEUTEmZ—:

& - #6877z Citrix Workspace B2 BanBd a5 Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, F#ERzhETES) Citrix Casting) - #87F
7 Citrix Workspace Rz F#2rF Rzt Bz Citrix Casting.
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iEATF Windows &9 Citrix Workspace T2

AR
%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
F—\‘Z%O

4, BHEREFEUNBRAMENER.

#{a#% Citrix Casting 5 Citrix Workspace N BiE2FE AR

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EHE ERA A8 Hub 5K, 1%51%% Workspace Hub SR a9 RSSI EHF,
2. EERELHEREMN Workspace Hub, SAEERUTERZ—:
s BEATESIERBHBEEIATRSTTIEEREMN Workspace Hub &%,
o 'EATE Workspace Hub i&&RE B FHBRER,
AR
Bt Citrix Workspace AR ALBH Citrix Casting,
7£ Citrix Casting B3 HFED, BRET LU TED:
LA RBRHSIERRERD,
PRI EARo
WFERE, AT ELYFIREERSIE,
ERELE, BT Workspace Hub FRinEIukiEse,
ARPEBMXIF P Workspace Hub BIiRHi%Z R IE I AR SR RIEERE, FHiBE Citrix Ready
Workspace Hub,

ok w e

Citrix Casting = Refresh

Current screen | Superior-Lake
casting session
Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

1 1 naiyang_tes
List of available J haiyang test

workspace hubs
D liangc-dev

c WorkspaceHub-debao

Workspace
hub icon
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ELwRlIES

3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS
SERE A &I

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZZIE—M4%,
2. 1E/B5h Citrix Workspace M BiEFII&E BB T BT H BRF ERIET,
3. Bah Citrix Workspace R AEFRHIZEE Citrix Ready Workspace Hub BSEE (hVF 10 KB&HEEZ
e EREIIEEEEY/)
4. 1% Citrix Workspace W B2 FHhEah Xl k38, AFEAN http:
it HEERET Workspace Hub i&&8i¥4E S,
5. 7£ Citrix Ready Workspace Hub s ERI, H=idEHEES Workspace Hub,

B A ie) Kz PR

7£1%#&5 Citrix Ready Workspace Hub ##ZIR—mM£ 2z, Citrix Casting RiEEtER,
MBHIMMLL R, Workspace Hub 1&& L g7 EEIR ETo
R RE, B5h Citrix Ready Workspace M AREFEHNERESRNIGZ K,
T BERT, TEREDERIMEENTERS,
BEENETREREEATLN, RERNSIEHSBRMAEE, flil, BEIMXRLETK. REARR
ET,
6. EREERSAIEHE, WMRzTT Citrix Workspace MBREFAIEEATHE. BEIARERS, NEERNS
BREEIR,
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting 3%z #§ Citrix Ready Workspace Hub hiz4s 2.40.3839 REShi4ds. FHikRZA#9 Workspace
Hub RIREREW RSN T RSB LIRS FEIR.
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 72 Windows 10 Build 1607 &, mIaEFAEME ML TFH BERM Citrix Casting,

ok wpn =

B % Citrix Ready Workspace Hub #yi¥4i{z 8, &% Citrix Virtual Apps and Desktops xx#4s#9 Citrix
Ready Workspace Hub #B43.

DPI 4818

Citrix Workspace M B 2F 845 DPI BAIhaE, Z#Fi§ Windows B iR LR SRR DPI 5 LLFig B S5 &
PR AR KERIE#HTILA,

DPI R LFIEFBRATARY. BONKRETRES, UEBHFEMEENRIETNARERF. X4, BEMEMER TR,

RIMERT, WINEEAFERARES, ERFIERGINKEEFLE. B, MEXE, BERAMNAR UERARENR (GPO)
EEER (BitENEE) K& DPI Sk,

ZEA GPO BERIRECE DPI 4818, BHITUU T4
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EfE/ GPO BIREREE DPI 481K, BHRITUTHEK:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EItENEET AT, BEEERER > Citrix 41 > Citrix Workspace > DPIL,
3. %% DPI 5EBS,

& High DPI

Enabling the policy provides two options
1. ¥es - Scale the session
2. Mo - Use the native resolution

operating system scale the resolution.

The pelicy is disabled by default. Disabling the policy lets the

O >

E‘ High DPI
() Not Configured Comment:
(® Enabled
() Disabled

Supported on: [ )| Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Ma, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resalution with the flexibility for the session to change according to the DPI
“r'e applied in the multi monitor session.

Apply

4. ERLTFERZ—!

a) - nERIEFRAS DPL
b) &, EAXNDYE - REHBIFRAREDYE,

5. BEHNANBE,
6. E@S1TH, BT gpupdate /force @< LUNARAMIIENR.
EFERETRAFARERE DPI &5, BT TiafkE:

1. A F@EAXiEgse Citrix Workspace [ FHEF EliF.
2. ERSREETHEESE DPIRE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

169




iBEAT Windows 9 Citrix Workspace R BiEF

3. ERMTERZ —:
a) 2-ErEsiERNAS DPIl,
b) &, FEAAHIPE - 577 Workspace B2 VDA £89 DPI H#1TM .
C) AYRERFABMOYE - RINERT, ST FEFRS. X%, B Windows %12 DP| 4878, Lti%
FAELkE 9§55 DPI” HEHKIGE N “2A",
4. BHRE,
5. E#iEzh Citrix Workspace [ F2FE 1% UEFR A E BE Ko

AR
HE ==
+ DPI g5 ZE Citrix Virtual Apps and Desktops hxzs 1912 LTSR s E & 7s.
o EARSEBERT, BIERSE, ERAHS¥E (DPITE) &S,
o RINEBAVFRER AR O MR LEERA Citrix Workspace M HEF L8 DPI &4&l. % Windows &F
i DPI 48 tb B2 B 100% LASMIEAIERY, RIS SHELEM, LR ZFEETRE

DPI 8Lt fInI % & B a8,

« BEMK S Citrix Workspace RBEFHE EER=IEE AITEE Windows F s EEEER DPI
kb fl, XZ2IHMINEE, BINNEEFmEEE DPI 481 E 100% L LB iEEZEIHAR XenApp #
XenDesktop HFiEEMER, LWRNATEESSHERAEM,

BXxy DPI Einl st T fEHRER, BSHAIRPILXE CTX230017,

AR IEENERELS (IME)
=W
NREEAE Windows 10 2004 kRiER ST, NESIEDER IME ThEe A fESiB B R L R R, X L]
TR B=HIRFIERN. BXIFMES, ESHE Microsoft ZFXE,
FEREGLITRAEREBRAE s IME:
s EEA@EAEF IME, &M Citrix Workspace MBIEFREXMH* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on &<,

@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

L

« BEEHBEAEF I IME, iEM Citrix Workspace MREFLEX X C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,
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@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILERAG<SITHX wfica32.exe /localime:on BEFERZEF I IME MIEEZMEED,

« EEAEAEF I IME, &M Citrix Workspace MBREFREXMHH* C: \Program Files (x86)\
Citrix\ICA Clientizfrwfica32.exe /localgenericime:off <, S ARIMBERSE
REFIEE,

@ Citrix Workspace >

Generic IME is disabled.

NRFEAGSTIEOZATEARTFE IME, MaLi@EdiziTwfica32.exe /localgenericime:on &<$H
RIBFRZIEE.

@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace R BIEFELLAR AR L IFIRINEE, AILUETT wfica32.exe /localgenericime:on @
TRERRZEAZYEE, B, REMBRSRENNALSTIRAX, MREEHERBEFRENX, IRETEA
BAZ P IME,

ERERAFABRLEEEREF % IME:

WBAZFE IME £E VDA 7.13 siEShRS

AILUBT B ARERRERAL RERAEBERARE L IME ik, BX¥HARER, BSRREHREY.
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Citrix Workspace [z F#2F AV EECERRBGETLUEABAZ P i IME, 8] BRI ERE R A B MIX LRI
R TIER
1. ARE&HBMXIFEHH Citrix Workspace [ AZFERHIEZEZF O,

2. EFEEIM A IME,

{@ Citrix Workspace - Preferences

Local IME Connections Display Flash

-

aca mout methed

() Enable Server IME

Salecting this option disables the local IM

() Set Local IME to High Performance mode

Salecting thiz oplion consumes less bandwidth with optimurm parformancs

{®) Set Local IME to Best Experience mode

Hot key combination: Shift+F4

0K Cancel

TEBED A AR FFAEN IME R

1. ERRSE IME - 2844 IME B ReEFERERS S LISBNIES.

2. B IME RENSMHRERT - EFRERRIER TERZM IME, HETR 2R RiEE O I8,

3. ¥&tty IME RBEAREFREER - EXNKEAFARNERTEAZM IME, hEBSAEHRE. RIABER
T, EERATEAEF IME BERIH%ED,

PRASEYE RN A F R =%,

fEREMRRIES B AAREE:

BRTEREF IME B, AR Shift+F4 AREZETEMN IME 2, IME EXNREERERIENEG LARR.
BIAMBERT, BAZF IME NARBLTFERRS.

EEMERFEREDR, S HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

3% AllowHotKey HIiEEIAEEHRS Lo
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A LUER Shift+F4 REERIFREFETEN IME &K,

EAXLERBASHITIIRE, IMEEXNFRENSHMESIENEG LA

Local IME Off

High IME Performance

Best IME Experience

PRI

« BAZTFH IME R3#F Search Ul % UWP &R Windows T4) MAERUK Windows 10 2ERHM
Edge 528, MORAE: BCRERRS S IME,

o BEAEP IME £ FFPER Internet Explorer 11 AREHiF, @ARAZ%: ALUER Internet 120
BARIPER. B2A, ERHREHIUEETREAFRIFER,

H.265 514wt

Citrix Workspace R 27 2 #5fE A H.265 MINRAEILERHITRZE M MMBIE A IR, HM7E VDA # Citrix
Workspace R 2 HzisH B A H.265 15M4mEIDEE. MRS LAY GPU R #HEMA DXVA #0#4T H.265 ##
B3, “EfZE) H265 fiRis” SRERIRERR /A0, SIERELRE H.264 MT4kRDEE,

EEMH:

1. VDA 7.16 XE=RA,
2. 72 VDA LBt 3D B TIE A B ML RER,
3. 72 VDA LB &R ARRD 2RI BE (R0 ERER

=3

AR
1 NVIDIA GPU 2#5 H.265 #4&i5.
3BT Windows 9 Citrix Workspace MBEFH, LIEERIANEBENEZR,
8 Citrix A%pE3T% (GPO) EEiERE Citrix Workspace N ABZFEE AER H.265 R

@idiz1T gpedit.msc 77 Citrix Workspace R RTEF A RIS R EIEIER,
EHENEET ST, HESEEIR > Citrix Workspace > B {5,
ERERA H265 fRF35RES,

EEERR.

BENAMBE,

ok wpn

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 173



iBEAT Windows 9 Citrix Workspace R BiEF

fEREMKRRIESSACE H.265 MHT4RED:
£ 32 (HRERL LRMAENNEFE A H.265 M54k :

1. £ “iB17” s S EM regedit BahiEtRFmIES.

2. & f1 2 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,

3. fE—1%5% EnableH265 ) DWORD WH ¥ iZMHEIRE RN 1o

£ 64 (HRFRL LRMAENMNEFEA H.265 M54k :

1. £ “iB17” daSfERA regedit BohiEMRREERS.
2. 1% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. 8IE—1%5 EnableH265 & DWORD HHEZHBEIRE N 1o
ENRHRIEUEERES.
AR
o NREEAT Windows B9 Citrix Workspace R BIEF AR R ERERTZRA T BRE IR R,
EfZEY H265 fERSEES IS BRI W RS, FHRZIhsEREER,
+ &1T HDX Monitor 3.x TEAUMERTERIETEAT H.265 {4588, B X HDX Monitor 3.x T
BpiFER, ESRMIRALE CTX135817,

BEFBMESE
BETE
EE:
AL B EE A X iRy Citrix Workspace M BRRFEIRTIZHEMN SIS “SREEN” K. BFFHAEER,
BESR BREEN &,
REABERSAFEEZTFMEE LNEEREFBEZEIR. BIANBERT, IR TERRS. BEFBRPIEE
AWEFPIRERZGE BRSNS AEFNEERIE,
B GPO EERREERBMRBRY , BRITUTIERE:
AR
GPO BEeEML A= TF StoreFront #1 GUI EL &,

1. @ia1T gpedit.msc 77 Citrix Workspace 5z B2 A RIS R BIRIER.

2. EHENERERAFRET ST, BREEEER > LHEEER (ADM) > Citrix £ > Citrix Workspace
> AP R,

3. EERREEILERE,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBERA, ARERUT®ERZ—!
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—!

o (NEP—R - ZIERTIY - BERNERIERHNM VDA BF REHRFB —Xo
o AFMSEY - EREREPER T FF IHERI R RER /SR D E VDA,
o FEY - EREPIRERRS S LEENRENR.

3. BEHRF
ZHH CLIRERERARY, BERITUTIRE:
MERTF Windows 9 Citrix Workspace MBEFREXHXFIEITUTH L,

BEBERT, Citrix Workspace i B2 REXH A F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BH¥M: wfica32:exe /localime:off
FREFIRRESREETRSEE i IME GaXNE%RIESR). MREAHE. PXFEFHETENAFPRAETERRS S
IME, M#Fu@EdEEESHiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, VREFSRREFREEDSIEPFEER, ERRILR, EM Citrix Workspace AR IHHENER.

7 Windows VDA tECERERS
AR
LUTFSR5ERTF Windows Server 2016 XEShkZs, £ Windows Server 2012 R2 ERhrzASH, ZRiNE
R EREERTS I,

1. BoniREmiESRHSMME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. 6l DWORD %H DisableKeyboardSync #EEBEIKEN 0.
1 ZRARETRELINEE,
3. ENBRIEUEERES.
7£ VDA #0 Citrix Workspace R BiEF L ERA#ETRG, VRREGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

hEORTSIERERBETTIRIF A IHRERR.

£ Linux VDA tRREREFS
BRIt SRR HEITUTEHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

E#Enh VDA LUEERER.
A% Linux VDA EHNREHRBRSINENFRES, BSHNSEERBRED,
PR EA B IRBRINIEE:

B RERFELBAMNIEE, ERUTRIEESSEETTIREETR. RETRRANFZERD A M. [BE
BHHEES, FEFH—RIEAEFIERAAS SR HIA EBNFTRN

==
=

i

AMRFEFLHSSBERND, UTRFEEMTERERG, Citrix TERIEFETMRFEREAFISHY
IMBYRREES IS LABRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

fEREMRRIE SR SRR E B IHLERN X IEE:

1. BoriRmiESRHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%&7%F HideNotificationWindow ¢IE— 1=/ R ETMERDL

3. % DWORD &iREHN 1,

4. BEHE.

5. ENEMSIEMEERER.
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PR

o ERREANMIR (B0, ER|BEXNNHBEFER > UEERSMIET) BTNZENBAEFLESEF KR
BRBRY. BRSE: FoENRSSN (VDA) LHREHREREREA UAC,

« MRAPRKEFE LNRERRELNRSBIZFHNGR, HTR2RER, RERREHRENEDINE. TE
IRBIERERRRANBENRZ2EWD. ENERBTREATIE, BEHEHAERERZE.

« 72 RDP £i&, TR Alt + Shift RS XNERREFRR. BRAZE: £ RDP 2IEPRIESIRER
wmhEo

BEE
BEEETSERNERBAES. RABERT, BSEESERET.
AR
tkThieTE VDA 7.17 RESIRA _LIZTHRIEFAI A,
£/ GPO EIERIRAECEIES12:
BEEETNARFREPNEREBNIES.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ Ri2F A RIS R EERIER.
2. HIHENRESAFERET AT, BEEEEER > FMEEER (ADM) > Citrix A% > Citrix Workspace
> AP,
3. EFIETEERK,
4. EEERA, AREFUTERZ—:
s B-IBRENAEFRIERERESE,
o &, REBESE - BRENARFRETRREESE.
5. BENBMBE,

FERERAFAEREESE:
1. A F@EMXiEgsH Citrix Workspace 2R B E RS & EIEI,
2. RERENMESE,
3. EFEFEETF.
4. EELUTETZ—:

a) B-EBTEREHETRETI

2 -
b) =, REIERL - ETERERREES
5. BERE

REEF IR E R,
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@
Keyboard Language bar
Display the language bar in a session?
The language bar lists the languages that you can choose in an application
session.
@ Yes.
(O No, hide the language bar.
Save Cancel
AR

o AJLTEERRIERERIRE,
o MRNEFE—MRNES, TEESERFAERERETR.

T “BREER” RPREES AT
A LUEREMRITE SR B SRR P REE S 1280,

1. BErEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. glE—4 DWORD f&3# ToggleOffLanguageBarFeature, #IEHI8EHN 1 LUIE “BREER” KPR
GRS KT,

USB 2 #F

USB & #iFE1EEERl Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£H USB i & # 1T H,
AT USB IRIENEITEN, AR ZEEFRCEEEREZEEMEE. ITHAFIZEEEN USB & & aiENFIEED
25, HEEMIE. PDA. FTEDHL. R MP3 B3, L& TRITEN. Desktop Viewer BFRRILUER T A4
By EETEHIRE 7 UTE Citrix Virtual Apps and Desktops #0 Citrix DaaS E£f#EH USB i&#&.
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IESMERBIBRIEIRS SR LAN IREHRESHF USB AF & (FIMMEEEN. xR, HESENEN) hHEnSE
EIhEE, BB AYRXEIREMAIEN Microsoft Office Communicator #1 Skype FH 4 a#TRE

EMNAEFMNREIEERFFUTRENIRE, FILAER USB 245!
o B

o AR

- BHEEF
AREA USB & (1w, Bloomberg #4401 3-D B45) EENMER USB %15, BXEE Bloomberg &M
B, FBAERE Bloomberg ##

BXAEMER USB REEEEREMUNER, BSRAFMIRPOXE CTX122615,

ZABRT, FZFFELLEAM USB i&& &2 Citrix Virtual Apps and Desktops #1 Citrix DaaS #1TiZiZiEZ,
Bign, AFETRER BT AER USB EEIIRARM NIC, REEWXMIGEHITIEREE, RIAMBERT, FIEFEEMN
AR REm=IERERLUTEERN USB i&&:

o IEZFiERACER

o &8 NIC

» USB f428

+ USB Bz &ECs

ERRIEASEN USB REFIRIZER, EEARETTETIEER,
BIAERT, AR TR USB &R FEMNARFSIE:

o IEPFiEACER

« &8 NIC

+ USB &428

« USB EfZ&fcas

o BIIRE

s RBEHFMHRE
USB Z#HI TEA=:

BN USBig&E/E, RARKRE USB RESZIREHTIRE, RAW, NWESRETEEETEMKE, RN
REIELERILIRE, NRREAMIEPER,

BFiEAN USB &N, AR ErEN, SHAFRRINMLE. BRI UNERSOERNBIEHLE USB ig&iniz
ERIENSHE, E, BPAMUEE USB X, UEAERIEZAMN/HIEREENNME USB RE&HEhinie
EREIR A EMN R E.

AINER T A VFERZR USB ig& 3k
#AIABY USB SRBEMN 72 FER R E X5 USB 12,

BAMTIRFPTIHTXE USB ig&%E, EHERRLEXRIABFEHTIINCERA REENNBEFMNKESERRTH
ITRAEERE, b3 USB R&FEFIIN TR,
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

=3

AR
HEeE g% (10 VOIP 8iF), EE#HITHIIMLE,. BXIFAEE, B52RMIRH0XE CTX123015,

o YEREEOIEE (X5 05) - XLGERMFARFEDRE (HID), B2EFRM “SH” MAZtRG, HEE
BEHERBRIGUF. BorFaMNERBERAAER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXEHAER EEDHIY
(PTP) s iAfEianil (MTP) SEEEHIITENBHAING, BVETEERRAXBTEFHIEE, AL
LB A B SR HH R ER AR EANUEREPE—X,

AR
MRENETRAARBEFFIRE, WNERAEFIHIKEhasET, MAEE USB i

o TEDHL (350 07) - BAFLITEMERAENEFFENN K3 ), BRAZEITEWERNESTELLLTP,
ZIREATENN FIRE R AN BELBREE F18E. EAXBMERT, TEITRBEEMAITEINE, ARREET
REREME, fii, s#EEGME,

FTENVLEE % E USB <FER Al LUER TR,

=

AR
g (F 5 R ABHETHEERNITEIN) FEHRTHIMLE. BXRWA, HSRMIRFOXE CTX123015,

o KBRETFME (£5708) - RENHNABREFMHIRER USB AEERHZE; HttkBEFMIREEE USB SNEIE
#Ixzhes. CD/DVD Ezp2Efl SD/MMC RiEk28. WL ENIHEFMHINEMNGSHRHATEEFMEED, QEE
BN BEENMFN. KBEEFM (X 08) FEATEMNARER, RAXEREETENNBEFFPRA
£/ USB ZHr#tTimigi&ik., BXNFEEE:

01 ZRHNFIRE

02 #2845 CD/DVD i&#& (ATAPI/MMC-2)

03 BB HIEE (QIC-157)

04 saBYpyR R Ixzhes (UFI)

05 saR A2 IR =38 (SFF-8070i)

06 K& fEMA SCSI WL T RN ABEFMHILE

BEBELT, TLUBEEF RSN KILDABEFMLE, Bt USB ZRHFZHHEN.

« NAR2M (X5 0d) - RARLMREFTUMEBABRIP, BERTRIPFTFISBFRINVEE, XOE@MH
RIFEE,

o MR (33 0e) - MSAAKTREF FIREMMH MR XM BIRE. WEREN. LEIRAEN. EINIALE SR
2. FLBMEESRFIRE UR—EXFREEDEN.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 181


http://support.citrix.com/article/CTX123015
http://support.citrix.com/article/CTX123015

iBEAT Windows 9 Citrix Workspace R BiEF

BEE

REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

PABEFRE K5 0f) - XEQEIEMEERE. OXRENR. FET. HREVSNWEEHSFIAET
Ri#IRE.

RARFHHEERTE (X5 fefl ff) - 52 REERAHUBFHENNTKE USB BRERITEMRIMN, 1L
REEBERTARNEEE (K5 ),

BIAER TIESZERERN USB i88& K

#AIABY USB SREEFMINIAF A FE R L T REX5IE USB ik

BfEM CDC =4 (3£ 02 1 0a), AAIA USB SRESFAIFERX LIRS, AAHFN—MREAERMS ENR
S 8EE,

AEFEORE (£03), BaSMmATEL RS, RENARFEDRSE (HID) 81F: B2, BiF. B8
& BEAR. FREE. TR, RHEAEHIThEe.

F2 01 X#Fm “51S948O7 X, sMHREMBRATER,

BRIABY USB SRERF A0 iFfEA USB #8: (%£ 03, 701, i 1) 3¢ USB BiF (£ 03, F% 01, i 2),
XERNEMERE USB X, ABIREMNBAAESHITIELNME, hit, ERFENSEN, BEF
EAHEAMNTEERX LIRS,

USB &4 (3£ 09), USB EABAIFRIINREERTAMITEN. TRTEHRXLRE,

BEek (X 0b), BREFEFHOEFEMATEFRFENEMATERRRR, URAGRALEEREY
SR USB <R,

FILUERERERIZIEE RN NS RE iR+, MAFE USB x#%
TE&IEHIZ (3 e0), H—Lig&rIaiR X RAIMAKILE, HEERXBIINEIRE (GIMEFREBNET

BT o
#AIA USB SREEF AIFERX LIRS, BR, AERAKRETERERER USB SZHHEHIFRNR.

HttKig& (K5 ef, 7% 04) - Hh— L& rTRiR X BRAEAIE, BRIA USB HIRR A IFEEX LR E,
B, BERHKRERRERER USB SZHHREIHEINIR,

B AIHITIZIZEZ USB 1R&ETIR

HEERT Windows i Citrix Workspace M ABEFRIR X4 UEFHLniEEZIfmA USB i &rERE, thEH
AWEFERAFEIETERT Windows B9 Citrix Workspace #1TE M, XA T BEREMN AT X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PN RE U E N

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

BIDGREF mA AN,
Bx USB IR&HRISEMNIFMAES, BB Citrix Virtual Apps and Desktops st#r#y USB & & 5EIZE,

EA USBREETER

USB 2.1 XE@mAX%H USB EGRENIHE, BENFigEFBEE— USB SAHZRNER, HEREXAREN
BN Z 840, Ehm—E0S 00-ff BFRRENFigE. IRREMESHEMIBIARY USB ig&RMHM
#EY USB SR A FEZR USB S4BT E.

ALREERhER EARMNE S IRER AL ENENFNUTIRE:
s BNMEAUSBiE, &
o —HHRUNFIRE (FDIRE)

¥RES USBig&EE, BMRERWIHERTFATA, BRERHELLENGES ENRENARFEAMERIRE, SEMRK
89 HDX imi2{&IaFrER#Y Citrix Workspace B i,

NFHEMTEIEH, BERERHZTIREM HID 238 USB BNIRE. MRBMREEAER USB @iE#74#
£, ZRERFEEIMUN HDX TINEEHITEER, B2, BIMAH HDX FMEBLETINE, AIUKRRE
358, XS5ERFHNIREMENZFBEDER USB ZEERLXNERAE. t1THEE N USB ESMMNaIREHt,
AARBNIETREETRACESENMENAEMERENESREN IO, BHEIETRTXER@, ¥R
TENESKREN, ARR LAGREHBRITBER/TELE, ATERAENNARERF TR

EfpAXERE, Citrix BINERSESRE, HFANELAEHER USB@BENFED. WXENHEIHREAREMFIZE
IMRE P iR N AEFEER, SRR HDX &3 Citrix Workspace R AR, RBHMRXAIFEFER
RERRITEREHMTERIEEM,

REHN

5%M USB &&—#, EREEPIEEMLEMNRIER EHEF i Citrix Workspace AERFREFEZEATEL
ME&&E, Citrix Workspace FFERFERIXLEMMRTE 71 bE LEHILE USB & &H# L TR RiE,
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FSEANLEE—MEEXEF (Allow. Connect 5 Deny). — MBS (i) MRS HEZ N 5itm USB FREPH
EFRRE AT IERS Y. XEFBESHNETFEN USB REMRIFRESH USB gEMRTTTLHIE.

REMVZSFMNE—THHEX, £ # FRZEEUEIR. AE LM THITRE (RREREFER). KRS
REWFIEOLANE—FAN, EFAEEIRESFRONESEMNGR 2B,

Tl ERIN

o ALLOW: vid=046D pid=0102 # i@ vid/pid A iFEEILE

« ALLOW: vid=0505 class=03 subclass=01 # Zi subclass=01 B s iR 0505 BIES pid
« DENY: vid=0850 pid=040C # {6445 i&%&E (GIEFREFI&E)

« DENY: class=03 subclass=01 prot=01 # 84 {FFra it IR LA MFT B IR S

o CONNECT: vid=0911 pid=0C1C # s H B ehiEEis i &E

« ALLOW: vid=0286 pid=0101 split=01 # iF 5 38 & H R FFTEED

o ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHHE R 2iF 2 MO

« CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHF B EhEEEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # pA1EiZ 0 03 Wizt iAia

AT LAE R A MMERE RS HOE AN A EE R AYiR &

ORI BA

vid=xxxx USB i&#&#ME ID (F+75#EHIED)

pid=xxxx USBig&r=& ID (mufi+75#HIes)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# L)

class=xx USB ig&£3IMR83 (M7 K RE3)

subclass=xx USB i&&FHEMRED (M7 HIRED)

prot=xx USB ig &l AFg (A7t hlLE)

split=1 (5 split=0) EERIFD (HFFD) NERKRE

intf=xx [\ xx. XX« ...] EEEARENFEFENE (NESHRIMAI+S
#HEIREETIR)

BN SEEFGIT AHNE USB 8%, MRKIEEEASH, ANSTEAFZSHMNEAERNIRSE.

USB Implementors Forum S R BE XM, FERUKREE XHZEABPMMERNTIR. USB-IF ffimE
ME9ERE 1D IR, TUEEE Windows 88 EEEHeEER UsbTreeView EH BT AR B RIE RSN
. =& kA ED D,

LEAEN, RERTSBNERT USB E581%E. IRNSHREEREEVIERNIRDNEERRAERIFAENESISL
R,

o Split=1 KRB E SIREHNEE FIEOFERIRDIEERHITHE K.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 184


https://www.usb.org/defined-class-codes

iBEAT Windows 9 Citrix Workspace R BiEF

o Split=0 KRB ILIFHEEILT.
pE =
WNERREE split 8%, WEREER Split=0,
intf BEKERVIRENAIINE SIRENIEFIEN, NMEZE, ZREENAIESRENMEED.
ZERMEHARE=MEONES USB BENIGE:
o 100 - BMEISHIHS
o 0O 3-HID Kig&EIma (FEMEHZRH)
« OS5 -E8/FHMEN
EBINAE R TR R RIS &R G 4E
o CONNECT: vid=047F pid=C039 split=1 intf=03 # s iF7 B 5hiE#E HID i&%
« DENY: vid=047F pid=C039 split=1 intf=00 # E4 S 5fiK=
« ALLOW: vid=047F pid=C039 split=1 intf=05 # s#iF mgmt intf BFR B shiEE
BRISEMN SRS
iEATF Windows i Citrix Workspace M AEF EE—HIINEEAN, XEMNEALTEFERTEMNILEE, Ha
HERATFEEBIIEELET.
AIUEUT RS EMRPIOE LT EIALEFN
o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 fi Windows) &

e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
fiL Windows) , %% DeviceRules HyZF#REF,

B2, EEATF Windows 8 Citrix Workspace R RIEFH, BT USB i& &N 5RAsRE X e BIARN,
ERERTF Windows #9 Citrix Workspace M ABIEF B AIREMNIGEE, EHRTUTERE:

. BidEfT gpedit.msc 77 Citrix Workspace N FBiZFAREEIT R EIEEIR,

ERAPRET AT, HEEEER > Citrix A% > Citrix Workspace > iZi2iEEE P iRig&E > &HA USB it
ik,

%% USB i& & HINSRER,

#EEREBEH.

7£ USB i &#MNIXAIER, M (HEERE) EIER USB &N,

R AME.

!\)I—‘

o AW

Citrix BGOSR AR B B F ImH A BIAMD, 7575 N ERIREA N H NN IR B EE KT,
Z# USB %%

HERERIER, 759 USB i&&7E Desktop Viewer EVIE&E T RR. tboh, ERILIMEIRT > &&HEFKS USB
o
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

HID Device

Audic Device
Manage Devices
=z

AR

CONNECT x#gFniFann&EiE USB i&%E. BE, NRIFHES USBi&EUATIER USB EEMEIKRFEA
CONNECT *%=, NH%FM Desktop Viewer siEZEROLFINERIZIGE LIEZE R IFRIEE.

ENARFRIER, 759 USB & B REEERLH,

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \\Remote i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

REIERED, BRITUTERE:

i&AF Windows 9 Citrix Workspace RZF#2R 2109 5| A# CONNECT X®BF A BHEER USB &%, i
REBRAFRETEENEOEEP B NERE, CONNECT AMATLIE#R ALLOW L,

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 5SS R EIRIRR

2. TRAPREETN AT, RESEEIR > Citrix A% > Citrix Workspace > imi2iEEE A inig& > &M USB iz
TR,

3. &4 USB 18 & M EREK,
4. EEREBR.

5. 72 USB g &EMNIXAMES, FINEB=NEEN USB i&%&,
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a0, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ¥k E &1&&UKEND 00 71 03 &AM
BEnER, HRFIZKSHEMED.

6. BENAMEERFILRE,
B2 USB ig & B ohiEiZE ik

Citrix Workspace N Bi2FiRIE A Ypi KRB AR E N E LR B ohiEiEs CONNECT #2/FRICH USB 1&#&, AITE
Desktop Viewer T 22 EXNEED, N TFEFT.

o = 1 ]
R} L
Home Cirl+ AltsDel Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

l'|'1 i': | |||'I':'| s Arvcl W e D arms

Session Settings Global Settings

() Connect automatically Preferred Webcam
() Do not connect Automatic

@ Ask me

ni.Ji1 al cameras and scanners Relative Mouse ':u-".1'||._;~.

) Connect automatically [ use relative mouse

) Do not connect
®) Ask me
veneric USE devices

[[] When a session starts, connect devices automatically

[[] When a new device is connected while a session is running, connect the device automatically

EREISNENEEEET ISV N EEELRRER/EIEDFohERE. RANERT, TERAXEEE, MEXMA
BohiEEEA USB &%, AJUERE LT,

HE, BEATLLEIM Citrix Workspace AR AR R EEEIRBERNI KRB EET, aIME
HIPIRIR > Citrix £ > Citrix Workspace > iZi2iEEE A ix1&%& > @A USB T2 iEE THEIH BV A 5.
AR AV ERBE 2 BIFRIC A “BlE USB i&&” #1 “# USB i8& ",

BIRDIRERINGE:
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BIMERT, EAT Windows By Citrix Workspace [ A2F {3k 2 7Ei& & MM REAFIRIE A Split=1 WE &% &,
B2, PJUERBINGHW LIRS FIE RELERIZEANRER Split=0 tFiENE&EE.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F 4 RIS R EERIER.

2. TAPEETN AT, BEEEEIR > Citrix A% > Citrix Workspace > iZi2iEiEE A inig& > &M USB iz
1REE,

3. EFIFDIRERK,

4. EEEBR.

5. BENBMMBERFICRE,

} =

AR

Citrix 2 EAERXIREMNRIRNFTEFRIPFERERIED, MIFBEXEINRENN. HIRESTERRIR
ARFA,

PR

Citrix BWEREIFDMEBEIED, BRSZE: ERBA USB EEARZREEEAIRENMEE. BEIEM
HERtEE, BEAMIERIENEE,

Bloomberg ##

Citrix Workspace M Ai2F XIS E BN BiEFMKERIEFER Bloomberg 82, FrRvAMREIEMGRE, AT
FEREEAT Windows 1 Citrix Workspace M Af2FBY S & FER MK mERE A Bloomberg #&1haE,

StnfgRMEtt, Bloomberg BEBMHEAMINGE, BIAYAFHRUSHHBBEHRITIS.
Bloomberg #&BNEE— I shell FrIZA USB i&&HEMR:

o B

o $ES0RENER

o BIIRE

o ATRAEXEIREERTIRARN USB 4=

« HID %4, fIIEMENHE. AEZEMPAREE

BT XERENEMINGESS, SIMRERIFRLRGE. REBFMHMER LED,

WMEEMEINREFN USB 18E, FREIEFERLTAE. KEEMAIESMKRENTIETA, ERMEIEER
WERTEMRE. I, TRIMERES—IRE—EXAR, FRESIIIEZER-E,

TEIER Bloomberg BE#ITZ IR, ZRENERERIEFER A EEER,
fir = Bloomberg 55 5:

BiEATF Windows 8 Citrix Workspace RZA#2F 2109 hiit2, 5IAT—1## CONNECT X#F, UAWERIE
Bahfig&iE N BEpiER USB g%, SAFEFE USB w&suZOBahiEEe, aJUER CONNECT Xi2FEHR.,
ALLOW x%2=,
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} =r

AR

Citrix Virtual Apps and Desktops 2212 kgzs##y Studio F5INT “GEEEEMURE 2” F, TEED
iEAF Windows B Citrix Workspace M AZFHHNE FindRIEREE Bloomberg 5 ###. BXE L4
58, 152 Citrix Virtual Apps and Desktops xx#HryE s USB IREEEEMN (Arzs 2) o

S FIEATF Windows 89 Citrix Workspace B RIERFhRA 2212 ZFifhkas, TSR T infmEEHE CONNECT X%

=

F:

[y

. @iiE1T gpedit.msc 1777 Citrix Workspace R 2 F4H5RBE X R ERIRIR,
. EHBENEET ST, REBEER > Citrix 484 > Citrix Workspace > ini2iE & P inig#&E > @A USB

A2 ERE,

N

w

. ERFDIRE R,
4. EERBEBR.
5. 72 USB i@ EMNXAMES, RMUTAY (MRFEFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 £ 44HEIRFI1RIR
+ DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 &
+ CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 2 HID
« DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 & Z4hi@iE
+ CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $&=47 HID
AR
MITREADSETRTARAN, AFREITHSITIMRE,
6. BENAMEERFICRE,

7. AEETREOR, ERERATF, ARBMETSERREERN—NHRITEEE, HEREOAIMEEL
BEsEREER A,

i3 #24E Bloomberg %4 5 AIEERA, XESEHIRKRE DENY MUGES R |MNZMEERELEBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMESIER. #E FARHRIRR UL S BEHE
KEVIZ R,

it E Bloomberg 5% 4 3§ 3:
IJ\I|:,\

AMRFEFLEESBERE, JRBEENRERERA. Citrix TEHRIEEIMRFEREHAFILYSEE
IERREB S AR, EREMRRIBSRTEIENI, EREIMRZE, BSLHTED,

1. TEEMRPIEEILUT AR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

2. ITUUTREZ—!
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o EEAILkINEE, WFAEH DWORD. ##4 EnableBloombergHID (95 H, EREIRERN 1.
o BEXFILTEE, BHREIREN O,

EATF Windows BYBXHUIES 11.2 RfE4hA+iRft Bloomberg 85 3 &%,
Bloomberg %24 4 Z#5EATF Windows Receiver 4.8 RE=ARS,
MmEREEREA Bloomberg #E%F:

o ZIOEBYIEGHPIEBAT Y Bloomberg #2195+, &1 ZE Desktop Viewer dnfaks Bloomberg #
#ig#, MRKMEM Desktop Viewer, BILUESITHAIEHITEN LT MR,

« MRKBAX Bloomberg ##&1%#%, Desktop Viewer i Ex:

- WAMT Bloomberg %##& 3 1i%%, £/ Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg #&3547).

- — M ERBBEEMMNIEE AT Bloomberg ## 4, 1thi&#& E /% Bloomberg LP Keyboard 2013
(Bloomberg LP $## 2013),

« MMREA T Bloomberg ###11%, Desktop Viewer # ¥ ERMMES. EP—N5UT—HETAH
Bloomberg Fingerprint Scanner (Bloomberg $5843#1Y), 5—1"27% Bloomberg Keyboard
Features (Bloomberg $#&IhEE),

« WNRKZRH Bloomberg EXAHIGLENIRENIERF, Bloomberg is83# X% Bk R =7E Desktop
Viewer 2R, MR/ Z%K B, Bloomberg is AN ATRE L A HITEER. BMAUKRERAT
Bloomberg ## & ###9HE th Bloomberg i&&#I &R,

o BRI EFMRFE, UBINESEBAT XH:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MBEEREEHERN O (T), NWFREE Bloomberg BRMNZH., MREHN 1, WIEEAZH.
/2F Bloomberg ##&%15:

3 =

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices HEBE5I N T W E &IE&EN L1, BF, 3 TF Bloomberg
BE 4, T AER Bloomberg SBERINEERAE LLHRES,

5t Bloomberg &M% FHEHNERL USB REEERFRENS R, RMNBERTREALZR.
o BERLREMBBALRE, BEELYEH<{THE ENABLE_HID_REDIRECTION EMMEIEE N TRUE, Fii:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="TRUE"
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o EREBNBGERAXS, BHEEETHNEGNRZHH Windows !

1. 377 “EMREER,

2. SMBICT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. W%1E EnableBloombergHID =7£, &E# T8, LUEESUEN Lo

4. wNRfE EnableBloombergHID R7%7, &8I —1%& % EnableBloombergHID # DWORD f&, #
RIEEHUE Lo

23t Bloomberg 2% #5:
BT LRI TR EB NG R 2 A% Bloomberg &Rz 15%:
1. FEETRNEG RGN RFRIT M REES.
2. SMMBITEMRI
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
3. 3R {E EnableBloombergHID =7E, iE#1TER, MEEEBIENO0 (B).
9NR{& EnableBloombergHID ~#z7E, MisnRAKEA% Bloomberg BEMNZ R, EHEERT, FEE
EEMEMRE,
EARERZIFNERTER Bloomberg 4!
o AIEBHIEG PR E A Bloomberg RS IHHNER TEARR. B, TEESMRIEZEHEZZ AL,
HE T RERIB T SN &S B INAYIE) L,
+ Bloomberg & E@zRHNIAARSEMEMRRER, FNEERITERFHIRE,

o W% Bloomberg B2 FMgEEERFIRIET, 7 8EEAE A Bloomberg &%, INREEHHZ Desktop
Viewer, M2 USB i&&M%IEH2#MILEE#, 7 H Bloomberg 22 S5 t3t Bloomberg $##
BMEEE R

o BIBIEEETEME Bloomberg 18803, FREMEMIESURENEE, MRKIEAMREIRLURINEHIIRENIZ
F, RERREETUTAS:

- MRFBEANIEFIEE N BMERLE, HE

- UATRPERRTEERS.
s, MRERIRIFEZFIEERE Bloomberg 8%, HEAMAEFIEIESURINSERDIZRF, IESURMBETRR
BR, #EESIEPTEER.

AR
sF Bloomberg 3, BEANRIFRAMAL ] UEAIESORINEE, HETEHRZ, ik Bloomberg 4 #17EE
Mo

BERXZFEMH Bloomberg H#:

o MREBRNIEGFEAT X Bloomberg BRI, BREBESIEFHEZLTHBRE. BEEDE
SR I AP H BE AR AV 1) o
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« B Bloomberg #&£M % FEMHEIEEE R Bloomberg #REMigE. MEXARE—IHIEE. NRE
fEARIZE Desktop Viewer, Ltig&#iA “Bloomberg Keyboard Features” (Bloomberg $g#1h8E). &
EmELig & AXERELZ A Bloomberg i,

B F Bloomberg #& % #5X % Mm% A Bloomberg 12BN FMiE, EAfASERBNESOENENHSRNERE
Bz #EEd AR,

HDX Plug and Play USB & EE @

HDX Plug and Play USB & & EE Mo EFIG &S EEADIRS 2. BEIGEOEEN. Q@0 EEEREN
POS i&&. EBRAFFILUREIFMEIEN—LIREHITEER, TRSSE LRERIERETRFIRE LN AAHRE, RED
BETMAIRE. BXFMEER, 521 Citrix Virtual Apps and Desktops 3c#sgy USB & A iRk a2 E T,

BE:

NRERSF[/HREEFEAT Plug and Play USB & & EER, AR EBEZZERKILE,

AAaLtE Citrix Workspace W BZFHENIRIE B NAKL A TFHIELIRETECAHE EENEZISEERHITIR
T WIEBERFMERFERUILE Z EEANIEE.

K& Fin COM imHBRgT 2IARS3 28 COM imH

‘I EF R COM RS, EEMERKATLUEASAFIRE COM imOEENIRE. B UGREREAEMKZIRS
AR R X EEBR Yo

AR RRE OGRS EF K COM B0, teUFAZESE (RiHRS) BEEITASERARKRESEF I
COM mOBkst, BXRHBEMIES, 1520 Citrix Virtual Apps and Desktops i,

5E:
COM iROBRET5 TAPI RER,
1. 33F Citrix Virtual Apps and Desktops 2&, EEAEF % COM mOEERRIILE,
2. &% Citrix Workspace R BIEF.
3. EdCRTEAOF, #A:
net use comx: \\\\\client\\comz:
Hep:

« X NERSH/ LN COM KOS (xH 12 9 BJATFREY,
o Z NEMSHNE K COM ix0S,

4. BEMINZIRE, BEEGSRABEODREN:
net use

R ERIRGAIREEE. LPT iiOAeRET89 COM %0,
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EEENREINAREFPERL COM RO, BRENBAIREREMGNIED. F, MRFEFFiE LK COM1
BRETEIBRS3 28 £BY COMS, BAERIEMEREH COM irMig &% EE COM5, RIS COM imHOr, maIETERE
BAFigE LR COM wmO—#,

it E USB &4
AR
o EHAARHLEERT Windows B9 Citrix Workspace W RI2RRY, #Z@Easit GPO Fifk &
WM. BxEZEM GPO FFIMERXHHIFEER, BSRNERKEEREEER, XNTHE, SARH
XHHWEREFRERENEILE.
o ItkThBE(NTE Citrix Virtual Apps BRS328 EaT A

BECE USB SHiR%E, BHRITUTERME:

. @iiafT gpedit.msc 77+ Citrix Workspace [ i AHERIEITR EEIER,

HFIHENREETAT, REBERIR > LHEEER (ADM) > Citrix A% > Citrix Workspace > B,
REERETER USB EEmEHEM.

RIEIRE,

BN AME,

UEERRERITH cmd =BTFo

BT TS

gpupdate /force,

!\)I—‘

o s~ Ww

RBEFERE

ERTFABEFMILE, BT USB Z#sh, ERILUBIE P inIRches st #HITIRE R, BB IERT
Windows £ Citrix Workspace [ B2 RERIZEEE P IHigE > FP mRsas et s ERTEL B, AL RER
B, ARBERE, APIRE LIRS E 5NN T RIS E ERIREhEEER, XLIRTE 2R B G IR AT
HNHEXHR,

MRS E R R Z AN EEX S0 T

ThaE & P ik IR oh 8% Bt USB % #¥

FINE B A = £

AIECE QA RIR = ES

AERERE R 2RERRE S NRAF2HERAKETZ2M

BREEME, MKy “R7

MRENEAT @A USB MEFIHIKch R RREE, HESEHBZABARNREEFMIRE, BELAERATA KRR
B[IRGTHITEER, AEAEREL USB STHHHTEEM. MREIEFHBZEBAZILE, WIFERER USB 2
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HITEER, ARTEERERET P IHIXEhEFRT,

& P im IR ah 28 BT

P IRIREHERIREGY ST N R P i Z B LURI L kiR, X FRENFAHEMHNMEELERMG. EEFE
FRET R A BRSNS B SR AN IR IR L FanE =R

AIANBRT, BRAILLIEE.
BEAIINGE, BREUTEMERD, AREHBMRSEE:

B%1F: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#F: DisableFullStreamWrite

284 REG_DWORD

f&:

Ox01-2H,

o XxTH-BA

iEATF Windows i Citrix Workspace M BEFEZIFEAFI& S LIEHEE, UEXEIGEFTUESEDER. B
A LAIT LT IR(E:

o BERAtISE AIR 2R FTENHA COM w0

o ERIESZM Windows BIMGAR 22 8381 T BT tDANRENG

o WIFMASERERNESN (REFZH.wav XH)

TEREEH, Citrix Workspace AREF MRS BEH A AT iHEsp2E. COM O LPT . FIAER
T, RGEREF REEIRIRI FIARSS SRR ETT, HARFIRFTENNICZARSSERITENAY, XER P IRFTENYIERR
BEERERISE, XEMSEYARIEHENIFAFTR. ENSTERFTHEEERMEG, HERRT—RER
N ipelFe

AIUERAEEARISIEEMSNEFILE, TEESRENEHME,. FXEMES, EH2A Citrix Virtual Apps and
Desktops x4,

RRAFIRERS

A LUER Windows Server Manager T AR ERFI&EME, HhaiFRohas. FTEIHMEOSEER, BXAH
HRINIFAEER, 1FERTELEARSHMEX .

EEREF XM

BERRXHREERAE T EENGHRIEFIHRFAHXENAR. ERSSELNEAEF HESERITET, TR
BHWE2FRBEARBANE (UNC) HEaMMERIRIE. YEERSELRATEFHXHREER, HEAFEA
Fig& ERETEFPIHRXHREERN, KEERAFIEENED E5,
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RERAFPEENXHERZEAN UNC #ZERERIEAN, MARBTHAIRE LNTEBXH RS, MRETIMRER
UNC $##%, BEPmXGHEEERIERNERAMFNNIRENE. BEXFREE, QENANAFREERERTFIRXHREE
@, &8 Citrix Virtual Apps and Desktops X4,

B& P imIXchasiR ey B ENUIRIKEHER R TT

& P IRIREhER AT ENIRA IR EhEE R T EE M E A P18 LIRENES. FIa0, BTLUE Citrix AR RIEHRH H Rzh238
52T ERT Windows 89 Citrix Workspace N RZ2FHB P& £/ C IREhES,

B P IRk EhER AT BB B FiT A Citrix REEEMREF . WF “XHEER". Windows HREEBFNEHIR
BEFMS, XEMHNEERSEMEMMKZRITBE

ARELEF, AIURAEENRENNAEFRSS[EENEE P HIREhE B eiRE 2l — A4 ENIRESR R, K
INRERITIZS M V FHAREIF RS 2 Bcth & F i IR chEsRIR RS &1, MMAS P EER=EFM CD-ROM IREh2s
DE—NE=DRRNT. (MRBRHB[BOR T HRBNRNRER.) W EERERRAUTIERNRRE

B P IR AR T AR5 R mnET AT A Rk

A A
B B
C \Y
D U

AT ARG EHITECE, FRSF|BENBRENSEFIHRHREFALEARR, B, RSBEDHFEFEELNES
HYIREhER R 1T

ETHIH, BARsSBMIRENEE C s M, IREh28 D B0 N, X#F, BPIHISEMAIUERARE C 1 D Bmpes, X
BAERERIEPEI LT IREhE5ARET :

B P IR ETT ARSSeR @ AT AR A1
A A
B B
C C
D D

BT EHRsS RS C NIRERENFEREIEREN. FEEMEERZEFM CD-ROM Rapsf B FIIRIRFHTT
i (fign, C>M. D>N. E>0), XEIRENBFEFTARESEMIBHIMBIXEERIRGT L E S, MNREFMLEIKEH
BRIREY R 5 ARSS SRR AR AT AREIRVIREER AT, LR IR BhERBRETIE Ko
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MRFEAT BoEFPHIREMRY, SUEAFRREEEIRSBSEMEUTFP IR, RIARBEF HIENER,
EENRE, BEEZERERS RHRS) RETR. WaEAREREFITHIE RIS SHMENNAE, BXE
BREYI¥4RE S, &80 Citrix Virtual Apps and Desktops 32,

vPrefer Ezh

ERHRRRA A, ATLLUEE7E Citrix Studio 18 E KEYWORDS:prefer="application” Bit3ki5E VDA L REMI
FRREFREFG] (FEASEPIA “AHE6)”) BARETELGHNNAEF B,

BiRZE 4.11 8, EWER5s (B Citrix Workspace MBEFERERIEN VDA LisfT) &, EIER LUSH
Citrix Workspace M BiEF 2 S B5h:

« VDA ERENNBREFNAMIE ORAIFASMTBEFER) %
o NARFIEEEL,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 RE = R4 AT,

BN BEFER, Citrix Workspace R RT2F1§i2EY StoreFront AR 88 EEERE FEIBFHER A HRIE vprefer
RERMAIRE, Citrix Workspace R EF7E VDA 9 Windows IR IERN AREFNRERR, NMREE, U
B ARFRAMSEG, BN, BEehZNARFNIEELM,

MRE B BEEFARTE VDA L, Citrix Workspace M ABEF GBIt ENAERF. B StoreFront {fagtiE4s
HEEHRFAES, B2 Citrix Virtual Apps and Desktops XA4shEyiEH B & S E LA AEF B i

MEARFEE VDA LB AR F M 4 # LI, & 1E Delivery Controller £ A PowerShell % Lo-
calLaunchDisabled i& & True, BXi#4ES, B5 Citrix Virtual Apps and Desktops 344,

HEIhEER BN F EBINRE B AR AR, MTTIRMEMREAF AL, AIERAAKINR (GPO) BRERN Hi#T
B, BIMERT, vPrefer (RIEMEK=HRPRTFRARS,

=

AR

BERF R RE Citrix Workspace RZFAEFRY, #mzst GPO FilRIIRMIVRIRX 4. HxmzAt GPO H
AMERXAHBFRER, FEAARBNRERERER XN TAHE, SHEIXAGNIEPRERENEGIRE.

i@idiz1T gpedit.msc 77 Citrix Workspace R R#2F GPO BIEEIR,
AEHENEET ST, EEEEER > Citrix A4 > Citrix Workspace > BBIARSS.
%3 vPrefer 88,

EEERR.

MAVFR BRERF THRIYIRSR, EFEUTRTZ—

s AFFRAERNBRER: ETEEE VDA LHFE N AR AT, Citrix Workspace M REF#1E
RERENTARERF (BFEE4. HHE. 5FIR. HRTEOZELN Windows ARER). AfE,
©i%7 VDA LBzl BiER, MIFERENBRERF LB,

s AFERENNARRF: ETRE5) VDA LBERENNARFNAMSEA, MRNAEFERTEE
VDA L, NGBt ENBIERF. BAMBERT, 4 vPrefer HBEISENECEAN, AFERENNAR
FELTFIEFRS, LETFIZEAR. iTEB/ELRN Windows &IERFR AEFHPRTE N

.U"PS*’!\’!—‘
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o AFNEBNARER: ETUE R MEHZMLE T LB RN ABEFBIKA,
6. BHNAMHE,
7. EfRMRIEUEEREN.

PR
« JEATF Web 89 Workspace Rz ItbIhAE,

Workspace &2 &
i&AF Windows & Citrix Workspace A2 z#5r s Citrix Cloud AR Hiy—INsl 2 AR BT IR B EC
& Workspace,

Citrix Workspace [ A28 8 At 2R PRSIV & TIEX &R, &1 Citrix Workspace R A2FEHRY
FrE#F I 1EXZFREYH Citrix Cloud Workspace (F5RSIRIER AL,

THEXEFHRFILEXKBRAEN—ES, BIZBRAE, |T BT eMREMEEIREHIRNBEFNINEE.
ItRBEBER T EXAREENITIRNEERZMTAEFHN—1 TG, LRAERHENK, FENMSHITHAEMNS, PrE
HAMREE LESBEMET, fli0, tREAIAEREREINIET “StoreFront” kA& “Workspace”.

Citrix Workspace ot Q

APPS

Apps

All (16)

Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

] 3 ? S 6 N\ ol

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

v 3 E

Word 2016 Wordpad

Saas WHEER

5t SaaS MARERFNR2FRRMETHAFRRXNELHMN SaaS KARFNSE—AF 4L, SaaSNAEFS Single
Sign-On —i2ig i, BEERAMETURIFALNMNENRLAF RERZTERENLBEEENESE. EEATLED
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W IERTREE Web ihs2F Web i 5358935181 R LH L B #Y.

i&AF Windows B Citrix Workspace 2R #5@:id Citrix Secure Private Access £/ SaaS MAEF. &
WZARS, BERAIMIREERRONZRMAL. 56 Single Sign-On UKRABKRE,

Mz=3Xft SaaS MAREFEBUTMRE:

- ICEBSR - 5TRE. BERNER.
+ Single Sign-on - £/ Single Sign-On BM\& R,
o ERTABERAREFMIERR - A5 S AR BREF#HITE T ERNECE.,

Citrix Workspace W f#2F £ Citrix Enterprise Browser (L#i#F7 Citrix Workspace Browser) EEzh Saas
MR, BXER, E8# Citrix Enterprise Browser 3%,

PR

1. BRIERATIEENARRT THNERTNAER, ARERHNNBEFFHRITITNG S, EIMHARLUR
7z PDF. RT3 BEFRRATHINGE, BRBITENE,
2. MAREFPERNBASAR] SE R EEA.

B Workspace EEER¥AES, 520 Citrix Cloud 89 Workspace FB2E.

PDF #TED

iEATF Windows 89 Citrix Workspace M FBiEFZF1ER1EFi#1T PDF #1160, 3&@id Citrix PDF 3@R#TENH IR =0T
R, A LUTENGERA Citrix Virtual Apps and Desktops #1 Citrix DaaS LBt E R AIEF K E/E s,

LIEMITENIHEIEF%4Z Citrix PDF STEDHETRY, $TENHIRENIZR S50 PDF #¥%1tt PDF fFAEA#IG
o /gt PDF RfEMEIAN PDF ERBBELUHITESR, HMAEMIERAVTEIITEN,

Citrix 2R Google Chrome 341885k Adobe Acrobat Reader &%& PDF,
A LU7E Delivery Controller £f#R Citrix Studio EH Citrix PDF #TEM,
NEFM:

« Citrix Virtual Apps and Desktops 7 1808 s E= ks,
o BREEHIHEN LZE D RE—) PDF &E:S,

E/2F PDF4TEN, BHITLUTRME:

1. 7z Delivery Controller £, A Citrix Studio, EAMEERIEFRET R, PJUCIEHER, WUHmE
AR,
2. ¥ Bz=tlZ PDF @RTENVEKIGER “ERA",

E#ia5h Citrix Workspace B2 SIE UER AT E SE K.
PRI
« Microsoft Edge %88 Rz PDF ZEEFITENTHAE,
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& Windows Continuum £ Windows 10 9% [ 4R BB RS =,

Windows Continuum 2 Windows 10 89—IIhaE, ALURREFIRIRENEREE, EAT Windows B Citrix
Workspace B f#2F %1 Windows Continuum, SEsSEHER.

HFBATHMIEThEAEMNIEE, MRFAEERZHNET, Windows 10 VDA BUFRERIENEE. BEET #E88/ME
7, EUEEERERM. EFEAFAIRIESE E3E Surface Pro -4 —i8&MNREE LIFHSIEEREE, BEFIRE
RS EEmERZER, EXiFEMAESE, B2 Citrix Virtual Apps and Desktops XA a9iE B Tt FF1& &R
AR BB AR o

EERATRIEMENEFRIESE L, YIEEEREMEEI=IEN, Windows 10 VDA ERINIZEBEERE Y Fi%.
YEEEIETERER S BREH BN, WRHTN, I VDA LR TFEANRS. BRAILIEE, 1B
F Citrix Studio & iR BB AIRE T LR SRS,

TR R T EESTRENAFAE:

o TR,
s FERENEEHIFRENBEFEHUEFRITH.
o ESEEE “RE” i,
o MESST=rRIRR T EiR.
SERAREERANAFRE, EUGHREMNETN PC —H#1TXE,

AR

iEATF Web #9 Workspace 73z Windows Continuum Ihgg,

N BABEER

N BNBEERRMELETE VDA IR 2IMAFTIRFH Web T, tbIhte=tEA Citrix Workspace RZFAEEFERF
IRSEBICEN B E2IE|E, Z5IZESM URLIZER HTTP A1 HTTPS B&.

=W
A EABALEFIRIEEEEEME VDA R (UKRFERFIHEER) B Web IH,
B% Internet Explorer %885, RIRB/BABEEMINAEEZHF Google Chrome 38, NHBABEERINER
Web BN BEERIEFiHEE, FHeIZE Citrix Workspace A2 P ERNRIAERNI BI85, tLINAEIE ML
fEf. TTELEMERZMMHTIER, XEHET BN EERSHN Web 5iEm (XHREE HTML5 5t WebRTC
HShEY Web TUE) BIHIF P 450,
+ cookie ERIFRHAGFE: BRUHAEHMBHAKRN, RAFRTEERWAEE.
o NHBMESFEMRRIES,

BXFAER, BRI GERNTEEM,
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EENRNRABTEEREMN KR SE G BIEFENRER

B Citrix Workspace R F#2R 2303 ki, EREAETF Chromium Embedded Framework (CEF) #3158
BB IR EIREMERRER. ERERE, BRITUTRE:

1. sTHEMREESS.
2. S HKCU\Software\Citrix\HdxMediaStream &Kz,
3. SIBEBUTEMEMRE:

o EMRBAM: BCRProfilePath
o EMARME: Fr& <folder for CEF based BCRtmp files>

4. E#Es Citrix Workspace Rz LUEFHREI B E Ko

Citrix Analytics

Citrix Workspace M AR BL3H0M, AIlZ etk AEE#HE Citrix Analytics. B/, B Citrix Analytics
RSB EOMEERS. B Citrix Analytics B4z 8, B20 Citrix Analytics,

Citrix Analytics RS HIIERINAE

fEAhR 4+, Citrix Workspace R AFAI AR B RIMMEHK S LM IP ik Ei =) Citrix Analytics BRSS.
BRAEBCHHBSWELLSEE. A UEEE) Citrix Analytics RS DT IEEER TR B SHE IR KIHE R,
BUAERT, IP it BES%ZES Citrix Analytics BRS. B2, ErRILUERTMKRHmESRTE Citrix Workspace [
A2 2 AR,

E2A P it BEER, BESMEIUTEMREFZHIE SendPublicIPAddress EMRIIZE N Off,

o 7£ 64 {ii Windows i+&# E, Sfn2 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,
o 1£ 32 fiL Windows i+ &M £, SiF HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

AR
o |PitiitEm R EREB R THRHNE . RE Citrix Workspace N BEEFaEHEZNBREFNE D
[P sthik, {BELEMhA]RER AR,

s EHHAMNEFRWIEFR (FRTE Intranet Fiz17) , BHEERK S LI URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Citrix Workspace R A#2F&53 40, AIMUMEMI KRB ICA 2ifR 2B iR e Citrix Analytics iR

5o

B Performance Analytics fafEALLE SRFAES, BERREEBIIEZE,
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B3 ERAR

18X BARTHREARTE B B DS RF R P RE— ik RArE58EE,.
1Ex BAME AR BITS a2 BMNGRIEE, fId0, ERARMEAEENNS R, ZWEFEEEN. NAEFESE
HERRE BT, ENERIE 3D WERIGRY, SHIFENTFRELIFHNUETEX,

ABXS BARSTIFHR M T AT LB A MIREI 5 N RBR BRI EANET, FEAEAX RARRAMIREX RATRNBRI N A
EFREERALERE,

EOUESAFRMEXIEEM EEEZINEE, XS LIE BT HIThEER AT A,
AE
IEIHEERIEBE RN EESIETER,

INREMAFMREERR default.ica XHEBEZINGE, WEMERIFALRE, ZEENHARHA.

fEREMRRIESR I EARX BT
BEEZINGE, BERUTEMRINKENER, AREMBHIRE, UEEREX:

EFZIGEESIEEM LT, BRITUTIRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFZIeESAREM T, BRITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o &%k RelativeMouse

o A REG_SZ
o {&: True
EE:

o TEAMREESETIRENENLLSRST ICAXHIRE,
« 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXAER, RENERGESS
B,

£/ default.ica S HEC B BT

1. T defaultiica x4, ZXHEBEAMTF C:\inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, H sitename HERIEN HEIEENZ M. X F StoreFront &/, Bik.ica XHBEMT
C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, E# storename
BRIENAEER AHIGENET.

2. 12 WFClient &4 5 mM—1N32 5 RelativeMouse 89 R, FHEHEIRENS JSON MRBEMEE.

3. RIEFEREE:
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o true — B AMEXT BT
« false — 2 RABE IR
4, ERBRHEIEUEERENM.

=

AR

EEMRFESETIRENENRSRST ICAXHRE,

M Desktop Viewer /= B8 BT
1. &= Citrix Workspace M ABEF.
2. BHEAGHNRERIE,
3. M Desktop Viewer TR, FEFEIE,
EEHE 253 “Citrix Workspace - 35" &0,
4. EFEE,
5. EENBIFEET, BRAGHENETR.
6. BENBME,

=

AR

M Desktop Viewer ELEEX ARG ZINEE B F B8 =1E.

P fRES

i/ Citrix Workspace B fA#25 (W& HDX Engine 14.4) B¢, REBEZFFIHAIA, BIAIER GPU #17 H.264 f2
B, BT GPU f#i3r APl B2 DirectX MSRINE,

Z( A Citrix Workspace I BI2FASKI R SIEEIRE BEMHMENE, BFHRITUTERE:

i@idiz1T gpedit.msc 77 Citrix Workspace Bz Ri2FF AR R EIEIER,
AHENEET ST, EEEEEIR > Citrix Workspace > BF{£L18,
EEERES IR,

EEREER, ARRENANEE.

H N
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A Hardware Acceleration for graphics

E‘ Hardware Acceleration for graphics

Previous Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: .
All Citrix Workspace supported platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

BIIERTNEHN ICA ZERE T REEUKREEERATEAINE, HREUTEMRDI

JEMRZREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer 89{EX A 2, MEEHN 1, N
RNIEEFRAET CPU AUAERS,

fEFRREMHARRITHAERT, TRERLATRRE]:

s MREFIHERE TN GPU, #EEP—NERBEE - GPU LA FERRE, NWKER CPU 7S,
o &E#2 Windows Server 2008 R2 Eia#789 Citrix Virtual Apps BRSS 2384, iEAREERAF 8 Windows i&#&
LERBHARD. MREALINEE, NSHMERE ERXAR MR T F B R R R,
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ZRNBEA

Citrix Workspace AR X HZEFHERNBIN. AILUSAREMNZER XA T !

o SEEPEDD, IR RIEBIENME RN
- RENRHILAER, FIREERF.
o LSRRI S IARHo

Citrix Workspace N BiEEF AP A LUER RS EB S FREET L REREEIEZEMNEZERN, Citrix Virtual
Apps and Desktops #1 Citrix DaaS R Ea] LU fER Citrix Virtual Apps and Desktops #l Citrix DaaS &8
BRI A B SME R XM MER S

e SR
REZALIE/\MNETESERT Windows B Citrix Workspace MBEFE &R,
ZETREETHNS M ETEEBABREBMITHNIYE, E2iEiE, ERRATUAEEFRNSHENS .
KVETLUIRBUTHEMHARE S B RES#HT:

« 2REN, 2FEPETENERE, NARFUREARM—FEREXLERTEF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEMFAI—29 ERHYINE R E R Desktop
Viewer &0, BEXLERBNIESSFEEFONK), REEERKK.

« HORN, [EPERENETEER, NAEFFRETRIZNERSEF.

Citrix Virtual Apps and Desktops #1 Citrix DaaS: ZHFE—42E (WUEHH ‘SEA”) FPHEESEMEREE
B, BOKRERRYE, 22EsBEHERNEREER. NRERBRELAT, W—&&& LAUETREZTEINEE,.
MRENNARFNRERIEFERLE LNEERE, ZETRRRAREFHNEERE. TN, REPESRIWE
TR AER RS,

BEAZEREXH, BFREMTEI

s APGERENZIHSTERS.
o BRERFALNEISE EReE. £ Windows F& L, BERIERTRET RN, BHEIEE > RAHBEEE
™ RERIASITERSERTRMET.
o WNEIEREBZE:
- Citrix Virtual Desktops: M Citrix I+ B HMKIGE “ERAFRE" KEEEBF AR,
- Citrix Virtual Apps: RIEEZREER Citrix Virtual Apps BRSS 28hRk 7 :
* {EA Citrix BRI E “BRNERE” RELE B NERS,
* 1£ Citrix Virtual Apps BRZ8s80 Citrix BRIz HI &, %%, AREISERPIER:
- BERSEREY > BRFTE R > RS2 INE > HDX Broadcast > 2/Rsk
- BERSEEM > BB RN > RSRAMIAME > ICA> BF) #
* HBATENRIENERNRARNT.

i

REREEEEBA (ULKBRE), UREERBNELAEF. NRIKENEFBKR, EGHEENNNELTNAER
ZRBIFE—EBD BRER.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 204



iBEAT Windows 9 Citrix Workspace R BiEF

EXR S es L fEA Citrix Virtual Desktops:
1. %#% Desktop Viewer & & T ik,
2. EEEO.
3. EANERBiEESh Citrix Virtual Desktops B&. HRESNETSTARYET—HREE
4. 7£ Citrix Virtual Desktop TE#=m, #EE2R,
BEEIERT BEIA A EEE.

& % 7 Citrix Virtual Apps and Desktops #1 Citrix DaaS it B2 ZHNEFREER, BESRMIRFLXE
CTX115637,

FTENM
BERAPIRE LTENIRE

1. #APKREL, MEAREFPRHITEIREREZFERE L,
2. EEFPIHKERETFLE, BE “BROAN, FHER ‘BRES" M ‘BEEMFERESE ETL.

FRERR R

BAFEM Windows FiR BB Rtz in A fEFFFl=m, Citrix Workspace AREFEEUTER TEMET
RERE:

o EHUET XABWANTREY, UKk
o HigERTIKEEXH FIRBRRE,

ERLERE L, EREERT, Citrix Workspace NARRFLEERLNIZENER, RERSHUAREIERFEH
HIRET H I,

BECAIRRRENZILEETRERE, BHRITUTRE:

o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver H8l#E REG_DWORD & DisableKeyboardPopup,
¥}

. BEREN 1,

=

AE:
£ 64 fiI it 8 §1 £, & £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&lEZ{E.,

ERALUEE AT 3 HARENIR:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
+ Always popup (22%H) (FEERE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#t) (REHERE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1
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BEREA

BJLUEZE Citrix Workspace A2 F RN BB RHHINENEA R, BRRERESNEKZE, AIUEE Citrix &
gakst. Windows HBIITAURRIENRERF.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R B1ZF A KRS R EEER.
2. EHENEETST, BEEEEIR > Citrix 814 > Citrix Workspace > F A {53,
3. EFRERES TR,
4. EEERAUNFIEIET,
5. E#iEsh Citrix Workspace [ FEFE 1% UEFR A E BE Ko
Citrix Workspace M A2F X1 32 fiGEIR:
Citrix Workspace R A2 #F 32 (IGREBER. AT HWTLENARFRE, ESEmtAUTHREEAERE:

o EEPOIIEEFRIRNNARER,
o ‘TR FEBLK
o fES1=

IJ\IB\

AMRFEFLHESBERE, JRBEENREBRERA. Citrix TEHRIEEIMRFEREHFILYSEE
HRVIB RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BEBHITED.

B EHEREE, A 1T HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences  F I — ™ & &
TWIDesiredIconColor WFREEMRMHEHEIRENMEE. EirsNEERER 4. 8. 16, 247 32
i/ R. MRMBEFRERIE, AP AIUAEREERENRERE,

RS LTEEXNAEFRESANUE

A “FHR” RBEEMRMXEEmIREARINEE, AILUEE LA AREFHRESKE Windows BFBREFMEE
£o APARMM Citrix Workspace B RENT AN AREF. “FHR” ReERMNSEREANEET A AR T
HNREAR, HERTREEU—RNARHR—HiZONBEEFNEF,.

irE#A SelfServiceMode, HEAB R TIEE RN True, HBIERI SelfServiceMode 1558 & R False
B, EXRANBEBRSEF Rim. Ak, EEILUM “FFE” RBEMMSmREA FRRESNER) HRTiRN
N ARERF.

BRMERRFAUERZMEMRIKERBEXRERES NG .

fERRES

« BPRTERBR AT, ¥ SelfServiceMode 15518 B R false (INREAER) BY, FIERARFIYRE
R AR, MRMKEFRRRESXER, AP EFBHMXIEFH Citrix Workspace R FEZFER LHY
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RIFREY, WWEMRSERET.

s APREERE—NARE, ‘W7 M G EMATE, BAELAFEEEZNARE, EERAUE
F H P ERA RN RIRIRFIN S MK P B RERAR, B RE A LUESEE A init B L FahREm R
(HideEditStoresDialog) sRi2{E55%INR. MREELRABMAFEFUAIE, BABTUEBNXETRES ‘G
BRI IR, LB AR P B) AR NS MIRRIK o

« BATEER Windows &4 ERBIBRR B2,

o AILUEE A BE XA EMRIGERNKEREAR. BRANERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T “FRR” FERPRIERES T, FHRAMINESIRE UseCategoryAsStartMenuPath,

AR

Windows 10 RAKFTE “FFia” HEHBIBRMARAXHX, LAEFREETRERERXHLT, B2, FEE
A Citrix Virtual Apps EXH “H51” FXHKPET.

o AIATERELEZHHRM [/DESKTOPDIR="Dir_name”] {5, UERFMERESAKER RN NHKR, KE
REES A ZHFRFR .

o EAFEMEKDI AutoReInstallModifiedApps AINEA “BeIEHREECHEHNEER" . B
AutoReInstallModifiedApps &, MRS/ LEAGHWNBAEFNESEBYHAMBNEAENBER
Pt B E2R. 2B AutoReInstallModifiedApps /&, NAERFNESERBLEFSEN, HEE

&P ERBREYIRE A N ERIFBT B A E. BIAMERT, AutoReInstallModifiedApps & FBAK
=

eNo

fEREMRRIER B EX N AREFRESHNIE
AR
o BABRT, FMRIERFFBEER.
o ERENAREZAIECEMRTL MREHAFEERMEEZBESCEMRI, BSZAFR SR
1. & Citrix Workspace R AR
2. REIMRI, AS
3. EfECENAEE.

EETFXITH SR

TEREHIRE R AIEFReBAFEREZEBR,. Bl TEKEHITE, ERMNIRREERUERBNIFLEZ
B#%5), MEABEESMEE LEHMBECHEARERF. T Citrix Workspace 1R, HBEBUEMRERF
IR EEETERITHl, WA LA AR INENE A Img&HiT TIEXES,

NP

AMRFEFLHRSHTEND, ARFEEMTERERR, Citrix TEHRIEEEMRFEREAF LS

IEYRRREB IS AR, EREMRFIESTEIENI, EREIMRZE, BSLHITED.
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X EmEAHE Citrix Virtual Apps BR$S 23+ 012 WSCReconnectModeUser H{E2iIl 5 /Eit%& 15 WSCRe-
connectMode., E%#HIVEEAILLEX Citrix Workspace R RIEFHIITH.

Citrix Workspace M A#EF WSCReconnectMode AMRILE :

« 0= AFEFMERINETAUERIE

o 1= AREF RN ENEE

o 2= RN FRREFRIFNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace RETHIEFIERE
o 8 =7 Windows B RE iR

« 11=3M8MAH

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMMEIME 3 BH 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

MRERECNEFPRDT, AT LUE WSCReconnectAll s ARIFIGE A false,

32 it BB EMRRIT
EMERD: WSCSupported
f&: True

AR R
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- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMmRT: WSCReconnectAll
f&: True
EMRINERE:

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MR : WSCReconnectMode
#: 3
FEMRERF

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectModeUser
B: EREHERCBRIME.
EMRIEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (i BB EMRD:
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FMERD: WSCSupported

f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID

+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FAERD: WSCReconnectAll

f&: True

AR E

SERRRIN:
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

EMERIN

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B: EREHERSIEEMRR,

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID

+\Properties
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- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

Desktop Viewer

FENEVFIGEEERENEWER, EXBFRIFRESEENASRNERFAESEABFNREMELERNEUmR
B EZFIEMEENAFERURAF T UREEZENEEIRATERT Windows B Citrix Workspace 1
FEIZE,

YAPEESHEMSEERN, 5#H Desktop Viewer, BFHENSEIUSERGHNEMSEE, WAl U2H
ERLTAKE. EiARARFR, Desktop Viewer TEEINEEAAAEEOPITAEMKEHEH A KEEAF
BHERZEE. BRI UERR—BAI&E 8% Citrix Virtual Apps and Desktops #1 Citrix DaaS i#E#ERi&
BEEETMERZS KM,

=

pZfER Citrix Workspace NARFEXREMEE LNRESME, TEFER Windows“IEHIER” BEXXRESD

Desktop Viewer HayE&mA

£ Desktop Viewer 23&%, Windows #iri# +L fg@asithit &l
Ctrl+Alt+Delete ezttt Eilo
BERDHE. MISBAYHRBEREL Microsoft HENThREM IR BB E s R At Bl
E4 Desktop Viewer {y—IUsEBNTHEE, % Ctrl+Alt+Break & O 2 Desktop Viewer T 2121%5,
Ctrl+Esc KX Ttz E MK E.,
AR
ZINER T, tNR% Desktop Viewer & Ak, Alt+Tab BESIFEABNE Oz EIIEESRE . S0R Desktop
Viewer . REENMEOR, Alt+Tab BERIEIIMINE O ZERERED.

AEFIRH Citrix GITHRAS. AEEFY (1, Ctrl+F1 F5) EEIM Ctrl+Alt+Delete, Shift+F2 &E2
FRAME QRN Z BN BiEF.

AR

Fgext Desktop Viewer FETHEMKE RIEMEZARFNSESIE) ERARFT. B2, GRILUEHA
FEAHBHNNARERF, BEMNAREFRIE.

REA SR E

AERERET, APTAEZIIR—ENSEE. IRAFPZSHRTIRE, BRFNESESIENERE, Eit, Citrix
i
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- BEERASRRE LNEFREENER AR —KRERER
« ARARNRIHER—XRH, FEEEENBRAFRENERINERIENIER.
s APARINRAHR-—KENER, HRRBZER

FMERIBEEMKENITENNAF MBS ZREHITER,

TEX I EIRET:
o MREHAFMENKREEZRIBSENNBEFRBHENNBER, HE
o RARARMPENNBEFEER,

RERFILERMREETREMNNAEFREFHRFEE —H. EREASIEF, FHIENR[ERAMEIEEDE,
AR R B 12 RSB PR IR B 3R BRET ERES, IAB SRR,

RSHE T asiERY
ERILIER AP Boh 2GR IRSIE T8 BRI B K,
EEEBER, BERITUTSR:

1. BahEfR%EmES.
2. SMEILITERE:
o 7£ 64 {iI it B H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine
o 132 {iIitB#H E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. elEM TR
8. REG_DWORD
o ZFR: ST INACTIVE MS
o fB: 4 NREHERSERBRIERK) .

BB EMRIET, RSETRBUESIMBELIFFER, IMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEEMREESR.
2. SMEIATRE:
« 7£ 64 i it ® #H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o €32 3 EMLE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. SIEMTEMRDL

o 28 REG_DWORD
« &#: NotificationDelay
o B U= unEaE (B, 120000)
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Workspace i8R E RN

BIERAUEBEEBIE, WsEERF BEIM Citrix Workspace K BIEFSIEFHEZNE NNEE, NRE
IR BEIMIEEIEENEERRA TSRS, TEEM Workspace fritil. NESIBRASRIERIAEN
NMAEEMEEsigs Citrix StoreFront A,

FEHEBEIERLURBERM 1 H8E 1440 £, BUNERT, REBEREHEN, BERAILUER PowerShell 3R
F2& inactivityTimeoutinMinutes &%, gl FHIZATF Citrix Workspace B2&# PowerShell 11k,

RARFARNT:

o EEHAI=0W, BHNZEFOFREET—FEN, BT —TATRIIERICEHEIET.

o AEAREENFEMEREATHET 5 2#le, BHA 2T

s ARAUBEHREEREFENASREERANARER, AXMERT, FEmitHSREENEEENE. ©A
BT HER G N ARENRIE,

=3

AR

M

ER AR Workspace (R) &IEERERNENEE,

&7 Virtual Apps and Desktops H9E5hikLe
==
B Citrix Workspace R A#EFFhRZs 2305.1 #2, WINEE@EERTNAEE, AN BEE AR SR,

Wal, Bai#ENEENAFRREFTER. AP RIEERHIEELEME, HERFXHATIHEE, HABNESE
B89,

@Cunneclmg

Starting...
[

Cancal

BHENNAEFNSERIARRESEEE. EHM, HEEEMATF Windows 89 Citrix Workspace M AiERF L2
MT AP RIFNEE, XEMTILAFRRNTREXBHRSHEXER, BHIETERENET A
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https://www.citrix.com/downloads/workspace-app/powershell-modules/powershell-modules-for-citrix-workspace-configuration.html

iEATF Windows &9 Citrix Workspace T2

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

1)
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

[ Fites
cifrix

j el Type here to search

}ﬂFEJL)(ﬁEﬁ%EEﬁi&EE’\JE%‘\XE’\JEE%D, MAXZ A, MREEEHHBEBFZHAXANNLEE, WRER—
= I:I /ﬁ %o

BERTF Windows # Citrix Workspace M2 2305.1 2, thINEEE=NAREDIRIALTERRS.

BJLATE StoreFront (#3th) &IFNEREIMERBALIIEE. BRRDEE

1. T EMRGRIESS

2. B HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,

3. BIEHAM—1E A EnableNewLaunchExperienceForSF BEMERFN R, ASIGHMEIREN True,
4, E#Esh Citrix Workspace R BER LUEFT AV E B,

AR

RAFEAR AT A EEIFE RSB REFIFRFHITUL, HATFPREEZRBONS, Citrix FiEZ
EFR BT AR B9S2 1522451, (EVOIIRERUH X LETHRER R 5, Citrix AIRERIRIBRIGM™EM. REMMNEEMTR
IRATIRME, BNAETLEFIFRHEE Beta hivds,

BJLAEE Podio RMHE RILINEERI R 5o

BH T EEIAN FRAE M R E RV E FTE IR A TE

Citrix Workspace 2302 ka7 EEEE BT EZMN EMN B2 F S E R4 7185289 A F 458,

% Citrix Workspace R B2 =i Rl FFiEiEy Citrix Workspace B 2F A Workspace = HIThBers—
BB ENNAEFSKEN, SEIUTRT:
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https://podio.com/citrix/capworkspaces/apps/improved-virtual-apps-and-desktops-launch-experience-te/items/new
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Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

1224 Global App Configuration Service Al R REFMEZRIENEFEFIRTILEN true B, AHIMILIRR,

BERRETERMER ST RON T E RN ENMN BREFNKEH NRERBEMIMEENNABEFNRHE, 58
HEUH,

WA LUERICEROE IR, £ NRERINAEERNE R,

ZHEIREERRIE? NEUTER T 2HIRR:

- ARPSRBMET LR ABENNBERF,
« %%H 73 Workspace £HIThaEit B B IR R RN AIEFEEIRE,
+ Workspace ZHIEMEFRETER A s LiIRBRERIAME,

AR
EMEEATFNEMEEREMLTENSETRENEET. SXFAES, BSRER “SREER WiE
HEECE EmEREIET,

EP &R EITR (CEIP)
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https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
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iBEAT Windows 9 Citrix Workspace R BiEF

LESiNE5 ¢

FCEMEAME

e 0k €7

iR

Citrix ZP&%eE1t % (CEIP) M
EATF Windows &9 Citrix
Workspace M BRZFUREREM
ERBYE, HEDRBEIEREE
Citrix #1 Google Analytics.

BIBERERFTAEN

kGBI T Citrix 1253 Citrix
Workspace [ A#EFHRE. I
REfNMERE, NERARBRELES
RHER, HFRSKIFHEEAR
FRBMEM SR E,

N EFRR, Citrix 2Ukse Workspace NBREFEEMERBERIHIE, URS Workspace NBREFHNRE. ThEeflE
8, HAaW Citrix AF=RFRXENEL SRR, UNRERRSKEHEEARREMNEMEMIE, YBNLUCRR
NEAMDH. KPR ERMAFHETEN, BFRIRE CEIP $UBHFENRE R HITHM.

Google Analytics Waser945E CEIP #iBTRBIE:

RIERGhRA *

RIEBAE
TRiEFRE
BEIEHEEDR
BERS /Y

EFBLOIFRER

RERNBE RS B

3 r

AR

Workspace Nz Ff2FhR
Zk *

HEERIR

REEFRE
EEDOERBR

Citrix Virtual Apps
and Desktops &iEEzh
RE

StoreFront %
Workspace URL i¥#1h
BERE

Citrix Enterprise
Browser kg

SHEIRE

EEREDIY

B IRREERE

App Protection B2 &
REHARL TR R / SR 7R

Citrix Enterprise
Browser A&

BARZ 2206 &2, Citrix Workspace MBEFASMAITEREE (EU). FMHESF
RPBEWESM CEIP B, WMREHEF AILINEE, EEHEN Workspace AR

Workspace N B2FIE

i

VDA ER

N ABEEEE
BRAVEIRRY R A
BEEHTRES

B EEE

X (EEA). EEFI%E (UK) B9
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BRI EIET

BhRZs 2205 2, ARMEERMALURRU TS BELELZ CEIP i (FTEM “&3” PEENTELENFEMEUET
EXES IO

1. ABE@EmXiEgse Citrix Workspace [ HIERF ElfF.
2. REBRRE IR,
LB IS B R R BT IEAE,
3. EEHIERE.
4. EEFER, HEUEZEA CEIP #BFRF S5,
5. BEHERF.

ER AERBF SHSMEIU T EMRIHIZEIGSEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FEMERM: Enable_CEIP
f&: False
AR

—BEEER, HHZE Enable_CEIP EMRIUEKEN False, FalLUES SMEIU T EMRIHILEER
FIERXREM CEIP Bt (BMRIERSH Workspace MABEFHRZA) :

#12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEMERI: DisableHeartbeat

f&: True

Citrix 1R#E& 5 Citrix £ITH S RZ R BEMNEIE, HIRE Citrix Services Security Exhibit (Citrix fR$& £
MBRR) FHMEXE#EITRIP, “Citrix Services Security Exhibit” (Citrix g% 24 RExR) a7 Citrix Trust
Center (Citrix fsE# ) KB

XK E
Citrix Workspace R A#2FIRIEN Mgt R IR EMKIFIRE R A, HiaflkF.

8 Citrix Workspace R A1 2106 2, EaLidd “KiFigE” BEXKIHAM. NEfMfFER. EXEgEH
FRIBEVER AR TBRRTE, HBFRBIRENA.

AR
HE(ER T =2E,

BXFAER, BEAKERE,
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https://www.citrix.com/buy/licensing/citrix-services-security-exhibit.html
https://www.citrix.com/about/trust-center/privacy-compliance.html
https://www.citrix.com/about/trust-center/privacy-compliance.html
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/regional-settings.html
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Microsoft Teams

. BEE
. GEIDERMEEIL TS

o AFEIEHRF

WebRTC B9HE&AR, ERFLEML1LA Microsoft Teams

BARZs 2209 2, AFMHHH Microsoft Teams 89 WebRTC frAEH K FARZs M98,

£/ HDX i#17#) Microsoft Teams {1k 89 SRHIFN LR

iEATF Windows #9 Citrix Workspace R AE2FIIESz A HDX #1378 Microsoft Teams b -Ravis SAERIAN
HRo

TRAILIRME RN EERAEEXBGBRER, FEIEINELTEITRE (BAMER) RERTINF. ZIEER
BT P2P sBIEZN.

AR

EIHEEMEE S Microsoft Teams Ul/#5R% . ZEOZIFRER VDA BHE 2112 NESIMAMNNE R M.
BXFAER, BERZEOINAHR,

PRI

o ALIFEERMAPEXNE 2SR,

¢ BEMRTRERIFZEFEEE. YEXAHEHREBL Microsoft Teams REHEE VDA BY, HEEXRE
BERAXHEL

o EFEE ICARIEE, MEEXHA. B2, Microsoft Teams Ul Er-—1 344, IERZEIHRRMATERR
. Citrix 1 Microsoft [EfEREFESS AR LA,

- EMEREGREN, REQHIEEST Internet.

=

AR

Lt IhEER7E Microsoft Teams # KM B H SR . Microsoft # H b B#ES, EZFH CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERA&E]) LFKEAAEIHF AL,

REH

it

Bhk7s 2006.1 2, 7£fEA HDX {4LH Microsoft Teams M ARRFHIEHRREZINEEPSINT FIhEk.

£/ Microsoft Teams £ZMABXIETF Desktop Viewer EOHIAZS. Desktop Viewer FOIMINXE (B
PimdsthsEm. MAER) BETHNEE,

7£ Windows 10 2R, LT R%ES Desktop Viewer EOEENFREILETT:

o “FRIRT FEE®, YRR XM “ESAE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#screen-sharing
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#encoder-performance-estimator
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#acoustic-echo-cancellation
https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
https://www.microsoft.com/zh-cn/microsoft-365/roadmap?filters=&searchterms=citrix%2Cgive%2Ctake%2Ccontrol
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o EESEAMNZRABAZMEA,

« BIRETAE DPIRENZE TSR L, NMREAMTAREFS 2N FRANETRES, HEHDPISAHF
Desktop Viewer &89 F £ 728 DP| RITEL,

s BEMREEESEINEAREFNER LN2ER “NARFMFR",

‘miDeRMERE(L S A8

HdxRtcEngine.exe @A Citrix Workspace [z A2+ 1) WebRTC i§#143512, 4L Microsoft Teams
EEM, B Citrix Workspace ZA#ERF 1912 KESh AR, HdxRtcEngine.exe AUFfEH =AY CPU £
HIER T UASORERDIWE, FTEEMEN 240p. 360p. 480p. 720p 1 1080p.

MAETHIETE (R webrtcapi.EndpointPerformance) 72 HdxTeams.exe #iALEHEIT. EIRRARE
e T ERRER S USRI RESHE, FELDSRNEEIERTESNS R, KRREENETUEXNESZEH
i, WAIENEASRINRS /2 IENE,

NTFREEECHNEAAIRIHERNRR, BEM MRS

heRIERE BRI EMRIE
R 1080p (1920x1080 16:9 @ 30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
= 360p (640x360 16:9 @ 30 fps 1
5 640x480 4:3 @ 30 fps)
FEE 240p (320x18016:9@30fpa O
320x240 4:3 @ 30 fps)

Citrix Workspace W BZFHAEMRERREZ:
SHREIEMRRRZR HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #H &I T MR :

BIR KE (=1 iEA

OverridePerformance DWORD 0;1;2;3 SR SCINFR B AV IERE, B
MANTF 0 3 2ziE, H
0 FR~ig, 3 TRk,

BXREERAFILDBIES, BSRAFEEREES,

A% Microsoft Teams f{LAiF4E R, BRI Microsoft Teams i1k
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#encoder-performance-estimator
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
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AFOAEER

AILAZEA HdxRtcEngine. exe FREIEEIRINGE, MRS MMREREANSEBERNE AEC THRERINEIRERRS

[

HF

o

SMMEEMEREEZE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H 8 LU A RIN:

£#: EnableAEC

27 REG_DWORD

g 0

(0 RTER AEC, 1 RREH AEC, IR Regkey &7, HdxRtcEngine RMEIAITHAEE AEC, MEiLINE
& BB ThAEIN (AT, )

Microsoft Teams {11k AIE32THAE

« BERAT Windows #4 Citrix Workspace MATERF 2112.1 &2, LU TIhEE (Z2EOMETEHIR/KEUEHIRR)
{X7£ Microsoft Teams ¥RiEHEFHEA A,

Microsoft #HIL BT, ERIUEE CTX253754 LIREUASEHM M A S,

- M@ Microsoft Teams KB ORI : & Citrix Virtual Apps and Desktops (2112 &=
h7s) Ai@id HDX fifbfE, &aILTE Microsoft Teams FERZ AN EFITWMRAMKIN, ATLBEEE
MARBEINERRN. BXBEBTONEMNIEFAREE, 5518 Microsoft Office 365 i E# Teams
Pop-Out Windows for Chats and Meetings (Teams BFHIRMINAEHED),

MR EEETTIRIBARASHY Citrix Workspace M F#2Rak Virtual Delivery Agent (VDA), Microsoft
BROERFAEEARE, B2, ERIELAFLHEHNATBZH, BAIUARIZRHSIMIEOD
(2112 sE=RRA) B9 VDA 5 Citrix Workspace B2 iR

- BFEGNR: JUERRTFEIEHBHZRENEFINRREFEMSNNEMAR. Z—US5E7
PiBd e, RArMEERMARTIERNEAHEZNER. WAHAIUERIRZRSE, H B LUK
B4z HIA,

- REUEHIN: EREHERERE, ERAS5EHAT LB ERIEFURBBERIZFINR. AE, HER
BHAGALHETIELZIER, AAEEHNG, EUEHAENESE LORENRFRAN, UK
EHIRE IEHZ T HIN

PRI

ERUBEF 5= ETHA Microsoft Teams SEZE i LA P Z M =38 SiBiEHAE, 1ERIEHIY
WIMARRI A, fRRTE: AP RN REUE RIZHIBGED,

- Dynamic e911: Citrix Workspace Zf2F2iFahS EaFM, 7 Microsoft BIEFER. HARE
BENEERBPERN, SiRfTAFRITUTRERNED:

* ECEMEEE ST
* BRHIREAR
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BB KRR A LETH Citrix Workspace M B2FRYFIMIE, m3E VDA £iEf7H Microsoft
Teams & i,
Ray Baum 22 ER¥ 911 MU EMAIAEMBERXIENMNARRLNE R (PSAP), BiEATF
Windows 9 Citrix Workspace R %2R 2112.1 &2, f#H HDX 89 Microsoft Teams k&M Ray
Baum BYEE,

- MRERFHEE: AT, Y& Citrix Studio AT HDX 3D Pro 5888, 5% E A Microsoft
Teams FHRBEHRZEREREN BEF.

BHi& A F Windows #9 Citrix Workspace B 2/ 2112.1 # Citrix Virtual Apps and Desktops 2112
£, BRAZINEEAIFEE Microsoft Teams RHZNAERF. BA HDX 3D Pro KRG, BRI UHZMARE
Fo

« BERT Windows i Citrix Workspace M ATER 2109.1 &2, LU TIhEERTA

- %# WebRTC 1.0: i&8F Windows 8 Citrix Workspace 2R 2109.1 % WebRTC 1.0, &
REEFRISAR AT LUK EE L E

- REHZHEERINEE: KO UERA Microsoft Teams FHRBHEERAZZ MU ARERF. HOXEN
&, FRILhEES ML E Citrix Virtual Delivery Agent 2109,

- App Protection 3%&M: B/ App Protection |5, BERILUEIT S HDX £ #I08ER Microsoft
Teams HERA, EBILIIEE, BHUIUAZEENKRERETHNARFEN. EHALINELEARE
Citrix Virtual Delivery Agent 2109,

AR

FRHABA App Protection B, ¥Z2ARSBIHEEER,

« iEATF Windows 89 Citrix Workspace B2 2109.1 £ VM £ &N B2 F ERZ i L8 Microsoft
Teams AR #FLATFIhEE:

- RN A SARSTEIE
- BIERN
- BEH=E
« BiEAT Windows 89 Citrix Workspace R T2 2106 i2:

- Desktop Viewer & F&R &Y, AP AIUM Desktop Viewer BEMFIE REDER—IRE#H
#HE, FEOERT, APAILUHEE Desktop Viewer B0, ELEERT, BPAIUMFEREFIERE
— P REHTHE, Desktop Viewer EHEOZRRN (A, FRIF/IML) B, RREEZHEEL

« BIiEAT Windows 89 Citrix Workspace R 12 2105 i2:
- BRI EEE S IEMEED.

£ fin &) \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # €| & & A
NetworkPreference(REG_DWORD) B9 A&,

RIEFEEEREUTEZ—:
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o N

: Wi-Fi
DRI
D IF[E
DA

*

*
o U W N

*

BINBERT, MRFKIGEEME, WebRTC 1345 /AR RETAIEL.

- EEAIEREIMIGEIEHR 2 (ADM2), LUERIRREIMIS&EER (ADM) BFNUAEEE=SN, 28 ADM2
B FRABEPSEE KA XMEH,

Z2 | ADM2, iES#12 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
glE—NE} DisableADM2 (REG_DWORD) B9 MR, AGEEISEN 1,

« BiEAT Windows 89 Citrix Workspace R B#ER 2103.1 i2:
- BIAERT, VPO MSARAFIESRIER FREARS.

- BIEER. BEEEEG. BEINGIEBEAEIRINEE: MR Microsoft Teams Bt & 7 Xk, Citrix
BEEMEM Microsoft Teams I$EREERBEMNE, TN, XEETIFIRIANZEN True,

- DirectShow BEABIAZIES,
EENRIAZYEE, BRITUTRE:

1. BElEMREES,

2. EMEILITXREMAE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,

3. EHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000

HAth e RERY(E:

* 0 JRMAESE
* 1: DirectShow (ZkiA)

4. EFEs Citrix Workspace R AER.

« BiEAT Windows #9 Citrix Workspace R R#2RF 2012 i2:

- NEAMEAUERBHEREPEIETENRIFE.
- WebRTC A5 EMESFER P inig & LEENRIERS .

« BiEHTF Windows #9 Citrix Workspace 2R 2009.6 i2:

Microsoft Teams 7 &i%i& &5 R B R UFIERZHIMEIR o

WebRTC {45 Z 0] LUEHMHAE if m L AT 8EIN R AMRIZ DY, WebRTC R4S BER#ITE R,
MAMULEEERB BT,

Citrix Workspace AR ZR#£iZFES Microsoft Teams $#E—i2iT &,

B HBRBUATIRE - HXWFENAB~ERIENHAEERERXE, EIEKSIPEE,
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- RREZZHINGE - YEHZREN, (UUARHMEEXHEIX Desktop Viewer RE. LB, M7
Desktop Viewer & OTRZHME Fimd#hE DR E1E,

« BIiEAT Windows 89 Citrix Workspace 12 2002 i2:

- /3 Microsoft Teams £#Z T kXA, Citrix Workspace MARRFaE Y EENENEXEEE
BR—MIEBIE, EREHEZ Desktop Viewer 50, iEHZHEMBHEMEME D, &/\L
Desktop Viewer GO, REEZHEHE,

« BEERAT Windows i Citrix Workspace M A2 2302 #2:

- B TSR Microsoft Teams M IMZEERITH - YEBEKHE S LNEZIRBETRNIASINLE
Bt, Citrix VDI kB Microsoft Teams & E i X 5T SR8 &% AL Al 55 BRIAE,

B2, WREHE Microsoft Teams FEBHIEIE Ti8%E, EHEEREME, HETEEERBINE. 15
& Microsoft Teams EEF a1, EANERIFETRT,

« BiEAT Windows 89 Citrix Workspace R FR#2F 2303 i2:

- BETHAH Microsoft Teams MSASIGEIENELE: BHABRT, XAEKH Microsoft Teams 15T
SWBIERA TEES, 7 XM, @TIERIEYMN DR ENE LSRR EBIFARR,
A LA E B AR i = A S NGB IR R E AL,

BEXMEGHNELE, STAFEMAILRHSMERE (FI50 720p. 360p F) NS MR, BEBRT S
X, SERREN. MEFHEF. BUREREESEREEBLENGARENHER, NMAFMERFRHE
(EIRRTE,

H=c.
AR

bIhEERTE Microsoft Teams X BEHETT A, B* ETAKEER, 5% E https://www.microsoft.
com/ £ Microsoft 365 B4 El, Microsoft #iH Itk E#ET, EEIUER CTX253754 LUREN X4 E

EAETIVA=N
« BERAT Windows i Citrix Workspace M A2 2307 #2:

- AT XIEMR LR Microsoft Teams REREEMNXZIE: i1, BRMBIREINEER, aREBMRMERE
AREASES, G, EEEHIAZIMA Microsoft Teams £INFHERNES, M—MRRAEER
HHEFH BT Microsoft Teams, IRIASHELRFFERE,

fEAsiRAs R, Citrix Workspace MABRRS$IREREEREE, I TRM T HERADEE
W

Update to the latest version of Microsoft Teams.

=

[ETE Microsoft Teams #HENEHE, EARIIEEA I, EEE CTX253754 R XIEHRM A S,
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At EZ%I Workspace NAEFHNESER

June 14,2023

£/ Azure Active Directory H8 55 %

THARBENE T a0 EER Azure Active Directory (AAD) fER B HIRMEIERE, RS AAD SEMBYIE = E R
EMAENTEREFEME S5 R (SSO), EALEE, Ea7EEMEl AAD M= @R Windows Hello 5
FIDO2 &1 Workspace #1784 311k,

=z

AR

WMERFEA Windows Hello fEAIRIIEI S HIEIE, WA LASEEIRS Citrix Workspace WABREFHBEAE R, B2
HEIHRELAGHENNAEFREEN, RASRTERNBFRZNER, BRA5E: 5EELMRE 510 RIER
5z (FAS).

WEFM

+ 5 Citrix Cloud #95&z Azure Active Directory ##%. BXFAER, 1ESH Azure Active Directory %
%3 Citrix Cloud,

+ Azure Active Directory TEX 43, BXIFMER, BHBRANTIEXEA Azure AD B4 3031,

« BIIZRREERE Azure AD Ei%, BXFMEER, 1521 Getting started with Azure AD Connect using
express settings (fEAREIREFIAEER Azure AD Connect),

+ 72 Azure AD Connect b BUEERSMINIE, LI, BRIER RERMERBEDE Azure TJP LESER. B
XFHMER, B Azure Active Directory EESMHIIE: HRIEN T,

&
BEHRITUTEE, UEEMNgE LEE SSO:

1. A includeSSON ZEMA Windows &%17%% Citrix Workspace R FR#ERF:
CitrixWorkspaceApp.exe /includeSSON

1. EMBEENILE,

2. B®IiafT gpedit.msc 77 Citrix Workspace [z B2 R R EIEER,

3. BEEIEER > Citrix A% > Citrix Workspace > B B3 183 > 2 A 212365,

4. EEBHRERSHEIL. RIBLENZ2KE, EEATXNAE ICA ITEBS HIIEET A EREEREES
383E,

5. 1% Internet Explorer HE B A SHIIEIEE, BEKIEE, BHRITUTIRE:
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o M “EHIER” B1TF Internet Eit,
o EMMEIEMEBEM > A Intranet, AR FIES,
o 7E4H Intanet EOF, BHELK, RMEEER, FINUTOESR, ARREHXA:

- https://aadg.windows.net.nsatc.net
- https://autologon.microsoftazuread-sso.com
- The name of your tenant, for example: https://xxxtenantxxx.

cloud.com

6. ETEZHBLHM prompt=Tlogin BEZHEMINIEHIIERT. BXFMER, ESE User Prompted
for Additional Credentials on Workspace URLs When Using Federated Authentication Providers
(fFABE BRI IR HIZFIR AP E Workspace URL EIINEMEIR) . EalBXR Citrix SARZFHFLL
ZHEBEFPHW prompt=Tlogin B, URIEERESER,

7. 1£ Citrix Workspace MABREFEFiF ERRAEEESMNIE. BXFAEER, BSREEESHKIT.
8. Efiazh Citrix Workspace Rz FBT2F LUERF B X & Ko

£/ Okta HIEX S S HIRIERSHITERER

ABAABNBUMAER Okta (EASHREER URMANENIEEME S FHRIERS (FAS) KRELMBESFR
(SSO), WEWMEE, EaJLifER Okta @ Workspace #1TE I, UEBRESERHAMIEEME —RERET.
BEFERSHRIENGEER, BRER Citrix B 571 RIERS S Citrix Cloud &R, BXIFAEE, B2
Citrix BE& B IIEARSZEEE Citrix Cloud,

B
« Cloud Connector, H*%%# Cloud Connector Bi¥4{= L., i&&i# Cloud Connector &,

+ Okta {38, HxZ=% Okta RIEBMFAES, E5i Install the Okta Active Directory agent (%% Okta
Active Directory R38), Ittoh, #ERTLLUE Okta IWA Web RIZBEREAMEMAN Windows BMIEEER, &
XiF=R, ES8H Install and configure the Okta IWA Web agent for Desktop single sign-on (&%
MECE AT RmEmE 5= Okta IWA Web {12)

+ 5 Citrix Cloud #;&z Azure Active Directory &%, BXFME S, E5RE Azure Active Directory i
%%l Citrix Cloud,

o REFHRIERS. BXEAER, BERALERSSHWIERS

BB
BRITUTEE, UEENIEE EERE SSO:
3% Citrix Cloud #2318 Okta 4H47:
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https://docs.citrix.com/en-us/citrix-workspace/workspace-federated-authentication.html
https://docs.citrix.com/en-us/citrix-workspace/workspace-federated-authentication.html
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1. T#EH %% Okta Active Directory fE32, AXFMES, ESiA Install the Okta Active Directory agent
(%% Okta Active Directory £12),

2. &%3 Citrix Cloud, mutH https://citrix.cloud.coms

3. 1 Citrix Cloud Zz#dh, #%3% Identity and Access Management (S {4F1i5AEE) .
4. 3% Okta, AEMEBESHEPEE Connect (EH),

5. 72 Okta URL /1, B Okta i,

6. 7z Okta APl Token (Okta APl <) 1, #AZH Okta A4HI APl <%,

7. = ClientID (F/i% ID) # Client Secret (FFix#E3) &, WANEZHIEIEMN OIDC Web MAEFER
hMEF G ID FIEE, EM Okta i=H & SHIXLE, 5% Applications (NAER) HIKEIEMN Okta
A2, 7 Client Credentials (EFiEEIR) T, W& MEFER Copy to Clipboard (£ #IZI5IN41R)
¥l

8. #if; Test and Finish (MifH5mM). Citrix Cloud SWIEER Okta i#4(E BFHMNNIERE,
AITEXEA Okta HHIIE:
1. 7 Citrix Cloud 5z, %3 Workspace Configuration (T EXFZE) > Authentication (Z3%iE).

2. %% Okta, HIIZRAES, 5% | understand the impact on the subscriber experience (& T#2
SHTIFRE AR E R RIM) o

3. 2 Accept (1FT) EZNRERIE,
BRRKESHHRIERS:

1. 7 Citrix Cloud 5z#h, %% Workspace Configuration (T{FXEE), sA/5:%F Authentication (&
HIRIE) o

2. g Enable FAS (BA FAS). WEXRZAIREREAD WA RRRAIITNERIE,
2ia, BREEMWIERSIEXIM Citrix Workspace BaiBIFrE I AEFASEEH.

HITHEERETFXHES FAS IRSSERNZRUESHEMNNAEFNKEN, VAREFIEEFEETEAN
RENERTE.

AR

MRFRUEBEPBIFFE FAS IRSB[BHLEXFARLTEIFERN, NAEFBHRERY, EREIERREE. REAS
RRITIRERMAE AD SBLUS RSN ARFHEE,

ERImENAEFEE

September 1, 2023
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iEATF Windows #9 Citrix Workspace M Ri2FIRIEE P it AIZFEEINE, & Citrix Workspace R A2 AL
FimmREMERE Secure Access Agent flimm 247 (EPA) &4 SR EFRIBHNENZ P IHN BIEF.

EBNItLThAE, EIRRPTLUIRMMM B NMERIZH & BEN EEFFINE,
EFRRNAREFEESEUTSE.

« BEERNKMTE Global App Configuration Service FiEE RLAFAMIGE LAAREMNAIE. EERTUIEE
Secure Access Agent Mix s 234 (EPA) HUE,

« Citrix Workspace R FB#2F M Global App Configuration Service SKER{IEFIR,

+ 1R3EM Global App Configuration Service KER#9%IK, Citrix Workspace N B2 &id HohE#MARS T
HAEWME, MBEZAIRERS ERERE, Citrix Workspace MBREFEMARIENRE, MREERER
1, Citrix Workspace MAREFaMEAREEH IR THMNRERESTLENRE).

Citrix Workspace [ A2 Al R1EE R E BT B ERMAE,
Citrix Workspace M ABi2F R Citrix Workspace EigBEohiE R,
&

o YR EPAR] ZTNA $&HARETE, WATEERANINN RSSO B T 3R EHE 4
o IRNABESIKS UGN ERFT, HEREEFESESRE, BHSTEENARNENR.

TERBT TERE:
Admin configures the Agent installers made
— agent requirements for available by Citrix
(,’_3 - the end users
NE )
Citrix Global App Configuration Citrix auto-update
Workspace app Senice Sernvice

checks for the
list of required
agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
g Citrix Workspace app automatically updates the
agents whenever an update is available

Citrix Workspace app automatically signs
Q in to the agents with the Citrix Workspace

credentials

BE:

Z=E Global App configuration Service 7 868 BE F ik FAIEF EIEIhEE,
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o WF=MABRE, AIUTE Citrix Cloud E1E7]~# Workspace F2E& 254 thifia Global App configu-
ration Service Ul,

c ENMBAMNATERETFAETEANCVABEREETEFHENLI, E51 Global App
configuration Service 321,

AILMERUT A EB AR IR BEFEEIEE:

+ 1/ Global App configuration Service Ul - /Rt 72 A S E R IRAHIE F Io
+ &/ Global App configuration Service API - fERILL A AT @I B AT N RE, LUEHRA. BEER.
ERIEEEREIE N

1#F3 Global App configuration Service Ul EBEFinNBEFEIE

WHEENERTENASE, EERAUER Ul S3Z1IE (EPA/Secure Access. Zoom fEfa WebEx #&f) o
1. &% Citrix Cloud

2. E}ﬁEJ:mE’\JﬁEEP, %% Workspace &2 &,

Home
My Servi ~ r ~ van Py
; 401 @0 20
Ll 7 £l = ‘Q’
Library ’ ) o
Library Offerings Resource Location Domains Notifications
donity and Accoss Management (CHiewtibrary ) Eitoradation ) (Chadtew ) ((awAl )
Network Lacatior
Resource Location:

kB 3 Workspace B2 & T,

App Configuration

llllll by: [ Andreid [0 Chromeos (O HTMLS  (Ji0§ (D Mac () windows

App Protection App Protection Local Filter

CYAD/DaaS Settings

Local

Dota Cellection & Monitoring  Soect

Devices & Keyboard

Display & Audio

3. BENAEFEEET .
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4. BEHFH.

5. #R%E+ Windows Si%4E,

6. M Client App Management Agent Settings (P ixmBIEFEEAEIZE) ThidIER+iEE Windows

EMAERE,

Citrix Enterprise Browser
Data Collection & Monitoring
Davices & Keyboard

Display & Audio

Security & Authentication
Shortcuts

Updates

Warkspace Appearance

Workspace Preferences

Reset all to default

Auto Update Check

Specifies if the update check must be manual or sutomatic.

Auto Update Defer Count

Spaecifies the numbar of times that user can defer the notifications for the release updates.

Client App Management Agent Settings

This setting enables you 1o specify the agent

your as part of the

Client App Management feature

Windows

This setting is not applicable.
This setting is not applicable.
This setting is not applicable.

[] End Point Analysis
D Zero Trust Network Access

DZDD!“

This setting is not applicable.

&5 Gobal App Configuration Service APl EREFirNBIEFEIE

)

1. &/ APl BB BEHIEEME R Global App Config Service th, BXFAELR, ESAMETARS URL FIED

BigE,

2. EEANMAREE/MAINE T Global App Configuration i& & 7 gehn#i EPA #1 ZTNA/Secure Access

Client:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description":

"Install and update plugins",

"name": "Install and update plugins",

"useForAppConfig": true,
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"appSettings":
{

"windows":

[

"assignedTo":
[

"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

[

"name": "Auto Update plugins settings",

"value':

"pluginId": "8A8AF6C0O-11F6-4343-

BA2D-A85A766170D4" ,

"pluginName": "Citrix EPA Client",

"pluginSettings":
{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode:{

37A181F7-870E-4BDF-BOEA-E3B4766119FE }

n
)

"isBlocking": true,
"isFTU": true,

"maximumAllowedVersion":

21.8.0.0",

"minimumAllowedVersion":

0.0.0.0",
"stream": "Current",
"upgradeTolLatest": true
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56 {
57
58 "pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
59 "pluginName": "Citrix Secure Access
Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 ",
68 "isBlocking": false,
69 "isFTU": true,
70 "maximumAllowedVersion": "
21L.8,0,0%7,
71 "minimumAllowedVersion": "
0.0.0.0",
72 "stream": "Current",
73 "upgradeToLatest": true
74 }
75
76 }
1 g
78 {
79
80 "pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",
81 "pluginName": "WebEx VDI
AutoUpgrade Plugin",
82 "pluginSettings":
83 {
84
85 "delayGroup": "Fast",
86 "deploymentMode": "
InstallAndUpdate",
87 "detectRule": "UpgradeCode:{
88  AA2AACDC-D30B-433F-A602-3E25975010A6 }
89 M,
90 "isBlocking": false,
91 "isFTU": false,
92 "maximumAllowedVersion": "
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3.1.0.24263",

"minimumAllowedVersion":

n
J

1,

"userOverride":

<!--NeedCopy-->

TRIETERHENAEFERRERN. BN

| 224030 8 | 1 | 088 |
|~~~

"stream": "Current",

"upgradeTolLatest":

"0.0.0

lisBlocking| True =% False | % isBlocking 2#U&& 4 true BY, ZIEHERAA L RIES, HEAESTENERET

FREBRUIEMFET I, Citrix BV EPA & B R EHEF, |
|pluginName|| &8 &RIFE#. pluginName FTLUEK, |
|pluginid| | &89 ID, FEES, |

|delayGroup| t&. . 18]
HREBHIELH BEhE BT E)ER. |

|deploymentMode|InstallAndUpdate/Update|InstallAndUpdate: {&#aIleFmRE, HFBATUERFARA

#HITEH. Update: RAWEH, FAUSHTE, |
INone|| HiE# EBHATEIRE, |

|detectRule| FgfEfE. | ERHERTERL. |
|[maximumAllowedVersion| | it £ FHI BB, |
|[minimumAllowedVersion| {&f s iFBIRIEARES, |
|upgradeToLatest|True g False|
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WHIIGE  false 7 gEZ# maximumAllowedVersion #1 minimumAllowedVersion, True: E#THAEIE EE

HHHVRHARAS. |

|Stream|Current| #FUg&E R “Current” 7 REEUR REE R B RN B HTIEH |

BP IERE
1. FTHHREEHT Windows # Citrix Workspace M HiEFhras 2212,
2. ERELREPHRMKS,
3. FMBNTNARFEEIRENNABE/KF,

ZRUFEERFHAUTER:

Hold on a minute while we
configure additional software

required by your organisation.

“

H

(REEE)

bi

4, RESERE, BERUT Toast @50

@ Citrix Workspace

Installation complete
or plugins are successfully installed.

Reboot Know more

5. BERETRESUTREREMNENE,
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom EHFHIE FimR AIEF EIE
E%HF Zoom G T EL. REMBEMH, HEARS EPA R ZTNA EHHER,
B/ BEB AT Global App Configuration 1&& 7 8EFI AL THEE:

{
"serviceURL":
{
"url": "https://storefront.acme.com:443"
}
)
"settings'":
{
"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,
"appSettings":
{
"windows":
[
{
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"assignedTo":

"AllUsersNoAuthentication"

"name": "Auto Update plugins settings",

[
1,
"category": "AutoUpdate",
"settings":
[
{
"value'":
[
{

"pluginId": "1A4BB471-022C-4C87-

BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade

Plugin",

"pluginSettings":

{

34225638-14F3-4059-BE34-175AC9B35435 }

n
)

1,

"delayGroup": "Fast",

"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode: {

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0

n
b

"stream": "Current",
"upgradeTolLatest": true

"userOverride": false
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<!--NeedCopy-->

S IRIE

August 18,2023

Citrix Workspace A2, BIEFEESMHRIE (2RBRE SSON). FHeFUK Kerberos BEBSHKIE, A
B E SR EXENSHIIE,

HER (BRER) SHRIE

HE®E (ESAER SSON) AFEEE#ITEMRIE, HEXTEMETIMNIIERAIEM Citrix Virtual Apps
and Desktops #1 Citrix DaaS (L{gi#kA Citrix Virtual Apps and Desktops ARS3) .

=z

AR
MBREEAERYRERPZEAT Enable MPR notifications for the System (Ch&%EA MPR &)
5%BE, W Windows 11 AZ#HHEE (RRER) FHWIETEE,

BRE, HER (BRER) SEFENER, XM LUEERIAEM Citrix NAERF, MAXEREER. BHR
THgE LNEITHEARBERIMG, U REREHERXR,

L5 R Citrix Workspace M RZFET, RSB HEN AZFMSmUR “Fria” ZpigBd—i@3 StoreFront,
REERERE, EAUESR Citrix Workspace NBREFHEIEMNAREFMNEARE, MATEEMRANENE
o

Fie Web 5 33#EREHERAARIEIR (GPO) EEEIRKABELSE R, BXERAREER (GPO) HIRRIRAD
BRERERNEAES, 155REHA Citrix Gateway B2 R E R,

EEI LA U TERETE#H 1T ML R AL T ENEE Single Sign-On:

o BRTEDO
« GUI
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} =r

AR

EARXHEF, NMEHEB. 28RN SSON A UEHRFER,

LI REIIZHEE Single Sign-On
BESHRESETRESSER, BRTUTSE:

StoreFront LWEEE.

7t Delivery Controller LEZE XML 51EBRS.

&4 Internet Explorer i&&.

%A% Single Sign-On 8 Citrix Workspace K2R,

>N

7z StoreFront tECBEBE S&F

BAEFAFEHEHRITEMIE, FERREMEEEA Citrix Virtual Apps and Desktops #1 Citrix DaaS, mA&
FEENNS I NAEFNEEEITIHIIE,

fEF Storebrowse SEREFRINNAREN, EHEEREAEHENNBREFHSE—EEEET Citrix Gateway
ARSER, BIE “FFR” XBiRE, BEE Single Sign-On /&, AILURINRABE. KA ARFNSEURBRFIENA
R, MARERBENENERE,

R4 Citrix Virtual Apps and Desktops $5&, mILUERAEEEHIATE StoreFront LELE # B RSB RIT.

BEFRTEARNAIRESENEE:

Rl REFAER

StoreFront EEAZERY SSON

EEEAT Web # Workspace
Bt

&= Citrix Studio, ARHEENFA
I > BRSNS % - AR
5> BREER,

EEIR AREE > EHT Web 19
Workspace i5= > SRS I0IE
Fi& - NEEE > BREEE,

i@id Citrix Gateway A& Single Sign-On

fERLARRE T R SRR Citrix Gateway B/ Single Sign-On, B2, T4 FFEE Citrix Gateway EER

HASHIIINERE (88 1 MAZEM nFactor) S91RIE,

%3454 Citrix Workspace
BEFEEERERN, BB
SRS ENSEBYIE AP
BFES (WRATA).

%3&E R Citrix Workspace A
EFEER2AERN, Ex8
BHIIEAENIEBIR AP
ZMEE (RATH).

1. &Sis1T gpedit.msc $TFF Citrix Workspace M ABEF GPO EEER,
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2. EHENEETST, BEEIEERR > Citrix A4 > Citrix Workspace > BF B {4I81F, AGEEFED
Citrix Gateway 31 Single Sign-On 58,

3. EEEBRA.

4. RHENAMAE.

5. E#B5h Citrix Workspace [ T2 LUEFF BB B AE o

7= Delivery Controller L& XML E{FARS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UWEE R & 7 Delivery Controller L7 LT
PowerShell &%

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True

&4 Internet Explorer i& &

1. £/ Internet Explorer % StoreFront RS 23FINEI TS b RYIR, EAM:
a) MIZHIERBE Internet %1,
b) #F%s > & Internet, AEETiES,

LB B R4 Intranet E0.

C) ERER.
d) FINEREYA HTTP 8 HTTPS #hiY#9 StoreFront FQDN #9 URL,
e) BEHERNAMHE,

2. 72 Internet Explorer R{E AP SHIIE&E. B
a) MITHIERBE Internet 5,
b) BHRL%EM £ > Z&H Intranet,

C) BEEENXEF, EEETRREIEE — &t Intranet XiED,

)

d) EAFPEMERIEERS, ERERAYTAFPINBEBEHDESR,
5'3_‘ User Authentication
2, Logon

() Anonymous logon

() Automatic logon only in Intranet zone
(O} Automatic logon with current user name and password

) Prompt for user name and password

e) BENAMBEE,

ERGLTERORERRER

£/ /includeSSON FFx%4# Citrix Workspace R FA#2FHEH B Citrix Workspace [z 2R LUEFRHAVE
&R
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} =r

AR

L&A TF Windows # Citrix Workspace [z F#2 Bk &4 Single Sign-On A48, R #FER /
includeSSON FxF4k2 Citrix Workspace W RiZFHI Rk,

EH GUIRERRER

1. #3 Citrix Workspace MR REX M (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBHRERERF,

3. TRARRBRLTERASH, EREBARERBERIED,

4. BET—4, RAERBRTERRE,

EIMEAEEHNAFZIRENEEA Citrix Workspace B AEFERINENABE (REE—NNABEE) .

£EAT Web 1 Workspace FEE Single Sign-On

A UERE RIS R EEEREEAT Web 89 Workspace EEZE Single Sign-On,

1. @17 gpedit.msc 3TERATF Web 89 Workspace GPO EI21&EiR,

2. EHENEBET ST, BEEEEER > Citrix £ > Citrix Workspace > BF 543183,

3. EEAMAF BB REHREIEERNESA.

4, BEEREESHWIL. ERAIFERT Web 89 Workspace ERENERERETERS S L#HTEHR
iFo

5. BHEAVAE ICAEERITEBSHIIE, ETRBLI EMSHRIERE, HATFEREERE LEEEE.

6. BEHNAMAE.
7. EFEERT Web 89 Workspace LSRRIV E R E K.

WY B S EERRWIERE SR Single Sign-on, HKZE ssonsvr.exe #ERBELEET.

£/ Active Directory iz & Single Sign-On

BT B LU Active Directory 45588 A Citrix Workspace M BEFERE BB S HIIE, EXMERT, 7
IUSLH Single Sign-On B4%01IE, MEZRFEAELRMHEETAR, fli Microsoft System Center Configuration
Manager.

1. T# Citrix Workspace M BIEFEREXH (CitrixWorkspaceApp.exe) HEERESENMEBHREL, £H
EZ%7 Citrix Workspace M2 8 iRt BAA B IHIRZ R34

2. MERTF Windows # Citrix Workspace R 2+ T2 EIREX CheckAndDeployWorkspacePerMachineStart
.bat &R,

3. FEBARLRM CitrixWorkspaceApp.exe BWAIBMRA,

4. 7£ Active Directory /A5BREIBITHI A, BN CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIZE, BXEBRIMANEMARES, ESH Active Directory 8453
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5. EUHENEET R, HEBEER > RI0/RBMERLIRMN receiver . adml XX,

6. &l receiver.adml #iRjE, BEITENEE > SEEIR > Citrix A > Citrix Workspace > B &
BIIE, BXRFIMEIRXHERIZEAER, BSRAERTREEER,

7. ERAMAR SNENREHFHIRENERR,
8. BEEEREESMNIIE, ARRHNA.
9. ENRIMITENMUEERE.

7z StoreFront tECESE A& F
StoreFront Ei2&

1. 7z StoreFront BRz28 £ 5 Citrix Studio, AREIENAEE > EBSHWIEAE - NAEE.
2. EEEER.

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

SRR HE
BHBIECIESNBEHFREREE E, I¥CHIRELRARREENBHNERBANER. Citrix Workspace
R FBIZFIRIE T AT R LA LR E 1764 5 D I0ITE SRR AETR,
ATHERRSM, BIMERETARENR (GPO) KSR E SR IRIESEEFE.
AR
WERENERBEREAH.
EFERAERIENR (GPO) REEREAEMIHIIESH, FHITUTERME:
1. &idiEfT gpedit.msc $TFF Citrix Workspace R B F A SRS R EERIR R,

2. EHBENEBT AT, BEEBEERIR > Citrix A4 > BBRS.
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3. EEEEHIIEHRES, EREUTERZ—:

- ERA BREORIESHRE#EHE L. MABRT, ®EHR “EBAY
« BEEH: BTN RTFEERE L. AANIIFENRDN, BEFBANEHNERE.

4. BEHENAMAE.

Bhi4s 2106 &2, Citrix Workspace N AREFRIA TR LERMME FFESHRIESHIEMED, RTRE
GPO EE&4h, EaJLUER Global App Configuration Service 2 1FfEAssthbiizz_E 1765 S HHIES R,

£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False,

BXRFHMES, 15218 Global App Configuration Service X4,

B as
AIUEAREERZERIGTIIN, 0% Single Sign-On BEEREE. ZNRAEERFRNFRAVEREIT, HERER
BHER,
1. ARBF@EmxiEgsr Citrix Workspace MBIEFEINR, ARBEHEHE XTI,
LB 2 a4k EHEXHEE.

2. BREAEERTSS.
SRR Citrix EBERNEREF O,
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(@ Citrix Workspace >
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices
3. MEEFEEH%ERE SSONChecker,
4. BEHIET. BRETR—M#HES, ERMRXHRKE.
EEENEREOSAUTS:
1. K& ERFERERIMIRER.
« REEFENORAZIGERNERICEIER,
o BEM ) IBTRERREANER.
o TN X BERZNENERRETEfR.
2. REtEF: EREE EETIAERIEM. E4ZEMF, K Single Sign-On,
3. EfF: ERiSe9E5. Flan, L%,
4. Wi: EREITHEEIHAE R,
5. AR BRHEXIHMNEMESR, aFBIfRE.
BRRBEXESMYESNENERNIFHAER,
SERL T LA :
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1. BB Single Sign-On &,

2. BREIEHR.

3. MERMBEFEM: 2E%E “Citrix Single Sign-On” 1§ B AMEIRMBIZFIIRFHE—NET, HITRLERERER
FAMBNRERA RER—MREBEETIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIWMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2IEHEIETTo

5. HHEE: MIAMERT, WEBEEERF KL,

6. Internet WL LXIFIGE: ESHIF Store/XenApp Service URL FINZE “Internet &I pyR £ X155
=&H,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWEHIIES o

=z

AR

o BB EERTF Web 89 Workspace, MR RRIER.

+ 908 Citrix Workspace E AREFEER Z NN AREE, WSEMEERBENNARE LETEHRIES
FEMR o

o ISR REFNRS. BRINRER .t

PR “BREER” BOFH “EENESR" &M

1. &idi51T gpedit.msc $TFF Citrix Workspace R B#EF GPO EIEE R,

2. #%Z Citrix 4AfF > Citrix Workspace > B85 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEERERIET,

4. BENAMBEE.

5. 1517 gpupdate /force &%,
PRI
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$588 £ “IsE &% 5 XML Service HiER” BBBMICZE =,
St

Citrix Workspace A2 AT EEREMMOER ((FARBRESRTAEFN—I2RE) RITERNR. SR
BT BB HIAEIT (ping.citrix.com) 2F & iAiEl, HiZBTNIAR] EENHMERRERIE BMEHTTA) NS AT
RRZ—. BizfTllid, EAREHEMXEPH Citrix Workspace M ARFHIEERBREED > LBEQESR. M
HyRAPiEF Beacon checke (fEixtaEes) MM R EHIEITo

MIRERATBEA U TE—1ER:

« @[iAial - Citrix Workspace R 2 eI B TIBX R (51T
o XA - Citrix Workspace M BEFTEB R 51T
o ¥4y - Citrix Workspace R 2 ] LU al BRI R 2 (54T
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} =r

AR

o TEEAT Web #9 Workspace &, XEEMAER TSR,
o MIRERATLURFRIRSE . IREFIBIAMSHI9.txt,

&3 Kerberos #1TiEi@ (BRER) BHWIE

AEFERTEERT Windows # Citrix Workspace R B2 F 5 StoreFront, Citrix Virtual Apps and
Desktops #1 Citrix DaaS z a2z &,

Citrix Workspace M BiEF XI5 N E RS EENEERA Kerberos #{TIHEE (2RE R SSON) &% %IE,
Kerberos 2%/ Windows S5{%183F (IWA) & &8 —Fh SIS .

BAE, I E Citrix Workspace R 2 FIZBENAI#1T Kerberos B85, Eitt, EHIEERAFIRE ERESR
RERZL IS RS PRAAFERAS K. AP UERTASHIIESEZERHFRNELMINER, FINESURmEEE:
YIRHE S P10 28.

FEREEEERIESE TEEEZMIIER Citrix Workspace 2B 2. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS B¢, Citrix Workspace R BEF¥#:

1. 7£ Single Sign-On fAiElERE 85+ PIN,

2. fE/ IWA (Kerberos) [ StoreFront iEFF 514, A%, StoreFront mf&M Workspace M BEFREE
A Citrix Virtual Apps and Desktops #0 Citrix DaaS {5 8.

=

[z /= H Kerberos LU= ERSMY PIN 1278, IR KA Kerberos &#4343iF, Citrix Workspace Rz
FRERE R ERER StoreFront #17Z 3 1KIE,

3. HDX Engine (Z#i#i7 ICAZFiR) REaE+ PIN i VDA, MmfERF&RE Citrix Workspace [
EF =&, Citrix Virtual Apps and Desktops #01 Citrix DaaS FEREERNER,

2% Kerberos &4I3IEAT Citrix Workspace MA2ER, EREEHN Kerberos BEZR BTN AU TE M.

+ Kerberos R7£ Citrix Workspace [z f#2F 58 TR Windows Server iSiARS 88 > Bl (e, &
EERSH/ETEIR, EILGEE “Active Directory AFFIITENER" TAREIZET,

o WTEIAD Citrix Virtual Apps and Desktops #1 Citrix DaaS E/E M Kerberos, A7 8RR &M HRIERE
Fi Kerberos, &7Eig 2 AEfIIE Kerberos IWA %I,

+ Kerberos #RFEATFREBNERAEEASHNRIE. BEFRIEENERE SHALIRTRAEIBHNTE R @R
FiEE.

i

A .
= .

AMRFIEREFT LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBHMBRAEEBFURR, ERAEMRFERTEEXNR, BHEREREIMRZAHTED.
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i#id Kerberos SHHIFEE (RRER) SHNIESEERESER
EdkEREZ B, B3 Citrix Virtual Apps and Desktops XS ERIFEFE SRS,
LEFERT Windows # Citrix Workspace MBEFH, BEESUTHSITER:

e /includeSSON

e E TR TE IO 893 B A £ &= % Single Sign-On A, MMEEHN TEXEESER IWA (Kerberos) &
StoreFront #1783, 2RERAMGEFEESEEEFE PIN 83, HDX Engine FEi8 S ae R EM M ZIBITIE
%32 Citrix Virtual Apps and Desktops #1 Citrix DaaS & fERH Itk PIN 53, Citrix Virtual Apps and
Desktops #1 Citrix DaaS Ba M B aERIEEFE—MERFHM HDX Engine 3KEXLL PIN 3,

EINE R TBRA—1MEXIER ENABLE_SSON,
MRRLHIEPELIL1EIZE B A Single Sign-On, EEAERENREERIRAEE Citrix Workspace AR
1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIZFA KRS R EEIER,
2. EFREIEER > Citrix A4 > Citrix Workspace > FiF B{383F > Zc#t i {2355

w

. EEBAEBRS B,
4. EFEs Citrix Workspace R LUEFMRAI B E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR%588 LREE BHINIEARSHY, MRFHEBAT. KRB EAEM Windows S3510iE, TELEFES
ERED, FRIFEIERERIMNEBEFIRFEAEEFERE StoreFront,

BXREe AT StoreFront (N5 S, 551 StoreFront MXHEHIVERE S5 1IERS.

4% Azure Active Directory Fp9 458

FfFipial Azure Active Directory sl TR SRERFT AR TR, Workspace B R AR Citrix Workspace
Nz FATERF T B IIE A A P BECE HaRFIH 1T Azure Active Directory & #5158, 21T Workspace M ABEFH
Windows HE&#ME L% Microsoft Edge WebView2 Runtime 99 s E S kR4S,

BXMEMA Azure Active Directory BeE &4 1R) SRERV TR IFMIE SMLEA, 5SW Azure AD R HFipiaIScAY, itk
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

% +%F StoreFront M REENFX B HIRIES &

B&RATF Windows # Citrix Workspace B2 2303 i2, ErILUIEAA RIS (GPO) &1k} StoreFront
N AEERBM RIS A F. £ Citrix Workspace M B #EFhr 2 2305.1 &1, &= LIERA Global App
Configuration Service BEAILLINEE,

aUEARTENER—MA A Citrix StoreFront N AR E#H1TE DI :

+ A Windows Hello #1 FIDO2 22 %, BX¥MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A S REIZFIEIMAN AAD BIitE & a5 R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

» Workspace BE B¢ Citrix StoreFront [z AE#1THHWIEMN A A R EMEHHA1T Azure Active
Directory &#ipialsg, BXIFMER, BESRZEF Azure AD FEVEMEIAIE,

HfERA Microsoft Edge WebView2 fEARE K28 1THEE StoreFront MIMXSMHIIE, 7 8EEMALLIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 SiE SR,

ATLLfER Global App Config Service F14A%EET% (GPO) #1iRJ9 StoreFront R AEEBBH RIS %o

£/ Global App Config Service
BR%ThaE:

1. 7£ Citrix Cloud x&#rh, %3 Workspace Configuration (Workspace B2&), sA/mi%E App Config-
uration (WAREFRE).

2. B Security & Authentication (Z2MFBHIIE).
3. MRk Windows £3i%1E,

4. MAT StoreFront 5{334iEA Microsoft Edge WebView T1i%|&+i%F Windows S8 E B Ao
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

4=
AR

MEEM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&H%EE Windows =i E
2/, MWE7E Citrix Workspace i FHiE2F H A Internet Explorer WebView, FHitt, R3Z#F3d Citrix
Storefront N A EERAFNEIES Eo

£/ GPO

BRZINEE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EHENEET AT, BREEEREIR > Citrix Workspace > BF 51T,

3. B& Microsoft Edge WebView for StoreFront authentication (:ZfF StoreFront 8 Microsoft
Edge WebView 514301F) HeEHIEHIZE ) Enabled (EEA).

.=/ Local Group Policy Editor
File Action View Help

e @M= HEm Y

./ Local Comp

gLbolig _ User authentication
v Selectani ) ,
Tootere Sottng lect an item to view its description.  Setting State Comment
| Windows Settings 2 Manage App Protection Not configured No
v L Citrix Werkspace |i2] Kerberos authentication Not configured No
1 cer iz Local user name and password Enabled No
Citrix Secure Browser |iz] Single Sign-on for NetScaler Gateway Not configured No
1 Citrix Workspace Updates \iz] Smart card authentication Not configured No
| Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
| Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
- Diagnostics 1] Web Interface authentication ticket Not configured No
. DRI
| Fast Connect APl Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 SelfService
3 grefon
1 User experience
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4. BHNA, ARBEHE.

ZHIkERIEE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#¥F Citrix StoreFront

[z AR P IR YT TV ARIE 75 Ko

Hth S HIIES

e LUE A Citrix Workspace A FE B U T &M RIENE, REUT S HRIENGESRIZEER,
Workspace FA#ZFH Windows i+BHMFREE T Microsoft Edge WebView2 Runtime 99 siE=E 7,

=17

1. EF Windows Hello BB K IIE - BxEEETF Windows Hello WS4 I8ER5ER, iE5AEE Windows

Hello IV kiR 5B #&IG B - IEB{EE, kA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

3+ =

AR
AHERIGERE (Ba&EF SSON) WETF Windows Hello B985 4583,

. EF FIDO2 2 & ZHAMFMHRIE - FIDO2 R FHAANCURTRMBET —HETERANAFA BHEBEA L
BHMITEMIIENAR. EALESE®E Citrix Workspace #1TETF FIDO2 R ZFHANEHIIE. R
FERP R FIDO2 2e&A@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATE
ZRRETABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

. g, EETLUMIIANT Microsoft Azure Active Directory (AAD) B AAD A B AR MIEFMTEN &S
& F (SSO) 2 Citrix Workspace M AB#EF. BxEE Azure Active Directory BIREMWEZFMAEE, &
278 & Azure Active Directory 15/Rs3, it} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, Bxufa¥ Azure Active Directory i&E#2| Citrix Cloud 8958, ESRE
Azure Active Directory ##%2l Citrix Cloud,

+*

iBEATF Windows 9 Citrix Workspace R 2R 215 A TS e B HI0I0E:

- HEGMKIE (BEAER) - YHFER Citrix Workspace MARRFN, BEBES IR HRE Mk EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREEEEEZ Citrix Workspace M AEFHNEMNRIIEE B TR EMEITHHIERIRI S EIEH
KEMNAERF.

- EEASERESRENELT, SXFERMAENIGE EiETTH Citrix Workspace MR, AP HABE
RBNERA BRI R B AER,

BEESMNIIEEEMR StoreFront # Citrix Workspace M ABEF LHEE,

o WEXFHIIE - R B M IIEA TR EEREEESBANBFR BB 2 B #HTIER, TEERTEEN,
AIERALLINEE, B, BRIIBETH, ¥ANENERIREERNABES AFERNERZHEIE, Fi§
DisableCtrlAltDel /%18 & False LU AFERE R, RS HIIEEE StoreFront B2 &,
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BEFEANEREMIIE, StoreFront EE R A LAFHXRE—NAREERRF {8 B9 I0E Uk E
BERBPIRIE, F57ARTE StoreFront x4 & h# TR, BB StoreFront X4,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEEFRIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR

o BERIREBZMHIIE - ERHEBEMRIEREER Citrix Gateway 1 StoreFront B2&,

- Ej@id Citrix Gateway ifia] StoreFront, ERBREEEEEEUNEHIHITE DI,
- 3 Citrix Gateway SSL BECEi& B EHIE P IHIEB S M IRIERN, BMEENRE. B2, BHITFHILER
BHEIES RS MR RS,

o WBKRIE - IMRBENH, WHEETE Citrix Workspace [ ARIEZFMAF M EINRE 2 B2 EE,

o LIEHFERERRIN AR - SRR ATEE (W Microsoft Outlook #1 Microsoft Office) faiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFHEETHRFIEE L

« Citrix Workspace ARFRAMRERAFIEREZFEEL, BERENZHE PIN, PIN NEAFRIEHHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBREFA2EMEESTE,

o HNEREEEMNIRIEHTRER, Citrix Workspace ARFEALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5E8EEEMINIELE SR, ERE Citrix Gateway #EfF. EREHEFEM PIN Z2 Web ;T
H, EE—YRER#HTEHRIE, #£A Citrix Gateway {EHF BT E@ES B IRIEAIR StoreFront RERTE
BERAF.

« Citrix Workspace i F#2F B#i2F 5 citrix.com #&f5, B Merchandising Server 5 Citrix Gateway
EMEREREHEIERRS.

A
=

I

HLRERERIEIMR. ITMRFEREAFTIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SRE AR EEEBE LR, BHRETEREIMRZAHITED.

EHEREFHIIEEA Single Sign-0n, BT TIRME:
ERgEEART Windows 8 Citrix Workspace R ABIERF, BELEREES U THSITiE:
« ENABLE_SSON=Yes

Single Sign-On 25— 1TATEBSHIRIENAIE, BRALIEERMEL Citrix Workspace FAEEFE RS
= PIN 1270

o TEEMREERETD, SMIILITRREHIE SSONCheckEnabled FRBIKEN False (MNMREHKRLERS
BERAM).

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

iteEA R AT A L Citrix Workspace AR & 41 1K0IEEE R E K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE.

& StoreFront B RS EEE S HIIETMIE Kerberos, iR TEIMN&GSITEM %L EERAT Windows 89 Citrix
Workspace N HEF:

o /includeSSON REHEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
s MRAFEAAEMSHIIESZE BINBFRRMNER) ERiER, WHaiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

SRR B HIEERI B IEEE RISHRERE, F ¥ Citrix Workspace R 2R #E Citrix Workspace MAREFE
RHERiEIERE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER

2. HEEEER > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

3. EREREBESHRIL. RIELRENZSIRE, ERAWAE ICARITEESHRIDAT U ERBERERS
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIiFAER, 155 StoreFront XEHMECE 515 10 IEARSS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENEIRIERS NS ENEHRE,
2. REMFIEIMEZDRIEH,
3. REMAEZE Citrix Workspace W BEF.

EFEEBERAR, FRITUTRE:

BAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MIIRFIEZFIER, AT Citrix
Workspace ZFAEFRE AEARINES (RIBEEERIRMERE) SULEIITHIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ERNET,

BROEBHIAEUTAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEEAKEN 1024 {iI. 2048 5% 4096 i,

o BIRRARNEERTES,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRASNEEEEFERNEF RSN RIESFRAEERRE.

o EPMKEHERPRIEBMENME Z —BALEIRS EETE TLS IBFNRXMN AV ERNA S #HEM (DN) 2—.

ERUTAEZ — A BUEBANERE S
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« £ Citrix WOFkSpaCG NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINERT. ¥ TF SmartCardDefault 8 LatestExpiry, MIRESZMEBFEEH, W Citrix
Workspace [ BREFFRTEFP MRERE—MES.

BT RERMENEMRIN SmartCardDefault LatestExpiry }o
HKEY_CURRENT_USER OR

HKEY_LOCAL_MACHINE\

Software\ [Wow6432Node\

Citrix\AuthManager #:

CertificateSelectionMode={

Prompt

£ HKEY_CURRENT_USER ARZEXMEM SRS T HKEY_LOCAL_MACHINE HRY{E, BISiFtEEBIA P EFEIES,
£/ CSP PIN &7, BHITLUTERME:

ZINBERT, mAFPE5R0 PIN 27 REiERT Windows 89 Citrix Workspace M BREZFMARE e EMZRS 2 M
12/ (CSP) #21ft. Citrix Workspace ZRiEFERENETAFEA PIN, 5% PIN #2458+ CSP. M1RE
It S HBEEFAEEENREER IAAFESHIERERIEEE PIN), W=k Citrix Workspace R B 2FED
ERER CSP A LIERE PIN £8, 2F8A PIN BT,

ERUTHZEZ—ER PIN FERNLAESR:

« 7£ Citrix Workspace [ B#2F @ <179, I8EI%EM AM_SMARTCARDPINENTRY=CSP,
e B LTI E 7 N B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BREFFFMBIREN

MiREE se B, Citrix Virtual Apps £iE%E1#, R Citrix Workspace M BEEFTESEREFEEENFHRIE
Hi%, EEERTF Windows #9 Citrix Workspace [ A2 L2 B S5 LAsg #1525 Citrix Virtual Apps
&, MAFTE Citrix Workspace M RREFSIEFMARIFERRS.

PR

ERERERINRIEER Citrix Workspace ARt R, AFRZETAEER.
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1% Linux VDA ZiFHuEEEE £,
21 Citrix Workspace N AZFHERAIRELEEER, BRITUTIRE:

BUNBERT, RELERERE VDA LA FEARE, 7£ Citrix Workspace ARRFH LA FREARS. BERARE
BRERER, BEXBM StoreFront if =iy default. ica XHHEEUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

27 Citrix Workspace N AEFFEAMRREERER, BRITUTIRE:

Z7£ Citrix Workspace M AZFHEARREERER, BEMXE StoreFront is =i default. ica X
k% SmartCardCryptographicRedirection £,

BEXEAER, BEAEEF

EE Citrix Workspace BT R S (9 583EF

Citrix Workspace MREF3INT HEK3TER (GPO) HErE LB B@ERA Citrix Workspace TR TE M, I
B&fE Citrix Workspace 2B E RGBT BanE R Citrix Workspace, NEHAMATER&E LM Citrix
Workspace RRETHE®E ($£2ERH SSON) B, FEMLLHRE,

REMRIGE(ER, YIREUTHRA:

¢ BHERARRER.
o MIAMTEEMKRFIESRTIE SelfServiceMode BHIREN Of o

BRTRTSNILE:

. @EIEfT gpedit.msc 177 Citrix Workspace N BIEF ARSI EERIER,
. EIHENEBET AT, BEEEEIR > Citrix Workspace > BEIIRS.

. BHmEE Citrix Workspace iR mE P IIEHRIEHISHIZBENEB A,

. BENANE.

A W N -

FE1EEAT Windows #9 Citrix Workspace N BIEFEEFZEMAFZ

ZUNERT, EATF Windows # Citrix Workspace K BREF=BHMER EXBANAR R, EEMAFRITRINE
oiEFE, BEREBAFIE LREMRR:

1. 83 REG_SZ @ HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername.
2. BHMERE R “false”,

E /A Remember my password (ZEHMNZE) SFEHEIEEHER, BELTETERT Windows B Citrix
Workspace M AEFHEFIHTEN LI T EMmRm:

« B872: HKLM\Software\wow6432node\Citrix\AuthManager
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o KA REG_SZ

o &#: SavePasswordMode

o E: MR

AR

EMRGEBEATYTESHTENG, TJEFEEMRERERS. Citrix TERIEEFMRFEERERAT
LSHHIMMIRIAAEB ST UMRR, FRIMRFEERTEENG, BREAEFREIMRZAHTED.

E51E4E7F StoreFront R ABEIEREE, ES815 StoreFront XA EIFE LEIERF Windows 9 Citrix Workspace
M RREFEFEEMAR B,

7£ Azure AD #3715 200 %4

FEAhkEH, BT 200 ZMER Azure AD BRAUEBDECLIZABRNNAEFNEE. U, A—AFLTEEEX
L BEFMKHE.

AR

R &M Citrix Workspace R 2R A $HH EHE R BB A LLIhEE.

BR-RE

Citrix Workspace R AEFEMEERFLZAFRE, ZIERTATFRESHRIERE, SERFHRIEEERT
Hith &R (IdP),

AR
BN T RAENAR-RIEN—BRIINRESS, ESRIEEFERNRAENER.

TERAMB TR, BRUKRSHHREERHER-RIE:

= 1588 AP
E# HTTP i5K EEERT, Citrix Workspace CitrixReceiver

[ FAER R HAIMEIERE 2 A /23.5.0.63 Windows
P-RE8, g, GET /Citrix/ /10.0 (22H2 Build

Roaming/Accounts #l 19045.2965)SelfService
GET / AGServices/ /23.5.0.63 (Release)
discover EMKIEK X1Class CWACapable
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=}
=

TN AHE

&/ Edge WebView FIBM xS
RSB IIERIASH P IS

/A IE WebView FIBMx=4%&
BRI AN S

BiEA

LA Citrix Workspace A
BN =N ABEHITSHRIE
BY, BERARERNRP-RER LM
LiER, N, FHKEF /core/
connect/authorize HIM%

BERKo

YAF R Edge WebView 33
Citrix Workspace M Bi2F LB
BT BRSBEIENMXHITE M
LR, WKZIERZFERSENA
F-RERHR. F, 828 GET /
nf/auth/doWebview.do #I
GET /logon/LogonPoint/
tmindex.html BIMLEER,

LAAER IE WebView 33 Citrix
Workspace AR LRRETS
BB BIIERIR K H1T S 1330 IERT,
MEERESERARENAF-RER
L, i, 88 GET /nf/
auth/doWebview.do #
GET /logon/LogonPoint/
tmindex.html BIRILEIER,

BR-RE

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW/23.2.0.2111
Windows/10.0 (22H2
Build 19045.2364)

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko, CWAWEBVIEW
/23.5.0.43
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= iR BR-RE

BHEX Web MA®E LA @ Citrix Workspace iZA  Mozilla/5.0 (Windows

BERRMBEX Web [ AREE NT 10.0; Win64; x64)

B, ZERAERFRaAERAF-{IE, AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

OA=RERLIEILTIES

June 14,2023

INREMERHZ Citrix Workspace HAESRIFHERE, FHOPHRENBT FRNSRUAKRBERI USRS
N ER,

RIEPRRERRATTR UK A XA TR INE S0 TR

o IHRBEMAE: RRBSFAMANER. ZBRIBENKMZRAIFEES, X LIE4M Active Directory
(AD). Azure Active Directory (AAD) B &

o BpRMIER (IdP): BT m Citrix Workspace 2t S HI0IERSHISEE,. ©AFEEEIIER.

« BREBMIIERRS (FAS): BXFMER, BBAGEA Citrix & SHHNIERSN TIEXBERAESE R,

« Virtual Delivery Agent (VDA): Bx¥4E8, E2RA%LE VDA,

« VDA EMAZ: ®x VDAREMAZNER. BXEMER, ESRS MR EE,

« Citrix Workspace/VDA f9 8 =% R (SSO): “B” & “B” BRTE2EZIFAEES Citrix Workspace 5
VDA,

+ Citrix Workspace 2R : EXUERER, BRRAESHLEIETEHEESHRIIFEESE S5 R,

AR

ST FTERELEER, EAEERMRAM Citrix Workspace MBEFA fER S EES .

Citrix Workspace HiE Ei&E 5
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IR EIANE

AD

AD

AD

AD

EMANAD/EE

IdP

73 Citrix
Gateway

BEN & 4H%IE

Citrix
Gateway 55
—NIdP Bx&
(AAD/Okta)

Okta

AAD (fEFR
AAD Connect
# AD)

VDA EfIANE

AD

AD

AD

AD

AD

BRBERE
Citrix
Workspace

=
=

al

all

all

all

BRI VDA
Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
FA#2r/FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
BiERF/FAS **

XA

fER 7 Citrix
Gateway £
B RMIZFE
Bi@%| Citrix
Workspace,
ERERENS
HIE, 1ES
% BER 515
IEARSS, Hi%

B (LA At
Citrix
Gateway Fh
SR HIERE
Bi@=| Citrix
Workspace &
B BRI TR,

fEFREE SAML
BREREKE
IdP, #ZiRmHA
FRREHEEN
|dP 893214,

&/ Okta {5
SRR
Bi@s Citrix
Workspace.
5 Azure
Active
Directory £
B RMIEFE
Bi&% Citrix
Workspace,
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IR EIANE

AD

AD
AD
AD
AAD

IdP

EEEF SAML
B 1dP (FEiE
ADFS)

AD
AD+QOTP
AAD

T AD #Y
AAD

VDA EfIANE

AD

AD
AD

AD

BRBERE
Citrix
Workspace

=
=

iz

iz

i

all

BRERE VDA

Citrix
Workspace [
A2 /FAS

A3 HF
A3 tF
A3 HF
FAS

BRA4TRNE
1o

XA

ESFE’ SAML
TER B 1R HEIE
FriE#ER Citrix
Cloud, #&#
RAFREEER
B9 |dP BoSTY,
RER

A&

A&

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
ARFERERE
Workspace,
& FAS %%
BRERE
VDA, BXi¥H
=8, BEBHA®
A Citrix X5 5
HIIEARS Y T
EXERERE
Fo

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
AFREAERE
Workspace,
AEBERER
Z) VDA,
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA EfIANE

BREREIVDA

XA

AROINNIEL XPBEEEHH  AD S
I0IERY 1P - §%

&

FAS

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
RFERERE
Workspace,
i@id FAS %%
BOERE
VDA, Bxi¥4l
=8, BB
Citrix
Workspace i#
TEHRIENE
fth75 %o

#iF:

o AD IEESSIAIRIE AR, Kerberos #BEEEITIT.

« **Citrix Single Sign-on (SSONSVR.exe) REESEF it FWAFR B R EBLESER, MEAFER

Windows Hello &%, MZEZ FAS,

« IRBAT LT RERE T RLAFERRE, WaFNSHRIERTETR

- BIVEZE FAS, RAEEATIE Windows F&,

R ETRT.

StoreFront i Ei&E
BRERE
Citrix
HAE AR IdP VDA BIAE Workspace BEERE VDA XY
AD StoreFront AD = Citrix HEESHIIE
Workspace [
BiERF
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BRBERE
Citrix
I EIINE IdP VDA EMAE Workspace BEERT VDA  XHY
2N AD/E StoreFront AD 2£(1) Citrix IWEBES %R
&/Windows Workspace iz iEFfEFA Citrix
Hello & kkfk B2 [FAS(2) E&SHNIER
SR TIEXEH
BRER.
AD Citrix AD =z Citrix
Gateway - & Workspace [
RERIIE R (3)
AD Citrix AD 2 Citrix HEB SR,
Gateway - & Workspace [
NEHIIE R (4)
&

1. fEEmREESRFT, SMEILUITEZHE SSONCheckEnabled FREIEE N False MIREHEFRR
REQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols

\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. REER Windows Hello &%, MFE FAS fUIMREEEA 8B SSO.

3. BEXAD geBininE s, ERNEMER Kerberos,

4. BMfE AD TiRifmEF I, HEEEEIETT. KEM Kerberos,

fEA 4 Citrix Gateway 1Eh B3R IEIEFIHE @S Citrix Workspace

August 18,2023

BE.

AXEBFEREEHEESHRIE. MREEHAMMXIEE N IAP, BEBEIE Citrix Gateway FE¥HEBERE
AB ML EE .

Citrix Cloud Z#¥5ER 7 Citrix Gateway (A S HRMEEFNEREH TR AITIAE#1TH B RIE,
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W EA Citrix Gateway SHIIE, ERILL:

o GgEE A Citrix Gateway P #THHIIE, WEHEEHBED Citrix Workspace ifialasi Virtual
Apps and Desktops SFEHHIETR,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

c FREBSHRIE. BiF. RS FHIHRER. RESHIRIEENEE, AENARREERD Citrix
Workspace iiialFr BRI R,

1% Citrix Gateway SHIIES LU= RhRALESER
« Citrix Gateway 13.1.4.43 Advanced Edition SiE Sk
NEFM:

+ Cloud Connector - E.EEM ARS8/ R L% Citrix Cloud Connector 14
« Active Directory, HHREE .
« Citrix Gateway xR

- BTEFALAKE, BEAMMX - ERAERER,

- BEEM XL Citrix Workspace BiT A& # 1T BRI, M%7y OpenID Connect 1R/,
Citrix Cloud 5Mxz [@l89E S5 & OIDC ¥, ZIMCH RITSEHITHFER, FAlL, EUMELEIE
PLTXLESCEHITE S,

- H#REYP - wFF Citrix Gateway EF %I NTP Etjal,

BXFMEE, 152807 Citrix Cloud X489 Prerequisites (&% M),

7002 OAuth IdP B2 a1, EFEELIGE Citrix Workspace g Citrix Cloud, LUEE IdP hEBMXER S %
W&, BXNAIEENIFMES, 218 Connect an on-premises Citrix Gateway to Citrix Cloud (i§7s#h
Citrix WZ#%) Citrix Cloud). FeMIRER, ¥4EMEIE OAuth IdP SEFRIENZ i ID. ZHMEER URL,

MREERBZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BERERT
Web #9 Workspace BB E@E. NZHMINMCNEIZE N, F2EREEE,

AR

MRAAEE HTMLS EFRRRESERREIERAZE W, WAaRAEERSHIRIESZ.
e 28R /E 5 StoreFront URL Y, &4 Receiver 1275
MRIGERFHRERS, BRARKEEANZAIRR, MIEZATFHEN, BXEMAEE, BFBHA:

« Microsoft xx#4##y URLAllowlisto
+ Google Chrome x4y URLAllowlist,

=z

AR
Workspace W BEFERHNINMYAMIEIZRF A receiver:, BEREEE N AFERIEH— URL,

FAER LN EMIE, MU TROERAGR, UEEER B NIERSHA StoreFront URL, it E AEER]
LB IR AR .
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway i&& 7 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP S IRIERBS RIATES:

1. 8l OAuth IdP BREX %,

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

12 OAuth IdP F2& x4
1. Z4E/A CLI g2 OAuth IdP BEE XM, EHEGRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret J[-redirectURL <URL>][-issuer <string>][-audience
<string>][-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. B/ GUI 8 OAuth IdP BEBE >, EHRITUTIRME:

a) BRIEMAEH Citrix Gateway B, AESME Security (Z£) > AAA - Application
Traffic (AAA — N BIEF7E) > Policies (58) > Authentication (5{18iF) > Advanced
Policies (54%H) > OAuth IdP,

Rty

b) 72 OAuth IdP siEm+, #i Profiles (RREXf) %W+, ABEdH Add (Fi),
c) E2& OAuth IdP BBE&>f+
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+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (H4IE) EMEHREHIFHIME G ID. BHEMEER URLE, UEBILS
Citrix Cloud #vi%EZ,

+ 1£ Issuer Name (kX 17&EZ#F) RSP IEFEANMX URL, 180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (ZRX) FERHPEHIFHIEME P Do

+ Send Password (&#%): ERALLEMLREERERTHE. RABRT, EmLTFE
BIRT

d) 7£ Create Authentication OAuth IdP Profile (8IZ5438iF OAuth IdP BB f+) WEL, i&
B TSHMNE, AGEE Create (81E).

+ Name (&%) - BRRIFREXHNETR. BAUFE. BFRTYILFR () Fk. BMIEER
ABFH. BEUREFR (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). 5 () T
ZFW. SIRMEXHRE, BLEERET,

+ ClientID (%7 i% ID) - #7iR SP MM—F T8, WINRSH[EML ID HMEFRKEE, RAKE:
127,

s BFIREH - BAPNENRSSRETNZATRE. RAKE: 239,

+ Redirect URL (Z&@E URL) - ¥ AAHAHNIE/ LM SP _EMES,

o MEBRB - BT HSEMRS BTN RAKE: 127, =fl: https://GatewayFQDN
. COMo

+ Audience (Z4&) - |dP RixpISHERIBRRG A, R ARRIIEL SR,

« Skew Time ({RERiE) - IETHERE Citrix ADC EENSHE EAFRINRE (LIRS,
BN, R skewTime 79 10, MShERNERERA (SaiEdE - 10) 985 (HF08diE + 10) 2%,
B35 20 98, BIAE: 5

+ Default Authentication Group (ZRIA B HIIE4H) - Y IdP EHE B £ nFactor R E
AMEEXHN, WEFMISIERNFAEINRFINE EAUESHRIEREHRER
(AAA.USER.IS_MEMBER_OF(“xxx™”)) ff# FH, M#5IR5 5 #i 75 # %8 nFactor 72, |&X
KE: 63

HARFAMBEREXHNIED, UEERBITEIEHBEIBENERR, FRTIRIAVAS, ARSI HIIER
THETIEEFERFINE, RAKE: 63
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710 OAuth IdP 5B

1. 7£ “OAuth IdP” i@+, #i Policies (5588), #AE&E Add (Fi).

2. 7z Create Authentication OAuth IdP Policy (£1iZ5303E OAuth IdP 5%B8) TiE L, REBUTESH
K&, AG%EE Create (8IE),

« Name (&7#F) - SHIRIERIEIETT,

Action (i&fF) - ZRiISIBMERE STHFRIBT,

Log Action (HE#RME) - ERSIHRILRNEFRNEE BERIENET. IFaHMRR,
Undefined-Result Action GREXHILERIRME) - REEITHLERKRTE X (UNDEF) B AITHYIZIE,
ERIETFE

Expression (FRirx) - HKEEHTFIRFFEIERNERINE ZREN. Hld0, true,

Comments (iFig) - WEREERREMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &4 “ON” (BRINEEHR “OFF”) B, AR EREEMEH@ g L e@iEEis Citrix
Cloud, @idZei@iEfkEAr SREAFEERBIEY A Citrix Virtual Apps and Desktops B/ SSO,

% OAuthIDP %:eg#0 LDAP SRERSIE I BN S 15 10 IEAR 5 28
WE, BEER OAuth IdP HEr848E R4t Citrix Gateway ERIEINE HI0IEARS 28,

1. E R4 Citrix Gateway B/, 4G SME Configuration (i2E) > Security (%) > AAA-
Application Traffic (AAA-RBIEFTRE) > Policies (5i2) > Authentication (&)%) > Advanced
Policies (54:%H8%) > Actions (i£{E) >LDAP,

2. 72 LDAP Action (LDAP &) RE L, #i Add (Fmn),.

3. 7£ “Create Authentication LDAP Server” (BIEZS1334E LDAP fRE28) REL, REUTSHNE, A
58 Create (81E),

+ Name (&7F) - LDAP BRSS33121ERIB R,

ServernName/serverlP (fR$3232%F/IRS3s IP) - 124 LDAP ARs32889 FQDN ¢ IP,

71 Security Type (Z£%3!). Port (i50). Server Type (FR52:%3!). Time-Out (#BAE) %
BEHME,

WRE %S Authentication (H{338E),

Base DN (Eiii DN) - 734 LDAP 1£Z&89E ., FI80, dc=aaa. dc=local,
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« Administrator Bind DN (ZE&45%E DN) : 4% 2l LDAP [REBHAF B, Fli, admineaaa.
local.
« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,
« B Test Connection (i) MiXEHIGE,
+ Server Logon Name Attribute (fR5Z2REFREEM): %E#ZE “sAMAccountName”,
o HttFEARQIEFE, AT UREREHITERE.
4. Sfn% Configuration (E2&) > Security (Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (H{)I8F) > Advanced Policies (B4:%8) > Policy (51),

5. 7= Authentication Policies (B)I83F588) Re L, #d Add GFm).

6. 7£ Create Authentication Policy (SIESHI0IESRE) REL, REUTSHMNE, AG%ET Create (8
#).

« Name (&#5) - LDAP B{3I8F IR,

+ Action Type (i&fF3E!) - i%#F “LDAP”,

+ Action (i&fF) - i%&# LDAP 1&fE.

+ Expression (RiAR) - SREEAFWHRFEIERNWRINEERER, W, true™™,

BirH2E4ES VPN
BIEBeRAED VPN F23744# Citrix Gateway #17 CLI AR R, A Putty (2MM) &id SSH B R7AH
Citrix Gateway,
1. Bepan<TERAER, fli Putty,
2. fEF SSH B R4 Citrix Gateways
3. BAUTHS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERHES, HERAUTHS:

show ssl certkey

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 267



iEATF Windows &9 Citrix Workspace T2

5. EEMENANES, ARBAUTHTURIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Heh cert_key_name RiEHHIBETF,

6. BAUTHTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway B EERE N F R IIES &
5eR¥ Citrix Gateway & & X AP /5, EHRITIU TS ELTE Citrix Gateway PRI EIBERE 7 FHIIESH Z.

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmIEEREH#ITHHIEIE,
Citrix Gateway R ZHEINFN Kerberos 4958 ik (KCD), B2, AXNET KCD S41IE, BEXFAMEE, 5
25 CTX236593,

RENERESEUTSRE:

1. Kerberos ARZEIREE
2. BEPIREE

Kerberos AR ZE/KEE
1. 7% Active Directory ®¢il7E KCD AP
Kerberos HEZiFE T R AHIET, UHMERRIEAFNEH, ©F5REFE. RESS[MEHS L+ (KDC).

771k Kerberos IEEiE1T, BFRIHFER KDCiERFIE. FRHSAELEREAF S, BBAER KDC
HITEHEIE, ARZTREIEREN AS IERNRIL
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEF (SPN) KB,
R ImERAR XA SPN #1754 31E,

o RS EHEFR (SPN): BRSEAREH (SPN) 2RSS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2FF1E Windows &#& &1 SPN W AEF. EH SetSPN, aIUEE. 4wiEMMIPR SPN Et.
a) £ Active Directory fRS289, ITHS IR,
b) EHSRTEOR, BAUTHS:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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c) E#fgik Kerberos AP # SPN, BT Ta<:
setspn -1 <Kerberos user>
1T setspn &<E, SHM “TIR” EI+E,

-

d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255
%R HTTP ARSS.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFIHEIE DNS 2 RUZEHMXH SPN:

7£ Active Directory ## 0 TXT DNS 2%,

==
AR

ZIFHTLL _Kerberos 7k, #IESMRIHZ. FQDN %2R Kerberos..
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kerberos Properties

Test (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTL: 1 0 0 DDDDD HH MM S5

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Eitt, HmelE— DNS TXT iBR, ZieRIEEHE P imEk _kerberos.gateway.com #3REX Kerberos
FIELU#TT BRI,
4. ¥ Kerberos BB NS IRIEA R,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIENE, BETUIE keytab x4,
AR
MREERAERE (RWEPEHMINERE) , WK ARSS SPN 2 E I HTTP/PublicFQDN.

com@InternalDomain.ext,

« ¢ - Kerberos g, @ERENAIIHE G,

« User Realm (AP - XRAFHREEESR,

+ Enterprise Realm (fdl47il) - 7% KDC FERIAA BMIEEAZRAFEL KDC HES
7 B ERHIET,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD FelEH KCD 89 NetScaler A ik
Fo H{RERFDIEW,
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

BAFRINEAERE VDA, BERITUTHSE,
W&
o BIMAEBITEN
« BA7T SSO 1 Citrix Workspace 2112.1 S¥ES R4S
. EEREEERST T2 E URL
o WIBRBZEF R AD B9 Kerberos, & FIRIRIERFLTEREET] AD 7 8E3REX Kerberos ik,

TERAENSSEPESEEN—E URL:

« M URL & FQDN
« AD FQDN
o EEETNKIEMEEIH SSO B Workspace URL,

1. MNRMFERMNZ Internet Explorer. #i%x Edge Sk A TUNE2S, BHRITLUTIRME:

a) BENes,
b) EEF R EITFA A FrRRIEES,

Show Contents X
Enter the rone assgnments ham oK

Wi N V. N

alue Name alue GPO Noame —

hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy

[ ] 1 Lecal Group Pobey

|

hitps //pubbcnsaks doud com 1 Local Group Pobcy

£ ¥

a) ¥Z+ENESE > Windows A% > IE %528 > Internet i=5IER > L2 TH.
b) #T7F “Site to zone Assignment” (UE=REIXIESE) FIR, REHMFILHFRE URL, EXR— (1),
c) (Fik) iB17 Gpupdate LA FAEEEL,

2. MREEAME Mozilla Firefox 5%88, EHITUTIRM?E:
a) FIFNsEs,
b) EEZREHEAN about:configs.

C) EZNRHHLE,
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d) EEEREFEF, %A negotiate,
e) MIEZFEMEIBETIZRF, 18T network.negotiate-auth.trusted-uris 258 E HiE(E.

Farteeds SegoTile euTh irebed wis i ] e

T + % N N1
3

XEFTER T &P IRMECE,
3. M Workspace B2 &R 2 Workspace,

EXASFRTENANT SRR & LN P A&,

Kerberos &=

AR
BN EIE R 7 REE T I IS 1B,
EaS$RFASH Windows PowerShell &1, BT T &< LUEEITE SPN BAR Kerberos EiiFLS5ir:

KLIST get host/FQDN of AD

1/ Azure Active Directory fFr &3 iR1E2F15EES Citrix Workspace

June 14,2023

AT LUER Azure Active Directory (AAD) 1ER &R 2R LIE Citrix Workspace #9885 %& R (SSO), Het
SEMAENES/VM, E&iks/VM 038 T Azure AD B9if=/VM,

ERALEE, ZXRaLUER Windows Hello i@/ 7 AAD His=xd Citrix Workspace #4178 S & Ro

« ALUERA Windows Hello @& Citrix Workspace R R2F#1TE AT,
« fEA Citrix Workspace R ARF#1TETF FIDO2 B EHRIE,
« {&B) AAD MINAT Microsoft AAD #9it&#l (AAD fER IdP) F&#FiAinleaERE Citrix Workspace [z

AR,
EXYNEMTZAEFNSENSERER, ERILURINTARERE FAS 5iE2E Citrix Workspace AR

AR

RBEFERA Windows Hello BY, A gestmiee m&RE Citrix Workspace &R, B2, TEiHRIE & HBRIEIIR
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AREFNKER, RARTERANBRINENE, 2RERIRREE, ERILUE FAS # SSO B1E I IR A
EFMREE,

WA

1. % Azure Active Directory #E#%%| Citrix Cloud. BXi¥4{s 2, &5 Citrix Cloud X#4989iE Azure
Active Directory i&#%%| Citrix Cloud,

2. BF Azure AD M RIELUA R TEX, BXEMES, E5iH Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEMA Azure AD SHLIE) .

BT Citrix Workspace BB &R, ERITUTRE:

1. £/ includeSSON EZ& Citrix Workspace M BER.
2. 1£ Citrix Cloud ®Z /8 prompt=login B
3. {EM Azure Active Directory Connect E2& Azure Active Directory Hif,

fE Citrix Workspace N AZF LIz SSO
WEFH:
« Citrix Workspace hi4s 2109 St &E Sk,
AR
WMRERER FAS #17 SSO, MAREZ Citrix Workspace B &,
1. MHEED includeSSON HWEEMm<ITRE Citrix Workspace AR :
CitrixWorkspaceApp.exe /includeSSON
2. M Windows EF i ER BN SSON ARS8,

3. BEHENESE > SIEER > Citrix A1 > Citrix Workspace > BF 5433 Citrix Workspace GPO
BRI P Z %D,
AR
XL EREE T LUEIT Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITISE,

4. BFRIEFSEERAIZILE.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 276


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#enable-azure-ad-authentication-for-workspaces
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#enable-azure-ad-authentication-for-workspaces

iBEAT Windows 9 Citrix Workspace R BiEF
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w [ Gt Componanty sl ieang, I Eesbaren i abon
w _cmmmu. B ol whas e ot povinerd | e et
& ae AN drm Werkipaur vepparied 5 St g g o et ke (b
il TR FERPRY FENTPY) L St cmed mthand s, [ — -
T P— o B By b 0 BRI -t St e it oot o e Gy o
Sl Chnt baginy Ut W, iy 14 L o Py fos 5 48 P themgh s o for 4l KA [P
- m: “"“"q:‘“"“m W bt e bepm By, oy 3 el Vi ek e by vt froee
- :9"“"‘ ean hor the Cae 7] Ui Vgl Dy S vt mﬂ:::qmrum-uu
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2 bt soica || iy e s g e g A e g
) elftarice mm“* bt phece e 8 108 ke choth b B bymem B
L et e “Basly B
_'.Llw-nun n‘ .- F ki - Whemman g Yol by S prvroneraed, (rieshng
- . | " L3 ok Pl [tV ity e bl ;mwmu
L3 '-._E-m_,ﬂ._w? et chamd wnm tha umar's WIS crmdantsshy.
w 2 L |
T — e
& GPO R TFANSis R
* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com
o https://xxxtenantxxx.cloud.com: Workspace URL
& Revuirann se
A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
7] memugm-mi Swmng | Eplan Precedence _|
vf?mmimxm P -
2 Windows Sesti
:' - . “_‘:1' - [Entiew e pves assQrenents hee. I_ID‘
» [ Citrei Commponents ke Mame: Wk ¢ Cacal
5 21 Sysmem e N
w ] Windows Compenents hega aologon micrackarresd 450 com ] L
» ] Bicmetrics IhiipecAowanare choud oom ] L
w ] inkemet Explones Rl
w [ inbermet Controd Py B
| Secunity Page.
» [ Windows Defender An
2 [Extra Registry Seitings
w gl User Configraration
3 ] Softwate Settings |
5 [ Windows Sestings 3 >
Sppoted on: A least intermet Explorer €0 in Windows F with Serv
oK Crcel | |l .
T E————
€ :|\.,t-1urm,{mf
AR
% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
AllowSSOForEdgeWebview ;:fit&i& &% false Bf, AAD M SERHLTREARS.
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7z Citrix Cloud #% /A prompt=login

ZiAE R T A Citrix Workspace BHT prompt=login, BEMERFERERFERRESHEREEMA Azure AD,
W REHLEITH NI,

Al A EER Citrix z A P2 A prompt=login. EM % Workspace Configuration\Customize\
Preferences-Federated Identity Provider Sessions HERZH*.
BEXEFAER, 1ESE Citrix MIRARLXE CTX253779

& Home > '-‘.":-'<s|:a:»:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

oxEEmf /)

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

AR

ZEMA AAD SHEMNES AAD #9ig& £, w03 AAD B1E Workspace # IdP, Citrix Workspace 7 f#2
FASRTEANERE. BREUERIEKS HFRIKF BB R,

EAVRAFEREMKFAER, BEUTEMRIZEER false,

= Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle 59
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle T8l EFH HM— 1" & ~ Al-
lowSSOForEdgeWebview 893 iR =/ REG_SZ, HEHMEIRE N False, &, RAA M Citrix
Workspace M BEFEH, WAFAIME N ASRNEREMKA SR

f#F Azure Active Directory Connect i Z Azure Active Directory 5i&

o WMRIGRBERRE Azure Active Directory Connect, 57 User sign-in (BF&ER) TUE L% Pass-
through Authentication (E@&HRIE) FABRAE BXFEMEE, iESHE Microsoft X4
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory BiE &1
BOIE: PHENID)

+ R Microsoft Azure Active Directory Connect Z7£:
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1. #%#% Change user sign-in (FXAFER) 15, ABRE Next (T—%).
2. #&#% Pass-through Authentication (B@5/)WKIE) ERAERAE.

AR

MBEREFEHEIGEZEMN Azure AD EMNES Azure AD, MET LBk T, NRIEZEMAN AD, NES
kerberos S 9 IRIE#TIHEIE S 9 I0IF,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

June 14,2023
AILLfER Okta fEA SR IERER (IdP) 235 Citrix Workspace BB SE R,
RN
+ Citrix Cloud
- Cloud Connector

AE:
MBEFRHE Citrix Cloud, BEXZRUBHEEEER, BNEVEEFHBERRER I EEESR, B
FNfa%E Citrix Cloud Connector 89158, 527 Cloud Connector &%,

- Citrix Workspace
- B BMHERIERS (FE)

« Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops AR%3)
« B0 AD 59 VDA SEIIAN AD B¥IRI& &
« Okta fAF

- Okta IWA 32 (£/ Windows S{4383iF)
- Okta I9iE (RTLAMRZFEREE T & Okta 383E) (RI5E)

+ Active Directory
1. & Okta AD RI2:
a) 1€ Okta B 1P+, #iF Directory () > Directory Integrations (ER%£/).
b) %% Add Directory (FiNE®) > Add Active Directory (70 Active Directory).
C) BEREBREABAREMNRZEERNIEREEREER,

d) & Set Up Active Directory (i&E Active Directory) &4, #A/5% % Download Agent (T
K1),
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e) ¥ Install the Okta Active Directory agent (&% Okta Active Directory {32) iZ{EHIREFRE
Okta AD H12%%: % Windows fR%238 L,

AR

EREREZ I, EHFHE Active Directory integration prerequisites (Active Directory
ERHESRE) PRINBERY

2. EEBER Windows B4I83F (IWA):

a) 7£ Okta BEAIIF L, # Security (%), 5% Delegated Authentication (Zk5%H%
iE)o
b) M TRE M TIE LA On-prem Desktop SSO (AihsZmEm SSO) # 4, AfE% T Download
Agent (T#EHMRIE),
c) 7 IWA % E Routing Rules (BRE#N) . HEX¥HMiELE, ESH Configure Identity Provider
routing rules (BCESHRMIZFEEEM) o

3. Bah Okta EFI1F,

=

e =

o R& Okta IWNA KEERSHERARN, AIUMBIMA Windows HHig&ER. EBEESBT
R, HBEERR IWA BRUEHZERF EE.

myWorkspace
Sigring in with Windows Authanhcation

o BXRUARMEARANIEAEE, 55 Install and configure the Okta IWA Web agent for
Desktop single sign-on (REMEERFRESERERM Okta IWA Web K1),

4, @3&ER CitrixCloud (https://citrix.cloud.com)HBHE Okta 15 IdP, BXE 8, 529 Citrix
Tech Zone xx#4e#9 Tech Insight: Authentication - Okta (BARBZ: SHIIE - Okta).

AE:

BI UM Citrix Workspace RSN RER, HENTRIE Tech Zone X% R EBEAR.
5. BRI EIMNBREFNESENEAER, EAILEE FAS ZitE Citrix Workspace R AREF.

AR

MRKEE FAS, RASRTEHAAD BFREMENE, BXNABEHE FASHER, BSHAEEE
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Workspace M ARFHESERIH “BRAKS ZHRIERS .
WMERKEM FAS, 5B E Citrix Workspace R AEF Z#F SSO,

ZRBEE

August 18,2023

Z#1% Citrix Virtual Apps and Desktops Ak$5285 Citrix Workspace R BEF 2 BREERE, A UERIN TR
TH—RFIREFARERR Citrix Workspace MBRERFEE:

« Citrix Gateway: BXER, ESRATHHHERUK Citrix Gateway # StoreFront X%,

o BRAIE: WERRA SR LURYE B ARtk Al O A F SR LR B &,

o TEEHET2M (TLS) 1.0 E 1.3 kR,

+ AT Citrix Workspace N Af2FEZPREIEEXRANAIERS .

o ICAXHEERS

o AR MM (LSA) P

o BRIEATF Citrix Virtual Apps BEMNNRIEARS 2. SOCKS RIEIRSZH[/ALENIEIRS [, NIERSHITE
BPR&IXT MR Y15 1] 0 5R B LB Ry ARl X LEARSS 2818 4L B2 Citrix Workspace [ F12F 5 MRS 88 Z [BIHViEE.
Citrix Workspace [z f2F 25 SOCKS 1z RE MY

o HubIE

Citrix Gateway

Citrix Gateway (LIgi#5A Access Gateway) 75 StoreFront ABENERE. I, FAFEERZIEMIES
P Y SEM R AERIARIRER,

i@ Citrix Gateway EiEREMN AR, BRITUTIRE:
1. FAUTHEZ—IEEEERRMEH Citrix Gateway URL:

. BEREABBRSAFPREN, RARIRTEERMKFIHEESZAN URL,
o UEEABBRSXAF REL, aJLi@Eid e HE LD > ke > RinEEmN URL
o WREET storebrowse s EIERE, BEGSITHEAN URL

Z URLBEEMXFSENAEE (EFIEERE)
« EE#EE Citrix Workspace M BEFHREINE— M ABEE, EERUTEIMN URL:
- https://gateway.company.com

- EEFIBENARE, BEARRXA (I https://gateway.company.com?<storename> 1 URL,
thzh7 URL MR A imERE; E277EZ URL FEE = (F5FR) . NMREEE storebrowse E#E 54
ENAEE, aIEEEE T storebrowse @< ANE|S35(#E URL,
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1. ZARTHN, ERENAFRE. ZENRSSHEREIZEARE BEMX), BXIETBERNEFEAEE, 55
Citrix Gateway 14,

SHRIIRAE, BERENSENEARER,
B f AT
A4 5 A S AT WUARYE B ARHAERN IR O 72 14F 5k PR L B 6385, SNSRAERPAASE, BATF Windows B Citrix Workspace

[ A2 AT IE P A& S Web ARZ528H0 Citrix iR 281815,

2/ Citrix &=im0

B E3it) Port (#%0O) FAES

Citrix Workspace izFg  TCP 80/443 5 StoreFront &=
EF

ICA g% HDX TCP/UDP 1494 N AREFE A EINER
BEAFETEMMICAS, TCP/UDP 2598 HiEN AREFE AN EINER
HDX

ICA g HDX over TLS TCP/UDP 443 R REFMESEE

BXHOMFAES, BESREFMIRF0XE CTX101810,

(3 l=E sk

EmEReM (TLS) BEM SSL (R2EHFRE) M. ERMIZI(ENA (IETF) 7% TLS FREUTERNF R
$hE, BEERA TLS,

TLS B iRMRSH|H M. HERMBAEETEMLE, REREHIERENT2, FLAR (BEXEBNA
£) ERMEM TLS RRBHIBEENR S, XEARTTERERERRIENME, FIINBFHRESLERE (FIPS) 140,
FIPS 140 B— M INZEAR .

WERE A& Citrix Workspace RZBIER, 7863 TLS BB IEEEEN. BXxRIP StoreFront @ EH915
B, 152807 StoreFront X2 2853, BX&EIP VDA MEER, 58 Citrix Virtual Apps and Desktops X
AR EEEL M (TLS).

BILAGE R LA SRBEHAT LU HRF

o BHEIEA TLS: HIBIWNER TLS AFFEARZEENME (84E Internet) MZERE,
« 58%IER FIPS (Federal Information Processing Standards, Bt#B{EE0EiRE) . BEARTMMZEE
M NIST SP 800-52 REYEIN, XLRMBEIALFREARS.
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SREIEFARERAAY TLS F45ER TLS ZEM: Citrix 28 TLS 1.0. TLS 1.1 # TLS 1.2 thi¥.
R ERRSS 280

KEREEMHERSZF/IES.

KERERIARSS SHEH A Ko

EERENEFHIER IRKERSB[BEENBEREFIHIER).

BE:
ATHEERSNE, UTEBREHEFA:

o ZIIEH RC4 70 3DES

o BIZEA “TLS_RSA_*” WEBEEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

EXSLHENTHEANES, BHSRMIRHLXE CTX250104,

TLS ¥
1. @dia{T gpedit.msc 77 Citrix Workspace R R#2F GPO E121EiR,
2. HFIHENEETART, BEEEERER > Citrix Workspace > W&, AGIEE TLS A& MERERE FR,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLEREUKINERS SR LEE, REU TR
AR
Citrix iR TLS UEMLeEE,
a) ERERWFIEEZER TLS L5EH Citrix Workspace M BIEFX 5B £ %M FAIEFN S maviEss
fE/ TLS,

b) MREMEMBEX THIFIRS, EFHERAYEDR:

i. - FRHHMITEMER
ii. SP800-52 - i%#% SP800-52 LUEM NIST SP 800-52, {NXARS2FHMKEM NIST SP 800-52
NN P Vb= dlifu A0

=

e =

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R AL INZE: & FIPS FEZRATME. BWAEMESR, &N, Citrix
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b)

Workspace MR RIRER T A EZE B RGN AEFNKE,
WNRi%EHE SP800-52, BRI P MBI ERIGE R NFTETLIHEEEM CRL,

%% SP800-52 5, Citrix Workspace M A EFGIIERSF/IEHBEEEM NIST SP 800-52 #H#JiE
o WMBRSIIEBREM, Citrix Workspace R BIEF A ETEER.

i. B FIPS - &R IR REIER FIPS HUEMNINE, b, EERIRIERSARIEHH Windows
TR RAME: & FIPS RREZATNE. BEMESZ, BN, Citrix Workspace MBEF
AIRER A EE R B RN BIEF NS,

MAFR TLS RSB/ THXNREF, ERKOS, FRESSRBINTIRATHHF Workspace BEFX
EEIEENRSSR. TMIEERBREAFAMBOS, F, *.citrix.com: 4433 4FEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2R, ERHNMA BN S ZLIEBFNEEERY, R Citrix
Workspace BEIRBIKEEMEE, ERFHIELR,

M TLS hRZARER, @EFELTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAAIAIRE, XE¥ TLS 1.0 BRAMS ERIL S ERE A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT HRERER TLS 1.1 8 TLS 1.2,
TLS1.2- 1R TLS 1.2 BFUSSER, MERINEREED,

TLS =5 - EsafIEASEN TLS BE, HiEE “BF"(GOV). “B%5”(COM) 5t “£%”(ALL), &
KIFAER, FERMIRFOXE CTX250104,

MIEBBFOERESED, ERUTEREDR:

ERBRNENER TS - EERIEPRHEIIRRE, NERAITIERHETIREME. FIE0EZRESBH
2Bg, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 23R AR S 21T B HIER B HFIRKE
ER RGN,

SERIHRKE - EERIEBRETIRINE. FRASMIEERHETIREHENMED X n. WRZEEENB
HER, EREWIEL, EPRHETROETRTRIIEFRSSEENRSSIIIBHAEE,
FERLIFNREM CRL - EXRMIEBRHETIRKE, EIRIEPMANGBRI. FERAHNITERRHEIIRE
EHFFE R AR, NRKIEBPWRHEER, EEEEIESL, THRFAFEGXENIEBRHETRNKRITERESE
E,

2PFERLIHNECEN CRL - EXRIERREIIRKE, SIFER CA. FRAMIEEREIIREFMENR
BRES, IRREEBNFRHEER, EEEWIELE, TRAEVENIIERHEIRNITEEEE,
TRE - RERTAIEBRHEIIRICE,

fERHEY B OID =] LU Citrix Workspace M AR REIACERIEE 71T I PM LRI ARS
28, MEREFRFERRYE OID, Citrix Workspace MBREFIGNIZEZ S ERRY E OID MRS 2SZIEH,

MERIHEMIBIERER, ERUTERED:
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BEA - RATF S DI,

BRIERIERES - IR IRR AP ERIES.

SNSRATRE, WEENESE - (VAT LOEEREIRABNE R TA .

KECE - B AREES A IRS HIIE,
o EREENIES - FRE “FRIHIER” ERHMRENE A HIES.
a) EAEFIHIEREETIEEMRIERNIEN, WEETURERTAF,
b) SR AMERIFILHREE,
BXREMIMNBMBIERTIRNER, BSHMRPOXE CTX250104,

BI{EARSS 28

SEHEIMITEIEIRS SRk

A{=AR5S 28 FR B RBE AR Citrix Workspace M BZFIEZEPNEEXRHBHIRITIZETX R,

fEFLLERES, BERAIMIEHEFIRNMRIHEEZINERGNARFIRE. BRHERESERS, MAEE
EENEEXE, AR, SEXNEHENRAEERER i

& FB L R BE BT PR LE 3 B R A2 Al & K P A BR S5 280

RINERT, KIHIRETFEFHEEEFINRS SR, ERATERKIENMR, RSEXTA Windows BI{EiE
AXIFKIM R, You can configure this using the Windows Internet zone setting.

&, FILUER Address IRERIFFIEEMRS 2R ik, RS B[BUIMMZ X IHERBRFNRS BINES HIRTIR,

a0 cps*.citrix.coms
ERAREN RERER B AR ERSHREE

WEFM:

M Citrix Workspace MBEFAN (SFEZETL) BH.

@idia1T gpedit.msc 77 Citrix Workspace R R1EF GPO BEIEEIR,

EHENEETRT, BESEER > Citrix 41 > Citrix Workspace > R4S H > fi B Al SRS HEE.
BB ALGES Citrix Workspace MBEF#HITXIEIRS,

R EATIERSHREE. WEATUSREIR P HER SRS [BHITIRG.

72 Windows Internet Xigi Pz, EREFin-ARS8RMIE. ISEMUERATF Windows B “Tl{Eik ="
Xi%o

6. TEHIHEFEES, R B Windows LUSMYRT{Z L S KIRME P inARSS 28tit, ATLUERIE S 52 RRITIR.

7. BEHREMRA,

ok wn =

PR BB LRSS SRR E R S CCHIAREY, IR RIALE, HRREIRN S,
ERIEE, BIUSIRIRMIRS RFME Windows SIS EM AR, Hi, x3F SSL &, EHRS 8RR
59”http://” Hhttps://”
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AR
XfF SSL &R, MIAEEIEB AR, XFIE SSLERE, HIZF MERKARNFAERS 2.

s, EHIRIEARER StoreFront FQDN #RNEIA# Intranet KIS A EE =X , BXELR, BSAS )W
SHp9iEER Internet Explorer i& &,

B A ImERIEEE
BT AFSRIE SRS SBENER 2N, FRIHESEAR MNEEFRIRGINMA. ZreNHMEREHN SSO hiE.

Xz A SIEEE

Internet X, £7%X. Web RTAFIAE, AaiF SSO
Intranet Z7mX. Web RTAFIAE, fiF SSO
ZRREAYIE = 288 Toin 4% PR B AT RERE L2
SEE Z%mX. Web RSN, fiF SSO

LREFEEERENMXIEMNEIAMERN, FJiEsERMTHEE:
HDX File Access

(3§ Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

= Read/write access
Permit your virtual desktop to read and write to your local files,

[ Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam
e i

Your virtual desktop is attempting to use
your microphone or webcam.

Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIENFAESR, BSRMRAFOXE CTX133565,

ICA XHERRS

ICA X & BT EBMRIPE R T REIAREENN T AEFSHE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
SRERNBEFNRERL, FHIEMFAERSSHEITER. ErRILUEAARENREERR StoreFront REC
B ICAXHER. FIMERT, ICAXHERINERER.

BX7 StoreFront BA ICA XHEZIRSHEE, 1587 StoreFront XXM E A ICA XHEZ RS,
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BE ICA XHER
AR

MK CitrixBase.admx\adml FinElzsith GPO, MEA ICA XHZE 2 HEIEAI e 1F1E

1. &itiz1T gpedit.msc $T7F Citrix Workspace M REF ARSI R EERIEIR
2. EHBNEETST, RESEER > Citrix At
3. EEEH ICA XHE L REHIREREEFEP—MET:
a) BEH - IBRERI UGS B IEBIELURINEI /S IEHIea M A F5IRF,
b) FEIES - BHEERAMAFTIRFPHRBRAENEZIEBIEN. AIUMNEZIEBBEEPEFIHIGEZIE
Bl
C) RLWE - NRBRIEFELUTIERZ —,
i. WAFEZNED (BRL): NAFKEAERSBACEENNARFNKERS. FELTHRES
B, stllReES, BTFREN, RERHEK.
ii. EHTREZBHNBHHRERAR (FR2) - BHAREZRALHEZNRIENBER—FHEBRT. A
USRS B e BUERE (BAINRE) o
4. BENBMBEERTFICHRE,
5. E#Es Citrix Workspace R FAZFRIEUEFTHMAI B E K

EEFDRKBFERIES:
ERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MAEBMENM (CA) BE—PMRBEEZIER SSL FZIEH,

2. MRENEWVEFER CA, BERZEA CAIE—MIBERIEH SSL FRIEH,
3. fERAIARY SSLIEFH.

4. flE—MR CAIEH, HFER GPO BT FHLERES RARAFIEE.

FrR 2K (LSA) RiF

Citrix Workspace R F#2F32#5 Windows Zittz 241 (LSA) (R, E4IFRARS IR LNFIEHEAXIE
Bo WXFARERERME LSA BFIHNRFRI

B IEAR S 21 TR
RIEERS A TRHEIMBINSEF AR, HBEERTF Windows 89 Citrix Workspace M BIEF SRS 28 28]
W%, Citrix Workspace 2R 2% SOCKS M1z e REMIN.

5hR%&28#1738158Y, Citrix Workspace AR ERESITERT Web # Workspace #IBRS 88 LinfZAEi B
ERERLE.

£5 Web RS 3##Ti@58t, Citrix Workspace N R2FRERED AP i&& LE8IA Web 1412889 Internet i&
BHRTRENNERSHLE. HMEERFIEE ENZIA Web J55284 Internet 1% &,

Ei@id StoreFront LAY ICA SXHRFIFITHRIBIRE, BSRAIRFOXE CTX136516,
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HIL B 15
SmartControl A 1FEIEREEEMEHERMIFRAER. Fli, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESLIURIE,

Y Citrix Workspace R B#2FA Citrix Gateway BF 2Bk B, ARKZET N, EXMERT, B
W7 ER A SmartControl ThaE, RATF IR EARGFEMX, RE, aTLUERALHE ICAKE, Hik ICA RIEIhEER
¥ri&fER SmartControl Thak, BRI Citrix Workspace FZF#2R#0 Citrix Gateway SEERRBIALRHIRLL,

Citrix Workspace MAB#EF=#%E A NetScaler LAN RIBEmSIE, FAHERBEGRESESMISAE, RE
EITIHEERERS 23,
RAIAMER AT AR E b
o BAAE: BUREREENZMNEOSREE KBRS
o ISARE: AIUERRERESG DLL £— 32 M RERSSH[TIEFEMIERS S
A LAE A R IR R EIRERSE A R dm e 88 SR AL B H b IR,

BXHERERNFMES, B8R Citrix Gateway Xyt ICA KB,

HILRIES S - ioE

AR
NRFENEE T HSAENNSAE, WaSRERERS.
fER GPO EIRRIRECE s !

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F LA RIS R EERIER
2. HItENEET ST, BESEIER > Citrix Workspace > W&,
3. EEUTRTIZ—:
o WFEAENE: EFEFoHEEE NetScaler LAN RIERE, #EERH, ARRMEENEMN®HAOS,
o WFohASNE: %ZER DLL i2E NetScaler LAN RIZHHE, ERBEA, AGERM DLL X4
12, 40, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENBMHE.

fEREMRRIESRE HiL IR
o WFERSHE:

- BEEMREFEEBHESMT HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ©JZ DWORD &I, WM TFFix:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb
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o WFEIEHE:

- BEEMKREERH FME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- £ DWORD &ml, FFrR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

ERRMIED
PESES

o HTTP RZFBSIE
« HTTPS RZ/&IE
« Citrix Gateway 10.5 &EShk4

Certificates Gr#)

AR

EATF Windows 89 Citrix Workspace L AREFEZZ#MFER, HFEETENER. Fib, IEREEED
HARHE.

« THA (BER) iEH
* Root

o BECFHES

o HERER

TH (BER) iH
MRITEM X EFEEZTHAIES, BT Citrix FREMBFIRE L REALDHERBIMAL N MELBIRIER,
AR

NREEENTTERIETZEMXES, WSETAZEENERES. SAMEAEFRVRIEBNSHILT
Z2E, APAEREEEHSSN, RERNARFELEEH.

RIEH
NFMANTEHBITEN, JUERARENREERIRD ZMEE CAILES.
WFRIMAEBIHEN, ARAUE-PNEEXZERGEUNAHRE CAIES, BESRAEERKAURSHE.
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BECTTIES
BECTHERER—HANE MRS LER.

Citrix Workspace [ A2 ZIHERAHER. BREBAAANRLEEEABRER. BRMEBHNERTRIEE
ERSB/BEMIIRMERESHEMN (SAN) T BIES. FAGIEBMENEFATIEBME N 5 TMRXLIES,

HRiEHEF

MREHIEBEPEEFRENER, BFEZFEEBKHMNE Citrix Gateway RS RBIEH. BXER, 5SH
Configuring Intermediate Certificates (BB HELER).

IERmETIE
IER R E#HE5IZR (CRL) 3F Citrix Workspace AEFIRERSBIEBREERH. ERREFHFTHRERS SN
MEBESHIIE, REAFIRESRSHBZEN TLS ERNEAR2MN,

AIEZMERIEA CRLIGZE, i, 1L Citrix Workspace M AEFEE A RRNEEAMIERTIR, tBoIUER
BENRNEEZRMFMLIELETIR ERLSERRENFIEENRIERERIETE CRLZEFATBFRER.

NRBERHTENPESIERIRE, EBH Citrix Workspace BBERF. EZRBEXFFE Citrix Workspace
HE (BIFEEPD).

BEXFAER, BERCHEZ2EE D,

SIBEERE AR S

iEATF Windows 89 Citrix Workspace N B2 AI#EBN&E R Microsoft Windows B9 lEBEIEHEERE R E]
ABENRE, PEARER—MMERE, NEEMBEBH LA ZENER, XRA NN EREERERE
i,

WA, YERAFHERSSHEN, TERIEREINMNIEREEITERRNRSE. HA Microsoft Windows Fyiilk
IEBEELNRE, &7 LUBIEERS SBEVERRIIERS BB RIEN TR,

i&EATF Windows 89 Citrix Workspace Rz FR12FF B/ BL & a6 F I 35 Bl E A M A B4 B I S ik ;R s TR 1B+ A AR
SRIEP. NRBS[IPBSMEENRSSSIEBALE, EAT Windows B9 Citrix Workspace L REF LS
EHITo
BRINASERWIFBEEIAENES, B2 Microsoft ik,
=
TR EE T BV EIHARY B H EFR E AR BEETIR. S, BMELEZIRE, EHAkELEEM=
o
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Storebrowse

July 5,2023

AR

AAVERTF Citrix Workspace HAMEE, §X=IBE, 557 EATF Workspace i Storebrowse 2%,
Storebrowse B—EEF ik SRS B[ ZBHITRENGSITLAERF. ERTX StoreFront REYFRBIRIEUR M
Citrix Gateway #TE I3,
@3 Storebrowse LR, BEIRRAILBEHITIATRIE:

o AINRIAEE.
HIHERENNABEFNELR G AEFNREHE.

o BEEFEREAERBNENNAREFMSEER ICA X,
+ {£f Storebrowse <174 ICA X,

- BHMBRTHMRARER,

Storebrowse L AEFRE T Authmanager A, Citrix Workspace R Bi2FRE5HK/G, Storebrowse st
BEFEMT AuthManager REXFFH,

ERIAREH Authmanager AfF—E2%ET Storebrowse SLAER, BT U T HMRER:

HREERRE Citrix Workspace [ B0 :

£ 32 fUit&M L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Insi
£ 64 (It EH L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HEF (JEEER) R Citrix Workspace B2 :

£ 32 it &N L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (uitEN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
K

« iEAT Windows 89 Citrix Workspace R F#2F 1808 S E Sk,
» 5=/l 530 MB Wr] REZE =8,
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+ 2GBRAM.

RAEMTIR

Storebrowse SLAEEFSUTIRIFRARS:

BRIFRS

Windows 10 (32 ii#] 64 ki)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {iIiks)
Windows Server 2008 R2 (64 fizkzs)

EE
Storebrowse SLAEFZIFUTRBMERE:

« HTTP mAHIE
« HTTPS LA I&
« Citrix Gateway 11.0 X EShi4

P =

EHTTP NR®EET, £EAm<S1T7H Storebrowse SLAREFRNEZER,

BRI %
StoreFront i35

StoreFront XIFHERARBZHIIES ZARINBEE, EHELEHEHFRNER. HTRLEE, FLIBRNAHEE
B, RESHRIEFZRANERTRATFERARS.

 AFPEMNEE: BMABHNNAREERIINER. BRABELT, FUEE—  NASEN, EXSMRIELTF
BARE.

o WEE: JWMATEN Windows itBEH#TEMINIERE, EEEHERINARE. EFEALET, BERE
Citrix Workspace M BiZFRNEREESHRIE. BXBEENFMER, BEBREEERSH NI,

« HTTP Basic: tAZHRE=AFFIHEMRT Web TP MibER, EPERIIMNIAF RERBRERENHAF
ZME, StoreFront £/ IIS FMEARSHIIETHREG EIEEME StoreFront AR3583, #AfS, StoreFront
EREARSS 3L Broker XML Service S350 IERIIEEIRUMIRIVARE B, BXIMEZA HTTP Basic &14%
ENEER, BEBREES NI AT HTTP Basice
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Storebrowse S AREFEZIFES U TE—FEZH#ITEHIIE:

Ak Storebrowse - A FAER AuthManager, F&: 5 Storebrowse L AREFHN, EE
StoreFront EEf HTTP Basic S4331E57%. HAFER Storebrowse m$1RHEIEY, 75 EER.
 fEAERTF Windows 89 Citrix Workspace ZA#EFHRE &K Authmanager, SEFERSEBESHRIE

B, AIAGERLEAZE. BXEFEMER, BESREEES K INIEXE,

BHERTHNKEHNBERF

NEJUEEMNBRERHRER, MAREER ICAXH.

M

U TER DR T HXTT UM Storebrowse S-AIEFEANGSMIFAEE,

RIS

—-a. ——addstore

BiEA:

IR AEIE, RENAEENTE URL, MNRREXBES, NREHER,
AR
Storebrowse L AIEF X IF LN AMIERE,

StoreFront &< RGI:

B!

storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

‘\storebrowse.exe -U {Username} -P {Password} -D {Domain} -a https://my.firstexamplestore.net
Citrix Gateway < Rfl:

B!

storebrowse.exe -U *username*x -P *password* -D *domain* -a *URL of CitrixGateway

*
w5l

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>
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#Bh

/?

BiEA:

12fitH5 % Storebrowse SLREFRAMNEAES.

SR RS

(-1). ——liststore

WA

FI A P AR IR R IS o
StoreFront 18 < /Rfl:
.\storebrowse.exe -1
Citrix Gateway E/as<$RfAl:

.\storebrowse.exe -1

Mz

(-M 0x2000 -E)
BiEA:

KRR

StoreFront LH&<RAl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

REBE
-g. ——quicklaunch
BiEA:

£/ Storebrowse SLHEFANEAHHNAREFMEEmEM ICA XH. quicklaunch EMERIRHE—NEED
URL fERSINU R R AE URL, /E5h URL, ATLLRE StoreFront BR5538, A LL= Citrix Gateway URL, ICA X
#7£ %LocalAppData%\Citrix\Storebrowse\cache BRH %M.
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AILUEITIA T an < RREERE LK BHINBEFMKENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
mAKNEE URL SATFFRR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway &S RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.secondexmaplestore.com>

Bxh
-L. —=launch
R

/3 Storebrowse LAREFEMISIAIE XN AEFSEFAERN ICA X, launch ERERIREZIRHZ I
MR FEIE URL, &5, AILLZ StoreFront ARS328, taTLLE Citrix Gateway URL. ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BRH &£,

BITUTHLURNEA TN BEFNKSENEREM:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IhEn<RYBHINT

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

Z IR B LR 2RI R E launch SERAVE NS,
StoreFront LHIg <R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway EHI&<Rfl:
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<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

SIEBDD

-S. -—sessionlaunch

WieA:

fERLE<, BRI AREE. BRIEMNBMELHNER, AT UTNRIEASE:

« ARA

o T

o ig
EREINFERNZIR
A E URL

B2, MEAFFEMER, AuthManager BIRTHBANER, ABBRHER.
AILUBITA T e S RN E AR R BIEF A S mME RN :

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IhEs<S Ry T

'"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EZENEE P UMEA R RNBIRAIE -S ETMHRASE,
StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

X%

-f. -——filefolder

WA
HAEATHNAEFMSENEEXBEREM ICA XX,
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BohEMBEXHRZTMEZREZRIENT Store URL B95IN. MARIE URL ATLAE StoreFront fRS523, HAILLE
Citrix Gateway URL,

StoreFront LM< RA):
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &S RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

ERER S IIIE
-t. ——traceauthentication
AR

4R AuthManager AFHIBERE. X2 Storebrowse SLAEFFERAAE AuthManager WIERT, ASERE
Lo BEE localappdata%\Citrix\Storebrowse\logs BRHEmM,

AE:
HEMA LR AP NS THIENRE— 12,
StoreFront ERI#s< Rl

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

LR

-d. -—-deletestore

WA

MR AR StoreFront =t Citrix Gateway R AR E.

StoreFront ERYER< Al

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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IREx Storebrowse SRS

B 2305.1 hr#i2, ErRIUTEXHHIRER Storebrowse s HMITRS. BREMIIRS, B - launch &<
RRE—IE—NXHE, HSERTIRENBMER — XMt KBURSEFETF ica.error XHH, BXHE
Epelfe:s

} =r

AR
BENER - launch <SAXERARM. ica iV EBR. BN, FEZXHF.

BT RTINS EBFEETF %LOCALAPPDATA%\citrix\selfservice\cache, ERILIRIEEE
LI LS,

BIANERT, LERINEER TR AR,
TERERT - EHHE e <R

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@Ra9a8e3ac-099d-4577-b84e-
e33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5Lk5vdGVYwYWQ-/Taunch/
ica" -cmdline

<!--NeedCopy-->

@it Citrix Gateway LM B SE R

PO RIMBEAFENEMIHITEMIIE, HERZERMEN Citrix Virtual Apps and Desktops #1 Citrix DaaS
(L Fi#R 79 Citrix Virtual Apps and Desktops fR$) . BRILER, MERNE ML AERFRASEEMHITEMNR
i, FINNZFERSIER, ERYEIRIER Citrix Virtual Apps and Desktops #1 Citrix DaaS # “FFia” &g E %23
Citrix Gateway BR% 285,

Citrix Gateway hii4s 11 ESARAZFFILINEE,

R

Bxi{aA Citrix Gateway EEE Single Sign-On M4 &% M4, ESREEHEES KT,
AILUERERKITR (GPO) EIREiR A MA@ Citrix Gateway LIV & S & RIhEE,

1. &idiz1T gpedit.msc $77F Citrix Workspace R AB#EF GPO BRIk

2. EHENEET ST, BREBEER > Citrix 444 > Citrix Workspace > - 5433 > i@id Citrix
Gateway 50 Single Sign-On,

3. ERMRETEAHEA “Single Sign-On” %1,

4. BENAMAE.
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5. E#Es Citrix Workspace R FA2FRIEUEFTHAI B E K
PR

« 1£ StoreFront fR558s LS A HTTP Basic SIS %, LUEiET Storebrowse SLBEEFHRITEEENE
Eo

s MREBHTTP LAEREE, HEAERAZERAERFERIZEABEUSERBHE RGN REINEARERFMN
RE, WAZRERSSITETRTEZRENESRE BRAE NREREAGSTRHEEIE, BERAMNS
AuthManager 13,

+ Storebrowse LAREF YR MUABIE (7 StoreFront BR%523 LELE T Citrix Gateway).

« XY Citrix Gateway FRB 7T 2 ESH IR, 7 afEA Storebrowse LAEFHHEIEE AL,

+ Storebrowse S:FHEEFM @ <$ITIEB Username (-U). Password (-P)#f Domain (-D) KH K
NG, HEBFTRAAEH .

211 ICOSDK ME=ANAERFZA SSON, eI TEMR:

« ¥ it % Ii: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o EMRE: EZANARERNTERZ

o SEARIEE: reg_multi_sz

w5l

« ¥ Mt %F IN: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o SEMRME: C:\templlabc.exe;C:\temp2\xyz.exe

o JEMFRAEE: reg_multi_sz

AR

o BRILRES RN SHRINE=Z A NAER.
o hie#s 2107 REShRASZFF IR,

iEATF Workspace fJ Storebrowse

June 14,2023

i& A F Windows #9 Citrix Workspace W B #2FF 7 Citrix Workspace F7 B 125 1 B B) AR 55 F1 4 #h 20 B 1R 2t
Storebrowse 1%, ©iXff Storebrowse A #5418 Cloud #1 Workspace gk,

} =r

AR

o AAVEATF Citrix Workspace =g, BXZAMIE, 5205 Storebrowse i,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 301


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/store-browse.html

iBEAT Windows 9 Citrix Workspace R BiEF

o ILINEE(N N R ERIZ(H Storebrowse %,
o WHMEERABRNERMETIRINNE R REFE A LLIHEE,

B RE
LT 2R T XM Storebrowse SLREFFERANGSIIEMAE S,
AR
o WEInEEESZHF CTX200337 FiREINEMBEIRSEHH S,
o FILEGBLRAF FHITUA TR S,
e —a "discoveryurl": BE&GSITHRNNARE, LHESAREBAT SSO NUERTEMIIERT.
@0, AAD IEIINEE webview #THHRIEMNIEE, EEMIGE L, BERSHRIERT.

- mfil:SelfService.exe storebrowse -a "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
o —d "discoveryurl": BIERNAREE.

- mfil:SelfService.exe storebrowse -d "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"

« —e "discoveryurl": Bl JSON XS HERIFHMES. Lbd < resource.json X FEHEE %
LOCALAPPDATA%\citrix\selfservice BRINfLE. Citrix Workspace K B 12 & Ak F5E &0k
SARETG<S, FERPBAER.

- Tffl:SelfService.exe storebrowse -e "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
INREFAE resource.json FHEERIAMLE, HATLUEE B SRR,

- ffl: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\
Documents\Fiddler2", X & ¥ resource.json X ff 7= fif f C:\Users\<username>\
Documents\Fiddler2 #,

« —q "FriendlyName""discoveryurl": FRILGSHITIEEERIRESE,

- Tfl:SelfService.exe storebrowse -q "Excel 2016""https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery"
+ —launch "launchcommandline": f/ resource.json i “launchcommandline” BE1E&E R,
AR

- M resource.json &l “launchcommandline”,
- TERITELZAT, EMIE resource.json XHHIEEH “launchcommandline” ks /o
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- R ff: SelfService.exe storebrowse -launch -s store@-5c3ec0l17 -
CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1LhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKZjM5LKk5vdGVwYWQ

-/launch/ica"-cmdline

# 97 -launch "launchcommandline" Jg, ica X # ¥ 7= & 7f %LOCALAPPDATA%\citrix\
selfservice\cache B, Wi ica XHUBHER,

« —liststore: FIH7E SSP FFMMEAREE, MAFETIRPES storelD, SMNABERNLZR URL,
- =ffl: SelfService.exe storebrowse -liststore
EI=W
Citrix Workspace RZFRf2R 4t FiEshRS A RERIT -~ Liststore &<,
Selfservice.exe storebrowse -liststore #&%% storedetails.json X#7Zf#&1E AppData
\Local\Citrix\SelfService f,

Citrix Workspace /72 Desktop Lock

September 1, 2023
TRESHAMEmMBHTRER, AJLUER Citrix Workspace [z 2R Desktop Lock. ATLUfEA Desktop Viewer
(NRERBH), BR, TELEZ LNEBHNEN—HE:

o Ctrl+Alt+Del

o BiEm

. &%

o BIFFERE
8% Desktop Lock 1h&E#vERTF Windows B Citrix Workspace M BEFEE MR EN LinfT, XEitE
NERTERERHEE TNARE. A2 PNA s, 43 Citrix Receiver for Windows 4.2 i B RASGF
BX#5LETH Desktop Lock ks,

M /includeSSON frE%EERT Windows 89 Citrix Workspace MABEF. /A adm/admx XHR <17
B BN ABENEAER, GXF4MER, BEATE,

RAE, UEBERSMMEA Citrix THIIE LRMM CitrixWorkspaceDesktopLock.msi &2 Citrix
Workspace [zf#2 Desktop Lock.

+ Microsoft Visual C++ 2005 Service Pack 1 B £1T4AM4E. EXFMEL, 528 Microsoft THHE,
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+ £ Windows 10 (8#EAFLIEH) M Windows 11 E&%i#F,
o RXPRIEI A IERES StoreFront,

o IINIERIZR R,

« APiIgHEIEES LAN 3 WAN,

A FI 2 P 8)
BE

BRSHNREEFILE A EATAMKEAR, RIFEERERBYRERIEFMRBEA T T2MWUE. BXF
58, B2 Citrix Virtual Apps and Desktops SiFRHIER B AR 2R A 1RIF URL EEME5.

& Citrix Workspace [ F#2 Desktop Lock

« ALK Citrix Workspace R 12 Desktop Lock 5L F Citrix Workspace MBEFINEEL SR
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4 F2<3ti AIERF AR
- R, WESHIIESE RS HIIE
« BFFF Citrix Workspace R 2% Desktop Lock SiERIEZEEE HAIRIER
+ Flash EEm7E Windows 8 REBRAFLFREARS. Flash EEmE Windows 7 L FEARKES.
+ Desktop Viewer £33 Citrix Workspace [zf#2r Desktop Lock #4777 #hit, &8 “Fm”. “BR". “&
A’ M BR B,
+ Ctrl+Alt+Del 7 Desktop Viewer TE# LA,
« KZ¥ Windows IRiERIGERIIZERIE, 8 Windows+L B,
o ZMiEiED Desktop Viewer #fTRmiEEe, Ctrl+F1 ft’%k Ctrl+Alt+Del,
- ARERIIRGR, BELXREELBAMARREX S, BEAFIHE, REXHESREELRREL,
HEEFEEXHEREE,

AR

224 7 Desktop Lock, 3 B+ %72 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle =
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
% B False, Himm MRIRILFNIEIUIRERRY, JESIS IR IEE,

%% Citrix Workspace [ f#25 Desktop Lock

2R = EAT Windows # Citrix Workspace R AR, LUERER Citrix Workspace 2 2R Desktop
Lock B REMFE, BXERERFNINE, 55H

BhEF.
1. ERAREERIKPER,
2. EHSRTET, BIUTHS:

fign:
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CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

Zan<$ LT Citrix Workspace R BEFM%E7 B LA Plug-ins > Windows > Citrix Workspace app
X, BXHPIFAER, BSRTETH Citrix Workspace B BEF R,

3. ERENFLEMNRE—XHEH, WEH CitrixWorkspaceDesktoplLock.msi, IbEHIE SR Desktop
Lock A%, REBIRTH#HITIZE.

4. RETHN, EMRHAFIRE. IREEHRNKEHLUIAFZHER, WEA Citrix Workspace A2

%=

Fr Desktop Lock BRi%i&%&.

B ATEREZ GEEAFIEE, TEMER Shell dHbg%sE CitrixWorkspaceDesktopLock.msi Ff
FARIKF . SNRIZMKFEERMER, TR EERMNERRE,

Zj=17 Citrix Workspace Desktop Lock B %, EERAUTHST:

msiexec /i CitrixWorkspaceDesktoplLock.msi /gn

F2& Citrix Workspace 172 Desktop Lock

LIEEBRB%HE R, Desktop Lock 2BHBEHMBELENEESIE,
/8 Active Directory SREEEIRLEFE P 55 BN N KBRS
FRARENTANEERKAEE Citrix Workspace M B#2R Desktop Lock.

« 1% receiver.admx (=% receiver.adml) #1 receiver_usb.admx (.adml) XH2EMEZIAHERRS (LA,
RIEHIE HENEE” XAFEE > SEEIR > LHEEER (ADMX) > Citrix A4H) . .admx XHL
F%Program Files%)\Citrix\ICA Client\Configuration\ &,

« USB EiEI - BFEAEAD USB g%, ZigEsEMTRERIENEE, TERAFPRE, BNEEEs
USB g &HEBRERF RET.

- B USB &egHiml,
- 7£ Citrix Workspace B2 > imiZiEEE P inigsE > @A USB imiziEiEd, BAHESENE USB
REFHFAY USB 18850,

 IREhESBRET - 7% Citrix Workspace NI AEF > MZEZEF P IHgESD, BRAHES “BEF RIS &
BE

+ £57 X - 7£ Citrix Workspace M AEF > mIBERF A HgET, BAHEE “BRHERN" K,

EEBRAERLUES Windows Desktop Lock £4&1EMH

1. B2& StoreFront,
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a) 5 XML Service BEEA{ER DNS thutf#tT, LUIKEX Kerberos szi%,
b) BZE StoreFront i LT HTTPS ifial. tIZBIEERMANMEENRSIJ/IES, HEKIA Web
Uh AR HTTPS 487,
C) BESYERAEITHEEEESNRIE (RIABA)-
d) BH Kerberos,
e) BA Kerberos MERSEgE-EHTEBES DRI,
f) £ IS B Web b= FERE&ARIHERSER Windows 14581,
g) 1EH1R 11S Bk Web HamFHEE SSL HREEE P IHIES.
2. (FRARIRERITE SELE AP & LAt it B 5K,
a) M%Program Files%\Citrix\ICA Client\Configuration\ & Receiver.admx 1R,
) FORBFF IR > 2 HEIRER (ADMX) > Citrix 4214 > Citrix Workspace > FiF~ 514383,
BRERBMHBIL
BRI P E M,
Citrix Workspace 2% Desktop Lock Z#i, BRBRFI&E.
¥ Delivery Controller 8% URL #m0%) Windows Internet Explorer B EI{E b m IR F.
BE—NRAHER URL FHEl Internet Explorer MaIEihm5I&R P, £k desktop://delivery-
group-name /70 URL,
c) BH Internet Explorer LRSI =M B 5B RINEE,

~

c
d

~

)
%?F

a
b

— =

LAPigE ERET Citrix Workspace [ B#2F Desktop Lock B, S3aHIHIT—HMNE RS, B0, 0
RE@EM Windows FEERZIRKRIRIGE N “REVEHE”, WABEMAFIE&E LM Windows BaERBIRKRIRIEE R
fil, APEBAMZAFIEEEH, Desktop Lock AIRRAF IEER L FARA—HHKRE. XMUEAFAF Citrix
Workspace Fzf#25 Desktop Lock B i& &,

fir: Desktop Lock

SUBERTIHBR N A, WWTFR:

1. ERLREMEE Citrix Workspace 312 Desktop Lock BYFr VA B IR Rk & R

2. EREINATHRIENRRZFR Windows Ih8E
« iB& Citrix Workspace 2R Desktop Lock.
« MERERT Windows # Citrix Workspace R,

¥ Windows {RiFREEIZIRRIE

AZ#H Windows REBREEZERERIE, ATERNEID ERRER,

Windows

« Win+D - /MR E EMFREED.
+ Alt+Tab - BECERHED.
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Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TE#=,
Alt+Shift+Tab

Windows+Tab

Windows+Shift+Tab

Windows+ FrEF 75

Windows 8

Win+C -“4TH” B4R IR,
Win+Q -“1#%R” ki,
Win+H -“#=” BERIRH,
Win+K -“1&%&” B&%RH,
Win+l -“188” BRI%H.
Win+Q - 8RN ABEF.
Win+W - #2018 E,
Win+F - &R,

Windows 8 2R

KH

Hith

Win+Z - ¥ ZE N T2 7%,

Win+. - RZBREFEXTFo

Win+Shift+. - ZARF AT,
Ctrl+Tab - BB N ARRFHELIER.
Alt+F4 - XA BERF.

Win+D - sTH£HE,
Win+, - JISE K&,
Win+B - iR [El£H,

Win+U - T “BRERIEEHL,

Ctrl+Esc - BaR%.

Win+Enter - 3T7F Windows #3& Ao

Win+X - TR EATRIGER S,
Win+PrintScrn - I REREBHEES “BR",
Win+Tab - {TF#5%.

Win+T - S ES = HITANE .
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R4F & ITAE (SDK) 1 API

June 14,2023

IEFBRIRAERS SDK

JEPATRINARE (CID) SDK 4% A BRI EG, %@ Citrix Workspace BREFFEREF RITEN LRE
BFIEFME StoreFront fREZ23#HITHHIE. CID AP WS RIFRERRL StoreFront fR388, MEZFHITETE
BEEM B2 I8,

Certificate Identity Declaration for Citrix Workspace for Windows G&RF Windows # Citrix Workspace
IEBEMAEER) NRhRERN 2212,

BXFMEER, 1551 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GEBF
Windows # Citrix Workspace [ Ff2RFE AR BARIRAERA SDK) 324,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK 2{t—£R7s#1 API, X% API A SRR A N EMMITE 2 F.
It SDK AEERMTH, RATCETERT Windows i Citrix Workspace MBREFZEEHN—E5,

AE:
5EafExELE APl FE ICA XHRELEENNBEZFNEESIEN BT,
CCM SDK thee&a$&:

s RIEBDD
- RIFERLEME ICA X BN BEFHRHE,
o RIEMTER
- SERAEETORITIFERRERM, ATUNAERIEREMIE R RITEFEERE.
o RIEEH
- SERAEEROHITEHRIELM. TUNAERIEREMIERAP RITEHERE,
. REER
- RERENGZERRNEBHZIENEREXER. ZREEEKERE. VARFRENRATENA
BEF=E

A% SDK R 4E R, &S5 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 &35/)) o

Citrix E#0&EiE SDK

Citrix EPLBEREF A TES (SDK) ZAER ICA hilME 2 EINBERS RSS2 RN B2F A E P IR RIEF.
IR S3 28 imaEiNiE E M AFEF (T Citrix Virtual Apps and Desktops AR 28 £, MIREANEMEF KT RS EHIR
HMiER, BBER Citrix A
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EEE SDK 1214

« 7£ Citrix BR528 API SDK (WFAPI SDK) 55 @2ii@iEThAE L & 65 LB F R @iE R Citrix RIIRhIZER
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 E3X3E
EXFENT RS EINBERNTRR,

« Windows % API, BT MiiFmlksts ICA ERNE=ANRREFNZE.

o FARETRERANEINEE TFIRRFINEZRRE,

« E#EE SDK EZ WFAPI SDK 7 8E4 S EINiEE M AR SS 28 o

Virtual Channel SDK for Windows G&FF Windows BIE#NEE SDK) MBRHARASH 2302,

BXRFMER, E201A Citrix Virtual Channel SDK for Citrix Workspace app for Windows GZFF Windows
i Citrix Workspace [ R#2FFERR Citrix E2iMiE@iE SDK) i,

Fast Connect 3 ZiEiHEN API

Fast Connect 3 £EHN APl 2 OB THRASZ R (SSO) hatRtAA &R, IhEEEERT Windows B9
Citrix Workspace L AR12F 4.2 NESRAFAI A, @ik API, Citrix SYEAEERT LIRS HIRIEU KR SSO =&,
ZFmfEA StoreFront EAFA B RIEIMNARFREE, ABWMARPSXLERIENEE,

Fast Connect APl for Citrix Workspace for Windows GEBF Windows 89 Citrix Workspace # Fast Connect
APl) MISHThRZS 7 2212,

BXFMER, iE5R Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
FF Windows 8 Citrix Workspace [ FA#2FERE Fast Connect 3 1B API),

BTFHEEAT Windows #9 Citrix Workspace £yl s

XLEZRFEEMEE Citrix Workspace [z B2 R GI#IZS,

Scripts for deploying Citrix Workspace for Windows (BT &&iERT Windows &9 Citrix Workspace B9
) BRIk 2212,

ICAIRESE

June 14, 2023

ICA & BSEXHREFMRIGEMN ICA XHIEBTIR, AFEERBEX Citrix Workspace B2FHIITH. &
ATLUERA ICA 8BS E3 Citrix Workspace R B2 FHNS BT H# THIEHR,

5

ICAigES% (PDF T%)
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