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iBEAT Windows 9 Citrix Workspace R BiEF

BE&RBT Windows 1 Citrix Workspace RB#ER 2305.1 2, LIEEESSIETEIALTERRS.

FJLAER StoreFront (Zsith) ZiEEVEMRBBALLINEE. BXFAER, BEANET BN AREFMIREBEDD
A58,

AR

RAFGARAIEE A EEIEEF RS REFIFRFHITUL, HATFPREEZRBEONS, Citrix FEZ
THREFR BT AR Y SZ 12251, (BRI BOH X L ThREM R 1%, CitriX FIRERIRIBERIGM™ B, RBENEZ W R
IRHIITIRME, BIARERLEFIFEREE Beta hivds.

BILUEIE Podio 1RHHA X ILIHAERI R 5o

skH Citrix Workspace MRS L BiTR [BARTSAR]
BALLEER, YAPXAEHEEN, RAAKRTEIEESASE. W EhTHARERNBITRIER M
FRAVEETR,
BXEMER, EBREEE Citrix Workspace M AEF RHIRIFE A BT,
AR

RAFAR AT E A EEIFE = IRR S A REIRRRHITUE, HATFPREEZRBNONS, Citrix FiEZ
DHREFRSShRBVSZIFERM, BYGDIRHeUHXLINREM R R, Citrix FTRESRIBRIRA™EY. KBMNEEMXR
IRHITIRF. BINAERLEFIRFEZE Beta hras.

LU Podio REBRHA X IINEENI R IR

IREx Storebrowse SRS

AT LIE X4 ERER Storebrowse S HHRTRS. EREMINRE, 1% - launch iR HE— I HE—HNX
BB, S HERTIRENBIER —PMXMHF. KBRESEET ica.error X, ZX4EB5I8IERN,

=

BESWER - launch B$AXERRM . ica BR. &N, FEMiZXXH.
BFRIERMEMNXEERZETF %$LOCALAPPDATA%\citrix\selfservice\cache, & LIRIEEEY
TLXLEST 4,
RINERT, gt FERRES.
TEEERT - BN BsH<SHRG:

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec017 -CitrixID store®-5c3ec0l7@ERa9a8e3ac-099d-4577-b84e-
e33d0695df39.Notepad —ica "https://cwawiniwstest.cloudburrito.com/
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Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5Lk5vdGVYwYWQ-/Taunch/
ica" -cmdline

<!--NeedCopy-->

%15 StoreFront N B ERNFHN B HIIES A

AT Windows B9 Citrix Workspace R f#2RF 2305.1 2§ StoreFront M A& ENFNIIE, STUER TEN
Ef—FfhA=A Citrix StoreFront BB E#1THDWIE:

+ R Windows Hello #1 FIDO2 2%, BX¥MAER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) £ B REIZFHIEIAN AAD BIitE & & R 3 Citrix StoreFront
FAfEE. BXEFEARER, BESREMSHRIES .

« Workspace B G a3 Citrix StoreFront F B E#1THHWIEN A P BB M&HIH1T Azure Active
Directory &#ihinlskEg, BXFMER, BESRZIF Azure AD FREVEHFIAIE,

HUER Microsoft Edge WebView2 1EARE R M 23i#1THRE StoreFront MIMX S HIIE, 7 #EEALLIIEE.
AR
1EH1F Microsoft Edge WebView2 Runtime fg7s7 102 SE S HRAS,

LA Global App Config Service F4A%E#ITR (GPO) #1R5 StoreFront N BEE BRI A%, A%
BAES, 155HA5ZF StoreFront M AR ERFTURIES AZB5.

72 Azure AD 1371 200 ZMH

EAMRAES, BTF 200 ZMER Azure AD AR R BB D ELZAPNNAEFNKEH. U, R—AFTEEEX
LN REFMKE.

=

AR

P &M Citrix Workspace R 2R A 5HH EME R GRS A LLINAE,

N 2 RIF

[ EIE RIERINAE

W IIESRTHEE, MRBEUTHRMEZ—, NSESHRIENBBIRSES (SSP) BR LEARBEIER:
s BERAUTE—ARBRTNAEFRP:

- EREIRETEFEHNBEFFRIPEEE,
- £ /startappprotection {5 HBMNAREFFRIFAN
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o MREHRELREIETERBHINAEFRIPEREHERRMER /startappprotection {178,
WEBHE—TZRIPHFREREARBRICRRF.

AR
Global App Configuration Service (GACS) F14A%EET % (GPO) RESE S ER1T A, g0, NREITiXLE
REEEZAT GACS 5 GPO %88, NESHIIEN SSP #E EXRERAREBEIER.

XHENEEEH
EERT Windows 89 Citrix Workspace M RRZFHREMZAS, BEHRUTIXEHR:

« EntryProtect.dll
» entryprotect.sys
« epclient32.dll

« epclient64.dll

« epinject.sys

« epusbfilter.sys
« entryprotectdrv
« epinject6

XL EERE %ProgramFiles (x86)%\Citrix\ICA Client)\ k.

MREEFXEXAHZPNETRRMIZFRPIAFTIRD, BEERMXGINERATIIR.

Citrix Enterprise Browser

AhAEIEETF Chromium ki 105 89 Citrix Enterprise Browser kx4s 105.1.1.27, &% Citrix Enterprise
Browser #93#4i= 8., 155 Citrix Enterprise Browser 3%,

SN ERY R

EA RN A B EERIRUNT BREFERIE Citrix Enterprise Browser, BERTUIE. BEMEHTE
B, REAPALMRIEEER citrixbrowser://extensions TEENERZY BEF. BXEZLE, &
25 Global App Configuration Service,

BXNMPEERNIFAES, BRSNS R

f&eemER Web 1 SaaS A2 _EH) SPA BIECHE

Ik IhaEtEER T Web #1 SaaS MABEF FMR L HEIRASTHH. X4 Web SIEM Web STEAR iframe B RERSEIRAT,
ENMEE T ETEIEIRSINE, FrERBNSHISNAZEIEN Web Tim, 81 iframe, B2, KEMIZAE Web
DiE,
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£/ Global App Config Service &2 Citrix Enterprise Browser

FHERAUERIEAT Citrix Workspace #9 Global App Configuration Service (GACS), @& EENRS
21# Citrix Enterprise Browser i& &,

Global App Configuration Service E7EiL B2 REMEE Citrix Workspace #1&12 Citrix Workspace g
Fi&8. InEEAFERRMER Global App Configuration Service &M BER AL RBY RIS EN AR ETD
#9 Citrix Enterprise Browser, EERMEALUER APl 3t GACS BIERF REEEFEELLT Citrix Enterprise
Browser ig&:

“Enable CEB for all apps” ChFrEMBREFRER CEB) - % Citrix Enterprise Browser i& A F M Citrix
Workspace [z FR12FFHT7 Web #1 SaaS M RE2FHIZRIANI S8,

+ “Enable save passwords” (BRREER) - AFSELRLAFREEE,

+ “Enable incognito mode” (RARSER) - BRHFARSER,

+ “Managed Bookmarks” (IE&H%) - AFEEREHEMHEE Citrix Enterprise Browser,

+ “Enable developer tools” (BRFAZARTIE) - 7£ Enterprise Browser FEHARZAF L ART .

+ “Delete browsing data on exit” GREBIHBRNIEEIE) - RiFEEREE Citrix Enterprise Browser 7£

AR B PR AP L 2R HE
+ “Extension Install Force list” (G&%ILET BIEFFIR) - AFEERE Citrix Enterprise Browser %
i BER

+ “Extension Install Allow list” (" BEEFREATFIIR) - AFEEREE AP T LURNE Citrix Enterprise
Browser Wi BiIZFHIARFFIR, tFIRER Chrome W_ERAE.

BEXFES, 521 A Global App Configuration Service &3 Citrix Enterprise Browser,
&
o BMAMETX D KNS,
+ Global App Configuration Service R E N K EIREHTE T LA TZER:

{

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o BERMALEXEISENARIEEEILE. §XFHES, 527 Global App Configuration Service
i,
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BRRE
Ei@id GACS BEEAF REEZE Citrix Enterprise Browser, BHITUTIRME:
1. EREMEREES citrix.cloud.com,
AR
B0l Citrix Cloud #kF#9 F1BE, ES1EM Citrix Cloud —3

2. HITBMRIEE, BEELANKERT, AE%EERE Workspace fRE.

-

Home
My Services A ( 3
i O el 1 1 20
Library i ) ) . L
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( View Library ) ( Edit or Add New ) ( Add New ) ( View All )
Network Lacations
Resource Locations
Licensing
]
Workspace Configuration |
i ' s B @& & B
Support Tickets o -
ytics Files Remote Browser Isolation Secure Private Access
Notifications e and usage insights Secure content collaboration with anyone Protect corporate netwerk from web based Zero Trust Network Access toall IT
on any device powered by Citrix ShareFile. attacks. sanctioned applications.
System Log
MMage How to Buy Request Demo
Learn more Learn more Learn more Learn more

kB 3 Workspace EEER 5.
3. BENARFEE > Citrix Enterprise Browser,
DE, EAIERE. 82044 Citrix Enterprise Browser hgEig &,

BxRFMER, 5213 A Global App Configuration Service &3 Citrix Enterprise Browser.

2305.1 FEZERR

o Y ATlowAddStore BHIGE N N BEHERAARKRR (GPO) HesS1TIEOFRM HTTP AEERN, &7
BESWEIL THEIRER:
“TEEIZEEIIRS2S” [CVADHELP-22184]

« E5@E EER Workspace Environment Management (WEM) #1238, RARBESERETH. BT

TFF ICA ¢, mIEBGhITHSE®E. Citrix Workspace R AFEFARZx 2209, 2212 #1 2302 & H itk A1,
[CVADHELP-22318]
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« BD 6 7 3% 83 = I HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Dazzle\ T #
PutShortcutsOnDesktop MEIKE N False 25, ERE LAIENENRNIELTFERARKS.
[CVADHELP-15550]

o IMEEEITATASRIPNNBEEFSSEE, EHrsTEERB=ANAERF Pega Robot Studio, ZiE
BT MARERFPY Citrix Workspace MBREFRSHILLRIZE, [CVADHELP-21146]

+ W% Windows 10 ##ERGUIERIBIEST RE, Citrix Workspace B2 Al 8T A 1A 1A ZIRE R AR
[ F#ERF. [CVADHELP-21986]

« EBAHIEE EITHM Citrix Workspace MABEFFERN, EELZGHNEE LETHNE AN AEF T8
TEBR. receiver.exe XFRHIMsEB AT MLt [CVADHELP-21604]

o YEER Citrix Workspace MAB#EFH, AJHERKER5EE GPO RS TEEMNZ MK X R AR BIEF
M=m, Computer\HKLM\Software\wow6432Node\Citrix\Dazzle F CurrentAccount ML
WEIREN ALTAccount Bf&H IR [CVADHELP-21124]

c UBHSESRIPNNBAREREN, EaETLAER Print Screen % (PrtSc) & lNER#E, 7 Citrix
Workspace MA#EF EANBEBRSEAT AR EIPESHIIRZ, [CVADHELP-21979]

s WFERA/E, ERELEEREER URL Amik~, [CVADHELP-22438]

« FREERTF Windows # Citrix Workspace R fA#2R 2203 LTSR f5, ErIEERBTIAR. SEERAMM
BB W AR S H B RIFFITF SelfService Ul By B Itkia, [CVADHELP-22696]

« BB, EaTRETEM Citrix Workspace RFRi2RFhRZA 2305 BalEIARE. B IBIRIELRMERE,
REMTFEEHEIR R, REIERWHERBEIREE: “SSLError 27: No local security certificates
could be loaded.” (SSL $#i% 27: TiEmME iR £iE+H,) [CVADHELP-23095]

s MREBERRKJIENHEEPHTEAMBAGRE (RAMRERFE) , Citrix Workspace N AiZF Al gE=E1EMm
[Z. M Citrix Workspace R BEFFRRZS 2302 #4k2| 2303 Z EREMKIEN, MR ZEIEMAERNRIE, T
SHIEE, [RFWIN-29663]

- BEORERERD, EEARERNRE (PAC) XHRETRE, BsIEHMPEMN HTTP EREKRXIINE
3 f4/%E (CDN), [RFWIN-29203]

« BET AT StoreFront &1 Microsoft Edge WebView FE&ES, MREREFE HTTP HHRIE
EEXEHRIEINEEHRIE) , mIEBRAFEE, Edge WebView %588 5 (3 10iE S O AT AER X o
[RFWIN-30061]

s USEELREXTITAN, EA8EE A% Desktop Viewer MiEZERE L BT AN EINEE N B o
[RFWIN-29875]

« Windows 11 #=#ImiR s HI— N2 G EIA Citrix Workspace Rz B2 B4R Citrix Workspace
%HB. [APPP-1263]

s EERATNARFRIPIIER TR Citrix Workspace AR, “MEEZREMN" (£ “EHIEIR” )
HEFRAIREE#IF, [APPP-1242]
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iBEAT Windows 9 Citrix Workspace R BiEF

2305.1 Y2 HA)E

o 35N Citrix Workspace MR, RAFGEHSIEREHARIEERE. [RFWIN-26399]

o HEMIMBERBIIRTENERE (B9, EERXITEN) B, Citrix Workspace ARFREER. Ul X
RAFIHEEN AN REFERNFEREERA/N. [HDX-47575]

s ERINTARIEZR, BRI FRINRERELUVHNE, cHNASERHILA#. BATHET
StoreFront WEINE AIEF KREBALRIEE (RTFREATEME) B, A AEEES HIXMER.
[RFWIN-30327]

o i@ Citrix Gateway BInEZN, MNRIERKK, KIETREIEER EDT #TiEEHEIRE TCP, 1% HDX
BIENEHRIEIZE NIZMIER, RIERRETEBR. [HDX-49878]

AR

BXPHMRAFRRANTEYIR, BESRHEMEE,

L GRS

EEOABRM T EXIANRE Citrix Workspace [FAEFHI 465 E 2208 2 7 R HAMR A P amE Th e B8 &
BRRRE S

2303

FEINAE

WebEx {& M= P IR AEF EIE [RATKAR]

285 WebEx &M TH. REMBHEN, HAEARS Zoom iEHHER.

BXRUOFBERLIERNIEAESR, BSH WebEx 0T RN AT EE,
==

RATAR AT E A ERIFE RSB REIRRRHITUE, HATFPREEZRBNONS, Citrix FiEZ
DHREFRSShRBOSZIFERMA, BYGDIRHeUHXLINREM R R, Citrix ATRESRIBRIRA™EY. RBMNEEMX R
RHITIR(E. BINAEREFIFRDEE Beta hiids,

LU Podio RERHA X IINEENI R IR

ERENRNRABTEERSMN KRS IR BIEFENRER

B Citrix Workspace 2R 2303 kizie, EREAETFT Chromium Embedded Framework (CEF) #3158
Ao & IR B SR E B ER 120

BEXFAER, FEREENRBABTEE RSN L E IR SIEFENRZ.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#improved-virtual-apps-and-desktops-launch-experience
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues
https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html#client-app-management-for-webex-plugin-technical-preview
https://podio.com/citrix/capworkspaces/apps/client-app-management-for-webex-plug-in/items/new
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%+ StoreFront B AR ERNFH B R IIES A

i&EATF Windows B9 Citrix Workspace R A2 2303 2#F StoreFront [ AREHFIRIIE, A LUER FTEHE
fal—# A= Citrix StoreFront B E#1TSHRIE:

+ A Windows Hello #1 FIDO2 2£%H, BX¥MER, BSREMSHIIEA,

« M Azure Active Directory (AAD) 1ER B4R IEIZFAIE AN AAD B3+ EH 8 & R 3 Citrix StoreFront
RAfEE. BXFMAER, BESHEMSHIEIES .

« Workspace BE &A@ 7%¢ Citrix StoreFront Fz AE#1THHKIEM A R EMEHIHA1T Azure Active
Directory &#iplalsg, BXIFMER, BHSRZEF Azure AD FREVEHEFIAIE,

HfERA Microsoft Edge WebView2 fEARE K28 1THEE StoreFront MIMXSMHIIE, 7 #EEMALLIIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUER GPO &1 8 StoreFront R BEEERBBEHRRRIESE. BXIFEAEE, BEBEZIF StoreFront MARBER
FVIRIE S SR

& T i1k Microsoft Teams ISMEIEAIALE
Bk, BHABERT, HEKH Microsoft Teams SRS ML B BEESR ., B 7 XM, @I AZEY
MO YRUEAFIETIUEREREBIEFRK, JUREERRRSIASIEIENRENHLK,

W XMEHAEL, STRPHMAMRRIWETRE (51 720p. 360p F) WS MR, BEIRTESMHER,
BERREEN. MERGEEF, BRERMEERIEREEBLBENRARENYIR, NMAFRERFRERENMIRLE,

AR

ItkThEE{RTE Microsoft Teams #HBHET M. % ETANEE, 18%E https://www.microsoft.com/ 3
% Microsoft 365 B4 E, Microsoft #HILE#E, ERIUEEF CTX253754 LUREUCRE RN A,

N REFRIFRIIESRINEE . & DLLEA

EARARFERIFN—E5, RINMEE—MRLILEINEE, BIEBRI Citrix Workspace AR £RRLERER
EEhSHEERE (DLL) IR SRR E, MRENT EFRBEER, Citrix Workspace M ARF R NEIX L
TR S LMK AR,

AR U TAGRAR DLLIEN:

o Citrix BpIEEEE
« Citrix Workspace AR Ul
« Citrix Virtual Apps and Desktops

BXFAER, BSRENARERF R X,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 11
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#support-for-conditional-access-with-azure-ad-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores
https://www.microsoft.com/
https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection.html#enhancement-to-app-protection-anti-dll-injection
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SRR

teIThEREE RN R IR F R PR IIAE (D& DLL FRRpY4SE AP AR) RUIRIRIRAIEER. XEMEKREE
BEEALURMMARIF, FERRELAEXNE THENEETANRGE, B2, MERFRFNLRE, M DLLY
WA EARES R, BARNSSSIRFIFARAXLERR, BRNTERIEERELRENEEPRUTENRF.

Citrix Enterprise Browser

FhRABIEET Chromium Aras 109 89 Citrix Enterprise Browser kr#s 109.1.1.29, &% Citrix Enterprise
Browser B9¥4REE, 527 Citrix Enterprise Browser 34,

StoreFront %35 Secure Private Access

EREER, MR LUER Secure Private Access f#:R75%1E StoreFront FEZE Web #1 SaaS MWBIEHF
BREBENAEFG, REAFILUEREEEEMNT %R Citrix Enterprise Browser 77 Web #1 SaaS R 12
FFo

BXiFMELR, 525 Citrix Secure Private Access iy zsith Secure Private Access,

2303 EEE IR

« &% URL @3 Citrix Enterprise Browser MiE&&HEIAN 5 28FTF. [CTXBR-4718]

o TN ERDIFIEIMBIERAIFIEHER SSON B, MENAEFMBHEARFNSENIRERBIER, 8
Citrix Workspace R 2R 2210.5 LUK Citrix Workspace B2 AR 2203 CU2 LIS, MaHl
Ik, [CVADHELP-21786]

o YImM Citrix Workspace TR AIERFR, wfica32.exe #ZAREaRIMELEH IR TEIREE. NYEEA
T BIEN SRR A SRR, [CVADHELP-20999]

o YEER PowerShell BizZ7EiZi2it B _ER % Citrix Workspace M ABT2F 2212 B¢, Citrix Workspace
N ARFRERFAREREL, R EETZITEN EFRREZ. [CVADHELP-22278]

 HEZRNEIARBEINR (GPO) B STRELSITNABEN, EP—PUABETERATLEE,
[CVADHELP-22034]

s RRAURERFELLARTENRIFEHED, MIFSTEPRUE. [CVADHELP-21835]

s EBNABEESHRIECRIEER true WIER THRMEABERE, Citrix Workspace AlgesER R LTBE
MRz, FERNAEESHRIESHEIEER false, [CVADHELP-21582]

o Y VPN W EER EFMEEN, £idiFRER T Windows B Citrix Workspace [ 12 5 0] fE = 5 Mo
[CVADHELP-21662]

o Y1%{E A Microsoft Teams M HP EliteBook G6 i R £ ZREH, AIEFIIEGEOAMIELEIDIE
[CVADHELP-20763]

« {ERIRETATE Bloomberg $### 5 5% Bloomberg $##£ 2013 L/ Bloomberg &GN BiEF. EERA TN
BREFRIPIIEEN R SRR E Citrix Workspace MBIERF iR 2302 BT ItEE, [CVADHELP-22221]

s BHEXHHNNAREFN, ZNARFAERER RS TTH. [CVADHELP-21618]
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o ENMERKEN, BONUEMKNAEFZREAE, SRELTEORAACERIFE ERENSHIILRH,
[HDX-44997]

o YREQFEESY=A DPI 8y, Desktop Viewer TEi=TJiERBEERE. [HDX-45206]

« BEREGRD, HEHIAE-ANRIEN, ZSETRSRAETE—MSENGEE. I, F-N21EH Citrix
Workspace [ 2 FEIRRIRER1EESHE Lo [RFWIN-29773]

2302

FEINAE

et Y AN AR M R E B B TE (AL

tEhRAE BT IR 2 BB E 1R B R AN A M R E A R (1 T 1B 58 B9 AR P (83

% Citrix Workspace R T2 =i I FiEiE9 Citrix Workspace ZB2FEA Workspace = HIThaers—
BB ENNAEFSKEN, SEIUTRT:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

Restore Cancel

1224 Global App Configuration Service FH B REMEZRIENEINEZIRTILEN true BY, AHIMILIRR.

BREFEHITEIER TN ERNENAEFNRE. IREREEHINEENNAEFNSE, EL
HEUH.

WA LUERICSERMOE IR, £ NRERINAEERNE R,

ZHEIREERRIE? NEUTERA T4 2HIRET:

s APEREMET IR AEENNBRER,
« &85 Workspace #HIE R EBE R RKRINAEFEEILE,
« Workspace & EMEZETER P in Ei§ B ARIAE.
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} =r

AR

EMERATFNEMERREMLTENSEFRENEET. SXFAES, BSHER “BREER WiE
HEECE B &L,

Zoom HEHFNE P IRN AEFEE

WE, ERILERAEFKNAREFEEEERE Zoom &,
AR
EIHEESGER T Workspace (&) ®i&.

BREMER, BEE Zoom EHHNE iGN AEF EIE,

3245 StoreFront [ AR ERHTUIIET % [RATIEAR]

BARARE, iEATF Windows 89 Citrix Workspace R A#2F %z #F StoreFront 2 AmIERIFNIIEA K. BT LIGE
BTmEsEa—FAA Citrix StoreFront [ BREIE#1TH S IIIE:

+ £/ Windows Hello #1 FIDO2 2%, BEXEMER, BHSREMSHINIEST,

+ M Azure Active Directory (AAD) fEh B R EIZFHIEIAN AAD BIitE & & R 2 Citrix StoreFront
FAfEE. BXEARER, BESREMSHIRIES .

+ Workspace B & a] LA Citrix StoreFront 2 B E#1TH AT A BB &SI 1T Azure Active
Directory &#ininlskEg, HXFMER, BEBRZIF Azure AD FREVEHFIAIE,

HUER Microsoft Edge WebView2 1EARE R M 23i#1THRE StoreFront MMXSHIIE, 7 #EEALLIIEE.
AR
1EH1F Microsoft Edge WebView2 Runtime fg#s7 102 SiE S HRAS,

AILAEA GPO &1y StoreFront NAEEREAMRKIES %. BXFRER, HSFHzE StoreFront AR ER
HTIETT A ER Yo

AR

RAFERAIMEE A EEIEEFFRHEREFFRFHITUL, HATFPREEZRBEONS, Citrix FEZ
FRET AR B9S2 H5 22651, (BVIDIRERUH XL THREM R 15, CitriX FIRERIRIBRIGHM B, BBENEZ R
IRHITIR(R, BINABEELEFFIRTEIE Beta hitds,

BILUEIE Podio &RERHA X IINEEM R 5o

BT HILGEH Microsoft Teams MG &EIRTA

BARAR, YEENREA ENESIESEPNRIASMIGEE, Citrix VDI 23 k8 Microsoft Teams &£F kY
BIAYS 438 55 108 15 LA TL Bl 25 ZRIA B
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https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html#client-app-management-for-zoom-plug-in
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#support-for-conditional-access-with-azure-ad-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores-technical-preview
https://podio.com/webforms/23781663/1719022
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B2, NREE Microsoft Teams HBRIRIE Ti8%, EHIERREBMNE, HEREREESIRIAE, 758 Microsoft
Teams &FE2ZHI, EREFFERT,

R A2 IRIFLESRINAE

BZhRAsER, EATF Windows # Citrix Workspace R B2 A& ER Global App Configuration h &4 %3E
MBEMRSEGEENAREFRP. Ua, SRECHAAREYREEEXLAM,

WMREEA Global App Configuration Service B R BRICFZMRREMATNEE, XENEERMEATEHE
I B BhBRSS o

4=,
pa =W

Global App Configuration Service BEEBRERFEMMNAER. EPEE. Web NBTEF SaaS MARE
FF. X RiGMeER Delivery Controller # Citrix Secure Private Access #1TiE%l. BXFHAER, &
BiF) “AREFRIP” XA ES D,

BXFAER, BERNAREFRIPERAERRD.

Citrix Enterprise Browser

A EIEETF Chromium kizs 108 89 Citrix Enterprise Browser ki4s 108.1.1.97, &% Citrix Enterprise
Browser (458, &8 Citrix Enterprise Browser 34,

i@id Citrix Enterprise Browser 1T7Fi5 Web 1 Saa$ N BiZF

7575k 4s#9 Enterprise Browser f (fE5@AF Windows #4 Citrix Workspace M A#EF), Citrix Workspace
Nz A2 R BRIFRE SR Web M ARTEFFIMNES SaaS M AEFEBEE Citrix Enterprise Browser #1377,

ATLLEREM Citrix Workspace B2+ E5h Citrix Enterprise Browser
LUET, ERILITEITH Web 3¢ SaaS RBERFEM Citrix Workspace Rz #EF3T7F Citrix Enterprise Browser,

BAskiAEeS, EATUEREM Citrix Workspace R #2377 Citrix Enterprise Browser, £&$T# Web 3t SaaS
N AEF. @iditbhae, EETLUR AR Citrix Enterprise Browser, MAREEERMTIMES, BIAMERLT,
LtEInBERT Ao

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 15
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LN ] Citrix Workspace
@ Citrix Workspace Q Search Workspace
2 Home o Y oy % % * % [
M S @ @ x 3
Q Feed
€S Gmail CSG Gsuite CultureAmp Desktop Enterprise Excel 2016 Fieldglass
" Sound San... Browser
4 Actions
|
o o o B ree o o , o
9 & : m { O
[ Desktops U 2 &
. . ID Badge - . QOccupational
[j Files Gmail GoToMeeting Photo Portal Jira Miro Notepad++ Health & ...
LN ] Citrix Workspace
@ Citrix Workspace Q search Workspace
g Feed — a * @ Enterprise Browser
5= )
& Actions P
/ pASNG Compass
[
o @] visio20t
() Desktops
w @ Word 2016
[ Fites
View all applications
= .
AR

RARPXIUET Secure Private Access 8= /L— Web 5 SaaS M AR IR,

B2 R

+ 30 Citrix Enterprise Browser 2BiAI 528, FiigogR Mg E HXM SaaS NARFETATE Citrix
Enterprise Browser £3T7, [CTXBR-4106] [CTXBR-4405]

« {5/ Microsoft Edge WebView2 Runtime kg7 109 REShAR, ZiXMBEEX Web RN ABE R A
EFKEATERKEK. [RFWIN-29200].

« f@aTex AR Citrix Workspace R 2 PRI MM AREE. HESXRNEEEERIHIIEMN Citrix
Gateway FQDN B5#& StoreFront ZABEZMHPEEETNE (FlW0 https://servername.company
.com?Store Service) B, gtaEIMtiE@E, [CVADHELP-21516]

o NREERFIEENBIEZ AR Citrix Workspace MB1ER, NREBINET RIS, Alt, &5
BEHHNEAEEEN T EE) Citrix Workspace BiEF, [CVADHELP-20912]

« %% Citrix Workspace MREFE, ErRISELEEohE R FHIIE#H AT, [CVADHELP-20593]

s TZETHRED, BHAPMAEEAERERIZEN, NAERFEORSBHIFRANETE.
[HDX-45043]
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o EXRLRIAK AMD GPU &%, Citrix Workspace M AER 2206 iESHMRARIGERB I REMMABTH
FREINIE. [HDX 46264]

+ X128 BCRClient.msi, #E7£ Citrix Workspace R BiEF REHEH I T HIR:

BCR Plug-in X

Your installation cannot continue. The installer detects
= that prerequistes havent met. Please install Citrix
Workspace App or contact your administrator.

OK

[HDX-46964]

2212

FEINAE

==
AR

BashiAEe, &R Microsoft Edge WebView2 Runtime kg4sh 102 SkEShAs. BXiFMER, BEHER
FERMFAM

BEFImNREFEE

iEAF Windows i Citrix Workspace M ABTERF 2212 MTEiRHE P ini BIEF SEI2IN8E, F Citrix Workspace
N 2 AR ik S R EEM B Secure Access Agent w534 (EPA) I EREFRENRENF P BN AR,
EBNLThRE, EIRRPTLURMMM B NMEIRIZH & BEN SRR,

AR

kIhEE(GERTF Workspace (&) &i&.

BXFAER, BEREFRHRLAREFEE

Zoom HEMHE F IR ARFEIE [RATEIR]

BiEAT Windows B9 Citrix Workspace A2 2212 2, EMEAUEREF RN BEFEENEERE Zoom
G

AR

tkThEEGERTF Workspace (&) &i&.
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BXFMER, BBREP RN AEFEE,
ATLERALE Podio REIEFREN LR AT RHI R %o
AR

RATAR A% A EEIFE RS EREIRRRHITUIE, HATFPREEZRBNONS, Citrix FiEZ
THREFR UG hRAYSZ 1522151, EXUDIRMEUHXETIREM R %, Citrix FIRESRBRIFM™EYE. RBUEMNEEMTR
RHITERME, BINAETEF IR EE Beta hiids,

EREE s

uuh

BRI B ERA R PAIL &M B s EHhR A,
EERAF LGS Global App Config Service #igE maximumAllowedVersion & F ARSIz HkRk A,
Global App Config Service f#9=f JSON STf:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value'": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",

"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html
https://podio.com/webforms/28192310/2229909
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<!--NeedCopy-->

wBRRAG, AFIgELER Citrix Workspace M ARZF2BEE#HZE maximumAllowedVersion B HIEER
RS0
- pE
- BHl, BIEM JSON XHHRINMESHTEREMEN, BLARERALNERREH
upgradeTolLatest #l maximumAllowedVersion EBEME. BE, MTERKHNEEH, EoILU6E
B5R JSON XHHIMEIE,
« BLUBEMEHIAES, 490 Global App Config Service ##y upgradeToLatest iREi&H
false, WRIIEE R true, NIEZBE maximumAllowedVersion.
o E7E pluginld, E#itk ID BagTE Citrix Workspace R FBER
« MREEA KT Global App Config Service EEEhZA, MEKIAERT, Citrix Workspace A1z
S BB = E AR,

SEREIRTEHIINRMUEER
Citrix Workspace AR A FRAFHNRMHBIITRE, AXFAER, BESRAMIAROXE CTX253779,

EABREEANARER DIIEL R RIEIEFRITERET.

BE T EERE R XA RN EIERAR
AR, EEEAXANSHEIESHIBNTBRRERF

BfhERE, RFRFRTE-—FHEREEMN—TEENEE. RELAEEIEFETERN, FSHAREEE. 40
REBRREFTIETT, NRZHIMBRINEE, RARFFRREEHERZIHEE,
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https://support.citrix.com/article/CTX253779/user-prompted-for-credentials-on-workspace-urls-when-using-federated-authentication-providers
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Citrix Workspace App 4

Your session did not launch successfully. Iif you are currently offline, reconnect to
Waorkspace and relaunch the resource.

Transaction |d: 4c2ea391-316d-460e-9d3a-T4b56e5435b6
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close

@ Citrix Workspace X
Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

Sign Out Cancel

Ear B EEEM L FIR Citrix Workspace M AREFSIEFER, thalllBGRUESESRTE,
AE:

BRI HEZARFERIEHRE.

MABRFRP0EENE: & DLL SN [HATSA]

FARBRFRIFHN—ES, RINNEE—MRLERINEE, TR Citrix Workspace FBEFRERLRER
AEhSHEERE (DLL) IR SRR E, MRENT HEFRFEER, Citrix Workspace lAREF R NEX L
FIFERE = L NHX AR,

LAAT, HERATRGARIIEE(GER T RFRIPHEIMN BEFMKE. E4AREFR, BRI AT HEERE, NEEE:

. FTEENNBREFNSESIE
« Citrix Workspace i BEFSMRIEE O (43t%8E/StoreFront)

LESh, IHIEIRThREINTE |

o URFRIPANG LEEFREARAEHES DLL A, ZERERE
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Access 2016 *

e digital signature on wiicazd.exe 1s invalid.[Error s (no error text available
I The digital sig wficadd i5i lid.[E 1116 ilable]]
— Copy text to clipboard

Close

o YARAMEEERE DLL #FE LB 2/RIEH,

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

GRAERE:
IEINEEEE THEN KB IRIERAFMSEThEE (INF; DLL FrRRV4SE AP IAR) BUiRIRREIEIER. XEMEKREEEER
LURMERIP, FERSELEEEXNME THENEZETANRE, B2, MERERANARE, ME DLL M5 ATIEE
=T, BARENSBEIRFFFRIXLERR, BFRIIEEFEERFEEEMNTEPRERT BRI
AILEAIE Podio FRESFMILE ARSI,
AE:
FAMBRAMERE A EEIEEFHFEREREFIMERHTINR, FARFRHEEEZERENNS, Citrix FiEZ
INRETN S hRAVSZ IR, (EXUMIRHBXLEINEEMN RiR, Citrix JRERRIBERGITEE. ZBEMMEEEN R
m TR, BINAEEEFIFEREE Beta ks,

SFFRRINREN AREF R
7z, 7z Citrix Workspace M2 R&EHIE, RINER TaRENARRFRIFAL,

Z L HA{E H I AY Enable app protection (BARMBEF®RP) SEEFE RN Start App Protection after
installation (REFEHRAEFFRI) .
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Maote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

‘RIS RIER, NAERFRIPETELEEIAEM,.
AR

MRERBRALERE, WNFENERRAEFRIFNER, NAEFRIFSEEABHZRIPIOFRAMF
M= bl =E

BWEILUER /startappprotection R TE BN AREFRIPAGBE, a1 /includeappprotection
FXREFH.

=z

AR

LAFG, Citrix S43IEM Citrix Workspace AR FRERIARFIHITR BREBRNRERIZRIEE. B,
B 2212, XLEERINETFREARS, SEECRARKRNKRHITERE, §X GPO BEMER, BESHNAE
FRIFECE RUIESRTHRE,

R FBREFFRIFIGIRTINAE . BRESE B

Ba&hAR, YBARTERZIANEARRIPHZRH#TREMRRN, EALEEEN, BXRNAEFRIFVERNGE
B, BERANAEFRIPTA? o

HIUTERNS2RIEBA:

« ZRNETREBFIAENEERERZHIMNI.
o 2%i@32 Print Screen BEINEESE,
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} =r

AR

FEHRIANSMETEMNET—R, IRECEFBIZIAFZHBEREREE, ZBNSBRBI.

Desktop Viewer {1t

LtbRR 25383 4 /B shEY iE148%E 5 7ok ik Desktop Viewer (&6, Desktop Viewer TEZAIHRIEITH, AgExERER
N Windows RIFERRER. BERAILUBITE U T EMREE 5N —LUZF R RO ERRIEEIXMAL :

o iiE: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
o &#: ExtendConnectScreenMS

« 2% DWORD

« {&: 00000000 (AZFHBAIAIGER)

AR

EMERECE = A ERY.

Citrix Enterprise Browser
pE=
EiEATF Windows 8 Citrix Workspace [ FA#2FhR4s 2210 &, i@id Citrix Enterprise Browser 77
Fi5 Web #1 SaaS FZAEFIHEER FEARS.

hRAEIEETF Chromium kizs 107 89 Citrix Enterprise Browser ks 107.1.1.13, &% Citrix Enterprise
Browser #93¥4i= 8., 1555 Citrix Enterprise Browser 34,

« 35 Citrix Enterprise Browser i & A T £

M7z, &AL Citrix Enterprise Browser B0 & A TEX 883 LU TFFFrE TIERER. ERILLEREREHEN
YT IE TR,

TR SERRANKREAFREN Web 3 SaaS NWARFXBIEE, SR 2EANNAEFRNEMR
§HER, MREISIIENEE, NL&E Enterprise Browser HHITH, MRFRZE, MBI RELRFEENER
AR IR EITHo

BXFMER, 1587 Citrix Enterprise Browser i& & A TEH%

2212 PEEERR

o BMEREFE—MIES, Citrix Workspace MARFHRIRTEEFIES. @ Workspace (&) MARE#T
B3I = B AR
A LUBE RN TERRRE L BRIERER:
On 32-bit systems:
- Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D
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https://docs.citrix.com/zh-cn/citrix-enterprise-browser/settings.html#set-citrix-enterprise-browser-as-the-work-browser
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- Name: SuppressCertSelectionPrompt
- Type: String
- Value: True

On 64-bit systems

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle or HKEY_CURRENT_USER\S«
Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

Y VPN B EiE s EHEER, 2iXipREATF Windows B Citrix Workspace M AEF A BE KW
[CVADHELP-20376]

HERE T EPA BIN B E#1T B PIGIER AN EIIR = 247 (EPA). L& Citrix Workspace REEFEM
FHINRAEHE 2210 SESRAR = EItR#E, [CVADHELP-21387]

o TER1EY Microsoft Teams @iEHAIE], #m A AES I NBEIRIRS. [HDX-44438]
o Citrix Analytics T2 MRAL B P AMEW S ML XIETR. BMEREUTHESRME, haBIkEE:

- /A Citrix Workspace MAEF, MAEFISERIELTITRENEEED 15 5%,
- FRANKABERKFERA CAS,

=

AETHRBEMINAEFHEEN, Rk E5MEREXE CAS B, RYEET Web TN BEF
= mE R @ A Citrix Workspace R BREFRHRINMNE— MR BEER, 742K FEZNAERF.

[CVADHELP-21448]

s EEREEXATHACLTHNAEFN, HthdtNBEFRLTENAREFIESEIENaHBESERHBIN
F#2F. [CVADHELP-20742. CVADHELP-21277]

2210.5
FEINEE

LEhRASARR T BB FRH R AT RE. REMMREEMRE,

EFImNARFERE [RATREAR]

iEAT Windows B9 Citrix Workspace A2 2210.5 MERME AN AIEFEEhEE, & Citrix Workspace
B FRREF AR M 2R EIE Secure Access Agent Mm99 (EPA) & ERIEFRENE N E P IHNBER.

BBItLThEE, EERRFTLURMMM BN ERIEH & BEN EERTINE,
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AR IEEGERT Workspace (=) ®i&.

ERIENREFEEEEUTSE:

EIE G HATE Global App Configuration Service HisERALRAFIRE LFARENAIR, @i ARTAKAR,
ERRTUIETE Secure Access Agent M= 24 (EPA) R,

« Citrix Workspace MB#2FM Global App Configuration Service SREXRIEFIR,

« 1R#EM Global App Configuration Service 3kEX#9%1%K, Citrix Workspace M FA#2Fi@id BEhEMRS T
HARBEMME, MRZARERS ELENRE, Citrix Workspace BREFEMARIBNRE, MRELER
¥, Citrix Workspace NBREFsiRIEEH (MR THNRERESFLENMA).

Citrix Workspace [ fR#2 R AT RTER R G BB Bah BRI,
Citrix Workspace M AR#EF R Citrix Workspace EiEBohER R,

TEREAT TIERE:
Admin configures the Agent installers made
=~ agent requirements for available by Citrix
(’P - the end users
W
Citrix Global App Configuration Citrizc auto-update
Workspace app Semice senice

checks for the
list of required
agents

@ Citrix Workspace app downloads the required

agent packages and installs or updates them
g Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials
BJLUEEA Podio ML AT R, 1R3ZHE, HITESERAURNEZFAES.
AR
RATMERAIER P EHFEFIFRREREFFRHH TN, FATPREAZRBENNS. Citrix FEZ
THREFTR UG hRAYSZ 522151, (BXDIRMEUHXETHREM R 1%, Citrix FIRESRIBRIFM™ENE. RBUENEEMTR
IRHITIRE. BINAERLEFHIRPEE Beta hR4s,

B EhEFTRYIERINAE
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Citrix Workspace AFIEXZFHIRA T RIEBEE (PAC) 1 Web RIEB 1L I NN (WPAD) 4&AS B 5h
o

Citrix Enterprise Browser

FhRABIEET Chromium Aras 105 89 Citrix Enterprise Browser ks 105.2.1.40, &% Citrix Enterprise
Browser Bi¥#EE, &8 Citrix Enterprise Browser 3244,

B2 R

LEhRAERR T BB FUAREA MR, REMMBEMR,

2210
FEINAE
ERME RGN EE R EREH

iERATF Windows 8 Citrix Workspace M AEFIE X HERMERENEEANE REM, SRIBT %R
I > & > B RS RRHEEERE AL Thae.

iEATF Windows 11 i Web 1 Saas [ A2 AI2FRIFILRTNAE

LR AR RIP ISR INAE 1L T Windows 11 £ Web # SaaS M AREFAFHNARMRZLINEE, tE5RINAERT L
@I @Em Secure Private Access &1 Citrix Enterprise Browser X715,

AN BIEFRIP [RATAR]

MARFFRIPFREILENRZ 2N, FIPRINEFRRSREICRE. mRE/MITEREEENEE, Bal, NAER
RIPTHEE(NET XS Workspace ZHiRiR . (EBNAHIN AREFRIP, NARFRIPIIEET Bk ENANAEF. B
iEAF Windows 1 Citrix Workspace R R#ER 2210 &2, MARERFAEIPEIMEAER Windows && LRIz A
EF.

AILEAIE Podio FRESEMILE ARSI,
AE:
BAMBRAMEE A EEIEEFHFEREREFIMERHTINN, FARZFRHEEZERENNS, Citrix FiEZ

THREFR U hRAVSZ 15551, EXNDIRMEUH X ETIREM R %, Citrix FIRESRIBRIRM™EY. RBUNEEMRTR
IRITIRME, BNAETEFIFRHEE Beta hivds,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 26


https://docs.citrix.com/zh-cn/citrix-enterprise-browser
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PR SR P

1k A P ER AR RME IR P i s A B IR 5 0] LURIR PR BIE NS HBST 3,  LURL /D 4RA3 A ARAD I AT X Lo i
FENEm, BiEAT Windows B9 Citrix Workspace A2 2010 {2, &) UERE P InACE LT R X L 938

=

=

UZRDBRBTHNE P SEMSINNEENMESE, EA Microsoft Teams IREBEWEBNFIESNS5E
AV TAN

ERRNAS PR,

RiAERT, ®E 7 Citrix Workspace W A2 F 210 MEFP I L ZHARUEH. EBRAMLAHE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g B U FTE P HE E, T EHB
A

¥R it 55 il BZHE
EnableSimulcast 225 2 1-3 (BHEigERN 1)
MaxOutgoingResolution z 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FH D HEER)
MaxIncomingResolutior #k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FHY D #EER)
MaxlncomingStreams %%k = 1-8
MaxSimulcastLayers  ##g = 1-3 (BH®REN 1)
MaxVideoFrameRate B 5 1-30
MaxScreenshareFramel ## 5 1-15

FREEMRDE 7 DWORD,

Citrix Enterprise Browser

AhrAE@EETF Chromium kgrzs 105 #9 Citrix Enterprise Browser ks 105.1.1.27, % Citrix Enterprise
Browser Bi¥ER, 155 Citrix Enterprise Browser 3244,

=& % Citrix Workspace Browser

Citrix Workspace Browser #i#E#RA Citrix Enterprise Browser., BEXZEWILBEM citrixworkspace:// B
A citrixbrowser://,

FEFRAIF M E SRR E — N EEHITAEE, B ST AR iAEm O F .
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o & Ul FafRENRE RS @R RE G AR EE T RO LARER.
o REMBE (FlMs<M MS) AJRESMESHRE LEIRRTR, URLERFE P REHZE,
o MXFE IR ML= X ASEHER R MR (FIIASIAEEXE) aTaE S UaIRE M.

% Citrix Enterprise Browser i& u T{E % 28 [RATSAR]

WE, &AL Citrix Enterprise Browser FeB R1THEE &1 Citrix Workspace R A2FHEBHFTE IIESk
A RN TR, IIhREREIRM T —Ff7E Citrix Enterprise Browser s{XiTH T Fi%iZa Web #1 SaaS WA
BEIAE.

R LUE RS AN RS T A E M E I TIEEER N AERF.

i@ Citrix Enterprise Browser 1JHFiE Web 71 Saa$S M RiERF

B4, Citrix Workspace RZF#2F e AMFTEMES Web R AR FEMIME SaaS R AREFEEFE Citrix
Enterprise Browser 5377,

AR

EiZATF Windows 89 Citrix Workspace R B ERFhr4s 2210 &, & Citrix Enterprise Browser 177
Fie Web #1 Saa$S M RIZFEER TR,

ZHFNIERY B [BATARAR]

BRI URENARIEEERRMENT BERHFME Citrix Enterprise Browser, EERAIUIHE. SEMTHY
BiEF. RRAPTURIEZER citrixbrowser://extensions TEENERZT BIER. BXxEL8E, HEH
Global App Configuration Service,

=3

AE:
IEIhEE R PRIERAITI N I EEEMIFEREEBA, 15ETS Podio &&,

BxMAREENES, 5285 Citrix Enterprise Browser X%,

£/ Global App Config Service ZI2 Citrix Enterprise Browser [H A5 HR]

HEE A LUEAERT Citrix Workspace B Global App Configuration Service, @3 & EEARS R Citrix
Enterprise Browser i& &,

Global App Configuration Service E7EiL B2 REMEE Citrix Workspace #1122 Citrix Workspace [ f#g
FigE. IInseaiFEER MR Global App Configuration Service i§&#i& & 5 F 41 8B K7 A 245 & B A 7 5 o
#y Citrix Enterprise Browser, &SRR LUER Global App Configuration Service EEEMERLLT Citrix
Enterprise Browser i&&:

+ “Enable CWB for all apps” (IFrE R RTEFEERA CWB) - ¥ Citrix Enterprise Browser i& BT M Citrix
Workspace W EBi2FTFF Web 1 SaaS M HTZRFRIZRIANI S
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+ “Enable save passwords” (BREREER) - AFSELRLRAFREEE.

+ “Enable incognito mode” (BRRSER) - BARZARSER.

« “Managed Bookmarks” (REH%) - AFEERAKHEHRET Citrix Enterprise Browser.

+ “Enable developer tools” (BBFAARIER) -1 Enterprise Browser FERHZAALZART A,

+ “Delete browsing data on exit” GREBBBRNEEIE) - RiFEEREE Citrix Enterprise Browser 72
1R HH B A PR AAR L $5 42

+ “Extension Install Force list” G2#lR#&ET BEFSIR) - AFEERE Citrix Enterprise Browser %
I BIER.

« “Extension Install Allow list” (5 BEEFREAKHIR) - AFEERREEAF AILURME Citrix Enterprise
Browser ¥ BIZF AR, WHIRFMAT Chrome W ERNANE,

&

o WINBERPRIERITAL IR, EEEMIMEFEESHA, HES Podio R&,

o RATShRAPIMHE A ERIFEEFIFEREREFFRPHITUR, HAZFPREEZRBENINS, Citrix ®
EZ IR AR S 152, EIUMRMHBUHX LTI R, Citrix ATRERIRIBRIGNTmEE. BBMN
EEMUN RIERITIRE, BIUABEEFIFREHERE Beta i,

BIFFEN XD KNS,
+ Global App Configuration Service a1 HEEIEEATE T LA TER:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o EEAMALEXEISENARIEHTE LS. BXEAEE, 15217 Global App Configuration Service
XHHo

B2 R
o EMSIANTBREET FHE DPI R&E,
- BUABSHREAT, ERAESNOYER, Wik DPI A,

ERIETEY, Citrix Workspace M ARF2=IA B4t Windows & F iRl 2R 5 ##%X 4 DPI
EHIRES HDX 2E#H T, BINEMBBEATEHER DPI Ui, CHREEASIMEERRE
(1920x1080 L Et) B,
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- BT (BMARFIRT RIRSER) (EFATIEDPI BAINIBRNABER, HEREERKBERT
. ETMAIRERTE B IRRRNAEFESIN—LEIER, BIMNE HDX SiERASHALHTN S A
LN

LWMAEEARRE DPIRE (FEA DPI) MERIEZEDIAM Windows ZFF IR, XBR—1E{TA0E
T,

FE:
%S Microsoft Teams B9 HDX (b R & A,

- FRE=NMEMAFRIERAERIBE (WiKK “DPI TEA”) , EHF Windows 89 Citrix
Workspace N BEF 22 Windows PG 8 DPI 481088, EIENT, Windows 2155
HREEERE Workspace AEFH HDX &IEMY B, MEEEEMEhIF DPI RN BAREF—#,
REEIE DPI 48k b fBliBiE 100% B9fE R TR iR,

[HDX-43720]

o HE@d GPO RMERANKAREEHEE GUI RNk EE— StoreFront BRSZ2BMEME AREIER, FIRER
HIM—NINEFER, FNkFATsERKK, [CVADHELP-20776]

« H&@EE GPO M[E— StoreFront fRSSEFAMM N B EER, BCE S =M A RIS A 88 = (8] 511 K WMo
[CVADHELP-20655]

« BNfE3@3d GPO 2/ T Global App Config Service &8, Citrix Workspace M BREFth 2% iR iEE3
Global App Config Bk%58s. [CVADHELP-20775]

« 7£ Windows 2106 st E = ka7 Citrix Workspace M Bi2FF A, diuh ICA RIEBINAEE A 8E R E1EHo
[CVADHELP-20824]

o JWFIHAF, receiver.exe HIZATAERBINKK, EAIaERTEIEATF Windows B9 Citrix Workspace [z
FF 2206 sk EShAs EEFttia@E, [CVADHELP-20986]

o EZLMRAE Microsoft Teams MARINF, EHFBIBANER FINEIE, S B @GP, LR
fB/REIM, HEEFEF K E HdXRtcEngine.exe #i2kMET M, [CVADHELP-21095]

2209
FEINEE
RIS Eh T R R [BATRSEAR]

Wi B A LEThAE, &I LA BT A AR &R R E. BALIhEeE, Citrix Workspace AR SEREIELT
BEEiEENRIE. BiIREGE, RERILAET.
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i, Civis Werkdple 5 W

Deskiops

¥

citrix e’

BEa® & amES™ME -

X(UEATF Workspace (&) &i%.

BJLUEEA Podio &AM AT SR,

} =

AR

BAMBRAMEE A EEIEEEFFEREREFIMERHTINN, FARFPRHEEZERENNS, Citrix FiEZ
INRETN ST hRAVSZ IR, (EXUMIRHEBXLEINEEMN RiR, Citrix JRERRIBERGINTEE. ZBEMMEBEEN R
IHATIRE. BINAREEEFIFMEHEE Beta hr4s,

BEhEHRASIES] (AT AR]

EIERIME ] UERARPRNLERI B HE IR

HE A L@ 7 Global App Config Service Fi&& maximumAllowedVersion # minimumAllowedVer-
sion BMEHATEERIZHIARA,

Global App Config Service ®#9:Rfl JSON 2f4:

{

"category'": "AutoUpdate",
"userOverride'": false,
"assignedTo": [

"AllUsersNoAuthentication"
])

"settings": [
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{
"name": "Auto Update plugins settings",
"value": [
{
"pluginSettings": {
"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"
}
)
"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}
]
}
]
}

<!--NeedCopy-->

RETEN, AFg&ER Citrix Workspace AR sBHERIN T LACEZ BN RS BRE.

WMREF Citrix Workspace R A2 F BehEH B EM A, 7&1E Global App Config Service # maximumAl-
lowedVersion # minimumAllowedVersion Et s NERFIARZS,
AR
- B, AIEAM JSON XHFRINAESHTEZRHEMEN, ELAREBRALNERIEMH
upgradeToLatest #l maximumAllowedVersion i&EMNE, B2, MTERWSE, EAILE
A5 JSON XHFHIKEIE,
o BRI BCEHRAES], %90 Global App Config Service #1#9 upgradeToLatest i&&i& 4 false.
MRIZE S true, maximumAllowedVersion #1 minimumAllowedVersion #7288,
« EME pluginld, BAREEBSEI Citrix Workspace 2R
- WIREE AWK Global App Config Service hEEE RS, MZRINERT, Citrix Workspace T2
& B ARl AR A,

BRZIEE:
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1. BahEMREES.

2. S#nE Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle Ff&
BiZo

3. SIZRALUTREMEMERE:

o SEMRERmEZF: Test-EnableAUVersionControl
o A1 DWORD
« H: 0 RT"EEH, KFO0XRTEREH
4, E#Esh Citrix Workspace R 2R LUEFT AV E B .
AILGEE Podio REIRMHE XILIHAERI R iRo

AR

RAMERAIER P EHFFEFFRREREFFRHHITNE, FATPREAZERENNS. Citrix FEZ
THREFRSShRBOSZIFERMA, BYGDIRHEUHXLINREMI R R, Citrix FTRESRIBRIRA™EY. KBMNEEMXR
IRITIRF. BINAERLEFHIRHEZE Beta hR4s,

WebRTC BH %R, iERFLREM LA Microsoft Teams

BF 1B Microsoft Teams #9 WebRTC kxas2FH 4k ks M98,

S #%7E VDA LB &EH Citrix Workspace B2
WE, EALUET eI T EMRERE VDA LEREshEMHIEE:
£ 32 it &ML

o SEMZI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
 JEiAERMAE: AllowAutoUpdateOnVDA

o JEMFRAEE: REG_SZ

o EMEREIE: True

7£ 64 It EM L

o SEMEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate
o A AllowAutoUpdateOnVDA

o JEARRIEE: REG_SZ

o EMREEE: True

HET BN ARRFMKENBAER [KRATSEMR]

aT, Ba#EEENAFRREAER. AP RIEEIEZELEME, HERFPXHATIHEE, HABNEEE
B89,
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iEATF Windows &9 Citrix Workspace T2

(@ Connecting

Starting...
[

Cancel

RGN AEFNRERERESEFE. BHX, HBMEERT Windows & Citrix Workspace R Bi2RF LR
HTRRREFNER. XEMTILRAF RN TREXEHRSHEXER. BIETRERENEGTH.

RTST-APAC RTST-APAC RTST-UK7-
XenCenter XenRTCenter Zip

")
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

cifrix

£ Type here to search

iEATF Web 89 Workspace 2551k Ihig. AR EIUEBEEXBMHENEEXHIBH, MAEHIEE, MNRE
FRoIHBAPZEHXANKESE, BT —RESEHE.
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® 88 ¢ Carxworkspace x + .
€ C . d* EBYOE»=O :
w Bookmarks
(& Citrix Workspace Q:

o Q commented on ticket WSUI-6109 - "WSUI loader doesn't spins as expected in satari and
{n} Home native cwa apps. works properly in chrome”. Recent Apps
[ Feed
G SAP Fiori
- Reported ticket commented
o
commented on ticket WSUI-8063 - "Rotate the access keys”. =
£ € OneTrust
£ hows > -
b4 G Chrome
(] Deskiops >
o ﬁ Jira
[ Fites >
Yiew all applcations
Recent Desktops v
L &z Ml APAC Managed Deskiop
Vigrw ol deskions
citrix

Recent Files

BILAGE AR AR AR B A It Thags

1. T EMRRERS.
2. Efn%E HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFM—1R A NewLaunchExpSupport BEEMERFRTE, ARIFEHMEIRERN True,
4. EFEsh Citrix Workspace Rz 2 LUEFH A4 3o
AR

X{UEARTF Workspace (&) &if.

ERE:

« HZETEIEER, Citrix Workspace MAREFNESESIEFHNNAREFEOBERNENE RS, HEWFH
BEEESIENSHIIL R,
o EFXRESNEAEFITINEE,
AILGEE Podio REIRMEE XILIHEERI & 5.
pE=
RAMBRAMER A EEIEEEFFEREREFFERFHTIN, FAZRFREEZERENNS. Citrix 7EZ
IHAETR e MRAY L 35221, (BXGMIR B LETHREM iR, Citrix ATRESRIBRIGI™E . KEMMEBEMN KR
IRRITIRME, BINABELEFHIESIE Beta lrzs,

Citrix Enterprise Browser (L(5i## Citrix Workspace Browser)

AhrAE@EETF Chromium ks 103 #9 Citrix Enterprise Browser k7 103.2.1.10, % Citrix Enterprise
Browser 893¥4 8., 1520 Citrix Enterprise Browser X4,
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« Citrix Enterprise Browser it &2

BB XA aIFEENEE S Citrix Workspace tkPHIPMAZE (FIIAEIER. BE. FERMEMLE) SR
7. ETEH Workspace MAREIESIRE BN, FEAESKSIRE R MELITRSIELR,

=

AR

FHEREIRRZ 103.2.1.10 HEXRERKREE, RELZARFNEEIKMNEF. BEXEREMNASES
RIREN, ZAREFHNMEIEREER.

B2 R

 MALEER, YEMERT Windows # Citrix Workspace R ARZFH N, SET7—MIE TR
mﬁgagﬂiﬁﬁo

EEALEBE, BREUTEMERE:
£ 32 U R%ZH:

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
&#: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

£ 64 IRGZ L.

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

[CVADHELP-19967]

o A EBE X R B Applocker # M BB 1k Citrix Gateway & # 5 Citrix Workspace B9 & M.
t, RHE = temp X EXHEEZNERX R VPNXXXXtmp 89 IF B XX 4. B 6 5% it & M
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client 8 {& # DisablelconHide,
HoIEXLE M, [CVADHELP-19709]

o i PNAgent it BRIE R MR ARZFR, EATF Windows B Citrix Workspace AR R ETR
UTHEE:

REHSEIR,
[RFWIN-28208]

« Citrix Workspace p iR ER AT EME, {CVADHELP-20317]
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2207
I8 IhEE
58 HDX #178 Microsoft Teams {1k 05 SHEHAFI LR

i&AF Windows # Citrix Workspace F 2R ITES #EA HDX #4178 Microsoft Teams b PR SARHIF
HRo

EaUEMESNEFEREEXEGBRES, FEIEENERITRE (BANEI) FEEEINH. ZIEER
BT P2P HeBiE=N.
AE:
IHEEME R S Microsoft Teams Ul/#RHi%ER. ZEOSIFEER VDA BE 2112 iEShRAHISNE R,
BXEFMER, BEESRZEOSNMEIR,

PR

s ALIFEEBRMAREXHNE 2SR,

¢ UEMRTISAERIFEZEFEEE. YIEXAHEHRBE Microsoft Teams EFEE VDA BY, ERXRE
BERAXA

o EFiERE ICARIESE, MEEXHA. B2, Microsoft Teams Ul ER—1M 344, IERZAIHRRMATERR
o Citrix #1 Microsoft IEEH RIS AR LA,

c BMEREGN, REQIIEET Internet,

==

AR

Itk Th8E{X 7 Microsoft Teams # H &R E S5 FH. Microsoft # itk BB, BEFMIRPLNE
CTX253754 # Microsoft 365 Public roadmap (Microsoft 365 AFFERLEE]) LURBAAEHMA NS,

EARMESBRENEERE KR [BATER]

iEATF Windows 89 Citrix Workspace M BiZFHEZ HERAMEREGNEEANE SIEM. oTUERUTEMRER
BFALLINRE:

o UE: HKCU\Software\Citrix\HdxRealTime,

« &¥F: EnableBackgroundEffectFilter,

« 27 DWORD,

o fH: 0 RTERER. AAHMERRTERH. MRZEFRFEREN 0, WSBRAEEREMKE, HEA
ISR RAVENE > &8 > BRERIEHEIEE,

FEIVH
XH ICA £3EZH, 5% VDA LHRKRIBEGHNBER.

BILUEE Podio FREPIRMA R ITHAEN R 5o
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B T BEhERTALR
BanEHIIEER BN Citrix Workspace ARREFEfMEISHIRE, THREIMAF F.

Citrix Workspace N BiEF 20 EH THIZN BAEFNRF A ARA. Citrix Workspace MBEFRIBRAFE
HEREREE, USSR,

RETAE, FERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(EfR= B EHMIN)

R Citrix Workspace ZBRZF A TG AREEMMIERE, NaEBRBHRR.

BEhERHYIERINAE [RARTLIAR]

Citrix Workspace M BEEFIEXIBERATRIEBHEE (PAC) M1 Web RIEAZIA TN (WPAD) #:MeT B 5
E#f.

AR

RATMSRAIMER P EHIFEFIFRREREFFRHH TN, FATPREAZREN S, Citrix FEZ
THREFRSThRAOSZ FFER M, BYGDIRHEUHXLTNREM R R, Citrix AT RIBRIRA™EY . KBMNEEMENR
IRHITIRME, BIAERLEFIFREHEE Beta hiids,

BJLUBIE Podio &ERHA X IINEEM R IR,

Citrix Enterprise Browser
AhRAEIEET Chromium AgZs 102 89 Citrix Enterprise Browser hgzs 102.1.1.14,
+ @3 Citrix Enterprise Browser 1777 Fi5 Web #1 SaaS A2 [HATAR]

Bashi4sie, Citrix Workspace iZBE2F A ANEIE RS Web N ARFEMIMNG SaaS HAEFEEE
Citrix Enterprise Browser H3T#, RILERA Podio & EEMILE RN AR.

=

=W

RAMBIRAIERE P EREEFFRHIEREFFERH TN, FATPREEXZERBHNS. Citrix
THEZIRETERMN R, BINDRHEMHXLEINRENRR, Citrix JRRSBRERRO™EG. BB
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MHEENN RIGRITIRE. BNAEEEFFIRHREE Beta k7.

&% Citrix Workspace N AiEFEHEEEM

& B F Windows ) Citrix Workspace M BiEF M RHIRAEHE 2207 B, RLASRTIBAPER. RF
Workspace & ES 2RTER.

B8 MR
RIE[EE
o {168 Microsoft Teams AIRE R RIEIFEE T in R AFTBINF Mg &E, [CVADHELP-20528]
AR
& E1R1E Microsoft Teams &R EFH SR Ao

« INREFE Citrix Workspace M AEFRERIEIZET AllowAddStore=N, Mi&EidARIENRAHLTER
geo DNS URL BN ST sEs%k K. [CVADPHELP-19853]

o Citrix B8 FEES (AuthManSvr.exe) JReaE B R EIMNEY, [CVADHELP-18901]

BRRE
- EABEX Web RA®ER, Citrix Workspace M ARZFHHFHERERS R KB HITH. [RFWIN-27855]

2206
i IhAE
A HDX #1789 Microsoft Teams LB SIEHIFNE AT EAR]

£3EATF Windows # Citrix Workspace R 2R 2206 &, Citrix 5IAT /A HDX #4178 Microsoft Teams
LHBE REAFR AV AR TR ST R

WE, EAEHESSREREEXEGBRYE S, FEIEINEEETRE (BEFMES) ReEREIN . ZIh
BERT AT P2P sEIEEN,
FE
o TEUEFARTNART, ZIhEE REE@ETEMRIUHITIESR], FHAKS Microsoft Teams B R E/ AL
o I SEFE Microsoft Teams £iVALEIETEERE, BB IMERAERNEHITER AL, B
FEREN, REEEFHER Microsoft Teams, &INEEER L%, LLIREIMIER, Jit, BZHOY

¥ (VDA 2112 EEIRA) .
BEHEHFAEREMAIMR, EERNARUER P i/ ihx ERE TR

fiiZ: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
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« &#R: VideoBackgroundEffect
« 284 DWORD
« E: 0 (BE2A). 1 (BBA). 2 (BEEKEIR, thEEE% VideoBackgroundimage S+ A&RIN)

RYERBEMEREGMIFRME RN, FFEUT IR

+ &#R: VideoBackgroundimage
o HA: REG_SZ
« {: my_image_name.jpeg

AR

XHE, Flg0 my_image_name.jpg (SEEAXHREINIZFR) HAREERFI&E LR Citrix Workspace
WAREFLZEESR C:\Program Files (x86)\Citrix\ICA Client i,

HETER IR

Citrix Workspace M A2 2206 5 Intel £/ GPU 12t T B A aEH
- B2 CPU HHEERE, RS T EBEME,

B8 7T LUFinRR

« 7£ Intel % 10 £ GPU St E @A _ LB ST MR,
« Intel #1 AMD GPU E# “EHME" 5 “Ht T TBUNXKIE” HREES,

N REFFRIFAIEIRINEE . RAREN AT ER]
Citrix Workspace R B2 FIE A HREFRIRZZNNsSHEEE (DLL) A EEMERE TR BIIRIE,
MRERIEHEFNT EARZEENER, Citrix Workspace N AREFEHS MR ST IS LEMEZIER,

o, MRERIEESZEENEEARZEERTEN DLL, NAEFFPRBELESZEHHEREIDER. A%
WHEBERHEMN AiEFNSERIE.
AILAEAILE Podio M RIS AR
AR
}S‘Z*%ﬁ"hhﬁﬁﬂﬁ@j?“EﬂFIF‘Wi%EEEBE%F%iﬁﬂPiﬁﬁ‘}WJﬁt, HAZFPREEZEREHN S, Citrix 7EZ
TR RAY L 3221, (BXGIIR B THREM R iR, Citrix ATRESRIERIRI™E . KEMMEEMN KR
IRRITIR(E, BINABELEFHIESIE Beta lrzs,

iEATF Windows 11 i Web 1 Saas [ A12FrIRN AIZFRIPILRTNAE [ ATNAR]

LR AR RIF 1G53 INRE L T Windows 11 £# Web # SaaS M AREFAFNARMRZLINEE, thI%sRTNAERT L
@it mE®E Secure Private Access 89 Citrix Enterprise Browser %15, &aILUET Podio & FMITATRE
fRo BRIFMER, BB AHRERRIF S,
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} =r

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HATFPREEZRBNONS, Citrix FiEZ
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BMY H & FikE S RS 88 L FERFT AT AN Y, ARES 425, [RFWIN-26540]

2205
FrigIhae
=

Bk A2, 1E5#1F Microsoft Edge WebView2 Runtime kigdsi 99 siE=hids. BXFAER, ESRA
RERNRBM,

B4 Citrix Casting

ai, Citrix Casting 7 Citrix Workspace N A2 F R EHEIRINE H. BARRAER, NHEEREREFER
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TEARRRAF, A Citrix Workspace ARRFEEMNAEFMKESIERBEIEIEAE ICA SXHRS TURH T 1858
B2,

Citrix Workspace R ARZFIMEATER ICA XHEFRERFNEFHR, MIFAEER, LIHESETTHEMRERE N
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2109 z a7 P2P i&iERY, ErRERBEIBEERMAI, [HDX-35223]

+ 7£ Microsoft Teams fsfi@iEHAE], BEVIATEERINE, [HDX-36345]

« @3 7E default.ica XHHIEFEREIRE N ClientName KB E X StoreFront i, Z2iXEHRIEAER
Ko BXFMER, ESRMIAHRLNE CTX335725, [CVADHELP-19033]

g?ﬁ@?ﬁimﬂ@ﬂ]ﬁrﬂ =29 .lﬁ%lﬁ.lEz%DlE_lLJﬁo

2109.1
i ThEE
%1 Windows 11

Windows 11 ##FR4IEZIFERT Windows 9 Citrix Workspace B2,

BfEE a8

MREHWEIERE Google Chrome FhRET IMNBI B, N LHFTFAS Citrix Enterprise Browser ¥ 8%, [CTXBR-
2135]

BTRFRPNNERE, BFSRHEHE,

2109
FEINEE
BiEN E5

ERBREN SN, BEHE VDA LEESHREHR, BENSMAINKIFRIRE, A EREFANSTMEREE,
LU= iEY A P R0,
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} =r

AE:
MR EMNAREFEE UDP S4izc(d, Maidits VDA EZERBENEFM, UAFELEE UDP &5z .

BXEAER, BERBEENE,

Citrix Enterprise Browser

Citrix Enterprise Browser @& Fimit B LiziTHIZANI%Es. ©aiFAF M Citrix Workspace ZARZFHRME
2ANFTFH Web #1 SaaS MAEF.

(&, Citrix Workspace a — o
AT
- |
Apps
Recaris Fasonia L
—_— B +
. it
Hacks!
Dasktops . _
Recasis Fasonig o - n [i [i "
cikrix

cifrix

BN—EFSEBNTEERFPFL, 2MNRSBAEHREMEMT RN CERAERAA AR, HECELUTIhEE:

« %% VPN BNeliAiaEs Web SiE
o ERNMEGLZE

o ERIUN AL

« ZEONE

o AI4RIBAUMLIEA=

o PE

o MTERNE EREBEREAN

« IEEXHIRE

o RIESHIIESF

o I
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FEATUEFED URL LAANAE S RERA Secure Workspace Access (LLET#RA Secure Workspace
Access) SRR FRIFER, XLEEEIERERICR. BMERER. TH. T, EWRRHEIFKEDE,

BXiFMES, B8R Citrix Enterprise Browser,

StoreFront Z| Workspace URL ;7%

L 5RALA MAHE StoreFront #ZE Workspace B, RERFBAFahiGHH Workspace URL Az Higmig#&
B Workspace R 2R, @BidLtThaE, BERATLEAF M StoreFront A& E L4 %] Workspace R
5, FNBAFPRERERD,

BXILINEEE X¥ME R, BB StoreFront 2| Workspace URL &,

FIFEEN Web NAEE
bR A T, EaLLEEERTF Windows B Citrix Workspace MBREF ISR FALHNEEX Web MEBEE,

EEALIhEE, BEAXIHFEENX Web MAREEARME Global App Configuration Service # s iFiAialHg
URL 3k, #Hmes, EaTUTE Citrix Workspace HBREFHHRINKF REFIREBEEN Web ABE URL, B
EX Web R ABEEIFEDRY Workspace M AEFREOFITH.

BEXRBEAENX Web NABENFAEE, BESREEN Web AHE,

% #ETF Windows Hello 71 FIDO2 R &Z N S 3 10IE
fElthRA S, FTLER Windows Hello #1 FIDO2 4483 Citrix Workspace #1785 1431E,

BXRFMER, BESREN Citrix Workspace #1750 IIERIE M %,

MIINT Microsoft Azure Active Directory (AAD) B AAD A S22 FMit B8 =5 R (SS0) 2 Citrix
Workspace [ BiZF

EIbhRAA, @AM T Azure Active Directory (AAD) B AAD A & iR 2t B8 S5 R 3 Citrix
Workspace M B2,

BXREFMER, BBFN Citrix Workspace #1750 E M 7,

¥+ Azure Active Directory FI9%ifin)

EIkhRZ<$, Workspace BB G a LA Citrix Workspace B2 F#1T8 7 IIER B P EREH38 51T Azure
Active Directory &#4inial 588,

BREMER, BSE Azure AD FEVE AR,
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ARG ESM

Itehi A3z 1% Citrix Workspace Web B HRS ES M. ATLUEERTF Google Chrome 3 Microsoft Edge 9
Workspace Web " B535&RTF Windows 2109 # Workspace M BEFLE &SR, X Brl@d Google W E
Nz FAER Microsoft Edge mn#im Web iif s23KEY,

Workspace R FIZRFIEE RN 5 381 BRAVUIE B EM iYL S Citrix Workspace Web ¥ Bi&1s. BB, Workspace
2R #0 Workspace Web i B2 fER Workspace iE##0 X 5528 A P B8 T PR RIS IR L N A2 A = E.o
BXFAER, BESRRSELS,

Microsoft Teams %581/74E
LUFIDEEIRTE Microsoft Teams #HIhEEEH/E ™ Ao
Microsoft #tH Lt EHES, EAILUESR CTX253754 LIRSS BEHMAAE,
+ %15 WebRTC: IthRZ%#F WebRTC 1.0, ARt iFailsfaiiaxse i Kk M E,

o BEHAZIEINEE: G UEM Microsoft Teams FHRBHRENAERKREZ MU ARERF. BOREMNER.
fEALIhREX =L Citrix Virtual Delivery Agent 2109,

o« NARFERPRAY: BRANARERRPE, REFTLUEIER HDX LIh8EM Microsoft Teams HERA,
EBNILINEE, BAUREEEMEEPBEITHNNBAREFED. EALIhEEX AR E Citrix Virtual Delivery
Agent 2109,

Note:

Full monitor or desktop sharing is disabled when App Protection is enabled for the delivery
group.

o KLHHEBIFHE: £ Microsoft Teams PEALNHBFEN, ARAZFLIERHEEMFNAS,

Microsoft Teams i1t

iEAF Windows B Citrix Workspace 2109 kA3 #51E VM BN BERF L&D 4689 Microsoft Teams Ai#1T
AR ERMEE,. BIESNAREHEE,

%5 Bloomberg %% 5

AShRAsZ 3 Bloomberg %% 5, EfE/A Bloomberg £ 5, S AEEAMERFIERS. BEXEERRIVFMES, 18
21 Bloomberg f#2& 58y “BcE Bloomberg 5t 57 #6453,

B2 E89R)=
FTEEO

RUE= /U ARFRRNEAEENS, NTEEMERHNNAREFREESS, [CVADHELP-16897]
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BRRE

fERERT Windows 89 Citrix Workspace R FEIZFRS, “FFi8” RBEREA RN TR BRI HRNFERAES
HERFHETT BN SHIILRE, [CVADHELP-17122]

&P Imig e

/8 Citrix Workspace MRB2F8T, EAAT 9 1 COM %0 S #TIEENIS SR LA ERiEHmEt, [CVADHELP-
17734]

RIF[EE
« ¥iEATF Windows 89 Citrix Workspace M B2 F4&FIhkZs 2106 BY, FEARERSSBEMNAEFRSE
ERERRY, HERUTHEIRER:

TEEEFIRS SR, BSRABERARAHRARLUTHIR: EisEttit EXREEE Citrix XenApp k528, (B
7R 10060) [CVADHELP-18137]

o ZiAfEA VDA EREMERT Windows B Citrix Workspace R B2FEEBEMEIBENN, MEREGENA
BEX KPS, [HDX-28691]

o MREEZBREIGEDTIET HDX fAL7E Microsoft Teams hHZRE, REAZERBRETAERENE
28, EINEEAMER Desktop Viewer TR fFRA Desktop Lock By LA, FiE R res
MR, MEERED—EEMEGP, ErfERmERT Windows i Citrix Workspace 22 2106 5
EmhRA LB F R,

EAhAT, BRTZEREFELZINEE:

* WNSR7E StoreFront 5% ICA X2 AT Desktop Viewer, &
« R Desktop Lock [EEEAH., ReeH=FERE, [HDX-34200]

BTRFRPNRERE, BFERHEAER,

2108

FEINEE

BORT AR RE
AARASSINT B EHY RN FR,.
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &R EshEBA

B R A LA B RNERSEBE, NESBEREERFP BEIM Citrix Workspace £iEiT 2 s A FRI % iNed
B2, NREIEENEIEMRASRERE B BREIAIRAER, Citrix Workspace MBREFEBFHE. A5E5D
BRASEMEEETHNEMN BiEFEmEsigsk Citrix StoreFront ARENE.

BXFMER, B8R Workspace £iEHAETHEAT

EERIEEN Workspace (&) SIEEBERELIER,

ZHFBAEX Web RAEE [RATYIR]

fEitbhRAs R, Ea L@ ERF Windows B9 Citrix Workspace B2 ARISRALHBEEX Web MABE, BfE
FLbInEE, BERAMXIUHHFEENX Web A EZRME Global App Configuration Service F ¥R URL
FIRA, FET, EATLFE Citrix Workspace R AZFHRIMKF BRETIRHMEENX Web ZA®EE URL, BEX
Web WA EIFESY Workspace M AREFEOHITH.

BEXERERENX Web NABENER, BSREENX Web ARE
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} =r

AR

RATAR AT E A EEIFE = IRR A REIRRRHITUE, URHERE. Citrix REZIHREFEMRAIZ
R, BYURRMH#H XL R R, Citrix RS RERIRI™EN. REMMEEMXRIRIITIEE. 2
WAENR Beta RAERBEEFIFRH,

StoreFront z) Workspace URL i¥# [# AR5 AR]

Y RBLAMAH StoreFront #ZE Workspace B, RERAFBAFahIGHH Workspace URL ANz Higmig#& L
B9 Workspace M BEFH, EidltThas, BERALUGSHAF M StoreFront R BEEX48:E# 5 Workspace A&
5, FNBAFRXERERD

BXILIHEERIFAES, 5205 StoreFront 2| Workspace URL iF#% [ AT % AR ]
AR

RATMERAIMER P EHIFEFIFRREREFFRRH TN, UREZERR. Citrix TEZHEETSE R
R, BRI HIHX LN R R, Citrix TS RBRIRITEY. BIEMMEEMX RIRMITIRE 2
WARER Beta iR ABEEEFHFHEH,.

BiEEnnH
ERIBHRIE
N Citrix Gateway &iEHAT, Citrix Workspace RIBET A2 /B BN FAREF IR R # 1T B 1 1IE. [RFWIN-23829]

g?ﬁ@?ﬁlmmﬂ]ﬁrﬂ I=1p) .lﬁglﬁ.lE%[]lE_lL}ﬁo

2107
FEINAE
EPA 1Z321/5E

BZhRasi#2, Citrix Workspace MABEF AT T E#H1E Workspace SEH =it EPA i&ff. RERRE, B&iES
447 (Advanced Endpoint Analysis, EPA) $1#i& & K& Citrix Gateway FEBENHARLER, H#Ez
Bfa, 2R Citrix Workspace BREFERE.

AE:
OEEMETESE T nFactor SHIIERY, LLIHREA B

BX EPA PHERFAER, BBRSRIRR DT HEE.

Citrix Workspace /725 Beta RizF
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BAhRAES, &EILUE Citrix Workspace ZA2FHIIE REBEHR DR Beta hiiAH#1TMiR. Beta iz
RUERMTEEZ IR ERAEN 2 KR HASRRZS, % Citrix Workspace R FR#2FEE N BEEME, &
R B @,

2EHE Beta i, IEMEMKEE QTR FIREFIER Beta @iE:

o hR7S - TR ZFFIIRERRA B R
+ Beta - RHipRARA, BN S @Ak Z 5 H I B9 6] R

@ Citrix Workspace bt
P

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Release L

Beta stable release updates.

Leam Mare

Save Cancel

=z

AR

Beta iy A rI it & R EHIFEFIFIRFBREFIFFHHITUL, URHEERBR, Citrix TE% Beta hiiAsryszHs
2], ERDEIRMIRIBRHX LR, Citrix AIRESRIBRIRNOTEG. FBEMNEZEN RIFRITIZE
BINAER Beta lRAEBEELEF IR,

BEXREADEMBENFAESR, EBIA%E Citrix Workspace [Tz Beta i+,

SRIAT BB IRIENG [BARTRAR]
BZhRASEE, ATLUERLUTHLEIRT Citrix Workspace N AREF#TEHIAIIE:
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« EF Windows Hello #1 FIDO2 &£ Z$AM & 5383
« MBIOINT Microsoft Azure Active Directory (AAD) B AAD A B REEFHTENBESER (SSO) 2
Citrix Workspace R REF

Microsoft Edge WebView2 Runtime ik 92 s E S hr 4o

AR

HHhRZs 2107 #2, Microsoft Edge WebView2 Runtime % %2R Citrix Workspace M BiZF L &2 F
T8, 7£ Workspace L AEF L& E, TEBEFRRERFHPESEE Microsoft Edge WebView2
Runtime, MRHAFE, WHITRE,

INREZHAUIFEER R S )L Citrix Workspace 2R, 18 Microsoft Edge WebView2 Runtime &7z
£, REBELAETUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

B RS GRIENE
EZRASMHEIENG, EERMITRITUTIE:
1. BElEMREES.
2. SMBILITEMREEZ:
« UEERAE:
- XF 64 IRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 iRERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
 LIFEERAG:
- XF 64 Uk 32 R1ERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. QIBERUT R EMRE:
FMERBMETR: EdgeChromiumEnabled
KA. FRHRE
f&: True

4. E#Es Citrix Workspace Rz 2R LUEFHREI B B E Ko

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 60



iBEAT Windows 9 Citrix Workspace R BiEF

} =r

AR

RATAR AT A EEIFE IR EREFIFRERER, URHEZERMR, Citrix FEZINETRRN R
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

% #448 Azure AD #1558 [RATIHR]
fEAMRA, MBCHNERARETHE, CTUEREEHDHTIHRIE

Microsoft Edge WebView2 Runtime fg4s 92 SE =R A,
AR
B iRZs 2107 i, Microsoft Edge WebView2 Runtime %2k Citrix Workspace M BiEEF L &2 F

18, 7£ Workspace L FAEF L& E, TEBFRRERFPESEE Microsoft Edge WebView2
Runtime, IRHKAZ, MHITRE,

ERFMRIRERSHEIE
ZEAET Azure AD ERFMHIHRINSHIIE, EERBTRITUTTE:
1. BahEmREERS.
2. SMEIUTEMRERZ:
o« Xt F 64 i # F & 4: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
o XF 32 iIR1ERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. SIBABUTREMNEMRE:
FMmERmER: EdgeChromiumEnabled
KB FHHE
f&: True
4. EFEsh Citrix Workspace Rz 2R LUEFHREI B E Ko

2#57E Workspace A2 P T4 AI2F R I [RATKIR]

BhRZs 2107 &2, EIERA A IE Citrix Workspace N AEFHE B At REN N AREFN A MAKE, G LUER
Global App Configuration Service REZEILIhAE, BXERBULINEENIESS, 5508 Global App Configuration
Service,

LteThEEIEEE R T2 Kiosk iR FiEfTH0IRE UK Citrix Workspace ®hEi& MBI BiERF.
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} =r

AR

RATAR AT A EEIFE RSB RESIRRRER, URHEZERMR, Citrix FEZINEETMBRNZIFR
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. KEMNERUNRIFRITERE.

B2 E 8
RE
RENARFRIPE, BRBARTEESEL HP G5 RIIEEITENARS. [RFWIN-24103]

DE[EE
o BRETHEREEIEEN, SRIABRERGHNAREFIA/NTEERKK, [CVADHELP-17089]

. ERAMAREIEERBEEA M VDA B, HMBANBEEHE Chrome #I¥%8 FATAER %MK, [CVADHELP-
17430]

o FRBERERN, HEFERA UPN EEER, ARERARLENEBRN, SREIRIEEURESERUTHIRE
ISW

BAREREBRER, Eif. [CVADHELP-17620]
« 7£ Microsoft Teams £iVHAiE R ENMSTEIERY, Desktop Viewer RIS TSI, [HDX-32435]

ETEFRPNRARE, BHSEEHE,

2106
FIEIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service f§ Citrix B2 R fEB BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MA#EFI&E.

BxRFMER, 15217 Global App Configuration Service X%,

BT&it Global App Config Service 2R 5{H18IE < RITFIERET

Citrix Workspace R FAE2FITERME T FIMIB TR ILEARE R FFESHIRIESHMNET. BT IEMAREY
% (GPO) E2&4h, ErAILUfEA Global App Configuration Service £ 1EEAIRER EF &S DTSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EH False.

BXFMER, 521 Global App Configuration Service X#%,
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ARSSELE

RS ESNMERRSRAREM IR T XERS TS RAVAG T AMER&T. TIESRSHSITRRNE, BRERELL
BEEENNBEFHRE,

BXEMER, ESR Citrix Workspace XSRS EL 1SS

Microsoft Teams 1%38IhaE

Desktop Viewer #t N&RIEES, AP ATLUM Desktop Viewer BEHFIERBHER— I REHITEZ, €5
O#RXTF, AFRAUHEE Desktop Viewer 0. EX&ERT, ARAUMERBEPER—TREH#ITHE
Desktop Viewer EHEOER (RAl. TRIZMY) B, BEAZREIL,

ET Chromium #9335 88 353 @ URL

REAABEEBAFER URLEEENNEFHEEMEIRS[BURMRS BEE AT iR, ERIUEARSSHENER
P ERISRBEXY I 1 TECE

fFRAKRIR (GPO) BEEER, & LUTE Delivery Controller Li&BERS285EM, £ Citrix Workspace M A2
F Lig B Fin RS,

fELthRaAsH, B Google Chrome # Microsoft Edge N7 Wi URL EE M #.
B

« Citrix Virtual Apps and Desktops kixads 2106 & = Hxr7x.
o JEBREEREYT BEFMRA 5.0,

Z3% Google Chrome %238 EMEIXNE URL EEM, iEM Citrix Workspace M F2FREX 4K PIZITUTH

A .
4

%ProgramfFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /

verbose

EMWE URL EEMAFEUHEM Google Chrome it 5i28, &M Citrix Workspace M HEFREXHEHRIEITIL

%

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose

B %71z Citrix Workspace i A#2F+EE URL EEANGEE, BESRNENEEE .

BEXNNRBABEEANEMES, 52 Citrix Virtual Apps and Desktops SRy H SN A EE [,
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BT ICAXHR2M [RATAAR]
ERMRAF, HERENNBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRRAF, A Citrix Workspace ARRFEEMNARRFMKESIERBEIEIEAE ICA XS TURH T 1858
e,

Citrix Workspace M AEFIMEAFEE ICA XHEFEERFNESD, MIFANMEETR. WIS HMRRERE U
REAHEEN T ESA ICA XHFNEAEENRG. hIEtERTEERT Web 89 Workspace /S EHIEIMR
RREFNEERIE.

BXEAER, BEEEST ICAXXHZ2EED.

ERMBEXILIIAENR IR, A Podio &,

BiEEMIM
RIE[EE

+ A Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE42kI\ PDF 5238, ZidfE
A Citrix PDF $TENNITEN X AT BE LK., [CVADHELP-16662]

« BEMTF Windows 8 Citrix Workspace AR A& EIMAs 1912 LTSR CU1 5% CU2 f5, RiETISFEMATAE
25K, RET Enlightened Data Transport (EDT) thiXps, sNRiEERET Citrix Gateway Eizf9, N
SIS, [CVADHELP-16694]

o &E# VPN girFFiERE VPN B, 2ifEMiERT Windows B Citrix Workspace N REF B IR FAIEF I8
2%, [CVADHELP-16714]

s ENHE=ZER, HaEFIRRIRE T A4 Delivery Controller = Director, VDA kg7 2003 XE=
hRzss it ieE, [CVADHELP-16783]

o ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount AIREFREEK. FHE— MRS ML ABEKF BN EILER, [CVADHELP-17229]

s APRESTEERN, 2B RERT Windows 89 Citrix Workspace R BEEF A e a5k, [CVADHELP-
17267]

o S THAMME FRENXHTRERKK. [CVADHELP-17337]

o EBIESINEAE, £ HDX fibiE =X T E A Microsoft Teams BY, & NIFIEILSAEE 4 AT BE = NG A Eo
[CVADHELP-17398]

o ERERHMNA THXFAIEERALK, [CVADHELP-17438]

BFRRE

o FAPNYHAEBHNERIER (IME) EXKEFHAXEN, XEAELETERELE FLANXEEZ N,
[CVADHELP-15614]

o YEESRAMREAREINBEFN, FERE ENREAXBIRTEKAGRE. 3§ Citrix Receiver for
Windows 4.9.6 742! Citrix Workspace MWEBiEFE, aHILRZ, [CYADHELP-16967]
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o Ei{7E ping. citrix.com EEfTEMAESRNIXATsERAK, [RFWIN-22672]

o REESMEATREAZHF Windows €& EAE Unicode AP &{B Citrix Workspace ik~ {E &R ASCII
ARFEMFMERF. MR Unicode BREHEEFEBRNFRAFRLFH, Workspace E#EHEARKTERX
LR E5h, [RFWIN-23040. RFWIN-23046]

ETEFRPNRBRE, BHSEEHE,

2105
FHEINEE
e 301 EEMZFRFEENX URL

Citrix Workspace MR FIMEAFERME L HTTP 301 EFE @M StoreFront 5% Citrix Gateway EE @2
Citrix Workspace # URL.

INREM StoreFront F# =l Citrix Workspace, MaTi@e HTTP 301 EE 4 StoreFront URL EE @ = Citrix
Workspace URL, &k, #IHM StoreFront URL B, RgisBshigEEEAE Citrix Workspace.,

EERR:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountse

Microsoft Teams 1Z38IhAE

o WE, ERUNREREREEEMEED,

SA1EI \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStreamHelE& I NetworkPreference
(REG_DWORD) H93F AR,

RIEREREFELUTEZ—:

- VT
Wi-Fi
FHRILE
b2 E|

=20

o U1 W N =

BINBERT, NRFKIZEEME, WebRTC 13145 AR RETAEEL.

o BRERTUREAEIMEEER 2 (ADM2), UERIRREMigEER (ADM) BFOEEZRX. 2HADM2 5
BT REREIER SR 7 A XEYAE,

Z2 /| ADM2, ESA1E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #*alz
—& A DisableADM2 (REG_DWORD) BEMRE, AREBEIEEN 1,

ETEFRPNRARE, BHSEEAEE,
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BiEEMI
RIE[EE

« EAIEATF Windows 1 Citrix Workspace R BIEFR, NAEFFEIPFNERIELEBH RS EELERE
EiERE L. RSB[IZERS (HI70 Windows Server 2019) EZ## Citrix Workspace R BEF S HI
ek, [RFWIN-22120]

« 2i87F Git bash LiETH<SAIRERKRK. BATRARFRIPIIEEN Citrix Workspace ARSI
i, [RFWIN-22187]

o RERMARAH Citrix Workspace R EFE, &R StoreFront BIaIaESUREIFERIRTR. [RFWIN-22419]

« ZidiR Citrix Workspace B2 RIBER KK, BAF SRR RE LN EHLE R, [RFWIN-22491]

s MNAERERAREAXHENBEDEFHEER, BREEMNRELSRXBHNAEFTRERK. F
A $TRERE Citrix Workspace R BI2FEY, MRKIERE storedescription, M&HIithE,
[RFWIN-22510]

+ M Citrix Files TH3x Y, FLIEFENHZIRERHIMERS. [RFWIN-22516]

o EBRET R4 EIFEERIPH B3F HSP 3 CET IhEEMIER T, % 11 1€ Intel Core 23228%0 AMD Ryzen
5000 #7574 1228 EHN AEFATREREIMEH, [RFWIN-22592]

« MR “HDX BiEM(FH” KIKIRE R “Bi&”, HEBAT “EDTMTU X7, NMEER BN ARFREE
By, AIRERERRFRBRUNR—FEEHES. [RFWIN-22697]

« AT Windows # Citrix Workspace M A2 RIBE R EREN AR, HEERBRE L. ZRERET
Intel Iris Xe E#f;+. [RFWIN-22952]

+ 7£ Microsoft Teams =3¢ = MSMEEE, HdxRtcEngine.exe #iZAIRES BB TN, RREIHEREN
ZRTBIGEPFSEMLEE, [HDX-28616]

+ M Outlook 1A\ Microsoft Teams 2iXEt, & NHRSAATRET A LE Bi51T. TEFRBEN Microsoft Teams B9
BERTIASNE S HIML R, [HDX-29558]

* 7£ Microsoft Teams &iXHAiE], RITIEHSEEMIA L, MIRATEERRIFRE, [HDX-29668]

RBRE

o THEEER gfxrender.dll, Wfica32.exe #HiZATAEREIMEH, [RFWIN-22446]

L (e

« 72 Citrix Workspace I B2FHNERBRRENTIS £, BHIFEERNRIAF FIREEEBARBIRES . BX
FAER, FSHAMIRHROXE CTX307794,

BTEFRPNNARE, BFSREHE,

2103.1
FEINAE

R RECERIEIRINAE
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RERFRBENECIERRS ST, ZEMA AFAKRETR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETESRSBRETRRAD

BXFAER, BEREERRENES.

BT RBEHES MW BRI
SHWIELMIMBEHEFEEREE L, IFEHAFTEERAASEENBHREFRBMANEE.

Citrix Workspace N AEFSINT BT R ILEA S FEES DT SREINET, AT ER SN, RIMERE
TAEEIYR (GPO) HESRERE B 1518 S HETE %,

pE=

HEBNESSRERIER,

BXFAER, BFERASHIIES .

Microsoft Teams 1%38IhAE
o ZHABERT, VPO MR RIS MEL T ZRRES

o CIFEHR. BpaEadl. REInEEEEEINEE: R Microsoft Teams BB TXtkkm, Citrix EE®
B Microsoft Teams BEEEENE, TN, XEETISBRINGE N True,

e DirectWShow MEABRKIAZINES
EFRBRIAZIES, BRITUTRE:
BahEfRmiEes.

SMEIUTEREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams.

EHLUTFE: "UseDirectShowRendererAsPrimary"=dword: 00000000

HithaRERY(E:

* 0 §E{RER
* 1: DirectShow (ZkiA)

=3#rB5h Citrix Workspace NMB#EF,

BEfEE 8RR
BRISHWIE

o BIEBAT ERRIFERIREF don’t ask again for 60 days (60 XRFHFE) FKZ G, Microsoft
Azure ZE S BRI RIRERIRNEITE BT,
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} =

=W

BATRNAPRHENASE, MIFMENABSEFEH. NRAFER webview SHI0IE MR FEREE
P, RATESBIRETEBRTEMIIE, FAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (6 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BR1FEME, HETHEIEFTER,

[CVADHELP-14814]

o TEMONT Azure Active Directory (AD) B9i&& £, ¥ Citrix Workspace MABREFEIRARNARE, A5
ERIHREREEN, ErRIRTEENER. I, TEEREMAFKFAER, [CVADHELP-14844]

L e

- EERETRBEAMGNZ 2%, [RFWIN-20912]

RIE[ERE

« EEERAT Windows 8974 Citrix Workspace M A2FRE X RIS EE, 24 Citrix Workspace [z
AiEFREEREaaET. BRAT “ANtNAREFIAR” NS EILEE, [CVADHELP-15654]

o ERIERSB[BAEAEEO 8080 HyIERT, Citrix Workspace MABEF IR A EZI B A GHNBEFNS
. ERATF Windows #4 Citrix Workspace M BEF X AR RER O M EREIARO 8080 B H IR
bR, [CVADHELP-15977]

« AT Windows £ Citrix Workspace B2 F Al fE S REE R IBRAIGE, EIEEIBRZAH Microsoft
Windows #ERZGHHILtkRM, [CVADHELP-16017]

o ERAPKIEDIZT ALT + Tab $#8F, TgEITERT Windows B9 Citrix Workspace M ARFHNHEAE
M. [CVADHELP-16379]

o IESEFERIFNEOER/ML, Print Screen oA AR REEE, [RFWIN-16777]

« WRETE Microsoft Teams @IFHERMLSRENHIIA, HDXrtcengine.exe AIBERBBTLMMN, R
Bk ESREIRFLE CTX296639, [HDX-29122]

o 2iAEH IME ##5 DBCS XXZAR, TTRERRD TRI%. Windows 10 2004 i&fERZ s HIItE&, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RA eSS Citrix Workspace R BEF EIMEH,
[RFWIN-22753]

+ 7£ Microsoft Teams MSFBIE L2, BEN LA LED AIgeR%, MAMIAaIgEs(E 1k, [CVADHELP-
16383]

BFRRE

o B “IEH” EF—NRE, EBTF Windows B Citrix Workspace MBIEFRIBET 2% F. fRRAER, %EF
AR IR HETLS ) Workspace R 2R, [RFWIN-21518]

ETEFRPNRERE, BHSEEAEE,
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2102
FEINEE
RES DI

Lal, ERETRESHRIENEFIHTEN L, MR Windows SIEFERTAEEREER, WAAYER Citrix
Workspace [ Ri2F#1T S HRIE.

i, ERETHRESHRIINEFIRTEN L, MREREZIEREEE Windows ZiEERSEHD, NRERIHRIE
Br, EREMARESE, A5, Citrix Workspace MARFHRERSHBEIERERE Windows EiEEIEEH,
XEALUTIETEEZRAER, ARNETEEHR Citrix Workspace M ABEFZ8i7E Windows EiEEEESHFF
FER,

Microsoft Teams 1%38IhaE

o DET SN2 IMAR,
o RS TR M,

BfEE 88—
RIE[EE

o YEERFEAEAT vPrefer WA Citrix Workspace MEBEEFEM B ARG RE LHRETFITHFENLBIZ
FR, ZNRAEFEIIANTRERER—MeEEE. IRXMEEEE—EFE, WEEBETHZEAER.
[CVADHELP-13237]

« [BA vPrefer WG, App-V KBEFIESETERES EBE, MiEESHARSSS EB5), [CVADHELP-
15356]

o DA HIERENAEFZMEY, StoreBrowse.exe L RAIBETERTEARNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset EMRIZEIGH False BF, EikENE Citrix Workspace M BIEFRTRES KM
HERUTHIZEE:

tEIhREEH A,
[CVADHELP-16114]

o BEWEINRERTAET A URSE CDF BRER, [CVADHELP-16587]

RBRE

+ Receiver.exe #IZAeExEIMEH, [CVADHELP-15669]
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BRRE

s EARNHEBBNERER (IME) EXREFRRANAKE, XERERERERBE EANXEEZ .
[CVADHELP-15614]

ETEFRPNRARE, BHEEEAE,

2012.1
FEIhAE

EhR AR R T BB T o B M RERIAR E MERYIR) L.

BfgE IR
« ¥ Citrix Workspace FIf12F MhRiZs 2012 BohEHEIESAEK, HETUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FAMEX#IEFE Newtonsoft.Json)
R 7£ Citrix Workspace MAEFHNEERZENLF LEA T BEEHNA S HB IR,
R xR, M Citrix TH i@ T2 Citrix Workspace WBEF R 2012.1 iEShRAHFHRE,
[RFWIN-21715]

ETEFRPNRARE, BHEEEAR,

2012

i Thig

IREAFIE

iEAT Windows 9 Citrix Workspace R B2 IEREEAFIBRZ,

ERTES

HEWEEL T Citrix Workspace R AREFWE RSN E, X&H TR Citrix #THEHE, HEHMERE
AR T B R M2 1.

WE, ERILMER GUI & BE.

BEXFAER, BFERES S

4%t Citrix Workspace #1Ti8{E@ 5 183F

AhRASSINT S Citrix Workspace #TRE B S A IENZIF UK StoreFront WA 15,
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mEm Citrix Workspace TR S5 I83F

Citrix Workspace W B2F3IN T HEEE IR (GPO) S EAE® Citrix Workspace MITLIR R EHIEIE, LthE
B&fE Citrix Workspace R F2FERBTE RGBT BaER Citrix Workspace, NZAMANTEA&E EB Citrix
Workspace BETHERE (ERBER) B, AEMAILKE,

BXFAER, FEALTRTEN I,

[ 2R RIFECE AL SR INAE
LT, BUABRT, SHORIEEESENEBRSEENEER ZIRP.

ARRASINT AR (GPO) HKEE, ZEBAVERNASHRIIEERENBMRSEGHRESHRERBRIZR
MR BEHIRIIEE.

} =

AR

Itk GPO £ZEEERIEATF ICA 71 SaaS £iE. ICA #l SaaS =iF4k4ER Delivery Controller # Citrix Secure
Private Access #1751,

BXFAER, BESRANAREFRIPECER LR

Microsoft Teams 1%38IhaE

o WEANEAUERSHREREREIETREN BTG
o WebRTC &3 |EMESFFES A inikE LEENERS .

BieEHinHm
=&, HEH. A%

« ZiXEAFheIZaRES LRI Citrix Workspace ZBR2FR, ZIREAXATRERWBIbE, REEMIE.
[CVADHELP-15397]

RIE[EE
« BEERBIFER, ZHERAUBRRIETESKN. EFREEENEERITENN S HIITR, [CVADHELP-
13614]
o PUTUTRFZ—BY, AJRERHIREEEIEE:

- (& Storebrowse &< M StoreFront #2 ICA X4,
- FH ICAXHBHRAERER, MIEMNEEE.

[CVADHELP-15221]

o ENFRZRP, ZREAFERETNRESXNBHINAEFTESEAN. IREATESMNAP LA
FERFIRE, WAtk [CVADHELP-15576]
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« & B F Windows # Citrix Workspace M B FEE B N EE I SIENEZEIFMEHK . WMRM Citrix
Workspace ARFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREHKS,
[CVADHELP-15728]

o E947F Microsoft Teams BIEFHELENREATRESSRER, [HDX-27041]

+ 7£ Microsoft Teams #@iEH, SR, 2/H UDP RERONSHIIEM, [HDX-27914]

RBFR %R

« 7EXEATF Windows 89 Citrix Workspace M AREF#HITEMREFARMBREARISHRER, 2B
HRIERRER AN, RIERDBREEEASEHNSERE L. £/ Citrix Gateway URL BZE Desktop Lock
Bt IRt IR) R,

=

=

B R fEA Citrix Gateway URL #1 Desktop Lock #2 &i& A F Windows &9 Citrix Workspace [z
BfEFE, 1 Desktop Lock HBMZ aiM— R EINS HIME R, MREZRFRFRENE, EEH
Ctrl+Alt+Delete GERTFHEEMN) 1 Ctrl+Alt+End GERTFEMN) E8.

[CVADHELP-15334]

« MR “BDPI”RBR “R” & “F”, WERBHKEARIEN, CD Viewer TEEAWELTRAIGEL EZA LT R
WCAEiS&H L5 DPI & B, AFig&ER DPHIEEXRTF 100% RHadmitiaE, [CVADHELP-15418]

« % Citrix Workspace 1R Mhlas 1912 #4kEIRR4s 1912 CUL /5, MAREFKEERIE, AQOTE 10
DA BESEMR. [CVADHELP-15766]

BTRFRPNRERE, BFSRHEHE,

BERNiA)=
2303 FER B

o MREERRSIEHEETHITEMARIARE (RInRIESB5) , Citrix Workspace M BIEF AIRES(E 1L
FZ. M Citrix Workspace B2 RZ 2302 #4k2 2303 2 FREHSRIEN, MR ZHIEMAEENSIE, T
SHIIEE, [RFWIN-29663]

2302 gy xia R

. ZEIREFIETE Bloomberg % 5 3 Bloomberg 4 2013 L& Bloomberg KN AiEF. ERATN
BEFRIPENRF R RE Citrix Workspace R FARZS 2302 Y HIMLLIRIE, RS ER, FRE
Citrix Workspace M AEFHRZ 2303 Si& B U T EMRTMHAEFHShitEN:

- EM®EI: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\epusbfilter
- {&: [DWORD]
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- DisableUSBFiltering=1

[CVADHELP-22221]

2212 FpER AR

« 4%%EE BCRClient.msi B, 7£ Citrix Workspace M AZFREHEIREI U THIR:

BCR Plug-in X

Your installation cannot continue. The installer detects
- that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

« 30R Citrix Enterprise Browser @i %8s, FLBXFAMENTLMR SaaS MARFE L AT Citrix
Enterprise Browser £, [CTXBR-4106]

2210.5 FHEAN R

o EREEATHIAERTHNARERFN, Rt tNBEFEENAREFIESHNERaHBESE LB
FA#2/F. [CVADHELP-20742]

o TEFLELF|RA AMD GPU %&5%Is, Citrix Workspace B2 2206 B SR AT RES B I K BMIRN RN
REA.
R ERIERL T EMER:
- Key: HKLM\SOFTWARE\WOW®6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Modules\Gf

- Value: [DWORD]
- ForceVP=1

[HDX-46264]

2210 FHERN R

o YSEATFEFEHHERF DPI Y, Desktop Viewer TEITataBERE, [HDX-45206]
+ Desktop Viewer TEZAELREX TARETAEHER, HEARTERNIRFEFRER, [HDX-45189]
o EFEEEEN, BONMENANTERSFIFAE, [HDX-44997]
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2209 FHER B

FEbhR A& B R TR,

2207 HHERN A

TEUbhR AR B R IR,

2206 FEYER B

TEUbhR AR H R IR,

2205 FHER A

« EEAT Windows # Citrix Workspace MBREFT, 2L S5i4mE (AAC) % REEXF 6 MEiE, [CTXBR-
2941]

« A USBig&sinialsctet, Citrix Workspace A#i2FalsEa £~ IBAR Citrix Workspace - 22 & &3
iEE, [LCM-10369]

+ 72 DDC L ER B TRERKE, 2IFHE R 2 B R BMIRZ @AM B shi £ 5% H3EHE. [HDX-39558]

2204.1 FHER AR

o REBEFELHNRZHHAZ Microsoft Edge WebView2 B, EEBMER FTLEERT Windows B9 Citrix
Workspace M RZFAIBER KM,

R *: UEEBEREHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEiXREE
AF Windows #9 Citrix Workspace M B2,

[RFWIN-26329]

2202 R ERN AR

« Citrix Workspace (A FH £ MR EREMIRIFAI RS SEBERL 10-30 9%, BXEAER, FSRAMIA
Fulas E CTX335639, [RFWIN-25752]

2112.1 FHER AR

o UBEATNARERRPIERT Windows 89 Citrix Workspace R RIEFER A B, Print Screen $#q
BELAmRRREE,. [RFWIN-25835]

« Citrix Workspace [ AEFHME MR EREIRIEAIERSBIERE 10-30 9%, EXFAES, ESHAMIR
FIXE CTX335639, [RFWIN-25752]
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BRRESHIIEE, MiEATF Windows B Citrix Workspace N FHTEFF F AT BEAR R AN, [RFWIN-24813]

WNREFE Microsoft Windows 11 18 #1 EER Citrix Workspace MR, SEEhEMREEREofEEE
%, [WSP-13311]

£/ Citrix Enterprise Browser B, EMESZFRIPFNEOERIVE, BEZEEAZEPN URL BONRESE
B, [CTXBR-1925]

MREEAT “NEBANBEERA" EE, WEEER Google Meet, [HDX-34649]
fRRFE:

1. #% https://www.youtube.com/* EifIEHEFIFI TR H,

2. 1% https://accounts.google.com/* FEBHIIEIL=FIRS,

3. EEfA Google Fvik= (g0 YouTube) EERER Google e,
4. 7£ Google Chrome WR—%:fI/E5h Google Meet,

7 Citrix Workspace M A#2RF 2112.1 /, f£{E16H Microsoft Teams FSTEIEFITHMEIREHET, s
£# CPU FIBEATREERS.
AR E EiRR LU TEMRE:

Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
&#r: UseDefaultCameraConfig

28 REG_DWORD

B: 0

[HDX-37168]
7£ Citrix Workspace R 1EFH, HEIEREEKTT Microsoft Teams BiER, EaIsEaB2EIBRIEMIE, IthAT

BERUTHEIZEE:
Call could not be established. (=& zMEN,)
#RRFE: BIXEHEI Microsoft Teams &iE.

[HDX-38819]

2109.1 FHERaE

fEbhR A& B R TR,

2109 FHER R

MBEZLAF BNRETIRZAET 2109 89 Workspace R ARERF, MEERRENREN 21.0.9, NYEUBF S
MNEMEFRIGEN, EET Entry point not found FRIINOR) HBIFHE. BHEHTEN, ZHBRHEX, #8
Workspace W BEFEEHEIARZ: 21.0.9, [RFWIN-25008]

NRENEERE Google Chrome RETINEY B, WHITHES Citrix Enterprise Browser ¥ #d3%. [CTXBR-

2135]
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2108 R ERaE

AREEERmERFRARTFHN, SFERFHITENLERIER (RSESM) TEEBE. [RFWIN-23906]

2107 FEERNRE

TEUbhR A B R IR,

2106 FEER B

EERATIRSELUIRENNABIETR, ST EEMHER. Unicode AR &@%ttia, [RFWIN-23439]
A VDA EREMERT Windows B Citrix Workspace HFAEFETE AMSIRGTIA, MEIBEN T
BESHIKPE, [HDX-28691]

2105 R ERN R

TRIEHAE, YEREREEMHMDTRENN, YHRERRE FEATINEEFRSIH. [RFWIN-23152]

2103.1 FHRERI A

BERSEHEORNSE, RIEBHNAEREANAREF. ATE=AMMRE, £A Intel Xe B RS EHIL
A&, [CVADHELP-17005]

SRXERARIE. PXHHIE IME BEFR LA EELE BEREOE LAKBME, FTEXEM. ERED
N AEFIEESIEN SaaS NAEFN R HILtR-, [RFWIN-21158]

£iRBH Citrix Workspace M AEF A fERA K. HAFEBRTR S HIB S H IR, [RFWIN-22491]
ANAEFUESRAEREAXNHENBHEAREEE, BREENRESXBHNAEFITESRK. F
A <iTRERE Citrix Workspace M AEFE, MIRFKIEE storedescription, M&HIMLILEM,
[RFWIN-22510]

M Citrix Files F#i.txt xXf#8d, BEBEXHZTRERHIMERD, [RFWIN-22516]

L= ER Microsoft Teams HDX k1T =3 sid@iEET, BIEATAER KM, IR VDA headsfy 2103 (&
RhRZ, EATF Windows 89 Workspace MAERF N 2103 iESARE, NSHIEM, Ithia#EE Virtual
Delivery Agent (VDA) 2106 FEEE,

2102 FHERN R

2B 5 ICA 2IEFTRES K, YRIBRSB[MFERIKO 8080 MAZRHE XA, 2H IR, [CVADHELP-
15977]

ENREFRIETR, HY&TE Microsoft Paint RITAEHMMERES, Microsoft Paint B2 T 2R
RER TS LM, EREOMERN TEMSIENSHIMLAM, [RFWIN-21413]

#£ECE T Azure Active Directory ZESHIIE (MFA) 893+ BH L, EMEEEREREISEIIREHN 60 XA
FTHEEEDR, RALKETRERIER. [RFWIN-21623]
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« TEBMA Azure Active Directory 893t 8 =it 5 R Citrix Workspace AEFAIRER KK, KERSH
iR TR =EIItRE, [RFWIN-21624]

« BHBAGNEESIER, BBRSEFNEERERER A, £ Delivery Controller EERBA#N BIZFET
I ERERET, SEPLLAE, [RFWIN-21629]

o {#f ALT + Tab #XiANIRE O T st S Citrix Workspace MAREFHATARRE. EFAWER TEE
SIERS IR, [RFWIN-21828]

o SNREIE Microsoft Teams EiEHERAMBEIRENFISA, HDXrtcengine. exe ARESTRTLMR, R
Fik: EBREERHRLNE CTX296639, [HDX-29122]

2012.1 FHRYER A

TEUbhR AR H R IR,

2012 FpERaE

o MRERABZERIPNEARFERNFBER, WHEsERUTER: “CHNARFAFATA..” ARedE
HER, BERUTHER: “TERMEARER, ” IRIKEXRRER, SRIFNEZARFRBELLTIL, B8F
ERE MR SRR, [WSP-5497]

s ERATNRBABTEERN Chrome R%EgsH, HEPHITHIEN-RHTHEN, ZIAM-RAIRET AT, 7
R7%E7, 72 Pop-ups blocked (PHIET#HEO) HE+i%#E Always allow pop-ups and redirects
(BEAYREEOMEEMR). [HDX-23950]

« ¥ Citrix Workspace R AEF MhkZs 2012 BohEHEIESHRAEAY, HETUTHIZES:
Could not load file or assemble Newtonsoft.Json (FEZmEX#HiZF%E Newtonsoft.Json)
1R 7£ Citrix Workspace MABRFHNEERLENLF LB AT BehEHNA S HIILRH,
R xR, M Citrix T2UE F# Citrix Workspace R B2 RZ 2012.1 KESARAH FihRiE,
[RFWIN-21715]

o MNRBEINARFEE, RBEEERT Windows B Citrix Workspace M BEFHITHEZEHORE, MNAR
FEASEREMEHTHENRS ST, [HDX-27504]

« WMREAEATF Windows 8 Citrix Workspace NAREFHEEEUBERHNAREFE, ZNAEFEREE
= ‘TR SR ARG #ITE, [HDX-27505]

(Sl =

BXEHEPELEE (EOL) r=Ghkas, BSIHIHMR .
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E=FHEA

AT Windows i Citrix Workspace A2 AT BB &R IE L T XA E X R FHITIFRI N E = A4

BT Windows 8 Citrix Workspace M RiEF 5 =778 (PDF T)

RABERMEAM
July 19, 2023
ER

+ &{f 1 GB RAM,

o TERIEMHTHX%E Citrix Workspace R B2 FrE s =B avif 4= S

REXRH PR R

ERRE 572 MB

& 350 MB
AR

- REEFNIREELELENHETERITRE,

- MRERTFLEIBPRAENEBETERE, WAETZXNIEE, MIEBAE CTXInstall\\

_TrolleyExpress—\*.log FiZFEIZHEE

+ Microsoft Edge WebView2 Runtime hizs 112 siE S hR 4,

TRIIHETFE Windows #21ER %3211 Microsoft Edge WebView2 Runtime BR R A& S R4S,

ERBRAE Microsoft Edge

S FERE Microsoft Edge

BIER SRR WebView2 Runtime hgZs WebView2 Runtime hgZs
Window10 #1 Windows 11 92 RER (ZIFRIhREA)
Windows Server 2012 R2 92 RER (ZFRIhRA)

Windows Server 2016, 2019 92
#2022

FER (ZHR&RMhRE)
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Citrix Workspace AR #F Microsoft Edge WebView2 Runtime #9& &hr4s.
BiERRHRZAH Microsoft Edge WebView2 Runtime iR HEMNR S EMINEERE S,

M Citrix Workspace R B2k 2107 748, Microsoft Edge WebView2 Evergreen Boot-
strapper 5 Citrix Workspace M HiEZFRERFITEE—#, Evergreen Bootstrapper 2—
FNBILERRRF, A THSIREERREMTERN WebView2 Runtime RRAsHEAMHITREE,

£ Workspace M Bi2FRE RIS, REEFRNERATIZEEZE Microsoft Edge WebView2
Runtime, MRHAZ, MHITRE,

T guEER Internet 7 8E TH ML Microsoft Edge WebView2 Runtime,

MBEZEFAUEER BB LES F+4 Citrix Workspace M ABER, {8 Microsoft Edge Web-
View2 Runtime RF1E, REBEFELHETUTHER:

‘You must be logged on as an administrator to install the following prerequisite pack-

ages:

Edge Webview2 Runtime”

o BERSIEHTE NET 4.8, ILIEHAYFEM Workspace AR RERSGTITHM BN AEFMSE,

Yz RER AL Citrix Workspace R B2 1904 SiE=EARZS, EX&EM.NET Framework kias7E
Windows &4ihARalfet, Citrix Workspace M AEFRERFE THHAREMEZN.NET Framework hx

YERRERIEEE RN EREH AL Citrix Workspace M2, BF&4:4:&%E.NET Framework
4.8 EBHRART, REGEW,

o BEThRAH Microsoft Visual C++ Redistributable,

AR

Citrix BV A R4 Microsoft Visual C++ Redistributable, &M, AE&iSI2hAIaESHIT
BEWRET

B kR 1904 &2, Microsoft Visual C++ Redistributable % %2 Citrix Workspace N BiEF R %
BFIT8, Workspace AR RELEHR, REBFIVERSATESEE Microsoft Visual C++
Redistributable #2F 6, HELERBITRE,

AR

MREW RSP A EE Microsoft Visual C++ I B ETHM 8, FHIFEERNRRE Citrix
Workspace [ AiZFRIBER KM,

NESHERAEBEE Microsoft Visual C++ Redistributable #2F 41,
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&% .NET Framework 5 Microsoft Visual C++ Redistributable L& pIBpyE SRR, &205 Citrix £138
B E CTX250044,

AR

i EES Internet 4 e TEFIL%E.NET Framework 71 Microsoft Visual C++ Redistributable,
EN, EEAALUERBESZE (F1i0 SCCM) REXLETER,

REMTIE

Citrix Workspace M B2 F 5 Y aifrE =131 Citrix Virtual Apps and Desktops. Citrix DaaS (LLEI#RA
Citrix Virtual Apps and Desktops &) #1 Citrix Gateway hRAFE, XLEhRATE Citrix 7= @ 4E A AT E T

o

AR

Citrix Gateway End-Point Analysis Plug-in (EPA) £ Citrix Workspace £33, f£4<# Citrix
Workspace R BEFH, XIEFEA nFactor SHIRIENA S, GXiFHAES, 55 Citrix ADC XX
HEAPREMSHIIENESHRIE EPA 38R & 5 nFactor SMHERIEPH—1MEZR.

XYEFFIEET Microsoft MERZIFHT BRI, 7 %#3E Windows E£%# Citrix Workspace [z
BiERF.

Windows ARM64 &{ER S RTEHESER FZFERT Windows 89 Citrix Workspace MR,
—B Windows 10 R A EE RS £ IEIRE, ZhA & RBE Microsoft IR1ARS ;L 1%, Citrix L%
EHEEBZISNIRERATTTESE. % Windows 10 £RRSHEL, B2 Microsoft #y
Windows 4 & E#IRER N 48,

iEATF Windows & Citrix Workspace R REF ST Windows 2ERARE:

RIERS

Windows 11

Windows 10 Enterprise (32 {iifll 64 fikiA) . HX%AM Windows 10 iAB#MES, ESHE Windows
10 53&ATF Windows # Citrix Workspace M BEFRIES .

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)

Windows 10 (Home Edition*. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016

* AL E@ESMEIE. Desktop Lock. FastConnect APl LIRFBEIIAER Windows i+EHMEE.
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Windows 10 5§ 11 58 F Windows £ Citrix Workspace S BREFHNFES L

T&RFIET Windows 10 lRZES UAERT Windows #9 Citrix Workspace [ B2 F AR A RS,

Windows 10 k745 REBR A S Citrix Workspace [z 2R
22H2 19045 2206 ME=ShRES
21H2 19044 2112.1 XEEhRAE
21H1 19043.928 2106 ME=has
20H2 19042.508 2012 XE=has
2004 19041.113 2006.1 &EEhRA
1909 18363.418 1911 &EERAE
1903 18362.116 1909 &EEhRA
1809 17763.107 1812 MEBIRAE
1803 17134.376 1808 &EShRA
AR

Windows 10 kA 52 K# Citrix Workspace [ FRIZFhi AR, 190, Windows 10 kitzs 21H1 5 2106
ZRIBRR AR R

THRFIET Windows 11 iiAS LURERTF Windows # Citrix Workspace M B2FHBN AR,

Windows 11 k&5 AEBhR A S Citrix Workspace R 2R HRZs

22H2 22621 2209 MEFhRA

21H2 22000 2109.1 XEEhRA
R

June 21, 2023

AIM Citrix W TFHTERZARN THIE (GIRE) TF Citrix Workspace MBER.
LB U T AR RERAGE:

TET Windows X ERXREBES.

=
1%
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o FAGLSTRAABAREERFNMARE. REGSNRERYE, EXERAGSTRERE Citrix Workspace A
EFENER, BEBREAGSITEE

AE:
RIIEREEREMBNENRAER, MAFERISFFETR,
FEREERMNIFEERNRHITRE:

AR MERREME AR Citrix Workspace AR, XEBEESHEIE. L8R LARERPM Citrix
Ready Workspace Hub 5T Windows #J Citrix Workspace R AREFE & ERAN A EEEE RN,

TRIERT UBBRATAF FHRE Citrix Workspace M BEFRINES:

REXHRX REKRR

i
fr
pal

EATF 64 fii: C:\Program Files H&i%Hit#
(x86)\Citrix\ICA Client, EBTF

32 fi: C:\Program

Files\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatsEErigdEA
Client

P

o

BERAUBERPREN Citrix Workspace R BIZFHISEHI, HMIhdg L,

ETHARENRE

AILUEE FEhiEfT CitrixWorkspaceApp. exe RERFERLEERT Windows 89 Citrix Workspace R A
*EEF‘%_O

1. BEhCitrixWorkspaceApp.exe XH&aFHER,

2. FEHES EULA, ARHES%E,

3. ZEEEEANENEMNENITEN L#ITREN, SER—TRERBWEFER. BXEFEAGES, HERTE
BHNIIE,

4. FREERMNRHTREN, MRFECREGEINBANAERFFRIFTE, BEPREERHNAREFFRIFE
WA,

5. #IBET Windows WLERF TR T,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
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@ citrix Workspace X
Welcome to Citrix Workspace
Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.
WOrkSpace - Allow applications access to your webcam and
microphone.
- Allow applications to use your location,
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.
Click Start to set up and install Citrix Workspace app on
your computer,
citnx
Start Cancel
g
/A Windows N BEE
. SfinZ Microsoft Rz RS,
2. 2% Citrix Workspace.
© 1999-2023 Cloud Software Group, Inc. All rights reserved. 83




iBEAT Windows 9 Citrix Workspace R BiEF

3 : | Citrix Workspa pe po

(R

Home

asi

Apps

, G

Gaming

&

Movies & TV

Citrix Workspace

Citrix
009 et
Library
Help

1. #& Get (FXEY), Citrix Workspace M BEFB R,

FILUBSIEE FRIM G SITIETRBE X Citrix Workspace 2R RERF. REEBFOBERHNRERFZAE
BEIAGIGNE R, TERERSEEFXMH. BRHEURBHZ TN AREFEERNIEIYE R,

Z#H Windows &$17%%E Citrix Workspace RARER, ERHGIRTNHE—THEAUTRE:

ARANRERSHELENT:

CitrixWorkspaceApp.exe [commands] [properties]
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mATBHIIR

BRABPDRWT:

« ERASH

o BTSN

o RESY

« HDX T18E2 %K

o BETMAR RIS
o BHIIESH

HRSH
g iRE
?2 8 help FIHFrEREGSHE 4.
/silent EREI P REARENEEMIETR.
noreboot ELRESEFRIEERENBIRT. BIEEBTRENE

HIRREY, FEEREH USBgE&TAiR5. RE7%E
BEfBhg&EA2HE USB &%,

forceinstall HERZPREN Citrix Workspace M REFHEMA
NEREHFZEN, WHXIEEER: MR
Citrix Workspace M RBEFRAFARIUR R ER K
KIGEY, FEFERALFX,

AR

forceinstall FFX2 rcu FxMEHE, rcu FXxBhZA 1909 EBEFH. EXFEHAEE, BESHAFR.

EEIEL S
o ME] A SR

« ®5%: AutoUpdateCheck
o 5BA: Ik@ <35 Citrix Workspace M BZF1EE Al A BB # TN,

TERARENE:
AutoUpdateCheck s#%{& BieA 5l
Bah (BRANEE) AABEETHENRNAEZLZHE CitrixWorkspaceApp.exe

Ao AutoUpdateCheck=auto,
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AutoUpdateCheck &<1& BB 5l
ES) BUHEHNASZAsEEAHE  CitrixWorkspaceApp.exe
Mo FoneEEH, AutoUpdateCheck=
manual
EZH 2 HBEH. CitrixWorkspaceApp.exe
AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck A ESH#, KL EF A E AutoUpdateStream. DeferUpdateCount.
AURolloutPriority EEMEE,

EREBHAIARE

« @a¥AutoUpdateStream
B - MREEEABEEMR, WaLUAREEHIARAE, EXFEMAEE, ESREGEHERR,

TEZFIRERE:
AutoUpdateStream &3 41& e AN
LTSR N BshEH KRS R4 2R CitrixWorkspaceApp.exe
#o AutoUpdateStream=LTSR.
EE] B sh B B RHhkas#y Citrix CitrixWorkspaceApp.exe
Workspace [z R12F. AutoUpdateStream=
Current
R EFEA

« 8% DeferUpdateCount
o HEA: {EREHAANT UHRBAAE. BXFAER, E5R Citrix Workspace B

TERARENE:
DeferUpdateCount &:<1& BiER 5l
-1 (BHAE) AR ER B CitrixWorkspaceApp.exe

DeferUpdateCount=-1
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DeferUpdateCount &:$1&

iR

Tl

0

EREAMEF “n”

BTN TTAERERE (0
WE—&iEM. FTHEREEEXIL
BEHES.

- AR nORER], LUSiREEIRIE

— a0,
I)ﬁ\_‘LEIL/—.ﬁ n /9-'\0

CitrixWorkspaceApp.exe

DeferUpdateCount=0

CitrixWorkspaceApp.exe

DeferUpdateCount=<n>

AR

B & B F Windows 8 Citrix Workspace W B 12 ¥ it 2 2207 2,
DeferUpdatCount S FEMH.

B MTR

o 1% AURolloutPriority

BEohEMIMEEST UL HE

3

o YA HRAMINAREFAIAR, Citrix STEREXRMHRENENR. SRS, GrIEHERNEIERRN

BB B i8] AT AR B

TEZFRENE:

AURolloutPriority #5<1&

iR

Tl

Bz FRIARE)

%7z Citrix BEEBI3 T A HARUR

CitrixWorkspaceApp.exe

FIEH, AURolloutPriority=
Auto
PS ERER T AR AR UL R . CitrixWorkspaceApp.exe
AURolloutPriority=
Fast
F EBERASHRE P EINERINEIERH, CitrixWorkspaceApp.exe
AURolloutPriority=
Medium
2 IERBER T B RS SR AT UL R B HT, CitrixWorkspaceApp.exe
AURolloutPriority=
Slow
FHERE S
=L
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» #7<: ALLOWADDSTORE

o REA: AFERIBIEENSHEENABE (HTTP 3 https).

TERATHENE:

ALLOWADDSTORE #:<1& 15t8A Al

S (BiAE) RAFERNIMERENARE  CitrixWorkspaceApp.exe
(ER HTTPS B2E). ALLOWADDSTORE=S

A AEFERMAMFR M AEE CitrixWorkspaceApp.exe
(HTTPS) fnir &N A/EE ALLOWADDSTORE=A
(HTTP), g Citrix Workspace
N AREFERIRAFREN, WRE
Ao

N ARAFBPFNSEMEESHNE  CitrixWorkspaceApp.exe

s

ALLOWADDSTORE=N

R BB EREREES

o 7% ALLOWSAVEPWD

o W AWEERURENLABEERE. WSBGERTEA Citrix Workspace R HiYHIR A RIS,

TEZERAEMNE:
ALLOWSAVEPWD <& e il
-S (BUAE) NAFFREFEENABENEL CitrixWorkspaceApp.exe
(ER HTTPS E&28), ALLOWSAVEPWD=S
N RRFRIFE. CitrixWorkspaceApp.exe
ALLOWSAVEPWD=N
A AFRERLNABEE (HTTPS) CitrixWorkspaceApp.exe

MIFRLMAREE (HTTP) MEE,

ALLOWSAVEPWD=A

ERGLITREEENAREENRA

Ei57%E StoreFront A& E URL, BT TIRE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR

App Store
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<!--NeedCopy-->

Zi5E Citrix Gatewaya A& E URL, BHRITUTIRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrp, Storename {5 REERENNAEIERZT.
AR
 EZNABEIRETR, RA— Citrix Gateway WAEE URL BBE, HAZEEXFEFIREUHIH
(2% STOREO),

o FALLFERER Citrix Gateway RZARE URL A5/ Citrix Gateway B9 PNA Services ifisi,
+ 18% Citrix Gateway RA®EE URL BY, REE “Discovery” 244,

EEEZSTMNVABE, BHITHUTRE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0On;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy—-->

AR

o BEMENABE URL E3E discovery UIIRITEES KB IRIE,
+ Citrix Gateway ZAE URL B R EEEBEMNMAREE URL FIRPHE—ITEE,

RESY
BRI AR RIP

« @ startAppProtection
o WA BEREIEFIRZERICRNEEHREERETMNEES, BoNBREFRIPAGHIEMHIZENRT M,
o 5l CitrixWorkspaceApp.exe startAppProtection
BXEFMER, BEANAERRP.
AR
startAppProtection /%2 includeAppProtection FxEH, includeAppProtection
FRBRA 2212 EEFH. BXBFEAER, BSAFH.
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Hepg Citrix BRATUR B3 28 Z S

o« #8%: InstallEmbeddedBrowser
o 5BA: HEBR Citrix SRV 28 BT
o f5l: BT InstallEmbeddedBrowser=N FFx LHEERERN TN 5 22 THAE,

IIELUTER T 7 BekBR Citrix BRNTUNI S 28 IS0 14
o DHRE
o MFEBE Citrix BRATUX 53288 Z# HI X BIRR A #H1TH R0

SnRER Citrix Workspace MARFhRAEE Citrix SRR KR Z#EIX 4, HEGEEARIIRA 2002, Wik
AR 8 —#HFIX S TEARARE B EhEHR.

o &% INSTALLDIR
o ¥BA: 5 Citrix Workspace M ARFRENBEXNREB R, BIAKZEA C:\Program Files)\
Citrixe

o mffl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.
AR

Program Files XX+ KZRER SR, MREMEM Program Files WIMIBEX K, EHRIZX A
BIEHBINRH AR BRI

RE—IRSMFEAMN

« #%: ADDLOCAL
* WBA: $EF ADDLOCAL %% Citrix Workspace AREFH— 1S MEEAMY. ERALLEN, MRREMF
FELA M, Citrix Workspace RARFERINREMEHRAN

AR

BTN EREBERE Citrix Workspace 2RI EASE A HAT 7 ADDLOCAL §, BINERT,
WNRAKIEELE ADDLOCAL B, MITEZ % Citrix Workspace R B2 BT R &I E A,

TRYIET ADDLOCAL 2RI M

ADDLOCAL JEm&RIm HHERFR 154

ReceiverInside Receiver R BEBREHEHIRHEIEX SDK AR
£

ICA_Client HDX 3| AR TR ICA XHRSIER
g,

BCR_Client BCR &P i BTFLEXNSNAREEBMELT.
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ADDLOCAL sFfzR1mm TR BiEA

UsB USB &P BTaE USB EE[AELE,

DesktopViewer Desktop Viewer &P i EKEN AP REESR,

AM AuthManager BRI EIRES - IANA P
Citrix Workspace Rz 2~

SSON SSON BRBEREN - SRERER.

SELFSERVICE BHEARS iEAT Citrix Workspace ByiE#,
BFANEL.

WebHelper Web #BEhi2F FTF&x%288 544 Workspace
R AR M A BiE .

WorkspaceHub Win Docker RE—MTBAFPNIER. UEX
ZANHITHEERT B 2R
Fifo

CitrixEnterpriseBrowser 28 A¥rAFTE Citrix Workspace Rz

BRFHRUR LA RITH Web
5 SaaS M AEFRIAHLN KR,

B0, ERUTESS, SR URESSPRIIRAN:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,
CitrixEnterpriseBrowser

<!--NeedCopy-->

AR

BhRZAs 2212 2, BRINRENAEFRIFTIEE. Flt, AppProtection 7&EE ADDLOCAL BB RIEIL,

%% Citrix Casting

« @%: IncludeCitrixCasting
o BiEA: EREIEFRE Citrix Casting,

B Citrix Casting 893458, 5504 Citrix Castings

HDX Thae &k

RENARBEEM
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o % ALLOW_BIDIRCONTENTREDIRECTION
s W IETRREERFPIRSENZEBATNEARBEER. EXFMAESE, H2i Citrix Virtual Apps and
Desktops S AHRRIIN E A A E E M SIS E 357

TEZATENE:

ALLOW_BIDIRCONTENTREDIRECTION

wmeE BieA il
0 (BAE) BTIWAAREERARTFEARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=0
1 BTIWAABREERALFBARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=1

KB BIERFIIR

o % FORCE_LAA

 JiBA: #57R Citrix Workspace AR FHE R in AN AREFIHAGHRE. BEAEERINRRE
Workspace MBERF, LUELAHEEBIET. BXFMESR, BB “Citrix Virtual Apps and Desktops”
XA A FARZ 1R

TEEAAENE:
FORCE_LAA tr <& iRA ANl
0 (BXIAE) IR RRERMNBEFIFNAS, CitrixWorkspaceApp.exe
FORCE_LAA =0
1 IERREFPIFEAMNABERFIFR  CitrixWorkspaceApp.exe

B, FORCE_LAA =1

AP E LIRE URL EEMINEE

o <. ALLOW_CLIENTHOSTEDAPPSURL
s HiEA: EAFEELEEA URL EE@INEE. BXFMESR, ESH “Citrix Virtual Apps and Desktops” X
YA R FR 2 1 1Al

TEZATHENE:
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ALLOW_CLIENTHOSTEDAPPSURL

e PR 5l
0 (BIAE) ERAPIEE 2R URL EEMAL) CitrixWorkspaceApp.exe

ab
BEo

ALLOW_CLIENTHOSTEDAPPSURL

=0
1 AP KEELER URLEE@A CitrixWorkspaceApp.exe
Ao
ALLOW_CLIENTHOSTEDAPPSURL
=1
BRI E R

» #7%: LEGACYFTAICONS

o YA BEELESHFERTSITWNNBREREE X3RN XK XIS 4 HET.

TEZATHENE:

LEGACYFTAICONS &<1{& iR

Tl

False (BRIAfE) ERSITHANNBREFEA XL
BIXERBI X B ET. RE
7 false BY, BIERFHNEER
HISERE BRSO E R — 1 E
o BRIFRAERBIEIRR /R
BN P72 Fr BT S RY3E R EAT
Ao

FEREITRANNBEFEEXH
RER BRI S B BT

True

CitrixWorkspaceApp.exe
LEGACYFTAICONS=False

CitrixWorkspaceApp.exe
LEGACYFTAICONS=True

BRI AR RESH

£ “FFIR” RBEMSE LIEERESXNER
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meE BiEA BEREWR il
CitrixWorkspaceApg 5 “FFia” &R RIAMERT, LARFE ERRESAREEHE
.exe EEFRANER. TEFE > FRERER T, > FhEiERF >
STARTMENUDIR AILTE Programs X  Workspace T, BiEE
JeFhIETE REE A AR YT STARTMENUDIR=
e Workspace,
CitrixWorkspaceApp EEREREARNER, FLUSEREARNNEN ERESXKEERE
.exe DESKTOPDIR i SEN > FiatEr >
Workspace T, EEE
DESKTOPDIR=
Workspace,

AR

A DESKTOPDIR 31T, 5% PutShortcutsOnDesktop IMig&&A True,

EHIYS B B ARSS B9 IR PR

» @3 SELFSERVICEMODE

« BA: $EHITEBIBRSS Workspace R REFRAF REriAIE,

TEZATRENE:

SELFSERVICEMODE & <1& BiEA

Tl

True ETAPERIARBEMRSAFSR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=True
False ETAPTRAREBRSEAR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=False
EHIEIETEE

o #%: ENABLEPRELAUNCH

« AR ERRETR. BXFAER, BEBRNAEFEE,

TEZAHENE:
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ENABLEPRELAUNCH @< &

iR

Tl

True

False

ETn=IETR LT BRRARE.

ETRRIETRB L TREBRTS.

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=True

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=False

PR “HREES I A “EINEE B

« @%: DisableSetting

o HRA: RERESXNEMEEEN, FEFESAEERRTET. AXFRERS, BEHE "SHEEm” &

PR EIRE.
TEZATRENE:

DisableSetting ®%&

iR

il

0 (BXAE) £ ‘BREER RPETHRIEAR  CitrixWorkspaceApp.exe
MEFERHED, DisableSetting=0

1 E “BREETN” RPEREFME CitrixWorkspaceApp.exe
37U DisableSetting=1

2 E “BREEM” RPERRES CitrixWorkspaceApp.exe
AL, DisableSetting=2

3 £ “EREEN RPREREAR  CitrixWorkspaceApp.exe
MEFEREHED, DisableSetting=3

BREFAERSEITR

o &% EnableCEIP

« WHE: IBRES5EFFREEIR (CEIP), BX¥MER, B2 CEIP,

TEZFRENE:

EnableCEIP #5418

WA

Tl

True (BRIARE)

False

BEEMA Citrix R ERETR
(CEIP)

IR Citrix FFARETR

CitrixWorkspaceApp.exe
EnableCEIP=True

CitrixWorkspaceApp.exe
EnableCEIP=False
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B AlwaysOn Rz

e #%: EnableTracing
o %BA: =) AlwaysOn ERERINAE,

TERATENE:

EnableTracing &s%1&

WiBA

BNl

True (BHUNRE)

False

BB AlwaysOn EREZINEE,

2/ AlwaysOn [RIRTHAE,

CitrixWorkspaceApp.exe

EnableTracing=true

CitrixWorkspaceApp.exe

EnableTracing=false

EEAKIRGIAFIRERN R

REFRBTRENSIHENSTRMERE

<% CLIENT_NAME

WER: IEEIRSEARINSIAFIZEINEFR,
<ClientName> - 8RS} LARINF AP ISENE T, BIABFA %COMPUTERNAME.,
Rff: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

» #7<: ENABLE_DYNAMIC_CLIENT_NAME
o BiBA: ATEFRBMSHENBIER. EXOTENRTE, EREIMBSEZESL.

TEZATRENE:

ENABLE_DYNAMIC_CLIENT_NAME

e PR 5l
= BNgE) AFEFIHZIRSIHENZIERE. CitrixWorkspaceApp.exe

iy

RTAUEPIHAIFSITENZITE
E, 7 CLIENT_NAME EBMisE
_/|\{Eo

ENABLE_DYNAMIC_CLIENT_NAME
=Yes

CitrixWorkspaceApp.exe

ENABLE_DYNAMIC_CLIENT_NAME

=No
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BHEIESE
BRERERER

o % /includeSSON

o I EREUBERBMRE, 18R Citrix Workspace M B2FH Single Sign-On AR, GXI1F4E
B, BEREEES I,

o f5l: CitrixWorkspaceApp.exe /includeSSON

PED=W

includeSSON S22 =% Citrix Workspace M AER.

BRERER

o #5%: ENABLE_SSON
« 5B3: Workspace iABEFEE /includeSSON PRENSHAREAER, AXFAER, HSRAEESE

S8,
TEEFTRERE:
ENABLE_SSON #:41& BiBA il
2 BNeBE) ETERRARERER. CitrixWorkspaceApp.exe
ENABLE_SSON=Yes
& BTRERERLTERRS. CitrixWorkspaceApp.exe

ENABLE_SSON=No

#n# Citrix Workspace B2
ERETF Windows MEEHIZEFEE

AT MIERIE RSP EIEIZEA T Windows B Citrix Workspace M B12F. B X#AE S, BEBRHEER T Windows
#9 Citrix Workspace M FR2F 2857

AE

7£ Citrix Workspace M RiEF R E, E=UE—5E# Citrix HDX RTME S+ @1 R, BEHRTEAE
iZIE=7

ERGITRE#THE
AIAMEBLTTRAN L T < E% Citrix Workspace AR :

CitrixWorkspaceApp.exe uninstall
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<!--NeedCopy-->

st F IR TEE Citrix Workspace B2, EBfTITHAX:

CitrixWorkspaceApp.exe /silent uninstall
<!--NeedCopy-->

AR

Citrix Workspace L fi2F R ERFARITH S GPO #8Xa0EMRI, ANENHERREXLEFMRIT, MR
EIEMEZE, 5FER gpedit EMEmEFRBEBIBR.

AR
IR

s BXRREBEFEXNEIRNE, &S5 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe #
InstMsi.exe $#IREE) .
o BEXRFEXNEIRAE, BB System error codes (REHEIRARED),.

ZEEFATMNE

RINERT, REEFASUTUTIE:

REHENMHE REEFE
EER EATF 64 fi: C:\Program Files &iR#HikE
(x86)\Citrix\Logs, EmRT 32 fii:
C:\Program Files\Citrix\ICA
Client
RBF %USERPROFILE%\AppData\LocakiGiFriziEogs

E & Citrix Workspace M BiEF

EE& Citrix Workspace M BIEFEERIRINLE.,
ZEE& Citrix Workspace M RiEFE, UTMERKEE:

« FrBEEENIKFAMAREE.

o BEIRSIEMRENNABER. EERFEMRDL
o BBIARSHEM SRR R KEK,

o BEOXHMRENER.
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. BAFAMKRIKE,
s BIENREREIMRILE,
+ ERAT Citrix Workspace A2 Citrix Gateway EMRIZE.

MELITRImZITUTHLUER Citrix Workspace MA1ER:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"
-cleanUser
<!--NeedCopy-->

BHTERTEE, BEAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"
/silent -cleanUser
<!--NeedCopy-->

=

AR
BESHHRERAE U
B & Citrix Workspace M REFRAEMUTAHR:

+ Citrix Workspace N BREF R R,
« Bt ICA BiEILE,
+ Citrix Workspace MBZFHARIENR (GPO) ERIEIREE B,

=BE

June 14,2023
AT L@ LR A% E8%E Citrix Workspace R RTER:

« {EM Active Directory IR IE ahi Ak ZEiEHTF Windows #9 Citrix Workspace M A EF. B% Active
Directory M58, B8R Active Directory FRfFIfZS,

« EBEERT Web #9 Workspace Z#i, BER#EAT Windows 89 Workspace AR, BXFMAER,
E2AFERERT Web 89 Workspace,

« {#/ Microsoft System Center Configuration Manager 2012 R2 8 F##& 9% (ESD) TR, Bxi¥4
=5, E2#ER System Center Configuration Manager 2012 R2,

« fEF Microsoft Endpoint Manager (Intune), HxXi¥4{s 8, ESATE Microsoft Endpoint Manager
(Intune) &R Citrix Workspace MAERF.
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5/ Active Directory Fl/xflfizx

AILUfER Active Directory 4B SRERHIZAIRIELA LA LEMERE Citrix Workspace M AER. Citrix BiERBIZAMmIER
BL.msi X, BXBHMANENGEE, BESE Microsoft stik,

3¢ Active Directory RIS, EHRITUTIRME:

1. AEMHAeE— MR (OU),
2. ABMHEIEN OU gl2—MAKEEXR (GPO),

BX7E Azure Active Directory el OU M58, i&ESIRTE Azure Active Directory iR SHEE P OIREL 2
fiL (OU),

EEL (iR
RSN XHITEE D PRIA TS HRRIEMZ

o HEMHERE - EENRESBEELIRIE, BMERTFE, BB WFHS, FW, RE DesiredVersion
= 3.3.0.XXXX LIBHILEIEENMRZ. SREBETHORES, i 3.3.0, ZESHSEBIZAR
(3.3.0.1111. 3.3.0.7777 %) HYEMIARAHEILED,

- REEMUE[HEER - LBHIEE RS Citrix Workspace 2R RERFRHFEHNMEHRE, BRAMA
HITHR I, BIGHZXHRE R RIZE R “PFREAN

« WAHTIERER - EFREASHMNEHZURMAT#HITEHRIENMNELE, SUBFRBLINHEXH
FEF RIS AR,

¢ REBREZEFHIITED - REGIITEIREERREREF. BXMIITIEE, BERAERAGLTEH

fiz

Citrix Workspace R AiEF R EEF SIER T LEMEE Citrix Workspace M AEFHNEITENNERP 4T
Bl LA FIERTF Windows B9 Citrix Workspace M Bi2FHI FEiTTE.

peiEpit] TIE Z iR

I8N CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

51 AP CheckAndDeployWorkspacePethsekAngRatavdypdarkspacePerUserLogo
.bat .bat

BRMBEMZ, FHITUTERE:

1. fTHARRERER S,
2. ERHENESEXAFEE > %Ki > Windows & & > #iZs,
3. EARKERIEHENENEERS, ERER.
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4. EEETXMG, FHENNEASEHEETRAXER, SAEXENIEE,
5. FRMFRET, BEHAM, ARERANEERFHRNFCZ A,

EXEEAT Windows #9 Citrix Workspace i EZF, ERITUTIRE:

1. FoicavRBItBENRFIR&ESEEIEEIZRN OU f,
2. EMRMARPKREHER.
3. BWIERRENRMGERSERFMIhEEHT .

EMiEiERT Windows 19 Citrix Workspace B2, BEHITUTIRE:

1. FEEEMFREIAEF k&SRS eIZR OU H.
2. EfRMAPREHER.
3. BIEMRENRHEREREREFMINEEFRTIH,

fEAEAT Web 89 Workspace
fEENERT Web 89 Workspace, EaJLUfER Web T @il ¥ %2817 StoreFront R B&E .
EMN R EEERNBAEF 28T, BERITUTRE:

1. REZFRTF Windows 89 Citrix Workspace M BER.
2. MERTF Web 89 Workspace &% Citrix Workspace B2

MREATF Web # Workspace i MEIRZER B AR Citrix Workspace AR, R4=E

EREBRTHHREEAT Windows 8 Citrix Workspace R BERF.
AR
AT Web 89 Workspace R3ziE F B FHBHAIK P 23,
NREAUTERE, WXRTENARS S8k,

1. ¥ CitrixWorkspaceApp.exe FHIAMITEN,
2. ¥ CitrixWorkspaceApp.exe E@m& A CitrixWorkspaceAppWeb.exe,

BTR—FRT. &%

3. ERAEMBES LPEX—EGBZNURITXMH. WRER StoreFront, iE8i# StoreFront X4 EY(sE D

BXHiE StoreFront,

5/ System Center Configuration Manager 2012 R2

AILUER Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

B[R RN R4 i@ SCCM 25 Citrix Workspace R#iER:

®] SCCM EpEr7m Citrix Workspace g
NS &=

¥ Citrix Workspace [ R EBEEIHR 40
BIBREES

> wnh e
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B SCCM ZpE 70 Citrix Workspace W RIER

1. % THM Citrix Workspace M AR REXHEEHIF Configuration Manager AR5 28 EME AN H
& Configuration Manager %18,

2. %% Software Library (3i#+7%) > Application Management (M BiE2FER), A& S Application
(W FAER) H&#T Create Application (RIBNEER).
RS E R “Create Application” (RIERARER) BS.

3. 7 General (E#) E#&H, %EF Manually specify the application information (FahisER AR
FER), AE#ET Next (F—%).

4. 7z General Information (EfME8) &+, BELARFER, HIWEMH. HIEH. RERD.

5. 7z Application Catalog (LAIEFER) ASH, HEHMES, 6, B=. NARFEM. APE5IE,
AEET Next (F—%),

=

AR
BRALUEIEEIAEENEE,

6. 7= Deployment Type (ZE£A) High, Bk Add (Fin) LUEE Citrix Workspace R FRFZ2Fi& BHIEE
BEE,

AT R R “Create Deployment Type” (RIEHEXRE) BS.

7. 7= General (E#M) F&s: 8E Windows Installer (*.msi ) HIZERE!, %% Manually specify
the deployment type information (FahisEHELEER), AEETE Next (F—H),

8. £ General Information (E#58) GKP: IEEPBEREFMES (flg0, Workspace HE), Aige
& Next (F—%),

9. 7 Content (RZA) HIZH:

a) 1= Citrix Workspace MABREFREXFREMNERR, a0 SCCM R 25 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFEINBRIRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERBIZE&E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false AT LIIFEBIARS
® =& Citrix Workspace R R1EF.
c) 3 Uninstall program(E1#ii2F)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH&E SCCM %)

10. 7z Detection Method (i&il753%) Higdh: % Configure rules to detect the presence of this
deployment type (EZERTRINZEFELIELRWAN), ASEE Add Clause (FinFa),
IBPE 2R “Detection Rule” GE&MFIN) IHEE,

+ 3% Setting Type (G&E%H!) &EAR “File System” (XHHR4).

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 102



iBEAT Windows 9 Citrix Workspace R BiEF

« 7£ Specify the file or folder to detect the application (EEZE# NN BIERFXXE R XEHE)
T, @B TFED:
- Type (%) - EThgH, % File Iff).
Path (2#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XEHXERZIR - receiver.exe
Property (Bf) - fE FhIRES, %% Version (hiz)
Operator GZ2ER) - T TFhisEH, %#F Greater than or equal to (KFHET)
& - A AT Citrix Workspace R RZ2FHRRZAS

AE:
iEATF Windows B9 Citrix Workspace W REFEA K BIEALLMNAE,
11. 7£ User Experience (A {FL) High, i&8:

« Installation behavior (%#177) - Install for system (HEZRE)

+ Logon requirement (B2REX) - BAREER

« Installation program visibility (ZZE£R2EATTLE) - Normal (EE)
gF Next (F—%),

=,
Pa YW

BN AL ERE R EE E A B R KIIN,
12. 7£ Summary () S8F, BIFLHBXBMNEE, 2HT—5.
LB 2 RARITIE S

13. 7 Completion (528) E&, FHZBELE (Workspace ZE) 157t Deployment types (ZEHE) T
HiH,

14. &&F Next (T—¥), AGET Close (X)),

AMDER

1. 7 Configuration Manager =%l & & # 8 & Citrix Workspace M A#2F, /5% Distribute
Content (D&2RA).

kB &R “Distribute Content” (22HWZE) |MS.

2. 7£ “Content Distribution” (W&E9%X) &+, 2 Add (Fin) > Distribution Points (5% %),
LB 27~ “Add Distribution Points” (Fila%=) IHEE,

3. MEHERMHASTH SCCM frRs58E, AERE OK (FEE).
£ “Completion” (5Em) &HEH, BERMINES.

4. BEHEXH,
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3% Citrix Workspace 2 FERE 2 4 F

1.

£ Configuration Manager 54l ahA%E & Citrix Workspace MAB#ER, AGi%#E Deploy (HE),
EHE 2 “Deploy Software” (HE%HH) AR

HERNZELAEFNES (AIUREEES, LAIUEAFES) FikE Browse (), AEH T Next (T
_ﬂ})o

7z Deployment Settings (ZEi&8) Hi&9, 3§ Action (£1F) 8B R “Install” (%%), ¥ Purpose
(%) &EBR “Required” (KF) (BAXTASS5RHE), 2EHT—%,

£ Scheduling (it%l) &+, EEEBM&E LBEREHIT,

7£ User Experience (BF{&18) Fi&H, i&E User notifications (BF @) 179; %% Commit

changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRREX (REEHMEDH), AE%EE Next (F—#%) LI5ER “Deploy Software” (HE#H) BSR.

7z Completion (5Epk) &igH, BERRINES.

EFNEHENRERIZRE ((NELAFRRENAFERT).

fEimmig#E b, Citrix Workspace M BZFERHFF L Available Software (FIB#F) TER. RIBFIECE
BT, REBBME. BEIUREZEREITHINE#HITRE, REFRE, RERSBEEREHLPET.

IR EES

1.

B5h Configuration Manager 1544, A58 Assets and Compliance (E=5&#114) > Overview
(#R) >Devices (i&%).

A% E Device Collections (18%% %) Hi%i#F Create Device Collection (BIEIEEES),
ItATE £ 5= Create Device Collection (BIEIBSEES) MS.
7£ General (E#l) &Ei%%, BAILEHN Name (BF5), AGEE Browse (H5) EFREIES,

XREILEHEE, AIUE SCCM fIENBMNERESZ—
ga-:l—F_ﬁo

£ Membership Rules (RRESH#HN) &g, BLHATFITIEIEEHN Add Rule GRFM),
kB 2= Create Direct Membership Rule (QIZEIZEREZSHHN) @S,

« 7£ Search for Resources (EXR%EF) TP, RIBELIEMNIZSE LR Attribute name (B4 &
FR), FRHBEMERFNELLERIEE,

. BET—%, £ “Select Resources” (&EFRIR) EEP, EEREFAREEAN—BINIRE,

72 Completion (5ek) EH&H, BRTHEIIER.

BEXHA,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 104



iBEAT Windows 9 Citrix Workspace R BiEF

7. 1% “Membership rules” (RESHHN) &EigH, BFILFMN, 2E “Next” (F—F),

8. 12 Completion (5m) EigH, BETHINES. 8 Close (k) L5 Create Device Collection
(BIBIEEES) BS.

FIREE S5 Device Collections (8&%4) #%5/d. 7= Deploy Software (ZEHH) BSHHK
B, MigEESRTIREESHN—ID.

AR

%4 MSIRESTARTMANAGERCONTROL E%i& &5 False 8¢, fEH SCCM E2& Citrix Workspace [z 12
== PSS

RIEFRAINDH, EAF Windows B Citrix Workspace NBREFH AR SHULAKNERR, Ittih, SidnTaE
SEEEM .

£ Microsoft Endpoint Manager (Intune) %5 Citrix Workspace [ Bi2%

Z1£ Microsoft Endpoint Manager (Intune) #1&& Citrix Workspace R B2 - &4 Win 32 RZ B2, 1EH
TR

1. BB 53
o ATFEMEREFRENAERXHIXHEIR, FI30 C: \CitrixWorkspace_Executable,

o HIHSUHFFRERM SR M SHAT . intunewin XEHH,FIIIC: \Intune_CitrixWorkspaceApp

o

» Microsoft Win32 Content Prep Tool FrfEfsc i3, 140 C: \Intune_WinAppTool, LLTHEE
B FERESH BN - intunewin 8. EATLM Microsoft-Win32-Content-Prep-Tool F#i#T
8T8,

2. BRREFMBOMERXARIEA . intunewin X#F:

a) BMSSIRTAN, A EEE Microsoft Win32 Content Prep Tool B9 XX # 3, 40 C:\
Intune_WinAppTool,.

b) &7 IntuneWinAppUtil.exe &%,
C) ERTHRT, MAUTER:

o BEXfFE: C:\CitrixWorkspace_Executable

o RENMH: CitrixWorkspaceApp.exe

o BWEXHFE: C:\Intune_CitrixWorkspaceApp

Cintunewin XHERIE,

3. B aRmal Microsoft Endpoint Manager (Intune):

a) #TFF Microsoft Endpoint Manager (Intune) #&%I&: https://endpoint.microsoft.com
/##home,
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} =

=

LITI§<$ REETE https://endpoint.microsoft.com/##home LH T, EHA LIS
https://portal.azure.com HRIMEEE,

b) g Apps (AEF) >Windows app (Windows RFE1ER), AE&EE +Add (+Fm).

c) MApptype (WEREFRHEE) Thiylx$iEE Windows app (Win 32) (Windows RAER (Win
32)),

d) 2% App package file (MARFEEHE), #E3 CitrixWorkspaceApp.intunewin X, AiGEE
OK (#7%E).

e) i App information (MWARFER) HESHAERGES. BiF. HAMLHGE, AEHEE OK (HE).
f) #®& Program (i2%), BAUTER, AERT OK (HBE):

o« REMS: CitrixWorkspaceApp.exe /silent
o HFHHS: CitrixWorkspaceApp.exe /uninstall
s REMTH: RA

g) #i Requirement (EX), MAFENES, AE%EE OK (HE).
AR

M “Operating System Architecture” (RIERFERLEN) FIRPFEET %R x64 7 x32, 1R1F
AYihRAT LIZE Win 1607 & BmEARASPaEAARES,

h) %% Detection rules ((@i#LM), % Manually configure detection rules (FoHECE RN
) X4 Rules format (FUER), AE%EE OK (HRE).

i) B& Add (Fm), EFEFFEN Rule type (MR, RE%ETE OK (BE).

o N2 Rule type GRMZAY) Jy File (¢ff), MBFEALUE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (FRfl).

+ % Rule type (RMIZEE) } Registry CEfftK), id5 AN HKEY_CURRENT _USER\Software
\Citrix £/ Path (8&1), A Key exists GEMETE%E) {5 Detection method (i
MFAE)

j) % Return codes (REHRD), MERINRERBEEEN, AGETE OK (HBE).
k) & Add GFm) EMEBREFFME Intune &,
4. WIFERER TN
a) #F Home (M) >Apps (AE#2F) > Windows,
b) #F Device install status (8ELERE).

RERSBERLET Citrix Workspace MWBREFRIGEEHE.
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B
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FohEH

NREEREERT Windows #y Citrix Workspace R FB#ERF, EM Citrix THRE FRAREZNAREFNRN
RS, BXRRENER, BEHEMEHE,

ShEE
#hiAk Citrix Workspace M A2 rI AT, Citrix 27E%% 7 Citrix Workspace M ARFH ARG HHIXEN.
AR

o WRIGEE T HIFHIERIEN SSL, 15710 Workspace BEE#HiRS https: //downloadplugins
.citrix.com/ LM Citrix U EH.

o BEEHFFZERT Citrix Workspace R AB#2F 2104 #1 Citrix Workspace 2R 1912 LTSR CU4
Z BRIk,

o WHRZMMER Internet SEEA BEIZIRE T,

o BUIANERT, Citrix Workspace E#ite VDA LA TFEZARES, XEHE RDS ARSI EN. VDI
Remote PC Access it & .

+ Citrix Workspace E#iff =% T Desktop Lock Byt EH L FERIRES.
« EAT Web 89 Workspace BFFaEB &I T & StoreFront 588,
+ Citrix Workspace E#{XfRF LTSR E#fio

« Citrix HDX RTME for Windows B& ki 7£ Citrix Workspace E#i . % LTSR 1 aihik 289 Citrix
Workspace WBEF_E# HDX RTME E#HaI B, BER—58H,

« Bhi4s 2105 &2, 1&gk Citrix Workspace BE#iHERE, Workspace E#HEREET C:\Program
Files(x86)\Citrix\Logs . BXHEIERMERE, EHSRBAEWREIDD.

o FEERTUEEERRENSF EE#H Citrix Workspace N2, &0 LIS T A B R H@EMXIEHH
Citrix Workspace R 2 FEIIRHIEIFIO T EHRSTHLLIRME, EFEFNEmMa AT Citrix Workspace
[ 2 A P RER L FIFI S R R EAI LA,

- EBEAUERATREEHEE (PAC) M1 Web RIEEZAIMIMN (WPAD) 1B 1T BEhEHH, LRI
FESBEHITEHOIIEN, FXEFITINEE.

« SNRFAITIE EDCHE ZBEH, Citrix Workspace ¥ 7F&4iA17] Citrix BoiE#HRS:E, HEEBME
MHAE S I T IR
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ToihEERIBRS %8
FoiEHEFRE, EFEMERT Windows 89 Citrix Workspace MAER.

AILUEE SREEMEEIR S EREN Citrix Workspace M BIZFFBI HBihRA, A UM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\CitrixOnlinePluginPa
{iIEZ8 DisplayVersion ;if%.

BEESREETHREERSE, BEHRITUTIRE:
1. AREHBMXIEH Citrix Workspace [z R12FET.
2. EESREET,

Citrix Workspace M B#EF 4 B REX T H.

%3t Citrix Workspace B2+ Beta 2=

3% Citrix Workspace M AEFEENEMEHRN, SEWIIEEN. BEEHNARFKHRE Beta ivds, BERITUT
TR

1. MERZFERITH Citrix Workspace M BEF.
2. EMBEISHREET > Citrix Workspace 3.

3. Beta AR AR, MTHFIxRFiERE Beta, B&HFRE,
LB 2 TERHE Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
MNo| . .
Citrix Workspace x
Usy
l 1 You are about to switch to Beta channel. 5ome features might
not work as expected.
Select t
Do you want to continue?
Beta
r
Leam More

Save Cancel

THIra Fary THOTICES

4. BEHEEHT Beta s,
EM Beta RAIIREI AR, FRITUTHRE:

1. MAEZHERITF Citrix Workspace B2
2. EfMEISREER > Citrix Workspace Ei,
3. EEMEERET, M “EiBE” TRFIRPIEERE, RERHRT.
pE =
s MREEAFHEHTA, WEEREHEFER.
+ Beta lxARMEZE A EHIFEFFRHEREFHRPH TN, HHRERE, Citrix T#% Beta lr4dny
SRR, BB IR MR REBH XA, Citrix ATRESRIERIFNTEN . BIBUNEEE R R
HITIRIE. BINABEEFIFEDIE Beta iids.

457 VDA tBEzhEH Citrix Workspace M FBiER

BiEAT Windows 1 Citrix Workspace RZF#2FhR4s 2209 &2, "ILUBE eI T EMRET VDA LERBEHE
HIhEE:

7£ 32 it EM L
o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
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o EAtRE: AllowAutoUpdateOnVDA
o JEAAFRHEE: REG_SZ
o FEMREEE: True

£ 64 fUitEM L:

o JEMAZRI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate

 JEMAEME: AllowAutoUpdateOnVDA
o JEfRERAED: REG_SZ
o SEMEREEE: True

B EHThR Al

EEREA UEBARPRIREN B EIEIHRE

My

EEEALLBIEE Global App Config Service #i&& maximumAllowedVersion B4R RIRRASSRIZHIARES

Global App Config Service ##9=f JSON ST:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate"

"stream": "Current",

"maximumAllowedVersion":
"minimumAllowedVersion'":

"delayGroup": "Fast"

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}

"23.03.0.49",
"9.0.0.0",
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<!--NeedCopy-->

REBIRARE, BAPi&&E LR Citrix Workspace M AZFESBEEHEIE maximumAllowedVersion EMisER
hR 7o
pE
- B, AIEAM JSON XHFRIMNAESHTZRFMEN, ELARBRALNERIEMH
upgradeTolLatest #l maximumAllowedVersion & EME, B, WFERNSE, EAIUE
A5 JSON XHFFRIKEIE,
o B BEMBHREET, %5 Global App Config Service 19 upgradeToLatest i&&Ei&H
false, #N87A true, maximumAllowedVersion Fi R,
« EME pluginld, RAEEMEIEI Citrix Workspace N BER.
« MREER KR Global App Config Service EZEhA, MIRIAERT, Citrix Workspace [z
R E ISR kRS,

BohEHINEAECE (Citrix Workspace E5f)

AIUMER LT AR E Citrix Workspace E#i:
AFBEITR (GPO) BIEIRIR

@we1TEO
GUI
StoreFront

HwnN

fEFRA R R EIRIRIREE Citrix Workspace it
1. @517 gpedit.msc 377 Citrix Workspace R B2 4ASRBST R EIRRIR, ARSME “HENEE” T2,

2. ®EEIBIEER > Citrix A% > Citrix Workspace > Workspace &3,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EEREEAN, RAFIBHEHEN. ERARIIESESREEMERTIRE Workspace Efiti,

4. BEM - YEEMAAN, EOLLEREDBERENEFHREER. BA Workspace B#ifa, BEMEE
Citrix Workspace E# 58 FHIFIRDER U TERZ—:

o Bl - RABEEAAEMEEELHEN (BHARE). XIGEAT Citrix Workspace [ R#2R 2207
ZHIMARZA, 1 2207 ESMAH, Citrix Workspace N ABIEFEHMEEoh#HTH, EMIARTS

A,

o Fof - RAEA AR AL HEN. FEEEH.

5. IR LTSR LUXIREY LTSR B,

6. M Citrix-Workspace-Update-DeferUpdate-Count FHIFIRS, #EE—NTTF -1 2 30 ZEA9ME:

o MRER O, WASHMUERERH TN, SRAEHENCEEHNNEESET Update available (E3
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AIA) #mo
o MBEN-1, NEERUGIRER LR, #E7 Update available (F5TR) 187, EALUSEE

HMHEIREER K

o 1T 1-30 ZEMEEX T #%E Update available (F#HTH) 12TRHUGIREERETUL T AR
EELRIEELLF R E XHERREEMN. 82, Update available (B3 R) @RS s M,
BFREHIMUSREERIET,

AR

Bi& AT Windows # Citrix Workspace R B2 kR4S 2207 &2, BhEHMINEER S, Citrix-

Workspace-Update-DeferUpdate-Count ZEX R 2 HEFER,

BN EEMITER

kR AH) Workspace M AR AE, Citrix RTERERMEAEHELER. FALSE, S LUEHITER SRR
TR B B BT WA U EE A

BRIE (A, 1EE1T gpedit.msc UBThHAREEN REEIRIR, EITENEET ST, BEEEEIR > Citrix
484 > Citrix Workspace > i EREETHHITER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EEERA, ARMERATHRESR, EFUTERZ—:

o 1R - TERATHAPRESHIHAME tH B o
o 1 - TERXHHABREY AR L B .
o 18 - ERAHARBREE L ER

AR

ERERAN, RATSENERANEH. EEMRAERESREEIRFTIE Workspace EHED,

ERmLTHRERE Citrix Workspace 57
iBdE R4 Workspace N AEFERIEEH 1T

arLL@Id7E Citrix Workspace M AZF R EHAEHEE LTS HREE Workspace . BXIFMESR, BHSAL

S I8
At S ¥
ESH
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@i fEL s Citrix Workspace NWABREFGERAG SIS

WA UEREEA T Windows B Citrix Workspace A2 /EEEE Citrix Workspace E#i. £/ Windows &

$178M3 CitrixReceiverUpdater.exe MiIE,

@&, CitrixReceiverUpdater.exe i F CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, AILBETZ# X CitrixReceiverUpdater.exe URZESHHB O DIHEMNHG TS
o

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority=fast

=3

AR

/AutoUpdateCheck AHESE, BIEEAEERE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMSE,

ERER AP R mEE Citrix Workspace E3f

MEBFPAUERSREETMNIEERS Citrix Workspace FidE, XE—TETFHAFANESE, HEXEGEN
ERTYHFAF

1. ARBE@EMxXiEe Citrix Workspace B2 EliF.
2. EERES&E RN > Citrix Workspace E3i.
3. ERUTBHERDZ—:
o 2, @HMHK - 4 Citrix Workspace L RIEFEEME, EUEE,
o &, FE@EMEK - Citrix Workspace WBEFEEFRRNARBEHE, EFEEH.

o EAEEREEMNILE - FHE StoreFront iR55E LRERNIZE,
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(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BERR

AR

o 2, BHENE, FEBMBETGERT Citrix Workspace W ABTERF 2207 Z i8Ik E. 7 2207 HE
BShkasm, Citrix Workspace MAEFEMEBoH#THN, EMAANTIRIENE, NRERS, FTE8

MPED, BFHOEER.

o IEEILARETE Citrix Workspace R A2 EARFIREN “BREER RNLTBRHIBIAT. BXIFHESR,

BEAEREERRED,

£/ StoreFront &2 & Citrix Workspace Fii

1. FRAXAHIBRITHF web. config X, EXHBEENMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. ERXHHPHIBRIKFATER (EHEZELKFRF5A Store)
flg0: <account did=... name="Store">
£ </account> tridzal, SMEIZAFKFNEY:

<properties>
<clear/>
</properties>
<!--NeedCopy—-->

3. f£ <clear /> tricREHRINBE S EFHIFIC.

<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<clear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
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</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<c'lear />
</properties>
</metadata>
</account>
<!--NeedCopy-->
BUMNEXREFRENFAEENT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZF1EE & BEFHET B 5hi# T,

- Bzh (BN - BEteEMRTER
- F&h- REAPM Citrix Workspace MBREFRARE R B A HREIERNA KIKNEH
- BEH - FRITEFRRE.

+ Auto-update-LTSR-Only: 15REH{NET*T LTSR,

- True - EMEFIEBERIRITIEN LTSR BRHEH. XEE LTSR Eif.
- False (BiA) - EMERFENE B YFIHREH.

+ Auto-update-Rollout-Priority: i5RE]EEEHEREFHIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE 7 # HH B o
- B - FERATHARR B HAHE H S,
- 18 - FERA(THABREE RASHE L o
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+ Auto-update-DeferUpdate-Count: 35=A]LUIEREFIEMARE

=

IEENERTRENEH, TRATXRTEIEMENRTNER, BNBFASEEEATIERERN
iﬁlﬁo

- -1: BFREUERREREBEER,
- 0. BREEEEUERERET.
- A BRAUEEUGREETIEER X

NI

June 14,2023

FXEEEERE Citrix Workspace M BEFRIRENIENS Z XY,

[z PRI

NABEFBARNNAEFNESERGE—MIE. —MAPAUREZ N NABEHRETEENAEEZEY]
%, EERRHEOSTERENZRAEENRAEE URL, sTLi@d Citrix Workspace B2 151X LR A BE,

N AR R RS

a[LA7E Citrix Workspace R ARIEF AR TR ARIEZE: Workspace. StoreFront. Citrix Gateway [z
[EMBEEX Web MABE,

Workspace

Citrix Workspace 2— 1 EF=W I WABE, f@IMEEEEEtEeF—ifRNAEREF. SENRE
(FR) . XEFFEALUZ Citrix DaaS. NANAER. AMMBohRAIEF. SaasS Ml Web 5 B2 UK 2S5 A
BF. BXiFAER, E58# Citrix Workspace #iR,

StoreFront

StoreFront 274tV A IEN BERF, &3 8 Citrix Virtual Apps and Desktops s BIEFMESERE
B FRFPERANEAEES,

BXEFMER, BB StoreFront X1,
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Citrix Gateway W A®E

¥ Citrix Gateway BEBE A A AP MAEMEIMBHITER. F130, M Internet Sz (LB HITERMNAF.

BEX Web [AREE

LEIEERBMIEATF Windows i Citrix Workspace R RIEFFiARI SR AL BEEN Web B ARIENNR. EEAIL
Ihee, BERRAMKTISHTEEN Web MABEEZNZ Global App Configuration Service s ¥R URL 5%k,

BEXARLAPRE Web RAREIE URL Bi¥4EE, &2 Global App Configuration Service,

a7z Citrix Workspace R ARZFRIFINKF REPRMEEEX Web AREE URL. BEX Web MARBEETE
AH1 Workspace R AREFEOFIT .

EMPFEEX Web RARERE, EREKF > RNk, EFEEEX Web RARE URL, AEREHEHER.

B ARE URL 7% Citrix Workspace N ABiEFT
ERIMER U T A ZRAFPRYEEREMEENN AEFFENKAER:

s MAFREFFHRANKFER
o EEEETHEFHEMFRIK, LI

o @ CLI AN AEE

o TRECXF

o [ERHERBYNREERR

BAFREEFHRANKFER

FRIh%% Citrix Workspace ARG, BETUTRER. AP EERNB TRt sk 55 88 #thht 7 e 1518 R A
BENSE. BREANRKANFAEER, Citrix Workspace MBRFIFEIRIITIEE, MRWIEMLN, Citrix
Workspace M BiE2FER AP B RIZKF,
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iEATF Windows &9 Citrix Workspace T2

@ Citrix Workspace - O X

Welcome to Citrix Workspace

EFEAPRBEFHILEKRS, BESLOREERINEENKENNARFMENGEE.
» EE#%3 Workspace ZA®EE, E#RfH Workspace URL,
o E51%%) StoreFront M A®IE, BRH1ZARSS 219 URL. f140: https: o

« Ej@ig Citrix Gateway #17%#%, BAMERFEESIFMEEREENNAERE, FERNEEFIWNEE
Citrix Gateway BR T =2 AR N FAEIE.

- ERTFAERENNARE: mAFRME Citrix Gateway ZLREH .
- EREISFENABENISE: RUATERARAFRE Citrix Gateway T2 RENE UK AREIESTFR:
CitrixGatewayFQDN?MyStoreName:

a0, WREZH SalesApps KN AREET serverl.com BATIiEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGIEEA:

* serverl.com?SalesApps LUifia) SalesApps, &N
* server2.com?HRApps LLiiial HRAppS.

CitrixGatewayFQDN?MyStoreName IgEERF A @I M URL BIB—1 ik, HETRERTF
BEF BT R,

fERNARRE URL BE28 Workspace MRIEFE, BIRIEISED B4 & Ptk E S Eizk S,
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Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FERETRESHRIENEFmITEN L, MRRPEEKREFMEE Windows EIEEERRF, NRERFNRIERT,
BEREWMAREER, A5, Citrix Workspace AEFERIZRS B[ERRZE Windows EIREEEH, Xi¥a]
LUTETSRE R, EAEFEERERP Citrix Workspace WBEF 2 A17E Windows iR & BB b F i REER,

ECEE T BB FHREFAIMK R I

f2& Citrix Workspace M A 2R USRI E T B FHbFAIMk A LB, ERLEHAE Citrix Workspace 2R
g, APEERABCHETFRMFMIE (TMIFARSSES URL). Citrix Workspace R B2 iG1RIBIHE R4t (DNS)
ARSS (SRV) iIZRHaE 5 s FHRF i X BXHY Citrix Gateway 3k StoreFront iR 88, N AEFHERHIRTAFER
LR R B R E AR AR o

2 Citrix Workspace [ AR S EET B F M4/ £, 5207 Global App Configuration Service xx#4
f#y Getting started (NIJ)o

Z 7 Citrix StoreFront 5t Citrix Gateway A& EREE T B FHH4AIMKF KM, 1§21 Configuring email-
based account discovery (ERBETHBFHBEHNK, LI,

@i CLI A RS
UEBEERBMMERGSTIEOREERT Windows 89 Citrix Workspace MAER.

BXBEAER, BEAGLITEHIR.

e F R A FREC S

StoreFront {=4tFRBCSCf, FAF AT LUFT A EEFRAD S LUSE R FR /S S

el LUER StoreFront SREIBZE &M EREIFAE SMTEC X, BXEXHRELAF, UWEAFEBEMRE
Citrix Workspace R B#2F. &2 Citrix Workspace R R1EFE, AP REFTZ4EIAIELE Citrix Workspace
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RAERF. MREEBEEAT Web # Workspace, AFPERIUMXLELERFREY Citrix Workspace [z A2 FBE X

o

BXFAER, ESH StoreFront XXiLrREIN A P S A B SRS o

fEFRLA SRR R EIRIEIR

BEFAARERERRIRFINSERE Citrix StoreFront = Citrix Gateway, ERITUTi&ME:

1.

2.

BiLIETT gpedit.msc $T7F Citrix Workspace N BIEF AR TR EERIER,

EHENRET ST, EEEERIR > £HEEER (ADM) > Citrix 414 > Citrix Workspace > Store-
Front,

%% Citrix Gateway URL/StoreFront k%1%,

EEREERET, AEEEET. MREALKEKISE, WA StoreFront ik~ #1 NetScaler Gateway
URL B9%1%%

FEEFEPEAN URL,
575 Workspace NABEF—EERIMNARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery;[On

, Off]; [storedescription]"
f&:

o X-E#H 039, AFRNAEE,

+ storename - ABENETR. EXANSTE StoreFront fRS328 FEEENZH—,

+ servername.domain - REX ABEHNRS BN TLREHSZ,

+ lISLocation - IIS WM BEERKE. MARE URL #4715 StoreFront MEd x4+ 8 URL —%, [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, EFKEX URL, 3EM StoreFront hSH—NEIX
%, FIBEARREEITH, AEEH Address stEHH URL,

+ [On, Off] - Off EMANFERMERANNAREIE, MMERF B ERETIHRXLENAREE, WRK
IEEMNAAERS, MBAIAZER On.

» storedescription - RZFARIE#YIREA, $1%0 HR App Store,

AINELIERE Citrix Gateway URL. AN URL BIBFE (UDS59R) :

mfjl: STOREO= HRStore;https://ag.mycompany.com##Storename;0n;Store
Hh #Store Z#12 Citrix Gateway EEME FBEIE BT

AR

« Citrix Gateway A& URL B AR FIRFHE— URL (5% STOREO),
s EZNABELER, RAFER—M Citrix Gateway MBS URL BLE.
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o EALLAERRER Citrix Gateway RZAREE URL Rz Citrix Gateway 89 PNA Services =,
+ 18% Citrix Gateway ZA®EE URL Bf, REE /Discovery B,

BHhiR7 1808 #2, ¥t Citrix Gateway URL/StoreFront ik 5| REE MM ERISEN BRZFENRBHEESIETN
M. *EEEE,
AR
Citrix Workspace R B#EFhias 1808 RESBHMAFEEELMREFTHITES, MRFALKE 1808 XEShR
I, MHRESE Citrix Workspace [ BIEF R EIEREK,
PR

« Citrix Gateway URL R/ &#iE, SR StoreFront URL.
o RE#F%4 Citrix Gateway URL,

AR

BRPZEALGES Web RS 285m0 N ARE. AFPEIUM Web il2s& 5 Citrix Store, SABEM Web BahEid
NABREFHEHE. ENNREFRSERHFBAREN Citrix Workspace N BZFHITHEE,

EXMERT, TeEREN AP RERNKF R, Xal i@l U T IgE R :

o EmR Citrix #1174 ¥ CitrixWorkspaceApp.exe £ CitrixXWorkspaceAppWeb.exe
IASE SR IR A 3BT . BB EZXHE, FIaREPRERZRRIMNKA I EE,

o ARMITRERER: B Citrix Workspace N ARZFREBSHEERINKAER, BROTHRR, &
4R EREE T R BEIRIRAR DAY Self-Service T2 T2 A EnableFTUpolicy, X2t EH#ITHIRE,
HLZATRERFFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B93EHTF Windows #9 Citrix Workspace RBI1EF, AJLUSHERE HIERIRS (401
ZhRs (DNS) &%, mIE IP #odik,

BE.
Fx3E DNS IFiEWERMEC B AEALLIEE, TN, Citrix BiAEEZRS 25 /S A DNS &R,

BIAERT, DNS BMATTEARS 28 LA FRARS, 7£ Citrix Workspace M BREFFLAFERRS. X DNS &
FRATTERRS 38 LR FERIRAET, 1ERIREX DNS & #ra9E(a Citrix Workspace M AEFRIR[E IP #hiik, 7E Citrix
Workspace REFHARELEH DNS B#F#if.

ENRERFIRERA DNS BT, ERITIUTRE:
INRBRSZFEBE-EA DNS SFRMEMT, NHEBRSERFIRE LI, AJUXENAYIRERA DNS ARM#T.
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JINCy

AMRFESEATEUESETENE, FREERLERERS, RITTMRIEIFTIMREFEESEATESH

HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. BEFREMET xmlAddressResolutionType 7Fi1ZE HKEY\\_LOCAL\\_MACHINE\Software

\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
2. KEIZENRN IPv4-Port,

3. MXAPKRENS I AR EELTEF.

JEZE

i@ig Citrix Workspace N B#ERF, BRI BEARENEEMNNAER, URRBEEER Windows.
Web F02R4HEIRSS (SaaS) AER. U@ Citrix StoreFront giif@id Web Interface 17| Web TTEm&IE

BRPRARE,

/8 Citrix Workspace Ul &35

Citrix Workspace M HEF ERIRIBA AWK IEE (B1, AP EEIINRSSS) UK Citrix Virtual Apps and
Desktops = Citrix DaaS B RELBEMNIEE Z AP A ANENKEMNARER. JUEREIEDR > kF NERLE

StoreFront fR532889 URL, SEWMREE T EFRFHALKARI, WiddimN\BFHpttut#TRE,

ERIENVABER, BPRSBEERUTERR: WEX. SENYARERF. ERIR1E, BRHENHNER. E

MU AR AN EAR, B8R E .. EFRHERRIEIE.

ficEd

July 5,2023

fERERT Windows B9 Citrix Workspace R RZER, AU TEEANERENBEFSHE,

EERAESTEREN

30T T 5iEAF Windows B Citrix Workspace AR EEREXNESIEREEW,

MREFIRFEHRH Citrix Workspace B2 HELR, A7 LUTE Citrix Workspace M RiE2F PSR

MMEYIhEE, BNEIZZNEEE KT TR ML,

a,
-
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At , FIVEEREEATE KRR LaunchDarkly WE =5 RS A EEME AR BT BAEHE LaunchDarkly
e, BYEEET HLLEHIERENAERNERRIN EXMERT, EREREEREIRE URL 5 IP it
BRfE%H2 LaunchDarkly 8972,

LGB T AXBEREEE LaunchDarkly BmERE(E:

BREHIILLT URL B9RE

+ events.launchdarkly.com

+ stream.launchdarkly.com

o clientstream.launchdarkly.com
e Firehose.launchdarkly.com

« mobile.launchdarkly.com

FEAFFIRFFIL IP ik

MBHAEAFFIRDFIL IP #hak, &2 LaunchDarkly public IP list (LaunchDarkly 2/ IP 5I&) , FREXH
HIFRE IP #ASEEMFIR, ATUERLLYIRR T RENH IS E ST ENEH, UMESEMEMERFRE—H. BX
BRIEMT ERRASHIEMES, 15808 LaunchDarkly Status B,

LaunchDarkly £4Exk
NREFE Citrix ADC B U TIRSWIFRMBEIRBEAX, BRIEVAEFETEBSUTRSEE:

« LaunchDarkly fR%3.
+ APNs frilfr23ARSS

2/ LaunchDarkly fzs3

AILUERAERKITR (GPO) 5B A LaunchDarkly RS,

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIZFA SRS R EERIEIR,
2. EIENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > &%,
3. EERIEME=AREBIEREHHIEEN “EBA7.
4. BHENAMAE.
AR REIRIRR

BATEWEERARBY R ERERECE LT RN :

o MILRERER
o IEARSS 2R
« AlEARSGEREE
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« AFERHA
o mIERFIRE
o AP

ALY receiver.admx/receiver.adml R 4B TR AT BRI, S TIHEE, BERAAR
BEEIRITHI & SRR M. & Citrix Workspace ARFIEBENATEN U RS I FRNAFIEEN, SAIFE

BEM. BEERETRAPISE DHITEN, BERIGE EHARMARIRRIESR S N IMEIR X
Citrix ZiER Windows A1 % (GPO) BIEERECE Citrix Workspace FBER.

ZHEBEFEFE CitrixBase.admx f CitrixBase.adml U R BEEER X (receiver.adml 5

receiver.admx‘receiver.adml).
AR

admx f.adml XERFEREMTIRBIRZIH Windows ks,

R M VDA R # 7 Citrix Workspace 2 B2 &, W ADMX/ADML XX f43& & fii ¥ \<installation

directory>\Online Plugin\Configuration B&%.

MR =% Citrix Workspace [ A2 7 Btk 2% VDA, N ADMX/ADML XX f#43@&E AL F C:\Program Files\

Citrix\ICA Client\Configuration B,

BB TREME X Citrix Workspace M AREFERXHREZBUBNGE .

=z

P =W

Citrix BIEERRERFAR A Citrix Workspace M ABIEFIRHEH GPO iR,

KR X E
receiver.adm <Installation Directory=>\ICA
Client\Configuration

receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

P =W

o SNRFK¥ CitrixBase.admx\adml &Fizlasits GPO, B ICA XHEZRIEAHEEER,
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« F4& Citrix Workspace RAEF, BB &MIRIRXARMNE 4 GPO . SNGREEHHIRE,
BXREMER, BERUTIE:

Er ity GPO R0 receiver.admx/adml &R0, EHRITUTIRE:
AILUER. adm BEiR X HE B2t GPO MEFEHA GPO, E&8itE <& ADMX X489 Microsoft MSDN X
=

%% Citrix Workspace MABREFE, EFILUTFERMS:

XA

EHIRIR

EHBRUE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

3 CitrixBase.admx/CitrixBase.adml # iM% \PolicyDefinitions X %th, UEEEEER >
Citrix 4AF > Citrix Workspace 891 4,

Rz AR RIF

B RIPIIRER —TAMINThAE, A7 Citrix Virtual Apps and Desktops #0 Citrix DaaS (LLEi#RH Citrix
Virtual Apps and Desktops iRs3) BYRHIMEMIR M, ZINEEMRSI T EF RS REICRNRERAGTERER
e ], MARFFRIFAMEEERE FNAF SENSREEENEEE. ZIERHLEAPAIREEENRREE
WURERRRICRBBNENFASREE. BXFMEE, BBRLAREFRFRF
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AR

[ FRFE R (R ER B T i B AR R AP R INRERIAIEAIR (HRERRER TAAENE AP IBA). NA
EFRIPRIEEZEBHWEEXNTARTIARMRP. B8, MERFRAANARE, HREEMICREEN
WAARRSHI. BARNSHEORFIMARRX LR, BHNTERIEEFELEMIEPRHETENRF.

EEIEATF Windows i Citrix Workspace R EF LEEERN AEFFP, 182RRE— XM “EBTF Windows
#9 Citrix Workspace MB1EF” 45,

=

AR

R AR RIPXIEMARES 1912 FHIAF R 2,

N TR 25!

R FAER 3 o ¥r A P B Citrix Workspace ARRFFHEARFNES. BRIMAERRARGAZERE, H
AP — B FEERNNBEF RN BEFE,

BXFMER, BSR Citrix Virtual Apps and Desktops XS sRrI 2R FFEF 4.

’e7 ICAXHHZ2M
eIhRe R EEIN RIEF M K E B R o E R 02 |CA iRt RN R 2 M,
Citrix Workspace R AR#EF AT EER BN ARFNKERIERNE ICA XS EFHEERARNEFP, MIFAEEP,

LEThEE ST EMRRE R E U RELMEFENTTAES A ICA XHNEEERERMG. LIt ERTEEAET Web iy
Workspace B EIAE ARZFMIKERIE

EcE

i®id Web i5ia Citrix Workspace sf StoreFront B, #3%#F ICA X#rR2M, MRFTLIEE Web iAiEaE i, T
R IR MR I ThEETITRIR &R M. NREEANYa3AIE StoreFront, i&7E StoreFront #i&# web.config X
HhERAUTEY:

StoreFront fg4s Bt
2.x pluginassistant
3.x protocolHandler

Wi ERE RV ARIER, FREHN Workspace AR, MRKFETIZIRT, 1EBMRIIKE cookie HEi,
INRZE Workspace 3E, NAILBESMEKFIRE > 5% > NARFNKERDEEIRERE P IHIIRE,
1ER LURENES M T LUE R ERFEE R G AEFTH ICA XHBEIRE. ERUTERRE!
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o BPig ERESRERITR (GPO) BIRER,
+ Global App Config Service.
« EATF Web # Workspace,

£ GPO:
EMEIEMFRETE RS ER ICA XEGBHIRIE, BRITUTERE:

@idiE1T gpedit.msc fTFF Citrix Workspace M BIEF AR R EEIER,
EHBENEET ST, BEEERIR > Citrix 4444+ > Citrix Workspace > Client Engine.
ERERL ICA XHSIEEMERH B EIEENEEH,

PEHMBNHE,

> w e

&5 Global App Config Service:
ATLLfER Citrix Workspace Rz R#EF 2106 ®f9 Global App Config Service,
BREIEMTEETEAIER ERY ICA XHFBEIRIE, BRITUTRE:
KpEIEERE ICA X R MHIRER True,
£ Global App Config Service Bi¥4fs 8., &SR Global App Config Service 1%,
fERIEAT Web 9 Workspace:
BEFERIEAT Web 89 Workspace By IEfEASHIBE R ETE ICA XX, BERITUUTRE:
iz17 PowerShell &%, &2 E DisallowlCADownload,

AR

DisallowlCADownload FEETFiEREF StoreFront &,

SRES

HEWEELT Citrix Workspace R AEFWE RS E, XA ERER) Citrix #ITHIEHE, HEHMERT
AHIER TR,

e LUER GUI ERE.
WERE:
1. AREEHENXEFM Citrix Workspace M BEFEFHERSHE LT,

2. EFATIE,
IR “BEWRE” XWIEE,
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@ Log collection - X

Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTHEERZ—:

. &
.
. ¥4
4. BEFFENERSUENREHRERFNES.

BEMESIEFBET
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. EMAEGE, fHFLEEERS.
6. BERFHSKRBSREIMEMLE.

HDX BENEMHE

HDX BEREFMEr BT R EXE PSR ICA 2ENSEETE, BEEARNBESTIRENRSNE,
X-RENEATERESIEHIECRIT K, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNURRMNOPE, AIRA R FR,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZEATF Windows #9 Citrix Workspace M AR 1811 RESRAA ZiF I IhEE,
BE:

HDX BiER &R EE T INGMEF HEE VDA T TRBEHX, Ht, ZRARP.0XE CTX125027
RFTRTER s LR HE R X R ERAEER,

BiEN E 5

BiEnN &5 Citrix Virtual Apps and Desktops # Citrix DaaS s #9—##l %, A &R Enlightened Data
Transport (EDT) #£7 ICA EZMERMNIINEE. BXi¥MMER, E21 Citrix Virtual Apps and Desktops X
AR EE R EHE Y.
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“BREBT &

BB E BRI HR Citrix Workspace R A FEMRNARRXBEHEFENBREEMRNTAEREAR, XH¥
ALUBRAFEBNEERATNAEEREENRE, BEME, BRI

o —EERE “BRERI” Ko
o ERPIREUTHEIRE:
- HEWE
- EERL
- REENESR
- BEMESE
- = DPI
- RER
- REZAMEREE
- Citrix Casting

EAERXBDRERE “EREER” %M
AL fER Citrix Workspace FRIEFARIEITR (GPO) EEERIEHE “‘BREER" K

1. &itiz1T gpedit.msc $T7F Citrix Workspace R RIEF A KRS R E RN,

2. EHENEETST, BEEEEEIR > Citrix Workspace > BBIIRS > S4HE ETET,

3. EEREHARAEIETEEE,

4, EERBEAEEMXEFH Citrix Workspace M BEFEIFNAREEPRE “SRENEM” %5,

AR

AIANERT, EERRECEETL,

T “BREER” RPREFEIRE

BJLAERA Citrix Workspace WA FARKENRERRIRESRAEEMRFRBEAFILEENFERE. BRER
&, BEHRITUTERE:

1. @17 gpedit.msc 77 Citrix Workspace 5 124 SRS R EIRIER

2. EHBENEET AT, BEEEERIR > Citrix Workspace > BEIERS > SR EETHET,

3. EFERTERBNIRENERK,

TR T ERT LOERANET A K8 MERI R0 -

LT 121F
RECE BRgE
=) =1 iR E
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il 121F
BEXHA BRigE

BT “BREER RPREUTRERE:

- EEENESR

o EEHPD

« = DPI

o RS
 MIRREFNES

o REMESE

o BREANMEIERR
. XHFHER

« Citrix Casting

EREMRRIERT “EBRE RN RPEE “E8 Workspace” iER
AIAE R EMRFIESRTE ‘BREIET” RHEEEE Workspace 3£,

1. BabEMREIES,

2. SMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. tIE— I FER&EFMET EnableFactoryReset HIEHIGE N U TFERER:
+ True- £ “BREEI RPET “E8 Workspace” 3£
« False - £ “BHEEI” RPFRE “EE Workspace” &1

£ “EREERY RhpgE “Citrix Workspace E” %10

AR
“Citrix Workspace E#” IR RIRIRRZRS “BREEN” RPFENEMERRR,

@idiz1T gpedit.msc 77 Citrix Workspace B B2 SRS R EIRIRR.
HEHENREETAT, HESEEIR > Citrix A > Citrix Workspace > Workspace .
%1% Workspace EFi 50,

EREERESREETNRFRAE “Workspace B#” &8,

> wnN e

StoreFront z) Workspace URL i¥#%

i@id StoreFront | Workspace URL &%, EaILERAF RERIVHER TIFREBF M StoreFront ZAEET
457%53) Workspace B E.
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BER, ENREREZBEFP#BAE Workspace [ AEFHHRMT —1 StoreFront A& E storefront
.com, ERNEIERA, BT LT Global App Configuration Service F1 2 & Workspace URL f& §F {‘store-
front.com’:’xyz.cloud.com’} 8 StoreFront URL. Global App Config Service #§ithi& E#XFFHMT Store-
Front URL storefront.com BMIEEFMAKFTEIRE _EMFRAE Citrix Workspace Rz A2 526,

BMEIEEE, Citrix Workspace 5z B2 5mEt89 Workspace URL xyz. cloud. com FIIAS— R A
5. AP Bohif Citrix Workspace M BI2FERY, #3T7F Citrix Workspace R IE. L EIARINA StoreFront [z
B®EIE storefront. com {RMEI Workspace M AEFES. BFBETLER Workspace R FBIEFE RIS M
FIEIEIRE] StoreFront lARE storefront. com, &G A LUEHIMEIET M A F BYi% =& & 89 Workspace
Bz FRFERFHER StoreFront MA®ENE storefront. com. MIBRAETLLIEE Global App Config Service k.

BRA%IEE, BRITUTSE:

1. 1/ Global App Config Service ¥ StoreFront f2 & 7 Workspace B 4t, & % Global App Config
Service B9 8., &8 Global App Configuration Service,

2. 4548 App Config Service iy #i:

{
"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"

}

]
}

H

"settings": {

"name": "Productivity Apps",
"description": "Provides access StoreFront to Workspace Migration"

)
"useForAppConfig": true,

"appSettings": {

"windows": [

{

"category": "root",
"userOverride": false,
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"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
]
+
]
b
+

<!--NeedCopy-->

AR

MREEEREEEMNE, /&M POST,
NREEERENENERABEE, FEA PUT HREENERONHEEMEZZHNIZE,

3. 1z serviceURL 24 H#5%E StoreFront URL storefront.com £ URL 81,
4. 72 migrationUrl 25 REEZE Workspace URL xyz.cloud. com,

5. f#H storeFrontValidUntil TTi&E M Workspace R RTERF#IE: StoreFront R ARIERM AR, hFER
RELEFEL. BILUMRIBEMNERIGE LU TE:
« &= (YYYY-MM-DD) WM B A

e =

NRERME T I ENBER, NWEFR URL BIEIZENRIER StoreFront RZFEEIE. WRERME T RERH
HER, StoreFront A& EIGEIZELN BEAMRIBR,

#ix App Config Service g &G, BERUTRE:
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Citrix Workspace — O ®

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

[z FRAE R 32 A
i&@id Citrix Virtual Apps and Desktops #0 Citrix DaaS Xt BIEFR, EERERUTARUNERFFR:

« Web ifiatgE= - tNRAKHITEMERE, Citrix Workspace M AREFERHET N RSB RN BEFMNREN
Ihék, AILUTFF XK ESIAERTF Web 89 Workspace, LUERHERFIENNARER. EHERXT, Tk
EfRRELSXREERAFPNRE L.

« BEIIRSER - @iTi§ StoreFront kP #mEl Citrix Workspace M ABEF 3 Citrix Workspace [
EFEE NieR StoreFront Web 42, AIUEE BBRSER. BEIRSEXAFEM Citrix Workspace
RARFAFRREITANARER. XMIERNAF AR SHEHNARERNAIREMN. EERSEXT, B0
RIEREECERT. BTN UREENAREFXEFIRE,

A=W
BUIAMERT, Citrix Workspace RA1EF AIFEIEZFETE “FriR” XePERHRAERF.

o RESRER - EERAILUE Citrix Workspace M BEFEE N BNEIEE ‘TR RS m ERERN
BAREFNSERESR. KBS Citrix Workspace MEBREFEIWARE M. HEIRESRER AR EEREN
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Windows SR EIRFBEBAGHNARR, ZUBEREHFERIINAREFIUE.,
BXFMER, 5507 Citrix Virtual Apps and Desktops XA4HEIE]E 2 (FAER D

EEEBBRSRR

B BH#%¥% StoreFront i~ R0 % Citrix Workspace W A#2F 33§ Citrix Workspace M AEFEENIER
StoreFront 5=, ATMEEBEIRSER. BB RFAFM Citrix Workspace AP REITRNBERF. XMiEiE
B P A58 5 %% 5h R A S S B9 A 3 AE B,

3 =

AR
ZINERT, Citrix Workspace RABEFAFRAFEREREH “FHR” RethE RN BER,

EEPRSEXT, BALUREFERERS. BN UMEENAREFXRFI’RE,
RRBFIINE A E N AR R AR EAfSE

s EREMNAREFIEARFINARER, WELKIGEM Citrix Workspace N ARE2FF kR, BEFRSH
KEYWORDS: Mandatory HiinZINBEFiREERE. ~=BEAFRERTECEIT RGN BEFN ‘MR ik
Ijl,

« EAMARMERPITRE N BEFNNAREE, BEFRE KEYWORDS: Auto MnERREE. AFRES
ZNFAEER, RN PEFIEEHE, mAERFFiTik.

- BmBPEENEARER, HEEESE Citrix Workspace B “¥5ik” FIRPIIHEBNNAREFUEEESZ T
A, BEERT5E KEYWORDS: Featured Ktz Bi2Ri% BEE E.

ERARBE RIER B EX N AIEFRESANIE

1. @dia{T gpedit.msc 77 Citrix Workspace Bz B2 A RIS R EIRIER.
2. EHENEBET ST, BEEEEER > Citrix 4 > Citrix Workspace > BBIARSS.
3. #®EEREE SelfServiceMode 5,
a) EREERANEEEIRSHEF RE.
b) EEREZBUFMITRNBRER. WETREEBRSHEFRE.
R BN AEF RS RS,
RIBRERFIAT,
SR AFMHE,
BFEzh Citrix Workspace Rz RTERF LUERMBEIE R E o

N o ok

fEF3 StoreFront ik IREBEXNAEFRESHUE

1ZETLIM StoreFront s sm7E “FFi8” HBEMEE LGB REAR. TS TT&E HINE <annotatedServices>
89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKAESAEL, 5% PutShortcutsOnDesktop, i&&: true  false (Bik# false),
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o ERREARRAE ‘TR F%rh, i5EMA PutShortcutsinStartMenu, 8&: true 5 false (Bl true),
o B “TRR” WBPFERALFIRR, EFA UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAA
true),

AR
Windows 8. 8.1 #1 Windows 10 RAMFE “FFia” SRBHSIEBMRANXEFT, MBIk E RN BEFHERI

Rk TR TRNEBIER. “NBER" AEi@d Citrix Virtual Apps and Desktops #1 Citrix DaaS &EX# “%51)”
AT,

o B TR RBEPHFREHREARNLBESENER, BEA StartMenuDir, &8 FHBRE, BRREAR
BNEIB X HFHZ T

. BEENREECRENNAER, 5#A AutoReinstallModifiedApps. ®8E: true = false (Bt true),

« BEERELAFERESRERENER, EER DesktopDir, &E: FHHEME, EFRREARTAINX
(G2 3: e

« EXREEF I “add/remove programs” L8IEK B, A DontCreateAddRemoveEntry, &&:
true =t false (ZiAA false).

o EMRNABEEFUFREENERBRMENNARFEXNARES R Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true = false (EikK false).

£ web.config XX/, FEXRFMEIHFE XML 55, 1E@ETE U T LATCER LS5
<account 1id=... name="Store"
ER S HIER R </account> #Rit.
TEWP LR A, ERILBURBMEE S
<properties> <clear> <properties>
B LU BMERINEILL S <clear /> tRiEZ /G, 8TEMES—1T, FHREBHME, Fn:
<property name="PutShortcutsOnDesktop"value="True"/>
AR
£ <clear /> IRZZ RIFRIMM B U TR ATRERFER R M. HRINBMEAMAEE MR <clear /> iTiZBFIIERE,
LU R UL ER 5 894 B fl

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir"value="Citrix Applications">

BE

EZIRSB[/WBER, F—RANER—ERSBREHRS[AMNAE, #R Citrix StoreFront EBIEHI G KT
EERWNEMEMIRS 2 LB1T. TRE, BENIEERMINERERERERSSE, WMEEMBETHNEMRS
5. BXRIFMEER, 55 StoreFront i,
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A/ Citrix Virtual Apps and Desktops 7.x FHEN AIEFIZE B EX N BEFIREA NS

BJ LUK Citrix Workspace AR FRENBIEET ‘AR XePRKE LRENAREFNSERESX. B2,
ERES Zair9iEAF Windows B Workspace hras#ffil, B2, hias 4.2.100 5| N T /A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIFEPE—LUARFREEET—RNUERT, LINEERIES
BH.

556 XenApp 7.6 RIS MBI E &R X BRFRES I AE
#£ XenApp 7.6 HEESR AR £ 7 HRES
1. 7 Citrix Studio &, IR AREFEERE.
2. ERARFEBERET, wEXM., ELRER, TUEENERAR X RAER.
3. SRR S NE. BEEE S R RE MR,

4. ENBEFERNFERS, TLUERIEEER Citrix Workspace NBEF RN AIEFNZER, Fla0, R
Z70 Microsoft Office EBIEFHIRIEA T, BN Microsoft Office,

5. & “BREFXNFMIBFRE EFIE,

6. BEME,

Application Settings

Studio

Identitic ation !
Location e ey
i Vst

File Type Assaciation

FRITMEIER N N AR F FIRHITHFEE R
EUTFIERT, Citrix Workspace M AEFIREMMEZLZEHI.EXE FARMIIEE:

« BRERN, NAEFHEHSHIER, NE
. FENNAEFFREITRFESR,

EINRES R BB R

1. #FFIETEN ELIRN BREFER,

2. BEURAEFFREHNZITMNEHZHEN—MERAE.

3. MARE, BEE—MHATFIR (HE, BIRIIEBRNEFREITER).

4. FIEMRRITUAGEATF Windows B Workspace BETSiBE MEHZ S HITFIRROIEX LEEFR,

MEREAT RemoveappsOnLogoff i1 RemoveAppsonExit, 7 BAFEERERNABEINBEFREIER,
BT RRR T A RAEREIER |
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1. f#H regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f£ A regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft4ck=TF HKEY_LOCAL_MACHINE.

Iy

AMRFEFRERSBERE, JRFEENMRERERA. Citrix TEHRIEEIMRFERECATLESEEY
IMBYRREES IS LABRR, EFREMRRIBSRT BIENIY, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI RRFRAIRITX S

1. ZEFHRITEN L, NFAENBREFCIBEFERAINITX . ETHEIBEFERATRITXE, BEMERAER R
FIfEMA Citrix Workspace M B2FEHITEMN; Citrix Workspace MBEFEEER AT RIT -
2. M%BAPPDATA%\Citrix\SelfService RREVFRAHIT G, BREE exe X4,
3. BXERITXHEHIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMER:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R E E, & &7 U
£ HKEY_CURRENT_USER t fig & WL T & &, HKEY_CURRENT_USER W ft &t & & F
HKEY_LOCAL_MACHINE,
d) BEFHEFER Citrix Workspace [z B2 SRR B R E K.

IRA:
KTEFENRT L AREFRES BB,

AFAPEZERERER “FIR” XeHhnNERER (BBRS)

MREEHR N EERENARER, BAVTAPERERNIIWGESRM A AR 2PN EER

MRFLEAPEREERERE “Fia” XEPNEAEF. UUBBRSEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEFEEE B s TRECHIFN5E HI N
REFXRFIRE,

INRFLEAPERENET ‘TR REPWRARERF, KA Citrix Workspace BRRFEBEMED, RE

EIEHEEFRENNAEFRESIREERE L. NEREERE LN/ LI NAEFERSYAEFRE,
RIEFZEA B HEFIN BERF.
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“Fra” RPEPRREEARAREFRES T

MEAFE—ERAITEN, EUESE2FTEERFIFERENAERREAR. ELHEBERT, RERENFEZH
wRa%inial; &% Citrix Workspace NABREFEFRRITEMER, AENKNEERT Web # Workspace, FaJ LU
Citrix Workspace M AEFEE H#TEBFRMARRESXREEEMAMLE,

WNRAHEEPELE Citrix Workspace A2 BN A A Citrix Workspace i RiZFELE

BRPREAAREE ‘T RePHNERuE: PutShortcutsinStartMenu=False. BN EBIARSS
B, Citrix Workspace M BRI AR BEIZ
FHRETE “Fria” Xeh, RIEERSLARERIEEHTT
i 6=

BB AEFRESNBRERE “HiR” REhRIE L

MRAFPRERIVBNARER, BEMENAEFTKEST ‘FiR” XePHREL, IEREETRE LNEDIXHX
#,

NRFHEE Citrix Workspace MR BaiEFEMNA A Citrix Workspace M RiEFEE
EFREANHREE ‘FR” REh, SelfServiceMode=False, Figa]AKINBIEFERE
BIRTE “FFIR” B,
MREEERAMAENAREFRESATREERE L, 79 Citrix Workspace R BiEFERE
PutShortcutsOnDesktop=true. Fifa] I HIE
FEHEERERE L,
MREHFEREFERESRNBREESRE LA HEFSD,  H Citrix Workspace R Ri2FEE DesktopDir= B
FHENBREFNREX TN ETT,

£/ XenApp 6.5 = 7.X FHIENAEEFIRE

MREGEBREAANUEUES A BETERNUERIXERES X, 5EH XenApp BNBEFIRE:

NRE B SN BEFIRERRENBEFNREME, 7 Citrix Workspace MBEFEE
MEELTEBRSERLRE “FFia” 2B8iER, BT PutShortcutsinStartMenu=false ¥ 2B ENFAE
AT 1E, FigE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 143



iBEAT Windows 9 Citrix Workspace R BiEF

Rz FAAE P TR B TR 35! S R B E S =

MRFENAEFEREXMHRPET, BERUTER:

MREFHE Citrix Workspace ZREFKETE “Fri8” A Citrix Workspace M RIZEFELE
FEHNNARFRESNEREEXBENES (X  UseCategoryAsStartMenuPath=True,
%) #,

NRELE Citrix Workspace M BEFHETE “FFiR” 7 Citrix Workspace M BEFEE
REPHNARFUTREXHEF, StartMenuDir=“Fra” F&XH4FZ M,

ETHEGR A IFRN B2

MREFRFERFEREMAPAZRRRNEEINAER, WA UERF EHARHRBIFRNABERF.

MREFHE Citrix Workspace ZBEF/E LI K Citrix Workspace i RiZFELE

FRENBER. RemoveAppsOnLogoff=True,
MREHL Citrix Workspace ZAZF/ER AR  BZ& Citrix Workspace AR, E
N AR, RemoveAppsOnExit=True,

BN BEFHIRN BERF
ECE AN R IR N IR

o BISEMAEREMRENNBAZFMIE Citrix Workspace B2 PRI BIERF, BMINX AT &
KEYWORDS:prefer="pattern”. LtIhaEFRH “Air AIERFIAR,

ERPIHEN ERENBIEFZH, Citrix Workspace MABREFRBERIEENER, LAEREEESHE
HZNAER. MREEARMEEE, Citrix Workspace MBRFEITIAZNBRER, EFReIRREAR. AR
M Citrix Workspace i AEFEOREshizN AR, Citrix Workspace MARRFRHEmHAMREN (§
%) RFAER,

NRAF1E Citrix Workspace M BEFINBEE 7 £ EERBER, MR Citrix Workspace [ HER
Rl BE BCHIT I Z N BEF. MERAA M Citrix Workspace M ARRFMHEEFENE T ENE %N BER,
Citrix Workspace M BiEFEBCHITIZN BIERE, BRI,

AR

Citrix Workspace AR ITRENNAEFEN, BHAXETF prefer. EITRNAREFERBFMXBFHER
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1M

AURAENLAERFZRIEEXRTF prefer, RIF—MLEMARHEILXRFNARENLAREF. AIUEEEEEH
ERUTEL:

o BISEXAERAMTENNBIERMIE Citrix Workspace MABREFPIZHEMNARERE, BHINXAERSH
KEYWORDS:prefer="pattern”, LtIhEEFRH “Athr AIERFIAR",

ERPETEN ERENBERF AT, Citrix Workspace WBREFIFIERIEEHNER, UHERTEESME
EiZNBREF. MREBEAMEE, Citrix Workspace RBREFEITIZN AR, BFRCIEREAR. BF
M Citrix Workspace [z A2 F3HiE BB ez N AEFE, Citrix Workspace 2R B ohasth 26
(BN%) MAER.

MR AP Citrix Workspace R BE2FIMNBENE T EMEixRBEF, WTK Citrix Workspace B2
Rl BTG BGEIT R Z M AR F. WMRAA M Citrix Workspace REFAFHEH T E M EENBER, Citrix
Workspace N BEFEBCHITIRZN AR, BRHH,

AR

Citrix Workspace N B#EFITIRAEN BEFN, ENAXET prefer. EITRANBEFEBRINIXBEFTRER

E1ER.

AUAENLAERF S RIEEXRTF prefer, IF—MLEMARHELXRFNARENLAREF. AIUEEEEEH
fERLUTE:

+ prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BIEF 2 A ERNBEFELE, tLNBEFRTR
AUE—18E, BEUR—1MEE, MREEE, WEERMASIS. FAFNEBSINERNXFREN AT,
BEFAKDANE, MARFRMLEEANERRFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THyBIEA EBEILA

Word \Microsoft Office\Microsoft =
Word 2010

Microsoft Word \Microsoft Office\Microsoft 2
Word 2010

=Hla McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HEa McAfee\VirusScan Console 2

« prefer="\\Folderl\Folder2\...\ApplicationName”

HWHERERASTENREA A HBREUR “FiR” RETHTBENAREF S METE. “Programs” Xk
B ‘TR XRARTHFXMHR, AbBIEEESEENREFUBEZX G RANERNAERF. MRE
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RhETE, WFEEFERASIS, RREXAANE, £XTBETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS i2F A N EHENBEEREA.

KEYWORDS:prefer= “Programs” THyHIEA T Ui

]

\Programs\Microsoft \Programs\Microsoft
Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010
\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010
\Programs\Microsoft Word \Programs\Microsoft Word b3
2010 2010

« prefer="\Folderl\Folder2\...\ApplicationName”

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPSNEENAREFZR,
BRILUER MBS RES FRERXX 4R, RREAAXFBRZLIRHIBNEBRER, LEFIFEEER. W
RBEEHETHE, WHEBEASIS, REXSKNE. EXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THyHEA T EEIE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft 2
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BEXHEMXBFHNES, ESIH StoreFront XL AL0ER 2 Y “EABEI,

EMETHE

HEINEE AV EE X N AR ERENEMENERF[. EAUETERE LR -8R RETSFINRS/\GERES.
BJLATE Desktop Viewer FH E/REFHF/ETNFHREEINEREE. EERINERER, ERIULHIKEEREELIU
BESDWMAZ M EMETS. RIEFFARETRSOMRNIEE B LRI BRR.

EEI LU AT DPI 4Emsk DPI AR RINE 2818 E DPl. NAEHERBHERE, BRBEXNKEEERIE.
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IEERERTE2RF. RERSRERE, FEFEMEMNEAHHNAER. KEEERTSIEFHETHMER
GiER.

BEATF Windows i Citrix Workspace R 2R 2106 2, £F. ZERSRASEHIHEMETRER. BAE
AT, BEPETHERELTFEARS. EZETRETRF, NREMERENEHTEL/ \ M ENERSE, ERNENE
TRRERNAIFMERIERE TR, NREIIRE, EMETHERBRZE, TNAZEERIERTR.

ALUBTIRE M T EMRINZE A Z BnesiGoaiee:
* HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

2 #5: SplitAllMonitors
2% DWORD

f&:

Nz FRtEFr B Bh T a]

ERRIETEIRER UERNAEFEEAER RS RENRNENE, MTRAFREEMRLREELE,
BEIhEEA T IETBRIE. MBEHRIERERFERE Citrix Workspace M AR st &E7EIHRIMETE (J1RA
FEER) 8IE#,

RS SEREEE T ARFNERE, AFEEAT Windows # Citrix Workspace [z AT R H iR INFT K
PR, ERHT—IRIEZE, RIEMBEESREFR. RIARAER ctxprelaunch.exe E2IEPIETT, B
HERET Mo

BXFAEE, BFSRAEAEERZ AR “Citrix Virtual Apps and Desktops” —X B RIET BRI RIEEIRIE
o

BIAZBSIETR AL BRASIEARITIEE, 157E Workspace 59175 E 85 ENABLEPRELAUNCH=true,
HEG MR EnablePreLaunch i&&H true. BIANEE null REFBNTHRER FRRARS.

AE:
MREEEEFHHTENES NN EE (SSON) S4I8IE, NE BB BMEE. NEHEEAIEERE (SSON)

MABBFIEL, 5% EnablePreLaunch EMRMEIZE N
false,

AMRMAERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
o HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITEE:
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o ERTER - MAIEERFNEREESEHNIIEZERS, MEREZNREENETREN R, BEELERER
E0ERER. AP ATLUETEH B Citrix Workspace [ RTEF il & B TS s ThAE

o ITRIBTEE - B TEETE TR EE R, HRINFBHXERFREEFBETEBIEHRIEER.
RFAH R FAB B RBEXMNFME, ERTER. AHEZMEMRSB[BAR, ZRIEFEITRIN
BIERRBEN. B0, WMRITRIBFTEEIRIFE 13:45 #17, ZEKFFEFTE 13:15 2 13:45 ZEE6h. @EE

EmER R,
7£ Citrix Virtual Apps R %8 LECESohEIE:

o SIR. BAEMRTEIN AR, UKk
o ERTERITE RN AEFRNAF RRIRE.,

THefEMA receiver.admx XEEXFBGITHEE. BR, BB ECIMRERELTEHERE, ATUERE
iBEAT Windows B9 Citrix Workspace N AEFHRias 2 SEECEMERE,

« HKEY_LOCAL_MACHINE EEEF L EIEZEFE N
o f@ar Ll HKEY_CURRENT_USER EER—it B LRAAENAF REFRIRE. AP THEEENRAD
a1 HKEY_CURRENT_USER f&, &8 LA A R4t T B BRI,

HKEY_LOCAL_MACHINE FHt&{E:

3t F 64 fii Windows # £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

33F 32 it Windows $@1E& 4t HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£&#5: UserOverride
28 REG_DWORD

&:
0 - &£ HKEY_LOCAL_MACHINE {&, BpfERIBS777E HKEY_CURRENT_USER {Et2 2801t
1- M HKEY_CURRENT_USER & (WMIRXL(EEE); SNIER HKEY_LOCAL_MACHINE {&,

Z 75 State
8. REG_DWORD

&:

- BRUSEITHAE.
1- BRANTRER. (IR ERFNERETSHRIEERER.)
2 - BRITRINTE. (FEEIThAERER Schedule BEERIBTIEIRED.)

#Z#r: Schedule
2% REG_DWORD

f&:
“SHRIMTRETN” BIETE (24 /B34 FEEBEHRUTERIAEN:
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HH:MM M:T:W:TH:F:S:SU & HH 1 1:0:1:0:1:0:0, Z=IELPRTE
MM F2/)\B A0 73 59 ER 13:15 2] 13:45 Z 8250,
M:T:W:TH:F:S:SU A—RARMEA
wEE. Fi, BEEEH—. 2H=
MEHF 13:45 BA “HRINTE
51”7, &% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER JFifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule x5 HKEY_LOCAL_MACHINE E&E#ENE,

REABEEM

WERBETARBATFEEARZAEFHRENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EEERPIZE,

Citrix A& P %5 URL EEMIRE TN EE P IR EE M AEAERFESR. B2, RITZNEXNMAEH Windows
ERIREANEAAREEE M,

AUERUTEEZ—BENARNEEER:
1. AR (GPO) BIRER
2. AR EES
AE:
 WHAREERELRMNAERIFRLTEBRSHRIERREER,
o MAERSSBZMNEF K LEANEABTEER. ERSSHFFin LAY, ZIEEEEA,
o 83% URL B, aTLUEE— URL (U2 S 9 URL 3R, STLUERES (*) fE@E M.
ZFH GPO EEEIREANEABTEEM, BERITUTIRE:
BREERREERT Windows 89 Citrix Workspace Bz 2 FrER AR R EBIRIRELE,

1. @dia1T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. TAFRETAT, REZIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K1,
3. ERWERBEERERE,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZF K URL FEH, BASTAMRSBEEMEZF K URL. B SRR,

&4 URL BY, 82 URL USSR URL 5IR. BIUERES (%) (ERBERR.
7. BEHEMAMME.
8. E@m$1TH, iBfT gpupdate /force @<,
EfAEMREANAARTEER, FHRITUTERE:

BEEANEAARBTEER, &7 Citrix Workspace REAREFE i LR M Citrix Workspace R BEFRE K
C:\Program Files (x86)\Citrix\ICA Client) i&fT redirector.exe /ReglE &%,

B5E:

o EHRFREETAMUFASHENBEIFELE. Hld0, MRIZKET VDAFMMLUE URL https: //www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

« URL EEMXEZIHEN URL: HINTER R ARAIRALI= AR 28 SMIEIR URL, BEAEBURTF IR
28

« MRBRBMBEBRNENNEBZFERZ A StoreFront tkP~, = StoreFront ik ERBFRIGHE T
B ARFHERARIE.

o FRMEEONE URLEEEEFFIHENETR. URLEE@E VDA B, MBEMNNBEITHF, EEEH
URL BE#mAm-= .

o TR, BFHRH. PDF S0 AT,
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o WRINVEFE—TPIRS B NXHREXE, HEFNABTEERREER—SITEN LIEERN “BRA”, Citrix
BIVERRRS S/ REXBRENRNE (URL) EEAINEE, MUHIA URL EEAEEIET.
+ 1f Internet Explorer 1, #HI&E > Internet 3£ > 5%, AEEENEHD THEBE=A RS
I REEE,

PR
MREERBTFRIESHARAMEM, WAREFERLENH,

EF Chromium #93$ 28235 Wm URL

NEABTEE @A FEERARSSBNEF G LRSS URL BEAMEFIREEAIRSSZURMRSREEHEEE
P o

AR 53255588 1E Delivery Controller LigE, ZFrinHbgE Citrix Workspace NAEF Lig 8, XL HEERAR
BE31% (GPO) BIBERHITIRE.

BHhR4s 2106 &2, B% Google Chrome # Microsoft Edge #in T W& URL EEExiF.

WDEFMH

« Citrix Virtual Apps and Desktops kixads 2106 =& = Hxr7x.
o NEREEMEYT BEFRA 5.0,

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace [ Ff2F REX 4K PIZITU T

A .
~ .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
AR
7£ Chrome %188 EERAXLER ST, FEM Chrome W LR AERENEARNBEE AT B
EMWE URL EEMAAFEUHEM Google Chrome ¥I%328, &M Citrix Workspace M HEFREX 4 EHIBEITIU
Tap<:
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
WNRTEIHIE RSB B TEN U TR, BRBIZER:

Websocket connection to wss://... failed.

B x7z Citrix Workspace MAEFHEE URL EEEMNEER, BERAWNARREE M,
BXNNRBRIEECEMFMEE, ESH Citrix Virtual Apps and Desktops ST 528 N A EE o
51k Desktop Viewer BEOTHES, BHITUTIRE:

INREEAT 24 Desktop Viewer &0, MEIAERT, A FIEENRENKEE L. MRAFBERENEES R
H, AXXERENESTET AR, BEEIMRRFER, T UZRRIAMTRH L Desktop Viewer &0

T,
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JINCy

FAMRBEFLRSHTENG, THEFEEMRERERA. Citrix TARIIEIMRAEEREBTYSHE

IR RABE RS URR, EREMREEET BN, EREIMRZE, BSHHITER

s EARREL, REREMISENYFIAFAETEIEMISEARST TR, EUTIRRIZ—FEIE— B
DisableDimming # REG_DWORD %H. MIREEi&#& LfEM Desktop Viewer, MEEEN&EB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

&, JUBIEU NIRRT —FEIZERE REG_WORD % B RE X AR, MILHTH LR

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXE MR, E%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS B R 2E B NILIhEERE
T HREE,

BZEEISEANTEIESE, Wl true,

MBKRIEEZERIFLBIREN 0, NI Desktop Viewer BIETH, MREETEZMNEE, WEERAUTHER.
HHIRFNE—NEKEREEREEORST L

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...

HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N

Citrix Casting
Citrix Ready Workspace Hub $#FIRIFMYIBRIRE R E—E, EREMNBETRPRANARRFNLHIE, T
WRGERTIRE (H—ENR), NI AEFME=RS, USRS RANIMITFER,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R FA2FHIZ&FIE
%) Citrix Ready Workspace Hub, HigMAREFHEmESTRANE R L, Citrix Casting 7€ Microsoft
Windows 10 hiiz 1607 RE= k45t Windows Server 2016 +2x%#%,

Citrix Casting Thae i N ThIEE IR R MiFRERIN AR, HEARRLER.

=3

AR

« AT Windows # Citrix Casting z#% Citrix Ready Workspace Hub hit4s 2.40.3839 KRB AR
B HRRASH Workspace Hub RIBET AR R 410N S B IR IR,
« AT Windows 1 Citrix Workspace NB#EF (MA®EIERRD) A Citrix Casting T8k,

WE SR
. 7% ERATEFLUERT Hub,
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+ Citrix Ready Workspace Hub #1 Citrix Workspace [z FRi2F# 4 i1 F R —RML&E+,

« aiFfEIETT Citrix Workspace M A2FMI&#E S Citrix Ready Workspace Hub ZialERi%O 55555,

« XtF Citrix Casting, RFELLEEO 1494,

« %0 55556 A#E5hi&&E S Citrix Ready Workspace Hub Zialfy SSL #E#Z892 A% 0. ATLITE Raspberry
PimigEriE LEEERFER SSL w0, sNRELLT SSLixO, AF¥EFES Workspace Hub Zjali#sz SSL
pE=:

« Citrix Casting 1X7£ Microsoft Windows 10 kitZ 1607 &EShr4sk Windows Server 2016 %4,

o ERERIEIETT /IncludeCitrixCasting &< LUEA Citrix Casting,

ECE Citrix Casting Exh

3 =

AR
] AR “BREEI RNLBRILAE, EXFAER, FEHABREEN Ko
1. ABpF@EMXiEgsSH Citrix Workspace 2R B E RS & E LT,
LB B R e R BRI EE,
2. 3% Citrix Casting,

LB 27 Citrix Casting 3HEIE,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(C) No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEFEUTEmZ—:

& - #6877z Citrix Workspace B2 BanBd a5 Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, F#ERzhETES) Citrix Casting) - #87F
7 Citrix Workspace Rz F#2rF Rzt Bz Citrix Casting.
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iEATF Windows &9 Citrix Workspace T2

AR
%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
F—\‘Z%O

4, BHEREFEUNBRAMENER.

#{a#% Citrix Casting 5 Citrix Workspace N BiE2FE AR

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EHE ERA A8 Hub 5K, 1%51%% Workspace Hub SR a9 RSSI EHF,
2. EERELHEREMN Workspace Hub, SAEERUTERZ—:
s BEATESIERBHBEEIATRSTTIEEREMN Workspace Hub &%,
o 'EATE Workspace Hub i&&RE B FHBRER,
AR
Bt Citrix Workspace AR ALBH Citrix Casting,
7£ Citrix Casting B3 HFED, BRET LU TED:
LA RBRHSIERRERD,
PRI EARo
WFERE, AT ELYFIREERSIE,
ERELE, BT Workspace Hub FRinEIukiEse,
ARPEBMXIF P Workspace Hub BIiRHi%Z R IE I AR SR RIEERE, FHiBE Citrix Ready
Workspace Hub,

ok w e

Citrix Casting = Refresh

Current screen | Superior-Lake
casting session
Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

1 1 naiyang_tes
List of available J haiyang test

workspace hubs
D liangc-dev

c WorkspaceHub-debao

Workspace
hub icon
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ELwRlIES

3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS
SERE A &I

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZZIE—M4%,
2. 1E/B5h Citrix Workspace M BiEFII&E BB T BT H BRF ERIET,
3. Bah Citrix Workspace R AEFRHIZEE Citrix Ready Workspace Hub BSEE (hVF 10 KB&HEEZ
e EREIIEEEEY/)
4. 1% Citrix Workspace W B2 FHhEah Xl k38, AFEAN http:
it HEERET Workspace Hub i&&8i¥4E S,
5. 7£ Citrix Ready Workspace Hub s ERI, H=idEHEES Workspace Hub,

B A ie) Kz PR

7£1%#&5 Citrix Ready Workspace Hub ##ZIR—mM£ 2z, Citrix Casting RiEEtER,
MBHIMMLL R, Workspace Hub 1&& L g7 EEIR ETo
R RE, B5h Citrix Ready Workspace M AREFEHNERESRNIGZ K,
T BERT, TEREDERIMEENTERS,
BEENETREREEATLN, RERNSIEHSBRMAEE, flil, BEIMXRLETK. REARR
ET,
6. EREERSAIEHE, WMRzTT Citrix Workspace MBREFAIEEATHE. BEIARERS, NEERNS
BREEIR,
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting 3%z #§ Citrix Ready Workspace Hub hiz4s 2.40.3839 REShi4ds. FHikRZA#9 Workspace
Hub RIREREW RSN T RSB LIRS FEIR.
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 72 Windows 10 Build 1607 &, mIaEFAEME ML TFH BERM Citrix Casting,

ok wpn =

B % Citrix Ready Workspace Hub #yi¥4i{z 8, &% Citrix Virtual Apps and Desktops xx#4s#9 Citrix
Ready Workspace Hub #B43.

DPI 4818

Citrix Workspace M B 2F 845 DPI BAIhaE, Z#Fi§ Windows B iR LR SRR DPI 5 LLFig B S5 &
PR AR KERIE#HTILA,

DPI R LFIEFBRATARY. BONKRETRES, UEBHFEMEENRIETNARERF. X4, BEMEMER TR,

RIMERT, WINEEAFERARES, ERFIERGINKEEFLE. B, MEXE, BERAMNAR UERARENR (GPO)
EEER (BitENEE) K& DPI Sk,

ZEA GPO BERIRECE DPI 4818, BHITUU T4
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EfE/ GPO BIREREE DPI 481K, BHRITUTHEK:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EItENEET AT, BEEERER > Citrix 41 > Citrix Workspace > DPIL,
3. %% DPI 5EBS,

& High DPI

Enabling the policy provides two options
1. ¥es - Scale the session
2. Mo - Use the native resolution

operating system scale the resolution.

The pelicy is disabled by default. Disabling the policy lets the

O >

E‘ High DPI
() Not Configured Comment:
(® Enabled
() Disabled

Supported on: [ )| Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Ma, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resalution with the flexibility for the session to change according to the DPI
“r'e applied in the multi monitor session.

Apply

4. ERLTFERZ—!

a) - nERIEFRAS DPL
b) &, EAXNDYE - REHBIFRAREDYE,

5. BEHNANBE,
6. E@S1TH, BT gpupdate /force @< LUNARAMIIENR.
EFERETRAFARERE DPI &5, BT TiafkE:

1. A F@EAXiEgse Citrix Workspace [ FHEF EliF.
2. ERSREETHEESE DPIRE,
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3. ERMTERZ —:
a) 2-ErEsiERNAS DPIl,
b) &, FEAAHIPE - 577 Workspace B2 VDA £89 DPI H#1TM .
C) AYRERFABMOYE - RINERT, ST FEFRS. X%, B Windows %12 DP| 4878, Lti%
FAELkE 9§55 DPI” HEHKIGE N “2A",
4. BHRE,
5. E#iEzh Citrix Workspace [ F2FE 1% UEFR A E BE Ko

AR
HE ==
+ DPI g5 ZE Citrix Virtual Apps and Desktops hxzs 1912 LTSR s E & 7s.
o EARSEBERT, BIERSE, ERAHS¥E (DPITE) &S,
o RINEBAVFRER AR O MR LEERA Citrix Workspace M HEF L8 DPI &4&l. % Windows &F
i DPI 48 tb B2 B 100% LASMIEAIERY, RIS SHELEM, LR ZFEETRE

DPI 8Lt fInI % & B a8,

« BEMK S Citrix Workspace RBEFHE EER=IEE AITEE Windows F s EEEER DPI
kb fl, XZ2IHMINEE, BINNEEFmEEE DPI 481 E 100% L LB iEEZEIHAR XenApp #
XenDesktop HFiEEMER, LWRNATEESSHERAEM,

BXxy DPI Einl st T fEHRER, BSHAIRPILXE CTX230017,

AR IEENERELS (IME)
=W
NREEAE Windows 10 2004 kRiER ST, NESIEDER IME ThEe A fESiB B R L R R, X L]
TR B=HIRFIERN. BXIFMES, ESHE Microsoft ZFXE,
FEREGLITRAEREBRAE s IME:
s EEA@EAEF IME, &M Citrix Workspace MBIEFREXMH* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on &<,

@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

L

« BEEHBEAEF I IME, iEM Citrix Workspace MREFLEX X C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 158


https://support.citrix.com/article/CTX230017/configuration-of-dpi-matching-and-clientside-scaling-with-citrix-workspace-app-for-windows
https://support.microsoft.com/zh-cn/help/4564002/you-might-have-issues-on-windows-10-version-2004-when-using-some-micro

iBEAT Windows 9 Citrix Workspace R BiEF

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILERAG<SITHX wfica32.exe /localime:on BEFERZEF I IME MIEEZMEED,

« EEAEAEF I IME, &M Citrix Workspace MBREFREXMHH* C: \Program Files (x86)\
Citrix\ICA Clientizfrwfica32.exe /localgenericime:off <, S ARIMBERSE
REFIEE,

@ Citrix Workspace >

Generic IME is disabled.

NRFEAGSTIEOZATEARTFE IME, MaLi@EdiziTwfica32.exe /localgenericime:on &<$H
RIBFRZIEE.

@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace R BIEFELLAR AR L IFIRINEE, AILUETT wfica32.exe /localgenericime:on @
TRERRZEAZYEE, B, REMBRSRENNALSTIRAX, MREEHERBEFRENX, IRETEA
BAZ P IME,

ERERAFABRLEEEREF % IME:

WBAZFE IME £E VDA 7.13 siEShRS

AILUBT B ARERRERAL RERAEBERARE L IME ik, BX¥HARER, BSRREHREY.
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Citrix Workspace [z F#2F AV EECERRBGETLUEABAZ P i IME, 8] BRI ERE R A B MIX LRI
R TIER
1. ARE&HBMXIFEHH Citrix Workspace [ AZFERHIEZEZF O,

2. EFEEIM A IME,

{@ Citrix Workspace - Preferences

Local IME Connections Display Flash

-

aca mout methed

() Enable Server IME

Salecting this option disables the local IM

() Set Local IME to High Performance mode

Salecting thiz oplion consumes less bandwidth with optimurm parformancs

{®) Set Local IME to Best Experience mode

Hot key combination: Shift+F4

0K Cancel

TEBED A AR FFAEN IME R

1. ERRSE IME - 2844 IME B ReEFERERS S LISBNIES.

2. B IME RENSMHRERT - EFRERRIER TERZM IME, HETR 2R RiEE O I8,

3. ¥&tty IME RBEAREFREER - EXNKEAFARNERTEAZM IME, hEBSAEHRE. RIABER
T, EERATEAEF IME BERIH%ED,

PRASEYE RN A F R =%,

fEREMRRIES B AAREE:

BRTEREF IME B, AR Shift+F4 AREZETEMN IME 2, IME EXNREERERIENEG LARR.
BIAMBERT, BAZF IME NARBLTFERRS.

EEMERFEREDR, S HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

3% AllowHotKey HIiEEIAEEHRS Lo
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A LUER Shift+F4 REERIFREFETEN IME &K,

EAXLERBASHITIIRE, IMEEXNFRENSHMESIENEG LA

Local IME Off

High IME Performance

Best IME Experience

PRI

« BAZTFH IME R3#F Search Ul % UWP &R Windows T4) MAERUK Windows 10 2ERHM
Edge 528, MORAE: BCRERRS S IME,

o BEAEP IME £ FFPER Internet Explorer 11 AREHiF, @ARAZ%: ALUER Internet 120
BARIPER. B2A, ERHREHIUEETREAFRIFER,

H.265 514wt

Citrix Workspace R 27 2 #5fE A H.265 MINRAEILERHITRZE M MMBIE A IR, HM7E VDA # Citrix
Workspace R 2 HzisH B A H.265 15M4mEIDEE. MRS LAY GPU R #HEMA DXVA #0#4T H.265 ##
B3, “EfZE) H265 fiRis” SRERIRERR /A0, SIERELRE H.264 MT4kRDEE,

EEMH:

1. VDA 7.16 XE=RA,
2. 72 VDA LBt 3D B TIE A B ML RER,
3. 72 VDA LB &R ARRD 2RI BE (R0 ERER

=3

AR
1 NVIDIA GPU 2#5 H.265 #4&i5.
3BT Windows 9 Citrix Workspace MBEFH, LIEERIANEBENEZR,
8 Citrix A%pE3T% (GPO) EEiERE Citrix Workspace N ABZFEE AER H.265 R

@idiz1T gpedit.msc 77 Citrix Workspace R RTEF A RIS R EIEIER,
EHENEET ST, HESEEIR > Citrix Workspace > B {5,
ERERA H265 fRF35RES,

EEERR.

BENAMBE,

ok wpn
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fEREMKRRIESSACE H.265 MHT4RED:
£ 32 (HRERL LRMAENNEFE A H.265 M54k :

1. £ “iB17” s S EM regedit BahiEtRFmIES.

2. & f1 2 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,

3. fE—1%5% EnableH265 ) DWORD WH ¥ iZMHEIRE RN 1o

£ 64 (HRFRL LRMAENMNEFEA H.265 M54k :

1. £ “iB17” daSfERA regedit BohiEMRREERS.
2. 1% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. 8IE—1%5 EnableH265 & DWORD HHEZHBEIRE N 1o
ENRHRIEUEERES.
AR
o NREEAT Windows B9 Citrix Workspace R BIEF AR R ERERTZRA T BRE IR R,
EfZEY H265 fERSEES IS BRI W RS, FHRZIhsEREER,
+ &1T HDX Monitor 3.x TEAUMERTERIETEAT H.265 {4588, B X HDX Monitor 3.x T
BpiFER, ESRMIRALE CTX135817,

BEFBMESE
BETE
EE:
AL B EE A X iRy Citrix Workspace M BRRFEIRTIZHEMN SIS “SREEN” K. BFFHAEER,
BESR BREEN &,
REABERSAFEEZTFMEE LNEEREFBEZEIR. BIANBERT, IR TERRS. BEFBRPIEE
AWEFPIRERZGE BRSNS AEFNEERIE,
B GPO EERREERBMRBRY , BRITUTIERE:
AR
GPO BEeEML A= TF StoreFront #1 GUI EL &,

1. @ia1T gpedit.msc 77 Citrix Workspace 5z B2 A RIS R BIRIER.

2. EHENERERAFRET ST, BREEEER > LHEEER (ADM) > Citrix £ > Citrix Workspace
> AP R,

3. EERREEILERE,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBERA, ARERUT®ERZ—!
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—!

o (NEP—R - ZIERTIY - BERNERIERHNM VDA BF REHRFB —Xo
o AFMSEY - EREREPER T FF IHERI R RER /SR D E VDA,
o FEY - EREPIRERRS S LEENRENR.

3. BEHRF
ZHH CLIRERERARY, BERITUTIRE:
MERTF Windows 9 Citrix Workspace MBEFREXHXFIEITUTH L,

BEBERT, Citrix Workspace i B2 REXH A F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BH¥M: wfica32:exe /localime:off
FREFIRRESREETRSEE i IME GaXNE%RIESR). MREAHE. PXFEFHETENAFPRAETERRS S
IME, M#Fu@EdEEESHiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, VREFSRREFREEDSIEPFEER, ERRILR, EM Citrix Workspace AR IHHENER.

7 Windows VDA tECERERS
AR
LUTFSR5ERTF Windows Server 2016 XEShkZs, £ Windows Server 2012 R2 ERhrzASH, ZRiNE
R EREERTS I,

1. BoniREmiESRHSMME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. 6l DWORD %H DisableKeyboardSync #EEBEIKEN 0.
1 ZRARETRELINEE,
3. ENBRIEUEERES.
7£ VDA #0 Citrix Workspace R BiEF L ERA#ETRG, VRREGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

hEORTSIERERBETTIRIF A IHRERR.

£ Linux VDA tRREREFS
BRIt SRR HEITUTEHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

E#Enh VDA LUEERER.
A% Linux VDA EHNREHRBRSINENFRES, BSHNSEERBRED,
PR EA B IRBRINIEE:

B RERFELBAMNIEE, ERUTRIEESSEETTIREETR. RETRRANFZERD A M. [BE
BHHEES, FEFH—RIEAEFIERAAS SR HIA EBNFTRN

==
=

i

AMRFEFLHSSBERND, UTRFEEMTERERG, Citrix TERIEFETMRFEREAFISHY
IMBYRREES IS LABRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

fEREMRRIE SR SRR E B IHLERN X IEE:

1. BoriRmiESRHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%&7%F HideNotificationWindow ¢IE— 1=/ R ETMERDL

3. % DWORD &iREHN 1,

4. BEHE.

5. ENEMSIEMEERER.
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PR

o ERREANMIR (B0, ER|BEXNNHBEFER > UEERSMIET) BTNZENBAEFLESEF KR
BRBRY. BRSE: FoENRSSN (VDA) LHREHREREREA UAC,

« MRAPRKEFE LNRERRELNRSBIZFHNGR, HTR2RER, RERREHRENEDINE. TE
IRBIERERRRANBENRZ2EWD. ENERBTREATIE, BEHEHAERERZE.

« 72 RDP £i&, TR Alt + Shift RS XNERREFRR. BRAZE: £ RDP 2IEPRIESIRER
wmhEo

BEE
BEEETSERNERBAES. RABERT, BSEESERET.
AR
tkThieTE VDA 7.17 RESIRA _LIZTHRIEFAI A,
£/ GPO EIERIRAECEIES12:
BEEETNARFREPNEREBNIES.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ Ri2F A RIS R EERIER.
2. HIHENRESAFERET AT, BEEEEER > FMEEER (ADM) > Citrix A% > Citrix Workspace
> AP,
3. EFIETEERK,
4. EEERA, AREFUTERZ—:
s B-IBRENAEFRIERERESE,
o &, REBESE - BRENARFRETRREESE.
5. BENBMBE,

FERERAFAEREESE:
1. A F@EMXiEgsH Citrix Workspace 2R B E RS & EIEI,
2. RERENMESE,
3. EFEFEETF.
4. EELUTETZ—:

a) B-EBTEREHETRETI

2 -
b) =, REIERL - ETERERREES
5. BERE

REEF IR E R,
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@
Keyboard Language bar
Display the language bar in a session?
The language bar lists the languages that you can choose in an application
session.
@ Yes.
(O No, hide the language bar.
Save Cancel
AR

o AJLTEERRIERERIRE,
o MRNEFE—MRNES, TEESERFAERERETR.

T “BREER” RPREES AT
A LUEREMRITE SR B SRR P REE S 1280,

1. BErEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. glE—4 DWORD f&3# ToggleOffLanguageBarFeature, #IEHI8EHN 1 LUIE “BREER” KPR
GRS KT,

USB 2 #F

USB & #iFE1EEERl Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£H USB i & # 1T H,
AT USB IRIENEITEN, AR ZEEFRCEEEREZEEMEE. ITHAFIZEEEN USB & & aiENFIEED
25, HEEMIE. PDA. FTEDHL. R MP3 B3, L& TRITEN. Desktop Viewer BFRRILUER T A4
By EETEHIRE 7 UTE Citrix Virtual Apps and Desktops #0 Citrix DaaS E£f#EH USB i&#&.
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IESMERBIBRIEIRS SR LAN IREHRESHF USB AF & (FIMMEEEN. xR, HESENEN) hHEnSE
EIhEE, BB AYRXEIREMAIEN Microsoft Office Communicator #1 Skype FH 4 a#TRE

EMNAEFMNREIEERFFUTRENIRE, FILAER USB 245!
o B

o AR

- BHEEF
AREA USB & (1w, Bloomberg #4401 3-D B45) EENMER USB %15, BXEE Bloomberg &M
B, FBAERE Bloomberg ##

BXAEMER USB REEEEREMUNER, BSRAFMIRPOXE CTX122615,

ZABRT, FZFFELLEAM USB i&& &2 Citrix Virtual Apps and Desktops #1 Citrix DaaS #1TiZiZiEZ,
Bign, AFETRER BT AER USB EEIIRARM NIC, REEWXMIGEHITIEREE, RIAMBERT, FIEFEEMN
AR REm=IERERLUTEERN USB i&&:

o IEZFiERACER

o &8 NIC

» USB f428

+ USB Bz &ECs

ERRIEASEN USB REFIRIZER, EEARETTETIEER,
BIAERT, AR TR USB &R FEMNARFSIE:

o IEPFiEACER

« &8 NIC

+ USB &428

« USB EfZ&fcas

o BIIRE

s RBEHFMHRE
USB Z#HI TEA=:

BN USBig&E/E, RARKRE USB RESZIREHTIRE, RAW, NWESRETEEETEMKE, RN
REIELERILIRE, NRREAMIEPER,

BFiEAN USB &N, AR ErEN, SHAFRRINMLE. BRI UNERSOERNBIEHLE USB ig&iniz
ERIENSHE, E, BPAMUEE USB X, UEAERIEZAMN/HIEREENNME USB RE&HEhinie
EREIR A EMN R E.

AINER T A VFERZR USB ig& 3k
#AIABY USB SRBEMN 72 FER R E X5 USB 12,

BAMTIRFPTIHTXE USB ig&%E, EHERRLEXRIABFEHTIINCERA REENNBEFMNKESERRTH
ITRAEERE, b3 USB R&FEFIIN TR,
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

=3

AR
HEeE g% (10 VOIP 8iF), EE#HITHIIMLE,. BXIFAEE, B52RMIRH0XE CTX123015,

o YEREEOIEE (X5 05) - XLGERMFARFEDRE (HID), B2EFRM “SH” MAZtRG, HEE
BEHERBRIGUF. BorFaMNERBERAAER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXEHAER EEDHIY
(PTP) s iAfEianil (MTP) SEEEHIITENBHAING, BVETEERRAXBTEFHIEE, AL
LB A B SR HH R ER AR EANUEREPE—X,

AR
MRENETRAARBEFFIRE, WNERAEFIHIKEhasET, MAEE USB i

o TEDHL (350 07) - BAFLITEMERAENEFFENN K3 ), BRAZEITEWERNESTELLLTP,
ZIREATENN FIRE R AN BELBREE F18E. EAXBMERT, TEITRBEEMAITEINE, ARREET
REREME, fii, s#EEGME,

FTENVLEE % E USB <FER Al LUER TR,

=

AR
g (F 5 R ABHETHEERNITEIN) FEHRTHIMLE. BXRWA, HSRMIRFOXE CTX123015,

o KBRETFME (£5708) - RENHNABREFMHIRER USB AEERHZE; HttkBEFMIREEE USB SNEIE
#Ixzhes. CD/DVD Ezp2Efl SD/MMC RiEk28. WL ENIHEFMHINEMNGSHRHATEEFMEED, QEE
BN BEENMFN. KBEEFM (X 08) FEATEMNARER, RAXEREETENNBEFFPRA
£/ USB ZHr#tTimigi&ik., BXNFEEE:

01 ZRHNFIRE

02 #2845 CD/DVD i&#& (ATAPI/MMC-2)

03 BB HIEE (QIC-157)

04 saBYpyR R Ixzhes (UFI)

05 saR A2 IR =38 (SFF-8070i)

06 K& fEMA SCSI WL T RN ABEFMHILE

BEBELT, TLUBEEF RSN KILDABEFMLE, Bt USB ZRHFZHHEN.

« NAR2M (X5 0d) - RARLMREFTUMEBABRIP, BERTRIPFTFISBFRINVEE, XOE@MH
RIFEE,

o MR (33 0e) - MSAAKTREF FIREMMH MR XM BIRE. WEREN. LEIRAEN. EINIALE SR
2. FLBMEESRFIRE UR—EXFREEDEN.
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BEE

REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

PABEFRE K5 0f) - XEQEIEMEERE. OXRENR. FET. HREVSNWEEHSFIAET
Ri#IRE.

RARFHHEERTE (X5 fefl ff) - 52 REERAHUBFHENNTKE USB BRERITEMRIMN, 1L
REEBERTARNEEE (K5 ),

BIAER TIESZERERN USB i88& K

#AIABY USB SREEFMINIAF A FE R L T REX5IE USB ik

BfEM CDC =4 (3£ 02 1 0a), AAIA USB SRESFAIFERX LIRS, AAHFN—MREAERMS ENR
S 8EE,

AEFEORE (£03), BaSMmATEL RS, RENARFEDRSE (HID) 81F: B2, BiF. B8
& BEAR. FREE. TR, RHEAEHIThEe.

F2 01 X#Fm “51S948O7 X, sMHREMBRATER,

BRIABY USB SRERF A0 iFfEA USB #8: (%£ 03, 701, i 1) 3¢ USB BiF (£ 03, F% 01, i 2),
XERNEMERE USB X, ABIREMNBAAESHITIELNME, hit, ERFENSEN, BEF
EAHEAMNTEERX LIRS,

USB &4 (3£ 09), USB EABAIFRIINREERTAMITEN. TRTEHRXLRE,

BEek (X 0b), BREFEFHOEFEMATEFRFENEMATERRRR, URAGRALEEREY
SR USB <R,

FILUERERERIZIEE RN NS RE iR+, MAFE USB x#%
TE&IEHIZ (3 e0), H—Lig&rIaiR X RAIMAKILE, HEERXBIINEIRE (GIMEFREBNET

BT o
#AIA USB SREEF AIFERX LIRS, BR, AERAKRETERERER USB SZHHEHIFRNR.

HttKig& (K5 ef, 7% 04) - Hh— L& rTRiR X BRAEAIE, BRIA USB HIRR A IFEEX LR E,
B, BERHKRERRERER USB SZHHREIHEINIR,

B AIHITIZIZEZ USB 1R&ETIR

HEERT Windows i Citrix Workspace M ABEFRIR X4 UEFHLniEEZIfmA USB i &rERE, thEH
AWEFERAFEIETERT Windows B9 Citrix Workspace #1TE M, XA T BEREMN AT X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PN RE U E N

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

BIDGREF mA AN,
Bx USB IR&HRISEMNIFMAES, BB Citrix Virtual Apps and Desktops st#r#y USB & & 5EIZE,

EA USBREETER

USB 2.1 XE@mAX%H USB EGRENIHE, BENFigEFBEE— USB SAHZRNER, HEREXAREN
BN Z 840, Ehm—E0S 00-ff BFRRENFigE. IRREMESHEMIBIARY USB ig&RMHM
#EY USB SR A FEZR USB S4BT E.

ALREERhER EARMNE S IRER AL ENENFNUTIRE:
s BNMEAUSBiE, &
o —HHRUNFIRE (FDIRE)

¥RES USBig&EE, BMRERWIHERTFATA, BRERHELLENGES ENRENARFEAMERIRE, SEMRK
89 HDX imi2{&IaFrER#Y Citrix Workspace B i,

NFHEMTEIEH, BERERHZTIREM HID 238 USB BNIRE. MRBMREEAER USB @iE#74#
£, ZRERFEEIMUN HDX TINEEHITEER, B2, BIMAH HDX FMEBLETINE, AIUKRRE
358, XS5ERFHNIREMENZFBEDER USB ZEERLXNERAE. t1THEE N USB ESMMNaIREHt,
AARBNIETREETRACESENMENAEMERENESREN IO, BHEIETRTXER@, ¥R
TENESKREN, ARR LAGREHBRITBER/TELE, ATERAENNARERF TR

EfpAXERE, Citrix BINERSESRE, HFANELAEHER USB@BENFED. WXENHEIHREAREMFIZE
IMRE P iR N AEFEER, SRR HDX &3 Citrix Workspace R AR, RBHMRXAIFEFER
RERRITEREHMTERIEEM,

REHN

5%M USB &&—#, EREEPIEEMLEMNRIER EHEF i Citrix Workspace AERFREFEZEATEL
ME&&E, Citrix Workspace FFERFERIXLEMMRTE 71 bE LEHILE USB & &H# L TR RiE,
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SMMNEHBEXRT (R, EESHIES). BS (1) Whk5HSR USB FRATFHLFFGELENSIRS ML
SRR, XLEDIESHNETFEN USB i8&ARITRB S/ USB k& BT o iz,

REMVBSFMNE—THHEAX, £ # FHZEEUEIR. AWE LM FHITRE (RRERFEFER). KRS
REWFIEOLEE—FAN, EFAEEIRESRONESEMNGR 2B,

Tl g

o ALLOW: vid=046D pid=0102 # i@ vid/pid A iFEEILE

« ALLOW: vid=0505 class=03 subclass=01 # Zi subclass=01 B s iR 0505 BIES pid
« DENY: vid=0850 pid=040C # {6445 i&%&E (GIEFREFI&E)

« DENY: class=03 subclass=01 prot=01 # 84 {FFra it IR LA MFT B IR S

o CONNECT: vid=0911 pid=0C1C # s H B ehiEEis i &E

« ALLOW: vid=0286 pid=0101 split=01 # iF 5 38 & H R FFTEED

o ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHHE R 2iF 2 MO

« CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHF B EhEEEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # pA1EiZ 0 03 Wizt iAia

AT LAE R A MMERE RS HOE AN A EE R AYiR &

ORI BA

vid=xxxx USB i&#&#ME ID (F+75#EHIED)

pid=xxxx USBig&r=& ID (mufi+75#HIes)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# L)

class=xx USB ig&£3IMR83 (M7 K RE3)

subclass=xx USB i&&FHEMRED (M7 HIRED)

prot=xx USB ig &l AFg (A7t hlLE)

split=1 (5 split=0) EERIFD (HFFD) NERKRE

intf=xx [\ xx. XX« ...] EEEARENFEFENE (NESHRIMAI+S
#HEIREETIR)

BN SEEFGIT AHNE USB 8%, MRKIEEEASH, ANSTEAFZSHMNEAERNIRSE.

USB Implementors Forum 43 BEXBIZE. FRMBEENERBHNMIETIR, USB-IF B4 MV E
ID 895K, AT ERE Windows i ZEIERhmEFR UsbTreeView FR BT AN EHEIRFHMNE. M. R
Z&F$EO 1D,

LHEEN, RERTSBNERT USB E81%E. IRNSHREERGEVIERNIRDEERAERIFAENESIR
R,

o Split=1 KRB E S IREMFMHEFIZOERIRDIEERE K,
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o Split=0 R RFBIFRHPEEILE.
pE =
WNERREE split 8%, WEREER Split=0,
intf BEGERNTISRENARINE S IEENREFIED. IRZK, ZREENAZEAIENFEED,
ZERMEHARE=MEONES USB BENIGE:
o 100 - BMEISHIHS
o 0O 3-HID Kig&EIma (FEMEHZRH)
« OS5 -E8/FHMEN
EBINAE R TR R RIS &R G 4E
o CONNECT: vid=047F pid=C039 split=1 intf=03 # s iF7 B 5hiE#E HID i&%
« DENY: vid=047F pid=C039 split=1 intf=00 # E4 S 5fiK=
« ALLOW: vid=047F pid=C039 split=1 intf=05 # s#iF mgmt intf BFR B shiEE
BRISEMN SRS
iEATF Windows i Citrix Workspace M AEF EE—HIINEEAN, XEMNEALTEFERTEMNILEE, Ha
HERATFEEBIIEELET.
AIUEUT RS EMRPIOE LT EIALEFN
o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 fi Windows) &

e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
fiL Windows) , %% DeviceRules HyZF#REF,

B2, EEATF Windows 8 Citrix Workspace R RIEFH, BT USB i& &N 5RAsRE X e BIARN,
ERERTF Windows #9 Citrix Workspace M ABIEF B AIREMNIGEE, EHRTUTERE:

. BidEfT gpedit.msc 77 Citrix Workspace N FBiZFAREEIT R EIEEIR,

ERAPRET AT, HEEEER > Citrix A% > Citrix Workspace > iZi2iEEE P iRig&E > &HA USB it
ik,

%% USB i& & HINSRER,

#EEREBEH.

7£ USB i &#MNIXAIER, M (HEERE) EIER USB &N,

R AME.

!\)I—‘

o AW

Citrix BGOSR AR B B F ImH A BIAMD, 7575 N ERIREA N H NN IR B EE KT,
Z# USB %%

HERERIER, 759 USB i&&7E Desktop Viewer EVIE&E T RR. tboh, ERILIMEIRT > &&HEFKS USB
o
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

HID Device

Audic Device
Manage Devices
=z

AR

CONNECT x#gFniFann&EiE USB i&%E. BE, NRIFHES USBi&EUATIER USB EEMEIKRFEA
CONNECT *%=, NH%FM Desktop Viewer siEZEROLFINERIZIGE LIEZE R IFRIEE.

ENARFRIER, 759 USB & B REEERLH,

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \\Remote i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

REIERED, BRITUTERE:

i&AF Windows 9 Citrix Workspace RZF#2R 2109 5| A# CONNECT X®BF A BHEER USB &%, i
REBRAFRETEENEOEEP B NERE, CONNECT AMATLIE#R ALLOW L,

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 5SS R EIRIRR

2. TRAPREETN AT, RESEEIR > Citrix A% > Citrix Workspace > imi2iEEE A inig& > &M USB iz
TR,

3. &4 USB 18 & M EREK,
4. EEREBR.

5. 72 USB g &EMNIXAMES, FINEB=NEEN USB i&%&,
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a0, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ¥k E &1&&UKEND 00 71 03 &AM
BEnER, HRFIZKSHEMED.

6. BENAMEERFILRE,
B2 USB ig & B ohiEiZE ik

Citrix Workspace N Bi2FiRIE A Ypi KRB AR E N E LR B ohiEiEs CONNECT #2/FRICH USB 1&#&, AITE
Desktop Viewer T 22 EXNEED, N TFEFT.

o = 1 ]
R} L
Home Cirl+ AltsDel Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

l'|'1 i': | |||'I':'| s Arvcl W e D arms

Session Settings Global Settings

() Connect automatically Preferred Webcam
() Do not connect Automatic

@ Ask me

ni.Ji1 al cameras and scanners Relative Mouse ':u-".1'||._;~.

) Connect automatically [ use relative mouse

) Do not connect
®) Ask me
veneric USE devices

[[] When a session starts, connect devices automatically

[[] When a new device is connected while a session is running, connect the device automatically

EREISNENEEEET ISV N EEELRRER/EIEDFohERE. RANERT, TERAXEEE, MEXMA
BohiEEEA USB &%, AJUERE LT,

HE, BEATLLEIM Citrix Workspace AR AR R EEEIRBERNI KRB EET, aIME
HIPIRIR > Citrix £ > Citrix Workspace > iZi2iEEE A ix1&%& > @A USB T2 iEE THEIH BV A 5.
AR AV ERBE 2 BIFRIC A “BlE USB i&&” #1 “# USB i8& ",

BIRDIRERINGE:
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BIMERT, EAT Windows By Citrix Workspace [ A2F {3k 2 7Ei& & MM REAFIRIE A Split=1 WE &% &,
B2, PJUERBINGHW LIRS FIE RELERIZEANRER Split=0 tFiENE&EE.

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIZF ARSI R EERIEIR,
2. EAPEBRET AT, HEEEER > Citrix A% > Citrix Workspace > iZi2iEEX P iFig&E > &HA USB it
i,
3. EFIRDIEEEE,
4. EEEBA.
5. BHNAMNBERFLIHRRE,
AR
Citrix BiUEASXEEMURIAFIFER NI EIRERIED, MIFEREINEEN, HIRERTTRRAAMR
HFA,
PR :

Citrix BIERBIRD MK BENED, BR75%E. £REA USB EEMAFZREEEAE BMEE. BXRMEM
HEertEE, FERMUENENEE,

Bloomberg ##

Citrix Workspace M A#EF 2RI ARRFMKERIEPER Bloomberg 8%, FAEmAMRIGEHFRE. AT
FEREEAT Windows B Citrix Workspace M A2y s & ER MK mERE A Bloomberg #&1hag,

SingseaiEtt, Bloomberg #RiREHATIRE, BIAYAFAIEMSHHEIEHRITRS.
Bloomberg #EBHRNEE— M1 shell FRIZA USB i&&HEMR:

o B

o IBLURENES

o BIIRE

o ATRAAEXEIREERTIRARN USB 4

HID 2, BIAIEMEHE. AESEMBAREE

BT XEIRENENINEESN, BMgERSFLRRE. BT 4MER LED,

WREERSINLEFHN USB iRE, THREIEPEALTAYE. LEERAIRSNRENRIETA, BRMAELES
WEREMRE. s, TRIMERES—IRE—ERR, FRESIRIEZER-E,

TEIER Bloomberg BE#ITZ N RIE, ZRENERERIEFER A EMER,
it E Bloomberg 5/ 5:

WERE Bloomberg #&8M&MiEO, BIEMATF Windows 8 Citrix Workspace FZA#ERF 2109 &, 3IANT—1
#89 CONNECT X82F, UAWERIERHMILEBAN BanEiE USB &%, HAFRFE USB ig&sinamnEx
B, BTLAER CONNECT xEFEik. ALLOW xiE=F, LU TRFIER CONNECT X8,

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
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2. EHENEET ST, BESERIR > Citrix 41 > Citrix Workspace > iZi2iEiE% P inig& > BMH USB
ImAEER

3. IR IRE R,

4. EERBEBR.

5. 72 USB i@&EMNXAAEF, FIMUATHRU (IRFFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 4= 44HEIRFI1RIR

« DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 =%

+ CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $## HID

« DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 &= 4fimH

+ CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#&=47 HID

AR
BITRHHD SATRTF AR, AFEEETHEZITERRE,
6. B FARHE RFLEREE,

7. FEEIEOR, ERERATF, AREMETSERREERN—NHRITEEE, HENENRIMEET
BEsEREER A,

Ithid#24E Bloomberg %4 5 AIEER, XESBEARKRE DENY SNsEH R |MNZMEERELBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMESIER. #E EARHRIRE UL S BEHE
KEVIZ R,

it Z Bloomberg 5% 4 % 3:
IJ\IB\

AMRFEFLHESBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVB RS IS LURR R, EREMRIRIESNTEENL, EREIMERZA, BSBHITED.

1. EEMRPIREI TR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—!

« EFHAILLINEE, XFFHREN DWORD. &#54 EnableBloombergHID 1958, ERBEIREN L.
o EXRAILLIRE, BBEIREN O,

iEATF Windows BUBRAIEM 11.2 RE4ihRAshiR it Bloomberg $## 3 #%
Bloomberg %## 4 x3HEATF Windows Receiver 4.8 R EmhRs,
HmERSEREA Bloomberg #& %1

o EREBRNIEGHHREEAT X Bloomberg #2125, &% Desktop Viewer i@k Bloomberg §#
%%, MRKMEM Desktop Viewer, BILEEITHNAEMITEN LT MR,
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« MRKBAX Bloomberg #&#%2#F, Desktop Viewer ¥Emx:

- WARAT Bloomberg %## 3 1i%%, E75 Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg #&547).

- — M ERBETAMNIEEBT Bloomberg $##& 4, 1Li%% £~ Bloomberg LP Keyboard 2013
(Bloomberg LP % 2013),

« MMRBA T Bloomberg 581 1%, Desktop Viewer # ¥ ERMmMES. Eh—NS5U—BETH
Bloomberg Fingerprint Scanner (Bloomberg fg&i3##{%) , 53— &= Bloomberg Keyboard
Features (Bloomberg B2Ih8E),

« MEKXRL% Bloomberg {8 WILLE IR, Bloomberg 18413 & B ATREFR = 7E Desktop
Viewer 2R, MR ZFKE, Bloomberg is AN AIRE R EZHITEER. BMAUKRERAT
Bloomberg #7509 E Ath Bloomberg i&&#& .

o FALUGEFMRFNE, WRIAREBR T X
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MEEREEHERN O (B), NWREB* Bloomberg BRMEZ . MREHN 1, WIEEAZR.
/EF Bloomberg 2% #%:

=

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices 5ES5| N\ T3 E&1&&MNEZ . B2, 3T Bloomberg
HBE 4, EER Bloomberg BEINEER B L HRIL,

5t Bloomberg RN TRL USB REEEMIRIENH RN RINERTRERIE:R.
o ERLEMEBALRE, BExEa<iTH ENABLE_HID_REDIRECTION EMavEiEE  TRUE, .

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="TRUE"

o EREBNEGERAXE, BRESTHRIEGNRSPH Windows EME:

1. #TFF “EMREESR",

2. SMEBIAT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. W%{E EnableBloombergHID =7F, &# T8, LUEESUEA Lo

4. wWNRfE EnableBloombergHID R7%7E, &8/ —1%& % EnableBloombergHID # DWORD {&, #
RIEERUE Lo
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=A%t Bloomberg &% #:
B LRI AR B E 22 A% Bloomberg B2 HIZ 1
1. EETBENEGRGNREPIT M REES,

2. ST ERRDU:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 31RfE EnableBloombergHID =7E, E#1TENR, UEEEIERO ().

NR{E EnableBloombergHID R7%=1E, MiET~KkEMA% Bloomberg #&E1% . ELEBERT, FRE
EEEMRE,

ERBAXFENER TER Bloomberg 524
o AITEBAHIE SR ARE A Bloomberg BEXFHNIER TERRE, B, TEESMRIEZEHZEZHINEE,
H B TR =B B MR M4E 5 B DN AYIR) R,
+ Bloomberg #&Z:@EZBNAIALRNSEAEMBRIER, FRERITEMTHIZE,

« W% Bloomberg B2 BN EEEREIRIET, 7 8EEAE A Bloomberg &%, IREEHHZ Desktop
Viewer, M2 USB i&&M%IEH2#MIEEE#, 7 H Bloomberg 5§22 S5 t3t Bloomberg ##
g &EET.

o BRI EETEME Bloomberg 18831, 7 REEMIESURINEE. MBREARMREIELURINEMIREHIE
P, REBREETUTARS:

- MRBEAIEHFISE N BONERISE, HE

- UATRPERRTERLS.
5, MRERIRIFZFIEER Bloomberg %, HBAMAFIEIESORNSERDIZR, IBSORMBERR
Bx, HEERIERLEER.

3

AR

3tF Bloomberg 3, ENRIFHAMARG O UERIESORINEE, HEXEZHEZ, 21 Bloomberg 4 #17E%E
Mo

BERZFEMH Bloomberg ###:

o MREBRNIEHFEAT X Bloomberg BRI R, BREBESIREPHZTHBRIE. BERBIE
$iich H BRI AR B R B9 1) &

« BHA% Bloomberg #&8M & FEHEIEEER Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARIZE Desktop Viewer, Lti&&#i7 “Bloomberg Keyboard Features” (Bloomberg $g#1h8E), &
EmELigE A AXTERELZ A Bloomberg 3,

B F Bloomberg @& %X ¥ Mm% A Bloomberg 12BN FMigE, EAfASERBNESOENENHTRNERE
Bz #EEd AR,
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HDX Plug and Play USB & EE

HDX Plug and Play USB i€ & EE M EFIEE S EEARIRS 2. BAIGESEEEN. AEN. EEEREN
POS &&. BB LREFAE RSN —EigEHITEE M. ERSS HRERENERF &S LN AARE, KED
BETAIRE. BXFAEER, 1525 Citrix Virtual Apps and Desktops scisgy USB & F sk £ 2=,

BE.

NRERS B[/ HEEPEAT Plug and Play USB 8B EEM, AFRREEBEZZRIBLE,

FFEIATE Citrix Workspace R A FHRINRIZE HaE A T HEL IR EEETMHE TS RERRSHMIHITIR
To WWIRBREMERFESUIIRE Z FHEAIRE.

R&EPFin COM in R EIARSS 28 COM im0

BEE AR COM inOREY, EREMERKAILUEASAFIRE COM imOEENIRE. A UGERTAHEMKZIRE
AR X EE AR AT

AIUESR SRRSO EFiG COM ix0. LA UFATERE (LikRsS) BETASERRIERESZEF K
COM irOIBkgt, BXxHBEMIES, 7B Citrix Virtual Apps and Desktops 3214,

BE:
COM mOmRET 5 TAPI RS,
1. 3¢F Citrix Virtual Apps and Desktops ZE, ERAZEFH COM imOEEMKREEILE,
2. &% Citrix Workspace W B2,
3. ESiRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrh:

« X NERSHE LN COM KOS (KO 1 2 9 AJATREY),
o Z HEMREIHZE AR COM 505,

4, BRINZIRE, BESSRIBEOPEN:
net use
R ERETAIIREN2S. LPT i OFMETA9 COM 1%,

BEENKEINARFPERLL COM RO, BRENAFIRERETIMGIIRO. F, MR¥EFF i LR COM1
BREYEIARSS 288 EAY COMS, BESIERIERKEN COM irMiREREE COMS, fEMALLIRS COM iR, RNETERE
FHAFigE LR COM mO—#

EcE USB St
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} =r

AR

o HAARRZESHT Windows B Citrix Workspace M RERFEY, @A asit GPO SN &A=
R, BRAZEM GPO FRRIMERXGRIFAER, BSRARKBNREEER, WTHE, SAEN
XERNIEFRRBAFTIRE.,

o ItkThBEINTE Citrix Virtual Apps BR&328 LRI A

EicE USB SJHiRE, BHITUTIRE:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

EHENEET ST, RESPER > LHEEER (ADM) > Citrix 441 > Citrix Workspace > B {&1L,
REEEELER USB EEMERHSM.

RIBIRE,

BEHNANE,

UEERRRITFH cmd =55

BT TS

gpupdate /force,

N

oo~ W

RBEFERE

REBFABTEEMILSE, BT USB X5, BRAILLESE P R RchER MRS FHITIZZS R, EAILEIERT
Windows 8 Citrix Workspace [ B2 HRESRIBERE F IRi&E > B IREEh e AT XY TR B, AL ERRS
B, ARERE, BFRIRE LNIREIEG B RS B R E ERIREERETT. XEREHEE TR NE GRS IREEREFT
FREEES L

MR AR E IR BRI 2 B E B X HIA0 T

Thae B P iR IR ch 2SR gy USB & #¥

L NINEY =) = £

BIECE RIFA AR b= £

AESERER2RREE £ MRAF fEBNKETRNT 2R

BREEM, MK “E”

MRFENEATEA USB MEFIHIKENR MR, HESEARZABAXSEFMRE, BELAERTFIRRED
J|IRGHITEER, AEAEREL USB THHTEEM. MREIEFHBZEBANZILE, WIFERER USB 25
HITEER, ARTERERETF KGR,
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& P ImIK N 23 IR

& PRI ch SRR STRHE N F P iR Z B LURBI LR, X FREN A ENNEETLESRM. CIERE
FREfI T ARV ERS M SRR IR SR L MR R

AINERT, BRILINEE,

BRRAILLINRE, BIREUTEMERD, AREHBERSES:

B%12: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
& DisableFullStreamWrite
2% REG_DWORD

f&:
Ox01 - 2H,
oHEH-BA

iEATF Windows B Citrix Workspace M Af2FZIFE AR I8&E LTSS, UEXERERIUERIERER. AP
ATLAURIT AR 4815

o ZEFAhiAE) AR RNRR. FTENHLA] COM im0

« ERIESAM Windows B3Nk 2 (81317 8 ARG

o RIFMSIERBRBIESN (RAEFSZH.wav XHF)

TEEREEH, Citrix Workspace AREFRH MRS BEH AT AHNE FikiEzhes. COM O LPT w0, AIAMER
T, BERBEFIRREERRG ZIARSS BRENBERT, HAEFIRITENNICZARSSSFITENAAT, XER P IHITENNI AR
BREERERRE, XEMGNEYRIIENENIFAATR. ENSERAEHEERMEG, HERP T —XRER
RTEHEIR,

AUFEREEARKIREMSAFIRE, THEEERENEME, GXFMER, ESRA Citrix Virtual Apps and
Desktops 324

BRAFIRERS

AL fER Windows Server Manager T AR BRI &&MET, HPEIEREE. TEMNMROF R, XA
HIIFAES, ESRTERmERS AR,

EERTFIHXMAR

BEFHXHREEMLE T EEZNHSIERHREFHEXENSR. ERSS LNEREF RSN, B RH
BWERMERBEAGANE (UNC) iHZEMMHATIRIE. YEERSBLEBTEFHXHREER, HERAFER
Fig& LRETERIHEXHREERN, KREERAFEENIHD S,

QEAFREENXHXR2ERN UNCHHZEETERIERN, MARETHAFIRE LNTEXHRSR, NRBIIMERER
UNC %%, BEPRXGHRBEIERNERAMNNIREE. BXFAES, SFENANAFRREEERTFIRXEREE
i, 52 Citrix Virtual Apps and Desktops X4,
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R& P imIXchEsiRey B ENUIRIKEHER R TT

& P IRIREhER AT ENIRAIREhER R T EE M S A P18 LAIRENES. FIa0, BTLUE Citrix AR SIESH H IRzh25e:
2T ERT Windows 89 Citrix Workspace N REFHAB P& & £ C IREhES,

B PRIk EhERETIBE M B BT Citrix REEEMREFH. WF “XHEER". Windows HREEBNEHIR
BEFMS, XEMHNEERSEMEMMKZRGTBIE .

ARELEF, ATURAEENRENNAREFRSS[EENEE P IR B eRE 2l — A4 ENIRESRET. K
INRERIFTI RS M V FHIAREIF RS 2 Bcth & F In R chEsRIIR MR 21T, MMAS EER=EFM CD-ROM IRxh2s
DE— I IREhERET. (MIRBWEBEIE T HIAREMBER.) A EERIETRALU TGRS

B IRIRE SRR AR5 R mn@T AT A Rk

A A
B B
C \Y
D U

AT RS EHITECE, FRSF|LNBRENSEFIRRHRBFALEAR, B, RESBEHEFEFEEINER
HYIREhER R 1T

ETHI, BARsSBMIRENEE C 29 M, IREh28 D 300 N, X#, BPIHIGEMAIUERARE C 0 D Bmpes, X
FAERERIEP R LT IREhE30RET :

PRI SR R T ARSseR @ AT ARk
A A
B B
C C
D D

BTFEHRS RIS C NIRBREFEREIREREN. FEEMEERZEFM CD-ROM Ra)sf B IFIIRIRFHTT
i (fign, C>M. D>N. E>0), XEIRENB[EFTFEESEAIMEHIMBIXEERIRGT L E AR, MNREFMLEIKEH
BRIRST R 5 AR S SRR ER AT AREIRVIREER AT, LR IR ThERRETIE Lo

FMRIFRAT BahEAIRIRERS, SUREAFRKREERIRSB[IEMZIUZT A HRR. RIANEATFIRREERRT.

EENLE, BFETERERS BHRS) BT, MolERREREFHITHIE P mSSMANNHE, BX%E
BREVIFAE S, 15207 Citrix Virtual Apps and Desktops x4,
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vPrefer Ezh

ERHARRA, ATLLUEE7E Citrix Studio 18 E KEYWORDS:prefer="application” B1t3kigE VDA LRI/
BREFNEG (EAEPIA “RMELH”) HARGTTFELGNEAEFED.

Bhas 4.11 &2, ENEK=Hs (A Citrix Workspace L AREFAEIEERIEN VDA LiE1T) &, EIMER LTS
Citrix Workspace MBEEFREB:

« VDA LRENNBREFNAMSIE QIRAIEASMNBREFER) %
s NARFIEEEL,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 RE = R4 AT,

BN BEFEE, Citrix Workspace R R2F1§i%EY StoreFront AR 23 R E FEIEFH AR EHRIE vprefer
REMAIRE, Citrix Workspace A EF7E VDA 9 Windows I ERPIERN AREFNRERR, MREEFE, U
B ARFRAMSEG, BN, BBz ARFRNIEELG,

MRE BRI BAEFARTE VDA £, Citrix Workspace M ABEF GBIt ENAIERF. &% StoreFront dfagkiE4s
HEEHRFAES, ESA Citrix Virtual Apps and Desktops XA4ehEgizH B & f S mE LA BEF B i

MEARFEE VDA LB AR F M 4 LI, & 1E Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i& &3 True, BXi#4ES, B2 Citrix Virtual Apps and Desktops 344,

IhRER B FEMRE BRI BIER, MMIRMHEMRSHNAFEL, FJUERARKIRIR (GPO) BEERIEHIT
BEE, BAMERT, vPrefer (WERK SR DA TFBERS.

AR

BRFARHRE Citrix Workspace R FAT2RRY, #Zm7it GPO iRl sfMaviEiRX . Bxm7t GPO F
AERXABIFAER, FEAARBNREREER XNTAHEL, SHEIXGNIEPRRENEGIRE.

i@idiz1T gpedit.msc 77 Citrix Workspace R R#2F GPO BE1EiEIR,
AHENEET ST, BEEEEER > Citrix A4 > Citrix Workspace > BBIARSS.
%3 vPrefer 588,

EEERA.

MAVFR RRERF THRIYIRSP, EFEUTRTZ—

o AFFRAERNBRER: ETEE VDA LHFENARFRNA#EAl, Citrix Workspace M REF#1E
RERENTARERF (BFEE4. HHE. 5FiR. HRTEOZELRN Windows ARER). AfE,
©%7 VDA LBz AiER, MIFERENBRERF LB,

s AFBRENNARERF: ETRE5) VDA LBERENNARFNAMSEM, MRNAEFERTEE
VDA L, NGBt ENAIERF. BIAMERT, 4 vPrefer HHEISENECEAN, AFERENNAR
FELTFIEFRS, LETUFIZEAR. iTER/ELRN Windows &IERFN AEFHPRTEN

o RWMEBRARER: ETUE BT HZ M LRI AERFEF),

6. BENAMHBE.
7. ENBHRIEUERRER.

.U"PS*’!\’!“

PRI
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« JEATF Web #9 Workspace A3z #5i1tkIhAE,

Workspace it &

iEAF Windows 9 Citrix Workspace A2z Al aEfER Citrix Cloud HriR - —IMk 2 MRS HIIT R B

& Workspace,

Citrix Workspace [ T2 48 At 2R PRSIV & TIEX &R, &1 Citrix Workspace M AEFEHRY

FrE#FIEXERYA Citrix Cloud Workspace IR SR A%,

ITEXBTHFIXBRARN—ED, BIRBREE,
EREEERIERAREENTRAEEREMAFEFH—IT. LREFHEL, HEXNRSIITHAEMS, FRE

IT e R MR HMEMLEIHRINABEZFBIZIEE.

BNAEE LERERET. M, LREAESERERINEER “StoreFront” RE “Workspace”,

Citrix Workspace
Apps
All (16)
E 3 -
Access 2016 Calculator Command Prompt

] »d E

Paint PowerPoint 2016 Publisher 2016

v 3 E

Word 2016 Wordpad

SaaS WHER

st SaaS MARRFHNRLBHRRMETHAFRRIELHN SaaS KARFNSE—AF 4, SaaSNARFS Single
Sign-On —i2iZfit, EERMERURIPARHNENRLARREEZTERENHIBEENEE, EEATED

s]e]
0o

APPS

Excel 2016

S

Skype for Business
2016

LIEXHEE Web 550 Web i 2 BIH9 5181 R STHLLL B 89,

iEATF Windows i Citrix Workspace R B2z #5&id Citrix Secure Private Access £/ SaaS N AR, &
WiZBRS, EERRMIREERRAINZRHALE. &6 Single Sign-On UKRABKE,

MZ=ZRAT SaaS WAEFAFUTMRE:

J)

Notepad

Snipping Tool

v S

OneNote 2016

\

Sound Recorder

o

Outlook 2016

P,

i

Windows Media
Player
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- RREES - BTRE. BERNER,
+ Single Sign-on - £/ Single Sign-On BM\&R.
 EATRRARFMITERIR - AT E AN AR # TETERNEE,

Citrix Workspace Rz f#2F1E Citrix Enterprise Browser (LA#1#54 Citrix Workspace Browser) £S5 Saas
NAEF. BXE8, 155 Citrix Enterprise Browser XX#4,

PRI

1. BRIERTHEEMAZRT THNERTNAER, ARERIHNINBEFFHRITITNGLH, EIHARTLUR
77 PDF, fER7%: BEF-EERATHINGE, BRBITEET,
2. NMARERFPERNBISARA BER e F A,

B% Workspace FRBER#4fE S, &2 Citrix Cloud 89 Workspace &,

PDF #TE[)

iEAF Windows 9 Citrix Workspace M A#2F ZH1EREH#1T PDF 4760, &g Citrix PDF 3@MR$TENYIIRzNTE
FE, A LUTENGER Citrix Virtual Apps and Desktops # Citrix DaaS Lzt E N AIEF K E/E s,

LI MITEDIHEIEF%$E Citrix PDF TEDHUETNRY, $TENHUIRENIZF RIS PDF #¥§1it PDF FRAEA#IE
o BEfalt PDF 2fEAIAR PDF EEREEILUHITES, HMAERIEZITENNITED,

Citrix 2 Google Chrome i#3283% Adobe Acrobat Reader Z%& PDF,
a1 LA7E Delivery Controller Lt/ Citrix Studio = Citrix PDF #TED,
RN

« Citrix Virtual Apps and Desktops 7 1808 s E= ks,
o BTEEIHEN LEVZE— PDF EEES,

Z/5A PDF 1TED, BHAITLATRME:

1. 72 Delivery Controller £, A Citrix Studio, EAMIEEPIEZRIET R, DI ACIEMER, WaIUHmE
MEEK,
2. ¥ Bzt PDF @ATENVEKIEER “ERA",

BfiEsh Citrix Workspace R BRI <& USRI BV E £
PRI
+ Microsoft Edge %288 7z PDF Z&EFITENTHAE,

£/ Windows Continuum 59 Windows 10 H#9f B4R BBt

Windows Continuum 2 Windows 10 89—IIhaE, AILURREFIRISENEREE, EAT Windows A Citrix
Workspace M AEF S Windows Continuum, B3EEIAEEXIR.
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NFEATMIEThAENIZE, MRKFEEBREHNET, Windows 10 VDA FUFRERIERNEEH, EET #85/ME
R, EUSERRER. EEAZFHIRE L Surface Pro -84 —8ENREE HIFHSEERE, AETIRE
PENSSmEmERzEiR, AXFEMAER, B2 Citrix Virtual Apps and Desktops XHF#9iE Tt & &1
TR BB AR o

ERATHRITRENEFHEE L, YEEEREMEZEDRIEN, Windows 10 VDA $iell RS FE R AN BAT.
YEAESIEIEPERSNS BREBNBAAN, BTN, kIEEE VDA LRI TFRARS. ERAILIEE, FE
F Citrix Studio &2 iR B g 4R SR BE

FIRERIRIVEM T EETMENRF R

o THARIFRH,
o« FeRENEENMENBEFSUERERITH.
o« ES=EE RO wH,
o MESEPRIFRT BT,
SEENREEHNBAFRRE, ETUGFTREMEIRN PC —##17XE,
AR

EATF Web 89 Workspace 7%#F Windows Continuum Ihgg.

HRBABEER

HEBABREEERMELEE VDA ImEMAFTIRSH Web Tim, IngEsER Citrix Workspace MWBEFERF
ImEBHMEER M EIME1E, Z51ZEsM URLIEEXHTTP M1 HTTPS W&,

AR
BILUERRLIEFIRIEEEEERE VDA IR (URAEREFHEER) B Web FE,

B% Internet Explorer J%1885h, RBBANBEEMINAEEZFF Google Chrome HIi28, LB ABTEEMINAER
Web S 8BHNANEEEHIETFIRIEE, HEIZE Citrix Workspace M BEFHERNNBR R %28, LLINEEEME
FH. TELENERESMMEDREA. SEMEUBHIEERSH Web @ (XEZ8E HTML5 5 WebRTC
MR Web @) BRI A%,

+ cookie ERIFRFHAEFE: BRUHAEHMBHAKRN, RAFRTEERWAEE.
o NHBIMEFEMARES.

BXFAER, BRI GEATEE M,

EEXNRRAREEREMN KSR I BIEFENRE

B Citrix Workspace R F#2R 2303 kizie, EREAETFT Chromium Embedded Framework (CEF) B35
RB IR IR IERR. ERBRRE, BRITUTERE:

1. $TAEMREIESR.
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2. i3 HKCU\Software\Citrix\HdxMediaStream IMRERIR,
3. SIEABRUTEMREMRME:

o SEMERMBFR: BCRProfilePath
o EMFRE: FFH <folder for CEF based BCRtmp files>

4. E#EH Citrix Workspace Rz 2R LUEFHREI BB E Ko

Citrix Analytics

Citrix Workspace M AR BE3HM, AIlZ etk AEE#HE Citrix Analytics. B, B Citrix Analytics
ARS8 ENRFIEMERE. Bx Citrix Analytics 894158, 5207 Citrix Analytics,

Citrix Analytics RS HIIERINAE

fEAhR 4+, Citrix Workspace R AR AIUR £ RIMMEHK S LM IP #tiabZi =) Citrix Analytics BRSS.
BRAEBHBSWELL IR, ©aUEEE Citrix Analytics RS DT IERER TR T SHE IR KIHE X,

BUAERT, IP it BES%ZES Citrix Analytics BRS. B2, ErRILUERTMKRRmERTE Citrix Workspace [
A2 R A ItIETR,

E2A P it AEEW, ESMEIUTEMREEHE SendPublicIPAddress ZM&RIUISE ) Off,

o 12 64 1 Windows i+8#l L, S#iF HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,

o £ 32 i1 Windows i+8# L, SAi% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3 =

AR

o |PiuhHEm R EREB R T89S, RE Citrix Workspace M BiEF & FmBZN BREFHNED
IP s#hiit, {BFLEMIEATBERIER,.

s EHHAMNZFFFIEHR (K =7 Intranet FiE1T) , BEHEETHS LR URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Citrix Workspace R FA#2FZ53 1M, AILUMEMII BB ICA 2ifR 2B HuREm 2 Citrix Analytics iR

5o

Hx Performance Analytics i EAILESHIFMAES, ESHEESIEE,

B ERAT

18X RARTHAERTE B B DR R P RE—hik RirE58EE,
BXS BARERRR RS R Z BIIGRRIEE, HIW, ERABRMEGEBNNA RN, ZIEIFEER. YRAEFER
MR BT, EAERIE 3D NRIHREY, SHIMEN T RELATVUETEX,
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ABXS BARSTRFHR M T AT LB A MIRE 5 A RBR BRI EANET, FEAAXN RARRAMIFEX RATRNRI N A
EFEERALERE,
TRILESAFRMNSIEENM FECEIZINE, XA LIERAITHITIEER =] A .

AR

IR RIEE R B RESIERER.

INREMAFMEREERR default.ica XHEBEZINGE, WEMERIFELRE, ZEBENHARFA.

fEREMRRIESR I EARX BT
BEEZINGE, BERUTEMRIKENER, AREMBHIRE, UEEREN:

EFZIGEESIEEM LT, BRITUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFZIGeESRAREM 0T, BHITUUTIRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o Z#R: RelativeMouse

o A REG_SZ
o {&: True
AR

o EEMRFESFIRENERLERST ICAXHRE,
+ 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXAHER, FENERIGESS
B,

£/ default.ica XHE B RIR

1. T defaultiica <, ZXHEBEMTF C: \inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, H sitename HERIEN NEIEENZ M. X F StoreFront &/, Bik.ica XHBEMLT
C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, E#f storename
BRIENAEER ARIGERNET,

2. 12 WFClient Z4#FHmM—1N& 5 RelativeMouse BRI, FEHEIRENS JSON MREBEMEE.

3. RIEFEREE:

o true — BAEX BT
+ false — ZRET BT
4. EMBMRIEUFERER
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} =r

AR

EEMRFEETIRENENRSRST ICAXHRE,

M Desktop Viewer /=B84 BT
1. &= Citrix Workspace M B#EF.
2. BHEAGHNRERIE,
3. M Desktop Viewer TR, FEFEIET,
EEHE 273 “Citrix Workspace - 35" &0,
4. EEFEE,
5. TENBEIMEET, BREAEXNERT.
6. BENAMEE,
AR

M Desktop Viewer EEEEX ARG ZIhEE B F B8 =1E.

SRS

&/ Citrix Workspace 2 A#2F (W& HDX Engine 14.4) B, [BHRERFmalA, BNEIfER GPU #17 H.264 f#
B, BT GPU f#i3r APl E5 DirectX MSRINE,

Z(F A Citrix Workspace [ BI2FASKI R SIEEIRE BEHMENE, BFHRITUTERE:

i@idia1T gpedit.msc 77 Citrix Workspace B RT2FF A RIS R EEIER,
EHENRET AT, HEEEEER > Citrix Workspace > AP {&,

R ERAE IR,

EREEA, ARRENANHE.

Hw N
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A Hardware Acceleration for graphics

E‘ Hardware Acceleration for graphics

Previous Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: .
All Citrix Workspace supported platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

BIIERTNEHN ICA ZERE T REEUKREEERATEAINE, HREUTEMRDI

JEMRZREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer 89{EX A 2, MEEHN 1, N
RNIEEFRAET CPU AUAERS,

fEFRREMHARRITHAERT, TRERLATRRE]:

s MREFIHERE TN GPU, #EEP—NERBEE - GPU LA FERRE, NWKER CPU 7S,
o &E#2 Windows Server 2008 R2 Eia#789 Citrix Virtual Apps BRSS 2384, iEAREERAF 8 Windows i&#&
LERBHARD. MREALINEE, NSHMERE ERXAR MR T F B R R R,
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ZRNBEA

Citrix Workspace AR X HZEFHERNBIN. AILUSAREMNZER XA T !

o SEEPEDD, IR RIEBIENME RN
- RENRHILAER, FIREERF.
o LSRRI S IARHo

Citrix Workspace N BiEEF AP A LUER RS EB S FREET L REREEIEZEMNEZERN, Citrix Virtual
Apps and Desktops #1 Citrix DaaS R Ea] LU fER Citrix Virtual Apps and Desktops #l Citrix DaaS &8
BRI A B SME R XM MER S

e SR
REZALIE/\MNETESERT Windows B Citrix Workspace MBEFE &R,
ZETREETHNS M ETEEBABREBMITHNIYE, E2iEiE, ERRATUAEEFRNSHENS .
KVETLUIRBUTHEMHARE S B RES#HT:

« 2REN, 2FEPETENERE, NARFUREARM—FEREXLERTEF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEMFAI—29 ERHYINE R E R Desktop
Viewer &0, BEXLERBNIESSFEEFONK), REEERKK.

« HORN, [EPERENETEER, NAEFFRETRIZNERSEF.

Citrix Virtual Apps and Desktops #1 Citrix DaaS: ZHFE—42E (WUEHH ‘SEA”) FPHEESEMEREE
B, BOKRERRYE, 22EsBEHERNEREER. NRERBRELAT, W—&&& LAUETREZTEINEE,.
MRENNARFNRERIEFERLE LNEERE, ZETRRRAREFHNEERE. TN, REPESRIWE
TR AER RS,

BEAZEREXH, BFREMTEI

s APGERENZIHSTERS.
o BRERFALNEISE EReE. £ Windows F& L, BERIERTRET RN, BHEIEE > RAHBEEE
™ RERIASITERSERTRMET.
o WNEIEREBZE:
- Citrix Virtual Desktops: M Citrix I+ B HMKIGE “ERAFRE" KEEEBF AR,
- Citrix Virtual Apps: RIEEZREER Citrix Virtual Apps BRSS 28hRk 7 :
* {EA Citrix BRI E “BRNERE” RELE B NERS,
* 1£ Citrix Virtual Apps BRZ8s80 Citrix BRIz HI &, %%, AREISERPIER:
- BERSEREY > BRFTE R > RS2 INE > HDX Broadcast > 2/Rsk
- BERSEEM > BB RN > RSRAMIAME > ICA> BF) #
* HBATENRIENERNRARNT.

i

REREEEEBA (ULKBRE), UREERBNELAEF. NRIKENEFBKR, EGHEENNNELTNAER
ZRBIFE—EBD BRER.
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EXR S es L fEA Citrix Virtual Desktops:
1. %#% Desktop Viewer & & T ik,
2. EEEO.
3. EANERBiEESh Citrix Virtual Desktops B&. HRESNETSTARYET—HREE
4. 7£ Citrix Virtual Desktop TE#=m, #EE2R,
BEEIERT BEIA A EEE.

& % 7 Citrix Virtual Apps and Desktops #1 Citrix DaaS it B2 ZHNEFREER, BESRMIRFLXE
CTX115637,

FTENM
BERAPIRE LTENIRE

1. #APKREL, MEAREFPRHITEIREREZFERE L,
2. EEFPIHKERETFLE, BE “BROAN, FHER ‘BRES" M ‘BEEMFERESE ETL.

FRERR R

BAFEM Windows FiR BB Rtz in A fEFFFl=m, Citrix Workspace AREFEEUTER TEMET
RERE:

o EHUET XABWANTREY, UKk
o HigERTIKEEXH FIRBRRE,

ERLERE L, EREERT, Citrix Workspace NARRFLEERLNIZENER, RERSHUAREIERFEH
HIRET H I,

BECAIRRRENZILEETRERE, BHRITUTRE:

o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver H8l#E REG_DWORD & DisableKeyboardPopup,
¥}

. BEREN 1,

=

AE:
£ 64 fiI it 8 §1 £, & £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&lEZ{E.,

ERALUEE AT 3 HARENIR:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
+ Always popup (22%H) (FEERE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#t) (REHERE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1
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BEREA

BJLUEZE Citrix Workspace A2 F RN BB RHHINENEA R, BRRERESNEKZE, AIUEE Citrix &
gakst. Windows HBIITAURRIENRERF.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R B1ZF A KRS R EEER.
2. EHENEETST, BEEEEIR > Citrix 814 > Citrix Workspace > F A {53,
3. EFRERES TR,
4. EEERAUNFIEIET,
5. E#iEsh Citrix Workspace [ FEFE 1% UEFR A E BE Ko
Citrix Workspace M A2F X1 32 fiGEIR:
Citrix Workspace R A2 #F 32 (IGREBER. AT HWTLENARFRE, ESEmtAUTHREEAERE:

o EEPOIIEEFRIRNNARER,
o ‘TR FEBLK
o fES1=

IJ\IB\

AMRFEFLHESBERE, JRBEENREBRERA. Citrix TEHRIEEIMRFEREHFILYSEE
HRVIB RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BEBHITED.

B EHEREE, A 1T HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences  F I — ™ & &
TWIDesiredIconColor WFREEMRMHEHEIRENMEE. EirsNEERER 4. 8. 16, 247 32
i/ R. MRMBEFRERIE, AP AIUAEREERENRERE,

RS LTEEXNAEFRESANUE

A “FHR” RBEEMRMXEEmIREARINEE, AILUEE LA AREFHRESKE Windows BFBREFMEE
£o APARMM Citrix Workspace B RENT AN AREF. “FHR” ReERMNSEREANEET A AR T
HNREAR, HERTREEU—RNARHR—HiZONBEEFNEF,.

irE#A SelfServiceMode, HEAB R TIEE RN True, HBIERI SelfServiceMode 1558 & R False
B, EXRANBEBRSEF Rim. Ak, EEILUM “FFE” RBEMMSmREA FRRESNER) HRTiRN
N ARERF.

BRMERRFAUERZMEMRIKERBEXRERES NG .

fERRES

« BPRTERBR AT, ¥ SelfServiceMode 15518 B R false (INREAER) BY, FIERARFIYRE
R AR, MRMKEFRRRESXER, AP EFBHMXIEFH Citrix Workspace R FEZFER LHY
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RIFREY, WWEMRSERET.

s APREERE—NARE, ‘W7 M G EMATE, BAELAFEEEZNARE, EERAUE
F H P ERA RN RIRIRFIN S MK P B RERAR, B RE A LUESEE A init B L FahREm R
(HideEditStoresDialog) sRi2{E55%INR. MREELRABMAFEFUAIE, BABTUEBNXETRES ‘G
BRI IR, LB AR P B) AR NS MIRRIK o

« BATEER Windows &4 ERBIBRR B2,

o AILUEE A BE XA EMRIGERNKEREAR. BRANERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T “FRR” FERPRIERES T, FHRAMINESIRE UseCategoryAsStartMenuPath,

AR

Windows 10 RAKFTE “FFia” HEHBIBRMARAXHX, LAEFREETRERERXHLT, B2, FEE
A Citrix Virtual Apps EXH “H51” FXHKPET.

o AIATERELEZHHRM [/DESKTOPDIR="Dir_name”] {5, UERFMERESAKER RN NHKR, KE
REES A ZHFRFR .

o EAFEMEKDI AutoReInstallModifiedApps AINEA “BeIEHREECHEHNEER" . B
AutoReInstallModifiedApps &, MRS/ LEAGHWNBAEFNESEBYHAMBNEAENBER
Pt B E2R. 2B AutoReInstallModifiedApps /&, NAERFNESERBLEFSEN, HEE

&P ERBREYIRE A N ERIFBT B A E. BIAMERT, AutoReInstallModifiedApps & FBAK
=

eNo

fEREMRRIER B EX N AREFRESHNIE
AR
o BABRT, FMRIERFFBEER.
o ERENAREZAIECEMRTL MREHAFEERMEEZBESCEMRI, BSZAFR SR
1. & Citrix Workspace R AR
2. REIMRI, AS
3. EfECENAEE.

EETFXITH SR

TEREHIRE R AIEFReBAFEREZEBR,. Bl TEKEHITE, ERMNIRREERUERBNIFLEZ
B#%5), MEABEESMEE LEHMBECHEARERF. T Citrix Workspace 1R, HBEBUEMRERF
IR EEETERITHl, WA LA AR INENE A Img&HiT TIEXES,

NP

AMRFEFLHRSHTEND, ARFEEMTERERR, Citrix TEHRIEEEMRFEREAF LS

IEYRRREB IS AR, EREMRFIESTEIENI, EREIMRZE, BSLHITED.
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X EmEAHE Citrix Virtual Apps BR$S 23+ 012 WSCReconnectModeUser H{E2iIl 5 /Eit%& 15 WSCRe-
connectMode., E%#HIVEEAILLEX Citrix Workspace R RIEFHIITH.

Citrix Workspace M A#EF WSCReconnectMode AMRILE :

« 0= AFEFMERINETAUERIE

o 1= AREF RN ENEE

o 2= RN FRREFRIFNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace RETHIEFIERE
o 8 =7 Windows B RE iR

« 11=3M8MAH

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMMEIME 3 BH 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

MRERECNEFPRDT, AT LUE WSCReconnectAll s ARIFIGE A false,

32 it BB EMRRIT
EMERD: WSCSupported
f&: True

AR R
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- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMmRT: WSCReconnectAll
f&: True
EMRINERE:

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MR : WSCReconnectMode
#: 3
FEMRERF

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectModeUser
B: EREHERCBRIME.
EMRIEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (i BB EMRD:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 197



iBEAT Windows 9 Citrix Workspace R BiEF

FMERD: WSCSupported

f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID

+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FAERD: WSCReconnectAll

f&: True

AR E

SERRRIN:
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

EMERIN

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B: EREHERSIEEMRR,

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID

+\Properties
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- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

Desktop Viewer

FENEVFIGEEERENEWER, EXBFRIFRESEENASRNERFAESEABFNREMELERNEUmR
B EZFIEMEENAFERURAF T UREEZENEEIRATERT Windows B Citrix Workspace 1
FEIZE,

YAPEESHEMSEERN, 5#H Desktop Viewer, BFHENSEIUSERGHNEMSEE, WAl U2H
ERLTAKE. EiARARFR, Desktop Viewer TEEINEEAAAEEOPITAEMKEHEH A KEEAF
BHERZEE. BRI UERR—BAI&E 8% Citrix Virtual Apps and Desktops #1 Citrix DaaS i#E#ERi&
BEEETMERZS KM,

=

pZfER Citrix Workspace NARFEXREMEE LNRESME, TEFER Windows“IEHIER” BEXXRESD

Desktop Viewer HayE&mA

£ Desktop Viewer 23&%, Windows #iri# +L fg@asithit &l
Ctrl+Alt+Delete ezttt Eilo
BERDHE. MISBAYHRBEREL Microsoft HENThREM IR BB E s R At Bl
E4 Desktop Viewer {y—IUsEBNTHEE, % Ctrl+Alt+Break & O 2 Desktop Viewer T 2121%5,
Ctrl+Esc KX Ttz E MK E.,
AR
ZINER T, tNR% Desktop Viewer & Ak, Alt+Tab BESIFEABNE Oz EIIEESRE . S0R Desktop
Viewer . REENMEOR, Alt+Tab BERIEIIMINE O ZERERED.

AEFIRH Citrix GITHRAS. AEEFY (1, Ctrl+F1 F5) EEIM Ctrl+Alt+Delete, Shift+F2 &E2
FRAME QRN Z BN BiEF.

AR

Fgext Desktop Viewer FETHEMKE RIEMEZARFNSESIE) ERARFT. B2, GRILUEHA
FEAHBHNNARERF, BEMNAREFRIE.

REA SR E

AERERET, APTAEZIIR—ENSEE. IRAFPZSHRTIRE, BRFNESESIENERE, Eit, Citrix
i
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- BEERASRRE LNEFREENER AR —KRERER
« ARARNRIHER—XRH, FEEEENBRAFRENERINERIENIER.
s APARINRAHR-—KENER, HRRBZER

FMERIBEEMKENITENNAF MBS ZREHITER,

TEX I EIRET:
o MREHAFMENKREEZRIBSENNBEFRBHENNBER, HE
o RARARMPENNBEFEER,

RERFILERMREETREMNNAEFREFHRFEE —H. EREASIEF, FHIENR[ERAMEIEEDE,
AR R B 12 RSB PR IR B 3R BRET ERES, IAB SRR,

RSHE T asiERY
ERILIER AP Boh 2GR IRSIE T8 BRI B K,
EEEBER, BERITUTSR:

1. BahEfR%EmES.
2. SMEILITERE:
o 7£ 64 {iI it B H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine
o 132 {iIitB#H E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. elEM TR
8. REG_DWORD
o ZFR: ST INACTIVE MS
o fB: 4 NREHERSERBRIERK) .

BB EMRIET, RSETRBUESIMBELIFFER, IMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEEMREESR.
2. SMEIATRE:
« 7£ 64 i it ® #H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o €32 3 EMLE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. SIEMTEMRDL

o 28 REG_DWORD
« &#: NotificationDelay
o B U= unEaE (B, 120000)
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Workspace i8R E RN

BIERAUEBEEBIE, WsEERF BEIM Citrix Workspace K BIEFSIEFHEZNE NNEE, NRE
IR BEIMIEEIEENEERRA TSRS, TEEM Workspace fritil. NESIBRASRIERIAEN
NMAEEMEEsigs Citrix StoreFront A,

FEHEBEIERLURBERM 1 H8E 1440 £, BUNERT, REBEREHEN, BERAILUER PowerShell 3R
F2& inactivityTimeoutinMinutes &%, gl FHIZATF Citrix Workspace B2&# PowerShell 11k,

RARFARNT:

o EEHAI=0W, BHNZEFOFREET—FEN, BT —TATRIIERICEHEIET.

o AEAREENFEMEREATHET 5 2#le, BHA 2T

s ARAUBEHREEREFENASREERANARER, AXMERT, FEmitHSREENEEENE. ©A
BT HER G N ARENRIE,

=3

AR

M

ER AR Workspace (R) &IEERERNENEE,

NET BN BEFMNSENEERE
=
B Citrix Workspace R BiEFFhRZs 2305.1 2, WINRE@EERTNAELE, AN BEE AR KR,

UEl, Bab#EMNEENAFREAER. efAFRIREIEELENN, HERPXATIHEE, RAEMEEE
BSHY,

@Cnnﬂcclmg

Starting...
[

BHENNAEFNKERHAREEEFE. B, HBEEEATF Windows &y Citrix Workspace R 2R L2
HT AP REFNGE, XEMTILAPRNTEEXBHRSHEXER. BHETIRENEG THA.
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iEATF Windows &9 Citrix Workspace T2

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

1)
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

[ Fites
cifrix

j el Type here to search

}ﬂFEJL)(ﬁEﬁ%EEﬁi&EE’\JE%‘\XE’\JEE%D, MAXZ A, MREEEHHBEBFZHAXANNLEE, WRER—
= I:I /ﬁ %o

BERTF Windows # Citrix Workspace M2 2305.1 2, thINEEE=NAREDIRIALTERRS.

BJLATE StoreFront (#3th) &IFNEREIMERBALIIEE. BRRDEE

1. T EMRGRIESS

2. B HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,

3. BIEHAM—1E A EnableNewLaunchExperienceForSF BEMERFN R, ASIGHMEIREN True,
4, E#Esh Citrix Workspace R BER LUEFT AV E B,

AR

RAFEAR AT A EEIFE RSB REFIFRFHITUL, HATFPREEZRBONS, Citrix FiEZ
EFR BT AR B9S2 1522451, (EVOIIRERUH X LETHRER R 5, Citrix AIRERIRIBRIGM™EM. REMMNEEMTR
IRATIRME, BNAETLEFIFRHEE Beta hivds,

BJLAEE Podio RMHE RILINEERI R 5o

TR S DT R E [RATERR]

Wi B A LEIhRE, &R LI BT ART SRR E. BALIhEeE, Citrix Workspace R AREFBERBIEN T
BEiFEENRIE. BIREGE, SIERILAET.
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i, Civis Werkdple 5 W

Deskiops

¥

citrix Q

BEa®é omEe™me T a

X{UEARTF Workspace (&) &if.
AILUER Podio &AM ARTEAR.
AR

RAFGRAIEE A ERIFEFFRHEREFFRFHITUL, HATFREEZRBENONS. Citrix FEZ
THREFR BT AR Y SZ 1522051, (BRI EBUH XL ThREM R 1% CitriX FIRERIRIBRIGMM™ B, RBENEZ W R
IHITIR(E, BINABELEFFIRTEIE Beta hitds,

B T EEPAR FAAE R AN R ERYERTIE ALY
Citrix Workspace 2302 k27 EFEEE BUT A EZMN EMN B2 F S E R4 7 185289 A F (458,

Y Citrix Workspace [z B2 21X R BT FHZEZR Citrix Workspace MR2F S ER Workspace =HIThaEr—
BB RN AEFRSEE, SEPUTRT:
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iBEAT Windows 9 Citrix Workspace R BiEF

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

1224 Global App Configuration Service Al R REFMEZRIENEFEFIRTILEN true B, AHIMILIRR,

BERRETERMER ST RON T E RN ENMN BREFNKEH NRERBEMIMEENNABEFNRHE, 58
HEUH,

WA LUERICEROE IR, £ NRERINAEERNE R,

ZHEIREERRIE? NEUTER T 2HIRR:

- ARPSRBMET LR ABENNBERF,
« %%H 73 Workspace £HIThaEit B B IR R RN AIEFEEIRE,
+ Workspace ZHIEMEFRETER A s LiIRBRERIAME,

AR
EMEEATFNEMEEREMLTENSETRENEET. SXFAES, BSRER “SREER WiE
HEECE EmEREIET,

EP &R EITR (CEIP)
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LESiNE5 ¢

FCEMEAME

e 0k €7

iR

Citrix ZP&%eE1t % (CEIP) M
EATF Windows &9 Citrix
Workspace M BRZFUREREM
ERBYE, HEDRBEIEREE
Citrix #1 Google Analytics.

BIBERERFTAEN

kGBI T Citrix 1253 Citrix
Workspace [ A#EFHRE. I
REfNMERE, NERARBRELES
RHER, HFRSKIFHEEAR
FRBMEM SR E,

N EFRR, Citrix 2Ukse Workspace NBREFEEMERBERIHIE, URS Workspace NBREFHNRE. ThEeflE
8, HAaW Citrix AF=RFRXENEL SRR, UNRERRSKEHEEARREMNEMEMIE, YBNLUCRR
NEAMDH. KPR ERMAFHETEN, BFRIRE CEIP $UBHFENRE R HITHM.

Google Analytics Waser945E CEIP #iBTRBIE:

RIERGhRA *

RIEBAE
TRiEFRE
BEIEHEEDR
BERS /Y

EFBLOIFRER

RERNBE RS B

3 r

AR

Workspace Nz Ff2FhR
Zk *

EEEIR

REEFRE
EEROMERER

Citrix Virtual Apps
and Desktops &iEEzh

K&

StoreFront =l
Workspace URL i¥#1h
BERE

Citrix Enterprise
Browser kg

SHEIRE

PEE-37I 3
EFIRREHE
NRREFRIFRE
REHARL TR R / SR 7R

Citrix Enterprise
Browser A&

BARZ 2206 &2, Citrix Workspace MBEFASMAITEREE (EU). FMHESF
RPBEWESM CEIP B, WMREHEF AILINEE, EEHEN Workspace AR

Workspace N B2FIE

i

VDA ER

N ABEEEE
BRAVEIRRY R A
BEEHTRES

B EEE

X (EEA). EEFI%E (UK) B9
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BRI EIET

BhRZs 2205 2, ARMEERMALURRU TS BELELZ CEIP i (FTEM “&3” PEENTELENFEMEUET
EXES IO

1. ABE@EmXiEgse Citrix Workspace [ HIERF ElfF.
2. REBRRE IR,
LB IS B R R BT IEAE,
3. EEHIERE.
4. EEFER, HEUEZEA CEIP #BFRF S5,
5. BEHERF.

ER AERBF SHSMEIU T EMRIHIZEIGSEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FEMERM: Enable_CEIP
f&: False
AR

—BEEER, HHZE Enable_CEIP EMRIUEKEN False, FalLUES SMEIU T EMRIHILEER
FIERXREM CEIP Bt (BMRIERSH Workspace MABEFHRZA) :

#12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEMERI: DisableHeartbeat

f&: True

Citrix 1R#E& 5 Citrix £ITH S RZ R BEMNEIE, HIRE Citrix Services Security Exhibit (Citrix fR$& £
MBRR) FHMEXE#EITRIP, “Citrix Services Security Exhibit” (Citrix g% 24 RExR) a7 Citrix Trust
Center (Citrix fsE# ) KB

XK E
Citrix Workspace R A#2FIRIEN Mgt R IR EMKIFIRE R A, HiaflkF.

8 Citrix Workspace R A1 2106 2, EaLidd “KiFigE” BEXKIHAM. NEfMfFER. EXEgEH
FRIBEVER AR TBRRTE, HBFRBIRENA.

AR
HE(ER T =2E,

BXFAER, BEAKERE,
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https://www.citrix.com/buy/licensing/citrix-services-security-exhibit.html
https://www.citrix.com/about/trust-center/privacy-compliance.html
https://www.citrix.com/about/trust-center/privacy-compliance.html
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/regional-settings.html

iBEAT Windows 9 Citrix Workspace R BiEF

sk Citrix Workspace MRS L BRI [RARTSAR]
8 Citrix Workspace R F#2Fhk7s 2305.1 2, BALIIEERE, HAFXARNKSEN, RART—RIER, BTG
AHRERIE. R EM T HARERANBITRIER AR,

AR

S FESHEMNEmA, LogoffOnClose fl PromptMessage xEF(EATREZ(TAHNERDED.
BRALINEE, BHRITUTEE:

1. SfnZ Citrix Studio.

2. BHEAEMSMERFRIRTE,

3. MIfIEEERS FRikEFRFERY VDA,

4. BERFEER. WS HIYERZTATE,

5 AEMSMERFREETRE.

6. EFEFIFRM VDA, B MEHPRMKEF.

7. BEEFE, AR HINYRE K E DT,

8. TEMPAFER®IE LogoffOnClose XEFIRE N true,

9. BEHEWE, RARMNKENSHIMIATIHEE:
Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(FTRERINIRE)

£ “Save energy” (Tigek) RETBHEXXZ
A LIE Save energy (Ti8E) BEREHBE XA,
1. BRE—BHFHSE 18 #HITHIE
2. EiIRBAFEEHR PromptMessage XBFIRE NNEN A,
il

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?

<!--NeedCopy-->
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Edit Desktop

Display name:

TSVDA-2019

Description:

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?"l

The name and description are shown in Citrix Workspace app.

[:] Restrict launches to machines with tag:

© Allow everyone with access to this delivery group to use a desktop
-': ) Restrict desktop use:

Allow list

B Enable desktop
Clear this check box to disable delivery of this desktop.

B Sessionroaming

When enabled, if the user launches this desktop and then moves to another device, the same session is
and applications are available on both devices. When disabled, the session no longer roams
between devices.

“ Caneel

3. BEHMAE. RAEMKESEILTIHEE,
Save energy X

Do you want to Log off?

AR

(TREAEXIRE)

4t

RAFERAIEE A EEIEEFFRHEREFFRFHITUL, HATFPREEZRBEONS, Citrix FEZ
THREFN LI hR AT IFEG, EXGIIRMEH XLETIREM R, Citrix ATRESRERIFAmEN. RBMMNEEMTR
IRHITIRME, BIARERLEFIFEREE Beta hids.

BILUEIE Podio RERHA X IINEEMR 5o
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https://podio.com/citrix/capworkspaces/apps/sustainability-initiative-from-citrix-workspace-app-tec/items/new
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Microsoft Teams

. BEE
. GEIDERMEEIL TS

o AFEIEHRF

WebRTC B9HE&AR, ERFLEML1LA Microsoft Teams

BARZs 2209 2, AFMHHH Microsoft Teams 89 WebRTC frAEH K FARZs M98,

£/ HDX i#17#) Microsoft Teams {1k 89 SRHIFN LR

iEATF Windows #9 Citrix Workspace R AE2FIIESz A HDX #1378 Microsoft Teams b -Ravis SAERIAN
HRo

TRAILIRME RN EERAEEXBGBRER, FEIEINELTEITRE (BAMER) RERTINF. ZIEER
BT P2P sBIEZN.

AR

EIHEEMEE S Microsoft Teams Ul/#5R% . ZEOZIFRER VDA BHE 2112 NESIMAMNNE R M.
BXFAER, BERZEOINAHR,

PRI

o ALIFEERMAPEXNE 2SR,

¢ BEMRTRERIFZEFEEE. YEXAHEHREBL Microsoft Teams REHEE VDA BY, HEEXRE
BERAXHEL

o EFEE ICARIEE, MEEXHA. B2, Microsoft Teams Ul Er-—1 344, IERZEIHRRMATERR
. Citrix 1 Microsoft [EfEREFESS AR LA,

- EMEREGREN, REQHIEEST Internet.

=

AR

Lt IhEER7E Microsoft Teams # KM B H SR . Microsoft # H b B#ES, EZFH CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERA&E]) LFKEAAEIHF AL,

REH

it

Bhk7s 2006.1 2, 7£fEA HDX {4LH Microsoft Teams M ARRFHIEHRREZINEEPSINT FIhEk.

£/ Microsoft Teams £ZMABXIETF Desktop Viewer EOHIAZS. Desktop Viewer FOIMINXE (B
PimdsthsEm. MAER) BETHNEE,

7£ Windows 10 2R, LT R%ES Desktop Viewer EOEENFREILETT:

o “FRIRT FEE®, YRR XM “ESAE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#screen-sharing
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#encoder-performance-estimator
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#acoustic-echo-cancellation
https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
https://www.microsoft.com/zh-cn/microsoft-365/roadmap?filters=&searchterms=citrix%2Cgive%2Ctake%2Ccontrol
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o EESEAMNZRABAZMEA,

« BIRETAE DPIRENZE TSR L, NMREAMTAREFS 2N FRANETRES, HEHDPISAHF
Desktop Viewer &89 F £ 728 DP| RITEL,

s BEMREEESEINEAREFNER LN2ER “NARFMFR",

‘miDeRMERE(L S A8

HdxRtcEngine.exe @A Citrix Workspace [z A2+ 1) WebRTC i§#143512, 4L Microsoft Teams
EEM, B Citrix Workspace ZA#ERF 1912 KESh AR, HdxRtcEngine.exe AUFfEH =AY CPU £
HIER T UASORERDIWE, FTEEMEN 240p. 360p. 480p. 720p 1 1080p.

MAETHIETE (R webrtcapi.EndpointPerformance) 72 HdxTeams.exe #iALEHEIT. EIRRARE
e T ERRER S USRI RESHE, FELDSRNEEIERTESNS R, KRREENETUEXNESZEH
i, WAIENEASRINRS /2 IENE,

NTFREEECHNEAAIRIHERNRR, BEM MRS

heRIERE BRI EMRIE
R 1080p (1920x1080 16:9 @ 30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
= 360p (640x360 16:9 @ 30 fps 1
5 640x480 4:3 @ 30 fps)
FEE 240p (320x18016:9@30fpa O
320x240 4:3 @ 30 fps)

Citrix Workspace W BZFHAEMRERREZ:
SHREIEMRRRZR HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #H &I T MR :

BIR KE (=1 iEA

OverridePerformance DWORD 0;1;2;3 SR SCINFR B AV IERE, B
MANTF 0 3 2ziE, H
0 FR~ig, 3 TRk,

BXREERAFILDBIES, BSRAFEEREES,

A% Microsoft Teams f{LAiF4E R, BRI Microsoft Teams i1k
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AFOAEER

AILAZEA HdxRtcEngine. exe FREIEEIRINGE, MRS MMREREANSEBERNE AEC THRERINEIRERRS

[

HF

o

SMMEEMEREEZE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H 8 LU A RIN:

£#: EnableAEC

27 REG_DWORD

g 0

(0 RTER AEC, 1 RREH AEC, IR Regkey &7, HdxRtcEngine RMEIAITHAEE AEC, MEiLINE
& BB ThAEIN (AT, )

Microsoft Teams {11k AIE32THAE

« BERAT Windows #4 Citrix Workspace MATERF 2112.1 &2, LU TIhEE (Z2EOMETEHIR/KEUEHIRR)
{X7£ Microsoft Teams ¥RiEHEFHEA A,

Microsoft #HIL BT, ERIUEE CTX253754 LIREUASEHM M A S,

- M@ Microsoft Teams KB ORI : & Citrix Virtual Apps and Desktops (2112 &=
h7s) Ai@id HDX fifbfE, &aILTE Microsoft Teams FERZ AN EFITWMRAMKIN, ATLBEEE
MARBEINERRN. BXBEBTONEMNIEFAREE, 5518 Microsoft Office 365 i E# Teams
Pop-Out Windows for Chats and Meetings (Teams BFHIRMINAEHED),

MR EEETTIRIBARASHY Citrix Workspace M F#2Rak Virtual Delivery Agent (VDA), Microsoft
BROERFAEEARE, B2, ERIELAFLHEHNATBZH, BAIUARIZRHSIMIEOD
(2112 sE=RRA) B9 VDA 5 Citrix Workspace B2 iR

- BFEGNR: JUERRTFEIEHBHZRENEFINRREFEMSNNEMAR. Z—US5E7
PiBd e, RArMEERMARTIERNEAHEZNER. WAHAIUERIRZRSE, H B LUK
B4z HIA,

- REUEHIN: EREHERERE, ERAS5EHAT LB ERIEFURBBERIZFINR. AE, HER
BHAGALHETIELZIER, AAEEHNG, EUEHAENESE LORENRFRAN, UK
EHIRE IEHZ T HIN

PRI

ERUBEF 5= ETHA Microsoft Teams SEZE i LA P Z M =38 SiBiEHAE, 1ERIEHIY
WIMARRI A, fRRTE: AP RN REUE RIZHIBGED,

- Dynamic e911: Citrix Workspace Zf2F2iFahS EaFM, 7 Microsoft BIEFER. HARE
BENEERBPERN, SiRfTAFRITUTRERNED:

* ECEMEEE ST
* BRHIREAR
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https://support.citrix.com/article/CTX253754
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/new-meeting-and-calling-experience-in-microsoft-teams/ba-p/1537581
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BB KRR A LETH Citrix Workspace M B2FRYFIMIE, m3E VDA £iEf7H Microsoft
Teams & i,
Ray Baum 22 ER¥ 911 MU EMAIAEMBERXIENMNARRLNE R (PSAP), BiEATF
Windows 9 Citrix Workspace R %2R 2112.1 &2, f#H HDX 89 Microsoft Teams k&M Ray
Baum BYEE,

- WARFHE: UEl, Y&k Citrix Studio BB T HDX 3D Pro HEE&ES, 3§ 3% A Microsoft
Teams FHREHZEEERENBRER,

BiEAT Windows # Citrix Workspace M B#E&F 2112.1 # Citrix Virtual Apps and Desktops 2112
2, RREZMEEAFEE Microsoft Teams FHZNFAERF, B HDX 3D Pro &RB8fE, EaUHZMAE
Fo

« BERATF Windows i Citrix Workspace M ATER 2109.1 &2, LUTIhEERIA:

- % WebRTC1.0: i&@TF Windows # Citrix Workspace FZfE#2 2109.1 3% WebRTC 1.0, &
RIEEIFRIISRS AR R ERE,

- BREHZHERINEE: KO UER Microsoft Teams FHRBHEERAZZ M AREF. OB
RE. ERALIhEERM=E Citrix Virtual Delivery Agent 2109,

- NARFRIPREYE: BRNBARFRIPE, WETLIBEAS HDX R1LThEER Microsoft Teams #
ERR, EENLIHEE, BRI UHAZEESMKEPETNRAERFED. FAILIhx Mm% S Citrix Virtual
Delivery Agent 2109,

AR
ARGEBRNEREFFRIFE, 2RSS aEmE=,

« iEMATF Windows 89 Citrix Workspace B2 2109.1 £ VM £ &M B2 F LML L8 Microsoft
Teams FZ LT IhEE:

- RN KRB AEIE
- BIERN
- BRH=

« BiEAT Windows 89 Citrix Workspace R FT2FF 2106 i2:

- Desktop Viewer & FeR&EAE, AP AILUM Desktop Viewer BEMFIERBEDER—IRFEHT
HE, #EOEKXT, APAIUHEE Desktop Viewer &0, EEREERXT, ARAUMFRIERERIEE
— P EEHTHE. Desktop Viewer ENEORR (RAK. ERIz/IVE) B, BRAZREL.

« BIEAT Windows 89 Citrix Workspace 12 2105 i2:
- B LA ERE B EMEED,

F fn 8 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #* €l & & A
NetworkPreference(REG_DWORD) B9,

RIEFEEEUTEZ—:
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o N

: Wi-Fi
DRI
D IF[E
DA

*

*
o U W N

*

BINBERT, MRFKIGEEME, WebRTC 1345 /AR RETAIEL.

- EEAIEREIMIGEIEHR 2 (ADM2), LUERIRREIMIS&EER (ADM) BFNUAEEE=SN, 28 ADM2
B FRABEPSEE KA XMEH,

Z2 | ADM2, iES#12 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
glE—NE} DisableADM2 (REG_DWORD) B9 MR, AGEEISEN 1,

« BiEAT Windows 89 Citrix Workspace R B#ER 2103.1 i2:
- BIAERT, VPO MSARAFIESRIER FREARS.

- BIEER. BEEEEG. BEINGIEBEAEIRINEE: MR Microsoft Teams Bt & 7 Xk, Citrix
BEEMEM Microsoft Teams I$EREERBEMNE, TN, XEETIFIRIANZEN True,

- DirectShow BEABIAZIES,
EENRIAZYEE, BRITUTRE:

1. BElEMREES,

2. EMEILITXREMAE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,

3. EHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000

HAth e RERY(E:

* 0 JRMAESE
* 1: DirectShow (ZkiA)

4. EFEs Citrix Workspace R AER.

« BiEAT Windows #9 Citrix Workspace R R#2RF 2012 i2:

- NEAMEAUERBHEREPEIETENRIFE.
- WebRTC A5 EMESFER P inig & LEENRIERS .

« BiEHTF Windows #9 Citrix Workspace 2R 2009.6 i2:

Microsoft Teams 7 &i%i& &5 R B R UFIERZHIMEIR o

WebRTC {45 Z 0] LUEHMHAE if m L AT 8EIN R AMRIZ DY, WebRTC R4S BER#ITE R,
MAMULEEERB BT,

Citrix Workspace AR ZR#£iZFES Microsoft Teams $#E—i2iT &,

B HBRBUATIRE - HXWFENAB~ERIENHAEERERXE, EIEKSIPEE,
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- RRHEZGADIMRE - HEHZEREN, UAHIEREXHER Desktop Viewer &, LT, &N
Desktop Viewer & TN F in A& =1L,

« BIiEAT Windows 89 Citrix Workspace 12 2002 i2:

- /3 Microsoft Teams £#Z T kXA, Citrix Workspace MARRFaE Y EENENEXEEE
BR—MIEBIE, EREHEZ Desktop Viewer 50, iEHZHEMBHEMEME D, &/\L
Desktop Viewer GO, REEZHEHE,

« BEERAT Windows i Citrix Workspace M A2 2302 #2:

- B TSR Microsoft Teams M IMZEERITH - YEBEKHE S LNEZIRBETRNIASINLE
Bt, Citrix VDI kB Microsoft Teams & E i X 5T SR8 &% AL Al 55 BRIAE,

B2, WREHE Microsoft Teams FEBHIEIE Ti8%E, EHEEREME, HETEEERBINE. 15
& Microsoft Teams EEF a1, EANERIFETRT,

« BiEAT Windows 89 Citrix Workspace R FR#2F 2303 i2:

- RET MR Microsoft Teams AR IGBIERIAL: BRINERT, XA Microsoft Teams #1457
KNBEBEATEREX ., 87 XM%E, @OARIEYNOMRUEANFEWRNERERERIERR,
B LAY & B ARG S TS OB I R 2R E 3,
W XMEBGERNAER, SMNEFSALURESHERRE (Flg0 720p. 360p F) HS MR, RABUATZH
RE, SEHRED. MERGE, BRESMEEREREEBREBENRARES R, NTTAFREAFRER
SRR
=W
bIhEERTE Microsoft Teams X BEHETT A, B* ETAKEER, 5% E https://www.microsoft.
com/ £ Microsoft 365 B4 El, Microsoft #iH Itk E#ET, EEIUER CTX253754 LUREN X4 E

HRIA S,
AL &% Workspace NAEFHNESE R

June 14,2023

5/ Azure Active Directory B8 55 %

EEARENB T WMAER Azure Active Directory (AAD) 1ER B MR IIER, EEAE AAD EMME S ER
EMNEH TERZERLMERER (SSO), FALEE, EaIUEFME AAD Mins LR Windows Hello 5t
FIDO2 &1 Workspace #1754 31k,
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AR

INRAEEA Windows Hello fEAMIIMSHI0IE, MATASZIS Citrix Workspace FRRZFHMESER, B2,
BRI EABHNEMYAEFNEEN, RAASRTERANBRRMNENL, BRSE: BE RIS S HIRIER
% (FAS).

WEFMN

+ 5 Citrix Cloud #95&zh Azure Active Directory &#%. BXiFMEE, 1E2H% Azure Active Directory i%
%3 Citrix Cloud,

+ Azure Active Directory THEX &30, BEXFHER, ESRANTEXEA Azure AD AL,

- BIFZREERE Azure AD E#, BXFMES, 1E5I1A Getting started with Azure AD Connect using
express settings (fERREFIZEF 4R Azure AD Connect),

« 7£ Azure AD Connect LEUEEBSHIIE, 1o, ERIERRERMEBATE Azure P LREEX. &
XiFAMER, BB Azure Active Directory BB HINIE: RENTo

&
BHRITUTSE, UEEMNgE LEE SSO:

1. A% includeSSON %A Windows &3$1T7%% Citrix Workspace B2 :
CitrixWorkspaceApp.exe /includeSSON

1. EFBEMNIEE,

2. B@infT gpedit.msc 77 Citrix Workspace [z B2 SR R EIRER,

3. HEEEHEIR > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

4. EEREREBSHRIE. REREMNZ2IRE, ERAVIE ICARITERESHRIDAT ERBEREES
RI8IIE,

5. 1£ Internet Explorer REBF BHIIEIRE. BIEKIEE, BEHRITUTIRME:
o M “ZHIER” P17 Internet B4,
o SMEEMEY > & Intranet, AEREHIES
o E4M Intanet EOF, BESEK, FNEEMR, FNUTAELR, ARREXE:

- https://aadg.windows.net.nsatc.net
- https://autologon.microsoftazuread-sso.com
- The name of your tenant, for example: https://xxxtenantxxx.

cloud.com
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#enable-azure-ad-authentication-for-workspaces
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-install-express
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-install-express
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-pta-quick-start

iBEAT Windows 9 Citrix Workspace R BiEF

6. WIRAMAF P prompt=Llogin BYHZAFMINMISHIITIET. BXFMER, &35 User Prompted
for Additional Credentials on Workspace URLs When Using Federated Authentication Providers
(fFABE B P IRHZFIRTAFE Workspace URL EHINEMER) . EaJLBXR Citrix HARZFLL
ZEBEPHFW prompt=Tlogin B, URIEERESER,

7. 7£ Citrix Workspace AZFZEFis LR AREESHRIE. BXEHAEE, BEREEESHRNIL
8. EfiEzh Citrix Workspace R RT2F LUEF BT X & 5o

£/ Okta Mk S FHRIERSHITERE

ABAARBNBUMAER Okta (EH S HIREER URMANIENIEEME S FHIIERS (FAS) KRLMBAFR
(SSO), @I IEE, EaLifER Okta @ Workspace #iTEI0E, UEBRBESERHBILEHINE - XERIET.
BEFERSHRIENGEER, BRER Citrix B 571 RIERS S Citrix Cloud &R, BXIFHAEES, BSAE
Citrix BE& B WIEARSZEEE Citrix Cloud,

M
« Cloud Connector, H*%%# Cloud Connector Bi¥4{= L., i&&i# Cloud Connector &3,

+ Okta {3, HxZ=%# Okta RIEBMFAEE, ESi Install the Okta Active Directory agent (%% Okta
Active Directory RI2), Ittoh, #ERTLLE Okta IWA Web RIBEREAMEMAN Windows BMIEEE R, &
XKiFAER, 18 Install and configure the Okta IWA Web agent for Desktop single sign-on (&
MECE AT RmE 5= Okta IWA Web 12)

+ 5 Citrix Cloud #9;&z Azure Active Directory &%, BXF4ME S, B2 Azure Active Directory i
%% Citrix Cloud,

o KABSMRIERS. BXEMER, BERTEREINRIERS

&
BRITUTEE, UEENIEE EERE SSO:
3% Citrix Cloud #2318 Okta 4H47:

1. T#EH %% Okta Active Directory i3, AXiFMES, ESiA Install the Okta Active Directory agent
(%% Okta Active Directory R32),

2. &%3 Citrix Cloud, MR https://citrix.cloud.coms

3. 1 Citrix Cloud Zz#dh, %% Identity and Access Management (S{3F1i5AEE) .
4. 3% Okta, AEMEBESHEPLE Connect (EH),

5. 7 Okta URL /1, B Okta i,

6. 7z Okta APl Token (Okta APl %) &, BN Okta BRHI APl SR,
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7. 7= Client ID (F/i% ID) # Client Secret (FFiHFE) &, MAEZHIBIEN OIDC Web M REFER
hEF G ID FIZE, BEM Okta iFH & SHIXEE, 5%ERE Applications (RAREF) HiKEIEH Okta
R FEF. 7f Client Credentials (EFiREE) T, WEMMEMER Copy to Clipboard (EHIZIFMAR)
¥l

8. #i Test and Finish (ifH52m). Citrix Cloud £1IEER Okta #4815 BHNLRER.
FAIEXEA Okta SAIIE:
1. 7 Citrix Cloud 52#rh, 1% Workspace Configuration (T {EXEE) > Authentication (H{338L),

2. #%4% Okta, HIIRRAS, 554 | understand the impact on the subscriber experience (T #2
SHTRE KRS ERIR) o

3. B Accept (%) EZNRHAIE,
BREE B IIERSS:

1. 7 Citrix Cloud &, % Workspace Configuration (T{EXAZE), FA/5i%E Authentication (&
RIIIE)

2. ®F Enable FAS (5 FAS), WEXSSURFEASHARRNAINITHESRE,
ZE, BAESMIMIERSERM Citrix Workspace BahfIFrHE I AEFSEE M.

HITHEERAETEXHES FAS RSBHERNZRUEESHEMNNAEFHKEN, YARFRKEREMRTEA
FEENER T B,

AR

MRARMUERHFE FAS IRSHBHEXAHLTHIFER, YARFRERY, ERRERKPE. RAS
RNTREBMANE AD EELUA RIS AEF R,

ERIRNBEFEE

June 14,2023

i&AF Windows B Citrix Workspace R FIRIE P in AEFEEINEE, F Citrix Workspace 2R
HimmREMERE Secure Access Agent Mimm 247 (EPA) &4 SR EFIBHNENZ IR BIEF.

EENLLINEE, BERA RN BN ERIEH &BENEERRNAE,
AR
tkThEE(GERTF Workspace (&) &i&.
BERIENBEFEEAEUTSE:

« BEERMATE Global App Configuration Service hiEE RLAFHILE LAAENAIE, EEATLUIEE
Secure Access Agent Mix= o4 (EPA) I,
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« Citrix Workspace M Bi2FM Global App Configuration Service FREXRIEFIR,

« 1R#EM Global App Configuration Service 3kExg9%1%, Citrix Workspace N A#2Fi@id HohEMRS T
HAENGE. IRZERERS ERENRRE, Citrix Workspace MAREFEMARENRE, IRERER
1, Citrix Workspace M AEF it L RIEEH (R THIRERAS T REMNIRE),

Citrix Workspace N BiEF A MR1EERE B BB,
Citrix Workspace M AiEF R Citrix Workspace EigHohE R,

#iE:

o YR EPAR] ZTNA$&HARETE, WRTEERARIIN RSSO B T 3R EE 4
o IRNABESNKS UKEHERFT, AEREEFESESRE, BHSTEEENARNER.

TEREAT TIERE:

Agent installers made

Admin configures the
available by Citrix

agent requirements for
the end users

@ —

Citrix Global App Configuration Citrix auto-update
Workspace app Senice SemvIce

checks for the
list of required
agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

Citrix Workspace app automatically signs
@ in to the agents with the Citrix Workspace

credentials

HE:
ZEE Global App configuration Service 7 #8653 BE F kN FIZF EIEIhEE,

s YFMABE, aUTE Citrix Cloud BT # Workspace E2E 24 #iAial Global App configu-
ration Service Ul,
c EMBAMNABERERFTEACNABTERERETEFHEHN LN, 5517 Global App
configuration Service 344,
AR T AERARRIRN AEFEEIEE:
« f#A Global App configuration Service Ul - fER It /A AT B E RIIRAHIZ P i
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+ &M Global App configuration Service API - ERILL A AT @I S BTN RE, LUEHMRA. BEER.
SEIEEEREIEI N

£/ Global App configuration Service Ul ERZEF N AZFEIE

WHENERTENASE, BERAUER Ul 23Z1IE (EPA/Secure Access. Zoom ffsy WebEx #&ft) o
1. &= Citrix Cloud,

2. ERBELAMZE SRS, %% Workspace it E,

App Gonfiguration

Filterby: (] Android [ Chrome0S  (J HTMLE  (Ji0S () Mac () Windows

App Protection App Protection Local Filter

CVAD/DaaS Settings

Local

Data Cellection & Manitoring

sssss

Devices & Keyboard

3. BENAREFEEETR.
4. BEEH

5. #fR%E+ Windows Si%4E,

6. M Client App Management Agent Settings (ZF s BiZFEEAERIEE) THYIFRFERE Windows
EIHMFRRAE,
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Citrix Enterprise Browser
Auto Update Check ~

Data Collection & Monitoring
Specifies if the update check must be manual or sutomatic.

Davices & Keyboard

Display & Audic Auto Update Defer Count

W
Security & Authentication Specifies the number of times that user can defer far the
Shortcuts
Client App Management Agent Settings
Updates ~

This setting enables you 1o specify the agent i for your as part of the
Client App Management feature

Workspace Appearance

Workspace Preferences

This setting is not applicable.
Reset all to default

This setting is not applicable.

This setting is not applicable.

Windows [etect multiple options ~
[ E&nd Point Analysis
D Zero Trust Network Access

[] zoom

This setting is not applicable.

®

£/ Gobal App Configuration Service APl EREFIHN AEFER

1. 1/ APl B2Bi& B HIGEME 2 Global App Config Service th, BXFMELR, BEBIWM SRS URL FED
BB,

2. EBEANABE/MWAME LT Global App Configuration 3§ &7 &Ein% EPA #1 ZTNA/Secure Access
Client:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":

[
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"assignedTo":
[

"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

[

"name": "Auto Update plugins settings",
"value':

"pluginId": "8A8AF6C0O-11F6-4343-
BA2D-A85A766170D4",

"pluginName": "Citrix EPA Client",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
37A181F7-870E-4BDF-BOEA-E3B4766119FE }

n
)

"isBlocking": true,

"isFTU": true,

"maximumAllowedVersion": "
21.8.0.0",

"minimumAllowedVersion": "
0.0.0.0",

"stream": "Current",

"upgradeTolLatest": true

"pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
"pluginName": "Citrix Secure Access
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Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 ",
68 "isBlocking": false,
69 "isFTU": true,
70 "maximumAllowedVersion": "
21.8.0.0",
71 "minimumAllowedVersion": "
0.0.0.0",
72 "stream": "Current",
73 "upgradeTolLatest": true
74 }
75
76 }
e g
78 {
79
80 "pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",
81 "pluginName": "WebEx VDI
AutoUpgrade Plugin",
82 "pluginSettings":
83 {
84
85 "delayGroup": "Fast",
86 "deploymentMode": "
InstallAndUpdate",
87 "detectRule": "UpgradeCode:{
88 AA2AACDC-D30B-433F-A602-3E25975010A6 }
89 i
90 "isBlocking": false,
91 "isFTU": false,
92 "maximumAllowedVersion": "
3.1.0.24263",
93 "minimumAllowedVersion": "0.0.0
" J
94 "stream": "Current",
95 "upgradeTolLatest": true
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1,

"userOverride": false

<!--NeedCopy-->

TRIETER N AEFERRERE. BN,

| RIS E | & | 358A |

==

lisBlocking| True =% False | % isBlocking 8#U&& 4 true BY, ZIEHE WAL RIES, HEAEITENERET
FREBRUIEMFET I, Citrix BiVEE EPA & B R EHEF, |

|pluginName|| #E##I&REF &R, pluginName ATUER, |

Ipluginid| | fE#80 1D, FEEK. |

|delayGroup| t&. . 18]

WIE A B A E AT IElE AR, |

|deploymentMode|InstallAndUpdate/Update|InstallAndUpdate: {&#aI£FmRE, HBATUERFARA
#1TEH. Update: RAWEH, FAUSHRE. |

[None|| i ERPUTIEMIRIE, |

|detectRule| FEE2E, | RERHFRBTERE. |

|[maximumAllowedVersion| | it 2 FBIRERZ. |

|[minimumAllowedVersion| {&# s FHIREARA, |

|upgradeToLatest|True g False|

HIAUEE 7 false 7 B+ maximumAllowedVersion #1 minimumAllowedVersion, True: B#i#iiE% &
HFHVRIARAS. |
|Stream|Current

HIGER “Current” 7 BEIEIRR LR B EHIEH |
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BP IERE
1. FHHAREEHAT Windows # Citrix Workspace M EFhras 2212,
2. ERELREBLEFMI,,
3. FMBNT NARFEEIRENNABE/ K,

TRUFEEFHALUTER:

Hold on a minute while we
configure additional software
required by your organisation.

“

H

(REEIE)

bi

4, RESERE, BERUT Toast @50:

@ Citrix Workspace

Installation complete
All apps or plugins are successfully installed.

Know more

5. BERTRESUTREREMNENT,
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom {EMHME F iR AIEFEIE

EZFF Zoom AT &, REMBER, HAESRS EPAF ZTNA f&4HERE.
AR
EIHEESGER T Workspace (=) ®i&.

B AREE/ A BEBALUT Global App Configuration 1&& 7 8EFI AL THAE:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":
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"assignedTo":
[

"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

[

"name": "Auto Update plugins settings",
"value'":

"pluginId": "1A4BB471-022C-4C87-
BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade
Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
34225638-14F3-4059-BE34-175AC9B35435 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0

n
3

"stream": "Current",
"upgradeTolLatest": true
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1,

"userOverride": false

<!--NeedCopy-->

WebEx {&4H% P in L BI2F B IR [RRARTAR]

B 2303 kA2, 3% WebEx &I T, REMBzEH, HABARS Zoom HEHER,. MABE/ KPR EER

LT Global App Configuration i&& 7 sefE A Lk IHAE:

{
"serviceURL":
{
"url": "https://storefront.acme.com:443"
+
)
"settings":
{
"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,
"appSettings":
{
"windows":
[
{
"assignedTo":
[
"AllUsersNoAuthentication"
1,
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"category": "AutoUpdate",

"settings":
[
{
"name": "Auto Update plugins settings",
"value":
[
{

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BCY9E8D",

"pluginName™": "WebEx VDI
AutoUpgrade Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
AA2AACDC-D30B-433F-A602-3E25975010A6 }

n
J

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
3.1.0.24263",

"minimumAllowedVersion": "0.0.0

n
b

"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false
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<!--NeedCopy-->

AR

RATAR AT E A EEIFE RSB REIRRRHITUE, HATFPREEZRBNONS, Citrix FiEZ
THREFRBThRBOSZIFERMA, BIGDIRHeUH XL R R, Citrix ATRESRIBRIRA™EY. RBMNEEMEX R
IRITIRF. BINAERLEFHIRFEZE Beta hR4s,

LU Podio RERMA R IINEEN R IR,

S IRIE

July 5,2023

Citrix Workspace A2, BIEHEESMRIE (2RBR, SSON). FHeRLUK Kerberos EBSHRKIE, A
MR BEMARXEMNFHRIL,

HEE (RRER) SHEIE

HEE (RHRERH SSON) AFEEE#ITEMHRIE, HEXFEEMEITEHRIERAIER Citrix Virtual Apps
and Desktops #1 Citrix DaaS (Ugi#EA Citrix Virtual Apps and Desktops ARS3) -
AR
MREHEA R RIER T2 AT Enable MPR notifications for the System (W& 4= R MPR &40)
5BE, W Windows 11 Az HHEE (RRER) FHWIEEE.

BAE, BER (RRER) SEFENER, XHEMTEZDH4 Citrix AR, MAXBERTER, BFHRR
TR LRI EARBERIVIMG, U REREHERXR,

L1585 % Citrix Workspace R FIZFET, AV EIRS RN AEFMam IR “FFHa” RaigE—ie(5% 2 StoreFront,
REERERE, EAUESR Citrix Workspace NBREFHEIEIMN ARFMNEASE, MATEEMRAENE
o

Fie Web %2828 E R EEAAREW R (GPO) BEERKREBERLSER, BXERAARENR (GPO) BERIRAT
BRIEINEMER, B8RER Citrix Gateway FEBE A& R,

TR LA U TERETE#H 1T ML R AR L ENEE Single Sign-On:
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. GUI
AE:

EAXIEHR, NEFER. 2LRE5RM SSON aILIERER,

E2HREIEDEE Single Sign-On

BESNREIBPRESLSER, BRITUTIE:

StoreFront EHERE.

7z Delivery Controller LEZE XML SERS

&% Internet Explorer i& &,

%A% Single Sign-On 9 Citrix Workspace K2R,

> wn e

7z StoreFront tECBESE & F

BAERAFEHIHTEMINIE, FEMRRBMAREA Citrix Virtual Apps and Desktops #1 Citrix DaaS, @A
FEENNS I NARFREEHETIHIIE,

f£F Storebrowse SSFREFE RN RSN, EHNERIEHE TR BRFNSE—E%EEE Citrix Gateway

ARs5E8, BIE “FFR” RHIRE, BEE Single Sign-On /&, AILURINRA®E. KA ARFMNSEURBRFIENSA
R, MEFZRBENENERE,

R4 Citrix Virtual Apps and Desktops &, aILUEREEREHIS7E StoreFront LEEE# RSB RSB RIE.

BEFRTEARNANRESENEE:

Fafl REFAES

StoreFront EE2E &/ SSON

FEEERT Web 19 Workspace
A

Bzh Citrix Studio, ABEENE
EIE > BB MRS - NAE
&> BREERE,

BRI AEE > ERT Web 89
Workspace it = > EESHIIE
B - AEE > BAEER,

i#@id Citrix Gateway A& Single Sign-On

fEFRA R REERIRST Citrix Gateway EF Single Sign-On.

%857 Citrix Workspace FZf
EFEEEaER, ex8mE
SRR ENSEBYIE AR
ZMEE RAA) o

%3454 Citrix Workspace
BFEERERERN, ex8mE
SRR ENSEBYIE AR
ZMEE (NRTH).

1. &iEis1T gpedit.msc $TFF Citrix Workspace M ABEF GPO EEER,
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2. EHENEETST, BEEIEERR > Citrix A4 > Citrix Workspace > BF B {4I81F, AGEEFED
Citrix Gateway 31 Single Sign-On 58,

3. EEEBRA.

4. RHENAMAE.

5. E#B5h Citrix Workspace [ T2 LUEFF BB B AE o

7= Delivery Controller L& XML E{FARS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UWEE R & 7 Delivery Controller L7 LT
PowerShell &%

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True

&4 Internet Explorer i& &

1. £/ Internet Explorer % StoreFront RS 23FINEI TS b RYIR, EAM:
a) MIZHIERBE Internet %1,
b) #F%s > & Internet, AEETiES,

LB B R4 Intranet E0.

C) ERER.
d) FINEREYA HTTP 8 HTTPS #hiY#9 StoreFront FQDN #9 URL,
e) BEHERNAMHE,

2. 72 Internet Explorer R{E AP SHIIE&E. B
a) MITHIERBE Internet 5,
b) BHRL%EM £ > Z&H Intranet,

C) BEEENXEF, EEETRREIEE — &t Intranet XiED,

)

d) EAFPEMERIEERS, ERERAYTAFPINBEBEHDESR,
5'3_‘ User Authentication
2, Logon

() Anonymous logon

() Automatic logon only in Intranet zone
(O} Automatic logon with current user name and password

) Prompt for user name and password

e) BENAMBEE,

ERGLTERORERRER

£/ /includeSSON FFx%4# Citrix Workspace R FA#2FHEH B Citrix Workspace [z 2R LUEFRHAVE
&R
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} =r

AR

L&A TF Windows # Citrix Workspace [z F#2 Bk &4 Single Sign-On A48, R #FER /
includeSSON FxF4k2 Citrix Workspace W RiZFHI Rk,

EH GUIRERRER

1. #3 Citrix Workspace MR REX M (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBHRERERF,

3. TRARRBRLTERASH, EREBARERBERIED,

4. BET—4, RAERBRTERRE,

EIMEAEEHNAFZIRENEEA Citrix Workspace B AEFERINENABE (REE—NNABEE) .

£EAT Web 1 Workspace FEE Single Sign-On

A UERE RIS R EEEREEAT Web 89 Workspace EEZE Single Sign-On,

1. @17 gpedit.msc 3TERATF Web 89 Workspace GPO EI21&EiR,

2. EHENEBET ST, BEEEEER > Citrix £ > Citrix Workspace > BF 543183,

3. EEAMAF BB REHREIEERNESA.

4, BEEREESHWIL. ERAIFERT Web 89 Workspace ERENERERETERS S L#HTEHR
iFo

5. BHEAVAE ICAEERITEBSHIIE, ETRBLI EMSHRIERE, HATFEREERE LEEEE.

6. BEHNAMAE.
7. EFEERT Web 89 Workspace LSRRIV E R E K.

WY B S EERRWIERE SR Single Sign-on, HKZE ssonsvr.exe #ERBELEET.

£/ Active Directory iz & Single Sign-On

BT B LU Active Directory 45588 A Citrix Workspace M BEFERE BB S HIIE, EXMERT, 7
IUSLH Single Sign-On B4%01IE, MEZRFEAELRMHEETAR, fli Microsoft System Center Configuration
Manager.

1. T# Citrix Workspace M BIEFEREXH (CitrixWorkspaceApp.exe) HEERESENMEBHREL, £H
EZ%7 Citrix Workspace M2 8 iRt BAA B IHIRZ R34

2. MERTF Windows # Citrix Workspace R 2+ T2 EIREX CheckAndDeployWorkspacePerMachineStart
.bat &R,

3. FEBARLRM CitrixWorkspaceApp.exe BWAIBMRA,

4. 7£ Active Directory /A5BREIBITHI A, BN CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIZE, BXEBRIMANEMARES, ESH Active Directory 8453
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5. EUHENEET R, HEBEER > RI0/RBMERLIRMN receiver . adml XX,

6. &l receiver.adml #iRjE, BEITENEE > SEEIR > Citrix A > Citrix Workspace > B &
BIIE, BXRFIMEIRXHERIZEAER, BSRAERTREEER,

7. ERAMAR SNENREHFHIRENERR,
8. BEEEREESMNIIE, ARRHNA.
9. ENRIMITENMUEERE.

7z StoreFront tECESE A& F
StoreFront Ei2&

1. 7z StoreFront BRz28 £ 5 Citrix Studio, AREIENAEE > EBSHWIEAE - NAEE.
2. EEEER.

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

SRR HE
BHBIECIESNBEHFREREE E, I¥CHIRELRARREENBHNERBANER. Citrix Workspace
R FBIZFIRIE T AT R LA LR E 1764 5 D I0ITE SRR AETR,
ATHERRSM, BIMERETARENR (GPO) KSR E SR IRIESEEFE.
AR
WERENERBEREAH.
EFERAERIENR (GPO) REEREAEMIHIIESH, FHITUTERME:
1. &idiEfT gpedit.msc $TFF Citrix Workspace R B F A SRS R EERIR R,

2. EHBENEBT AT, BEEBEERIR > Citrix A4 > BBRS.
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3. EEEEHIIEHRES, EREUTERZ—:

- ERA BREORIESHRE#EHE L. MABRT, ®EHR “EBAY
« BEEH: BTN RTFEERE L. AANIIFENRDN, BEFBANEHNERE.

4. BEHENAMAE.

Bhi4s 2106 &2, Citrix Workspace N AREFRIA TR LERMME FFESHRIESHIEMED, RTRE
GPO EE&4h, EaJLUER Global App Configuration Service 2 1FfEAssthbiizz_E 1765 S HHIES R,

£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False,

BXRFHMES, 15218 Global App Configuration Service X4,

B as
AIUEAREERZERIGTIIN, 0% Single Sign-On BEEREE. ZNRAEERFRNFRAVEREIT, HERER
BHER,
1. ARBF@EmxiEgsr Citrix Workspace MBIEFEINR, ARBEHEHE XTI,
LB 2 a4k EHEXHEE.

2. BREAEERTSS.
SRR Citrix EBERNEREF O,
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(@ Citrix Workspace >
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices
3. MEEFEEH%ERE SSONChecker,
4. BEHIET. BRETR—M#HES, ERMRXHRKE.
EEENEREOSAUTS:
1. K& ERFERERIMIRER.
« REEFENORAZIGERNERICEIER,
o BEM ) IBTRERREANER.
o TN X BERZNENERRETEfR.
2. REtEF: EREE EETIAERIEM. E4ZEMF, K Single Sign-On,
3. EfF: ERiSe9E5. Flan, L%,
4. Wi: EREITHEEIHAE R,
5. AR BRHEXIHMNEMESR, aFBIfRE.
BRRBEXESMYESNENERNIFHAER,
SERL T LA :
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1. BB Single Sign-On &,

2. BREIEHR.

3. MERMBEFEM: 2E%E “Citrix Single Sign-On” 1§ B AMEIRMBIZFIIRFHE—NET, HITRLERERER
FAMBNRERA RER—MREBEETIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIWMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2IEHEIETTo

5. HHEE: MIAMERT, WEBEEERF KL,

6. Internet WL LXIFIGE: ESHIF Store/XenApp Service URL FINZE “Internet &I pyR £ X155
=&H,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWEHIIES o

=z

AR

o BB EERTF Web 89 Workspace, MR RRIER.

+ 908 Citrix Workspace E AREFEER Z NN AREE, WSEMEERBENNARE LETEHRIES
FEMR o

o ISR REFNRS. BRINRER .t

PR “BREER” BOFH “EENESR" &M

1. &idi51T gpedit.msc $TFF Citrix Workspace R B#EF GPO EIEE R,

2. #%Z Citrix 4AfF > Citrix Workspace > B85 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEERERIET,

4. BENAMBEE.

5. 1517 gpupdate /force &%,
PRI
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$588 £ “IsE &% 5 XML Service HiER” BBBMICZE =,
St

Citrix Workspace A2 AT EEREMMOER ((FARBRESRTAEFN—I2RE) RITERNR. SR
BT BB HIAEIT (ping.citrix.com) 2F & iAiEl, HiZBTNIAR] EENHMERRERIE BMEHTTA) NS AT
RRZ—. BizfTllid, EAREHEMXEPH Citrix Workspace M ARFHIEERBREED > LBEQESR. M
HyRAPiEF Beacon checke (fEixtaEes) MM R EHIEITo

MIRERATBEA U TE—1ER:

« @[iAial - Citrix Workspace R 2 eI B TIBX R (51T
o XA - Citrix Workspace M BEFTEB R 51T
o ¥4y - Citrix Workspace R 2 ] LU al BRI R 2 (54T
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} =r

AR

o TEEAT Web #9 Workspace &, XEEMAER TSR,
o MIRERATLURFRIRSE . IREFIBIAMSHI9.txt,

&3 Kerberos #1TiEi@ (BRER) BHWIE

AEFERTEERT Windows # Citrix Workspace R B2 F 5 StoreFront, Citrix Virtual Apps and
Desktops #1 Citrix DaaS z a2z &,

Citrix Workspace M BiEF XI5 N E RS EENEERA Kerberos #{TIHEE (2RE R SSON) &% %IE,
Kerberos 2%/ Windows S5{%183F (IWA) & &8 —Fh SIS .

BAE, I E Citrix Workspace R 2 FIZBENAI#1T Kerberos B85, Eitt, EHIEERAFIRE ERESR
RERZL IS RS PRAAFERAS K. AP UERTASHIIESEZERHFRNELMINER, FINESURmEEE:
YIRHE S P10 28.

FEREEEERIESE TEEEZMIIER Citrix Workspace 2B 2. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS B¢, Citrix Workspace R BEF¥#:

1. 7£ Single Sign-On fAiElERE 85+ PIN,

2. fE/ IWA (Kerberos) [ StoreFront iEFF 514, A%, StoreFront mf&M Workspace M BEFREE
A Citrix Virtual Apps and Desktops #0 Citrix DaaS {5 8.

=

[z /= H Kerberos LU= ERSMY PIN 1278, IR KA Kerberos &#4343iF, Citrix Workspace Rz
FRERE R ERER StoreFront #17Z 3 1KIE,

3. HDX Engine (Z#i#i7 ICAZFiR) REaE+ PIN i VDA, MmfERF&RE Citrix Workspace [
EF =&, Citrix Virtual Apps and Desktops #01 Citrix DaaS FEREERNER,

2% Kerberos &4I3IEAT Citrix Workspace MA2ER, EREEHN Kerberos BEZR BTN AU TE M.

+ Kerberos R7£ Citrix Workspace [z f#2F 58 TR Windows Server iSiARS 88 > Bl (e, &
EERSH/ETEIR, EILGEE “Active Directory AFFIITENER" TAREIZET,

o WTEIAD Citrix Virtual Apps and Desktops #1 Citrix DaaS E/E M Kerberos, A7 8RR &M HRIERE
Fi Kerberos, &7Eig 2 AEfIIE Kerberos IWA %I,

+ Kerberos #RFEATFREBNERAEEASHNRIE. BEFRIEENERE SHALIRTRAEIBHNTE R @R
FiEE.

i

A .
= .

AMRFIEREFT LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBHMBRAEEBFURR, ERAEMRFERTEEXNR, BHEREREIMRZAHTED.
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i#id Kerberos SHHIFEE (RRER) SHNIESEERESER
EdkEREZ B, B3 Citrix Virtual Apps and Desktops XS ERIFEFE SRS,
LEFERT Windows # Citrix Workspace MBEFH, BEESUTHSITER:

e /includeSSON

e E TR TE IO 893 B A £ &= % Single Sign-On A, MMEEHN TEXEESER IWA (Kerberos) &
StoreFront #1783, 2RERAMGEFEESEEEFE PIN 83, HDX Engine FEi8 S ae R EM M ZIBITIE
%32 Citrix Virtual Apps and Desktops #1 Citrix DaaS & fERH Itk PIN 53, Citrix Virtual Apps and
Desktops #1 Citrix DaaS Ba M B aERIEEFE—MERFHM HDX Engine 3KEXLL PIN 3,

EINE R TBRA—1MEXIER ENABLE_SSON,
MRRLHIEPELIL1EIZE B A Single Sign-On, EEAERENREERIRAEE Citrix Workspace AR
1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIZFA KRS R EEIER,
2. EFREIEER > Citrix A4 > Citrix Workspace > FiF B{383F > Zc#t i {2355

w

. EEBAEBRS B,
4. EFEs Citrix Workspace R LUEFMRAI B E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR%588 LREE BHINIEARSHY, MRFHEBAT. KRB EAEM Windows S3510iE, TELEFES
ERED, FRIFEIERERIMNEBEFIRFEAEEFERE StoreFront,

BXREe AT StoreFront (N5 S, 551 StoreFront MXHEHIVERE S5 1IERS.

4% Azure Active Directory Fp9 458

FfFipial Azure Active Directory sl TR SRERFT AR TR, Workspace B R AR Citrix Workspace
Nz FATERF T B IIE A A P BECE HaRFIH 1T Azure Active Directory & #5158, 21T Workspace M ABEFH
Windows HE&#ME L% Microsoft Edge WebView2 Runtime 99 s E S kR4S,

BXMEMA Azure Active Directory BeE &4 1R) SRERV TR IFMIE SMLEA, 5SW Azure AD R HFipiaIScAY, itk
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

% +%F StoreFront M REENFX B HIRIES &

B&RATF Windows # Citrix Workspace B2 2303 i2, ErILUIEAA RIS (GPO) &1k} StoreFront
N AEERBM RIS A F. £ Citrix Workspace M B #EFhr 2 2305.1 &1, &= LIERA Global App
Configuration Service BEAILLINEE,

aUEARTENER—MA A Citrix StoreFront N AR E#H1TE DI :

+ A Windows Hello #1 FIDO2 22 %, BX¥MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A S REIZFIEIMAN AAD BIitE & a5 R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

» Workspace BE B¢ Citrix StoreFront [z AE#1THHWIEMN A A R EMEHHA1T Azure Active
Directory &#ipialsg, BXIFMER, BESRZEF Azure AD FEVEMEIAIE,

HfERA Microsoft Edge WebView2 fEARE K28 1THEE StoreFront MIMXSMHIIE, 7 8EEMALLIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 SiE SR,

ATLLfER Global App Config Service F14A%EET% (GPO) #1iRJ9 StoreFront R AEEBBH RIS %o

£/ Global App Config Service
BR%ThaE:

1. 7£ Citrix Cloud x&#rh, %3 Workspace Configuration (Workspace B2&), sA/mi%E App Config-
uration (WAREFRE).

2. B Security & Authentication (Z2MFBHIIE).
3. MRk Windows £3i%1E,

4. MAT StoreFront 5{334iEA Microsoft Edge WebView T1i%|&+i%F Windows S8 E B Ao
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

4=
AR

MEEM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&H%EE Windows =i E
2/, MWE7E Citrix Workspace i FHiE2F H A Internet Explorer WebView, FHitt, R3Z#F3d Citrix
Storefront N A EERAFNEIES Eo

£/ GPO

BRZINEE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EHENEET AT, BREEEREIR > Citrix Workspace > BF 51T,

3. B& Microsoft Edge WebView for StoreFront authentication (:ZfF StoreFront 8 Microsoft
Edge WebView 514301F) HeEHIEHIZE ) Enabled (EEA).

.=/ Local Group Policy Editor
File Action View Help

e @M= HEm Y

./ Local Comp

gLbolig _ User authentication
v Selectani ) ,
Tootere Sottng lect an item to view its description.  Setting State Comment
| Windows Settings 2 Manage App Protection Not configured No
v L Citrix Werkspace |i2] Kerberos authentication Not configured No
1 cer iz Local user name and password Enabled No
Citrix Secure Browser |iz] Single Sign-on for NetScaler Gateway Not configured No
1 Citrix Workspace Updates \iz] Smart card authentication Not configured No
| Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
| Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
- Diagnostics 1] Web Interface authentication ticket Not configured No
. DRI
| Fast Connect APl Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 SelfService
3 grefon
1 User experience
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4. BHNA, ARBEHE.

ZHIkERIEE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#¥F Citrix StoreFront

[z AR P IR YT TV ARIE 75 Ko

Hth S HIIES

e LUE A Citrix Workspace A FE B U T &M RIENE, REUT S HRIENGESRIZEER,
Workspace FA#ZFH Windows i+BHMFREE T Microsoft Edge WebView2 Runtime 99 siE=E 7,

=17

1. EF Windows Hello BB K IIE - BxEEETF Windows Hello WS4 I8ER5ER, iE5AEE Windows

Hello IV kiR 5B #&IG B - IEB{EE, kA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

3+ =

AR
AHERIGERE (Ba&EF SSON) WETF Windows Hello B985 4583,

. EF FIDO2 2 & ZHAMFMHRIE - FIDO2 R FHAANCURTRMBET —HETERANAFA BHEBEA L
BHMITEMIIENAR. EALESE®E Citrix Workspace #1TETF FIDO2 R ZFHANEHIIE. R
FERP R FIDO2 2e&A@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATE
ZRRETABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

. g, EETLUMIIANT Microsoft Azure Active Directory (AAD) B AAD A B AR MIEFMTEN &S
& F (SSO) 2 Citrix Workspace M AB#EF. BxEE Azure Active Directory BIREMWEZFMAEE, &
278 & Azure Active Directory 15/Rs3, it} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, Bxufa¥ Azure Active Directory i&E#2| Citrix Cloud 8958, ESRE
Azure Active Directory ##%2l Citrix Cloud,

+*

iBEATF Windows 9 Citrix Workspace R 2R 215 A TS e B HI0I0E:

- HEGMKIE (BEAER) - YHFER Citrix Workspace MARRFN, BEBES IR HRE Mk EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREEEEEZ Citrix Workspace M AEFHNEMNRIIEE B TR EMEITHHIERIRI S EIEH
KEMNAERF.

- EEASERESRENELT, SXFERMAENIGE EiETTH Citrix Workspace MR, AP HABE
RBNERA BRI R B AER,

BEESMNIIEEEMR StoreFront # Citrix Workspace M ABEF LHEE,

o WEXFHIIE - R B M IIEA TR EEREEESBANBFR BB 2 B #HTIER, TEERTEEN,
AIERALLINEE, B, BRIIBETH, ¥ANENERIREERNABES AFERNERZHEIE, Fi§
DisableCtrlAltDel /%18 & False LU AFERE R, RS HIIEEE StoreFront B2 &,
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BEFEANEREMIIE, StoreFront EE R A LAFHXRE—NAREERRF {8 B9 I0E Uk E
BERBPIRIE, F57ARTE StoreFront x4 & h# TR, BB StoreFront X4,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEEFRIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR

o BERIREBZMHIIE - ERHEBEMRIEREER Citrix Gateway 1 StoreFront B2&,

- Ej@id Citrix Gateway ifia] StoreFront, ERBREEEEEEUNEHIHITE DI,
- 3 Citrix Gateway SSL BECEi& B EHIE P IHIEB S M IRIERN, BMEENRE. B2, BHITFHILER
BHEIES RS MR RS,

o WBKRIE - IMRBENH, WHEETE Citrix Workspace [ ARIEZFMAF M EINRE 2 B2 EE,

o LIEHFERERRIN AR - SRR ATEE (W Microsoft Outlook #1 Microsoft Office) faiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFHEETHRFIEE L

« Citrix Workspace ARFRAMRERAFIEREZFEEL, BERENZHE PIN, PIN NEAFRIEHHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBREFA2EMEESTE,

o HNEREEEMNIRIEHTRER, Citrix Workspace ARFEALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5E8EEEMINIELE SR, ERE Citrix Gateway #EfF. EREHEFEM PIN Z2 Web ;T
H, EE—YRER#HTEHRIE, #£A Citrix Gateway {EHF BT E@ES B IRIEAIR StoreFront RERTE
BERAF.

« Citrix Workspace i F#2F B#i2F 5 citrix.com #&f5, B Merchandising Server 5 Citrix Gateway
EMEREREHEIERRS.

A
=

I

HLRERERIEIMR. ITMRFEREAFTIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SRE AR EEEBE LR, BHRETEREIMRZAHITED.

EHEREFHIIEEA Single Sign-0n, BT TIRME:
ERgEEART Windows 8 Citrix Workspace R ABIERF, BELEREES U THSITiE:
« ENABLE_SSON=Yes

Single Sign-On 25— 1TATEBSHIRIENAIE, BRALIEERMEL Citrix Workspace FAEEFE RS
= PIN 1270

o TEEMREERETD, SMIILITRREHIE SSONCheckEnabled FRBIKEN False (MNMREHKRLERS
BERAM).

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

iteEA R AT A L Citrix Workspace AR & 41 1K0IEEE R E K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE.

& StoreFront B RS EEE S HIIETMIE Kerberos, iR TEIMN&GSITEM %L EERAT Windows 89 Citrix
Workspace N HEF:

o /includeSSON REHEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
s MRAFEAAEMSHIIESZE BINBFRRMNER) ERiER, WHaiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

SRR B HIEERI B IEEE RISHRERE, F ¥ Citrix Workspace R 2R #E Citrix Workspace MAREFE
RHERiEIERE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER

2. HEEEER > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

3. EREREBESHRIL. RIELRENZSIRE, ERAWAE ICARITEESHRIDAT U ERBERERS
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIiFAER, 155 StoreFront XEHMECE 515 10 IEARSS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENEIRIERS NS ENEHRE,
2. REMFIEIMEZDRIEH,
3. REMAEZE Citrix Workspace W BEF.

EFEEBERAR, FRITUTRE:

BAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MIIRFIEZFIER, AT Citrix
Workspace ZFAEFRE AEARINES (RIBEEERIRMERE) SULEIITHIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ERNET,

BROEBHIAEUTAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEEAKEN 1024 {iI. 2048 5% 4096 i,

o BIRRARNEERTES,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRASNEEEEFERNEF RSN RIESFRAEERRE.

o EPMKEHERPRIEBMENME Z —BALEIRS EETE TLS IBFNRXMN AV ERNA S #HEM (DN) 2—.

ERUTAEZ — A BUEBANERE S
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« £ Citrix WOFkSpaCG NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINE R T, TF SmartCardDefault 8 LatestExpiry, MIREBESZMEBFEEH, W Citrix
Workspace A2 ERTA P MAERE—MEH.

e BT ERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY _CURRENT _USER FREXMEMRKLEESTF HKEY _LOCAL_MACHINE Hhpy{E, BJEGF#hESBhA P ERIER,
E(FEH CSP PIN 18R, BHITLUTIRME:

BINERT, mAFE5M PIN I2RE:ERT Windows # Citrix Workspace M AEFMARE fEFINBRS =M
12/ (CSP) 121#t, Citrix Workspace Bi2FERENRTAFMA PIN, RS PIN 224848+ CSP, N1RE
Wik SRBEEREECEHNRLER WRAFESHIENERIEERE PIN), Wa# Citrix Workspace [z Ai2FES
BERER CSP AGLUEIE PIN £8, 8FHA PIN BT

ERUTHZEZ—ER PIN FBERLEAR:

« £ Citrix Workspace NREFHSITH, F8EIED AM_SMARTCARDPINENTRY=CSP,
o 3 LU T I {E % 00 B 5E A 3R B HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRE R MBIREN

MiprE 8E£BY, Citrix Virtual Apps £iEi& 8. SNRTE Citrix Workspace M BEFHEIGEEEEE N FHIIE
Hi%, BEERTF Windows B9 Citrix Workspace [z 2R Bl B8R 89588 LIGR HI5E 8 Citrix Virtual Apps &
&, mAFE Citrix Workspace MBREFSIEFNMARBIERRSE,

PRI
FREREEEMIRIEESR Citrix Workspace M AREFIES, AFEZETHEER.

TR

i

378y
7

8
PERZEEEEXNMEET HDX PC/SC WEREEEMMNMH, =R WAN IFERERE R, ATLURSMEE.
1% Linux VDA i REE 8+,

21 Citrix Workspace N AEFHERAIREEEEER, BRITUTIRE:

BUNERT, REGERERE VDA LA FERARE, 7 Citrix Workspace AREFH LA FRARS. BERARE
BRERER, BEXBM StoreFront if =Y default. ica XHHEEUTEE:

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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Z7£ Citrix Workspace N AR2FHE2AREZERER, BRITUTIRE:
Z7£ Citrix Workspace M AR2FHEAPRREERER, BEMXE StoreFront ib=# default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEEF.

& Citrix Workspace BT RS 9 583E

Citrix Workspace WABEF3IAN T HEE IR (GPO) B RAE® Citrix Workspace LR RS HIEIE, b
B&fE Citrix Workspace R 2R REBE RS R AT BahE R Citrix Workspace, XEHAMANTER&E E#Y Citrix
Workspace BB TIHEE (25 Rk SSON) B, AERMLILHEER,

BEMRIGE(ER, YIREMUTHRMA:

« MIBRBERER.
o KT EMRHmIBERPIG SelfServiceMode ZAIGE RN 0f o

BRTRTSNIIE:

1. &2is1T gpedit.msc 7 Citrix Workspace [ FBiEF AR R EEIEIR,
2. EIENEET AT, BEEERER > Citrix Workspace > BEIIRS.

3. #FE@E R Citrix Workspace MWL TE M HMIEREHBHIZEANEREA.

4. BEHENANHE.

FE1EEAT Windows £ Citrix Workspace N BIEFEEFZRMAFZ

ZUNERT, ERAT Windows # Citrix Workspace K AREFSBHMER EXBANARZ. EEMAFRITRNE
oA, BEREBAFIE LREMR:

1. tl# REG_SZ f& HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername,
2. BHERER “false”,

E /A Remember my password (ZEHMNERE) SREHEIEEHER, BELTETERT Windows B Citrix
Workspace M AEFHEFHTEN LI T EMRm:

+ B2 HKLM\Software\wow6432node\Citrix\AuthManager
o A REG_SZ

« &#: SavePasswordMode

o E: MR

pES =
FMRFESEATLAESEIERNR, JRFEEMRERERSA, Citrix TERIEREMRFERERR
LESHRLMHRMEEBFUMR, CRIMREEREBIEXG. BHREREIMRZAHTED,
Ey1E£ETF StoreFront WA EMER, 1525 StoreFront Se#sHrryrEIEE AT Windows 89 Citrix Workspace
AR EFEHEMAFZ,
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7£ Azure AD 3715 200 Z N4

FEAhkEH, BT 200 ZMEAR Azure AD BRAUEBDECLZARNNAEFNKEH. U, A—AFLTEEEX
L ABEFMKHE.

F=3

AR

BRP&AM Citrix Workspace R AZFEHHEHE R 6ERBILINEE.

RR-RE

Citrix Workspace M ARRFEMEERFPLZAFRE, ZIERTATFRESHRIERE, SERFHRIEIEERT
Hith & 4R (1dP),

AR

BN RPIEARR-REN—SDRIINRES, ESRIBEEMANREBRIEHR.

TERNMETHR. BRUREMZRNENARP-RE:

= iRA AP

E# HTTP 5K EEERT, Citrix Workspace CitrixReceiver
NAEFAENMEEREEH /23.5.0.63 Windows
P-138, #lw, GET /Citrix/ /10.0 (22H2 Build
Roaming/Accounts #l 19045.2965)SelfService
GET / AGServices/ /23.5.0.63 (Release)
discover EMLKIER X1Class CWACapable

=N RS YA 7E Citrix Workspace iZA  Mozilla/5.0 (Windows

BN =N ABE#ITSHIRIE
BY, BERARERRP-RIELHM
RiEK, Fli0, HHEKEF /core/
connect/authorize MM

BERo

NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)
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=}
=

f#F3 Edge WebView F|EMx5

KRB DIIER AN B E

£/ IE WebView FIER*5%
B ISIER A B IE

BEX Web [AEE

CA=RERLIEILTIES

June 14,2023

BiEA

LEPER Edge WebView 3¢
Citrix Workspace M B#ERF L2
BT BRSHHRIENMXHITE S
IR, WZIERZFERSENA
P-RERHR. FW, 88 GET /
nf/auth/doWebview.do #I
GET /logon/LogonPoint/
tmindex.html BIRLEIER,

YAFEER IE WebView 33 Citrix
Workspace M A#EF LERETS
R SR IIERIR KT S 13 I IERT,
MEIBEREFEREENBF-RER
i, fign, €& GET /nf/
auth/doWebview.do #I
GET /logon/LogonPoint/
tmindex.html BIRLEIER,
LA @ Citrix Workspace [z

BERRMBEX Web RABE
Hj; ﬁmm*ﬁ@h%ﬁgﬁﬁ)ﬁ-'f‘%fio

BR-RE

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW/23.2.0.2111
Windows/10.0 (22H2
Build 19045.2364)

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko, CWAWEBVIEW
/23.5.0.43

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

INREREARZ Citrix Workspace HHEELIUHERE, FROFHRENBT RRANARURRETUAESHSRE

b=
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RIEPRRERRATTR UK A XA TR INE S0 TFAR:

o WREMAT: RRBSFAMANE R, ZBREHEWAMZIRIFEIZS], XB] U4 Active Directory

(AD). Azure Active Directory (AAD) B &

« S31RMHEER (IdP): AT M Citrix Workspace 1RIESHIRIERS LA, EAFTERTER.
o BEEMHRIERS (FAS): BXIFMER, BHSRER Citrix KE MRS TEXEAESAE R,

« Virtual Delivery Agent (VDA): Bx¥4E8, E2RA%LE VDA,
+ VDAEMAZ: £7VDAREMAZINER. BXFMEE, BESRSHRFIIAREE,

+ Citrix Workspace/VDA 98 =% R (SSO): “B” & “B” BRTEEZIFAEES Citrix Workspace 5

VDA,

« Citrix Workspace i : BEXRULRER, BEREHZEI BT EHEESHRIEPEESSE R,

AR

SHFFTERELER, EAEERMRAM Citrix Workspace MBEFA fER S EES .

Citrix Workspace HiE E&E 15

IR EMAE

AD

AD

IdP

ZsHh Citrix
Gateway

BEN & HI0IE

VDA ENAE

AD

BRERD
Citrix
Workspace

=
E

Jali

BREREIVDA

Citrix
Workspace [
BEF/FAS

Citrix
Workspace [
BiEF/FAS

XA

fERA 7 Citrix
Gateway £
SR tigFE
Bi&=| Citrix
Workspace.
EEEERENS
HIIE, ES
i BEN S 15
IEARSS, Hig
BB i
Citrix
Gateway Ef
BREERE
Bi&=l Citrix
Workspace &
BB THR Ao
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https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-vdas.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html
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https://docs.citrix.com/en-us/citrix-secure-private-access/adaptive-authentication-service.html
https://docs.citrix.com/en-us/citrix-secure-private-access/adaptive-authentication-service.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html
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IR EIANE

AD

AD

BN AD/RE

AD

AD
AD
AD

IdP

Citrix
Gateway 55
—IdP Bx&
(AAD/Okta)

Okta

AAD (£
AAD Connect
1 AD)

fEfEEF SAML
By IdP (REiE
ADFS)

AD
AD+OTP
AAD

VDA EfIANE

AD

AD

AD

AD
AD

BRBERE
Citrix
Workspace

=
=

al

all

i

B o

iz

BRERE VDA

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
FA#2r/FAS

Citrix
Workspace [
FA%2r7/FAS **

Citrix
Workspace [z
Ft2RE/FAS

At
A%HF
A3 HF

XA

fEFAEE SAML
BEREREE
IdP, H&iAm
FRRESEEN
|dP 893214,

M Okta fEf
SRR EIER
Bi#=| Citrix
Workspace,
£ Azure
Active
Directory 1EX
SR HIERE
Ei&3 Citrix
Workspace,
BB’ SAML
TER B HiR IR
FFiEEEl Citrix
Cloud, #&#&
BFiESE®
B9 |dP B9,

TER
TiE
TiEF

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

250


https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/saml-sign-sign-on.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/saml-sign-sign-on.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity.html
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA EfIANE

AAD T AD #Y AD =
AAD

BaERE VDA

FAS

BRBIRENE
2o

XA

Citrix
Workspace &
F Microsoft
Edge
WebView, &
ARFRRERE
Workspace,
i@d FAS %%
BOERE
VDA, BXi¥4H
=8, BEBHA®
A Citrix X5 5
HIIEARSS Y T
EXERERE
Fo

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
RFRRERE
Workspace,
FERERER
Z) VDA,
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https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA EfIANE

BREREIVDA

XA

AROINNIEL XPBEEEHH  AD S
I0IERY 1P - §%

&

FAS

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
RFERERE
Workspace,
i@id FAS %%
BOERE
VDA, Bxi¥4l
=8, BB
Citrix
Workspace i#
TEHRIENE
fth75 %o

#iF:

o AD IEESSIAIRIE AR, Kerberos #BEEEITIT.

« **Citrix Single Sign-on (SSONSVR.exe) REESEF it FWAFR B R EBLESER, MEAFER

Windows Hello &%, MZEZ FAS,

« IRBAT LT RERE T RLAFERRE, WaFNSHRIERTETR

- BIVEZE FAS, RAEEATIE Windows F&,

R ETRT.

StoreFront i Ei&E
BRERE
Citrix
HAE AR IdP VDA BIAE Workspace BEERE VDA XY
AD StoreFront AD = Citrix HEESHIIE
Workspace [
BiERF
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate-to-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
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BRBERE
Citrix
I EIINE IdP VDA EMAE Workspace BEERT VDA  XHY
2N AD/E StoreFront AD 2£(1) Citrix IWEBES %R
&/Windows Workspace iz iEFfEFA Citrix
Hello & kkfk B2 [FAS(2) E&SHNIER
SR TIEXEH
BRER.
AD Citrix AD =z Citrix
Gateway - & Workspace [
RERIIE R (3)
AD Citrix AD 2 Citrix HEBS AT,
Gateway - & Workspace [
NEHIIE R (4)
&

1. fEEmREESRFT, SMEILUITEZHE SSONCheckEnabled FREIEE N False MIREHEFRR
REQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols

\integratedwindows)\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. REER Windows Hello &%, MFE FAS fUIMREEEA 8B SSO.

3. BEXAD geBininE s, ERNEMER Kerberos,

4. BMfE AD TiRifmEF I, HEEEEIETT. KEM Kerberos,

fEA 4 Citrix Gateway 1Eh B3R IEIEFIHE @S Citrix Workspace

June 14,2023

5E:

ANEHTEREHERS MR, NREESHAMMXIZER AP, EBREE Citrix Gateway HREHEBRE
AB MBI AR .

Citrix Cloud Z#FERZHE Citrix Gateway 1EA B HREIEFT SR TERMITIRE #ITE DRI,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html#configure-domain-pass-through-as-the-authentication-method-in-the-citrix-gateway
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html#configure-domain-pass-through-as-the-authentication-method-in-the-citrix-gateway
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W EA Citrix Gateway SHIIE, ERILL:

o GgEE A Citrix Gateway P #THHIIE, WEHEEHBED Citrix Workspace ifialasi Virtual
Apps and Desktops SFEHHIETR,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

c FREBSHRIE. BiF. RS FHIHRER. RESHIRIEENEE, AENARREERD Citrix
Workspace iiialFr BRI R,

1% Citrix Gateway SHIIES LU= RhRALESER
« Citrix Gateway 13.1.4.43 Advanced Edition SiE Sk
NEFM:

+ Cloud Connector - E.EEM ARS8/ R L% Citrix Cloud Connector 14
« Active Directory, HHREE .
« Citrix Gateway xR

- BTEFALAKE, BEAMMX - ERAERER,

- BEEM XL Citrix Workspace BiT A& # 1T BRI, M%7y OpenID Connect 1R/,
Citrix Cloud 5Mxz [@l89E S5 & OIDC ¥, ZIMCH RITSEHITHFER, FAlL, EUMELEIE
PLTXLESCEHITE S,

- H#REYP - wFF Citrix Gateway EF %I NTP Etjal,

BXFMEE, 152807 Citrix Cloud X489 Prerequisites (&% M),

7002 OAuth IdP B2 a1, EFEELIGE Citrix Workspace g Citrix Cloud, LUEE IdP hEBMXER S %
W&, BXNAIEENIFMES, 218 Connect an on-premises Citrix Gateway to Citrix Cloud (i§7s#h
Citrix WZ#%) Citrix Cloud). FeMIRER, ¥4EMEIE OAuth IdP SEFRIENZ i ID. ZHMEER URL,

MREERBZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BERERT
Web #9 Workspace BB E@E. NZHMINMCNEIZE N, F2EREEE,

AR

MRAAEE HTMLS EFRRRESERREIERAZE W, WAaRAEERSHIRIESZ.
e 28R /E 5 StoreFront URL Y, &4 Receiver 1275
MRIGERFHRERS, BRARKEEANZAIRR, MIEZATFHEN, BXEMAEE, BFBHA:

« Microsoft xx#4##y URLAllowlisto
+ Google Chrome x4y URLAllowlist,

=z

AR
Workspace W BEFERHNINMYAMIEIZRF A receiver:, BEREEE N AFERIEH— URL,

FAER LN EMIE, MU TROERAGR, UEEER B NIERSHA StoreFront URL, it E AEER]
LB IR AR .
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-ad-gateway.html#prerequisites
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-ad-gateway.html
https://docs.microsoft.com/zh-cn/deployedge/microsoft-edge-policies#urlallowlist
https://chromeenterprise.google/policies/?policy=URLAllowlist
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway i&& 7 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP S IRIERBS RIATES:

1. 8l OAuth IdP BREX %,

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

12 OAuth IdP F2& x4
1. Z4E/A CLI g2 OAuth IdP BEE XM, EHEGRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret J[-redirectURL <URL>][-issuer <string>][-audience
<string>][-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. B/ GUI 8 OAuth IdP BEBE >, EHRITUTIRME:

a) BRIEMAEH Citrix Gateway B, AESME Security (Z£) > AAA - Application
Traffic (AAA — N BIEF7E) > Policies (58) > Authentication (5{18iF) > Advanced
Policies (54%H) > OAuth IdP,

Rty

b) 72 OAuth IdP siEm+, #i Profiles (RREXf) %W+, ABEdH Add (Fi),
c) E2& OAuth IdP BBE&>f+
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+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (H4IE) EMEHREHIFHIME G ID. BHEMEER URLE, UEBILS
Citrix Cloud #vi%EZ,

+ 1£ Issuer Name (kX 17&EZ#F) RSP IEFEANMX URL, 180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (ZRX) FERHPEHIFHIEME P Do

+ Send Password (&#%): ERALLEMLREERERTHE. RABRT, EmLTFE
BIRT

d) 7£ Create Authentication OAuth IdP Profile (8IZ5438iF OAuth IdP BB f+) WEL, i&
B TSHMNE, AGEE Create (81E).

+ Name (&%) - BRRIFREXHNETR. BAUFE. BFRTYILFR () Fk. BMIEER
ABFH. BEUREFR (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). 5 () T
ZFW. SIRMEXHRE, BLEERET,

+ ClientID (%7 i% ID) - #7iR SP MM—F T8, WINRSH[EML ID HMEFRKEE, RAKE:
127,

s BFIREH - BAPNENRSSRETNZATRE. RAKE: 239,

+ Redirect URL (Z&@E URL) - ¥ AAHAHNIE/ LM SP _EMES,

o MEBRB - BT HSEMRS BTN RAKE: 127, =fl: https://GatewayFQDN
. COMo

+ Audience (Z4&) - |dP RixpISHERIBRRG A, R ARRIIEL SR,

« Skew Time ({RERiE) - IETHERE Citrix ADC EENSHE EAFRINRE (LIRS,
BN, R skewTime 79 10, MShERNERERA (SaiEdE - 10) 985 (HF08diE + 10) 2%,
B35 20 98, BIAE: 5

+ Default Authentication Group (ZRIA B HIIE4H) - Y IdP EHE B £ nFactor R E
AMEEXHN, WEFMISIERNFAEINRFINE EAUESHRIEREHRER
(AAA.USER.IS_MEMBER_OF(“xxx™”)) ff# FH, M#5IR5 5 #i 75 # %8 nFactor 72, |&X
KE: 63

HARFAMBEREXHNIED, UEERBITEIEHBEIBENERR, FRTIRIAVAS, ARSI HIIER
THETIEEFERFINE, RAKE: 63
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710 OAuth IdP 5B

1. 7£ “OAuth IdP” i@+, #i Policies (5588), #AE&E Add (Fi).

2. 7z Create Authentication OAuth IdP Policy (£1iZ5303E OAuth IdP 5%B8) TiE L, REBUTESH
K&, AG%EE Create (8IE),

« Name (&7#F) - SHIRIERIEIETT,

Action (i&fF) - ZRiISIBMERE STHFRIBT,

Log Action (HE#RME) - ERSIHRILRNEFRNEE BERIENET. IFaHMRR,
Undefined-Result Action GREXHILERIRME) - REEITHLERKRTE X (UNDEF) B AITHYIZIE,
ERIETFE

Expression (FRirx) - HKEEHTFIRFFEIERNERINE ZREN. Hld0, true,

Comments (iFig) - WEREERREMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &4 “ON” (BRINEEHR “OFF”) B, AR EREEMEH@ g L e@iEEis Citrix
Cloud, @idZei@iEfkEAr SREAFEERBIEY A Citrix Virtual Apps and Desktops B/ SSO,

% OAuthIDP %:eg#0 LDAP SRERSIE I BN S 15 10 IEAR 5 28
WE, BEER OAuth IdP HEr848E R4t Citrix Gateway ERIEINE HI0IEARS 28,

1. E R4 Citrix Gateway B/, 4G SME Configuration (i2E) > Security (%) > AAA-
Application Traffic (AAA-RBIEFTRE) > Policies (5i2) > Authentication (&)%) > Advanced
Policies (54:%H8%) > Actions (i£{E) >LDAP,

2. 72 LDAP Action (LDAP &) RE L, #i Add (Fmn),.

3. 7£ “Create Authentication LDAP Server” (BIEZS1334E LDAP fRE28) REL, REUTSHNE, A
58 Create (81E),

+ Name (&7F) - LDAP BRSS33121ERIB R,

ServernName/serverlP (fR$3232%F/IRS3s IP) - 124 LDAP ARs32889 FQDN ¢ IP,

71 Security Type (Z£%3!). Port (i50). Server Type (FR52:%3!). Time-Out (#BAE) %
BEHME,

WRE %S Authentication (H{338E),

Base DN (Eiii DN) - 734 LDAP 1£Z&89E ., FI80, dc=aaa. dc=local,
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« Administrator Bind DN (ZE&45%E DN) : 4% 2l LDAP [REBHAF B, Fli, admineaaa.
local.
« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,
« B Test Connection (i) MiXEHIGE,
+ Server Logon Name Attribute (fR5Z2REFREEM): %E#ZE “sAMAccountName”,
o HttFEARQIEFE, AT UREREHITERE.
4. Sfn% Configuration (E2&) > Security (Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (H{)I8F) > Advanced Policies (B4:%8) > Policy (51),

5. 7= Authentication Policies (B)I83F588) Re L, #d Add GFm).

6. 7£ Create Authentication Policy (SIESHI0IESRE) REL, REUTSHMNE, AG%ET Create (8
#).

« Name (&#5) - LDAP B{3I8F IR,

+ Action Type (i&fF3E!) - i%#F “LDAP”,

+ Action (i&fF) - i%&# LDAP 1&fE.

+ Expression (RiAR) - SREEAFWHRFEIERNWRINEERER, W, true™™,

BirH2E4ES VPN
BIEBeRAED VPN F23744# Citrix Gateway #17 CLI AR R, A Putty (2MM) &id SSH B R7AH
Citrix Gateway,
1. Bepan<TERAER, fli Putty,
2. fEF SSH B R4 Citrix Gateways
3. BAUTHS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERHES, HERAUTHS:

show ssl certkey
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5. EEMENANES, ARBAUTHTURIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Heh cert_key_name RiEHHIBETF,

6. BAUTHTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway B EERE N F R IIES &
5eR¥ Citrix Gateway & & X AP /5, EHRITIU TS ELTE Citrix Gateway PRI EIBERE 7 FHIIESH Z.

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmIEEREH#ITHHIEIE,
Citrix Gateway R ZHEINFN Kerberos 4958 ik (KCD), B2, AXNET KCD S41IE, BEXFAMEE, 5
25 CTX236593,

RENERESEUTSRE:

1. Kerberos ARZEIREE
2. BEPIREE

Kerberos %R ZEREZE

1. 7% Active Directory ®¢il7E KCD AP
Kerberos £ ZiEEF R 4HIETT, UHWRBRIEBFANEM, BFSREF . REB[NEHAD ZF0 (KDC).

771k Kerberos IEEiE1T, BFRIHFER KDCiERFIE. FRHSAELEREAF S, BBAER KDC
HITEHEIE, ARZTREIEREN AS IERNRIL
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEF (SPN) KB,
R ImERAR XA SPN #1754 31E,

o RS EHEFR (SPN): BRSEAREH (SPN) 2RSS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2FF1E Windows &#& &1 SPN W AEF. EH SetSPN, aIUEE. 4wiEMMIPR SPN Et.
a) £ Active Directory fRS289, ITHS IR,
b) EHSRTEOR, BAUTHS:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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c) E#fgik Kerberos AP # SPN, BT Ta<:
setspn -1 <Kerberos user>
1T setspn &<E, SHM “TIR” EI+E,

-

d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255
%R HTTP ARSS.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFIHEIE DNS 2 RUZEHMXH SPN:

7£ Active Directory ## 0 TXT DNS 2%,

==
AR

BRI, _Kerberos 7k, #IESHMEHZ. FQDN %2 7R Kerberos, .
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kerberos Properties

Test (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTL: 1 0 0 DDDDD HH MM S5

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Eitt, HmelE— DNS TXT iBR, ZieRIEEHE P imEk _kerberos.gateway.com #3REX Kerberos
FIELU#TT BRI,
4. ¥ Kerberos BB NS IRIEA R,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIENE, BETUIE keytab x4,
AR
MREERAERE (RWEPEHMINERE) , WK ARSS SPN 2 E I HTTP/PublicFQDN.

com@InternalDomain.ext,

« ¢ - Kerberos g, @ERENAIIHE G,

« User Realm (AP - XRAFHREEESR,

+ Enterprise Realm (fdl47il) - 7% KDC FERIAA BMIEEAZRAFEL KDC HES
7 B ERHIET,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD FelEH KCD 89 NetScaler A ik
Fo H{RERFDIEW,
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

BAFRINEAERE VDA, BERITUTHSE,
W&
o BIMAEBITEN
« BA7T SSO 1 Citrix Workspace 2112.1 S¥ES R4S
. EEREEERST T2 E URL
o WIBRBZEF R AD B9 Kerberos, & FIRIRIERFLTEREET] AD 7 8E3REX Kerberos ik,

TERAENSSEPESEEN—E URL:

« M URL & FQDN
« AD FQDN
o EEETNKIEMEEIH SSO B Workspace URL,

1. MNRMFERMNZ Internet Explorer. #i%x Edge Sk A TUNE2S, BHRITLUTIRME:

a) BENes,
b) EEF R EITFA A FrRRIEES,

Show Contents X
Enter the rone assgnments ham oK

Wi N V. N

alue Name alue GPO Noame —

hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy

[ ] 1 Lecal Group Pobey

|

hitps //pubbcnsaks doud com 1 Local Group Pobcy

£ ¥

a) ¥Z+ENESE > Windows A% > IE %528 > Internet i=5IER > L2 TH.
b) #T7F “Site to zone Assignment” (UE=REIXIESE) FIR, REHMFILHFRE URL, EXR— (1),
c) (Fik) iB17 Gpupdate LA FAEEEL,

2. MREEAME Mozilla Firefox 5%88, EHITUTIRM?E:
a) FIFNsEs,
b) EEZREHEAN about:configs.

C) EZNRHHLE,
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d) EEEREFEF, %A negotiate,
e) MIEZFEMEIBETIZRF, 18T network.negotiate-auth.trusted-uris 258 E HiE(E.

Farteeds SegoTile euTh irebed wis i ] e

T + % N N1
3

XEFTER T &P IRMECE,
3. M Workspace B2 &R 2 Workspace,

EXASFRTENANT SRR & LN P A&,

Kerberos &=

AR
BN EIE R 7 REE T I IS 1B,
EaS$RFASH Windows PowerShell &1, BT T &< LUEEITE SPN BAR Kerberos EiiFLS5ir:

KLIST get host/FQDN of AD

1/ Azure Active Directory fFr &3 iR1E2F15EES Citrix Workspace

June 14,2023

AT LUER Azure Active Directory (AAD) 1ER &R 2R LIE Citrix Workspace #9885 %& R (SSO), Het
SEMAENES/VM, E&iks/VM 038 T Azure AD B9if=/VM,

ERALEE, ZXRaLUER Windows Hello i@/ 7 AAD His=xd Citrix Workspace #4178 S & Ro

« ALUERA Windows Hello @& Citrix Workspace R R2F#1TE AT,
« fEA Citrix Workspace R ARF#1TETF FIDO2 B EHRIE,
« {&B) AAD MINAT Microsoft AAD #9it&#l (AAD fER IdP) F&#FiAinleaERE Citrix Workspace [z

AR,
EXYNEMTZAEFNSENSERER, ERILURINTARERE FAS 5iE2E Citrix Workspace AR

AR

RBEFERA Windows Hello BY, A gestmiee m&RE Citrix Workspace &R, B2, TEiHRIE & HBRIEIIR
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AREFNKER, RARTERANBRINENE, 2RERIRREE, ERILUE FAS # SSO B1E I IR A
EFMREE,

WA

1. % Azure Active Directory #E#%%| Citrix Cloud. BXi¥4{s 2, &5 Citrix Cloud X#4989iE Azure
Active Directory i&#%%| Citrix Cloud,

2. BF Azure AD M RIELUA R TEX, BXEMES, E5iH Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEMA Azure AD SHLIE) .

BT Citrix Workspace BB &R, ERITUTRE:

1. £/ includeSSON EZ& Citrix Workspace M BER.
2. 1£ Citrix Cloud ®Z /8 prompt=login B
3. {EM Azure Active Directory Connect E2& Azure Active Directory Hif,

fE Citrix Workspace N AZF LIz SSO
WEFH:
« Citrix Workspace hi4s 2109 St &E Sk,
AR
WMRERER FAS #17 SSO, MAREZ Citrix Workspace B &,
1. MHEED includeSSON HWEEMm<ITRE Citrix Workspace AR :
CitrixWorkspaceApp.exe /includeSSON
2. M Windows EF i ER BN SSON ARS8,

3. BEHENESE > SIEER > Citrix A1 > Citrix Workspace > BF 5433 Citrix Workspace GPO
BRI P Z %D,
AR
XL EREE T LUEIT Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITISE,

4. BFRIEFSEERAIZILE.
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e e— =
B Lacs Py :mhx-u-uuuu E e
fie  Achon Vs Mg i et st
e am s Bl T
S Compan .'—%l ‘
: :m‘:‘; Local mar samms sl possrsnd Sy Supporied 0% [ un it Werinpacs sapporiad platiam
w (7] Adminainti . Kipnige gy Fevtusion |
w [ Gt Componanty sl ieang, I Eesbaren i abon
w _cmmmu. B ol whas e ot povinerd | e et
& ae AN drm Werkipaur vepparied 5 St g g o et ke (b
il TR FERPRY FENTPY) L St cmed mthand s, [ — -
T P— o B By b 0 BRI -t St e it oot o e Gy o
Sl Chnt baginy Ut W, iy 14 L o Py fos 5 48 P themgh s o for 4l KA [P
- m: “"“"q:‘“"“m W bt e bepm By, oy 3 el Vi ek e by vt froee
- :9"“"‘ ean hor the Cae 7] Ui Vgl Dy S vt mﬂ:::qmrum-uu
1 et Comnct W g w."_"""““" bt e b B
. oy -l hrrasgh paluri shaon (8n 0w ety tor Ll L]
2 bt soica || iy e s g e g A e g
) elftarice mm“* bt phece e 8 108 ke choth b B bymem B
L et e “Basly B
_'.Llw-nun n‘ .- F ki - Whemman g Yol by S prvroneraed, (rieshng
- . | " L3 ok Pl [tV ity e bl ;mwmu
L3 '-._E-m_,ﬂ._w? et chamd wnm tha umar's WIS crmdantsshy.
w 2 L |
T — e
& GPO R TFANSis R
* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com
o https://xxxtenantxxx.cloud.com: Workspace URL
& Revuirann se
A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
7] memugm-mi Swmng | Eplan Precedence _|
vf?mmimxm P -
2 Windows Sesti
:' - . “_‘:1' - [Entiew e pves assQrenents hee. I_ID‘
» [ Citrei Commponents ke Mame: Wk ¢ Cacal
5 21 Sysmem e N
w ] Windows Compenents hega aologon micrackarresd 450 com ] L
» ] Bicmetrics IhiipecAowanare choud oom ] L
w ] inkemet Explones Rl
w [ inbermet Controd Py B
| Secunity Page.
» [ Windows Defender An
2 [Extra Registry Seitings
w gl User Configraration
3 ] Softwate Settings |
5 [ Windows Sestings 3 >
Sppoted on: A least intermet Explorer €0 in Windows F with Serv
oK Crcel | |l .
T E————
€ :|\.,t-1urm,{mf
AR
% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
AllowSSOForEdgeWebview ;:fit&i& &% false Bf, AAD M SERHLTREARS.
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7z Citrix Cloud #% /A prompt=login

ZiAE R T A Citrix Workspace BHT prompt=login, BEMERFERERFERRESHEREEMA Azure AD,
W REHLEITH NI,

Al A EER Citrix z A P2 A prompt=login. EM % Workspace Configuration\Customize\
Preferences-Federated Identity Provider Sessions HERZH*.
BEXEFAER, 1ESE Citrix MIRARLXE CTX253779

& Home > '-‘.":-'<s|:a:»:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

oxEEmf /)

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

AR

ZEMA AAD SHEMNES AAD #9ig& £, w03 AAD B1E Workspace # IdP, Citrix Workspace 7 f#2
FASRTEANERE. BREUERIEKS HFRIKF BB R,

EAVRAFEREMKFAER, BEUTEMRIZEER false,

= Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle 59
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle T8l EFH HM— 1" & ~ Al-
lowSSOForEdgeWebview 893 iR =/ REG_SZ, HEHMEIRE N False, &, RAA M Citrix
Workspace M BEFEH, WAFAIME N ASRNEREMKA SR

f#F Azure Active Directory Connect i Z Azure Active Directory 5i&

o WMRIGRBERRE Azure Active Directory Connect, 57 User sign-in (BF&ER) TUE L% Pass-
through Authentication (E@&HRIE) FABRAE BXFEMEE, iESHE Microsoft X4
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory BiE &1
BOIE: PHENID)

+ R Microsoft Azure Active Directory Connect Z7£:
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1. #%#% Change user sign-in (FXAFER) 15, ABRE Next (T—%).
2. #&#% Pass-through Authentication (B@5/)WKIE) ERAERAE.

AR

MBEREFEHEIGEZEMN Azure AD EMNES Azure AD, MET LBk T, NRIEZEMAN AD, NES
kerberos S 9 IRIE#TIHEIE S 9 I0IF,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

June 14,2023
AILLfER Okta fEA SR IERER (IdP) 235 Citrix Workspace BB SE R,
RN
+ Citrix Cloud
- Cloud Connector

AE:
MBEFRHE Citrix Cloud, BEXZRUBHEEEER, BNEVEEFHBERRER I EEESR, B
FNfa%E Citrix Cloud Connector 89158, 527 Cloud Connector &%,

- Citrix Workspace
- B BMHERIERS (FE)

« Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops AR%3)
« B0 AD 59 VDA SEIIAN AD B¥IRI& &
« Okta fAF

- Okta IWA 32 (£/ Windows S{4383iF)
- Okta I9iE (RTLAMRZFEREE T & Okta 383E) (RI5E)

+ Active Directory
1. & Okta AD RI2:
a) 1€ Okta B 1P+, #iF Directory () > Directory Integrations (ER%£/).
b) %% Add Directory (FiNE®) > Add Active Directory (70 Active Directory).
C) BEREBREABAREMNRZEERNIEREEREER,

d) & Set Up Active Directory (i&E Active Directory) &4, #A/5% % Download Agent (T
K1),
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e) ¥ Install the Okta Active Directory agent (&% Okta Active Directory {32) iZ{EHIREFRE
Okta AD H12%%: % Windows fR%238 L,

AR

EREREZ I, EHFHE Active Directory integration prerequisites (Active Directory
ERHESRE) PRINBERY

2. EEBER Windows B4I83F (IWA):

a) 7£ Okta BEAIIF L, # Security (%), 5% Delegated Authentication (Zk5%H%
iE)o
b) M TRE M TIE LA On-prem Desktop SSO (AihsZmEm SSO) # 4, AfE% T Download
Agent (T#EHMRIE),
c) 7 IWA % E Routing Rules (BRE#N) . HEX¥HMiELE, ESH Configure Identity Provider
routing rules (BCESHRMIZFEEEM) o

3. Bah Okta EFI1F,

=

e =

o R& Okta IWNA KEERSHERARN, AIUMBIMA Windows HHig&ER. EBEESBT
R, HBEERR IWA BRUEHZERF EE.

myWorkspace
Sigring in with Windows Authanhcation

o BXRUARMEARANIEAEE, 55 Install and configure the Okta IWA Web agent for
Desktop single sign-on (REMEERFRESERERM Okta IWA Web K1),

4, @3&ER CitrixCloud (https://citrix.cloud.com)HBHE Okta 15 IdP, BXE 8, 529 Citrix
Tech Zone xx#4e#9 Tech Insight: Authentication - Okta (BARBZ: SHIIE - Okta).

AE:

BI UM Citrix Workspace RSN RER, HENTRIE Tech Zone X% R EBEAR.
5. BRI EIMNBREFNESENEAER, EAILEE FAS ZitE Citrix Workspace R AREF.

AR

MRKEE FAS, RASRTEHAAD BFREMENE, BXNABEHE FASHER, BSHAEEE
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Workspace M ARFHESERIH “BRAKS ZHRIERS .
WMERKEM FAS, 5B E Citrix Workspace R AEF Z#F SSO,

ZRBEE

July 5,2023

Z#1% Citrix Virtual Apps and Desktops Ak$5285 Citrix Workspace R BEF 2 BREERE, A UERIN TR
TH—RFIREFARERR Citrix Workspace MBRERFEE:

« Citrix Gateway: BXER, ESRATHHHERUK Citrix Gateway # StoreFront X%,

o BRAIE: WERRA SR LURYE B ARtk Al O A F SR LR B &,

o TEEHET2M (TLS) 1.0 E 1.3 kR,

+ AT Citrix Workspace N Af2FEZPREIEEXRANAIERS .

o ICAXHEERS

o AR MM (LSA) P

o BRIEATF Citrix Virtual Apps BEMNNRIEARS 2. SOCKS RIEIRSZH[/ALENIEIRS [, NIERSHITE
BPR&IXT MR Y15 1] 0 5R B LB Ry ARl X LEARSS 2818 4L B2 Citrix Workspace [ F12F 5 MRS 88 Z [BIHViEE.
Citrix Workspace [z f2F 25 SOCKS 1z RE MY

o HubIE

Citrix Gateway

Citrix Gateway (LIgi#5A Access Gateway) 75 StoreFront ABENERE. I, FAFEERZIEMIES
P Y SEM R AERIARIRER,

i@ Citrix Gateway EiEREMN AR, BRITUTIRE:
1. FAUTHEZ—IEEEERRMEH Citrix Gateway URL:

. BEREABBRSAFPREN, RARIRTEERMKFIHEESZAN URL,
o UEEABBRSXAF REL, aJLi@Eid e HE LD > ke > RinEEmN URL
o WREET storebrowse s EIERE, BEGSITHEAN URL

Z URLBEEMXFSENAEE (EFIEERE)
« EE#EE Citrix Workspace M BEFHREINE— M ABEE, EERUTEIMN URL:
- https://gateway.company.com

- EEFIBENARE, BEARRXA (I https://gateway.company.com?<storename> 1 URL,
thzh7 URL MR A imERE; E277EZ URL FEE = (F5FR) . NMREEE storebrowse E#E 54
ENAEE, aIEEEE T storebrowse @< ANE|S35(#E URL,
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1. ZARTHN, ERENAFRE. ZENRSSHEREIZEARE BEMX), BXIETBERNEFEAEE, 55
Citrix Gateway 14,

SHRIIRAE, BERENSENEARER,
B f AT
A4 5 A S AT WUARYE B ARHAERN IR O 72 14F 5k PR L B 6385, SNSRAERPAASE, BATF Windows B Citrix Workspace

[ A2 AT IE P A& S Web ARZ528H0 Citrix iR 281815,

2/ Citrix &=im0

B E3it) Port (#%0O) FAES

Citrix Workspace izFg  TCP 80/443 5 StoreFront &=
EF

ICA g% HDX TCP/UDP 1494 N AREFE A EINER
BEAFETEMMICAS, TCP/UDP 2598 HiEN AREFE AN EINER
HDX

ICA g HDX over TLS TCP/UDP 443 R REFMESEE

BXHOMFAES, BESREFMIRF0XE CTX101810,

(3 l=E sk

EmEReM (TLS) BEM SSL (R2EHFRE) M. ERMIZI(ENA (IETF) 7% TLS FREUTERNF R
$hE, BEERA TLS,

TLS B iRMRSH|H M. HERMBAEETEMLE, REREHIERENT2, FLAR (BEXEBNA
£) ERMEM TLS RRBHIBEENR S, XEARTTERERERRIENME, FIINBFHRESLERE (FIPS) 140,
FIPS 140 B— M INZEAR .

WERE A& Citrix Workspace RZBIER, 7863 TLS BB IEEEEN. BXxRIP StoreFront @ EH915
B, 152807 StoreFront X2 2853, BX&EIP VDA MEER, 58 Citrix Virtual Apps and Desktops X
AR EEEL M (TLS).

BILAGE R LA SRBEHAT LU HRF

o BHEIEA TLS: HIBIWNER TLS AFFEARZEENME (84E Internet) MZERE,
« 58%IER FIPS (Federal Information Processing Standards, Bt#B{EE0EiRE) . BEARTMMZEE
M NIST SP 800-52 REYEIN, XLRMBEIALFREARS.
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SREIEFARERAAY TLS F45ER TLS ZEM: Citrix 28 TLS 1.0. TLS 1.1 # TLS 1.2 thi¥.
R ERRSS 280

KEREEMHERSZF/IES.

KERERIARSS SHEH A Ko

EERENEFHIER IRKERSB[BEENBEREFIHIER).

BE:
ATHEERSNE, UTEBREHEFA:

o ZIIEH RC4 70 3DES

o BIZEA “TLS_RSA_*” WEBEEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

EXSLHENTHEANES, BHSRMIRHLXE CTX250104,

TLS ¥
1. @dia{T gpedit.msc 77 Citrix Workspace R R#2F GPO E121EiR,
2. HFIHENEETART, BEEEERER > Citrix Workspace > W&, AGIEE TLS A& MERERE FR,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLEREUKINERS SR LEE, REU TR
AR
Citrix iR TLS UEMLeEE,
a) ERERWFIEEZER TLS L5EH Citrix Workspace M BIEFX 5B £ %M FAIEFN S maviEss
fE/ TLS,

b) MREMEMBEX THIFIRS, EFHERAYEDR:

i. - FRHHMITEMER
ii. SP800-52 - i%#% SP800-52 LUEM NIST SP 800-52, {NXARS2FHMKEM NIST SP 800-52
NN P Vb= dlifu A0

=

e =

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R AL INZE: & FIPS FEZRATME. BWAEMESR, &N, Citrix
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b)

Workspace MR RIRER T A EZE B RGN AEFNKE,
WNRi%EHE SP800-52, BRI P MBI ERIGE R NFTETLIHEEEM CRL,

%% SP800-52 5, Citrix Workspace M A EFGIIERSF/IEHBEEEM NIST SP 800-52 #H#JiE
o WMBRSIIEBREM, Citrix Workspace R BIEF A ETEER.

i. B FIPS - &R IR REIER FIPS HUEMNINE, b, EERIRIERSARIEHH Windows
TR RAME: & FIPS RREZATNE. BEMESZ, BN, Citrix Workspace MBEF
AIRER A EE R B RN BIEF NS,

MAFR TLS RSB/ THXNREF, ERKOS, FRESSRBINTIRATHHF Workspace BEFX
EEIEENRSSR. TMIEERBREAFAMBOS, F, *.citrix.com: 4433 4FEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2R, ERHNMA BN S ZLIEBFNEEERY, R Citrix
Workspace BEIRBIKEEMEE, ERFHIELR,

M TLS hRZARER, @EFELTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAAIAIRE, XE¥ TLS 1.0 BRAMS ERIL S ERE A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT HRERER TLS 1.1 8 TLS 1.2,
TLS1.2- 1R TLS 1.2 BFUSSER, MERINEREED,

TLS =5 - EsafIEASEN TLS BE, HiEE “BF"(GOV). “B%5”(COM) 5t “£%”(ALL), &
KIFAER, FERMIRFOXE CTX250104,

MIEBBFOERESED, ERUTEREDR:

ERBRNENER TS - EERIEPRHEIIRRE, NERAITIERHETIREME. FIE0EZRESBH
2Bg, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 23R AR S 21T B HIER B HFIRKE
ER RGN,

SERIHRKE - EERIEBRETIRINE. FRASMIEERHETIREHENMED X n. WRZEEENB
HER, EREWIEL, EPRHETROETRTRIIEFRSSEENRSSIIIBHAEE,
FERLIFNREM CRL - EXRMIEBRHETIRKE, EIRIEPMANGBRI. FERAHNITERRHEIIRE
EHFFE R AR, NRKIEBPWRHEER, EEEEIESL, THRFAFEGXENIEBRHETRNKRITERESE
E,

2PFERLIHNECEN CRL - EXRIERREIIRKE, SIFER CA. FRAMIEEREIIREFMENR
BRES, IRREEBNFRHEER, EEEWIELE, TRAEVENIIERHEIRNITEEEE,
TRE - RERTAIEBRHEIIRICE,

fERHEY B OID =] LU Citrix Workspace M AR REIACERIEE 71T I PM LRI ARS
28, MEREFRFERRYE OID, Citrix Workspace MBREFIGNIZEZ S ERRY E OID MRS 2SZIEH,

MERIHEMIBIERER, ERUTERED:
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BEA - RATF S DI,

BRIERIERES - IR IRR AP ERIES.

SNSRATRE, WEENESE - (VAT LOEEREIRABNE R TA .

KECE - B AREES A IRS HIIE,
o EREENIES - FRE “FRIHIER” ERHMRENE A HIES.
a) EAEFIHIEREETIEEMRIERNIEN, WEETURERTAF,
b) SR AMERIFILHREE,
BXREMIMNBMBIERTIRNER, BSHMRPOXE CTX250104,

BI{EARSS 28

SEHEIMITEIEIRS SRk

A{=AR5S 28 FR B RBE AR Citrix Workspace M BZFIEZEPNEEXRHBHIRITIZETX R,

fEFLLERES, BERAIMIEHEFIRNMRIHEEZINERGNARFIRE. BRHERESERS, MAEE
EENEEXE, AR, SEXNEHENRAEERER i

& FB L R BE BT PR LE 3 B R A2 Al & K P A BR S5 280

RINERT, KIHIRETFEFHEEEFINRS SR, ERATERKIENMR, RSEXTA Windows BI{EiE
AXIFKIM R, You can configure this using the Windows Internet zone setting.

&, FILUER Address IRERIFFIEEMRS 2R ik, RS B[BUIMMZ X IHERBRFNRS BINES HIRTIR,

a0 cps*.citrix.coms
ERAREN RERER B AR ERSHREE

WEFM:

M Citrix Workspace MBEFAN (SFEZETL) BH.

@idia1T gpedit.msc 77 Citrix Workspace R R1EF GPO BEIEEIR,

EHENEETRT, BESEER > Citrix 41 > Citrix Workspace > R4S H > fi B Al SRS HEE.
BB ALGES Citrix Workspace MBEF#HITXIEIRS,

R EATIERSHREE. WEATUSREIR P HER SRS [BHITIRG.

72 Windows Internet Xigi Pz, EREFin-ARS8RMIE. ISEMUERATF Windows B “Tl{Eik ="
Xi%o

6. TEHIHEFEES, R B Windows LUSMYRT{Z L S KIRME P inARSS 28tit, ATLUERIE S 52 RRITIR.

7. BEHREMRA,

ok wn =

PR BB LRSS SRR E R S CCHIAREY, IR RIALE, HRREIRN S,
ERIEE, BIUSIRIRMIRS RFME Windows SIS EM AR, Hi, x3F SSL &, EHRS 8RR
59”http://” Hhttps://”
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AR
XfF SSL &R, MIAEEIEB AR, XFIE SSLERE, HIZF MERKARNFAERS 2.

s, EHIRIEARER StoreFront FQDN #RNEIA# Intranet KIS A EE =X , BXELR, BSAS )W
SHp9iEER Internet Explorer i& &,

B A ImERIEEE
BT AFSRIE SRS SBENER 2N, FRIHESEAR MNEEFRIRGINMA. ZreNHMEREHN SSO hiE.

Xz A SIEEE

Internet X, £7%X. Web RTAFIAE, AaiF SSO
Intranet Z7mX. Web RTAFIAE, fiF SSO
ZRREAYIE = 288 Toin 4% PR B AT RERE L2
SEE Z%mX. Web RSN, fiF SSO

LREFEEERENMXIEMNEIAMERN, FJiEsERMTHEE:
HDX File Access

(3§ Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

= Read/write access
Permit your virtual desktop to read and write to your local files,

[ Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam
e i

Your virtual desktop is attempting to use
your microphone or webcam.

Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIENFAESR, BSRMRAFOXE CTX133565,

ICA XHERRS

ICA X & BT EBMRIPE R T REIAREENN T AEFSHE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
SRERNBEFNRERL, FHIEMFAERSSHEITER. ErRILUEAARENREERR StoreFront REC
B ICAXHER. FIMERT, ICAXHERINERER.

BX7 StoreFront BA ICA XHEZIRSHEE, 1587 StoreFront XXM E A ICA XHEZ RS,
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BE ICA XHER
AR

MK CitrixBase.admx\adml FinElzsith GPO, MEA ICA XHZE 2 HEIEAI e 1F1E

1. &itiz1T gpedit.msc $T7F Citrix Workspace M REF ARSI R EERIEIR
2. EHBNEETST, RESEER > Citrix At
3. EEEH ICA XHE L REHIREREEFEP—MET:
a) BEH - IBRERI UGS B IEBIELURINEI /S IEHIea M A F5IRF,
b) FEIES - BHEERAMAFTIRFPHRBRAENEZIEBIEN. AIUMNEZIEBBEEPEFIHIGEZIE
Bl
C) RLWE - NRBRIEFELUTIERZ —,
i. WAFEZNED (BRL): NAFKEAERSBACEENNARFNKERS. FELTHRES
B, stllReES, BTFREN, RERHEK.
ii. EHTREZBHNBHHRERAR (FR2) - BHAREZRALHEZNRIENBER—FHEBRT. A
USRS B e BUERE (BAINRE) o
4. BENBMBEERTFICHRE,
5. E#Es Citrix Workspace R FAZFRIEUEFTHMAI B E K

EEFDRKBFERIES:
ERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MAEBMENM (CA) BE—PMRBEEZIER SSL FZIEH,

2. MRENEWVEFER CA, BERZEA CAIE—MIBERIEH SSL FRIEH,
3. fERAIARY SSLIEFH.

4. flE—MR CAIEH, HFER GPO BT FHLERES RARAFIEE.

FrR 2K (LSA) RiF

Citrix Workspace R F#2F32#5 Windows Zittz 241 (LSA) (R, E4IFRARS IR LNFIEHEAXIE
Bo WXFARERERME LSA BFIHNRFRI

B IEAR S 21 TR
RIEERS A TRHEIMBINSEF AR, HBEERTF Windows 89 Citrix Workspace M BIEF SRS 28 28]
W%, Citrix Workspace 2R 2% SOCKS M1z e REMIN.

5hR%&28#1738158Y, Citrix Workspace AR ERESITERT Web # Workspace #IBRS 88 LinfZAEi B
ERERLE.

£5 Web RS 3##Ti@58t, Citrix Workspace N R2FRERED AP i&& LE8IA Web 1412889 Internet i&
BHRTRENNERSHLE. HMEERFIEE ENZIA Web J55284 Internet 1% &,

Ei@id StoreFront LAY ICA SXHRFIFITHRIBIRE, BSRAIRFOXE CTX136516,
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HIL B 15
SmartControl A 1FEIEREEEMEHERMIFRAER. Fli, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESLIURIE,

Y Citrix Workspace R B#2FA Citrix Gateway BF 2Bk B, ARKZET N, EXMERT, B
W7 ER A SmartControl ThaE, RATF IR EARGFEMX, RE, aTLUERALHE ICAKE, Hik ICA RIEIhEER
¥ri&fER SmartControl Thak, BRI Citrix Workspace FZF#2R#0 Citrix Gateway SEERRBIALRHIRLL,

Citrix Workspace MAB#EF=#%E A NetScaler LAN RIBEmSIE, FAHERBEGRESESMISAE, RE
EITIHEERERS 23,
RAIAMER AT AR E b
o BAAE: BUREREENZMNEOSREE KBRS
o ISARE: AIUERRERESG DLL £— 32 M RERSSH[TIEFEMIERS S
A LAE A R IR R EIRERSE A R dm e 88 SR AL B H b IR,

BXHERERNFMES, B8R Citrix Gateway Xyt ICA KB,

HILRIES S - ioE

AR
NRFENEE T HSAENNSAE, WaSRERERS.
fER GPO EIRRIRECE s !

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F LA RIS R EERIER
2. HItENEET ST, BESEIER > Citrix Workspace > W&,
3. EEUTRTIZ—:
o WFEAENE: EFEFoHEEE NetScaler LAN RIERE, #EERH, ARRMEENEMN®HAOS,
o WFohASNE: %ZER DLL i2E NetScaler LAN RIZHHE, ERBEA, AGERM DLL X4
12, 40, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENBMHE.

fEREMRRIESRE HiL IR
o WFERSHE:

- BEEMREFEEBHESMT HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ©JZ DWORD &I, WM TFFix:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb
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o WFEIEHE:

- BEEMKREERH FME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- £ DWORD &ml, FFrR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

ERRMIED
PESES

o HTTP RZFBSIE
« HTTPS RZ/&IE
« Citrix Gateway 10.5 &EShk4

Certificates Gr#)

AR

EATF Windows 89 Citrix Workspace L AREFEZZ#MFER, HFEETENER. Fib, IEREEED
HARHE.

« THA (BER) iEH
* Root

o BECFHES

o HERER

TH (BER) iH
MRITEM X EFEEZTHAIES, BT Citrix FREMBFIRE L REALDHERBIMAL N MELBIRIER,
AR

NREEENTTERIETZEMXES, WSETAZEENERES. SAMEAEFRVRIEBNSHILT
Z2E, APAEREEEHSSN, RERNARFELEEH.

RIEH
NFMANTEHBITEN, JUERARENREERIRD ZMEE CAILES.
WFRIMAEBIHEN, ARAUE-PNEEXZERGEUNAHRE CAIES, BESRAEERKAURSHE.
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BECTTIES
BECTHERER—HANE MRS LER.

Citrix Workspace [ A2 ZIHERAHER. BREBAAANRLEEEABRER. BRMEBHNERTRIEE
ERSB/BEMIIRMERESHEMN (SAN) T BIES. FAGIEBMENEFATIEBME N 5 TMRXLIES,

HRiEHEF

MREHIEBEPEEFRENER, BFEZFEEBKHMNE Citrix Gateway RS RBIEH. BXER, 5SH
Configuring Intermediate Certificates (BB HELER).

IERmETIE
IER R E#HE5IZR (CRL) 3F Citrix Workspace AEFIRERSBIEBREERH. ERREFHFTHRERS SN
MEBESHIIE, REAFIRESRSHBZEN TLS ERNEAR2MN,

AIEZMERIEA CRLIGZE, i, 1L Citrix Workspace M AEFEE A RRNEEAMIERTIR, tBoIUER
BENRNEEZRMFMLIELETIR ERLSERRENFIEENRIERERIETE CRLZEFATBFRER.

NRBERHTENPESIERIRE, EBH Citrix Workspace BBERF. EZRBEXFFE Citrix Workspace
HE (BIFEEPD).

BEXFAER, BERCHEZ2EE D,

SIBEERE AR S

iEATF Windows 89 Citrix Workspace N B2 AI#EBN&E R Microsoft Windows B9 lEBEIEHEERE R E]
ABENRE, PEARER—MMERE, NEEMBEBH LA ZENER, XRA NN EREERERE
i,

WA, YERAFHERSSHEN, TERIEREINMNIEREEITERRNRSE. HA Microsoft Windows Fyiilk
IEBEELNRE, &7 LUBIEERS SBEVERRIIERS BB RIEN TR,

i&EATF Windows 89 Citrix Workspace Rz FR12FF B/ BL & a6 F I 35 Bl E A M A B4 B I S ik ;R s TR 1B+ A AR
SRIEP. NRBS[IPBSMEENRSSSIEBALE, EAT Windows B9 Citrix Workspace L REF LS
EHITo
BRINASERWIFBEEIAENES, B2 Microsoft ik,
=
TR EE T BV EIHARY B H EFR E AR BEETIR. S, BMELEZIRE, EHAkELEEM=
o
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Storebrowse

July 5,2023

AR

AAVERTF Citrix Workspace HAMEE, §X=IBE, 557 EATF Workspace i Storebrowse 2%,
Storebrowse B—EEF ik SRS B[ ZBHITRENGSITLAERF. ERTX StoreFront REYFRBIRIEUR M
Citrix Gateway #TE I3,
@3 Storebrowse LR, BEIRRAILBEHITIATRIE:

o AINRIAEE.
HIHERENNABEFNELR G AEFNREHE.

o BEEFEREAERBNENNAREFMSEER ICA X,
+ {£f Storebrowse <174 ICA X,

- BHMBRTHMRARER,

Storebrowse L AEFRE T Authmanager A, Citrix Workspace R Bi2FRE5HK/G, Storebrowse st
BEFEMT AuthManager REXFFH,

ERIAREH Authmanager AfF—E2%ET Storebrowse SLAER, BT U T HMRER:

HREERRE Citrix Workspace [ B0 :

£ 32 fUit&M L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Insi
£ 64 (It EH L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HEF (JEEER) R Citrix Workspace B2 :

£ 32 it &N L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (uitEN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
K

« iEAT Windows 89 Citrix Workspace R F#2F 1808 S E Sk,
» 5=/l 530 MB Wr] REZE =8,
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+ 2GBRAM.

RAEMTIR

Storebrowse SLAEEFSUTIRIFRARS:

BRIFRS

Windows 10 (32 ii#] 64 ki)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {iIiks)
Windows Server 2008 R2 (64 fizkzs)

EE
Storebrowse SLAEFZIFUTRBMERE:

« HTTP mAHIE
« HTTPS LA I&
« Citrix Gateway 11.0 X EShi4

P =

EHTTP NR®EET, £EAm<S1T7H Storebrowse SLAREFRNEZER,

BRI %
StoreFront i35

StoreFront XIFHERARBZHIIES ZARINBEE, EHELEHEHFRNER. HTRLEE, FLIBRNAHEE
B, RESHRIEFZRANERTRATFERARS.

 AFPEMNEE: BMABHNNAREERIINER. BRABELT, FUEE—  NASEN, EXSMRIELTF
BARE.

o WEE: JWMATEN Windows itBEH#TEMINIERE, EEEHERINARE. EFEALET, BERE
Citrix Workspace M BiZFRNEREESHRIE. BXBEENFMER, BEBREEERSH NI,

« HTTP Basic: tAZHRE=AFFIHEMRT Web TP MibER, EPERIIMNIAF RERBRERENHAF
ZME, StoreFront £/ IIS FMEARSHIIETHREG EIEEME StoreFront AR3583, #AfS, StoreFront
EREARSS 3L Broker XML Service S350 IERIIEEIRUMIRIVARE B, BXIMEZA HTTP Basic &14%
ENEER, BEBREES NI AT HTTP Basice
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Storebrowse S AREFEZIFES U TE—FEZH#ITEHIIE:

Ak Storebrowse - A FAER AuthManager, F&: 5 Storebrowse L AREFHN, EE
StoreFront EEf HTTP Basic S4331E57%. HAFER Storebrowse m$1RHEIEY, 75 EER.
 fEAERTF Windows 89 Citrix Workspace ZA#EFHRE &K Authmanager, SEFERSEBESHRIE

B, AIAGERLEAZE. BXEFEMER, BESREEES K INIEXE,

BHERTHNKEHNBERF

NEJUEEMNBRERHRER, MAREER ICAXH.

M

U TER DR T HXTT UM Storebrowse S-AIEFEANGSMIFAEE,

RIS

—-a. ——addstore

BiEA:

IR AEIE, RENAEENTE URL, MNRREXBES, NREHER,
AR
Storebrowse L AIEF X IF LN AMIERE,

StoreFront &< RGI:

B!

storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

‘\storebrowse.exe -U {Username} -P {Password} -D {Domain} -a https://my.firstexamplestore.net
Citrix Gateway < Rfl:

B!

storebrowse.exe -U *username*x -P *password* -D *domain* -a *URL of CitrixGateway

*
w5l

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>
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#Bh

/?

BiEA:

12fitH5 % Storebrowse SLREFRAMNEAES.

SR RS

(-1). ——liststore

WA

FI A P AR IR R IS o
StoreFront 18 < /Rfl:
.\storebrowse.exe -1
Citrix Gateway E/as<$RfAl:

.\storebrowse.exe -1

Mz

(-M 0x2000 -E)
BiEA:

KRR

StoreFront LH&<RAl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

REBE
-g. ——quicklaunch
BiEA:

£/ Storebrowse SLHEFANEAHHNAREFMEEmEM ICA XH. quicklaunch EMERIRHE—NEED
URL fERSINU R R AE URL, /E5h URL, ATLLRE StoreFront BR5538, A LL= Citrix Gateway URL, ICA X
#7£ %LocalAppData%\Citrix\Storebrowse\cache BRH %M.
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AILUEITIA T an < RREERE LK BHINBEFMKENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
mAKNEE URL SATFFRR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway &S RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.secondexmaplestore.com>

Bxh
-L. —=launch
R

/3 Storebrowse LAREFEMISIAIE XN AEFSEFAERN ICA X, launch ERERIREZIRHZ I
MR FEIE URL, &5, AILLZ StoreFront ARS328, taTLLE Citrix Gateway URL. ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BRH &£,

BITUTHLURNEA TN BEFNKSENEREM:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IhEn<RYBHINT

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

Z IR B LR 2RI R E launch SERAVE NS,
StoreFront LHIg <R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway EHI&<Rfl:
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<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

SIEBDD

-S. -—sessionlaunch

WieA:

fERLE<, BRI AREE. BRIEMNBMELHNER, AT UTNRIEASE:

« ARA

o T

o ig
EREINFERNZIR
A E URL

B2, MEAFFEMER, AuthManager BIRTHBANER, ABBRHER.
AILUBITA T e S RN E AR R BIEF A S mME RN :

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IhEs<S Ry T

'"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EZENEE P UMEA R RNBIRAIE -S ETMHRASE,
StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

X%

-f. -——filefolder

WA
HAEATHNAEFMSENEEXBEREM ICA XX,
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BohEMBEXHRZTMEZREZRIENT Store URL B95IN. MARIE URL ATLAE StoreFront fRS523, HAILLE
Citrix Gateway URL,

StoreFront LM< RA):
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &S RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

ERER S IIIE
-t. ——traceauthentication
AR

4R AuthManager AFHIBERE. X2 Storebrowse SLAEFFERAAE AuthManager WIERT, ASERE
Lo BEE localappdata%\Citrix\Storebrowse\logs BRHEmM,

AE:
HEMA LR AP NS THIENRE— 12,
StoreFront ERI#s< Rl

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

LR

-d. -—-deletestore

WA

MR AR StoreFront =t Citrix Gateway R AR E.

StoreFront ERYER< Al

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -d https://my.secondexmaplestore.com

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 292



iBEAT Windows 9 Citrix Workspace R BiEF

IREx Storebrowse SRS

B 2305.1 hr#i2, ErRIUTEXHHIRER Storebrowse s HMITRS. BREMIIRS, B - launch &<
RRE—IE—NXHE, HSERTIRENBMER — XMt KBURSEFETF ica.error XHH, BXHE
Epelfe:s

} =r

AR
BENER - launch <SAXERARM. ica iV EBR. BN, FEZXHF.

BT RTINS EBFEETF %LOCALAPPDATA%\citrix\selfservice\cache, ERILIRIEEE
LI LS,

BIANERT, LERINEER TR AR,
TERERT - EHHE e <R

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@Ra9a8e3ac-099d-4577-b84e-
e33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5Lk5vdGVYwYWQ-/Taunch/
ica" -cmdline

<!--NeedCopy-->

@it Citrix Gateway LM B SE R

PO RIMBEAFENEMIHITEMIIE, HERZERMEN Citrix Virtual Apps and Desktops #1 Citrix DaaS
(L Fi#R 79 Citrix Virtual Apps and Desktops fR$) . BRILER, MERNE ML AERFRASEEMHITEMNR
i, FINNZFERSIER, ERYEIRIER Citrix Virtual Apps and Desktops #1 Citrix DaaS # “FFia” &g E %23
Citrix Gateway BR% 285,

Citrix Gateway hii4s 11 ESARAZFFILINEE,

R

Bxi{aA Citrix Gateway EEE Single Sign-On M4 &% M4, ESREEHEES KT,
AILUERERKITR (GPO) EIREiR A MA@ Citrix Gateway LIV & S & RIhEE,

1. &idiz1T gpedit.msc $77F Citrix Workspace R AB#EF GPO BRIk

2. EHENEET ST, BREBEER > Citrix 444 > Citrix Workspace > - 5433 > i@id Citrix
Gateway 50 Single Sign-On,

3. ERMRETEAHEA “Single Sign-On” %1,

4. BENAMAE.
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5. E#Es Citrix Workspace R FA2FRIEUEFTHAI B E K
PR

« 1£ StoreFront fR558s LS A HTTP Basic SIS %, LUEiET Storebrowse SLBEEFHRITEEENE
Eo

s MREBHTTP LAEREE, HEAERAZERAERFERIZEABEUSERBHE RGN REINEARERFMN
RE, WAZRERSSITETRTEZRENESRE BRAE NREREAGSTRHEEIE, BERAMNS
AuthManager 13,

+ Storebrowse LAREF YR MUABIE (7 StoreFront BR%523 LELE T Citrix Gateway).

« XY Citrix Gateway FRB 7T 2 ESH IR, 7 afEA Storebrowse LAEFHHEIEE AL,

+ Storebrowse S:FHEEFM @ <$ITIEB Username (-U). Password (-P)#f Domain (-D) KH K
NG, HEBFTRAAEH .

211 ICOSDK ME=ANAERFZA SSON, eI TEMR:

« ¥ it % Ii: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o EMRE: EZANARERNTERZ

o SEARIEE: reg_multi_sz

w5l

« ¥ Mt %F IN: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o SEMRME: C:\templlabc.exe;C:\temp2\xyz.exe

o JEMFRAEE: reg_multi_sz

AR

o BRILRES RN SHRINE=Z A NAER.
o hie#s 2107 REShRASZFF IR,

iEATF Workspace fJ Storebrowse

June 14,2023

i& A F Windows #9 Citrix Workspace W B #2FF 7 Citrix Workspace F7 B 125 1 B B) AR 55 F1 4 #h 20 B 1R 2t
Storebrowse 1%, ©iXff Storebrowse A #5418 Cloud #1 Workspace gk,

} =r

AR

o AAVEATF Citrix Workspace =g, BXZAMIE, 5205 Storebrowse i,
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o ILINEE(N N R ERIZ(H Storebrowse %,
o WHMEERABRNERMETIRINNE R REFE A LLIHEE,

B RE
LT 2R T XM Storebrowse SLREFFERANGSIIEMAE S,
AR
o WEInEEESZHF CTX200337 FiREINEMBEIRSEHH S,
o FILEGBLRAF FHITUA TR S,
e —a "discoveryurl": BE&GSITHRNNARE, LHESAREBAT SSO NUERTEMIIERT.
@0, AAD IEIINEE webview #THHRIEMNIEE, EEMIGE L, BERSHRIERT.

- mfil:SelfService.exe storebrowse -a "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
o —d "discoveryurl": BIERNAREE.

- mfil:SelfService.exe storebrowse -d "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"

« —e "discoveryurl": Bl JSON XS HERIFHMES. Lbd < resource.json X FEHEE %
LOCALAPPDATA%\citrix\selfservice BRINfLE. Citrix Workspace K B 12 & Ak F5E &0k
SARETG<S, FERPBAER.

- Tffl:SelfService.exe storebrowse -e "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
INREFAE resource.json FHEERIAMLE, HATLUEE B SRR,

- ffl: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\
Documents\Fiddler2", X & ¥ resource.json X ff 7= fif f C:\Users\<username>\
Documents\Fiddler2 #,

« —q "FriendlyName""discoveryurl": FRILGSHITIEEERIRESE,

- Tfl:SelfService.exe storebrowse -q "Excel 2016""https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery"
+ —launch "launchcommandline": f/ resource.json i “launchcommandline” BE1E&E R,
AR

- M resource.json &l “launchcommandline”,
- TERITELZAT, EMIE resource.json XHHIEEH “launchcommandline” ks /o
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- R ff: SelfService.exe storebrowse -launch -s store@-5c3ec0l17 -
CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1LhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKZjM5LKk5vdGVwYWQ

-/launch/ica"-cmdline

# 97 -launch "launchcommandline" Jg, ica X # ¥ 7= & 7f %LOCALAPPDATA%\citrix\
selfservice\cache BFEH, Wi ica XHLUBEIER.
« —liststore: FIH7E SSP RHMNKBEIE. MAFEEYIRPES storelD, SMNABENLI URL,
- =fl: SelfService.exe storebrowse -liststore
AR

Citrix Workspace i FiEsIRES A BEIT - Liststore &<,

Selfservice.exe storebrowse -liststore #&%% storedetails.json X#7Zf#&1E AppData
\Local\Citrix\SelfService f,

Citrix Workspace /72 Desktop Lock

June 14,2023
TRESHAMEmMBHTRER, AJLUER Citrix Workspace [z 2R Desktop Lock. ATLUfEA Desktop Viewer
(NRERBH), BR, TELEZ LNEBHNEN—HE:

o Ctrl+Alt+Del

o BiEm

. &%

o BIFFERE
8% Desktop Lock 1h&E#vERTF Windows B Citrix Workspace M BEFEE MR EN LinfT, XEitE
NERTERERHEE TNARE. A2 PNA s, 43 Citrix Receiver for Windows 4.2 i B RASGF
BX#5LETH Desktop Lock ks,

M /includeSSON frE%EERT Windows 89 Citrix Workspace MABEF. /A adm/admx XHR <17
B BN ABENEAER, GXF4MER, BEATE,

RAE, UEBERSMMEA Citrix THIIE LRMM CitrixWorkspaceDesktopLock.msi &2 Citrix
Workspace [zf#2 Desktop Lock.

+ Microsoft Visual C++ 2005 Service Pack 1 B £1T4AM4E. EXFMEL, 528 Microsoft THHE,
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+ £ Windows 10 (8#EAFLIEH) M Windows 11 E&%i#F,
o RXPRIEI A IERES StoreFront,

o IINIERIZR R,

« APiIgHEIEES LAN 3 WAN,

A FI 2 P 8)
BE

BRSHNREEFILE A EATAMKEAR, RIFEERERBYRERIEFMRBEA T T2MWUE. BXF
58, B2 Citrix Virtual Apps and Desktops SiFRHIER B AR 2R A 1RIF URL EEME5.

& Citrix Workspace [ F#2 Desktop Lock

« ALK Citrix Workspace R 12 Desktop Lock 5L F Citrix Workspace MBEFINEEL SR
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4 F2<3ti AIERF AR
- R, WESHIIESE RS HIIE
« BFFF Citrix Workspace R 2% Desktop Lock SiERIEZEEE HAIRIER
+ Flash EEm7E Windows 8 REBRAFLFREARS. Flash EEmE Windows 7 L FEARKES.
+ Desktop Viewer £33 Citrix Workspace [zf#2r Desktop Lock #4777 #hit, &8 “Fm”. “BR". “&
A’ M BR B,
+ Ctrl+Alt+Del 7 Desktop Viewer TE# LA,
« KZ¥ Windows IRiERIGERIIZERIE, 8 Windows+L B,
o ZMiEiED Desktop Viewer #fTRmiEEe, Ctrl+F1 ft’%k Ctrl+Alt+Del,
- ARERIIRGR, BELXREELBAMARREX S, BEAFIHE, REXHESREELRREL,
HEEFEEXHEREE,

AR

224 7 Desktop Lock, 3 B+ %72 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle =
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
% B False, Himm MRIRILFNIEIUIRERRY, JESIS IR IEE,

%% Citrix Workspace [ f#25 Desktop Lock

2R = EAT Windows # Citrix Workspace R AR, LUERER Citrix Workspace 2 2R Desktop
Lock B REMFE, BXERERFNINE, 55H

BhEF.
1. ERAREERIKPER,
2. EHSRTET, BIUTHS:

fign:
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CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

Zan<$ LT Citrix Workspace R BEFM%E7 B LA Plug-ins > Windows > Citrix Workspace app
X, BXHPIFAER, BSRTETH Citrix Workspace B BEF R,

3. ERENFLEMNRE—XHEH, WEH CitrixWorkspaceDesktoplLock.msi, IbEHIE SR Desktop
Lock A%, REBIRTH#HITIZE.

4. RETHN, EMRHAFIRE. IREEHRNKEHLUIAFZHER, WEA Citrix Workspace A2

%=

Fr Desktop Lock BRi%i&%&.

B ATEREZ GEEAFIEE, TEMER Shell dHbg%sE CitrixWorkspaceDesktopLock.msi Ff
FARIKF . SNRIZMKFEERMER, TR EERMNERRE,

Zj=17 Citrix Workspace Desktop Lock B %, EERAUTHST:

msiexec /i CitrixWorkspaceDesktoplLock.msi /gn

F2& Citrix Workspace 172 Desktop Lock

LIEEBRB%HE R, Desktop Lock 2BHBEHMBELENEESIE,
/8 Active Directory SREEEIRLEFE P 55 BN N KBRS
FRARENTANEERKAEE Citrix Workspace M B#2R Desktop Lock.

« 1% receiver.admx (=% receiver.adml) #1 receiver_usb.admx (.adml) XH2EMEZIAHERRS (LA,
RIEHIE HENEE” XAFEE > SEEIR > LHEEER (ADMX) > Citrix A4H) . .admx XHL
F%Program Files%)\Citrix\ICA Client\Configuration\ &,

« USB EiEI - BFEAEAD USB g%, ZigEsEMTRERIENEE, TERAFPRE, BNEEEs
USB g &HEBRERF RET.

- B USB &egHiml,
- 7£ Citrix Workspace B2 > imiZiEEE P inigsE > @A USB imiziEiEd, BAHESENE USB
REFHFAY USB 18850,

 IREhESBRET - 7% Citrix Workspace NI AEF > MZEZEF P IHgESD, BRAHES “BEF RIS &
BE

+ £57 X - 7£ Citrix Workspace M AEF > mIBERF A HgET, BAHEE “BRHERN" K,

EEBRAERLUES Windows Desktop Lock £4&1EMH

1. B2& StoreFront,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 298


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html

iBEAT Windows 9 Citrix Workspace R BiEF

a) 5 XML Service BEEA{ER DNS thutf#tT, LUIKEX Kerberos szi%,
b) BZE StoreFront i LT HTTPS ifial. tIZBIEERMANMEENRSIJ/IES, HEKIA Web
Uh AR HTTPS 487,
C) BESYERAEITHEEEESNRIE (RIABA)-
d) BH Kerberos,
e) BA Kerberos MERSEgE-EHTEBES DRI,
f) £ IS B Web b= FERE&ARIHERSER Windows 14581,
g) 1EH1R 11S Bk Web HamFHEE SSL HREEE P IHIES.
2. (FRARIRERITE SELE AP & LAt it B 5K,
a) M%Program Files%\Citrix\ICA Client\Configuration\ & Receiver.admx 1R,
) FORBFF IR > 2 HEIRER (ADMX) > Citrix 4214 > Citrix Workspace > FiF~ 514383,
BRERBMHBIL
BRI P E M,
Citrix Workspace 2% Desktop Lock Z#i, BRBRFI&E.
¥ Delivery Controller 8% URL #m0%) Windows Internet Explorer B EI{E b m IR F.
BE—NRAHER URL FHEl Internet Explorer MaIEihm5I&R P, £k desktop://delivery-
group-name /70 URL,
c) BH Internet Explorer LRSI =M B 5B RINEE,

~

c
d

~

)
%?F

a
b

— =

LAPigE ERET Citrix Workspace [ B#2F Desktop Lock B, S3aHIHIT—HMNE RS, B0, 0
RE@EM Windows FEERZIRKRIRIGE N “REVEHE”, WABEMAFIE&E LM Windows BaERBIRKRIRIEE R
fil, APEBAMZAFIEEEH, Desktop Lock AIRRAF IEER L FARA—HHKRE. XMUEAFAF Citrix
Workspace Fzf#25 Desktop Lock B i& &,

fir: Desktop Lock

SUBERTIHBR N A, WWTFR:

1. ERLREMEE Citrix Workspace 312 Desktop Lock BYFr VA B IR Rk & R

2. EREINATHRIENRRZFR Windows Ih8E
« iB& Citrix Workspace 2R Desktop Lock.
« MERERT Windows # Citrix Workspace R,

¥ Windows {RiFREEIZIRRIE

AZ#H Windows REBREEZERERIE, ATERNEID ERRER,

Windows

« Win+D - /MR E EMFREED.
+ Alt+Tab - BECERHED.
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Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TE#=,
Alt+Shift+Tab

Windows+Tab

Windows+Shift+Tab

Windows+ FrEF 75

Windows 8

Win+C -“4TH” B4R IR,
Win+Q -“1#%R” ki,
Win+H -“#=” BERIRH,
Win+K -“1&%&” B&%RH,
Win+l -“188” BRI%H.
Win+Q - 8RN ABEF.
Win+W - #2018 E,
Win+F - &R,

Windows 8 2R

KH

Hith

Win+Z - ¥ ZE N T2 7%,

Win+. - RZBREFEXTFo

Win+Shift+. - ZARF AT,
Ctrl+Tab - BB N ARRFHELIER.
Alt+F4 - XA BERF.

Win+D - sTH£HE,
Win+, - JISE K&,
Win+B - iR [El£H,

Win+U - T “BRERIEEHL,

Ctrl+Esc - BaR%.

Win+Enter - 3T7F Windows #3& Ao

Win+X - TR EATRIGER S,
Win+PrintScrn - I REREBHEES “BR",
Win+Tab - {TF#5%.

Win+T - S ES = HITANE .
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R4F & ITAE (SDK) 1 API
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IEFBRIRAERS SDK

JEPATRINARE (CID) SDK 4% A BRI EG, %@ Citrix Workspace BREFFEREF RITEN LRE
BFIEFME StoreFront fREZ23#HITHHIE. CID AP WS RIFRERRL StoreFront fR388, MEZFHITETE
BEEM B2 I8,

Certificate Identity Declaration for Citrix Workspace for Windows G&RF Windows # Citrix Workspace
IEBEMAEER) NRhRERN 2212,

BXFMEER, 1551 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GEBF
Windows # Citrix Workspace [ Ff2RFE AR BARIRAERA SDK) 324,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK 2{t—£R7s#1 API, X% API A SRR A N EMMITE 2 F.
It SDK AEERMTH, RATCETERT Windows i Citrix Workspace MBREFZEEHN—E5,

AE:
5EafExELE APl FE ICA XHRELEENNBEZFNEESIEN BT,
CCM SDK thee&a$&:

s RIEBDD
- RIFERLEME ICA X BN BEFHRHE,
o RIEMTER
- SERAEETORITIFERRERM, ATUNAERIEREMIE R RITEFEERE.
o RIEEH
- SERAEEROHITEHRIELM. TUNAERIEREMIERAP RITEHERE,
. REER
- RERENGZERRNEBHZIENEREXER. ZREEEKERE. VARFRENRATENA
BEF=E

A% SDK R 4E R, &S5 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 &35/)) o

Citrix E#0&EiE SDK

Citrix EPLBEREF A TES (SDK) ZAER ICA hilME 2 EINBERS RSS2 RN B2F A E P IR RIEF.
IR S3 28 imaEiNiE E M AFEF (T Citrix Virtual Apps and Desktops AR 28 £, MIREANEMEF KT RS EHIR
HMiER, BBER Citrix A
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EEE SDK 1214

« 7£ Citrix BR528 API SDK (WFAPI SDK) 55 @2ii@iEThAE L & 65 LB F R @iE R Citrix RIIRhIZER
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 E3X3E
EXFENT RS EINBERNTRR,

« Windows % API, BT MiiFmlksts ICA ERNE=ANRREFNZE.

o FARETRERANEINEE TFIRRFINEZRRE,

« E#EE SDK EZ WFAPI SDK 7 8E4 S EINiEE M AR SS 28 o

Virtual Channel SDK for Windows G&FF Windows BIE#NEE SDK) MBRHARASH 2302,

BXRFMER, E201A Citrix Virtual Channel SDK for Citrix Workspace app for Windows GZFF Windows
i Citrix Workspace [ R#2FFERR Citrix E2iMiE@iE SDK) i,

Fast Connect 3 ZiEiHEN API

Fast Connect 3 £EHN APl 2 OB THRASZ R (SSO) hatRtAA &R, IhEEEERT Windows B9
Citrix Workspace L AR12F 4.2 NESRAFAI A, @ik API, Citrix SYEAEERT LIRS HIRIEU KR SSO =&,
ZFmfEA StoreFront EAFA B RIEIMNARFREE, ABWMARPSXLERIENEE,

Fast Connect APl for Citrix Workspace for Windows GEBF Windows 89 Citrix Workspace # Fast Connect
APl) MISHThRZS 7 2212,

BXFMER, iE5R Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
FF Windows 8 Citrix Workspace [ FA#2FERE Fast Connect 3 1B API),

BTFHEEAT Windows #9 Citrix Workspace £yl s

XLEZRFEEMEE Citrix Workspace [z B2 R GI#IZS,

Scripts for deploying Citrix Workspace for Windows (BT &&iERT Windows &9 Citrix Workspace B9
) BRIk 2212,

ICAIRESE
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ICA & BSEXHREFMRIGEMN ICA XHIEBTIR, AFEERBEX Citrix Workspace B2FHIITH. &
ATLUERA ICA 8BS E3 Citrix Workspace R B2 FHNS BT H# THIEHR,

5

ICAigES% (PDF T%)
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