Cifrix.

&R F Windows £ Citrix
Workspace N ER 2402 LTSR

Citrix Product Documentation | https://docs.citrix.com June 18, 2024


https://docs.citrix.com

iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

Contents

X TiEAT Windows #4 Citrix Workspace [ FHi2FF 2402 LTSR 4
iEAT Windows #9 Citrix Workspace /B2 2402 LTSR 7
B8 EmiaE 52
=S5 53
RRBERMERYE 54
REMENE 59
BE 78
R AR R E 86
ERMEEE 96
EH 97
e EE 109
AL 2n N 119
Rz FAtE R 32 A 119
1SR AR MR FIAE B A R E B B A58 128
R ARFRFIEE 129
SaaS WAERF 137
RIS A 137
ZEMMSHIIE 140
Zett 140
REBE 143
BHEIE 155
HE@IAEGR 175
fERAZH Citrix Gateway Fh &) 1R1EEFIHEES Citrix Workspace 179

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 1



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

7 Azure Active Directory 151 53Rt HiES Citrix Workspace 194
£/ Okta Eh B 1R IEI2 1 E @2 Citrix Workspace 198
WRTHRSAERNGERE (15585 SSO) 200
HDX 205
BfMET 205
:1£89 Microsoft Teams 214
HDX % 217
HRBHANBEER 218
WENBEER 221
ICAIRESE 226
"& 226
BAT 226
B 228
$TEN 243
usB 245
& PR IR B2 AR 260
e 262
4R EREK 263
RIEHL 265
Citrix Workspace i F#25% Desktop Lock 275
BEFALATAES (SDK) #1 API 280
Storebrowse 282
iERT Workspace 1 Storebrowse 291
PR HERR 293

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 2



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

EE 299

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3



iEATF Windows # Citrix Workspace 12 2402 LTSR

*FiEATF Windows 1 Citrix Workspace A 2% 2402 LTSR

June 14,2024

ASHENBTIERTF Windows i Citrix Workspace [ 2R 2402 LTSR MITHEERIEL B, Ak A 2iEAF Windows
89 Citrix Workspace M AEFHSHM KBRS A (LTSR), (UEATF LTSREF,
iEATF Windows #9 Citrix Workspace Rz 12589 4 @ik 2s (CR) B4 AT #E5E A T Windows 89 Citrix Work-
space MAEFAIREL, % CRH LTSR WESEMI¥MER, ESF Citrix Workspace NAEFHEREIE
126,
AR
« MREBE Citrix Workspace NAREFHREAT BoIEH, HEEET LTSR itkl, EBF Windows
9 Citrix Workspace M 2R 2203.1 LTSR Bz @ #EIEAF Windows B Citrix Workspace [z
2R 2402 LTSR,

« MNREBFE Citrix Workspace AR LBRAT BoEMH%EET CRI+%I, W Citrix Workspace [z
2% CR lrA=BEhE#HAERT Windows B9 Citrix Workspace M AB#ER 2311.1,

T

BT Windows  Citrix Workspace Rz 2402 LTSR

FNEIAT &

33F Citrix Workspace R FTEFF 2402 LTSR, &rTLitERE: Citrix Workspace Bz BEFHEIMN “INEHT MERE
Microsoft Teams fftfti@f. Citrix Enterprise Browser #1 App Protection, #&a i3s3z F Citrix Workspace
M RREFEEXEME, Fn, ATk F Citrix Workspace [ A2 B# S ENHX LN T,
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@ Citrix Workspace

Add-on(s)

D Start App Protection after installation (©

D Install Microsoft Teams VDI Plugin (O

D Enable Single Sign-on (©

Install Cancel

NEBHNAEER (BCR)

s$F Citrix Workspace FZf#2R 2402 LTSR his:

o BAERT, BCREFFIHAMRED Citrix Workspace MAEFREREFHAFA ARG ITRE,

o XFHE Citrix Workspace B AREFH$1TREE, #7lid ADDLOCAL ;iSiT8 e B S Hith TAY
# BCR &R mA Y. BXFAER, BERRE—ITHZMEEAN.

o 3t F # B9 Citrix Workspace M AR F RERFRAFAFRE, IULEBCREFIFEAYN, BRE
{page.cwa} 7, $1T %¥ProgramFiles(x86)%\Citrix\Citrix Workspace 2402 B%
fg BCR_Client.ms1,

o MRZHIRET BCRAH, NEFELEIEPWNEH#ITAR.

Microsoft Teams L ITHETE

K&E Citrix Workspace R 2R 2402 LTSR #9475, AP IR LUEETE Citrix Workspace B RiEF L& iaIE
EMNIMETREREHL Microsoft Teams VDI &,

BXIFMER, BBRMIEEE

A B#E Microsoft Teams 2.1 Supported for VDI/DaaS (VDI/DaaS %3389 Microsoft Teams 2.1),
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I ThAEMI LR TN RE

BXRAERAEHIILIEE. SRENREMEMERIFAES, BFSHUTEI.

¢+ 2402 LTSR Ha9#igIhEE
+ 2402 LTSR 2B ERIEA
¢ 2402 LTSR HayEH0ia)

BREE
« Citrix Workspace M BI2FIEETIE

» Citrix Workspace M F2FrI 46 A 2126
« Citrix Receiver for Windows H9E fth 4 sp EHAIE 2

Citrix =REMRES T

BX 2018 FEIANFmBMARASEENER, BERHATHERESS,

EhhAM

2402 LTSR EhiiAH hRs

& CU # Citrix Virtual Apps and Desktops 7 LTSR 1912 LTSR
& CU #y Citrix Virtual Apps and Desktops 7 LTSR 2203.1LTSR
Citrix Virtual Apps and Desktops 7 CR 2402 CR

FREAN

UTEHES LTSRIFRRD. ENENZSR LTSRMME G EHOEHBIHURNETFERENRIRER.

RAHAMHMTHEE

Citrix Endpoint Analysis
Citrix DaaS (LAgi#rA Citrix Virtual Apps and Desktops i&%3)
HEBABTEER

Citrix Enterprise Browser
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THBERT Windows 1 Citrix Workspace 2R 2402 LTSR KIS IIaEM 1S58 ThEE,
BE:

+ Citrix Enterprise Browser Al LUMfE AT B A4S Citrix Workspace R B#EF LTSR —iefEH. BE,
BN RE LA
Zz 4 Citrix Enterprise Browser, BEG ST RESEFFMELZEHF* Instal LEmbeddedBrowser
=Y 5 Addlocal £# CitrixEnterpriseBrowser,

s BXRENRBNBEEANER, BESHNKEBRNBEER.

2402 LTSR AYHTIETHEE

TEEERT Windows i Citrix Workspace M 2R 2402 LTSR Hi2{EITHEETIR,
AR
BXRIMHEMAITELENELR, BESRFIMEINTE,
« 2402

- RARMNAFEREITR
- ERTEQIEROEEE (H58E SSO)
- %#F Windows iY@ Storebrowse #I&E4k NetScaler 58§
- Chromium Embedded Framework 89hRas 4%
- A Citrix 2% Microsoft Teams VDI ##
- EENHPHERFEEM RATEMR)
- REBRAAPN “WIEHER" %
- App Protection

* REHERAFTIR
* HIRHBRYIR
* USB 2isss RaniZFHERRYI &R

- Citrix Endpoint Analysis
- Citrix Enterprise Browser

* i) Web iR By R 2357R88
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= [Citrix Enterprise Browser 7£ Global App Configuration Service 5| N T E & &] (#Citrix
Enterprise Browser 7£ Global App Configuration Service F5|\ 7 Etig &)

+ 23111

- Citrix Workspace M AR RERFEN
- XBAECNABERERENEES
- BEESAR DR
- ENERBRER
- REBUMNREYL S RE
- 57 BCR 1914EE
- Chromium Embedded Framework BhRZsF+4%
- B App Protection X#&ZMRENIEF B IFNEEEH
- f#F HDX i#47#9 Microsoft Teams LAY E SHIERIFI K R AR TNEE
- Citrix Enterprise Browser
* BUR T AP ARRMSIEE RN E
* BT KEM&IT
* SRREMNANRT BER
* i@8i3 Global App Configuration Service f&itt T Web #1 SaaS M ATEF# SSO
* 1f Citrix Enterprise Browser &2 H B &{HI01E
* JE5R T IS RA A P IERIIThEE

« 2309

NET MWEMHEFH
IR A R R A A2 P 0 SR /S s R IR
£ Citrix Workspace M ARFHRGIERPRINT “BEHFR” 3£
k8 Citrix Workspace M BRI R L BT R
BTFERAGSITAEDEERERRRASMNGS
BT EEMRE Citrix Workspace MBREFHN&HS
1L B9 Microsoft Teams B9 EHT
App Protection

* NHENEEEN

* SREREST

* TEWEXR=i7=HER App Protection

Citrix Enterprise Browser

* 383 Citrix Enterprise Browser #1755 30iE
+ 2307

- HITIEZIRUH Microsoft Teams RIEHIE S
- Citrix Enterprise Browser
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* Citrix Enterprise Browser #R#5 3
+ 2305.1

BSR A R IR FA 12 M SR E B B IR

IRER Storebrowse S$RA

¥ StoreFront A BERFIR IS %
7£ Azure AD FR¥z#F 200 214

App Protection

* REBRICRILIRTNAE
Citrix Enterprise Browser
* RGN BIER
* {EERAER Web #1 SaaS R FA#ER £/ SPA SRBESIHE
* {£f Global App Config Service &1 Citrix Enterprise Browser

» 2303

BRI S 2R A E TE M1 0 51 23 Im Y $BE MR R BR 13
¥ StoreFront AR ERFIR IS %
E T MAEY Microsoft Teams SRS GEIEAR
App Protection g9igaaThge: & DLLEN

Citrix Enterprise Browser

* StoreFront 3% Secure Private Access
« 2302

BOR T AR R A S A ERER AR
Zoom MR P i FAIZF E1E
BT REH Microsoft Teams MEITIG&ERITH
App Protection #3818
Citrix Enterprise Browser
* @i Citrix Enterprise Browser T/ Fig Web #1 SaaS FRiEF
* A LLEEM Citrix Workspace [ F#2FH Sz Citrix Enterprise Browser

o 2212

- BEFGRNARFEE

- BHMEMARAES

- BEIRTEHAFMNIRUEER

- ETEEEAXGIHENENERER

- ZIFEIARZE App Protection

- App Protection 1321088 REEENFEAN
- Desktop Viewer fiift
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- Citrix Enterprise Browser

* $% Citrix Enterprise Browser & &} TFix| %128
« 2210.5
- BEhEHHIEIRTHAE
« 2210

- EHRMERETEE RS REH

- EMAT Windows 11 E£# Web #1 SaaS AEFHI App Protection 1#38Ih5E
- [REISAD PR

- E# Citrix Workspace Browser

- @it Citrix Enterprise Browser 777 Fi5 Web #1 SaaS M BiEF

- #3172 VDA EB=E#H Citrix Workspace MR

- Citrix Enterprise Browser (L{gi#rA Citrix Workspace Browser)

« 2207

- {E£F HDX #1789 Microsoft Teams kB9 SHEHAFI R
- BuHT BohEHAR
- B Citrix Workspace N ABEEFEHIVEEEM

« 2206

- RETERIRE
- BF DPI LEg

« 2205

Beg Citrix Casting

PRI I 18] R

7z Citrix Workspace R 2R R EHEE X Web R AEE
SRHERAWRL TITH Citrix Workspace R BEF
Workspace x%#F Storebrowse

+ 2204.1

- BB EMEIRINEE
- Microsoft Teams {1k

2402 LTSR (#%Ahik7s)

LRGBS ARITY
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} =r

AR

1tezhEe AEHER F M Citrix Workspace RZA#ERF 2309 RESMAHITHANEE (RiHMAM),

8 Citrix Workspace R A2 2402 i, WEEERTFESHINESRH. BALINEG, SRR XAENKE
B, RASRTEEHISERIE. MRE Windows BIERGREATELERAFERNXE VM, MWItIhiEEFH
HigR. XAILBEXTE Save energy (Ti88) BREHNETHINE. BXFMER, BEANCZESEHNNAFELE
ItHlo

WRTRERERMNEER (15385 SSO)

Wi, EAF Windows 8 Citrix Workspace A2z #F SSON BB E@ S0, UEFERARAFESRESE
F3| Citrix Virtual Apps and Desktops i, XFHSHIIEFERF B ERIGE EIHE#T S0 IEHEREED
MARFNEE, MLHEEXEMHITEHIRIL.

EbhRa, Citrix Workspace M B2F % iFi8 8 i H@INEE, XE—M# K SSO Ak, ©F A Kerberos
BEMREIIMIERFER. BRUETUEREMR Windows & %383EE R Citrix Virtual Apps and Desktops #
StoreFront, EXFAREE, BFERAGRTERERNEHER (1§54 SSO) .

%1 Windows #E M\ Storebrowse fi=42k NetScaler 58

i&AF Windows # Citrix Workspace [z 2 I 1E 2 #5f# A Storebrowse # NetScaler Gateway EHERR
Bg. IFMS MG LDAP B8, Storebrowse B—RERFIHSIRE R Z BB TRENGSITLRER.
T RT3 StoreFront :pIFRERIELUIRE Citrix Gateway #1TEHIIE. BXFHMER, E5H Storebrowse,

=

AR

Windows /Y Storebrowse &3z nFactor B4I8IEMHINY,

7 Citrix %% Microsoft Teams VDI {&#

WE, EELERTERZ —EZRE Citrix Workspace i BEFS12HRE Microsoft Teams VDI fifk,

 FEREAFRRE
o FEAGDT
=

x5 VDI HRAHAEME B FAES L, 7551 Microsoft Teams 2.1 supported for VDI/DaaS(VDI/DaaS
¥ Microsoft Teams 2.1) #1 New Teams VDI requirements (3 Teams VDI &),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/session-experience.html#for-hybrid-cloud-launch
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/domain-passthrough-single-sign-on.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/store-browse.html#authentication-methods
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/optimized-microsoft-teams.html#using-ui
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/optimized-microsoft-teams.html#using-command-line
https://support.citrix.com/article/CTX585013/microsoft-teams-21-supported-for-vdidaas
https://learn.microsoft.com/zh-cn/microsoftteams/new-teams-vdi-requirements-deploy
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HERAEM [RATER]

W, EOUSENES5&EHE VDA LERNEM. EREETENESED, ILENSNEAERSIH. BF
B EMRBALTHEE, HE2E HKEY_CURRENT_USER\Software\Citrix\HDXMediaStream\
EnableSystemAudio (DWORD) i&&H 1,

NFRELHF, RINERTRBALGER, BALKEITH, REAEEZECHRER.

¢ © B8 - | & & B

Chat Raise React View More Camera Mic Share

Share content Include computer sound

Presenter mode

Add background

« =85 RAVE fl BCR EEMNNAEFHERFHNESN, TAEALLINERXZEEM.
REERTHKESFFILINEE.

AE:
I IHEETE Microsoft Teams #EH IS KN EFH SR A,
PeRiERZRAFI “BUEHBR” &

EERMARLUER GPO RiESNERLAFRE “WEHR &5, BRILIKER, RFEE L&KM UEIRTEL
BER “WEHRR ETUERERE. BXFAEER, BERANSRLAFRE “HIEHRT ST,

#H PNAgent 235

BHAMARE, FRATXHETEZEINBRAER XenApp Services URL (X #i PNAgent) MZ3%. A Citrix
Workspace BREF@EINAREE URL EEIINBEE. §X8%, 5811

 iEATF Windows 89 Citrix Workspace Rz T2 F X4 A7 I T E.
« StoreFront XX #4HRa97 FIE A D1 H.

Chromium Embedded Framework 89kr 2%

Chromium Embedded Framework (CEF) B9hRZxBH4kZ 120, IIRAFAEEBTFRAZ 2R
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/deprecation.html
https://docs.citrix.com/zh-cn/storefront/current-release/deprecation
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App Protection

BREMZEAFFIER  WR Citrix Workspace iB#2Fs. Virtual Apps and Desktops 5% SaaS BEFER T App
Protection BiR&E#HIREL, BRI EAFERTAREHRATAHRERR.

B2, MERT Windows J Citrix Workspace R 2R 2402 iiAiE, “BEHBRATYIR" MEAFERRERH
RAFFIRPARINNARER, BILIEe, EUERRFTIHMNBREFHERED App Protection BiREHIRE
BEANZRNRER. BXFAER, FEAFSEERITIIR,

HIEHRIIR HEEEE LREMARESNARERN, MRBAT App Protection, App Protection DLL &
ANTIEM#EER, B, BT DLL MRFMER, XrAEaSBHERNARFTEET

BER T Windows B9 Citrix Workspace R FRTERF 2402 kA2, Ea] LUSEMEERMEHIZHRTIRT, ik
3 App Protection DLL ¥ NEIZ4FE#IES, FHM App Protection DLL MEESENEAREMRERHE. &
KIEMER, BBRHIEHIRYIZR,

USB i E28IRcHIZFHEBRTIR B, L& Citrix Workspace R B R S L BIMNIEER, App
Protection USB i3 /823 IRzhiE /7 Al RE 2 S BUH I R A % 10 A FHFE L B E MR R 52

BiEATF Windows i Citrix Workspace RF#2R 2402 ke, USB i3IS IRehi2F HBRY IR R I IS ER %
&M 1D 775 D #k5 Citrix Workspace R ARRFHFERBHIRBMER USB &%, EXFMAER, ESH
USB 2 g 23 3R mhiz AR R0

Citrix Enterprise Browser

LtthR4sH9 Citrix Enterprise Browser 5i&FF Windows B9 Citrix Workspace M AREF 2402 —2R%E, ©ET
Chromium ks 122,

i Web ih ML 2iEREs  WE, YAPHEHERE Web B89, Citrix Enterprise Browser &7ttt E&
T—MRLERE, ZIERBEETSHAR Web bR LAE, HINERERABLSANE RSEFELMAEBENR
2R, PEZEREN, ERRHESER, ZIEREMIARTE Enterprise Browser L, 18327 BFR&K,
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® GG

x4+ v

Internal | |@ google.com | @ :

google.com X
About  Store . Gmail Images i
his site's traffic is routed through

a tunnel.

Google

)
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Citrix Enterprise Browser 7= Global App Configuration Service 3| \THthZE BREMKIERINE
Global App Configuration Service (GACS) &, BTF&E Citrix Enterprise Browser,

Enable autofill address (ERBEZMAL) - AFEE RSB AMIHEHEREN.

Enable autofill credit card (BRBHERERAF) - AFEERBEAREAEAREENEMETEN.
Auto launch protocols from origins (WEBZBENN) - AFEERIBEMNTIR, XEMNATUER
RAFNERT M REIMNR B,

Enable command-line flag security warnings (ER&{TINELRLES) - AFEERETRRERS
=, XEBEEEEERRNGSITIIESIXES Enterprise Browser B,

Manage default cookies setting (BHE2kiA cookie I€E) - AFEERERE Web 58 cookie.
Manage default pop-ups setting (BEZINEHEOIRE) - AFEEREE Web i FHEEED,
Extension install sources (I BREFZERR) - AT ERRNAFIEEERHRRURET BIZF. AL
M ER,

Disable lookalike warning pages (RR#HEMIESTIE) - AFERRIEEEAF BN ZETPHIERNFE
TRMEETENE R,

Enable payment method query (BRfIRAZEN) - AFBEERAF Web iR ERF RS RE T
I %o

Manage saving browser history (BIEREFIHB[HELIER) - AFEERER Enterprise Browser 55
ERIREF

Manage search suggestion (BERERZIN) - AYEEREE Enterprise Browser #itiiti=shE A A
BREN

Enable export bookmark (BRASHBE) - AFEERRBAATE Enterprise Browser S H LA
T,

Force ephemeral profiles Gg#IERIRNEREXH) - AFEEREETAF XA Enterprise Browser B &k
RGP ECE XA EUE,

BXFHER, 15217 Citrix Enterprise Browser i afyiEid Global App Configuration Service &2 Citrix
Enterprise Browser T,

B JSON #URRIFAER, 155 JSON HiExR b,

Citrix Endpoint Analysis

EAhRAH, EPA &Ris5 Citrix Workspace L ARZFRERFRHE—RE, BERERF R, SAERHITIEM
InstallEPACTlient % Citrix Workspace R AR

il

./CitrixworkspaceApp.exe InstallEPAClient

} =

AR

PINER T RZEE EPA,

EAhRAF, TR EPA KR4 23.11.1.20,
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FHRAPEEEIINEE

thhRAZ#HEATF Windows 89 Citrix Workspace [ A#2FhR4s 2204.1 2 2311.1 FEEMINEE, NFF5,

2311.1

AhRAS PN T LUTI08E:

« Citrix Workspace N BEFHHFREREFEN

o SRECNABERFEREEESE

o BEEFNINRARD SR

o BMMERBBER

o RNEBMRELS SRR

+ 257 BCR H14%8E

« Chromium Embedded Framework B4
« BX App Protection XHEWEEEH

« Citrix Enterprise Browser

BUR T AP AR E RN AT E

23 T KEM&t

TRBEXAGRT BIEF

i@ Global App Configuration Service f&Eift T Web #1 SaaS M ABTERFE#H SSO
7£ Citrix Enterprise Browser &R EE S I

158 T IS MR A PRI ThAE

AR

Bi&RATF Windows 89 Citrix Workspace WABIER 2311.1 irzie, FBTHET Internet Explorer #9345
RBRETEH. SRAETRFERET Google Chrome BN SBRAETE .

Citrix Workspace [ A2 F0H LERZF /T
Citrix Workspace M AR RERFNAF REET 708, #ETERNHRIMUARENEEHEFFER, Bk
BRT, REEFLATRARS.
WEFM:
.Net Desktop Runtime 6.0.20 i ESRABMLEEFNITIIMAE R BXEMER, BESRAAKERED.
BINEAT, MREEFATRARS. BXEAESR, BERAETHAR AENRE,

AR

B i& B F Windows # Citrix Workspace i B #& F 2311.1 i & &, TrolleyExpress &t A
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Citrix Enterprise Browser zs k7 & & F Chromium kx4 117 89 Citrix Enterprise Browser ki 7~
117.1.1.9, &% Citrix Enterprise Browser #¥4{E S, 1554 Citrix Enterprise Browser Xi,

i@ Citrix Enterprise Browser #1753 50iE  LUAT, R Citrix Workspace i B2FH S 3 IRIET B
H9, &R EM Enterprise Browser, @7iti3| Citrix Workspace M BEFHEH#TE R I0IEA REH SR
Enterprise Browser,

BIEATF Windows 9 Citrix Workspace R AE#2R 2309 frads (X3RZF Chromium ki4s 117.1.1.9) #2, XHRA
BERFFAEE, &7 867 Enterprise Browser A5 H#iTHH I, ©EaIHERY Citrix Workspace lFR#2RF
BHITHHIE, Ihoh, HINEEFIRMHTET R,

=3

AR

o IEINEEEATF Workspace M AEE,

@ ciixworkspace x| 4 .
o a8 o iy oo
@ Workspace
This systern contains Citrix Confidential Information. Your access and use of
o
Password:
Use Okta Verify Push
Submit and send Okta Push
citrix
2307.1
&t THAk
g IhEE

tEhR AR 7 BB F U B A M RERIR E MERYIE) L.
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2307
FEINEE

AT ERS K LH Microsoft Teams HEFIEE WX /1, BERMEIREINER, 2R EBRIEEEEEMN
£5E, Fli, EEFEBUFEMA Microsoft Teams £iNEHERME S, W—HRRS E2RHHEHRBE Microsoft
Teams, ItRAIASHRERFPARRE,

EAhRAHF, Citrix Workspace MBREF B RIESERNES, tXFTEATHBREINE,
EFMH:
EIERHARAH Microsoft Teams,

AR

RAE7E Microsoft Teams BN B/, ERIHEEARIAH, EEE CTX253754 B S EHM A E,

Citrix Enterprise Browser k7 &3#F & F Chromium ks 112 89 Citrix Enterprise Browser ki 7s
112.1.1.24, & Citrix Enterprise Browser Byi##{5 8, 1E&iA Citrix Enterprise Browser 314,

Citrix Enterprise Browser {#iFA BiERT Windows # Citrix Workspace M B2 2307 hkasie, EiE
BA e RS e FRREMIzH Citrix Enterprix Enterprise Browser #R#ZF A HETE.

AR

ZINBERT, IRER Workspace R ABEE R M.

iEE |ITEERALELUTARZ—EE Citrix Enterprix Enterprise Browser iR#ZEAXHNEE:

. {HFKBENIR (GPO)
+ Global App Configuration Service (GACS)
+ web.config.file,

#iE:
o FREERESENREEEER,. BREPER—MGEMaBAIZRES.
o REHAREZIRESR, BE—1EZ Workspace MAREE, ZREAIEEHER,.

« SWFRLBP, TEBENE, MEBAFIE Citrix Enterprix Enterprise Browser R A& B U
KNAER, WsBRERERH.

« EJ5 Workspace ZABERALLINEE, BERUAEUTERERNAUTEE:
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- set the CEBShortcutEnabled attribute to false in the web . confiigfile.
- disable the Enable Citrix Enterprise Browser shortcut property in GPO and GACS.

fERARBEITR

EIERAA LIRS A Citrix Enterprise Browser i & 4 kx4l Citrix Enterprise Browser thiEA X1
“FHiE” HEEREET.

=

AR

i@g GPO #1TEEIEATF Workspace # StoreFront,

Z 5/ Citrix Enterprise Browser (RS, EHRITUTRME:

1. #@dia1T gpedit.msc 77 Citrix Workspace [z 2 F AR RERIER,
2. HItENEETAT, BEEEER > Citrix £ > Citrix Workspace > Citrix Enterprise Browser.,
3. %&#ERE A Citrix Enterprise Browser [RigA %D,

5] Local Group Policy Editor - [m] s
File Action View Help
Rl ARl EalRETN ? No:li 4

» [7] Windows Settings || Citrix Enterprise Browser

w | Administrative Templates
= Enable Gitrix Enterprise Browser Setting State Comment
~ [ Citrix Components horteut
~ [ Citrix Workspace shorta B2 Enable Citrix Enterprise Browser shortcut Mot configured Mo

> [] App Protection Edit policy setting

=) ESP = & Requirements & Enable Citrix Enterprise Browser shortcut m] X
rix Enterprise Browser :
T Crirx Secure Browser Al Citrix Workspace supported

e platforms [} Enable Gitrix Enterprise Browser shortcut
[] Citrix Workspace Updates

[ Client Engine

. Description: @ :
& Compliance This feature enables the Citrix @ Not Configured ~ COMMent:
| Diagnostics Enterprise Browser shortcut on the
= opl Start menu, O Enabled
[ ] Fast Cannect APl Suppart () Disabled
(] Global App Config Service Supported on:

ERA Al Citrix Workspace supported platforms
L] ulti-Stream

> [ Network routing
> [] Remoting client devices

] Options: Help:
s [ SelfService ptions: e
[ StoreFront
“ User authentication This feature enables the Citrix Enterprise Browser shortcut on the
@ Start menu.

[] User experience

»@ _Contml_PanE' v | Extended £ Standard

1 setting(s)

Cancel Apnly

BXRNAEAMER GPO KIFAES, BBRAHEEN R ERERTIE,
Global App Configuration Service (GACS)

£ %l Workspace it & > N FBiEZF Bl & > Citrix Enterprise Browser, #A/5 /= BB A Citrix Enterprise
Browser ###E5.

AXUMEER GACS Ul B9iF4= 5, #5207 Citrix Enterprise Browser XA4s#H A R E—X,
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AR

XFhERE A EATF Workspace # StoreFront,

web.config s¢f5:
£EM TEA CEBShortcutEnabled Ei%.
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

==
AR

i#d web.configEEERTF StoreFront.

&3 web.config:

EZA Citrix Enterprise Browser A, BEHRITUTIRE:

1. R X 7 45 58 28 3T 77 web.config XX, ZX#H@EE i F C:\inetpub\wwwroot\Citrix\
Roaming directory,

2. EEXHFHRIAFKF TR (EREENKFZFEA Store)
f5lgn: <account id=... name="Store'">

3. £ </account> trigzZai, SMEZBFKANBEHRMUTRS:
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

FTERZ web.config XHBIRAI:
<account>

<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">
<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 30



iEATF Windows # Citrix Workspace 12 2402 LTSR

<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="CEBShortcutEnabled" value="True
n />
</properties>
</metadata>
</annotatedServiceRecord>
</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

2305.1

HrigIhae

SR EIAN AR S E Bk
AR

IR B EER TN AEME, WAMNARENRATEMR.

al, Bai#EIEENAARREFEN. SRR RREHNIEREME, FEAFXHATEE, EABNEEE
BSHY,

@Canmciing. . = ®

Starting...
[
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BHENNAREFNKEREAREEEFE. B, HBEEEATF Windows & Citrix Workspace R 2R L2
MY AP REFNGELE, IR TILAR RN TREXRHRSHEXESR. BNERTRENE A,

@ citrix Workspace = g X
(G Citrix Workspace Q Search Warkspace s
a
‘@ Home
Apps
E Apps Recents Favorites View all applications
g Desktops 77 P hd
e ¢ ¢ ) ©
Excel Chrome Acclaimlp Podio Enterpfice
Browser
Desktops
Recents Favorites View all desktops
b3
o Bl ceoaessirawiop
cifrix

v

BREUUEEEXBHENEEXIERN, MANXEHER. MREEFEHHEAFPZHXEANKE, NEER—

FEEHR.
Bi&EATF Windows 8 Citrix Workspace R B2 2305.1 2, INEEESRETRINETFEARS.

BILAGEA StoreFront () KIERVEMRIDUSALLINEE. BXFRER, FEHANET BNV AEFNSENEE
A58,

IREx Storebrowse 5 $RE  ERIATEXEFIRER Storebrowse &S HHITRS. ERERINRE, BE -
launch &g H— P H—MXHR, EHSHERIGIRENBMER -, KBIREEETF ica.error X
e, ZXHEBhEIEN.

AR

EsaER - launch &<AXEERM . icaEBE. &, FEEMZEXH.

BFRERMEMNXEBEETF %$LOCALAPPDATA%\citrix\selfservice\cache, EaLUEIERE
RERIXEH,

ROINERT, ILERINEER T B AR,
TERER® - T RN EHSHRE):

-launch -f <uniqueFileName.ica> "launchcommandline"
For example:
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SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec017 -CitrixID store®-5c3ec0l7@ERa9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad —-ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ—-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

Y #% StoreFront L ABENHRARIES % EA T Windows 89 Citrix Workspace W B 25 2305.1 %
StoreFront B AEENFRILIE. A UMER TEHIEMA—FAS @ Citrix StoreFront R A B E#1TE D IIE:

+ /A Windows Hello #1 FIDO2 2%, BXFMAEL, BESREMSHIIES .

« M Azure Active Directory (AAD) 1ER B4R IEIZFAIE M AAD B9+ EH 8 =& R 3 Citrix StoreFront
MAEE. BXFAER, BESREMSHIRIES .

« Workspace & &G AR5t Citrix StoreFront N AEE#1T S AR IER A F B BME51H1T Azure Active
Directory &#ipialsEEg, BXIEMER, BHSRZEF Azure AD FREVEHEFIAIE,

HUER Microsoft Edge WebView2 fEARE R M 28i#1THRE StoreFront MMXSHIIE, 7 #EEALLIIAE.
pE=
EHR Microsoft Edge WebView2 Runtime kiasi 102 siE S HR 7S,

ATLUER Global App Config Service fM4A%EEEITR (GPO) &1k StoreFront RABEREAHINKIESZ. BX
WAER, 5875 StoreFront AR EMFHINIIE S 5590

72 Azure AD %745 200 M4 7EAhRAT, BF 200 ZMNEM Azure AD B R RIUEE HERLSZ AP BN FATE
FHEmEm. Ual, B—APTEEEXENAEFMEHE,

AR

FRRF &AM Citrix Workspace R B2 SHHERE R4 BEB A LLThaE,

App Protection

R EERIC RIEIRINEE DIbIEERThEE, MBFEUTEHEZ—, WEESHIEIENEEBRSHEY (SSP) RELEEAR
BEIEFE:

s BEFEAUTE—SRBAT App Protection:

- EREEHESEE App Protection £i%iE,
- 5/ startappprotection &<1724/S5) App Protection A%,
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o MREHKRERELZFIERZ) App Protection Si%iEs & Mk EM startappprotection &<
75%, WEBRHE—TERIFPNZREREARBRIZRER.

AR

Global App Configuration Service (GACS) F14A%EET%R (GPO) RE&E S ER1T A, g0, NREITiXLE
BREZRBT GACS 3 GPO %88, MEHHIIEM SSP RE LRABARERIZR.

XHENWEEEH EEATF Windows i Citrix Workspace R RIEZFHIARRMAT, BEHUTXHEHSE:

+ EntryProtect.dll
+ entryprotect.sys
+ epclient32.dll

« epclient64.dll

+ epinject.sys

« epusbfilter.sys
« entryprotectdrv
« epinject6

X R %¥ProgramFiles (x86)%\Citrix\ICA Client\ k.

MREEFXEXAZPNESRRANEFRRIAFTIRD, BEERIXGINERATIIR.

Citrix Enterprise Browser Zhyz& &23EFE F Chromium kg7 105 89 Citrix Enterprise Browser i s
105.1.1.27, &% Citrix Enterprise Browser #¥4{5 2, 35517 Citrix Enterprise Browser X,

XEFNERYT BEF ZRUUR2NAABERERRHNYT BEFAFME Citrix Enterprise Browser, EI25H
HERE. BENEFT BIER. RRBPOUREEZEEE citrixbrowser://extensions TE&EMERZ
' BEF. BXEZIEE, ES8H Global App Configuration Service,

BXMEERNIFAES, BERHNNET BIEF.

&R Web #1 SaaS AERF E#Y SPA SRB8SCHE  thIhAEIESR T Web #1 SaaS W B MR £ HIRAYSLHE,
Y Web T1E# Web TTERM iframe EFRBIEKE, HIIMEE T E=RIEKIN, FIEERNSHENBTIE
™ Web T1@m, & iframe, B2, KEMXMAZ Web TmE.

£ /3 Global App Config Service &1 Citrix Enterprise Browser EIE 5 A LU#ERERT Citrix Work-
space # Global App Configuration Service (GACS), @3 & ERERIRS R Citrix Enterprise Browser i&
=1

Global App Configuration Service E7EiL &2 REMELE Citrix Workspace #1122 Citrix Workspace A2
Fi&8. WIMEEAFERERMEA Global App Configuration Service & MigBERRAERM AT EN BB ED
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B Citrix Enterprise Browser, EE G LUERA APl 2 GACS EIERAF REEEMEIELLT Citrix Enterprise
Browser i&&:

« “Enable CEB for all apps” (WFrENAEFRER CEB) - ¥ Citrix Enterprise Browser &3 8F M Citrix
Workspace R F2FTFF Web #1 SaaS B A2 HIZAIAR S 25,

+ “Enable save passwords” (BRREZHE) - AFRIELRLHAF REEZD.

+ “Enable incognito mode” (BARSEN) - BARZARSER.

+ “Managed Bookmarks” (HREHZ) - AFERRKHEHXE Citrix Enterprise Browser,

« “Enable developer tools” (BEFAXARIA) -7£ Enterprise Browser AR BZAFRXARTR,

+ “Delete browsing data on exit” GRHBIMIFRFIGEIE) - AFERRARE Citrix Enterprise Browser 7£
IR B RR P LE 454

+ “Extension Install Force list” (I BiEF&R&EaEHIFIR) - AFEERE Citrix Enterprise Browser sk
rERER,

+ “Extension Install Allow list” (i BEEFREAGFIIR) - AFEEREE R T LURME Citrix Enterprise
Browser B9# BR2FHIA TR, 1LFIRER Chrome W ERNAE,

BXEMER, ESRAER Global App Configuration Service &1 Citrix Enterprise Browser,
&

o BMAMETXD KNS,
+ Global App Configuration Service FHFrE N HEEIEEATE T LA TR:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o BEEABILEXEIZENRIIETEIRSE. EXFMES, 5217 Global App Configuration Service
X1,

RARR@E
Ei@id GACS E2AF RmbcE Citrix Enterprise Browser, EHITU TR

1. EAEZMNERERESR citrix.cloud.com,
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= .
=W

B xelz Citrix Cloud kP53 5i88, 1ESiHEAM Citrix Cloud —3,

2. HTEHRIEE, L LANFKRIERE, AEiEE Workspace FitE,

-

Home
i v
My Services ( o
i O Al 1 20
Library i ) ) . L
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( View Library ) ( Edit or Add New ) ( Add New ) ( View All )
Network Lacations
Resource Locations
Licensing
]
Workspace Configuration |
2 0 S ] JFL; Ejo & 0
Support Tickets o o
ytics Files Remote Browser Isolation Secure Private Access
Notifications & and usage insights. Secure content collaboration with anyone Protect corporate network from web based Zero Trust Network Access to all IT
n any device powered by Citrix ShareFile. attacks, sanctioned applications.
System Log
MMage How to Buy Request Demo
Learn more Learn more Learn more Learn more

ItATiE H 3 Workspace EEER R,
3. BENAREFES > Citrix Enterprise Browser,

M7E, EALEEE. B A&7 Citrix Enterprise Browser T8I E

BXF4ES, 521 A Global App Configuration Service &3 Citrix Enterprise Browser,

2303

g ThEE

PRENNRNAEEES NN LRGN BIREFMIERE B Citrix Workspace M AER 2303 i, EREAE
F Chromium Embedded Framework (CEF) 8934 28 A0 & IR B SR MR 12,

BXFER, BEAEENNSNAEEAS N EISIRNEUEEHEINERR,

5 StoreFront M AREEMNFHAEIESZE ERT Windows # Citrix Workspace R 2 2303 % #F Store-
Front ZAREENFMRIE. o LUER TEEE—FAE Citrix StoreFront RIS #1T S IIIE:

+ £/ Windows Hello #1 FIDO2 Z£ %, BEX¥AEL, ESREMSHIIES .
« M Azure Active Directory (AAD) 1R B2 IIZFFRIT I AAD Byt E# 8 =& R 3 Citrix StoreFront
MABE, BXFMER, BESREMSHIIES.
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» Workspace &2 & a LA R3¢ Citrix StoreFront N A@EE#1T S MR IER A F B BEMEE1H1T Azure Active
Directory &#ifiREME. BXFMER, HSRZFF Azure AD RBIEAHi7IE

K UER Microsoft Edge WebView2 fEARE R 28i#1TEHEE StoreFront MIMXSMHIIE, 7 #EEALLIIAE.
AR

EHR Microsoft Edge WebView2 Runtime kixads# 102 SiE = HR A,

AILAEA GPO &1y StoreFront NAEERAMRKIES %. AXFRER, HSHzH StoreFront AR ER
FELIIE T BB

E T 1L Microsoft Teams ST GEIEALE BARRERE, ZRIAERT, LR Microsoft Teams f5#
SPCBIESARKES R, 87 XM, EEEIEYMNSBERUENFFE L FREREBIEERE, JUREER
B = AR NGB IR R E AR,
B XMBOHNEE, SMRPETTLURESHERRE (g0 720p. 360p &) MZMR, EFBURTZHER,
BERSEET. MEEHE, BlRESHESIEREEBLEBENERRED VIR, NMAETE B RHEEEMIER,
AR
tkThEE{RTE Microsoft Teams #HEHET M. % ETAKEE, 18%E https://www.microsoft.com/ 3
2 Microsoft 365 B4 El, Microsoft #H It BFAT, EalIUEE CTX253754 IR EHRIAAS,

App Protection #isarhat: & DLLEN  F App Protection B9—849, BINIMEE—MNLLERINGE, &
#ENRIP Citrix Workspace N RIERF %3 R R Z RN oA HEIERE (DLL) AT EERIEE, MBENT LR
afEiER, Citrix Workspace R 2 210 )X L FFRiE A (2 L N HX LR,

AR U TAGRAR DLLEN:
o Citrix BHIEEREE

o Citrix Workspace M BiZFBFARE
« Citrix Virtual Apps and Desktops

BXEMES, BB App Protection x4,
kb=t s

teThRE@E RiEXd KB IRIER S FFRLAE (N3 DLL FRREY4E AP EMA) BOILERAIEER. XEMERETE
EEAJLRMERFRP, FHEREEEEXNENHENEETANRE, B2, BERFRAZNARE, NE DLLHY
WAER RS R, BARNIBEORFIFMARRX LR, EHNT AR ELEMNIPEPRHETENRF.

Citrix Enterprise Browser k7 &£ F Chromium k4= 109 89 Citrix Enterprise Browser ki 7s
109.1.1.29, &= Citrix Enterprise Browser Bi#4iz 2., &£ Citrix Enterprise Browser X34,
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StoreFront szi% Secure Private Access ENERR, EIEALUER Secure Private Access iR =7
StoreFront &2 E Web #1 SaaS MBER. EERRENBEFG, RKRAFAUERESEEMNZ 24 Citrix
Enterprise Browser $T7 Web #1 SaaS i A2,

BXiFMER, &5 Citrix Secure Private Access i pyzsith Secure Private Access,
2302
HrigIhae

BT BN AREFNSENEERAER  RATEEMERE B E RN ENNBEF R EIRE T IERNA
P {5,

% Citrix Workspace [z B2 2RI B FHZEZR Citrix Workspace MREF R Workspace =HIThaER—
o BRI 2R REEY, SEIUTRR:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

e

2% Global App Configuration Service M EREFMEESIFNEMERRTILERN true B, A 2HLMIELR

TNo

BERFH#ITERER TR A E N EM AREFNSEH, IRERBEHMEENNAEFNSHE, FR
HEUH.

WA LUEFICERBE IR, £ FRERINAEERNE R,

ZEIRENERSIE? NEUTEA T sHIRT:

« AFPEREIETF XN ARENNAER,
%5 Workspace #=4IIhAEER B BIE R RIS N A2 FE BIRE,
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+ Workspace 2| EFnERENE R P ik LR EABRIME.

=

o =W

EMERETRNEMERREN T TENEERIRENE R, BXFAER, FERAER “SHREEIT XiE
HEECE EMERIETL

Zoom IEHMEF L AEFERE T, BAUEREF RN BEFEENEEE Zoom i,
BXREMMER, BB Zoom FEHNE R iGN AEFEE,

BE T LS8 Microsoft Teams MBS EEIFITH BAXRAR, YEENHS LNESIEEPHBIASIRE
#HBt, Citrix VDI R 1bH Microsoft Teams & & 24 iR S MG %1% LU TCER i S5 ZAIA (B,

B2, WREE Microsoft Teams FBAMEER Ti8E, BRIEREMRE, HEFERBIESBIAME, 7£75 Microsoft
Teams EF2 a1, EHNEFFERT,

App Protection 1£38IhAE B A ARAES, BB TF Windows By Citrix Workspace M B2 2 & H Global
App Configuration J & 3IEF B BIARSS 4 ECE App Protection. LUET, R EEMERAERIEN RE S X LA
o

NREER Global App Configuration Service BRRBRIZRNRRRHIAINEE, XEIhEEERNERT MK
IER] B BN AR SS 1o

=

AR

Global App Configuration Service EEEREA T RN ARERF. EMKEm. Web [AREF SaasS M AR
FFo. Xtz BG4k 4 ER Delivery Controller #1 Citrix Secure Private Access #1TiE%l. BXFMAEER, &
217 “App Protection” XHFHECE SRS

BXRFMER, B218 App Protection 13831858857

Citrix Enterprise Browser #shi74s & & F Chromium k4= 108 &9 Citrix Enterprise Browser ki 7~
108.1.1.97, & Citrix Enterprise Browser Byi#4#{5 8, &2 Citrix Enterprise Browser 314,

i@d Citrix Enterprise Browser T/ Fi5 Web #1 SaaS N AEF fE4HR4H Enterprise Browser & (&
BT Windows #4 Citrix Workspace B f#2FES) , Citrix Workspace R FRf2F R AMEIERE Web MARERF
F4MEB SaaS W AEFEBEE Citrix Enterprise Browser F1377F,
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AT LL%E M Citrix Workspace [ fE 712/ /B 55 Citrix Enterprise Browser LUFT, Z8 LTEFTF Web 5
SaaS Am#ERFEM Citrix Workspace Rz #2417 Citrix Enterprise Browser,

BASkRAES, EATUEREM Citrix Workspace #2377 Citrix Enterprise Browser, £&$T# Web 3t SaaS
N ARERF. @idithhae, EETLUERMIAIR Citrix Enterprise Browser, MAREEERAMTEMES, BRIAERT,

ab
IEThEERT Ao
ooe Citrix Workspace
(@ Citrix Workspace Q Search Workspace
) Home 7 T oy i i * o o
M G @ g
[ Feed o
£36G Gmail €56 Gsuite CultureAmp Desktop Enterprise Excel 2016 Fieldglass
4 Actions Sound San... Browser
|
144 144 W W e, w w L W
- .
[ Desktops G thj & x m & Q
. ID Badge N Occupational
[j Files Gmail GoToMeeting Photo Portal Jira Miro Notepad++ Health & ...
LN ] Citrix Workspace
@ Citrix Workspace Q_ Search Workspace
A Feed
= — * Enterprise Browser
= 0 @
& Actions ~
/ ¢ ¢ Compass
5 Apps
2 [ visio20
) Desktops
¢ [ werd2016
[ Fites
View all applications
==
e S

BARAPX%IEE Secure Private Access #F8Z/b— Web 5 SaaS N AEFHNIE,

2212

FEINAE

=r

AR

BZkRZNE, 1EHR Microsoft Edge WebView2 Runtime kxz<’ 102 SiEShRE, BXFAMER, BSHR
KERMFERM,

BEFENBAREFEE EAT Windows 89 Citrix Workspace M R#2R 2212 BIERERE P RN BIZF S IN6E,
f& Citrix Workspace M BEF RN EREMEE Secure Access Agent M= o4 (EPA) EGSRIEREN R
MEFIRNBERF,.
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BBIILThRE, EERFTLUIRMMMENEREH & BEN EERTNNE,

BXFAEER, BEATF R AREFEE

HohEFARAES  EERNER UEBALPIIREN B E MRS,
FHEE A LSS E Global App Config Service #1ig & maximumAllowedVersion B4 H AR A KIEHIkRZS

Global App Config Service F#y=f JSON S2:

{
"category'": "AutoUpdate",
"userOverride'": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{
"pluginSettings": {
"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion'": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"
}
)
"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
+
1
+
]
}

<!--NeedCopy-->

WBRRAG, APIgE LR Citrix Workspace M BE2FsBsE#HEIE maximumAllowedVersion BIHEFIEER
RS,
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« B, AIEA JSON XHHRINMESHEERFMN. ELARERALNERREMH
upgradeTolLatest &E# maximumAllowedVersion &BEMHE, BE, WFERNEH,
ZRILMER SR JSON XA E.

o B ECHEMARAES], B0 Global App Config Service g upgradeTolLatest i&&i&H
false. SNRILIEER true, M2 maximumAllowedVersion,

o iE7E pluginld, EAitk 1D BEag3E Citrix Workspace R 2R

« MREEA KT Global App Config Service EEEhA, MEIAERT, Citrix Workspace A1z
PR EHEI RIS AR,

SEBER T EMRMEER  Citrix Workspace UARFUAZ SRS NRHBIITRE, AXFMAER, BS
FENRAL X E CTX253779,

EABREERNARES ISR RIERBFRITERET.

HETEREAXAIMRENEMERAR LA, EEEAXGNSHEIESHIBANTBNRELRF.

BAREE, RABRTE-FEHREEN—TRAENEE. RELEEREPETRRYN, FHRBEEIEE. 0
REBRBEFTIET, NRSHMPRNEE, RARBFRTEEHEREIEE,

Citrix Workspace App ¥

Your session did not launch successfully. If you are currently offline, reconnect to
Workspace and relaunch the resource.

Transaction Id: 4c2ea391-316d-460e-5d3a-T74b56e5435b6
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close

@Citrix Workspace X
Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

EET B EHE M L ER Citrix Workspace M AREFSIEFEH, ol B RRESERTE,
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AR

BRI HEZARFERIERE.

F BN &2 App Protection 7, 7£ Citrix Workspace W RIEF R HiiE, RIABR TR E App
Protection 2.

REMEHIAER App Protection SiEERWERN “REFRBDH App Protection”,

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component,

Install Cancel

I S%EIERS, App Protection BiELRERBIENEG.
AE:

MREKRBALLEEE, MFTFERER App Protection W&, App Protection TEERBHZFRIPHE
TRELE BT B BNE Bho

e LB A /startappprotection & < 172 ¥ /B &) App Protection A&, B2, %&#i# /
includeappprotection AxE#FHA,
AR

Bai, Citrix &#9303EF0 Citrix Workspace M ARERF RERILVRFIRITHRERANR BEIZRINEE. B2,
B 22122, XLEMERALTERRS, EEFEHARKNRBTERSE. 5% GPOREMNEE, BESH App
Protection B & RIIL5RINEE,
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App Protection 1381045 REBEERNFBEN BARMKRAE, YFATESAMEASEPNEREITRERR
B, AT EEEM. B% App Protection RIPFHZIRMES, &S App Protection RiPHA?
HIU B R &SRS
o ZESRRERTASNEREENRHIMM.
o 2R3@id Print Screen BEINEEEE,
FE:

EEHRIANSMETEMNET—R, MIRECEFBIZIAFZHBEREREE, ZENSB B,

Desktop Viewer it IthRZsi@S B ahediEl4a%a 5 #R1k Desktop Viewer {43, Desktop Viewer TH
EAHEITH, TESERBIAN Windows SIFERRER. SEATLETEU T IMREBENSIN—LEUZDE
{IRIREIR SRR X A DE :

o f1E: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
« #&#: ExtendConnectScreenMS

o A DWORD

« {: 00000000 (AZFHBAIAIEER)

F=3

AR

EMERECE = A %ERY.

Citrix Enterprise Browser
AR

EiEAT Windows 8 Citrix Workspace W2 FhRZA 2210 &, & Citrix Enterprise Browser $T7
Fi5 Web #1 SaaS AR INEL FEARS.

AhAEIEETF Chromium ki 107 89 Citrix Enterprise Browser kx4s 107.1.1.13, &% Citrix Enterprise
Browser ¥4z 2, 1§55 Citrix Enterprise Browser 3%,
« 3% Citrix Enterprise Browser 8 &1 T{EXE

m1E, EA LR Citrix Enterprise Browser F2& u T1ERI %I 28 LT F AR TIEHEIE, ERILUERERE RN
YERFT AR T 1RHEIE,

THEFZERSEERARELAPEEN Web 3 SaaS MAEF xBTS, YA REAYNAERESHNEM
FEIERY, WMRTRIIENEE, NS@T Enterprise Browser $E{TH. MNRAE, M@ RLAPEENER
NS EHITH.

BXEMER, B2 Citrix Enterprise Browser i & 7 TEH
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2210.5
FEINEE

tEhRASARR T BB FRH A ERE. REMMREEMRE,

BohErEaRIEE  Citrix Workspace MBREFIESRFERATAREBAMEE (PAC) M Web KB LI MY
(WPAD) #&:Iet B 5hE .

Citrix Enterprise Browser k7 &3 & F Chromium k4 105 89 Citrix Enterprise Browser ki 7~
105.2.1.40, &= Citrix Enterprise Browser Bi#4i{z 2., &£ Citrix Enterprise Browser X34,

2210
FEINAE

EREMERENEERNE REH  EATF Windows 89 Citrix Workspace MARZFREZFERMEREINERE
MNE SRS, ERILGETEFERT > &k > BRAESEMEEERS BILLINEE.

iEATF Windows 11 +# Web 71 SaaS 251 App Protection 1381045  Itt App Protection t838Ih4E
7 Windows 11 £#9 Web #1 SaaS M AR AP HARMNZLINEE, tiEsRTAER LUBEER Secure Private
Access & H Citrix Enterprise Browser 3%75.

REIISADHE LR FERMERENEF iGE SN EIE R LUEERHIE NS EHBRS R, LU dRiSFIE
P ARSTRT X L i s = A B9 B2, EEA T Windows 89 Citrix Workspace 2R 2010 #2, EaJUEREFIREE
JPEI R X L 3 R,

AR

LZRAMRETHNEAP MM EEMSARE, FER Microsoft Teams REBEWENFFERNSEE

FERRINRDBHYE,

RiAERT, ®E 7T Citrix Workspace W e F 210 MEFP I EZHARUES. EBRAMLAHE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g B U TE P HE B, T EHB
A

B et SR ERHE

EnableSimulcast B 1-3 (BHI&ER D)

all
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2R Eit) EEGH| EZHNE
MaxOutgoingResolution %%k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams 2D PR)
MaxIncomingResolution #E#k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FHIHI=E)
MaxIlncomingStreams — ##g = 1-8
MaxSimulcastLayers B = 1-3 (BHREN 1)
MaxVideoFrameRate B £ 1-30
MaxScreenshareFrameRaf&%k ES 1-15

PR EMRIE 7 DWORD,

Citrix Enterprise Browser Zxhy 7z & 3% & F Chromium kk 7z 105 &9 Citrix Enterprise Browser i s
105.1.1.27, & Citrix Enterprise Browser Byi#4#{5 8, &SI Citrix Enterprise Browser 314,

Z=& % Citrix Workspace Browser Citrix Workspace Browser El#£#54 Citrix Enterprise Browser, B
XEZRMBBEM citrixworkspace:// B2k citrixbrowser://,

FERANIF M E SR SEI AR E — N EE#ITHE R, RSt iRE O F .
o 7@ Ul FabRERNRE RS @R R E G R EE T RO LARER.

o REME (FliMs<M MS) EJRESBSRE LEIRRTR, UBLERFE P IEHZE,
o HEXFEXEURMIEF RIS THENEMZTR (GIIRMNEEXE) AJaENHE S URIfaMT.

i@ Citrix Enterprise Browser 1T/ Fi5 Web 71 SaaS N Bi2F Bahk4siE, Citrix Workspace MB2F
FRTAMFE RS Web M EERFEMSME SaaS M AREFERGE Citrix Enterprise Browser F3T 7

=

=W

£5E BT Windows #9 Citrix Workspace R 2FFhR4s 2210 A, i@ Citrix Enterprise Browser 77
Fi5 Web #1 SaaS AR INEEL FEARS.

X137 VDA EBEhES Citrix Workspace WAEER  IE, EALUES QB T EMRELE VDA LERBEEHR

IhgE:

7£ 32 (it EM L
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o JEAERM: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
o EMEME: AllowAutoUpdateOnVDA

o JEfRERAED: REG_SZ

o EMEREEE: True

£ 64 fUitEM L:

o SEMZFI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\ICA Client\AutoUpdate
o JEMERME: AllowAutoUpdateOnVDA

o AMFRAEAE: REG_SZ

o JEMRREEE: True

Citrix Enterprise Browser (LLEi#7/ Citrix Workspace Browser) ZAiRA&&FETF Chromium ks
103 &9 Citrix Enterprise Browser hiz4s 103.2.1.10, &% Citrix Enterprise Browser #3#4Hs 2., 55 Citrix
Enterprise Browser X4,

« Citrix Enterprise Browser it &0

BRI EB RS/ Citrix Workspace tkFMIMAER (BlINAEIZR. BE. BENEMEE) HFR
7. BFEH Workspace MABESIZEEXH, EERBRIFMTEMEMLHIRNEAKLRE,

=

=W

FEREIRRZA 103.2.1.10 HEXRERI®ER, RELEZARENEHESEMR. BXERAEMNBEES
RIKEN, ZAREFHMESESREER.

2207
HIEINEE
£/ HDX #4174 Microsoft Teams LM E RIEMAKRE  EATF Windows B Citrix Workspace R 2

TEZ 355 A HDX #1789 Microsoft Teams b AR RIS SHEHIFI R

TR LURHE R EFEAEEXEGBERE R, HEIEMNEZTEITRE (SAME) KRR ZIEER
BT P2P sBiER.

AR

EIHEEMAEE S Microsoft Teams Ul/#z5R%E L. SEOZIFRER VDA BHE 2112 HESMAMNNBE R Mo
BXREMER, BEHSZEOSNANIIR.

PR

¢« AEFBEERMAREXNERER,
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¢ BEMRETRAERIFEZEFEEE. YEXAHERBL Microsoft Teams REHEE VDA BY, EEXRE
BEEAXA,

o EFEE ICASER, MEHXHA. B2, Microsoft Teams BFREETR—1M4, ERZBIFMENLT
BRARES, Citrix #1 Microsoft IETEH£FEE AR IR,

o EMEREGRE, &EHIEED Internet,

=

AR

LI BE IR 7E Microsoft Teams ¥ H ¥ kW EH E ™ A, Microsoft #H It B, BEFHMIRHLXE
CTX253754 #1 Microsoft 365 Public roadmap (Microsoft 365 AFFERLEE) LUERESE TR A S,

BT BEMAY  BhEMINEER BN Citrix Workspace N A2FEfEIRMARE, THREMAFFM,

Citrix Workspace AR EHIOEH THIZNARFIRIM AT AR, Citrix Workspace N AEFIRIEAFE
EHATERAEREENE], LRSI,

RETHE, BFRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(TR BE e EHALTh)

3R Citrix Workspace M BAEFHAIEREREERNERNE, WEEBREMET.

Citrix Enterprise Browser Zhyz& &23EF & F Chromium kR 7z 102 89 Citrix Enterprise Browser i zs
102.1.1.14,

B % Citrix Workspace L AREFEHHIERSEM  #EATF Windows 89 Citrix Workspace [z 12 M R #AkR
AEFD 2207 B, RAESIRTAPER. 28 Workspace NABEA SRTER.

2206

FEINAE

METERMEE Citrix Workspace RATERF 2206 51 Intel £/ GPU 2 T EZ a0 aeR#
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« B2 GPU SBEEMRR, &5 7 MEE.
BET LU R

« 7£ Intel % 10 £ GPU siE @A _ LERASAE S F MR,
o Intel ;1 AMD GPU t#9 “TiitE” s “ftFsTUHXKE” NREER

BERDPILE BHiERTF Windows # Citrix Workspace M AFER 2206 2, BiAER T=/EA DPI TR, XE
%& Citrix Workspace MAEFEEiX B4 Windows EF G E RS UM DPI ERG&E S Citrix RiE#1T
TLES, {EAILERR—ER5, Citrix Workspace R FARFHN “BRERI TREN ‘B DPI” EIAEH, 5%
FHES, BSRMIRFLXE CTX460068,

Citrix Enterprise Browser zs k7 & & F Chromium ks 101 89 Citrix Enterprise Browser ki 7~
101.1.1.12, % Citrix Enterprise Browser R INEE K #RIE1E S, E5 1@ Citrix Enterprise Browser 3244
FREYFTIS TR,

2205

FTIZIHEE
AR

B4R, 1E5#1F Microsoft Edge WebView2 Runtime kigdsi 99 siE=hiads. BXFAER, ESRA
RERNRBME,

Bk Citrix Casting  LU&d, Citrix Casting £ Citrix Workspace MBREFREREZAEAE. BAkZAE, X
LimEREREER /IncludeCitrixCasting &<iafT Citrix Workspace ARFRERFN, FRE
A Citrix Casting.

L& Citrix Workspace A 2B, Citrix Casting 2 BahE#. H* Citrix Casting Mi¥4iER, ESH
Citrix Casting.

REFFHEZR  BAKNRAKE, SRIURERNSEEATNEAEFNSE. aReHESEPH Citrix Workspace
NRREFER, MNEHREFEEHITHARAERINER.
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Backstage
Access 2016
Excal 2016

Wiina All Apps

Managed Win10 SIN Desktop

Wi All Desktops

test_ et

Citrix Workspace

Fin to taskbar

W Close window

® ©

7£ Citrix Workspace i A2F B EFHEHBEENX Web lAREE 4 signoutCustomWebstoreOnExit
BMIRE N True BY, % Citrix Workspace MARRFRFEEIBHBEENX Web MAREE. AL 7E Global App
Configuration Service #fE signoutCustomWebstoreOnExit B,

BXRFHMES, 5218 Global App Configuration Service X4,

S RERANENX TITH Citrix Workspace AR  BaAhRAE, @A LUER URAKERITH Citrix Work-
space T2, TAJLATE Global App Configuration Service igE maximise workspace window &
M, LU Citrix Workspace R AREFAERIAMER FURANERITH, RKESREBFahmAL Citrix Workspace [
R,

A% Global App Configuration Service BSF4{E 8, BRI Io

Workspace 215 Storebrowse i&fATF Windows 8 Citrix Workspace [z 2 I 7E 7 B BhAR S 121 Store-
browse 3§, Xfif Storebrowse A &E#5iAIRI=F Workspace Ih8E.

FE:
o ILINEE(N N B R B RIR M Storebrowse i3,
o MIERERABRMERMEPIRINNEEMHT BEFERLLINEE,

BXIFMER, B5R EET Workspace £ Storebrowse,
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Citrix Enterprise Browser

o ERAEIEERET Chromium kg7 99 B9 Citrix Enterprise Browser iz 99.1.1.8,, &% Citrix Enterprise
Browser hyThEESRFE1EE, 1E51A Citrix Enterprise Browser SRS HREIFTIETIEE

o IM7E, HE&E Citrix Workspace [ ARFHHITU T EMIZIERT, Citrix Workspace AR RIRERIE X
SERDAIRRE O

- MNBEEEHE
- UHREE MY AEE
- NINFRR A I
- MIBRH BN RS
2204.1
FEINAE

BIMETEMIERINE E T YA SEEDS (BEEEN SMANFIA SRS IMAREDSR) BEMOAEHERS .

Citrix Enterprise Browser it ff 7 €2 % & F Chromium kg 2 98 # Citrix Enterprise Browser g s
98.1.2.20, & Citrix Enterprise Browser FREIhEESIFAMEIEE , 1§17 Citrix Enterprise Browser X4 a9#

18 IhEEs

Microsoft Teams i1t

+ App Protection # Microsoft Teams 1521085 4= H T App Protection 89T Windows # Citrix
Workspace i RTE2F {4 F Desktop Viewer =8+, Microsoft Teams 7 ZiFENTBANRREE, EE
EEA T RN AEFFREME NN RFELE,

IBAR>C 1

BXEHEPELEE (EOL) r=Ghkas, ESIHIHMR L,

E=7HEHR

iEMAF Windows # Citrix Workspace Rz 2R Al aE & & RIB LA T AR E X Z R TIF I E = A1

iEAF Windows 9 Citrix Workspace 2R E =78 (PDF T&)
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BEEEREH

June 14,2024

2402 LTSR HFEBEMR=R
o BAIRERERE, AEREATHANEMKERRREEMNNE. CAEIERNETAEREMRETER
[RFWIN-32051]
o ENMEREAGNEAREN, BHTAERGHNAREFNEIIEF, [CVADHELP-24485]

o EEIEATF Windows i Citrix Workspace R F1E R, FIRE R 2R EE B E X EINIRENE 2 $H.[CVADHELP-
24513]

« Citrix Workspace i BiZF & RRE LATREFR X #F Windows Surface f@isiRfiliER. YEESRFER
TERM Windows VDA £HHMKIER S HILLE#, BASZRETARX TITARIE, REESR Citrix
Workspace M A#EF. [RFWIN-32050]

« Llappl #ffl, 7 appl BrFriEEHBME—1 VDA Baim— 1M RAERFE, SUEIELRTHNNAREFNR
MLl [RFWIN-32517]

« ¥FWindows 10 32bits x86 hr#, BAEREMERECHIR, EAIREARZFERENR.
[HDX-60308]

« Citrix Workspace M AEZFERRER LATRER &L Windows Surface fdisiR s, SEE2REXT
EZM Windows VDA X fmHI=iEl = IR, [RFWIN-32050]

o MRER—NELFRERZ MR, SMAsEsHf. [HDX-50486]

c HFEETRBEHNETRSHREN FRERSIREHNAEEIETRN, EURERIEMARNE.
[HDX-59798]

o UEERBAEZRLUMNETEN (FRZD GPUR), Windows Media Player (WMP) & E—& 288 £
ETRBERAT RAVENER. ATHRIEE, BRIAZMBEM VMR E4 EVR,
MEEFE 2 A EVR, i5 £ Computer\HKEY_CURRENT_USER\Software\Citrix\
HDXMediaStream T¢I DWORD AllowEvrH264 =0, [HDX-60494]

s HEHZEREHOSTENEEN, RS IMSMELEEEEENES, W— P 21 Receiver AJgEsFE
FESLHE, [HDX-48213]

+ BCR TJaEEIREMZ N EINR, MIE—NERXNENR. [HDX-61600]

- MREFEAINBRTHR, REVRDBRTE (HI, EHEXIEN) B, Citrix Workspace [ B2
EI, Ul XAMSHEEN AT RS NFEEERAN. [HDX-47575]

« F4& % Citrix Workspace [ZF#2F 2402 hRABY, MR B =R % Citrix Enterprise Browser, MAR&HIT
InstallEmbeddedBrowser=N 8%, [RFWIN-33169]
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o NRERBEFETIVERILAE SR, EAIREE—TRERRE—NS5MEE, MAEERIERPEN
BRI A8, [HDX-56344]

o MIEHIER > 125 > 2 M HIE AT Windows B Citrix Workspace R FBF2RF 2402 LTSR - F AR
B, sHEILUFEHEA:

L. Program Compatibility Assistant X

This program might not have uninstalled correctly

Citrix Workspace
Citrix Systems, Inc.

If this program didn't uninstall correctly, you can try uninstalling the
program using compatibility settings.

Uninstall using compatibility settings

This program uninstalled correctly

iteiEaTE Windows 11 i+ 84 EimBE . thsh, EREAEMIERSEZNHASHIMILR, SEM FiE > A
12 > AREFMIhAEREE. BMERKERENERES, MEMNMRINTER. [RFWIN-32669]

o BUAERT, Citrix Workspace N BiEFEHEERfEREEARNNARFRIEDIET. MRBEEDAHN
NRAREFSIFEREITEERE, BT HKLM/Software/Wow6432Node/Citrix/ICA Client
FECE AN DWORD BYEMZRI RUNCWAINPublishedAppSession, [CVADHELP-24070]

o R Microsoft Teams FEMIXG#ITRELE, [HDX-62146]

o MREREHEESSTHIEET Unicode F/, Citrix Workspace M AREFREEFBESHTEREE
LEPERZ, [RFWIN-32987]

[SZ1E-0

June 14,2024
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2402 LTSR 2R B]-

o MREEFLIZE ERETHET 2.9.700 489 Real-Time Media Engine (RTME), NETgeFTEITHE .
MM BREF RS, tEEHIEEAT Windows 8 Citrix Workspace 2R 2403 F1iEBTF Windows
B9 Citrix Workspace R F#2RF 2402 LTSR Rraseh, fi#RA%: aTLBITL TigiEZ—:

- MR Skype for Business 5 RTME &+ &M, 5% RTME 4% 2.9.700 Fr4ssk B ShR4s.
- WRFMEA Skype for Business, 5% Windows LERHNFH S (GFRN=iMERIER) E1E HDX Real
Time Pack,

BXEMER, BBRAMIAFLXE CTX676765, [HDX-63684]
o EWERZHRHR, ALT +TAB RBAIEEFRERTF macOS EF ik, [CVADHELP-23085]
o FEERRELFAZHF BCR MSI izkk, [HDX-62636]

s MRBEBPIHENRET Z M MaM.Net, FB.Net 74 = Citrix Workspace M BEEFRERIRRAE, %
MRS ERBE). [RFWIN-32377]

RAEERMEDN

June 17,2024

2K
EHFER

+ &1 2 GB RAM,

o THREMT HXRE Citrix Workspace M AT RN ETENIFHAES.

RIEATY PR == 8]
= Rt 1GB
FHK 1GB

AR

- RERFNIREELZECLENBETERITRE
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https://support.citrix.com/article/CTX676765/citrix-workspace-app-2402-autoupdate-causing-launch-failures
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- MRLERFREIEBPRANERTERE, WFAERZMTIEE, MEE \Citrix\Logs\
CTXWorkspaceInstalllLogs—* hid REIZHE.

MEER

+ Microsoft Edge WebView2 Runtime kiizs 119 siE S kR4
+ .NET Framework 4.8 #1.NET Desktop Runtime 6.0.20 i &=k
+ ERHhRZH Microsoft Visual C++ Redistributable

FE
EAMERE Microsoft REME=AmEiAH (Flan: .NET Core. .NET Framework. VC BBk {THMHE .
Edge webview) WEELLEHEZR, AIUERUTAEZ—:

o EEFIHITEN LEBA Windows BEhEH
o ITEERE Y SCCM £TEEREBIMEFEE

Microsoft Edge WebView2 E3k

« Citrix Workspace M fB#2F 5 Evergreen Bootstrapper kiia# Microsoft Edge WebView2 Runtime
i‘]’%?‘j—:_@o

« Citrix Workspace N F2F R ERF AT LUIE R 2 Citrix Workspace M B2 2R % Microsoft Edge
WebView2 Runtime, 82, BTt R %, EnHuEES Internet, 34E, EATLITERE Citrix Workspace
R RIERF Z iR ESEMBIM Microsoft Edge WebView2 Runtime Evergreen Standalone Installer
e,

o REMMBERGARLLT URL:

- https://+.dl.delivery.mp.microsoft.comfxi Citrix Workspace R FHiEFiT
2T Microsoft Edge WebView2 Runtime, BX¥4E8, 1E51A Microsoft Edge if s s iF
N

- https://msedge.api.cdp.microsoft.com &% Microsoft Edge WebView2 Run-
time E#

- Internet %z
- IREWRAERGARLT URL:
AR

LYERAFERAIFTERINBERE R4 Citrix Workspace MB#2F, # A Microsoft Edge WebView2
Runtime REHEHN, REBFEFELEHETUTHER: “DANEEBERGHERTELEUTHEREE: Edge
Webview 2 Runtime”,
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https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/
https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/#download-section
https://learn.microsoft.com/zh-cn/deployedge/microsoft-edge-security-endpoints
https://learn.microsoft.com/zh-cn/deployedge/microsoft-edge-security-endpoints

iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

NET £k

WEFMN

+ .NET Framework 4.8 #1 x86 hiza<#J.NET Desktop Runtime 6.0.20 s{EShids. BIfETE x64 R4iH, th

WAL X86 hRZ,

+ 9N8R7E Citrix Workspace R AEFLESZHRENET, EHEREML Internet Eiz.

. EEREN

=z

P =W

LIsEAFERIEEERNRREH T Citrix Workspace N B2, BERZiH kL% .NET Framework
4.8 #1.NET Desktop Runtime 6.0.20 S ShAET, LEEIFLM.

REFE

.NET hrz&

Citrix Workspace A 2R 1904 REShRARE.NET
Framework 4.8, B&7T.NET Frameworkspace 4.8 2
b, Citrix Workspace R 2R 2309 X ESIRAEE
RTE x86 1 x64 R4 15 x86 hiia<#.NET Desktop
Runtime 6.0.20 X ES kR4,

SNfRIERE?

7% 1: Citrix Workspace R FfZFRE.NET
Framework 4.8 f1&# ki A<#.NET Desktop
Runtime 6.0 RN AREFTE, LLERELRE, &
Z Internet &, REXTENIAIE
downloadplugins.citrix.comiz URL,
77k 20 XWFRE Internet EZEMIGE, BERALUERE
ETETm FE Citrix Workspace [ BiEFHIBR it
BRF. Ithoh, ERRATTUCEAERZESE (W SCCM) &
ik 31 1ERE Citrix Workspace i AiEFZ A1, B
RATUSFIM Microsoft s %3 NET Framework
4.8 1 .NET Desktop Runtime 6.0.20, EiXTH&EH
hA<#9.NET Desktop Runtime 6.0 (6.0.20 SE=HR
),

Microsoft Visual C++ Redistributable 25k Citrix Workspace M BEFEERHThk4<89 Microsoft Visual

C++ Redistributable,

} =

=

Citrix B E AR ARAM Microsoft Visual C++ Redistributable, &M, AR IIEPEIRESEMERS

T

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56


https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://go.microsoft.com/fwlink/?LinkId=2085155
https://go.microsoft.com/fwlink/?LinkId=2085155
https://download.visualstudio.microsoft.com/download/pr/33eced41-f212-46df-bb2f-12d4b891e667/f55a4581dd72a971f21e9562816c7430/windowsdesktop-runtime-6.0.20-win-x86.exe
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BHHiRZ 1904 &2, Microsoft Visual C++ Redistributable %22k Citrix Workspace M REF LR EREFTE,
Citrix Workspace AR RERZF, REEFRNERAPEEREE Microsoft Visual C++ Redistributable
BFE, FEXERRTRE,

AR

MREMARGHREFE Microsoft Visual C++ AIB R 1THKE, FERAIFEERMNERE Citrix Workspace [

FAEFARERRK.

DEBIERESEE Microsoft Visual C++ Redistributable 2=,

A% .NET Framework g% Microsoft Visual C++ Redistributable ZitinBp iz, 55017 Citrix FHRAOX
= CTX250044,

ERER

ThEEAREEBIE  R%EF~FH Citrix Workspace A2 IR, EFEMAThaEREME A LaunchDarkly WE=
HBRETE Citrix Workspace N B2 FRISZRAZEMNINEE, BMEZINEEE R MrLt.

TEEMEAERENTERERHT LaunchDarkly #ymE, BYEEE 7 ELLELH RSN ISR RIEEERI, EX
ERT, ERIBEREREISE URL 5 IP tiitEB%#4#2] LaunchDarkly 8955 E,

AILUEAFEEEILLT URL BORE:

+ events. launchdarkly.com

+ stream. launchdarkly.com

« clientstream. launchdarkly.com
+ Firehose.launchdarkly.com

« mobile.launchdarkly.com

MEHTIEAYFFIRPFIHE IP sk, 3585 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I%&), FKEXY
HIFRE IP #iSEEIGIR, EILX@ﬁHlH:’i'J%@ETﬁE‘TE’\JBHAi RRERSEEMH, WESEMEMERRIT—B. %
BEREMTERRSHIEEER, 15218 LaunchDarkly Status B,

LaunchDarkly 2#ER  NRE7E Citrix ADC BB U TIRSMIFBEIRBENX, BRIENBEFETHEBS U
THRSZEE:

« LaunchDarkly g%
+ APNs 007 2siRSS

28 LaunchDarkly fR$3 T LUERASEEITR (GPO) H£#K2 A LaunchDarkly AR,

1. @17 gpedit.msc 77 Citrix Workspace 7 B2 4H 5 IEIT R EIRIER
2. EIHENEET AT, BEEEER > Citrix 41 > Citrix Workspace > &4,
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https://support.citrix.com/article/CTX250044
https://app.launchdarkly.com/api/v2/public-ip-list
https://status.launchdarkly.com/
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3. ERBIEME=AREMIEREABHIREN "EBA
4. BENRAMMBE,

iT)

ImHA

BXFRHANGES, HSEEA Citrix BE%0.

REMTIE

Citrix Workspace M B2 F 5 Y aifrE =151 Citrix Virtual Apps and Desktops. Citrix DaaS (LLEI#R A
Citrix Virtual Apps and Desktops &%) #1 Citrix Gateway hRA&FE, XLEhRZATE Citrix 7= @ 4E AT E T
o

AR

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £33, 4 Citrix
Workspace WABEFES, XEER nFactor BMHIIERNAZHHE, AXF4MEE, B2 Citrix ADC X
AP RE S HIIENESHRIE EPA 3f#E 85 nFactor SHBRIEPHN— MR,

o (RYEFIKET Microsoft MERLIFHT BXIFAT, 7 2#57E Windows =% Citrix Workspace [z
BiERF.

+ Windows ARM64 #2{ER S ERESRT FZIHERT Windows # Citrix Workspace M B#EF.

« —B Windows 10 i & EARS L IERE, ZRABFREH Microsoft iIRERS 15, Citrix i
EEFSAIZFNRERAPETHERME. BX Windows 10 £HRERSHE L, 1ES1@ Microsoft #9
Windows % #& E DR N 4B,

i&AF Windows # Citrix Workspace M AREFE ST Windows #ERARE:

1BIFRS%

Windows 11

Windows 10 Enterprise (32 {iifll 64 fiihk4s) . HXERH Windows 10 kA4S, 521 Windows 10
53&ERAF Windows #J Citrix Workspace M RZFHERE,
Windows 10 Enterprise (2016 LTSB 1607, LTSC 2019)

Windows 10 (Home Edition*. Pro)
Windows Server 2022
Windows Server 2019
Windows Server 2016

* AR EESHIE. Desktop Lock. FastConnect API IREEMANIEA Windows HHEHHE S,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#common-citrix-communication-ports
https://www.citrix.com/support/product-lifecycle/product-matrix.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-preauth-postauth-epascan-as-factor-in-nfactor.html
http://support.microsoft.com/zh-cn/help/13853/windows-lifecycle-fact-sheet
http://support.microsoft.com/zh-cn/help/13853/windows-lifecycle-fact-sheet
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html#windows-10-compatibility-with-citrix-workspace-app-for-windows
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html#windows-10-compatibility-with-citrix-workspace-app-for-windows

iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

Windows 10 5§ 11 58 F Windows £ Citrix Workspace S BREFHNFES L

T&R5IHT Windows 10 kiiasS LUIRERTF Windows 89 Citrix Workspace R REFHEN E B RS,

Windows 10 k&S RERRZAS S Citrix Workspace R B2 R zs
22H2 19045 2206 ME=hias
21H2 19044 21121 &EEhRAE
21H1 19043.928 2106 ME=hias
20H2 19042.508 2012 XE=hias
2004 19041.113 2006.1 &EEhRA
1909 18363.418 1911 &EEkRAE
1903 18362.116 1909 &EERA
1809 17763.107 1812 MEERZA
1803 17134.376 1808 &EERZA
EI=W

Windows 10 kA& 52 K# Citrix Workspace F 2 AR, 190, Windows 10 kiizs 21H1 5 2106
ZHIHRRAER RS,

T&RHT Windows 11 iiasS RERTF Windows 89 Citrix Workspace N RZ2FHEN E R RS,

Windows 11 fr#&S RE RS Citrix Workspace [z FEFAR S
23H2 22631 2311 REShRE

22H2 22621 2209 REShRE

21H2 22000 2109.1 &SRS
LHEFNENE

June 17, 2024
ATM Citrix W FHIIEH SR ARN THIE (G0R%H\) T# Citrix Workspace M B~ER.
AILGEE U T AR LR G
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https://www.citrix.com/downloads/workspace-app/
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o BITETF Windows WX ERZERS,
13

« BABSTAEBAREREFXHE. REGSNRERN. BXEAGSITRERE Citrix Workspace R
BFNER, BERAEAGSTSH

=W

PIHEEREREMEUBNRARENR, NARERERDHFR,

FREERMIEEERNIRBITRE:

AFRMERREAILILRE Citrix Workspace M FER, (REBEE S HI0IE. 225 R App Protection, Microsoft
Teams VDI &+ #1 Citrix Ready Workspace Hub 55&MF Windows 89 Citrix Workspace [ A2 F 4 & A
NABEEERNR.

TRERT UBSBRARAF FHRE Citrix Workspace L BEFRNES:

REXHF TR

BEIER ERTF 64 fi: C:\Program Files BRARE
(x86)\Citrix\ICA Client, EBF
32 fiu: C:\Program
Files\Citrix\ICA Client

=) %USERPROFILE%\AppData\Local\GifeCA
Client

AR

BERYUBERPREN Citrix Workspace R BIEFHISEEI, HMIhdkE L,

BT EEM%E Citrix Workspace M BiEFHN&mS

£ /CleanInstall ®#<$EREZAIHNHENFABERREL, FINXGIEIMRE, AELMRENMREH Citrix
Workspace B2

B3N
CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

BETHRRANTE

AT L@ F5hiafT CitrixXWorkspaceApp.exe REZF B R R EZER T Windows 8 Citrix Workspace R B2
o
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#using-command-line-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configuring-sso-to-workspace.html
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/optimized-microsoft-teams#install-microsoft-teams-vdi-plug-in
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/2402-ltsr/optimized-microsoft-teams#install-microsoft-teams-vdi-plug-in
https://docs.citrix.com/zh-cn/citrix-ready-workspace-hub.html

iEATF Windows # Citrix Workspace 12 2402 LTSR

1. BapCitrixWorkspaceApp.exe X

RHARWIE Citrix Workspace MRREFFIBNAERY, HERENBHREZNAER,

@ it orkepa -

Preparing your device for workspace
installation...

Instelling Prerequisites...

RERNEANE, BHEIIGDER Citrix Workspace REREFRE.
2. sk, WA Citrix XTI E.
3. FEEFES “Citrix Fai” Fasgst, Citrix Workspace W BEFHRESEHITHM IR,

4, FREERNRHTREN, MREESA App Protection Thie, &% EE5 App Protection £ik
#E, Citrix Workspace [z BRI I REMREHITH R INTE K.

©

HE:

TrolleyExpress # #ft 5 CWAInstaller—-<date and timestamp>, #l &, H & i2
£ &£ C:\Program Files (x86)\Citrix\Logs\CTXWorkspaceInstalllLogs
-20231225-093441 i &,

& Windows M ERE

1. S#1% Microsoft M AIE.
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2. 8% Citrix Workspace.

< @ Citrix Workspa pe A

(R

Home

asi

Apps

(AN

Gaming

&

Movies & TV

I\

Library

@

Help

C

Citrix Workspace

Citrix

Get

1. #& Get (FXEY), Citrix Workspace M BEEFB R,

FILUBSIEE FRIM G SITIEIRBE X Citrix Workspace 2R RERF. REEBFORBERMNRERFZAE
BEIRFIRER. TEERSEFEEFXMG. AREURBDZ TN BEFEERANIGIER.

EEA Windows s$17%4E Citrix Workspace RABERF, EBRMGSRTNHE—THEAUTRE:

« BREFXHSR,
 RESL, MUK
REREM

ARG ERSHEENT:
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CitrixWorkspaceApp.exe [commands] [properties]

mLITBHIIR

BRABDRNT:

A
#
&®
« HDX RS %K
o BETMAR RIS
o SMHRIESE

3k
W
o

L]
ol
W
e

X
W
%

)

HRSHK

e P BH

?8 help FIHFrERERSHE %,

/silent ERESEPERAREHEENMRE T

noreboot ERESEFRIEEREHBIRT. BILEREHMBE

/forceinstall

BB, RTFEERSH USBI§E&TLAIR. REESEH
Brhg&EA28E USB i,

BERSPREN Citrix Workspace B FFEFHERTL
BEEHKEN, AXEEER. MARIZHEH Citrix
Workspace [z REFhRAFR IR REEHFRKKET,
AL X,

AR

forceinstall F*2 rcu F*MEH, rcu FXBEMRZA 1909 BEFA. BXFAER, B2PIFMA.

EEIEL S

HE] A ST

« @1%: AutoUpdateCheck

« BA: k&< 4ER Citrix Workspace M ABIEFAER A BEHBHHITR,

TEZAHENE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 63


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#common-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#update-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#hdx-features-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#preference-and-user-interface-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#authentication-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows.html#deprecation

iEATF Windows # Citrix Workspace 12 2402 LTSR

AutoUpdateCheck ®$1&

iR

Tl

B (BUARE)

ALRE AR AERNRE L HEN,

CitrixWorkspaceApp.
exe AutoUpdateCheck=
auto.

Fnp EURENRNASAsRAEE @M, CitrixWorkspaceApp.
FoteEBH, exe AutoUpdateCheck=
manual
B2H BHABEH. CitrixWorkspaceApp.
exe AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck mitESE, wigE 7 EEiE AutoUpdateStreamDeferUpdateCount
. AURolloutPriority SE &%,

ERE B HAIARE

» @m®AutoUpdateStream

o WP - MREEEABERH, NWAILLEREEHRNRE. BXFMAER, FSHRLEHEFHEEM,

TEZFIRERIE:

AutoUpdateStream &x<1& BiEA 5l

LTSR RESHERIKBPRSIREEREH,. CitrixWorkspaceApp.
exe AutoUpdateStream=
LTSR,

Y] B sh B IRk asiy Citrix CitrixWorkspaceApp.

Workspace B2, exe AutoUpdateStream=

Current

HIREHEA

» @%: DeferUpdateCount

o WiER: fER B AN A LUEREHEUR . BXIFAER, B

TEZATRENE:

27 Citrix Workspace &
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https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/update.html#advanced-configuration-for-automatic-updates-citrix-workspace-updates
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DeferUpdateCount &:<-& WiER AN

-1 (BUAE) AVFHERERIRIEM CitrixWorkspaceApp.
exe DeferUpdateCount
=-1

0 ETHNEMNTAEREE (0 % CitrixWorkspaceApp.

EfRIEMEF “n”

%@, THIREEHEXILENR
B1ES.

o VR nRBH. LUSiRE

FETET “n” Ko

exe DeferUpdateCount
=0
CitrixWorkspaceApp.

exe DeferUpdateCount
=<n>

AR

B & B T Windows 8 Citrix Workspace W B 12 ¥ it 2 2207 2,

DeferUpdatCount 2#FEHH.,

REHEH TR

+ @%: AURolloutPriority
o BB HMRAMNARFAIARN, Citrix RTERERMHREEER. ERLSE, ErLUSHITER ARG

Bl EMIEE T UKL H,

TR -NBY i8] AT LARE UK R o
TERARENE:
AURolloutPriority fn<1& BiEA Pl
B (BIAEE) &7 Citrix BB SRR CitrixWorkspaceApp.

B

ERER N BRI R R B .

ERBTER(THAE ia By ER UL B ST,

R ER N ARBE RN IR E .

exe AURolloutPriority
=Auto

CitrixWorkspaceApp.
exe AURolloutPriority
=Fast

CitrixWorkspaceApp.
exe AURolloutPriority
=Medium

CitrixWorkspaceApp.
exe AURolloutPriority
=Slow
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FHEECE S

EENAEE

o @< ALLOWADDSTORE
o WEH: AWERIBEENSHEENABE (HTTP 3 https).

TEEREEMNE:

ALLOWADDSTORE &4 & WiRH ANt

S (BRIAE) RAVFERINBMRR SN AEE CitrixWorkspaceApp.
(EB HTTPS &L &), exe ALLOWADDSTORE=S

A RIFERINSIBIRR &N ARE CitrixWorkspaceApp.
(HTTPS) iR 2N BEE exe ALLOWADDSTORE=A
(HTTP), %2 Citrix Workspace
MAEFRRERAPREN, NFRER.

= AarArPAmSREEcrNAER  CitrixWorkspaceApp.

IEo exe ALLOWADDSTORE=N

B BB EREREESM

o @< ALLOWSAVEPWD
o W AWEENMRENABEERE. WSBGERTER Citrix Workspace R IR A RS,

TERFAENE:
ALLOWSAVEPWD #<1{& BiEA ANt
« S (BiAE) RAFRERENABENSEE (8 CitrixWorkspaceApp.
B HTTPS EZ&). exe ALLOWSAVEPWD=S
& RAVRTFER, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=N
A AFRERLMA®E (HTTPS)#1  CitrixWorkspaceApp.

FLRLMNABE (HTTP) B, exe ALLOWSAVEPWD=A

RGP TREEENAREIENRA

2457 StoreFront WARE URL, EHRITLATRE:
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CitrixWorkspaceApp.exe /silent
STOREQ="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR
App Store

<!--NeedCopy-->

I8 Citrix Gatewaya ZAEE URL, iBHITUUTRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrh, Storename {5 nEERENNABENRT.
AE:

« EZNABELES, RaiF—h Citrix Gateway ARE URL BBE, HEZEEXAEIIREMTIH
(8% STOREO0),

o EALLAEREER Citrix Gateway RZAEE URL Az##ER Citrix Gateway B9 PNA Services s,

« #87% Citrix Gateway ZA®EE URL Bt, RHEZE “Discovery” £#,

BEESMVABE, FHITUTEE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0n;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy-->

AR

o BESMENABRE URL -84 discovery LBHRITEES ST,
« Citrix Gateway A@E URL B MR EEBEMNNAREE URL FIRPHE—IEE,

RESH

E5h App Protection
« @1%: startAppProtection
o BB BIMRHEFHZTRAICINEFEHRTERETMNEES, B App Protection A HIRAHILENZ
2,
o 1ffl: CitrixWorkspaceApp.exe startAppProtection

BXRIEMER, EBE App Protection,
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AR
startAppProtectionFF*2 includeAppProtectionF*f&ik,includeAppProtection
AXEFM. BXEAER, FERFR.

HEfs Citrix Enterprise Browser —i# & {4

o #8¥: InstallEmbeddedBrowser
« 35BA: HEB& Citrix Enterprise Browser Z# IS,
o 1f5l: BT InstallEmbeddedBrowser=N F&LUHBRER N TN S 28 THAE,

& RBETELUT &R T HEBR Citrix Enterprise Browser Zi##Is0f4:

. SRR
« MFE%Z Citrix Enterprise Browser Zi#HIS HFHIRRA#HITH R,

MR & Citrix Workspace BEFER A8 & Citrix Enterprise Browser Zi##IXff, #FBEEEHLEIRE
2002, Citrix Enterprise Browser Z#IXX S EFA&SIZH BEIE o

o« % INSTALLDIR

« YiBE: $87E Citrix Workspace M BEFRENBEXTEB R, HMikEEHR C:\Program Files\
Citrixe

o &fl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.

AR

Program Files X{F kZR2ERARIP. SRBMFERA Program Files LSMNIBE XX HEE, EHFZX <A

B EFRRNRH B Z EIRIP.

TRE—IHSMTELHE
« #%: ADDLOCAL
« i%B8: R ADDLOCAL $#%% Citrix Workspace M AREFN— M REMEIE AN, FEALEN, MBERE
EFER M, Citrix Workspace R BREFRBIINREFRBBEAM,
==
BATENERERBERE Citrix Workspace [ 2R E AT EA A A ADDLOCAL %, RIAERT,
NRKIEER ADDLOCAL B8, MIFERE Citrix Workspace M BEFIE R ISME A,

T&RYIHT ADDLOCAL BZHHIAE A
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ADDLOCAL &= HAHEM WiEA

ReceiverlInside Receiver HNEMRSEGRHIEX SDK AR
%o

ICA_Client HDX 5| AR R AR ICA XU RIEBED
272,

BCR_Client BCR &P i BTABAENEEE RES,

USB USB &R i BT aE USB EEmBviEH.

DesktopViewer Desktop Viewer E i EINEEN AR REER.

AM AuthManager BRI EIRES - A P51
Citrix Workspace M B2

SSON SSON BRERAHN - TRHERER.

SELFSERVICE BERS AT Citrix Workspace BuiEfF,
BFAHEEh.

WebHelper Web #Bhi2E FF#&3528 54 Workspace [

CitrixEnterpriseBrowser #lsgs

EPAClient EPA i

R ERERER.

AR P Citrix Workspace [z
BERUR2HHRITH Web 3
SaaS MARFRIANN K2R,
BFRITHma D EEa

B0, ERAUTEHS, EaURESSHRIIAANL:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer,AM,SSON,SelfService,WebHelper,

CitrixEnterpriseBrowser
<!--NeedCopy-->

AR

ZUAERT, App Protection IhgEB %%, Fitk, AppProtection FEB=Z ADDLOCAL MEMI%ET,

L% Citrix Casting

BE.

s3F Citrix Workspace [ZF#2RF LTSR ks 2402 RE=RRA, BMEER IncludeCitrixCasting®
SthFiERE Citrix Casting. EfEALLINEE, HAEARKIAR Citrix Workspace M ARZFRAE, BXFHME

B, FZHAFANHE,.

« 1% IncludeCitrixCasting
o YiBA: EREIEPRE Citrix Casting,
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B % Citrix Casting H¥4{E 2., 35517 Citrix Casting,

HDX Thae &k

RENEARBEEM

o 83 ALLOW_BIDIRCONTENTREDIRECTION

o BB BRREEFF RS ENZEBATNANSEER, BXIFHES, iE2H Citrix Virtual Apps and

Desktops XI4HHN RN A EE M HE I EE .

TERATENE:

ALLOW_BIDIRCONTENTREDIRECTION

WmME BEEA il
0 (BHAE) BT NEABTEEBLFERARS. CitrixWorkspaceApp.
exe

ALLOW_BIDIRCONTENTREDIRECTION
=0

1 EBETINEABTEEMLTFBRARS. CitrixWorkspaceApp.
exe
ALLOW_BIDIRCONTENTREDIRECTION
=1

KB FAIERFR

o @< FORCE_LAA

 ¥iBA: 187 Citrix Workspace Z BEFHE P in At BRFIHRAGRE. BEEAEERANBRRE
Workspace [fA#ERF, LUELAHERITIT. BXIFMES, E2 “Citrix Virtual Apps and Desktops”

XA FRAE 7 A

TERATRENE:

FORCE_LAA &4 f& WiEA ANl

0 (BHAE) BN AR R AR M FARE iR RIE . CitrixWorkspaceApp.
exe FORCE_LAA =0

1 ERRERPmAMNARERFARA CitrixWorkspaceApp.

o

exe FORCE_LAA =1
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EAFRE LISE URL EEMThEE

o #%: ALLOW_CLIENTHOSTEDAPPSURL
« YiB: EAFIEE LEA URL EE@IIEE. BXiF4=8, 5@ “Citrix Virtual Apps and Desktops” X
R AR B2 1A 1o

TEZAHENE:

ALLOW_CLIENTHOSTEDAPPSURL
mYE PR il

0 (BRiAE) FRAFEEERA URLEEANREE, CitrixWorkspaceApp.
exe
ALLOW_CLIENTHOSTEDAPPSURL
=0

1 TEAPEE EEA URLEEAMEE. CitrixWorkspaceApp.
exe
ALLOW_CLIENTHOSTEDAPPSURL
=1

BRI A IERR

« #n%: LEGACYFTAICONS
« iR HEELRERERTSITMHINBERF BB MR XEXBI S S X B EIT.

TEZERAEMNE:

LEGACYFTAICONS 418 LA 5l

False (ERIAfE) ERSITANNBAREFEEXHERE  CitrixWorkspaceApp.
KB XA X BT, 18BN exe LEGACYFTAICONS=
false BY, BRIERFIGHEE HEIE False
ENFE BRI SIS E R — N EIT, %
ER G BB EIRR ) WSRO 2 AR
12 BN = 1038 A EARAA R

True FERSITRANKAREFEEXHEX CitrixWorkspaceApp.
B R BXAY SIS B S 4 Y EATR exe LEGACYFTAICONS=

True
BRI AR RIS

£ R REMKRELEERESINER
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meE iEA BREM Nl
CitrixWorkspaceAppigRE “Fia” HEhmRiE RNVERT, NARFET BRRESIKBERS>
.exe FRAWER. TR > FrEREFT. AILl  FrE#EF > Workspace
STARTMENUDIR £ Programs Xf&kd T, BHEE
FEEIRFE A T RIAENT BR 1R STARTMENUDIR=
Workspace,
CitrixWorkspaceApplEERERESFXHNER. FLUIEERESIHNENE BRRESXNREEFTSE >
.exe DESKTOPDIR . FrE#2% > Workspace
T, EEE
DESKTOPDIR=
Workspace,
AR

£/ DESKTOPDIR #mAt, 5% PutShortcutsOnDesktop mig&EH True,

EHIxS B B ARSS B9 IR PR

« m%: SELFSERVICEMODE
 BA: $EHINT EBIBRSS Citrix Workspace Rz 2R A P R EAiAE.

TERFTRERE:

SELFSERVICEMODE #&41{& BiEA ANl

True IEBTAPERAREMRSAF AT, CitrixWorkspaceApp.
exe SELFSERVICEMODE=
True

False ETAPERAREMRSAFRE. CitrixWorkspaceApp.
exe SELFSERVICEMODE=
False

EHISIETRE

« @< ENABLEPRELAUNCH
o iR BEHRIETNER. BXFAER, BFERNAEF B,

TERATENE:
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ENABLEPRELAUNCH #41{& BiEA Tl

True BT RIETR ML T BRARKS. CitrixWorkspaceApp.
exe ENABLEPRELAUNCH=
True

False BTRRIEMSIEEL FRRRS. CitrixWorkspaceApp.

exe ENABLEPRELAUNCH=
False

fRfE “RERNT M “EINER M

+ @i%: DisableSetting

o BBA: RRRIREAXAMEMERED, FEAESRAEERRTET. BXFAREE, BEHRE "SHEEN

ROREBEIRE,

TEZAENE:

DisableSetting & <& BiEA Tl

0 (BHAE) £ BEEET XPERRESRX  CitrixWorkspaceApp.
MEIMERED exe DisableSetting=0

1 R “BREEN XRHETENE CitrixWorkspaceApp.
ORI, exe DisableSetting=1

2 RE “BREEN KRPBRHEES CitrixWorkspaceApp.
HEBL, exe DisableSetting=2

3 £ “BREEm RPREREAR  CitrixWorkspaceApp.
MEFERHED, exe DisableSetting=3

BRZFPFENREITY

o #8%: EnableCEIP

 WHE: IBRES5EFFREEIR (CEIP), BX¥MER, B2 CEIP,

TERARENE:
EnableCEIP & <& BiEA 5l
True (BRAILE) M Citrix ZPEKRHREITR CitrixWorkspaceApp.

(CEIP)

exe EnableCEIP=True
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EnableCEIP #4{& iEA ANt

False EIFIRE Citrix R AERMEITR CitrixWorkspaceApp.
exe EnableCEIP=False

=R AlwaysOn fRER

« @i%: EnableTracing
« H8A: =% AlwaysOn BRERINHE,

THEZRAERE:

EnableTracing &5 1& iEA 5l

True (BRINEE) B AlwaysOn FRERIHEE, CitrixWorkspaceApp.
exe EnableTracing=
true

False =/ AlwaysOn BRERINEE. CitrixWorkspaceApp.
exe EnableTracing=
false

FEEARIRGIA IR EMNE R

o % CLIENT_NAME
o PR FEREARSERARIRA AR IRENET.

« <ClientName> - {8ERS 28 LARIRBIAAIZEN B, RINEHA %6COMPUTERNAMES%,
« =fjl: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%.,

REFHRBIRENSIHENSTRMERE

« #7<: ENABLE_DYNAMIC_CLIENT_NAME

o A AFEFRBMSHENBIER. EXUTENRTE, EREIMBEEZEL.

TEZATRENE:
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ENABLE_DYNAMIC_CLIENT_NAME

we % ER ANl
= (Biags) AR P imE RS T EN & MRER. CitrixWorkspaceApp.
exe
ENABLE_DYNAMIC_CLIENT_NAME
=Yes
= AAFEFHEHSIHENEHER, CitrixWorkspaceApp.
A CLIENT_NAME BMiEE—" exe
&, ENABLE_DYNAMIC_CLIENT_NAME
=No
BHRIESE
BERRER

o % /includeSSON

o B BEREUBEREMRE, 155 Citrix Workspace M BiZFH Single Sign-On AfFRE, HXF4E
B, BBRAEERSHIIE,

o ffl: CitrixWorkspaceApp.exe /includeSSON

AR

includeSSON @<L HeH % Citrix Workspace R RBiER.

BRERER

« @3 ENABLE_SSON
« 5B8: Citrix Workspace i A#EFEE /includeSSON < RENERERER. EX¥MER, B2

A== RS
TEIATRENE:
ENABLE_SSON #<1{& 1t RA ANt
Z (BARE) ETEBRERER. CitrixWorkspaceApp.
exe ENABLE_SSON=Yes
ES ETRERERLTEARS. CitrixWorkspaceApp.

exe ENABLE_SSON=No
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% Citrix Workspace M FBiZF
FERET Windows FIENHIZFEIE

AT MIEHIER P EEERTF Windows 89 Citrix Workspace R 2R, BXFMAER, E2AHFEER T Windows
B9 Citrix Workspace R FRZFE5

==
AR

7z Citrix Workspace A2 =& e, BaWE|—5E# Citrix HDX RTME BR4+-BRIRT. BEREHRSE
ENH,

fERLTTHREHETEHEH

AT ME LTI T an<EZ Citrix Workspace MR :

CitrixWorkspaceApp.exe /funinstall
<!--NeedCopy-->

T F TR EE Citrix Workspace g, EBTUUTFHX:

CitrixWorkspaceApp.exe /silent /uninstall
<!--NeedCopy-->

==,
AR

Citrix Workspace R 2 REEFARIZSS GPO BXAEMRDT, ANEHHERREXLIMRT, NR
EMEMEE, EER gpedit BHREEFIGEMR,

HUEHERR

HIRAED

s BXRERFHEXNBEIRNE, B2 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe
InstMsi.exe #iRER) o
o BXASEXRMEBIRAE, BB System error codes (RFHIRARD),

REEFESUE

RINERT, REEFASUTFUTUIE:
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REHENMHK RIEHE
EER EATF 64 fii: C:\Program Files BRSRE
(x86)\Citrix\Logs, &EmRTF 32 fi:
C:\Program Files\Citrix\ICA
Client
=)= %USERPROFILE%\AppData\Local\&ifiR\kass
AR

TrolleyExpress # it 5 CWAInstaller—-<date and timestamp>, #l @&, H & i2
£ 7 C:\Program Files (x86)\Citrix\Logs\CTXWorkspaceInstalllLogs
—-20231225-093441 i &,

R HERR

BRI

s BXREBRFEXNEIRNE, B2 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe
InstMsi.exe $IZHEE) .
o« BXASEXRMBIRA, BB System error codes (RFHEIRARD),

REEFASMNE

RINERT, REEFASUTFUTUE:

REHENMHK RIEHE
EER EATF 64 fir: C:\Program Files BRHRE
(x86)\Citrix\Logs, &EmRTF 32 fi:
C:\Program Files\Citrix\ICA
Client
=)= %USERPROFILE%\AppData\Local\&ifiR\kass

=& Citrix Workspace M Bi1ZF

&& Citrix Workspace M AREFERRRIANGE.

EE& Citrix Workspace ZRiEFE, UTHMERKESR:

#
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s FAIBEEEMNIKP MM AERE.

o BEIRSIEMGRENNAER. EERFEMRDI,

o BERSIRM G H LXK,

o BEHNXHFRFHNED,

. BAFAMKRIKE,

s SHBENREREIMRISE.

+ ERAT Citrix Workspace 2R Citrix Gateway EMRIEE.

MELTREITU T o< UEE Citrix Workspace MBERE:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" —-cleanUser
<!--NeedCopy-->

BEHRTERTEE, BEAUTH<S:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" /silent -cleanUser
<!--NeedCopy-->

=

AR

BESHFERKRE U

E & Citrix Workspace ZAEFAEMUTHE:

+ Citrix Workspace N BREF R4 R,
o FitEW ICABIEIRE,
« Citrix Workspace [ BiZFHIASEREITR (GPO) EERIRECE,

#BE

June 14, 2024
AT L@ AT A58 Citrix Workspace R RTER:

« {£/ Active Directory #:Rfl /S shil 232 EE AT Windows #9 Citrix Workspace M FiEF. B % Active
Directory {58, &8 Active Directory Rz,

« ERINEATF Web # Workspace Z&i, ER#ERTF Windows # Citrix Workspace M #EF. BXi¥
M B, BERERERET Web #9 Workspace,

«+ {£/ Microsoft System Center Configuration Manager 2012 R2 &8 F## 9% (ESD) T8, BXi¥4
58, i&2EMER System Center Configuration Manager 2012 R2,

« /A Microsoft Endpoint Manager (Intune), Bx¥MER, &2 Microsoft Endpoint Manager
(Intune) F#82 Citrix Workspace MAER.
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5/ Active Directory Fl/xflfizx

AILUEA Active Directory BRI HIZARIBA L L MERE Citrix Workspace MATERF. Citrix BiERZATmIER
B.msi Xf. BXEHENERES, 15205 Microsoft sz,

231 Active Directory fFEZ, HHRITIUATIERE:

1. AEMEAeE— MR M (0U),
2. ASMHEIEN OU glE—MAKEEIR (GPO),

BX7E Azure Active Directory el OU WfER, i&ESIRTE Azure Active Directory iR SHEE P OIREELR
fi (OU),

L (iR

ERS N XTI PR A T SRR IEMA

o HETRGEIRA - IEENMRASBETRIE, BEREE, BEHEHLE, Flm, &8 DesiredVersion
= 3.3.0. XXXX USRI IEEMIRAE, MREIEE TEIRAS, FIi03.3.0, ZASKS5EEZHE
(3.3.0.1111. 3.3.0.7777 %) BYEfThRZAHEILAD,

s MEAMB[HMERR - WBHIEEES Citrix Workspace MAREFLREREFHGENMELE, BAHME
BITEMIIE, BAEHEXHRE R WNRIEER “FREA

s MZABAEIERER - EFTEASHMERZ URMARHITEHIIENMEREZ, SURAPHARANHZH
FEBFIEEMNE AR,

s R ORERFHSITIED - XEGSITETFZEINRERERF. BXHIMEL, BEBRAEAGTSITEH.

fihz

Citrix Workspace R B2 R &2 01EA TR EMESH Citrix Workspace i AEFHEITEHNNERF AR
B, XEANFIERTF Windows B9 Citrix Workspace M Bi2FE T & T,

EEXRE TEE B

BitEN CheckAndDeployWorkspacePemdadrmdRétavdWipSicspadePerMach-
.bat .bat

1 AR CheckAndDeployWorkspacePerdsicAhdpemdcaiprtkspacePerUserl
.bat .bat

BARMBEMZ, FHITUTERE:

1. FTFARIRERITRIA,
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ERITEYEENAFRE > %85 > Windows & E > 7,
FARBERTF ENENERD, ERER.

ERETXH, FHENHNEASHEEROXHER, AEXHANIEE,
RS, BERN, ARERINSERHNNFHEZAMZ,

ok w

EHEEAT Windows 1 Citrix Workspace ABER, EHITUTIRME:

1. BoEavRBILERER A FIRES RIS L2 OU H,
2. ERMAFPREHER.
3. BIEMRENRHEREEEFMINEEPTIH,

EiisERTF Windows 1 Citrix Workspace MAB1ER, EHITUTIRE:

1. S EMRREI AP IR ESEHEIEE)ZE OU F,
2. ENRMAFPREHER.
3. BIEMRENRHEREREEFMINEEFRTIH,

FRERT Web 89 Workspace

EENERT Web #9 Workspace, &ERILIGER Web FIE:&id ¥ 4883418 StoreFront B[S,
EMN BTSN ARRF Z 80, BERITUTERE:

1. REERTF Windows #9 Citrix Workspace M ABIERF.
2. MERTF Web 89 Workspace &€ Citrix Workspace [ FBERF

NRIEAT Web 89 Workspace HMNEIFREERERAR Citrix Workspace MBER, RARKET—KIET. BT
EREMBNTHHREEAT Windows 8 Citrix Workspace R BERF.

AR

AT Web 89 Workspace R3ziE T BB FHBHAIK P 23,

MREAUTERE, WERTRARS S,

1. B CitrixWorkspaceApp.exe FTHEIZMITEN,

2. ¥ CitrixWorkspaceApp.exe E&#&A CitrixWorkspaceAppWeb.exe,

3. EAEMEBEBR EHNEX—EnBNARITXE. MRMEA StoreFront, 1E5# StoreFront X4 RYE A ED
EXMHEE StoreFront,

£/ System Center Configuration Manager 2012 R2

AILUERA Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

AILUER LT SR 43858 SCCM EBE Citrix Workspace M B-ER:
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> wnd e

®] SCCM EpEr7mN Citrix Workspace R g
NS K=

¥ Citrix Workspace M BR2FEHERI A0
BIBREERS

i\ SCCM ZpE 70 Citrix Workspace W RER

. B T#Hm Citrix Workspace M Ai2FREXHKEHI12 Configuration Manager fR$5 28 EMIE NSt

x5 Configuration Manager #z#l&,

%#% Software Library (%i#4%) > Application Management (R B2FERE). HE%EE Application
(WFAER) H#& Create Application (BIBNEBIER).
LEEHE 2R “Create Application” (RIERBER) M.

7£ General (&) &g, %% Manually specify the application information (FaiigERAIE
FER), AE#ET Next (F—%).

7% General Information (E#ME8) AT, IEENBARERES, FIMBM. HhERS. WM,

. 7z Application Catalog (XA#EFER) MSH, BEHMES, WM, BS. NARFEMR. AFREINE,

RiaETE Next (F—5),
AR

RREUEREELMEERNER,

7£ Deployment Type (ZE£7) &g, BE Add (G LEE Citrix Workspace N BIZFiEHER

SRR “Create Deployment Type” (BIEZFEBHE) B,

7£ General (E#) &E#&: &8 Windows Installer (*.msi xXff) HWEE2E, %F Manually specify
the deployment type information (FahisEHELEER), AEETE Next (F—H),

7z General Information (E#M{EE) Figh: EEHEXREIFMES (FlW, Workspace E), ARE
#i Next (F—%),

7z Content (WZ®) HRG:

a) 21t Citrix Workspace MR REHFRIENERR, Fli: SCCM ArsS28 LM Tools.
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFRIAGRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BTFERBIZE#E,
« CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false A F ik
BBhERSER 22 Citrix Workspace R B2
c) 7 Uninstall program (& # 12 %) i & CitrixWorkspaceApp.exe /silent /
uninstall (BA@EST SCCM EHH).
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10. 7£ Detection Method (175 7%) Hi&H: %% Configure rules to detect the presence of this
deployment type (BiBRTHRINZTEELIBEXEAMN), ARG8T Add Clause (FINFA),
R ER “Detection Rule” (F:UMN) SHEE,

+ % Setting Type (&&B%H!) &EH “File System” (XHZE%).

« 7z Specify the file or folder to detect the application (EEE# NN AIERFNXEHXHEFE)
T, RELUTER:

Type (%3!) - fr Fhied, %% File U5,

Path (%&®)-%ProgramFiles(x86)%\Citrix\ICA Client\Receiver)

XHEXHREN - receiver.exe

Property (BM) - EFhISEgh, %% Version (hi7)

Operator (GZEFR) - T ThIEH, %#F Greater than or equal to (KXFHET)

1& - LT Citrix Workspace M REFRES

=

AR

iEATF Windows B9 Citrix Workspace M BEFA R HERIILMNAE S,

11. 7£ User Experience (BFP1&L8) &K, i8E:

+ Installation behavior (%#174) - Install for system (BR#ZRE)

+ Logon requirement (ZREX) - HFREESR

+ Installation program visibility (Z&EEFAIRME) - Normal (E#)
gF Next (F—%),

=

=

BN A ERE R EETE A BRI,

12. £ Summary (BE) &+, BIELBELINRE, BE TP,
LB 2 RARIE S

13. 7 Completion (525) &, FHZELE (Workspace ZE) 357 Deployment types (ZFEZE!) T
FltHo

14. #& Next (F—#%), A% Close (k).

AN R R

1. 7£ Configuration Manager izl & & # 8 & Citrix Workspace M B12F, #A5i%£#F Distribute
Content (D4AA).

AR “Distribute Content” (9ARB) M.
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2. 7 “Content Distribution” (R&#%) &+, #& Add (Fm) > Distribution Points (5%:2).
e 2= “Add Distribution Points” (Rina% =) SHEE,

3. MWERMAEH SCCM 8, AFRE OK (FRE).
£ “Completion” (5Efk) BEEF, BETRITHE

4. BEXH,

% Citrix Workspace [ BEFSE R4

1. #£ Configuration Manager iz#la A% E S Citrix Workspace MABiER, AGi%E Deploy (HE),
BN SR “Deploy Software” (ZBEIEF) B

2. ZEMENAREFNES (TURBREES, WIURHFES) FikiF Browse (3%5), AFHEE Next (T
_j})o

3. 7= Deployment Settings (ZEi8E) TS, ¥ Action (2F) i&EH “Install” (&%), 3§ Purpose
(&) REBHR “Required” () (BRAELTABERE), BET—%,

4. 7z Scheduling (i+%)) &i&H, BEEEFRE LBBREBITL.

5. 7£ User Experience (BF{A¥) &igh, & E User notifications (BF:&%1) 175; %HF Commit
changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRXEN (REEHER), AEEE Next (F—%) LU5ER “Deploy Software” (ZBE#MH) MSF.

7 Completion (5Em) EigH, BETHIHES.
ENEHEMRRRIRE (NELRFHRRENTFERIT).

EiRmigE E, Citrix Workspace MBEFEHRAFLFH Available Software (RIB#HF) TET. RIBFFERE
MitRl, REFEMME. BUAILMRESESIEITHIREH#ITRE, REFKBE, RERSKERGPOFER,

IR EES
1. =zh Configuration Manager %l &, A58 & Assets and Compliance (Zr=5&#11%) > Overview
(#2) >Devices (i&%&).
2. B%#E Device Collections (18&%&) %% Create Device Collection (BIZig&EES).
LB 3% 2 Create Device Collection (BIEEEESR) AS.
3. 1£ General (E#M) &HigH, EAILEN Name (&%), AG%E Browse (Hi) EFRFIES,

XREIGEFGER, TE SCCM SIENRUAIREESZ—
%E—F_io
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4. £ Membership Rules (FREHMN) Hikt, BHEATIEIESEHN Add Rule GRIMAN),.
tBH% 2= Create Direct Membership Rule (QIZEIZEREZSHHN) @S,

« 7z Search for Resources (ER%RF) BigH, RIEBTIRMIZELEF Attribute name (B1EE
), FRMHEMZMAELIEEISE,
5. #8ET—%, 7T “Select Resources” GAFHIF) EiEP, EREEFAREEEHN—BIHRE.
7 Completion (5Em) &igH, BERHAIES.
6. BEHEXH,
7. 7€ “Membership rules” (BREMHMM) EIEH, FHLHAM, £ “Next” (F—%),

8. 7£ Completion (5Emk) &EH, FETRRIER. #i Close (ki) LU5EAk Create Device Collection
(BIBIEEES) MF.
HIREESIEE Device Collections (1&&%E) #5Id. 7= Deploy Software (ZBEHH) MSHHKE
B, MgEEaBTIREEEHN—T 7.

3 =

AR

%4 MSIRESTARTMANAGERCONTROL E%i& &5 False 8¢, f&H SCCM E2& Citrix Workspace [ 12
== PSS
RIEFRAIDH, FAF Windows B9 Citrix Workspace NBREFH TR SHULAKNERR, Ittsh, SidnaE
SEEE M.

£ Microsoft Endpoint Manager (Intune) %52 Citrix Workspace [ Bi2%

Z1£ Microsoft Endpoint Manager (Intune) #1&8& Citrix Workspace R R12 - &4 Win 32 RL B2, 1EH
TR

1. SURLURXfEE:

o ATFEEREFRSMNEIE RSN X, flin C: \CitrixWorkspace_Executable,
o WMHSFRERN X RMESHMTF . intunewin s, flg0C: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool Frfefysef3, fign C: \Intune_WinAppTool, ttTH
BEIFRREXHEERN . intunewin X, EaIUM Microsoft-Win32-Content-Prep-Tool F
HITETIHR,

2. BREFMBOFIAFRXEREIRN . intunewin X#:

a) BaimSiETN, ABEEEE Microsoft Win32 Content Prep Tool B9xx 3, g0 C:\
Intune_WinAppTool,
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b) 1T IntuneWinAppUtil.exe &%,
C) ERTHT, BMAUTER:

o FExfEE: C:\CitrixWorkspace_Executable

o RENXH: CitrixWorkspaceApp.exe

o WX HE: C:\Intune_CitrixWorkspaceApp
intunewin XHERIE,

3. B AmE Microsoft Endpoint Manager (Intune):

a) #T7F Microsoft Endpoint Manager (Intune) ###l&: https://endpoint.microsoft.
com/#home,

=W

TS R8E%E https: //endpoint.microsoft.com/#home E#HiT, EHATLLE
it https://portal.azure.comiFmMREe,

b) # Apps (MAER) >Windows app (Windows MB1ER), AE&EE +Add (+FM).

c) M Apptype (WEREFRHER) ThiylRFiEE Windows app (Win 32) (Windows MAER (Win
32)),

d) i App package file (REBEZEFEXH), #3 CitrixWorkspaceApp.intunewin X, AE& &
OK (#%E).

e) #&F App information (NEREFER) HESHEEE. B, HIANLHEE, REEE OK (HE).
f) @& Program (i2F), MAMTER, AREEHE OK (HE):

o RESDD: CitrixWorkspaceApp.exe /silent
H#E&<: CitrixWorkspaceApp.exe Juninstall
o TEITH. &RYt

@
&
Bt
b
(1]

2
c
o
3
m
>
8
&

=5

%

=

ﬁ{

=y

ol

E{[[}

N

i

giii

Bt

o

A

g
&

M “Operating System Architecture” (RIERFAKRLEM) FIRPFRIETIERE x64 F x32, 121
RGRRAS AT LUIZ Win 1607 MESIRAF B EMARZS,

h) &3 Detectionrules (#:U#N), %% Manually configure detection rules (FaiE2ENA
) X Rules format (FIMIE=), AE%EE OK (HEE).
i) gd Add GFiN), #ERFIEM Rule type GRNZERY), AE#ETE OK (HBE).

+ W% Rule type (MNIZEA) 7 File (X)), MEFAIMUZE C: \Program Files (x86)
\Citrix\ICA Client\wfica32.exe (Rfl),
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« 302 Rule type GLMZH) 3 Registry GEME) , EHi#H AN HKEY_CURRENT_USER\
Software\Citrix£5 Path (88#%), #HA Key exists CEft&Xm7z7E) £/ Detection
method (#&N7A%),

j) %% Return codes GEEIREE), MEZNARERBEEEN, AEEE OK (HBE).
k) g Add (Fin) SN EBREFEFMNE Intune &,

4. BIEMER TR

a) #i# Home (Xm) >Apps (FHAIER) >Windows,
b) #& Device install status (EELERE).

RERSETRLET Citrix Workspace MBEFRIEEEHE.

N AEIERE

June 14, 2024

2]

AEEBNEE RS Citrix Workspace M AREFRIRERIENSE X,

NABEERATRANNAEFNRSERGH—MIE. —MHAAAIURAEZS T NABEHREZEENAREEZE
iR, EERRHESMEENZRMIEENNARE URL, aJLGE Citrix Workspace 2 B2 A aIX LR A
o

N AR IS RS R

A UTE Citrix Workspace R AREFHARMU TR AREZE: Workspace. StoreFront. Citrix Gateway A&
[EFMBEEX Web B R&EE,

Workspace

Citrix Workspace E— 1 EF=WE N ABE, f@EEMESEEHEtEef— RN AESF. SENRE
(BB, XExFEALUZ Citrix DaaS. RAMNAER. BRI AIEF. Saas Ml Web R BIERF UK K235 A
BF. BXFMAER, E5R Citrix Workspace #iA,
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StoreFront

StoreFront 2astthid VW BREN AR, §k8 Citrix Virtual Apps and Desktops it N BREFHSERA
- NS TFRFPERNEAEREEF.

BXFAER, ESH StoreFront Xt

Citrix Gateway N A®EE

¥ Citrix Gateway EBEH A VFHF MREBRKZIMNR#ITERE. B, M Internet SiRi2EH#ITERNAF.

BEX Web A®EE

Lt ThEEREMIEATF Windows 89 Citrix Workspace R AR iAIRISRALRHN EENX Web FABENNR, BEML
IheE, BERMIEEBEEX Web AR ERME Global App Configuration Service AR URL 5%
H,

BEXARLBFRE Web MAREE URL Bi¥4ES, 20 Global App Configuration Service,

a7z Citrix Workspace M EZFRIFINKF REPRMEEEX Web MAREE URL. BEX Web MAREIEFE
Zs#7, Citrix Workspace R B2 &EOFITH.

EMFREENX Web RABE, EHREWKR > FNBERK,, EFEAEX Web RABE URL, RAERREMHER.

¥R AEE URL Fi0Z Citrix Workspace W AiEFET

ERILMER T A ERA PR R EMSENN BREFFIENKAER

« MAFREFEFHRANKFER
o BEEEETHEFHEMFRIKS LI

o 3@ CLI AR AEE

o TRECX

o (ERERENREERR

BAFRESFHRANKFER

M Ih%&Et Citrix Workspace MAREFE, BETRUTRER. BFR EEHNEFHRMiE o AR S 2sthht 7 gt /517 Bz B
EFEMNEH. BPENRKANIEMAEEE, Citrix Workspace AR FIFEIRIGIEER, NRIIEMD, Citrix
Workspace MRS THAF ERiZKF,
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

BEAFRBFHREKS, BESONRERIHENKENNBEFMENES.

« EE#5 Workspace ZAENE, &t Workspace URL.

« E%E#%% StoreFront ZAEE, ERAZARS2EM URL, flw: https:

« Zi@ Citrix Gateway #1751, BEARERFEERIFMEERENNAERE, FRNEEFINEE
Citrix Gateway BA T iz iR AEE.
- ERTFECRENNAREE: mAFRMH Citrix Gateway T2IREHE,
- EREFHFERABENIFR: RUTEREARRME Citrix Gateway Fe£IRE A UK ARE SR
CitrixGatewayFQDN?MyStoreName:

a0, wRZ AR SalesApps BINAREET serverl.com BATiEi2iAR, &9 HRAppS 89N AR ERT
server2.com FATIREAR, NAFSBIEN:

* serverl.com?SalesApps LLifia] SalesApps, &N
* server2.com?HRApps LLifial HRAppS.

CitrixGatewayFQDN?MyStoreName IaEE kA @SN URL BIB—1 ik, HERERT
ETBFHIHF AT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 88



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

fEAR AmE URL B2E Citrix Workspace RA#ERFE, BIEN@id RS X4 R B HIIKF BT ERIZIKF

A

Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FERETRESHRIENEFmITEN L, MRRBEEKREFMEE Windows EIEEERFT, NERFHRIERT,
ERERMAREER, AF, Citrix Workspace ZBREFHRERS B ZRREE Windows EIEEERH, Xi¥
AILUTET 4B RER, FREEHEEAR Citrix Workspace M A2F 2z 517 Windows EiEEESRHFohRES
o

EEETBFHAIKF &M

f2& Citrix Workspace M 2R LUSSEL & F B FHB ARtk P ZINBY, ERLEHEE Citrix Workspace 2R
Wigd, APEERABCHE T4 (TIERRSSEs URL). Citrix Workspace M2 iRIEEE 745 (DNS)
ARSS (SRV) B RHaE 5 B FaRF i X BXAY Citrix Gateway 5§ StoreFront fR$3 83, iz BREFHEHIRTAFER
LB R B R E A R IR o

& Citrix Workspace [ ARIEEEET B F M4/ 2T, 5208 Global App Configuration Service sx#4
fhpg Getting started (Ao

Z 7 Citrix StoreFront 5t Citrix Gateway A& EREE T B FHH4AIMKF KM, 1§21 Configuring email-
based account discovery (FRBETHEFHBEKP L),

@ CLI AN AEE

HUEERSMERASSTIEOTEERAT Windows 89 Citrix Workspace A2,

BXFAER, FERAGTITSHIR,
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E F PR HTREC S

StoreFront {REFRACSC M, FF AJ LA FRXLEFRAD X A LU 2 R R R IS

ZRILAfER StoreFront SREIZG K, AERFAE BN X 4, BXLEXHRELRF, UWERAFEBBEEE
Citrix Workspace [ f#2F. & Citrix Workspace ZA#ERFfE, AP REFTHZ 4B 2 E Citrix Workspace
NAEF. MNREREEZERT Web 1 Workspace, AFPEAIMXLE;=FREX Citrix Workspace R 2FMEIX

o

BXIFAER, SR StoreFront XXErREYN A P S A B IS FRECS o

FERARKNREERR EEAARENREEERAFMBIEE Citrix StoreFront 3¢ Citrix Gateway, EHITIL
T

1

2.

. @iEiEfT gpedit.msc 77 Citrix Workspace [z T2 F4H SRR R EIRIER,

EHENRET ST, EEEERIR > Z£HEFEER (ADM) > Citrix 481 > Citrix Workspace > Store-
Front.

%% Citrix Gateway URL/StoreFront k%1%,

. EREERET, AERTETR. NREALKRIEEE, WATLUEA StoreFront kA #1 NetScaler Gateway
URL #9511z,

EEFEHREAN URL,
fa& 5 Citrix Workspace M AEF—RERNARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery
;[On, Off]; [storedescription]"

&:

o X-E¥H 039, HFMRHARIE,

+ storename - ABIENETF. EXASTE StoreFront fRS28 FEEENEH—,

+ servername.domain - REN ABEHNRSBNTLREHSZ,

« lISLocation - IS AR AE SRR, MABE URL #4915 StoreFront FEEse ) URL —2. [
BEE URL 8988 a0 T : /Citrix/store/discovery, EFKEX URL, 3EM StoreFront hSH—EIX
, EICEEAFIGEITH, REEH Address tEFH URL,

+ [On, Off] - Off EMANFER M ELRBNNAREIE, MMERF B ERETIFRXENAREE, WRK
BENABERS, WERIARERN On.

« storedescription - RZFERBIEAYIEA, F1%0 HR App Store,

AN=IERE Citrix Gateway URL, A URL 9B (U535 20R)

xf5l: STOREO= HRStorej;https://ag.mycompany.com#Storename;0On;Store
Hrh #Store #2Z Citrix Gateway EE MR FAEIE B o
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AR

« Citrix Gateway MA@ E URL 25 RHPHE— URL (S% STOREO),

s EZNABERES, RAaFER—# Citrix Gateway MARE URL i2E,

o FERALLAERRER Citrix Gateway RZARE URL Rz3%6E/ Citrix Gateway 89 PNA Services i,
« 157 Citrix Gateway iZA®EE URL B, RFEE /Discovery £#,

BhRZs 1808 #2, 3¢ Citrix Gateway URL/StoreFront ik 5IR KB FHMAIE B E N AR F EM B EIEERIEFR
B, THEEE.

AR

Citrix Workspace [ F#2FhR4s 1808 RESHRARFEEALMREFHITEER, NRAKE 1808 HESAR
7, MEE Citrix Workspace [ 2R LAEFR AT EE 2R 3o

PR

« Citrix Gateway URL 5/ &#imE, SR StoreFront URL.
o RZ#F%4 Citrix Gateway URL,

AR
FFZEa LB Web X% e8inIaIR RS, AP ATIM Web %285 R Citrix Store, AEM Web Eahiil
R FAEFRE. RINGAERFSSERSFAANZER Citrix Workspace R 2R HITHEE,

AEXMERT, FAIRERENAFREANKART. XATLUET U TRERKIR:

o E@R Citrix 1173t 5 CitrixWorkspaceApp.exe E#5%5 % CitrixWorkspaceAppWeb.exe
IASE SR IR A 3BT . BB EZXHEE, FRREPRERZRRMKFIHEE,

o AT RERIRIR: B Citrix Workspace AR RE RS HIRERMMER, BN TR, &
ISR RIS R BIRIER A Self-Service 2 T2 EnableFTUpolicy, XZ2EITENHITHIRE,
HLZATRERFFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B9iEHTF Windows #9 Citrix Workspace R BI1EF, AJLUSHERE HIERRS 2334015
#RRSS (DNS) &#F, maE IP #bil,

BE.

PR3E DNS IFIE#RBAMECE A LLThEE, BN, Citrix BiNAFEZIRSS 23 LB DNS &R,

BIAERT, DNS BMATTEIRS 2 LT EARS, 7 Citrix Workspace NBEFFAFERRE. 4 DNS &
FRITTEARSS 28 LR TR AIRASEY, 755RIREX DNS Z#Rp9Efa Citrix Workspace B 2R E IP ik, 7£ Citrix
Workspace ZA#ZFHREEEZA DNS Z#R#E,

ENRIERFIREZA DNS BT, ERITUTRE:

INRARSS AR EREER DNS 2R, NHEBRBERFIRELIREN, ATLSIENAIRETEA DNS 251,
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JINCy

AMRFESEATEUESETENE, FREERLERERS. RITTMRIIEIMRFEESERATESE
HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. ¥ = &7 & 5= Mt & B xmlAddressResolutionType 7 i 2] HKEY\\_LOCAL\\_MACHINE\
Software\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\
All Regions\Lockdown\Application Browsing.

2. BEIRE N IPv4-Port,

3. MAPKRENS M ERESILTEE,

JEZ

i@id Citrix Workspace M AB#ERF, AP NLZStBBiARENESENNAER, URIREEEHR Windows.
Web f2r4EIARSS (SaaS) ABERF. aJLU@E Citrix StoreFront g(i@is Web Interface 17/ Web STEEIE
FBRPIAIE,

£ Citrix Workspace Ul i#Z2)5 R

Citrix Workspace AR EIRIBAFA WK, IZE (B0, AP EEINRSSS) Uk Citrix Virtual Apps and
Desktops & Citrix DaaS B2 RAREMNIEE R AP Al AN EINEEMNBEF. ATUERERET > A EiEE
StoreFront AR5 2389 URL, ENMREE TE T B FHRERIKF LI, M@ imNBFHp e tib# TS,

ERIENVABER, BPRSKEERUTERR: WEX. SENVARERF. ERIR1E, BREENNER.
AR PRI AN EAR, IFRE - ERRFE AR IR R

StoreFront z) Workspace URL i¥#

i@d StoreFront % Workspace URL &%, ErRILEAFRERVHIERTERLAF M StoreFront ZAREIEX
457752 Workspace R[S,

EAR, ENFEREBFEEE Citrix Workspace M B2 RN T —1 StoreFront ZA&E storefront.
com.fEAEER, B LITE Global App Configuration Service E2& Workspace URL B4t { ‘storefront.com’
 xyz.cloud.com’ } # StoreFront URL. Global App Config Service #iti&E#%£ZIFMT StoreFront URL
storefront.com BWEEMKRITEILE LMFRE Citrix Workspace Rz RiERF L,

MBIgBE, Citrix Workspace Rz A2 1584489 Workspace URL xyz . cloud . com RiIAS— R AR
5. RZLmPBEh# Citrix Workspace [ A#2FFEY, $&+TFF Citrix Workspace RIS, LUATARINA StoreFront
FAEEE storefront. com iEmzl Citrix Workspace M REFH. BAFBLAUER Citrix Workspace
R TR Fr FR RN K P ik IR E) e [E] StoreFront AR E storefront. com, BERATLIEHIEE MEBF B S
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%% £/ Citrix Workspace B2+ ibk StoreFront RZA®&E storefront. com, MiERA L& Global
App Config Service 5Effo

BREA%RIEE, BRITUTIE:

1. 5/ Global App Config Service ¥ StoreFront fi2 & 73 Workspace B 5t, & % Global App Config
Service B8, 327 Global App Configuration Service,

2. 448 App Config Service iy &

{
"serviceURL": {
"url": "https://storefront.acme.com:443",
"migrationUrl": [
{
"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"
+
1
}
I
"settings": {
"name": "Productivity Apps",
"description": "Provides access StoreFront to Workspace Migration"

I
"useForAppConfig": true,
"appSettings": {

"windows": [

{

"category": "root",
"userOverride'": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,

"settings": [

{

"name": "Hide advanced preferences",
"value": false

}

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94


https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started

iEATF Windows # Citrix Workspace 12 2402 LTSR

<!--NeedCopy-->
PE =W

MREREREEANAY, BER POST,
NREEERENENERAHEE, BFER PUT FREEHNERAHEEMERZRNIZE,

3. 1£ serviceURL &4 mhigE StoreFront URL storefront. com 5% URL B9,
4. 72 migrationUrl 25 REFEE Workspace URL xyz. cloud. com,
5. &/ storeFrontValidUntil =138 & M Citrix Workspace B2 ik StoreFront [z SRR EI1 R
WFEEAFEFE, AILMRIBEMERIGE U TE:
o &= (YYYY-MM-DD) BB B A
AR

MREIRMET I ENHEE, WiEHE URL BHIEIZEMMIER StoreFront NS, SNRERMETIERMN
HH#A, StoreFront MZAEEREEIRER B EARIER.

#x App Config Service i88fE, BETUTRE:
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@ Citrix Workspace - O X

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

% Citrix Workspace [ 125 iyt i iz s & 1

B 2112.1 iiAie, BERFUE Citrix Workspace [ Ai2FHE B A R LM AR R IAKES, ErILUER
Global App Configuration Service RE2E LtITh4E. BXERELINAENES, 1E2H Global App Configuration
Service,

tkThaedEEERTE Kiosk X FiafTHI& & UK E Citrix Workspace TR BN BTZF.

EMAEGER

April 22,2024
KEABNBUTRE:

o T
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o HRMHEIE

2B

June 14,2024

FohEH

NREEREERT Windows # Citrix Workspace R FB#2RF, M Citrix THRE FRHAREZNAREFNRN
WA, BXRRENER, BEHEMEE,

BEhER

#hR4s#y Citrix Workspace A2 RTAE, Citrix 27ER% T Citrix Workspace M A2FH R AP HIEE
AR
o NREEE T HIRHERIEMN SSL, &R Workspace BahE#H RS https: //downloadplugins
.citrix.com/ LM Citrix $ZIKEH,

o BHEHAERTERT Windows #9 Citrix Workspace 2% 2104 #iEAF Windows 89 Citrix
Workspace A#EFF 1912 LTSR CU4 2 HifvhR o

o WHRSXAES Internet T4 GEIZWEN

o BIAEBERT, Citrix Workspace M BZFEHE VDA LA TFERARS. XEHE RDS ZHFRSHBITE
#. VDI #1 Remote PC Access it+&#l.

« Citrix Workspace M REFEMERET Desktop Lock 89t B LA FEARS.
« EATF Web 89 Workspace AP FRaEEzh T2 StoreFront %88,
+ Citrix Workspace [ AZFEH{XETF LTSR B,

+ Citrix HDX RTME for Windows R&Fi7E Citrix Workspace M B2 E#H H. 4 LTSR F1 L #ihRZA<HY
Citrix Workspace [z A#EF £ HDX RTME E#aI AR, BEr—5EH,

« BhR# 2105 2, &k Citrix Workspace i A 2 F E# HE B E. Workspace EMMAERET
C:\Program Files(x86)\Citrix\Logs &7, BXxHEIERMEL, ESRBERES.

o FEERTUESERREMNLA_EEH Citrix Workspace MBER. SR LUEE A8 &8 &8 Kig ey
Citrix Workspace M BEFERHERNE BHRTTR LR, EBIHERT BT Citrix Workspace
[ AR R A P R L HIFN B IR B R SRS,
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o EERAIERE T RIEBEE (PAC) #1 Web KEEB L IIMY (WPAD) 1Bt AT B ohEH. HURIE
FEZEHITEMEIIN, RZEIINEE.

o WNERAFMTIE EDCHE Z3EH, Citrix Workspace MBREFE T £iA10 Citrix BEhEHRS S, #8
FEEEMARSEIL THEIR:

TREERIRS 2R

FoiEHENGE, EFEMERT Windows 89 Citrix Workspace MRS

AILUBN SREEME SRS EREMN Citrix Workspace M ABEFH 2 a4, BT LIM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\
CitrixOnlinePluginPackWeb fi&%i4 DisplayVersion i,

BEESREETHREERAE, BHRITUTRE:
1. ABH@EmXiEgse Citrix Workspace [ HZF ElfF.
2. RERRE IR,

Citrix Workspace [ A2k A 2 REXF B0 H.

Zit Citrix Workspace 72 Beta [Ri2=

3% Citrix Workspace WBREFEENEHNERN, SEKIEHEN. BEELEHNAEZKHLE Beta iz, BERITUT
W

1. MEREZFERITH Citrix Workspace M ABEF.
2. EMBEISHREET > Citrix Workspace 3.

3. Beta AR AR, MTHFIZRFERE Beta, B&HFRE,
LB 2 TEHE Ho
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@

@

Yes, notifty me

Update Settings

Do you want to be notified when updates are available?

MNo

Usd

Select t

cess

Citrix Workspace x

You are about to switch to Beta channel. Some features might
not work as expected.

Do you want to continue?

Save Cancel

THIra Fary THOTICES

4, BFEEHE Beta hrds,

EM Beta hRAINREI LIRS, BRITUTHE:

1. MRGZFEITH Citrix Workspace M ABEF.
. SMEIEL&E R > Citrix Workspace Ei.
3. EEMGERET, N\ “BEINEE” THIIRPERERE, REETHRE.

AR

s MREEMHMEHITA, WEETBHEE.

« Beta lRAAIHEFEHEFEFFEREREFFRFHITUL, HHZERB, Citrix TR Beta lrzsay
SRR, EIMESIR MR BRBEX LA, Citrix AIRERRIBRIFNmENE. BBEMES YRR

WITRIE, BINABEREFIFEFEE Beta hitds.

157 VDA tBEzhEH Citrix Workspace M FBiERF

Bi&RTF Windows i Citrix Workspace R R 2209 2, AJLATE VDA LEREhEMIEE. SAMEIEUT

ERERIEZ BEE AL TIRE:
7£ 32 it EM L
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o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate

o EMEME: AllowAutoUpdateOnVDA
o JEfRERAED: REG_SZ
o EMEREEE: True

£ 64 fUitEM L:

o AR HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate

o JEMERME: AllowAutoUpdateOnVDA
o AMFRAEAE: REG_SZ
o JEMRREEE: True

ShEE s
EIB BRI F] UBRARPHILEH B shE IR
FHEF A L@ E Global App Config Service #1ig & maximumAllowedVersion B4 H AR A IEHIkRZSo

Global App Config Service ##9:Rfl JSON 2f4:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value'": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",

"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"
}

"pluginName": "WorkspaceApp",

"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}
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<!--NeedCopy-->

REBRRARE, BPi&& LR Citrix Workspace M BREF=BmEHEITE maximumAllowedVersion BHHisERN
&7,

&ZiE:

« B, 0EA JSON XHHRINMESHTEERFMN, ELARERALNEREMH
upgradeTolLatest #lmaximumAllowedVersionigEWE, B2, WTFERNSE, &0
WERSTE JSON SXHAEMIE,

o B ECHEMARAES], BF0E Global App Config Service g upgradeTolLatest i&&i&H
false, w8A true, maximumAllowedVersion &R,

« EMiE pluginld, BAEEMEIEI Citrix Workspace M EER

« MREERA KR Global App Config Service REEEhA, MERIAERT, Citrix Workspace A1z
R EH ISR kRS,

BohEHINERECE (Citrix Workspace E5)

AIUER T AR E Citrix Workspace E#i:

AFBEITR (GPO) BIEIRIR

Global App Configuration Service (GACS)
e 7O

GUI

StoreFront

ok wnoe

fERA R R EIRRIREE Citrix Workspace i

1. &idiE17 gpedit.msc $T7F Citrix Workspace [ AEF AR R EEER, RAESME HENEE" ¥
o

2. HE|EEER > Citrix 4814+ > Citrix Workspace > Workspace &3,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EREZAN, RARSIENEREH. EERENTEESREIRTRDIEE Workspace EHHET,

4. BB - YEEMAIHN, S LLER BERCBM R F o EEH. BA Workspace B#ifE, EMEH
Citrix Workspace FE# 58 FHIFIRPER U TERZ—:

- B - RAEBEETAERNREKLEN (BRINRE). XMUEAT Citrix Workspace AR 2207
ZHIBARZAS, 1 2207 ESAAH, Citrix Workspace AR EMEEI#HITH, EMIANTR

WA,

o Fof - RATAUAEMN AR LB, FeEE.

5. #EENFR LTSR LUXIREX LTSR 895 o

6. M Citrix-Workspace-Update-DeferUpdate-Count FHFIxXF, EF—MNTF -1 3 30 ZEHE:
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o MNRERO, WASEMUEREHEDN, SAEHEDNOCEEHNINEET Update available (E#
HA) &

o MRER -1, WRBTRUGREREDN, HE Update available (E#0H) 1#7. EOLUISERE
R ER R,

« F 1-30 ZiEWEE X T #4 Update available (EfHa /) 1R RH LU EIREEREIA H AR EL,
EELURIBTE L FER P E X MEHRIREFBE. B2, Update available (F#AIA) RASHEHM,
BRSHALUEREERIET,

AR

BiE A F Windows #J Citrix Workspace R Bi2FFhR2s 2207 &2, BEhEHMINEERF S, Citrix-
Workspace-Update-DeferUpdate-Count ZEE R 2 HEFEL,

FRBREEMIER FhR4sH Citrix Workspace i #EF R AR, Citrix STERER MR EENR. FALS
#, ERILUEHITE(HHRIE] ORI R BT LU UL S o

BRERHE, EiafT gpedit.msc UEhHAREEREEER, EHENEETAT, HEEERIR > Citrix
4814 > Citrix Workspace > i§ EREEHNILER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This pelicy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EREEA, ARMERATHARER, ERUTERZ—!

o R - TERHHABREVHIHRHE th B o
o B - ERAHARN PRI L ER
o 18 - TERXAIHAPREIK M H B Ho

=,
P =

EERERAN, RAFBHNEIRENEN. BEMRATERESAEETRHARE Workspace EHEI,

FREDSTRERSE Citrix Workspace Eif

‘it fEL s Citrix Workspace RIS EHR ST
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ar L@ 7E Citrix Workspace N ARZFREHEIEEH TSR E Workspace £, BX#AEE, ESAL

EBH,
W ER % Citrix Workspace M BiEFEHERHSITE

WEIUE R EIEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &
21T8ME CitrixReceiverUpdater.exe Mg,

i@ %, CitrixReceiverUpdater.exe fii F CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, aIlizfTZ# I CitrixReceiverUpdater.exe URLZES IS HFHIH

HEnL1TEH,
54,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=
Current /DeferUpdateCount=-1 /AURolloutPriority=fast

AR

/AutoUpdateCheck A#ESE, HIULEFHERRE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SE &%

ERER A REARE Citrix Workspace Ei
MBF A UEREAEETEEE = Citrix Workspace BigE, X2—NMETHANEE, FEXEIGEN
ERFTHEIAF,
1. AREBT@EMXIESH Citrix Workspace R Bi2F BT,
2. EES&E RN > Citrix Workspace £,
3. ERUTBHERDZ—:
o 2, BHF - & Citrix Workspace B EEFEEME, ESUWELEH,
o« &, FREEMI - Citrix Workspace MBIEFEEMNABHE, EFREEH.
- FRASERIEENIZE - /A7 StoreFront fRE28 LEEERIZE,
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(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BEHERFRR

=3

AR

o 2, BAERNE, FEBEMBETGERT Citrix Workspace WABTERF 2207 ZifIkkEs, 7 2207 SHE
Shiaser, Citrix Workspace RIEFEMEEINHTH, BMAANTSENE, MRERS, TE@

MFEI, BFEHREEH.

o EEILABRAE Citrix Workspace M AREFEITHIRERN “BREEI RNLHABHINE. BXEHME

B, FEHBRERIRED.

£/ StoreFront &2 E Citrix Workspace i

1l FAXAHEERITF web.config X, axXH@EEMT C:\inetpub\wwwroot\Citrix\

Roaming directory.
2. FEXHPHREAPKATER (EREZENIKF &R Store)
flgn: <account id=... name='"Store">
£ </account> tridzal, SMEZAFKFPNELE:
<properties>
<clear/>

</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B IEFHITIC,
<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value

="FALSE" />
<property name="Auto-Update-Rollout-Priority" value=
"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
</annotatedServices>
<metadata>

<plugins>

<clear />
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</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BENE X REAREENIFAERMNT:
+ Auto-update-Check: #57 Citrix Workspace N Bi2FEE A BE#HAT B shi#Ta i,

- Bz BUA) - BoRENRITER
- Frp - XHAF M Citrix Workspace AR RARER R R EOEERNA SRINEH
- BEA - TRITERKNE,

« Auto-update-LTSR-Only: (5REHXE*T LTSR,

- True - BfEFIERBEERRFITICH LTSR BRBIESH. (VEE LTSR E#.
- False (BXik) - B2 NE B LRIARER.

+ Auto-update-Rollout-Priority: i5REIEEEHEREIEIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE - # HH BB o
- B - FERASHARRBY AR HE H BB,
- 18 - FERATHABREE RASHE K BT,

+ Auto-update-DeferUpdate-Count: 1577 FEREHIEARER
AR
IEENERTFREREH, TRATRIRTEEMNRENTER, BARFRSEEMATERERN

iilfj—:lo

- -1: AFRELERRIER BEEH.
- 0: AR EEEUGRERE.
- #E: APFIUEEUGIRERTIEE IR
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i EE

June 14,2024

iERAF Windows 1 Citrix Workspace R BiEFiR iR E1RIhEE, 1 Citrix Workspace MABIEFRAMARE
FNEE Secure Access Agent Flim= 4 (EPA) {EHFERIEFRENENF P IENBER.

BBIItLThAE, EIRRPTLURMMM B NMERIEH & BEN EETINE,
BEEEeEUTIR:

« BEERMATE Global App Configuration Service hiEERLAFAHIGE LAAENAIE, EEATTLUIEE
Secure Access Agent Mix= o4 (EPA) R,

« Citrix Workspace iB#2FEM Global App Configuration Service SRERIEFIR,

« 1R#EM Global App Configuration Service 3kEx#9%1%K, Citrix Workspace N F#2Fi@id BohE MRS T
HAEMME, MRZEIRERS ERENRE, Citrix Workspace MBREFEMARIBNRE, MRERER
#, Citrix Workspace BiE2FafZRIEEH (NRTHNREREASTFLENMRA) .

Citrix Workspace M BiEF AR RE B B BRI,
Citrix Workspace M A#2F R Citrix Workspace EiEHohE R R,
&

o Y0 EPA R ZTNA &R ETE, WETEERARINL AR E S B T 3R EE 4
s MRVABERKS USAEHEFE, HEAREEFESESHRE, BEREEERBHRNER.

TEREAT TIERE:
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Agent installers made
available by Citrix

Admin configures the

agent requirements for
the end users

©

Citrix Global App Configuration Citrixt auto-update

Workspace app Senice Sernvice

checks for the

list of required

agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

BE:
F=E Global App configuration Service 7 8E B BiEHF EIRINEE.

o SWFEMABEE, aTLE Citrix Cloud 2778 Workspace FZE 64> Fifia] Global App configu-
ration Service Ul, BXE%ER, E2REE Citrix Workspace M B1EF.

s EMBAMYABERNEEZTFAFTEACUABELEETHTHMENLM, E5 7 Global App
configuration Service 3244,

RILMER AT 534 B G EIEThaE:

+ {#/ Global App configuration Service Ul - Rt A AT B ERHIRAHIE P I,
«+ £/ Global App configuration Service API - ER Lt A A @ SHEAEXRE, LUEHMA. BEER.
ERIEEERIEIE N

£/ Global App configuration Service Ul ERBIGEHER

WHENERTFENAEE, SERALUUER Ul S3ZKIE (EPA/Secure Access. Zoom fE#s; WebEXx #&f4) o

1. &% Citrix Cloud,

2. ERBELANKSES, %F Workspace ELE,
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B ciuix Cioud ¥ start Page
@l Cilrix a2 @ 9
Home
My Services v Py
) &

h10 a2 1 20
Library . .

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChddNew ) Cliewat )
Network Locations
Resource Locations
Licensing

My Services (5)
Workspace Configuration
a0 £ 36233 . a0 PPN - E ) 5 36233
Support Tickets A & D A
Daas$ service profile xaccp! Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl

Notifications Security, performanca and usaga insighs. D835 service profle xacep Protect corp cmwebbased  Zoro " XAXD service prfils xaccp!
System Log

Available Services (15)

kB 3 Workspace EZE T,

citrix

Workspace Configuration

Access  Authenticotion  Customire  Service lntegrations  Sites  Service Continuity | App Configuration)
App Configuration

Filterby: () Andreid [ ChromeOS (J HTMLS  (Ji0S (D Mac () Windows

App Protection App Protection Local Filter "

CVAD/DaaS Settings

Dota Cellection & Monitoring L Select

Devices & Keyboard
Display & Audio
Security & Authentication
Sherteuts

Updates.

EE———————

3. BENAREFEE R,
4, BEHEEH,
5. #fR%E+ Windows Si%4E,

6. M Client App Management Agent Settings (P ixmBIEFEEAEIZE) ThidIER+iEE Windows
FIHFTERE,
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Citrix Enterprise Browser
Auto Update Check

Data Collection & Monitoring
Specifies if the update check must be manual or sutomatic.

Davices & Keyboard

wour as part of the

Display & Audio Aute Update Defer Count
Security & Authentication Specifies the number of times that user can defer far
Shortcuts

Client App Management Agent Settings
Updates

This setting enables you 1o specify the agent i for
Workspace A rance Client App Management feature

Workspace Preferences

Reset all to default

Windows

£ Gobal App Configuration Service APl ERIGEHER

This setting is not applicable.
This setting is not applicable.
This setting is not applicable.

[etect multiple options ~
[ E&nd Point Analysis
D Zero Trust Network Access

[] zoom

This setting is not applicable.

®

1. 1/ APl B2Bi&BEHIGEME 2 Global App Config Service fh, BXFMELR, BEBM SRS URL FED

BigE,

2. FEANABE/MAME LT Global App Configuration 3& &7 &Ein% EPA #1 ZTNA/Secure Access

Client:

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",

"useForAppConfig": true,
"appSettings":
{

"windows":

[
{

"assignedTo":
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23 [
24 "AllUsersNoAuthentication"
25 1,
26 "category": "AutoUpdate",
27 "settings":
28 [
29 {
30
31 "name": "Auto Update plugins settings",
32 "value'":
33 [
34 {
35
36 "pluginId": "8A8AF6C0O-11F6-4343-
BA2D-A85A766170D4",
37 "pluginName": "Citrix EPA Client",
38 "pluginSettings":
39 {
40
41 "delayGroup": "Fast",
42 "deploymentMode": "
InstallAndUpdate",
43 "detectRule": "UpgradeCode:{
44 37A181F7-870E-4BDF-BOEA-E3B4766119FE }
45 ll’
46 "isBlocking": true,
47 "isFTU": true,
48 "maximumAllowedVersion": "
23.8.1.24",
49 "minimumAllowedVersion": "
0.0.0.0",
50 "stream": "Current",
51 "upgradeTolLatest": true
52 }
53
54 }
55,
56 {
57
58 "pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
59 "pluginName": "Citrix Secure Access
Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 u,
68 "isBlocking": false,
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"isFTU": true,

"maximumAllowedVersion": "
21.8.0.0",

"minimumAllowedVersion": "
0.0.0.0",

"stream": "Current",

"upgradeTolLatest": true

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",

"pluginName™": "WebEx VDI
AutoUpgrade Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
AA2AACDC-D30B-433F-A602-3E25975010A6 }
n
"isBlocking": false,
"isFTU": false,
"maximumAllowedVersion": "
3.1.0.24263",
"minimumAllowedVersion": "0.0.0
n
J
"stream": "Current",
"upgradeToLatest": true

1,

"userOverride": false
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<!--NeedCopy-->

TRIIN TG ERIRERMA. BN,

RIIEE &

isBlocking True 5§ False

pluginName

pluginid

delayGroup R 18
deploymentMode InstallAndUpdate/Update
¥

detectRule FFERE,

maximumAllowedVersion

minimumAllowedVersion

upgradeTolLatest True 5§ False
Stream EE[]
BPRIERIE

1. THHAREERT Windows 8 Citrix Workspace AR
2. ERELERNBHRIMES,
3. RMBANT NAREFREILENNA/EE/ WP,

ZROFEEFHAUTHER:

BiEA

% isBlocking £¥u& &4 true By,
HEMRA AL TESE, HEERRT
HXERE T R EA R I,
Citrix BIX&R EPA & B H 4 Fif
(6

MR IFEM. pluginName 7]
LB

1B ID, RSEX.

WREFELE R B s E B EE kR,
InstallAndUpdate: fE&aILISH
LR EAMARAHITEN,.
Update: RAFEH, TaFLH
2

IS RHRATE R
KERGEETERE,

RS AR,

S AV,

WA E A false A BEXHF
maximumAllowedVersion
minimumAllowedVersion,
True: SEHHEAEIZE EHEHAIRETARAS,
HFIRER “Current” AREZUR
£oi BohEFE M

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

115



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

Hold on a minute while we
configure additional software
required by your organisation.

\

4. RERRE, BERUT Toast @A:
@ Citrix Workspace
Installation complete

All apps or plugins are successf

Know more

5. BETREZ LT HRERENER.
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom {EGFRIIGEHER

EZFE Zoom MR T . REMBmMEH, HLAEARS EPAF ZTNA fE4H+ER.
R REE/AEEREAUT Global App Configuration i@ B sEFIFItLIhEE:

{
"serviceURL":
{
"url": "https://storefront.acme.com:443"
}
)
"settings'":
{
"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,
"appSettings":
{
"windows":
[
{
"assignedTo":
[
"AllUsersNoAuthentication"
1,
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"category": "AutoUpdate",

"settings":
[
{
"name": "Auto Update plugins settings",
"value'":
[
{

"pluginId": "1A4BB471-022C-4C87-
BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade
Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
34225638-14F3-4059-BE34-175AC9B35435 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0
n

b
"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->
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AR AT

April 22,2024
EBABNBUTRE:

o AR

o ERAVEINN AZFEN K E B ALK
. MARRRIFIEE

» SaaS MAER

o FRURERAD SR

N RRERF A

June 14, 2024

@it Citrix Virtual Apps and Desktops #0 Citrix DaaS 24N BIEF, EEEBERUTARUNRERF R

o Web iR - RKHITEMEE, Citrix Workspace ARERFERBRHET NN BRIaNBEFNEEN
Ik, AILUTHNISE2siARERTF Web 89 Workspace, LUEERHERFABMNAEF. EHERXT, T=i§
EREAREEAFNEE L.

« BEIIRSEER - @i i§ StoreFront kA #INZI Citrix Workspace M ABT2F ¥ Citrix Workspace R F
EFEENER StoreFront Web 558, AIMUEEBBIRSER. BEIRSER A IFEM Citrix Workspace
R ARFAPAETRNARER. XMIGENAFARSHNABENEREBM. EEBRSKENXT, &Il
RIERERERE. BRI UIEAN AEFXBFIRE.

} =

AR
ZINERT, Citrix Workspace BRRFAFEERERE ‘TR REDERHNBER,
o RiREFEAEDR - EER AL Citrix Workspace M BREFEENBMEERE R HEddsm EREN

RiFMKERESX. KES Citrix Workspace R ARRFEIAREM, HERRES R AVFEEREN
Windows SMBRMHERFIBERFHNRARR, ZUBEREHERIINAEFIUE,

BXFMER, 5507 Citrix Virtual Apps and Desktops XS R (G AER D

B BBRSER

@it %4 StoreFront # A M=l Citrix Workspace R B2FEH 3% Citrix Workspace M B2 EEE NigMA
StoreFront iis, STLECE HENRSER. EEAIFAF M Citrix Workspace BF REITRNBEF. XMigsE

BYFR P AL S5 ah I A R ISR AT {Mo
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} =r

AR

BINMERT, Citrix Workspace AR ATAFEZFEEH “FR” XEHETRHNAER,

EEBRSERNT, GRALUREFERERS. BMRENUMEENBEF XRFIRE,.
RXBEFHINE A ENARFRMHARAEE:

c BERENNARRFIRABLARR, WELXERBEM Citrix Workspace RZE#EF F bR, 8 FRH
KEYWORDS: Mandatory KiinZIN AigFtAEE. FomAFRERATEVEITIARGIZAREFN ‘MR &
i,

« ZEADMAMBEAPITAENNARFNNABE, BFFFE KEYWORDS: Auto MiiNERREEE. ARER
BN RIS, BNANAEFSBME, MEAEFTHRRFHITH.

- EMAFERNARR, HEEBEE Citrix Workspace 9 “FEi” FIRPIIEEANZARFUEEEST
3, HEFrE KEYWORDS: Featured MinEIr 2R % REEE,

fERAREEY SRR B EX N BREFRIES NUE

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EIHENEET AT, BEEEER > Citrix £ > Citrix Workspace > BBIARSS.
3. #EFEE SelfServiceMode %,

a) EEERAUEEEMRSHF RHE.
b) EERERBUFITRANBER., WETERE RSB RE.

IR BN AEF RS RS,

RIBREERFIAT,

BENAMEE.

=#Esh Citrix Workspace Rz 2R LR BV B 4E o

N o ok

i3 StoreFront 1k iR E B E XN AREFIRES NBIE

1Ea LAM StoreFront i “FFiE” RBMNEEELIGEREAR. ATLUE TFIREFNZ <annotatedServices>
Zor C: \inetpub\wwwroot\Citrix\Roaming &k web.config 3ft:

o BRRESRKESAL, 5#A PutShortcutsOnDesktop, i&E: true 5 false (BiA# false).

o BEREARKIE “TFIR” F&dh, iE#M PutShortcutsinStartMenu, 1&8&: true 5 false (BikH true),

o BIE THE” REPFERZEFIRR, EMER UseCategoryAsStartMenuPath, &&: true 5 false (BAH
true).

=

=W

Windows 8. 8.1 #1 Windows 10 RAFE “F#a” REHGIBHRAXXHK, MBLIRETHAREFHER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 120



iEATF Windows # Citrix Workspace 12 2402 LTSR

XX TERNAER. ‘MARER" i@ Citrix Virtual Apps and Desktops # Citrix DaaS XM “2
B FXHEFA,

o BE TR XBEHRAMBRESRNRESNER, BEA StartMenuDir, ®E: FRSHME, ERRES
HE NBIRI A Z o
. EEHMRECRENNAES, EFEA AutoReinstallModifiedApps. &&: true 5 false (BiAA true),
s BEESELAFERESARETENER, EEA DesktopDir, &8: FHHME, BRFEAXS AN
XHRBIEZ R,
« EXREEFI “add/remove programs” LtelE&E, A DontCreateAddRemoveEntry, &
&: true g false (kK false)s
o EMRNABEEFUFREENERBRMENNARFEXNEREERS A Citrix Workspace Eitr, &R
SilentlyUninstallRemovedResources, i&&: true Z false (EBikH false)
£ web.config XX/, FEXFMEIMHSH XML 25, 1E@ET BRI T LITCER LS5
<account 1id=... name="Store"
HERP IR R </account> FRig,
TERP BB AR Z B, TERIVBUBMEER
<properties> <clear> <properties>
AU B MEARINEILLE D) <clear /> iRiEZfE, SNEMS—T, FHREBMHAME. Flan:
<property name="PutShortcutsOnDesktop"value="True"/>
AR

£ <clear /> FZ Z BRI B TR AT REREER M. HFINBEEBMAERMER <clear /> T2 B T RIER(F

TR EB B Rl

<properties <property name="PutShortcutsOnDesktop"value="True'"<
property name="DesktopDir'"value="Citrix Applications">

BB

TELEMSBHER, BREA—BRSB[RENIRSBAMAEE, HfR Citrix StoreFront EIRITHI &R
BERWEMEMARS R LIETT. TlE, BRENEERBNEREREERSSEE, UEESHHEPHNEMRS
2. AXIFAES, BZ1 StoreFront 3Xi4,

& Citrix Virtual Apps and Desktops 7.x SN ARFILZEBEXNAEFREARNNUE

BJ L% Citrix Workspace EBREFEENBEHERE ‘iR REPHIKELNEVBEFNKERESRX. B2,
BB S 2 airEATF Windows B Workspace hasifil. B2, hkZs 4.2.100 #5| N T A Citrix Virtual Apps
BNARFEERFINARFRESRNRENDIRE, NRIMEPE—LUARFRET—RNUERT, LINEKIES
BHo
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fEF XenApp 7.6 THENAREFIREBEX N AEFIRELANMUE

£ XenApp 7.6 FECEBNAEF K HIREA:

1. 7 Citrix Studio #, KEIMARFRERS.
2. FNAEFRERET, EEXM. EHEREYD, ALUSENERAFRRNNAERF.
3. ANAEFEFEEENE. S&ERN NI FERPIENUE,

4, ENAREFEFIFET, FTLUERIEEEE Citrix Workspace MBREFRERNNBREFNER, §ii0, e
ZRIN Microsoft Office EBIEFHIIRIEAT, BN Microsoft Office,

5. & “BREAXNFNEBFARE SEE,
6. BEHE,

Studio

Identitic ation ’
e Applicstion cutegery foptional
Linmsit Visibsility -

File Type Association

ZEREMESIER YN N AR FIREITHFES

ELUTERT, Citrix Workspace R FBR2FRHMMEHZEH.EXE FFRAITIEE:

« BRERN, NAEFHEHSHIER, NE
FENNARFFRHTHFES.

LIRS RZ NS R

AEEFIHITEN LSRN BEFRFR.

R AEFFREFZTMMBHZRRN—MERNLE.

WMERE, FEE—MATFIIR, HE, BIRIIEPNEFREITESR,

AIEMRILAEZA T Windows B Workspace 8E&EIT MEHZ S HI7FIRREIBRXLEFIR,

> wnh

NREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 3 BAFES XS RNEEEINBEFKEIER,
B T RRRTS A REFEIER |

1. f# A regedit & 10 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”,

2. fE /A regedit #i0 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”s HKEY_CURRENT_USER #9{4c4k=F HKEY_LOCAL_MACHINE,
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NGy

AMRFEFERSBEERG, JRFEENRERERA. Citrix TEHRIIEIMRFERECATLESEL
IMBYRRRES IS LABRR, EREMRRIBSRT BIENI, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI BRNFRAIRITX S

1. ZEPHRITEN L, AFENAREFCIEFRANITIXMG. EXMEIBFRANITXMG, BEMENARER RN
FIfE/A Citrix Workspace M BEFEHITEMN; Citrix Workspace MBEFEE R AT HRIT -
2. M%APPDATA%\Citrix\SelfService dxRBEFERTHITX M. EREE.exe XK.
3. BXERITXHEFIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMERI:
a) Reg add HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDi-
rectory /t REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. M EE X, &
Al L £ HKEY_CURRENT_USER L 2 & Il T & &, HKEY_CURRENT_USER Wi & & & F
HKEY_LOCAL_MACHINE.
d) BHHEHRAES) Citrix Workspace R B2 LA BB R E .

BB
EEENABT AR RES BB,
AVFAFPERRERER ‘R XBEPNEARER (BBIRS)

MREEBR T EERETUAER, BATAPERERNEWE MBI EFRNRBER:

MRFLERAPERERET “FiR” REFHNBER. MU BBARSEAEE Citrix Workspace R F#2F, ELt
BRRT, BEATMIRERERE B shMERFMRE N AE

FREFIRE,
MRFLERPERERET “Fin” REFHNABRER, F7 Citrix Workspace [ B2 FECE LD, AEXY
ENERERSENNAEFRESVRETERE Lo ENEERE LN I NAEFERSNAERFRE, 1R

ERE A BRI SR HI N FAIEF .

“FHE” REARREEMEAREFRESR

NEAFRE—ERATEN, EAEEE2FTRERFFERENARFREAR. FLHEERT, RERNAEZN
Y23iA0R); &% Citrix Workspace MABREFEFRRITEMER, AEMNKNEERT Web # Workspace, FaILUE
Citrix Workspace M HBEFEE R#1TERFRmM AR REANREEEAMLE,
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WMREFEERRLE Citrix Workspace B2 BahiGR A
BFRESRAKET “FiR™ RREFNEEUE,

7 Citrix Workspace R 2 FE B
PutShortcutsinStartMenu=False. BMEE B BIARSS1E
X T, Citrix Workspace MREFBARLE RN BIEFK
BE R REF, RIEERASNARFEERITHRE.

KA BREFRESNERET TR REFHEE L

MRAFRRERVBNABER, FRFFENABREFSRET TR REPHKREL, HEREERE LNENXHE

S

WMREFEE Citrix Workspace R REF BaiEFRraR A
BRFREAAHMREET FHa” e,

MRERERFMBENAEFRES TR EERE L.

MREFERPIERESBREERE LRI AP,

£/ XenApp 6.5 & 7.X FHENBAIEFIEE

MRE
=

MREREEIBNAEFRERBENBEFNREN
B, MEERTFEMRSEXNER “FiR” ReEd.

N AR IR ETE SR XM KRBT E X K

MREHFENREFEREXGRDER, BEAUTER:

73 Citrix Workspace R 2 FE B
SelfServiceMode=False. Frfal AL AIEFHIFE
TE “FHRT FEd,

7 Citrix Workspace R 2 FE B
PutShortcutsOnDesktop=true. Fra el AR AIZF
HEETERE L,

71 Citrix Workspace [ fA#2FECE DesktopDir= AF
BN AR R E X4 RAZ T,

EREREFANUEUES N AR METHERNUERIIXLERESN, EER XenApp S8NARFIR

7 Citrix Workspace M BiEFECE
PutShortcutsinStartMenu=false #E RSN RAERF
KE
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MREHE Citrix Workspace ZREFHEE “F1a” 7 Citrix Workspace MAEFERE
REPHNARFRESREREELXBNEG (XHF) UseCategoryAsStartMenuPath=True,

#,

NRAL Citrix Workspace ARRFHERE “Fis” % A Citrix Workspace R FA#EFEE StartMenuDir=
BrhiR AR AL FHRE 4R, “FFHIR” HBXHRETR,

FESHEOR S MIFRN ARIZR

MREAFERFAERMAPAZERRNEENAER, WA UERF EHEARHBBIFRNARER.

WMRIEFEE Citrix Workspace B RZFEFHIMIBRET 7 Citrix Workspace R A2 FE B

BRAER. RemoveAppsOnLogoff=True,
NREHL Citrix Workspace M A2F/EREBMIRE  EE Citrix Workspace MR, fF
RERF. RemoveAppsOnExit=True,

EEAHN AiEF AN AiERF

BN RIEFHR N AERF

o EIREMAERSHRENRN BIZFMIE Citrix Workspace N B2 FIRIENN AR, BEWMXEFHTSH
KEYWORDS:prefer=" pattern”, LtIhEEFRA “Asttip AIZFEIHE",

ERFWTEN L REMARF 2, Citrix Workspace ARFIFERIEENRN, UAERETEEFRR
EZNARF. MREAEARM=RE, Citrix Workspace ZBREFRITIHZNAER, BFIEZRESR. AF
M Citrix Workspace AR &EOFBENZMAERFR, Citrix Workspace ZARFERBIAIREN (B
%) MARER.

R AP 1E Citrix Workspace MAEFIMNBEE T £ N EERAIERE, MTX Citrix Workspace M AERF
Rl B BGH T IRZ N AR F. MRAA M Citrix Workspace M ARRFMEEFNE T ENEENBER,
Citrix Workspace M BREFHECHITIRZMN BIERF, BREMEH,

AR
Citrix Workspace MAEFITRE NN BEFN, SRAXETF prefer. EITRANBEFEBRNIXBETER
EEMA.

AURAENLARRF ZRIEEXRT prefer, RFE—MLEMAEHELXRFNAZENLAREF. AIUEEEEEH
fERLITE:
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o BIEEMTERARENNBZEFMIE Citrix Workspace M REEFHIRENN BIERF, BHIIXAF RS
KEYWORDS:prefer=" pattern”, LtIhgEfRA “dsiths BRI

ERAPNHEN ERENBIEFZHI, Citrix Workspace MABREFRERIEEMNIER, UHATEEEESHE
HZNREF. NREBAEARMRE, Citrix Workspace MAREFEITRIZNARERF, BRIERESR. BF
M Citrix Workspace [ B2 3HEIEF S ohiz i AR, Citrix Workspace M BIZFI§ B hA 220
(B) NAER.

R AR 7E Citrix Workspace A IMNEBENE T E NS &N ATERE, TR Citrix Workspace R R#2F
R B BGEIT IR Z N B2, MMM M Citrix Workspace MBREFHEE T E M EENBIERF, Citrix
Workspace B2 BUEITIRZN AERF, B8R,

3 r

AR

Citrix Workspace M R2FiTIRRE NN AEFEN, BHAXRET prefer. EiTHANAREFEBERIXBFER
1R

BIUARNEARFEZRIEEXRT prefer, AE—MEEMAFEIEXBFRADNENNARRF, UEEEASH
fERLITE:

« prefer=" ApplicationName”

N BEFRMERS B EREA AR MPIEENN BEF R MHERNBEFELE, tLNBEFATR
AILE—1 8, WAUE—MEE. MREEE, WFEEASIS. FARAFXESIEESX RN AL,
BEFAKDANE, MARFZMLEERNEERFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THYREAT EEILE?
Word \Microsoft Office\Microsoft P
Word 2010
Microsoft Word \Microsoft Office\Microsoft =
Word 2010
=HE McAfee\VirusScan Console =
mE McAfee\VirusScan Console =
=HE McAfee\VirusScan Console P

« prefer=" \\Folderl\Folder2\---\ApplicationName”

HIRERASTENREFAXHEBEUR “Frie” ZETHTENARERFZMMENE, “Programs” ffik
B R XREEIRTHFXMHE, A MiEEESEENREPUREZXGXHPHERNAERF. MR
FhEEg, WBREFERS|IS, REXSANS, EITREFCLEEXITAE Citrix Virtual Apps and Desktops
#0 Citrix DaaS LR AR LN B ZRE M.
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KEYWORDS:prefer= “Programs” THIBIEAT BELA?

\Programs\Microsoft \Programs\Microsoft =

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft =

Office\Microsoft Word 2010
\Programs\Microsoft Word 2010 \Programs\Microsoft Word 2010 2

 prefer=" \Folderl\Folder2\---\ApplicationName”

BWEEERS “FR” RETHENRESAXARFALE, REHNENREDILAEENAEFEM, H
BRILUER MBS RES FRERX 4R, MRREAAXFBRELIRHIBNEBRRER, LEFIFEEER. W
RBEEHETHE, WEBEASIS, REXSKNE, BEXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THIREAT ERILAR?
\Microsoft Office\Microsoft \Microsoft Office\Microsoft Z
Word 2010 Word 2010
\Microsoft Office \Microsoft Office\Microsoft =
Word 2010
\Microsoft Word 2010 \Microsoft Office\Microsoft =
Word 2010
\Microsoft Word \Microsoft Word 2010 =

BXHMXBEFHESR, 520 StoreFront XKLL AL 8853 PRI EMEIN

vPrefer Exh
Rk, FLOEEE Citrix Studio Fi&E KEYWORDS:prefer=" application” EtdigxE VDA £REEM
R IIEG] (EASAERIA “Auf)”) BARETFERGBHEARF R,

BhRZ 4.11 &2, EXEZE=HE (He Citrix Workspace BREFERESIEN VDA LinfT) &, EIETLUES
Citrix Workspace MAiEF 2T RB5h:

» VDA tZENNAREFHIZAMSEE] (NREEAZMNBREFER) %
s NAEFIEERLL,

vPrefer 7£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 REShaH "1 H,
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BN AEF, Citrix Workspace RZFREF1§15E) StoreFront AR 33 L EEM R REIEH TR ATIRIE vprefer
REMAIRE, Citrix Workspace A#EF7#E VDA 9 Windows IR IERN BIEFNRERRR, MEEFE, U
BRI ARFRAMSEG, TN, BBz ARFREELM,

NRE B AREFARE VDA £, Citrix Workspace M BEEF R BT ER AR, B% StoreFront ik
AHBEEFMES, 155 Citrix Virtual Apps and Desktops X#Fha9iE4I B4 AR SE LM AN Bi2FER
o

MEARFEE VDA LB AR F M 4 # LI, & 1E Delivery Controller £ & A PowerShell % Lo-
calLaunchDisabled i& &5 True, BxXi¥4ESR, 207 Citrix Virtual Apps and Desktops 14,

IhEER B FE MR BRI BIER, MMIRMHEMRSHNAFFE, FJUERARIRITR (GPO) BEERIEHT
BEE, BAMERT, vPrefer (VERKSH R DA T EBERS.

=

AR

BRFARHRE Citrix Workspace R FAT2RFRY, #Zmzsit GPO iRl sfMaviEiR X 4. BxmzAt GPO F
AMERXABIFAER, BEAARBNRERER, NTAEL, SHEIXGNIEPRRENGIRE.

1. @dis1T gpedit.msc 77 Citrix Workspace R R1EF GPO BIEEIR,

2. EHENEET ST, BEBEEIR > Citrix 4AfF > Citrix Workspace > BBIRS.
3. %&#% vPrefer 5ES,

4. EEEBMA.

5. MR AERF TRFIRF, EFEUTERZ—

o AVFIENBRER: ETUSEE VDA LA NBREFMNZAEAl, Citrix Workspace [ BEF1§1E
RERENTARERF (BFIEEA. HHE. 5FIR. SR TEOSEAN Windows A#ER). A,
©i%7E VDA LBz BiER, MIFERENARR LB,

s AFERENNBARER: AT S5 VDA LERENNBEFHNAMEM, NREBAEFRREE
VDA £, NEEIEERAEF. BRAERT, 4 vPrefer REIRENEBAN, AYBRENRARE
R FIEPIRE, ETRIZEAR. iTEEEARY Windows RIERFAR BEFHBRTEN

o ATFMENRAER: AT B MERZEMER LB AERFES.

6. BENAMEE.
7. ENRHSEUEEREN.

PR :
« EATF Web i Workspace Rz 51k Ih8E,

YEORAY R AN AR R M RE B ThA LR

June 14, 2024
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FINBERT, cRASEMANARESEALINE. SuHENNARFNESERMNFTREEEEE. BNk, #E8
EEAT Windows B9 Citrix Workspace MRREF LiRIE T BPAFHNGER, XEBTILAA R TRE XBhR
BHEXER. BNETRERENE TR,

@ citrix Workspace

(@ Citrix Workspace

| '@* Home
E Apps
@ Desktops

cifrix

BRAUEEEXBoIHENEEXIERN, MANNENAR. NMREERHHBRFPZHXEN

FETHES.

NREFRTIRE

June 14,2024

‘BREREIT &

Apps

Recents Favorites

‘3 '€

Excel Chrome

Desktops

Recents Favorites

oo

Bl epaessirawioP

AcclaimlP

'@

Podio

Enterprise
Browser

View all applications

Viaw all desktops

1 AE=__
nes, N8R

BB E B HE Citrix Workspace ARFEMNARREREFENBREEMRN T A REAR, XH¥
AILARAF B NEERAPYAEEREERNIRE. BfME, ERILL

o —iERE SHREET &
o ERFRBEUATHERE:

S Gl ES
- EEP

BN TR
REMES

=
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- & DPI

- XHER

- REAFAMENER
- Citrix Casting

FERIXEPREE “SHREER ER

BILAfERA Citrix Workspace M AEFAREITR (GPO) BIEEREE “BRAEIE K.

. @idia1T gpedit.msc 177 Citrix Workspace R/ 2 4H5REE X R EEIRIR,
. EHENEETAT, EEEEEIR > Citrix Workspace > BEIIRSS > S4B i%THET,

1
2
3. EERRARREIETERE,
4

. EEEREREEMXIEFE Citrix Workspace B2 EFMARERFIZE “BAERN HEI,

=3

AR

BIANERT, EERRECEIETL

 BHREET RPRESTERE

B LUEEA Citrix Workspace N AREFAREN R ERRIRESRERMRFIGHAFATEENRERE. EREIR

B, FHITUTEME:

1. &@idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER,
2. HIHENEETAT, BEEERER > Citrix Workspace > BEIIRS > S4&EETHET,

3. EFRERTERREIKENRRE,

TR T ERT LOEFANET A K8 MEEI R0 -

I

RECE
=) =1

AILTE “BREEI RPEEUTHERE:

. BELES
o SERERL
. & DPI

. iR

12(F

BRgE
fREigE

BRgE
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PR IR TFHIZEED

o REMESE
REES NAEHEE
o XHHER

« Citrix Casting

FEREMRFERT SAEERN RPPEE “EE Workspace” £

BILAEREMRFIERTE “BREEI KRHEEE Workspace £,

1. EErEfREES.
2. Sfi2 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,
3. tIE— 1 ERHEFMET EnableFactoryReset FHi§HIGE N A TERER:

o True-# “B&KEEN” RPET “EE Workspace” T,
+ False- £ “B&EEMR” &RPrEE “E& Workspace” %,

£ “BREEI RHEEE “Citrix Workspace T3 %

=

AE:
“Citrix Workspace " “MHIRIRRS “SREEN RPEEHNEMETARE,

@idiz1T gpedit.msc $T7F Citrix Workspace N RIEF ARSI R EEEIR,
EHENEET ST, BESEER > Citrix A > Citrix Workspace > Workspace %,
%1% Workspace B35,

EREZEREEESREEMERTRE “Workspace B £E.

> wnh

NEABFRRRE WEHR %

EEGTLUER GPO RIESRANEKZLAFRE “WIEHR &0, BALIKRER, A4RE LREABF UG UEER
B9 “HRPEHERR” EBUFRIS .

1. 72 GPO B8, SMIEEPIER > Citrix 8¢ > Citrix Workspace > B8RS,
2. EIRHIEHBRETI -3,
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| SelfService

Select an item to view its description.  Setting State Comment

“| Advance Preferences Options

| I Troubleshocting Options |

=] Allow users te Add/Remove Account Mot configured Mo
Manage App Protection Not configured No
Manage App shortcut Disabled Mo
Enable Default FTA Mot configured Mo
Enable FTA Nat configured No
EnableFTU Not configured Mo
Enable application PreLaunch Mot configured Mo
Quick Desktop Launch Support Mot configured No
Silent authentication for Citrix Workspace Net configured Ne
Local app discovery Mot configured Mo
Local Application Protection Mot configured No
Allow/Prevent users to publish safe content Net configured Ne
Allow/Prevent users to publish unsafe content Mot configured Mo
Control when Citrix Workspace attempts to reconnect to exi..  Not configured Mo
Manage SelfServiceMode Not configured Neo
Store authentication tokens Mot configured Mo
vPrefer Mot configured Mo
3. ERREHEHRZE,
Troubleshooting Options
Select an item to view its description,  Setting State Comment
|=| Hide Send Feedback Mot configured Mo
I‘—‘ Hide Troubleshooting I Net configured Mo

4. 7T TRREESIEHR WHEET, EPEBAEEE, ERERESRRAAFRE “WEHR £,
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. Troubleshooting Options
Hide Troubleshooting Setting State Comment
A Hide Troubleshooting O X

Edit policy setting

Requirements: [ Hide Troubleshooting

ADMX Migrator encountered a policy

that does not have a supportedOn :
value., PR (O Not Configured Comment:

Description: (® Enabled

Use this option to hide/unhide the Disabled
Troubleshooting option from the @
Citrix Workspace app icon in the
notification area

Previous Setting

Supported on: [ appx Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Use this option to hide/unhide the Troublesheoting option from
the Citrix Workspace app icon in the notification area

5. BEHERFENRE,

Citrix Casting

Citrix Ready Workspace Hub R#=F IR ZMYIRIFRE AT, ERENERTRPRINAEFMHRE, T8
NREFERTI’RE (H—ENR), HINBARFMERE, UeIREEHamIFiE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R F2FHIZ&IFIE
%) Citrix Ready Workspace Hub, HigMAREF SRS TRANE R L, Citrix Casting 7€ Microsoft
Windows 10 hi4s 1607 &E&hkAs Windows Server 2016 £33,

Citrix Casting ThaE T NBThG AN R 2B R ERNAER, HEARE LET.
=W
« EATF Windows B Citrix Casting 33 Citrix Ready Workspace Hub ig7s 2.40.3839 &E=HRZS,

SHARRASE Workspace Hub RIRET A R4 N F S S BUH IR 1R,
« EHTF Windows # Citrix Workspace MR (RA®EIERD) AZ#F Citrix Casting Thgg.

BEFM

s ERBELBRATEFUELNR Hub,
+ Citrix Ready Workspace Hub #1 Citrix Workspace Rz A2 #82  T R —MLEE,
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« s¥F1EIETT Citrix Workspace R B#EFRII&&E S Citrix Ready Workspace Hub ZialfER#%0 55555,

« ¥¢F Citrix Casting, R1GBELEIRO 1494,

« ¥%0 55556 A#55hig&E 5 Citrix Ready Workspace Hub &l SSL EZRZIAR . ATLIFE Raspberry
Pi Mg BN E LERERRER SSL M. fNERELET SSL#KO, AP¥EES Workspace Hub Zial#az SSL
ER

« Citrix Casting 1%7£ Microsoft Windows 10 h4s 1607 & E&hr4ssk Windows Server 2016 +Z%#%,

o EREMEIETT /IncludeCitrixCasting &< LUEA Citrix Casting,

fZE Citrix Casting Bz
==
AR “BRAERI RNWLBIHBIADT. BEXFMEE, BER BREEN R
1. ARBFEMXiEr Citrix Workspace R B2 EIWRH SRS 5K EIi% I,
LB 2 R R BRI IEE,
2. #%#% Citrix Casting.

IEEHE £ Citrix Casting 34iE4E,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(0 No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEUT®EIZ—:

+ & - #6877z Citrix Workspace 2 EansdEa Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, R#ERzhESESN Citrix Casting) - #87F
7 Citrix Workspace Rz #2r Rzt Bz Citrix Casting.
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%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
W o

4. BEREFUNAFMEENR.

e Citrix Casting 5 Citrix Workspace M BREFE &R

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EAHE R Hub 5K, %51% % Workspace Hub SR &89 RSSI EHEF
2. ERERGREMN Workspace Hub, ZAEEEUT®ENZ—:

- BEATENEZREHBEETRBRIEEZEEN Workspace Hub i&#&.
o I BATE Workspace Hub & & REREHEBIRRE,

=3

AR

B Citrix Workspace R 2R F=iBH Citrix Casting,

7£ Citrix Casting B3 HFED, BET U TED:

LR RRESRIE R RERS.

ek

Wi iERE, AT ELYFRSERFIRE,

ERELR, BT Workspace Hub FRinEIukiEse,

AREHEMXIEFH Workspace Hub ElfrHiEZ R Ak A R BRI ER, FHiRE Citrix Ready
Workspace Hub,

ok w e
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Citrix Casting - Refresh

Current screen
casting session

| Supenor-Lake

Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

List of available I haiyang_test

workspace hubs
D liangc-dev

O  workspaceHub-debao

Workspace
hub icon

BFIE

R Citrix Workspace AR T & NESEERMEMR A A Workspace Hub H#5 Z#1Ti@(E, EMRFEERKRF
FER AT &I

1. Citrix Workspace i A#2F#1 Citrix Ready Workspace Hub ZEiZEIE—M4%.

2. =B Citrix Workspace BREFIIgE BB T BF H BB F ERIET.

3. Bz Citrix Workspace M B#2FRII&EE Citrix Ready Workspace Hub BSSEEIR (MF 10 K B&HEEZ
e EREIIEEEEy/ )

4. 7z Citrix Workspace L2 FH Eahnlkigs, RERAN http:

LB HZ2E ER Workspace Hub i&& M EE,
5. 7z Citrix Ready Workspace Hub F& £RlH, H=idEZEEESI Workspace Hub,

B 1R PR

f£i&#%&5 Citrix Ready Workspace Hub #E#Z3IR—mM£ > 76, Citrix Casting FeefEm.

MRHIMMLE R, Workspace Hub 1&& EAJgEEEEIR 2 TRo

%Y RS, Bah Citrix Ready Workspace N BREFHNERBERNIFESE Ko

T BEXT, T HETRBIEENEETRS.

o KEIMNETREEREAATHE, FEERIIFHBoHITEE. FlH, REOHERETK. BRABX

£,
- ERERSRIERE, WRiET Citrix Workspace MARRFIIGELTHE. ERIKERS, NWEERNS
BRI,
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 RERETRERNAIE,

« Citrix Casting ZFHZRARRESPIEK 1920 x 1440,

« Citrix Casting z#¥ Citrix Ready Workspace Hub 4 2.40.3839 k&= k4, FHIHRAH Workspace
Hub BI8ET A R4 NS NS BUH IR T HE IR,

« i&EATF Windows B9 Citrix Workspace M AEF (MABIERE) FZHHINEE,

+ £ Windows 10 Build 1607 &, aIgeFiEMEMA T EBERA Citrix Casting,

% % Citrix Ready Workspace Hub #yi#4l15 2, &5 Citrix Virtual Apps and Desktops st #y Citrix
Ready Workspace Hub #B43,

SaaS WV HEiERF

June 14,2024

xt SaaS MARFHNR2IFERMTRAFRRZNELHH SaaS NARFNSA—BF KR, SaaS NARFSRERER
—ieteft, EERNEUURPASHNBNSELARRERZTEERGNLUELENES, EERTETIE
E Web u5=2#0 Web uh s 518915 1R R SEIRIL B B9,

BT Windows B9 Citrix Workspace R B#EF @ Citrix Secure Private Access £/ SaaS R AR, &
BiZiRS, EERFTUREERENNZ/HEL. ERESERURATRE,

M=3Xft SaaS MAREFEBUTMRE:

- BEERSR - HTIRIE. EHRMNER.
s BRER-ERAERRERENER.
s BRTARNBREFIVERIR - IXEANAEFH#HITETRIRNEE,

Citrix Workspace Rz f#27 Citrix Enterprise Browser (I#i#k# Citrix Workspace Browser) E£&Ezh SaaS
MABREF. BXEE, &5 Citrix Enterprise Browser X4,

PR

- BHBATIHATHZERT TENELXGNARER, ARERMNNARREHRITITENG S, EHATLUR
77 PDF, fR7%: B8R THIGE, 52BN,

o NMAREFPERNRSA] SEREIER.

o 1&FA(EA Storebrowse <7 SaaS MBER.

B Workspace EEBmi¥4 S, #52iA Citrix Cloud 89 Workspace 2.

RSN AT

June 14,2024
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iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

Citrix Analytics

Citrix Workspace M AfEFBE&EHN, AllReiE BE~E#HE Citrix Analytics. BRJG, 7 Citrix Analytics
RS EARFEHES. B Citrix Analytics B9¥4E R, &2 Citrix Analytics,

Citrix Analytics R HIIERINAE

fEA&hRZ<#, Citrix Workspace R AR Al UREHIERMMEHK LR IP #ibEia=l Citrix Analytics BRS.
BRAEBoHHSWELL IR, ©rIUEEED Citrix Analytics RS DT IEEER T2 T SHE IEXIHE X,
BUAERT, IP#itBER%ZES Citrix Analytics BRS. B2, ErRILUERFMKRmESSTE Citrix Workspace 7
BREFHRALET,

B2/ P it BEER, ESMEUTEMRERZHE SendPublicIPAddress FMRMIEE R Off,
+ 1€ 64 I Windows it & # £, Si1% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\

Citrix\Dazzle,
« 7£ 32 {1 Windows it&#l t, S5 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

=

o |P it R EREB R FHRHNE . RE Citrix Workspace M BiEFE Bz BEFHNED
IP ik, {BFLEHIEDTRERER.

s EHHEMNEFLKIESR (a7 Intranet izfT) , BEHEREmS EH URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Citrix Workspace R FA#2FZ53 1M, AIMUMEMI BB ICA 2ifR 2B HuRE S Citrix Analytics iR

o

Hx Performance Analytics i EAILESHIEMAES, ESHMEEBIEE,

B EIR (CEIP)

WeEERYEE AR BINBEREIRA LB
ECEMEAKIE Citrix &P 3e&E T4 (CEIP) M tEEEHEBNTF Citrix 128 Citrix

ERATF Windows 89 Citrix
Workspace [z B2 WEE B
AR, HEmEHIELREET Citrix
#1 Google Analytics,

Workspace (L FAREFHRE. &L
Ftee, AFERFRERNESHECA
R, ERRSKTHEEAREEM
ERhEMIG .
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W SR RYEE

a0 LR, Citrix sUksk Citrix Workspace M REFEBEMEREREIE, LIRS Workspace NEEEFHRE. I
BEFNMERE, H AW Citrix AFERALBENELDEER, UREFRSKFEHEEARREMEMENRE, BIEA
CRREAERNS. RGERTAAFIEITEN, BARIRIE CEIP SIS ENRLR P HITH .

Google Analytics # Citrix Analytics UsEf45E CEIP #iE TR E1E:

RIERSARA

RIEBAE
REEFRE
B E T EER
BERS /Y

ERRLOFAES

RSEEBA SRS &

E7 670 =Pral]

Citrix Workspace R F#2
FEhRs *

HEEEIR

TREFRKS
EERLERER

Citrix Virtual Apps and
Desktops £iEBENKZE
StoreFront %I
Workspace URL iE#Ih
BERRE

Citrix Enterprise
Browser higs

B EIERE

BRI

B IRREERE

App Protection &2 &
REHARL FTE /SR 7R

Citrix Enterprise
Browser £AH1E5R

Citrix Workspace Mz
FiE=
VDA 8

N AEERE
BRAEIRRREA
BEEHTRE

BEIEHEE

Bhi 2205 2, ARMEERELIRRUTSRELLX CEIP #iE (TEN ‘&3 PEENAMEENRNMLE

TEERFRIM o

1. ABE@EmxiEgse Citrix Workspace M BI2RF EliF.

2. ERSREETL

LEBPR 2R B4R ENETEE,

3. EFRBUERE.

4. EEF, HEUER CEIP ERFE5,

5. BERE

EAAERAF SHSMEIU T EMRIHIZEIGSEE:

B&%: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

AR Enable_CEIP

f&: False
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FE:
—BEERTR, #ifsE Enable_CEIP AMRIIGE RN False, FAlLUBE SMEIL T EMRIHISEE
ki RixEETH CEIP #iETR (BMRMERSM Citrix Workspace [ AEFARAS) :

#%2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FMmERm: DisableHeartbeat

f&: True

Hthf5 =2

Citrix \R#E& 5 Citrix ZITHERFRBEBENEIE, HIZER Citrix Services Security Exhibit (Citrix RS%£
MER) PHMENE#EITERP. “Citrix Services Security Exhibit” (Citrix lRE &£ ExR) a7 Citrix Trust
Center (Citrix SEFL) KB

L2 EMBHIIE

April 22, 2024
I BUTRE:
. RefE
. REBE
. SHIE

WE@iAE IR

fEMAH Citrix Gateway 7 S 1R2F 1 EES Citrix Workspace
£/ Azure Active Directory 1A S piR 2R E @S Citrix Workspace
£/ Okta 1R GMiRMiZF R E @S Citrix Workspace

Zelt

June 14, 2024
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https://www.citrix.com/about/trust-center/privacy-compliance.html
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App Protection

App Protection g — M ININEE, AI7EREA Citrix Virtual Apps and Desktops #1 Citrix DaaS (ML#i#iA
Citrix Virtual Apps and Desktops fgs3) BYiRfiEsgmR LM, ZINEERS T B HZRAICINRRHREER
R ABYEE I, App Protection AR5 Lt BERE FMAFR SENHRESFNEER. RWEAIHLEARMNKEER
BRESEUNERARZICRBBENFBAHRERS. BXFMES, BSH App Protection

A

App Protection SRBER fEX B IR ERAFARINENIHINR (HREERRRIZTAFHEE APIER) o
App Protection SREEEZEBHWBEXNERARETARMERIF. B, MERFERENLRE, BRESEM
LERBEEROF ARSI EIL. BARNFALIRFMBRXLERZD, ERINLEZRIETHEEENESPREME
FTRHIRIP.

E7EiE A TF Windows # Citrix Workspace [z 12 L E2 & App Protection, #E&HERE—XHH “EAF
Windows &9 Citrix Workspace R AEF" 28453

3

AR

App Protection {XTE Mhias 1912 FHIAF RN Z 2,

’m 7T ICA XHHR e

teIhRe R B IR F MK ESE R o ERE 2 |CA X EfiR g R 2 M,

Citrix Workspace M AEF AT EERSHEINLARFNSERIENE ICA XHEHERAATH, MIFRBEE
#,

LteThEE B EBRERE U RESMEFEENTESNA ICA XHFNEMEERMGT. It ERTEERT Web iy
Workspace B EINE AZFNKERIE

[

i@ig Web i5ia) Citrix Workspace =% StoreFront BY, t132#F ICA XtER2M, MRTLLEE Web piRIE i, T
EP iU IR TH N & &, MREMEMNLI28IA1R StoreFront, &7 StoreFront ZE# web.config 32
HhERAUTREE:

StoreFront iz B
2.x pluginassistant
3.x protocolHandler

BRI E RN ARG, EEERN Workspace N AR, MNRKETRIZIET, &A% cookie HEIH,
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INRZE Workspace BE, MAILBESMEIKFIRE > B > NARFNKERDEETRERE P IHIIZE,
TR LAREREIN B LB ERFEERERNETH ICA XHEBEIRE. ERAUTERRE:

o BPiE ERERERITR (GPO) BIRER.
+ Global App Config Service.
« EATF Web #y Workspace,

A8 GPO:

ZMEIEMEFREEAMEE LR ICA XEBIEE, BHRITUTIERE:

. @iEiafT gpedit.msc 77 Citrix Workspace [z T2 F4H RIS R EIRIER,

. EHENRETAT, REBEEIR > Citrix A > Citrix Workspace > Client Engine,
L EER2 ICA XHRIERHREHEHIEERERA,

. BERMAMBAE.

A W N R

£/ Global App Config Service:
AL fER Citrix Workspace 2R 2106 &89 Global App Config Service,
BREIEMTEETEAIER ERY ICA XHFBEIRIE, BT TRE:
¥pEIEERE ICA X REhEMHIRER True,
B Global App Config Service Wi¥4ifs 8, #&2i# Global App Config Service 3t
fERIEAT Web 9 Workspace:
BUEFERIEAT Web 89 Workspace By EfEASHIBE R ETE ICA XX, BERITUUTRE:
iz1T PowerShell #3R, E&HELE DisallowICADownload,

a3~

DisallowlCADownload FEi&FiEEF StoreFront ZFFE,

Workspace i8I R ERNEEES

BRI URERECBIE, LUEEERF B M Citrix Workspace MABREFSIETHZ BN NIYEE, MRR
5. BEIMITEIETHHERBRLTFERRE, EREBEM Workspace FiEfH, RENEN RS RIMERRIES
N ARFMEmEmsiEs Citrix StoreFront RAREE.

TEHBEIER LUSBAM 1 589E 1440 580, BUNERT, REBEREoHEBH, BERAILUER PowerShell 3R
f2& inactivityTimeoutIinMinutes B4, ittt TEIEATF Citrix Workspace E2&#I PowerShell 3%,

RARFARNT:

o EEFHR=0W, SHZEFOFEET—FKEN, BRTI—TBTRIFERICEHEIET.
o RBEEERENTNESDBREATHEFT 5 24, B4 ER.
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o APAILUBEERISERERENHABRSEANAERS, EXMERT, FEDHHNSEEENERENE, BA
BT EER I NARENRIE

=

BERRAER Workspace (&) RiERE RSB,

June 14,2024

ZfR Citrix Virtual Apps and Desktops BRs588 5 Citrix Workspace MRREFZENEER S, ATLERII T
TH—RFIReFARER Citrix Workspace R FRI2FEE:

« Citrix Gateway: AXEE, BESRETPHEAK Citrix Gateway # StoreFront x4,

o BAASE: WILERAASER] LURHE B ARtk Al O 701 5 PE LE SR E5&@

o TEEHET2M (TLS) 1.0 E 1.3 k.

« ¥ Citrix Workspace M AREFEZEPRIEEX RN SRS 3.

o ICAXHES

o AR 2 (LSA) P

« {XPRIZERAT Citrix Virtual Apps SERRIEARS2S: SOCKS RERS /AL NIERS B[, RIBRSHZTE
BBREIXT 4R Y15 1) A1 5R B LB Ry IAIal, X LEARSS 2818 4L B2 Citrix Workspace R F#2F 5 MRS 88 Z [BIViE#.
Citrix Workspace R FA#2F 3z SOCKS 1R £ RN

o bR

Citrix Gateway

Citrix Gateway (LI#i#iA Access Gateway) fRiF5 StoreFront R AEENERE. LtIh, FATFEERRIFMITH
F P33 REM R 2RI 5 PR,

Z@ie Citrix Gateway EiESEMNARER, FEHRITUTRE:
1. FERAUTAEZ—EEERRRMHEM Citrix Gateway URL:

- EXEABBRSTAFL REN, RASERTEERMNKAIHEEDHAN URL,
o LafEABBRSAFRFRER, mLOET B EE R > A > HnskimN URL,
o WREET storebrowse S EIERE, BEHGSTREA URL

% URLBEMXASGERAEE (EFEREE) !

« Z%E8%5) Citrix Workspace MARFHREINE— M ABE, BERUTERM URL:
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- https://gateway.company.com

EEZISENARE, BERERXA (BlE) https://gateway.company.com?<storename> #J URL,
tENZS URL M9 XA IEARERR; 1E77EZ URLHEE = (FSFR) . NREBT storebrowse HE#EEI4F
ENEBEIE, AIsERER storebrowse < HANG|S5]E URL,

1. RERETH, FRSHAFE. BEARSSRERIZNASRE (BIMX), AXESBRNEMAER, BHESF
Citrix Gateway 2%,

BHEiETERE, BERENKEMNBER.

L BA A 3B BT LURHE B ARt A O A F sk BE L 3R G385 . SNREERRA A, EATF Windows 89 Citrix Workspace
N B ] BB IS S Web BRS8N Citrix BRSS 23815,

# A Citrix B0

R E-3it] || HAES

Citrix Workspace iz FE#E  TCP 80/443 5 StoreFront i&f5

52

ICA 5 HDX TCP/UDP 1494 iR N BiEF M EIARE
BEERETEMN ICAT TCP/UDP 2598 RN iR IR
HDX

ICA 5% HDX over TLS TCP/UDP 443 e R AR IR E

BXHOMFAER, BESHEFMRFOXE CTX101810,

fehaRLet

FRET LM (TLS) BEHK SSL (RLEEFR) hil. ERMIRETMNA (IETF) 1218 TLS ARURENF L E
$ShE, BREERN TLS,

TLS B3R MRS B HWIE. BIERANBMNEESTBUERLE, KREXEEENT 2, FLAR (BFEXEBRFNA
£) ERMEM TLS KRBHIBBEENR S, XEARTEEREREARIENME, FIINBFHRESLERAE (FIPS) 140,
FIPS 140 B— P INZEAR .

WERE A& Citrix Workspace RIBIER, 7863 TLS BB IEEEEN. BXxRiP StoreFront @815
2, &SI StoreFront XL 28855, BXRIP VDA KIER, &SR Citrix Virtual Apps and Desktops XX
RmEEEL M (TLS).
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FILAGE AR LA SRBE AT LU HRE:

o SBHEIEA TLS: HRINBIWNER TLS AFERAFRREENME (81E Internet) 8%,

« 5&flfER FIPS (Federal Information Processing Standards, Bt#B{EE0EIRE) : BSERARMMNZEE
M NIST SP 800-52 YN, XLRTBIAL FRARS,

o SREIEMRFERRAEY TLS FIHFER TLS ZREM: Citrix Z#F TLS 1.0. TLS 1.1 #1 TLS 1.2 #hi¥.

o (NERIFERS .

« RERSEMHERSIHIEHR,

o MERENIRS S HMAE KR,

o BEERENTFPHILER (NRGRSBEENBEREFIHIER) -

iEATF Windows # Citrix Workspace M AREFZ U TERTF TLS 1.2 thiXMZBEH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

BEXZTIHFNZREFNEE, BSRMIRFOXE CTX250104,
BE.
ATHEEZSE, UTERBEGEHFA:

o ZEH RC4 70 3DES

o BIZRA “TLS_RSA_* MZBEEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

TLS &5

1. &idiz1T gpedit.msc $T7F Citrix Workspace R A1EF GPO EERR,

2. HIENEETAT, BEEERIR > Citrix Workspace > W& KRE, AGIEE TLS M&SMERRRE FR,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting

() Not Configured Comment:

(® Enabled

() Disabled

Supported on: [ o)) Citrix Workspace supported platforms

Options: Help:

Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~

connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS 1.0
TLSversion | TLS1.0| TLS1.1|TLS1.2 ~ 2.TL5 1.1

3.TLS1.2
TLS cipher set | Commercial ~

The Security Compliance Mode values are:
- FIPS - Enabling FIPS mode forces Windows operating system
and its sub-systems to use only FIP5S-validated cryptographic

Certificate Revocation Check Policy

Check with no network access ~ algorithms.
. - - Mone - No compliance mode is enforced.
Policy Extensicn OID | b - SPE00-52 - NIST SP300-52r1 compliance is enfarced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop down , the following Certificate Revocation Check Pelicy
Mot Configured ~ (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. EREEABAREERUNMNERSSE LENERS. RE MU TE:
AR
Citrix BifERA TLS ULMR&E#,

a) ERERIFIEEZER TLS L84 Citrix Workspace M BIEFX 5B £ M FAIEFN S mAviEs
/A TLS,

b) MREMAMRA TR, EFHERATEDT:

i. - FeEHHITE M,
ii. SP800-52 - i%#% SP800-52 LIEM NIST SP 800-52, {NHARS2FHMXEM NIST SP 800-52
BN B A R I T

==,
AR

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R ALK INE: & FIPS RAFEHBTME. BWEMES, [, Citrix
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Workspace 2R Al BE ST A IE R E R R AIEF = E.

NRi%EHE SP800-52, FRIIPRBRERKIGERATETLIHELEM CRL,

4% SP800-52 /5, Citrix Workspace M AEFFIRIEARSSIELREEM NIST SP 800-52 iy
Wo WMBRESB|IEPREM, Citrix Workspace R BIZF A RETT £ER

i. BAA FIPS - & IATUEEIER FIPS #UERIINE, 1toh, ERARERFARRPH Windows
LR ZAINZ: & FIPS RABEZATME. BEMNER, TN, Citrix Workspace 2R
AIRERTAEREIERMHINBEFMRE.

MAEFEY TLS RSB T HIEES, ERIROS, FRESSRNTIRTHER Citrix Workspace M AEF
OEZETIEENRS 28, TLUSEBEMMEAS. FIa, *.citrix.com: 4433 fiFERmO 4433 L
F2AB L citrix.com ERMEMARS 2R, IERHNMA BN S ZLIEBFNERMERS, R Citrix
Workspace TEIRBISKEEMELE, ERFHIEL,

M TLS hixAsgrh, @EELUTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAIAIRE, XE% TLS 1.0 BRAM S ERIL SERI A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT #RERER TLS 1.1 5 TLS 1.2,

TLS1.2- 1R TLS 1.2 BFUSSER, MEINEREED,

TLS =& - EoafIfE AR EN TLS &, HikF "B (GOV). “B%” (COM) 5 “£3” (ALL).
BXFAGER, BSEMRFOXE CTX250104,

MIEBRHEOERIER ST, EFLUTERED:

ERFRMEHNIERTRE - EXMIERRHEFIRESE, NERIMIERRHETIRFME. FIEDESEBK

2B%, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 28R (2 AR S 2HE B HIE R B HFIRKE
EREEEER,

TRIFENE - ERBIERRFIIREE, FRIMIERRHEFIRFENMED LR, NRXIEEHNH
WIER, EERBRIEL. EPRHEIRNERTRIIEFRSSEHNRSHIIBHAIEE,
FER2INEN CRL - EXMIEBREIIRNE, BRIEBMANERI. EREHMIEBRHETIRE
EHPED AR, MRZIEBHRBER, EEHREL, SHAMELENIEBRHERNBIEFEE
=

2EFET2HNNEN CRL - BEEMIERRETIRICE, SFR CA. ERAZMIERE S HETIREMEMFR
BNRR. MRRIEBNREESR, EERRIES, ERFMELENIERRETIRNEIEFEER,
FE - REEBREMERRETIRILE,

fEF Y B OID BT LU Citrix Workspace B2 FIREI A{UEETIERE T EIEBMA REEHIARS
28, MRXFHEMEY R OID, Citrix Workspace M ARRFR{UEZ LA HEIEY B OID MRS 2IEH.
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b) MEFIGSHIRIERES, HEFUTERED:

- BEEH - BFREFP RS HIIIE,

RRIERIERER - IR IRR AP EFRIES.
SNSRATRE, WBEENESE - (VAT LA R EIRABNE B TA .

RECE - e AREES A IRS HEIE,

EREENIES - AT “FARIER EBPMMENE P IHRIESR.
a) EARFIHEREEIEEMRIERIIEN, WBEFTUEMRTAF,
b) & AMBERF IR,

BRABMIMNIMEERTIRNER, FSFAMIRHOXE CTX250104,

SRS 28
SEEIHRITRIE RS SR

Bl{shRSS 2R AL & SREEAIARIR Citrix Workspace N ARRFIEZEFIEEXRHBFIRITZETXR.

fERLLREE, EESAUENZEPHRNMAGEEEZINERTNAEFIREH. ERHFHESER, MHEF
EENEERE. AR, EEKERHENRERICESF iR,

BRI SRR A] FE L E R B A A S XK R R AR S5 28

ZINERT, XIFRETEF HREEEINRS SN, ERAATERKIENMERE, RSBHIN Windows A5
SIS R. AR Windows Internet XiEi% &3t it # TR E,

si&, ATLUER Address & B R4FFIEEARSS 28 ik, ARSS 23U MR S IHEABR T HARS BE S HIRYIR,
g0 cpsx.citrix.coms

fEFRA R REIRIRIR S AR SRS 2R E
UEFM:
M Citrix Workspace MBEFAN (SIFEZETL) BH.

i@diz1T gpedit.msc 77 Citrix Workspace R R#2F GPO EIEEIR,

EHENEET ST, HESEER > Citrix 4A1F > Citrix Workspace > M4 H > ii B Al {E RS HEE.
#ERERALGEE Citrix Workspace M ABIEF#1TXIIA,

ERERGIERTERSHRECE. WETUSERFIE P RERRERSBHITIRG.

7£ Windows Internet Xigi TS, EREFin-RS 28I, HIZBEGERTF Windows By “AIfgiER”
Xz,

6. 7EdtFEE, IRERR Windows LMY RIS iA m XIRME F ikARSS ssttitt, B LAERIES 2RISR,

7. BEHREMRA.

ok wph e
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ERLERERSBAEAIEXEDN, EEERELE, HETREIRES.
B INERE, HABMRMNARSSRAME Windows SEEMNMAXIE, Fli, F SSL ERE, EiERSEFmMA”
http://” " https://”s

AR

T SSL &R, wMEEERA RSB, XT3k SSL &, SR MESERRNFABRSSS.

tksh, BRGNS StoreFront FQDN #RiNEIAH# Intranet KK alfEi R X, BEXER, BEERSHIIESS
2p9fgek Internet Explorer i&E.

B ImEREEE

BT AFSRRIE SRS BRENER 2N, FRIHESEAR MEEFRIRGINXMA. e NHMEREN SSO hiE.

Xi% IR e

Internet X, Z5mX. Web A FIAE, FaiF SSO
Intranet Z7wK. Web erAPIAE, 23 SSO
ZRRHIBYIE = 250 Toih a4 PR B AT AERE LEiE S
SEE £%X. Web REHE N, AiF SSO

HAPBERENXEHNBIAERN, TTRESERUTHEE:
HDX File Access

Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

< No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

2 Read/write access
Permit your virtual desktop to read and write te your local files,

7] Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam
e i

Your virtual desktop is attempting to use
your microphone or webcam.

Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIENFAESR, BSRMRAFOXE CTX133565,

ICA X+ %5

ICA X & BT EBMRIPE R T REIARZENN L AEF R RHE, Citrix Workspace [ Bi2FiRIEEIEHISHIAHFRT
SRERNBEFHIRERE, HHIEMNFRERSSHEITER. ERILUEAARENREERRK StoreFront REC
B ICAXHFESR. BIAERT, ICAXHERIERER.

BX7 StoreFront B ICA XHEZIRSHEE, 15217 StoreFront XM E A ICA XHEZ RS,
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EE ICA XHEZ

=z

=
WNE K CitrixBase.admx\adml FizEl 4 GPO, NIEMA ICA XHEE RO AR E T,

1. @17 gpedit.msc 77+ Citrix Workspace R i2FF4H SRBE3T R EIRIRIR
2. EBHENEETRT, BEBEER > Citrix 4.
3. B ICA XHEEREHIRERBEFEP—MET:

a) BEA - BT BT ERIEBESRNEIR S IEBIESBI A iR,
b) EEIES - REERTMAFFIRPRBAENEZIEBIEN. AIUMEZIEBBEFESHIEESIE
S0
C) REHME - NFEBREFLUTEIZ —,
i RAFEENED (ERL): MAFREUERSBACEENNAEFNKERN. FEEHRESR
B, SHReES, BTFREN, ERHEW.
ii. ERHITRZZNEDNRRAR (FR2) - BHASEAXTHEBNRENRET—FHEERT. &
LOERAS B HEUEEE FUARE).

4. pENBMAERTFICRE,
5. E#Esh Citrix Workspace R AZ2FRIEUEFMMAI B E K.

SR D ERFERIES:
SRR FERIEB, RITRNENN FRERTIRPHTHE:
1. WASSEBMENN (CA) WE— MBS ZIERS SSL ERIES.
2. MBEMEWAEER CA, FEMZEM CA QB MUEBERIESR SSL EEIEH

3. ERAIARY SSLIEH.
4. fE—MR CAIES, HFEA GPO BZFohLERES RLAF L&,

A2 (LSA) RiF

Citrix Workspace R 2R 321 Windows ZithZ £ (LSA) R, BEPRARSE MR LNFREHEHEXHNE
Bo IZFFRITE KERM LSA RIWRARIF,

B AIEARSS B TIERE
RIERS A TRHEIMBINSGFHIEFR, HAEERTF Windows B Citrix Workspace M ABEF SRS 28
M, Citrix Workspace ZF#2F % SOCKS MR e REMIN.

5RE#TESE, Citrix Workspace NBRERFEREEITIERT Web # Workspace #9BRS 28 Linf2E BRI
BRS2RIEE.
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£5 Web RRs523#t1Ti@fE0T, Citrix Workspace Rz AR RERED AP I1&& EEIA Web 1512889 Internet i&
BRTEENHERSSFILE. HLESEMAFIZE ENBIA Web 355288 Internet &,

2i8:d StoreFront £ ICA XHFRFIFITARIRE, BERANIRFIOXE CTX1365160

H UGBS 15
SmartControl AFEEREEEM LR IMIFIRAIER, Fli, ErIEFERLERFERDEMGNFIETERE. &7
LUfER Citrix Gateway £/ SmartControl IH8ESCHINIE.

% Citrix Workspace [ZAm#2RF#1 Citrix Gateway BF IRk B, AREXET N, EXMERT, BFiH
WFER A SmartControl ThaE, RATFRE ERFEMX, ARG, TJUFEALLL ICA RI2, Hih ICA KEIkE
¥rEMER SmartControl Thik, BNE Citrix Workspace FZR#2FFHN Citrix Gateway SFEETRRRIALK IR ANLE,

Citrix Workspace MABEF=#%E A NetScaler LAN RIBEmSIE, FAHERBEGREESMISHRE, RE
IEITEER AR S 25

RAILAER AT AR B b U

o BHSAE BIRHAEINRMEOSREERERSSE.
o SHANIE: ATLERAREES DLL Z— 1S M RIERS B HPEFE R RIERS 8.

FILAE LA SRBEXY R EIRIEMR S M R IE 2R R ECE H ISR,
BEXHLRERIFAES, 551 Citrix Gateway X5 ICA 2L,

HIRIES T - Bl B
=

NRFEREE T #HSAENNSAE, WiSHERER.

£/ GPO EIRRIRECE b !

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEFA KRS R EEIER,
2. EHENEETAT, REBEIRIR > Citrix Workspace > R H.
3. EEMT™EmZ—:

o WFEENE: EIEFohE E NetScaler LAN RIEHR, EREBA, AREHENZNHROS,
o WFEhANRIE: 1%FEH DLL &2 & NetScaler LAN RIBSE, iR EA, AGRM DLL XHMTE
12, Blgn, C:\Workspace\Proxy\ProxyChooser.d1l1l,

4. BEHENAMAE.
fEREMRRIES I E HIb IR

o WTFERSHE:
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- BEEMREESEHEME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
ICA Client\Engine\Network Routing\Proxy\NetScaler,

- tlI# DWORD &1, ATFFIR:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o WFEhSRIE:

- B REIERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\

ICA Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.
- ©I# DWORD &%, fFFiR:

"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dll"

EEAIER
JEZE

« HTTP mAmEE
o HTTPS RIS
« Citrix Gateway 10.5 &EShk4

Certificates GI$)
FE:

i&AF Windows # Citrix Workspace AR BRI BFER. BFEEHHNEE. FLt, EBEMEEL
Bt AR,

- TR (BER) iEH
» Root

o BECFHES

o HREHES

TH (BER) I

INRTIZMX EFELRIES, E7EAR Citrix BRI FIRE L REALBVEBMRIADINR BIRIEB.
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} =r

AR

MREEENTARETEMENIES, N2RFFEEENERES. YRNBHETRVREBN 2SI
wit, APEROREEHSEN, 2ERNARFEIABE.

RIEH

NFMANTEHBIEN, JLUERARIENYREERIRD ZMEE CAILES.

NFRIMAZBHEN, ARATUSE-—TNEEXRERHBUSANTE CAILES. BE5RRAEERKALREE
o

BECTHES

BECTHERER—FHANE MRS LER.

Citrix Workspace N AEFZHBERFIER. BERBRASNLTSREEMRBRMIN. BRMAIPHERTZEE
ERSV/EMIIRMERESHEMN (SAN) T BIGER. FAGIEBMENEAATIEBME N 51 TMRXLIER,

HRiEHEH

MREHIEBEPEEFREIES, HFTEZFENEBHMNE Citrix Gateway RS RIEH. BXER, 5SH
Configuring Intermediate Certificates (BREiELER).

IERmETIE
IER R E#HEYIZR (CRL) 3F Citrix Workspace ARFIRERSBIIEIPREERH. EPREFHTHRERS SN
MEZESHIIE, REBFIRESRSBZEN TLS ERNEAR2MN,

AIEZMEFIEA CRLGE, i, 1L Citrix Workspace M AEFEE A RRNEEAMIERTIR, tBolUER
BENRNEELRMAMLIELETIR EALSERRENGIEENRIERERIETAE CRLZEFATBRER.

NRBERHTENPESIERIRE, EBH Citrix Workspace BBERF. wEZRBEXFFE Citrix Workspace
HE (BIFEEPD).

BXFAER, BERATHEZ2EED,
SREBPE ARG
iEATF Windows 8 Citrix Workspace B2 RI#EEN&E A Microsoft Windows B9 lIE B EIE N EERE R E]

ABEBINE, PEARER—MNERE, REEMBEBHBRARSZENER, XRAINAMIIEEREERE
B9,
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LT, HEBRAEFMHIRSSEN, TEARIEKREINMMRERBEITERKANRSS. #A Microsoft Windows Al
IEBEEINEE, SR OB EIERSS 2300 BRIGIERSS SBH B IEM B,

iEAF Windows # Citrix Workspace 5z 2R B4 EDR B 7016 F I 45 E B A0 M AN B4 18 38 o i s b FUIA R 4 BR
SRIEH. NRRSB|IEPSARLRENRS IFIEBARLE, FATF Windows # Citrix Workspace M AEFaELER
EHT,
BXRINAHECWIEBEEINEENGEE, BB Microsoft sai,
pE=
R EEIE BRI EIERRT B H EFRE A RBIIEREETIR, S, BELERIKRE, EHaETEEMS
i’%(}

SRk

June 14,2024

Citrix Workspace A2, BIEHEBSMINIE (2RFRE SSON). FheRLUK Kerberos EBSHRKIE, A
MR ER M RREREMNSHIIIE,

HEE (RRER) BHEIE

BEBE (2RFR0 SSON) AFEAEETEMNIIE, HFAEEBEFMATEMIIEEIAIER Citrix Virtual Apps
and Desktops #1 Citrix DaaS (LAgi#5F# Citrix Virtual Apps and Desktops fRSS) -

=

AR
MREHEHFRTRIERTZAT Enable MPR notifications for the System (W% 4= B MPR &2x0)

5RES, M Windows 11 AZIFRER (2RER) SHRIENEE.
tIhEETEE AT Windows B9 Citrix Workspace R BERFARZs 2012 KRESRAFIRH,

BAE, BER (RRER) SEFENER, XNEMTLEZDHM Citrix AR, MAXLERTER, BEHRR
TR E LEITHEARBERIVIRMG, U REREHERXR,

L& Citrix Workspace R AR, EHEIEEHNBAEFMNEE UK TR ZpigE ket %2 StoreFront,
RESERERE, EAUESR Citrix Workspace NBREFHEIEMNAREFNEASE, MATEEMRANENE
o

Fis Web %83 # EREERARBENR (GPO) BEERIKREERRER, AXERAKRBENR (GPO) BERIRE
BERRERNFMER, BH2RAER Citrix Gateway FEER A5,

ERAILERU T EREREH TENREIARLENEERRER:
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- B3O

EANEF, REHEB. BRERHM SSON eJUE#HREERM,

AeMREIEFTEERRER

EELWREIBTRERERER, BRITUTIE:

StoreFront EWEZE.,

> wn e

7z StoreFront tECESE A& F

7£ Delivery Controller LEZE XML 51EBRS
&% Internet Explorer i& &,
REEFBEAIERINAEN Citrix Workspace R BERF.

BAERAEHIHITEMINIE, FHEMRRBMAREA Citrix Virtual Apps and Desktops #1 Citrix DaaS, mA
BEENMNE N ARFRKREHTIHRIL,

fEF5 Storebrowse S-REFRINNARERN, BHNEREHACKENNAREFNSRE—EZEE Citrix Gateway
ARS328, BIF “FiR” RRILE. RERLBERE, JURNEABE. MENARFNSEURBHFENZR, mX

FBEZRBNEHER.

R4 Citrix Virtual Apps and Desktops 58, mILEREEEHIS7E StoreFront LEEEE R EREHIIE.

BETFRTEFARNAMNRESENVEE:

R

StoreFront -BEER SSON

EEERT Web #9 Workspace B

RREFAES

Bz Citrix Studio, ABEENHE
BiE > EBESMRIEAE - NABE
> BREEE.

B AREE > EHT Web 89
Workspace it > SESH WIS
% - NEEE > BREER,

Hthf5 2

NR:&H A Citrix Workspace FZF
BEFEERRER, E2BA0EEH
WIEA EZMEEBIREIAFR 2N
B (WRETA).

WNR&H A Citrix Workspace FZf3
BFEEESER, EAMEEH
WIEAEMNSEBIREIAF Z2MNE
B (JIRATA),
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@it Citrix Gateway FtBEE =& F

EFRAREREERIRY Citrix Gateway BRERER. B, BUMMERELE Citrix Gateway LBREESH
WIEMEBERZE (84 1 MNERR nFactor) S133iiE,

1. #@ia1T gpedit.msc #77F Citrix Workspace FfA#2F GPO HIERiR,

2. HFIHEVERETRT, BEEEERIR > Citrix ¢ > Citrix Workspace > B 5%, AEEF@EE
Citrix Gateway 5231 Single Sign-On 88,

3. ®BEEBA.

4. BENAMEAE.

5. EfEsh Citrix Workspace R FBT2F LUERM MBI E & Ko

7£ Delivery Controller L& XML EFARSS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, WUEE R & 7 Delivery Controller L7 LT
PowerShell &5%:

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$True

&4 Internet Explorer i& &

1. £/ Internet Explorer % StoreFront RS 23FINEI Al b RTIR, EAM:

a) MiIZHIERBE Internet i1,

b) #F%x£ > Zih Internet, AFEETILS,
EBTIE B R4 Intranet G0,

) EEER.
d) AmEREZSM HTTP 3¢ HTTPS #hiX# StoreFront FQDN #9 URL.
e) BENAMBEE.
2. 7£ Internet Explorer 1{EX B SHIEIEEE. BEX:
MEHIEREDD Internet £,
BERERTF > At Intranet,
PHEAENET, ERNEETRLLEE 4 Intranet XiIF&EO.
AP SHRIEERT, BEREAYSIAFSNTEENER.

a
b
c

)
)
)
d)
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5‘3_‘ User Authentication
i’;‘!‘ Logon
(O Anonymous logon

() Automatic logon only in Intranet zone
O Automatic logon with current user name and password

() Prompt for user name and password

e) BEHERNABHE,

ERGLPITROEESERER

A /includeSSON FFx=# Citrix Workspace M BiEFHEF#HE) Citrix Workspace R BIER LUERR Y
BREK.

£ GUI CERRER

1. #% Citrix Workspace MBfEFREXH (CitrixWorkspaceApp.exe),
2. MiFH CitrixWorkspaceApp.exe UBEMRERERF.,

3. HERAESERREASYH, KEREARSERIET,

4. BET—F, AERBIRTTRATE.

EIMEAEEHNAFZREN A Citrix Workspace B AREFERINMENABE (HEE—MNABSE) .

TiEBAT Web 89 Workspace +EBEHESER

AT RA R R EIEEREZERT Web 89 Workspace LEEEBESE R,

1. ®IiE1T gpedit.msc 3TFEATF Web # Workspace GPO &12#&1R,

2. FIHENEETAT, BEEEER > Citrix £ > Citrix Workspace > B S5 581,

3. EERAMAP ZNERREHEHIEERERA,

4, BEEREREMIIE. hETAFERT Web 89 Workspace ERENE R EIRETIERS B LHTEHR
UEo

5. BHAWWAE ICAEERITEBS NI, ETRBLD EMSHRIERE, HaFEmEiEE LEEEE,

6. BENBMBE,

7. EFEERT Web 89 Workspace LSRR E K,

BERMESERSKINIETEBAERER, H10E ssonsvr.exe #REREIEREET.
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£/ Active Directory ELER S &R

BRI TS BLUER Active Directory A%EBg 7 Citrix Workspace N AEFREEBE S HKIE. EXMHER
T, AIUEHESERSHRIE, MERERELREBETR, FI90 Microsoft System Center Configuration

Man

1.

ager.

T# Citrix Workspace R BEFRENH (CitrixWorkspaceApp.exe) HEERESENMBEE L, £H
E=#&T Citrix Workspace R R8I BARTENS MBS IR RE X,

MEAF Windows i Citrix Workspace iz T #TTEHRE CheckAndDeployCitrixReceiverPerMach
.bat &R,

HEBABURM CitrixWorkspaceApp. exe BIBMARE,

7£ Active Directory AR ERBIEH &0, %N\ CheckAndDeployCitrixReceiverPerMachineStartup
.bat fEREIIE, BXIBEBMANIFMAES, ESH Active Directory 2843,

EHBENEET R, BRESEEIR > FN/MERERLRN receiver.adml X,

N receiver.adml #iRE, #HEHENEE > SRR > Citrix £ > Citrix Workspace > B~
BHKIE. BRRMEREHIFMMEE, BSRAERENREEIEIR,

. EFEAHABFZNEEREEHREIRENERA.

EREREESHEIE, ARRENMH.
BRIt EUEERE.

7z StoreFront tECEHE S&EF

StoreFront it &

1
2

. 7£ StoreFront fR3 88 L2 5h Citrix Studio, ZABERNEARE > SESMHIIESZE - NAEE,
. EEREEBE,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway
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B I0IEShE
BRI SNBHEMESMER L, SRECHMAZECRAUNSEEFRBHNERBNER, Citrix Workspace
NARFRET ATR2IEERMERE FEE B 9IS hERNE,
ATHERR M, RITIMIERMETASERIR (GPO) HEKKALE 5 HIIFShEFE,
AR

IECENERHERER,

EERERIENR (GPO) R AEMIHIIESHE, FRITUTERIE:
1. #@dia1T gpedit.msc #77F Citrix Workspace [z F2F A RIS R EEIER,
2. HItBNEET ST, RESEER > Citrix A > 8BRS,
3. AEMESHEIELEREESD, ERUTERZ—:

- BEBH: BETEORIECEEHEERE L. RINMERT, ’EN “BBA7.
- B BTN RTFEERE L. AANIIFENRDN, FERBANENERE.

4. BEHENRAMBE,

BhR4s 2106 &2, Citrix Workspace M AiEFRIA TR LERMBE FEESHRIESHIEMED, BRTRE
GPO E2&4h, AEAILUERA Global App Configuration Service 2 IEEZsHIBER FEE S DRI HE,

£ Global App Configuration Service #,% Store Authentication Tokens@BHig&EHN False,
ATLLfER Global App Configuration Service @3 T AZZ —EEIIZE:

+ Global App Configuration Service BA R (Ul): EERR A RE#HTERE, BBIREE Citrix Workspace

R FRTER
o API: Ef#f APIB2BI&E, B2 Citrix Developer i,

RREXNER
AUERARERERSTILE, RERLAEREREREE, ZIHETRRERNTERERET, HETRESR,

1. ARBFEMXEPr Citrix Workspace BEFEINR, ARBEHEHE X,
LB % B R m Rk B SIS EE,

2. BEEENESR.
LB 2R Citrix BEEERZERRE O,
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https://docs.citrix.com/en-us/citrix-workspace/global-app-config-service
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(@ Citrix Workspace — >
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4.13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices

3. MiEEEEF%EE SSONChecker,

4. BEHiniT. BRER—MHESR, ERUHARKES,
RRENETREOESUTY:

1. KE: ERRERERNNERER.

s FEEEMCRAZBENEREEER.
o BEN 17 EREXRERNER.
o g8 X ErZNERERERERER.
2. i EREHEETIRBRRET. EEEMP, NERER.
3. Bff: ERULRER. fla, R,
4. Wisd: FEREITRRENIEAR T,
5 HAER: RHAXNRNEMESR, SF@EINRED.

BRREEXESMBERMBENERIIFAES.
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FER T AT

1. EBERBERTE,

2. BREIREWER,

3. MBRHEFFM: 2EK “Citrix Single Sign-On” EEBEAMEIREEZFTIRPHE T, HUMERE
BEEMOIIRERT 2 ER—PMEEBEETIZ. MR Citrix Single Sign-On ERETIRPHEMEMAIIE,
e REREEFIMVNRER2ET—NEEN 7, HERHMER.

4. BB RHARIERIET.

5. HRBE: IABERT, KEBEEERTF KL,

6. Internet WL EXIHIGE: 1E5E I Store/XenApp Service URL FEI “Internet 31 ML £XIRT
=+,

MRBIERBEER XY, KEPHTAEHRN, BREEFTASREIENE O BEFERBNERE,
UK 2R Y E RS
7. StoreFront WERIEIES .

AR

o MNEEiHEERTF Web 89 Workspace, MMIREERARIER,

« R Citrix Workspace N A#EFEER Z T AMEE, NEMEERENNABE LIZTEMRIES
EM,

o AILLRMIAERERFARS . POARSEIA.txt,

R BRELT BOPH RERER M

1. @17 gpedit.msc #77F Citrix Workspace FZA#ERF GPO EI2RiR,

2. #%ZE Citrix 481 > Citrix Workspace > EE/BR%5 > DisableConfigChecker,
3. BREEARREEA S EME 0PN BT IRET.

4. RPHENAMHAE.

5. 157 gpupdate /force®m%,

PRI

R BB A8HE Citrix Virtual Apps and Desktops R85 £ “iEE %22 XML Service BigR” BREMNKNE
=

fEARMIR  Citrix Workspace RBEF AFEERAEFNER (FARBRERTARFEN—BHERM) RTEEL
Ko EARNLK AT EEBIFAINEAT (ping.citrix.com) 2B HIA, LS UTNLR AT B EMR RN EIRIE BMERATA)
WA TEEREES — B, EaREHENREFN Citrix Workspace R BRRFHEESRE LT > AL B
B, MitFIEDi%E Beacon checke (fEA7HER) MEHH B HIET.

MiRLERATRER U FE—IER:

« @iAial - Citrix Workspace R T2 FBE I8 B IIBX R (51T
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« ARaJifia - Citrix Workspace M REF T AR ST
o EB43E]30E] - Citrix Workspace B2 AT LU el BRI X 2 (ST

=

AR

o 1EEART Web #9 Workspace &, XEENRERFER,
o MIAERAURENIRS. IREVEAEIL. It

& Kerberos #TiIEi# (BEER) BHRIE

A F RAE R FEERTF Windows B Citrix Workspace B B #2F 5 StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Z a2 iiE.

Citrix Workspace M B2 FE X RHE RS EENEERA Kerberos #{TIHEE (B AE R SSON) HH 5T,
Kerberos 2& 5 Windows 5%383F (IWA) &880 —Fh SIS .

BHRE, ITE Citrix Workspace R AEFHEBENAN#1T Kerberos &5k, Eitk, EHIEERAFIRE ERESR
RENZE RN R ERAS KT, AR AUERTASMRIEAZERHFENELHNRE, FINEsuRNEEE:
YIHE S 1D ER.

FREEEERIESE TEEESMIIEMN Citrix Workspace FZB#2F. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Bt, Citrix Workspace 2R :

1. EERERAEHHIREREF PIN.

2. fEM IWA (Kerberos) @ StoreFront 3&iEFF 514, S, StoreFront @&y Citrix Workspace MR
it xa A Citrix Virtual Apps and Desktops #0 Citrix DaaS M5 2.

+ =

AR

[z2H Kerberos LU ERSMY PIN 1278, MR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #17F51KIE.

3. HDX Engine (Z#i#i7 ICAZFiR) KEaE+ PIN f&i#45 VDA, MmfERA & R% Citrix Workspace [
EF%iE. Citrix Virtual Apps and Desktops # Citrix DaaS FEREIERINE R,

3% Kerberos &13303EATF Citrix Workspace M2, Ei0EEH Kerberos BB RS/ &MU T &M

+ Kerberos R7£ Citrix Workspace [ f#2F 58 FHERES A1 Windows Server iSiARS 88> ElEfEM. &
EERSH/ETEIR, EILGEET “Active Directory BFPMIITENEE TEEEIZIAT,

o AN Citrix Virtual Apps and Desktops #1 Citrix DaaS E/EF Kerberos, A7 iR & EHFFRE
A Kerberos, &7EiE E2AEMIF Kerberos IWA £,

+ Kerberos #RFERTREBANEAELRFNRIE. BEAFEREENEREERBLRTRNEBNITRERER

SR,
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I

A .
=.

AMKRFEREATLTERSHERND, FRFBEMRERERR. Citrix THRIEFEMREFERERT
HESRHMBVRAEEBFURR, ERAEMREFEERFEIEXNR, BHEREREIMRZAHTED.

i#Bid Kerberos SSHMIHERE (RRER) SHRIESEEREAER

ESEURMEZEI, B2 Citrix Virtual Apps and Desktops X4 HHIRIFEEE SRS
ZEERT Windows 9 Citrix Workspace R BIEZFRY, B S TiSiTER
o /includeSSON

LRI/ N NIR A it B AL L R % Single Sign-On A, MMEEHN TEXEE% R IWA (Kerberos)
StoreFront #T &% Wik, RREREHEFMEEEE PIN 13, HDX Engine ER S B HM IR
%32 Citrix Virtual Apps and Desktops #1 Citrix DaaS < fER Itk PIN 53, Citrix Virtual Apps and
Desktops # Citrix DaaS BEIME g8 RiIEFE—MEBFHM HDX Engine REXE PIN 3,

RINERTBE—1MEXEm ENABLE_SSON,
NRLZLHEEEIETEIE S LB A Single Sign-On, EERARIEREIRIRIREE Citrix Workspace R RTEF.

@iz 1T gpedit.msc 77 Citrix Workspace 5 Ri2fF A R8T R EIEER,
2. EEREIEER > Citrix 4% > Citrix Workspace > B B30I > 2t A 2053
ERERAEES DRI,

4. E#Es Citrix Workspace Rz 2R LUEFHREI B E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fd& StoreFront:

7z StoreFront fR$5 88 AR E SHINIEARS Y, BIFHEBET. ZRBERBAEM Windows S350, THEEEFEE
BERIETL, PRIFEERBRMANENEFiREA S REEE StoreFront,

BXREEeE AT StoreFront (NS5, 5815 StoreFront XM E S5 I0IEARS .

% #5 Azure Active Directory Fi9& 4518

£f+ipialZ Azure Active Directory 53l TR SRERFT AR TR, Workspace B2 R AL AMA Citrix Workspace
N FBIEF T B I0IER A P ECE FaRHIH1T Azure Active Directory &#FimiR5Eg, =17 Citrix Workspace [ F
1289 Windows HEHMME L2 Microsoft Edge WebView2 Runtime 99 Sk E Sk,

BXfER Azure Active Directory FRB & ARl SRER SRR ¥4 SR AR, 75518 Azure AD ZfFifinlscts, ik
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

¥+ StoreFront 7 AmEEMHFHNIIES &
B LU A AR BE ST & (GPO) #R4R 9 StoreFront M A& 5 B X #i WIS A 3%, o LUER Global App
Configuration Service BALLINEE.

A LUERTEMER—MARE Citrix StoreFront AR IE#ITEPIRIE:

+ {5 Windows Hello #1 FIDO2 2%, BX¥MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 158 SR EIZFHEIAN AAD BIitE & =% R 3 Citrix StoreFront
ARG, BXFEARER, BESREMSHIRIES .

+ Workspace BB &R LUAXS Citrix StoreFront M AREIE#1THHIIER AP BREM&HIA1T Azure Active
Directory &#ihinlkEg, HXIFMER, BEBRZIF Azure AD FREVEHFIAIE,

HfERA Microsoft Edge WebView2 fEARE XM 28i##1THEE StoreFront MIMXSHIIE, 7 8EEMALLIIAE.

AR

EH1% Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUERA Global App Config Service FI4B5EBEx4% (GPO) #1k5 StoreFront R B & BB NHIE S Eo

£/ Global App Config Service

BF%IIEE:
1. 7£ Citrix Cloud x#rh, %% Workspace Configuration (Workspace B2&), sA/5i%%E App Config-
uration (NAEFREE).
2. B Security & Authentication (Z2MHBHIIE).
3. HfREFR Windows Ei%iE,

4. MBT StoreFront Z{4I8E8Y Microsoft Edge WebView THizI&+i%#F Windows ZiaMBE A,
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

AR

MREM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&+i%E% Windows =i/ E
=M, N3 Citrix Workspace [z 2 F & A Internet Explorer WebView, Eitt, R3Z#F 3¢ Citrix
Storefront R B EERFIIES 5o

f£FH GPO

BF%IAE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F 4 RIS R EERIER
2. EHENEET AT, BREEEER > Citrix Workspace > BF 518,

3. #i Microsoft Edge WebView for StoreFront authentication (/T StoreFront & Microsoft
Edge WebView &{350iF) HKeEHEHIEE R Enabled (EEMA).

.-/ Local Group Policy Editor
File Action View Help

oo 2m = Bm 7T

J Local Computer Polig ~ User authentication
v % ;
T Sofwere Setings Select an item to view its description.  Setting State Comment
1 Windows Settings iz Manage Protection Not configured No
v 3 [ I Microsoft Edge WebView for StoreFront authentication I Not configured No
~ Citrix Workspace |iz] Kerberos authentication Not configured No
. CEIP iz Local user name and password Enabled No
1 Citrix Secure Browser [i5] Single Sign-on for NetScaler Gateway Not configured No
| Citrix Workspace Updates [i5] Smart card authentication Not configured No
1 Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
- Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
| Diagnostics |i2] Web Interface authentication ticket Not configured No
| DPI
1 Fast Connect API Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 Selfservice
grefron
| User expenence
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4. BHNA, ARBEHE.

ZHIkERIgE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#F Citrix StoreFront
[z FA S FE RO TUIRIE 75 7o

Htt S HIIES

eI LUER Citrix Workspace R AREFERE T B S KIENG. FEUTHMNRIETSIESR &1ZER, &B17 Citrix
Workspace FZB#2FH Windows B4R T Microsoft Edge WebView2 Runtime 99 i &S x4,

1. EF Windows Hello BB IIE-BXEEET Windows Hello B9 &4 38iERREE, 521 E Windows
Hello >V kR SR ERIR B - IE B 1SE, ikl Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

=

FLFERFER (ERERH SSON) WEF Windows Hello 5153811,

2. EFT FIDO2 22 EHENEGMRIE-FIDO2 X HFFAN UV RTIRET —MHETERANBFR EREZBEA T
BHTEMRIINAR. ST UEEM Citrix Workspace #1TEF FIDO2 R ZHMN B 1iE. MR
FHERAP R FIDO2 2eFAi@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATL
FRRE2TABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ikgh, EFEALMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR (IZF Mt Bl &S
&% (SSO) =l Citrix Workspace R FR#12F. BXEE Azure Active Directory IBIREHNEZFMER, &
Z7EE Azure Active Directory 15iRs3, Wit} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, XM Azure Active Directory iE#Z| Citrix Cloud HE R, ESRE
Azure Active Directory #%#%%| Citrix Cloud,

BhER
AT Windows 9 Citrix Workspace R BEF 215 A TS e B HI0IIE:

- HBEGMKIE (BAER) - YAFER Citrix Workspace MARRFN, BBES MRS EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREEEEEZ Citrix Workspace AEFHNEMNRIIEE B TR EMEITHHIEEIRI S EhES
KEMNAER.

- EEREEFEENERLT, MFERINNERIEE EB1TH Citrix Workspace MEEF, BRUAHE
RBENERA BRI R B AR,

BEESMNIIEEEMER StoreFront # Citrix Workspace M AB#EF LHEE,
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MR BRI - WRRBFDIIERFRFEERERFESRNBRIMERZ B ITERE. TEAEREERN,
AIfEALLINEE. Fl, ERIEFEIH. BFANBTUERIRETANABEA ATERNRAEHIIE, Hi§
DisableCtrlAltDel 757%i8 B False LU AT EREREFR, WEXFRIIEEE StoreFront i2E,

B ERABER S 3EIE, StoreFront EERAILAFH XN E— M AEEERRFRSNEES B RIEURE
BEREMIIE, 7ARTE StoreFront =5 GFRHITIER, BS1 StoreFront 3t

ZMER-MREEFERAZMNES, WHARTFEANEEFR, NREHEERIENERSE, WXLEFHERFE
RPi&& EETFRER AER, &iF Citrix Workspace MBER.

ERIRHIEBSHRIE-FEFIRERSHRIEEFEEMFA Citrix Gateway # StoreFront E2&.

- EE Citrix Gateway Aial StoreFront, ERBREEERENAEIIHITEH I,
- Y Citrix Gateway SSL EEE & B @4 FIRIEBFHRIEN, RIEENRL, B2, BHETFIHIER
SHEIESTER B HIETF RS,

WHSIE - MRFENBE, WEEE Citrix Workspace M FRZFH B A BRI R E 2 82 10HEE.

ISR RN IR - SIFEAE RN AIZRE (30 Microsoft Outlook #1 Microsoft Office) AR XTE
PN AREFHSERIERHSEH I THRFEZ TN,

RR I -

o IEBUMIFEESEER L, MIFEFEERFIEE L,

« Citrix Workspace ARFRAMRERFIEREZRGER, BHERENEME PIN. PIN (REAFRIEHREEEEIE
DURFER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBAREFA2EMEESTE,

o HNEREEEMNRIEHITRERS, Citrix Workspace ARFEALFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5EE8EEMINIELESHER, ERE Citrix Gateway {#EfF. ERAEHEFEM PIN 2 Web ;T
H, T8 —SRET#HTEHIIE. £/A Citrix Gateway {EHFES E@ES B IRIEAIR StoreFront RERTE
BERAF.

+ Citrix Workspace fBi2FE#HIEF 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway
ERMEREREHIEIERRS.

RLREFTERIEIMER. IMREEREATLTRSOE, FRREERRERERS, Citrix TERIERA
EMRFEREAT Y SHREMVREEEBFUMRR, BHEREREIMRZAIHITED.

BENEERFENEIIEARERER, BHRITUTRE:

BEEZEAT Windows B Citrix Workspace MBiZRF, BELTEHRGS U THSITIER:

ENABLE_SSON=Yes

BORREF—THTEHESHRIENAE. BALIEEAELE Citrix Workspace M A#EF % X ER PIN

RRo
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o EEMRGESRP, SMBILTEEHE SSONCheckEnabled R HIEEBEHN False (MNMREHARE
BLRBERAEMN)

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols
\integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\
protocols\integratedwindows\

teEmZRmAT A LE Citrix Workspace R A2 F &3 10 IEE 28 E K Single Sign-On A%, #5F Citrix
Workspace M B#2ER[ StoreFront i# 17 & 19%83E,

=} StoreFront EAS 8 E B K IRIEMIE Kerberos, EFEA TEMNGSITETNREERTF Windows # Citrix
Workspace M AER:

o /includeSSON ZERSFER (B@E) FHHiE. BRAEREFURERAETHENEES BRI,
o MRAFAEARMEHIIESZE BINBFARMNER) ERiER, WnLiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

B B R IERI B IEE B RATERER, F a3 Citrix Workspace B2 Citrix Workspace M REEFE
FHAETFE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

2. HEEEEIR > Citrix A+ > Citrix Workspace > B B{5I8iF > At P {6,

3. ERBEREBESHNRIL. RIELENZLIRE, ERAVAE ICARITEESHRIDAT U EERBERERS
I,

it & StoreFront:

o BEESMIIERSE, BiEPEREREIRE,
BXBEEERAT StoreFront AYI¥4HER, 1§51H StoreFront XML E S I0IERS.
BEAPREXFHERAERR, FRITUTIERE:

1. BEPMENMIRIERS NS ENEHRE,

2. REMHMEMNZEDRIEH,

3. REMEE Citrix Workspace MEBEF.
EENEBANEEA R, BRITUTRE:

BIAERT, MRS MEBEK, W Citrix Workspace [ EFRRRAF MFIRFIEZFIER, AR Citrix
Workspace ZAEFREAEARINES (RIBEEERIRMERE) SULENTHRIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ARNETL

BROEBHIAE A TAERR:

o A EA LR HE S AT EITEIE R A RN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 170


https://docs.citrix.com/zh-cn/storefront/2402-ltsr/configure-authentication-and-delegation/configure-authentication-service.html

iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

o EREQRYAER RSABZERZAKEN 1024 {iI. 2048 {5 4096 fi.

RIREUMEERFER,.

s EREEMHEMBAEIERF EEEH (UPN),

SRR ARAUMEEE R FERNE P RSN FIEERAZ.

o IEPMKE HERPRIEBMENME Z — B MLERS 2E7E TLS IBFRIXM AV ERNAI A (DN) 22—,

ERUTAZEZ — A BUEBANERES

» 7 Citrix Workspace [z F8 12 F % % 17 %, #&%E # M AM_CERTIFICATESELECTIONMODE={
Prompt | SmartCardDefault | LatestExpiry }.

BINEIRT. WTF SmartCardDefault & LatestExpiry, MIREZMEBRFEEM, W Citrix
Workspace [z B2 R~ MARIEE—MER,

BT RERMESEMRIN SmartCardDefault LatestExpiry }o
HKEY_CURRENT_USER OR

HKEY_LOCAL_MACHINE\

Software\ [Wow6432Node

\Citrix\AuthManager #:

CertificateSelectionMode={

Prompt

£ HKEY_CURRENT_USER e XHEMR LA ETF HKEY _LOCAL_MACHINE #@y{E, AIEGFthEEBAFPIEF
I+

Z(EM CSP PIN 127, BHITUUTIRIE:

BINERT, mAFE5RM PIN I2REERT Windows # Citrix Workspace M AEEFEMARE fEFNBRSR1H
12/ (CSP) #21ft. Citrix Workspace BiEFERENETAFEA PIN, /5% PIN 23458+ CSP. 1RE
Mt S B FAEEENREER AR FESHIERNERIEEE PIN), W=k Citrix Workspace R B 2FED
BEHEA CSP AHLERE PIN %8, g#FHE AN PIN 98T

ERUTAZEZ—ER PIN FERLESR:

« 1£ Citrix Workspace ZA#2F&H<1TH, BEEM AM_SMARTCARDPINENTRY=CSP,
o BUUTHERMEEMERD HKEY _LOCAL_MACHINE\Software\ [Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERIFMIBIREL

MiEREs se R, Citrix Virtual Apps £iE%1#. R Citrix Workspace M AEFTEBEEFEEENFHRIE
%, EHEERTF Windows #9 Citrix Workspace [z A2 L E2 B SR LAsg %1525 Citrix Virtual Apps &
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&, mAFTE Citrix Workspace AR RIERMAFREERRS.
PRI
FREEEEHNIRIEES Citrix Workspace M AREFIESA, AREETHEER.

TRIRE BE
LIRS M RE,

_h.

REEEEFEXWMEET HDX PC/SC WEREREEMMEH, ESER WAN IFEHEAEEERE, &

127 Windows VDA L #FHREERE+,
21 Citrix Workspace NBZFHERAIREEEEER, BRITUTIRE:

ZNERT, WEBERERE VDA LR FEARE, & Citrix Workspace R ARRFHATEZRARS. BEARE
EHeEER, BEEXBEMN StoreFront itmpy defau'lt. ica XEHEEUTEE

copy[WFClient]

SmartCardCryptographicRedirection=0n

<!--NeedCopy-->
E1£ Citrix Workspace NAEFPZRAREEEEER, BRITUTIRE:
Z7£ Citrix Workspace AEFHEMAIREREEERER, EMXEM StoreFront it =i default. ica X
ik SmartCardCryptographicRedirection £#,

BXEAER, BEAEEF

EE Citrix Workspace BT R S 9 583EF

Citrix Workspace MREF3INT HEK3T% (GPO) HErE LB A®ERA Citrix Workspace TR TE M. IHEE
B&fE Citrix Workspace R 2R AEBE R4t R oA BEhE R Citrix Workspace, XZAMAN T E##i&#& £ Citrix
Workspace ERETIHEE (a5 R SSON) B, AEALEREE, thIhaeEiEATF Windows 89 Citrix Workspace
R FRRERFARZ 2012 MBS RA IR,

BEIRIE(ER, GIURBUTHMA:

¢ BHEARRER.
o WITEEMRmIERTR SelfServiceMode ZRigBHR O T

BRIRTHDRIE:

1. &idiE1T gpedit.msc $77F Citrix Workspace [N BiZF AR R EEER,
2. EItENEET ST, BEEERR > Citrix Workspace > BBIIRS.

3. #FE@E R Citrix Workspace LR TE M HMIEREH B HIZEANERSH.

4. BEHENANHE.
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FE1E&ERT Windows 19 Citrix Workspace N B2 EEFZREAR S

BUAERT, ERT Windows # Citrix Workspace R BEF S BiER EXRBANAR G, BERAPZFENE
AT, EREAFIEE EREMRER:

1. 63 REG_SZ { HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\RememberUsername,
2. BEHMEERERN “false”,

E /A Remember my password (IZEHMNZRE) ExEHEILEBHER, BERETIERT Windows B Citrix
Workspace M AEFHEFHTEN LI T EMRM:

+ B8#2: HKEY_LOCAL_MACHINE\Software\wow6432node\Citrix\AuthManager
o A: REG_SZ

« Z#: SavePasswordMode

o fH: MR

=

AMRFIEREAF LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBHMBRAEEBF[URR, ERAEMRFEERTEEXR, BHEREREIMRZAHTED.

Ef51E4ETF StoreFront R ABEIEREE, 52815 StoreFront XA EIPE LEIERF Windows 9 Citrix Workspace
NMRREFEFBEMAR S,

1£ Azure AD #3715 200 £21MH

EAMRAES, BTF 200 Z1MEAR Azure AD AR R UEBEEHELZAFPNNAEFNKEH. U1, R—AFLTEEEX
LN REFMKHE.

AR

R &AM Citrix Workspace R B2 SHHERE R GEB A LLThag,

RIS RIS FF

WET, HEETRESHIINEFFTEN L, 1R Windows SiEEERTFEEREERE, WARAKFER Citrix
Workspace [ BiEF#1TE AL,

BiEAT Windows B Citrix Workspace R BiEFh4s 2102 RESMAE, HRENFHTRIES NN ik
HEN L, NRKEBEEREAEMEE Windows SiEEERT, NERSFMHRIEHRER, ERCHARESE. A5,
Citrix Workspace M AREFENERS B EREFEE Windows ZIEERIE T, XHALITETEERFN, ARE
FZE1EiAia Citrix Workspace R Bi2F 2 gifE Windows EiRE RS FohREZR,
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BR-RE

Citrix Workspace M A#ZFEMNEZIERFLZAFRIE, ZERTHATRESHRIEERR, SEFSHRIEEEHT

Ht 5 niR it (IdP)o

AR

BN TFRPEABF-REN—SMIREINRES, ExRIEEERNREBEIER.

TRAMBTHR. BRUKRSHHREERHER -

= i8R BP-HKE

EH HTTP 5K BEEERT, Citrix Workspaceiz  CitrixReceiver
AREFAHNMSEEREESAP-K /23.5.0.63 Windows
., g, GET /Citrix/ /10.0 (22H2 Build
Roaming/Accounts 19045.2965)
GET / AGServices/ SelfService/23.5.0.63
discover HEMLEIER (Release)X1Class

CWACapab'le
=N AEE Y7 Citrix Workspace ZfE#2 Mozilla/5.0 (Windows

£/ Edge WebView F| M x=4%
B IIER AR FA IS

Fr iR = B PR S T B 43 B0IE BT,
RERRENREP-HER HMNEE
K. flgn, HHEE /core/

connect/authorize MM

BEXo

LA ER Edge WebView 3¢
Citrix Workspace N Hi2F LB E
T RRE BRI M XHITHHIIE
B, MEERZSERAFENHAR-HE
£ZE8, g0, 84 GET /nf/
auth/doWebview.do #
GET /logon/LogonPoint
/tmindex.html BRLLIER,

NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW
/23.2.0.2111 Windows
/10.0 (22H2 Build
19045.2364)
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=2
R

& IE WebView fIEM X =% S
RISIERY AN FR R I

BEX Web ABEE

A= BERLIEIETIES

June 14,2024

WMREERRRZ Citrix Workspace HEELIUREE, FEHHHIRE

I ERE,

iR

LAF A Internet Explorer
WebView 3¢ Citrix Workspace [z
g LERE T BRSHIIERIM X
HITE MR, WMEERESHERR
EMAR-REBAEN, fid, 88
GET /nf/auth/
doWebview.do

GET /logon/LogonPoint
/tmindex.html BWMEIER,
AP @ Citrix Workspace A2
FHRmEEX Web N ABER,
EN AR RXARP-RE,

RIEPHRERRATTR UK A XA T =M INE SN TR

A

RP-E

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko,
CWAWEBVIEW/23.5.0.43

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

TARNARUNEE AU RSL

o IWREMAR: RTESFAMANER. %8 RRENEMZRIFRIES, X7 LIZ4# Active Directory
(AD). Azure Active Directory (AAD) ZiE&-

« B5R1ERER (IdP): BT @ Citrix Workspace 12513 IEARS LR, ©AFEEESIRR.

« BREBMIIERRS (FAS): BXIFMES, BBAGEA Citrix BE SHRIERSN TIEXBERAESE R,

« Virtual Delivery Agent (VDA): BEXi#4E8, EBA%LE VDA,

« VDABMAE: Rx VDA ZEMATINER. BXIFMEE, BBRSMRZIAIREE,
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« Citrix Workspace/VDA 95 2 &R (SS0): “®” & ‘& BERREEXFHEES Citrix Workspace st
VDA,

+ Citrix Workspace 2R : BEXMERER, BERAETLMLEIETEHEESHRIIFREE S5 F,

AR

T FERELER, EaseRERFRAR Citrix Workspace AR 7 sek B @S 1%,

Citrix Workspace i Ei@sx i3

BRERT
Citrix
HREMAE IdP VDA EBIAEI Workspace BEERBIVDA XY
AD a3t Citrix AD = Citrix fERZAH Citrix
Gateway Workspace iz Gateway 7R
2R /FAS SR HIER
Bi#=| Citrix
Workspace,
AD BENSMHEIE  AD = Citrix EREEENS
Workspace 2 #3%iE, &5
2R /FAS i BIERN &5
IEARSS, Hik
A
Citrix Gateway
TERSPIRHEE
FigEEE
Citrix
Workspace &
B BRI TR,
AD Citrix Gateway AD = Citrix fEREE SAML
55— IdP B Workspace i  #SEFEE
% (AAD/Okta) FA#2r/FAS IdP, #&EA
TFEREHEEN
IdP #9321,
AD Okta AD = Citrix f£/ Okta £
Workspace i  SHR{EEFE
BiEF/FAS Bi@=| Citrix
Workspace,
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IR EIANE

BN AD/BE

AD

AD
AD
AD
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IdP

AAD (f£A AAD
Connect#y
AD)

fEEIEF SAML
8 IdP (RE#E
ADFS)

AD
AD+OTP
AAD

Tty AD /Y
AAD

VDA EfIAE

AD

AD
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AAD
AD

BRBERE
Citrix
Workspace

=
=

el

B o

iy

all

B agRE VDA

Citrix
Workspace [
FA%2RF/FAS **

Citrix
Workspace [z
Ft2RE/FAS

A3t
F3tF
FHF
FAS

XA

£ Azure
Active
Directory 179
SR HIERE
Bi@=| Citrix
Workspace,

BB’ SAML
TER B iR
FFiEERl Citrix
Cloud, #&i%
BFiESER
B9 |dP B934,
A&

A&

A&

Citrix
Workspace i
F Microsoft
Edge
WebView, &
AFERFRE
Workspace.
i@id FAS 58
REREI VDA,
BEXIFMER,
BESIRER
Citrix X & &1
IEARSS X TAE
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BOERT
Citrix
IR EIAE IdP VDA EIAE! Workspace BEERFVDA XY

AAD AAD AAD 2 BRyIimA%E  Citrix
o Workspace f&
A Microsoft
Edge
WebView, &
ARFRRERE
Workspace,
FERRERER
2| VDA,
ENIIDNE TREZWLSH  AD = FAS Citrix
I03ERY 1P - §i% Workspace f&
= A Microsoft
Edge
WebView, &
RFERBERE
Workspace,
i@d FAS 58
REREI VDA,
BXEMER,
ESE Citrix
Workspace i#
TEHRIENE
fth75 %o

« AD %EERSIFIRIE iR, Kerberos 7 BEERIBTT,

« **Citrix Single Sign-on (SSONSVR.exe) REE5F PG LA AR EBESHER. MEBAFER
Windows Hello &%, MIEE FAS,

« MREAT LT REEE T REAFEZERE, NsFNERRIETERRTEEERT.

BINELE FAS, EAEEATIE Windows F&,

StoreFront ZiFHEIE
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BRBERE
Citrix
IR EIAE IdP VDA EIAE! Workspace BEERFVDA XY
AD StoreFront AD = Citrix HEEFHIIE
Workspace [
RiEr
BN AD/E StoreFront AD 2(1) Citrix IWEBES %R
&/Windows Workspace iz JEFfEA Citrix
Hello khf B2 [FAS(2) EBESHNIER
SR TIEXEH
BOER,
AD Citrix Gateway AD = Citrix
- BRB MBI Workspace [
2R (3)
AD Citrix Gateway AD = Citrix HEB SRR,
- BARSHIIE Workspace [
2R (4)
pE

1. fEEmRmERSET, SMEILTREHIE SSONCheckEnabled FHHEIEBEHRN False (MIREHEK
ZEREQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\

protocols\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. WNREMER Windows Hello &%, MFEE FAS MR EA 8B A SSO,

3. ERAD geisiaE ik, EAEMER Kerberos,

4. BMfE AD TRipmEF i, HEEEEIE1T. KEM Kerberos,

fERZAH Citrix Gateway (Fh 53R EZFHEiEE Citrix Workspace

June 14,2024
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BE:

AXEHFRENEEFHRIE. NREEBERMMXIEER IAP, EBkEIE Citrix Gateway F¥HEBARE
ABMEIEREE .

Citrix Cloud R4 Citrix Gateway {EA S MR ERFNE R ETEXMITREHITEHIIE.
@idfEA Citrix Gateway S19505E, &aTLL:

o #EUETIA Citrix Gateway XA #TEMIIE, WEHEEB @ Citrix Workspace iFia4sit Virtual
Apps and Desktops SFEHHIER,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

« FREBSHRIE. TiEF. RE2SH. FHIHRKRE. KESHNRIESIEE, AENEFRAEET Citrix
Workspace iialFr BRI R,

2 #% Citrix Gateway BHIIES U= RRANESHER:
« Citrix Gateway 13.1.4.43 Advanced Edition &Sk
R

+ Cloud Connector - E.VEEHm A RSB KL% Citrix Cloud Connector #4-
« Active Directory, HHRFEE M,
« Citrix Gateway Bk

- BTEFALAKE, BEAMMX EERAERER,

- EEMX LT Citrix Workspace BiT A& #1TH I, M%7y OpenID Connect IRE/&.
Citrix Cloud 5Mxz [@89EE7F& OIDC ¥, ZMCH RIS SEHITHFER, AL, EUMRLEIE
PLITXLESCEHITE S,

- H®RESP - FF Citrix Gateway E£ %I NTP Etjal,

BXRFER, 15217 Citrix Cloud XX#45hf) Prerequisites (&% MH).

7£00% OAuth IdP HBE 2 8l, EEELIGE Citrix Workspace g Citrix Cloud, LUETE IdP ERMXIENFH
IEET, BXINMEBERFAMER, 555 Connect an on-premises Citrix Gateway to Citrix Cloud (st
Citrix M%EE2 Citrix Cloud), SERIgE/G, EEMAIE OAuth IdP SBEFRAEMNZE A% ID. ZAFIEER URL,

MEEEAMZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, M&ERERF
Web #9 Workspace B Ei@. NZHRINMNEIEF iGN, 72EREEE,

=

AR

MRAFEE HTMLS TR nsEEERBHERZE R, WASERBERSHIEIES %o

I gsth B Eh StoreFront URL B, 8RR Receiver 12 .

MRgELTHRERS, FRARBEEANRALETR, MERATFP RN, BXEHAEE, BSM:
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+ Microsoft x#4e#y URLAllowlist,
+ Google Chrome xci4er#y URLAllowlist,

AR

Citrix Workspace M BEZFERIMNAIEIZF A receiver:, EEHEE M AFERIEH— URL,

AP EEI LIS R AEE, ML TROURETATR, UEEER SRR REA StoreFront URL, et S sEEEa]
BB SR T AR RS B

This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LU BiRBA T dN{a¥ Citrix Gateway i&& 5 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP SIIERS RIATES:

1. 8l OAuth IdP BBEX %,

2. 70 OAuth IdP %Bg,

3. %% OAuth IdP SREE4RTE FI R IMARSS 25
4. 2RHPEIES,

132 OAuth IdP FEE X 1%

1. ZEA CLI ¢l OAuth IdP BEBXf#, BEEHTRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret ]J[-redirectURL <URL>][-issuer <string>][-audience
<string>] [-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"
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ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>

bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. ZfEA GUI 81 OAuth IdP BEB XX, EHITIATRIE:

a) BRIEHAH Citrix Gateway B, RESA1E Security (Z£)>AAA -Application Traffic
(AAA —BI2FERE) > Policies (%) > Authentication (5%%iF) > Advanced Policies (5
LEEER) > OAuth IdP,

&

Davhbcerd Configud alipn Reporting Doc wmentetwn Do mnil gy
T Frobasy ﬂ

Sty

b) 72 OAuth IdP TiEm+, #i Profiles (REXf) %W+, AREdH Add (Fi),.
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c) E2E OAuth IdP BZ&>fF.

=

AR

+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (SHRIE) EM-FHEHIFHIIEE I ID. BPMEER URLE, UETLS
Citrix Cloud #93%EZ,

 7£ Issuer Name (X 7& B #) ~EIPEMRB AKX URL, i, https://
GatewayFQDN.com,

 EFJLUTE Audience (Z1x) FEAEHIHMMEEF i D,

« Send Password (KZ%E): BRALETLREE BRI, RNERT, ETLF2E
FARE,

d) 7£ Create Authentication OAuth IdP Profile (8IZ&43iF OAuth IdP BRBxf+) WEL, i&
BUTSHNE, AEEE Create (81E),

Name (%75 - BHWRIIARBEXHENEN. STAUFE. BEHTIEXFN () Fk. EMREEa
BFER, HFEUREFR (). A8 (). #5 #). =K (). at 7S (@). F5 (=), ES (1) T
KFR. CIEREXHE, B EEREM.

Client ID (Fr/ i ID) - #7IR SP MM—F R, BINARSSREALL ID #EFEFIHRE, KRAKE:
127,

EPimEH - HRAPMENRSSREIINERFFSR. RAKE: 239

Redirect URL (Z%&@ URL) - i imE &3/ <hEH SP LAY S,

MEER - BEiESHLENIRSSBMITN. RAKE: 127, 7= fl: https://GatewayFQDN
.com,

Audience (Z4&) - |dP ZiZRISHERIBTUG A, W ARRIIEL DR,

Skew Time ({RERTE]) - RIS E Citrix ADC TEENSHE EAFHEMREE (U EM),
BN, R skewTime 7 10, MShERNERHEAA (HaIETE - 10) 95 (HF08diE + 10) 2%,
B3R 20 98, BRIME: 5

Default Authentication Group (ZRIA &3 30E4H) - % IdP EZF AT 7£ nFactor R
AMNEEXHN, NERNISFERNBAINRDPNE ETUTEEHRIEREERHRER
(AAA.USER.IS_MEMBER_OF( “xxx” )) ®rfE /A, LU4RIR5 & #7548 %X 8 nFactor #i2. &
AKE: 63

ARFAMENEREXHNRIED, UEEREITHEIEAHEBENERR, FRTIRIAVAS, AR HIIER
THESEZFEREINE, RAKE: 63
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710 OAuth IdP 5B

1. £ “OAuth IdP” miE+, #i Policies (KB8), AiE%E Add (FiN).

2. 7z Create Authentication OAuth IdP Policy (21iZ25303E OAuth IdP 5%B8) TiE L, REBUTEH
K&, AG%E Create (8IE),

Name (&7F) - SHRIERRAEZ .

Action (1£fF) - ZHIBIBRMNEE XHHIET.

Log Action (BE#RME) - iERSIERLRNEFERHEE BERIENER. JEaHMR.
Undefined-Result Action GREXHILERIENE) - REEITELERKRE X (UNDEF) BRI HRITHYIZ1E,
ERIEFER

Expression (FRiAx) - SKESA TR FEEERMBINE ZRIEN. Fld0, true.

Comments (i¥ig) - XTHRENEMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword i&&4 “ON” (BIN&EHR “OFF”) B, AP ERGNEHBL R L@E®EE Citrix
Cloud, @idZei@EfkEAR SREAFEERBIEYA Citrix Virtual Apps and Desktops B/ SSO,

¥ OAuthIDP #8571 LDAP $REXSEE 2RI S I IEARSS 28

Mg, EFEER OAuth IdP S84 E R4t Citrix Gateway EMIEINEHIIEARS 28,

1. B R4 Citrix Gateway E1E(17, AEFME Configuration (i2E) > Security (Z%) > AAA-
Application Traffic (AAA-RBEFE) > Policies (fiZ) > Authentication (514%83F) > Advanced
Policies (54%#) > Actions (i£fF) > LDAP,

2. 7Z LDAP Action (LDAPi%fF) RE L, #if Add (Fm).

3. 7£ “Create Authentication LDAP Server” (8IZ&Z{5I0iE LDAP iR$52%) BE L, RBEUTSHNE, A
58 Create (RIE),

+ Name (&#7) - LDAP BRSE221ERIB T,

ServerName/ServerlP (ARE232%F/ARSS2S IP) - 24t LDAP BR%52589 FQDN = IP,

7 Security Type (Z£##). Port (3%0). Server Type (ARZ£3258!). Time-Out (EH) i%
BIELUNE,

iRE %S Authentication (H{33E).

Base DN (E#t DN) - 744 LDAP # &M &, a0, dc=aaa. dc=local,
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+ Administrator Bind DN (ZI2548% DN): 45% %I LDAP BRSBB(MAF B, Fla1, admin@aaa.
locals

« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,

« B Test Connection (i) MiXEHIGE,

+ Server Logon Name Attribute (FRSREFRBEM): %E “sAMAccountName”,

o HttFERABHEFE, AALIREEEHTTRE,

4. &fnzl Configuration (F2E) > Security (%Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (5{,383F) >Advanced Policies (Z4%H) > Policy (5588),

5. 7£ Authentication Policies (B )I8F5ER) RE L, & Add GRm).

6. 7f Create Authentication Policy (8125 #HI0IEER) TEL, IRBEUTSHRNE, AGEE Create (£
#),

Name (&%) - LDAP B{3I8iF SR8 Z R,

Action Type (IfE8!) -3%#%¥ “LDAP”,

Action (i) - %% LDAP #21%,

+ Expression (RiAR) - SBEEAFWHRREIERNWRINEERER, FlW, true*™,

BirA2E4ES VPN

BIEH2RAED VPN FE5t4# Citrix Gateway #17 CLI iAIIRR, A Putty (2M) &id SSH BER7AH
Citrix Gateway,
1. BEpan<TERER, fli Putty.
2. A SSH B R4 Citrix Gateways
3. BALUT®Z:
show vpn global

=

AR

MFHEFEMILER.
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4. BY|HAHs Citrix Gateway ERBES, BBAUT®HS:
show ssl certkey

5. EEMENAIER, AERAUTHSLIFER2R48EE VPN:
bind vpn global -certkey cert_key_name
Hrh cert_key_name iEHHIZF,

6. BAUTHLTUREBIEREETE 2R ES VPN:

show vpn global

f£ Citrix Gateway T HIBRE N F M RIE S %

S5eig Citrix Gateway €& H |dP &, BHRITUTSEUE Citrix Gateway FiSHEERE NS HRIES %o

BEEEEENFNRIES AN, BFmEER Kerberos EifFmiEEiB#1TH 5110,
Citrix Gateway BT ZHEINAN Kerberos 495 ZEik (KCD), BE, AXNET KCD 5K, BEXFMER, 5
BREFIRPONE CTX236593,

REENERBEUTSE:

1. Kerberos AREREE
2. BEPIRERE

Kerberos 9% &R E

1. 7£ Active Directory mrtl#E KCD AP
Kerberos EZiEEF RAHTIET, UHWERRIEBFANEH, EFSREF T, REBMHEHD L0 (KDC).

AT ik Kerberos IEEETT, EFHEZER KDCIEREIE, EFmSAELEREAFE. BEMER KDC
BITRRINE, ARABEIRREN AS IERHNFRIE,
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEM (SPN) KBk,
EFiREAMXA SPN #1755 18I,

o RS EMHER (SPN): BRSEAREF (SPN) BARS LM —ITIRAT. Kerberos SAIRIEMER SPN %
ARSS LIS RS ERIKF KB ILINEEAR TR P IR AIEFIERIKF BIARSS B HIIE, BMERFImLEK
IaE=piii]lins

SetSPN 2AF7E Windows i&#& L& SPN M AR, £/ SetSPN, RIEE. HEFMMIER SPN S,

a) £ Active Directory fRZ289, ITHSG LR,
b) EHLRTEOR, WAUTHL:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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c) E#fgik Kerberos AP # SPN, BT Ta<:

setspn -1 <Kerberos user>

TsetspnatE, SHM “FBIK &R+,

-
d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255

% HTTP BRS3.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskiop Services Profle |  Personal Vitual Desktop |  COM-
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.

" Do not trust this user for delegation

™ Trust this user for delegation to any service (Kerberos only)

% Trust this user for delegation to specified senices only

™ Use Kerberos onky
(¥ Usa ary authentication protocol
Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

ITI Cancel Apoky Heln

3. AEFImEIZE DNS 2R UEHMXA SPN:

£ Active Directory ## 0 TXT DNS 2%,

Pa =

BIHTLL _Kerberos 7k, #iEnMREZ. FQDN %AER Kerberos,.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

189



iEATF Windows # Citrix Workspace 12 2402 LTSR

kerberos Properties

Text (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTLy [0 1 0 0 [DDDDD HH MM 55

[ox ]| conce

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Fit, #melE— DNS TXT i8R, ZiZREHEBEFimEK _kerberos.gateway.com #3kEX Kerberos
EELH#HITR AR IR,
4. ¥ Kerberos EBE N BB IIEE &K,
a) 7 NetScaler AP oIE— KCD kP, EXE, HITBERFIIHITIZIE, BETLUSIE keytab St
=W
MBEFERASAE (REIRAS ) , MAFERS SPNIZEAN HTTP/PublicFQDN.
com@InternalDomain.ext,

o i - Kerberos $igl, BERENRIHE G,

+ User Realm (AP - XRAFHRERESR,

« Enterprise Realm (Ml47ilF) - A% KDC ZEERWAAEMIEZABAEL KDC B+
7 B ER LA,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD HelH KCD 89 NetScaler A ik
Fo HIREEIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|m].-"ss::|

inherited from Global Session Parameters,

Unchecked Owverride Global chieck biox indicates that the value

L

Default Authornzation Acton™

ALLOW

single Sign-on to Web Applications™
)

Credential Index*
PRIMARY

single Sign-om Doman

readiness

HTTPONly Cookie™

YES

Enzble Persistent Cookie®

OFF

Persistent Cookie Validity

KCD Account

| kcduser

[ +][z

Home Page
I

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

ERATRBLEFH VDA, BEHRITUTHE,
EEMH:

o BMNEBIITEMN,

« BAT SSO i Citrix Workspace 2112.1 s{E =k

s EEREEEZEETTEMHE URL

« WIERBZEF M AD 89 Kerberos, EFIHIRIERFLIERES AD 7 #EFREX Kerberos Ziif,

TERENSSEPESEEN—E URL:

« M URL 5 FQDN
« AD FQDN
« REETFNHBRNEH SSO B Workspace URL,

1. MREMEAEBZ Internet Explorer. Microsoft Edge 3t Google Chrome, EHRITLATIZIE:
a) BahYies.
b) E&EF % LITF A A SRER RIS,

Show Contents >

Enter the one assgnments hem

oK
Value Hame Value GPO Name —
hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy
| ] 1 Lecal Group Pobey
.
hitps //pubbcnsaks doud com 1 Local Group Pobcy

a) #EHENEE > Windows £ > Internet Explorer > Internet i=5|ER > £ THEo
b) #T7 “Site to zone Assignment” (W=EIXIFHE) FIR, REHRMFILHFE URL, EH— (1),
c) (EI%) =17 Gpupdate LR AR,

2. MREEAME Mozilla Firefox 54588, EHITIUTIRM?E:

a) NI,
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b) #E#EZEHEN about:config,

C) EZRIRHARL,

d) EERFEP, B negotiate,

e) MIEFRIEIETIRS, 18T network.negotiate-auth.trusted-uris 2 %8 & Hig(E,

Farferds Sty etk (Fobed i i ] e

T %+ % % N1
3

XERTTH T B P IR E,
3. fE/ Citrix Workspace [z A2 3t %885 R 5 Workspace,

XASRTEMANT SRR & Ea NP A&,

Kerberos #[EHbR
FE:

BRI EE R A BEIETTIIIE S By

EiSIRTAE Windows PowerShell /1, 217 Tan< LUSIE SPN B8 Kerberos ZiFi8iiE:

KLIST get host/FQDN of AD

&3 Azure Active Directory E A 5112 FIHEESI Citrix Workspace

June 14, 2024

AILAfER Azure Active Directory (AAD) fER B3 1RE2F3sc 2] Citrix Workspace B8 & & (SSO), H\
SEMAEMNES/VM, EEES/VM F3EM T Azure AD B9E 5 /VM,
ERLERE, SERILUER Windows Hello i@+t 7 AAD miiss=xT Citrix Workspace #1782 R E R,

« ATLUfERA Windows Hello @& Citrix Workspace R BEF#1T B AT,

« £/ Citrix Workspace M AEF#1TETF FIDO2 HEHIIE,

« {&B) AAD MINAT Microsoft AAD B9it&#l (AAD fER IdP) #&#Finin e mERE Citrix Workspace [z
BiERF.

BN I AEFSENE R SR, EoLURINTRTEE FAS i & Citrix Workspace FZRER.
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} =r

AR

REEMER Windows Hello B, F8Estii&g & RE Citrix Workspace &if, B2, EihAELGHIEINN
BREFMNKEN, RARRREHMANBFAZNERE, BRAURREM, &I FAS #1 SSO SE 2 AR A
*if%%ﬂ%ﬁo

MR

1. % Azure Active Directory ##%%| Citrix Cloud. BXi#45 %, &5 Citrix Cloud i a9iF Azure
Active Directory #E#%l Citrix Cloud,

2. [BA Azure AD B RIELUARI TEX, BXiFMER, B2 Citrix Cloud x#%# 89 Enable Azure AD
authentication for workspaces (AT1EXEMA Azure AD SHLIE) .

BT Citrix Workspace M S&E R, ERITUTRE:

1. f#H includeSSON E2 & Citrix Workspace R 2%
2. 1£ Citrix Cloud &/ prompt=login E%.
3. f#H Azure Active Directory Connect E2& Azure Active Directory Hi&,

E2E Citrix Workspace B2z SSO

MR
« Citrix Workspace hias 2109 Sk &E Sk,
AR
WNREFER FAS 3#17 SSO, MARFEE Citrix Workspace FE&.
1. MEER includeSSON EEfH<1TRE Citrix Workspace R :
CitrixWorkspaceApp.exe /includeSSON

2. MWindows EFimEHEHERIUEEN SSON RRS2E.

3. BHITENES > SEER > Citrix £ > Citrix Workspace > fiF 5431 Citrix Workspace GPO
B AFAR P 2 FERD,

A
il

XLERBE AT U@ Active Directory #iX I & Fimig#E. XHM Web 85283418 Citrix Workspace Bt
BERTHFE,

4. BFRIEFSEERAIZILE.
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AR

% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
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7z Citrix Cloud #% /A prompt=login

BIANE R T Citrix Workspace BB 7T prompt=login, BMERPERRIFERRESHEIRSEMA Azure
AD, =EHH#HITE RN,

ATUEER Citrix =tkP A prompt=1login. &fiZlWorkspace Configuration\Customize
\Preferences-Federated Identity Provider Sessions #Z2EizF*x.

BXFMER, BBRMIRFPOXE CTX253779,

& Home > '-‘.":-'<s|:a:-:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

50

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

R

ZEMA AAD SHEMNES AAD #9ig& £, w032 AAD B Workspace # IdP, Citrix Workspace 7 72
FAKRTMNEZR, AP UERIIEKF HERIKF BoIER,

EAVRAFEREMKAER, BEUTEMRIZE R false,

# Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle
g Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle FRIEHFM—1 & A

AllowSSOForEdgeWebview BEMEF 75 REG_SZ, HIGHEIRE N False, 3&, WRAFM Citrix
Workspace R, WAPATMUE FAERNEREMKFAER,

&5 Azure Active Directory Connect &2 Z Azure Active Directory 5i&

o MBERBERLE Azure Active Directory Connect, 357 User sign-in (BP&ER) TmE L% Pass-
through Authentication (BEESHRIE) FAERAE. BEXFMREE, HSH Microsoft X4 H
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory Hi@ &1
IOIE: PENID
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+ R Microsoft Azure Active Directory Connect #Z7£:

1. %% Change user sign-in (BXAFER) A5, RAE2E Next (F—5).
2. &#% Pass-through Authentication (B@&/)WKIE) FRERAE.

AR

MREFIHRIGEEMAN Azure AD SLEMNES Azure AD, MBI BT HF T, WNRISEEMAN AD, NES
kerberos SpIIE#TIREIE S DRI,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

June 14, 2024

AILUER Okta 1R SR IIER (IdP) S23Lxd Citrix Workspace B9 5 & R,

DA =E SN
« Citrix Cloud
- Cloud Connector
AR
MRERHE Citrix Cloud, BEXRRUBHE B EZS. BNELEEFKREFRBER Cloud

Connector, Bxi{a%s Citrix Cloud Connector B8, %7 Cloud Connector 2%,

- Citrix Workspace
-BXEEHRIERS (A%, BXEFEHAER, BSMAEA Citrix BESHRIERSN ITEXKBERERER,

« Citrix DaaS (WLwi#FA Citrix Virtual Apps and Desktops ARS3)
« i AD %89 VDA SiE A AD By#¥IEig&
+ Okta fAF

- Okta IWA 12 (%58 Windows S17383iF)
- Okta 3iE (FIAMRZFAREE T Okta 3iE) (FIik)

« Active Directory
1. & Okta AD f{I2:

a) 1€ Okta B 1+, #i Directory (%) > Directory Integrations (ER%£/).
b) ## Add Directory (Fi1E®) > Add Active Directory (710 Active Directory),

C) BRBEEAEAREWMREERNIEREEREER,
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d) #i: Set Up Active Directory (i&E Active Directory) %4, #Aj5% & Download Agent (T
RIE),

e) ¥R Install the Okta Active Directory agent (%% Okta Active Directory {I2) i2{ERI%ERIG
Okta AD 2% %35 Windows BRZ523 L.

AR
ERERBZH, BEHFHE Active Directory integration prerequisites (Active Directory
ERNESRE) PRINBER

2. BEER Windows B8383E (IWA):

a) 7£ Okta BERIJP L, #if Security (&%), A5# T Delegated Authentication (ZR5#H%
iE)o

b) MRS TTE LK On-prem Desktop SSO (At SSO) 4%, SRS % E Download
Agent (T&HMKIE),

c) 7 IWA i&E Routing Rules (BREm#M) . HEXFMEL, iESiH Configure Identity Provider
routing rules (RCESHRMZFEEBEMAM) .

3. &b Okta BFI1F,

=

=W

o R& Okta IWNA KBRS HERARN, FIUMBMA Windows HHE&EER. EBESBT
R, #FREERR IWA ZBRITEHEZERFEE.

myWorkspace
sigring in with Windows Autheantication

o BRIAEARIMEMEIEINIFAES, 525 Install and configure the Okta IWA Web agent for
Desktop single sign-on (ZEMEERFRESERERM Okta IWA Web K1),

4, @& Citrix Cloud (https://citrix.cloud.com) #BEA Okta tkh IdP, BXEE, ESHA
Citrix Tech Zone #4589 Tech Insight: Authentication - Okta (BARTAZR: S#HIIE - Okta).

=W

ATLUM Citrix Workspace MABIEFINHEE R, WMEYAIRIE Tech Zone SXiiREE @A,

5. BEXMWENNARFNISENERER, EOLUEE FAS REE Citrix Workspace RZAER,
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} =

=W

INRFKEE FAS, RASIRTERA AD AR EMER, EXFAER, H2RMERA Citrix RE S B RIE

RSN IEXERARERER.

WMEKEM FAS, 58 E Citrix Workspace MABEF X5 SSO,

R TR ERIYEE (15522 SSO)

June 14, 2024

Wi, EAF Windows # Citrix Workspace 2Nz #F SSON BB @S0, UEFERRAFESRESE
F3 Citrix Virtual Apps and Desktops iR, XFHSHIIEFERF B ERIGE EIHE#T S0 IIEHEREED

NRREFNRE, MEFHREEITRNIIE,
XER AR SR TR EBR 5 A8 LT RS

o AEFFERAHAWIESZ BIE Windows Hello 3% FIDO2) #{7EZEBEHIE, BEES (SSO) ZE—1

BRREEFHIIERRS (FAS) BIKTINA S,

o REHALKEAT SSON 1y Citrix Workspace MBREFEEEHAIRE.
o FE7E Windows 11 i+ 8 # LB B LR MHEEALE (Multi Provider Router, MPR) i@,

o BT MR ERITRIIRTAER,

fEtbhR4sH, Citrix Workspace R 2R 2 iFILRIEBINGE, XR2—M#K SSO 5%, EFMA Kerberos 513
BIFMARRAFERE, ABTRRAERIINRSE, MNE, AFPATUERSER Windows S%H18iEE R Citrix Virtual

Apps and Desktops #l1 StoreFront,
AR

32 {if Windows 10 #1 Windows Server 2016 Rt IhAE,

« Citrix Workspace M B2RF 2309 siEShRk4s
« Citrix Virtual Apps and Desktops 2308 s E = R4~

% #589 VDA #2F & Sehii 2

o WFZRIE:

- Windows Server 2019
- Windows Server 2022
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o WFBERIE:

- Windows 10 hg7s 22H2
- Windows 11 ks 22H2

WEFM

o B IRTIR RN IUERERIE,
« EZ Active Directory HEZERRR,

StoreFront #1 DDC ig &

BEERAUTEEREHERIME:
AR
NREEAEFEFRE 7TEHES, WalBhIt P g,
1. 7£ StoreFront L& & Citrix Workspace [z 2R

a) 77 StoreFront Studio,
b) HENREE > BESHRIEA .
) BREEE,

qE,
1. @ asER Citrix Workspace W BiEFAT:

a) #I7F StoreFront,
b) {THRFARE > Receiver for Web i5 = > BB S HIRIFA %,
C) BREEE,
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Select the methods which users will use to authenticate and access resources.

| Method

v

User name and password

Domain pass-through

Can be enabled / disabled separately on Recever for Web sites

Smart card

Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic
Pass-through from NetScaler Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

2. 72 DDC E£EHA Enhanced domain passthrough for single sign on (#3877 8 S & RN EBEINEE

R,

I Create Policy
Studio
Settings

Users and Machines

Summary

3. BEHHE.

VDA &

Select settings

[ca versions) + | [ au settings =] [erhancea X

Settings: 0 selected [ View sslected only

b Enhanced Desktop
Computer setting - I[A\Enhanced Desktop Experience
: Allowed)

Edit Setting
&
Enhanced domain passthrough for single sign on E
O Allowed
Enhanced domain passthrough for single sign on is enabled
@ Prohibited

Enhanced domain passthrough for single sign on is disabled

* Applies to the following VDA vers
Vel Detvery Agent: 2308 Mt sesion OS, 2308 Singe-session O, 2311 Ml session 05, Z311
Single-session OS

* Description
This feature allows lmmgmg delegated non-exportable Active Directory credentials for single sign-
on into the virtual sessi

The Windows policy setting “Remote host allows delegation of non-exportable credentials® must also
be enabled on the VDA through Group Policy o Local Policy to use this festure. This setting is
located under Computer Configuration » Administrative Templstes > System » Credantials
Delegation.

This feature can only be used with domain joined Windows endpoint devices.

By default, this setting is disabled.

1. SM% VDA LRI ENEE\EERIR\RE\FEEK.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

202



iEATF Windows # Citrix Workspace 12 2402 LTSR

2. 72 VDA L/EF Remote host allows delegation of non-exportable credentials GZ2EHAYE
IRARAEISHAER) Windows HKES,

Ll (e Py o
Fle Amn  Vew Help
e nmE Em Y
" Lol Computer Polry
w i Computer Configeration
Softepee st
Worsihmt Setterigri
w 7 Adminstistren Tomglsten
Comnivg Pareed
Hetwah
Frirgers
Sarver
St Moras ol Tashdare
- fem
Brcesy-Daneed dspstsrie
Bpp¥
Aulit Proces Crestion
Credernais Dtlegetan
Dewice Guard
Diewicn biguith ABectson ferece
Dewiie nptalatagn

| Coothontaki Delogatesn
Rrmate hoat sliru deiegation ol Satting Giate
ey epariable credentisy 3 Ao dtiegatng delinh crodaratisl with MTUM-aly sarvee . Mot confegueed
— 3 Al dtieguteng deliah credartish Ml cordagueed
1. Engryption Gracie Remapdation Hiak cordegued
Fasuspmants 2 Allow dulagating freh cedentiah hok cordiguesd

Mot configuesd

At it Wi Sarves 2016, 3 Al delegating freth coedentiah with MTUM-onby treer &
Windswi 10 Viofien 1708 2

1 Ao delégateng iimid chedastali Het sonfugused

Descrgpbga

Famaote heoat sicwt dplegation of 3 Ay Sl Eleng dived Dedenlat with MTLM-only bofvei B Mol (offaquied
G- ORIl Chidesial 3 ey debgatny Setait credesnal et condaqueed
Wistr ) redbivatial debiation, 3. Dy chebigutansy sk rasdaniuly Mt qordagised
e provide an mipostabie verson 3 Deny delsgabing wred credentusi Mok configuesd
of crodentish bo the mmots boik 2 Rpwricy delegetson of credmibish o remote sanar Mot configuesd

Thit exgeirict wriers e th sk of
enidenl B Tromm smackins oh the
remone bt

Dk WY Cache ¥ you snabls tha policy teiting, She
Dk Cuooian et duppiets Roitetod Adeen o1
Dripley Fimal Cisdendal s atide

3. E#REzN VDA itE .

ERIRLE

1. WEREFHTENEMAS.
2. BIREFIHITENN 64 i,

3. {TFHEARBRRIERS.

4. SMETENEE\BEER\Citrix A¢F\Citrix Workspace\f F & 15181,

5. E2E& Enhanced Domain passthrough for single sign-on (1387 R SERANEENEE) AFRK,

=l Local Group Policy Editor
File Action View Help
e aE i HEl T

X

> [ Software Settings
> | Windows Settings
~ ] Administrative Templates

w [ Citrix Workspace

> (] App Protection

1 CEIP
Citrix Enterprise Brows:
Citrix Secure Browser
Citrix Workspace Upda
Client Engine
Compliance
Diagnostics
DpPI
Fast Connect APl Supp
Global App Config Sen
Multi-Stream ICA
Metwork routing
Remoting client device
SelfService
StoreFront
User authentication
User experience

EECEECECEOEEEEOERE

)

| User authentication

Select an item to view its description.  Setting

|iz| Manage App Protection

|=| Prevent storing persistent cookies

|:=| Single sign-on to Citrix Secure Access client

State
Mot configured
Mot configured
Mot configured

Enhanced Domain passthrough for single sign-on

Enabled

1ew for Storekront authentication

=] Kerberos authentication

12| Local user name and password

=] Single Sign-on for NetScaler Gateway

=] Smart card authentication

|#3) Smartcard Removal Policy for x64 machine
|#3) Smartcard Removal Policy for x86 machine
|| Web Interface authentication ticket

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended ,(Standard/

112 setting(s)
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A Enhanced Domain passthrough for single sign-on O X
5] Enhanced Domain passthrough for single sign-on Previous Setting Next Setting

| O Not Configured Comment: r
© Enabled

| O Disabled

| Supported 0Nt A Citrix Workspace supported platforms

| Options: Help:

| This policy allows Citrix Workspace app to use Enhanced Domain
passthrough for single sign-on. When this policy is enabled, the
sign-in credentials (pass-through authentication) from the local
machine are used to authenticate to the remote server without
exchanging the actual username and password.

This policy requires VDA version 2308 or later.

Cancel

6. & EF LS Internet EIGE,

AR

MREEEFEFREE TIHER, WAk E,

1. FH Internet ;£ StoreFront RSB AMEIAEL=TIR. EHRM:

a) MIEFIER > ML Internet 377 Internet 3£,

b) #EER%e > 7 Internet, AGREHS, W2 RAH Intranet §0,
C) BESRETE,

d) FINEREYA HTTP s HTTPS #hiY#9 StoreFront FQDN #9 URL,

e) BEXAMMHE,

2. 7£ Internet Explorer € AP BHRIEIRE, BiEN:

a) MEHIER > ML Internet $#77F Internet %5,
b) BHRLETF£ > At Intranet,
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C) BHEEEXES, KHEETRESIEE 44 Intranet XigEC,
d) FRAFSHRIEERT, ERERYFAFENEBENESR,

82, User Authentication
ﬂ!" Logon
() Anonymous logon
() Automatic logon only in Intranet zone

OJ Automatic logon with current user name and password

() Prompt for user name and password

3. BEWE.
HDX
April 22,2024
EBABNBUTRE:

- EFHER

o {fi1LBY Microsoft Teams
o HDX &%

s NERBRNBEER

s WARNBEEH

o ICAIZESE

ERNER

June 14, 2024

4l SR

SEZTAUE/N\NERBSERT Windows 8 Citrix Workspace WBEFLE &R,
ZERRRETHNENETRSHARHERFMGTNAME, ERi1EHE, ERBUUEERRANS PHEMA M,
RIETURBUTHEMARE L2 ReHT:
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- 2FER, RIEPETENETSR, NARFINRER—F 2REIXLERREH,
Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEMTA—2 9 ERHTINE T E R Desktop
Viewer &0, EBEXLERBNEETIRETONKD, RAEREERAK.
s BOEN, [EPETRENETRER, YAERFASERIZNIETRREH.
Citrix Virtual Apps and Desktops #1 Citrix DaaS: ZFE—4%E (UaiHA “SEA”) FHNIEREMERGH
B, BORERGRY, ZRESEERNERSRETR. NRETRBIRELHTY], N—E8i8& L UBRE M ENEE.

MREMVBEFNKSEREEARE LNEIETRE, ZETHEERAANZEPNEERS. B, FERESRIDHNE
TR RN E R,

ERAZEREXSH, BREMUTEI
« APREEENZRZ RS,
o BRIERFAILUENEIES AR T, £ Windows AL, BRIERTERET AN, EHIIRE > RAHEEE

T, REWASTETHRESTBMET.
c NFIERBZE:

- Citrix Virtual Desktops: £/ Citrix itBHHRIKILE “ERAERS" REBEFREZRS,
- Citrix Virtual Apps: RIEEZRER Citrix Virtual Apps BRSS 28k 2 :

* (A Citrix ITENRIRILE “BRAFRE REBEFNERE,
* 1£ Citrix Virtual Apps ARs32889 Citrix BIBEHIG T, #E, RAREESERPIEE:

- BHIRSBREM > BXAEEM > IRS2ZZAE > HDX Broadcast > B7Re;
- BRESEREN > BRFERM > IREHRMIME>ICA> BR)

* REATEIMRIENENEARAR.

REREEEEBAR (ULKBREM), UREEBHEL AT, NRIKENEFRBKR, ESHEENNNELTNAER
ZRHIFE—EBD BRER.

EXR s mes LA Citrix Virtual Desktops:

1. #%#% Desktop Viewer H & & F&isk.

2. EEEO.

3. w2 R ziEES Citrix Virtual Desktops BB, HRENETRBTANET—FFER.
4. 7z Citrix Virtual Desktop T B4z, %EE2R,

BFRIMERT REIM N ERER.

B %A Citrix Virtual Apps and Desktops #1 Citrix DaaS B2 IENEFAEER, BESRAMIAPLNE
CTX115637,
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B Rt

i/ Citrix Workspace FZ %25 (W& HDX Engine 14.4) B¢, RBEZFFIHAIA, BIAIER GPU #17 H.264 f#
B, AT GPU f#13H APl E5 DirectX MISRINE,

Z(F A Citrix Workspace [ BI2FASKI R SIEEIRE BEHENE, BFHRITUTERE:

@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEER.
AHENEET ST, BEEEEIR > Citrix Workspace > BF{#L8,
EEREE IR,

EEERA, ARRENANHRE.

> wnh

A Hardware Acceleration for graphics O o
grap

E: Hardware Acceleration for graphics e Mext Setting

() Mot Cenfigured Comment:
(®) Enabled
() Disabled
Supperted on: [ Al Citrig Weorkspace supperted platforms
Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs, When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

ot || oo

EWERENENN ICA ZTERE T REUNEBSER TEANE, BREUTEMERI:

M %= % : HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\
GfxRender.
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N

Graphics_GfxRender_Decoder 71 Graphics_GfxRender_Renderer BEX 7 2, SNRER 1, N
FRTEEFERET CPU BRI,

fEFRREMHARESTHAERT, TBERLATRRE]:

s MREFFIHERE TN GPU, HEEP—IERBEE N GPU LA FEDRS, WIRKAER CPU RS,
« &2 Windows Server 2008 R2 Eizf789 Citrix Virtual Apps BRS 2804, EAEERAF M Windows i&&
LEREAENE. MREALIRE, NEHRERYERXARMREE T FEBUAKRE R,

EERHE

IR AW EEX AR RS AMNEINENEHRR. T UEEERALE—SEFHETRIFRTNRE/\EETSR.
B LA7E Desktop Viewer PR 2 RBHFEMFHEEEBINERE. TERINETREP, BRIUAIKELFEELL
RESEDWAZSIEMNETRS. RIEFFARERSIRNIEEBDERIRRR.

f@eI LA A F DPI 4874 st DPI MR EME 2518 E DPl. NAENERSEFRRE, HRBEAX/NRENEES
o

IEENERTE2RF. RERSRERE, FEFEMEMNELAHHNABER. KEEERTSIEFHEITHMER
SiER,

Bi&RT Windows 89 Citrix Workspace MAEF 2106 {2, £R. ZERBSESFUSREMETHR. BiAE
N, EHERHRLATREARS. EZERBTEF, NREMERBHNIHAREI/\TENETRE, HRNENE
THEBEBEMERIEE TS, NREILRE, ENETHEERZRE, FTRAIEFNSEERES.

AILLEE IS E U T MRIE R % BnesiLigIhae:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

Z#: SplitAllMonitors
#8: DWORD

f&:

DPI 481k

Citrix Workspace i Bi#2F 84 DPI REII08E, L#FE Windows FF iR R 2R9SHERA DPI S8 tL g B S &
MR B M KRESIE#HTILED.

DPI EHLLBHIEERFARYT. B0WXERE, UEBTFEMEENRIERTNABERF. X4, BEMEMER T
%o
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RIMBERT, WA TFEARS, ERFMEAGIMNEEFLE, B2, MEXE, BBRMATUERHRIENR (GPO)

EERIR (BIHENESE) BE DPI £%.

ZEH GPO BIEERECE DPI 4810, BEHITATZER:

EEA GPO BERIRACE DPI 4518, BHITUU TR

1. @17 gpedit.msc 77 Citrix Workspace Bz BiZFF4H SR BEIT R BIRIER

2. EItENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > DPI

3. %S DPI %KEL,

& High DPI

=] High DPI

(® Enabled

() Disabled

Opticns:

{7) Not Configured Comment:

Supported on:

All Citrix Workspace supported platforms

Help:

Scale the session for high resclution?

Mo, use the native resolution

Mo, use the native resolution
Ves

R

Use this policy to manage session scaling.

applied in the multi monitor session.
Enabling the policy provides two options

1. ¥es - Scale the =ession
2. Mo - Use the native resolution

operating system scale the resolution.

Enabling the policy makes the Citrix Workspace DPl aware along
with the flexibility for the session to change according to the DPI

The pelicy is disabled by default. Disabling the policy lets the

Cancel

Apply

4. ERLTFEDZ—!

a)

5. BHNAMHE,

E - EnERERNAS DPL
b) &, ERANSHE - RRHBERARBIYE,
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6. E@M$ITH, BT gpupdate /force da$LUNARMAEN.
FERERAF RA@EicE DPI 4&iK:

1. ABF@EmXiEgse Citrix Workspace N HERF EliF.
2. EERgERmHREERE DPIEE,
3. EEUT®EBIZ—:

a) =& -_BRERIEFNAS DPI,

b) &, EAZXNMSYE - 575 Citrix Workspace R BTEFN VDA £/ DPI Hi#1TR Ao

C) AYRERFABMOYE - NERT, ST FEFRS. X#¥, B Windows %12 DP| 48/, Lti%
TAEGE “&= DPI” HBRIREN “ZA”

4. BEHERT
5. EfEsh Citrix Workspace M BRZF&IEUEFT I E R E K.

AR
HthEZFE T

+ DPI g2 ZE Citrix Virtual Apps and Desktops hixzs 1912 LTSR S E & hxr7so

s EARSHIBERT, BNERAS, ERAANSHPE (DPIE) 8E,

o RINRBEAVRERAER O YIELEZA Citrix Workspace A2 £ DPI B4, 4 Windows &R
i DP1 481K LL I B 79 100% LASMAYMEAIERY, LRI EIRERSHEREM, HEXAFAEZFHEERR
DPI &L Bl % & B 88.

« BiEM=SFH Citrix Workspace i A#2Fm LERAIES O MUTEE Windows & in EEEE#R DPI
FamtbBl, XZ2IHMINEE, BINNEZEFHEER DPI 4875 F 100% LA LB %3S |IH AR XenApp
XenDesktop HFERIEA, RN ATAER SHEREM.

B3 DPI )BT EHRIE R, BEERAIRFOXE CTX230017,

Eppugeb i Er

iE A TF Windows 9 Citrix Workspace W BREFREs BN EFERANREMNMFERDE TREERT
Windows #9 Citrix Workspace M A#2Fidi2H, KT hinSmRIEIhEe, RIBLES, EMATF Windows B Citrix
Workspace ZAEFRERIEBIIEES VDA —EFEANRERFLDER. WIMRELSEMITEIRF N TR

1. AV1
2. H.265
3. H.264

ERISRR RIS SR 1 TR RIS BN U TRz —BY, ILIHRERTF:

o {REFRIER
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¢ HNBIRRE
o HXEENEUAIXIE
BXRERMREDESRHTERERBIIFRES, BRI 2H1TESE.

B OE R TXLHRGEN YUV 4:2:0 TR, YUV 4:2:0 FARLDHER, BETHRE. NRBARRERKE
BIRATIETIAA TR, HEATARTHRRISENCEA, NWERBAIMRFEGSE0BERE, AR YUV
4:4:4 H.264 5t H.265,

BXXLERBIFAES, BERAUTRE:

YUV 4:2:.0 B—MEBEFRF, E—MHEEERAR, AIRESHEHEEE.

HEZREIER, Citrix Workspace MABRZEF=NIRis S f#ig H.265 1 AV] FiE XL EERFE EMRPEES. =~
&, Citrix Workspace M i2F 2 B BERANREMMEREIDSE, H5 VDA hELttHwES2E. R VDA IE
Fim#ER eI LAGER H.265 #1 AV1, MIRESE AV] (ERISRARETDES. 1R AV 72 VDA siE Fin L3RRI, MEiEE
H.265, SIRMEERTEER H.265, 2iEEEA H.264 1AL,

FINER T BALLINEE,
B RNMARRIDS N B hikiRIhEE, BRI TAr~i&E DisableDecoderCaps:
1. & BT @<PER regedit I IMEREER.

2. £/ % HKEY_LOCAL_MACHINE\Software\WOW6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

HgE,

§ M E HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\
Graphics Engine

3. tlE—1%% DisableDecoderCaps 9 DWORD IiigizmmEIEE RN 1.

WNR7E HKEY_LOCAL_MACHINE 3% HKEY_CURRENT_USER % DisableDecoderCaps Hf&I&EH 1, MF
fERINRARIDEERY B ohikiRINaE,

H.265 134w

Citrix Workspace R 272 #5fE A H.265 MIMRAIESEHITTZE M MMBIE AR, HM7E VDA # Citrix
Workspace 2 HzisH B A H.265 5Mm#EIDEE. IR R LA GPU R #HER DXVA #0#4T H.265 ##
B3, “EIfZEY H265 f#R3” RESIKERWBEE, IERENRE H.264 15A4RAEH 25,

MR
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1. VDA 7.16 RESMRA,
2. 7£ VDA LB Rst*t 3D B TIE M L3RRS,
3. 7£ VDA R FRERSMYR AR 23 BURE (4 4RED SRR,

S5 H.265 fRiBmE Fis GPU:

« NVIDIA Pascal —{ GPU &Rz
« Intel £ 6 X GPU s{E=hxas
o AMD — GCN3 s E Sk~

3

AE:
bIhREEE % VDA 3k, I0:
« NVIDIA Maxwell — GPU s EShkzs

+ Intel %8 6 £ GPU X E=IRAS
« AMD Raven —{ GPU s{EShi4

SINBEhEEASRAEIDERINEES, tIhEER BEIE .

B EAE PR EART EnableH265 £ x(iEH] H.265 f#FS 0] LA ULLIT A,
fEREMRRIESRE H.265 543

£ 32 RFR G EARMNZHIMEZRZ A H.265 F504RED

1. £ “B17" S<PER regedi t T EMKREERS.

2.8 M 3% HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\
Graphics Engine,

3. 8lE—1% 7% EnableH265 19 DWORD TiH I ZIMMEILE A Lo

£ 64 (HRERZ ERMNZBINEE B H.265 M54 :

1. £ BT ®$HER regedi t T EMREERS.

2. $#13 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. tlE—1%E% EnableH265 & DWORD T gz MHIEIREN 1,

4. BRBMRIEUEERER.

EnableH265 WEESZABEEN, & EnableH265 1&E7 0 K%/ H.265 fi#iS, Eit, BIf#EE VDA ERRET
H.265 MRmREDER , ZRIEMFREM.

¥ EnableH265 £ &4 1 ¥, EH T Windows B9 Citrix Workspace M2 F &2 iX# /A H.265 g8, X
H.265 BRI, &FiHFRSSSIFEIRE] H.264 4D,

HaETLUER Citrix AR (GPO) BEERIE Citrix Workspace MBI FE B ffER H.265 MI5HHE, MmE
F H.265 BfER:
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1. &idiEfT gpedit.msc $77F Citrix Workspace [P AR R EEER,
2. £ ENEE HRT, REBERIR>> AP FK,

3. EEFERR H265 R,

4. EEERA.

5 BENA, ARREHE.

6. EMBRHRIEUFEERE.

AR
+ 3NR7E Citrix Workspace M AEFARKNRERBIRGZRT “BIREFMNE" KK, ‘B8 H265

AERD” REIRBERWBE. G, ZERTANA, HEEBIREIER H.264 Mm#EIES.
o« EZIRESIETREEM Citrix HDX 2723 0] B F3IE SR AT 22 R BE A 15050

AVl

Citrix Workspace [ FAT2R 2 35E A AV1 JSA4RARED 88 1 TIn A2 R A MUARAYRE 4R 1Nk, VDA #0 Citrix Workspace
B ARSI B AV] WS4RiREES.

AV1 B EFAINT:

» VDA 2308 S E= k4.

« iEAT Windows 89 Citrix Workspace B2 2305 SiEShRas

o (IRIEBRIAME) 72 VDA LB ERSM4R iR 2SR (4R iD 55 EE,

« iEATF Windows B9 Citrix Workspace R AEFE T AV1 U TEFIHEGER:

- NVIDIA Ampere S EShRA
- Intel %8 11 X/Arc KE=HRZAE
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s E= kx4

AR
AV1 5%% VDA ER, fin:
+ NVIDIA Lovelace —f GPU siE =iz (5140 L4/L40)
« Intel Arc —X GPU S E &k
SINBEEFRSIRARID 3 TNEESS, EInRER BB M.
B EAE PRI EnableAV1 2x17%] AV1 230 LUBKItIT .
fEREMRRIESRACE AVL 504D
£ 32 (HRER G L RIMNEHHIME B AV SRR :

1. £ “B17 s<HER regedi t {FIFFEMREERS.
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2.8 M % HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\
Graphics Engine,

3. flE—1%53 EnableAV1 #y DWORD T iZMrEIRE R 1.

4. EFBRHRIEUEERER.

£ 64 IRERF_ERMNZHHIMKZREAE AVL 154D

1. £ “B17 S<HER regedi t I EMKREES.

2. £fns HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. tliE—1%E% EnableAV1 #y DWORD W& ZMMEIRE A 1o

4. EFBRHRIEUEERER.

EnableAV1 WEESZABIE. ¥ EnableAV1 €& 0 22 A AVL f#18, Eitt, 2I1EFRMFER AV] WSARFE
)

¥ EnableAV1 i£E 5 1 6%, AT Windows #9 Citrix Workspace MABZFEHEIA MM AVL f#i8, M8 AVL 2
K, EFIHMARSSEEEIRE H.264 45,

AR

907z Citrix Workspace R FAEFAREN R ERRIRFRAAT “"EFEANE" KK, “EfH AVL f#5” %
IR BB, A, ZWERTENA, HAMRRER H.264 M54 #D 23,

B IRSHE e Citrix HDX 2/R28 7] AT RIE SRR RS R H R .

1t Microsoft Teams

June 14,2024

Z#t Microsoft Teams VDI i+

R LMER LTI 2 —E &% Citrix Workspace R B2 g2 %% Microsoft Teams VDI it
AR

Bx5 VDI kA FRA MM E ¥4E 2, 1521 Microsoft Teams 2.1 supported for VDI/DaaS(VDI/DaaS
& Microsoft Teams 2.1) #1 New Teams VDI requirements (3 Teams VDI &),

ERAFRRE

1. fEMHEAE L, %E+HLE Microsoft Teams VDI #&Ef4+ Si%iE, RERERE,
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iEATF Windows # Citrix Workspace 12 2402 LTSR

2. FIEEEMAF MY, REHEERE Citrix Workspace R A2,

& Citrix Workspace

Add-on(s)

D Start App Protection after installation @

D Install Microsoft Teams VDI Plugin (©

D Enable Single Sign-on (©

FERAMLIIAX /installMSTeamsPlugin,

fign: CitrixWorkspaceApp.exe /installMSTeamsPlugin

AINT JELZS MR Microsoft Teams TERES NI

ZHl, BRMBIREDEE, aREBREMERBEMNERS, Fi, EERBEFEFMMA Microsoft Teams SiNATHE
MHNES, B—NERAE2IREHEHRESH Microsoft Teams, LthRIFSHEL P FRRE,

Citrix Workspace i BiEF X FRIEEERNIES, XFHTERATHEREINE,

EEMH:

EI B RHARAH Microsoft Teams,

%E T k8 Microsoft Teams MSASIGEIEALE

RIMERT, WL Microsoft Teams AR BIEEABELR IS, BT XML, BUEEIELNIPERUE
NEFEWIERHREREARN, FJUREBERERRRSIEERNREMKLE,
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B XMHAER, STAFETLRMIMWERSRRE (5190 720p. 360p F) MS MR, REBRTFSHER,
BIERREN. MEFEE, BREREESEREEBLENSRAREN YR, NS BPRUSEMITERL,

{EF HDX #1789 Microsoft Teams 1L By S1ERIFINR

iEATF Windows 89 Citrix Workspace R R2FIESZFER HDX #17H) Microsoft Teams ka9 SRR
R

EA RS ESREFREEXEGERE S, FEYEEFNEE T TRE (BANES) KRBT, &IEER
BT P2P HeBiE=N,
AU AE SR RIERE LU TIED:

¢ THEME

o EF “BEREN

 EREF “BEEK

AR

EIHEEMTE R S Microsoft Teams Ul/#tHI%Em. ZEAOXIFERER VDA BfiEl 2112 iEShRAHNEEH
BXEMAEE, BESRZEOS AR,

PR

s AEIAPEXHNE RE1%,

¢ BEMRTRAERIFEZEFEEE. YEXAHEREBL Microsoft Teams REHEE VDA BY, EEXRE
BEAXHE,

o EFEE ICARER, MEHXHA. B2, Microsoft Teams BFREETR—M4A, ERZBIFMENLT
BRARES, Citrix 1 Microsoft IETEH£FEE AR IR,

- EMEREGRN, REQHIEEST Internet,

=z

AR

Lt ThEER7E Microsoft Teams # KR EH G AT A, Microsoft # tH It E#ES, EEF CTX253754
Microsoft 365 Public roadmap (Microsoft 365 AFFELE]) LUKE A BN A S,

AFEIEHER
AR HAXRECENgine . exe NEAMIINEE, LURREMILERERSABNE AEC T B &m0
SEEMERER HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream FH8IE LU E RN :

£#r: EnableAEC
8. REG_DWORD
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https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
https://www.microsoft.com/zh-cn/microsoft-365/roadmap?filters=&searchterms=citrix%2Cgive%2Ctake%2Ccontrol
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#}iE: 0
(0 RREMA AEC, 1 RTEH AEC, IR Regkey R#F7E, HdxRtcEngine sRivEkikiTAAEA AEC, MEiEINE

REBIREMFINARINMA, )

Microsoft Teams i1t AYILIRINAE

o AT Microsoft Teams B WebRTC kxasBEHEKEkiz2s M98,

o BH TSR Microsoft Teams HESMIZEERITH - YUEEX KR ENESIEEPNIIAZTINLE,
Citrix VDI sh£&53 ti:1k89 Microsoft Teams & 5 24 Y fi AV S HMIG 51515 LA T B s ZRIA(E.

However, if you make an explicit device selection in Microsoft
Teams, your selection takes precedence and does not follow the
endpoint defaults. Your selection is persistent until you
clear the Microsoft Teams cache.

BEXEXIEHEIELR (EOL) REMMAFEENINENER, BESRIBM L,

HDX &%

June 14,2024

HDX BENEFLE

HDX BER &M ErET FEEEXE S EtAE ICA RIENFEETE, HEEAXNBERTIRENRBNE,
—RENEATERESMFMIEERET L, LHEESEEMES,

RMUEFHREN. BROXMAEE. ERTNITER. ESHNNUERMDPE, mIRARFFR,

RBIEFENEZEIEMURE ICA 2FFHHIERRS SN REMFERFEM. MREAIMER, FLEFELD,
LR EARESIERN RIEENTMA AT MERE S,

[EFEATF Windows # Citrix Workspace R A2 1811 MEmARA A I IhEE,
BE:
HDX BiE &Mt 2@ F N HIMEF S VDA T THEE DX, FLt, EBEHIRFOXE CTX125027

FRTREREF iR LR R A R X RERAEER,
BiEN F 5

Bi&nN &5 Citrix Virtual Apps and Desktops # Citrix DaaS ##—##l%l, A &R Enlightened Data
Transport (EDT) £ ICA EZHEEIMNAIINEE. BXFMER, ESH Citrix Virtual Apps and Desktops X
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https://docs.citrix.com/zh-cn/legacy-archive/workspace-app-and-receiver.html#citrix-workspace-app-for-windows
https://support.citrix.com/article/CTX125027
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BB B SN RERD.

B ERBBER
Citrix Workspace R EAERABBEAHITEMEER,. HAFBISERMNBHIEGERENNEHITIER
BY, IETHRECKE T SRR B AR B A R,

BEEMFEA VDA iz 2311 kEShAS. RINMERT, &EBTF Windows # Citrix Workspace M AEFHEAT It
IjJﬁEO 15%) tl?_ VDA J:kaz**ﬁﬂklb\o

EEATNMNEREBRN, BEEU T IMREHERBIITEN.
T =ik VDA:

o EMERm: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Audio
o {E&FR: EdtUnreliableAllowed

« {H2£%): DWORD

- EHE: 1

xFT{Fuh VDA:

o EMERI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio
« {E&#: EdtUnreliableAllowed

« {E2£5Y: DWORD

o EHIE: 1

ARSI BEEM

June 14, 2024

FEBRNAEEA=MELEE VDA IREMAWFTIRPH Web T, ttihgea#E A Citrix Workspace MBREFERF
LGB EIE|2, Z5IZSM URLIZER HTTP #1 HTTPS W%,

MY BRABEEMZFF Google Chrome %588, FRBABEERINER Web JIRBNABEERIEFHILE,
#1327 Citrix Workspace M ARFEHRIRNMELA K2R, HINRERMEER. NELENEL2MHH TGS, X
FERT LA N S E SR EmA Web TiEm (XRHERE & HTMLS 5 WebRTC #4789 Web Bi@E) BYRIAF K%,

+ cookie ERIEFRHAGF: BRUHENBMIKEN, RATRRNEEHMNEE.
o NEBRMEXFERMALDIRENES,

BXFAER, BN GEANTEE M,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/browser-content-redirection.html

iEATF Windows # Citrix Workspace 12 2402 LTSR

BE:

o TILMEARSITN 2402 LTSR BRI G RANEEEH
o BUABRT, thIhaEXHERTF Windows B9 Citrix Workspace M ABIEFHIFFE HaihkasE Ao
« Citrix Workspace RZf#2F LTSR 1912 1 2203.1 fRAFZIFH RS NAEE .

E71 VDA LEBANSBRNBEER, EFLLL7E Citrix Web Studio L ERLT5RE:

o MEBABEER
o NEBRABEER ACL K&
o NHBABTEEBS HIIELER

FCE N N AN B EE RS 0N 52 IR SUIREFENERE
&AL A ETF Chromium Embedded Framework (CEF) 8930 45 28 B0 B IR BT SR F £ R 1R, B0 LU FFRRTE
VDA iE P in LB ERE:
VDA Lt:
1. £ BT ©99ER regedit I EMEREES.

2. EMEIHKEY_LOCAL_MACHINE\Software\Citrix\DXMediaStream\ClientConfigurations
\WindowsCef M=Kz,

3. BIEFHE%LHE BCRProfilePath #EHEIZERETF CEF #9 BCRtmp XHFRTERIX R, Fia0:
"BCRProfilePath"="C:\\tmp\\AlternateBcrProfilePath"
4. EFBRHRIEUEERER.
BRI
1. £ “Bf7 &< ER regedit I EMREIERS,
2. M= HKEY_CURRENT_USER\Software\Citrix\HdxMediaStream Mm&EgZ,
3. SIBRBUTREMREMRE:

o AMERBMEM: BCRProfilePath
o EMRERME: F558 <folder for CEF based BCRtmp files>

4. E#Es Citrix Workspace Rz 2R LUEFHREI BB E Ko
==
Chromium Embedded Framework (CEF) BB A2 117, IRAFALEB FRAL 2R,

PR
MR BRABTEERE TR
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/browser-content-redirection-policy-settings#browser-content-redirection
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o AEZIFFEREFOXKIE cookie FHAMMN Web HZBER.

+ R%#F Microsoft Internet Explorer,

& Google BHIIEARS (0 Google Meet) HIRIRIERF LBt R ko

o I BIEFEMG BT ARTE Microsoft Edge FEX %%, B2, B—MRRS .
o EANKRENBEERE, HAZA HTMLS MSRETE [ Hg.

« B, BTFNEFRE. MBERBULERELTLRENESCERRERR, RLBFATES

i, NRBBATEEMRE B BHIELR IR SHHIREXT HEE R,
o BIEMTFHOXAEHEESE (ERLBPNEFARITENL).

fe=7 BCRAYM4EAE

Uai, BCREAEFRHEETEER, HAEARIERTRGEEFNES. MENENERS, iRES

B 7E 1) DU Y L B S O B R = (B R F A R — BT A

ATRRIEEE, BCREBAFERER. IIERINGERTIES BCR AIM%EE,
BINERT, IR FRARS. ERILURINTAIRIE VDA R%EF i LS A I IhRe:
£ VDA t:

1. £ “B17 S<HER regedi t T EMKREERS.

MEZ R

SEfEA BCR

2. EMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\HDXMediaStream\ClientConfigurations

\WindowsCef M=z,

3. fJE—1& A BCRStoreCEFCacheInMemory # DWORD BHi§ZMMEIRE A 1o

iR BCRStoreCEFCacheInMemory K{EIREHN 0, BCR BERAEFHEZTIE,

E

EEPIE:

1. & “B17 ®<HER regedit {FIFFEMKREIERS.

2. M3 HKEY_CURRENT_USER\Software\Citrix\HDXMediaStream &I,

3. fJE—1& A BCRStoreCEFCacheInMemory # DWORD BHi§ZMMEIRE A 1o

MR BCRStoreCEFCacheInMemory K{EIREHN 0, BCR BERAEFHEZTIE,

AR

o WNRFEREZFF M VDA Ei%ET BCRStoreCEFCacheInMemory, EF G EMIRERL,

« NREHEET BCRProfilePath#BCRStoreCEFCacheInMemory,BCRProfilePath

WE B, BCRStoreCEFCacheInMemory WA E i 2R,

PRI
AEPEEANEHIZERN 10 MB,
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RARBEE M

June 14, 2024

NENBEERRBEATEBAREATFHIENMENZIZFiH URL EEM, BRSB[IHEMAE Studio higE, BF

IR NIZE Citrix Workspace M2 FAHREN R ERIERTIZE,

Citrix A& P URL EEMIRE TN P IHEE R AL AERFESR. B2, RITZNEXMANEH Windows

ERIRERANEATEE M,
ALUERUT A ZZ —BRAREARETEER:

1. AAXBEIR (GPO) BIEER
2. EMRRIEDSE

=z

AR
o WEABEERESHNBEFBNLTERERSHSIEPREER.
s MIERSHBNEF K LEANAATEER, ERSSRHZF G E2AN, ZIEEEEA,
o 35 URL B, ALUEE—" URL S SHMRH URL 51K, AILERES (%) fEEE.
ZFEA GPO BEEIREANAASTEEM, BHITUTRE:
BNEERREERT Windows 89 Citrix Workspace [ BiZ2Fi#BA SRR R EEIRIRE S,

1. @dia{T gpedit.msc 77 Citrix Workspace 5z T2 A R8T R BIEIER.

2. TAFRETAT, HRETIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K,

3. EFEWEARBTEERR,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

ok || cancel || apply

1. FEAHNNAEFHAEEZNFRT, REBTFEHEEMH URL BHEREZMR.

PE =

B4E URL BY, $EESD URL USSR URLFIR. FILUGERES (%) (ERBEN.

2. MEEMRIFERNEARHERET, REFEERZFVAEFHEH.

3. EAWEEMRE VDA B URL FE&H, WALREERE URL, AR SOMR5IR.

4. EEREER URL BENERGNAEFRK@ER? ETUUEAR URL

5. BEETUEBT—IIIR, EPERMEMSAIFEE@E VDA 89 URL FEHFIHAIER URL LA, ZEL
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NS5 BRI BIERFRIFLE,

URL-specific published application or desktop overrides:

Value name Value
hitps://www sample.com Published Browser 1

hittp://~ intranet net Published Browser 2

6. EAWEEMEZF KL URL: FBF, BABTMRSBEEREZF %N URL. B SHRYIR.
AR

&4E URL BY, $8E# URL USSR URLFIR. AIUERES (%) (ERBERM.

7. BENAME,

8. E®<1TH, BT gpupdate /force @<,

EfAIMREANEAREER, FRITUTERE:

EERANAANBTEE®, B Citrix Workspace MABEFE P in LUK M Citrix Workspace N BEFREXH
% C:\Program Files (x86)\Citrix\ICA Client) &fT redirector.exe /ReglE®
<L

BE:

s FHRAREEAANFT2SBRENBEIFEE, F0, MRIEET VDA MULUE URL https: //www.my
\\_company.comEBAEEAZIZF i VDA, MR ER/HFRE,

« URL ZEEMXEHFE URL: HITERIL2RAY#bA = Rl E AN 2R S AR EIR URL, EEBURTF I
28

« MRBRBMBEBRNE N BIZFERZ N StoreFront tkF~, = StoreFront ik ERBFRIGSHET
B ARFRRERE.
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o FNEEREOMRE URL EEMEIZF R £~ URL EEME VDA BY, MRXNLRBEITH, EEEH
URL RE3mam-= I o

o TR, BT, PDF ExXHFHRIERA T iR,

o WIRINEFE—MRSBXALEXE, HFEINNBSEERRBEIR—SHENLRERN “BRA", Citrix
BIVEZRRS SR RBXBR ENRA (URL) EE@EINEE, UL URL EEAEEIET.

+ 7£ Internet Explorer A1, #FHi&E > Internet ;£ > 54, RAEEENRHL THWEHEE=ANE
T RERE,

PR
MREERBFRIESHEAAMEY, WAREFERLENH,

EF Chromium #9343 28 235 Wm URL

WEABEE B FEERRSBMNEFE LRSS URL BEBAMNEFIREEAIRSBURMRSBREEEEE
Fifo

fRs3 25558 7E Delivery Controller Lig8, EFinHRgTE Citrix Workspace M AR LIgE, XLEHRSMHERAR
B4R (GPO) BIEERHITIZE.

BhiZ 2106 &£, B Google Chrome # Microsoft Edge #in7 3Wm URL EE M.

NEFM:

« Citrix Virtual Apps and Desktops k7 2106 St E Sk as.
o NEBREERY BEFRE 5.0

% Google Chrome %28 A EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A .
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

AR

£ Chrome 5528 EEAXLaHSH, FBzIM Chrome M ENAERENEHNBTEEHT BIEF,

ZMWHE URL BEEMAEUHEM Google Chrome 5528, &M Citrix Workspace N AR REX4EHAIEITIL

LA .
<.

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose

AR
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WNRFEAIR FERY RIZEF NEHIMUTHEIR, BRBIZER:

Websocket connection to wss://... failed.

Bx7£ Citrix Workspace i BZFHEE URL EEANGES, BSRANEATEE .
BEXNEBRARTEETENFMES, BSH Citrix Virtual Apps and Desktops SCHFRE 2SN A EE Ao
Z[51k Desktop Viewer BOTHES, BHITUTIRME:

NREART %1 Desktop Viewer &0, MBIAERT, LFIEENRENEEIEERE, NEAPEEANEEZ R
H, BXXESEIES AT AR, B RmiETEMRmiEsS, TIUZRIRINTRHM L Desktop Viewer 50
RS,

IR

AMRBEFALSSHTENDR, JEEEEMRERERSA. Citrix TEAFRIEIRFMREESEBFCHSHE

MV ABEE IS LUR R, R EMRFIESRTBIENI, EREIMRZE, BESHHITED

s EFAFKREL, RERENILRENYFIAFAEEEZMHIIEEARS TR, EUTIRRIZ—FEIE—I BN
DisableDimming 9 REG_DWORD %8, RE#i&& LR Desktop Viewer, MEEENEE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

HE, AUBIEUT MR —PRIZ2EERN REG_WORD & BREXAHKE, MERIEHZE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer

« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEFMERI A, E1%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS SR 2E B NILIhEEIRE
T HRBE,

RizZxBRENETIFEE, 01 true,

MRKIEEFKERBEXBILEHR 0, 1) Desktop Viewer §OIK LR, MRIEETZMEEB, WEERUTMRER.
HHERPIE - FERHERETORE LS

HKEY_CURRENT_USER\Software\Policies\Citrix\--
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\:--
HKEY_CURRENT_USER\Software\Citrix\:-:
HKEY_LOCAL_MACHINE\Software\Citrix\--

> wnh
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ICARESSE

June 14,2024

ICARBESEXHIRIIMRIGEN ICA XHIEETIR, AFEERAEX Citrix Workspace RZB#2FH1TH. EiE
BT LUfERA ICA B SE 3T Citrix Workspace M AEFH S E1T A THEHR,

ICARES%E (PDF T#)

IR

April 22,2024

KEIBNBUTAE:
o RAR
o BE
o $TEN
« USB
o B iRIREHER ARG
o ZRX

AR

June 14,2024

B3 ERAR

EX RATIIEERE B E DR R P & — i RIS EER.
BXS RATERRR RSB Z BIIRRIEE, I, ERABRGEGESENNAEN, ZIIFEER. YRAEFER
MRREEARAAT, ENERIE 3D WRIGRY, SHITMENTRELFHNUETEX,

HEX RAT SRR M T BT LUAEX 5 M IREX 75 SR AR AT B A0ET. FEEX RAFMAMIELEX RIFmARIRA
EFEERALLERE,

TRILEEAPNESIEENM FECEIZINE, XA LIERAITHITIAER =) B .
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} =r

AR

IEINEENE B AR RE=IEFER.

WNREAEMRRIESRE default.ica XHEBEZINEE, NBMERIFLLRE, ZIEBAIFA.

fEREMRRIESRE BN BT

RECEZINEE, BRUTEIMRIIRENER, ARENBRHSE, UEEREN:

EFEZMEEEESXEEM AR, ERITUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFEZIEESREPEM EATA, BERITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o Z#R: Mouse
o HA: REG_SZ
o {&: True

AR

o EEMREFERTIEENERLERST ICAXHIEE,
« 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXMHER. RENERIGERS
IR,

£/ default.ica BB +EXT BT

1. T defaultiica xx &, ZXHEEEAMTF C: \inetpub\wwwroot\Citrix\<site name>\
conf\defau'lt.ica, H sitename AELIER NEIEERRZ TR, 3T StoreFront £, default.ica
X&E@EEMTF C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.
ica, HA storename RRIBRNAREIENAEIZENEZ T,

2. 12 WFClient Z4#HmM—1N& 5 RelativeMouse BRI, FEEIZRENS JSON MREENEE,

3. IRIEEEREE:

o true — B AMEIRIR
« false —Z2FEW BT

4. ENBRMSIEUEEREN.
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} =r

AR

EEMRFEETIRENENRSRST ICAXHRE,

M Desktop Viewer /= B8 BT

1. &= Citrix Workspace R AEF.

2. BHEABHNRERIE,

3. M Desktop Viewer TR, EFEHIER,
tEHg SR “Citrix Workspace - E3&W” B0,

4. EEFEE,

5. EHENBIFEET, BRAGHAENRIT.

6. BHNAMAE.

AR

M Desktop Viewer E2E X BAMUE ZIhRER B F 8 R1E,

W

June 14, 2024

mEREA

HLEE Citrix Workspace LAEFBENAGRHRIENASE, BRREREANEEZE, FILIEE Citrix 4
gast. Windows HBIITAURRIENRER/F.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
2. EItENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > B K58,
3. EFRENRES R,
4. EEERAUNFIEIET,
5. E#Es Citrix Workspace R FA2FRIEUEFTHAI B E K
Citrix Workspace W HE2F X5 32 i GETR:

Citrix Workspace M AEFZ1F 32 (g2 BER. ATHNLENAEFRME, ESEMAUTHRERAER
E:
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o EERPOEERAIRNNARER,
o FFIR” RELUK

o £S5
/J\I[:\

AMRFEFHESBERND, ATRFEEMTERERGR, Citrix TERIEFEIMRFEREAFLISHY
BV RERS IS LARRR, (EFREMRRIESRT BN, EREIMERZAT, BSBHITED.

EGEEEFE, 7T E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences &iM—18&H
TWIDesiredIconColor WFREIMRIFHEHIZENFIEE. EMATAEEERER 4. 8. 16, 247132
/R, MRMBEZRERIE, AP AIUAEREERENRERE,

ERGLITEEXNAREFRESNLE

B “FFR” REERNREERES R, TUREXHHRARRRES URE Windows A AR R P KE
. BRFHM Citrix Workspace AR REITHNARF. “FiR” RBEERMKEREASNEE HAFARMBT
ZNRERE, BERTREEU—BNA LR —AORBREFEF,

inER A SelfServiceMode, BEZUAE R TIgEBN True, HEERE SelfServiceMode 1&g E N False
BY, BEXILREMRERF RE. Rk, BEILUM “FR” EEREREEREAR FFRA “RESRER”) iHiE
iTIFMIN BER

BRMERRFUERSMEMRIRERBEGRERES 5.

fERRES

o AP EERRNAER, % SelfServiceMode 15518 & X false ((RIREARER) BY, FRENAIEFIY AR
BN FAIEF. WIRMEEPRERREARENR, AP ERBRMXIEPH Citrix Workspace [ 2R BT L8
RIFREY, HWEREBRET.

« ARREERE—MEABE. “KF” M B EmATA, TABLERFREEESNARE. EEGAM
BF AP ER AR SIRRRINS MK ASEHR, BE AT OB TR P imit 8 L FohRinEm R
(HideEditStoresDialog) RIS HINR, MREERAAFETIANR, BAFATUEENKEHES &
I I, RS FE A BT LA NS BRI

o APTAER Windows =HImEiR bR Bi2RF.

o AILUBT R EEXMEMRIGERMEERESR. RAER TRARMKERES X FEIMRLER, EH
BEzh Citrix Workspace M2

o 1 TR ReHeIRRESR, HRAMIAEFEER UseCategoryAsStartMenuPath,
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} =r

AR

Windows 10 FAYE “Frs” ZEFURBARIAR, MARFIUERERIART, ERELNEER
Citrix Virtual Apps X8 “K51” FfFseh,

o FTERELEFRM [/DESKTOPDIR=" Dir_name” ] #5&, UERFARES KB ENXHRP, =
EREES X2 EFIRE R,

o FAEMET AutoReInstallModifiedApps AAIUBE ‘BHEHRTEERENNEBER" I
. BA AutoReInstallModifiedApps &, MRER EEBRHHNNAEFMEERMEFRHNE
AERHLEEZTFHITENLET. 2B AutoRelnstallModifiedApps EMERmE, NARER
MEEBEFREEH. I, NREFFHLERRRESR, WASERFNERRESX. RINERT,
AutoReInstallModifiedApps &FBEARS.

FERIMREEREEXNAEFRESNMUE
AE:
o FNBERT, FMRIERFRIEER.
s EEEBENAREZIESCEMRT, NRERAFEEAMNMZEEREXGEMRI, EiZzBP NN

1. &=& Citrix Workspace W B1EF
2. BEAMRD, K5
3. ENECENAEE,

BT FXITH ERERE

TRXEHIThREME N RIEfFREBA P EIRE ZEBE. B TEXKIEHITEE, ERpIEREERIUERBNIRLZ
B, MEFEESMEE LENBHECHEAERF. T Citrix Workspace A#ERF, BB EBUEMRERF
iR FEETERITHl, WAl LA AR IINERE A ImgEHIT TIERES,

JINCy

AMRFEFLHRSHTERND, ARFEENMTRRERR. Citrix TEHRIEEEMRFESREA T LS
IEYERRE RIS AR, EREMRFIESRTEIEN, EREIMRZE, BSLHITED.

EEXEmBE&HE Citrix Virtual Apps BRS23+ 6172 WSCReconnectModeUser H gk 1A% WSCRe-
connectMode, BE.miIsEE A TR Citrix Workspace MRRZFHTITH.

Citrix Workspace M AR WSCReconnectMode EMRITLE :

o 0= FAEMERIEFANERIE

o 1= UAEFBoIEMER

o 2= ARIEFRIFEERIER

o 3= NAREFBMERIFIEmERE
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+ 4 =Citrix Workspace RETHEEHERE
« 8 =7 Windows B RTE &R
« 11=3M8MAE

PRI XS ZEZATEXIES, BHeIZUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321u)
% WSCReconnectModeUser
¥81: REG_SZ
BEHiE: 0
KU EMRTMERINE 3 &2 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
Z#5: WSCReconnectMode
¥H1: REG_SZ
BEHiE: 0

==

WMREFIEQNETMERT, talLlE WSCReconnectAll s3RIAIGE K false,

32 it BB E AR

AMERD: WSCSupported f{&: True

AR E

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EmRm: WSCReconnectAll f&: True
EMRINERER

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"
- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’
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- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’
- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

FaRm: WSCReconnectMode f&: 3
EMRINERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EMERM: WSCReconnectModeUser f&: ELEIERRCIETIME.

AR R

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 Uit BB MR

AR WSCSupported f{&: True
AMRIRE

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FmERm: WSCReconnectAll 1&E: True
EMRIERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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EM=Rm: WSCReconnectMode 1{&: 3

ERFERIIERR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

IR : WSCReconnectModeUser f{&: ELEIEDROIETMR.

AR R

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

BEMRANIESE

RETE

o =W

A LR RDEA X F R Citrix Workspace M A2F B PIRIEN LML “BREEN K, BXFHAESR,
BESH “SREEI Ko

REHRBES ATFEETFAIRRELNEEREFRZETR. RAERT, INELTFEARS. BEHRBEDINEE
AWFEFIHRETEEHED ENNBEFNKSESE,

2/ GPO EERIRECEREMBAEYL, FHITUTIRIE:

4=,
AR

GPO EEEmRZkimT StoreFront M GUI Ec&E.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR.

2. HHBHNEESBAFARET AT, REBERIR > 2HEERR (ADM) > Citrix £ > Citrix Workspace
> AP,

3. EEREAILERE,
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A Keyboard settings

O >
Ei S eles e Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported on: [ Al Citrix Workspace supported platforms
Opticns: Help:
Allow dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~ This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBERA, ARERUT®ERZ—!

£

o RAFEIBEY - NTHIRES, EREHE. ENFFHRBERREN, KERSBEFIRREHRRERY 2
RS8R, EhfE, WEIERAFIIES BAZF G IME,
FMLEIE R R R B & T E R LD,

o REBERRPEL - M THERBERIER TRz —!

- XEZ—RK - 2ERHN - ERERHNEEFAIRBERBED FRSS. EERENETF RER
T RFTEE R BRI ER. BENAEN, HIHAENRER.
- FEY - EREFPRERRS S LEFENRERR.

5. EENBMHE.
BERETLAFRAORERETREEY, BRITUTERE:

1. MiERXigERSA Citrix Workspace B RIEF BT, EFEAEIER > BEMIES I,
LB % B R RANIE S A2 IHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—:

o (NEF—R - ZIERIY - ERNERIERHNM VDA BE REHRF —Xo
o AFMSEY - EREREPERT FF IR BRI RER /SR D E VDA,
¢ FEY - EREPRERRS S L EFENRENR.

3. BEHERT
2EH CLIREREBRBREY, FRITUTERME:
MERBTF Windows # Citrix Workspace M BEFREXHXFIETUTH S,

WEERT, Citrix Workspace MBREFREXHEMTF C: \Program files (x86)\Citrix\ICA
Client,

« EEMA: wfica32:exe /localime:on
« E2H: wfica32:exe /localime:off

FEREFHEETEETRRERE i IME GGINEREESR). MREAHE. PXFHBETIENBFRETFERRSS
IME, Mxsui@ddigERssiziTwiica32:exe /localime:of f REEAFFIHBEHREET, AFEEIT
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— M RIEN, RIEFERNITIZRS [RENRETD.

BN, PREFRREERRBEENRIEPFEIER, ERARLLEA, EM Citrix Workspace ARFIHHERE
Fo

FERGLTRERERERRBREAS SIANTUTHLUERAGSTRELRERERRERES:

S8

< WA

wfica32.exe /kbdsyncmode:once RBRERSENIGEN “NEAF—K,
wfica32.exe /kbdsyncmode:dynamic RRERSENIGEN “DEEP,
wfica32.exe /kbdsyncmode:no REERSIENIGEN “FTRP.

MERT Windows 9 Citrix Workspace MBAREFREXHFEPIET EENH .

WEERT, Citrix Workspace MRBREFHIREXHHETF C:\Program files (x86)\Citrix\ICA Client,

7Z Windows VDA LB RER S
AE:
LU GERTF Windows Server 2016 XEShk7s, £ Windows Server 2012 R2 B 2Rz, ZRiNE
RTEREERTS I,

1. BEEmRFEERHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. 83 DWORD %8 DisableKeyboardSync #iEHEIEERN O,
1 ZHEREMRBRTS I,
3. ENEMSIEMEERER.
7£ VDA #0 Citrix Workspace R BiEF EERA#EGRG, REEGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEAOXRTRIEREN B EETIREZTRIHRERR.

7 Linux VDA tEEREES

BHHmLRAAHETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout"-
d "Ox00000001"
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EiEzh VDA LUEEER.

BX Linux VDA EHNREHRBRSINENFRES, BSHNSEERRRFED.

BB BB EE:

B REREELBNMNIEE, ERUTRIESSEEIRERTRE. RETRRANFERD A ETM. B3R
BHIHEES, FEFH—RIEAEFIERARNT &R HIRAEBNFHFRN

5

IR

[==3
=

AMRFEFHESB RN, RFEEMTERERG, Citrix TERIEFETMRFEREAFLISHY
BV RERS IS LARRR, (EFREMRMRIESRT BN, EREIMERZAT, BSBHITED.

fEREMRRIESE SRR BB IEE:

PR

ok wbn =

BiEmRmESRHSHME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
# % HideNotificationWindow t/Z— 1 F TSR EFMRIT

% DWORD Big&#H 1.

BEAE,

EHMBRMRIEUEERE,

ERRAMMIR (5N, ARPEENLBAREFEL > UEERFMNET) BTHNTENBEFLTESEFiHE
BHBRY. BRSE. FoERRSHN (VDA) LovREFFEHERA UAC,

MRBEFIH LREHEREELANRSBAXFINGE, HTFR2RRA, REAREFENED . TEIRG
NREHEERANBENRZ2EN. BMERZHERATE, FHEIHEAEMERSE.

7£ RDP 2iErh, TAfEA ALt + Shift REAsXERRERR. BR%E: £H RDP RIEFHIESEY)
MBEMR/.

EE

BEEETREFNERBNES, RABERT, BESEERIEFET.

} =

=

tEIhRETE VDA 7.17 REShR A LT RIER R Ao

fER GPO ERRIRECEESI=:

BEERETNAEFRETNERBNES.

1. &@idia1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R ERIER.

EHBENEENBFPEET ST, RESTEER > KBEEER (ADM) > Citrix £ > Citrix Workspace
> AP AL,
ERIBE S REL,
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4. EERBEA, ARERUTERZ—!

5.

¢ B-ERESEHAENAEFRIET.
o &, REESE - B ENAEFRIERREIES .
BENAMBE.

EREAFREEEESE:

1.

AiRBEEMXEE Citrix Workspace B2 BIRH SRS 5K EIi%,
EFREMETIE,
EFIE SRR,
PR TRz —!

= - EREEEHIAERIET.
b) &, REESIE - B RERIEPREIES .

BEHARTE.
R E B AN
<)

Keyboard Language bar

Display the language bar in a session?

session.

@ Yes.

O No, hide the language bar.

The language bar lists the languages that you can choose in an application

Save
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AR
o AEERRIERERIRE,
o MRNEFE—MRNES, ZEESERFEREPETR.

f BREET RPBEESISATE:
A SRRV B MR PR RE S AT .

1. EarEfREES.

2. EMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. tIE— DWORD {&i# ToggleOffLanguageBarFeature, HEHIGEN 1 LUE “SREER” KPR
“BERE K,

WBRAE PN ERES (IME)
AR
MREFEAMNE Windows 10 2004 FiER S, WESIETEER IME IhEER AT RES BB R L RIAIRE, XLEF)
BRE=HRFERN, BXFMAEE, ES1 Microsoft THXE.

FERAGSTARAEREBRAE in IME:

« EERERAEFH IME, 3BM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA ClientizfFwfica32.exe /localime:on&%,

@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

« EXEERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA Clientiafrwfica32.exe /localime:off &<,
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@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

=
ALERSSITA*wfica32.exe /localime:on ERERAZF L IME IEEHREES,
« EXEERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localgenericime:off &<, LHSREM
BEHBERLTIZE.,

@ Citrix Workspace >

Generic IME is disabled.

=L

NREAGTEOZRATBAZEF W IME, WaLU@SETwiica32.exe /localgenericime:ond
SERBEBZYEE.

@ Citrix Workspace et

Generic IME is enabled.

Pk

Citrix Workspace R REF LR PR INEE, ATliEfTwfica32.exe /localgenericime:on
BYREBAXREAZIEE. B2, BEMRARASKENNERSTUIRAX. IREHAERSIREIRAX, IHEETRE
BEREFPE IME,

ERErAFRABLREERE A im IME:
WAZFH IME £% VDA 7.13 siERhR S,

AILESEARERRERS KERAEREF W IME 118, BXFAER, BFEMAREHRRREY,
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Citrix Workspace M A#ZF A TSR B AERIELERBAZ A ik IME, AT LURIEEHEE RGBT MIXLEIEIRN
FR TR,

1. AEBEEMXiEr Citrix Workspace R B2 BIWRHERERE DD

2. EFREEIMAH IME,

@ Citrix Workspace - Preferences

Local IME Connections Display

Choass input method

() Enable Server IME

Calartmn this ontinn dizableas ths m
SEechng this opiicn disables the 1oCal [ME

() Set Local IME to High Pedformance mode

Salecting this oplion consumes less bandwidth with opbimum parformance

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas more bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEBEDA AR AR IME R

1. ERARSEER IME - 28744 IME B RaEFERERS SR DISBNIES.
2. B IME REASMHERR - EEREZRIER TERZM IME, HEDR BRRIESOIhEe.
3. ¥ty IME REANREFREER - ELNKREAFARNERTEAZM IME, AR SAEHRE. RIAER
T, ERATEAZERF K IME BhHEZIIED,
PRIMBYECRN BT 2RI =i%,
fEREMRRIEREAMNEERE:
BRTBAZEF IME B, sJUER Shift+F4 #ERFEN IME &%, IME BXNFRERERIENEGLAR
o
BIAMBERT, BAZFH IME NARBLTFERRS.

EAMRRERD, FME HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,
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3% AllowHotKey HEEIABEEXRS Lo
A LUfER Shift+F4 ABEIZHEERRREN IME 25X,

fERAXLERRASHITIIRE, IMEEXNRRENSHINESIENEG LA

Local IME Off

High IME Performance

Best IME Experience

PR

« BAZTFH IME R3#F Search Ul % UWP &R Windows F4) MAERUK Windows 10 2ERSHM
Edge %528, MORAE: BCRERRS S IME,

o EAEF IME 2 FFPERH Internet Explorer 11 AREHiF, @RA%: ALUER Internet i£mE
BRIPER. B2A, ERHREHIUEETREAFRIFER,

SIERTES S EE

W, SIFELREXTENE, RERFH LHNEDNRES VDARY, EXMERT, WMREE Citrix Workspace
NRREFLERETNRAP—RX - ERERN, ARSI EMER, WAMFHFREREETERE L. B,
nRE7E Citrix Workspace M AR LECE T AWRISEY , HEXTEREEORN, FEXEFHLNRE, R
EBEERER,

DFEeFEXATENGE, BEFRHELFAERTANRERES VDARY, 2iEBeREX TRIE, BRUNEFHELE
REYA AR RPEFRFIRNRE,

RIEBENES ZMRETHEETE VDA RN FEARS, 7 Citrix Workspace AR2FHERIAL FEARS.

WEFN

BERT Windows £ Citrix Workspace i BiZFH:

BRXAES—R - ERERHNEEFRIGE, BXRFEMER, BBRREREX I,
£ VDA L:

BT VDA 8.

+ Unicode B2mREMST. BXFMER, ESAEA Unicode a7 Ematsi@amin N z4miEeE (IME)
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s BERIRREBHERBESM IME BufThEE, BXIFMER, BSREET RN EHES (IME)

Citrix Workspace W BEFEE
EINEE(ER T EIMEE. BIAMERT, INERLTFERRS. ERRULIIRE, BEHITUTERE:

1. 413 All_Regions.ini X8y [EiNEE\BRE] 25,

2. &AM A REEMRIR M SynckbdLayoutlList to HKEY_CURRENT_USER\SOFTWARE\
Citrix\Ica Client\Engine\Lockdown Profiles\All Regions\Lockdown\
Virtual Channels\Keyboard,

3. BEREN L

VDA fZE:

RNERMNED S M REINEETE VDA LRI TFRARS.
BEAILINEE, BIRWTARERR VDA EME:

1. I AR ERASHE HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,

2. tIZ DWORD £B8 DisableKbdLayoutList #EHEIRERN 0, HZELEN 1 22BASERHNE
T RRERINEE,

3. ENEMRIEUEEREN.

FTEN

June 14,2024

FTENM

BERPIRE ERTEINIRE

1. FARPKREL, NNBEFPRENITEREPEFE S,
2. ARFWKEET L, BE “SRMLT, HER ‘BEREE" M ‘BEERNFEERE" &£

REREEE

EAFEM Windows FiR etz ARl N A2 Sm, Citrix Workspace MRREFEEUTE A TEMER
EREREE:

o EHUET XABWANTFREY, UKk
o HigEATIKEEXH FIRBRENE,
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ERERE L, EREERT, Citrix Workspace MARRFLEERLNIZENER, RERRHARETERFEH
HILET H I

BREERTERRENZI B RFERE, FHITUTIEE:

. 7T HKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\
Configuration\\Advanced\\Modules\\MobileReceiver & &) # REG_DWORD &
DisableKeyboardPopup, ¥

. BEIREN L

AE:
£ x64 i+ 8 L35 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\Engine\Configuration'
FReIEZE,

REALUREAUT 3 HARREN:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#4) (REHES): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF#HE) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

PDF #TE[l

i&AF Windows 89 Citrix Workspace A2 F 2 5ESIEH#1T PDF #TE0, i@id Citrix PDF 3@ TED#IRTh
2, EaLUTENER Citrix Virtual Apps and Desktops #0 Citrix DaaS EizfTHHEEN AEFSE BN
(=N

LI MITEDIHEIEF%$E Citrix PDF STEDHETRY, $TENHIRENIZF S50 PDF #¥%1it PDF fFRAE 4G
o ME/alt PDF 2fEMEIAN PDF ERBBHLHITESR, HMAEMIERAVFTENNITEN,

Citrix ZilfEA Google Chrome %285k Adobe Acrobat Reader &% PDF,
AT LU7E Delivery Controller L/ Citrix Studio = Citrix PDF #TEl,
WEFM

« Citrix Virtual Apps and Desktops 7 1808 S E =k,
o BAEENITEN EEDRE— PDF &E:E,

£/2F PDF4TEN, BHRITLUTRME:

1. 7£ Delivery Controller L, A Citrix Studio, EAMIEERIEZRIET R, DI ACIEMER, LIRS
MEEK,
2. ¥ Ea&htlZE PDF BATHINERIZEN “BRA".

B#E50 Citrix Workspace [z B2 IE UEFHIE 2E K.
PRI
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+ Microsoft Edge %528 Rz PDF Z&FITENINAE,

&R Windows Continuum 9 Windows 10 594 R ARk EBANAE T

Windows Continuum 2 Windows 10 B9—II08E, AILUHRZEFIHSENERTER. EMATF Windows B Citrix
Workspace [ fB#EF 321 Windows Continuum, SEsSERER,.

ST BAT RIS E, NRKREZFBBHET, Windows 10 VDA ELIFIRERIENEE, EET #85/ME
IR, EURERBE. EEARFEEE LS Surface Pro -4 —18&MRE _ HIFMSEERE, ETRE
RS ESEmERZEt. BXFMAEE, 15251 Citrix Virtual Apps and Desktops 4 R#9iE Tt Fi& & HY
iR BB AR o

EERATRENENEFIRESE L, YEEERBINEZETSIER, Windows 10 VDA ERKNEBFEBE R Ri%.
HEERIEIREPEESS BRENFREN, HHFTRM, LtkThEeE VDA LRI TFBRARS. EZRLINEE, &
A Citrix Studio &5 F4x B iR = IR B RS

FiRERENRE T EETHRNBFRE:
o FEAHIRH,
o FERENEBHNENARFHUERFERITH,.
- EE1EEE RO &,
o MESHEHRIBRT Elfr.
SEENREEANER RE, TG FREMERN PC—HHTRE,
=

iEMATF Web #9 Workspace 73z Windows Continuum Ifgg,

USB

June 14, 2024

USB %%+

USB Z#FaAiFEEEZEE Citrix Virtual Apps and Desktops #1 Citrix DaaS B¢ 5& & #89 USB 18 &#1TX H,
AT USB I &FIENEITEN, AR ZEEFICEEEREEESMSEE. TTHATFIEEEEN USB & & aiENFEIKED
28, HaEiE. PDA. #TEDH. (. MP3 BKas. RLg&MTFRITEN. Desktop Viewer BA A AER T AR
R ERETEHI RS UTE Citrix Virtual Apps and Desktops #1 Citrix DaaS Ef#H USB i&&.

HESMEBRBIBEEIRS =R LAN IR 15 USB B %% (FIINMEBREGEN. ZxX. HESEMEN) FHENS
B, IR ARG EFERIEN Microsoft Office Communicator Al Skype S E#HITRE,.
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ENNAEFNKEIEERESFFUTRENIRE, FILAER USB 3245

. BE
o R4

Bk

2

m3

IR ER USB & (5191, Bloomberg $#&# 3-D Bin) BREANMER USB 285, AXAEE Bloomberg #1915
B, ESREE Bloomberg 4,

BXANEME R USB REEEREMUES, BERAMIRPOXE CTX122615,

ZNBERT, TR USB 1&&i@id Citrix Virtual Apps and Desktops #1 Citrix DaaS #{Tinf2iE iz,
a0, MAETREEEIEAER USB EEBIR AR NIC, RESWXMIGEHFITIEREEE, RABERT, FIZIFEEM
NAEFNEESERERTREMN USB 18%:

o IEPHiEACER

« &R NIC

« USB 4328

« USB Efz&Rc2s

ERREIELERN USB RETZIEER, BEAREITETZER,
BIAERT, AR TYIEER USB isE&RATFEMNARRFRIE:
o IEPFIERCER
« &8 NIC
» USB &428
« USB Efz&fcss
o BIIRE
« RBEHFMHRE
USB sz TIEA:

BF#EN USB ig&E/E, RARRIE USB RMEEMZIREHITINE, MRAW, NWSKETEERIEMKE. WRFIA
REgIEAEERILIRE, NREEAMKERER.

BFiEA USB &N, AR ErEN, SHAFRRINMNLE. BRI UNERSOERNBIEHLE USB ig&ixiz
ERIENSHE, E, APAIMUEE USB X%, UEAERIEZAMN/IIEREENNME USB R&HaEhinie
EREIR AR EMN R E.

BINER T AVFERZR USB ig& 3

#AIABY USB SRBEFMN 72 FER R EX5IE USB 12 &,

BALTIRPTIHTXE USB iREX, BHPREXIGEHITIINCERA REEMBREFMNKERIEHHET#
ITIEFEER, b3 USB IR&EXFIM TR
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

AE:
HEeE g% (a0 VOIP 8iF), EE#HITHIMLE, BXIFAEE, B52RMISH0XE CTX123015,

o YEREEOIRE (K5 05) - XLEREEMFAGFEDRE (HID), BREHRM L WAZRIK, HEG
BHERBRMT. B FEMNNERIFEIRER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXERER EEDHIY
(PTP) s iAf&ianil (MTP) SEGEHIITENBHAING, BVNETEERRAXBTEFHIGE, ATREER
LUEd A B SR HH R ER AR EAVIUERERE—X,

} =

AR

MRENETARBEEFERE, WNERTFIHIREIERRSY, MAFE USB 3HF.

o FTENNL (K50 07) - BAFLITEDEREREFEMYN CER ), BRAZIBITINEZNEEEUILETH,
ZINREATENN FIRE R ANMBELBRZEFI8E. EAXBMERT, TEITRBEERBITEINE, ARNEET
RfEREME, fli, #EEGME,

FTENVLEE % E USB <FER Al LUER TR

+ =

=

K g a2 EEAMINEERTENN) FEHTIIMNCE. BXREE, IFSHEMIRF.0E CTX123015,

o RBEFME (X7 08) - RENHNABTEEFMHILE R USB WEFREEE, HIABREFMHILEEE USB SNERE
#=Ixzhes. CD/DVD IEzp2Ef SD/MMC RikF8. WL ENHEMINEN RS HRMUATEFMED, OFER
IR BEIENMFN. KEEFME (X 08) FERTEMNARER, ANXERETEMNNAEFFARA
fEA USB i # TRtz ER. BN TFEEE!

01 ZMRHNFRE

02 #8489 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIRE (QIC-157)

04 saRYpyER R Ik zhes (UFI)

05 saRI A2 IR =N 3s (SFF-8070i)

06 K& 2R SCSI W EFNABEFHEILE

BEERT, JLEIEFIRRESERFRIGRABTEFMELE, Bt USB SZHHARLFEN.

« AAZ2MN (X3 0d) - RAREMREFTUMBRABTRE, BEATRIPFITRBFRVER, HXTEFHM
RIFEE,

o f5M (K3 0e) - MIRLKRER FIREMIMSANSTAE XM IR E. MERGE. TEDEARY. BRI
2. FLBMAESFIRE UR—EXFREEDEN.
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-
REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

« MAEFRE 5 0f) - XLGEOEMEERE. OXRENR. ST BREVSNMEEHSFIAET
Ri#IRE.

o NARFNMEERTE (X3 fefl ff) - T2 REFERARUBFFENNTKE USB BRARITEMRIMINY, 1L
BEBERTRAREEREE 5.

RAIANER TEL R USB iR &K

BAIABY USB SBEMNAF 2 F AL T REX5I USB ig&:

« B(EF CDC 42l (3027 0a). FAIN USB A AFEEXEIRE, IANEPHN—MKETEREES EMR
HH S EE,

o AMEFEEORE (£ 03), BASMHEANELIEE, BENAKFEDRE (HID) 85F: B8, BiR 18Hg
&, BR. FREE. BT HIes. REMIEEIThEE.

FX 01 XiFn 5194207 X, AJHBEMBRER.

BRINRY USB SREER A7 fER USB 885 (203, 7201, thi 1) 5 USB Bir (2 03, F%£ 01, ¥ 2),
XEFENEMERE USB 28, ASoREBMBEMWAERHITEYMIE, i, ERIENSEN, BEF
EAHERMITIZERAX LIRS,

o USB &4 (3£09), USB ELBAITRIINIREEET AT EN. TRTEHNXLIRE,

o ik (X 0b), BRFEFREEFERATRFRFHENERATEFIRRE, URRERARNEEFEY
SHE USB <,

B LAERE e RIZIBERIARIL B s Rk F88, MARE USB X%
o TR (K e0). HP—LigEr iRt XBIMEAE, HEEEXRNINEIRE (FINBEFREHE

B4R o
A USB REEF A FERXEIRE, BR, AERHRERRESHERA USB ZIHR ISR,

o HttKIRE (X5 ef, 72 04) - Hh— Q& a BRI R MR A 1. Bk USB SIS R A VFERX LR &,
B2, AERKRETEEAERM USB ZHHRMtARNIR,

ERALHITIRZERERT USB 198 5I%

HIEIEAT Windows 89 Citrix Workspace B BRZFRIR XX U EH A ini2 iE i Z LS ma USB 1I8&HSERE,. LB
AYEFERAREIETERAT Windows B Citrix Workspace #{TEM, XM T BEREMN T X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="
DeviceRules” Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PR AU E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

ENRIEF mEARN,
Bx USB & HRBGBIFAMEE, B2 Citrix Virtual Apps and Desktops x4y USB & & 58S S,

S48 USBREETER

USB 2.1 XE@RAZ#F USB E5RENHE, IS FIREEIE— USB SAHEENER, IRREXAED
EBEFINAZ240EE, HhE—E0S 00-ff BFHRRENFig&. RREMESHEMIBIARY USB ig&RMH
#EY USB 240R A FEER USB S4B FF,
ALREEFPRGER EAMNE S IRER LG ENENFNUTIRE:

« BMNEAUSBigE, &

« —HRTNFIRE (FDIRE)

¥AE4G USBig&ER, BMEEENERRAIH, BARKEHELENES FNAENAERERMERILE, SERK
# HDX izf2{&ageFrEEay Citrix Workspace & i,

NFHENTEEE, BEREATEMLEMN HID R/ USB ENIgE. NREMSEEHER USB BE#HTE
%, ZgERFEEIMUH HDX SIEBEHTEER, BE, BIMAH HDX SIMEBLEZTIME, AIUKRRE
L8, XS5ERENHEMEHIEFESER USB TIZERLKENEMAE, ITHREEN USB BSMMINEIREY;
Mo

AARBNIEITIREERTRACESENMENAMERENESREN O, BHEIEITTXLER@, ¥R
TENESREN, AR LAFREHBRITFEER/LTELE, ATERKAENNAREF TR

EfpAXERE, Citrix BINERSESRE, HENELAEHER USBEBENFED. IXNHEIHRAREMFIRE
IMEE PGSR LN AEFEER, SR AR HDX &3 Citrix Workspace R AR, RBHMRAIFEFER
RERRIREREHMTERIEEM,

RN :
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5%# USB ig&—#, EREEPIGEMIGEMN = EaE % Citrix Workspace NARFEBRIEZFEATELR
ME&i18%E. Citrix Workspace R A2 ERXLERMNRTE 721 5bE LEHILE USB & &# L TR RIE,

BEMNREE—MEEXEE (Allow. Connect 5 Deny). —1MNES (2) MRENHZ N SiKSE USB FRLGHH
LIRGE AR IS B M. XETESHI R TE USB & AXRINRE &8 USB i& &R R TR,

REMVNZSFMNE—THHEAN, £ # FHZEEUEER. ANE LM TH#ITRE (RREREFER). LAS
REWFIEOALEEE—FAN, EFAEEIREFEOANESEMANGR 2,

Tl ERIN

« ALLOW: vid=046D pid=0102 # i&d vid/pid fiFHEEIRE

+ ALLOW: vid=0505 class=03 subclass=01 # ¥ subclass=01 B3 st 0505 KM pid
+ DENY: vid=0850 pid=040C # {6445 18%&E (GIEFREFIgE)

« DENY: class=03 subclass=01 prot=01 # iE4{EFrAd IS LE IR IR S

« CONNECT: vid=0911 pid=0C1C # s B ehEEHEiss

o ALLOW: vid=0286 pid=0101 split=01 # F i EH A FFIEEZED

« ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHH B R #iF 2 MEO

o CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHFM EEhEREEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # F5.L##0 03 #sTi2iH1A)

BT LA A MR S HORE AN S A 2B R AYIR &

TIRBE RR

vid=xxxx USB & &R ID (Mt HIE3)

pid=xxxx USBig&&r=& ID (mfi+755#Hles)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# )

class=xx USB ig&£3IMRHE (FL+7#HE)

subclass=xx USB ig&FHEMREE (R HED)

prot=xx USB & &N (F+7ERE)

split=1 (& split=0) EERERD (HFFED) WERRE

intf=xx [\ xx. xx. -] EREARENREFEOE (NESHRINMAI+/EH
HLED5ZR)

AN N SHERG AN AMNE USB i8&. MIRKEEETASE, ANUKLEERZSHHNEAERNIRS,

USB Implementors Forum fa s B E XL, FRUREE XHEAEFHMVERNTIR, USB-IF E4irE
PREVAERZRS ID M5IR, FIAERETE Windows i&&E BB EFEA UsbTreeView FH 2T BT EIREHIHLN
. . hRAFED 1D,

YEFEEN, RERTESHINERT USB E581k&E. IFISHAREESREVIAENIFNRERLERFABITESR
D
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. Split=]1 FFRPIEE SIS EMEEFEOMENFDREHITEL.
. Split=0 ZFFEHHEEBE.

AR

DR split B8, MERTE Split=0,

intf SHEEFVTIHRELATINE S IRENRETED, NRZ, ZREENAESIEENFREED,
ZEEARBE=MEOMNES USB BENigE:

o 0O 0 - FMERBIHR

« 0O 3-HID Xig&inm (FEMFHSIEE)

o ¥OS5-EE/EHED
BINBER TR &AM EE:

« CONNECT: vid=04T7F pid=C039 split=1 intf=03 # s ¥+ B 5hEE HID &%

« DENY: vid=047F pid=C039 split=1 intf=00 # B4 S5fix=

+ ALLOW: vid=04TF pid=C039 split=1 intf=05 # 521 mgmt intf BFR B hiEE
BRI & RN SRAE .

iEATF Windows 89 Citrix Workspace M BEF EE—HINEEAN, XN LT ERERTTEMNIGEE, Ha
HERAEFEEBIINEELRT,

AILATE LU 2 4UEMRPIEE AT RN E RN

« HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i1
Windows) &§

+ HKEY_LOCAL_MACHINE\Software\WOW6432Node\Citrix\ICA Client\GenericUSB

(64 it Windows) , 7% DeviceRules & F/&FEEH,

B2, EEATF Windows & Citrix Workspace R RI1EFH, BILIEZA USB i &N SRR E X L BIAFIN,

ERHEAT Windows # Citrix Workspace M BEFBBIREMN KL, BRITUTIRE:

. BidEfT gpedit.msc fT7F Citrix Workspace N FBiEFA R R EIREIR,

ERPRET ST, HEEEER > Citrix A% > Citrix Workspace > iZiZiEEE P iFig#&E > @A USB i
ik,

%% USB & &N SRER,

EEREBEH.

7£ USB i &N AIESR, #M (HEERE) EIEM USB ZEMN.

N AME.

!\)I—‘

o AW

Citrix BV ETE IR ILREZ AR B T R unMHBRIARIN , 7555 R EFIREA N H BN LIRIERFEEESIT .

i USB 185
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HERERIEF, F7H USB i&&7E Desktop Viewer FHIEE T 2R, b5, BRI LIMERD > §&HEFFRS USB
R’

H@ HE

HE ~
Disconnect Shortcuts

Home Ctrl+Alt+Del Preferences Jevices Full-screen

Unknown Device (Vid1384 Pid0017)
Plantrcrqics Plantrenics Blackwire 320 2 |
Logitecl/ﬁ‘USB Receiver

Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) »

HID Device

Audio Device

Manage Devices

=z

AR

CONNECT x®Fair8miEE USB i8&. B2, NRFEHES USBGELUATER USB EERTRER
CONNECT x$#=, MM Desktop Viewer &z OFahikiRizig & LUERE A FHIRE,

TENAEFRIESR, 1F5 USB k& B REEEPOH,

@ Citrix Connection Center — x
Styles
Connections Session
'3_’1] Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB443) 3
T Manage Devices
< 3 Teminate

1 Server used, 1 Remote Applications

Close

EEIEREO, BRITUTERE:

i&ATF Windows # Citrix Workspace M 2R 2109 5| \89 CONNECT XBFAiFBmEER USB i&&. 1
REERAIFSEFAEEOTSEPEEEE, CONNECT LR LA R ALLOW #nl,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.

2. TAPERETN AT, BESERIR > Citrix A > Citrix Workspace > iZi2iEiEE A inig& > &M USB iz
*El_%o

3. 14 USB 18 & M NI ERER,
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4. EEREBR.
5. 72 USB g EMNXAMES, FINEB=NEE USB i&%&

Blan, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ik E &i&&UKXIEO 00 F1 03 EOK
BEnER, HRFIZRENEMED.

6. BENAMEERFIERE,
B USB &% B ahiE Bk

Citrix Workspace M BEFIRIEN LS EARILENE SN B EET CONNECT #ERIEH USB i&#&. aTTE
Desktop Viewer T 2 EXEER, M TFEFT.

=
Home Ctrl+ Alt+Del Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Settings

() Connect automatically Preferred WWebcam
() Do not connect Automatic

() Ask me

Digital cameras and scanners Relative Mouse Settings

T) Connect automatically [ use relative mouse

) Do not connect

%) Azk me

eneric USH devices

[[] When a session starts, connect devices autom atically

L ] When a new device is connected while a session is running, connect the device automatically

Cancel

ERRBHHNEEETFIRE RO EEREREF/ERETFiIER. RABRT, FTEAXERE, MRUMN
Bop&ERnEA USB 8%, BJLAEERED,

siE, BERTLBIEM Citrix Workspace A2 AR K EBEERBERNHN R RBZ A X, "IUE
BIPIEIR > Citrix £ > Citrix Workspace > mi2iEiE®E F inig & > B USB T2 TR B AP 5%,
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MRMNEBRDFREA “IE USBig&” M “f USB ig&”,
B DIREMINGE:

BUAERT, EATF Windows # Citrix Workspace B2 F X3k 1Ei1& &N HBARIRIE A Split=1 WE &i&&.
B2, AIUERBIAE LIRS A RELEIZEMNFER Split=0 tFEMNE &i1%&.

1. @17 gpedit.msc 77 Citrix Workspace Bz BiZFF4H SR BEIT R BIRIER

2. TAFPREBETN AT, RESERIR > Citrix A > Citrix Workspace > imigiEiEE A inig& > B USB iz
EEE

3. EFIFRDIREEE,

4. EEBERR.

5. BENAMBERFICRE,

AR

Citrix 2 EAERNREMMRIRFNBERSFEIRERIED, MIFBEXENRENN. WGBSR
KPFH.

PRI

o Citrix BINEREFR S WEBREHBED, RS ZE: FRER USB EEMBZEEEEMIENMESE. BX
IMEMH B, BERMUENEIEE,

« BN, BMERET EMIREEERMNKFDIRE, AT EEMFS USB E518&. HILLREZERN
RERFRIFEEL. EXEFERT, #ANREERNFIRETEFERETIRF. ERIUEATEEP—
BRR TS ERARR IR -

- WP IEERE, A USB &%, RAEEMEEIIRIE,
- T USB REHBHEMNIEN. HRFRSBUIRERHEIFEE, [HDX-34143]

Bloomberg ##

Citrix Workspace M Bi2F IS E BN BiEFMKERIEFER Bloomberg 8, FrRmVAMREIEMHRE, AT
FEREEAT Windows B Citrix Workspace A2 s & FER MK mERE A Bloomberg #&1hag.

SingseaEtt, Bloomberg #RIREHAINGE, BIAYFAF AN SHHEIEHRITRS.
Bloomberg #R/HBAEE—MIE shell 24 USB & &4HM:

o B

o $ES0RENER

o BIRE

s BTFRBAEXEREERTI RS USB 4%

HID #%3l, BIaNEigEnsHs. AeSEMNEANSE
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BT XERENENINEESS, BMgERSFRLER R, BRI MR LED,

WABERSINREEHN USB 8%, THREIEPEALTAYE. LEERARSNREVRETA, BRMAELESR
WEREMRE. i, TRIMERES—ISE—ERR, TRESIREZEH-E,

FEIWER Bloomberg B&2#H1TE M RIE, ZRENERERIEFER T REMER,
fic = Bloomberg ##& 5:

BIEATF Windows 89 Citrix Workspace AR 2109 hRi2, 3IAT—1##9 CONNECT X8BF, UAFERIE
BEhFE&IENN BohiERE USB &%, SAAAE USB i&& O B anEEed, ATLUER CONNECT XRFEif.
ALLOW x5,

=3

AR

Citrix Virtual Apps and Desktops ##9 Studio #3|IA\7T “GEEET@HMNUIEE 2" &, ERELIEATF
Windows 9 Citrix Workspace [ A2 E P inH %R RAECE Bloomberg 5 %, EXELFMES,
35217 Citrix Virtual Apps and Desktops iz A s USB ig&EEEMMN (ks 2)

s FiEATF Windows §9 Citrix Workspace B FIZFhRZAs 2212 Z Bifhkas, THIER T ameEHA CONNECT X5

=5

F:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER
2. EHENEET ST, BEEERIR > Citrix A1 > Citrix Workspace > iZi2iE 5% P inigd& > &MH USB
AR ERE,
3. EEFIRDIGE R,
4. EEFEERA.

5. 72 USB g EMMNXAMES, FRMUTAY (MRFEFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 £ ¥4 IRFIIER

+ DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 F##&

CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $&# HID

DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 B Z4fiEHE
CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#& =47 HID

=W

WITNHD SR TORAN, AFRRBTHSITEMRE,

6. BENAMEERFILREE,

7. AEEREOR, ERERETF, AREMEFSERREERN—MHRIEEE, BENEOAIMKEEL
BEEsEREERT,
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I3 7246 Bloomberg %4 5 RIEER, XESBEARRKLE DENY SNGES R |NFMEERELEBA USB EE
M|, MmERdiisdEHTEER. CONNECT MMNAFEMEEMESRIR. #E EHNBHIZRURS STHE
KEIEHR,

ficZ Bloomberg ## 4 3 3:
/J\IB\

AMRFEFLHLSBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVR] RS S LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

1. EEMRAPIRE T MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. AT RMEZ—:
o EEAILkINEE, 3FAEN DWORD. ##9 EnableBloombergHID (95 H, EEEIRERN 1.
o ERAILIHEE, BEREIREN 0,
iEATF Windows B9BX#HIEH 11.2 RE4ARA iR Bloomberg $## 3 4%,
Bloomberg $## 4 Z#HEATF Windows Receiver 4.8 RE Sk

mERSEREA Bloomberg #&E%1F:

o ERTHIEHTRSBATY Bloomberg B&RM%#E, 1E1ZE Desktop Viewer tfalike Bloomberg #
%%, MRKMEM Desktop Viewer, BILEEITHNAEMNITEN LT MR,

« MRKBAX Bloomberg ##&1%#%, Desktop Viewer & Ex:

- WARAT Bloomberg %##& 3 1i%%, £ Bloomberg Fingerprint Scanner (Bloomberg 5
g ) 71 Bloomberg Keyboard Audio (Bloomberg $#2347) .

- — M ERBEEEMMNIEE AT Bloomberg ## 4, 1thi&#&E /% Bloomberg LP Keyboard 2013
(Bloomberg LP $#2 2013),

« MRBAT Bloomberg &M #F, Desktop Viewer FRETRFHNEE. EF—IMS5UR—HETRA
Bloomberg Fingerprint Scanner (Bloomberg $54i43#1%), 5—127% Bloomberg Keyboard
Features (Bloomberg 5#&108E),

« MEKXRL% Bloomberg {8 W UL E I IZRF, Bloomberg 18413 # & B ATAEFR = 7E Desktop
Viewer H 2R, MR ZFK B, Bloomberg I8 AN AIRE R EHITEER. BNMAUKRERAT
Bloomberg &5 E M Bloomberg i&&1IE 5,

o FAILMSEAMERPHE, UWRIARTRRAT ZH:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHIC

MREFREEHER O (B), WRBMAE Bloomberg BR/MEZFR, WNREH 1, WIEEAZR.

/= Bloomberg $#%15:
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} =r

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices S5\ T W E A& L1, BF, 3 F Bloomberg
HE 4, T ER Bloomberg BRINEER R L RE,

5t Bloomberg BRI HFFHTHEL USB REEERTRIFEN AR BNERTREAILZR.

o ERREMBBARR, BETRa<iTHE ENABLE_HID_REDIRECTION EMa9EiEE  TRUE, #iin:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="
TRUE"

o BRERNEGEBAXRE, BRESTRIEGN RSN Windows EHR:

1. $TH “EImRmER

2. SMBITEMRD
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. #RME EnableBloombergHID =7E, &#HTEIR, LUEEKIER Lo

4. R fE EnableBloombergHID R7%7E, i&8IE2—1%& % EnableBloombergHID # DWORD {&, #
REEHIE Lo

%t Bloomberg #2215
BT LUZIN TR EB MG R 2 %Y Bloomberg &Rz 5%:

1. EETENEG RGN RS PIT A M REES.

2. SMBILATEMRD:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. dNRf& EnableBloombergHID %7, E#1T18K, UEEHIEN O (B),

%1% & EnableBloombergHID R#E1E, MiETAEA% Bloomberg #&EM%1F. ELEBERT, FHE
BRI RE,

ERBAXFNER TEH Bloomberg 524 :

o BILUEBRAE SRS Bloomberg X IFHNBER TERRE, BR, TAESMRIEZBHEZZHIIEE,
HE R RERIB 2 SIS BT NRYIE)E,

+ Bloomberg B2 EBZRBNAI AN SEMEMBRER. FRERITEMITHRIRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 257



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

o %70 Bloomberg RSN EERAFIRIER, 7 HeEAE A Bloomberg 125, NREFERAZ Desktop
Viewer, M Rx USB i&&MHIiERE#MIE&E 2, 75 Bloomberg #& S5 Bloomberg %4

EIMEEETo
o MIFIREEEME Bloomberg 15831, A BEERISSURENEE, MBEREAMREIZLURENZMIREHIZ
7, REBREERUTAR:
- WREBNIGEHSE N BhERIRE, XE
- UATFAPERRTERIES.
tboh, MNRAEBIURIEZHIEERE Bloomberg #58, HARMAEEIESURINSRMIER, B8ORS ErS
BR, HEESIEPLAER.
=

sF Bloomberg 3, BEANRFRAMAS ] UFEAIES0RINES, HETEHRZ, 21k Bloomberg 4 #1TEE
Mo

BERXE#EER Bloomberg ##:
o MREBHIEHPBA T Bloomberg BRHLHE, EREBESITFRHZLRBRINEE, TEBIE
$irR R FI R AR B R AV IRl

« B Bloomberg #&8M & FEHEIEEER Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARE Desktop Viewer, Lig&#HA “Bloomberg Keyboard Features” (Bloomberg ##&1h#E), &
EmLig & AXERELZ A Bloomberg #i#,

BH Bloomberg B %5 ¥ Mm% A Bloomberg 12 BMEMigE. AAERSERBNESOENENHARERE
A FEE R,

HDX Plug and Play USB i&&EE A

HDX Plug and Play USB i & E BB ISEHNSEE MRS, BESSOERN. B EEEREEH
POS i&&. EHAFALURGIFAEIRER—EGEHITEER. ERSR EFERERERAP IR LN ALK, X
REETHIRE. BXFMMES, B8R Citrix Virtual Apps and Desktops X#4s#y USB M1E P isiRs i+ 2 S
T,

5E:
NBERSB(FRIEPEZAT Plugand Play USBi&&EE A, ARBLEBESIZHRIBLE,

AP a Ltz Citrix Workspace M BEZFHENIRIEBE AL A FHERIRTEE BN E S NERISENERHITIE
T WIEBEREMERFERUILE Z GEIENNEE,
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¥&Pin COM inORFFEIARSS 25 COM ix 0
‘BEE AR COM iRORSY, EEMERKATUERASAFIRE COM BOEENIRE. B UGRERETAEMMKZIRE
AR F X L AR AT

AUESGCRAEOPRFEFEH COM im0, WAMMARERE (Rikikss) B IAEHAREREGEF K
COM mmOmkst, BXHEEMEE, ESH Citrix Virtual Apps and Desktops 2%,

BE:
COM ixOM5T5 TAPI RFER.
1. 3¢F Citrix Virtual Apps and Desktops Z&, HRAZFH COM imOEE MRS,
2. &% Citrix Workspace M BiEF.
3. EmSiRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrp:
o X RS2 LM COM HOS (%O 1 2 9 rTATFMEY),
o Z REMSMZEF i COM %OS
4. BWINZIRE, BEGRTEORREAN:
net use
RN B RS IREhEs. LPT ixOFBRESH COM %0,

EEENSEINAREFPERL COM KO, FHENAFIRERERRGNRO. FW, NRFEEF KL COML
BREYEIARSS 88 ERY COMS, BEZIERIERKEN COM imOigEREER COMS, fERALLIRS COM imARY, RiNEERE
BAFigE LR COM wmO—#,

fiE USB S5
AR

o BHARAARRLZESHT Windows B Citrix Workspace W BEREY, @A asit GPO SN &A=
R, BxmEZH GPO RRMERXGINFMAES, ESHARBNREEER, WFAEL, SARH
XHHERERRRENEIRE.

o ItkThREIRTE Citrix Virtual Apps BR$3 28 EAT A,

BECE USB SHiRE, BRITUTERME:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.
2. GHENEETRT, REBERIR > ZHEEEIR (ADM) > Citrix 424 > Citrix Workspace > 4%,
REEEELER USB EEMERHSM.
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IR E.

BENAME,
UEERRRITF cmd 155
BT TSR

gpupdate /force,

o AW

RBEFERE

REAFARBEFMRE, FF7T USB Z#oh, BRILUERE A iRRBRG#HITRZHR. BTLUELERT
Windows #9 Citrix Workspace N A2 F RIS ZIZEER P IHiRE > T RN RMGT W E#TRE, NALLHEE
B, BRERE, APIRELORREE RGN EMNRE EHIREERRTT, XERER BT NEER KRR
BIHZ MK,

MR TR E IR R 2 A E B X R0 T

Thge S P USB 3%
BIAERA = =
AR 2R AR 2 =

AIERIERE R MERLE

iy

NRAF B HRAKERNZ 2 MR
B, Wr “2”

MRENEATEA USB ME A IHIKch R REE, HESEABZABARREEFMRE, BELAERATA KR
B[IRGTHITEER, AEAEREL USB STHHHTEEM. MREIEFHBZEHBAZILE, WIFERER USB 2
HITEER, ARAEERERTF IHIXEhEFRT.

& P ik IR B 88 PR G

June 14, 2024

B IR Eh SRR ST TN S B A IR Z B LR R E R, X EREN T ECNNEELERM. SIEFE
PRI BT AR BRI N B SR N IR ERFEF TR R,

AINERT, BRI,
ERRAILINEE, BREUTEMERD, AREHRDRSEE:

B #&: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\
Parameters
&Z#5: DisableFullStreamWrite
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2% REG_DWORD
f&:

Ox01-%2/8,
OZ=R-BHA

iEATF Windows B Citrix Workspace M A2FZIFEAF I8E LMGHEE, UEXEREATUERIERER. AR
I LURIT AT LE:

o BRI AtIREhER. FTENALA COM im0
» ERIESAHM Windows BIMER Z B 1T B A1 NG
o RIRMSTERBREVESN (REESM.wav XHF)

EEFEEF, Citrix Workspace M AREFFERARS S ANE P imEses. COM imOM LPT 0. BIAER
T, RAREFHIREHR M RIARS 2SRRI ER, HABFIHITENNEIZIRSSS[ITENATY, XEEFiHiTENYEER
GBEREREEISE, XEMRFESFSEHENSFTAFRTR, eEfleERFEHEEERE, HERBFR T —XRER
R EHRIE,

AILERAEERRBISERGF AL IEE, TRETRENEMM. EXFHAES, 555 Citrix Virtual Apps and
Desktops 324,

BRRFIRERS

AL f#EA Windows Server Manager T E KA E AP &&E ST, HEhaiER%s. TEINMROSER,. BXxa/A
RIRFMRER, BERRTERERSAIER IS,

EERTF RN

BERRXHREERAE T EENHRIEFHRFAHXENAR. ERSSELNEAEF HESERFE, TR
BWE2FERBEAGEANE (UNC) HEamMERIRE. YEERSELLERBTEFHXGREER, HERAFEA
PiRELEETEFHEXHREEBN, KEEMAFEENED EME,

REAFPEENXHERER UNC HEERERIEN, MARETRAF IS LNREXH RS, NMRETIMRER
UNC $##%, BPmXHEERIERNERAMFNIRNE, BEXFMMEE, QENANAFRSERERTFIRXHREE
/), E# Citrix Virtual Apps and Desktops x4,

B P imIRah28BRET R E A RIS A 1T
&P iR AT IS ENIRN IR AT EE A A& & EMIREIZS. 0, s Citrix BAIEFH H IREhaseR
HEETERT Windows 89 Citrix Workspace R BEFHABFI1&E £ C IREER,

&P inIRE)R T ER A BRIAE Citrix REEEMIZHEF. WF “XHEEE . Windows HREEBFMEHIR
BEFMS, XEMRNEERSEMEMMKZRIIBE Y,
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ARELEF, JLUFEEENREMNAEFNRSSFEENKE P IRIKEhEs B RS B — AL RIS ER. A
NGRS RSN V FFIRREF RS BcLe & P indkchEs M IRzhER 21, MMAS P EER 2 CD-ROM IR=h23
DE— I REhERETT. (MIRBWREEHE T HIARIEMBER.) I EERIEPRALUTIEERRET

B IRIKEISEETT RS R mn@ET AT AR iAE:

A A
B B
C \Y
D u

RIS ARSSERHITECE, ERS[|BUNBENTSEFAHRHNBETAREARR, EHit, RSBEDBEFEELNES
AR BN RS &2 7T o

B, KBRSk C 2 M, IE=p28 D 209 N, X#, BPMIGEMAIUERIARE C 1 D Bapes, X
FERESIEREIL I TIERNRR

B IRIRE SRR AR5 eRmnET AT A Rk
A A
B B
c C
D D

BT EARSEEREE C NIREREFEREIIETEN. FEEMEIEREEM CD-ROM R R FH9RIRF#T
i (figa, C>M. D>N. E>0), XLEIRENB[EFTFEESEAIMERIMBIXEERIRGT L LA, MREFMKEIKEH
B3RS R 5 ARSS SRR BhER AT AR RIRVIRENER EART, & PULRIRTHERBRETIE o

MRFEAT BoEFPHIRERY, SEAFRREEEIRSBSEMEUTF BB, RIABBE P RIENERT,
EENRE, BEETERERS RHRS) RETR. W EAREREFITHE P IHISSHANNNE, BXE
BREYI¥4R= S, &80 Citrix Virtual Apps and Desktops i,

ZnkX

June 14,2024

Citrix Workspace AR HZEFHRERNBN. AILUSARENER XA T !
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o SERYEED, BIANEMFERIEEIENMNESN.
- RENRFILBER, IR5ER.
o LSRRI SSARHo

Citrix Workspace AEFAF AT AR B EB S FRAEZER OREAEZEIHIGENERN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS BFE A LUfERA Citrix Virtual Apps and Desktops # Citrix DaaS &=&28
AR A B S E RN E G,

A RER

June 14,2024

PRI REERR

ARG ER AR R EERIREE LU T RN :

MLRERER

o IEARSS2E

» AERRSGEREE
« AFRHA

o mIZAFIRE
s PR

&AL recetiver.admx/receiver . adm | &R B TR AT BN RIS, 3T FIRES, AERA
FIEREEEH A SNIERX 4, 3§ Citrix Workspace MABREFIRENAIENM IR ZNTRNBAIEERN, A
EEEH. EERMEPIGE EHITEN, BERISE LA RIREIERR S NIRRT

Citrix ZiER Windows A5 %R (GPO) EIEEIRECE Citrix Workspace FB1ER.

ZEEHFREIFE CitrixBase.admx #M1 CitrixBase.adml UREBEEIRXHE (receiver.adml 5
receiver.admx‘receiver.adml),

AR

admx fM.adml XFRFREMETIRHIRZIHN Windows ks,
MR K VDA £ % T Citrix Workspace R B2, M ADMX/ADML X # @& 1 F \<installation
directory>\Online Plugin\Configuration B&%.

MR Citrix Workspace B RIEFE k&% VDA, BEAILELU TE RT3 ADMX/ADML 3214,

o« % F 64 fi: C:\Program Files (x86)\Citrix\ICA Client\Configuration

directory
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o 3¥F3241:C:\Program Files\Citrix\ICA Client\\Configuration directory

ES R TRREE X Citrix Workspace ARZFRIRX#REEBUBNES.
AR

Citrix B & E AR AH Citrix Workspace R F2F1#R#A9 GPO &k,

XHEE X E

receiver.adm \ICA Client\Configuration

receiver.admx \ICA Client\Configuration

receiver.adml \ICA Client\Configuration\[MUIculture]

CitrixBase.admx \ICA Client\Configuration

CitrixBase.adml \ICA Client\Configuration\[MUIculture]
AR

o FNEFK¥ CitrixBase.admx\adml &2zt GPO, B ICA XHEZRAEEEER
+ F+4& Citrix Workspace M R1EF8Y, B RMIVERERMEIZEM GPO . SANGEFRESRINIZE.
BXEAEE, BSRUTIE:

Erit GPO 70 receiver.admx/adml ik, BEHITIUTIRME:
AILMER.adm #EiR X HE B A GPO f1EFiHA GPO, E&iFEth b E X EIE ADMX X4 Microsoft MSDN

=
Ho

L% Citrix Workspace MABREFE, EFILTERSH:

XPFEE SEHIHRIR EFIBEE

receiver.admx Installation %systemroot%\
Directory\ICA Client\ policyDefinitions
Configuration\
receiver.admx

CitrixBase.admx Installation %systemroot%\
Directory\ICA Client\ policyDefinitions
Configuration\
CitrixBase.admx
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X KR SHIRE SHIBRUE

receiver.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]receiver.
adml

CitrixBase.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]\
CitrixBase.adml

AR

¥ CitrixBase.admx/CitrixBase.adml 02l \PolicyDefinitions X#&s, UEEEEER >
Citrix 4AF > Citrix Workspace F89#&ExR > {4+

RIERLE

June 14,2024

Nz FRtE 7 B Bh A a]

FERRIETR TR LAGERE N AR R B R BN B SE RSN N ERETE, NmmAFREENLRHNEL,
BohIEEA IR TEHRIE. MBHRIERERAERE Citrix Workspace M BEFN B IR E (MEA
FEBR) I,

B RIER4E5 B N AEF I EEhETIE, AP mEEATF Windows 89 Citrix Workspace Rz 2R HR iR N
PIEIER, ERHT—ISIEZR, SETRSHIEEETRER. BIARRIER ctxprelaunch.exe fEsiEHiaT, B
SHEARE] W

BXEMER, BERATEAEEZGAM “Citrix Virtual Apps and Desktops” —XHhHIIETEFISIFIERE
o

INZASIETB . ERRASIEMBEhIEE, 57 Workspace 2175 E 8% ENABLEPRELAUNCH=
true, SEEEMRI EnablePrelLaunchi8&R true, ZRIARE null RRFBEHITHEEL F 2RSS
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} =r

AR

MEEREFFHIHTENEE N FHEEE (SSON) BHKIE, WEEERTEN. IREFEFEREER
(SSON) m*ERBFfEss, 5% EnablePreLaunch EMRMEIZE N
false,

AMRAGERN:
« HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle

« HKEY_CURRENT_USER\Software\Citrix\Dazzle
ERMERNTEED:

o ERTER - MEEEAFNEREEISHNIRIEZERT, MEREZNREEANESRENR. BEEEER
ENEER. APALUBIER BN Citrix Workspace [ AEF it & & S 5hThEE

o IRIBTE S - B ITRETE I RIS EE R, HRINFBHXERFREEFBEITREESEHRIEERR.
SIRELAT TR B RBEXM I FM, RERFBE. AHZMEMRSB[BAR, ZEREITI
BIERNEE. B0, WMRITRIBTRE R 13:45 #17, ZERFEKE 13:15 2 13:45 ZjEE6h. BEE
EmENERER,

7£ Citrix Virtual Apps R 3 LR ETS o EE:

o SIR. BAEMRTEINARER, UKk
o BTSN AEFRNAFRRIRE.,

THEfEA receiver . admx XHrEEXFUSEINEE, B2, EoLUBIEEIMREREXTSHEE, JTUER
#EBT Windows 1 Citrix Workspace [N BEF B 2 EiESCERRE,

« HKEY_LOCAL_MACHINE BEEEFiHZEIEFE N,
o f&r i@ HKEY_CURRENT_USER EER—ItBH LAFRNAF RERENIRE. AR LEEENRE
AT HKEY_CURRENT_USER 18, &0 LA AR T B BRI,

HKEY_LOCAL_MACHINE ‘Fit&{E:

tF 64 it Windows #21E&4:: HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

st F 32 i Windows & £ & 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\
Prelaunch

Z#5: UserOverride
8. REG_DWORD

f&:
0 - &£/ HKEY_LOCAL_MACHINE 1&, BpfERIBY777E HKEY_CURRENT_USER &2 2301t
1- M HKEY_CURRENT_USER & (WIRXL(EEE); SNER HKEY_LOCAL_MACHINE &,
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Z7%5: State
%A REG_DWORD

f&:

0 - ZAfEEIThEE.

1- BRENTRE. FURhRERERFNEREETSHRIEERR.)
2 - BRI, (FEEIThAERER Schedule BZERIBYIEIEED.)

&#: Schedule
##: REG_DWORD

&:
“IRIMTUSED” BURTE) (24 /)edHl) FEEBEEUTEINEN:

HH:MM M:T:W:TH:F:S:SU Eff HH #1 MM 1:0:1:0:1:0:0, Z=iESLRRE 13:15
T NETERED 53 R E 5l 13:45 Z &3 5h.
M:T:W:TH:F:S:SU A—RARKAEK
Bif. i, EEEH—. BHE=M
Efff 13:45 A IR,
i&¥% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER Jiifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule 15 HKEY_LOCAL_MACHINE E&#HEE,

Desktop Viewer

FEMEVFIREREREMNEWVER, EXNBRIARESKSENSRNERFTESEAFNAEMELERNEUmR
o EZEEIASEMAF AR URAEF T UREEZENEEIRATERT Windows B Citrix Workspace R i
FHIRE,

LAFFEESHEMSERER, &EA Desktop Viewer, AFHMENKEAIUREAGHEMSEE, thaJUEH
ERLTAKE. EiHRSRFR, Desktop Viewer TEEINAEEA A EEOPITAEMKEHEH A KEATF
BNERZEE. AP UERRE—AFIEE ERNZ4 Citrix Virtual Apps and Desktops # Citrix DaaS &%
BEERTMERAZ T KH.

=
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WA Citrix Workspace RIFI2F B E FNRESME, TAEA Windows “BHIER" BXRE
SE,

Desktop Viewer g9 A

7£ Desktop Viewer £i&%, Windows #i5i# +L 5@ttt &il.
Ctrl+Alt+Delete ezttt Eilo
BB, MARANIRBEEL Microsoft HBNTHREM IR B B iamA it Bl
£ Desktop Viewer By—Ts#BIT08E, 3% Ctrl+Alt+Break $7E3#HE O+ &= Desktop Viewer TE=#%H,
Ctrl+Esc KX 22 EIkRE,
AR

ZINERT, tNR¥% Desktop Viewer &AM, Alt+Tab BESIFASME A ZEIRESRE O, MR Desktop
Viewer 2 REENEOHR, Alt+Tab BESIFININEOZEIRESRED,

AEFTIRH Citrix RITHRAS, A8FY @i, Ctri+F1 E7l) BE=M Ctri+Alt+Delete, Shift+F2 {#ELR
RAMEOEXZ RN BERF.

AR

A Bext Desktop Viewer HETRHEMNEE RIEHNARFNKERIE) EAREFEY. B2, ELUEHEA
FEAHHNARER, BEMNRBREFZIE.

NS =R

BRI LIER AP Boh RGP IRSIE T8 BRI B KA,
EENENEAR, BRITUTIER:

1. BahEMREES.

2. SMBILITREZ:

o £ 64 iitEMHLE: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine

o« £ 32 fii it & M L£: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
Engine\

3. SIEMTEMRDL

+ %8 REG_DWORD
o Z#R: ST INACTIVE MS
o fH: 4 IREFERSETRRIREL) .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 268



iEATF Windows & Citrix Workspace R R#2FF 2402 LTSR

BLBIEMRIET, RSETRBUESIMEL I ER, SMTHREENZ. BERILERRSETS, BRITUTER
E:

1. BElEMREES.
2. SMEILITEBRE:

o 64 fIitEN L HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o 7£ 32 fir3tEA L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. ST EMRDL

« X8 REG_DWORD
+ &#: NotificationDelay
o B UERneunErE (B, 120000)

PRt Y RN FRAE P M R E BV E &R ALS

Citrix Workspace 2302 k<7 EE R EUT A EEM EIN B2 S EE R4 7 185289 A F (450,

Y Citrix Workspace [z 2 21X R BT FHZE#ZR Citrix Workspace MR2F S ER Workspace #HIThaEr—
Do B ENNAEFREEN, SEIUTRE:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

%% Global App Configuration Service FH R REFMEZ I EFNEMEFIRTILEN true B, AaHMIELR
o

BERFERHTEMEE LT EEN SN AEFNSE. NRERBEIMEENNAEFNSE, EHE
HEUH.
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WA LUERISERBE IR, £ NRERINAEERNE R,
ZEIREERRIE? NEUTEA T sHIRER:

s BREEHBMET IR AEENNAER,
« %57 Workspace ZEHIThaERt B B R R RN AIZFEEIRE,
+ Workspace {=#|EfnERANE R F ik LI E ARIME,

AR

EMERETRNEMEEREN T TENEERIRENE R, BXIFAER, FERAEA “SHREEIT XiE

HEACE EMERNETL,

sk 8 Citrix Workspace [ 2 F 4% Eit k!

BRTANEE

BRLINEE, SAFPXAENKEN, RASRTEIHKERIE, NRE Windows RIFRAREATELERAF

BREXE VM, NIINEERTREBB T & AR,
ERAILINEE, BRITUTRME:
1. S#n3 Citrix Studio.
2. BHEAMSMERFHIRGE,
3. MAfILEERS FRIEIEFIERY VDA,
4. PHFEER. HEPEEIRERTHTE,
5 EEMSMERPRERE.
6. EIFFTEN VDA, EHUMEEPRNXET.
7. BERE. HARBHNRERENHE,
8. ERBAFEETIE LogoffOnClose XEFIRE A true,
9. REHEWHE. XARMSESHIIATIHEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(TRERRINIRE)
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++ap,

£ “Save energy’ (TigE) REFBEENXNA KEAILTE Save energy (Ti5E) RETEHENXXZA
1. BB E—HAHNFE 1-8 #1718k
2. ERBAFETE PromptMessage XBFIRE NMEN A,

il

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?
n

<!--NeedCopy—-->

Edit Desktop

Display name:

TSVDA-2019

Description:

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?"

The name and description are shown in Citrix Workspace app.

I:I Restrict launches to machines with tag:

@ Allow everyone with access to this delivery group to use a desktop
: ! Restrict desktop use:

Allow list

B Enable desktop
Clear this check box to disable delivery of this desktop.

M Session reaming
\ user launches this d
s are available on both devic

“ Cancel

RINMER T, XBFRADERAZANFKEITEN DRI W FRENKEITEN, BIEITUT PowerShell
L REN IR
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$dg = Get-BrokerDesktopGroup -Name '<group name>' -Property 'Name'
'Uid'
)

$apr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupUid $dg.Uid
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set
-BrokerMachine -Description S$apr[0].Description
<!--NeedCopy-->

fERAIL PowerShell iz, A ABENRHAIRE SEOERIIMN, FaT LA Citrix Studio BB £ HE
REGHIN, FEHNERE M —EREFN —H TN RRXEF,

3. BEMRE. XFAEMEENS S TIHEE,
Save energy X

Do you want to Log off?

(TTREREXIRE)

i

BERTRETEH

8 Citrix Workspace R FB#2R 2402 hAiES, WWIEEERTESKIREER. BRALINES, SAFXFAEINKE
B, RFSRTHIHSERIE NMRE Windows BIFRARIEATELERAFERNXE VM, MILIhieEFH
HAEERo

ZRAILINEE, BRITIU TR
1. &M= Citrix Studio,
2. BHEAEMSMERFHHRGE,
3. MAfILEERS FIEIEFITERY VDA,
4. BHIFEE. AR HIRERTHRE,
5 BAEMSMERFREERHE,
6. EIEFTEM VDA, EUMEHEPRMXET,
7. BEHRE. MR HIYREE K E DU,
8. EHBAFEFIE ICA-LogOffOnClose XBFIZEN true,

9. BEME, XHEMKEZHILLTIHEE:
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Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(TRERRINIRE)

7 “Saved energy” (TT&MEER) REPBEENXAE KErRILIBEEXTE Save energy (T588) REFERRHX
7%
1. 1REBE—EHI PR 1-8 #ITIRMF
2. EiRBAFEEFIE ICA-PromptMessage XBFIGBENMEXE,
AR

“HBR” FERAAVFIRARFTEHN 200,

il

KEYWORDS: ICA-LogOffOnClose=true ICA-PromptMessage='"Do you want to
Log off?"
<!--NeedCopy—-->
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Edit Desktop

Display name:

VZ2RDSW2k19

Description:
KEYWORDS:ICA-LogoffOnClose=true ICA-PromptMessage="Do you want to Log

The name and description are shown in Citrix Workspace app.

C] Restrict launches to machines with tag:

Allow everyone with access to this delivery group to use a desktop
@. Restrict desktop use:
Allow list R

CWAWINAD\Domain Users
TestVeda(CWAWINAD\TestVeda)

D Camed

@ Enable desktop
Clear this check box to disable delivery of this desktop.

M Sessionroaming
When enabled, if the user launches this desktop and then moves to another device, the same session is

used, and applications are available on both devices. When disabled, the session no longer roams
between devices.

«»
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BINER T, XBFRANELAZANTEEITENS BN, WFMENKEITEN, HBFETTUT PowerShell
A BER A sEEK:
$dg = Get-BrokerDesktopGroup -Name '<group name>' -Property 'Name'

,'Uid!

$apr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupUid $dg.U-id
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set
-BrokerMachine -Description $apr[0].Description
<!--NeedCopy—-->

eItk PowerShell iz, BIAASEANZTHEIRE S 5K BECREEMN, EeJLUEEA Citrix Studio BLE SR DA
ERERAN, SHEMNEEH—NERAEN—HATENREXEF,

3. BERE, XHAEIMKENSHI U TFIIEE,
Save energy X

Do you want to Log off?

(TREARENIRE)

filt

Citrix Workspace 1772 Desktop Lock

June 14,2024

TRESHMEmMBTRER, ALUER Citrix Workspace 2R Desktop Lock. ATLUfER Desktop Viewer
(WREEA), BR, TEEZ LNEGHHEN—HIED:

« Ctrl+Alt+Del
o EIAM

o &FE

o WTFFIEZ.

8% Desktop Lock 1haE#iERT Windows B Citrix Workspace M BEFEEIMAZAT &N LinfT, XEitE
NERTERERHEE THNARE. A% PNA IS, #43 Citrix Receiver for Windows 4.2 i B RAGF
B UM Desktop Lock ks,

AR

FRBEAT Desktop Lock #9iEBTF Windows B Citrix Workspace MAEFN, APEERIRFTIINF
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HFNE—IRH, 2REZAFPTANRERENSTEITHIF. B, RATURATERRASMERBNRE
ERVED, Lok, HIhEEZIRE, RN ARER.

R /includeSSON #rEREZERT Windows B Citrix Workspace MR, A adm/admx Xma<
ITENEENARENERER. BXFMAER, EERLE

R,

MNEEGEMMER Citrix TERE LRHEN CitrixWorkspaceDesktoplLock.msi &# Citrix

Workspace zf#2F Desktop Lock.

Microsoft Visual C++ 2005 Service Pack 1 B A1TAH S, BXF4ES, BB Microsoft FHBE.
£ Windows 10 (81ZR&LE8%EH) 1 Windows 11 2%,

N PRI A ihiZERE S StoreFront,

JIPNE:SES S

RFig&pIEZE LAN 3¢ WAN,

AN AR IR1R)

BE

BRAFHNAEFLE A GEAFARMEEIAR, RIFEEAESENRIERIIBMURBNAT 2T, BXF
M58, B2 Citrix Virtual Apps and Desktops >4 pIER B 2<tin AFEFF AIEIA URL EE A5,

£ Citrix Workspace i fi2F Desktop Lock

AT Citrix Workspace 2R Desktop Lock 5L Citrix Workspace M RBiEFIIEEE AR

- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 #&{#zA#t 5 FAIZFF A
- (R, WESHRIESE RS HIIE

#rFF Citrix Workspace M A2 Desktop Lock iERIEIER F HA RIS,

Flash EFm7E Windows 8 REEMATRFREARKS. Flash EEMAE Windows 7 L4 FEARS.
Desktop Viewer 3¢ Citrix Workspace %2 Desktop Lock #1377 fifk, &F “FR". “BCR". ‘K
K M B Bl

Ctrl+Alt+Del 7£ Desktop Viewer TE#= Ed] /A,

KZ#H Windows IRiEEERIEESIE, 8 Windows+L BRdk.

HHERDk Desktop Viewer #iTRmiE#EeY, Ctrl+F1 £fi%k Ctrl+Alt+Del,

AFERIASGHN, BELARSELQBAAFREXY. BEAFEH, BEENHESRBERRLE L,
HEEFREXMHEERE,
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} =r

AR

% # 7T Desktop Lock, # B i* #t & 8 & HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
Dazzle # HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle & #
LiveInDesktopDisconnectOnLock &&X False, ima MRS FFNARTCIRERRY, JECHEIER
W FF iR

%% Citrix Workspace 12+ Desktop Lock

thidF2 =GR T Windows & Citrix Workspace M B#ERF, WERER Citrix Workspace Rz 2R Desktop
Lock ETEMRmEm, BEXFEASERNIE, BEREET .

1. ERAAMEERRKFAER.
2. ESRLRETET, BITUTHS:
flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

Za< T Citrix Workspace R B2FREN LR Plug-ins > Windows > Citrix Workspace app
Xk, BXBIFMER, EBRLETH Citrix Workspace 2R REX 1.

3. ARENFRENRE—XEF, NE CitrixWorkspaceDesktoplLock.msi, AR Desktop
Lock BS. REBRTHITEIF,

RETHE, ENBRIAFIESE. MREENHRKEHLUSAF SHER, W6EA Citrix Workspace R
¢ Desktop Lock BRi%i&%&.

EAUAFEREZGEERAFILE, EEMER Shell g% CitrixWorkspaceDesktopLock.msi
FRABIKF . WMRZkFEERMG, ERELSINEELE,

Zjz17 Citrix Workspace Desktop Lock HBsBR &%, EEAUTHST:

msiexec /i CitrixWorkspaceDesktopLock.msi /gn

f2E Citrix Workspace 12 Desktop Lock

LIEERE RS ERE, Desktop Lock &BaIEHMBE S ERNEESE.
5/ Active Directory SRBSRI 5 LE A P RN = EE N ARBRAR TS0
FERRENFTANSERWSEE Citrix Workspace B2 Desktop Lock.
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[T

1.

17 receiver.admx (8 receiver.adml) # receiver_usb.admx (.adml) XS E ML FIBA LD (T,
RESLIE “HENEE” RAFEE > BEERIR > £HREEER (ADMX) > Citrix A4 5), .admx XL
F%Program Files%\Citrix\ICA Client\Configuration\ &,

USB &% - AFREAE DN USB 1I8& 6, ZIEERBoITEERIRNEE, TEAFPRE, ENSEES
USB & &HEEERERF REH,

- BA USB BRI,
- 7£ Citrix Workspace FBiEF > imiZEEE P imig®E > @A USB imigiEiEd, BAHEEMAE USB
REMFN USB 1R & 508,
Ixzhagirst - 7€ Citrix Workspace N B2 > BmIZEEEFHEET, BERAHEE “FPmRshasms” %

B&o
£k - 7E Citrix Workspace N B2 > RIBEEEFHSET, BAHRE “FFHEERN H,

Btk LUES Windows Desktop Lock &4

fidE StoreFront,

a) 3% XML Service BoB 7R DNS #thakfi#tr, LUFKEX Kerberos %,

b) BZE StoreFront s LT HTTPS A, oIEHRIEEBMAN NS BHRS /TS, HEZKIA Web
B RN HTTPS 485,

) ESVERBELSEFEESMIE (BUABA).

) BF Kerberos,

) A Kerberos AL gE£#TEES HIIT,

)

)

-~ O O 0N

7 1IS BRIA Web it ERAERBIRFERER Windows F33IE,

g) EHIR IS BIA Web IhaREE SSL HREE FIHIEH.

2. ERARIRERET SECERFIRE LAt ER,

a) M%Program Files%\Citrix\ICA Client\Configuration\ ®X Receiver.admx 1R,

b) KRB EIBER > ZMEIRER (ADMX) > Citrix £ > Citrix Workspace > i 53381,
C) BRBERINRIL,

d) BRE4HAFPZMED,

3. %% Citrix Workspace M B#2FF Desktop Lock Z i, BLBERFI&E.

a) ¥ Delivery Controller 8 URL ZtnZl Windows Internet Explorer BaI {55 =5 &R+,

b) ¥%E—13 34/ URL FiNZE Internet Explorer (WAl %R, ERE desktop://delivery-
group-name 00 URL.

¢) BH Internet Explorer LUERAIEiG R B 5B RINEE.

YAPiIgE ERE T Citrix Workspace B2 Desktop Lock B, S3HIHIT—HMEEERIBFREERR, fIg0, 0
REmM Windows BaEEBRREIGE N “BHEH , WREAFI&& LM Windows EaEEBRREIZE R
fal, APERAMZEFI&&ETHE. Desktop Lock AIRAFIEERSLTFARA—HRS. XERTFASE Citrix
Workspace 2R Desktop Lock B9 F &%,
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fir: Desktop Lock

ESOMBRT IR NMES, TR

1. ERLREMEE Citrix Workspace 125 Desktop Lock BYFr RIS B IR Btk & o
2. FEAZIATHRREEXRERFRN Windows Thag:

« f#iB& Citrix Workspace R f#2% Desktop Lock.
« HBRERTF Windows # Citrix Workspace MR

¥ Windows {RiFREEZIERIE

AZH Windows REBREERFITERIE, ATERNBID ERRER,

Windows

» Win+D - &/ MvEE LMFREERO,

 Alt+Tab - BBCERHE .

o Ctrl+Alt+Delete - 28 Ctrl+F1 #1 Desktop Viewer T&#Z,
« Alt+Shift+Tab

« Windows+Tab

« Windows+Shift+Tab

+ Windows+ FrE= 75

Windows 8

o Win+C - “4TH” B4R,
e Win+Q - “B%&” @B5iRH,
o Win+H - “H=Z" B4R,
o Win+K - “&&” BRI%H.
o Win+l- “8&” BRIZH,
« Win+Q - BRNAERF,

o Win+W - #RigE,

o Win+F - &R,

Windows 8 [ 2R

o Win+Z - BENRERFIET,
« Win+. - NBEFEXT.
+ Win+Shift+. - RBREFATTF.
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o Ctrl+Tab - EIF N SR ARRFHEIZR.
o Alt+F4 - XA B2

« Win+D - T HRHE,
« Win+, - I RHE,
« Win+B - BZEK&E.

o Win+U - #TF “BMERIZERL,

o Ctrl+Esc - BEhRER.

« Win+Enter - 77 Windows i#i& A,

o WintX - i TREAAITRIGERS,

« Win+PrintScrn - SIZ RERBHEES “BF,
+ Win+Tab - {851,

o Win+T - fIESERITANE .

R FEZITAE (SDK) 71 API

June 14,2024

IEBRIRARR SDK

IEH15i04ARR (CID) SDK AR AR QB M, &R Citrix Workspace M BREFFEREF HITEN LR
HIEPM StoreFront fRBEHITHHRIE, CID EHAFP WS e FIniRERRL StoreFront RS2, MEAZFHITETE
BEEM B D10,

Certificate Identity Declaration for Citrix Workspace for Windows G&RF Windows # Citrix Workspace
IEBSMEER) NSRMhRARN 2212,

BXFMER, 12017 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GERTF
Windows # Citrix Workspace R Ff2FiEAAVIEBARIRAERR SDK) X4,
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Citrix Common Connection Manager SDK
Common Connection Manager (CCM) SDK {2{£—£4R4s#1 API, X%t API A EURIEA N R EMMTESIRE.
tt SDK AEFERMTH, RATCETERT Windows 8 Citrix Workspace M BIEFREEH—E5,

AR

S5RmEXAIEL APl 2 ICA X RARENNAEFNERERIENRIEE.

CCM SDK 1hEE@4E:
s RIEBDD
- RIFEREMR ICA XH BN AEFHRHE,
o RIBMTFFERE
- SEREERORITEIEZIZELEM. TUNPERIEREMTE AP RITER SRR,
¢ RIEEH
- SERAEERORITIFERELEM, FTUNMERIEHEMIERPIITEHEIRE.
¢ REER
- RHAENGERRNEBHRIENEREXES. RIEFEERARE. LARFRIENRETEN A
BFE

A% SDK XK E S, B2 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK #2F 535/))

Citrix E#0&EE SDK

Citrix BB F 4 TEE (SDK) ZiFAER ICA thiXME ZENEERT RS SiEN AEFNE A IHIEIER.
BRSS 23im B INEE N AIZF LT Citrix Virtual Apps and Desktops fRE 88 L. MMRENHMEFIHFARS EIIK
ohiERE, EEER Citrix AR,

REiNiEE SDK 12

« 1£ Citrix BR5328 API SDK (WFAPI SDK) /5 [EHNi@EThAESE & 65 LIS T R IEE /Y Citrix EEINIRENIERE
R 241830 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12489 &8
EXFENT RS EINEEN TR,

« Windows Y31 AP, FAFEEisAIe Ryt s ICA RIS =HNAREFISE,

s ARERFERANEINBERGIEFNERRRD,

o EINEE SDK 52 WFAPI SDK 7 884R B EibhBiE rI AR 55 23 o

Virtual Channel SDK for Windows G&RF Windows BIE#NEE SDK) MSRHARAH 2302,

BXFMER, B2 Citrix Virtual Channel SDK for Citrix Workspace app for Windows GEZFF Windows
#9 Citrix Workspace [z Bi2i&Rr Citrix EiXiE@E SDK) i,
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Fast Connect 3 ZiEiE N API

Fast Connect 3 EiE#EAN APl IRitpiE OB FRE S &R (SSO) IhEeiRMAF £, HIhEEEEATF Windows &9
Citrix Workspace R F#EF 4.2 REBIRAHEI A, @it API, Citrix S1EK R LURE S HIIEUK SSO =&,
%= mfEf StoreFront KRR ERIEMNAIEFNKRE, AEKARFRSXESIERNERE,

Fast Connect API for Citrix Workspace for Windows GEZBF Windows # Citrix Workspace # Fast Connect
APIl) BISHThRA A 2212,

BXiFMEE, iE5A Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
BT Windows # Citrix Workspace R B2RFER Fast Connect 3 E#EEAN API).

BFEpEERT Windows &9 Citrix Workspace g9

X2 AT EREMEIE Citrix Workspace N B2FBR G2,

Scripts for deploying Citrix Workspace for Windows (FBF#&iERTF Windows &9 Citrix Workspace B9
) MEhRAH 2212,

Storebrowse

June 14,2024
AE:

AXMUEMATF Citrix Workspace B9ZsitiZfE ., HXx=E, 1520 EATF Workspace # Storebrowse 3244,

Storebrowse B—RERF RS RS B[ ZEHITRENGLITERAERF. ERTX StoreFront MMPREIRIELUKRF
Citrix Gateway #1TZ 33,

Eid A Storebrowse S HIER, EER AL BEMRITUTIRE:

o IR FEEIE,

P EE BN AREIEFHE AN ARFM R,

o BEFMEFERERGHNENNARERMSEER ICA X,
+ {E/ Storebrowse @<174 R ICA X,

s BEhERTHHEABER.

Storebrowse SLAREFET Authmanager A, Citrix Workspace MABiEFRETHE, Storebrowse st
BEFEUT AuthManager REXHFEH,

EMIAEEH Authmanager Aff—i2&R% T Storebrowse LAERF, BHRELU T EHRERE:

BB R %R Citrix Workspace N BERFR :
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£ 32 [uitEH L [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
£ 64 it &N £ [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HmAF (EEER) R# Citrix Workspace B2 :

£ 32 it EN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (tEN L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
K

 iEATF Windows 9 Citrix Workspace R F#2F 1808 S E Sk,
&’ 530 MB #ya] LA =8l
« 2 GB RAM,

ERMYIR
Storebrowse S-HEFSUTIRIERARS:

1RERS

Windows 10 (32 fi1#1 64 fiiki7x)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {iikzs)
Windows Server 2008 R2 (64 {irkzs)

R

Storebrowse SLAEFZIFUTRBAERE:

« HTTP R B&EIE
« HTTPS A& I&
« Citrix Gateway 11.0 XEShi4
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} =r

AR

£ HTTP R Am@ER, FERH<TH Storebrowse SLAEFREZFE.

BHEIET A

StoreFront fR558%  StoreFront RHERFRNS ML ABRINARE, BELEAEHFENER, HTFRe
5, FLIRNABEN, RESHIESERINERTATFERRS.

 APEMNEE: BMABEHNNAREERIINER. BRABELT, FREE— NASEN, EXSMRIELTF
BARS.

o HE®: WIMATEE Windows i+BH#ITEMIRIES, EEEMERIINARE, BFEMALER, BERE
Citrix Workspace M RiZFRNEHEESHRIE. BXBEENFMEE, BEBREEERSH NI,

« HTTP Basic: tAZHRE=AFFIHEMRT Web TP MibER, EPERIINTAF RERBRSRENHAF
ZMEE, StoreFront £/ IIS FMEARSHIIETHREE FIEE WS StoreFront iR5583. #AfF, StoreFront
fEMEARS K Broker XML Service S 30ERWIEEBURIRINARE S, BXIfEBA HTTP Basic £143%
IEER, BSREESHIES AT HTTP Basic,

+ &M T Storebrowse 154 NetScaler 5:E5: ERT Windows B Citrix Workspace M BEFIESZF
fEf3 Storebrowse B NetScaler Gateway EHEREI, ZFRNFHIIENILI LDAP FHIIE,

FE
Windows /Y Storebrowse &3z# nFactor S4I8IEMHIN,
Storebrowse LHEFEXFEIUTE—AZHITEHNIEIE:

« fEFME Storebrowse LAEFHNER AuthManager, *&: £/ Storebrowse SLAEEFH, EHE
StoreFront LEM HTTP Basic S43IEA%. HAF R Storebrowse s $1 IR, A EEM,
 fERAEATF Windows i Citrix Workspace ZA#EFHEEM Authmanager. HEERNEBSHIIE

BY, RILMERALLAE. BXFAER, BESRGERS NI,

BB AHHISEENBERF

REJUEEMNBRERHRER, MAREER ICA X,

=

o =W

& TR Storebrowse @447 SaaS WAREFHEAHHNAS.

mLAE

UTFEIRM T HEXAILUM Storebrowse L AEFFEANGSHIEMAER.
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AN BEE

-a. ——addstore

JHER:

AINFR BEE, RENARENTE URL, INRREILRBGEE, MIRESHEIR.
AR

Storebrowse SLAEFZIFLZNARIELE,

StoreFront s <$ReGI:
[TRO

an

storebrowse.exe -U *usernamex -P *password* -D xdomain* —-a *URL of
Storefrontx

il

‘\storebrowse.exe -U {Username} -P {Password} -D {Domain} -a https://my.firstexamplestore.net
Citrix Gateway < Rl:

e

storebrowse.exe -U *usernamex -P *password* -D xdomain* —-a *URL of
CitrixGatewayx*

w5l

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <
https://mysecondexample.com>

#Ep

/?
B

iR{tE X Storebrowse - HIEFAEMIFHAE S,

SN AEE

(-1). —=-liststore
WiAA
S A PRI R A A S,
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StoreFront Liy&<$Rfl:
.\storebrowse.exe -1
Citrix Gateway E/as<$Rfl:

.\storebrowse.exe -1

€S

(-M 0Ox2000 -E)
WEEA:

KRR

StoreFront L& <$/RAI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0
x2000 -E <https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway EM#<$RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0
x2000 -E <https://my.secondexample.net>

SES =1

-g. ——quicklaunch
BiEA:

fEf0 Storebrowse SLARFAERGNEARFMEEER ICA X, quicklaunch EMERRH—NEEH
URL e BEE URL, Bzt URL, AJLLE StoreFront fR$328, A LL2 Citrix Gateway URL, ICA XX
£ %LocalAppData%\Citrix\Storebrowse\cache BRH4%m.

AILUEIT A T an @ RRERE LK HHINBEFMSENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/
Second/discovery

AR ER URL S0 TFAR:

'"Controller.Calculator''Calculator''\' '"'http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

StoreFront LM< RA:
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q {
Launch_URL_of_published_ apps and desktops } <https://my.firstexamplestore
.net/Citrix/Store/resources/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https
://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway 88 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q {
Launch_URL_of_published_ apps and desktops } <https://my.secondexmaplestore
.com>

B

-L. —=launch
JER:

/3 Storebrowse SLAEFERE L GHINAEFEMNEEAEN ICAXH, launch ERERIZER RN MUK
B®EE URL, &%, IR StoreFront fR$328, I LUR Citrix Gateway URL, ICA sxff7E %LocalAppData
%\Citrix\Storebrowse\cache BE%H4%H,

BITUTHLURNEA TN AREFNKSENEREM:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/

Second/discovery
eEr LRIk

'Controller.Calculator''Calculator''\"' "'http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

ZEIREH R LR BRI FREBE launch EMNEAS K,
StoreFront LBy&<RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L
“{ Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery>

Citrix Gateway EMI#<$RHI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L {
Resource_Name } https://my.secondexamplestore.com>

RIEBH

-S. —-sessionlaunch
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R
FERt&HS, BILLGRNMNASRE. BWIFHEHELBNER. ETUISUTNRIERSE:

o ERREIRHIBM

« MARAE URL
B2, MRAFFRMEEE, AuthManager BIRTHRANEE, ABEMIER.
ALEITU T e RE A PHINAEFHKENFRNZR.

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/
Second/discovery

i il E e

'Controller.Calculator''Calculator''\' "'"http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

EZENHEE P URARTIHBIRAE - S ETHHASE.
StoreFront EMIESRHI:

“

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S
{ Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/
Store/discovery >

Citrix Gateway L#&<7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S {
Friendly_Resource_Name } <https://my.secondexamplestore.com>

XXXk

-f. ——filefolder
JHER:
EEARGHWNAREFNESENEENBRERER ICA XK,

BB EXHRZMIERZMIENT Store URL BN, RARE URL aTLLZ StoreFront fRS388, tHrllIE
Citrix Gateway URL,

StoreFront EMI&ESRHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store

}
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Citrix Gateway &< RHAI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” {
NSG_URL }

ERER S D I0IE

-t. ——traceauthentication
JER:

4k AuthManager %M BE, X% Storebrowse LAEFFEANE AuthManager NIBRT, 75ER
A&, BEE Llocalappdata%\Citrix\Storebrowse\logs BRH4%mM.

AR

WA SR PP ST RSB E— 5,

StoreFront LM< RAI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a
{ StoreURL }

Citrix Gateway &< RHI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a
{ NSG_URL }

il

-d. -—deletestore

AR

HIBRIRE R StoreFront =k Citrix Gateway RIS,
StoreFront LHyEs<Rfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/
discovery

Citrix Gateway /e RAI:

.\storebrowse.exe -d https://my.secondexmaplestore.com

IREx Storebrowse SRS

TR FE X HHERER Storebrowse SSHIITIRES. BRERMINKES, BE - launch s<HhiRE— P H—RIX
8, haSERATRENEMER—IXH. KWRESEET ica.error XHH, ZXHZEHIEN,
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} =r

AR

EsER - launch &<AXEERM . ica i BE. &, FEEMZXH.

BATFRERIMEMNXEEREET $LOCALAPPDATA%\citrix\selfservice\cache, &EaLUiRE
RERMXLEH,

INERT, gl FERRES.

TERERT - T EMME S SHIRA):

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@Ra9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5Lk5vdGVwYWQ-/launch/
ica" -cmdline

<!--NeedCopy-->

& Citrix Gateway LM & SE R

BAERIMEEAFETE MR TE ML, HERZZIRMEM Citrix Virtual Apps and Desktops # Citrix Daa$S
(LEi#RA Citrix Virtual Apps and Desktops fRS) . EAUER, MEENEMNLAEFIEEEMHTIHR
iE. FINRARER, EREIRIEH Citrix Virtual Apps and Desktops #1 Citrix DaaS 1 “FFa” HBIRELEE!
Citrix Gateway fR$52%.

Citrix Gateway kg7 11 REEhRA S FFLE T,
MR
BxXuAA Citrix Gateway BEB R R ERNLERM, BRRALEHEESHRIL,

AILUERARKITR (GPO) EIREIR A MA@ Citrix Gateway LIV & S & RIhEE,

[y

. @iiafT gpedit.msc 177+ Citrix Workspace M AiEF GPO BRI

. EHENBRET ST, BEEEEER > Citrix A4 > Citrix Workspace > A 54 18iF > &1 Citrix
Gateway 50 Single Sign-On,

3. FERMRETAEAHEA “Single Sign-On” %I,

4. BENANHE.

5. E#EsN Citrix Workspace R FZF 1% UEFR A E B Ko

N

PR

« 7% StoreFront fRs328 /2 HTTP Basic S3583F A%, LUEET Storebrowse SEBAEFHITEIRTINER
Es
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MREE HTTP LABE, #EFERAZEARFEEIZNABEUREN BB RN EMNEARZFEMN
RE, WAZREAGSITETRTERENEE BASE NREREAGSTRMEEIE, BERANMNS
AuthManager i,

Storebrowse SLHEF LHINZIFE NN ARE (£ StoreFront ARs328 LEZE T Citrix Gateway),
{X&A Citrix Gateway ECE T 2 ESHIIEET, A AIFEH Storebrowse SRR FRIEIE T NIIEE,
Storebrowse S:BiEFMH<$TER Username (-U). Password (-P)# Domain (-D) KX
DRNE, HEBARAARERER,

27 ICOSDK WE=ANAEFEA SSON, iFtUTEME:

o EMEI: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o AMKRE: E=HFUAREFHNTEREZ

o SEARIEE: reg_multi_sz

o MR Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o SEMRME: C\templlabc.exe;C:\temp2\xyz.exe

o JEMFRAEE: reg_multi_sz

AR

o EBRILRES MRS SHRIE =S NAER.
o hit7s 2107 RESRASZHFILINEE,

iEATF Workspace 19 Storebrowse

June 17,2024

i A F Windows #9 Citrix Workspace R B #2FF 7 Citrix Workspace B2 B 125 19 B B) AR 53 F0 4 th 2 B 42 i
Storebrowse %%, ©iXfE Storebrowse A &E5%i4ia Cloud #1 Workspace Ih#g,

o AXMUERT Citrix Workspace =28, BXxZAHEE, 5217 Storebrowse x4,
o WINBER A B Rigf Storebrowse 3%,

o MIHAERFERNBRAMP RN EFZM BB LLINEE.

 &FEfERA Storebrowse <17 SaaS NAREFHEXRHHIAR.
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LA

LU T2 T XA UM Storebrowse SLREFFERAMNGSIIEMAE S,
AR
o thINEEESZHF CTX200337 FIREINEM BBIARSIE G <L,
o FILEGBLRAN FHITUTH .
+ —a "discoveryurl": EE3HLTHFNNARE. kSBSAEBAT SSO MAEEREFHDRIERT.
g0, AAD i NiEid webview HITHHBIIENIEE. EEMEE L, BERSHBRIERT.

- = f5l: SelfService.exe storebrowse -a "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

o« —d "discoveryurl": BIRNE®EE,

- = f5l: SelfService.exe storebrowse -d "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

« —e "discoveryurl": Bl JSON X T HHRIFME B, L < resource.json XHFHEE %
LOCALAPPDATA%\citrix\selfservice Rikfig, Citrix Workspace R BIZFH A FERNIR
SAEETHS, HERFSAER.

- = ffl: SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

NREFAEE resource.json FEERIAMLE, HWAILIEE B SRR,

- & fil: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\
Documents\Fiddler2", X% resource.json X EfiE7E C: \Users\<username>\
Documents\Fiddler2 d,

« —q "FriendlyName'""discoveryurl": ERGSHITEEERITERSD.

- R fl: SelfService.exe storebrowse -q "Excel 2016""https://
cwawiniwstest.cloudburrito.com/citrix/store/discovery"

« —launch "launchcommandline": f£f resource.json Ff “launchcommandline” Bzh&E
o
AR
- Mresource.json & “launchcommandline”,
- ERITHLZEI, EMTE resource.json XH18ER “launchcommandline” #ik /o
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- & fl: SelfService.exe storebrowse -launch -s store0-5c3ec0l7 -
CitrixID store0®-5c3ec0l7@@a9%9a8e3ac-099d-4577-b84e-e33d0695df39
.Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/
Store/resources/v2/YTLhOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5
-/launch/1ica"-cmdline

#17 -Llaunch "launchcommandline" f5, ica X#&FfiE7E %LOCALAPPDATA%\citrix
\selfservice\cache B&%, WiF ica XHEUBEER,

« —liststore: FIHTE SSP PHRMHEAEE, ABEFIRTFES storelD, SMUABEENLH URL,
- &ffl: SelfService.exe storebrowse -liststore
AR
Citrix Workspace M BRERFH I FEREAEERTT —Liststore @<,

Selfservice.exe storebrowse -liststore @ % ¥ storedetails.json X ¥ 7= & &
AppData\Local\Citrix\SelfServiceH,

R HEER

June 14,2024

BHEWE

BEUER LT Citrix Workspace MAEFNEBR TSR, X HEERER Citrix #THIEHRR, HEHIEZRE
B R TRMHEE, IgEEERT Windows B Citrix Workspace M2 R 2012 K E SR HiEft,

@RI LER GUI ka7,

WEBE:

1. AREBEmEMIXIEHH Citrix Workspace M BiEFERH ERSHRE LD,

2. #EERETRE,
LR ET “AEWE" WEE,

3. ERUTESRZ—:
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. 1
.
e

4. BTN B L BT KRR RS,

BEWEIIZFEHEHT

@ Log collection

C Log collection in progress...

Stop collecting logs

Logs help to diagnose and troubleshoot issues.

Click Stop collecting logs after the issue is reproduced.

5. ENZNAGE, BHFLERERS.
6. BHREFESHAEREIMEME,

B B SRS ERIE

e

o EENERBER
s AEER

o WMLKIEFCER

o RbIB2R

« Direct X iZ#R{E 2

L/

« Citrix Workspace B2 R

o BERGEE (AR7. Service Pack M{kRLEH)
« Internet Explorer iRz

o BRANIL
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« ActiveX Flash Az

P iE

NPAPI Flash ks

HKEY_LOCAL_MACHINE\Software\Citrix\AuthManager
HKEY_LOCAL_MACHINE\Software\Citrix\CitrixCAB
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client
HKEY_LOCAL_MACHINE\Software\Citrix\Install
HKEY_LOCAL_MACHINE\Software\Citrix\InstallDetect
HKEY_LOCAL_MACHINE\Software\Citrix\PluginPackages
HKEY_LOCAL_MACHINE\Software\Citrix\Receiver
HKEY_LOCAL_MACHINE\Software\Citrix\Receiverinside
HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop
HKEY_LOCAL_MACHINE\Software\Policies\Citrix
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NetworkProvider\Order
HKEY_CURRENT_USER\Software\Citrix\AuthManager
HKEY_CURRENT_USER\Software\Citrix\CitrixCAB
HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\ICA Client
HKEY_CURRENT_USER\Software\Citrix\Install
HKEY_CURRENT_USER\Software\Citrix\InstallDetect
HKEY_CURRENT_USER\Software\Citrix\PluginPackages
HKEY_CURRENT_USER\Software\Citrix\Receiver
HKEY_CURRENT_USER\Software\Citrix\ReceiverInside
HKEY_CURRENT_USER\Software\Citrix\XenDesktop
HKEY_CURRENT_USER\Software\Policies\Citrix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains

EHEE

s NAEFEMHEE

BRER

RAAEMHEE
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« HDX
Receiver shell. Auth Manager f1BBhARS
o REHE

« Always-On HE

7£ Citrix Workspace W AEFHNASIEEDHFMT “HEHR I

SINBEEHBRIETIR A 7 20 A P AR AR B # TSRS, ATUARBEHUTREA FTANRFERHH Citrix
Workspace [ FRfEFEINT, AEIEERIEHBRTEH#ITIAR,

“HIEHBRT TRYR AR T

o RIERIB
o WERE
s WERE
- EENAREREUE
o #EEY
Open
Sign Out
Connection Center
Open Citrix Enterprise Browser
Advanced Preferences
Check for Updates
Send Feedback Troubleshooting >
Collect Logs Exit

Check Configuration
Reset App Data
Help

£3%E5 % Citrix Workspace M HREFHR &

EERIFET S EA Citrix £/ Citrix Workspace M ABREF IR AESBINEMRE, SthallgixE
W, LIEBEIFEA IS EEM Citrix Workspace W REFAELR.

AR TS BRI RER:

1. AReHEMXigTa Citrix Workspace M ERRZFER, REEFHERR > RXRIR. LERFHI Submit
Feedback (RXRiR) RF&E.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 296



iEATF Windows # Citrix Workspace 12 2402 LTSR

@ send Feedback X

Title*

Example: Unable to launch desktop/application

Tell us more*

Include details such as:
* What results you expected
* What results you got
« Steps to recreate the issue

o The log file and attachment file size must not exceed 20 MB

Logs

We recommend you to click "Capture my issue" to capture detailed logs.

Attachments

For example, screenshots or screen recordings of the issue.
Choose file No file chosen

Your feedback will be used to improve Citrix Workspace app. Learn more

2. REIEN Title (R).

3. 7= Tellus more (HFRENEZER) FRPFMDTEFHES,

4. g Capture myissue (HREMIEM), LEHFEHHBAERERR.

@ Log collection - X

Log level

Medium ~

Click "Start collecting logs" and then reproduce the issue to collect the
latest logs or click "Collect existing logs" if you are not able to
reproduce the issue.

Start collecting logs Collect Existing Logs
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a) BPEHFBKERS, AREWRNBUKERHH B,
b) EMZinEE, BHFLKERS.
FE,
MRETFEYZIAE, BRHEWEREAE,
c) ERzREE, 2HFELKERS.
5. BEHFRAEXEETE Capture my issue (HFHEHEMITM) =i,

6. BEEEXMH, ARFIBTFHRAENRENKE, fINFEEESRERFIXMG. BFERSXHERBFREH
HFAFRIRAX AN 20 MB.

7. BEHEZE, IPEHI Feedback report (RiFRE) BE.

Feedback report X

Feedback report is ready at
C\Users\abhishekro\Desktop\FeedbackPackage 20230816 064249242.zip
and copied to the clipboard.

You can send this report manuallly to the following email I1D:

cwa-windows-feedback@cloud.com ID

You can also click OK to open your default mail app.

Zip XU B EBEXME. (ERNE B0 RRER LUK
8. EEILUERUTETUG R IRIRE L% Citrix:
o BEWECBRAPIRINE N ABER.
BE,
o FEpiFRERIXEIRHMBYE FERHF IDo
==

EHRRBFERERIINT .Zip X
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A

June 14,2024
AP AR IDEMEEEZHAANTS. Citrix =RMINEE. RIEXLENE, En] UKL SRE,

Citrix B 5MlE A ERBRMNRIFUBEHLBHENE, EEERAPLASARSEEN, JRFS8ES I FTANGY
EIAnL N

EFANTERSIEMER. Citrix EARMRAFASETEIBHIR, EFRSGEBR.

FHE

mE BREHEPERFTHNRAE EEEHPRIFRAIMR A &k

XenApp Services (X#F 2402 2402 £ Workspace N AEF

71 PNAgent) B, EERRAREE URL
m3E XenApp Services
URL &5 RS

ETF Internet Explorer ~ 2311.1 2311.1 ETF Google Chrome 19

BN R BANBEER HRBANBEER

¥ WebRTC SDP #2309 ¥% Citrix Workspace [z

(1% B) FAREFAREIZ SRR
7

£ Microsoft Teams it 2309 3§ Citrix Workspace [z

PR E &N RAREFARIIZFZEOE
AR, BXREMER,
EBRTRES RS2
o

/ 2212 2212 AR /

includeappprotection startappprotection

Fx =zh App Protection 4
%

‘| 301 EEmEFRE 2210 StoreFront %I

X URL Workspace URL i*#

#% Windows 8.1 #1 2204.1 2204.1 FRAREREBSTPLLEHD

Windows Server 2012 T REFNRIERT.

R2
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mE

BIAERT, Citrix
Casting ki Citrix
Workspace M RiEF R

FERRMFTE K IEIE
BT Workspace (&) M
&S,

Workspace B fR12F

(B) NABEHRNERFE
BHRISAEIEET,
Citrix Receiver for UNP
(@M Windows F&)
BFEARMLMIBRIK - 3H1E
HE R AR TN SRR 2 PR s S 5
BRRYIEDN, BERTIEFH.
FBF MAINSEIBRIK - 341E
NP S S AR A M R FE Y
IR

#F Windows 7

Jrcu RERBEFX

& Citrix Workspace
[z FRfEFE iR %% Citrix
Casting

BEEPERFANMRAE

2112.1

2112.1

2008

2006

2006.1

2006.1

2002

1909

2112.1

EEEPHIFREIRZ

2205

2202

2008

2102

2006.1

2402

&k

AT LRE Citrix Workspace
R AR RE L% Citrix
Casting, F&: BIAER
T, Citrix Casting 1
Citrix Workspace [ZF#2
FF&R iR R %,

B LA NS BRI A IS b
FPERER, MEFTRMNR
o

FERRAEREDRLA LM
RRFIRIERSR, AR
7 2002 £ #F Windows
7o

M /forceinstall
FERARE /rcu,
fERRIAH Citrix
Workspace N FB2FhRs
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