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Manage default pop-ups setting (BEZINEHEOIRE) - AFEEREE Web i FHEEED,
Extension install sources (I BEZ2FLEXRR) - AFEERRNAFPEEERBRRUREYT BEF. MARE
M ER,

Disable lookalike warning pages (RR#HEMIESTIE) - AFERRIEEEAF BN ZETPHIERNFE
TRMEETENE R,

Enable payment method query (BRfIRAZEN) - AFBEERAF Web iR ERF RS RE T
I %o

Manage saving browser history (BIEREFIHB[HELIER) - AFEERER Enterprise Browser 55
ERIREF

Manage search suggestion (BERERZIN) - AYEEREE Enterprise Browser #itiiti=shE A A
BREN

Enable export bookmark (BRASHBE) - AFEERRBAATE Enterprise Browser S H LA
T,

Force ephemeral profiles Gg#IERIRNEREXH) - AFEEREETAF XA Enterprise Browser B &k
RGP ECE XA EUE,

BXFAES, 152 Citrix Enterprise Browser i #iE:d Global App Configuration Service &2 Citrix
Enterprise Browser T,

B JSON #URRIFAER, 155 JSON HiExR b,

Citrix Endpoint Analysis 7E74ig4s#, EPA &Fi%5 Citrix Workspace 2R LR EEZFRHPE—RK, BR
EEPE, BAERAGITEM InstalLEPACLient %% Citrix Workspace MATERF

w5l

./CitrixworkspaceApp.exe InstallEPAClient

} =r

AR

AINBER T RZE EPA,

EAhRAF, FTEM EPA RRZA 23.11.1.20,
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#H PNAgent 235 B 2403 k2, FA T A FEETINAREEN XenApp Services URL (X#7 PNAgent)
M5, A Citrix Workspace A @M AREE URL EEFINAEE. §X5%, 551:

« EATF Windows 89 Citrix Workspace [ FB#2F X4 HF A TTHE.
« StoreFront Xt4HREYF FEAI 1.

2403 PRYRATALAR

o HERGTIN

BXREATGIRINEENTZREIIR, BSRAE AT LR8I ThEERE,

2403 hEEE IR
o BARREARE, AEREATHANEMNEREARREEDNE. CHAERIERNE T EREMRKETER.
[RFWIN-32051]
o EINEREAHNNAREFN, BITHABRANEAEFIEINEG. [CVADHELP-24485]

+ Citrix Workspace M AEFERRFRE LAIAERX#F Windows Surface idisiR g R. YEELREXT
EFEM Windows VDA kfEHISIER S IR, [RFWIN-32050]

. Ll appl Jfl, 7 appl BiFFEEHBME—1 VDA BHIS—NUBIEFE, SVEEE LB
Asefil, [RFWIN-32517]

o XF Windows 10 32 {i x86 hi s, ;B S RIRME IEEE MR, A MARAEF 21 E KB R. [HDX-60308]

c HEREDBRENETRARAENFFRXNINREHNABREIEREN, EARIEITINHAME N,
[HDX-59798]

o UFTBTRBARRLIMNETEN (FRZ1 GPUR), Windows Media Player (WMP) sE—&E RS L
ETRBAT RAVE WER. [HDX-60494]

o YEHEREHEAUENETN, NRSIMEMNAHIGEEEERES, W—1Z1 Receiver AIERER
FEEAE, [HDX-48213]

+ BCR AIREcANERS M SR, MIF—MERXNSZIR. [HDX-61600]

o MREFEAIMNIRRE, ARRIENERE Blm, EEXHEN) B, Citrix Workspace RFA2F32E
I, Ul XAFIHEERN AN AR ER NFEEETRAN. [HDX-47575]

s MRFHEFESIMEBILAEEZIN, ErIeREE— " RERAE— ) SMEE, MAEERIEF&TER
BRI EE, [HDX-56344]

o MEEHIEIR > 12/ > BFAINEEEEER T Windows 89 Citrix Workspace RZFFEF 2403 - FikhRAS, =
HITEHEO:
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https://docs.citrix.com/zh-cn/storefront/current-release/deprecation
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L. Program Compatibility Assistant X

This program might not have uninstalled correctly

Citrix Workspace
Citrix Systems, Inc.

If this program didn't uninstall correctly, you can try uninstalling the
program using compatibility settings.

Uninstall using compatibility settings

This program uninstalled correctly

teiEa7E Windows 11 38 # LialskiE . s, EREAEMEMEAEZNBASHRIEE, SEMFS > KA
12 > LARFMIIAEREE. BMEZREFENERES, MEMMRINTER. [RFWIN-32669]

FZ#F7E Microsoft Teams EMIRHHITREREZ, [HDX-62146]

MBEREHEERSTHRIEET Unicode =7, Citrix Workspace M AREFLEEFEESHTEHEIE
LEPERZ, [RFWIN-32987]

F+4¢ % Citrix Workspace R 2R 2403 k4B, MR E %% Citrix Enterprise Browser, MR&HIT
InstallEmbeddedBrowser=N &<, [RFWIN-33169]

BHAERT, Citrix Workspace AR BT BAIRERE B A GHNARFRIEPIET. NREEELZEHN
NREFSIEREITEERE, BT HKLM/Software/Wow6432Node/Citrix/ICA Client
PECE A DWORD AEMERD RunCWAINPublishedAppSession, [CVADHELP-24070]

2311.1

FEINEE

AhRAHIEINT LI I08E:

Citrix Workspace AR RERERFEN

XIS AEEPEAE RS

Eppugelbit) s

BNERBBRN
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o ZERBNELS SRR

+ 1#57T BCRHyMAE

+ Chromium Embedded Framework BIRRAF+4%
« BX App Protection XHEWEEEH

« Citrix Enterprise Browser

- BT BRI ER NS E

- BUETKEMEIT

- REENGSEYT RIEF

- @it Global App Configuration Service it T Web #1 SaaS i A ZFE# SSO
- 7£ Citrix Enterprise Browser HEEH@ S B IRIE

- 1R T WS RAR ARG

AR

BiE&RTF Windows B Citrix Workspace [z A2 2311.1 fpAEi2, FATET Internet Explorer B
REEEM, SRENEERET Google Chrome MK BAREE .

Citrix Workspace W Bi2FHIHLEREFEN  Citrix Workspace MAREFREREFNAFFREEE THH, 17
HT EENFXIMAREMEEHNAFFR, BRAERT, IREEFLTEARS.

WEFRM:
.Net Desktop Runtime 6.0.20 BB RA B LEEFNIIIMMIEE S, BXEMER, BESRAHERID.
BRINMERT, MZEEFLTEARS. BXFAEER, BERETHAAENEE,

AR

B & A F Windows # Citrix Workspace [ FH#2 FF 2311.1 fr &2, TrolleyExpress &% A

CWAInstaller-<date and timestamp>, i, BEERE C: \Program Files (x86
J\Citrix\Logs\CTXWorkspaceInstallLogs-20231225-093441 {i&,

SRHECNAREDEREHERS EAT Windows B Citrix Workspace M REF 2 I EE38IhAE. IbIh
EAYRLARE—MIBEEHMEEINEAEFMKSARIEHSZRE, BETIEHEERTEEETINRIE, &
PHEHNEERET, BURET VEHEER PHANNERS () B, TUENBREFIEE DHRITUTERE:

o A MERIRIETH. DEPHNRERRAREFTRBEXH, MERRENIXHEBRER.
B iR ImREXERETER, EVAREFMNRETERSATENRES.

BB XAKEHERBH.

KHl: KSR RHE,

SRAELRH: MNRHIVRARER, 1FRFIXAEHIRE,

B X RHAMNENEERARILEDNNAREFRIE.

BXFAER, BEREIEES,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#version-upgrade-for-chromium-embedded-framework
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#important-update-on-app-protection-file-names
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#improved-user-experience-and-session-reload-time
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#improved-watermark-design
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#support-for-custom-browser-extension
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#simplified-single-sign-on-for-web-and-saas-apps-through-the-global-app-configuration-service
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#manage-pass-through-authentication-in-citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new#enhanced-capabilities-on-monitoring-end-user-activities
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install#user-interface-based-installation
https://docs.citrix.com/zh-cn/citrix-workspace/get-started/activity-manager
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} =r

AR

REBAT #H Workspace 4568Y, LEIHEEAEER T Windows 9 Citrix Workspace M BEFEHE Mo

HEnEFREMRIDES  TELbhRAS, EBTF Windows i Citrix Workspace [ AEFIE= B ahie M E RN &
ESTRRARRDES, EREEMAT Windows B9 Citrix Workspace MBREFSES, T s SREIhEE, RIBLLE
B, iEAT Windows # Citrix Workspace M AREFRESERHMNERS VDA —RERNREREES, Wk
AR SR ISR F A RN

1. AVl
2. H.265
3. H.264

ERISRR ARG SR 1T EB RSB N U TR —BY, ILINRERTF

o {RIFAIER
¢ HNBIRE
o HXEEEUAIXIE
BXRERMMREDSEHTERERBIIFARES, BBRE RGN HT RS,

HENEFRUER T XLHEEIDERM YUV 4:2:0 T, YUV 4:2:0 FARIDIHER, BETHRE. NMERFAERSHERKIE
BIRNTHRETIBA TR, HEATARTRRBKENCER, NWSRBIMRFEGSRNBERE, AER YUV
4:4:4 H.264 5% H.265,

BEXXLERBIFAES, BEHAUTAS:
o MHHRE
o AV THIESE
AIAER T B RBILLIhEE.
BXFAER, BSREEEIIRFDES.

H.265 Citrix Workspace ZA#2FZ##EMA H.265 MG 1TIni2 B A MSRAYAEM IR, VDA #0 Citrix
Workspace AR H Az #HE A H.265 MARFIEES,

B Citrix Workspace M2 2311.1 2, KEEBhERMMRARIDIRINEENSIN, IS BmER.
ﬁ*ﬁémfm Sy 1@%"% H265 Y*ﬁo

AV1 Citrix Workspace N B12F 2 #EA AV 157 4% A2 53 28 #4172 B AL A AL AR A9 B8 445 hN ik, VDA A0 Citrix
Workspace MZAZFHSAZRFHEA AVL WSMRELEE,

8 Citrix Workspace R %2R 2311.132, KEE BahitiFMSNmARIDEETIAEMSIN, IhEEBBmEA.
BXFAER, SR AVL XX,
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https://docs.citrix.com/zh-cn/citrix-workspace/get-started/user-experience#enable-the-new-workspace-experience
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/graphics-policy-settings#use-video-codec-for-compression
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html#visual-quality
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/graphics-policy-settings#allow-visually-lossless-compression
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/graphics-and-display#automatic-selection-of-video-codec
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/graphics-and-display#h265-video-encoding
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/graphics-and-display#av1
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BN ELRBBEN  EFRESF, Citrix Workspace ZARFXIFATEMEEANELREREL (EDTHHR).
YAFPEISERMSHIEERRRNMEHTERN, IR T SRS AEIXAIAEF A3,

TEEMFEA VDA Mz 2311 kEShAs. RIMERT, &EATF Windows 8 Citrix Workspace AEFHEAT It
Ij]ﬁgo 1&%: bT_ VDA LL:_F Fﬁ’U( o

BXBFAEER, BERAZSMNEREBEAXE,

IERMNESSMRE  UE, [EEEREATEHGE, RAFFHLFEDRES VDARD ., EXMERT,
K17z Citrix Workspace AR LEEE T NES—K - ERIERN, HEXTREHMREE, NSMFhBR
BLHEERERE L, A, NREE Citrix Workspace AREF LRET AFISEY, FEXTHREEOEL,
BEREFIGR LHRE, AEBEEFEN.

FlhRA S, RIEELREXTEHE, ERiELFAETTANRREKES VDA RS, iEBLREXTEE, &ALl
MERIG L BREN AR RTIRPERFAENERE, RITEMNES S MBEREEE VDA LRI TERRS, &
Citrix Workspace M Bi2FHERINE FEARS.

BXFAER, BFEREENNEY Z 1 EEXE.

=7 BCREVMERE LiED, BCR ERAFFRMETEEE, FRAEARIEFIHBFEFNES. BENEES,
iR ESSHEA BCR EEmREN HNESHEE =B EHAEN R —HB1T .

fElbhRAS, ATHERIEE, BCRERTARAEREE. iERNERETIRS BCR AYIEEE.
AIANBRT, LI FRARES.
BXFAER, F5HRES T BCR B8R

Chromium Embedded Framework fkra#4% Chromium Embedded Framework (CEF) HkRA<EHK
B 117, HChRAAREEHFRRAZ SR,

B % App Protection X ZMBHIBFBHNEEEH BHIEATF Windows # Citrix Workspace N Bi2F
2311.1 %, UTFXHMIRIEFBFRERNT:

AR R

EntryProtect.dll ctxapdotnet.dll
entryprotect.sys ctxapdriver.sys
epclient32.d11 ctxapclient32.dll
epclient64.dll ctxapclient64.dll

epinject.sys ctxapinject.sys
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iEATF Windows # Citrix Workspace R RiEF

WERM R

epusbfilter.sys ctxapusbfilter.sys
entryprotectdrv  ctxapdriver

epinject6 ctxapinject

X HBIAREE ¥ProgramFiles (x86)%\Citrix\ICA Client fi&.
MREEF EREEXGBHENRZFRNIIFERHAFTIRD, BEEHAEFTIR.

&/ HDX #1789 Microsoft Teams i (LB L SEMM M RAVIERINEE B Citrix Workspace Bz 12 i 4
2311.1 %, ERILUIE SIS RER e LT R

¢« TERMR
o ERE BRI
o EF “BRER

Citrix Enterprise Browser #shiy4s & & F Chromium k4 119 & Citrix Enterprise Browser ki 7~
119.1.1.60, & Citrix Enterprise Browser Byi#4#{5 8, &2 Citrix Enterprise Browser 314,

WRTRHEFAR  LE, YEESEIRESIR TR, Citrix Enterprise Browser s B RnEMEZEEN. BIE
F3F Windows # Citrix Workspace RZF#2/ 2311.1 (3¥F Chromium kg7 119.1.1.60) &£, FEEFEER
EERN. WMKZNE, SEERIEIHESHMITEMEIEN, JRIHRMF EMERBT— M EEINEETR.

B T kEN&IT  Citrix Enterprise Browser IIEXRA T FIE/ LD HFKENLT, IR EEFHNAF KR,

TIHAEXNKEY BEF Citrix Enterprise Browser ¥ BT HY EIhgk. AT, RAYER Chrome M LR
[EHEYBIZF. Citrix Enterprise Browser IE AR ELEMAINBEXY BIEF. SERALEBEEXT BIEF
BB NRFITI RN —29. RKAPTLURIEZE®EE citrixbrowser://extensions IBEBEZIRAT
WY BREFATERIFRMEAX LT BERF,. EXNAREEREXT BEFNEAEE, BESREGIEEENY EiE
Fo

i@t Global App Configuration Service &1t T Web i1 SaaS W Bi2F 0 SSO  Ligl, /A PowerShell
A Citrix Enterprise Browser BeE# =& % (SS0). &, @I XFhE LA SSO Thae, ErILUER Global
App Configuration Service (GACS) ##5| \#9i& &£ Citrix Enterprise Browser 2 & SSO, &2 5 A LUfE

—#i& &R Citrix Enterprise Browser th#yFi#s Web #1 SaaS M BEFEA SSO, X5 A BB T HE S
PowerShell #2iRHER, BXIMAET GACS B SSO MiFA= 8, ESWET Global App Configuration
Service &1 Web #1 SaaS MBEFNESE R,
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https://docs.citrix.com/zh-cn/citrix-enterprise-browser/gacs#mandatory-custom-extension
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs

iEATF Windows # Citrix Workspace R RiEF

} =r

AR

FATEINEEER GACS H1 Citrix Enterprise Browser & B8t & #2850 Citrix Workspace R HEF. 1B
B, WEILEFERIETEN. XM GACS FIREXAVERESMNRA S FEMNERFAESR, BSRIREERMNE,

R e R ZRINEEY BE StoreFront

StoreFront MER A F R (SSO) 18, AIHRSE—H SSO K3, FEAX—HMILINER, BREEEET
StoreFront if ia) iz A 12 FF BY B2 MU# 1T B 5 10 3E. A TEFEM SSO Ihae, &t Web 1 SaaS &2 A2 U K&
StoreFront EAMAREN S HIRERRE (IdP), HXiMEEE GACS B SSO Wi¥ME R, E2E Global App
Configuration Service &2 Web #1 SaaS NBEFHE R &R,

7£ Citrix Enterprise Browser T EEE@SHIIE HESKMWIE (PTA) & Azure AD Connect B9—ILhAE,
PTA B—MEMRIES%, ERALLEEN, BREEINEFIHTEIEEIIRSR. BKZEFIZERE, BAEeR
Eimi# T, EXMAER, FRHTENERSSMNBRIERSSRBE, URIEAFNERE. PTABEEENEFRKItE
NS MRS [EE EERENEF HITENEMARLIER. % Microsoft Azure AD BB SRR
&8, &8 Microsoft Entra seamless single sign-on (Microsoft Entra T8 HRER),

ATEFHITERIMNIIE, BEE Windows kP BIZ2F 4887 Enterprise Browser W5 R EEF Azure AD
BIF RN R BIEE#ITR B, BERTEREI Windows tkF i EBiZ2FEE N ExtensionInstallForcelist T#Y
BEIMTIRN—E5. BEXEBRFIET BEFNTAEER, BRI BiEF.

127 MMRLAFEDNIRE e, EERTESNSRLAPKNER, flinRNRAEFMREXRE, BERT
Windows #9 Citrix Workspace R A#2~F 2311.1 (X¥F Chromium AR 119.1.1.60) 2, EIMEHRATERX
LEFMER,

« App accessed (AR ABIER) . Enterprise Browser {2 tE X R B HRNRENBIEFNESR, B
RBIZN AR E SRS ST o

« Traffictype GfiZE3E!): Enterprise Browser iR{E X HIBRHE L IXER3E T Secure Private Access
BRI RIENIER.

ZI5M Enterprise Browser RIRLMAFIER, EBRER Citrix Cloud kA6 Citrix Analytics RS, &R
Citrix Cloud /5, £#12l Analytics (93#7) > Security (Z£) >Search (%), FiZUE, EAUUSEZEIE
RED TN BEFMEE. &% Citrix Analytics B9IF4EE, BSRN T,

2311.1 FRVERTIL

o X5 TLS thillhks 1.3

BREATEIRINBEENTERIIR, BERAE AT LR8I TIEERE.,
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https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs
https://learn.microsoft.com/zh-cn/entra/identity/hybrid/connect/how-to-connect-sso
https://chrome.google.com/webstore/detail/windows-accounts/ppnbnpeolgkicgegkbkbjmhlideopiji?utm_source=ext_sidebar&hl=en-US
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/gacs#mandatory-extension
https://docs.citrix.com/zh-cn/citrix-analytics/getting-started
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview
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2311.1 HEEERER
s WF2HRE, REEFAFAELFRHEMAFTHA SSON MED, BXEFEAER, BERAETHARFAENS
%, [RFWIN-32482]

« MREAT SSLHABXATZIEAREM, BB TENBEFRRN. MREBHT BENBRERF, WHEEE
E—ARSHB LEMNSZ— N EENBEFNENERIE (RERSF) PBEH, MEFRHAEFERSIEFBHZ
RFATERF, S30m Broker RIXBIMIIIEIER, [CVADHELP-24549]

RIE[ R

s MRACNABERATEEEA, WAEEEE T 2ERKE, EATF Windows 89 Citrix Workspace [
BREFthaKESRIE, [CVADHELP-23771]

L ABE URL WIREEE (TLD) LFRmANFRRERSE TLD B, ERIRET AR MM ABE. [CVADHELP-
23973]

o ERAERTSHRBIEN, RNEAEETESAMHERUTHERER:
‘W ABERFE. BFERNBRARAZR.”
ERTF Windows #9 Citrix Workspace M BEF 2309 hESRASHILRE, [CVADHELP-24127]
o EEJRETERINGER Azure AD SAIIEMNZNAREE, HETRESWEIUTHIRER:
“TEERTRS 2R
Citrix Workspace M Bi2FiRZA 2309 #1 2309.1 &H kA&, [CVADHELP-24187]

« BN{ETEYR Workspace #=#£# WSCReconnectMode i& & 77E Windows RN EHiEiE, HABRT
Silent authentication to Citrix Workspace (@A Citrix Workspace IR R B HIEIE) HBRAET, fiE
F SAML2 #1 FAS B 383E89 Citrix Workspace B2 eI fE T A E S ISR IR B 51&E R, [CVADHELP-
23018]

s BMEERRBTEF IR USB 1&&HNBMEER, Bloomberg 584 5 £¥HRHEIRBIR IR AT 8T % B 5hiE .
[CVADHELP-22673]

o EEIBIRS BN EH T (GSLB) URL B, Citrix Workspace mJgEfEER BN AMEE LRGSR, HE
23R StoreFront FRSZEBEINEFIASSEUH S th GSLB IR IP (VIP) thiit ek AY(a] SRR & H IRt a) R
[CVADHELP-22467]

2z )k
o SEEBRE RN ABEEFRIN AiERkK. [CVADHELP-23733]
o FERARBENRIERKHGSTERLABSEEEN, S EESHR, [CVADHELP-23801]

3B GPO BB Z MKkFHBEEME LAY, Citrix Workspace A2 BLNIREIFRAKF NS,
mABEER B MEF, [CVADHELP-24018]
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o BRI ESH App Protection Ei%iELEERT Windows 8 Citrix Workspace B F#2F 2309 ki
BT, HFEEEE FAETREE. ThAEREMH T #7E Corsair K70 82 F FE/EFA. [CVADHELP-23450]

o ESERFED, EREAENEIFEER, Citrix Workspace MAERF LR BIRATATRES IR R,
EEALEE ,EE% StoreFront Y default.ica x5, FritEii B4 C:\inetpub\wwwroot\Citrix\Store\App_Data\de
¥ RelMouseSyncTimeout=xxx(min 10 to max 1000) #Fm= [WFClient] 5%
£
i FIgE TR
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Moc
#Z#: RelMouseSyncTimeout
KA FRB
f&: &/IJVEHN 10, &AEHR 1000
[CVADHELP-21829]

o BEESERD, ERENFREETENTARER, 4G Enter iy, BMEEXHET Citrix Workspace [z
REFZRE, ZRAEFHERITH. [CVADHELP-22700]

o EREBERT, & Citrix Workspace NEREFL RN ARFIKSEN, SosBIARBIRERS, HP
— & HBHMAEEEF, F—%7 Toast @/, [RFWIN-31561]

- BASEINENREUEERSHERN, MREUTELEETBERE, EEESRBE Citrix Workspace
N FERER:
“WNREEBRER, BERTENUREAEEER shell LUEHTEMIAFE.” [RFWIN-31949]

s FIENRBRANTEEANLLE, NMREBEAFSIE, WESETR—&HEIEHEE, [HDX-54552]
o WERASIERHNMEIRGEN T AIRTHIET. HEEREAT Windows # Citrix Workspace B BEF MiE
NRERIERSITHAENKERNARFNEHLE#E, [HDX-47317]

o EERHBHRARERFFERDMNY, ERSIRIMERE, ®ET Citrix Workspace R ARZFHRFH
GPU Rz @B HIRILIARE, [HDX-57621]

» R4 2311.1 hieAn Citrix Workspace A2 /G, ErTAET A6ERA Citrix Enterprise Browser fE 2455
hRE BT RS EE. HitkiE@EE R Citrix Enterprise Browser E&&E R 2 Citrix Workspace
R AR 2z i%, [CTXBR-6386]

BFRRE

 YEBBEMBEEAMELARNNBEREFISEEIF LR, WebView Rt algEs 2/R7E Citrix Workspace
R 2R EEs, [CVADHELP-22108]

« M Citrix Workspace R EFE:2%] VDA B, FIMgEMNEMREETH 32 MFR. Alt, REFARFT
BT EEE P HRIEFIRAZIEE. [HDX-53084]
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2309.1
G IhaE

EhR AR T BB T oU# B M REAIR E M RYIR) L,

Citrix Enterprise Browser

AhrAEIEETF Chromium kgrzs 117 89 Citrix Enterprise Browser ks 117.1.1.13, % Citrix Enterprise
Browser #9i#4i= 5., 1557 Citrix Enterprise Browser 34,

B2 R

o R ICAXHHTHT ICA XHHXXHFELL Unicode SIFRIEF S, EAIRETEZBMRIE, NHEEMN
BI85 1A R AR A IE H XY AT SR I0IE, AREAAM Citrix Workspace B F BN ARFHEH
B, eI, [HDX-55649]

o FEAGSTREEAT Windows 89 Citrix Workspace M ABEFRRZs 2009 BF, TJgeSHILUATSEEIR:

- STOREO 2% - NAREZMAEETERFNNSEA—FERES, RREAERNNABERI.
- STARTMENUDIR #1 DESKTOPDIR - ZBE=H&EHETR, HERTHRZANZMEIBER.

[RFWIN-31704]

s MRRFHRET.NET Runtime 6.0.20 RESRAS, BK%%.NET Desktop Runtime 6.0.20 sk E=E AR
7, EIBERE Citrix Workspace HBZFHEIKREI—&£i518ESE. [RFWIN-31817]

o 7£ Windows 11 EizfThY, RERHIKINGETE Citrix Enterprise Browser frzs 117.1.1.9 EFT AL TEEE
17. [CTXBR-6181]

o EERHHARERFFERIMN, ESIRIMEKE, ®E T Citrix Workspace M ARZFHRFH
GPU RZHFIEHRIGRY & tH I 18] &, [HDX—57621]

2309

HEINEE
AR
BZkRZNEE, EHR Microsoft Edge WebView2 Runtime k7 117 SiEShrAS. TR INERERHhRZ
LURENEFBIIhRE AR 5 R &MXMNEE,

AhRASAHIEIN T LUF AR

o NET EMHREFRMS
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o IESRRIEINN ARIEF K E B AL
« 7£ Citrix Workspace MARRFHRFRERHRMT “WEHR" EI

- %ixH>% Citrix Workspace N BZFHI R 1R

+ 3B Citrix Workspace N AEFTHNAFHREL R

- FAGSTAEDREREGRRRS

o ATBEMZRE Citrix Workspace M BZFHIE S

o ERTREIERNEEBIE

« Citrix Workspace M B2FRRERFBEN AT HAR]
o 35 EDT BN (AT SEAR]

o f1£89 Microsoft Teams BIEHT

» App Protection

- XHENEEEN
- SRERECUEN
- 12 DoubleHop & ER App Protection

« Citrix Enterprise Browser

- @3 Citrix Enterprise Browser #1754 34iF

NET EAMN&E M BRT.NET Framework 4.8 4+, s FEBEERAMNPRAY x86 1 x64 &4, Citrix Workspace
N FAREFEEE x86 HrAH.NET Desktop Runtime 6.0, X8, &S NET EXK,
1SRRI N AR RERMER

AR

8 Citrix Workspace A 2FiRZs 2305.1 REEARARE, IR EEATFRARE, 82309, EMA
FAHR FAE S,

WHT, Bai#ENEENAFREAER. EEAFRIEERHEELEME, HERF XA TIHEE, FABNEEE
B8,

BHENNAEFNKERAREEEFE. B, HBEEATF Windows i Citrix Workspace R 2R L2
MY AP RFNELE, IR TILAF RN T REXBHRSHEXER.

BXFAER, BESHANET BV AREFIRENEDAL,

7z Citrix Workspace LARFHNASIHBHRINT “HEHR %M SINBIEHRSETRA T HERF FR UK
BIMHITHEEHRR. AIUEREEUTREA TANRSIEEPH Citrix Workspace BRZFENR, AGEFHE
HERRIS BT Ih1R

“HRIEHBR” THEYRAEDT
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improved-virtual-apps-and-desktops-launch-experience
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/troubleshooting#addition-of-the-troubleshooting-option-in-the-system-tray-of-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/troubleshooting#send-feedback-on-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/session-experience#sustainability-initiative-from-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/keyboard#configure-keyboard-layout-synchronization-using-command-line-interface
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install#command-to-cleanup-and-install-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#enhanced-domain-pass-through-for-single-sign-on
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#introducing-new-installer-for-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#support-for-edt-lossy-protocol
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#optimized-microsoft-teams-updates
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#important-update-on-file-names
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#policy-tampering-detection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#app-protection-with-doublehop-scenario
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#authentication-through-citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements#net-requirements
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improved-virtual-apps-and-desktops-launch-experience
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o RIERIB

o IERE

« WERE

- EEVAREFHIE
o #EY

£ixB % Citrix Workspace L AEFHRIE &KiXRBERAIFEEH Citrix 7R Citrix Workspace R A2
FEREPRERBRINEMDE, ShaURREN, UBEBIFEIIREEM Citrix Workspace [ AR2F AR,

BXEAMESR, ESRE Citrix Workspace EAEFHNASZHETRINT “WHOEHR" %D,

kB Citrix Workspace L A#2FHMAIELRITY BANINERS, SRAPXAENSEN, RASIRREEH
KERE. WRE Windows RIERFHREATERBEAFRERI XA VM, NILINEERTRER T &R,

BXEAEER, EBRAEA Citrix Workspace W BIEFE IR EFEEL BitRo

BT A< TRERERERBRAYNmS  Lal, ERILUER GUI INEHREREXHFREERETBRAL, it
FRAH, SINT BT ERRSITRERERETRRATIFB L.

BXFAER, FEAEAGSTRELEREMNRED,

BT EEM%E Citrix Workspace R AiEFH®< #H /CleanInstall e BEEZAHENFERRE
i, BIIXHFEMRE, REEHTEHNMREH Citrix Workspace M2,

f5I4n:

CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

R 1kE Microsoft Teams ST

BPiEH#EHAY Microsoft Teams #E 0 EOL 2024 £ 1 B 31 B, Microsoft 7 #/ VDI Microsoft Teams f#;
kEH=MA Microsoft Teams SSEOAF RENS R, NZHSEOMGR. LAEMAZRHZEOTIEEN Citrix Virtual
Apps and Desktops #I Citrix Workspace R FA2FEhi A7 RE4R S fE AL (LR Microsoft Teams Thig, Bxi¥
MEL, ESRENEHEH M Microsoft Teams #7&0 EOL,

5%/ F A WebRTC 119 SDP &= (Bit%l)  Citrix i+ RIERFARESHFH WebRTC 3355 SDP &= (B it%l)
. HAERAZIFFH—ITRI Citrix Workspace [z FB12 ARz 7 BE 4% 42 455 PR S L2 L B9 Microsoft Teams 1h
fE. BXIFMER, BBRAEHRFER WebRTC ffy SDP #8830 (Bit%l) o
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/session-experience#sustainability-initiative-from-citrix-workspace-app
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#upcoming-microsoft-teams-single-window-eol
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#deprecation-announcement-of-the-sdp-format-plan-b-from-webrtc
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App Protection

XHEMEBREN EEAT Windows B Citrix Workspace R RIEFBIRRARAF, BRI FAARERN LTS

A
mEXHZ

EntryProtect.dll
entryprotect.sys
epclient32.d11
epclient64.d1ll
epinject.sys
epusbfilter.sys
entryprotectdryv

epinject6

MXH#

ctxapdotnet.dll
ctxapdriver.sys
ctxapclient32.dll
ctxapclient64.dll
ctxapinject.sys
ctxapusbfilter.sys
ctxapdriver

ctxapinject

X HBIARER %ProgramFiles (x86)%\Citrix\ICA Client fi&.

MREERF EREBXGRBARMEIFERHATTIRD, BFEHRITIIR.

REREUEN  91R App Protection Mk REHRM R BEIDREWIREN, REEAALNINEERTBA LA F AR E
HNBEFNEESE. MREVEREEN, ENNAEFHISERIEFREL, FERUTHRER:

Citrix Waorkspace App X

| Session is terminated as App Protection has detected policy tampering. Contact your
system administrator.

—» Copy text to clipboard

Close

AR

L IhBERTEENE £ 89 Citrix Virtual Apps and Desktops hrZ< % 50T Ao

BXREBREASCNINEIIFAER, BSRREELDI,

i#@d Citrix Workspace N AiEFiRfH VDA N SmEZI08E  LIaT, B/ App Protection /&, 33y
Microsoft Teams 2ESE#£=, EH App Protection FAFEHERE,

BE&RTF Windows B Citrix Workspace R Bi2FFhR4s 2309 RE Sk A, BMERZAT App Protection, H#h

k89 Microsoft Teams BEEEEHEE,

BEXFAES, SRS Microsoft Teams 8 HDX (AL HI R A 14,
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/features.html#policy-tampering-detection
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/features.html#compatibility-with-hdx-optimization-for-microsoft-teams
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7z DoubleHop 75+ App Protection XSS AR%#F App Protection Ihék, MEkm 2T Citrix
Virtual Desktops &i&#izfT89 Citrix Virtual Apps =t Virtual Desktops &%, ENHE=HEF, EAUBHE
F7T App Protection SRESHIEIAN BIEFHIRE. B2, App Protection IhaEHRE A,

WM7E, 5IANT Windows HZE, AFEENKRIHERHELEITFAERAT App Protection SRESH E I AREFN S
E. BXEMMEL DoubleHop BagEMI¥MES, ESREMA “fHLE DoubleHop B &5,

Citrix Enterprise Browser zs k7 & 3#F & F Chromium ks 117 89 Citrix Enterprise Browser ki 7~
117.1.1.9, &% Citrix Enterprise Browser Hi¥#fE 8, &5 Citrix Enterprise Browser X%,

@2 Citrix Enterprise Browser #1751 IE a1, d1R Citrix Workspace i ARZFH S HIRIESHEET
, BT ER Enterprise Browser, @ /utn#e 2 Citrix Workspace B Fi2FH EF TR (R I0IE A AE4 S E R
Enterprise Browser,

Bi&RT Windows 89 Citrix Workspace M AB#ER 2309 kA (XFRZF Chromium k7 117.1.1.9) 2, XM
RS RFFREE, &7 87 Enterprise Browser & H#THHKIE. ©X AR Citrix Workspace MR#EF
BITHHIE, hoh, HINRRIFIRHTET RIAK.,

==

P =W

o thINEEEATF Workspace R AE[E.

@ Citrix Workspace x |+ v

@ Workspace

y
may monitor your use of systems and technology resources in accordance
with the AUP and will handle your information in a manner consistent with
the Citrix Internal Privacy Policy.

User name:

Use Okta Verify Push

Submit and send Okta Push

citrix
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure#enable-block-doublehop-launch-setting
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BATRSEAR

« Citrix Workspace M AZFHMRERFEN
+ X35 EDT HifthY
o R T BRBERNEEBEIEE

BXEATGIRINAEENTZRIIR, BSE AT GRS,

BEfEE 8RR

REEE

 BNfEsk7E Citrix Workspace R AREFHFMEMK,, HEIRSTRITXELATEESTT.
[CVADHELP-23124]

o ERERE/\ MU LR REBNES @i Citrix Workspace M BEFEEIE A RN BEFTESKN, HE
TUTHIRER:

IthRZ<89 Workspace Rzt ERNE, BS5ENEEREK R,
[CVADHELP-20555]

« @3 Citrix Gateway EiZH, MREFEESLR, SIEAIEELEAER EDT #1T&EEHEIREI TCP, #0R HDX
BERMFRREIEERIZUER, SIERIEET AB5. [HDX-49878]

o ERENMIEF G URL EE @AY, FE URL Al AR AT & Fin L4 TFF, HERTRE?E VDA £ TH. W
ML RFENRRRENIE A HNABSEERIEESIE ping 0%, URREFP R UEMRERXEEFEEEHN
URL. 18 ping l&EXW, ©FEL URL EEMIER, #F 8 URL &7 VDA LiTH. MALEER, &=L
FELE ping BAENBIZFHINEE R,

ERHLE ping EAENBIFFHEER, HIEEUTEMRTL
HKEY_LOCAL_MACHINE/SOFTWARE/Wow6432Node/Citrix/ICA Client/SFTA
&#R: OverridePingCheck

23 REG_DWORD

#: 1

[CVADHELP-22824]
« WRHE Desktop Viewer HFIARERFREMA/), RiFAIAERMFERE, [CVADHELP-22063]

« Citrix Workspace AR RERRE, A GPO RXGHSITRENABEN, AR RN HHIRET.
[CVADHELP-23345]

« REAFEA “BRREMNENEE SMERIRLFERERMRATESLK, HETHERES. [CVADHELP-
22507]

« LEBRSENIZE N False EEMAT Desktop Lock Thaeht, ERIRETAFIMNARE, BT ERhE
. [CVADHELP-23052]
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- T%ikia) Global App Config BRS3238Y, RNk RIREREBAY, ERIREFREAR MM, [CVADHELP-22999]

+ F4% Citrix Workspace M EEF RS 2112 kB ShAE, ErIEEX AR ICO SDK H19 AP| BaicAiE
FHEERiE. [CVADHELP-22940]

« YRWHABEIES StoreFront SEmEY, ERIBETEM Citrix Workspace Eai Bi2F 3£, [CVADHELP-
23606]

RBFR %R

o 233 .msg St At Microsoft Outlook ERIHMEMEIEZ AN A REEEATaES KM, [CVADHELP-
22542]

o EARETAERERERIEEER Citrix Workspace MAER, REFEESNAREETEARISHRIE
BR. UTFERTFTHIMRM: E5XEE GPO ST EKF B U R BEERSERIZE N false BEH
T “Silent authentication to Citrix Workspace” (3 Citrix Workspace iR T E A I0IE) HRELHT,
[CVADHELP-22641]

+ M Citrix Workspace B2 50y, A E MM AEEEH. REER disableiconhide i
MRMEIREN “true”, NEHILEZ, [CYADHELP-22916]

« 2i{#TFF Citrix Workspace A28, BEIRSAFR RERIEEREINXE, &A1 T EITH Citrix
Workspace MAEF., NHUREMEFIHVELEXHIASHIMItRM, [CVADHELP-22683]

« TF =MbY, Desktop Viewer ZFfaJgExtHENE B, [CVADHELP-22925]

c FREFEEORNERISEN, MR ADC Sl AEHIKE, BT EAER “BFEER BXAEINE
#35®E. [CVADHELP-22881]

+ M Citrix Workspace [z B 2 F ki Zs 2305—2307 A& f5, EELASIBEERES . [CVADHELP-
23429]. [CVADHELP-15550]

o fEALER Windows S150iER Web RSZ230F, Web imABT L EZEZFiE LEM, HETESER
ZIRSS 28, BCR IEAEIRE N DIRECT R &Ik, [HDX-51739]

o HIEM Citrix Workspace B2 EHERE R, Citrix Workspace MBREEFERHAERERITE
B, X HEMERBENXIEER Citrix Workspace M AREFNA SHIItR-, [RFWIN-31415]

RGRE

+ wfica32.exe #HiZAJsERTE AP SIEHAERIMNERH. [CVADHELP-22249]. [CVADHELP-22234]
« i&EATF Windows B9 Citrix Workspace B2 2212 iR A A T35 B & X PAC X ik BRI E 1.
[CVADHELP-22503]

App Protection

« 72 Citrix Workspace R AR 2212 siEmARAH R Corsair K70 &R, RItcmBRAT RERIZ
RINBEMNEORXHEIRMNER. [CVADHELP-23157]
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https://docs.netscaler.com/zh-cn/citrix-adc/current-release/citrix-adc-cache-redirection-gen-wrapper-10-con/cache-redirection-policies
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2307.1
FEINEE

LEhR AR T BB F U B A M RERIAR E MERYIE) L,

B2 S8R

+ 7£ Microsoft Teams #, YEHZERBINARFHFEEANG, KEA (HHRNB58) BERNES
LERTRER Ef, HEHEREHEAMEROEETITWHNE AR, etk [HDX-54395]

2307
FEINEE

AN T HELL R LH Microsoft Teams FRERIEENXZRE  2ZA1, BRARBIREIIERE, SREEMEESSHE
FE, Hli, EEFEBHEMA Microsoft Teams KINBEKRME S, M—IRRS IR EH BB Microsoft
Teams, ItiREASERLRF AR E,

Ak, Citrix Workspace MR ZFIRIESERMES. tHFTEA T HBRFINE,
A
B R Microsoft Teams,

FE:

BT Microsoft Teams #HHAENEHE, LRINEEAATA, EEE CTX253754 i EHMN QS

Citrix Enterprise Browser Zxhyz& &2 3FE F Chromium kg7 112 89 Citrix Enterprise Browser i s
112.1.1.24, & Citrix Enterprise Browser Byi##{5 8, &2 Citrix Enterprise Browser 314,

Citrix Enterprise Browser {#iFA BiEHT Windows # Citrix Workspace M B2 2307 hadsiz, EiE
BA e AR ERREMIEE Citrix Enterprix Enterprise Browser R#ZEAHTEE,

AR

ZINBERT, IRES Workspace R AEER .

g IT EERTLUESUTARNZ—EEE Citrix Enterprix Enterprise Browser 1#E A NHIEE:

. HFRBENTR (GPO)
+ Global App Configuration Service (GACS)
+ web.config.file,
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https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/zh-cn/citrix-workspace-browser
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#iF:

FREECE A ENMLALEER. BREPERA—MZEHNIBRZRES .

o MREHAREZIRESR, BE—1Z Workspace ARENE, ZIRESRIGEHEA.

 WFRALBA, TICME WM, WRAAI Citrix Enterprix Enterprise Browser 875 018 B J Ui
KNAER, NsEmizRiEs .

) Workspace N AEERZALIEE, EEABAEUTEREFLAUTILE:

- set the CEBShortcutEnabled attribute to false in the web . conf1igfile.
- disable the Enable Citrix Enterprise Browser shortcut property in GPO and GACS.

EMAREIR

BHEFTLUERRERA Citrix Enterprise Browser g5 B4 kiz % Citrix Enterprise Browser RS 7
‘8" XBRERTETR.
AR

&t GPO #1TEEEA T Workspace #1 StoreFront,

E A Citrix Enterprise Browser IR#EA T, BERITUTIERE:

1. #@ia1T gpedit.msc 77 Citrix Workspace [z 2 F AR R ERIER,
2. HItENEETAT, BEEEER > Citrix £ > Citrix Workspace > Citrix Enterprise Browser.,
3. %&#ERA Citrix Enterprise Browser [RiEA %D,

[E Local Group Policy Editor - [m] g
File Action View Help
o= rEz HE T

> (2] Windows Settings ~ || Citrix Enterprise Browser

v ] Administrative Templates -
= Enable Citrix Enterprise Browser Setting State Comment
~ [ Citrix Components hortout
~ [ Citrix Warkspace shortc [ Enable Citrix Enterprise Browser shortcut Mot configured MNe

» [ App Protection Edit policy setting
| CEP

" Citrix Enterprise B Reaui " & Enable Citrix Enterprise Browser shortcut
rix Enterprise Browser equirements:

7 All Citrix Workspace supported
d Citrix Secure Browser atf s s [E] Enable Citrix Enterprise Browser shortcut - -
[ Citrix Workspace Updates platforms Previpus Setting Next Getting
[ Client Engine Description: . ‘
[Z Compliance This feature enables the Citrix @ Not Configured ~ COMMeNt:
| Diagnostics Enterprise Browser shortcut on the
= oPI Start menu O Enabled
] Fast Connect APl Support O Disabled
% i:"‘i'a' s‘:‘pp C‘I’EL‘Q service Supported on: o) Citrix Workspace supported platforms
utti-Stream
> ] Metwork routing
> [ Remoting client devices Options: Help:

> [ SelfService
[ StoreFront

This feature enables the Citrix Enterprise Browser shortcut on the

] U thenticati
[ User authentication Start menu.,

[ User experience

> [ Contral Panel v % Extended £ Standard

1 setting(s)
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BXRIEER GPO MIFAER, BSRAERY R EEERITE,
Global App Configuration Service (GACS)

£ %l Workspace it & > N FBiEZF B & > Citrix Enterprise Browser, #A/5 /= B & Citrix Enterprise
Browser f###E5.

BxuAER GACS Ul B9i¥4fE 8, &S Citrix Enterprise Browser XXH4sEI A R E—o
AR

XMELE A EAT Workspace # StoreFront,

web.config tfF:
#EE4TEMA CEBShortcutEnabled E1%.
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

AR

i#d web.configEEERTF StoreFront,

#F3 web.config:

EFHA Citrix Enterprise Browser RS, BHRITUATIRE:

1. R X 7458 88 3T FF web.config XX, ZX#@EE i F C:\inetpub\wwwroot\Citrix\
Roaming directory,

2. EEXHRHRIAFKF TR (ERESENKFZFEA Store)
f5lgn: <account id=... name="Store'">

3. #E </account> fRigzal, SMEZAFKPNEEHFINUTRE:
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

FTERZ web.config XHBIRAI:
<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2eel14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">
<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="CEBShortcutEnabled" value="True
n />
</properties>
</metadata>
</annotatedServiceRecord>
</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

B2 ErR=

« EEMATF Windows 89 Citrix Workspace A2k A 2212 kE=RAT, EEEX Web ABEFRER
EBHERTRERHANEMSEEUTER TAZRIP: MREEREFRESSE App Protection 5%
E, NEsENEE. fSE2RP, 22ESEMIFEM, [CVADHELP-23189]

o BT wfica32.exe halgE IR, Citrix Workspace MBREFSIETAESIFER, WRARILLRE, &
ATBE =R EIE M ID 9 1000 AYEHIRE 2. [CVADHELP-23341]

o Y& MiE R F Windows B Citrix Workspace [ f #2 FF bk 4< 2303 3% & & kit 4 i/ ia] Linux VDA B,
Wfica32.exe AIBERAK, YSTEKMEAFITARSHSH BRI, [CVADHELP-23037]

o tNREEA Citrix Workspace MAEFARZS 2305.1 FE RIRARIBEHALAN N BEFH#HTMELIRE, T
AN ATRET 2 R R L SR, I RBNRERE R &IETE Citrix Workspace B B2FH5Em T IEHBE .
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[RFWIN-30798]

2305.1

HrigIhae

SR I AR S E Bk
AR

IIEEEEERToNAEE, XNAMNAEEARATSE R,

al, Bai#EIEENAARREFEN. SRR RREHIEREME, FEAFPXHTMEE, EABNEERE
BSHY,

@Cnnﬁecung ®

Starting...
|

BtEMEARFNSERNAREESEFE. BN, FEMEERT Windows i Citrix Workspace R FR#2F L1
MTRFRRFNER, AT ILAFRET#HEXRIRSHEXER. BNERERENE TH.

@ citrix Workspace = [a] X
(& Citrix Workspace Q Search Werkspece S
a
| '@ Home
Apps
3 Apps Recents  Favorites View all applications
@ Desktops g b b4
> ¢ ¢ @ &
Excel Chrome Acclaimlp Podio Enterpfise
Browser
Desktops
Recents Favorites View all desktops
o Bl epaessirawioP
cifrix

BREUUEEEXBoIHENEEXEERN, MANNENER. MREERHHBAFZHXANKE, NEER—

FELHES.
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BiEATF Windows i Citrix Workspace RZA#2F 2305.1 2, IBEEZRIEPRINETFBARS,

AILAfER StoreFront (i) KIFRVEMRTISALLINER. BXFAER, BERANE T BN ARFNEENED
ﬁs—g‘_‘[o

AR
FAMBRAMERFEREEEFFEREREFFEPHTIN, FARFREEZRENN S, Citrix 7EZ

THREFR UG hRAYSZ 3522151, BXMIRMEUH X ETHREM R 1%, Citrix FIRESRIBRIFM™ENE. REHNEEMTR
IRHITERME, BIABERLEFIFREHEE Beta hiids,

BJLUEIE Podio 1RHHA X ILINEERI R I5Ro

IREx Storebrowse i $RE BRI FEXX G IRER Storebrowse S HHITIRS. BERERINRE, &E -
launch &g — P HE—MNXHE, EHSHERIGIRHNBMER -, KBIRESEETF ica.errorx
e, ZXHE2BEIEN.

AR
EeuER - launch &S AXXHERHM ica i BR. &N, ALzt

BFRERMEMHNXEREETF $LOCALAPPDATA%\citrix\selfservice\cache, EaLUEIE
B ISR LS,

RINERT, LRI T B AR,
TERER® - T SNBSS HRE):

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec017 -CitrixID store0®0-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad —ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ—-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

% #5 StoreFront N B ENFHXKIESZE EAT Windows 89 Citrix Workspace i 2 F 2305.1 &£ #
StoreFront N AEENFNIL. A UER TEMEEI—MAE Citrix StoreFront N BEIE#1THHIRIE:

+ A Windows Hello #1 FIDO2 22 %, BX#MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A B REIZFIEIAN AAD BIitE & a5 R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

+ Workspace &G R3¢ Citrix StoreFront i A& E#1TH MR IERN A F R EMEHHA1T Azure Active
Directory &#ifinskEg, BXFMER, ESHZHF Azure AD FEYE LI,
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HUER Microsoft Edge WebView2 fEARE M 28i#1THE StoreFront MIMXSMHIIE, 7 #EEALLIIAE.

AR

EHR Microsoft Edge WebView2 Runtime ks 102 SiE = HR A,

A LER Global App Config Service f4AFBExTR (GPO) kA StoreFront R R &EERBBHMRIIESE. BX
BMES, 1E8RAZIF StoreFront M AR ERFTURIES AZB5.

7 Azure AD %35 200 Z1MNE  7EARKRAF, BF 200 2MAER Azure AD BRI B EH B ZA P I HiE
FHEmEm. Mel, B—APTEEEXLENAEFMEHE,

AR

P #M Citrix Workspace R 2R ESHH EME RGeS A LLINEE,

App Protection

REFIDRIGERINAE BT ULIEIRINEE, MBHREUTRMGZ—, WSESHEIENBBIRSHEY (SSP) RELEAR
BEICR:

s WEMERAUTE—SBHET App Protection:

- EREEEHiED SR App Protection S3%4E,
- fEf startappprotection &<175%U=5h App Protection 4%,

o MREEKRERESIEDiEF SN App Protection Si%iEREMAMA startappprotection &%
758, WERHE—ITERIPNEREEREARBRIZREN.

AR

Global App Configuration Service (GACS) F14A%EEE 1% (GPO) RERE = EIR1TH, g, NREITiXLE
FEZRET GACS %% GPO %88, NESHIIEM SSP RE L RBARERIZR.

XHRMEEEH EEAT Windows B9 Citrix Workspace R EAEFHIRFAREH, SEHMIUATXHEHSR:

« EntryProtect.dll
» entryprotect.sys
+ epclient32.dll

« epcliente4.dll

+ epinject.sys

« epusbfilter.sys
« entryprotectdrv
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« epinject6
X R %¥ProgramFiles (x86)%\Citrix\ICA Client\ k.

MREEFXEXAHZPRNETRZRAIZFRPHAFTIRSD, BEEFMXGINERATIIR.

Citrix Enterprise Browser sk 4 &3 & F Chromium ki 4s 105 &9 Citrix Enterprise Browser ki 4~
105.1.1.27, &% Citrix Enterprise Browser Bi#4i{s 2, &2 Citrix Enterprise Browser 314,

SEAGSRT BREF ERUMReN ARG EERIRMBNT EBREFERME Citrix Enterprise Browser, &5
HERE. BENEFT BIER. RRBPOUREEZEEE citrixbrowser://extensions TE&EMERZ
' BEF. BXEZIEE, ES8H Global App Configuration Service,

BXUMPEERNFAES, BERNEET BEF,

&R Web #1 SaaS AHZF E#Y SPA SRB8SCHE  thThAEESR T Web #1 SaaS W BIEF LML £ HIRAYSLHE,
%Y Web T1E# Web TTERM iframe EFRBIEKE, FHIIIMEE T ESRIEKIN, FIEERNSHENBARIZ
™ Web 5@, 8% iframe, B2, KEMXEAZE Web T@E.

£ 5 Global App Config Service &2 Citrix Enterprise Browser EIE5 o] LU#ERER T Citrix Work-
space 89 Global App Configuration Service (GACS), @3 &+ EERMARS R Citrix Enterprise Browser i&
&,

Global App Configuration Service it B2 RAREMERE Citrix Workspace f1E# Citrix Workspace Rz 2
FigE. IIneaiFEERER Global App Configuration Service i§& Mg & sk Z 4 8B R BB U4 E R A 5 o
#9 Citrix Enterprise Browser, EERMEA LUER APl 3t GACS BIERF REEEFEE LT Citrix Enterprise
Browser ig&:

« “Enable CEB for all apps” (WFrENAEFER CEB) - ¥ Citrix Enterprise Browser &3 BF M Citrix
Workspace R F2FTFF Web #1 SaaS B A2 HIZAIAR S 25,

+ “Enable save passwords” (BRREZHE) - AFRIELRLHF REEZD.

+ “Enable incognito mode” (BARSEN) - BAXZARSER.

+ “Managed Bookmarks” (REHZ) - AFERRKHEHXE Citrix Enterprise Browser,

« “Enable developer tools” (BEFAXARIAR) -7£ Enterprise Browser AR BZAFRXART R,

+ “Delete browsing data on exit” GRHBIMFRFNIGEEE) - AFERRARE Citrix Enterprise Browser 7£

AR HH B A PR AR L5 $R 42

+ “Extension Install Force list” (I BiEF&REaEHIFIR) - AFEERE Citrix Enterprise Browser &
rERER,

+ “Extension Install Allow list” (I BEEFREAKFHIR) - AFEEREEAF T LURME Citrix Enterprise
Browser B9# BR2FHIAFYIR, 1LFIRER Chrome W ERNAE,

BEXF4ES, 521 A Global App Configuration Service &3 Citrix Enterprise Browser,
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#iF:

o BIFFENXAKRNE,
+ Global App Configuration Service FHFrE N HEEIEEHTE T LU TER:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"

]

<!--NeedCopy-->

o BEFHALUGXLEIZENBRIFREIRE. BXIFER, 5217 Global App Configuration Service
X1,
BRRE

Ei@id GACS EEA P REAEZE Citrix Enterprise Browser, BHITUTIRME:

1. EAEMERERESR citrix.cloud.com,

3=

AR

Bl Citrix Cloud kP #53F B8, ES50EM Citrix Cloud —X,

2. BIBMRIERE, fEHAELANERET, AE%ERE Workspace i2E.

-

Home
i v
My Services . ( P
liH O el 1 20
Library i . ) o
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( view Library ) (_Editor Add New ) (AddNew ) (viewall )
Network Locations
Resource Locations
Licensing
)]
Workspace Configuration I
A 0 3 0 "% 0 Yy 0
Support Tickets e o
ytics Files Remote Browser Isolation Secure Private Access
Notifications e and usage insights Secure content collaboration with anyone  Protect corporate network from web based Zero Trust Network Aceess toall IT
on any device powered by Citrix ShareFile. attacks, sanctioned applications.
System Log
Mage How to Buy Request Demo
Learn more Learn more Learn more Learn more
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ItATE £ Workspace itE R R,
3. BENAEFESE > Citrix Enterprise Browser,

mM7E, EoLEEE. &L Citrix Enterprise Browser IEEI& &,

EXFAES, 1E8REA Global App Configuration Service &I Citrix Enterprise Browser,

BATRSEAR

+ B Citrix Workspace NAEFTHAFRA R

BXRRATGRINBERISTTRIIR, ESRR AT SR B TIAEDTHE,

BfEE89R)=

+ Y AllowAddStore 2#igBHR N EHERARKENTR (GPO) i< fTEORM HTTP ARIEE, &
ATRESINEI T HRIRER
FTikEEEIRS 2" [CVADHELP-22184]
« E5@ EFER Workspace Environment Management (WEM) 3838, RARRESERETH. B1TM

fT7F ICA x4, MiEE=NITH=mE. Citrix Workspace R A2 R4S 2209, 2212 #1 2302 I LA,
[CVADHELP-22318]

o BNMEEEM R HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Dazzle\ T
PutShortcutsOnDesktop WEIRE N False 25, ERELYENERNTELTERARS.
[CVADHELP-15550]

o BMEEEITAEAZRIPNEAREFNSEHE, SHUAETAFERE=SNAERF Pega Robot Studio, ®R#R
FAT App Protection # Citrix Workspace M Af2Fi & tE#E, [CVADHELP-21146]

o N8 Windows 10 #2ERFLIEFIBBES 2, Citrix Workspace M BEF A sE T A F IR ER SRz
A2, [CVADHELP-21986]

o EBAHHEE EITHM Citrix Workspace AR FERN, EEAGHNEE LETHNE AN AEF 8
TkBo. receiver.exe XHERHMIEDRSHMIELEZ, [CVADHELP-21604]

o L% R Citrix Workspace L HEFH, AIAEFARETS5EE GPO G LTRENZ Nk P X
M AREFNEHE, Computer\HKEY_LOCAL_MACHINE\Software\wow6432Node\Citrix\Dazzle T
CurrentAccount BEmERTUEIEEAN ALTACccount R&HILthA [CVADHELP-21124]

c URBLSESRIPNEBEFE, EAIGELEER Print Screen # (PrtSc) #EVR S & E. 7 Citrix
Workspace AR L A BEBRSEAT App Protection B¢ tHEtkial, [CVADHELP-21979]

s WFENABE, BOEEEEREERMN URL Hmik~, [CVADHELP-22438]
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AEEEATF Windows B Citrix Workspace M2 2203 LTSR /&, ZRIAEERERIIARK. HEERRMM
FR & N AR IS HRIE RIFANITF SelfService Ul Bt ELLkiRI#, [CVADHELP-22696]

BB, EaTaeT M Citrix Workspace M2 R4S 2305 Bl EmE. EaEErsIRIIRIETRTRE,
RNFWFFERHHEIRER, REIFLRMHAEREBIRES: “SSL Error 27: No local security certificates
could be loaded.” (SSL $4i% 27: TEMEF AR 2IEH,) [CVADHELP-23095]

BT App Protection 891ER FTREZERT Windows 89 Citrix Workspace FZ B2 2212, 2202 =
2303 HrABY, REFRERBIFMEANHAZTUTHIRES:

“TERERS ‘@C:\Program Files (x86)\Citrix\ICA Client esources.dll, -104’ (appprotectionsvc).
Verify that you have sufficient privileges to install system services.”(FTix %2R S “Citrix XenServer
Windows Management Agent” (XenSvc), ERIEERERE BBHINIRRRERSRS.)

[CVADHELP-21995]

MREEERRRIEHEERHITEAMBITRE (RARi@IEs#zh) , Citrix Workspace B 2FAIAER(FLEM
FZo M Citrix Workspace R IERFHRZx 2302-2303 kAT, MR ZBIAMFEZENSIE, NSBILRE,
[RFWIN-29663]

EBEesERD, AEERREAHMEE (PAC) XHERET (IE, BsiEMIEMN HTTP EREaXXIINE
AL (CDN)o [RFWIN-29203]

BB T BT StoreFront &1{4%3EH Microsoft Edge WebView H8&At, MMREEREE HTTP BHE1IE
(BESHRIEHNESHRIE) , MIBBAFEE, Edge WebView F 28 51 1IEE O R GER X .
[RFWIN-30061]

LREELREXTITAN, EaEE A7 Desktop Viewer HMiEEZERRE L EIIT AN EINKEN B o
[RFWIN-29875]

Windows 11 #=#HEiR LB IM—MEMYEEERIA Citrix Workspace [ B2 EFRR Citrix Workspace
%8, [APPP-1263]

/2R T App Protection B9fE R T&& Citrix Workspace MATEFFE, “MEZREMN" (E “EHER &)
PR BRI REE IR, [APPP-1242]

2303
FEINAE
FRENNBABTEERE NN KSR IR HUBEFENEE B Citrix Workspace R AR 2303 fR4sEE, EREAHE

F Chromium Embedded Framework (CEF) 893 %5 22 AC B IR AT SR EME R 2o

BEXFAER, FERAKENRBABTEE RSN G E IR SIEFENRZ.
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¥ StoreFront A EMFRIIESZ EATF Windows # Citrix Workspace R FHTEF 2303 sz Store-
Front RZFARIERFINILIE. A LUER FTEMER—FARm Citrix StoreFront 2 A& [E#1THHIRIE:

+ fMA Windows Hello #1 FIDO2 2%, BX¥MER, BESREMSHIIEA,

« M Azure Active Directory (AAD) fER B2 IIZFFRIT M AAD Byt E# 8 =& 23 Citrix StoreFront
@G, BXFAER, BESREMSHIRIES .

+ Workspace &G A3t Citrix StoreFront R A& IE#1T S M KIEH A - EEMEH1H 1T Azure Active
Directory £#i5in%eg. BXFMEE, ESIRAZIF Azure AD REIE AR,

HUER Microsoft Edge WebView2 fEARE M 28i#1THEE StoreFront MIMXSMHIIE, 7 #EEALLIIAE.
AR

EH1F Microsoft Edge WebView2 Runtime iz 102 s E = hR 7,

A LUER GPO &1 StoreFront R BEEERBBEHRRIES . BXIFAEE, BEBEZIF StoreFront MNARBER
VIO 35S 59 o

MET K Microsoft Teams A IGEIFAL BAARAER, BIABRIT, WEAH Microsoft Teams 57
SIGEIEEABRESE, 57 XM, BETEEIE UMD MRENE N EIRHEESEIEAFRIE, AJUNREEBR
Bl m B SRS IGEIE R R 2RI,

B XMEERERLE, S APEHELURHIPERARR (190 720p. 360p F) MZMUTR, AFEUATEMER, €
EiRRAES]. MEFNF. AR, BRERSBEREEBLENRAREDYE, MNMAFRERPRHUREMTE,

3 r

AR

LtkThEE{RTE Microsoft Teams #HBEHETH. % ETANEE, 18%E https://www.microsoft.com/ 3
12 Microsoft 365 B4 E, Microsoft #H It EHAT, ERIIUEF CTX253754 LUK EHRAMA S,

App Protection gutsaIn8E: & DLLEN {EJ App Protection B9—%843, HKMNMEE—NZLERINEE, T
#ENRIP Citrix Workspace M A2F 2 ELERZWNNSTEHERE (DLL) IFTAERRNEBE, MEEANTHER
alfsiER, Citrix Workspace B2 210 M X L F IR b (2 L NHiX ik,

AR TAGBAR DLLEN:

« Citrix BHRIEEEE
« Citrix Workspace MBi2FBFARE
« Citrix Virtual Apps and Desktops

BXIFMES, 55H App Protection Xi%.
T sAA:

IeThEE @ RS R E R PR ETIAE (IN3L DLL FREREVESE APLIRR) RUIRIEISRAIREIER. XHEMENKRETE
BEEALURMERP, FERRREAEXNEHENEETANRESE, B2, MERFRENARE, M DLLYY
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WA AT HI. BARNSSSIRFIFARAXLERR, BRNTERIEERELRENEEPRMTENR.

Citrix Enterprise Browser Zxhy 7 &3 & F Chromium kkzx 109 &9 Citrix Enterprise Browser i s
109.1.1.29, & Citrix Enterprise Browser Byi#4#{5 8, &S Citrix Enterprise Browser 314,

StoreFront x:i% Secure Private Access EREIER, T LUER Secure Private Access fi#iR A R1E
StoreFront H&¢E Web #1 SaaS NBiEF. EEREBNBIERG, SLBFTUEREEEENZ 2 Citrix
Enterprise Browser $T7 Web 1 SaaS R A2,

BXiFMESR, 52 Citrix Secure Private Access x#4dhpyzsith Secure Private Access,

BRATRLEhR

¢ EATF WebEx EHHNZEF BN AZFEE

BREATLRINEERITTETIR, BB AT SR B RETTH,

B2 E 8

o &% URL @3 Citrix Enterprise Browser MaiF&&EHIEIAN 5 238TF. [CTXBR-4718]

o XN ERIRIMNEBUE mAVIF IR ARER SSON BY, M AREFNENAEFNEENFESBIKER, 8
Citrix Workspace W B#EFFhi 7 2210.5 U Citrix Workspace A2 AR s 2203 CU2 LG, FAaHI
i, [CVADHELP-21786]

o YImM Citrix Workspace TR IERFR, wfica32.exe #ZAREaRIMEIEHIBTEIREE, NYEEE
T BERBMINEER A 2t ILtiE#, [CVADHELP-20999]

o YEER PowerShell Bz 2 it B _ER % Citrix Workspace A2 2212 Bf, Citrix Workspace
N ARRFRERFAREREL, R EETZITEN EFERE 2. [CVADHELP-22278]

 HEZHBEIARBEWR (GPO) AGSTRESIMNUABEN, EP—IMUABETERTLESE,
[CVADHELP-22034]

- REFRA2AELLAETENEIEREED, MIERREPRUE, [CVADHELP-21835]

s ERMABESHRIESEIZER true WIER TR ABERE, Citrix Workspace eJeE2EH R LERE
MRz, FHERNAEESHEIESEIEER false, [CVADHELP-21582]

o VPN W EEs EfHIEEN, 2iXiFRERT Windows B Citrix Workspace [ FE 12 5 8] fE & 2k Mo
[CVADHELP-21662]

o YER Microsoft Teams M HP EliteBook G6 s s =R ER, Al F A AT AMIFL BIHE,
[CVADHELP-20763]
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« {ERIBEFA7E Bloomberg %24 5 3§ Bloomberg $## 2013 L/ Bloomberg &N BiEF. EEA T App
Protection ThgEm R 4ish &% Citrix Workspace M B2 R4S 2302 Bt & BRI, [CVADHELP-22221]

BEEXHHNNAEFEN, ZHARFRERERAI RS T, [CVADHELP-21618]

iZTEBRSEM, msedgewebview?2 . exe’ #EAIER S CPU #EAXES, [CVADHELP-21610]

- BFEENEATSIBNEPRHENERR, FNLABETERHIER, BA5ER, EANERNTE
BRBT R EEHBHER:

#&12: HKEY_LOCAL_MACHINE/Software/wow6432node/Citrix/Receiver
&#: SkipStoreCertificateRevocationCheck

28 DWORD

f&: 1

A

o

%1% HKEY_CURRENT_USER/Software/Citrix/Receiver
&#: SkipStoreCertificateRevocationCheck

#8: DWORD

E: 1

[CVADHELP-21931]

o ENMERKEN, BONUENKNITEFEZREAE, SRELTEORAHERIEE ERENSHIILR,
[HDX-44997]

o YEEmATFIER SR DPI i, Desktop Viewer Tt BERE, [HDX-45206]

« BEREGREP, HETAE-NSEN, Z2ETRSREEE - 2ENGE. 1, EZANS1ES Citrix
Workspace [z 2 FEIRRIRER1EES 1 Lo [RFWIN-29773]

2302
G IhAE

BT BN AEFNSENEMERAER  RATEEERD B ERNENNAEF I REIRE T IERNA
F &8,

Y Citrix Workspace [z 12 2RI B FHZEZR Citrix Workspace MREF R Workspace #EHIThaEr—
BoBmENNAEFNKEN, SEIUTRT
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Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

1% Global App Configuration Service FH E REMERRIEFNEFEZRTIZE RN true B, AR

TNo

BRERHITEIER TN E RO EN BAEFNRE. IREREEHINEENNABEFNSE, B2
HEUH.

WA BUERISEROE IR, £ RERINAEERNE LD,

ZAPERRIE? (REUTERATA 2HIUET:

« APEREERTF XN ABENNAER,
&5 Workspace #=4IThAEER B SR R RIS N A2 FELBIRE,
» Workspace = EFEEEIER P ik Lig B RN BIAE,

AR

EMERETRNEMERREN T TENEFERIRENE R, BXFAER, FERAER “SHREEIT XiE
HEECE EMERNETL,

Zoom IEHMEF L AEFEE WA, BAUEREFIRNBEFEENREEE Zoom i,
BXREMER, BEE Zoom EHFHNEFiRNAEREIE,

2+ StoreFront N AREHNFNIIES % [RATSM] BARAE, EAF Windows 89 Citrix Workspace [
P23 ¥F StoreFront BB EMNIHIGIES %, BJAER TEMNER—FA M Citrix StoreFront Rz A™IE#1T
BRIIE:

« A Windows Hello #1 FIDO2 &%, AXFMER, BESREMSHIIES .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43


https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html#client-app-management-for-zoom-plug-in
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
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« M Azure Active Directory (AAD) 1ER B IIZFAIE M AAD B9+ EH 8 2 & R 3 Citrix StoreFront
MAEE. BRERER, BEREMSHIES .
» Workspace BB GBI AR Citrix StoreFront [z A& [E#1THH IR AP BREMRHIHIT Azure Active
Directory &#ipin)tkEg, BXFMER, FBHH Azure AD FEIZ 51,
HFER Microsoft Edge WebView2 fEARE NI K 8i#1TEHEE StoreFront MIMXxSHIE, 7 8EEALLINEE.
AR

EH1F Microsoft Edge WebView2 Runtime iz 102 SiE =R,

ALUER GPO &5 StoreFront EBERERBHRARIES . BXIFHAEE, 1B5BZF StoreFront MNARBER
VIR A ER 5 o

pE=
FAMBRAMER A EREIEEFFEREREFFERHFHTIN, FARFREEZRENN S, Citrix 7EZ

THREFTR UG hRAYSZ 521051, BXDIRMEUH X LTHREM R IR, Citrix FIRERRBRIFH™ENE. BEENEEMTR
IRHITIRE. BINAERLEF IR EE Beta R4

BJLUEIE Podio FERHA X IINEEM R IR,

EH T LS Microsoft Teams WESMIGEIEFTH BAMRAR, YEERHS LNEFREFRNRINTINL
&A%, Citrix VDI REZLH Microsoft Teams £ B BIHI B SMI& & i%ZF LA R S BIAE.

B2, NREE Microsoft Teams FBAIEIE Ti8%, ERIEEEME, HEREBERLIIAE, 7£5k Microsoft
Teams &FE2ZHI, EREFFERT,

App Protection 1381088 B A&RRZARE, EBTF Windows # Citrix Workspace W Bi2RF 21 &8 Global
App Configuration J &% ¥IEF B BHARS E4FECE App Protection. LUAT, &R B RE SRR RE S X LA
%,

WNREERA Global App Configuration Service ERRBRIZRNR REHIAINEE, XEIEEERMERT MR
JERN B BhAR S 3 1o

= .
AR

Global App Configuration Service EEEFREAFEIMNARERF. EIMKm. Web [AREF SaasS M AR
o Xtz BG4 4 ERA Delivery Controller #1 Citrix Secure Private Access #7154, BXFMEER, &
217 “App Protection” XHHHEE SRS

BXiFMER, B85 App Protection HE58I08EZES

Citrix Enterprise Browser zs k7 &3 & F Chromium k4= 108 89 Citrix Enterprise Browser ki 7=
108.1.1.97, & Citrix Enterprise Browser Byi$4{5 8, &2 Citrix Enterprise Browser 3244,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#support-for-conditional-access-with-azure-ad-technical-preview
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#app-protection-enhancement-configure-app-protection-for-authentication-and-self-service-plug-in-using-global-app-configuration
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i@d Citrix Enterprise Browser T/ Fi5 Web 1 SaaS W AEF #E4HRAH Enterprise Browser & (&
BT Windows 4 Citrix Workspace B ff2FS) , Citrix Workspace B fRf2F S aI FRFREAE Web M ARERF
4B SaaS W AEFEEBEE Citrix Enterprise Browser F13T7F,

BT L% E M Citrix Workspace [ fE 725 1 B 55 Citrix Enterprise Browser LUFT, ZF LITEFTF Web &
SaaS AR EM Citrix Workspace #2477 Citrix Enterprise Browser,

BAShRAES, EATUEEM Citrix Workspace #2377 Citrix Enterprise Browser, £&$T# Web 3t SaaS
N ARERF. @iditkIhae, EETLUEE AR Citrix Enterprise Browser, MAREEEAMTEMES, BRIMERT,

4|
IEThEERT Ao
'Y ) Citrix Workspace
(€ Citrix Workspace Q, Search Workspace
£ Home 1 T gy o @ o * 7 5 .
M O @ | E
[ Feed o
£SG Gmail C©SG Gsuite CultureAmp Desktap Enterprise Excel 2016 Fieldglass
Sound San... Browser
4 Actions
|
w w b S W e, w w , W
Q 3 ; m O
[ Desktops v 2 &
. ID Badge N Occupational
D Files Gmail GoToMeeting Photo Portal Jira Miro Notepad++ Health & ...
'YX} Citrix Workspace
(@ Citrix Workspace Q, Search Workspace
[\ Feed
= — * Enterprise Browser
= 2 @
& Actions .
"l ¢ ¢ Compass
5 Apps
w @ Visio 2016
) Desktops
¢ [ word 2016
[ Fites
View all applications
=,
pa =W

BRAFP%IEE Secure Private Access F8ZE/— Web 5 SaaS N AEFHNIE,

BfEE MR-
« 30 Citrix Enterprise Browser 2#tiARIk18s, FLIERMNELLMIRE XM SaaS NARERFE T A Citrix
Enterprise Browser £#J77, [CTXBR-4106] [CTXBR-4405]

« &/ Microsoft Edge WebView2 Runtime fgzs 109 RESHrAR, XM EEX Web Bz & E S5 A
BFISmasEakK. [RFWIN-29200].
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 &aTae L Em Citrix Workspace ARFHRRMBRENNASE, HESARNEESERIHRIEN
Citrix Gateway FQDN Btk# StoreFront ABEZMHR BTN (Bl https://servername.
company.com?Store Service) B, mitiIlLtia#, [CVADHELP-21516]

o MREEATIEENBREZFHRE Citrix Workspace 2R, NAREENETEASITHH, Fib, &H
ExXERNEAEIEEIA B Citrix Workspace R A2, [CVADHELP-20912]

« 2% Citrix Workspace MAEFE, &g Em0ERSHIIEEHTRE. [CVADHELP-20593]

c TEEBTRRED, BHAPMAEEAEREZISEN, VAERFEORSBEHNIFANE 7 E.
[HDX-45043]

o FERLERIAR AMD GPU &%5I%, Citrix Workspace 2R 2206 XESMAATAEREIKEMMNER
REINF, [HDX 46264]

« &8 BCRClient.msi, #F A7 Citrix Workspace M AREF R R H I T H#IR:

BCR Plug-in X

Your installation cannot continue. The installer detects
- that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

2212

FrigIhge
pE=

BZhRZSEE, 1EHR Microsoft Edge WebView2 Runtime kxz<’ 102 siEShR4. BEXFMER, BSRR
RERNRBM,

EPIENEEFERE EAT Windows B Citrix Workspace AR 2212 ERHEE P IHN BIEFEEINEE,
f& Citrix Workspace MBEFR A AREMEIE Secure Access Agent Mg =24 (EPA) & SRIEBREMNS
NE PR AEF.

BBIItLThAE, EERRFTLURMMM B NERIEH & BEN EETINE,

BEXBFEAER, BEATF R AREFEE
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iBEAT Windows # Citrix Workspace K BiER

Zoom HEHMEFIGNAEFEE [EAMNK] BiEATF Windows # Citrix Workspace R AER 2212 2, &
MECUERE P IR AEF EEThEEERE Zoom &

BEXEMER, BEREF RN AEFEE,
AILAEALL Podio REIEREIF U ATAR A R 15
AE

RAFERAIMEE A ERIEEFFRHERESFRFHITUL, HATFREEZERBEONS, Citrix FEZ
THREFR BT AR MY SZ 12251, (BRI EBUH X L ThREM R 1%, CitriX FIRERIRIBERIGMM B, RBENEZ W R
IRHITIRME, BIARERLEFIFEREE Beta hivds.

BEEMMRAES  SERNEDUBEARPRILEN B hERARES.
BEERALLELE Global App Config Service #ig & maximumAllowedVersion & F ARSIz HikR A,

Global App Config Service F#y=f JSON ST:

{
"category": "AutoUpdate",
"userOverride'": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{
"pluginSettings": {
"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion'": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"
}
)
"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}
]
}
]
}
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<!--NeedCopy-->

BBIARE, AFiEE LR Citrix Workspace i Ai2F < BEEHMEIE maximumAllowedVersion Ei4H1EER
R0

&

- B, BIEAM JSON XHEFRINAESHTZRHEMEN, ELARBRALNERIIEMH
upgradeTolLatest igEf maximumAllowedVersion EEHE, BE, XMNTFHRNSEH,
A LUER SR JSON SXEEFRIEIE,

o BRI BsHEHIRAIES], %90 Global App Config Service 8 upgradeTolLatest i&&i&H
false, SIRILIEER true, MKZEE maximumAllowedVersion,

o iEE pluginld, Bt ID BaesTE) Citrix Workspace R FEER

- WIREE AWK Global App Config Service hEEE RS, MZRINERT, Citrix Workspace 2
R E SIS HHY A A kR A,

BERTEBEMRMEER  Citrix Workspace EAEFIAXFRKASNRUBIERE, AXFMES, B2
FFRIRAILXE CTX253779,

R ERE AL ARSI BRI HEERENRTERITT,

METEZREARAXMAERENERERGAER LA, EREAXANS NI EBNASENRLR.

BEhER, RFRJRTE-FHEREEMN—TRAENEE. RELSEEREFSTERN, FSHRAREIEE, 0
REBRFETIET, NRZHMBRINEE, RARFFRREEHEREINHEE,

Citrix Workspace App *

Your session did not launch successfully. Iif you are currently offline, reconnect to
Workspace and relaunch the resource.

Transaction Id: 4c2ea391-316d-460e-9d3a-74b56e5435b6
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close
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@ citrix Workspace X

Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

Sign Out Cancel

EEr B EE M L ER Citrix Workspace M BREFSIEFERH, thalLlBHEUESE ST,
AR

BESTIHEZAIREFEIEHRE,

App Protection fvi38108E: & DLL 3N [BARFYAR] £ App Protection 9—284, BEiIMEE—HLS
1aRIhEE, AIFEENERIP Citrix Workspace N AEF 2R LR ZWNNcHASHEEE (DLL) IR EERNIES, MR
ENT HERAEESR, Citrix Workspace R FRIERF 210 M FX LTINS b 2 LE NHHX g,

LART, IARATRSIRIEEER FRERIFHEMN BEFMKE. E4RET, JNY ATHEERSE, NEEHE:

s FIEEINARFNKERIE
« Citrix Workspace ARZFSHIIEEA (4#135E/StoreFront)

Ite5h, HHESRTHREINIE |

o URFEIPANG LEEFEARAEHES DLL A, IZERERE

Access 2016 *

The digital signature on wfica32.exe is invalid.[Error 1116 (no error text available)]
|
—> Copy text to clipboard

Close

o HATEHER DLL #PE LAY B RIEH,
@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.
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feRAERA:

I INEE B THEN KRB IRIERAFTEThEE (INE; DLL FrERYSE AP AR) BURIRREIEER. XEMEKRETCEER
LURHRIP, FEHASELEAEXME THENZEIANRSE, B2, BERFRAANLE, & DLL A £
=HI, BEARABNSESRFARRXLERE, BFRINITFFEEFEEEMIPEDIRET BRI
AILERIE Podio FREFMIEI AT S AR
pE=
FAMBRAMER A EEIEEFFEREREFFERFHTIN, FAZRFREEZRENNS. Citrix 7EZ
IHRETR e MRAY L 352215, (BXGMIR B LETHREM iR, Citrix ATRESRIBERIRI™E . KEMMEEMN KR
IRRITIRME, BINABELEFHIESIE Beta hrzs,

S Bl &% App Protection 7, 7£ Citrix Workspace W B2 R HiiE, RIABR T %RE App
Protection 2.

LEHEHIMAEA App Protection Si&ER SR “REFB5N App Protection”,

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component,

Install Cancel

wHILEi%ERS, App Protection BERERFLAIFE.

=

AR

MREKRBALLEEE, NFTFERER App Protection W&, App Protection TEERBHZFRIPHE
TRELLE BT B BNE Bho
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TmHwE LB A /startappprotection & <172 ¥ /2 &) App Protection A, B2, %aH /
includeappprotection AxXE#FHA,

=z

AR

ai, Citrix &#933EF0 Citrix Workspace M ARERF BRERILVEFIRITHREBRAN R BEICRINE. B2,
B 22122, XLINERIAMSTERRS, BEFEAARENRFTES. 8% GPOREBEMEE, B2 App
Protection B & rIIE5RINEE,

App Protection i%33105E: RESERNFEN BARERAE, Y5 ATESENEAZRPNZRHTRERR
B, ZRIEEER. HX App Protection RIFHNERMER, ESR App Protection RIFHHA? ,

HIUTERN S ERE:

- ZHELREBRIAENREREIZHIMNT,
o 283832 Print Screen B8ERESHE.,

=

AR

FEHRIANSMETENET—R, IRECEFBIZIAAZHBEREREE, ZBNSBREI.

Desktop Viewer it IthRZsi@d & B ahedialgasa 5 #3kA1k Desktop Viewer {43, Desktop Viewer TH
EAHEITH, TESERBIAN Windows SIFERRE. SEATLETEUTEIMREBNSIN—LUZDE
i1 AYFER SR PR X F A0 ©

o f1E: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
« Z#R: ExtendConnectScreenMS

« A DWORD

« {: 00000000 (AZ=FI9EMIAIFER)

AR

AMRECE R ANER.

Citrix Enterprise Browser
AR

3BT Windows 89 Citrix Workspace M AB#2FFAR4s 2210 &1, i@ Citrix Enterprise Browser $T7F
Fie Web #1 SaaS M AIEFINEEL FEBRE.

FhRABIEETF Chromium Agras 107 89 Citrix Enterprise Browser fr4s 107.1.1.13, %3 Citrix Enterprise
Browser #9i#4s 5., &7 Citrix Enterprise Browser X#4,

« 35 Citrix Enterprise Browser i & A T EX%
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W1E, EELUR Citrix Enterprise Browser BCE A TIEN 28 AT FFRE TIEHERE, S0 LURZEERAEAN
AT TIFiEZ,

TEFZERESEERARELAFEEN Web 3 SaaS MAEFXBENTEE, YAFREAYNAERESHNEM
FEIERY, WMRTRIIENEE, =@ Enterprise Browser $ETH. MNRARE, M@ HRLAPEZENER
NS EHITH.

BXFMER, 1E5RE Citrix Enterprise Browser &8 A T{EI 588,

B2 R

o BMERBFE—MES, Citrix Workspace i ARRFHRIRREIEFIER, [ Workspace (=) MABEE#TT
SRS H IR,
BT LOEE AR T EMRR R L BRI BRI

On 32-bit systems:

Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D:
Name: SuppressCertSelectionPrompt

Type: String
Value: True

On 64-bit systems

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle or HKEY_CURRENT_USER\S¢
Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

o Y VPN BrFFE R EFEEN, 2idiFRERT Windows # Citrix Workspace M B2 F A gE s k¥
[CVADHELP-20376]

o SHERET EPA MR FAREIE#ITSHRIER XM= 24 (EPA). X% Citrix Workspace R FB2F M
FHIRRAEHET 2210 HESRAN B IILRR, [CVADHELP-21387]

o TE1EY Microsoft Teams @iEHAIE], KiFFTRES I NEIRIRS. [HDX-44438]

« Citrix Analytics o7& ME£2 FA P Rbi2 U S MERAE R BOIERT. BNEREU T A&ERMG, WahiIlttpm:

- /A Citrix Workspace MBERF, MAREFISESIELTETRENEEEE 15 5%,
- FERANKABERKFERBA CAS,

=

EETAEREHNARFREEN, FaRES5MEHEXE CAS B, ZEMHNELET Web TTF R
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BREFRSEEABFREEI DS Citrix Workspace N BIZFRIMBIE—N AR ER 7 S A%,

[CVADHELP-21448]

o EREEATHIAERTHNARERFN, HttAtVBREFEENAEFIRSHNERaHBEEE LB
FH#EF. [CVADHELP-20742. CVADHELP-21277]

2210.5
FEIhAEE

LEhRAERR T BB FBUA AR, REMMBE MR,

BPIENAREFER [RATKK] EBT Windows B Citrix Workspace W AB2F 2210.5 BERHE P RN B
B EEINEE, F Citrix Workspace MBEFM MG A REMEIE Secure Access Agent Mik= o4 (EPA)
ERIEBEFAENENE P IHNBEF.

fEBIILThEE, EERRFUBEMMMENEEEH &HENEEMBINE,
BRGNAEFEEGEUTSE.

« BEERMNME Global App Configuration Service FisERLAFIRE EFAENNAIE, @I AR,
EERRATLUIETE Secure Access Agent flim s 24 (EPA) R,

« Citrix Workspace M Bi2FM Global App Configuration Service SREXIEFIR,

« 1R3BM Global App Configuration Service SKER#%IR, Citrix Workspace N 2@t BohE#HMARS T
HABHRGE, IRZHRERS ERENRRE, Citrix Workspace BREFEMEARBNRE, IRERER
#, Citrix Workspace M AREF 2L RIESEH (MR THNRIERAS TRENRE),

Citrix Workspace [z 2R R R1E 1% SR A BHEY B e B A,
Citrix Workspace R A#2FfER Citrix Workspace &R B & RMRIE,

TEREAT TIERIE:
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Admin configures the
agent requirements for

Agent installers made
available by Citrix

(5\‘ the end users

=/

Citrix Global App Configuration Citrixt auto-update
Workspace app Senice Sernvice

checks for the
list of required
agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

AILAEA Podio RETFMILFEARTASAR. BXHIE, RINGSERRURNEZFAEE,
AR

RAFGRAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ
THREFR BT AR IO SZ 12251, (BRI EBOH X L ThREM R 1% CitriX FIRERIRIERIGM™ B, RBENEZ MW R
IRHITIR(R, BINABEELEFFIRSEIE Beta hitds,

BohErEaaaE  Citrix Workspace ABREFIERFERATREBAMEE (PAC) M1 Web KB LI MY
(WPAD) #:et B 5hE .

Citrix Enterprise Browser zs k7 &3 £ F Chromium ks 105 89 Citrix Enterprise Browser ki 7=
105.2.1.40, & Citrix Enterprise Browser Bi¥#{58, 155 Citrix Enterprise Browser 314,

BEfEE 8RR

LEhRZAERR T BB FUARE AR, REMMBE MR,
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2210
FEINEE

AEMERENEEANE SR EBT Windows 89 Citrix Workspace MBRRFIMAEZIFEAMSKZBEIERE
BN SIEN, T LUETETEIER > EE > EAERIRMESEERSALLINEE.

iEAT Windows 11 L#y Web 71 SaaS B2 App Protection 14381585  1tt App Protection ##3&3h4E
b7 Windows 11 t89 Web #1 SaaS M AR AP HARMNLLINEE, %845 LB E R Secure Private
Access ZF 1 Citrix Enterprise Browser 3%%5.

PREVIAD MR LA ERMAEERIKNE F il = 0B R A LUSEREENSE HRMA S P, LIRS FAE
PSRRI e b s = AE ORI, BER T Windows B Citrix Workspace FZf#2R 2010 2, ErRIUEREF GRS
IR X L 3 P,

AE:
UZRDBRBTNEFP M INNEBENSAESE, EA Microsoft Teams IREBEWIEBXFIESNB5E
FERRNADBOYE,

BRiINBERT, T2 7 Citrix Workspace M BfEF 210 WEFH 2B MR, EEE XM
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream 1§ E U TE P KB B, 7T 85
A

/IHI‘:‘N
m mt

BR = 3id) it EZNE
EnableSimulcast B = 1-3 (BHIREN 1)
MaxOutgoingResolution %%k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams 2D PR)
MaxIncomingResolution %%k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FH D HI=E)
MaxIlncomingStreams  ##g = 1-8
MaxSimulcastLayers B = 1-3 (BHREN 1)
MaxVideoFrameRate B & 1-30
MaxScreenshareFrameRaf&#k £ 1-15

P& EMRIE 7 DWORD,
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Citrix Enterprise Browser 7z k7 & & F Chromium kx4 105 89 Citrix Enterprise Browser ki 7~
105.1.1.27, &% Citrix Enterprise Browser #¥40{5 2, 35514 Citrix Enterprise Browser X,

=& Citrix Workspace Browser Citrix Workspace Browser El#£#5 4 Citrix Enterprise Browser, B
XEZRHBBM citrixworkspace:// B2k citrixbrowser://,

ERNF MR E AR SEH IR E — N EE#ITREE, BT R i O F .

o =@ UL FapRENRE UL mX P EGR AR TR T RO LERER.
o FLEWE (FlMNas<F MSI) FIgESHSREB URIHNRTR, LA LERIFE A IEHs,
o MXRF @RI AR ML XA HHZR EMER (FIIMSIMEEXE) AaE S UERE M.

J% Citrix Enterprise Browser i& n T{ERI %88 [ATSAR] TE, EaTLUE Citrix Enterprise Browser g
BRNITHAEERE Citrix Workspace MHAEFHE BMNFAE TR E I FHEMNAEF. IR TGRET —fiE
Citrix Enterprise Browser S {3TH T 1E#E1%5 Web #1 SaaS MABEFMNA X, Sl LUERERSARKRESSHTHE
I E A TS 2.

i@ Citrix Enterprise Browser 1T/ Fi5 Web 71 SaaS W Bi2F Bahi4siE, Citrix Workspace ME2F
PRl BMFRE S8 Web R B2 F19MEE SaaS M AEF#8ETE Citrix Enterprise Browser ##T7,
AR

£5E AT Windows #9 Citrix Workspace R #2FFhR4s 2210 &, i@ Citrix Enterprise Browser 77
Fi5 Web #1 SaaS M AEFINEEL FEARS.

TENGSSETRER [BATEKR] SIUNLZ2NAXNEEERZRENT BEFHMA Citrix Enterprise
Browser, EERATMUHE. EEMEHY BEF. LB AILURIEEEX citrixbrowser://extensions T&EEH
ERZT EBIEF. BXEZIRE, 521 Global App Configuration Service,

AR

HEIhEER (N RIERMTALI AR, BEGNIMEFREERBA, 15ETS Podio R,

BRUAIREMEE, 15585 Citrix Enterprise Browser X4,

£/ Global App Config Service EIZ Citrix Enterprise Browser [ A% IR] ZEEROUUERERT
Citrix Workspace # Global App Configuration Service, i@id &£ &ERHARS IR Citrix Enterprise Browser
®E,

Global App Configuration Service E7EiL B REMEE Citrix Workspace #1122 Citrix Workspace [ f#2
FigE. IInseaiFEER MR Global App Configuration Service i§&#ig & ok 7 41 5B K7 A 245 & R A /5 o
# Citrix Enterprise Browser, BEGMERLUER Global App Configuration Service FREMEELLT Citrix
Enterprise Browser i&&:
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+ “Enable CWB for all apps” (WFrERNBIZFER CWB) - # Citrix Enterprise Browser i&AAF M Citrix
Workspace R BZFTFF Web #1 SaaS B RZFRIZAIAR %25,

+ “Enable save passwords” (BRREZHE) - AFRIELRLHF REZD.

+ “Enable incognito mode” (BARSER) - BARXBEARIER,

+ “Managed Bookmarks” (REHZ) - AFERRKEHEHXE Citrix Enterprise Browser,

+ “Enable developer tools” (BEFAXARIAR) - 7 Enterprise Browser FEARZAFELARTE,

+ “Delete browsing data on exit” GRHiBIMFRFNIKEEE) - AFEERARE Citrix Enterprise Browser 7£
AR L B A PR AR L8 $0 42

+ “Extension Install Force list” (¥ RIEEFRERFITIR) - AYFEE R Citrix Enterprise Browser &
T ERER.

+ “Extension Install Allow list” (i BEEFREAFIIR) - AFSEREE R~ T UM Citrix Enterprise
Browser B¥ BiIZFHIARFFIR, MFIRMER Chrome W_ERAE.

#iE:

LEInEE RIRIERITN LR, BEEHNIKEREEEA, EET Podio K&,

RATEhR A HE P EEIFEFIFRERE REFIFRPHITUL, FAFFRREAZERBENNS, Citrix 7
BT IIRET S AR R RS0, BV M X L ThREN R 5. Citrix FIRERRIBRIRHI™ENME. KiBMEH
BTN RIBHITIRE. BIAREEEFIFEREE Beta i,

o BIFENXAKNE,

+ Global App Configuration Service FEFrE N eI EATE T LU TZER:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o EEAMALEXEISENARIEHTE LS. BXEAEE, 15217 Global App Configuration Service
XHHo

BATRSEAR

« 73 App Protection

BREATLRINEERITTETIR, BB AT AR Y RETTH,
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B2 R

o EMSIANTBREET S DPI R&E,

- ARHEANS, ERENSYER, itk DPI i,

R IEETEY, Citrix Workspace M AREF 2R B4t Windows &P isH 2R ¥4 DPI
IS E S HDX KIE#ITILA, BINEFEB A TEMEA DPI L2, CHEEEASHMEERE
(1920x1080 L k) B,

- BED (ARG BRERAEN) (GEFHATIEDPI BNNIBREARER, HEREERHFERLT
fEM. WWEAIRESERTIARNARFESIN—LRIER, FIME HDX 2IERAHAFMSHHIXAE
1RHho

HWMAEBARRE DPIIRE (FES DPI) MRRIBEZEDAM Windows FF IR, XBR—1E{T80E
T,

=

3% S Microsoft Teams B9 HDX (i fb A& A,

- FRE=NENAFRERAERSWE (LA “DPI TZM” ) , EATF Windows #9 Citrix
Workspace N HEF 22 Windows Z PG 8 DPI 8188, FEIERT, Windows 2155
SHEBEER Citrix Workspace RABIEFH HDX £iEMT B, mEEEEAHMIE DPI RN BIERF
—#, FEINTE DPI £t FIgE 100% MR FERLER.

[HDX-43720]

. YEEY GPO FNBAMNNAEEHET GUI FIIREFA— StoreFront RSB MHAREN, s
I —MNERE, TS FIAER%M, [CVADHELP-20776]

o Y@ GPO ME— StoreFront IR B[/ AMMA N BB ISR, EEES = MNAEE A ERE LK.
[CVADHELP-20655]

+ BENfEi@id GPO 2/ T Global App Config Service 5B8ES, Citrix Workspace R BRE2F 2R EZT
Global App Config BRs528. [CVADHELP-20775]

o £ Windows 2106 stE S kA A Citrix Workspace M BIZFA, HiG ICA RIEIhEE T 8 FE/E A
[CVADHELP-20824]

o SWFIHAF, receiver.exe #IZAIRESRIMNEK, EAIEREEAT Windows 89 Citrix Workspace [z 12
FF 2206 RE=ARA_EERkiE, [CVADHELP-20986]

o EZRTHRAE Microsoft Teams MSAsINS, EFBMSANER FMNEE, EOTESEIEE ., tiaa
BREI, HaEFFELE HdxRtcEngine.exe #i2MATHI, [CVADHELP-21095]
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2209
FEINEE

BEIEMARAEH] [ATSAR] BERIWETUESBARPNIEENBHEMRA.

FIERA A L@ TE Global App Config Service F1i& & maximumAllowedVersion 1 minimumAllowedVer-
sion EBHEHAVERRIZHIR A,

Global App Config Service ##97=f JSON ST:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value'": [
{
"pluginSettings": {
"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"
}
)
"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}
1
+
]
}

<!--NeedCopy-->

RESEER, AFig%E LM Citrix Workspace MBEFRKBEBEHMEINF LRSEE Z MRS AR,

MR B Citrix Workspace A2 F BahEM B EM 4, #57E Global App Config Service 8 maximumaAl-
lowedVersion #1 minimumAllowedVersion B iaNBRAARZS,
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- BHl, BIEM JSON XHHRINWMESHTE2 RGN, BLARERALNERREH
upgradeTolLatest #E# maximumAllowedVersion &EMHE, BE, WFERNEH,
A LUER S5 JSON SXHRIEIE,

o B EChEHARASIES], %50 Global App Config Service #fJ upgradeTolLatest i&&i&H false.
MR IIEEIE A true, maximumAllowedVersion #1 minimumAllowedVersion & 28,

« BE7ER pluginld, Bt ID EsEFEI Citrix Workspace R AEER.

« MREERA KR Global App Config Service FEEEhZA, MERIAERT, Citrix Workspace [z
A& B S =AY El AR A,

B RiZIhEE:

1. BahEMREES.

2.% M = Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
Dazzle AMRERZ,

3. SIZRBLUTREMEMERE:

o FERmEFR: Test-EnableAUVersionControl
o A DWORD
- H: 0 XTEBEA, KFOXRTERHA

4. EFEs Citrix Workspace B LUEFMRAI B E Ko
BILEE Podio FREPIRMA X ILTHRER K 5o
AR

BRAMGIRAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZRBEONS. Citrix FEZ
THREFR UG hRAYSZ 2R 1051, BXUMIRMHEUH X LTHREM R 1%, Citrix FIRERRBRIFM™ENE. REMHENEEMTR
IRHITIRME, BINAETRLEFIFEREE Beta hiids,

WebRTC B & AR, ERFLIMILH Microsoft Teams BT LA Microsoft Teams 89 WebRTC frzAs2F+
K E|hrds M98,

%#57F VDA LBzh&E# Citrix Workspace LA#EF  IfE, EAILUBT IR T EM*RERE VDA LERA B EH

IhgE:
£ 32 (UitEM L

o SEMZEI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
o JEAERMAE: AllowAutoUpdateOnVDA
o AMFRAEAE: REG_SZ
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o EMEREIE: True
7£ 64 (It EAM L

o EMERI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\ICA Client\AutoUpdate
o EMERE: AllowAutoUpdateOnVDA

o JEAFFRIEE: REG_SZ

o JEMRREERE: True

HET EMEARFNRENBER [RATKR]  Ue, Bi#EEFENAFRRTER. AP RigEE
BRAEM, HERPXETWEE, RABiHEE SRS,

@Cnnncchng

Starting...
[

BHENNAEFNKERHAREEEFE. B, HBEEATF Windows & Citrix Workspace R 2R L2
HT AP REFNGLE, LB TILRFR RN TREXEHIRSHEXER. BNERTRENE A,

@ citrix Workspace = g X
@ Citrix Workspace Q Search Workspace s
| ‘@ Home
Apps
3 Apps Recents  Favorites View all applications
g Desktops 77 e rd
H € ¢ ) ©
Excel Chrome Acclaimlp Podio Enterpfice
Browser
Desktops
Recents Favarites View all desktops

Bl ceoaessirawiop

cifrix

iEATF Web 89 Workspace 2 #51bIhig. AP EIUEBEXBMHENEREXIBH, MAUEHIERE, MNRE
FRIHBEAPZEHXANKR, WEET—FESHR.
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L] o & Cara Worespace x + v
< c = 6 EYOER MO
w Bookmarks
(& Citrix Workspace Qs
A Q commaented on ticket WSUI-6109 - "WSUI loader doesn't spins as expected in satfari and
P
o} Home native cwa apps. works properly in chrome™ Recent Apps
[ Feed
G SAP Fiori
- Reported ticket commented
o
commented on ticket WSUI-8063 - "Rotate the access keys”. =
o G OneTrust
E Apps 3
b4 G Chrome
(] Deskiops >
o ? Jira
B Files 7’
View il spplications
Recent Desktops v
L &z Ml APAC Managed Deskiop
Vigw all deskions
ClrrlX Recent Files

BILAGE AR AR AR B A It Thigs

FTF AR RIERS.

S#n2 HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle,
BIEHFM—1E 7 NewLaunchExpSupport B ERFE &, ARKEEIRERN True,
E#iash Citrix Workspace Rz 2 LUEFT A4 o

> wn e

=z .
pa =W

EIHEESGER T Workspace (=) ®i&.

B .

s EZRTRKER, Citrix Workspace EAEFHNKERIETHNARFEOBEFRRNE TR, HEMFH
BEfMEEIEN SRR,
o BEFHRRNBFZHILLINEE,

AILGEE Podio REIRHE XILIHAERI R iR,
AR
BAMBRAMEE A EEIEEEFHFEREREFIMERHTINN, FARFPRHEEEZERENNS, Citrix FiEZ
INRETN ST hRAVSZ 120, (EXUMIRHBXETNEEMN R iR, Citrix TR RIBER G EE. ZBMMEEMN R
IRPITIRME, BINABEEFHIESEE Beta lr7s,

Citrix Enterprise Browser (LLEi#7/ Citrix Workspace Browser) &iRZ&&FETF Chromium ks
103 &y Citrix Enterprise Browser hiz4s 103.2.1.10, & Citrix Enterprise Browser B3#4is 2., 55 Citrix
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Enterprise Browser x4,

« Citrix Enterprise Browser EZEf

EEXHRIEEEREE Citrix Workspace tkFHI M AR (BIIIAEIER. BE. BHEMNEMIZE) HFRF
7. BEFEH Workspace MABESIZEREXH, EEREBRISMTEMEMLITRN EER,

AR
FréREIRRZs 103.2.1.10 #FEXRERIEEE, RELEZHARENZEWMEG. SXEREMNBERES
FIRERN, ZERENFIEIBEIEER,

R AT AR

o REEEETFFERNRE

BREATGIRINBEENTTREIIR, BERAE AT R8I ThEERE,

BfEE MR-
« MAEER, HEMERTF Windows 89 Citrix Workspace R BEFHiFH#HE, SER—MIET AN
FABENERH,.
ZRALEBE, BREUTIMRE:

£ 32 fURFH:

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
&#r: ShowSigninPageOnLogOff

#KA: REG_SZ

f&: True

£ 64 IRHZL:

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#r: ShowSigninPageOnLogOff

A REG_SZ

f&: True

[CVADHELP-19967]

o A EE 3 R A Applocker # M BA 1k Citrix Gateway & # 5 Citrix Workspace B9 £ M.
t, R sE temp XHEFXFEEZ DR R VPNXXXXtmp 8 e B XX #. Bl 6 JF it &k I
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client B & DisablelconHide {&,
tHalEXEX#H, [CVADHELP-19709]
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o LB PNAgent bR BaIB A H NN AREFE, EATF Windows B Citrix Workspace LR R ET
UTHEE:
REMSBHEIR,
[RFWIN-28208]

« Citrix Workspace N Bi2FERBEERIET A, {CVADHELP-20317]

2207
FEINEE

£ HDX #1789 Microsoft Teams LIV E SIRMAME  EAT Windows B Citrix Workspace M ABEFI
EX 35 A HDX #7178 Microsoft Teams LA S SHERIFIM R,

TRILEMERHECEREEXBGERER, HBIHEWNELTITRE (BANEEN) REEBINTFi. &IEER
BT P2P sBiEEN.

=z

AR

LEIIREBEE S Microsoft Teams Ul/#zsR%E k. ZEOLIFRER VDA BHE 2112 NEEAMANBE R Mo
BXFAER, FEHZEORNUMIR,

PRI

s FEFHEERMAREXNE =Bk,

s BEMRTRERIEZEFEETE. SEXAHERBE Microsoft Teams REHERE VDA BY, BEEXRE
BEAXA,

o EEE ICA 2iFE, MREXH. B2, Microsoft Teams BFARART—M4E, FERZAINKENLT
BRARE. Citrix #1 Microsoft IETEH RIS AR,

o EREREGRN, &XIEEE Internet,

AR

Lt Ih e X 7£ Microsoft Teams # B Sk E /5 = . Microsoft # i tt B A, BEEBMIAFLNE
CTX253754 #1 Microsoft 365 Public roadmap (Microsoft 365 ATFERLLE]) LUIKESEEHMAE,

ERMERENEEANY SIZM [EATSAR] EA8T Windows # Citrix Workspace M REFIESIFEAMN
FIBRENETANE SEM, TUERUTEMRBAILLIEE:

o iI&: HKEY_CURRENT_USER\Software\Citrix\HdxRealTime,
« &¥R: EnableBackgroundEffectFilter,
« 23 DWORD.,
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o B O RTERER. FAHMERTTERR. IRZEFEFEHEN 0, WEBBAEERKIMLE, A
BT ERMROVE R > Ei% > BRATEREMERE,

BiY:
*i7 ICA £3E2 81, 1EXF VDA EHMMEIRENVIN BIER.
AILGEE Podio REIRHE XILIHAERI R IR,

HET BohEFAR  BohEFINER B Citrix Workspace M BREFEFHIRMARE, TETMHAFFH.

Citrix Workspace AR EHIOEH THIZNARFIRM AT AR, Citrix Workspace M AEFIRIBAFE
EHAERIERENE, LURIEMEMAPU,

RETAE, BFRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(TR~ EhEFMALLN)
3R Citrix Workspace M BEFHAIERELEERNERNE, N2 REMET.

BENEHMAILIRINEE [ATYAR] Citrix Workspace NBREFMELFERRA T REBEE (PAC) 71 Web £
BHshAZ MY (WPAD) 4B B shE#.

AR

RATGAR AT E A EEIEE RS REFIFRFHITUL, HATFPREEZRBEONS, Citrix FEZ
THREF LI hRASZIFEG, EXGRIRMEH XLETIREM R IR, Citrix FATRESRERIFAmEN. RBMMNEEMTR
IRHITIRME. BINABEELEFFIRTSEIE Beta hitds,

BILUEIE Podio FRERMA X IINEEM R 5o

Citrix Enterprise Browser Zxhy 7 & 3% & F Chromium hkzx 102 &9 Citrix Enterprise Browser ki s
102.1.1.14,

« @3 Citrix Enterprise Browser 1T Fi5 Web 71 SaaS N AERF [BATSAR]

B4, Citrix Workspace RZF#2F e AHFIBNE Web A2 FH4MEE SaaS ARFE KT
Citrix Enterprise Browser H$7#, sJLAERA Podio R EAMUILEE AR TSR,
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=

=W

AT A E P EEFEFFEREREFFRPHITUL, HATFRRHAZRBRIONS, Citrix
THEZRETERMN R, BINDRHMHXLEINRENRR, Citrix JRSRERRO™EG. B8
MBS REHITIRE. BNABEEFFEREE Beta iz,

B % Citrix Workspace L AREFEHMIERSEM  #EATF Windows 89 Citrix Workspace [z 12 M R #AkR
AEFHE 2207 B, RASRTHAFRER. 28 Workspace MABEA SRTER.

B2 R

& E1R1E Microsoft Teams &R EFH S0 Ao
« dNR1&1E Citrix Workspace M BEFREHIEIZE T AllowAddStore=N, NETARIEITREHLITHER
geo DNS URL BB BB E R BBk M. [CVADPHELP-19853]
+ Citrix B930IFEE2 (AuthManSvr.exe) ATREREE R IAEEIMEH, [CVADHELP-18901]

BFRRE
« EABEX Web RAE®EER, Citrix Workspace R AR2FHHFHERERFR KEEHITH. [RFWIN-27855]

2206
FEINEE

/3 HDX #4789 Microsoft Teams (b & SRR KA UM] EiEATF Windows # Citrix Work-
space M AEF 2206 &, Citrix SINT /A HDX #1789 Microsoft Teams i b E9 L SHEMIFI R FI 3 AR TS
hRo

mE, SRS SRERREXEGBRYE S, FEIEINEEEITRE (BEFMES) ReEREIN . ZIh
BERTATF P2P S EIESIN,
AR
o TEULARTGART, ZIhAERAE@ETEMRIUSHITIER], FHAKS Microsoft Teams B R E/ AL,

o W RMEFAE Microsoft Teams £V IEFFEFRYE, HEIEETIMRMBANEFHITENR AL, B
FEREN, REEEHER Microsoft Teams, ZINEEER L%, LLREIMIER, Hit, EEELZEOX
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¥ (VDA 2112 SEEIRA) o
BHENEATREMNME, EERAFR VTR /R LERE U T ERDU

fiE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream

« &#R: VideoBackgroundEffect

« 23 DWORD

« E: 0 (B2A). 1 (BEBA). 2 (B2EGER, thFEE%iE VideoBackgroundimage A& m)
RYEEREBRYGREGMIFEME R, 7REUT MR

« &#R: VideoBackgroundimage
o XA REG_SZ

« fE: my_image_name.jpeg
AR

X#& (flg0 my_image_name.jpg BB AXHFIRMINZTR) HAMBEEAF&&E £/ Citrix Workspace
MAEFZEER C:\Program Files (x86)\Citrix\ICA Client .

METEMMEE Citrix Workspace RABTERF 2206 7 Intel £/ GPU R T B EMERESGH
- B2 GPU SHEERK, #5717 B4k
BE T LUTE:

« 72 Intel % 10 £ GPU St E @A _ LB ST MEIRE,
« Intel ;1 AMD GPU t# “TitE” 3 “ftEeTUHXKE" NREER.

App Protection ByiE38IhAE: RAREN [BATMER] Citrix Workspace 5z B2 I7E A g (R E (A R Z IR AN
A HEHERE (DLL) AR EEMIERE T AN ARIE,

MRERIEHAEEN T EEARZEENER, Citrix Workspace R AZFEEQMEI LR TFHHE L MEZEIR,

tesh, MMRESIESHZ AR NEERAZEEHEER DLL, App Protection 2IALRIEEHH B RBIRES, X
FHIRE BB EN ARRFRERIE.

BILUERALL Podio &I AR AR,

=

AR

RAFERAIEE A EEIFEF RS A REF IR FHITUL, HATFPREEZRBONS, Citrix FEZ
THREFR BT AR Y SZ 1522 f51, (BRI BOH X L ThREM R 1%, CitriX FIRERIRIBRIGM™ B, BBENEZ W R
IRHMITIRME, BIARERLEFIFIEHEE Beta hids,
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iEAT Windows 11 t#y Web #1 SaaS B2 App Protection 1321048 [ RF%AR] Itk App Protec-
tion 1g38INAEM T Windows 11 £ Web 1 SaaS AEFAF NFKRMRZLINEE, HIgaTaEa LUBE E M
Secure Private Access EF 8 Citrix Enterprise Browser 518, EaLU@d Podio REFMBBL AT, BXF
M8, ESH App Protection 2.

=3

AR

RAMERAIER P EHIFEFIFRREREFFRHH TN, FATPREAZRENN S, Citrix FEZ
THREFRSThRBOSZ1FERM, BYGDIRHEUHXLTNREMI R R, Citrix FTRESRIBRIRA™EY. RBMNEEMENR
IRHITIRF. BINAERLEFHIRFEZE Beta hR4s,

Bt T BEhERAL [RATARAR] BaERIEEs B Citrix Workspace AEF BT RNk, THEM
BRF,

Citrix Workspace M AR 2 E I EH THZN ARFHNRMAIARE, Citrix Workspace M ARZFRIBRAFE
A RERENE, UGEMERTET,

ZETHE, BETRUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(L= B EHMIN)
90 Citrix Workspace M ARZFHRAEEEAREEMMIERNE, NaBRENRR.
R L@ Podio &AM ATAS AR,

=3

AR

RATAR AT E A EEIFE IR B REFIRRRHITUE, HATFPREEZRBONS, Citrix FiES
THREFR B hRBOSZIFERM, BYGDIRHEUH XL R R, Citrix FTRESRIBRIRA™EY. KBMNEEMNR
IRRITIRF. BNAERLEFHIRFEZE Beta hR4s,

BB DPILE BiEATF Windows B Citrix Workspace R A2 2206 2, ZRINER T=EH DPI i, XEK
% Citrix Workspace MWAEFE&EiX B4t Windows FF IR E RSN DPI EHG&E S Citrix RiE#1T
ITF2. 1EALLEH—E85, Citrix Workspace ZAEFHH “BAEEN” TRHEN “B DPI” EMABIH, BX
HAER, BSREHIRFALXE CTX460068,
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Citrix Enterprise Browser zs k7 & & F Chromium kx4 101 89 Citrix Enterprise Browser ki 7~
101.1.1.12, %% Citrix Enterprise Browser i Ihae sk fkpE1E &, 1§51 Citrix Enterprise Browser X #4
FREYFTIETHAE,

B2 R

RE. HH. AL

Citrix Workspace Updater [RSAIRET £ /BRI, MMERLELK. B mAEED Internet IS HIMLL
iA#, [CVADHELP-19613]

DE[EE

£/ Citrix Workspace 2R 2204.1 RESRAR, SIEATAERMFERE. MREETITREE Z#EIN
# (flgn wfica.ocx) BIRRE, MSHIILERM, [CVADHELP-20053]

IR AREE URL iFERSED Citrix Workspace MAREFR, BERUTHIZES:

“f&#9 Citrix Workspace N2 FE#A 1 Microsoft Edge WebView?2 BFiB2IE1R. &2 /BRI F
.

YE@d GPO s TR AENE URL HAELXIIERES /7 (BiW, https:
) RSHILLRE,
[CVADHELP-20214]
TEEATF Windows i Citrix Workspace R 12, ERASRENRRINZARE URL B, ATRERERIL
THIRFEHS:
“TEEEDIRS 2.
MREF - AEEERABETERE, NaHILtER,
[CVADHELP-19751]

MHARZs 2006 355 R hitAE# Citrix Workspace R 2R, FIRERMIBRINE R A EEMNMXFEIREE, H
BRAIERMECE, BMEARIEX RPN ASEEEREXR TR, [CVADHELP-19839]

=M Citrix Workspace AEF M FIREMBENAEFIRE A SRR, TERRE A P titey
SHBILIE, [CVADHELP-19703]

7£ Microsoft Teams B@EHHBRZRRANARFE, BHWESFIESBIMNNT. HIULRRZE M
HRERIRE, BIAIMSHEMAIER (REHBRNERM) . LA SFERHNNERRIRIFER, TR MTENR
%. [HDX-38032]

BRRE

MBEEXITFPNBREEITFENSm, Desktop Viewer TE#ZaJgeRmI M, [CVADHELP-20253]
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« #iEATF Windows 89 Citrix Workspace AR S5 HINSENAEEm—EEAN, BIFERFRITEE,
RYFAEREREORAN. [HDX-38024]

« ZDDC LEH “EXETRA" FKE, SEHEAERSEREMRS BN B ohiR a3 HHEiE,
[HDX-39558]

o 3N USBi&&sipiaxxas, Citrix Workspace BEFRIgE2 2RIBAR Citrix Workspace - T2Z &5
iEHE, [LCM-10369]

ARSI ELRE

« Citrix Workspace M #2F Bl el e E AR DA HMAN, SEHM 3002 iR, HhRASES#HINEE,
BB FIRES RS8R LFENFERAX AN, HARSF25%M. [RFWIN-26540]

2205

FTIZIhEE
AR

Bk A2, i&#1F Microsoft Edge WebView2 Runtime kigdsi 99 siE=hiads. BXFMER, ESRAR
RERNRBM,

E4n Citrix Casting  LIgd, Citrix Casting 7£ Citrix Workspace MBREFREREZABA. BAkRZAE, X
LimEREREER /IncludeCitrixCasting @&<iafT Citrix Workspace ARFRERFN, 2B
A Citrix Casting.

LB # Citrix Workspace R A#EFES, Citrix Casting s BHah¥E#. B Citrix Casting HIZ4E R, HSA
Citrix Casting.

REFFHEZR  BAKNRAKE, SRIURERNSEERATNEAEFNSE. aReHESEP Citrix Workspace
NRREFE, MNEHREFEEHITHARAERINER.
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Backstage
Access 2016
Excal 2016

Wiina All Apps

Managed Win10 SIN Desktop

Wi All Desktops

test_ et

Citrix Workspace

Fin to taskbar

W Close window

® ©

7£ Citrix Workspace i A2F B EFHEHBEENX Web lAREE 4 signoutCustomWebstoreOnExit
BMIRE N True BY, % Citrix Workspace MARRFRFEEIBHBEENX Web MAREE. AL 7E Global App
Configuration Service #fE signoutCustomWebstoreOnExit B,

BXRFHMES, 5218 Global App Configuration Service X4,

S RERANENX TITH Citrix Workspace AR  BaAhRAE, @A LUER URAKERITH Citrix Work-
space T2, TAJLATE Global App Configuration Service igE maximise workspace window &
M, LU Citrix Workspace R AREFAERIAMER FURANERITH, RKESREBFahmAL Citrix Workspace [
R,

A% Global App Configuration Service BSF4{E 8, BRI Io

Workspace 215 Storebrowse i&fATF Windows 8 Citrix Workspace [z 2 I 7E 7 B BhAR S 121 Store-
browse 3§, Xfif Storebrowse A &E#5iAIRI=F Workspace Ih8E.

FE:
o ILINEE(N N B R B RIR M Storebrowse i3,
o MIERERABRMERMEPIRINNEEMHT BEFERLLINEE,

BXIFMER, B5R EET Workspace £ Storebrowse,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 71


https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/storebrowse-for-workspace.html

iEATF Windows # Citrix Workspace R RiEF

Citrix Enterprise Browser

AR A B4R T Chromium AR4s 99 B9 Citrix Enterprise Browser ks 99.1.1.8,, &% Citrix Enterprise
Browser hyThEESRFE1EE, 1E51A Citrix Enterprise Browser SRS HREIFTIETIEE

e, S Citrix Workspace R AEFHHITATEMmEMER, Citrix Workspace N FAZ2FR1RER X
SERNIERE O

MRS A
REIE S R S IS
AR A I
Bk 4 7 Iz PR B9 S

EfEE 8RR

BRRE

« 7£iEAF Windows B Citrix Workspace R A#2FH, FEEFAF BT HET B R ERTN EERL A

Bl E, [RFWIN-26795]

RIE[EE

YIZEFBE Microsoft Teams BF, AR HdxRtcEngine.exe #iZRIBER 2 XM, HARBESBEI—MH
##2, [HDX-40006]

7£{#8 Microsoft Teams HDX ki =3t si@iE AR, NARRFEORERESEAREESEFB/ELHERER
&L, FBEEEFHESE Citrix Workspace MAEFZHI, EREEZEZSERRERNAREFEO. M
iEITRE, [HDX-39549]

TEfE M Microsoft Teams HDX iy “RFEHIN KiEHIE, ERATHLHSHELIRUBRE RE.
[HDX-36376]

BERERIEAT Windows B9 Citrix Workspace R BiEFFRRZAS 2112 X ESARAS AR VDA B, BIE= BRI
TREHER:

BXALRZ FATE R E7E =X IA IR e B (A 1T B HDX XA HIg & EEHEMIE R,

ERERRAF, BEBREERFRZMEFNENERGRRNER, MAZEDT VDA,
[CVADHELP-19636]

RE. . AL

FEERTF Windows 89 Citrix Workspace W BIERFE, FIRES IR TERIMUEMRIN:

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\WOW6432Node\Citriix
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B E BahEfan S1TRIR = W R,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\Keyboard & # Transpar-
entKeyPassthrough AMREFKRETE 32 IitEN L.

[CVADHELP-19625]

2204.1
FEINEE

SIMEEMILRINGE K T WA SIMRFDS (EEBENSMMFE SRS MRELDS) NEMEEERZR.

Citrix Enterprise Browser it iz & & 5 & F Chromium ki = 98 #9 Citrix Enterprise Browser i 7=
98.1.2.20, & Citrix Enterprise Browser FEINEESFRIEIEE , 15517 Citrix Enterprise Browser A%
18IhEE,

Microsoft Teams i1k

+ App Protection 71 Microsoft Teams ¥38haE: H/ZH T App Protection #95EHF Windows # Citrix
Workspace A2F{ATF Desktop Viewer ##=(Et, Microsoft Teams 74 Z#FENTBAMRRELZ, EFX
BRA T RGN ARFARSNE NI RELR,

BARTRSAR

o Z#5mER Web 1 SaaS RARFHILERE RSB R (SSO) 4l

BXRRATLRINEERITTRIIR, ESRE AT SR8 TIAEDTH.

B2 88—

RIE[EE

o MiERTF Windows 89 Citrix Workspace R Bi2Fit & HL & #rt, Citrix ADCi&EAIgEs B, [HDX-
39683]

o 7£ Citrix Workspace R B1ERFS, EiZERE%IT Microsoft Teams BiERS, EEIsESBRBBRNE M, AT
BERUTHIRER:

Call could not be established. (T £iirreny,)
[HDX-38819]
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o YERABEEAIEEATF Windows 89 Citrix Workspace R AEFi& BRI EIEME RGN, ZigER
RETAIRECE I To

NAEERE, BENZBEIERARFAIEPE-—TBIRNEREN. SAPIEPESITNEEEIATA
BY, ILEE R LURMEFEIIEHIREST,

[HDX-38214]

« R Citrix Workspace ZAFREAE “KE M i XERBEAAXGXRPEREZAER, WE
Citrix Workspace ARFBHEMN “KE = ‘AR XERHNARFNSASIETREISHEAK.
[RFWIN-26508]

« 7R Citrix Gateway URL AIgEEIERIELRK, HERUTHIZBES:
TEBRR B R IRIEARSS .
[CVADHELP-19415]

- WAKEER, &AE HKEY_CURRENT_USER 3 HKEY _LOCAL_MACHINE &% TWITaskbar-
GroupingMode i& &y GroupNone. {741, TWITaskbarGroupingMode ;: & mi7E HKEY_LOCAL_MACHINE\SOF
Client\Engine\Lockdown Profiles\All Regions\Lockdown\Virtual Channels\Seamless Windows
Ti2ft, [CVADHELP-19106]

RE. HEH. AR
o YEPERAMBREFMELIRSE, Workspace RERZF I RERERIEIERAERE, [RFWIN-21122]

2202
FrigINAE
Storebrowse 3t Workspace M523 [ATSAR] BahRraEE, EHAF Windows 89 Citrix Workspace [z F
125 BBhERSS IR Storebrowse %#%, X{# Storebrowse B gEfIFIRI = Workspace hgk,
AR

o IEINREN R S BRI M Storebrowse %%,
s BMABERABRMBAMERRINBEFRAA REERBLLINEE,

BXEMER, BB EAT Workspace #9 Storebrowse,

3 =

AR

FAFMSRAEEPEEFEESHIEREREFIFERHTINR, UREZERR, Citrix MEZINEETM SRR
BRG], EXNMRENXLEINEEN R IR, Citrix JgESRIBRIGIN™ENE. SEMNEEMN RIGHITIEE. B
WAEN Beta IRASEBEBEEF~IFIEF,
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Citrix Enterprise Browser %5 Citrix Enterprise Browser FEyIhaEEERFEEE , 1587 Citrix Enterprise
Browser XX4HRBHTIETIAE,

pE=
EATF Windows 89 Citrix Workspace 2202 MASAEREENR, WTFFAR:

o FRERMRIE.NET ka7 4.8,
« FRERI&IE VCRedist hik4s 14.30.30704.0,

B2 R

RE. HEH. A&

o ERLERBRSNERTEERT Windows B Citrix Workspace B2 FB12F MArZs CU4 F+4k %I CUS B,
ATBERHI TR

MAZ S FFHIRAFHER

Citrix Workspace S BzhE# BRAHBIRFAEIRE, EOUHEERXLRE, T, SELAFHE
FrERE. BE “WE” UH#s,

[CVADHELP-18790]

o BIXRIFNE N BIEF S S cannot contact store (TZBRANA®EE) HiREE. KEEFEMNEITH
[ B RYIRIE S IR L KB = HH Btk [r) &

EHRBREFSFIATRE, BENLSHEER, ISEALTIRAREKR, HiRMHLUTES: cannot contact store
(EEESNBRERER),

[CVADHELP-18736]

RIE[EE
« HZAT App Protection 89 F Windows 9 Citrix Workspace R AEFER A BE, Print Screen
BT AR REEE., [RFWIN-25835]

 EAEAT Windows # Citrix Workspace [z F#2Ri#id StoreFront £ PNAgent i 2 Bah B R FRHIR
BAREFTESAN, HETUTHRER:

TERNARERF. BERAFAREKR,
[CVADHELP-19209]
 MRFFHEBEZD NIC, EREEEF I IP tiutrypRREINM R EBIRIET SR M.

Rule: Set-BrokerAccessPolicyRule —-Name <rulename> -includedClientIPs
<Client ip address>
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[CVADHELP-18783]

o MRGHEBYUNNR, WFEEEIEED Citrix Workspace R BEEF A BRI BEFNRESR. Fit, X%
RIFE AT RE S S EM TREIB A RREX 4, Mg Mmiss ErNEFA/NH StoreFront ik CPU S A&,
[CVADHELP-18609]

o EIAREHREAHLRENARIERE, RFMEMKIEKFAREITHNEBRSHEF AE ek B, IthEt
BEREAHRRSES. [CVADHELP-19242]

RECEEHEENRE, EEMKENSETERAERE. M Citrix Workspace MEREFEMENEENSH
MitkiA R, [RFWIN-26111]

« 7% Citrix Workspace R fB#1EF 2112.1 &, 7E{1LHI Microsoft Teams MT@IEFITFHMBIRETE, s

8 CPU FIAZXATRERRE. [HDX-37168]

EA[a)
2403 92 RER

o WMREERRIGE ERETHET 2.9.700 k<89 Real-Time Media Engine (RTME), NEIgeTEITHE .
MNAEFREE. hiamEREEAT Windows 89 Citrix Workspace R 2R 2403 #iEHF Windows
#9 Citrix Workspace [ F#2F 2402 LTSR kA, fR7A%: AT TREZ—:

- WREE Skype for Business 5 RTME {&#45 &M, &% RTME 4% 2.9.700 R4 Emhi A,

- WRFMEA Skype for Business, &% Windows LERHNHAS (GFM=iMERIER) 1% HDX Real
Time Pack,

- MBEFERERT Windows 89 Citrix Workspace M B#EF RS 2403, BF4KEI 2403.1 ir7s,

BXEMER, BBRAMIRPLXE CTX666291, [HDX-63684]

o MREBRAXBPIHENZET 2 MRAEH.Net, FB.Net 742! Citrix Workspace M BEFREBMMRE, %
N AREFEENBE. [RFWIN-32377]

s FAEMEESER, Ctri+Alt+Break BRMREAXTEBRMBAIME. LERREAXETIHE
Desktop Viewer TEEZMFEER, UREHFOBISERERZET%, [RFWIN-31815]

o FEERLEYAAZEF BCR MS| 41Tk, [HDX-62636]
o« YNAPEXREHENEEN, SEEFOSKESED. 4, EONTFRENE LA,
rEHEEEEE DPIMETRIGE LSBT, F40 Microsoft Surface Pro.

ERAERFHAREONN. BERTESKRFRE, YEBEHRA— T REN, ESERER. [HDX-62297]

2311.1 FERBE

o HFMEEMNBMEE 200 MFFHE, RETELFEEDIEMSIE, [HDX-58341]
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+ Citrix Workspace M Ai2F & RRRB LATAER ¥ Windows Surface iz iRMANER, HEELRER
TERM Windows VDA RHHRIEN K EIILEM, RAERETOEATIARIE, AEER Citrix
Workspace M AB#2F. [RFWIN-32050]

s MREEEANBREFISESIENLTITARS, SR Citrix Workspace MAREFAESKK, RS
ERTERH Citrix Workspace R FHiEF 2B, /A Desktop Viewer TEEZSHEZEH LT SRAEITHNSE
BN FAEFIERE, [HDX-59129]

o BERRARE, AEREATHANEMNEREARREEMDNE. CAERIERNE T REMRFTER.
[RFWIN—32051]

c FEREDNBRENETHRARAENFHFRHNINRFE RN ABREIEREN, EARIEITINHAME N,
[HDX-59798]

o B, BMERET EWNREEECMNKRFDIRE, BARLEBHMFD USB E518%E, HLIlkRAZEN
RELTRIDFEEL. EXERAT, EARERANFIRETEFERETIRT. ERIUERUTHEREE
SKARRIE )R -

- BrAFSIEERE, A USBigE, AREMERIIRIE,
HE,

- T USBiREHRBHERIEN. HIRFRSBUIRERHEIIFERZ, [HDX-34143]

2309 gy xNiEER

o WNR ICAXHHTHT ICA XML Unicode RIFRIBEF oA, EARELEEM=E. NYEFERN
WERISN AEEHNEETEMRIE, ARMERZAMN Citrix Workspace M BiEF B AN BIEFHEH
B, AU, AT SR, FITRIEHSERIERT Windows B9 Citrix Workspace MABER
2307.1 hieads, EHEI&HHkRZS. [HDX-55649]

- BA “ERENEAR &ERE, Citrix Workspace MARF LW BRARIRAIRER B Eh#5h, [CVADHELP-
21829]

o EREBERT, & Citrix Workspace BRI RN AEFISEN, SrsRIAREIRER, HP
— & HBHMAENEEF, S5—%79 Toast @A, [RFWIN-31561]

o WIREE STOREC SHME AR ESMPEE T KT, NEAGSITREEAT Windows # Citrix
Workspace B2z 2309 FJRERAK. RS FER, ERENEARHTENNABER, WTHIFR

™.
CitrixWorkspaceApp.exe STOREO= “AppStore;https:

<!--NeedCopy-->

[RFWIN-31704]
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2305.1 R ERaE

o TR E5) Citrix Workspace MABEFR, RAFEMIIRTERMANNIEERE. [RFWIN-26399]

o HEMIMBERSBVIRTIBEN BRI (B, FEXIHEMN) B, Citrix Workspace AREFFREER. Ul X
RAFHEEN AN REFERNFEFEERA/N. [HDX-47575]

s ERINTARIEZR, BAURSFRIRERENDHNE, cNABESHILAM. BRATHET
StoreFront MR BEF SEEAKIIE (RFRATEME) N, AHMNABESLSHIXMIER.
[RFWIN-30327]

- i@ Citrix Gateway BILZEZE, MNRERKK, RIEFTRETIEER EDT #TiEEHEIRE TCP, d1% HDX
BIENEHRIZENIZMIER, RIERRETERBR. [HDX-49878]

2303 R ER A=A

o MREBERRKIENEEPHTEMBIIRE (RAMRERFEN) , Citrix Workspace N AiZF Al e (F1EMm
FZo M Citrix Workspace R R#2FhRZs 2302-2303 F#48Y, MR HIEMTEZNSE, NsHML R,
[RFWIN-29663]

2302 gy xia)E

. @A 8T ATE Bloomberg 4 5 5t Bloomberg %4 2013 L5/ Bloomberg £ Ai2F. ERAT
App Protection 8RR 4R Citrix Workspace B EFARZS 2302 RS HIlt R, fRAER, F
4% Citrix Workspace [k 2303 & QI T EMRIH EH BT EL:

- SEMRD: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\epusbfilter
- {&: [DWORD]
- DisableUSBFiltering=1

[CVADHELP-22221]

2212 FHERN R

o Y4188 BCRClient.msi BF, 7£ Citrix Workspace MAEFREHBSHIMUTHEIR:

BCR Plug-in X

Your installation cannot continue. The installer detects
- that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK
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[HDX-46964]

30 Citrix Enterprise Browser 2EiAXI 5588, FLB XA BHT MM SaaS ARF L IEE Citrix
Enterprise Browser £3T7, [CTXBR-4106]

2210.5 FHERBE

o EEREEXATHACERTHNAERFN, HttdtNBEFRLTENBREFIESEIAENaHBESERHIN
F#2F. [CVADHELP-20742]

. 7EXLRIBM AMD GPU R5I5, Citrix Workspace K2R 2206 BB IRA P A BEIE BMANEH,
RIS
RARSTERERIA TEME:

- Key: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\Configuration\Adve
- Value: [DWORD]
- ForceVP=1

[HDX-46264]

2210 FHEH AR
o UEEmATIEE YR DPI i, Desktop Viewer TRt BERE, [HDX-45206]

+ Desktop Viewer TE#=E£RIRX TR A ERER, HERRMETNINFRER. [HDX-45189]
o ENMERSEN, FONUENAXNTRASREFRE, [HDX-44997]

2209 FHERN R

TEUbhR A B R TR,

2207 FEERM B

TEIbhR AR B R IR,

2206 FHYERBE

FlbhR A& B A TR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 79



iEATF Windows # Citrix Workspace R RiEF

2205 2 A
« EERTF Windows # Citrix Workspace R Bi2FH, SR E5M4mE (AAC) &% RaEx#F 6 NEiE, [CTXBR-
2941]

« A USBig&inialsctet, Citrix Workspace A#i2FalEs E~ AR Citrix Workspace - 22 & &%
JEE, [LCM-10369]

+ £ DDC Lt A B ETRERIE, RIEHEIT TR BN B MIRZ B AN B shig 5% H3TEHE. [HDX-39558]

2204.1 R EH AR
o REBEFELHNRFZDHTE Microsoft Edge WebView?2 Y, fEBHIER FREZEAT Windows 89 Citrix
Workspace M RZFRIBER KM,

fRRTTE: UEEBEREHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEiXTEE
BF Windows # Citrix Workspace M B#EF.

[RFWIN-26329]

2202 R ERRE

« Citrix Workspace [ A FH MR RN EMIREAT RS SR 10-30 9%, BXEAER, HSHAMIR
H3CE CTX335639, [RFWIN-25752]

2112.1 FEEREE

« HEAT App Protection B3iERETF Windows B Citrix Workspace M BEFEE & BEAY, Print Screen
BT AR REEHE, [RFWIN-25835]

« Citrix Workspace [ AEFH MR EREMIRIFAI RS SBERLY 10-30 9%, BXEAER, ESRMIA
FulCE CTX335639, [RFWIN-25752]

o BARESMNIILE, MERT Windows 89 Citrix Workspace M Bi2R - $HRTREFR 2 A Th. [RFWIN-24813]

o YIREE Microsoft Windows 11 #+&# LA Citrix Workspace B RER, SEBEMIEEEM EofEaE
%, [WSP-13311]

« {E/ Citrix Enterprise Browser Bt, BMESFRIFHNEOER/IME, UEABRAZRPHN URL EONRES
B, [CTXBR-1925]

« MREEAT “NRBABTEER" Ihig, NEEER Google Meet, [HDX-34649]
R A:

1. #fR https://www.youtube.com/* fEifiElEHIFIR S,
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2. 1% https://accounts.google.com/* FEBHIIEIL =TT,
3. EEA Google H7vihs (g0 YouTube) EERER Google A,
4. 7£ Google Chrome WRE—3%:f+ /=5 Google Meet,

« 1£ Citrix Workspace R B2 2112.1 &, E{RHI Microsoft Teams MT@IETITFHMBIRENET, s
£ CPU FIAZEAEESES.
fRORAE: Eimm LB TEMRIE:

Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
&#: UseDefaultCameraConfig

#8: REG_DWORD

f&: 0

[HDX-37168]

« 7£ Citrix Workspace R REFH, EZIFHILT Microsoft Teams EBiER, EAIAESBRIEBUEMFE, LAY
BERUTHZER:

Call could not be established. (FixzEzMEM,)
RAE BRXEHEIT Microsoft Teams @iz,
[HDX-38819]

2109.1 FHEH AL

TEUbhR AR B R IR,

2109 gy xNiEER
MRELUAF SHRETMAETF 2109 19 Citrix Workspace 2R, MEERREMNMRAHR 2109, MHE LA

FEMNEHREFIZEN, B ET Entry point not found (FAZIANOR) HiEE. BEREN, ZEHBEHEK,
F B Citrix Workspace R R EEHEIAR4s 2109, [RFWIN-25008]

MREEERTE Google Chrome RRETINBY BIZF, W HITFHE Citrix Enterprise Browser ¥ 58 %o
[CTXBR-2135]

2108 FHERN AR

AREa8RRRFRARTFREN, [IFERFHITENLERIER (RSELM) T ERRD. [RFWIN-23906]

2107 R ERN AR

fElbhR A B R TR,
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2106 FHYERBE

o EERATRSESMINEENNARES, ERELEBsER. Unicode AR @3Itkial#, [RFWIN-23439]
o 2AfFEH VDA EREMERT Windows 89 Citrix Workspace N B2FEEBEMEIBENN, MEIRENT
BESHIKAE, [HDX-28691]

2105 FER B

s ERIEMRE, YERHREERHRNTHERN, Y5ERSE FEMAIIHEESTEH, [RFWIN-23152]

2103.1 R ERaE

BERSEHEORNSE, RIEBRHNAEREANARERF. ATE=AMRE, £A Intel Xe B RS EIL

B, [CVADHELP-17005]

o RINEARIE. PXHEHE IMEREFRAETEEETIE. BEROANUETREFER, FEFRTET,
FEAEMNNARFNKSERIEN SaaS NARFRASHILAM, [RFWIN-21158]

« 258 Citrix Workspace M AEFRTRES K M. HAF EIEIRRRE H I B HtR, [RFWIN-22491]

s ANAEFERAREAXNHENBHEFAHEEE, BEREENRESXBHNAEFITESKK. F
Am$TRm%E Citrix Workspace R BI1EFHY, IRKIEE storedescription, MMk,
[RFWIN-22510]

o HEERXER Microsoft Teams HDX ki 1T =% sid@iEeT, BEATAER KM, R VDA hiiadsf 2103 &

kR4S, EATF Windows 89 Citrix Workspace R FR#2F7 2103 kB = hRA, MHBLA, thiEHE

Virtual Delivery Agent (VDA) 2106 FE#&E,

2102 FpER B

o 2RXEE ICA RIFATRES RN, SARIERSLEMEEN 8080 MARH EXIFEAR, SH IR, [CVADHELP-
15977]

s ENARFERIED, HEE Microsoft Paint PITHEIHMERET, Microsoft Paint N FEZFEMAELIZA
BEERTREM, EEOWER TEMSENSEBLEE, [RFWIN-21413]

« BB T Azure Active Directory ZE 540 (MFA) B9t EH £, BMEEEREREFERREHN 60 XK
THONER, RFALRSERERIET. [RFWIN-21623]

« EEMA Azure Active Directory B3t E# L& &R Citrix Workspace BRI EakK. KETHH
iR RN IItRE, [RFWIN-21624]

. BHBAGHNEESIER, BBRSEFNEERERERI S, £ Delivery Controller EERAs#N BIZFE
I ERERET, SEPLLEE, [RFWIN-21629]

o M ALT + Tab B2 FO TS S5 Citrix Workspace MBREFHRTHRR. EFAKERXTER
KAER SRR, [RFWIN-21828]
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 WNRIETE Microsoft Teams BEFEAMERENIMA, HDXrtcengine.exe AIHESTELMN, ##
RAE BEBRELRFLXE CTX296639, [HDX-29122]

2012.1 FHERRE

T IbhR A B R TR,

2012 FHERN R

o MREZHBRRIPHONARZFRMBUGESE, WaIgSETUTER: “CRNAEFIFATR~ ARRE
WER, FETRUTER: "“TEAFMINARER.” NRFWEXERRE, RRIFNNABEFRBELLTIL, BX
ERE MR R MR, [WSP-5497]

s EEATNRBABTEEAMN Chrome J%E28H, HEPHITHIEN-RHTEEN, ZAM-RAIAET AT, 7
#7557, 12 Pop-ups blocked (FHIET#HEO) 4 E+i%E Always allow pop-ups and redirects
BEAVREEOMEEMR). [HDX-23950]

« 3% Citrix Workspace R AREFMARZx 2012 BEhEHEIESHRAEY, HETUTHEIZES .
Could not load file or assemble Newtonsoft.Json (Ezm#Ex#akiZF%E Newtonsoft.Json)
R &47£ Citrix Workspace M AEFHEERRENSF LB AT BshEHR A S HI IR,
fRAEA, M Citrix TEHTRE T Citrix Workspace MAB2FZ 2012.1 SiESAREH F ik,
[RFWIN-21715]

o MNBBEINARFE, REEERT Windows B Citrix Workspace M REFHITHEZEHLORE, NEARE
FEARERENE#TIEENRSSS . [HDX-27504]

o WMRMFERZEATF Windows i Citrix Workspace M BiEFHEREEMNBESHNAERFZ, ZNBEFEEE
= TR FEENRFAREHIERE. [HDX-27505]

IBRRC 1

BXEHEPELEE (EOL) r=ShRas, BSIHIHR .

E=7HEHR

iEMATF Windows 9 Citrix Workspace R 2R Al aE & & 1RIB LA T AR E XM EFHITIFRI B = A 34

iEAF Windows 9 Citrix Workspace 2R E =78 (PDF T&)
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https://support.citrix.com/article/CTX296639
https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://docs.citrix.com/zh-cn/legacy-archive/workspace-app-and-receiver.html#citrix-workspace-app-for-windows
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/downloads/thirdpartynotices_citrix_workspace_app_windows.pdf
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BT SRR AR BITORE

June 14, 2024

BRATEARPH RN E R EF I RRBIREFFRPER, HATFRUAZRIRHONS. Citrix TIEZEAT
VIR R I AERY 2SR 0], EIDR M XLETNREM R IR, Citrix FJRESIRERIFMmEN . ZEHNEEENR
IEHITIR (o

AT HEITIRET &

TRIE T HRATRMRPHTIEE. BREXTFEPERIENRE, BESHENNRE,

ATl ENidE NS RifzRE (LEET)
HERFEN 2403

S2#5F TLS #i¥hies 1.3 23111

1B T B R B REHEREINGE 2309

EATF WebEx fEHHZF IR AR 2303

FEE
R B BT R R E 2209
73 App Protection 2210

DY ) R

*iFmm Web #1 SaaS AR 2204.1
tEeRRl e SEF (SSO) (Al

HERHEM

W, EAUS2NE5EHZ VDA LERNEM. REEETENESED, ILENKNERRSI . BEE
‘MR EALINEE, AE2E HKEY_CURRENT_USER\Software\Citrix\HDXMediaStream\
EnableSystemAudio (DWORD) i&&H 1,

NFRLAF, RNERTRBALER, BASKEITH, AEATERZECHNER.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#share-system-audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#support-for-tls-protocol-version-13
https://podio.com/webforms/29545906/2432689
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#enhanced-domain-pass-through-for-single-sign-on
https://podio.com/webforms/29098667/2368335
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#client-app-management-for-webex-plugin
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#client-app-management-for-webex-plugin
https://podio.com/webforms/29098678/2368338
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#quick-launch-of-disconnected-desktops
https://podio.com/webforms/27851912/2178465
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#local-app-protection
https://podio.com/webforms/26963544/2062768
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#support-for-an-enhanced-single-sign-on-sso-experience-for-web-and-saas-apps
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#support-for-an-enhanced-single-sign-on-sso-experience-for-web-and-saas-apps
https://podio.com/webforms/27231328/2095940
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¢ © 8 - | & & B

Chat Raise React View More Camera Mic Share

Share content Include computer sound

Presenter mode

2 & Add background

« #=8% RAVE #1 BCR EE MMM BEFIET-~HNERN, TEERLNELZEM.
« RABEEAHHNREZFILIIEE.

=z

AR

e IhEEX7E Microsoft Teams #EH GBS Ao

<5 TLS thilhirzs 1.3

B 2311.1 hRAiEe, thIHEETER AT AR iR,
B4R, Citrix Workspace MREFZHHEHEZ MM (TLS) 1.3 k.
AR

k1858 ThEETRE VDA 2303 HEB RS,

RINERT, IR FREBRS. BRAIZIEE, BHITUTERE:

1. £ “BfT ®29ER regedit I EMERREES.

2. & f1 ¥ HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
TLS1.3,

3. plE—8% EnableTLS1. 3 # DWORD Hi§ % AIEILE R Lo

PR

« {EM Access Gateway 3¢ NetScaler Gateway Service WiEEZIRER TLS 1.3, BE, XLEFEZEXOIRT
TLS 1.2, [F# Access Gateway #1 NetScaler Gateway Service R%#F TLS 1.3,
o HIEERIAZRTLS 1.3 89 VDA hx 4% ELES TLS 1.2,
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iEAT WebEx {&H% F ik A2 R B2

B 2303 ki, thIhaEER AT PR,

B 2303 he#sig, ZIFTE. REMBmER WebEx i, HABARS Zoom EHERE,. NARBE/KFEZERA
LUF Global App Configuration i& &7 sefE A Lk IHAE:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":

L
{

"assignedTo":

[

1,
"category": "AutoUpdate",

"settings":

[

"AllUsersNoAuthentication"

{

"name": "Auto Update plugins settings",
"value'":

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",

"pluginName": "WebEx VDI
AutoUpgrade Plugin",

"pluginSettings":

{

"delayGroup": "Fast",

"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode:{
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AA2AACDC-D30B-433F-A602-3E25975010A6 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
3.1.0.24263",

"minimumAllowedVersion": "0.0.0
n

"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->

BB Podio RERHA X IINEEMR 5o

PSES =hlipape-dsnE ST

B 2209 fR7SEE, MEINRETER AT RF R HE.

BT EALINRE, ERILAEMTH LRI &R E. BALIEERE, Citrix Workspace RARRFRBIERBERT
BRI EENRIE. BiIREGE, IERILAET.
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https://podio.com/webforms/29098678/2368338
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i, Civis Werkdple W

Deskiops

AF

cilrx a
€5 T owem

EoSEsaomBEEenme T

BJLAER Podio =ML R TR,

7= App Protection

B 2210 hR#SiEE, LEINREFERATRARTF IR H,

App Protection #fitig5gM = 2%, FIFERIMNNEFREZRZIZRE. KABIMMESFEEENEE, B, App
Protection IhgE{RE 3 Workspace &R, f&Bh4sith App Protection, App Protection Ih&El BRI m L9
N BERF. BERT Windows B9 Citrix Workspace R AR#EF 2210 &2, App Protection aJ LU A%l Windows
& ENAHIY RER,

BILUEEALE Podio &ML ATAS AR,

L#5mEm Web 1 Saas ARFVIERE $SER (SSO) Al

B 2204.1 iR7NiEE, tEIhREER AT ARF IR E.

FRE=HFEHRMER (IdP) iF, ILIhEERILT RS Web M EBIEFEM SaaS MATERFM SSO BB, 1#38H SSO &
WA EANSRER NN 0D, TIERTE IdP #HEE Citrix Secure Private Access LU&E SSO #9358 HI M %
&M, SRXAURERFAER, siR2EMAER [P 3¢ Citrix Workspace M ARZFMEEBINEE Web 5
SaaS NAEFH#HITEHRIE,

AILUERALL Podio &I AR LI AR,
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iEATF Windows # Citrix Workspace R RiEF

RATMGIREEX KRR (GA)

ARSI ThRE ERKRFhRA
18R T BB RIIFEBINGE 2403

Citrix Workspace R Ri2FHIf R ERZFE N 23111
BN ELRBBERER 2311.1
1R EI N AR RE TR 2309

k8 Citrix Workspace R BiEF AR A BRI 2309

RAGERMFEM

June 17,2024

2K
B ER

« 51K 2 GB RAM,
o TR TAEXRE Citrix Workspace M BEFFIENMETEMIEAREE,

REEHKE FrEEHi iR =s|a]
SMRE 1GB
Fk 1GB

AR

- RERBFNEREEREOENHETERITHRS.,
- MRERTRESBFRGNHETERE, WABRZWIEE, mMEE \Citrix\Logs\
CTXWorkspaceInstallLogs—* FitR#EiRHEE.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install#user-interface-based-installation
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/hdx-transport#loss-tolerant-mode-for-audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improved-virtual-apps-and-desktops-launch-experience
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/session-experience#sustainability-initiative-from-citrix-workspace-app

iEATF Windows # Citrix Workspace R RiEF

MEER

+ Microsoft Edge WebView2 Runtime igzs 117 s{E S kR4
« .NET Framework 4.8 #1.NET Desktop Runtime 6.0.20 S{E =k
o BFhRZ<EY Microsoft Visual C++ Redistributable

Microsoft Edge WebView2 E3k

« Citrix Workspace M fB#2F 5 Evergreen Bootstrapper kias# Microsoft Edge WebView2 Runtime
HEE—,

« Citrix Workspace R FRfERF RE2F AT UTER % Citrix Workspace M R2Fidi2th &2 Microsoft Edge
WebView2 Runtime., 182, BTt RE, EuFuEES Internet, &, EAILITERE Citrix Workspace
N AREF 2 AR E BRI Microsoft Edge WebView2 Runtime Evergreen Standalone Installer 3&
e,

o IGEMAMBRGREILLT URL:
- https://*.dl.delivery.mp.microsoft.comfEkz Citrix Workspace M B#2Fid

2T # Microsoft Edge WebView2 Runtime, X458, 1E51A Microsoft Edge if s 7 iF
Fl&Ro

- https://msedge.api.cdp.microsoft.com &% Microsoft Edge WebView2 Run-
time B

- Internet &%

- REMABERRRLLT URL:

AR

LEEAFERAFEERANR L ERF & Citrix Workspace RZFE#2F, # B Microsoft Edge WebView2
Runtime REEN, REBELEHETUTHEER:

“DHRLEERBMNERT BERELUTBERAFE:

Edge Webview 2 Runtime”

+ .NET Framework 4.8 #1 x86 fz#<#J.NET Desktop Runtime 6.0.20 SXEZhias, BIfETE X64 R4H, 1
WML L x86 hRASo

+ %7 Citrix Workspace AZFLHIEPRENET, BHEFREL Internet &%,

o BEGRN
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https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/
https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/#download-section
https://learn.microsoft.com/zh-cn/deployedge/microsoft-edge-security-endpoints
https://learn.microsoft.com/zh-cn/deployedge/microsoft-edge-security-endpoints
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} =

=W

LSS ERIEEE RN RRER AL Citrix Workspace R AIER, BRFAFARRENET Framework
4.8 #1.NET Desktop Runtime 6.0.20 SiEShashs, REIF KM,

REHE
NET hitzs SNfAIERE?

Citrix Workspace M AEF 1904 FESMAFEENET  73% 1: Citrix Workspace ABEFRE.NET

Framework 4.8, &7 .NET Frameworkspace 4.8 2 Framework 4.8 f1&#hk4s#9.NET Desktop

4h, Citrix Workspace MAB#EF 2309 SHESAEE  Runtime 6.0 URNAREFLRE, WREZHLZRE, £

SR7E x86 #1 x64 RZifEM x86 hixasHI.NET Desktop  ZE Internet &%, && M AENIAIE

Runtime 6.0.20 S{ES kRS, downloadplugins.citrix.comiz® URL,
Bk 2: SHFEE Internet EERILE, EEATTLUER
T umE T & Citrix Workspace [z B2 RIBI L T2
B, Ithoh, ERRATLUERAEESE (5N SCCM) %
ik 3 1ERE Citrix Workspace R fEfEFZal, BE
RAAUABIM Microsoft ihm&sE NET Framework
4.8 1 .NET Desktop Runtime 6.0.20, EiXTHRH
hrA<#9.NET Desktop Runtime 6.0 (6.0.20 {E=HR
),

Microsoft Visual C++ Redistributable 5k Citrix Workspace B2 BE R4 Microsoft Visual
C++ Redistributable,

=3

AE:
Citrix BV ERREHRAMN Microsoft Visual C++ Redistributable, TN, AR TIEFETESHIMNEHE

T

B 1904 &2, Microsoft Visual C++ Redistributable %22k Citrix Workspace N REF R EREFT .,
Citrix Workspace AR REREF, REEFRNERARIEHEE Microsoft Visual C++ Redistributable
EFE, HEIXERH#TRE,

3

AR

MREMRLEHRZE Microsoft Visual C++ AIB £ 1THME, ERIFEERNRERE Citrix Workspace [
BREFAReRK,.

DEBIEREEBLE Microsoft Visual C++ Redistributable 21,
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https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://go.microsoft.com/fwlink/?LinkId=2085155
https://go.microsoft.com/fwlink/?LinkId=2085155
https://download.visualstudio.microsoft.com/download/pr/0413b619-3eb2-4178-a78e-8d1aafab1a01/5247f08ea3c13849b68074a2142fbf31/windowsdesktop-runtime-6.0.20-win-x86.exe
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A% .NET Framework g Microsoft Visual C++ Redistributable Z&tin@p iz, &5 Citrix FHiRAOX
= CTX250044,

BERER

DHEEIREEIE  REFHH Citrix Workspace B2 IR, EEAIIEEREMER LaunchDarkly &=
ARRSS1E Citrix Workspace M AEFHESZASZEMMINGE, BIEZINEEELMINLt,

FEEMEARERREAEET LaunchDarkly MiRE, BHZEE T MELEH LSRN AT LB, 75X
MIBERT, TRERBERBINE URL = IP tiitEAE#HE LaunchDarkly #9mE.

AILUEAEEEILLT URL BRE:

« events. launchdarkly.com

« stream. launchdarkly.com

+ clientstream. launchdarkly.com
« Firehose.launchdarkly.com

« mobile. launchdarkly.com

MBHAEAVFFIRBFILE IP #uhk, 3585 LaunchDarkly public IP list (LaunchDarkly 2/ IP 5lI%) , REXH
HIFFE IP #AEEENIR, ATUERIYIRR T RENHMEEES T HhEN, UESEMENERFRIT—H. BX
gﬁﬂ:‘léﬁ 4 TEE’J'{*IQ\E’J-&;QE1D %] ]ﬁ%lgﬂ LaunCh Da rkly StatuS B-IEO

LaunchDarkly ##Zk  RE7E Citrix ADC LR U TIRSHIFEERBE X, BRIENAREFZEEBS U
ThRSBIE:

« LaunchDarkly fRs3
o APNs 28RS

2/ LaunchDarkly fE$s  ATLUERAESERIIR (GPO) &2 A LaunchDarkly RS,

@idiz1T gpedit.msc $T7F Citrix Workspace N AREF ARSI R EEIEIR,
EHENEETST, BEEEER > Citrix £ > Citrix Workspace > &4,
EERERIERE=ARRMIERERHEHIEERN “BBA

BN AMME.

PS*’.N!—‘

BXAABHONGES, FSEEA Citrix BEH0.
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https://support.citrix.com/article/CTX250044
https://app.launchdarkly.com/api/v2/public-ip-list
https://status.launchdarkly.com/
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#common-citrix-communication-ports

iEATF Windows # Citrix Workspace R RiEF

REMIIE

Citrix Workspace W B12F 5 L aiFr B 2 X #5H Citrix Virtual Apps and Desktops. Citrix DaaS (ABI#R
Citrix Virtual Apps and Desktops AR53) #0 Citrix Gateway hRA&EZ, XERRATE Citrix 7= REm AR S
o

AE

« Citrix Gateway End-Point Analysis Plug-in (EPA) 7£ Citrix Workspace £ #, #E4<# Citrix
Workspace MBiEFH, XEFEA nFactor BMWIERA S5 1F, GXFMEER, 52 Citrix ADC XX
AR TS P IIERE S5 EPA 1318 E A nFactor B IRIERR—PMER.

o (NWYEFIKET Microsoft WERZIFHY B, F2FE Windows %% Citrix Workspace k2
iR,

» Windows ARM64 12ERARTEMEBER TZFEATF Windows B9 Citrix Workspace B2

« —B Windows 10 AR A FARS L IERE, ZhRAFRBH Microsoft IRIERS KL #E. Citrix ¥
EEHFSAZFNRERADBITEZRHE. B% Windows 10 £HRERSHEE, 15518 Microsoft B9
Windows % & EELRN 4B,

iEATF Windows 8 Citrix Workspace R REF ST Windows 2IERARE:

A
5l

RIERSG

Windows 11

Windows 10 Enterprise (32 {ii# 64 fiki4), HX%EAHN Windows 10 hiAM#MES, E2H Windows 10

55&RTF Windows 84 Citrix Workspace M B2FHFRA M.
Windows 10 Enterprise (2016 LTSB 1607, LTSC 2019)

Windows 10 (Home Edition*. Pro)
Windows Server 2022
Windows Server 2019

Windows Server 2016

* AR E@ES L. Desktop Lock. FastConnect APl LIRFBEIIAER Windows i+EHMEE.

Windows 10 5% 11 58 F Windows 8 Citrix Workspace N BiEFHEAM

T&RFIHT Windows 10 kiasS LRERTF Windows &9 Citrix Workspace R REFHEN E B RS,
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https://www.citrix.com/support/product-lifecycle/product-matrix.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-preauth-postauth-epascan-as-factor-in-nfactor.html
http://support.microsoft.com/zh-cn/help/13853/windows-lifecycle-fact-sheet
http://support.microsoft.com/zh-cn/help/13853/windows-lifecycle-fact-sheet
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html#windows-10-compatibility-with-citrix-workspace-app-for-windows
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html#windows-10-compatibility-with-citrix-workspace-app-for-windows
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Windows 10 k&S AEBhRAS Citrix Workspace [z Bi2FEAR S
22H2 19045 2206 ME=has
21H2 19044 2112.1 XEEhRAE
21H1 19043.928 2106 ME=hras
20H2 19042.508 2012 RESHRE
2004 19041.113 2006.1 RE=hras
1909 18363.418 1911 K ESRA
1903 18362.116 1909 KEEhRE
1809 17763.107 1812 KEERZAE
1803 17134.376 1808 &EEhRA
EE:

Windows 10 hrzs{R 532 %#9 Citrix Workspace R F#2FEhR AR S 190, Windows 10 hk7s 21H1 5 2106
ZHIRIRRAER RS

T&RFIHT Windows 11 kiasS RERTF Windows 89 Citrix Workspace M REFHEN E R RS,

Windows 11 k&S AEBhRAES Citrix Workspace 2R
23H2 22631 2311 REZhRZS

22H2 22621 2209 MEFhRA

21H2 22000 2109.1 REShRAE
RREMEE

June 17,2024
AIM Citrix W FHIIEH SR ARN THIE (G0RE) T# Citrix Workspace M BER.
AILUEE U T AR RERGE:

o BETETF Windows WX ERZER S

-
1%
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s FABSITRAERATEEFXHE. REGSHNTEEY, EXFEAHSITRERE Citrix Workspace A
BFHNER, BEREAGTSH

AR

BIETEREEREMBLTNRAER, WRAERED PR,

EREEANIFEERNBHITRE:

FAFMEEREE RE Citrix Workspace M AER. (REBEIES HIIE, £ 25T, App Protection, Microsoft
Teams VDI &4 #0 Citrix Ready Workspace Hub 55&MBF Windows 9 Citrix Workspace [ 24 &R
R4 EEEEANR.

THRERT USBRARAF F1HRE Citrix Workspace R BEFRNESR:

TR MR pre=Sit]

BER ERTF 64 fi: C:\Program Files BRHERE
(x86)\Citrix\ICA Client, EBTF
32 fiu: C:\Program
Files\Citrix\ICA Client

=) %USERPROFILE%\AppData\Local\SiireCA
Client

==

BERAUBERAPREN Citrix Workspace R BIEFHISEEI, HMIhdE R,

BT EEMZRE Citrix Workspace N BZFH@HS

£ /CleanInstall #<$ERZAIHENFAERREL, FINXGHIEMRE, RELMRENMRAH Citrix
Workspace [ B1ER.

g0 :
CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

ETFHARRANTE

A L@ F5hi51T CitrixXWorkspaceApp.exe TEZF AR L EERT Windows B9 Citrix Workspace iz 312
.
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1. BapCitrixWorkspaceApp.exe X

RHARWIE Citrix Workspace MRREFFIBNAERY, HERENBHREZNAER,

@it workps -

Preparing your device for workspace
installation...

Installing Prerequisites...

RERNEANE, BHEIIGDER Citrix Workspace REREFRE.
2. sk, WA Citrix XTI E.
3. FEEFES “Citrix Fai” Fasgst, Citrix Workspace W BEFHRESEHITHM IR,

4, FREERNRHTREN, MREESA App Protection Thie, &% EE5 App Protection £ik
#E, Citrix Workspace [z BRI I REMREHITH R INTE K.

©

HE:

Bi& A F Windows &9 Citrix Workspace i B #2 & 2311.1 ik &2, TrolleyExpress &t 5
CWAInstaller-<date and timestamp>, i1, B&EERE C: \Program Files (x86
J\Citrix\Logs\CTXWorkspaceInstallLogs-20231225-093441 fi&,

& Windows M ERE

1. S#1% Microsoft M AIE.
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2. 8% Citrix Workspace.

< @ Citrix Workspa pe A

(R

Home

asi

Apps

(AN

Gaming

&

Movies & TV

I\

Library

@

Help

C

Citrix Workspace

Citrix

Get

1. #& Get (FXEY), Citrix Workspace M BEEFB R,

FILUBSIEE FRIM G SITIEIRBE X Citrix Workspace 2R RERF. REEBFORBERMNRERFZAE
BEIRFIRER. TEERSEFEEFXMG. AREURBDZ TN BEFEERANIGIER.

EEA Windows s$17%4E Citrix Workspace RABERF, EBRMGSRTNHE—THEAUTRE:

- REBEXHE,
- REHS, MR
RN

ARG ERSHEENT:
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CitrixWorkspaceApp.exe [commands] [properties]

mLITBHIIR

BRABDRNT:

A
#
&®
« HDX RS %K
o BETMAR RIS
o SMHRIESE

3k
W
ok

L]
ol
W
e

X
o
g

)

HRSHK

e P BH

?8 help FIHFrERERSHE %,

/silent ERESEPERAREHEENMRE T

noreboot ERESEFRIEEREHBIRT. BILEREHMBE

BB, RTFEERSH USBI§E&TLAIR. REESEH
Brhg&EA28E USB i,

/forceinstall BERSPREN Citrix Workspace B FFEFHERTL
BEEHKEN, AXEEER. MARIZHEH Citrix
Workspace [z REFhRAFR IR REEHFRKKET,
AL X,

AR

forceinstall F*2 rcu F*MEH, rcu FXBEMRZA 1909 BEFA. BXFAER, B2PIFMA.

EEIEL S

HE] A ST

« @1%: AutoUpdateCheck
« BA: k&< 4ER Citrix Workspace M ABIEFAER A BEHBHHITR,

TEZAHENE:
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AutoUpdateCheck ®$1&

iR

Tl

B (BUARE)

ALRE AR AERNRE L HEN,

CitrixWorkspaceApp.
exe AutoUpdateCheck=
auto.

Fnp EURENRNASAsRAEE @M, CitrixWorkspaceApp.
FoteEBH, exe AutoUpdateCheck=
manual
B2H BHABEH. CitrixWorkspaceApp.
exe AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck mitESE, wigE 7 EEiE AutoUpdateStreamDeferUpdateCount
. AURolloutPriority SE &%,

ERE B HAIARE

» @m®AutoUpdateStream

o WP - MREEEABERH, NWAILLEREEHRNRE. BXFMAER, FSHRLEHEFHEEM,

TEZFIRERIE:

AutoUpdateStream &x<1& BiEA 5l

LTSR RESHERIKBPRSIREEREH,. CitrixWorkspaceApp.
exe AutoUpdateStream=
LTSR,

Y] B sh B IRk asiy Citrix CitrixWorkspaceApp.

Workspace B2, exe AutoUpdateStream=

Current

HIREHEA

» @%: DeferUpdateCount

o WiER: fER B AN A LUEREHEUR . BXIFAER, B

TEZATRENE:

27 Citrix Workspace &
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DeferUpdateCount &:<-& WiER AN

-1 (BUAE) AVFHERERIRIEM CitrixWorkspaceApp.
exe DeferUpdateCount
=-1

0 ETHNEMNTAEREE (0 % CitrixWorkspaceApp.

EfRIEMEF “n”

%@, THIREEHEXILENR
B1ES.

o VR nRBH. LUSiRE

FETET “n” Ko

exe DeferUpdateCount
=0
CitrixWorkspaceApp.

exe DeferUpdateCount
=<n>

AR

B & B T Windows 8 Citrix Workspace W B 12 ¥ it 2 2207 2,

DeferUpdatCount 2#FEHH.,

REHEH TR

+ @%: AURolloutPriority
o BB HMRAMNARFAIARN, Citrix RTERERMHREEER. ERLSE, ErLUSHITER ARG

Bl EMIEE T UKL H,

TR -NBY i8] AT LARE UK R o
TERARENE:
AURolloutPriority fn<1& BiEA Pl
B (BIAEE) &7 Citrix BB SRR CitrixWorkspaceApp.

B

ERER N BRI R R B .

ERBTER(THAE ia By ER UL B ST,

R ER N ARBE RN IR E .

exe AURolloutPriority
=Auto

CitrixWorkspaceApp.
exe AURolloutPriority
=Fast

CitrixWorkspaceApp.
exe AURolloutPriority
=Medium

CitrixWorkspaceApp.
exe AURolloutPriority
=Slow
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FHEECE S

EENAEE

o @< ALLOWADDSTORE
o WEH: AWERIBEENSHEENABE (HTTP 3 https).

TEEREEMNE:

ALLOWADDSTORE &4 & WiRH ANt

S (BRIAE) RAVFERINBMRR SN AEE CitrixWorkspaceApp.
(EB HTTPS &L &), exe ALLOWADDSTORE=S

A RIFERINSIBIRR &N ARE CitrixWorkspaceApp.
(HTTPS) iR 2N BEE exe ALLOWADDSTORE=A
(HTTP), %2 Citrix Workspace
MAEFRRERAPREN, NFRER.

= AarArPAmSREEcrNAER  CitrixWorkspaceApp.

IEo exe ALLOWADDSTORE=N

B BB EREREESM

o @< ALLOWSAVEPWD
o W AWEENMRENABEERE. WSBGERTER Citrix Workspace R IR A RS,

TERFAENE:
ALLOWSAVEPWD #<1{& BiEA ANt
S (BAfE) RAFRERENABENSEE (8 CitrixWorkspaceApp.
B HTTPS EZ&). exe ALLOWSAVEPWD=S
& RAVRTFER, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=N
A AFRERLMA®E (HTTPS)#1  CitrixWorkspaceApp.

FLRLMNABE (HTTP) B, exe ALLOWSAVEPWD=A

RGP TREEENAREIENRA

2457 StoreFront WARE URL, EHRITLATRE:
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CitrixWorkspaceApp.exe /silent
STOREQ="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR
App Store

<!--NeedCopy-->

I8 Citrix Gatewaya ZAEE URL, iBHITUUTRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrh, Storename {5 nEERENNABENRT.
AE:

« EZNABELES, RaiF—h Citrix Gateway ARE URL BBE, HEZEEXAEIIREMTIH
(8% STOREO0),

o EALLAEREER Citrix Gateway RZAEE URL Az##ER Citrix Gateway B9 PNA Services s,

« #87% Citrix Gateway ZA®EE URL Bt, RHEZE “Discovery” £#,

BEESMVABE, FHITUTEE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0n;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy-->

AR

o BESMENABRE URL -84 discovery LBHRITEES ST,
« Citrix Gateway A@E URL B MR EEBEMNNAREE URL FIRPHE—IEE,

RESH

E5h App Protection
« @1%: startAppProtection
o BB BIMRHEFHZTRAICINEFEHRTERETMNEES, B App Protection A HIRAHILENZ
2,
o 1ffl: CitrixWorkspaceApp.exe startAppProtection

BXRIEMER, EBE App Protection,
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AR
startAppProtectionFF*2 includeAppProtectionF*f&ik,includeAppProtection
FXBhA 2212 BEFH, EXEHAER, BESRFH.

HEpg Citrix Enterprise Browser —i# 2

o #8¥: InstallEmbeddedBrowser
« 35BA: HEB& Citrix Enterprise Browser Z# IS,
o 1f5l: BT InstallEmbeddedBrowser=N F&LUHBRER N TN S 28 THAE,

& RBETELUT &R T HEBR Citrix Enterprise Browser Zi##Is0f4:

. SRR

« MFE%Z Citrix Enterprise Browser Zi#HIS HFHIRRA#HITH R,
MR & Citrix Workspace BEFER A8 & Citrix Enterprise Browser Zi##IXff, #FBEEEHLEIRE
2002, Citrix Enterprise Browser Z#IXX S EFA&SIZH BEIE o

o« % INSTALLDIR

« YiBE: $87E Citrix Workspace M BEFRENBEXTEB R, HMikEEHR C:\Program Files\
Citrixe

o &fl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.

AR

Program Files X{F kZR2ERARIP. SRBMFERA Program Files LSMNIBE XX HEE, EHFZX <A

B EFRRNRH B Z EIRIP.

RE—NRSMFEELN

« #%: ADDLOCAL
« i%B8: R ADDLOCAL $#%% Citrix Workspace M AREFN— M REMEIE AN, FEALEN, MBERE
EFER M, Citrix Workspace R BREFRBIINREFRBBEAM,

3 r

AR

BIENERERERE Citrix Workspace R FHERSEA MR A F ADDLOCAL #, BRIAERT,
WNRAKIEEEM ADDLOCAL £k, MIFERE Citrix Workspace M FAZF NG RE S FFTE AN

T&RYIHT ADDLOCAL BZHHIAE A
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ADDLOCAL 3EffzRm HHZIR BiBA

ReceiverlInside Receiver HBEBBRS A RE T X SDK AR
o

ICA_Client HDX 5/ LthAB A SR A0E ICA X R SIERTH
UK

BCR_Client BCR &P i BB SR EERBER.

USB USB &R BT aE USB EEmBviEH.

DesktopViewer Desktop Viewer E i EINEEN AR REER.

AM AuthManager BRI EIRES - A P51
Citrix Workspace M B2

SSON SSON BRERAH - TRERER.

SELFSERVICE BERS AT Citrix Workspace BuiEfF,
BFAENBLD.

WebHelper Web #Bhi2E FF#&3528 54 Workspace [
BREFERNERER,

WorkspaceHub Win Docker RE—FTEAFPNIEX. ULk
ARHATREST BAME RN,

CitrixEnterpriseBrowser % AR AT Citrix Workspace FZF3

BEFRUR2HAITH Web 3t
SaaS W AREFHANI S,
EPAClient EPA iR BFRITIHR DS,

BN, ERAUTHS, EalREa<SPIREIAAN:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,
CitrixEnterpriseBrowser

<!--NeedCopy-->

AR

EIkRZ 2212 &2, BIAREE App Protection s, Eit, AppProtection REE ADDLOCAL #A 3k
i,

%% Citrix Casting
BE:

s3F Citrix Workspace [ZF#2RF LTSR hi7s 2402 RE=RRA, BMERER IncludeCitrixCasting®
St FiERE Citrix Casting. EfEALLINEE, HAEMARKIAM Citrix Workspace M AREFhRA, BXFHME
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B, FZAFAH,.

« @1%: IncludeCitrixCasting

o YiBA: EREIEPRE Citrix Casting,

B % Citrix Casting B¥4E S, 35517 Citrix Casting,

HDX 185k

RENEARBEEM

o @<: ALLOW_BIDIRCONTENTREDIRECTION

s YA BRREEFF RS ENZEBATNANSEER, BXFMREE, iFSH Citrix Virtual Apps and

Desktops Xi4HHN RN A EE R HE I EES.
TEZATHENE:

ALLOW_BIDIRCONTENTREDIRECTION

wmE B8 Tl
0 (BRiAE) EBTRNEREEE@LTFERARS. CitrixWorkspaceApp.
exe

1 ERNEAARBTEEB@LTEBARS.

ALLOW_BIDIRCONTENTREDIRECTION
=0

CitrixWorkspaceApp.

exe
ALLOW_BIDIRCONTENTREDIRECTION
=1

BB AN AERFIHIE
o« #8%: FORCE_LAA

 %BA: #8:% Citrix Workspace A2 FHE P in At AIEFARAGRE, BEERE

BRANRRE

Workspace M ABTERF, LUELLAHEEEIEIT. BXFMES, ESF “Citrix Virtual Apps and Desktops”

MBI 2 16

TERRAEHE:
FORCE_LAA &5 %18 BiEA ANt
0 (BRiAE) TR REARMN BRI RA . CitrixWorkspaceApp.

exe FORCE_LAA =0
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FORCE_LAA &% 1{& WRA il
1 BRRERPmAAREFARA CitrixWorkspaceApp.
#, exe FORCE_LAA =1

EAFEE LI%E URL EEMThEE

o 3% ALLOW_CLIENTHOSTEDAPPSURL

o iEA: EAFIEE LEA URL EEATIEE. BXIF4ER, 521 “Citrix Virtual Apps and Desktops” X

PRSIt Y 215 5

TEZAENE:

ALLOW_CLIENTHOSTEDAPPSURL

oA HER il
0 (BRiAE) FERAPSEEE2EA URLEERANEE. CitrixWorkspaceApp.
exe

ALLOW_CLIENTHOSTEDAPPSURL
=0

1 FRFEELER URLEEANEE, CitrixWorkspaceApp.
exe
ALLOW_CLIENTHOSTEDAPPSURL
=1

B RIER

« @<: LEGACYFTAICONS

o YA EEERSHERTSITWNNAEREE XAEE REKB XS 4 HEIT.

TERFAENE:

LEGACYFTAICONS &4 1& BiEA ANt

False (BRiAfE) BETRSITRANMAEFEEXHEE  CitrixWorkspaceApp.
KEXH S AL BT, 1RBR exe LEGACYFTAICONS=
false By, RERFK R EENHIE  False

EREEIREISEE R — N ET. 12
TEZR G4 A B EIAT B 3 iR A B R AR
12 Fr BT =A@ R BT Ao
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LEGACYFTAICONS #&41& BiEA AN
True FERETRANEZARFAEXHEX  CitrixWorkspaceApp.
BYRBXBI XSS X B E R exe LEGACYFTAICONS=
True
BATHBRRESH

£ FR” RBEMNRELEERESANER

mE BiEA BREW Nl
CitrixWorkspaceApplg® “Fi&” HEFHHE RAERT, NARFET BHRESIKEEHHE>
.exe HXHER. EFE > FERRRET. ATl FrE#ER > Workspace
STARTMENUDIR E Programs Xt T, BHEE
HERE RIE A TRV R R0 STARTMENUDIR=
Workspace,
CitrixWorkspaceApplEEREFEARNER. FALUEEHEARNENE ERESXKREETE >
.exe DESKTOPDIR o FrE12% > Workspace
T, EEE
DESKTOPDIR=
Workspace,

AR

£/ DESKTOPDIR 36T, 5% PutShortcutsOnDesktop Hig&EHN True,

EHIxS B B ARSS B9 RN PR

o #%: SELFSERVICEMODE
o PR $HI3TEBIARSS Citrix Workspace M B2 R REMiFiE,

THEEAEEMNE:
SELFSERVICEMODE #&<1& 1588 ANl
True ERAPERSREMRSAFRE. CitrixWorkspaceApp.

exe SELFSERVICEMODE=

True
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SELFSERVICEMODE #:<{& WiER AN

False BTRARTAGARERSAFAE. CitrixWorkspaceApp.
exe SELFSERVICEMODE=
False

ERISIETRE

« @1<: ENABLEPRELAUNCH
o BiEA: BERIETNRS. BXFAER, FSHENHEEFEHITE,

TEIRATRENE:

ENABLEPRELAUNCH &<{& 1t RA ANt

True ETRRIETRBIEEL FRARES. CitrixWorkspaceApp.
exe ENABLEPRELAUNCH=
True

False EBTRRIETBETREL TERARS. CitrixWorkspaceApp.

exe ENABLEPRELAUNCH=
False

feid “RiEH M BINER &M

+ @%: DisableSetting

o YEA: RRRIREAAMEMERED, FEAEISREEMRPETR. BXEFAEE, BFEHE "SHEEN

ROREISEIRE,

TERARENE:

DisableSetting & <& WA Tl

0 (BRINE) £ “BaEsEm RPERHREAR  CitrixWorkspaceApp.
MEIEEEDL, exe DisableSetting=0

1 RE “BREEN KHPETREFE CitrixWorkspaceApp.
HEDL, exe DisableSetting=1

2 RE “BREEN KHPERHRES CitrixWorkspaceApp.
TEBL exe DisableSetting=2
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DisableSetting &5<¢ & BiEA AN

3 £ BREET RARERESX  CitrixWorkspaceApp.
MEFMERHED, exe DisableSetting=3

BRZFPFENREITY

o #8%: EnableCEIP
o BEA: ERESS5RPERBNRETY (CEIP), BXFMER, 5517 CEIP,

TEEREEMNE:
EnableCEIP &< 1& BiEA AN
True (BRIAILE) EEMA Citrix EP ARSI CitrixWorkspaceApp.
(CEIP) exe EnableCEIP=True
False HIFIRY Citrix EPEKRKREITR CitrixWorkspaceApp.
exe EnableCEIP=False
EH AlwaysOn Rz

« @1%: EnableTracing
o HBA: =% AlwaysOn BRERINHE,

TERAHENE:

EnableTracing es <& BiEA Tl

True (BRINGE) E A AlwaysOn IRIRIHEE, CitrixWorkspaceApp.
exe EnableTracing=
true

False =/ AlwaysOn BRERINEE. CitrixWorkspaceApp.
exe EnableTracing=
false

FETEFARIRGI A FIg & Z R

o &% CLIENT_NAME

o PR FEEMRSESARIRF AP IRENET.

« <ClientName> - #5EMRS 2 LARIRFAFIZENEM. BINBIHR %¥COMPUTERNAMES%,
« Rffl: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%.
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REPHRBIFKENSHENZIER
« @8<: ENABLE_DYNAMIC_CLIENT_NAME

o YA AWEFHEEMSHENETER. BETENRRE, FREZTEEIEZEN.

TERATENE:

ENABLE_DYNAMIC_CLIENT_NAME

mLfE iBA Tl
2 BAgE) AWEFPIRZMS I BENRMEE, CitrixWorkspaceApp.
exe

7|

FARFEFIHAMRS BN A TRERE.
7 CLIENT_NAME Bt —1
=8

ENABLE_DYNAMIC_CLIENT_NAME
=Yes

CitrixWorkspaceApp.

exe
ENABLE_DYNAMIC_CLIENT_NAME
=No

SMRBIESE

BERERER
o % /includeSSON

s A EREUBERFMNRE, 1575 Citrix Workspace R #2FRE Single Sign-On A=, BXiF4E

|_,’ 1ﬁ’%|§|tigl_§fﬁquﬂ|fo
o &fil: CitrixWorkspaceApp.exe /includeSSON

AR

includeSSON &£ X iFeH=E Citrix Workspace M BERF.

ERERER

« <. ENABLE_SSON
« %88 Citrix Workspace W A#2Fi@id /includeSSON &<
I BB S I,

TEZFRENE:

ZENEAERER. BXFHARES, BS
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ENABLE_SSON @< 1{& AR BNl

= (FNgE) ETERRARRER. CitrixWorkspaceApp.
exe ENABLE_SSON=Yes

= BTRERERLTERRS. CitrixWorkspaceApp.
exe ENABLE_SSON=No

% Citrix Workspace B2
EAETF Windows HEEIZFEIE

AT MIEHIE IR P EEE R T Windows B9 Citrix Workspace R 2. BXFMER, E2AHFER T Windows
#9 Citrix Workspace R RZEFE5
AR

7z Citrix Workspace N REFREE, B E—%&EF Citrix HDX RTME Rt BH1RT. B EHEARER
iZlE= 78

fERaL1THREHITEE

AIAMEBLITIRAN L T < EE Citrix Workspace AR :

CitrixWorkspaceApp.exe /funinstall
<!--NeedCopy-->

I F TR EF Citrix Workspace BB, EBTIUTFAX:

CitrixWorkspaceApp.exe /silent /uninstall
<!--NeedCopy-->

=

Citrix Workspace 2R ERZFFizH S5 GPO AXAEMRT, RNENHESREXLEIMRIT, MR
EMEMAEE, EER gpedit BHREEFIGEMIR,

HEE AR

BB

s BXREBFHEXNHEIRNE, B2 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe #
InstMsi.exe $#iRER) o
o BXAFHEXRIEIRN, EBH System error codes (RFHEIRAHE),
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REEFATMNE

MIANBRT, REEFASUTUTIE:

REHENMHH RIEHE
BIER EATF 64 1 C:\Program Files BRAKRE
(x86)\Citrix\Logs, ERTF 32 fii:
C:\Program Files\Citrix\ICA
Client
RF %USERPROFILE%\AppData\Local\GiftR&&ss
=W

B & A F Windows # Citrix Workspace [z B #2 FF 2311.1 fr &2, TrolleyExpress &if X
CWAInstaller-<date and timestamp>. filgn, BEiER%E C: \Program Files (x86
J\Citrix\Logs\CTXWorkspaceInstallLogs-20231225-093441 {i&,

E & Citrix Workspace M BiEF

E& Citrix Workspace M BEFREERIRINEE.

EE& Citrix Workspace R, UTMERKEE:

s FAIBEEEMNIKF N ARE.

o BEIRSIEMGRENNEER. EERFEMRDI,

o BRSHRM A H LXK,

o BEHNXHFREFHNED.

. BAFAMKRIKE,

s BIENREREIMRIZE,

« ERAT Citrix Workspace R AE#2FH Citrix Gateway EMRIEE.

MEBLITREETUTHLUESR Citrix Workspace AR :

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" —-cleanUser
<!--NeedCopy-->

BEHRTERTEE, BEAUTHS:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" /silent -cleanUser
<!--NeedCopy-->
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} =r

AR

BESHPERAKRE U

&EH& Citrix Workspace M ARFAEZMUTAE:

« Citrix Workspace [z 2 e &
o FHEN ICA BIEIRE,
« Citrix Workspace M BZFHIASEIEITR (GPO) EEEIRECE,

BE

April 22,2024
AILUER T A%z —8E Citrix Workspace NRER:

« {£/ Active Directory /= fl /S shifl 4328 EE AT Windows #9 Citrix Workspace M2, B % Active
Directory {58, 1H2RAEMA Active Directory Rz,

o EEERT Web 89 Workspace Z#i, EREERTF Windows B Citrix Workspace M RERF. BxXi¥
MER, BELSREMREHT Web # Workspace,

+ {£/ Microsoft System Center Configuration Manager 2012 R2 &8 F##5% (ESD) T8, BXi¥4
58, EBAMER System Center Configuration Manager 2012 R2,

« fEF Microsoft Endpoint Manager (Intune), Bx¥4{5 8, ESA7E Microsoft Endpoint Manager
(Intune) H#82E Citrix Workspace MABERF.

£/ Active Directory Fl/=flfiizs

AILUfER Active Directory 4B SRERHIZARIER LA LEMERE Citrix Workspace M ETERF. Citrix BiERBIZAMmIER
B.msi X, BXBHMANEMEE, E2E Microsoft sti,

231 Active Directory FERIZS, ERITUUTIRME:

2. AENFHEIEN OU IE—MAKEX R (GPO),

BX7E Azure Active Directory gl OU WER, &SR Azure Active Directory ISiRSHEE NP OIREELR
fi (OU)s

YRABHIZ

ERS N XTI PR A T SRR IEMA
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o HETRHEIRE - IEENRASBETWIE, BEREFE, BEBRYULE. fii, &8 DesiredVersion
= 3.3.0. XXXX IEHCECISERIRE. WREIEE T2 RES, FI303.3.0, ZRASHSER LR
(3.3.0.1111. 3.3.0.7777 %) BYEfIhRZAHEITEL,

. REEMUE[HBEER - LBHIEEES Citrix Workspace L AZFRERFRHFENMEHRE, BRAMA
HITRNIE, DIRFHEXMRH R NRIREN FAEAN

« WAHSIERER - EFREASHMNEHZURMAT#HITEHRIENMNERE, SUBFRBLINHEXH
FEA RIS AR,

¢ REBREZEFHIITED - REGIITEIREEIREREF. BXAIITIEE, BERAERAGLTEH

fizs

Citrix Workspace MBREFREREFSIEATREMEZ Citrix Workspace M BEFHEITEVNE B A 4R
. XA FIERTF Windows B Citrix Workspace M BEFH T TTE.

EEXRE TEE ZHrR

BitEN CheckAndDeployWorkspacePemdadrmdiétavdipSicspadePerMach-
.bat .bat

81 BF CheckAndDeployWorkspacePerdsicAhdpemdceiprikspacePerUserl
.bat .bat

RRMBEMZ, FHITUTERE:

AR EIRIZH B,

EFRITENEENAFRE > %88 > Windows & & > 7,
FARBERITF ENEaNERD, ERER.

ERETXH, BHENHNEASHEEROXHEE, AEXHANTIEE,
ERMRSESD, BERN, ARERINSERHNNFHEIZAMZ,

ok wn e

EHEZRT Windows i Citrix Workspace MBER, BRITUTIRE:

1. BHEavEBILEENAEFIREBHEEEIERN OU d,
2. ENRMAPREHER.
3. BIEMRENRHEREEEFMINEEFTH,

EMipiERT Windows 9 Citrix Workspace B2, BEHITIUTIRE:

1. FEEEMFREIAE A ig& S EeIZR OU f.
2. ENBRMARPREHER.
3. BWIERRENRHEREREEFMINEFRTIH,
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fERERT Web #9 Workspace

EBNERT Web #9 Workspace, ErRTLUER Web TimE:&id ¥l 55283418 StoreFront RZBE[E,

TEMN SR REREINBRF 28, FRITUTERE:

1. REERT Windows 84 Citrix Workspace M ABIEF.
2. MiERTF Web #9 Workspace #5% Citrix Workspace R RiEF

MREATF Web # Workspace i@ MEIRFER B AR Citrix Workspace MAREF, RAKETR—KRT. R

EREBRTHHARESEAT Windows 8 Citrix Workspace R BERF
AR

AT Web 89 Workspace R3ZiE T BB FHBHRIK P 23,

MREAUTERE, WRTRARS a3,

1. % CitrixWorkspaceApp.exe FTHEIZAMITEN.

2. B CitrixWorkspaceApp.exe E@m&Z A CitrixWorkspaceAppWeb.exe,

3. FRENHEL LIBEX—EMBNARITXH. NRFER StoreFront, 1§27 StoreFront X4y A D

BEXHEE StoreFront,

&/ System Center Configuration Manager 2012 R2

AILUERA Microsoft System Center Configuration Manager (SCCM) #B% Citrix Workspace M2

AL RN ER4 @ SCCM E5 Citrix Workspace AR :

i SCCM EpErh7mn Citrix Workspace FZFEERF
NP R R

¥ Citrix Workspace N FR2FEBEEIR4 i
PIBEEES

> wn e

i\ SCCM EZpE 70 Citrix Workspace W RIER

1. % T#EM Citrix Workspace M AEFREXHEEFIF Configuration Manager AR5 28 EM9E AN H

Bzh Configuration Manager =518,

2. ##% Software Library (3i#47%) > Application Management (M BRE2FER). A& S Application

(W FAER) H&#T Create Application (RIBNEER).
AR5 “Create Application” (RIEZMBIER) B

3. 7£ General (##) B, % Manually specify the application information (FafsERN AR

FiER), AR%EE Next (F—%).
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4. 7z General Information (EHER) BigH, BELARFES, FIWEMH. SES. KRR

5. 7z Application Catalog (XAEFER) MSYF, EEHMES, Hl, B5. UARFER. AREE,
AREE Next (T—%),

AR

AR UEIEELMEERNER,

6. 7 Deployment Type (ZEKE!) High, i Add (Fin) LUEE Citrix Workspace R RZF1& B HIEB
EXE,

EHE S5 “Create Deployment Type” (BIEFERE) @S,

7. £ General (£#) BF&H: &8 Windows Installer (*.msi ) HZEEE, %% Manually specify
the deployment type information (FahisEHEXEER), REETE Next (T—%),

8. 7= General Information (E#zE) EiRD: IETHBAREFMES (fI0, Workspace ZE), AFE
#i Next (F—%),

9. 7 Content (RZA) ERH:

a) 1= Citrix Workspace MRBREFREXFRTEMERR, a0 SCCM R385 £/ Tools,
b) BREBRFIEEAUTHZ—:
« CitrixWorkspaceApp.exe /silent BFRIAGRRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON ATFEAEERE.
« CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false B F 3
HBNARS R =& Citrix Workspace R BER.

c) 73 Uninstall program (& # 2 %) 3 & CitrixWorkspaceApp.exe /silent /
uninstall (EA&ET SCCM H#H).

10. 7£ Detection Method (#:757%) Fi&: %% Configure rules to detect the presence of this
deployment type (BiBRTHRINETEEUIIBEXAAMN), A5ET Add Clause (FINFA),
R ER “Detection Rule” (UMM IHFE,

+ ¥ Setting Type (G&E%H!) i&EH “File System” (XHFR%)-

« 71 Specify the file or folder to detect the application ((sEEHNNARERFHXXGHXEK)
T, KB TFIED:

Type (3E!) - ETFhZgEH, #%F File CIff).

Path (%&2)-%ProgramFiles(x86)%\Citrix\ICA Client\Receiver)

XHEXHEREH - receiver.exe

Property (Bf) - fE FhIZ&ES, %% Version (hiz)

Operator (GZ&FR) - T TFhiEH, %#F Greater than or equal to (KXFIHET)

& - A AT Citrix Workspace R R2FHRRZASS
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} =

=

iEATF Windows 89 Citrix Workspace M RZEFEA K BIEALLMNAE,

11. 7£ User Experience (BFP1&L) &K, 88!

« Installation behavior (Z#475) - Install for system (ChEZZE)

+ Logon requirement (ZREX) - HAZEER

« Installation program visibility (ZEEFETRHE) - Normal (E%)
#F Next (F—%),

=

BN A EE LR BETE E A E R HI,

12. 7 Summary (BE) B89, WIILBBXENRE. 8&T—%,
LB 2 TRAIIE S

13. 7£ Completion (525) S8, FHIELE (Workspace ZE) 357 Deployment types (BEXE!) T
5o

14. #i Next (F—%), A5%T Close (RiF).

AN KRR

1. £ Configuration Manager iz % & &5 % % & Citrix Workspace i B#2 %, #AJ51£#F Distribute
Content (9AHW%).
tEE 2R “Distribute Content” (£ AAZE) M.

2. 17 “Content Distribution” (R&S%) &g+, g& Add (Fin) > Distribution Points (5%=R).
tEE 2R “Add Distribution Points” (Filsn4. =) IHERE,

3. MWERMAEH SCCM 8, AERE OK (FEE).
7 “Completion” (5Em) &g+, BERAHEE

4. BEHEXHL

3% Citrix Workspace R F12FERE 4

1. 7£ Configuration Manager izl ahA%E T Citrix Workspace MAB#ER, AGi%#E Deploy (%E),
IEHEE5R “Deploy Software” (ZBEIEF) M.

2. ZEMENAREFNES (ATURBREES, WIURHFES) FikiF Browse (F%), AFH2E Next (T
_ﬂ})o
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3. 7= Deployment Settings (EI&E) Figh, 5 Action (i£(F) REA “Install” (R%), ¥ Purpose
(&) 28R “Required” (#FE) (BATABSRE), B8HT—%.

4. 7z Scheduling (it%)) &&H, EEEBEFRE LBBEREITI,

5. 7 User Experience (/A {k1) &%, i&E User notifications (BAEHM) 1T77; #%EF Commit
changes at deadline or during a maintenance window (requires restart) (FfR/SHIREs4EiPET
BRRBH (REEHNRED), AE%EE Next (F—%) LI5ER “Deploy Software” (BEHH) mSF.

£ Completion (Em) FiEF, BETRIES,
EMBEMERRRIEE (NVELZAFARRENARERIT).

EiR=igE L, Citrix Workspace MBREFERAFLFE Available Software (RTB#HF) TET. RIEFFERE
BitRl, REZEMMEL. BRAIMREBEEESIEITIRE#ITRE, REFKBRE, RERSRERGPOFER.

B EES
1. /=@h Configuration Manager =414, A/5% i Assets and Compliance (™= 5&#114) > Overview
(#R) >Devices (i&%&).
2. f%2eE Device Collections (i8&E&#A) #i%#E Create Device Collection (BIZig&EES).
ItkBi% 7~ Create Device Collection (BIZE&EES) AT,
3. 7£ General (E#1) HEH, BAILEHN Name (&), AE%EE Browse () EFMRHIES,

XREIREEE, AIUZE SCCM gIEMNBRINSEESZ—
BET—%,

4. £ Membership Rules (BREMHMN) High, BHEATIEILEMH Add Rule GFIMAM),.

IkAHE £ Create Direct Membership Rule (SIZEIERREHIN) BF.

« 7 Search for Resources (IEF%EF) T8, RIEELIEMNIGE%ERF Attribute name (B4R
), FHIRHBEMBMRNELIEFIEE,

5. BEHET—%, 7 “Select Resources” (EZFHR) EiEH, EFFEENLEESHN—BHINIES.
£ Completion (5ER) BiEH, BETRINER.

6. BEXH,

7. £ “Membership rules” (FRRFHFM) HIEH, FFIHFHAN, 2E “Next” (F—%),

8. 7£ Completion (M) &EEH, BERMINER. 8 Close (xiF) LI5EM Create Device Collection
(BIBIEEES) MFo

g EE S G Device Collections (1&&5%4) H7d. 7 Deploy Software (ZE#%) BMSHRIE
B, FgEESETFIREESN—H9,
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} =r

AR

% MSIRESTARTMANAGERCONTROL E4i& &4 False B, f#B SCCM EZ&E Citrix Workspace T2
FalgE kM,

RIEFAIBIDH, EBTF Windows 89 Citrix Workspace M BIEFH A ESHUILAMMERRE, 1k, ZiXrTaE
KEZBERI,

£ Microsoft Endpoint Manager (Intune) 252 Citrix Workspace [ Bi2F

Z7£ Microsoft Endpoint Manager (Intune) #%E Citrix Workspace K2 - 441 Win 32 R 2R, &R
TTLAT#1E:

1. BURLAIT XMk

o AT EHRERBNAIE RSN R, fin C: \CitrixWorkspace_Executable,
o SRS RAEXHMAT . intunewin s, Fli0C: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FrTERIx 3, #1301 C: \Intune_WinAppTool, ttTH
B FRREXMHEEA . intunewin X, &AM Microsoft-Win32-Content-Prep-Tool T
HITETH,

2. BREFMBOFIAFRXEREIRN . intunewin X#:

a) BH@mSRTH, AEEEEE Microsoft Win32 Content Prep Tool BIxx 3, #lgn C:\
Intune_WinAppTool,.

b) i&1T IntuneWinAppUtil.exe &%,
C) ERTHT, BMAUTER:

o ExfEF: C:\CitrixWorkspace_Executable

o REEH: CitrixWorkspaceApp.exe

o fatisetEsE: C:\Intune_CitrixWorkspaceApp

Jintunewin XHBELIE,

3. BHHEaAmE Microsoft Endpoint Manager (Intune):

a) #T7 Microsoft Endpoint Manager (Intune) #£#l&: https://endpoint.microsoft.
com/#home,

=

=W

L THESREERE https: //endpoint.microsoft.com/#home EHiT, EHATLUE
i https://portal.azure.com FHmMKHEL,

b) &% Apps (RZFE1ERF) >Windows app (Windows R FE1ER), AR%ET +Add (+7500),
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c) M Apptype (WEREFHEE) ThiylxFiEE Windows app (Win 32) (Windows AR (Win
32))

d) #i App package file (RZBEREFEXH), #3 CitrixWorkspaceApp.intunewin X, A& E
OK (#i7%E).

e) #i App information (ZARRFER) HESHEREE. B HANLHE, AELEE OK HAE).
f) g& Program (2%), WMAUTER, AGEE OK (HBE):

« RESHS: CitrixWorkspaceApp.exe /silent
%: CitrixWorkspaceApp.exe /uninstall
o« BTN RS

g) #if Requirement (EX), BAFBHESR, ARE%EE OK (E).
AR
M “Operating System Architecture” (RIER#HERLEN) FIRPETIER X64 1 x32, 121F
RFRRA T LR Win 1607 K E Sk TR

h) 2% Detection rules ((&iN#LM), % Manually configure detection rules (FaiEE M
M) €7 Rules format GAIE), AEEdE OK (HEE).

i) BE Add (7)), EEFEN Rule type (MR, REHETE OK (BE).

« 0% Rule type (RNIZEHE) A File X)), MERAUE C: \Program Files (x86)
\Citrix\ICA Client\wfica32.exe (Ff).

. f1F Rule type (M H) # Registry GEM=) , E#H A HKEY_CURRENT_USER\
Software\Citrix fEx Path (8#Z), A\ Key exists CfiRM7=%E) X Detection
method (N7,

j) i Return codes (RE1{EE), RERNRERBREEN, ARt OK HE).
k) 2& Add (&) EEZARFERINE Intune F,
4. WBIFERER TN
a) ## Home (XmM) >Apps (FHAERE) >Windows,
b) #& Device install status (G8ELERE).

RERSERETET Citrix Workspace MAEFHIGEHE,
N AEERE

June 14,2024
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FhE

ACEEBNEERE Citrix Workspace M AREFRIRERIENSZE X,

NABESBATANNAEFNRSERSH—MIE. —MHAAAUURAES T NABEAHREZEENAEEZE
g, ERERREHOSMEENZRMIEENNARBIE URL, aTLGEE Citrix Workspace 2R 1A X LR A
o

N R R RS Y

A LU7E Citrix Workspace R RIZFHARM TR AREEZE: Workspace. StoreFront. Citrix Gateway A&
[EMBEX Web R R&EE,

Workspace

Citrix Workspace E— 1M EF=W IV NARE, F@EIMESEEEEeF— RN AEF. SENRE
(BR) . XL RAILE Citrix DaaS. NBNAERF. AMABHEAERF. Saas fl Web 2 BiER LUK B 285 A
BF. BXiFAER, E58H Citrix Workspace #iR,

StoreFront

StoreFront 27>l W AR EN AR, #&3EA Citrix Virtual Apps and Desktops b AiEFHSER S
- TRFERNEABEF.

BXFMER, BB StoreFront X%,

Citrix Gateway NAREE

& Citrix Gateway EEE A AR MAZBMAEINERHITEE, Fi30, M Internet SZi2 B #HITERZNAF.

BEX Web [AmEE

teIhEERHMIEATF Windows B Citrix Workspace R A2 iRISRARNEENX Web M ARBENNIR EFEMALL
IheE, BERMIEEBBEEX Web AR ERME Global App Configuration Service s ERK URL 5%
o

BXARLAPIEE Web MARIE URL 19458, #5215 Global App Configuration Service,

a7z Citrix Workspace M AZFRIFINKF REPIRMEEEX Web A®EE URL. BEX Web HABIEEE
Z#1, Citrix Workspace R AEFEOFITH.

EMPFEEX Web RARRE, BEREKS > RNSBERIKS, EFREEX Web RARE URL, AFSHER.
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BN ARE URL 7% Citrix Workspace N ABiEFT

ERILMER U T AEmAF Rfth R BN R BN BEFF R ES

s BAFPREZEFHEANKFER
EEEE T B FHFRIKA &
@i CLI AR A s

o TRECXF
fERA RN RERRIR

BAFREEFHRANKFER

FizhZ % Citrix Workspace NARERFE, BETUTRE. AR REERNEFHpH it stiRSS 2 tit o G IR R A
BENSEE. APENRKSEAE S0, Citrix Workspace 2R R =IRI0IEER. MRIIEMDI, Citrix

Workspace M RREFERTRAPERIZKF,

@ Citrix Workspace x
Welcome to Citrix Workspace
|
BFERAFREBFMREKST, BESNSAEEIEEMESEMNBEFFENER,
« EEER Workspace MAENE, it Workspace URL.
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« EE#%3 StoreFront ZA®IE, ERMIZRSEHM URL, Flw: https:

o

« E@Eid Citrix Gateway #1TiE#%, BAMERFPEEEIFMEEEENNARIE, TERNXEEFIXEE
Citrix Gateway BA 7= 2 iF AN AEIE.

- ERTFAEERENNARE: mAFRME Citrix Gateway Z2REHE.
- EREINFENAREENAR: RUTERXmAFRE Citrix Gateway T2 REH A UK AEEZTR:
CitrixGatewayFQDN?MyStoreName:

0, WRZH SalesApps BN AREET serverl.com BATIEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGBIEEA:

* serverl.com?SalesApps LLifi5) SalesApps, SEHA
* server2.com?HRApps LLifia] HRAppS.

CitrixGatewayFQDN?MyStoreName st E Rk A @A URL sIB—Mik, HETRERTF
ETBFHIHN AT,

fEARZ ARE URL B2E Citrix Workspace RA#ERFE, BIEN@EARE X 4R BEHIIKF IETERIZIKF

A

Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FRETRESHIRIENEFmITEN L, MRRPEEKREFMEE Windows EIEERSRFT, NRERFHRIERT,
BEREBMAREER, AF, Citrix Workspace ZBREFHRERS B ZEMREE Windows ZIEEERP, Xi¥
AILUTET 4B RIER, FREEEESR Citrix Workspace M AB2F 287 Windows EiEEERHFoHRES
o
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EEETBFH KA &M

f2& Citrix Workspace M B2 LUSSELE T B Fa Atk A Z B, ERLEHEE Citrix Workspace L BEF
Hi2h, BPEEMAECHBETFHEMIE (TMiEARS28 URL), Citrix Workspace R B2 I§RIENZ £ 4t (DNS)
AR (SRV) iZRMHTE S B FmRLEHt X BXAY Citrix Gateway 5% StoreFront fR$328, ZNBREFHEBIRTRAER
LA E) Rk R E AR B2

& Citrix Workspace AR EEEEE T BT LM, &2 Global App Configuration Service x#4
mfy Getting started (AN ).

Z 3 Citrix StoreFront & Citrix Gateway W AR EREE T B FHHMMKA LM, iE55 Configuring email-
based account discovery (ECEETHEFHREFHKF ZI),

‘@ CLI RN AEE

HUEE RS MERASSTEOREERT Windows i Citrix Workspace R B2

BEXBEAER, BEAGLITEHIR.

e F R FREC S

StoreFront {2EMESSCHE, AP B LFTHX LA S 4 UEE SN BB IS,

fER] LAGER StoreFront SREIZE &K S AEEIFAE SMTEC X, BXLEXHRELEBF, UWEAFEBEMERE
Citrix Workspace [z 12, & Citrix Workspace M AiERFfE, AP RET 4B fi2E Citrix Workspace
AEF. NREREESHT Web 89 Workspace, FFERILUMIXLELE RIREX Citrix Workspace [ 2 FBE s
o

BXFAER, ESH StoreFront XXErRRRY P SR A B[S FREC S o

FRARKNRBEEER ZEAAREIREBRIRFINSIETE Citrix StoreFront 5 Citrix Gateway, EHRITIL
TRE:

1. &idiE1T gpedit.msc $77F Citrix Workspace [ BiEF AR R EEER,

2. EHENEET ST, BEEEER > LMBEEER (ADM) > Citrix A% > Citrix Workspace > Store-
Front,

3. ##F Citrix Gateway URL/StoreFront i/~ %%,

4, EERERMAET, ARREET. MRBALKEKIEE, WATUEA StoreFront #k~#1 NetScaler Gateway
URL 89515

5. F#EFEPHEA URL,
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iEATF Windows # Citrix Workspace R RiEF

6. #8%E 5 Citrix Workspace R F2F—E &AM ARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery
;[On, Off]; [storedescription]"

&:

o X-E¥H 039, HFMRHARIE,

» storename - ARG E M, LLEXMSTE StoreFront R$E28 LEEENBTF—H.

+ servername.domain - REN ABEHNRS BN TLRERLSZ,

« lISLocation - IS AM R AEIERER. MABE URL #4915 StoreFront FEEse#FH# URL —2. [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, ZFKEX URL, 3EM StoreFront hSH—EIX
%, FIBBRREEITH, AEEH Address stEHH URL,

+ [On, Off] - Off EMANFERMELRBNNAREIE, MMERFEBERETIHRXENAREE, WRK
IEEMNABEERS, MBAALER On.

+ storedescription - R F®EERINEA, s HR App Store,

7. FmMa#ETE Citrix Gateway URL, A URL W& (USRS HR) :

xf5l: STOREO= HRStorejhttps://ag.mycompany.com#Storename;0On;Store
Hrh #Store 2 Citrix Gateway BEEAIR A REIE R Fo

AR

« Citrix Gateway R A@E URL 425 RHPE— URL (5% STOREO),

« ELZNABERED, RaFER— Citrix Gateway MAEE URL iBE,

fFERLAEEER Citrix Gateway MA®RE URL F#5EA Citrix Gateway B9 PNA Services ifs,
+ 8% Citrix Gateway A@E/E URL B, REFZE /Discovery 8,

Bhk4s 1808 2, 33 Citrix Gateway URL/StoreFront i 5 R SRBRFHMB EBUS IR AT Ef R EERIEPR
. T*HEEE.

PE=W
Citrix Workspace M BEF A 1808 RESRARZEASHMTERHITEE, NMEFALE 1808 HESHR
I, MHRESE Citrix Workspace [ FRIEF LR EIE R E K,

PR

« Citrix Gateway URL 5770, SR StoreFront URL,
+ RZ¥5%4 Citrix Gateway URL,

AR

APERLGEE Web RS 8siARNBEE. AP LM Web 5835 = Citrix Store, AEM Web BohEil
NAEFEERE. ENNAEFREERF A4 RERN Citrix Workspace M BZFHIINEE,
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EXMERT, FAIRERENAFREANKA T, XALOET U TRERKIR:

o EmR Citrix #1174 ¥ CitrixWorkspaceApp.exe £ CitrixXWorkspaceAppWeb.exe
W BRI SHEERNTT A, EREEZXHE, FIARETRER RIS ITEE,

o ARMITRERER: B Citrix Workspace N ARZFREBSHEERINKAER, BROTHAR, &
4B EREE T R BEIRIRAR DAY Self-Service T2 T2 A EnableFTUpolicy, X2t EH#ITHIRE,
HUZATRERFFRERF.

A EnableFTU O >

EnableFTU Previous Setting | ‘ Mext Setting

{®) Mot Configured Comment:
() Enabled

() Disabled

Supported on: [ ajl Citrix Workspace supported platforms

Options: Help:

Uze this to enable\disable the FTU dialog

OK || Cancel | Apply

1% AR S5 A R AR

34 FfER Citrix XML Service B9:ERTF Windows # Citrix Workspace MAER, STLUISHERE AIERRSBHE
#ARSS (DNS) &#R, Mk IP #ihk,
BE:

P#3E DNS IFIE#RPAMAECE A LLThEe, BN, Citrix BINAEEIRSS 28 LB DNS &,
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ZUAERT, DNS BFFRTERS B LA TEARS, & Citrix Workspace MAREFTATEARS. 2 DNS &R
FRATTERRSS 38 L TR RIRASEY, 15RIXEX DNS & #R894E( Citrix Workspace R B2 #&E IP ik, 7£ Citrix
Workspace M REFHABELZH DNS Z#F##if.

ExMSERFIRE A DNS B58F, BHITUTERE:

NRARSSZREFEGEA DNS 2, NHEBIFERF IS BB, AJUSHERNIREER DNS Mg,
JNCy
AMREESCERATISFTRESHTEN#E, FELEMTERERSA. RINFRIIEIMREESEAFTESH
HINAYRIREE IS 1S LURR, (R EMRFESRF BN, EREIMRZAET, BSHHITED.

1. % = & & & #t & B xmlAddressResolutionType 7 fin 2l HKEY\\_LOCAL\\_MACHINE\
Software\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\
All Regions\Lockdown\Application Browsing.

2. BEIREN IPv4-Port,

3. MXAPKRENS I AP EELTEF.

JEZ S

@3 Citrix Workspace MWBEF, AATURSBEITRNENSENNBRER, UNIREEEHR Windows.
Web M#4ENARSS (SaaS) AR, AILULET Citrix StoreFront 53&id Web Interface #1918 Web TIEm&E
BFP8visiE.

&£/ Citrix Workspace Ul #2335 R

Citrix Workspace MR ETIRIBAFAWKAIZE (B0, AP EEINRSSS) UK Citrix Virtual Apps and
Desktops & Citrix DaaS BB RARENIEE R ~AFP Al AN EINEEMNBEF. ATUERERET > A EiEE
StoreFront AR5 2389 URL, ENMREE TE T B FHRERIMKF LI, M@ inNBFHpib# TS,

ERIETABER, BPRSKEERUTERR: Rk, KENVARERF. ERIR1E, BRHENNER. B
AR AR N EAR, 58S - EWRFE R IR R .

StoreFront | Workspace URL iF#

i@id StoreFront ) Workspace URL if#, ErRILERF XEHDHIER TERLAFP M StoreFront ABET
457753 Workspace FZ &,

EAR, ENFREREBFEEE Citrix Workspace M B2 RN T —1 StoreFront ZA®&NE storefront.
com.fEAEERA, B LI7E Global App Configuration Service #2& Workspace URL B4t { ‘storefront.com’
 xyz.cloud.com’ } # StoreFront URL. Global App Config Service it E#i%£ZIFMT StoreFront URL
storefront.comBWEEMKRITEILE LMFRE Citrix Workspace Rz RiERF L,
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KB ER, Citrix Workspace M BRERFESH Workspace URL xyz . c'loud . com FIIAS — N FERE
5. REMAPBEHE Citrix Workspace R B#2FET, #&3T7F Citrix Workspace MA@ E. METAMND StoreFront
MAREE storefront. com 372! Citrix Workspace M Bi2F S, BFRHBL LUER Citrix Workspace
[z A2 SR iR bk P i I [E] StoreFront REAREE storefront. com, EIEGE A LUIEHIEIET M HIER=
1%& £ Citrix Workspace Rz B2 #ipk StoreFront MA®E storefront. com, MERETLIEE Global
App Config Service 5Effo

BREA%IEE, BRITUTIE:

1. #£/ Global App Config Service ¥ StoreFront & & J3 Workspace B4, &% Global App Config
Service B8, 3E27 Global App Configuration Service,
2. 448 App Config Service &
{

"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"
+

N - Y2

"settings": {
"name": "Productivity Apps",
"description": "Provides access StoreFront to Workspace Migration"

I
"useForAppConfig": true,
"appSettings": {

"windows": [

{

"category": "root",
"userOverride": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
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<!--NeedCopy-->
PE=

MREREREEAMNY, BER POST,
NREEERENENERAHEE, BFEA PUT HFREEHNERAHEEMERZRNIEE,

3. 1£ serviceURL &5 ehigE StoreFront URL storefront. com 5% URL BY{&E.
4. 7£ migrationUrl 285 R &FECE Workspace URL xyz.cloud.com.
5. {£F storeFrontValidUntil m1i& & M Citrix Workspace [ B2FH#if# StoreFront 17 f &k #IETE R,
WFEERFIEFER, AILMRIBEMERIGE U TE:
« &= (YYYY-MM-DD) 8953 B A
AR

MRERETIEENAE, NWER URL BHEIZEMRIER StoreFront ARE, NRERHE T IERM
HH#A, StoreFront MZABEREIRER B EARIER.

#ix App Config Service i EfE, BERUTRE:
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@ Citrix Workspace - O X

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

% Citrix Workspace [ 125 iyt i iz s & 1

B 2112.1 iiAie, BERFUE Citrix Workspace [ Ai2FHE B A R LM AR R IAKES, ErILUER
Global App Configuration Service RE2E LtITh4E. BXERELINAENES, 1E2H Global App Configuration
Service,

tkThaedEEERTE Kiosk X FiafTHI& & UK E Citrix Workspace TR BN BTZF.

EMAEGER

November 16, 2023
IEIENBUTRE:

o T
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o HRMHEIE

2B

June 14,2024

FohEH

NREEREERT Windows # Citrix Workspace R FB#2RF, M Citrix THRE FRHAREZNAREFNRN
WA, BXRRENER, BEHEMEE,

BEhER

#hR4s#y Citrix Workspace A2 RTAE, Citrix 27ER% T Citrix Workspace M A2FH R AP HIEE
AR
o NREEE T HIRHERIEMN SSL, &R Workspace BahE#H RS https: //downloadplugins
.citrix.com/ LM Citrix $ZIKEH,

o BEEHAFZERT Citrix Workspace R AB#2F 2104 #0 Citrix Workspace R 2R 1912 LTSR CU4
ZRTHIARZS,

o WHRSXAES Internet T4 GEIZWEN

o BUIANERT, Citrix Workspace E#ite VDA LA TFEZARES, XEHE RDS B RS EN. VDI
Remote PC Access it &

+ Citrix Workspace E#fiff=# T Desktop Lock Byt EH L FERRES.
« EATF Web 89 Workspace AP FRaEEzh T2 StoreFront %88,
+ Citrix Workspace B#{XRF LTSR &,

+ Citrix HDX RTME for Windows F&ft 7 Citrix Workspace E# #, % LTSR #1 L #ihika<#y Citrix
Workspace 725 L8 HDX RTME B3 B, B2 TR—%8M,

« BhRZ 2105 iE2, &k Citrix Workspace B#iHE KR, Workspace E#BEEET C:\Program
Files(x86)\Citrix\Logs #1, BxBEIERNER, ESABEERERD.

o FEERTUESERREMNLA_EEH Citrix Workspace MBER. SR LUEE A8 &8 &8 Kig ey
Citrix Workspace M BEFERHERNE BHRTTR LR, EBIHERT BT Citrix Workspace
[ AR R A P R L HIFN B IR B R SRS,
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o EERAIERE T RIEBEE (PAC) #1 Web KEEB L IIMY (WPAD) 1Bt AT B ohEH. HURIE
FEZEHITEMEIIN, RZEIINEE.

« MRAFMTIEEDCHE ZBEMH, Citrix Workspace X 41517 Citrix BshE# RS 28, HEEBHE
MHEAEI S H I A TR :

TREERRS 2R

FoiEHENGE, EFEMERT Windows 89 Citrix Workspace MRS

AILUBN SREEME SRS EREMN Citrix Workspace M ABEFH 2 a4, BT LIM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\
CitrixOnlinePluginPackWeb fi&%i4 DisplayVersion i,

BEESREETHREERAE, BHRITUTRE:
1. ABH@EmXiEgse Citrix Workspace [ HZF ElfF.
2. RERRE IR,

Citrix Workspace [ A2k A 2 REXF B0 H.

Zit Citrix Workspace 72 Beta [Ri2=

3% Citrix Workspace WBREFEENEHNERN, SEKIEHEN. BEELEHNAEZKHLE Beta iz, BERITUT
W

1. MEREZFERITH Citrix Workspace M ABEF.
2. EMBEISHREET > Citrix Workspace 3.

3. Beta AR AR, MTHFIZRFERE Beta, B&HFRE,
LB 2 TEHE Ho
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@

@

Yes, notifty me

Update Settings

Do you want to be notified when updates are available?

MNo

Usd
i N
Selectt

Beta |

cess

Citrix Workspace x

You are about to switch to Beta channel. Some features might
not work as expected.

Do you want to continue?

Save Cancel

THIra Fary THOTICES

4, BFEEHE Beta hrds,

EM Beta hRAINREI LIRS, BRITUTHE:

1. MRGZFEITH Citrix Workspace M ABEF.
. SMEIEL&E R > Citrix Workspace Ei.
3. EEMGERET, N\ “BEINEE” THIIRPERERE, REETHRE.

AR

s MREEMHMEHITA, WEETBHEE.

« Beta lRAAIHEFEHEFEFFEREREFFRFHITUL, HHZERB, Citrix TR Beta lrzsay
SRR, EIMESIR MR BRBEX LA, Citrix AIRERRIBRIFNmENE. BBEMES YRR

WITRIE, BINABEREFIFEFEE Beta hitds.

157 VDA tBEzhEH Citrix Workspace M FBiERF

Bi&RTF Windows i Citrix Workspace R R 2209 2, AJLATE VDA LEREhEMIEE. SAMEIEUT

ERERIEZ BEE AL TIRE:
7£ 32 it EM L
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o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate

o EMEME: AllowAutoUpdateOnVDA
o JEfRERAED: REG_SZ
o EMEREEE: True

£ 64 fUitEM L:

o AR HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate

o JEMERME: AllowAutoUpdateOnVDA
o AMFRAEAE: REG_SZ
o JEMRREEE: True

ShEE s
EIB BRI F] UBRARPHILEH B shE IR
FHEF A L@ E Global App Config Service #1ig & maximumAllowedVersion B4 H AR A IEHIkRZSo

Global App Config Service ##9:Rfl JSON 2f4:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value'": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",

"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"
}

"pluginName": "WorkspaceApp",

"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}
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<!--NeedCopy-->

RBMARE, A& LR Citrix Workspace [ AEF 2 BEHEE maximumAllowedVersion BHHIEER
7o
pE
« B, 0EA JSON XHHRINMESHTEERFMN, ELARERALNEREMH
upgradeTolLatest #lmaximumAllowedVersionigEWE, B2, WTFERNSE, &0
LERSRA JSON XA EINRY{E,
o B ECHEMARAES], BF0E Global App Config Service g upgradeTolLatest i&&i&H
false, w8A true, maximumAllowedVersion &R,
o EMEk pluginld, BREEMSIE Citrix Workspace A2
« MREERA KR Global App Config Service REEEhA, MERIAERT, Citrix Workspace A1z
& B S =AY Al AR A,

BHMEHNEREE (Citrix Workspace E31)

AIUER T AR E Citrix Workspace E#i:

AEIEIR (GPO) BERIER
wLiTiEO

GUI

StoreFront

> wnh e

fEFRA R R EIRIRIREZE Citrix Workspace i

1. &idiE17 gpedit.msc $T7F Citrix Workspace [ AR AR R EEER, AESME “HENEE” T
=

el

2. ®EEEEIR > Citrix A > Citrix Workspace > Workspace Fi,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EEREEAN, RAFIBHEHEN. ERARIIESESREEMERTIRE Workspace Efiti,

4. BB - YEEMAIHN, S LLER BERCBM R F o EEH. BA Workspace B#ifE, EMEH
Citrix Workspace FE# 58 FHIFIRPER U TERZ—:

- B - RAEBEETAERNREKLEN (BRINRE). XMUEAT Citrix Workspace AR 2207
ZHIBARZAS, 1 2207 ESAAH, Citrix Workspace AR EMEEI#HITH, EMIANTR

WA,

o Fof - RATAUAEMN AR LB, FeEE.

5. #EENFR LTSR LUXIREX LTSR 895 o

6. M Citrix-Workspace-Update-DeferUpdate-Count FHFIxXF, EF—MNTF -1 3 30 ZEHE:
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o MNRERO, WASEMUEREHEDN, SAEHEDNOCEEHNINEET Update available (E#
HA) &

o MRER -1, WRBTRUGREREDN, HE Update available (E#0H) 1#7. EOLUISERE
R ER R,

« F 1-30 ZiEWEE X T #4 Update available (EfHa /) 1R RH LU EIREEREIA H AR EL,
EELURIBTE L FER P E X MEHRIREFBE. B2, Update available (F#AIA) RASHEHM,
BRSHALUEREERIET,

AR

BiE A F Windows #J Citrix Workspace R Bi2FFhR2s 2207 &2, BEhEHMINEERF S, Citrix-
Workspace-Update-DeferUpdate-Count ZEE R 2 HEFEL,

FRBREEMIER FhR4sH Citrix Workspace i #EF R AR, Citrix STERER MR EENR. FALS
#, ERILUEHITE(HHRIE] ORI R BT LU UL S o

BRERHE, EiafT gpedit.msc UEhHAREEREEER, EHENEETAT, HEEERIR > Citrix
4814 > Citrix Workspace > i§ EREEHNILER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This pelicy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EREEA, ARMERATHARER, ERUTERZ—!

o R - TERHHABREVHIHRHE th B o
o B - ERAHARN PRI L ER
o 18 - TERXAIHAPREIK M H B Ho

=,
P =

EERERAN, RAFBHNEIRENEN. BEMRATERESAEETRHARE Workspace EHEI,

FREDSTRERSE Citrix Workspace Eif

‘it fEL s Citrix Workspace RIS EHR ST
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ar L@ 7E Citrix Workspace N ARZFREHEIEEH TSR E Workspace £, BX#AEE, ESAL

EBH,
W ER % Citrix Workspace M BiEFEHERHSITE

WEIUE R EIEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &
21T8ME CitrixReceiverUpdater.exe Mg,

i@ %, CitrixReceiverUpdater.exe fii F CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, aIlizfTZ# I CitrixReceiverUpdater.exe URLZES IS HFHIH

HEnL1TEH,
54,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=
Current /DeferUpdateCount=-1 /AURolloutPriority=fast

AR

/AutoUpdateCheck A#ESE, HIULEFHERRE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SE &%

ERER A REARE Citrix Workspace Ei
MBF A UEREAEETEEE = Citrix Workspace BigE, X2—NMETHANEE, FEXEIGEN
ERFTHEIAF,
1. AREBT@EMXIESH Citrix Workspace R Bi2F BT,
2. EES&E RN > Citrix Workspace £,
3. ERUTBHERDZ—:
o 2, BHF - & Citrix Workspace B EEFEEME, ESUWELEH,
o« &, FREEMI - Citrix Workspace MBIEFEEMNABHE, EFREEH.
- FRASERIEENIZE - /A7 StoreFront fRE28 LEEERIZE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 139


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters

iBEAT Windows # Citrix Workspace K BiER

(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BEHERFRR

=3

AR

o 2, BAERNE, FEBEMBETGERT Citrix Workspace WABTERF 2207 ZifIkkEs, 7 2207 SHE
Shiaser, Citrix Workspace RIEFEMEEINHTH, BMAANTSENE, MRERS, TE@

MFEI, BFEHREEH.

o EEILABRAE Citrix Workspace M AREFEITHIRERN “BREEI RNLHABHINE. BXEHME

B, FEHBRERIRED.

£/ StoreFront &2 E Citrix Workspace i

1l FAXAHEERITF web.config X, axXH@EEMT C:\inetpub\wwwroot\Citrix\

Roaming directory.
2. FEXHPHREAPKATER (EREZENIKF &R Store)
flgn: <account id=... name='"Store">
£ </account> tridzal, SMEZAFKFPNELE:
<properties>
<clear/>

</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B IEFHITIC,
<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value

="FALSE" />
<property name="Auto-Update-Rollout-Priority" value=
"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
</annotatedServices>
<metadata>

<plugins>

<clear />
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</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BENE X REAREENIFAERMNT:
+ Auto-update-Check: #57 Citrix Workspace N Bi2FEE A BE#HAT B shi#Ta i,

- Bz BUA) - BoRENRITER
- Frp - XHAF M Citrix Workspace AR RARER R R EOEERNA SRINEH
- BEA - TRITERKNE,

« Auto-update-LTSR-Only: (5REHXE*T LTSR,

- True - BfEFIERBEERRFITICH LTSR BRBIESH. (VEE LTSR E#.
- False (BXik) - B2 NE B LRIARER.

+ Auto-update-Rollout-Priority: i5REIEEEHEREIEIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE - # HH BB o
- B - FERASHARRBY AR HE H BB,
- 18 - FERATHABREE RASHE K BT,

+ Auto-update-DeferUpdate-Count: 1577 FEREHIEARER
AR
IEENERTFREREH, TRATRIRTEEMNRENTER, BARFRSEEMATERERN

iilfj—:lo

- -1: AFRELERRIER BEEH.
- 0: AR EEEUGRERE.
- #E: APFIUEEUGIRERTIEE IR
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i EE

June 14, 2024

iERAF Windows 1 Citrix Workspace R BiEFiR iR E1RIhEE, 1 Citrix Workspace MABIEFRAMARE
FNEE Secure Access Agent Flim= 4 (EPA) {EHFERIEFRENENF P IENBER.

BBIItLThAE, EIRRPTLURMMM B NMERIEH & BEN EETINE,
BEEEeEUTIR:

« BEERMATE Global App Configuration Service hiEERLAFAHIGE LAAENAIE, EEATTLUIEE
Secure Access Agent Mix= o4 (EPA) R,

« Citrix Workspace iB#2FEM Global App Configuration Service SRERIEFIR,

« 1R#EM Global App Configuration Service 3kEx#9%1%K, Citrix Workspace N F#2Fi@id BohE MRS T
HAEMME, MRZEIRERS ERENRE, Citrix Workspace MBREFEMARIBNRE, MRERER
#, Citrix Workspace BiE2FafZRIEEH (NRTHNREREASTFLENMRA) .

Citrix Workspace M BiEF AR RE B B BRI,
Citrix Workspace M A#2F R Citrix Workspace EiEHohE R R,
&

o Y0 EPA R ZTNA &R ETE, WETEERARINL AR E S B T 3R EE 4
s MRVABERKS USAEHEFE, HEAREEFESESHRE, BEREEERBHRNER.

TEREAT TIERE:
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Agent installers made
available by Citrix

Admin configures the

agent requirements for
the end users

©

Citrix Global App Configuration Citrixt auto-update

Workspace app Senice Sernvice

checks for the

list of required

agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

BE:
F=E Global App configuration Service 7 8E B BiEHF EIRINEE.

o SWFEMABEE, aTLE Citrix Cloud 2778 Workspace FZE 64> Fifia] Global App configu-
ration Service Ul, BXE%ER, E2REE Citrix Workspace M B1EF.

s EMBAMYABERNEEZTFAFTEACUABELEETHTHMENLM, E5 7 Global App
configuration Service 3244,

RILMER AT 534 B G EIEThaE:

+ {#/ Global App configuration Service Ul - Rt A AT B ERHIRAHIE P I,
«+ £/ Global App configuration Service API - ER Lt A A @ SHEAEXRE, LUEHMA. BEER.
ERIEEERIEIE N

£/ Global App configuration Service Ul ERBIGEHER

WHENERTFENAEE, SERALUUER Ul S3ZKIE (EPA/Secure Access. Zoom fE#s; WebEXx #&f4) o

1. &% Citrix Cloud,

2. ERBELANKSES, %F Workspace ELE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 144


https://docs.citrix.com/en-us/citrix-workspace/global-app-config-service
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://citrix.cloud.com/

iEATF Windows # Citrix Workspace R RiEF

B ciuix Cioud ¥ start Page
@l Cilrix a2 @ 9
Home
My Services v Py
) &

h10 a2 1 20
Library . .

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChddNew ) Cliewat )
Network Locations
Resource Locations
Licensing

My Services (5)
Workspace Configuration
a0 £ 36233 . a0 PPN - E ) 5 36233
Support Tickets A & D A
Daas$ service profile xaccp! Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl

Notifications Security, performanca and usaga insighs. D835 service profle xacep Protect corp cmwebbased  Zoro " XAXD service prfils xaccp!
System Log

Available Services (15)

kB 3 Workspace EZE T,

citrix

Workspace Configuration

Access  Authenticotion  Customire  Service lntegrations  Sites  Service Continuity | App Configuration)
App Configuration

Filterby: () Andreid [ ChromeOS (J HTMLS  (Ji0S (D Mac () Windows

App Protection App Protection Local Filter "

CVAD/DaaS Settings

Dota Cellection & Monitoring L Select

Devices & Keyboard
Display & Audio
Security & Authentication
Sherteuts

Updates.

EE———————

3. BENAREFEE R,
4, BEHEEH,
5. #fR%E+ Windows Si%4E,

6. M Client App Management Agent Settings (P ixmBIEFEEAEIZE) ThidIER+iEE Windows
FIHFTERE,
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Citrix Enterprise Browser
Auto Update Check

Data Collection & Monitoring
Specifies if the update check must be manual or sutomatic.

Davices & Keyboard

wour as part of the

Display & Audio Aute Update Defer Count
Security & Authentication Specifies the number of times that user can defer far
Shortcuts

Client App Management Agent Settings
Updates

This setting enables you 1o specify the agent i for
Workspace A rance Client App Management feature

Workspace Preferences

Reset all to default

Windows

£ Gobal App Configuration Service APl ERIGEHER

This setting is not applicable.
This setting is not applicable.
This setting is not applicable.

[etect multiple options ~
[ E&nd Point Analysis
D Zero Trust Network Access

[] zoom

This setting is not applicable.

®

1. 1/ APl B2Bi&BEHIGEME 2 Global App Config Service fh, BXFMELR, BEBM SRS URL FED

BigE,

2. FEANABE/MAME LT Global App Configuration 3& &7 &Ein% EPA #1 ZTNA/Secure Access

Client:

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",

"useForAppConfig": true,
"appSettings":
{

"windows":

[
{

"assignedTo":
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23 [
24 "AllUsersNoAuthentication"
25 1,
26 "category": "AutoUpdate",
27 "settings":
28 [
29 {
30
31 "name": "Auto Update plugins settings",
32 "value'":
33 [
34 {
35
36 "pluginId": "8A8AF6C0O-11F6-4343-
BA2D-A85A766170D4",
37 "pluginName": "Citrix EPA Client",
38 "pluginSettings":
39 {
40
41 "delayGroup": "Fast",
42 "deploymentMode": "
InstallAndUpdate",
43 "detectRule": "UpgradeCode:{
44 37A181F7-870E-4BDF-BOEA-E3B4766119FE }
45 ll’
46 "isBlocking": true,
47 "isFTU": true,
48 "maximumAllowedVersion": "
23.8.1.24",
49 "minimumAllowedVersion": "
0.0.0.0",
50 "stream": "Current",
51 "upgradeTolLatest": true
52 }
53
54 }
55,
56 {
57
58 "pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
59 "pluginName": "Citrix Secure Access
Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 u,
68 "isBlocking": false,
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"isFTU": true,

"maximumAllowedVersion": "
21.8.0.0",

"minimumAllowedVersion": "
0.0.0.0",

"stream": "Current",

"upgradeTolLatest": true

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",

"pluginName™": "WebEx VDI
AutoUpgrade Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
AA2AACDC-D30B-433F-A602-3E25975010A6 }
n
"isBlocking": false,
"isFTU": false,
"maximumAllowedVersion": "
3.1.0.24263",
"minimumAllowedVersion": "0.0.0
n
J
"stream": "Current",
"upgradeToLatest": true

1,

"userOverride": false
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<!--NeedCopy-->

TRIIN TG ERIRERMA. BN,

RIIRE

isBlocking

pluginName

pluginid
delayGroup
deploymentMode

¥

detectRule
maximumAllowedVersion
minimumAllowedVersion

upgradeTolLatest

Stream

BP IT{ERIE

&

True 5 False

R B8
InstallAndUpdate/Update

FHERE

True 5 False

LD

BiEA

% isBlocking £¥u& &4 true By,
HEMRA AL TESE, HEERRT
HXERE T R EA R I,
Citrix BIX&R EPA & B H 4 Fif
(6

MR IFEM. pluginName 7]
LB

1B ID, RSEX.

WREFELE R B s E B EE kR,
InstallAndUpdate: fE&aILISH
LR EAMARAHITEN,.
Update: RAFEH, TaFLH
2

IS RHRATE R
KERGEETERE,

RS AR,

S AV,

WA E A false A BEXHF
maximumAllowedVersion
minimumAllowedVersion,
True: SEHHEAEIZE EHEHAIRETARAS,
HFIRER “Current” AREZUR
£oi BohEFE M

1. THHAREERT Windows 8 Citrix Workspace M ABEFARZ 2212,

2. ERELRBIBERIMK,

3. FMBANTNARFEEIRENNABE/KF,

ZROFEEFHAUTHER:
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Hold on a minute while we
configure additional software
required by your organisation.

\

4. RERRE, BERUT Toast @A:
@ Citrix Workspace
Installation complete

All apps or plugins are successf

Know more

5. BETREZ LT HRERENER.
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom {EGFRIIGEHER

EZFE Zoom MR T . REMBmMEH, HLAEARS EPAF ZTNA fE4H+ER.
R REE/AEEREAUT Global App Configuration i@ B sEFIFItLIhEE:
{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings'":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":
{
"windows":
[
{
"assignedTo":
[
"AllUsersNoAuthentication"
1,
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"category": "AutoUpdate",

"settings":
[
{
"name": "Auto Update plugins settings",
"value'":
[
{

"pluginId": "1A4BB471-022C-4C87-
BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade
Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
34225638-14F3-4059-BE34-175AC9B35435 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0
n

b
"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->
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AR AT

November 16, 2023
EERBENABUTRE:

Rz AR 32

%7 Virtual Apps and Desktops BI/Eshi&L
MARFRIFSE

» SaaS MAER

o BURWERI SR

N RRERF AT

June 14,2024

7% Studio HE BRI RN AERF

E7z Studio PECERHAFERNNARERF, BSRNARER, ENAEFEERETR, AUREUTHR:

o RN FRERFIEIERE SR ER.

(7I3%) $5EE1E Citrix Workspace R REF B RN AIZFMNZES, F70, MREBFHRM Microsoft Office

R REFRIREA, B Microsoft Office,

EERTRAFWRERNERES .

s ERENNBRERISEFINERER, WELEKEM Citrix Workspace [ Bi2F ETLET-EHHIBR, BHF
#Fe8 KEYWORDS: Mandatory izl Rz BiER % PA/S .

- EAMBEENNARFIEERFERAPHBRED, EERAFHRNFRSE KEYWORDS: Auto, HAFERMNA
FIEEY, ZNARFRWISE AT RIS “E7 MK, AP UERZU R
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Application Settings

MNotepad

Identification
Delivery

Location

Groups

Limit Visibility

File Type Association

fone

“RIRIREAR B

Delivery

Specify how this application will be delivered to users.

Application icon:

7

Application category (optional):
Utilities
The Category in Citrix Workspace app where the application appears.
Add shortcut to user's desktop

How do you want to control the use of this application?
(@ Allow unlimited use

Limit the number of instances running at the same time to:

Limit to one instance per user

BRIANERT, HAPRESEAT Windows B Citrix Workspace RIS, #TRILITAAF REEEZNAEE
BFMENAEFNRE. b, NAEFSRIEEERMEIFREER, XiFHh “BBIRS" R

HE, ERALUERBAFRE. XA “NRRESR B, Ree@EdAaReRESITHNBEFNSE,

BIAMERT, £ “WXRRESX” #XT, BARRERE—TNAEE, KPMNEEIERANA, TEELEAFEE
BEZNABEE. BEGALURT AP ERARENYRIERFNS MIKFEHRNIR. EEREALUEIER P imitE
LFaRmEM=R (HideEditStoresDialog) sRIBHAFHAUR. MREBRAAF BT IR, BFERUEENX
HHEIERTUAT, LA AR,

B2MAER L Citrix Workspace ARRFEERER “(NRRES X!

Global App Config Service

AILUERA Global App Configuration Service 2R BBIIRSE.

REHA(E]

AUEREIETRAERSHBARE, BEARE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 154


https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#control-access-to-the-self-service

iEATF Windows # Citrix Workspace R RiEF

4R ERHR

FILAEARZAEIERECE “(NRRIESR IV B

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIER.
2. EHENEBET ST, BEEEEEIR > Citrix 4814+ > Citrix Workspace > BBIIRSS.
3. EFEIE SelfServiceMode %%,

a) “EERRAUBRAF RE. NRAEERE, XBIHALE.
b) EEELMAIRERAF REHAER “RHRES #Eo

Wi N B2 RN BEF N BiEFRES

AMAEERAWERE, FRIAMERT, MERENNAREFNLENNAREFSRRNEAPNFGERER, HAR
AINAMIBRUGE SRS, XEWRFRF AT ERERFMMBIIFR. ANBEERBWERXRE, FrENBEFEEHRNEIA
PHIFFIaREH, BRITHEFEERR. MRMSEFRBERRES BT, WY Citrix Workspace AR TRE
ENBYEE A P MR X PR EA R IERRIRE, EREERER. AAUREUTRE:

o BIFAMENNAREFENKENNARZFIRZARRERES N, ATUAEE Studio FRENARRF ULIZSR
ERES o

o EFRFHAR B M REIR M,

o WTFRBXINNNABER, ERLUERRERHNRBEFRAETSH LR MILER 734X,

o ERELERESN. TUREERRESARETNXGRNETR, UREERNAREFRATSHHEFT
FRRYF XX 3R,

o BUANERT, EEEHERARERE Citrix Workspace ARG, REANBRIEFL. YAFTHEMA
s, 1B Citrix Workspace R ABR2FE, BRI LUEERRRES K. HIREHSAHZN, HINEIFEER.

s ERETENENREENINNAER. BAE, WRSHLELFNNAEFNKERE MM ERERE
FEFFHTENLER. £AE, VARFNKEREFRSEN. i, OREFFAHLBEFERESR, WK
STERIFENERRES e FAINBALLINEE,

AL A GIEC E X RES T

Global App Config Service

£ Global App Configuration Service #, BHFEAREFALR > SERES X THILE,

4R BRHE

BT LA 4 SR B R EC B REE S o

1. @ia{T gpedit.msc 77 Citrix Workspace 5z B2 A RIS R BIRIER.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/group-policy
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TR E RN AEF RIES R,
RIBFE LR
BENAMBE.

ISR

L hanage App shortcut
ge App

[5] Manage App shortcut

() Mot Configured Comment:
. © Enabled
(") Dizabled

EHENEET ST, BEEEEIR > Citrix 4814 > Citrix Workspace > BHBIIRSS.

E#/E5 Citrix Workspace [z A2 AEFT MBI EE 24

Previous Setting Mext Setting

Supperted Ont Al Citrix Worksp

ace supported platforms

Options:

Help:

Startmenu Directory

Citrix

Desktop Directory

Citrix

[] Disable Startmenu Shortcut

[[] Enable Desktop Shortcut
[] Disable Categorypath for startmenu

[C] Enable Categorypath for desktop

Enakle to have different category path for
[] desktop and startmenu. Disable to align the
category path of desktop as that of startmenu

If you enable this policy setting:

- Clear the set of applications shown in the Citrix Workspace
Window on logoff. When selected, this option purges user details
upon Citrix Workspace logoff, Deselecting this option, Citrix
Workspace may not purge user details on upon Citrix Workspace
logoff.

- Prevent Citrix Workspace performing a refresh of the
application list when cpened. When selected, this option
prevents Citrix Workspace from performing a refresh of the
applicaticn list after launching. Deselecting this option, Citrix
Workspace refreshes the application list when launching Citrix
Workspace,

- lgnore self service selection of apps and make all mandatory. If
Citrix Workspace is working with a PMAgent service this will be
required to get all apps added autematically. If Citrix Workspace
is working with a StoreFront Store, make the change on the
StoreFront server to make the Store mandatory, (This setting

currently does not apply to StoreFront Stores), When selected,

StoreFront tkFig&

AT LUfEA StoreFront tk P&, ATLUSKB LU TEM:
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BHERR PR =1 ZRiA

PutShortcutsOnDeskiEgm ERERES . true g false false

PutShortcutsInStarfefaasis PR E RES true g false true
o

UseCategoryAsStar tHEHRFREEmm25IEs true g false true
=z

StartMenuDir AFERERNRERES FHHRE, BRRESRE
HgE—TBER NEFIE S B E FRo

AutoReinstal lMod fE#Eis ekt iR AT true g false true
o

DesktopDir ERELAFMBEREARE FHEME, BRRESRE
T—TER. NEIB 2B Z TR

DontCreateAddRemo vtz in LoIEEKE true g false false
“add/remove
programs”,

SilentlyUninstal IRIMikEzEEFEDOHHRESE truedk false false
DMAERBIREN R ARRFXT
RZAYHREE S 0o

Windows ;:ft&

B LER Windows sEMREREEHRESR. £ HKLM\Software\Wow6432Node\Citrix\DazzleF
RMER R “FRHE” WE, HEZMS5HET StoreFront ik i&ERE R FRAER,

ALELREP, EAUAFERENKERESRNEERR. AXFAER, BEHZS

X ¥ 32 (U EER

Citrix Workspace M AEFXiF 32 (B EBETR. ATHMNLTENBAEFRME, ©oB8AUTHREREAER
E:

o EERPOEERAIINNARER,
o FRRFREBLR
o 51
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NGy

AMRFEFERSBEERG, JRFEENRERERA. Citrix TEHRIIEIMRFERECATLESEL
IMBYRRRES IS LABRR, EREMRRIBSRT BIENI, EREIMRZAT, BSBHITED,

BEGEBEEFRE, 7 L7E HKEY\LOCAL\MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

Client\Engine\Lockdown Profiles\All Regions\Preferences # FM—1 & R
TWIDesiredIconColor WFRRIMRIFHEHIZENFIEE. EMAIRENEERER 4. 8. 16, 247132
/&R, MRMEEFRERIE, AP AIUAEIRERRENSERE,

ZEREMESIER Y N AR FIREITHFES

ELUTERT, Citrix Workspace M ARZFRHMMEHZEH.EXE FFRHITEE:

« BRERN, NAEFHEHSHIER, NE
FENNARFFRHATHFES.

LIRS BN SR

. EEFImTEN LIZNAEFFR.

. BNAREFFRENZAIMNEHRZHRN— BB ME,

. MBEFRE, BEAE-—HOAWIIR, 3E, BIRIEBYEFRHATER,

. AIEMRBULEEATF Windows B Workspace BEfS3Eid MRS HZ S HIFRROIBRXLETFIR,

A W N -

NREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 3 BAFES XS RNEEEINBEFKEIER,
B T RRRTS A REFEIER |

« BfTreg add HKEY_CURRENT_MACHINE\Software\Citrix\Dazzle /v ReuseStubs
/t REG_SZ /d "true'" s

&R MNE HKEY_CURRENT_USER. HKEY_CURRENT_USER 89t 5c4kimF HKEY_LOCAL_MACHINE,
/J\1|:,\

AMRFEFALHSSBTERND, ATRFEENMTERERG, Citrix TERIEFETMRFERCEAFISHY
BV RES IS LARRR, (EFREMRMRIESRT BN, EREIMRZAT, BSBHITED.

AT BN ERFEENSLE LM RHNERATHRITX A

1. ZEFHRITEN L, NFAENBEFCIBEFERIRITX . ETHEIBEFERARITXE, BEMERAER R
FIfE/A Citrix Workspace M B2FEHITEMN; Citrix Workspace MBEFEE R AT HRIT -

2. M%APPDATA%\Citrix\SelfService pFERERARITX M. EREE.exe X

3. BXETHITXHEHFINESHE,

4. WFEMENENEFHITEN, HEE U TEMERI:
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a) Reg add HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDirecto
/t REG_SZ /d "\\ShareOne\WorkspaceStubs"

b) Reg add HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CopyStubsFromComm
/t REG_SZ /d "true", MNIREE, XA LUE HKEY_CURRENT_USER L& & U Fig &,
HKEY_CURRENT_USER #9ft5&4k=F HKEY_LOCAL_MACHINE,

c) BEHEHBTH Citrix Workspace Rz B2 MU EF B E B E

BEAtN R

EWE=ms (HA Citrix Workspace ARRFEFREENRIEN VDA LiEfT) &, &aTLizs] Citrix Workspace
NAEFRER:

« VDA ERENNARFHIAMIS (MR EAXMNEBERFER)
o NARFIEEESL,

BB S IX— 8, BiVEER vPrefer, &, ERILMERXEF Prefer,

vPrefer

vPrefer 2755 F Windows B Citrix Workspace A2 4.11 H5| \K, FE StoreFront hix4s 3.14 #1 Citrix
Virtual Desktops 7.17 RE=HRZS,

BN BEFE, Citrix Workspace R RTEF1§i2EY StoreFront AR 23 EFERE FEIEFHER A HRIE vprefer
RSN AIRE, Citrix Workspace MATZF#E VDA 89 Windows iMt RIS RN AEFINREREZ, MREE, B
SR AR B AS IS, B, KB ARt E b, MREBHINAREFARE VDA L, Citrix Workspace
MARFERMITERAERF. BX StoreFront Ml BAEzni#HA=S, iE5i Citrix Virtual Apps and
Desktops SR RIIE S| B & 7R 1 S E _ERZ Y FIEF B 5.

MERFLEE VDA LB AR F A LI, 15 1E Delivery Controller £ /A PowerShell % Lo-
calLaunchDisabled &% True., HX¥4E8, &2 Citrix Virtual Apps and Desktops i,

WIhEEE B FEMRE BN BIERF, MMIRHEMRFHNAP &R, ATUERASRENE#TEREE. RIAERT,
vPrefer (RENRFK 22 H LT EARS.

=r

AR

BERFRERE Citrix Workspace RZFERFRY, #mzsit GPO FiRIIRMIRIRX 4. HxmzAt GPO H
ARIRSHRIFRER, BSRERR, XTFHE, SHERIXGNTERERENELE,

@idiz1T gpedit.msc $T7F Citrix Workspace MAERF GPO EERR,
AHENEET ST, BEEEEER > Citrix 4814+ > Citrix Workspace > BBIRSS.
%% vPrefer 58,

EEERA.

MAYFN AR TRYIRSP, BFEUTRTZ—

ok wpn =
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o RVPRERARRE: ETUEELE) VDA LHFRE R AR aIAEF, Citrix Workspace i Af2F#1E
RERENNARERF (BFEEA. HER. 5FR. SSRREOSAN Windows AERRE). 25,
EX7E VDA LRz AER, MIFERENARERF LR,

s RAFERENNARER: ETRKEE) VDA LERENNAEFNAMSES, MRNARFRTEE
VDA L, W¥BEshtBENARER. BINERT, 4 vPrefer HIRIEEANERAN, ATERENNATRR
FRAFERRS, WETFIZER, HEBREFA Windows &(F RGN AEFHPRTEN

o ATFNBNARER: WETEEMELZMLE R LB RN BEFBIEA,

6. BENAMEE.
7. ENBRMARIEUEERE.

PRI

fEREG B AL INEE,

X 5F Prefer
f&a] L@t £ Citrix Studio 73§ KEYWORDS:prefer=" application” B4$i&8 AN BEFRANRIEE VDA LR
LHMNARFIEE (EARXEPIA “AMEF”) BAREFERTHNNBERBH.

£ Citrix Workspace R RZF RN EX B RELS R ZH, ESBREENRAUREZNAEFEEEALSMR
#*, MRERE, Citrix Workspace ZA2FRFolZREA . AP M Citrix Workspace N 2R & O+ /EE1Z
FZFRFERRY, Citrix Workspace RBREFREhAHIZEN (8% NARERF.

=
AL A REER S E AP AINRERNNARFE, SNAXRET prefer. mMAFERMNEEBRENNARERF
RARINZX BT EEEATRR.
BIUAREN AR ZRIBEXRT prefer, RB—NREMEIAPE X BTN ARE N BEZRF.
BIATE A S ER U TER:
« prefer=" ApplicationName”

N BEFBMMERS B EREA AR MPEENN BIEF 2 A ERNAEFELE, LN BEFRTR
AUER—1 8, BEUE— 1M EE, MREEE, WEERMASIS. FAFNEBS DB FREZN AL,
BERKD KNG, MARFZEMLEEANERRFHRITHNESIFEER.

KEYWORDS:prefer= “Programs” THIREAT =&ITER?
Word \Microsoft Office\Microsoft =

Word 2010
Microsoft Word \Microsoft Office\Microsoft =

Word 2010
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KEYWORDS:prefer= “Programs” THIREAS

=HEe McAfee\VirusScan Console
mE McAfee\VirusScan Console
=HEe McAfee\VirusScan Console

« prefer=" \\Folderl\Folder2\---\ApplicationName”

ERILE?

o AO

all

BIRFERSTENRES A XEBREURFRE R THTENBEFSFELE, “Programs” XHRZ
FIaXBEERTHFXGE, ASIEHOSEEANBEPUREZXGEPHNBEITNARRF, NREED
BEE, WEBEFEASIS, RREXAANE, HXTREFLREERE Citrix Virtual Apps and Desktops #l

Citrix DaaS FL2F A LN EBEERER.

KEYWORDS:prefer= “Programs” THyREEA
\Programs\Microsoft \Programs\Microsoft
Office\Microsoft Word 2010 Office\Microsoft Word 2010
\Microsoft Office \Programs\Microsoft
Office\Microsoft Word 2010
\Microsoft Word 2010 \Programs\Microsoft

Office\Microsoft Word 2010

\Programs\Microsoft Word 2010  \Programs\Microsoft Word 2010

» prefer=" \Folderl\Folder2\---\ApplicationName”

EEILE?

=
=

iy

iz

=

BWNEEEXSHAERE TOENRES X REAELE, RUNENBRERPOAESNAEFBE, HEH
PUERZR T B SREAFIENX R, MRBREA AR LIRHEEXRRER, LEFIFEER. NRE

BHETR, WEEFRSIS, REXSANE, ENEELEERSUEFRARRITHERIEEER.

KEYWORDS:prefer= “Programs” THIREES

\Microsoft Office\Microsoft \Microsoft Office\Microsoft

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft
Word 2010

\Microsoft Word \Microsoft Word 2010

=R ILEZ?

=
=

all

iy
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Y85 AV RE AN FRAZ - AN SR E 2 B 1A 3L

June 14,2024

3 =

=W
B Citrix Workspace R 2Fhr4s 2305.1 &2, I EEERATaNARE, B 2309 &2, SR T 4N A

I

WaT, Ba#ENEENAFRREFTER. efEAFRIEEEELEME, HERF XA TIHEE, FABNEEE
B89,

@Cnnﬁecung b

Starting...
[ |

BN BRI SEESERESEEE. EHN, HEEERT Windows 89 Citrix Workspace M A2 L1
HTBRRIFNER. XEMTILRAF RN TREXEHIRSHEXER. BHIETERENETA.

@ citrix Workspace = g X
@ Citrix Workspace Q Search Workspace s
a
'@‘ Home
Apps
3 Apps Recents  Favorites View all applications
@ Deskiops i g i
i ¢ ¢ @ &
Excel Chrome AcclaimlP Podio Enterpiiap
Browser
Desktops
Recents Favorites View all desktops
o Bl cepaes-sirRswio-p
cifrix

BREUUEEEXBHENEEXEERN, MANNEHER. MREERHHBEAFZHXEANKE, NEER—

FEEHS.
BHi&RB T Windows 1 Citrix Workspace RB#ER 2305.1 2, thINEEERNARERERIALTERRS.
BIAERT, LEINEEEZIGAN StoreFront (i) SiEHRRFEARS.
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NREFRTIRE

June 14,2024

‘BREZET &

BB E BRI HE Citrix Workspace R A2 FEMNARXBHEFENBREEMRNTAEREAR, XH¥
AUBRAFPEBNEERATNAEEREENRE, BEME, BRI

o —ERE ‘SREET '
o ERPREUTHERE:

- RS

- EEPD

- RENES

- BEMESE

- & DPI

- XHER

- REFAMENER
- Citrix Casting

FERREPERE “SHREER ER

BT LAfERA Citrix Workspace M AEFAREEITR (GPO) BIEEREE “BRAEIE K.

@idiz1T gpedit.msc 77 Citrix Workspace 5 FiEF A RIS R EIEIRR.
EHENEET ST, HESEER > Citrix Workspace > HEIiRS > SR EETHET,

R ARRE TR,

EREBAEmEHXiEFH Citrix Workspace M BR2FERMNARIETIRE “BREEN KN,

R

} =r

=W

AIANERT, EEARECE XD,

£ BREET RPRESEIRE

BJLUfERA Citrix Workspace AR FAREN R EBRIREISAEAMRHGEAFAIEENRERE. BREIR
B, BHITUTERE:

1. @17 gpedit.msc 77 Citrix Workspace 7 B2 4H 5 IEIT R EIRIER
2. EHBNEET AT, BEEEERIR > Citrix Workspace > BEIERS > SR EETHET,
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3. EFRERTERREIKENRRE,

TR T ERT LOERANET A K8 MERI R0 -

g 21

REE BRRE
BEM FeRigE
o ETEE

AILTE “BREED RPEEUTHERE:

o BENESS

o EERD

« & DPI

o BURWE

o BFRREFZERD

o BEMESE

o REZXMERIEE
 ZHEER

« Citrix Casting

FERAEMRRIEST BREEN KPEE “E=8 Workspace” £

BILEREMRRIESRTE “BAERT RHREEE Workspace £,

1. EErEfMREES.
2. Sfi2 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,
3. tIE— I ERHEFMET EnableFactoryReset FH G HIGE N U FERER:

o True- £ “B&EEN” RPET “EE Workspace” £,
« False-7f “B&ERET RHEE “E8 Workspace” &,

£ “BREETR kPR “Citrix Workspace 3 £

=z

AR
“Citrix Workspace E#” EMMHRIKRRFRS “SREEN RPETWEMERRRE,
. BidEfT gpedit.msc fT7F Citrix Workspace N RiZFA RS R EIREIR,
. EHENEET ST, EEEEER > Citrix 41 > Citrix Workspace > Workspace &3,

1

2

3. %% Workspace FFi5EES.

4. EREZAESRAEENKRTIEE “Workspace B &8,
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NELRAPRRE “WEHR &

EEGATLUER GPO RESRNHERLBFRE “WEHR &5. BALKKRER, FERE LREABF U UER
By “EREEHERR” IR ARRRRE.

1. 7 GPO 4igesh, SMEIEEER > Citrix 41 > Citrix Workspace > BEIIRS.
2. EFHPEHERIAI 432,

SelfService

Select an item to view its description.  Setting State Comment

| Advance Preferences Options

| I Troubleshooting Options |

=] Allow users te Add/Remove Account Mot configured Mo

Manage App Protection Not configured No
Manage App shortcut Disabled Mo
Enable Default FTA Mot configured Mo
Enable FTA Not configured No
EnableFTU Not configured Mo
Enable application PreLaunch Mot configured Mo
Quick Desktop Launch Support Nat configured No
Silent authentication for Citrix Workspace Not configured Mo
Local app discovery Mot configured Mo
Local Application Protection Mot configured No
Allow/Prevent users to publish safe content Net configured Ne
Allow/Prevent users to publish unsafe content Mot configured Mo
Control when Citrix Workspace attempts to reconnect to exi..  Not configured No
Manage SelfServiceMode Net configured Ne
Store authentication tokens Mot configured Mo
vPrefer Mot configured No
3. ERRESEHRZE,
_ Troubleshooting Options
Select an item to view its description,  3etting State Comment
:z| Hide Send Feedback Mot configured Mo
I‘—‘ Hide Troubleshooting I Net configured Mo

4. 7T TRRESIEHR IWHEET, EPEBAREE, ERERESRRARFRE WEHR £,
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. Troubleshooting Options
Hide Troubleshooting Setting State Comment
A Hide Troubleshooting O X

Edit policy setting

Requirements: [ Hide Troubleshooting

ADMX Migrator encountered a policy

that does not have a supportedOn :
value., PR (O Not Configured Comment:

Description: (® Enabled

Use this option to hide/unhide the Disabled
Troubleshooting option from the @
Citrix Workspace app icon in the
notification area

Previous Setting

Supported on: [ appx Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Use this option to hide/unhide the Troublesheoting option from
the Citrix Workspace app icon in the notification area

5. BEHERFENRE,

Citrix Casting

Citrix Ready Workspace Hub R#=F IR ZMYIRIFRE AT, ERENERTRPRINAEFMHRE, T8
NREFERTI’RE (H—ENR), HINBARFMERE, UeIREEHamIFiE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R F2FHIZ&IFIE
%) Citrix Ready Workspace Hub, HigMAREF SRS TRANE R L, Citrix Casting 7€ Microsoft
Windows 10 hi4s 1607 &E&hkAs Windows Server 2016 £33,

Citrix Casting ThaE T NBThG AN R 2B R ERNAER, HEARE LET.
=W
« EATF Windows B Citrix Casting 33 Citrix Ready Workspace Hub ig7s 2.40.3839 &E=HRZS,

SHARRASE Workspace Hub RIRET A R4 N F S S BUH IR 1R,
« EHTF Windows # Citrix Workspace MR (RA®EIERD) AZ#F Citrix Casting Thgg.

BEFM

s ERBELBRATEFUELNR Hub,
+ Citrix Ready Workspace Hub #1 Citrix Workspace Rz A2 #82  T R —MLEE,
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« s¥F1EIETT Citrix Workspace R B#EFRII&&E S Citrix Ready Workspace Hub ZialfER#%0 55555,

« ¥¢F Citrix Casting, R1GBELEIRO 1494,

« ¥%0 55556 A#55hig&E 5 Citrix Ready Workspace Hub &l SSL EZRZIAR . ATLIFE Raspberry
Pi Mg BN E LERERRER SSL M. fNERELET SSL#KO, AP¥EES Workspace Hub Zial#az SSL
ER

« Citrix Casting 1%7£ Microsoft Windows 10 h4s 1607 & E&hr4ssk Windows Server 2016 +Z%#%,

o EREMEIETT /IncludeCitrixCasting &< LUEA Citrix Casting,

fZE Citrix Casting Bz
==
AR “BRAERI RNWLBIHBIADT. BEXFMEE, BER BREEN R
1. ARBFEMXiEr Citrix Workspace R B2 EIWRH SRS 5K EIi% I,
LB 2 R R BRI IEE,
2. #%#% Citrix Casting.

IEEHE £ Citrix Casting 34iE4E,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(0 No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEUT®EIZ—:

+ & - #6877z Citrix Workspace 2 EansdEa Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, R#ERzhESESN Citrix Casting) - #87F
7 Citrix Workspace Rz #2r Rzt Bz Citrix Casting.
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%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
W o

4. BEREFUNAFMEENR.

e Citrix Casting 5 Citrix Workspace M BREFE &R

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EAHE R Hub 5K, %51% % Workspace Hub SR &89 RSSI EHEF
2. ERERGREMN Workspace Hub, ZAEEEUT®ENZ—:

- BEATENEZREHBEETRBRIEEZEEN Workspace Hub i&#&.
o I BATE Workspace Hub & & REREHEBIRRE,

=3

AR

B Citrix Workspace R 2R F=iBH Citrix Casting,

7£ Citrix Casting B3 HFED, BET U TED:

LR RRESRIE R RERS.

ek

Wi iERE, AT ELYFRSERFIRE,

ERELR, BT Workspace Hub FRinEIukiEse,

AREHEMXIEFH Workspace Hub ElfrHiEZ R Ak A R BRI ER, FHiRE Citrix Ready
Workspace Hub,

ok w e
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Citrix Casting - Refresh

Current screen
casting session

| Supenor-Lake

Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

List of available I haiyang_test

workspace hubs
D liangc-dev

O  workspaceHub-debao

Workspace
hub icon

BFIE

R Citrix Workspace AR T & NESEERMEMR A A Workspace Hub H#5 Z#1Ti@(E, EMRFEERKRF
FER AT &I

1. Citrix Workspace i A#2F#1 Citrix Ready Workspace Hub ZEiZEIE—M4%.

2. =B Citrix Workspace BREFIIgE BB T BF H BB F ERIET.

3. Bz Citrix Workspace M B#2FRII&EE Citrix Ready Workspace Hub BSSEEIR (MF 10 K B&HEEZ
e EREIIEEEEy/ )

4. 7z Citrix Workspace L2 FH Eahnlkigs, RERAN http:

LB HZ2E ER Workspace Hub i&& M EE,
5. 7z Citrix Ready Workspace Hub F& £RlH, H=idEZEEESI Workspace Hub,

B 17 7 % PR

1. Ei&#&5 Citrix Ready Workspace Hub i&#2IE—m4E 2 &, Citrix Casting RefEmH.

2. MBHIMMLKRR, Workspace Hub i&& ERTEEEEIER B0

3. EBY EE, B5h Citrix Ready Workspace MBREFHNERBRNIFZ R,

4. ETBERXT, FERHEBERSBEENEERS,

5. ®ELMNETRRBLRETATHEN, REENSENSBMAER. §i, BEIWERETK. FEAFAX
ET.

6. TRBRFIELE, MRETT Citrix Workspace ARFIIEEATFHME. ERFIAKERS, WEERNS
BRHIR.
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7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting %z#§ Citrix Ready Workspace Hub g4 2.40.3839 E SR, FHARAH Workspace
Hub RIREREW RSN T RSB LIRS FEIR.
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHILINEE,
11. 7 Windows 10 Build 1607 &, aJgETAIEME MM TI EEA Citrix Casting,

% % Citrix Ready Workspace Hub #yi#4l15 2, &5 Citrix Virtual Apps and Desktops st #y Citrix
Ready Workspace Hub #B43,

SaaS WV HEiERF

June 14,2024

xt SaaS MARFHNR2IFERMTRAFRRZNELHH SaaS NARFNSA—BF KR, SaaS NARFSRERER
—ieteft, EERNEUURPASHNBNSELARRERZTEERGNLUELENES, EERTETIE
E Web u5=2#0 Web uh s 518915 1R R SEIRIL B B9,

BT Windows B9 Citrix Workspace R B#EF @ Citrix Secure Private Access £/ SaaS R AR, &
BiZiRS, EERFTUREERENNZ/HEL. ERESERURATRE,

M=3Xft SaaS MAREFEBUTMRE:

- BEERSR - HTIRIE. EHRMNER.
s BRER-ERAERRERENER.
s BRTARNBREFIVERIR - IXEANAEFH#HITETRIRNEE,

Citrix Workspace Rz f#27 Citrix Enterprise Browser (I#i#k# Citrix Workspace Browser) E£&Ezh SaaS
MABREF. BXEE, &5 Citrix Enterprise Browser X4,

PR

- BHBATIHATHZERT TENELXGNARER, ARERMNNARREHRITITENG S, EHATLUR
77 PDF, fR7%: B8R THIGE, 52BN,

o AR PERNBISTAT REFEIER.

o 1&FA(EA Storebrowse <7 SaaS MBER.

B Workspace EEBmi¥4 S, #52iA Citrix Cloud 89 Workspace 2.

RSN AT

June 14,2024
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Citrix Analytics

Citrix Workspace M AfEFBE&EHN, AllReiE BE~E#HE Citrix Analytics. BRJG, 7 Citrix Analytics
RS EARFEHES. B Citrix Analytics B9¥4E R, &2 Citrix Analytics,

Citrix Analytics R HIIERINAE

fEA&hRZ<#, Citrix Workspace R AR Al UREHIERMMEHK LR IP #ibEia=l Citrix Analytics BRS.
BRAEBoHHSWELL IR, ©rIUEEED Citrix Analytics RS DT IEEER T2 T SHE IEXIHE X,
BUAERT, IP#itBER%ZES Citrix Analytics BRS. B2, ErRILUERFMKRmESSTE Citrix Workspace 7
BREFHRALET,

B2/ P it BEER, ESMEUTEMRERZHE SendPublicIPAddress FMRMIEE R Off,
+ 1€ 64 I Windows it & # £, Si1% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\

Citrix\Dazzle,
« 7£ 32 {1 Windows it&#l t, S5 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

=

o |P it R EREB R FHRHNE . RE Citrix Workspace M BiEFE Bz BEFHNED
IP ik, {BFLEHIEDTRERER.

s EHHEMNEFLKIESR (a7 Intranet izfT) , BEHEREmS EH URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Citrix Workspace R FA#2FZ53 1M, AIMUMEMI BB ICA 2ifR 2B HuRE S Citrix Analytics iR

o

Hx Performance Analytics i EAILESHIEMAES, ESHMEEBIEE,

B EIR (CEIP)

WeEERYEE AR BINBEREIRA LB
ECEMEAKIE Citrix &P 3e&E T4 (CEIP) M tEEEHEBNTF Citrix 128 Citrix

ERATF Windows 89 Citrix
Workspace [z B2 WEE B
AR, HEmEHIELREET Citrix
#1 Google Analytics,

Workspace (L FAREFHRE. &L
Ftee, AFERFRERNESHECA
R, ERRSKTHEEAREEM
ERhEMIG .
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W SR RYEE

a0 LR, Citrix sUksk Citrix Workspace M REFEBEMEREREIE, LIRS Workspace NEEEFHRE. I
BEFNMERE, H AW Citrix AFERALBENELDEER, UREFRSKFEHEEARREMEMENRE, BIEA
CRREAERNS. RGERTAAFIEITEN, BARIRIE CEIP SIS ENRLR P HITH .

Google Analytics # Citrix Analytics UsEf45E CEIP #iE TR E1E:

RIERSARA

RIEBAE
REEFRE
B E T EER
BERS /Y

ERRLOFAES

RSEEBA SRS &

E7 670 =Pral]

Citrix Workspace R F#2
FEhRs *

HEEEIR

TREFRKS
EERLERER

Citrix Virtual Apps and
Desktops £iEBENKZE
StoreFront %I
Workspace URL iE#Ih
BERRE

Citrix Enterprise
Browser higs

B EIERE

BRI

B IRREERE

App Protection &2 &
REHARL FTE /SR 7R

Citrix Enterprise
Browser £AH1E5R

Citrix Workspace Mz
FiE=
VDA 8

N AEERE
BRAEIRRREA
BEEHTRE

BEIEHEE

Bhi 2205 2, ARMEERELIRRUTSRELLX CEIP #iE (TEN ‘&3 PEENAMEENRNMLE

TEERFRIM o

1. ABE@EmxiEgse Citrix Workspace M BI2RF EliF.

2. ERSREETL

LEBPR 2R B4R ENETEE,

3. EFRBUERE.

4. EEF, HEUER CEIP ERFE5,

5. BERE

EAAERAF SHSMEIU T EMRIHIZEIGSEE:

B&%: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

AR Enable_CEIP

f&: False
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AR

—BEERTR, #ifsE Enable_CEIP AMRIIGE RN False, FAlLUBE SMEIL T EMRIHISEE
ki RixEETH CEIP #iETR (BMRMERSM Citrix Workspace [ AEFARAS) :

#%2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FMmERm: DisableHeartbeat

f&: True

Hthf5 =2

Citrix \R#E& 5 Citrix ZITHERFRBEBENEIE, HIZER Citrix Services Security Exhibit (Citrix RS%£
MER) PHMENE#EITERP. “Citrix Services Security Exhibit” (Citrix lRE &£ ExR) a7 Citrix Trust
Center (Citrix SEFL) KB

L2 EMBHIIE

November 16,2023
BEBRBENBUTAR:
. B2
. R2B|E
o NI
WE@iAE IR
fEMAH Citrix Gateway 7 S 1R2F 1 EES Citrix Workspace

£/ Azure Active Directory 1A S piR 2R E @S Citrix Workspace
£/ Okta 1R GMiRMiZF R E @S Citrix Workspace

Zelt

June 14, 2024
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-matrix
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-aad
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta
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App Protection

App Protection 1hgE 2 —ImKiNzhaE, AEMEA Citrix Virtual Apps and Desktops #1 Citrix DaaS (LLEI#RH
Citrix Virtual Apps and Desktops fRS) EHR{EERNR LM, ZINEERG TR HZRACRNEEHREER
R mMBES. App Protection IR Lt BERE ENAF SIENBRESSENEER. RVEABLEAFPNREES
NRESEUNERARZICRBBENFBAHRERS. BXFMES, BSH App Protection

A

App Protection SEBER fEX R IR ERAFARINRERN AR (HRFERRRIZTFARIEE APIER) o
App Protection SREEEEEBHWEEXNERARETARMERIF. B2, MERFRENLRE, BRESEM
LERBEEOFDEUVESHI. BARMNEASIRFMBRXLERD, BRINTEZRIETHEEENBEPREME
FEREBIRIF,

ZE & AT Windows 89 Citrix Workspace [z B#2FF L2 & App Protection, 2 REE—XHH “EBF
Windows &9 Citrix Workspace R BEFE" &85
AR

App Protection 1X7E Mhitas 1912 FHIAFHRBEY 2215,

ICA %2

YA RSN AREFRKRERN, StoreFront &4/ ICAER, EdhEamEF RIENE XWNAEREES VDA BIRRA,

AEFRSREH

LAPBMAR, StoreFront &4&R— ICA X, Hh@EHEXMEAEZRSZERNRE, EiEATF Windows
89 Citrix Workspace N R#2FH BT, FERFEPLEZ ICA X, HEENFREHREDHE, SAFE Web
F R THE N B EHERERT Windows B Citrix Workspace N2 FEIZEIE RN, XIRAESBE. 1B
BEENTE, 8&MTARANBA, &SI StoreFront A IARIET, EATF Windows #9 Citrix Workspace
N2 S2§F Citrix Workspace Launcher #1 Citrix Workspace Web ¥ 2%, BTFMBAF RIS IESEHRES
ICA, BWEZRAFRBTTH ICAXMHRNED, LUEMRKRARENEREAMEFEENTESER ICA XHERNEER Y.
E7f StoreFront 2402 KB SR ITILIRE, 5505 StoreFront x#%, 1€ Workspace F#fTIbiR(E, 55
% Workspace PowerShell sxt4,

R LE MEZER BN ICA XX 4

EHREBCHARRIRXEANFRREIEESE, Citrix BIEREAMEREEE) ICA XHHIEE, XERUBKRAFT
AT RS T E T EMEERIREWEIR ICA X, ERUTERGE:

+ Global App Config Service,
o BPig ERERERNTR (GPO) BIRER,
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Global App Config Service @ILUfER Citrix Workspace RZR#2F 2106 #189 Global App Config Service,
£ Security and Authentication (Z£M4M&HH%iE) > Security Preferences (Z£Ei%EM) T, ¥HELEE
#B5h ICA XMHERIEE RN “BRA.

AR EMEILERAREMEEEREE WY ICA XHBIRIE, FHRITUTEE:

@idiz1T gpedit.msc 77 Citrix Workspace [N FHiZFF AR R EEIER,
HFIHENREET ST, HESEEIR > Citrix £ > Citrix Workspace > Client Engine,
#EZ L ICA XHRIEBREHEHIEBENE B,

N AME.

> wn e

ICA X &S

ICA X & BT EBMRIPE R T REIAREENH N AEFRSHE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
ERERNBEFIRERL, FHLEMNTAERSSHITER. ERILUEAARENREERRSK StoreFront RES
B ICAXHER. FMERT, ICAXHERINERER.

BX A StoreFront B ICA XHEZRENEER, 1EBIH StoreFront X#H#Y ICA XXHER,

BOE ICA X5 %
AE:

WMERFK¥ CitrixBase.admx\adml FinZElzsi#th GPO, MEMA ICA XHE R HRIEA BE R 1ETE.

1. &itiz1T gpedit.msc $T7F Citrix Workspace RN AREF ARSI R EEIRIR
2. EHENEETRT, BEBEER > Citrix 4.
3. EREEH ICA XHEZREHIRERTEEFEP—MET:

a) BEH - IBRER LSS ZIEBIESCRINEI RS IEBIEsm A 1T 5IR P,
b) FEIES - REERITMAGFFIRPRHSFAENEZIEBIEN. ATUMEZIEBBEFE S HIIEEZIE
B
C) REHME - NFEBEREFLUTEIZ —,
i RAFEENED (ERL): MATFREUERSEAEEZNNAEFNKARN. FELHESR
B, SHRRLES. BTREN, EBHEK.
ii. TEHITREBHNEHRTARF (FR2) - BHREZRA B ZNRIENEER—FHBRT. 7
LUE RS BRI BUERE (RAINRE) .

4. BEHENAMBEREFLRRE,
5. E#E5h Citrix Workspace R B2F I UEF A B £ Ko

EERHRFERIERN, RITBNEMUTRARTIRPHITIER:

1. MRFEBMENAE (CA) BE—MUBERIEHR SSL FZIEH.
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2. MRENEWVEFER CA, BERZEA CAIE—MIBEERIER SSL ERIEH.
3. EAIAR SSLIEH.
4. fE—MR CAIES, HER GPO B FohLERES KLRAF LS.

RIEThEERY
Workspace &iEiBas

BIERA LA BN ERBE, WsEERF B5IM Citrix Workspace MAREFSIETHZANTRNENEE, NRE
7. BEIMEEEENREERALTERRE, ©EE5IM Workspace FiEE. FEBR TSR MERMED
M ARREFMEmsiEs Citrix StoreFront RARNE.

ERBENEEIB, ESE Workspace 14,

RARFARNT:

o EAHAIZAM, BHSEFOPRET—FBEN, BT —TATRIIERICIHEIET.

o RAEREENNEMEREATHET 5 2%, BT ETo

o APAILUBEERISEREREBNABRSEANAERS, EXMERT, FEHHNSKEENERENE, 1A
B AR YA AEENSIE,

StoreFront &iE#8r

E#5) StoreFront iZARERY, Citrix Workspace 2 Ri2FAR AR ENEN,. NREEMZ Citrix Gateway,
WA AECEM XM IEBN, BXIFMER, BSH StoreFront xi%,

TR\l

June 14,2024

ZHfF Citrix Virtual Apps and Desktops Ak$5285 Citrix Workspace R BEF 2 BREERE, A UERINTRHR
TH—RFIREFARERR Citrix Workspace M BERFEE:

« Citrix Gateway: AXER, HESRAETHHERLUK Citrix Gateway # StoreFront x4,
o BRAIE: WILERAASER] LURE B iRt ib Al O 2 1 sk R LR G,

o TRERET2M (TLS) 1.0 E 1.3 k.

AT Citrix Workspace M AEFEED R EEXRNAIERS 2.

o ICAXHES

o A2 (LSA) RiP
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o XPRIEATF Citrix Virtual Apps BEMNRIERRS2:: SOCKS RIEBRSH[/HLLRIEIRS . NIERSH/TE
BN BRI RILE B I RISk B RIS R iR, X LRSS 38F LB Citrix Workspace M A2F SRS 28 Z [BlMVE .
Citrix Workspace R #2321 SOCKS f1R£ RN

T e

Citrix Gateway

Citrix Gateway (LI#i#FA Access Gateway) fRiF5S StoreFront RIBEENERE. L, FAFEERRIFMITH
AP 3S KEM R AIERFERYA PR,

Zi@id Citrix Gateway EEKEMN AR, BFHRITUTRME:
1. FRAUTAHEZ—IEEEERRMHEM Citrix Gateway URL:

- BEREABBRSAFREN, RASIRTETERNKSIHEEHHAN URL,
o UEFHAEMRSAFREE, USSR IEEIED > P > HinEimA URL,
o MBEET storebrowse s $EIIERE, FEHBSITHRHEAN URL

Z URLEEMXFSENAEE (EFIEERE)
« E3%#%3) Citrix Workspace AR EINE— MU AREE, BEAU TSR URL:
- https://gateway.company.com

o BEEZIBENARE, BERKRRXA B https://gateway.company.com?<storename> # URL,
tENZS URL e X RIERERE; 1BE77EZ URLFEE = (FSFR). NREBT storebrowse EHE2I4F
ENABME, AIREEEE storebrowse AN S35(#E URL,

1. RGN, FRSHAFE. BEARSSREERIZNASRE (BEIMX), AXESERNFMAEE, BE5H
Citrix Gateway x4,

SHRIERRE, BETENSENXARER,

A4 B A AT LAARYE B AR I O 72147 5k PR LE 3B 6385, SNSRAERPAASE, AT Windows B Citrix Workspace
N FBIEFF ] L mBA IS S Web BRs328H0 Citrix fRS23E1E,

2/ Citrix &=im0
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R i i 0 FAER

Citrix Workspace [zfm#  TCP 80/443 5 StoreFront &fs

53

ICA 5% HDX TCP/UDP 1494 THIR N A EIASRE
BESIERTEMR ICA R TCP/UDP 2598 BRI N A A EIASRE
HDX

ICA 5 HDX over TLS TCP/UDP 443 IRl AR M IR E

BXREBEONFAESR, FESHEMIRFOXE CTX101810,

(5= ks

FRETEM (TLS) BEHK SSL (RLEHEFR) il ERMIRETMNA (IETF) 12158 TLS ARUIRENF R E
$ShE, BREERN TLS,

TLS B MRS FZ M. HFERMBAEEZTEMRE, REREXEBRENRS, FEAR (BEXEBNA
£) ERMEM TLS KRBHIBBEENR S, XLEANTREEEREARIENME, FINBHRES0ERAE (FIPS) 140,
FIPS 140 2— M5,

WRBCE AP && Citrix Workspace R BT8R, 7 TLS mMBBE@EEN. BXFIP StoreFront @891
B, 15807 StoreFront XML 229, BXEF VDA KER, &2 Citrix Virtual Apps and Desktops X
HohmEmEL 2l (TLS).

BILAGE RS LA SRBE AT AT HEAE:

o BHEIEA TLS: HIBIWNER TLS AFFEAFRZEENMLE (84E Internet) MIZERE,

« 5&H%IER FIPS (Federal Information Processing Standards, Bt#B{EE0EiRE) . BEEARTMNZEE
M NIST SP 800-52 FRHYEIN, XLRBIAL FREARS.

o SBHEIFEAREMAH TLS FMFEN TLS FIEMH: Citrix Z#F TLS 1.0¢ TLS 1.1 #1 TLS 1.2 #hi¥,

o (EEIINSTERRS 2R

« WERTEMHERSRIED,

o MERENIRSSFIEHMNL KK,

o ERBENFFIRIER NRFBRSB[EENBERZFHIED).

iEAF Windows 89 Citrix Workspace AR XZIFUTEATF TLS 1.2 HXMEBES:

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

BEXZXFNBEEFNER, FERAMIRHROXE CTX250104,
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BE:
ATEETeN, UTEBEGERA:

. BE# RC4 A 3DES

. §i%A “TLS_RSA_* mymmE#

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c¢)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

TLS &5¥

1. @dia1T gpedit.msc 77 Citrix Workspace R R#EF GPO EIREIR,

2. EHBENEET AT, BESERIR > Citrix Workspace > MEIRH, REERE TLS MEMEXERE RS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting

() Not Configured Comment:

(® Enabled

() Disabled

Supported on: [ o)) Citrix Workspace supported platforms

Options: Help:

Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~

connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS 1.0
TLSversion | TLS1.0| TLS1.1|TLS1.2 ~ 2.TL5 1.1

3.TLS1.2
TLS cipher set | Commercial ~

The Security Compliance Mode values are:
- FIPS - Enabling FIPS mode forces Windows operating system
and its sub-systems to use only FIP5S-validated cryptographic

Certificate Revocation Check Policy

Check with no network access ~ algorithms.
. - - Mone - No compliance mode is enforced.
Policy Extensicn OID | b - SPE00-52 - NIST SP300-52r1 compliance is enfarced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop down , the following Certificate Revocation Check Pelicy
Mot Configured ~ (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. EREEABAREERUNMNERSSE LENERS. RE MU TE:
AR
Citrix BifERA TLS ULMR&E#,

a) ERERIFIEEZER TLS L84 Citrix Workspace M BIEFX 5B £ M FAIEFN S mAviEs
/A TLS,

b) MREMAMRA TR, EFHERATEDT:

i. - FeEHHITE M,
ii. SP800-52 - i%#% SP800-52 LIEM NIST SP 800-52, {NHARS2FHMXEM NIST SP 800-52
BN B A R I T

==,
AR

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R ALK INE: & FIPS RAFEHBTME. BWEMES, [, Citrix
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Workspace 2R Al BE ST A IE R E R R AIEF = E.

NRi%EHE SP800-52, FRIIPRBRERKIGERATETLIHELEM CRL,

4% SP800-52 /5, Citrix Workspace M AEFFIRIEARSSIELREEM NIST SP 800-52 iy
Wo WMBRESB|IEPREM, Citrix Workspace R BIZF A RETT £ER

i. BAA FIPS - & IATUEEIER FIPS #UERIINE, 1toh, ERARERFARRPH Windows
LR ZAINZ: & FIPS RABEZATME. BEMNER, TN, Citrix Workspace 2R
AIRERTAEREIERMHINBEFMRE.

MAEFEY TLS RSB T HIEES, ERIROS, FRESSRNTIRTHER Citrix Workspace M AEF
OEZETIEENRS 28, TLUSEBEMMEAS. FIa, *.citrix.com: 4433 fiFERmO 4433 L
F2AB L citrix.com ERMEMARS 2R, IERHNMA BN S ZLIEBFNERMERS, R Citrix
Workspace TEIRBISKEEMELE, ERFHIEL,

M TLS hixAsgrh, @EELUTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAIAIRE, XE% TLS 1.0 BRAM S ERIL SERI A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT #RERER TLS 1.1 5 TLS 1.2,

TLS1.2- 1R TLS 1.2 BFUSSER, MEINEREED,

TLS =& - EoafIfE AR EN TLS &, HikF "B (GOV). “B%” (COM) 5 “£3” (ALL).
BXFAGER, BSEMRFOXE CTX250104,

MIEBRHEOERIER ST, EFLUTERED:

ERFRMEHNIERTRE - EXMIERRHEFIRESE, NERIMIERRHETIRFME. FIEDESEBK

2B%, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 28R (2 AR S 2HE B HIE R B HFIRKE
EREEEER,

TRIFENE - ERBIERRFIIREE, FRIMIERRHEFIRFENMED LR, NRXIEEHNH
WIER, EERBRIEL. EPRHEIRNERTRIIEFRSSEHNRSHIIBHAIEE,
FER2INEN CRL - EXMIEBREIIRNE, BRIEBMANERI. EREHMIEBRHETIRE
EHPED AR, MRZIEBHRBER, EEHREL, SHAMELENIEBRHERNBIEFEE
=

2EFET2HNNEN CRL - BEEMIERRETIRICE, SFR CA. ERAZMIERE S HETIREMEMFR
BNRR. MRRIEBNREESR, EERRIES, ERFMELENIERRETIRNEIEFEER,
FE - REEBREMERRETIRILE,

fEF Y B OID BT LU Citrix Workspace B2 FIREI A{UEETIERE T EIEBMA REEHIARS
28, MRXFHEMEY R OID, Citrix Workspace M ARRFR{UEZ LA HEIEY B OID MRS 2IEH.
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b) MEFIGSHIRIERES, HEFUTERED:

- BEEH - BFREFP RS HIIIE,

RRIERIERER - IR IRR AP EFRIES.
SNSRATRE, WBEENESE - (VAT LA R EIRABNE B TA .

RECE - e AREES A IRS HEIE,

EREENIES - AT “FARIER EBPMMENE P IHRIESR.
a) EARFIHEREEIEEMRIERIIEN, WBEFTUEMRTAF,
b) & AMBERF IR,

BRABMIMNIMEERTIRNER, FSFAMIRHOXE CTX250104,

SRS 28
SEEIHRITRIE RS SR

Bl{shRSS 2R AL & SREEAIARIR Citrix Workspace N ARRFIEZEFIEEXRHBFIRITZETXR.

fERLLREE, EESAUENZEPHRNMAGEEEZINERTNAEFIREH. ERHFHESER, MHEF
EENEERE. AR, EEKERHENRERICESF iR,

BRI SRR A] FE L E R B A A S XK R R AR S5 28

ZINERT, XIFRETEF HREEEINRS SN, ERAATERKIENMERE, RSBHIN Windows A5
SIS R. AR Windows Internet XiEi% &3t it # TR E,

si&, ATLUER Address & B R4FFIEEARSS 28 ik, ARSS 23U MR S IHEABR T HARS BE S HIRYIR,
g0 cpsx.citrix.coms

fEFRA R REIRIRIR S AR SRS 2R E
UEFM:
M Citrix Workspace MBEFAN (SIFEZETL) BH.

i@diz1T gpedit.msc 77 Citrix Workspace R R#2F GPO EIEEIR,

EHENEET ST, HESEER > Citrix 4A1F > Citrix Workspace > M4 H > ii B Al {E RS HEE.
#ERERALGEE Citrix Workspace M ABIEF#1TXIIA,

ERERGIERTERSHRECE. WETUSERFIE P RERRERSBHITIRG.

7£ Windows Internet Xigi TS, EREFin-RS 28I, HIZBEGERTF Windows By “AIfgiER”
Xz,

6. 7EdtFEE, IRERR Windows LMY RIS iA m XIRME F ikARSS ssttitt, B LAERIES 2RISR,

7. BEHREMRA.

ok wph e
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ERLERERSBAEAIEXEDN, EEERELE, HETREIRES.
B INERE, HABMRMNARSSRAME Windows SEEMNMAXIE, Fli, F SSL ERE, EiERSEFmMA”
http://” " https://”s

AR

T SSL &R, wMEEERA RSB, XT3k SSL &, SR MESERRNFABRSSS.

tksh, BRGNS StoreFront FQDN #RiNEIAH# Intranet KK alfEi R X, BEXER, BEERSHIIESS
2p9fgek Internet Explorer i&E.

B ImEREEE

BT AFSRRIE SRS BRENER 2N, FRIHESEAR MEEFRIRGINXMA. e NHMEREN SSO hiE.

Xi% IR e

Internet X, Z5mX. Web A FIAE, FaiF SSO
Intranet Z7wK. Web erAPIAE, 23 SSO
ZRRHIBYIE = 250 Toih a4 PR B AT AERE LEiE S
SEE £%X. Web REHE N, AiF SSO

HAPBERENXEHNBIAERN, TTRESERUTHEE:
HDX File Access

Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

< No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

2 Read/write access
Permit your virtual desktop to read and write te your local files,

7] Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam

Your virtual desktop is attempting to use
your microphone or webcam.

J
Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIEIFAER, BSRARFOXXE CTX133565,

A2 (LSA) RiF

Citrix Workspace 2R 3z#5 Windows Asitt2 24149 (LSA) fRiF, EAIPRFPSEAMT LB AEAXNE
Bo EXFAERERME LSA BFINRRRI
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BIAIERS W HITIER
RIEBIRSSEATRAEIMKZINEMHIGHE, FAEERT Windows 8 Citrix Workspace M ARRF SRS 28
MiZEHE, Citrix Workspace ZR#2F 1% SOCKS MR e REMIN.

SRS 88#TEERT, Citrix Workspace MBEFEREIEITIERT Web # Workspace HIBRS 88 EinfZ@BRIR
BRSHRIGE,

£5 Web BR$3 2831738150, Citrix Workspace N AREFIEERET AP I&E EEIA Web 155331 Internet &
EHFTERENRIERSSISE, HME SR IEE LA Web 552889 Internet 125,

2i8:Y StoreFront £ ICA XHFRFIFITAERIRE, BERAMIRFILXE CTX1365160

HILRIES 1§
SmartControl AFEE REEBEMELHERMIFRAEE. FlM, EOEFER LA ERDSEMHNFIETESE. &9
LUfER Citrix Gateway E# SmartControl ThEESCIIAIE,

Y Citrix Workspace R #2F# Citrix Gateway BF 2B ke, AREZET N, EXMERT, TP
T AR A SmartControl T8, FARFIE EAREFEEMX. ARG, AIUERAHE ICAKE, Hih ICA RIEThEE
¥r&fER SmartControl Thie, BRfE Citrix Workspace RZBi2FF#1 Citrix Gateway ZEEREAAL hIRGOL,

Citrix Workspace M H#EFZ 15 A NetScaler LAN REBEI2iE. FRABEREBEGREER M SHSKE, T
BITRHEFRRERS 2R

FILAER AT A ABCE thub U

o BHSAE BIRMHAREINBMEOSREERIERSSE.
o THANIE: ALUERAREES DLL Z— 18 M RIERSBHEFE R RIERS 2.

FILAE LA SRBEXY R EIRIEAR S M R IE R R ECE H IS U H,
BXHERENFMES, ESA Citrix Gateway Xy tiis ICA KBS,

HItRIBESF - BB
AE:

NRENERE T RSAENMERIE, WaSRERENRT.

£/ GPO EIRRIRACE b !

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIEFA KRS R EEIEIR,
2. EHENEETAT, RESEIRIR > Citrix Workspace > R H.
TR TEZ —:

o XWFESHIE: ®EFEFEE NetScaler LAN I2HEE, HEERA, ABREINEMFEOS,
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https://support.citrix.com/article/CTX136516
https://docs.citrix.com/en-us/citrix-gateway/current-release/outbound-ica-proxy-support.html
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o WFEhANIE: 3%FEH DLL &2 = NetScaler LAN RIBE, EZEEA, AGERM DLL XHMTE
12, 0, C:\Workspace\Proxy\ProxyChooser.dll,

4. BEHNAMHE.
fER MR RIERECE HIaCHR:
o XFESHE:
- BEEMREERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
ICA Client\Engine\Network Routing\Proxy\NetScaler,
- 2% DWORD f&1i, W FFrR:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o WFESHE:

- B R&EIERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\

ICA Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.
- @I DWORD &1, M TFFxR:

"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dll"

ERMIED
PEZES

« HTTP MRS
o HTTPS RIS
« Citrix Gateway 10.5 &EShk4<

Certificates GI#)

=

AR

iEAF Windows 8 Citrix Workspace AR ELRIBRFER. BFEIHANEE. FLL, EBAEEL
HRHE.

TR (BE®R) iH
* Root

BECTTIES
HRiELEH
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TH (BER) I

INRTIEMX EFELRIES, E7EAR Citrix BRMAFIRE L REALBVEBMRIADINR BIRIEB,

AR

NREEENTERIETZEMXESR, WSETAZEENERES. SAMERERRVRIERBNSHILT
B, APREEREEEHREN, *ERNARFELEEH.

RAES

MFMANTEHBH RN, AJLUERAREYRERERD LFEE CAIER.

WNFRIMAZHHEN, BRFTUSER-—NEEXRERFBUNZNLE CAIES. F5RAEERKRLREGE
B,

BECFHES

BECTHERER—HANE MRS 28 L ER.

Citrix Workspace R AR ZHFHBRFIER, BREBRAANTSRIEEHBEMIT. BRMIPHERTNZES
ERSB/BEMIRMNERESHEN (SAN) T BIIER. FAEIEBMEHEFATIEBME N 7 FTMRXLIES,

FRiEBER

MREHIEBEPEEFREDES, HFEZFENEBHME Citrix Gateway BRSBIEH. BEXER, 5SS
Configuring Intermediate Certificates (BEEELER).

IERmETIER
IEBmEFIR (CRL) siF Citrix Workspace NARRFHRERSBNIERBRZEERH. EPREEETHERSEN
MESHEIE, REAFPIRESRS[ZEN TLS ERNEAT 24,

AIEZMEFIEA CRLIZE, i, aTLUk Citrix Workspace M AEFEE A RREEAMIERTIR, ol
BENEREERMMMEERTIR, EAILUSERLENFIEENRBAELIETRE CRL ZEARTFBFER.

NRBERMTTENPESIERIRE, EEH Citrix Workspace BRERF. EZRBEXFFE Citrix Workspace
B (BEEEPD),

BXEFAEER, BEACREZ2EED,
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https://docs.citrix.com/zh-cn/netscaler-gateway/12-1/install/certificate-management/configure-intermediate-cert.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#transport-layer-security
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SIFEERE ARG

iEAT Windows B9 Citrix Workspace M FBi2FF a]#E BN & @A Microsoft Windows By WV IEH B E THEERR K Pial
ABWENRE, REARGE—HNER T, NEEMEEEHELARAZENER, XFmAINAMIREZBEEE
B9

LA, HERAEFMIRS SR, TARIEKREINMERERBEITERRANRSSE. #A Microsoft Windows Bl
IEBEELNRE, &7 LUBETEERS SRR RIIERS BB RIEN TR,

iEBATF Windows 89 Citrix Workspace Rz 2R B 5t B & /168 R i 15 B E A1 I H1 e 4 78 13 ik s 0 SR 18+ A AR
SRIEP. NRRSB/IEPBSTRBENRS ZEBARLE, EATF Windows B Citrix Workspace MR =ELER
E#HITo
BXRINASFECWIEBEEINENGER, ESIE Microsoft sxiX,
e~
R EEIE BRI I ERRY B H EFRE A RBIIEBEETIR, T, BMELERIKRE, BT EEMS
i’%(}

B3k

June 14,2024

Citrix Workspace M A#EF, BIEHEBSMIRIE (2RFRE SSON). FheRLUK Kerberos EBSHRIE, A
MR E &M RREEMN S BT,

HEE (RRER) SHEIE

HEE (RHAERWK SSON) AFEMEH#ITEME, HEXFEEMEITHHRIERAIER Citrix Virtual Apps
and Desktops #1 Citrix DaaS (L{gi#kA Citrix Virtual Apps and Desktops ARS3) .

AE

MREEAFERTRERPZEAT Enable MPR notifications for the System (W& %ERB MPR &)
5%, W Windows 11 A%#HHEE (RRER) FHRIETHEE.
LteInEEfEIZE AT Windows B9 Citrix Workspace Rk 2012 BSR4 izt

BRRE, BEE (BAER) SSFCNER, IHERTLUEZZIEM Citrix RARERFR, MAVEREER. EHEFE
TpsE ENETTREARBERNTG, UEREEREEERNX,
L@ &EF Citrix Workspace R BIEFH, EHEREEHNBAEFMNEE UK TR FaigE—itek#E StoreFront,

RERRERRE, EAIUER Citrix Workspace NARRFHBHEINZARFNISERIE, MARTEERRAENE
#izo
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https://learn.microsoft.com/en-us/windows/security/identity-protection/enterprise-certificate-pinning
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Fis Web %183 E ERIGER AR R (GPO) BEERIRREER RER, AXERARENR (GPO) BERIRE

BERRERNEAER, B

27/ Citrix Gateway FBBEBEE S &R,

FRILERAU T ERENE# TN REFIARLENEERRER:

AR, i

AeMREIETRERRER

EIHEE. 2RERM SSON /I UAE#FER,

BESNREIBPRESLER, BRITUTIE:

StoreFront EMIECE.,

>

7z StoreFront tECBEHE S&F

7£ Delivery Controller EEZE XML 51EBRS.
&2k Internet Explorer i& &,
REBFBIEFIEEMN Citrix Workspace M ARER.

BAEFRATFESHIHTEMIIE, HERRBMEERM Citrix Virtual Apps and Desktops #1 Citrix DaaS, A
FEENMNE T AREFREEHTEHRIL,

£/ Storebrowse SLAEFRINZARIEN, EHNEZBEHEAEKENEARFIEE—EEE5 Citrix Gateway
ARE8s, BIF “FiR” RRILE, BERLAERE, JURNNASE. MENARFNESEURBHMENZR, ML

BERBNENEE.

42 Citrix Virtual Apps and Desktops 3%, aILIEAEEREHG7E StoreFront LRRBRSBFERSHRIL.

BEFRTEARNAAIRESZENEE:

R

StoreFront EEEIERY SSON

FEEAT Web 89 Workspace B¢

REFMAES

Bap Citrix Studio, REEENA
B > BB M % - MNARE
> BREES.

BN A®EE > EHRF Web 1
Workspace i > EE GBS
% - MBREE > BREER,

MER&H R Citrix Workspace A
BFEEERER, E2A0EEH
WAEAE M EBEYIREIAF 2%
B (ORFA).

WNE:&E R Citrix Workspace R
BFEEERER, EE0EEH
WA E M EEYIREIR P 2%
B (WRETA).
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#configure-single-sign-on-with-citrix-gateway
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@it Citrix Gateway FtBEE =& F

EFRAREREERIRY Citrix Gateway BRERER. B, BUMMERELE Citrix Gateway LBREESH
WIEMEBERZE (84 1 MNERR nFactor) S133iiE,

1. #@ia1T gpedit.msc #77F Citrix Workspace FfA#2F GPO HIERiR,

2. HFIHEVERETRT, BEEEERIR > Citrix ¢ > Citrix Workspace > B 5%, AEEF@EE
Citrix Gateway 5231 Single Sign-On 88,

3. ®BEEBA.

4. BENAMEAE.

5. EfEsh Citrix Workspace R FBT2F LUERM MBI E & Ko

7£ Delivery Controller L& XML EFARSS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, WUEE R & 7 Delivery Controller L7 LT
PowerShell &5%:

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$True

&4 Internet Explorer i& &

1. £/ Internet Explorer % StoreFront RS 23FINEI Al b RTIR, EAM:

a) MiIZHIERBE Internet i1,

b) #F%x£ > Zih Internet, AFEETILS,
EBTIE B R4 Intranet G0,

) EEER.
d) AmEREZSM HTTP 3¢ HTTPS #hiX# StoreFront FQDN #9 URL.
e) BENAMBEE.
2. 7£ Internet Explorer 1{EX B SHIEIEEE. BEX:
MEHIEREDD Internet £,
BERERTF > At Intranet,
PHEAENET, ERNEETRLLEE 4 Intranet XiIF&EO.
AP SHRIEERT, BEREAYSIAFSNTEENER.

a
b
c

)
)
)
d)
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9_‘ User Authentication
2, Logon
(O) Anonymous logon
() Automatic logon only in Intranet zone

-I';'J Automatic logon with current user name and password

_J) Prompt for user name and password

e) BEHERNABHE,

ERGLPITROEESERER

A /includeSSON FFx=# Citrix Workspace M BiEFHEF#HE) Citrix Workspace R BIER LUERR Y
BREK.

£ GUI CERRER

1. #% Citrix Workspace MBfEFREXH (CitrixWorkspaceApp.exe),
2. MiFH CitrixWorkspaceApp.exe UBEMRERERF.,

3. HERAESERREASYH, KEREARSERIET,

4. BET—F, AERBIRTTRATE.

EIMEAEEHNAFZREN A Citrix Workspace B AREFERINMENABE (HEE—MNABSE) .

TiEBAT Web 89 Workspace +EBEHESER

AT RA R R EIEEREZERT Web 89 Workspace LEEEBESE R,

1. ®IiE1T gpedit.msc 3TFEATF Web # Workspace GPO &12#&1R,

2. FIHENEETAT, BEEEER > Citrix £ > Citrix Workspace > B S5 581,

3. EERAMAP ZNERREHEHIEERERA,

4, BEEREREMIIE. hETAFERT Web 89 Workspace ERENE R EIRETIERS B LHTEHR
UEo

5. BHAWWAE ICAEERITEBS NI, ETRBLD EMSHRIERE, HaFEmEiEE LEEEE,

6. BENBMBE,

7. EFEERT Web 89 Workspace LSRR E K,

BERMESERSKINIETEBAERER, H10E ssonsvr.exe #REREIEREET.
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£/ Active Directory ELER S &R

BRI TS BLUER Active Directory A%EBg 7 Citrix Workspace N AEFREEBE S HKIE. EXMHER
T, AIUEHESERSHRIE, MERERELREBETR, FI90 Microsoft System Center Configuration

Man

1.

ager.

T# Citrix Workspace R BEFRENH (CitrixWorkspaceApp.exe) HEERESENMBEE L, £H
E=#&T Citrix Workspace R R8I BARTENS MBS IR RE X,

MEAF Windows i Citrix Workspace iz T #TTEHRE CheckAndDeployWorkspacePerMachineSt
.bat &R,

HEBABURM CitrixWorkspaceApp. exe BIBMARE,

7£ Active Directory AEBREIRIEH &5, BN CheckAndDeployWorkspacePerMachineStartupScrip
.bat fEREIIE, BXIBEBMANIFMAES, ESH Active Directory 2843,

EHBENEET R, BRESEEIR > FN/MERERLRN receiver.adml X,

N receiver.adml #iRE, #HEHENEE > SRR > Citrix £ > Citrix Workspace > B~
BHKIE. BRRMEREHIFMMEE, BSRAERENREEIEIR,

. EFEAHABFZNEEREEHREIRENERA.

EREREESHEIE, ARRENMH.
BRIt EUEERE.

7z StoreFront tECEHE S&EF

StoreFront it &

1
2

. 7£ StoreFront fR3 88 L2 5h Citrix Studio, ZABERNEARE > SESMHIIESZE - NAEE,
. EEREEBE,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway
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https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/deploy.html#using-active-directory-and-sample-scripts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#group-policy-object-administrative-template
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B I0IEShE
BRI SNBHEMESMER L, SRECHMAZECRAUNSEEFRBHNERBNER, Citrix Workspace
NARFRET ATR2IEERMERE FEE B 9IS hERNE,
ATHERR M, RITIMIERMETASERIR (GPO) HEKKALE 5 HIIFShEFE,
AR

IECENERHERER,

EERERIENR (GPO) R AEMIHIIESHE, FRITUTERIE:
1. #@dia1T gpedit.msc #77F Citrix Workspace [z F2F A RIS R EEIER,
2. HItBNEET ST, RESEER > Citrix A > 8BRS,
3. AEMESHEIELEREESD, ERUTERZ—:

- BEBH: BETEORIECEEHEERE L. RINMERT, ’EN “BBA7.
- B BTN RTFEERE L. AANIIFENRDN, FERBANENERE.

4. BEHENRAMBE,

BhR4s 2106 &2, Citrix Workspace M AiEFRIA TR LERMBE FEESHRIESHIEMED, BRTRE
GPO E2&4h, AEAILUERA Global App Configuration Service 2 IEEZsHIBER FEE S DRI HE,

£ Global App Configuration Service #,% Store Authentication Tokens@BHig&EHN False,
ATLLfER Global App Configuration Service @3 T AZZ —EEIIZE:

+ Global App Configuration Service BA R (Ul): EERR A RE#HTERE, BBIREE Citrix Workspace

R FRTER
o API: Ef#f APIB2BI&E, B2 Citrix Developer i,

RREXNER
AUERARERERSTILE, RERLAEREREREE, ZIHETRRERNTERERET, HETRESR,

1. ARBFEMXEPr Citrix Workspace BEFEINR, ARBEHEHE X,
LB % B R m Rk B SIS EE,

2. BEEENESR.
LB 2R Citrix BEEERZERRE O,
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https://docs.citrix.com/en-us/citrix-workspace/global-app-config-service
https://docs.citrix.com/en-us/citrix-workspace/global-app-config-service
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
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(@ Citrix Workspace >
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices
3. MiEEEEH%E SSONChecker.
4. BHiET. BET—M#HES, ERMRHRE.
ERERAOSS LTI
1. K& ERPFERERNMRER.
« FEEFEMCRPAZIFENE REEEIEM.
« AW " EREXRERNER.
o 8K X BRZREERERRERER,.
2. REER: EREH EETIHNAIRRNE MR, EARENR, NERER,
3. Ef: BERMABNER, Flan, &Ik,
4, Mix: BRETHREENRNHEFF.
5. AR RHEXIHMNEMEE, aFBIfRE.
BPRRBEXEMESNENERNIFHAER.
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FER T AT

1. EBERBERTE,

2. BREIREWER,

3. MBRHEFFM: 2EK “Citrix Single Sign-On” EEBEAMEIREEZFTIRPHE T, HUMERE
BEEMOIIRERT 2 ER—PMEEBEETIZ. MR Citrix Single Sign-On ERETIRPHEMEMAIIE,
e REREEFIMVNRER2ET—NEEN 7, HERHMER.

4. BB RHARIERIET.

5. HRBE: IABERT, KEBEEERTF KL,

6. Internet WL EXIHIGE: 1E5E I Store/XenApp Service URL FEI “Internet 31 ML £XIRT
=+,

MRBIERBEER XY, KEPHTAEHRN, BREEFTASREIENE O BEFERBNERE,
UK 2R Y E RS
7. StoreFront WERIEIES .

AR

o MNEEiHEERTF Web 89 Workspace, MMIREERARIER,

« R Citrix Workspace N A#EFEER Z T AMEE, NEMEERENNABE LIZTEMRIES
EM,

o AILLRMIAERERFARS . POARSEIA.txt,

R BRELT BOPH RERER M

1. @17 gpedit.msc #77F Citrix Workspace FZA#ERF GPO EI2RiR,

2. #%ZE Citrix 481 > Citrix Workspace > EE/BR%5 > DisableConfigChecker,
3. BREEARREEA S EME 0PN BT IRET.

4. RPHENAMHAE.

5. 157 gpupdate /force®m%,

PRI

R BB A8HE Citrix Virtual Apps and Desktops R85 £ “iEE %22 XML Service BigR” BREMNKNE
=

fEARMIR  Citrix Workspace RBEF AFEERAEFNER (FARBRERTARFEN—BHERM) RTEEL
Ko EARNLK AT EEBIFAINEAT (ping.citrix.com) 2B HIA, LS UTNLR AT B EMR RN EIRIE BMERATA)
WA TEEREES — B, EaREHENREFN Citrix Workspace R BRRFHEESRE LT > AL B
B, MitFIEDi%E Beacon checke (fEA7HER) MEHH B HIET.

MiRLERATRER U FE—IER:

« @iAial - Citrix Workspace R T2 FBE I8 B IIBX R (51T
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« ARaJifia - Citrix Workspace M REF T AR ST
o EB43E]30E] - Citrix Workspace B2 AT LU el BRI X 2 (ST

=

AR

o 1EEART Web #9 Workspace &, XEENRERFER,
o MIAERAURENIRS. IREVEAEIL. It

& Kerberos #TiIEi# (BEER) BHRIE

A F RAE R FEERTF Windows B Citrix Workspace B B #2F 5 StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Z a2 iiE.

Citrix Workspace M B2 FE X RHE RS EENEERA Kerberos #{TIHEE (B AE R SSON) HH 5T,
Kerberos 2& 5 Windows 5%383F (IWA) &880 —Fh SIS .

BHRE, ITE Citrix Workspace R AEFHEBENAN#1T Kerberos &5k, Eitk, EHIEERAFIRE ERESR
RENZE RN R ERAS KT, AR AUERTASMRIEAZERHFENELHNRE, FINEsuRNEEE:
YIHE S 1D ER.

FREEEERIESE TEEESMIIEMN Citrix Workspace FZB#2F. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Bt, Citrix Workspace 2R :

1. EERERAEHHIREREF PIN.

2. fEM IWA (Kerberos) @ StoreFront 3&iEFF 514, S, StoreFront @&y Citrix Workspace MR
it xa A Citrix Virtual Apps and Desktops #0 Citrix DaaS M5 2.

3+ =

AR

[z2H Kerberos LU ERSMY PIN 1278, MR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #17F51KIE.

3. HDX Engine (Z#i#i7 ICAZFiR) KEaE+ PIN f&i#45 VDA, MmfERA & R% Citrix Workspace [
EF%iE. Citrix Virtual Apps and Desktops # Citrix DaaS FEREIERINE R,

3% Kerberos &13303EATF Citrix Workspace M2, Ei0EEH Kerberos BB RS/ &MU T &M

+ Kerberos R7£ Citrix Workspace [ f#2F 58 FHERES A1 Windows Server iSiARS 88> ElEfEM. &
EERSH/ETEIR, EILGEET “Active Directory BFPMIITENEE TEEEIZIAT,

o AN Citrix Virtual Apps and Desktops #1 Citrix DaaS E/EF Kerberos, A7 iR & EHFFRE
A Kerberos, &7EiE E2AEMIF Kerberos IWA £,

+ Kerberos #RFERTREBANEAELRFNRIE. BEAFEREENEREERBLRTRNEBNITRERER

SR,
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I

A .
=.

AMKRFEREATLTERSHERND, FRFBEMRERERR. Citrix THRIEFEMREFERERT
HESRHMBVRAEEBFURR, ERAEMREFEERFEIEXNR, BHEREREIMRZAHTED.

i#Bid Kerberos SSHMIHERE (RRER) SHRIESEEREAER

ESEURMEZEI, B2 Citrix Virtual Apps and Desktops X4 HHIRIFEEE SRS
ZEERT Windows 9 Citrix Workspace R BIEZFRY, B S TiSiTER
o /includeSSON

LRI/ N NIR A it B AL L R % Single Sign-On A, MMEEHN TEXEE% R IWA (Kerberos)
StoreFront #T &% Wik, RREREHEFMEEEE PIN 13, HDX Engine ER S B HM IR
%32 Citrix Virtual Apps and Desktops #1 Citrix DaaS < fER Itk PIN 53, Citrix Virtual Apps and
Desktops # Citrix DaaS BEIME g8 RiIEFE—MEBFHM HDX Engine REXE PIN 3,

RINERTBE—1MEXEm ENABLE_SSON,
NRLZLHEEEIETEIE S LB A Single Sign-On, EERARIEREIRIRIREE Citrix Workspace R RTEF.

@iz 1T gpedit.msc 77 Citrix Workspace 5 Ri2fF A R8T R EIEER,
2. EEREIEER > Citrix 4% > Citrix Workspace > B B30I > 2t A 2053
ERERAEES DRI,

4. E#Es Citrix Workspace Rz 2R LUEFHREI B E Ko
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/smart-cards/smart-cards-deployments.html
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fd& StoreFront:

7z StoreFront fR$5 88 AR E SHINIEARS Y, BIFHEBET. ZRBERBAEM Windows S350, THEEEFEE
BERIETL, PRIFEERBRMANENEFiREA S REEE StoreFront,

BXREEeE AT StoreFront (NS5, 5815 StoreFront XM E S5 I0IEARS .

% #5 Azure Active Directory Fi9& 4518

£f+ipialZ Azure Active Directory 53l TR SRERFT AR TR, Workspace B2 R AL AMA Citrix Workspace
N FBIEF T B I0IER A P ECE FaRHIH1T Azure Active Directory &#FimiR5Eg, =17 Citrix Workspace [ F
1289 Windows HEHMME L2 Microsoft Edge WebView2 Runtime 99 Sk E Sk,

BXfER Azure Active Directory FRB & ARl SRER SRR ¥4 SR AR, 75518 Azure AD ZfFifinlscts, ik
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

%% StoreFront W AREMNFINIIE A X

B&RA T Windows & Citrix Workspace B2 2303 it2, Er UEAA ST SR (GPO) #1k# StoreFront
N AEERBM RIS AL F. 1E Citrix Workspace M B #EFhr 2 2305.1 &1, &= LIERA Global App
Configuration Service EALLINEE,

aUEARTENER—FA R E Citrix StoreFront N AR E#HITE DI

+ fEA Windows Hello #1 FIDO2 2%, BX¥MER, BSREMSHIIEA,

« M Azure Active Directory (AAD) fE R B IIZFAIT M AAD B3+ EH 8 =& R 3 Citrix StoreFront
AL, BXFAER, BESREMSHIRIES .

+ Workspace BB & B LA Citrix StoreFront 2 A& & #17 H 4 10IER A - BB MEHIHIT Azure Active
Directory £#ihin%eg, BXFMEE, ESIRAZIF Azure AD RBIE AR,

HAER Microsoft Edge WebView2 fEAKE X ST 28#1THE StoreFront MIMX SA330IE, 7 #E23FALLINEE.
=

EH1F Microsoft Edge WebView2 Runtime fg7s7 102 SiE SRR,

ALLfER Global App Config Service F14A%EET% (GPO) #iRJ9 StoreFront R AEEBBHRIIES %o

&5 Global App Config Service

I=1ZRER0I
1. 7 Citrix Cloud z&h, %% Workspace Configuration (Workspace &E), #A/51%:#% App Config-
uration (NEEFEE).
2. B Security & Authentication (Z2MFBHIIIE).
3. HafRiEH Windows Si%iE,

4. MABT StoreFront Z{318IE8Y Microsoft Edge WebView THi7I&+i%#F Windows ZiaHEE A,
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

AR

MREM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&+i%E% Windows =i/ E
=M, N3 Citrix Workspace [z 2 F & A Internet Explorer WebView, Eitt, R3Z#F 3¢ Citrix
Storefront R B EERFIIES 5o

f£FH GPO

BF%IAE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F 4 RIS R EERIER
2. EHENEET AT, BREEEER > Citrix Workspace > BF 518,

3. #i Microsoft Edge WebView for StoreFront authentication (/T StoreFront & Microsoft
Edge WebView &{350iF) HKeEHEHIEE R Enabled (EEMA).

.-/ Local Group Policy Editor
File Action View Help

oo 2m = Bm 7T

J Local Computer Polig ~ User authentication
v % ;
T Sofwere Setings Select an item to view its description.  Setting State Comment
1 Windows Settings iz Manage Protection Not configured No
v 3 [ I Microsoft Edge WebView for StoreFront authentication I Not configured No
~ Citrix Workspace |iz] Kerberos authentication Not configured No
. CEIP iz Local user name and password Enabled No
1 Citrix Secure Browser [i5] Single Sign-on for NetScaler Gateway Not configured No
| Citrix Workspace Updates [i5] Smart card authentication Not configured No
1 Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
- Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
| Diagnostics |i2] Web Interface authentication ticket Not configured No
| DPI
1 Fast Connect API Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 Selfservice
grefron
| User expenence

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 200



iEATF Windows # Citrix Workspace R RiEF

4. BHNA, ARBEHE.

ZHIkERIgE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#F Citrix StoreFront
[z FA S FE RO TUIRIE 75 7o

Htt S HIIES

eI LUER Citrix Workspace R AREFERE T B S KIENG. FEUTHMNRIETSIESR &1ZER, &B17 Citrix
Workspace FZB#2FH Windows B4R T Microsoft Edge WebView2 Runtime 99 i &S x4,

1. EF Windows Hello BB IIE-BXEEET Windows Hello B9 &4 38iERREE, 521 E Windows
Hello >V kR SR ERIR B - IE B 1SE, ikl Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

=

FLFERFER (ERERH SSON) WEF Windows Hello 5153811,

2. EFT FIDO2 22 EHENEGMRIE-FIDO2 X HFFAN UV RTIRET —MHETERANBFR EREZBEA T
BHTEMRIINAR. ST UEEM Citrix Workspace #1TEF FIDO2 R ZHMN B 1iE. MR
FHERAP R FIDO2 2eFAi@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATL
FRRE2TABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ikgh, EFEALMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR (IZF Mt Bl &S
&% (SSO) =l Citrix Workspace R FR#12F. BXEE Azure Active Directory IBIREHNEZFMER, &
Z7EE Azure Active Directory 15iRs3, Wit} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, XM Azure Active Directory iE#Z| Citrix Cloud HE R, ESRE
Azure Active Directory #%#%%| Citrix Cloud,

BhER
AT Windows 9 Citrix Workspace R BEF 215 A TS e B HI0IIE:

- HBEGMKIE (BAER) - YAFER Citrix Workspace MARRFN, BBES MRS EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREEEEEZ Citrix Workspace AEFHNEMNRIIEE B TR EMEITHHIEEIRI S EhES
KEMNAER.

- EEREEFEENERLT, MFERINNERIEE EB1TH Citrix Workspace MEEF, BRUAHE
RBENERA BRI R B AR,

BEESMNIIEEEMER StoreFront # Citrix Workspace M AB#EF LHEE,
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MR BRI - WRRBFDIIERFRFEERERFESRNBRIMERZ B ITERE. TEAEREERN,
AIfEALLINEE. Fl, ERIEFEIH. BFANBTUERIRETANABEA ATERNRAEHIIE, Hi§
DisableCtrlAltDel 757%i8 B False LU AT EREREFR, WEXFRIIEEE StoreFront i2E,

B ERABER S 3EIE, StoreFront EERAILAFH XN E— M AEEERRFRSNEES B RIEURE
BEREMIIE, 7ARTE StoreFront =5 GFRHITIER, BS1 StoreFront 3t

ZMER-MREEFERAZMNES, WHARTFEANEEFR, NREHEERIENERSE, WXLEFHERFE
RPi&& EETFRER AER, &iF Citrix Workspace MBER.

ERIRHIEBSHRIE-FEFIRERSHRIEEFEEMFA Citrix Gateway # StoreFront E2&.

- EE Citrix Gateway Aial StoreFront, ERBREEERENAEIIHITEH I,
- Y Citrix Gateway SSL EEE & B @4 FIRIEBFHRIEN, RIEENRL, B2, BHETFIHIER
SHEIESTER B HIETF RS,

WHSIE - MRFENBE, WEEE Citrix Workspace M FRZFH B A BRI R E 2 82 10HEE.

ISR RN IR - SIFEAE RN AIZRE (30 Microsoft Outlook #1 Microsoft Office) AR XTE
PN AREFHSERIERHSEH I THRFEZ TN,

RR I -

o IEBUMIFEESEER L, MIFEFEERFIEE L,

« Citrix Workspace ARFRAMRERFIEREZRGER, BHERENEME PIN. PIN (REAFRIEHREEEEIE
DURFER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBAREFA2EMEESTE,

o HNEREEEMNRIEHITRERS, Citrix Workspace ARFEALFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5EE8EEMINIELESHER, ERE Citrix Gateway {#EfF. ERAEHEFEM PIN 2 Web ;T
H, T8 —SRET#HTEHIIE. £/A Citrix Gateway {EHFES E@ES B IRIEAIR StoreFront RERTE
BERAF.

+ Citrix Workspace fBi2FE#HIEF 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway
ERMEREREHIEIERRS.

RLREFTERIEIMER. IMREEREATLTRSOE, FRREERRERERS, Citrix TERIERA
EMRFEREAT Y SHREMVREEEBFUMRR, BHEREREIMRZAIHITED.

BENEERFENEIIEARERER, BHRITUTRE:

BEEZEAT Windows B Citrix Workspace MBiZRF, BELTEHRGS U THSITIER:

ENABLE_SSON=Yes

BORREF—THTEHESHRIENAE. BALIEEAELE Citrix Workspace M A#EF % X ER PIN

RRo
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o EEMRGESRP, SMBILTEEHE SSONCheckEnabled R HIEEBEHN False (MNMREHARE
BLRBERAEMN)

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols
\integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\
protocols\integratedwindows\

teEmZRmAT A LE Citrix Workspace R A2 F &3 10 IEE 28 E K Single Sign-On A%, #5F Citrix
Workspace M B#2ER[ StoreFront i# 17 & 19%83E,

=} StoreFront EAS 8 E B K IRIEMIE Kerberos, EFEA TEMNGSITETNREERTF Windows # Citrix
Workspace M AER:

o /includeSSON ZERSFER (B@E) FHHiE. BRAEREFURERAETHENEES BRI,
o MRAFAEARMEHIIESZE BINBFARMNER) ERiER, WnLiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

B B R IERI B IEE B RATERER, F a3 Citrix Workspace B2 Citrix Workspace M REEFE
FHAETFE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

2. HEEEEIR > Citrix A+ > Citrix Workspace > B B{5I8iF > At P {6,

3. ERBEREBESHNRIL. RIELENZLIRE, ERAVAE ICARITEESHRIDAT U EERBERERS
I,

it & StoreFront:

o BEESMIIERSE, BiEPEREREIRE,
BXBEEERAT StoreFront AYI¥4HER, 1§51H StoreFront XML E S I0IERS.
BEAPREXFHERAERR, FRITUTIERE:

1. BEPMENMIRIERS NS ENEHRE,

2. REMHMEMNZEDRIEH,

3. REMEE Citrix Workspace MEBEF.
EENEBANEEA R, BRITUTRE:

BIAERT, MRS MEBEK, W Citrix Workspace [ EFRRRAF MFIRFIEZFIER, AR Citrix
Workspace ZAEFREAEARINES (RIBEEERIRMERE) SULENTHRIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ARNETL

BROEBHIAE A TAERR:

o A EA LR HE S AT EITEIE R A RN,
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o EREQRYAER RSABZERZAKEN 1024 {iI. 2048 {5 4096 fi.

RIREUMEERFER,.

s EREEMHEMBAEIERF EEEH (UPN),

SRR ARAUMEEE R FERNE P RSN FIEERAZ.

o IEPMKE HERPRIEBMENME Z — B MLERS 2E7E TLS IBFRIXM AV ERNAI A (DN) 22—,

ERUTAZEZ — A BUEBANERES

» 7 Citrix Workspace [z F8 12 F % % 17 %, #&%E # M AM_CERTIFICATESELECTIONMODE={
Prompt | SmartCardDefault | LatestExpiry }.

BINEIRT. WTF SmartCardDefault & LatestExpiry, MIREZMEBRFEEM, W Citrix
Workspace [z B2 R~ MARIEE—MER,

BT RERMESEMRIN SmartCardDefault LatestExpiry }o
HKEY_CURRENT_USER OR

HKEY_LOCAL_MACHINE\

Software\ [Wow6432Node

\Citrix\AuthManager #:

CertificateSelectionMode={

Prompt

£ HKEY_CURRENT_USER e XHEMR LA ETF HKEY _LOCAL_MACHINE #@y{E, AIEGFthEEBAFPIEF
I+

Z(EM CSP PIN 127, BHITUUTIRIE:

BINERT, mAFE5RM PIN I2REERT Windows # Citrix Workspace M AEEFEMARE fEFNBRSR1H
12/ (CSP) #21ft. Citrix Workspace BiEFERENETAFEA PIN, /5% PIN 23458+ CSP. 1RE
Mt S B FAEEENREER AR FESHIERNERIEEE PIN), W=k Citrix Workspace R B 2FED
BEHEA CSP AHLERE PIN %8, g#FHE AN PIN 98T

ERUTAZEZ—ER PIN FERLESR:

« 1£ Citrix Workspace ZA#2F&H<1TH, BEEM AM_SMARTCARDPINENTRY=CSP,
o BUUTHERMEEMERD HKEY _LOCAL_MACHINE\Software\ [Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERIFMIBIREL

MiEREs se R, Citrix Virtual Apps £iE%1#. R Citrix Workspace M AEFTEBEEFEEENFHRIE
%, EHEERTF Windows #9 Citrix Workspace [z A2 L E2 B SR LAsg %1525 Citrix Virtual Apps &

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 204



iEATF Windows # Citrix Workspace R RiEF

&, MAFTE Citrix Workspace M RIEFSIEFMARIFERRSE.
PRI
FREEEEHNIRIEES Citrix Workspace M AREFIESA, AREETHEER.

RIFEREE  PREZREREWNMERET HDX PC/SC WEREREEMAIZEGH, TEHER WAN IFEH6ER

LIRS MERE,
127 Windows VDA i REE ek,

7z Citrix Workspace R#ZFHEAREZEFRER, BHRITUTERME:

15

£BY, B

BUANBERT, REZERERE VDA LA FEARE, 7£ Citrix Workspace ARRFHLAFRARS. BERARE

EHeEER, BEEXBEMN StoreFront itmpy defau'lt. ica XEHEEUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

E1£ Citrix Workspace NAEFPZRAREEEEER, BRITUTIRE:

Z7£ Citrix Workspace AEFHEMAIREREEERER, EMXEM StoreFront it =i default. ica X

ik SmartCardCryptographicRedirection £#,

BXEAER, BEAEEF

EE Citrix Workspace BT R S 9 583EF

Citrix Workspace MREF3INT HEK3T% (GPO) HErE LB A®ERA Citrix Workspace TR TE M. IHEE
B&fE Citrix Workspace R 2 REBTE R A BB BahE R Citrix Workspace, AT M & E89 Citrix
Workspace BRB TIHEE (2m%R% SSON) B, A EMAILLHS. thIEEEEMTF Windows & Citrix Workspace

Rz FRfEFEhRAs 2012 RESRA IR,
BEIRIE(ER, GIURBUTHMA:

¢ BHEARRER.
o WITEEMRmIERTR SelfServiceMode ZRigBHR O T

BRIRTHDRIE:

AHENEET =T, BEEEEEIR > Citrix Workspace > HEIRS.
&FmEm Citrix Workspace WEIR R E MR H B EHIGENEBA.
B R ANHRE

> wnh

®BidizfT gpedit.msc 77 Citrix Workspace [N AR R EEER,
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FE1E&ERT Windows 19 Citrix Workspace N B2 EEFZREAR S

BUAERT, ERT Windows # Citrix Workspace R BEF S BiER EXRBANAR G, BERAPZFENE
AT, EREAFIEE EREMRER:

1. 63 REG_SZ { HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\RememberUsername,
2. BEHMEERERN “false”,

E /A Remember my password (IZEHMNZRE) ExEHEILEBHER, BERETIERT Windows B Citrix
Workspace M AEFHEFHTEN LI T EMRM:

+ B8#2: HKEY_LOCAL_MACHINE\Software\wow6432node\Citrix\AuthManager
o 8: REG_SZ

« &#: SavePasswordMode

o E: MR

F=3

AR

AMRFIEREAF LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBHMBRAEEBF[URR, ERAEMRFEERTEEXR, BHEREREIMRZAHTED.

Ef51E4ETF StoreFront R ABEIEREE, 52815 StoreFront XA EIPE LEIERF Windows 9 Citrix Workspace
NMRREFEFBEMAR S,

1£ Azure AD #3715 200 £21MH

EAMRAES, BTF 200 Z1MEAR Azure AD AR R UEBEEHELZAFPNNAEFNKEH. U1, R—AFLTEEEX
LN REFMKHE.

AR

R &AM Citrix Workspace R B2 SHHERE R GEB A LLThag,

RIS RIS FF

WET, HEETRESHIINEFFTEN L, 1R Windows SiEEERTFEEREERE, WARAKFER Citrix
Workspace [ BiEF#1TE AL,

BiEAT Windows B Citrix Workspace R BiEFh4s 2102 RESMAE, HRENFHTRIES NN ik
HEN L, NRKEBEEREAEMEE Windows SiEEERT, NERSFMHRIEHRER, ERCHARESE. A5,
Citrix Workspace M AREFENERS B EREFEE Windows ZIEERIE T, XHALITETEERFN, ARE
FZE1EiAia Citrix Workspace R Bi2F 2 gifE Windows EiRE RS FohREZR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 206


https://docs.citrix.com/zh-cn/storefront/1912-ltsr/configure-using-configuration-files/strfront.html#prevent-citrix-workspace-app-for-windows-from-caching-passwords-and-usernames
https://docs.citrix.com/zh-cn/storefront/1912-ltsr/configure-using-configuration-files/strfront.html#prevent-citrix-workspace-app-for-windows-from-caching-passwords-and-usernames

iEATF Windows # Citrix Workspace R RiEF

BR-RE

Citrix Workspace M A#ZFEMNEZIERFLZAFRIE, ZERTHATRESHRIEERR, SEFSHRIEEEHT

Ht 5 niR it (IdP)o

AR

BN TFRPEABF-REN—SMIREINRES, ExRIEEERNREBEIER.

TRAMBTHR. BRUKRSHHREERHER -

= i8R BP-HKE

EH HTTP 5K BEEERT, Citrix Workspaceiz  CitrixReceiver
AREFAHNMSEEREESAP-K /23.5.0.63 Windows
., g, GET /Citrix/ /10.0 (22H2 Build
Roaming/Accounts 19045.2965)
GET / AGServices/ SelfService/23.5.0.63
discover HEMLEIER (Release)X1Class

CWACapab'le
=N AEE Y7 Citrix Workspace ZfE#2 Mozilla/5.0 (Windows

£/ Edge WebView F| M x=4%
B IIER AR FA IS

Fr iR = B PR S T B 43 B0IE BT,
RERRENREP-HER HMNEE
K. flgn, HHEE /core/

connect/authorize MM

BEXo

LA ER Edge WebView 3¢
Citrix Workspace N Hi2F LB E
T RRE BRI M XHITHHIIE
B, MEERZSERAFENHAR-HE
£ZE8, g0, 84 GET /nf/
auth/doWebview.do #
GET /logon/LogonPoint
/tmindex.html BRLLIER,

NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW
/23.2.0.2111 Windows
/10.0 (22H2 Build
19045.2364)
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=2
R

& IE WebView fIEM X =% S
RISIERY AN FR R I

BEX Web ABEE

A= BERLIEIETIES

June 14,2024

WMREERRRZ Citrix Workspace HEELIUREE, FEHHHIRE

I ERE,

iR

LAF A Internet Explorer
WebView 3¢ Citrix Workspace [z
g LERE T BRSHIIERIM X
HITE MR, WMEERESHERR
EMAR-REBAEN, fid, 88
GET /nf/auth/
doWebview.do

GET /logon/LogonPoint
/tmindex.html BWMEIER,
AP @ Citrix Workspace A2
FHRmEEX Web N ABER,
EN AR RXARP-RE,

RIEPHRERRATTR UK A XA T =M INE SN TR

A

RP-E

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko,
CWAWEBVIEW/23.5.0.43

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

TARNARUNEE AU RSL

o IWREMAR: RTESFAMANER. %8 RRENEMZRIFRIES, X7 LIZ4# Active Directory
(AD). Azure Active Directory (AAD) ZiE&-

« B5R1ERER (IdP): BT @ Citrix Workspace 12513 IEARS LR, ©AFEEESIRR.

« BREBMIIERRS (FAS): BXIFMES, BBAGEA Citrix BE SHRIERSN TIEXBERAESE R,

« Virtual Delivery Agent (VDA): BEXi#4E8, EBA%LE VDA,

« VDABMAE: Rx VDA ZEMATINER. BXIFMEE, BBRSMRZIAIREE,
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« Citrix Workspace/VDA 95 2 &R (SS0): “®” & ‘& BERREEXFHEES Citrix Workspace st
VDA,

+ Citrix Workspace 2R : BEXMERER, BERAETLMLEIETEHEESHRIIFREE S5 F,

AR

T FERELER, EaseRERFRAR Citrix Workspace AR 7 sek B @S 1%,

Citrix Workspace i Ei@sx i3

BRERT
Citrix
HREMAE IdP VDA EBIAEI Workspace BEERBIVDA XY
AD a3t Citrix AD = Citrix fERZAH Citrix
Gateway Workspace iz Gateway 7R
2R /FAS SR HIER
Bi#=| Citrix
Workspace,
AD BENSMHEIE  AD = Citrix EREEENS
Workspace 2 #3%iE, &5
2R /FAS i BIERN &5
IEARSS, Hik
A
Citrix Gateway
TERSPIRHEE
FigEEE
Citrix
Workspace &
B BRI TR,
AD Citrix Gateway AD = Citrix fEREE SAML
55— IdP B Workspace i  #SEFEE
% (AAD/Okta) FA#2r/FAS IdP, #&EA
TFEREHEEN
IdP #9321,
AD Okta AD = Citrix f£/ Okta £
Workspace i  SHR{EEFE
BiEF/FAS Bi@=| Citrix
Workspace,
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IR EIANE

BN AD/BE

AD

AD
AD
AD
AAD

IdP

AAD (f£A AAD
Connect#y
AD)

fEEIEF SAML
8 IdP (RE#E
ADFS)

AD
AD+OTP
AAD

Tty AD /Y
AAD

VDA EfIAE

AD

AD
AD
AAD
AD

BRBERE
Citrix
Workspace

=
=

el

B o

iy

all

B agRE VDA

Citrix
Workspace [
FB2R/FAS **

Citrix
Workspace [z
Ft2RE/FAS

A3t
F3tF
FHF
FAS

XA

£ Azure
Active
Directory 179
SR HIERE
Bi@=| Citrix
Workspace,

BB’ SAML
TER B iR
FFiEERl Citrix
Cloud, #&i%
BFiESER
B9 |dP B934,
A&

A&

A&

Citrix
Workspace i
F Microsoft
Edge
WebView, &
AFERFRE
Workspace.
i@id FAS 58
REREI VDA,
BEXIFMER,
BESIRER
Citrix X & &1
IEARSS X TAE
XEAERER.
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BOERT
Citrix
IR EIAE IdP VDA EIAE! Workspace BEERFVDA XY

AAD AAD AAD 2 BRyIimA%E  Citrix
o Workspace f&
A Microsoft
Edge
WebView, &
ARFRRERE
Workspace,
FERRERER
2| VDA,
ENIIDNE TREZWLSH  AD = FAS Citrix
I03ERY 1P - §i% Workspace f&
= A Microsoft
Edge
WebView, &
RFERBERE
Workspace,
i@d FAS 58
REREI VDA,
BXEMER,
ESE Citrix
Workspace i#
TEHRIENE
fth75 %o

« AD %EERSIFIRIE iR, Kerberos 7 BEERIBTT,

« **Citrix Single Sign-on (SSONSVR.exe) REE5F PG LA AR EBESHER. MEBAFER
Windows Hello &%, MIEE FAS,

« MREAT LT REEE T REAFEZERE, NsFNERRIETERRTEEERT.

BINELE FAS, EAEEATIE Windows F&,

StoreFront ZiFHEIE
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BRBERE
Citrix
IR EIAE IdP VDA EIAE! Workspace BEERFVDA XY
AD StoreFront AD = Citrix HEEFHIIE
Workspace [
RiEr
BN AD/E StoreFront AD 2(1) Citrix IWEBES %R
&/Windows Workspace iz JEFfEA Citrix
Hello khf B2 [FAS(2) EBESHNIER
SR TIEXEH
BOER,
AD Citrix Gateway AD = Citrix
- BRB MBI Workspace [
2R (3)
AD Citrix Gateway AD = Citrix HEB SRR,
- BARSHIIE Workspace [
2R (4)
pE

1. fEEmRmERSET, SMEILTREHIE SSONCheckEnabled FHHEIEBEHRN False (MIREHEK
ZEREQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\

protocols\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. WNREMER Windows Hello &%, MFEE FAS MR EA 8B A SSO,

3. ERAD geisiaE ik, EAEMER Kerberos,

4. BMfE AD TRipmEF i, HEEEEIE1T. KEM Kerberos,

fERZAH Citrix Gateway (Fh 53R EZFHEiEE Citrix Workspace

June 14,2024
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BE:

AXEHFRENEEFHRIE. NREEBERMMXIEER IAP, EBkEIE Citrix Gateway F¥HEBARE
ABMEIEREE .

Citrix Cloud R4 Citrix Gateway {EA S MR ERFNE R ETEXMITREHITEHIIE.
@idfEA Citrix Gateway S19505E, &aTLL:

o #EUETIA Citrix Gateway XA #TEMIIE, WEHEEB @ Citrix Workspace iFia4sit Virtual
Apps and Desktops SFEHHIER,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

« FREBSHRIE. TiEF. RE2SH. FHIHRKRE. KESHNRIESIEE, AENEFRAEET Citrix
Workspace iialFr BRI R,

2 #% Citrix Gateway BHIIES U= RRANESHER:
« Citrix Gateway 13.1.4.43 Advanced Edition &Sk
R

+ Cloud Connector - E.VEEHm A RSB KL% Citrix Cloud Connector #4-
« Active Directory, HHRFEE M,
« Citrix Gateway Bk

- BTEFALAKE, BEAMMX EERAERER,

- EEMX LT Citrix Workspace BiT A& #1TH I, M%7y OpenID Connect IRE/&.
Citrix Cloud 5Mxz [@89EE7F& OIDC ¥, ZMCH RIS SEHITHFER, AL, EUMRLEIE
PLITXLESCEHITE S,

- H®RESP - FF Citrix Gateway E£ %I NTP Etjal,

BXRFER, 15217 Citrix Cloud XX#45hf) Prerequisites (&% MH).

7£00% OAuth IdP HBE 2 8l, EEELIGE Citrix Workspace g Citrix Cloud, LUETE IdP ERMXIENFH
IEET, BXINMEBERFAMER, 555 Connect an on-premises Citrix Gateway to Citrix Cloud (st
Citrix M%EE2 Citrix Cloud), SERIgE/G, EEMAIE OAuth IdP SBEFRAEMNZE A% ID. ZAFIEER URL,

MEEEAMZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, M&ERERF
Web #9 Workspace B Ei@. NZHRINMNEIEF iGN, 72EREEE,

=

AR

MRAFEE HTMLS TR nsEEERBHERZE R, WASERBERSHIEIES %o

I gsth B Eh StoreFront URL B, 8RR Receiver 12 .

MRgELTHRERS, FRARBEEANRALETR, MERATFP RN, BXEHAEE, BSM:
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iBEAT Windows # Citrix Workspace K BiER

+ Microsoft x#4e#y URLAllowlist,
+ Google Chrome xci4er#y URLAllowlist,

AR

Citrix Workspace M BEZFERIMNAIEIZF A receiver:, EEHEE M AFERIEH— URL,

AP EEI LIS R AEE, ML TROURETATR, UEEER SRR REA StoreFront URL, et S sEEEa]
BB SR T AR RS B

This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LU BiRBA T dN{a¥ Citrix Gateway i&& 5 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP SIIERS RIATES:

1. 8l OAuth IdP BBEX %,

2. 70 OAuth IdP %Bg,

3. %% OAuth IdP SREE4RTE FI R IMARSS 25
4. 2RHPEIES,

132 OAuth IdP FEE X 1%

1. ZEA CLI ¢l OAuth IdP BEBXf#, BEEHTRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret ]J[-redirectURL <URL>][-issuer <string>][-audience
<string>] [-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"
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ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>

bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. ZfEA GUI 81 OAuth IdP BEB XX, EHITIATRIE:

a) BRIEHAH Citrix Gateway B, RESA1E Security (Z£)>AAA -Application Traffic
(AAA —BI2FERE) > Policies (%) > Authentication (5%%iF) > Advanced Policies (5
LEEER) > OAuth IdP,

&

Davhbcerd Configud alipn Reporting Doc wmentetwn Do mnil gy
T Frobasy ﬂ

Sty

b) 72 OAuth IdP TiEm+, #i Profiles (REXf) %W+, AREdH Add (Fi),.
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c) E2E OAuth IdP BZ&>fF.

=

AR

+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (SHRIE) EM-FHEHIFHIIEE I ID. BPMEER URLE, UETLS
Citrix Cloud #93%EZ,

 7£ Issuer Name (X 7& B #) ~EIPEMRB AKX URL, i, https://
GatewayFQDN.com,

 EFJLUTE Audience (Z1x) FEAEHIHMMEEF i D,

« Send Password (KZ%E): BRALETLREE BRI, RNERT, ETLF2E
FARE,

d) 7£ Create Authentication OAuth IdP Profile (8IZ&43iF OAuth IdP BRBxf+) WEL, i&
BUTSHNE, AEEE Create (81E),

Name (%75 - BHWRIIARBEXHENEN. STAUFE. BEHTIEXFN () Fk. EMREEa
BFER, HFEUREFR (). A8 (). #5 #). =K (). at 7S (@). F5 (=), ES (1) T
KFR. CIEREXHE, B EEREM.

Client ID (Fr/ i ID) - #7IR SP MM—F R, BINARSSREALL ID #EFEFIHRE, KRAKE:
127,

EPimEH - HRAPMENRSSREIINERFFSR. RAKE: 239

Redirect URL (Z%&@ URL) - i imE &3/ <hEH SP LAY S,

MEER - BEiESHLENIRSSBMITN. RAKE: 127, 7= fl: https://GatewayFQDN
.com,

Audience (Z4&) - |dP ZiZRISHERIBTUG A, W ARRIIEL DR,

Skew Time ({RERTE]) - RIS E Citrix ADC TEENSHE EAFHEMREE (U EM),
BN, R skewTime 7 10, MShERNERHEAA (HaIETE - 10) 95 (HF08diE + 10) 2%,
B3R 20 98, BRIME: 5

Default Authentication Group (ZRIA &3 30E4H) - % IdP EZF AT 7£ nFactor R
AMNEEXHN, NERNISFERNBAINRDPNE ETUTEEHRIEREERHRER
(AAA.USER.IS_MEMBER_OF( “xxx” )) ®rfE /A, LU4RIR5 & #7548 %X 8 nFactor #i2. &
AKE: 63

ARFAMENEREXHNRIED, UEEREITHEIEAHEBENERR, FRTIRIAVAS, AR HIIER
THESEZFEREINE, RAKE: 63
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710 OAuth IdP 5B

1. £ “OAuth IdP” miE+, #i Policies (KB8), AiE%E Add (FiN).

2. 7z Create Authentication OAuth IdP Policy (21iZ25303E OAuth IdP 5%B8) TiE L, REBUTEH
K&, AG%E Create (8IE),

Name (&7F) - SHRIERRAEZ .

Action (1£fF) - ZHIBIBRMNEE XHHIET.

Log Action (BE#RME) - iERSIERLRNEFERHEE BERIENER. JEaHMR.
Undefined-Result Action GREXHILERIENE) - REEITELERKRE X (UNDEF) BRI HRITHYIZ1E,
ERIEFER

Expression (FRiAx) - SKESA TR FEEERMBINE ZRIEN. Fld0, true.

Comments (i¥ig) - XTHRENEMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword i&&4 “ON” (BIN&EHR “OFF”) B, AP ERGNEHBL R L@E®EE Citrix
Cloud, @idZei@EfkEAR SREAFEERBIEYA Citrix Virtual Apps and Desktops B/ SSO,

¥ OAuthIDP #8571 LDAP $REXSEE 2RI S I IEARSS 28

Mg, EFEER OAuth IdP S84 E R4t Citrix Gateway EMIEINEHIIEARS 28,

1. B R4 Citrix Gateway E1E(17, AEFME Configuration (i2E) > Security (Z%) > AAA-
Application Traffic (AAA-RBEFE) > Policies (fiZ) > Authentication (514%83F) > Advanced
Policies (54%#) > Actions (i£fF) > LDAP,

2. 7Z LDAP Action (LDAPi%fF) RE L, #if Add (Fm).

3. 7£ “Create Authentication LDAP Server” (8IZ&Z{5I0iE LDAP iR$52%) BE L, RBEUTSHNE, A
58 Create (RIE),

+ Name (&#7) - LDAP BRSE221ERIB T,

ServerName/ServerlP (ARE232%F/ARSS2S IP) - 24t LDAP BR%52589 FQDN = IP,

7 Security Type (Z£##). Port (3%0). Server Type (ARZ£3258!). Time-Out (EH) i%
BIELUNE,

iRE %S Authentication (H{33E).

Base DN (E#t DN) - 744 LDAP # &M &, a0, dc=aaa. dc=local,
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+ Administrator Bind DN (ZI2548% DN): 45% %I LDAP BRSBB(MAF B, Fla1, admin@aaa.
locals

« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,

« B Test Connection (i) MiXEHIGE,

+ Server Logon Name Attribute (FRSREFRBEM): %E “sAMAccountName”,

o HttFERABHEFE, AALIREEEHTTRE,

4. &fnzl Configuration (F2E) > Security (%Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (5{,383F) >Advanced Policies (Z4%H) > Policy (5588),

5. 7£ Authentication Policies (B )I8F5ER) RE L, & Add GRm).

6. 7f Create Authentication Policy (8125 #HI0IEER) TEL, IRBEUTSHRNE, AGEE Create (£
#),

Name (&%) - LDAP B{3I8iF SR8 Z R,

Action Type (IfE8!) -3%#%¥ “LDAP”,

Action (i) - %% LDAP #21%,

+ Expression (RiAR) - SBEEAFWHRREIERNWRINEERER, FlW, true*™,

BirA2E4ES VPN

BIEH2RAED VPN FE5t4# Citrix Gateway #17 CLI iAIIRR, A Putty (2M) &id SSH BER7AH
Citrix Gateway,
1. BEpan<TERER, fli Putty.
2. A SSH B R4 Citrix Gateways
3. BALUT®Z:
show vpn global

=

AR

MFHEFEMILER.
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4. BY|HAHs Citrix Gateway ERBES, BBAUT®HS:
show ssl certkey

5. EEMENAIER, AERAUTHSLIFER2R48EE VPN:
bind vpn global -certkey cert_key_name
Hrh cert_key_name iEHHIZF,

6. BAUTHLTUREBIEREETE 2R ES VPN:

show vpn global

f£ Citrix Gateway T HIBRE N F M RIE S %

S5eig Citrix Gateway €& H |dP &, BHRITUTSEUE Citrix Gateway FiSHEERE NS HRIES %o

BEEEEENFNRIES AN, BFmEER Kerberos EifFmiEEiB#1TH 5110,
Citrix Gateway BT ZHEINAN Kerberos 495 ZEik (KCD), BE, AXNET KCD 5K, BEXFMER, 5
BREFIRPONE CTX236593,

REENERBEUTSE:

1. Kerberos AREREE
2. BEPIRERE

Kerberos 9% &R E

1. 7£ Active Directory mrtl#E KCD AP
Kerberos EZiEEF RAHTIET, UHWERRIEBFANEH, EFSREF T, REBMHEHD L0 (KDC).

AT ik Kerberos IEEETT, EFHEZER KDCIEREIE, EFmSAELEREAFE. BEMER KDC
BITRRINE, ARABEIRREN AS IERHNFRIE,
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEM (SPN) KBk,
EFiREAMXA SPN #1755 18I,

o RS EMHER (SPN): BRSEAREF (SPN) BARS LM —ITIRAT. Kerberos SAIRIEMER SPN %
ARSS LIS RS ERIKF KB ILINEEAR TR P IR AIEFIERIKF BIARSS B HIIE, BMERFImLEK
IaE=piii]lins

SetSPN 2AF7E Windows i&#& L& SPN M AR, £/ SetSPN, RIEE. HEFMMIER SPN S,

a) £ Active Directory fRZ289, ITHSG LR,
b) EHLRTEOR, WAUTHL:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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ANAN .
< .

c) Efsik Kerberos BFH SPN, EE1THL T
setspn -1 <Kerberos user>

TsetspnatE, SHM “FBIK &R+,

-
d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255

% HTTP BRS3.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFmHEIZE DNS 2R UEHMXA SPN:
£ Active Directory ## 0 TXT DNS 2%,
P~

BIHTLL _Kerberos 7k, #iEnMREZ. FQDN %AER Kerberos,.
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kerberos Properties

Test (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTLy [0 1 0 0 [DDDDD HH MM 55

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Fit, #melE— DNS TXT i8R, ZiZREHEBEFimEK _kerberos.gateway.com #3kEX Kerberos
EELH#HITR AR IR,
4. ¥ Kerberos EBE N BB IIEE &K,
a) 7 NetScaler AP oIE— KCD kP, EXE, HITBERFIIHITIZIE, BETLUSIE keytab St
=W
MBEFERASAE (REIRAS ) , MAFERS SPNIZEAN HTTP/PublicFQDN.
com@InternalDomain.ext,

o i - Kerberos $igl, BERENRIHE G,

+ User Realm (AP - XRAFHRERESR,

« Enterprise Realm (Ml47ilF) - A% KDC ZEERWAAEMIEZABAEL KDC B+
7 B ER LA,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD HelH KCD 89 NetScaler A ik
Fo HIREEIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

ERATRBLEFH VDA, BEHRITUTHE,
EEMH:

o BMNEBIITEMN,

« BAT SSO i Citrix Workspace 2112.1 s{E =k

s EEREEEZEETTEMHE URL

« WIERBZEF M AD 89 Kerberos, EFIHIRIERFLIERES AD 7 #EFREX Kerberos Ziif,

TERENSSEPESEEN—E URL:

« M URL 5 FQDN
« AD FQDN
« REETFNHBRNEH SSO B Workspace URL,

1. MREMEAEBZ Internet Explorer. Microsoft Edge 3t Google Chrome, EHRITLATIZIE:
a) BahYies.
b) E&EF % LITF A A SRER RIS,

Show Contents >

Enter the one assgnments hem

oK
Value Hame Value GPO Name —
hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy
| ] 1 Lecal Group Pobey
.
hitps //pubbcnsaks doud com 1 Local Group Pobcy

a) #EHENEE > Windows £ > Internet Explorer > Internet i=5|ER > £ THEo
b) #T7 “Site to zone Assignment” (W=EIXIFHE) FIR, REHRMFILHFE URL, EH— (1),
c) (EI%) =17 Gpupdate LR AR,

2. MREEAME Mozilla Firefox 54588, EHITIUTIRM?E:

a) NI,
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b) #E#EZEHEN about:config,

C) EZRIRHARL,

d) EERFEP, B negotiate,

e) MIEFRIEIETIRS, 18T network.negotiate-auth.trusted-uris 2 %8 & Hig(E,

Farferds Sty etk (Fobed i i ] e

T %+ % % N1
3

XERTTH T B P IR E,
3. fE/ Citrix Workspace [z A2 3t %885 R 5 Workspace,

XASRTEMANT SRR & Ea NP A&,

Kerberos #[EHbR
FE:

BRI EE R A BEIETTIIIE S By

EiSIRTAE Windows PowerShell /1, 217 Tan< LUSIE SPN B8 Kerberos ZiFi8iiE:

KLIST get host/FQDN of AD

&3 Azure Active Directory E A 5112 FIHEESI Citrix Workspace

June 14, 2024

AILAfER Azure Active Directory (AAD) fER B3 1RE2F3sc 2] Citrix Workspace B8 & & (SSO), H\
SEMAEMNES/VM, EEES/VM F3EM T Azure AD B9E 5 /VM,
ERLERE, SERILUER Windows Hello i@+t 7 AAD miiss=xT Citrix Workspace #1782 R E R,

« ATLUfERA Windows Hello @& Citrix Workspace R BEF#1T B AT,

« £/ Citrix Workspace M AEF#1TETF FIDO2 HEHIIE,

« {&B) AAD MINAT Microsoft AAD B9it&#l (AAD fER IdP) #&#Finin e mERE Citrix Workspace [z
BiERF.

BN I AEFSENE R SR, EoLURINTRTEE FAS i & Citrix Workspace FZRER.
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} =r

AR

REEMER Windows Hello B, F8Estii&g & RE Citrix Workspace &if, B2, EihAELGHIEINN
BREFMNKEN, RARRREHMANBFAZNERE, BRAURREM, &I FAS #1 SSO SE 2 AR A
*if%%ﬂ%ﬁo

MR

1. % Azure Active Directory ##%%| Citrix Cloud. BXi#45 %, &5 Citrix Cloud i a9iF Azure
Active Directory #E#%l Citrix Cloud,

2. [BA Azure AD B RIELUARI TEX, BXiFMER, B2 Citrix Cloud x#%# 89 Enable Azure AD
authentication for workspaces (AT1EXEMA Azure AD SHLIE) .

BT Citrix Workspace M S&E R, ERITUTRE:

1. f#H includeSSON E2 & Citrix Workspace R 2%
2. 1£ Citrix Cloud &/ prompt=login E%.
3. f#H Azure Active Directory Connect E2& Azure Active Directory Hi&,

E2E Citrix Workspace B2z SSO

MR
« Citrix Workspace hias 2109 Sk &E Sk,
AR
WNREFER FAS 3#17 SSO, MARFEE Citrix Workspace FE&.
1. MEER includeSSON EEfH<1TRE Citrix Workspace R :
CitrixWorkspaceApp.exe /includeSSON

2. MWindows EFimEHEHERIUEEN SSON RRS2E.

3. BHITENES > SEER > Citrix £ > Citrix Workspace > fiF 5431 Citrix Workspace GPO
B AFAR P 2 FERD,

A
il

XLERBE AT U@ Active Directory #iX I & Fimig#E. XHM Web 85283418 Citrix Workspace Bt
BERTHFE,

4. BFRIEFSEERAIZILE.
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_ B - .
¥ tec | 5] Lol e mama wed pasmcand E e
() Higt o ot
7 ) Eratied
[ — :
Lol waer masmer wnd pusswrord Sertey . St | o |
b ey 1 Westaron msambaton
B Local o pama g patimiond | Bien e
A5 Citrm Werkipaon fupporind 5 e g e Sty Gated
st caed Bt B
& E-pin e B phan st policy S0 otruct the chent bo uee T L logon -
foprpte EHMWW‘— v o - eredentish [pais throagh st stee for thy Cirm Terda.
Ui . oty s o Py fos 5 48 P themgh s o for 4l KA b T e gt
g - ConRRAL
Hb_q:-m s g “$iberm ey iy 3 et T ek g Bor precmte froe
e . ] e Vgl Chrimonty St vttt i Tk ELTR L R (S T b 54 T T
Bnipp anar o th chink ramcte erves by g b Erabi paus-throsgh
omgt, bttt chack o
Tha clmi: smgoian cesiien HeiTcbon [prclyng whan poun
::h,.:.qm...." hrtugh pamtitton tan ot s Setely, tor (i alloct ot
st b ol i b T e o i ] Chatid e Ty i

N 0 BT 5 T
rerrecks v by g
L]

V" chech bos.

==

& GPO R TFANSis R

» https://aadg.windows.net.nsatc.net

» https://autologon.microsoftazuread-sso.com

o https://xxxtenantxxx.cloud.com: Workspace URL

o st sty v, saleck b "Allow puss-Tesagh
bttt foe o8 08 pxmwnchion” chotk b B bypieit B
R S e Y

Whetrs i o Mol Dirmchory Server arvircrerand, debocting
okt gl Dbty Tted  ribintali’ iMH—mN
that chant e tha uner's HORL credantsin.

A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
1] sdministratosd on SWCLO00T - RS0l Swmng | Eplan Precedence |
w & Computer Canfiguration |
3 ) Sebtwae Settings Shorws Contents =
3 0 Windowd Semtings
- B M e Ternp [Enber thee pores assigraments hase. I_ID"
» [ Citrin Cosmponents Wahue Mame W g Cacal
= Syaem T W
w | Windows Cempensnts e muskegan micracR aturnad 480 Lom 1 L
» ) Bgenetrice Ihfiza A owa e Choud Com i 4
w ] interet Explones Al
w | Inbernet Controd Py
a Resrree:
| Secunty Puge
» [ Windews Defender An
2] Estra Registry Settings
v-ﬂ.l.lwbn-nlwlh-m
» ] Selftwae Settings |
» [ Windows Segtings Fl 3
Suppoted on: A least Interrst Explorer B Qin Windows P with Sard
oK Crcel | |l .
E————
o e s e m el
* :|\.,t-1urm,{mf
AR

% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
# AllowSSOForEdgeWebview ;:it&i& &R false BF, AAD MBS E R

Fﬁ#klu\o
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7z Citrix Cloud #% /A prompt=login

BIANE R T Citrix Workspace BB 7T prompt=login, BMERPERRIFERRESHEIRSEMA Azure
AD, =EHH#HITE RN,

ATUEER Citrix =tkP A prompt=1login. &fiZlWorkspace Configuration\Customize
\Preferences-Federated Identity Provider Sessions #Z2EizF*x.

BXFMER, BBRMIRFPOXE CTX253779,

& Home > '-‘.":-'<s|:a:-:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

50

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

R

ZEMA AAD SHEMNES AAD #9ig& £, w032 AAD B Workspace # IdP, Citrix Workspace 7 72
FAKRTMNEZR, AP UERIIEKF HERIKF BoIER,

EAVRAFEREMKAER, BEUTEMRIZE R false,

# Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle
g Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle FRIEHFM—1 & A

AllowSSOForEdgeWebview BEMEF 75 REG_SZ, HIGHEIRE N False, 3&, WRAFM Citrix
Workspace R, WAPATMUE FAERNEREMKFAER,

&5 Azure Active Directory Connect &2 Z Azure Active Directory 5i&

o MBERBERLE Azure Active Directory Connect, 357 User sign-in (BP&ER) TmE L% Pass-
through Authentication (BEESHRIE) FAERAE. BEXFMREE, HSH Microsoft X4 H
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory Hi@ &1
IOIE: PENID
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+ R Microsoft Azure Active Directory Connect #Z7£:

1. %% Change user sign-in (BXAFER) A5, RAE2E Next (F—5).
2. &#% Pass-through Authentication (B@&/)WKIE) FRERAE.

AR

MREFIHRIGEEMAN Azure AD SLEMNES Azure AD, MBI BT HF T, WNRISEEMAN AD, NES
kerberos SpIIE#TIREIE S DRI,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

June 14, 2024

AILUER Okta 1R SR IIER (IdP) S23Lxd Citrix Workspace B9 5 & R,

DA =E SN
« Citrix Cloud
- Cloud Connector
AR
MRERHE Citrix Cloud, BEXRRUBHE B EZS. BNELEEFKREFRBER Cloud

Connector, Bxi{a%s Citrix Cloud Connector B8, %7 Cloud Connector 2%,

- Citrix Workspace
-BXEEHRIERS (A%, BXEFEHAER, BSMAEA Citrix BESHRIERSN ITEXKBERERER,

« Citrix DaaS (WLwi#FA Citrix Virtual Apps and Desktops ARS3)
« i AD %89 VDA SiE A AD By#¥IEig&
+ Okta fAF

- Okta IWA 12 (%58 Windows S17383iF)
- Okta 3iE (FIAMRZFAREE T Okta 3iE) (FIik)

+ Active Directory
1. ZE Okta AD REE:

a) 1€ Okta B 1+, #i Directory (%) > Directory Integrations (ER%£/).
b) ## Add Directory (Fi1E®) > Add Active Directory (710 Active Directory),

C) BRBEEAEAREWMREERNIEREEREER,
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d) #i: Set Up Active Directory (i&E Active Directory) %4, #Aj5% & Download Agent (T
RIE),

e) ¥R Install the Okta Active Directory agent (%% Okta Active Directory {I2) i2{ERI%ERIG
Okta AD 2% %35 Windows BRZ523 L.

AR
ERERBZH, BEHFHE Active Directory integration prerequisites (Active Directory
ERNESRE) PRINBER

2. BEER Windows B8383E (IWA):

a) 7£ Okta BERIJP L, #if Security (&%), A5# T Delegated Authentication (ZR5#H%
iE)o

b) MRS TTE LK On-prem Desktop SSO (At SSO) 4%, SRS % E Download
Agent (T&HMKIE),

c) 7 IWA i&E Routing Rules (BREm#M) . HEXFMEL, iESiH Configure Identity Provider
routing rules (RCESHRMZFEEBEMAM) .

3. &b Okta BFI1F,

=

=W

o R& Okta IWNA KBRS HERARN, FIUMBMA Windows HHE&EER. EBESBT
R, #FREERR IWA ZBRITEHEZERFEE.

myWorkspace
sigring in with Windows Autheantication

o BRIAEARIMEMEIEINIFAES, 525 Install and configure the Okta IWA Web agent for
Desktop single sign-on (ZEMEERFRESERERM Okta IWA Web K1),

4, @& Citrix Cloud (https://citrix.cloud.com) #BEA Okta tkh IdP, BXEE, ESHA
Citrix Tech Zone #4589 Tech Insight: Authentication - Okta (BARTAZR: S#HIIE - Okta).

=W

ATLUM Citrix Workspace MABIEFINHEE R, WMEYAIRIE Tech Zone SXiiREE @A,

5. BEXMWENNARFNISENERER, EOLUEE FAS REE Citrix Workspace RZAER,
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} =

=W

INRFKEE FAS, RASIRTERA AD AR EMER, EXFAER, H2RMERA Citrix RE S B RIE

RSN IEXERARERER.

WMEKEM FAS, 58 E Citrix Workspace MABEF X5 SSO,

R TR ERIYEE (15522 SSO)

June 14, 2024

Wi, EAF Windows # Citrix Workspace 2Nz #F SSON BB @S0, UEFERRAFESRESE
F3 Citrix Virtual Apps and Desktops iR, XFHSHIIEFERF B ERIGE EIHE#T S0 IIEHEREED

NRREFNRE, MEFHREEITRNIIE,
XER AR SR TR EBR 5 A8 LT RS

o AEFFERAHAWIESZ BIE Windows Hello 3% FIDO2) #{7EZEBEHIE, BEES (SSO) ZE—1

BRREEFHIIERRS (FAS) BIKTINA S,

o REHALKEAT SSON 1y Citrix Workspace MBREFEEEHAIRE.
o FE7E Windows 11 i+ 8 # LB B LR MHEEALE (Multi Provider Router, MPR) i@,

o BT MR ERITRIIRTAER,

fEtbhR4sH, Citrix Workspace R 2R 2 iFILRIEBINGE, XR2—M#K SSO 5%, EFMA Kerberos 513
BIFMARRAFERE, ABTRRAERIINRSE, MNE, AFPATUERSER Windows S%H18iEE R Citrix Virtual

Apps and Desktops #l1 StoreFront,
AR

32 {if Windows 10 #1 Windows Server 2016 Rt IhAE,

« Citrix Workspace M B2RF 2309 siEShRk4s
« Citrix Virtual Apps and Desktops 2308 s E = R4~

% #589 VDA #2F & Sehii 2

o WFZRIE:

- Windows Server 2019
- Windows Server 2022
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o WFBERIE:

- Windows 10 hg7s 22H2
- Windows 11 ks 22H2

BEEH

o B IRTIR RN IUERERIE,
« EZ Active Directory HEZERRR,

StoreFront #1 DDC ig &

BEERAUTEEREHERIME:
AR
NREEAEFEFRE 7TEHES, WalBhIt P g,
1. 7£ StoreFront L& & Citrix Workspace [z 2R

a) 77 StoreFront Studio,
b) HENREE > BESHRIEA .
) BREEE,

qE,
1. @ asER Citrix Workspace W BiEFAT:

a) #I7F StoreFront,
b) {THRFARE > Receiver for Web i5 = > BB S HIRIFA %,
C) BREEE,
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Select the methods which users will use to authenticate and access resources.

| Method

v

User name and password

Domain pass-through

Can be enabled / disabled separately on Recever for Web sites

Smart card

Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic
Pass-through from NetScaler Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

2. 72 DDC E£EHA Enhanced domain passthrough for single sign on (#3877 8 S & RN EBEINEE

R,

I Create Policy
Studio
Settings

Users and Machines

Summary

3. BEHHE.

VDA &

Select settings

[ca versions) + | [ au settings =] [erhancea X

Settings: 0 selected [ View sslected only

b Enhanced Desktop
Computer setting - I[A\Enhanced Desktop Experience
: Allowed)

Edit Setting
&
Enhanced domain passthrough for single sign on E
O Allowed
Enhanced domain passthrough for single sign on is enabled
@ Prohibited

Enhanced domain passthrough for single sign on is disabled

* Applies to the following VDA vers
Vel Detvery Agent: 2308 Mt sesion OS, 2308 Singe-session O, 2311 Ml session 05, Z311
Single-session OS

* Description
This feature allows lmmgmg delegated non-exportable Active Directory credentials for single sign-
on into the virtual sessi

The Windows policy setting “Remote host allows delegation of non-exportable credentials® must also
be enabled on the VDA through Group Policy o Local Policy to use this festure. This setting is
located under Computer Configuration » Administrative Templstes > System » Credantials
Delegation.

This feature can only be used with domain joined Windows endpoint devices.

By default, this setting is disabled.

1. SM% VDA LRI ENEE\EERIR\RE\FEEK.
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2. 72 VDA L/EF Remote host allows delegation of non-exportable credentials GZ2EHAYE
IRARAEISHAER) Windows HKES,

Ll (e Py o
Fle Amn  Vew Help
e nmE Em Y
" Lol Computer Polry
w i Computer Configeration
Softepee st
Worsihmt Setterigri
w 7 Adminstistren Tomglsten
Comnivg Pareed
Hetwah
Frirgers
Sarver
St Moras ol Tashdare
- fem
Brcesy-Daneed dspstsrie
Bpp¥
Aulit Proces Crestion
Credernais Dtlegetan
Dewice Guard
Diewicn biguith ABectson ferece
Dewiie nptalatagn

| Coothontaki Delogatesn
Rrmate hoat sliru deiegation ol Satting Giate
ey epariable credentisy 3 Ao dtiegatng delinh crodaratisl with MTUM-aly sarvee . Mot confegueed
— 3 Al dtieguteng deliah credartish Ml cordagueed
1. Engryption Gracie Remapdation Hiak cordegued
Fasuspmants 2 Allow dulagating freh cedentiah hok cordiguesd

Mot configuesd

At it Wi Sarves 2016, 3 Al delegating freth coedentiah with MTUM-onby treer &
Windswi 10 Viofien 1708 2

1 Ao delégateng iimid chedastali Het sonfugused

Descrgpbga

Famaote heoat sicwt dplegation of 3 Ay Sl Eleng dived Dedenlat with MTLM-only bofvei B Mol (offaquied
G- ORIl Chidesial 3 ey debgatny Setait credesnal et condaqueed
Wistr ) redbivatial debiation, 3. Dy chebigutansy sk rasdaniuly Mt qordagised
e provide an mipostabie verson 3 Deny delsgabing wred credentusi Mok configuesd
of crodentish bo the mmots boik 2 Rpwricy delegetson of credmibish o remote sanar Mot configuesd

Thit exgeirict wriers e th sk of
enidenl B Tromm smackins oh the
remone bt

Dk WY Cache ¥ you snabls tha policy teiting, She
Dk Cuooian et duppiets Roitetod Adeen o1
Dripley Fimal Cisdendal s atide

3. E#REzN VDA itE .

ERIRLE

1. WEREFHTENEMAS.
2. BIREFIHITENN 64 i,

3. {TFHEARBRRIERS.

4. SMETENEE\BEER\Citrix A¢F\Citrix Workspace\f F & 15181,

5. E2E& Enhanced Domain passthrough for single sign-on (1387 R SERANEENEE) AFRK,

=l Local Group Policy Editor
File Action View Help
e aE i HEl T

X

> [ Software Settings
> | Windows Settings
~ ] Administrative Templates

w [ Citrix Workspace

> (] App Protection

1 CEIP
Citrix Enterprise Brows:
Citrix Secure Browser
Citrix Workspace Upda
Client Engine
Compliance
Diagnostics
DpPI
Fast Connect APl Supp
Global App Config Sen
Multi-Stream ICA
Metwork routing
Remoting client device
SelfService
StoreFront
User authentication
User experience

EECEECECEOEEEEOERE

)

| User authentication

Select an item to view its description.  Setting

|iz| Manage App Protection

|=| Prevent storing persistent cookies

|:=| Single sign-on to Citrix Secure Access client

State
Mot configured
Mot configured
Mot configured

Enhanced Domain passthrough for single sign-on

Enabled

1ew for Storekront authentication

=] Kerberos authentication

12| Local user name and password

=] Single Sign-on for NetScaler Gateway

=] Smart card authentication

|#3) Smartcard Removal Policy for x64 machine
|#3) Smartcard Removal Policy for x86 machine
|| Web Interface authentication ticket

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended ,(Standard/

112 setting(s)
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A Enhanced Domain passthrough for single sign-on

5] Enhanced Domain passthrough for single sign-on

| O Not Configured Comment:
© Enabled

| O Disabled

Previous Setting Next Setting

| Supported on:

All Citrix Workspace supported platforms

| Options:

Help:

This policy allows Citrix Workspace app to use Enhanced Domain
passthrough for single sign-on. When this policy is enabled, the
sign-in credentials (pass-through authentication) from the local
machine are used to authenticate to the remote server without
exchanging the actual username and password.

This policy requires VDA version 2308 or later.

6. BXEFIF LM Internet IETTHEE,

AR

MREEAMETERE TEHESE, WaLBLILtS B,

Cancel

1. £/ Internet ;&5 StoreFront RS FINBIRSIERFIR. BN

a)
b)
C) BHBETF
d)
)

e) BEXAMBE,

MISIER > M4EH Internet 377 Internet 3£,
BEERe > A Internet, AFRLHILS, IWEPEERAR Intranet E0.

AINERAEHA HTTP 5 HTTPS YA StoreFront FQDN 89 URL,

2. BRI TFFRRE Internet Explorer &R B A B HIRIFIRE:

a) MEHIER > ML Internet $#77F Internet %5,

b) BERLETF > Zith Intranet,
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C) BHEEEXES, KHEETRESIEE 44 Intranet XigEC,
d) FRAFSHRIEERT, ERERYFAFENEBENESR,

82, User Authentication
ﬂ!" Logon
() Anonymous logon
() Automatic logon only in Intranet zone

OJ Automatic logon with current user name and password

() Prompt for user name and password

3. BEMRE.

HDX

November 16, 2023

KEABNBUTAR:

- EFHER

o {fi1LBY Microsoft Teams
o HDX &%

s NERBRNBEER

s WARNBEEH

o ICAIZESE

ERNER

June 14, 2024

4l SR

SEZTAUE/N\NERBSERT Windows 8 Citrix Workspace WBEFLE &R,
ZERRRETHNENETRSHARHERFMGTNAME, ERi1EHE, ERBUUEERRANS PHEMA M,
RIETURBUTHEMARE L2 ReHT:
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- 2FER, RIEPETENETSR, NARFINRER—F 2REIXLERREH,
Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEMTA—2 9 ERHTINE T E R Desktop
Viewer &0, EBEXLERBNEETIRETONKD, RAEREERAK.
s BOEN, [EPETRENETRER, YAERFASERIZNIETRREH.
Citrix Virtual Apps and Desktops #1 Citrix DaaS: ZFE—4%E (UaiHA “SEA”) FHNIEREMERGH
B, BORERGRY, ZRESEERNERSRETR. NRETRBIRELHTY], N—E8i8& L UBRE M ENEE.

MREMVBEFNKSEREEARE LNEIETRE, ZETHEERAANZEPNEERS. B, FERESRIDHNE
TR RN E R,

ERAZEREXSH, BREMUTEI
« APREEENZRZ RS,
o BRIERFAILUENEIES AR T, £ Windows AL, BRIERTERET AN, EHIIRE > RAHEEE

T, REWASTETHRESTBMET.
c NFIERBZE:

- Citrix Virtual Desktops: £/ Citrix itBHHRIKILE “ERAERS" REBEFREZRS,
- Citrix Virtual Apps: RIEEZRER Citrix Virtual Apps BRSS 28k 2 :

* (A Citrix ITENRIRILE “BRAFRE REBEFNERE,
* 1£ Citrix Virtual Apps ARs32889 Citrix BIBEHIG T, #E, RAREESERPIEE:

- BHIRSBREM > BXAEEM > IRS2ZZAE > HDX Broadcast > B7Re;
- BRESEREN > BRFERM > IREHRMIME>ICA> BR)

* REATEIMRIENENEARAR.

REREEEEBAR (ULKBREM), UREEBHEL AT, NRIKENEFRBKR, ESHEENNNELTNAER
ZRHIFE—EBD BRER.

EXR s mes LA Citrix Virtual Desktops:

1. #%#% Desktop Viewer H & & F&isk.

2. EEEO.

3. w2 R ziEES Citrix Virtual Desktops BB, HRENETRBTANET—FFER.
4. 7z Citrix Virtual Desktop T B4z, %EE2R,

BFRIMERT REIM N ERER.

B %A Citrix Virtual Apps and Desktops #1 Citrix DaaS B2 IENEFAEER, BESRAMIAPLNE
CTX115637,
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B Rt

i/ Citrix Workspace FZ %25 (W& HDX Engine 14.4) B¢, RBEZFFIHAIA, BIAIER GPU #17 H.264 f#
B, AT GPU f#13H APl E5 DirectX MISRINE,

Z(F A Citrix Workspace [ BI2FASKI R SIEEIRE BEHENE, BFHRITUTERE:

@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEER.
AHENEET ST, BEEEEIR > Citrix Workspace > BF{#L8,
EEREE IR,

EEERA, ARRENANHRE.

> wnh

A Hardware Acceleration for graphics O o
grap

E: Hardware Acceleration for graphics e Mext Setting

() Mot Cenfigured Comment:
(®) Enabled
() Disabled
Supperted on: [ Al Citrig Weorkspace supperted platforms
Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs, When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

ot || oo

EWERENENN ICA ZTERE T REUNEBSER TEANE, BREUTEMERI:

M %= % : HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\
GfxRender.
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N

Graphics_GfxRender_Decoder 71 Graphics_GfxRender_Renderer BEX 7 2, SNRER 1, N
FRTEEFERET CPU BRI,

fEFRREMHARESTHAERT, TBERLATRRE]:

s MREFFIHERE TN GPU, HEEP—IERBEE N GPU LA FEDRS, WIRKAER CPU RS,
« &2 Windows Server 2008 R2 Eizf789 Citrix Virtual Apps BRS 2804, EAEERAF M Windows i&&
LEREAENE. MREALIRE, NEHRERYERXARMREE T FEBUAKRE R,

EERHE

IR AW EEX AR RS AMNEINENEHRR. T UEEERALE—SEFHETRIFRTNRE/\EETSR.
B LA7E Desktop Viewer PR 2 RBHFEMFHEEEBINERE. TERINETREP, BRIUAIKELFEELL
RESEDWAZSIEMNETRS. RIEFFARERSIRNIEEBDERIRRR.

f@eI LA A F DPI 4874 st DPI MR EME 2518 E DPl. NAENERSEFRRE, HRBEAX/NRENEES
o

IEENERTE2RF. RERSRERE, FEFEMEMNELAHHNABER. KEEERTSIEFHEITHMER
SiER,

Bi&RT Windows 89 Citrix Workspace MAEF 2106 {2, £R. ZERBSESFUSREMETHR. BiAE
N, EHERHRLATREARS. EZERBTEF, NREMERBHNIHAREI/\TENETRE, HRNENE
THEBEBEMERIEE TS, NREILRE, ENETHEERZRE, FTRAIEFNSEERES.

AILLEE IS E U T MRIE R % BnesiLigIhae:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

Z#: SplitAllMonitors
#8: DWORD

f&:

DPI 481k

Citrix Workspace i Bi#2F 84 DPI REII08E, L#FE Windows FF iR R 2R9SHERA DPI S8 tL g B S &
MR B M KRESIE#HTILED.

DPI EHLLBHIEERFARYT. B0WXERE, UEBTFEMEENRIERTNABERF. X4, BEMEMER T
%o
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RIMBERT, WA TFEARS, ERFMEAGIMNEEFLE, B2, MEXE, BBRMATUERHRIENR (GPO)

EERIR (BIHENESE) BE DPI £%.

ZEH GPO BIEERECE DPI 4810, BEHITATZER:

EEA GPO BERIRACE DPI 4518, BHITUU TR

1. @17 gpedit.msc 77 Citrix Workspace Bz BiZFF4H SR BEIT R BIRIER

2. EItENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > DPI

3. %S DPI %KEL,

& High DPI

=] High DPI

(® Enabled

() Disabled

Opticns:

{7) Not Configured Comment:

Supported on:

All Citrix Workspace supported platforms

Help:

Scale the session for high resclution?

Mo, use the native resolution

Mo, use the native resolution
Ves

R

Use this policy to manage session scaling.

applied in the multi monitor session.
Enabling the policy provides two options

1. ¥es - Scale the =ession
2. Mo - Use the native resolution

operating system scale the resolution.

Enabling the policy makes the Citrix Workspace DPl aware along
with the flexibility for the session to change according to the DPI

The pelicy is disabled by default. Disabling the policy lets the

Cancel

Apply

4. ERLTFEDZ—!

a)

5. BHNAMHE,

E - EnERERNAS DPL
b) &, ERANSHE - RRHBERARBIYE,
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6. E@M$ITH, BT gpupdate /force da$LUNARMAEN.
FRERRFRELRE DPI 41:

1. ABE@Emxigse Citrix Workspace [ HTEF ElfF.
2. EEeLERTHEES DPIRE,
3. EEUTEBIZ—:

a) 2 -BRERIEFNAS DPL,

b) &, EAANSYIE - #57R Citrix Workspace S BT2F+& VDA £/ DPI 31T .

C) AVFRIERFABHOMWE - INERT, IHETRTEFIRE. X#¥, B Windows 32 DPI 485, 1thiE
TR EMKE “&3 DPI” HIKIRE N “BE",

4. BEHERT
5. EfiAzsh Citrix Workspace M BRZFaiEUEF I E R E K.

HtE =D

« DPI EZEE Citrix Virtual Apps and Desktops fgzs 1912 LTSR s E &SRS,

s ERSHIERT, BIVERS, FEREHI¥E (DPI L) &5,

o RINREAFIRERSER D PR EZA Citrix Workspace M BEF LB DPI &4, % Windows &
i DPI 48t tb 3% & 9 100% LUSMIERIERS, LRI SREREM, KEXFEZHAFTRR
DPI g8/ Lb I 2 & B es.

« BEMK S Citrix Workspace R AEF R EERSIESR O MUTLEE Windows B s EELER DPI
Zartbfl. X2IHARINEE, BINNERFHEZR DPI M3 100% L EBYE#ZEIBAR XenApp 1
XenDesktop FEER, HEX TR SHERAEM.

B3 DPI iU T EHRIE R, EERAIRFOXE CTX230017,

B B R AL AR 25

B 2311.1 fr7Ai#E, EATF Windows B9 Citrix Workspace R 2 FILE & B 50 N B (6 F B9 R E ST 4R 255 280
FEX#iEHATF Windows 89 Citrix Workspace [ 2 i 20, BiT(hin R mRIIThEE. RIBILER, EAF
Windows # Citrix Workspace M REFSESIEEMITIERS VDA —RERNREREDSE. I5RRMERFHNIT
IR TR

1. AVl
2. H.265
3. H.264

ERISRR RIS SRR 1T ER RSB N U TR 2 —BY, ILINRERTF

o {REFEER
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¢ HNBIRRE
o HXEENEUAIXIE
BXRERMREDESRHTERERBIIFRES, BRI 2H1TESE.

B OE R TXLHRGEN YUV 4:2:0 TR, YUV 4:2:0 FARLDHER, BETHRE. NRBARRERKE
BIRATIETIAA TR, HEATARTHRRISENCEA, NWERBAIMRFEGSE0BERE, AR YUV
4:4:4 H.264 5t H.265,

BXXLERBIFAES, BERAUTRE:

YUV 4:2:.0 B—MEBEFRF, E—MHEEERAR, AIRESHEHEEE.

HEZREIER, Citrix Workspace MABRZEF=NIRis S f#ig H.265 1 AV] FiE XL EERFE EMRPEES. =~
&, Citrix Workspace M i2F 2 B BERANREMMEREIDSE, H5 VDA hELttHwES2E. R VDA IE
Fim#ER eI LAGER H.265 #1 AV1, MIRESE AV] (ERISRARETDES. 1R AV 72 VDA siE Fin L3RRI, MEiEE
H.265, SIRMEERTEER H.265, 2iEEEA H.264 1AL,

FINER T BALLINEE,
B RNMARRIDS N B hikiRIhEE, BRI TAr~i&E DisableDecoderCaps:
1. & BT @<PER regedit I IMEREER.

2. £/ % HKEY_LOCAL_MACHINE\Software\WOW6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

HgE,

§ M E HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\
Graphics Engine

3. tlE—1%% DisableDecoderCaps 9 DWORD IiigizmmEIEE RN 1.

WNR7E HKEY_LOCAL_MACHINE 3% HKEY_CURRENT_USER % DisableDecoderCaps Hf&I&EH 1, MF
fERINRARIDEERY B ohikiRINaE,

H.265 134w

Citrix Workspace R 272 #5fE A H.265 MIMRAIESEHITTZE M MMBIE AR, HM7E VDA # Citrix
Workspace 2 HzisH B A H.265 5Mm#EIDEE. IR R LA GPU R #HER DXVA #0#4T H.265 ##
B3, “EIfZEY H265 f#R3” RESIKERWBEE, IERENRE H.264 15A4RAEH 25,

MR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 244


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/graphics-policy-settings#use-video-codec-for-compression
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1. VDA 7.16 RESMRA,
2. 7£ VDA LB Rst*t 3D B TIE M L3RRS,
3. 7£ VDA R FRERSMYR AR 23 BURE (4 4RED SRR,

S5 H.265 fRiBmE Fis GPU:

« NVIDIA Pascal —{ GPU &Rz
« Intel £ 6 X GPU s{E=hxas
o AMD — GCN3 s E Sk~

3

AE:
bIhREEE % VDA 3k, I0:
« NVIDIA Maxwell — GPU s EShkzs

+ Intel %8 6 £ GPU X E=IRAS
« AMD Raven —{ GPU s{EShi4

B Citrix Workspace MB#ERF 2311.1 2, KEEBhERMMRARIDIRIIEENSIN, It amER.
B EAE PR EART EnableH265 £ x(iEH] H.265 f#F3 0] LA ULLIT A,

fEREMRRIESRE H.265 543

£ 32 RFR G EARMNZHIMEZRZ A H.265 F504RED

1. £ “B17" S<PER regedi t T EMKREERS.

2.8 M 3% HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\
Graphics Engine,

3. 8lE—1% 7% EnableH265 19 DWORD TiH I ZIMMEILE A Lo

£ 64 (HRERZ ERMNZBINEE B H.265 M54 :

1. £ BT ®$HER regedi t T EMREERS.

2. $#13 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. tlE—1%E% EnableH265 & DWORD T gz MHIEIREN 1,

4. BRBMRIEUEERER.

EnableH265 WEESZABEEN, & EnableH265 1&E7 0 K%/ H.265 fi#iS, Eit, BIf#EE VDA ERRET
H.265 MRmREDER , ZRIEMFREM.

¥ EnableH265 £ &4 1 ¥, EH T Windows B9 Citrix Workspace M2 F &2 iX# /A H.265 g8, X
H.265 BRI, &FiHFRSSSIFEIRE] H.264 4D,

HaETLUER Citrix AR (GPO) BEERIE Citrix Workspace MBI FE B ffER H.265 MI5HHE, MmE
F H.265 BfER:
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1. &idiEfT gpedit.msc $77F Citrix Workspace [P AR R EEER,
2. £ ENEE HRT, REBERIR>> AP FK,

3. EEFERR H265 R,

4. EEERA.

5 BENA, ARREHE.

6. EMBRHRIEUFEERE.

AR
+ 3NR7E Citrix Workspace M AEFARKNRERBIRGZRT “BIREFMNE" KK, ‘B8 H265

AERD” REIRBERWBE. G, ZERTANA, HEEBIREIER H.264 Mm#EIES.
o« EZIRESIETREEM Citrix HDX 2723 0] B F3IE SR AT 22 R BE A 15050

AVl
Citrix Workspace [ FAT2R 2 35E A AV1 JSA4RARED 88 1 TIn A2 R A MUARAYRE 4R 1Nk, VDA #0 Citrix Workspace
B ARSI B AV] WS4RiREES.

AV1 B EFAINT:

» VDA 2308 S E= k4.

« iEAT Windows 89 Citrix Workspace B2 2305 SiEShRas

o (IRIEBRIAME) 72 VDA LB ERSM4R iR 2SR (4R iD 55 EE,

« iEATF Windows B9 Citrix Workspace R AEFE T AV1 U TEFIHEGER:

- NVIDIA Ampere S EShRA
- Intel %8 11 X/Arc KE=HRZAE
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s E= kx4

AR
AV1 5%% VDA ER, fin:
+ NVIDIA Lovelace —f GPU siE =iz (5140 L4/L40)
« Intel Arc —X GPU S E &k
B Citrix Workspace R A2 2311.1 &, & BENEZFMIRREIDRINEERNSIN, IR EEM.
B EAE PRI EnableAV1 2x17%] AV1 R3] LIBKItIT .
fEREMRRIESRACE AVL 504D
£ 32 (HRER G L RIMNEHHIME B AV SRR :

1. £ “B17 s<HER regedi t {FIFFEMREERS.
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2.% f 3 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client)\
Graphics Engine,

3. 8lE—1% 7% EnableAV1 19 DWORD Wi iZHMEIRE R Lo

4. ENBRMSIEUEEREN.

£ 64 RFR G ERMNEHIMEZRZAE AV 154D

1. £ “BfT &29ER regedit I EMERREES.

2. $#13 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. fE—7% 5% EnableAV1 #y DWORD WiFH &z MAEIRERN 1o

4. EFMEMSIBEUEEREK.

EnableAV1 WEESZABIE. & EnableAV1 €& 0 22 AVL f#18, Eitt, 2IEFMFER AV] WSAREE
2o

3% EnableAV1igEH 1 &, EAT Windows B Citrix Workspace MBREFIEEIRAFE M AVL f#i5, R AVL f2
Rk, EFmMARSEGELRE] H.264 45,

AR

9nR7E Citrix Workspace AR FARENRERERFRAT “EREEMR" K8, “EfH AVL f#E7 58
BRIRERWZER. RS, ZWEERTENA, FEEBIRRIEA H.264 M5H4RE#E23.

Ef RS e R e3 Citrix HDX 2/R28 0] B T RIES4R RS 22 A GE B 1B 5o

74k 89 Microsoft Teams

June 14,2024

Z#t Microsoft Teams VDI &+

Microsoft Teams VDI #&E {2 Microsoft Teams BliG#EHB9HT VDI SRR AR, BXFMES, 521 Microsoft 32
=

A VDI 1.0 {11k#9 Microsoft Teams (FRriRsi£28ekR) F5A VDI 2.0 fL1kA9 Microsoft Teams (FihR) ZigMIX
BT
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iEATF Windows # Citrix Workspace R RiEF

XA VDI 1.0 ks Microsoft Teams (¥rhRs£2BikR)

XA VDI 2.0 i1k Microsoft Teams (3fhR)

kAR A %R Microsoft Teams Bi&@id Citrix HDX i1k
HITT AL, X2 Microsoft 5 Citrix BIABRRAE,
EXMERT, Hm bfAs B e E ARG %
(HdxRtcEngine) #& A7 Citrix Workspace R FBi2F
i, %% Citrix Workspace M AEF R B ohREER
3%,

IkARAZREA, Microsoft Teams %@ VDI 2.0 ik
T, X2—FFA Citrix EHGEE SDK Hz2a4g
Microsoft fZiR A2, Microsoft AmE KT iBIRHItAR
AER. B2, AFXMANEEERS LRERSIE
(VDI 2.0) skf STabIRENE MR4A, EIt, Citrix RET7—
FhEBE Microsoft Teams EHFMIEIES £, REG, Lt
EMHIETE Microsoft IEXURMH VDI 2.0 5128 T &%5]

%,

%4 Citrix Workspace 231289, R AR REsias$17R%E Microsoft Teams VDI #&f4

=z

AR

x5 VDI kAR AEME B IFMEER , E5219 Microsoft Teams 2.1 supported for VDI/DaaS(VDI/DaaS
3§ Microsoft Teams 2.1) #1 New Teams VDI requirements (3 Teams VDI &),

fERAFRRE

1. EMHEHTIE L, EHPZE Microsoft Teams VDI 1&4HE%1E, AEEGFRE,

2. AREHMNEPY, ARYERE Citrix Workspace R B1ER.

@/ Citrix Workspace

Add-on(s)

D Start App Protection after installation ()

D Install Microsoft Teams VDI Plugin (®

D Enable Single Sign-on (©

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

248
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fERm LT

ai

ERHLITHAX /installMSTeamsPlugin,

flgn: CitrixWorkspaceApp.exe /installMSTeamsPlugin

AT HELL LRI Microsoft Teams FREBIEEMN L

ZHl, BRWMREIERE, SREBERMEEFERBNERS. FlN, EEFHRHEMA Microsoft Teams KINESHE
BHMES. W—HRRAERBEHERSE Microsoft Teams. LRSS HRLRF AR E,

B 2307 k42, Citrix Workspace AR ZIFIRIBFRERERIEE, TR T MBI ATIEE.

WEFRM:

BB RHMRAMN Microsoft Teams,

HMET 1B Microsoft Teams WIS IGEIE AL

8 Citrix Workspace R 2R 2305 fasi2, BIAMERT, SHAKE Microsoft Teams MAARINE &S ABKIE L.
BTYXMEE, BEEEIELMNDPUEUERNFAETFUEREREBIEER, oJUNEBERRRERNISISNBIERN
REMFL,

B XMHAAE, SMAFETLRMSHETRE (F1I 720p. 360p F) NS MULR, EFIRATZHER,
BIEmSRAES. MERHE, BRESEESEREEBLENRAKRENHE, NAFERFRESEDRR.,

£/ HDX #1TH) Microsoft Teams (it HYE SEHIFIR R

iEATF Windows 89 Citrix Workspace R RE2FIESZFFER HDX #1789 Microsoft Teams ka9 SRR
MR,
BOLUEME SREEHAEEXBGERE SR, FBEIEMMNETEITRE (BAMEDR) FEEEIINTR. ZIEER
BT P2P siBiE=IN,
BIEATF Windows #9 Citrix Workspace R AT2FFARZA 2311.1 &2, EaILUAHE SIS RIER LU TEm :

o EF BRIER
®E CRER”

AR

EIHREMAEE S Microsoft Teams Ul/#z5R%E L. ZEOZIFRER VDA BHE 2112 HESMANNBE R M.
BXFAER, BEERZEOINAHIR,
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PR

s FEIFRAPEXHNE 2B,

s BEMRTRERIFZEFEEE. YEXAHERBL Microsoft Teams REFEE VDA BY, BEEXRE
BE XA,

o BFEE ICARIEG, MEEXHA. B2, Microsoft Teams BFREETR—1M4A, ERZBIFMENLT
BARE., Citrix 1 Microsoft IETEH£FEE HARRILA,

o EMERERGREN, REVIEEST Internet.

AR

Lt ThEER7E Microsoft Teams # KR EHE AT M. Microsoft # tH b B# BT, EEF CTX253754
Microsoft 365 Public roadmap (Microsoft 365 AFFELE]) LUKEN BN A S,

AFEIERR

AU HdxRtcEngine. exe RMEIFEHEMINEE, URRSIMMHERBRS BABENE AEC THEEMIMNEIZERIF
Ao

SinEEMKREEE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H8I& LU R A RIN:

&#5: EnableAEC

&1 REG_DWORD

¥iE: 0

(0 RREM AEC, 1XRTEMA AEC, 1R Regkey R7%F7E, HdxRtcEngine FEINITRARBA AEC, MEILIE
R E R TARINfE )

Microsoft Teams i {¢EYIEIRINEE

+ BiEHTF Windows #9 Citrix Workspace 2R 2209 #2:
- TR Microsoft Teams # WebRTC kA B4 EIkkA M98,
« BiEAT Windows 89 Citrix Workspace R FR12FF 2302 i2:

- BT RER Microsoft Teams MEIMIEEIEZFTH - HEENIHS LHESIRBEPHNRIASTINLE
B, Citrix VDI sp&Z53 1L Microsoft Teams £F o Y BB B IMIRE %R UL ECER = 2RI Eo
B2, MRETE Microsoft Teams FBAMER TI4E, EHEREME, HFERERBEARIAE, £E
B& Microsoft Teams &2, EHERFSTE,

BXERFERBIELR (EOL) REMMAHEENINENES, BESRIBMR L,
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HDX &4

June 14,2024

HDX BENEFMLHE

HDX BEN &M ErET R EXE A E iR ICA ENSEETE, BEEARNHBERTIRENRENE,
X—RENEATERESVMFHECREIZT K, LERESEENEF.

RHBIFIOREN. BROXMA R, ERAMEIITER. EapNRRMIMWER, AIRA R K,

REFSENEXEXEMURE ICA 2FEPHHERRS SN REMFERFEM. MREAXMER, FHERFELD,
L EREHIERN SIE=ENRmA R IFMER BT,

IBEEAT Windows 9 Citrix Workspace R ABIEF 1811 hE ka7 ZiFILbIhEE,
5E:

HDX BigNEH @I N HFHIMNE R inisE VDA SE TihHE X, Eib, ZEBAIRFALXE CTX125027
FRTAEEF iR AR A R X BERREER,

EPEIVAZ ]

BiER &2 Citrix Virtual Apps and Desktops #0 Citrix DaaS sgg—f#lEl, RF&EAEER Enlightened Data
Transport (EDT) 57 ICA EZNERMNITHEE. BXiFMES, E21A Citrix Virtual Apps and Desktops X
EL VISP AE R

BEIMNERB BRI
B 2311.1 kg4, Citrix Workspace EARRFHERAZARBRAHITEMEER. HAFBIBERNERESE
KEPMAHITIERRRT, HIHRERE T SERH R AN B A A 7R3,

REEEA VDA IRz 2311 EShRA. BAERT, i&AF Windows 89 Citrix Workspace M AEFHERT It
InkE. B2, ©7F VDA ERFEARS.

EEAEMNELABRLZER, BREEUTIMREFERESHIHTEN.
T F%4iE VDA:

o EMERIN: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\Audio
{E&#R: EdtUnreliableAllowed

« fB2¢84: DWORD
o ENIE 1
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x+F T{Fuh VDA:

o EMERI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio
o {E&FR: EdtUnreliableAllowed

o {E358Y: DWORD

. BEHUE: 1

M EBRABTEER

June 14,2024

FRBABTEERRMLLE VDA ImEMAIFFIRHH Web TiE, thihie=fEA Citrix Workspace RBEZFAERF
ImSEBICAER I EIME|ZE, %5IZSM URLIZEX HTTP A1 HTTPS W&,

MY BRABTEEMZFF Google Chrome %88, FRBABEERINER Web JIRBNABEERIEFIHILE,
##e)i27E Citrix Workspace M ARFHRERNBIMERIA 2R, HINRERMEER. NEAENER2MHH IS, X
FEAT LB N S B SR =R Web TlEm (XRER&& HTMLS 5t WebRTC #4789 Web Bi@E) BYRIAF K%,

+ cookie ERIEFEFRHAGFE: BRUHAHENBMIKEN, RARRRNEEHMNEE.
o NEBRMEXFERMALPIRERNES,

BXFAER, BRI GEATEE M,

=z

AR
NEBRNBTEEANEZF Y ARAMNERT Windows B Citrix Workspace WA F. ©A%#F Citrix
Workspace A2 1912 #12203.1 LTSR ks,

272 VDA LERNSNENAEER, EXLE Citrix Web Studio LB THRS:

s MEBRABEER
o NEBREEER ACLERE
o NHBABREEMSHIIELER

FCE N N AN B EE RS 0N 523 IR SUIREFEN KRR
7£ Citrix Workspace R 12 2303 ke, EaI i AETF Chromium Embedded Framework (CEF) B930%
EEIRNIBEEERR. ERERRE, BRITUTRE:

1. T EfRRIERS.

2. Sfn® HKEY_CURRENT_USER\Software\Citrix\HdxMediaStream M&RE®=Z,

3. SIZRBLUTREMNEMERE:
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o JEMEMBIR: BCRProfilePath
o SEMRE: ¥/$E <folder for CEF based BCRtmp files>

4, E#Esh Citrix Workspace R 2R LUEFT AV E B .
AR
B 2311.1 A2, Chromium Embedded Framework (CEF) BirRABFHERE 117, thhRAH LGB T2
RREIRIFo
PR
HRBABTEERA LT RS

o REHEEBHEOHSIE cookie HAIEM Web M ABIERF.

« B Citrix Workspace fZA#2R 2311.1 k42, Rz Microsoft Internet Explorer,

& Google BHIIEARS (10 Google Meet) HIRIRIER LBt R ko

o YRR BRIERTE Microsoft Edge FIEX A%, BR, MRS A,

o EANKSENBEERE, HAZA HTMLS MSAETE [ HRg.

o B, ATFMEFRE. MELTREULTEHELLEENES CEZRERRE, REAFARSMNERIEHNF
EE, JRBABEERSHE B BRIEIRIIRSHHIREXT L EE R

o BEEMTENXGEHEESY (ERLBFPNEFIHITENL).

&= 7T BCR AY14EE
LUdl, BCR EREFIRHMETIEET, HAEARIERFRREFENER. BENENERE, HEXSHEM BCR
EEMTENHNESHEETEEREMNR BT,
B 23111 iAie, AT HRRIERE, BCREFRNEPER, HERERETIRS BCR AL,
BIAERT, LINEERTFRARS. ERRLIEE, BRNTHREE BCRStoreCEFCacheInMemory:
1. £ “Bf7 &®<HER regedi t I EMEREESS.
2. S8 HKEY_CURRENT_USER/Software/Citrix/HdxMediaStream,
3. 8E—1& A BCRStoreCEFCacheInMemory # DWORD B ZmMEIZE A 1.
M8 BCRStoreCEFCacheInMemory KEIREHN 0, BCR BERAEFHEZZE,
PR :
REFEREFA/NRENIZES 10 MB,
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RARBEE M

June 14, 2024

NENBEERRBEATEBAREATFHIENMENZIZFiH URL EEM, BRSB[IHEMAE Studio higE, BF

IR NIZE Citrix Workspace M2 FAHREN R ERIERTIZE,

Citrix A& P URL EEMIRE TN P IHEE R AL AERFESR. B2, RITZNEXMANEH Windows

ERIRERANEATEE M,
ALUERUT A ZZ —BRAREARETEER:

1. AAXBEIR (GPO) BIEER
2. EMRRIEDSE

=z

AR
o WEABEERESHNBEFBNLTERERSHSIEPREER.
s MIERSHBNEF K LEANAATEER, ERSSRHZF G E2AN, ZIEEEEA,
o 35 URL B, ALUEE—" URL S SHMRH URL 51K, AILERES (%) fEEE.
ZFEA GPO BEEIREANAASTEEM, BHITUTRE:
BNEERREERT Windows 89 Citrix Workspace [ BiZ2Fi#BA SRR R EEIRIRE S,

1. @dia{T gpedit.msc 77 Citrix Workspace 5z T2 A R8T R BIEIER.

2. TAFRETAT, HRETIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K,

3. EFEWEARBTEERR,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled

() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether
its Desktop or Application is decided based on the Type specified
below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. FEAHNNAEFHAEEZNFRT, REBTFEHEEMH URL BHEREZMR.

PE =

B4E URL BY, $EESD URL USSR URLFIR. FILUGERES (%) (ERBEN.

2. MEEMRIFERNEARHERET, REFEERZFVAEFHEH.

3. EAWEEMRE VDA B URL FE&H, WALREERE URL, AR SOMR5IR.

4. EEREER URL BENERGNAEFRK@ER? ETUUEAR URL

5. BEETUEBT—IIIR, EPERMEMSAIFEE@E VDA 89 URL FEHFIHAIER URL LA, ZEL
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NS5 BRI BIERFRIFLE,

URL-specific published application or desktop overrides:

Value name Value
hitps://www sample.com Published Browser 1

hittp://~ intranet net Published Browser 2

6. EAWEEMEZF KL URL: FBF, BABTMRSBEEREZF %N URL. B SHRYIR.
AR

&4E URL BY, $8E# URL USSR URLFIR. AIUERES (%) (ERBERM.

7. BENAMAE.
8. E®<1TH, BT gpupdate /force @<,

EfAIMREANEAREER, FRITUTERE:

EERANAANBTEE®, B Citrix Workspace MABEFE P in LUK M Citrix Workspace N BEFREXH
% C:\Program Files (x86)\Citrix\ICA Client) &fT redirector.exe /ReglE®
<L

BE:

s FHRAREEAANFT2SBRENBEIFEE, F0, MRIEET VDA MULUE URL https: //www.my
\\_company.comEBAEEAZIZF i VDA, MR ER/HFRE,

« URL ZEEMXEHFE URL: HITERIL2RAY#bA = Rl E AN 2R S AR EIR URL, EEBURTF I
28

« MRBRBMBEBRNE N BIZFERZ N StoreFront tkF~, = StoreFront ik ERBFRIGSHET
B ARFRRERE.
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o FNEEREOMRE URL EEMEIZF R £~ URL EEME VDA BY, MRXNLRBEITH, EEEH
URL RE3mam-= I o

o TR, BT, PDF ExXHFHRIERA T iR,

o WIRINEFE—MRSBXALEXE, HFEINNBSEERRBEIR—SHENLRERN “BRA", Citrix
BIVEZRRS SR RBXBR ENRA (URL) EE@EINEE, UL URL EEAEEIET.

+ 7£ Internet Explorer A1, #FHi&E > Internet ;£ > 54, RAEEENRHL THWEHEE=ANE
T RERE,

PR
MREERBFRIESHEAAMEY, WAREFERLENH,

ETF Chromium 893 28 753X E URL
WERNBEE @A FEFEARSSBNEF IR LRSS URLEBEAIMNE P HREERERSBUMMIRSBEECQIE
o

fRs3 25558 7E Delivery Controller Lig8, EFinHRgTE Citrix Workspace M AR LIgE, XLEHRSMHERAR
B3R (GPO) BEIEEREITIRE.

Bhk7s 2106 &, BX Google Chrome #1 Microsoft Edge #iNT Ml URL EE A%,
WEFM

« Citrix Virtual Apps and Desktops k7 2106 St E Sk as.
o NEBREERY BEFRE 5.0

% Google Chrome %28 A EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A .
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

AR

£ Chrome %188 EEAXLH S, FEMM Chrome M ENAERENARABTEERY BEF.
ZMME URL EEMFEUHEM Google Chrome #5528, 1M Citrix Workspace F A2 REX #KHIEITIU
T

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose

AR
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WNRFEAIR FERY RIZEF NEHIMUTHEIR, BRBIZER:

Websocket connection to wss://... failed.

Bx7£ Citrix Workspace i BZFHEE URL EEANGES, BSRANEATEE .
BEXNEBRARTEETENFMES, BSH Citrix Virtual Apps and Desktops SCHFRE 2SN A EE Ao
Z[51k Desktop Viewer BOTHES, BHITUTIRME:

NREART %1 Desktop Viewer &0, MBIAERT, LFIEENRENEEIEERE, NEAPEEANEEZ R
H, BXXESEIES AT AR, B RmiETEMRmiEsS, TIUZRIRINTRHM L Desktop Viewer 50
RS,

IR

AMRBEFALSSHTENDR, JEEEEMRERERSA. Citrix TEAFRIEIRFMREESEBFCHSHE

MV ABEE IS LUR R, R EMRFIESRTBIENI, EREIMRZE, BESHHITED

s EFAFKREL, RERENILRENYFIAFAEEEZMHIIEEARS TR, EUTIRRIZ—FEIE—I BN
DisableDimming 9 REG_DWORD %8, RE#i&& LR Desktop Viewer, MEEENEE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

HE, AUBIEUT MR —PRIZ2EERN REG_WORD & BREXAHKE, MERIEHZE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer

« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEFMERI A, E1%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS SR 2E B NILIhEEIRE
T HRBE,

RizZxBRENETIFEE, 01 true,

MRKIEEFKERBEXBILEHR 0, 1) Desktop Viewer §OIK LR, MRIEETZMEEB, WEERUTMRER.
HHERPIE - FERHERETORE LS

HKEY_CURRENT_USER\Software\Policies\Citrix\--
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\:--
HKEY_CURRENT_USER\Software\Citrix\:-:
HKEY_LOCAL_MACHINE\Software\Citrix\--

> wnh
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ICARESSE

June 14, 2024

ICARBESEXHIRIIMRIGEN ICA XHIEETIR, AFEERAEX Citrix Workspace RZB#2FH1TH. EiE
BT LUfERA ICA B SE 3T Citrix Workspace M AEFH S E1T A THEHR,

ICARES%E (PDF T#)

IR

November 16, 2023

KEIBNBUTAE:
o RAR
o BE
o $TEN
« USB
o B iRIREHER ARG
o ZRX

AR

June 14,2024

B3 ERAR

EX RATIIEERE B E DR R P & — i RIS EER.
BXS RATERRR RSB Z BIIRRIEE, I, ERABRGEGESENNAEN, ZIIFEER. YRAEFER
MRREEARAAT, ENERIE 3D WRIGRY, SHITMENTRELFHNUETEX,

HEX RAT SRR M T BT LUAEX 5 M IREX 75 SR AR AT B A0ET. FEEX RAFMAMIELEX RIFmARIRA
EFEERALLERE,

TRILEEAPNESIEENM FECEIZINE, XA LIERAITHITIAER =) B .
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} =r

AR

IEINEENE B AR RE=IEFER.

WNREAEMRRIESRE default.ica XHEBEZINEE, NBMERIFLLRE, ZIEBAIFA.

fEREMRRIESRE BN BT

RECEZINEE, BRUTEIMRIIRENER, ARENBRHSE, UEEREN:

EFEZMEEEESXEEM AR, ERITUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFEZIEESREPEM EATA, BERITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o Z#R: Mouse
o HA: REG_SZ
o {&: True

AR

o EEMREFERTIEENERLERST ICAXHIEE,
« 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXMHER. RENERIGERS
IR,

£/ default.ica BB +EXT BT

1. T defaultiica xx &, ZXHEEEAMTF C: \inetpub\wwwroot\Citrix\<site name>\
conf\defau'lt.ica, H sitename AELIER NEIEERRZ TR, 3T StoreFront £, default.ica
X&E@EEMTF C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.
ica, HA storename RRIBRNAREIENAEIZENEZ T,

2. 12 WFClient Z4#HmM—1N& 5 RelativeMouse BRI, FEEIZRENS JSON MREENEE,

3. IRIEEEREE:

o true — B AMEIRIR
« false —Z2FEW BT

4. ENBRMSIEUEEREN.
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} =r

AR

EEMRFEETIRENENRSRST ICAXHRE,

M Desktop Viewer /= BB BAT

1. &% Citrix Workspace A2,

2. BHEAGHNRERIE,

3. M Desktop Viewer TE#=r, FEFEIE,
RN E3R “Citrix Workspace - B30 &0,

4. EEFEE,

5. EENBIFEET, BRAGHEENRIT.

6. BENAMHBE.

AR

M Desktop Viewer E2E1E3Y BARMCE ZIIEER B FER1E.

W

June 14,2024

REREAN

iEBATF Windows B9 Citrix Workspace AR 2B AN RBASEZRIENLARFIEE. B2, RIAER
T, EERRELERATESURREITHRINGE. XERB[RFSXNEATFEMAT Desktop Viewer TEEZHN AR
GIE T

BE:

MNREAT Desktop Viewer, XEPIREAIETIER, 18221 Desktop Viewer MR REES .

72 AIAREEA T TheE EANR

1 Shift+F1 7EA#3E A Windows NARERFHSEE
LUTH “FFR” @
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10

11
12
13
14

15

e

1

S o

AINREER

Shift+F3
Shift+F2

Ctrl+F1
Ctrl+F3
Alt+F8

Alt+F9

Ctrl+F2

Alt+F2

ER

&
&
Shift+F11
Shift+F4

Ctrl+F12

% Citrix £3F5 0
NFR AR, BETERE
REBORAZ BT
., WFXRMHE, BFELRE
REFORK ZE#TH]
1o

JAA Ctrl+Alt+Delete

A ESEES

A Alt+Tab (510t

2o

@A Shift+Alt+Tab (&

EESI%28) o

J@A Ctrl+Esc ((E=mEH

TH “Fsa” x2).

JEA Alt+Esc (& 0O).

e, Ctrl+F5 BATER
4ErEThAE. FAEIERA.
RE

RE

RIMERIEED.

e IME 8=, R7EECE

7 IME HEE X,
R3S R AT

@idiz1T gpedit.msc 77 Citrix Workspace R RiEF A RIS R EIEIER,
EHENRETS T, BEEEEER > Citrix A4 > Citrix Workspace > B P&,

PR REET TR,
EREEA
IRIEREEH 7IE, ARRAE.

E#asn Citrix Workspace M AR SIEUERMHAIERE K.

EAXNR

N AREFMRE
IVAZZEEIEZE ST

N RBiEFMRE
N ABEFMRE
KH

KMH

N AREFMREE

IVAZEEEIEZE ST

KH
KH

N AREFRE

AR R MXEREA RS ENNAEFERNRESEHR, WREKEXMER, WAIDEEMRES XE
BRzRES. BEEAARKREEREAR, BRITUTERE:
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A Keyboard shortcuts O x

E‘ Keyboard shortcuts Previous Setting Mext Setting

() Not Cenfigured Comment:

© Enzbled
() Disabled
Supported on: A Citrix Workspace supported platforms
Options: Help:
Access Remote Session in full-screen only - E:;g;talocz S:: I:JI:: configuring key combinations that the Citrix
Task List: | Shift w

From the Windows Key drop down menu, select the preferred
« F — option. The available options are Access Local Desktop, Access
Remote Session and Access Remote session in full screen only.

Close Application: | Shift - ) o
When Access Local Desktop is selected, the key combination is
+ |E3 " applicable only to the local desktop,
Toggle Full-screen:  Shift e When Access Remote Session is selected, the key combination is
applicable only to the remote session,
+ |2 ~

When Access Remote session in full screen only is selected, the
Cril-Alt-Del:  <Disabled=> w key combination is applicable to non-seamless [CA sessions in
full screen mode. By default, this option is selected.

+ |Fl v

Task Manager  Ctrd e

~ F3 ~

%, EREE 4RI Default.ica 7F StoreFront RECERARES N, BSHEESEEE, 7 [WFCLIENT]
o, AT ITARNNHENRE:

B &
Hotkey{n}Char F1/F2/F3/F4/F5/F6/F7/F8/F9/F10/F11/F12/minus/plus/star/ta
Hotkey{n}Shift Ctrl/Shift/Alt

B, EEiREAR 2 (BFxA Citrix 21FE0) EEAMEA Alt+F3 £ Shift+F3, &&mM:
Hotkey2Char=F3

Hotkey2Shift=Alt
<!--NeedCopy-->

EZARESR 2, UWEFRANRESR Shift+F3 £2%) VDA, MEBEMIRES, BFHTUTERME:
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Hotkey2Char=
Hotkey2Shift=
<!--NeedCopy-->

Desktop Viewer By &REA

BEERT, Citrix Workspace BRI FREREGRAENNAEFIEHE. B2, RAMERT, FLgEs
EANEHSINEE, XERiES R IEMER Desktop Viewer BHER, MREZAHT Desktop Viewer, ESi5E
BiES .

INRFEA IhgE
Ctrl+Alt+F1 rEeR5\FAOZETR
Ctrl+Alt+Break HAEESIEN L TXXRER

AILAEAARBEENX (BR8N 2RIRMENRESN. TEBEXBTFITH LT XRENRES .

@idiz1T gpedit.msc 77 Citrix Workspace B RT2FF A RIS R EIEIER,
EHENRETAT, BEEEEER > Citrix A4 > Citrix Workspace > B P&,
%$% Desktop Viewer g9#EERS,

EEERR.

RIEREEMLE, AGKHAE.

E#asn Citrix Workspace M ARF SIS UERMHAIERE K.

S e
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& Hotkeys for Desktop viewer O x
E‘ Hotkeys for Desktop viewer Previous Setting
() Not Configured Comment:
© Enabled
(") Disabled
Supported on: A Citrix Workspace supported platforms
Options: Help:
Customize fullscreen toggle:  Ctrl T Thisfgature allows you to toggle bMEen a full-screen que
and windows-mode in a desktop session. You can now switch to
+ AR i the preferred mode using customized keyboard shortcuts that
can be used as hotkeys,
+ F1 1% :
Customize fullscreen toggle hotkeys lets you to select the key
combinations that you prefer to use to toggle
Mote: This hotkey works independant of "AllowHotKeys"
Registry value,
REHAHIMESE
RETH
=

B AR LB X Y Citrix Workspace M ARRFERPIRMHEMN SIS “BEAEEN R, EXFHESR,
BEEH BREEIT Ko

RERRBES ATFEESTFAIRRELNEERETRZETHR. RAERT, WIIELTFERARS. BEHRBEDINEE
AWFEFHRERTEEHED ENNBEFNKSESE,

Eftf GPO EEEREERERBRAY, FHITUTERE:
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AR
GPO EEBMM =T StoreFront #1 GUI B2&,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RBE R EERIER.
2. HIHENRESAFREET AT, BREEEER > FMEEER (ADM) > Citrix A% > Citrix Workspace

> AP &%,
3. EERERIREREK,
A Keyboard settings O *
Ei Keyboard settings Previous Setting Next Setting
(O Not Configured Comment:
@®) Enabled
O Disabled
Supported on: [ ) Citrix Workspace supported platforms
Options: Help:
Allow dynamic sync | Mo > The keyboard layout synchronization feature lets you switch ameng keyboard
N ! layouts on the client device. This feature synchronizes the client keyboard
Sync mode on session launch layout to the server.
Sync only once —when the session launches ~ This feature provides you with the following options:

» Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two options.

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches, Any changes you
make to the client keyboard layout during the session de not take effect
immediately. To apply the changes, log off and log back on,

» Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEFERA, AEERUTERZ—:
o AFHERAY - NTHIRER, EERHE. BEXFFAHREMREN, LENIBEFAHRETERALE
BRS3E8. EFfE, WETESNFITIESERAEF i IME.
AMETUEZR RGBS TE M HED,
o REBHREPERN - N THERBEPERUTERZ —!

- REP—RK - 2ERHN - ERERNEEFAIRRERBEDIRSR. EERENEFHRE
HRMMEERESRASLNEN. BENAEN, HEFEHERER.
- FAEY - EREFPRERRS S LEENRERR.

5. ERNABMHE.

2ERETAFRRERERRTRRAY, BRITUTERE:
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1. pBHXgERFE Citrix Workspace R R2FEIE, ERELAEED > BRMNIEFIZ,

LB R BB RANIE S IHEE.

@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIIZ—:

o XEP—R - 2IEBEI - IETHERIEB M VDA BFRERF—Ro
o ATBSEY - EREREPENRT FFIHRENKRER/HHSELE VDA,
o FEY - EREFPIRERRS S LFENRERR.

3. BEHRE
ZFA CLIREREBGREY, BRITUTERME:
MERBTF Windows 89 Citrix Workspace M BEEFREXHFFPIEITUTHES,

WEERT, Citrix Workspace MARFEREXHXMTF C: \Program files (x86)\Citrix\ICA
Client,

« EBMA: wfica32:exe /localime:on
« E22H: wfica32:exe /localime:off
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EREFIRBEREFHETRBERF K IME (MNERHESR). MREARIE. PXIEHETFNAF R TERRS S
IME, MpFu@EeERasiziTwifica32:exe /localime:of f kERFEFHRERBEN. AFEEIT
—MEIEN, RIERERATERSB[IRENRERD.

BN, VREFREEHEBEEDNIEPFEIER, EARILEA, EM Citrix Workspace ARFIHHERE
Fo

FRGSTAAREREGREES MUal, sAIUER GUI EBINENLREXHREEREHRBRS. 7 Citrix
Workspace ZA#F 2309 kiAH, SINTUTHSRERAGSITRAAREREFRAES .

we PR
wfica32.exe /kbdsyncmode:once BREARSERILEN “NEP—K,

wfica32.exe /kbdsyncmode:dynamic BRERSENIGEN “DEEP,
wfica32.exe /kbdsyncmode:no BRERSENIGEN RSP

MERT Windows 9 Citrix Workspace MAREFREXHFEPIET LN,

BEERT, Citrix Workspace MBEFHREHHEAITF C:\Program files (x86)\Citrix\ICA Client,

7 Windows VDA tEiEREZRES
FE:
BT GERTF Windows Server 2016 XEShAkas, £ Windows Server 2012 R2 B ERirzA<H, ERIAE
NTEREERY I8

1. BeEmRFEESRHSHME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. f1# DWORD £H DisableKeyboardSync #EHEIZERN 0,

1 ZARERRRLIhEE,
3. ENESIEMEERER.

#£ VDA #0 Citrix Workspace N A#EF L EAREARRE, RBEHRIEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEAXRTSIEREN B EETIRIZTRIHRERR.

7z Linux VDA HEBRERS

BRIt SR RAHEITUTEHL!
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-
d "Ox00000001"

E#Ezh VDA LUIEERER.
BX Linux VDA EHNREHRBRSINENFRES, BSHNSEERRRED.
RiEE S BB RNIEE

B REREELBANIEE, ERUTRIEESSEETTIREETR. RETRVRANZERD A ETTM. [BE
BHHEES, FESFH—RIEAEFIBRARS SR HI A EBRNFTEN

R4
=R

AMRFEFRLERSHTEND, ARFEENMTRRERR. Citrix TEHRIEEEMRFESREAF LS
BRI RRE RIS AR, EREMRFIESRTEIENIG, EREIMRZE, BSLHITED,

fEREMRRIERRRIR R BB IEE:

1. BEhEmREERAHSHME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. &% %5 HideNotificationWindow 62— MNE /R REEMERI,
3. % DWORD Ei&REHN 1.
4, BEHE.
5. ENEIRIBEUFEERES.
PRI :

o ERRANMIR (BN, ERB|BEXMNHBEFER > WEERSMIET) BTNZENAEFLESEF KR
BRBRY. BRGE: FoEXNRSSN (VDA) LHREHEFEREREA UAC,

« MRBEF K LNREF/EINRSSAIFNGRE, HTFR2RE, BEBRREH/OEDINEE. LER7
NREFRRAANBENR2EY. BNEREHERALSIE, HIHEHERERSE,

« ERDP 2iEH R, AR ALL + Shift REAXERRERR. BRGE: £H RDP RIEFHIESIEY)
MBREHR/.

IkThEe?E VDA 7.17 RESRA EBITHRIEFA Ao
&/ GPO EERIRECEIES1=:
BEEETNARFREPHNERENES.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
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2. HIHENRESAFRET ST, BEEEER > KHBEEER (ADM) > Citrix A > Citrix Workspace
> AP K5,

3. EFIETIEHREL,

4. ZEEBA, ARREUTEIZ—:

-FERESEHRENAREFRIEF.
5, REESE - ERENAEFERREES =,

iy E-II]]

5. SEHMAMRE.
ERER AR RERE S
1. AR BRI Citrix Workspace R A2 R EHF 2 B R E AT,
2. EERETESE,
3. EFESEETF.
4. EELTERZ—

- ERESELRIERET.
b) &, REESE - BRERIEHREIES

5. BEHRF.
REEF AN AR,
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@

Keyboard Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

@) Yes.

(O No, hide the language bar.

Save Cancel

AR
o ALEESRIETERISE.
s MIRNEE—MEANES, EEESEEFERIERET.
7 “BEEEIN RPREIBESISENE:
A EREMRIES & EEMRPIREIE S 2%,

1. BarEMREES.
2. EMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. fl#E— DWORD f&# ToggleOffLanguageBarFeature, FIiEHIZEN 1 LIE “BREEN KPR
GEEZT B,

BWRARFIEENERESS (IME)
AR

WNREERRZE Windows 10 2004 FRIZIERS, NESIERER IME DHEER Rl ER BRI LR AP, XLE(R]
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AR E=FHRGNERN. BXFMEE, 1E5H Microsoft TRXE,

ERGLTRELEERAEF I IME:

« EERERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA Clientii&fTwfica32.exe /localime:on#&%,

@ Citrix Workspace x

Enabled.

IME on the client side will be used in the terminal session.

« EXEERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace ot

Disabled.

IME on the server side will be used in the terminal session.

L

pE=W
ALERASSITAXxwfica32.exe /localime:on EREEREF I IME MESHERT
« EXMEAE,E IME, EM Citrix Workspace AR REXHFHK C: \Program Files (x86)\

Citrix\ICA Clientisfswfica32.exe /localgenericime:off &%, S TEM
BEFRETIZE,

@ Citrix Workspace >

Generic IME is disabled.

MREASTEOZATEBART i IME, MeLi@diEiTwifica32.exe /localgenericime:ond
SHERBRA%EE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 272


https://support.microsoft.com/zh-cn/help/4564002/you-might-have-issues-on-windows-10-version-2004-when-using-some-micro

iEATF Windows # Citrix Workspace R RiEF

@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace [ 2R TELEhR AR 21508 IhEE. AT EfTwfica32.exe /localgenericime:on
HERBAREAZIEE. B2, REHKBRALSRENMALASTIRAX, MREERESREIRAX, PIEEFRE
RBAEFG IME,

ERERAFRAEREERE ik IME:
WAZEFE IME £% VDA 7.13 siEShR S,
AILUBT EAREMBRS RERAEREF W IME Iitk. BXFHAER, BRRAEEHRREY.

Citrix Workspace [z 12 A EECERRBGETLUEABAZ P i IME, B LURIBER R A B MIX L LR
FRFEITIE R,

1. A H@EMXiEgsH Citrix Workspace [z 2R B HERERE D .
2. EEFERmA A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

alachng this op

Sonsumes lass bandwidbh with opbimurm De o nos
%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEBEDA AR AR IME R

1. ERRSEE IME - 2844 IME B ReEFERERS S LIEBINIES.

2. B IME RENSMHRERTN - EFRRRIER TERZM IME, HhETR 2R REE O IhEE.

3. ¥&it IME RBEAREFREER - EXNKEAFARNERTEAZM IME, hEBSBAEHERE. RIABER
T, EFERATEAEFR IME BERIED,

PRBYERN R A F HAT &%,
fEREMRRIESEEARREE:

BRTBEATFG IME B, sJUfER Shift+F4 #itEREE IME R, IME RBXNFEEIESIENELAE

o
BIAERT, BAZFIE IME FWRBLFZERARS.

EAEMREESRD, FME HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

%% AllowHotKey HIEBIAEEXS Lo
I LUfER Shift+F4 ABAEIFPERTREN IME 25X,
FERXLERBASHITIIRN, IMEEXWRRERSHMEIENS L.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



iEATF Windows # Citrix Workspace R RiEF

Local IME Off

High IME Performance

Best IME Experience

PR

o BAZTFH IME 732 Search Ul % UWP G&R Windows &) MARER UK Windows 10 #2{ER LR
Edge 28, AL BAERIRSSS IME,

o BAEPFI IME £ FRIPER Internet Explorer 11 ARZ %%, @AA%: TLUER Internet ixmiiz
ARPER, B2H, BRHEREHICHEPBARPER,

RERBNETS SRR

i, SEEeREXTEMGE, REZFELMNENESS VDARY, EXMERT, NREE Citrix Workspace
AR LERETXEF—R - ERIEEHE, FEMNTUNESIEMBER, WX AFHERRREETEREE L. F¥,
MREFE Citrix Workspace M AREF LEEE T AFMSES, HEXRIRIEOER, BEREZFF G LHRE, R
E#%EI2RER,

B 23111 A, EFELRRATRMGE, FFHLMERINREERES VDAY, 2iEFFEeRRATRE,
TRILME P in EERES P BRNRETRPIERARNRE,

RIEBENES ZMRETHEETE VDA RN FEARES, 7 Citrix Workspace ARFHERIANS FEARS.

WEFN

BERT Windows 9 Citrix Workspace W BiZFEH:

BRENES—RR - ERERMDNEEGRIEE, BXFREE, BREEHHXE.
£ VDA t:

BRLUT VDA %EBE:

+ Unicode BR2mEME. BXFMER, EBIAEA Unicode s2ifmEmatsk g amin \z45m1E2E (IME)
s BERIRREBHERBESM IME BufThEE. BXIFMER, BSREET RN ERHES (IME)

Citrix Workspace N Bi2FE & :
WTHEEOERFEMEE. BINERT, I TFRERRES. ERALINEE, BEHRITUTRE:
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1. &#i%l All_Regions.ini X8y [EinimE\#a] 29,

2. BRI REF M E M SyncKbdLayoutlist to HKEY_CURRENT_USER\SOFTWARE\
Citrix\Ica Client\Engine\Lockdown Profiles\All Regions\Lockdown)\
Virtual Channels\Keyboard,

3. BEKEN L

VDA ECE:

RIERHNEL S REEETE VDA LR TFRARS.
BEAIIhEE, BIRWTARERR VDA EME:

1. T EMREERHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,

2. ¢I22 DWORD £B8 DisableKbdLayoutList #EHEIRERN 0, HZEIREN 1 22BESERMNE
T L RRERINEE,

3. ENEMREUEERER.

TEN

June 14,2024

FTENM

BEAPRE LRITEINIRE

1. FARPKREL, MNNBEFPRENITEREPEFE S,
2. ARFIWREET L, BE ‘SRMLT, HER ‘BEREE M ‘BENFEERE" &£,

ERBEEEE
EAIFEM Windows iR iR ARz AR A BI2FF=m, Citrix Workspace BEFFHEUTER TEHET
REEA:

o EHET XABWANFRE, UKk

o HigEAFIKEEXTFIRBRERE,
ERLERE L, EREERT, Citrix Workspace NARRFLEERLNIZENER. RERSHUAREERFEH
HIRET H I,

BECERTERRENRZI B RFERE, FHITUTIEE:
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« £  HKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\
Configuration\\Advanced\\Modules\\MobileReceiver & &) # REG_DWORD f&
DisableKeyboardPopup, ¥

- BEREN L

=W
£ x64 1+ E# L, 57 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\Engine\Configuration)
FelEZE,

REAJLUREAUT 3 HARRIEN:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#d) (REHES): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF#HE) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

PDF $TEN

iEAF Windows 89 Citrix Workspace [ A2 F 2 FERIEH#1T PDF #TE0, i@id Citrix PDF 3@ TEN#IRTh
2R, &R LUTENER Citrix Virtual Apps and Desktops #0 Citrix DaaS EizfTHEEN BIEFMEEE X
(=N

LI MITEDIHEIEF%4E Citrix PDF TEDHETRY, ITENHIIRENIZF 2GS H07 PDF H#¥§1tt PDF FREAH#DIE
%o Ma/alt PDF 2fEARIAR PDF EESZBBNUAHITES, FHMARIEZRITENNITED

Citrix iR Google Chrome %285k Adobe Acrobat Reader &%& PDF,
a[LU7E Delivery Controller L/ Citrix Studio EH Citrix PDF #TED,
MR

« Citrix Virtual Apps and Desktops 7 1808 siE= ks,
o BAEENIHEN LEDLE— PDF EEE,

25/ PDF4TEN, BHRITLUTRME:

1. 7z Delivery Controller £, A Citrix Studio, EAMEEREZFEET R, PJUACIEMER, WeUHmE
AR,
2. ¥BnheliZ PDF @RTENVIRIRIZE N “ERA".

=35 Citrix Workspace R BIEFS1E UEF BT E BUE K,
PRI :

« Microsoft Edge %88 Rz PDF ZEEFITENTHAE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



iEATF Windows # Citrix Workspace R RiEF

& Windows Continuum £ Windows 10 9% [ 4R BB RS =,

Windows Continuum 2 Windows 10 89—IIhiE, AIUHRRFIHSENERRE. EATF Windows # Citrix
Workspace Ff#2F 31 Windows Continuum, SiEsiSEHER.

SHFRBATMITIAERISE, MRKREFBENEIR, Windows 10 VDA EUFRBRIER SR, E# T REN/ME
B, EMKRERNEM. EEAEFmigE E®E Surface Pro ¥4 —1§8NWRE HIRESUEEER, BIEFiRE
RS KRERR ZETHR. BX¥MES, E21 Citrix Virtual Apps and Desktops X4 AR#IE A F it 1& &1
TR EERHR o

HERATMITENEFHEE L, SEEENEMEEDRIEN, Windows 10 VDA B2 & F 7 R B,
HEAESIEIEPEESS BREBNBAAN, L#HTEN, tkINEEE VDA LRINLTFRARS. ERAILIRE, FE
FA Citrix Studio BRI IR RS

FiREBMEXIRE T EETHRENEFRE:
o THAHIIRH,
 FeRENEBINAMENBEFSUERERITH.
- EEEEE “RE” &,
o MESHEHRIBRT Elfr.

SEENRBEANBAFRRE, ETUGFTREMEIRN PC —##17XE,
AE:

EATF Web 89 Workspace 7%#f Windows Continuum Ihgg.

USB

June 14,2024

USB 2 #¥

USB & #siFEE Rl Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£H USB i & # 1T H,
AT USB IRIENEITEN, AR ZEEFRCEEREZEEMSEE. ITHAFIEEEEN USB & & aiENFIEED
25, HEEMIE. PDAL FTEDHL. B MP3 Bikes. L& TRITEN. Desktop Viewer B RILUER T A4
By EETUEHIRE A T Citrix Virtual Apps and Desktops #0 Citrix DaaS E£f#EH USB i&#&.

LEAMEERIBRER R LAN FFERE 15 USB AF &% (GIMNMEEREGN. ZRX. #H5ESMEN) PHENE
EIRE, LB A PG EFRIEN Microsoft Office Communicator #1 Skype F# 4 E#ITRX E,.

ENNAEFMNKEIEERFUTRENIGE, FIEAMER USB 245!
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.
AT
Bk

2

‘_
g
iz

o3

AEE A USBig#& (fidn, Bloomberg #4401 3-D Bin) BLEAMEA USB 25, BXFE Bloomberg &M=
8, B2 E Bloomberg $#4,

BXNHEMER USB RBEEREMUNES, BERAMIRPILXE CTX122615,

ZNBERT, FXFFELERAN USB 1&%i@id Citrix Virtual Apps and Desktops #1 Citrix DaaS #{Tinf2iE iz,
BN, MPREREREIRER USB EERIRSMRM NIC, FESWXMIGEHITIZEERE, BRIAMBERT, FIFEEMN
MRREFNKESIERERAU TR USB &%

o EhEACER

o &R NIC

« USB &422

« USB EIfz&Hces

ERREIELERN USB RETIZIZER, BEAREITETIZER,
BIAERT, AR TYIERER USB &R TFEMNARRFRIE:

o IEPFiEACER

« &8 NIC

+ USB &428

« USB Efz&fcs
o BIIRE

« RBEHFMHRE

USB sZ#HY TEA:

BF#EN USB ig&E/E, RARRE USB REENZIREHITRE, WURAW, WSRETEERIEMKE. ORI
REgIEAERIILIRE, NREEAMKERER.

BFiEAN USBig&ErN, AR ErEN, SHMAFRRINLE. BRI UNERSERNBIEHLE USB ig&iniz
ERIENSE, E, BPAIMUEE USB X, UEAERIEZAMN/HEREENNME USB R&HaBhinie
EREIRARBEMN S E.

BINER T AVFERZR USB ig& 3

#AIABY USB SRBEFMN 72 FER R EX5IEY USB 12,

BALTIRPTIHTXE USB iREX, BRPREXIGEHITIINCE RS EEEML BREFNKEIEHHET#
ITIRIEERE, b USB 8&EFIIM TR,
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

AE:
HEeE g% (a0 VOIP 8iF), EE#HITHIMLE, BXIFAEE, B52RMISH0XE CTX123015,

o YEREEOIRE (K5 05) - XLEREEMFAGFEDRE (HID), BREHRM L WAZRIK, HEG
BHERBRMT. B FEMNNERIFEIRER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXERER EEDHIY
(PTP) s iAf&ianil (MTP) SEGEHIITENBHAING, BVNETEERRAXBTEFHIGE, ATREER
LUEd A B SR HH R ER AR EAVIUERERE—X,

} =

AR

MRENETARBEEFERE, WNERTFIHIREIERRSY, MAFE USB 3HF.

o FTENNL (K50 07) - BAFLITEDEREREFEMYN CER ), BRAZIBITINEZNEEEUILETH,
ZINREATENN FIRE R ANMBELBRZEFI8E. EAXBMERT, TEITRBEERBITEINE, ARNEET
RfEREME, fli, #EEGME,

FTENVLEE % E USB <FER Al LUER TR

+ =

=

K g a2 EEAMINEERTENN) FEHTIIMNCE. BXREE, IFSHEMIRF.0E CTX123015,

o RBEFME (X7 08) - RENHNABTEEFMHILE R USB WEFREEE, HIABREFMHILEEE USB SNERE
#=Ixzhes. CD/DVD IEzp2Ef SD/MMC RikF8. WL ENHEMINEN RS HRMUATEFMED, OFER
IR BEIENMFN. KEEFME (X 08) FERTEMNARER, ANXERETEMNNAEFFARA
fEA USB i # TRtz ER. BN TFEEE!

01 ZMRHNFRE

02 #8489 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIRE (QIC-157)

04 saRYpyER R Ik zhes (UFI)

05 saRI A2 IR =N 3s (SFF-8070i)

06 K& 2R SCSI W EFNABEFHEILE

BEERT, JLEIEFIRRESERFRIGRABTEFMELE, Bt USB SZHHARLFEN.

« AAZ2MN (X3 0d) - RAREMREFTUMBRABTRE, BEATRIPFITRBFRVER, HXTEFHM
RIFEE,

o f5M (K3 0e) - MIRLKRER FIREMIMSANSTAE XM IR E. MERGE. TEDEARY. BRI
2. FLBMAESFIRE UR—EXFREEDEN.
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-
REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

« MAEFRE 5 0f) - XLGEOEMEERE. OXRENR. ST BREVSNMEEHSFIAET
Ri#IRE.

o NARFNMEERTE (X3 fefl ff) - T2 REFERARUBFFENNTKE USB BRARITEMRIMINY, 1L
BEBERTRAREEREE 5.

RAIANER TEL R USB iR &K

BAIABY USB SBEMNAF 2 F AL T REX5I USB ig&:

« B(EF CDC 42l (3027 0a). FAIN USB A AFEEXEIRE, IANEPHN—MKETEREES EMR
HH S EE,

o AMEFEEORE (£ 03), BASMHEANELIEE, BENAKFEDRE (HID) 85F: B8, BiR 18Hg
&, BR. FREE. BT HIes. REMIEEIThEE.

FX 01 XiFn 5194207 X, AJHBEMBRER.

BRINRY USB SREER A7 fER USB 885 (203, 7201, thi 1) 5 USB Bir (2 03, F%£ 01, ¥ 2),
XEFENEMERE USB 28, ASoREBMBEMWAERHITEYMIE, i, ERIENSEN, BEF
EAHERMITIZERAX LIRS,

o USB &4 (3£09), USB ELBAITRIINIREEET AT EN. TRTEHNXLIRE,

o ik (X 0b), BRFEFREEFERATRFRFHENERATEFIRRE, URRERARNEEFEY
SHE USB <,

B LAERE e RIZIBERIARIL B s Rk F88, MARE USB X%
o TR (K e0). HP—LigEr iRt XBIMEAE, HEEEXRNINEIRE (FINBEFREHE

B4R o
A USB REEF A FERXEIRE, BR, AERHRERRESHERA USB ZIHR ISR,

o HttKIRE (X5 ef, 72 04) - Hh— Q& a BRI R MR A 1. Bk USB SIS R A VFERX LR &,
B2, AERKRETEEAERM USB ZHHRMtARNIR,

ERALHITIRZERERT USB 198 5I%

HIEIEAT Windows 89 Citrix Workspace B BRZFRIR XX U EH A ini2 iE i Z LS ma USB 1I8&HSERE,. LB
AYEFERAREIETERAT Windows B Citrix Workspace #{TEM, XM T BEREMN T X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="
DeviceRules” Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PR AU E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

ENRIEF mEARN,
Bx USB & HRBGBIFAMEE, B2 Citrix Virtual Apps and Desktops x4y USB & & 58S S,

S48 USBREETER

USB 2.1 XE@RAZ#F USB E5RENHE, IS FIREEIE— USB SAHEENER, IRREXAED
EBEFINAZ240EE, HhE—E0S 00-ff BFHRRENFig&. RREMESHEMIBIARY USB ig&RMH
#EY USB 240R A FEER USB S4B FF,
ALREEFPRGER EAMNE S IRER LG ENENFNUTIRE:

« BMNEAUSBigE, &

« —HRTNFIRE (FDIRE)

¥AE4G USBig&ER, BMEEENERRAIH, BARKEHELENES FNAENAERERMERILE, SERK
# HDX izf2{&ageFrEEay Citrix Workspace & i,

NFHENTEEE, BEREATEMLEMN HID R/ USB ENIgE. NREMSEEHER USB BE#HTE
%, ZgERFEEIMUH HDX SIEBEHTEER, BE, BIMAH HDX SIMEBLEZTIME, AIUKRRE
L8, XS5ERENHEMEHIEFESER USB TIZERLKENEMAE, ITHREEN USB BSMMINEIREY;
Mo

AARBNIEITIREERTRACESENMENAMERENESREN O, BHEIEITTXLER@, ¥R
TENESREN, AR LAFREHBRITFEER/LTELE, ATERKAENNAREF TR

EfpAXERE, Citrix BINERSESRE, HENELAEHER USBEBENFED. IXNHEIHRAREMFIRE
IMEE PGSR LN AEFEER, SR AR HDX &3 Citrix Workspace R AR, RBHMRAIFEFER
RERRIREREHMTERIEEM,

RN :
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5%# USB ig&—#, EREEPIGEMIGEMN = EaE % Citrix Workspace NARFEBRIEZFEATELR
ME&i18%E. Citrix Workspace R A2 ERXLERMNRTE 721 5bE LEHILE USB & &# L TR RIE,

BEMNREE—MEEXEE (Allow. Connect 5 Deny). —1MNES (2) MRENHZ N SiKSE USB FRLGHH
LIRGE AR IS B M. XETESHI R TE USB & AXRINRE &8 USB i& &R R TR,

REMVNZSFMNE—THHEAN, £ # FHZEEUEER. ANE LM TH#ITRE (RREREFER). LAS
REWFIEOALEEE—FAN, EFAEEIREFEOANESEMANGR 2,

Tl ERIN

« ALLOW: vid=046D pid=0102 # i&d vid/pid fiFHEEIRE

+ ALLOW: vid=0505 class=03 subclass=01 # ¥ subclass=01 B3 st 0505 KM pid
+ DENY: vid=0850 pid=040C # {6445 18%&E (GIEFREFIgE)

« DENY: class=03 subclass=01 prot=01 # iE4{EFrAd IS LE IR IR S

« CONNECT: vid=0911 pid=0C1C # s B ehEEHEiss

o ALLOW: vid=0286 pid=0101 split=01 # F i EH A FFIEEZED

« ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHH B R #iF 2 MEO

o CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHFM EEhEREEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # F5.L##0 03 #sTi2iH1A)

BT LA A MR S HORE AN S A 2B R AYIR &

TIRBE RR

vid=xxxx USB & &R ID (Mt HIE3)

pid=xxxx USBig&&r=& ID (mfi+755#Hles)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# )

class=xx USB ig&£3IMRHE (FL+7#HE)

subclass=xx USB ig&FHEMREE (R HED)

prot=xx USB & &N (F+7ERE)

split=1 (& split=0) EERERD (HFFED) WERRE

intf=xx [\ xx. xx. -] EREARENREFEOE (NESHRINMAI+/EH
HLED5ZR)

AN N SHERG AN AMNE USB i8&. MIRKEEETASE, ANUKLEERZSHHNEAERNIRS,

USB Implementors Forum fa s B E XL, FRUREE XHEAEFHMVERNTIR, USB-IF E4irE
PREVAERZRS ID M5IR, FIAERETE Windows i&&E BB EFEA UsbTreeView FH 2T BT EIREHIHLN
. . hRAFED 1D,

YEFEEN, RERTESHINERT USB E581k&E. IFISHAREESREVIAENIFNRERLERFABITESR
D
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. Split=]1 FFRPIEE SIS EMEEFEOMENFDREHITEL.
. Split=0 ZFFEHHEEBE.

AR

DR split B8, MERTE Split=0,

intf SHEEFVTIHRELATINE S IRENRETED, NRZ, ZREENAESIEENFREED,
ZEEARBE=MEOMNES USB BENigE:

o 0O 0 - FMERBIHR

« 0O 3-HID Xig&inm (FEMFHSIEE)

o ¥OS5-EE/EHED
BINBER TR &AM EE:

« CONNECT: vid=04T7F pid=C039 split=1 intf=03 # s ¥+ B 5hEE HID &%

« DENY: vid=047F pid=C039 split=1 intf=00 # B4 S5fix=

+ ALLOW: vid=04TF pid=C039 split=1 intf=05 # 521 mgmt intf BFR B hiEE
BRI & RN SRAE .

iEATF Windows 89 Citrix Workspace M BEF EE—HINEEAN, XN LT ERERTTEMNIGEE, Ha
HERAEFEEBIINEELRT,

AILATE LU 2 4UEMRPIEE AT RN E RN

« HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i1
Windows) &§

+ HKEY_LOCAL_MACHINE\Software\WOW6432Node\Citrix\ICA Client\GenericUSB

(64 it Windows) , 7% DeviceRules & F/&FEEH,

B2, EEATF Windows & Citrix Workspace R RI1EFH, BILIEZA USB i &N SRR E X L BIAFIN,

ERHEAT Windows # Citrix Workspace M BEFBBIREMN KL, BRITUTIRE:

. BidEfT gpedit.msc fT7F Citrix Workspace N FBiEFA R R EIREIR,

ERPRET ST, HEEEER > Citrix A% > Citrix Workspace > iZiZiEEE P iFig#&E > @A USB i
ik,

%% USB & &N SRER,

EEREBEH.

7£ USB i &N AIESR, #M (HEERE) EIEM USB ZEMN.

N AME.

!\)I—‘

o AW

Citrix BV ETE IR ILREZ AR B T R unMHBRIARIN , 7555 R EFIREA N H BN LIRIERFEEESIT .

i USB 185
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HERERIEF, F7H USB i&&7E Desktop Viewer FHIEE T 2R, b5, BRI LIMERD > §&HEFFRS USB
R’

H@ HE

HE ~
Disconnect Shortcuts

Home Ctrl+Alt+Del Preferences Jevices Full-screen

Unknown Device (Vid1384 Pid0017)
Plantrcrqics Plantrenics Blackwire 320 2 |
Logitecl/ﬁ‘USB Receiver

Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) »

HID Device

Audio Device

Manage Devices

=z

AR

CONNECT x®Fair8miEE USB i8&. B2, NRFEHES USBGELUATER USB EERTRER
CONNECT x$#=, MM Desktop Viewer &z OFahikiRizig & LUERE A FHIRE,

TENAEFRIESR, 1F5 USB k& B REEEPOH,

@ Citrix Connection Center — x
Styles
Connections Session
'3_’1] Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB443) 3
T Manage Devices
< 3 Teminate

1 Server used, 1 Remote Applications

Close

EEIEREO, BRITUTERE:

i&ATF Windows # Citrix Workspace M 2R 2109 5| \89 CONNECT XBFAiFBmEER USB i&&. 1
REERAIFSEFAEEOTSEPEEEE, CONNECT LR LA R ALLOW #nl,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.

2. TAPERETN AT, BESERIR > Citrix A > Citrix Workspace > iZi2iEiEE A inig& > &M USB iz
*El_%o

3. 14 USB 18 & M NI ERER,
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4. EEREBR.
5. 72 USB g EMNXAMES, FINEB=NEE USB i&%&

Blan, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ik E &i&&UKXIEO 00 F1 03 EOK
BEnER, HRFIZRENEMED.

6. BENAMEERFIERE,
B USB &% B ahiE Bk

Citrix Workspace M BEFIRIEN LS EARILENE SN B EET CONNECT #ERIEH USB i&#&. aTTE
Desktop Viewer T 2 EXEER, M TFEFT.

=
Home Ctrl+ Alt+Del Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Settings

() Connect automatically Preferred WWebcam
() Do not connect Automatic

() Ask me

Digital cameras and scanners Relative Mouse Settings

T) Connect automatically [ use relative mouse

) Do not connect

%) Azk me

eneric USH devices

[[] When a session starts, connect devices autom atically

L ] When a new device is connected while a session is running, connect the device automatically

Cancel

ERRBHHNEEETFIRE RO EEREREF/ERETFiIER. RABRT, FTEAXERE, MRUMN
Bop&ERnEA USB 8%, BJLAEERED,

siE, BERTLBIEM Citrix Workspace A2 AR K EBEERBERNHN R RBZ A X, "IUE
BIPIEIR > Citrix £ > Citrix Workspace > mi2iEiE®E F inig & > B USB T2 TR B AP 5%,
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MRMNEBRDFREA “IE USBig&” M “f USB ig&”,
B DIREMINGE:

BUAERT, EATF Windows # Citrix Workspace B2 F X3k 1Ei1& &N HBARIRIE A Split=1 WE &i&&.
B2, AIUERBIAE LIRS A RELEIZEMNFER Split=0 tFEMNE &i1%&.

1. @17 gpedit.msc 77 Citrix Workspace Bz BiZFF4H SR BEIT R BIRIER

2. TAFPREBETN AT, RESERIR > Citrix A > Citrix Workspace > imigiEiEE A inig& > B USB iz
EEE

3. EFIFRDIREEE,

4. EEBERR.

5. BENAMBERFICRE,

AR

Citrix 2 EAERNREMMRIRFNBERSFEIRERIED, MIFBEXENRENN. WGBSR
KPFH.

PRI

o Citrix BINEREFR S WEBREHBED, RS ZE: FRER USB EEMBZEEEEMIENMESE. BX
IMEMH B, BERMUENEIEE,

« BN, BMERET EMIREEERMNKFDIRE, AT EEMFS USB E518&. HILLREZERN
RERFRIFEEL. EXEFERT, #ANREERNFIRETEFERETIRF. ERIUEATEEP—
BRR TS ERARR IR -

- WP IEERE, A USB &%, RAEEMEEIIRIE,
- T USB REHBHEMNIEN. HRFRSBUIRERHEIFEE, [HDX-34143]

Bloomberg ##

Citrix Workspace M Bi2F IS E BN BiEFMKERIEFER Bloomberg 8, FrRmVAMREIEMHRE, AT
FEREEAT Windows B Citrix Workspace A2 s & FER MK mERE A Bloomberg #&1hag.

SingseaEtt, Bloomberg #RIREHAINGE, BIAYFAF AN SHHEIEHRITRS.
Bloomberg #R/HBAEE—MIE shell 24 USB & &4HM:

o B

o $ES0RENER

o BIRE

s BTFRBAEXEREERTI RS USB 4%

HID #%3l, BIaNEigEnsHs. AeSEMNEANSE
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BT XERENENINEESS, BMgERSFRLER R, BRI MR LED,

WABERSINREEHN USB 8%, THREIEPEALTAYE. LEERARSNREVRETA, BRMAELESR
WEREMRE. i, TRIMERES—ISE—ERR, TRESIREZEH-E,

FEIWER Bloomberg B&2#H1TE M RIE, ZRENERERIEFER T REMER,
fic = Bloomberg ##& 5:

BIEATF Windows 89 Citrix Workspace AR 2109 hRi2, 3IAT—1##9 CONNECT X8BF, UAFERIE
BEhFE&IENN BohiERE USB &%, SAAAE USB i&& O B anEEed, ATLUER CONNECT XRFEif.
ALLOW x5,

=3

AR

Citrix Virtual Apps and Desktops 2212 frzes#9 Studio H5INT “EEEEAMNARE 2" 5, TEED
iEAF Windows 9 Citrix Workspace M BZFHHNE P indRIEREE Bloomberg 5 ##. BXE %4
58, 1520 Citrix Virtual Apps and Desktops Xx#HryE s USB REZE@MN (Arzs 2) o

s FiEATF Windows §9 Citrix Workspace B FIZFhRZAs 2212 Z Bifhkas, THIER T ameEHA CONNECT X5

=5

F:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER
2. EHENEET ST, BEEERIR > Citrix A1 > Citrix Workspace > iZi2iE 5% P inigd& > &MH USB
AR ERE,
3. EEFIRDIGE R,
4. EEFEERA.

5. 72 USB g EMMNXAMES, FRMUTAY (MRFEFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 £ ¥4 IRFIIER

+ DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 F##&

CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $&# HID

DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 B Z4fiEHE
CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#& =47 HID

=W

WITNHD SR TORAN, AFRRBTHSITEMRE,

6. BENAMEERFILREE,

7. AEEREOR, ERERETF, AREMEFSERREERN—MHRIEEE, BENEOAIMKEEL
BEEsEREERT,
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I3 7246 Bloomberg %4 5 RIEER, XESBEARRKLE DENY SNGES R |NFMEERELEBA USB EE
M|, MmERdiisdEHTEER. CONNECT MMNAFEMEEMESRIR. #E EHNBHIZRURS STHE
KEIEHR,

ficZ Bloomberg ## 4 3 3:
/J\IB\

AMRFEFLHLSBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVR] RS S LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

1. EEMRAPIRE T MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. AT RMEZ—:
o EEAILkINEE, 3FAEN DWORD. ##9 EnableBloombergHID (95 H, EEEIRERN 1.
o ERAILIHEE, BEREIREN 0,
iEATF Windows B9BX#HIEH 11.2 RE4ARA iR Bloomberg $## 3 4%,
Bloomberg $## 4 Z#HEATF Windows Receiver 4.8 RE Sk

mERSEREA Bloomberg #&E%1F:

o ERTHIEHTRSBATY Bloomberg B&RM%#E, 1E1ZE Desktop Viewer tfalike Bloomberg #
%%, MRKMEM Desktop Viewer, BILEEITHNAEMNITEN LT MR,

« MRKBAX Bloomberg ##&1%#%, Desktop Viewer & Ex:

- WARAT Bloomberg %##& 3 1i%%, £ Bloomberg Fingerprint Scanner (Bloomberg 5
g ) 71 Bloomberg Keyboard Audio (Bloomberg $#2347) .

- — M ERBEEEMMNIEE AT Bloomberg ## 4, 1thi&#&E /% Bloomberg LP Keyboard 2013
(Bloomberg LP $#2 2013),

« MRBAT Bloomberg &M #F, Desktop Viewer FRETRFHNEE. EF—IMS5UR—HETRA
Bloomberg Fingerprint Scanner (Bloomberg $54i43#1%), 5—127% Bloomberg Keyboard
Features (Bloomberg 5#&108E),

« MEKXRL% Bloomberg {8 W UL E I IZRF, Bloomberg 18413 # & B ATAEFR = 7E Desktop
Viewer H 2R, MR ZFK B, Bloomberg I8 AN AIRE R EHITEER. BNMAUKRERAT
Bloomberg &5 E M Bloomberg i&&1IE 5,

o FAILMSEAMERPHE, UWRIARTRRAT ZH:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHIC

MREFREEHER O (B), WRBMAE Bloomberg BR/MEZFR, WNREH 1, WIEEAZR.

/= Bloomberg $#%15:
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} =r

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices S5\ T W E A& L1, BF, 3 F Bloomberg
HE 4, T ER Bloomberg BRINEER R L RE,

5t Bloomberg BRI HFFHTHEL USB REEERTRIFEN AR BNERTREAILZR.

o ERREMBBARR, BETRa<iTHE ENABLE_HID_REDIRECTION EMa9EiEE  TRUE, #iin:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="
TRUE"

o BRERNEGEBAXRE, BRESTRIEGN RSN Windows EHR:

1. $TH “EImRmER

2. SMBITEMRD
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. #RME EnableBloombergHID =7E, &#HTEIR, LUEEKIER Lo

4. R fE EnableBloombergHID R7%7E, i&8IE2—1%& % EnableBloombergHID # DWORD {&, #
REEHIE Lo

%t Bloomberg #2215
BT LUZIN TR EB MG R 2 %Y Bloomberg &Rz 5%:

1. EETENEG RGN RS PIT A M REES.

2. SMBILATEMRD:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. dNRf& EnableBloombergHID %7, E#1T18K, UEEHIEN O (B),

%1% & EnableBloombergHID R#E1E, MiETAEA% Bloomberg #&EM%1F. ELEBERT, FHE
BRI RE,

ERBAXFNER TEH Bloomberg 524 :

o BILUEBRAE SRS Bloomberg X IFHNBER TERRE, BR, TAESMRIEZBHEZZHIIEE,
HE R RERIB 2 SIS BT NRYIE)E,

+ Bloomberg B2 EBZRBNAI AN SEMEMBRER. FRERITEMITHRIRE
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o %70 Bloomberg RSN EERAFIRIER, 7 HeEAE A Bloomberg 125, NREFERAZ Desktop
Viewer, M Rx USB i&&MHIiERE#MIE&E 2, 75 Bloomberg #& S5 Bloomberg %4

EIMEEETo
o MIFIREEEME Bloomberg 15831, A BEERISSURENEE, MBEREAMREIZLURENZMIREHIZ
7, REBREERUTAR:
- WREBNIGEHSE N BhERIRE, XE
- UATFAPERRTERIES.
tboh, MNRAEBIURIEZHIEERE Bloomberg #58, HARMAEEIESURINSRMIER, B8ORS ErS
BR, HEESIEPLAER.
=

sF Bloomberg 3, BEANRFRAMAS ] UFEAIES0RINES, HETEHRZ, 21k Bloomberg 4 #1TEE
Mo

BERXE#EER Bloomberg ##:
o MREBHIEHPBA T Bloomberg BRHLHE, EREBESITFRHZLRBRINEE, TEBIE
$irR R FI R AR B R AV IRl

« B Bloomberg #&8M & FEHEIEEER Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARE Desktop Viewer, Lig&#HA “Bloomberg Keyboard Features” (Bloomberg ##&1h#E), &
EmLig & AXERELZ A Bloomberg #i#,

BH Bloomberg B %5 ¥ Mm% A Bloomberg 12 BMEMigE. AAERSERBNESOENENHARERE
A FEE R,

HDX Plug and Play USB i&&EE A

HDX Plug and Play USB i & E BB ISEHNSEE MRS, BESSOERN. B EEEREEH
POS i&&. EHAFALURGIFAEIRER—EGEHITEER. ERSR EFERERERAP IR LN ALK, X
REETHIRE. BXFMMES, B8R Citrix Virtual Apps and Desktops X#4s#y USB M1E P isiRs i+ 2 S
T,

5E:
NBERSB(FRIEPEZAT Plugand Play USBi&&EE A, ARBLEBESIZHRIBLE,

AP a Ltz Citrix Workspace M BEZFHENIRIEBE AL A FHERIRTEE BN E S NERISENERHITIE
T WIEBEREMERFERUILE Z GEIENNEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 291


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/general-content-redirection/usb.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/general-content-redirection/usb.html

iEATF Windows # Citrix Workspace R RiEF

¥&Pin COM inORFFEIARSS 25 COM ix 0
‘BEE AR COM iRORSY, EEMERKATUERASAFIRE COM BOEENIRE. B UGRERETAEMMKZIRE
AR F X L AR AT

AUESGCRAEOPRFEFEH COM im0, WAMMARERE (Rikikss) B IAEHAREREGEF K
COM mmOmkst, BXHEEMEE, ESH Citrix Virtual Apps and Desktops 2%,

BE:
COM ixOM5T5 TAPI RFER.
1. 3¢F Citrix Virtual Apps and Desktops Z&, HRAZFH COM imOEE MRS,
2. &% Citrix Workspace M BiEF.
3. EmSiRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrp:
o X RS2 LM COM HOS (%O 1 2 9 rTATFMEY),
o Z REMSMZEF i COM %OS
4. BWINZIRE, BEGRTEORREAN:
net use
RN B RS IREhEs. LPT ixOFBRESH COM %0,

EEENSEINAREFPERL COM KO, FHENAFIRERERRGNRO. FW, NRFEEF KL COML
BREYEIARSS 88 ERY COMS, BEZIERIERKEN COM imOigEREER COMS, fERALLIRS COM imARY, RiNEERE
BAFigE LR COM wmO—#,

fiE USB S5
AR

o BHARAARRLZESHT Windows B Citrix Workspace W BEREY, @A asit GPO SN &A=
R, BxmEZH GPO RRMERXGINFMAES, ESHARBNREEER, WFAEL, SARH
XHHERERRRENEIRE.

o ItkThREIRTE Citrix Virtual Apps BR$3 28 EAT A,

BECE USB SHiRE, BRITUTERME:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.
2. GHENEETRT, REBERIR > ZHEEEIR (ADM) > Citrix 424 > Citrix Workspace > 4%,
REEEELER USB EEMERHSM.
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IR E.

BENAME,
UEERRRITF cmd 155
BT TSR

gpupdate /force,

o AW

RBEFERE

REAFARBEFMRE, FF7T USB Z#oh, BRILUERE A iRRBRG#HITRZHR. BTLUELERT
Windows #9 Citrix Workspace N A2 F RIS ZIZEER P IHiRE > T RN RMGT W E#TRE, NALLHEE
B, BRERE, APIRELORREE RGN EMNRE EHIREERRTT, XERER BT NEER KRR
BIHZ MK,

MR TR E IR R 2 A E B X R0 T

Thge S P USB 3%
BIAERA = =
AR 2R AR 2 =

AIERIERE R MERLE

iy

NRAF B HRAKERNZ 2 MR
B, Wr “2”

MRENEATEA USB ME A IHIKch R REE, HESEABZABARREEFMRE, BELAERATA KR
B[IRGTHITEER, AEAEREL USB STHHHTEEM. MREIEFHBZEHBAZILE, WIFERER USB 2
HITEER, ARAEERERTF IHIXEhEFRT.

& P ik IR B 88 PR G

March 4, 2024

B IR Eh SRR ST TN S B A IR Z B LR R E R, X EREN T ECNNEELERM. SIEFE
PRI BT AR BRI N B SR N IR ERFEF TR R,

AINERT, BRI,
ERRAILINEE, BREUTEMERD, AREHRDRSEE:

B #&: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\
Parameters
&Z#5: DisableFullStreamWrite
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2% REG_DWORD
f&:

Ox01-%2/8,
OZ=R-BHA

iEATF Windows B Citrix Workspace M A2FZIFEAF I8E LMGHEE, UEXEREATUERIERER. AR
I LURIT AT LE:

o BRI AtIREhER. FTENALA COM im0
» ERIESAHM Windows BIMER Z B 1T B A1 NG
o RIRMSTERBREVESN (REESM.wav XHF)

EEFEEF, Citrix Workspace M AREFFERARS S ANE P imEses. COM imOM LPT 0. BIAER
T, RAREFHIREHR M RIARS 2SRRI ER, HABFIHITENNEIZIRSSS[ITENATY, XEEFiHiTENYEER
GBEREREEISE, XEMRFESFSEHENSFTAFRTR, eEfleERFEHEEERE, HERBFR T —XRER
R EHRIE,

AILERAEERRBISERGF AL IEE, TRETRENEMM. EXFHAES, 555 Citrix Virtual Apps and
Desktops 324,

BRRFIRERS

AL f#EA Windows Server Manager T E KA E AP &&E ST, HEhaiER%s. TEINMROSER,. BXxa/A
RIRFMRER, BERRTERERSAIER IS,

EERTF RN

BERRXHREERAE T EENHRIEFHRFAHXENAR. ERSSELNEAEF HESERFE, TR
BWE2FERBEAGEANE (UNC) HEamMERIRE. YEERSELLERBTEFHXGREER, HERAFEA
PiRELEETEFHEXHREEBN, KEEMAFEENED EME,

REAFPEENXHERER UNC HEERERIEN, MARETRAF IS LNREXH RS, NMRETIMRER
UNC $##%, BPmXHEERIERNERAMFNIRNE, BEXFMMEE, QENANAFRSERERTFIRXHREE
/), E# Citrix Virtual Apps and Desktops x4,

B P imIRah28BRET R E A RIS A 1T
&P iR AT IS ENIRN IR AT EE A A& & EMIREIZS. 0, s Citrix BAIEFH H IREhaseR
HEETERT Windows 89 Citrix Workspace R BEFHABFI1&E £ C IREER,

&P inIRE)R T ER A BRIAE Citrix REEEMIZHEF. WF “XHEEE . Windows HREEBFMEHIR
BEFMS, XEMRNEERSEMEMMKZRIIBE Y,
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ARELEF, JLUFEEENREMNAEFNRSSFEENKE P IRIKEhEs B RS B — AL RIS ER. A
NGRS RSN V FFIRREF RS BcLe & P indkchEs M IRzhER 21, MMAS P EER 2 CD-ROM IR=h23
DE— I REhERETT. (MIRBWREEHE T HIARIEMBER.) I EERIEPRALUTIEERRET

B IRIKEISEETT RS R mn@ET AT AR iAE:

A A
B B
C \Y
D u

RIS ARSSERHITECE, ERS[|BUNBENTSEFAHRHNBETAREARR, EHit, RSBEDBEFEELNES
AR BN RS &2 7T o

B, KBRSk C 2 M, IE=p28 D 209 N, X#, BPMIGEMAIUERIARE C 1 D Bapes, X
FERESIEREIL I TIERNRR

B IRIRE SRR AR5 eRmnET AT A Rk
A A
B B
c C
D D

BT EARSEEREE C NIREREFEREIIETEN. FEEMEIEREEM CD-ROM R R FH9RIRF#T
i (figa, C>M. D>N. E>0), XLEIRENB[EFTFEESEAIMERIMBIXEERIRGT L LA, MREFMKEIKEH
B3RS R 5 ARSS SRR BhER AT AR RIRVIRENER EART, & PULRIRTHERBRETIE o

MRFEAT BoEFPHIRERY, SEAFRREEEIRSBSEMEUTF BB, RIABBE P RIENERT,
EENRE, BEETERERS RHRS) RETR. W EAREREFITHE P IHISSHANNNE, BXE
BREYI¥4R= S, &80 Citrix Virtual Apps and Desktops i,

ZnkX

March 4, 2024

Citrix Workspace AR HZEFHRERNBN. AILUSARENER XA T !
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o SERYEED, BIANEMFERIEEIENMNESN.
- RENRFILBER, IR5ER.
o LSRRI SSARHo

Citrix Workspace AEFAF AT AR B EB S FRAEZER OREAEZEIHIGENERN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS BFE A LUfERA Citrix Virtual Apps and Desktops # Citrix DaaS &=&28
AR A B S E RN E G,

A RER

June 14,2024

PRI REERR

ARG ER AR R EERIREE LU T RN :

MLRERER

o IEARSS2E

» AERRSGEREE
« AFRHA

o mIZAFIRE
s PR

&AL recetiver.admx/receiver . adm | &R B TR AT BN RIS, 3T FIRES, AERA
FIEREEEH A SNIERX 4, 3§ Citrix Workspace MABREFIRENAIENM IR ZNTRNBAIEERN, A
EEEH. EERMEPIGE EHITEN, BERISE LA RIREIERR S NIRRT

Citrix ZiER Windows A5 %R (GPO) EIEEIRECE Citrix Workspace FB1ER.

ZEEHFREIFE CitrixBase.admx #M1 CitrixBase.adml UREBEEIRXHE (receiver.adml 5
receiver.admx‘receiver.adml),

AR

admx fM.adml XFRFREMETIRHIRZIHN Windows ks,
MR K VDA £ % T Citrix Workspace R B2, M ADMX/ADML X # @& 1 F \<installation
directory>\Online Plugin\Configuration B&%.

MR Citrix Workspace B RIEFE k&% VDA, BEAILELU TE RT3 ADMX/ADML 3214,

o« % F 64 fi: C:\Program Files (x86)\Citrix\ICA Client\Configuration

directory
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o 3¥F3241:C:\Program Files\Citrix\ICA Client\\Configuration directory

ES R TRREE X Citrix Workspace ARZFRIRX#REEBUBNES.
AR

Citrix B & E AR AH Citrix Workspace R F2F1#R#A9 GPO &k,

XHEE X E

receiver.adm \ICA Client\Configuration

receiver.admx \ICA Client\Configuration

receiver.adml \ICA Client\Configuration\[MUIculture]

CitrixBase.admx \ICA Client\Configuration

CitrixBase.adml \ICA Client\Configuration\[MUIculture]
AR

o FNEFK¥ CitrixBase.admx\adml &2zt GPO, B ICA XHEZRAEEEER
+ F+4& Citrix Workspace M R1EF8Y, B RMIVERERMEIZEM GPO . SANGEFRESRINIZE.
BXEAEE, BSRUTIE:

Erit GPO 70 receiver.admx/adml ik, BEHITIUTIRME:
AIUERA.adm BiRXHE B 4t GPO MR T GPO, E&AILAAE XEE ADMX X/ Microsoft MSDN X

=
Ho

L% Citrix Workspace MABREFE, EFILTERSH:

XHER EHIER EFIBRUIE
receiver.admx Installation %systemroot%\

Directory\ICA Client\ policyDefinitions
Configuration\
receiver.admx

CitrixBase.admx Installation %systemroot%\
Directory\ICA Client\ policyDefinitions
Configuration\
CitrixBase.admx
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X KR SHIRE SHIBRUE

receiver.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]receiver.
adml

CitrixBase.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]\
CitrixBase.adml

AR

¥ CitrixBase.admx/CitrixBase.adml 02l \PolicyDefinitions X#&s, UEEEEER >
Citrix 4AF > Citrix Workspace F89#&ExR > {4+

RIERLE

June 14,2024

Nz FRtE 7 B Bh A a]

FERRIETR TR LAGERE N AR R B R BN B SE RSN N ERETE, NmmAFREENLRHNEL,
BohIEEA IR TEHRIE. MBHRIERERAERE Citrix Workspace M BEFN B IR E (MEA
FEBR) I,

B RIER4E5 B N AEF I EEhETIE, AP mEEATF Windows 89 Citrix Workspace Rz 2R HR iR N
PIEIER, ERHT—ISIEZR, SETRSHIEEETRER. BIARRIER ctxprelaunch.exe fEsiEHiaT, B
SHEARE] W

BXEMER, BERATEAEEZGAM “Citrix Virtual Apps and Desktops” —XHhHIIETEFISIFIERE
o

INZASIETB . ERRASIEMBEhIEE, 57 Workspace 2175 E 8% ENABLEPRELAUNCH=
true, SEEEMRI EnablePrelLaunchi8&R true, ZRIARE null RRFBEHITHEEL F 2RSS
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} =r

AR

MEEREFFHIHTENEE N FHEEE (SSON) BHKIE, WEEERTEN. IREFEFEREER
(SSON) m*ERBFfEss, 5% EnablePreLaunch EMRMEIZE N
false,

AMRAGERN:
« HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle

« HKEY_CURRENT_USER\Software\Citrix\Dazzle
ERMERNTEED:

o ERTER - MEEEAFNEREEISHNIRIEZERT, MEREZNREEANESRENR. BEEEER
ENEER. APALUBIER BN Citrix Workspace [ AEF it & & S 5hThEE

o IRIBTE S - B ITRETE I RIS EE R, HRINFBHXERFREEFBEITREESEHRIEERR.
SIRELAT TR B RBEXM I FM, RERFBE. AHZMEMRSB[BAR, ZEREITI
BIERNEE. B0, WMRITRIBTRE R 13:45 #17, ZERFEKE 13:15 2 13:45 ZjEE6h. BEE
EmENERER,

7£ Citrix Virtual Apps R 3 LR ETS o EE:

o SIR. BAEMRTEINARER, UKk
o BTSN AEFRNAFRRIRE.,

THEfEA receiver . admx XHrEEXFUSEINEE, B2, EoLUBIEEIMREREXTSHEE, JTUER
#EBT Windows 1 Citrix Workspace [N BEF B 2 EiESCERRE,

« HKEY_LOCAL_MACHINE BEEEFiHZEIEFE N,
o f&r i@ HKEY_CURRENT_USER EER—ItBH LAFRNAF RERENIRE. AR LEEENRE
AT HKEY_CURRENT_USER 18, &0 LA AR T B BRI,

HKEY_LOCAL_MACHINE ‘Fit&{E:

tF 64 it Windows #21E&4:: HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

st F 32 i Windows & £ & 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\
Prelaunch

Z#5: UserOverride
8. REG_DWORD

f&:
0 - &£/ HKEY_LOCAL_MACHINE 1&, BpfERIBY777E HKEY_CURRENT_USER &2 2301t
1- M HKEY_CURRENT_USER & (WIRXL(EEE); SNER HKEY_LOCAL_MACHINE &,
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Z7%5: State
%A REG_DWORD

f&:

0 - ZAfEEIThEE.

1- BRENTRE. FURhRERERFNEREETSHRIEERR.)
2 - BRI, (FEEIThAERER Schedule BZERIBYIEIEED.)

&#: Schedule
##: REG_DWORD

&:
“IRIMTUSED” BURTE) (24 /)edHl) FEEBEEUTEINEN:

HH:MM M:T:W:TH:F:S:SU Eff HH #1 MM 1:0:1:0:1:0:0, Z=iESLRRE 13:15
T NETERED 53 R E 5l 13:45 Z &3 5h.
M:T:W:TH:F:S:SU A—RARKAEK
Bif. i, EEEH—. BHE=M
Efff 13:45 A IR,
i&¥% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER Jiifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule 15 HKEY_LOCAL_MACHINE E&#HEE,

Desktop Viewer

FEMEVFIREREREMNEWVER, EXNBRIARESKSENSRNERFTESEAFNAEMELERNEUmR
o EZEEIASEMAF AR URAEF T UREEZENEEIRATERT Windows B Citrix Workspace R i
FHIRE,

LAFFEESHEMSERER, &EA Desktop Viewer, AFHMENKEAIUREAGHEMSEE, thaJUEH
ERLTAKE. EiHRSRFR, Desktop Viewer TEEINAEEA A EEOPITAEMKEHEH A KEATF
BNERZEE. AP UERRE—AFIEE ERNZ4 Citrix Virtual Apps and Desktops # Citrix DaaS &%
BEERTMERAZ T KH.

=
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WA Citrix Workspace RIFI2F B E FNRESME, TAEA Windows “BHIER" BXRE
SE,

Desktop Viewer g9 A

7£ Desktop Viewer £i&%, Windows #i5i# +L 5@ttt &il.
Ctrl+Alt+Delete ezttt Eilo
BB, MARANIRBEEL Microsoft HBNTHREM IR B B iamA it Bl
£ Desktop Viewer By—Ts#BIT08E, 3% Ctrl+Alt+Break $7E3#HE O+ &= Desktop Viewer TE=#%H,
Ctrl+Esc KX 22 EIkRE,
AR

ZINERT, tNR¥% Desktop Viewer &AM, Alt+Tab BESIFASME A ZEIRESRE O, MR Desktop
Viewer 2 REENEOHR, Alt+Tab BESIFININEOZEIRESRED,

AEFTIRH Citrix RITHRAS, A8FY @i, Ctri+F1 E7l) BE=M Ctri+Alt+Delete, Shift+F2 {#ELR
RAMEOEXZ RN BERF.

AR

A Bext Desktop Viewer HETRHEMNEE RIEHNARFNKERIE) EAREFEY. B2, ELUEHEA
FEAHHNARER, BEMNRBREFZIE.

NS =R

BRI LIER AP Boh RGP IRSIE T8 BRI B KA,
EENENEAR, BRITUTIER:

1. BahEMREES.

2. SMBILITREZ:

o £ 64 iitEMHLE: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine

o« £ 32 fii it & M L£: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
Engine\

3. SIEMTEMRDL

+ %8 REG_DWORD
o Z#R: ST INACTIVE MS
o fH: 4 IREFERSETRRIREL) .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 301



iEATF Windows # Citrix Workspace R RiEF

BLBIEMRIET, RSETRBUESIMEL I ER, SMTHREENZ. BERILERRSETS, BRITUTER
E:

1. BElEMREES.
2. SMEILITEBRE:

o 64 fIitEN L HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o 7£ 32 fir3tEA L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. ST EMRDL

« X8 REG_DWORD
+ &#: NotificationDelay
o B UERneunErE (B, 120000)

PRt Y RN FRAE P M R E BV E &R ALS

Citrix Workspace 2302 k<7 EE R EUT A EEM EIN B2 S EE R4 7 185289 A F (450,

Y Citrix Workspace [z 2 21X R BT FHZE#ZR Citrix Workspace MR2F S ER Workspace #HIThaEr—
Do B ENNAEFREEN, SEIUTRE:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

%% Global App Configuration Service FH R REFMEZ I EFNEMEFIRTILEN true B, AaHMIELR
o

BERFERHTEMEE LT EEN SN AEFNSE. NRERBEIMEENNAEFNSE, EHE
HEUH.
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WA LUERISERBE IR, £ NRERINAEERNE R,
ZEIREERRIE? NEUTEA T sHIRER:
s BREEHBMET IR AEENNAER,

« %57 Workspace ZEHIThaERt B B R R RN AIZFEEIRE,
+ Workspace {=#|EfnERANE R F ik LI E ARIME,

AR

EMERETRNEMEEREN T TENEERIRENE R, BXIFAER, FERAEA “SHREEIT XiE
HEACE EMERNETL,

sk 8 Citrix Workspace [ 2 F 4% Eit k!
ERTANBER
8 Citrix Workspace R FB#2R 2309 hrAite, BRALIIER, AP XHENKEN, RAEER—FIER, BRE
FHRERIE. NRE Windows RERARATERERFERE XA VM, ML REEFH AR,
ZRAMThEE, ERITUTRE:

1. S#n3 Citrix Studio.

2. BHANSMERPRIZLE,

3. MRSAHERSHiEFEATER VDA,

4. BEREET. WG HIMRERATIE.

5 EEMSMERFRERE,

6. EEFTHRA VDA, B H PRI T,

7. BEYEiE, AR HIYRIE R EDIH.

8. ERBAFEETIE LogoffOnClose XEFIRE A true,

9. BEHTE. XAEMNEENSHIUUTIEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(TRERRINIRE)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 303


https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog

iEATF Windows # Citrix Workspace R RiEF

£ “Save energy’ (TifE) REFBEEXNA

®E[LUIE Save energy (TigE) REFBE XA,
1. BB E—BHFHSE 1-8 #HITHME
2. FERAFEFR PromptMessage XBFIREANIENXA,
Tl

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?

<!--NeedCopy-->

Edit Desktop

Display name:

TSVDA-2019

Description:

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log uﬁ?"\

The name and description are shown in Citrix Workspace app.

I:I Restrict launches to machines with tas:

© Allow everyone with access to this delivery group to use a desktop
( ! Restrict desktop use:

Allow list

Enable desktop
Clear this check box to disable delivery of this desktop

3 s-

nroaming

«» —

RINMER T, XBFRADEAZANWFTKEITEN DRI, W FRENSEITEN, BIEITUT PowerShell
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i RERZ FREEER:
$dg = Get-BrokerDesktopGroup -Name '<group name>' -Property 'Name'

,'Uid"

$apr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupUid $dg.U-id
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set
-BrokerMachine -Description S$apr[0].Description
<!--NeedCopy-->

ML PowerShell iz, RIASANRTHEIRE S5 BRI, Er]LUEERA Citrix Studio BB S & DA
IR, SEMMNESE—HERMEN—HRTRRNTRXEF,

3. BEWE, XAENKENS NI TIHEE,
Save energy X

Do you want to Log off?

(TTREREXIRE)

fit

BRTRETEH

ERFALLTIAE, BRITUTRE:

1. Sz Citrix Studio,
BEHEEMNSMERFRRZLH,
MIZAAERS IR RRY VDA,

> wn

PEHFEERN. AR HIEER AR,

5. EEMSMERPREERHE,

6. EZFTEM VDA, EUAEHFRMXET,

7. BERE, B HNRFERENHE.

8. EHFAFEHIE ICA-LogOffOnClose XBFIZE N true,
9. BEHEWE, XARNKENSHIMIATIHIEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(S EERIAIRE)
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£ “Saved energy”’ (TT&MEER) REPBEENXE KERILEEXTE Save energy (T558) BREFERMIX
7
1. ZRE—HPPE 1-8 #1711
2. ERIAFEHRE ICA-PromptMessage XBFIREANIENA,
AR

“HBR” FERAAVFIRARFFEN 200,

il

KEYWORDS : ICA-LogOffOnClose=true ICA-PromptMessage='"Do you want to
Log off?"
<!--NeedCopy-->
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Edit Desktop

Display name:

VZ2RDSW2k19

Description:
KEYWORDS:ICA-LogoffOnClose=true ICA-PromptMessage="Do you want to Log

The name and description are shown in Citrix Workspace app.

C] Restrict launches to machines with tag:

Allow everyone with access to this delivery group to use a desktop
@. Restrict desktop use:
Allow list R

CWAWINAD\Domain Users
TestVeda(CWAWINAD\TestVeda)

D Camed

@ Enable desktop
Clear this check box to disable delivery of this desktop.

M Sessionroaming
When enabled, if the user launches this desktop and then moves to another device, the same session is

used, and applications are available on both devices. When disabled, the session no longer roams
between devices.

«»
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BINER T, XBFRANELAZANTEEITENS BN, WFMENKEITEN, HBFETTUT PowerShell
A BER A sEEK:
$dg = Get-BrokerDesktopGroup -Name '<group name>' -Property 'Name'

,'Uid!

$apr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupUid $dg.U-id
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set
-BrokerMachine -Description $apr[0].Description
<!--NeedCopy—-->

fERAIL PowerShell iz, A ABENRZHAIRE SEHE RN, FaT LA Citrix Studio BB &£ HE
REGHIN, EEHNERE M —EREFN —HTENRRXEF,

3. BERTE. XAEMEENSHIUTHEE,
Save energy X

Do you want to Log off?

(FEEEENIEE)

filt

BEETEXERIEMER

TEXIERIThEE N B AE R P EIRE 2 EB ., B TIEXIEHIThEE, ERMIGREERIUERENIFL>
B, MEEEEMEE LEREHNBECHNAERF. T Citrix Workspace MBER, EaLu@d#ER Global
App Config Service. AFEHEBCEMRER P InigE BB T EXEH,

IJ\IE,\:

AMRFEFLHESBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHAFLYSEEY
BV RES IS LARRR, EREMRGRIESRTEENG, EREIMERZAT, BSBHITED.

EEEmRE&SE Citrix Virtual Apps iR 28+ 6132 WSCReconnectModeUser H &M A+ %K1 WSCRe-
connectMode., EA#HIEmEAILIEX Citrix Workspace M AREFHITTH.

Citrix Workspace [z A#EF# WSCReconnectMode i RIEE

o 0= FEMEZINETAUERIE

- 1=[NHAEFBMNEREE

o 2= N RREFRIFNERER

o 3= NHAERFBIERIRNEREE

» 4 =Citrix Workspace REITFI EFERE
+ 8=7 Windows BRI EERE

« 11=3f18MASE
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B TRz

BEERATEXIEH, BHIZUTEMRD
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
&#%: WSCReconnectModeUser
8. REG_SZ
BEHiE: 0
BT EMRITMERIAE 3 &2k 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 1)
Z#5: WSCReconnectMode
¥H: REG_SZ
BEHiE: 0

AR

WRERESEIMERDT, AT LlUE WSCReconnectAll M ERTGE K false,

32 (it BB E R

AfERI: WSCSupported f{&: True
AR

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

SEMERT: WSCReconnectAll f&: True
EMRINERER

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle"

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"
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EM=Rm: WSCReconnectMode 1{&: 3
EMRINERE:

-  HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-~  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

IR : WSCReconnectModeUser f{&: ELEIEDROIETMR.
EMRIERER

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BB EMRD

AMER®: WSCSupported 1{&: True
MRS
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