Cifrix.

i& AT Linux A9 Citrix Workspace
NARER

Citrix Product Documentation | https://docs.citrix.com September 15, 2023



iEAT Linux &y Citrix Workspace M REF

Contents

X FUIEhRA 3
FATIRR 27
RABERNFDN 37
RE. HHEMEH 47
Al 56
BLE 67
BRIIE 156
RE\BE 160
Storebrowse 168
R R 178
SDK #1 API 199
ICAKESE 201

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 2



BT Linux & Citrix Workspace M BiEF

KT IbhRs

September 8, 2023
TH#BERT Linux 89 Citrix Workspace R 2R RYFTIGTIAE. 1E58TNAE. EREMRAUKR B,

AR

EEFHRATRM? BAIVERARTRRPRE T —0I8E5IR, FULERUER—MIBEREIZTUINEE. REK
RINBhRAE IR, HEMREMIAY Podio REPFEEHZERIR K,

2308 FHYFTIEINAE
RIEARSS 2389 HTTPS 12 5%

LUfT, REEER SOCKS thilEEEINIERS 8. BIEAT Linux B Citrix Workspace R B1ER 2308 &2, &ha]ld
£/ HTTPS thiliEE I RIEARS 280

BXRMEER HTTPS i THREBFAESR, BSRANERS SN HTTPS s,

%35 MJPEG WER &

FEAhREH, H264 FFseH MIPEG MERGN. MBRENEREHIT MIEPG E45, MMiRHEFHIEGREEM
BEMER, RAERTERALLEE. B8, IRMBERGENFZE MIPEG, IINEEBHREM.

S SSL ERM AL BRE

fEAhRAH, Citrix Workspace 2R 5 SSLEENARIEBREF. BT EFH LR ERTEHE
BETRPAR, EALNEE, Citrix Workspace FJUEIES RAIERBERHHIERH TLS &%, RIMERTEAL
Ijjﬁbo

1R T EHLEE SDK

BIEARMATF 1/O ThEERIE O E (IR API, BT Linux B Citrix Workspace R BIEFRIEEE SDK 8 LUE
gio ﬁ*ﬁgﬁtﬂ ISy -lﬁ%[ﬁ“'\/{—ltjiﬁ-

« BPFIRRAEREE (CSMP)
o REINIREDIZFFIhREATE ERIER
o EPIRENIEFALOTIEE

o R{IESE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 3


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/technical-previews.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure#https-protocol-support-for-proxy-server
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/using-example-programs#client-side-media-player-csmp
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-reference

BT Linux & Citrix Workspace M BiEF

XFBRATEEFRASEORA Z B RERES
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BARRZAE, ERIERRERERE CtritF2 T2REXSEORANZETR. fli, YRESERT2RERN,
Rig “Ctrl+F2”, SFEREFRE2FRE.

BRINERT, LIhset FEBARES.
BEXFAER, BEAXERTEIEREXSEORA ZEIHRAREREES o

SRS

905 App Protection SR B RN R B RICREWLED, RIREQNINEERI LA R B EMN BRFHKE
RiF. MROMEIREEN, EMVAEFRKEIERRAEL, HETUTHIRER:

Citrix Workspace - =

Session terminated
Session is berminated as App Protection has detected policy tampering. Contact your system administrator.

OK

BXREELCNINEEIFAER, BSRRBEEL,

BRATRLEhR

* ARM64 1R & IFMEB RGN EERMIRS ELRIE
- BRBEAEREEIELUIRSEMIEE
¢ ZRMES

BXRRATL RN S TINEENTERTIR, ESFE AT R DIH.

2308 FEZERE

s TE_BREP, BE5MEA Topaz USB EERaEMEM USB &N BREFMERE, TR
mhEREA USB EXAAEN 2 HII A, [CVADHELP-23053]

« %3E AT Linux 8 Citrix Workspace L 2 F A4 5 2206 X E =R 45, & A 88X & & R Citrix
Workspace NA#EF. REEHZAFPERT, HEE-RIEEERN, FHBLE#, [CVADHELP-
22775]

« BRETHNBABEER (BCR) EEE, EEE K LAfERBIHMATERD. HRLATANRRSEE [N
Web SiEMA#EFREFESM, [CVADHELP-21764]
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o REFRTF Linux B9 Citrix Workspace M BIEFH 64 4l rpm R, R332 MAENECIERIEH
ER, [CVADHELP-23347]

o EEREIXTIHRN, EA8ETEE YouTube Web i FEE BN KRESABTHEREDRAXD. EAT
Linux 89 Citrix Workspace MABEF 2106 SiE sk HBlittiag, [CVADHELP-20339]

« f#M Storebrowse -E 5k -S @& PNA ZABIEN, SR E#HITRRSHRIE. EAF Linux 9
Citrix Workspace MABEF 2205 SE S d= HItkiaE, [CVADHELP-22917]

o YIERRER “Ctrl + Alt + Enter” BY, # “Enter” SEHBEFIBEREIEMRL, NEMERT Linux 89 Citrix
Workspace M AEFBHH Linux VDA fSESRIEHRA SHILR@, [CVADHELP-22930]

s TREBREBEEE S L, ABXMTEBEMER. EATF Linux B Citrix Workspace [z A2 R4S 2307
KHILERE, [HDX-52458]

o YRFEREENHEBE BN, UL EERS EReS L UeREXFERSE. [HDX-52816]

s ENHKRRIER, EAIRELER USB iR EEnTINAREFSEmE, [HDX-52155]

o EETRERBEIEA Chrome LRGN BA B EEAIAEEEANRNBTNTATE. HEEMRESHAT Linux B9
Citrix Workspace [z F#2F 2305 ihial s iFah st st H L, [HDX-50561]
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EEBOABRM T EXIANRE Citrix Workspace A2 £ 65 E i 2208 2 7 R HAMR A P g ThRE M B8 &
YRRV (S Bo
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L ThaE
BT Windows Media Player EE BN ALKERMAH S

TEARRAH, SINT — MK bash fi4ds, BFRIBEATF Linux 89 Citrix Workspace R A#2F+ Windows Media
Player EEAMAEFFENERE, LINREBBIT 45 Windows Media Player &€ @INAERIMFE HBRAT E], BI0IFED
» TR RAVE MR S2 1T A i@ (HE948E rave_troubleshooting.sh,

N T XWEZ I M Microsoft Teams BRI S M3

ZHl, ERWMRERERE, aREBREEERBNSEES, flW, ESERIAZIMA Microsoft Teams &Y
HHES, W—HRRAE2BEHEHRBE Microsoft Teams, IRIFASHREARREFERRE,
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fEAhRAH, Citrix Workspace MARFXIFREREERES. WXIHFERATHBREE,

WEFH

FH R ESF AR A Microsoft Teams,
AR
LtEINEERTE Microsoft Teams # G RMEM/GEI M. Microsoft #H L EHET, EAIUEE CTX253754 1L
RIS EHA A S,

BATRSEAR

o RIBARSS2ZAY HTTPS thil 2 4F
o #5fFER DTLS #9 IPv6 UDT
 HEM™ ARM64 &N AREFRIF 3T

BXREATE RS TN TEIR, BEFE AT RIIHE,

BEfEE 8RR

12 Ubuntu 22.04 £i& AllowMultistream Ei&ER True BY, &alaEFA7E Citrix Workspace g
FehfiiAs 2303 frEshsidE. [HDX-49916]

o SWFEE ICABMZAT CAS WRAREIE, alsesHIl CAS #iElksER DNS #i8, [CVADHELP-20018].
[CVADHELP-12344]

o HIEITH Avaya WorkPlace B, BN AEFHESERRE LSFE 26101, [CVADHELP-21558]

o UIRERERTASTIAN, XrHNAE s IERNNBEEFMEm L. [CVADHELP-22336]
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FEINAE
18527 23 GNOME 42 22/ BRI HIThEE

EAARZAH, ERAT Linux 89 Citrix Workspace R B2F R GNOME 42 S EmHFEREER4H Ubuntu
22.04 EEENVBRERBERL,

BEXFAER, BEREETREATED.

BRTARITESHEF i IME
EP AN ERIEEs (IME) ThAEE5R T TEE AT Linux &9 Citrix Workspace M AREFEHERAH . BiEMFEE (CJK)
BEFNNRANETRER, ZUTERLT, ErLEEREREF K IME:
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o ZIERRSSE LRE A IME,
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BXFAER, BERATIESHEF i IME.

EINT & A iR E B AL

BMEMLSIEIRERIET, LINEEHEEMRRBEMMNEM. MIMERT, BRLIhEE.
EZHEINE BEME /opt/Citrix/ICAClient/config/module.ini & & X % # & 8
JitterBufferEnabled=FALSE,

EAT 64 (IBMERENEER

BAhRARE, 64 (INAEFIFBMERENEER. EXFAER, BSRAMNSEE.

7£ Azure AD H31F 200 Z 4

FEAhkEF, BT 200 ZMER Azure AD BRAUEBRDECLZABRNNAEFNKEH. UAl, AR—AFTEEEX
LN BEFMKHE.
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AP &BAM Citrix Workspace R B2 SHHEME RA LR ALLThag,

7£ Ubuntu 22.04 =245 AREFRP

BE&RBT Linux 89 Citrix Workspace R B#EFFhR4s 2305 2, #ERTBUM Ubuntu 22.04 £ Citrix Workspace [
BREFBHZRHRIFHNEINN AR RH,

158 T BEIRIE T LU 1k Microsoft Teams &i%

BUET, HIES 514K Microsoft Teams 2iXEY, MR&ERITHEERE, Citrix Workspace NBEFHEL
{£89 Microsoft Teams RE e NERE,

BAhRANEE, BMEEMLE Microsoft Teams =iXHAiaI&E RAREB R E, Citrix Workspace MBEFHEL LK
LBy Microsoft Teams RE AR NEEIRIER

MET it Microsoft Teams @A IEHALE

B, BRAERT, ELH Microsoft Teams SRS LIS BEHES I, B 7 XM%iE, BRERSAM
MAENBEENRENARAEE THE, XMERIERETAEZ LM OMERFLIN, NMAFREREERERE
BIEELR,

B XSGR, S NEF S LIRESHERE (5150 720p. 360p &) MESMUTR, EFUATZMHER, &
EiRmae. MERHES, A, BRESIERETULAEHNESHEES PR, Alt, AFFERFRM T REMTEE,
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LIhEE X 7E Microsoft Teams #EHEFH /S H. B* ETAMER, BEEEHIEZE Microsoft 365 BR&E.,
Microsoft #H b B#E, ERIIUEE CTX253754 LUFE S EHRMNA S,

BATRSEAR

o EFRNEIARE ZES HIFAE NSRS 3

2% ARM64 (AR

SHER TLS 89 IPve TCP

o 32 fUNARSZFEAVILERINAE

o RIFTEIEIETIARNY ARSIERGEA FIDO2 #1THHRIE
o AR Microsoft Teams I2 M INES 15

BXREATEIREE TN TEIIR, BEFE AT L RIIE,

B2 8=

o YETFRHENNBEFER Microsoft Windows API MME (21841 ) BY, REINFIRAERIRRER. 5
90, SNRERHEIZSM 20 7, ZMSARTEEREMK 15 70, [CVADHELP-22162]

o .ICAClient Xff&s .NSAP_Data X#HHA/NAIRESBIRAK/), HETTRESTIMNES P IRIERE, £
NetScaler A7 HDX Insight B¥® LA, [CVADHELP-22616]

s FRESBET, £ IGEL 21Tk M Mozilla Firefox sTAZFRIFHRIER LK. [CVADHELP-22436]

o HEMERT Linux 89 Citrix Workspace MR RZs 2209 FITH N HEFHSEmEY, AIfEstIl SSL
%, [HDX-49324]

« 4 VDI Fgvi@A Windows F& (UWP) iB2F2iR M FIDO2 #1785 48R, &M TF Linux &9 Citrix
Workspace M BIEFAIRER(F LM, [HDX-48942]

o LIEFERH Microsoft Teams FIEZEGEIREY, SBETH 1 gzip XfF. ERWKE Microsoft Teams
, BRI ILERE AN ERE K. [HDX-51694]

o WATRET A ERERERXNHERT Linux By Citrix Workspace R FRf2FhR4s 2303 #1784 161E. IthinfEk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR L. [RFLNX-9620]

o MREMEZAEFETRERE Citrix Workspace AR, ZNAREFAIEREILM, HEERTESIEI
THIREHS:
“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’: Invalid
argument.” (GLib (gthread-posix.c): pthread_setspecific #iElUsZIR B C EMREIMEIR: SHER.)
[RFLNX-9445]

« A libAnalyticsInterface.soRATRERHIKRTE X HHEIR, ErIseT AH =R E Citrix Workspace
R FAT2RFRI Google Analytics £k, [RFLNX-9705]
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FEINEE
KAER

KABRINBEAFEESERMBENRIENE (2-365 X) ARIFERRS. BRALINEES, SLEEEENERR
121t Citrix Workspace R AEEFHNERER,

EBNILIhEE, BB RE Citrix DaaS RIERZFIEKE 365 K. i BETKISHMNERE. RIMERT, BH
FIERER 4 RSEGER, UBEEE, A, HEEX 4 XNEEEEES Citrix Workspace R AR HUERE
o

BXFAER, BERKAER.

%5 HDX =iEH R FIDO2 #1753 3101E

EARRRAR, B HDX 2 ERA LR FIDO2 Z2ZHAHTHHIIE, FIDO2 ZeZH AR TIRET —
xRN, THERMANAFREZEATNEHE FIDO2 W AEFHEEmETEMRRIE, §X FIDO2 fifdEE, &
£i7 FIDO2 Authentication (FIDO2 S{4383i),

P =W

NREEE USB EEMEM FIDO2 %%, 1M SICAROOT/ XK TH usb. conf Xfilkk FIDO2 i&&
By USB EE MMM, tEFHEIEEBETIRE FIDO2 EHLEE,

FIAERT, FIDO2 SHIEIELTFREARS.

BXFAER, BSRFER FIDO2 #1175 MKk

R T SR A H R I ThEE

BAhiasiE, Citrix Workspace R AR FFEIEHEIR, HIHAET AR A A RAIMIZIT, IUNERF &K, BE
HRDREIFARETIN. PEREBFMMBBEL T, Citrix BiUERBENSMARFEIFHI1EEE,

BXFAER, BEBRENH T SMEEERZFRE

Citrix Workspace [ B2 FH A EsNBA

TEMBRIESRIEEERIGENEISEM Citrix Workspace MAREF DT, EERAAMIEEERAF BEH
Citrix Workspace B2z sl st Fevs Hetal2, £ Citrix Workspace MBEFEOS, MNRER. BEmAE
HFEIEEMREIEIRAEE RERMER, RASBHRETH, NEMBNAREMBEEIEITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS %i&3 StoreFront M ABE/E,

FEERETLUREAM 10 2892 1440 5%, EcUULBIHEREEIRATN 5 BIEHK. FI3: 10, 15, 208
25 % FRNERT, FEEREE.
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} =r

AR
LEInEeLER F =3 E.

BXIEEE InactivityTimeoutinMinutes B4z 8, 15507 Citrix Workspace 2R A ERN BRI ERS

ERMEREIERE R E SIEM
EATF Linux i Citrix Workspace N BEFIE X FEmEMES RGN EE BN S SEM.
BEXEMER, BERNERNEEGINEERNYE SEM.

RENNRBABTEERE NN KRR IR BIEFENRER
B Citrix Workspace R f#2% 2303 hizit2, ERERET CEF B0 2R AL B In i #URTF MR Z.
BXFAER, BEHAKENRBANBTEE RSN KGRI SIEFENRR.

X5 PIV £
EARRAH, Citrix Workspace MABREFZFUTHH N ASHEIE (PIV) +:

o IDEMIA T—HE8E+
o DELL TicTok H&t+

BReRBEIEFRIIEREM AL

Citrix Workspace N2 2303 hkas&1% VDSCARDV2 . DLL EHEEIREIIZFHIMEEE X IE S M1k, XL
BEEBIF#idhk4 1 VDSCARD.DLL,

Microsoft Teams 1%38IhaE

[ g=pud Tt

8 Citrix Workspace B2 2303 hRAitE, EMAER UARERERE EEMEED, EHIILNENEE, NRES
ZIMEERH BRAMBHIERERE, WA LAELE S — 1ML,

BEXFAER, BEREEEEMSE .

BEfEE 898

o L@ Citrix Virtual Apps ipiRlB=iEeY, HEFEZENER A Es BRE BN AEFRI TR,
[CVADHELP-20368]
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o HEMRENAEFE, SREREAUESXE, IEAEIENBH. KB L - MENRIEFATERFE,
HEBHMERMERETE - M NAREF BN —FEE. SEERIEPRHVENARERF S HIT R,
[CVADHELP-21914]

o ERIRETAEMBBARSS > PARH > KA IRE > KIESIRE > BHERERD T8Y 24 /B HIESENS T, thiR)EE{R
E=NABE+RHR, [CVADHELP-20866]

o ERZAMHM VDA 2iEHEENEI USB 1&&6 ik USB I8& S, RIFRIAERRAXF, LhiaA{RE Ubuntu £
H#, [HDX-30219]

o fERRENIEFARAH VDSCARDV2.DLL M5 88+ R Citrix Workspace R FBi2FHEY, ErRIRERBEII4AER
o RN eLux R1ThAR EHH. [HDX-44314]

2302
FIEINEE
Citrix Workspace N RZFEHRESHEE [HATAKAR]

TECHBI IS IRIBEEERIGEMNEIFEM Citrix Workspace MABREFHEH. EERALUSELERF 8
Citrix Workspace A2z sl A Favs Hetal2, £ Citrix Workspace MBEFEOS, MNRER. BEmAE
EIREM BT EERAE B A EEAES), RASBMBEEHE. NEDNBRAREMBEIETTH Citrix Virtual Apps
and Desktops #0 Citrix DaaS &i%sk StoreFront R AEIE,

TEEIERT LU E AM 10 2803 1440 5550, BeRLLEBBERET EaFRA TN 5 M54, $13: 10, 15, 205 25
S, RINERT, FEENENEN, SEEAUMER PowerShell i=23REE inactivityTimeoutIinMinutes B,

BXRIEEE InactivityTimeoutinMinutes Bi#4i= 8, 1E5iF Citrix Workspace 2 F R ERNEEIERS
BILAfERA Podio REEA AT ARIR (R 15,
=W

RATERAIER P EHFEFIFRREREFFRRH TR, FATPREAZRBENN S, Citrix FEZ
THREFRSThRBOSZ1FER M, BYGDIRHEUH XL R R, Citrix FIRESRIBRIRA™EY . RBMNEEMENR
RHITERME, BIABERLEIFEHEE Beta hiids,

SFFERIE

AT Linux # Citrix Workspace [ 2RI ERESFIBRD

Citrix Workspace W B2FHIMERERL 1L

BAkRAR, A8 AuthManLite #1753, i&ATF Linux 9 Citrix Workspace M BREFHIMEEERE T X E.

BATREEAR

« BEX Web NABEFHNREEELEE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 11


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#inactivity-timeout-for-citrix-workspace-app
https://podio.com/citrix/capworkspaces/apps/feedback-for-inactivity-timeout-for-citrix-workspace-ap-2/items/new

BT Linux & Citrix Workspace M BiEF

BXREATSREE TN TEIIR, BEFE AT L RIIHE,

B2 R

s @A AE=BEIE A TF Linux 89 Citrix Workspace 2 A #2 F # # ctxlogd.service 5 Linux VDA H#y
ctxlogd.service Z4 4%, [HDX-44569]

o IEATRETETE MR LAY Microsoft Teams SINFRINZ AL 2B %, LRAELEEEIE HP ThinPro 121E R4
ERNRERIERSH. [HDX-47166]

2212
HEINEE
1IN T &P inEEhE RG] (AT SEAR]
BNEEPARIERIREIAY, ILINREARMRAIE I, RIAMERT, WA TFRARS.
ERAILINEE, BRITUTRME:
1. &M%l /opt/Citrix/ICAClient/config/module.ini BEXHHITEHH#HITHIE,
2. BREMGERIES], MR

“AudiolLatencyControlEnabled = FALSE"®

3. RINTAREREEEAX:

*JitterBufferEnabled = TRUE®

} =

AR

RATEAR AR A EEIEEFFRHEREIFRFH TV, HATFPREEZRBONS, Citrix FiEZ
THEEFR BT ARV SZ 152251, (BB EBUH X L ThREM R 1% CitriX FTRERIRIBRIGH™E . BBENEE W R
IRHITIRME, BIAERLEFIFEHEE Beta ks,

XS ENRE
B, Citrix Workspace MARFRBERIENERFIA R BN AEMIGERE AN, It EXZIFEMERA,

BRINVBERAT, ZMBHRBREETANELTEARS. EZ2RHILINEE, 5% moduleini XX d 3§
AudioRedirectionV4 B{Ei&E K False,

S EIRR b
BARRANE, SMREIERALTEARS. BTFRHEMVRESERIEF B EM.

ERAILLIIAE, E7E wiclient.ini XF¥& AllowAudioInput BEIEE R False,
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BATRSEAR

o ¥ 32 (AR
o @M Citrix k89 Microsoft Teams B SHEHIFN ik

BXREATG RS TN TEIIR, BSFE AT LRI,

BiEEMIE™M
o BRERRHENENG, EURKAIENNEEEFRIESR. [CVADHELP-20787]
o EARETEER TicTok Eae£&E = Citrix Workspace M H#2F, [CVADHELP-20578]
o IEETRETCAE R IDEMIA 12MHM%E BEE & F Citrix Workspace B2, [CVADHELP-20652]

s YBEMETAFERABAET ZMNEMILEN Speex %R, Citrix Workspace [ FR2F Al fE = Z LML,
[CVADHELP-21212]

o LM Citrix Workspace R RIEFFF#HEME R, Citrix Workspace NARFERERAER SRS
&, IBESIEHTHE longlivedTokenSupport SHEIREN True BIA S HBILIL R, [RFLNX-9160]

o BEIRIERTATRESHIIES ID #HiRES, fl30: %M “-transactionid” 3. [HDX-45618]
« %% Citrix Workspace NMREFHER root AFRRIBEEHSIEN, RIETHERBH, [HDX-46967]
o REMFsH Citrix Workspace R AEFN, AfESHIIMTHIRES:

“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”
(X 35k 130.1 S35812:710: BadAccess (Z2iXihRE BB RHIEL)”), [HDX-44416]

2211
FEINEE

tEhR AR R 7 BB T o B RERIR E MERYIR) L,

B2 R

s EEMIEENEINIEAORG, VDA RIEERERR. HE7EDDC LEAT “BFin USB REEEW” KEHKES
USB ig&iEslin= (fla0 USB k&BHXEMN) B, SHILEHE, [HDX-44117]

« A USB EE @G, Bloomberg4 g9 QWERTY BEOIgtaBiERI21EF, [HDX-44555]

« A geTiE7E Citrix Workspace M BEFRFEMAGEAT PIN 8889 YubiKey i&#&. [HDX-44951]

o YREBEHEHIZEGAETH, ERkETEBZ RPN AEFSE. [APPP-110]
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2209
FEINEE
ZH6EA FIDO2 #1TH I [BATMAR]

EARRRAF, EAUE HDX 2iFHERTHE FIDO2 ReFHA#HITHMIIL, FIDO2 Z2FAATIVRATIRHET —
MEESN, TEHMNAFPZINFEANANZE FIDO2 M BEFHESm#TEHRIE. Bx FIDO2 Bit4ER, B
2% FIDO2 Authentication (FIDO2 &{438iE),

AE:
MREEE USB EXmER FIDO2 18%, i5M SICAROOT/ Xk TH usb . conf X #ikk FIDO2 8%
B USB EE MM, tEFHaIEEEN LR FIDO2 EibhiEE,

ZHANERT, FIDO2 B FEARS. EREMA FIDO2 B4HIIE, EHMITUUTIRIE:

1. E§fn%l <ICAROOT>/config/module.ini X,
2. %3 “ICA3.0” #45,
3. i&& FID0O2= On,

EThAE S TS PIN SAIAETHAEED @ S HIERF (VIR USB). PIMEEET FIDO2 RLEHNSHRIE.
AU ERETEAILIAENER, H2EA FIDO2 M IBAl BN S BRI,

LEipia % #F FIDO2 Wz AR Web M=, BET—FKRET, BRIHNLLEH. MREZFEEA PIN (R
4NFH, &S 64 MFR) EMTRETHA, WBFTEEREBA PIN.

MREZHEEE PIN WERTEM T REEH, NWRBMELLEHNTER.
PR :
fErTRe AR FIDO2 MR E —aig& EMEIRE— MK,
AR
RATERAIMER P EHIFEFIFRREREFFRRH TN, FATPREAZRENN S, Citrix FEZ

THREFRSThRBOSZ 1 FER M, BYGDIRHEUHXLINEEM R R, Citrix Al RIBRIRA™EY. KBMNEEMENR
IRHITIRE. BINAERLEFFIRPEE Beta hR4s

Microsoft Teams 1%38IhAE

- NAREFELXZEERA: BiEAT Linux # Citrix Workspace Rz FB#2F 2209 #1 Citrix Virtual Apps and
Desktops 2109 2, &R LUER Microsoft Teams M RBEHEZ AR Z N FAEF,.

+ = DPI 5001558 IhEE: B T DPI IheE, HEEFERME 4K £/R386, Microsoft Teams fsAENE
UFFBENUE, HEXNEGE BIEENETGENM (FN, RERTRFIHTIHSZREHT), BMBHRE
EHER, FEEAFEREFREENMUE. ESALIERINE, HRKRE wfclient.ini BEBENXHHHY
DPIMatchingEnabled S#i&&H True, EXFMMER, ESIFZHF DPI T,

+ WebRTC SDK 74k : AT a Microsoft Teams #9 WebRTC SDK kB F5&ZIkk 4 M98,
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FREERERIF KR

+

BAMRARE, iEATF Linux B9 Citrix Workspace MBRFESUTERR:

I

. glibc 2.27 BB
+ glibcxx 3.4.25 ESHRE

[ 2 RIFTIREE T

AR

Citrix Workspace R 2Rk 2305 Z#i89 Ubuntu 22.04 R HHARFRIF. Flt, MREE Ubuntu
22.04 t=ETNRARFFRIPER, WATsEEE7E Citrix Workspace BiEFHEMENNAEFMNEE. B
ABREFRIFBIFAES, BERNAREFRI.

AT AR

o BEWNEIUEIRINEE
o X REETR

BREATEIREETINBERNTERIIR, BEFR AT L RIIE,

BfEE 88—

s BATHRERRIPIER, REAICRIEFTERERTFERMBNEOFME Web TENSHIRIEERSER
. [RFLNX-9004]

o FREBERTF Linux B Citrix Workspace [ f#2&F 2007 5, £/ Storebrowse FINARERIAERER
KAtiEl, HELRBENRERYAEES AR AN AEFRERS. [CVADHELP-20618]

. NEBRSBFAmERINABEN, ERNE LAESEI—MEE®L, [CVADHELP-20039]

o HEMBENFRNZGEBHENEAEFN, BHIE_MRARFAEESHIER, [CVADHELP-18198]

2207
FEINAE
BT REEMRERIERIEE

LAgT, 7E Citrix Workspace AR, MIFEREMHRABLENER 200 Z2F. ATRETILE, FLEREK
HRPIEMT 200 EMHER, EEXEHEAEESNREXNSMNBREF~ERH.

it igsaIhEe, Citrix Workspace R AR FHRAMEEHERA/NE 50 2, b, XREXFMLAREFH
FAPARETINE, i, FiReE (RTT) 48527 150 =),

BZARRZNE, R LIERE LB ER PR SR P X RIES S5 E. X FIHE58I8E, £ module.ini X
##9 [ClientAudio] B HARMT U TSH:
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« PlaybackDelayThreshV4 - I8 EHEE PIMIAKT (U= AEA) . Citrix Workspace R A2
SEREENREFENERRFILE HEKT, PlaybackDelayThreshV4 BEIAER 50 2D, XY
AudioRedirectionV4igEX True BY, LB AEM.

» AudioTemplLatencyBoostV4 - H8MBEHERALRNEEFIFTE UL X T TE N W LK B,
ESXEMAEHERE BWHEEHFENEMARERTINE M. B2, SMAESHEHBEER,
AudioTempLatencyBoostV4 B B IA B &K E & 100 Z #, X H AudioRedirectionV4 i&
& A True H AudiolLatencyControlEnabled i & X True B, WBH A E X HRIABRT,
AudiolLatencyControlEnabled BEIRENRN True,

BXNABALERNENFAES, FERSIIETHNATIRE S MR EIERINERD.

E4 USBREETER

BashiAi#S, Citrix Workspace MARFAIFIRDES USB i8%. E4 USB I&EAILIITSIINAE, XLETHEERE
IEAFRNEOBRTEPHNESIINERKINN, 5 USB g&ERRFISEH S MM AR AR HID g &,
Bai, 24 USB REEERXEKASIERAA. FIIREFETE Desktop Viewer A,

BLERE, EREMEHREHBNLEN, REIWEDEER. Eit, REEBEERE VDA, FEAhkEH, EF
BEEREXHFREFIRAENEER, RINERLT, E4 USB RENEHEEARTFEARS.

BXEEES USB REEEMMIFAES, BZH USB XEPHES USB IREEERERD.

Bo# 7 BB A ERR 2 TIRE [RRATRRAR]

BAchRasiE, Citrix Workspace R FEIFEHIR, HIHAET AR A A RAIMIZT, IUNERF &L, BE
HRDREIFHARETIN. PEREBFMMBBELEM, Citrix BiUERBENSMARFEIFHIIEEE,

FIANERT, BIEERDELTERRS. EXLMARREAFR, MRERHEEMIFLBNEN, BITHEIEER
BEo

PR

RIERIT, WEREBSMER T RIEHIRINEE,

BEXFAER, BEREIEPEE T SO A ERFFRERR D,

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUE, HATFPREEZRRNONS, Citrix FiEZ
THREFRBThRBOSZIFERM, BYGDIRHEUH XL R R, Citrix ATRESRIBRIRA™EY. KBMNEEMXNR
IRITIRF. BINAERLEFHIRFEZE Beta hR4s,

SFERRE

£ AL Microsoft Teams (Citrix HDX 72 “XF/hRa” Shi#tfT 7 ifk) BY, ERILUERERAREIREEREEHE L
WoskERBHBVHENIRE. N, RIREERPEHRRENERRE, FEALHNKEREERIEN. EXMERT, BIE
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TEHENESMBIEE SN EEINELE, Microsoft Teams iR RBIESLXIHER, EUTERT, BF%
REERNE:

o HERERIZSOEMEN

o SMENREARIAR (BN, BFEW)

=z

AR

LtbINREIRTE Microsoft Teams #H RN EFHETH. E 72 Microsoft I # Itk EH, 551 Microsoft
365 roadmap (Microsoft 365 B&4E), EthallBiE CTX253754 T BSAEHMIAS,

BRATRLEhR
o %5 DPI ITEZ
BREATEARE S TN TR, BEFR AT LR TIE,

B2 R

o Y& Lightweight X11 Desktop Environment (LXDE) E2RER TE oIS EH M FMLERZN, R4
B S5NEE ERRHEZEN—RERE <XXX> BEZEMAHIRER. REFIRBMENERE (ACR) RRIET
M (SR) REEBEH, NRKETIZHEE, BHRHN, APSEIEHEYK. B2, NREERE_LNEMEMAL
B, SHEEP KT RS IR IR, »93% Esc 3 Enter #FshiRHAF £, [CVADHELP-17478]

+ ERAT Linux 8 Citrix Workspace AR AIfESEBEEF /RS cloud (I <xxx-yyy-cloud.com>)
¥ URL @A =ig URL, BIEEfIFRAZsH URL 7r40itt, [CVADHELP-19480]

o ZiREA HDX MESIRENET, SIFTEESMFTFERE, LmRRX7E VDA hiiZs 2203 faiil, [CVADHELP-20223]

s EENBATNEAREFSZA VDI 2iFzEHE—1 VDI i85 — 1 ELGHNNRAEFZBEFFEMASR
ARERAM. RIEHNAEFAIRERTE—BRIEBINEML, [CVADHELP-19899]

o @ITEAT Linux 89 Citrix Workspace R T2 2205 fris st TiEER, EafEiB RIS IE M EZRE,
MRS HRLELRAE JPEG XA Force a specific default lock screen image (GE#IfERSER
RABIRFAEEG) SREEREDRAEFHF AL Citrix VDA 2203, M= Ik, [CVADHELP-21572]

+ 1£ Skype FERMSRENINEMIRET, A AfERETRER. [HDX-37860]

« 7£ Citrix Workspace %25+, HDX RealTime MR ENIAESE R Z1FRA MIPEG MBS XHIRE
Mo [HDX-40352]

+ 1 Microsoft Teams BiZFHEIRZRE AN AREFEN, EHNESATERKEIMRNE, HULREANRER
WREARIZE, FINMSTERALER (RSB RN, hRASIEUHAINIRESRER, FEIFRDAR N
%2, [HDX-38032]

« Citrix Workspace . Af2FPRIMMKERATRE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 A EERA—EFEAN S EILE®, [HDX-40287]

« f£/ -span o ®<BEE wfica BY, RIEAIRET ZBMHBFIERIANERS, R, €A -span h&<$R
sh wfica BY, HaiEiEslAF &N EReEYIRATAET AT, [HDX-32519]

« £/ -span o ®<BE& wfica BY, RIEATRET ZBMHBFIEATANE RS, R, HH -span h&$E
oh wfica BY, HANEZIAFISENEREBIIRAETAITN., BX¥MER, FBHAG<LE%E, [HDX-32519]
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£ TCP #0 EDT/UDP &= #hia], MR — Ml &4 SSL #i2, WA MEEBIESERERBE R
KM, MEMMMYZEH TLS BERRE, HFEFFPELEES—MIGHTERE, NSHBi SSL iR,
[RFLNX-8747]

LIESRAMIEEZIIRE T AENAREFEIPThEER Citrix Workspace MAEFRITENET, x11vnc iRSE8
B, EEAN. B, EREETEER x11vnc RS ISBITFREZE T EN. [RFLNX-8933]
ERBIME BRI ARER, Storebrowse M RER KM, LLiERANXE Debian 32 (& ER G H M.
[RFLNX-8743]

£ 32 i Linux &M L REE B T MAEFARIPIEER Citrix Workspace NBEFEY, ErIAESUIEIHIRH
B, [RFLNX-8809]

M storebrowse -a G$HIINEEEHMER storebrowse —E apd#ZRT, Storebrowse &)
BESRIK, IEIRERAE Raspberry Pii&(F R4 HI, [RFLNX-8803]

2205

FHEINEE

Storebrowse #1957 30iFE3RINEE

BARAE, FHWIENIEFERERTE Citrix Workspace ZARFH, MABEFAEEERTERRRE L. Ik
RMTEIFNAFR AL, BINENEESHIRIESHE, UMESERANREENR N AFTEENRAZE.

TR LAER AuthmanConfig. xml XH#H StorebrowseIPC ZEAXFHITH Storebrowse #5530

SRINA

B FUNBERT, UHRIhEERTFREARTS.

BHIIEILSRINAES #5656 storebrowse HITLUTFIRIE:

7

Storebrowse -E: FIHETHER,

Storebrowse -L: Ba15ERHRKIRIERE,

Storebrowse -S: FIHITRKER.

Storebrowse -T: £&IHEENAEENFIERIE.

Storebrowse -Wr: SEHEEEEN AEENL T ERSEBMEZENRIE, [r] ETUE EMEEFTHE MFF
EENRIE

storebrowse -WR: EffEEiEENAREENL T EIRSEBMTEENRIE. [R] ETIEEMEEFREE
MSIEMFEEN ST,

Storebrowse -s: ITIEE RN A EFHIEE X Ro

Storebrowse -u: MIEERNAEERECHITIREEHNE R,

Storebrowse -q: fEAER URL Boh AR, i< {GEMATF StoreFront RARKIE.

=,
= .

o BEILURZ BI— B4R RIS storebrowse &< (£ AuthMangerDaemon),
o SHWIEERINEIER T =EE,.
o BALLERINEES, FFFKAERIEE.

BEXFAER, BEREHRNIEEEIEE.
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KABR [BRATEIR]

KABRMBEATEEEEREEMNFENE (2-365 X) ARIKERRKS. BRALERSE, SLETEENNERRN
#21# Citrix Workspace R AZFHNE R EIR,

fEBNLEINRE, RRBERE Citrix DaaS RIEREFLEKE 365 X, i BEFKASHNEGAR. BABERT, BN
FIESETF 4 RRESAER, UBREERE, ARG, HEEX 4 XMW@ EES Citrix Workspace R A2 EUERIE
K.
AR
BATGARAMER A EREIEEEFHRBEREREFIFERHITUR, FATFREEEZERIGNNS, Citrix TEZ
THREFR BT AR Y SZ 122051, (BRI BUH X L ThREM R 1%, CitriX FIRERIRIBRIGM™E . RBENEZ W R
IRMITIRME. BNABEESHIEHIE Beta ks,

BXFAER, BFBRAKAEF.

N ABEENETBFHAFNEAN

ZIMTERIIUTE Citrix Workspace M2 iR EM B Far 4 il, UBhAIS B FHb i X BN RS, 0
REEZ M SEXBRINARE, NRIAMERT, Global App Configuration Service iR[E1#9 55— R & &G A0
ARLENAEE. NERE, AP RER LIRS E MR B EE.

BXHEMER, BSRRNARE URL AME Citrix Workspace [ E12F P X ISR BB ENET B FHEH R
AR IER S

B2 R

+ Internet K AIZ R E A IFIE R DNS RS2 AIBET A M URL clientstream. launchdarkly.
com, EAIt, Citrix Workspace MAEZF Mm% URL %iXiF% DNS &if (EXR=# Rt 1000 £) .
[CVADHELP-19559]

- BANBEFFRIPIIEN, REBRICRINENER UIDialoglibWebKit3. so EMEMIIEEEFZEOR
BEREIEM, tiRMEE GNOME # KDE KEIFEHBFEIMR, [RFLNX-8027]

« Zid M7E Raspberry Pi ARMHF Z P ifkR4s 3 5% 4 £inf789 VDA KiE#TITEN A BE R SR =B LM,
[CVADHELP-18506]

s EAMIMRERHBEBRSHBAREN, ARSETUTHIRER:

“Response for Secondary Token request is not 200/400/404 42” (X$3HB1 < BRI N T 2
200/400/404 42)

Lteia % 4 1& Fedora 35 £, [RFLNX-8603]
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2203
FEINEE
¥ EDT IPv6

Bz<hRasi#2, Citrix Workspace W22 EDT IPv6,

3<$% TLS thilhizs 1.3

BahR#sE2, Citrix Workspace ARRFXZIFEHER 24N (TLS) 1.3 kk.
BXFAER, BSHE TLS,

BENX Web MARE

B 2203 2, &aIM Citrix Workspace MBERF AR SALHBEEX Web MABIE,
AR
BEX Web ABERZFHETE % EnEREHREEE,

BEXHMERE, BFBEEENX Web NABE,

B{RIRIEEsaIhEE SCI0MEINEE
BZARZASHE, BHIIFIEsRINAES 1R storebrowse HITIATRME:

« Storebrowse -E 5Bl AZ R,
« Storebrowse -L Bah 5B A G ARRIIEE,
+ Storebrowse -S 5| HiTIFE R,

F=3

AR

@A LI 4E(ER AuthMangerDaemon FE KRR storebrowse &<, H BERRIVMZAHIGEIL & 10
SRINAERRMHSTH%,

BXFMER, ESE Storebrowse By S 1455 IFIE58THEE,

REHRERTILRINEE

REGRBRASAFLEZFREE LNEERERRZETM. RIANERT, LWELTEARS. BRARE, &F
IR B R EEREE R Citrix Virtual Apps and Desktops #1 Citrix DaaS (LL#i#r# Citrix Virtual Apps and
Desktops BR%3) =if.

BhiZ 2203 &, Citrix Workspace AR ZIFUT=MTENRERBESIRN:
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s NEF—K-RIEBHH - BRIFE wfclient.ini XHHH KeyboardLayout &, BEFHEEHER
E2ERHNESERS B, MR KeyboardLayout HIRE N 0, RABEBERL 3 VDA, MER
KeyboardLayout EIEBARKEES, WESHENREAKELS S VDA, ERIEHENEFHRES [/
W ERERBASIULNEN,. ENAFENR, BEHEAZRIZNAER, NES—R - IEENERXE RN
Citrix Workspace R B2 EENBARERF.

o AUTIEEY - EREFHERTEN, MEMSERFPmERTHERES RS

s REF - IBREFHERARS S LFENRERR.

BXFAER, BERRERRRED,

Microsoft Teams W& EOWXFSIY

#£ Citrix Virtual Apps and Desktops 2112 S{E = kras+i@id HDX #1T{Et, EATLITE Microsoft Teams &
FEAZIMEO#TIRARN, TLUBIEMARNBEINER RN, AXREEFOIENFMEE, 1BSH Microsoft
Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams BFWXFMKINHEEED).

MREEETITRIBARAH Citrix Workspace M B#2F 5 Virtual Delivery Agent (VDA), i&i#i2, Microsoft ¥
REFARFEONE, B2, EAUARIZRZINEND (2203 XESARZS) # VDA 5 Citrix Workspace M AR
WS, BARIERRA, FEHINGEERELZRG, BELEANTAMEIEL

AR

LEIHEEIXTE Microsoft Teams #EHIGRMEHET M. Microsoft #HILLE#HET, EAILEZE CTX253754 1L

RE A B Ao

1587 USB R&ENBEIEEMIIAE

23

FLERR, EEMEREHIBENREN, RESWEHEER. Fit, REBHERE VDA, EEREF, EF
el

BEEEXHREFNEABDNEER. RIABERT, USBRENBHEERLATERRKS. BXFHER, B
USB #B43.

B2 R

o RN AREEFHE Citrix Workspace AR E#THHNIEN, BHIIEEOKE XM, BEER
I TEMEIERTRAL. ¥ AuthManLiteEnabled i&&4 True FEXER Citrix Workspace M2
PRt Ita#, [RFLNX-8694]

« EEA glibec 2.34 AEBRAMBRERATLRERAT LARFERIPTIEER Citrix Workspace RFB#2F
B, BIFRASISEENRMRANAIRERKK. [RFLNX-8358]

o YIEERA Microsoft Teams #4347 P2P BiF SIS iNHSF—BMEN, BTFEEF#HE, — CPU &OH
A ETRESEINE] 100%, [HDX-38974]

« Citrix Workspace R BEFA%1HE T Debian bullseye ##hizs Raspberry Pi %45, [HDX-37000]
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o YIZEmIEER ICA XENSIEHMSITREHEE, Mwfica T REINFERRIERN 0. BRE, TIRIINE
REFHAE, MR 2, Citrix Workspace AEFZS 2106 RESIRAF S ELHLLRZ, [HDX-38916]

« 7£ Citrix Workspace R RIEFH, EZEIFHILIT Microsoft Teams EBiERY, ERIAEXBEIEENEME, LAY

BERUTHEIZES:
“Call could not be established.” (FixEEIIMEM,)

[HDX-38819]

BEA0a)
2307 rIERNE)=

« 12 Ubuntu kg4 22.04 #fER Debian S+ B EIRRREEAT Linux 89 Citrix Workspace M RZFET, &
KRBT IR

AppProtectionService-install.service &AM LK, BXiFMES, E2F “journalctl-xe”,

BNERIThR % T AR RIF, EHalBItEIR, [RFLNX-9995]

2305 FHER A

o UISEABETAESTAN, XA s MERNNAEFMEE L. [CVADHELP-22336]
o WITFTF Avaya WorkPlace B, BN BAEFHSERRE LSRE2601E, [CVADHELP-21558]

2303 R ERN AR

« M Ul %% Citrix Workspace R A28, BI8ETA7E Ubuntu 20.04 1 22.04 &R %N AREFRIPIIEE.
R EREAGSITRAERENARERF. [APPP-1067]

« 72 Ubuntu 22.04 £ AllowMultistream Ei&EH True BY, EAIRETATE Citrix Workspace M Ffg
FriRZs 2303 sh/Esh&iE. [HDX-49916]

o WATRET A EREEERXNHERT Linux By Citrix Workspace R FRf2FhR4s 2303 #1784 161E. iRk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR . [RFLNX-9620]

o MREMZAREFIEREERE Citrix Workspace B2, ZMAREFIRERFLEMN, HBEATREESKEIN
THIRER:
“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’: Invalid

argument.”

R AR, WRER glib R4 2.76 XESARA, [RFLNX-9445]
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2211 FEH AR

o BHRIERTATRESEIES ID BB S, Fi0: =M “-transactionid” T3, RAZE: REHEXFESE
Frs, [HDX-45618]

o REMFsH Citrix Workspace R AEFN, At THIRES:
“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”
(X 53K 130.1 S3581%:710: BadAccess (izi171% A& ERIELR)”)
B REUHESSERIE,
fRA%: B2l SHOME/ . ICAClient/wfclient.ini BBBXHH¥ IgnoreErrors=9, 15 i
#3IgnoreErrors=9,15,32, [HDX-44416]

« LM Citrix Workspace MR F#HHEMERE, Citrix Workspace NARFLTRHMATREREATS
&l RBAERIBEFE longlLivedTokenSupport S#EIREN True BA MBI, fFRAE: #
TUTEREZ—!

1. 8%l /config/AuthManConfig.xml X
2. #%3%| [AuthManLite] BAHEFHUTERE:
<longLivedTokenSupport>false</longlLivedTokenSupport>

[RFLNX-9160]

2209 I ER R

« Y1EB5h Microsoft Edge M AEFSIER, Microsoft Edge BIFFRBFRMLLGIFTE R, MRERAT UL
TIRE, WEHIILEIR:
- DPIMatchingEnabled {E®R&EX True
- BREPNEFEHLLFIRIZERN 100%

[HDX-39764]

. HTEES I EPNEMEE, SAERSEESHIIBHRER VDA 2FTESEN. AT EREHEN
+, [HDX-44255]

« EEEIEEMIENRG, VDA ATREsARR. Y& DDC EEAT “FF ik USB IS&EE R HKIEHIEES USB
REEZIES (Bl USB LEXEMN) BY, SEIMLA&, S5, ETE usb.conf XEFERNERINA
vid=*x*x pid=xx split=01 and intf=00,01, Z/&, &AM Citrix Workspace M BiEEF/E5h
RIFEHIGEEEAIEENZEO. [HDX-44117]

« & T Debian 11 #9 Raspberry Pi ARMHF 12 &4, RiEBohAEaKM, Citrix BINEERET

Debian 11 #9 Raspberry Pi ARM64 121E & 45 & TF Debian 10 89IHAR Raspberry Pi ARMHF &/ &4t
[HDX-41729]

o BIEREKFE, ERFIEATEFISMEBRSEEFTHRR. FHlt, ErREFRURENTIERNABE. B
FERIR H B BIARSS LUMBRIES. [RFLNX-9051]
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s EERHERFEHBHEMRSE, FRASHNBR. RS ERREBMRSHER R, [RFLNX—8951]
+ 12 OpenSUSE SLES 15 A, YEEHERIRFMHEE, AIRERBE— e F. [RFLNX—9109]

o AT BE %57 RHELO 71 Fedora 36 E B EH B AR S, #RIR % HIRE SICAROOT/config/
AuthManConfig.xml X#%H¥& AuthManLiteEnabled M{EIRE N False, [RFLNX-9128]

2207 FHER R

« XFE#E ICA BEhMZAT CAS MWRNAREE, AlResHEl CAS $iEuksn DNS #i4, [CVADHELP-20018]

« £/ storebrowse <8, MRFMHMEE_NELABE, EATRTENE—TEABEBHNNLAREFRS
H. BRRFHZER, ERMEAZAREFISEZA, SABRKERENNARE, [RFLNX-8953]

s ERERIEF, €A Windows Media Player $EMASTAT, BAREAREIBESTEIERISAHFIH K, RE&7E DDC
PIRE T LT RISIS A SRR, S0 TFFrR:

- “ERMSRARIDEHITESR” KB “H TR

- “Windows Media EE@” 8B R “A%” (BIALE)

- “NRBABTEER" IKBEN “AF” (BINLE)

- “InvertCursorEnabled” i&&# “BOTH”, #7£ ~/.ICAClient/wfclient.ini XEehiFRINT A TE:
* InvertCursorEnabled=True
* |nvertCursorRefreshRate=60
* InvertCursorMode=1

[HDX-37259]

2205 FHERN R

o @ITIEATF Linux 89 Citrix Workspace R FFERF 2205 Fris st TIEER, EalfESBEISIE M IEZ R,
MRBESHELSRE JPEG X428 FH Force a specific default lock screen image (GRS E
WBNABIRAEEG) HESBERERFREANAE Citrix VDA 2203, NHIMLEE, RS ESAEE
Citrix Workspace M B2 iR 2207 kB =hka<, [CVADHELP-21572]

o 7£ TCP #1 EDT/UDP iz s #Aia], sNR— MY &L SSL 12, MM MNMEEMasEE RN ZRE RMmA K.
MR MM ZIER TLS EBERE, HERFRLEBET—MMHUGHTIERE, WS SSL #18. fRA%:
£ ICA xXf$%% HDXoverUDP E14%i& &7 On = Off, [RFLNX-8747]

« 7£ Citrix Workspace i fA#2F 9+, HDX RealTime MEHREHNMIMELET 7R A MIPEG WSS XHIEE
Mo [HDX-40352]

+ Citrix Workspace R BiE2F PRI ERAIE A EMEM. & Citrix Workspace R A 2R 5 VDA ks
2109 EBRA—EFEAN SRR, BR5E: RITUTERIEZ—

1. &% Citrix Studio,
2. (RIB “(ERSR RIS EITIES HRIRIRE.
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3. METHYIRPIEZFHWENRRER, [HDX-40287]

o {#F storebrowse -a BLHMNAREHER storebrowse -E &$#2EEt, Storebrowse #¢7]
BESKR, IERERAE Raspberry Pi i &(ERFR I, fRAE: RITUTREZ—!

. Bfn2l /Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. HMUT%E:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy—-->

[RFLNX-8803]

o ERRIMSERMMNARBIEE, Storebrowse WETTBERKK, LhiAFXTE Debian 32 (HRERFAR LI, 2
FAE PITUTREZ—:
1. 413 /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AT EE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

[RFLNX-8743]

o TETRETR7E Ubuntu 22.04 LTS %% Citrix Workspace R ATEFHI Debian i 6, ILEAMMNWEREER
Ubuntu 22.04 LTS ER7EE ICACLient FAEH Libidnll 3 a, fRTA%: %% Citrix Workspace
W EATEFH Debian #aZ#1, 7 Ubuntu 22.04 LTS Ei3r%3E 1ibidnl11l, [RFLNX-8839]

2203 I ER AR

+ 72 Ubuntu R EHAEB SN ERSENERGZESENY (RDP) NARFEN, BMEFFIHTENESMNE
mes, BRE—NERBETAS. £@d RDP FZIniERE2Fl, Bif+ RDP NAEFNERIEHHH
“Use all my monitors for the remote session” (EREMNFIE EREHITIZIERIE) SEE, ELEER
Mz ERBEEPSHMLRA, [CVADHELP-16768]

o TERFEMZERRIE], Citrix Workspace MAEFA=E Clientname Ml clientaddress £#1%i#4 DDC,
A, EFRAZEFNZMBEZFA G IP #1T/ERN Set-BrokerAccessPolicyRule AEETEAIE®E T 5.
[CVADHELP-17667]

+ 1£ Skype F{ERMSRGHN IR MIRET, M AlaER B RBR. [HDX-37860]

2112 FpER B

o SRBAXAN, XFEETRARE. M Linux ISR EVUERR , TR 7R P S HIIL R, [CVADHELP-
16170]
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2111 FEH AR
« BRENABEN, REARSERABE®, [RFLNX-8337]
o X35 Citrix Workspace MABEFR, BEIRSAF AEAIET AN, HETUTHIRES:
BAREXMES 2
A BBk Z<FN Azure VM Debian 10 sh kAR, [RFLNX-8336]

2109 FERBE

o E# Citrix Workspace R Ff2FET, ATRERSBETHMER SHOME/ . local/share/webkitgtk f#gidHA
BIFEXM. RRSERFohibRiXLEF
X, [HDX-28187]

« E£DDC EEAT “Zix0” %, 2iAEM Citrix Workspace BEF BohSE R AEF AT fERL M,
[HDX-31016]

o ZIAFERAGERINRIEBHNRIEATERKLY. FATF Linux 89 Citrix Workspace M 2R 2104 RE=AR
AREYULEE, R ERFHIMANSEREIE, [CVADHELP-18402]

o ERFPIHEMEMEEIIEDR, ARENEREMERISE—R, Alt, BFikEhEMEERIER T AR
#1517, [HDX-34114]

s XABTRNARFEMEENEERE, wiica #ZTiEsAK. BAit, NARFIESBMHMRREFELX.
[HDX-34701]

2108 FHER R

« MREALBIRSBEAHFE (GSLB), HEFIE (TTL) FAEHEINRIRERSEFHE RS (DNS) MR,
e, 1R WebView s#{TSHIIFATEERKM, [RFLNX-3673]

2106 HHERN RE

« ERE=ER, €A CEF-BCREEMNARE, #EARRKEBZIYAERMUIE, HILRENRRZE=753
Fri CEF B9BRHY. [RFLNX-7724]

s RREFMAERAS—MRAEFEE BCREME (B3 YouTube %) B, WRBIEASHRER B
[RFLNX-7730]

« f£F CEF-BCR EEmNESR, XHEEMH Web TIHEE, #HiRAETHRMWRSEHME, [RFLNX-7667]

2103 gy xniaE

s EISTEIESRREAZHIE, Microsoft Teams FIRES TS TR , BIERIRERRIALE R, [CVADHELP-16918]

2101 FEERBE

« BB, Citrix Workspace MBEFARETA7E Microsoft Teams hE2IENHIMSA, [RFLNX-6662]
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IBAR>C 1

BEXEHEPELEE (EOL) r=GmhRas, BSIHIHMR L,

E=FEHA

Citrix Workspace [z 2R AT 88 & 2R IB A T AL R E X MR FOHTIF I (SR = A
BT Linux B9 Citrix Workspace W27 $=/47%RE (PDF T&)

KIS 4ThEE

B, Citrix 2RHKWMINEE, (FATREFREE XA BETIRMEN R GEHNG, Citrix FEREE
MINRER R HFERMG, BB HEHEXLTHRENR R, Citrix AIRERIRIBRIGH™ENE. BEMMETEN RIGHITIE
. Citrix REAFHERMIRE=MR, FE IR EEAREREX LR,

BTG iz

September 8, 2023

RATSRFHR DI IFEIFERERESIFRPEA, HAZFPREXZRBRONS, Citrix TEZRARH
BRI RIINEER ST RG], EXDRR M XETNRERN R IR, Citrix JRESRERIFH™ENE. ZEMNEEENR
IRHITIR(Fo

2308
ARMG64 & & TIFMK B SN EE ARSI ELM [RATYEIR]
BARAE, BITEATF Linux B9 Citrix Workspace R A#2F 898 T ARM64 (R RESHRYI iR & 35 A T IhRE:

. MEBENEER
. RESEL

BXFAER, BB ARM6A (RRLE,
BILUEEA Podio REAMBEATRSARIR R 5o

BRHIEGEXRERELUIRES S ML [RATAR]

TEAShRAH, BEhEHhHISE) T 0, Speex #1 Opus HARFDERERAIN T HIEQ R K (PLC) ThaE. 1E5RRIHIED
LI RT LS IR R R EL R SR T B8R A R T IEMENHIF. PLC ABITEMBNRERNVEIES. IILEINEE
BRI TIREMEERRFENHAR, EAMEST EDT AR UDP REyEsMItaE. FIAERT, LRI
FEARS.
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EFRLIERINEE, BHITLUTIRME:
1. £#1% /opt/Citrix/ICAClient/config/module.ini BB X4 H 3 Hi#{T4RE,
2. BINTFARERREEENX:

JitterBufferEnabled = TRUE
<!--NeedCopy-->

3. BERAOTFRER PLC:

PacketLossConcealmentEnabled=TRUE
<!--NeedCopy—-->

4. BRAXE EDT BRI AT RENEESK UDP S5ITh6E.
BJLUEEA Podio REA AT hRIR HE R 15Ro

% AT ST 8 [RATYIAR]

BahRAES, EATF Linux 8 Citrix Workspace AR X F%E R fitizig &, IWINEEAIFRSZICEBMRRNE
No BMANBEMIZFENEAMITERERENRE, £ HDX 2EFFERNAEFIREN, EUS5ZRMER
B#{TRE,
RIR R E S ERE RN FEUT !

o ERTE: BEAIEIR.

o Roh: BRRFEREMIZIRE, ARKFHEEER,

o BARTGE)N: BRRFERERITRE, AERARNIESREIMEE,

« BEREEHY UTHRBRE) . ARRFEERMIER, ERETH.

B RIPRE:

o AEFRIEAEN, XEREFRFHMITEHEE
o 7£ Linux VDA £ FRz4%

BN a)E:

o 2RENIRE S Join Displays (MAZRE) (FBER) MNZRRBEFRLZIFSHAMIT, [HDX-52394]
o EEIRETATELEMANIR R E A FIsRFREAGRE, [HDX-52521]

BILUEEA Podio REA AT ARIRHE R 150

SRS ER A AR IERHER FIDO2 #1TH I8

ERRRAH, AAEESIERT Linux 89 Citrix Workspace M BEFE RAt N AR ER, aTERLER FIDO2
RZEFAHRTERNEIL. RETPIFARRENZ LB, Flinze PIN B, £¥IFER5). RiE. ZieE. ABE
$%, BX FIDO2 M= 8, 525 FIDO2 Authentication (FIDO2 B434iE),
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/ear.html#enable-packet-loss-concealment-to-improve-audio-performance-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#enabling-udp-audio
https://podio.com/citrix/capworkspaces/apps/enable-packet-loss-concealment-to-improve-audio-perform/items/new
https://podio.com/citrix/capworkspaces/apps/multi-touch-support-technical-preview/items/new
https://fidoalliance.org/fido2/
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Citrix Workspace iz F#2FER Citrix Enterprise Browser 154 FIDO2 S4IERIZRIANI 523, EEETUESE
AT 3¢ Citrix Workspace R FBIZF#1TE D IIERTN 5

EFALINEE, EEMB SICAROOT /config/AuthManConfig.xml FHFMUTEE:

<key>FIDO2Enabled</key>
<value>true</value>
<!--NeedCopy-->

EEMRBAN K, BREZESME SICAROOT/config/AuthManConfig. xml HENHEILE, AR

{85 CEB. chromium. firefox fl chromium-browser,
<FIDO2AuthBrowser>CEB</FIDO2AuthBrowser>
<!--NeedCopy-->

BJLUEEA Podio REA AT RIR MR 1o

2307
X #HERA DTLS #9 IPv6 UDT

LA, (@ IPv4 Mg iHEM T Linux B9 Citrix Workspace M B#2F 5 Virtual Delivery Agent (VDA) Z gy
DTLS &%,

fEAhRAH, Citrix Workspace R B#EF & IPv4 # IPv6 Eiri DTLS iE#.

BINER T B ALEIhEE.

fEiEAF Linux 19 Citrix Workspace Z#2F*EMH IPv6 DTLS 5 VDA BE#Eizn, £EIEEHMEE,
BILUEEA Podio REAMEATRShRIRHE R 5o

mE ) ARM64 1% &8I FIERF RIF ST

BITERT Linux B9 Citrix Workspace MEEFHET ARM64 (AR EMNIS SN BARFERIP. BXFHAESR,
ESFZE ARM64 (E R LM,

BJLUEEA Podio RER AT RIR HE R 1o

2305
XHHEM TLS 19 IPv6 TCP

LAfT, @i IPv4 MEEiFEMAT Linux B Citrix Workspace R AB#EF 5 Virtual Delivery Agent (VDA) Z &y
TLS %%,

ek, Citrix Workspace R B2 #pE IPv4 # IPv6 Eirm TLS Eix.
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https://podio.com/citrix/capworkspaces/apps/support-for-arm64-architecture-technical-preview/items/new
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BIAER T BALLIhaEE,
E5EAT Linux 1 Citrix Workspace R Bi2FH4ER IPv6 TLS 5 VDA EiiEiZe, £HIGEHMES,

BILUEEA Podio REAMEATASARIR R 15

32 (AR FFHYILERINAE
BIERAT Linux & Citrix Workspace M Ri2FhRA 2212 2, 3F 32 (AR RHZIAL T B RARE.

BAKRANES, EAI AR 32 AR, 7 LHLERINEE, Ewfclient.ini XGHRHFEMT—1EA
Cursor32bitSupport HEFHEE,

ERRY 32 fUNARRISTHY, BB 32 AR,
BILUEEA Podio REAIBEATASARIRHE R 150

DSR4 AR IERER FIDO2 #1THRIIE

EAhRAF, AREBEREIERT Linux 89 Citrix Workspace N 2R E R4 AREER, I UERTLEE FIDO2
ZLEAHITEHRIE, REBRIIFAELENZ2EA, flaiz2 PIN 8. £YHHEIRG). R+, ek, /AL
$%, BHx FIDO2 Mi¥ds S, E5iF FIDO2 Authentication (FIDO2 Z#383E).

Citrix Workspace B2/ Citrix Enterprise Browser ¥ FIDO2 B5I0IERIZIAN K28, BERAUEE
BT3¢ Citrix Workspace R FBIEF#1T B D IIEAT 5

B ALThEE, ESMEB SICAROOT /config/AuthManConfig. xml FHRMUTEE:

<key>FIDO2Enabled</key>
<value>true</value>
<!--NeedCopy--> " °

EEMEIANELES, BRBEFESMHME SICAROOT/config/AuthManConfig. xml HEMNKEERIEE, ATHER

{85 CEB. chromium. firefox fl chromium-browser,

<FIDO2AuthBrowser>CEB</FIDO2AuthBrowser>
<!--NeedCopy--> " *°

NFAPNR, YEE FIDO2 BHWIEEERITHNKEN, SHIMUTIEE:

Allow this site to open the citrixauthwebviewdone link with
System Handler?

https,’/gocltrl.\ com Lo ope
:ltrlxauthwebwewdone lin
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https://podio.com/citrix/capworkspaces/apps/enhancement-on-32-bit-cursor-support-technical-preview/items/new
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R s https://go.citrix.com $T7F citrixauthwebviewdone £ 5%1E, SARRHITFERE,
AILUER Podio RE AR AT ARIRH R IR

TER R AR E 2 18] 8 HIFIREME S NSk

LAFT, BREEERNEINKEZBEERXE, EARER, BRINERNEMREZEE SIS 4N 4k, £
Linux Virtual Delivery Agent &1, —XEHIMIIZIERNRAIIBEZREN 200 MB, BXiFHAESR, BESRXEF

B E B FIAE G,
BINER T BB LLIhEE.

AR

[3F x64 Linux Z1ThRAIEITE&ERA T Linux 89 Citrix Workspace R BEFHET ARM64 Z2Mp0ig & 1T
A R AR 2 18] 8 SR RGN SRS 3R,

BXFAER, BESRER N EPSE ZEE GRS IS &,
BILAfERA Podio RE A IR ATERRIR AR 15,

¥ ARM64 F #4514

BAhRZAE, EAF Linux B9 Citrix Workspace R B2F 58T ARM64 (AR EMHNILE. W FILIhEE, HITER
ERFRECTEET AFEET ARM64 19ig & E=4E Citrix Workspace MARRFH s, LWRERFRA
BGHFRFREE. ICA BHIMIEMEER. BEFHNARERSTEMERE ERENRBREFER.

BILUEEA Podio REAMBEATRShRIRHER 5o

AffifEy Microsoft Teams 1R{EREHINESZ 15
BT Linux # Citrix Workspace B2 A Microsoft Teams i3T@iE R M 7 o B REIRTE,

HUatRE CPU BFRIBER. E4hAF, GPU XA BT HEHImniHTHRIG, MMEE CPU AR, HEEA
CPU B RBEMREARE T&A GPU NERF IR, HINEEZEE,

WEFM:
BHRERET &M GPU RihigF. MRARRE, BEAUTHRSRERNTN GPU Kz :

sudo apt 1install va-driver-all
<!--NeedCopy--> " *°
INERT, LIhEER FERRS. EBALTHEE, BHRITUTRME:
. Bf& /var/.config/citrix/hdx_rtc_engine/config.json X,

2. &EBELUTESE:
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/file/file-copy-and-paste.html
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https://podio.com/citrix/capworkspaces/apps/copy-and-paste-files-and-folders-between-two-virtual-de/items/new
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"VideoHwEncode": 1, }

<!--NeedCopy--> " '°

BILUEEA Podio REAMEATASARIRHER 5o

2302
BEX Web M AEERHFREEEINRE
BhR7 2302 2, ZRURSETRREHRBINERREFEEEEX Web RABEF,

ERRBEEH, BLME AuthManConfig.xml X B ALt Th gk, = A1 2 SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNTOEEMERRZ G, &4 887 Citrix Workspace M AREFREFEERBAREIET,
Citrix Workspace o =

< > C & https:/fmywork.cloud.com

Switch Account 1

TR Accounks
@; Citrix Workspace Q, Search Workspace

{a} Home
Favorites
Q Feed %

Actions - APAC Managed
- Desktop

3 Apps >
[) Desktops v
Favorites

All Desktops

[ Files 5

BEERERB, 7 Citrix Workspace MAREFREPEERERR. WK ERRERBIIEE,
MTHIRBPEFENRE. 5EERNYAREERENRHE,
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ER— IS ML SR BRVERER, AR, IERIRERBEFEHTET.
PR

- BRARREEMRRERRIETHNREFERFIEE.
o IEIHRE(GE R FARME AU EFI R E.

BJLUEEA Podio RER AT RIR MR 15Ro

2212
X 32 (Uit
LA, HEEREENX 32 iiret, XiGEETEsHI—1 B,

Bi&ERAT Linux B9 Citrix Workspace R FfEFhRZs 2212 #2, 3 32 MR HBRIANTBRRS. Fit, HiFE
ERYRAE R] -G AR R,

B 2305 hgaie, &a] AR 32 RN RF. A7 LILIgEEE, Ewifclient. ini XHFHRMT —1NEH
Cursor32bitSupport BWHEFIEE,

BN 32 AIEARBIE R, ERITUTRE:
1. 8% SHOME/ .ICAClient/wfclient.ini EEEXH,
2. %% [Thinwire3.0] R HIEBEUTRE:

Cursor32bitSupport = False
<!--NeedCopy-->

BILUEEA Podio REAIEATSEhRIRHE R 1o

A Citrix (1A Microsoft Teams HYE SR KT ik
HEFMH:
WREBERET wget.

B Citrix Workspace M B#ERF# 2212 ki asite, &M TF Linux # Citrix Workspace R R 2FEH# Citrix (L 6H
Microsoft Teams MELZIFE SEMY Sk, £ P2P EiEHe, EaLUEdEREL (More) > Apply
Background Effects (A& RMR) REMILINEE,

2209
RERAEERINEE

LUdlT, EREEESEMREXHF KeyboardEventMode MERBARENERBAER, SHERATEEREEA
IR Ul &L,
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B Citrix Workspace M AEFF 2209 &2, ErIUMFHENBEERANERIZERSPEEFRANBERERNER, &q]
L% Scancode = Unicode fEAERIMNER,
EFER GUI EEREWMANER, BHRITUUTIRE:
1. MBERIXig A Citrix Workspace M BEFEIRS, EFEET,
B 2R Citrix Workspace - EiEIIHEE,

2. BE “RE"
TR ERERNERIRER D,

Citrix Workspace - Preferences - =

General  Accounts  File access Mic & Webcam Keyboard || About
Keyboard layout synchronization settings

Select an option to sync the client keyboard layout to the server:

© sync only once - when session starts
Allow dynamic sync
Don't sync

Keyboard input mode settings

Select an option to set the keyboard input mode:

Scancode
© Unicode

Note: Scancode is the recommended option For the "Don't sync" setting.

Save and Close

3. EEFEUTEmZ—:

+ Scancode - ZZBMUEMNEFIRBEKLEE VDA, VDA BERMMBENNFR. ZARSHBIHRERR.
+ Unicode - ¥ZAME P iRER%LIX3 VDA, VDA 72 VDA RERBRINTER. MARFIHERE[.

RINERT, ERERWAEXIZE N Unicode, BXBRINEXNIFMER, BBREEMFE DS HEH
HECERERRET.
4. RHEEFMXE,
AR
BREREFENEECEMERINAEFEEN. MEEE Ul FEHRBEHNER, wfclient.ini X
KeyboardEventMode S EHEBETIEH.

B, RiREEANRXEERRERS, M VDA ERRERERR.
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4153%3 Scancode H 32N Caps Lock 589884, Scancode 1E 3§ %i%%| VDA, VDA HEER 1E XETFR
do

WNREESE Unicode H#52N Caps Lock a5, F#/F a &1X%5 VDA, AL, BIfE VDA ERRBERERRE, FR
a LeHMERS Lo

TR RREER
B Citrix Workspace B2 2209 #2, Scancode BRHANERZIFUTY BRERE:

« HIE 106 &
« BEE ABNT/ABNT2 $##
o SRKRE

Scancode BEBMANEXZIF BREHRURMERERRRAT RN,
AINER T BRI,

2207
¥ 5 DPI LED

BhRZs 2207 &, Citrix Workspace ARFHPIRENEROWWEM DP| FRES EMNARREFNKESIEFRIMER
ELAL, BJLFE Linux EFPIHFIREMMRHNERE, VDA 2IENERIEBEN.

DPI EREERTFTARTNESHWERE RS, LR TFURBHFEEENRITETUTRE:

- NAER
o XA
. Bf%
- HithERTER
AR
DP| ItEEThEE(N 3% GNOME. KDE #1 Xfce EmEIFiE,
BIAERT, LINEERTFREARS. ERAILIIEE, EHITUTRE:
1. S#7%5 SHOME/.ICAClient/wfclient.ini B2 & >,
2. #%%3 [WFClient] S HiBUTEE:
DPIMatchingEnabled=TRUE
PRI

B#i, DPILECTHEEARZIFHE P in LR 4B Lo
W% DPI Ei{E RS, Microsoft Teams (R AIBET A IRTRAL 15,
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2211
SFBEEX Web RARE

EitbhRAs T, EaTLi@iE Citrix Workspace R BEFiARISRALNBEENX Web AR,

BHEEXIEEHEEX Web AREEARME Global App Configuration Service f4iFiniaay URL Fizke, 7+
BEfERLLTEE, RN URL /&, mTLLFE Citrix Workspace N BRZFHARMS REPIRESEX Web MABE URL,
BEX Web MABEFEARN Workspace M AEFEOFITH.

BEXARLAPRE Web RABE URL MWi¥4=8, 528 Global App Configuration Service,
EMiREENX Web ZAEE, BHREKS > RNIBBREK, , EEEEX Web AEE URL, AEREHEHIBR.

ERABEEY, EMFE AuthManConfig. xml XHEHFERBEEX Web NAEE. BEXBFAEE, BEHETENX
Web N RE®EE,

==
o REEWBEENX Web MABEMER AuthManConfig. xml X#HH5HA URL, AJUEBRNBEENX Web
NABER AuthManConfig. xml XXHiRMARN URL,
o RATSARAEIME P ERIFEFIMERBEREFRHH TR, HAZFPRHEZRBENONS, Citrix F

BEFM S ARAYSZHFZRM, EXGIIRMEH XLETIEEM R %, Citrix JRESRIBRIRAIM™EME. KB
BEEMMRENITIRE. BYUAEREESIFRFHEIE Beta iR7s

2109
{1EEAT Google Chrome Y Citrix Workspace Web i B {RIFIRSIELMTIF

HTEEATF Google Chrome &4 Citrix Workspace Web ¥ B RIFRS EL N ZIF A AR B AT RFIR
i AILTEIEA T Linux 2109 #9 Citrix Workspace [z Bf2FHfERER T Google Chrome # Workspace Web
'B. ¥ B7E Google Chrome Web [ A EHigft. Workspace [z Ri2F &GN W28 BHZANE S MM
5 Citrix Workspace Web ¥ Bi@fs. Fft, Workspace RzFiEFH] Workspace Web ¥ B Workspace
EEREEAR PN 23 F P RE S TE R ER R M N AR FNRE. BXFAER, BSHARS ELT,

Global App Config Service

ERIMBERT Citrix Workspace # Global App Configuration Service, Citrix &2 5865810 £ HEERAAR
SR Workspace Bgs URL,

ERMBEEHE, BHBAE AuthManConfig. xml X F B B It IhEE. S M B SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->
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B Workspace izs5 URL i Bri#4E S, 551 Global App Configuration Service 32#%,

=

P =W

« & A F Linux B Citrix Workspace [z /i #2 F X f£ A Global App Configuration Service 12 1#

Workspace g% URL.

RATRAREIER LR (GA)

| #REH | RESHIEE | ESER
==

RRERMFAM

September 8, 2023

EX
BB ER
Linux R#%:
o K7 2.6.29 REEHRA
B

« &/ 55MB

o MREHE FRFFIRNEER, WHIHMEE 110 MB
+ 33 FfE A HDX MediaStream Flash EE @M H £ &% (system-on-a-chip, SoC) &%,

RAM,

F BT

+ 256 BHEAENMIET

e NP

[

+ glibcxx 3.4.25 AESHRE

. glibc 227 REBARAE

. gtk 2 (2.20.1 REHHRA)

+ libcapl g libcap2

+ libjson-c (BT

FE1GB
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+ X115 X.0rg (F3%#F Wayland)

o udev %

o B4 Linux B854 (ALSA) libasound2
+ PulseAudio

BEIRS AP RE:

+ webkit2gtk 2.16.6 EShRA
¢ libxml22.7.8

e libxerces-c3.1
YRFRIDESE

« Speex
« Vorbis fRfFD25E

ET Red Hat Package Manager (RPM) (993 £ E3K:

« chkconfig

MEER
ML
. TCP/IP

H.264 £k
XtF x86 &%

o REBHRMEED 1.6 GHz
33F HDX 3D Pro IhfE:

o WIERMRMEEN 2 GHz
o BEIMEERIRXEIZFBIAHIEE

3F ARM &%

o E# H.264 2550 HDX 3D Pro #FEZEEMREH H.264 #1525,

HDX MediaStream Flash E&[

B % HDX MediaStream Flash EEEMFAEER, BESFAFMIRFOXE CTX134786,

BWEESENREZAERARAHE NS AR RXERNER, UMARMIEURSTEEEXNES.,
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SHEIEER
HEFEA® OpenSSL # cURL 7.68 SEEMAHTTEHHIIE,

EPxmeER (CEIP) £ERER

+ z11b1.2.3.3
« libtar 1.2 REShRAE
« libjson7.6.1 EEARA

HDX RealTime R RGHAEIEER
+ 5 Video4Linux &EHIMLEZR G
+ GStreamer 0.10.25 (HEEHRA 0.10.x), EIFRITARE “plugins-good” &,
HE,

+ GStreamer 1.0 (HEShRAE 1.x), BIFLITHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EEAEX

+ GStreamer 0.10.25 (EShrs 0.10.x), BIFED &kHRAH plugins-good 8, —M&M =S, hikas 0.10.15
HEShRAE LUHE HDX MediaStream Windows Media EERBNEK,

xE,
« GStreamer 1.0 (HEShRA 1.x), BFLThHRM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” 1 “gstreamer-libav” &

&E:

o WNRMEH Linux Z1TARPAREIE GStreamer, TILIM GStreamer TTE#H1T T,
o FERAFLRE (B, “plugins-ugly” FEREE) FTREEEMERIEANHIEEAREUFATE, B55R4%

EEREKR UF RER,

HRBATEERER

+ webkit2gtk 7 2.16.6

Philips SpeechMike Z3k

« iAia Philips Web it R IA R X IRENIZF
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N RFEFRIFRIER

F AR FRIPTIBERIES U TRIER S MK Gnome Display Manager:

« 64 fi Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

+ 64 fif Debian 9 #1 Debian 10

» 64 {i CentOS 7

« 64 i RHEL7

« ARMHF 32 {i Raspberry Pi OS (&7 Debian 10 (buster))
+ ARM64 Raspberry Pi OS (&7F Debian 11 (bullseye))

AR

« WNREFEAB Citrix Workspace MARFRT 2204 ik, MARRFRIPEEERZRER glibc 2.34
HEBRAERIRIERS

« 7 Ubuntu 20.04.5 {ESkAH, HEWE .deb EFEXHRS, Snap Store RERFEITH. It
RERBFAZHRAFPRT. AL, $0ELiGEHERFSITHEER gnome-software. gdebi #l
synaptics EEMRHEREREFRE Citrix Workspace MABTEF.

Microsoft Teams v EK

RiRhRAs:
« Citrix Workspace [ZF#2FF 2006
L4

« GStreamer 1.0 HESZARZA LUK Cairo 2
o libc++-9.0 XESHRA

« libgdk 3.22 EBRA

« OpenSSL1.1.1d

o X64 Linux &17hR

« &K 1.8 GHz X% CPU, SJfEmX RilSnaiG@iE#E ¥ 720p HD ¥R
o Wizsmt CPU, EAR®RERN 1.8 GHz, HRAZELH 2.9 GHz WERRF/RESMINER A

BRI EaRInEE

e LibsecretE
o libunwind-12

ARSSESMER

BhRZs 2106 &2, ATLFE Citrix Workspace R F2RFHY Debian hrds E REERRSEL M,
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ek Citrix Workspace AR Z#1, MEIHEITIUTHS:
sudo apt-get update -y
TR SR ©

+ libwebkit2gtk-4.0-37 hitA 2.30.1 HEFhRA

MREFEANE Debian, BETUTHS:

sudo apt-get install libwebkit2gtk-4.0-37
<!--NeedCopy-->

NREFERRIZE RPM, BE1TUTHS:

sudo yum install libwebkit2gtk-4*
<!--NeedCopy-->

53F Ubuntu. RHEL. SUSE. Fedora = Debian, Citrix BilfERERHH libwebkit2gtk-4.0-37
s 2.30.1 HEFHRES,

3 F#E#; Buster OS #J Raspberry Pi, Citrix Eil&E=% libwebkit2gtk-4.0-37 ks 2.30.1,
« gnome-keyring 3.18.3 {E S kA
- WMREFERMIZ Debian, EFEITUTHS:
sudo apt-get install gnome-keyring
<!--NeedCopy-->
- MREFEANE RPM, BEETUTHS:
sudo yum install gnome-keyring

<!--NeedCopy-->

« Libsecret
- WMREFERMZ Debian, BEETUTHS:
sudo apt-get install libsecret-1-0
<!--NeedCopy-->
- MREEANE RPM, EETUTHS:

sudo yum install libsecret-1%*
<!--NeedCopy-->
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#iF:
BhiRZs 1910 2, RHRERFHEUT GCC A& 4as, Citrix Workspace W BiEF 7 BERTAERIETT:

o EAT x64 FRLEMH GCC hivas: 4.8 HEBRAE
« EAT ARMHF (A& 454989 GCC higZ<: 4.9 HESRA

BhRZs 2101 2, (REBERFHEIUTERE, Citrix Workspace M A2 7 s TERIETT:

« GCC 4.9 SiE=mARA
« glibcxx 3.4.20 HESHRA

BhRZs 2209 2, (RERERFHEUTERE, Citrix Workspace A2 7 8 TERIETT:

glibcxx 3.4.25 REShRA

REMTIE

Citrix Workspace iR 5 Citrix 7= @HFIE SRS 2 TR A RS,

ERIAEX Citrix =R4EGARNER, URTHAN Citrix &ELEZFRSENFRRA, E21E Citrix =a4EamE
HA%&.

RSB ER
StoreFront

AT LAEA Citrix Workspace R A2 25 2 RERI P ki 45 il A BRI 45 % 450 Citrix Gateway Rifia]
StoreFront R E:
- StoreFront 1811 HEZERA.
- StoreFront 3.12,

o AILMFEREE TiEAT Web 89 Workspace #9 StoreFront, i&BF Web # Workspace 27 M Web
Yi2%ifia StoreFront MARIERINIR. BXLIEBERRE], H5iH StoreFront MXHEFMEZEEEE,

EEFAIED
EE
iEATF Linux B9 Citrix Workspace N AfZF X #p@EE U TME—B &R HTTPS #1 ICA-over-TLS %%,
o XF LAN iE#E:
- {#F3 StoreFront AR$3 89 StoreFront E:EMATF Web & Workspace
o WFRLHTIEERT A ER:

- Citrix Gateway 12.0 EShk4<
- NetScaler Gateway 10.1 XE=Hr7A
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- NetScaler Access Gateway Enterprise Edition 10
- Netscaler Access Gateway Enterprise Edition 9.x
- Netscaler Access Gateway VPX

Bx StoreFront =#%51 Citrix Gateway HrAHIER, ESR StoreFront WAL ZER,

Certificates GI#)

EWHRBRS [T IHZENR2ER, BEAUTIES:

TH (BER) I

MRIEEMX L LRETZRIES, APIEE EXRRFEARIEBMENWMENRIER, LREGETER Citrix
Workspace [ZR#2RiAiE Citrix ZiR.

AR

NREERNTEEZEMXBIES, NEERAZEERNERES, IIEATEEKK, BARIERRESTE
M RES, MREEFRRESHES:, WEETNARFELERH. KT IHIERFERRERIES.

IRAEH
FIMNT EHRITEN, EERAARENREEERRD RFMEE CA LS,
FRMAERIHEN, FE—TEEXZEBUDEZNRE CAIER. B5RAEERKRLERGHE.

ERAPIRE LLRERIES

EFATLS, AFRE LFERERIED, A BERIERSSHIED LAIEBMANMESR BIAMERT, Citrix Workspace
N A2 2 H5 AT IE .

IEH PR AL
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem % 3 ERHETIEPMANE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £F1R CA
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BECTTIES
BEMEBATAER—ZRNERRSSENE MRS IES. Citrix Workspace AEFXIFBEREFES, BRYMA
RIERARN T 2RI ERX LIS,

B E ERERBRAEBHERET, FINEREEMAM (SAN) I BHEE8RSBAMIIRIIER, B IEBMEN
BN QIIEBMAENIY M E X LIEF.

BehiaERKE Citrix Gateway

NEEAIEPBEPBEEFERER, HIFZPEIEBHNE Citrix Gateway RE23IEH. BXES, B2 Citrix
Gateway MHHRIECE P EHE+,

R StoreFront RE [T FIRHESFAFERIEBLENREIES, HEBREFEIEPUIFEERFERAR,, BERT
TP, SARBZRM StoreFront E®E:

1. #IREN—E S PEM 8RB HEHER,

e

MRHRAR XM BE R .pem BIEH, EEA openss1 TREFFIEREEN.pem X4 BE.
2. REGR (EERroot):

a) B—1 ez xxE%I2 SICAROOT/keystore/intcerts,

b) ETHEEITUTHL

SICAROOT/util/ctx_rehash

B SRS S BIIEREE
Citrix Workspace A2 5|\ 7 BN I8HIARSS 33 B IESRER,
BE:
2% Citrix Workspace [ A#2F 2 /i, BEHIARSB/HAMX EWIEBERILAFHRERES, UTHER TEE
BIHERRIM:
o RSB XECE CIEHIRMIRIED
o BRSBIMXEEFSIEPAERIERES
o BRSBRMKECE TIEIHIR LA HIENES
o RSV[BHAMKAEEDIERIXEZWHEIESR
IIERRSS 2RIEREY, Citrix Workspace R AREFEERRS S (M%) REHFIEIER. 524 Citrix Workspace
MRREFERA—#, EUSBRIBEREENE. MIREMEBYREE, EHERKK.
5 Web 5233 -PROIEBHREAALL, LEHRBRENM™IE, 7% Web B IEASEENRIES,

MWFNRSEE (FEMX) BEE—HERBNIER, —HRERIERBAIEERSH Citrix Workspace M AREFEERM,
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MEBMKEE T XLEERIEE, BEERAUTREHTECIZNIIE, hEREERE Citrix Workspace M HEFE
FERIEF:

o BRSBB|EFTA
o RFIFRENESR
o THIRIES

Citrix Workspace N AEFSWIEFIEXEIEBREHEM. Ltst, Citrix Workspace MAEEFESRIIEESE
ERFIRIESR. R Citrix Workspace MARFAEERFIRIES, EEEEK,

BHE:

o REEPMENMEFT LS MRIER. MREFECAX—BMTENEIES %, BHEENEEEERES
BUIRIE R, 130, HEFEER N RIEEERSSHEPBAIES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root) . ERELMAFIEE L, XEMRIEBERA
B, EEMEE L, RE—MEBTA (DigiCert Baltimore Root/Baltimore CyberTrust Root),

o MNREEMX EEET GTE CyberTrust Global Root 3EH, NIxtemFi&& LAY Citrix Workspace [z
FREFERERK. BSEIERMA NGRS UBESLAERNRIER. FEIE, RIEPREARIH,
PREIEB R NLt,

o RLRSBANK MR RERIES, BMEEEEHLZIL. EMMEINEIERMA 1T,

MRAMKECE T UATERBIES, FATIUERUTESE, BIRIES:
o RSB B|IEHTA
o RfFIFRENESR

Citrix Workspace M BiE2FEERAXEMER. CRIERAFIEE LMRIES, R Citrix Workspace R
B —NEIEMIERNARIES, FEWBAME (i, mERIES), EEEmTh. BN, EFEEY. WEERM Citrix
Workspace M HEFEIEMNFEEER, BREaHF Citrix Workspace B BEFE T AE M SIRIER.

MRAMKECE T A TIER:

o BRSBB|IERTA

o RFIFRIENER

o SHIRBVIRIES
Web 334128 AT BE R R BSEIRAIIRIE R, 1B, Citrix Workspace M AREFFRRZESHEIRIRIES, ALEEELK.
FRLFBMRNAER S P FRERER, EXMERT, ARNXEEFMEHRENES (BFREERIES), Flm:

o IRSBB|IEFTA

o mfFIFENES 1

o RfFIFRENES 2
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BE:

s REFPMANMERARXELNPREIER, MREESMRIES, HERBRANBIEBNHERE
EERARRIES, WERIER, EXMERT, EOFEERDPENER. F0, PEHRAKHIRIE
# Class 3 Public Primary Certification Authority EE1ENEIRZR R EZ M FESES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , MRS hRABIRIES Verisign Class 3 Public
Primary Certification Authority - G5 581, Zhka<#& & Class 3 Public Primary Certification
Authority, EEMAMRIEBARERRXERZHERES.,

o XXEFZMHENEBHRIEBEABHEEMNERERT (MAWR). EXXELEWREELEERRNMEL
ER/M (MARE), WEFTTURRZRXELRFENERS E@RIRERES (G, REIHREEES 2) K9FH*R.

WEERALEE (BEBRIEBNRZXEZNPEIESR) :
o BRSB|IEHTA
o RFIRIENESR
FRERMXEENERARXXERNPEIER, EAMKEEERERHRAAIRIES:
o RS BIEFTA
o RFIFRENESR
o THIRXERFERED [FHEF]
WA KEEIRSS SFIER:
o BRSSEFIEFRA

EXMERT, R Citrix Workspace M B2FH R EIFIERIENES, EERHEK.

S SSL ERM AL BRE

Citrix Workspace R F#2FhRZs 2308 5T SSLIEEMNAFIEBRR, LINREELT B G LAEHERIEH
BHMETHPAR. EALTEE, Citrix Workspace RIMRIER S RAIEBEZHHNERH TLS &, RIMERTEA
1t ZhEE,

Workspacecheck

FA1&1RAtHIZA workspacecheck.sh #£29 Citrix Workspace BREFZEEN—H7, ZHASHNEEIHIRER
ERBFERAER, UK#F Citrix Workspace MARFHE#HEINEE, ZMAMTFREGN Utilities BRH,

iz17 workspacecheck.sh [z

1. 7£ Linux I+ BT Fif =
2. N cd SICAROOT/util #iZ Enter EEMIRELGEAM Utilities BRo
3. #A ./workspacecheck. sh LUEfTH#IZ,
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FEFHIN BREFRER SR

Citrix 7R B N ARFFIRER AT RR R R MR

SRR ENRLN, Citrix 2ITEZEARTEESTERINNUARFRIRERAE X, AT HEHBHX—IR
%, Citrix TR BREZHEAR NN ARFRIRERFRAZIR R, NRILEFAIESFZFHNAEF
BIERGEX, Citrix Fat—FREB LR,

RE. HHEMEHN

September 8, 2023

BJLuEiIg M Citrix Web b= (b FE) TENHERZE Citrix Workspace AR

I53E Citrix Workspace A2 F AR
BERITUTEBURIER SR ER Citrix Workspace 2R HI S FihREs :
1. THA— P ERHEO.
2. BT TS
33F Debian #fFa:

dpkg --1list | grep -i dcaclient
<!--NeedCopy-->

cat /Jopt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

3+F Red Hat #4a:

rpm -ga | grep -i dicaclient

<!--NeedCopy—-->

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy—-->

tF Tarball ZEEE
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cat /Jopt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

FoIRE

M Citrix FEDIE FHUTREE,

Debian #4tE

RIBEIRERFAERRENRE Icaclient HFE,
EFRER USB EEM, BRBEHNRERARRENRERP— ctxusb HEE,
AE:

AERFRA MR, BRREERBEMRAN Icaclient Ml ctxusb BREE,

LAER IR RE

Debian #4f (Ubuntu. Debian. Linux Mint

%)

icaclient_<version>_amd64.deb BBARS X4, 64 i x86_64
icaclient_<version>_i386.deb BBIARS X #F, 32 i x86
icaclient_<version>_armhf.deb BEhR$X#F, ARM HF
ctxusb_<version>_amd64.deb USB #1461, 64 1iI x86_64
ctxusb_<version>_1i386.deb USB ##&, 32 1iI x86
ctxusb_<version>_armhf.deb USB #x4&, ARM HF

£/ Debian #1743
R

BRI RRELREMBLTENRAER, WRAERED PR,

M Ubuntu E£89 Debian 3% Citrix Workspace B2 AT, 157 Ubuntu Software Center fhiTF Xt
W,

TR, BR
packagename i HEBER AL ENREEHZ T,

Itid#8st Ubuntu. Debian 3¢ Mint RS SITMANRGEEEEE, X LUBEWEH XA HEHE THB.deb
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B ERREZRGE, HRPEERRH— T RHEEEESR, BT THEMRENLERS. NRLEUTANRAE

&3228, Citrix BiV&ER gdebi (3$17I18).
AR
7£ Ubuntu 20.04.5 SiEShrAS, HENE . deb SR, Snap Store RERFIFEITH. LWRERER

AEFHAFPRET. Alt, BRNELHEPERAmSITHEERA gnome-software. gdebi #l synaptics &
Hhih kR ERRFEZRE Citrix Workspace R B2,

EFARSTRERGE, BHITUTERE:
1. LUSEH (root) BRBHER.
2. I AEHBE,.
3. FRAUTHSZ—BITREHE:

o apt - FEAUTHSREAGHRBX R Citrix Workspace AR :
sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy—-->

ERE USBRHE, EETUTHRS:
sudo apt dinstall -f ctxusb_<version>._amd64.deb
<!--NeedCopy-->

« dpkg -1 - fERAUTHLRE Citrix Workspace R Bi2R:
sudo dpkg -i dcaclient_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy-->

Eit USB HFE, EBTUTHS:
sudo dpkg -i ctxusb_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy-->

+ gdebi - ERAMUTHSRE Citrix Workspace N HEF:
gdebi dcaclient_<version>_amd64.deb
<!--NeedCopy-->

ERE USB GG, EETU TGRS

gdebi ctxusb_<version>_amd64.deb
<!--NeedCopy-->
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AR
ctxusb REEHAHED, ATFZHHER USB EERINEE

4. Bhr7k 2101 &2, SHBUTRERRT, EXRERE App Protection:

{ Configuring icaclient |
Do you want to install the app protection component ? Warning: You cannot
disable this feature. To disable it, you must uninstall citrix Workspace app.
For more information, contact your system administrator.

Do you want to install the app protection component ?

no

<0k>

5. EFE RS App Protection 4,

£ Debian ¥ & L TR~ R% App Protection 4AfF

BhRk4s 2102 &2, Debian hx Citrix Workspace M B2 5N BIEF1RIPIhEE.

ELRRTENBEFFRIPAN, 57ERE Citrix Workspace AR 2B MEIHIEI T TR <!
export DEBIAN_FRONTEND="noninteractive"

<!--NeedCopy-->

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"
<!--NeedCopy-->

sudo debconf-show ticaclient
<!--NeedCopy-->

sudo apt install -f ./dicaclient_<version>._amd64.deb"’

<!--NeedCopy-->

Red Hat #4&

RIBEHRERRERENTE ICACLient BHE,
2EMREA USB EEM, FRIBEMRERARARRENLERP—1 ctxusb RHFE,
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AR

NEBREAMERD, BERERTEEBRERN Icaclient # ctxusb BEHE,

LA RS IE= i

Redhat ##4t2 (Redhat. SUSE. Fedora %)

ICAClient-rhel-<version>.x86_64.rpm

ICAClient-rhel-<version>.i386.rpm
ICAClient-suse-<version>.x86_64.rpm
ICAClient-suse-<version>.i386.rpm
ctxusb-<version>.x86_64.rpm

ctxusb-<version>.i386.rpm

BBNARS X4, £7F Red Hat (&4 Linux VDA), 64
i x86_64

BBNBRS =45, BT Red Hat, 32 11 x86
BHBhARS <, &F SUSE, 64 i x86_64
BHBhARSS <, &F SUSE, 32 i x86
USB #{48, 64 {i x86_64

USB #f48, 32 1iI x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM BHEEFH.

fEF RPM {81 1TRE

NRETE SUSE LM RPM B =4 Citrix Workspace M F#2F, &M YaST 5k Zypper LA #EF. RPM A
BERLE . rpm RS, MRROBEHKRII, WFHIEIR.

m:

RPM {4+ B IR A LR AIERR A &I

« XyFEA SUSE IEF, 157E OpenSUSE E&Jes

BHREZR G

$17h{ER zypper dinstall <file name> T

« X FEA Red Hat ¥%&F, 157 Fedora/Red Hat EfEFH yum localinstall <filename> F

HHREZIR T

M RPM #1224t
EFMH:

BRI ERREREMBLENRAER, WRAERED PR,

1. 1&E EPEL =7,
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AR
33F RHEL #1 CentOS, i55c%% EPEL =68,
AR RERINRE Linux VDA, BxiN@%i EPEL EE, BSIRRA,

2. LU (root) BF &3 ER.
3. fIA—1MEREH,.
4. BIEHEN Zypper BITUT =R M4 AR,
AR
o ctxusb BAEMHEE, BREZRGELUZFEAE USB EEM,
e ctxappprotection BrEHRHFE, NEHEHBLENAEFFRIPAGNA LEZNGE,
xF SUSE =3
e zypper 1in ICAClient-suse-<version>.x86_64.rpm
« zypper in ctxusb-<version>.x86_64.rpm
e zypper 1in ctxappprotection-<version>.x86_64.rpm
3F Red Hat =4%:
« yum localinstall ICAClient-rhel-<version>.x86_64.rpm
« yum localinstall ctxusb-<version>.x86_64.rpm

« yum localinstall ctxappprotection-<version>.x86_64.rpm

RERKHRTE

£E 7T Red Hat B9%77h% (RHEL. CentOS. Fedora %) wh, MEHIMUTHEIRHEE, EHRIM— EPEL 768FE (%
{5277 https://docs.fedoraproject.org/en-US/epel/ #kE) :

requires libwebkitgtk-1.0.s0.0"

Tarball ##&
BRI ERARAREHNZE TENEF— G,

Bl BB wE

Tarballs GERFEMMAITHRABIIARE)
linuxx64-<version>.tar.gz 64 fiI Intel

Tinuxx86-<version>.tar.gz 32 fif Intel
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RHEEBR NE
linuxarmhf-<version>.tar.gz ARM HF
AR

 MBBHENXNTEME, BM tarball #FEEZRE Citrix Workspace MB1EF. (IREEBLEF AN
TGS, 7EM Debian B3 RPM Hit& % Citrix Workspace M B1ER.

o BENEHEBENITEN LERRMARNEESZ. MRHITIIRE, EURSBHREENAFELAN
?fﬂgo

£ tarball Zi G EHITRE

AR

tarball REBFRITHRBIICE, BRRERBIN, EHRABRBRFERFKBIN,

1. fTA— T EREO.

2. ¥ .tar.gz XBNABRNEI— =B R, HlW, BA: tar xvfz packagename.tar.gz,.
3. B . /setupwfc #i#% Enter BiE1TRERER.

4, EZIINME 1 (RE Citrix Workspace R FR12F), #AE#% Enter #,

5. BAFMEREERNEEMEIR, AFIK Enter B, 3E, 1% Enter BERIAIBE RE Citrix Workspace [z
g,

B (1R) APRRINREBRA /opt/Citrix/ICACLient,

AP HWBIAREB RN SHOME/ICACLient/platform. platform BRLGHWRENBRERSAE
FRHIFRIRAT, 6130, SHOME/ICAClient/1linuxx86 &k Linux/x86 &),

==
AR

MBIEE TIEZIAMLE, 57 SHOME/ .profile & $HOME/.bash\\_profile # SICAROOT
PIRBEIZAIE,
6. RFITERMEIRIER, BN v HiZ Enter .

7. AILLEER S Citrix Workspace ZAEFEMEIEHNKEIFEH, RESERB—RBET, BFEU
MerEEh Citrix Workspace 2R, BTERTR TR v BB,

8. MEZAIBRE GStreamer, MATLUEEREEE GStreamer 5 Citrix Workspace MWBREFEM, UNE
&&# HDX MediaStream 2§k miE. &3 Citrix Workspace MBEFS GStreamer £/, BHERT
TFTHEA Vo
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=

=W

FERLFE E, Mtarball A BREZTFPIHRSBAAERTES KDE 71 GNOME £RETH/ I,

BEORNMA gstreamer-0.10 BS S HINLL R, NRIBRLLRM, FLIERE#HE (EA ctri+c B) His
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., iEZ{Ti%dn
25, AUERBRIAANE R FEMETT tarball 48,

9. WMRLUFI (root) AP BNESR, EEER Citrix Virtual Apps and Desktops 5% Citrix DaaS (LABIFRA

Citrix Virtual Apps and Desktops fR%5) WE%% VDI AEF %L USB %, EIRAA TR y AIR#E
USB %#¥.

AR
MBEAZLUFIAER (root) BIMER, MIEERUTEEHEE:

“USB support cannot be installed by non-root users. Run the installer as root to access this

install option. (USB Z#F T AxH3E root BRRE, B root BR BMEITRERR, LUARtbRE
T, )

10. RERHE, TREXBFBERET. BREREERF, BH#A 3 Hi% Enter 5

ENZY

KB RIETE ICAROOT REAEFIHNREB R, FRFNAPHWBRIAREB RN SHOME/ICAClient/
platform, platform ZERAFH WM LEMIRIERFALERBIIFIRAR, B8, SHOME/ICAClient/linuxx86
= Linux/x86 £ &, HBARREBIARESR /opt/Citrix/ICACLient,

&F:

« EEFH Citrix Workspace R AB1EF, #AUSHITRENAFERNER BHER.

o % Citrix Workspace WREFE, AJger~=Eanfs SHOME/ . local/share/webkitgtk ##Y
THAETE X M. RS ER F oML R1E X Mo

7£ tarball #iff L1 Citrix Workspace B2

1. X\ $ICAROOT/setupwfc ##& Enter Biz1TLERRF
2. EMRREF I, ERA 2 7% Enter 5,

7£ Debian/Ubuntu 12/ 42 Citrix Workspace B2
1. A EEEO.
2. FRAUTHSZ—BITRE:

sudo apt remove icaclient -y
<!--NeedCopy-->
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sudo apt autoremove -y
<!--NeedCopy-->

HqAE,

sudo apt remove icaclient -y
<!--NeedCopy-->

sudo apt purge tdcaclient -y
<!--NeedCopy-->

3 =

AR

TR UERRIERAETERFR Debian BFE,

7£ Fedora/RHEL/CentOS i&F R4 EN#; Citrix Workspace M ABEF
1. fTA— P EIEEO,
2. FERAUTHREBITRE:

yum remove ‘icaclient -y
<!--NeedCopy-->

AR
o UERIRERFAENNE T ERER RPM &,

I3 Citrix Workspace M BR2FHEHEEE RN, BXFMER, BEBRKIE Citrix Workspace [ 125 #IHR 2B
7o

B

7285 Citrix Workspace NB#EF 281, BRIERZKHRERN Citrix Workspace MABEFHNEHaIRAS, B Xi¥4s
B, B8 WIE Citrix Workspace [z Bi2FE8IkRZSER 9o

EEHEIE AR A Citrix Workspace RZBIERE, iBM Citrix TH FHFLERHH Citrix Workspace R AER.
NFRERTE, EAILURBUTRE D PRI S BHITIRIE:

« Debian #ta
« Red Hat #i4#1
o Tarball ##£

IMRENFRFHRRET Citrix Workspace LR, RASKNRERNARER, HERIRNNRE, B2, WF
Tarball B8, EIBUTHR: BE—INEXPLETRERFINEZARER, 5 MXHXPRET BRHFRA
HNAEERF. EXMELT, BHNRADITEFER MR AER.
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Citrix Workspace FREMERIERENNARZFN. ENNURNEHERRENBRZFN, PHART U4
£:&/ Citrix Workspace R, SERETHESUTHRESHMEE,

NI

September 8, 2023
BN NBENH, AIEENEFAERERT Linux &9 Citrix Workspace B2

WIEEH ARG RER Citrix Workspace M ARRFH HFIRE, BXFMER, EHSH “RIE Citrix Workspace
Bz A 12 F B9 BR 45](/zh-cn/citrix-workspace-app-for-linux/install. html#verify-the-version-of-the-citrix-
workspace-app) 245

N RBEE

NABESBAURNNAEFNKERGE—MIE. —MAPAUREZ N NABEHRETEENAREZEY]
%, EERRHEOETERENZRMEENRAEE URL, aTLi@d Citrix Workspace B2 151X LR A BE,

BXNABERNFAES, B35 StoreFront X1,

[Nz FA R I Ry S B
a1 U7E Citrix Workspace [z 2R RN R R ARS8

» Workspace
 StoreFront

« Citrix Gateway NE&EE
o BEX Web ME®EE

Workspace

Citrix Workspace 2— M EF =MV HABEE, f@IEMEEENEhReF—MIFRNARERF. KENNE
(BR) . XLZFALUZ Citrix DaaS. AR ARERF. FMBHNAERF. SaasS fl Web ARRF UK K28R A
BF. AXEMER, B2H Citrix Workspace #if,

StoreFront

StoreFront 27tk W BB IER BER, XA Citrix Virtual Apps and Desktops i IN BIEFNEERE
-2 TR ERNNAEREEFR.

BXFAER, BB StoreFront X,
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Citrix Gateway W A®E

& Citrix Gateway EEE A AR MAZBMLEINERHITEE, Fl30, M Internet SEiE B #HTEZNAF.

BHEX Web MEBHEE
B 2203 &2, &AM Citrix Workspace M AR iARISRALRMBE X Web M AREE.
EFEAILIhEE, W2 Global App Configuration Service TJf, NIERITIATERME:

BERXIEESHEEX Web AREERME Global App Configuration Service f4iFiniaA URL Fi&kS, &
g EENX Web ZAEERE, 357E Citrix Workspace R ARZFRRNNMKF REHRREREX Web RARE URL
St ER FHBAE, BEX Web MABEFEAYN Workspace ZAB-EFE QT o

BEXARLAPRE Web RABE URL MWi¥4=8, 520 Global App Configuration Service,

AR

BEX Web ABEARZFHETE % EnEREHREEE,
EMFREENX Web RABE, BHEWS > RNSMEREKF, EFEEX Web RABE URL, REREMR.
TERRBESRME, BHBIE AuthManConfig. xml XHRBERABENX Web NAEE, BERRAZERAER:

1. % $ICAROOT/config/AuthManConfig.xml BEEX M.

2. AMUTEE:

<key>AppConfigEnabled</key>
<value>true</value>
<!--NeedCopy-->

BEAIIhEE, WX Global App Configuration Service RATA, NEHRITU TRIE:
WITU TEREEN:

1. B3l SICAROOT/config/AuthManConfig.xml EEEXH

2. BT E:

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

3. BEUTARNFMBEEX Web RARBEXSMEER URL 5I&,

<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 57


https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started

BT Linux & Citrix Workspace M BiEF

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

=z

AR

ST EENX Web MABEEFEA AuthManConfig. xml X#Ea%IHA9 URL, ATEENBENX Web A
EIER AuthManConfig. xml SZEeRZRINERIMY URL,

¥ AR E URL 502! Citrix Workspace R BiZFH

ERILMER T A ERA PR R EMSENN BREFFENKAER

s MAFREFEFHRANKFER
o BEEETRFEFNEHLMN
o @F CLI AN AEE

BAFRESFHRANKFER

RINREE Citrix Workspace RAEFE, YEERBZNARERN, BERUTRER. AP EEMNE TRt
SRS eR AL A BB AREFMRE. AP EARIKFIEEEEE, Citrix Workspace AR HEIRIGIEERE,
WMRWIERLTN, Citrix Workspace M BEEFGRTAFERZK .

Citrix Workspace - &

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

BEAFPERBFHREKS, BIONKERIHENKENNBEFPIENES.

« EE#EE Workspace MAEIE, &M Workspace URL,
o EE#EZ| StoreFront MAEE, IBRHIZRS (M URL, FlE0: https://servername.company . como
- E@ET Citrix Gateway #17:i%#, EmA M Citrix Gateway WR£REH S,

M ABENE TR FHANEmHAN

ZIMTERIUTE Citrix Workspace M2 iR EM B FE 4 il, UBhEIS B FHb i X BN RS, 0
REEZIMSEXBRINARE, NRIAMERT, Global App Configuration Service iR[E1#9 55— 5z B &G A0
ARNENAEE. MBERE, AFBRER YRS EMNAEE.
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EEAILLINEE, BHRITUUTRE:

1.

2.

SMElI SICAROOT/config/AuthManConfig.xml 3,
BUTEBIRER false.

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

‘g CLI RN AEE

LEE RS MERSSTEOREEAT Linux B Citrix Workspace NBER.

AXIEFMEE, B2 Storebrowse 43,

®E

BAIUTHZERGE, BEXRE, ARE%E Citrix Workspace AR,

T Lf&eg Citrix Workspace ARFREBHNNE, ARERTEXLEX M,

BEXRE

1.

¥ Citrix Workspace W HEFRHEXHRBRAIN—ITTBHRFP. ZRHEEXHENE T A plat-
form.major.minor.release.build.tar.gz (5170, Linux/x86 &M EXHFA Linuxx86-<version
>.tar.gz),

RIBEFEF K Citrix Workspace R BEEFHRMGE, FIi0, AILAM TLS #RER UERERB M AN ML KIE
B, XA2i0E Citrix Workspace B AEFRENARED .

A PkgID,

AT, IETRREGBEHR:

MODIFIED=traceinfo

Heh traceinfo BETERAMEREEINES.

RIFHXAZX M

ISt ax45)% platform/platform.psf (5130, Linux/x86 F&#FIER A linuxx86/linuxx86.psf).

. EMREEXHIIRURBRN R B ENR. MFREH, WHSSHRERNRG SR HNER, Beka U

BEEMEAEEAXHIADN, HERRNBRGEERAXXGRINGNT. REEXHTIRPBTISF7:

o XfHFRE
o HEXEREE
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o FRMHE (ALIKEN cor)
o PR

. FREE

o 4

o KN

8. REFEHXHIEXH.

9. M tar < EFHME Citrix Workspace M BREFREEM . g0, tar czf ../newpackage.tar
.gz *, Hfi newpackagez J#r Citrix Workspace i BEFH B XN Z T,

A webkit 1%

BT Linux By Citrix Workspace MBEEFEE libwebkit2gtk (2.16.6+),
libwebkit2gtk AU THE:

o BT Ul K%, webkit2gtk SHEBABREERANEERD. A webkit2gtk kiads 2.24 RESRARENE
&R YouTube WEAFLS,
+ webkit2gtk zr7s 2.16.6 RESRAH T & FRAK LR E R EHVEIE,
o ZNRAEFSHHN Linux Z1THERMEL, HiRMEEHRN webkit 228,
pE=
webkit2gtk TEFLE Linux Z1THR LRI A, EERERUTEMERRRS X!

« 7£%% Citrix Workspace RZf#2R 1906 Z&i, MIRHIE webkit2gtk,
o #EhEIS2HF webkit2gtk 2.16.6 SHEBARAH Linux K1ThREVE =R,

BEh
AIUELRIBRTH FIMEh S FNEmfEREsh Citrix Workspace MBEF.

HWIRFIFIREE ICAROOT IRENIEAEFMNEZER R

UTFRBARERATM Web SF#MILRE, MRERTERA tarball W=, AGEEEATFREFHEBBRSER
Bt Sto

KRR T
BEAEERA B Citrix Workspace M HER, i&:
1. X\ /opt/Citrix/ICAClient/selfservice

2. #Enter# (Hrh /opt/Citrix/ICAClient %7 Citrix Workspace MAEFHNBER)-
Do you accept the EULA? ({Z2%3#%S EULA?) SHEEREIEI.
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Citrix Workspace - @

Do you accept the EULA?

CITRIXLICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BEESRERINEAEE,

AR

RYEEEREREXRIAEERT Linux 89 Citrix Workspace i Bi2F8f, 727 Do you accept the
EULA? (122@%31%= EULA?) S$iEHE,

Linux £

AIUERAX M ERSMNEmFERR Citrix Workspace M BERF.

FERLESEP, EAIMEEER) Citrix Workspace A #2F. Linux B&1TARAFRRE, Citrix Workspace [zf#g
FRRTERS R R R,

7£ Ubuntu £, Citrix Workspace MAEFERERIIT:

Q citrid

9

Citrix Workspace
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BIEI
ERBEEHED, FRE Citrix Workspace ARRFFHEHNERT, ELUTHUTARS:

s RENETRAN
o EERIAENNAEFNKE
o BEXHMIREHRNR

BRI

B SEMNEBRER, BEEAA Citrix Virtual Apps and Desktops = Citrix DaaS (IA##rA Citrix Virtual
Apps and Desktops izs3) BtkF. ik, &8 IT HARZFARTESEREE— Mk H0E Citrix Workspace
. RE A RESERE NI A EREM Citrix Gateway 3 Access Gateway ARZ525. F = UM Citrix Workspace
FRIBRIK P

1. EEETHEERKARE L, RITUTE#REZ—:
o ERIKF, BRERMN. FERRAEERKRURNESES.
o EENIKPERANNABENFAGEE (BINRGANX), BREERE.
o EMFRIKF, FRGHER.

2. RERRLRTHITERE. HIURTE, MRSHHITEHIIE.

KRHER

ALEARRENBEMNRRELETRE (2FRN), LARKARE, HEERINEAPETR (HOEN),
o EEETDHEENEARE L, ERKEERMEETIERE MR

fERA LR A Desktop Viewer T B IMEEsh A EBERTRSIENTARS,

Desktop Viewer
3t A P IR EIAREN A N EKR e 2B AR WA EME R RNTBAHAR.

LYRAFPREESHEMSEERERN, 1&FM Desktop Viewer, AFPHMENSEIUREAFAHNEMERE, Hall2H
ERETAEE. EXMiFEE LT, Desktop Viewer TEEMEEATFRAAEREONSETOS2RSIEEOZEY
i, BEMERETRSNZETRSE. APTUERRE—AFI&E EMNZA Citrix Virtual Apps and Desktops =%
Citrix DaaS E#FERKERIEZEWIEURERA SN RE, RETATFRIMFIERERIE. &% Ctrl+Alt+Del 51
M E UM SIEFEENERAU A EEERAPHSIE.

# Ctrl+Alt+Break ¥ HE O+ £~ Desktop Viewer TE#%H,

BEEREERIE

Citrix Workspace [z 2R Rl A B E R M E SN S ENNBRER. fli, MERRERER,
o EERICHEENEMNE L, SRENERNAREFNKEPH—HED,
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IR 1
ENRENNAEFFEIHNENRE ENXSF, AILUTHIRA £REE.

1. EEETHEER X FIAR A L, SRR IRENES, ARERUTERZ —!
o %5 - A REHNAEF RIS NI
o Qi - ATKEHNAEFRIEARS NEHX .
o TiHRNIR - FAVFRESNAEZF R .
o BREWIE - BRKFEBNAIEF ARG BT R
2. BERNM, EEME, AREE—ERGZIFIIERNESR.

AR TS S8
BREZRNEMERGK, AIUESENRERNAERFSRENIME R NENERENBS:
EEETXHEERNE e NAMERENNE L, &R TRz —!

o EARNZRXMNMEREE - ATFRERNABEFERZRNANER G,
o MERBEMZFRNMMBZBREN - FRIFREBBREFERZXMMEEEN.

Flash Player

AI %R Flash REMETRA. LB @EEE Flash Player 1 87=, HEEMA. chEMNBES:
EENETHEER Flash TiE L, SEREUTEZ—:

« AR - REBHRE, BrgsBRRREeN,
s MUURE - REEFBRLEEFERREM,
o GREHAIR - 8RB Flash AR T,

JEZE

&3 Citrix Workspace M BEF, AR ARt BEIARENSEMNNARES, URIREZZEHR Windows,
Web #02R4HEIARSS (SaaS) ABTER. aJLU&d Citrix StoreFront gii@id Web Interface 17| Web TTEm&IE
RBFEIEE,

/8 Citrix Workspace Ul i&EiZ 2355

Citrix Workspace M BEFETRRIEAFPHNIKAIZE (B, BPIEZEIMNRS2) LUK Citrix Virtual Apps and
Desktops = Citrix DaaS B EREREMNRBEE AR JRANENEENNBER. JUFERESER > KA TEiRE
StoreFront fR%52889 URL, SENREE T ETEFHMERKS AT, N@id N B Fab A thib#ITiE,
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e

WNR 7 StoreFront fRS5 28 LM SN AEEERERNE, WEIRMHBFRERES, HENBEENS
FREURF AR, 33F Citrix Workspace AR, BERMARE URL HME—IRRZNBEEE.

ERIENVAEES, BPRSKERUTERR: WEX. SENVARERF. ERIRE, BREENNER. B
SR R AR N BT, 1R R I ERS R4S S R RN N B R

REEERE

AT A Citrix Workspace M AB#2RF 5 Citrix Virtual Apps and Desktops = Citrix DaaS BR$3 88 2 i@ 8ViEiEEC B
RLRANSE, IEHNE, EAIUAR M EEEIXLENE,

BAEEANAFRNESHNIRRTRSES, BXA “BR” —ARATRAFESSEERRITHESMUK S,

MERLITEN W AR IEE TR

g Citrix Workspace M Af2F £ LW KBS N AEFEM, BISIET SRS ESEMERE, i, ERIUMBLAT
5t Web 358 384T FF %

fERH<1T81EZ Program Neighborhood =i StoreFront fR$3 3391
WEFM:
MR ABEST Citrix Workspace ZABR2FMEREMMN. MNBEHXE, EEAUTHHITRM:

.Jutil/storebrowse --addstore \<store URL\>
<!--NeedCopy--> " °
1. KB EZINESEBINBERFNME— 1D, It ID AEUTEH<SZ—HhIREMITHS | ANE— PN FRTS:
« JIHARS SR ENFMEREMNARER:
./util/storebrowse -E <store URL>
<!--NeedCopy—-->
- JIHEBITRNEEANBRERS:
./util/storebrowse -S <store URL>
<!--NeedCopy—-->
2. BITUTHSUBHEEHNARER:

./util/storebrowse - L <desktop or application ID> <store URL>
<!--NeedCopy-->
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MRELFEREIRS S, WARFEREERWRRSSEMUEN SOCKS KBFHE. BXFAES, BSH
RIEARSS 250

M Web 3155 25 013251

M Web ¥EEmIENEE B AR RIEPEDNIT. HFEFESHARNNKRRMIRERSE, Hit, FTERE
FRIRITRERE.

MBEFEA Firefox. Mozilla 8 Chrome i&& .mailcap 1 MIME X, HERAUTXHER, BidXEER,
. ICA x#¥%=5h Citrix Workspace M BREFRIITN M wfica, BEFEAEMNIES, BERMEH KRS E.

1. BETUTH<SUES Citrix Workspace ZARFHIFERERARE. NMRRETERIMIE, NTELENR
ICAROOT YR E., ErILUERZ<MIRNE

xdg-mime query default application/x-ica, ®JURE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 $ICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@A & B 7 &£ %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X % 8 7F 5k &% M 7 [Default Ap-
plications], BRUTAZR:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
EORERERH “EEW/“NAIEF" LENE LARE Firefox.
sHF “Citrix ICA RBEXHAS", HikEF:
« ThzzgF “Citrix Workspace M ATER Engine (BR3A)”
5

o “ERHEM...

", SRIEEERX M /usr/share/applications/wfica.desktop (@A Citrix Workspace [z
RiEFHNEERTE

)
£
« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),
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B

BAAUERERRFOERRLENNER, KRR — T FEERNEFNRHTIA, BdIR, BAMEERAILL
IR E LSS A PR EEH TR RIS H AR M INEE, EEEPOHR, BRTUBE U T EERERE:

o XA ARER.

o EERIE EPBRBERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXATAITANNBEFOERTIHASRSH[OEEERE (FFRSSEE
FTERTFFERR XHIN BER) o

o BERERGRAITHRE.

EEERE
EEAERTOEEERE, FRITUTIRE:
1. £ Citrix Workspace L AiEFSgEH, BHEEFR .
B B R A RIBRSS 23+ 5 KB B = iE,
2. AT RMEZ—:

o EFARSES. BRTEREUESH, HEEHEM.
o ER—ANBER, XHAZEH.

AP R mEgsaIhEE
LUET, &BFRBAILUM Desktop Viewer B EETHET L E,

BhR7s 2106 2, RERBRSBBRSEG—RET. WE, XP@EmesH, UESZHH Citrix Workspace #95h
MRFF—Ho BRI TR ENFHITLE R KL,

Acc&nt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AR

BINERT, LhigsaInsEE=ZBEHH Citrix Workspace R FB#ERFhr4s 2106 Fizfi,
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EUHRE AN, EHRITATRE:

SMEl SICAROOT /config/AuthManConfig.xml #i§ WebUISettings K{EIRE X False,

fic&d

September 8, 2023

FERERT Linux 89 Citrix Workspace R AEFR, BARMBUTEREESBahNERENBEFSEH,

®E
B

EERBREBRFAEAIIRE, FTUE Citrix Workspace MARFMEEX . XEREXHESR wiica
FEEEREY, T LURIERS R B ST M R B &

MRBATREHRE, WrARZKERRNARIE, MIFMEENSE. HIREFERSSBIIEBKETRE X PFIHE
Bl

RINRE

INREEAE Citrix Workspace R AEFHAFHBINE, BB SICAROOT/config BRHM module. ini
EEEX .

3 =

AR

MR ATI\\_Regions.ini FWNENZEREANREE, WAXEH module.ini FWZEZ BN E,
A1\ \_Regions.ini AIENTLTEST module. ini FEE,

RIR

W8 X 4 SHOME/.ICACLlient/wfclient.ini R &E T, wfica ¥ &3 & #l $SICAROOT/config/
wfclient.template #1TelE, EXULRRXMHBY, FAMEXERNAZIFE Citrix Workspace M BEEF A
Fo

BFRiRE

ENBEFPNAREEN, BEREFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHIIEES
28T P P R SR ADE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 67



BT Linux & Citrix Workspace M BiEF

WA EXH&E
ERE wfclient.ini hRZERE, BE ALL\\_Regions.ini HhiEE A YFHIETEHETEE R,

MBRIEE—NE, WEERZE. SHOME/.ICAClient/ATI\\_Regions.ini X & L ITED 58 /N E
$ICAROOT/config/ATI\\_Regions. iniX&HigBEMNTIEEE, BRREERIRS,

AR

Fwfclient.ini FIRENEMRTLESTE module. ini FE,

B

BIXHPIHNESHIMRAZZ MO T SMEOMUESHEENBNAL, ERBTE—ANSY; fid, 3
B\ [ClientDrive\] 5&FixIkzn2RMET (CDM) HX.

MRIERBREE, BNRKBHAEFARIINSHIEERIAE. NMRENMNSHEFEEREEE, WEBMNAERIAME. F,
fRig InitialProgram 8HER—1MES (=), BRRMERE, FIREP, BERRIME EREREITER).

RLIEk
ATT\\_Regions.ini XHEEEMXARILIRENSH. ERURGSHIERERFRRIRERE,
NFERIEERERE, FIRUTIRFEN G

1. ATT\\_Regions.ini - kXEFHHNEZES U TXERHE:
o EREMY L ICA XM
« wfclient.ini
2. module.ini - MREKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini PIREME, N
FREXGFHE, B8, XEERZ ATL\\_Regions.ini #FHZBERIREH,

MBEEPERISEHERZEE, WEFER Citrix Workspace R BZFRIEHHEIAE,
AR

IR FTRIMFFEGIIMER. FlE0, BFL2RERE, KRB IMwfclient. ini FIRENEL(E,

Citrix Workspace B2 ELERY

T EMBNIIESIRIESERIGBENEREM Citrix Workspace B AEF+iEH#H. B 2303 ke, EERAILIEEE
RBPBamhiEs Citrix Workspace MABEF Z BIA RN = RAYEIE, 7E Citrix Workspace NAREEOS, MRR
In. BESMEERENNEERASEZETERN, RASBMBEEEHE. TEmBRNAREMEEEITHN Citrix
Virtual Apps and Desktops #0 Citrix DaaS &i&sk StoreFront RIS,

FEERETLIEEAM 10 2HE 1440 . EUERMER EIEFRAIN 5 AIEE. Fin: 10, 15, 20 5
25 2. FIMERT, FEEREEN,
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AE:
IIHEEGER F =i E,
ERBEEH, BHBAE AuthManConfig.xml X S HILTh gk, S fnE SICAROOT/config/

AuthManConfig.xml HHMUTEE:

<key>ITOEnabled</key>
<value>true</value>
<!--NeedCopy-->

B F A LA PowerShell #ikE2E inactivityTimeoutinMinutes Ei%.
EEP BN LEE InactivityTimeoutinMinutes #9558

1. F # Configuring Citrix Workspace using PowerShell module (& B PowerShell & & Citrix
Workspace #1#),

2. WIAER APl Z s ID AR REERIZIER, BXRIKBERMABMER Citrix Cloud AP H9¥AER, B8
i# Get started with Citrix Cloud APIs (Citrix Cloud APl X\ ),

3. BESAILER, Ei§ Citrix. Workspace.StoreConfigs B R Z 34 Import-Module cmdlet, thit2
W, MBARILXHMNERPIETT Import-Module ./Citrix.Workspace.StoreConfigs,

4. BNZBERE, 1T Get-Help -Full KUK B E cmdlet B9 # B, fl41: Get-Help Set-

WorkspaceCustomConfigurations -Full
5. fla0, EEFUTHESLE inactivityTimeoutInMinutes IREA 1 /)\BT:

Set-WorkspaceCustomConfigurations -WorkspaceUrl -ClientId -
ClientSecret -InactivityTimeoutInMinutes "60"
<!--NeedCopy-->

BEFEMEREF IR LET LRSS, BAREBT—RHFHITIE,
REARFAERIT:
o EIEFHIIZAHRER—KBH, BR— BT REERIEHENIE,
 APTIUREERIFERHFRBAHSEFERNARER, EXMERT, REDTNSEREENEERENE. LA
MR HFHER LN AREN R,
AR
REMBIINEE AR 7 Wayland (ERZABIF NI L 1THR. Yt FE8E& Wayland BE1THR, EBUEUT
F—RAEERE: /etc/gdm/custom.conf =k /etc/gdm3/custom.conf i WaylandEnable=

false,
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KAFER

B 2303 fRiE, KABRMBEAFEEEERILENIFENE (2-365 X) RFRFERRES. BRLINEEE, EXHE
o & AR ER R Citrix Workspace MBREFHERER,

BB ThEE, RRERE Citrix DaaS RIERZALEKE 365 XK. i BEFKISHNERER. RAERT, BH
FIERET 4 RS EE, UBREENE, ARG, HEEX 4 XNETEER Citrix Workspace R T2 #UERT IE

Ko

REXAERIEE

BERFTEMFEAUTIEE Workspace FIEFEEXKAZER:

HwnN

&% Citrix Cloud

£ Citrix Cloud &=#las, BERBA FANKE,

ERTEXEEIED > BEX > ik,

i TR 51Zl Reauthentication Period for Workspace App (Workspace W B2FHEH S (750 EHE
)

5. #i Current Reauthentication Period (MFIEHSHISIFHIR) FE&=AM Edit (Ri8).
6. 7z Current Reauthentication Period (L#EHSHINIEEAIR) FEERMNFTERTE,
7. #%7i7x Current Reauthentication Period (UaTEHSHIIFLR) FERPMARKEE KE,

BEXFAER, ESHTER “Workspace [ RiEFHEHNSHIIERAR” 5553 RHY5EA:

B citi

«

x Cloud x + (-]

c
Reauthentication Period for Workspace App @
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate [between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In a native app v Uses a lacally INStalled versson of Citrix Workepace app - DIOVI0es the DSt expernence Tof Ihe subacribers platiorm

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission te install software.

Sign In Policy

® Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIOIESREY B0 IO

KABEREORATEBRSEOF,
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1. ifia) Citrix Workspace R 2R
LB 2R B M IIEE .

& Workspace

citriz

2. FRENEREER.
AASREEEREIFREZRET.
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W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in

3. g Allow (23,
AR

MREFELERTER, EREVNENBRIBT, HEES 24 /)\WEFR—X Citrix Workspace R A2,

BRXAERIEE

FERATLE Citrix Cloud Ul i AuthManConfig. xml XFHRZAKAERINEE. (B2, £ AuthManConfig
xml XHEFRIGEMNEFESTE Citrix Cloud Ul FigERE,

1/ Citrix Cloud Ul

&% Citrix Cloud

£ Citrix Cloud f=#las, BERBEA LANRE,

EERTEXEEIET > BEX > EiET,

i F:&z5h2| Reauthentication Period for Workspace App (Workspace N A2 FHEH &5 10IEH
&) o

2 Current Reauthentication Period (L#iEfHSMHIIEHAR) FEZAM Edit (4Ri18).

6. 7£ Current Reauthentication Period (UaiEH S HIGITHRE) FERPHAN 1 X,

> wn e

o
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8 AuthManConfig.xml ¢

Y

EERKAERINEE, HEHRITUTIRE
1. 1%l <ICAROOT>/config/AuthManConfig.xml X,
2. BROTHRREESME:

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longLivedTokenSupport>false</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>

<saveTokens>true</saveTokens>

</AuthManLite>
<!--NeedCopy-->

EMZBERFPEZEEXAPREFFEH

Bhi4s 2109 &2, Citrix Workspace AR SINT —MNED, ZIEAI A FEMEIERPHIMAF RBEF R BT
IAMZIERIRIR, RIBULAFPREBEFRFRIER, E]LURENAEEMSEIER, HEAFEMUEZRBAEILEEN
MAEIER,

AR

« LkIhEETE Citrix Workspace AREFMEBEPZ I, Lthsh, x86. x64 1 ARMHF th 22158,

EREXRAPRIEFRE, BRITUTRE:

1. #3| $SICAROOT/config/AuthManConfig.xml EZEXf

2. BERMIUTERES:
<UserAgentSuffix> </UserAgentSuffix>
EBEXAEHREIE App fl Version ;rfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WMREFM App 1 AppVersion, BERIERAL (/) #1175

« MEMEERRBETF Ul 19 Citrix Workspace AR, NUTAFPRIEREREMSEERD:
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CWAWEBVIEW/CWAVersion App/AppVersion
o MNRMLZIERFTRKEET Ul 89 Citrix Workspace MARERE, MU THEARIEEEREMLZIERS:
CWA/CWAVersion App/AppVersion
&
« W18 K7E UserAgentSuffix =R &KREFM AppVersion, NHEEMLLERFHN Citrix Workspace

Rz FRR2 R hR Ao
« EFf/E5h AuthManagerDaemon #ll ServiceRecord LUIEEHREK,

BRS3ES M

RS ELEHBR R AR E R T SERSI 2 S M AAE H R AR, TIERSNEITRORMME, AP
BahE Citrix Virtual Apps and Desktops #1 Citrix DaaS (LL#Ei#FA Citrix Virtual Apps and Desktops AR$3).
B 7z Citrix Workspace M AR2F R FHRSESMNERNER, BESRAAENR,

BXiFMER, 587 Citrix Workspace XS RIAR S EL 4R Do

BE%ErFamE

BhiZ 2103 2, AIUREABHNZ EREREHEER. MRARKERERENETAN. BEEYTFERAMEHFE
WMBTIRIE, MMIRSMLARAEF L,

ERBESEHE, BHMAE AuthManConfig.xml XHHF S HLLThEE. = 1 F $SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

RBEERN ERIMERTE, B BN AEFETRRETTNFSTEEN. AXNAREFETHRETFEREE,
BB AREFEREET.

BREREHRE, FREGESEPNNAREFETEEN, ARERRRETE. WK ERREREHENEE,
HE, WALLEEEBBRS B OFER Ctri+M 2B RERFEMIEIE,
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Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHERSEPEREINRE. HEERNYAREERNRH,
ER—IHE MU R BNEREX, A5, SEFRERRERHITET.
PR

- BRRREEMRERERIETHNREFERBIEE.
o ILTHRE(GE R FARME AU EIFI R E.

Rz FRTEF 5!

R REFERI AP &2 Citrix Workspace AREFHPHNAREFES. AIUAUTH RN AIZFA:
o BRERMNAKZHNAER
o XAPHAFR FEERNNARER.

BXEMER, B2F Citrix Virtual Apps and Desktops #4962 M FAFEF 4.

App Protection

AR

I R R IP SRS E I X T B MR E R SRR TIEERNIA ) RIETT. EEREN AP BRA seiRRRE IR T i#
&, WIEEEFRENAEFFRIFRBREETUHNEEXNEHRTTRRMERF. B2, MERFRENRE,
HEREMCFEENT A ATRESEN. BEARNSHEINFIMBRX LR, BHRNT AP EEFEREN
IE PR T B RIRIF,

N IR RIP 2 —IknThee, aTFERER Citrix Virtual Apps and Desktops B2 {itidsar e M, ZIhAERHIT

ERRRERIERNREHRRESNGFMEEN. YARFRIFAINLEEERS L ERNAR RENSRESSFNE
B8, ZMEERMEARNKEESNREREE UL EAREICRBUENTBRRES.
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&iE:
« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) %@ %% Citrix Workspace [z 72
PRI HFILINEE. 14, x64 F1 ARMHF 2M—5 % ik REM,

« ItkThaE7E Citrix Virtual Apps and Desktops MAsiEE s F L 15, o, 723 Citrix Virtual Apps
and Desktops fR$55 StoreFront &5&FERMNEES,

N B2 RIPIBEE R IGEF AR S5 88 L REMINYFAlE, E 4 A7Z7E Citrix Virtual Desktops ¥aliE. B X¥Fa
BIFAE R, 523 Citrix Virtual Apps and Desktops FREIERE LRSS

BhiR4s 2108 &2, App Protection ThEEMIERLE(ER. NAEFRIPESZSNARFNEESIE, HERIART
BRRS. B2, BHAE AuthManConfig. xml XHHEENBEFFRIFIIEE, 7 ENSHRRIEEIEEN BER
SRR E R BiZMEE.

BZhRZSHE, EEILE Mozilla Firefox izfTHBiEIM Citrix Workspace R BEF B RIPEE R,
BhRZs 2012 &2, MARFERIPIEER—TSR10 1 IhEE,

RN

App Protection ThaERE & U TRIER S LUK Gnome Display Manager:

+ 64 {ii Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

64 fii Debian 9 1 Debian 10

64 ii CentOS 7

64 fii RHEL 7

ARMHF 32 {if Raspberry Pi OS (&7F Debian 10 (buster))
+ ARM64 Raspberry Pi OS (&F Debian 11 (bullseye))

.

F=3

AR
WMREEA Citrix Workspace MAEFRET 2204 ki, MARERFRIPESAIZIFER glibc 234 ES
hRASHUIRIER o

MEEMFH glibc 2.34 RBSMANIRIERFZHLERET App Protection 15#ER Citrix Workspace [z
RiER, RIERASISEENBHIRANTESKK. EMRERASISEROEITRE, BHRITUTERIRE:

o EMRERERS. B2, BIIFIIFEMER glibc 2.34 AFEBRANIRIERATBRANARERFRIPY
fEo

o BERERAMERN, ARERLRENE Citrix Workspace R BER.

o BELMRIERSAHITES, FMNEIREREFHER rm —-rf /etc/ld.so.preload X,

RENBREFRIPAS:
8 tarball #t a2 %2 Citrix Workspace R BREFH, BERUTHES,

‘BEEBLRENAREFFIPAMLE? Warning: You can’t disable this feature. (#4&: TEEZAILINEE, ) HFENH
Citrix Workspace M Bi2R, AHEISHER, BXFMEE, BE5RAEERER, [default SINSTALLER_N]:”

BNY LURE App Protection 41,
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BRINMERT, FRENBREFRIPAL.

ENRHHENUEEREN. REECENRDITENG, NARFRIFIIEES SIRFEET.
Z%& RPM R+ EHHIN BT RIPANS:

BHhR4s 2104 &, RPM ki Citrix Workspace M AB#EF2#F App Protection I5E,

EL%E App Protection 4B, EHRITUUTRME:

1. %% Citrix Workspace R AEF.

2. M Citrix Workspace R BiEFERERFH L% App Protection ctxappprotection<version>.rpm

LGRS
3. ENRMARSUEERE.

%4t Debian RGN BIEFRIPAY:
BhiR7s 2101 &2, Debian ki Citrix Workspace [ FBiEF 321 App Protection Ih&E.
BELRTLRENBREFRIPAL, BERE Citrix Workspace HBEF Z BI MRIRIZITIL Ti<:

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show qicaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7 2106 2, Citrix Workspace AREFESINT —MER, AR ASHIRIEEREMBRSESREI

B RBEICRI R FRIHIRINEE
NEHWITERRICEN BREFRIF:

BRI TRREME SICAROOT /config/AuthManConfig. xml H4RiEZ 15!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

NEBRSHEGREERENBEFEFRP:
BRI TAARSMEI SICAROOT /config/AuthManConfig. xml H4mEiZ 4!
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/Jopt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

S5
- RMEZRIPNREN, NARFFPBSSEERERIET.
PR

« B, WRM Snap Store FREMNTBRRFEEEIT, WFREBHZRIFHAER. ARG E: iR7 Citrix
Workspace AR BEXHHSHEIMILARNNBRER. 55, XANARER,.
o HESHUERRIFEONFREEN, BMERE (BEEEPRZRIFVNAER) BETHRE,

BHIRTSHERAT
R ENEBEMKREIE R RE Citrix RERIEBHXIEH,
G-
Bhz 2111, B ERRSS S VD BBMIRSHE R,
BMIANBERT, BEMRSERITLTERRS.
BEARMKESIETRE, FHRITUATIRE:

. §fZ <ICAROOT>/config/module.ini X%,
2. ®E ICA 3.0 &%,
3. IRE MobileReceiver= 0ff,

EP&REEITR (CEIP)
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eS¢ BieA BINAEMHtA?
FeEM AR Citrix P43 2tE &I (CEIP) M Le#siBaI#ERh Citrix #25 Citrix
EAF Linux #9 Citrix Workspace R A#EFHRE. 7

Workspace M AEFWREREM  SMEAMEE.
ERBYE, HEDRBEIEREE
Google Analytics.

Hthf5 2

Citrix H#2BRE&S5 Citrix BITHWERFZFFEBEEE, L, ERE Citrix Trust Center (Citrix SEHL) L1
489 Citrix Services Security Exhibit (Citrix RS Z2MRBR) FHIEEARITHFITHRI

Citrix i/ Google Analytics M Citrix Workspace [z B2 IR E R #iB1ERN CEIP —& 4. EOUESR
Google tfaIskiEH Google Analytics WEErEE,

&RRm Citrix #1 Google Analytics &% CEIP ##8, 3 FUtiEzD, /9 Google Analytics IKEREIEE— M, %
BIRTELU TR DB ZNRIEHHE * RoRo IBHITUTIRIELUERRM Citrix 1 Google Analytics &% CEIP #iE:

1. M3l <ICAROOT>/config/module.ini X#F*H1%2| CEIP 245,
2. #EXE EnableCeip #HEHIEE N Disable,

AR
¥ EnableCeip ZfAi&E N Disable /7, ErILIEALE Google Analytics s RS CEIP $iET

Fo XLEHMIETREIRIRIERFIRZATM Workspace R FAEFMAS, XTFLUIRIE, ESMEILU T HIREREIN
REE:

fiiE: <ICAROOT>/config/module.ini

#8453: GoogleAnalytics

%HB: DisableHeartBeat

&: True
AR

FeARE (EU). BUMEFX (EEA). ImEMEE (UK) B98P RERIE.

Google Analytics Waser94sE CEIP BiBTREIE:

1BIER YR Workspace NBEFHR  HAEFREF Workspace N HiEFiE
x> =
RIEBENFE YmiFeRhR A WHTE M ABERE
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Citrix Virtual Apps SHEIERE EREIN AL BRAN B EEMIIEE
and Desktops &iEEzh RAER
EERAFAER App Protection B2 &

N2 FismEs Etn

[ RiEFFiemestE & Eah Citrix Workspace AR ER), ZiEReEBBHXKIFPEEN— 1 EIR. 5INNAERF
{5285, EAT Linux 89 Citrix Workspace M REFHE R MAES LIBGH,
A A A ER TR RS

o BxBEnh Citrix Workspace N BIEF
o XFAHEMBMNAER
- BREHEBMBIEAER

3 =

AR

EE libappindicator B EERNAEFIETS. BN Web ZEFERH F&EH Linux Z1THREY
libappindicator B,

ICA-to-X {2

AT LUEETT Citrix Workspace MAEFHTELAERS S, HRaHEEATIEMSER X11 MigE, ErIEFE
W RITILESE Microsoft Windows M RBIEF R {F4A 7% Citrix Workspace RZFEFEFAY X gk UNIX T
Edt,

AR

Citrix Workspace ZREFRHEAT S0 X &%, EXLERT, Ti%%E L% Receiver BEIEBRS R,

BUtkF A =17 Citrix Workspace A 2R (BIEA ICA-to-X K1) XiFAMRS 25 ICA,

517 Citrix Workspace M AEFE, AILUGEMABTR X11 mHEREIZH Linux S ICA = X11 %8, 8
B, IR ZEEEERTEM X1 BTRR. AIUE—NRGEPRENETT Citrix Workspace 2 AEFHIEISMNEIZ, 1E
XMERT, §1 Citrix Workspace M Bi2F#iGHiaH 2 X R EANIEE.

EETRHELETIRER ICA-to-X KEREMATF Linux B Citrix Workspace M BAZFHIRE:
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Fe: =
= E
\ - -—
o o \.________,.,--
XenApp server Linux server %11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BRBIIXRS, FE— Linux lRS#E7Y ICA = X11 RE:

o MRBE X &y, WaUEBERTH X Limiedt X AEFMN Linux k523 L5717 Citrix Workspace M
.
o MRTBHEFLEMEA Citrix Workspace BRI UNIX Tel:, TEE—ARSB[/HFEAURIE, LRSS
BRIETT Linux 89 PC
M AERBET ICA MY BIThERIR ML A X11 LIRSS, BIABRT, REEFEMAIRshEsMtIAEE FIRENEE. W0
RERA X LR (BEEERMIREES), EEHAZRE, NREAEEM UNIX TR ARER, AT TR
g tEz—:

« LUNFS #8XEBFRIEN TR LRH At UNIX TiRlh, AR P IRIEENRRGTEMIZAIE LR NFS £
=

™O

o {E NFS 2 SMB 32 (5130 SAMBA) =ifRS28 LRI NFS B/ (5140 Microsoft Services for UNIX).
R R SRR R LIHgE:
« USB EEM
- BEEREER
« COMIBEOEEM
o MERERENRSHIZFEM, HAKKEEMEEE X11 &%,
o ARBEPIRITEINIEEE] X11 3&&. EER LPD TENThEEMARS 28 Fshifinl UNIX TENHL, SNEFERMLEIT
EN#o
o AEFEEAZEEEN. FR, ©EEEETT Citrix Workspace R AREFHNITEN EREMBIREGN, Hb
REBFUNE, B, ZREABHENECHERFERENIRSSERET GStreamer B4XiF RENMR).
BFEA “PRSS2eim ICA” M X Limsg UNIX TEisEzh Citrix Workspace RRER, BHITUUTRIE:
1. f#H ssh 5 telnet EZFZAERIBHIZE
2. EREEIEE LA shell B, 3% DISPLAY HET 218 B RAMILE, FIg0, £ C shell HBAUTRE:
setenv DISPLAY <local:0>
AR
MNRMFA ssh -X L EEIRERENIEE, WEHILE DISPLAY FiETE,
3. EFHIEE _EMHSIRTRA T xhost <proxy server name>

4. BiE Citrix Workspace ARFR2EREARINREB RN, NMRALE, BERIEFETE ICAROOT 2%
BIRENERALIFHNRER R,
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5. #%3 Citrix Workspace ZAREFHNREBR, EHSRAEOP, BN selfservice &

RSB EFIHNBEEM
BERSBIFFAIEABTEER, EERTUMSERASMNBEFITAERBHNABEFFE URL, f, MRES
IERMERA Microsoft Outlook HBIEIHTH TismE Web SimrvsEE, MEERAAFIE LM eI HRBINXF,

BERSBRIEFIHRNDEER, BERAIUESMHRM Citrix BR, XEFTUBAFREELENERE. TUEE
ML URL 2688

. HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

FLUTERT, BEARSENAERFTAH URL:

« Citrix Workspace M 2R &8 SiEHN BEEF
« Citrix Workspace ARF T EEZEILRAR

REBRIEFIHNBEEMERS R LRE, IRBFEESUTAS, WEBIAMER TR Citrix Workspace AR
HJE A I ThRE

+ RealPlayer
« Firefox. Mozilla = Netscape z—

ERERFEE RealPlayer X RR/HER T RARSHBIEFIHANBTEER:
1. fTAREEXH wfclient.ini,
2. 7z [Browser] SO HERIATIRE:
Path=path
Command=command

BESNGHTRITXHRENE R, ZH<SERATRAEEEMRN YL URL WRTHITXHR, ERMTHR
5583 R1x8 URL, fU4n:

$ICAROOT/nslaunch Netscape. Firefox. Mozilla
g ERIEE A TAA:

o WiEfT nslaunch SEAERFLUE URL #XEIB BRI ST OH
o MIRRBRXFIRIPWEMNGE, BEERNBHIIETR

3. 7z [Player] B3P EBUATIRE:

Path=path
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Command=command

%122 RealPlayer AIAITXHFEMN B R. ZH<TRATABEERMNZEA URL MRTHRITXHER, 4
M AR 55 88 &% B9 URL.

4, REHXAIZM
AR

T XEIHERIGE, TBIET N NS RealPlayer AT HFAIEN B F. AR ERTARTXHHZELR
&, flan, 7£ [Browser] Z4mh, TLUKERRIRE SN /usr/X11R6/bin M3 /usr/X11R6/bin/netscape, It
4, EEAILEFIMIBE RBIMEENE S HRIITIR. MBRIEEXEGE, NIEFERRFZE SPATH,

EEGHES Citrix Workspace MRS BEEZFIRRNBIEER, BRITUTIRE:

1. TF module.ini BB,
2. ¥ CREnabled igBEXH O0ff,
3. REHFFAZXF

JEZES
&R

FAEENERMIRE LR RERBERFRENIFRD, FEEMEMINEZ BRI — TR, BRMNEERATLL
ER—NEZNERENREMENAS. EEERSRE (MIEM/FIRE) LEH—TESTULEENR, MmE
RERPT RN EH RS

+ [BF SpeedScreen ZERNE - SpeedScreen FERINERIRES 7 S EANEZRE A THUMERE. 7T LMk,
AABAPREEE RIR, LA NSRS RATAER1E. #A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace M AREFES, LINEET#AZA, 1t
R ESEREEPNRIAEH. BXFAES, BHSRERAT Linux # Citrix Workspace AR OEM
HEEER.

o BRMEES - JUEESATT RO BERERNIUEE. HIEETEF LR ERTRRERNBERERE, B
LIRS R RIEES A TN, £ Citrix SRRENBEGES S EKILE T ALLINE

o BNEOKXD - BEOXNNERIEEBBEMERNR KD EFFIRERIERT,

o RLERGEL - FEEER/ B 256, 7E Citrix Virtual Apps and Desktops 5 Citrix DaaS ik £, i§BRIE
IR,

s REESRE - MREAT MM, ATUER Citrix“SIRE” K ERETRERERTILE.,

BREIEHRIER, 51 “WEHR" B0 PanEiE,

FIK
ClearType F&¥8

ClearType FATBINAERIREMETFAMNAE, SIEE TR ERMARE:
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o ERFEFER

ClearType FAEFBXMAFEREFHEM. AILETHTXHAILINEE,
WEILUBIT AT A IR IERIEE AR
1. SMEMEREE XA [WFClient] #55.
2. REUTIRE:
FontSmoothingType = number

He number AT B TFEZ—:

& 75

0 FEFARIS & LR A EIADL,
FontSmoothingTypePref g EE X T Ith&,

1 FEETE

2 TR

3 ClearType (KFEFER) Fig

AT R ClearType 8482125 Citrix Workspace M AEZEFHHERER,
BE:

fRSS25 AT LUE ICA XHERE FontSmoothingType. IHEHIMRESSTE [WFClient] HiZEH(E,

NRRSW/HEZMEIZEN 0, [WFClient] R TIRE R RE A B LT :
FontSmoothingTypePref = number

Heh number AJUEUAFEZ—:

=1 77

0 FrEEFSE

1 FrEEFE

2 AR

3 ClearType (KFEFHER) F& (BHALE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XX
o AP X" X (72 Windows XP #rg “FRRYSA”)

BIRHXHREER, LeBEERFRNEHRXERNUE, Fib, XEXHRERENRSB[EBENRSRFECE
PRFEEFE. WMBAEREEATEEER, fINESHARERTERSH[ZFHRSEN, WFETFREIE
IR (ELETRES, BRAIUERITBES MRS FZPHRSSE) , FHAXEREER/LFFEER.

BERERHXHREER, FRITUTERE:
BEITE module.ini XHHEIBRBERBARHRXHREER, AGRNTATEEXHRMUE:
1. B TFxA7mMzl module.ini (0 SICAROOT/config/module.ini)
[ClientDrive]
SFRAllowed = True
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents # desktop 75 UNIX X453, GEESFBERFH ‘X" f1 “SE” XHRHERNTE
Bz, fgn:

DesktopFolder = SHOME/.ICAClient/desktop

o AREFNEEABIIEENFREE, FlI SHOME,

o AXMNSHIEEE,

« EENBEROAABIEF ngERGER. B, ZBROIEBRGHIE P IR &EHFHH.
o A C HEAREKENIREFTo

& P iR ohas Bt

B E PRI EhEseRET, ATLUE Citrix Virtual Apps and Desktops #1 Citrix DaaS i3 28 LRGSR T EEAE
IHAFIEE ENER. F1, a0 Citrix AP RIERHIREHEE H BEIEIE1T Workspace 2R 2 HZs A F 1%
HELEHEMER,
& P IRIRENER ST B] AEE R B RBEB T AMABFI8E L. AMAF18EEE CD-ROM, DVD s U &, AFRAERIE
HRIE AT LUE I IR &, LhSh, AR BERURRAMAREE, BRSSEBEE N AR P iRIREhesIRETET

o ARTLURRIE A 7Z fE R S 4

o ERIEHREERAXLEXH

o REREERREFEAMIREZEHARS 288 LAVIRENEE b,
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Citrix Workspace R 2Rz #5533 Citrix Virtual Apps and Desktops #1 Citrix DaaS BR$ 23 EMNE P IRIgE
MU, B LtEIhEE, ARSER LITTTHIRIZRN AIEF eI mEEEI A A P IRENIRE, WRPIRENEAMS, NA
BFMNAKTRMEERMIEIT ¥, FRXLINERZAT, BRIIRSHEE IR IRISEMR.

AR

L2387t Linux (Security-Enhanced Linux, SELinux) Z£EX A ge & #MME P inIRsh2sR 30 USB &
EREENIETT. IERERT Citrix Virtual Apps and Desktops #1 Citrix DaaS. IR EEFEREH—7h
IMINEE, EHEA SELinux, ABHERS S TR E,

B R A IR THER IR AT (HE4E

o BHSEPIRIEHERMET - AT EERTEERMEARIREXHRRNEABIMREFIARSS 25 LREE RN 5
o, ERATHMSAFRNSBEEIEERE /tmp, ks, 1EMET CD-ROM. DVD gt U B#EFABEFMHIEE
B =,

o SIAREFIRIREHEFINGT - 1540 CD-ROM. DVD M1 U BFATEFMSEETRAF RS LNENRHBER, ERIE
HAle) IR AT IR &5 B REKE BohRYEIARSS 88 £ T — AT AR EDER R 1o

Citrix Workspace Rz f#2RFiE#£Z! Citrix Virtual Apps and Desktops 5§ Citrix DaaS B, SIRKkZ2ARTFIHIESE
B, MEEMBRIEF IR, BTLUER SR BT EHIE P ImgEMRANNEA, BXEAREE, H5H
Citrix Virtual Apps and Desktops 324,

B P A LU B ST E R ST IR 5 2%
AR

RINBERT, BRSSEF RSN ARNSERIESE A HIRshismst, E2AEEEEAME, BE
wfclient.ini &% DynamicCDMi&E% False,

Bk 2101 &2, SteRataIIREhERHiAERE IR L INEE,
WE, BWRILARIEFHE A EEEEERGIRENZRRAER S
ERESRETIHEERIIIEE, FEFEFEOONRAT. BIEENA T ZFENBEE.
B, ZERILISESRBIRIEN BRAVIFIRIERA.
LFl, @d CDM iplRX Mg EEN A FAE EERENKAEE.
B 2012 ki, Citrix Workspace M AEF A ERESNAREE CDM X#ifial,

==

EREAT Web 89 Workspace B, XHIFFRBEESIEFHRIFAE, ZIRBERINGE AEREETIEDT,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHEREMS. €A GUIIREXHIHRNRES, NaENFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SAEIE LT > XA A RIXHEERIEE X HIHRIRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEEM Citrix EEHR OB LRI EERIE B XI5 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace R A2 ZHF1E LT N A e A #7455 5 B i & ROFTENAL L ATHTEN, BHARER T, PRIp@EE
ISR ITE, BN Citrix Virtual Apps and Desktops #0 Citrix DaaS ¥R HITIUTRE:

o ERFPIRERLUARBFAETTENIR & _EFHI1TITED
o AINFTENHL

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Eff, ARNRERBATESBERERILAARFNISMITONRO, Ak, BERSSE LK ICA BEREHERTF K
COM xR BEREN “EEA"

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. X4 [WFClient] S8 BAUTARE:
ClientPrinterList=printerl:printer2:printer3
Hrb printerl. printer2 SEFHETENNINE. BES (1) SRSTENMBMEZE,

3. REHXEEX .

BRES A3t TENHL

BT Linux 89 Citrix Workspace B2 32 #5 Citrix PS @RITENNIEEIERF. A, BT EERMBITEM
ECE, AP BIRITEMSRITENNISA P IR & A E AV TENNL B3 ATHTED, EREFERT (Bl S AP IgENITENRER
SIERITENIRNIEFR) , EAEEZEFshEERF Windows #9 Citrix Virtual Apps and Desktops =k Citrix
DaaS LSt E R imFTENL,

BIEARSS 23 LIRGIAMITENN, FHITIATIRIE:

1. M Citrix Workspace R FA#2F BhiRS 8%, REEFIET Citrix Virtual Apps and Desktops 3k Citrix
DaaS #it&#l.

2. 1F “FHIR” REBH, FORIEFIRE > TEIML.
3. 1F XM REBH, EERIMFTEN.
LB BRI TENHLR Fo

4, FEAZASHMFEE “BRHNL, TP HONKZITEN. WEBRESIRETEINETR, SANZESERS
BIEAEZEI, Bl “HP LaserJet 4 from client name in session 3”,

BXRAMITENNBFMER, HSH Windows BIFRSF N,

50

BhkZx 2112 &, module. ini Xy VdcamVersion4Support BB ESHZ A AudioRedirectionV4
o BhRZx 2212 2, AudioRedirectionV4 HIEIAEIRE N True, Fitk:

« PulseAudio ERTFIHREMIEE, HEZIFTIMIRE.

s —RAUBSZMNAEFERASIMRE.

« Citrix Workspace M A#2F ERiEF el BNAME AN EMNLE, SMEESSANREEN—EET, i
ExA Citrix HDX Audio, &ERIUTNIRE|SIE PRSI ARE@IRE,

o BAHBHREMREN, IERBEHEN.

WERIE AudioRedirectionV4 WIEIEE N False:

« ALSA ERTinREMigE, HBEMGHFEMIRE.
+ #&A Citrix HDX Audio MERIABRE B ERIEPE R,
o —RREEE—AAEFRILER Citrix HDX Audio &%,

EJ% AudioRedirectionV4 ig& X False, iEHITLLT2ME:
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1. M5l <ICAROOT>/config XHEHITH module. ini Xff.
2. BZE [ClientAudio] o HFMUTER:
AudioRedirectionV4=False

3. ENRHMSEUEEREN.

TIFE SRR
BiRZ 2212 &2, RIASAEMREITIEE. BT RHIEMINEERSERIEF AN HM,
EZAIThEE, BEEwfclient. ini X#Fsig AllowAudioInput KEIRERN False.
&iE:
o BABERT, EETRHEEFHNZRXAMMEBENETGTERIRS, BX0AEBZERNMMEREN
HES, BEREET,
« Citrix Workspace R AEF RS 2010 R T Bu# %7 ICA ThEERYRIEL,
BEHPRE:

ZAERT, AudioRedirectionV4 EIZEHN True, % AudioRedirectionV4 BWEIREN True B, =7
LU EXIRS:

o WMREMEA root BRPIRMSBSITRERBNSIE, ZiiEED PulseAudio RSS2, ZARSB/AIRESIELE
B, EXMERT, SRERRSBERNSTFREMREN ALSA &

MR AudioRedirectionV4 {Ei&E N False, NEELLTEXPEH:

+ 1£ Windows Server 2016 £iz17H) VDA #, BIEERIEPEROEENSINLE, MESINEEMNIEEHH
NN, 3§ AudioRedirectionV4 {EIRE N True B, IEIRHIEERIRR,

o BFEMGETTIFEIMEEZEEM, ¥ AudioRedirectionV4 EIREN True Y, IHRENISERIER,

+ 3gE7E Windows 10. Windows 7 #1 Windows 8 ##{F R ERBIATIMI&E. £ Windows Server 12fF
#% (5130 Windows Server 2012, 2016 #12019) &, T ZBRBRIASEMILE. LLRAAZHTF Microsoft
R EERIEFRIREIFTE,

« HDMI B3 ERAZIFZIMNKEEEM, ¥ AudioRedirectionV4 EHIREN True B, LEIRENIFEIBRR,
822, Citrix Workspace WBEEFRIGER B RAESIFPEREN HDMI F0igE,

AudioRedirectionV4 Ei&E A False if, BEEIERT, BRINEINRERHNEFAERENIIN ALSA 8%, ALUE
HTRES BisE HMhig &

1. RERELEMOAR, EFHITA-—TEEXH. AXBEREXHNERNAZMAEAFNESR, 55
B IARE,
2. MEBE, BERMUTEDSIZERNERS |

[ClientAudio]
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AudioDevice = \<device\>
<!--NeedCopy-->

EERTIT, KB EEFEETIRERSERN ALSA BELEXHH,
AR
FIEFRE Linux BIERSFHX—EEEHMAT ERMUE, Citrix BiNEEFIZERAEX, TREXERLER
BIIFAE R,

BFiRE S MR EE5RIN6E

Wai, 7£ Citrix Workspace RABREFH, RFBREMNRARLE HER 200 2. ATFIRETIE, FILEER
HEPEMT 200 EMWHER, EXMEEAEESNRENEMNBIEF~EF .

@i ItigaeThEE, Citrix Workspace R FB#1EF PRIS AL RER BB 50 2. AL, XEXNSIMLBREFN
FAPARSTINE, L, FiReE (RTT) 48527 150 =7,

Bz 2207 i, &R LUEFRE Y AR EM P EMME A X RIZS B MR E. 3 FILIBRINEE, E module. ini
489 [ClientAudio] S5 HRmMT U TS

+ PlaybackDelayThreshV4 - IsEHHEHHMIARS (UZFHEA) . Citrix Workspace M BERF
22X EBNFFENBEIRRIFIIE 4L, PlaybackDelayThreshV4 BIEIAER 50 ZFb, XY
AudioRedirectionV4 i&&7 True Y, WBHAEK.

» AudioTempLatencyBoostV4 - HBMBEHERALE RN BEE X AT B UL X R B E B W £ B,
LLESEMBEE+RE BHHEHFENEMARERTINEM B2, SMAESHBEER,
AudioTempLatencyBoostV4 M ERIAEi&E & » 100 E #, X & AudioRedirectionV4 i&
& 7 True H AudiolLatencyControlEnabled T & XN True i, kB8R A EX. BRINBERLT,
AudiolLatencyControlEnabled K{EIEE RN True,

EINERT, AudioRedirectionV4 MEIREN True. BERRLLTHEE, BHRITUTIRME:
1. B3l <ICAROOT>/config XEFHITH module.ini X,
2. ®#E [ClientAudio] SR HFMUTELE:
AudioRedirectionV4=False

3. ENRHSEUEEREN.

Bt T EHMEI A BRI RE

B 2303 hAi2, Citrix Workspace R AR ZFEIFEEiR. tLIhAEE AE AP RAIMIRIT, "TUSRERF KR,
EEHERINRESHRRE SN, PEREBTMMBENSZM. Citrix BIERBEN FMURGEFHIIERE.
RINERT, EIEHERIESTRRRS. ERHARREAF, NRERZHESRMIFLBXEN, BNTHLEERD

ab
BEo
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ERALLIhEE, BRITUTIRE:
1. M%) <ICAROOT>/config XHFEHFTH module. ini Xk,
2. 153 [ClientAudio] #B9HIRIN FFRER EnableEchoCancellation BEME:
EnableEchoCancellation =TRUE
PRI
RIBIRIT, WEREZMER T BIEHERIIEE,

1IN B P IRE & AL
BhRZs 2305 &, Citrix Workspace [z BMEE M IERK AT B AEFRRBEMAI S 5. BIAMERT, BRALLIEE.

EZxEWBINEE BEMI /opt/Citrix/ICAClient/config/module.ini BB B X % # & 8
JitterBufferEnabled=FALSE,

BREYE P I S 5T

LIME P IHEIRESE, 7E Citrix Virtual Apps and Desktops =% Citrix DaaS fR$328_Ei=1TH R A28 LSS
BAREELZENETRERBRAES, CRUERSHE LHNSMERRESNRE, MAPATUEAPRELIRE
BRE, MRAFPREERSBOSMREIRERR, BRAMEPRKZE,

BEFIHSMRN T RESARSBNNMETRIZSHNAT. SHREES, FRSMPEMTNHERERER, SMREM
ESMIEFRERRARSS 88 CPU gz,

18] LA SRR B P I B MR RTEC . BXIFMER, B2 Citrix Virtual Apps and Desktops 4%,

BiEN FH

Bhk4s 2109 2, Citrix Workspace ARRFXFHEENZM. EHBENSMNY, BEFFHTE VDA LRESMR
BERR, BENFMAIRKIMRISE, HERIRNEMESESN, UREEENAFGFR, BENSHRIALTER
>Ikll_a\o ﬁ*ﬁﬂtﬂ Si¥) -lﬁ%[ﬁ.l Eiﬁﬁz%&ﬁo

BhRZA 2112 2, BN EMERERA P EIERMIN (UDP) B3 metiEtem.
B RIPRE:

o BENEMEEZHF Streaming SIMD Extensions (SSE) 4.x 89 CPU 43233, YBABEN SIS A% SSE
4.x 19 CPU ah32gs—itefEmet, Citrix Workspace i ABEZFAIgERXH,

EF8 UDP &47

UDP Ssfir] LiR=i@ Internet 3k¥TRYRBIEMIRE, ©fEM UDP mIE TCP,
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BhRZs 2112 12, BIENEMEER UDP SMEMTEER, s, Bk, Citrix Workspace AR 21 H
F UDP E#inv¥ueRFmE= M (DTLS) thill. Eit, ZATLLEE Citrix Gateway 513 UDP &#flc BIMER T,
teThRe FEBARE,

Bk 2202 &, Citrix Workspace A2 z#Fi@id Citrix Gateway 5l UDP i,
Z/2 UDP B41, BT T#RMAE:

1. 7 module.ini & [ClientAudio] &84 & & LI &M :
« % EnableUDPAudio i&&H True, BiAi&ER False, LLERKEA UDP Fif,
o $3fER UDPAudioPortLow 1 UDPAudioPortHigh $§% UDP B2 AMNS/ IR AKD
So BIAMERT, #RAIKO 16500—16509,
2. RINERT, BEREE VDA LR FRARSHEZR UDP Bil. MIRZAT BIENEM, BRN TR
BREFIHRSHTMGE TR UDP 3. Eib, £AMNEMRETE B, FRtEARME).

=k
E

FPim LSRR  BFRELOEMR FFRELOENER

i

]
]
]

it
H
=

RE|BLENSTHR 5 = 1%
g2
ARS8 LRSS & B (i3
g2
RS ERESR ] (i3 & &
g

Ei@id Citrix Gateway =2/ UDP &4, iBHITUATIZIE:
1. M%) <ICAROOT>/config XHFEHITH module. ini Xt
2. %3 [WFClient] B HIgBUTRE:!
EnableUDPThroughGateway=True
3. #3| [ClientAudio] R HIGBEUTRA:
EnableUDPAudio=True
AR

NERER StoreFront default.ica Bt &, £ [Application] #9518 EH EnableUDPThroughGateway
EMRSETFE module. ini XHHIRBENE, BR, BREEFERH module. ini 3X#7E [ClientAudio] ZB4
Fi&E EnableUDPAudio f, It4h, EFREMIETFE StoreFront default.ica BEEEHIZERIE,

PR

« UDP EiEmMENAIERAAIA (B, A TLS 5 ICAMEBENAIE) . FMERIFED, SHEmER TCP,
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o ICABEMRLRATEZF M UDP S,

EPim LR UDP
1. %l $SICAROOT/config/module.ini X,
2. £ [ClientAudio] 9 FIREUTHE:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
3. 7 [WFClient] #9 FigBUTRA:
EnableUDPThroughGateway=True
4, 8% SHOME/ .ICAClient/wfclient.ini X,
5. 7 [WFClient] 9 FigBUTRA:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
&k
« [WFClient] &4 5% AllowAudioInput.EnableAudioInputflAudioBandwidthLimit
B BENEREHEATF UDP &4 TCP &4,
o MIRFKIKET .ICAClient Xk ((REBRREHBNAE), BB Citrix Workspace 2/

BERFEHXA. LtRIERKEIE .ICACLient X%k,
o Z AudioBandWidthLimitig&RN 18, FFHLEANEMRENF,

6. 7 Domain Delivery Controller (DDC) Ei& & LI T 58E:
+ % “Windows Media E&™” &R “B1t”,
« % “5&Z UDP iU ESM” B R “AiF 7
« % “i&3Z UDP iV EMEeIER@m” &BHR “BBA”.
o B BMRE” IRERN 7

B¢ Citrix Workspace N AREFRERS %
ICA BARE S TEENMA, BEEERSN CPUMFRER, B2, MREAEETRIFEMR, BEERRIMLUTHEE
fRIFMEEE:
o BRERE IR AR . ERAZFIHIRENEMRIT AR AR S, ZX AR SRS SEEH
7125, MREENEERE, XA ERTEREERIKEEL
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o BERIEAMITENN LITENREIX A, EAMITENN ETENSCAEEY, $TEN A R@E IRSS s &R 1T1% M. MRE
ERIREEE, WX EmATRERERKME,
o BERRZERERNDT. BRSEANEESERAKRESRRE, FESSHIEMERE.

UsB

USB X AFAFPEEREENEEN S AEM USB g&E#TRE, BSEEXHREFHEAEHEERE, BF
FILUOR USB IREBAITEN, ARFREEERIHENRE. FRINMERT, USBRENBEHEERLTERRS.
ATATIZEERR USB IREEHE!

o INTFIREHER
o BEEF

- PDA

o $TEDH

o Y

o MP3 #&ikes
¢ RERE

o AR EER

USB Ex@FEE Citrix Virtual Apps and Desktops 7.6 FEShRZS

HESMEHBIBEIER S EE LAN IFRhiE i USB BFRE (FIMMERGN. ZRX. HESMEN) PENE
I8k, B, BEERT, MESHIAMERENEEREINEM,

ENNAEFMNREIEERFFUTRENIGE, FILAMER USB 245!
o B

- B
- Wik

- Bl

- RSN

=

AE:
LA USBi&& (f5idn, Bloomberg %2440 3D Bin) BB AER USB . BxAEMET A USB I&&E

EREIMNBIER, HEH
CTX119722,

ZABRT, FZFFELLEAN USB i&& &2 Citrix Virtual Apps and Desktops 3¢ Citrix DaaS #1TiZiZiEE,
g0, AR BIERE USB EERIRARN NIC, 3tk NIC #TZEEEERNEEN. BABERT, FIH/EE
PR REFMEEPER L TREM USB 18%&:

o HFEHCER

« &8 NIC
« USB &423
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EFEHAI A TEEEEN USB IREMBRIATIR, 1ERIE SICAROOT/ XHFHM usb. conf Xfk, BXEMER,
BEBE “EIEHTIZZEEN USB RETIR”,

EaiF USB & ZEEEIENEmE, E5A USB HIRAN, ExXiFMEE, B2 Citrix Virtual Apps and
Desktops 324,

USB 2R TERIE

HAFEA USB ig&RY, KiRHE USB RESWE#ITINE, MRAW, WEEMEEMRE, NRRINRIIESERZIL
®’E, WREESHMKSEPER.

RigENTAFTEIRERERAAENKEREAN USB ig&, EXMERT, BIEEXHREFHIERAEMEE
MfE, ZSEREHNEEMIENEE. RIABERLT, USBIRENBHNEERLTERARS. BEE USB 8&ER
BEM, BEHRITUTRE:

1. &M% SHome/.ICAClient/wfclient.ini EBEXH,
2. AMUTEE:

DesktopApplianceMode=True
3. i3 /opt/Citrix/ICAClient/usb.conf EEBXfH,
4. REUTERIRENN:

« CONNECT - &% “CONNECT” XEFURESIEF RN ERIRENBMEE M.

o ALLOW - i&E “ALLOW” XBFLUAWFNERIEFBEBEERIRE.
B2, MRKET “CONNECT” 5 “ALLOW” X#¥F, WREEXFHAREHBANBENZBHNEE
Mo

REHN A
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

FMRAEEEFERASEEEER, SUWAFEAN USB IEEMMTEEANSIEROLMEETER,
B RIPRE:

F USB EEM, usb.conf XHHREXWERBAIEREIER, B USBREFRELEZEEMERIE, MR
usb.conf XHHEFEET 2000 NFFF, WHILLEE, #R7GZE: ATUBRRBHIME EFLURLD usb. conf
XA FRTE.

RBEEFHERE

HER, 83 USB RAEFMHRENBATHIEN, BASWASENKENER, EXMERT, SAFEMEE
B, ZREAREERIENEEH. BERIIATEFHRERTECRIENEE, BAYATEEMERGBFHER
EEDNER S
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AR

NRBABEEHLEBENCRENIELTIELFE USB KBEEMHI&EM Linux T1Ew, Citrix Workspace
N ARFERERIZIEE. HETESITA— MR Linux X3485, Fib, Citrix BiERLRERF &
%, HZIAER: Browse removable media when inserted GENBSHIS AR/ TE). EET Debian 89
RE&ES, EEA Debian FEZEEER U TETRMTIIZ(E: Desktop (@) > Preferences (&i£I)
> Removable Drives and Media (A1#zhRzh28#17 /&), 7 Storage (7%fi#) %W+ £ Removable
Storage (A#&hzfE) T, BUHi%ES Browse removable media when inserted (&SRR RN
) EiFtE,

SFFEFIE USBIREEER, BEEUT/LE,
#i*:
RigZFIE USB REEEARSBERERA, EXMERT, BMETHTEFIRIREISRMET, ABREEFEESE
SWEBA USB 1&&,

USB %
#AIA USB SREEFMIM A VFERZLLT USB k&
« B (R01)
BEZRNX. 5. BHA MIDI izHI8E,
o YIEEEO (K 05)
XEGES HID #U, BREREINBAIRIT. i, BEEDRIFRMT. B TaMHRIRIMEER.
o FIEEGLE (3 06)

BIELHEIANAAEN BEANZ R EEGLEE, ZRERE R ERNY (PTP) EAER NN (MTP)
BEGEHETENHEMING BIETEETARBEFHIRE. FETUBIEN A SRENTERRAER
ERENUERRRE—%,

RBNETARBEFMHRE, WNEREF IR, MARE USB XfF.
o FTENHL (R 07)

BAFLATENERHRNERFENY K ), BERASHITINERNEEELIER. SIHEEHTENNEEEETR
BEABRACREGIRE. AXBMERT, TEITREEEMITENE, REFETRERAEMSE, fiM, &
IEE SR,

FTENHLBEE2E USB XHFBER T Al LUIER TF
. RBEFHE (£08)

RENNAREFMILEH USB N7FRzNE. Hitt@EEd USB EEmiER. CD/DVD ixzh2sF SD/MMC
BREE. ARMEENIREREANINEME, ERET —IATEFMHEED, XERSCEEAERE. BEIEN
MFEH. EMRFEREE:
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« 01 ZRAVAEFIRE
« 02 2889 CD/DVD i&#& (ATAPI/MMC-2)
« 03 ABMEHISE (QIC-157)
o 04 sBMHREIREHEE (UFI)
« 05 BEEHRBIXENZE (SFF-8070i)
« 06 K& A SCSI ML BN ABTEFHISE
BEERT, LEIEFIRREERRFRIGRABTEFMILE, Bt USB SZHHARLFEN.

B XA, BLRS2ERAMELENATEFHEINEE. FEEEZEREFEEIATEARBEFMHR
& (BEEFRIEHSERITE USB X5 RIS ER, ERFEILAR, FJLUBRSSHEENELEXGFBEIER
IR B 2R AR IE T,

P =

Bal, MRAFFEMFERER USB EEmR USB 3.0 RanizFEZEME Linux VDA, &8 U ZidA
USB 3.0 i&#&,

« RNBZR2M (£0d)
RELZ2MRETUNERASTRF, BEATRIFFISBFRNER, LXABEHRIPEE,
o PABETRE (0f)
XEREEENAETREIZE, 0
- MEEREES

- DERY
.

- BRI
- WEEit

o MNARFHEMHENESE (& fefuxff)
W EERAEMERFENNERE USB BRESIRELRNNY, XLEREBEETAREBRFE E M.

USB ig& 3%
#AIA USB SRESMMIIELLERZLLT USB 18& %!
« &@fEF CDC 4l (3£ 02 1 0a)
BIEAGIEEEE. ISDN Ehces. WAEhes U —LBiEREEN 28,
#AIN USB SREEF AVFERX LIRS, RARFHN—MRETRMS ENREESER.
o AMEFEZENOIKRE (X03)
BEESMRANELIEE, BEMANEDRE (HID) T
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- BE

- Bx

- {ERIRE

- BERFIRER
- feRER

- il
- &3

- EHThEE

F3£ 01 XAFA5IFEO%E, AIMREMBERER.

BRINRY USB SREER 207 fER USB $85 (2£ 03, 7301, thi 1) 5 USB Bir (03, F%E 01, ¥ 2),
iR EREAEMERE USB 2%, KEDREMBMBESHITIEHNNE, HEERIENSEN, 88F
EAMERMTIZERX LIRS,

« USB &£628 (3£ 09)
USB 4B A PRI EEET AT BN, TRTEHRXEIRE.
« ZHER (X 0b)
BREFIE R EEIHERAE R TR FRNEMINEERIRRE, UREERARERFFREHH USB <,
I LRS- RIZIBE RTINS sE Rk +88, MAFE USB X%
o MR (% Oe)
SRS 2 A TR PSR AT X AT R B0i% &, filsn:

LR RGN

- HEREEN

- RIS 25

- —LEMiEER

- —EX ISR AN

BIMER T, HDX RealTime REBBEMIMIAELE Al IR HAERERGEN 15,
o TEIEHIZE (3£ e0)
BETMRESHTLITHIE, FINBREHITHISMES,.
HA— i & T RER AR IRAOM AR, HEERXBIIINEIRE (FIMBEFREFEF T .
A USB REEF A VFERXLERE, BR, FIRHFEERTRMIAE USB SZHHEMRIRAVFHIZE.

USB iz&7%!I%&

TR AEH A& 2 REY USB IRERVERE. BEHEE, 157 SICAROOT/ éRIBAFIRE LM usb. conf
XAHRREARNTIR,
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AT LGB AT Y SRS A AP SIELRGAER PR B &8 USB IREREMTIR, EEET UM IR
MPEEHIRARS SRR AR &, RSB ERMNIEFIER XSS PRLEIR S,

EERIEEWNARIARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R&[EIR: AWBEHMIEE

USB &EEHIN

B IERESHINIE, 55058 USB Web uh L1389 “USB Class Codes” (USB Z3IMRHD), iZihSmaImitH
http://www.usb.org/. RPI&& L usb. conf XHFHRISREHNRAER7: {ALLOW:|DENY:} EER—AETF
LU TR ERNRIER :

i WiRA

VID REWRTFPRANE ID

REL REWRTTPBIMRZ 1D

PID REWRFPE~Mm 1D

% IREHR TSR O R TR
F% R EHR TSR O R T PR F 3
|| R EHR TR R TP AN

CIZERBSMNEY, ROERLATFHRLL

s MRS KNG,

o MNKERTEERH # SINNELETR, REBNERDFR, BeBBRET,

o EHARTNATRITESWAK,

o BEDTRFRMNTIEERZE, BRELNERFHIMRFFE. §130, Deny: Class=08 SubClass=05 8—%
BXHN; Deny: Class=0 8 Sub Class=05 2—& TN,

o RERAERTEIEESR =, fiwm, VID=1230,
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5l
TENRGIZTTHAPEELE usb. conf XHEN—IED. EXMHEXLMN, RS EHNIFEHERN—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BER

EREEEHEERERT, BULUEREPESEAEEHEEN USB§&HMAR. E&MHFIE& LR SICAROOT/
config/module.ini x## WfClient 259, RINTFIRIEE DesktopApplianceMode = Boolean.

TRUE EEEBAR USB 18 &# o] AEB IR ER, XEHRS
22 CEM=RT) HAFRE EERANEEXH) £8
USB SREEHRRAEMA “IE4” MR ILR&R, REAE
BEhES R Ao

FALSE Bnhedi&HE USB i&&AT .

} =r

AR

HIRE “CONNECT” XBEFUESIEF RN BRRENEMNEEMR. B, HRE “ALLOW” XEFLUAIFNE
REFREEHNEERES. B, NRIEET CONNECT 5t ALLOW X5#=F, NMIEEERIEHRIEREHIENE
R = BMEE M.

& USB iREMBEHETER

PLRME, ERFHEREHENEEN, RESWENEER, AL, &EBHEET VDA, 7 Citrix Workspace
N RRER 2207 hiAd, EREEIREXFREFHEAEMEER. MIAERT, USB RENEHEERLTEA
Ko

ERE USB i8& (BMIREMEARIRE) NEMNEEM, FRITUTERE:
1. S#i3l SHome/.ICAClient/wfclient.ini BEZ& S04,
2. AT %EB:
DesktopApplianceMode=True
3. &finzl /opt/Citrix/ICAClient/usb.conf BEB&E X {4,

4. REUTERIREMN:
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+ CONNECT - i&& “CONNECT” XBFUERIEF AN EARENBEHNEER,
o ALLOW - igE “ALLOW” XBFUAFNERIEFIREBHEEMIEE.

B2, MNRIEET CONNECT 3¢ ALLOW X8F, #&ERIFHEHREHENN2BHEEM,
SRR
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°

ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid‘

E5USBREEEW
B 2207 kg2, Citrix Workspace MBEEFAIFFHSES USB &%, §& USB &&TILRITSINIAE, XLIIRER

B EARENEORTEPNESIINERKLIN. E5 USB ig&RAISER S SRR N\ H AR HID i
o

Bal, 84 USB REEEANERERIEFAA. FHIREFETE Desktop Viewer #,

BLeMR, ERIEHEREFHBNLEN, RESWBAMEER. Eit, $EEBmMEES VDA, E4kEd, &%
BEEEXHREFIEAENEER. MINERT, E48 USB RENBEHEEELTFEARS.

USB 2.1 XE@EmMAX%HE USB EGRENHE, BENFigEF@EE— USB SAHZRNER, EREXAEN
B Z 840, HPm—E0S 00-ff BFRRE N FigE. IRBESHEMMIARRE USB & ERAHH
USB S£R AR FEER USB 42337 E.
ALREERhER EARMNESRER AL ENENFNUTIRE:

s BNMEAUSBiRE, &

o —HHRMUNFIRE (FDIRE)

¥AE4G USBiGER, BMEEENIHERRAIH, EIERHELENES FNMENAERERMERILE, SiERK
8 HDX izf2{a3eFrEEad Citrix Workspace & i,

NFRHEMNZTEEE, FEEREATEMILEMN HID 248 USB EMigE. MNRBEMEEFERER USB BE#HITH
%, ZgEEReBINUE HDX SIUEEHITEEM, B2, BEMHH HDX SIMBE L XS, aAIULNRE
58, XS5HEAENHSMIRDIEFBLBA USB ZEERLENEMAE. XEEN USB BN AIES L,
ARARBRHIETHSEETAERERIEXRMENEMERIENE S IREN 2N, BHRIRIXERE, ¥R
EENEGEEN, TR LRAARSRBITRTELETE, EXRSERIERNARERPRRIMN.

EfRXLERE, Citrix BNEIFRSERIRE, HANERERREA USB BENFED, HIRERTHEAREMTFIREY
HEF iR LN ARFEER, SiFREMR LR HDX &3H Citrix Workspace AR, RBXAIFEFRERNE
BERInERIEHMHITEIEER,

AN

5%#M USB i&&—#1, ERAMNESILEEIRIE Citrix Workspace N AREFEEHiLEII&&EFNREREHN, Citrix
Workspace [z #2565 FAX LA NLRE /1Pt pE L USB 1§ & L FinigsiE,
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FSEANLEE—MEEXEF (Allow. Connect 5 Deny). —1MES () MRS HEZ N 5iEm USB FREHPH
KRR E AT IERS Y. XEFBESHBNETFEN USB REMRIFRESH USB REMRTTTLHIE.

REMVBSFMNETHRAX, £ # FRZERAETR. MNE LM FH#HTRE (RREREFER). NAS
REHFIEOLENE—FAN, EFAEEIRESFRONESEMNGR B,

EEBUKEIN, BHITUATERE:

1. &3l Jopt/Citrix/ICAClient/usb.conf x4,
2. IRIBZEFMGEMM,

T ERN
ALLOW: vid=046D pid=0102 ## Allow a specific device by vid/pid

ALLOW: vid=0505 class=03 subclass=01 ## Allow any pid for vendor 0505 w/

subclass=01

DENY: vid=0850 pid=040C ## deny a specific device (including all child

devices)

DENY: class=03 subclass=01 prot=01 ## deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1C ## Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 ## Split this device and allow all
interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 ## Split and allow only 2

interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 ## Split and auto-connect

interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 ## Prevent interface 03 from being

remoted

I LUER U MRS ES M AN N AR R AR &

LIRS A

vid=xxxx USB i&#&#RzE ID (K47 HIE3)
pid=xxxx USB i&&r™& ID (mfi-+751e3)
rel=xxxx USB i&#&hR4s ID (TE{I+7<i#HLE)
class=xx USB & &5 (FR+7smREE)
subclass=xx USB i&&FEMRED (Rt HIRED)
prot=xx USB & &M (F+7sEREE)
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PRt 5

WA

split=1 (5 split=0)

intf=xx[,xx,xx,...]

EEEFED (HARHFD) NEGRE

ERESREVHEFEAE LESHRHIMA+/X

#HEEETIR)

BN SEEFGIN AHNEY USB 18%&, MRKIEEEFASH, ASTREAFZSHMNEAERNIRE.

USB Implementors Forum faS#iR 2 E XM, FEURBEXERBHRMIVENTIR. USB-IF EiFF
MESMERRE ID B95R, PIMEARZETA (59 lsush) EEFEIREMMNBE. =&, MAM#ED ID:

<username@username>-ThinkPad-T470:/var/logs$ lsusb

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

004

003

002

002

001

001

001

001

001

001

001

001

Device 001:

Device 001:

Device 002:

Device 001:

Device 005:

Device 004:

Device 003:

Device 006:

Device 045:

Device 044:

Device 043:

Device 001:

<!--NeedCopy-->

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1d6b:0003

1d6b:0002

0bda:0316

1d6b:0003

138a:0097

5986:111c

8087:0a2b

17ef:609b

1188:a001

1188:a301

1188:a901

1d6b:0002

Linux Foundation 3.0 root hub

Linux Foundation 2.0 root hub

Realtek Semiconductor Corp. USB3.0-CRW

Linux Foundation 3.0 root hub

Validity Sensors, Inc.

Acer, Inc Integrated Camera

Intel Corp.

Lenovo Lenovo USB Receiver

Bloomberg L.P. Lenovo USB Receiver

Bloomberg L.P.

Bloomberg L.P. Keyboard Hub

Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t

/:

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M
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/:
/:

/:

Bus 03.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

Bus 02.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

Port 3: Dev 2, If 0, Class=Mass Storage, Driver=usb-storage,

5000M

Bus 01.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 480M

Port 1: Dev 43, If 0, Class=Hub, Driver=hub/4p, 480M

| __ Port 1: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 2: Dev
M

| __ Port 2: Dev

12M

| __ Port 2: Dev
M

| __ Port 2: Dev
M

| __ Port 2: Dev

usbhid, 12M

46,

45,

45,

44,

44,

44,

44,

If o,

If 0,

If 1,

If 3,

If 1,

If 4,

If 2,

If 0,

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usb-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Driver=

Port 4: Dev 6, If 1, Class=Human Interface Device, Driver=

usbhid,

Port 4:
usbhid,

Port 4:
usbhid,

12M

Dev 6, If 2, Class=Human Interface Device, Driver=

12M

Dev 6, If 0, Class=Human Interface Device, Driver=

12M
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|__ Port 7: Dev 3, If 0, Class=Wireless, Driver=btusb, 12M

|__ Port 7: Dev 3, If 1, Class=Wireless, Driver=btusb, 12M

|__ Port 8: Dev 4, If 1, Class=Video, Driver=uvcvideo, 480M

|__ Port 8: Dev 4, If 0, Class=Video, Driver=uvcvideo, 480M

|__ Port 9: Dev 5, If 0, Class=Vendor Specific Class, Driver=, 12M

<!--NeedCopy-->

YEFEEN, RERITSHINERT USB £E518&. IFISHREESREVIENIFNRERLERFANENESKR

B A,

Split=1 KRB E SIREHNEE FREOFARDIREHITEL.
Split=0 RREIFDE SRS,

AR

WNR72EE split 5%, WEREREA Split=0,

intf SRREFVTIRIEN BTN ESIGENETIED, MEZE, ZIREENATESIEENAMEED,

Big—1E4 USBi&& (170 Bloomberg 4 $##) Ha75-MEO:

+ 00 - Bloomberg 4 $## HID

« 0 1-Bloomberg 4 $##& HID

+ 02 - Bloomberg 4 HID

+ 0 3 - Bloomberg 4 &= Hi@E
+ 0 4 - Bloomberg 4 B S5EE
+ 05 - Bloomberg 4 & EMi@E
o BUMERTFIERMIGERNAN SE:

CONNECT: vid=1188 pid=9545 split=01 intf=00
CONNECT: vid=1188 pid=9545 split=01 intf=01
CONNECT: vid=1188 pid=9545 split=01 intf=02
DENY: vid=1188 pid=9545 split=01 intf=03 ##
Channel

DENY: vid=1188 pid=9545 split=01 intf=04 ##
Channel

DENY: vid=1188 pid=9545 split=01 intf=05 ##
Channel

## Bloomberg 4 Keyboard HID
## Bloomberg 4 Keyboard HID
## Bloomberg 4 HID

Bloomberg 4 Keyboard Audio

Bloomberg 4 Keyboard Audio

Bloomberg 4 Keyboard Audio
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£/ Citrix Viewer #1754 USB EEETEH
BMIGEIDERE USB 8%, BFHITUTIRME:
1. #EEEED, SMELETH Desktop Viewer,
tEBTE B RIF2H9 USB &%,

A

Haome

Bleomberg LP Bloomberg Biometric Module

Bloomberg LP Keyboard b HID Device

Bloomberg LP Keyboard Audio ¥ HID Device
Generic Lenovo EasyCamera

Manage Devices

2. BEENRE, BARPIENRAI,
EMEETERD EHE USB i8&, 1BHITIATIRME:

1. SMEIEED > RE&EH5.
LB 2 RiF2H USB %%,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions

Device Current Connection Redirect to Sesslon Virtual Chanmel
3 Luedl Figawnnnise
Policy Restricted

Bloomberg LP Bloomberg Bio.
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect

Generic
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

P

Refresh Cancel

2. RIEFEEPIREZUHNEIEE,
3. BEHWEE,
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EENRERNAIIREER,
AR

TAPRFR RIS BRI B SR S AR LA iR & R0

RILE RGN

BIAMER T, HDX RealTime MAEBGEHASAEIE T IRIERIEME RGN IR, BERLEBRT, BOEcERARE
F3 USB ZiFThEEEEME RGN, EEA USB ZinEEMEERGI, E2A HDX RealTime B BEHTIAELE,

ML RGN EEM
TEHRXTMREGINEERRLRER:
« MEBBHIEEBDF—ES RTME %%,

o MEBRGNEEEESHAT 32 (I 64 (I AERF. 513, Skype. GoToMeeting. &R 32 i3k 64 L%
BRBN ISR G EER. B8, https://webcamtests.com/,

o MEBRGYHENBERFRSER. 10, & Skype EEFERMERENETHEEB GoToMeeting BY, &
B Skype UMLK RENS GoToMeeting &5& M.

BT 64 (INAREFHNNEBEENEER

BhitzAs 2305 2, 64 INAEFSZFMERGEIEE M.

o GStreamer #EZRARZx 0.1.X 8¢ 1.X, E{AEURTF RS ER YATRAS,
o« ICAClient xRS TF 2106 (MNRFEHEMZ GStreamer 1.X)
o Gstreamer KRASFIIGEH:

- gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi pluginfl libva &
X264

F=3

=

GStreamer AR AENINS GStreamer EZEAIhRA—E, 90, WERELE Gstreamer 1.2.4, NG
Gstreamer L.x {EHFHIRRAEATA 1.2.4,
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ML RGN EERERE
BIWATUTEE, MEATF Linux B9 Citrix Workspace B2 L#Y 64 (I AEF SUEMAREME RGN EE R

ok
BEo

$& 1: I ICAClient WEZE +

¥ AllowAudioInput EIREN True LUEAMBRENEEMINEE. FHIAMERT, £ ICACLient FIREHE,
IEIRE RN True,

R AllowAudioInput fEi&E X False, BEHMITUTIRIELUE ARG EE MINEE:
1. §fi%l ~/.ICAClient/wfclient. ini BEBEXHHWNEHITRIE,
2. ¥ AllowAudioInput Ei&EH True,

AllowAudiolnput=True

$1% 2: I8iF Theora fRiZREE

MIN%E ICACLient #¥ AllowAudioInput EIRE N True i, BINERTXEE Theora 4HiEds. IR
BEETHRERMmISEE, HREEIEZIEREN, B2, 4Nz VDA £1 32 (IR AR

ERITUTEIELAIRIE Theora RIBRRE X2 #F 32 (U AREF:

1. 7 VDA k%% Firefox 32 i
2. iFEMGBENNRIE S, MUt https://webcamtests. com/o

Theora RiZEERZHFE M VDA £H 64 (I AIEFHMERENEEMIIE, FBE H264 Ji5H[ETUAZFFER
VDA EBY 64 1N BEZFHMNERENEE@IDEE.

S8 3. icE H264 /FiDaR
H264 s iFmEm VDA £H 64 (I ARRFHNBRGIEE M. BEA H264 4388, SIMITUTRME:
1. 8% ~/.ICAClient/wfclient. ini BBBXHHTEHEITRIE,
2. ¥ HDXH264InputEnabled {EIREN True,
HDXH264InputEnabled=True
EHITUUTRIELUISIE H264 fRiZEBE 1T 64 (I FBER:

1. 7£ VDA L% Firefox 64 {i,
2. HRMERENNRIES, ik https://webcamtests.com/,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 110



BT Linux & Citrix Workspace M BiEF

SR 4 BIERFKBT
LB H264 widesfa, MRMEBENEERIHEERZH VDA L1 64 UM AER, BRIERFEMIL

A 64 (I AEFHNMKRBEGTEEAINAEETF GStreamer 1238, ICAClient £/ GStreamer 1EZRRZ
0.1.x 8 1.x, EAXERTEHNRFHRENYFIRE,

S 4.1: 1%iF ICAClient fgzs
IIE ICAClient lREREET 2106, LUIFHEMFEAMNE GStreamer 1.X, RHAARZAR ICACLient AlRERKM,
BHITUTHEBREIE ICACLient IREREETENRAPREN GStreamer 1B

1. FERSITHREAUTHS:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

1s -alh
<!--NeedCopy-->

2. Wik gst_read symlink @&H#%s gst_readl.0 gst_read0.l., MATEFR:

© X X ;

5
5

=
-
5
5
=
—
1
5

=

AARXRO

J = N
=

WATLATE util BRHiafT workspaceappcheck. sh filzds, HISIF5IB GStreamer {KEITAIEE AIEH o

Citrix BIWERAESFHETF 2106 B9 ICACLlient &K GStreamer 1.X.

$IE 4.2: WiF Gstreamer FrAFiE A
BT GStreamer 1.X{EZR4h, EAMBREL T HEHEH:

* Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad

* Gstreamerl.0-plugins-good
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* Gstreamerl.0-plugins-ugly
e Gstreamerl.0-vaapi plugin
« ibva library
* X264 library

BXLREERpluginsiFAER, 158H GStreamer RIS,
AR
GStreamer GEHBIMRANITS GStreamer HEZRBMA—E, Fl90, MNRZE Gstreamerl.2.4, NFFE
Gstreamerl. x fEFAVRRAER A 1.2.4,

BEETUTHSUBE GStreamer EZLRM Y FikRA:
gst-inspect-1.0 --gst-version

<!--NeedCopy-->

BXHFEHRNES, RS RSIEHBRED RRIME RS,

ERMNERGNEE RS RIRH

B 2303 iRz, EMTF Linux 89 Citrix Workspace M B2 25 ERMELBENET ALY SERMTEE. EEAL
IhgE, IBHRITUUTIRIE:

1. 8% ~/.ICAClient/wfclient.ini BBEXH,
2. 7 wiclient.ini XtEhFHMUTEER:

HDXWebCamEnableBackgndEffect=True
<!--NeedCopy-->

AR

EEiREN Ul F1X Ul BPiREBERMSRENEERLTE RIEMIEE.
EfAETAFRAZARIERNSRNEENERENEERNEREMIEE, BRITUTERE:

1. 7z Desktop Viewer thi HE %R, A& ER Citrix Workspace - &iETHEE,

2. BERBRGHIUETFRo AR HIATIHEE,
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= (] L Pl 0]

Ctri+Alt+Del Window Preferences  Disconnect Sign Out

M Citrix Workspace - Preferences
File Access Webcam

Webcam redirection configuration

Disable Background Blur Effect

Remove background blur effect from the webcam stream

Cancel

3. EPZEAEREMMREEEUEBEBRMERENEERLE RIEMINEE.
4. BEHHAE.

%35 MJPEG WER &

B 2308 hixAie, H264 7szHs MIPEG MR EN. MERENZEREMIT MIEPG [£48, MMM EFHEGRRE
MESHNER, RAELTERLINE. B, MRNERGENFZF MIPEG, HIIEERSHER.

Xcapture

Citrix Workspace L AEFRHEBE— M EBIEF N ARERF xcapture, LN ARRFRIZEBAFERSSRERS
X 2@ ERFE ICCCM #1589 X Window M ABIERF Z a3k ER IR, B A LUER xcapture AT TFIR(E:

o WRWEENEFEXYE, HERFPRERE (BFEFFE ICCCM MENNARR) SEETEOFETHNER
F2iaEfXERE,
o EEERENOS X BERRIFSIAER xmag 5 xv Z EIEHER

BMESITRE Xcapture, EHITUTRE:
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ESRSRTEOREAN /opt/Citrix/ICACLient/util/xcapture, G Enter 8 (E /opt/Citrix/I-
CAClient 2 Citrix Workspace MBREFHNZERR).

EMNBRRESKEES, FHRITUATIRE:

1. 7£ xcapture 3HiEHEH, #id From screen (MRR). HIFETRN+F4.
2. MR ESH#TIRE:
+ Selectawindow (G&FE—1EO). BAMBHIESFHINEO LS, AEREERITHR.
+ Selectaregion (GEEFE—INXIE). RERIGER, FENEDHITLUERESHIBIXIH,
+ Cancel the selection (BUHER), REHRTAR, REBITPRSNARERE, SEARETUICE
TG priEe N
3. 7£ xcapture 34iEiES, 2 To ICA (2 ICA), xcapture IHHAMEEE AT, RRETLEES,
4. BBRERE, EMNEEEORSNEBEF P ERERMNMILS S,

EM xv EFEERTOFNNAER, BHRITUTERE:

1. M xv REFIMENIER.

2. 7 xcapture XHiEER, g2&H From XV (M ICA), fAFEE ToXV (B ICA). xcapture IHEMEEELET
%, RREELEES,

3. BTG, EMERE DB BRERFDERERAMEILEGE S,

BEMERFOFHINARFERZ XV, FRITUTERE:

1. NEESOPNARFSHIERNER.

2. 7£ xcapture XHEER, 2 From ICA (M XV), AiFEE ToXV (FI ICA). xcapture IHMEIEZELET
t, RREELEES.

3. BTG, BESREE xv H,

FEAR
ST B R
Wad, Citrix Workspace MARFSET— MR, HAESNANBEE REE, Fit, REXDARNUE.,

MhRZs 2112 2, ATEBSREXANERAGRE, Fit, G URRAMEXARPRIATNUE. RIABERT,
ItEIhRER FEBARE,

RN
o IR .ICAClient BFETHAAFPHEXHRH:
filp% AL1_Regions.ini X
HE,
BRY AL1_Regions.ini X, &7 [Virtual Channels\Thinwire Graphics] 2 8RERMLTIT:

InvertCursorEnabled=
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InvertCursorRefreshRate=
InvertCursorMode=
R .ICACLient XHFEAREE, NET Citrix Workspace MBEZ2FH ST, EXMERT, BEREIEENE
NGB,
ERALIIEE, BHRITUTRE:
1. S#i% SHOME/.ICAClient/wfclient.ini EEEXH,
2. ¥%3| [Thinwire3.0] B2 Hi&BUTEE:
InvertCursorEnabled=True
AR

Y Citrix Studio hHIEB NSRRI S HITERFRMNEIRE N Do not use video codec B, HiFA
2R,

BAn
FEXY ERAT

FEX BARSTRFHR M T AT LA A MIRE 5 ARBR BRI EANET. FEAEXN RARRAMIREX RATRNBRI N A
EFEERALLIEE.

4= .
pa =W

LtkIh8E(7E Citrix Virtual Apps and Desktops 7.8 (siE=hz4) 3 Citrix DaaS LiEfTSIEF A H. ERIA
BRT, ERLTFRERARS.

ERAILINEE, BERITUTIRE:
EXHSHOME/ . ICAClient/wfclient. ini B9 [WFClient] #9%, 7% 8 RelativeMouse=1,

P BB AIINEE, ERRSHETES, BEETEHERE. AXEAEYRFREINFAER, BSRAEEEXN BT
BE&.

ERUELLINEE, BHITLAUTHRIE:
N Ctrl/F12,

BRLIIEERE, BREA Ctrl/F12 TR IRSSBIETHUBES TP HRY . ERENRITN, FARSRSES5FFIHETHI
e

EFMILTNEE, BRITUTIRME:
A Ctrl-Shift/F12,
ZFAOREERE, BEXHILINEE,
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FIEAEX RARME

o, EEES RelativeMouse R TE:

+ RelativeMouse=2 fE&1EE OX1F £ =BT B ALLIhAEH K ELEUE,

+ RelativeMouse=3 1A E . BUEHFIFLLINEAERL FHERTS,

+ RelativeMouse=4 & F it BRiTisH Fasl /R S AR ZE AL IhEE, EXERTFAE— AP NEEERH
[z FA#E 7 1 B 5h S A SR AR B AT.

EENRERS, WA TARIIRE:

+ RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #5% z#%#{&E7E Citrix Workspace R 2R LR
config/module.ini X4 & [Hotkey Keys] F%ItH. RelativeMouseOnShift 1 RelativeMouseOffShift #y
EIRBEEBFEAMNENE, & [Hotkey Shift States] sk T5IH,

b3y
BETH
£ mEig Ctrl+Alt+Delete B4H 45 :

1. HEWMARESKETEEMEE LI Ctri+Alt+Delete A&,
2. EHEMNEREXHR WFClient #85%, & UseCtrlAltEnd:
» True £ Ctrl+Alt+End 3§ Ctrl+Alt+Delete H& % # 2 ITIZRH,
+ False (BAAIE) FR Ctrl+Alt+Enter &% Ctrl+Alt+Delete H& &R E.

EEFmETERA USB EE@EZE Bloomberg v4 1
#7x Domain Delivery Controller (DDC) H/ERiZ %,

[ -
It
e
W

loomberg #5289 vid #1 pid. i, 7£ Debian #1 Ubuntu $iEfT AT &<
lsusb

2. #%% SICAROOT #418 usb.conf xxf.

3. 7£ usb.conf RN T B UAFT Bloomberg ##&2i#17 USB EX @, ABRREZXH.
ALLOW: vid=1188 pid=9545

4. EFRHEFH LR ctxusbd FiFiERF. 190, 7£ Debian 1 Ubuntu FizfT A Ta<:

systemctl restart ctxusbd
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5. BEIEF KIS, BERETHEN Bloomberg v4 BENSIFAEES, MUEHTEEM,
AR

BRI LU FECE R ZEF selectconfiguration s<:

ALLOW: vid=1100 pid=0101 disableselectconfig=1,

selectconfiguration 2 VDA FETEE USB i&&MN&H<,

tEInEE R FE SN RIEFEA Bloomberg 84 v4 71 v5 #0. WINAERM T ERERERIERREERRENEES,
BB MRORIN EMEMZOGRURN—FEERZIRENRIE,

ERFALLIIAE, BRITLU TR
1. 7 SHOME/ .ICAClient/wfclient. ini XHiz TFr~4iE BloombergRedirection 543,

BloombergRedirection=true
<!--NeedCopy—-->

2. TEAEERPRRNFAES R,
B LEIhRE:
1. 7 SHOME/ . ICAClient/wfclient. ini XHiz FFrR4iE BloombergRedirection &843,

BloombergRedirection=false
<!--NeedCopy—-->

2. WITEAEERPRANFIESE,
AE:

BiERE S false B EER R RERANE FIRPHIATA, BAMEROBEEHI LI RIE.

XFBATEEFRASHEORA Z BN RERES

LAAT, ERILUER Desktop Viewer ENE OS2 FREATELRERNSEORL Z @R,

8 Citrix Workspace R A2 2308 hR4si2, ErUfEARERER CtrtF2 £2REASEOEX Z TR, )
0, HRERFELTFLREXN, MR “Ctrl+F2”, KESIERRHSREL,

BRINERT, LInset FEBRES.
BRZIhRE:
1. REMMEMAT Linux 89 Citrix Workspace M ARZFET, IR UFIAF N EXHRHPELEE . ICACLient:
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fip® All_Regions.ini 324
HE
ERE AllRegions.ini Xt #7 [Client Engine\Application Launching] #85#94E R & A0 TT:

FullScreenShortcutSupport=x*
<!--NeedCopy-->

2. Efnzl Jopt/Citrix/ICAClient/config/All_Regions.ini X% M T FrRfEX FullScreenShortcutSup-
port B9{&:

FullScreenShortcutSupport=true
<!--NeedCopy-->

RINERT, BEREREA Ctrl+F2,

TR B E X RER. RERHANTRENIBSAR, FIg ALL_Regions.ini X#FH KeyPassthrough-
EscapeShift 71 KeyPassthroughEscapeChar.

TERNM M RBUTHKE U TR

BT =lib) =1
KeyPassthroughEscapeShift All_Regions.ini BpA9 [EE [Alt. Ctrl. Shift. Alt+Ctrl.
i\ ga] Alt+Shift. Ctrl+Shift.
Alt+Ctrl+Shift], ZRiAfE: Ctrl
KeyPassthroughEscapeChar  All_Regions.ini 589 [EE#@ [F1. F2. F3. F4, F5. F6. FT7.
B\ ER] F8. F9. F10. F11. F12. B=.

msS. Tab. &f®], BIAE: F2,
AR BRSNS EEFRELN
&5

g0, NRBREM “Ctr+Shift+F3” fEARBHER, BRETXMIN TR

+ KeyPassthroughEscapeShift=Ctrl+Shift
+ KeyPassthroughEscapeChar=F3

PR

s MREEANBRASSEPHIRFAZATERIRYECRRATIER, LRUNIEAXTEREER, RA%
FIRIRER SR ERIILIRER, Fl80, REMER “Ctrl+ F3” B8 Linux IRIER MR SIRIER, NRREMS
A “Ctrl + F3” 5 “Shift+ Ctrl + F3” #£9 Citrix Workspace N ABEFH <RI X,

o Ctrl+Alt+F or Alt+Ctrl+F* (F'*’ 218 F1-F12) 2R T Linux R EPAL IR 2 B TUIR AR A R R,
XERBERAESATLRIEF X,
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o Alt+Ctrl+Plus 3 Alt+Ctrl+Minus (NS MRS BEKUFRE LR M E Linux REFHNFS
XF86Next_VMode/XF86Prev_VMode, REAFIRER, AL, XLAEFESRATF LRI X,

AEBANBEEM
EATHERATEEAN Chromium i \1EZ (CEF)

£ 1912 Rz #0f9kRAH, BCR EAET WebkitGTK+ MEMREMNE. BR, TERFIH L, FEMERND. B
hR7s 1912 2, BCR EAETF CEF M&10. ttIheeFE T BCRAAFFE, EEMTRNESERERL. ITmAENE
R ERENH B

BhiAs 2106 2, &F CEF (IS BABTEERFTEEER. MABERTBRZDEE.

MR EE, I LU SICAROOT/ber/libffmpeg.so B2 3% Workspace X BREF R G B FIEMEN
libffmpeg.so XHBIRANAEFAEREILHRNEEXH Libffmpeg. so.

=z

AR

ARMHF &R HIIhEE,

BRETF CEF #9 BCR
ZFAET CEF 89 BCR, BT TIRME:

1. SfnE $ICAROOT/config/All_Regions.ini X#, e, SICAROOT £ Citrix Workspace R f
EENZRINEZER R,

2. Z [Client Engine\WebPageRedirection] ZBHHIREUTEE:
UseCefBrowser=True
PR
+ f5MA BCREY, FEABHUENON Web ZAREFRIAETIEETT.
BNE:

o« £~/.ICACLlient/All_Regions.ini &3 UseCefBrowser #EIHZEAN True BY, HiE. fEEFX
FEE IME AIREE A ERAFTRP I, ¥R 2 SaaS 5 Citrix SRARX B BESFE AN, EHAT Linux B9
Citrix Workspace AEFAZIFHIE. AP XAEHE IME,

o YEZAEAET CEF 89 BCR B5) Web TEEE MY, AIAESKREIARIMIERHEIR. i EMAE Citrix
Workspace B2 R4S 2106 KREShRAH,
RF#: ERHPETUTHSURBEEZIERSANE nssdb H:

certutil -A -n "badssl.cer" -t "C,," -d ~/.pki/nssdb -1 ~/
Downloads/badssl.cer
<!--NeedCopy-->
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aLHNSHIT!

-A - FEURERFINE S,

-n - IEPHNEMT. LLBSHIANARN, TTAFHIMIER.

"badssl.cer'" - M badssl.com i = HAEFRIZ R,

-t "C,,"--t %K TRUSTARGS, C&xF® CAEH., BEXFMEER, 15881 Google ik,
-d ~/.pki/nssdb - #iBEMNMLE.

-1 - REBAX . WEHATRINERXXHENAENZT,

X BCRHEE, &2 Citrix Virtual Apps and Desktops SXHRRHIHI 288 A A E E Ho

RENNRABEEREMNN KSR IR BIEFENRER

B Citrix Workspace R B EF 2303 i, ERENET CEF (W N BRE RN IUEEMERR. BEREKRRE, 18
PATAUTIRIE:

1. $#1 3 SICAROOT/config/Al1l_Regions.ini X, H @, $SICAROOT SICAROOT £ Citrix
Workspace iA#2FHBIAREB R,
2. #Z [Client Engline\WebPageRedirection] BHOHFMUTER:

CefCachePath = <folder for CEF based BCR tmp files>
<!--NeedCopy-->

B E &R

AEFN4E HDX Broadcast BhE P imE#EREDNEE, Citrix B @51tk Thae5 HDX Broadcast &iErI S IhAEL
&R

ATRETRE. MEEREHULTEFELTXZRENESCEZRERE, BRAIESMNESIENFER. #5d HDX
Broadcast BEhE P IGEIEZINAE, EAT Linux 89 Citrix Workspace M ABZFE A LU SIE R E SN,
FENER P ENEEIZEMNRIE,

ERSBLEEALIIEE, BRERFHITEREZAATSRETE, Citrix Workspace 2 A2 HEMERTIRIE,
BRI EMERRIHERAIUEEMERZS AL, MRFEHTAFRSHWIE, WEBHEMERIEPERAFRE
T MEREENEE, MRAPRSIHMBENARERF, WASHTEMNENER. AP REEMERIETE
ENRiE.

BUAERT, iEATF Linux 89 Citrix Workspace M AREF#EERSF 30 WESAEMERMANRIE, XENEMEE
SREHIT=R

E12 AccessGateway iE#ET, ACR RaTH. ERIEMEER, S ERSBNEFiGE LERASIERTEY%DE, H
£ AccessGateway L#{TEEE.

B xEE HDX Broadcast BEE IR EMIEZMNRAE, 1E81 Citrix Virtual Apps and Desktops i,
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op

JERT SR

EF 48 HDX Broadcast &iERIS 14 IHEE, ZTHAEEMAL TR RS

/B HDX Broadcast & A etk IhaefS, WMRSEAHMNNBIERF ZarEEDET, ARS8 ERZNBEFN
B FliN, THBFEHNEERN B CHIEETRESNT, MYTSEREEES R, F2EMFEEE, EH

HAiE], BEERFRERIE. RENEMRE, FEANAREFRBEET NGRS, EMEINEEN, XEXEREREN
m*i’%_q:o

WE, BAUESEEEFENERERENT K. FIALIERINE, IFEEORRKE, HEETNSEETH#T
TREHEE SR Z B1EYRIREYE,

N

IUERENEE Ul ZBRELSRBENATRENSENRERE, RABELT, KEREN 80, RAESR
getBd 100 (RTBAEND), AMBRNMERENO (R2ETER).

RVEMTHEFTERE, FIHERESRER. BRAURESKEH#HITRE,
Bhis 2109 2, IEATEMEERNRRIALTERRES.
B ICIERINAE, FHRITUUTIRIE:

1. EM%l /opt/Citrix/ICAClient/config/module.ini BBEXH.
2. 72 [WFClient] &85, EXIUATIRE:

SRNotification=False
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} =r

AR
3% Citrix Virtual Desktops it ThaE,

BB P REMERNSIERT RN, MREIMERNE, DEFTEMEERRLHRT. IEFTEMERERE
Y SHERENER. JREKFEE 25 WIERLNERRR. ARFE—RUEENE FOAEN 180F) X2
HEMER, IRSEAEMIELTEAENER, BoFFRENERNERZRERNER.

WRBAT HDX Broadcast 2iFa &M, NAFRIEBEMERINGOEH 1494 TR 2598,
Citrix Workspace AR T 2B & LIRS 2RI E,
BE:

HDX Broadcast 2iEFAI M EE (FRAKEMIKISE) ERSB LEAS—TIhEE, EHERM XN ZRERMX
iR B HDX Broadcast £iErI 5214 Ak,

FEARIETE R
SIET N EERRRRERERSIET SN,

RIEA B ERIRIRENRINMER 1807 G %), MRFE, JUEKSIEFTEMEIERFITARESHE. &
FASRTEERHITEMHRIE.

R

MRIEKSIFRFITFRSHNEKE, SRR WAHAZHECINESE. XMERATRESERERNG
B EBILIIZSIE,
FASIEATEEEZRERKRO 2598, RIEERESIEENROSRKIBEEREXNIHEAS,
BXEESIETEERBNESR, BB3RSIE SRR E,

AR

BRI EMRINERS S REA. BRI, FECERS SR EER.

ZIRRIERE

Citrix Workspace LB#EFRAE T ZMEAR, AEYSHNERGEFRREHRESERAF KR, EERENAER
MREY, XERARRTLURARPALE, WK

+ HDX MediaStream Windows Media &)
+ HDX MediaStream Flash EE®

+ HDX RealTime MER G MIAESE

* H.264
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} =r

AR

Citrix 3% RTOP 51/ GStreamer 0.1 Bi&ATF Linux B Citrix Workspace A 2R 1901 KBSk

H17,

HDX MediaStream Windows Media & A

EM Linux BPRIEEHRIMNER Windows fSE IR ZIEAHENBEREERSH 5, HDX MediaStream
Windows Media EE B A U A#H mEREH, Windows Media EEEIRMH T —MIE AP IS MIEIRS 28 HIEK
BARIEITESSCHFEINE . Fit, BRET BRBEEXGHNFRER,

Windows Media EE@ATRAED Windows & Eiz17H Windows Media Player R ERIBHRESAERE, It
Iheer 2 is s, EhaiE:

.« BEFHER (ASF)

. EHEKERA (MPEG)
o ESTRIMBTSHE (AVI)

. MPEG 7% 3 2 (MP3)
« WAV EEct

Citrix Workspace M REF T EEE T XA REK MediaStreamingConfig.tbl, BT Windows $E I &
&3 GUID %#ipk GStreamer AIUERE MIME K8, ATUEHILEIRRURITUTIRME:

o EFEIRR PRI Z AR AR A Z R RAT 538/ X8 o

 FELIEFEEZB GUID LiRFIEIREIARS B iHZE Mo

o @A MIME FRERFINELSSE, UAITETESRRN GStreamer SHARRE A,
o BIERMIEXRFAFIRE LW GStreamer ZFHNEANXHXBWEEXEE.

BEE P IR, BRI UAFAPREEREIREAEEREEAA <http: / />  <mms://> & <rtsp://> B
URL #9gg(x, mari@id Citrix BRSS8BFARRAERER, RESB[ATKAFPREEDIEERURLEERGS (B
B, 5. Sk SENBRE). B2, RSSJFCEEMERKE. LIEERKRE ERAESRSHEEA GStreamer
o

ZELI HDX MediaStream Windows Media & @, i&HITI Ti2E:

1. R E GStreamer 0.10 WEMNAFKELRERRY, XZ—IMHRSEMER, BEBERLT, BARE
GStreamer, AEE%R%E Citrix Workspace AR, UATFRE IR Citrix Workspace W FHZFED
BRfER GStreamer,

K % ¥ Linux & 17 ki 8 8 & GStreamer, 8 L M http://gstreamer.freedesktop.org T #

GStreamer,

2. ERABFIHRE, EAAPBETILE LB GRBREMEN GStreamer MMURIEM. ATLER gst
-launch TAEFRRIHEHRETEREBRIET. 1R gst-Taunch ATLUER URL, MIFREEEYEHBIEETT.
g0, #5517 gst-Tlaunch-0.10 playbin2 uri=<http://example-source/file.wmv> ¥
BEMINE T 8L ERRER.
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3.

f£ig& L% Citrix Workspace R A#2FAY, MRE[FEA tarball Bz, 15%EF GStreamer M (XFF
.deb M .rpm#RHE, LPBRKBHTEMR) .

FEES TP IRRINIRER KB

BUANERT, BRELkIEE. ATLUER All-Regions.ini 89 Multimedia 843 % #) SpeedScreenMMACSFEN-
abled =M ALLINEE. MRIFUETUIZE S False, Windows Media E5E M A FiRiF b E,

ZIAERT, FiE MediaStream ThaE#RER GStreamer playbin2 thille W FBEF IR ZINIFRE
MediaStream IhgE, AUMERIZEIM playbin hi¥. B iRiREIIEE4SHET Al1-Regions.ini X
HHIZIEEEEHE SpeedScreenMMAEnablePlaybin2 #IfER playbin2,

Citrix Workspace N ARF LA IRFIBRIIR G REEESXMH, FId0 .asx 5k . nsc X, WMAETEE,
ARSIUEE — A5 XL HEBIRE URL, A gst-Taunch AIMIEEEN URL RE5E .

XF GStreamer 1.0 W3EEEIN:

IANERT, GStreamer 0.10 BF HDX MediaStream Windows Media EE#A, GStreamer 1.0 {X7E
GStreamer 0.10 e B ERH,
WEREFER GStreamer 1.0, BEFEALULTIRA:

. B GStreamer HEHMNLEB R, HHNREUERATHRITHR. 1BERRKEKRLEHWMN GStreamer

WREARXMSB. HEHRERRRN /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,
EHERAT Linux B9 Citrix Workspace MREFHNREE R, 151 (root) BRLTENIRIAB R A /opt/C-
itrix/ICAClient, FE$ AP REMERINB R SHOME/ICAClient/platform (g0, Ee, platform B1Y
2 linuxx64), BXEFMER, BHBRLEMNLE,

B33 fE GStreamer HEHE B RHPIRE — T 5 # 1% %k © # libgstflatstm1.0.s0: [n -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, 1t % B & &
SERAMNNR, Fig0, A sudo,

. ¥ gst_playl.0 FEf&ikes: In -sf SICACLIENT_DIR/util/gst_playl1.0 SICACLIENT_DIR/util/gst_play.

I BRETRE R EIRFARIMR, 5190, A sudo,

MR E7E HDX RealTime MEZ G MAELSLEHER GStreamer 1.0, EFEA gst_readl.0 fEHiERES:
In -sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read,

B A GStreamer 1.x

£ 1912 hRZ HiRUhRASAR, GStreamer 0.10 BZIFZEAEEAMEIARE. B 1912 ki, EEI LU GStreamer
1.x EEE R IARES,

PR

BRASARY, ERMAT#ED R BT AR TR T1F,
L&7E ARMHF i&& ERap Citrix Workspace R F#ERFEY, GStreamer 1.x AIREFAFRTEATE,
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%% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x &
ZERNLUT R

* Gstreamer-plugins-base
* Gstreamer-plugins-bad

* Gstreamer-plugins-good
+ Gstreamer-plugins-ugly

e Gstreamer-T1libav

TSI 32 IS

FERLE Linux OS &17hR (5130 SUSE #1 openSUSE) L, RAERERAFZBINRFIRFH GStreamer R, 7
EXMERT, TERAEHEIMIGERE 3 HI 5.

1. M https://gstreamer.freedesktop.org/src/ FE B,
2. RENAR
3. SMARENRHEPMENER.
4, BT TS
$sudo ./configure
$sudo make

Ssudo make install
<!--NeedCopy-->

BINERT, M #EISXEAIT /usr/local/lib/gstreamer-1.0/,
BXHEHRRNER, BESRMIRPLXE CTX224988,

fidE GStreamer 1.x
EFIE GStreamer 1.x LUES Citrix Workspace M REFEEER, BEA shell B RANAUTES:

+ Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

« ICACLIENT_DIR - iR T Linux 9 Citrix Workspace R 2 FHIRERZ,
o GST_PLUGINS_PATH - GStreamer a8, a0, 1 64 fil Debian i+ &M £, LLEEE RN /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,
PR :

o TERRZAS 2106 ZFiBIkRASH, A GStreamer 1.15.1 REBIRAR, WMEBGIEETEAIEERRY, RIEA]
RER BN ER,
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HDX MediaStream Flash E&[

&3 HDX MediaStream Flash EE @, A5 Adobe Flash ABEARFIEEARHIER, MMTEFRSHRER
BIER T AR PR ESEWMEN ISR RS R

1. BIFAPREREAREIEER, AXFAEE, FERARENR,

2. EFwfclient.ini 89 [WFClient] 249 (ERTFHEBFPWFFEERE) = AL1\\_Regions.ini &9
[Client Engine\Application Launching] &85 GERFIREFMFAERF) HFMUTSEH:

HDXFlashUseFlashRemoting=Ask: Never; Always

T8 E LB A HDX MediaStream for Flash, BRNER T, IHEIEEBAMTR. i, RHESEAR
BTR—NHEE, MiHREEMEEERES Flash AAH Web TEIHELIZAS,

HDXFlashEnableServerSideContentFetching=Disabled; Enabled

5t Citrix Workspace R B2 B AR RS SRIFH BRI, RINER FHERERNEEA,
HDXFlashUseServerHttpCookie=Disabled; Enabled

BAZEA HTTP Cookie EXEM. BAERT, LLEIZEN Disabled.
HDXFlashEnableClientSideCaching=Disabled; Enabled

5¥ Citrix Workspace R FA#2F1RENH Web B BAR AT F IHEFIIEE. RIMERT, HERER
BB,

HDXFlashClientCacheSize=[25-250]

U MB A8 MUEXEFIREFNARN WWENANTUZNTF 25 MB 2 250 MB ZiEfEfE. AEKX
NREIEY, BRREFRONERAS, UEEHEHRRS. RAERT, IEIRERN 100,

HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

MBS RS BRI SIRENINAEIRINIR A E X Citrix Workspace M AZFERMNERLE, BABRT,
tEIRE R

Persistent,

AR NEUTERATAEERELSE:

HDXFlashEnableServerSideContentFetching i¢ &5
Enabled.

3. BINEZH Flash E€@. 7 /config/module.ini &, 3 FlashV2=0ff &2 FlashV2=0n LB Bi%kE.

HDX RealTime MR EHMIAESE

HDX RealTime 12t 7 W& BEHNMAEFFETRIZS WM BT BRI HF BT, WA REAFEERS
HDFaces #J GoToMeeting. Skype for Business %57 RiERF A B RE 1A,

1. WIFAPRERTHESTIIEE R,
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2. WiEMultimedia EINBERTERA. BEREEHA, BTH SICAROOT /config/module.ini Xf¥,
SRIEHeE [ICA3.0] o HM MultiMedia BHRIEEN Ono
3. BB EEETTHEEN “ERNFMMLEIRGEY” TE LN ERRNEZERNANMNERETB AN

#/H HDX RealTime M RGNS ESE

BIAMER T, HDX RealTime MARGHAAEIE T IRIERIEMLRGH L, BERLEBERT, BURSERARE
F USB Z#FIREIEEMER G, BRIIERE, BIMITUTERE:

o 28 HDX RealTime MKRIEGHMNITELE
o AMFIBHETBA USB Zi¥hsE

1. 7EMRL.ini X4 [WFClient] 8o iRl T544:
AllowAudiolnput=False
BEXEMER, BEARIARE,
2. T usb.conf Xff, EXHFBEHELTF $ICAROOT /usb.conf,
3. MIBREERELITIT:
DENY: class=0e # UVC (Zt3\i@id HDX RealTime MBIREHNASAESS)

4. REFEHRAZLX S,

@id Citrix AN 2RHR SaasS MRS LI0kRINEE

3t SaaS MARRFHNRLFRRMETHAFRRNELXMMN SaaS MARFNSE—AF 4, SaaSNARFS Single
Sign-On —i2igfft, EERMETURFERNNENRLAF REEZZTERGNRIBEENEE. BREBLRP,
TR LARRESTHFE Web 3E:2F0 Web sk 52385915 1RI AR,

iEATF Linux #y Citrix Workspace [ g 2@ i iz hIiRSS A SaaS MARF. @I ZRS, BEEATL
RHBERRINZIFERE. £/ Single Sign-On UKRABIKE.

WEFY:
IIE libgtkglextl BRETH,
M=t SaaS MAERFEEGUTRSE:

- BEEEFEE - FFRE. EHMNER,

+ Single Sign-on - /A Single Sign-On BM&ER.

o EATAENARRFIIVERR - o3 E BN AR #TETRIRNEE,
AR
A Citrix Browser Engine #9 SaaS {X7£ x64 # x86 & L=x%#F, £ ArmHardFloatPort (ARMHF) &
B ERZEHH,
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BXRIFERIBRIEHIRSEE SaaS NARFIER, BSRIEREHIXE,

B SaaS AR5 Citrix Workspace M AREFH¥AE S, ESRIEMAT Windows i Citrix Workspace [
RBEFEXEH Workspace &,

H.264

Citrix Workspace M B#EFx15 2 Citrix Virtual Apps and Desktops 7 BR$389 H.264 B#Z, &% HDX 3D Pro
B, WEREXFFERREEBREDEINEE, ZERALTRARS. SIME JPEG FHFEEMEL, thIhies WAN
W& LRI T FEM T UNERL BEFRE MRS,

=

pE=
7£ H.264 &, ERATF Linux #9 Citrix Workspace AR HF YUV 420 18, F%# YUV 444 18,

REBATERRBHITIRIFEIZA I (UKRKSIER JPEG HFILDSELEER) . BRI UTEREESEFEIDSEX
BNATFERRSHER TRANARE. HIKEEMTRELESESREGREXAHIFXBXAEERDHIER
B CPU B9EEAS,

BE.

BB ILINAE, 1E701ER Citrix Virtual Apps and Desktops 3 Citrix DaaS i R 2 kP ERTIRIEE
MBFEAT LTHRILE, H.264 FBEERSS EATEZRRS, BiE Citrix Workspace M ABEFHTEER,

REEERARESETE.
Ewfclient.ini Xtd, 5 H264Enabled i&E 5 False, It BEXSZHANARER,
BNBRANXARE, EHITUTRE:

ERFEFRAFRILBSEZERE, Ewfclient. ini X%+ TextTrackingEnabled i& & False,

=l

AIUERERTRE L2 RAUEMRE, HARERRIEFIERRN XSync Thaesu JPEG RBHNRREERAAIES .
1. BIEER JPEG EREZREXLINEE,
2. 72 wfclient.ini 8 Thinwire3.0 #8%3/, ¥ DirectDecode #1 BatchDecode i& &4 True,

AR BA “HAIREREE” EREA TR XSync”,

HEIER
ERHRAET, debug.ini M module.ini XHERAFEREERSIESH.
Bhizs 2009 &2, EAIUERUTAEZ—REBETIER:

- B213EO
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« GUI
[E#, Bhk4s 2009 &, debug.ini BEXHRM Citrix Workspace F A2 RERF RS MR,

BEIERIEERH Citrix Workspace M AREFHEFMAEE. BEEXNEREERI BT CRKIEE. E=AF
EZABRALUERABEIESE SDK (154 Citrix Workspace N BEEFF &k SDK H—EaR4E—ie) RNBLAE
IRl

AL BEE B HATIATHELE:

o DHIFRRMEAEGHIAEE, BERENRRIZIER.
o hENEREEMBIREE.,
o IREEIER,

WMEMER root AFPMIERE Citrix Workspace MAEF, MNBAEIEEME /var/log/citrix/ICAClient.
log ®, &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logH,

=4 Citrix Workspace R, BeIE—1 87 citrixlog WAFMEEEIZRINEE.

S TEO
1. EHSERTFT, 8ME /opt/Citrix/ICACLient/util BR.

2. BEITUATHSLULE BEEIED,

i

./setlog help
IE S B RFE R A<,
TRYE T SRR EMEMAREREE: ERIUSENGSTESES, BFERTR:

RIR A&

#= LOG_ASSERT
SR TC_CM

EF CEF #9 BCR TC_CEFBCR
& P IR S ARG TC_CAM
BRI TC_CONNCENTER
EFImBERD TC_CCM

% P im IR R 2R ARt TC_CDM

BI%8 TC_CLIP

& P IR TENALBREY TC_CPM

B P iR TENAL B SY TC_CPM

FK TC_FONT
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&RIR

o

ShiZiES
MNEYRIEER
IPC

SRR RS
YRIRENIEF
E4 130
ERARBRET

MS Teams
HithE
MINIRENIE
PNA RIS
WESHAS
SRCC

SSPI & &
Baek
BEIARSS
BEIBRSY B
StorefrontLib
ZRIREhIEF
Thinwire
BREORE
ENEE

PAL

ul
UlDialogLibWebKit3

UlDialogLibWebKit3_ext

USB sririzF
TR ENFE

HE%E

TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD*
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
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TR SRSES
Web & TC_WEBKIT
WinStation IE¥zhigEF TC_WD
Wfica TC_NCS
Wfica5|Z TC_WENG
Wf-ca Shell TC_WFSHELL
Web #8112 TC_WH
FHER TC_ZLC

GUI

HERE > R{IFIEE, SRR Citrix Workspace - E3ERXHEIE,

TEIRERIF IS BRF UGS, IR TE:

- B2H
o PREEIR
. BB

o JE40
ZINERT, BEICFHEIZERN Only Error ({XFREEIR).

BAFAIERAEHRIE, FAit, RERAaEa™ERM Citrix Workspace R AEFHIEEE. (NHMIERBREENA BN

fERIFARA.
ERFRHNETIERENGE, BEREHXH. XEEFERIEPHENA.

PHAFTIEREN MEREZVAISEEIT. EEER Citrix BEERIEE,

AR
WRMIER ICACLient. log X, M MEFHBNHEIZRRS ctxlogd,
B0, MREEANERARAZFTNRERR, BETUTH<S:
systemctl restart ctxlogds
TEhi 7S 2006 RERhAFEAAEIER:
NRICEAZMZA 2006 RERMRZA, FEAUTIEBHAETIER:
1. THHAEEM Linux itEH =2 Citrix Workspace FB1ER.
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2. ¥ ICAROOT IR T EIRBENLEAE.
g0, Jopt/Citrix/ICAClient,
FHIANBERT, TC_ALL L TFERRELURHEFIERE,

3. ERERTEERNABE, BITHFAUTF SICAROOT M debug. ini XHHEFABMRERSHHFME [(wfica]l
B,

ANEE “+7 FSHRERE, Flg0, +TC_LIB,

ERILURINBE B S 2RI RRZ,.
flgn, +TC_LIB|+TC_MMVD,

TRIET wica BRMRHEBNRIREE:

TRIR TraceClasses &
=7 TC_TW

EUEM TC_EUEM
WFICA (&iERzh) TC_NCS

FTEN TC_CPM
BT - WD TC_WD
E#ZIRE - PD TC_PD
BRI - TD TC_TD
5RIEEXAIX 4 TC_PROXY
SRR INIREHAZ AR RS AT TC_MMVD
IR EhIE R TC_VD

P IRIR RN 2R Rt TC_CDM

=L TC_CAM

COM (GEfziwA) TC_CCM

Tohg TC_TWI
BeE* TC_SCARDVD

TR T ERROER R HABANRERELE:
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HRIR TraceClasses &

EEREAID TC_CSM

T&RIET setWebHelper BIiRERZ(E:

TraceClasses (&

#% logSwitch &R 1 (BA) ® 0 (ZA)
il logSwitch =1

HFE RS
R ctxlogd TIFFMEL, MATE syslog PREHES.

BEXRRAERLBHINERNHTAENERNBENES, 1551 Syslog iiE.

Syslog it &

BIAERT, FiE syslog BE#RETE /var/log/syslog th, BEE BEXHFRREMABTR, 157 /etc/rsyslog

.conf X#H# [RULES] 885 F4REUTT. a0,

user.x —/var/log/logfile_name.log

REFFMBNER, REERUTHSENBL syslog BRS:

sudo service rsyslog restart

FEILANANES:
o BIOIEH syslog REHTA, &MER syslog HizfTd<: sudo service rsyslog restart,
« ABBHIEBEEHE, B rsyslog. conf XHFLAIMN $RepeatedMsgReduction on,

o BIEWAR, BHERDCHER rsyslog. conf XEF£k8 $ModLoad imuxsock.so 17,

nEAFICR
YUTLAEBERZEZEASIER:
« REV/IHEE: BUKER syslog FRSS 2809 rsyslog.conf XYL TAT:
$ModLoad imtcp

$InputTCPServerRun 10514
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o« BPIREIE: @i¥E localhost B NIniZARS2SHY IP #hiit, £ rsyslog. conf XHHFMUTT:

*.% @@localhost:10514

WS BEX M

Wal, ZARATFE Citrix Workspace ARFHIREREXHNITE, BEXHIBEFRHXHERF, EUAF
EIMA RIS (KU BEX o

B 2109 hiit2, Citrix Workspace RBIEFSIANT collectlog.py TR, BFMFRANXHRFIKERSEX . &=
LUERGSITIETZIR. £RNAEXHAEEE. rTUMAHIERS 288#H1T F &

wEEMN

» Python3
. FEFIMIZERGFERS

BhRZs 2109 &2, #mTmMXH, MUEA collectlog.py TRMEBREXMH:

« logcollector.ini Xt - REEHEXHHIZFFMERR,
e collectlog.py Xt - WEBEXHHEEFRTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZRNERT, [hdxteams] AHEIEFHMEl Llogcollector. ini X LUKE Microsoft Teams FAEX . 18
2, BHILURBLITEEE logcollector. ini XA E LA :

Sz ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini X,
2. BT RGNS B SRR RIA G

[component_name]
log_namel = “log_path1”
log_name2 =“log_path2”
NRIGERAEMZ 2109, HEEIE T ERKEBRE MG
1. FHHAEEM Linux itE# L% % Citrix Workspace R B2,
2. EHLTH, BMF /opt/Citrix/ICAClient/util B
3. BITUAT&HL:
./collctlog.py -h
RBETUTHSTHEER:

usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. RIEFESITUTHL:
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./collectlog.py - ERRIARFEPHNREXHRIKEREXH, HERNBREZPREEFREFENEREN
BEX .
./collectlog.py -c /user_specified_path/logcollector.ini-EHAFIEE
BEPHREXGHKRERSXS, HERIABETRERTFIESENBEXX 4.
e ./collectlog.py -c /user_specified_path/logcollector.ini -a/another_user_spec
/- ERBFEEBEINEEXHREREXH, HERAFEXNBETEERENEENES
.

AR
logcollector.ini B & X % 89 X IA 8 & & J/opt/Citrix/ICAClient/config/
logcollector.ini. E4ERBEXHRIFINEZA /tmp,

5. SM3 /tmp XHFHUYE cwalog_{ timestamp } .tar.gz EFHEXH,

AR

BEXHBREEXHE N cwalog_{ timestamp } .tar.gz B /tmp X3k,

Microsoft Teams FI{i1,

5/ Citrix Virtual Apps and Desktops g% Citrix DaaS L& Citrix Workspace M BiEF AETS®EA Microsoft
Teams #1T{ifk. Microsoft Teams L2 TF Microsoft Skype for Business # HDX RealTime k. RREHI
2, (13§ Microsoft Teams R FrEERIFTE A ESEEI VDA FERBTF Linux 89 Workspace R Bi2F .

i@d Microsoft Teams fifk, EAT Linux & Citrix Workspace MBREFXIFSIM. MHMREEEZINEE

=z

AR

+ Microsoft Teams b {X1E x64 Linux £1THR =%,

« Citrix Virtual Apps and Desktops #0 Citrix DaaS #83%z#f Microsoft ik,

o 3+ FEA Dell Wyse WEE F i, 151 A Citrix Configuration Editor 4548 /var/.config/
citrix/hdx_rtc_engine/config.json XMW EESH, EXFHAREE, 52 Dell
o

BEXNAEEBRTERMNELR, 5B Microsoft Teams FIHEIZE TERNS Bi#FTIEE,
BEXRZREBRWER, 1BEF Microsoft Teams HILER,

BXRFMER, FEH Microsoft Teams 7441 Microsoft Teams EE [,

SIMECEEIRTINAE

R Microsoft Teams B2 & T Bohil s HI IR FINHNEM, Citrix EE @A Microsoft Teams BB E AV {E,
BN, BiAERTIEBREXERET, B2, B Citrix Workspace RZAERF 2104 2, [EFEEMREMIIALTFZARS,
B Citrix Workspace AR 2112 &£, BERATLUEIHRITUTRIERELBIAGE R AS A (Fla0i 28 A
EE. CPU I SXEiminkngss) .
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1. £#13 /var/.config/citrix/hdx_rtc_engine/config.json .
2. RBLTER:

+ EnableAEC{E 1 {XTEBH, 0 X-EHEEHER

» EnableAGC & 1 ®REM, 0 XRT~EMBLHITH

* EnableNS & 1 &®TEA, 0 RTAEAEEIDE

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"EnableAEC":1,"EnableAGC":1,"EnableNS":1

<!--NeedCopy-->

BiiERE, YW webrpc BE (/tmp/webrpc/<current date>/) RREEFEEUTEFEURIIEREEE
ESVE

/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02

14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio
constraints, aec=1, agc=1l, ns=1
<!--NeedCopy-->

A Microsoft Teams HU4RIDEs 4 AE(L B 28

HdxRtcEngine & A7E Citrix Workspace R A#2FH# WebRTC #45|%, AFAE Microsoft Teams &
EMo. HdxRtcEngine.exe AILFfAIHRA CPU ERBHMER FTAIUAZHREFEMM (RE) HPWE, 7
BEH9ME 240p. 360p. 720p 1 1080p.

MREEE IR EA R R R E BT ERRIRMNRED R, FRRERENREEERNEEERTESH
DR, REFDSENEIURNES ZENNE, BRURNESSIWRS [ ZENHE.

NTFEEEHCHNERTASPERNER, TRYE T O TR

iR tEae RADER AMRIUE
(7S 1080p (1920x1080 16:9 @ 30 3

fps)
H 720p (1280x720 16:9 @ 30 fps) 2
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5 5 A BADE SERRTUE
12 360p (640x36016:9 @30fps 1
5 640x480 4:3 @ 30 fps)
e 240p (320x18016:9@30fps 0
320x240 4:3 @ 30 fps)

BIRECWN (REE) DPRE (FI50360p), BEMRIRBITUTEHS:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams HHEIZR

EFA Microsoft Teams MEEIZR, ERITUTIRIE:
1. 8f&l /opt/Citrix/ICAClient/debug.ini .
2. &2 [HDXTeams] &%, W TFFR:

[HDXTeams]

;5 Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

5 LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0@

3y None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

<!--NeedCopy-->

WA LB 7E config.json XHHRFMUTTREAEEIER:
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"WebrpcLoglLevel": 0,"WebrtcLoglLevel": 0
}

<!--NeedCopy-->

3 Wvm-12 500 libunwind-12 FE{K#iIR

EBEA 2111 %2, # llvm-12 5T &% libunwind-12 ERHH&HTR. BE, BMNERT, BKBTTERLERE
AR, BT S BIEEREDEHRE libunwind-12 F:

1. TR,

N

CBAMUTITURE Llvm FEERRN S

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add
<!--NeedCopy-->

3. WAUTITUEE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

»

AIALATRT:
deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BTUTHLURE libunwind-12 E:

sudo apt-get update -y
sudo apt-get install libunwind-12
<!--NeedCopy-->

B EEML O

8 Citrix Workspace R A2 2303 hr7AiS, TR UABEEREREEEMEED, EAIILERINEE, WRER
S MLRERH BRIARNBOERETE, WaIMEREISZ— MK, ERAIIEIERINEE, FHITIUTIRE:

1. 8%l /var/.config/citrix/hdx_rtc_engine/config.json X,
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2. BEILUTERS:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

” NetworkPreference” :1

<!--NeedCopy-->

3. IRIEZEMFEAUTEZ—FH “NetworkPreference:” 1&:

o N
Wi-Fi
FHMLE
VPN
2Nl
e

)
o U b~ W N

BUANERT, WRFKIGEEME, WebRTC #1451 AR RETRHEL,

Microsoft Teams i1k 89IL3RIHAE

« B Citrix Workspace A2 2101 hRiE:

- Citrix Workspace M AEFRERZFES Microsoft Teams BE—iEiTH,
- Bt s 8RB ANSMEE, HFRTFEENSMERE,
- HTTP REXIFELSHRIE.

+ B Citrix Workspace ZF#2F#H 2103 hri2, RINER TREMA VPO MIAFIEES,

+ B Citrix Workspace ZRi2FH 2104 k2, BIAMER TRERAREHERINEE. BIBRNEREFERANETE

BNZRXHTIBIE. BRAEREN, ESSERRERF G ELZMHRERKZ MM
« B Citrix Workspace Rz F12FH 2106 Hxitc:
- LT, RERBHEN, RAETRHRHTERBNTEIRERTRERE,

EXREF, MERENSETREENBZREFET. JLUEE VDA RETBTREXEZNEMNR

B. ZENETH LRER—IMBIESR, ZERFRSABHNERFERERFENET,

EXEEXT, BOUMFERETER—TMRBHITHE, Desktop Viewer BNEORK (RAK.

ERZE M) B, BEAEEEL,
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+ B Citrix Workspace FZB1EFH 2112 hrie:

=

AR

Ll T IhBE1X 7£ Microsoft Teams # H Ih B B i /5 B Ao Microsoft #E It E# A, A UEE
CTX253754 LGRERX A EHF NS,

- 7£ Microsoft Teams FigRizHIHY

EARkRAS, 25EEERZREEH, EAILTE Microsoft Teams BiEHREIERIZHIN. RFEHING,
ERILHERBHITER. RIEIEMEN,

ERHIHZREMNEE, FRE Microsoft Teams RRIMHHIERIZHIN. HERENRNSS5ERTLL
AWFTHELERIIER,

REEHNG, BAUNHEEREHITIER. REMEMENR, TRE, SERREHIN.
PRI -

* Linux PG LA P T AR EFINRFEMBAR, 252, ELinux BREELNAFRFRAEE
B, HETAEPREEEFEHINGED, XETF Microsoft KRR,

* ERUHNEBRP Sika LiEfTZA Microsoft Teams SEE A iF ERIB P ZiaM =3 su@iEHaE,
ERITERCGEAR A, #RA%E: AR RIIA RN REBIERIZHIBLED,

- %# Dynamic e911

fEashiasm, Citrix Workspace MABREF XSS E 2N, £ Microsoft BIEEE. BERERNE
ERAPFERN, EiRMHT T8

* ECEMER R E T
* BHIREAR

RIEERNKIER RS EE178 Citrix Workspace BRI YEIMIE, IE VDA LizfThI Microsoft
Teams &FF i,

Ray Baum ;A ERE 911 Wl EM e AR BEFEIENMARLR LN E R (PSAP). BiEATF Linux
B9 Citrix Workspace R A% 2R 2112 2, /A HDX 89 Microsoft Teams 448 M Ray Baum B95%
B, BEZFILIRE, ERXPHIRERFARLTHRPLIES LLDP &,

« B Citrix Workspace FZFE#2F#9 2203 HRite:
Microsoft Teams {ZEOHRINEIY

EA&MRa s, £ Citrix Virtual Apps and Desktops 2112 s E s hras @i HDX # TR LRS, &Ea]LUTE
Microsoft Teams FERAZ N EOFHITMAMNRIN. ATLLEE SMANEEIHER RN BXREHEOTHEER
FAMER, ESH Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams A
FHMRMSWMEHED) .

MR EEIETTIRIBARASH Citrix Workspace R #2F = Virtual Delivery Agent (VDA) ,i&i&32 , Microsoft
BRaFAREORB, B2, ELMEERLGRE, EELEAMNANNEBARIZIZAIED (2203 XE
S=hRZ) B9 VDA g Citrix Workspace Rz Bi2F RS,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 140


https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/new-meeting-and-calling-experience-in-microsoft-teams/ba-p/1537581

BT Linux & Citrix Workspace M BiEF

} =

FE
Itk Ih BE X 7£ Microsoft Teams #H E KW EH E A A, Microsoft W EHE, BRI UESF
CTX253754 LUEREX X EFHAM S,

« B Citrix Workspace B2 2207 hRie:
TREARE:
£k Microsoft Teams (Citrix HDX 7 “XF/hRz" BT T fiitk) B, ERAIUEREAREIEERER
H FZWcRBIBMEENIES. i, RSECHEHERLENTHARE, FRAENHABEEIEN. EXfh
BERT, BEEHNENESMEEASNEIEINEILSE, Microsoft Teams bR RBESKXEPER. &
LUTERT, BT HRERARE:
- HERERIZNEIMLEN
- SNEIREAAAE (FlW0, BEFEN)
FE
kI BE{7E Microsoft Teams #EHE KM EH ST H. E T 2 Microsoft [t H kB H, ESH
Microsoft 365 roadmap (Microsoft 365 B§4EE]) . EHATIEIE CTX253754 TRRXILEHII N,

« B Citrix Workspace [z 12 2207 hrie:

- NARFEZEEEA: BEAT Linux 8 Citrix Workspace F f#2F 2209 #0 Citrix Virtual Apps
and Desktops 2109 &2, EaILUfER Microsoft Teams A RERELFEELEN ARERF,

- = DPI S #509i%381048: B TS DPIIhEE, HEEFERAMNR 4K B/R8884, Microsoft Teams MsHE
MBMUFAENGUE, HEXNEE, TIEENERGENE (i, LERBHYIHZEREHT), &
MBBRAEHRER, FEBNASHIEAEENLE, ERALMLRINEE, HHREREwfclient.ini i
BEXfHH DPIMatchingEnabled S#u&E N True. BXEAESR, 1EBIMZHF DPI Lit,

- WebRTC SDK #%%: AT {1kH Microsoft Teams # WebRTC SDK irA&B 4k 2z M98,

+ B Citrix Workspace [R5 2305 hrie:
- 58 T ERERIR LU 1L Microsoft Teams &iE

WET, HEB5RKE Microsoft Teams &iYBY, MREERITHERXE, Citrix Workspace N BE2F
Zid B Microsoft Teams BREATRES H# NBEIRET,

B 2305 kr7Ai2, BMEEMRLE Microsoft Teams &N HAEIEE RATE#ERE, Citrix Workspace M2
FERZZ MBI Microsoft Teams REHMAEH NERER,

- MET M Microsoft Teams SHEIEAI AL

B 2305 hRasiE, ZRIAERT, SHAKE Microsoft Teams SR B ABELR I, BT XM%EH, @il
FARBIEYN DR UENFIETIEREREEEER, AJUNEBRRRRIMENEIENREMN AL,

B XAHERAL, SMREAEILURMIERTRE (FI50 720p. 360p F) NS MR, RAEBRTSM
X, SEhREN. NEFTHE. AR, BRERIIEREEBLENEARED YR, NMAFRERFEMH
REASRIALE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 141


https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://support.citrix.com/article/CTX253754
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-dpi-matching-technical-preview

BT Linux & Citrix Workspace M BiEF

} =

FE
It IhEE{NTE Microsoft Teams #HEHEAT H. % ETARIFAESR, B EFHIEE Microsoft 365 &
4B, Microsoft #HILEHAY, EAIIEE CTX253754 LURESOEHM AL,

- AT MELRE RN Microsoft Teams FEHIEEN LI

ZHl, BRMBRERE, sREBEREHEIBNSES, fln, EEEMAZEMA Microsoft Teams &
WEHERIAES, W—RRAZBIREHENBR Microsoft Teams. LiRASHELRF AR E,

B 2307 k72, Citrix Workspace AR ZIFRIBFERERIEE. WIFEBA T MBI AT,
WEFMG:
BHEIRFARZAH Microsoft Teams,
AR
Z ATBIINRERTE Microsoft Teams # R EME R A, Microsoft # i IL BB, EEIUEE
CTX253754 LIGRBSE AN A S,

%#5 NetScaler R Fi2F143 (NSAP) EikEE

WARI{ER SR04 ThAEIR (89 NSAP BHNEETIAER 2006 MRET 225, g HDX Insight #uiE5e £k 8 NSAP &
PoEEHURERESRNLZE. WGERE T BT REMMERE. NSAP ESEERIALTEARS. BEREERA,
1E7E module.ini X1 VDNSAP #57& NSAP=0ff,

BXHFHAESR, ESF Linux Virtual Delivery Agent xx#4 e #9 HDX Insight &1 Citrix Application Delivery
Management RS5489 HDX Insights

ZRTSMEFAL
WRERE T iR Z BN RIEEREBFERER. RIERETISHEENE RBERNERE L.
B R
HETHREREERIN T
« StoreFront v3.15 XEFhRZS,
« IR .ICAClient EFETFHATAFMEXHHEH:
fiips All_Regions.ini XX
%
BRE ALL_Regions.ini X, &% [Client Engine\Application Launching] #8984 R RN T
(o

SubscriptionUrl=
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PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICACLient XHFEREE, WIER Citrix Workspace ARFH ST, EXMERT, KERGIIEENE
NigE,

R

s ZERETSHR EEBOEN TRII— 1 2EHRFIRE,
BEMBmZRIEN, ZREREERNER TEEARETRS LHERLUE 2T
s TEERETR LEEFEN TR — M REHREFRE,
BEfEDZRIEN, Z2ERETHERANETR LE2RERXATET.
s EEORATHMHENSEABZNETRETREZSIE, AENIREHERER, Z21ERBREELREN TER
EETRETR. ENBMZREN, ZREEELREXTEMEETRET.
&iE:
s SXRENEBEESHE, FEGRREEEN StoreFront L,
o IREEFFNE TS MR StoreFront BEIFIMNIEESIE, WEHERREE— I ETERE
FrESIENHERER.

REME

ERAREHREIEE, BEHRITUTRE:
1. 7£% &M Delivery Controller (DDC) %% StoreFront 3.15 XFEShkA (FFHETF v3.15.0.12),

2. NTEHTTE FHIERT Linux 89 Citrix Workspace W12 1808 Sl E SR AHINERIR s, AEEEHLEE
&1 Linux i+&8M L.

3. ¥ ICAROOT HFETEIGBENREME,

4. 1% All_Regions.ini X 25 FET JICAClient X, MREE, EFEMIR.

5. 7£ $ICAROOT/config/All_Regions.ini X FEk SaveMultiMonitorPref, ZRABERT, tFER
BMER “true” (RRUINEERFIIFRE) . BXFALLINEE, ERLLFERIZE R false,
MEEETH T SaveMultiMonitorPref g9(&, M 7MiEk JCAClient st 7z7ER All_Regions.ini
X, UM ERLER R A EFEENEE X SiERT, ERMISEZHIEBEHEGEIZE SaveMultiMoni-
torPref 5,

6. BEfTRERE.

7. 1% Desktop Viewer TE#HPREREFRBURFLHINRERR. REATARET KB, BTRI.
BE “RETRT N, BABEARE, IMABEAKRTELERT. ®REHRE, BFEETRER,
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8. EiFEESMRIERIEH,
EfMRmRIE. 2IEREERNEN TEERE RS LIERMLEET.
BRRES AR ZFNTR:

« BF Linux ETEEREERBENE, Alt, FTXFEZIMERBFEEORARIENGR.
s BZPMEAEFAASHENERSFRESIEEEESNREPAZLR, FATESSHHARTTLNEIITA.
o ZFEREIMNG StoreFront #1TEE

E 4 2S /A Citrix Virtual Desktops

1. 3%$% Desktop Viewer H & T a7k,

2. ®EEO.

3. EFANEREsZiEESD Citrix Virtual Desktops B&E. RIS ETRBTREANET—FFEER.
4. 7£ Citrix Virtual Desktop TE#m, #ERE2R,

BER BEM N ENS.

Workspace =528

Citrix 3INT Workspace Ezh28 (WebHelper) UBHBAHNEEMNAER.

LUET, BEERATF Linux B9 Citrix Workspace N RBIZFIZ AN S 2B E M A A P IRIE NPAPI B2 % RS EMMN
BiEF,

fERfERA =R, Citrix 31 N T Workspace E&12 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE @
Workspace Ezha &£i%iER, LM Citrix Workspace M RiEF R,

BAiR4s 1901 &2, Citrix Workspace E5h285 StoreFront # Citrix Gateway MEIZEIEFRES, WWIHEERIZEBIBE
Bzh ICA st#FF#M Citrix Workspace MABEF R,

HXEE StoreFront WE R, BSRAIRFLXE CTX237727 8y Solution - 2 (fB R4 - 2) > a) Adminis-
trator configuration (a) EBREE).

AR

Citrix Workspace Eah2s 4ai{UER T5 StoreFront WEZEERE. TEMBERT (Fla, &3 Citrix Gateway
W) FXEZEmES.

ZH#eI Workspace Web Ul iz

FERE=AER P IRENEREN BB RTXHBEHERT Linux 8 Citrix Workspace M BEFE, ZNRAES
AlgEsHTF CPU EAZEIXE 100% MES LML,

AR IR Ul R
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1. ERUTa<TRREFN G
rm -r ~/.ICAClient
. ¥ SICAROOT/config/AuthManconfig.xml 32,
3. ¥ CWACapableEnabled sIfRBUAEX N false,
4. BERT Linux 89 Citrix Workspace R R1EF. $&EFIBBIARITXEMEIBN Ul,

REHRERY

RERFBES ATFEERFIRRELNEERERRZETR. RINERT, INERLATRARS. BRI
FingRhR=ERY 2 EMNNBEFNRH,

BhgZx 2203 &2, Citrix Workspace ARRFZIHFUT=MHTENEEHRBRTEN:

o XA —K - 2IEBEHET - 1RIE wiclient.ini X KeyboardLayout B, BEFHBEHERERIEBE
NEP RIfRSS 2. 3R KeyboardLayout EIREHN 0, RAREIER DL E VDA, iNER KeyboardLayout
BEIREAREES, IESRHENBEERLE VDA, EREHIENE P inRE%S R E A EE AR ILE
. BENAEN, HIEABERIZNARER, XES—R - 2iEEERRZE R Citrix Workspace R 2
FEENAIAREN S,

o RAFHBEY - FEREFPIHREGRN, LEMSEEFIGREHERY FRSS.

o FRAY - BTREFIRERRS S LEENRERR.

RN
« 7£ Windows VDA E/Ef Unicode BE7BIEITNRE BXEFMER, BHSHRMIRPLXE CTX226335,
« 7£ Linux VDA L ERzSRERBRLS . EXEMER, BEANSHERRRD
« BEAHEESEAT XKB lib,

o £ A Windows Server 2016 5 Windows Server 2019 B, & & fin ] HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREKRZE, FMHEIMRIMEZ M DisableKeyboardSync iy
DWORD &, REEZEILENRN 0.

« IR .ICAClient EFETHATAFMEX 4!
fiips All_Regions.ini XX
(14
ZRE ALL_Regions.ini Xff, 3 [Virtual Channels\Keyboard] 2843 895k BHRINATT:
KeyboardSyncMode=

KeyboardEventMode=

EREND

Citrix Workspace M AfEFiRMHAFR RENEERE, BTRA=MTRANEEHRERISEN.
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EEAEVAFREEERERRERY, BHRITUTERE:
1. MBHMXIEAHAY Citrix Workspace M ABEFEIRT, EFEER,
HE,
&S, SMBITREEZ, ARETUTHS:
util/configmgr

IkAHE 2% Citrix Workspace - EikItiEiE,

Ripbaid Lihed ipscbesnliatban selLings

2. BEHEEETNE,
B ERERERRYIRETE.
3. EFRUTERZ—:

s REF—R - RIEREH - BRREHBRERIER/DHRFELE VDA —R, Unicode BEBNEL R
BE—R - ZIER IR R,

o RTBHEEY - BREREFERT FFPIHBENERERBESRLE VDA, Unicode BEMANER
RAVFEIISE D RABIHEF LD,

o FRY - IERBFIREARSHELFENRERR, SERFPHTRENRBREM/EX, Scancode §#
BMANERZAESRANHEEERD, MRAFRFETERE “Unicode”, NAMBREFHEEHE[HS
VDA La9igRmEEE,

4, BEREFMXE,
EERREXHSERERBRRRAYL, BEHRITUTIRE:
e wfclient. ini BEXHUBEMENREERR.
XEF—R - RIER AT

ERLLIER, BHRIEN, EAHEELAENERH/RBALS E VDA, RIEwfclient.ini XHHH
KeyboardLayout f, BEFGREHNESESIEBINAL ERS2E. R KeyboardLayout BIREHR 0, &
SERERPE VDA, 13RI KeyboardLayout EIRENSEIES, MESISENREIEES 2 VDA,

BRI, BRITUAUTHRE:

1. &M% SHOME/.ICAClient/wfclient.ini EBEXH,
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2. FMUT%RE:

KeyboardSyncMode=0nce
KeyboardEventMode=Unicode/Scancode
<!--NeedCopy-->

Unicode BEMNERRNES —R - 2B BRI RHEEFIEDL,
RFTHERES
BRLLLERE, MRSJIFEIBPEFHRELNREFRELELN, STENREFRLGERMEETWK,
ERFIRR, BHITIATIRE:
1. &M% SHOME/.ICAClient/wfclient.ini EEBEXH,
2. AT %EB:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy—-->

Unicode #&IMNERR AT IS RS ERBIHTFEIT,
TRE:
BRLLINEERE, BRERFIHREPEFMMRERE, HIGER VDA mRERR.
BRBHRR, BHRITUTRE:
1. S#i%l SHOME/.ICAClient/wfclient.ini EEEXH,
2. HIMUT%EB:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy-->

Scancode BRMAERZAE S RAWHEFLED, NRFFRRELEMEE S Unicode, MHMHBREFIHERHE
5 VDA ingEmREE,

AR

Fwfclient.ini XHHi&E KeyboardSyncMode="" (%) B, ERXEERE ZHHTH. TREARRE

BI1T A, M SHOME/ .ICAClient/wfclient.ini XHEEEEHF, HESERINESHME
Fin{E B —EERIEE VDA,

BEMNE
Citrix B FRBRERBRED ETER U TRERNER:
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o REFEMA Scancode #ER,
o RIFEBEFMNEL —RX - 2IEBEEHETA Unicode #x,

AMEwfclient.ini XHHER KeyboardEventMode WEEE, B2, ITHREREMEE, BHWARENG
= VIEREMEFPEIGEER Citrix HENET,

ERFARILIESMEFiG IME
BPIRENEHRIES (IME) Thaetgss TEERT Linux 89 Citrix Workspace M BREFHERS. BiEMEE (CJK)
BEFHNEBANERME, NREE Linux EFRHPFERENRN IME, HERERSSS EEE IME, WA LLEFEGER
ZFim IME,
ESALThEE, ERITUUTRME:

1. &M% SHOME/.ICAClient/wfclient.ini EBEXH,

2. FMUT%EB:

KeyboardEventMode = Unicode
UselLocalIM = True
<!--NeedCopy-->

MREME A Linux X1ThRG&B EEIETTH iBus, WFifE wiclient.ini BRE X4 HIRIBEHN IME B SAMILE
KeyboardLayout &, SAFFR:
o WFHX IME - KeyboardLayout = Chinese (PRC)

o 3FHiIB IME - KeyboardLayout = Japanese (JIS)
o XFFiE IME - KeyboardLayout = Korean

1858 7 2 GNOME 42 2% BRI S HIThEE

B 2305 keasiEe, AT Linux B Citrix Workspace A2 2 #5EH GNOME 42 K EmfERESRAH Ubuntu
22.04 EEEMBRFBBRED .

$t%t Windows VDA #1 Linux VDA s &Hh R iE

Linux & Linux & Linux & Windows Windows Linux Linux
PIRERIE FPREEFE  FPiREST XigigE VDA%  VDA#EZ  VDAES
BH B 1% B4 ID %= (ID) wE Tk
FIhi{R 18 ara - > ar-SA 00000401 ara -
[EIEaVR(ShES ara azerty > ar-DZ 00020401 ara azerty
(AZERTY)

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 148



BT Linux & Citrix Workspace M BiEF

Linux &
PR
AR

=15 (B
)

HFiBE
(alt. 150)

EEFBYiE
RINFILIE

RINFILIE
(fF41ES)

RINFILIE
(FriEE)

AETE

&
&
%

Linux &
PimEEH
B

at

bg
bg

bg

br

by

ca

ca

ca

ca

ch
ch
cn
cz

cz

de
de

Linux &
PimET

& Bk
- >
iso- >
alternate

- >

- >

phonetic >

bas_phonetsic

- >
- >
eng >
multix >
fr- >
legacy

- >
fr >
- >
- >
- >
qwerty >
- >
mac >

Windows
XiFigE
ID

de-AT

fr-BE

nl-BE

bg-BG
bg-BG

bg-BG

pt-BR

be-BY

en-CA

fr-CA

fr-CA

fr-CA

fr-CH
de-CH
en-US
cs-CZ

cs-CZ

de-DE

de-DE

Windows
VDA ##2
%= (ID)

00000407

0000080

C

00000813
00030402
00040402

00020402

00000416

00000423
00000409

00011009

00000c0c

00001009

0000100c
00000807
00000409
00000405
00010405

00000407
00000407

Linux
VDA 2
B

at

be

be
bg
bg

bg

br

by

ca

ca

ca

ca

ch
ch
us
cz

cz

de
de

Linux
VDA 2
Tk

iso-
alternate

phonetic

bas_phonetic

eng
multix
fr-

legacy

fr

qwerty

mac
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Linux &
PR
AR

BEiE
EVRIE

YA
(RI T M)
YA

HIARIE
xiE (ENEE,
B L)
RIIiE
KEE
BAFIE
=RED

Bi& (Mac-
intosh)

Linux &
PimEEH
B

dk

ee

es

es

i
fr

fr

gb
gb

gb

gr
hr
hu
je
il

in

iq
is
it
jp

jp

Linux &
PIRREaT
&

mac

mac

mac

extd

mac

Windows
XiFigE
ID
da-DK
et-EE

es-ES

es-ES

fi-FI
fr-FR

fr-FR

en-GB

en-GB

en-GB

el-GR
hr-HR
hu-HU
en-IE
he-IL

en—-IN

ar-IQ
is-IS
it-IT
en-US

en-US

Windows
VDA ##2
%= (ID)
00000406
00000425
0000040a

0000040a

0000040b
0000040c
0000040c

00000809
00000809

00000452

00000408
0000041a
0000040e
00001809
0002040d
00004009

00000401
0000040f
00000410
00000409
00000409

Linux
VDA 2
B

dk

ee

es

es

i
fr

fr

gb
gb

gb

gr
hr
hu
je
il

in

iq
is
it
us

us

Linux

VDA &

i

mac

mac

mac

extd

mac
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Linux &
PR
AR

iE
FYIFiE
(BT M)
I FEFEIE
I MESEIE
(IBMLST
1205-92)

58S
(t5)
RIS
RIS
HEIE
HEIE
(QWERTZ)
BEFiE

BEE
(Macin-
tosh)
TORIE
(toE)
BERHEIE

EIRHETE
(BT E)

Linux &
PimEEH
B

kr

latam

1t

1t

lv
no
pl
pl

pt

pt

ro

rs

rs

ru

ru

ru

se

Linux &
PIRREaT
&

ibm

std

qwertz

mac

std

latin

9

typewriter

mac

Windows
XiFigE
ID
en-US

es—-MX

1e-LT

1e-LT

1t-LT

Tv-LV
nb-NO
pl-PL

pl-PL

pt-PT

pt-PT

ro-RO

sr-Cyrl
-RS

sr-Latn
-RS

ru—-RU

ru—-RU

ru—-RU

sv-SE

Windows
VDA ##2
%= (ID)

00000409
0000080a

00010427

00000427

00020427

00020426
00000414
00000415
00010415

00000816

00000816

00010418

00000cla

0000081a

00000419
00010419

00000419

0000041d

Linux
VDA 2
B

us

latam

1t

1t

1t

lv
no
pl
pl

pt

pt

ro

rs

rs

ru

ru

ru

se

Linux
VDA 2
Tk

ibm

std

qwertz

mac

std

latin

typewriter

mac
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Linux & Linux & Linux & Windows Windows Linux Linux
PR  PIRESS PREET Xiig = VDA% VDA @& VDA ##
BH B & B ID %= (ID) whE Tk
IREE se mac > sv-SE 0000041d se mac
(Macin-
tosh)
R EI si - -> s1-SI 00000424 si -
B
RtkmiE sk - -> sk-SK 0000041b sk -
HgtimiE sk qwerty > sk-SK 0001041b sk qwerty
(QWERTY)
B th - -> th-TH 0000041e th -
#RiG th pat > th-TH 0001041e th pat
(Pattachote
)
BESE  t] : > tg-Cyrl 00000428 tj -

-T3J
THHE tr - > tr-TR 0000041f tr -
THHE tr f > tr-TR 0001041f tr f
(F)
E-3rNEEhvg tw - > en-US 00000409 us -
5R=iE ua - > uk-UA 00000422 ua -
3B (%E) us - > en-US 00000409 us -
#iE (Mac-  us mac > en-US 00000409 us mac
intosh)
B us dvorak > en-US 00010409 us dvorak
(Dvorak)
®ig us dvorak- > en-US 00030409 us dvorak-
(Dvorak, 1 1
EFER)
HiE us dvorak- > en-US 00040409 us dvorak-
(Dvorak, r r
HFER)
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Linux & Linux & Linux & Windows Windows Linux Linux
PIRgEEN FPinESn  FPiREST Xiig = VDA%  VDA#EZ  VDA#ESE
BH B & B ID %= (ID) wE U
HiE (£E, us intl > nl-NL 00020409 us intl
EFR, It
¥)
A vn - -> vi-VN 0000042a vn -

VDA 855

VDA BE2#BINREEI HENEEA “VDA” &% /E, MALEF HNRRB/IRBENM. EXFUTREMNGEE: PC/XT
101, 102. 104. 105. 106,

RERRSHIHRERR, FRITUTERE:

1. Bazh wiclient.ini 324,

2. WMTFREN KeyboardLayout BI4AIE:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMZIAER (BPREEXH).

3. ENRMSIEUEERE.

RN EPRE 2 BSR4 K [RATREAR]

A, SREEMTENKSEZBES XA, EARES, ERTUERDEMNEEZ BE MM SN *. £
Linux Virtual Delivery Agent /f, —REIMIGRIFMRARIEEHER 200 MB, BXH¥AER, BESAXHET
FIHENE S o

RINER T BRI,
=

[3F x64 Linux Z1ThRANiEfTEA T Linux 89 Citrix Workspace R BEFHET ARM64 Z2Mp0ig & 1T
N RE ISR 2 (8] 2 HIFTAE G SR S,

BEAILLINEE, BHRITUTRE:

1. EM%l /opt/Citrix/ICAClient/config/module. ini BEX#H.
2. ¥ VDGDT My{E4RER O f,

BILUEEA Podio REAMEATASARIRHER 15
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} =r

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HATFPREEZRBNONS, Citrix FiEZ
DHREFR ST hRBOSZIFERMA, BIGDIRHeU#H XL R R, Citrix FTRESRIBRIRA™EY. REMNEEMXR
RHITIRME. BINAEREEFIFRHEE Beta hiids,

XFSEBIREX

Citrix Virtual Apps Services AIgeE R H X, MIFRGLAREFHRE. LIBTALHRNS, HEAFER
pnabrowse THE X fREIS .

Citrix Workspace R B2 rIIRBIMX R BFE RS, RUBELHIRNARRFS BRI X KB XEXEY

o REIRFIBRBHNANBHX AR
« APAEILLGES Citrix Workspace MAEFEEZXHF

fian, EEH Citrix Workspace MBEFEBEBE A% 7H Adobe PDF X, %914 %3%%0 Adobe PDF Viewer 2
MR RERF. BRIERT TIRENNARER, SRR EEEENNELZTRNE.

BEUEZFPRELEEA FTA, BRITUTRE:
1. WINEEXBRIN BiEF B WRFE R ETHNNAERF.
2. BEFBERHNAEFNYIRMRSS: URL, 1BET76H<:

.Jutil/storebrowse -1

./util/storebrowse -S <StoreFront URL>
<!--NeedCopy—-->

3. R TIEZIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

54,
JJutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, WIFEERITANX G 2R BB AE P IREsN23MsT (CDM),
5. WHEZXXHUERXBN N ARZFREITH,.

REXR NN BRERFS XL KK
Citrix Workspace M A2FEEHNAEEREE Citrix Studio PEEENIZE,
WEFM

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 154



BT Linux & Citrix Workspace M BiEF

WIFERTERTIEE T FTA N ARIERS 2.
ERXHT BR5ERT Linux 89 Citrix Workspace MBEFXEL, EHRITUTRE:
1. RERNAERF,
2. &RH Citrix Studio,
3. AAEF LRERITAR, ARERREL.
4. EEFUE,
5. £ “G1TEH (A1) FEHHM “%™” UBLI S 1TRIE, RERE “HBE.
6. T AEF LR RITARAERES.
7. EEXMHHEBREK,
8. #EFEAHE Citrix Workspace M AEF 512N ARRFEXBNFIET BS.

9. BENAMEMNRMHHEE,
10. BB LEXBPRENSBREZ iR EEA FTA

} =z

AR

StoreFront XHEBXBENTUIZE R “F BRIANBERT, BEXMHHEEXE,

#% Citrix Analytics

Bkl 2006 2, Citrix Workspace 2R E# 1 MNEM XIS 28E 589 ICA 2iBiGEuREH S Citrix Analytics iR

5o

B Citrix Analytics AR LLE SRFMAER, BB RN EBIEEM Virtual Apps and Desktops 89 EBh#E

AT Linux & Citrix Workspace ARZFELINN, AIEZNAREFMARLEESMHNR2MEHESEE Citrix

Analytics, BAfE, K7 Citrix Analytics BRS28 L AEFHE AL, H % Citrix Analytics WiFHER, ESHA
Citrix Analytics,

B RE

Citrix ICA thi){EFRERR A - REEPEE [TUI VC] #Y7E Citrix Virtual Apps and Desktops 3¢ Citrix DaaS 5
FHARS B/ ZEIERER. TUl hERnEiEEnEr fim (U] AfER.

BT Linux B Citrix Workspace MAEFX:#F TUI VC Thak, IthIhREmI#EBIE P iniEiRS 2% XM TUl #iEE,
EPumal AR Ul ABXA 4, I ZEBEEHIFIABINREEMNER. AILUTE module. ini XHHI# VDTUI
#F&: VDTUI - On/Off
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Bhe7s 1912 2, VDTUIiFERIARENF. Eit, HERHNAREFNABET “IETERE) <Application>” 33i&
. R, BHE#ERX—RER “IE1EEE <Application>” WHEE, ZIHEEEE RN ARFBHNHEE, B2, W
RRUIATEILBERNX, “EERDD <Application>” SHEEKEMEHMIARFEONT, BEZFRRT.

BXEMEENIFMER, E2H Citrix Virtual Apps and Desktops xxt4a9 Citrix ICA gEibiEE,

SRS EE S EEM
ERHRANER RS, SIERSIHE 32 MEMEE,
B 2103 hiiAie, BREAUUE—IFIEFER 64 MEDEE,

S IRIE

September 8, 2023
B Citrix Workspace R FE#2F 2012 2, Ea]LUE Citrix Workspace MAREFDEE SMHIIETEE, HEERRE
B LEHEEAER. SERTLURHEFIER,
BMBENEESDIRIISHE, WMESERASRIEENEHNAEEENHANERE.
AR
S HIIEER TR = B ERIEA,.
W&
& libsecret

FINER T B ABLLIhEE.

Storebrowse 19534 E5RINAE

BhRZs 2205 2, SPIIEHEEESR1E Citrix Workspace MBEF®, NABERAEEETEERREEL,
REFFNAF AR, BNBENEES NI, MESERARSIFEFBHRAZBEERBNEER.

B I0IFERIhAE #5E A storebrowse BITIA TI21E:

o Storebrowse -E: FIHARER,

« Storebrowse -L: BE5BEEZHARENEE.

« Storebrowse -S: FIHITHRAKNER,

« Storebrowse -T: &HEENABENRAERIE,

« Storebrowse -Wr: EINEHIEENARENA T EIRSEEMMERNRE, [r] &R ENEIEME
MR RIE,

« storebrowse -WR: ENEHFIEENARENL T ENRSEEMAEENRIE, [R] ETEEEZRE
SEERIEF M IEENRIE,
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e Storebrowse -s: TSN AEEFHIIEEER,
o Storebrowse -u: MIEENBAEEFRBUEITIRIEERNZ R,
» Storebrowse -q: #AEE URL BaiRARERF. Lta<${UERATF StoreFront RZARIE.

AR
o ERIBURZ Bi— 4R RIRAY storebrowse &% (€M AuthMangerDaemon),

« BHRIEEERINENERTEE,
o BRIIERINERE, KB AERINEE,

1£ Azure AD 35 200 214

B 2305 hikAie, BT 200 Z1M4E89 Azure AD BFRRILEE DL ZBANNBREFNRE. Ual, B—RAPREEE
AXENABREFNRHE.

=z

AR

P #M Citrix Workspace R 2R A SHH EME R BB A LLIhEE,

Storebrowse 2B 51310 IEIERINEE
INERT, SMERIEERINEEL TFEARS
R gnome-keyring ReJF, <HBFMETEBENHIERES,
EREIENFREESHE, BERUTSERZA gnome-keyring:
1. %l /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. FIMUT%RE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy—-->

Ehek
EEEAT Linux 89 Citrix Workspace M BiEFFEE S £ R, HIU@id StoreFront 2%l & & E StoreFront
AR5 83,

Citrix Workspace M A#EFE X155 PCSC-Lite #1 PKCS#11 IRshiZFHEN FAMEEFIRF38. RINERT, Citrix
Workspace M AEFMEEEF—MREMEBEE opensc-pkesll.so.

Citrix Workspace M BEF A UEIEtREMEBE SR E Mt PKCS\ ##11 RehiZF 3 opensc-pkecsll.so, AL
FRUTIEEESENMUE:

1. #®EEBEXXH: SICAROOT/config/AuthManConfig.xmlo

2. #3177 <key>PKCS1llmodule</key>, EINiZF M B RN ERIZITH <value> TEH,
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} =

AR
MREMANT ENEFEMABENXHE, Citrix Workspace AR SMEI SICAROOT/PKCS\
##11 BRPHIMERS . MATLUERLL “/” FFkpast iz,

MRS sE£E, BRBUTHSEEH SmartCardRemovalAction, LIEEE Citrix Workspace MBEFHIITH:

1. #HEEBEXXH: SICAROOT/config/AuthManConfig.xmlo
2. #3417 <key>SmartCardRemovalAction</key>, #¥& noaction & forcelogoff HFMEIERIZIT
8 <value> st&EH,

BIATHA noaction, FHATEMB T EMRFMHEINERE UREMIRE se R E R ShERIRIE,
forcelogof f 1&ERBEMIFRE BERBTERR StoreFront RBIFRE EIBFI S,

BRERERR

WNREARS 23 Citrix Workspace MAEFTRINEBA T E8E+, Citrix Workspace M AREFIEZ S EEFIX
25

ALUSERERATIUTRSE

o BEEFEREMWIE - @ Citrix Virtual Apps and Desktops 3§ Citrix DaaS (L{#i#FA Citrix Virtual Apps
and Desktops fR$3) ARSSBHITHHRIL,
o BRRNAEFXE - ATIFE R FNER TN ARF AR ERREE.

BRFHENT2MIFEHE, BIE REeSHWIEREE (Fla0 TLS) #17%%H.
ZXm

m’é.'

BERS2HF, MAMABUUTHME:

il

o O

s DEFRRRENELFHNEARFSAFTE PC/SC Tikirk,
HERTENE R FHNREER.

+ 2% PC/SC Lite 48,

o REHIBIT pcscd TFIFER, ZEFRMEMER PC/SCinREaERmHiat,

o £ 64 IR%F, 64 (A0 32 fihk4H libpscslitel RHEHBRAETE,

BXERSBLEETAEFZIFMNIEMEESR, 1523 Citrix Virtual Apps and Desktops SR HBIE EE+,

R R RVIE5RTINAE

Bk 2112 &, Citrix Workspace R B2 Z15i&E A T 5 a5 R ik R 23 nBNERI A ThAE,
BAERRE, SRFRFRIERSBNETAHPLNEE .
BRI EMERN R RIAVE BE &, HERNFIFIEXLEREF,

WEFM

£ Linux FP i ER% 1ibpcscd B
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} =r

AR

BINMERT, HERRESREEASH Linux RITROENRAS, B2, BARFEEREL Linux RITRHE
HBhRAs =4 Libpcescd B, filan Ubuntu 1604,

BEAIERINEE, BRITUTERE:

. ©fZ <ICAROOT>/config/module.ini X%k,
2. ¥% SmartCard &%,
3. i%& DriverName=VDSCARD.DLL,

S5 PIV &

BHhR7 2303 &2, Citrix Workspace A#2FZHATHEI N AFHRIE (PIV) +:

- IDEMIA F—ft& e+
o DELL TicTok %54+

BReRIRFEFRIIEREMAL

Citrix Workspace R A2 2303 frds&24E VDSCARDV2 . DLL FHeFIRENIZFHIMEREMXEE ML, XLEIEIRTN
AEBBhF#BiZhR4s 1 VDSCARD.DL L,

*##%&E (nFactor) SHI83F
ZESHIIEERAFPIREIINISIERALEAFIARINR, MMILE T NAEFRNZSM.
ZEESMRIEFERISMEIEL BNXBNERKERETHEERREE.

Z#, Citrix Workspace R EF @I EEH 3T StoreFront SSIIMR B B R IFMWER EMERZHIEI, Citrix
Gateway B Web & RITEA 7 2 B 1223 EINARSS 2B ALY

AXEAMER, F2iE Citrix ADC x4 gy SAML B418iEf1Z & (nFactor) 54583,

X #5712 HDX 39 (&£ FIDO2 #1753

B 2303 hRi2, EaJ U7 HDX £1FRERLTEE FIDO2 £ RAHITE NI, FIDO2 ZeZP AW RTIRMET
—MEEAR, TEHNBPZHZEANANXEE FIDO2 MNARFSEEHETEHNEIE, % FIDO2 MiFAiER,
&% FIDO2 Authentication (FIDO2 B4I83E) .

AR

WMREET USB EEmER FIDO2 8%, M SICAROOT/ XX TH usb . conf Sxi-ips FIDO2 8%

B USB EE @AM, MEFHAIFEENEIRE] FIDO2 EiliEE,

FINERT, FIDO2 HMHIIEATFEBRS. B2 FIDO2 BHIIE, HHITUATERE:
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. §fZ <ICAROOT>/config/module.ini X,
2. ®%EICA 3.0 5
3. 1I8E FID02= One

EIhRE L RISZHFHA PIN iAIARKINAERD SR NINEEF (IR USB). AJLIECEET FIDO2 R2Z AN HIIE,
BXRYEFHMERLLINENER, BSRER FIDO2 By E IS 17 501E

Limipin)z 5 FIDO2 WL AR Web M=, BETR—KIRT, BRIANLLEH. MREZFEEA PIN (D
4NFR, &% 641NFR) AMTRETHA, WBTEERIHA PIN.

MREZ/ERE PINBEATER T ReEH, WRBHRELLFZHRNTER.

PR
1ZRTRE
BEXE DIk

AfER FIDO2 SHMBIERE 818 & IR — KA.

TREMT Citrix Workspace AR T ANBEX SR RIENSE

SRR

TRIERER

BTE XHHIEIE

Storebrowse

LR\l

SDK

FHEH#N SDK

Fafutt SDK

Citrix
Workspace [
g

September 8, 2023

SRIELE

BF&/EE/a
BEE/IBEE

BR& [z
BEF

P /%5

fEMRRE

libCredInject.sc

UlDialogLib.so
#
UlDialoglLib-
WebKit3.so

=@=
=

B

Cis

[=]

Storebrowse

SHEIEREE
pll

S -B%E=A
BHEIERREER
fER

BEh -
BEREENHRE

ERFRENILRS Citrix Workspace AR ZEINEERE, aILEA Citrix Gateway FR e AR&EmR Citrix
Workspace [ Bi2FE#.
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} =r

AR
Citrix #iX1E StoreFront fREZ 25 A& ZaER Citrix Gateway.

o PSR ROLRRH AR LURYE B ARttt Fis O A S BuE @B, E6EA Citrix Workspace 2R,
NREBLTIEARSS 2N EBRILE |P suhtPRETEISMED Internet sttt (BIPRZSHILEEEHR, 3% NAT) BORILERG AR, W
R ECE MR

 AIERIARSS 5.

« {UEAT Citrix Virtual Apps and Desktops =k Citrix DaaS (L#i#F# Citrix Virtual Apps and Desktops
fR5) ZBE (REMTF XenDesktop 7) : SOCKS RERSH/BARENERSE (LIFARSURERSSE.
HTTPS KIBRRS BB T2 (TLS) BERIEIRSS ) . B LAERRIRARS 28R PRI MILE A N BEF ik 15
ia), 34032 Citrix Workspace M AEF SRS 28 2 EERE, Citrix Workspace R FA#EF%#F SOCKS 1%
REMIN

« {X0R Citrix Virtual Apps and Desktops =t Citrix DaaS & : /A TLS X8I Citrix Secure Web Gate-
way 5k SSL Relay iR A%, Z#F TLS 1.0 1.2,

Citrix Gateway

Citrix Gateway (LL#i#FA Access Gateway) fRiF5 StoreFront R AEENERE. L, BIERIEA LUEMIES
AP KEM R BREFRH IR,

Zi@id Citrix Gateway EiEREMNARERF, BHRITUUTRE:
1. BRUTAHEZ—EEEEARMA Citrix Gateway URL:
s BERFEABBMRSIAF REN, RARREERMKFIHEEFRRAN URL,

o UEEABABRSAAFAFREE, aTLUES B EERT > KA > HinEimN URL
o WREET storebrowse S EIERE, BEGSITHHEA URL

% URLIEEMXFFENARE (EFEEE) !

« E%#3 Citrix Workspace AREFHREINE— M AREE, EFERAMUTERN URL, Fli: https:
//gateway.company.com,

CEERIRBTENABTIE BFEMAUTHERAMN URL H @ https://gateway.company.
com?<storename>, k& URL WA NEREREN,;, BT ZURLFEE= ESF
) . MREEL storebrowse EZZFENABEE, ATREFEE storebrowse < HFANE|S5(E
URL,

2. REGRSEN, FRENAFPE. BRNRSSEEEIZNARE (BEMX), BXUTENFMER, ESR
Citrix Gateway 14,

SHEIERRE, BETENKEMNXBRER.
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RIBRRSS 2R

RIEBRS /A TIREIMEZHINIEF H 5508, FE Citrix Workspace 2B 2 5 Citrix Virtual Apps and
Desktops g% Citrix DaaS & jEIf9EE,

Citrix Workspace [z 2R3z 55 SOCKS #1 HTTPS il (AT UKRMUTASA:

« Citrix Secure Web Gateway f1=z£RI2#HiY Citrix SSL Relay
o Windows NT /MR (NTLM) B{435383E,

ERRIBEE NER SOCKS Y /BohEE, ERITUTRE:
1. 8%l ~/.ICAClient/All_Regions.ini BEXfH,
2. BT REM:
a) EH ProxyType. AILUE SocksV5 BIEProxyTypes
b) E# ProxyHost, AILURLTERARMM ProxyHost:
<IP>:<PORT>, f4n “10.122.122.122:10807,
AR

- BEHAMNIE, B2 EDT, E2/H EDT, 5% ~/.ICAClient/Al1l_Regions.ini BEEXHH
[Network\UDT] &4 % HDXoverUDP EI4i& &N off,
o BIfIRCUReER, BRATLS,

RIERRSS23HY HTTPS thils2#F

LUaT, ReeER SOCKS thilEZERINIERS 28, B Citrix Workspace M #2R 2308 #2, &Ea] AR HTTPS i
WEREIRIEARSS 25,

A HTTPS UTHRE, BHRITUTERE:
1. 813 ~/.ICAClient/All_Regions.ini Bt & X,
2. #Z [Network\UDT] &843,
3. EBUTHA:

HDXoverUDP=0ff
<!--NeedCopy-->

4. %% [Network\Proxy] B4,
5. BHUTREM:

« 53T ProxyType. FILAEA Secure {E4 ProxyType,
« B ProxyHost, BJLUREATEZUAM ProxyHost:

<IP>:<PORT>, f§l#0“192.168.101.37:6153",
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ReRIBARSE SR
BEERBENERAZSRENNN, BEkERRBATY Windows NT B/ (NTLM) B5H15ENSTE, MR
XA, NEHEMEMEE R EE T MFIER i

BE:

NTLM Z#5%%E OpenSSL 1.1.1d # libcrypto.so . fEAFi&E EREXEE, XEFEEEEAE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

ALK Citrix Workspace R B2 5 Citrix Secure Web Gateway iR 2 EZF 2 (SSL) FHRSERE—iE.
Citrix Workspace 2R3 TLS thile TLS (fFmER£14) 2 SSL hNMSFinELhRA, EERITIZ T¢E/)
¢4 (IETF) 13528 SSL AMIRENFRESE, ¥ SSLERHR TLS, TLS @ iRERSRSHRIE. BB RMEN
HEREMNE, RREHEEENTS, FLALN (BEXEHRFAS) EXREA TLS REFEHIERENRE, XL
AARTREREREARIENINE, FI30 FIPS 140 (B REREimE). FIPS 140 2— 1M INERA,

Secure Web Gateway

AESEER P4 ER T#EA Citrix Secure Web Gateway, 3k Citrix Workspace MABEFSRS B ZEM
BERMHLLEE, IREESEERTER Secure Web Gateway, M Citrix Workspace R B2FAEE I A
&

MRREMEPWARS ] ERET Citrix Secure Web Gateway RI2, Ne]UEHR4ER T A Citrix Secure
Web Gateway {1, IREADUET, Citrix Secure Web Gateway [REBERYT—E, HAXAEE
Citrix Workspace R FEF A fefER

« Citrix Secure Web Gateway iR 238952 RERIHA (FQDN)o
o Citrix Secure Web Gateway RS 238050 S,

AR
Citrix Secure Web Gateway ks 2.0 Rz 4riE=,
FQDN U&7 AT =M AR ER 53

. THA
. chials
. TR

fly0: my_computer.my_company.com 2 —1 FQDN, ERE®&KXFIHEHNE (my_computer). =gz
(my_company) FTA%E (com). AREHRFINGIERIEE (Mmy_company.com) #rAiHE,.
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SSL Relay

ZINERT, Citrix SSL Relay £/ Citrix Virtual Apps and Desktops g Citrix DaaS fRs32s LAY TCP i[O 443
BT TLS Z2i@fE. SSL Relay UkZ TLS &R, AMBHIERREEEAZIRSS.

SN SSL Relay EE& ffiffr 443 LUSMOE MR, AT ZIEFREMITHOSEES Citrix Workspace RZF#2
o

BJLAEEA Citrix SSL Relay RIRFEUTE R THBERS:
« ERAT TLSWARIRESRSEZIE
BXREBEMEA SSL Relay RIREZERZLMER, 2 Citrix Virtual Apps x4,

TLS

LR, SZHREVERAR TLS hiiAA 1.0, XIF09&E TLS hRAN 1.2, BhRkZ< 2203 2, X#FHv&S TLS hR4H 1.3,
BJLL@id7E [WFClient] #3453 FRifs LA FEC B IETURITHIREGS A TLS WhilavhRAs:

e MinimumTLS=1.1
o MaximumTLS=1.3

XEEREAE, ERBELH, BRIEEEREXLLE,
#iF:

o TeANEHIER, MFMXLE, MREERE selfservice 5 storebrowse EEXN T XLEME, &R
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

« EAT Linux B9 Citrix Workspace R RZFAR AR SSLv3 il
o TLS 1.0/1.1 {ERAFZ#5zhastIBAR VDI 5 Citrix Gateways
EEREEEMNSE, 157 [WFClient] 289 iR FEL &£ :
« SSLCiphers=GOV
HERERIAE, EteliR3AES COM F ALL,
=

5 TLS ikARRE—, MREERSE selfservice 3 storebrowse FEXR T LEEE, MATEAN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit &

CryptoKit fias 14.2 5 OpenSSL 1.1.1d &AL
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mEEH
IEINEER R BEMUMEELTE, Fi&A TLS_RSA_ MEBEATRERFRE, HERMANBEEE S
TLS_RSA_ ZHEMHERT2MEF. Rk, FRAZREHR TLS_ECDHE_RSA_ ZREMH,

NRIEHIFEARECE TLS_ECDHE_RSA_ EREM, NBATERRES, FERHEEHMFFAREXF. WFEF RS 7RI,
3 #¥ 1536 i RSA Z %R,

SFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 ZHFUTEEEH:

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
o TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 ZEFHUTEBEMN:

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS v1.3 T U THREMS:

+ TLS_AES_128_GCM_SHA256 (0x1301)
+ TLS_AES_256_GCM_SHA384 (0x1302)

=

AR

BhiA 1903 RESMAEE, Citrix Gateway 12.1 RE=hR4Z#F DTLS, & Citrix Gateway #9 DTLS %
RNEHREAHNER, ESHESRE DTLS iy

BHEMS

ERRAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM T GOV, BIAMER T, ZIAWE SICAROOT
Jconfig BRE TR ALL_Regions.ini XHHIEEHN ALL,

TELATBESHSFIH ALL. GOV COM 1=2{#:

« ALL
- XF2E 3 MEWE.

« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
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« COM
- TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA (0xc013)

BXWERRES, BERTEEN

A% TLS_RSA_ WEWBEHTRHAFFRE. XEFREGNAEERTLER. B2, A5 RHkM4As Citrix
Virtual Apps and Desktops 5% Citrix DaaS m/a%#%, Citrix Workspace lAREFEEIERTEAXLERBES
BYIEIN,

ARBEEHRLM, BRITE Enable\\_TLS\\_RSA\\_ i&&X False,
TEEEFANZEEMSTIXR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
e TLS_RSA_WITH_RC4_128_SHA

=

AR

EERITEEEAHAEBRCAERE AEEFR EBAXEIMIEHRFATE EFUZTEFH
TLS_RSA_3DES_CBC_EDE_SHA ZWEEM. A LUERITEREBHIHRITIAXLEFRFA

BxEE DTLS v1.2 f9i¥4= 8, 15203 Citrix Virtual Apps and Desktops A4 f HiE M & HEB 97
WEFM:

MREERNEIRA 1901 RERIAE, BRITUTSE:

R .ICAClLient BFEAETHRIAFNEBRF:

o fBR ATT\\_Regions.ini XfF

o BRE AllRegions. ini X, &TE [Network\SSL] #9HER LRI TIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

NBEUFAPNEXGRPREE . ICACLient X%k, MR Citrix Workspace MABIEFHN SR, X
BRT, BREBXLINEENIRINLE,

TR T SHEPHNEEES:
®1- BEEGEIIR
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} =r

AR

ERFIBEDEMHIEM FIPS F1 SP800-52- #iMl, MM NMEBEMHRAFAT (D)TLSL.2 &, EEHAR1 -
THEAHXFIIR, TREBEGTFENSERIE.

Certificates GI#)

LisERAE SAML BHWIEMRAREE (ER AUTHV3 thil) B, BERUTHIREE: “Unacceptable TLS
Certificate” (RElE=m TLS iEH),

/8 Citrix Workspace R 2F 1906 RE SRS HIILRE, BXEEHRRE, B2RAUTRIRFOXE:

+ CTX260336
» CTX231524
» CTX203362

R StoreFront RE [T FIRHESFAIERMNEBLENHREIES, HEBREFEIEPUIHEERFEAR,, BERT
TP, SARBZRM StoreFront NE®E:

1. IHRE—1 2 PEM BXB9iEkES,
R
NRHLAE PEM #&XAIEH, &R openss | LAEFEE CRT &XABEHEIE . pem X,
2. UAFRS%H (BEXRroot) RERHE:
a) B— =z xHE4IE SICAROOT/keystore/intcerts,
b) URERHEHMAFSHETUTHL:
SICAROOT/util/ctx_rehash
MREXFEBMRNEMENE AR AP IREEENRSFJIEDHITIMEIE, BRZUTIRAHRITIRE, AEBHRN
StoreFront M AHENE:

1. 3REY PEM 18X BARIEFo
B MBEKRAZRRASER, E#ER openss SEAEFIE CRT BIAIERER . pem X,
2. URERHENEFR % (BERN root) HITUUTRE:
a) BizxtrEF1E SICAROOT/keystore/cacerts.
b) EITUTHS:

SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport #/i¥ (EDT) #9158 Ih4E

EERHRRAH, R HDXoverUDP igE A Preferred, W& EDT #THVEERE RIS AIET HUEEH, HELR
5 TCP,

B Citrix Workspace 24 2103 2, BRTRIEFRME, BEUTIREPHT=R EDT M TCP:
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o IMRERE
o REARMEEMER
o BPImEhERMER

ISR ThRE A 4ERE B e BN EDT BYBVEIRRT R, 1852, FRREVER, UDP A~ aA, HBEXMER TCP,

BIANBERT, EIREITCP /5, BENEHRFHLER 5 21EI—XR EDT,

Enlightened Data Transport (EDT) MTU %3

Citrix Workspace R F#2 2109 x%#% Enlightened Data Transport (EDT) RIS AE@mEN (MTU) £, T
=7 EDT XM EMMBRDY, HIRHUSCHAF 55,

BXFMER, 5507 Citrix Virtual Apps and Desktops x#4f9 EDT MTU £3NEB53

%+ EDTIPv6

B Citrix Workspace M B#ERFhr4s 2203 2, 3% EDT IPv6,

} =

=W

TCP #0 EDT #B3z#¥ IPv6, B2, &F TLS #9 TCP f1&F DTLS 89 EDT F2#F IPv6,

Storebrowse

September 8, 2023

Storebrowse B—HEFFIHSRESB[ZEFHTREMNR UG SITLHEER. BIEM storebrowse SLBEERF, &
ERA BT T BERE:

o ANz AEE,
FHERENNAEERNE LTV AEFRHE.
« MNEBERENNABETHMECHIT RN BZEFMRE.
« BRMZEAERGHNAEFNKEmRES .

s BEIEAXHBHINAEERF.

o ERTERIETTERNRE,

storebrowse SEBREFEEE /util XEkhiEd, EATUEREME FTHIZX . Hi0, /opt/Citrix/
ICAClient/util,

DEFRM

storebrowse SLBEFEE libxml2 EREFE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 168


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html#edt-mtu-discovery

BT Linux & Citrix Workspace M BiEF

BB AHHIKENNBER
ARG ET LUBEEIR:

o ALUEAHSITH storebrowse 4
o AILUMER Ul BEhE TR,

ARIT storebrowse %,

HITIRSELL R Storebrowse 1Z38IHAE

LABT, IRTEMEA BBRS I #1TIEERN, Workspace EEMANGASTERSB ENATRAXERY. Hit,
£/ Storebrowse BaI AREFHNRERIEN, FAXIFRSEL N, KSRE=FEEF HHENEEHER
Storebrowse E#%] Workspace F&, #HEEBEANENBARSELEINEE.

B Citrix Workspace M F#2FH 2109 hiit2, H&thER Storebrowse #1TiE#EEY, Workspace & AR
5ini2lRS SR LNRTAXHRT . IR TE=HEEF iR EEEE Workspace BB BEEAIRIE,

AR

o IERINBENAEREEFBATRSESMNAI A, BXEFEMER, F2 Citrix Workspace SXASHHIES
BIRSESME .

R

AT ERSY 4B T Bl LM storebrowse SLEZEFEAM storebrowse #<,

AR A S
-a, ——addstore
WieA:

RINEEMXFETFAE SN BRE UK ServiceRecord SFiPEF#1E, Lha$REINAREENE URL, R
RIS RN, R IR,

StoreFront M&s < fl:

e

./storebrowse -a *URL of StoreFront or a PNAStorex

i

./storebrowse -a https://my.firstexamplestore.net

AR

AILUEA storebrowse SEARERHRMS NN AEIE.
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#8h
-?, -h, --help
BiER:

RH X storebrowse SSAEFAZNEFEAEE

Bt 7 FA RS I

-1 --liststore
BiEA:
FIHEE RN AR,
StoreFront LRaR<RAl:

./storebrowse -1

e

-E —--enumerate

WiRA:
FIHETAER. MINMER TRERUTE:

o HIRBR
o BB
o FRXHE

BEEFAESR, B -M —-details &<KIME -E &%,
=
izf7 -E R, MREZAIRREEE, WRETRSHRIEED.
f -liststore IREMEANTAREE URL,
StoreFront M98 < 7Rfl:

e ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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21719

-S --subscribed

WieA:

FIHITHNZR. BOABER TRETRUTE:
o ARRAR

o BB

o BRXHE
EEFEFAER, B -M —-details <M -E &<,

StoreFront #ys <=1

e ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
FAHER
-M --details

JHER:

e SREIE R AN AEFNLMEL, ke BES -EM-S s —EER, kaSRAN— ISR E5MHIFA

SR N F !

« Publisher(0x1)

+ VideoType(0x2)

+ SoundType(0x4)

« ApplInStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)
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B/
- EHBRITIHANNEBREFCEREEE, 15 CreateShortcuts(0x100000) 2%k 5 -S. -s 1 -u < —i
B/,
o EMSFEREEE, 1515 RemoveShortcuts(0x200000) 5 -S &< —i2EA,
StoreFront M98 <$/Rfil:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ L EME<SREIF, 0x264 2 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 Sound-
Type(0x4) K&, MHETIHEITRNERURFMIES.

AILUER -M s 7 BB RIFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AILAMEAH#HIE 7R RS R TXEE, F19, 512 &R 0x200,
o WNRFLFME BT AED storebrowse #RE, NHEEBEIS,

1Ti

-s —--subscribe

WiRA:

VTS RE B FA s R VIR E R iR
StoreFront Mg <$/Rfil:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITIE

-u —-unsubscribe

WEA:

MIEE N ABERECHITEERNE R,
StoreFront M <Rl

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery
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=)

-L --Tlaunch

WieA:

BHEERHRRNEE, KARFREREMXE, RHERNERENRIE,
StoreFront M <l

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BT

-i --icons

WA

e LA PNG BRI SR EM N BEFER. ki< 5 -E 5 -S s —iEefEM.
ERBFABEANIRERERT, E#ER best SHH size B85 %,

best £k

£/ best 287574, EAILGAARS 28 HIRMMREXNWET. o UMSREREIRAFMEAN. best 2#A%2
FE. MATEMEAHEARENRERINA X, XHL <resource name>.png R RF.

size &%k
EREUEE A/ NLRENERR, EER size 885k, NRRSBLEFNAEANNTRENELR, NaHMER,
size XA WxB &=, Hrh:

« WHEIRHREE, FIEEIRSSERTN, REIFE—MERTEEKR .
- BABERE, R, SRENMUH.
AR
BEW BFER. & B ErER,
MRKRIEEXLEE, WETMERBEGRENET. XEXHL <resource name>_WxWxB.png &R {R7F.
HF -E 3 -S S SREIMEN TR, XFEMHAERIU png BRRTFET.
Er7zi57E ICAClient/cache/icons 3k,

StoreFront 9@ < R41:

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery
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e ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

EmEEsE
-W [r|R] --reconnect [r|R]
WiAA

EMEREENARENL T EDRSEEMAERNRE. [f] AT EMERMEHNAEENRIE, [R] ETEER
ERFRE A RIEM A ERN=IE,

StoreFront 9@ < R41:

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

W IEERE

-WD --disconnect

WieA:

W FHETE L A B IS PR SIERYIERE
StoreFront M <Rl

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BieA:
KI\HEE N ABERNRESE,
StoreFront M <Rl

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

hzZs
-v —--version

WiRA:
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87 storebrowse L BIEFHIRRZS,
StoreFront Hys <715

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace AEFMIRE R, MRKIEE, WESTHHRERER.
StoreFront M98 < /Rfl:

./storebrowse -r /opt/Citrix/ICAClient

RAF&. 56, 5
-U --username, -P --password, -D —--domain
BiEA:

BRAPA. BRMEFAESERAIRSESE. A ENERT PNA NARE. StoreFront NARERIRILLGR<S. ¥4
ERAEWET. BEIB I HLHNFAES.

StoreFront B8 <715

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

BRI FA s

-d --deletestore

BiEA:

BYJHTE ServiceRecord EaEFHIEMMN RIS,
StoreFront B8 SR fl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

BCE BBIARSS
-c --configselfservice

TEE:
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RERHECETE StoreCache.ctx FEBNEMERSR U 1§E. RAMNSEIER AN <entry[=value]>, MRREFEEF
B, NsRmSENLFIE, B2, NRFEENME, VaERARERERE,

StoreFront By < =M

./storebrowse -c SharedUserMode=True

7 CR X%
-C —--addcr
R

IEERIR MM Citrix Receiver (CR) Xf¢, HIERERNEMNNAREE. HHS5 -a iR, EE5SMNNEARE, Hif
'fT?-"_}ﬁF[ﬂo

StoreFront B985 <715

./storebrowse -C <path to CR file>

B EEA A S
-0 —-synclease
BiEA:

FFia¥% Workspace EiEHAX G S5i5EN AR ENIZIERS S LN AXHETRS . aSEhTERRIANEE
[EHAERBAXHREY. NREARSEEY, WERER.

TR

./storebrowse -o *URL of Store x*

StoreFront B9as <715

./storebrowse -o https://my.firstexamplestore.net

%7 storebrowse Fii2F

-K --killdaemon

BiEA:

£t storebrowse F&1EF. ALL, FBEMRFAEZEMNSH,
StoreFront B8 %R fl:

./storebrowse -K
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FIH IR

-e —-listerrorcodes
WieA:

FIHEMAIERIR S,
StoreFront M <l

./storebrowse -e

Rz AR IE MK

-g ——-storegateway

BiEA:

AB7E ServiceRecord EAEBFHIEMAIN BEEIEERIARX,
StoreFront M <l

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

ME— K 2 FR B RE N A P IS B K 51 R o

REEEN

-q, —-—quicklaunch

BiEA:

fERER URL BEI N MER. ka<UERT StoreFront A®IE,
StoreFront Mg <l

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

TiFiER
-n —-nosingleshot
BiEA:

AR 5FIR storebrowse #ig,
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StoreFront M98 <715

./storebrowse -n

XS

-F —--fileparam

WieA:
EREENXHRENRRBINX M,
StoreFront M <Rl

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
AR T SMfEfER storebrowse s BRI A2 RIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AN BB IEFHR A SRR URL, 12 FxE8#m URL, EhERENGTHEERZ URL,

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
FIHFrEEA BN AREFNREE. AT E MM ARE 2R HET MmN ERNER.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BaiER. ME—1ir<$iiad PRI RRE T
4, ./storebrowse -K

e SR BEBRZ ATRNBIEIEH X H) storebrowse SFiF#2F, MRAKAHIRRLLH L, storebrowse #HizR
E— N ER .

P HR

September 8, 2023

AR E SRTEEBNEE AR Citrix Workspace R RiEF HE BRI,
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%

i

fEaRE B B LA T R,

ICA =55 Fedora 29/30
ICA EahaaEx7E Fedora 29/30 L&k, fRRFE: REBUTHS BHITIRIE:
1. ERH$RE compat-openss110,
sudo yum ‘install compat-openssl10.x86_64
2. £~/ .bashrc PIEBIRETEUEABIIERITNH. REERRIEN libcrypto B,
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR
5 Wayland &px28#8tL, Citrix Workspace R FE2R1E X.0rg RS 23_P ITIFIETT. XFI& Wayland A2
INEFDINEY A ThiE, BEUEER U FE—IT:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
FHEHERUIER X.ORG RSB 28

BATHERNEERIE

5 Windows [RESBEILEEN, RETRHE “EEEEIRSS.. " HENHEE, EUEAEREEFQ, WA
REEEANRSBEEZ A HIFIEYFESE (Client Access License, CAL), EXiFRIMEMEE, HSFTF,

REEMER
EMmERIEERERST Citrix Workspace R BREFFIFRNEIERENRIEN, EEARAKAN. RSB LNTAR
EFARENZHIILESEE,

INREFEEKY, Citrix Workspace ZABRFHRRAERAMBEAERE, SN, RSFBFRAUMERNEAERE
BE—MhaE, MRBRIERFERAERRS. ORRSHELVAARENATE, WE - NERBAIEIRK.

522 Internet &7F

Citrix BiVEEWE LAECE DNS (R ARSER) . EREEEEBMRITEEENIRSRIBM. WRAFEE DNS, Mw
BET AR ARSS 2R 2 FRARITA IP Hitit, BRI LARR9IR P it (MARRHR) MRS . TLS EREERTLRENESE,
i3 IP ik,
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REREERE

NRENSEEERRNRIREABE, Linux AZFHNENERFTERIBERTAEEER-. AL BIT—MEERN
SB1EF, gl rngd (BTHEEH) = haveged (3EH Magic Software),

BEEMS
IMFRERRN, FHRMEHBIMESE

1. IUFEASMIARNERSEFNEEES, GF:
« Ssllabs.com (EXRRSEERAE Internet IHIAAR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. 7 Linux &A% WireShark #1, #3888 (ip.addr == VDAIPAddress) &##iE& (Client Hello,
Server Hello) L& SSL £897. ERBSHTF KL X HRSSBIETHNERLEY,

Citrix {1t SDK RIEH
Citrix Optimization SDK #4 B8 & RIEHE UIDialoglLibWebKit. so kRids, R E: HITUTEEZ—:
1. MT#H A F# Citrix Optimization SDK ##&hk7 18.10,
a) ¥3E&=Z CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialogLib/GTK
b) MIBRFIEXSR 4
rm -rf *.0
c) #%3| WebKit xf43%:
cd ../WebKit
d) MiErIA UlDialogLibWebKit.so &1:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHERUTHS:
make all
% m#R UlDialogLibWebKit.so.
f) ¥#ESHE SICAROOT/lib BRH,

EAT SSL EEMBERINEN
B TLS i&#zRd, Citrix Workspace RAEFERIAMER FFRE—A™ENERAEHLES.

MRBEZIFERIANZBESHNRS S, BEREXMHH WFClient\ 39 i BEEEN SSLCiphers=ALL,
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TR TERTBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

pez Ll

fEF EDT 1hilsY, BB RIUTHIRES: 5.7 NEREF, NREEZBIERT EDT NWEAFHAN
FEOAE 1500 FHRRMAFZURN, FJREIEIIER. FHITUTERE:

o EREXHHRIRE edtMSS=1000,

ERRHIR
ERBIRA R E R A R HIRNEE. =FIWT:

o EEUE 55MRIERSEEN HIDINER
o TEBKRB DRSS
o TEEALLARS SRR INERIKF

RERAA e SR HILLER, B

o AMIITENMITZTENTEMEER TLS thilkt, BXFMES, ESRE TLS,
o ERRTENEEN TLS EREARIAMNEREGN, EXMERT, GRAIUEEEXHHN \ [WFClient\] &8
DHIGEREIRAW SSLCiphers=ALL, AREEHBINEZEZHIIZITkillall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o EIZTENRAESHIBEREFHIERN, IS BAIEZHERRHE Citrix. Authentication #1 Certificate #9
IEB.
o Hfthjr)R,

Citrix BN EE RS 38 L ER R AH Citrix Virtual Apps and Desktops 5% Citrix DaaS (KA#i#k# Citrix
Virtual Apps and Desktops &), It4h, EEAFI&E EERSZM Citrix Workspace AR

MBFERETRERE, WA LLERK Citrix Workspace R AEFHIELE LUK Citrix Workspace M BEEFHER A
LR EMAE,
« E2E Citrix Workspace 7 RiEFFE - BoE Citrix Workspace M BIEFEE AT LIBR(E ICA FRrEmHE iR
SitaE
» B2K Citrix Workspace M ABREFMERAT - Bk Citrix Workspace B2 BIE R A IR AT LR RS I
BRI

« 2 UDP 47 - tLIhAER] ITEFEEMMLE LRSS IP 25 (VoIP) EEPERM —BE
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o« ERARMIRARZERT Linux &9 Citrix Workspace [z F#25#1 Citrix Virtual Apps and Desktops g
Citrix Daas - Citrix RUFHERMIRA S MRANEEE, FEHRETHEEEER I Citrix Workspace M AE
FFHORR S 28 %A1

Exr

Rz

EXFRF, WD (HZD) FERNMLNH2ENHATRE LNSHRREHROER. TRELATESURE
ERROABXIF PR RE Ko

£ VDA Li#RSUBEN IS R R, SEUBERIIZF RN, FRSINBRMRNK. B2, X11 (Linux/Unix E
EF&RS) RERM—BNAIRDLERFEHR,

AREIEEEER, Citrix BEERREARFLHSRRLHRSHIRES %, B, FF vsvnc BEh F—MAAE,
RiEE PR ENERBEGNEERNEOEES, UTHARRARURATHLERSHR.

« X11GPU &E
o ERASEESR

X11GPU &

SHF Intel HBER, BEESN
20-intel.conf 89 xorg.conf.d FalEZ—MEEUTRABHISM:

Section '"Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection

s4F NVIDIA Bz, 3&7E xorg.conf.d X FiFEEEMEREN “MetaModes” EMMX . X FFERNED
LLUES 9 FRA MetaMode, &ERMUTARA:

{ForceFullCompositionPipeline = On}
f5I4n:
Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”

=z

AR

REH Linux 2% 8ERTRER xorg.conf.d B2, %120 /etc/X11/xorg.conf.d 5% /user/share/X11/xorg.conf.d,
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HEEIESR
ERAUTHS:
« Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
iz1T “CompizConfig Settings Manager”,
EEM>R|ET, HEPIUEEER2RE.
AR
£/ “CompizConfig Settings Manager” BINig1E, RAEIZMESERMIERFARER,
« Compton (MHWSLAEF). AXTENFAES, HS5 Compton BET/ X, B, HEETUATHS:

compton --vsync opengl --vsync -aggressive

HRALER

MEEANREEXERE, RRETSBERANTERLE, EXMERLT, STISEMERANBELENGRH. X
IEERENIFMEE, 1555 Control keyboard behavior (FHI#E1TH).

dEER

BopLEEON, REFOEERISTMREMNEOUE, SBEEESL, ERRILEE, HREOEERTIREITE
B EE OB ARHIE O ERRIR .

EtrREE

Citrix Workspace i BREFIZMNE OERS AZHEOSERES, B2, XEEIRS X TR HEEEAEHF 5T
2R

TeEmREN

ERETSEMREME, BRITUTRE:

1. 77 wfclient.ini BBE >
2. 7£ [WFClient] #9#48LLF1T: UselconWindow=True
3. REHXIZX .

FATERE

MRAGHAESEREHEETAEM, WaTsEEUER R, AILUSARKIEREIERHIRENRENARREE LR

o

BT E
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1. #77F wiclient.ini &1+

2. 1% [WFClient] S5 mATT2Z—:
CursorStipple=ffff,ffff (FHXiFgBEHEE)
CursorStipple=0,0 (X iFigBREE)

3. REFEHRFZM .

FBINH
RBRASASIBHEZEON, FEREOPNEEHGERAL. REZE X Windows RESHE R RESHERN

BENREH. WNEFEE, FAREMIERERAESNEERE,

EREFXBETRSENEEEN

EZEIARSS250T, AP RILUERMER 256 BRI, IMERE MRS AR, ENAREFEBEAGIREE,
U BhE B Ro

B e R A AN GIRE IS R E R SRR LR E MR, MBRIMNEREAERR, @Rt
RIS RNIEES. AEMELLm4s, Citrix Workspace ZAEFEE P IRRNEGIRESIZIE, HER/LP
HEH—RELIBABIR.

Citrix Workspace i F#2F3t HiBF#HER EUC-JP 3¢ UTF-8 F/R4RE, MARSB_NIER SJIS FRi4w8. Citrix
Workspace [ 2R A XLEFRHEZ BH TR, AR SRERU TR HIEE:

o REFERSSE LHESMEBRNXM
o RIEFESHHERS B LEEHIXH

tEREE Z R MET RSHMEEPAIANSHTHNEIEFN.

SEREET

et

LRA|EMNESNERE, BRAUERAGRTITS ER8BRITHED -span, Bidizdm, sJUeRSIEEmI

BT ETo

@it Desktop Viewer TERIEE, EAINAROKSEEOSSRAFFOZEMR, SEMERERRNZET
B,

HE:

NFRBEZHITEFONRE (BRERAUNEOFNRIE), BRERTEFER.
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- span EIERA T
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

WMBEET h, MIEE stdout higH BREBHIR, MR h 2EANETE, wlica FiEH,
WMRIEET 0, MREHOEFE override-redirect B,
IJ\Il:,\:

o BUAERERILET,. EERFASTRENEOEES —EERANKRE—MET.
s [EAEOWZEOEERAIN, REER, BTEERCEHERK,
BB SR A TERMIER I E,

o i

\

WMRIEET a, Citrix Workspace ZAEFHEAIE—NMEFMEETRBTETRNRIE
Citrix Workspace M AEFBREER -span EEN B RiHSNTIR:

o BMEREFRSENEES.
o MMEREEAREXKEE EANETARKEIES.
o OMERFIEERIHINAR. AR EMMAMNLSE EREE.

WRKIEE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEEBRPERENNEORE (10
RXIFFZINEE) . BN, FBEARTHUERTRIERAENHR.

AUFERAMTHRSRNAEOEERE R ZRZIEE:
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRBRHE, RARZEIZIE. MRTXE, ARFE—IBEEEEMEN. AIUEA -span 0 REBZEER
Ao

MEsLITIREBETIMNIEREBINRIE:
1. ERSRTEOP, #A:
Jopt/Citrix/ICAClient/wfica -span h
APg&SRFmER 2 RERSTIRIEHLE stdout 1, AFRE wfica.
2. B TXERRERS,
3. EHLIRTEAF, BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\]1\]1\]

w. X, y Mz EREENSBFNSE 1 PRBASERES. BME W HEERENEMRE. M MEw M XIEE
FRrEXEIE EANEA TANEMNES. IMEw. X. y Mz EERKETRER. Eak. ZMMANDEE EREE.

BE:
o EBTNERBEEBRS ZAT, EX WFICA_OPTS T2, EENNTE, EREHEEXHE (BE

fiiF SHOME/.bash_profile 5 SHOME/.profile), fEEFFHRM—1THREX WFICA_OPTS &,
f51gn:
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export WFICA_OPTS="-span a"

o thEHEREIEEMNAEFNESESIE.

o MRBERB selfservice 5 storebrowse, EMIFRENRHIEZ, WEMRFIETEEBEN. BFET
DU a5 Ml pRiHAE :

killall AuthManagerDaemon ServiceRecord storebrowse

N BEF

TR f S RHEREUCEASNBEFHEMRIE, HITLRENRRASEF RASRAF R EKREE, #EZER
EIhEZAT ENREH<S (FlM Alt+Tab), BhRa<RXEIRS .

fRRTTA: fER Ctrl+F2 EeTERBRBAEINGE, EEER MOREIRIERO, &% RS2 SICAROOT/con-
fig/module.ini % TransparentKeyPassthrough i€ &5 No, LR EFZRBRZFAEINEE. BZ, &9
RERE@ITE All_regions.ini XHHRMNILISEREE ICA Xt

PEEIRIEN
BIREANE RGN

B#i, EATF Linux & Citrix Workspace [z Bi2FHHRNEBREN EE B —REZIF—TMRNEREN. FIEBIERIAN
ERGNSMGEIGERZ /dev/videod, BEZEENITENHHNRNERME R G

BAEAUTHSRE VA TR, FEIHRFHAEBIINEENFRBIRE:

sudo apt-get install v4l-util
<!--NeedCopy-->

ERLTa<LFIHIRIRE:

v41l2-ctl --list-devices
<!--NeedCopy-->

A RE = IR EIN A -

user@user-pc:~ $ v412-ctl --list-devices

UVC Camera (046d:09a6) (usb-0000:00:14.0-1):
/dev/video2
/dev/video3
/dev/medial

Integrated Camera: Integrated C (usb-0000:00:14.0-8):
/dev/video0
/dev/videol
/dev/media0

<!--NeedCopy-->

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 186



BT Linux & Citrix Workspace M BiEF

RIERTER TS, ERINEEREN. EAIUEREPNEET—, Citrix BINERE—1%R5l. Ubuntu FEEHIE
A, ALERGEEEN—1 5T TBENNZ IR FIRFIHR, EILUER /dev/video0 1 /dev/video2,

ERHMBERMIUEENIINME, BFRITUTIRE:
1. S8l ~/.ICAClient/wfclient. ini BEXHHWNEH#ITHIE,
2. 72 [WFClient] 9/, HFMUTIEE.
HDXWebCamDevice=<device path>

40, N HDXWebCamDevice=/dev/video2 UERLEFIEEMETE /dev/video2 MRKRIEEN.

MiXTHEE

FEPIH L, MERGNEERERAUERBNRA TATETFAFRFG TUARENA M.

ErFFiEEER
HRTETE VDA i BRSNS RIS BRI R P im = £ B SEFRE A K#H TR, EATPNIRENEE,
ERAER, BHRITUTRE:
1. 8%l ~/.ICAClient/wfclient. ini BBEXHHITEHHEITRIE,
2. ¥ HDXWebcamDebug {EIEEH True,
HDXWebcamDebug = True
BRIERE, RIEFBBEAEPXERUTXHE, BEERBRTFRERNRIDE:

o 3tF H264 4wi33s: /tmp/file_mode_buffers.h264
« 3F Theora 4#32%: /tmp/file_mode_buffers.theora

TEER T E IR

File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM
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PRGN 2R 8
HERXAFEN RS HRELTRREINEREN.

./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device -1
WEBCAM_DEVICE; default=/dev/video0]
<!--NeedCopy-->

EEAMBRENVILB[EL, BMBLITIETU TS

cd Jopt/Citrix/ICACLlient/util
<!--NeedCopy—-->

'S./gst_read -b 100 /dev/video0®
<!--NeedCopy-->

BRWERE, BERUMME, HERRBMEREEGEVIERE FX LT X!
/tmp/wewbcam_buffers.buff

MRIBGEINIR SRR —FF XA ——buffers (-b) &M, FaLUEEENRAIMKRIRGENIEE, B0, &
SRUTRE:

+ ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TE#R T M RGN IR

4 A
] . File sink
Webcam
(ex./dev/WdeoO)J \. J
4 ™
> Video Preview
N J
Ymha2s it 2R

IR AFENIR S EEfRE RIS 28,

./gst_read --output_file | -o FILE_NAME [ --buffers | -b BUFFER_AMOUNT;
default=10 © ] [ --enableH264 | -e ]
<!--NeedCopy-->
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EEARESFNASFRN, BMBITEITU TSRS

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

./gst_read -o ~/file_buffers.h264 -e
<!--NeedCopy-->

PR RHE—FF XA ——output_file (-o) W, EEILUNIA Theora g H264 4ig28 AR BERMMIE AKX
£, B, BESHUTRR:

o XF H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« XF Theora: ./gst_read -o ~/file_buffers.theora -b 100

TE#R T fmbS 23 ML 3R

File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 i {+4RiDes
MRETRER H264 RIDS[LAERIETT, NBFER LTS BIIEE KN

1. 38iF X264 GStreamer EHEREEN gstreamer-plugins-ugly W—E2EETESET. NRE
libgstx264.so EHRAIA, EEITUTHRSHEHITRIE:

gst-inspect-1.0 x264
<!--NeedCopy-->
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2. BT THSRIE Libgstx264. so FEHMKHIN:

ldd /usr/lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstx264.so
<!--NeedCopy-->

1R Libgstx264.so XHAREFE, NBAERUTaR<RE GStreamer &EfF:

sudo apt-get install gstreamerl
0-plugins-ugly
<!--NeedCopy-->

H264 fE+4RiDEs

1. 383F vaapi GStreamer RS EHN gstreamerl.0-vaapi W—HREFEET RS, WRE
libgstvaapi.so FERAIA, HETUTaRSHITRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy—-->

t=GStreamer

2. BT TS UIE libgstvaapi.so FERIREIN :

1ldd /usr/1lib/x86_64-1linux-gnu/gstreamer-1.0/libgstvaapi.so
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<!--NeedCopy-->

reamer

3. BRRAEIERRBIIRRLIL

EREMEE vaapi, BB GStreamer vappi LEEFEHITIREE

WEENES GStreamer 122270 gst_read BHE

EREM ICACLient BENBRAE, BUIM gst_read BRFIRERZE,
BHITUTREUNERS:
1. TALEHEITU TS

export GST_DEBUG=2, gst_read_debug:6
<!--NeedCopy—-->

export GST_DEBUG_FILE=~/gst_read.log

-1.
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<!--NeedCopy-->

=

Pa =

IZEGEHTIRREINURBTEERSHNXX S, EXMERT, HiTH GStreamer EZRIZERF
2, A gst_read BRIGERF 7. BXFMAER, BSH X, BINANE GStreamer EZIZE
HIRFZEERS, 7 gst_read EBHER.

2. THBEM VDA ICA X,
3. ER—&imL, BITUTEH<LLUREN VDA RiE:

cd Jopt/Citrix/ICAClient
<!--NeedCopy-->

./wfica <ICA file path>/vda.1ica
<!--NeedCopy-->

gst_read.log XHRERAMNE GStreamer &2 gst_read HEERKHN.

GStreamer EiElsE
EBEE GStreamer HEREELIENSIMFEE, BRITUTRE:
1. BIE—IXXERREERXHE, fiI: gstIntPipes,

2. FTFAMHHSH GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, WWZEEHETH
XHBTERE GStreamer fiIE,

3. THBEM VDA ICA X,
4. EE—KiFLE, BITUTEH<LLUEE VDA &i&E:

cd /opt/Citrix/ICAClient/
<!--NeedCopy-->

./wfica <ICA file path>/vda.dica
<!--NeedCopy-->

5. ZBR gstIntPipes B&RXMH. GStreamer AEEFHNEMRELEEER — M RX M. Alt, EETUE
EEIREENFMEIE. TER—HRXHFNTE):
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6. REAXHILARFUTEEENTMUERT. FI90, Graphviz, TEZIBREENNSHTE:

EEEREIR:

BHABENTEEREALGTEE, HERESRFEE, %% Openimage in new tab (E3iET-Fh
HFTEE), AEREBEENINE,

W EEFR, BENEETEREE GstCapsFilter ;t&M GstVaapiEncodeH264 Tk, XEhEEMKRLE T T
DHE. BXEFEMER, BFER X,

RAVE B9 R SRz

EIMRMETHA rave_troubleshooting.sh, AFRIIRAREMNEKFMESTES ZIFRESTMUAMT B
(RAVE),

AR

RAVE 2—11 HDX 1588, iFiimmsiBGMExmMme Citrix VDA 9 Windows Media Player EE#,
BEHATUTRERBITHIA:

1. i rave_troubleshooting.sh T&iZAs,

2. 7 Linux it BT iR =

3. # A\ rave_troubleshooting.sh --help & rave_troubleshooting.sh -h A&E&XFN

wLITEH
4. BATEHHEA— 6L

« rave_troubleshooting.sh -w rave_troubleshooting.sh --webcam- /L&
SR MERENEEREITIRE. XBRIATFL.

« rave_troubleshooting.sh -r 5 rave_troubleshooting.sh --rave - EHItH<
AJizfT RAVE B9#0%, LB RR—MEKR h264 Mt & 0.

LB 2R RS ECE R ARHI
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/ilj K
AR 5

£ Windows SiEh e E %, ERATHEERERN KRR, wiclientini FERATRSHBIEFIHANTE
ERIEE. WEERFSHEMNABREFTIT. BERARSH-TRHRETEER, BEARSHE-FFREAEEEM.

R ERHBHER

HIRBERAEHMERE, EHAERRRRERENH. bk Firefox #1 Chrome sb, ATREREXHAKI AT B A AL
ERIEAHBHNAR. EEZRREIBEZNE LNERLRRREN, JESERTERT ICA X,

SFEN LS

NRERRFE Web FIE230HBEIAM, ETEIETT setupwfc g, REFELTE BROWSER, LUEEFRHENMHIZN4
HER A BT,

Firefox i

7z Firefox PEERERLAREFE, MRAEEEMLE, F=iXEA ICA i,

Firefox &# ICA 5+

7z Firefox PEAT ICA MG, KEMNARRFRIETEREN. EXMERLT, BE=AEA ICA FHf.

FREHIR

MRENERFBEERNLER, JREIEIUTHR.

E_MISSING_INI_SECTION - 3IFEREE X 2.7, BLEXXHHH .0 BHEK.
EEXEFEREHIRNES .

E_MISSING_INI_ENTRY - BIFRREX .7 “.7 BOPBABERE “.0%
EEXEFEREHIRNES .

E_INI_VENDOR_RANGE - 3%iFFR & X #:¢..”, BEEXHFH X RS[EZETE “..° TH.
EREXHHH X RSB[BEIHESEHF. ES5 Citrix B Ho

wfclient.ini B2 &2
MEKRiEMEE wiclient.ini, NS HI TR,
E_CANNOT_WRITE_FILE - BB A,
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REFERLUEEN NS, fINEHE=E.,

E_CANNOT_CREATE_FILE - &2 4 ...

Bl R Y 5

E_PNAGENT_FILE_UNREADABLE - J;%i%EX Citrix Virtual Apps stff “...°: XX HFRE R
— Ez —

Fo5%i%EY Citrix Virtual Apps Xt ... 1RIEL,

EERE T ESEmMEREIHRER, BixABRMEA Citrix Virtual Apps and Desktops ¢ Citrix DaaS X#A=]
M. BEEEFETEZENAEFRIFURFELTNERRIIR, ZAEENSHIARIZER. NRBIRNAEE:

o WEREERKEEINEY
- WEERHMBERS|IAM Citrix Virtual Apps and Desktops =k Citrix DaaS Xf#.

Hth

ERR AR

S

Erae R 2 &K ML T IR)RR,

XA

ETRIRSB/REEHET Citrix Workspace ARRFXHRIE, EERA wiica BF. IHEFEWREIRERSSELIL
SEMTHHEHITIER.

Ei@id syslog RAIBRILER, BBMEN 6 B9 SyslogThreshold FINEIRESXHH [WFClient] 3o, 1tHigE &
BRESERN LOG_INFO XESREE BEIERINEE. SyslogThreshold B9B3AER 4 (FLOG_WARNING),

B, BHE wiica, BHEBRZEINIRERIR, HRER 6 8 PrintLogThreshold F 1% [WFClient] 2843,
PrintLogThreshold B92kiA&3 0 (=LOG_EMERG).

BEXEERERMNFAEE, BHBRETICRE, B syslog BEMFMEE, BB syslog BB E.

REXMHRE

wfclient.ini FHE N EEHATE All_Regions.ini FEWRMNEZE, XH¥ZIGEABEER. L, wiclient.ini X
89 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &85> sh89E 1 & B &M MTE canonicalization.ini AR AIE
B, ZIRBTHEN. BXIFMER, 1531 SICAROOT/config B R# All_Regions.ini #l canonicalization.ini
X,
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BREHINAER

MRBTHESTHONERTHNABREFBRRE, S ZEOREMNBREFHIER, ZNAEFAIERRK

(

EEETHIREBINATNAREFEAS), FLEERLT, FRERSHHMUAREFRINYME T 1ZHTHD, HERE

BEYEIZHITH OB BEFERHERERZE .

ERRRIIRE, FEERIERITROMNEZARER. T UUCP EXM8iE, NAEFREGEUREEREEE —MIE
X, XLEHEXHPENUEIUR T ERNRERSR.

B Citrix Workspace B2

90 Citrix Workspace AEFREH, HET “BAINAEFRIAXGHZXHETH” HE. RERTERKE
HaE X IR 2 ICAROOT s ¥ Citrix Workspace ARFREFERIAMUE, NBTRBENRTE, BRI
&, Citrix BWHRITU TRz —:

* % ICAROOT EXAREHR,

ENEEEERENXT ICAROOT HFiET &2, HEIAMEm=IERZDH Citrix Workspace N HEF. MRME
TNZEIRES, NageREMRENX ICAROOT IR E,

.
e

% Citrix Workspace L Af2F EMRERIBINMIBE. X% Citrix Workspace ZBRE2FHFAEE, 1B
BRLENLE,

INREFE Citrix Workspace M BEFREIZRINIE , BEEHLEFIME /opt/Citrix/ICAClient
o SHOME/ICAClient/platform B,

Citrix CryptoKit (Li7i#i5 SSLSDK)

EEREEEIETTH Citrix CryptoKit (W#i#57 SSLSDK) 3 OpenSSL BIhRAS, aJUERU THS:
strings libctxssl.so | grep "Citrix SSLSDK"

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTitan<

BERESN

NREOERREAERNRBASRMBANINGE, BRRASTIRETEIER. 5130, KDE EOEELEEA Ctrl+Shift+F1
2 Ctrl+Shift+F4 pRAaERE 13 2 16 ZiE)ifk. NRBIILRE, BRXUATHRRASR:

o B FIERIRIETUIE— A AR A S EIRS RIRBAS, flW, EEEEXT, BiAK Ctri+Shift+F1 pgd
FIARSS SIRRA S Alt+Fl, 2GS EHEEENEAAMBAS, EEH SHOME/.ICAClient/wfclient.ini
B [WFClient] 395U TRE: gBEXIEAMBAS Alt+Crl+F1 BETR) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 28 Hotkey1Shift=Alt+Ctrl,

s BRINEEEABAMERAECEHELAZRIIRS R, XERASATERMLE, ERBEHEZEER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, i& TransparentKeyPassthrough i& &4 Re-
mote,
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- ENMCETOEES, EEALEERRINREAS,

infE Croatian @&
TSR ar#{RIE ASCl EHEAIZEIES Croatian BE2H%BHIZIZEIN.

1. EEEAEXHH WFClient 539, & UseEUKSforASCIIi&EH True,
2. ¥ UseEUKS €& X 2,

HERE
ERENHIBRENGER, BFEH wiclient.ini BEXXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

EAECEY ABNT2 BERER, EEH wiclient.ini REXXHHHUTEE:

KeyboardLayout=Brazilian (ABNT2)

AR

SNSRI FRRLRRETAIZIT, M SICAROOT/config/module.ini B5IR &R RABE RS 23750

Windows Media Player

Citrix Workspace [ 2 F aJ 8838 F GStreamer fiff, TiARBIERIER. LIRAMEBEERSBRS [ IERHEM
K. BNEANEERANEGSBIRMBEHEFEE— MMt LREEE2REQNE, HESSBRSR LHM
—MEIRIIEIE, 8 Windows Media Player ZE B X A& R R, ERIFPERXMEFEEEN, EX Citrix
Workspace MAZFIELZER. Fit, RSB[BBEREMEXSRMEGEES,

EOHBERT, REMEISTEE Windows Media Player F#&siaiesh, BRMAZIE LGS, HFETAERE
W to

E# R BRIEHIRNIEE, HEBRRERRNZIEPBBEN, FHRITUTERE:

1. IGEBECE ET “SpeedScreenMMAVerbose=0n” & Zl SHome/.ICAClient/wfclient.ini (26) &9
[WFClient] &84,

2. BEEMLREHNBBRSENEE wlica.
3. EHRSEHIUILHEIRIN.

4. BF (EREFEEP) SREEERERXEKN MIME X2, FERONZZFHFEFERN MIME 28 (Fi90
“video/x-h264.),
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5. ¢%48 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME %8817, 7% “.” 5 MIME

KEZEHEAN “?77, HIRBERZAZER.
6. X3 RUIHFHRBERVEMBAEREE (£R) PE2-5,

7. #¥EREM MediaStreamingConfig.tbl 4% 2% % T #HREK—4A GStreamer iEHFHIE it E M.

=

=W

WA LIFEIRG) MIME 288 /5%% GStreamer f&E4FH#H1THERD,

AT %iE Windows Media Player EE BN ASKERAAIZ

£ 2307 fR &, 3IANT —N# B bash Bz, B FIIEER T Linux & Citrix Workspace [ F 12 F &
Windows Media Player EE M IhAEFT B WAL B, L IhAEH B F 48 58 Windows Media Player E & [ 1)
BERI R FE HEBR BT (Bl, BIAIEERRE, &9 LUEA [RAVE B & 4512 B B 2] /zh-cn/citrix-workspace-app-for-
linux/troubleshooting.html#system-diagnostic-script-for-rave) £2{##948R rave_troubleshooting.sh,

BITHORE

BERE—HETHO, B7E SICAROOT/config/module.ini BEX4HhFMUTEE:
LastComPortNum=1

ComPortl=device

BREM M HZNETHED, EE SICAROOT/config/module.ini BB 4hFMUTEE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

Eix
RERYIE T ERER Citrix Workspace [ A2 FRATE I B EL b I IRE B

HINEEIR. $HIRE554 11 (E_MISSING_INI_SECTION), E&AEX 1, EERH,

MaE$47i517 Citrix Workspace R FB2FEY, ILEIREERRETE appsrv.ini XHHRFRILESH

E_BAD_OPTION - &I . T

I L BB

E_BAD_ARG - &I “...° EEEMEH: ..o
JETL . BE T TRE .

E_INI_KEY_SYNTAX - Z4R .. ”({EEL & XXM .. F) T

LITHIEERRR.
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EREXAHH X RSHFEIHESERF. HelE— M EEXH .

E_INI_KEY_SYNTAX - {& “..”(EERE > “...” F) T

REXHHH X RSB[ELHEBERIF. HelE— 1 EEXH.
E_SERVER_NAMELOOKUP_FAILURE - &% 2IRS 3 .7

TR RS 882 o

TAEBN—DHS I oo BEIEEAHEEHHPASAREDAHF E i,
RERTHFEHEERRMENRAT. WREMAR, BFFUERE, HFERERIEERESEF
RS BBERCUTHF. BEMERHER, UTXHAIRREREIE: ..
BIMERHERRTIHEIRE SR

NR7EREMA Citrix Workspace M FARE2FEBRIEM, PIAERERRAZRNIIRAIZIES, IWEETEBILHEME
HIZETR) R R RS B RIE B iZia) o

FKEYS Citrix Workspace M AEFEXHIZHEE:
1. EREERH, B util/lurdump, BVEESIELFITFRS R (NBERTEE) HIaREHITIEDS,

IR ER— BRI UE RN, HPaERaEAES. Citrix Workspace RAEFHEEEXHR
BUKRERFEENE,

2. Bzt Rzt Citrix A2, BREXHHEDEENBES.

5 ERENERH TR
BAEUEREEROERRLEDNNER, KRR — M FEERNEFNRHTIA, BdITR, BRAMEERAILL
MEERISEE R RAEEH TR IS WA R NI, EEEDOR, APALET U A EEEEE:

o XA ARERF,

o EERIE PBRERZIEHXATMITHANNAEERF.

o NRIEFEARIE EPBREFRXAETEITANNBEFOERTHASRS[OEEERE (FIFRSSEE
ATEMTFFERRE XHIN FBER) o

o BEREREGRAITHRE.

SDK 71 API

June 6, 2023
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Citrix E#&& SDK
Citrix EBERHF L TAE (SDK) 256 ICA UMW EMENBIERE RS B[IHLAEFNEF HIREIER.

AR S3 23 im EINEE N FRZF AT Citrix Virtual Apps and Desktops g Citrix DaaS (LAai#rA Citrix Virtual Apps
and Desktops fR%) ARS2% L.

MRENHEMEF BT RS EIRMNER, KR Citrix AXZHE,
REINIEE SDK 12 fit:

« 7£ Citrix Bg5328 APl SDK (WFAPI SDK) 5 @ ii@iEThAELE &5 LIS S R IEE R Citrix EEIMIREhIZRE
R A2 4IEEN (Virtual Driver Application Programming Interface, VDAPI), VDAPI 2 #tHIEINE
EXFENT RS EINBERNERE,
o ARBETREERANZ D EINEERFIRFNERRAE.
o E#EE SDK FZE WFAPI SDK 7 8E4RE EHEE AR S 251
BXEFAREE, 121 Citrix Virtual Channel SDK for Citrix Workspace app for Linux (&R T Linux &9
Citrix Workspace R A#2F#H Citrix E2#i&& SDK),.

m<L1751A

BEXHSITBENSHRNEER, 158 Citrix Workspace app for Linux Command Reference (GEFBF Linux By
Citrix Workspace ZBiZFH<EE),

Fafut SDK
YERERTF Linux 89 Citrix Workspace [ FA#2F# HDX SoC itXIf—&845, BEA15INT “FE&1h1 SDK”,
Itk SDK ZIFEBCIFIMZAMEROMEZ. KI0FE. SMERENESES.

FEARAUERFEEMRL SDK KIZSET Linux Ig&EMMEEE, It SDK 2 F & AR A Citrix Workspace A
12FEE ICA SIZAH (Wica) IR B. BHRENTTHZEMREN, wiica HaASmEiXLesE,

SR B] LUBIE B B LA T ThAESRE BN S AL Linux IRERIIERE:

o RMAFLEHSIEERGR JPEG 1 H.264 HUBRIINEAZD
o EHATEAISERGNREFENSE

o BEIIERISIEEGRRERA S HIRES R

o AFXHE X11 RER SRR MER HEM AR BARS

BX{ER, B2 Citrix Workspace app for Linux - Platform Optimization SDK G& A F Linux 9 Citrix
Workspace iR - FAHK SDK).
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ICARESSE

June 6, 2023

ICA GBS ZXMHIREFMBRIZEN ICA XHEBTIR, AFEERBEX Citrix Workspace R AREFRHITH, X
ATLUER ICA RESZ3 Citrix Workspace R BIEFHNS BT H# I THERR,

ICARES%E (PDF T#)
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