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2303 FHYHTIEINRE

KAER

=z

AR
tkIheEZ®ER T Citrix Workspace R BER.

KABRIBEATEEEEREEMNRFENE (2-365 X) ARKERRKS. BALIERS, SLETEENNEIRRA
121t Citrix Workspace M AEFHNE R ER,

fBENILINEE, BB RE Citrix DaaS SIERZAEKE 365 X, Wi BETKBASENEREAR. RABERT, &8
FIEEEE 4 XREEG AR, UREE &, AR, YEEX 4 XW@ESEED Citrix Workspace [ RIS
K,

ﬁ*ﬁémfm SN Y ]ﬁ%l’ﬂﬂﬁ%io

X157 HDX £iE5h &R FIDO2 #1751
AR

tkThaeEi@:ER T Citrix Workspace R B2,

EARRRAR, EEILE HDX IR EA TR FIDO2 £ BHPHTHHIIE, FIDO2 2eZARNI R TIRHET —
ETEAN, TERNBFZIAFHBARXNSE FIDO2 N BIEFSESEETEHNRIE, BXx FIDO2 BixHAEE, &
£% FIDO2 Authentication (FIDO2 S{431E),

=W

MREEDT USB EERAEA FIDO2 %%, EM SICAROOT/ XH4FE T usb. conf XAffipk FIDO2 1&&
By USB EEMEAMMN, LEEHFHAIEBETIRE FIDO2 EiiEE.,

Ekl}\ TE/R—F, FID02 %ﬁﬂ.ﬂﬁsz**ﬁﬁ)lkuo
BXFAER, BSREEEA FIDO2 #1175 H%IE

Rt T SO A E R AR
AR

kTheEEBIER T Citrix Workspace N BIER.

BachiaciE, Citrix Workspace R AR #EEIFEEbR, MIHAER AR AP RAITIRIT, AIUKRERF KR, EE
HRDREIFERETIN. PEREBFTMMBBEL T, Citrix BiUERBENSMARFEIFHIIEEE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#persistent-login
https://fidoalliance.org/fido2/
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication.html#support-for-authentication-using-fido2-in-hdx-session
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BXFAER, BBRO0H T EMOEERSFIIRE

Citrix Workspace [ B2 RGBT
AR
tTheEEBIER T Citrix Workspace R BIERF.

TECHEN RS RIEEERIEENEFEM Citrix Workspace MABEFHEHE. BERARLISEERF BT
Citrix Workspace MBEFZ AN HETER, 7£ Citrix Workspace MEEFEOY, MERIR. BEFMIT
FEIRENEERNEERETMERN, RAREHFETH. TENBRNA2FMEEIZITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS =iEgg Citrix StoreFront M FA@&/E,

TEERETLIEEAM 10 283 1440 S, EUERMERE EIEFRAIN 5 AIEE. Fln: 10, 15, 20 5
25 2. FNNMBERT, FEEREER,

AE:
EIhEE(GER T =ERE,

BXIERE InactivityTimeoutinMinutes Bi¥4i= 8, E50F Citrix Workspace A2 F R ERNEBEIERS .

ERMERENEE R RIER
BT Linux & Citrix Workspace M REFIE X FEEMSRENNEE NS SEM.
BXFMES, BHERAEAMNESERENEE RS SEM.

EEXNNRAREEREMN KSR I BIEFERNRE

8 Citrix Workspace RZF#2F 2303 heasi2, EREAET CEF B9 K BRE B IR BIBFER 2,
BEXFAER, FERAKENREABTEE RSN G E IR SIEFENRZ.

5 PIV &

EARRAH, Citrix Workspace MABREFZHFUTHH N ASHEIE (PIV) +:

« IDEMIA F—HEsE+
» DELL TicTok %8+

BReRIREIEFRIIEREM AL

Citrix Workspace R fE#2F 2303 hiast2#E VDSCARDV2 . DLL EREFIRGHIZF AU M RERE R IEEM ML, XLEHIIRTH
BeBBhF L {bhR4s 1 VDSCARD.DLL,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#improved-audio-echo-cancellation-support
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#inactivity-timeout-for-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#background-blurring-for-webcam-redirection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#configure-path-for-browser-content-redirection-overlay-browser-temp-data-storage
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Microsoft Teams 1Z38IhAE
PREIRNSA D IR [BARTEAR]

LA P ER MRS F ik s = B B IR 53 AT LUSHR RGBS NSUE HBORSR D PR, LURL D 4RED AN AR RS AR STXY X LE U 2
FEEREM. BIEAT Linux B9 Citrix Workspace R A 2R 2303 2, &R LUEAE P IHELEIRTRGIXLE S,

BXFAER, BSRARGMD P,
AILAEEA Podio R AR AT RIR H R %o
AR
RATMBRAIMER FERIEEEFIFRREREFFRPHTIER, FATPREAZRBHNS. Citrix FEZ

THREFR UG hRAYSZ 3522151, EXNIIRMEUH X LTHREM R %, Citrix FIRESRIBRIFM™ENE. RBUMNEEMTR
IRHITIRE. BINAERLEF IR EZE Beta hR4s,

BB EMLEO

8 Citrix Workspace R F#2R 2303 hRAEE, EMER UARERERE EEMEED, EAIILENEE, NRES
S MLERH BROANBIMRERE, WAILEREISZ— ML,

BEXFAER, BERALEEEMEED,

2303 FEZERE

o Sfzi@id Citrix Virtual Apps ipiRl8=iErY, FEFEZENERNE I fes BRE 2R AEFRTRER.
[CVADHELP-20368]

o HEBHRENLAEFE, SERETURERSXE, [ETRSENBH. RB L —MSENRIETERFE,
HEEMBERMGEIEEE - N AEFBHR—FER. HEEXIEPRHIBNAREFNFS IR,
[CVADHELP-21914]

o EFIRETAEMBBARSS > DPARH > kA IRE > KIKE > BEEIUERD T 24 /NBSHIET RIS, LthiRE{X
EMAEEFEN. [CVADHELP-20866]

o EBZXMHM VDA 2iEHERNE] USB 18 &8Ik H USB 188G, RIFFTREESRAXH, in#XE Ubuntu £
H#. [HDX-30219]

. EMAREIEFMR A VDSCARDV2.DLL M5 8e£& R Citrix Workspace R F2FEY, ERIRERIBEIIEAER
o EEENIE eLux K1ThREHE, [HDX-44314]

2303 rIE A=A

« £/ Ul %% Citrix Workspace R F#2FRY, FJREFIATE Ubuntu 20.04 71 22.04 =&/ ARRFRIFIIAE.
RS ERERAGSITRERENAER. [APPP-1067]

« £ Ubuntu 22.04 b¥ AllowMultistream EiZE R True B, &EaTaET£7E Citrix Workspace [
FPhR#s 2303 Ar/EEIwiE. [HDX-49916]
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#limiting-video-resolutions
https://podio.com/citrix/capworkspaces/apps/limiting-video-resolutions/items/new
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#configuring-a-preferred-network-interface
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o WATRET A ERERERXHERT Linux By Citrix Workspace B2 s 2303 #1TH A6, IthinfEk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR L. [RFLNX-9620]

o MREMEAEFETEIRE Citrix Workspace KR, ZNARFAESEEMERN, HEETESIEI
THIRHER!

“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’: Invalid
argument.”

RS ER, WRER glib i 2.76 XESh4s. [RFLNX-9445]
AE:

BXREBHRARNEZNTETR, BSHEME,

FHARR A

FEDARRME T EXBENNRIE Citrix Workspace W RZFEHI L B 228 T F0 R HAIRA P AV IhEERI B8 8
HIBIEIE R

2302
FIEINEE
Citrix Workspace [ B2 FE8ECHBA [HATSAR]

TECHEN IR RIEEERIEENEIFEM Citrix Workspace MABEFSEH. SEARLISEERF BT
Citrix Workspace M BEFZ AN HNETER, 7£ Citrix Workspace EEFEONF, MERR. BEFAE
FEIRERBEERNEE RETMER, RAKEHFETH. TENBRNA2EMBEIZITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS =i&g Citrix StoreFront M FA&/E,

TEHBIMERT LU E AIM 10 7559F 1440 550, BoRULERERB EIEMRA TN 5 BEE. Fiw: 10, 15, 205 25
S, BINERT, FERENECHEN, SERA LA PowerShell #1EE inactivityTimeoutInMinutes B,

BXIMEE InactivityTimeoutinMinutes B9¥4ER, E518 Citrix Workspace [ BiEFHAENERE 5,
BILAERA Podio REA AT ARIR R 15,
AR

RAFEARAIEE A EEIEE RS RESIFRFH TR, HATFPREEZRBONS, Citrix FEZ
EFR BT AR B9S2 $5 22651, (BB ERUH XL ThREM R 1%, CitriX FIRERIRIBRIGH™E . BBENEZ W R
RHITIRME, BINABEELEFIFIRTDEE Beta hiids,

SRS
EATF Linux 89 Citrix Workspace W REF IR HERERZAS
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#known-issues
https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#inactivity-timeout-for-citrix-workspace-app
https://podio.com/citrix/capworkspaces/apps/feedback-for-inactivity-timeout-for-citrix-workspace-ap-2/items/new
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BEX Web MABERHFEEEINE [RATER]
BhR7 2302 2, ZERURSETERERBINERREFEEEEX Web RABEF,

ERARBEEMH, BHAE AuthManConfig. xml X B ALt ThEe. S M E SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNT SEERRMZ /G, &4 867 Citrix Workspace M AiEZFXREFEIIRBHEIET,

Citrix Workspace o =
< > G (& httpsy/fmywork.cloud.com E
Switch Account 1
* » Accounts
(& Citrix Workspace () minisivines
{a} Home
Favorites
Q Feed %
*
4, Actions APAC Managed
Desktop
9 Apps >
[) Desktops v
Favorites
All Desktops
[ Files >

BXELEER, B2H BENX Web WABETHNRREEE AT GHR] 25
A LUER Podio RN I AT SRR & 1%,
AR

RAMERAIEE P EHFFEFIFRREREFFRHH TN, FATPREAZRBENNS. Citrix FEZ
THREFRBThRBOSZ1FER M, BYGDIRHEUH X LINRERI R R, Citrix AIRESRIBRIRA™EY. KBMNEEMENR
IRHITIRE. BINAERLEFHIRFEZE Beta hR4s,

Citrix Workspace [ BiZFHI4EREMR 1L

BAhRAR, A8 AuthManLite #1753, iEATF Linux & Citrix Workspace M BREFHIMEEEREI T R E.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#screen-pinning-in-custom-web-stores-technical-preview
https://podio.com/citrix/capworkspaces/apps/feedback-for-screen-pinning-in-custom-web-stores/items/new
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B2 R

- ZWATBE R BEER F Linux B Citrix Workspace i B # 5 ## ctxlogd.service 5 Linux VDA iy
ctxlogd.service £4 4%, [HDX-44569]

o IEAIRETETEMRLAY Microsoft Teams SINFRINN AE RE %, LAALEEEIE HP ThinPro 2RS4
ERNRERIERSH. [HDX-47166]

2212
G IhAE
245 32 (AR [RATARKAR]

WART, HEERBENX 32 IR, AR — N RIE, EAREF, EAF Linux # Citrix Workspace
Rz B2 3285 32 fiyttn. Bk, SATEERRER RS URR,

=3

AR

RAMERAIERE P EHFFEFIFRREREFFRHH TN, FATPREAZERENN S, Citrix FEZ
THREFRSThRBOSZ1FERM, BYGDIRHEUH X LN R R, Citrix FTRESRIBRIRA™EY. RBMNEEMNR
RHITERME, BINAETREFIFEREE Beta hiids,

WINT B i e R [BARTREAR]
BNEEPARERIREIAY, ILINREARMRAIAIE . RIAERT, IR TFRARS.
ERALIIRE, BHRITUTERE:
1. &3l /opt/Citrix/ICAClient/config/module.ini BEXHHTEHH#ITHRIE,
2. BREMERES], MR

"AudiolLatencyControlEnabled = FALSE"

3. BRI AIRBRHEE X

‘JitterBufferEnabled = TRUE®

=z

AE:

FAMBRAMERFEREIEEFFEREREFFERHFHTIN, FAZRFREEZRENNS. Citrix 7EZ
IHRETR e MR SZ 35221, (BXGMIR MBI THREM iR, Citrix TRESRIBERIRI™E . KEMMEBMN KR
IRITIRME, BNABELEFIETEE Beta fras,
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XBENEMNRE
B#hR#sE, Citrix Workspace MARFRBERIEPERAA T ANAMEINGEREZM, s, EZIFEMEEIA.

BRINVBERAT, SMEHMBEETANELTEREARS. EZ2RBILINEE, 5% moduleini X $ 3§
AudioRedirectionV4 K&Eig&E K False,

SIFEIARE
BARRAE, BMRFIERALTERARS. BTFRHEMKESERIEF KR EI.
ER AL, E7E wiclient.ini X AllowAudioInput KEIRE R False,

& Citrix f1LH Teams 9 SEMASZ% [HATMAR]
NN
WREBERET wget,

i&AF Linux 89 Citrix Workspace B2 H 89 Citrix fbH Teams MEZHFE REMANLE SR, £
P2P s@iEmet, EaLu@idiEEE% (More) > Apply Background Effects (RAESME) REAILLIHEE,

AE:
BAMGRAMEE A EEIEEEFHFEREREFIMERHRHTINN, FARFREEZERENNS, Citrix FiEZ

THREFN U hRASZIFERG, EXGRIRMEH XETIREM R IR, Citrix FAIRESRERIFMmEY. RBMNEEMTR
IRHITIR(E. BINABEELEFIFIRSEZE Beta hitds,

BfEE MR-
o BREERHENEANG, TR RIEMNEEFRIER. [CVADHELP-20787]
o EAIRETIEER TicTok EHae£&E = Citrix Workspace M AH#EF. [CVADHELP-20578]
o EEIRETAMER IDEMIA IR RERE R Citrix Workspace R B 2. [CVADHELP-20652]

s UEMETAFERABRAT ZMNEMILEN Speex %iRID2RET, Citrix Workspace [z 2R Al gE R Z LE MBI,
[CVADHELP-21212]

o YImM Citrix Workspace R RREFEH A EHERM, Citrix Workspace i AREF ERWAERER
AR, REESHEHHHE longlivedTokenSupport B EIRE AN True B, F & HI IR,
[RFLNX-9160]

o BEHSIERTRESHIES ID #iRER. Fli: %M “transactionid” 3. [HDX-45618]
o %% Citrix Workspace MABRZFH#EA root BFARIBEHSIEN, SiFdfEaBH, [HDX-46967]
o REMB5H Citrix Workspace MAEF, ARSHIMUTEIRHES:

“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”
(X35k 130.1 S3581%:710: BadAccess (Z2iXihREBERKIEL)”), [HDX-44416]
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2211
FEINEE

tEhR AR T BB T oA R M REAIR E MERYIR)EL,

BfEE 898

« EEMIGENSMIEOG, VDA JftaE R, YEEDDC LEAT “EFik USBREEEH" BIRHEES
USB ig&iEslin~= (fI30 USB kBRXEMN) B, SHEILLAH, [HDX-44117]

« £/ USB Ex @5, Bloomberg4 #9 QWERTY BREAIgESBIERIRIEF, [HDX-44555]

o @A aeTiErE Citrix Workspace MAEFRHEMAIMEA PIN 8389 YubiKey i&#&, [HDX-44951]

s HRBEHEHEEEEEITN, ERETEBRHNZRIPHNARFISE, [APPP-110]

2209
FEINEE
ZH5EA FIDO2 #1THHIIE [FRATNAR]

EARMRAES, EAUE HDX KIERFERTE FIDO2 £ ZH#HITHMINIL, FIDO2 Z2ZHALIVATIRHT —
I, TERMANAPZRBEATEE FIDO2 WM BREFHEmETEHEIE, X FIDO2 BifAEE, &
£i7 FIDO2 Authentication (FIDO2 S{4383iF),

=

WNREEE USB EEMEM FIDO2 %%, 1M SICAROOT/ XK TH usb. conf Xk FIDO2 i&&
8y USB EE MMM, tEFHEIEEBETIRE FIDO2 EHhEE,

BINERT, FIDO2 SMHIEATFEBRS. BEMA FIDO2 SHEIE, BHITUTERE:

. §MfZ <ICAROOT>/config/module.ini Xff.
2. %% “ICA3.0” 653
3. 1I8E FID0O2= One

IEIhEE M RIS RFHE PIN B3AIARIRINEERD @S HIIEERF ((NR USB). AIMECERETF FIDO2 R2ZHNSHRIE,
BEXUEFHNERIINENGES, HSRERA FIDO2 B9 tZNAEINS HI0IE.

LiEmipin)z 3 FIDO2 W ARRFS Web M=, BET—KIRT, BRIHNLLEHR. MREZFEEA PIN (D
4MFR, &% 64 1NFF) AMTRETHA, WBTEERIHA PIN.

MREZHERE PINWER T AN T R2EHA, WRFMRLRLTHANTER,
PRI
ErTge AR FIDO2 MRS — aig& EMEIRE— MK .
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https://fidoalliance.org/fido2/
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/fido2.html
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AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HATFPREEZRBNONS, Citrix FiEZ
THREFR U hRAYSZ 1522151, (EXUDIRMEUHXETIREM R %, Citrix FIRESRIBRIRM™EY. RBUNEEMTR
IRHITIRF. BINAERLEFIMRFEE Beta hras.

REWMNRIUGRINEE [RATER]

LUET, EREEBIEMEEXHF KeyboardEventMode MEREBEAARRNERBNER. EEATEFREAMA
IRy Ul IR,

B Citrix Workspace MAERF 2209 2, EaUMF#EHNBERNEIRET S PREEFTRANBREHNER. &7
L% Scancode = Unicode fEE2iaNER,

BXEFMER, BRREERERES XEPHNBEERNEILRIIEE,
AR
RAMBRAMER A EEEEEFFEREREFFERFHTIN, FAZRFREEZRENNS. Citrix 7EZ

THREFTR UG hRAYSZ 5221051, BXMIRMHEUH X LTHREM R 1%, Citrix FAIRERRBRIFH™ENE. REMHNEEMTR
BHITIRE. BINAERELEF IR EE Beta iR,

SR RRERR [RATSAR]
B Citrix Workspace M BiEFhR4s 2209 #2, Scancode #RENEXNZIFUTY BBERE:

« HIE 106 &
« BEIE ABNT/ABNT2 &
o SIRKRE

Scancode BEBMANEXZIF BREHRURMERERRRT RN,
BINER T BALLXF.
AR
RAFGARAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ

FRET AR B9S2 522651, (BB ERUH XL THREM R 5. CitriX FIRERIRIBERIGMMm B, BBENEZ W R
IRHITIRME, BINAEEEFIFIEDEZE Beta hivds,

Microsoft Teams 1Z38IhAE

s NARFELXZEERMA: BiEAT Linux & Citrix Workspace Rz F#2F 2209 #1 Citrix Virtual Apps and
Desktops 2109 &2, EaJLUERA Microsoft Teams hHREREZINEERZN AR

« = DPI #500it58IhEE: BA T & DPI IhaE, HEEFERME 4K E/R%86, Microsoft Teams A& NE
UFFBNME, HEXNEE, TRENETRENE (Fli0, RRRBHIIHSBRBHT), SMEHEE
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#keyboard-layout-synchronization
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FRETR, FaRARERERAEENMNE, ESAILIGERINE, BREFEE wifclient. ini BEXHHH
DPIMatchingEnabled B#u&E N True, EXFMAEE, ESHZHE DPI LA,
« WebRTC SDK #4&: BEFMR Microsoft Teams 8 WebRTC SDK hras2FH & ZIkk4s M98,

R R

i

1

BARRARE, iEATF Linux 9 Citrix Workspace MBRFSUTERRE:

e glibc 2.27 KEERE
+ glibcxx 3.4.25 ESHRE

N AR RIPTHEEE M
AR
Ubuntu 22.04 R #HN AEFRIPIEE. Eitt, MNREE Ubuntu 22.04 ERE TN BIEFERIFER, NETEE

Ti£7E Citrix Workspace ARFHEMENNAEFNRE, XNARFRIPHIEAEES, FSHAKEE
FF R,

BEfEE 8RR

s BATHAEFRIPIER, REAICRIEEFTERERTERMBNEOFME Web TENSHIRIEERSER
o [RFLNX-9004]

o FREBERTF Linux B Citrix Workspace [z %25 2007 /&, £/ Storebrowse FIN BB ERIGERER
KBtiEl, RANAEESSARATERNNNAREFRERS. [CVADHELP-20618]

« NEBRSHAFAmERIZNABEN, ERNE LARESEI—MEER, [CVADHELP-20039]

o YEMBENMFRNRSEBHE AR, BoE_MRARFAIEESHIER, [CVADHELP-18198]

2207

g ThEE

BT iREEMRENIERIIEE

LUaG, 7E Citrix Workspace MBREFF, TN EMNRAEMEEHER 200 2. BFRET IE, FEREK
FHEPEMT 200 EWHER, RABMEEIELSWNRERBNEARFF=EFN,

@i Ik igseInEE, Citrix Workspace MAREFHHRAMEE HER RN 50 2f. Fit, XEXSMNAEFN
BPERERINE, ks, FREE (RTT) 48587 150 =7,

BAhRASEE, SR LOERERIE YR REEM P AP X RIR S B RE, HITIIERINEE, £ module.ini X
%89 [ClientAudio] B HFRin T LU TFSEK:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 12


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-dpi-matching-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
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« PlaybackDelayThreshV4 - I8 EHEE PIMIAKT (U= AEA) . Citrix Workspace R A2
SEREENREFENERRFILE HEKT, PlaybackDelayThreshV4 BEIAER 50 2D, XY
AudioRedirectionV4igEX True BY, LB AEM.

» AudioTemplLatencyBoostV4 - H8MBEHERALRNEEFIFTE UL X T TE N W LK B,
ESXEMAEHERE BWHEEHFENEMARERTINE M. B2, SMAESHEHBEER,
AudioTempLatencyBoostV4 B B IA B &K E & 100 Z #, X H AudioRedirectionV4 i&
& A True H AudiolLatencyControlEnabled i & X True B, WBH A E X HRIABRT,
AudiolLatencyControlEnabled BEIRENRN True,

BXUAERLLEREENFAER, FEREMXETHNATIREEARENIERINEERD.

245 DPI ILAC [ AT hR]

fEithR7sH, 7£ Citrix Workspace AEFHIREN 2T ¥4 DPl BRES EMEARFNKERIERHER
EMELE, BJLFE Linux EFHTFIREFMENERE, VDA 2IENERIEBHEN.

DPI BREERTFTARTMESNWERE RS, IR TURBTFEEENRITETUTRE:

. NAERF

¢ X7

. Bf&

- HftERTER

PR

B, DPI EECIHRER IR P i EH 2 84emLEtfl. R DPI f&mERE, W Microsoft Teams L EIRERAIESE
Rtz

BXNAEBEBLIhEERIFAEE, BBz DPI LA,
AR

RATSRAIEE P EHFEFIFRRARESFRHH TN, FATPREAZREN S, Citrix FEZ
ARETU T ARAYSZ1FE2 0, EXCMIRHEUHXLETIRENR IR, Citrix ATRESIRER RN EN. ZBEMNEEETR
IRHITIR(R, BINABEELEFFIRSEIE Beta s,

ES USBREETER

Bk, Citrix Workspace ARFAIFIRDES USB i8%, £4 USB I&ERILIITSIINAE, XLETHEERE
SERAFRNEORTEPHNESIMINERKINN, 5 USB ig&HIRFIS1EH S MMM AR AR HID ig&.

Bal, 84 USB REEEANERERIEFAH. FHIREFETE Desktop Viewer #,

BLMR, ERIEHEREFHBNREN, RESWBAMNEEM. Eit, #EEBmMEEES VDA, E4kEH, &F
BEEEXHREFIEAENEER, MINERT, E48 USB RENBEHEEELTFEARS.

BXEEES USB iREEEMMIFAES, B2 USB XEPHES USB iIREEERERD.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
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Bt T BARE A E PRI ThAR A TLEAR]

BAhR4siEE, Citrix Workspace R FAFEZ#FEIEHR. IIIAEE AR A A REIMmIET, TUKRERF &R, EFE
HRIIREZFRREEM. PERETMMBEN M. Citrix BIERBER FMURGEFHIERE,

AINERT, BIEHMRINELTRARS. ALNAFRREAIT, NRERZHESRMIFLBXEN, BNTHLEER

BEo

PR -

RIERIT, WEREEMERA T BIAEHERINEE,

BXFEAEE, BERASIIXERRINE T FHEISEER TR D,
AR

RAMERAIERE P EHFEFIFRREREFFRHH TN, FATPREAZRBENN S, Citrix FEZ
THREFR ST hRBOSZ 1FERM, BYGDIRHEUH X LINRERI R R, Citrix FTRESRIBRIRA™EY . RBMNEEMNR
IRHITIRE. BINAERLEFHIRPEE Beta hR4s,

SFFERRA

£k Microsoft Teams (Citrix HDX 1 “XF/hA” T T 1) BY, ERIAEAERARAEEAERETH Hix
WekEBIBHMBVHENIRE. I, RIREERPEHRRENERRE, FEALNHEREERIEN. EXMERT, BIE
THENESMBIEE SN EEINELE, Microsoft Teams i RBIESLIXIHER. EUTERT, BF%
REERRE:

o HERERIZS T EMEN
o SNEISFARTAR (Flg0, EFEH)

=z

o =W

b IHEERTE Microsoft Teams # IS RN EFHEET A, BT #2 Microsoft {it# Ktk TS, 5507 Microsoft
365 roadmap (Microsoft 365 B4E) . WAILAEIE CTX253754 T X IEEMM AL,

BEfEE8R)=

o YR Lightweight X11 Desktop Environment (LXDE) £ RiEX T RS EmHMAMEEEN, R4
B S5HEE EMRHE—RERE <XXX> BEZEMAHIZER. RFFIKAMENMERE (ACR) IKIET
£ (SR) REEEEH, NRETZHEE, BHRHUN, APREEHEK. B2, NIREERE LNEMEMA
B, WEEPIREKEASH IR R, %% Esc ot Enter #F iR AF KM, [CVADHELP-17478]

« EAT Linux 89 Citrix Workspace M AZFAlRE2 B & F /RS cloud (I <xxx-yyy-cloud. com>)
89 URL i@ A= URL, BMEE(IRRZM# URL 7790tk. [CVADHELP-19480]

o ZiRER HDX MESRENET, SIFTEESMIFFIERE, LiaRRXE VDA kit 2203 I, [CVADHELP-20223]

s EENEBATNEARERFESZ VDI 2IEZEHE— VDI RiIE5— M ELGHNNARF ZEEFIFMEEAR
ek, RIEXNAEFAIRERE—RIEIREMLN, [CVADHELP-19899]
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2205

@idEATF Linux B9 Citrix Workspace M ABTERF 2205 fR¥HTEZRN, SOk SBSIERFIEZE, W0
BRIy RLERAN JPEG X422 & Force a specific default lock screen image GaHERIFERIZR
INDIRAEER) REIGBEREDRREAMMAE Citrix VDA 2203, N&HIItEZ, [CVADHELP-21572]
£ Skype HERAMERGH TR, AR ERER, [HDX-37860]

£ Citrix Workspace R A#2F 9+, HDX RealTime M BENMIAELERZ 7R A MIPEG SIS aviE 4
#lo [HDX-40352]

£ Microsoft Teams EEHHEIHZRBRN BIEFE, EHIEATESBIINK AR, HULRIANRRERZ
WURRARIRE, FINMSERALER (RESBRERM) . kA SIECUHAINIRESRIFR, BT RIDARE N
£, [HDX-38032]

Citrix Workspace [z A2F FHSAS B G AT sET A EME T, 3§ Citrix Workspace [ fA#2F 5 VDA k4
2109 EERA—EERN S HBItR®, [HDX-40287]

£/ -span o m<Esh wiica BY, RIEARERZBHIERGRIANE TS, B, FA -span hH2B
oh wfica B, HaNEEIAFIRENERBYIRAGET AT, [HDX-32519]

£/ -span o @< BN wiica Y, RIETREREBHEFRERIANE RS, B, FA -span hHLB
sh wfica BY, HEiEZRIAFIRENEREBIIRATETEITN. BXEMESR, BHBHAGSSE, [HDX-32519]
£ TCP #0 EDT/UDP &= #hia], MR — Ml &4 SSL #i2, WA MEESBAUESERNERBE R
KMo MRV ZEN TLS BERRE, HEFEFPHITEES—MIEHTER, MBI SSL #iR.
[RFLNX-8747]

YIESRAIMIEERIRE T AN AREFRIPThEER Citrix Workspace MBEFRRITEMNET, x11vnc ARS8
R, EELK. B, ERIEETEEE x11vnc RS ISBITIREEEITEN. [RFLNX-8933]
ERRRINEE RN ABIER, Storebrowse MZERTRERKK, LLiERA{XTE Debian 32 (g ERFAH HI,
[RFLNX-8743]

£ 32 i Linux &M L REB B T MAEFERIPINEEN Citrix Workspace MBEFEY, ErIBERIEIHEIRH
B, [RFLNX-8809]

M storebrowse -a < HRINABEEHMER storebrowse -E 39MZR, Storebrowse #%m]
BES kM, IEIRE{RTE Raspberry PiigERZHHM, [RFLNX-8803]

FEINAE

Storebrowse B9 5 {18 FIEIRINAE

=

tkThaeE@iER T Citrix Workspace R BERF.

BARRAE, FHEIENIEFERERTE Citrix Workspace ZARFH, MABEFAEEERTERRRE L. Ik
RMTEEFNAFR AR, BINBENEFEESHRIESHE, UEESERARHIIEFENRINAZEEMBANEE.

TR LAER AuthmanConfig. xml XfEH#H StorebrowseIPC ZAXFSHITH Storebrowse #5430
BIhEE. BUABART, IR TFEARS.
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BHIIEILRTHAE S 55 storebrowse AT TIZIE:

S

Storebrowse -E: FIHATRER.

Storebrowse -L: Bai5EB & HENRNIEE,

Storebrowse -S: FIHITHEIZER,

Storebrowse -T: &ILEENAEENFMERIE.

Storebrowse -Wr: EnEEEENABENL T EDRSEEMMEZNRIE, [r] ST EIEZFIEMT

EENRIE.

storebrowse -WR: E#EEIEENARENL T ENRSEEMAEENRIE, [R] ETEEMEZMEE
SIEMMTFEZEN RIS,

Storebrowse -s: THEIEERN FAREIEFRHIEE X R

Storebrowse -u: MIEERN FAEEFECHITIREENE R,

Storebrowse -q: A& URL B ARERF. i< {GEMRT StoreFront AKE,

=

o ERETLUGZ BI— R 4r S E R TIRAY storebrowse &% (€M AuthMangerDaemon),
o SHWIHEERINENERTFEE,
- BRIIEREE, BRXAERDEE.

BXFAER, BEBHSHRIEEEIE,.

KABR [BRATEIR]

KABRMBEATEEEEREEMNRFENE (2-365 X) ARIKERRKS. BRALESE, SLETEENNEERR
#21# Citrix Workspace R AZFHNE R ER,

HBNLEINEE, BmBRE Citrix DaaS fIEREHEKE 365 X, It BETKBSMNESREHR, RIABRT, ZH
EIERER 4 REEGEL, UBEERE, AT, YEEX 4 XNEEEEES Citrix Workspace R AR2F#UERTE

Ko

E

53

S

ARFERRAIME P EEIFEFIFREREREFFRHHITULL, FAZFRERXZRIFHN S, Citrix FEZ
HRETUTARAYSZ 1221, BXUIIRHEUHXLETHREN R IR, Citrix ATRERRIBR IR EE. KBEMEEENR

IRHITIR(E. BINABEELEFFIRTEIZE Beta hitds,

BXFAER, BEERAKAE T

N AEENE T B FHHNE LI
AR

tkThaEZ@ER T Citrix Workspace R BERF.
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&I 7E A LATE Citrix Workspace [ BiEF iR G B F b Hititt, LUIBRI&A IS B FHR ik B B rEE,
BEAES NSRBI ARE, WHIAERT, Global App Configuration Service iR [EI#Y 55— NN AR G AR 0N
AAANFAEE. MERE, AFBERUTMRIEMNREE.

BXFMMER, BESRBNARE URL Az Citrix Workspace N BIEF XA AEENE T BTN E
shRINER 5.

i L Z A LaunchDarkly RS
BahRAsEE, &rILfE Citrix Workspace R BEFF2 A LaunchDarkly ARS3.
BXREMER, BERANEITSEEXY,

B2

« Internet /A Z RAE FIFIEHR DNS BRSS 8 AIaE L AT URL clientstream. launchdarkly.
com, EIt, Citrix Workspace MBEFamiZ URL %X AE DNS &ify (EXR=##RiBid 1000 %) .
[CVADHELP-19559]

o EENBREFRIPIIEN, REZICRIMAENER UIDialoglibWebKit3. so EMSHIIFEERZEOA
BEREEIER, LLERRETE gnome # kde SEFIEFFEIR R, [RFLNX-8027]

« 2% M7E Raspberry Pi ARMHF % 2 kR 3 5% 4 1551789 VDA £ # 1T EN T a6 2 S A IE XML,
[CVADHELP-18506]

o ERMAMRKERIBEMRSAFAREN, AEIERUTHIRER:

“Response for Secondary Token request is not 200/400/404 42” (33 % Bh < k& & R 8918 B R 2
200/400/404 42)

Itia @ik 4 7E Fedora 35 £, [RFLNX-8603]

2203
FEINAE
%45 EDT IPv6

BahRasi#2, Citrix Workspace M B2 %# EDT IPv6,

S<#% TLS thilhi7s 1.3

Bahgas#E2, Citrix Workspace MA2FXiFtaER2MmN (TLS) 1.3 kz.
ﬁ*ﬁémfn Si¥) 15%"%.' TLSo
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BEX Web A®EE

B 2203 2, WInaEs@EErIAT Citrix Workspace RARTERF. &a]LUET Citrix Workspace [z Ri2REifIal 51 4B4R R
BEX Web MAREE,

AR

BEX Web ABERZFHETE % EnEREHETEE.

BXHMER, BFBEEENX Web NABE,

SHIIEEIRINEE IO TNRE
BAShRAES, FHIIELRINEESRIH6EMR storebrowse HATLUTRIE:

« Storebrowse -E 5Bl AE R,

« Storebrowse -L B#5 B4 G ERRIIEE,

+ Storebrowse -S 5| HiTIFME R,
FE:
TR LIRS AuthMangerDaemon R E SR storebrowse &%, HBEEERIRATEIEY &30
SRINAEIR

BXEMER, 5BF Storebrowse B S 9 I8IFE 58T,

REMEESIERINGE

REARESAFEEEFAHLE LNEEREHRB ZETR. BRINERT, WIELFERARS. BAGE, BF
mREmREaEmEP R Citrix Virtual Apps and Desktops # Citrix DaaS (U#i#r# Citrix Virtual Apps and
Desktops fRZ) =i%.

Bhg7s 2203 &2, Citrix Workspace ARFZIFUT=MFAENRERBRETEL:

e NEF—K-RIEBHH - BRIFE wfclient.ini XHHH KeyboardLayout &, EFHEEHRER
TRIERHNES FRS SR, R KeyboardLayout HIREN 0, RAEBIEFAS E VDA, IRE
KeyboardLayout BIEBARKEIES, WESHENREREL S VDA, EXIEHENEF HREH [/
W ERERBASILNEN,. ENAFENR, BEHEABZRIZNAER, NES—R - IEEENERXERN
Citrix Workspace M B2 &R NBHARERF.

o RAFHEEY - FEREFFHREGRE, LEMSEEFIRRERBRD FIRSS.

s REF - B REFPHEARS S L FENRETR.

BXFAER, BERRETRED.

Microsoft Teams W& EOWXFSIY
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication.html#authentication-enhancement-for-storebrowse
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#keyboard-layout-synchronization

BT Linux & Citrix Workspace M BiEF

£ Citrix Virtual Apps and Desktops 2112 StE= kR4 +i@id HDX #1T{LAY, EATLIE Microsoft Teams &
FRZIMEORTHRNRN, AILUBEEMARBEINEIRIN. BXHHEOAIENEAESR, BB Teams
Pop-Out Windows for Chats and Meetings (Teams AFWMXRAMKINABEEED),

MREEEIBITRIBARAH Citrix Workspace M B#2F 5 Virtual Delivery Agent (VDA), i&i#i2, Microsoft ¥
RLFERBEEONDE, B2, SAUARIZRZIED (2203 XESHRZ) B VDA 5 Citrix Workspace R B2
WS, BARIERRE, EHINEERLZEGE, BELEATAMNEEL,

FE:
HIHEE{NTE Microsoft Teams # G KM EHEEIH. Microsoft #EH b E#HA, FEF CTX253754 LIFREX
XHEEHRMDE,

1587 USB IR&ERBEIEEMIIEE

PR, EREMHEREHIBNRENR, RESWENEER. Fit, REBIERE VDA, EXiREH, EFE
BEEEXHREFNEABDNEER. RIAMBERT, USBRENBHEERLATERRS. BXFHER, BSH
USB &84

BIEE 898

o IR AREEHTE Citrix Workspace AR I E#ITH R IR, SHIIEEFE )M, BIETER
IN#T B R IIEEIROL. 3% AuthManLiteEnabled 8EA True FEXESR Citrix Workspace M2
Rt HIItERT, [RFLNX-8694]

« EEA glibc 2.34 AESHRANRERATLRERA T LARFRIFIIEER Citrix Workspace R B-2F
5, BIERFKS|ISHEENBHRANETELKK. [RFLNX-8358]

« LEfEA Microsoft Teams #%37 P2P BBIEHSIMENHEF—RIEN, AFERFHIR, — CPU ZOH
A ATRERIEINE 100%, [HDX-38974]

o Citrix Workspace M BEFA%iFET Debian bullseye B#fhkas Raspberry Pi &4, [HDX-37000]

o HEEHHEE ICAXHNSEFHMSFEPIHEN, KNwfica ssSiTREINTHRREER 0, EBR, FEIMNE
FEWEAE, M2 2. Citrix Workspace MR 2106 HE=hAHR IR, [HDX-38916]

« 7£ Citrix Workspace R RIEFH, EIZEIFHILIT Microsoft Teams BiERY, ERIaESBEIEIBNEMFE, LAY

BERUTHIZER:
“Call could not be established.” (3£ IIMED,)
[HDX-38819]

2202
2202 R ThEE

@id Citrix Gateway =8 UDP =4
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} =r

AR
LthigsaIhaEEiEE AT Citrix Workspace R B2

EARRAS, Citrix Workspace iB2F AT UDP S EIEREMER2M (DTLS) thile Rk, ErRILGE
it Citrix Gateway Aial UDP S5,

i@ Citrix Gateway EA UDP &4, BHRITUUTIRME:
1. Sfi%l <ICAROOT>/config XH4FKHITH module. ini X
2. %3 [WFClient] B HIgBUTRE:!
EnableUDPThroughGateway=True
3. &3 [ClientAudio] B HIGBEUT%A:
EnableUDPAudio=True
BXFAER, BESRSMIXEPEA UDP S5,
AR

NERER StoreFront default.ica Bd&, £ [Application] #9518 EH EnableUDPThroughGateway
EMRSETFE module. ini XHHIRENE, BR, BREEFEH module. ini X7 [ClientAudio] Z4
Fi&E EnableUDPAudio f, It4h, EFREMIETFE StoreFront default.ica BEEEHIZERIE,

B2 EmR

« 2% Citrix Workspace B BERF. FIINARAEH BoREEN, SIETARELEET. RKE Ubuntu
16.04 E%% 1ibpcscd &, MaHMitkia@, [HDX-36574]

« 7£ Citrix Workspace R R#2RF 2112 &b, 7E{A{L8Y Microsoft Teams {EHEIEPITHMLELIRENET, Ha L
B CPU #m=ErlaesRE. [HDX-37168]

« BF CPU FIAZER 100%, Hit, B=iBFI4EER—, [RFLNX-8200]

« EERAEMN GUI BNKESIEFR, A Desktop Viewer TE FNREHRBIZARE LIRIEHRREA
BERKN, HETUTHIRES:

TERERIERR. 7

BR, JUEFREMEESIENERSERR.
[CVADHELP-18971]

o ERHARANE FIGRIER S LIETTH Windows VDA £, fEAE P imiksh2seRgt 7Rt A9IREh 28 eI S 14
KIXHAIRERRY, HETRUTHRER:

“You need permission to perform this action.” (ZZEZHITIIRERNR,)
BUERFATLIE Ubuntu 21.04 A1 Fedora 34 XE=AR4s.
[CVADHELP-18448]
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« Internet BRI Z RAE A IFIEHRR DNS ARS8 FIRE L AR URL clientstream. launchdarkly.
com, Eltt, EATF Linux 89 Citrix Workspace R BEF = MiE URL %% DNS &ifl, HiRFIEEE
BN Linux R iE89%E R DNS i, NS 2 DNS iR5528EH. [CVADHELP-19140]

=W

3t LaunchDarkly #8%i5 589 DNS i rlgEsE— RN EZIE =%,

2112

2112 hp9FREIhAE

SRR R

Wai, Citrix Workspace RAREFRBT— 1M EEN, HOBRSXANBEERER, Fit, RU¥ERIIXARNTE,

EXRRESD, AMTHESIREXEFNERAGRE, FAlt, ERIEMMMEXRPREIXATNUE, BRIAERT, 11
RN TFEARTS.

R
o IR .ICAClient BFEETHAAFPHEXHRF:
MiEk AT1_Regions.ini X
xE,
ERY AL1_Regions.ini X, &% [Virtual Channels\Thinwire Graphics] 9 8RERMUTIT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=

R .ICACLient XHFEAREE, NETR Citrix Workspace M BREFH ST, EXMERT, BERGIEENER
NGB
ERERLThEE, BERITIATRIE:
1. Sfi%l SHOME/.ICAClient/wfclient.ini EEEXH,
2. %%l [Thinwire3.0] BHHIREUTEE:
InvertCursorEnabled=True
AR

% Citrix Studio Y ERMINRAERDESHITESE RSN EIR B A N ERIMERIDEN, XITFaRE,
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BiEN SSEN

ERAP SRR (UDP) E4iEian, BENSIMMEN UERIET. BXEAER, BESRBEN S,
AR
e33R INEERE VDA 2112 s E S kRS,

B 1z Citrix Workspace R FA#2F LERABENEMELE UDP EMER, BRSNS HEA UDP S5
3o

ZRHENEMEE [RATYR]

BashiAiE, Citrix Workspace ARFRERIENERFIER ANKMEMSERE AN, LI, FREIITEFM
HDMI S#fig &rIEMEEN A X o

AR

HZhRZEE, module. ini XFHH VdcamVersion4Support BB ERE N AudioRedirectionVv4

o

ZHAERT, LInAERFE2ARS. BEEALTIEE, &7 module.ini XtE4i§ AudioRedirectionV4 NEIRE
53 True,
BXIFMER, BBRSM,

AR

RAMERAIER P EHFFEFFRREREFFRHHITNE, FATPREAZERBENNS. Citrix FEZ
THREFRSThRBOSZIFERM, BYGDIRHEUH X LINREM R R, Citrix ATRESRIBRIRA™EY. RBMNEEMNR
IRRITIRIE. BINAERLEFHIRHEZE Beta hR4s,

@it Citrix Gateway f£45 UDP 557 [# AT shk]

fEARRAH, Citrix Workspace RA#RF XA TF UDP MM EIBRERET 2% (DTLS) il Bk, ErIE
i Citrix Gateway i4i7) UDP &#fi,

&I Citrix Gateway B/ UDP B4, 1EHITLAUTRIE:
1. Sf%l <ICAROOT>/config XHFEHFITH module. ini Xk,
2. %3 [WFClient] B HI8BUTRE:!
EnableUDPThroughGateway=True
3. #%%| [ClientAudio] A HIEBELUTEE:

EnableUDPAudio=True

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 22


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#adaptive-audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio

BT Linux & Citrix Workspace M BiEF

AR

NEER StoreFront default.ica B2&, £ [Application] #9518 EH EnableUDPThroughGateway
BEMRLETE module. ini XEFIRENE, B, EREEFH module. ini X [ClientAudio] £84

Fi%E EnableUDPAudio &, HEEMK KK TEET7E StoreFront default.ica B &g BEHIE.

BEXFAER, BEAZIXEPHERE UDP Z50885.

AR

RATAR AT E A EEIFE IR RSB REIRRRHITUE, HATFPREEZRRNONS, Citrix FiER
DHREFRBThRBOSZIFERM, BYUDIRHeL# XLETIRER R R, Citrix ATRESRIBRIRAVEN . ZEMHNEEMNR

IRITIRF. BINAERLEFIMRFEZE Beta hrds,

BRERZRFAYIESRINRE
AR
IkigsRThEEEEER T Citrix Workspace M2,

fEAhRAH, Citrix Workspace NABREFZHHERTE e EiR-E3MENRENAINEE.

BAGRRN, SRFPRFSIERSBNETLHEPRNEER. TURNEMERRS M ER+F, HERNZEIREXE

BheFo
NEFHE:
7 Linux &P ER% libpcscd B

AR

BINERT, ERRSREEASH Linux RITROENRAES, B2, EARFEEREL Linux R1TRIZ
d

HARRZA =% Tibpescd &, %l Ubuntu 1604,

ERAILLERINGE, BRITUTERE:

1. M3l <ICAROOT>/config/module.ini Xk,
2. 3 SmartCard %4,
3. i&& DriverName=VDSCARD.DLL,

Microsoft Teams {1k H9IL38THAE

AR

LUFIHRE{RTE Microsoft Teams #EHIHAEE#H/ERI A, Microsoft #iH b F#e, F&E CTX253754 LIFREY

XIEEFHNRE,

+ 72 Microsoft Teams FiEkizHI
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EAhAF, B5EEEERZRRBEH, EAILTE Microsoft Teams @IEHAENERIZHIN, KEEHINGE, B UH
ERBHTESE. REIEMEN.

ERHHZREMNEE, EFRE Microsoft Teams REMEIAIERIZFIN. HERENRNSS5ERUATIIELE
BIER,

RIGEFING, BUUNHZREHITERE. FEMNEMENR, TRE, RERBRITHIN.
PR

o Linux BRiH EMARTERERREEFEMAR, 52, Z Linux BRELNAFPFAEREANSE, =T
BRPREERFIEHRET. XETF Microsoft BImRE,

o EUTAPZENRX RBIERRE, EREGRGETARA A

- BB,
- IS FIE{TIZAH] Microsoft Teams SEE i ERAF.

fRRTTR: BTSN BGREGE RIFHISGET,
+ ¥ Dynamic e911

Ak, Citrix Workspace WBREFZEFHAZSMFN, £ Microsoft BIFEE. B&REENERRBPER
B, BRETUTINEE:

o EEEFMRBEIFY
¢ BHIRZAR

REBAHKRIER NG = LB 1TH Citrix Workspace MABEFRH YFIfiE, ik VDA EiE1TH Microsoft Teams &
P,

Ray Baum JA2ERi§ 911 M ENAHAEMEZEFHENNARLR LM E R (PSAP), BEAT Linux # Citrix
Workspace WBEF 2112 #2, {8 HDX 89 Microsoft Teams it M Ray Baum KA, BEFHENIZIERSA
RITHRBPHFEE LLDP E, FaeiFttihe,

B2 R

o KBTEIEMAMINET, SIS EIE, BIMMBETEER. ¥ VdcamVersiondSupport (BEGME N
AudioRedirectionV4) REAR True SH IR, [RFLNX-6472]

+ £ Microsoft Teams =Xt R B4EEHAIE, SIMOTAEEEIEMAT 15 RTEER#HIT. [HDX-29526]

s HRBHEZRIEHE, Y Microsoft Teams EX4ER T2 B RBIGEFIETH, BRIEZRBNLGEINE
BEBURE, [HDX-34978]

« 7£ Microsoft Teams $RiEELAE], BEN TRERINIF. [HDX-36345]

o WRRIERSZFHERTE a8 R iR R 30BNERNAThAE, [HDX-34582]

s DIAFEABERINRIEBHNRIEATERKLY. EATF Linux 89 Citrix Workspace M A#ERF 2104 RE=AR
FEHBIR, [CVADHELP-18402]

s EREPERSMATRESREMEEERR, FlNERNEMNSIERFEY, [CVADHELP-18723]
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« EEIERAT Opus g3 (BEEGZNEENEMN) MENEmEET, REEER i LM Citrix Workspace
R ARERF 2106 RESRATESHIIME, BIMLRENRERZE ICACLient BRFHEM opus.dll X
HaSMNEMEEERERN opus lib X, Itk opus lib XEE & AVX-512 1595, ZIESERTIFERFMN
By L CPU, [HDX-36440]

 MNEBRSHEFAREEZEINABEN, BRIUELATESHIN—MERE®, [RFLNX-8486]

« ZREBREAFFERE, 2AEABGSTINKI1lall selfservice $&IEHBRSHIZAAES K
. [RFLNX-8248]

2111
FEINEE

HEDAETHAEM Workspace [H AT AR]

k7 Citrix Workspace REBREF#1TT ik, UEAREFIA Workspace Z8eIhEE, BXiFAES, ESHA
Workspace Intelligence Features - Microapps (Workspace £ 8EI08E - MR A) o

AR

BAMBRAMEE A EEIEEFHFEREREFMERHTINN, FARFREEZERENNS, Citrix 7iEZ
IHREF S ARAI ST 352210, EVGNIR X EETHRERI R fRo Citrix AIRERIRIBRIRAITE M. KiBMMEEMIT K
ITIRME. BINAETELFIFEFEE Beta ks,

%\;‘lﬁ&/u\¢5/—.r)~]-
LARD, ig& B EEMRSAERS 2 VDA BB XN 2o
EAMRAED, KERRSSEE VDA BB IRSE RS,

FIFEATEN Web MAREE [HATSAR]
EitbhRAs T, Earsi@i Citrix Workspace R BEFiARISRALNBEENX Web AR,

BHEEXNIEEHEEX Web AREERME Global App Configuration Service f4iFimiaA URL Fizke, 7+
BEfERLLTEE, RN URL /&, mILLFE Citrix Workspace M BRZFHARMS REPIREEEX Web MABE URL,
BEX Web MABEFEARN Workspace M AERFEOFITH.

BEXARLAPRE Web RABE URL MWi¥4=8, 5208 Global App Configuration Service,
EMiREENX Web ZAEE, BHREKF > RNIMBREK, , EEEEX Web AEE URL, AEREHHIR.

ERBEEY, EHMFE AuthManConfig. xml XHHFBEREBEEX Web NAEK. EXBFMAEE, BEHEENX
Web N RE®EE,
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AR

o QEEEENX Web RABEMER AuthManConfig. xml XEH%)HE URL, ATEERBEENX Web
MABEER AuthManConfig. xml X FINAREA URL,

o AT AIEZE A ERIFEFIREREREFIFRFHITILE, HATFPREEZRIENNS, Citrix R
BRI AR ST IF A, EIUMRHEAUHXLEIRENRR. Citrix ATRESRIBRIFNmER. KB4
BEMNRIBHITIRIE. BNAEREFINEREE Beta hivds.

EAT 64 UMMEBRGIEER [BATKAR]

kAR F T e 32 N AR B B RGN BBKIEREMBE S, ZRAESINTIHERT 64 (INBREFINER
BNEERNZFF. BXFAER, BSRNEEE.

AR

RAFEARAIEE A EEIFEFRHERE IR FHITUL, HATFPREEZRBONS, Citrix FiEZ
THREFN U hRAYSZ 1525, EXGIIRMEH XLTIREM R %, Citrix AIRESRERIFMEN. RBMMNEEMTR
RHITIR(E, BINAZTEEFIFIEDEE Beta hiids,

ERERTIFRILERINAE [REATASAR]
fEAhRAH, Citrix Workspace A2 F ZHHER T & se iR R R BMEENAINEE,
BAERERE, BRFRFRIERSB[AZTARPRNEEEFR. ATURNEMEEIASMEE+F, HERNBIFEXE
Bhe+o
RECEILINEE, BHRITUTRE:

. SMZEI <ICAROOT>/config/module.ini X3k,
2. #% SmartCard &%
3. i%& DriverName=VDSCARDV2.DLL,

AR

RAMGRAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ
FRETHR B9S2 522651, (BB ERUH XL THREM R 5. CitriX FIRERIRIBRIGMM B, BBENEZ W R
IRHITIRMR. BINAEEEFIFEDEZE Beta hivds,

Microsoft Teams 1Z38IhAE

o A llvm-12 I T FHBVRIIN: FARAEF, B 1Tlvm-12 FINT7T—1EA Libunwind-12 library 8
MKHI, B2, RIAERT, ZRBMERBEFEERREFE. EFEMEEFFHRE Libunwind-12
library, BXx%% libunwind-12 library Bi¥4{E8, &2 Microsoft Teams fift.

o CIFEHERR. Bohigmntl. REMHIEERIEEINEE: R Microsoft Teams E2E 7 B ohig sim AR Z |
I, Citrix EEm8Y Mlcrosoft Teams ¥ BREENE, BN, RINMERT, XEETLFEARS. B2,
RINERT, EFEHERETLATEARS. BXFHER, 1587 Microsoft Teams i1k,
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B2 R

s EEPIHEDEMEREIRETR, ARNEREMERIRIE—R, A, EFiGEEMERREREITARM
#AiE17. [HDX-34114]

« MERBTF Linux i Citrix Workspace A& 2109 25EBF Windows #9 Citrix Workspace B2
2109 :EATF Mac # Citrix Workspace 2109 #47 P2P i@i&RS, ML, [HDX-35223]

2109
FEINEE
=GR FEMIESRTINAE

UF1, B HDX Broadcast 2iErI &4 IHEEE, MRSERGHE AR ZEMNEZLIARE, EHRIS4EEDIZM
Fﬁ*if%ﬁ"][ﬁl:lo

FEUthRAS, BAUEREIREAENEIRRRENZ K. IFEORRKE, HEEATNSEETHITTIREME
B2 2 BIBIRIRESE,

AR

3% Citrix Virtual Desktops ¥ 1th8E,

HEICREVIERINGE

LAfl, &BERATE Citrix Workspace RAREFHNEREXHNT R, BEXHDIBEARNX LD, EHRAF
B MARBI U se B E S,

BitbhRasi2, Citrix Workspace MAEFSIANT collectlog.py TR, EaILERZTAMFRNXGEPRERE
X, AJUERAGTITEITHEIR, ERNBEEXHRNERER. ATUMNEMRSSE THZERNBEXH. BXIFH
El% ) lﬁ%IﬁE 18%0

BR&SiEL
AR
IteTheEE wiE AT Citrix Workspace R BERF.

RS ESNMERRSRARERLD T XERI TS RAVAG T MR &E. TIESRSHSITRRNE, BRERELL
BzhE Citrix Virtual Apps and Desktops #0 Citrix DaaS.

Bx7£ Citrix Workspace NBREFHZHRSELMENERNES, BBRRAER,
BXFMER, 5587 Citrix Workspace XS RIAR S ELIEER D
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% ##EEAT Google Chrome (1 Citrix Workspace Web i Bh{RISIRSEL M [ AHFATARAR]

SHEEAF Google Chrome 1 Citrix Workspace Web #" B R#FIR S EL MM TN REE R R AT AR PR
i, BJLFEIEATF Linux 2109 1 Citrix Workspace Rz ERIEAF Google Chrome # Workspace Web
¥ B. Lt B7E Google Chrome Web A EHiRH. Workspace 2 Ri2RE AR W28 BEANIE S EM
;5 Citrix Workspace Web ¥ Bi&@f=. FBY, Workspace M EBI2FEH Workspace Web ¥ E=1f#F Workspace
EERETR PN Y B A P R T R ER Bl M H AR RE. BXFAER, ESHARS ELE

=z

AR

RATBRAIERE P EHFEFIFRRARESFRRH TR, FATPREAZRBEN S, Citrix FEZ
BEF SR AR SZHF2E 0, (BB BUH X LETHRERN R MR, CitriX AIRERRIBRIGMT™ES. REMMEEMTR
IRHITIR(R. BINAEELEFFIRSEIZE Beta hiids,

EPEIVA=p7i

ERBEN SN, EXFFHTE VDA LEESHAERK. BENSMANAFRIRE, HERINNOSNERERS
X, DIRMEERNARGE, BENSEMMINETEBARS. BXFAER, BBREEN ST,

AR

NRE SN BREFHRE UDP 503, WwiZitE VDA EERBEN S, UAFELREI UDP 3k T,

RS IES MR Storebrowse 1E38Ih4E

LUaT, RIEER BEARS iE M4 #TIEEN, Workspace EEZMAXS A SnERSSLNTBAXHRY. Eit,
/3 Storebrowse B BREFMNKERIEN, FXIFREEL L. ASZRBE=ABEEFF HHNEHER
Storebrowse i##%%I Workspace &, HREEHENERRSESMEINEE,

BibhRZEE, YiEthER Storebrowse #17i%%8S, Workspace EEHAX GRS TERSHE ENTRAX GRS,
LEIHEEB BY T 58 = A% P IR R i BMETE Workspace BE#H B tEEIARIE.

AR

o IIERINBENEREEFBATRSESMNE A, BXFEMER, FS1 Citrix Workspace SXASHHIES
BRRSESMEER S

Global App Config Service [ A ATAR]

ERFBERT Citrix Workspace # Global App Configuration Service, Citrix &2 5 aE5E1d £ HERHAR
121t Workspace g% URL,

ERMBEFHE EBHBAE AuthManConfig.xml XHF S B ILIHEE. S M = SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
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<!--NeedCopy-->

Bx Workspace fzs3 URL i€ EMi¥4ES, B8 Global App Configuration Service 344,

=

AR
« & A F Linux # Citrix Workspace [z F #2 & {X fi£ /# Global App Configuration Service 12 fit
Workspace Bgs5 URL.
o AT AIEZE A ERIFEFIREREREFIFRFHITILL, HATFPREEZRIENNS, Citrix &

R IRETN S ARAYSZ RG], BYGRR MR XL ThREN R R, Citrix FTRESRIBRIFA™EM. KiBMHM
BEMRENITIRE. BUABEEESIFREFEE Beta ik,

Enlightened Data Transport (EDT) MTU %3

Citrix Workspace M B2FIEX ¥ Enlightened Data Transport (EDT) IR AEH R (MTU) %M. T2
=7 EDT NI MR DM, HIRHUBSOHAF K3,
BXFMER, 5507 Citrix Virtual Apps and Desktops sx#4ef9 EDT MTU £3EB53

EMBERFURZEEXARREFH

fEbhR4sH, Citrix Workspace RZFEFSINT —MNEI, ZEH e A FEMNKIERPHINAF BT RHRRN
KIERBEKR, RIFLAAREFHFRER, ELURAENAERMEER, HIHEATFEMNERRERERENMNSE
BERo

AR

1tk1h8e7E Citrix Workspace BRI EEERZ LI, Ith, x86. x64 fl armhf th@Fx#FHvH,

BXFAER, BERAENZIERFEIZEEXHARE

DRt S EIE
MREFIRFEHRE Citrix Workspace A2 HILIR, 18 U Citrix Workspace R ABREFHohSREASER
MMEITHAEE, BIEEARR T IHRERRANTRANLL, Ak, FAVEERTIEEIRE R E A LaunchDarkly WS =75k, EEF#H

ITEMEBENEREEEE LaunchDarkly, BRIEEEE T ELEHIGREMNHAERRIR, EXMHERT, ERBE
RERELFE URL 5 IP iitEA%&El LaunchDarkly B9ifRE.

BXFAER, FERAMETEEL

B2 R

« BSERAT Linux B9 Citrix Workspace MBIZFITHF Microsoft Excel SR > FETAN, $HIBR
R B R B AR TR IR TR T T [CVADHELP-16509]

« M VDA iR 2106 BF, Microsoft Teams hRBEBHEZINEEEMMERX FaESLK, [HDX-34002]

+ 12 Ubuntu 20.04 t, SR=NAREN, BEIRSAFA RERELEER . [RFLNX-8155]
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2108

2108 aYFIEINEE

N B2 fRIF

M RREF RPN EEFR.

[ B2 RIPIHREE R G T ] IEARSS 28 E REEMINFRIIE, E 4 M7F7E Citrix Virtual Desktops ¥, B XA
BER, 12 Citrix Virtual Apps and Desktops XH4HBIECEER S

MR RPN AEFNESERIE, FERINCTERRS. B2, B8M7E AuthManConfig. xml X
FRECEZIIRE, 7 REXT S PRI EIREA B BIARS R R E S A% Thie.

BARRARE, EaUE Mozilla Firefox izfTHAIEIM Citrix Workspace N ABEF S BoIZRIPIE R,
BXFAER, BERNAEFRI.

BIMECEEIRINAE

LIET, module.ini XfFdH VdcamVersion4Support BYMERIAEIZEN True, EAARAS, ZRINEIRE
7 False, Eit, RE% A Citrix HDX Audio MIBHA S MG EESIETET. IHIEENENENZEEEEMIREN
True B RARE MR L KIS 5Ria A,

ZRAThEE, FRITLUTEE:
1. Bfi%l \<ICAROOT\>/config/ X#F*HITH module. ini X,
2. #%ZE clientaudio #AFHRMUTEE:
VdcamVersion4Support=True

3. ENRMSIEUEERE.

B8 EmiaE
o SHMAPREERIXAFHEEMWEISIERTREARKM. [CVADHELP-16828]
o FRAET WebkitGTK+ MBMEWARE, NEBNBEEHAAERKK. [CVADHELP-17748]
o REMARFRFN, SE Ul ATREaTmE, HE/REME. [RFLNX-7729]
o E2H%REM Citrix Workspace MWBEFH, MBEFRIFPIIAETRETLEERE1T. [RFLNX-7858]

« BRERED, €A CEF-BCREEMNEG, BEARIENREE BCRENE L, REEARFIKBIH
ftFTFF IR 2R, [RFLNX-7704]

« 7 Microsoft Teams iV Hia], % “Fi 1l frame” EHRASMSAE =L AT RE R IR TR E R, [HDX-31929]

+ 7£ Microsoft Teams #shiEiEHAE, Desktop Viewer alaE TS T MM, [HDX-32435]
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o ZidEMA Citrix Workspace M AEFBISEXMNARFAIHEERKMK, ICAClient. log XHBETUT
HE:

“Waiting for handler grpc to be ready.” (F#0 212 grpc A&, )

[HDX-32575]

2106

2106 FHIFHLIHAE

EATHRBAEEER (BCR) 89 Chromium #RAAESE (CEF)

HF CEF NN BNBEERAMEERSRIEM. RINERTRAZMEE.
AR
armhf EERZFHILINAE,

BXFAER, ESHAERAET CEF 9 BCR,

BHRSIE AT

G ENEMRSMERRE Citrix SERIEEMXIEH,
AR
ARs528 VDA BB IR SIERIT AR 2o

BXFAER, FERBMRSIERS,.

AE
1ttzheETE Citrix Workspace B2 F B AT AT S AR IZ 3,

RS ELEERR R AR E /R T SERSI 2 RIS MV 4 R AR, TIERSEITRORMME, BFPEE L
BzhE Citrix Virtual Apps and Desktops #0 Citrix DaaS.

Bx7£ Citrix Workspace MAREFT L HRSESENERNES, BERRAER,
BXFMER, BB Citrix Workspace XSRS EL ISR
AR

RATAR AT E A EEIFE RSB REIRRRHITUE, HATFPREEZRRNONS, Citrix FiEZ
THREFR U hRAVSZ 1522151, EBXGDIRMEUH X ETIREM R %, Citrix FIRESRIBRIRM™EYE. RBUNEEMTR
IRITIRF. BINAERLEFHIRFEZE Beta hR4s,
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N 2R IRIFIESRINAE SLL01EThRE
al, BMEREHBATNAREFFRIPIIE, BHINIEERSENEMRSBNEERFRRF,

BAhR4siE, Citrix Workspace RZAFESINT —MAI, ZEM AV SR A S B E R RN BBRSEHRE
NHERE R BEICRN R FREHEIRINEE,

BXFAER, BEANAREFR.

P REGEIhEE
LIET, REBFBEA LM Desktop Viewer BIEiEBHER R El,

BARRAE, REXSESBMRSEGF—ESR. T, XRPRMERH, UESZHH Citrix Workspace BISMR{R
F—3, ILIERINRER HREMFZHTERF AR,

Acc&nt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

=

AE:
BUNERT, tiEsaIhaEE=ZBEHH Citrix Workspace R F2FhrZs 2106 FHizfit,
EURREIANA BRI, BHRITUUTRE:

SMiEl SICAROOT /config/AuthManConfig.xml #i§ WebUISettings K{EIZE N False,

Microsoft Teams 1%38IhaE
o LFi, BERBHEZN, RMABRBHETERBNMRIENERETFRERE,

FlthRAF, FIERENTRHEERFEMBXEFTET. ALER VDARRFRTRESAZENEMRS, &
ENETR ERET—MIRIER, EEREATNNERFERERZENEF.

EXRERAT, ERIUMERBREZE— N RBHITHE, Desktop Viewer BEREOHKER (RAK. FFREHK
BME) B, REHAEREL,
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B2 R

o ERIEAT Linux 89 Citrix Workspace R EEF 1912 BY, BIMEREEFATERKIK, SBIFELME, 8
HIFIRNEA S RN S H IR, [CVADHELP-16210]

o KUK Microsoft Teams MILBIFTTRE TRV T, EMAERHEMEERIEZH, SMEEME.
[CVADHELP-16846]

o SR THAMRNERZ FRENXHTREKK, [CVADHELP-17337]

« 7 Linux = EBENRIERTREAN. BATZRKRENSHIMIEZ, [RFLNX-6960]

o M GStreamer 1.15.1 BY, MEBEGHNEERATRERKY, SiEATRESMFERE, [HDX-30550]

2104

2104 FHIFIEINEE

Red Hat Package Manager (RPM) M BIZFERIPIS LI 14 ThEE
RPM hixz#9 Citrix Workspace [ A2 EL1E 2155 2 1RIF,

BXFAER, BERNARERRI.

HDX Enlightened Data Transport #1iX (EDT) #1388

EERHRRAH, R HDXoverUDP €& A Preferred, W& EDT #THVEERE RIS AIET EUEEH, HELR
5 TCP,

BRTEUREMLE, BEUTRERTHITZE EDT 1 TCP:

o IMRERE
o REAREEMER
o BPImEhENMER

ItEHESRThRE A 4ERE B e BN EDT BIBVEIRRTEl, B2, FRREVERL UDP fAaA, HEBEXMER TCP,

BIANBERT, EIREITCP /5, BENEHFHLER 5 2#EI—R EDT,

Microsoft Teams i1t

FEARESH, FABERT, OEERNELTERRS. HNNENEFEERRAERESNERNEITEE. BRAE
RE#.

B E EEMRER P in LR MR ERB SN,

ARSSESE [RATALERR]
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} =r

AR

LEINEEE R AT AR IR ME, Citrix BIREIREF=HFBERERLLINEE, B#ITEM, BEAUT Podio R&:
Sign up: Service continuity Tech Preview for Citrix Workspace GEf: BgsSiESE Citrix Workspace
B ATALIAR) o

RS ELEERR R AR E /R 7 SERHI 2R MV AE 4B AN, TIERSEITRORMME, BFPEE L
BahE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

BXFMER, 557 Citrix Workspace XA RIAR S IELIEER D
AR

RATSRAIEE P EHFEFIFRRAREFIFRHH TR, FATPREAZRBRIN S, Citrix FEZ
EFR BT AR B9S2 $5 22 M5, (EXRDIRHEUH XL TNRERI R 5. Citrix FIRERRIBRIFAIEM. REMMEEMT R
IRHITIR(R, BINABRELEFFIRSEIE Beta i,

B2 R

o FERANKNEANBTETEME, BIEE YouTube #RIZH#ITHER, REESBARREIRE O, [RFLNX-5349]

o TEaN sEIERAEE Microsoft Teams hHEZRER, ESMAIAERKLE, Dell Wyse EZE i 5070 #1 5470
HItERR, [RFLNX-6537]

« EERT Linux B Citrix Workspace R Bi2FHEA Microsoft Teams B, RLEEEAISER B INFTFTEE
[RFLNX-6719]

o LARASHRR T BB TR B REMIRE MM S i, [RFLNX-7006]

o /A Chromium Embedded Framework B, %S BABTHNEEHATLESEH CPU FIBEES, [RFLNX-
7217]

o YT cefenablemediadevices IFEAT Microsoft Teams BY, ERRXTERTHAER T1E. $ET
CEF 89 BCR 15885 Microsoft Teams EE& B & HILAZ, [RFLNX-6689]

s TEAGHNEARFSAMNARRF ZETIMRN, EXGHNNARFAELEZEEREXTERT B
[CVADHELP-14812]

« BIERAT Linux B9 Citrix Workspace MBIZFITHF Microsoft Excel HS2IEIE > FETAN, HIER
R B R B AR TR IR TR T T [CVADHELP-16509]

« EAT Linux 89 Citrix Workspace M ABiEFFHRZ 2101 #1 2102 aJges1E Citrix Director B REMMEFF
i IP sk [CVADHELP-16923]

o BSMNAENBMATRESHMEL, B IESIEERSH, [CVADHELP-17290]

2103
2103 aYFEINAE

BEZETERREME
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FEXhRES, BIUREFEZETRRRTRENER. HRARERERENETARN. BIEEMTERAMERRENRL
=&, MMIRASLARAF K1,

ERBEEH, BBHAME AuthManConfig.xml X B B Itk Th gk, = fnE SICAROOT/config/
AuthManConfig.xml HFHRMUTEEUBHEERERBEINEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNLERERRDE, EFENAEFETRTHNESER/E.
BXFAER, BEREEZ EREFE1F0

SRS EE R EE M
ERRANEFER, SERSTH 32 MEPEE,
EXMRAET, BREEUEREPER 64 NMEMBE,

Microsoft Teams 1Z38IhAE

FIANBERT, VPO {iSmiE ST TEARS.

B2 R

o RRBITRMUHNBIETRERSEEMER, T FERHEMERREZ A, BT EME. [CVADHELP-

16846]
+ 7 Microsoft Teams M $EIE L2+, BEN L LED ATRE£AR, Fitatisnnlses(=1k, [CVADHELP-
16383]

o t8E% AudioLatencyControlEnabled BIZRIAEIRE R True, 4858 T BHHIER, [RFLNX-6620]
+ Microsoft Teams W REHEZIHAIETHEE FRIAES KM, [RFLNX-6659]
o SRR ITFFIERER, HdxRtcEngine.exe #HIZAIaEREIMNEH, [RFLNX-5885]

2101

2101 FEIHIEINEE

E P iRIREN28ERET (CDM) 332 TH4E

TELbhRAH, EMRSIIREHEREYIA R HR IR 2INEE,

WE, ERILARIEFRE A EEEE ERG IR ER 88450
ZRIESRETHELRIHEE, HERFTBERRET. FIRENATZEENAEE.

B, AU ESREIRIEN RREVIHRIRA.
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Debian M4+ & X FEM FAIEFERIP S04 THhAE
Debian kxzs#y Citrix Workspace M BIEFITE 1N BEFRP.

BELRTRENAREFFRIPAY, EERE Citrix Workspace MARRF ZAIMEIHETIA T <!

export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show dicaclient

* app_protection/install_app_protection: yes

sudo apt 1install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->

Microsoft Teams 1Z38IhAE

+ Citrix Workspace N BZ2FLEREFMERS Microsoft Teams $E—i2iTH,
o EiRH S BaIREIFEANEMIEE, FLTFEENEMNEE.
o HTTP RIBXZFHEZ S RIIE.

B2 8=

o EABEXREN, ARSENIMIIMNISHIIERT. LRARHINKRBENFTEEREARN Chromium AR

1% (CEF) MSH. MRS ERBREBEENSIFIMER. [CVADHELP-14804]

o ZHEMERIRENZEN, ZRETRILEEME. BRATEEFNIESHIULRE, BRGERENE

NE#E+, [CVADHELP-15028]

* 7£ Microsoft Teams & FEMURAT, WIHERATERERBIEFLRWRETBLMN, HB5EENEERGX

#0 USB 1Bf&k > ENifed, sEMLtaE, [CVADHELP-16400]

+ 7£ Microsoft Teams & FEMER T, HAXxRtcEngine. exe #IZATAEA EIMEH, [CVADHELP-16504]

BEA0a)

2211 FHERRE

o BEIRENTERRAHINES ID #HiRES. fIi0: EW “transactionid” T, fRAE: REREXTESE

FargE, [HDX-45618]

o REMFDH Citrix Workspace R AEF, AfEHIUTHEIRES:

“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”

(X 53K 130.1 S35812:710: BadAccess (2ii5171%E A& ERIELR)”)
BEREECHESSERIE,

fRR7%E: BMEB SHOME/ . ICACLlient/wfclient.ini BBEXHHIE IgnoreErrors=9,15 &ift

#3IgnoreErrors=9,15,32, [HDX-44416]
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« LM Citrix Workspace M AR F#HHEMERE, Citrix Workspace NARFLRHABEREREATS
&, RBEESEESHA longlivedTokenSupport S8EIRERN True B, ASHILRIE, fBRS5E:
AT T2 —:

1. EM3%l /config/AuthManConfig.xml X,
2. %3 [AuthManLite] BHHEFHUTHRE:
<longlLivedTokenSupport>false</longlLivedTokenSupport>

[RFLNX-9160]

2209 FEER B

« 415350 Microsoft Edge M AEF<IERY, Microsoft Edge BIiR2RARMLLGIFENE R, MRERAT U
TIRE, MeHIMIEIR:
- DPIMatchingEnabled {EREX True
- BRRPNEFIFLLHIRIZER 100%
[HDX-39764]

« MFEBZINHAFNEREE, S FERAEEEEHINIEENRSSE VDA KIEAIERKN, AT ERENBA
+, [HDX-44255]

o EXAGENEORL, VDA TR, Y& DDC LEAT “&Fin USB it&EEM” KISHEES USB
REEEIES (Fla0 USB LEXEMN) B, MM, S, B/ usb.conf XHFHBNERINA
vid=** pid=** split=01 and intf=00,01, Z/&, &AM Citrix Workspace N RIEF/E5D
REFIRBEERIREMIED, [HDX-44117]

« & F Debian 11 #y Raspberry Pi ARMHF #ER 4, RiEBohAIREERKK, Citrix BINEERETF
Debian 11 #9 Raspberry Pi ARM64 121E =45 ETF Debian 10 89IHAR Raspberry Pi ARMHF &/ & 4t.
[HDX-41729]

o BEREKFE, BERFIETEFSMEBRSEFTHRR. BHlt, EIREFRURENIERNABE. B
FERIRH BBIARSS UUMIBRIES. [RFLNX-9051]

s EERHERZEHBHEMRSE, FRSHRBR. A ERREBMRSHER R, [RFLNX—8951]
+ 12 OpenSUSE SLES 15 #, YEEHIIREFMHEE, AIRERBE— e F. [RFLNX—9109]

o X7\ B & 5 £ RHELO #0 Fedora 36 tEch B EBIAR B, MRIR A A HRE SICAROOT/config/
AuthManConfig.xml X#HH¥E AuthManLiteEnabled B{EIRE N False, [RFLNX-9128]

2207 HHER R

« XFE#E ICA BEhMREAT CAS MR AREE, AlResHEl CAS $iEuksn DNS #i5, [CVADHELP-20018]

« £/ storebrowse f<BY, MRFMHMEE_NELABE, EATRLTENE— T EABEEBNNAREFHS
Ho MRS ER, ERHNERNNARFRKREZH, YABRKERENNABEE. [RFLNX-8953]
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s ERERIEF, €A Windows Media Player 3ERASTRT, BARAT I RS TEIERISAFIE K, (RHE7E DDC
FIRE T LTSRN A S HILEE, NTAR:

- “ERMIMRRIDERHITES KB R “H R T HRIXE”

- “Windows Media EE@A” I8BR “A¥” (BINELE)

- “NEBABTEEW KBERN “AF (BHAOEE)

- “InvertCursorEnabled” €& “BOTH”, #7t ~/.ICAClient/wfclient.ini SXfFdaRinT LU TE:
* |nvertCursorEnabled=True
* |nvertCursorRefreshRate=60
* |nvertCursorMode=1

[HDX-37259]

2205 FHER AR

o ELEATF Linux 89 Citrix Workspace R ABER 2205 FR#TEZE, EAIRERBIIRIFMAERZRT, MR
T3 R AEy JPEG 28 E R Force a specific default lock screen image GaHIERFFEHIZGA
HRATER) RKIGBREPRFEANAER Citrix VDA 2203, NHBILR@, R EZFAHKE Citrix
Workspace W AREFFHRZA 2207 St EShras. [CVADHELP-21572]

+ 7£ TCP #1 EDT/UDP &&=t HAia), R — Ml E&4% SSL #81R, WA MEZE TR RSB RMmAK.
RN Z B TLS BBEFR, HEEFPRLEEI—MMUHITER, WaHIE SSL #iR. RS E:
7z ICA Xt HDXoverUDP E14i& &7 On gk Off, [RFLNX-8747]

« 7% Citrix Workspace B 25+, HDX RealTime MR ENMIAESE R Z1FRA MIPEG MSTEXHIRE
#lo [HDX-40352]

+ Citrix Workspace R BiE2F PRSI ERAIE A EMEM. & Citrix Workspace R B 2R 5 VDA ks
2109 ERRA—EFERAN SRR, BRAE: RITUTERIEZ—

1. &% Citrix Studio,
2. YRIE “ERMSTRARID IS HITESE RIRIRE,
3. METHFIRPERHEIENREED, [HDX-40287]

o £ storebrowse -a B{HRIMNARBEHER storebrowse -E sp$#EEE, Storebrowse #&8]
BERR, ILRERAE Raspberry Pii@(FRFARHI, fBRAE: RITUTREZ—:

. Bfn3l /Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AMUT%B:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy—-->
[RFLNX-8803]

o EARRINEERING ARIER, Storebrowse AAIRERRN, LA Debian 32 (g FRFKH LI, #
RFE PATUTREZ—!:
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. Bfn2l /Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. ANUT%A8:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

[RFLNX-8743]

o E&AIBETA7E Ubuntu 22.04 LTS E% % Citrix Workspace 28 Debian #if4 8, LARMHREZ
Ubuntu 22.04 LTS £3&% ICAClient FiEl Libidnll B8, RIS A ERE Citrix Workspace
N ETEFM Debian #a a1, 7 Ubuntu 22.04 LTS £ %% 1ibidnll, [RFLNX-8839]

2203 FHER B

+ £ Ubuntu im=hEaAE S E2RBNERFZERE MY (RDP) NARF, BMEEFHITENESTE
%, HRENETRBETNS. FiET RDP EZIInEREm2 A1, 2%+ RDP ZARFHNERET A
“Use all my monitors for the remote session” (ERHKMFIEERSHITIRIERIE) SifE, ELEERX
MZERIMEEPBMULRM, [CVADHELP-16768]

o ERFEMEEHE, Citrix Workspace L A#EF A% Clientname fl clientaddress &#fE &4
DDC, Hitk, FAZFFIHREMREZ G IP Hikh Set-BrokerAccessPolicyRule AIBETEALE BB T.
[CVADHELP-17667]

+ 1£ Skype FERMERGHN IR MIMET, L AIRER B RER. [HDX-37860]

2202 FHERN R
o ERMANRERBEMRSAFRREN, ARIERUTHIRER:

“Response for Secondary Token request is not 200/400/404 42” (344 Bh < kg B RN R 2
200/400/404 42)

Iimg% 7 Fedora 35 L, #R755%: 1 authmanconfig. xml F%%E gnome-keyring SIGHZA.,
EZH gnome-keyring, BERITUTERE:

1. B35l /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. BT E:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy--> " °

[RFLNX-8603]
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2112 FpERaE

« 7£ Citrix Workspace R R#2RF 2112 &b, 7E{A{L89 Microsoft Teams {SHEIEPITHMLIRENET, Ha L
8 CPU #I AR SRS,

fRRTTE ERFERETUTHS!

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json
"UseDefaultCameraConfig":0 }

<!--NeedCopy-->

[HDX-37168]

o EEMA glibc 2.34 ABEBRANRERFAIRERHT LARFRIPTIAEDN Citrix Workspace M A2
&, BIERFSISHEENBRANTTRERRK. EMRIERGSISREHITREG, BEHRITUTERRE:
- ERMRERERS. B2, BIIAIZIFEER glibe 2.34 RESHANIRER GRS AR ARERRE
Ihk.
- BEBRERFNMEERR, AEFEAKIFNE Citrix Workspace MABEF.
- B EMRERAFTSIS, HMNERERSETHRER rm -rf /etc/ld.so.preload X,
[RFLNX-8358]

o BIRMANER, RIFFEETRHNEAE, M Linux if s it BYLEEZR, Bz Eha Bt RE, [CVADHELP-
16170]

« 2% Citrix Workspace R R1EF. HIIN AR EMBISEET, MEK%E Ubuntu 16.04 £%=% 1ibpcscd
E, RIEEORRELEET.
R E: AIAMITU T REZ—!

1. &£ Linux P iR R%E libpcsced E, i, /M apt install libpcscd &% 7 Ubuntu
16.04 k%% 1ibpcscd &,

2. WMRFTZERE libpcscd F, 3E7E /opt/Citrix/ICAClient/config/module.ini BBEX
f5%% VDSCARDV2 . DLL B4&1# DriverName #9 VDSCARD . DLL [Ei4:

[SmartCard]
DriverName=VDSCARD.DLL
[HDX-36574]

« 1£ Citrix Workspace R B#2FH, TEZITZLIT Microsoft Teams EBIEEY, ERIAERIBEEBNIEMIE, LB
RERUTHRER:
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“Call could not be established.” (FT3£EIIMEM,)

RS % BIREHEIL Microsoft Teams &%, [HDX-38819]

2111 Ry HER
o WHkRIERZFHEATEREFIRREEMENERNATIAE. [HDX-34582]
s BRCNABEEN, BREAERKETABE. [RFLNX-8337]
« ZidE5h Citrix Workspace ZRi2FEY, BEIRSAF REATELEITH, HERUTHEIZES:
AREXKIES 2
IR RSBk 4s#0 Azure VM Debian 10 & B3k RIE, [RFLNX-8336]

o« 7EEA glibc 2.34 HESRANRERATRERA T LARFRIPIEER Citrix Workspace AREF S,
BIFRSGS I SEEMEHRAANTRERIERK. BEMRFERGSISRMEITRE, FHRITUTETIRIE:

- ENRERERY. B2, BIFIZIFEER glibc 2.34 ESRANIRIER ST B AN BEFFFIhEE.

- BEBRERFNMEERR, ABFEAKIFNE Citrix Workspace MABEF.

- BEIHNIRERAETSIS, FMNRBERERZRZEFRWIEE rm -rf /etc/ld.so.preload X,
[RFLNX-8358]

2109 FHER R

o % Citrix Workspace M BE2FE, AIgERA2BEshHR SHOME/ . local/share/webkitgtk FfYTHH
BEXM. RRFERFoIbRXLET
X1, [HDX-28187]

« £ DDC EEAT “&ixO” HEr8e, 2iXFEM Citrix Workspace R FAEF B S EE N AEF T ES KM,
[HDX-31016]

o ERXERASEESNEIIBHRIETESKM. EMAT Linux 89 Citrix Workspace M BZFF 2104 RESHR
ABULRE, BRAERFIMNSEERER. [CVADHELP-18402]

s EEFIHEMEMEEEIREDR, ARENEREMERISIE—R, A, BFiGEEMEERIER T AR
#8517, [HDX-34114]

 XAETNAEFEMEENHESG, wiica #ETiERKK, BAit, NAREFIESBEHFHMRREHEK.
[HDX-34701]

2108 FHER B

. SRANBEFRIPIIEEN, REBEICRINEENIER UIDialoglibWebKit3. so EMSHIRIEEERZEON
BEESEA. [RFLNX-8027]

- MREALBERSB/HFTE (GSLB), EEEFIE (TTL) IHER BN AT EERREFIHE 7S (DNS) MR,
Itt, GEF WebView #1T&HIIERTRERKMK. [RFLNX-3673]
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LESRnRERIRET BENARERFRIPIhEER Citrix Workspace M ARZFHIITENE, x1lvnc iR
ReEais, ERAW. Fib, ErIAETEET x11lvnc RS iniZiEEEiTE M. [RFLNX-8933]

2106 HRYERN A

ERERIEDR, #H CEF-BCR EEANESG, REHESARENRSBE BCREMEL (130 YouTube #%),
BEESFEBIHMITANEARER, LiaRXEBBRSEHF StoreBrowse Bahbt I, f#FRAE:
ERERRBIAEMNEER, BRERIETAE, AREREREH. [RFLNX-7704]

HERERIED, FH CEF-BCR EXANESG, BEEAEEBIYFIEMAUE. WRMEHE=FXIFIR CEF
HIFRHISHM, [RFLNX-7724]

ZREFAERS— M AEFRET BCREME (fiW YouTube #R) B, JRBAEBASHMER S,
[RFLNX-7730]

£/ CEF-BCR EEmBmASG, XFAEEMH Web SEMN, $#HRAEPMHRIEEHIE, [RFLNX-7667]

£ Microsoft Teams =3 A BB IEHAIE, BHM I AEEBIENFT 15 WA T EZERE#IT. BRNE: &
module.ini X, ¥ VdcamVersion4Support BI4i&E R False, [HDX-29526]

2104 R ER R

£ VDA kit 1912 LTSR CU2 s, =iEmTaERMFFERE. 1E Delivery Controller LBAT RN
thin@R, R AR VDA A&FIMA 2012 HESARAS. [RFLNX-6960]

2103 FEERBE

ESIEIES R R ZHAE, Microsoft Teams FIEER TS ML , iBIEP] AERRALE R, [CVADHELP-16918]

2101 FEER AR

KB BB RSN, SMSELE, BTN TERER. & VdcamVersiondSupporti&&X True BN
LR, BRAEREDE VdcamVersion4Support RE 4 False SkEZAZE5HiEM, [RFLNX-6472]
£ Microsoft Teams =i¥iAial, FMAERKEFHSHIRE. EEF K E2HItR™, [RFLNX-6537]
B, Citrix Workspace MBI REIBETATE Microsoft Teams 2 ENBISH, [RFLNX-6662]
U1 cefenablemediadevices tREETF Microsoft Teams B, EFRNTAIGTAIAES T, BETF
CEF #9 BCR 1185 Microsoft Teams B2 & BT S H IR, [RFLNX-6689]

[Slee =

BXEmEPELEE (EOL) Mr=GmhRas, ESIHIHMR .
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E=7EMH
Citrix Workspace [z 12 FIaE & & 1R IB LA T XA R E X MR FHITIFRI M E =AM

iEATF Linux &9 Citrix Workspace MBiEF$ == (PDF T#)

ST ThRE

B, Citrix 2RHEWIETNEE, FAIREFREEXRANIIENBETIIEN RGNS, Citrix TIEZ LR
MINEERM S RFERMG), EDRHAHEXLTIRENRR, Citrix AIRERRIBRIGMN™ENE. BEMMNEEUN RIRNITIE
o Citrix REAFRERMIRE M, HE eI aEhREAREBEX LD,

RAGERMFRAM

April 18,2023

X
EHFER

Linux m#%:
o hR7 2.6.29 HEShRA
Sl IE

« &=/>55MB

o MMREHE FRIF/RNZES, WHIHMEE 110 MB

+ 3t F /A HDX MediaStream Flash EE@H A £ &% (system-on-a-chip, SoC) i&#&, ZVHEE 1GB
RAM,

FEMIER:

+ 256 BHEAENIET

EEMRRRID2S
.

+ glibcxx 3.4.25 AESHRE
. glibc 2.27 TSR

+ gtk2 (2.20.1 HEFhRA)

+ libcapl g libcap2

+ libjson-c (BT
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+ X115 X.0rg (F3%#F Wayland)

o udev %

o B4 Linux B854 (ALSA) libasound2
+ PulseAudio

BEIRS AP RE:

+ webkit2gtk 2.16.6 EShRA
¢ libxml22.7.8

e libxerces-c3.1
YRFRIDESE

« Speex
« Vorbis fRfFD25E

ET Red Hat Package Manager (RPM) (993 £ E3K:

« chkconfig

MEER
ML
. TCP/IP

H.264 £k
XtF x86 &%

o REBHRMEED 1.6 GHz
33F HDX 3D Pro IhfE:

o WIERMRMEEN 2 GHz
o BEIMEERIRXEIZFBIAHIEE

3F ARM &%

o E# H.264 2550 HDX 3D Pro #FEZEEMREH H.264 #1525,

HDX MediaStream Flash E&[

B % HDX MediaStream Flash EEEMFAEER, BESFAFMIRFOXE CTX134786,

BWEESENREZAERARAHE NS AR RXERNER, UMARMIEURSTEEEXNES.,
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EPxeER (CEIP) ERZER

e z1ib 1.2.3.3
o libtar 1.2 iESRE
o libjson 7.6.1 XAFZHRZA

HDX RealTime MEHRGHMSAEIEE R
+ 5 Video4Linux HZERIMLEIRE
+ GStreamer 0.10.25 (HESHRA 0.10.x), EFELTTHREY “plugins-good” &,
HE,

» GStreamer 1.0 (XE®ARA 1.X), BIEXITARE “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EAZEX

 GStreamer 0.10.25 ({EBhR4s 0.10.x), BIESD KhRAH plugins-good %4, —fkM=, kx4 0.10.15
HEERAELUHEE HDX MediaStream Windows Media EEmMIEK,

HgE,

+ GStreamer 1.0 (BB 1.x), BIELITARKN “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

#iE:
o WNREH Linux X1THRHPAREE GStreamer, AJLUM GStreamer T1E#H1T F &,
o FRELRE (HIE, “plugins-ugly” REIHEE) FIEERE MABMNFERMGLIEREAIRENFRIE, B5R24%
EERBAR I RE,

HEBRABEERER

+ webkit2gtk k4 2.16.6
+ glibcxx 3.4.25 HESHRES

Philips SpeechMike E3k

« 3518 Philips Web 5 I REAE X R EHIERF

N RFEFRIFBIER

[ AR RIFTHRERIE & U TRIERS KR Gnome Display Manager:
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» 64 {if Ubuntu 18.04 #1 Ubuntu 20.04

+ 64 fif Debian 9 #1 Debian 10

« 64 fii CentOS 7

e« 641 RHEL7

« ARMHF 32 {if Raspberry Pi OS (&7 Debian 10 (buster))

3 =

AR

o MREEAB Citrix Workspace ARERFETF 2204 i, MARFFRIFIIERAZIFER glibc 2.34

HEBRAEVRIER S

+ 12 Ubuntu 20.04.5 AESRAF, HENE .deb REBXHES, Snap Store RERFRITH. It
ZEEFAXZFAFRRT. BAlt, 4NELEPEABTITHEER gnome-software. gdebi #

synaptics EEMREREREFLE Citrix Workspace M ABEF.

Microsoft Teams v EK

ARARA
« Citrix Workspace M2 2006
L7

e GStreamer 1.0 HESARA LUK Cairo 2
o libc++-9.0 XEEHRA

« libgdk 3.22 ESkRA

« OpenSSL1.1.1d

o X64 Linux X1ThR

o &M 1.8 GHz W% CPU, mIfE=xmAsiai@iEiaE s 720p HD £
o XWZEM% CPU, E4@EH 1.8 GHz, HRAZEDH 2.9 GHz NEHEEFREMINER AR

B NIIEESRINEE :

e Libsecret &
o libunwind-12

RS ELMER

BHhR4s 2106 &2, ATLL7E Citrix Workspace MB2FH Debian frads E RERRSZES M,
fE=% Citrix Workspace AR ZH1, MEHEITUTHS:

sudo apt-get update -y

IR B -
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« libwebkit2gtk-4.0-37 hixas 2.30.1 AE Sk
- MNREEANE Debian, BEETUTHS:

sudo apt-get install libwebkit2gtk-4.0-37
<!--NeedCopy-->

NRIEEAZE RPM, EEITUTHS:

sudo yum install libwebkit2gtk-4x*
<!--NeedCopy—-->

s#F Ubuntu. RHEL. SUSE. Fedora 5 Debian, Citrix BiXf&RERHH libwebkit2gtk-4.0-37
Ras 2.30.1 EEARAS

3 F 5% Buster OS #9 Raspberry Pi, Citrix 2iE= % libwebkit2gtk-4.0-37 fz4s 2.30.1,
+ gnome-keyring 3.18.3 {E S kA
- WMREMERMZ Debian, EETUTHS:
sudo apt-get install gnome-keyring
<!--NeedCopy-->
- MREERNZE RPM, EEBTUTHS:
sudo yum install gnome-keyring
<!--NeedCopy-->
+ Libsecret
- MREERMZ Debian, HEETUTHS:
sudo apt-get install libsecret-1-0
<!--NeedCopy—-->
- MREFERNZ RPM, EETUTHRS:
sudo yum install libsecret-1x
<!--NeedCopy-->
&iE:
BhRAs 1910 2, RYBRIERFHEIUT GCC ARAKM4EY, Citrix Workspace MR 7 REHRTRERIZIT:

o EAT x64 FRLEMI GCC hxds: 4.8 HEEARA
« EAT ARMHF A &#454989 GCC hieas: 4.9 SHESRA

BhRAs 2101 2, RYBRERFHEIUTERD, Citrix Workspace R FRIEF 7 BEHRTERIZIT:
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o GCC4.9 HEBMRZ
+ glibcxx 3.4.20 HESHRA

BhRAS 2209 2, (RYRERFHEIUTERD, Citrix Workspace M BI1EF 7 B TERIZTT:

glibcxx 3.4.25 EShRA

RAEMTIR

Citrix Workspace R A#EF 5 Citrix = mMArE Yai32 IS a9% S

ERIAEX Citrix =REFAANER, UKk TRAN Citrix 2ELEZRSEN~ SR, 125 Citrix =t /E
HAK,

RSB ER
StoreFront

« ATLUBEA Citrix Workspace [ 2 25152 S 15 P A R 458 13 B 48 1% 4540 Citrix Gateway Rifial
StoreFront R F@EE:
- StoreFront 1811 MES RN,
- StoreFront 3.12,
o AJLEREE TIERT Web #9 Workspace 9 StoreFront, i&MTF Web # Workspace 1247 M Web 3
Yi2%1408) StoreFront M ARIERINIR. BXLILEBERRE], 1H5H StoreFront XHEFMEZELEED,

EEHENIIE R
PEZES
i&ATF Linux 89 Citrix Workspace F 2 Zisi@id I E—FR BRI HTTPS # ICA-over-TLS %%,
o XF LAN iEfzE:
- {EM StoreFront AR5 89 StoreFront &R TF Web B Workspace
o WFREWTIZEESNAMIERE:

Citrix Gateway 12.0 XESR4s
NetScaler Gateway 10.1 RE=hHx7A
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront z#5# Citrix Gateway RRASHIE R, 5517 StoreFront WARZZE R,
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Certificates GI#)

EHRRSBNEFL K2 BN 2GR, BERAUTIES:

TR (BE®R) iEH

MPREMX ERET ZRIER, AP IRE EMNMREARNIERMEANDMELIRIES, thREFBTFERA Citrix
Workspace [zf#2RiA1a Citrix FiRo

AR

MREERNTZRIETREMXIER, NEETAREEMNERES. LIERNgEEAN, AARIEBREETE
AR, MREEFRBERESHAS:, WEKETNVARFELERHN. BHEEFIHIEREFFERLERIES.

RIEH
TN T FHRITEY, EERAERENREEEMRRS RFEE CA IS,
NFRIMANERIHTEN, FE—TEEXREBUN ZRE CAIER, BES5RAEERKRLRGHEN,.

EAFRE LRZERIED

EFEATLS, AP RS EEERERIES, A ENIEARSIIIEP EASERMENMEE R RINERT, Citrix Workspace
R AR U TIES,

IEH ikl
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem %8 3 KRHTIEBMANE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert 2548 CA

BECFFIES

BRMAEPATRER—HNEERSEBNE MRS BIER. Citrix Workspace A2F S RHBEAIESY, BRUM
RIESRARN L 2RI ERX LIS,

AU E ERERBRAEBHERET, FINEREEMAAEM (SAN) I BHESRSBBMIIRIIER, B IEBMLN
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BN RIEBMAEN Y S AE X LIEF.

EhiERERKINE Citrix Gateway
MREHIEBFEREEREES, BITFZFEIEBHME Citrix Gateway RS |IEH. BXER, BE51 Citrix
Gateway XHHRYACE HEHEF,
Y0 StoreFront BRSBILIAR MBS AAERMIEBRAENFENES, HEBREFENEBUZIFEERAR, BERNT
UTHE, ARBERM StoreFront RZAEE:
1. MR — S PEM A& RIENER,
R
INRHLABIMH BER.pem BIEDH, 1E6EA openss 1 EARFFIERHERA.pem XHT BE.
2. "EEI @FEHroot):
a) B—1 ez xHE412 SICAROOT/keystore/intcerts,
b) ETHEEITUTH<:

SICAROOT/util/ctx_rehash

B SRS S RIIE R
Citrix Workspace M A#EF5INT EINMISHIARS 22IE BIIE SRS,
BE:
2% Citrix Workspace iR 25, EHIARSHBAMX LAEBERILAFHREREE, UTHERTEER
BEES S

o RSB[HAMKEE BIEHIRIIRIED

o IRSB[BIAMKECEFBIEFIEREER

o RS SFHMKECE BIETHANTHBIPIELES
« RSBIMKEEVFERIXEZRIEIES

IIEARSSSIEREY, Citrix Workspace MAREFIHERRS S (M%) REMNFEIES. 524 Citrix Workspace
NRREFA—#, EHSRIBERREIE. MREMEBYRAEE, EERKK,

5 Web F5533FaviEHEERAALL, HERIREMM™E, T2 Web MR BADIERSEEMRIES,
HARSE (FMxX) RE—HERIES. —ATRERERTaERSH Citrix Workspace N AEFEZEL M,
MEBMREE T XLEEREGEE, BEEAMUTREHTETCIRNIIE. RS ERE Citrix Workspace M HZFE
FERARIEH

o BRSFIERTH

o TBIFRERER
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o REIRIES

Citrix Workspace AR RRIEFAXEIERREEH B M. ks, Citrix Workspace BRFERBRIEHREE
ERGIRIES. R Citrix Workspace NARFREERGIRIES, EEFEEK.

BE:

o REEBMENMEFTLSMRIER, NMREFECAX—BMMEENKRIESZE, BHERENECEFERAY
BUIRIE R, B30, HEiEEm N RIEEERSSHEBMIES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root), EELAFEE L, XEMRIEHER
M. EEMEE L, IE—MEBAA (DigiCert Baltimore Root/Baltimore CyberTrust Root),

o MREEMX LEEET GTE CyberTrust Global Root iE$, Mixtem~ig#& LR Citrix Workspace [z
BREFERERY, BSREIEBMANGH L UBELMERMRIES, SEIE, RIEBREARIH,
PREIEB R NLt,

o RLRSB[BAINKMARERIES, BMEEEEBRZItt. EMMEEIERMA 1T,

MRAMKEE T UTERBIES, RITAIUERUTEREE, BIRIRIES:
o BRSBERTHA
o TBIRRERER

Citrix Workspace M Bi2F#ERAXEMER. ERIERAFIEE LMRIES, R Citrix Workspace R
B —NEIEMIERMARIES, FEWBAME (G0, mERIES), EEEMTh. BN, EFEEEY. WEEERM Citrix
Workspace M HAEFEIEMFEEER, BREAHF Citrix Workspace B BEEF SR T AE RN SIRIER.

MRAMKEE T LA TIEHR:

o IRSEIEBTH

o TBIFRERES

o SIRAVIRIES
Web 5533 o] e RBEHIZMARIE S, 1B, Citrix Workspace M BRZFARZEEEIRMIBIES, FIEZEEK,
KUIFBMENMEAZ N FENES. EXMERT, IRNXEEMEREES (EFREERIES), F0:

o IRSEIEBTRHG

o EIFRENES 1

o IFRENRES 2

BE:

o REEPMENMERARXEZHNHREIES. MRFESMRIES, HERBHRANRIEBNDERE
EERANRIES, WEALIER, AXMERT, ELFEERNREIES. FlM, RERANIRIE
# Class 3 Public Primary Certification Authority EE1ENEIRZR R ERZ K FESES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , #RHREhRABIRIES Verisign Class 3 Public
Primary Certification Authority - G5 581 f, Zhka#& &1 Class 3 Public Primary Certification
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Authority, EEhRAMRIEBRERRZREZMHIEIES,
o XXFEZNPEEBARIEBEGHEENERERNR (MANR), EXXELNPEIEBEERENMEL
FERIF (AE). LLEFFAUBERXELNPEIERSEENREER (B9, REIREHES 2) ROFE.

REERLERE (RRBEBNRRE SN :
. IREBIEHFO
. FHIFRIERES

B EISTXEE N EARREE NS, EAMKEEERBRABIRES:
. IRESBIEHFO
. THIFRIERES
. THIRREEREES R

REIR A P B E RS SIS
. REBIEHFA

FERMIERT, MR Citrix Workspace [ IR SR BIFTE HENES, EEHEK.

Workspacecheck

RIT&1RAHIZA workspacecheck.sh #£9 Citrix Workspace M BREFZEEN—H7, ZHASREEINIRER
BREMERAER, UEHF Citrix Workspace MARRFENEMHEINE. ZMAMTREEN Utilities BRH.

i517 workspacecheck.sh [z

1. 72 Linux it EMPITH iR S,
2. ¥ cd SICAROOT/util #iZ Enter BEMIIZERHFEMN Utilities BRo
3. X ./workspacecheck.sh LUETRIZS,

FFFHIN BREFRIER R

Citrix R AT BN ARFFIRER AT RR R R MR

ZRRRRENRN, Citrix 2ITEZEERTEESTERIFNUARFRIRERAE X, AT HEHBHX—IR
E, Citrix JReaBEREZAEAR NN ARFRIRERARAEIR R, NRILEFAIESFZFHNAEFR
BIERGEX, Citrix Rat—FSRAE LR,

L. HEMER

April 18,2023
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aLLGEIE M Citrix Web shsx (RIabA FE) TFHEHREE Citrix Workspace R 2.

I3 Citrix Workspace [ FB12F kR
BRITUTESBURIER S RER Citrix Workspace FFBIEFHI S ihRZs :
1. IR EHBED.
2. BT TS
34F Debian 3Fa:

dpkg --list | grep -i dcaclient
<!--NeedCopy-->

a
cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->
FF RedHat #if8:
rpm -ga | grep -i icaclient
<!--NeedCopy-->
%

cat /Jopt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

3tF Tarball #ia:

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

FohRE

M Citrix FETIE FHUTREE,

Debian 4t E

RIBERRERARRENEE Icaclient M,
ZEREA USB EEM, FRIBEMIRERARBRRENLERP—1 ctxusb RHFE,
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AR

ABRFRAMRE, BRREERBEMREN Icaclient # ctxusb BEE,

RHEEER NE

Debian #t (Ubuntu. Debian. Linux Mint

%)

jcaclient_<version>_amd64.deb BENRSE 1%, 64 i x86_64
icaclient_<version>_i386.deb BEIARS X+, 32 i x86
jcaclient_<version>_armhf.deb BEhR$ X%, ARM HF
ctxusb_<version>_amd64.deb USB #1461, 64 1iI x86_64
ctxusb_<version>_i386.deb USB #%48, 32 1i x86
ctxusb_<version>_armhf.deb USB ##&, ARM HF

£/ Debian #5174
WBEFM:

PRI EEREMBLENRAER, WRAZRED PR,

M Ubuntu E#9 Debian ##E %% Citrix Workspace M A#EFFE, &7 Ubuntu Software Center fr3T7Fix L
BwHa,

EUTHEAS, BR
packagename B AEERRRENREENE T,

Itig#gst Ubuntu. Debian 3¢ Mint RS SITMANRGEEEREE, X LUBEWEH XA HEHE THM.deb
R ERREZRGE, RPEEIRM— T REEERESR, BT THEMRINLERS. NRLEUTRNRAE
1R, Citrix BIWEGER gdebi (<¢17TH).

AR

7£ Ubuntu 20.04.5 iE Sk A+, YEWE . deb A, Snap Store RERFRITH. hRERF
AERAPRET. Elt, WNELGERFERGITHEER gnome-software. gdebi # synaptics &
Hith i REREF L Citrix Workspace M ABER.

EfEASTRERAE, BRITUTERE:
1. LU (root) AP B4 ER.
2. fIA—1MEIRE .

3. EAUTHLZ—BITRE:
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o apt - BAUTHSREAFKBXFEN Citrix Workspace AR

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy—-->

ERt USB HFE, EBTU TR
sudo apt dinstall -f ctxusb_<version>._amd64.deb
<!--NeedCopy-->
o dpkg -1 -fERTH$RE Citrix Workspace R R1ERF:

sudo dpkg -1 dcaclient_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy-->
B2 USB#HtE, BEETUTHS:

sudo dpkg -i ctxusb_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy-->

+ gdebi - AL TH$RE Citrix Workspace M B!
gdebi dcaclient_<version>_amd64.deb

<!--NeedCopy-->

ERE USB B8, HETU TS

gdebi ctxusb_<version>_amd64.deb
<!--NeedCopy--> "

==
AR

ctxusb RHFEENEED, BFZH@A USB EXRLNEE

4. Bhr7A 2101 8, SHIUTRERRT, BRETENAREFRP:
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{ Configuring icaclient |
Do you want to install the app protection component ? Warning: You cannot
disable this feature. To disable it, you must uninstall Citrix Workspace app.
For more information, contact your system administrator.

Do you want to install the app protection component ?

no

<0k>

5. ERRHRSRENBIEFRIPANL,

7t Debian %+ 8 E R TR EN BIEFFRIPAN
BhiR7 2102 &2, Debian i Citrix Workspace Rz B2 151 FAIEFRIPIhEE,
BLRTRENBREFFRIFAN, BERE Citrix Workspace MBEF ZBIMKIHETUTHS:

export DEBIAN_FRONTEND="noninteractive"
<!--NeedCopy-->

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"
<!--NeedCopy-->

sudo debconf-show +icaclient
<!--NeedCopy-->

sudo apt install -f ./dicaclient_<version>._amd64.deb’

<!--NeedCopy-->

Red Hat #1481

RIBEMIRERRERREMEZE ICACLient THFE,

EFERER USB EEm, BIREENISERAFAEREMRERF— ctxusb B,
FE

NBERAMEE, BRERTEMERRZERN Icaclient f ctxusb &S,
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RHEEBR NE

Redhat ##4t2 (Redhat. SUSE. Fedora %)

ICAClient-rhel-<version>.x86_64.rpm HBBIRSZE, EF Red Hat (&#E Linux VDA), 64
{iI x86_64

ICAClient-rhel-<version>.1i386.rpm HBNRS &1, EF Red Hat, 32 i1 x86

ICAClient-suse-<version>.x86_64.rpm BEBIIRSZIS, BHTF SUSE, 64 {i x86_64

ICAClient-suse-<version>.i386.rpm BBARES X1, BF SUSE, 32 i x86
ctxusb-<version>.x86_64.rpm USB #4&, 64 i x86_64
ctxusb-<version>.i386.rpm USB #4-&, 32 1i x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM BHEEFH.

£/ RPM B a1 TRE
NRB7E SUSE EM RPM #fF e %d Citrix Workspace M2, &R YaST 8 Zypper 2A#2F. RPM LA
BERRE . rpm REE, MRHROBFH/KBIN, WIFHREIR,

"’

RPM B4 G BB B AR REFFRRNLER M

o XfFEA SUSE WEF, 357 OpenSUSE L& <1TH R zypper install <file name>F
HHREZNRMG,

« W FEA Red Hat ¥%&F, 157 Fedora/Red Hat EfEMH yum localinstall <filename> F
HHREZNRMG,

M RPM Ri+-E =%
MR
WIHERREREMBUENRAER, NRAERID FFHAR,
1. i&E EPEL 756/,
AR
s¢F RHEL #1 CentOS, &R EPEL 1764/,
REZBERINRE Linux VDA, BXifAIR%E EPEL MER, BESIRHA,

2. LU (root) AP B1HER.
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3. A MEmE O
4. BIEREN Zypper BITUT =M G R,
AR

o ctxusb BANEMRHE, FELEZARMHEULFHER USB EE M.
e ctxappprotection BaLEHHE, XHERRENAEFRIPAGRA REZREE.

3t F SUSE &=
e zypper in ICAClient-suse-<version>.x86_64.rpm
« zypper in ctxusb-<version>.x86_64.rpm
e zypper 1in ctxappprotection-<version>.x86_64.rpm

3+F Red Hat %%

« yum localinstall ICAClient-rhel-<version>.x86_64.rpm
* yum localinstall ctxusb-<version>.x86_64.rpm

« yum localinstall ctxappprotection-<version>.x86_64.rpm

LIRS
E7F Red Hat #941Thk (RHEL. CentOS. Fedora %) &, MREHEMUTHIZHEE:

requires libwebkitgtk-1.0.s50.0"

ERIM— EPEL 7762 (ATLUFE https://docs.fedoraproject.org/en-US/epel/ & Z1¥AES) -

Tarball #4a
BRI ERARAREHNZETENER— M RHE.

LGS IE=E RE

Tarballs (&R FEMLITHRAHIRIAZE)

Tinuxx64-<version>.tar.gz 64 1iI Intel
Tinuxx86-<version>.tar.gz 32 i1 Intel
linuxarmhf-<version>.tar.gz ARM HF
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AR

« IRBHEXREME, BM tarball Zii-@ %% Citrix Workspace MBER, (REBEGLEEAS
B, 7EM Debian a3 RPM #Ea =i Citrix Workspace B2,

o BENERBENITEN LERRMARNRES Z. MRHITIIRE, ERIRSBIHREENAFELAN
TR

£/ tarball i @H1TREE

AR

tarball REEFRHPITRBINCE, BARRERBI, THTRIRFRRIIE BRI

1

2

3

4,

5

IR RIRED.

¥ . tar.gz XHHNBRBEI—IMZ=ERH. a0, #A: tar xvfz packagename.tar.gz.
H#N . /setupwfc ##% Enter BizTREREREF.

BZEIAE 1 (RE Citrix Workspace BIER) , SA/GH% Enter %,

BANFTEREERNEAEMBIR, AGHE Enter B, 3E, & Enter BEBRIAIE R Citrix Workspace [z
RiERF.

B (R) BPRIBALREBRRN /opt/Citrix/ICAClient,

ISP HNBAREB RN SHOME/ICAClient/platform, platform BRSHINREMIRIERAL
BRBIARIRAF, I8N, SHOME/ICAClient/1linuxx86 & Linux/x86 F£4&),

=

P =

NRIEE TIFBRINIE, E7E SHOME/ . profile 5 $HOME/ .bash\\_profile # SICAROOT
HFIREZE,

RS ASIRIERS, B y iR Enter &,

BT LUEEREE TR Citrix Workspace M ARRFEMRIEHNREIFEFH, RESERE—IRPEDR, AT
MrerEzsh Citrix Workspace MR, BTERTR MR v LUS AR,

MBZHBERE GStreamer, NAILLGERZEEE GStreamer 5 Citrix Workspace MAREFER, MUKkE
&% ¥ HDX MediaStream & {kiniE, &3 Citrix Workspace MBIEFS GStreamer £5, BERT
RTHEN Yo

=

AR

FERELFAE, Mtarball AEBREZFIHESBASAERTES KDE 71 GNOME £RETH/ I,
BEURNMA gstreamer-0.10 BS s HINLL R, NRBRILIR, FLIELREHE (EA ctri+c B) His
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., &fTi%dm
2fE, AUERETRENIER FTEHIET tarball 4.
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9. MNRELUFI (root) BFRBMHESR, HEERN Citrix Virtual Apps and Desktops & Citrix DaaS (WEi#iK
Citrix Virtual Apps and Desktops fR%5) KB 476 VDI M EEF %% USB 2iF, ERTA FEA y AR

USB %%,

AR

MRRZUFAF (root) BHER, WEERUTEEHES
“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB %#Z %3k root BFP R4, 1L root AR BMEITRERR, LUAELRE

&, BHEAN 3 Hiz Enter #,

(=]
E

T, )
10. *ERME, TREXREFFBRET. BRHRER

ENE
BB HIRLEE ICAROOT RENRTFHNLTEA R, FRNAFRHRIALREBRA SHOME/ICACLient/
ASHNLRIIRIERALEMBITIRAT, Flg0, SHOME/ICAClient/Tinuxx86

platform, platform &2
R Linux/x86 &, HINAPRERINEGESR| /opt/Citrix/ICACLient,

= paa
« Z1Z; Citrix Workspace HAER, HAUSHITRENBFERNAR EHER.
o E% Citrix Workspace W REFE, AJgefr~=ExnfbR SHOME/ . local/share/webkitgtk ##Y

THEEEX . RS AR F eI ERE o

7z tarball # 4 L E1%; Citrix Workspace N E1ER
1. X SICAROOT/setupwfc #H#& Enter Biz1TRERRF.

2. EREREFIR, FRA 2 % Enter 5,

7z Debian/Ubuntu i2/E &4 +NZ; Citrix Workspace B2

1. fTA—EIEEN,.

2. ERAUTHSZ—IEITRE:
sudo apt remove icaclient -y

<!--NeedCopy-->
sudo apt autoremove -y

<!--NeedCopy-->

HgAE,
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sudo apt remove qdcaclient -y
<!--NeedCopy-->

sudo apt purge icaclient -y
<!--NeedCopy-->

=z

AR

TR UERRIERFNE T ERFR Debian BFE,

7 Fedora/RHEL/CentOS &R 40 ENZ; Citrix Workspace M BiZF
1. FIA—MERIRE .
2. FREUTHSBITRE:

yum remove ‘icaclient -y
<!--NeedCopy-->

AR
B UERIRERFNTETARER RPM &,

33 Citrix Workspace M AZFHEHEERE M. BXFMES, BEBIRKIE Citrix Workspace [ 125 HIHR2EB
o

)

f£&# Citrix Workspace R RiEF 2 8, ERIERFHREM Citrix Workspace M BEFH YaiRE, BXFHME
B, E8EWIE Citrix Workspace [z B2F 8RR ZSEB 9o

EEHEIEFARAMN Citrix Workspace WABER, BM Citrix FTHTHFLERHMN Citrix Workspace M B#EF.
WFRERIE, ERILURBUT REE S RIREIM S BFHITIRIE:

« Debian %41
« Red Hat #4-£2
o Tarball %

MBEHNRFZHRET Citrix Workspace NBREF, RA2KNNENAIER, HAEMIKHNRE, B2, T
Tarball &, FERUTHR: BE—IXHERPLETRERENNARRF, ER—PXERPLRET RHRE
MR REF. EXMIERT, ENARFROIREFEER MRENEBEF.

Citrix Workspace REENEREEXNBEINBEFN. BHEUKNEHERTENREFR, BHART L
£ Citrix Workspace MABiERF, SEBETHREZUTHREZEARGEE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 61


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#verify-the-version-of-the-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#verify-the-version-of-the-citrix-workspace-app
https://www.citrix.com/downloads/workspace-app/linux/workspace-app-for-linux-latest.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#debian-packages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#red-hat-packages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#tarball-packages

BT Linux & Citrix Workspace M BiEF

NN

January 17,2023
KX B—SEX, PJEBEFREREAT Linux & Citrix Workspace B2~

IR R G RER Citrix Workspace M ARFHHFIMRZAS. BXFMES, BHBRAKIE Citrix Workspace [ZF
EFBIRR AR5

N BB S

NABERAFPIRANNAZFNIESEERSE—MIB, —MEPIUIBAEZ N AREHIREEEENAREZEY]
f, EEREHOSTEENERMISENNARE URL, aTLi@E Citrix Workspace R FF2RFih1RX e A IS,

BXNABERNFEES, B55 StoreFront i,

N R R RS Y

a[LUTE Citrix Workspace [z 2R AR RN LA Rz AR RIS 288 :

» Workspace

« StoreFront

o Citrix Gateway ME&EE
« BEX Web MAREE

Workspace

Citrix Workspace E— 1 EF=W N ABE, A@EEMESEEHEtEeFg— RN ARES. SENRE
(BB, XExFEALUZ Citrix DaaS. RANAER. B AIEF. Saas Ml Web R BIERF UK 238 A
2F. BXFMEE, 1551 Citrix Workspace #if,

StoreFront

StoreFront 27tV B EN AR, §3 8 Citrix Virtual Apps and Desktops N BIEFMESERE
-1 TFRAFERNREAREEF.

BXEFHER, 153H StoreFront XX,

Citrix Gateway N A®E

¥ Citrix Gateway EEEHAFHF MREBRMKZIMNR#ITER. B0, M Internet SR UEH#TTERNAF
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BEX Web A®EE

B 2203 &, Wwise@EarATF Citrix Workspace L R1ERF. RIS Citrix Workspace FZRIEFF ARl S4B M
BHEX Web MA®EE,

EFAIThEE, R Global App Configuration Service TJA, NIERITUUTERE:

BERXLIEESEEX Web A®EEARMNZ Global App Configuration Service faiFinias URL Fi&RS,
mEFXBEENX Web MARERE, & Citrix Workspace R BEFHFNM - REPIRESE X Web M ARE URL
e F B, BENX Web MABEEFEZRY Workspace M AR EOPITH.

BEXARLHAPRE Web RABE URL Wi¥4=8, 528 Global App Configuration Service,

AR

BEX Web ABEARZFHETE % EnEREHREEE,
EMiREENX Web RZAEE, BHREKS > RMIUERK, , EEEEX Web AEE URL, RAEREHHIBR.
TERRERM, BUMTE AuthManConfig. xml XHrhEABEX Web ABEE, BERAZLHERF:

1. % $SICAROOT/config/AuthManConfig. xml BEEX .

2. FIMUTEB:

<key>AppConfigEnabled</key>
<value>true</value>
<!--NeedCopy-->

EFEAIkThEE, 30R Global App Configuration Service FAIF, NIEHRTUTERE:
MITUUTECE SR

1. 12l $SICAROOT/config/AuthManConfig.xml EBEX .

2. BT E:

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

3. BEUTANRMBEEX Web RZABEXREEHN URL 5K,

<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->
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=z .
AR

SEETEENX Web MAEEEA AuthManConfig. xml X#HFIHAI URL, ATUIEERNBENX Web R
AER AuthManConfig. xml 2R MERIMY URL,

BN ARE URL 7% Citrix Workspace N ABiEFT
ERIER U T A ZR AR EMEENN AEFFENKAER:

s MAFREFEFHRANKFER
« EEETHEFHENERI
@ CLI AR RS

BREFREEFHRANKPER

RINREE Citrix Workspace RAEFE, YEERBIZNARERFN, BERUTRER. AP EEMANEF IRt
SRS R AL A BB AEFARE. AP RARIKF M= EE, Citrix Workspace AR H=IRIGIEERE,
WMRWIERETN, Citrix Workspace B BEFSIRTAFERZK .

Citrix Workspace - &

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

BEAFPERBFHREKS, BESONRERIHENKENNBEFIENES.

« EE#EE Workspace MAREIE, &M Workspace URL,
o EE#EZ| StoreFront AR, IBRMHEIZRS (M URL, FlE0: https://servername.company . com
- E@ET Citrix Gateway #17i&#, EmAFRM Citrix Gateway WR£REH S,

N ABEENETBFHFNEMAN

AR
theEEiEIER T Citrix Workspace AR,

EIER LA7E Citrix Workspace R 2 PR ISR BB F B thL, LABEIRILS BB FHR bt XEXAIR FArE. 4N
BREES NSRBI ARE, WZAERT, Global App Configuration Service iR [EI#E— N AR EIF RN
ANEENAEE. MBEFRE, BFRIRER YR EMNBEE.
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EEAILLINEE, BHRITUUTRE:

1.

2.

SMElI SICAROOT/config/AuthManConfig.xml 3,
BUTEBIRER false.

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

‘g CLI RN AEE

LEE RS MERSSTEOREEAT Linux B Citrix Workspace NBER.

AXIEFMEE, B2 Storebrowse 43,

®E

BAIUTHZERGE, BEXRE, ARE%E Citrix Workspace AR,

T Lf&eg Citrix Workspace ARFREBHNNE, ARERTEXLEX M,

BEXRE

1.

¥ Citrix Workspace W HEFRHEXHRBRAIN—ITTBHRFP. ZRHEEXHENE T A plat-
form.major.minor.release.build.tar.gz (5170, Linux/x86 &M EXHFA Linuxx86-<version
>.tar.gz),

RIBEFEF K Citrix Workspace R BEEFHRMGE, FIi0, AILAM TLS #RER UERERB M AN ML KIE
B, XA2i0E Citrix Workspace B AEFRENARED .

A PkgID,

AT, IETRREGBEHR:

MODIFIED=traceinfo

Heh traceinfo BETERAMEREEINES.

RIFHKAX M,

ISt ax45)% platform/platform.psf (5130, Linux/x86 F&#FIER A linuxx86/linuxx86.psf).

. EMREEXHIIRURBRN R B ENR. MFREH, WHSSHRERNRG SR HNER, Beka U

BEEMEAEEAXHIADN, HERRNBRGEERAXXGRINGNT. REEXHTIRPBTISF7:

o XfHFRE
o HEXEREE
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o FRMHE (ALIKEN cor)
o PR

. FREE

o 4

o KN

8. REFHXHIX Mo

9. M tar < EFHME Citrix Workspace M BREFREEM . g0, tar czf ../newpackage.tar
.gz *, Hfi newpackagez J#r Citrix Workspace i BEFH B XN Z T,

A webkit 1%

BT Linux By Citrix Workspace MBEEFEE libwebkit2gtk (2.16.6+),
libwebkit2gtk AU THE:

o BT Ul K%, webkit2gtk SHEBABREERANEERD. A webkit2gtk kiads 2.24 RESRARENE
&R YouTube WEAFLS,
+ webkit2gtk zr7s 2.16.6 RESRAH T & FRAK LR E R EHVEIE,
o ZNRAEFSHHN Linux Z1THERMEL, HiRMEEHRN webkit 228,
pE=
webkit2gtk TEFLE Linux Z1THR LRI A, EERERUTEMERRRS X!

« 7£%% Citrix Workspace RZf#2R 1906 Z&i, MIRHIE webkit2gtk,
o #EhEIS2HF webkit2gtk 2.16.6 SHEBARAH Linux K1ThREVE =R,

BEh
AIUELRIBRTH FIMEh S FNEmfEREsh Citrix Workspace MBEF.

HWIRFIFIREE ICAROOT IRENIEAEFMNEZER R

UTFRBARERATM Web SF#MILRE, MRERTERA tarball W=, AGEEEATFREFHEBBRSER
Bt Sto

KRR T
BEAEERA B Citrix Workspace M HER, i&:
1. X\ /opt/Citrix/ICAClient/selfservice

2. #Enter# (Hrh /opt/Citrix/ICAClient %7 Citrix Workspace MAEFHNBER)-
Do you accept the EULA? ({Z2%3#%S EULA?) SHEEREIEI.
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Citrix Workspace - @

Do you accept the EULA?

CITRIXLICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BEESRERINEAEE,

AR

RYEEEREREXRIAEERT Linux 89 Citrix Workspace i Bi2F8f, 727 Do you accept the
EULA? (122@%31%= EULA?) S$iEHE,

Linux £

AIUERAX M ERSMNEmFERR Citrix Workspace M BERF.

FERLESEP, EAIMEEER) Citrix Workspace A #2F. Linux B&1TARAFRRE, Citrix Workspace [zf#g
FRRTERS R R R,

7£ Ubuntu £, Citrix Workspace MAEFERERIIT:

Q citrid

9

Citrix Workspace
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BIEI
ERBEEHED, FRE Citrix Workspace ARRFFHEHNERT, ELUTHUTARS:

s RENETRAN
o EERIAENNAEFNKE
o BEXHMIREHRNR

BRI

B SEMNEBRER, BEEAA Citrix Virtual Apps and Desktops = Citrix DaaS (IA##rA Citrix Virtual
Apps and Desktops izs3) BtkF. ik, &8 IT HARZFARTESEREE— Mk H0E Citrix Workspace
. RE A RESERE NI A EREM Citrix Gateway 3 Access Gateway ARZ525. F = UM Citrix Workspace
FRIBRIK P

1. EEETHEERKARE L, RITUTE#REZ—:
o ERIKF, BRERMN. FERRAEERKRURNESES.
o EENIKPERANNABENFAGEE (BINRGANX), BREERE.
o EMFRIKF, FRGHER.

2. RERRLRTHITERE. HIURTE, MRSHHITEHIIE.

KRHER

ALEARRENBEMNRRELETRE (2FRN), LARKARE, HEERINEAPETR (HOEN),
o EEETDHEENEARE L, ERKEERMEETIERE MR

fERA LR A Desktop Viewer T B IMEEsh A EBERTRSIENTARS,

Desktop Viewer
3t A P IR EIAREN A N EKR e 2B AR WA EME R RNTBAHAR.

LYRAFPREESHEMSEERERN, 1&FM Desktop Viewer, AFPHMENSEIUREAFAHNEMERE, Hall2H
ERETAEE. EXMiFEE LT, Desktop Viewer TEEMEEATFRAAEREONSETOS2RSIEEOZEY
i, BEMERETRSNZETRSE. APTUERRE—AFI&E EMNZA Citrix Virtual Apps and Desktops =%
Citrix DaaS E#FERKERIEZEWIEURERA SN RE, RETATFRIMFIERERIE. &% Ctrl+Alt+Del 51
M E UM SIEFEENERAU A EEERAPHSIE.

# Ctrl+Alt+Break ¥ HE O+ £~ Desktop Viewer TE#%H,

BEEREERIE

Citrix Workspace [z 2R Rl A B E R M E SN S ENNBRER. fli, MERRERER,
o EERICHEENEMNE L, SRENERNAREFNKEPH—HED,
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IR 1
ENRENNAEFFEIHNENRE ENXSF, AILUTHIRA £REE.

1. EEETHEER X FIAR A L, SRR IRENES, ARERUTERZ —!
o %5 - A REHNAEF RIS NI
o Qi - ATKEHNAEFRIEARS NEHX .
o TiHRNIR - FAVFRESNAEZF R .
o BREWIE - BRKFEBNAIEF ARG BT R
2. BERNM, EEME, AREE—ERGZIFIIERNESR.

AR TS S8
BREZRNEMERGK, AIUESENRERNAERFSRENIME R NENERENBS:
EEETXHEERNE e NAMERENNE L, &R TRz —!

o EARNZRXMNMEREE - ATFRERNABEFERZRNANER G,
o MERBEMZFRNMMBZBREN - FRIFREBBREFERZXMMEEEN.

Flash Player

AI %R Flash REMETRA. LB @EEE Flash Player 1 87=, HEEMA. chEMNBES:
EENETHEER Flash TiE L, SEREUTEZ—:

« AR - REBHRE, BrgsBRRREeN,
s MUURE - REEFBRLEEFERREM,
o GREHAIR - 8RB Flash AR T,

JEZE

&3 Citrix Workspace M BEF, AR ARt BEIARENSEMNNARES, URIREZZEHR Windows,
Web #02R4HEIARSS (SaaS) ABTER. aJLU&d Citrix StoreFront gii@id Web Interface 17| Web TTEm&IE
RBFEIEE,

/8 Citrix Workspace Ul i&EiZ 2355

Citrix Workspace M BEFETRRIEAFPHNIKAIZE (B, BPIEZEIMNRS2) LUK Citrix Virtual Apps and
Desktops = Citrix DaaS B EREREMNRBEE AR JRANENEENNBER. JUFERESER > KA TEiRE
StoreFront fR%52889 URL, SENREE T ETEFHMERKS AT, N@id N B Fab A thib#ITiE,
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e

WNR 7 StoreFront fRS5 28 LM SN AEEERERNE, WEIRMHBFRERES, HENBEENS
FREURF AR, 33F Citrix Workspace AR, BERMARE URL HME—IRRZNBEEE.

ERIETABER, BPRSKEERUTERR: Rk, KENVARER. ERIR1E, BRHENNER. B
R SRR IR AN EAR, 158 EHIZERS N RIFA(E B R R I 2 R

EEEIERE

AT LA Citrix Workspace MBS Citrix Virtual Apps and Desktops g Citrix DaaS fR$3 88 2 i@ iE A B
RERINEE, MEHXE, ERAIUAZSMERESXLIGE,

BAEEANAFNESHNIRRATRSES, BXRA “BFR” —ARATRAFESSEERIITHESMUK S,

}‘}\ AN T:EIXIJJ\J%J\_%J\/

g Citrix Workspace A#2F £ EWKES N AEFEM, BSIET SRS SEMERE, i, ERIUMGBLAT
5t Web I8 384T FF %

fFERH<1T81EZ Program Neighborhood =i StoreFront fR$3 28915
NEFM:
HiRE A RERT Citrix Workspace M BREF S RBMMN, NEHXE, EMHEHANTHS#ETHRM:
./util/storebrowse --addstore \<store URL\>
1. FREERINESERZAERFNE— D, It ID AEUTH<SZ—FREITHIIANE—FRE:
o FIHARSS 2R ERVFRE REMNARER
./util/storebrowse -E <store URL>
s JIHEEITHNSEMNARER:
.Jutil/storebrowse -S <store URL>
2. BITUTHLTUBHREHNAER:
.Jutil/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERS S, EERUERFEENMRSRMUES SOCKS RIBFARFER. BXFHAER, FEHA
RIERARSS 286
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M Web 3315525 013251

M Web %5288 Bah2ENEBBEEEREIETEDINT. HTFEESHARNGEMIRERS, Alt, TEREE
FRRITRERE,

WMREFshA Firefox. Mozilla 3 Chrome i&& .mailcap M MIME X%, EERAUTXHER. BT XLEEL,
. ICA Xt map Citrix Workspace AR RIAITX M wfica, BEAEAMNYE, BEMMESUNKRREE,

1. BT T e LS Citrix Workspace MARRFNIFEERER R, MRLEIEBRIAMIE, NoTsERENR
ICAROOT Wig &, ErILUERZHLMIXER

xdg-mime query default application/x-ica, ®%JUuRE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 SICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l BB ¥ B X Jetc/xdg/mimeapps.list (@ & & 2 8 & %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X # 89 7 %k &% M # [Default Ap-
plications], BRUTAZR:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
EOREREEH ‘AW /“NAIEF” RBNE LS Firefox.
HF “Citrix ICAIREXHRE”, HEEF:
« THz&dp “Citrix Workspace R F12F Engine (243A)”
&

o “EREM..”, AFEEXH /usr/share/applications/wfica.desktop (&M Citrix Workspace iz
AREFNEERRE)

5

« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),

B

BAEUEREEROERRLEDNNER, KRR — M FEERNEFNRHTIE, BdIR, BAMEERAILL
MEERISSH ERAEEH TR ISR NI, EEEDOR, APAUET U A EEREEE:

o XA ARERF.
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o EERIE P BRBERIIEHXATMITANNAEERF.

o NRIEFEARIE, EPBREFRXATEITANNBEFOERTIA SRS [OEEERE (FIFRSSEE
ATERTFFERRR XHIN BERF) o

o ERERGRIITIE.

EEERE
EEAERTOEEER, FRITUTIRE:
1. £ Citrix Workspace R AiZEFSgEH, BHEEFR .
IS B R A RIBRSS 38 H 5 KB BI =iE,
2. AT RMEZ—:

o EFEIRSES. BRTEREUESH, NEEHEM.
o ER—NAER, XAZEH.

fic&a

May 8, 2023

FEAERT Linux 89 Citrix Workspace R AEFR, BRMBUTEREESBhNERENBEFSEH,

BE

REXH

BERSREERAAEAIORE, FTUEH Citrix Workspace HRRFIERE . KEREXHESR wfica
FEEHEhEEY. B LURIERS R M B ST MM SRR B & A

MRBRATRERE, WrARSERRARIE, MIFMEENSE. HIRETERSSBIEBKETRE XA PRI
Bl

AINRE

INREEFE Citrix Workspace R A2FHAFHEIAE, BB SICAROOT /config BRHM module. in
REEX .

=

AR

R ALI\\_Regions.ini #FWENLEREANFEE, WAEEA module.ini FHZFENE,
A1\ \_Regions.ini AIENTLTEST module. ini FEE,
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RIS

W R X 4 SHOME/.ICAClient/wfclient.ini A &E T, wfica ¥ &3 & #l $ICAROOT/config/
wfclient. template #7812, BRI MHET, FrIE RGN A EIFE Citrix Workspace M B2 B
Fo

RPgE

BEARPNAREEN, BERAFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHINEER
2R Fi% R P R REIERE,

WA EXH&E
ERGIwfclient.ini FMEBENME, B ALL\\_Regions.ini BIEE AL ETEE,

MBRIEE—NE, WHEEBZE. SHOME/.ICAClient/ATI\\_Regions.ini X & L ITHED 56 /N E
$ICAROOT/config/ATT\\_Regions.inixX#&HigBMNEIAEE, BREEHERES,

AR

Fwfclient.ini FIRENEMRTLLSTFE module. ini FE,

2%

SN HTENSEEREAIES ML T, SMROMLIESERNBIRTL, BRBTR—ANSE; fim, 8%
B\ [ClientDrive\] S&FHERENEMET (CDM) B,

MRIERBEE, BNRKBHAEARINSHIEERIAE. NMRENSHEFEEREEE, WEBMNARIAE. F,
fRig InitialProgram 8HER—1MES (=), BRRMERE, FIREP, BERRIME EREREITER).

Rk
ATT\\_Regions.ini XfHEEEMXARILIRENSH. ERURGISHIEREFRRIRERE,
NFERIEERERE, FIRUTIRFEN

1. ATT\\_Regions.ini - kXEHPHNEZES U TXEFRHE:
o EREM L ICA X
« wfclient.ini
2. module.ini - MREKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini PIREE, N
RIS HHIE, B2, XEERT ALL\\_Regions.ini FHZBEMRS.

MREHPERXEPERILEE, WRERA Citrix Workspace [z Bi2FHEHHEIAE,
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} =r

AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

Citrix Workspace [ BiZFH R ERDBR

AR

B 2303 fRAsi2, tkTheeZ®iER T Citrix Workspace R B2
TECHENIEERRIBEEERIEENEIZEM Citrix Workspace MBEFSFH. SEARLISEER, B
Citrix Workspace M AEF 2z si A Fiv= Netal2, £ Citrix Workspace MABEFEAOS, MNRER. BEAbE

HFEIEEMREIEIRAEE RERMES, RASBHREEH, NENBNAREMEEEITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS «i&g} Citrix StoreFront N E&E/E,

REDBIELUEERAM 10 959E 1440 S8, FERUENERNEIERSAA A 5 B9E5. fian: 10. 15, 20 &%
25 58, BINERT, FEEEREE,

=W

IhEEER T =HE,
ERBEEH, BXAME AuthManConfig.xml X S B Itk Th gk, = At E SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>ITOEnabled</key>
<value>true</value>
<!--NeedCopy-->

HEEALUERA PowerShell #i#EE inactivityTimeoutinMinutes Ei%.
EEP BN LEE InactivityTimeoutinMinutes #9558

1. T # Configuring Citrix Workspace using PowerShell module (f& B PowerShell & & Citrix
Workspace #),

2. WAER APl Z % ID AIZEAA REFERIZIER, BXRFFEERMAAMERS Citrix Cloud API B9iFAER, 55
i Get started with Citrix Cloud APIs (Citrix Cloud API A7),

3. BESALER, & Citrix Workspace.StoreConfigs B R8s Z (&4 Import-Module cmdlet, BIME
St E FHiafT Import-Module ./Citrix.Workspace.StoreConfigss

4. B NEZERG, BT Get-Help -Full LUK B4 & cmdlet B9 % B, fli0: Get-Help Set-

WorkspaceCustomConfigurations -Full
5. fla0, BT TELLUE inactivityTimeoutInMinutes REA 1 /) 6.

Set-WorkspaceCustomConfigurations -WorkspaceUrl -ClientId -
ClientSecret -InactivityTimeoutInMinutes "60"
<!--NeedCopy-->
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BEFREFRBEF K LET ERG<S; RF|IBITREAEITR.
RARFKRNT:
o EEEHFEIZOHBETR—FEHN, RTI—TATREERIEHENED,
o APAILBEERISERERENHSSERNEER, EXMERT, FEDHHNSKEENERENE, 1A
BT SR I NARENRIE

AR

RENBIINEER 1L Wayland (ERZABIF NI & 1THR. X FE84& Wayland BETTHR, EBUEUT
E—RAWERE: /etc/gdm/custom.conf 3k /etc/gdm3/custom.conf FfWaylandEnable=

false,

BEX Web [ ABEERHNERETEINEE [RATIAR]
BhR7 2302 2, ZERURSETEREBHRBINERREEEEX Web RABEF,

ERBEEH, BHME AuthManConfig. xml X H R B Btk Th gk, = At 2 SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNTEAERRIZE, &8 Citrix Workspace M BiEFREFEIRRERBIET,
Citrix Workspace o =

< > G & https://mywork.cloud.com E

Switch Account 4

@; Citrix Workspace L, Sl imges

{a} Home

Favorites
Q Feed %

Actions - APAC Managed
Desktop

9 Apps >
[) Desktops v
Favorites

All Desktops

[ Files >

ERERERB, 7 Citrix Workspace MAEFREHEERERR. WEERRERBIIEE,
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Swlect 4 virtusl denkiop From Lke lhil 3elecl sne of moce Eiles 1o cresle a diplay
Layaut for Ehe B uUon

Clidi W] 1o ceed blyul ¢ Fader i peive dlvindl

i LR DD B § e Liwtet 30 D0 SEpiy o bo i aelecied deakiog
Chelll LWSiD LG ¢ iseri T DD [P il el WL D il by
W Eh AL APl el mhedai] CuE5 b O w

MTHERSEPEREINRE. HEERNYAREERNRH,
ER— RSN AR BERER., ARG, SIERRERBEFHITET.
PR

- BRRREEMRERERARIETHNRETERBIEE,
o IEIHRE(GE R FARME AU R E.

AILER Podio RE M IEF RIS ARIRH R R,
AE:

RATAR AT E A EEIFE = IRRHEREIRRRHITUE, HATFPREEZRBONS, Citrix FiEZ
DHREFRSShRBVSZIFERMA, BYGDIRHEUH XL R R, Citrix ATRESRIBRIRA™EY. RBMNEEMEXR
IRHITIR(E, BINAEREFIFRHEE Beta hiids,

Citrix Workspace N BE2FHEREM L

B4 2302 2, A AuthManLite #1753 30IER, EATF Linux 89 Citrix Workspace M HEFHIMREREI T
BE,

Global App Config Service [ A RFshR]

fERFAERT Citrix Workspace B Global App Configuration Service, Citrix B R g @I ETEENR
12 Workspace Bgs URL,
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ERABEFH BHAE AuthManConfig.xml X HH B A L IhEE. 13 SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

B % Workspace f&% URL IBR¥AE R, #E2iR Global App Configuration Service 3x#%,
AR

« & A F Linux & Citrix Workspace [z F3 #2 = {X fi£ 8 Global App Configuration Service 12 fit
Workspace Bg$5 URL,

o BATSAMAIHEAERIFEFIFRREREFIFFFHTULL, HAZTFRBEZRENNS, Citrix &
BT INRET S AR R RS, BV AR X L ThRE R 5. Citrix FIRERRIBRIRMIE . KiBMEA
EEMNRIRNITIRF. BNAERLE MR EE Beta s,

HESRETNAERY Workspace [R AT ¥kR]

2111 kg#H Citrix Workspace REB#2F#{T T ik, UEL#ESFIA Workspace BEEINRE, BXFMES, BS
% Workspace Intelligence Features - Microapps (Workspace E8EIh8E - HBEZ ) o

AR
BAMBRAIMEE A EHEIEEFHFEREREFIMERHTINN, FATFPRHEEEZRENNS, Citrix FiEZ

THREFTR UG hRAYSZ 1522151, (EBXUDIRMEUHXETHREM R %, Citrix FIRESRIBRIRM™EYE. RBUMNEEMTR
IRHITIRF. BINAERLEFIRFEE Beta i,

245 DPI LA [AFASAR]

BhRZs 2207 &, Citrix Workspace MARRFPIZENES RO YWEM DP| FES EPN ARRF MK E=iE P RIER
BLES, AJLITE Linux BRIHFIRBEFRRIERE, VDA 2IEM%ERE BB,

DPI BREERTARTMEAWERERE. WA TURBTFEEENRIETUTRAR:

. AR

¢ XA

- B

« HtER TR

BINERT, IR TEARS. BEALIhEE, BHRITUTRE:
1. S#1%) SHOME/.ICAClient/wfclient.ini BZ& x4
2. #%3) [WFClient] B2 HigB U T£E:

DPIMatchingEnabled=TRUE
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PR

Bai, DPI LECIHEERZIFE P im A5 848 R EL o
R DPI g8ifaies, M Microsoft Teams L RIBET A E EiR it 45,

=

AE:
FAMBRAMERE A EEIEEFHFEREREFMERHTINN, FARFREEZERENNS, Citrix FiEZ

IHREF S ARAI ST 352210, EBVGNIRHEOHX EETHRER R fRo Citrix AIRERIRIBRIRHIT™E M. KiBMMEEMT K
ITIRME. BINAETELFIFEFEE Beta s,

B 2303 frAsi2, tkThaeE®iERm T Citrix Workspace R FRER.

KABRMBEAFEEEERIEENIFENE (2-365 X) RFRFIZRRES. BRLINERE, EXEELEENNEER
121t Citrix Workspace N AEFHNE R EIR,

BB ThRE, R RERE Citrix DaaS RIERZALEKE 365 X, i BEFKISHNERER. RAERT, BH
FIERER 4 RESER, UBEENE, ARG, HEEX 4 XNETEEER Citrix Workspace R T2 #UERT iE
Ko

B KA B RINGE
BERAFTEMEAUTIEE Workspace FEEFEEXKAZER:

&% Citrix Cloud,

£ Citrix Cloud &=#las, BERBA FANKE,

ERTEXEEIED > BEX > EHitll,

| F:&x5h%| Reauthentication Period for Workspace App (Workspace B2 E i &1 103EH
)

5. #i Current Reauthentication Period (H#iEHSMHIRITEAR) FEZHM Edit (FHif).

6. 7£ Current Reauthentication Period (YaIEH S HWIEHAR) FEEPMNFIRHRE.

7. ¥tz Current Reauthentication Period (UBIEFHSMHINIEHAIR) FEPMARRHE K&,

W

BEXFAER, ESHTES “Workspace [ RiEFHNEH S IIERAR” 8553 RHY5EA:
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H citrix cloud x  +
€ Cc
Reauthentication Period for Workspace App @
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

Learn more about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In & native app ~ Uses alocally Installed version of Clirix Workspace app - provides the best experience for the subscriber’s platform

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission to install software.

Sign In Policy

® Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIIESRAV S 7 I0IE
AAERBEOBRNEEPRSEHH,

1. iAiA) Citrix Workspace R 2%
LR 2R B HRIEE O,
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y Stare )
SrparcariL Chimpd] Loy

-

€ Workspace

citrix

2. ERENEREER.
AR FEEEREIFRZIRET.
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W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in

3. g Allow (23,
AR

MREFELERTER, EREVNENBRIBT, HEES 24 /)\WEFR—X Citrix Workspace R A2,

BRXAERIEE

FERATLE Citrix Cloud Ul i AuthManConfig. xml XFHRZAKAERINEE. (B2, £ AuthManConfig
xml XHEFRIGEMNEFESTE Citrix Cloud Ul FigERE,

1/ Citrix Cloud Ul

%% Citrix Cloud,

£ Citrix Cloud f=#las, BERBEA LANRE,

EERTEXEEIET > BEX > EiET,

i F:&z5h2| Reauthentication Period for Workspace App (Workspace N A2 FHEH &5 10IEH
&) o

2 Current Reauthentication Period (L#iEfHSMHIIEHAR) FEZAM Edit (4Ri18).

6. 7£ Current Reauthentication Period (UaiEH S HIGITHRE) FERPHAN 1 X,

> wn e

o
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8 AuthManConfig.xml ¢

Y

EERKAERINEE, HEHRITUTIRE
1. 1%l <ICAROOT>/config/AuthManConfig.xml X,
2. BROTHRREESME:

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longLivedTokenSupport>false</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>

<saveTokens>true</saveTokens>

</AuthManLite>
<!--NeedCopy-->

EMZBERFPEZEEXAPREFFEH

Bhi4s 2109 &2, Citrix Workspace AR SINT —MNED, ZIEAI A FEMEIERPHIMAF RBEF R BT
IAMZIERIRIR, RIBULAFPREBEFRFRIER, E]LURENAEEMSEIER, HEAFEMUEZRBAEILEEN
MAEIER,

AR

« LkIhEETE Citrix Workspace AREFMEBEPZ I, Lthsh, x86. x64 1 ARMHF th 22158,

EREXRAPRIEFRE, BRITUTRE:

1. #3| $SICAROOT/config/AuthManConfig.xml EZEXf

2. BERMIUTERES:
<UserAgentSuffix> </UserAgentSuffix>
EBEXAEHREIE App fl Version ;rfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WMREFM App 1 AppVersion, BERIERAL (/) #1175

« MEMEERRBETF Ul 19 Citrix Workspace AR, NUTAFPRIEREREMSEERD:
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CWAWEBVIEW/CWAVersion App/AppVersion
o MNRMLZIERFTRKEET Ul 89 Citrix Workspace MARERE, MU THEARIEEEREMLZIERS:
CWA/CWAVersion App/AppVersion
&
« W18 K7E UserAgentSuffix =R &KREFM AppVersion, NHEEMLLERFHN Citrix Workspace

Rz FRR2 R hR Ao
« EFf/E5h AuthManagerDaemon #ll ServiceRecord LUIEEHREK,

RS EIE

MREFIRIEHRH Citrix Workspace A2 H AR, FK{i1ATLUE Citrix Workspace MAREFHHSRAZR
MRITHEE, BNGERR T INAERRZASTR AL, Fitk, BHAVEERIhEEREURE R LaunchDarkly ME=74RS.

TEEREHITEARENTRRESRAE LaunchDarkly, PRIEEERE 7 FELEHIEREMNFHAEHHE, EXMHERT,
EREREERBIRE URL 3 IP #tEAEEE LaunchDarkly B E.
AILLEE U T AR BAE#EE LaunchDarkly BREfIEE:

BRERHEILLT URL B9RE

+ events.launchdarkly.com

+ stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

+ mobile.launchdarkly.com

« app.launchdarkly.com

EAFFIRPFIL IP ik

MBHAEABFFIRDFILE IP #hat, &2 LaunchDarkly public IP list (LaunchDarkly 2/ IP 5I&) , $REXH
HIFAA P #iEEERIR, HHIRTBTFRIEENHAERERT BB, UESEMEMERRE—%. BXEM
SEMTERRSHIFMAES, H5H LaunchDarkly Status mim,

LaunchDarkly 24k
MREFE Citrix ADC LISIRDBEIRER “X7, BRIECAGNNAEFESEBSUTRSEE:

« LaunchDarkly fRs3
» APNSs {iifr23pRSS
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Ed 22 A LaunchDarkly BRSS
BhR4s 2205 &2, &a7Li7E Citrix Workspace R R#2F+2H LaunchDarkly R
B2 /A LaunchDarkly iS5, EHRITUUTERE:

1. M5l <ICAROOT>/config/module.ini X#%H4=| LaunchDarkly #8435,
2. #EE£B EnablelLaunchDarkly FSHIZBERNEZA,

AR5 3

P

i

il

tkIThaEZwER T Citrix Workspace R BERF.

RS L HBR R AR E YR T SERST 2RI M AAE H R AR, TIERSNIEITRORMME, BFP#EE L
BahE Citrix Virtual Apps and Desktops #1 Citrix DaaS (L #i#FA Citrix Virtual Apps and Desktops AR$3).

B %7z Citrix Workspace MR HRSELMMNERNER, BSRAKER,

BXiFMER, 587 Citrix Workspace XS RIAR S EL 4R D

BE%ZErERamE

BhiZ 2103 2, AIUREABHNZ EREREHEER. fRARKERERENETAN. BB TERMEHRE
WMBTHRIE, MMIRSMLARAF L,

ERBEEH, BHAE AuthManConfig.xml X B B Itk Th gk, = fnE SICAROOT/config/
AuthManConfig.xml HHFMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

RBEERNERIMERTE, B BN AEFETRRETTNFSTEEN. AXNAREFETHRETFAREE,
BB AREFEREET.

BREREHRE, BRREGESEPNNAREFETEEN, ARERRRTRE. WK ERRREHENEE.
&, WALLEEEBBRS EOPER Ctri+M 2B RERFXIEIE,
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Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHREPEFENRE. 5EERNYAREERENRE,
ER— NSNS BRVERER. AR, RIERIRERBEFEHTET.
PR

- BARREEYEREARIETHNREFM/IEE,
o ILTHEE(GE R FARC AR R .

N FRTERF 5
R A2 3 s vr A P 12 Citrix Workspace MARRFHHNARFES, JUAUTNREIZRAEFA:

o BRRRNEREZNNBERF
o XNEPNAFFEERNNABRER.

BXFER, 217 Citrix Virtual Apps and Desktops x4 HI I E N FIFEF 2Ho

N FRTE P RIF
RAEA

N R R IP SRS @i S B IR E R PR ETNREMIARRIZ1T. FEREW AP AR SEHMARRIIE T#
B, WIEERENAEFFRIPREEETUHNEEXNERERETARERP. B2, HEREREANRE,
BRREMCRBENF A ZTRSEN. RBABRNTSSLELRFIMARDRXLRZT, EHRNTEARIEERFEEREM
ZBE IR BHIRIP,

N IR RIP 2 —IknThee, aTFERER Citrix Virtual Apps and Desktops B2 {itidsar e M, ZIhAERHIT

ERRRERIERNREHRRESNGFMEEN. YARFRIFAINLEEERS L ERNAR RENSRESSFNE
B8, ZMEERMEARNKEESNREREE UL EAREICRBUENTBRRES.
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&iE:
« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) %@ %% Citrix Workspace [z 72
PRI HFILINEE. 14, x64 F1 ARMHF 2M—5 % ik REM,

« ItkThaE7E Citrix Virtual Apps and Desktops MAsiEE s F L 15, o, 723 Citrix Virtual Apps
and Desktops fR$55 StoreFront &5&FERMNEES,

N R RIPThAE B R EIEF AlE AR SS 88 L REEMIINIFAIE, E&4 017 7E Citrix Virtual Desktops ¥ aliE. BXiFa]
RIFAEE, B507 Citrix Virtual Apps and Desktops RBYECEERSY -

Bhizs 2108 i2, MAREFRIFIENETEEFR. NARFRIPHESIFNAEFNSERIE, FERALTER
R BR, BYME AuthManConfig. xml XHHEENBZFRIFIIEE, 7 EEX S HIIEEERM B8RS 1
R ERR%WEE.

BAARANEE, EAILE Mozilla Firefox iz1THAIEIM Citrix Workspace B Bi2F B2 RIPHE R,
Bh7s 2012 {2, NMARRFRIPIIER—MEIIEIE.

WEFMG

[ AR RIPTHRERIE & U TRIER S UK Gnome Display Manager:

« 64 fi Ubuntu 18.04 1 Ubuntu 20.04

64 fii Debian 9 #1 Debian 10

64 i CentOS 7

64 fii RHEL 7

ARMHF 32 {if Raspberry Pi OS (&7F Debian 10 (buster))

.

PED =W
MEEFERM Citrix Workspace MBRFERET 2204 ik, MAREFRIFESAZFFER glibc2.34 HES
kR AR IER o

WMREMEA glibe 2.34 ABERRANRERAPRERA T MARFRIPTIEEN Citrix Workspace 12
P, BERASISTEENBHNRENTERIRKM. EMRERGSIFRBHITRE, BHRITUTESRE:

o EMRERERSA, B, BIIARIIFEMER glibc 2.34 AEBRAIRIERFA T BANBRERFRIPY
EIE)

. BERERANMERRN, AEERLZHEE Citrix Workspace R AER.

o B LIRERGHITSIE, FMNINBRERSGETMPR rm —rf /etc/1ld.so.preload XX,

LERNBEFRIPALS:
£/ tarball #EE%E Citrix Workspace MABEF, BETUTHES,

‘BRBLRENARERFFIPAMLE? Warning: You can’t disable this feature. (#4&: TaEZAILINEE, ) HHENH
Citrix Workspace R B2, FHEGHER, BEXFMER, BE5RAABEREKR, [default SINSTALLER_N]:”

WA Y URENBEFRIPASG.
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RINBERT, FRENBREFRIFAN.

BRI ENMUEENREN. IEREEFRRHENGE, NAREFRIFIEET BBIRTEIET.
L& RPM R+ BN AIEFRIFA N

B4 2104 &, RPM ki Citrix Workspace [z Fi2F 2155 2 FRIFThAE.
BRENAREFRIFAN, BRITUTERE:

1. %% Citrix Workspace R AEF.

2. M Citrix Workspace M AIEFRERFFRENBEFRIP ctxappprotection<version>.rpm#

8o
3. ENRMARSUEERE.

%4t Debian RGN BIEFRIPAY:
HhR7s 2101 &2, Debian ki Citrix Workspace [z FE Rz 55 FfE F R IP AL,
BELRTLRENBREFRIPAL, BERE Citrix Workspace HBEF Z BI MRIRIZITIL Ti<:

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show qicaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7 2106 2, Citrix Workspace AREFESINT —MER, AR ASHIRIEEREMBRSESREI

o E R BRI RN R R RIHIRINEE,
AEHRIIEIEREENBRERRP:
BRI TRREME SICAROOT /config/AuthManConfig. xml H4RiEZ 15!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

FNEYRSHESG RELENBEFRF:

BRI TAARSMEI SICAROOT /config/AuthManConfig. xml H4mEiZ 4!
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/Jopt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

S5
- RMEZRIPNREN, NARFFPBSSEERERIET.
PR

« B, WRM Snap Store FREMNTBRRFEEEIT, WFREBHZRIFHAER. ARG E: iR7 Citrix
Workspace AR BEXHHSHEIMILARNNBRER. 55, XANARER,.
o HESHUERRIFEONFREEN, BMERE (BEEEPRZRIFVNAER) BETHRE,

BHIRTSHERAT
R ENEBEMKREIE R RE Citrix RERIEBHXIEH,
G-
Bhz 2111, B ERRSS S VD BBMIRSHE R,
BMIANBERT, BEMRSERITLTERRS.
BEARMKESIETRE, FHRITUATIRE:

. §fZ <ICAROOT>/config/module.ini X%,
2. ®E ICA 3.0 &%,
3. IRE MobileReceiver= 0ff,

EP&REEITR (CEIP)
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eS¢ BieA BIBEREMA LB
FeEM AR Citrix P43 2tE &I (CEIP) M Le#siBaI#ERh Citrix #25 Citrix
EAF Linux #9 Citrix Workspace R A#EFHRE. 7

Workspace M AEFWREREM  SMEAMEE.
ERBYE, HEDRBEIEREE
Google Analytics.

Hthf5 2

Citrix H#2BRE&S5 Citrix BITHWERFZFFEBEEE, L, ERE Citrix Trust Center (Citrix SEHL) L1
489 Citrix Services Security Exhibit (Citrix RS Z2MRBR) FHIEEARITHFITHRI

Citrix i/ Google Analytics M Citrix Workspace [z B2 IR E R #iB1ERN CEIP —& 4. EOUESR
Google tfaIskiEH Google Analytics WEErEE,

&RRm Citrix #1 Google Analytics &% CEIP ##8, 3 FUtiEzD, /9 Google Analytics IKEREIEE— M, %
BIRTELU TR DB ZNRIEHHE * RoRo IBHITUTIRIELUERRM Citrix 1 Google Analytics &% CEIP #iE:

1. M3l <ICAROOT>/config/module.ini X#F*H1%2| CEIP 245,
2. #EXE EnableCeip #HEHIEE N Disable,

AR
¥ EnableCeip ZfAi&E N Disable /7, ErILIEALE Google Analytics s RS CEIP $iET

Fo XLEHMIETREIRIRIERFIRZATM Workspace R FAEFMAS, XTFLUIRIE, ESMEILU T HIREREIN
REE:

fiiE: <ICAROOT>/config/module.ini

#8453: GoogleAnalytics

%HB: DisableHeartBeat

&: True
AR

FeARE (EU). BUMEFX (EEA). ImEMEE (UK) B98P RERIE.

Google Analytics Waser94sE CEIP BiBTREIE:

1BIER YR Workspace NBEFHR  HAEFREF Workspace N HiEFiE
x> =
RIEBENFE YmiFeRhR A WHTE M ABERE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 89


https://www.citrix.com/about/trust-center/privacy-compliance.html
https://www.citrix.com/buy/licensing/citrix-services-security-exhibit.html
https://support.google.com/analytics/answer/6004245

BT Linux & Citrix Workspace M BiEF

Citrix Virtual Apps SHEIERE EREIN AL BRAN B EEMIIEE
and Desktops &iEEzh RAER
EERNFRER AR RIFECE

N2 FismEs Etn

[ RiEFFiemestE & Eah Citrix Workspace AR ER), ZiEReEBBHXKIFPEEN— 1 EIR. 5INNAERF
{5285, EAT Linux 89 Citrix Workspace M REFHE R MAES LIBGH,
A A A ER TR RS

o BxBEnh Citrix Workspace N BIEF
o XFAHEMBMNAER
- BREHEBMBIEAER

3 =

AR

EE libappindicator B EERNAEFIETS. BN Web ZEFERH F&EH Linux Z1THREY
libappindicator B,

ICA-to-X {2

AT LUEETT Citrix Workspace MAEFHTELAERS S, HRaHEEATIEMSER X11 MigE, ErIEFE
W RITILESE Microsoft Windows M RBIEF R {F4A 7% Citrix Workspace RZFEFEFAY X gk UNIX T
Edt,

AR

Citrix Workspace ZREFRHEAT S0 X &%, EXLERT, Ti%%E L% Receiver BEIEBRS R,

BUtkF A =17 Citrix Workspace A 2R (BIEA ICA-to-X K1) XiFAMRS 25 ICA,

517 Citrix Workspace M AEFE, AILUGEMABTR X11 mHEREIZH Linux S ICA = X11 %8, 8
B, IR ZEEEERTEM X1 BTRR. AIUE—NRGEPRENETT Citrix Workspace 2 AEFHIEISMNEIZ, 1E
XMERT, §1 Citrix Workspace M Bi2F#iGHiaH 2 X R EANIEE.

EETRHELETIRER ICA-to-X KEREMATF Linux B Citrix Workspace M BAZFHIRE:
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Fe: =
= E
\ - -—
o o \.________,.,--
XenApp server Linux server %11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BRBIIXRS, FE— Linux lRS#E7Y ICA = X11 RE:

o MNREAE X Ls, WALUEEERTE X LiniRME X RAZEFMN Linux BRSSe8 LizfT Citrix Workspace R
EdEN
o MNREHEFLAMEA Citrix Workspace RZAREFH UNIX TiEls, TRE—ARSSBRALUNRE, LRSS
235517 Linux B PC
N AZERFEE ICA thNBITHAREIR LA (E A X11 MLIHIRSE. BIANBERT, ReEERIEEhesETiAaRIE EIREIZ8. 1
REA X KRix (@FEEMRDBR), HGTEHRIZRT, MREHEEM UNIX TEERZCNBER, aTURTUTHA
TgEZ—:
o UNFS X EREREN e _ EEEHAM UNIX TElE, ABKE P HIREh23RETIsmIZAE LA NFS &5
&

™O

o {5 NFS 2 SMB {32 (f5l40 SAMBA) =iiRz28 A NFS EA (5140 Microsoft Services for UNIX) .
HETHRER S E R EIRIFIGE:

- USBEEM

« BEEFEER

« COM ImHEEM

EMERERENRS S[ZFEM, BFAIFEMEEE X11 =&,

o AEREFHITENNEEER X11 18&, EER LPD $TENThEEMARSS 885 1R) UNIX $TENM, SEERMLETT
EN#lo

o AEZBEEAZEEEN, RRAEEREIET Citrix Workspace AREFHITEN _EREMEREN, EFAR
SREFURE, B2, SEMRENECAERERENRSSS ERET GStreamer BEZH (REMH) .

BFEA “PRSS2eim ICA” M X Limsg UNIX TEisEzh Citrix Workspace RRER, BHITUUTRIE:
1. £ ssh 5 telnet E#ZF AERENIE S
2. EHEIRE 89 shell &, & DISPLAY IMRERIGBEAAHIEE. M, 7E Cshell FRAUTHA:
setenv DISPLAY <local:0>
AR
MR ssh —X EEFAERENIEE, NXHEILE DISPLAY IMETE,
3. EFHIEE _EMHSIRTRA T xhost <proxy server name>

4. BiE Citrix Workspace ARFR2EREARINREB RN, NMRALE, BERIEFETE ICAROOT 2%
BIRENERALIFHNRER R,
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5. #%3 Citrix Workspace ZAREFHNREBR, EHSRAEOP, BN selfservice &

RSB EFIHNBEEM
BERSBIFFAIEABTEER, EERTUMSERASMNBEFITAERBHNABEFFE URL, f, MRES
IERMERA Microsoft Outlook HBIEIHTH TismE Web SimrvsEE, MEERAAFIE LM eI HRBINXF,

BERSBRIEFIHRNDEER, BERAIUESMHRM Citrix BR, XEFTUBAFREELENERE. TUEE
ML URL 2688

. HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

FLUTERT, BEARSENAERFTAH URL:

« Citrix Workspace M 2R &8 SiEHN BEEF
« Citrix Workspace ARF T EEZEILRAR

REBRIEFIHNBEEMERS R LRE, IRBFEESUTAS, WEBIAMER TR Citrix Workspace AR
HJE A I ThRE

+ RealPlayer
« Firefox. Mozilla = Netscape z—

ERERFEE RealPlayer X RR/HER T RARSHBIEFIHANBTEER:
1. fTAREEXH wfclient.ini,
2. 7z [Browser] SO HERIATIRE:
Path=path
Command=command

BESNGHTRITXHRENE R, ZH<SERATRAEEEMRN YL URL WRTHITXHR, ERMTHR
5583 R1x8 URL, fU4n:

$ICAROOT/nslaunch Netscape. Firefox. Mozilla
g ERIEE A TAA:

o WiEfT nslaunch SEAERFLUE URL #XEIB BRI ST OH
o MIRRBRXFIRIPWEMNGE, BEERNBHIIETR

3. 7z [Player] B3P EBUATIRE:

Path=path
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Command=command

%122 RealPlayer AIAITXHFEMN B R. ZH<TRATABEERMNZEA URL MRTHRITXHER, 4
M AR 55 88 &% B9 URL.

4, REHXAIZM
AR

T XEIHERIGE, TBIET N NS RealPlayer AT HFAIEN B F. AR ERTARTXHHZELR
&, flan, 7£ [Browser] Z4mh, TLUKERRIRE SN /usr/X11R6/bin M3 /usr/X11R6/bin/netscape, It
4, EEAILEFIMIBE RBIMEENE S HRIITIR. MBRIEEXEGE, NIEFERRFZE SPATH,

EEGHES Citrix Workspace MRS BEEZFIRRNBIEER, BRITUTIRE:

1. FTFEREXH module.inio
2. ¥ CREnabled igBEXH O0ff,
3. REHFFAZXF

JEZES
&R

FAEENERMIRE LR RERBERFRENIFRD, FEEMEMINEZ BRI — TR, BRMNEERATLL
ER—NEZNERENREMENAS. EEERSRE (MIEM/FIRE) LEH—TESTULEENR, MmE
RERPT RN EH RS

+ [BF SpeedScreen ZERNE - SpeedScreen FERINERIRES 7 S EANEZRE A THUMERE. 7T LMk,
AABAPREEE RIR, LA NSRS RATAER1E. #A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace M AREFES, LINEET#AZA, 1t
hEE(NE S IEREZE T RATA R, B2 “Citrix Workspace app for Linux OEM’s Reference Guide”
(GERT Linux 89 Citrix Workspace R B12F OEM £E158)),

o BRIRES - BURESEFDR BT ERERNEUIESE, IHEEFEE SN ERRFRELENRERLUE, 67
LIRS R RIEES A TN, £ Citrix SRRENBEGES S EKILE T ALLINE

o BNEOKXD - BEOXNNERIEEBBEMERNR KD EFFIRERIERT,

o RLERGEL - FEEER/ B 256, 7E Citrix Virtual Apps and Desktops 5 Citrix DaaS ik £, i§BRIE
P,

s REESRE - MREAT MM, ATUER Citrix“SIRE” K ERETRERERTILE.,

BREIEHRIER, 51 “WEHR" B0 PanEiE,
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Fi&
ClearType F&Fi8

ClearType AT BIBETREMETFANRE, TMEAF AT BIHREAEIGEFMTELIMAIRE. ClearType
FHREBNMAFEREFEREN. ATLETHSXALIHEE,

WA LOES AT A TR RIS E TR RE:
1. SHMEMEREEXHH [WFClient] #45.
2. REUTIRE:
FontSmoothingType = number
Hr number ATV TFEZ —:

& TR

0 fEFARIS & ERYASH ENIAD,
FontSmoothingTypePref g EE X 7 Ith&,

1 FEETB

2 TR

3 ClearType (KFEF&HZXR) Fig

TR ClearType Fig#8=125 Citrix Workspace M AEZFHHERER,
BE:

fRSS 25 AT LUE ICA XHBERE FontSmoothingType. IEMMRLESSTE [WFClient] HiZEHE,

MNRIRSBFZEIREN 0, [WFClient] T E R RE S EER:
FontSmoothingTypePref = number

Hh number AJLEUAFEZ—:

=1 77

0 FrEEFE

1 FrEEFE

2 MRS

3 ClearType (KFFHER) F&E (BHALE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XX
o AP X" X (72 Windows XP #rg “FRRYSA”)

BIRHXHREER, LeBEERFRNEHRXERNUE, Fib, XEXHRERENRSB[EBENRSRFECE
PRFEEFE. WMBAEREEATEEER, fINESHARERTERSH[ZFHRSEN, WFETFREIE
IR (ELETRES, BRAIUERITBES MRS FZPHRSSE) , FHAXEREER/LFFEER.

BERERHXHREER, FRITUTERE:
BEITE module.ini XHHEIBRBERBARHRXHREER, AGRNTATEEXHRMUE:
1. B TFxA7mMzl module.ini (0 SICAROOT/config/module.ini)
[ClientDrive]
SFRAllowed = True
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents # desktop 75 UNIX X453, GEESFBERFH ‘X" f1 “SE” XHRHERNTE
Bz, fgn:

DesktopFolder = SHOME/.ICAClient/desktop

o AREFNEEABIIEENFREE, FlI SHOME,

o AXMNSHIEEE,

« EENBEROAABIEF ngERGER. B, ZBROIEBRGHIE P IR &EHFHH.
o A C HEAREKENIREFTo

& P iR ohas Bt

B E PRI EhEseRET, ATLUE Citrix Virtual Apps and Desktops #1 Citrix DaaS i3 28 LRGSR T EEAE
IHAFIEE ENER. F1, a0 Citrix AP RIERHIREHEE H BEIEIE1T Workspace 2R 2 HZs A F 1%
HELEHEMER,
& P IRIRENER ST B] AEE R B RBEB T AMABFI8E L. AMAF18EEE CD-ROM, DVD s U &, AFRAERIE
HRIE AT LUE I IR &, LhSh, AR BERURRAMAREE, BRSSEBEE N AR P iRIREhesIRETET

o ARTLURRIE A 7Z fE R S 4

o ERIEHREERAXLEXH

o REREERREFEAMIREZEHARS 288 LAVIRENEE b,
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Citrix Workspace R 2Rz #5533 Citrix Virtual Apps and Desktops #1 Citrix DaaS BR$ 23 EMNE P IRIgE
MU, B LtEIhEE, ARSER LITTTHIRIZRN AIEF eI mEEEI A A P IRENIRE, WRPIRENEAMS, NA
BFMNAKTRMEERMIEIT ¥, FRXLINERZAT, BRIIRSHEE IR IRISEMR.

} =

P =

L2387t Linux (Security-Enhanced Linux, SELinux) Z£EX A ge & #MME P inIRsh2sR 30 USB &
EREENIETT. IERERT Citrix Virtual Apps and Desktops #1 Citrix DaaS. IR EEFEREH—7h
IMINEE, EHEA SELinux, ABHERS S TR E,

B R A IR THER IR AT (HE4E

o BHSEPIRIEHERMET - AT EERTEERMEARIREXHRRNEABIMREFIARSS 25 LREE RN 5
o, ERATHMSAFRNSBEEIEERE /tmp, ks, 1EMET CD-ROM. DVD gt U B#EFABEFMHIEE
B =,

o SIAREFIRIREHEFINGT - 1540 CD-ROM. DVD M1 U BFATEFMSEETRAF RS LNENRHBER, ERIE
HAle) IR AT IR &5 B REKE BohRYEIARSS 88 £ T — AT AR EDER R 1o

Citrix Workspace Rz f#2RFiE#£Z! Citrix Virtual Apps and Desktops 5§ Citrix DaaS B, SIRKkZ2ARTFIHIESE
MUY, MREMELEFIHIRENEME . P AEAREREFIEHE P IRIEEMSNEAE, BXEAEE, 7S
Citrix Virtual Apps and Desktops 324,

El

B P A LU B ST E R ST IR 5 2%
AR

BRINBAT, BRHSEFRREEMRNANSBERADSEFREERN. EXREEERAE, BE
wfclient.ini &% DynamicCDMi&E% False,

LUdl, #@5Z CDM iplRX g EEN A FAE ER BN AEE.
B 2012 kiite, Citrix Workspace M B2F A ERESNAREE CDM X#Fifial,
pES =

FERERT Web B9 Workspace B, XA BESIETERFAE, ZIRBERINLE NS RERIEIEET,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHEREMS. €A GUIIREXHIHRNRES, NaENFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SAEIE LT > XA A RIXHEERIEE X HIHRIRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEEM Citrix EEHR OB LRI EERIE B XI5 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace R A2 ZHF1E LT N A e A #7455 5 B i & ROFTENAL L ATHTEN, BHARER T, PRIp@EE
ISR ITE, BN Citrix Virtual Apps and Desktops #0 Citrix DaaS ¥R HITIUTRE:

o ERFPIRERLUARBFAETTENIR & _EFHI1TITED
o AINFTENHL

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Eff, ARNRERBATESBERERILAARFNISMITONRO, Ak, BERSSE LK ICA BEREHERTF K
COM xR BEREN “EEA"

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. X4 [WFClient] S8 BAUTARE:
ClientPrinterList=printerl:printer2:printer3
Hrb printerl. printer2 SEFHETENNINE. BES (1) SRSTENMBMEZE,

3. REHXEEX .

BRES A3t TENHL

BT Linux 89 Citrix Workspace B2 32 #5 Citrix PS @RITENNIEEIERF. A, BT EERMBITEM
ECE, AP BIRITEMSRITENNISA P IR & A E AV TENNL B3 ATHTED, EREFERT (Bl S AP IgENITENRER
SIERITENIRNIEFR) , EAEEZEFshEERF Windows #9 Citrix Virtual Apps and Desktops =k Citrix
DaaS LSt E R imFTENL,

BIEARSS 23 LIRGIAMITENN, FHITIATIRIE:

1. M Citrix Workspace R FA#2F BhiRS 8%, REEFIET Citrix Virtual Apps and Desktops 3k Citrix
DaaS #it&#l.

2. 1F “FHIR” REBH, FORIEFIRE > TEIML.
3. 1F XM REBH, EERIMFTEN.
LB BRI TENHLR Fo

4, FEAZASHMFEE “BRHNL, TP HONKZITEN. WEBRESIRETEINETR, SANZESERS
BIEAEZEI, Bl “HP LaserJet 4 from client name in session 3”,

BXRAMITENNBFMER, HSH Windows BIFRSF N,

50

BhkZx 2112 &, module. ini Xy VdcamVersion4Support BB ESHZ A AudioRedirectionV4
o BhRZx 2212 2, AudioRedirectionV4 HIEIAEIRE N True, Fitk:

« PulseAudio ERTFIHREMIEE, HEZIFTIMIRE.

s —RAUBSZMNAEFERASIMRE.

« Citrix Workspace M A#2F ERiEF el BNAME AN EMNLE, SMEESSANREEN—EET, i
ExA Citrix HDX Audio, &ERIUTNIRE|SIE PRSI ARE@IRE,

o BAHBHREMREN, IERBEHEN.

WERIE AudioRedirectionV4 WIEIEE N False:

« ALSA ERTinREMigE, HBEMGHFEMIRE.
+ #&A Citrix HDX Audio MERIABRE B ERIEPE R,
o —RREEE—AAEFRILER Citrix HDX Audio &%,

EJ% AudioRedirectionV4 ig& X False, iEHITLLT2ME:
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1. M5l <ICAROOT>/config XHEHITH module. ini Xff.
2. BZE [ClientAudio] o HFMUTER:
AudioRedirectionV4=False

3. ENRHMSEUEEREN.

TIFE SRR

BiRZ 2212 &2, RIASAEMREITIEE. BT RHIEMINEERSERIEF AN HM,

EZAIThEE, BEEwfclient. ini X#Fsig AllowAudioInput KEIRERN False.
&iE:

o WBRMEMEBEMINEBRA 2212 EEAF A,

o BINBERT, ENETUHEEFRNZZXMMEREGIIETAFEARS. BXNMEEAZRXMMERE
NES, BESREIRD,

« Citrix Workspace R AiEFFhras 2010 @R T 2o 257 [CA ThEER i,

ERIBRS:

ZIANERAT, AudioRedirectionV4 EIEE RN True, ¥ AudioRedirectionV4 MEIEEN True B, F1&E
LU TFEXIRS:

o MREFEM root BPIRMSBSITRERMRIE, %S PulseAudio BRSS288Y, ZARSZBAIRERIELE
B, AXMIERT, SMRERREIFIIRERNIIFIRMRERN ALSA &,

MR AudioRedirectionV4 Ei&E N False, NEFELLTERNRES:

+ 1£ Windows Server 2016 Liz17# VDA 1, B AERIFPEECERNSIMNLE, MASIMEEMNLENR
NS, ¥ AudioRedirectionV4 EIZE N True B, IHIRENISSIFRR,

o BFSIMNSEREZHETIMEEETEMR. & AudioRedirectionV4 HigEN True i, LRGSR,

+ 3gE7E Windows 10. Windows 7 #1 Windows 8 #&{FR A BRBIA T ML E. £ Windows Server 1&{F
4% (5130 Windows Server 2012, 2016 #12019) &, BT EBERBIAEMILE. LiRAZHTF Microsoft
EfE RERIEFPHIREIFTE,

« HDMI B3 ERTIFSIMNEEEEM, ¥ AudioRedirectionV4 EHIREN True B, LEIRENIFEIIBRA,
82, Citrix Workspace MABEFAIAES ETARERIETIEEN HDMI SHi&&E.

AudioRedirectionV4 {EiREN False i, BEBERT, RINFMEERNRAELENIIA ALSA i&&, AILLE
TS B E Hthig &

1. RERELEMOAR, EFHTA-—TEEXft. AXBEREXHNERNAZMAREAFNESR, /5%
FERIAE B,

2. WMEBE, BHRMUTED L SIZENERS |

[ClientAudio]
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AudioDevice = \<device\>
<!--NeedCopy-->

EEIRH, REEEFEETIRIERSADN ALSA BB XHH,
AR
HAEFRE Linux &ERATHX—ESBHEMUTF LRME, Citrix BiVEEFIRIERSY, THREXEHREER
BIEAE R,

BTiREE MR EIE5RIN6E
Wai, 7£ Citrix Workspace RABREFH, RFBEREMNRARBE HER 200 2. ATIRETIE, FILEER
ZHRPEMT 200 E2VHIER, KEABHEMELINRER TSN BRERF LR

@i th 138 IhaE, Citrix Workspace MABREFHIRAREE HMER /N2 50 27, FHit, KEXSIANAREFN
AP RRERIRE, by, FREE (RTT) 48527 150 =),

BhRrZs 2207 #2, &) LOERE YA B RRENB P EIMME P X RiEE 5 MR E, $TItEsahEe, £ module. ini
X189 [ClientAudio] &89 HiARIN T U T8k

« PlaybackDelayThreshV4 - i8EEE PIMEART (UZFAEA) . Citrix Workspace A2
SEREBNSIEFENBRSFRFILE S, PlaybackDelayThreshV4 BEBRIAER 50 =2Fb, XY
AudioRedirectionV4ig&XN True B, tEHAEX.

» AudioTemplLatencyBoostV4 - HBMBEHERALRNEBEXFTE UL X T TE M W £ B,
hEEMBHEHNE BHEFTENENATRERTINEM B2, SMATRSHENER.
AudioTempLatencyBoostV4 M BRIN B & & /1 100 Z #, 1X & AudioRedirectionV4 i&
& 7 True BH AudiolLatencyControlEnabled i€ &7 True Y, kB A E XK. BRINBERT,
AudiolLatencyControlEnabled KEIRERN True,

ERINERAT, AudioRedirectionV4 MUEIREN True, ERRLLTHRE, BHITUTIRE:
1. SMEI <ICAROOT>/config X#FHITH module.ini .
2. %% [ClientAudio] EHHRMUTEE:
AudioRedirectionV4=False

3. ENRHBRIEUEERE,

it T S5O A BRI RE

S-== .,
AR

B 2303 frAiE, thInsEZEEATF Citrix Workspace MR
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BahRAiE2, Citrix Workspace R AR X FEIFEHEMR, IHAEE AR AR REITIRIT, AIUKRERF KR, EE
HRREZIFARETIN. PEREBFTMMBBEL T, Citrix BiVERBENSMUKFEIFOIIEEE,

BIAMBERT, BIFEERELRTFERARS, EXNAFPRGFR, MRERHEEMIFELBRNEN, ETHEIS BRI
8o
ERALIIEE, BHRITU TR
1. M%) <ICAROOT>/config XHFEHITH module. ini Xk,
2. 1543 [ClientAudio] #B9H#IRIN FFRE#H EnableEchoCancellation BEM1E:
EnableEchoCancellation =TRUE
PR :
RIBIIT, WEREZIMER T B HERIIEE.

1207 & P iR E R RS [T EEAR]

BhR4s 2212 &2, Citrix Workspace [z 2 BMETE MR IR R R B th REFR (R TIF IV S 5. BUANBERT, LIhBERTF
**mdklh\o

EFALLThEE, EHRITLUTIRE:
1. &3l Jopt/Citrix/ICAClient/config/module. ini BEXHHIEHH#ITHRE,
2. BREMERES, TFFR:

"AudiolLatencyControlEnabled = FALSE"®

3. RINTAIRBRHEEAX:

*JitterBufferEnabled = TRUE®

AR

?ﬁ*%ﬁll'—ﬁ&jfﬁ%)j?‘_HﬂF/_‘EF‘ETiR_ZﬁBEEI—"HQREF‘L??/WMT; HABPRMEZREONS, Citrix TR
FRET AR B9S2 522651, (BB ERUH XL THREM R 5. CitriX FIRERIRIBRIGHM B, BBENEZ R
RHITIR(E, BINABELEFFIRTEIE Beta hitds,

BREYE P I E ST

KIMEFIRSIAMRETE, 7 Citrix Virtual Apps and Desktops =t Citrix Daa$S AR5 38 _EizfTRIN RIEFIE T LUl
BPg&E L RENFELERENES. TOUERSHLHNEMNERLETNHRE, MAPAINERFIEE LGS
BEE, MRAFRESRSENTHRERETR, FRAREPRENILE,

ER RS MR A RESAIRSBNMETRIZSHNAET. SHREUS, FRSMEREMTNTREMREXR, SNREM
=, SMAEFRERBARSSEE CPU g%,
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AT UE R RS R P in B R TR B, BXiIFMAER, B85 Citrix Virtual Apps and Desktops 3244,

EPEIVA=L

BHhR4s 2109 2, Citrix Workspace M REFZIFEEN M. FHEEN SR, EXEFahE VDA LRESIMR
2HEK, BENIMAIMKIFRIGE, HERERNSMEREN, UREESENAFFE. BERSMRIALTEA
&, BXFAER, BESHABENZ,

BhRZA 2112 2, BiERNSSMERERR P EIRRMIN (UDP) B MetietEm.
B RIPRE:

. BENSMEEZF Streaming SIMD Extensions (SSE) 4.x 8 CPU 41288, YBEEN SIS F%#F SSE
4.x B9 CPU s 1283 —itefEmet, Citrix Workspace iBEFAgER X,

B UDP S4f
UDP E4RrILUR =@ Internet 3£3THIBIEMFRE. ©6EA UDP 3k TCP,
BiRZA 2112 2, BiENSREMER UDP SiffEimetiefER, o, Bz, Citrix Workspace R BEZF%i5H

F UDP S5invsuRiRcimzE R el (DTLS) thile A, ErILEE Citrix Gateway 3573 UDP 51, RIMERT,
IteIhRE FEBRE

Bhi4s 2202 &, & Citrix Gateway X+ UDP H#iryigsathaei@ = el AT Citrix Workspace 2.
EEH UDP &4, BT TIRME:

1. 7 module.ini 89 [ClientAudio] B Hi&E LU TEm:
+ 3% EnableUDPAudio i&EX True, BiAi&E N False, IL{EFEZA UDP S,
o 93fEM UDPAudioPortLow 1 UDPAudioPortHigh 5% UDP B4ifi2FEAMNR/IMIRARO
Fo. BINERT, #EA®RO 16500—16509,
2. BINERT, BENEIME VDA LR FERARSHESZF UDP B, MNRZAT BiEN M, BRMOTARE
BRFPIHIRSH[/EMNGE U UDP 4. Fib, £RAMNEMHRESE B), FatERME).

FRHEMNEMR  FRBLENSAR  BPRLOEMR

2 2 2
" G 16
BEBLHENE B = G 16
e
BEBLMBME  h G G fe
=
BESEMBNE 16 16 16 16
-
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Zi@id Citrix Gateway E/A UDP &4, BHITUUTIRME:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. %% [WFClient] 2 Hi8BUTERE:
EnableUDPThroughGateway=True
3. ¥3l [ClientAudio] EHHIEBEUTEE:
EnableUDPAudio=True
AR
NERER StoreFront default.ica Bt &, £ [Application] #9518 &EH EnableUDPThroughGateway

FEMRLETE module. ini XHEFIRENE, ER, EREEMFH module. ini X7 [ClientAudio] 84>
Fi%E EnableUDPAudio &, b9, EFRSMHETFE StoreFront default.ica BRE G EMIE,

PR

« UDP S5iEmMEMERATA (B, A TLS 5t ICA MENSRIE). EERER, SHkmeER TCP,
 ICABEMRERTEEFM UDP S,

st UDP
1. Bfn3l SICAROOT/config/module.ini X,
2. 1z [ClientAudio] A TREBELUTHE:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
3. 7 [WFClient] B9 F&BUTRA:
EnableUDPThroughGateway=True
4, B3 SHOME/.ICAClient/wfclient.ini X,
5. 7 [WFClient] #9 FigBUTRA:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
- pE
« [WFClient] #4553 AllowAudioInput.EnableAudioInput#l AudioBandwWidthLimit

B ERNERNERTF UDP 41t TCP 4.
o WRKHLE .ICAClient Xk ((WEBERREHBERINASE), ERBEE Citrix Workspace R
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BEHXA. LERIEREE .ICACLient XK,
¢ Z AudioBandWidthLimitigER 18, BEFIHENSMEENF.

6. 7 Domain Delivery Controller (DDC) Ei& & LI T 58E:

+ % “Windows Media E&m” & &R “B1E”,
. }i% “EL UDP Tﬁ]\i}‘{ﬂ’\]ﬂ%ﬁ\” iﬁ%?ﬂ “ft.’ﬁ”o

. 12! “3@id UDP M ESRCE B 18BN “BREA",
. )|\ J-/FﬁEE‘:E” BER “EFI”

Bk Citrix Workspace WREFHER A%

ICARAREI T BENML, BEEEREN CPUMFREER, B2, MREAEETREIFER, BFEERMATIHER
TRIFIERE

o BRERTFAIRRHERRIIFRIREX G, EAZFIHIREIERRITIHRIAR A, EX @I RS SFEEH
ek, MRERVERERIE, XA ERAIEFTERKE,

o BERIEAMITENN LITENREIX A, EAMITENN ETENSCAES, $TED R IRSS s E s 1T1e M. WRE
RERERE, EXHEEAIETERKE,

o BERRZEEAS. BRSEANTESERAKRESRRE, FESSHIEMERE.

usB

USB X AVFAFEEERIENKEN5AEM USB REH#TRE, BIREXHREFHEAEBHEERGE, BF
ALK USB REBAITEN, ARRKREEEMIHEENEH. HIAMERT, USBRENBHEERLTFEARS.
ATATREERER USB 8&84E:

o NFIEENER

o BREFM

« PDA

o FTEDM

o PR

+ MP3 #&ikss

. BT

o iR ERAN
USB ExAEE Citrix Virtual Apps and Desktops 7.6 {E & hfiias, Citrix Virtual Apps and Desktops # Citrix
DaaS AZIFWMABREFHLEMHT USB EXER, HFEFTERHEETEZFEMLE, AXFMESR, ESA Citrix
Virtual Apps 7.6 i,

HESMEBRBMIERSEE LAN FIRPiEF USB BFi8E (BIIMKBEEN. ZRX. HESEMEN) FRENE
BIge. B, BEBERT, HAESHAMNERENEEREMNEM,

ENNAEFMISKEIEERESFUTEENIRE, FHILFER USB 328!
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.
. Bi7

. BiEE

- Bl

- MRS

AR
BE A USB ig& (I3, Bloomberg $##&# 3D BAr) BREHRGER USB X, BXAEMER USB I&EHE
BEREAMUNESR, BH2A
CTX119722,
BINERT, FiFHELERRH USB 1&&@d Citrix Virtual Apps and Desktops =% Citrix DaaS #17izi2iE i,
B, FAFEREEEEME USB EERIRSGRM NIC, it NIC #ITREEERTERN, RIAMERT, FIRHEE
MR AR S EPER T RER USB i&&:
o EFEHTeR
« & NIC
o USB s:428%
EFEHAATZEEREN USB IEMBIATIR, BRI SICAROOT/ XH¥kHhM usb. conf Xff. BXIFMAER,
BB BT EEN USB I8& IR,
EAY USB & EREZIENSE, BBHA USB KM, BXFMEL, iE5H Citrix Virtual Apps and
Desktops 324,

USB 2 TERIE

HAFEA USB ig&RY, KiRHE USB RIS E#ITINE, MRAW, WEEMEEMRE. NRRINRBIESERZIL
®E, WREESHMKSEPER.

BIEE AP EET SEmEEELFENEEETEN USB ig&, EXMERT, BdREXHSEFIEABIERE
BfE, ZEERENEEAEENERE. RAERT, USB EENEMEEELTRERRS. EEE USB &EMNE
BEEM, BEHRITUUTIRE:

1. Sfi%l SHome/.ICAClient/wfclient.ini EEEXH,

2. AIMUTFEE:

DesktopApplianceMode=True
3. &3 /opt/Citrix/ICAClient/usb.conf EEEXH
4, BEBLTEEZIREHAN:

« CONNECT - & & “CONNECT” XBFUERIEF AN B RBIZEN B MEE M.

o ALLOW - igE “ALLOW” XBFUAFNERIEFREBHEEMIRE.
BE, RKET “CONNECT” 5 “ALLOW” XEF, NREFERFHEHREHBENBRNEBHEE
Mo
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ped= sl
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

MRAEEEFEASEEEER, SUAFPEA USB EEMMITEEANSIEROLMEETER,
BERIBRE:

FF USB EE M, usb.conf XHHEXHIEEOIGEREIER, #H USBIRETR LT EEEHERIE NRE
usb.conf XHEHEFEEEE 2000 MFRF, NsHIbEE, f#RA%: JURBRREMIEERELUE L usb. conf
X F R

RBEEEMHRE

FEE, 4 USB AREEMREDIBNSHEEEY, BRSMASENEENERE, EXMERT, SRR EmEE
B, ZGBEASEETAIENERE. ERIABTEEHSEETECAIENETE, AR YAEENEREEMGRHAER
HANIZIRE.
=
MBEBABREEHESENCEENELTEXE USB AR EEMHIZEM Linux TElL, Citrix Workspace
NAREFERNESIZEE, FEARESITH—MHIIA Linux SXEH85, Eitt, Citrix B ETLiRERF I
%, FEiATERR Browse removable media when inserted (&SRS AIREEITR). EETF Debian &9
%%, 5EA Debian FEE D IER U TIETHRMITILZ{E: Desktop (2@) > Preferences (&%)
> Removable Drives and Media (EJ#z138z028H71/R) . 7€ Storage (7#fi) £+ LAY Removable

Storage (A#hiEfiE) T, EUEES Browse removable media when inserted G&ENBSHEAIZEIN
R) Bk,

SHFEFIR USBIRERETER, EEEUT/ L=,
&E:

« RigZFFiR USB IREEERARSHEKREBH. AXMERT, BMETHT B IRENB[ME, KEEF
gkt EWERN USB & &,
o ZARFAZRF USB IRENESIREEER.

USB %
#AIA USB SREEFMIM AVFEZLLT USB k&
« B (£01)
BEERX. AR, B MIDI izHI2E,
o WEEEO (X 05)
XEIRES HID 2%, EREREXHNBASRE, SFNERFENBUT. EHTEMHERBERINSE.
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o EEEGAE (206)

BIEHEIENAREN BEANZ R EEGRLIEE, ZRERE R ERNY (PTP) REAER NN (MTP)
REGERITTENREMIMNG EVERTRERARBEFMERE, FETEIEN B SEMINTERBE
ERTNUERERE—,,

MRENETAABERMERE, WNERTFIREREZER, MARE USB <.
o FTENHL (R07)

BAFLATENERHNERFENY K ), BRASHITINERNEEELER, SIRETENTIEREERN
BELABNEREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREMSE, Flw, &
IEE G R,

FTENHLEE £ 8 USB FHER T Al LUER TR
. RBEFHE (£08)

RENNABTEEFHIEER USB IERHHE, HtASSEMIZEEIE USB SMEERIRENE. CD/DVD IRap
221 SD/MMC kifk28, WEHENNEMEINENEESUREATEFMED, SIEEEBREE. HBENMN
Fil. BHIFHREE:

« 01 ZERBVAEFIRE
+ 02 83 CD/DVD i&#& (ATAPI/MMC-2)
« 03 AAMEHIEE (QIC-157)
. 04 BB HBIRENEE (UFI)
+ 05 AR AIRRN2E (SFF-8070i)
« 06 K& EM SCSI ML B HRMARBTEFHIRE
BEBRT, JUBIEFIREHRRGKIFRATEFMRE, Eit USB IHHFRLF.

ER. RN, BERSRERAMERENATEFHEINEE. FREEERREEFEEIATEARSEFMR
& (BIFFIRREIERIRETEE USB 245) AL ER, ERFMILKEE, AJLRRSSHFEENMAIEXXFEIER
I IR EhERARETHIETTo

« NBZR2M (£0d)
RER2MRETUNERSTRF, EBERTRIPIFIRBFRNER, LRESEFRIPEE
o PABETRE (0f)
XERHEEEMEESRSRE. OXRENE. TR, GHENSNHEETFECAETRRERE.
o NARFHEMENSSE L fe fff)
TGS ERABMEFENNZEARR USB BXRESIRERNNN, XLREBEETARNEFE (M),
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USB ig& 3%
#AIA USB SREEMNIELERZLIT USB 1&&£:
« JBfEF CDC =% (3£ 02 % 0a)
BEAHA#EZE. ISDN BECEE. MKREECEE UAKR—EBIEMEEN .
#AIA USB SRESF AIFERX LIRS, RAERN—MEEAIREHS ENREE BHER,
o AMEFEZNOIKRE (X03)

BEEMBANNELILE. HENAKEEOGE (HID) €1F: B8, Bif. BHHEE. BER. SR8, Y
EHIES. FHEAESThEE.

F3 01 XFFA5ISHEO%, AHHREMERER.

BRIARY USB SRBE R 20 iFfEA USB ##2 (£ 03, F£ 01, #HiX 1) 5 USB Bix (03, F£ 01, #hi 2),
g EREARMERE USB 2%, AEDREMBMBEBETIEHNLE, FEERIENSEN, 88F
EAMERNZEERAXEIRE,

« USB &428 (%£09)
USB Se4:38 A VP HIINIE &SR AT BN, ERTEHRXLIEE,

o BBk (K0b)
BRI FROEFEMATE RN RRNEMIEERERR, UWREERARNGERSRSHH USB <,
B UER SRR IBERTNRE S P S Be R R 28, MAEE USB X%,

o MR (X 0Oe)

PSR BE A TSRS ANSTIE R B0IR TS, GINMEREN. LIDEAEN. RIIRLSNE. FLEENA
Has, UR—EFEIRR DA,

EUIAERT, HDX RealTime MBS ASAER IR ERIEMBBEIIEEE,
o TEIEHIZE (3£ e0)
BEMRESHNELITHISE, FINBEHEHISMES,.
Hh— g & I RER M RRAOM AR, HEERXBIIINEIRE (FIMBEFREHETFRT) .
#AIA USB SREEF AIFERX LIRS, B, AIREFEER TR USB S ERNRE HIRE.

USB iz&7%II%&

TR LAE M Al AZE R B R ERY USB IREEVEE. BEHEE, 157 SICAROOT/ éRIBAFIRE LM usb. conf
XAHFRERIARMNTIR,

BREMIIR, TLRMITREAN, UAFHIELRAEERAAREEM USB g, EEBIIFHAEIEN
M EHRARSS SR MRS, REHELNANERZEZXEREDNPLERE,
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BRI EWNNABARIE BN T:

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R£2[EIR: AWFEHMISE

USB ZRESF

R CIEEREEAMNIEY, 5208 USB Web = EiRAy “USB Class Codes” (USB #5I453), izt pmits
http://www.usb.org/s FPi&& E usb. conf XHHAIRIEMMNRABHER: {ALLOW:|DENY:} EER—HEETF
LU FHRcERNRIAN:

i iR

VID RERARTTPRIHNE ID

REL RERARTT PRI 1D

PID RERARTF P~ 1D

e IREHR TR O R TR
F% IREHR TSR O R TP EF3€
|| IRE R TT SR O R T PRI Y

BIEZRBEANEY, ROFRLATE:

s MMARXDKNE,

o MNKEFREHE # 5INMTIEERE, REENEZIRM, BEaRBEEL,

o ERARTHNEIRTRKZE,

o AEDRANESEEHZE, BREHMERFRAMRRFE, F/50, Deny: Class=08 SubClass=05 2—%
BHN; Deny: Class=0 8 Sub Class=05 22—,

o tRCUIERLEEER = /50, VID=1230,

5l

TENTAETRTAFRRE L usb. conf XHHN—1E7. ESLHEXENN, MRS L4 MFEREN—AMRN,
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ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BEEI

AEEEEERERAT, SUUEREMNSEAEEEEN USBgE&MAR. EEMHFIEE LR SICAROOT/
config/module.ini X## WfClient Z5 &, LINTFARI&E DesktopApplianceMode = Boolean,

TRUE EAEHEAR USB ig& & A LIERThEYER. 2RSS
2 CEMRD) HAFiRE REMNEEXH) Lk
USB HRBEFRRER “4B4” MR ILIGEE, REATE
BEIEY I Ao

FALSE BheY&HE USB i&& R F.

AR

BRE “CONNECT” XBFUERFEARNBARENEDETER. Hi, BIRE “ALLOW” XEFIUARFNTE
RNEFIREENEEMILE. B2, NRIKET CONNECT 5t ALLOW XBF, ®EEXIEHEREFHEANS
BEIEEM,

E5 USBREETER

B 2207 kg2, Citrix Workspace MBR2FAFFHSES USB i&&. §& USB &&T LTS IINAE, XLIIRER
BEFEATENEORTEFNEGHIIAERIIN, £4 USB &N RFIS1EHSMAMsmmANE LA HID 1%
o

Bal, 84 USB REEEANERERIEFAA. FHIREFETE Desktop Viewer #,

BLERR, EREMEKREHBNREN, RESWEDEER. Eit, REESBEEET VDA, EXRES, EF
BEEEXHREFIEAENEER. MINERT, E48 USB RENBHEERMVLTFEARS.

USB 2.1 XE@mA%H USB EGRENHR, BE N FiREBIE— USB SAHZRMERE, IEREXRARED
EEBEEFINAZ 840, EP—EOS 00-ff BFRRE N FigE. LIRBESHEMMIIARRE USB & ERAHH
USB S£R AR FEEZR USB 487 E.

ALRERERPRER EARMNESIRER AL ENENFNUTIRE:

s BMEAUSBiRE, &
o —HHRMUNFIRE (FDIRE)
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¥AE46 USBiGER, BMREEWNIHERAAIH, EIERHELENES FMNAMENAREREAMERIGE, SiERK
89 HDX iZf2{&3eFrERI Citrix Workspace &P i,

N FHENZTEES, BEREATSMgEMN HID 23/ USB BNligE. NRB M c&EERAEM USB @E#Ti
£, ZgERTEEIMAHN HDX SIEBEHITEEM, BE, BIMAH HDX SIEBERETME, ATUKRRE
338, X5EAENHSMEHIZFBLER USB mIBERLENENRAE. XE2EA USB SFHMhNHIRS T,

AARBNIEITREETRACESENMENAMERENESREN O, BHEIETTXER-, ¥R
TENESREN, AR LASREHBITFER/LTELE, ATERAIENNARERF TR

Efg xR, Citrix BINEIRDERIRE, HENEREMAER USB @ENFEN. iRBERAIHEREMFIRER
HERIHRS ENRAREFEER, SERERKE HDX F3aM Citrix Workspace AR, ERMXAFRHATENE
BERAITERIEAHMHITERIEEA,

REES USB igENEEER

FLERE, EREMEHREHEBNLEN, RESWENEER. Eit, REBERE VDA, EAXhEH, EFEE
SEEXHREFIEREHEER. FRIMERT, E6 USB ikENBMEERLTRRRS.

BRESS USBIREMBEIETEE, HHITUTERE:
1. Szl SHome/.ICAClient/wfclient.ini BEZ& 24,
2. HIMUT%EB:
DesktopApplianceMode=True
3. &3l Jopt/Citrix/ICAClient/usb.conf BEE X 4.
4. RELUTERIREM:

« CONNECT - &% “CONNECT” XFUAESIEF RN B RIRENBMNEE M.
o ALLOW - i&& “ALLOW” XBFLUAWNEREFBEBEERIRE.

BRE, NRIGET CONNECT 5¢ ALLOW X8ZF, ®&ERIFHEHREHBENNSBHEEM,
REEFRN
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid‘
R :
5%M USB i&&—#1, BRAMNEAILEZRIE Citrix Workspace M AREFEEDi&BHILEMNISERN, Citrix
Workspace [z 25 FRX LA NLRE s RSk pE L USB g & L FIinigRiE,
SMINHBEXRET (R, EEREL). BS (1) UkS5Ha USB FRAFHNLFMEEEENSIRSMNEIE
BEAR., XLELESHEZTFEN USB i&EARITRB ZH USB & &R T iR,
BENMNZESFMNE—ITHHNEAX, £ # FRZEZAEIRF, MNE LM FH#HITRE (RRAEREFER). NAS
RENFEAOLENE—FMN, EFEFEIREFIEONEEMNER A,
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EEKEIN, FRITUTERE:

1. &3l Jopt/Citrix/ICAClient/usb.conf x4,
2. RIBFEFIMGEMM,

RHIEERN
ALLOW: vid=046D pid=0102 ## Allow a specific device by vid/pid

ALLOW: vid=0505 class=03 subclass=01 ## Allow any pid for vendor 0505 w/

subclass=01

DENY: vid=0850 pid=040C ## deny a specific device (including all child

devices)

DENY: class=03 subclass=01 prot=01 ## deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1C ## Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 ## Split this device and allow all

interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 ## Split and allow only 2

interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 ## Split and auto-connect

interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 ## Prevent interface 03 from being

remoted

A LUER U MRS ES S AN N A EB R AR E:

SIS AR

vid=xxxx USB & &Rz ID (P47 &)

pid=xxxx USB ig#&/=m ID (mi+7<#tHIRE)

rel=xxxx USB i&#&hR4s ID (T{I+7<i# L)

class=xx USB ig&£3IMRH (FU+7#HLED)

subclass=xx USB ig&FHEMAEE (AUt HED)

prot=xx USB ig&thi s (FRfL+7a#HLED)

split=1 (5 split=0) EERFD (HFFD) NEFKRE

intf=xx[,xx,xx,...] EEEFSENREFEOSE (LLES 2RI+
HEEETIR)
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i

BN SHEFRGIN BHNE USB 1%, MRKIEEEMSH, AETEAFZSHMNEAERNIRSE.

USB Implementors Forum 43 BEE XK, FEMBEXRARBERHIMETIR. USB-IF 4P maIHEn @
ID M95IR, AILERRETA (fI70 susb) EESTEIGEMMENE. M. kkaFfEAID:

<username@username>-ThinkPad-T470:/var/log$ lsusb

Bus 004

Bus 003

Bus 002

Bus 002

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

<!--NeedCopy-->

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

001:

001:

002:

001:

005:

004:

003:

006:

045:

044:

043:

001:

ID 1d6b:0003 Linux Foundation 3.0 root hub

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1déb:

Obda:

1déb:

138a:

5986:

8087:

17ef:

1188:

1188:

1188:

1déb:

0002

0316

0003

0097

11ic

Qaz2b

609b

ato1l

a301

a%01

0002

Linux Foundation 2.0 root hub

Realtek Semiconductor Corp. USB3.0-CRW

Linux Foundation 3.0 root hub

Validity Sensors, Inc.

Acer, Inc Integrated Camera

Intel Corp.

Lenovo Lenovo USB Receiver

Bloomberg L.P. Lenovo USB Receiver

Bloomberg L.P.

Bloomberg L.P. Keyboard Hub

Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t

/:

/:
/:

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M

Bus 03.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

Bus 02.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

Port 3: Dev 2, If 0, Class=Mass Storage, Driver=usb-storage,

5000M
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/:

Bus 01.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 480M

Port 1: Dev 43, If 0, Class=Hub, Driver=hub/4p, 480M

|__ Port 1: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 2: Dev
M

| __ Port 2: Dev

12M

| __ Port 2: Dev
M

| __ Port 2: Dev
M

| __ Port 2: Dev

usbhid, 12M

Port 4: Dev 6,

usbhid,

_ Port 4:

usbhid,

Port 4:
usbhid,

Port 7:

Port 7:

Port 8:

Port 8:

12M

Dev
12M

Dev
12M

Dev

Dev

Dev

Dev

46, If 0,

45,

45,

44,

44,

44,

44,

If 2,

If o,

If 0,

If 1,

If 1,

If o,

If

If

If

If

If

If

If

0,

2,

0,

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usb-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Wireless, Driver=btusb, 12M

Class=Wireless, Driver=btusb, 12M

Class=Video, Driver=uvcvideo, 480M

Class=Video, Driver=uvcvideo, 480M
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|__ Port 9: Dev 5, If 0, Class=Vendor Specific Class, Driver=, 12M

<!--NeedCopy-->

HEFEN, RERTSHINERT USB E4518E. IFDSHREEGREVIENFNIRERAERIFAED
B,

Split=1 RRHMEE SIRENFMEFROFEAIFDREL K.
Split=0 RTFFHENERRE-

=

AR

INR7ZEE split 5%, MREREA Split=0.
intf SYRZEXNITUHIRFRL RTINS A IRENFETED. NRZ, ZSMEENAESIRENMEED,
Big—1E4 USBi&& (ffI30 Bloomberg 4 $#52) HH/MEO:

« 00 - Bloomberg 4 $## HID
+ 0 1-Bloomberg 4 $##& HID
 #0 2 - Bloomberg 4 HID

« %0 3 - Bloomberg 4 §#& 54
+ 04 - Bloomberg 4 B S5E8E
+ 05 - Bloomberg 4 & Ehi@E

o BNRER T IR SN 8.

HiE

=

=H

CONNECT: vid=1188 pid=9545 split=01 intf=00 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=01 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=02 ## Bloomberg 4 HID

DENY: vid=1188 pid=9545 split=01 intf=03 ## Bloomberg 4 Keyboard Audio
Channel

DENY: vid=1188 pid=9545 split=01 intf=04 ## Bloomberg 4 Keyboard Audio
Channe'l

DENY: vid=1188 pid=9545 split=01 intf=05 ## Bloomberg 4 Keyboard Audio
Channel

&£/ Citrix Viewer #1784 USB 8EEEH
BEMIGE L IERE USB 185, BERITUTIRME:

1. ERESEP, SMEIEETH Desktop Viewer,
IEEHE Bk 89 USB 188,

E51%
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A = (] L ; * )

Home 5 h Ctri+Alt+Del Window Prefer MICes 5 ot Disconnect Sign Out

P Bleomberg LP Bloomberg Blometric Module
Bloomberg LP Keyboard F B HID Device
Bleomberg LP Keyboard Audio b HID Device
Generic Lenowvo EasyCamera

Manage Devices

2. BEERRE, BERPTEIRET,
EMERTERD %R USB 188, BEHITUTRME:

. SMEIEED > ’RE&EHD.
IR R RiF 28 USB 18,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device {optimized or generic) and policy restrictions

Device Current Connection Redirect to Session Virtual Chanmnel
1 LuLal Fiau e
Policy Restricted

Bloomberg LP Bloomberg Bio.
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect

Generic
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

e el

Refresh Cancel

2. RIEFEEIREZINEIEE,

3. BEfE,
EEME BN ARG EEE.

AR

TBFRFT R RS BTN 8 1R & 55 1RV & AR LA g S BV
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P& RGN

BUAMER T, HDX RealTime MARGHAAEIE I IRIERIEMLRGH LR, BERLEBERT, BURSERARE
F3 USB Z#5ThREEEME BN, BER USB ZENEEMEERGN, 52 HDX RealTime M BGHAAES.

ML RENEER

TEHRXTMEBREGNEERNLRBA:
« MEZBHEINEEEDFR—ES RTME %%,

o MEBGNEEEEHAT 32 (If1 64 (I AEF. F170, Skype. GoToMeeting, &fFER 32 (i3 64 {4
BEAVISIEMNEBEIEEMR. I www.webcamtests.com

o MERGVHNBEFREMER, §lM, 5 Skype EEERAMSZRGNIETHEZBE GoToMeeting B, &
IBH Skype WM& NS GoToMeeting Z&&1EHA,

EAT 64 N ARFHMKSBENEER [HKATER]

Bhe 2111 2, 64 (NRERZIFMEIREVEEM.
AR
BAMBRAIMEE A EEIEEFFEREREFIMERHTINN, FAZTFRHEEEZRENNS, Citrix FiE=
INRETN ST hRAVSZ =M, (EXUMIRHEBXETNEEMN iR, Citrix JRESRIBER G EE. SBEMMEEMN K
IRPRITIRME, BINABELEFHIESIE Beta lrzs,

o GStreamer #EZRARZA 0.1.x 5 1.X, EFEERTFRAFRENLFIIRA,
« ICAClient lkAETF 2106 (MIRFEAMZ GStreamer 1.x)
+ Gstreamer HRZAFIEH:

- gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi pluginfl libva
X264 &

AR

GStreamer #HHHIRREMINS GStreamer {EZERIMA—E, Flil, WNRZE Gstreamer 1.2.4, NIFFE
Gstreamer L.x {EHFHIRRAEEATA 1.2.4,
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ML RGN EERERE
BIWATUTEE, MEATF Linux B9 Citrix Workspace B2 L#Y 64 (I AEF SUEMAREME RGN EE R

ok
BEo

$& 1: I ICAClient WEZE +

¥ AllowAudioInput EIREN True LUEAMBRENEEMINEE. FHIAMERT, £ ICACLient FIREHE,
IEIRE RN True,

R AllowAudioInput fEi&E X False, BEHMITUTIRIELUE ARG EE MINEE:
1. §fi%l ~/.ICAClient/wfclient. ini BEBEXHHWNEHITRIE,
2. ¥ AllowAudioInput Ei&EH True,

AllowAudiolnput=True

$1% 2: I8iF Theora fRiZREE

MIN%E ICACLient #¥ AllowAudioInput EIRE N True i, BINERTXEE Theora 4HiEds. IR
BEETHRERMmISEE, HREEIEZIEREN, B2, 4Nz VDA £1 32 (IR AR

ERITUTEIELAIRIE Theora RIBRRE X2 #F 32 (U AREF:

1. 7 VDA k%% Firefox 32 i
2. iFEMGBENNRIE S, MUt https://webcamtests. com/o

Theora RiZEERZHFE M VDA £H 64 (I AIEFHMERENEEMIIE, FBE H264 Ji5H[ETUAZFFER
VDA EBY 64 1N BEZFHMNERENEE@IDEE.

S8 3. icE H264 /FiDaR
H264 s iFmEm VDA £H 64 (I ARRFHNBRGIEE M. BEA H264 4388, SIMITUTRME:
1. 8% ~/.ICAClient/wfclient. ini BBBXHHTEHEITRIE,
2. ¥ HDXH264InputEnabled {EIREN True,
HDXH264InputEnabled=True
EHITUUTRIELUISIE H264 fRiZEBE 1T 64 (I FBER:

1. 7£ VDA L% Firefox 64 {i,
2. HRMERENNRIES, ik https://webcamtests.com/,
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SR 4 BIERFKBT
LB H264 widesfa, MRMEBENEERIHEERZH VDA L1 64 UM AER, BRIERFEMIL

A 64 (I AEFHNMKRBEGTEEAINAEETF GStreamer 1238, ICAClient £/ GStreamer 1EZRRZ
0.1.x 8 1.x, EAXERTEHNRFHRENYFIRE,

S 4.1: 1%iF ICAClient fgzs
IIE ICAClient lREREET 2106, LUIFHEMFEAMNE GStreamer 1.X, RHAARZAR ICACLient AlRERKM,
BHITUTHEBREIE ICACLient IREREETENRAPREN GStreamer 1B

1. FERSITHREAUTHS:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

1s -alh
<!--NeedCopy-->

2. Wik gst_read symlink @&H#%s gst_readl.0 gst_read0.l., MATEFR:

© X X ;

5
5

=
-
5
5
=
—
1
5

=

AARXRO

J = N
=

WATLATE util BRHiafT workspaceappcheck. sh filzds, HISIF5IB GStreamer {KEITAIEE AIEH o

Citrix BIWERAESFHETF 2106 B9 ICACLlient &K GStreamer 1.X.

$IE 4.2: WiF Gstreamer FrAFiE A
BT GStreamer 1.X{EZR4h, EAMBREL T HEHEH:

* Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad

* Gstreamerl.0-plugins-good
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* Gstreamerl.0-plugins-ugly
e Gstreamerl.0-vaapi plugin
« ibva library
* X264 library

BXLREERpluginsiFAER, 158H GStreamer RIS,
AR
GStreamer GEHBIMRANITS GStreamer HEZRBMA—E, Fl90, MNRZE Gstreamerl.2.4, NFFE
Gstreamerl. x fEFAVRRAER A 1.2.4,

BEETUTHSUBE GStreamer EZLRM Y FikRA:
gst-inspect-1.0 --gst-version

<!--NeedCopy-->

BXHFEHRNES, RS RSIEHBRED RRIME RS,

ERMNERGNEE RS RIRH

B 2303 iRz, EMTF Linux 89 Citrix Workspace M B2 25 ERMELBENET ALY SERMTEE. EEAL
IhgE, IBHRITUUTIRIE:

1. 8% ~/.ICAClient/wfclient.ini BBEXH,
2. 7 wiclient.ini XtEhFHMUTEER:

HDXWebCamEnableBackgndEffect=True
<!--NeedCopy-->

AR

EEiREN Ul F1X Ul BPiREBERMSRENEERLTE RIEMIEE.
EfAETAFRAZARIERNSRNEENERENEERNEREMIEE, BRITUTERE:

1. 7z Desktop Viewer thi HE %R, A& ER Citrix Workspace - &iETHEE,

2. BERBRGHIUETFRo AR HIATIHEE,
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- = (] L Pl 0]

Switch Ctri+Alt+Del Window Preferences  Disconnect Sign Out

M Citrix Workspace - Preferences
File Access Webcam

Webcam redirection configuration

Disable Background Blur Effect

Remove background blur effect from the webcam stream

Cancel

3. EPZEAEREMMREEEUEBEBRMERENEERLE RIEMINEE.
4. BEHHAE.

Xcapture

Citrix Workspace L ARG BB E—MEBIEF N AR xcapture, LN AREFRIZEEBAFERSSRERS
X S@ EARFE ICCCM #5889 X Window M ARIEF Z B3 ER kiR, B A UER xcapture ST TigE:

o WRWEESNEFEXYE, HEAFPRERE (BFFFE ICCCM MENNARR) SEETEOFETHNER
F2iBEfXERE,
o EEEENOS X BRRFSIAER xmag 5 xv Z B HIERZ

BEMHSITEE xcapture, FEHRITUTRE:

EHSRTEOREN /opt/Citrix/ICAClient/util/xcapture, fA/G# Enter $# (Em /opt/Citrix/I-
CAClient 2 Citrix Workspace M BIEFMNZEER).

EMNBFRERESS, BRITUTERE:

1. 7£ xcapture 3HiEHEH, #i# From screen (MRER). HiFETRN+F4.
2. MATESH#TIEE:
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+ Selectawindow (GEE—INENO). FAGFBHINESFINEO LS, RAEEEBETPRE,
+ Selectaregion GEERE—MNXIH), RERITLRE, FRNEDATLUERESHIHXIH,
+ Cancel the selection (BUHESR), BEHERITAR, RERITHFRNARERE, SEARTUIE
FR Ao
3. 7£ xcapture 34iEiEH, & To ICA (FI ICA), xcapture HHAMEEEAETH, RREELEEE,
4. BiRSsERE, ENEEEOBSNEARERFPERENFES S,

EM xv EHENEEREOPNNARER, BRITUTRE:

1. MxvHREHHEEZBER.

2. 7£ xcapture XHEER, 2 From XV (M ICA), fAiFEE ToXV (FI ICA). xcapture IHMEIEZELET
t, RREELEES.

3. BMRmE, ENEESOBNEBEF P ERENNES .

ENERFOFHINBEFERIZ XV, FRITUTERE:

1. NEESOPNNAEREFIMENNER.

2. 7£ xcapture SHiEER, g From ICA (M XV), AEEE ToXV (21 1CA). xcapture IHIMEIEIELET
, RRIEELEEER.

3. BTG, BESMMEE xv #,

FEn

325 32 AR [RATSER]

AT, YEFERBEN 32 (IR, KATEERERHI—RE,

B 2212 {2, ERATF Linux 89 Citrix Workspace R BIEF = 32 4T, Fitt, JATEENZAENZE R
AR

RAMGIRAIEE A ERIEEFFRHEREFFRFH TN, HATFREEZERBEONS. Citrix FEZ
THREFR BT AR Y SZ 1522051, (BRI EBUH X L ThREM R 1%, CitriX FIRERIRIERIGMM B, RBENEZ W R
IRHITIRME, BNABEELEFFIRSEIE Beta htds,

SRR
Wai, Citrix Workspace RAEFRBT— 1M EAN, HOBRSXANBEERER, Fit, RU¥ERIIXARNTE,

MhRZ 2112 2, AGFABSRENTNERBAERE, Blt, G UERMEXRPHREAATHUE. RIANERT,
IteThRE FEBRE,

MR
. 0% . ICAClient BAfET LFIAM MEX AR

iR AL1_Regions.ini Xf§
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xE,
ZRY AL1_Regions.ini X, &% [Virtual Channels\Thinwire Graphics] B2 8RERMULTIT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R .ICACLient XHFEAEE, NER Citrix Workspace MBEZ2FH ST, EXMERT, BEREEENE
NGB,
ERAThRE, BRITUTIRE:
1. S#i%l SHOME/.ICAClient/wfclient.ini EEEXH,
2. ¥%3| [Thinwire3.0] B2 Hi&BUTEE:

InvertCursorEnabled=True

=

AR

Y Citrix Studio hHIEBMSAR RIS HITERFKMEIRE N Do not use video codec B, HiFAR
2R,

BAn
B ERAT

XY BARSTRFHR M T AT LA A MIREX 5 A RBR BRI EANET. FEAAXN RARRAMIREX RATRNBI N A
EFEERALLIEE.

AR
LtkIh8E(7E Citrix Virtual Apps and Desktops 7.8 (siE=hz4) 3 Citrix DaaS LiEfTSIERAH. BRIk
BERT, EBRLTERARS,

ERAILINEE, ERITUTIERE:
EXHSHOME/ . ICAClient/wfclient. ini B9 [WFClient] #9%, 7% 8 RelativeMouse=1,

P B BRAIIIEE, ERRSHAES, BEETBHERE. AXEAEYRTREIFAER, BSRAEEEXN BT
BE& .

ERCELLINEE, BHITIATHRIE:
N Ctrl/F12,

BRLLIIEERE, BREN Ctrl/F12 TR RSSBIETHUBES TP HREY . ERENRITN, FARPSRSES5EFIHETHI
&

BEALLINEE, BHRITUTRE:
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A Ctrl-Shift/F12,

FEBFAREERNY, WEXHLLINEE,

E3EAEXT RATE
o, EEES RelativeMouse R LT E:

+ RelativeMouse=2 #&iEE ORGE R B AILIhEEH I EHUE,

« RelativeMouse=3 \a&2 B . BUEHRIFILINEER FHUERTS,

« RelativeMouse=4 EFiEBAMEH IR TN BANEAILIEE. WERXERTRE— AR H
N Rz 5 B 502 B AN BT,

BEENRESS, FAMNMNTARIRE:

« RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #9527 ##9{E7 Citrix Workspace MBEFREM DA
config/module.ini X # [Hotkey Keys] F%lIti. RelativeMouseOnShift 1 RelativeMouseOffShift #9
HIGBEEFANENEE, £ [Hotkey Shift States] sk T,

b3y
BETH
4 EFE Ctrl+Alt+Delete B4AS:

1. HEWARAESKETEEMSEE LA Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285, & UseCtrlAltEnd:
+ True &R Ctrl+Alt+End &% Ctrl+Alt+Delete A& 153 FITIE R HE.
+ False (BAAIgE) F Ctrl+Alt+Enter % Ctrl+Alt+Delete A& 152 TIZ R HE.

HEEFImETBA USB EEMREE Bloomberg v4 $#4:
B4k, %E Domain Delivery Controller (DDC) B RiZ %K.
1. ##k Bloomberg $24#) vid # pid. %30, 7 Debian #1 Ubuntu FizfT A Fap<:
lsusb

2. ®#E SICAROOT #4Ri& usb.conf 324,
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3. £ usb.conf XA TR B A FXS Bloomberg #&#17 USB EE @, ARBEREZXHE.
ALLOW: vid=1188 pid=9545

4. ENRmHEFIH LM ctxusbd SFIP#2F, #5190, 7E Debian #1 Ubuntu FIETUTH<:
systemctl restart ctxusbd

5. BBEFmRIE. BERREEAN Bloomberg v4 BRNRIFEFER, UWEHITEER,

AEBABSEER
BEAFARERNAEERAN Chromium #A\X4E52 (CEF)

£ 1912 hrz #if9kRAH, BCR EAET WebkitGTK+ MEMRZMAE, BR, TEEFH L, FEMERND. B
hrzs 1912 2, BCR ERETF CEF W&, kIhaeFEET BCRUAR KR, EREMTENEERER. NELENE
R ERENH B <o

Bhi7s 2106 &2, &F CEF NN BABTEERFTEEER. MAERTBRZWEE.

MBFEE, A LLE SICAROOT /ber/libffmpeg.so B R H 3§ Workspace ¥ B2 F S B HEH M
Libffmpeg.so X4&iRNEEMHRREFEERNEEXH Libffmpeg. so,

=3

AR

ARMHF &R HIthIhEE,

BREETF CEF #9 BCR
ZFAET CEF 89 BCR, BT TIRME:

1. $Mi% $ICARO0T/config/Al1l_Regions.ini Xf, Hrh, SICAROOT 2 Citrix Workspace [z
EFRNRINEEER.

2. ®%ZE [Client Engine\WebPageRedirection] BHHIEBEUTEE:
UseCefBrowser=True
ERE-

o f£~/.ICAClient/All_Regions.ini #¥ UseCefBrowser EMIEERN True BY, HiB. fEAFX
MEE IME ATEET AN TERP TR, BR4£ SaaS 5 Citrix SRARN KM IBRLEAFERR, EATF Linux i
Citrix Workspace AEFALZFHIB. BAFRXMFHE IME,

o YRR EAET CEF 89 BCR B8 Web TEEE M, AIEESKREIRIMIERHEIR. tiRAEMAE Citrix
Workspace [ B#2FhR2s 2106 K BSR4,
R EERBPETUTHSUEBEZIEBSAE nssdb H:

certutil -A -n "badssl.cer" -t "C,," -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
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<!--NeedCopy-->

SRS HIT:

-A - AEBERRINES,

-n - IERHNEMT. LLBHEANEAN, ATAFHRMIER.

"badss'l.cer" - M badssl.com 52 S HBBEFHHE IR,

-t "C,,"--t &R TRUSTARGS, C%H CAIEH, BXIFMES, EBR Google i,
-d ~/.pki/nssdb - #iBENMNE.

-1 - RABAX . WWESHATFRMIERXXGHNAENEZ M,

Bx BCRWER, &2 Citrix Virtual Apps and Desktops XA 28 A A EE Eo

ELE N RN AETEMS N 5 2R IRE BURFENEE
B Citrix Workspace M B2 2303 frAiEe, BERERETF CEF WRKRRRE IR HIBEEEREZ. BERBRE, 18
PATLUTRE:
1. &1 3 SICAROOT/config/Al1l_Regions.ini X #, H &, $ICAROOT SICAROOT 2 Citrix
Workspace i AEFHEINREB R,
2. ZE [Client Engline\WebPageRedirection] BHAHFMUTEE:

CefCachePath = <folder for CEF based BCR tmp files>
<!--NeedCopy-->

B EER

AEFN4E HDX Broadcast BrhE P imE#EZEINEE, Citrix BiXEEtkIhie5 HDX Broadcast &iEnI S IhaELS
SR,

BTHMEFEE. NEEREHEEXELLETNESZ CEZRERRE, AP s MNESIENFERE, @it HDX
Broadcast BEIE P IRESIEREINEE, EAT Linux 89 Citrix Workspace N RIZF A UG E SIZ M E SN FF iR,
HEERE P ESINEEISEMNRIE,

ERSB EERILLINEER, AP TEFohITEMEZIN 44T (E, Citrix Workspace &2 xEiXEMEZIISIE,
BISHMEERTIHEAFBEEMEESHAL. IREEHTHFP SMRIE, NWEEEMERIETEEAFRE

—MEREBOINEE, MRAFPREIEMRENBRER, WASHITEDEREE. AP REEMERIINTE
#%E’\szﬁo

BIAMERT, EAT Linux & Citrix Workspace M ARRF#ER 30 W BERREMERNANSIE, XENEMER

S HIT=R

®id AccessGateway iE#ZRY, ACR ReJf. EHLEMEERR, BESVERSSENEF G EBRAXIEIEMTNEE, #
£ AccessGateway E#{TEZE,
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B XEE HDX Broadcast BEhEFIREMEZEMNRAE, 1521 Citrix Virtual Apps and Desktops X%,

M

ECIER
AN HDX Broadcast 2IERTSEMINAE, ZINAERUIAR T RARS,

B F HDX Broadcast 211 M INRE/E, MRS5EXHHRNARER ZENEEH I, BRINTHEERIZNERERFN
Q. BN, TEAREHNEENECERFRERMA, MIUTMNERNDEES —KHN, REEMRTER. Fi
HAie), BEMEMPPEHRIE. RERHEMRE, AENAREFRETARE, EMEIIERN, XEXEREREN
BEFH.

WE, EAUEREAEETENEIRBAENT K. FIALERINE, IFEORRKE, HAEETNSEETRHET
TREERE R 2 BIE9RI RS 8],

Rw

AILERENER Ul ZRRERFRBEIRTAENRENRERE. BAERLT, EREN 80, ZRAESR
getd 100 (RTZEAEN), AMRKR/MEREN O (R2ETRR).

RIERNERERE, ERTRBAIEERER. EUURESRE#HITRE,
Bhr4s 2109 2, SEAEEBIBRINETERRS.
BEAIEIRINEE, BRITUTERE:

1. &3l /opt/Citrix/ICAClient/config/module.ini BEXH,
2. 7£ [WFClient] &9, EBRUATIRE:
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SRNotification=False
AR
3% Citrix Virtual Desktops it haE,
BLE BohEF InEMEENSIE S 4N, NREIEEER, SFEAEENEEEMARIT. KBRS ENE

Y SHMERENER, JREKFEE 25 WIERENER R, ARFE—RIUEENNE FOAERN 180F) *R=
HERER,. IRSEAEMIEELTEAENER, BoFFRENERERZRERNER.

WNRZAT HDX Broadcast &iEal S, MATFRIEBEMNBIAROIFE 1494 %5 2598,
Citrix Workspace AP T AB =L ARS 231 E.
BE:

HDX Broadcast 2iFAI M EE (FRAKEMKISE) ERSE LEAS—INEE, ELERAM XN ZRERMX
iR B HDX Broadcast £iErI 5214 Ak,

ERSIER MR
REARMEERRISERBARIETEL.

RIEAU B ERIRISENRINMER 1807 G ). MRFE, JUEKSIFTEMERIERFTTAREHE. &
FARTEENHITEHRIE.

few

Y

MREKSIFRFTTFRSHREKE, S BEATAHBETESNIEE, XMERTRESFEREENN
BFEEBIAIZEIE,

FARIETEEERERRO 2598, BRIFEERERFUEMKOSHRIKIEEPEXHNROS,
BXREESIETFEHERBHNER, BBRSIEURERKILE,
AR

BRI RMERINERSSHREA. ZERAITHEE, RECERS 3R EIER.

ZIRIKIERE

Citrix Workspace LB#2FRAE T ZMEAR, AEYSHNERGEFRREHRESERAF KR, EERELAER
MREEY, XERARDTLURARF KR, 0T

+ HDX MediaStream Windows Media £
+ HDX MediaStream Flash EE®

+ HDX RealTime ME B G MIRESE

* H.264
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} =r

AR

Citrix 3% RTOP 51/ GStreamer 0.1 Bi&ATF Linux B Citrix Workspace A 2R 1901 KBSk

H17,

HDX MediaStream Windows Media & A

EM Linux BPRIEEHRIMNER Windows fSE IR ZIEAHENBEREERSH 5, HDX MediaStream
Windows Media EE B A U A#H mEREH, Windows Media EEEIRMH T —MIE AP IS MIEIRS 28 HIEK
BARIEITESSCHFEINE . Fit, BRET BRBEEXGHNFRER,

Windows Media EE@ATRAED Windows & Eiz17H Windows Media Player R ERIBHRESAERE, It
Iheer 2 is s, EhaiE:

.« BEFHER (ASF)

. EHEKERA (MPEG)
o ESTRIMBTSHE (AVI)

. MPEG 7% 3 2 (MP3)
« WAV EEct

Citrix Workspace M REF T EEE T XA REK MediaStreamingConfig.tbl, BT Windows $E I &
&3 GUID %#ipk GStreamer AIUERE MIME K8, ATUEHILEIRRURITUTIRME:

o EFEIRR PRI Z AR AR A Z R RAT 538/ X8 o

 FELIEFEEZB GUID LiRFIEIREIARS B iHZE Mo

o @A MIME FRERFINELSSE, UAITETESRRN GStreamer SHARRE A,
o BIERMIEXRFAFIRE LW GStreamer ZFHNEANXHXBWEEXEE.

BEE P IR, BRI UAFAPREEREIREAEEREEAA <http: / />  <mms://> & <rtsp://> B
URL #9gg(x, mari@id Citrix BRSS8BFARRAERER, RESB[ATKAFPREEDIEERURLEERGS (B
B, 5. Sk SENBRE). B2, RSSJFCEEMERKE. LIEERKRE ERAESRSHEEA GStreamer
o

ZELI HDX MediaStream Windows Media & @, i&HITI Ti2E:

1. R E GStreamer 0.10 WEMNAFKELRERRY, XZ—IMHRSEMER, BEBERLT, BARE
GStreamer, AEE%R%E Citrix Workspace AR, UATFRE IR Citrix Workspace W FHZFED
BRfER GStreamer,

K % ¥ Linux & 17 ki 8 8 & GStreamer, 8 L M http://gstreamer.freedesktop.org T #

GStreamer,

2. ERABFIHRE, EAAPBETILE LB GRBREMEN GStreamer MMURIEM. ATLER gst
-launch TAEFRRIHEHRETEREBRIET. 1R gst-Taunch ATLUER URL, MIFREEEYEHBIEETT.
g0, #5517 gst-Tlaunch-0.10 playbin2 uri=<http://example-source/file.wmv> ¥
BEMINE T 8L ERRER.
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3.

f£ig& L% Citrix Workspace R A#2FAY, MRE[FEA tarball Bz, 15%EF GStreamer M (XFF
.deb M .rpm#RHE, LPBRKBHTEMR) .

FEES TP IRRINIRER KB

BUANERT, BRELkIEE. ATLUER All-Regions.ini 89 Multimedia 843 % #) SpeedScreenMMACSFEN-
abled =M ALLINEE. MRIFUETUIZE S False, Windows Media E5E M A FiRiF b E,

ZIAERT, FiE MediaStream ThaE#RER GStreamer playbin2 thille W FBEF IR ZINIFRE
MediaStream IhgE, AUMERIZEIM playbin hi¥. B iRiREIIEE4SHET Al1-Regions.ini X
HHIZIEEEEHE SpeedScreenMMAEnablePlaybin2 #IfER playbin2,

Citrix Workspace N ARF LA IRFIBRIIR G REEESXMH, FId0 .asx 5k . nsc X, WMAETEE,
ARSIUEE — A5 XL HEBIRE URL, A gst-Taunch AIMIEEEN URL RE5E .

XF GStreamer 1.0 W3EEEIN:

IANERT, GStreamer 0.10 BF HDX MediaStream Windows Media EE#A, GStreamer 1.0 {X7E
GStreamer 0.10 e B ERH,
WEREFER GStreamer 1.0, BEFEALULTIRA:

. B GStreamer HEHMNLEB R, HHNREUERATHRITHR. 1BERRKEKRLEHWMN GStreamer

WREARXMSB. HEHRERRRN /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,
EHERAT Linux B9 Citrix Workspace MREFHNREE R, 151 (root) BRLTENIRIAB R A /opt/C-
itrix/ICAClient, FE$ AP REMERINB R SHOME/ICAClient/platform (g0, Ee, platform B1Y
2 linuxx64), BXEFMER, BHBRLEMNLE,

B33 fE GStreamer HEHE B RHPIRE — T 5 # 1% %k © # libgstflatstm1.0.s0: [n -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, 1t % B & &
SERAMNNR, Fig0, A sudo,

. ¥ gst_playl.0 FEf&ikes: In -sf SICACLIENT_DIR/util/gst_playl1.0 SICACLIENT_DIR/util/gst_play.

I BRETRE R EIRFARIMR, 5190, A sudo,

MR E7E HDX RealTime MEZ G MAELSLEHER GStreamer 1.0, EFEA gst_readl.0 fEHiERES:
In -sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read,

B A GStreamer 1.x

£ 1912 hRZ HiRUhRASAR, GStreamer 0.10 BZIFZEAEEAMEIARE. B 1912 ki, EEI LU GStreamer
1.x EEE R IARES,

PR

AR, REMR SRR ETAIZTNE T/F,
L&7E ARMHF i&& ERap Citrix Workspace R F#ERFEY, GStreamer 1.x AIREFAFRTEATE,
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%% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x &
ZERNLUT R

* Gstreamer-plugins-base
* Gstreamer-plugins-bad

* Gstreamer-plugins-good
+ Gstreamer-plugins-ugly

e Gstreamer-T1libav

TSI 32 IS

FERLE Linux OS &17hR (5130 SUSE #1 openSUSE) L, RAERERAFZBINRFIRFH GStreamer R, 7
EXMERT, TERAEHEIMIGERE 3 HI 5.

1. M https://gstreamer.freedesktop.org/src/ FE B,
2. RENAR
3. SMARENRHEPMENER.
4, BT TS
$sudo ./configure
$sudo make

Ssudo make install
<!--NeedCopy-->

BINERT, M #EISXEAIT /usr/local/lib/gstreamer-1.0/,
BXHEHRRNER, BESRMIRPLXE CTX224988,

fidE GStreamer 1.x
EFIE GStreamer 1.x LUES Citrix Workspace M REFEEER, BEA shell B RANAUTES:

+ Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

« ICACLIENT_DIR - iR T Linux 9 Citrix Workspace R 2 FHIRERZ,
o GST_PLUGINS_PATH - GStreamer a8, a0, 1 64 fil Debian i+ &M £, LLEEE RN /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,
PR :

o TERRZAS 2106 ZFiBIkRASH, A GStreamer 1.15.1 REBIRAR, WMEBGIEETEAIEERRY, RIEA]
RER BN ER,
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HDX MediaStream Flash E&[

&3 HDX MediaStream Flash EE @, A5 Adobe Flash ABEARFIEEARHIER, MMTEFRSHRER
BIER T AR PR ESEWMEN ISR RS R

1. BIFAPREREAREIEER, AXFAEE, FERARENR,

2. EFwfclient.ini 89 [WFClient] 249 (ERTFHEBFPWFFEERE) = AL1\\_Regions.ini &9
[Client Engine\Application Launching] &85 GERFIREFMFAERF) HFMUTSEH:

HDXFlashUseFlashRemoting=Ask: Never; Always

T8 E LB A HDX MediaStream for Flash, BRNER T, IHEIEEBAMTR. i, RHESEAR
BTR—NHEE, MiHREEMEEERES Flash AAH Web TEIHELIZAS,

HDXFlashEnableServerSideContentFetching=Disabled; Enabled

5t Citrix Workspace R B2 B AR RS SRIFH BRI, RINER FHERERNEEA,
HDXFlashUseServerHttpCookie=Disabled; Enabled

BAZEA HTTP Cookie EXEM. BAERT, LLEIZEN Disabled.
HDXFlashEnableClientSideCaching=Disabled; Enabled

5¥ Citrix Workspace R FA#2F1RENH Web B BAR AT F IHEFIIEE. RIMERT, HERER
BB,

HDXFlashClientCacheSize=[25-250]

U MB A8 MUEXEFIREFNARN WWENANTUZNTF 25 MB 2 250 MB ZiEfEfE. AEKX
NREIEY, BRREFRONERAS, UEEHEHRRS. RAERT, IEIRERN 100,

HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

MBS RS BRI SIRENINAEIRINIR A E X Citrix Workspace M AZFERMNERLE, BABRT,
tEIRE R

Persistent,

AR NEUTERATAEERELSE:

HDXFlashEnableServerSideContentFetching i¢ &5
Enabled.

3. BINEZH Flash E€@. 7 /config/module.ini &, 3 FlashV2=0ff &2 FlashV2=0n LB Bi%kE.

HDX RealTime MR EHMIAESE

HDX RealTime 12t 7 W& BEHNMAEFFETRIZS WM BT BRI HF BT, WA REAFEERS
HDFaces #J GoToMeeting. Skype for Business %57 RiERF A B RE 1A,

1. WIFAPRERTHESTIIEE R,
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2. WiEMultimedia EINBERTERA. BEREEHA, BTH SICAROOT /config/module.ini Xf¥,
SRIEHeE [ICA3.0] o HM MultiMedia BHRIEEN Ono
3. BB EEETTHEEN “ERNFMMLEIRGEY” TE LN ERRNEZERNANMNERETB AN

#/H HDX RealTime M RGNS ESE

BIAMER T, HDX RealTime MARGHAAEIE T IRIERIEMLRGH L, BERLEBERT, BURSERARE
F USB Z#FIREIEEMER G, BRIIERE, BIMITUTERE:

o 28 HDX RealTime MKRIEGHMNITELE
o AMFIBHETBA USB Zi¥hsE

1. 7EMRL.ini X4 [WFClient] 8o iRl T544:
AllowAudiolnput=False
BEXEMER, BEARIARE,
2. T usb.conf Xff, EXHFBEHELTF $ICAROOT /usb.conf,
3. MIBREERELITIT:
DENY: class=0e # UVC (Zt3\i@id HDX RealTime MBIREHNASAESS)

4. REFEHRAZLX S,

@id Citrix AN 2RHR SaasS MRS LI0kRINEE

3t SaaS MARRFHNRLFRRMETHAFRRNELXMMN SaaS MARFNSE—AF 4, SaaSNARFS Single
Sign-On —i2igfft, EERMETURFERNNENRLAF REEZZTERGNRIBEENEE. BREBLRP,
TR LARRESTHFE Web 3E:2F0 Web sk 52385915 1RI AR,

iEATF Linux #y Citrix Workspace [ g 2@ i iz hIiRSS A SaaS MARF. @I ZRS, BEEATL
RHBERRINZIFERE. £/ Single Sign-On UKRABIKE.

WEFY:
IIE libgtkglextl BRETH,
M=t SaaS MAERFEEGUTRSE:

- BEEEFEE - FFRE. EHMNER,

+ Single Sign-on - /A Single Sign-On BM&ER.

o EATAENARRFIIVERR - o3 E BN AR #TETRIRNEE,
AR
A Citrix Browser Engine #9 SaaS {X7£ x64 # x86 & L=x%#F, £ ArmHardFloatPort (ARMHF) &
B ERZEHH,
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BXRIFERIBRIEHIRSEE SaaS NARFIER, BSRIEREHIXE,

B SaaS AR5 Citrix Workspace M AREFH¥AE S, ESRIEMAT Windows i Citrix Workspace [
RBEFEXEH Workspace &,

H.264

Citrix Workspace M B#EFx15 2 Citrix Virtual Apps and Desktops 7 BR$389 H.264 B#Z, &% HDX 3D Pro
B, WEREXFFERREEBREDEINEE, ZERALTRARS. SIME JPEG FHFEEMEL, thIhies WAN
W& LRI T FEM T UNERL BEFRE MRS,

=

pE=
7£ H.264 &, ERATF Linux #9 Citrix Workspace AR HF YUV 420 18, F%# YUV 444 18,

REBATERRBHITIRIFEIZA I (UKRKSIER JPEG HFILDSELEER) . BRI UTEREESEFEIDSEX
BNATFERRSHER TRANARE. HIKEEMTRELESESREGREXAHIFXBXAEERDHIER
B CPU B9EEAS,

BE.

BB ILINAE, 1E701ER Citrix Virtual Apps and Desktops 3 Citrix DaaS i R 2 kP ERTIRIEE
MBFEAT LTHRILE, H.264 FBEERSS EATEZRRS, BiE Citrix Workspace M ABEFHTEER,

REEERARESETE.
Ewfclient.ini Xtd, 5 H264Enabled i&E 5 False, It BEXSZHANARER,
BNBRANXARE, EHITUTRE:

ERFEFRAFRILBSEZERE, Ewfclient. ini X%+ TextTrackingEnabled i& & False,

=l

AIUERERTRE L2 RAUEMRE, HARERRIEFIERRN XSync Thaesu JPEG RBHNRREERAAIES .
1. BIEER JPEG EREZREXLINEE,
2. 72 wfclient.ini 8 Thinwire3.0 #8%3/, ¥ DirectDecode #1 BatchDecode i& &4 True,

AR BA “HAIREREE” EREA TR XSync”,

HEIER
ERHRAET, debug.ini M module.ini XHERAFEREERSIESH.
Bhizs 2009 &2, EAIUERUTAEZ—REBETIER:

- B213EO
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« GUI
[E#, Bhk4s 2009 &, debug.ini BEXHRM Citrix Workspace F A2 RERF RS MR,

BEIERIEERH Citrix Workspace M AREFHEFMAEE. BEEXNEREERI BT CRKIEE. E=AF
EZABRALUERABEIESE SDK (154 Citrix Workspace N BEEFF &k SDK H—EaR4E—ie) RNBLAE
IRl

AL BEE B HATIATHELE:

o DHIFRRMEAEGHIAEE, BERENRRIZIER.
o hENEREEMBIREE.,
o IREEIER,

WMEMER root AFPMIERE Citrix Workspace MAEF, MNBAEIEEME /var/log/citrix/ICAClient.
log ®, &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logH,

=4 Citrix Workspace R, BeIE—1 87 citrixlog WAFMEEEIZRINEE.

S TEO
1. EHSERTFT, 8ME /opt/Citrix/ICACLient/util BR.

2. BEITUATHSLULE BEEIED,

i

./setlog help
IE S B RFE R A<,
TRYE T SRR EMEMAREREE: ERIUSENGSTESES, BFERTR:

RIR A&

#= LOG_ASSERT
SR TC_CM

EF CEF #9 BCR TC_CEFBCR
& P IR S ARG TC_CAM
BRI TC_CONNCENTER
EFImBERD TC_CCM

% P im IR R 2R ARt TC_CDM

BI%8 TC_CLIP

& P IR TENALBREY TC_CPM

B P iR TENAL B SY TC_CPM

FK TC_FONT
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&RIR

o

ShiZiES
MNEYRIEER
IPC

SRR RS
YRIRENIEF
E4 130
ERARBRET

MS Teams
HithE
MINIRENIE
PNA RIS
WESHAS
SRCC

SSPI & &
Baek
BEIARSS
BEIBRSY B
StorefrontLib
ZRIREhIEF
Thinwire
BREORE
ENEE

PAL

ul
UlDialogLibWebKit3

UlDialogLibWebKit3_ext

USB sririzF
TR ENFE

HE%E

TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD*
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
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TR SRSES
Web & TC_WEBKIT
WinStation IE¥zhigEF TC_WD
Wfica TC_NCS
Wfica5|Z TC_WENG
Wf-ca Shell TC_WFSHELL
Web #8112 TC_WH
FHER TC_ZLC

GUI

HERE > R{IFIEE, SRR Citrix Workspace - E3ERXHEIE,

EIREFAME SRR RS, aTUUERMUTE:
- BXZH
o {XPRERIR
ot
o JE40
ZINERT, BEICFHEIZERN Only Error ({XFREEIR).

BAFAIERAEHRIE, FAit, RERAaEa™ERM Citrix Workspace R AEFHIEEE. (NHMIERBREENA BN

fERIFARA.
ERFRHNETIERENGE, BEREHXH. XEEFERIEPHENA.

PHAFTIEREN MEREZVAISEEIT. EEER Citrix BEERIEE,

AR
WRMIER ICACLient. log X, M MEFHBNHEIZRRS ctxlogd,
B0, MREEANERARAZFTNRERR, BETUTH<S:
systemctl restart ctxlogds
TEhi 7S 2006 RERhAFEAAEIER:
NRICEAZMZA 2006 RERMRZA, FEAUTIEBHAETIER:
1. THHAEEM Linux itEH =2 Citrix Workspace FB1ER.
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2. ¥ ICAROOT IR T EIRBENLEAE.
g0, Jopt/Citrix/ICAClient,
FHIANBERT, TC_ALL L TFERRELURHEFIERE,

3. ERERTEERNABE, BITHFAUTF SICAROOT M debug. ini XHHEFABMRERSHHFME [(wfica]l
B,

ANEE “+7 FSHRERE, Flg0, +TC_LIB,

ERILURINBE B S 2RI RRZ,.
flgn, +TC_LIB|+TC_MMVD,

TRIET wica BRMRHEBNRIREE:

TRIR TraceClasses &
=7 TC_TW

EUEM TC_EUEM
WFICA (&iERzh) TC_NCS

FTEN TC_CPM
BT - WD TC_WD
E#ZIRE - PD TC_PD
BRI - TD TC_TD
5RIEEXAIX 4 TC_PROXY
SRR INIREHAZ AR RS AT TC_MMVD
IR EhIE R TC_VD

P IRIR RN 2R Rt TC_CDM

=L TC_CAM

COM (GEfziwA) TC_CCM

Tohg TC_TWI
BeE* TC_SCARDVD

TR T ERROER R HABANRERELE:
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HRIR TraceClasses &

EEREAID TC_CSM

T&RIET setWebHelper BIiRERZ(E:

TraceClasses (&

#% logSwitch &R 1 (BA) ® 0 (ZA)
il logSwitch =1

HFE RS
R ctxlogd TIFFMEL, MATE syslog PREHES.

BEXRRAERLBHINERNHTAENERNBENES, 1551 Syslog iiE.

Syslog it &

BIAERT, FiE syslog BE#RETE /var/log/syslog th, BEE BEXHFRREMABTR, 157 /etc/rsyslog

.conf X#H# [RULES] 885 F4REUTT. a0,

user.x —/var/log/logfile_name.log

REFFMBNER, REERUTHSENBL syslog BRS:

sudo service rsyslog restart

FEILANANES:
o BIOIEH syslog REHTA, &MER syslog HizfTd<: sudo service rsyslog restart,
« ABBHIEBEEHE, B rsyslog. conf XHFLAIMN $RepeatedMsgReduction on,

o BIEWAR, BHERDCHER rsyslog. conf XEF£k8 $ModLoad imuxsock.so 17,

nEAFICR
YUTLAEBERZEZEASIER:
« REV/IHEE: BUKER syslog FRSS 2809 rsyslog.conf XYL TAT:
$ModLoad imtcp

$InputTCPServerRun 10514
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o« BPIREIE: @i¥E localhost B NIniZARS2SHY IP #hiit, £ rsyslog. conf XHHFMUTT:

*.% @@localhost:10514

WS BEX M

Wal, ZARATFE Citrix Workspace ARFHIREREXHNITE, BEXHIBEFRHXHERF, EUAF
EIMA RIS (KU BEX o

B 2109 hiit2, Citrix Workspace RBEFESIANT collectlog.py TR, BFMNFRANXHRFIRERE M. BTN
FERBSITEITZIR. ERNAEXHAEEER. AIUMEARS 23#H1T TH,

wEEMN

« Python3
. FEFIMIZERGFERS

BhRZs 2109 &2, #mTmMXH, MUEA collectlog.py TRMEBREXMH:

« logcollector.ini Xt - REEHEXHHIZFFMERR,
e collectlog.py Xt - WEBEXHHEEFRTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZRNERT, [hdxteams] AHEIEFHMEl Llogcollector. ini X LUKE Microsoft Teams FAEX . 18
2, BHILURBLITEEE logcollector. ini XA E LA :

Sz ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini X,
2. BT RGNS B SRR RIA G

[component_name]
log_namel = “log_path1”
log_name2 =“log_path2”
NRIGERAEMZ 2109, HEEIE T ERKEBRE MG
1. FHHAEEM Linux itE# L% % Citrix Workspace R B2,
2. EHLTH, BMF /opt/Citrix/ICAClient/util B
3. BITUAT&HL:
./collctlog.py -h
RBETUTHSTHEER:

usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. RIEFESITUTHL:
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./collectlog.py - ERRIARFEPHNREXHRIKEREXH, HERNBREZPREEFREFENEREN
BEX .
./collectlog.py -c /user_specified_path/logcollector.ini-EHAFIEE
BEPHREXGHKRERSXS, HERIABETRERTFIESENBEXX 4.
e ./collectlog.py -c /user_specified_path/logcollector.ini -a/another_user_spec
/- ERBFEEBEINEEXHREREXH, HERAFEXNBETEERENEENES
.

AR
logcollector.ini B & X % 89 X IA 8 & & J/opt/Citrix/ICAClient/config/
logcollector.ini. E4ERBEXHRIFINEZA /tmp,

5. SM3 /tmp XHFHUYE cwalog_{ timestamp } .tar.gz EFHEXH,

AR

BEXHBREEXHE N cwalog_{ timestamp } .tar.gz B /tmp X3k,

Microsoft Teams FI{i1,

5/ Citrix Virtual Apps and Desktops g% Citrix DaaS L& Citrix Workspace M BiEF AETS®EA Microsoft
Teams #1T{ifk. Microsoft Teams L2 TF Microsoft Skype for Business # HDX RealTime k. RREHI
2, (13§ Microsoft Teams R FrEERIFTE A ESEEI VDA FERBTF Linux 89 Workspace R Bi2F .

i@d Microsoft Teams fifk, EAT Linux & Citrix Workspace MBREFXIFSIM. MHMREEEZINEE

=z

AR

+ Microsoft Teams b {X1E x64 Linux £1THR =%,

« Citrix Virtual Apps and Desktops #0 Citrix DaaS #83%z#f Microsoft ik,

o 3+ FEA Dell Wyse WEE F i, 151 A Citrix Configuration Editor 4548 /var/.config/
citrix/hdx_rtc_engine/config.json XMW EESH, EXFHAREE, 52 Dell
o

BEXNAEEBRTERMNELR, 5B Microsoft Teams FIHEIZE TERNS Bi#FTIEE,
BEXRZREBRWER, 1BEF Microsoft Teams HILER,

BXRFMER, FEH Microsoft Teams 7441 Microsoft Teams EE [,

SIMECEEIRTINAE

R Microsoft Teams B2 & T Bohil s HI IR FINHNEM, Citrix EE @A Microsoft Teams BB E AV {E,
BN, BiAERTIEBREXERET, B2, B Citrix Workspace RZAERF 2104 2, [EFEEMREMIIALTFZARS,
B Citrix Workspace AR 2112 &£, BERATLUEIHRITUTRIERELBIAGE R AS A (Fla0i 28 A
EE. CPU I SXEiminkngss) .
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1. £#13 /var/.config/citrix/hdx_rtc_engine/config.json .
2. RBLTER:

+ EnableAEC{E 1 {XTEBH, 0 X-EHEEHER

» EnableAGC & 1 ®REM, 0 XRT~EMBLHITH

* EnableNS & 1 &®TEA, 0 RTAEAEEIDE

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"EnableAEC":1,"EnableAGC":1,"EnableNS":1

<!--NeedCopy-->

BiiERE, YW webrpc BE (/tmp/webrpc/<current date>/) RREEFEEUTEFEURIIEREEE
ESVE

/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02

14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio
constraints, aec=1, agc=1l, ns=1
<!--NeedCopy-->

A Microsoft Teams HU4RIDEs 4 AE(L B 28

HdxRtcEngine & A7E Citrix Workspace R A#2FH# WebRTC #45|%, AFAE Microsoft Teams &
EMo. HdxRtcEngine.exe AILFfAIHRA CPU ERBHMER FTAIUAZHREFEMM (RE) HPWE, 7
BEH9ME 240p. 360p. 720p 1 1080p.

MREEE IR EA R R R E BT ERRIRMNRED R, FRRERENREEERNEEERTESH
DR, REFDSENEIURNES ZENNE, BRURNESSIWRS [ ZENHE.

NTFEEEHCHNERTASPERNER, TRYE T O TR

iR tEae RADER AMRIUE
(7S 1080p (1920x1080 16:9 @ 30 3

fps)
H 720p (1280x720 16:9 @ 30 fps) 2
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5 5 A BADE SERRTUE
12 360p (640x36016:9 @30fps 1
5 640x480 4:3 @ 30 fps)
e 240p (320x18016:9@30fps 0
320x240 4:3 @ 30 fps)

BIRECWN (REE) DPRE (FI50360p), BEMRIRBITUTEHS:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams HHEIZR

EFA Microsoft Teams MEEIZR, ERITUTIRIE:
1. 8f&l /opt/Citrix/ICAClient/debug.ini .
2. &2 [HDXTeams] &%, W TFFR:

[HDXTeams]

;5 Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

5 LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0@

3y None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

<!--NeedCopy-->

WA LB 7E config.json XHHRFMUTTREAEEIER:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 145



BT Linux & Citrix Workspace M BiEF

"WebrpcLoglLevel": 0,"WebrtcLoglLevel": 0
}

<!--NeedCopy-->

3 Wvm-12 500 libunwind-12 FE{K#iIR

BEbRA 2111, # llvm-12 507 &% libunwind-12 FEEOBR &I, B2, BRNERT, REMIERLTEERE
RRTEIE. BB TS BEFEERFHRE libunwind-12 &:

1. THAR,
2. WA TURSE Ulvm FEETRX MG

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add
<!--NeedCopy-->

3. WAUTITUEE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HILAFAT:

deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BITUT&H$UEE libunwind-12 E:

sudo apt-get update -y
sudo apt-get install libunwind-12
<!--NeedCopy-->

PREIDSAD IR [RATAEAR]

1k A P A M RE RIEM E F i A A B IR 5 7] USRI IREIE AL LSRR IR,  LURD RAD AN SR D ISR X Lt 2
FEEIE, BEAT Linux B Citrix Workspace R AB#2R 2303 &2, &RILUERR P inke & eI PR H1X L8 5 HEE,
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AR

UZROWERTTHAFP XMW EENARE, EA Microsoft Teams RS BARWEMNFERINS5E
ERRNRDBRE,

BINERT, =ET Citrix Workspace R B2 2303 MEFFin 2 AWUERE. BEEH, EBRMAE /var/.
config/citrix/hdx_rtc_engine/config.json XEHFIRBUTEFIREE:

{

"EnableSimulcast": 1,

"MaxOutgoingResolution" : 720,

"MaxIncomingResolution" : 720,
"MaxIncomingStreams" : 4,
"MaxSimulcastLayers" : 2

<!--NeedCopy-->

AILEA Podio RE RN IEF RIS ARIRH R R
=

RAMERAIER P EHFEFIFRREREFFRHH TR, FATPREAZRBENN S, Citrix FEZ
THREFRSThRAOSZ 1FER M, BYGDIRHEUH X LINREM R R, Citrix FIRESRIBRIRA™EY . RBMNEEMENR
IRHITIRME, BINAETEFIFEREE Beta hitds,

BB RO

8 Citrix Workspace R F#2R 2303 i, SR UARERERNE EEMEED, EAIILNENEE, NRES
SO MLERH BRANBMERERE, WAIESEISZ— ML, ERALIIEE, BEAILERINEE:

1. &M%l /var/.config/citrix/hdx_rtc_engine/config.json xXff,
2. BEILITES .

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

> NetworkPreference” :1
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<!--NeedCopy—-->

3. RIEEEFERAUTEZ—FH “NetworkPreference:” {&:

o N
Wi-Fi
FHMLE
VPN
[
e

)
o b~ W N

BIANERT, MRKIGEEME, WebRTC A5 L RiEFERER AL,

Microsoft Teams i1k AIIL3BIHAE

+ B Citrix Workspace [z FR#2F# 2101 hrie:

- Citrix Workspace AR RERZFES Microsoft Teams ®RE—iEiTH,
- Biiads IR EFEANSEINLEE, HRTFSENINEE,
- HTTP REXZFHEZ SRR,

« B Citrix Workspace [ZFE#2FH 2103 fRie, BINERTREA VPO Msi4miED2E,

« B Citrix Workspace R F#2FH 2104 hRi2, BINER TERAEREHERINE. RITBNEREERNEDS
BANZRRXHATEIE, BRAEAEN. EEETERRERFiH ELKIMHNAERNZHMIR

+ B Citrix Workspace [z 125 2106 hrie:
- LFl, 2EREHEN, RARRSEHEETRINTRTRNERTRERS.

ERREF, MERENTEEEIREENBZXEPETR. JLUEE VDA RETETREXZNEMNR
Bo ZENETHR LRER—IMBIESK, EERSASHNERFEREREEINET,

ELEERT, EUTUMERETER—NREH#ITEE, Desktop Viewer EXHFOER (RAk.
FEREHE=/NME) B, REHEREL,
+ B Citrix Workspace [ FB1EFH 2112 hrie:
EE
LU IhEE(NTE Microsoft Teams #HINEEEFER B, Microsoft #H b E AT, E&EE CTX253754
LURER S A4 A Ao

- 1z Microsoft Teams FiERizHI
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EARkRAS, 25EEERZREEH, EAIUTE Microsoft Teams @iEHRENERIZHIN. RFEHING,
TR HERRH TR, REHEMIEN,

EEHIHZRENRE, T Microsoft Teams REMHMIEREZEGIN, HERBHNRINBE5ETT
AW THELERIER,

RIGERNG, BAUNHEEREHITIERE. FEMEMENR, TRE, RERRIEHING

PRI

* Linux BRI EARTESEMNETFEMAR. 52, 7 Linux BFREENVARFHERER
BE, HETARPREEEFIEEAET, XEBTF Microsoft KR,

* HERUHEF Sins LS THZAN Microsoft Teams SEE P in LA ZE8 =33 U@ iEHAE,
BEREFBOETATAH. #RTTE: BN REUE R EHGED,

- %# Dynamic e911

fEashiasH, Citrix Workspace MAREFZIFmSE 2N, £ Microsoft BIEEE. BERERENE
EEHPFERN, BRMT LTI

* BREMEHRESEY

* BHIREAR
RAELEMAKIERE S 5178 Citrix Workspace M B2FHHaI(IE, f3E VDA E£i=1789 Microsoft
Teams & i,
Ray Baum ;A2 ZERE 911 WiE M e AEMEEXIENN AR 2N E = (PSAP). BERT Linux
B9 Citrix Workspace M B#2R 2112 &£, f#8 HDX 89 Microsoft Teams fii k&M Ray Baum B95%
B, EXHFIINGE, BERPBRIRERARTHRISTESE LLDP &,

« B Citrix Workspace [z F#2F# 2203 hrie:
Microsoft Teams % EOIIRMEIY

fE4hrz<, 7£ Citrix Virtual Apps and Desktops 2112 {E & ras @it HDX #4174 B, &R LT
Microsoft Teams FEAZ N E FHTMAIMRIN. ATLUBESMARBEITHER RN BXHEEEOEEN
FAER, B8 Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams
FIRFARIWAREEO)

MR EEEITIRIBARASHY Citrix Workspace R #2RF 5 Virtual Delivery Agent (VDA) ,3&i£32 , Microsoft
BRe2FAEEORBE, B2, EHMEERLGRE, EELEATANNEBARIZHLZIED (2203 RE
=hRZ) B9 VDA g Citrix Workspace R BIE2FhR S,

P =

tbIhEERFE Microsoft Teams #H Gk EHFHERTH, Microsoft #H kB, B5EH CTX253754
LUEREUCOE B A,

+ B Citrix Workspace R 2 2207 HRie:
RRFERRA:
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£ Microsoft Teams (Citrix HDX 7€ “XF/hA" (77 R) B, EaUERERARENEERER
H HRWCRBEBHNHENESE. fli, RIFEEEHERGENTRHRE, FEENESEEZIEN. EXM
fERT, BMEEHNENESIMEERENEIBEINEILE, Microsoft Teams b & KRBIES KXTHES. £
UTFERT, BT FLEERARA:

- HERIEERIZN B EN

- SNERGEAFTME (BN, BEFEM)

=

=W

Ltk ThBEMXTE Microsoft Teams # K RMNWEFH/GAIH. E T #E Microsoft [ES#H L EH, ESA
Microsoft 365 roadmap (Microsoft 365 B&£E), WrATLIEIH CTX253754 T XS EHM A S,

« B Citrix Workspace A2 2207 hRiE:

- NAREFEZEEBA: BEMAT Linux & Citrix Workspace [z B#2/ 2209 #1 Citrix Virtual Apps
and Desktops 2109 #2, EAILER Microsoft Teams FHIRRELEZERLZN BIERF.

- = DPI Z#509i%38108E: BA TS DPI IhEE, HEEFERANR 4K B/R8884, Microsoft Teams MsfE
MBAFFRENMGE, HFEXNEE. TIENETRENM (i, REREHTINZERSEHT), &
MBRAEHET, FERRAREREFREENMUE, ERALIERINEE, EHERIF wiclient.ini &
BXfHH DPIMatchingEnabled S#u&E N True, BXEFMESE, ESIAZF DPI L,

- WebRTC SDK 7+4%: BT r Microsoft Teams 89 WebRTC SDK kB F+4 2k 2 M98,

«+ B Citrix Workspace R 2 2212 HRite:
- Citrix fi1b8 Teams S SEMMEIR: [HATMKAR]

M.

HREBERET weget,

ERTF Linux 89 Citrix Workspace R AERF - Citrix (1bH Teams MELHE SIEMNE Sk,

FINEL P2P @iEHAT, EaILiEidiERES (More) > Apply Background Effects (MWASE S

R) REEMALLIhAEE,
AR
BAMBARAIEE A EEIFEFRERBREFHEPHITIE, FAZTPREEZRENNS,
Citrix RS IR BRI #5261, BIMREBHXEThEERN R 5. Citrix ATEESIRIBR 15K
PENE, REMNEENNRIBRITIEE, BUABEEFFREPIE Beta R4,

%#5 NetScaler [ A#2F 4% (NSAP) EHEE

WARI{ERSEE014ThAEIR (89 NSAP BHNEETIAER 2006 MR L% %R, FiE HDX Insight #uiEse 2k B NSAP &
PoEEHURERESNLIX. WAERE T BRI REMMERE. NSAP EHEERIALTEARS. BEREZEA,
72 module.ini XX#hi7i VDNSAP #77& NSAP=0f fo

BEXEMES, B2 Linux Virtual Delivery Agent xx# s #9 HDX Insight # Citrix Application Delivery
Management AR5 32489 HDX Insights
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ZERTHRMEFAML
HINEERE TR Z BNRIEETHRHERER. SEREMEENETHRLET.
W&
HEIhRERIE RN
+ StoreFront v3.15 sk &E=hR7S.
« IR .ICAClient EFETHATAFWEXHHH:
ftis All_Regions.ini X
%
B{RE AT1_Regions.ini Xf, &7 [Client Engine\Application Launching] #5HERARMUT
(o
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICAClient XHFEREE, NIER Citrix Workspace AZFH ST, EXMERT, KRGIIEENE
NigE,

Rl

s TERETRR LEFOBEA TR — I RIEHRFIRE,
BEMBRMZRIER, ZREREARNER TEEEE TS ENERUEET.
s TERETSR LELREXN TR — 1 2EHRFIRE,
BHBRMZRIEN, ZRERTHERNERSR LEL2REATETR.
s FEORA THHRENFIEHESNETRETZRE, ARRISREER, 22 ERETLRENX TEM
BETRHET. ENBTZ2IEN, 2 EeRRA TEMEETRET.
&
s BRRENHRESHR, HFEMBNRETERR StoreFront L,
o NREBEFRME T EMIEREN StoreFront BaiEMNIEESRTE, WEHBFREET—INEDERE
FrERIENHRER.

REHR

BERARERELEE, BHRITUTRE:
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1. #£%72m Delivery Controller (DDC) E£%% StoreFront 3.15 FESh4 (FTFHET v3.15.0.12),

2. NTHIIE FHEIERTF Linux B9 Citrix Workspace M A1EF 1808 SiE = AHIRERhRas, REEEHTERE
&89 Linux i+ 84 L.

3. ¥ ICAROOT MRZEIRBENREME,
4. t©% AWl_Regions.ini X#2E%EFET JCAClient X3k, INREE, BEFEMBIR

5. 7£ $ICAROOT/config/All_Regions.ini X #&EFE& SaveMultiMonitorPref, ZLABRT, thFER
BIMER “true” (RRUIHEERFHFRE) . EXFLLINGE, BERLLFERIZE R false,
MEEEH T SaveMultiMonitorPref 89(&, MlzfiEk JCAClient st h7E7EH All_Regions.ini
S, WA LEERLR U AN E XA, ERHRIFZANSERICEILE SaveMultiMoni-
torPref 1575,

6. BEFfTRERE.

7. 1% Desktop Viewer TE#EHPREREFHRBURTFLHINRERR. REATARET KB, TR,
BE “RETR N, BARBEARE, IMABEKRTERRT. REHRE, BREETRER,

8. EiFFEZSMRIEFEH.
EfRmRIE. [EREERNEL TEERERSE LAERLEER.

BRRES AR RN R

« BT Linux EREEREFEEEMRYE, Flit, FXFEZPETRIFREEORIIENTR,
o BZMEERRDHENERBRERIEEERERREFAZERE, FAETESSHHAATTNAIITA.
o ZP{EREIMY StoreFront #1TRE

EX S es HfEF Citrix Virtual Desktops

1. i%4#% Desktop Viewer H & & Tk,
2. EEEO.
3. EFRNEREZiEES) Citrix Virtual Desktops B&E. RIS ETRBTREANET—FFEER,
4. 7£ Citrix Virtual Desktop TE#=r, #EE2R,
BRER BEm ENES.

Workspace =528

Citrix 3INT Workspace Ez5h28 (WebHelper) UBHMB A HHNEEMNBER.

W, BEERAT Linux 89 Citrix Workspace [z T2 FEHR (AT 5 28 4& 14 S0 VP A F IRHE NPAPI BEhB & R SEA
BEF.

ER R R R, Citrix 3I AT Workspace Bz 2 (WebHelper), EEBItLINEE, &% StoreFront BBE R @
Workspace Ezhgs&ixiER, LU Citrix Workspace NBEEFRE.
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BhRZ 1901 &2, Citrix Workspace B5h285 StoreFront # Citrix Gateway WEIZEZERS. ItIhAERIZEEEIBR
Bh ICA X#F#i Citrix Workspace MBRZF R,

HXEE StoreFront WER, BSEMIRFLXE CTX237727 H#7 Solution - 2 (B R75% - 2) > a) Adminis-
trator configuration (a) EEREE).

AR

Citrix Workspace Baiss & ai{iEA T 5 StoreFront WEZER. EHMER T (B0, @i Citrix Gateway
M) FAXFZBEMES.

2 H#HH Workspace Web Ul iz

ERE=HEEF N ERMHNE BRI RITXHREENEAT Linux 89 Citrix Workspace R AIEFRY, ZN AR
AlRes BT CPU EAXRXE 100% ME[ LI,

BRI IREIRR Ul R

1. FRUTaSRRERN G
rm -r ~/.ICAClient
. ®&E $SICAROOT/config/AuthManconfig.xml X,
3. ¥ CWACapableEnabled M&RBEEXA false,
4. BohiERAT Linux 89 Citrix Workspace M ABEF. BEZIBBIaIHTXHME IR Ul,

REMERY

REG/EIATEETAIRRE LNEERERBEZETIR. RABRT, LWELTERRS. BRILLMERE, &
FinRRHRE=ERY M EMNNBEFNRH,

BhR7s 2203 &2, Citrix Workspace AR ZHFUT=MHFENRERBRTENX:

o (NEF—K - 2IERHET - 1R1E wiclient.ini X#+H KeyboardLayout B, FERIHREHRRERERIEEH
RSP 2IfRSS 28, S1R KeyboardLayout EIREN 0, RABEFR P E VDA, 1R KeyboardLayout
BEIEBEAREES, MESHENRERZEDS R VDA, ERIFHENE A IHREGRAMANEAESE A=A
£, ENABEN, EFHAERIZNEER. NEAS—RK - 2iEEshIERE N Citrix Workspace 12
FiERNEARERR.

o RAUTIEEY - ENEFHRRTRN, WEMSERFPRRERTEREDS RS2

o FRAY - IBREFIREARS S8 LEENREER.

BN
« 7£ Windows VDA £/Ef Unicode 27BN, BXFMES, BSREMIRFLXE CTX226335,
+ 72 Linux VDA L EADSEEFRRBELS . AXFRES, BSHNSEERBRD
- BEHRBFRFEAT XKB lib,
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o f# /8 Windows Server 2016 # Windows Server 2019 B, i& S fi1 # HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREKEZE, FMHEIMRIMEZM DisableKeyboardSync iy
DWORD f&, AERKZEI&EN 0,

¢ MR .ICAClient BFEETHAAFPHEXHRF:
filps All_Regions.ini XX
%
ZRY AL1_Regions.ini X, &7 [Virtual Channels\Keyboard] #B5BREFRINATT:
KeyboardSyncMode=

KeyboardEventMode=

REREME
Citrix Workspace M ABiEFRIEAFAENRESEILE, ATRA=NTENEEHBRELER.
EfFETAFREEERETRAS, BRITUTRE:
1. MBRIXigAA Citrix Workspace M BEFEIRS, EFEET,
HE,
ALY, SMIITRRE, ARETUTHS:

util/configmgr

B 25 Citrix Workspace - Ei%EIIHEE,

wipboaid Livel ipscheanitation setling

2. BEHREEETNE,
R ERERAERRYIRETE.
3. EFRUTEDZ—:

o XA —R - RIEBRH - BRRBAHBRESIEBEIFEDGE VDA —%, Unicode EEMNERZIX
BF—R - RIEB M RRIEFIRD
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o RWEHEEY - ERESIEFERT TR IHRENERERBSEPE VDA, Unicode BEBMNER
RAVFISE D IRIBIHEFIED

o FEY - EREFHEARS S LFENRERR, SEFFRPEENBREHBTLR, Scancode #i
BMANEXZARS RAWHEERD, MRAFRFEDLERE “Unicode”, NAMBREFHBEERRS
VDA EHREMFER.

4. BRFEREMXA,
EFERREXSERERBRR/RAL, BEHRITUTIRE:
e wfclient. ini BEXHUBBERENREERR.
REF—R - KIEBHEY:

BRLINER, BMsIEN, BERPRHEELNEDNREGTREEEL 2 VDA, RIE wfclient.ini XHHH
KeyboardLayout ff, EFiHERTESERIEBHINAL EIRSE. IR KeyboardLayout BEIEEHR 0, &
FRBEFEPE VDA, 1NRE KeyboardLayout ERENFEIES, WIESHENREERERT R VDA,

EEBIEL, BHRITUTIRE:
1. % SHOME/.ICAClient/wfclient.ini EBEXH,
2. FMUT%E:

KeyboardSyncMode=0nce
KeyboardEventMode=Unicode/Scancode
<!--NeedCopy-->

Unicode #EMNERRNES —R - RIEBHIRIHEEFIEDL,
RFEIERES
BRLLINEERE, MRSIEIRPEFIFRE LNREHRELELL, JENREHBLBERMLETK,
BRBFHRR, BHRITUTRE:
1. i3 SHOME/.ICAClient/wfclient.ini EEEXH,
2. RIMUT%EB:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->

Unicode #EMNERR A TSRS EX BB TFLIT,

REF:

BRLDERE, TREFTFHRETEEPIRENE, FBER VDA BREFRE.
ERFIEL, BRITUTERE:
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1. % SHOME/.ICAClient/wfclient.ini EEEXH,
2. AT %8:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy-->

Scancode B#EBMNERZFRASERNEFET, MREAEFETEEN Unicode, MHTMHHREF HEEFE
5 VDA i BAERE,

AR

Fwfclient.ini XHFHIZE KeyboardSyncMode="" (=) B, ELELRE 21T, EREARZ
BI1TAH, BM SHOME/ . ICAClient/wfclient.ini XHEIEEHE, HESIFERINEESEME
FimfE E—EEAEE VDA,

BERAER
Citrix BiNARNRERBREL ETERU T REHWANER:

o REIFEDHA Scancode #ER,
o AUHEEENXES —R - 2IFBEEHETM Unicode &1,

AMEwfclient.ini XHEHER KeyboardEventMode MERE, B2, ITHREREMEE, BHWAENG
= YIEREMEFPEIGEER Citrix #EENE

REWMNRIUGRINEE [RATER]

LUgT, SREdEdEHRREXHH KeyboardEventMode MEREARENEREBAER. SERTEREFREHA
RIA Ul 3EDL,

B Citrix Workspace M BERF 2209 2, EaIUMIENBEEHANERIRERSPEEFRNBREBNER, &7
LL%3% Scancode = Unicode E/iEmAER,

2EA GUI EEEREMANRIN, BHRITUTRE:

1. MBS R Citrix Workspace MEREFERS, HEREER,
IkAHE 25 Citrix Workspace - EikIxHiEiE,

2. BE REET
TR ZETA AR R NERIRER D .
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Citrix Workspace - Preferences - =

General  Accounts  File access Mic & Webcam Keyboard || About
Keyboard layout synchronization settings

Select an option to sync the client keyboard layout to the server:

© sync only once - when session starts
Allow dynamic sync
Don't sync

Keyboard input mode settings

Select an option to set the keyboard input mode:

Scancode
© Unicode

Note: Scancode is the recommended option For the "Don't sync" setting.

Save and Close

3. EEUT®ETIZ—:

+ Scancode - FIZBMUEMNZFIHBERXE VDA, VDA BEMMBENNFR. HZARSHBIHRERR.
+ Unicode - $¥ZAMNF A iREE%L%3 VDA, VDA 7 VDA hAERERNFR. NAEF HERER.

RINERT, ERERWAERILE N Unicode, BXBRINEXNIFMES, BBREEMEE DS P
HNEERERRED.
4. BHREANXE,
AR
REMEENRTEEMERINAEFEEN. WREE Ul AENERBANER, wfclient.ini X#H
KeyboardEventMode MWEEHEHL S BEIEH.
BN, RIgEERNEXEEMEEME, m VDA ERHIERERR.
%4153%3% Scancode H N Caps Lock 5ia895#RY, Scancode 1E 3§ %i%%| VDA, VDA HEER 1E XETFR
do

MBI Unicode FHEA Caps Lock ZiapIE, F4F a H4:%3| VDA, Rk, BNfE VDA FERMRIERERE, £F
a thaHMERE L.

=
FAMBRAMER A EREEEFFEREREFIFERHFHTIN, FARFREEZRENN S, Citrix 7EZ
AT MR SZ 35221, (XGRS THREM iR, Citrix JRESRIBERIGI™E . KEMMEBEMN KR
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IRATIRME, BMNAETEFIFRHEE Beta hivds,

T REERR [RATRR]
B Citrix Workspace R B#EFhR4s 2209 #2, Scancode #RBNEXZIFUTT BRERD:

« HIE 106 &
« BEIE ABNT/ABNT2 &
o SIRKRE

Scancode BRBNERZEFT BREHGREUKFIEREGERSEN,
RINERTERALE .
AE

RAMGIRAIEE A ERIEEFFRFEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ
THREFR BT AR Y SZ 1 2251, (BVIR B X L THREMN R 5. Citrix TRERIRIBERIGH™ B, BIBEMEZ TR
IRHITIR(R, BINABRELEFFIRSEIZE Beta hitds,

£+%+ Windows VDA #1 Linux VDA Y& % B %%

Linux ¥ Linux & Linux & Windows Windows Linux Linux
FingERiE  PREES  PERREET XigigE VDA#E  VDAHE VDA HERE
BA & ® B E ID #1/ (ID) wmE RN
[BIEaTR(=hES ara - > ar-SA 00000401 ara -

[BIEaTR(=hES ara azerty > ar-DZ 00020401 ara azerty
(AZERTY)

=iE (Bt at - > de-AT 00000407 at -

#)

EEFIEHE be iso- > fr-BE 0000080 be iso-

(alt. 1SO) alternate C alternate
Eb BT 1S be - > nl-BE 00000813 be -
RMFTE  bg - > bg-BG 00030402 bg -
RMFILE  bg phonetic - bg-BG 00040402 bg phonetic
(te45iES)

RIMFIEE  bg bas_phonetsic bg-BG 00020402 bg bas_phonetic
(FriEE)

BEE br - > pt-BR 00000416 br -

(E#)
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Linux &
PR

=8 ()
[Ei)23225°8
feseiE

BRI
(QWERTY)

B

C

=iE

=& (Mac-
intosh)
REE

BV RIE
FERIHIE
(HIT M)
VLB
(Macin-
tosh)

Linux &
PimEEH
B

by

ca

ca

ca

ca

ch
ch
cn
cz

cz

de

de

dk

ee

Linux &
PIRREaT
&

eng

multix

fr-
legacy

fr

qwerty

mac

mac

mac

Windows
XiFigE
ID
be-BY

en-CA

fr-CA

fr-CA

fr-CA

fr-CH
de-CH
en-US
cs-CZ

cs—-CZ

de-DE

de-DE

da-DK
et-EE

es-ES

es-ES

fi-FI

fr-FR

fr-FR

en-GB

Windows
VDA ##2
%= (ID)
00000423
00000409

00011009

00000c0c

00001009

0000100c
00000807
00000409
00000405
00010405

00000407
00000407

00000406
00000425
0000040a

0000040a

0000040b
0000040c
0000040c

00000809

Linux
VDA 2
B

by

ca

ca

ca

ca

ch
ch
us
cz

cz

de

de

dk
ee

es

ES

1

fr

fr

gb

Linux
VDA 2
Tk

eng

multix

fr-
legacy

fr

qwerty

mac

mac

mac
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Linux &
PR
AR

i

FIHICFiE
(HIT Z5H)
PE5EE
IPI5EIE
(IBM LST
1205-92)

M FEZEE
()

R 4T 1
MEE

K=1E

Linux &
PimEEH
B

gb

gb

gr
hr
hu
ie
il

in

iq
is
it
jp
jp

kr

latam

1t
1t

1t

v
no

pl

Linux &
PIRREaT
&

mac

extd

ibm

std

Windows
XiFigE
ID

en-GB

en-GB

el-GR
hr-HR
hu-HU
en-1IE
he-IL

en—-IN

ar—-IQ
is-IS
it-IT
en-US

en-US

en-US

es—-MX

1t-LT

1t-LT

1t-LT

Tv-LV
nb-NO

pl-PL

Windows
VDA ##2
%= (ID)

00000809

00000452

00000408
0000041a
0000040e
00001809
0002040d
00004009

00000401
0000040f
00000410
00000409
00000409

00000409
0000080a

00010427

00000427

00020427

00020426
00000414
00000415

Linux
VDA 2
B

gb

gb

gr
hr
hu
ie
il

in

iq
is
it
us

us

us

Tatam

1t
1t

1t

v
no

pl

Linux

VDA &

i

mac

extd

ibm

std
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Linux & Linux &
PR PmEEs
BA 5
=B pl
(QWERTZ)
BESE pt
BEE pt
(Macin-

tosh)

BORIE ro
(7o)

HERHTIE  rs
ERENE rs
(H1T3B)

5 ru
BRIE (FTF  ru
)

&IE (Mac- ru
intosh)

IREIE se
InddiE se
(Macin-

tosh)

g  si
&

HgtimiE sk
HgtmiE sk
(QWERTY)

RiG th
RiB th
(Pattachote
)

BERIE tj

Linux &

FinfRR%

std

latin

9

9

typewriter

mac

mac

qwerty

pat

Windows
XiFigE
ID

pl-PL

pt-PT

pt-PT

ro-RO

sr-Cyrl
-RS

sr—Latn
-RS

ru—-RU

ru—-RU

ru—-RU

sv-SE

sv-SE

s1-SI

sk-SK

sk-SK

th-TH

th-TH

tg-Cyrl
-T3J

Windows
VDA ##2
%= (ID)

00010415

00000816

00000816

00010418

00000c1a

0000081a

00000419
00010419

00000419

0000041d

0000041d

00000424

0000041b
0001041b

0000041e
0001041e

00000428

Linux
VDA 2
B

pl

pt

pt

ro

rs

rs

ru

ru

ru

se

se

si

th

th

tj

Linux
VDA 2
Tk

qwertz

mac

std

latin

typewriter

mac

mac

qwerty

pat
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Linux & Linux & Linux & Windows

PIRgEEN FPinESn  FPiREST Xiig =

BH B & Bz ID

TEHE tr - > tr-TR

TEHE tr f > tr-TR

(F)

TR tw - > en-US

ER=iE ua - > uk-UA

ZE (£E) us - > en-US

#iE (Mac-  us mac > en-US

intosh)

HiE us dvorak > en-US

Dvorak)

HiE us dvorak- > en-US

(Dvorak, 1

EFER)

B us dvorak- > en-US

(Dvorak, r

HFEH)

5iE (EE, us intl > nl-NL

EFR, It

#)

A vn - > vi-VN
VDA BEm5

Windows
VDA ##2
%= (ID)

0000041f
0001041f

00000409
00000422
00000409
00000409

00010409

00030409

00040409

00020409

0000042a

Linux
VDA 2
B

tr

tr

us
ua
us

us

us

us

us

us

vn

Linux
VDA 2
Tk

mac

dvorak

dvorak-
1

dvorak-

r

intl

VDA & BINAERI FBNEE A “VDA” %/, MALEF HNBRARIGBEINM. EXFFUTREMNREE: PC/XT

101, 102. 104. 105. 106,
EEARS[IHBERD, FRITUTRE:

1. Ezh wfclient.ini 324,

2. W TFFRENX KeyboardLayout BHAIE:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMZGAEN (BPEEXMH).

3. ENRMAIEUEERER.
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XA LB KB

Citrix Virtual Apps Services FIEE R E X, MIFRGLARFRRE. LIBTAELHRS, HEAWER
pnabrowse T B & RIS,

Citrix Workspace R AR#2FRIRBIBS - REFE RS, (XY BRFHNARRF S E RIS 2B KB

s RAIRFIBRBHABHIX KR
o APELGER Citrix Workspace MBREFEEZXAE

g, EEA Citrix Workspace MBEEFEE B4 Adobe PDF XX, #9i%%i%0 Adobe PDF Viewer Zz 3
MR RRERF. BRIERGTIRENEARER, SUAPRTEEEEENELTAR.

EHERFIHLEERA FTA, EHRITUTERE:
1. WINEEXBRNNY AEFEWRFIEREITHNNAEERF.
2. ERMEBAHNAREFNTIRMARS S URL, #iE1T6H<!
.Jutil/storebrowse -1

.Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. ERALITIEZIBTT./util/ctx_app_bind &%

LJutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

fi4n,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, WIIEERITANX 4R ECE AT A iRERN23MET (CDM),
5. WHIZXXHUERXBENN BEZFREITH,

RBRABIIR AR5 LB KB

Citrix Workspace [z A2 AEE AT Citrix Studio FEEBEMNILE.

WEFM:

WIFERTERIIEE T FTA W ARBIERS 2.

XM BB 5ERT Linux 89 Citrix Workspace MR XEL, BHITUTERE:
1. RFBNAER.

2. &%3 Citrix Studio,
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3. A AEF LRERITARHEZEEM,.

4. EEUE,

5. £ “GL1TEH (1K) FEPHM “%™” UBLIH1TRIE, RERE “HBE”.
6. TAEF LRERITARHEZEEM,

7. EEXAEEXREK,

8. HEREHE Citrix Workspace MAB#EF 5N BREFEXBFENFRET BR.

9. BEHENANEH AR,
10. BREBESH R XBEPRMNTBEZ G EEA FTA,
AR

StoreFront XHRBXBNFIRERN “H7 RIMERT, BRAXMHEEXEK,

2 #% Citrix Analytics

BhRs 2006 2, Citrix Workspace R AR2FE#HAMEMNEEEREEH ICA 2iER#EERE Citrix Analytics AR

o

A% Citrix Analytics IAEALLE BHIFAER, BSIAMEEENEENEEA Virtual Apps and Desktops FE BhiE

iEAT Linux B9 Citrix Workspace MAEFELISRN, AIEZNAREFMAFEE4NZ2MEREEEE Citrix
Analytics, BRI, 1 Citrix Analytics [RS8 L ME#EES. B Citrix Analytics Hi#4EE, ESR
Citrix Analytics,

ERAR P RE

Citrix ICA thil &R F R E R HEE [TUI VC] 1%z Citrix Virtual Apps and Desktops g% Citrix DaaS 5
FHBRS B Z EMERIEIE, TUl thilEminigEsnmr 2 (U] A%ES.

BT Linux B Citrix Workspace MABEFX#5 TUI VC Thak, IthINRERIEEBIE P iniEiRS 282 & 1X8 TUl iR E,
BRima sE Ul S8XA 5, thThaer B EEHIZABMERENER. AILUTE module. ini XHHJiE VDTUI
#R&: VDTUI - On/Off

BhRZs 1912 &2, VDTUI iTERIARBE AT, FEit, HEEmNAREFNABER “[EfE/B5h <Application>” 3$iF
1B, MR, BHHER—RET “EEERE <Application>” 3HFiE, ZWEELE RN ARFRHINHEE, B, 1
RBRITEIRERNX, “IEEBE <Application>” SHEERENEEMNAREFEONS, BEERIET.

BXEMBERNFMES, B2 Citrix Virtual Apps and Desktops sxtisp#y Citrix ICA EibiEE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 164


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#file-type-association
https://docs.citrix.com/zh-cn/performance-analytics/self-service/self-service.html
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-analytics/
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/virtual-channels.html

BT Linux & Citrix Workspace M BiEF

S5k

May 8, 2023

B Citrix Workspace R f#2R 2012 iE2, & LUTE Citrix Workspace MBREFHEE SN RIEHEE, HEERR
BLEH#EFAERS. XETLUIRHEFNGER.
BINEMFESHRIESHE, UMESERARIIEENBDINAEESHN R,
AR
I S HIIEER IR IE = B ERIER,
WEFM

Z# libsecret &,

BIAER T BB LLIhEE.

Storebrowse 19530 tE5RINEE

AR
Bk 2205 2, thINEEZEERAT Citrix Workspace MR

BiRZ 2203 {2, BHEIEHEER ERE Citrix Workspace MARFS, NABEFAEEETEERREREL, U
REFEFNAFER, BNBENEESHRIISE, UECERARRIEENRBSHRNATTEEREAER.

BHIIEIRTHAEZ 55 storebrowse AT TTZIE:

« Storebrowse -E: FIHARER,

« Storebrowse -L: BE5EEZHARENER.

« Storebrowse -S: FIHITHRANER,

+ Storebrowse -T: &IHIEENABENFIERE.

« Storebrowse -Wr: EfEFIEENABENL T ENRSEEBMAEENRIE, [r] ETEEMEEFRE

BT EER RIS,
« storebrowse -WR: EMEFEENABENLTEDRSECBHAERNRIE, [R] ETUSEMEERE
A=A SR R1E.

« Storebrowse -s: ITREENARAEPHIEEZE R,
« Storebrowse -u: MIBENABIEREBUHITIRIEENER.
« Storebrowse -q: ERAE®E URL BaIARER. ka<{UERAT StoreFront RZARIE.

=3

==
o TR LG Z Ei— ISR RIRM storebrowse #% (A AuthMangerDaemon),
« BRIEEEINENERTFEE,
- BRLLERINEERE, BHFKABERINEE.
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Storebrowse F2E M 51310 IEIE5RINEE
RIANBERT, BHWIFERINAED T R2ARS.
R gnome-keyring RNalF, <hEIGEIETEEBIHIZNESR,
ERHIENGFEREESE, BEAUTSERMA gnome-keyring:
1. &%l Jopt/Citrix/ICAClient/config/AuthmanConfig.xml.
2. AT %EB:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

Bhaek
EEERT Linux 19 Citrix Workspace M AEFFEEESEF X, SJUEE StoreFront ix%I&FEE StoreFront
AR5 28,

Citrix Workspace MBEFX%iF5 PCSC-Lite #1 PKCS#11 IRshiZF AN AN EREFIEF8. RIMERT, Citrix
Workspace MRREFMEEEF—MUEMEZE opensc-pkecsll.so,

Citrix Workspace W BF A UEIFREMES EMt PKCS\ ##11 IRehiZF 2 opensc-pkcsll.so, ATML
FERAUTIEFESENUE:

1. #EEEXH: SICAROOT/config/AuthManConfig.xml,
2. #3517 <key>PKCS11lmodule</key>, RIRzhiZFAIE RN EERIZITH <value> TTREH,
AR
MBEMNT RAEFMUBERIXHR, Citrix Workspace M BR2FESin2 $ICAROOT/PKCS\
##11 BRPHIER M. WATLUERLL “/” Frk4stiRE,
MIBREsE£E, BRBUTHSEERH SmartCardRemovalAction, LIEEE Citrix Workspace MBIEFRITTH:

1. HKEIEEEXH: SICAROOT/config/AuthManConfig.xmle
2. #5897 <key>SmartCardRemovalAction</key>, #i& noaction 3 forcelogoff HMEIER%IT
B9 <value> stEH,

BIATAN noaction. FHITEMBTFERFMEIEREUNERFRE fE-RITERB LhERIIRE,

forcelogoff &ERBEMIFRE BERBTERR StoreFront RBVFRE EIBFISHE,

BREERXF

WNR1EARS28F Citrix Workspace ZAB#FFRINEATEEFR, Citrix Workspace M ARRFREZHEMEREFIR
2o
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ALUSEERATIUTASE

o BREEBREMIIE - @ Citrix Virtual Apps and Desktops g Citrix DaaS (WA&1#FA Citrix Virtual Apps
and Desktops iR%5) ARZSE8H1THHRIL,
o BRERNARFXZR - AT ERTNERTNARFHRAEERIEE.

BERFHIENZ2MEEHR, YIEIRARLESMRIEAEE (F1W TLS) #iTEHE.
BRMERRXS, YNEEUTHMA:

m)R

o BEEFRRRBEMNERHBHNARFSAFE PC/SC Tlkir,

o REEATEREERIRHIERF.

« 24 PC/SC Lite 4,

o REHIBIT pcscd TFIFER, REFRMEER PC/SCipRERERMFIaH,

o 7E 64 IRZEH, 64 IF 32 (k7K libpscslitel BREBUAFFTE,

t

BXRERSH/LEAEREEIHNIFMER, B2 Citrix Virtual Apps and Desktops X4 HEIE EEF.

B RERTHFRIERINAE

AE:

i

tTheEEiEIER T Citrix Workspace R BER.
Bhi7s 2112 &, Citrix Workspace R FHEATE R REMEMERNATIEE.
BAZRERE, SRFERSESTERSBNEF HHRNEEFR.
AILAFIRS ENEED AR AR S fE =, HERNFIPIEXLEERER,
WEFM:
£ Linux &P ER%E libpcscd B

AR

BINERT, LEATESRETEARZH Linux RITRRIVRHTHAF, B2, EaiEREERL Linux RITRIE
HARRZA %% Tibpescd &, 40 Ubuntu 1604,

BRAIEEIAE, ERITUTRME:

. §fZ <ICAROOT>/config/module.ini X%k,
2. #%% SmartCard 24,
3. i&& DriverName=VDSCARD.DLL,

15 PIV &

BhR4s 2303 &2, Citrix Workspace MREFZHU TN N ASHIIE (PIV) &£

o IDEMIA T—E8E+
o DELL TicTok H&t+
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BReRIRNIEFRIIEREIMIL

Citrix Workspace R F#2R 2303 hR4s&2#% VDSCARDV2 . DLL BHHE-RIREITZFHIMEREAE X IEE M, XLIEIRTH
REBBYTFUILhRZs 1 VDSCARD.DLL,

%1% 5= (nFactor) 5 51E
ZESHIIEERAFPRUGINISMIERALERSIARINIE, MMIEETNAEFRNZ 2.
ZESHRIEFEEE MRS BNXBNERREREITHEERESE,

71, Citrix Workspace [ B2 @ £ B34 StoreFront SCIIMR BB R T IFMER FMERZIFINN, Citrix
Gateway #) Web & RTTEM 7 2 EI22R EINARSS 23 BRI

BXIFMES, BB Citrix ADC X##a9 SAML 54 58IEM 2 E (nFactor) S350k,

%157 HDX =iEHhfEA FIDO2 #1754 I0IE
pE=

B 2303 frAsi2, tkthaeZ®iERm T Citrix Workspace R AR

EARMAES, EAUE HDX KIERFERTE FIDO2 22 ZH#HITH ML, FIDO2 Z2ZPAALIVATIRMET —
METEAN, TERMANAFP TR EE FIDO2 WM BREFHEmETEHEIE, X FIDO2 B4R, B
£i7 FIDO2 Authentication (FIDO2 S{4383i),

AR

NREEE USB EEEAEM FIDO2 %%, 1M SICAROOT/ XX T usb. conf Xk FIDO2 i&%&
By USB EE MMM, tEHEIHEBETIRE FIDO2 EHhEE,

FINERT, FIDO2 HMHIIEATEBRS. B2 FIDO2 HHEIE, BHITUTERE:

. §MZ <ICAROOT>/config/module.ini Xff.
2. ®EICA 3.0 &5,
3. i®E FIDO2= On,

IEThEE M RISz R A PIN BBAIARIRINAERD @S HIIEERF ((XR USB). AILECEETF FIDO2 R2Z RN S KK,
BEXUEFHNERIINENGES, FSRER FIDO2 B9 tRNAE NS 10T,

LEmipinz 5 FIDO2 W AERFS Web M=, BET—KRT, BRIANLLER. MREZFEEA PIN (D
4NFH, &S 64 1NFR) EMTRLTHA, WBFTEEREEA PIN.

MREZFEERE PINWER T AN T R2THA, WRFMRLZLTMHATER,
PR

Errge AR FIDO2 BHIIERE — aig& EMEIR— MK .
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ZR\BlE

January 18,2023

ERFRENIERS Citrix Workspace AEF ZEINEERS, AILEA Citrix Gateway FR e AREMR Citrix
Workspace [ i &,

=W
Citrix 32iX7E StoreFront fRE e85 AP i&& zEEMA Citrix Gateway,

o BRASE: ROLRRHAERT LURYE B ARt it Fis O R L BuE @@, E6EA Citrix Workspace R 2R,
MRBLZITEARS BN EIBRLE [P HALBRESFISMIE Internet il (EIMISE#bIEFEHR, 5 NAT) BIRILERA AR, N
N ECE MR,

 AIERIARSS 5.

« {UERT Citrix Virtual Apps and Desktops =k Citrix DaaS (LLgi#r Citrix Virtual Apps and Desktops
ARS3) #BE (FEATF XenDesktop 7) : SOCKS RERSHBHXLRLRIERSE (BMALSMERIEIRS .
HTTPS RIZFRS B FHMER LM (TLS) BERIERS2]R) . 7T LUEA KRS 28 KPR HIRLE I N BAF] ik 35
ia], #4032 Citrix Workspace A2 SRS 28 2 EMEHE. Citrix Workspace ZA#2F2#F SOCKS fl%
2REDN.

« {X0R Citrix Virtual Apps and Desktops =t Citrix DaaS & : fE/A TLS #¥8I Citrix Secure Web Gate-
way 3 SSL Relay f@RAR, Z#FTLS1.05 1.2

Citrix Gateway

Citrix Gateway (#i#K Access Gateway) {Ri5 StoreFront RABRIEMERE, Hoh, SIERREATLIEMES
P P SEETA L FR AR R B TG0 R

Zi@id Citrix Gateway EiEREMNARERF, BHRITUUTRE:
1. FERAUTAHEZ—EEEERRMEM Citrix Gateway URL:

o« BEREABBRSAFPREN, RASIRTEERMKFIHEERZAN URL,
o UnEABBRSXAF RIS, aTLUEid e HEEm > kP > HinEmN URL
o MBREET storebrowse S EIIERE, BEMSITHHAN URL

% URL EEEMXMMSENAEE (EFMEEE)

« E%#3 Citrix Workspace AR EINE— ML AEE, BFEAMUTEIN URL, Fia0: https:
//gateway.company.com,

CEERIFENABE BEEAUTHEAM URL F W https://gateway.company.
com?<storename>, t&h&d URL WA NEFERN;, BN EZURLHEE= (ESF
7)o SIREEL storebrowse EZFFFENAMEE, AIaEHREE storebrowse &< HANEIS5(iE
URL,
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2. RHRTH, ERTMNARE. BERNLLSHERIIZEARE BEMX), BXLEFSENEAES, EBH
Citrix Gateway 14,

SHEIERRE, BETENSEMXBRER.

RIEARSS 23

RIBIRS A TR ML NG B 853510, FH 432 Citrix Workspace B2 #2F 5 Citrix Virtual Apps and
Desktops g% Citrix DaaS ZpE = [a)#iEH.

Citrix Workspace R A2 325 SOCKS il AR THRA:

+ Citrix Secure Web Gateway f1=z£ Y Citrix SSL Relay
« Windows NT f&il/msz (NTLM) B4583F,

ERENRBLUEIREE, BRITUTERE:
. Bzl ~/.ICAClient/Al1l_Regions.ini BBEXH.
2. BT EM:
a) E# ProxyType, AILUE SocksV5 BfE ProxyType.
b) E# ProxyHost, AILURILTHRAAI ProxyHost:

<IP>:<PORT>, ffil30“10.122.122.122:10807,

=

- BEAMNIE, FEH EDT, Z2H EDT, 157 ~/.ICAClient/Al1l_Regions.ini EEEXHH
[Network\UDT] &84 5% HDXoverUDP B4i&&E N off o
o BIHIRLUMREERE, BRATLS,

ZeIBARSZ S
BEERENERAZSRENNN, EkERRBA T Windows NT B/ (NTLM) B4 I85EMNRE, MR
iYET A, NITHEAEHMEE RN EE TR MFAN (Rt ihiYe.

BE.

NTLM %#5%%E OpenSSL 1.1.1d # libcrypto.so . fEAFi&&E L REXLERE, XEFEBFEEE7E Linux &
1ThR. WA LIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

ALK Citrix Workspace B2 5 Citrix Secure Web Gateway iR 2 E#ZF 2 (SSL) MRS EME—i2.
Citrix Workspace 2R3 TLS thille TLS (fFHER L) 2 SSL hNMISHMRELhRA, EERITIZ T¢E/)
4 (IETF) 1352 SSL AMKITENFRESE, ¥ SSLBERA TLS, TLS @3 iRERS RS HHIE. BB RMEM
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HERBUNE, RMREMEBENRS, FLAER (BEXEBMNASL) EXRER TLS REEHEEENTE, X
HATTRERERERRIEAINE, 5130 FIPS 140 (BXFREEAIEMRE). FIPS 140 B—MINEARE.

Secure Web Gateway

SRR R 4 E R T EA Citrix Secure Web Gateway, &7 Citrix Workspace R BEF SRS 282 8]
MEERHTLEE, NREETEER T#ER Secure Web Gateway, N Citrix Workspace BREFAREE#1T
EAERE.

MEREMEPIARS 2 ERET Citrix Secure Web Gateway K12, NaJ e 4 & T A Citrix Secure
Web Gateway {1, MRFEAPLIE, Citrix Secure Web Gateway RS 8 HEHF—MKIE, HEXARE
Citrix Workspace R BREFA #efER

« Citrix Secure Web Gateway iR 3&#5T2IRERIHE (FQDN)o
o Citrix Secure Web Gateway RS 238050 S,
AR
Citrix Secure Web Gateway hixzs 2.0 Rz iFh4rigE=t,
FQDN g5 AT = MERER 5

o ENAB
o HhiEE
o TRRSE

flg0: my_computer.my_company.com 2 — FQDN, ER K XFIHENSZ (my_computer). wigis
(my_company) Tk (com), FIEHFATRKEEAAE (my_company.com) #RAES,

SSL Relay

ZINERT, Citrix SSL Relay £/ Citrix Virtual Apps and Desktops g Citrix DaaS fRs32s LAY TCP i[O 443
BT TLS Z2i@fE. SSL Relay Uk TLS &R, ARBHIERREEEAZIRSS.

1R SSL Relay BB M 443 LISMIEMIRO, WATRZIREGITHOSIEES Citrix Workspace [z f#g
o

AILUER Citrix SSL Relay sREREU TEA THEERE:
s HERAT TLS HAFigESkRSHRZIE
BXEEMMEA SSL Relay RBRRERLMNIES, BB Citrix Virtual Apps X4,

TLS

LART, STHEVERAR TLS hiAA 1.0, ZF09&ES TLS hRAN 1.2, Bhias 2203 2, <#F89&E TLS hrdH 1.3,
BJLL@id7E [WFClient] #8453 RN LA FEC B IETURITHI BB IS R HY TLS il a9k :
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e MinimumTLS=1.1
o MaximumTLS=1.3

XEERIIAE, ERBIL, BREEEREXLEE,
&

o TANEMIER, MFEEXLE, NMREERE selfservice 5§ storebrowse FEH 7 iXLE(E, 1EE
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

« AT Linux #9 Citrix Workspace RBEFARAFER SSLv3 il
o TLS 1.0/1.1 fER T2 #iZhk4a#9I8kR VDI =% Citrix Gateway,
EERFINEMNE, 157 [WFClient] &9 SRl T EEm:
« SSLCiphers=GOV
HERRAME. EMERFIA9EHN COM # ALL,
AR

5 TLS ke AEBRE—, MREEBLE selfservice 3 storebrowse FE T LHERE, MARHEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit =37

CryptoKit hias 14.2 5 OpenSSL 1.1.1d &k,

IEIEER T2 BEMUMNEELE, FI%&HN TLS_RSA_ MEBEATRERFRE, HERMANBEEE S
TLS_RSA_ ZHEEMHE®RTE2MER. Bk, FRAZHEHR TLS_ECDHE_RSA_ ZREMH,

NRERIFRARECE TLS_ECDHE_RSA_ ZBIEM, MNBATEEIRS, FRHEBMFFAR. WTFEFRHRSHRIE,
S #F 1536 i RSA #4R,

XPFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 XHFUTEEEH:

o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 ZHFUTEEEH:
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« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS v1.3 XU THREMS:

« TLS_AES_128_GCM_SHA256 (0x1301)
+ TLS_AES_256_GCM_SHA384 (0x1302)

=W

BhiA 1903 RESMAEE, Citrix Gateway 12.1 RE=hR4Z#F DTLS, & Citrix Gateway #9 DTLS %
RNEHREAHNER, BSHESZR DTLS i

BHEMS

ERAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM F GOV, BINMERT, ZAWIE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIEEN ALL,

TE/ATBESHSFIH ALL. GOV M COM 1=#:

« ALL
- ZF2E 3 MENE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)

BXHEHRER, BEREHEN .

#1459 TLS_RSA_ WEBEHFRERNRT. XETHEHFNEIERTULFA. BR, AXFS5FMIRAER Citrix
Virtual Apps and Desktops 3§ Citrix DaaS m/a%#%, Citrix Workspace AEFRHEIERTERAXLEEBEN
HYIE T,

ARBESNRLMY, BERE Enable\\_TLS\\_RSA\\_I&&X False,
TEHREFANEHREMTIX:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA

« TLS_RSA_WITH_RC4_128_MD5
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o TLS_RSA_WITH_RC4_128_SHA

AR

EERITEEEAEBRCAERE HEEBFHR EBEAXEIYNEHRFATE ETUEEFH
TLS_RSA_3DES_CBC_EDE_SHA ZWEEMH, AILUERIRSRKERIMITREXLEFA.

BxEE DTLS v1.2 Bi¥E 8, B2 Citrix Virtual Apps and Desktops X4 eR#Y HiE M (4257
WEFH
MREERRERA 1901 RERIRA, BRITUTSE:
MR .ICAClient EFEETHAAFANEERF:
o MR ATT\\_Regions.ini Xt

27

« ERE AllRegions. ini X, &TE [Network\SSL] S92 MR LRI TIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

NRYFIAFEXHRKAREFRE . ICACLient X3k, MiER Citrix Workspace LAEFHNEM R, X
BERT, BREXLENRINZE,

TRIIE T SHEPRNEEES:
= 1- BEREGXFIR

AR

ERFTEZRBEMHIEM FIPS #1 SP800-52- #illl, FiFmMHBEMHNAFAT (D)TLS1.2 &%, 5K 1 -
BEEMFIIR, TREBEHAISZFENSSRIE.

Certificates (GIEH)

YEERAER SAML M RIEMNARE (ER AUTHV3 thil) B, BERUTHIZES: “Unacceptable TLS
Certificate” (RaJ#ZE=m TLS iEH),

£/ Citrix Workspace R 1906 REBRANSHIULRE, BXEFEHRGE, BSRUTRRROXE:

» CTX260336
« CTX231524
» CTX203362

R StoreFront RE[EZIRESFAFERIEBLRENTEIES, HEBREFEIEPUIFEERER,, B5ART
UTHE, SARBHM StoreFront &S

1. B2MRE—1 S PEM BRI EHEH.
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R
WMRHAE PEM BXBNES, EFER openss 1 LARERIE CRT BBNEPRER . pem .
2. UAF& GB%Aroot) RERHE:
a) B— =z xxrE$1E SICAROOT/keystore/intcerts,
b) URERHEHNARSMHEITUTHS:
SICAROOT/util/ctx_rehash

MREBIHERMANEMLNHAZAFP IR EENRESSSEEHITEMNEIE, BARUTIRBHTIRE, RAEBEHRM
StoreFront R AHEE:

1. $KBY PEM & HARIEHo
1B MBERRBARRBIESR, EEH openss | SEAEREE CRT XHBEFHHiRH.pem X,
2. URERHENAFSH (BER root) HITUUTERE:
a) BizxtrE$13 SICAROOT/keystore/cacerts.
b) BITUTHS:

SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport i#iX (EDT) 891385

ERHARRAH, WMRIE HDXoverUDP i€EN Preferred, M@ EDT #1THVEEE WIS AET HiEEE, HEIR
2 TCP,

B Citrix Workspce MR RS 2103 &2, BATRIFAFEME, BEUTIEHHITEE EDT #1 TCP:

o HIRER
o REARMEEMER
o BPImBEchERMER

ISR ThRE P 4B AT B e WA EDT BYBUEIRRTEl, 1852, FRRRYER UDP e/, HEXMER TCP,

FINERT, EIREITCP /5, BENEHFEHSER S DI —R EDT,

Enlightened Data Transport (EDT) MTU %3}

Citrix Workspace R F#25 2109 ¥ Enlightened Data Transport (EDT) ppIRAEHE AL (MTU) %3 ©R
=7 EDT XM rI EMAMRDMY, HRMUBCHEAF 55,

BXEMEER, E2F Citrix Virtual Apps and Desktops x4 EDT MTU & Z1EB53

%+ EDTIPv6

8 Citrix Workspace R FAf2FHR4s 2203 #2, 4% EDT IPv6,
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} =r

AR

TCP #1 EDT #3%=#F IPv6, B2, £F TLS B TCP f1&ETF DTLS &9 EDT =%+ IPv6,

Storebrowse

January 17,2023

Storebrowse B—HEFF RS RSB ZEF TR ENREHSITLRER, @d#EA storebrowse SLBIEF, B
BRI BT T B EiRE:

« ANIRFARIE.
FIHERENNAEERNE LT AREFRE.
« MNEBRENNABETEMECEIT RN BREZFFREH.
« BRANMZAEAHHNNAEFMKEBRES .

« BEEXRBHINARER.

o ERTERIMTERNRE,

storebrowse SLAREFEBEE /util XMHFDRME, EATUEREME THRIZX . 0, /opt/Citrix/
ICAClient/utils

WEFM

storebrowse SLBEEFEE libxml2 EEa,

BEE A mHKENNEER
BRMA AT USHER:

o ALER®<SITH storebrowse %
o AIUER Ul BaiE R

AS7RIT storebrowse <,

TR SZEL 4R Storebrowse 138158

LURT, TEER BBRSHE M #1TIEERN, Workspace EREMBANGASRERS R ENATBAXGRY. Fit,
£/ Storebrowse B BREFMNRSERIEN, FTXIFREEL L. KEZRBE=AEFF HHNEHER
Storebrowse i##%%I Workspace &, HREEGHENERRSESMEINEE,

B Citrix Workspace B2 2109 e, HEhER Storebrowse i#1TiEZEr, Workspace ZEiEf XX 41§
5iniZiRES R LWATANHRES . IR TFHE=AEEF inR B EE Workspace BBt tBaEARIE,
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AR

o IR INRENESBET B AT IRSESENTIH, EXEAESR, 1551 Citrix Workspace X4 HHIES
BRSESEME .

LA

AT ER % 4B T B LM storebrowse LR EAK storebrowse &%,

ARINR RIS
-a, —-—addstore
WiEA

RN EMXFERFAE SN ARE UL ServiceRecord SFiFIEF#IE, Itam<$RENARIEHNEE URL, MR
RIS RN, MR IR,
StoreFront LMyEs<Rfl:
e
./storebrowse -a *URL of StoreFront or a PNAStorex
Tl
./storebrowse -a https://my.firstexamplestore.net
AR

AILUEA storebrowse SEARERHRMS NN AEIE.

FEBh

-?, -h, --help

i)z

1RE X storebrowse SEAEFAENFARER

SN AEE

-1 --liststore
BiEA

FIH S ARINBIR B EIE.
StoreFront L& <$/RAI:

./storebrowse -1
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e

-E --enumerate

WA

FIHATAZRIR. RINERTRETRUTE:

o FRBR
¢ BRBM
o FFEXHE

BEEFMESR, B -M --details LM -E &%
AR
iz{7 -E Ry, MREZAIREHEERE, WEETSHRIEED,
5 -liststore IREHEANZARE URL.
StoreFront B <Rfl:

o ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

217159

-S —-subscribed

PR
FIHITHNZR. BIABER TEETRUTE:

o HRB
o BRER
o FFEXHFE

EEEFMER, B -M —-details MM -E %<,
StoreFront M98 <715

o ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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HHER
-M --details
iz

H&HSERREHNNBERN BT, kadEES -EH-S #d—REM, IHdRAN— 1 SME 5B
S BB T A

« Publisher(0x1)

« VideoType(0x2)

« SoundType(0x4)

+ ApplnStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
+ RemoveShortcuts(0x200000)

&iE:
o« BERBEITHMNBREFAEREEE, 5% CreateShortcuts(0x100000) &5 -S. -s # -u < —it2
EJ=EH

o EMFERESEE, 515 RemoveShortcuts(0x200000) 5 -S &< —i2ER,

StoreFront #ys <=1

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ EEME<$RIH, 0x264 2 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 Sound-
Type(0x4) HEE. HHIETIHEITRNZRURIFMAE S,

AILUER -M s 27 BB FRRIFAE S NEIR:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AR SRR EE, Flgn, 512 & 0x200,
o WNRFLFME B TEET storebrowse 21, MigHERS,
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1T

-s —--subscribe

BiEA

TT RS RE B A I PRV E R iR
StoreFront M <l

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITIE

-u —-unsubscribe

L
MIEENABERBUEITEENE R,
StoreFront Mg < /Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

Bap

-L —--Tlaunch

PR

BE5EAHRRNER, KSAEFMEREXHE, BHEMINEERNSIE.
StoreFront Mg <$/Rfil:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

EtT

-i --icons

BiEA

<Ll PNG BRIV S EM N AREFE. <5 -E 5 -S sa < —ER,

ERPARANIRERNELR, BEA best 28 size ¥ 7%,
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best £k

£/ best 287574, EAILGAARS 28 HIRMHMREXNWET. o UMEREIREIRAFMEAN. best 8#AE2
FiE. ATEMEAHEARENRERIA X, XHL <resource name>.png R RF.

size &%
EREUEE A/ NLRENERR, EER size 885k, NMRRSBLEFNAEANNSRENELR, NaHMER,
size XA WxB &=, Hrh:

o WHERNNEE, FEERSEESTHN, EtREE—MEREHEEARD.
b nggﬁ@ﬁﬁgo ‘I’EE’JETLE]«%: ﬁf%?ﬂ"]ﬁl%ﬁo

=

AR
EW 2H4FEN. EB AL,
MRKRIEEXLEE, NWETMERBEGRENET. XEXHL <resource name>_WxWxB.png & R1F.
S F -E 5 -S S RENE N RR, XFEMHASEHL png B REFEIT.
Etr7zi57E ICAClient/cache/icons 43k,
StoreFront M <Rl

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BEERIE
-W [r|R] --reconnect [r|R]
1i8B

EMEREENARENL T EDRSEEMAERNRE. [f] AT EMERMEHNAEENRIE, [R] ETEER
ERFE A RIEM T ERN=IE,

StoreFront Mg <R f1:

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery
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W SiEERE

-WD --disconnect

BiEA

W FHETE L A B IS VPR SIERYIERE,
StoreFront M <l

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BiEA
KI\HEE N ABERNRESIE,
StoreFront M <l

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

PN

-v --version

BtBA

&= storebrowse L BEFHIARZS,
StoreFront B# < 7Rfil:

./storebrowse -v

RER

-r --icaroot

BiEA

BERETIERT Linux 89 Citrix Workspace ZAEFHIRE R, MRKIEE, WESTHRERER.
StoreFront M98 < 7Rfil:

./storebrowse -r /opt/Citrix/ICAClient
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BR&. &, 17§
-U --username, -P --password, -D --domain
iR

BREPR. BRMEIFARESERARSES. LA ENERT PNA NABEE. StoreFront NARERIRILLE<S. ¥4
ERAERWET. BEIB T HLTHWNFAES.

StoreFront Mg <R f1:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

TR FE RS I

-d --deletestore

BiEA

BYH7E ServiceRecord EaEFH MM ABIE,
StoreFront B8 $ /R l:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

ECE BBIARSS
-c --configselfservice
BiEA

RENFHECETE StoreCache.ctx PEMENBBRSH Ul 8B, REMSHIELA <entry[=value]>, MRRFEHR
B, WkHiRENZRE. B2, NREEXME, WaERAZERERE.

StoreFront 9@ < R41:

./storebrowse -c SharedUserMode=True

70 CR X%
-C --addcr
pililz

RER MY Citrix Receiver (CR) xtff, HRREHRMENLAEE, W5 -a H<ER, BESIMNABE, Hift
TR,

StoreFront 9@ < R41:

./storebrowse -C <path to CR file>
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B2 E AR

-0 —-synclease

iR

Fra%% Workspace &% X 4 518N RIS E@ﬁ%iﬂﬁ*%%tﬂ’ﬂﬂﬁﬁﬁ(#i&ﬁﬁﬁo e L BB T EMEINR R
[EFRAEAXGRD. MREARSESNE, WRERER.

G

./storebrowse -o *URL of Store x*
StoreFront B8 <Rl

./storebrowse -0 https://my.firstexamplestore.net

X7 storebrowse sFiFiEF

-K —--killdaemon

WA

£k storebrowse E&1EF. AL, FEMRAEEENSHE,
StoreFront By <RI

./storebrowse -K

FHEIRLH

-e —-listerrorcodes
BiEA

FI MBI IR,
StoreFront Mg <$/Rfil:

./storebrowse -e

IVAEESERES

-g —--storegateway

BiEA

FB7E ServiceRecord E &R MBI FAEEILEBRIARX,
StoreFront M <Rl

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
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AR

M — P 2% 8 AR T 5 R I R RS TR RO R K 51 R e

RERTN

-gq, -—quicklaunch

BiEA

fERER URL BEIMER. Ita<UERT StoreFront ZA®IE,
StoreFront W& <$Rfil:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

SEialdsd

-n --nosingleshot
BiER

YHLRSFIP storebrowse i#1g,
StoreFront B8 <Rfl:

./storebrowse -n

NS

-F -—fileparam

WA
EREENXAREMRRBE .
StoreFront Mg mfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TER
ASCER T JfAIfER storebrowse 3<% BEIRN AIEFRIER TIER:
1. ./storebrowse -a https://my.firstexamplestore.net

AN ABEEHRENAEENTE URL, i858 URL, RAZEEENSLHEEAZ URL
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2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
B EARNNBEFMEE. ERHNEIMNLARERRNHEHE MmN EHERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
Boh&ER. M E—erSaiad PIREEIRE R .
4, ./storebrowse -K

a5 B R Z BT N EIEH X7 storebrowse SFPIEF. WRKAAHIRRILE S, storebrowse #i2i§
E—\EERE,

SR HEER

February 21,2023

PR ENE B HEBERRMA Citrix Workspace R 2 H BB E]RT,

JEZ S

A gE B B LA T E R R,

ICA =5 Fedora 29/30
ICA BahalaER7E Fedora 29/30 LR, fRRFAE: REBUTES BHITIRIE:
1. FAEHS$LE compat-openss110,
sudo yum ‘install compat-openssll10.x86_64
2. £ ~/.bashrc FREFFTEUENSIIIEHITINE, HRIEERRIBN Libcrypto B
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR

5 Wayland &nkgs#att, Citrix Workspace RAB#2RF1E X.0rg lRS 28R TIEIETT. 31 F3& Wayland R
INEFDINRITHR, IEBUE AR T E—1I:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
FAHEAERUIER X.ORG REE8.
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BERATHERNEERIE

5 Windows RS 8BEILEEN, MRETTE “‘EEEZIRSSE... HEENEE, EUEAETEESO, WA
BEEERNRSBEREZ PSRN AIE (Client Access License, CAL), BXFAIMEARER, BB,

REEMERE

EMERIEERERST Citrix Workspace R BREFFIBENEIERENRIEN, EEARAKN. RSHLNTAR
EFAENZHIILESEE,

INREFEEKY, Citrix Workspace ZARFHRRERAMGAERE, SN, RSFBFRAUFMERNEAERE
BE—NM&E, MRRIERFERAERRS. ORRSHELVAARENATE, WE - NERBAIEIRK.

522 Internet 27§

Citrix BiEEWE LAECE DNS (HRARSER) . EREEEEBMRITEEENIRSBNBM. WRAFEE DNS, M=
EXEGARS 2R IP ok, el ASChZ [P itk (MAERHR) 18RS, TLS EEERTLRENHE,
fdE IP bk,

ARIRHL ML

MPFEEEEAEHENRERN, EESREIIEENETR “RERMKLK: Javascript #iR” #iZEE, BE
wpad.dat XHEHIE SICAROOT/util ., BITU TS, HPENBARRNEZEINRSHIENS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKERLTHE, WBARSHE LN wpad. dat XHFESER-E, FEHTALE. BURET “MELKRSHN
TE.”Eadht, WEMBRZEE. T pac.js, AAHPTIENS N TERUTRRAEXFRERN—1T,
Hep “. 7 AT8R,

var ...;

RIEREEE

NRENKEEEBNRITEABE, Linux RIZPHBENERTERNBERTREEERB. ALK BT —MEERN
E&RERF, ff rngd (BFEH) = haveged (kB Magic Software),

THEMS
SNRIERRN, FIRAGRAINEF
1. JLUEREMIARNERSSIFNTEES, SEF:
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« Ssllabs.com (ZKMRSB/AH Internet iHRINIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux & A8 WireShark &1, #2788 (ip.addr == VDAIPAddress) & #E& (Client Hello,
Server Hello) U&#, SSL #43. £RBEHEFIHAXRFHRSH[IEZNELES

Citrix 71t SDK RIEH
Citrix Optimization SDK 488 & RIEHII UIDialoglLibWebKit. so kids. #RAE: HITUTERIEZ—:
1. MT#HTE FZ Citrix Optimization SDK ##&hik7s 18.10,
a) #EER#E CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialogLib/GTK
b) MIBRERAE ISR
rm -rf *.o
c) %% WebKit s :
cd ../WebKit
d) MExELE UlDialogLibWebKit.so &:
rm -rf UIDialoglLibWebKit.so
e) 7 WebKit BRHFERUTHS:
make all
£ UlDialogLibWebKit.so.
f) BmESHE SICAROOT/lib ERH,

IEAT SSL EEMBERINEHY

Har TLS iE##RY, Citrix Workspace MBREFIRIMER FRIRE—HT NS RELES,.
MRBEZIFERIANZBESNRS S, BEREXHH [WFClient\] B2 HIRBEE XD SSLCiphers=ALL,
XU TBRENEN:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM
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ezl

2/ EDT 1hilhy, ZrRIGELBIIUTHIRER: 5.7 NEEEHA. REER

FAGAE 1500 FHAIRRBREFEILAY, FJRESHIMLA. BEHITUTRE:

o HEEXHHIZE edtMSS=1000,

ERZEIR
ERER R AR AR EIRIEE. TOINT:

o EEHE 58HINERSEEHIMMIER
o TEBKRBNIIERS
o TAERALLARS SR MIARIMERKS

RELpAr e SR HIMILLER, B

BEAT EDT MR AFHRL/

o BT BN A EER TLS hilet. BXF4EER, B2 TLS,
o EERITENEEXN TLS ERFERRANZEESN, EXMELT, BAUEEEXHM \ [WFClient\] &
SHIGBEEIEIN SSLCiphers=ALL, REEENBHEREZHIEIT killall AuthManagerDaemon

ServiceRecord selfservice storebrowse,

o TR ENAEYHIBERZFEIEBR, IS BFAUSZHERIRM Citrix. Authentication #0 Certificate 89

IEH.
o Hfthja]&H,

RHEER

Citrix B EE RS 28 L EA R AH Citrix Virtual Apps and Desktops g% Citrix DaaS (UAgi#5A Citrix
Virtual Apps and Desktops ARSE). Ithoh, BEERFIRE LERSRFHH Citrix Workspace R AER .

NEERETRERE, WA LEK Citrix Workspace MABEFHEE UK Citrix Workspace R BIEFIERTS A

LR S %8,

« E2E Citrix Workspace [ Bi2FEE - B0 E Citrix Workspace R FfEFE ST LR ICA FRERE SRR

Y415

+ E4 Citrix Workspace M Bi2FERA - B2k Citrix Workspace Rz BRI R 75 0% AT LUSR S

SRR R

+ BF UDP &4 - LtIAERT ITEPRERIMLE E1RF IP iBF (VoIP) &P iEiRmM—BE
o EARFRAMEZERTF Linux &y Citrix Workspace #2570 Citrix Virtual Apps and Desktops =i

Citrix Daas - Citrix RUfHEsa R A S MRAMNIERE, FZHAEIRETE

PR S5 88 3R

BEHM Citrix Workspace R 12
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BR

EARFRF, WD (HZD) FERNMLNHIENHATRE LNSHRRREHROER. TRELATESURE
R RIOAB X I I PR Wo

£ VDA LB IS R R, SEUBERIIZF RN, FR5INBRMENKR. B2, X11 (Linux/Unix &
EFRS) RERM—BAIRPLERFEHR,

ARpIEEEER, Citrix BN ERREARFLHSERLHRSHIRER %, B, FF vsvnc BEh F—MHLE,
RiEE P im ENERBEGNEERNEOEES, UTHRARRARURATHLERSHR:

+ X11GPU&E
o ERASEES

X11GPU &

SHF Intel HBER, BEEN
20-intel.conf 89 xorg.conf.d FalEZ—MEEUTRABHISM:

Section '"Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection

s3F NVIDIA Bz, 3&7E xorg.conf.d X FiFEEEMNEREN “MetaModes” EMMIX . X FFRERNED
LUES9PER MetaMode, EHRIMUTRE:

{ForceFullCompositionPipeline = On}

fugn:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

REH Linux 2% 8ERARER xorg.conf.d B2, 170 /etc/X11/xorg.conf.d 5% /user/share/X11/xorg.conf.d,

HEEIER

ERLUTH<:
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« Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
iz1T “CompizConfig Settings Manager”,
EEH > HRET, HATBHEER2RE D,
AR
£/ “CompizConfig Settings Manager” BINig1E, RAEIZMESERM RSB,
« Compton (MEBMEAERF). BXTENFMEE, ESH Compton BETT/XXHY, FId0, BEEBITUTHL:

compton --vsync opengl --vsync -aggressive

HRALER

MREANRIERXHER, RRETSHREBWANAIERLE, EXMERT, SITEEMEANRERENEE. X
EERZNIFMES, S Control keyboard behavior (Z#I5&2177).

HEER

BEpTEEON, REFOEERSSAMREMNEOUE, SBEEES, ERRLEE, BREOEESRTIREITE
B EE OB HIE DA ERRIR T,

EfrmRAEME

Citrix Workspace AR RIZNEOBGS AZHEOERRRE. B2, XLEENGS X BFIHEBEAEH RS
EFRE,

TeEmRAN
ERMTLEMRENE, FRITUTERE:

1. 77 wiclient.ini BB 14,
2. 72 [WFClient] 29+ 438 F4T: UselconWindow=True
3. REHXFZEX K.

FATERE

MRATHEBSHEREARIAEM, WATREEMEUBR R AILUGARKIRMEBRH)IRE N RBHABRIES LR

o
BEATE S

1. #1777 wfclient.ini BR& >4,
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2. 1z [WFClient] 4 #FHmMUTFT2—:
CursorStipple=ffff,ffff (KHxiFigBEHEE)
CursorStipple=0,0 (¥#iTgBRHBEE)

3. REHXHEX o

FBINH

BRABASIBHEEEON, FEREOPNEEHGERNL. ILREEE X Windows RESHEBRRESHERN
HERE. MBEFRE, BAREMNEREAESHNIERE,

EREFEETRRNEEEN

EZDIPRSS 20T, AP RILUERMER 256 B8R, WRTREMIME AN AR, ENAREFEBENARRAE,
LU= miE 2R R.

BB R EENINGIRENNED RE B A ERR = E BRI MBSEIMMSRERERN, B
BRIENBIRNIEES. AT, Citrix Workspace REFHEFIRRNEGBIRERIZIE, HER/LP
HEH—RLAIAER.

BREEIR

Citrix Workspace R AEFEX BHIBFFER EUC-JP 5 UTF-8 =/ 43, MARSRNER SJIS R4S, Citrix
Workspace M R#2F T EEXLEFRHEZ BHTHR, LRATERSRERUTWRE HIR:

o REFAERSHE LHESMEENXM
o REFEESHHERS R LEBHIXH

IERE SR MET RSHMEEPAANSHPHNEIEFN.

RiE

Bl

B2

&

ERSIFRNESNERE, BEFIUERAGLTZERERERITEED -span, BIIZED, FLE2RAIIEETIN

HNEREBETo

i@id Desktop Viewer TE#ZINEE, BAUARANSEROS2RSETOZETG, SENEARETHENSER
283 Fo

BE.
WFRBLESIER ANRE (BFEERACHNEOTHNRIE), BRERFEER,

- span ETERA T8
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]
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MBIEET h, MIGE stdout PiHHBETERTIR, WR h STEMEDE, wlica B,
WMRIEET 0, MAKEHOEFE override-redirect B,
NGy

¢ BENAERERARED, EEEFASTRENENEER —EEANRE—TIET
BEONZEOEESAIN, KEER, BLEERCEHERK.
{RE B AR IERMBIFRILE,

o My

\

WMRIEET a, Citrix Workspace MABREFEERAIE— MG ETHTETHNRIE,
Citrix Workspace M A#EFBREHRD -span EMEHN BREHSHTIR:

o BMERERNER AR
o BMEREERREXEE EANE T AR KIS,
o OMEREERIHINAR. AR EMMANLSE ERER.

WMRKIETE 0, wfica ¥R _NET_WM_FULLSCREEN_MONITORS B EMEOEESRPERENNEORE (0
RXFFZIEE) . BN, BEARITMNUBRTRIERFAFENHD.

AUERU THSRNAEOEESE T X IFZI6E:
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MR B, RAREIZIE. NRTXE, ARFE—IBEEEEMNEN. AILUEAR -span 0 REBZEER

P

B,
ML ITIREBETIMI B REEBIRIE:
1. ERSRTEOP, #BA:
Jopt/Citrix/ICAClient/wfica -span h
FAFIgESRIFTEE 2R STIREALE stdout 1, RERE wfica.
2. B TXERRERS,
3. EHLRTEAF, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\]J\]1\]

w. X, y Mz EREENSBFNSE 1 PRBASERES. BMEw FEERENEMRE. M MEw M XIEE
FREXIEIE EAMA TR, IMEw. X. y Mz BERKETRER. FEak. ZMMAMNDEE EREE.

BE:

o mEENEREEMRS A, EX WFICA_OPTS T2, EEXMTE, EREBESEXH (8%
fi1F SHOME/.bash_profile s SHOME/.profile), EEHFHM—ITHEX WFICA_OPTS T &,
fBign:

export WFICA_OPTS="-span a"

o IWERERIENNBEFNKESE,
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o MERBEREH selfservice 5 storebrowse, BEMIRENRHIE, WEHRFBETEEBER, FEd

LUTap < MBRHEZ

killall AuthManagerDaemon ServiceRecord storebrowse

M BEF

Y

f&alg
4|
]

CARA S REERSIEUCAAMNAEFHAEMRIE, HITLRENRRSEFIRASAF REMRERE, #BEZER
EIh g

=]
B
EXRATEIERESS (faAlt+Tab), BABH<SRETIRS .

fRRTTA: fER Ctrl+F2 EeTERBAEAEINGE, EEER DOREIRIETD, &% 1757287 SICAROOT/con-
fig/module.ini #3& TransparentKeyPassthrough i€ &% No. LLRAAEAEZRREFBAEINGE. B, &0
BEREBIEE All_regions.ini XHARINLLIEERE S ICA X%,

PEEIRIEN
EIREIANE RGN

B#i, EATF Linux i Citrix Workspace [z Bi2FHHNBEBEN EE R —RIEZF—TREREN. FIEBIERIAN
BIRGHIGRHNENRERE /dev/videod, BEZREERITENPHIRNERBREN.

BIERUTHSRE VAl TR, Fa5HARKPAEEISIEENFAEIRE:

sudo apt-get install v4l-util
<!--NeedCopy-->

ERL T <LFIHIRRE:

v41l2-ctl --list-devices
<!--NeedCopy-->

ERTRER IR EIGN Tt -

user@user-pc:~ $ v4l2-ctl --list-devices

UVC Camera (046d:09a6) (ush-0000:00:14.0-1):
/dev/video2
/dev/video3
/dev/medial

Integrated Camera: Integrated C (usb-0000:00:14.0-8):
/dev/video®
/dev/videol
/dev/media0

<!--NeedCopy-->

RIBRTER TG, ERINEREN. EAUEREPNEET—, Citrix BINERE—1ER5l. Ubuntu FEEHIE
A, AbEIREET—1 %7 IBENNS IR, FILRfldh, ERLUER /dev/video0 #1 /dev/video2,
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2R HEMERMITEENIRINME, FHITUTRIE:
1. §fi%l ~/.ICAClient/wfclient. ini BEBXEHWNEHITRIE,
2. 1% [WFClient] #5394, FINUATFIEE,
HDXWebCamDevice=<device path>

40, M HDXWebCamDevice=/dev/video2 UERZFIEEMETZH /dev/video2 HIRMKRIEEN.

MiRTHEE

AEPH L, MERGNEERERAUERBNRATRTESAHRFG TUARENA M.

EFMERER
AR 7E VDA i 2R BIASR S JRbD 881 5 P Ui ERY SRR R BOHTTHE . EAFIIRE N EE,
ZRRAMRI, FRITUTIEE:
1. Sfi%l ~/.ICAClient/wfclient. ini BEXHHWNEHITRIE,
2. ¥ HDXWebcamDebug &/ True,
HDXWebcamDebug = True
BRKERE, FEOSEFEREAREMRUTXE, BEEBURTARERNRIDE:

o 3F H264 Fi323: /tmp/file_mode_buffers.h264
o 3+F Theora Ef388: /tmp/file_mode_buffers.theora

TE#R T £ =R

File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

LB RGEH N 2R
IR AFENRESHERELTERBHIMEREN.
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./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device -1
WEBCAM_DEVICE; default=/dev/video0]
<!--NeedCopy-->

EEAMBRENVILBEL, BMBLITIETU TR

cd /opt/Citrix/ICAClient/util
<!--NeedCopy—-->

‘S./gst_read -b 100 /dev/video0®
<!--NeedCopy-->

BRERE, BERUMAME, HERRBMEBREGEVRAE PX AT H:
/tmp/wewbcam_buffers.buff

MERGEINASEAPTENE—F XN ——buffers (-b) &, EAILUEEEMANMEBRGNIESE. Hld0, &
BENTRE:

+ ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TERER T M EEHNHE R

4 “\
] > File sink

Webcam

(ex. /dev/videoO) J \. J

a )

> Video Preview

S J

Ymha2s it 2R =

R AFENIR S EE R B IRS 23.

./gst_read --output_file | -o FILE_NAME [ --buffers | -b BUFFER_AMOUNT;
default=10 © ] [ --enableH264 | -e ]
<!--NeedCopy-->

EEARESFNASFRN, BMBITEITUTHS:
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cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

./gst_read -o ~/file_buffers.h264 -e
<!--NeedCopy-->

PR RAE—F XN ——output_file (-o) W, EEJLUMNIA Theora g H264 4id28 AR BERMAIE AKX
£, i, BESHUTRR:

« 33F H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« 3F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TEHER T RIS BRI

File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 H{+4Riges
MRETFRER H264 RIDS[TIZERIETT, NBER LT P BRIOIEEKRIN

1. 38iF X264 GStreamer EHEREEN gstreamer-plugins-ugly W—OEETEST. NRE
libgstx264.so ERAIA, EETUTHRSHEITRIE:

gst-inspect-1.0 x264
<!--NeedCopy-->
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2. BT THSRIE Libgstx264. so FEHMKHIN:

ldd /usr/lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstx264.so
<!--NeedCopy-->

1R Libgstx264.so XHAREFE, NBAERUTaR<RE GStreamer &EfF:

sudo apt-get install gstreamerl
0-plugins-ugly
<!--NeedCopy-->

H264 fE+4RiDEs

1. 383F vaapi GStreamer RS EHN gstreamerl.0-vaapi W—HREFEET RS, WRE
libgstvaapi.so FERAIA, HETUTaRSHITRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy—-->

t=GStreamer

2. BT TS UIE libgstvaapi.so FERIREIN :

1ldd /usr/1lib/x86_64-1linux-gnu/gstreamer-1.0/libgstvaapi.so
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<!--NeedCopy-->

reamer

3. BRRAEIERRBIIRRLIL

EREMEE vaapi, BB GStreamer vappi LEEFEHITIREE

WEENES GStreamer 122270 gst_read BHE

EREM ICACLient BENBRAE, BUIM gst_read BRFIRERZE,
BHITUTREUNERS:
1. TALEHEITU TS

export GST_DEBUG=2, gst_read_debug:6
<!--NeedCopy—-->

export GST_DEBUG_FILE=~/gst_read.log

-1.
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<!--NeedCopy-->

=

Pa =

IZEGEHTIRREINURBTEERSHNXX S, EXMERT, HiTH GStreamer EZRIZERF
2, A gst_read BRIGERF 7. BXFMAER, BSH X, BINANE GStreamer EZIZE
HIRFZEERS, 7 gst_read EBHER.

2. THBEM VDA ICA X,
3. ER—&imL, BITUTEH<LLUREN VDA RiE:

cd Jopt/Citrix/ICAClient
<!--NeedCopy-->

./wfica <ICA file path>/vda.1ica
<!--NeedCopy-->

gst_read.log XHRERAMNE GStreamer &2 gst_read HEERKHN.

GStreamer EiElsE
EBEE GStreamer HEREELIENSIMFEE, BRITUTRE:
1. BIE—IXXERREERXHE, fiI: gstIntPipes,

2. FTFAMHHSH GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, WWZEEHETH
XHBTERE GStreamer fiIE,

3. THBEM VDA ICA X,
4. EE—KiFLE, BITUTEH<LLUEE VDA &i&E:

cd /opt/Citrix/ICAClient/
<!--NeedCopy-->

./wfica <ICA file path>/vda.dica
<!--NeedCopy-->

5. ZBR gstIntPipes B&RXMH. GStreamer AEEFHNEMRELEEER — M RX M. Alt, EETUE
EEIREENFMEIE. TER—HRXHFNTE):
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6. REAXHILARFUTEEENTMUERT. FI90, Graphviz, TEZIBREENNSHTE:

EEE Ao

BRANENTEERTAEMTEER, FABRETHZRER, % Openimage in new tab (FEFEmFH
TARRE), AEREEEREICN 5.

WM EEMR, FTNEEBLEEE GstCapsFilter ;&M GstVaapiEncodeH264 TR, XLENEEMKRE IR
nHE. BXEMES, BSE X,

BFRERGINEE @RS IZUHIZA

HIHRETHIZA helios_troubleshooting.sh AFRIERFKEREFMEKFIETES IIFMEREVEEM.
BHITUTRIEREITRIZA:

1. & helios_troubleshooting.sh T#Izs,

2. 7 Linux it AT iR =,

3. A helios_troubleshooting.sh --help&helios_troubleshooting.sh -ha&EEX

FHS TSR
4. BATHEFP— B2

« helios_troubleshooting.sh -s@ helios_troubleshooting.sh -static-fEH
I < AT B E X B TSI E,

* helios_troubleshooting.sh -d & helios_troubleshooting.sh -dynamic- &
AltsSrHEEEE gstreamer BB MK RGI ISR RIS THSMEIBINE,

LB 2R RSB E AR,

LD
E U

£ Windows SR8 HE N §HE, EEATHEERERYEEH, wiclientini FERTRSBIEFIHNTE
EREE. KEEMRSBEMNABEFET. BRARSH-FFAERBTEER, BEARSSE-SHAEATEER.
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-LEII:—IJEIkEE,JJ\I

IHRERFBIEIRN, BHNRBRREEXH. Bk Firefox #1 Chrome 5, 7T

ab s
AE™s

ERIEABNAR. EERRELREZNE LNERLERREN, JERRRRERT ICA X,

FFE NS

EXHEMN KRR HTERES fE

NRERRFE Web 2B RIAR, BTEIETT setupwfc g, RERELTE BROWSER, LUEEFRENMKAENA

BRI BT,

Firefox %

7z Firefox PEERERLAREFEN, MRNEEEMLE, F=iXEA ICA i,

Firefox ¢y ICA &t

7z Firefox PEAT ICA N, SEMNAREFSIETERB. EXMELT,

EEE&I 1=

MREMEEFBEETER, FJRSHIUTER.

BRI ICA

E_MISSING_INI_SECTION - 18 FieE X 2.7 BECEXHFH “.7 BHEK.

EEXAEEREHIRNES .

E_MISSING_INI_ENTRY - 3IFRREX 4.7 “.7 BOPBABERE “.0%

REXHFEREHIRRES .

E_INI_VENDOR_RANGE - 3IFECEX 2.7, FBEXHHH X RS B[BHRN TR “.” Ko

BEXHFH X RSBHEBESERF, 5 Citrix B R,

wfclient.ini 2 E5i%

MRKIEHHRE wiclient.ini, NATEESHIIL TR
E_CANNOT_WRITE_FILE - A5 N3¢,
RFEESUBEN L, FINEHRZIE,
E_CANNOT_WRITE_FILE - Ti&eUE>f4: ...

BB E SRR i 5E,

E_PNAGENT_FILE_UNREADABLE - F;%3%EX Citrix Virtual Apps 24 “.

< BIEXHHE R
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I EE _
Fo5%i%E Citrix Virtual Apps X5 ... tR#IEL,

TER BT EmMEEABANER, BizF RN Citrix Virtual Apps and Desktops g Citrix DaaS X7
o BREEEXRPERNARFRFURFERMNRRTIR, AEERRHILNZER. NMRBERDAFE:

s WEREEREERETNEN
o MEEIREBBFRS A Citrix Virtual Apps and Desktops =% Citrix Daa$S 2.

PAC X f4$81%
NRENHBEEARIEENEE (PAC) XHEERERE, WaREUTHEIR.
RIBIMKM: BEhECE URL RIEH,

EN R AP E ML E T X% URL 268, BRI http:// M https://, FZIFEMEE, EEHUBRAER
B9 URL REHE I,

R MKM: JPAC B4 HTTP TERW: EiELK,

KEZDWAT RN, MRE, FEEMUHER, BN, RSB[BUEEXH, HEER,
REBIRNEM: JPAC Iz HTTP THKLK: ARSI,

ARSS 88 ERTFIERMIERAY PAC XX, IB1EARS 28 LR M, SEEMEE N KR,
RERNEM: JPAC A HTTP T&E%XK,

T& PAC XHBhERAK. BEMEEHER,

R MKN: BopfcEM AT,

PAC XtR=, E1ERRS 2R EBBUL M, HESHEEN KR,

RIBROMEM: FL+F JavaScript,

R/l PAC AJITXH S pac.js XA, EFReE Citrix Workspace F 2R,
RIBHNLM: JavaScript 5.

PAC X8 &TMH JavaScript, E7ERRS 2R LEE PAC X, HiESHERE,
REBNEK: KIE B BEMAERTER,

MBRSS B EIMIMNAR XA ER. BERS R LEEX Y, HEEMECEN KSR,

Hth
R )RR

ErIaeE 2 R ML T IR)RR,
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KHARIE
ET RS B/REEER Citrix Workspace MARFEXARIE, BER wiica BF. LEFEREIRERSSRMAEL
KIEMTHHEITIER.

EiE syslog RAICRILER, EREN 6 19 SyslogThreshold FHIMFIEE X 48 [WFClient] 9 5, LHIgEE
BR#hEEHN LOG_INFO RESHEEBEIERINEE. SyslogThreshold HIZkiAER 4 (FLOG_WARNING),

B, BRE wfica, BIEHEBRXEENIRESEIR, FHIEMERN 6 89 PrintLogThreshold 711 % [WFClient] %43
PrintLogThreshold 923\ &% 0 (<LOG_EMERG),

BEXATRERNERER, BBHAEEIZSE, BXsyslog BBNFMEE, ESHE syslog iLE,

REXHRE

wfclient.ini FHE N KB EBHUMTE All_Regions.ini FEWRMER, XHE#ZIGEAREER. LI, wiclient.ini X
%8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &4 &N & B &84 J17E canonicalization.ini hEST RIS
B, ZIRBTHEEN. BXFMESR, 58 SICAROOT/config B R+ # All_Regions.ini #1 canonicalization.ini
X,

BREHINAER

MRBTHRESTHONERTNNABREFBRRE, WS ZEOREMNBREFHER, ZNAEFAIRERRK
(RRETHREENRATNAEFES), FUXERT, FRESSHEEMNARFIRINYME T ZHRTHO, HER
BEYEIZHITH O BEFERHERERZE .

EfRRIEIR, EFLIEAIERTHRONKARIRZR. T UUCP #XMEiE, NARFREEGREREREEE— I 8E
X, XLEHEXHAENUEIUR FERNRIERSR.

Bz Citrix Workspace B2

R Citrix Workspace ARFRER, HER “KANAREFRINXGRZXHEESH HE. RETRERRE
HaE XIFIEEE ICAROOT snR*# Citrix Workspace AR LR EFIERIAMIE, MHEBELTE, BRI
7, Citrix BT TRIEZ—:
+ ¥ ICAROOT EXAREHR
EHRERBEMRENT ICAROOT HFRLE, BERXMLIRRIERDN Citrix Workspace AR, MRNE
TZEEIREE, NATEERERTE X ICAROOT HFiREE,
+ ¥ Citrix Workspace M BIEFEHREINRIAMIB, BXx%EE Citrix Workspace MBEFHNIFHEER, &
BIRLEMLE,

INREFE Citrix Workspace M BIEFREIZINIE , BEEHLEFIME /opt/Citrix/ICAClient
oY SHOME/ICAClient/platform B,
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Citrix CryptoKit (L(gi#r5 SSLSDK)

EEREEEIETTH Citrix CryptoKit (Wai#57 SSLSDK) 3 OpenSSL MIhRAS, IR TH<:
strings libctxssl.so | grep "Citrix SSLSDK"

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTitan<

BERESN

NRE O EIRREAERNRASIREANINGE, BHREASTIETEIER. 5130, KDE §OEEBER Ctri+Shift+F1
B Ctrl+Shift+F4 RASERE 13 B 16 ZiaHt, MREFIEE, ERRUTRRSEER:

o B FIERIRIENIE—AASIBA S EIRS RIRBAS, flW, EEEEXT, BiAK Ctri+Shift+F1 srgd
DRSS SRIHRAS Alt+Fl, BRHMNEHNREHATARMBAS, BEEH SHOME/.ICAClient/wfclient.ini
B [WFClient] B9 H MU TERE: HgBXIEAMBAS Alt+Crl+F1 BR&3E) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 28 Hotkey1Shift=Alt+Ctrl,

s BELNEREARKAMERASCHEEARIRS R/, XERASTEAMPE, BEREBEZRRR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, i& TransparentKeyPassthrough i& & Re-
mote,

- ENMRREREOEESS, EEELFERRINREAS,

w2 Croatian &

AT AR ASCI FHEMRLXFIAES Croatian BEBHBTIZE ML

1. 7EAENERE XA WFClient #8539, 3 UseEUKSforASCII & &% True,
2. ¥ UseEUKS ig&H 2,

HERE
EREEXNRIZRANER, FEH wiclient.ini BB XHFHUTERE:

KeyboardLayout=Japanese (JIS)

ABNT2 $##

ERCEY ABNT2 REMER, EEH wiclient.ini BEXHHHLUTRE:

KeyboardLayout=Brazilian (ABNT2)

R

SNRA IR FRIRLRRIRINERIZT, EM SICAROOT/config/module.ini B5IR &R RABE RS 28350
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Windows Media Player

Citrix Workspace [ BiE2F AT 8E&HE GStreamer i, TALBERHNEH. LAMEESSHRSH[IERE
B, BNERREEANEHSERMIEHERE—MEM. LRFTBEHEND, HESSHRSR LHM
— M EIRXHEE, #87 Windows Media Player TEBM XX 4Bt B3 A, ERIEPERXHFBEEEGH, EA Citrix
Workspace ZA#EFELZIER, Alt, REJBRIEREMEAKIRBERRS,

FELHIERT, RE#ERTSE Windows Media Player izFiit sy, BNAREIEH8EMN, HETAERE
X o

B R RILERINEE, HEBREFROIBRREBERY, BHRITUTRE:

1. GBS EC B % “SpeedScreenMMAVerbose=0n” #0% SHome/.ICAClient/wfclient.ini (241) &
[WFClient] &84

2. BEEMZIHEMNBBIRSEN S wfica.
3. BHSEHI I E RSN,

4, B (EREMED) SHREGEHRIEXEEN MIME 28, $E2RS4TZTTHERBKRN MIME 280 (i
“video/x-h264..”),

5. 4%%8 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME X817, 7% “.” 5 MIME
KEZEHEN “?7, IEBZAZER.

6. M3 RILERERNEMEAERNES (£R) $E2-5,

7. ¥EREM MediaStreamingConfig.tbl 4% 2% % T #HREM—4A GStreamer i HIE thitE M.

AR

WA LUFEIRG) MIME 268524 GStreamer $&E4F#H1THERD,

BITHRARE

BREE—HETHA, 1EE SICAROOT/config/module.ini BB HhFMUTERE:
LastComPortNum=1

ComPortl=device

BEREEM I HZ N HETHEA, EE SICAROOT/config/module.ini BB AN TEE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2
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Eix

RERBYIL T ERER Citrix Workspace R AREFR AT HI A E A EIRE .

HINEEIR. R34 11 (E_MISSING_INI_SECTION), E2AtEX 1, EERH,
Man$4TisfT Citrix Workspace R AZFE, IHIREEEHRETT appsrv.ini XHHREEIGHSTHIEENRA,
E_BAD_OPTION - 317 “...” T3

I L RS

E_BAD_ARG - J&I7 «...” EETLHEBE: ..o

JEI LT HBE T TRE .

E_INI_KEY_SYNTAX - Z4A .. (EE&E S “...” #) T,
EREXAHH X RSHBEIHESERF. HelE— M EEX M.

E_INI_KEY_SYNTAX - {& “..”(£EE > “...” F) T
REXHHH X RSB[BETHEBERIF. HelE— I EEXH.
E_SERVER_NAMELOOKUP_FAILURE - T%&#%ZIARSS 28 “..7%
TERRERSS 232 TR,
TAEBAN—DHS I oo BEIEEAHEHHPASAREDAHF E i,
RERTHFEHEERPMENRAT. WREMAR, BEFUERE, HFERERIEERESRE
RS ERER DT, BEFMERAEL. UWTXHIREREIE: ..o
EIMERAERRTIHEIRE SR

SNR7E(ER Citrix Workspace FBREFBRIRM, AIEERERRAZR HRHEISHES, IWEERIEBILALS
RIS ETR R R RS B RIE B iZia) Ao

JREX5 Citrix Workspace MAREEFEXMNIZHESR:
1. EREBRH, 8A util/lurdump, BIVEERBLFHIRSN UKL (0ERTHE) IR HRTI SR,

IR ER— BRI UE RN, HPaER4aEAES. Citrix Workspace RAEFHEREXHR
BUKRERFEENE,

2. Bzt Rzt Citrix A2, BREXHHEREENBER.
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5 EREDERHITHIERR

BAAUERERRFOERRLENNER, KRR — T FEERNEFNRHTIA, BdIR, BAMEERAILL
R ER SR RN ERH THREIS AR B IRE,. EEEPOFR, BRAUBSU T EAEEER:

o XA ARERF,

o EERIE PBRERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXAETAITANNBEFOERTIASRSH[OEEERE (FIFRSSEE
ATERTFFERRR XHIN AR ) o

o BEREREGRAITHRE.

SDK %1 API

January 17,2023

Citrix E#l@i& SDK

Citrix EMBERHF L TAE (SDK) 256 ICA VMW EMENEIERE RS B[IHNARFNEF HIREERF.

BRS2simEINEE N BFEF AT Citrix Virtual Apps and Desktops 2% Citrix DaaS (LLgi#FA Citrix Virtual Apps
and Desktops iE%3) ARSES L.

MRBHEMEBFHTERS EMEDIER, BHAR Citrix RAZR.
REiNiEE SDK 12

« 7z Citrix Bg5528 AP SDK (WFAPI SDK) 55 E#EETNREL & (A eI e BiEER Citrix IRz
R 241210 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 &8
BRI T RS EPLEENEE,
o ARERFERANZ N EIEERFIEFNBERURKE,
« EEE SDK 2 WFAPI SDK 7 8E4R'S e RIE AYAR 55 83 io
BXIEFAEER, 121 Citrix Virtual Channel SDK for Citrix Workspace app for Linux (FEREERTF Linux &9
Citrix Workspace [z #2R# Citrix @& SDK).

m<1751A

BEXRSITBENSHRNEER, 1583 Citrix Workspace app for Linux Command Reference (BT Linux &y
Citrix Workspace i BiEZF@m<$EE),

&L SDK

YERERTF Linux 89 Citrix Workspace R FA#2F# HDX SoC itXIl—&845, FEA15INT “FE&1H1 SDK”,
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It SDK 2 BB QIFIMEAERIRRA. K104, SHRIRENESRSA.

FERARAILUMERTE AR SDK RIZEET Linux BIg&E#I4EE, It SDK 215 FF & A5 7 Citrix Workspace RZF3
12 ICA SIZAMN (wfica) QIBIENT B, IEHERIENREEMEN, wfica ERISmEXLLE,

XL AT LUB IS /B A A T IIAESRA B EM L Linux g &RIMERE:

o RN FAHSIEEGR JPEG 1 H.264 HUBRIINERAED
s EHATEFISIERGNREFENSE

o BEIIEHISIERGRRERISH KRS ERE

o ARZHE X11 MiRER AR B REER HENBPRNRS

BxX(EE, %@ Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux & Citrix
Workspace ZR#ER - Fa it SDK).

ICAIRESE

January 17,2023

ICAIRESEXHRACIMFRIZEN ICA XHIREYIR, RAWFEERRBEX Citrix Workspace ARFHTH, &iF
aILUEA ICA & EBSE % Citrix Workspace R R2FHZ BT I THEHRR,

ICAES% (PDF T#)
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https://developer-docs.citrix.com/projects/workspace-app-for-linux-platform-optimization-sdk/en/latest/
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/downloads/ica-settings-reference.pdf
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