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2207 FaYFTIEINRE
BT RE MR ERIERIEE

LAgG, £ Citrix Workspace A#EFH, RBRSMNSEAMLEMEN 200 2, AFIRETILE, FLEREK
HRPIEMT 200 EWEER, KEXEHEMELESNREX TNV BREF=ERM,

i it igasaIhEe, Citrix Workspace AR PR AREERERR/NE 50 2, A, XREXFTMLAREFH
FAPARERINE, L, FiReYE (RTT) 48527 150 =),

BARRANE, &R LOERE SRR EN PP SRR P X RIE B B E, $IIEIRI8E, £ module.ini X
##9 [ClientAudio] S5 HHRMT U TSE:

« PlaybackDelayThreshV4 - I8 EHHEHHMIAES (UZFREA) . Citrix Workspace M AERF
28R EBNIFRFEMRERRIFILEEFELET. PlaybackDelayThreshV4 BIZRIAER 50 ZFb, XY
AudioRedirectionV4ig&EX True BY, hEHAEK.

« AudioTempLatencyBoostV4 - U EMEHERAE N BEER T E UK X R E B WL M,
LkESEMALEE+RE BHHEHFENEMAREREINEM. B2, SMAESHBER,
AudioTempLatencyBoostV4 B IAEIE E 1 100 E#. X H AudioRedirectionV4 & &
A True B AudiolLatencyControlEnabled & # True B, kB A E M. RIABERT,
AudiolLatencyControlEnabled BEIRE RN True,

BXNABALERNENFAER, FERSIIETHNATIRE S MR EIERINERD.

25 DPI ILEC [ ARTRSAR]

fEibhR7sH, 7£ Citrix Workspace AEFHIREN 2T ¥EM DP| BRES NN ARFNKERIERAER
EMELES, AJLFE Linux BRIHHIREFRFRENSERE, VDA 2IERFEHCR B o EH#.

DPI BEREERTARTNS PR ERSE, INEAMTUEBHTFEEENRITERUTASR:

. NAREF

¢ XK

- Bltg

« HtERTER
PR
B#i, DPI EECIAERZIFE P s LD E4EMELEl. R DPI EfERE, M Microsoft Teams (RACFIRETEES
Rz

BXUMAERLLINRERIFAESR, FESZR DPI L,
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} =r

AR

RAMERAER P EHFEFHFRREREFFRHHTNE, HFATPREAZERBEHNS. Citrix FEZ
DHREFRSShRBOSZIFERMA, BYGDIRHAUH XL R R, Citrix ATRERRIBRIRAI™EY. KBMNEEMXR
RHITIR(E. BINAEREFIFRDEE Beta hiids,

E5USBREEEW

BashiAi#S, Citrix Workspace MARFARIFIFRDES USB 188, £4 USB I&ERILIMITSIINAE, XLETHEERE
SERAFRNEORTEPNESIMIERKINN, E5 USB ig&HIRFISiEH SIS AR AR HID g &,
Bal, 84 USB REEERNERERIERAIAH. F7I&EEETE Desktop Viewer 41,

PLE, ERIEREREHBANRER, RESKENEER. B, RESEMERED VDA, EHREF, £F
BEEEXHREFIEAENEER, RINERT, E48 USB RENEHEERLTFEARS.

BEXEEES USB REEEMNFAEE, BESH USB XHFHNES USB REEERED.

B T S0 A RS IhAE [ART S hR]
Bk, Citrix Workspace R BEFZIFEIEHR. IthINEEE NS A P EAIMmiLT, AR ERF KR, LA
SHRRIHEER FHRBRESM. PERESTMMBEENSM. Citrix BiNERBEN S MRS EIFIERE,
IANBEAT, EIFEERIIEERTERARS. EXNAFRESF, NREAFHEFRMIEERXEN, BIETHEEERD)
BEo
PRI
RIEIRIT, WERESMEAT EEHERINEE
BEXFMER, BRSSP RIS6H T SIS BRI ThAEER 5
=

RATSRAIMER P EHFEFIFRRAREFIFRPH TN, FATPREAZRBRIN S, Citrix FEZ
THREF U hRASZIFERG, EXUIRMEH XETIRERIR 5. Citrix TRESRIERIFA™EN. BBUHNEEMYR
RHITIR(R. BINAEELEFFIRSEIE Beta hiids,

SFERRE

fE14€ Microsoft Teams (Citrix HDX 7 “XF/hRas” 7T 1) BY, EaILEASARENEEREREHE g
WeREBIBAMVEENIG &, B9, RIGEEREREENTRHRE, HELNIEREEEIEN. EXMERT, BE
THEN2SMBIERSHNTEINEIRE, Microsoft Teams LB KBESKXIHER, EUTERT, BFZ
REERRA:

o YEREEIZDEMGEN

o SNEIGEARATAR (Fig0, EFEM)
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} =r

AR

I IHEERTE Microsoft Teams S RMWEFHERT A, BT Microsoft [t It B, 521 Microsoft
365 roadmap (Microsoft 365 E&4E]), tATLIEIE CTX253754 T EEHMAS,

2207 FEEERE

o YUiEfER Lightweight X11 Desktop Environment (LXDE) 2 RER T AR EAFMFFMBIEZR, R4
B SNEE EMRHEN—RERE <XXX> BEZEMAHIRER. NREFIKBMENMERE (ACR) XKIET
£ (SR) REEEEH, NKETZHEE, BHRHN, APSEEHEK. B2, NREERE ENEMEMAL
B, SHEEP AT RS IR HIRH, ©793% Esc 3 Enter BFahiRHAF £m. [CVADHELP-17478]

+ EAT Linux & Citrix Workspace ZA#ZFAIRER B EF RS cloud (i <xxx-yyy-cloud. com>)
B URL %A =iE URL, BIEEfIRA4s# URL 7rg0tt, [CVADHELP-19480]

o ZiREA HDX MLESRENET, SIETTESBITRERE, LimRR{XE VDA hzs 2203 i, [CVADHELP-20223]

s EENEBATNNAEFRSZA VDI iFzEHE—1 VDI KIE5— 1 BELGHNNAEFZBERFMEMAR
ARERKkN. RIEHNABEFAIRERE—RIEREML, [CVADHELP-19899]

+ 1£ Skype F{ERMSREN IR MIRET, B ATsES B RER. [HDX-37860]

« 1£ Citrix Workspace R 25+, HDX RealTime MERGENIAEREFZ1FRA MIPEG MSTEXHIRE
Mo [HDX-40352]

+ 1 Microsoft Teams BiFHEIRZRE AN AREFE, EHNESATERKEIMRNE, HULREANRER
WERERIZE, FINIMSHERAER CREFHENEM), RASESGANNUREGREER, FEFRLOMAEH
%, [HDX-38032]

« Citrix Workspace M Af2FPHIMAHERATRE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 FEERA—EFERNR IR, [HDX-40287]

o A -span o m$ AR wfica iY, SIFARETABoHHERETRNETES. B, FH -span hH$E
sh wfica BY, HaiEERAF &N EReEYIRATAETAITEL, [HDX-32519]

« £/ -span o ®<BEs wfica BY, RIEAIRET ZBMHAHBFIEAIANE RS, R, HH -span h&<$E
sh wfica BY, HahEiEs A &N ERBYIRTET AT, AXFAER, BBRAG<TE%, [HDX-32519]

« £ TCP #1 EDT/UDP iE#Z=idH#iia, MR —MM L% SSL #iR, MFAMEZHMAIESE A BB R
KW MRANMMNZEHN TLS BEARR, HEFFPIHRLEES—MIGHTERE, NaHt SSL #iR.
[RFLNX-8747]

o UESRIEREEINTE T AENARFEFRIPIIEEN Citrix Workspace R BIZFRIHENET, x1lvnc IRE 38
B, EEAN. B, ERsETAER x1lvne FREESITIEEEEITEMN. [RFLNX-8933]

o FERRIMEE RN MRS, Storebrowse METTRERKN, Lbia@{R7E Debian 32 (IR fER G H M.
[RFLNX-8743]

o 12 32 fi Linux itBM L REBA TR AEFFRIFThEER Citrix Workspace 2R, EaIRERUEIHEIRE
£, [RFLNX-8809]

o {£f storebrowse -a MYHRMMARBEHFER storebrowse -E s3$#2ERd, Storebrowse #Za]
RESRM, ImRRINTE Raspberry PiigfE& 4. [RFLNX-8803]
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2207 FRYEE)A
o XFE# ICA BEpMZAT CAS MRNAREE, rlftsHIl CAS $iEUksER DNS #i4, [CVADHELP-20018]

« fEM storebrowse f<B, MRFRMHAMBEE_NLABEE, SRR ENE— N AEEBMNBREFIS
H. fRRAZER, ERMNEANZARFISEZA, SDABRMERENNABE, [RFLNX-8953]

s ERERIEF, €A Windows Media Player 3ERASTET, BARKAT I BERTEIERISAFIE R, (XHE7E DDC
FIRE T U TR A S HILLEE, ATAR:

- “ERMIMRARIDERHITE S KB “H R T RIXE”

- “Windows Media EEM[” 8ER “AF” (BHALE)

- “NEBABTEEW KBR “AF7 (BHAEE)

- “InvertCursorEnabled” i&&% “BOTH”, #7t ~/.ICAClient/wfclient.ini xRN T LU TE:
* |nvertCursorEnabled=True
* InvertCursorRefreshRate=60

* InvertCursorMode=1
[HDX-37259]

AR

BXREBHRARNEZNTETR, BSHEME,

FHAhR 2

KEDABIRM T B XFENRHE Citrix Workspace [ FEIZF YL 6 A HI 228 25 H R ERRR AP ROFTIEThREN BB &
HYIE)RRRY(E Bo

2205
HhigThae
Storebrowse K 5 {330 IEIE5RINAE
AR
ItkIhgEEBIE AT Citrix Workspace M ABTER.

BARRRAE, FHWIENEERSERTE Citrix Workspace ZAEEFH, MABE#AEEERTERRER L. LIk
RMTEFNAFER, BINENEESHIIESHE, UEEERARHIIEEN RN AFZEERBANRE.

TR LUER AuthmanConfig. xml XA StorebrowseIPC ZAXFAHITH Storebrowse #9519 163 E 1
5RINEE. RAABRT, UIRINEEFEARKE.

B8R INAE X 5E A storebrowse HITLA T2k

« Storebrowse -E: FHATAZ R,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 6
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« Storebrowse -L: Brh5B % HANERENZEE.

« Storebrowse -S: FHITHEKE R,

+ Storebrowse -T: &IHgENAEENFE RIS,

+ Storebrowse -Wr: EFnEEIEENARENL T ENRSEBMAIEZENRIE. [ ETEEMEZFAE N
EEN=IE.

+ storebrowse -WR: SE¥EEEENABENL T ENRSEBHAIEENRIE, [R] &I EMEZFREE
MSIEMEEN ST,

+ Storebrowse -s: T8 E RN AREIEPIIEE X Ro

+ Storebrowse -u: MiSERAREEPEUEITIREENE R

« Storebrowse -q: EAE# URL BaIBIERF. H<SIGERT StoreFront ABE,

AR
o BEILUGZ BT— B4R RIS storebrowse %% (/A AuthMangerDaemon),

o BHEIEEERINENERTHE,
o BRIIERINEERE, BFKAERINEE,

BXFAER, BBRSHRNIEEEIEE.

KABR [RATRIR]

KABRINBEAFEEEE R ENRRAE (2-365 X) ARFERRS. BALIEES, SLEERENREIRRN
=4 Citrix Workspace M BiEFHER &R,

fEBNtkTheE, BB RE Citrix DaaS RIERZAIEKE 365 X, i BETKHSHENEGAR. BINERT, E0N
EIEEETF 4 RFESEH, UWREENE, RS, YEEX 4 RN@EEEES Citrix Workspace N B2 BGERTIE
£,

F=3

AR

RAMERAIMER P EHFEFIFRREREFFRRH TR, HFATPREAZRBHN S, Citrix FEZ
THREFN U AR BT 1T, EXOIRMEH XETIRERIR 5. Citrix TRESRIERIFH™EN. BBUHMEEMYR
HHITIRE. BINAERLEFHIRPEZE Beta R4

BXFAER, BERKAER.

M RABENETFBFHANEHAN

3 =

AR
tkIheEEBIER T Citrix Workspace R EERF.

ZIMTERIUATE Citrix Workspace AR iR ERN B FaFit, UBhAIMS B FHb i X BN RS, 0
REESZIMSEXBRINARE, NERINERT, Global App Configuration Service iR[E1#9 55— R & &G A0
ARLENAEE. NERE, AP RER LRSI E MR B RS,
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BEXFAEER, BBRRBNARE URL Az Citrix Workspace [ 2R PR a R AR ENE T B FH 4N E
& EE Do

fEd 2 A LaunchDarkly i3s3
BAhRAsEE, &rILFE Citrix Workspace B2 BEFF2 A LaunchDarkly BRS.
ﬁ*ﬁémfm Ty 1ﬁ%|;ﬂljj *l\ }EY$éo

B2 R

o Internet iFRIZRIEFIFEHR DNS BREZ 22T 8ELEMEM URL clientstream. launchdarkly.
com, EIt, Citrix Workspace MARF =M% URL %X AKE DNS &if (EXR=##RiBid 1000 £) .
[CVADHELP-19559]

o BRANBREFSFRIFINEN, REBEZICRINEXFER UIDialoglibWebKit3. so EMEHHRIFEESEORN
BETRREMER, LRAEE gnome #1 kde SEIFEHFEIER, [RFLNX-8027]

« =iA M7E Raspberry Pi ARMHF & Fithi4s 3 5k 4 LiE17H9 VDA £I1E#ITHTEN T AE R S B K E T Ko
[CVADHELP-18506]

s FARAMRERHBEBRSHAAREN, ARSETUTHRER:

“Response for Secondary Token request is not 200/400/404 42” (314#BI <R ERM M R 2
200/400/404 42)

Itia @ik 47 Fedora 35 £, [RFLNX-8603]

2203

i Ihie

%# EDT IPv6

BahRas#2, Citrix Workspace MBi2F%$5 EDT IPv6,

3<% TLS thilhi7s 1.3

BahRzsE2, Citrix Workspace NA#2FXiFEHER 24N (TLS) 1.3 iRk.
ﬁ*ﬁémfm Sy 1@%[;3_' TLSO

BEX Web [AEE

B 2203 2, WInaE@ERIATF Citrix Workspace M2, ErILUES Citrix Workspace [z #2141 ST4A4RHY
BEX Web MAREE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 8
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} =r

AR
BHENX Web MABERZIFEEZ EnisREHmEEE

BXHMER, BFBEEEX Web MABE,

B IeiEEoaThaE SLI0 4 I0aE
BAMARE, BHIIFERIhaERHER storebrowse HITUTiEE:
« Storebrowse -E 5B AE R,
« Storebrowse -L B&i5 B A HRHIRAIERE,
« Storebrowse -S 5 HiTiERE IR,
FE:
AT IR EEE R AuthMangerDaemon R E S storebrowse &%, HEEIERIRZA TR BT &30
SRINAEIR T

BXIFMER, ES% Storebrowse WIS 955 IFIE58IEE,

REMEESIERINGE

REARESAFEEEFAHLE LNEEREHRB ZETR. BRINERT, WIELFERARS. BRAE, BF
mREEHRE2EES R Citrix Virtual Apps and Desktops #1 Citrix DaaS (W#i#r#4 Citrix Virtual Apps and
Desktops fRs3) =i%.

Bhg7s 2203 &2, Citrix Workspace ARFZIFUT=MFAENRERBRTEL:

s REAF—K - KIEBHE - BRI\ wfclient.ini XHHH KeyboardLayout B, BEFHEBEAER
TRIERMNES FIRS SR, R KeyboardLayout HIREN 0, RAEBIE RS E VDA, IRE
KeyboardLayout BIEBARKEIES, WESHENREREL S VDA, EXIEHENE P HREH [/
W ERERBARILNEN. ENAFEN, BEHEAZRIZNAER, NES—R - IEEENERXERN
Citrix Workspace M BiERFEENBARERS.

o AFHEEY - FERFFHREGRE, LEMSEEFIRRERBRD FIRSS.

s REF - B REFPHEARS S L EFENRETR.

BXFAER, BERBRETRED.

Microsoft Teams 2 & ORIV

£ Citrix Virtual Apps and Desktops 2112 s{E= kA AilEd HDX # 1T 16BY, &7 LUTE Microsoft Teams
FERZIMEORTHRNRN. ATLUBEEMARBEINEIRIN. EXHHEAENEAES, BB Teams
Pop-Out Windows for Chats and Meetings (Teams BFEIRAINAEHED)

© 1999-2022 Citrix Systems, Inc. All rights reserved. 9
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MREEEBITRIBARAH Citrix Workspace M B#2F D Virtual Delivery Agent (VDA), i&i#i2, Microsoft ¥
REFRABRAEONRB, B2, EAUALIZREZIED (2203 XESHRA) # VDA = Citrix Workspace B2
WRAs. BARIIEEMA, FEIIEEXLRE, BELEATARE,

} =

=

I IHEENTE Microsoft Teams #EH IS KW EFHERIH. Microsoft #H Itk E A, HEE CTX253754 FREXXX
HERMNLS,

1587 USB R&ERBEIEEMINAE

PR, EERHEKREHENRER, RESWBENEER. FHit, REBDEEE VDA, EXREF, EFE
BEREXFIREFHHEABMEER. MIAFERT, USB RENBHNEEDLTREARS. BXFAER, BFSH
USB &84

BfEE8R)=

ARINRZ AR EFHIE Citrix Workspace M ARRF A E#H ITHHIIERN, SHRIEEOEERME, BEER
IN#T B M IIERIROL. 3§ AuthManLiteEnabled REH True FEXRE SR Citrix Workspace R B12
Rt HIItERT, [RFLNX-8694]

o EfFA glibc 2.34 AESMANRERFTRESA T MAREFFRIPIIEEN Citrix Workspace MAERF
&, BIERGSISEENBNRANATAER KK, [RFLNX-8358]

« LIEMEA Microsoft Teams #4317 P2P BBIEHSIMKNHE/F—EINEN, ATFERFHIR, — CPU O
A AT RERIEINEI 100%, [HDX-38974]

« Citrix Workspace MAEFAZIFET Debian bullseye H#fikrZs Raspberry Pi i&{E&4:, [HDX-37000]

o YIZEEHEE ICAXHENSIEFMSIFREHEN, M wfica $THREINTERREEN 0, BR, ERTINE
TEWEAE, M 2. Citrix Workspace M AEFhZs 2106 EShRAFT S HIILLRE, [HDX-38916]

« 1£ Citrix Workspace R Bi2FH, TEZITELIT Microsoft Teams EBIERT, EAIAERIBEEBNIEMIE, LAY
BERUTHIZER:

“Call could not be established.” (FsiazrgEny,)

[HDX-38819]

2202
2202 RaIHIEINAE

i@t Citrix Gateway =FH UDP &4

© 1999-2022 Citrix Systems, Inc. All rights reserved. 10
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} =r

AR
LthigsaIhEEEiEE AT Citrix Workspace R B2,

EARRAS, Citrix Workspace iBi2F AT UDP S EIEREMER2M (DTLS) thile Hit, ErRILGE
it Citrix Gateway iAial UDP S5,

@i Citrix Gateway B/A UDP &4, BT TIRIE:
1. Sfi%l <ICAROOT>/config XH4FHITH module. ini X
2. %3 [WFClient] 35 HIRBUTRE:
EnableUDPThroughGateway=True
3. &3 [ClientAudio] 9 HIGBIUT%H:
EnableUDPAudio=True
BXFAER, BESRSMIXEPEA UDP S5,
AR

NERER StoreFront default.ica Bi&, £ [Application] 98 EH EnableUDPThroughGateway
EMRSETFE module. ini XHHIRENE, BR, BREEFEH module. ini X7 [ClientAudio] Z4
Fi&E EnableUDPAudio f, It4h, BRI TFE StoreFront default.ica BEERIZENE,

B2 EmR

« 2% Citrix Workspace R AEF. HFINAREEHBEEEN, SIETARELEET. ARKE Ubuntu
16.04 £%% 1ibpcscd &, MaHMitkiE)@:, [HDX-36574]

« 7£ Citrix Workspace 2R 2112 /1, EMAHI Microsoft Teams MSHEEHIT ML RGNS, iHm L
B CPU FIEZEAIgE=RS. [HDX-37168]

« BF CPU FAZEA 100%, Hit, ELBF)EEERD, [RFLNX-8200]

« EERAEHN GUI BRNEE=IEFR, FH Desktop Viewer TE= FHRERFBIZARE Yi2IEHRREA
BERKN, HETUTHIRES:
‘TEREFREDRR. 7

BR, JUEFREMEESIENERSERR.
[CVADHELP-18971]

o ERFARANE FIHRIER S LIETTH Windows VDA £, fERAE P imiksh2seRet 7Rt A9 IR Eh 28 b eI S
KYEXMHAERKY, HETUTHIRER:

“You need permission to perform this action.” (ZZEZHITIIRERNIR,)
BERFATLZE Ubuntu 21.04 1 Fedora 34 &= HRZS,
[CVADHELP-18448]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 1
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« Internet B AIZ RAE A IFIE R DNS BRSS 88 FIRE LA R URL clientstream. launchdarkly.
com, Eltt, ERATF Linux 89 Citrix Workspace MBEFaAME URL %% DNS &ifl, HRFIkEEE
BN Linux ZFiE893E AR DNS i, NS 2 DNS AR5 28EH. [CVADHELP-19140]

=W

3t LaunchDarkly #8%is5=#9 DNS Rl sERE— RN EIE =%,

2112

2112 hav3EIhAE

SRR R

Wai, Citrix Workspace ZA#EF2BT— 1M EENT, HHARSXANBAERER, Fit, BUERIINRNLE,

EXRRESD, AMTHESIREXEFNERAGRE, FAlt, ERIEMMMEXRPREIXATNUE, BRIAERT, 11
RN TFEARTS.

R
¢ IR .ICAClient BFEETHAAFPHEXHRF:
MiEk AT1_Regions.ini X
HE,
ZRY AL1_Regions.ini X, &% [Virtual Channels\Thinwire Graphics] Z5BRKERIMLTT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=

R .ICACLient XHFEAREE, WER Citrix Workspace NBEZFH SR, AXMERT, BEREEENER
NGB,
ERRLThEE, BERITIATRIE:
1. Sfi%l SHOME/.ICAClient/wfclient.ini EEEXH,
2. %% [Thinwire3.0] 9 HIGEUTEE:
InvertCursorEnabled=True
AR

% Citrix Studio HEYERMSMARAEIDEEHITESERIENEIRB AT ERMERIDEN, KT FaRE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 12
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BiEN SSEN

EFAAFEIER MY (UDP) S4itcian, BENSMMEAINERET. AXFMEE, BBHEEN ST,
AR
LtE3E3RINEERE VDA 2112 S E S AR AN,

B 1z Citrix Workspace R A#2F LEABENZEMALE UDP EMMER, BRSNS+ HEA UDP S5
3o

ZRHSNEMEE [RATYR]

BApRA#, Citrix Workspace R ATRR1ESIE D R RFE A MRS & RE SN, Ioh, FREFEFMN
HDMI S4mig &8y ENHEEN B 245,

IAERT, WTHEETFEARS. ERALLINEE, 5% module.ini X##% AudioRedirectionV4 WEISE
51 True,

BXRIFMER, BERAS,
pE =
BashzsiE , module. ini XEHH VdcamVersion4Support BIEEE®REZ A AudioRedirectionVv4

o

&g Citrix Gateway {54 UDP Z57 [ATKIAR]

EA&hRAF, Citrix Workspace ZREF LA T UDP EMMEUBIRMEMER M (DTLS) thil. HLt, EaILGE
it Citrix Gateway ifia] UDP &E5fi,

Zj@id Citrix Gateway B/H UDP &4, BT TIRIE:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. #%%3 [WFClient] S92 H&BUTXE:
EnableUDPThroughGateway=True
3. #%32| [ClientAudio] SHHIRBEUTEE:
EnableUDPAudio=True

BEXFAER, BEEREMXEPRER UDP S50,

=z

AR

NERER StoreFront default.ica Bt &, £ [Application] #4958 EH EnableUDPThroughGateway
MEMRSTFE module. ini XHEHRIGENE, BR, EREEEA module. ini X#7E [ClientAudio] #45
Fi&E EnableUDPAudio &, HEEMERFT LS T StoreFront default.ica BEEEHIZENE,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#adaptive-audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
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BRERIFHVIEIRINEE

%

*
ItkigeRIThREEiEiE A T Citrix Workspace N ABER.
feashias, Citrix Workspace [ Ri#EF & AT &R R BNERIBINEE.

BATRERN, SRFPRFSRIERSV[ATAHEPRNEER. TURNEMERRESZ M ERF, HERNZIREXE

BreFo

R

£ Linux &P ER% 1ibpcscd B
AR

BIANERT, LERTRERRETE RS Linux ZITIRNEFIREAF, B2, ErIfEREEREL Linux Z1THRHE
HARRZAs %% Tibpescd &, %0 Ubuntu 1604,

ERAILERINEE, BRITUTERE:

1. &#12l <ICAROOT>/config/module.ini Xk,
2. ¥% SmartCard &%,
3. i&& DriverName=VDSCARD.DLL,

Microsoft Teams L {LAYILIRINEE
AE:

LU IHRE7E Microsoft Teams #HHIhAEEHHERIH. Microsoft #H kBT, HEF CTX253754 FRENX
HEHRNAS.

« 7£ Microsoft Teams fhiERizHI#Y

EAhAF, B5EEEERZRREH, EAILTE Microsoft Teams @IEHAENERIZHIN, RKEEHINGE, B UH
ERFEHTER. REIEMEN

ERHIHZREMNEE, EFRE Microsoft Teams REIEIAIERIZFIN. HERENRWNSS5ERUATFIIELE
BIER

RIGEFING, BOUNHZREHITERE. FEMHEMENR, TRE, RERBRITHIN.
PR

o Linux BRIH ENARTEREGRREEFEMAR, 52, Z Linux EFRHELNAPFAEREASRRE, =T
BREPREERFIEHRET. XETF Microsoft BImRE,

o EUTAPZENRX RBIERRE, EREGRGETARA A

- BB,
- IS FIE{TI Y] Microsoft Teams SEE i EARAF.
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R AP AN ASIN LIRS RIZHISGEIL,
« % Dynamic e911

ek, Citrix Workspace MAREFXZHohEE2FM, £ Microsoft BIFEE. BEAREENEERBPER
B, ERMETUTIEE:

o BECEMERHEEI Y
o BHIR2AR

RALBMAKIE RIS EiE17H Citrix Workspace MABREFMZFIIE, Ik VDA Liz{Th Microsoft Teams &
F o

Ray Baum SERERE 91 FUEMN T ARMEFRIENNARTRE2NE A (PSAP), BEAT Linux & Citrix
Workspace R 2112 2, 1 HDX B9 Microsoft Teams {48 M Ray Baum K%, EEFIBIIRIERS
RITHRPSFEE LLDP B, FAEXFIbIhEE,

BEfEE 8RR

o KEEIBHRAMMEN, SMEL, EMMANBETLERER. & VdcamVersion4Support (EE@mE AN
AudioRedirectionV4) &N True R HItiE#, [RFLNX-6472]

* 7£ Microsoft Teams =3¢ R E4MiBIEHAIE, SINATAETEBIENAT 15 WATAER#TT, [HDX-29526]

o ERBHERIEMIE, Y Microsoft Teams EEEER THZ 2 RBIGBEPISTH, IBRHEZRBNLEINE
BERRE, [HDX-34978]

+ 7£ Microsoft Teams MsTEEHRE], BENATRERINIE, [HDX-36345]

o WEKkRIERZFHER FERERiX-RE3MBMERNAThAE, [HDX-34582]

o« BRXFERATERENIRIIBHISETERIELN, EAT Linux # Citrix Workspace R BERF 2104 REShR
B mitia®, [CVADHELP-18402]

s EREPERSIMATRESBEMEEERER, FNERNEMRIETTSEY, [CVADHELP-18723]

« EEIBAT Opus FHiEERE (BEEGZNBEENSEM) WEIMSEL, REEER iR LM Citrix Workspace
R FRER 2106 REShRATTfES HIMKME, HIMEBANERERRZE ICACLient BRHMEMN opus.dll x4
BEMEMEEESEDN opus lib XX, Itk opus lib XtEEE AVX-512 1595, ZIESERTTIBEZ AN
Hie CPU, [HDX-36440]

- MNEBRSAFAREEZRIZNABEN, BRITE LAIERHI—MER®, [RFLNX-8486]

« XREMRSAFRER, SRFEAGSITHIMNKILlall selfservice SR IEBMRSHIZATRESK
M, [RFLNX-8248]

2m
Hhigzhae

HEDRETHAEA) Workspace [RART % kR]
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AhRZH Citrix Workspace RZARREF#1T T ik, UELEFIE Workspace BaeIhaE. BXiFHAES, BHSHR
Workspace Intelligence Features - Microapps (Workspace £ 8EI08E - ) o

RIS
LXFJ'J ) 12%8’] EE/&'{*/L.\TEHE%%% VDA E"Jﬁﬂ] Ziﬁq:'fw‘_l_'\o
EAhRAH, KERARSEE VDA B MIRSIERES.

FIFEATEN Web NAREE [HATKAR]
EitbhRAs R, EaTLl@id Citrix Workspace M BEFiARRALNEEN Web B E,

BEANKIFEREAENX Web i AREZRME Global App Configuration Service s iFisiag URL FIERH, 7
REFEFAILThAE, 70N URL /g, ®ILATE Citrix Workspace R A#2FHFINKF REPIRMEE X Web A®E URL,
BRENX Web MAREEIFEAN Workspace M BREFEOHITH,.

BEXARLAPRE Web MAREME URL Bi¥4AER, 520 Global App Configuration Service,
ZMIREENX Web RZABEE, BHEKF > RNIBIBRK, , EFEEX Web ZABE URL, RAEREHR.

ERREEMY, ERBATE AuthManConfig. xml XEFFEABEEX Web MARE. BXFAER, BRREENX
Web RS,

=,
AR

QEEBEENX Web MABEEMA AuthManConfig. xml XFHFIHA URL, ATUEERNBEENX Web A
ISR AuthManConfig. xml SXHEFFHRIMARER URL,

EAT 64 (INNBBREHNEER [FRATLIR]

tEhR AR T A 32 (U 2T MR RGN BEMREMBE . ZRAEESINT XERTF 64 (LN BREFBIMNLSE
BENEEONXR. BXEFEAER, BEANSZEEG.

Eﬁ%{i*%migﬁlﬂag [ﬁji?)ﬁ”’_mi]
7EahrasH, Citrix Workspace R A2 ZH5E A T E iR iR R 2B HBNERI AIhEE,

BASEEN, SRR ERSERSSBNEFLHEPRNEEEE. TURANENEENAZ MR, FARNIIFREXE
B,
EREILIhEE, FERITUTIRE:

1. M8l <ICAROOT>/config/module.ini X%k,

2. #3% SmartCard 4%,
3. i&& DriverName=VDSCARDV2.DLL,
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https://docs.citrix.com/zh-cn/tech-zone/learn/tech-briefs/workspace-microapps.html
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/get-started.html#custom-web-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/get-started.html#custom-web-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#webcams
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Microsoft Teams 1&32Ih4E

o A llvm-12 FINT FHEVRII: EERRRZAF, S 1lvm-12 FMT—1EA Llibunwind-12 library 8
MR, B2, BRIAMERT, ZKBMERBEMEERAEE, EFEEPFHRE Libunwind-12
library, BX%%E libunwind-12 library Bi¥4EE, &S Microsoft Teams i1k,

o CIFEHMR. Bohigmiatl. REMHEERIERINEE: MR Microsoft Teams BB 7 B ohig sz FIFR Z0E
wIm, Citrix 2EEmK Mlcrosoft Teams KEREEMNE, BN, RAMELT, XEETLFBARS. BZ,
BIAERT, BEFEHEMETLTFRERARS. BXEMAER, EE1 Microsoft Teams 7i1te

B2 R

s EEFIGEHENMERIRETR, TRASEEMERIRIE—R AL, TP iHEHEMEERERIEETEZM
HHin{T. [HDX-34114]

« MiEATF Linux 89 Citrix Workspace 2R 2109 25EHF Windows # Citrix Workspace W REF
2109 EATF Mac 1 Citrix Workspace 2109 i#17 P2P i@&i&BY, MOUSK, [HDX-35223]

2109
FEINAE
=GR FEMIERINAE

UF0, B HDX Broadcast 2iEFrI 4 IIEEE, MRSERGHNNARERF ZBMNEZELIAE, EHRISEEDIZM
m*ﬁEgE"J@Do

FUthRAS, EAUEREIREARNEIRRRENZ . IFEORKE, HEENSEETHITTIREME
BRI 2 BIBRIRESE.

AR

3% Citrix Virtual Desktops Z#FittIhAE,

AEISRAVIERINEE

Wal, &ABRATFE Citrix Workspace AEFHKREREXHNT R, BEXHIBERRXGRF, EUAF
EIMARBIS kP E B EX %,

BIlthRZ#2, Citrix Workspace R 2F3INT collectlog.py T&, EaIMERZTAMRRINXGRDURERE
X, AIAEARSITIEITIE T ], EMMNEEXHAEREES. ATUMEHRSSE THZERNBEEX . BXiFH
_I;I_ SNy lﬁ%-élm E:\i_.:\laio

REER
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#optimization-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#optimization-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging
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tkIheEEBIER T Citrix Workspace R AEERF.

S HR R AR EHUE D T X ERS RS R AG T B ERNKT. TIERSHNEBITIRENAE, AFRERLL
BEzhE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

Bx7£ Citrix Workspace M ARFHLFHRSELENERNES, BBRRAER,
X Citrix Workspace MARFRERSESMNES, BBRATERSES
BXFAER, B3 Citrix Workspace XSRS IE4: 14 289

si1EiEAT Google Chrome 1y Citrix Workspace Web i B {RIFIRSIELE M ZIF

SHEIEATF Google Chrome ) Citrix Workspace Web ™ B RIFIRSIEL MM T HIREE AR R ARFIR
i, AIAEEATF Linux 2109 1 Citrix Workspace R A#EFHERIEA T Google Chrome B Workspace Web
B Lt B7E Google Chrome Web A EHiRH. Workspace [ Ri2R &R W28 BEANIE S EM M
5 Citrix Workspace Web ¥ Bi@fs. REt, Workspace B2 Workspace Web i E& /8 Workspace
EEREFR PN Y B A P RS T R ER Rl M N AREF N REH. EXFAER, ESHRS ELE,

BiEN S5

ERBEN SN, BXFFHTE VDA LEESHHAERIK, BENTMARNAFRIRE, HERINPOSTMELRER
X, MIRMEENARGE, BENEMMINETEBARS. BXFAER, BBREEN SN,

=c.
P o=

NREH S ARFFE UDP S, Mtz VDA EERBENEM, LAIFELRE UDP E53ft,

HITARSIES LR Storebrowse 13858

LUaT, RIEER BBARS GG #TIEER, Workspace EEZAAXKASTERSSLNTAXGERY. Eit,
£/ Storebrowse BaI BREFMNRERIEN, FAXIFRSELENE. KSHRE=FEEF HHLEEHER
Storebrowse %% Workspace &, #E&EHAENBEHRSELEINEE,

BUILhRASE, HEWAER Storebrowse #1TiE#AE, Workspace E#HAXHE Sn2RSE LN AXHET,
IHEE BB FE = A EE F inM @B E/E Workspace BABYBAEIAIRIE,

=

=W

o IHIESRINRENE I EFBA T RSESMNAT A, BXEMER, 1551 Citrix Workspace A4S
BRRSSESME .

« MNEBETE SICAROOT/config/AuthManConfig.xml X% AuthManLiteEnabled B{&
%EBH True, MLILRINERTAH, RIMERT, WEIRER. False,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#installing-service-continuity-on-debian-packages
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html
https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#adaptive-audio
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html#configure-service-continuity
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html#configure-service-continuity
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Global App Config Service (QAHEARFMAR)

fERFER T Citrix Workspace B Global App Configuration Service, Citrix B2 RgEBEIETEENR
SR Workspace Bgs URL,

ERBEE MG, EBHAE AuthManConfig.xml X B B It W aE. S 1 F $ICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

Bx Workspace izs5 URL igEMi¥4H= 2, &8 Global App Configuration Service xX#%,
AR

AT Linux & Citrix Workspace [z #2511 £ Global App Configuration Service 12 Workspace
AR55 URL,

Enlightened Data Transport (EDT) MTU %

Citrix Workspace M B ZFHIEX#F Enlightened Data Transport (EDT) sy @& AL (MTU) £, ©i
T EDT il SRR, FHiREsuHiE &1,
BxXFMER, 52017 Citrix Virtual Apps and Desktops #4189 EDT MTU & IEBS o

ol

EMZERPEEEEXAPREFH

fEitbhRZs A, Citrix Workspace MABREFSIANT —MES, sl a BT EMEERDHINAR RBEERFHEHIRIRMN
LKIFERHKE, RIBILAFPREFFHRIAER, BULURAEIAEIEMSEZIER, HINGEAFENIESREFIREFHMLE
EK,

AR

1tkzhaesE Citrix Workspace MBREFHNEHERZZHF, Ibih, x86. x64 Fl armhf L2 IFHNE,

BEXFAER, BEREMSIERFEIZEEXAARE

IjJ ﬁb*-ﬁ/t_,\kg IE

MREFIRIEAE Citrix Workspace M AR HIER, FK1ATL7E Citrix Workspace R A2 RohS RS #0M
BIIhEE, BNEIZINEEE AFINMOLk. Ak, BATEERINEEIRSE MRS A LaunchDarkly ME=ARS. EEZHITE
BRI R REE RS LaunchDarkly, FRIEEREE 7 HELEHISTENBABRAIE, EXMERT, TIRERIRE
RiBidsE URL = IP shiitE A& E) LaunchDarkly 892,

ﬁ;&ﬁéﬁ{glg\ ) i%%l\ﬁlljj *T iCA E}Eo

© 1999-2022 Citrix Systems, Inc. All rights reserved. 19


https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html#edt-mtu-discovery
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#creating-custom-user-agent-strings-in-network-request
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#feature-flag-management

BT Linux & Citrix Workspace [ Bi2F

B2 R

« BSERAT Linux B9 Citrix Workspace M BIEFITHF Microsoft Excel HEMEIEKIE > EZIHN, HKiIER
R B  RERATRE T AR TR T A [CVADHELP-16509]

« {£/ VDA i4s 2106 BY, Microsoft Teams FHMRELZNEEEM IR T gE=%MK. [HDX-34002]

« £ Ubuntu 20.04 t, SHE=NAREN, BBRSIAF AT AEE T . [RFLNX-8155]

2108

2108 HaIHIEThAE

[ 2 RIF

N RREFRIFENAETEEFR.

N R RIPThAE B R EIE I AlE AR S5 28 E REEMIINIFAIE, E&17F7E Citrix Virtual Desktops ¥aliE. BXiFa]
BfE 8, 5201 Citrix Virtual Apps and Desktops X#4FBIECE SR -

NBAREFRIFEXFNBAEFMNRERIE, FERANLTERARS. B2, B&4HE AuthManConfig. xml X
FRECEIZINEE, 7 Rext B HISIEEIREMN 8BRS M R ER Bk,

BAMRAR, EaUE Mozilla Firefox izfTHAiEIM Citrix Workspace N BEF /SR RIPHE R,
BXREMER, BEANLARFRP.

BIECE G5B IR

LIFy, module.ini XHHH VdcamVersion4Support BHEMEIAEIRER True, EARMRZAH, RIMERE
71 False, Ak, 2584 Citrix HDX Audio HZNASIMEEERIFPER. WIEBINENENEREREMIZER
True BY S APREHR /L H IR S 4],

ZRAMThEE, BRITUTIRE:
1. 1% \<ICAROOT\>/config/ X#EHTH module. ini X
2. ®%E clientaudio HHHFMUTEE:
VdcamVersion4Support=True

3. ENRHSEUEEREN.

B2 S8R
o SHMAPREESIXAHEEMWERIERATRERKK, [CVADHELP-16828]
o EAETF WebkitGTK+ WEMERARH, NEBRABEETMESKK. [CVADHELP-17748]

o REMARFFRPN, SE Ul ATREREMN, HE/REME, [RFLNX-7729]
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
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o E2¥%EN Citrix Workspace MAREFH, NARFRIFIEETELAERET. [RFLNX-7858]

« ERERET, £A CEF-BCREEMNEG, #EERAENRERE BCREME L, RELARFIRBIH
3T FHIZ AR, [RFLNX-7704]

« 7 Microsoft Teams £iHRiE], %EF “Fi 11 frame” EHAMSAE S L AT AERSIETHAE . [HDX-31929]
 7£ Microsoft Teams #shiEiEHAEl, Desktop Viewer alae TS LM, [HDX-32435]

« 2 Citrix Workspace L AREF RIS ERNARFAIAERKLK, ICACLient. log XHRETRUT
HE:

“Waiting for handler grpc to be ready.” (Z#FAIERF grpc E&EMLE.)

[HDX-32575]

2106

2106 HEgHIETIRE

ERTHMBRAETHE (BCR) 8 Chromium #A\4ES (CEF)

£F CEF WIS BSMAEEMIECRLEIER. RMER TRE LMk,
AR

armhf FAERZFILINAE,

BXFAER, BSRERET CEF Y BCR,

RHRSIETAT

R ENEMIRSIE R RE Citrix SERIEBEHXIFEH,
AR
ARs32% VDA MR SIERIT A2 2o

BEXEAER, BEARMRSETS.

ARSZESM (AHEEATASEIR)
AR
ItkThEeFE Citrix Workspace R 2B AFF AT AR PR

RS ELEHRS R AR ERUA /D 7 XHES IS R AVA S =] AR, TIETRSHESITRRNE, BRER L
BEzhE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

B %7z Citrix Workspace M AEF R RS ELMMBERNER, BERARKER,

B B8 Citrix Workspace M AREFRERSELMMNER, BEBARERSEST.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#browser-content-redirection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#battery-status-indicator
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#installing-service-continuity-on-debian-packages

BT Linux & Citrix Workspace [ Bi2F

BXEMER, ESR Citrix Workspace XSRS ELIEEE D

R FAFE R RIFIGSRINAR SLI014EThAE
UEl, BMEREHBRTNAREFRIFIE, SHKIEEESENBMRSEFHEEERZERP,

BAhRAEE, Citrix Workspace EARZFSINT —MER, ZEMAFERN NS HRIEERSEMBRSESHRE
DHEERBRICRNRBEHIRINEE.

BXFAER, WERNBREF R,

P RmigsaThee
LUET, &BFREBAILUM Desktop Viewer FIEIETHETAFH E,

BARRAE, REXSFSEMRSEGF—EDTR. WE, XPEHEXEH, UWESZHH Citrix Workspace BISMRR
F—E BRI REMRAITLER P (550,

Acc&nt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AR
ZINERT, IERmEEERRE S Citrix Workspace M ABIEFARZ 2106 Hrigfit,
SRR EIAMABENING, BHRITUUTRE:

S#i2l SICAROOT /config/AuthManConfig.xml #i§ WebUISettings K{EIZE N False,

Microsoft Teams 1&32Ih4E
o Lal, BFEREHEN, RAERSBHEERBHTNIENERTRERLS,

ElbhRAEF, FIERENTIREEREANSHREFRET, AILUER VDAKEBTETREXENEMARE, &
EHNETRBLEER—NMBIEASF, EEREASH/NEREERERSIEZIZESF,

EXERNT, BIUMFAEREPEE— I REH#HTHE. Desktop Viewer EREORN (BAK. ERR
&VE) B, REHEREL.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
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B2 R

o {#AERT Linux &9 Citrix Workspace B1EF 1912 B, BIMGIREEBAIRESLN, SHEELHN, S
AMEREHUER S H I AT, [CVADHELP-16210]

o RME Microsoft Teams MIMBEIE AT A TRV B, EM A ERHEMEERT 2, BMEEME.
[CVADHELP-16846]

o DA THAMMEHZ FHRENXHITERKK. [CVADHELP-17337]

« 7E Linux insm EEEHISIETTRERA K. BRAT ZRKENSHIEE, [RFLNX-6960]

« £/ GStreamer 1.15.1 B, MFRGNETATESKY, SIEAESETERE, [HDX-30550]

2104

2104 HHYHTILTNAE

Red Hat Package Manager (RPM) M BIZFRIPZIS LI 14EThEE
RPM hixz#9 Citrix Workspace [ A2 IE 2155 T2 F1RIF.
BXHMER, BEELAREFRF.

HDX Enlightened Data Transport #7i¥ (EDT) £y1&38h8E

EERHRRAH, R HDXoverUDP €& A Preferred, W& EDT #THVEIRE RIS AIEZ EUEEH, HELR
F TCP,

BRTEUREMLE, BEUTRERTHITZE EDT 1 TCP:

o IMRERE
o REAREEMER
o BPImEhERMER

ISR ThRE A 4ERE B e BN EDT BIBVEIRRT R, B2, FRREVER UDP FiafaA, HBEXMER TCP,

BIANBERT, EIREITCP /5, BENERRFHLER 5 21EI—XR EDT,

Microsoft Teams i1t

FEARESH, FABERT, OEERNELTERRS. HNNENEFEERRAERESNERNEITEE. BRAE
RE#.

B E EEMRER P in LR MR ERB SN,

ARSSESE [T RR]
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} =r

AR

LEINEEE R AT AR IR E, Citrix BIWREIREF=IFBEPERLINEE, B#ITEM, BERAT Podio R
Sign up: Service continuity Tech Preview for Citrix Workspace Giff: BRs3iESME Citrix Workspace
AR AT LT AR) o

RS ELEERR R AR E /R 7 SERHI 2R MV AE 4B AN, TIERSEITRORMME, BFPEE L
BapE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

BXIFMER, 557 Citrix Workspace XSHRIIRSIEL 4SS

B2 R

o FEANKNEANBTETEME, BIEE YouTube BEREZHPHITHER, BEESBARMREIRE O, [RFLNX-5349]

o TEEN SEIERREI7E Microsoft Teams hHEZRE, FIMAJgERkE, Dell Wyse & i 5070 1 5470
HEtERE, [RFLNX-6537]

« EEMT Linux K Citrix Workspace R B2FHER Microsoft Teams B, HLEEEAISER B IMNFTFTEE
[RFLNX-6719]

o LERRAHRR T BN F RO BN RERMIZ E MM EFia, [RFLNX-7006]

o /A Chromium Embedded Framework B, SIS BASHNEEHATLESEH CPU FIBES, [RFLNX-
7217]

o YT cefenablemediadevices IFEAT Microsoft Teams BY, ERXTLERTEAER T1E. $ET
CEF 89 BCR 15885 Microsoft Teams EE& R & H LA, [RFLNX-6689]

s TEAGHNEARFSAMNARRFE ZETIGN, EXGHNNARFAELEZEEREXNTERT B,
[CVADHELP-14812]

« ESERAT Linux B9 Citrix Workspace M BIZFITHF Microsoft Excel HS2I%kIE > FETAN, #HIER
QB R B AT BE T AR TIHEAT A [CVADHELP-16509]

« EATF Linux & Citrix Workspace MR 2FFHRZs 2101 #1 2102 #Jge=1E Citrix Director 2 REMME
i |P sk [CVADHELP-16923]

o BINSENBMATRESEIMELS, LhaBmEMERSURIERFH, [CYADHELP-17290]

2103
2103 HRYETIEINAE
BEZETERREME

EAXhAEF, BAURESZETHEFERENLER, ARRERERENETAN. BER T ERMETRENBD
=&, MMIRSMABIAE P 35,

ERBEEH, BBAE AuthManConfig.xml X B B Ik Th gk, S fnE SICAROOT/config/
AuthManConfig.xml FHRMUTEEUEHEERBSHRENEE
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<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->
REEHRNLENIMRDG, & eEINAREFETSETNREREREIED,

BXFAER, BEHEEZ EREFEHH.

SFBESEE S EEM
ERBRANEFER, STERSH 32 MEDEE,
EXMRED, BRZSEAUERIEPEA 64 MESEE,

Microsoft Teams 1£38Ih5E

BIANERT, VPO MRRRID SR IMER T RARS.

B2 R

o SRBITRMUNTBIETRRESHEMER, EHFERAEMERRIE LA, TMLEME. [CVADHELP-

16846]
+ £ Microsoft Teams MSMEIELIZH, |G LK LED ATERINME, B MIAAT ==k, [CVADHELP-
16383]

o t8E% AudioLatencyControlEnabled BIZRINEIRE N True, 4858 7 B4HIER. [RFLNX-6620]
« Microsoft Teams R REEEIhEEE AR FalfEa kM, [RFLNX-6659]
o SIFRRRARIEEITFFERER, HdxRtcEngine.exe #IZEIaEREIMNEH, [RFLNX-5885]

2101

2101 HRYFTIEThEE

EPinIREhEsT (CDM) 143RThAE

FElthRAH, WEMRSIREHEREYRHRMIMNIL 2INEE,

W7, ERLUARIERIE A EE LR SR IR ERHY I EIR Ao
ERIESRETIHELRINHEE, FEREFBRNRET. FHIRENATZEENBEE.

B, ERILUKESREIRIEN RREIIHRIRA.
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Debian S G FFMN ARFHRIP LIRS
Debian kz<#y Citrix Workspace N RBi2FITE M BIEFRP.

EHRLTENARFRIPANG, BERE Citrix Workspace 2R Z A MEIRIZITIU T <!

export DEBIAN_FRONTEND="”noninteractive”

sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select yes”

sudo debconf-show qicaclient

* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->

Microsoft Teams 1%32I0AE

+ Citrix Workspace N BZFREREFMERS Microsoft Teams ¥ E—#EiTH,
o EiRH S BaIREIFEANEMEE, FLTFEENEMNEE.
o HTTP RIEXZ1EE H A1,

BfEE a8

o FREEXAREN, TRESENTMIMISHIRIERT. LiaMEHNEIABTEERAEAN Chromium AR
HEZR (CEF) MSM. A ERBRIERENSELEHIMER. [CVADHELP-14804]

o SHEMERIENRIEN, ZRNEFTEISTELHY. BRATEERNIESEILER, BRAESEHE
ANE#e+, [CVADHELP-15028]

+ 7£ Microsoft Teams & FEMRUIERT, MIREMEATRESERIBRIRET/EM, YS5&EENEREL
0 USB g&L Zjaltifers, SHMitia, [CVADHELP-16400]

« £ Microsoft Teams e FEMMIER T, HdxRtcEngine. exe #iZAIREREIMNEH, [CVADHELP-16504]

B8]
2205 HpyERMEER

« 7£ TCP #1 EDT/UDP #Eg=iRHAial, R — M Bk % SSL 8%, MM MEZESRfEE A RIERMmAK,
MR MM ZIER TLS BERE, HEZFHLEBET—MMUGHTIERE, WS SSL #18. fRAZ:
£ ICA X% HDXoverUDP EMi&EH On =% Off, [RFLNX-8747]

« 7£ Citrix Workspace [ZF#2F 9, HDX RealTime MEBRENMIAELEF 2R A MIPEG WSS 8B4
Mo [HDX-40352]

« Citrix Workspace A 2FPRIMAKERATAE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 S EERE—EFERNS BT, BRAE RITUTEREZ—
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1. &% Citrix Studio.
2. YR “ERMSTRARID IS HITESE RIRIRE,
3. METHYIRPERHTENRERD, [HDX-40287]

o fEf storebrowse -a ®$HFINEABEHER storebrowse —E e3$##AT, Storebrowse #2d]
BERRIK, ILRBRIE Raspberry Pi 2ERFHRHIL, FRAZE: RITUUTIREZ—!

1. £#1% /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AT EE:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy-->

[RFLNX-8803]

o ERRIMEERMMNAREIEE, Storebrowse WMEEATBERAK, LhiAFNTE Debian 32 (HRERFAR LM, 2
A% BITUTREZ—:
1. £#1% /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AIMLULTEE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy—-->

[RFLNX-8743]

o A BRET A7E Ubuntu 22.04 LTS k%%t Citrix Workspace W B i2FH Debian #a, HEAMHERER
Ubuntu 22.04 LTS L£3&%& ICAClient FiER Libidnll S, RA%E: EXE Citrix Workspace
A2/ Debian #a a1, 7 Ubuntu 22.04 LTS E¥Ri7%% 1ibidn11l, [RFLNX-8839]

2203 FRIERIEA

+ 72 Ubuntu ma B AE SN ERSNERTmZESENY (RDP) NARFN, BIEFFIHTENESNE
mes, HRE—NTETRETNS. T@d RDP EEIITERE A1, 2%+ RDP AR ETETHR
“Use all my monitors for the remote session” (fERFEMFIE B RIEHITIZIERIF) SiElE, ELEER
MZERBIGBEFSEMLRE, [CVADHELP-16768]

o EHRFEMERIE, Citrix Workspace WA FEA =1 Clientname M clientaddress S &4
DDC. Hitt, FREFIFRZMEFF I IP ikl Set-BrokerAccessPolicyRule AIBETIALE EiB1T.
[CVADHELP-17667]

o 72 Skype FERMESIREN TR RS, R TEsERER. [HDX-37860]
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2202 HRIE IR

s FRARARERHBERSHAAREN, ATRSETUTHRER:

“Response for Secondary Token request is not 200/400/404 42” G14#BI <R ERMNMN T 2
200/400/404 42)

iR L £ 7% Fedora 35 L. f@R755%: £ authmanconfig. xml f%E gnome-keyring S HZR,
BEMH gnome-keyring, EHRITUTRME:

1. SMEl Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AMUTB:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy--> " °

[RFLNX-8603]

2112 gy EREER

« 7£ Citrix Workspace 2R 2112 /1, 7B Microsoft Teams MSTEEHITHRLIRENA, KAk
B CPU FIAZEATRE2 RS,

AT EREREITUTHL!

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"UseDefaultCameraConfig”:0 }

<!--NeedCopy-->

[HDX-37168]

« 7EfEA glibc 2.34 HEBRANRERKRRERA T AR RIFIHEER Citrix Workspace B2
&, RIERASISEENBHRANATEIKK. BEMEERASISEVHITRE, BHRITUTERRE:

- ENRERERR. BR, RIVFXFAEMER glibe 2.34 AEBRANIRERZHBENAEFRF
TIREs
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- BERERFNMEEN, ARERLXIHENZ Citrix Workspace AR,
- BIKHRERAHTIIE, HMABRERETMER rm -rf /etc/ld.so.preload Xff.
[RFLNX-8358]

o SRBAXAKN, XFREETARE. M Linux BRI EVERR, ENRXRZR P S HIITE>E, [CVADHELP-
16170]

+ 2% Citrix Workspace R FB1EF. FIINAEENSEEE, RA%E Ubuntu16.04 £%=% 1ibpcscd
E, RIEEORRELEET.
R E: AIABITU FREZ—!

1. £ Linux PR RE libpcscd E. i, /A apt install libpcscd &% 7 Ubuntu
16.04 %% libpcscd F,

2. MBTLERE libpcscd &, &% /opt/Citrix/ICAClient/config/module.ini EEENX
/%% VDSCARDV2 . DLL B4 DriverName B9 VDSCARD . DLL E%:

[SmartCard]
DriverName=VDSCARD.DLL
[HDX-36574]

« 1£ Citrix Workspace R RIEFH, EZIFHILIT Microsoft Teams BiERY, ERIAEXIBEIEENEME, LhhY

BERUTHEIREE:
“Call could not be established.” (F3xEIrMEN,)

RS % EIREHFEIT Microsoft Teams i&i&, [HDX-38819]

2111 PHEFI A
o WEkRIERZFHEA TR FIRREEMEMERNATIAE. [HDX-34582]
s BRENARER, REAESETAEE, [RFLNXK8337]
« ZidE5h Citrix Workspace A28, BEIRSAF REARELETH, HERUTHEIZES:
AREXKIES 2
EIEI &Rk 2s#0 Azure VM Debian 10 & B It RIS, [RFLNX-8336]

o 7EfEA glibc 2.34 RESMANIRIERARRER AT LARFRIPIIEEN Citrix Workspace R,
BRIFRASISEEMBHRAN IR K. BEMEFRASISKWETINE, BHRITUTERERE:

- EWMTERERSA. B2, RITAIZIFEMERA glibc 2.34 RESRANIRIER ST E RN BEFFRIPIEE

- BEBRERFNMERN, REFEAKIENZ Citrix Workspace MHTERF.

- BEXNIRERAETSS, FMNRBERERZETRWER rm -rf /etc/ld.so.preload X
[RFLNX-8358]
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2109 N ERIRIER

o E0# Citrix Workspace R R12FE, ATRERSBETHMIER SHOME/ . local/share/webkitgtk FhagidHE
EFXM. BRFERFoMERXLET
X, [HDXK28187]

« EDDC EEAT “Zix0” %I, 2iAEMA Citrix Workspace MREF BiSE RN AREF T ESK M.
[HDX-31016]

o ZRXFERASEEENIRIIBHISETERILK, EAT Linux # Citrix Workspace R FB12RF 2104 REShR
AEBHLRE, BRAERFMNSEREE. [CVADHELPR18402]

s ERFPHMESEMEZEISETR, ARENXESREMERISE—R, A, B iEEEMEEREA T AEM
HAiE1T. [HDXH34114]

s XAETNAEFEHHENHESRG, wiica #IETEERAN. Eit, NBAEFESBEHHMNREETEX,
[HDX-34701]

2108 HHIEA A=A

o ERANBREFRIPIIEN, REZICRIMEENNER UIDialoglibWebKit3. so EMSHIIFEIEREOA
RERRE1EA. [RFLNX-8027]

s MRFERALBIRSB[MEHTE (GSLB), E4EFE (TTL) HENBANTERRIEFRZ RS (DNS) MR,
Ith, 5 WebView #17SHRIEATAER KK, [RFLNX-3673]

o YESREEEEIRET AENBAEFRPIIEEN Citrix Workspace MAREFHITENET, x1lvnc RSS28
B, EEAN. B, ST AER x1lvne RS EITIEEERTEHN. [RFLNX-8933]

2106 HHEHIF

s EREARIEF, FHCEF-BCREEMERE, BEESTENREE BCREMEL (190 YouTube %),
REESTRESRIHMITANNARRF, LR BBARS 4 StoreBrowse BanbttHil. fRRTGE:
BREARBIHEGNERER, BREEXIETEE, ABREREREH. [RFLNX-7704]

- ERERIED, #MH CEF-BCREETANERG, BEEIFESIHFRIFUE, BEHE=AXFR CEF
HIFRHIS M, [RFLNX-7724]

s ZHEMAERS—NUARFET BCREME (FId YouTube #%R) B, JHBREAKHMEF &
[RFLNX-7730]

« £/ CEF-BCR EEEmn@mE, *AEEAN Web @Y, HiZEERSERDEME, [RFLNX-7667]

+ £ Microsoft Teams = 3F | ST EIEHAIE], HIAAIAEIE@IEMAI 15 WAL A EE#T. BRRDZE: &
module.ini X, ¥ VdcamVersion4Support BI4i&E R False, [HDX-29526]

2104 P EXIRIE

« 7£ VDA hit4s 1912 LTSR CU2 &, =iFAIsEsMiFERE. 1E Delivery Controller LERT £ RIS H I
thinRR, R AR VDA AE&EIMA 2012 XE®ARAS. [RFLNX-6960]
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2103 R ERNEA

s EOSTEIESRERELZHIE, Microsoft Teams FIEER TSI , BIERIBERRAL R, [CVADHELP-16918]

2101 R EFER

o KEHEHEMANSAET , ESAS(ELE, [BISMENRETTEER, & VdcamVersiondSupport & True =
LR, fBRAERELE VdcamVersion4Support iRE A False REAZS5HiET, [RFLNX-6472]

+ 1 Microsoft Teams 2iX#AiE]l, SIMAIAEREHBTNARE, BEF K LSHIMLAA, [RFLNX-6537]

« BB, Citrix Workspace RBIEFAJETA7E Microsoft Teams 2 ENBISH, [RFLNX-6662]

o YT cefenablemediadevices tr&EBT Microsoft Teams By, RN ERTHIEE T1E. BET
CEF 89 BCR 15885 Microsoft Teams ER&fERR & HIEE, [RFLNX-6689]

IBAR>C 1

BEXEREPELEE (EOL) Mr=SmhRas, BSIHIHMR S,

F=FEH

Citrix Workspace 12 FIAE & & 1RIB A T XA E X MK FHITIF RIS = 4

ERAT Linux 89 Citrix Workspace R RBEFE =55
LI INEE

B, Citrix 2RHEWIETNEE, FAIREFRME XIS BETIMENRFRNG. Citrix FIEZEE
METHRERISZIFERA), EXNDRHEBHXLINREMNRIR. Citrix TRESRBERRITEYE. RBMNEEMTRINITER
. Citrix REAFRERM IR M, FEATRehEEAREREX LI,

AGERMFRE

August 2, 2022

XK
P ER

Linux R#x%:
o hRZ 2.6.29 SEEARA

B =Ia]
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« &=/>55MB
o MREHE FRAIRNRER, WHIMEE 110 MB

+ X FER HDX MediaStream Flash EE @K £ &4 (system-on-a-chip, SoC) &%,

RAM,
F BT

+ 256 BHEARENIER

e by

e

« glibcxx 3.4.15 SiEEARE

. glibc 2.11.3 HEBIA

. gtk 2.20.1 SKEBARA

+ libcap1 = libcap2

o libjson-c (BFIEREMT)

o EATF x64 89 GCC 4.8

o EAF ARMHF 89 GCC 4.9

« X118k X.0rg (R%#F Wayland)
o udev %

o B4 Linux EE1x&4M (ALSA) libasound2
+ PulseAudio

HENARSAF RE:

+ webkit2gtk 2.16.6 E=ARA
+ libxml22.7.8

e libxerces-c 3.1
YRfRTDERE

» Speex
+ Vorbis fRfgR328E

E7F Red Hat Package Manager (RPM) 895 X EK:

« chkconfig

MLEE R
IR i -
. TCP/IP

£1GB
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H.264 £:K
X3F x86 &%

o REBBMIRMEE 1.6 GHz
33F HDX 3D Pro Ih#t:

o RIEBHIRMEEN 2 GHz
o BEIMEERIREIZF AR

3tF ARM &%

o E# H.264 %35 HDX 3D Pro #EEFEAEM H.264 #5235,

HDX MediaStream Flash E&m

A% HDX MediaStream Flash EEEMFAEEXR, BE2RMINHLXE CTX134786,

BWEESENREZAERARAHENLESRERXEPNER, UMASRMEURSTEEEXNEES.,

EP#xeEY (CEIP) ERER

« z1ib1.2.3.3
o libtar 1.2 AESRA
+ libjson 7.6.1 XEEhRZ

HDX RealTime MR G MSAELEE R
+ 5Video4Linux #BHIMBIREN
+ GStreamer 0.10.25 (FFE=hR4s 0.10.x), BIFELITARA “plugins-good” &,
&,

+ GStreamer 1.0 (HESRAE 1.X) , BIFLTHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EEAEX

+ GStreamer 0.10.25 (HEShk4s 0.10.xX), B1ES ZhaH plugins-good #iFE. —&iM=S, Ar4s 0.10.15
HEShRAE LUHEE HDX MediaStream Windows Media EEBBNER,

HE,

+ GStreamer 1.0 (HESHRAE 1.X) , BIFLTTHRM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &
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#iF:

o TNREM Linux X1THREAREE GStreamer, FLIM GStreamer TIE#HIT T

o EAFLAE (B, “plugins-ugly” FEIRIE) FIRERE MR ARHIERLREFAIE, BESREA

EEREKAR T RE.

HEBATEE@ENR

+ webkit2gtk 4~ 2.16.6
o glibcxx 3.4.20 EShRA

Philips SpeechMike &3k

« iAia Philips Web it SR A REEHE X RN

N RIEFRIFBIER

N RREFRIFIRERIE & U TRIER 4 K& Gnome Display Manager:

» 64 {ii Ubuntu 18.04+, Ubuntu 21.10 B&4h,
« 64 i Debian 9+

» 64 fii CentOS7.5+

* 64 fii RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

AR

R AR RIFThRE R Z15EA glibc 2.34 ESMAHIRIER S,

Microsoft Teams (Lt EX

RifhRAs
« Citrix Workspace [z %2R 2006
L/

« GStreamer 1.0 WESARZA LUK Cairo 2
+ libc++-9.0 A E=EARA

+ libgdk 3.22 SiE =R

« OpenSSL1.1.1d

+ X64 Linux %1ThR

BEfF:
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o (1.8 GHz Wiz CPU, AIERN SRR IGEIERIESH 720p HD £PE
o W% CPU, BAREN 1.8 GHz, HRAZEDN 2.9 GHz WEREF/REMINERA

BRI EaRIhEE

e LibsecretE
o libunwind-12 &

ARSSESMEER
W R FBIE

+ libwebkit2gtk-4.0-37 hias 2.30.1 REFhi A

« ¥F Ubuntu/RHEL/SUSE/Fedora/Debian, EiVEREZHH libwebkit2gtk-4.0-37 kixas 2.30.1 HE
EhR Ao

« XF75 Buster BERFH Raspberry Pi, BifE=a: libwebkit2gtk-4.0-37 ks 2.30.1,

+ gnome-keyring 3.18.3 sk &= AR s,

o Libsecret B&#

#iF:
BiRZS 1910 2, (NEHRERFAHRBIUT GCC hrAFM4ES, Citrix Workspace N RBIZF A BEFRTREAETT:

o EAT x64 FAREEH GCC fR7A: 4.8 HESARA
« &ATF ARMHF (2454989 GCC hixzs: 4.9 SiESMA

BhiZ 2101 &2, XHRERFHEIUTERE, Citrix Workspace R F2F7 g HRETT:

. GCC 4.9 AEBIRA
. glibcxx 3.4.20 siE B ARA

RAEMTIR
Citrix Workspace RZA#2RF5 Citrix 7= @HIFrE YaiS T IFRAI9R A,

ZRIAEX Citrix =REGARNER, URTHRA Citrix &L RS EN &M, B85 Citrix =REamE
GE

RSB ER
StoreFront

« AT LUEA Citrix Workspace R 2R 25 2 RERI P ki 45 il BRI 45 % 1 A0 Citrix Gateway Rifia]
StoreFront R ARENE:
- StoreFront 1811 REERZA.
- StoreFront 3.12,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 35


https://www.citrix.com/support/product-lifecycle/product-matrix.html
https://www.citrix.com/support/product-lifecycle/product-matrix.html

BT Linux & Citrix Workspace [ Bi2F

o AILUEREE TERT Web 89 Workspace 89 StoreFront, i&FHF Web B Workspace 1217 M Web 33
Y2371 StoreFront R ABIEMIMIR, BXUILEERRS, 55% StoreFront XM EETEE,

EEAIER
EE
i&ATF Linux & Citrix Workspace R FB#2F i@ U TE—EER HTTPS #1 ICA-over-TLS ##,
+ 33F LAN E#z:
- /A StoreFront AR5 StoreFront siEATF Web #9 Workspace

o WTFREMNITIEERNAMER:

Citrix Gateway 12.0 RE= R
NetScaler Gateway 10.1 & EShk2
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

Bx StoreFront #5519 Citrix Gateway IRZ&HIER, ESIR StoreFront WAL ZE R,

IEH

EWHRBRS[ATRIHZENR2ER, BEAUTIES:

TH (BER) I

MBREMKX ERET ZRIES, AP LS MREARNIERMANEMELRRIES, kREFBTFER Citrix
Workspace [Zm#2RF A Citrix Zifo
AR
NRIEEREN TTEIBZEMXANES, NEERAZEENERES, WIIEFTRERKK, RARIERREETE
IHZAEF, MREEFRELEHERE, WRBRNARRFEIEBD, HAER P IEBEFEEP RIS,

RAEH
MNFMNTEHTEN, EERARBNRERERED LMEE CAILES.
NFRMAEBRIHEN, BE—TEEXZEBUDZNRE CAIER. B5RAEERKRLERGE.
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ERPIRE L RERIES
EFEATLS, AP RS EFERERIES, A RIERSIIIEE EASEBMANMEE R RINMER T, Citrix Workspace

N RfEF X H AT IES.
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

Verisign Trust Network
Verisign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIEBMENIG
GeoTrust

DigiCert 2518 CA

BEMEBATAER—ZRNERRSSENEMRSIES. Citrix Workspace AREFXIFBEREFES, BRYM

RIESRARN T 2RI ERX LIS,

B UE ERERBRAEBHERET, FINERESMAAM (SAN) I BHESRSBAMIIRIIER, B IEBMEN

BN QIIEBMANY A X LIEF.

BHriEEBKiE Citrix Gateway

MREEBERE S FEES, LI ZHPEHEBHINE Citrix Gateway BRSRBIEH. BXES, ESIA Citrix

Gateway SR HRRVED & HRENIEFo

91R StoreFront ARSSBLERESFAEMRPIERLENFENER, HEBLEPENERLUSHFERFAR, BERT

TP, SARBZRM StoreFront A®E:
1. BIRIRER—1 3 %1 PEM XM ahE+H,

e

NRHAFE PEM t&XAVEH, 1EFEH openss1 LAERE CRT RABNEREIE A . pem X,

2. ZEER (@~ root):

a) B—1 =z xxE%IE SICAROOT/keystore/intcerts,

b) ETHEEITUTH<:

SICAROOT/util/ctx_rehash

XA RS B P IIE SRR

Citrix Workspace R 25|\ 7 BN ISHIARSS SE I SRER,
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BE:

%% Citrix Workspace AR Z#l, EHIARSSE/AMX EHEPERILAFIRERRE, UTERTEE
ATRERRIK

o RSBV KECE BIEHIROIRIESD

« IRSB[RMKEETBIEFIEPIENER
 IRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

IIERRSS BRIEREY, Citrix Workspace AR EHERRS S (M%) REHFAEIER. 524 Citrix Workspace
NRREFRA—#, EUSBRIBEPEENE. MIREMEBYREE, EHERKK.

5 Web F5333FaviE HERRAALL, HWERIREMM™E, T2 Web R RBHDIERSEEMRIES,
BFARSE (HWX) RE—HERIIES. —HRERMERTRSSEH Citrix Workspace R A2 EREEK.

MBEMXEE T XLEGROGEE, BERUTREHITECRNEIE, EREEHRAE Citrix Workspace BEFE
FRVARIES

o RSB BIEFTA
o fFIFRENER
o RERIES

Citrix Workspace ARFRIIEFAXEIERREEH B M. ks, Citrix Workspace ARFERRIEHREE
ERBIRIES. R Citrix Workspace MARFERNMSERFIRIES, EEFEAK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMmENEIES %, BHEENEEERES
BUIRIE . 130, HEiFEER M RIEEERRSSHEBAVES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root), #EXERAF&&E L, XFHMRIEBELH
B, EHEMEE L, RE—MEBTA (DigiCert Baltimore Root/Baltimore CyberTrust Root).

o NBEEMX EEEET GTE CyberTrust Global Root iE#, MiXtemE &% Y Citrix Workspace [
BREFERERY, BSREIEBMANGN L UBELAERMNRIER. ZEIR, BRIEBPREARIH,
PREIEB R NLt,

o RLRSBHNK MR RERIES, EMEEEEHRZILt. EMMENEIERMA T,

MRAMKEE T UATERBIES, FATAIUERUTESR, BIIRIES:
o IRSBIB|IUEF A
o TBIRRERER

Citrix Workspace N Bi2F#ERAXEMER. ERIERAFIEE LMRIES, R Citrix Workspace A2
B —EEMIERMARIES, FEWAME (g, "ERIES), EEERT. TN, EFEEEK. WWEEERM Citrix
Workspace M BR2FFrENTELNES, BRIFEANF Citrix Workspace MBI IEFRE AR A ERIES,

MRAMKECE T A TIER:
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o IRSEBIEBTH

o TBIFRERES

o SIRAOIRIED
Web 335533 a] e R BESHIZMARIE S, 1B, Citrix Workspace BREF AL ZIEIRMIRIES, FIEEEEK,
KU MEANMERS N FERES. EXMERT, IRNXEEMERENES (EFREERIES), F0:

o IRSEBBIEBTHG

o THIFERES 1

o TBIFRERES 2

BE:

o REEPMEANMERARIXEZHNHREIES, MRFESMRIES, HERBHRANRIEBNDERE
EERANRIES, WERALIER, AXMERLT, ELEFEERNREES. FlM, REHRANIRIE
# Class 3 Public Primary Certification Authority BN X &2 K HE3ES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , M=k AKIIRIES Verisign Class 3 Public
Primary Certification Authority - G5 eI/, Zhka¥ &% Class 3 Public Primary Certification
Authority, EEMAKRIEBARERARXERZ N EHES.,

o RXEFZMHENEBHRIEBABHEEMNERERN (MHAWR), EXXELEWFREELEERRNMEL
BEIF (RE), LEFEIUBRXEZEHNHERERSEENREIES (90, REIFEIES 2) ROFFE,

WEEALRE (RBERIEBMNRXEZNHREES) :
o IRSEIEBTHG
o TBIFRERES
HEEREMXEENERARXEZNPEIER, BAMXEEERBRAHRIES:
o IRSEIEBTHG
o TBIFRERES
o REIRREZREES [R#EFE]
TR AWM KRB ARSS 2IEH:
o IRSEBIEBTH
EXFMERT, SR Citrix Workspace MBREFHAFZIFBERERES, EZFEK,

Workspacecheck

F=REHZA workspacecheck.sh #E%5 Citrix Workspace M AR REGN—E9, ZMAEREEZNIEER
EHEFRBRAER, LUEHF Citrix Workspace ARREFHEMEINEE, ZHAMUTREGH Utilities BRH,
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i517 workspacecheck.sh fiiz

1. 7£ Linux I+ BT Fif 5o
2. X cd SICAROOT/util #i% Enter BEMIIRENHFEN Utilities B
3. A ./workspacecheck. sh LUsfTHZ,

AN AREFTIRERR
Citrix EH N AR BN ARFNRERKINR PR RMHZIF,

SRR ENEEE, Citrix 2TMLZEAERSERESTERXIRNNARFHRERFAE X, AT EBBEX—R
%, Citrix TR BEREZHNEAR NN AREFRIRERSRAZNR R, NRILEARTES TR IFHNBEFH
BIERGEX, Citrix Ra#t—FS AT R,

L. HEMER

September 28, 2022

BT M Citrix Web ihsx (WAEATFEH) TEX#REE Citrix Workspace 2.

FohRE

M Citrix FETIE FHUTRAE,

Debian #t&

RIBERIRFRARARREMELE Icaclient R,
ZEMABA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb REFE,

AR

ABRFRAMRE, BRREEMEBEMRAN Icaclient M ctxusb W&,

LACRIE=E RE

Debian %4t (Ubuntu. Debian. Linux Mint

%)

icaclient_22.7.0.20_amd64.deb BEhIRS X5, 64 {ii x86_64
icaclient_22.7.0.20_i386.deb BEhARS X%, 32 i x86
icaclient_22.7.0.20_armhf.deb BEhR$ZX#F, ARM HF
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RHEEBR NE
ctxusb_22.7.0.20_amd64.deb USB #1441, 64 il x86_64
ctxusb_22.7.0.20_i386.deb USB #48, 32 fii x86
ctxusb_22.7.0.20_armhf.deb USB ##48, ARM HF

£/ Debian B @R

M Ubuntu E£#9 Debian & %% Citrix Workspace A 2R, &7 Ubuntu Software Center FriTFFix L
BwHa,

ELUTHRER, B
packagename ERHEER AR ENREEHE R,

Itid#83t Ubuntu. Debian 3¢ Mint RS STMAN RGO EEREE, EERLUBEWEH X4 HEHE THM.deb
RHEERREZRGE, HRFEEIRH— T REEEESE, BT THEMRINLAERN. NRLEURNRAE
1223, Citrix BiUEER gdebi (H<17T8H).

UEFM:
Z#E qcaclient M4 E,
EEAGITRERGE, BRITUTERME:
1. LU (root) AR BHER.
2. I EIREO.
3. @SN gdebi packagename.deb BfTUT=ZMHRMGEMNRE, Fl0:

» gdebi dcaclient\\_19.0.6.6\\_amd64.deb
+ gdebi ctxusb\\_2.7.6\\_amd64.deb

ZE FEMRGIFER dpkg, 5% gdebi Bith dpkg -1o
MEFEANZE dpkg, EETEA sudo apt-get -f install. REFMAERKIIKHIN,
= paa
o ctxusb MEEHED, AFEFEHER USB EEMINEE.
o BhRA 21012, REI—MRENRT, BERELTENBEFRI.

4. #R EULA,

%4 Debian 48 HHN ARFRIPANG
BHhiR7 2102 2, Debian iR Citrix Workspace R B1EF 158N AZFRIPIEE,
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ERRRENBAEFFIPAN, 1571ERE Citrix Workspace NABEF Z BIMZRIRIEITU TS

“export DEBIAN_FRONTEND=”noninteractive”’

‘sudo debconf-set-selections <<< ”1dcaclient app_protection/
install_app_protection select yes”’

‘sudo debconf-show +dcaclient’
‘sudo apt dinstall -f ./dcaclient_<version>._amd64.deb’

<!--NeedCopy-->

£ Debian ¥ & - REMRSIELE

BHhR4s 2106 &2, ATLL7E Citrix Workspace R BZFHY Debian ARads_EREERRSZIESM,
fER % Citrix Workspace MWBEEFZR1, MERETUTHS

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #1461

RIBERIRFRARERREMLE ICACLient BB,
ZEMABA USB EEM, FRIBGIIRMERRAREHRERAP— ctxusb REFE,

AR

NBRFRAMRE, BRREERBEMREN Icaclient Ml ctxusb BREE,

LACR L=t AES

Redhat #4& (Redhat. SUSE. Fedora %)

ICAClient-rhel-22.7.0.20-0.x86_64.rpm HBNRS =1, EF Red Hat (81F Linux VDA), 64
fiI x86_64

ICAClient-rhel-22.7.0.20-0.i386.rpm BBIRS %, BF Red Hat, 321 x86

ICAClient-suse-22.7.0.20-0.x86_64.rpm HENARSS =¥, EF SUSE, 64 i x86_64

ICAClient-suse-22.7.0.20-0.i386.rpm BHBhARSSsz#, EF SUSE, 32 i x86

ctxusb-22.7.0.20-1.x86_64.rpm USB #48&, 64 1ii x86_64
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RHEEBR NE
ctxusbh-22.7.0.20-1.i386.rpm USB #48, 32 1iI x86
AR

_SuUSE 11 SP3 Full Package (Self-Service Support)_RPMIHEEFH,

fER RPM B 8#1TRE

MNEREE SUSE EM RPM #riFE %% Citrix Workspace AB1ER, &M@ YaST = Zypper 2B 2F. RPM st
BEERE . rpm EE. MREBDNEHREI, WIGHIEIR.

72 Red Hat 118 & EPEL =04
M Fedora/Red Hat TIE F#14 H/0E RPM #{ta,

EXHERAZENEER, 1§21 https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

a0, 7£ Red Hat Enterprise 7.x £, aIUfERU < R4 EPEL 28R

“yum localinstall epel-release-latest-7.noarch.rpm’

em:

RPM 4+ B EIRR A REMMRENNE RS, B TFHHARELRG, BITEINERE OpenSUSE EEHLITH
£/ zypper install <file name>, 5#7E Fedora/Red Hat £ yum localinstall <filename>,

M RPM BRF G =%
WEFM:
Z# qicaclient B4 E,
1. i&8 EPEL Zf#R,
2. LU (root) AP B1HER.
3. BEEFRAN Zypper BITUTF=MREEHNRE,
&iE:
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o ctxusb BAEMHGE, BEREZRGELUFHER USB EE M,
« ctxappprotection BrENHE, XETHBLENREFFRIFAFRT LEZNTE.

4. FIA—MERHED.

Yt F SUSE R
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.7386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm

3F Red Hat =:
+ yum localinstall ICAClient-rhel-19.12.0.19-0.17386.rpm
« yum localinstall ctxusb-2.7.19-1.7386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #Z EULA,

RERKNNEE
2 TF Red Hat 89%17hk (RHEL. CentOS. Fedora %) o4, tNRHBIMIUTHEIZHER:

requires libwebkitgtk-1.0.s0.0"
ERIM— EPEL 7262 (ATLAFE https://docs.fedoraproject.org/en-US/epel/ & 21#AES) o

Tarball #%46

RIECHRFRARFRENTETENER— MR8,

R BET SES

Tarballs GEAFEMKITRAENMARE)

linuxx64-22.7.0.20.tar.gz 64 1iI Intel
linuxx86-22.7.0.20.tar.gz 32 {i Intel
linuxarmhf-22.7.0.20.tar.gz ARM HF

+ M Debian #4838 RPM B4 % % Citrix Workspace AR, XEXHESZFER, RAEIIREHR
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SRR C e SENE R I
« MREATEXTEME, BM tarball #FE %4 Citrix Workspace 2R

AR

BENERRNTEN LERARMARNRESE. WMRHITIHEE, ERIRSEIEREENAFELANITN.

£/ tarball R-@H1TRE
AR
tarball REBRITERIIICE, BRRERBIN, ENRERBRFERAKBIN,
1. TR EHED.
2. ¥ .tar.gz XHHNATRERE—MTERFP. 50, AN tar xvfz packagename.tar.gz,
3. A . /setupwfc HiZ Enter BiziTRERER.
4, EZIINME 1 (K% Citrix Workspace R AERF), ARG Enter #.

5. BAFIREREBRNBREMEMN, ARG Enter B, &, 1% Enter BERIAMIE =% Citrix Workspace 7
AR,

X (1R) BRPRIERIAREBRN /opt/Citrix/ICACLients

FESAPHWBIALEB RN SHOME/ICACLient/platform, platform BREGHWLRENIRERAE
FRRIARIRRT, g0, $HOME/ICAClient/1linuxx86 & Linux/x86 E£&),

AR
WNRIEE TIEZRIAGIE, 157 $SHOME/ .profile & $SHOME/.bash\\_profile # SICAROOT
FigEZMNE,

6. RARTIREIRIEET, BN y HiZ Enter &,

7. AILLUEERE TR Citrix Workspace MARBFERIEHNEEFED, RESEFCE—HEEER, AP
MmEzh Citrix Workspace M ABERF. BERTA FEN v B BER.

8. MR ZHBRE GStreamer, NAILUEREE® GStreamer 5 Citrix Workspace MAREFER, UKkE
& # HDX MediaStream Zg{kiniE, B3 Citrix Workspace MBIEFS GStreamer &5, BERT
TR Yo

=

AR

HERLFEA L, Mtarball RMEBRETFIHRSBARAERTES KDE #1 GNOME £RETB I,
BRWIa1 gstreamer-0.10 S HITLLIRI, NRBFVILERM, ELIEREHZ (A ctri+c ) Hiz
17684 gst-inspect-0.10 -- gst-disable-registry-fork --version, 7%
2fE, AUERNBRRANER FEHIETT tarball #4,
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9. MELUF (root) BARBHER, iE%FH Citrix Virtual Apps and Desktops 5% Citrix DaaS (LA&I#RH
Citrix Virtual Apps and Desktops Bgs5) HIE 476 VDI M EZF %% USB 2%, EIRTA TR y AR
USB %1%,

=

AR
MBRZLUEINAF (root) BIHER, MEERUTEEES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB z#7% %3k root P =%, 1L root AR SMEITRERR, LUbbRE
IR, )

10. RETWGE, TLEXREFERET. BRERERERF, BRA 3 7% Enter i,

ENE

2B tarball REE#HTIR, ERRERFANTETERR RPM 1 Debian B8,

KA HFIELTE ICAROOT RENBFPHENRTEE R, FHFNAFRPWRINREE RN SHOME/ICACLient/
platform, platform TEERFAH W LRENRERAERNIFIARF, FlE0, SHOME/ICAClient/1linuxx86
= Linux/x86 &, 1B REBIAREE /opt/Citrix/ICAClient,

#i*:
o B Citrix Workspace MR, BAUSHITRENRFHEBNER ZHER,

« 0% Citrix Workspace 20, AIRER=EGHMIER SHOME/ . local/share/webkitgtk H#9
HHREEXH. BRGERFoIBRXLEEF .

7£ tarball Z4 L% Citrix Workspace N Ei2F

1. X\ $ICAROOT/setupwfc #Hi#& Enter BiziTLERERF,
2. EMRERFR, B8 2 HiZ Enter %,

7£ Debian/Ubuntu g5 &4 E# Citrix Workspace B2
M Citrix Workspace M AR LREXXHKPBITUTHL:

apt remove dcaclient

apt autoremove
=1

apt remove dcaclient

apt purge qdcaclient
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7 Fedora/RHEL/CentOS {41 Citrix Workspace N AREF

M Citrix Workspace MBEFREXHFFBTUTHS:

yum remove 7icaclient

B

Z M Citrix Receiver E#1%l Citrix Workspace R 2R, iBM Citrix T T# % ixinde Citrix Workspace [ZF
BEHHITRE,

Citrix Workspace REEINEREE RSN ARFN. BHMNURBHEHERRENAEFN, BEHERBT Uk
£/ Citrix Workspace R AR, REBTTHRELZUTREZFMARER,

NI

September 9, 2022

BB NSENH, AEBEFAERERT Linux 8 Citrix Workspace R B1ER.

[z PRI

NABEEFBAURNNAEFNESERGE—MIE. —MAPAUREZ MINBBEHRETEENAREE 2B
%, EERAREEOSTERENZRINEENRAEE URL, "TLi@d Citrix Workspace R B2 ih1X LR ABE,

Rz AR IS RS R

a]U7E Citrix Workspace 2RI TR ARIESEE: Workspace. StoreFront. Citrix Gateway A
[EMBENX Web MA@,

Workspace

Citrix Workspace E— 1M EF=WE I NARE, @i MgEEnEtEefg—tipRNARES. SENRE
(FR) . XEFFEALUZ Citrix DaaS. NAMNAER. FMMBoIRAIEF. SaasS Ml Web R BIERF UK 2S5 A
BF. BXiFAER, E58# Citrix Workspace #iR,

StoreFront

StoreFront 27t W AR ENBIER, K8 Citrix Virtual Apps and Desktops ik s N BIEFNSEES
-2 TR ERNNAEEFR.

BXEMER, HE StoreFront 34,
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Citrix Gateway L BEE

¥ Citrix Gateway EEENAFAF MREBMLZINERHTTER. I, M Internet SHERUBEHITIERNAF

BEX Web [AEE

B 2203 &, wimsei@=ErIAT Citrix Workspace R R1ER., ZrRILUEE Citrix Workspace FRIEFF AR S4B M
BEX Web MERE,
EEAIThEE, R Global App Configuration Service T8, MIEHITIATIRME:

BERXNIEIEHBEEX Web AREERNZ Global App Configuration Service st URL Fi&RS, &
mEHBEENX Web MARERE, &7 Citrix Workspace R REFRFNM - REPIRESE X Web MABE URL
SiER FHBMAFIE, BEX Web RABEFEAN Workspace ZBR2FE QT

BEXNBRLEAFEE Web MABE URL #4152, 55 Global App Configuration Service,

=W

BEX Web MABEFRZFHEE S BT 8EFEHRHIEE
EMFREENX Web RABE, EHREWKS > FNSEMERKF, EZFBEX Web RABE URL, REBEMHER.
ERARBEEME, BHIE AuthManConfig. xml XHEFRBHEBEENX Web MAEK. ERRZLAER:

1. ¥Mn% $ICAROOT/config/AuthManConfig. xml EEEX M.

2. AMUT%RE:

<key>AppConfigEnabled</key>
<value>true</value>
<!--NeedCopy-->
EFEAIkThEE, 302R Global App Configuration Service FaIFH, MIEHRTUTIERME:
PAITUATEREEN:
1. 1%l $SICAROOT/config/AuthManConfig.xml EBEX .

2. FMUTEE:

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy—-->

3. BEUTAXNRMBEEX Web RZABEXREEN URL 5K,
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<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

AR

Qe AENX Web MABREEFEA AuthManConfig. xml X FIHA URL, STEERBEENX Web A
AER AuthManConfig. xml SCRERMMEIMY URL,

$$R AEE URL FmnZ Citrix Workspace W AZFH
BRI LMER U T AZRAFP RS R EMEENNAERMENKAER:

s MAFRESFHRNNKFEE
o BEEERTHFHEFRNEHAI
o @ CLI AR AEE

mAFREEFHRANKFER

FiIh#& % Citrix Workspace ARG, BERUTRER. AP EERNETHR 4t stARSS 3 tuit 7 881519 R A
BEFMEE. BPENRKAHIEAESE, Citrix Workspace B AREFE R IR NIEERE. MRIIEMALN, Citrix
Workspace i AZF R TP ERZKF.

Citrix Workspace - @

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

EEAFPEBFHHREKS, BEONKERIHENKENNABEFPIENES.

» EE#%3 Workspace ZAEE, &R Workspace URL,
o EE$%E StoreFront ARIE, iHRHZIRS 28 URL, fld0: https://servername.company.com.
- E@iF Citrix Gateway #17:&#, EmAFRHE Citrix Gateway WELREHZ.
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N A E AT B FHME R B TR IR
AR
teIheEEEIER T Citrix Workspace R BER,

EIER LA7E Citrix Workspace R 2 PR ISR BB F B M tal, LABEIRILS B FHR bt XEXAIR S, 4N
REEZIMSEXBRINARE, NERINERT, Global App Configuration Service iR[E1#9 55— Rz B E &G A0
AR AEE, MERE, APHRER U EMNERE,

EERIEINEE, BRITUTIERE:
1. 812l SICAROOT/config/AuthManConfig.xml Xfk,

2. BUT%BIREN false,

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

@i CLI AR A
LUEERSMMERSSTIEOREEMAT Linux & Citrix Workspace R EER.

BXFAMEER, B33 Storebrowse #4.

wE
AIUTHRERGE, BEXEE, Aa%%E Citrix Workspace R FEER.
arlfEek Citrix Workspace MARFRHBHAS, REEMITEXEN M,

BEXZ#E
1. 3 Citrix Workspace N AR FHRHFEXHEAIN—1MNTBFH, ZH G EXHENZ T A plat-
form.major.minor.release.build.tar.gz(fa0, Linux/x86 F & &4 A linuxx86.13.2.0.nnnnnn.tar.gz),

2. RIBFEEN Citrix Workspace ZAEFRHEE. 30, =TLURI TLS ARIES LA FIE B INE HADHRA HIIE
B, XFZ25 Citrix Workspace R FRIEF REERIARLERD

3. THAXH PkgIDo
4, FHILLTTT, LUERREGBENK:
MODIFIED=traceinfo

Heh traceinfo BEETRERAMEXEIENGES.
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5. REHXAXM,
6. ITARMHENHFIX platform/platform.psf (g0, Linux/x86 F&mIFIFRA linuxx86/linuxx86.psf).

7. BRMRAEXHTIRUARBIS R SFAHENR. NAERH, WARSZSHRENRTENHINEIR. ELATLL
BREEMEAEEAXAIADN, HENRNERGEERNGRINFIT. REEXHTIRPBTISFA:

o XfFRE

o HEXERER

o FHRMHE (BEIREN cor)
o MR

- FREE

|

o K/

8. REHXHIXfo

9. fEM tar L EMME Citrix Workspace ZRREFRHFEEXH, fld0, tar czf ../newpackage.tar
.gz *, H newpackagez 7k Citrix Workspace R FEF S B X HFRIB T,

S webkit 1%
iEAT Linux i Citrix Workspace MBEFEE libwebkit2gtk (2.16.6+).
libwebkit2gtk AL TFHE:

o Bu#7T Ul F38, webkit2gtk 5 BRNBEEMINAERS. A webkit2gtk iR7s 2.24 S EShRAIRENE
&R YouTube A,
 webkit2gtk ki 2.16.6 RESRAEGH T B RN U KRB RETEHIETE,
o ZNARFESRIMN Linux KITHREBMELF, FHRESHN webkit 2E8,
AR
webkit2gtk 5L Linux Z1TAR EARBI A, BEEEERUTIEMEAMBRAE:

o 1£%% Citrix Workspace R A#2F 1906 Z &1, MIRIIE webkit2gtk.
o BohE%HF webkit2gtk 2.16.6 SAESMAHR Linux K1THREYE Sk,

Bap
B R IRIR TR PR ME R —MR X N KEFRHER Citrix Workspace AR
HIRIGIFIRE S ICAROOT R ENIEMERMETEBE R

e
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UTFERBEERTM Web SR RE, WAREATEA tarball MR, RFEPBEATHKHEEBIRSERK
BT

KRR/
BUELIRIERA FB5h Citrix Workspace MAEER, &:
1. XN /opt/Citrix/ICAClient/selfservice

2. R Enter# (Hrh /opt/Citrix/ICAClient A%% T Citrix Workspace MBREFHBER).
Do you accept the EULA? (f82%1%S= EULA?) IHiEERENE I,

Citrix Workspace - &

Do you accept the EULA?

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BEHESRERNNERE,

==

REEBERERHXIFREAT Linux 89 Citrix Workspace W A2FR, 7= 27 Do you accept the
EULA? (8R%#S EULA?) IHERE,

Linux 2@

AIUERAX M ERSMNEmFERR Citrix Workspace NBERF.

rERESEmS, XA MEEE B Citrix Workspace REf#ERF. Linux B9%1ThikasF @, Citrix Workspace RZFfg
FRREM R B AR,

BRI

EGEEED, B8E Citrix Workspace M AREFREMNEIER, EOLUEHUTRS:
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s RENETAN
o ERIFENNBEFNKE
o BEXHMIREHRINR

BRI

B SmMyRER, EEEASR Citrix Virtual Apps and Desktops = Citrix DaaS (LLgi#kH Citrix Virtual
Apps and Desktops BRS) BItkF, ALk, &89 T AL FARTESEREIE— KA ZNZE Citrix Workspace
. REARESERE DA K, EREM Citrix Gateway 3§ Access Gateway AR5585. iF 7 UM Citrix Workspace
FRIBRIK

1. EEETHEERNIKFTE E, RITUTEREZ—:
o ERINKF, BRERMN. FERRAEERRKRURNESER.
o EENIKPERANNABERNFAGEE (BIMNRANX), BREERE.
o EMFRIKF, FRIHER.

2. RERRLRTHITERE, HIURTE, RRSHHITEHIIE.

KEET
AUEARRENBINRELETRE (2FKRR), EARKARE, IEERINEOPETR (FOER).
o EEETDHEENENRE L, ERKEERMEETIERE MR

fEART LU= A Desktop Viewer TEEZIhEEs S B EMITERIENE O E,

Desktop Viewer
533 BB P ip e PSR E R A N E KT e =B B A AR EME W ERVELHARR,

LEPEESHENEEXERN, &R Desktop Viewer, APMENMSEIUREAGHNENEE, WAIUEH
EREREE. EXMIHAERT, Desktop Viewer TEEMEAFAFEREOMRIEFEOS2RRIEFFOZE]
#f, BENERE RSN ERETE. AFAUERRE—BFI&E %A Citrix Virtual Apps and Desktops =
Citrix DaaS EEEREREZETIEURERZ M REH. RETATFRIMFFIERERIE. &% Ctrl+Alt+Del 5.
WU R MSIEFEENEAN A EEERFPHSIE,

# Ctrl+Alt+Break 73 HE O+ 2 Desktop Viewer T A2 %4,

BEEREERIE
Citrix Workspace [ FA#2F R A E M A E RN SENN BER. fli, MEERERER,
o EERICHEENENNE L, ERENERNAREFNKEPH—HED,
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IR 1
ENRENNAEFFEIHNENRE ENXSF, AILUTHIRA £REE.

1. EEETNEENXAIGRINE L, SR REIREDES, AEERUT®EIZ—:
o %5 - AFREHNAEF RIS NI
o Qi - ATKEHNAEFRIEARS NEHX o
o TiHRNIR - FAVFRESNAEZF R ARX .
o BREWIE - BRKEBNAIEF AR A4 R TR
2. BERNM, EEME, AREE—ERGEIFIIERNESR.

AR TS S8
BREZRNEMERGK, AIUESENRERNAERFSRENIME R NENERENBS:
EEETXHEERNE e NAMERENNE L, &R TRz —!

o EARNZRXMMEEE - ATFRERNBEFERZRNANEREN.
o MERBENZRNMMBZBEN - FRIFREBBREFERZXMMEEEN.

Flash Player

A LLESE Flash ABMETAR. LkABEETE Flash Player 1 &R, HSEMM. shEfINAERF:
EEETXHEER Flash TE L, #FUTERZ—:

o AR - REBHRRE, BrgsBRERREMN,
o MUURE - RERFBRLEEFERREM,
o §REHAIR - 8RBT Flash ABERT.

JEZE

&3 Citrix Workspace M RERF, AP AMRSBEIARENSENNARERES, URIREZSEHR Windows,
Web #02r4HBEIARSS (SaaS) AER. aJLU&E Citrix StoreFront i@t Web Interface 17/ Web TTEm&IE
BFEsE,

/8 Citrix Workspace Ul iEEEIE TR

Citrix Workspace M AEF ERRIBERA AWK IEE (B, AP EEINRSSS) UK Citrix Virtual Apps and
Desktops =¢ Citrix DaaS EERAREMNSEE TAF A ANENKEMNARERF. AIUFEREER > kP EiLE
StoreFront AR 28H9 URL, SHEWIREE 7TEFBFHIERNMA L, NS HNB TR TIRE.
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e

WNR 7 StoreFront fR5588 LM SN AEEERAERENER, WEIRMHBFRERES, HENBEENS
FREURF AR, 33F Citrix Workspace AR, #ERMARE URL HME—IRRIZNEEE,

ERIETABER, BPRSKEERUTERR: Rk, KENVARER. ERIR1E, BRHENNER. B
R SRR IR AN EAR, 158 EHIZERS N RIFA(E B R R I 2 R

EEEIERE

AT LA Citrix Workspace MBS Citrix Virtual Apps and Desktops g% Citrix DaaS RS 85 2 Bl ViEZE B
RERINEE, MEHXE, ERAIUAZSMERESXLIGE,

BAEEANAFNESHIRRARSES, BXA “BR” —ARATRAFESSEERRITHESMUK S,

}‘}\ AN T:EIXIJJ\J%J\_%J\/

g Citrix Workspace M2 R MR E RN AEFEIRE, BT 2IRSS/ERE, thib, FaI UM
5k Web % 8841 &

EAH<170IES Program Neighborhood = StoreFront fR52819i%H
NEFM:
MR AAEEST Citrix Workspace ZAR2FME REMMN. NEHKE, BEEAUTHSHITRM:
./util/storebrowse --addstore \<store URL\>
1. RNEEEINSERZAEFNE— D, Lt ID AEUTHSZ—RRMNTHRSIANE—FrRIEH:
o FIHARSS 2R ERVFRE REMNARER
./util/storebrowse -E <store URL>
s JIHEEITHNSEMNARER:
.Jutil/storebrowse -S <store URL>
2. BITUTHLTUBHREHNAER:
.Jutil/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERS S, EERUERFEENMRSRMUES SOCKS RIBFARFER. BXFHAER, FEH
RIERARSS 286

© 1999-2022 Citrix Systems, Inc. All rights reserved. 56


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure.html#proxy-server

BT Linux & Citrix Workspace [ Bi2F

M Web 525012 R

M Web %588 B2 iEMNEEBBEEEREIEZTEDINIT. HTFEFESHARNGEMIRERS, Alt, TEREE
FRRITRERE,

MREFshA Firefox. Mozilla 8 Chrome i&& .mailcap 1 MIME X, EERUTXHER, BiTXLEER,
. ICA Xt map Citrix Workspace AR RIITX M wica, BEREAMNYEE, HEMESUN KRR E,

1. BT T&H <SS Citrix Workspace MAREFHIFEERRE, NRLEINFRIAMUIE, WATESEHR
ICAROOT Wig &, ErRILUERZHLMIXER

xdg-mime query default application/x-ica, ®%JUuRE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 SICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l BB ¥ B X Jetc/xdg/mimeapps.list (@ & & 2 8 & %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list). % X 89 7 %k &% 7 7 [Default Ap-
plications], BRUTASA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
EOREREEH “EEN/‘ NEEF" KBNE LA E Firefox
sHF “Citrix ICA RBEXHRNE”, 1EifEF:
« THz&dp “Citrix Workspace R FT2F Engine (2R3A)”
&

o “EREM..”, ABEEXH /usr/share/applications/wfica.desktop (Em Citrix Workspace iz
AREFNEERRE)

5

« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),

B

BAEUEREEROERRLEDNNER, KRR — M FEERNEFNRHTIE, BdIR, BAMEERAILL
MEERISSH ERAEEH TR ISR NI, EEEDOR, APAUET U A EEREEE:

o XA ARERF.
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o EERIE P BRBERIIEHXATMITANNAEERF.

o NRIEFEARIE EPBREFRXATAITANNBEFOERTIA SRS [OEEERE (FIFRSSEE
ATERTFFERRR XHIN BERF) o

o BERERERIITHE.

EEERE
EEAERTOEEER, FRITUTIRE:
1. 7£ Citrix Workspace L A#EFSEH, BHEEF .
IS B R A RIBRSS 33 H 5 KB B = iE,
2. AT RMEZ—:

o EFEARSES. BRTEREUESH, NEEHEM.
o ER—NBER, XHAZEH.

fic&a

September 29, 2022

fERERT Linux B9 Citrix Workspace NAEFE, APFBAMTEES BrifnEENBEFNEHR.

BB

REXH

DERBRSERFARMIEE, AUEH Citrix Workspace B BIERIEE X, XEREXHESR wfica
RIS, ETLURIER AR B S R B & 1

MRBRATRERE, WrARSERRARIE, MIFMEENSE. HIRETERSSBIEBKETRE XA PRI
Bl

AINRE

INREEAE Citrix Workspace RAEFHAFHEIAE, BB SICAROOT/config BRHM module. ini
REEX .

=

AR

R ALI\\_Regions.ini #FWENLERENFEE, WAEEA module.ini FHZFENE,
A1\ \_Regions.ini FIENTLTEST module. ini FEE,
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RIS

W R X 4 SHOME/.ICAClient/wfclient.ini R &E T, wfica ¥ &3 & #l $ICAROOT/config/
wfclient. template #7812, BRI HET, FrME IR AEIFE Citrix Workspace M AB125 B
Fo

RPgE

BEARPNAREEN, BERAFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHINEER
2R Fi% R P R REIERE,

WA EXH&E
ERGIwfclient.ini FMEBENME, B ALL\\_Regions.ini HIEE AL ETEE,

MBRIEE—NE, WHEEBZE. SHOME/.ICAClient/ATI\\_Regions.ini X & L ITHED 58 /N E
$ICAROOT/config/ATT\\_Regions.inixX#&HigBMN AL, BREEHERES,

AR

Fwfclient.ini FIRENEMRTLLSTFE module. ini FE,

2%

SN HTENSEEREAIES ML T, SMROMLIESERNBIRTL, BRBTR—ANSE; fim, 8%
B\ [ClientDrive\] S&FHERENEEMET (CDM) BxX,

MRIERBIEE, BNRKBHAEFARINSHIEERIAE. NMRENSHREFEEREEE, WEBMNARIAE. F,
fRig InitialProgram 8¥ER—1MES (=), BRRMERE, FITEP, BERRIME EREREITER).

Rk
ATT\\_Regions.ini XfHsEEMXARILIRENSH. ERURGSHNERERFRHRIRERE,
NFERIEERERE, FIRUTIRFEN

1. ATT\\_Regions.ini - kXHFHPHNEZES U TXERHE:
o EREM L ICA X
« wfclient.ini
2. module.ini - MRMEKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini PIREE, N
RIS HHIE, B2, XEERT ALL\\_Regions.ini FHZBEMRS.

MREHPERXEPERILEE, WRER Citrix Workspace ZB2FHBHHERIAE,
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} =r

AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

Global App Config Service [ A EATAKAR]

fERHAERT Citrix Workspace B Global App Configuration Service, Citrix B2 R g @S EHEENR
12 Workspace BgsS URL,

ERBEEH, BHBAE AuthManConfig.xml X B B ILTh gk, S fnE SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

Bx Workspace fzs5 URL igER¥4M= 2, B2 Global App Configuration Service XX#%,
AR

JEATF Linux 89 Citrix Workspace [z 2R &R Global App Configuration Service 121 Workspace
AR URL.

e geThae Y Workspace [BARTSAR]

2111 g4y Citrix Workspace RZB#2F#1T T 1k, UIERRESFIA Workspace EaEThRE, BXIEMER, 1ESH
Workspace Intelligence Features - Microapps (Workspace £ 8ET08E - ) o

AR

RAMGIRAIEE A ERIEEFFRHEREFFRFHITUNL, HATFRBEZRRONS. Citrix FEZ
THREFR BT AR A SZ 1 22f5), (EVIIR B X L THREMN R 5. CitriX FTRERIRIERIGH™EE. RBUEMEZ WK
IRHITIR(R, BINABRELEFFIESEIE Beta hiids,

25 DPI ILEC [Re AT AR]

BhR7s 2207 &, Citrix Workspace ARFHIRENERIWEM DP| FRES BN N AREFNKESIEFRIMER
ELES, AJLUFE Linux BPIHFIREFRIERE, VDA 2IEMERE B EH.

DPI BREERTARTMENWERERE. WA TURBTEEENRIETUTRAR:

. NARER
¢« XK
- BR
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« HttEfTHR
BINMERT, IR TRERARS. ERALILIRE, BHITUTERME:
1. S#1% SHOME/.ICAClient/wfclient.ini B2& x4,
2. %% [WFClient] S92 Hi&BUTEE:
DPIMatchingEnabled=TRUE
PR
B#i, DPILECTHEEARSIIHE P in L3 #4E ML ).
W% DPI FEikfESS, M Microsoft Teams b ATRET A E EiR IS 1o
AR
BRATGAR A% A EEIFE IR A REF IR RHITNI, HATPRHEEZRIRNNS, Citrix RSz

THREF U hRBISZ1FE G, EXOIRMEH XETIRERIR 5. Citrix TRESRIERIFH™EN. RBUHMNEEMYR
IRHITERME, BIABERLEIFEHEE Beta hiids,

KABR [BRATEIR]

KABRINBEEAFEEESIE AR BENFRENE (2 3 365 X) NRFBRIRES. BALIIEE, EXHERBENNEE
AR Citrix Workspace M AREFINERER.

EBNtkTheE, B AERE Citrix DaaS RIERZAIEKE 365 K. I BETKEHSHMNEGAR. BINERT, &M
EIEEETF 4 XFEDEAR, UWREENE ARG, YEEX 4 XRELZEEZ Citrix Workspace N BIEFHGERIE
.

=3

AR

RAMERAIMER P EHFEFFRREREFFRRHTNE, HFATPREAZRBEHNNS. Citrix FEZ
THREFR U hRAYSZ 3522151, (BXGDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. RBUMNEEMTR
IRITIRF. BINAERLEF IR EZE Beta hR4s,

B KA B RINGE
BERAFTEMEAUTIEEE Workspace FIEFEEXKAZTER:

&% Citrix Cloud,

£ Citrix Cloud =#las, BEREBA FANKE,

ERTEXEEIED > BEX > Hitll,

| F:&5h% Reauthentication Period for Workspace App (Workspace M FB1EFHEH & 9 18EHR
)

g Current Reauthentication Period (H#iE#HSHIIEHAR) FEZAM Edit (4%Ri8).

6. 7£ Current Reauthentication Period (YaiEH S HWIEHAR) FEEPMNFIRIIRE.

7. #%77E Current Reauthentication Period (UBiEFSMHIIEHAR) FEAPMARRHE KT E,

> w Ny =

o
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BXFAER, ESRTEF “Workspace N ARZFHERFHIIEHAMR 25 PA95HAA:

B citrix cloud x 4+
€« c
Reauthentication Period for Workspace App @
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

Learn more about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In a native app ~ Uses a locally Installed version of Citrix Workepace app -provides the best experience for the subscriber’s platform

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission to install software.

Sign In Policy

@ Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIOIESRE B 10 JUIE
KAEREORNEEPRSEOH,

1. iAiA Citrix Workspace R 2.
LB 2 RE B IIEE .
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y Stare )
SrparcariL Chimpd] Loy

-

€ Workspace

citrix

2. EREHNEREER.
AR FEEEREIFRZIRET.
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W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in

3. g&F Allow (#2F),
AR

MREFELERTER, EREINENBRRER, HEEE 24 /\WEHR—RK Citrix Workspace RAEF.

BRXAERIEE

FE@ERAATLE Citrix Cloud Ul i AuthManConfig. xml XFHRZEAXA B RINEE. (B2, £ AuthManConfig
xml XERIgBENEREEEE Citrix Cloud Ul FigENE,

£/ Citrix Cloud Ul

&% Citrix Cloud,

£ Citrix Cloud =#lad, BERBEA LANRE,

ERTEXEEIXET > BEX > EiET,

i F:&5h%l Reauthentication Period for Workspace App (Workspace B2 FHEH 5 5 10IEHE
&) o

5. #i Current Reauthentication Period (HaiEfHSHIIEHAR) FEZAM Edit (4Ri8).

6. 7£ Current Reauthentication Period (aiEHSHIGIEHARE) FERPHAN 1R,

>N =
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&8 AuthManConfig.xml x4

Y

EERKAERINEE, HEHRITUTIRE
1. #1%l <ICAROOT>/config/AuthManConfig.xml X,

2. BERAOTHATRKESME:

<!-- AuthManLiteEnabled - enable AML - true/false -->
<key>AuthManLiteEnabled</key>

<value>true</value>

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longlLivedTokenSupport>false</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>

<saveTokens>true</saveTokens>

</AuthManLite>
<!--NeedCopy-->

EMZBERPEEZEEX AP REFF S

Bhk4s 2109 2, Citrix Workspace RZF#EF5IANT —MNMAD, ZAR A A FENKZIERPHINAF K EFFRHT
IRMLZIERBIFKIR. RIFLLAFREFHFHRIEKR, ERILURENAEENEZBER, WIHEATFEIERREBAEREN
RIZEIER,

AR
o ItkThBETE Citrix Workspace N REEFHEEEHZZHF, kb, x86. x64 #1 ARMHF 2% 15896,
EAEXAFPRETRS, HHRITUTRE:

1. #ZI SICAROOT/config/AuthManConfig.xml BB,
2. BERMIIUTERES:
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<UserAgentSuffix> </UserAgentSuffix>
EEEXXAEHEIE App 1 Version TRfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WMREZFI App 1 AppVersion, ERIERIAT (/) #1THMR.
o MRMLERFBET Ul B9 Citrix Workspace R AERF, MU TRAAREREREMSEERS:
CWAWEBVIEW/CWAVersion App/AppVersion
o MRMLEFERTRBETF Ul 19 Citrix Workspace NEER, WUTRFPRIEEEREMEIERF:
CWA/CWAVersion App/AppVersion
&
« N8R K1E UserAgentSuffix FRFEREZRI AppVersion, MEEEMLLIER I Citrix Workspace

Rz FRR2 R AR Ao
o E#/E5h AuthManagerDaemon #ll ServiceRecord LUEER4E,

WMREFIFEFE Citrix Workspace R AR HINIE, FiT8 U7 Citrix Workspace R AR SR AZ /M
BITHEE, BNMETHREERFTFALL. AL, WAVEERTIREREURE A LaunchDarkly B8 =78RS.

TEREHITEARBENTRRESRAE LaunchDarkly, FRIEEERE 7 LEHISREMNHAERHE, EXMERLT,
EARIBSRIREREIT S E URL 3 IP it A% 53] LaunchDarkly £,
LGB U T A BEREHEE LaunchDarkly BmERE(E:

BREHEILLT URL B9RE

« events.launchdarkly.com

« stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

« mobile.launchdarkly.com

«+ app.launchdarkly.com

EARFFIRPFILH IP ik

MBHAEAFFIRDFISE IP sk, 3525 LaunchDarkly public IP list (LaunchDarkly 2/ IP 51&) , FREXY
HIFRE IP #ASEEMSIR, YR AFRIEENH ST ESTBEN, UWESEMENERFRE—N, BXEM
SEMTERRSHIEAES, ESH LaunchDarkly Status HE,
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LaunchDarkly Z4EK
NRETE Citrix ADC LIIRMEEIRER “X7, BRIICATHNNBEFE DSBS U TRS®E:

« LaunchDarkly &3
+ APNs finf28hR S5

Ed 2 A LaunchDarkly f753
BhRZs 2205 &2, &e1llTE Citrix Workspace R+ LaunchDarkly BRZS.
Z2 /A LaunchDarkly BRs, EHRITUUTERE:

1. E#13 <ICAROOT>/config/module.ini X{##*H5%2| LaunchDarkly 2843
2. #EEE B EnableLaunchDarkly #EHIEBENEZRA,

AR533

pEs

i

i

kTheEE®IER T Citrix Workspace R BIER.

RS ELEHBR R AR E YR T SERHI 2RI M AAE H R A, TIERSNEITRORMME, BF#EE L
BzhE Citrix Virtual Apps and Desktops #1 Citrix DaaS (LL#i#FA Citrix Virtual Apps and Desktops AR$3).

B %1 Citrix Workspace AR P L RIRSELMENERNES, BERARER,
B %M Citrix Workspace M AIEFRERSIELEUNER, BBRLLERSEST,

BXRFMER, 15217 Citrix Workspace SRR RIRSSIE L4 S5

BEEZEnERRHE

Bhizs 2103 &2, AILUREFABHNZ ERERETRER. fREEEARENETARN. BEGMTERMERRE
MBEMRIE, MMRSHAAF AL,

ERBEEH, BBAE AuthManConfig.xml X B B ILLTh gk, S fnE SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERMER IR, EFEEINARFERSRERPNRERREN. EXNAREFETRERNEAEE,
BB AREFEREET.

BRERREHR, BRGESETNNAEFERSERN, AREERBTR. LEERRENRNEE,
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HE, WAILLBEEEBBRS T O Ctri+M BB RERFIHEE,

Screen Layout - x

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTRREREFENRE, 5EERNYAREERNRHE,
ER— RSN LR BIVERER. AR, IERIRERRBEFEHTET.
PR

- BRARREEMRERERIEPHNREFERBIEE.
o ILTHRE(GE R FARS AR R E.

R FRiER 25
B FRREF S5 A P &R Citrix Workspace NRREFTHNBIEFES. AMAMTHRAIBENBIZEFA:

« BRRRNERZNNABER
o XNEPNAFFEERNNABRER.

BXFMER, 557 Citrix Virtual Apps and Desktops X #4rBI 8RN FAFEF4H,

N T2 RIF
AR

N A2 R IP SR ES B T X B IR E R AP R ThREMVIA PRI TT. FEFEMN APl BRIk RREIZ T#
B, HIREERENARFRIPFREBEEFTUHNBEXNTAREIARMRF. B2, BERFRAANKE,
BRRESMICRERNM A EAESEI. BARNSSLURFIMFRXLRT, BRI EFRIEEREEEMN
BEPRMUT BRI,
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N AR RIPE—IMINThEE, 1R Citrix Virtual Apps and Desktops EfiR 858 R M. ZINAEREIT
FFHZRBIEKNERHRTEERGETMNEN. AEFRIPAVLEEERE EERNBAFZENSRMESSFINE
8. &AM MR EESNFRESE U ERAREICRBBENF BHRES.
&
« f#/ tarball. Debian #1 Red Hat Package Manager (RPM) &8 %% Citrix Workspace [z 72
B H5IEINEE. LESh, x64 F1 ARMHF Bi—S 3SR R L1,

« ItIhEETE Citrix Virtual Apps and Desktops MasithZE = #, 1thsh, 73§ Citrix Virtual Apps
and Desktops iR$35 StoreFront & ERRIZEES,

R 2 RIPIHAE B R IGTE I o1 IEAR 55 28 E REMIINFATIE, E 4 M7F7E Citrix Virtual Desktops ¥aliE, & XA
BFAER, 583 Citrix Virtual Apps and Desktops FRIBCE SRS

BhikZs 2108 2, MARFRIFEINERSEFER. NARFRIFEXFVAEFNESERE, FERIANLTEA
K. BR, BBHE AuthManConfig. xml XHHEENRZEFRIPIIEE, 7 REX B HIIEEREMN BBARSS 1
R EEBZYEE.

BARRAR, EaUE Mozilla Firefox izfTHAIEIM Citrix Workspace M BIEFH BRI ZRIPHE R,
Bh7s 2012 &2, NARFRIPIIEER—TISLE LIRS,

WEFM

[ AR RIPTHRERIE & U TRIER S K& Gnome Display Manager:

« 64 fi. Ubuntu 18.04+, Ubuntu 21.10 k&4h.
+ 64 i Debian 9+

64 {ii CentO0S7.5+

64 {ii RHEL7.5+

ARMHF 32 {if Raspbian 10 (Buster)+

AR
N ARRFRIFINEERZIFER glibc 2.34 EShRAAIZIER S

MREEA glibc 2.34 FEBRANBRERFARRERA T NARFFRIPTIAEN Citrix Workspace [ 12
P, BERASISTEENBHNRENTERIRK. EMRERGSIFRBHITRE, BHRITUTESRE:

o ENMRERERS. B, RIAFIIFEFER glibe 2.34 RESREMNIZIERFTE BN BREFRP
Ao
- BERERFNMERN, ARERLIHEE Citrix Workspace A2
o BIXRRERFHITIG, HMABRIERZTMIR rm -rf /etc/1d.so.preload X,
NN A2 RIPLA M
£/ tarball #iFE%%E Citrix Workspace M AEFR, BERUTHEE,

“‘BEEBRENBEFFIPAH? Warning: You can’t disable this feature. (Z&: FEEZRLLINEE, ) HAENEH
Citrix Workspace M2, 7FeEiHEEZA, BXEAER, B5RAEERER, [default SINSTALLER_N]:”

©1999-2022 Citrix Systems, Inc. All rights reserved. 69


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features

BT Linux & Citrix Workspace [ Bi2F

BAY URENAEFRIPALT.

RIANBERT, FRENBREFRIFAN.

BRI ENUEENREN. AEREEFRBHENGE, NAREFRIFET BERIHIEIT.
L& RPM R+ B HhBIN BiEFRIFAN:

BhRZs 2104 &2, RPM ki Citrix Workspace [ 15K A2 RIF T8,
BERENARFRIFANS, BRITUTERE:

1. =% Citrix Workspace R B2,

2. M Citrix Workspace B iEFRERF D RENBIEFFIF ctxappprotection<version>
e,

3. ENEMARAUEERER.

%% Debian R EHHRN B2FFRIFAL:
BhRrzs 210132, Debian hiz Citrix Workspace [ B2 215N BIZFRIFINEE,

EHRLENBREFFRIPAN, BERE Citrix Workspace M BREF 2 I MEIRIEITIU TH<:

export DEBIAN_FRONTEND=”noninteractive”
sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select yes”

sudo debconf-show -icaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

.rpmiR

BHAiR4s 2106 #2, Citrix Workspace MBEFSIAT —MER, ATRNASHRIIEESNEMRSEGRE D5

B RBEICRI R FRIHIRINEE.
NEHIITERSRICEN BREFRIF:

BRI TARREME SICAROOT /config/AuthManConfig. xml H4REZ 1!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>
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<!--NeedCopy-->

FNEYRSHEG RELENBEFRP:

BRI TARREME SICAROOT /config/AuthManConfig. xml H4RiEZ 1!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeyLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

S5 IEi
s R/ MZRRIPHRREN, NARFRIPFESEERSIET.

PR

« BB, WRM Snap Store FREMNTBRRFEEEIT, WREBHZRRIFHER. BASE: R7) Citrix

Workspace AR BEXHHSHLIMILABNNBER. 55, XFANARER.
« HERHUEBERFRPEONEREEN, BMER (BEEAPRZFRIPNNARER) BETAKE,

EBAMIRSIERAT
G EEBEAMRAIMERRE Citrix SERIEHEHXIFEH,
AR
Bhiz 2111 &2, ER 2RSS 2 VD MRS E RS,
BINERT, BHMRSERITLATERRS.
BEREMKESIETRE, FHRITUATRE:

1. S#1%l <ICAROOT>/config/module.ini X%k,
2. %3 ICA 3.0 %9,
3. iI¥& MobileReceiver= 0ff,

EPARETR (CEIP)
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eS¢ BieA BIBERMAA
FeEM AR Citrix P43 2tE itk (CEIP) M Le#iBaI#ERh Citrix #25 Citrix
EAF Linux #9 Citrix Workspace R A#EFHRE. 7

Workspace MREFUWREREM S
ERBYE, HEDRBEIEREE
Google Analytics,

Hthf5 2

Citrix H#2BRE&5 Citrix BTN ERFZFFEBEREIE, tsh, ERER Citrix Trust Center (Citrix FEH L) L1
489 Citrix Services Security Exhibit (Citrix REZ£M4RTR) FHIBEABIT HFITHRI,

Citrix &£/ Google Analytics M Citrix Workspace R 2R I E F L #iB1ERN CEIP —& 4. EOUESR
Google wfaIshiE Google Analytics WEEHI 28R,

&RRm Citrix #1 Google Analytics &% CEIP ##8, s3FUtiEzD, 73 Google Analytics IHEREIEBE—MAISh, %
HIREUTEHOME_NRETRA * TR, ERITUTRIELUER M Citrix #1 Google Analytics %&i* CEIP #iE:

1. §#12l <ICAROOT>/config/module.ini X#*H1%2| CEIP 245,
2. #EEE EnableCeip #¥HIEE N Disable,

AR
¥ EnableCeip ZAi&E N Disable /7, AKX Google Analytics Ws RS CEIP $iET

Fo XLEHIETRRIRIRIERFIRZAM Workspace R FAEFMAS. XFTFUIRIE, ESMEIU T FHIRIEREIN
REE:

fiiE: <ICAROOT>/config/module.ini

#8453: GoogleAnalytics

%HB: DisableHeartBeat

&: True
AR

LA (EU). BUMEFX (EEA). ImEMEE (UK) 898 P UESIE.

Google Analytics Wsen94sE CEIP #iETRBIE:

1BIER SR Workspace NBEFHR  NAEFRBF Workspace N BEFiE
x* =
RIEBENFE YmiFeRhR A WHTE M ABERE
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Citrix Virtual Apps SHEIERE EREIN AL BRAN B EEMIIEE
and Desktops &iEE5h RAER
EERNFRER AR RIFECE

N2 FismEs Etn

[ FRiEFFiemesE & aah Citrix Workspace AR B, ZIEReS BN XKIFPEEN— 1 EIR. 5INNAERF
{5285, EAT Linux 89 Citrix Workspace M REFHE R MAERS USH,
A A A ER TR RS

o B Bnh Citrix Workspace M B1EF
o XEAHEMBMNAER
s BREHEMBIEAER

3 =

AR

EE libappindicator B ERNAEFIETS. BN Web ZEFERH F&EH Linux Z1THREY
libappindicator B,

ICA-to-X iE

A LLEETT Citrix Workspace W BREFM TEhAERS R, FRHHETAIEMIF X1 1ig&,. ErEFEE
HITIES R Microsoft Windows R RREFER A4 AR Citrix Workspace MATERFHI X &gl UNIX T
o

AR

Citrix Workspace 2R RHEAT S0 X &%, EXLERT, Ti8%E L% Receiver BEIEMBRS R,

BUtkF AT Citrix Workspace MABERF (BIfER ICA-to-X RIB) XiFAbRSS 38 ICA,

izf7 Citrix Workspace AR, AJLUEEMARTFIE X1 HHERR4H Linux @AY ICA = X11 ik, 8
2, I¥zREEEADEM X BRF, AIME—TREPEETT Citrix Workspace M ARFHERSMNEIZS. 1E
XERT, 81 Citrix Workspace M BiEF#HaRHigH £ X B FEANIEE,

ERTRHNELRETIRER ICA-to-X KENEMTF Linux B9 Citrix Workspace M RZFHIRE:
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Fe: =
= E
\ - -—
o o \.________,.,--
XenApp server Linux server %11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BRBIXRS, FE— Linux lRS#E7Y ICA = X111 KIE:

o MNREAE X Ls, WAUEEERTE X LinRME X ARZFEMN Linux BR$Ses LiafT Citrix Workspace Rz
.
o MNREHEFTAMEA Citrix Workspace R FEZFH UNIX TiEls, TRE—ARSSRALURE, LRSS
LIZ2iz1T Linux B9 PC
2@ [CA MY BIThEERR 4R X1 MAIRIEE. BINERT, REEFERIRshasMEHINE LMIRENEE. W
RERA X Lis (BE&E4MIKEER), WIRBHRZMM. WREQEM UNIX TIEWMR AR ARER, AIURITUTRE
ez —:
o LUNFS 1SR ERIEEM T IEuL b3diath UNIX ek, RAERKE PRI E Mz IR EA9 NFS &3
=

™O

o fEFA NFS 2 SMB {32 (f5l40 SAMBA) =iiRz2: A NFS EA (5140 Microsoft Services for UNIX) o
HETHRER S E R EIRIFIGE:

« USBEEMH

- BReREER

+ COMHOEEM

BMERERIENIRS (L FEM, BASEEMEET X1118&,

o FRBEFIFITEINESEE X11 18&, EFEA LPD $TENThRE MARSS 28 Fahifial UNIX #TENH, & ERAMLSEIT
EN#flo

o AEBEEAZEEEN, FHRACEREETT Citrix Workspace MBZFHITEN L REMKLIBEN, HHR
SREXRURE, B, SEFHENETOERERENRSEBLZET GStreamer IR (REMR).

B “PRE 38R ICA” M X &igst UNIX TesaEED Citrix Workspace MAERE, ERITUTRIE:
1. £/ ssh 5 telnet EZF I AERIBHIZE

2. EHEIEE 9 shell &, & DISPLAY IR L 28 B AHAMILE, FIi, 7E Cshell FRAUTAR:
setenv DISPLAY <local:0>
AR
MREM ssh X aSEEIAERENIEE, WEFRLE DISPLAY IMETE,
3. EFHIEE _EMHSIRTRA T xhost <proxy server name>

4. BIE Citrix Workspace NAEFREREARINREB RN, MREALE, BERIEFFETE ICAROOT 2%
BIRENERALIFHNRER R,
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5. #%3 Citrix Workspace ZARZFHNRERR, EHSRAEOP, BN selfservice &

RSB EFIHNBEEM
BERSBRIFFAIEABTEER, EERTTUISERASMNBEFITAERBHNABEFFE URL, f, MRES
IERMERA Microsoft Outlook HBIEITF Ti5mE Web SimnvsEiE, MEERARFIE LA e T HREHIX M,

BERSBRIEFIRNDEER, SERAIUESMHRME Citrix BR, XEFTUMAFREELENERE. TUEE
M URL 268

. HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

FLUHERT, BEARSENAERFTH URL:

« Citrix Workspace MR &8 SiEHNMNAREF
« Citrix Workspace M A#F T EEZEH RS

REBRIEFIHNBEERERS R LRE, IRBFEESUTAS, WBIAER T2 Citrix Workspace AR
HJE A I ThRE

« AX;R
« Firefox. Mozilla 5 Netscape z—

ERZFFEE RealPlayer i HEEHIER TRARSEBIEFHNBEER:
1. FTRBREEXH wfclient.ini,
2. 1% [Browser] B BRI TIRE:
Path=path
Command=command

BESNGHETRITXHRENE R, ZH<SERTAEEEMRN Y URL WRTHITX 4R, ERMTHR
5583 R1x8 URL, fI40:

$ICAROOT/nslaunch Netscape. Firefox. Mozilla
g ERIEE A THA:

o WiEfT nslaunch SERAERFLUE URL #XEIM AR ST OH
o MIRRBRXFIRIPMWEMNNGE, BEERNBHIIER

3. 7z [Player] R HERATIEE:

Path=path
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Command=command

%122 RealPlayer AIAITXHFEMNER. ZH<TRATABEERMNZEA URL MRTHRITXHER, 4
M AR 55 88 &% B9 URL.

4, REHXAXH.
AR

I FXWIPERIRE, FEIEEN NS RealPlayer AJHITXHFRENB R. FEEREATRITXHNTEER
&, a0, 7£ [Browser] #orer, AJLUSERRIZEN /usr/X11R6/bin 3k /usr/X11R6/bin/netscape. 1tth,
SRR LB FIMNIE RETHMEE N B S NRMNTIR, MBERIEEXEIGE, NMEERBFHYE SPATH,

EEGHES Citrix Workspace hHIBRSRIFFP HABEEM, BHRITUTIRE:

1. FTFEREXH module.inio
2. ¥ CREnabled igBEXH O0ff,
3. REHFAN

Connection
BB EE

FAEENERMIRE LR RERBERFRENIFRD, FEEMEMINEZ BRI — TR, BRMNEERATLL
ER—NEZNERENREMENAS. EEERSRE (MIEM/FIRE) LEH—TESTULEENR, MmE
RERPT RN EH RS

+ [BF SpeedScreen IERINE - SpeedScreen ERINEIRS T = EAHEZE 4 TSRS, 7T LMk E#,
AAEAPRENE RIR, LR ENNEIES BT AE121E. #A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace M AREFS, IIHEESTHAZA, 1t
IHEENE S R E T BATB A. B2 “Citrix Workspace app for Linux OEM’s Reference Guide”
(GERT Linux 89 Citrix Workspace MAB#EF OEM £E15/)),

o BRIEES - BURESEFDR BT ERERNEUEE, IHEEFEE LA ERRFRELENRERIUE, 87
LIRB RS RIEER G TR, £/ Citrix SMRENEGREARILE R S ALLINEE.

o BNEOKXD - BEOXNNERIEEBBEMERNR KD EFFIRERIERT,

o RLERGEL - FEREER/ B 256, 7E Citrix Virtual Apps and Desktops 5 Citrix DaaS ik £, i&BRIE
P,

- REESRE - IRERT SMmgt, AUER Citrix“SHRE” KRG BERFERERERMILE,

BREIEHRIER, B5F “WEHR" B PanEiE,
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Fi&
ClearType F&¥E

ClearType F AT BT REFMETFANRE, TMERF AT BIHREEIBEFMTELIARE, ClearType
FHREBNMAFEREFEREN. ATLETHSXALIHEE,

WA LOES AT A TR RIS E TR RE:
1. SHMEMEREEXHH [WFClient] 843,
2. REUTIRE:
FontSmoothingType = number

He number ATUBUL TFEZ—:

& TR

0 fEFARIS & ERYASH ENIAD,
FontSmoothingTypePref i & & X T IIL{E,

1 FEETB

2 TR

3 ClearType (KFEF&HZXR) Fig

FrETE ClearType FEiB#8=125 Citrix Workspace M ARZFHHERER,
BE:

fRSS 25 AT LUE ICA XHHBERE FontSmoothingType. IHEMMRLESSTE [WFClient] igEHIE,

MNRAIRSBFZEIRE N 0, [WFClient] hpITIRE R EA M E %N :
FontSmoothingTypePref = number

Hh number AJLEBUATFEZ—:

=1 TR

0 FEETEE

1 FEETEE

2 AR

3 ClearType (KFEFHBR) FE (RINEE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XK
o AP XY X (72 Windows XP g “IREIHL”)

BIRHXHREER, LEBEERFRNEHRXERNUE, Fib, XEXHRERENRSBLBENRSRFECE
PRFEEFE. WMBAEREREATEEER, fINESHARERTERS[ZFHRSEN, WFETFREOE
IR (ELETEES, BRAIUERITBES MRS FZPHRSSE) , BAXEREER/LFFEER.

BERERHRXHREEM, FRITUTERE:
BEITE module.ini XHHEIBRBERBARHRXHREER, AGRINTATIEEXHRMUE:
1. B TFa7HME module.ini (%0 SICAROOT/config/module.ini) :
[ClientDrive]
SFRAllowed = True
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents # desktop 79 UNIX X453, SEESFBERFH ‘X f1 “SE” XHRHERNTE
Bz, fgn:

DesktopFolder = SHOME/.ICAClient/desktop

o AEREFNEABIIEENFREE, FlI SHOME,

o AXMNSHIEEE,

« EENBEROAABIEF ngERGER. B, ZBROIEBRGHIE P IR & FHH.
o £ C HEAREKENIEFTo

& P iR ohas Bt

B E PRI EhEsRET, ATLUE Citrix Virtual Apps and Desktops # Citrix DaaS fR$328 LRGBS RPTEEAE
IHAFIEE ENER. F1, a0 Citrix AP RIERAIREHEE H BEIEIE1T Workspace R 2 HZS A F 1%
HELEHEMER,
& P IRIRENER ST B] AEE R B RBER T AMABFIRE L, AMAFIREEE CD-ROM. DVD s U &, AFRAERIE
HRIE AT LAE I IR &, IhSh, AR BRURRRMAR %S, BRSSEBEE N AR P iRIREhesIRETET

o ARTLURRIE A 7Z fE R S 4

o ERIEHREERAXLEXH

- AEREERREFEAMIREZEHARS 288 LAVIREDEE b,
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Citrix Workspace R 2Rz #t33 Citrix Virtual Apps and Desktops #1 Citrix DaaS RS 283 EMNE P IRIgE
MU, B LtEIhEE, ARSER LITTTHIRIZRN AIEF eI nEEEI A A P IRENISE, WRPIRENEAMS, NA
BFMNAKRRMEERMIEIT—F, FRXLINERZAT, BRIIRSHEE IR IRISEMR,

} =

P =

Zeiaa7t Linux (Security-Enhanced Linux, SELinux) R £E X Al ge &M% P iHIRsh2sR 30 USB &
EREENIETIT. IERERTF Citrix Virtual Apps and Desktops #0 Citrix DaaS. IR EEFEREH—7h
EINIhEE, B2 SELinux, AGERSS EHITERSE,

B R A IR THER IR AT (HE4E

o BHEEPIRIEHRMRET - AT EERTEEREARIREXHRRNEAHI MR FIARSS 25 LREE RN 5
o, ERATHMSAFRNSBETEIEERE /tmp, LS, 1EET CD-ROM. DVD gt U B#EFABEFMHIEE
B =,

o SIAREFIRIREHEFINGT - 1540 CD-ROM. DVD M1 U BFABTEFMSEETAF RS LNEMRHBER. ERIE
HAle) IR AT IR &3 B REBKE B ohIRYEIARSS 88 £ T — AT AR EDER R 1o

Citrix Workspace Rz 122! Citrix Virtual Apps and Desktops 5% Citrix DaaS B, SIRKkZ2ARFIRIESE
BN, MEHELEFIHIRENEME . 7 AEAREREFIEHE P IREEMGNEAE, BXEAEE, EEH

Citrix Virtual Apps and Desktops 3,
FB PRI LA B BN ISR A IR Bh 2R
AR

BRINBAT, BRHSEFRREEMRNANSBERADSEFREERN. EXREEERAE, BE
wfclient.ini #¥ DynamicCDMZE % False,

LUdl, #5Z CDM iplR I EEN A FAE ER BN AEE.
B 2012 kiite, Citrix Workspace MR A ERESNARE CDM X#Hihia,
pES =

FERERT Web B9 Workspace B, XHFiARIEBESIETERFEAE, ZIgBRINLE RS RESITIEEDT,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHRES. €A GUIIREXHIHRINIRES, NemnFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SHEIEIED > XA RXHEERIE B XA RINRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIEFR, FJLOEIM Citrix EEP OB RIIHEERIZE XA RRES.
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace R A2 215 7E ML HT ENHL AR A #4525 A I & ROFTENAL L ATHTED, BHARER T, PRIp@E
SIS #HITEM, BN Citrix Virtual Apps and Desktops #1 Citrix DaaS AR HITIUATRE:

o ERAFIRERLUAIRBIFAETTENIR & _E#HI1TITED
o AINFTENHL

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Ef, ARNRERBAIESBEREEILAARFIMITENRO, Aitt, HERSSE LK ICA BREHERTF K
COM iEMRBERER “BRA",

ZRFIAFIRE LRERITEINFIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 F2FRETEINBIEH. AES (1) HRSITEINEHER.
3. REFFHXEAX M.

BRES A TENHL

iEAF Linux B9 Citrix Workspace M AEFX# Citrix PS @RITENNIRENIEF. Eit, EELEERHIBITEM
&, FFBEIRITEMEITENNIEA P IRE A ERAVTENNL LTI ED, EREFERT (BINS AR IRENITIRER
SIFERITENIREHIZFR) , ETREEFHEEMRT Windows 89 Citrix Virtual Apps and Desktops 5§ Citrix
DaaS 5t E P imiTENH.

RIEARSS 23 LIRGIAMITENN, FHITIATIRIE:

1. M Citrix Workspace B2 B alRS 8%, REERiE1T Citrix Virtual Apps and Desktops 3§ Citrix
DaaS 8yt &l

2. 7 “FFHIR” FEH, ROREFIRE > FTEL.
3. 1F XM REH, EERIFTEN.
LB 2R AR INFTENHLIA Fo

4, FRZASHNRE “BFRIHEME, TRE" SMEITEN. HESESIETENER, SEVITEESERS
BUEAIEZIN, B0 “HP LaserJet 4 from client name in session 3”7,

BRFMITENNBFMER, E2H Windows BIFRSFHE,

B4

BhRZs 2112 2, module. ini XHB VdcamVersion4Support BB ES R A AudioRedirectionV4,
AudioRedirectionV4 MEIAEIRE S False, Fltt:

« ALSA ERTFinEEMigE, HBEMGHFEMRE,
+ #A Citrix HDX Audio MERIABSR B ERIERE R
o —RRBEF—NEARFAILEA Citrix HDX Audio i&#&.

AILUE AudioRedirectionV4 BEIEE RN True, FHit:

« PulseAudio ERFIHREMIEE, HEZIFTIMIRE,

« —RALBZMNAEFEREIMLE.

« Citrix Workspace ZB#2F ERRIEHRANFAAMEMNEE. SMEES5RENREIN—EDR, M
£ Citrix HDX Audio, &8 AR EISIE RIS A ABERIZ &,

o HAHBHREMIREN, IEREHEN.

« HDMI FEF B E T E MR EEE R,
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ERAILINEE, BRITIUTRE:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. %ZE [ClientAudio] B HRMUTEE:
AudioRedirectionV4=True
3. EFRSRIEUEEREN.
&iE:
o RN ENETE RINERHR AR,

o FABERT, BEIDNEEFHNENMNERENENGTERRS. BXNAREBAZER XML RGN
BER, BSREIR.

Citrix Workspace M FEFhRZs 2010 SR T 23 257 ICA THEERY R,
EXIFRH:
ZAMERT, AudioRedirectionV4 Ei&E N False, SR HKREHERIAE, WEELLTEHRE:

+ 1£ Windows Server 2016 Lizf789 VDA #, B AERIERESERNEMNILE. MESIMEEMNEE AR
INESANNLE. & AudioRedirectionV4 EIREN True B, IHIRENIGEIRR,

o BFEMSEARATIFSINIEEEM, ¥ AudioRedirectionV4 Hig&&E N True B, LIRENSEIIRR,

+ 3gE7E Windows 10. Windows 7 1 Windows 8 R FAHEREIA SIS, £ Windows Server 1&1F
4t (g0 Windows Server 2012, 2016 #12019) &, ELAEREIASINILE. EBMEHT Microsoft
EERERIEFHIREIFTE,

o HDMI S E R LIFSIMNEEEE M, & AudioRedirectionV4 EHIZEN True BY, HIRENSEMER,
82, Citrix Workspace MBIEFAIER BERKRERIEPIEEN HDMI SMi&E,

AudioRedirectionV4 {EiREX False i, BERERLT, RIAFTMKERNRRELENIIA ALSA i8&, AILLE
TS B E Hthig &

1. RIERELEZMHNAR, EFHHTA-IEEXH. EXRELEXHFNERNATZBFRERANES, BS
FRRIAR B,

2. WMAKE, BRMUTED L SIZENERS |

[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->

FEAEOHR, RESEFETIRFRSH ALSA EBEEXXfHH.
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} =r

AR

HAEFTE Linux BIERFHMNX—EREUT LR UE, Citrix BEEMNRMERAXHE, THREXTHILER
BFAER.

BT RESMRENERINEE

Wai, 7 Citrix Workspace AR, TipEMEMMSEAMEE AER 200 2. AFRETIE, FILEER
HRPIEMT 200 EWHEER, EAHHEMELSNREXSTMNAEF=ERM,

wid it iE5IhEE, Citrix Workspace MARFHHRARHEERERR/NE 50 21, Hlt, XREXFMLAREFH
FAPAERSEINE, s, FiREE (RTT) 48587 150 =),

Bhizs 2207 &2, Er] LUEHRE YRR EMBOR SMME A X RIZS T MR E. FXJILIE38INEE, E module. ini
x4 [ClientAudio] B85 HFRIMT LTS

+ PlaybackDelayThreshV4 - {8 B E pIMARS (UZFAENM) . Citrix Workspace R AR
SEREBENSIERFENRBIRFRISLE HELF, PlaybackDelayThreshv4 BERIAER 50 ZFb, XY
AudioRedirectionV4i&&X True B, BEAEK,

¢ AudioTemplLatencyBoostV4 - 4 EMEMHERALIBEEX T E AN YRR E B W K H,
ttESEMAHE+RE BWHEHTENEMAREIINI N B2 SMAESHEHEER,
AudioTempLatencyBoostV4 B IAE IR E ~ 100 2. X H AudioRedirectionV4 & &
53 True B AudiolLatencyControlEnabled & & 5 True Bf, W& H A EH. HRIABEART,
AudiolLatencyControlEnabled MEIZEN True,

BAERT, AudioRedirectionV4 MEIRE N False. EEALLINEE, ERITLUTIRIE:
1. S#1%l <ICAROOT>/config X#EFHITH module.ini 32,
2. #%Z [ClientAudio] B9 HFIMUTEEB:
AudioRedirectionV4=True

3. ENRMRIEUEEREN.

Bo# 7 ESNE A E R SR TAR [RATRSER]

B 2207 hr#ie, Citrix Workspace R 12 ZH5EIRE HiR. IEThAET AR AP RGIMmI&it, IURERF &R, E
EHRREHRRES M. PERETMMBENSZM. Citrix BIERBEN FHMIURGEFHIERE,

AINERT, EIEHRINELTRARS. ELNARRAT, MRERHESRMIFLBAEN, BT LEEER

BEo
BEALLINEE, EHRITUTRE:

1. 8%l <ICAROOT>/config X&HKHITH module. ini X
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2. E4# 3 [ClientAudio] E 9 HiRW FFRE#H EnableEchoCancellation 8#HE:
EnableEchoCancellation =TRUE
PR
RiERt, WEREFMEA T LEERFMEE.
AR

RAMERAIER P EHFEFFRREREFFRRHTNE, HFATPREAZRBEHN S, Citrix FEZ
THREFR U hRAYSZ 1522151, (EBXGDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. RBUMNEEMTR
IRITIRF. BINAERLEFHIRHEZE Beta hR4s,

BREYE P I S ST

KLIEFIESIAMRETE, 7 Citrix Virtual Apps and Desktops =k Citrix DaaS AR 28 _EizfTRIN RIEFIE e LUl
BR&ELZENEERERBERES, ERUERSHE LHNSMNERRESNRE, MAPATUEAFPRELRE
BRE, MRAFPREERSBOSHIREBIRERR, BRAMEPRKIZE,

FEFIHEMRN A RESAIRSBNMETRIZSHNAET. SHREWS, FRSMEEMTNHREREXR, SMREM
EIRIEFRERRIARSS 28 CPU =,

A LUEA SRS R P in B AR TR B, BXIFMER, 55 Citrix Virtual Apps and Desktops 3244,

BiEN S5

BhR7 2109 &2, Citrix Workspace AZFXFREN S, ERBEENSMN, SXFFH7E VDA LB SR
BRI, BENTMAIRMUIFRIRE, HERINONTMESEEN, RHEBNAF KL, BENSMARIALTEA
RS, BXFAER, BBREENEN,

BhRZA 21122, BISRESMEER AP SRR (UDP) S5EmetErEm,
ERIPRE

« BENZMEEZRFF Streaming SIMD Extensions (SSE) 4.x 89 CPU 41238, HBHENSMSF X SSE
4.x By CPU b 12gs—i2fEmet, Citrix Workspace RREFRIBER X Hlo

EF8 UDP E47

UDP Esiir] LiR=iEd Internet $kTRYEBIERIRE, M UDP ik TCP,

BhRZA 21122, BENSMERER UDP S5EMmeTilrm. b, BachRasE, Citrix Workspace AR 25
F UDP E#invueiRFimE= et (DTLS) thill. Fit, EATLLEE Citrix Gateway i5ia UDP &#fic BIMER T,
IteIhRE FRARE,

Bk 2202 &2, i@ Citrix Gateway Z#F UDP S5firyiaarhae@= ] AF Citrix Workspace A2
£/ UDP B4, 1BHITIU TR E:
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1. 7 module.ini 89 [ClientAudio] Z85 g & LA %I
+ 3% EnableUDPAudio i&EX True, BIAREN False, IHEEEZA UDP S5,
o $BIER UDPAudioPortLow 1 UDPAudioPortHigh 5% UDP B2 MRS/ IR AKO
Fo. BIANERT, FEAKO 16500—16509,
2. BINERT, BENSIE VDA LR FERERESHESZF UDP Bifl. MNRZAT BIEN M, BRMOTARE
BRPIHIRSH[EMNEGE U UDP B4, Fit, ERMNEMHRESE B, FatRME).

ERHEMEMR FRPBENSAR  BPRLOEMR

2 g g
= B (i3
RESS|ENSTR 5 = (i3
=
ARsses LEOESImR & ey (i3
=
RS ERESME R (i3 (/i3 i
=

Z&id Citrix Gateway B/ UDP 47, 1EHITUUTIRIE:
1. Bfi%l <ICAROOT>/config XH4HHITH module. ini X
2. %% [WFClient] 98B TEE:
EnableUDPThroughGateway=True
3. #%%| [ClientAudio] B9 HIEBEUTEE:
EnableUDPAudio=True
AR

WMEFERA StoreFront default.ica B2 &, 7 [Application] 9 Hi& &R EnableUDPThroughGateway
BEMRLETE module. ini XEHIEENE, B2, BREEMFHE module. ini X7 [ClientAudio] &%
Fi%E EnableUDPAudio f, It4h, BRI TFE StoreFront default.ica BEEHIZENE,

PR

« UDP E5iEMEZMiERAeIA (BD, A TLS 5t ICAMEMRIE) . EIERFER, SHEmER TCP,
« ICAEEMRKLAIREST M UDP F5fi,

EFim LR UDP

1. 812l SICAROOT/config/module.ini X,
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2. £ [ClientAudio] 29 FIREUTHE:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
3. 7 [WFClient] 9 TigBUTRA:
EnableUDPThroughGateway=True
4, 8% SHOME/ .ICAClient/wfclient.ini X,
5. 1 [WFClient] #9 FIZBUTARE:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
Bk
« [WFClient] #4 %/ AllowAudioInput.EnableAudioInput#lAudioBandWidthLimit
B BENEREHEATF UDP &41f TCP &4,
o MRKIKE .ICACLient Xk (REBARREHRBINAE), BB Citrix Workspace 2/

EEFXHE, WRESE . ICAClient XX,
o Y AudioBandWidthLimiti&EN 16, ZF % ENSIHRERNT,

6. 7€ Domain Delivery Controller (DDC) Li&E LI F5e8g:
+ % “Windows Media EEm” &€& R “B1t”,

¥ “i@id UDP i s 4" 8B H “A .

¥ “Ll_ UDP Xy ESaseEd 4" 1IRE R “BRA".

¥ “BIMRE” 8B ‘P,

B2k Citrix Workspace W BEFHERA X

ICARAREZ TBENMK, BEREREN CPUNFEREER, BF, MREAEFEFEIFRR, BHEERIUTIER
REFIERE

o BREREFIRREISFRITIFRIAREX M, ERAZFIHIKEIERREIIGR AR, X ET RS SR ERE
k. MRERVERERIE, XA ERAIERTERKE,

o BERTEAMITENNL EFTENRBINAY, TEAMFTENNL EFTENSCALRY, FTEN MBS ARSS SRt 1%, SIRE
RAEEEE, XA EmaTaERERRKE,

o BEERZEEAT. BRSEEARNTHESERARESRRE, FEZSHIEMERE.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 88



BT Linux & Citrix Workspace [ Bi2F

BREMEN
ERBAEMEN, FRITUTERE:
1. §MF <ICAROOT>/config X#HFEHITH wfclient.ini Xt
2. %% [WFClient] B HIRBUTRE:
AllowAudiolnput=True
AR

73 AllowAudioInput EBMigEMERIER T UDP SZ4if TCP S5,

UsB

USB ZRAFAFTEEIENSEIN S AEN USB 8E&#1TXE, BIEEXHREFIEHABEHEERG, AR
ALK USB IRERBAITEN, ARKSEEEMIEENEH. FIAMERT, USBiRENBHEERLTREARS.
ATRATIZEEER USB REEHE:

o INFFERENES

o EEEF

« PDA

o ITEDH

o RN

« MP3 #7523

. R2KRE

o TR EERN
USB ExAHE Citrix Virtual Apps and Desktops 7.6 3iE &k, Citrix Virtual Apps and Desktops # Citrix
DaaS AW AR EBFHIREHIT USB EEM, HEFTERHEEA e EMLE. BXFMAER, BESH Citrix
Virtual Apps 7.6 X344,

HESMESRBEBRAEE LAN FRiichiZsss USB A% ias (MUIMAESGH. E5R. HESMEN) s
B R, BEERT, HESHRRERENETAEMER.
ENTEFSESEEEE U TARNEE, RITER USB X5

.

- B

- Wik

. B

- REEEEH

AR

A% A USB&&E (lan, Bloomberg &40 3D Bix) BLERMER USB i, BXAHMER USB &0
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EREANNES, 55
CTX119722,

BINERT, FXHFFELEHRAN USB i&& @i Citrix Virtual Apps and Desktops 5% Citrix DaaS #1Tinf2iE .
B0, AFAREREERE USB EEEIRFARMN NIC, stk NIC #HITZEEZRREFTEEN, BRIABERT, FTZHEE
IR AR M S E A LU T RE USB &

o IEPHiEHACER
« &8 NIC
« USB &428

EEHaTATERRERERN USB I8&MBRIATIR, ERE SICAROOT/ XHXHAM usb. conf Xk, BXIFHMER,
ESH “ERAHTREEEN USB I8&FIR,

Ea¥% USB & &nEEEIEMERT, BEEM USB RN, FxFMEL, B2 Citrix Virtual Apps and
Desktops 324,

USB 375 TFRIE

HAFEAN USB ig&ht, RiRHE USB RESEHEITINE, WMRAW, WEEMEEMRE. NRFINRIIELERLL
’E, WREESMEEFER.

BISENAFEBEIREEERNAANNEEPIEN USB 188, EXMIERT, BUEEXHEEFHERABMEE
BE, ZEEKENEECAIENER. RABERT, USBIRENBEHNEEAXTERRS. BEE USB&&NE5
BEM, BHRITUTRME:

1. S#i% SHome/.ICAClient/wfclient.ini EEEXH,

2. BT E:

DesktopApplianceMode=True
3. 8% /opt/Citrix/ICAClient/usb.conf EEBEXH,
4. GEUTERIREIN:

« CONNECT - i&E “CONNECT” XBFUERIEF A ERBIEEN BEE M.

o ALLOW - igE “ALLOW” XBFUATNERIEFIREBHEEMIRE.
BE, RKET “CONNECT” 5 “ALLOW” XEF, NgEFERIFHEREHBENBRNEBHEE
o

R E NG
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

MREEEEFEREmEEER, SUWAFEAN USB EEUMTEEENSIEEOLMAETES,
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RBE

NEFHIZE

EHER, 3 USB RFEFMKRENBATHIREN, BFAIWASENSENER. AXMERT, HAPENER
B, ZREFIEEMIENRE. BRITIAREFHRERSTEECMIENRE, BRUNEEMEREEHRAEN
BAZIRE.

AR

MBRAREEFWRSIENCERENERLIZESIF USB ABEFMHIEEM Linux T{EL, Citrix Workspace
AR ESZIGE. FETRESITH—MRILA Linux XX, FEik, Citrix BIETEiEERF %
%, HEZRINER: Browse removable media when inserted (BN AN GR). EET Debian #9
&&H, BFEA Debian e @EDER U TIETRAITIIZ(E: Desktop (M) > Preferences (&i£m)
> Removable Drives and Media (aI#zhikzh28f1/v &) . 7 Storage (1fi#) &M< A9 Removable
Storage (A#mhfEfiE) T, EUH%ES Browse removable media when inserted (&N S AIFEEIN
) EikiE,

WNFEFIE USBIREEEM, HEREMUT/LR.

#iE:
o BRIgEFIE USB ISR EEARSSHHRBERR. EXMERT, BMETFHTEFPRRDRME, KEERF
fBRE W ERA USB i&&.
o ZNAREFEAXRS USBIREMESIREEEM.

USB %

#AIN USB SRBEAN 2P LA T USB iR &2

« B (2£01)

BEZRNX. A, BYA MIDIizHI2E,
o WO (X05)

XEIGES HID £, E@FERMUEHBASIRG, SENERGINBIT. EhTFaflNERKEAIMER.
o EEEGAE (2£06)

BIEHEIENAAEN BEAN R EEGAIEE, ZEEREREFRNY (PTP) REAERHN (MT
REGERITTENSEMIMNG BVERRERAABTEEFMHRE, FEILEIENBSRMHINTERS
ERMNUERERE—K,

MRBNERAARBEFERE, WNEREF IR, MAFE USB Xfi.

o FTENHL (3 07)

P)
B

BAFLATENERHNERFENY K ), BRASHITINERNEEELIRER, SIRETENTEREEH

MEABARE SRS, AXBEMERT, TEITREEEMITENE, AWNFETRERAMSE, fim, &
IEE &R,
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FTENNLE S E%E USB FHER Al LUER TR
. RBEFH (£08)

RENNABTEFHIRER USB NERHR, HtASEFMHLEEHE USB SMERERIRENR. CD/DVD IRap
25 SD/MMC ®ix+28. WEHHEAFHEINENRELREATEFMHED, SEERBERE. KEAND
Filo BHMEIFHRELE:

« 01 ZERBVAFIRE
+ 02 B28f CD/DVD i&#& (ATAPI/MMC-2)
« 03 BApHEHIRE (QIC-157)
o 04 BB IAIRENS (UFI)
o 05 mBIpERAIREHES (SFF-8070i)
« 06 KEBoEM SCSI ML THRNARBEFEILE
BEERT, BT EFIRREERRFKILRAABTEFMIRE, Eit USB STHRHHFRHFEN.

BE: KRFEMN, ELREEAMERENASEFHRNMREE. FREEZRETFEIAEAKRTERMER
& (BEEFRIEHSRRIEE USB X5 ML SER, EFEILRRE, FJLUBRSSHEENELEXGFBEIER
IR RN 2R AR IET T,

. RER2M (K 0d)
RELZ2MRETUUNERABTRE, BEATRIFFAISBFRNER, LXABEHRIPEE,
. MAEFRE (£ 0f)
X FEEMESRE. ORENE. TET. HHENSNHEETF > AETRERS.
o ARFEREMREHEE EfeflRf)
LIS ERRNEFENNSEARR USB BXRESIRERNNYN, XLREBEETARNERFE M),

USB ig&3%
BRIA USB SRESMMIIELLERZLLT USB 18& %!
« J&fEF0 CDC 1zl (302 #01 0a)
BEAHA#EZE. ISDN EECER. MRS A KR—LEBIEFEEN 2.
#AIA USB SREEF AVFERXEIRE, RAERN—ME&EARERMHS BN E B SiEE,
o AMEFENORE (£03)

BEEMBNNHLILE. BENAKEEDGE (HID) €1F: B2, Bin. BHEE. BER. SR8, X%
EhHIEs. HHAESThEE.

F2% 01 XHR3ISEO%, THRAKRITER,
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BRIAR) USB SRBER AR F6EMA USB 85 (3 03, 7301, thi¥ 1) 3t USB Bir (£ 03, F% 01, i 2), Lt
REREAEERE USB 25, ABOREBMBEMBEGHITIEIMNNE, FRERIENREN, BEF

A E AT ERXERE.
« USB&&2 (3£09)
USB 4 A PRI EEET AT BN, TRTEHNXEIRE.

- BB+ (X0b)

BREF IR RS OEIHERAE R PR FSNERXEERIR RS, UNEERARNEREFFRTHE USB <k,

A LAEERERIZIZIER TR LR B RE R IR K88, MAFE USB ¥
« WA (3 Oe)

IR BHE A T IEMSTSASIIE R B0IR S, GIMNRMERGEN. FIDEAEN. RIIALSNR. R BN

Ha, UR—EXFEIRBIEEDEN.

EIAMERT, HDX RealTime RSB GHASAERE IR ERIEMBBEIIEEE,
o TETHEE (£ e0)

BEMERSHNTLITHIZE, HINBREHEEFISRMES,.

He— g2 T aE R MR RAOM A ISR, HEERXBIIINEIRE (FIMBEFREFIEF T .

A USB SREEF A VFIERXEIRE, BR, FIRFEER TRMIAE USB ST+ EMRIREVEHIZ &

USB ig&7%I%

ERIAEH T2 & T KREY USB IREREE. BEHERE, i57E SICAROOT/ éRIEAFIRE LM usb. conf

XHERBFIARN TR,

BEMIIR, AJLURIIFHBIRBEMAN, UAWSELAACEFFAAREEH USB i8&E. EERE

NS I=HIEARSS BB HAIGE. ARS8 EAMNITHIER X LG PRIHLL IR &,
EERIEEWNARIARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R2[EIR: AWFEHMISE

poliiibpanei ke p3)
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USB SRBERN

B CIEEEmAMNIEY, 581 USB Web = EiR1tA9 “USB Class Codes” (USB Z5I43) , b= ARt h
http://www.usb.org/. API&& L usb.conf XHFHRIHREHNIRAHER7: {ALLOW:|DENY:} EGER—AETF
LU FARSEMNRIAR:

i WA

VID RERTFPRIANE ID

REL RERTFPBIARZA 1D

PID REWRFP~Mm 1D

% IREHR TSR O R R RZE
F% IR EHR TSR O R T PR F3E
|| IR EHR TR R T PRI

CIEERBSMNEY, ROERLATFHRLL

s MRS KNG,

o MNKERTEEHH # 5IANNELETR, REBNERDRR, BaBBRET,

o EHARTNAIRITESNZAK,

s BEDRRHNSIRIEHZEE, BRELMERFRITAFHIE, Fli, Deny: Class=08 SubClass=05 2—%
BXEN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tREUIERLEEER = /%, VID=1230,

5l
TENRAIZTRTHAPEELE usb. conf XHEN—MED. EXRMHEXLMRN, ARSE EHFFEHER—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BEtEL

EREGERAT, BUEREHS@mAE U EZEN USB gEMAN. B8 THFIEE LR SICAROOT/
config/module.ini X{# WEClient 9, &0 FF~i&E DesktopApplianceMode = Booleans
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TRUE EREHEAR USB i &# A LIERThBYER. NZARSS
2 CEMRD) HAFRE RBMANEEXH) LY
USB HBEFRRfER “4B4L” MR ILIGEE, REATE
BRI Ao

FALSE BheY&HE USB i&& R Ao

AE:
IBHIRE “CONNECT” X BFUERIEF BN BRIRENEHEER. S, BHIRE “ALLOW” XEBFUAFRIE

RNEFREEMNEERILE. B2, NRIKET CONNECT 5t ALLOW XBF, REESEHEREFHIEANNS
BEIEEM.

S5 USBiEEER

B 2207 hRi2, Citrix Workspace AR AIFIRDES USB i§&, E& USB IREFLUAITSININAE. XLLINEER
B EARENZEORTEPNESIAERIMN,. £5 USB &R AISER SR N LA HID i&
o

Bai, 846 USB REEEANERERIEFAIA, HF9I1&EEERE Desktop Viewer #,

FLERE, EREMEHKEHBNSEN, REIWEHNEER. Eit, REEEERE VDA, FEHikEH, &F
BEEEXHFREFNEAENEER, RINERT, E45 USB RENEHEEEVRFEARS.

USB 2.1 REEhAF USB EGIRENHE, BIZNFIREEIR— USB SAHZRNER, ERRERAENE
Bt =24k, EP—E0S 00-ff BFMRE N Fig&. WiRBSAHEMIRIRRE USB &&RHMN
USB B4R F&ERER USB S4B TRE,
AR EEFPRER EAMNESIRER LG ENENFNUTIRE:

s BMERUSBigE, &

o —HHRMUNFIRE (FDIRE)

BARES USBig&EE, BMEERWIHERFAIA, RIERHELENGES ENENARFEAMERIRE, SFEMNRK
#9 HDX izf2{&3efr R Citrix Workspace & i,

TSN EITH, BERERAHFSIMNLEMN HID 1238 USB BNIRE. MRBMEEEAER USB BE#{17H#
&, ZgERFEEI MU HDX SHEEHITEER, BE, BIMAH HDX SIEELETME, ATUKRRE
358, X5EAENHSMEHIZFBIER USB EIBERLENENFAE. XE2EN USB SN ST,
AARBNIENRERTRAACERERHAENAMERENESREN—HON, BHERETEXERM, XK
TENEGREN, ER- LARRENBRITEERLELE, TRERERIENTAEFPERI.
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Efp xR, Citrix BINEIRDEGIRE, HENEREMRER USB @ENFEO. iRBEAHEREMFIRER
HEFIRGR LN AREFER, SERHEMALR HDX @3aH Citrix Workspace AR, ERMNAFERENI
BRRIEEIEHMITEIEER.

EEEE4a USB itENEEER

BLERE, EREMEHREHEBNREN, RESWENEER. Eit, REBEED VDA, EAXhMEH, EFESE
SEEXHREFHIEABHEER. RINMERT, £5 USB ikENBMEERLTREARKS.

ERRESS USBIREMWBRIEER, HFRITUTIRME:
1. S#7%8 SHome/.ICAClient/wfclient.ini BEEEC .
2. AT %B:
DesktopApplianceMode=True
3. Efnzl /opt/Citrix/ICAClient/usb.conf FRE& 4.
4. QB TERREMN:

+ CONNECT - i&& “CONNECT” XBFUERIEF AN EAIRENEHEER,
o ALLOW - igE “ALLOW” XBFUATFNERIEFIREBHEEMIRE.

B2, MRIKET CONNECT s ALLOW X#7F, REESIEHEREHIBNNSBEHEER.
T ERN
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid
REFMN:

5%M USB ig&—#1, BRRAMNEAILE2RIE Citrix Workspace M ARZFEEDigBIZEMNISERN, Citrix
Workspace [ Fi2FERXLEHNARE 2 IYFskFE LWL USB & E L FITERIE.

SMNBHBEXRT (Y. EERER). BS (1) URS5iHSA USB FRATMEIREELRHSIRS TR
SHAR, XETESHIEFEN USB RERARIMRBSH USB ig& MR T Tz,

REMVBSFMNE—THRBEN, £ # FRZERAETR. MNE LM FHTRE (RREREFER). NAS
REHFIEOLEE—FAN, EFAAEIREFRONESMNIGR 2,

EEBUKEIN, BHITUATERE:

1. E#13 Jopt/Citrix/ICAClient/usb.conf 3t
2. IRIEZEFMGEMN,

Tl ERIN

ALLOW: vid=046D pid=0102 ## Allow a specific device by vid/pid
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ALLOW: vid=0505 class=03 subclass=01 ## Allow any pid for vendor 0505 w/

subclass=01

DENY: vid=0850 pid=040C ## deny a specific device (including all child

devices)

DENY: class=03 subclass=01 prot=01 ## deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1lC ## Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 ## Split this device and allow all

interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 ## Split and allow only 2

interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 ## Split and auto-connect

interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 ## Prevent interface 03 from being

remoted

BT LA A MR S EORE AN S A 2B R RYIR &

IR A

vid=xxxx USB & #&#M# ID (Fa+7#HlEs)

pid=xxxx USB &&= & ID (Tf+7<i#H{Lm)

rel=xxxx USB &#&hk4s ID (TE{I+7<i#HLEE)

class=xx USB ig&£KAIMREE (A4 HI1XED)

subclass=xx USB ig&FEMREE (A1)

prot=xx USB ig&thiX S (A4 HI1XED)

split=1 (zk split=0) ERERD (HFFD) NERRE

intf=xx[,xx,xx,...] EERESRENREFEZEOSE LLES AR
#HEIREETIR)

BN SHERC AN AMNE USB 8%, MIRKIEETASE, ARLEERZSHHNEAENIRS,

USB Implementors Forum #iFBEE XM, FEMBENERBHIMINETIR. USB-IF E4ir a9 ID
IR, AIEA%ETR (M lsusb) EERFEIRENMNE. =&, R4HZEO ID:
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<username@username>-ThinkPad-T470:/var/log$ lsusb

Bus 004 Device 001:

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

003

002

002

001

001

001

001

001

001

001

001

Device 001:

Device 002:

Device 001:

Device 005:

Device 004:

Device 003:

Device 006:

Device 045:

Device 044:

Device 043:

Device 001:

<!--NeedCopy-->

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1d6b:0003 Linux Foundation 3.0 root hub

1d6b:0002 Linux Foundation 2.0 root hub

Obda:0316 Realtek Semiconductor Corp. USB3.0-CRW

1d6b:0003 Linux Foundation 3.0 root hub
138a:0097 Validity Sensors, Inc.

5986:111c Acer, Inc Integrated Camera
8087:0a2b Intel Corp.

17ef:609b Lenovo Lenovo USB Receiver
1188:2001 Bloomberg L.P. Lenovo USB Receiver
1188:a301 Bloomberg L.P.

1188:2901 Bloomberg L.P. Keyboard Hub

1d6b:0002 Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t

/:

/:
/:

/:

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M

Bus 03.Port
Bus 02.Port
Port 3: Dev
50006M

Bus 01.Port
Port 1: Dev

43,

Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

If 0, Class=Mass Storage, Driver=usb-storage,

Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 480M

If ©, Class=Hub, Driver=hub/4p, 480M
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| __ Port 1: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 2: Dev
M

| __ Port 2: Dev

12M

| __ Port 2: Dev
M

| __ Port 2: Dev
M

| __ Port 2: Dev

usbhid, 12M

Port 4: Dev 6,
usbhid,

Port 4:

usbhid,

_ Port 4:

usbhid,

Port 7:

Port 7:

Port 8:

Port 8:

Port 9:

12M

Dev
12M

Dev
12M

Dev

Dev

Dev

Dev

Dev

46,

45,

45,

44,

44,

44,

44,

If 2,

If o,

If o,

If 1,

If 1,

If o,

If 0,

If

If

If

If

If

If

If

If

0,

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usbh-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Wireless, Driver=btusb, 12M

Class=Wireless, Driver=btusb, 12M

Class=Video, Driver=uvcvideo, 480M

Class=Video, Driver=uvcvideo, 480M

Class=Vendor Specific Class, Driver=, 12M
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<!--NeedCopy-->

YEFEEN, BERITSHINERT USB £E518&. IFDSHAREESREVIENIFNRERLERFEANRINESKR
B XK.

Split=1 RV E R RENMEFROFENFDIRER L,
Split=0 RRFFFRNDERIRE.

AR

WNRZBE split 28, MEREREA Split=0,
intf SECERUTHRIEN BEINE SIS EFIED. MR, ZIREGNAIESRENFEEO.
Big—1E4 USBi&& (570 Bloomberg 4 $##) Ha75MEO:

+ 00 - Bloomberg 4 ## HID

« #01-Bloomberg 4 $## HID

+ #0 2 - Bloomberg 4 HID

« ##0 3 - Bloomberg 4 R iHiEE
+ 0 4 - Bloomberg 4 #&S5MiEE
« 05 - Bloomberg 4 R hi@iE
o BNHER T IR &N 1.

CONNECT: vid=1188 pid=9545 split=01 intf=00 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=01 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=02 ## Bloomberg 4 HID

DENY: vid=1188 pid=9545 split=01 intf=03 ## Bloomberg 4 Keyboard Audio
Channel

DENY: vid=1188 pid=9545 split=01 intf=04 ## Bloomberg 4 Keyboard Audio
Channe'l

DENY: vid=1188 pid=9545 split=01 intf=05 ## Bloomberg 4 Keyboard Audio
Channel

£/ Citrix Viewer #1784 USB 8B EEM
BMIGEIHERE USB i85, FHITUUTIRME:

1. ERERIEFR, SMIIEETH Desktop Viewer,
tBIE BRiR 29 USB 18,
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A = (] L ; * )

Home 5 h Ctri+Alt+Del Window Prefer MICes 5 ot Disconnect Sign Out

P Bleomberg LP Bloomberg Blometric Module
Bloomberg LP Keyboard F B HID Device
Bleomberg LP Keyboard Audio b HID Device
Generic Lenowvo EasyCamera

Manage Devices

2. BEERRE, BERPTEIRET,
EMERTERDERE USB 185, BEHITUTERME:

1. SMEIEER > K& 857,
It R RiF 28 USB 1%,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device {optimized or generic) and policy restrictions

Device Current Connection Redirect to Session Virtual Chanmnel
1 LuLal Fiau e
Policy Restricted

Bloomberg LP Bloomberg Bio.
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect

Generic
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

e el

Refresh Cancel

2. RIEFEEIREZINEIEE,

3. BEfE,
EEME BN ARG EEE.

AR

TBFRFT R RS BTN 8 1R & 55 1RV & AR LA g S BV
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P& RGN

BUAMER T, HDX RealTime MARGHAAUEIE I IRIRIEMLRGH LR, BERLEBERT, BURSERARE
F3 USB Z#5ThEEEEME BN, BER USB ZEHEEMSERGN, 52A HDX RealTime WS BGHAAESS.

ML RGN EE R
TEHRXTMEBREGNEERNLRBA:
s MEZBBEINEEBDF—ES RTME %%,

o MEBRGNEEEEHT 32 11 64 (I AIEF. FIa0, Skype. GoToMeeting, i&fERA 32 sk 64 (L
BEVISIENEBEIEEMR. I www.webcamtests.com

o MERGVHNBEFREER, §lM, 3 Skype EEERAMERGNIETHEZEE GoToMeeting B, &
IBH Skype WM& IS GoToMeeting Z&&1EM,

EATF 64 UNARFNMKERGINETR [BRATSEAR]

BhrZs 21112, 64 UM AR TRHMERENEER.

o GStreamer #EZRRRAS 0.1.X 2 1.X, BEEREUATRGHREN YRR,
o« ICAClient lR&x&TF 2106 (FNIREAMZE GStreamer 1.x)
o Gstreamer hrZAFiEM4:

- gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi pluginf libvaE
X264

AR

GStreamer EHFMIMRASHINS GStreamer {EZRMAMAS—E, BI90, NREZE Gstreamer 1.2.4, NIFrE
Gstreamer 1.X 3EHBIRRASEAIA 1.2.4,

ML RGN EERRE
BERITUTSE, REMATF Linux B Citrix Workspace R A2 L 64 (LM AEFBCEM AR B MERGI EE R

ok
BEo
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$B 1. KiE ICAClient WEZE +

¥ AllowAudioInput EIREN True LIBAMBREGNNEERINEE. FMINERT, £ ICACLient WREHE,
IEIRE R True,

R AllowAudioInput {EIZER False, BHTUTRIELUSAMERENEEFINEE:
1. S35 SHOME/.ICAClient/wfclient.ini B&1%.
2. ¥ AllowAudioInput Ei&ER True,

AllowAudiolnput=True

S 2: 1BiF Theora fRiZREE

RINRE ICACLient #¥ AllowAudioInput EIREH True &, BWINERTSEE Theora fi52%. LhRE
BEETRHMNREDSE, HEEIEZIEERN. B2, mIERNEHEF VDA £M 32 i AERF.

BERITIUTRIELUIRIE Theora RSB E 2 #F 32 (LN FAERF:

1. 72 VDA k%% Firefox 32 fiL,
2. ipEREBENMSLE S, Wit https://webcamtests. com/,

Theora RiZEE R L #FE M VDA £# 64 i AEFNNERENEEMIIE, BB H264 HIGR[/ETLZFFER
VDA ERY 64 (U AIEFHIMEREN EE RLIEE.

$IE 3. BE H264 4xiDss
H264 fmigéez#fEM VDA £/ 64 I RAEFHMMERGINEEMINE. ERA H264 figes, HIHRITUUTIRME:
1. % SHOME/.ICAClient/wfclient.ini 312,
2. ¥ HDXH264InputEnabled {&EI&& X True,
HDXH264InputEnabled=True
EHITUUTRIELIBGIE H264 4Rt B E 215 64 I AER:

1. 72 VDA t%%# Firefox 64 fiL,
2. iFEMERBENNRIE S, MUt https://webcamtests. com/o

$B 4. BIERGRHIN
BCE H264 g2, MRMBRGNEEMIHEERZRE VDA £ 64 N AR, BRIERF KT,

HA 64 N BAEFNMEREGTEETAEINAERET GStreamer %S, ICAClient £ GStreamer ELARZA
0.1.x 8 1.X, EARIURTEMNRSHLEERN YRR,
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S 4.1: I3 ICAClient hixZ
IIE ICAClient lREREET 2106, LIBHEMFERANE GStreamer 1.X. FHARAR ICACLient AJgERKK,
BRITU TS BEREIE ICACLient MARTEFTENARKHPLEN GStreamer 1E5:

1. FTFF&R.

2. &3 Jopt/Citrix/ICAClient/util &2

3. BT TS

1ls -alh
<!--NeedCopy-->

4. Wi gst_read symlink @%&##%E gst_readl.0 3 gst_read0.1., WTEFR:

i

L0 - C £0

HWEILFE util BRHIETT workspaceappcheck. sh fiias, HIIF5IH GStreamer {REIFAIEES B Ho

Citrix BiVERASFHETF 2106 B ICACLient FRAEUK GStreamer 1.X,

S 4.2: 1BiF Gstreamer rzA<FiEH
BT GStreamer 1.X HEZRSS, EMMLEE LT AEIEN:

* Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad
* Gstreamerl.0-plugins-good
* Gstreamerl.0-plugins-ugly
* Gstreamerl.0-vaapi plugin
« ibva library

* X264 library

BXREFRpLuginsHFMERE, BB GStreamer LIS,
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} =r

AR

GStreamer {EHFHIMRANINS GStreamer HEZRAIMRA—E, 0, NR%EZEE Gstreamerl.2.4, NFFE
Gstreamerl. x {EHFAIRRAER A4 1.2.4,

BETUTHSUESE GStreamer {EZEH Y BTRES:

gst-inspect-1.0 --gst-version
<!--NeedCopy-->

BXREFEHRNES, RS RSIEHBRED REIMSE RS,

Xcapture

Citrix Workspace M BiEFR B a8 & — N EEIEF N AERF xcapture, b AEFRIEBAFERSSZEMIRS
X 2@ ERFE ICCCM #1589 X Window M ABEF Z B IREF B, AP RILUEER xcapture HITLLTIZIE:

o WIRHEERRFREXYE, HERAFPEERE (8RS ICCCM #ENRARER) SEEEOFETHNNERE
FFZ B E X LERE,
o EEEENOS X BIRREXAER xmag 3 xv ZESHIER

EMImS1TBEN xcapture, BHRITUUTIRME:

EHSERTEOREN /opt/Citrix/ICAClient/util/xcapture, #AG# Enter ## (H /opt/Citrix/I-
CAClient 2 Citrix Workspace WBEEFHNZEBR).

EMBRPRESEES], BFHRITUTERE:

1. 7£ xcapture 3iEHEH, ## From screen (MER), EEETA+F4%.
2. MIAFES TSR
+ Selectawindow (G&#F—1&EO). BAMBHIESHNEO LS, ARRERTFPR.
+ Selectaregion (GEFE—INXIE). REBIGERE, ENEDAITLUERESHINXIH,
+ Cancel the selection (BUH%ERR). BERINER, REBIMPRIARIEDAE, 2HERDUECH
Zi P
3. 7£ xcapture $iFiES, B ToICA (2 1CA), xcapture IHIMEIEIEEETH, RTEELIBER,
4. BMTERE, ENEREORBMNEAERRERERMMLS S,

EM xv EHENEEEOPNNERER, BRITUTRE:

1. M xv REHIERBER.

2. 7£ xcapture XHEER, 2 From XV (M ICA), AiFEE ToXV (B ICA). xcapture IHMEIEZELET
, RREELEES.

3. BMRmE, ENEESORNENBEF P ERENNIES .

ENERFOFHNINBEFERZ XV, FRITUTEE:
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1. NEEEOPHNNARRFEFIEENES.

2. 7£ xcapture XHiEER, 2 From ICA (M XV), AFEE ToXV (FI ICA). xcapture IHMEIEZELET
t, RREELEES.

3. BMRGE, BESRMEE xv Ao

FEAR
SFFNITE B R ¥

Wai, Citrix Workspace ZA#EF&BT— 1M EREN, HOARSXANBAERER, Fit, EUEREINXRNLE,

Mhi7s 2112 2, AAFEBSRIEXANEREGRL. Bit, ERIUEMMEXAFREIATHUE, FAERT, It
ThEeR FE AR

NEFH:
« IR .ICAClient BHEETHAAPHEXHEF:
MiEk AT1_Regions.ini X
HE,
FRE ALL_Regions.ini Xff, 3 [Virtual Channels\Thinwire Graphics] 28K AR T1T:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R . ICACLient XHFEAREE, NS Citrix Workspace MAREFHESHMRE, EXMERT, KERGEENE
PINE A=
ERALLINEE, EHRITUTRE:
1. Sfi% SHOME/.ICAClient/wfclient.ini EEEXH,
2. %3 [Thinwire3.0] B9 HEBEUTEE:
InvertCursorEnabled=True
==

% Citrix Studio pIERMSAR RIS HITEHEFRMNEIRE N Do not use video codec B, HiFA
=RE,

AT
B ERAR

FEX ERARSTRFR M T A F LA A MIRE 5 A RBR BRI ERNET. FEAAX RARRATMIREX RATRNBRIN A
EFEERALIEE.
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} =r

AR

LteThEE(7E Citrix Virtual Apps and Desktops 7.8 (EmhR4s) =k Citrix DaaS LIEfTHSIEFAIA. BRIk
BERAT, ERLTEARS,

ERRILIEE, BRITUTERE:
EXHSHOME/ . ICAClient/wfclient.ini 8 [WFClient] #f5%, 7N A8 RelativeMouse=1,

P B BRAIIIEE, ERRSHTES, BEECBHERE. AXEAEYRIREINFAER, BSRAEEEN Bin
E&.

ZRUEILThAE, BHRITLATE(E:
A Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 TRRSBETHUBSEF KET, ERAEN RN, FRSRSESEFPIHEHII
&

EFRALLINEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFAOREERE, BEXHLINEE.

E3EAEN RARE
o, EZES RelativeMouse SR TE:

+ RelativeMouse=2 E&iEFE ORGHE R B AIINEEH B EHE,

« RelativeMouse=3 a2 B . BUEHRIFILINAEL FRIERZS,

« RelativeMouse=4 EFif RAMETH IR 2R B AR AILIEE. WRRERTRE— AP
R 2 F SR B 52 B AN BT,

BEENREST, FAMINTARIIRE:

« RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
« RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar 95z #%#{&E7 Citrix Workspace W BEFREMFH
config/module.ini 3x## [Hotkey Keys] F5IH. RelativeMouseOnShift i1 RelativeMouseOffShift #y
HIGBEEFRANENE, & [Hotkey Shift States] Sk TF5IH,

B
BETTA

£ mEig Ctrl+Alt+Delete BB 4 :
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1. FREMARASKETEEMSE L6 Ctri+Alt+Delete A&,
2. EHENEREXHR WFClient #85, A& UseCtrlAltEnd:
o True £ Ctrl+Alt+End 3§ Ctrl+Alt+Delete A& %R TIZ R Ho
+ False (BAAIE) F Ctrl+Alt+Enter &% Ctrl+Alt+Delete A& &S ETIERE.

BRAEEM
EEFmETER USB EEMEE Bloomberg v4 #24:
B, #%JiE Domain Delivery Controller (DDC) H/E iz,
1. Z#k Bloomberg $### vid 1 pid. 130, 7£ Debian #1 Ubuntu FiE{T A Fa<:
lsusb
2. #%Z SICAROOT #4148 usb.conf xxf+.
3. 1£ usb.conf XFHhAHMU TR B A FT Bloomberg $##&#17 USB EE M, AEREZXHE.
ALLOW: vid=1188 pid=9545
4. EFRHEFH LR ctxusbd FIFFERF. 90, 7£ Debian 1 Ubuntu FiEfTUAFa<:
systemctl restart ctxusbd

5. BBhEFmRE. BERARTEREAN Bloomberg v4 BRERKIZAGER, UEHITEEM,

MRBATEER
EATFNEEABEERH Chromium #AESR (CEF)

£ 1912 iz AiEOkR A, BCR EAET WebkitGTK+ WEIMRENANS. BR, EEEFF KL, FEMENR. B
FR7s 1912 &2, BCR ERAETF CEF 981, tIhseFET BCRNAF KL, EHEBTRMEERER. TEmAENE
R BERENHBIH R

Bhizs 2106 2, &F CEF FUNRSABTEERFTEEFR. FABRTERZMEE.

MBEE, T LT SICAROOT/cef/libffmpeg.so & 2 ¥ Workspace [ A #2 & 3R 4 € o 2 it 59
libffmpeg.so XN EEFERAEHEBRNEEHS Libffmpeg. so.

=

ARMHF &R #FIIhEE,

BRET CEF 9 BCR
ZFAET CEF 89 BCR, BHRITUUTIRME:

1. % SICAROOT/config/All_Regions.ini xX#, He, SICAROOT £ Citrix Workspace R
BERNEIAREER.
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2. #Z [Client Engine\WebPageRedirection] #BHHIREUTEE:
UseCefBrowser=True
BB

o« #£~/.ICAClient/Al1l_Regions.ini #4 UseCefBrowser EWIEE AN True Y, HiE. BFEFX
MEHE IME ATREE AR AT ERP I/E, &£ SaaS 5 Citrix AR N ML S AN, EBT Linux &9
Citrix Workspace M AfZFALIFHIB. EARHFHIE IME,

o YEEHAERET CEF 9 BCR B8 Web TEEE AN, AIRESWEIRMIERHEIR, thR@HME Citrix
Workspace [ BR2RFhrZA 2106 REShRAH,
fRORAE: ERIREPETUTHLSUEEERIEBSANE nssdb #:

certutil -A -n ”badssl.cer” -t ”C,,” -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
<!--NeedCopy-->

SRS HIT:

—A - EIRERRIIES,

-n - IEBNRIR, WESHERNERN, AT RMER.

”badssl.cer” - M badssl.com =S HABEHRIZTR,

-t ”C,,”--t &R TRUSTARGS, C % CAEH, BXIFMER, HE Google i,
-d ~/.pki/nssdb - BUEEMNME.

-1 - RBRAX S, EHEATRIMEBXXHNUEN T,

Bx BCRYER, &5 Citrix Virtual Apps and Desktops XSRS 23 AR EE Fo

B EER

AEFNLE HDX Broadcast BohEFimEEEREINEE, Citrix B &5 kThaES5 HDX Broadcast &iEn] S ThaELE
SfER,

BHTHMEFEE. NEEREHEERELHETNES CEZRERRE, AP MNEIENFERE. @it HDX
Broadcast B & P IRERIEREINEE, EAT Linux &9 Citrix Workspace N ARIEF A UGN EI SIZ M E SN FFiERE,
FEMFAFPEMEEIZEMNRIE,

ERSB EERILLINEER, P TEFoITEMEZIN IS4 T E, Citrix Workspace &2 xEiXEMMEZIISIE,
BISMEERTISHEAFBEEMEES R AL, IREEHTHFP SHRIE, NWEEmEMEEIETEEAFRE
T—MERERHITIEE. MRAAREIEMBRHEARER, WAKHITENDNENEE. AP REEMEEINTE

EHRIE,

BIMERT, EAT Linux 89 Citrix Workspace ARFFER 30 WBRREMERNANSIE, XENEMER
EHFHIT=Ro
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e AccessGateway iE#ET, ACR RaTAH. ERIEMEER, BSHWERSBNEFiG LERASIETEEDRE, H
£ AccessGateway L#{TEEE.

B xEE HDX Broadcast BEIE iR EMEZMNIREA, B2 Citrix Virtual Apps and Desktops X#4,

Mp

JETT SR

EFN4E HDX Broadcast &3iERTSEe1EIHEE, ZTHAEEMAL TR ARS.

B R HDX Broadcast 2iEr 4 INEEE, RSB AGHNNBIER ZBRERESR, BR{NAHREERIZNBREFN
B Fl0, TEHBAFEHNEER B OIEETRESNA, MYTNEREEES IR, F2EMFEEE, EH

HAiE], BEERFAERIE. RENEMRE, FEANBAEFEET NGRS, ENEINERN, XEXEREREN
m*ir%q:o

WE, BAUESEREETENEIRERENZ . FIALIERINE, IFEEORRKE, HEETNSEETHT
TREHERZIRZ B1H9RI R E,

N

AILMEAENEE U ZRELRINIERENBETFNENSIENRESE, BRMERT, EIEEHN 80, RAEF
BERBIY 100 (REREO), AMBR/NMESEN 0 (RE2ETER).

RVEMHEFEREN, AITRBAEREER. ERURESRKEH#TRE
Bhizs 2109 2, REAEEERERALTERRS.
B ILIERINEE, FHRITLUTRIE:
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1. 83l /opt/Citrix/ICAClient/config/module.ini BEXfH,
2. 7£ [WFClient] &f9 e, EHIUATIRE:

SRNotification=False
=
3% Citrix Virtual Desktops Z#FittIhEE.

BB REMERNSIER RN, MREIMERRE, DEFTEMEERNIRT. JIETEMEREREZ
Y SHMERENEE, AJREKEE 25 WiERENERDD. AEFE—RAUKENRE RHAMEN180F) X2
HEMER IRSEAEMIELTEAENER, BoTFRENERERZRERER.

WNRBAT HDX Broadcast RiFaI &M, NAFRIEBEMERINGOEA 1494 #E 7 2598,
Citrix Workspace FF 2B & L ARS 281& B
BE:

HDX Broadcast 2iFa] M EE (FRHEKIEE) ERSE LEAS—TIhEE, ENERAMXMN, ZR@AMX
MR B2 A HDX Broadcast £iE RIS 4Th Ak,

ERRIER] SRR
RERMEEERRISERBASIETEL.
RIEAT B ERIRISENRINMER 1807 B ). MIRFE, AIMEKSIFTELEEIFREITARSHNE. &
FARTEERHITEHRIE.
AN
MREKDIERFHTA RSN EKE, Er2RIFMAHEHFBECHIEE. XMERATRASERERNN
B BEBIIRZRIE.
EARIEAEMEERERARO 2598, RIEEERERIET RN ROSERREPEXNIKHS,
BXEESIEIRMRENER, BERSEIREEREE,
AR

SIEAEMRAERS SBREA. BRI, BERERS S EEERR,

ZIRIKIERE

Citrix Workspace I ARRFRE T SR, AESSHNERKAAFIFEFRHSEAF KR, ERIRENAER
MREEY, XLERARTTLURARF KR, 0T

« HDX MediaStream Windows Media EE &
+ HDX MediaStream Flash EE®

+ HDX RealTime MEIB G MIAESE

 H.264
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} =r

AR

Citrix #¥ RTOP 5/ GStreamer 0.1 Bi&AF Linux 89 Citrix Workspace [ B#2F 1901 RE =k 4

H17,

HDX MediaStream Windows Media £F A

EM Linux BPRIEEHRIMNER Windows fSE HIRHZ I ABENBREERSH 5, HDX MediaStream
Windows Media EE @A U AH mEREH, Windows Media EEAEIRM T —MIE AP IEEMIEIRS 28 HIBK
BARIEITHS X HFEINE . Fit, PRET BB EEXGHNFRER,

Windows Media EEEATRAEI Windows £&E Eiz17H Windows Media Player R EAIBHRESAERE, It
Iheer 2 iF L s, EhaiE:

. BEFHER (ASF)

. EHEKERA (MPEG)
o ESTRIMBTSHE (AVI)

. MPEG 7% 3 2 (MP3)
« WAV EEct

Citrix Workspace MAEFTEEE T XA RE MediaStreamingConfig.tbl, AT Windows $ERIE &
13 GUID %k GStreamer AILUERE MIME K8, ATIUEHILEIRRUMITUTIRME:

o EFEIRR AR Z AR AR Z IR RS 538/ X8 o

 FELEFEEBB GUID LsaHIEIRFIARS SR 2o

« @A MIME FRERFINELSSE, UAIFETESRRN GStreamer SHARRE A,
o BIERMIEXAFIRE LW GStreamer FHNEANHLXBNWEEXEE.

BEE P IR, BRI UAFAPREEREIREAEEREEAA <http: / />  <mms://> & <rtsp://> B
URL #9g(x, i@ Citrix BRSS8BFARRAERER, RESB[ATKAFLREEDIEEURLEERGS (B
B, 5. Sk SENBRE). B8, RSSJFLEEMEFERKE. LIEERKRE LRESRSHEEA GStreamer
o

ZELI HDX MediaStream Windows Media EF @, i&HITIL Ti2E:

1. ERE GStreamer 0.10 WETMHPIRE LRELNRYE, XB—IMFRSEMFRIER, BEBERLT, BARE
GStreamer, AEE%RE Citrix Workspace AR, UATFRE IR Citrix Workspace M FHERFED
ERfER GStreamer,

AZE Linux RIThREREIE GStreamer MATLIM http://gstreamer.freedesktop.org T#H GStreamer

o

2. ERABFIHRE, EAAPBETILE LB G RBREMEMN GStreamer MMURIEM. ATLER gst
-launch TAEFRIHEHRETEREBRIET. 1R gst-Taunch ATLUER URL, MIFRERRVEHBIEETT.
g0, #5517 gst-Tlaunch-0.10 playbin2 uri=<http://example-source/file.wmv> #
BEMINE T 8L ERRER.
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3.

f£ig & L% Citrix Workspace A #2FAY, MREFEA tarball Bz, 15%EF GStreamer &M (X F
.deb M .rpm#RHE, LPBRKBHTEMR) .

FEES TP IRRINIRER KB

BUANERT, BRELkIhEE. AILMER All-Regions.ini 89 Multimedia 843 ##) SpeedScreenMMACSFEN-
abled M2 AL THEE, WMRFGLIETUZE R False, Windows Media EE AR RAFIEAELIE,

ZIAERT, FiE MediaStream ThaE#RfER GStreamer playbin2 #hille W FBEF IR ZINIFRE
MediaStream I5gE, AJUMERIZHIM playbin hi¥. B iRIEEIIEEMEHET Al1-Regions.ini X
HHIZIEEEEHE SpeedScreenMMAEnablePlaybin2 #IfER playbin2,

Citrix Workspace M AR XA IRFIBRIIR G REEE S, HId0 .asx 5k . nsc X, MAETEE,
BARPRBITUEE — 5| AXEHREBNE URL, A gst-launch AIRIEEEN URL RSB Ko

XF GStreamer 1.0 H3EEEN:

ZHANER T, GStreamer 0.10 BF HDX MediaStream Windows Media &M@, GStreamer 1.0 X7
GStreamer 0.10 ] HBYER,
WREFH GStreamer 1.0, EFEAUTIRA:

. B GStreamer HEHMNLEB R, HHNREUERATHRITHR. 1BRERREKRLEHWMN GStreamer

WREARXMS. HEHRERRERN /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

EHEAT Linux B9 Citrix Workspace MAREFHNRERF. 151X (root) BRLENIIAB R A /opt/C-
itrix/ICAClient, IEHX AP LEMERINB RN SHOME/ICAClient/platform (fitn, Eer, platform BiU
2 linuxx64), BXFMER, BEBRLEMEE,

B33 7 GStreamer HEHEBH R HF IR E — N 5 8 1% kK £ £ libgstflatstm1.0.s0: [n -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, Itk % B & &
SERAMNR, Fig0, A sudo.

. ¥ gst_play1.0 BEEm®ES: n-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.

I BRETRE R EIRFARIMR, 5190, #EMA sudo,

NREE HDX RealTime MR G MIAELE TR GStreamer 1.0, &M gst_read1.0 {EHi%EX2E: |n
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

B A GStreamer 1.x

E 1912 lkZBIB9RRAH, GStreamer 0.10 BXFHZHEAEEMNAIARE. B 1912 ki, EAILUE GStreamer
1.x BEEE AR IARRZS,

PR

ERASAR, REMRRERRAETAIZ T TR,
L7z ARMHF i&#& E/=ap Citrix Workspace AR, GStreamer 1.x BIRET ERTHA T,
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%% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html %% GStreamer 1.x &
ZORLA TR

+ Gstreamer-plugins-base
* Gstreamer-plugins-bad

* Gstreamer-plugins—-good
* Gstreamer-plugins-ugly

e Gstreamer-Tlibav

TEASHIA 32 — IS

FERLE Linux OS &17hR (5130 SUSE #1 openSUSE) L, RFERERAFZBINRFIRFH GStreamer R, 7
EMERT, THERAEHEIMIGERE Z3HI 5.

1. M https://gstreamer.freedesktop.org/src/ TERAES.,
2. REAR.
3. SMERENREEMENER.

4. BITUT®HL:

$sudo ./configure
$sudo make

$sudo make dinstall
<!--NeedCopy—-->

BIAERT, £ERMZHEISXENMT /usr/local/lib/gstreamer-1.0/,
BXRWEHBRNER, BSRAIRFONE CTX224988,

& GStreamer 1.x
BFIE GStreamer 1.x LUES Citrix Workspace MBREFE &SR, E#EM shel - AUTES:

+ SIn -sf SICACLIENT_DIR/util/libgstflatstm1.0.s0 SGST_PLUGINS_PATH/libgstflatstm1.0.s0.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hre,

o ICACLIENT_DIR - AT Linux 9 Citrix Workspace M AZFHRERZ,
+ GST_PLUGINS_PATH - GStreamer B 812, I, 7 64 {i Debian it&# £, WE&EF A /Jus-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PR
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o TEhRZS 2106 ZHIBARAF, A GStreamer 1.15.1 KEBARAE, MERENEEMAIRERKRK, RIEAIEE
F-{uipapEss-N

HDX MediaStream Flash E&@

&3 HDX MediaStream Flash EE @, AL Adobe Flash ABEAFIGEAMIBER, MMTEFIRSHRER
HIER T A B P RS E M E R S AR R R

1. BIEAPREREAREEIIEER, BXFAER, FEARAER,

2. fwfclient.ini 8 [WFClient] 249 GEBTHERHFWFREEE)H AL1L\\_Regions.ini 8 [Client
Engine\Application Launching] &% (GERFIREFHFRERF) RMUTSH:

3. BAZ A Flash EF M@, 7£ /config/module.ini &, & FlashV2=0ff @24 FlashV2=0n /S Bi%38E,

HDXFlashUseFlashRemoting=Ask: Never; Always

£ I%%&E LB A HDX MediaStream for Flash, ZRAERT, ILEIRBEIMT. Itit, REsmAR
ER—NEE, WOHREEEEEIES Flash BEN Web TTEMN L ZAS.

HDXFlashEnableServerSideContentFetching=Disabled; Enabled

3¢ Citrix Workspace B2 B AR ARS BIHATIRINIAE. RMIAMERTILERBENERA,
HDXFlashUseServerHttpCookie=Disabled; Enabled

EREA HTTP Cookie EEM. ZRIMERT, LtEIZE N Disabled.
HDXFlashEnableClientSideCaching=Disabled; Enabled

5¥ Citrix Workspace R A2 FiRENH) Web AABARBEATFIHEFIIEE. RIAMERT, HERERN
[S)=):: 8

HDXFlashClientCacheSize=[25-250]

L MB ABAEXEFHREFHARN. WENK/NETLZENTF 25 MB 5 250 MB Z EEAE, EFIX
NRBIES, RRFREFPNMNERS, UEEHEHRAS. RRAERT, EREN 100,

HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

BT ARSS BIRABIRENINAEIRENMIR A E X Citrix Workspace [ BIEFERMNEEFERE, ZNBERT,
IEIRE R

Persistent.

AR (VEUTER T ZEEELSI:

HDXFlashEnableServerSideContentFetching &5

Enabled,
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HDX RealTime MK B G NSAELE

HDX RealTime 12t T WA RGN SAEFETRIZS WM WCI RPN FERNE, LRI HBEAFEERS
HDFaces #J GoToMeeting. Skype for Business &r BiZFFEHALR IR E1EEE,

1. BIEAPIRERTHESMINEEER,

2. WiFMultimedia EINBERTERA. EREBHA, BTH SICAROOT/config/module.ini X,
RIERE [ICA3.0] #HHHH MultiMedia BFIREN Ono

3. BB HEEMIEEN “ERNAMEREN” TE LN ERRNE R RAMEREIEAEMHEN.

#mH HDX RealTime MRIEGSAELR

BIMER T, HDX RealTime MEBREHAAEIE T IRIERIEMER G LR, BERELEBERT, BUESERARE
F3 USB XFIpaEEEME RGN BRIIER, BIRITUTERE:

o #m/M HDX RealTime MRIBEHNNSTELE
o AMKIBEYIBA USB ZiFIhkE

1. fEABRL.ini XFHY [WFClient] S8 shifRinl T2
AllowAudiolnput=False
BXFAER, BSEMIAEE,
2. fIF usb.conf X, ZXHFBEMTF SICAROOT /usb.conf,
3. MIBREERFE LT
DENY: class=0e # UVC (Zti\i@id HDX RealTime MLEIREHASAESE)

>

FREHRAX

@i Citrix AN 2R HA1R Saas R L LINkRINAE

st SaaS MARERFHNRLFRRMETHAFRRNELHM SaaS KARFNSE—AF 4L, SaaS NAEFS Single
Sign-On —i2igfft, EERMETURFERNNENRLAF REEXZTERGNHRIERENEE. BREBLRP,
TR AL E Web 3h:2#0 Web ik 52285 B 15 R R.

11

iEATF Linux By Citrix Workspace [ f2F 2@ ifiaizhiRSS A SaaS MARF. @I RS, BEEATL
REERRNIVZRHER. E/K Single Sign-On URABKZE,

DR
RIE libgtkglextl BEEAM,
ME3T SaaS MARFAE U TFHE:

- ICEER - 5 FiRE. BRNER,
+ Single Sign-on - /A Single Sign-On BME R
o ERTAERARRFIARERR - T3S AN BREF#HITETFRIRNEE.,
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} =r

AR

A Citrix Browser Engine B SaaS {7 x64 #1 x86 F& £2%#, £ ArmHardFloatPort (ARMHF) &
H ERZ =5,

BXRUEERIFRIEHIRSERE SaaS NARFNESR, BSRIHREHIXE,

B SaaS AR5 Citrix Workspace M AEFHIFMAER, ESREERT Windows B Citrix Workspace [z
BEREHE Workspace i &,

H.264

Citrix Workspace MA#2F %152 Citrix Virtual Apps and Desktops 7 AR5 H.264 EIfZ, &% HDX 3D Pro
Bz, WEE X ERREEEREIDERINEE, ZIERRIALTRARS. SME JPEG fHiFEEMELE, thIhses WAN
M LRI T FEM T UHNERNBEFREMRSFRIEEE.

REBATERIHEARITIRIET R ALLTIEE (UK ER JPEG FRIGSRAIEER) . BeIUTEREEIEHRED 2R
FNATFRARSHER TEAXARIR. BRI TRELESEEFEGEXFHIFRBXAEEENNRDHNER
B CPU B9REZAS,

HE:

BEIE ILINAE, 1B/ Citrix Virtual Apps and Desktops 2 Citrix DaaS M R 2 HREFIMERATIRIZE.
MRFEAT EHMLE, H.264 HiGERS S LA TEARS, B Citrix Workspace R FRZFHR T AR,

BRREEERRDES 2

fEwfclient.ini X, ¥ H264Enabled i2E 4 False, ItigBERSZANARER,
BNBEANARE, BRITUTERE:

BRREERERFEBREEERR, Ewfclient. ini X#5i§ TextTrackingEnabled i2E 75 False,

BRI,

ALUERAEETRFSE LR RUERSE. #ARERELDHIERN XSync Thieskit JPEG FRISHRBERBIES o
1. BIEEH JPEG EER T XXX LEINRE,
2. 7£ wfclient.ini 8 Thinwire3.0 2437, % DirectDecode 1 BatchDecode i&&X True,

AR BA ‘HAIREREE” KRR “IERM XSync”,

HEIER
ERHRRAT, debug.ini M module.ini XHBETFEEREIZR-
BhRZs 2009 2, EAIUERUTAZZ—BEHEIER:
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. BOFED
o GUI

B, BhiZds 2009 #2, debug.ini EEEXHREM Citrix Workspace M BIEF REREF RS MR,

BEIERMEE=E Citrix Workspace MABREFBEFAEE. EEEMNERENHRIETICREUBE, £=A7
EZARFILUERABREIZR SDK (E7 Citrix Workspace R BEFF &1 SDK M—EBm4pE—ite) RNALEE
B R,

AILUEA BEE B HAT T HE(E:

o DHIFIHBRMEAEGHIARE, BERENRERIZIER.
o hBENREEMRIREE,
o IREEEER.

WMERMERA root AFPMIERE Citrix Workspace M ATER, NBEIEEME /var/log/citrix/ICAClient.
log &, &N, AEKEAERE ${ HOME } /.ICAClient/logs/ICAClient.logH,

%4 Citrix Workspace R AEFE, ReIE—M&7 citrixlog WAFULEATIZRINEE.

aLiTEO
1. EHSERTET, BME /opt/Citrix/ICACLient/util KR
2. BITUTHTHUISEREERTL
./setlog help
B B RFAE R A<
TR T SRR EMEMAREREE: ERISENGSTESES, BFERTR:

RIR A&

#= LOG_ASSERT
SRt TC_CM

EF CEF#9 BCR TC_CEFBCR
& P IR S eRGY TC_CAM
EEREAID TC_CONNCENTER
R imsERD TC_CCM

& P iR IR o 2% BT TC_CDM

51 TC_CLIP

& PR TENA Bl TC_CPM

& PR TENA B TC_CPM

© 1999-2022 Citrix Systems, Inc. All rights reserved. 118



BT Linux B Citrix Workspace M BZF

&RIR

FIK

o

ShiZiES
BNEYRIEER
IPC

SRR RS
YFRIRENIZF
SR
ERARBRET

MS Teams
HithE
INIRENIZ
PNA RIS
WESHAS
SRCC

SSPI &%
Baek
BEIARSS
BEIBRSY B
StorefrontLib
EHRIREhIEF
Thinwire
BEREORE
EHLEE

PAL

ul
UlDialogLibWebKit3

UlDialogLibWebKit3_ext

USB ririzF

HE%E

TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
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R A&
MSTMIE RN TE TC_VFM
Web & TC_WEBKIT
WinStation IEzhizF TC_WD
Wfica TC_NCS
Wfica 5% TC_WENG
Wf1ica Shell TC_WFSHELL
Web #ENiZF TC_WH
TR TC_ZLC

GUI

RIS > RIFILE. ISR Citrix Workspace - EikIadiEiE,

TEIRERIF IS BRF UGS, RILAERLUTE:

- B2H
o PREEIR
O ¥:3
LRRES i

ZINERT, BEIEFHEMIZEN Only Error ((XfREEIR).

HBTAMERAEKE, Fit, RiEaseam™ERNm Citrix Workspace MABRZFHIMEE, XK EREEENA BN
ERFART o

ERFRHNETIERENGE, BEREHXH. XEEFEIEPHISNA.

PEATIRREN MISEZLHIRBEE. I ER Citrix BEERTXIEE,

AR
WMRMIER ICACLient. log X, MpMEFHBNHEIZRRS ctxlogd,
B0, MREEANERARAZFTNRERR, BETUTH<S:
systemctl restart ctxlogd.
7EhR7< 2006 MERNRAREABETIER:

NREERABIRMZA 2006 RERRAE, BEAUTIEEAAEIER:
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1. FEHEEH Linux i+8#l_E% % Citrix Workspace A2
2. B ICAROOT MIETERENLEMNE,
a0, /opt/Citrix/ICAClient,

BFIAMERT, TC_ALL AT REARSUREFRERER.

3. BINEREERNAE, BT SICAROOT By debug. ini XGHBAENRERSHRME [wfical

B,
AINEE “+7 FSMIRIRE, Fla, +TC_LIB,

TR EEN S 2RI ERX.
fign, +TC_LIB|+TC_MMVD,

TRIIET wiica RRMKREABMATRERE(E:

RIR TraceClasses &
37 TC_TW

EUEM TC_EUEM
WFICA (&iEf=5h) TC_NCS

FTEN TC_CPM
EZIRRE - WD TC_WD
B - PD TC_PD
EEZIRE - TD TC_TD
S5HEMEXM TC_PROXY
SRR INIRTHIZ /LB IR TC_MMVD
EINIRENIZF TC_VD

& P iR IR oA Bt TC_CDM

=2 TC_CAM

COM (&Ef5mO) TC_CCM

T4g TC_TWI
BEE+ TC_SCARDVD

TR T ERPORR R HBANREREE:
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HRIR TraceClasses &

EEREAID TC_CSM

T&RIET setWebHelper BIRERZ(E:

TraceClasses &

% logSwitch 8B 1 (2R) R0 ()

=l logSwitch =1

TR
IR ctxlogd TATMEL, WA syslog FEEHS.

BXRNEELEHMNERNTEESMNEMRNBENESR, 1585 Syslog iLE,

Syslog F2&

BIAMBERT, Fif syslog BE#RETE /var/log/syslog #r. EffE BEXHHEREMER, 187 /etc/rsyslog

.conf X#H# [RULES] 5 F4REUTIT. 50,

user.x —/var/log/logfile_name.log

REFFHMIER, ARERUTHSENRD syslog ARS:

sudo service rsyslog restart

FEILANANES:
o ZI0iEH syslog RERIA, BMIER syslog #iE1T@<: sudo service rsyslog restart,
o HBBREIEESHE, B rsyslog. conf XHFLAHM $RepeatedMsgReduction on,

o BEWASE, BHERICEER rsyslog. conf XEF£8 $ModLoad imuxsock.so 17,

mEATIER
NUTFNAEBEATERSER:
s IREV/IHELE: BUEER syslog BRES 280 rsyslog.conf XL TAT:
$ModLoad imtcp

$InputTCPServerRun 10514
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o BPIREIE: @id¥E localhost B NITIZARSESHY IP ik, 7£ rsyslog. conf XHHFMUTIT:

*.% @@localhost:10514

WS BEX M

Wal, ZARATFE Citrix Workspace ARFHIREREXHNTE, BEXHIBEFRHXGERF, EUAF
EIMA RIS (KU BEX o

B 2109 kg, Citrix Workspace MBI EFSINT collectlog.py TE, BFMREIMNSHFTPIRERE . AT
FERBSITEITZIR. ERNAEXHAEEER. AIUMEARS 23#H1T TH,

wEEMN

« Python3
. FEFIMIZERFERS

BhRZs 2109 &2, #mTmMXH, UERA collectlog.py TRWSEBHENH:

« logcollector.ini Xt - REHEXHHIZFFMERR,
« collectlog.py Xt - WEBEXHHEEFRTFAN cwalog_{ timestamp } .tar.gz EHEXH.

ZRNERT, [hdxteams] AHEIEFHMEl logcollector. ini X LUkE Microsoft Teams FABEX . 18
2, BHILURBLITEEE logcollector. ini XA E A% :

1. &Mzl ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini X,
2. BT RGNS B SRR RIA G

[component_name]
log_name1l =“log_path1”
log_name2 = “log_path2”
NRIGFERANZEMZ 2109, E@IUTIRRKERSCH:
1. FHHEEH Linux i+8#l L% % Citrix Workspace B2
2. EHLTH, BMF /opt/Citrix/ICAClient/util B,
3. BITUAT&HL:
./collctlog.py -h
RBETUTHSTHEER:

usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. RIEFESITUTHL:
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./collectlog.py - ERRIARFEPNREXHRIKEREXY, HERNBREZPREEFREFENEREN
BEX .
./collectlog.py -c /user_specified_path/logcollector.ini-FEHAFIEE
BEPHREXGHKRERSXS, HERIABETRERTFIESENBEXX 4.
e ./collectlog.py -c /user_specified_path/logcollector.ini -a/another_user_spec
/- ERBFEEBEINEEXHREREXH, HERAFEXNBETEERENEENES
.

AR
logcollector.ini B & X % 89 X JA 8 & & J/opt/Citrix/ICAClient/config/
logcollector.ini. E4ERIBEXHRIRINEZA /tmp,

5. SM3 /tmp XHFHUYE cwalog_{ timestamp } .tar.gz EFHEXH,

AR

BEXHBREEXHE N cwalog_{ timestamp } .tar.gz 9 /tmp X3k,

Microsoft Teams 891t

/8 Citrix Virtual Apps and Desktops g% Citrix DaaS LU Citrix Workspace M Bi2F AE T SEH Microsoft
Teams #7171k, Microsoft Teams LM TF Microsoft Skype for Business & HDX RealTime {1b. FRIAY
2, H1# Microsoft Teams R KFRHHFTAAMARLE] VDA FiEMF Linux 8 Workspace R AR2FH.

i@id Microsoft Teams ik, EAT Linux & Citrix Workspace MBREFXIFSIM. WIINREEEZINEE.

=z

AR

+ Microsoft Teams £1L{X1E x64 Linux %1ThR L= %

« Citrix Virtual Apps and Desktops #0 Citrix DaaS #3z#F Microsoft {1k,

« 3t FfEA Dell Wyse &R F i, 5 A Citrix Configuration Editor 4548 /var/.config/
citrix/hdx_rtc_engine/config.json XMW EESH, EXFHAREE, 52 Dell
o

BEXNAEEBRTERMNELR, 5B Microsoft Teams FYAEIZE TR BFHTIEE,
BEXRZREBRMER, 1BEF Microsoft Teams HLER,

BXRFMER, FE Microsoft Teams 7441 Microsoft Teams EE M,

SIMECEEIRTINAE

R Microsoft Teams B2 & T Bohil s HI AR FIHIEM, Citrix EE @A Microsoft Teams BB E AI{E,
BN, BRABRTEBAXEER, B2, B Citrix Workspace B2 2104 2, [EFEEMREMIIALFZARS,
B Citrix Workspace AR 2112 2, BIER A LUETHITUTRIERERBIMNGE LRSI (Flai2sA
EE. CPUIESHSMiningsgs%) .
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1. &M=l /var/.config/citrix/hdx_rtc_engine/config.json xxf4.
2. REBLUFER:

« EnableAECE 1 RTRBA, 0 R-BEAEIFHER

« EnableAGCE 1 XRTREA, 0 X-EHBMEHITH

« EnableNS & 1&®RTEA, 0 RTRERREINF

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

”EnableAEC”:1,”EnableAGC”:1,”EnableNS”:1

<!--NeedCopy-->

BiAAE, M webrpc BE (/tmp/webrpc/<current date>/) FREEFEEUTEEURIEFRESR
L2V

/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02
14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio
constraints, aec=1, agc=1l, ns=1

<!--NeedCopy-->

E[ Microsoft Teams FYZRAD 28 M AE(L B 28

HdxRtcEngine 2#ATE Citrix Workspace R Bi2F 8 WebRTC i§{45|%, BT E Microsoft Teams &
EM, HdxRtcEngine.exe AJFfdimAH CPU EARBHMNER Tl UAZHNRER LM (HE) S¥E, 7
4EB91EY 240p. 360p. 720p #11080p.

MERE BT ARIE A R R AR K E LB S E i m R R E D MR, ARIRERENRRIDENEaERTESN
DR, RRBBRNERIUENEAZENNE, WaURNESSRINRSSRZENDE,

NFAEEEHCHNERTASHERNIRR, TR T O L.
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B BADME SEMETE
= 1080p (1920x1080 16:9 @ 30 3
fps)
==} 720p (1280x72016:9 @ 30 fps) 2
(= 360p (640x36016:9 @ 30 fps 1
= 640x480 4:3 @ 30 fps)
3T 240p (320x18016:9 @30fpsk O
320x240 4:3 @ 30 fps)

ERERWASN (R DPRE (BIa0360p) , BEMERHEITUTHL:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

”OverridePerformance”:1

<!--NeedCopy-->

Microsoft Teams HHEIZRE

E=A Microsoft Teams WAKIZR, BEHITUTRE:
1. 8%l /opt/Citrix/ICAClient/debug.ini X,

2. &2 [HDXTeams] %%, W TFFAS:

[HDXTeams]

;5 Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

; LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0
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WebrtcLoglLevel =

(o)

3y None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0
WebrpcLoglLevel = 0

<!--NeedCopy-->

R LB 7E config.json XEHRFMUTTREAEEIER:

"WebrpcLoglLevel”: 0,”WebrtcLoglLevel”: 0
}

<!--NeedCopy-->

73 Wvm-12 700 libunwind-12 EK#iI0N

BhRAs 2111 &, A llvm-12 F7 &7 libunwind-12 ERFEKHIT. B2, RIMERT, ZKRBIERAEFEES
FEE. BRBUTSBEFMEERFHTE libunwind-12 &:

1. FTFER,

2. MAMTITARE Llvm ZEESHE G

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add

<!--NeedCopy-->

3. WAUTITUEE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HIOLAFAT:

deb http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main

deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->
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5. BITUT&®<$ %R libunwind-12 E:

sudo apt-get update
sudo apt-get install libunwind-12
<!--NeedCopy-->

Microsoft Teams L {LAYILIRINEE

+ B Citrix Workspace R RT2FFH 2101 hiite:

- Citrix Workspace 2R R £2FE S Microsoft Teams $E—i#2iT &,
- et s BmRIFEANSNRE, FRATSENSTMEE,
- HTTP REXIBER S HRIE,

« B Citrix Workspace R BEFH 2103 hki2, BABERTSZA VPI A%k HRIDES,

« B Citrix Workspace R A2F8 2104 fRi2, BRIMER TRRAEIAEHERIEE. RITZBNERECRARNEDS
BN NHTRIE, BRANERAEN. EESERRERTF K LA ERFRRE

+ B Citrix Workspace R FB12FH 2106 hxie:
- UEl, RERBHEN, RAETHRATEREBNTRNIENERTREHLS,

EAXhREH, IERENTERERBENSERENETR, AILER VDARRTRETRERENENR
o BENETHR LREFR—NMBERS, EEREABHNERKETEIRFEENEP,

HEXEEERXT, EOUMFERETER—IREH#HTEE, Desktop Viewer EXEOER (RAL.
REXRZ/IVE) B8, FREHEEEL,

« B Citrix Workspace S BTEFH 2112 fRiE:
AR

LUFIhaEE(N1E Microsoft Teams #EHThHEEE /SR A. Microsoft #H b E#HAT, i5EE CTX253754
REEERMAS,

- 7£ Microsoft Teams fiEKizH#Y

EARkRAS, 25EEERZREEN, EAILUTE Microsoft Teams @iEHRENERIZHIN. RFEHINE,
TR HERRBHTIER. REHEMIEN,

EEHIHZRENE, EEE Microsoft Teams RETMHMBEREZEHIN. HERBHRNSE5ETTLL
AWFTHELERIER.

REESNG, EAUNHERSEHITER. REMEMENR. ThE, SERBIEHIN.
PR
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* Linux BRI EARTESEMNEFEMAR. 52, E Linux BFREENAFRFHERER
e, HETARPREEEFIEHAET, XETF Microsoft KRR,

* HERUHERF SinS EiETHZAN Microsoft Teams SEE P in LA Z 689 =33 SUEIEHAE],
BEREFBOETAATAE. #RTTE: B R UMAZINREUE R EHGED,

- ¥ Dynamic e911

fEAhRAH, Citrix Workspace MABEFXZHoISE2MFN, £ Microsoft IBIEREE. BAREENE
EIRBPERN, BIRMHET LTI

* ECEMEEE T
* BHIREAR

RIEEHNKIER RS EE1TH Citrix Workspace AR YFIIE, MIE VDA LizfTH Microsoft
Teams & i,

Ray Baum JEZERE 91 ENTAEMBEEEIENNARL LN E R (PSAP), BiEAT Linux
9 Citrix Workspace M 2R 2112 2, £/ HDX #9 Microsoft Teams fifbEM Ray Baum AIE#,
B REThEE, BEFIRIIRERAZITRPSLMES LLDP B,

« B Citrix Workspace R AEFH 2203 hiid:
Microsoft Teams H9Z & QIR SN

fEa kR4, 7£ Citrix Virtual Apps and Desktops 2112 St E S hras i@t HDX # TR, ST LLTE
Microsoft Teams FEAZNE H#HTMAIMRIN. ATLUBEEMARBEIHER RN BXHEEEOEEN
BAER, BB Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams A
FIRFARIWAREEO) .

MR EEIETTIRIBARASHY Citrix Workspace R B#2F = Virtual Delivery Agent (VDA),3&i£32, Microsoft
BRaFAREORDE, B2, EHMEERLGRE, EELEATANNEBARIZIZIED (2203 XE
=hRZ) B9 VDA g Citrix Workspace Rz FEFhRs,

+ =

P =

LtbIhEERFE Microsoft Teams #E iR EFH G B, Microsoft #i It E#HAY, EEFE CTX253754
RN E AL,

+ B Citrix Workspace R R12F# 2207 fRi2:
RRFERRA

£ Microsoft Teams (Citrix HDX 7€ “XF/hA” BT 7 ) B, EaIUERERARENEERER
H FRBCcRBEMAEEISE. W, RSEEHHERLENTHARE, FRENIESBEZIEN. EXf
fBERT, BMEEHNENEZNEERENEBINEILE, Microsoft Teams b KRBIES KXTHES. £
UTRERT, BLAHLEERARA:

- YHEREZD SN SMEN
- SNELSEAETAN (Fli, BEFEN)
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} =

=W

LtbIhEE{X 1 Microsoft Teams #HE RN EHEATH. BT 2 Microsoft A #HILLEH, ESHE
Microsoft 365 roadmap (Microsoft 365 E&£EE) . thaIIE[H CTX253754 T XA EHM AL,

%#5 NetScaler i Ai2F 4% (NSAP) EiiEE

LUBIfE SRR TAEIR 4ER) NSAP EHIBEINEER 2006 k2t 22 %, Fig HDX Insight #iE5e 238 NSAP &
POBEHUREESRN KX, LHERE T XIENAT BEMLEEE, NSAP EREERIALTERRSES. EEEEZA,
3572 module.ini xHt# VDNSAP 15& NSAP=0ff,

BXFEHES, 1E2 A Linux Virtual Delivery Agent sx#er#9 HDX Insight #1 Citrix Application Delivery
Management RS x#4#89 HDX Insighte

ZERTBRMEFAML
HINEERE TR Z BNRIEETHRHERER. SEREMEENETHRLEER.
WEFM
HEThRERIE RN
+ StoreFront v3.15 S EEARAS,
« MR .ICAClient EFETHAARNEX MR !
fhips All_Regions.ini 3
%
BRE ATL_Regions.ini Xff, &% [Client Engine\Application Launching] #98E R RN T
17!
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICACLient XHFEREE, ISR Citrix Workspace ARFH ST, EXMERT, KHRGIIEENE
pNEa
Faf!

s HERERS LEFABRX TR — M RIEHFREFRE,
ERRmiZEN, ZREREARNEX TEERE RS LERMLEET.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 130


https://support.citrix.com/article/CTX253754
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/hdx-insight.html
https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html

BT Linux & Citrix Workspace [ Bi2F

AEEETS LAELRRA TR — I REHRTFIRE,
ENRHZSIEN, ZRIEREERNERSE LELREXTET.

« FEOBRATHHRENREHES N ERBETZEE, ARTRI2ERN. Z2EBSSEeREXTER

BETRHRET. EMRMEZRIEN, ZRERTIeREX TEMEERSEET.

&E:

- BREEHBBESTE, FEBBNREEERN StoreFront L,
o MNREEFRNZ/REEEMBRED StoreFront BehfMNEERIE, WEGERREE—ITRIERRERT
FrERENHRIER.

REHRE

ERRAREHRRIGE, BHRITU TR

1.

2.

£33 Delivery Controller (DDC) £%% StoreFront 3.15 iEShiA (FF =T v3.15.0.12),

MTHIE FEHERT Linux # Citrix Workspace R A2 1808 SiE Sk A AZBIRA, REHERER
&89 Linux it &M L.

¥ ICAROOT MREBIRENREME,

. ®% All_Regions.ini X257 ET ACAClient e, NREE, FHFEBIER.

£ $ICAROOT/config/All_Regions.ini x{fh &k F & SaveMultiMonitorPref, ZHABERT, LLFEE
BIMER “true” (RRUIHEERFHFFRE) . BEXFLLINGE, ERILLFERIZE R false,

MEEEH T SaveMultiMonitorPref #91&, N7k JCAClient X 7EER All_Regions.ini
X, WBIEERLRURAEFENREXHYERT, EEMSIEZAEEREUHILE SaveMultiMoni-
torPref i5E.

. B RERE

7£ Desktop Viewer TEEABHREFHRRURFLUANRIETR. FRATARET—FKEN, BRMM.
BE “RETRT N, BABEARE, IMABEHKRTELERT. ®REHRE, BREETER,

. BIFFEESMEIERIEH.

ER#RIE. [EREERNELTEERE RS LAERNLEER.

BRRMES AR FTR

o BT Linux E-EBREERRME, Alt, TXEEZIERBREEORISIENGR.
o BZPMEERRDHENERBFRERIEREERERRETRAZERE, FATEKSHHAARTTNAITA.
o B EREIMY StoreFront #1TE

EX s mes EfEA Citrix Virtual Desktops

1.

#%$% Desktop Viewer H 8 & T ik,
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2. ®EEO.
3. ERMNERBzEES Citrix Virtual Desktops FR. RSN ERSTREEAYNET—HRE,
4. 7z Citrix Virtual Desktop TE#/H, #ERE2R,

REET BRI 8.

Workspace =528

Citrix 3INT Workspace BEzh28 (WebHelper) LB B 4% HRHSEFNBIERF.

WA, BEERAT Linux 89 Citrix Workspace R A2 R HEVHI S 8 1E 1 70 VF A A IRHE NPAPI BB & R SEFK
FERF.

fERfERA =R, Citrix 3l N T Workspace E&2 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE A
Workspace Bzhe8 &£i%iER, LM Citrix Workspace ZRiEF R,

BHARZs 1901 &, Citrix Workspace Bh285 StoreFront # Citrix Gateway MEZEERR. LINEETIEEBIBE
Bz ICA SX#EFHEM Citrix Workspace MBIEF R,

AHXEE StoreFront BE R, BBIMAIRFOXE CTX237727 Fpy Solution -2 (@2 5% - 2) > a) Adminis-
trator configuration (a) EEHRAE).

} =

AR

Citrix Workspace Baigs & ai{iEA 5 StoreFront MEZER. EFEMBERT (40, 3@ Citrix Gateway
ERE) FZFFZBEMES.

2B Workspace Web Ul 5

FRE=HERFIRHENEREN BB RITXHENERT Linux 89 Citrix Workspace B2, ZNBAER
AlgE= BT CPU ERAZEIXE 100% MER[EMEL,
fRRAE: UMREIHA Ul R:

1. ERAUTa<SRIBREFRISH:

rm -r ~/.ICAClient

2. ®E| SICAROOT/config/AuthManconfig.xml X,

3. ¥ CWACapableEnabled M&RBEEXA false,

4. BEERAT Linux 89 Citrix Workspace R R1EF. EEEIBBIATHRITXEMEIBMN Ul,

BEMERY

BEFRESATFEERFIRE LNEERETRZETR, RAERT, WINELTRERRS. BALIGRE, &
FinRRmREsaRY HEMNNAEFNRH,

BhR7s 2203 &2, Citrix Workspace AR ZHUT=MHFENREHRBRSEN:
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REH—R - 2IEEEE - 1R3E wiclient.ini X H#y KeyboardLayout 8, BEFIGBREGESESIERGH
MESP 2RSS 25, S1R KeyboardLayout EIREN 0, RFEEFR P E VDA, 1E¥ KeyboardLayout
BEIEBEAREES, MESHENREEEDSE VDA, ERIEHIENE P inRER RN ESRE A=A
. BENAEN, HEEAERIZNARR, XES—R - 2iERHERER Citrix Workspace R 2
FEENBIARRT R,

AWNERY - EREFIHREMESN, LENSERFHRERERS HRSS.

TEY - EREPRFERARSSE L EENRETR.

BT

7£ Windows VDA t/=f Unicode REH/FMEAITIAE. BXIFMER, BESRFIRARLNE CTX226335,
£ Linux VDA LB AmSRERBRP . EXFAER, BEBRDSEEFRREES
BEMFEZEATF XKB lib,

&£ A Windows Server 2016 8 Windows Server 2019 B, & § fi 8 HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\IcaIme FMERKRIF, FMHEITMRTZI DisableKeyboardSync K
DWORD f&, ZAEEZEIREHN 0.

R .ICAClLient BFEAETHRIAFPHNEXHRH:

fiiBx All_Regions.ini x4

I

ERY AL1_Regions.ini X, &7 [Virtual Channels\Keyboard] 2853 BRI TT:
KeyboardSyncMode=

KeyboardEventMode=

RERERD

Citrix Workspace ZBiZFiRIEAF RAEMEEIRE, ATEA=MTANBERERERTER,.

2ERETLAFRRAERERRTRRAY, BRITUTERE:

1.

MiBEFX gAY Citrix Workspace R ZFERS, EREETL
xE,

LY, SMBIREREZE, RREITUTHS:
util/configmgr

kB 25 Citrix Workspace - &% HEE,
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Eryboaid lapewl ipsdhrianiialian sellings

2. BERERITF,
L 2 RRERERYIRETH,
3. EEUT®EIZ—:

o NEF—R - 2EBEHH - ERREHBNERIERHNFES E VDA —R&, Unicode BEBMNEXZN
BE—R - ZIER IR ED,

o AFERHEEY - BREREPERT FFIHBENERERBSRFLE VDA, Unicode BEMANER
RAVFEISE S RIAAIEFIEDL,

o FREY - IERBFIHEARSE LFENRERR, SERFPHTRENRBREM/EX, Scancode §#
BMANERZARARESRANHEEED, MRAFRFETERE “Unicode”, NAMBREFHEEHRRS
VDA LavigRmEEE,

4. BHREFMXA,
EFREEXHRELERERRES, BRITUTRE:
et wfclient. ini BEXHUBARENRERR.
XEF—R - 2iER AT

BERIILINER, BohxiEN, ERHmIEE LNEDEERRERD B VDA, RIE wfclient.ini XHEHH
KeyboardLayout &, BEFIGBERBSEIIEERHNNEL RIRSES. NR KeyboardLayout EIREHRN 0, &
SZREEREYP R VDA, 11R¥ KeyboardLayout EIRENIFEIES, NESHENBERERETE VDA,

EEFIET, ERITUATIRE:
1. &#1% SHOME/ .ICAClient/wfclient.ini EB&EXfH,

2. FMUTEE:

KeyboardSyncMode=0nce
KeyboardEventMode=Unicode/Scancode
<!--NeedCopy-->
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Unicode #EBAERZNEL —RX - RIE B EEEHETFEI,
RFTIERES
BRLLINEERE, MRSEIRPEFHRELNRERRLETN, SIENRERBELSERMLETK,
BRBFHRR, BHRITUTRE:
1. Sfi% SHOME/ .ICAClient/wfclient.ini EEBEXH.

2. FMUT%E:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->

Unicode #RMNEXZ A FEHS RS ER AL,
TEF:
BRLLLTEERE, TEeERTFIRRETERPMRENE, HBER VDA RRER/.
ERFIRR, BHRITATRE:
1. &#1%l SHOME/ .ICAClient/wfclient.ini BB&EXH,

2. FMUTEE:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy-->

Scancode BRIMNEXEZARSERWHFET, NRERESEMEE SN Unicode, MHAHRREF HERER
5 VDA ingEmRMEE.,
AR
Fwfclient.ini X#Hi&E KeyboardSyncMode="" (%) B, ERXIGERBZHIRTTH. ERERZ
B917 0, BM SHOME/ . ICAClient/wfclient.ini XHZEEEHRE, HESIERNEESHME
FigRfs B—EE&IEZE VDA,

BEMNEI
Citrix BN AREMRERBRETSETER U TREBRANER:

o REFETM Scancode ER,
o AT MXELS —X - 2IFBEHETA Unicode &1,
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AILE wfclient. ini X#EHFEK KeyboardEventMode WEEE. B2, N THKEREME, BHNFRANG
2. MERENEFmSEER Citrix #ENERR,

£+3+ Windows VDA #1 Linux VDA HE&EH B XiF

Linux & Linux & Linux & Windows Windows Linux Linux
FingERE  PREES  PERREET XigigE VDAEEZ  VDAHZ VDA ##
BA & ® B E ID #/3 (1D) wRE TE
(BIEaTR(=hES ara - > ar-SA 00000401 ara -

FI${a1E ara azerty > ar-DZ 00020401 ara azerty
(AZERTY)

=5 (R’ at - > de-AT 00000407 at -

#)

EEFIETE be iso- > fr-BE 0000080 be iso-

(alt. 1SO) alternate c alternate
Eb BT S be - > nl-BE 00000813 be -
RMAITE  bg - > bg-BG 00030402 bg -
RMFAILE  bg phonetic - bg-BG 00040402 bg phonetic
(t45iES)

RIMFIEE bg bas_phonetic bg-BG 00020402 bg bas_phonetic
(#riES)

BEE br - > pt-BR 00000416 br -

(EBA)

HEZHIE by - > be-BY 00000423 by -
E(ME  ca eng > en—-CA 00000409 ca eng

x)

MEKX%ZIE ca multix > fr-CA 00011009 ca multix
FE(ME ca fr- > fr-CcA 00000cOc ca fr-

K, &4) legacy legacy
SIE (= ca - > fr-CA 00001009 ca -

N

FE (BE) ch fr > fr-CH 0000100c ch fr

=E (lt) ch - > de-CH 00000807 ch -
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Linux &
PRI
BH

=VRITE

YIS IE
(Rr T 2M)
FYIFE

Linux &
PingERm
B

cn

cz

cz

de

de

dk
ee

es

S

4
fr
fr

gb
gb

gb

gr
hr
hu
ie

il

Linux &
PingEET
&

qwerty

mac

mac

mac

mac

extd

Windows
XiFigE
ID
en-US
cs-CZ

cs-CZ

de-DE

de-DE

da-DK
et-EE

es-ES

es-ES

fi-FI
fr-FR

fr-FR

en-GB

en-GB

en-GB

el-GR
hr-HR
hu-HU
en-IE

he-IL

Windows
VDA ##
#f (ID)
00000409
00000405
00010405

00000407
00000407

00000406
00000425
0000040a

0000040a

0000040b
0000040c
0000040c

00000809
00000809

00000452

00000408
0000041a
0000040e
00001809
0002040d

Linux
VDA 3%
B

cz

cz

de

de

dk
ee

es

ES

4
fr
fr

gb
gb

gb

gr
hr
hu
ie

il

Linux
VDA 3%
Tk

qwerty

mac

mac

mac

mac

extd
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Linux &
PR
B

3IE (BN,
BAL)
RAITEIE
KEIE
BAFIE
Bi&

BHi& (Mac-
intosh)
g
VLB
(HIT M)
VA LTS
PR
(IBM LST
1205-92)

58S
(F7ofE)

RIB TS
EIE
B
HIE
(QWERTZ2)
BEFE

BEFIE
(Macin-
tosh)
ZEReIriE
(thE)
BE/RHTIE

Linux &
PingERm
B

in
iq
is
it
jp
jp
kr

latam

1t

1t

1t

v
no
pl

pl

pt

pt

ro

rs

Linux &
PingEET
&

eng

ibm

std

qwertz

mac

std

Windows
XiHig &
ID

en—-IN

ar-IQ
is-IS
it-IT
en-US

en-US

en-US

es—-MX

1t-LT

1t-LT

1t-LT

lv-LV
nb-NO
pl-PL

pl-PL

pt-PT

pt-PT

ro-RO

sr-Cyrl
-RS

Windows
VDA 3%
%= (ID)

00004009

00000401
0000040f
00000410
00000409
00000409

00000409
0000080a

00010427
00000427

00020427

00020426
00000414
00000415
00010415

00000816

00000816

00010418

00000c1a

Linux
VDA 3%
B

iq
is
it
us

us

us

latam

1t

1t

1t

v
no
pl

pl

pt

pt

ro

rs

Linux
VDA 3%
Tk

eng

ibm

std

qwertz

mac

std
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Linux & Linux &
PIRERIE  FiREEn
BH B
FIRGIIE  rs
(HrT38)

5 ru
BiE (FFE  ru
)

&IE (Mac- ru
intosh)

HREHE se
IREHE se
(Macin-

tosh)

gl si
B

mEtRTEIE sk
mEtkEiE sk
(QWERTY)

HIE th
%HIE th
(Pattachote
)

EBERIE tJ
THHE tr
THHE tr
(F)

ZRP tw
5R=iE ua
HiE (£E) us
#iE (Mac- us
intosh)

Linux &
PingEET
&

latin

typewriter

mac

mac

qwerty

pat

mac

Windows
XiHig &

sr—-Latn
-RS

ru—-RU

ru—-RU

ru—-RU

sv-SE

sv-SE

s1-SI

sk-SK

sk—-SK

th-TH

th-TH

tg-Cyrl
-T3J

tr-TR

tr-TR

en-US
uk-UA
en-US

en-US

Windows
VDA %
%= (ID)

0000081a

00000419
00010419

00000419

0000041d

0000041d

00000424

0000041b
0001041b

0000041e
0001041e

00000428

0000041f
0001041f

00000409
00000422
00000409
00000409

Linux
VDA 3%
B

rs

ru

ru

ru

se

se

si

sk

sk

th

th

tj

tr

tr

us
ua
us

us

Linux
VDA 3%
Tk

latin

typewriter

mac

mac

qwerty

pat

mac
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Linux & Linux & Linux & Windows Windows Linux Linux
FIREER  FPHREET  FPREET XiHigE VDA ##  VDA#EE VDA #HE
] 5] ® Eipzl ID #/3 (ID) & T

S us dvorak > en-US 00010409 us dvorak
(Dvorak)

Rig us dvorak- > en-US 00030409 us dvorak-
(Dvorak, 1 1
EF%A)

RiE us dvorak- > en-US 00040409 us dvorak-
(Dvorak, r r
BF%H)

RiE (2E, us intl > nl-NL 00020409 us intl
EPr, &

)

HEE vn - > vi-VN 0000042a vn -
VDA B&E%H

VDA & RINAERI EBNZE A “VDA” BE%/F, MALEF HNBRARIZBENM. EXFUTREMREE: PC/XT
101, 102. 104. 105. 106,

BEARSH/IHRERR, BRITUTERME:

1. Ezh wiclient.ini 324,

2. BIFFTRER KeyboardLayout BHEMIME:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMBAEN (BFPEEXM).

3. ENRHSEUEEREN.

XA HEBIKEX

Citrix Virtual Apps Services ATREER X, MIERGLARFRRE. EIBTALHERNS, HEATER
pnabrowse ITHE X fREIX .

Citrix Workspace R B2 rIIRBIMX B R BFER S, RUBLXHHIRNABREFS BRI A BRI

s RFIRFIBRBNANBHXHER
« APAEILLGES Citrix Workspace M BEFREEZXH
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fign, E4EMA Citrix Workspace MBEEFEEBE A% M Adobe PDF x4, #9i4%niE%0 Adobe PDF Viewer 3
N AR, BRIERATIRENNARR, SRR EEEEEMNERTRNS.

BERFEHLEEA FTA, ERITUUTRE:
1. WINEEXBRNNYBREFEREFEREITHNNAEERF.
2. ERBERFNAEFNYIRMRSS: URL, BET76H<:

.Jutil/storebrowse -1

./util/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. AU TIEZIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [
server|server-URI]

54,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, WIHEERTANX G EECRARF HIEEESMET (CDM),
5. WHEZXXHUERXBNN ARZFRHEITH,

RERBHINBER SRR XE
Citrix Workspace A2 BN AEERE Citrix Studio PEERNIZE.
W&
WIFTRTERTIRE T FTA W AREIERS 2.
BERXMHT BR5ERT Linux 89 Citrix Workspace MABRRFEXEL, BHRITUTRE:
1. RN AERF,
2. &RH Citrix Studio,
3. EARF LRHRITARHEZEEY,.
4, EEUE,
5. £ “SL1TEH (A1) FEPAHM “%*” UBSHSITRIE, RERE “HE
6. TARF LR RITARIEZEEY,
1. EEXHEBXEK,
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8. AL Citrix Workspace M AREF 51N ARRFEXBKNFIET BE.

9. BENMAMBERHMHRE,
10. BRI LA XERRMNTBER P i LEA FTA.

AR

StoreFront XHRBXBNIIEEN “FH. RIMNERT, BREXMHEEREK,

Sz #% Citrix Analytics

BhRZs 2006 2, Citrix Workspace A2 E#H A MEM K28R E0 ICA 2iEK#URZ#E Citrix Analytics AR

o

B Citrix Analytics i A LS BMIF4ME S, ESRMEEEENRSM Virtual Apps and Desktops #IEEhiE

iEAT Linux 89 Citrix Workspace MBEFELIN, AT ZNAREFMAFEE4NZ2ME RSB &S Citrix
Analytics, BAE, 7 Citrix Analytics BRS 88 L RAEEAE, B % Citrix Analytics Wi¥HER, &S
Citrix Analytics,

B RE

Citrix ICA Wi 5 F:5RA B R Rz ikiE@iE [TUI VC] #iY e Citrix Virtual Apps and Desktops =% Citrix DaaS 5
FHARS B/ ZEE TR, TUl tUERTieEENAr R (U] AFES.

BT Linux B9 Citrix Workspace R A2 sz#%F TUI VC Thak, tLIhAERIFEBIE FiniE RS 28 21X TUl #EE,
FRIHATLLAE Ul BRA M. tIEER BB EEFRIABINERENET. BJMTE module. ini XHHR VDTUI
tr&: VDTUI - On/Off

Bhi4s 1912 &2, VDTUI #RERINEBRF. AL, HEEmNAEFNAEER “EER <Application>” 3HEE,
R, BHEHER—REER “EEERE <Application>” SHEE, ZWEFEXE RN AEFBHNHE, B2, NRF
HAREIRE AR, “IE1ERE) <Application>” SHEER ZMAEHMUARFEOMS, BEERRET.

BXEBENFMES, B2 Citrix Virtual Apps and Desktops sxiserfy Citrix ICA EilEE,

S IRIE

September 28,2022

B Citrix Workspace Bz 2R 2012 2, &al itz Citrix Workspace M AREFHEE BNIIEXEE, HEZRRE
BLEFHEFAERS. X LURMEFAIER,

BMEMEES MRS, UMECERANSEETBSHNFITEENMAER.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 142


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#file-type-association
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-analytics/
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/virtual-channels.html

BT Linux & Citrix Workspace [ Bi2F

} =r

AR

L SR IIEIERINARINE =B E FIER.,
MR
%4 libsecret B,
BINERT, LI FREBRES.
ERALLERINRE, BRITUTRME:

1. ZEECEXH: SICAROOT/config/AuthManConfig.xmle.
2. ¥ AuthManLiteEnabled H{&EIRE N True,

Storebrowse 5 {518 iF1E3RINAE
AE:

BEhR4s 2205 &2, InsEEimEAT Citrix Workspace R BERF.

BhiA 2203 &2, SHIIEXEER2RE Citrix Workspace ZA#EFH, EABEFAEEETEEREREL, YU
RMUEFHAFGE, SNENFESORIESHE, UELERARSEENBINFITEEN AR,

B I8IFIEsRIhAES #5E A storebrowse BITIA TI21E:

« Storebrowse -E: FIHATAZER,

« Storebrowse -L: BHISBAHERNERE,

« Storebrowse -S: FIHITHEAKNER,

« Storebrowse -T: & IHEENAEENAERIE,

« Storebrowse -Wr: EFfEFIEENABSENL T ENRSEBMAERNRIE, [ ETEENMEERE
MR RIE,

« storebrowse -WR: EFNEHFIEENARENL T ENRSEEHAEENRIE. [R] ETEEMEZFRS
AR IENMFEEN IS,

» Storebrowse -s: iTEEENABEEHRHIEEE IR

« Storebrowse -u: MIBENAREEFECHITRIEENE R

« Storebrowse -q: #AE®E URL BaIARER. Lta<{UERTF StoreFront RZAMIE.

=z

AR

o AR Z BT— AR RIS storebrowse ®% (£/ AuthMangerDaemon),
o SHBIHERINEIERTFEE,.
s BRLLERINEES, FHFKAERINEE.

Storebrowse B &/ 5 {10 IRINAE

RINERT, BHEIHERNEELFREARS.
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R gnome-keyring NaJH, SHUISEMEEBHEREF,
BRFIEREFEREESIE, BERUTLSBEZER gnome-keyring:
1. SMEl Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,

2. AMUT%RE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

Bhaek
EEEAT Linux B9 Citrix Workspace M AEFHE B S £ £, S0 StoreFront #£HI&E & StoreFront
AR5 28,

Citrix Workspace M ABTEF X5 PCSC-Lite #1 PKCSH#11 IRshiZF B R AN EEEFiLEER. BIABRT, Citrix
Workspace M BEFIEEEF—MIEMEZE opensc-pkecsll.so,.

Citrix Workspace M B2F A UEIEFREMBES Eth PKCS\ ##11 IR&hiZF 2 opensc-pkcsll.so, AL
FRUTIEE#ESENALE:
1. HEEEXMH: $SICAROOT/config/AuthManConfig.xml.
2. #3117 <key>PKCS1imodule</key>, #IRchiZFFI B RINEIERZITH <value> TR,
AR
MBEWMNT RHEFMUBENXHSR, Citrix Workspace B2 FESAnE $ICAROOT/PKCS\
##11 BRPIERSI M. WATGERL /7 FFRB SRR,
MIpREaE£E, BRBUTHSEEH SmartCardRemovalAction, LEEE Citrix Workspace i BIE2FHI1TA:

1. HEEESXH: $ICAROOT/config/AuthManConfig.xmle
2. #3897 <key>SmartCardRemovalAction</key>, #i& noaction = forcelogoff HMEIERZIT
B <value> &,

BIATAN noaction. FHITEMBTFERRFMEIVEREUNERFRE fE-RITEMB L hERIIRIE,

forcelogof f 1&EEEMIFRE BERBTERR StoreFront FRBYFRE BRI ShE,

BREERXRF

WNR1EARSS 2870 Citrix Workspace MAEFHRREAT S8R, Citrix Workspace M ARRF R ZIFSHE fERi%
2

LU ERERBTUTAE:
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o BREEBEREMIIE - @ Citrix Virtual Apps and Desktops 3 Citrix DaaS (LAgi#FA Citrix Virtual Apps
and Desktops iRS3) BRSZE8#HITEHRIL,
s BERNARFXZR - AFXNERRNERGNARFIHRAEERIEE,

BRFHENZ2MIFEHR, YIBIRARLSHRIEAEE (30 TLS) #1755,

BLMERERISF, CAEEUTHFMA:
s BREFRRRBNELFHNHARFHSARFE PC/SC Tikirk,
o REEA TSR FIREIER.
+ =4 PC/SC Lite 41,

o REHITBIT pcscd TFIFER, REFRMEER PC/SCipRERERHFIE4,
 7£ 64 URHKP, 64 (I 32 (kA libpscslitel REBHAFTE.

BXRERSH/EAEREEIHNFMER, B2 Citrix Virtual Apps and Desktops X4 EE+o

B RE R HrRIERINAE

AE:

i

tTheEEiEiER T Citrix Workspace N BIER.

BhRZs 2112 &2, Citrix Workspace R 2R 24E A T8 s R iR 2R BNRED A ThAE.
BAZRRE, SRFRrRRSERSBNEFAHPRNEETF.
AILAERBMERNAARRE R+, HERNEIFREXLEE R,
BN
7 Linux &P ER% libpcscd B

AR

BIAERT, LERRERSREEARSH Linux ZITIRIVEMIREAR, B, EoIfEREERL Linux Z1TIRHE
HARRAsHh &% 1ibpescd B, g0 Ubuntu 1604,

ERRILIERINEE, EHITLUTRIE:

1. E#1%l <ICAROOT>/config/module.ini X%k,
2. #% SmartCard &%,
3. i&& DriverName=VDSCARD.DLL,

*#%%E (nFactor) 54 1IE
ZE SR IIFERE PR ETIMNY IR LR FENRE, MMmibte T ARFHNZE M,
ZEESMRIEFRESNIIELBNMXBENERKERETHERREE,

Zs# Citrix Workspace R FEF @I/ EH 3T StoreFront LI R B B R IFMWER EMERZFIEIN, Citrix
Gateway 19 Web EREiREEE S EINIRS SO ER LY
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BEX#MM=R, 2% Citrix ADC 3xi4hsy SAML 54 38IERZ E (nFactor) S5k,

Z2BIE

September 28,2022

EHMFRENILRS Citrix Workspace AR ZEINEERS, aILUfEA Citrix Gateway FR e AREmR Citrix
Workspace [ Ri2FE#E.

AR

Citrix #i1E StoreFront lRS2E5 AR && ZiEER Citrix Gateway,

BAASE: PREERA KIS BT LURYE B ARIAE A i O Ao 1R sl PR LE SR B85, 7268 Citrix Workspace A2 FEY,
MRELZTEARS BN ERLE [P ARG FISM Internet it (BIMIGHEIEFEHR, 5 NAT) BIRIZERAALE, N
RZECE SR,

AIERIARSS 28,

{GERATF Citrix Virtual Apps and Desktops =k Citrix DaaS (Ugi#54 Citrix Virtual Apps and Desktops
ARS3) #BE (FEATF XenDesktop 7) : SOCKS KERSHBHILLRIERSE (BMALSMHERIEIRS .
HTTPS RIZRRS B HLFMBER M (TLS) BERIERRS]) . AT LUERRIEARSS 235K PRI P4 89 N BEF0 H ik
ia], #4032 Citrix Workspace M AiE2F SRS 28 2 EMEHE. Citrix Workspace 2R 2% SOCKS fl%
2REDIN.

%R Citrix Virtual Apps and Desktops = Citrix DaaS #B&: 8 TLS #hi¥#y Citrix Secure Web Gate-
way 3k SSL Relay iR A%, Z#FTLS1.0 1.2,

Citrix Gateway

Citrix Gateway (LLgi#F9 Access Gateway) R3S StoreFront MARIENERE. LI, BTERIFA LUEMIES
FA P 3S REM R 2RI A R R

Z@id Citrix Gateway EESEMNARER, EHRITUTRE:

1.

FEAUTAEZ —IEE B RRMHA Citrix Gateway URL:
- BEREABBRSAFRREN, RARIRTEERMKFIHEEHZAN URL,
« UEEABBRSAFREL, aJLiEid B HE R > iKF > RinREmAN URL
o WREET storebrowse S EIIERE, BEGSITHRHAN URL

iZ URL IEEM XA ENMAREE (EFMEE):

« E3%E#E3 Citrix Workspace AR IINE— TN EEE, BEEAUTERXH URL, Fi: https:
//gateway.company.com,
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CEERIBTENABE BEEAUTHEAMN URL H w: https://gateway.company.
com?<storename>, ItEI& URL WA NIERERR;, BNEZURLFEE= ESF
). INREET storebrowse EIZEFENABEE, TTREEEE storebrowse i< AN S5
URL,

2. AR, ERTMNAR S, BRNT2SHERIIZEARE BEMX), BXIUESENEAES, ESH
Citrix Gateway x4,

SHEIERRE, BERENSEMXBRER.

RIEARSS 28
RIBAR S 25 A T PR M M 48 A9 N BEAD 3535 1), F 4032 Citrix Workspace 2 #2F 5 Citrix Virtual Apps and
Desktops # Citrix DaaS #BE 2 [a/fEE,
Citrix Workspace #2325 SOCKS AR U TREA:
+ Citrix Secure Web Gateway flz £ E#Y Citrix SSL Relay
« Windows NT &il/msz (NTLM) B4583F,

SN ESERSRE Trusted_Regions.ini #1 Untrusted_Regions.ini Rl “Auto” (BEh). “None” ()
1 “Pad” (#E3zt) A, WNRMEM “SOCKS”. “Secure” (R£) ¢ “Script” (AiZ) HE, FEHIEXLSHURALTF
FIRAPARINE MR,

AR

BWEREMREERE, HEA TLS,

e RIEARS R

BEZRBENEARSREDNE, BRERNEBA T Windows NT Fifl/mEz (NTLM) SHKIERNSHE, RIE
XA, WEFEFEMEEREEE TN ER LY.

BE:

NTLM 3% ZE OpenSSL 1.1.1d #0 libcrypto.so FE. TERFIEE L REXLLE, XEEBEESTE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

ALK Citrix Workspace R B#2F 5 Citrix Secure Web Gateway iR EEF 2 (SSL) RHRSERE—iE.
Citrix Workspace [ FB#2F 3255 TLS thille TLS (fFmEZR£14) 2 SSL hNMSFinELhRA, EER T2 T¢E/)
¢ (IETF) 73528 SSL ARIRENFRESE, ¥ SSLERHR TLS, TLS @i iRERSRIMNRIE. HIBRMEM
HEREMNE, RREHEEENTS, FLASN (BEXEHRFAS) EXREA TLS REFEBHIERENRE, XL
HARTREREREAWRIENMNE, FI30 FIPS 140 (BXFR{s S EARE) . FIPS 140 @—MNEtRk,.
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Secure Web Gateway

EE I BIR A S hakiE = R ERA Citrix Secure Web Gateway, 4 Citrix Workspace i BEF SRS 2828
MEERMHTLEE, NREETEER T#ER Secure Web Gateway, N Citrix Workspace WBREFAREE#1T
EAERE.

MBEREMEPHARS 3] ERET Citrix Secure Web Gateway XI2, NalUER4ER T A Citrix Secure
Web Gateway 1, NREAPAETR, Citrix Secure Web Gateway RSB ERYT—MRE, HAXTEE
Citrix Workspace R FfEF A sefER

« Citrix Secure Web Gateway AR5 231552 BRERILE (FQDN),
« Citrix Secure Web Gateway R 2380505
AR
Citrix Secure Web Gateway higs 2.0 R #4515,
FQDN & uZIRE5 AT = MARER S -

. THA
. chials
. TR

fl40: my_computer.my_company.com —1 FQDN, ERE&KXFIHEHNE (my_computer). =gz
(my_company) fTA%E (com). ARENEFATREIERIEE (my_company.com) #idE.

SSL Relay

ZINERT, Citrix SSL Relay 1/ Citrix Virtual Apps and Desktops =k Citrix DaaS BR$528 9 TCP %0 443
#17 TLS ©23&f=. SSL Relay WaZE TLS i&E##bY, SBEHEBRKEEERDIRS S,

1R SSL Relay BB RMR 443 LISMIEMIRO, MAFRZIAREGITHOSIEES Citrix Workspace [z f#g
o

LU Citrix SSL Relay R FIE R FOBERS:
. HRAT TLS WARRESRESRE
HREBEAEA SSL Relay RBERRERLMISE, H21 Citrix Virtual Apps %

TLS

LR, SZHREVERAR TLS i 1.0, XIFB9ERE TLS hRA 1.2, BhiA 2203 2, ZHH&S TLS M 1.3,
I L@ 7E [WFClient] 2853 FRiA N LA FECEIETURIZHIBE S R AHY TLS Wil a9hRAs

o MinimumTLS=1.1
o MaximumTLS=1.3

XEEZRIAME, EABDPEN, FREFEAEXLE,
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B/
- TitANEER, BRIRIXLE, NREFERD selfservice 5 storebrowse FEXR T XLEME, &R
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
« EAT Linux 89 Citrix Workspace R BIEFA A #FER SSLv3 il
« TLS1.0/1.1 {ERF = Fzhk 489Kk VDI 5% Citrix Gateway,
DR TEEMNE, 757 [WFClient] &4 iR FECE £ :
« SSLCiphers=GOV
HERERIAE, EteiRAES COM # ALL,
AR

5 TLS ik AERE—, MREERSE selfservice 3 storebrowse FEX T WWERE, MHATIRN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit &3

CryptoKit hitzs 14.2 5 OpenSSL 1.1.1d hr&Epk.

MEEH
IR T2 BEMUNEERLTE, F%&A TLS_RSA_ MEBEEATRERFIRE, HERMAHFELE S
TLS_RSA_#WBEHEKTEMF. R, TREFEHR TLS_ECDHE_RSA_ #BEM

IMRIEHIFEARAEE TLS_ECDHE_RSA_ ZREM, WhTHHEKES, ERBBEHETIELRE. WTFEMHESHRIE,
% #1536 fiL RSA 4.
R TERTBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 X#FUTERES !

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
+ TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 2R IUATEEEMS:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_EMPTY_RENEGOTIATION_INFO_SCSV
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TLS v1.3 R AT EBEMS:

+ TLS_AES_128_GCM_SHA256 (0x1301)
+ TLS_AES_256_GCM_SHA384 (0x1302)

=

AR
BhR4s 1903 RERARAEE, Citrix Gateway 12.1 XESM4z#F DTLS, &% Citrix Gateway B9 DTLS Z#¥
NEREHNER, ESHEERE DTLS MY

BHEMS

ERRAARNERES, ERHSH SSLCiphers BWEEX ALL. COM | GOV, BIAMER T, ZAWE SICAROOT
Jconfig BRE TR ALL_Regions.ini XHHIEEHN ALL,

TE/LATBESHSFIH ALL. GOVl COM 1=2#:

« ALL
- XR2E 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BXWERRES, BERTEEMN

#1470 TLS_RSA_ MWZEBEM4FRERFRE, XETEEANEERTLFR. B2, AXF5RHRA Citrix
Virtual Apps and Desktops g Citrix DaaS @37, Citrix Workspace BARZFIESERTEAXEZLES

BT,
ARBEBHR2M, BRITE Enable\\_TLS\\_RSA\\_ i&EX False,
TEEEFANZEEMSTIXR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

» TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
« TLS_RSA_WITH_RC4_128_SHA

AR

EERITMEEEAHAEBRCAERE ABEFR EBAXMIMIEHFATE ETUZTERFH
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TLS_RSA_3DES_CBC_EDE_SHA ZR3EMH., o LUERIREREHIMITIREXLERT A,
BxEE DTLS v1.2 B4Rz 8, 15507 Citrix Virtual Apps and Desktops XA4R 89 BiE R E5aER .
NEFM:
MREERNEIZA 1901 RERRE, BRITUTESE:
MR .ICAClLient EFEETHRAFANEERF:

o MR ALT\\_Regions.ini Xt

o ERE AllRegions. ini X, &TE [Network\SSL] Zo MRS HRIMULTIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

NRUFAFPEXHRKAREFE . ICACLient X3k, MiER Citrix Workspace LARRFHNEM R, X
BERT, BREXLENRINZE,

TRINE T SHEPRNEEES:
® - BEEHXFTIR

AE

ERFTEZREMFSEM FIPS F1 SP800-52- #illl, simMNMEBEMFRAFAT (D)TLS1.2 Eik. #ESAKR1-
BEEMZFIIR, TREBEHFASZFENSSRIE.

IEH

LIGFERAAE SAML BHMRIENWNARE (A AUTHV3 1hil) B, BETRUTHEIRES: “Unacceptable TLS
Certificate” (Ra#E=8 TLS iEH).

£/ Citrix Workspace A 2R 1906 RESRAR IR, BXEEHRGA, BESRUTHIRPOXE:

« CTX260336
« CTX231524
» CTX203362

R StoreFront FRE [T AR ESFAIFERIEBLRENFREREY, HEBREFEIEPUIFERER,, B5ART
UTHE, SARBHM StoreFront BEE:

1. BIRIRER—1 3 %1 PEM X ahiE+H,
e
MEHAZE PEM ERBIEPE, 15EH openss1 LBERE CRT BRBEPHIEA. pem Xk,

2. UAFRS%H (BEXRNroot) RERHE:
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a) B—r I xHEHE SICAROOT/keystore/intcerts.
b) URERHEHNAFEHETUTH !
SICAROOT/util/ctx_rehash

MREBSHEBMANMEINA S AZ AP IRSEENRS IR HTEM I, BERUTIHBHITIRE, REBEHM
StoreFront N A :

1. 3REX PEM R RIRIES.
B MEKRAZRKXASESR, BFER openss SEAEFIE CRT BAIERE R . pem X,
2. URERHFEANAERSH (BER root) HITUUTIRE:
a) BizxEH1Z SICAROOT/keystore/cacerts,
b) BETUTFHS:

SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport X (EDT) #1538 IhAE

ERHARRAH, MNRE HDXoverUDP i€EN Preferred, M@ EDT #ITHSIEZE IS AIEL UEEH, HEIR
5 TCP,

8 Citrix Workspce R AB#2FhR7s 2103 2, BATSIEEMN, BEUTIREPHT=E EDT #1 TCP:

o WIMRER
o DEIEMEER
o BFIGBETHEREE

ISR ThRE P 4ERE B e BN EDT BIBVEIRRT B, 1852, FRREVER UDP FiRaA, HBEXMER TCP,
FINBERT, EIREITCP /5, BENEHFHLER 5 21EI—XR EDT,

Enlightened Data Transport (EDT) MTU %

Citrix Workspace R F#ER 2109 #F Enlightened Data Transport (EDT) S @&AfEiE G (MTU) £8. ©i
=7 EDT thiXgveI e MR A, HiRMoHr AP AL,
BXFMER, 5507 Citrix Virtual Apps and Desktops x#4ehad EDT MTU £ 31E8453

%% EDT IPv6

8 Citrix Workspace R F#2FhiAs 2203 2, 4% EDT IPv6,

Storebrowse

July 11,2022
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Storebrowse 2—RAERFIHSRSBZEA#TRENBEEH LT

ERALIEshITCT B ER1F:

storebrowse SLEEFEEE /util XEFEHRHE,

ARINE RIS,

P EE BN AEIEFHNE AL AREFSEH.
M BB BRI A RIEITRMBUE T H R AEFEN S,
BAMZRAE LGN AREFNSEIRES .
BEhEX L AERF.
EIMEEIMEENSIE,

ICAClient/util,

BEEM

storebrowse SLBAEFEE libxml2 E#4E,

BHERTHNKEMNARERF

BERMA AR UBEIRIR:

A LUER& <17 storebrowse &%
I LER Ul Boh&R.

ASZIRIT storebrowse <,

HITIRSIELLERY Storebrowse 1E5RIHEE

KRRERF.

‘@3 fEF storebrowse SLAER, B

TR UEREME FHENEXX . i, /opt/Citrix/

LUET, {REFERBBARS I\ #HITIEER, Workspace EZMBAXHASTERSS|LNTBAXERY. Eit,

fE /8 Storebrowse BN BEREFNSESIEN, FTXiFRSE

SMEThEE. ASBEZAEEFARHENEEHER

Storebrowse %5 Workspace &, HBEENENERRSELMEINEE.

B Citrix Workspace M BEFH 2109 hri2, HEWEER Storebrowse #17iE#%8Y, Workspace iz A1
5ini2lRSE LNRATAXGRY . WINEEBBTFE=SHEEF iR EEEE Workspace BB BEEAIEIE,

AR

A
AN

o IHIERINEENECHETBA T RSESMNTH. BXIFAES,

BRSSESME .

1E27 Citrix Workspace X9z

« NEBETE SICAROOT/config/AuthManConfig.xml X 5% AuthManLiteEnabled HI{&
REN True, MILIERINEERTH, NERT, EIRER False,

LTRE

AT ER 4B T EE] LM storebrowse SEREF T ERK storebrowse #%,
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AR A S
-a, ——addstore

TR

AINEEMXAER¥AE B ARIE UK ServiceRecord sFiFf2F#tiz, Ibd

AR AEIELRK, NEFHIEIR.
StoreFront ERI&<RHI:

A .
CIERCdN

./storebrowse -a *URL of StoreFront or a PNAStorex

w5l

./storebrowse -a https://my.firstexamplestore.net

AR

AILUEA storebrowse SEREFHRINS N BEIE,

#Eh

-?, -h, --help

BiEA:

1Rt % storebrowse SLREFRANFMAEE

Bt 57 P v

-1 —-liststore
BiEA:
FIHEBRINAIR AR,
StoreFront LH&< R

./storebrowse -1

e

-E -—-enumerate

WieA:

FIHATAZRIR. RINERTRETRUTE:

o FRBR

LROMABERNTE URL, R
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o BB
o FRXHE

BEEFMES, B -M -—-details <LHME -E &%
=
iz{T -E 8, MREZRIKRRBEEE, WRETRSHRIEED.
N -liststore IREMEAN R ARE URL,
StoreFront M&s %R l:

+ ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

21T

-S —-subscribed

WieA:
FIHITHRNZER. BIAER TEERUTE:

b

o FRB
ERBANR
o FFEXHFE

)

ED

.

b

BEEFMER, 5 -M —-details soSHME -E &<,
StoreFront B985 <7150

« ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

FAER
-M --details
R

A SERE AR ARENEL. aoEES -E A -S ho—RER, kndRAN—SRR5FRB¥E
BRI 2 A:

« Publisher(0x1)
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+ VideoType(0x2)

« SoundType(0x4)

« ApplInStartMenu(0x8)

+ AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

« WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

« ApplsMandatory(0x10000)
+ CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

&E:

o« BREITANNBEFSIEXSEKE, 5% CreateShortcuts(0x100000) 4k 5 -S. -s # -u 555 —it2
(EJzEN

o ENRFIEREEE, 1515 RemoveShortcuts(0x200000) 5 -S a3 —iE R,
StoreFront My < 7R 1:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ L EME<$REIH, 0x264 £ DisplayName(0x200).ApplsDisabled(0x40).ApplsDesktop(0x20) #1 Sound-
Type(0x4) B4AE, i@HREFHEITHNERUKRI¥ME L.

FILUER -M s 2 FIH BB MR IFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
g/iE:

o AILMERT#FIE -/ OERIS R TXEE, 10, 512 &R 0x200.
o WNRFLFME BT IAEID storebrowse 121, MHEEERS,

1Ti

-s —--subscribe

WieA:

TTIRERE B A i R AV E R iR

StoreFront Hyss <RI
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./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITI

-u —--unsubscribe

WieA:

MIEER BB EFEUHITEERNZ R,
StoreFront Mg < Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

B

-L --launch

WiRA:

BHE5BERHRRNEE, KARFREREMXE, RHERNERENRIE,
StoreFront By < 7Rfl:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

Etr

-i --icons

WRA:

Itas< A PNG #URENREM N BEFET. <5 -E 5 -S s —ikefER.

EREFABEANIRERERT, E#EA best S8 size BH%,

best £

£/ best 287574, EAILGAENARS 28 HIRMMREXNWET. o UMEEREIREIRAFMEAN. best 8#A%R
. MATEMEAHARENRERNA X, XHL <resource name>.png X 1R17.
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size &
EREEE A/ NMIRENENR, 1B6EA size 88575, NMRRSBVBLEFRNAT A NTRENER, NSHMER,
size B2 A WxB &z, H:

« WAHBNEE. FrEERERRIES R, BItRTE—MERIFEER
« BABBRE, HER, SERMUL

AR
BEW RH4EN. & B 2rIEN,
MRKIEEXLESE, WE2ETHAEIREGRENET, XLEXHL <resource name>_WxWxB.png &1k
W F -E X -S AL REINENHER, XWHHGEHUL png B REET.
Et5r7zfE7E ICAClient/cache/icons x {3k,
StoreFront W& <$Rfil:

o ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BEERIE
-W [r|R] --reconnect [r|R]
PiEA:

EMEREENARENL T ERSEEMMERNRE. [r] AT EMERMEINFERENRIE, [R] ETEER
ERFE A RIEM T ERN=IE,

StoreFront Wyss <RI

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

+ ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

W RIEER

-WD --disconnect

WA

Wi FHHEE N A B IS RIFR A RIERERE

© 1999-2022 Citrix Systems, Inc. All rights reserved. 158



BT Linux & Citrix Workspace [ Bi2F

StoreFront M98 <715

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

#ZIERIE

-WT --terminate

BiEA:

KI\HEE N AEENRE RIS,
StoreFront B&n < 7Rfi:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

Rz

-v —-version

BiER:

&= storebrowse SLREFHRZS,
StoreFront By&n<7Rfi:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ARFHIRE R, MNRFKIEE, WEETHHRERER.
StoreFront B#n<7Rfi:

./storebrowse -r /opt/Citrix/ICAClient

BR&. &5, 7
-U --username, -P --password, -D --domain
WiRA:

RREPA. BRMEFAESERALRSS. WA ENERT PNA NABEE. StoreFront NAEERIRILGR<S. ¥4
ERAERRET. BEIB I HLTHWNFAES.

StoreFront Mg <R 1:
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./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

PR A S

-d --deletestore

BiEA:

BYSHTE ServiceRecord Ea2FHIEME RIS,
StoreFront B8 < fl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

Bt E BEhARSS
-c --configselfservice
BiEA:

SRERHECETE StoreCache.ctx FEHNEBRSR U8B, RAMNSEERX A <entry[=value]>, MRREFEEF
B, NsBHgENYaE, B8, NREEEM, UsERZERSILE,

StoreFront Mg < RfI:

./storebrowse -c SharedUserMode=True

70 CR X%
-C --addcr
JHER:

SEERRAE Citrix Receiver (CR) X, FHEREFMSNMUBEE. Wlis -a HoHR, BES M LAHE, B
TR

StoreFront <R 1:

./storebrowse -C <path to CR file>

B A
-0 —--synclease
BiEA:

F1a% Workspace &S AX 4 SEEN A B ENTERS S LN AXHHITRS, ta<SEMTFEMRIANEAS
[EFRAEAXGRS. MREARSESNE, NWEERER.
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AN
<.

./storebrowse -o *URL of Store x*
StoreFront B8 <Rl

./storebrowse -o https://my.firstexamplestore.net

%7 storebrowse P2

-K --killdaemon

BieA:

£k storebrowse E&AEF. AL, FEMRFEEENSHE,
StoreFront B& <R fl:

./storebrowse -K

FIH RS

-e —--listerrorcodes
WA

F S E AR IR D,
StoreFront Mgs<$Rfil:

./storebrowse -e

Rz FAS I R

-g ——-storegateway

WieA:

AE7E ServiceRecord E AR H MR ARSI B RRIAR X,
StoreFront Mg <$Rfil:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

M — P 5% 2 MR T E 5 R I A RS TR RO R K 51 R R
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PSS =En)

-gq, -—-quicklaunch

WiEA:

fEAERE URL BRI AER. Itha<{UEMTF StoreFront RZAEIE,
StoreFront B < fl:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

TFER

-n —--nosingleshot
BiEA:

YALRSFIP storebrowse #1g,
StoreFront B8 < mfl:

./storebrowse -n

XS

-F —--fileparam

WiRA:

EREENX AR EMFRBEX o
StoreFront By < 7Rfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TER
AR T SMEfER storebrowse s BRI AZFRIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AR AR IS H RN AEERTE URL, i2 T2 URL, EAhEEEM&G<THEERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

FIHFTEE AT AEFNRE. RN EIMNNAEERTIREEQRNEHER.

©1999-2022 Citrix Systems, Inc. All rights reserved. 162



BT Linux & Citrix Workspace [ Bi2F

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BahER. ME—1 i <$iiad PRIERR T
4, ./storebrowse -K

It Es S5 E R Z BT N EIEH X7 storebrowse SFPIEF. WRKRBAMIR RIS, storebrowse #i2i§
F—\EEERE,

R HEER

September 28, 2022

A hIREANE BRI EEBNEE AR Citrix Workspace B2 H IV R,

Connection

A gEiB B LA T E R R,

ICA =55 Fedora 29/30

ICA BahalaER7E Fedora 29/30 L&, R RIBIUT S BHITRMGE:
1. FEAHSRE compat-openss110,
sudo yum ‘install compat-openssll1l0.x86_64
2. £ ~/.bashrc FREFFTEUEBNSIIIEHITINE, HRIEERRIBN Libcrypto B
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR

5 Wayland &pkgs#8Lt, Citrix Workspace R A#2RF1E X.0rg RS8R TIEIETT. ¥ F3& Wayland R
INEFIN R IThR, IBECE AR T E—DI:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
FHEAERUIER X.ORG RS2,

ERATHERNEESIE

5 Windows IRESBEINEEN, MRERHEHE “EEEZIIRSS... EENHEE, BURFAETEESTO, NE
REEB NIRSE BB R P IBIARNFAIE (Client Access License, CAL), BXiFaMEAER, BSEFD,
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REEMER

EMERIEERERST Citrix Workspace BRRFFIFRNEIERENRIEN, EEARAKAN. RSB LNVTAR
EAEN S HIILEREE,

INREMEEKY, Citrix Workspace ZABRFFRRAERATGEAERE, SN, RSJB/ERHUFMERNEAERE
BE—MH&E, MBRIERFERAERRS. ORRSELVAARENATE, WE - NERBAIEIRK.

5% Internet 271

Citrix BiEEWE LAECE DNS (HRBARSER) . HEIREFEEREBRITEEENIRSRIBM. WRAFEE DNS, Me
BET R ARS 2R RARAT Y IP ftodk, eI LABCRsZ IP itk (MIERHR) 18RS ], TLS EEERTLRENHE,
i3 IP ok,

ARIRHL MR

NPREZEEANEASHNHERN, BESHEIIERNER “NEENKLK: Javascript #IR” #BiREL, 1B
wpad.dat XHFEHE SICAROOT /util H, BITUTH<S, ERENBARREEINRSBEINS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRRETHLEE, RARSHE LN wpad. dat XHEETERNGE, FE#HITHLE. BNRET “MELKRSHN
Te.. Fadhl, WaURZR#E, TH7 pac.js, AAHPIEHNENIEERUTEREX GRS FIN—1T,
Hep“. ABESR,

var ...;

RIEREERE

MBENEEEBBRITEA B5H, Linux RZHBBEN S FERINEETREFER—. RAE: BT —MEERK
E&ERF, i rngd BETFHEMY) 5 haveged (3kE Magic Software),

BHEMS
MSERRRN, FHRMEIBIINE S

1. IUFERASHIARNERSEZFNEEES, GF:
+ Ssllabs.com (ERRSRAE Internet HIEHIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux Z A8 WireShark &1, #/R3278%8 (ip.addr == VDAIPAddress) & #E& (Client Hello,
Server Hello) &, SSL #57. £REEAHFFIRLZFHRSH[IEZNELDENS
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Citrix {1k SDK RIEH
Citrix Optimization SDK Z{4+B&&FEHAI UIDialogLibWebKit. so kids, ARRTTE: BITUTIRMEZ—:
1. \TEBE F# Citrix Optimization SDK #4&hizr7s 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFREIRIMH:
rm -rf *.0
c) #%3| WebKit xff3%:
cd ../WebKit
d) MipsIA UlDialogLibWebKit.so £1:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHFERUTHS:
make all
4 m#9 UlDialogLibWebKit.so.
f) BESHE SICAROOT/lib BR.

BT SSL EEMNSBEREY

B TLS i&#%Rd, Citrix Workspace AR ERIAER FRIRE— AT SN ERELEY.
MRBEZEIFERANBBEGRRS S, BEEREXMHH [WFClient\] B2 PIRBERE LM SSLCiphers=ALL,
XFEUTESREHRES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

pez Ll

fEF8 EDT 1hilhy, BB RIUTHIRES: 5.7 NEREH, NREEZBILERT EDT NWEAFHAN
FEOAE 1500 FTMRMSFRILEY, AIESHILRE, BHITUATRE:

o EREXHHRIRE edtMSS=1000,
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ERRHIR
ERBRAI R ESM AR HIRNEE. =W T:

o EERHE 58HBRIERSEENHIMMIER
o TEBRRBHIIERS
o TAERAILARS SSRGS

RLR@ER R SEHIMILEEIR, B

o AMIITENMITZITENTIAMEER TLS thidkt, EXFEMES, ESR TLS,
o ERRUTENFEN TLS EEEARIBNFREGRN, EXMERT, BRUEEEXHHN \ [WFClient\] &8
DHIRBERER SSLCiphers=ALL, AREEHBEZEZANEIT killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o ERRTENFEEHIBEREFHIERN, IS KAdEZHERRME Citrix. Authentication #1 Certificate iy
IEH.
o Hfthjr),

RHEERE

Citrix B EEIRS 28 LER BRI AH Citrix Virtual Apps and Desktops =§ Citrix DaaS (W &i#rA Citrix
Virtual Apps and Desktops fgs5). It4h, BTEMAFI&E EERSEME Citrix Workspace R 2.

MRFERRTETIERE, NWETUEK Citrix Workspace B RZFMELE LUK Citrix Workspace R BI2FRIERTT A

===y VN
l%’&ﬁbo

 E2E Citrix Workspace A2 - B2E Citrix Workspace N BIEFERZ AT LR ICA FRERHE SR
=aE

« B4 Citrix Workspace R ARZFHFERAT - Bk Citrix Workspace 5 2 F 89 A 0% o] LU SR T
SRR R

+ BF UDP &7 - thIhAERT UTEF ML LR 1T IP B35 (VoIP) iEEERM—Bik

o FRRMRERERT Linux 89 Citrix Workspace [ B#2F# Citrix Virtual Apps and Desktops =X
Citrix Daas - Citrix REftIEse IR FH S MRASHIIEEE, S MEREINRERERMM Citrix Workspace R 2
I ARSS 28 3R 14

ER
RRHEHR

ERFRP, WD (FE) FROMEL ML RN HRERE LN SHIFSHRNER. ARELABTESIIR
FEROARB KA I RERE Lo

£ VDA LHZREIBEN RS REHR, SEEFRIEFEN, FRIANRBHRAK, B, X11 (Linux/Unix &
HFEY) RERE—HNA R LLREHR,
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AR, Citrix BEERBNAREFEHSRRAHESHIRES %, B, F vsvnc Bai F—MALH,
RIEE P in ENELEGNESERNE SRR, UTRARRAETRTHLREHR:

« X1GPU g&
o ERASEESS

X11 GPU &2 &

SHF Intel HBEER, BEEH
20-intel.conf & xorg.conf.d FRIE— M EEUTABHIXE:

Section ”Device”

Identifier ?Intel Graphics”
Driver Pintel”

Option ?AccelMethod” ”sna”
Option "TearFree” ”true”

EndSection

33F NVIDIA Bz, 3&7E xorg.conf.d X FiFIEESEMEREN “MetaModes” SEMMX . Xt FFRERKNED
LLUES 57 fRM MetaMode, EFIMUTRE:

{ForceFullCompositionPipeline = On}

f5I4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
FE:

REH Linux 2% 8ERARRER xorg.conf.d B2, 20 /etc/X11/xorg.conf.d 5 /user/share/X11/xorg.conf.d,

HEEER
fERUT®<:
+ Compiz (#AZ Ubuntu Unity &), &4 “CompizConfig Settings Manager”,
iz{T “CompizConfig Settings Manager”,
EEM>HEET, WHEPBHEER2RE .
=

£/ “CompizConfig Settings Manager” BYRi1H, FEAHEIRMBRERME RSB,
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« Compton (MNFMELBIERF). BXTENIFMEE, ESH Compton METT/>XH, Fid0, EETUTHS:

compton --vsync opengl --vsync -aggressive

HRAIER

MREANRIEEXERE, RRETSBEBMANTERLE, EXMERLT, STIEEMERANBELENGRH,. §X
IEERENIFMEE, B2 Control keyboard behavior (FHIB&1TH),

HEER

BELEEON, REFOEESSAMREMNEOUE, SREEES, ERRLEE, BEEOEESRTIREITE
SR E O HIE DA ERRIR T

ETRA

Citrix Workspace AR RIZNEOBNRS AZHEOERRRHS. B2, XLEENRS X TR IHEBEAEH RS
E ¥

TeEmRAN
ERETLEMRAMNE, FHRITUTRE:

1. #7F7F wiclient.ini BBt
2. 1% [WFClient] #8554RiELLT4T: UselconWindow=True
3. REHXAXH.

FHATERE

MRATHEABSEREARAEM, WATEEMEUBR R AILUGARKIMEBRHIRE N RBHABRIES LR

o
ERATEE

1. #77 wfclient.ini BE2& 4.

2. 72 [WFClient] 3oHRmMUATITZ—:
CursorStipple=ffff,ffff (FHiFgBNEE)
CursorStipple=0,0 (BHIRgBENBAR)

3. REHXANMH,
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FBINH

REASASBHEZREON, FEREOPNEEHGERL. REEE X Windows RESHEBERESHERN
MEXRE. MERRE, BARTMNEREAESNEERE,

EREFXBETRSENEEEN
EZEIBRSS 20T, AP RILUERMER 256 B8, ETRE MIRE AR, ENBREFEBESARIRAE,
U BhE B R Ro

B e R A AN GIRE DS R E R SRR EEE MR, MBRIMNEREAERR, @Rt
BHENEIR RN IEES. AEELLmEs, Citrix Workspace ZAEFEEFIRERIVAGBIRELIZIE, HER/LY
HEH—RELRIABIR.

Citrix Workspace 23t RiEF & EA EUC-JP 5t UTF-8 /45, MARSS_NIER SJIS FR%IE, Citrix
Workspace 2R RAEXLEFRHEZBHITERI, AR SRERU TR HIEDE:

s REERSHE LHESMERNMG
o RIEFESHHERS B LEEHIXMH

LEREE E R MET RSMEEPAPIANSHTHNEIEFN.

LRAF|EMNESNERE, BRAUEAGRTITS BT8R RITHED -span, BidizEm, aJUeRSIEEmI

BT ETo

@i Desktop Viewer TR IEE, BRIUAEROKSETOS2RIFEEFOZER, GENEXETENSETR
B,

HE:
SHFRATHIIETONSIE (BEERACHNEOFNSIE), BRERFEER,

- span ETRAUTHER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MEBIEET h, MIFE stdout PHHBETERYIR, MR h STEEMEDE, wlica B,
WRIEET 0, MAIEBOEHE override-redirect Bt
JINCy

¢ BNAEEALED, EEEFASTARENENEER —EEANKE—TIE.
s TEAONZEOEES AN, REER, BLEERCEERK.
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o REEBEERRIERMIPRILE,
WMRIEET a, Citrix Workspace ARRFRZIREIE—MEFE EREHERNRIE,
Citrix Workspace A2 BREHRE -span EIER EREHRSHTIR:

o BNMERERNERN SRR,
o MMERFEERREXKEE EANE T AR KIS,
o MMERFIEERIHTNAR. AR EMMAMNLSE EREE.

WRKIEE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEERPERENNEORE (0
RXZFFEINEE) . BN, FBEARTHMUERTRIERAENHR.

AUERAMTHRSRNAE A EEREE L6
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERHE, RARXZEIZIE. NRFXE, ARFE—IBEEEEMEN. AIUEA -span 0 REBZEER
&M

ML ITIREBTIMI B REBNSIE:
1. ESLRTET, B
Jopt/Citrix/ICAClient/wfica -span h
P& SaTPmER R RaR S FIR BT stdout 1, AERE wfica.
2. B TXERRERS,
3. EMERMAT, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\1\]1\]

W, X\ yH z BER LENSERHNSE 1 PRENSERES. 2NME w ISHEERENKNS. B MEw M XIEE
FRrEXEIE EANE TANEMNER. IMEw. X. y M zZEERKENER. Kak. ZMMNANDEEEREE.

B5E:

o EEIN KRB EBRS 281, EX WFICA_OPTS T2, EENIET S, BRIEBEEXH (BF
iF SHOME/.bash_profile & SHOME/.profile), 7EEFFHM—1THEX WFICA_OPTS T&,
Bign:

export WFICA_OPTS=”-span a”
o BB RN AEFNEERIE.

« MRBREH selfservice 5 storebrowse, EMRENRHIEZ, WERFBETEEBEN, HET
LA e < HpRFHAE

killall AuthManagerDaemon ServiceRecord storebrowse
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N BEF

TR fA S RHEREUEAA N AEFHEMRIE, HITLRENREAREFRASAF REHKERRE, BEER
EIEZATENREHS (Gl Alt+Tab), BhBH<RIXIIRSSE.

fRRTTE: fER Ctri+F2 BeTERBRBAEINGE, EEAR MOREIRIERN, &%EM R ZHR7E SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i€ &5 No. LR ERKZRBRIBAEINEE, BZ, &9
BERE®IIE All_regions.ini XHHRMLLIEERE= ICA X,

PEEIREN
BIREANE RGN

B#i, EATF Linux & Citrix Workspace [z A2 R BEN EE R —REZF—TRNEREN. FIEBIERIAN
BRGIGRHNENREREZ /dev/videod, BEZREERIHTENPHIRNEREREN.

TR HMARMRITEE RRINME, BRITUTRE:
1. &M%l SHOME/ .ICAClient/wfclient.ini EBEXH,
2. 7£ [WFClient] &9, FIMUATIEE.,
HDXWebCamDevice

40, M HDXWebCamDevice=/dev/video2 UERLTIEEMEE /dev/video2 MRKRIEEN.

MiXTHEE

FEPH L, MERGNEERERAUERBNRA TATFEZFAHRFG TUXRENA M.

R ER
ST 7E VDA I 2 BT S RS8R TE R P i r £ RIRE X #HITLL . EAFNIRENEE,
ERRLET, BRITUTERE:
1. S35 SHOME/.ICAClient/wfclient.ini B&1%.
2. ¥ HDXWebcamDebug {EI&EH True.
HDXWebcamDebug = True
BRERE, FERZFEREFIXERUTXY, BEBURTRERNFEILDS:

o 3+F H264 4miges: /tmp/file_mode_buffers.h264
« 3+F Theora 4#3258: /tmp/file_mode_buffers.theora

TEER T £ FAEIRART
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File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

ML IRIRAMH 3R
HHRX AT EN A EHRELTRREHNIME RS
ERAMBRENNINIET, BEMEESITHRITUTRE:
1. M3 Jopt/Citrix/ICAClient/util B,
2. BITT#EEIXH: $./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device
-i WEBCAM_DEVICE; default=/dev/video0]
BRWERE, BERMMIE, HERRBMBEGVNREE DX BT !

/tmp/wewbcam_buffers.buff

M IRGENNIR SR BN —F XA ——buffers (-b) &M, FAILIEEEMNIRHMEIRENI&E. Hla0, &
SHRUTHER:

+ ./gst_read -buffers 150

+ ./gst_read -buffers 100 -input_device /dev/video2

+ ./gst_read -b 100 -i /dev/video0

TEER T M RGN EFR

( ™\
Webearm ] > File sink
(ex. /dev/videoD) J \. J
r “
> Video Preview
\ J
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e [
IR AFENIE S EER S RiEEs.
EERRERNHIEN, EMESTTRITUTIRE:
1. B2l Jopt/Citrix/ICAClient/util 312,
2. BT Z#EISfH: $./gst_read --output_file | -o FILE_NAME [ --buffers | -b
BUFFER_AMOUNT; default=100 ] [ --enableH264 | -e ]
AR FREBIE—FF X7 ——output_file (-0) &M, FaTLLNK Theora 3% H264 i3S UREEMMNEHX
2, i, BERUTHRE:

o XF H264: ./gst_read -o ~/file_buffers.h264 -e
« 33F H264: ./gst_read —output_file ~/file_buffers.h264 -buffers 200 -enableH264

« 3F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TE#R T fmbg 23 ML a3 E

File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 R+ 4Ri52%
MRETRER H264 RiDRTEEREBIT, WARERUT SRR &I
1. 383F X264 GStreamer HFEBEEN gstreamer-plugins-ugly W—EOEETESF. NRE
libgstx264.so EHRAIA, EEITUTHSHEHITRIE:

gst-inspect-1.0 x264

<!--NeedCopy-->

1X264 GStreamer BWiFREE

2. BITUATHLWIE 1ibgstx264. so FERIKIRIN:
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ldd /<lib path>/1libgstx264.so
<!--NeedCopy-->

H264 fERiges

1. B83F vaapi GStreamer #HHRE N gstreamerl.0-vaapi W—REETESL D, MREE
libgstvaapi.so EHRAIA, EEITUTaTHITIRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy-->

lvaapi GStreamer WIFRREE

2. BT T &L URIE libgstvaapi.so FERIRERIN :

1ldd /<1lib path>/1libgstx264.so
<!--NeedCopy-->
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Linux-gnu

3. BRRAERIERERI KRR

BERENEE vaapi, BRE GStreamer vappi REEE#HITEME

WeEENES GStreamer 1E5270 gst_read BE

EREM ICACLient BENERGE, BUTM gst_read RRFIKERE,
iﬁ#‘. L/(T#*{’ELX”&% Ell_.\ .

1. I RAZIHEHSH GST_DEBUG=2,gst_read_debug:6 # GST_DEBUG_FILE=<Absolute path
>/gst_read.log,

=,
AR

WEEREATRBREFURATFEESNX MG, EXMERT, FHi179 GStreamer ERIGELRS!
2, A gst_read BRIGERF 7. BXFMER, HSH X1, BINANE GStreamer EZILE
HEIRFIZEERS, 7 gst_read EBHER.
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2. THBEM VDA ICA X,

3. ER—&u L, BETUTH<SUER VDA £i&:

<ICAClient Installation Folder>/Citrix/ICAClient/wfica <ICA file
path>/vda.1ica.
<!--NeedCopy—-->

gst_read.log XHRBERANZ GStreamer ESH gst_read BEEMA,

GStreamer ZiEHE
EEE GStreamer MEZRIEEQIEAILFREE, BERITUTIRE:
1. QIB— XK EESRSUY, fla0: gstIntPipes,

2. TFRiEHSE GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, T EIERR
XUEHITERE GStreamer iIE,

3. THEXM VDA ICA X,

4. ER—KiRL, BTUTH<LLURE VDA &iF:

<ICAClient Installation Folder>/Citrix/ICAClient/wfica <ICA file
path>/vda.1ica
<!--NeedCopy-->

5. ZBR gstIntPipes BARXMH, GStreamer NEEFHNEMRESETELER— IR, Eit, ErILUE
EOREENMEEE, TER—ARXATA:

6. RESXHLARFUTEEENTNNRT. FI90, Graphviz, TEZIEREENRSHIRE):

EEEAINE:

BB AT
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ERAFENREEREAEMTER, FAREHIZREE, %% Openimage in new tab (E3m&m-&
TATRERE), ARRETEREBN NS,

W EEFR, BTN EETERERE GstCapsFilter ;t&EM GstVaapiEncodeH264 jT&R. XLETHREMKRE T 78
AHE. BXREFEMER, FEHR X,

AL
23 BT

£ Windows RIFHR B HE N FHERN, EEASHEERERYEEH, wiclientini FERTRSBIEFIHANTE
EREE. KEEMRSBEMNABEFEIT. BRARSH-FFAERTEER, BEARSSE- SR EATEE R,

BRIBEAZBHEIR

HRIB R MMERE, ERRERRIRTREN . bk Firefox #1 Chrome 4b, ATREREXH AN K2R HTARE A B
EEIELAHBHNER EEElad8EZNE L NERARZRRN, MNBIRBRTERE ICA X,

FFE NS

NRERRE Web B 2ETBRIRR, ETEIETT setupwfc #l, RERELTE BROWSER, LUEEFREN KN4
IR BT,

Firefox i

7z Firefox PEERERLAREFE, WRNEEEMLE, BF=iXEA ICA &,

Firefox &#y ICA f&f

7z Firefox PEAT ICA MG, KREMNAREFRIEREREN. EXMERT, BE=AEMA ICA FHft.

ECEHIR

MRENERFBEENER, JREIEIUTHR
E_MISSING_INI_SECTION - ¥iFAREX 2.7, BLEXHH “.7 BHEK.
EEXEFEREHRNES .

© 1999-2022 Citrix Systems, Inc. All rights reserved. 177


https://gstreamer.freedesktop.org/documentation/tutorials/basic/media-formats-and-pad-capabilities.html?gi-language=c
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html

BT Linux & Citrix Workspace [ Bi2F

E_MISSING_INI_ENTRY - AR EX .7, “.7 BOPBMABERE “.7
REXHEFEREERIEHRT,

E_INI_VENDOR_RANGE - iFFR& S 2.7, BB X RSFMIETE “..” T
EREXHHH X RSB[BEIHESEHIF. ES5 Citrix B R

wfclient.ini F2EiR

Rk ERRLE wiclient.ini, TATRES I T iR,

E_CANNOT_WRITE_FILE - A NS¢ ..

RIFERSUEER i, FIEHETE.,

E_CANNOT_WRITE_FILE - &I 4! ...

SR SR AT i 5

E_PNAGENT_FILE_UNREADABLE - %;%3%E Citrix Virtual Apps ¢ff “..”: TR HHE R
— EE —

Toi%iEEY Citrix Virtual Apps Sci .7 RUR#EEL,

TER BT EEmMEERIFRER, BizFBNMA Citrix Virtual Apps and Desktops g Citrix DaaS XA
o BEEEXRPEFNARFRFURFERANRRYIR, AEERRXISNZRR. NRBIRDAFE:

s WEREERRBETNEY
o MEEFRHBBFRS A Citrix Virtual Apps and Desktops 5% Citrix DaaS X4,

PAC X {45812
INREMBEERANEBNRE (PAC) XHEERERE, NaREUTHIR.
RIEBIMEM: BrhEcE URL RIEM.

XL B FRIEE ML E F 2 URL 288, BRKEA http:// fl https://, AZIHEMER, B TR AEN
B9 URL KEHE I,

RIERMEM: .PAC {2 HTTP TR EREK K,

RERTRRWANT HRNIFZ, NRZ, BEEMIHERL. SN, RSB[AIEIXA. HEER.
RIBIEMEKN: JPAC Bz HTTP THEM: AR,

ARS3 88 EARTFIEFMIERAY PAC XX, BTERS 2 LB M, HEEHMEEN K.

ARIZLMKM: PAC i1 HTTP KK,

T# PAC XHHRERRK, FERERHER.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 178


http://
https://

BT Linux & Citrix Workspace [ Bi2F

RERNERK: BoECEMENT,

PAC X A=, BEERSE LB Y, HESHEENR

RIBRMEM: F32#F JavaScript,

B/l PAC AJ3ITXH S pac.js XA, E#Re Citrix Workspace FBER.
RIBR MK JavaScript iR,

PAC Xt & TXH JavaScript, 1E1EARS 3 L1EE PAC X, BiESEER,
RIBRMEI: RIBETHEEE AL R R ER.

MRS BN ENMER RN ER. BERSHR LBEIXH, RESHIEERNK

Hth
EZAE

A B E 2 &K ML T ia) s

KA
ETRRSB[BIESEHT Citrix Workspace R BREFXHRIE, BER wiica 1BF. IEFEREIRERSSMNKILE

mELRHITIESR.

BiE syslog RAICRILER, EREN 6 B9 SyslogThreshold FINZIEE X489 [WFClient] #9th, HIgEE
BR#hEEHN LOG_INFO RESHEEBEIERUEE. SyslogThreshold B92iAER 4 (=LOG_WARNING),

B, BRE wfica, EIEHEB X ENIFHEEIR, HIGERN 6 8 PrintLogThreshold #0% [WFClient] 2643
PrintLogThreshold #9#tiA{E7 0 (<LOG_EMERG).

EXBEREERMNFAES, BEBRETICE, BX syslog BEMFMES, ESH syslog BB,

EEXMHRE

wfclient.ini FHEN KB EBLIE All_Regions.ini FEXNNMEER, XFZIEBEFEEN. s+, wiclient.ini X
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] #5 HE N5 B &L MTE canonicalization.ini RE IR A&
B, ZIRBEAHEN. BXFMER, 555 SICAROOT/config B R # All_Regions.ini #1 canonicalization.ini
Xf4o

BREHNAER

MRBTHESTHONERGHNAREFERREA, WS ZEOREMNBREFHER, ZNBEFATEERK
(RRETHREENATNAEFES), EIEERT, FRERSHEMNARFIRNSE T ZHRTHO, HER
BEMEZHITIRONNBEFEERHRRERIZEO,
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ERRRIIRE, FEEERIERITRONNARER. T UUCP EX8iE, NAEFREEEURSEREEE —ME
X, XLEHEXHENUEIUR T ERNRERSR.

&z Citrix Workspace S B2

3R Citrix Workspace i BEEFRER, HETR “BRAFINBEFRIAXE R ZXHELE B8, FRAISEERE
HaE XIFIEEE ICAROOT anR % Citrix Workspace AR R ETIERIAMIE, MHMGBELTE, BRI
7, Citrix BT TFigEZ—:
+ % ICAROOT EXAREER
ERERTERENXT ICAROOT HFRLE, BERHXMLIRRIERSN Citrix Workspace NA#ERF. MRNHE
TZEIRHEE, WeseREMRENX ICAROOT IR E,
« % Citrix Workspace MAEFEMREIBIAMULE. BXRE Citrix Workspace L ARZFHFMAREE, &
BRLEMNEE,
snRSeHiE Citrix Workspace AR RERIRIMIE , BEEMRLERIMIFR /opt/Citrix/ICACLient
o $SHOME/ICAClient/platform B,

Citrix CryptoKit (Lai#7} SSLSDK)

EEHREEEIEITH Citrix CryptoKit (LLgi#575 SSLSDK) = OpenSSL MkAS, AILUERAM TH<:
strings libctxssl.so | grep ”Citrix SSLSDK”

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTiba<

BERESN

NREOERREAERNRBASRMBANINGE, EHNRASTERENEEM, 530, KDE §OEEEMEA Ctrli+Shift+F1
2 Ctrl+Shift+F4 WRASTERE 13 2 16 Z[ETHE, MBBFLRE, BFERUATRRSR:

o B FNERIRIEIUE— A HIBA ST RIRS S mEA S, FlI, EERIEEXT, I Ctrl+Shift+F1 srgd
FIARSS BRIHRAS AltHF1, BRSNS HEEAEREHIBAS, EEH SHOME/.ICAClient/wfclient.ini
B [WFClient] oMU TRE: HgESIEAMEAS Alt+Crl+F1 BRg 3] Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift B2k} Hotkey1Shift=Alt+Ctrl,

s BRINEEEABAMERECEELAZIIRS R, XERASFTERMLE, ERBEEEER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] &4 &, ¥ TransparentKeyPassthrough i& & # Re-
mote,

- ENMREEROEESS, FEELFERRINREAS,

T2 Croatian 242

T 2ATH R ASCI FHEMRLXFIAS Croatian BEHRFBHBTIZEML
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1. TEMEREEX A WFClient #8535, & UseEUKSforASCII i&E% True,
2. ¥ UseEUKS €& % 2,

HiERE
ERENHIBRENGER, FEH wiclient.ini BEXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &
ERECEY ABNT2 REHER, EEH wiclient.ini BREXXHHHUTEE:

KeyboardLayout=Brazilian (ABNT2)

AR

SNSRI FRRLRRETAIZIT, EM SICAROOT/config/module.ini BFIRPERRABE MRS 2376/F0

Windows Media Player

Citrix Workspace [ 2 A 8878 H GStreamer #&ifF, TARBIERIER. LRAMEBEERSBRS[IERHEM
K. BNEANEERANEGSBRMBHEFEE— MMt LREEE2REQNE, HESSBRSRLHM
—MMEIRIIEIE, 8~ Windows Media Player ZE BB X #HER R, ERIFPERMHFEEEN, EX Citrix
Workspace MARZFIELZIER. Fit, RSBVBBEREMEXSRMEGEREST,

EOHBERT, REMEISTEE Windows Media Player F#&siaisn, ERMAZIE LGS, HFETAERE
o

E# R BRILHIRIEE, HERRERRNZIEPBBENY, FHITUTERE:

1. I B E B X “SpeedScreenMMAVerbose=0n” #iNZl SHome/.ICAClient/wfclient.ini (261) &9
[WFClient] &84

2. BEEMLHBHNBBRSEN B wlica,
3. BRSEEI I ERIRAIS,

4, iBF (ERRHHT) SHRAEERERXEBN MIME 228, fiE2RMAZZHERERHN MIME 28 (a0
“video/x-h264..),

5. 418 SICAROOT/config/MediaStreamingConfig.tbl, B &IZRH MIME £EK1TH, % “” 5 MIME
KEZEEN “?77 WIRBRAZETN.

6. W3 RILHRERNWEMBEAEREE (ER) FB2-5
7. ¥&2Em MediaStreamingConfig.tbl £ & 21 %% 7 HEH—4 GStreamer f&HRIE it &,
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} =r

AR

WEILIFEIRA MIME £ 5%% GStreamer &1 THERD.

BITHORE

BREE—HETHOD, EE SICAROOT/config/module.ini BBEXHHhFIMUTERE:
LastComPortNum=1

ComPortl=device

BRE™ I HZMNETEHO, 3B SICAROOT/config/module.ini BEX#HHRINUTEE:
LastComPortNum=2

ComPort1=devicel

ComPort2=device2

HiR

REYIE T ERER Citrix Workspace [z Ri2 AT Al g H I B ELAth 5 DL S& iR H B

HIEEIR. BiRAEEA 11 (E_MISSING_INI_SECTION), iE&AAx 14, EFEEH.
MEs247iE1T Citrix Workspace RZFAIE2FFEY, LLEEIRIBEBEWKETE appsrv.ini XHARRLE S SITHIEERIR A,
E_BAD_OPTION - %171 .. T,

WL BB

E_BAD_ARG - J£11 “..” EELMBE: ..o

JEI L. RRE T BRE .

E_INI_KEY_SYNTAX - &$f “..” (fEEE X “..” F) T

BREXMHFH X RSHBHEBEISERF, BEIEZ—MCEX M.

E_INI_KEY_SYNTAX - & “..”(EE&EXH “..” B) T

FREXHFR X RSHBHEBEIERF, BEIE—MECEXH.
E_SERVER_NAMELOOKUP_FAILURE - £ % &% 5IARSE 28 .0

TERITARSS 28 A,

TEEN—NRE N oovo BB AR HEI AR A EHE L,
MERSFEHRERDEIIIRAE, WREMEE, BEFUELE, HFERRTIEIRE SRR
RS BERCHA. BEMEEHER. UTXHAIRRERKE: ...
ENEEHERIRTICEIRE BRI,
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snR7EREA Citrix Workspace M ARRFHERIAM, FJERERRAZENIIRMZIES, WESTHEILENE
ISR A R (B B SRE B ixinl,

FREXS Citrix Workspace MREFEXNIZHESR:
1. EREBRH, 8A util/lurdump, BIVEERIFLFITARSH UK (0EFEE) HILRMBHRITIER,

R RBER— B S FMSMERNX Y, HPaERAFFAES. Citrix Workspace ARFHEEX 4R
BUKRERFEENE,

2. BxXfrkiEss Citrix AL ZA], BREXHHESEENEER.

x5 HIRADERH TSR

BAEUEREEROERREDNEE, - M EEERNEFNRHIR, BIZIR, BAMEERAILL
IR E RS A RN ERH I THEIS I H BRI, EEEPOR, BRAUBSUTAAERER:

o XA AERF.

o AHERIE WPBRERIEH XTI ANNEERF.

o NZEREIASE. P BREFXATMITANNBEFNER TEA SRS [OEEERE (FIERSHREE
FTERTFFERER XHN BIER) o

o ERERGRITRE.

SDK #1 API

April 13,2022

Citrix E#&E SDK
Citrix EEIABEIEF X TEE (SDK) i3 AEA ICA XN EMEDIBERS RS SR IEN AIEFNE P HIEEIER.

BRS2sim B INEE N BFEF AT Citrix Virtual Apps and Desktops g Citrix DaaS (LLgi#FA Citrix Virtual Apps
and Desktops k%) ARSES k.

MRBHEMEBFHTERS EMEDIER, BHAR Citrix RAZR.
REiNiEE SDK 12

« 1£ Citrix Bz5528 AP| SDK (WFAPI SDK) s 5 EHNiBIETHAELE & 6 R IR T 2 @B /Y Citrix ERINIRENIZR
R 2R 420 (Virtual Driver Application Programming Interface, VDAPI), VDAPI {2 {892 iA3E
BRRHENT RS BPNBENEE,

o ARETRRERANZ D ENNBEERFIEFNERIRRI,
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« EINEE SDK FE WFAPI SDK 7 E4R B EEHAiBIE RYAR 55 88 o

BXRIFMER, B0 Citrix Virtual Channel SDK for Citrix Workspace M AE#E for Linux (E@EERT Linux
#9 Citrix Workspace [ZFA#2F#Y Citrix E#i&i& SDK).

H917317

BEXRSITBENSHRNEER, 158 Citrix Workspace app for Linux Command Reference (BT Linux &y
Citrix Workspace MAEFHLEE),

a1t SDK

YEREAT Linux B Citrix Workspace [z A#2F#) HDX SoC itkIs—E853, FEA15INT “F&htk SDK”.
It SDK 2R BB QIFIMEMBBIRARA. K104, SHRIRENESRSA.

FRABRTUERT &K SDK RIZBSET Linux B9ig&8IMEE, It SDK iFF . AR A Citrix Workspace A
2R ICA 51Z4AH (wfica) BIBEHY B, 1BHRIFARTHZEMER, wfica BEIAmExXLE,

XL AT LUBIE /5 A A R IIRESR A BV EM AL Linux & HIMERE:

o RN AFAHSIEERGH JPEG 1 H.264 $URRIINERARR
o EHBATLAIERGNRENSE

o BEEHIERGIELRSHIRIES TR

o AFRXZHE X1 NIRERFIFRREE S HNB R RARS

BXER, ESH Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux B Citrix
Workspace RB#2R - F& it SDK).

ICAIRESE

February 11,2022

ICAIEBSEXHRAEMRIGEM ICA XHIREYIR, AFEERRABENX Citrix Workspace ZBIEFMNITA. &F
ATLUERA ICA 8BS E3T Citrix Workspace R B2 FHR BT #THIEHR.

ICAigES% (PDF T%)
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