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2112 FRVFTIEIHAE
ST R

Wai, Citrix Workspace RAERFRET—MEENT, HAGSXANBEERER, Bit, R¥ERIARNGLE,

EARRAF, ATHESREXAINERABRE, FHlt, EETUBMMEXAPREARNUE, BRIANERT, I
BEA TR

NEFM:
* IR .ICAClient BEFETHAIAFNEN4EH:
iR ALL_Regions.ini Xff
xE,
BRY AL1L_Regions.ini X, & [EPLEE\Thinwire EIfZ] 285 8RE RN TIT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=

R . ICACLient XHFEAREHE, SR Citrix Workspace MBIEFH TR, EXMBERT, BREINEENE
INRE,
ERMALThEE, BRITUATIRIE:
1. &#1% SHOME/.ICAClient/wfclient.ini BB&EXfH,
2. 3| [Thinwire3.0] ZoHEBUTEE:
InvertCursorEnabled=True
AR

% Citrix Studio YA MRRAEIDEEH 1T EE RN EIRB N T ERRRIDRN, XITFaRE,

BENENEH

ERAPEHIRRMY (UDP) S5iftiaet, BiENSMMERIMUERET. BXFHER, ESRBIEN ST,
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} =r

AR
I IEeRThHEEEE VDA 2112 s E S ik,

B 1z Citrix Workspace R FA#2F LEABENEMALE UDP EMIER, BRSNS HEA UDP S5
3o

XFENEMRE RARTLIR)

BZ<hRZAE2, Citrix Workspace MAREFBERIETETRFEABNAMEIMSERERZM, tih, TRHEISESFM
HDMI &57i& & HIBI#EBD A 2 5.

RINBERT, I TFERRARS. ERAIINEE, B7 module.ini X#Hi§ AudioRedirectionV4 BEIRE
HTrue,

BXFMES, BFERE,
AR

HZhRZAEE, module. ini XFHH VdcamVersion4Support BiEEERE I AudioRedirectionVv4

o

i#@id Citrix Gateway %4 UDP &4 (BARFLIAR)

fEashiasm, Citrix Workspace MA#EF XA T UDP SMMEIRIRMEHER 2 (DTLS) thil. Hit, &EaILLE
it Citrix Gateway fial UDP E5fi.

@i Citrix Gateway ;B UDP &4, iBHITIATIRIE:
1. B3l <ICAROOT>/config XHHHITH module. ini XK.
2. %3 [WFClient] 8o HI&BUTRE:!
EnableUDPThroughGateway=True
3. #%%| [clientAudio] R HIEBIUTEE:
EnableUDPAudio=True
BEXFAER, BESREMXEHHEA UDP S5,
AR

NEER StoreFront default.ica B2&, £ [Application] #9518 EH EnableUDPThroughGateway
BT E module. ini XEHIRENE, B, EREEMEB module. ini X7 [clientAudio] #B4H
% E EnableUDPAudio &, HBEHEMEL TS TE StoreFront default.ica LB IR BEHIE,
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BRE R IFHVIEIRTHEE
pES =
It isRIThAE EiEiE A T Citrix Workspace N AB12F,
fEAhRAH, Citrix Workspace M BEFZHHERTEE-FiR-E23nENREN B INEE.
BANEHERN, SR RESERSHNEFFPHEPIONEEEFR, ATURENENEEIAZ N EEFR, FEENEIFREXLE
BEE+.
WEEM:
£ Linux &Pk &% Libpcscd B
FE:
BINERT, LERERSRETEASZH Linux XITRRNRTHAH, B2, EaiEREERL Linux Z1TRIE
HARRA %% Tibpescd B, %l Ubuntu 1604,
SRR IIGIRINEE, EMITIATRE:

1. M3l <ICAROOT>/config/module.ini Xk,
2. #% SmartCard &%,
3. i&& DriverName= VDSCARDV.DLL,

Microsoft Teams i1k AIIL3RIHAE
AR
LU IhEERTE Microsoft Teams #EHThAEE #HERI B, Microsoft Btk E#HE, EallEFH CTX253754 1L
RENEEHRAM AL,
+ £ Microsoft Teams iERiF4IX

EARkAF, 25EEEEHZREN, EaLE Microsoft Teams i@IFHAIEEREHIN, REXHNG, &7
D HERBHATIER. HBEMEN,

ERFIHZRBMEE, FRE Microsoft Teams REMIMIERIZHIN, HERENRNSE5ETUATFH
ELEHIER,

REESNNG, EAUNHERSEHITER. REMEMENR. ThE, SERBIEHIN.

PRI :
ERH AP 5= EIE1THZAN Microsoft Teams SEZ F ik LR AP ZBM R3S B iERRIE, IERIEFIN
ERAR A, BRGZE: AP AN LEREUGERIZHIBGED,

+ %# Dynamic e911

fEashiasH, Citrix Workspace M ARF oA E2MMU, £ Microsoft BiZER. BEREENEIERA
FRERRY, BIRMT LURIhEE:

- ECEMRBEIFY
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- BAIR2AR

RAEBEMNKIERR S EE1TH Citrix Workspace M BREFH L FIME, mIE VDA Liz1T8 Microsoft
Teams ZF i

Ray Baum B9 ERR 911 EUENAHABM BEFEIHENMARL 2N E R (PSAP), BEAT Linux i
Citrix Workspace M BER 2112 2, /A HDX 89 Microsoft Teams £ EM Ray Baum B9i%2, BXFF
LEINEE, BRFIHIIRIERARITHRAMXNEE LLDP B,

2111 AYERIEThEE
HERETHAERY Workspace (FARFIYAR)

Zshias#y Citrix Workspace REF#1T T 1k, UIERMITFIA Workspace EaEThaE, BXIFAER, BESH
Workspace Intelligence Features - Microapps (Workspace £28ETh8E - ) o

BIRSIE T a8
LARD, ig@& B EMRSAERS 2 VDA BB XN 2o
FEARhRAES, KETRRSEE VDA HEMIKESIE TS,

ZHFBEEX Web MABE (KATKER)

TElthRZA A, e LG&Eid Citrix Workspace M BREFISIASTHANNEE X Web MA®E.

EfEALLINEE, BERUIKIEBEN Web RAREFRMNE Global App Configuration Service # s iFiAia189
URL 7%k, 7m0 URL /5, mILLTE Citrix Workspace FZBAEFHRINM S RETIRHEBEX Web MARE URL,
BHENX Web M AREEEEAN Workspace M AREFEOHRITH.

BEXNRLAFRE Web MAREIE URL Bi¥4ES, 20 Global App Configuration Service,
EMiREENX Web ZAEE, BHREKF > RMBMBREK, , EFEEX Web AEE URL, AEREHMHIBR.

ERARESEE, BMFE AuthManConfig. xml XHEFBERBEEX Web MAEK. EXBFAEE, B2REENX
Web N RE®EE,

AR

SR EENX Web MAEEFEA AuthManConfig. xml X#%IHA) URL, ATUEENBENX Web R
AER AuthManConfig. xml SXHERIMAEH URL,

EAT 64 IBIMERGENNEER (FRATLR)

kAR F T A 32 N R B MERENBBAIEREMBE M ZRAESINTIHERT 64 MINABEFINER
BHNEERNZF. BXFAER, BSRNEEE.
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BRERFIOIE3RTNAE (RARTAREAR)

EARRAH, Citrix Workspace M F2F X IHEA T EREFIRRBAENERI ARG,

BANEREEREY, BEREFRFRIERSB[NZTARPRNEEEFR. ATURNEMERIAS M EE+R, HERNBIFREXE
Bae+o

ZECEILLINEE, BHRITUATRE:

1. M3l <ICAROOT>/config/module.ini Xk,
2. 3 SmartCard %%,
3. i&& DriverName= VDSCARDV2.DLL,

Microsoft Teams 1%38IhaE

o Jllvm-12 I T FHBREIN: FARAEF, I 1lvm-12 FINT7T—1EA Libunwind-12 library #
ME&HTL, B2, BRAMERT, ZEBMERBEEERAEE, EFEEPFHRE Libunwind-12
library., *%% libunwind-12 library B¥4MEE, i&8@ Microsoft Teams i1k

o CIFEHERR. Bohigmntl. REMHIEERIEEINEE: R Microsoft Teams BB 7 B ohig s ixHIFR F 0
%I, Citrix EE MY Microsoft Teams $EBEENE, TN, RIAMERT, XEETRFEARS. B2,
BINERT, EFEHEMREIATERRS, BX#MAER, E2H Microsoft Teams ik,

2109 havFEINEE
2GR FEMIESRTINAE

Wi, BA HDX Broadcast 2iERI M INEEE, NRSERGHNARER ZBMNEREI P, EMRISEEIIZN
BEFNEO.

TEUbhRAR, ERINAERIETEMEARREIRELENZEL. [EEORKE, HFEETBSEETHITTIREME
B 2 AIBRIRESE,

AR

3% Citrix Virtual Desktops Z#FittIhEE,

HEICRAVIERINEE

Wal, ZABRATFE Citrix Workspace ARFHIREREXHNITE, BEXHIBEFRRHXGRF, EUAF
EIMA RIS KU B EX o

BHitthrZi&2, Citrix Workspace R 2F3INT collectlog.py T&, EaILERZTAMREINXGEHURERE
X, ARG SITEITILEIR, ERNBAEXGNESEE. ATUMEHARS R TR ZEENEEXH. BXIFH
; Sy .lﬁglﬂ E:\t_.:\-l«a%o
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tTheEEiEIER T Citrix Workspace R ABER.

ARSSESNE BRI R AR EM IR T XHERS IR MEVANG A BMER&RE. TIEDRSHSTTRIRNA, BFRERLL
BEEENNBEFHRE,

B %1 Citrix Workspace AREFHZ RS ELSMENERNER, BERAAER,
% Citrix Workspace NWAREFRERZSELMNESR, BBRARTERSES .
BXiFMER, 587 Citrix Workspace XS RIAR S EL 4R D

H1EIEAT Google Chrome (4 Citrix Workspace Web 1 B {RIFIRS EL N ZIF

SHEIEATF Google Chrome ) Citrix Workspace Web ¥ B RIFIRSIEL M L FHIREE AR R ARFIR
i, BJLFEIEATF Linux 2109 1 Citrix Workspace B2 ERIERF Google Chrome # Workspace Web
'RB. It B7E Google Chrome Web A& EFRH, Workspace N AR ER NI K3 BHATIE S EN M
5 Citrix Workspace Web i Bi&f=. @EBY, Workspace M AiEFH Workspace Web ¥ B=fEFA Workspace
BRI Y B R P RS TE R ER Rl M HN AR RN RE. BXFAER, FSHARS ELE

BiEN S5

EAEENSZMEY, BEEFohE VDA LREFMRERK, BEENSMAMMFIRIRE, FERINNSMESEE
o, URESENAFPAER, BENSMRIANTBRRE, BXFEHAEE, BBREENE .
AE:

MRS ARERFRE UDP 503, Mt VDA EERBEEN M, UAWELIRE UDP ST,

SITARSIELS MR Storebrowse 1E38IH4E

LART, {RTEER BBIARS i 1 1TIE 156, Workspace EEMRANGFSRERESS ENTAXGRT. A,
£/ Storebrowse B AREFNSERIEN, FAXIFRSEL M. KERE=FAEZF HHENEHER
Storebrowse ##%) Workspace &, #EEERENBARSELEINEE,

BibhRZEE, YiEthER Storebrowse #17i%1%8S, Workspace EEHAX GRS TERSHE ENTRAX GRS,
LInBE BB F B =H B R P IR EBE7E Workspace BB tBAEAIRI E,

AR

o IHIERINBENAEREEFBA T RSESMNAI A, BXEMER, E2I Citrix Workspace XASHHIES
BiRSESMEE .
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o IR BE SICAROOT/config/AuthManConfig.xml X /H 3% AuthManLiteEnabled H{&
WEA True, MILLIGRINEERAIA, FIAMBERT, WERERN False,

Global App Config Service (AHBFZARTKIR)

ERFMBERT Citrix Workspace # Global App Configuration Service, Citrix &2 58653810 £ HEERHAR
1Rt Workspace g% URL,

ERBEEH, BHAME AuthManConfig. xml X R B B Itk Th gk, = At E SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

B% Workspace iz URL igEMi¥4H= S, B2 Global App Configuration Service 344,

AR

iBEAT Linux 89 Citrix Workspace Rz i2FE X fER Global App Configuration Service 21 Workspace
AR URL.

Enlightened Data Transport (EDT) MTU %3

Citrix Workspace M BEFIEX# Enlightened Data Transport (EDT) epIRAfEH RN (MTU) %M. T2
57 EDT i oI SEMEMER M, FIRHS0HME P KK,
BxRFMER, 52017 Citrix Virtual Apps and Desktops xx#4eh#9 EDT MTU ZBEB53

EMBIERPERZEEX AR REFITH

fElthRaAsH, Citrix Workspace MR SINT —MNER, 1Z:EW A AT EMLER PN AP REF R RHITIRM
EIERARR, RIBLAFNEFRRIER, GRILUREMABEENSLIERK, HWINEERITFEUEZRE IR ENMLE
EK,

AR

LteIhEETE Citrix Workspace NBRZFHEEPERZ 1, 1thih, x86. x64 Ml armhf b 2FXIFHE,

BEXFAER, BEREMSIERFEIZEEXAARE,

hEEAR S B IR

NREFIRFEHRM Citrix Workspace A2 HELR, A7 UTE Citrix Workspace ZREF ISR
MMEITHAEE, BIEIZINAEE RMINMILL. Ak, WIVEERIREREURE A LaunchDarkly WE=5RS. BXH

%’\'@

|-u
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EEREANTEREZ T LaunchDarkly, FRIEEEE THELEHIERENHAIEHIAIE, EXFERT, EIREER
ER@EEE URL 5 P ik E A5 LaunchDarkly B,

ﬁ*ﬁémfm Sy ]ﬁ%lﬁjlﬂ *l\ SE IEO

2108 FEYFIEThEE
[z P2 7 (R4

M RREF RPN ET2EER.

N AR FFRIP AR B R IEIE A IR AR S5 88 L REMIINF A, b7z E Citrix Virtual Desktops ¥FaliE. BXiFa
BFAEE, 5807 Citrix Virtual Apps and Desktops X#4HBIECE RS-

AR RPN AEFNSERIE, FERINCTERRS. B2, &®ME AuthManConfig. xml Xff
FRECEZIIRE, 7 REXT B PRI EIREEA B BIARS R R E B A% ThRe.

BZARANE, EAILE Mozilla Firefox izfTHAIEIM Citrix Workspace R Bi2F B2 RIPHE R,
BXFAER, BERANEEFRF.

BIMECEE5RINAE

LIAT, module.ini X&HH VdcamVersion4Support BEMEIABEIREN True, E4kAEd, RIAMERE
7 False, EItk, RERN Citrix HDX Audio HZUASINEEERIETET. RN BENZEEREEREN
True BARAREMB/H MBS IR,

ZRAMThEE, ERITUTIRE:
1. SME \<ICAROOT\>/config/ X#&FHITH module. ini X,
2. %E clientaudio HHHFMUTEE:
VdcamVersion4Support=True

3. ENRHBSEUEEREN.

2106 HAYETIZThRE

BERAFNERRNBSEEH (BCR) 89 Chromium # A 1E2%2 (CEF)

HF CEF NN BNBREEAMEERSRIEM. HANER TRAIZME.
AR
armhf EERZFHILINAE,

BXFAER, ESHAEBEAET CEF 89 BCR,
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BRI E T 28

R ENEMRSIMERRE Citrix SERIEBHNXIEH,
AR
AR552% VDA BB MR SIERIT AR B Ro

BXFAER, FERABMRSIERS,.

ItkThBETE Citrix Workspace [ RZEFE B AT AR SRR 3,

RS ESNMERRSRAREMIRLD T XERS TS RAVAG T AMER&E. TIESRSHSITRRNE, BRE#RELL
BEEENNBEFHRE,

B %1 Citrix Workspace L AEFHP L RIRSELAMNERNES, BERAREZR,
B Citrix Workspace M Ri2F RERSIESMNER, BERTERSELL,

BXFMER, B5R Citrix Workspace XS RIAR S IELL ISR

N FRAEFFRIFIESRINAE SLI0METIRE
al, BMEREHBATNARFRIPIIE, BHINIEERSENEMRSBNEERFR R,

BAhRAsiE, Citrix Workspace REAFESINT —MAI, ZEM AV ERN A S B IIEE R RN BBRSEHRE
HHERE R BEICRN R FREHERINEE,

BEXFAEER, BEANAEFRF.

BP R mgsRIhEe
LUET, I&BFBAILUM Desktop Viewer B EETHET L E,

BARER, REXRPRSEMRSEGH—LEER, WE, RPEMEHH, UESZEH Citrix Workspace BIFMIER
F—3, IIZRINAERHREMZ TR 4K,
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Acc&ﬁnt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AE:
ZINERT, IR ERREHH Citrix Workspace MABEF R 2106 Frigfit,

SR AN, ERITATRE:

SMEl SICAROOT /config/AuthManConfig.xml #i§ WebUISettings WEIREN false,

Microsoft Teams 1Z38IhAE
o LFI, PERBHZN, RMABRBHTERBNMEENEETFRERE,

FUbhRAER, FERENMEBTIREENBRERER, AIER VDARETATFREXZNEMRR, &
ENETHRERER—NMBESK, EEFEARBHNER K ERTRFFENEF.

EXRERAT, ERIUMBERBREE— T RERHITHE, Desktop Viewer BEEORR (RAK. FFEHK
RIME) B, BREAEREL,

o IE, EEURREREREEEMEEO,

SAnElI \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStreamHelE®& I NetworkPreference
(REG_DWORD) H93F A &RIA,

RIEREEFEUTEZ—:

1- BIKH

2 - Wi-Fi

3 - FHMLL
4-VPN

5 - IR[g]

6 - £

BUIMERT, WebRTC #4554 A FAM RERH,
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2104 havFTIEINAE
Red Hat Package Manager (RPM) MM AIEFRIPZIF L1 ThEe

RPM Rs#9 Citrix Workspace [z 2 EL7E 2 55 A2 R 1P
BXFAER, BFSRANBREFRI.

HDX Enlightened Data Transport i (EDT) Ayi&38I04E

ERHARRAS, MR HDXoverUDP I&EX Preferred, M@ EDT #ITHIEE IS AIEL UREH, HEIR
5 TCP,

MRBATEAEMNINE, WRSEHAMRER,. EREENEENT P KB EMERIREFHTHITEDT A
TCP, ItiEs2ThaerI4asa Bkl EDT BYpVERERTiEl, B2, FrRrIEM UDP FmAaTA, HELHER TCP,

BRINERT, EIREITCP 5, BENERREHSEIR 5 DHEI—R EDT,

Microsoft Teams i1t

FEARESF, FRABERT, OEERNELTERRS. HNENEFEERRERESNERNEITEE. BRNE
FAE#.

B E EEREER P s LR MR ERN SN,

ARSSELSNE (BRATARR)
pEI=

LEINEEE R AT AR IR E, Citrix BIREIREF=HFBEPERLLINEE B#ITEM, BERALT Podio R
Sign up: Service continuity Tech Preview for Citrix Workspace Gif: Bgs3iESE Citrix Workspace
AU AT AR) o

RS ESNE BRI RAREM IR T XHERS T MEVANG A BMER&RE. TIETRSHEITRIRME, BFRERILL
BEEEMNBEFHRHE,

BXFAER, 12 Citrix Workspace SRR S5 IE4L 14 25,

2103 aYFTEINEE
BEZETaRRME

FEXhRESF, BIUREFEZETRRRTREIER. HRARERERENETARN. BEGMTERPMERRENRLD
=i, MRS EF &R,

ERBEEH, BHBAE AuthManConfig.xml X B HILTh gk, S fnE SICAROOT/config/
AuthManConfig.xml FHRMUTEEUBBEEREMRBINEE:

© 1999-2022 Citrix Systems, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
https://podio.com/webforms/25148648/1854298
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html

BT Linux & Citrix Workspace M BiEF

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REEMILERERKRIS, 1 BN BREFERETHRRERRIER,

BXFAER, BEHEEZ EREFEHH.

SERELEE S EE

ERHRANEF RS, SERSZF 32 MEMEE,
EXMRAET, BRESEUEREPER 64 NMEMBE,

Microsoft Teams 1Z38IhAE

BIAERT, VPO SiémaEE s MEL T EARS.

2101 ARG ThEE

E P iRIREN2REET (CDM) 3E32TH4E

FELbhRA S, WEMSIIREHEREYARHAMIMNIL 2INEE,

W7E, EUARIERIE A EE LR SR IR ERHY I EIR Ao
ERIESRETIHELRINHEE, FEREFBRNRET. FHRENATZEIENBEE.

B, ERILUKESREIRIEN BRI,

Debian R4 G 215N BIEFHRIP LI0ETEE
Debian kz<#y Citrix Workspace M BiEFIEZ N AZFRP.
ERRRENAREFRRIPALG, BESE Citrix Workspace NABREFZHIMEIRIBITU TS

export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show dicaclient

* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->
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BRANENABERE, S50 > kPR FREFREREEBRSEOH, [RFLNX-3605]

Linux E&fitft SDK FEATF Citrix Workspace FZ#2RhRZs 1908, 1910 #1 1912, M Citrix Workspace
MAREFRERFaEHREwlica_for_plugins T#FHIXEFRSEIRZE, [RFLNX-4298]

&/ storebrowse &< FIMNAREIEN, ZNABEFAREREEIEN > kP ET+ L, BBRSAFRE
FEEmsITRSHILtRM, [RFLNX-3683]

ERiED, wfica TTRESERBTHNBARTEEHE (BCR) 89 Web i EESMNEH, MREE AllowMulti-
Stream (&I E AN True, NEHIILEZ, [CVADHELP-13168]
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« ENERFKER, YETRAEBAFARANIUERN, ZHREATNREANETERXANERRATEIEN.
[CVADHELP-13990]

s BAURSEXLIERBIETHD. AEXTLEONAKNHELEET O Z 6 JRES & B I k8 &
[CVADHELP-13458]

« MPNARABERHKERIER, RIFFHXAHEFED, SNZEOTESRE, [CVADHELP-14405]

1912 FEEERIRIH
« 7£ Ubuntul6.04x64 &1, Citrix Workspace M HEFEIRAISESE IR ERET S £, [RFLNX-3582]

o £ gst-playl.0 B gst-play WRFSHE [symlink] /&, .mp4 YA ATREsER AT ERERE
W, #EEESZM. [RFLNX-2429]

s NEBRIFEFERIRI2RE ICARIFEAN, BRAERKAEES, & Raspberry Pi OS L7
ArmHardFloat (armhf) i&& t &I tkia@, [RFLNX-3553]

o ERBEBRSHAFREN, EEME RN AT AR TR, libwebkitl @R B BRI,
#1% Debian 10 buster EFiis—#., [RFLNX-3596]

o YEMEMRFERF MIEE—1EHF) ZidEsn Citrix Workspace R BEFE, BBIRSHEFA REAEETLE
7. ERRBERUTHEIRER:

"Bind Error - address already in use. (48E$&i% - it BEERAT.)
[RFLNX-3601]

« 72 Ubuntu 18.04 X BSR4 F, YEEABHRSAFAPRERINAREFN, EOINNARERERZ N
“wfica_seamless” - MARENARERZGE, HILRENRERSRIANSEEIFERN GNOME, [RFLNX-
3650]

s HEIHAREREMABRKAERERN, T > WBXTEAZER— T FERNKRENBERFTIR.
[RFLNX-3458]

« XFBEBRSHEF ARG, BERUTHEIZES:
“free(): double free detected in cache 2 Aborted.” (free(): & tcache 2 MBI AR ELK LE,)
7£ Raspbian Buster OS Liz1789 ArmHardFloat (armhf) i&& & IR, [RFLNX-3578]

s BRS—FIRKIEE, MATTRREERT Linux B Citrix Workspace i A2F it \E 2R ARZFH
2, [CVADHELP-13742]

o TBRRAY USB IRehes ik mEt Sl CentOS 7.7 Z /% EA9 VDA, [CVADHELP-13422]

1910 FEEER

« EMAT Linux &9 Citrix Workspace MBRZFE&# T libcurl3 #1172, NALEER, KBS HEMER, XU
FERZRLE, [RFLNX-3487]
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« {#/ Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack 23 H.264 45
BIEIBRTRE TS AR TIHATE, [RFLNX-2892]

« EAEAT Linux B9 Citrix Workspace 27 1906 =t 1908 BY, HEZMAF FHE Workspace B,
ERTEAEARET. R, BETUTERRETR: BRUHRERN Workspace, [RFLNX-3519]

o USERIEEUSNEREN, TAEMARESHE%, [RFLNX-3248]

EAr)
2112 gyERNEER

« 1£ Citrix Workspace R B2 2112 /1, ERHE Microsoft Teams MSTEIERIT ML BEAET, Hmm
89 CPU # XTSRS,

fRRTTE ERRERETU TSRS

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

" UseDefaultCameraConfig":0 }

<!--NeedCopy-->

[HDX-36574]

« 7EfEA glibe 2.34 AEBMANRERKRRERA T AR RIFIHAEN Citrix Workspace 2R
&, BIERGSISEENBHIRARARSKYN. EMRERASIFRMATRE, BRITUTERIRE:

- ENRERERR. B2, BIIFAZHEER glibe 2.34 AESMANRERFTE AN BEREFRIP
Thggs

- BERERFNMEEN, ARERLXIHEZ Citrix Workspace A2,

- EYKHRERAHITIIE, HMABRIERSETMER rm -rf /etc/ld.so.preload Xff.
[RFLNX-8358]

o RRBAXAKE, XFEETARE. M Linux IR EVEERR, ENXRpR P HIITE>E, [CVADHELP-
16170]

« 2% Citrix Workspace R R1EF. HIIN AR EMBISEET, MEK%E Ubuntu 16.04 £%=% 1ibpcscd
E, RIEEORRELEET.
R E: AT FREZ—!
1. £ Linux PSR RE 1ibpesed E. fli, /M apt install libpcscd &% 7 Ubuntu
16.04 £%&% 1ibpcscd B

© 1999-2022 Citrix Systems, Inc. All rights reserved. 26



BT Linux & Citrix Workspace M BiEF

2. MBEFTERE libpcscd B, 3B /opt/Citrix/ICAClient/config/module.ini EEEX
5% VDSCARDV2 . DLL E#&# DriverName 9 VDSCARD . DLL [Ei%:

[=EEE]
DriverName=VDSCARD.DLL

[HDX-36574]

SHRRA BB RNIE) R
2111 FWEH AR
o WHkRIERZIHER TR FIRREEMEERNATIAE. [HDX-34582]
s BRCNABEEN, REAERERABE, [RFLNX-8337]
« 2idEah Citrix Workspace A2, BEIRSAF RETRELTEITH, HERUTHIZER:
BAREXKIES 2
EEi &Rk 2#0 Azure VM Debian 10 & ItkRE, [RFLNX-8336]

o 7EfEA glibc 2.34 REBRANIRERAFRER AT MNARFRIFIIEER Citrix Workspace R,
RIERGS I SEENRHD AR AIRESEA K. BMBRERASISRMHITRE, BFRITUTERIRE:

- ENRERERS. B2, BIFTZIFEER glibc 2.34 ESIRANIZIER S B AN BEFFIFIE.

- BERERFNMERN, REFEAKRKENZ Citrix Workspace M ABEF.

- BERMNRERAHTIIE, FMUEREALHMEE rm -rf /etc/1ld.so.preload X,
[RFLNX-8358]

2109 FHERBE

« 1% Citrix Workspace M BiZFR, AJRER=BEEMIBR SHOME/ . local/share/webkitgtk F#yHA
BEXM. BRSERFoIfbRXLEE ., [HDX-28187]

« £ DDC LEAT “&ixO” HEr8e, 2iXFEM Citrix Workspace R FREFBiSEE N AEF T ES KM,
[HDX-31016]

o ZIAFERAEEEINIIIBIISIFTESEK. EAT Linux 8 Citrix Workspace B2 2104 REShR
IR, RS EEFENSEEEIE. [CVADHELP-18402]

o EXFIHEEMEESER, ANXSREMERIRIE—R, Hlt, EFHENEMEEREAETTAEM
HA3E1T. [HDX-34114]

o XNETNRAEFESHENH#HESRS, wiica #ETESAN. Eit, NBAEFTESBRHFMNRREDEX.
[HDX-34701]

2108 FER B
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- BANBEFFRIPIIEN, REBRICRINGENER UIDialoglibWebKit3. so EMEMEIFEIERZEOR
RERNEEEA. [RFLNX-8027]

s MRERLBRSB/OETE (GSLB), FEERFNIE (TTL) IHERENATBERREFIHE 74 (DNS) MR,
itk, fEF WebView #4175 HIIERTRERKM, [RFLNX-3673]

2106 HRYERN RE

« EREARIEF, FHCEF-BCREEANERE, BEESTHENREE BCREMEL (w0 YouTube %),
BEESTREBIEMITANNARRF, LR BBARS G4 StoreBrowse BapEttHil. AR E:
ERERREIHMNAER, BREXETLAERE, ABEEEETRE, [RFLNX-7704]

s ERERIED, F/H CEF-BCREEANERG, BEEIFEBIHFRIFUE, inAEHE=AXFR CEF
HIBRHI S5, [RFLNX-7724]

s ZRAEFBEAS—NUAREFEE BCREME (HI3 YouTube %) BY, JNENEASHIMER &
[RFLNX-7730]

« £/ CEF-BCR ExEn@EE, *AEEAN Web @, HiREEhSEIRSEMIE, [RFLNX-7667]

+ £ Microsoft Teams =¥t R 4B IE A, SIMABEEBEIENRT 15 WAL EEE#HTT. BRNZE: &
module.ini X/, & VdcamVersion4Support BHigE N False, [HDX-29526]

2104 FHER R

o 72 VDA hRZs 1912 LTSR CU2 #, RiEFAJgExErFFERE. 7 Delivery Controller LERT MRS HI
thial@, fRRAERR VDA AEEINREs 2012 siEShRAs. [RFLNX-6960]

2103 FER B

s EOSTEBIESRERAZHIE, Microsoft Teams RIRER BB TR , BIFRIRERRIALE R, [CVADHELP-16918]

2101 FERBE

o KBYEHBBANSART , ZIMR(FLE, BEIIRENARLETTLEREIR I VdcamVersiond4Supporti&E R True BRI
TR, R 55 2@ TS VdcamVersion4Support i@ &R False REASE5HET, [RFLNX-6472]

+ 7£ Microsoft Teams &iX#Hia], HIRAIAEREHSNTRE. BEREF I LU, [RFLNX-6537]

BhE, Citrix Workspace M2 AT BE T E7E Microsoft Teams hEMENBIMSH, [RFLNX-6662]

o YT cefenablemediadevices IFEAT Microsoft Teams BY, ERXTERTHAER T1E. $ET
CEF 89 BCR 15885 Microsoft Teams EE& R & HILAE, [RFLNX-6689]

2012 gy xNiaER

o SIERALKIEHIFFFERER, HdxRtcEngine.exe #HIZAIgEREIMEH, [RFLNX-5885]
o SRBAXAKE, XFRETAEE, M Linux mRITEVEEN, ENRSIRPSHItR@, FXEBRS
%, EBRAIRALXE CTX272423 #1 CTX131504, [CVADHELP-16170]
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2010 FERBE

o TREXHEREREEXH. cHBEDSHIMIEB, [RFLNX-5596]
« 7£ Microsoft Teams /1, HBAFHNEREMIEE. SMEEFA2BENEBEABINIEE. [RFLNX-5652 ]

2009 Y E A a
o 3 ICA ThEERIBE TS A IE 1517, [RFLNX-4286]
+ 7£ Microsoft Teams FiETISMEIEH LZRENR, BEATESNIFARE. [RFLNX-4778]
o SRERERIEZEYIEAIESKK, [CVADHELP-15229]

2006 FHYERN R

« B, RIMETRKE Microsoft Teams SIS MBS RHIER, HAMEOBRMNTREETONSHILLR
Ao EHitt, ZTEFOFSKEIRITEMS. BRTEN, ER/IMNER L, BRGEAFEESRFNM L, AENE
MERLEEE, [RFLNX-4937]

o B8, RIEEFMEBIGEAK, BEIEH SD-WAN 89 TCP R%7 ICA (MSI) thiX R & —1Nis O BF 2 H L 7] &,
[RFLNX-4782]

2004 R ERN R

« &EATF Linux & Citrix Workspace M Bi2F EJ R R IRFIR LR EF. AL, RAEAZBERBHRIER
Ko

« 7z Citrix Workspace [ F#2F# SD-WAN EEAZH ICA (MS]) U Reh=iE, SIERIMRE. A

ETRUTHIRHES:
“5 VDA B .. ”
HIM L FIEMREZ R 27850 MSl, [RFLNX-4219]

« 2EBE IS CentOS 8.x. Fedora 29. 30 #1 31 K1TAR LR, fBRAZE: BESREMIAFOLNXE
CTX270926, [RFLNX-3114]

1912 FHIENIFR

o FAET CEFM BCREY, MIREEEM URL, BEESFREBEEEN. BRASFEN, SIE—RKEATR
HENIR LA IE F %R, [RFLNX-3871]

o EFERAET CEF 89 BCR BY, EaIsE 2B EIRT webcontainer #iZ2E/E L@, XN B ESSLHIET S H I
Lthia R, [RFLNX-3872]

- FABBRSHFAREN, ERMEIRNAETERIMATIME, H B Workspace ARFLEN LM, Ik
AR ITE Ubuntu 19.10 &47hRAH. [RFLNX-3720]

+ Citrix Workspace A4 1912 AL TIEXBEER.
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+ MBBENEEAFZHF Microsoft Teams, LhiEME—MIREI, EH Citrix AZFHEARTF Linux 89 Citrix
Workspace M ABi#EFHH Microsoft Teams itk [MTOP], [RFLNX-3674]

1910 FHIEXNAR

 FRERSEFAREN, BRNE RN LT AR I libwebkitl R#EGFRATANSHIN
i, #t# Debian 10 buster ® P if—#%, BARAER, WBRMATF install/path/lib BR+H
UlDialogLibWebKit.so %, [RFLNX-3596]

s AFHRRENEN, BT EBEERIZNAERE [zigE]. Citrix BIVEERSMRAH Citrix Workspace [z
FREF.

E=7HEHR

Citrix Workspace [z FA12FFI8E & 2 1RIBIA T XA R E X MR FHITIFRI M E =M

iEATF Linux 9 Citrix Workspace M FBiEF £ = AR
LM THEE

B, Citrix 2R#HRWMINE, (FRAFREFRHEE XA BETIENR SIS, Citrix TEZ SRR
MINEERMZRFERMG), EDRMHAHEXLEIRENRR, Citrix AIRESRIBRIGMN™EN. REMMNEEUN RIRNITEE
Fo Citrix RENFREWMThEE @ik, HERTEERN EEAREREX LI,

RAGERMFAM

January 14, 2022

R
K
Linux Riz:
o K7 2.6.29 HEEHRA
B

« &/ 55MB

o NREHE FRFFIRNEER, WHIHMEE 110 MB

+ 33 FfE A HDX MediaStream Flash EE @M H £ &% (system-on-a-chip, SoC) &%, ELFE 1GB
RAM,
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FEMAER:

256 B EARENTMER

e by

E:

glibexx 3.4.15 REEhRA
glibc 2.11.3 kEFRZS

gtk 2.20.1 SREBIRA

libcapl =k libcap2
libjson-c (FAFMEEL)
EATF x64 19 GCC4.8

EAF ARMHF #9 GCC 4.9
X115 X.0rg (R%# Wayland)
udev &

B4 Linux EZR54H (ALSA) libasound2
PulseAudio

BEIRS AR RE:

webkit2gtk 2.16.6 XFEF R4
libxml22.7.8

libxerces-c3.1

URARRDERE |

Speex
Vorbis w328 E

E7F Red Hat Package Manager (RPM) 99 £ Ek:

chkconfig

PR E R

IR i

TCP/IP

H.264 £k

fF x86 1&&:

IBBFHRREERN 1.6 GHz
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3+F HDX 3D Pro Ih&E:

o WIFRMRMEEN 2 GHz
o BEIMEERIRKEIZFBIAHIEE

3F ARM &%

o 7 H.264 255 HDX 3D Pro #FEZEEMREH H.264 #1525,

HDX MediaStream Flash E&[

B % HDX MediaStream Flash EEEMFAEER, ESFAFMIRFOXE CTX134786,

BWEESENREZAERARAHENLREERRRXERNER, UMARMIEURSTEEEXNEES.

EPxeRER (CEIP) ERER

e z1ib 1.2.3.3
o libtar 1.2 iESRZE
o libjson 7.6.1 XFESHRZA

HDX RealTime WM& RGN MIAELER
+ 5 Video4Linux #AMMLEIBEA
+ GStreamer 0.10.25 (HEEHRA 0.10.x), EIFRITAREY “plugins-good” &,
HE,

+ GStreamer 1.0 (HEShRAE 1.x), B3FLITHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EEAZEX

+ GStreamer 0.10.25 (EShr4s 0.10.x), BIFED &AM plugins-good 8., —RM S, kikas 0.10.15
HEERAELUHE HDX MediaStream Windows Media EE@MIEK,

HE,

+ GStreamer 1.0 (HEShRAE 1.x), BIFLITHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

&E:

o IREH Linux X1TARPFEFE GStreamer, ATLUM GStreamer T1E#HIT T,
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o EAFELAE M, “plugins-ugly” FEMREE) FIEEREMBRRANSISEBREVFANE. B5R45A
BIR B AR LIS KA,

HRBATEERER

+ webkit2gtk k4 2.16.6
+ glibcxx 3.4.20 HESHRES

Philips SpeechMike E3k

« 3518 Philips Web 5 mIAREAE X R EHIERF

N RFEFRIFRIER

[ R RIFTHRERIE & U T RIER S KR Gnome Display Manager:

« 64 fi Ubuntu 18.04+, Ubuntu 21.10 B&%h,
+ 64 i Debian 9+

« 64 ii CentOS7.5+

e 64 i RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

=z

AR

[ AR RIFIHEEARZIHEMA glibe 2.34 AEEIRAHVIRIER 4o

Microsoft Teams 1t EK

KA
« Citrix Workspace [ZF#2RF 2006
L/

« GStreamer 1.0 HESZARZA LUK Cairo 2
+ libc++-9.0 XESHRA

« libgdk 3.22 EBIRA

« OpenSSL1.1.1d

o X64 Linux Z17hR

« &I 1.8 GHz X% CPU, SIfEmX RAAaSG@IEREIF 720p HD ¥R
o Wizsmtz CPU, BEAR®REN 1.8 GHz, HFRAZELN 2.9 GHz WERREFRESINER A

B IIEEoRIhAE
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e LibsecretE
« libunwind-12 &

ARSSELMER
AIRFRE LRI :
+ libwebkit2gtk-4.0-37 kit 2.30.1 REShRA
« ¥F Ubuntu/RHEL/SUSE/Fedora/Debian, ZEiVERERH libwebkit2gtk-4.0-37 kxzs 2.30.1 HE
EhR A,
« I FH Buster i21ER 4K Raspberry Pi, Zif&=s libwebkit2gtk-4.0-37 ks 2.30.1,
+ gnome-keyring 3.18.3 BSR4,
o Libsecret B&R%

&
BhiRZs 1910 2, RHRERFHEUT GCC iz 4at, Citrix Workspace W BiEF 7 BERTERIEIT:

o EAT x64 FRLEMH GCC hiias: 4.8 HEBRAE
o &ATF ARMHF (AR 454989 GCC hivas: 4.9 SiERRZE

Bhizs 2101 2, (NERERGHEUTERE, Citrix Workspace K2R 7 EIZFIHRIETT:

o GCC4.9 HE=hA
+ glibcxx 3.4.20 HESHRA

RAEMTIR
Citrix Workspace A#EF 5 Citrix = mMAiE Yai2 2SR 19% S,

ZRIAEX Citrix =REFARNER, URTHRA Citrix 2ELEZ RS ENS SR, B2 Citrix =Rt E
GE

RSB ER
StoreFront

AT LUEA Citrix Workspace R A2 251 2 FEHI P ki 45 il R BRI 45 & 45 #0 Citrix Gateway Rifia]
StoreFront R FHEIE:
- StoreFront 1811 HE&ERA.
- StoreFront 3.12,
o AILMFEREE TiEAT Web 8 Workspace #9 StoreFront, i&HF Web # Workspace 27 M Web i
%i28ihial StoreFront R FARBIEMIRIR. BXUEIERRSG], 5507 StoreFront XAFPHNEEFEE,
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EEENIE R
EE
iEATF Linux B Citrix Workspace 2 Zisi@id I FE—FR B HTTPS # ICA-over-TLS %,
o XIF LAN ZE#z:
- M StoreFront fR559 StoreFront 3iEHF Web 89 Workspace

o WTFREMNTZERNAMIER

Citrix Gateway 12.0
NetScaler Gateway 10.1 RE=Hx7A
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront =51 Citrix Gateway HrAEHIER, E5F StoreFront WAL ER,

IEH

EWHRBRS [T IHZENR2ER, BEAUTIES:

TH (BER) I

MBREMX ERET TRIER, AP RS LA MREARNIERMANEMELRIER, thREFBTFERA Citrix
Workspace [ZR#2RifiE Citrix Zik,

AR

NREERNTEEZEMRBIES, NEERAZEEMERES, WIIEATESRK, BARIEBRESTE
MERES, MREEFBRESHES:, WEETNARFELERH. KT IHIERFERRERIES.

HRIESH
NFMANTEHBHEN, BEAARBNRERERED ZMEE CAILES.

MFRMAEBRIHEN, FE—TEEXZEBUDEZNRE CAIER. B5RAEERKRLERGHE.

FRAPIRE LRERIES

EFATLS, AFRE LFERERIES, A ERIERSSHIED LAIEBMEANMES. BIAER T, Citrix Workspace
AR S AT IER.
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

Verisign Trust Network
Verisign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIERMENIG
GeoTrust

DigiCert 2548 CA

BEMEBATAER—ZRNERRSSENEMRSIES. Citrix Workspace AEFXIFBEREFES, BRYUMA

RIESRARN T 2RI ERX LIS,

B UE ERERBRAEBHERET, FINERESMAAMN (SAN) I BHEERSBAMIIRIIER, B IEBTLN

BN QIIEBMANY A X LIEF.

s ERKE Citrix Gateway

MREMIEBFEFEEREESR, BFTFZFEIEBHME Citrix Gateway RS #|IEH. BXER, E51 Citrix

Gateway SCHHRRVED E HR{ENEFo

91R StoreFront fRSSBLERMESFRERIEBLENFEER, HEBLEPEIERLUSFEEFAR, BERT

TP, SARBZRM StoreFront NE®E:
1. BIRIRER—1 %1 PEM XM EhE+H,

e

NRHAE PEM #&XBEH, EFEH openss1 LAERE CRT &XBNEHFEIE . pem X

2. ZEER (@FE N root):

a) B—1E %12 SICAROOT/keystore/intcerts,

b) #ETHEEITUTH?:

SICAROOT/util/ctx_rehash

XA RS B P IIE SRR

Citrix Workspace A2 5|\ 7 BN 18I ARSS 33 B IESRER,
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BE:

%% Citrix Workspace L A#E2F Z#i, EMIARSS/AMX EHIEPERILAFARERRE, UTERTEE
ATRERRIK

o RSBV KECE BIEHIROIRIESD

« IRSBRMKECET BIEFAEPIENER

o BRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

IIERRSS BRIEREY, Citrix Workspace R AREFEHERRS S (M%) REHFAIEIER. 524 Citrix Workspace
NRREFRA—#, EUSBRIBEPEENE. MIREMEBYREE, EHERKK.

5 Web F5333FaviE HEEERAALL, HWERIREMM™E, T2 Web MR BADIERSEEMRIES,
BFARSE (HWX) RE—HERIIES. —HRERMERTRSSH Citrix Workspace R AEFEREEK.

MEMXEE T XLEGROEE, BERAUTREHTECRNIEIL. HEREERAEE Citrix Workspace MBEFE
FRVARIES

o BRSBB|IEFTA
o nfFIFRIENER
o RERIES

Citrix Workspace AR RBRIEFAXEIERREEH B M. ks, Citrix Workspace BRFERRIEHREE
ERGIRIES. R Citrix Workspace NBAREF R EERGIRIES, EEFEK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMTENEIESZ%, BHEENEEEERES
BUIRIE . 130, HEFEER N RIEEERSSHEBAIES (DigiCert/GTE CyberTrust Global Root
1 DigiCert Baltimore Root/Baltimore CyberTrust Root) , EELRAFGE L, XM MRIEBELH
B, EEMEE L, RE—MEBETA (DigiCert Baltimore Root/Baltimore CyberTrust Root),

o MNREEMX EEET GTE CyberTrust Global Root iE#, NIxXtmFi&& LAY Citrix Workspace [z
BREFERERY, BSRIEBMANGRN L UBELAERMNRIER. ZEIR, RIEBREARIH,
PREIEB BRI,

o RLRSBAMKMAREIRIES, EMEEEEHRZIt. EMMEINEIERMA T,

MRAMKEE T UATERBIES, FATAIUERUTESR, BIIRIES:
o IRSBIB[|IUEF A
o TBIRRERER

Citrix Workspace M Bi2F & ERAXEMER. ERIERAFIEE LMRIER, R Citrix Workspace [ AEFH
B —EEMIERARIES, FEWAME (GId0, mERIES), EERTh. BN, EFEEY, WEERM Citrix
Workspace M BiEFFRENHIERES, BRF 44 Citrix Workspace N BiEF iR EEE MM A SRIES,

MRAMKECE T A TIER:
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o IRSEBIEBTH

o TBIFRERES

o HIRAUIRIES
Web 35533 a] e RBESHIZMARIE R, 1B, Citrix Workspace M BRZFASZEEIRMIRIES, FIEZEEK,
KU MEANMERS N FERES, EXMERT, INXEEMERENES (EFREERIES), F0:

o IRSEBIEBTHG

o THIFRERES 1

o TBIFRERES 2

BE:

o REEPMENMERARIXEZHNHREIES, MRFEZSMRIES, HERBHRANRIEBNDERE
EERANRIES, WERALIER, AXMERLT, ELEFEERNREES. FlM, REHRANIRIE
# Class 3 Public Primary Certification Authority EEHENEIRZ R ERZ M FESES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , MRSk ABIRIES Verisign Class 3 Public
Primary Certification Authority - G5 581 f, Zhka<#& &1 Class 3 Public Primary Certification
Authority, EEMAKRIEBARERRXERZHEHES.,

o XXEFZMHENEBHRIEBABHEEMNERERN (MAWR), EXXELEWREELEERRNMEL
EEIF (RE), LEFFAIUBRZXEZHNHERERSEENREIER (F90, REIFREIES 2) ROFFE,

WEEALRE (RBERIEBMNRXEZNHREES) :
o IRSEIEBTHG
o TBIFRERES
HEEREMXEENERARXEZNPEIER, BAMXEEERBRAHRIES:
o IRSEIEBTHG
o TBIFRERES
o REIRREZRERES [FifEF]
TR AWM KRB ARSS 2IEH:
o IRSEBIEBTH
EXFMERT, & Citrix Workspace MBEFHAFZIFIARERES, EZIFEK,

Hdxcheck

F1=1REHIZA workspacecheck.sh #E%5 Citrix Workspace R AREFRREGN—E9, ZMAEREENIZER
EHREFRBRAER, LUEHF Citrix Workspace AREFHEMEINEE, ZHAMITFREGH Utilities BRF.
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iz17 workspacecheck.sh [z

1. 7£ Linux i+ BRI F s o
2. X cd SICAROOT/util #i% Enter BSMIILEHRMHEEM Utilities BRo
3. A ./workspacecheck. sh LUsfTHIZ,

TBXFNNBER

Citrix TEH R B R BN ARFIFE PR R A2,

SRR EREAN, Citrix 2IMEZAERTERSTERXIFNNARFE X, ATHEBMEX—RE, Citrix
HRREEREZNEAZT N ARFRAERDE, NREFBAATESFABRZIFNEARFEX, Citrix Fai#

—ZRELE,

L. HEMER

January 14, 2022

IS M Citrix Web ihsx (WAERATFEH) THEHX#HREE Citrix Workspace ZB#2F.

FohRE

M Citrix FEDIE FHUTREE,

Debian #4tE

RIBERIRFRRRREMELE Icaclient R,
ZEMABA USB EEM, BRBEIIRMERRAREHRERP— ctxusb RHEFE,

LGS IE=E i AES

Debian ##t (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb HBARS 2455, 64 i x86_64
icaclient_20.06.0.15_i386.deb BHBARSS <, 32 1iI x86
icaclient_20.06.0.15_armhf.deb BHBIARSS %5, ARM HF
ctxusb_20.06.0.15_amd64.deb USB #f4+, 64 {iL x86_64
ctxusb_20.06.0.15_i386.deb USB #f48, 32 1iI x86
ctxusb_20.06.0.15_armhf.deb USB #4&, ARM HF
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£/ Debian R+ EHITRE

M Ubuntu £# Debian ##& %% Citrix Workspace [Zf#12RFET, 157 Ubuntu Software Center F3T XL
L/AERI

ELUTRIAS, B8
packagename ZiEHEEZRNRENREENET,

It #2%¢ Ubuntu. Debian ¢ Mint fER&STMANRGEEERR, EER]LUEBIWE XA HeEPE T .deb
REERREZRGE, HRFEEIRH— T REEEESE, BT THEMRRNLAERS. NRLETHNRGE
B2, Citrix BiVEER gdebi (H<17TH),

%

WEFM:
Z# qicaclient B4 E,
EEAGITRERGE, BRITUTERME:
1. LU (root) AP BHESR.
2. I AN EIHRE O,
3. @d®AN gdebi packagename.deb BfTUT=MHGEMNRE, Fl0:

e gdebi dcaclient\\_19.0.6.6\\_amd64.deb
+ gdebi ctxusb\\_2.7.6\\_amd64.deb

EfF LEIRGIRER dpkg, B/ gdebi it dpkg -1,
MEFEANE dpkg, BHETEA sudo apt-get - install. REFEMERKIIKRHIN,
&iF:

o ctxusb MHEARNET, BFXFHER USB EEMINEE.
o BhRA 2101, SHI—TRERRT, EXERENAEFRP.

4. #R EULA,

%% Debian RGN BIEFFRIPAN
BhR7 2102 &2, Debian ki Citrix Workspace Kz F2F 2 155 FAFE 1R IPIhEE,
ERRRENBEFFIPAY, 57ERE Citrix Workspace MABEF 2 BIMZIRIETU TS :

‘export DEBIAN_FRONTEND="noninteractive"’

‘sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"’

‘sudo debconf-show icaclient’
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“sudo apt dinstall -f ./dicaclient_<version>._amd64.deb’

<!--NeedCopy-->

£ Debian 8 F RERSIELE M

BhR4s 2106 &2, ATLL7E Citrix Workspace RB2FH Debian frads E RERRSES M.
fE=% Citrix Workspace AR ZHT, MEIHEITUTHS:

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #1481

RIBERIRFRGERREMSTE ICACLient BB,
BEMEA USB EEM, FRIBEIRMERRARENLERP— ctxusb R,

BfE BB wE

Redhat ##4& (Redhat. SUSE. Fedora %)

ICAClient-rhel-20.06.0.15-0.x86_64.rpm HBNRS &1, EF Red Hat (&% Linux VDA), 64
fil x86_64

ICAClient-rhel-20.06.0.15-0.i386.rpm BBk %%, EF Red Hat, 32 i x86
ICAClient-suse-20.06.0.15-0.x86_64.rpm BBIARSS %5, £F SUSE, 64 {i x86_64
ICAClient-suse-20.06.0.15-0.i386.rpm BBIARSS %5, £F SUSE, 32 i x86
ctxusb-20.06.0.15-1.x86_64.rpm USB %4, 64 i x86_64
ctxusb-20.06.0.15-1.i386.rpm USB ##4&, 32 1ii x86

FE

_SuUSE 11 SP3 Full Package (Self-Service Support)_RPMIHEEFH,

fEF RPM M4 E#1TRE

WNREE SUSE EM RPM - %% Citrix Workspace R A#2R, &M YaST =t Zypper LA#EF. RPM A
BEERE . rpm R4S, MRMONEHRIIN, WRKFHITEIR.

7 Red Hat 1% & EPEL 7Ff#FE
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M Fedora/Red Hat TimEm F#14 2898 RPM %48,

EXHFERAENELR, H2E https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

a0, £ Red Hat Enterprise 7.x £, "ILUfERALU T <=4 EPEL 7#RE:

“yum localinstall epel-release-latest-7.noarch.rpm’

e

RPM M+ B BRI A REEMRENNER Y, B THH IR, BITEINEE OpenSUSE EEHLITH
£ zypper install <file name>, (&7 Fedora/Red Hat 1A yum localinstall <filename>,

M RPM Rt B R
R
2% jcaclient BHFE,
1. i&E EPEL 6/,
2. LU (root) BRBHER.
3. BIEEFREAN Zypper BEBITUT =M REEHNRE,
&
« ctxusb BEIERHE. BREZRGBUZIHER USB EEM.
» ctxappprotection BaLERHFE, XHEHRENAEFRIPAGR A REZREE,

4. ITA—MEHED,

3t F SUSE R
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.17386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
« zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm

33F Red Hat &t
« yum localinstall ICAClient-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.7386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #X EULA,
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LIRS
FETF Red Hat 8417hk (RHEL. CentOS. Fedora %) &, tNERHIMLFEIZHEE:

requires libwebkitgtk-1.0.s0.0"
EARIN— EPEL %26%E (AILLYE https://docs.fedoraproject.org/en-US/epel/ &L EIFAEL),
Tarball %4+&
RIBEHNBRERARREMLTE TENEFR— M REE,

LARR L= AES

Tarballs (EATFEARITHRAHIMARE)

linuxx64-20.06.0.15.tar.gz 64 1iI Intel
linuxx86-20.06.0.15.tar.gz 32 1iI Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

+ M Debian ##83% RPM B8 %% Citrix Workspace AR, XEXHESTFER, RAEIIREHR

EEMFARNREE,
o MREETEXNLTENE, BEM tarball #FE%%E Citrix Workspace M2

=z

AR

BRI EN LERARMRENRZES . RNITIERE, ERESEIHRESNAFEHMITH.

fEF tarball HFEi#HITRE
=
tarball REBFRRITERBIICE, BRRERBIN, EHHBRBRAERFKBIN,
1 A EBED.
2. ¥ .tar.gz XHHNATERE—MZ=ERF. 580, #AN: tar xvfz packagename.tar.gz.
3. B ./setupwfc #i#% Enter Biz1TR&ERER.
4, EZERIME 1 (RE Citrix Workspace MBiER), A/Gi Enter &,

5. BAFMBEREERNREMEZ, ABRK Enter B, ;E, 1% Enter BERIMUBE RS Citrix Workspace R
R,

I (RB) BPRBGAREERN /opt/Citrix/ICAClient,
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IS APMBIALEB RN SHOME/ICACLient/platform, platform BRGHWLENIRERAE
FRRIARIRST, a0, $HOME/ICAClient/1linuxx86 & Linux/x86 E£4&),

AR
MBIEE TIEZRINMUE, 57 SHOME/ .profile & $HOME/.bash\\_profile # SICAROOT
R EZME,

6. RFIRTUREIRIER, B y Hi% Enter 8,

7. AIEERER Citrix Workspace ARFERIEHKEIFRF, LESEHOIER—REER, AFATL
MrerEah Citrix Workspace MR, BTERTR MR v LUS AR,

8. MRZHIBRE GStreamer, MATLUEER TR GStreamer 5 Citrix Workspace MHREFEM, U&E
&z #F HDX MediaStream Zg{kmniE, E¥ Citrix Workspace NBIEFS GStreamer &5, BERT
TN Vo

=

P =

HERLFEA L, Mtarball RFBRETFIHRSBARAERTES KDE #1 GNOME £RETBIME,
ERAIEH gstreamer-0.10 BYs IR, NSRBIk, HLIEREH#TE (E/A ctri+c ) Hiz
7% gst-inspect-0.10 -- gst-disable-registry-fork --version, E{Tia
2fE, AUERNERRENER FEHETT tarball #4E,

9. WMRELHHY (root) BFRBMESR, i&E#FA Citrix Virtual Apps and Desktops BB %% VDI R AEFE &R E
USB %#%. EIRTHR FRA y AR%E USB X%

AE:
MBRZLUEINAF (root) BHER, WEERUTEEES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB %Z#FFAH3F root AP &%, L root BF BRIEITRERRF, LUARLREE
IR, )

10. RETHE, TREXBFFRET. BRUETERERF, BEA 3 HZ Enter

ENY

L2 BT tarball S @i TN, FERIRERFANITETEMRBR RPM 71 Debian S48,
HABIFIELTE ICAROOT R EAFFHNREB R, FFNAPHBRIAREBR A SHOME/ICACLient/
platform, platform ZERAFAH WM LEMIRIERALERBIIFIRAR, B8, SHOME/ICAClient/linuxx86
=i Linux/x86 £ &, BB REBIARESR /opt/Citrix/ICACLient,
&iE:
« ZE#F Citrix Workspace MR, “AUSHITRENBAFERNAR SHER.
o % Citrix Workspace WREFE, AJger~=Ea0MR SHOME/ . local/share/webkitgtk ##y
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WHEEEX . RS ERFeIMBRXEEE o

7£ tarball # % L% Citrix Workspace B2

1. X $ICAROOT/setupwfc & Enter Biz1T LR,
2. EfipREFIR, BN 2 7% Enter &,

72 Debian/Ubuntu £/ & 47N Citrix Workspace N EiEF
M Citrix Workspace R A2 REXHKPETUTHL:

apt remove dcaclient

apt autoremove
1)

apt remove dcaclient

apt purge icaclient

7 Fedora/RHEL/CentOS i&F R4 E#; Citrix Workspace M ABEF
M Citrix Workspace M AR LREXHFPITITUTHL:

yum remove 7icaclient

EH

Z M Citrix Receiver E# %l Citrix Workspace R 2R, iEM Citrix T T#5 ixinde Citrix Workspace [ZF
BEHHITRE,

Citrix Workspace REENEREEXBEINBEFN. B UKNEHERFTENRIEFR, BHART L%
£f#/ Citrix Workspace MBEF, SERT TRESUTHREZEAERS.

AI']

January 14,2022

®E
AIUTHRERGE, BEXEE, Aa%E Citrix Workspace AR
arlfgek Citrix Workspace MARFREEHANE, REEMITEXLEH,
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BEXRE

1.

8.

9.

¥ Citrix Workspace E BB FHHEEBXHBAIN —IZ=BRP. ZREEXHHNE KA plat-
form.major.minor.release.build.tar.gz(f140, Linux/x86 F &8 H 1 linuxx86.13.2.0.nnnnnn.tar.gz),

. IRIBFEEHK Citrix Workspace M ARRFRMHE. B0, BTLUARI TLS ARIEH LAEAIEBMA MA0A BIIE

B, XA2Z2i0E Citrix Workspace B EFRENARED .

FTFC M PkgID,

AT, ETRREGBEEH:

MODIFIED=traceinfo

Hr traceinfo BIETRERAMERNENGES,

RIFHXAX M,

RS tax45)%k platform/platform.psf (5130, Linux/x86 F&#FIER A linuxx86/linuxx86.psf).

BRI EXHTIRARRXSRGBFMEEEN. WNAEN, WARSSHETEMRENEIER. BT
BREEMEAEEAXHIADN, HERRNZRGEERAXGRINGT. REEXHTIRPBTISF7:

o XfFHRE

o X

o FHRMHE (BEIREN cor)
o MR

- FAEE

o 4

o K/

REFHRAX M

M tar < EHMME Citrix Workspace AREFRHEEX M. Fid0, tar czf ../newpackage.tar
.gz *, Hif newpackagez A#k Citrix Workspace M AREFRGEXHERZ M,

=5 webkit 1%

AT Linux By Citrix Workspace MBEEFEE libwebkit2gtk (2.16.6+),

libwebkit2gtk AU THSE:

o 2T UlK3S, webkit2gtk SRIBRBABEEHINEERS. £H webkit2gtk k4 2.24 siEFMRARINE

&R YouTube MWEFL,

o webkit2gtk ks 2.16.6 REBIRA K T E R UK E R THIBTE,
o ZARFESEMN Linux RITHRBEEEEF, HRHUSHHN webkit 225,
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} =r

AR
webkit2gtk TEFLE Linux Z1THR ERAT A, EERERUTETRERBRAE:

« 7£%% Citrix Workspace R A#2R 1906 71, MIRHIE webkit2gtk,
o BohE%F webkit2gtk 2.16.6 HESMAR Linux R1THREYE Sk,

Bz
AU ELRIBRTH FIMEh—fZ L FNEmifEREsh Citrix Workspace MBEF.
HRREIFREE ICAROOT & BRHIEAERHNRERR.

"’

UTFRBEFERTM Web GPIMRE, WAREATEA tarball MR, RFHBEATHAHEBBIRSEK
Bt

KUmHE R

LR T T A Citrix Workspace M2, EHBA:
Jopt/Citrix/ICAClient/selfservice

i3z Enter 2 (H /opt/Citrix/ICAClient %27 Citrix Workspace AEFHER).

Linux £

AIERAX A EREMREmIfER Citrix Workspace 2.

FERLESEP, R MR B Citrix Workspace A 2R, Linux B9&1ThkaAFRE, Citrix Workspace [zf#2
FFRTER SR ARE,

EEm
ERBEEED, FRE Citrix Workspace M ARRFHEHNERT, B LUTHUTRSR:

s RENETRAN
o EERIAENNAEFNKE
o BEEXHMIREHRNR

EIEKP

EihnSEmMNBAER, TEiET XenDesktop = Citrix Virtual Apps i§E—MkF. Ak, &8 IT HAZIBIAR
FIREREREF— ik R INE Citrix Workspace i, SERIAERERENIA W, ERAHEM Citrix Gateway 3¢
Access Gateway fR552%. EATLUM Citrix Workspace #ilpsik
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1. EERITCHEENIKFATE L, RITUTEREZ—:
o BINMKF, BRERM. BEE5RAEESRAURNESEER,
o EENIKPEANABENFAEE (BINRGAMX), B8 ERE.
o ERFRIKF, FREMER.

2. REBRRE LRTHITERE, HIRTRE, RRSHHITEHIIE.

ItkhaE7E Citrix Virtual Apps for UNIX £iEF AT,

AUEARPRENBIRELETRE (2FRN), EAKARE, IEERINEFAPER (FOER),
o EEETOHEENENRE L, EAKEERMENETIER MR,

fEAT LIS A Desktop Viewer T Ri=IIaEshS B EMZESIENEORE,

Desktop Viewer
st AP R EINEEN S RN ERTESEAFWRRM G EHROE MR,

LAFPSESHEINSEREN, EA Desktop Viewer, ARMEMKEAIUEELZRNENEE, LaIURHRE
HERKR@E, EXMIFEERT, Desktop Viewer TEEEEAYAFEEONRIETOSLRRIEE O ZEA,
BEMERETHRNZEREER. APAUERAR—AFI&E EMZA Citrix Virtual Apps and Desktops ##%1E
KEREZERURERZTKE. RETATRIMAERERIE. &% Ctri+Alt+Del F7I. MFEZEUMMS
EHTHEAIRE S EBEERFNRIE,

# Ctrl+Alt+Break &1 &S O+ £ Desktop Viewer T 22 #%4H,

BEhEMEERIE
Citrix Workspace B2 Al U EFEE M A SN SEMN AIERF. Fli0, MEELERET,
s EERISFENEMNE L, ERENEENAREFNKEPHN—HET

IR 1
ENRENNAREFREIHRENRE ENXHE, ATLUEHIRR ERREE,

1. EERITOHEENXFIFRNE L, EE— 1 RFOIREEE, AEERUTERZ—:
o %5 - A KREHNAEF RIS NI
o Rk - A KEHNAEFRIEARS NEHX .
o THENIR - RAFKEHNBIEF R,
o BREWIE - BRFEBNARF ARG E TR,
2. BERM, EEME, ARER—ERGZIFIIERNER.
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eSS gE S
BREZRNEMER G, ATUENENREHNAERFSRENIME R RNEMERENS:
EEETXHEERNE R NAMERENNE L, ERUTERZ—!

o ERARNEZTRNMMEREN - RIFREHYBREFERZNMMNEREN.
o MEARNZRNMMEBREN - FAVFRE N AEFEAZ XML RE.

Flash Player

A LLESR Flash RBMETAN. LA EEE Flash Player #27=, HEIEWMM. shEMNARER:
EEEINEER Flash TE L, EEUTERIZ—:

« MAURR - REBHRE, BrgsBRRReMN,
o« FMUURE - REEFBRREEFRRR 2N,
o BR#BWIF) - RET Flash ARRIEBIRT.

JEZE

i@id Citrix Workspace M AB#ERF, AR NZetBEiARENESENNAER, URIREEER Windows.
Web f2R4EIIRSS (SaaS) MABERF. aJLu@d Citrix StoreFront gii@is Web Interface 17/ Web STEEIE
RFIsE.

& Citrix Workspace Ul 323135 5

Citrix Workspace i BiEF X TRIBAFAMKFIRE (B, AP EZETINRS2S) MUK Citrix Virtual Apps and
Desktops B RREMNIZEE AP TANEMSENNARER. A UEREER > kP &S StoreFront RS
2389 URL, SEWMREE 7T ET R FHREAIK, LI, NN B FHp b # TR E.

e

WNR A StoreFront ARS8 LS ABEEERERNEZH, WEIRMBEFRERES, LENAEENE
FREURF AR, 33F Citrix Workspace ZA#ERF, B2 RMARE URL HE—IRRZNAEE.

ERIENVABER, BPRSKEERUTERR: WEX. SKENYARER. ERIRE, BRHENHNER. B
R SRR NN EAR, 158 HIZERS N RIFA(E B R R I 2 R

REERRE

AT LA Citrix Workspace A2 S Citrix Virtual Apps and Desktops RS 28 2 BIFIEZR B R LIINEE, 0
BRE, EAUAR M EEEAXEIRE,

BAEEANAFNESHNIRRARSES, BXRA “BR” —ARATRAFESSEERIITHESMUK S,
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MEF LTINS ERER IR

& Citrix Workspace M BiEF 1 LR EH N HEFERE, BOIET SIRSSMNERE. Lib, FaLlMd
5k Web % 28841 &

A% <1782 Program Neighborhood = StoreFront AR5 383193
WEFM:
R A RERT Citrix Workspace MBAEFE 2B, (NEHXE, EERUTHS#HTHRM:
.Jutil/storebrowse --addstore \<store URL\>
1. FRNEERINESERIAERFNE— D, It ID REUTHSZ—FREITHIIANE—IFRESE:
o FIHARSSE EHFE SEMEAER:
.Jutil/storebrowse -E <store URL>
o JIHEBITHANKEMNARER:
.Jutil/storebrowse -S <store URL>
2. BITUTHSUBRHEEENAER:
./util/storebrowse -L <desktop or application ID> <store URL>

MRTEEERSE, EERARFTEENRSHMUEY SOCKS RIBEHAER, BXFAES, BSH
RIEARSS 5o

M Web 345 28 825

M Web ¥eBaIENEEBEEE R RIEPADNIT. HFEFESHARNIRRMIRERSE, Hit, FTERE
FRIPRITRERE,

MEBLEFENA Firefox. Mozilla 8 Chrome i&& .mailcap M MIME X, BERAUTXHER, @EidXEER,
. ICA x#¥%=sh Citrix Workspace M BRZFRIIT M wfica, BEFEAEMNIES, BHERMEH KNS E.,

1. BEETUTHSLUEE Citrix Workspace HAREFHIEEERRE, MEREINFRIAMIE, WATERXFEX
ICAROOT Mg &, ErRILUERAZm<NIXER

xdg-mime query default application/x-ica, #JuRME “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 $ICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure
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2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@A & B 7 L %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). % X & B 7 3k &% % A [Default Ap-
plications], ERIUTHEA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
ERIREREEH B/ NAEF” B E LEE Firefox,
HF “Citrix ICAIRBXMHRB”, HEF:
o ThzEgFp “Citrix Workspace MFT2F Engine (BRiA)”
5

o “fERHTM..”, SREEEXM /usr/share/applications/wfica.desktop (@ Citrix Workspace [z
RREFHNEERRTE)

1%

« SHOME/.local/share/applications/wfica.desktop (EMEIFEBRRLTE),

HEEARD
BRAUEREEROEREEMNNERE, WIER— M EEERANESHEHIER, BYZITE, AFNEERAIL
SHEREE IS A RFEEHITHES A RALIINE, EEEROHR, BPILUES U TS EEEERE:

o XA AERF.

o AHRIE. KPBRERIIEFXATTHNNBER.

o NZEREIASE. EPBREFXAETMITANNBEFNER THASRSR[OEEERE (FIERSHREE
FTERRFFERER XHN RER) o

o ERERGRITRE.

EIBER
EEAERTOERER, FRITUTIRE:
1. 7£ Citrix Workspace M BiEZFpxEH, BEEEHD,
B 2R AR AR S B2 H 5 HUERI R1E,
2. AT RMEZ—:

o EERIRSER. BIEREUEH, HBEEHEM.
o EE—NNAER, XFARED.
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BEX Web HEEE
LEIhRETE R AT AR iR, ATLLEE Citrix Workspace R ARZFiHRISARNBENX Web RAREE.

EEALLINEE, BERMUTKIHBEN Web AREFRMNE Global App Configuration Service # s iFifia189
URL 5%k, FmEsiEEX Web MARESG, &7 Citrix Workspace B2 FHARIMNK A BEPRHEEX
Web RZA#@E URL. BEX Web MARIEFEDT Workspace B BEFEOFITH.

BXNBLAFEE Web MAEE URL 4I5S, 21 Global App Configuration Service,
EMREENX Web RABE, BHEWKS > FNSMERKF, EFEEX Web RABE URL, REREMHER.
ERREEME, BT AuthManConfig. xml XEFERABEEX Web MABIE, BERRAISRER:

1. %l $ICAROOT/config/AuthManConfig.xml BEEX .

2. RIT%EB:

<key>CustomPortalEnabled</key>
<value>true</value>
<!--NeedCopy—-->

3. MNREZEAT AppConfigEnabled &, BEHRMUTEZEHTHSTEERANEEN Web AR EFEHHN URL,

<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

AR
SR EENX Web MABBEEFEA AuthManConfig. xml X#E%HA9 URL, ATEENBENX Web A
AERY AuthManConfig. xml 2 fFaRiRmaERsy URL,

i

3§

5
iEAT Linux B9 Citrix Workspace R BIEF 5B, ®IE. AYIE. AiE. BiE. F=ZiE. @58 (BA). &
X, HIEMEAFIE,

i1

February 11,2022
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fEAEATF Linux i Citrix Workspace AR, ARFIAUTEESBEHRNEEENAEFNKE.

ioE
ECE

EENEREEIFAAEAIILE, ALUEH Citrix Workspace M AREFHNEE X . XEREXHEESR wfica
BEEIREY, PILIARIE R EPAAYE R SE MBI R KB &I o

MRBATRIERE, WAkERRERIE, MIEMEENSE. KIRETRSSESERKRETRE XA PAIHE
Bl

ENIN=

INREELLFIAE Citrix Workspace RFAEFRF BERIAE, B SICAROOT /config BRHK module.ini
BREXf.

=

AR

R ALI\\_Regions.ini FWNENZFEHKEAFEE, WA=EH module.ini FHZFZENE,
A1TT\\_Regions.ini AMNENTLLHST module. ini FHIE,

RARS

W8 X SHOME/.ICAClient/wfclient.ini RE T, wfica ¥ & & #l SICAROOT/config/
wfclient.template #TOIE. BXULERXHE, FRIMIEXRIERARIFRE Citrix Workspace MRS A
Fo

BFRIRE

ENAFPNAREEN, BEAFR SHOME/ . ICACLient BRFM wfclient.ini Xk, LXHHIIGER
Rz Fi% A P R REIER,

WIERRENXHE%E
ERHwfclient.ini hRZERE, BE ALL\\_Regions.ini hiEE A FIIENEIETEEE,

MRIAEE—NE, WEFERZE, SHOME/.ICACLient/ALT\\_Regsions.ini X o] LITCED 58 )\ 7E
SICAROOT/config/AT1I\\_Regions.iniX&HigBENTIREE, BREEERIEH,

=W

Fwfclient.ini FIEENENRLHKSTFTE module. ini FHE,
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B

SNXEHTENSHEREAIE N2 R, SMROMLUESERNBIRTL, BRBTR—ANSE; 6, 8%
B\ [ClientDrive\] S&EFHRENEMET (CDM) B,

BRIERBEE, BNRBHAEARRINSHIEERIAE. NMRENSHREFEEREEE, WEBMNAERIAE. FI,
fRig InitialProgram 8¥ER—1MES (=), BRRMERE, FIRGP, BERRIME ERERETER).

Lok
ATT\\_Regions.ini XfHsEEMXHAAILIRENSH. ERURGSHIERERRIRERE,
N ERIEERERE, FIRUTIRFEN

1. ATT\\_Regions.ini - kXEHPHNEZES U TXEFRHE:
o EREM L ICA X
« wfclient.ini
2. module.ini - MRMEKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini HIREE, N
RIS HHIE, B2, XEERF ALL\\_Regions. ini FHIZBEHRS.

MBEEPERISHERERZEE, WEEA Citrix Workspace M BEZFRIEHHEIAE,
AE:

IR FRIMFFEGIIMER. FlE0, BFR2RERE, RBaE IMwfclient. ini FIRENEL(E,

EMZBERPEZEEXAPREFT S

Bhi4s 2109 &2, Citrix Workspace AR SINT —MNED, ZIEA A FEMEIERPHINAF RBFRFEHR
IAMZIERIRIR, RIBULAFPREBEFRFRIER, E]LURENAEEMSKIER, HEAFEMUERRBAEILEN
MEIER,

AR

« LkIhEETE Citrix Workspace AREFMEBEPZ 1, Ltbsh, x86. x64 1 ARMHF th @22,

EREXRAPRIEFRS, BRITUTRE:

1. #3| $ICAROOT/config/AuthManConfig.xml EZEXf

2. BESRMIUTEES:
<UserAgentSuffix> </UserAgentSuffix>
EBEXAEHREIE App fl Version ;rfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>

NREFIN App 1 AppVersion, EBIERIAT (/) #1709
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o MRMLFERREETF Ul 8 Citrix Workspace R R1ERF, MU THEFAREREREMEERS:
CWAWEBVIEW/CWAVersion App/AppVersion
o MEMLZERFTKBEET Ul 89 Citrix Workspace AR, MU THARIEEEREMSEZIERS:
CWA/CWAVersion App/AppVersion
- pE
o N8R %k1E UserAgentSuffix FRFEKREZRI AppVersion, MHEEMLLIER I Citrix Workspace

Rz A2 hR Ao
« E#/E5h AuthManagerDaemon #l ServiceRecord LUEEHE,

RS E1E

MR EFIFIEHR Citrix Workspace R RI2FF IR, F{i1AILUE Citrix Workspace M BAEFHHNESZAZR
MMEIINEE, BMEZINEEE RTEIRMLL, AL, HATEERIIEETEUKRE A LaunchDarkly ME=ARS.

AN\Y

BEEHTEMEBNFRESHSE LaunchDarkly, BRIFEEE T HELEHERENH MBI, EXFHELT,
EIRIEEREREIHE URL 5 IP sttt A& 2! LaunchDarkly BUFE.
AILLUEE U T AR EAEEE LaunchDarkly BOEfERE:

EREREILLT URL B9RE

« events.launchdarkly.com

« stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

« mobile.launchdarkly.com

« app.launchdarkly.com

FEAFFIRPFIL IP ik

MEXTIEAYFFIRPFIH IP sk, 358 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I%&), FKEXY
HIFAA P #ABEERYIR, HHIRFIBFRIEENHAIERERTBhENR, UESEMEMERRE—X, BXEM
ST ERRSIIEEEE, 15818 LaunchDarkly Statuspage Hif,

LaunchDarkly 24 &k
WNRETE Citrix ADC LISIRMEEIRE R “X7, BERIICAGHNAEFETREBS U TRSEE:

« LaunchDarkly g3
+ APNs {iinfr 28R 53
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ARSSELE T
E

ot

tkIheEEBIER T Citrix Workspace R AER.

RS ESNMERRSRAREMIRLD T XHERS T RAVAM T AMER&E. TIESRSHSITRRNE, BRERELL
BEHEENNBEFHRHE,

B %1 Citrix Workspace L AEFHPZRIRSELMENERNER, BSRAAER,
B %M Citrix Workspace AR RERSIELUNER, BBRLERSESL,
BXFAER, B3 Citrix Workspace SRS AR 53540 14 289 o

BE%EnizRRmE

BhizA 2103 2, AJUREMENZETHEFERRLER. fRARERERENETAN. BERTERMERRE
MERTI=IE, MMRSMARIAEF AL,

EFRMBEEHE, BHBAE AuthManConfig. xml X F B B It IHEE. M 2 SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERN LR EMERIGE, A EBINBREFERSERTHNESHEED. BXNAEFERRERIFAEE,
BEERANAREFIEREE.

BREREHRE, BRHEESEPNNAREFETREN, ARERRETE. WK ERREREHRENEE,

&, LALLEEEBBRSEOPER Ctri+M 2B RERFEXIEIE,
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Screen Layout - x

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTFHER B REINEE. RN AR EERN S,
PRI RS MU RERNERIEX, RE, SIEFREGBIEFHTER.
PRI

- BRARREEMERERARIETHNREFRBIEE,
o LEINBEUE A FARC A YR R E.

N FRTE P RIF
=RAEHA

[ A2 RIPSRES B T X B IR E R A FT R TIRERV AR RIETT. FEFTEMN APl BRZ sk RREIE T#
B, IEERENARFRIPFREBEEIUHNBEXNTAREIARMRF. B2, BERFRAANKE,
HREREMNERBEENF A EATRSEI. BEARNSSLIRFMBRX LD, BRI ERIEEHEEEMN
BEPRMUTRHRF.

N IR RIF 2 —IknThee, aTFERER Citrix Virtual Apps and Desktops B2 fitigsar e M, ZIhAERHIT
EFHZREZIEINRBHREEREZMNES. EARFRIPAIRLEEERE FRROAF SENSRESSENE
8. ZMEEALEARNKEERNERERE U RERAREERB[RENFARBER,
&
« f#/ tarball. Debian #1 Red Hat Package Manager (RPM) #8122 Citrix Workspace [z 72
RIS H5IbINEE. 1ESh, x64 1 ARMHF 2M—= a0k R,

« ItIh#E7E Citrix Virtual Apps and Desktops ByasthZE R F L, 1thih, 73§ Citrix Virtual Apps
and Desktops iR$3 5 StoreFront & RRZHETR,
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R B2 RIPIHREE R G 1T I IEARSS 28 E REEMINFRIIE, E 4 M7FTE Citrix Virtual Desktops ¥ eI, B XA
BIiEAEE, 5507 Citrix Virtual Apps and Desktops FBIECEERSY -

BhR7 2108 2, MARFRIFIEERSEER. NAERFRIFIEISNARFMESERE, HERALTFERR
Bo BE, BwATE AuthManConfig. xml XGHEENAREFRIFTIEE, 7 8EX S SRR BBIARS 4
ﬁﬁ)ﬁlﬁﬁ'lzlﬂﬁbo

BZhRANE, EAILE Mozilla Firefox izf7HAIEIM Citrix Workspace [ Bi2F B RIPHE R,
DB
FRREFFRIPTIBERIES U TRIER S LK Gnome Display Manager:

« 64 {iz Ubuntu 18.04+, Ubuntu 21.10 B&5h,
« 64 {i1 Debian 9+
o 64 {if CentOS7.5+
o 64 fif RHEL7.5+
« ARMHF 32 {ii Raspbian 10 (Buster)+
AE:
N ABREFRIFTHEERZIFEM glibe 2.34 AESRAAVIRIER S0

MREFEA glibc 2.34 REBRAMIRERATRER AT NARFFIPINEEMN Citrix Workspace M BER,
BIERGS I SHEEMRNAAKNATRERIRK. BEMNRERASISRMHITRE, BRITUTERIRE:

o ENRERERS. B2, RNFAZFBEMER glibc 2.34 ESAIIZIER ST E RN BEFFRIPIEE.
o BRERERANMERN, REERLIHEE Citrix Workspace i BEF
o BELMRERAHITSIE, FAMNINBRERSTHRPR rm -rf /etc/ld.so.preload X,

ENER 2 RIPA S
8 tarball #ta %2 Citrix Workspace R BREFH, BERUTHEE,

“‘BSEERENBREFRIPAMN? Warning: You can’t disable this feature. (Z4&: FeERZFBILIHEE, ) BAENE
Citrix Workspace [ g, THEREZA, BXFAERE, BS5RATERKER, [defaul SINSTALLER_N]:”

BNY URENBRRFRIPA L.

BINERT, FRENAEFRFANT.

EMBRITENUGRERER. REELSENRRHDITENG, MNARFRIFIIES SEIZHEETT.
2% RPM RU4-EHNREAEFRIPANS

BhiR4s 2104 #2, RPM ki Citrix Workspace M B2 13N B2 RIP AL,
ERENARFRIPAL, BRITUTIRE:

1. %% Citrix Workspace R 2%
2. M Citrix Workspace [ B2 RERF T REN BIEFRIP ctxappprotection<version>.rpm#&
8,
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3. ENEHRFAMUEERER.
%4 Debian RGN BIEFRIPAY:
BHhiR7 2101 &2, Debian ki Citrix Workspace Kz 2 F 2 55 T2 F 1R IP AL,

As—s— AA
~

EHRLTENARFRIPAG, BERSE Citrix Workspace R REF Z A MEIRIZI T T8 <

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show dicaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7s 2106 &2, Citrix Workspace RZARFSINT —MED, BFRIASHEIEERSENBRSEERES 5!
B RBEICRRFRIHIRIEE.

NEHIIERRICEN AREFRIF:

BRUWTAAREMEI SICAROOT /config/AuthManConfig. xml H4EEiZ 4!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

HNEBRSEGRELENAEFRP:
BRI TAREME] SICAROOT /config/AuthManConfig. xml H4mEIZ 4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->
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BN a)E:
s R MUZRRIFPHREN, NARFRFRIPFBSEERRIET.
PRI

« BB, MRM Snap Store HLENNBIEFIETIE!T, WAERBHZRIPVER. BRGE: 15 Citrix
Workspace iR HEXHHS B MR EAERF. S5 XARBER.
« HESHYERRFEONFSEEN, BTRE (BREETRRZERIPVLARER) BETARKE,

ARSI R8s
R ENEMRSIERRE Citrix SERIEBHNXIEH,

AR

BhRAs 21112, B ERARSSEE VD MEBMIRESE TS,
BRINMERT, BHRSERILTRARS.
ERRABMIRESIETT, BRITUTRE:

1. M3l <ICAROOT>/config/module.ini Xk,

2. #%EZ|ICA 3.0 2B
3. i&¥& MobileReceiver= 0ff,

B AL EItR (CEIP)

WER O BiA BIBERMHA
FREM AR Citrix ®P A& TR (CEIP) M Le#iEaI#ERh Citrix #2875 Citrix
iEAF Linux #9 Citrix Workspace ZA#EFHRE. o]

Workspace R EEFWEREM SN,
ERHIE, HEMBHMIEREE
Google Analytics.

Citrix #1zBRE5 Citrix |ITHEREFHAEBEHNEIE, thoh, ERER Citrix Trust Center (Citrix FEHL) L
489 Citrix Services Security Exhibit (Citrix REZ2METR) TIEEARABITHHEITHRIP.

Citrix &£ B Google Analytics M Citrix Workspace [ Bi2FF I F L #UE1EN CEIP N—& 5. ERIUES
Google nfaskiEy Google Analytics WaEEr %R,

EEE LT AR XA CEIP #iE&i%3 Citrix 71 Google Analytics BIngE (FEEZ&T * f8RHA Google
Analytics WERIEIBRRSM) -
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. §MZ <ICAROOT>/config/module.ini X#FEH4%E CEIP &5,
2. #%EEB EnableCeip #RHEHIEE N Disable,

AR
¥ EnableCeip ZHHIZE N Disable &, EALIEA %% Google Analytics WERREM ™ CEIP #iET
. XEHIETERIRRIERFIRZEM Workspace R BEFZS. IFTFLLRIE, ESMEILL T HIRIBEIN
WEE:

fiI&: <ICAROOT>/config/module.ini

#45: GoogleAnalytics

%H: DisableHeartBeat

f&: True

Google Analytics WS4 E CEIP BB TtRE1E:

RIERGFRRA * Workspace R F#EFRR ~ RFAREFE EFi% 1D
zt *
RIEBEMTTE IRIFIIhRA BH¥ra
N FAE R e 28 BT

[ FRiEFFiemesE & Ba Citrix Workspace AR B, ZiEReE BB KIFPEEN— T EIR. 5INNAERF
{5 28E, EAT Linux 89 Citrix Workspace M RZFHE R MRES LIBGH,
A AE A ER TR R S

o BxBEnh Citrix Workspace MBER

o XAFHEMBHNBER
o RUEHBMBHNBER

AR
ZFZ libappindicator Mt B A EE RN AEFIERE. BEM Web ZEZFEATFEM Linux Z1ThREY
libappindicator #{4a,

ICA-to-X i

A KIETT Citrix Workspace A2 TFitAIERRS 3%, HFRAEETAIEMSIF X11 Mig&. ErEFE
BEHTIAESE Microsoft Windows M BEF R G4 T AR Citrix Workspace M AERFH X Lixm UNIX T
Eik,
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AR
Citrix Workspace ZRZEFHRHEAT EM X &%, EXLERT, Ti8E LR Receiver BEIEMBRS R,
BUte#h 5 :izfT Citrix Workspace A#2RF (BIYER ICA-to-X U18) X#F79hRss28i% ICA,

517 Citrix Workspace M AEFE, AILUEEMABTR X11 GHEREIZH Linux S@EH ICA = X11 %8, 8
B, IR ZEREEERTEM X1 BTRR. AIUE—NRGEPRENETT Citrix Workspace R AEFHIEISMNEIZS, 1
XMERT, §1 Citrix Workspace M Bi2F#iGHiaH 2 XF R ENIEE.

ERTHELRETIRER ICA-to-X REREMTF Linux B Citrix Workspace M BRZFHIRE:

e o =
= = ’ >
- | -—p B
XenApp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BB RS, FE— Linux BRES285x Y ICA = X11 RIE:

o MREE X Lif, WaILE@ERTm X LiniRdt X ARFH Linux BRE5 28 LizfT Citrix Workspace Rz
.
o MREFHELEMEA Citrix Workspace ABEFH UNIX T, FEE—SRSB[/HFAURIE, LRSS
BRIETT Linux 89 PC
R AFER@T ICA MY BIThERIR ML A X11 MNLIRIEE. BIABRT, REEFEMRIRsE:MatIAENRE FIRENEE. W0
RER X Lin (BEEERMIRENES), WEEHAZRE, NREMEM UNIX TR NARER, AIUHRIT TR
Wi tEz —:

o LUNFS SER AR TIFE EEHZA M UNIX TR, ARKEE P mIXchEsReHEmIZAE LR NFS 35
R

™o

o £/ NFS 2 SMB 12 (5140 SAMBA) ZiARs322 LA NFS ZFi (5190 Microsoft Services for UNIX) .
e AR E BRI RIRIEE:

« USBEEM

o BREREER

« COMBOEEM

o BMEAERERRSSFEM, BAIBFEIMEEE X11 &&.

o REREPIFITENEEE X11 18&, EEA LPD $TENThRE MBRSS 288 Fhifia) UNIX 4TENHL, SEERMLETT
ENtlo

o AEIREEAZEEEN, RRAEEREIET Citrix Workspace AREFRITEN R EMEREN, EHAR
SHRFERYNE, B2, SENGHNEEREIAFERIENRSSE LRET GStreamer X GREN) .

BFEA “PRSS28um ICA” M X Limsg UNIX TEikE5h Citrix Workspace RZRER, BHITUUTRIE:

1. 1#A ssh g telnet E#EF A ERIERNISE,
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2. 7ERIBgE LB shell A, % DISPLAY IRR T 218 B AAMIEE, a0, 7£ C shell PEAUTAZR:
setenv DISPLAY <local:0>
AR
WRFEA ssh -X e EZIAERENIRE, WEFILE DISPLAY IFETE,
3. fEAHIgE FRS SRR THRA xhost <proxy server name>

4. 3 Citrix Workspace AREFREREERIAREERF. NRKRTE, BRIIFELZE ICAROOT 2%
BigENEAERNZEER.

5. #%3 Citrix Workspace ZAEFHMRER R, EHSRAEOP, BN selfservice &

RSB EFIHNBEER
BERSRIFFAIEABTEER, EERAUEERASMNBEFITAERBHNABEFFH URL, fW, MRES
IERMER Microsoft Outlook HBIEHTH TismE Web SimEAviEE, MIEERAAFI&E LM EET MBI,

BERSBIEFFIHANDEER, EERAIUESMHRM Citrix BR, XEFJUMAFRHEELHENEE. TUEE
M URL 22

« HTTP
« HTTPS

« RTSP (Real Player)

+ RTSPU (Real Player)

+ PNM (IHkR Real Player)

EUTERT, BERRSENAZEFTH URL:

« Citrix Workspace M BEF 8B & ENMNBERF
+ Citrix Workspace MBEFLTEAEEZLINE

RERINBTPHENTEECEERSSLEE, TIAMERTE Citrix Workspace MBREFDATEARS, EfRERE
Zrha1& RealPlayer LU Firefox. Mozilla 5 Netscape srag—1isl 523,

ERBEZEPAREE RealPlayer K BNIER T EARSEIEFHABTEEM:
1. fTAEEXMH wfclient.ini,
2. 7£ [Browser] o HEHRIUATIRE:
Path=path
Command=command

BERNGHETRITXHRENE R, ZH<RRTRAEEEMRRYEE URL WRTHITXHE, ZEEMHR
588 &M URL, f130:

$ICAROOT/nslaunch Netscape. firefox. mozilla

REREEUTRE:
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3.

4.

« B3ETT nslaunch SSARER LR URL #EXZIIARIRHEE AT
o MEREHAFTIRPNENHEE, BEERNTHHER

£ [Player] Zp A ER U TIRE
Path=path
Command=command

122 RealPlayer AIRITXHFAIEMN B R, ZH<ERATAEEEAMZEME URL WETRITXHER, &
M Bk 5588 &% 89 URL.

REHKHX M

=z

AR

T XMIFERIRE, BEIEEN RIS RealPlayer AJRITXHRENE R. AEEREATRITXHHNTER
&, flan, 7£ [Browser] e, mLUKERRIRE A /usr/X11R6/bin i3E /usr/X11R6/bin/netscape, It
o8, IEERILBFINIBE RBMIEENE S ORITIR, NRKIEEXLEIRE, NWEERAFPH LT SPATH,

ZEUHED Citrix Workspace RSB ZEF AT EER, HHRITUTIRE:

1.
2.
3.

JEZE

HAEREXH module.ini,
% CREnabled ig&E{ N 0f o
RIFEH XA

oE &R

FAEENEROIRE LNEREREERFRENIFED, FEEMEEMINEZEHRE— TR, BRNEERAILL
EE—PIERNERENXERXEENAS, BEERSSE MIERFILE) EFH—TRSTULRENR, MMmbE
RERFIBNHREH RS MERE:

B F SpeedScreen JERNER - SpeedScreen IERINERIES T = IEAEZEF 4 THMEE. AT SCHLLSGHE,
AGmAPRENNRE, UMMNRNNEIBERBIZSERE. €A SpeedScreen Latency Reduction
Manager RI7EiRSZ 28 LB AItbINEE, ZRIAERT, 7E Citrix Workspace R AEFS, LLINRexBEZA,
BN SEREZETHRIFAR. 1§28 “Citrix Workspace app for Linux OEM’s Reference Guide”
((ERT Linux B Citrix Workspace M EBEF OEM £E455)),

BAMIEESS - $URES R R B ERERNEEE. M BEFEF LM ERTRRERNRELERIE, B
IR RIEEL G TN, #/ Citrix SIRENEGESAERISE B AL,

B NEOXN - BEOXNERFIEREEERERNSI AN EHFIRERIFRI,

WDBREER - BENEEE/ VBl 256, 7E Citrix Virtual Apps and Desktops s E, ERIEE,
BRESFSRE - MEEAT M, ATUUER Citrix “SIRE” KIS ERETRERERTILE.
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Fi&
ClearType F&Fi8

ClearType FHF:RMEE (RIAFRETHERIE) TREMETTHNRE, KREHATHETAIHRBENE
FREARIMRE, LUTAREAEE. RE T OB HENLRE S [WFClient] 55 gl T BRISE
SSCES R

FontSmoothingType = number

Heh number AT BV TEZ—:

& 75

0 FEFARIS & LR A E AT,
FontSmoothingTypePref igEE X 7 Ith{&,

1 FEETE

2 TR

3 ClearType (KFEFEHR) Fig

AR ClearType Fig#8=125 Citrix Workspace M AREFHHERER,
5E:

fRSS 25 AT LB ICA XHERE FontSmoothingType. IHEHIMRESSTE [WFClient] HiZEHIE,

NRRSW/FEZMEIEEN 0, [WFClient] B TIRE R RE 2 & 5T :
FontSmoothingTypePref = number

Heh number AJLEUAFEZ—:

=1 7R

0 FrEEFE

1 FrEEFSE

2 AT

3 ClearType (KFFHR) FB (BIALE)
Xf4F
B A XK EER

Flt E XS, RASMAFPRER MR FE:
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o FAFH “SE” XHR
o AP X1 Xtk (£ Windows XP 1y “Fa9scas”)

BERHRXMREER, EREBIEERFPNEHRXERNMUE, Fit, XEXHREREHRS [LBEMRS FFECE
PRIFEEFE. WMBEREERATEREER, fINESHARERTERS[ZFHRSEN. WFETFREE
SIIEM (FEETRIEF, BRAUERIEEETR MRS [BITHIRSER) , HAXGEREER/LFFEER.

BEERFHFXMHREER, HRITUTERE:

I RmRmEB oA, MTAT. Bk, BIE module.ini PEIMBHZEREBRHNEXEER, REHE
[WFClient] S5 HEEXHRIME, BARIEMT:

1. BT xeA7RmMEl module.ini (g0 SICAROOT/config/module.ini)
[ClientDrive]
SFRAllowed = True

2. BUUTxATME [WFClient] 24 (g0 SHOME/.ICAClient/wfclient.ini) #:
DocumentsFolder = documents
DesktopFolder = desktop

Het documents 1 desktop 73 UNIX X+ &, SEEDFIBERFR “Xi” M “SE” XHRNERNTE
B®1Z. .

DesktopFolder = SHOME/.ICAClient/desktop

o ALUEREFHEESIEENFREE, fli SHOME,

o AWM NSHIEEE,

« EENERUMATBIEFIHIERGNER, B, ZERBIEBRNHNE P IHIRERNFHR.
o £ C WEARRLERNBREFTo

& P ImIKh 23 BREY

B E A imiRshastesd, LUK Citrix Virtual Apps 8 Citrix Virtual Desktops BR$S 88 ERIIRGHES BT EE BRI 4
HAPIRE ENBFR. i, aTLUE Citrix BRaiEMIREEE H MEd21551T Workspace M BIEFH A A A I1R&
THENMER.

B P ImIREhER ARG T LU ] B REER AR IRE £, AAFIRE8HE CD-ROM, DVD = U &, BRERIE
HAlBlA] LUEAX LR &, IS, AR ERGARAMAFIRE. BRSB[BEENARIFE P IRIKEh2RIRE AT

o APA LA R E A7 AR R S

o ERIEHREMERXL S

s REREENREFEAIRGNEEHARS 28 LAIREHES L.
Citrix Workspace B2 #5534 Citrix Virtual Apps and Desktops AR 23iE MR P iRIS ST, @iTIkTh
BE, PRS2 LITIREN AIEFAE A IEED A AP IRENEE, AP RENAFRTS, NARFNRAZR
EERMEIT— 1%, FERAXLEINEEZE, BRIIRSREETIFE P IR &M,
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} =r

AR

2133 Linux (SELinux) R&ER T RER R IMNE P inRsN 231 USB EEMINGEMERET (FERmD
Citrix Virtual Apps and Desktops t). MNRFEBFERAEP—FRFEMINGE, 552 SELinux, ARERS
g8 DHITERE.
BRI B IR ThER ARG AT (1554 |
o BEEFIREREIERME - AT BEEREERNEAP K& XS RFNEAEHBS A FIARS 2 ERIEE R, 5
M, ERATHSAFPNSBHILEERE /tmp. L5, &S CD-ROM. DVD 5t U BEAXBEFMHILE
OB
o SHASEFIRIXTHERMRET - 1530 CD-ROM. DVD 1 U BEAREFMLEERAF LS LNENEHER, ARIE
HAia) ARG & 25 B REIE B oIS RIARS 2B £ T — A ARG R [,

Citrix Workspace 2R &E#ZZ! Citrix Virtual Apps =t Citrix Virtual Desktops B, MRAFZREF HIZEM
5, MKEHBRILE P imIRchesiEt, BTG SRS KRBT T EIE F IR SIS A, BXFEMER, ESHE Citrix
Virtual Apps and Desktops X4,

P A LR B ST HEER ST IR 25
AR

BINBRT, BARSERHREDRRNFANSRANSEFRREDERSN. ERAGFEERRAME, BE
wfclient.ini #%& DynamicCDMi&&EH False.

LiFi, @& CDM ifiRxX#rigEEN B FFrE B ENMNARIE.
B 2012 fRiEe, Citrix Workspace iBIEF A EERESNBREE CDM X i,
AR

EFIEATF Web #9 Workspace B, XHIARIREEREFRIFFL. ZIRBERINRENEREIBIEEDT,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHEREMS. €A GUIIREXHIHRNRES, NaENFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SAEIE LT > XA A RIXHEERIEE X HIHRIRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEEM Citrix EEHR OB LRI EERIE B XI5 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace N Ri2F 2 I MEITENHL A R A E 2 P I8 S AFTENHL_E3HTITED, BUABR T, BRiEE
SIS ITE, BN Citrix Virtual Apps f2iFB P RITUL TIRME:

o FEAPIEERILURIRIAREITENEE LHITITED

o FRINFTEN

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Eff, ARNRERBATESBERERILAARFNISMITONRO, Ak, BERSSE LK ICA BEREHERTF K
COM xR BEREN “EEA"

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. TEXHHE [WFClient] S BAUTREA:
ClientPrinterList=printerl:printer2:printer3
Hrh printerl. printer2 E2FMEITEININE. AES (1) FRSITEMNBHEE.
3. REFEFHXEAX M.

72 UNIX EBRE = F Um$TENHL

7£ UNIX IR, 372880 Citrix Workspace N BEFE X WITENNIRNIERF. AP I&E EWITENRFH IR BN
IR RFTENE R,

EEAF BT M Citrix Virtual Apps for UNIX $TENEIR FIRITENN], BIERUASTEMAITENNEE. BX¥MER, 1B
205 Citrix Virtual Apps and Desktops x### Citrix Virtual Apps for UNIX 2643

BRES A3t TENHL

BT Linux B Citrix Workspace R 2Rz #5 Citrix PS @BITENNIRENIER. Fit, BE TEEARMBITEEER
B, AFENRIEMSEITENN SR A IS AIERITENN E#TITEN, ARLEBERT (FIH AP IREHITENRGRZ
B RITENNIREHAERFRY) , ST REREFEh7E Citrix Virtual Apps for Windows RS A isTENHL,

BEARSS2R _ERRGTACIITENN, IEHITLATIRIE:
1. M Citrix Workspace M A2FBohiRS8EE, AEERia(T Citrix Virtual Apps 89+ & .
2. 1F “FHR” REBH, FORIEEIRE > TEINL,
3. 1F XM REH, EERIMFTE.
B B R A INFTENHL A S0

4, FEARZASHFNFKE “BRHNE, TP BHNEITEN. HESESIRETEIWER, SANZEESERS
BUERIEZI, I “HP LaserJet 4 from client name in session 3,

BXRITENAEAES, 558 Windows BIERF Y,

L

BhRZx 2112 %2, module. ini XFB VdcamVersion4Support BB E&& A AudioRedirectionVv4
o AudioRedirectionV4 MEIAEIRE N False, Eit:

o ALSA BT HREMI&E, HFRNZFEMEE.
o &K Citrix HDX Audio MERIAS MG EESIETET.
o« —RABEE— I BREFETLER Citrix HDX Audio i&#&.

AL AudioRedirectionV4 MEIEEBAN True, Hlit:

« PulseAudio ERFIHREMIEE, HAZIFTIMIRE.
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o —RAUBZINNAEFERASINZE.
o Citrix Workspace WBiEF EFaiET A ANRE SRS, SMETSRENEEIN—RER, miE
25 Citrix HDX Audio, &a] YR EISIFE P AR AMEMEIES.
o FEANSBEBREMSEN, SEBEHER.
« HDMI MIEEF EM&E L IFSIMEBEE M.
EERILINEE, BEHRITUTRME:
1. S5l <ICAROOT>/config XHFEHITH module. ini X,
2. BZE [ClientAudio] SHHFMUTEA:
AudioRedirectionV4=True
3. ENESIEUEERES.
&E:
o IR SN EE MINREIR R AT S AR,
o WANBERT, EEINEERNZETXNAMEZBEVIETATZ2RERS. BxiABBRERXNMEEE
MEE, BESRE IR,
BEXIPRH:
ZHABERT, AudioRedirectionV4 {Eig&E N False, MR HEKEXRINIAME, NEFEEUTEXRE:
« 7£ Windows Server 2016 +iz1789 VDA F1, 1 AESIEDERCERMNSINLE, FMESMIEEEE RN
INS A, % AudioRedirectionV4 EI8E A True B, LER&IZEIIRR,
o EFEMSEARALIFEIMEEZETEM. & AudioRedirectionV4 EI&EHN True B, LIRSS EIIRR,
o TEE7E Windows 10. Windows 7 1 Windows 8 i&{F R BRI INE ML E. 7£ Windows Server i&fF
A4 (540 Windows Server 2012, 2016 #12019) &, BT EZEHRBRINSINIEE, RFEZHTF Microsoft
M2 R E = IEP IR HIFT .

e HDMI SIS EFRZEHSIMSETETEM, ¥ AudioRedirectionV4 EIEEHN True B, LREIGEDE
R, 182, Citrix Workspace M B2FalfEx B RAERIEFEEN HDMI FHig &,

AudioRedirectionV4 fEi&E R False Y, BEIBEBRT, RATMKEBNERKEENIIA ALSA &E, T
BE U TRES BIsEEMEE:

1. RIERELZWNAR, EFFTA-—TREXH. EXREEEXHFNEMNAZMARARNGER, BS
FERIAIR B

2. WMBEBE, BRMUTEDLSIZENERS |

[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->

FEAREIP, REESFETIRIERSZH ALSA BEEX M4 H.
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} =r

AR

HIEFAE Linux RIERFFHX—EEEHUT LRUE, Citrix BNEERRERAX, TREXERIER
BFARER.

=l

LR B PP i ST

LMEFF IHE NSRS, £ Citrix Virtual Apps AR558858 Citrix Virtual Desktops Eiz{THIR RIEF & LUEE A
Fig&E L RENEZRERBHRES, BAIUERSSHE LHANSMERLESMRE, MAFTUEAFEELRES
MRE, MRAFPKESRSBINSIMRZIRERE, HRABEPRENLE.

B PSRN T RE R A RS RHMME T RI LN M H, SMREES, FHEMBIEFMENTRELEA, SRS
=, SOVMIEFREEARYARSS 88 CPU iz,

AL KRB & P in S AT H TR E . BXIFMER, 1§20 Citrix Virtual Apps and Desktops 4%,

S3-== .,
AR

7E3E#£3) Citrix Virtual Appsfor UNIX BY, R3z#5%E inSineREd,

BF3 UDP &47
UDP E4RirT LR =& Internet #3THMBIENRE, ©EMAMF HIERMIN (UDP) ik TCP,

BhR7 2109 &2, Citrix Workspace AEFXZIFEEN S, £HBENSMNE, BEFFH7E VDA LB SR
BN, BEBENSMANEIFRIRE, HAERINNEIMESEREN, DIRHEENAAER. BENZHMALTER
RS, BXFAER, BBREENE N,

Bhi4s 2112 #2, Citrix Workspace A2 %A T UDP EMpvEuEREmER 2% (DTLS) thiX. ALt, &7
L& Citrix Gateway 3415 UDP &4, BIMERT, WAL FREARS. HINEERHRATLIIR,

25 UDP 41, FHITIUTE(E:

1. 7 module.ini 89 [ClientAudio] B & E LI TEm:
* ¥ EnableUDPAudio &N True, ZIANKEN False, IEKZRA UDP S,
o 93fEM UDPAudioPortLow 1 UDPAudioPortHigh 5% UDP B4ifi2FERAMNR/IIRARO
Fo. BIANERT, #EAKRO 16500—16509,
2. BAMERT, BiENEME VDA LR FEARSH AR UDP B4, RZAT BENEM, BN TAIRIE
BEEFIHRSSHZEIMEE UZHFF UDP 4, AL, £NSMRE+FE B, FetFE).

ERHEMEMR  FRBLENSAR  BPRLOEMR

2 2 <
= & (i3
RSB\ ENSTHR 5 = &

=

=:=)
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ERHEENENR  FRBLNEHR FFBLENER
= = =
ARsses LE9ESm H H (i3
=
ARS8 LAOESIR R /(i /(i (i
=
@i Citrix Gateway ;B UDP &4, BHITUATIRIE:
1. Sf%l <ICAROOT>/config XHFEHFITH module. ini Xt
2. %= [WFClient] B2 HREUTHRE:!
EnableUDPThroughGateway=True
3. ®%ZE [ClientAudio] A HIEBELUTEE:
EnableUDPAudio=True
AR

N StoreFront default.ica B2 &, 7 [Application] #4Fi& &/ EnableUDPThroughGateway
BT £ module. ini XHHIZENE, B2, BREEFER module. ini X7 [ClientAudio] #45
I®E EnableUDPAudio &, b4, EX=METE StoreFront default.ica BREHIRERIE,

PR

« UDP SE5iEMEZMIERATA (B, A TLS 5t ICA MENRIE) . EERIFER, SEmeER TCP,
o ICABEMLEATEZF M UDP S5,

P s £ UDP

1.

2.

SMEI SICAROOT /config/module. ini X,
7z [ClientAudio] B2 TIREUTHRA:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int

£ [WFClient] B2 F&BUTHA:
EnableUDPThroughGateway=True

S5 SHOME/ . ICAClient/wfclient.ini Xf,
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5. 1 [WFClient] B9 FIZBUTHR:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
&iE:
« [WFClient] #4555 AllowAudioInput.EnableAudioInput#l AudioBandwWidthLimit
BHIRENERREHETF UDP S47f1 TCP &4,
o WNRKIKE .ICAClient Xk (REEXRLEHBMELZE), EREDN Citrix Workspace [
EEHXA. REKEE .ICAClient XX,
e % AudioBandWidthLimiti€&HR 16, FF G EHNEMBEENF,
6. 7€ Domain Delivery Controller (DDC) Li&E LU TERMK:
o ¥ “Windows Media EEA” 8EH “1L”,
o & “i@2 UDP X E4n” 187 “iF s
« % “5&Z UDP il ESLEtZ5” B R “BBA”.
o B BHMRE”IRERN P

B¢ Citrix Workspace N REFMERAZE
ICA BARZ S TEEN ML, BEEERSEN CPUMHRER, B2, MEEHAEETRIEER, BEERRIMUUTHEE
RIFMERE:
o BERERAE PRI MEIFIR AR X 4, FRAEF mIR2EMEFIR AR 4, ZXHEEE RS EEH
7185H, MREBNREEIE, XHEHTESERKEEL,
o BRIEAHBITENN EITENARRISIRY, FEASHITENN LFTENSCRYRY, $TENHF5EE RS SRIEEHITE R, MRE
EIREEE, WXt ERrsERER KM E,
o BREBHRZEENRT. BRZEAASHERERRETR, FEISBEERK,

BRSMEA
ERBEMN, ERITUTRE:
1. M%) <ICAROOT>/config X#HFEHITH wfclient.ini Xt
2. %= [WFClient] B HIgBUTRE:!
AllowAudiolnput=True
AR

72 AllowAudioInput B ENERENESAT UDP S4af0 TCP Z4i,
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UsSB

USB <# A 1FAFEER I EMSEI S A8 USB g8 # TR E. AP AILUE USB ig&BAEITEN, ARF%K
EREENEHENRE. JBATEEERN USB & ENEREEE. EaemiE. PDA. TEMNL. M. MP3 &
MEE. R2RENFRITEN.

USB EEmEREEMA Citrix Virtual Apps 7.6 (5E=hg4s) 3 Citrix Virtual Desktops. Citrix Virtual Apps &
SRNABEFMILEHT USB EEM, HEFSERHEES REZHEMEE. BXIFMER, B51 Citrix Virtual
Apps 7.6 214,

IHEAMEEBARIER/&3E LAN IR A2 35 USB R g% (FIMNMEERGH. %X, HERNEN) FHERNESE
ThEE. B, BEBAT, MESMEMKZBENEEREMER.

Citrix Virtual Apps and Desktops 2iEE# A TREMIEE, AR USB HF:
. B

o BAR

o BEEF

« Bl

o MLRBREGH

AR
%M USB i&#& (a0, Bloomberg $#42#01 3D Bi%) EEEAER USB H5. X AEHME R USB i&&E
BREMNNES, E2A
CTX119722,
ZUNERT, R FFRLRN USB i&&@" Citrix Virtual Apps and Desktops #1TiTiEiEE, 130, APk
B AE USB iEEEIZRSIRA NIC, itk NIC #TRBEERTEEN. BAMERT, FZ#FE Citrix Virtual Apps
and Desktops i ER LT USB i&&:
o HFEHCER
o SR NIC
+ USB &£4:28
BEHAATIZZEEN USB IREMBIATIR, BRI SICAROOT/ XHXHM usb. conf X, BXIFMAEE,
ESIR “ERELETIREEED USB 18&ETIR,
EAY USB & ZEEEIENEE, BBA USB KM, HXFHES, iE50# Citrix Virtual Apps and
Desktops 324,

USB ZHHY TERIE

RPN USB ig&EfE, RARKRIE USB RESZIREHITIRE, MRAW, NWERKEEERAEEMNEE. MRIIAE
BRIELERIIRE, W REERMKEPER.

SHF@ETRmEEEXISRNRE, HAFPEAN USBIRERN, ZiSEREMEEAZEENEE. EMKmEEs] USB i&
EAREERERRRET.
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MREEEEERASEISEERER, SUAFPEA USB REMMITEERNRIEROSLNEETER,

ABEEMHILE

% USB AR EFMISEMBEBANSREN, MRAFNFSEINKSENEE, WHAFREMEEN, ZIEEFTIEE

BEERMKSE. ERITIAREEHESEESECHIEMEE, BROAEEMEEESRAERENZIZE.
==
NMEBAREEFHESENCEENELTESE USB AR EFMHI&EM Linux T{EiL, Citrix Workspace
NAREFERNESIZIEE, FEARESITH— I Linux SXHHE5, Eitt, Citrix BiXETLiRERF I
%, HBiAE Browse removable media when inserted (&N AISEH ). 7EET Debian #9
RES, EEA Debian FEZ@EER U TETRMTIZ(E: Desktop (@) > Preferences (&i£I)
> Removable Drives and Media (A1#zhIRzn28#17 /&), 7 Storage (7zfi%) &+ £ Removable

Storage (A#zhizEfiE) T, EUHEES Browse removable media when inserted (&S AIFZEIN
) EiFtE,

SHFEFIR USBIREEER, EEEMUT/ L=,
&E:
o N8 Client USB device redirection (i USBISEETEM) IRESEBFEREITH, KAEEMHEILGEE

fER USB ig&#H1TEM, BMERFIRIREhERIRET BT MIt,
o ZMARFAZR USBIREMNESIREEEM,

USB %

AR USB SRESFIM e P& LU T USB ig& k!
« HH (01
BEZRN. 5. BAA MIDI =428,
3RO (X 05)
XS HID £, E@FERMHINBASRE, SFNERBIVEMT. B TFaMNERKRIINER.
o FRIEEGLE (£ 06)

SIELHEDAENAMAEN BEANZ R EEGLEE, ZRERE R ERNY (PTP) RFEER NN (MTP)
RBEGEHITENREMIMNG. BTEATERETRAABTEFMERE, FEATEIEN BB REMINTERBE
BEENUERRRE—%,

MFRENETAABEEFMERE, WRERTFIREREERY, MAFE USB 1.
o FTENHL (R07)

BRFRLATEMERREERFENN X ), BRASIITHVESNEEEIEP, SIRTEHATREER
BELABIREGIRE. AXAEMERT, TEITREEERITEINE, ARIECETREREME, Fl, &
IEE &R,
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FTENVLE S E%E USB <FHER Al LUER TR
. RBEFH (3£08)

RENNABTEFHIRER USB NERHR, HtASEFMHLEEIE USB SMERERIRENR. CD/DVD IRp
250 SD/MMC FiE+28. WEHHEAFHEINENRELREATEFMEED, SEEEBERE. KEANT
Filo BHTFHRELE:

« 01 ZERBVAEFIRE
+ 02 2889 CD/DVD i&#& (ATAPI/MMC-2)
« 03 BAMEHIRE (QIC-157)
« 04 saBmyREIRHEE (UFI)
+ 05 AR HRAIRRN2E (SFF-8070i)
o 06 XE2EM SCSI ML BN AT EFHIRE
BEERT, LUBIEFIRREERRFKILRABTEFMIRE, Eit USB STHRHHARHER.

BE: KFEMN, BLREEAMERENABTEFHRNREE. FREZRETFEIATEAKRBTERMHR
& (BEEFRIEHSRRIE USB XH) ML SER, ERFEILRRE, FJLBRSSFHEENELEXGFEIER
IR RN 2R AR IET T,

« RER2M (£ 0d)
RELZ2MREUUNERBTRE, BEATRIPFFAISBFRNER, XA BHRIPEE,
. MAEFFRE (30f)
X EEMESRE. ORENE. TET. HHENSNHEETF > AETRERS.
o MARFEREMREBEE EfefRf)
LGS ERRNEFENNZEARR USB BRESIREXNNN, XLREBEETARNEHE (M),

USB ig& 3%
BRIA USB SRESMMIELLERE LT USB 18& %!
« @5 CDC #z/&I (202 71 0a)
BEAHA#EZE. ISDN EECER. MRS A R—LEBIEFEEN .
#AIA USB SRESF AIFERXEIRE, RAHRN—MEEAIREHRS ENREE BER,
o AMEFEZNOKRE (X03)

BEEMBNNELILE. BENAKEEDGE (HID) €1F: B8, Bin. BHHE&E. BER. SR8, B
EhHIgs. FHAERThEE.

F3 01 XAFA5IFEOLE, AIREMBERER.
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BRIABY USB SRER A Ao iFfEA USB 85 (£ 03, 701, i 1) 3¢ USB BiF (03, F% 01, i 2),
IRERFANEMERSE USB 28, KEOREMBIFAEBHTHYNNE, HFEERIENREN, BEF
EAHERMNTEERXEIRE,

« USB £&£628 (3£ 09)
USB 42 A PRI EEET AT BN, TRTEHNXERE,

o BBk (K 0b)
BRFRFHROEFEMAE R PR FEMEREERRRESE, UREEBRARNEEFFRSHE USB .
P LAERERERIZIZIERTIAE LR B RE R IR R 28, MAFE USB ¥,

« MM (3 0e)

IR BHE A T IEMSTSASIIE R B0IR S, GIMNRMERGEN. FIDEAEN. RIIALSNR. R BN
Ha, UR—EXFEIRBIEEDEN.

EIAERT, HDX RealTime MBS ASAERE IR ERIEMBBENIEEE,
o TEEHEE (3K e0)
BEMERSHNTLITHIZE, HINBREHEEFISRMES,.
He— g2 T aE R MR RAOM A ISR, HEERXBIIINEIRE (FIMBEFREFIEF T .

A USB REEF AP ERXEIRE. BR, FIRHFEER TRMIAE USB STHHERREVSHIZ &

USB ig&7%!Iz&

ERIAEHelinf2 & T KREY USB IREREE. BEHERE, 157 SICAROOT/ éRIEAFIR&E LM usb. conf
XHERBFIARN TR,

BEMYIR, AJLURIHRBREEAN, UAWSELRACTEFFAAREER USB ikE, BEGETIME IR
M= HIRARSS SR AR &, ARS8 ERMNIZHIER XL EPILIRE,

EERIEEWNARIARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # MR AWMEHMISE
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USB &8N

B SIEEEmAMNIEY, 521 USB Web = EiR1tA9 “USB Class Codes” (USB #5I4t53), &b AmMLts
http://www.usb.org/. BFi&& £ usb. conf XHFHIEIEANIRBIENS: {ALLOW:|DENY:} BERE—AETF
LU FARSENRIAR:

i WA

VID RERTFPRIANE ID

REL RERTFPBIARZA 1D

PID REWRFPI~Mm 1D

% IREHR TSR O R R RZE
F% IR EHR TSR O R T PR F3E
|| IR EHR TR R T PRI

CIEERBSMNEY, ROERLATFHRLL

s MRS KNG,

o MNKERTEEHH # 5INNELETR, REBNERDRR, BeBBRET,

o EHARTMATRITESNZAK,

o BEDTRRMNTIEERZ, BRELNERFHIMRFFIE. F13, Deny: Class=08 SubClass=05 8—%
BXEN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tRCUIERLEIZER =, fI5, VID=1230,

5l
TENRAZTRTHAPEELE usb. conf XHEN—MED. BEXRMHEXLMRN, ARSE EXNFFEHER—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BEtEL

EREEERAT, BUEREHS@mAE U EZEN USBREMAN. B8 THFIE& LR SICAROOT/
config/module.ini X# WClient S5, I TFFARI&E DesktopApplianceMode = Booleans
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TRUE NFEHARER USB %%, MRFEIMRSE (Ef
R HAFIRE (REMNEEXH) £ USB HKeg+H
RELMNERZIEE, WZKEREH.

FALSE FRzhESR USB &%,

PILE RGN

BIAMER T, HDX RealTime MARGHAUEIE T IRIERIEMLR G LR, BERLEBERT, BURSERARE
F3 USB 5 ThBEE BB EN. BER USB ZIHEEMEERGN, 152A HDX RealTime M BEHAAES.

ML RGN EE R
TEHRXTMEBRGNEERNLRBA:
« MERGHIEERAF—ES RTME %%,

o MEBGNEECEEAT 32 (If1 64 (IR AIERF. F170, Skype. GoToMeeting, &fFER 32 (i3} 64 L
BEVISIENZBEIEER. 7 www.webcamtests.com

o MERGVHNBEFREER, §li, % Skype EEERAMSRGNIETHEZBE GoToMeeting B, &
IBH Skype LML ENS GoToMeeting &,

EAT 64 (INAEFHNMERENEED (RATLER)
Bhras 2111 &, 64 (UNARFHMERGIEER.
RYER:

* GStreamer #EZRARZS 0.1.X 5 1.X, EAEURTFRFAEHLENHFIRA,
« ICAClient lRAEETF 2106 (WNREAHZ GStreamer 1.x)
o Gstreamer HRZAFIEL:

- gstreamerl.0-plugins-base

- gstreamerl.0-plugins-bad

- gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi plugin# libvaE
X264 &

GStreamer {EHFBIRRAMINS GStreamer HEZEAIARA—E, a0, R ZEE Gstreamer 1.2.4,, NIFAE
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Gstreamer L.x flfFAVARZASER LD 1.2.4,
HAEBEERT 64 URARNNEBENEER, XRVERMG. EXNEHATRE, BHRITUTRE:
1. S#1% SHOME/.ICAClient/wfclient.ini BB&XH,
2. 72 [WFClient] 9/, FNUTIEEUEAMEBEGNEER:
AllowAudioInput=True
3. £ [WFClient] #5, FMUTIEBE SR H264 HiZSSEE:

HDXH264InputEnabled=True

EIFRIARE RGN

B, EATF Linux i Citrix Workspace [z B2 RSB BEN EE R — R F—MRER G FrErIEIARN
EBEVISMSRIEERE /dev/videod, BEZEERITENPHIRNERME RGN,

R HMAMRINLE NERINME, BFRITUTERE:
1. &M% SHOME/.ICAClient/wfclient.ini BBEXH,
2. 72 [WFClient] #5/, HFMNUATIRE.
HDXWebCamDev-ice

40, & HDXWebCamDevice=/dev/video2 UERLTIEEMETR /dev/video2 MMKZIEEN.

xcapture

Citrix Workspace AEFRH4 B0 E— M EEZF N AT xcapture, LN AREFRIHEEAFERSB/HEERS
X 2@ EARFE ICCCM #5289 X Window M AREF 2B RER IR, AP A LUER xcapture AT TFIZ(E:

o HRMEESREXE, AEAFRERE (BFEATS ICCCM AENNAERF) SEREOPETHNAE
FZiBEfXERE,
o EEZRENOS X BRRIFSLAER xmag 3 xv Z B EHIER

BMESITRE Xcapture, EHITUTRE:

ESSIRTEOPEAN /opt/Citrix/ICACLient/util/xcapture, #AE#R Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace R ARZFHNREER),

EMBRRESEES, FHRITUATRE:

1. 7£ xcapture 3HiEHEH, #i From screen (MRR). HIFETRN+F4.
2. MATESH#ITIERE:
« Selectawindow G£EEFE—1&EO). BAAEHIESHWEO LS, ARBEHRIFHRE,
+ Selectaregion (GEEFE—MXIE). RERIGER, FENEDHITLLERESHINXIH,
+ Cancel the selection (BUH%). BERITAR, REBMPRIALRIEDRE, PHARDUICH
PR AR,
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3. 7£ xcapture 3$iFiES, B ToICA (2] 1CA), xcapture IHMEIEEEETH, RTEELEBER.
4. BTG, ENEREOBMNEAERRERERRMLS S,

EM xv EFEEREOFNNAER, BRITUTERE:

1. M xv REFIMENIER.

2. 7£ xcapture XHEER, 2 From XV (M ICA), AiFEE ToXV (B ICA). xcapture IHMEIEZELET
, RREELEES.

3. BMRmE, ENEESOBNENBEF P ERENNES .

ENEREOFHNARFERIE XV, BERITUTIRE:

1. NEEEORNBRERFEFERMNES.

2. 7£ xcapture SHiEER, 2 From ICA (M XV), AEFEE To XV (21 1CA). xcapture IHIMEIEELET
%, RREELEES.

3. BMERE, BESMEE xv #,

p L
ST R

Wai, Citrix Workspace ZAEFRET—1MEANT, HABSXANBEERER, Flt, RU¥ERIARNLE,

MhRZs 2112 2, RTFEIBSREXANERAGRE, Fit, ERUBRMEXRPHRIATHUE, RIABERT,
IteThRE FEBRE,

UAS=E- SN
o IR .ICAClient BFETHAAFPHEXHEF:
fiiEx AT1_Regions.ini X
xE,
BRY AL1L_Regions.ini X, & [EPLEE\Thinwire EIfZ] 285 8RE RN TIT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R .ICACLient XHFAREE, SR Citrix Workspace BRE2FHEHLE, EXMERT, KERGEENE
INRE,
ERALIIRE, BHRITU TR
1. 8% SHOME/ .ICAClient/wfclient.ini EEEXH,
2. %% [Thinwire3.0] B HIRBEUTEE:

InvertCursorEnabled=True
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} =r

AR

% Citrix Studio HAYERMIMRARIDESH T EIERIEMNEIREN Do not use video codec B, HirR
2k,

AR
HEXY ERAT

XY AR RFHR M T A F LA A M IREXS 5 N RBR R BRNET, FEAAX BARRATMIEE X RATRNBI N A
EFEERALIEE.

=

AR

tbIh8E{RTE Citrix Virtual Apps 5% Citrix Virtual Desktops 7.8 (EShka) LizfTHRIETAH. BINE
AT, ERLATFERARS.

EERLkIEE, ERITUTIRE:
EXHSHOME/ . ICAClient/wfclient. ini B9 [WFClient] #5%, 7% 8 RelativeMouse=1,

P BB AL, ERRISHEARES, BEECFHEE, BXEABEYBEIRIIEIIFARGEE, BERAEEEXN BT
B&k7.

EROELLINEE, EHITLAUTHRIE:
A Ctrl/F12,

BRLIIEERE, BREA Ctrl/F12 TR IRSSBIEHUIBES TP HRY . FRENRITN, RRSRSESEFIHETHI
&

BIFALLINEE, BHRITUTRE:
N Ctrl-Shift/F12,
REFAREERNY, WEXFLINEE,

EEAEXT RARE
o, EZEI RelativeMouse R LT E:

+ RelativeMouse=2 ERIFEORSE SET S AL ThEEH G EECE.

+ RelativeMouse=3 18 FA. BUEHFRIFLLINEAEL FRUERTS,

+ RelativeMouse=4 B inRiriaH e ® B~ EARZA L IEE, WRERATHE—NAF RN
[ AR R E B ohis A s 2 XS BT,

EENRERS, BN TARIIRE:

« RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
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+ RelativemouseOffChar=F11
« RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #=z #F#{&E7E Citrix Workspace R 2 L ER
config/module.ini 3248 [Hotkey Keys] F5Id. RelativeMouseOnShift 71 RelativeMouseOffShift &9
EIRBEBFERNERE, & [Hotkey Shift States] sk F5lt,

b3Sy
BETAH
£ izEi2 Ctrl+Alt+Delete B4HE:

1. HEWARAESKETEEMSEE Lo Ctri+Alt+Delete A&,
2. EHENEREXHR WFClient 285, B& UseCtrlAltEnd:
« True &R Ctrl+Alt+End &% Ctrl+Alt+Delete A& 153 2ITIE R HE.
+ False (BAIAIgE) F Ctrl+Alt+Enter % Ctrl+Alt+Delete A& 152 TR HE.

BRAEEM
EEFmETER USB EEMEE Bloomberg v4 #1:
B, #%JiE Domain Delivery Controller (DDC) Fr/E iz,
1. &% Bloomberg #4219 vid #l pid. %130, 7£ Debian 1 Ubuntu T Fa<:
lsusb
2. %% SICAROOT #4448 usb.conf xtff,
3. 1£ usb.conf XA T & E A FXS Bloomberg $##&:#17 USB 2@, ABREZXHF.
ALLOW: vid=1188 pid=9545
4. ENRmHEFIH LM ctxusbd SFiP2F, 5130, 7E Debian #1 Ubuntu RIETUTH<:
systemctl restart ctxusbd

5. BHEFHRIE. BRREEAN Bloomberg v4 BENKIFEBER, WEHITEEM.

tIhEE AR IFEE S IEMEM Bloomberg v4 #8150, IWWIHAERM T EFRBERERIERREERREMEES, BIEN
MESRORIN EHMSMEORUT—EEERZIENRIE,

AT SEH Bloomberg #EEER, M TFFR:
- BEEEA USB EEM
o BEEA USB EE M MURIEFR MR 1
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} =r

AR
BIANERT, LthInsEst x86 #1 x64 FABA, 5t ARMHF FA2A,
BRALLINEE, EHRITUTRE:
1. BRI TFRYREE config/All_Regions.ini X7 BloombergRedirection 43,
BloombergRedirection=true
2. jITEBREERDRMHEAESE,
ZAItThaE:
1. 4% config/all_regions.ini 3x###) BloombergRedirection 43,
2. ¥ BloombergRedirection {&i& &% false.
BloombergRedirection=false
3. MITBREERDRMHNAESE,
AR

BzERE S false R EER R RERANE P IR HIATA, BMEROBEEATEIRIE.

AEBABEEM
EATFNNERNBEERN Chromium #AR1ESR (CEF)

£ 1912 Rz #if9kRAH, BCR EAET WebkitGTK+ MEMREMANE. BR, TEEFIH L, FEMERND. B
hR7s 1912 2, BCR EMAETF CEF M&10. ttIheeFE T BCRAAFFE, EEMTRNESERERL. ITmAENE

R ERENH IR R
BhitAs 2106 &2, EF CEF FINSBABREERF2EEMR. RABRTERZDEE.

MBFE, A LLE SICAROOT/cef/libffmpeg.so B R H 3 Workspace B2 F S B HEMHMN
Libffmpeg.so X4&iRNEEMRREFEESFINEEXH Libffmpeg. so,

AR

ARMHF &Rz ILIhRE,

BRETF CEF #9 BCR
EFAET CEF 89 BCR, BHATULTEME:

. B#138 $SICAROOT/config/All_Regions.ini xX#, Ee, SICAROOT 2 Citrix Workspace R/
EFRNRIALZRER.

2. %Z [Client Engine\WebPageRedirection] ZHHIREUTEE:

UseCefBrowser=True
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BN a)E:

o« f£~/.ICAClient/Al1l_Regions.ini ¥ UseCefBrowser IR E N true B, BiE. PXE
iZ IME AJRETE TN FERP TR, BL2 SaaS 5 Citrix AR F R SSE S AN, EBT Linux B9 Citrix
Workspace AEFAZFHIE. PXMEHE IME,

A% BCRMEE, #E20H Citrix Virtual Apps and Desktops 4  SE2S A EE Eo

B EERE

AEFNE HDX Broadcast BohE P imE#EREINRE, Citrix BiEEtkThae5 HDX Broadcast &iErI & IThAELS
&R

BTFMEFRRE. MEEREHNEERELLZLENESZCERRERR, AP MNESIENFERE. @3 HDX
Broadcast BEhEFIGEMIEZINAE, EAT Linux &9 Citrix Workspace M AEF A LU EI SIE R E SN ESRE,
FEEAFP ENEEIZEMNAIE,

ERSB EERILLINEERE, BPTEFITEMEZITHETE, Citrix Workspace ¥Zx2 iR EMEZIISIE,
HISMEEMHEBFECHEINEES R AL, NREEHTEF SHIIE, WEBDEMEEIETSABRFE

—MEREIRAIHEE, MRAFPRZTHEMBEENARER, WASHTEDENERE, AP REEmMEEINAE
B,

BIAMERT, AT Linux &9 Citrix Workspace ARF#EH 30 B REMERNANSIE, XHENEMER
SEFHIT=Ro

e AccessGateway iE#ET, ACR RaTH. ERIEMEER, BSHERSBNEFiG LERASIETEEDRE, H
7£ AccessGateway Li#1TEZE,

HXEE HDX Broadcast BahE ik ERIEEMNGEA, 1§20 Citrix Virtual Apps and Desktops i,

SIEAT RN

&EFN4E HDX Broadcast &iERISeETHEE, ZTHAERNAR TR ARS.

B R HDX Broadcast &iEr &4 INaEE, MNRSEAGHNNBIEF ZBREESR, BR{MAURSEERZNBIEFN
B, fi0, TLAFEHNBERN B SHEZTESIT, METIHREBEES IR, BREHRRTEE. £

HAiE], BEERFIAERE. RENEMRE, FEANBEFEETRNFRE, ENEINEER, XEXEREREN
m*i’%_q:c

W, BANESEREETENERERENT K. FIALIERINE, FEFORKE, HEETNSEETHT
TREMERZIRZBIEIRIRESE,
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N

AR ENERE Ul ERRELNRBELATRENRENRERE. RINERT, IEREN 80, ZKAER
geBE 100 (RTZEAED), AURKRMEREN O (R2ETRR).

RIERINEREREN, EITRBANEERER. EURESREHITRE,
Bhi7s 2109 2, IEATEMNERNRRIALTEARES.
ERAILERINGE, BRITUTERE:

1. 8fi&l /opt/Citrix/ICAClient/config/module.ini BEXH,
2. 72 [WFClient] &85, EXIUATIRE:

SRNotification=False
AR
3% Citrix Virtual Desktops 51t ThaE,
B E BohEFIREINEENSIET SN, NREMEZFNE, SIETEMINEEMERT. SEEEIREERE

USHERIENEE, ATREKEE 25 WIERENEZRR, AEHFE—RAIKRENNE FAMER 180 ) K=
HERER. IRSEAEMIEELTAENER, BT FRENERNERZRERNER.

MEEAT HDX Broadcast &3ErT &, MATFRIEEEMEINROER 1494 T H 2598,

Citrix Workspace AR T ABE RS 2RIEE,
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BE:

HDX Broadcast 2iFa/RMHEE (FRAKEIKILE) ERSBLEEAS—TIhEE, BEHERM XN ZRERMX
iR B2 B HDX Broadcast £iErI S48k,

ERSIER MR
REARMEEERRISERBASIETEL.
RIEATRIEBIEREIRENRINMEN 1807 G 2. MRFE, JUEKSEFTEMEZERFTARESHE. &
FASRTEETHITE MR,
R
MRERZIERFHTARSHREKE, EgSBEFMAHBEFBECHIRE. XMERAIREIERERNN
R P eERILIEIZETE,
ARG EMERERRD 2598, RIFEEREEIEMLKOSREKETEXIROS,
BXEEREIRMERBNER, BERASEIRERRLE,
AR

KEARMRINERS B WEH. ZEAITEE, FEIERSS SR EIEVRE,

ZIRRIERE

Citrix Workspace L AZFRIE T SRR, AIEYSHNERGAAFPIFEHRUSERAF KR, ERIRENAER
MREY, XERARRTLURARPALE, WTFAAR:

» HDX MediaStream Windows Media EE®
« HDX MediaStream Flash EE &
+ HDX RealTime MR G MIAELE
« H.264
pES =
Citrix ¥ RTOP 58 GStreamer 0.1 855&BF Linux 89 Citrix Workspace M AB2F 1901 B SR

#7,

HDX MediaStream Windows Media & A

EM Linux BPRIEEHRIMNER Windows S E FIREZEAHREANBEREERSH 5, HDX MediaStream
Windows Media EE @] U A#H mEKREH, Windows Media EEERM T —MIEAFIEEMIERS 28 HiEK
BARIEITES XX HFEINE. Ft, BET ERBEEGHNTFRER,

Windows Media EEAAIFAEH Windows @ EizfT8 Windows Media Player Rz EBKESHIIEHE, It
heer iz S s, HRaiE:
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. BEFHER (ASF)

. EHE&ERA (MPEG)
o ESTRIMSASHE (AVI)

. MPEG Z47% 3 2 (MP3)
. WAV mEct

Citrix Workspace MABREFTEE&E T XA RE MediaStreamingConfig.tbl, BT Windows $ERIEE
&3 GUID %k GStreamer AJAERM MIME 28, AT EHILEIRRUITUTIRME:

o PUEFERRPRINZ AR AR A Z FEH R AT 838/ XS =

o MELEFERFER GUID LsaHIEIRRIBRS Bim=Ho

« @A MIME FFHERFMESSEH, UAFEIERRE GStreamer SHARRE R,
o BEMEERBABFIRE LM GStreamer IFFHNERNXHXBNBEENXEE.

BEEF IR, ERUATAFAREERBIRRAEEREEAAN <http://>0 <mms://> = <rtsp://>
9 URL B9g84A, mak@id Citrix RS E8BF ARBRAERER, RS[AFTEAPREEAIEERURREEHGS (B
R, B3, Sl SEMNE). B2, RSFBAVBEMEELIE. LHEERIRE LRASRZEE GStreamer
o

Z3:3 HDX MediaStream Windows Media EE @, i&EHITILTi2E:

1. #FE GStreamer 0.10 WEMAFIEE LRERKRMYG, XB—PMHRSEMEIELSR, BEBERT, BARE
GStreamer, AEERE Citrix Workspace AR, UAYFRE IR Citrix Workspace M FHZFED
BHEA GStreamer,

K % ¥ Linux & 17 bk #8 € & GStreamer, 4 8 L K http://gstreamer.freedesktop.org T #

GStreamer,

2. ERABFIHRE, EANRPBETLE EEMAX LB REMEN GStreamer RGN, ATLUER gst
-launch TARFRIHEHREERERNIET. 1R gst-Taunch aTLUERK URL, NIFRFEIEHEIRIETT.
g0, #EE1T gst-launch-0.10 playbin2 uri=<http://example-source/file.wmv> ¥
BEMINE TR ERRER.

3. Eig% =% Citrix Workspace M BiEFEY, MR EMFEH tarball B4, &% GStreamer #EI (HFF
.deb# .rpmRHE, WSBEEEITM) .

FERSEPIHEIIAEE XM ETL

o BIAMERT, BALIhEE, ATLER All-Regions.ini B Multimedia 24 ## SpeedScreenMMACSFEnN-
abled EWZALLIHEE, MERFILETIZE R False, Windows Media EE ¥ AT EABIE,

o ZINERT, FiE MediaStream IhEEERER GStreamer playbin2 hille 3t F R A iRIRENZ SNUFRE
MediaStream Ih#g, AIUMETIZHIMN playbin hi¥. B imiRENINAELLLEIT Al1-Regions. ini X
ISR FERS P SpeedScreenMMAEnablePlaybin2 EBER playbin2,

« Citrix Workspace [ 2T IRBIBHRIIRXHSREE RSB XM, 3 .asx H .nsc X, INEATEE,
AR BIEE— AR5 | AXEXHRBWIRE URL, A gst-launch AIRIEEERN URL RSB Ko

XF GStreamer 1.0 B;EEEM:
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o BINERT, GStreamer 0.10 BF HDX MediaStream Windows Media EE @, GStreamer 1.0 (X7
GStreamer 0.10 Re] B ER,
o MNREMFA GStreamer 1.0, BEFEAUTHEA:

1. & GStreamer FEHNREBR. BUHNLTEMNBERENETR. BRERKERLEWHN GStreamer
WEEARXAMB. HE R ERREH /usrlib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BEHERTF Linux 89 Citrix Workspace M BREFHNEZEB R, 5 (root) BFAFREMEIAB R K /opt/C-
itrix/ICAClient, FE$ AP REMERINE RN SHOME/ICAClient/platform (i, He, platform &L
2 linuxx64), BXEFMER, BHBRALENLE,

3. i £ GStreamer HEH B RPIRE — T S # % K = £ libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, 1Lt % B & &
SERFAMNR, B, A sudo.

4. ¥ gst_playl.0 BEfEREs: In-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
L H B ETRER ERFRINR, 0, A sudo.

+ JIRE7E HDX RealTime ME RGN IMIAESEHER GStreamer 1.0, &EEMA gst_readl.0 fEAiEENSS:
[n -sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

EF GStreamer 1.x

£ 1912 hRZ HiRUhRASA, GStreamer 0.10 EZIFZEAEEAMNEIARZE. B 1912 ki, EEI LU GStreamer
1.x EEE R IARES,

PR

o RERASTEY, mEMEEIERAET AR
o« Y&72 ARMHF i&& Bz Citrix Workspace R F#2RFR, GStreamer 1.x RAIBETERFAIAT(E,

Z% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x &
ZORNLUT R

+ Gstreamer-plugins-base
« Gstreamer-plugins-bad

* Gstreamer-plugins—-good
e Gstreamer-plugins-ugly

e Gstreamer-Tlibav

TEASHIA 32 S

FERL Linux OS &17hR (5190 SUSE #1 openSUSE) £, RFRTREHRAZIBINRTIRFH GStreamer M. 1
XMERT, THRABHERMERE G
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1. M https://gstreamer.freedesktop.org/src/ THRM{,
2. RENVAR,

3. SMEIBENRGERENER.

4. BITUTHS:

$sudo ./configure
$sudo make

$sudo make dinstall
<!--NeedCopy-->

BINERT, M #EISXEAITF /usr/local/lib/gstreamer-1.0/,
BXRHFEHBRIEE, BSRIRFLE CTX224988,

fdE GStreamer 1.x
EFIE GStreamer 1.x LUES Citrix Workspace M REFEEER, BEA shell B RANAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

o ICACLIENT_DIR - AT Linux 9 Citrix Workspace [ BIZFHIREREZ,
o GST_PLUGINS_PATH - GStreamer a8, a0, 1 64 fil Debian i+ &M £, LLEEE RN /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PRI

o TERRZAS 2106 ZFiBIkRASH, A GStreamer 1.15.1 REBIRAR, WMEBGVEETEAIEERKRY, RIEA]
RER BN R,

HDX MediaStream Flash £

&3 HDX MediaStream Flash ExEm, ATLASEI Adobe Flash ABERA PGS AMIER, MMEFESHRENR
HIER T A B P RES B EN SRR RS R,

1. BIEAFPREEEREETINERER. BXFAER, FEHRAENR,

2. Ewfclient.ini & [WFClient] 8% (EHATHEAFPHFREER) L ALL\\_Regions.ini i
[Client Engine\Application Launching] 4 GEBFFEFMFERF) HIMUTSEC:

« HDXFlashUseFlashRemoting=Ask: Never; Always

ERAFI5E LB HDX MediaStream for Flash, BUAER T, IHEIEBAMT, M4, RESEBF
T—NHEE, WEHEEEEEEIES Flash BEMN Web TTEEKIZAS.
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HDXFlashEnableServerSideContentFetching=Disabled; Enabled
53 Citrix Workspace [z 2 B AR R A BRSS Stin N B IRENINRE. BIANBER TIEIRBERERA.
+ HDXFlashUseServerHttpCookie=Disabled; Enabled
BREZEZA HTTP Cookie EEM, BIAMERT, LEIZEH Disabled,
« HDXFlashEnableClientSideCaching=Disabled; Enabled

¢ Citrix Workspace R FA#2F1RERM Web WA BAREARFHEFIRE. RIMERT, HERER
BEMA.

+ HDXFlashClientCacheSize=[25-250]

B MB ABAEXEFHEFHARN LWENK/NTUZNTF 25 MB ) 250 MB Z[EREMAE, AEIX
NRBES, BRBFEFERRNIEAR, UEEHEHRE. RAERT, IEIREHN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FIET AR SS BRI BRI AEIR IR B E X Citrix Workspace M R2FERNEEFRE, ABERT,
HEIEE R

Persistent,

FE REUTERTARERELSE:

HDXFlashEnableServerSideContentFetching igE 5

Enabled.

3. ZIAEZH Flash €@, £ /config/module.ini &, % FlashV2=0ff &2 FlashV2=0n LB AiZkE.

HDX RealTime R HRGHMIAESE

HDX RealTime 12T WA RGN SAEFETRIZS WM WCI B AN FERNE, WA HBEAFAEERS
HDFaces #y GoToMeeting. Skype for Business %57 BiZFF AR IR E1EEE.

1. BIEAF SRS HEZSMINEEER,

2. WiEMultimedia EBEREEEH. ERERBR, &I SICAROOT/config/module. ini X,
AEHE [ICA3.0] 85 HH MultiMedia BFI&REHN Ono

3. B R HEEMINEEN “EZRNAMEIREY” R ENERRNE R NAMEREGIE RS MHEN.

2/ HDX RealTime M RGNS ESE

BIAMER T, HDX RealTime MARGHAUEIE T IRIERIEMLR G LR, BERLEBERT, BUESERARE
F3 USB BB EEME RGN BRIIIER, BIRITUTERE:

2 HDX RealTime MR EHMIAESE
o ARMERGIERE USB 251088
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1. TEHMERL.ini XY [WFClient] B35 aRmL T2
HDXWebCamEnabled=False
BXFAER, BSEMIAEE,
2. fIF usb.conf X, ZXHEEMTF SICAROOT /usb.conf,
3. MERECERER A TAT:
DENY: class=0e # UVC (BkiAi@id HDX RealTime MR MSAESR)

4. REFEHXAXM.

@i Citrix AN IR Saas WRE LIRINEE

st SaaS WAREFMNLLFRRETmARRMB AN SaaS LAEFNG—RAF 4, SaaS NARERFS Single
Sign-On —i2fefit, EERMAEAURPARNNENRLAF RELZTEERGNHIELENEE. ERBLEF,
TR LATEEST R E Web s # Web 25 2518935184 PR

EAF Linux 89 Citrix Workspace R g Zim@Ed ihiaizhliRS A SaaS AR, BiZRS,
RIEBERENIOZFAER. & Single Sign-On URABIKE,

Iy
He
pall
I
N

DR
Wi libgtkglextl BEERM,
MZE32ft SaaS mARFEA U THE:

- ICEBR - 5TRE. BRNER.
+ Single Sign-on - /A Single Sign-On BM&ER.
s BERATARKARFIVERIR - IS ANARFHITETERNEE,

AR

A Citrix Browser Engine #9 SaaS {X7f x64 #1 x86 F& L%, £ ArmHardFloatPort (ARMHF) &
H ERZZH

BXRUEERIFRIEHIRSEE SaaS NARFNESR, BSRIHREHIXE,

B SaaS LAERF S5 Citrix Workspace MAEFHIFAER, ESREERT Windows B9 Citrix Workspace [z
BEREHE Workspace i &,

H.264

Citrix Workspace M B#2F%15 2 Citrix Virtual Apps and Desktops 7 k589 H.264 B#Z, &% HDX 3D Pro
Bz, WEE X ERREEEREDERINEE, ZIERIALTRARS. SME JPEG FHiFEEMELL, I WAN
M LRI T FEM T LHNERN BEFREMRSFRIEE.
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REBAT R HITIRIET R ALLIIRE (UK ER JPEG fiRIGELIEER) . EeIUTEREEIEHRED 28
FNLTEARSHNER TRAXARER, igERATRELESEEFEGRENSHIFRBXEERN R DER
Bt CPU BB,

BE:

BB Ik IhEE, 15206 Citrix Virtual Apps and Desktops 5t FRE RPN ERTLHRIRE, NRERTT
BUgE, H.264 HEERSS ELTERRS, A Citrix Workspace NAREFHIEFER,

B RREEARRD SIS

fEwfclient.ini X, ¥ H264Enabled i¢EH False, EBTRSZERAXARE.
BEBERXARE, BHITUTERE:

BRREEERELESRSIE, ®wfclient. ini X##i§ TextTrackingEnabled €& % False,

RN,

AIEAERTERR LR RUERE. #ARERFEFIERRN XSync i JPEG M RERERMILES T,
1. WM JPEG RS X LLThRe,
2. 7z wfclient.ini 8 Thinwire3.0 #8537, % DirectDecode #1 BatchDecode i& &4 True,

AR B ‘HAREESEE” EREA ‘TR XSync”,

HEIER
ERHRRAS, debug.ini M module.ini XHHEFEEREIZR.
BiRZ 2009 &2, ErIUERUTAZZ—RERTIER:

» BL1IHED
« GUI

[E#, Bh4s 2009 &2, debug.ini BEXHRM Citrix Workspace M BRRFRERFRECHHIER.

BEICRINEERE Citrix Workspace BiEFHEFMAEE. MEERXNEREohBRIIBETCRBIEE. =4
EARALUERAEIEZR SDK (#E7 Citrix Workspace R BZFF Atk SDK B9—Ep o m4pE—ie) KMALEE
IBR

AILAE A BEE B HRAT AT HR(E:

o PHIRHREMREEHIMNRE, BERHIEERFIER,

o HEEREEMBLERE.,

o IREEEED.
WNRFEA root AP RRRE Citrix Workspace N2, NBAEEEMTE /var/log/citrix/ICAClient.
log /. &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logHe.
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%% Citrix Workspace M ARZFE, HelE—1NEHR citrixlog WAFULEBREIZRINEE.

=3

27O
1. EHRSRTFAT, SME /opt/Citrix/ICACLient/util B,

2. BITUTHLLUIREREEED,

i

./setlog help
B R TRFE R AEB .

TRIE T EMERMREENREREE: BRINENSSITESES, BEATR:

R HEX

wh= LOG_ASSERT
gk TC_CM

HF CEF® BCR TC_CEFBCR
% P i S SRS TC_CAM
EERL TC_CONNCENTER
ERIRBERD TC_CCM
Sk IS | TC_CDM
BI%g TC_CLIP

& P T ENATL Bk Y TC_CPM

B P imTENA Bk gt TC_CPM
FK TC_FONT

Mt TC_FRAME
ShiZitd TC_GA
BNERIESR TC_IME

IPC TC_IPC
SRATBRGY TC_KEY
WRIREhiERE TC_VDLIC
EZ 3N TC_MMVD
FRATEREY TC_MOU
MS Teams TC_MTOP
HithE TC_LIB
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&RIR

INIRENFERF

PNA RS
ESHAS

SRCC

SSPI &%

BeE+

BEIARSS

BEIERSY B
StorefrontLib
EHRIREhIZEE
Thinwire
BEREORE
EINEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirieR
SAAIR ThAZ e

Web EfF
WinStation IXzhi2Fe
Wfica

Wfica 5|

Wfica Shell

Web #BhiZRF

i

HE%E

TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC
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GUI

RERE > R{IFIEE, SRR Citrix Workspace - EERXHEE,

TEIRERIF IS BRF UGS, ILAERUTE:

- EZH
o XEHIR
L Y
o 4

E\kl}\ F/R—F ) H ulﬂii@lﬁlxgjj = L_o

BTaILERAEE, Fit, RiEaseam™ERm Citrix Workspace MBZFHIMEE, X HEREFTENAEIN

ERFARA.
ERFARHNETIERENGE, BEREHXH. XEEFERIEPHENA.
PHAFTIERET MEREZVAISEEIT. EEER Citrix BEEEIIEE,

} =

AR
WRMER ICAClient. log X, M MEFHEHEIZRARS ctxlogd,
BN, MREFANERRAZINGERER, BETUTHL!

systemctl restart ctxlogds

7EhR4s 2006 K ERRAFESHEEER:
INREEARRIRA 2006 RERMRA, EERUTIEEABEEER:
1. THHAEEM Linux itEH =2 Citrix Workspace B B1ER.
2. % ICAROOT HRLBIRENRRME,
530 /opt/Citrix/ICAClient,
RIMBERT, TC_ALL RAFEARSURMBFAIERE.

3. ERERTEERNAE, BITHTF SICAROOT M debug. ini XHHBEFARNERERSHAM
B,

RNAE “+7 FSHRERSE, F30+TC_LIB,

TR E B S HRNRREZE
a0 +TC_LIB|+TC_MMVD,

TRIIET wiica RRFKREABNAVRERLE(E:

B [wfica]
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&RIR

B

EUEM

WFICA (=i&EE5h)
FTED

BRI - WD
ERIRF - PD
EZIRRF - TD
SREEXIXHE
SRR EPAIRTHAZ /LB IR AR
RRIAIREHIE
Sl IS |

COM (i&fsiwA)

ThE

B

TR T EEROER R EARNREREE:

1RIR

B

T&RIET setWebHelper BIRERZ(E:

TraceClasses &

# logSwitch €8x 1 (BA) 0 (A)
i logSwitch=1

HEHR:

MR ctxlogd T/REML, MKTE syslog PREHS.

TraceClasses &

TC_TW
TC_EUEM
TC_NCS
TC_CPM
TC_WD
TC_PD
TC_TD
TC_PROXY
TC_MMVD
TC_VD
TC_CDM
TC_CAM
TC_CCM
TC_TWI
TC_SCARDVD

TraceClasses &

TC_CSM
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BEXRNEELBHNERNTEEMEMRNBENESR, 158 Syslog iLE,

Syslog fit&

BNERT, FiE syslog BEEMRERE /var/log/syslog . EfgEHEXHRIEREMEHR, 187 /etc/rsyslog
.conf X#H# [RULES] 85 FREUTIT. a0,

user.x —/var/log/logfile_name.log

RIFFIHANER, REERUTHLENBER syslog BRS:

sudo service rsyslog restart

REILENNER:
o B0 syslog REAIA, &Mk syslog #iE17@<: sudo service rsyslog restart,
s HBREIEEHEE, &% rsyslog. conf X#HFL7M $RepeatedMsgReduction on,

o BEWAE, BEHEICEERE rsyslog. conf XF%s $ModLoad imuxsock.so 17,

ZEETIER
WNUTFAEBEAZERSER:
o (REBIHEE: BUHAER syslog BR5S 280 rsyslog.conf XL TAT:
$ModLoad imtcp
$InputTCPServerRun 10514
s BFIGECE: @I localhost Bt ini2iRs32889 IP ik, 7€ rsyslog. conf XHHRMUTT:

*.*% @@localhost:10514

WEEBEXH

Wi, ZARATFE Citrix Workspace ARFHIREREXHNITE, BEXHIREFRNXGRF, EUAF
EIMA RIS R U BE XX o

BHitthkZi&2, Citrix Workspace A1 EFSINT collectlog.py TE, BFMREIMNNHFEDUERES . AILUE
BHSTETZI R, ERNBEEXHAEREER. AIUMAHARS 28#T TH.

BEEMN

« Python3
s FEFIMIZERGFERS

Bhi7s 2109 &, 7T HmNHXXHE, UER collectlog.py TEKEREXH:
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« logcollector.ini Xt - REHEXHNZIFMERZR,
« collectlog.py Xt - WEBEXHHKEEHERTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZUNERT, [hdxteams] BAHFIEFRINEl Llogcollector. ini X LUKEE Microsoft Teams BIAEX . B
2, T LRIBUTEEE logecollector. ini XAt 4 :

. M= s{ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini Xff.
2. RIBLAUTRAGIRIMYLEE B E X AR5 :

[component_name]
log_namel =“log_pathl”
log_name2 = “log_path2”
MREFERNERE 2109, HESUTERREREREXH:
1. THHAEEZM Linux itEHl =2 Citrix Workspace B B1ER,
2. EHL1TH, BMF /opt/Citrix/ICAClient/util B
3. BfTUATH%:
./collctlog.py -h
BETUTHRSHEER:
usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,
--help show this help message and exit -c CONFIG, --config CONFIG The

logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file
4. RIEFECTUATHS:
+ ./collectlog.py - FEARIABEHRNREXHRINETEX G, HERARZHFEERTHEEN
BEX .
« ./collectlog.py -c /user_specified_path/logcollector.ini - FERAFERE
BEPNREEXHREREXH, HERAREFREEREFENEENBEEXE
e ./collectlog.py —-c /user_specified_path/logcollector.ini -a/another_user_spec
/- FERAPEEREFNEEXHRERSXS, HEAPEXNBREFEERENEENAE
#,
AR

logcollector.ini B2 & X % B9 X IA 8 ¥ & Jopt/Citrix/ICAClient/config/
logcollector.ini, E4EMBEXXHFHRINERER /tmp,

5. BNl /tmp XHFFHUE cwalog_{ timestamp } .tar.gz EFHEXXHF
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} =r

AR

HEXHBREEXHR N cwalog_{ timestamp } .tar.gz 9 /tmp SXHFEH,

Microsoft Teams {1t

R Citrix Virtual Apps and Desktops #1 Citrix Workspace M AEFAE T L@ Microsoft Teams #1T{k
{£. Microsoft Teams L2 F Microsoft Skype for Business 9 HDX RealTime #tk. FEKZE, FHEF
Microsoft Teams b FrEEMIFRA A1 R45EI VDA FER T Linux B Workspace R BERFH.

@i Microsoft Teams fifk, EBTF Linux 89 Citrix Workspace M BIEFEXZFEM. MHMRRELZINE,
AR
+ Microsoft Teams b {X1E x64 Linux £1ThR L&,
o 3t FEMA Dell Wyse fWEE A%, 35 A Citrix Configuration Editor 4548 /var/.config/

citrix/hdx_rtc_engine/config.json XMW EESH, EXiFHAEE, 52 Dell
o

EXNEEEARTIERMER, BFIKRE Microsoft Teams BB EIZFE TR B#FHITIEE,
BXRBZAERWER, BB Microsoft Teams L ER,

BXEFMER, E51E Microsoft Teams 4£#1 Microsoft Teams EE M.

73 Wvm-12 500 libunwind-12 FE{&K#iI5

Bhe4s 21112, # llvm-12 3R T &7 libunwind-12 FERHRKEIR, B2, BIAMERT, ZKEIERIAFERE
PAREFE, BRBUTSREEFMEEPFHRE libunwind-12 E:

1. TR,

N

BT RE Tlvm FHEEZR AN

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add
<!--NeedCopy-->

3. WAMTITUEE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy—-->

N

. AINLATRT:

deb http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->
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5. BITUT&$UEE libunwind-12 E:

sudo apt-get update
sudo apt-get install libunwind-12
<!--NeedCopy—-->

BIMECEEIRINAE

MR Microsoft Teams B2 & 7 B 5t & FIFE ZHED, Citrix EE MBI Microsoft Teams & & B A {E,
FN, RINBERATIEBRXEIET, B2, RABRT, BEEMIETGTERRS. BEEXRBINEE, BRITUTIRE:

1. 4% /var/.config/citrix/hdx_rtc_engine/config.json x4,
2. RBLUTER:

* EnableAECfE 1 ®R~EBA, 0 RT-ZEAESHK

« EnableAGC & 1 &R~EM, 0 XT~EMHBMLHTH

« EnableNS & 1 ®RT~EA, 0 RAERAEEIDE

EE Microsoft Teams HIZRES 234 AE(LE 28

HdxRtcEngine #A7E Citrix Workspace R A#2FH# WebRTC #145|%, AFE Microsoft Teams &
EMo. HdxRtcEngine.exe AILFfAiHRA CPU ERBHMER FTAIUAZHREFEMM (RE) HPWE, 7
8EH9ME 240p. 360p. 720p 1 1080p.

MR EEIER AR RBE BT HERRERNRES YR, FRRERENFRIERNESER TSN
D, RIRIERMERIUENES ZENNE, LAUENESSSWNRSSEZERNE.

NTFEEEHCHEARTASPHERNIGR, TRYE T OM TR

i AR RADER A RIUE
1 1080p (1920x108016:9@30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
8 360p (640x360 16:9 @ 30 fps 1
5 640x480 4:3 @ 30 fps)
B 240p (320x18016:9@30fpa O
320x240 4:3 @ 30 fps)

BIRERWN (REE) DPIRE (FI50360p), BEMRIRBITUTEHL:

mkdir -p /var/.config/citrix/hdx_rtc_engine
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vim /var/.config/citrix/hdx_rtc_engine/config.json

"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams HHEIZH
E/Z/ Microsoft Teams HEEIER, ERITUTERIE:
. Bzl Jopt/Citrix/ICAClient/debug.ini Xf,
2. ERIN T RES [HDXTeams] 264 :

[HDXTeams]

;5 Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

; LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0

; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel =

(o)

<!--NeedCopy-->

Microsoft Teams {1 1L RUIE3RTHAE

« B Citrix Workspace R 259 2101 Hrie:

- Citrix Workspace R AR RERFES Microsoft Teams $##FE—#21T8,
- St s BRI ANSMIEE, HRATFEENSMESE,
- HTTP REXFHELSHRIE.

+ B Citrix Workspace R B1EFH 2103 kR, ZRINERTRZH VP9 1ARAEDES.

« B Citrix Workspace R F#2FH 2104 k2, BRIAER TSZARIEHEIRINE, RINBNEREEARNEDS
BUZRNHTEIE. FRAEAEN. ESESERRERTF K LRMHNTERNZ MR

+ B Citrix Workspace R 25 2106 Hrie:
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- Ual, SER\EHEN, RMUAETHHEERSNTLIENERTRERHE,

EAXhREH, IERENTEREIRBENBERERE TR, AILER VDA KRFBTREHENEMNRE
Bo ZENETHR LRER—NMBERS, EEREABHNERKERTIREEIEP,

- WE, BOUNREREREEEMSEEO,

S M B \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # 8l B & &
NetworkPreference (REG_DWORD) AR,

RIEREREUTEZ—:
- 1- Ethernet
- 2- Wi-Fi
- 3- Cellular
- 4- VPN
- 5- Loopback
- 6- Any

BIMBER T, WebRTC 45| 2% % Z R R RERH,
+ B Citrix Workspace R FR1EF# 2112 hrie:

e =

LT Ih g X 7£ Microsoft Teams # HIh et E# /5 7] F. Microsoft B LB /5, BRAUEE
CTX253754 LGRERXX A EHFI NS,

- 1z Microsoft Teams FiERiF4IX

EARkRAS, 25EEERZREEH, EAILUTE Microsoft Teams @iEHREIERIZHIN. RFEHING,
ERILMHERBHITER. REIEMEN,

ERFIHZREMETE, FHRE Microsoft Teams REIMZHHIEREHIN, HERBHINBS5EFTLL
RIFIELERIIFER,

RISERNG, BAUNHEEREHITIER. FEMEMEN, TRE, RERRIEHING

BRHI:
EMRAHB R 5 S HIETHAY, Microsoft Teams EEXE A ik FH A A Z B S S@iEHAE, &K
BHEISGEMA T B, fRAZ%E: AP LINAS I EREGE KIEFIBGETR,

- % Dynamic e911

kA, Citrix Workspace MBEFXZIFES RN, £ Microsoft BIFEE. BERERNE
HERBTPERN, TRET LUTIEE:

* BN R E 2T
* BHIREAR
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RELBMNKIER RS BT/ Citrix Workspace R BREFHN YIS, m3E VDA £iEf7H Microsoft
Teams & i,

Ray Baum HOARERE 911 M EM I AEMBEFRIENNARRLNE R (PSAP), BERTF
Linux #9 Citrix Workspace R f#2/ 2112 2, /A HDX # Microsoft Teams L& M Ray Baum
B R, BEXIFILINEE, BEFIRNRIERRLITRPLAEE LLDP &,

%#5 NetScaler [/ A12F 4% (NSAP) EHEE

LARITER LI ThREIR (A NSAP EiEEINEEE 2006 Rttt 22 %1, Fie HDX Insight #iE5e £k 8 NSAP &
POBEHURERESRKRIE. LHERSTRIENATT BEMNLRE, NSAP E@ERIALTFERRSES. BEBEEZA,
157E module.ini X 1I## VDNSAP 15E NSAP=0ff,

BXEMAESR, ESF Linux Virtual Delivery Agent xx#4 s # HDX Insight #1 Citrix Application Delivery
Management RS5489 HDX Insights

ZETRBMEFAM
HIEERE TIHRAZEANSEE TR MEES. SESEMRENETR ELET.
MR
LHEIhRERERINT .
«+ StoreFront v3.15 HXFEBHRA
* IR .ICAClient BRFETHFIAFNEN4EH:
fiips All_Regions.ini XX
%
ZRB AllRegions.ini X, #&7E [Client Engine\Application Launching] #85>H4E AN TF
17:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

R . ICACLient XHFAREE, NER Citrix Workspace MBEFHEH R, EXMERT, KERGEENE
NI
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Rl

AEEETSR LATORA TR — I REHRTFIRE,

ENRHZSEN, ZREREHERNEN TEERE TS LAERUEER.

FEEETH LA2RRA TR — I REHRTFIRE.

ERHZEEN, ZRERTEENERSE LEEREXTET.

AHEORA MIHENZEABES N ETRETEZRIE, ARTMMREIEFEN. ZIE/FALTELRRN TEBR
BETRBRET. EMRMZREN, ZRERIeREX TEMEETRSEET.

&

« FRRENEBEESTE, FETRUREEERR StoreFront L,
o MREEFRANEBREE EMEED StoreFront BErfMEERIE, WRHERREE—IRIERRERT
FrESIENHRER.

REHRR

EERAREHREIEE, BHRITUTERE:

1.

2.

£ A1 Delivery Controller (DDC) k%% StoreFront 3.15 iE =4 (FFHET v3.15.0.12),

MTHIRE THEERT Linux & Citrix Workspace MA2EF 1808 HESRAMAZIRE, REBERERE
&89 Linux i+ & L,

¥ ICAROOT IR Z 218 B AREME,

0% All_Regions.ini XHZ2F7EFET ACAClient ke, MNREE, BHEMIR,

# $ICAROOT/config/All_Regions.ini Xt &; 7k SaveMultiMonitorPref, ZIAERT, LFER
BIER “true” (RRULINEERFATFRE) . BEXHLLINEE, HFLUFEISER false,

MEEETH T SaveMultiMonitorPref g9(&, MX7MiEk JJCAClient st 7z7ER All_Regions.ini

X1, LUBALIHERLE U FTAEFENE B X GHERRE. TRHSIEZAIEENRICEIZE SaveMultiMoni-
torPref 15&,

B RE=E.

£ Desktop Viewer TEERBEHRERRURELINRIENE. REETAKETR—KEBH, 1BREM.
BE “RERR" N, BMEEARE, XMABEKRRERRT. REMHEE, BHRRERER,

BT EES M RIER .

EfRmRIE. SIEREERNEL TEERERSE LERNLEER.

FRRES AR X FOTR:

« BF Linux ETEEREERENE, Alt, FIFEZIERBFEEOARARIENGR.
s BZPMARAEARSHENERSFRERIEEEESNREIPAZLR, FATESSHHARATTUNEIITA.
o ZPERAEIMNG StoreFront #1TEE
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EX 4 2S /A Citrix Virtual Desktops
1. %$% Desktop Viewer H & & T a7k,
2. EEEO.
3. ERm N E RSz iaEsn Citrix Virtual Desktops RE. WIS N ERSTREAYNET—ERE.
4. 7£ Citrix Virtual Desktop TE#m, #ERE2R,

BER BEM N ERS.

Workspace =528

Citrix 3INT Workspace Ezh28 (WebHelper) UBHBAHNEENNAER.

LUET, BEERATF Linux 89 Citrix Workspace N RBIZFIZ AN S 2B EH A A P IRIE NPAPI BEiE % RS EMMN
BiEF,

fERfERA =R, Citrix 31 NT Workspace E&h2 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE A
Workspace BEzha &£i%iER, LM Citrix Workspace M RiEF R,

BAiR4s 1901 &2, Citrix Workspace E5h285 StoreFront # Citrix Gateway WEIZEZEFRE, MWIHEERIZEBIBE
Bzh ICA stFF#M Citrix Workspace AR R,

HXEE StoreFront WEE, BBRAIRFLXE CTX237727 8y Solution - 2 (fB R4 - 2) > a) Adminis-
trator configuration (a) EBREE).
=

Citrix Workspace Baiss 4 ai{iEA T 5 StoreFront WEZER. fEHMER T (B0, @i Citrix Gateway
W) FXFEZBEmES.

2% Workspace Web Ul iz

ERE=HEEF N ERMMNE BRI HREENEAT Linux 89 Citrix Workspace R FRIEFRY, ZN AR
Araes T CPU EAZKXE 100% mMEF LN,

AT IREIRR Ul R

1. FEAUTa<HIBREFR M.
rm -r ~/.ICAClient
2. %% SICAROOT/config/AuthManconfig.xml 3Xff.
3. ¥ CWACapableEnabled Ef&RmEEXN false,
4. BEERT Linux 89 Citrix Workspace R R1EF. FEZIBBIEHRITXFMEIBA Ul,
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REMBRY

£ Windows ¢ Linux VDA BY, EF %5 VDA Z BIMEEHR BRSPS AT EERTFIHRE LNEEREHEZEY
#, BRINBERT, WIhReFEARS,.

MR
« # Windows VDA Ef58 Unicode S7o/mmatihit, B aEs, WAMALRHLE CTX226335,
. £ Linux VDA tERESRETRRS i, BXHMEE, FRANSRETRRS
. REHEFES R XKB lib, A¥E VDA MBS igE > AEHRSRETR.

o f& /8 Windows Server 2016 # Windows Server 2019 B, 5 S fi # HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREEZF, FMNTHE EMRIMBZFR DisableKeyboardSync ¥
DWORD {&, AR ZEIREN 0.

ERALINEE, EEUTTRME module.ini SX#H:
[ICA 3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L& module.ini XFHigE KeyboardSync=0n #1f wfclient.ini X#++i% & KeyboardLayout=(User
Profile) B, vdime EMIEAIZREENE P i ERSERREER, HERIEBREE VDA, YRETRETFHA
EHEETA, vdime AJLGRZIFHIZENE VDA K2 HmR.

EERILIIEE, 3BT module.ini XHHi&E KeyboardSync=0ff, LUEXREIREARRARNTH. ERERAENITH
&, M $SHOME/.ICAClient/wfclient.ini XHZEVBEHE, HEREBDNEHSEMEF KEE—RLEE
VDA,

fERER

BRLLIEERE, MRFJIEIEPEFHRE LORRERAELTN, IENRERBLFHERNLEZK.

£+%+ Windows VDA #1 Linux VDA 22 H B %%

==,
pa =W

TRAFABESIBM Linux BEKIFIGEZ—MEFH.

Linux $#2&/Linux Windows Xi5i&
Linux #8245 VDA %/ B Windows &% ID Linux VDA %/

arm - ar-SA 00000401 art
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Linux #£2/Linux Windows Xi5i&

Linux B2%/5 VDA 7/5 B Windows % ID  Linux VDA % /5
ara azerty ar-DzZ 00020401 ara
at = de-AT 00000407 at
be iso- fr-BE 0000080c be
alternate

be - nl-BE 00000813 be
bg - bg-BG 00030402 bg
bg phonetic bg-BG 00040402 bg
bg bas_phonetic bg-BG 00020402 bg
br - pt-BR 00000416 br
by - be-BY 00000423 by
ca eng en-CA 00000409 ca
ca multix fr-CA 00011009 ca
ca fr-legacy fr-CA 00000c0c ca
ca - fr-CA 00001009 ca
ch fr fr-CH 0000100c ch
ch - de-CH 00000807 ch
cn - en-US 00000409 us
cz - cs-CZ 00000405 cz
cz qwerty cs-CzZ 00010405 cz
de - de-DE 00000407 de
de mac de-DE 00000407 de
dk - da-DK 00000406 dk
ee = et-EE 00000425 ee
es - es-ES 0000040a es
es mac es-ES 0000040a es
fi - fi-FI 0000040b fi
fr - fr-FR 0000040c fr
fr mac fr-FR 0000040c fr
gb - en-GB 00000809 gb
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Linux 88265

gb
gb
gr
hr
hu
ie
il
in
iq
is
it
ip
ip
kr
latam
1t
1t
1t
lv
no
pl
pl
pt
pt
ro
rs
rs

ru

Linux ##/Linux
VDA /5

mac

extd

ibm

std

qwertz

mac

std

latin

Windows Xigi&
=1

en-GB
en—-GB
el-GR
hr-HR
hu-HU
en—-IE
he-IL
en—-IN
ar-IQ
is-IS
it-IT
en-US
en-US
en-US
es—-MX
1t-LT
1t-LT
1t-LT
lv-LV
nb-NO
pl-PL
pl-PL
pt-PT
pt-PT
ro-RO
sr-Cyr1-RS
sr-Latn-RS

ru-RU

Windows &£ ID

00000809
00000452
00000408
0000041a
0000040e
00001809
0002040d
00004009
00000401
0000040f
00000410
00000409
00000409
00000409
0000080a
00010427
00000427
00020427
00020426
00000414
00000415
00010415
00000816
00000816
00010418
00000c1a
0000081a
00000419

Linux VDA %5

gb
gb
gr
hr
hu
je
il
in
iq
is
it
us
us
us
latam
1t
1t
1t
lv
no
pl
pl
pt
pt
ro
rs
rs

ru
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Linux 88265

ru
ru
se
se
Si

sk
sk
th
th
t]

tr
tr
tw
ua
us
us
us
us
us
us

vn

VDA 2% /5

Linux ##/Linux
VDA /5

typewriter

mac

mac

qwerty

pat

mac
dvorak
dvorak-1
dvorak-r
intl

Windows Xigi&
=1
ru-RU
ru—-RU
sv-SE
sv-SE
s1-SI
sk-SK
sk-SK
th-TH
th-TH
tg-Cyrl-T3J
tr-TR
tr-TR
en-US
uk-UA
en-US
en-US
en-US
en-US
en-US
nl-NL

vi-VN

Windows &£ ID

00010419
00000419
0000041d
0000041d
00000424
0000041b
0001041b
0000041e
0001041e
00000428
0000041f
0001041f
00000409
00000422
00000409
00000409
00010409
00030409
00040409
00020409
0000042a

Linux VDA %5

ru
ru
se
se
si
sk
sk
th
th
t]
tr
tr
us
ua
us
us
us
us
us
us

vn

VDA BEBINREEI HENE A “VDA” %5, MALEF HNBRFRIZBEINM. EXFUTREMNREE: PC/XT
101, 102. 104, 105. 106,

BEARS[IHRERR, FRITUTERME:

1. Bz wfclient.ini 4.

2. BIITFFRER KeyboardLayout BHYEE:
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KeyboardLayout=(Server Default)
KeyboardlLayout BHEMEAMER (BPEESH).
3. EfMERHREUEESRER.

XA LB KB

Citrix Virtual Apps Services FIEERE X, MIFRGLARFRRE. LIBTALHRS, HEAWER
pnabrowse T B & RIS,

Citrix Workspace M A2FANRBIBS 4 HEFERS]. [REBLFHNARRRFS BRIV R KB :

o RFIRFIERBHRABTHIX LR
o APAEILLGES Citrix Workspace MBEFERZXHF

g0, EEA Citrix Workspace MBEFEEBE A Adobe PDF x4, #9i%%i%%0 Adobe PDF Viewer 3
MR BERF. BRIEXFETIRENNARR, BUARBTEEEEENERHTRS.

EHERFIHEEA FTA, EHRITUTERE:
1. WINEEXBKON BEF R RRFEREITHNNAERF.
2. ERMEBAHNAREFNYIRMARS S URL, Fia1TaH<!
.Jutil/storebrowse -1

.Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. R TIEZXIETT./util/ctx_app_bind &%

Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

0,
JJutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, WIIEERITANX 4R ECE AT IHIKEsN23MST (CDM),
5. WHZXHUERXBNN BRZFREITH,

BERGHNARERS XA RBXE
Citrix Workspace W BEFIREHAHNAEZERE Citrix Studio FEEMIZE,
NEFM:

WIECRTEREIEE T FTA NN AREIERS 2.
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BERXMHY BE5ERT Linux 89 Citrix Workspace MRBEFXEX, ERITUUTIRE:
1. RFNARERF.
2. &F3 Citrix Studio,
3. EAEF LRERITARHEZEEM,.
4. EEE,
5. £ “GL1TEH (1K) FEPHM “%™” UBLI S 1TRIE, RERE “HBE”.
6. T AREF LRERITARHEREM.
7. EEXEEXREK,
8. & Citrix Workspace M AB#EF 5N BREFEXBENFRET BSR.

9. BEHENAMEHHARE,
10. BRESH R XBEPRMNTBEZF G EBA FTA,
AE:

StoreFront X#EBUXBRNFIKE R “FFo BINERT, BRAXHEEXE,

£ #% Citrix Analytics

iEATF Linux 89 Citrix Workspace 2R B3N, AITE%NARFLELEEHRR LI EEERAE Citrix
Analytics, BRfE, 7 Citrix Analytics BRS 28 L/ MEFEHERE. Hx Citrix Analytics Wi¥4ER, ESA
Citrix Analytics.

BEARARE

Citrix |CA thilf#EFBE8E A F FimEmEii@E [TUI VC] il Citrix Virtual Apps and Desktops 5E#ARE 2828
iR, TUl thiEminiEEZnAr fm (U] A5FEE,

iEAF Linux B9 Citrix Workspace R 2R z#%F TUI VC Thag, thIhAERIEEBIE FiniEl RS 28 2 1xm9 TUIl #UE S,
FRIHATLLAE Ul BRA M. IR BB EERRIABINBEENET. BJMTE module. ini XHEHk VDTUI
tr&: VDTUI - On/Off

Bhe7s 1912 2, VDTUIiFERIAREANF. Alt, HERHNARFNABET “IEERE) <Application>” 3$iE
. R, BHEHEE—RER “IE1EERE <Application>” WHEE, ZIHEEEE RN ARFBHNEE, B2, W
RRUIATEILBERNX, “EERDD <Application>” SHEEKEMEHMYARFEONT, BEZFRRT.

BXEMBENFMES, B2 Citrix Virtual Apps and Desktops sxtep#y Citrix ICA EibiEE,
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S5k

January 26, 2022

AT IRHEEFNELE, B Citrix Workspace MAB#EF 2012 &2, FA1i§7% Citrix Workspace M BEFHEREHK
IESHEE, HEBREELETHABEEAER. BISNBNEESHEIETHE, UMESERANSIEEHN RN
AEEEMMNIR,

AR
Lt SR IIEIGRINEENIE = HEPIEA,
DB
%% libsecret &,
BUABERT, LIhEER FERARS.
EB A ICILSRINAE, EHRITUATRIE:

1. #EEEXH: SICAROOT/config/AuthManConfig.xmle
2. ¥ AuthManLiteEnabled MIfEI&E A true,

Bhaek
EEEAT Linux B9 Citrix Workspace N AEFHEBS £ £, 47U StoreFront #=HI&E & StoreFront
ARS8,

Citrix Workspace MR EFXiFS5 PCSC-Lite #1 PKCS#11 IREHiZ AN AN EREFIE£8, RIMERT, Citrix
Workspace MAREFIMEEEF—MIEMEZ opensc-pkecsll.soo.

Citrix Workspace W BF A UEIFREMBESEMt PKCS\ ##11 IR&hiZF 2 opensc-pkcsll.so, AL
FERAUTIEEESENUE:

1. ¥EEEXMH: $SICAROOT/config/AuthManConfig.xml.
2. #3347 <key>PKCS11lmodule</key>, BIRshIZFAI B R INEERRIZITH <value> tHEH,
AR
MBEWMNT RAEFMUERNXHR, Citrix Workspace M BR2FESin2 $SICAROOT/PKCS\
##11 BERPIEREZX M. &, FIMERLL “/7 FFREITEREZ.
MipREEe£E, BRBUTSBEEHREEXXHTH SmartCardRemovalAction, LERE Citrix Workspace [z
BRI

1. ¥BEEEXH: $SICAROOT/config/AuthManConfig.xml.
2. #3297 <key>SmartCardRemovalAction</key>, #3i§ noaction & forcelogoff HMEI'ER%IT
B <value> jt&EH,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 115



BT Linux & Citrix Workspace M BiEF

BIATAA noaction, FHITEMAFBRFMEIVERURERIRE se-RITEMN SRR,
forcelogoff &EREMBRE RE-RETERR StoreFront RRIFREZIEM S,

EREERXRE

INSR1EARSS 28 Citrix Workspace RABREFHRINEAT EaE+, Citrix Workspace MARF R ZIFEMEEFIR
%o
ALFEREFATUTRRE:

=

EBSHMIIE - %4 Citrix Virtual Apps SRS 82517 S H 1.
EMARFRIS - A SN E RN AR A SR,

4
A
2

BRFHIENZ2MEEHR, YIETRARLESMRIIAEE (F1W TLS) #iTEHE.
BRMERRXS, YNEEUTHRMA:

m
o>

ERIERBTNEL NN BRFELANE PC/SC Tikink,
FEATENERFHNRDERF.

# PC/SC Lite 5,

LHIEIT pcscd TR, ZEFRHEER PC/SC AR fE-REFIE
o 7£ 64 IRZEH, 64 I 32 (k7 libpscslitel BREBUAFFTE,

A H W

BEXIERSH LRETERZHNIFMAGEE, B2 Citrix Virtual Apps and Desktops X4 EE+o

B RE R HFRIERINAE
=

i

tTheEEiEIER T Citrix Workspace R ABER.
BhiA 2112 &, Citrix Workspace B2 2 #E A T 5 sE R ik R 3 nBNERI A ThRE.
BAERERN, SRR REERSBNELHEFRCNEER. ATLENEMGEIATRERRNEER, HELNIIREX

LB,

|
an>

UAS=E LN
£ Linux &P ER% libpcscd B
AR
BIAMERT, LERRRRREEASH Linux RITIHRNERRIREAF. B, ErIBEETREL Linux ZITHRHE
HAkR A %% 1ibpescd &, #4180 Ubuntu 1604,
BAILIZIRINEE, EHITUUTRME:

1. M3l <ICAROOT>/config/module.ini Xk,
2. %% SmartCard &%,
3. i&& DriverName= VDSCARD.DLL,
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%1% 5= (nFactor) 5 51E

ZESMHIIEERBFREHS T EMIERALERSHRNR, MMEETVAREFNR2S. SESHRIEESSMHIIE
TEMXBKNEERERETHEEREE.

71, Citrix Workspace FAfEF @ fE B34 StoreFront SCIIMR B E R IFMER EMERZIFIN. Citrix
Gateway #) Web & RITEM 7 2 EI22R EINARSS 3B EA LN

BXIFMES, BB Citrix ADC X9 SAML 54 58IEMZE (nFactor) S350,

LR\l

January 18,2022

EMRENIES S Citrix Workspace ARFZEREER S, AILEA Citrix Gateway FR LB ARERL Citrix
Workspace [ RiEFEE,

=3

AR

Citrix 38i%7E StoreFront fRB e85 AP i&& zia)ER Citrix Gateway.

BAASE: PR KIS E] LURYE B AL A i O Ao iR S PR L $E 8@, 7E6 M Citrix Workspace A2 FH,
NREBETBARSBIABIMLE |P #uitBRGIFISMEB Internet itk (RIS IAEEEHR, 5k NAT) BIRIZERLAIE, W
R ECE MR

AIERIARSS 28,

{GERTF Citrix Virtual Apps 282 (FERBTF XenDesktop 7): SOCKS RIZARS B e RIBRSE (1biF
HeeMRIERSE. HTTPS RIEBRSHBREMELT SN (TLS) BEENRERS ). A UERRIERSBIRES
LRI TERN i kisiE), H40EE Citrix Workspace AR 5ARSS 28 2 iBliVi%EH#, Citrix Workspace RZF#2
F2#F SOCKS iz & REBIMHN.

R Citrix Virtual Apps #BE: £/ TLS #hiX#y Citrix Secure Web Gateway g SSL Relay iR A%, &
FTLS1.0% 1.2,

Citrix Gateway

Citrix Gateway (LAET#r9 Access Gateway) RiF5S StoreFront AR ERERE, b, BIERITA LUFMIES
FA P 3S REM R 2RI IA PR,

Z@e Citrix Gateway EiESEMNARER, BEHRITUTRE:

1.

FEAUTAEZ—IEEEERRER Citrix Gateway URL:

- BXEABMRSIAFREN, RAIRTEERNKAIHEEFRRA URL,
o UEEABMRSINAFRELN, AILGETREHEED > tKF > AkiEmA URL
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o WNREE:T storebrowse S EILIERE, BEESSTHEA URL
Z URL IEEM XA ENAEE (EFMEEE):

« Ei%#3) Citrix Workspace AR EINE— ML AEE, BFEAMUTEIN URL, Fiw: https:
//gateway.company.com,

EEIBENABE BFEAUTHERAN URL, #Hm: https://gateway.company.
com?<storename>, tzh&A URL WX RIEREEN, BWEZURLFEE= &ESF
1) o MREET storebrowse EZHFRFENABE, FJREFEE storebrowse s<HAMNE|S 351
URL,

. RGHETE, FRESNAFE. FENRSSHERIIZNARE (BINX). EXUTENEMER, FSA
Citrix Gateway 2%

SHEIERRE, BETENKEMXBRER.

RIEARSS 25

RIERS[/ATRFIMEHNIEFH 50, H 432 Citrix Workspace FZ A2 F 5 Citrix Virtual Apps and
Desktops #8E Z EIHYERE.

Citrix Workspace [ A#2F 3z # SOCKS AR U THRA:

« Citrix Secure Web Gateway f1z£RI2Hi¥ Citrix SSL Relay
« Windows NT /M (NTLM) B35k,

R ERZERITIRE Trusted_Regions.ini #1 Untrusted_Regions.ini #pR#IA “Auto” (B3h). “None” (%)
1 “Pad” (&E7t) B, INRMEMA “SOCKS”. “Secure” (R£) 5 “Script” (Miz) £E, FREEXLEHFURATF
FIRARINE KR

AR

BWEREMLEERE, BHEA TLS,

Z2RIERSS

WEERENERALSREDINE, BWERNBATX Windows NT R/ (NTLM) SHIERN . MRL
XA A, WEFEMEMEERREETIMCNAER LN,

BE.

NTLM Z#5H%E OpenSSL 1.1.1d # libcrypto.so ., fEAFIEE L REXLRE, XEFEBEEAE Linux &
1ThR. WA LIM http://www.openssl.org/ #17 T,

Secure Web Gateway #1 SSL

AT LU Citrix Workspace R B2 5 Citrix Secure Web Gateway iR 2 EEF 2 (SSL) HHRSERE—iE.
Citrix Workspace R AEFXZ# TLS thile TLS ((fHIER2M) B SSL thilMRFM IR EMIRAS. BEBMTIZETE
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4 (IETF) 72858 SSL AMEIRENF R ESE, & SSLERZ R TLS, TLS BiiRHARS B[S M IIE. FIERMEM
HERBUHNE, RMREMEBENRE, FLAR (BEXEBRMNASR) EXRER TLS REEHEEENTE, X
PARPRERERERWIEAINE, 5190 FIPS 140 (BXFRERAEMRE). FIPS 140 B—MINEARE.

Secure Web Gateway

AR EE R 3 akiE = T ER Citrix Secure Web Gateway, 3£ Citrix Workspace M ABEF SRS 2 E#Y
BERMLLEE, NRELERN T#A Citrix Secure Web Gateway, NAFEEEE Citrix Workspace 512
o

MREREMEPWARS ] ERET Citrix Secure Web Gateway XI2, Na]UER 4R T A Citrix Secure
Web Gateway {3, ExXF4EE, &8 Citrix Virtual Apps (Citrix Secure Web Gateway) x4,

MREAPLER, Citrix Secure Web Gateway RS 2L F— MR, HEHMEZE Citrix Workspace MF
EFAREfER:

« Citrix Secure Web Gateway fR$3 282 BEMNHZ (FQDN)o
« Citrix Secure Web Gateway R385, Citrix Secure Web Gateway 2.0 Rz #ep4kiE=(,

FQDN % FUZIRFETIH I T =NARER S

. THE
. chiglis
o TRgRiE

flg0: my_computer.my_company.com 2 — FQDN, EARE®KXFIHENRB (my_computer). =gl
(my_company) fMTAZkiE (com), FIEHFTRREEAAE (my_company.com) FRAEE,

SSL Relay

BUIANERT, Citrix SSL Relay f#/ Citrix Virtual Apps AR$588 £#9 TCP 150 443 #17 TLS R£3&f5. SSL Relay
WeE TLS EH2Y, SREHIERRBRHEERTIRSS.

R SSL Relay BB AMIF 443 LISMIEMIRO, MATUEZIETRENIFEOS1EES Citrix Workspace g
o

BJLAfERA Citrix SSL Relay RREUTER THBERERS:
« ERAT TLSWARRESRSEZIE

BXEBEMEA SSL Relay RMREZERZLMER, E5E Citrix Virtual Apps X%,

TLS

AR, SZHRAEVERMR TLS hR7AsH 1.0, ZHsEV&eS TLS hRAA 1.2, BhRZ< 2006 #2, ZHFHIRME TLS A& TLS
hRZAS9 A 1.20

© 1999-2022 Citrix Systems, Inc. All rights reserved. 119


https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/xenapp-6-5/xenapp65-w2k8-wrapper/sg-presentation-server-v2.html

BT Linux & Citrix Workspace M BiEF

BJLL@id7E [WFClient] #3493 RN LA FEC B IETURITHIREBS A TLS MhilavhRAs:

e MinimumTLS=1.2
o MaximumTLS=1.2

XLEBEIRIAME, ERBPEN, FRESEAZXLE,
&iE:
o TANEHIER, MBFREXLE, MREER selfservice 5§ storebrowse FEH 7 iXLE(E, 15
X killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
« AT Linux #9 Citrix Workspace RBEFAAFER SSLv3 il
BEERFINEMNE, 157 [WFClient] &9 ShZRinLl FECEE:
« SSLCiphers=GOV
ERBAE, EENRFIAEN COM M ALL,

=

P =

5 TLS ik AERRE—, MREERSE selfservice 3 storebrowse FER T LHEEE, MATEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit &1

CryptoKit hizs 14.2 5 OpenSSL 1.1.1d FR&Rk,

e
IEINEER T2 BEMUMEELTE, Fi%&A TLS_RSA_ MEBEATRERFRE, HERMANBEEE S

TLS_RSA_ ZHEEH#ERT2MR. R, &RAZFS%H TLS_ECDHE_RSA_ BZEEMH, MNRENIFIFEREE
TLS_ECDHE_RSA_ ZREM, NHETFEERE, ERHENERAEXE. M TFERBRSMHIIE, X 1536 i RSA
Ftho

SFUTERZEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 X#FUTERES:

+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 XHFUTEEEH:
« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

AR

BhiA 1903 RESMAEE, Citrix Gateway 12.1 RE=hR4z#F DTLS, B Citrix Gateway #9 DTLS %
RNEHREAHNER, BSHESZR DTLS iy

BHEEMS

ERRAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM F GOV, BIMER T, ZAWIE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIKEN ALL,

TE/LATBESHSFIH ALL. GOV COM 1=2{:

« ALL
- ZREE 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)

BXHERRES, BERTEEMN

#1459 TLS_RSA_ WEBEHFRERNRT. XETHEGNEIERTULFH, B2, AXFS5FMIRAER Citrix
Virtual Apps and Desktops EmE##%, Citrix Workspace N BREFFEIERT BB XLEZILEAFRET,

NEBEBHREMN, BHARE Enable\\_TLS\\_RSA\\_i&EHN False,
TEHREFANEREMYIX:

« TLS_RSA_AES256_GCM_SHA384
+ TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

» TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
¢ TLS_RSA_WITH_RC4_128_SHA

=

AR

EERITMEEEAHAEBRCAERE AEEBFR EBAXEIYIEHRFATE ETUZTEFH
TLS_RSA_3DES_CBC_EDE_SHA ZiEM. mJLUMERITERKEHIHMITREXLERA,
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BXEE DTLS v1.2 fyi¥4i= 2, 35214 Citrix Virtual Apps and Desktops X4 #9 Hi&E M E 585
WEFH
INREFEARRIRA 1901 RERRRA, BRITUATHE:
IR .ICAClient EFETHAAFNERRS:
o MR ATT\\_Regions.ini X

« ERE AllRegions. ini X, &TE [Network\SSL] 9 MRS HRIMMTIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

MRLFAPHEXHRFPREE . ICACLient X%, NET Citrix Workspace ZARFHLH TR, EXM
BRT, BREXLIENRINZE,

TR T SATHNEBRES:

% 1- ZBREHIFYIR
AR
EREFEZEESHIDEM FIPS 71 SP800-52- #Nll, A MNEZREMHRAIFAT (D)TLS1.2 &, B8R 1 -
FREEGIEIIR, THREEEGIFENSESRET,

Storebrowse

January 27,2022

Storebrowse B—HER P B SRS B2 EFH TR ENRE GSTRAER, @I EA storebrowse SLAER, &
BRI BT T B BI12E:

o AN ARENE,
FIHEERENNABEPNELTNAEFMRMHE.
« NERENNAEETEMECHITENBREZFRE.
« BRNMZAEAHRNNAEFMNKEBRES .

« BEIEAXHHINAERF.

o EIMERIEEENSE,

storebrowse SAREFEEE /util XMHFHEMH, BATUEREME THIZXH. 0, /opt/Citrix/
ICAClient/util,
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wERMN

storebrowse LBEFEE libxml2 EREa,

BB A HHIKENNABER

BERMAER UBEIRIR:

o ALUEASSITH storebrowse %
° E_[L/{@Fﬁ Ul F'Ej.])\/

AS7RIT storebrowse <,

SRS EL %R Storebrowse 138158

LURT, {RTE(ER BBIBRS i #1716, Workspace EEMRAXGFASRERES ENTAXGRY. A,
£ Storebrowse BEI N ARFMKERIEN, FXHRSEL MR ASRE=ZFREEF IHENEEER
Storebrowse %#%%) Workspace &, #E&ENENEHRSEL TR,

B Citrix Workspace M F#2F1 2109 k2, H&hER Storebrowse #1TiE#ERY, Workspace & A AR
5ini2iRS 8B LNRATAN MRS, WINREBEBTFHE=SBEF it EEEE Workspace BB BEEAIEIE,

AR

o WIERTHEERERIBPEA T RS EEUNATH, BXFMEE, E2H Citrix Workspace X4 HIER
BIRSES M.

« INEBEE SICAROOT/config/AuthManConfig.xml X% AuthManLiteEnabled H{&
®EBA True, NILLIERINEERATAH. RINERT, WEIZKERN False,

CRSER

LATFER AN B T EE] UM storebrowse SEREFHERM storebrowse #4,

RN R IS
-a, ——addstore
PR

RN EMXFEIRFAE SN ERE UK ServiceRecord SFFIEF#IZ, Itam<$REINARIENTE URL, MR
AN AEERY, WiFHIRER,

StoreFront ERI#s <R

ANA
AN

./storebrowse -a *URL of StoreFront or a PNAStorex
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il
./storebrowse -a https://my.firstexamplestore.net
AR

AILUEA storebrowse SEARERRMS NN AEIE.

#BE)

-?, -h, --help

WieA:

#R#HE X storebrowse SLREFRANFMES

Bt 157 P v T

-1 --liststore
BiEA:

FIH IS E AR R IS o
StoreFront EHy&s<Rfl:

./storebrowse -1

e

-E --enumerate

WA

FIHATAZRIR. RINERTRETRUTE:
o AR

o BRAFR

o BREXMHR
BEEFAEER, B -M --details &<KMNE -E &%,
AR
iz{7 -E SR, MREZAIRRBHEERE, WEETRSHRIERD.
#N -liststore IREMENRAREE URL.
StoreFront EHy&s<Rfl:

« ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
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+ ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

21719

-S —--subscribed

WieA:
FIHITHNZER. BOABER TEETRUTE:

o FRZR
o BRBAR
o FIFEXHFE

EEFFMER, B8 -M —-details <HMEl -E s,

StoreFront ERI#s <R

e ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

HFAER
-M --details
R

e REBATHNAEFNLTEY. ta<@BES -E M-S mLd—EfEM, It

EEN R F 2

« Publisher(0x1)

« VideoType(0x2)

« SoundType(0x4)

+ ApplnStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

« DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)

LRAN—NESHEESHTIFA
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« RemoveShortcuts(0x200000)
i pE
« EHBITHAMNEBREFCEFREEE, 15 CreateShortcuts(0x100000) 2%k 5 -S. -s 1 -u < —i
/A,
o EMSFERESEE, 1515 RemoveShortcuts(0x200000) 5 -S &< —i2ER,
StoreFront EMas<RAI:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ EERISLRAIF, 0x264 Z DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 Sound-
Type(0x4) &, HHEHIHEITRANZRURIEMAES.

FILUER -M s 27 BB PRIFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
pE

o A LAEATEHEEH/ORRIR R EE, flg, 512 &y 0x200,
o WNRFLFME BT RS storebrowse 12, NHEBENS,

1T

-s —--subscribe

BiEA:

TTIRERE B2 FA I R RS E R iR
StoreFront LEyEs<RfI:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITI

-u —--unsubscribe

WieA:

MIEE N ABERBUHITEERNZ R,
StoreFront LHE<RAI:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery
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BEh

-L --Tlaunch

WieA:

BHEERHRRNEE, KARFREREMXE, RHERNERENRIE,
StoreFront EM&<RHAI:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BT

-i --icons

WA

e LA PNG BRI SR EM N BEFER. ki< 5 -E 5 -S s —iEefEM.
ERBFABEANIRERERT, E#ER best SHH size B85 %,

best £k

£/ best 287574, EAILGAARS 28 HIRMMREXNWET. o UMSREREIRAFMEAN. best 2#A%2
FE. MATEMEAHEARENRERINA X, XHL <resource name>.png R RF.

size &%k
EREUEE A/ NLRENERR, EER size 885k, NRRSBLEFNAEANNTRENELR, NaHMER,
size XA WxB &=, Hrh:

« WHEIRHREE, FIEEIRSSERTN, REIFE—MERTEEKR .
- BABERE, R, SRENMUH.
AR
BEW BFER. & B ErER,
MRKIEEXLE, WETRFAETAEGRRENEIR. XEXHLL <resource name>_WxWxB.png &=k
HF -E 3 -S S SREIMEN TR, XFEMHAERIU png BRRTFET.
Er7zi57E ICAClient/cache/icons 3k,
StoreFront L& <RI

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery
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e ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

EmEEsE
-W [r|R] --reconnect [r|R]
WiAA

EMEREENARENL T EDRSEEMAERNRE. [f] AT EMERMEHNAEENRIE, [R] ETEER
ERFRE A RIEM A ERN=IE,

StoreFront ERI#s< Rl

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

B RIEER

-WD --disconnect

WiRA:

Wi e E N A B ISR 2B ERE.
StoreFront La9as< Rl

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BieA:
KI\HEE N ABERNRESE,
StoreFront L& <SR

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

hzZs
-v —--version

WiRA:
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87 storebrowse L BIEFHIRRZS,
StoreFront EHI&<RfI:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace AEFMIRE R, MRKIEE, WESTHHRERER.
StoreFront LMar<SRAI:

./storebrowse -r /opt/Citrix/ICAClient

RAF&. 56, 5
-U --username, -P --password, -D —--domain
BiEA:

BRAPA. BRMEFAESERAIRSESE. A ENERT PNA NARE. StoreFront NARERIRILLGR<S. ¥4
ERAEWET. BEIB I HLHNFAES.

StoreFront EMIESRHI:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

BRI FA s

-d --deletestore

BiEA:

BYJHTE ServiceRecord EaEFHIEMMN RIS,
StoreFront FEy&<Rfl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

BCE BBIARSS
-c --configselfservice

TEE:
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RERHECETE StoreCache.ctx FEBNEMERSR U 1§E. RAMNSEIER AN <entry[=value]>, MRREFEEF
B, NsRmSENLFIE, B2, NRFEENME, VaERARERERE,

StoreFront ERI&E< R

./storebrowse -c SharedUserMode=True

7 CR X%
-C —--addcr
R

RER A Citrix Receiver (CR) X, HRRERMENLAEE, W5 -a H<SiER, BB TNARSE, Hift
T D R

StoreFront EMIESRH:

./storebrowse -C <path to CR file>

B EEA A S
-0 —-synclease
BiEA:

FFia¥% Workspace EiEHAX G S5i5EN AR ENIZIERS S LN AXHETRS . aSEhTERRIANEE
[EHAERBAXHREY. NREARSEEY, WERER.

TR

./storebrowse -o *URL of Store x*

StoreFront EMIESRHI:

./storebrowse -o https://my.firstexamplestore.net

%7 storebrowse Fii2F

-K --killdaemon

BiEA:

£t storebrowse F&1EF. ALL, FBEMRFAEZEMNSH,
StoreFront LEy&<Rfl:

./storebrowse -K
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FIH IR

-e —-listerrorcodes
WieA:

FIHEMAIERIR S,
StoreFront EM&<RHAI:

./storebrowse -e

Rz AR IE MK

-g ——-storegateway

BiEA:

AB7E ServiceRecord EAEBFHIEMAIN BEEIEERIARX,
StoreFront L& <SRG

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

ME— K 2 FR B RE N A P IS B K 51 R o

REEEN

-q, —-—quicklaunch

BiEA:

fERER URL BEI N MER. ka<UERT StoreFront A®IE,
StoreFront &< RAI:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

TiFiER
-n —-nosingleshot
BiEA:

AR 5FIR storebrowse #ig,
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StoreFront EMIESRHI:

./storebrowse -n

XS

-F —--fileparam

WieA:
EREENXHRENRRBINX M,
StoreFront L& <RI

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
AR T SMfEfER storebrowse s BRI A2 RIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AN BB IEFHR A SRR URL, 12 FxE8#m URL, EhERENGTHEERZ URL,

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
FIHFrEEA BN AREFNREE. AT E MM ARE 2R HET MmN ERNER.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BaiER. ME—1ir<$iiad PRI RRE T
4, ./storebrowse -K

e SR BEBRZ ATRNBIEIEH X H) storebrowse SFiF#2F, MRAKAHIRRLLH L, storebrowse #HizR
E— N ER .

P HR

January 26, 2022

AR E SRTEEBNEE AR Citrix Workspace R RiEF HE BRI,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 132



BT Linux & Citrix Workspace M BiEF

%

i

fEaRE B B LA T R,

ICA =55 Fedora 29/30
ICA EahaaEx7E Fedora 29/30 L&k, fRRFE: REBUTHS BHITIRIE:
1. ERH$RE compat-openss110,
sudo yum ‘install compat-openssl10.x86_64
2. £~/ .bashrc PIEBIRETEUEABIIERITNH. REERRIEN libcrypto B,
export LD_PRELOAD=/11ib64/l1ibcrypto.so.1.0.20
AR

5 Wayland &px28#8tL, Citrix Workspace R FE2R1E X.0rg RS 23_P ITIFIETT. XFI& Wayland A2
INEFADINBYRITHR, EECH IR T E—Ti:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
AHHAERLUIER X.ORG RS 25,

BATHERNEERIE

5 Windows [RESBEILEEN, RETRHE “EEEEIRSS.. " HENHEE, EUEAEREEFQ, WA
REEEANRSBEEZ A HIFIEYFESE (Client Access License, CAL), EXiFRIMEMEE, HSFTF,

REEMER

EMmERIEERERST Citrix Workspace R BREFFIFRNEIERENRIEN, EEARAKAN. RSB LNTAR
EFARENZHIILESEE,

INREFEEKY, Citrix Workspace ZABRFHRRAERAMBEAERE, SN, RSFBFRAUMERNEAERE
BE—MhaE, MRBRIERFERAERRS. ORRSHELVAARENATE, WE - NERBAIEIRK.

522 Internet &7F

Citrix BiVEEWE LAECE DNS (R ARSER) . EREEEEBMRITEEENIRSRIBM. WRAFEE DNS, Mw
BET AR ARSS 2R 2 FRARITA IP Hitit, BRI LARR9IR P it (MARRHR) MRS . TLS EREERTLRENESE,
i3 IP ik,
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RIBRM R

MR EREBENEAENRERD, EESHBIERNETR “REBRNAK: Javascript #HiR” BiZRER, BE
wpad.dat XHFEHE SICAROOT/util H. BITUTH<S, HRENZARRERINRSBENS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKETHLHEE, HARSRV LW wpad. dat XHFEFERE, FEHTESE. BNRER “RELREBHN
TE.. Fadhl, NaURZR#E, IH7 pac.js, AAHPIIHNENEERUTEREXEREHIN—1T,
H “.V ATER,

var ...;

REREES

MRENSEEEBEIREZ B, Linux RZRBREN I FERThRERTREFEIRI, MRFE: BIT—MEERR
E&ERF, Fi rngd (BETHEMH) 3 haveged (kB Magic Software),

ATESIES
NSERRN, FHRMEHBIMESE

1. IUFERASMHMIARNERSSEZFNEEES, GF:
+ Ssllabs.com (ZRRS{EEE Internet JFEIIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux &/ % WireShark &, f#/3d78%8 (ip.addr == VDAIPAddress) & #E & (Client Hello,
Server Hello) L&, SSL #853. £RBAHEFIRAZHHARS[IEZNELBENS

Citrix {1t SDK RIEH)
Citrix Optimization SDK 828 & REMM UIDialoglibWebKit. so kA, fRA%: HITUTREZ—:
1. MT# @ FZ Citrix Optimization SDK ##&hk7 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFIEXSR 4
rm -rf *.o0
c) #3| WebKit xf43%:

cd ../WebKit
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d) Mip&IA UlDialogLibWebKit.so £2:
rm -rf UIDialoglLibWebKit.so
e) 7 WebKit BRHERUTH <!
make all
£ m#E UlDialogLibWebKit.so.
f) BmESHE SICAROOT/lib ERH,

BT SSL EERSEEREN

237 TLS i##%hY, Citrix Workspace ARFRIMER FRIRMH—ATBNE AT ES,
MRBEZIFERIANZBESNRS S, BEEREXMHH [WFClient] S5 HigBRRERM SSLCiphers=ALL,
SFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA (0xc013). ALL. COM

ezl

fEF8 EDT 1hiley, BB RIUTHIRES: 5.7 NEREWH. NREEZBIEAT EDT WEAFHEN
FEOAE 1500 FHRRMFEIRN, JRSHIILER, FHITUTERE:

o HEEXHHIZE edtMSS=1000,

o ERHE: 55 MRS BENBINMEER

o TEBRRB MRS

o AR AR SS SR AN E A P

RLRAAESHUMLEEIR, OF:

o AMITENMTZTENTEMEER TLS thidkt,. BXFMAES, ESRE TLS,

o ERRTENEEN TLS ERERARIAMNEREGN, EXMERT, GRIUEEEXHHN \ [WFClient\] &8
DHIGEREIAW SSLCiphers=ALL, AREEHBINEZEZHIIZITkillall AuthManagerDaemon

ServiceRecord selfservice storebrowse,

o EIZTENAELHIBEREFHIERN, IS BAIEZHERRHE Citrix. Authentication #1 Certificate #9
IEB.

o Hfthjr)R,
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&R

Citrix B EERS 28 LERRFHMRZA Citrix Virtual Apps and Desktops. b9k, BERFIEE EEREHN
Citrix Workspace M B2

MEFRETERERE, WA EK Citrix Workspace MABEFHEE LUK Citrix Workspace R BIEFIER T A
LUR = MEAE,
+ E2E Citrix Workspace R RiEFiEE - BE2& Citrix Workspace M BIZFIEE AT LIBE(E |CA FRERTE e
SaE
+ 4 Citrix Workspace M Bi2FERA - B2k Citrix Workspace 7 BRI R 75 0% AT LU R S
S REIE R R
+ /5F UDP 47 - thIhaE AT ITEFE ML _ERHF IP B8 (VoIP) EEHERI—BE
o EARHRARM Citrix Virtual Apps F1:EEF Linux £ Citrix Workspace B2 - Citrix Rifithigsg
MIRFAESMREMEE, FZIEEETIEERERFMN Citrix Workspace R BIEFFIBRS 2354

BT

RRHEHR

ERFRP, WD (FED) FROMEL ML RN HRERE LN SHIFSHRNER. ARELABTESIIR
FEROABXIFHIRERE Lo

72 VDA LR $UBN LB R R MR, SEUBEEIIZF G, FRSINBRMENK. B2, X11 (Linux/Unix &
HFEY) RERE—HNA RS LREHR,

AREIERERER, Citrix B ERBARFEHSRRLHESHIRES %, B, FF vsvnc Ba F—MALE,
REE PR ENERBEGNESERNEOEESE, UWTRARRASRURATHLEREHR:

+ X11GPU ig&
o ERASERESS

X11GPU &

T Intel BBEER, BEERR
20-intel.conf & xorg.conf.d FEIE—MEEUTRBHIH:

Section "Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection
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33F NVIDIA Bz, 3&7E xorg.conf.d Xk FiFEEENEREN “MetaModes” MM . Xt FFRERKNED
LLUES HFRE MetaMode, &FMUTREA:

{ForceFullCompositionPipeline = On}

f5I4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

REH Linux 2% 8ERARRER xorg.conf.d B2, 20 /etc/X11/xorg.conf.d 5% /user/share/X11/xorg.conf.d,

HEEER
fERU TS
+ Compiz (#&A%| Ubuntu Unity #). %% “CompizConfig Settings Manager”.
iz1T “CompizConfig Settings Manager”,
EEM>HEET, WHEPBHEER2RE .
AR
£/ “CompizConfig Settings Manager” BYRi#1H, FEAHEIRMBRERMELLERABE,
« Compton (IMBMEAERF). BEXTEMNEMES, 558 Compton METT/XAY, Fl0, FEITUTHS:

compton --vsync opengl --vsync -aggressive

HRALER

NRFEANBIERRE, REETSERMATRERLR, EXMHERT, HIIEEMERANRRXBNGER. BX
IEEREENFMER, ESH Control keyboard behavior (FHIREITHN).

dEER

BopLEEON, REFOEERISTMREMNEOUE, SBEEESL, ERRILEE, BREOEERIRETE
B EE OB AAHIE O ERRIR .

EfrwAEME

Citrix Workspace ZAEFRIZMNEABMSASHEOERERE, B2, XLENS X EFHEBEAEHARST
S ¥
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TeEmRAN

BiRMTREMREN, BRITIUTEE:

1. 17 wfclient.ini BB& .
2. 7£ [WFClient] #8495 448 L F1T: UselconWindow=True
3. REHXAXM

HATERE

MRATHEABSEREAEIAEM, WATREMEUBERY MR AILUSRKIEMEIGRHIRE N REHABRIES L)

o
ER AR
1. #77 wiclient.ini BB
2. 7% [WFClient] S5 FmATiT2—:
CursorStipple=ffff,ffff (EHITEENEE)
CursorStipple=0,0 (X ixigBRNEE)
3. REHXEANMH,

FBINF
RBRASASBHEZEON, FEREOPNEEHGERAE. REEE X Windows RESHEBERESERN

EXRE. MEREE, BARTMNERERAESHNEERE,

EREFXBETRSENEEEN
EZEIARSS250T, AP RILUERMER 256 BRI, IMEIRE MRS AR, ENBREFEBESABIREE,
U BhE B R R

BERERRSEHEMANGIREDNED REE IR GHRR =L ERRININEE. MREIMNERERERR, BEILRME
BEENEIRRNIEES. AEMELIRE, Citrix Workspace REFHEPIRRNAGIRERIZIE, HER/LP
HEH—RLIAER.

BRIHIR
Citrix Workspace A2t HiEF#HER EUC-JP 3 UTF-8 F/R4REE, MARSE|NERA SJIS FR4m5, Citrix
Workspace [ AfEF AT X EFRIEZ B 1THR IR, IRAER SR ERU TR RET HIE :

o REFERSHE LHESEBRNXMH
o REFESUMHERS R LEBHIXH

LEREE Z R MET RS A EFPIANSSTHNEIEFN.
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ERFJERNESNERE, BRATUERANLITEERBBRITHIEDR -span, @iz, oJUEeRIEETmI
HNETEET.

@2 Desktop Viewer TEZINEE, ERAILEBOMRIEFEOSLR|IETOZETIE, SENERERENS
|2,

BE

NFRAZEFIVEBEONSIE (BEERAUNEOFNRIE), BREETFEER,

- Span &R AU TS
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]
WNRIEET h, WETE stdout HiEH BREETIR, WR h SREMERE, wfica FiBH.
WMRIEET 0, MAKEEOHFHHE override-redirect B,
Iy
s BNAEFALIETR, EEEFASTRANE IEER —EEANRE— AT

s [EAOWZEOEESRS AN, 2EEF, BLEERCEHERK,
o RppBdERSIERMFRLIE,

b

\

WMRIEET a, Citrix Workspace ZAEFHRAIE—NMEFME ETRBTETRNRIE,
Citrix Workspace M AEZFBREHRD -span EMEHN BREHSHTIR:

o BMEREERSEREIER.
o MMERFERFRREXKEE EANE T AR KNS,
o MMERFIEERIHTNAR. AR EMMAMNASE EEE.

WRKIETE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEEERPERENNEORE (0
RXIFFEINEE) . BN, FBEARTMUIERTRIERAENHR.

AUERUTHSRNAEOEESEE ZIFZI6EE
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRBRHL, RAREIZIE. NRTXE, ARFE—IBEEEEMEN. AIUEAR -span 0 REBZEER
‘M.

MELITIREBTIMI B RBNSIE:
1. ERSRTEOP, #BA:
Jopt/Citrix/ICAClient/wfica -span h
FFIg&E SaiFmEE ERaEmES IR HE S stdout B, AFRE wfica,

2. BIETXERTRES,
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3. EHSREAEAYF, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\1\]1\]

w. X, y Mz EREENSBPNSE 1 PRBASERES. BMEw FEERENEMRE. M MEw M XIEE
FREXEIE EANEA TANENEE. IMEw. X. y Mz EEKERER. Fak. ZMAANDEE EREE.

5

o MEEENSNBEMEMRSZH, EXWFICA_OPTS T2, BEEXMETE, BRIEREEXH (8%
f1F SHOME/.bash_profile & SHOME/.profile), fEEFFHM—ITHREX WFICA_OPTS T &,
Bgn:

export WFICA_OPTS="-span a"
o tkEEeksm Citrix Virtual Apps and Desktops &i&.

o MRBEREH selfservice 5§ storebrowse, EMIFRENRHIZ, WERFBETEEBEN, HFET
LA e < RS

killall AuthManagerDaemon ServiceRecord storebrowse

N AR

TRt RHERSEUEAANAEFHEMRIE, HALRENRREEF RASHF T EMRERE, RBEZER
EIRERATENRESGS (fla Alt+Tab), BA¥H<SRETIRSSE.

fRRAE: B Ctrl+F2 BiTERRBRBAEINGE, BEEER MOROSIEEN, &EfRrAZN%E SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i &5 No. IR ZEZAEEBAEE. B2, &7
BEREBIEE All_regions.ini XHARRINLLIEERE = ICA X%,

RAED
A

£ Windows fiEh s £ RS, FHENBBEREANEEF, wiclient.ini PERATRSBITFIHEANBE
EmEE. KEEMRSBAMNBEFET. BRARSHR-FAGERBTEER, BEARSE-FREATEE M.

HRBE A BRI

HRIBARMERE, ERRNBIRRREXH. Bk Firefox 1 Chrome 4, BTEEBREXT i S a#TEE A4 6E
ERIEABNAR. EERHEIBEZNHE LNERLRRREN, JESERTERT ICA X,
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FEE N BT

WNREARE Web 351 28pBF e, 1E1EIEIT setupwfc 7, REFIEETE BROWSER, L&

BRI BT,

Firefox s

7z Firefox PEERERLAREFE, MRAEEEMLE, F=iXEA ICA i,

Firefox =y ICA &t

TEFRTR N BB AY S

7z Firefox EAT ICA HEHE, KEMNARFRIETERBR. EXMELT, F=HEA ICA &

FCETHIR

MRENEEFBRERER, JRESBIUTHER.
E_MISSING_INI_SECTION - I8 Fie B X 2.7 BECEXHFH “.7 BHEK.
EEXAEFEREHIRNES .

E_MISSING_INI_ENTRY - BIFECE .7, .7 BOFUAEBERE “.7,
REXHEFEREHIRNESR .

E_INI_VENDOR_RANGE - 3iFFe & #:¢..”, BEEXHFH X RS [EZETE “..° TH.

BREXHHH X RS[BEEHES BT, 1E5 Citrix BR.

wfclient.ini BEZE 512

WNRKEHLRLE wiclient.ini, NATEESHIL TR,
E_CANNOT_WRITE_FILE - &S N3¢,
REFEEHUREN I, fINEHE=E.,
E_CANNOT_WRITE_FILE - Toi&R0H: ...

ellfESEZE2 €/fE N kz-

E_PNAGENT_FILE_UNREADABLE - F:%i%E Citrix Virtual Apps X4 “..>’: RIEXHHER.

—5%—
Fo£REY Citrix Virtual Apps St .7 IRIGIELE.

TR NETREMEELIFRER, BZEBFENMNMN Citrix Virtual Apps XHEFRAIH, BEEEXETIERNBRER

RIFLARIFEZBHRRYIR, AREHZXIAFIZER. MRE\ERDAEFE:
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s MEREENFEXETNEY
o WEEFSHMEFS| B8 Citrix Virtual Apps X,

PAC XX {4$81%
INREMBEERANEBNERE (PAC) XHEERIERE, NaZEUTHIR.
RIEBRMEM: BxhEcE URL RIEH,

EX L B RIEE ML B F 2 URL 288, BREA http:// f https://, RZIFEMAER, BEMUFRAEN
B9 URL £EHE IR,

R MEM: JPAC Iz HTTP FHEKLK: EiELK,

MERTEWANT FIRNBRMIE, MRE, BEEMUHER, TN, RSB[IEEXH, HEER,
RIERNEM: JPAC A HTTP TEKM: HFFNEEZE.

AR5 88 EARTFIERMIEREY PAC XXfF, IBTERRS S L BRI, HEEMEEN KR
R MKM: JPAC B4 HTTP TEKNK,

& PAC XHENEEAK, FEMERHER,

REBEVRM: BRECEMARZT,

PAC XtR=, B1ERRS 2R LB, HEEMEEN KR,

RIBMEM: =7 JavaScript.

/b PAC BTSSR pac.js XA, Bk Citrix Workspace R ABER.
RIBNLM: JavaScript iz,

PAC XHB& LM Javascript, E7EARSS 28 LIEE PAC XfF. HBiFSHER,
REBRMEK: KIEBhEEBERAERTER,

MBRSS B IFWR MR X RER, BERSR LEEXH, HEERICEN SR,

I
LisERAE SAML BHWIEMRAREE (ER AUTHV3 thi) B, BERUTHIRESE: “Unacceptable TLS
Certificate” (REJ#E=H TLS IEH).

£/ Citrix Workspace L2 1906 R ES MR A < M IR, B XEHRIRE, BESRMIRPOXE
CTX260336,

IR StoreFront RE BT FIRHESFAFERMEBLENHREIES, HEBREFEIERUIFERFEAR,, BERT
TP, SARBZRM StoreFront NE®E:

1. BMIRER—1EE 1 PEM R HENEH,.
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R
MRHAE PEM REEH, &R openss1 LAIEFE CRT SRAKBEREIR A . pem X,
2. UARSH (BERroot) ZERRME:
a) B—1 =z xE%I2 SICAROOT/keystore/intcerts,
b) UREHRHEHNAF SHETUTHS:
SICAROOT/util/ctx_rehash

MREBIHEBMANNA NS AZ AP IRSEENRSSSEBHTEMNIIE, BERUTIHBHITIRE, AEBHM
StoreFront MZFEIE:

1. $KEX PEM #&XEUARIEF,
1B MERRFIMRROBES, BER openss| LAEFRE CRT RXNAERIEEAN. pem Xt
2. URERHEHNAFSH (BER root) HITUTRIE:
a) ¥izxtrE#IE SICAROOT/keystore/cacerts,
b) BEBTUTHS:
SICAROOT/util/ctx_rehash

Hth

ERR A

S

fErae R 2 & ML T IR)RR,

XHARIE

ETRIRSB/REEHET Citrix Workspace ARRFXHIRIE, EEA wiica BF. IHEFEWREIRERSSELL
SEMTHHFHITIER.

BiET syslog RAICRILER, EREN 6 89 SyslogThreshold FINBIEE X489 [WFClient] 9 th, HIgEE
BR%E%N LOG_INFO XEERE R BEIERINEE. SyslogThreshold #IBRiNEH 4 (FLOG_WARNING).

B, BRE wfica, BEHEBRXEINIRESEIR, HIEMERN 6 8 PrintLogThreshold #0% [WFClient] %643
PrintLogThreshold B92kiA{&3 0 (=LOG_EMERG).

BXBERERMNFAES, BESRETICE, BX syslog BEMIFMES, ESH syslog i E.

EEXMHRE

wfclient.ini FHENZBEEBLIE All_Regions.ini FEWNNMNE R, XFZIEBEAEER. I+, wiclient.ini X
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &% 895 B #1E canonicalization.ini RE IR A5
B, %gBAHEEN. BEXiFMEL, 525 SICAROOT/config B R #J All_Regions.ini 1 canonicalization.ini
Xfo
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BREHINAER

MRBTHESTHONERTHNABREFBRRE, S ZEOREMNBREFHIER, ZNAEFAIERRK

(

EEETHIREBINATNAREFEAS), FLEERLT, FRERSHHMUAREFRINYME T 1ZHTHD, HERE

BEYEIZHITH OB BEFERHERERZE .

ERRRIIRE, FEERIERITROMNEZARER. T UUCP EXM8iE, NAEFREGEUREEREEE —MIE
X, XLEHEXHPENUEIUR T ERNRERSR.

B Citrix Workspace B2

90 Citrix Workspace AEFREH, HET “BAINAEFRIAXGHZXHETH” HE. RERTERKE
HaE X IR 2 ICAROOT s ¥ Citrix Workspace ARFREFERIAMUE, NBTRBENRTE, BRI
&, Citrix BWHRITU TRz —:

* % ICAROOT EXAREHR,

ENEEEERENXT ICAROOT HFiET &2, HEIAMEm=IERZDH Citrix Workspace N HEF. MRME
TNZEIRES, NageREMRENX ICAROOT IR E,

.
e

% Citrix Workspace L Af2F EMRERIBINMIBE. X% Citrix Workspace ZBRE2FHFAEE, 1B
BRLENLE,

INREFE Citrix Workspace M BEFREIZRINIE , BEEHLEFIME /opt/Citrix/ICAClient
o SHOME/ICAClient/platform B,

Citrix CryptoKit (Li7i#i5 SSLSDK)

EEREEEIETTH Citrix CryptoKit (W#i#57 SSLSDK) 3 OpenSSL BIhRAS, aJUERU THS:
strings libctxssl.so | grep "Citrix SSLSDK"

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTitan<

BERESN

NREOERREAERNRBASRMBANINGE, BRRASTIRETEIER. 5130, KDE EOEELEEA Ctrl+Shift+F1
2 Ctrl+Shift+F4 pRAaERE 13 2 16 ZiE)ifk. NRBIILRE, BRXUATHRRASR:

o B FIERIRIETUIE— A AR A S EIRS RIRBAS, flW, EEEEXT, BiAK Ctri+Shift+F1 pgd
FIARSS SIRRA S Alt+Fl, 2GS EHEEENEAAMBAS, EEH SHOME/.ICAClient/wfclient.ini
B [WFClient] 395U TRE: gBEXIEAMBAS Alt+Crl+F1 BETR) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 28 Hotkey1Shift=Alt+Ctrl,

s BRINEEEABAMERAECEHELAZRIIRS R, XERASATERMLE, ERBEHEZEER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, i& TransparentKeyPassthrough i& &4 Re-
mote,
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- ENMCETOEES, EEALEERRINREAS,

infE Croatian @&
TSR ar#{RIE ASCl EHEAIZEIES Croatian BE2H%BHIZIZEIN.

1. EEEAEXHH WFClient 539, & UseEUKSforASCIIi&EH True,
2. ¥ UseEUKS €& X 2,

HERE
ERENHIBRENGER, BFEH wiclient.ini BEXXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

EAECEY ABNT2 BERER, EEH wiclient.ini REXXHHHUTEE:

KeyboardLayout=Brazilian (ABNT2)

AR

SNSRI FRRLRRETAIZIT, M SICAROOT/config/module.ini B5IR &R RABE RS 23750

Windows Media Player

Citrix Workspace [ 2 F aJ 8838 F GStreamer fiff, TiARBIERIER. LIRAMEBEERSBRS [ IERHEM
K. BNEANEERANEGSBIRMBEHEFEE— MMt LREEE2REQNE, HESSBRSR LHM
—MEIRIIEIE, 8 Windows Media Player ZE B X A& R R, ERIFPERXMEFEEEN, EX Citrix
Workspace MAZFIELZER. Fit, RSB[BBEREMEXSRMEGEES,

EOHBERT, REMEISTEE Windows Media Player F#&siaiesh, BRMAZIE LGS, HFETAERE
W to

E# R BRIEHIRNIEE, HEBRRERRNZIEPBBEN, FHRITUTERE:

1. IGEBECE ET “SpeedScreenMMAVerbose=0n” & Zl SHome/.ICAClient/wfclient.ini (26) &9
[WFClient] &84,

2. BEEMLREHNBBRSENEE wlica.
3. EHRSEHIUILHEIRIN.

4. BF (EREFEEP) SREEERERXEKN MIME X2, FERONZZFHFEFERN MIME 28 (Fi90
“video/x-h264.),
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5. ¢%48 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME %8817, 7% “.” 5 MIME

KEZEHEAN “?77, HIRBERZAZER.
6. W3 RIFHRBERPVEMBAEREES (£R) PE2-5,

7. #¥EXMEM MediaStreamingConfig.tbl 5% 3I%% 7 #HREM—4A GStreamer iEHHIE thitE M.

AR

HAE ATEIRG MIME 268 /5%% GStreamer $&fF#1TH#IE,

BITROIRE

BRE—HTHO, EE SICAROOT/config/module.ini BEX4HFMUTEE:

LastComPortNum=1

ComPortl=device

BREEM N HZ N ETHA, EE SICAROOT/config/module.ini BB AN TEE:

LastComPortNum=2
ComPortl=devicel

ComPort2=device2

IR

mFETFIH T EER Citrix Workspace M ABEFI A gEHIIAVE s WIS IRE B
HIEEIR, HiRE 11 (E_MISSING_INI_SECTION), &&@iEXxty, EEEH,

ME$1Tia1T Citrix Workspace R RIEFET, LHEIRBEERKRETE appsrv.ini XERRHEEISHSTHIEENIRE,

E_BAD_OPTION - &I “...” £

I L RS

E_BAD_ARG - J&I7 «...” EETLHEBE: ..o

JEI LT HBRE T TRE .

E_INI_KEY_SYNTAX - Z4A “.. ” (B & XM .. F) T
EEXAHH X RSS[EEHFES EHRF. FEIR— I EREX .
E_INI_KEY_SYNTAX - {& “..”(f£E & “...” ) T3,

BB X RSFBHEIFHESERF. HeIE— M EEX .

E_SERVER_NAMELOOKUP_FAILURE - £ &#&3IARS 28 “...

TERERSS 22 TR0

2

o
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TEBN—THSZ XM oo BEIEEAHEEHHPASARAEHEH,
RERTHEEHEERPMSENRAT. WREAMAR, BFUBIE, HFERRETRIEERHESRF
IRSZEERC I, BEIMERHER. LUTXHRAIBEERBIE v
EIMEEHERRTIHEIRESIRE

PHIER
nR1EERA Citrix Workspace R AEFEHBEIA, AIAERERAKAZFHINHREIZEES. s SR EBItEME
HIZHTR AH R A B RIE & 1Zia) R’
FREYS Citrix Workspace M BEFEXNIZEIEE:
1. EREBRH, 8A util/lurdump, BIVEERIBLFITRS R (0ERTHE) IR B HRITI SR,

IR ER— B FRISUE BRI, HPaER4aEAES. Citrix Workspace AEFHEREXHR
BUKRERFEENE,

2. BExxfrkiEss Citrix AL ZA], BREXHHESEENEER.

x5 EREDERHTHIEHR

BRI UERERPOERREDNNER. KRR — M FEERNE~HREHETR, BdIR, BANEERAL
IR EEISEA R TR IS M H AR M INEE, EEEPOHR, BRALUES U T EERERE:

o XA ARERF.

o EERIE PBRBERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXATEITANNBEFOERTIHASRS[OEEERE (FFRSSEE
FTERTFFERRR XHIN BER) o

o BERERGRAITHRE.

SDK #1 API

January 14,2022

Citrix E#i@& SDK

Citrix EMBERHF L TAE (SDK) ¥R ICA YW EMENEIERS RS B[IHNARFNEF HIRERF.
R S3 28im R PN E M AR AL T Citrix Virtual Apps and Desktops iR 88 L.

MRBHEMEBEFHTERS EMIEDIER, BEHER Citrix AZR.

EENIEE SDK 121H:
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« 7£ Citrix Bg5528 API SDK (WFAPI SDK) ®5 @B i@iEThAELE &5 LIS F R OEER) Citrix ERIMIRhIZRE
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 &8
ERFFEN T RS EINBERIEE,

s ARERFERANS N EIEERFIEFHNERURAE,

o« EBEE SDK HE WFAPI SDK 7 #6455 ERNiBIE MIAR 55 281

BXRIFMER, B2 Citrix Virtual Channel SDK for Citrix Workspace M A2 for Linux (E@EERTF Linux
i Citrix Workspace [z A#2F#9 Citrix E2#@iE SDK),.

#1731

BEXHRSITBENSHRNEER, 1583 Citrix Workspace app for Linux Command Reference (BT Linux &y
Citrix Workspace NAEFHSEE),

a1 SDK

YERERTF Linux 89 Citrix Workspace #1289 HDX SoC itRIBN—845, FEAIZINT “Fafhik SDK”,
It SDK 2R BB QIFRIMEAMBBIRA A, K104, SHRIRENESRSA.

FRABTUERT AWK SDK RIZSET Linux B9ig&89MEE, 1k SDK iFF & AR A Citrix Workspace A
2R ICA 51Z4AH (wfica) BIBEMHY B, 1BHRIEARTHZEMER, wiica KIS mExLE,

XL AT LUBIE 5 A A R IIRESR A BV EM AL Linux & &HIMERE:

o RN AFAHRIEER G JPEG 1 H.264 HUBHINRAFD
o EHBATLAISERGNRENSE

o BEEHIERGIELRSHIRIES TR

o AFRXRFE X11 R ARIRRMER HHA AP RARS

BHXER, B8R Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux 9 Citrix
Workspace RZA#2 - FFaffifk SDK).
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ICAIEBSEXHRAEMRIGEM ICA XHIREYIR, AFEERRABENX Citrix Workspace BIEFNITA. &IF
ATLUERA ICA 8BS E3 Citrix Workspace R B2 FHNS BT H# THIEHR,
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https://developer-docs.citrix.com/projects/workspace-app-for-linux-virtual-channel-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-linux-command-reference/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-linux-platform-optimization-sdk/en/latest/
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/downloads/ica-settings-reference.pdf
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