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2108 FHYHTIEINRE
Iz FBAE 7 (R4
M RREF RPN ET2EER.

B AR F RPN E R /L AIIEAR S5 28 L REMMNIFAIIE, &4 51727 Citrix Virtual Desktops # ik, & XA
Mf=R, 520 Citrix Virtual Apps and Desktops X#4H# “BRE” 49,

AR RPN BEEFNEERIE, HERINLTERKRS. B2, B&HE AuthManConfig. xml XX
FRECEZIIRE, 7 REXT B HI0IEEIREA B BIARS R SR E S A% ThRe.

B, EaUE Mozilla Firefox izfTHAIEIM Citrix Workspace N ABEF S B2 RIPIE R,
ﬁ*ﬁémfm ISy 15%"%.'&%*%%1%?F0

BIMECEERINAE

LIAT, module.ini XEHH VdcamVersion4Support BEMEGABEIREN True, E4kEd, RIAMERE
A False, HItt, IERA Citrix HDX Audio HZIABMIREERIEPET. BN ENEEREMHIRERN
True RRAREME D HBIHNSRRE,

ZRAMThEE, BFRITUTRE:
1. SMEl \<ICAROOT\>/config/ X&FHITH module. ini X,
2. %E clientaudio BHHFMUTEE:
VdcamVersion4Support=True

3. ENRHRIEUEERE,

2106 HAYERIEThEE
EATSERATEEAN Chromium i \X1EZ (CEF)

2T CEF W RBRREERNEERLEFA. FMABERTERZMEE.

AR
armhf E& R LI IhEE,
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BRI E T 28

R ENEMRSIMERRE Citrix SERIEBHNXIEH,
AR
AR552% VDA BB MR SIERIT AR B Ro

BXFAER, FERABMRSIERS,.

ItkThBETE Citrix Workspace [ RZEFE B AT AR SRR 3,

RS ESNMERRSRAREMIRLD T XERS TS RAVAG T AMER&E. TIESRSHSITRRNE, BRE#RELL
BEEENNBEFHRE,

B %1 Citrix Workspace L AEFHP L RIRSELAMNERNES, BERAREZR,
B Citrix Workspace M Ri2F RERSIESMNER, BERTERSELL,

BXFMER, B5R Citrix Workspace XS RIAR S IELL ISR

N FRAEFFRIFIESRINAE SLI0METIRE
al, BMEREHBATNARFRIPIIE, BHINIEERSENEMRSBNEERFR R,

BAhRAsiE, Citrix Workspace REAFESINT —MAI, ZEM AV ERN A S B IIEE R RN BBRSEHRE
HHERE R BEICRN R FREHERINEE,

BEXFAEER, BEANAEFRF.

BP R mgsRIhEe
LUET, I&BFBAILUM Desktop Viewer B EETHET L E,

BARER, REXRPRSEMRSEGH—LEER, WE, RPEMEHH, UESZEH Citrix Workspace BIFMIER
F—%. XFHKREMIHITERF AL,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 4


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#battery-status-indicator
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#installing-service-continuity-on-debian-packages
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection

BT Linux & Citrix Workspace M BiEF

Acc&ﬁnt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AE:
ZINERT, IR ERREHH Citrix Workspace MABEF R 2106 Frigfit,

SR AN, ERITATRE:

SMEl SICAROOT /config/AuthManConfig.xml #i§ WebUISettings WEIREN false,

Microsoft Teams 1Z38IhAE
WE, EUARERERE S EMEEO.

S41% \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreamHaIE—1& N NetworkPreference
(REG_DWORD) H3Eap&RD1,

RIEREREREUTEZ—!

o 1-BIXKM
e 2-Wi-Fi

3 - FHML
* 4-VPN

o 5-1f[E

. 6- [

BUAMERT, WebRTC 45| EEZF R AN RERH,

2104 FHIFTIEINAE

Red Hat Package Manager (RPM) M BIZFRIPIS L5014 ThEE
RPM hixZ#9 Citrix Workspace [ A2 EI1E 2155 RIEF1RIF,
BXHMER, BRELAEFRF.
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HDX Enlightened Data Transport 1% (EDT) #35&IhaE

ERHARRAH, MERE HDXoverUDP i&EH Preferred, M@ EDT #ITHEIEE MG AIELT HIEEE, HEIR
F TCP,

MRBATSEATEMIIRE, WRSEHEMRER. EREERNEENT P iRE s EMERIREFHTHIT EDT A
TCP. itig3RINAE4E%E 7 EDT QBN “E&” BRERERTE), EBFFFRHER UDP HAaA, HEBMER TCP,

AINERT, EIREI TCP /5, BENMEWFEHSERE5 298I —X EDT,

Microsoft Teams i1k

FEARES, FRABERT, OEERELTERRS. HNNENEFRERRERESNEZERNEITEE. BRNE
FRE#.

B E EERER P in E R MR ERB SN,

ARSSESNE (FRATAER)

4=

ay =W

LEThBEE R AT AR IR, Citrix BIXEIREFIFIEP R LIS, EHITEM, BEERLT Podio R
Sign up: Service continuity Tech Preview for Citrix Workspace CGEfft: BRs5iESuE Citrix Workspace
B ARFAEIAR) o

RS ESNE BRI RAREM IR T XERSIEFY REVANG T BER&T. TIEDRSHSITRTNE, BRERELL
BEHEENNBEFMRHE,

BEXFAER, 12 Citrix Workspace SRR S5I1E 4014 265,

2103 aYFTEINAE
BEZETEFREME

FEXhRES, BIUREFEZETRRERTREINER. HRARERERENETARN. BIEGMTERMERRENRL
=&, MMRSMEEIREF 3,

ERAMBEEME, BYHRE AuthManConfig.xml X B B It IhEE. S M 2 SICAROOT/config/
AuthManConfig.xml #HRMUTHRBEUEAEEREREIEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNLERERRDE, EFE2NAEFETRTHNESEH/ED.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 6


https://podio.com/webforms/25148648/1854298
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html

BT Linux & Citrix Workspace M BiEF

AR
17 Citrix Workspace B2 Web B5h8d, LEIIEERAT A,

BXFAER, BBHEEZ EREFEHF.

SEREEE S EE

ERHRANERED, SIERSIHE 32 MEHEE,
EAXMRAES, BREEUEREPER 64 NMEMBE,

Microsoft Teams 1%38IhAE

BIAERT, VPO SiémiEIE S MEL T EARS.

2101 AR ThEE

E P iRIREN2RET (CDM) 3E32Th4E

FElbhRAH, NEMSIREHEREHRHFRMIMNIL2INEE,

W, ERLUARIERIE A EE LR SR IR ENERHY I EIR Ao
ERIESRETHEERINHEE, FEREFBRNRET. FHRENATZIBENBEE.

B, EREEESRBHRIENZEILRLI.

Debian R4 G 215N BIEFHRIF LI0ETEE
Debian kz<#y Citrix Workspace M BIEFIE N AEFRP.
ERRTENBEFFRIPANL, BELE Citrix Workspace MBREF ZAIMEIRIEITU Tas:

export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select no"

sudo debconf-show qicaclient

* app_protection/install_app_protection: no

sudo apt install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->

Microsoft Teams 1Z38IhAE

+ Citrix Workspace 2R RERFIMED S Microsoft Teams RE—2ITE,
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o BRI SBEREFEANSMRE, HATEENSEMEE,
« HTTP REXFERF DL,

2012 FEIHTIEINAE
EPiRIREheEsT (CDM) 1H3RThAE
Wi, @ CDM pRX iR EENAFEEEENNAEE.
BahRAsiEE, Citrix Workspace AR AFEEESNARE CDM XA,
AR
FERERT Web #9 Workspace B, X#HiFlERBESIEPRIEBAT, ZIREBINGE RS RERIHIEET,

BEXFAER, BT IRREIEER.

N BIERFRIP SR ThEE
pE=

o (WA tarball ZfFE %% Citrix Workspace MARRFENA ZiF1ILI0EE, Ltksh, x64 1 armhf 20—
SN R o
o ItbThaEM7E Citrix Virtual Apps and Desktops BZsstiZi B2 1,

R RIP = — M NTheE, LUERER Citrix Virtual Apps and Desktops B2 {88 R 2, ZINAERHIT
EPnSREICLESNRERRERRGEMNEE. NREFFRPABLOEERS FETNAFP SIENSRESSENE
58, ZMBEAIB LA MR EEHNRREE M R ERARRICRBRENNBEHRRER.

B x i Citrix Virtual Apps and Desktops LERERN AEFFIFMNESR, E2i# Citrix Virtual Apps and
Desktops SX#4HRRI FFEF1RIPER S,

% Citrix Workspace M ARZFHHNBREFFRIFIIFAES, BSRANHAREF R,

BHIEEIRINAE LI ETNRE

FBETE Citrix Workspace R ARFFETREMNRIITEE, HEEZRELETNABEFMER, WREEH
NAFRE, BRITSMENFESHEIESHE, WESERAHSEENRINATREENRANERE.

pE=

o WEHIIHERIEEXEREEPER,
« ARMHF 8 _ERRHIE S (5 I0IEEIRThEE,

EFMH:
WML libsecret &,

RINERT, IR FREARS.
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BEXFAER, RSN NI

EINECE LR ThAE
BashRZiEE, module.ini XfEHH VdcamVersion4Support BMMEGAMEIREN True,
BXIFMER, BSRASH,

2010 $p9FREINEE
RN FIMEER

LUET, (RIESIFTIRGSBHAZINIG S, BMEF SIS A UL S EERTRNLt, METRIEEEE BR M Citrix HDX
Audio.

fEARRAH, EAT Linux B9 Citrix Workspace M BEF R ERSiEh o] ANFE a1 EMgE. eiIEREaN
REGM—ERTR, MIERTA Citrix HDX Audio, ERILUIREISIEF ST BNERNIRSE, SERIRAFR
B, EMERFELERRIATINEENAEHRIE. BARBREIMLEN, SIFFEEH.

BXFAER, BEHREM
te5h, AhRAEARR T B0# %5 |CA ThEgsvie) s

2009 FEYFRIEThEE
AEICRAVIESRTNEE

LAFT, debug.ini fMmodule.ini XHBAFEERLICR.
BhRZ 2009 &2, ERIUERUTAZZ—RERTIER:

- B913EO
+ GUI (GUI)

B, BhRZs 2009 #2, debug.ini BBEXHEM Citrix Workspace W BiEF REREF RSP MR,

FioRIaE=¥ Citrix Workspace ARFHIHEFMEE. EEXNER IR AECRBIEE. £=4
FEAGBELUERBEEIEZR SDK, X{EA Citrix Workspace i BEFF & SDK B9—E R4 E—it2.

A LR B EEEHRITIUTRE:
o ZEMHBREAERGHMAEE, BERMENHEERFIER.
o MBEREIENRIRRE,
o IREEIEIED,
AE:
I BEIERNGIGER FEEMA.

BEXASERNFAER, BFBRETIER.
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2006 FHIFIEINEE
Microsoft Teams 89111k

£/ Citrix Virtual Apps and Desktops #1 Citrix Workspace M A#ZEFAE T 2@ Microsoft Teams #1171k
{£. Microsoft Teams b2 F Microsoft Skype for Business # HDX RealTime 1k, FEMZE, FH1F
Microsoft Teams R FrEERIFRE A EEEZI VDA #1 Citrix Workspace R RB#2F .

T Microsoft Teams fiitk, EBTF Linux & Citrix Workspace MBREFZIF M. MIMRREHLEZINEE,
AR
Microsoft Teams b 1X7E x64 Linux &1Thi £ =4,
BEXNABAAEIZRNESR, BRE Microsoft Teams BIHEIZ R TR RIS BHITIZIE,
BEXRAERNER, B2H Microsoft Teams ii1ko

BXEMER, 55 Microsoft Teams 44 Microsoft Teams EE [,

%#% NetScaler fEi2R 45 (NSAP) EiiEE

NetScaler Rz A2 {RL (NetScaler App Experience, NSAP) i@ EIHREL BT E R LR IETHREIR I, B =2
YEF. NSAP EiXi@iErI#EBNIREY HDX Insight #BHIRIR, BU# T Ay BIEAERE. NSAP EHEERINLEFRA
RE. BRHEEZA, 57 module. ini Xt NSAP #5E NSAP=0ff,

BEXEMES, BSH Linux Virtual Delivery Agent xx## @y HDX Insight # Citrix Application Delivery
Management R332 89 HDX Insights

E# 7 Citrix Analytics 33
Citrix Workspace ZAEFE&IM, aILUMEMRIEEEEzIH ICA 21E KL RS Citrix Analytics BRS.

&% Citrix Analytics NI ALLE BIFAER, BESRMEEBERSA Virtual Apps and Desktops HEE#E

TLS [RAEH
AR, ZREVRAR TLS i 1.0, XSS TLS iR 1.2,
BAEMNRAR, IENREMNES TLS k4K 1.2, 2R MinimumTLS BEFRNE, ESE TLS,

CryptoKit =1
CryptoKit hizs 14.2 5 OpenSSL 1.1.1d &Rk,
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2004 VIS ThEE
BEXHE
EATF Linux 89 Citrix Workspace W BEFIERHEAF B,

Bt T BRI EE 1R
ERRRAR, ZAFKFBIEEIERNEME AN EHRESER,

Microsoft Teams B9 Sk s34 ThAE

YER—INLIeMThAE, Citrix Workspace Rz F#2R a1 17E Citrix Virtual Desktops siEHizfTH Microsoft Teams
RASZIMA.

AR

Microsoft Teams E3RAMINTE X64 Linux K1ThR L&

AXREFMER, 15507 Citrix Virtual Apps and Desktops x#4#y Microsoft Teams i 4£# Microsoft Teams
Eﬂir‘ﬂnﬂﬁo

%+ NetScaler L AZF 1A% (NSAP) EHEE L1014 IhaE

ER—TE M IhEE, HDX Insight #iERE NSAP i@ EHUKRERAXNLE, MRS T AT EBEMMEEE,
NSAP FEH'ALJEQ‘*TAL:_FF‘FH;IXIUO E;I%‘E**ﬁﬁ, 1ﬁr module.ini Y#Fq:tﬂ}ﬁ NSAP *‘FIL;\ NSAP= Off

BXFEHMES, ES1 Linux Virtual Delivery Agent x4 ey HDX Insight # Citrix Application Delivery
Management g5 324 A9 HDX Insights

1912 hryETETNEE
B P L RIN6E

1910 FR3IAT EBER A RE (TUI) Thee, €45 VDTULiTE, hIhaEaHEBE IR A SHERRS S A2 TUl #iEE,
EPmaLGAR Ul BX4A%, B2, BITSIRERNX, “EERS <Application>” SHEEE ZEMEH MM BIERF
BHOMS, BEERRETO

}A.v?_) g‘kl}\lrﬁ/R-F) {_La: mOdule -|n-| Bzfq:‘:PE’J VDTUI *T L.\-LXE?‘J;:FO ltt, é’lf@ﬁﬁﬂﬁﬁ*&f?ﬂﬁxﬁi_ “J—.EY_
B5h <Application>” 33iEiE, R, BHHEZ—RETR “[EEEEE <Application>” SHEE, ZITEEX RN
REF B HE,

GStreamer 1.x 3% SLI0 4 IhEE

ERHEAMAF, GStreamer 0.10 BXIFZERETANIRRIARE. Bk, &AL GStreamer 1.x BE2E R E
pINF
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PR

o FERAIAREY, RO EIRIEIN A RE T AR TAHA T F,
« Y1&7E ARMHF i&& LBz Citrix Workspace R AB#EFFEY, GStreamer 1.x RIBET AT T (F,

BXEMER, BESRER GStreamer 1.%

ERATFNNEABEER (BCR) #9 Chromium i A1ESR (CEF) LI0 11058

BCR Th8ER Web R BHNBTEEMEITF KRS, ZWEERK LB Citrix Workspace [z 2R FHAIMERZ NI 5
2%

a1, BCREMAET WebkitGCTK+ NBMEKEMZAST. BEMAER, BCRIFEAETF CEF B MLEREEFH
BR%R. ERBTRNEERER. NEMENEREREHE .

EXHAELS, B2 [BHET CEF 8 BCR], (/zh-cn/citrix-workspace-app-for-linux/configure-
xenapp.html#enabling-cef-based-bcr)

Bx BCRYER, 5 Citrix Virtual Apps and Desktops st 2 A A EE o
pE
« pacexec Z#HI M Citrix Workspace M ABIEFHI x86 iR,
« Citrix Files AI8EF £ 545 8EThAERY Workspace ThEEH A,

1910 FEIFILIhEE
BEXH
BT Linux 89 Citrix Workspace M BRI ER B AEE FiBR .

VS EESE 2

[ e masE &S s Citrix Workspace M AEFE B, ZienB2BAKIEHREFEEN— ER. SINMBERF
{528, EAT Linux 8 Citrix Workspace M RZFHE R MRES ISGH,
A AE A ER TR R S

o BxBEnh Citrix Workspace N BER

o XAFHEMBHNBER
o RUEHBMBHNAER

pE=
% Z libappindicator B A EEE RN AREFIETER. BEM Web ZEEAFEM Linux ZIThREY
libappindicator #{4a,
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ERARRE

Citrix |CA thi RS A A FmEE@E [TUI VC] i) Citrix Virtual Apps and Desktops 5E#RS 2828
iR, TUl thiEminiEEZn AP fim (U] AFEE,

LAFT, EATF Linux 8 Citrix Workspace RA#2FR%#F TUI VC ThEE, Eit, BEFIHRATESHLIERERS 2
By Ul SR, Eitt, SRt AERFe, HMuARFMEIEEM “EERD) <Application>” 3HEE,

WTE, EAT Linux 89 Citrix Workspace MAEF#F TUI VC TheE. LthIEERI#ERIZE P iniZ AR S 88 &% TUI
WiEE, FPumaILAE Ul 8X4A%4, thIhEEr B EITHIBNASINERENER, AIUE module. ini XHHHR
VDTUI #5&: VDTUI - On/Off

BXENBERFAES, B2 Citrix Virtual Apps and Desktops sxteh#y Citrix ICA EibEE,

BfEERRHR
2108 EEERR
o HRMAPREEHINAHIGEMILT 2IFRA 2K K, [CVADHELP-16828]
o EAET WebkitGTK+ WEMERARE, XNEBABEEMAIEERKMK. [CVADHELP-17748]
o REMARFERFN, SE Ul TTREsXmER, HE/REME. [RFLNX-7729]
o E2FREM Citrix Workspace A#RFH, MARFRIFIERIGELELESETT. [RFLNX-7858]

« EREREYR, £H CEF-BCREEMNESG, REEFAENREE BCREME L, REERFREBIH
ftoFTFF IR 2. [RFLNX-7704]

o 72 Microsoft Teams £iyHAiE], &R “Fi 11 frame” EHR ISR S L AT e RS IRTAEAZ o [HDX-31929]
+ 7£ Microsoft Teams #shiEiEHAEl, Desktop Viewer alfE& TS TMAN, [HDX-32435]

o 2idEA Citrix Workspace M AEFBSE XM ARFAIERKMK, ICAClient. log XHRBETUT
HE:

“Waiting for handler grpc to be ready.” (F# 212 grpc A&, )

[HDX-32575]

PR AHEE SRR
2106 HEEE IR

o EAIEAT Linux 89 Citrix Workspace WAEFF 1912 BY, BIMIREEAATERSEK, SHIFLMEE, 8
HIFIRE A S ORI 2 H LR, [CVADHELP-16210]

o RMULH Microsoft Teams MILBFTTRER TRV B, EMAERHEMEERIEZH, SMEEME.
[CVADHELP-16846]

o SRTHAMNERZ FRENXHRTRRRKK, [CVADHELP-17337]
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7 Linux = EBEINRIERRERA K. BAT ZRKRENSHIIE®, [RFLNX-6960]
o M GStreamer 1.15.1 By, MERGEHNEEETRERKY, SiETEESMAERE, [HDX-30550]

2104 EEERIR-

o FEANKNEANBTETEME, BIEE YouTube #RIZH#ITHER, REESBARREIRE O, [RFLNX-5349]

o TEENsEIERAEE Microsoft Teams hHEZRER, EIMAIAERAE, Dell Wyse EZE % 5070 #1 5470
HEtERR, [RFLNX-6537]

« EERT Linux B Citrix Workspace R Bi2FHEA Microsoft Teams B, RLEEEAISERBINFTFTEE
[RFLNX-6719]

o LARASHRRT 2 ER FROAEE AR E MR, [RFLNX-7006]

« 5/ Chromium Embedded Framework B, JI'%SBABTHNEEHATESEH CPU FIBES, [RFLNX-
7217]

s HEATNN AR SAMEARERF ZEYEN, BEAHANNARFIRELTEZEEREXTESRT B
[CVADHELP-14812]

« EIIEATF Linux By Citrix Workspace RZBI2FHTH Microsoft Excel #SMEIEIE > BT AT, HIER
& B R B AR T AIRTAHAIT AT [CVADHELP-16509]

« JEATF Linux B9 Citrix Workspace M B#EFHRZs 2101 #1 2102 aTaE=x £ Citrix Director R R EMHIEF
i |P #hht [CVADHELP-16923]

o EMEENBMATRESHMEL, BB IERHRERSH, [CVADHELP-17290]

2103 EEERIR-

o ZHBTRBEUNMDBE T TR SHBIME K. EITFEEHEMEERIEZA, BIMLEMRS. [CVADHELP-
16846]

« k8% AudiolLatencyControlEnabled HZRIAEIRE R True, BT SHMIER. [RFLNX-6620]

« Microsoft Teams R REHEIhEEETLAIEN FTAIAES kM, [RFLNX-6659]

2101 EEERIR

o FRABEXARIEN, TRESEHIIMISHIRIERT. %R KNENEEERAFEAN Chromium SAR
HEZR (CEF) S, MRAERERIERENSFSHTIMER. [CVADHELP-14804]

- DIMEFMERIENRIEN, ZRIEAERITHREME. BATEERNIIESHILRB, BRS5EREME
ANE#e+, [CVADHELP-15028]

* £ Microsoft Teams & FEMWIERXT, MITERATRERERIBFRINHRET/EME, YS5&EENBREL
0 USB \&kziatifed, sHElttia, [CVADHELP-16400]

 7£ Microsoft Teams & FEMWER T, HAXRtcEngine. exe #IZATAER EIMEH, [CVADHELP-16504]

2012 EBER
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s DRABMERANKRBRBTEERN Web TTER, % Web STEFRERTBEME, BEEMEOSIETRH
T ROBEER S AR, [RFLNX-5306]

« FRHETF CEF W BCRE, ERNMBENFASEEH. EBHEEME, BT ALL_Regions.ini ¥
CefEnableMediaDevices BMi&EN True, [RFLNX-5337]

o 2 ALLHCErl RS, REESRISEERDS. “BRKR" HIIEENRSBIAEN 2 HIMILEE, [RFLNX-
5444]

o 2347 Android FH L% USB . B EFiahil (PTP) ME&EH I (MTP) ATee XK, B
Windows #1 Linux VDA &£ IkiR@, 57E ush.conf XEErRZRINLLT 248000 :

ALLOW: VID = (vid of the device) disableselectconfig=1
[CVADHELP-15304]

o Citrix Director AJgE =18 iR#h% Citrix Workspace R BRI ZASIRE 7 2009 I 2010, [RFLNX-
5743]

o AIEFHREXMINEER T Linux B9 Citrix Workspace M AAEF, BLUENEIR A6 S5 MK,
[RFLNX-5971]

o SRFMALGHRIEN (BER) MAEEN, EaEIBEEEIRES. EMAT Linux 8 Citrix Workspace
RIFATER 2010 = INtiA#, [RFLNX-5980]

2010 EEERIE

+ 7£ Microsoft Teams FiEfTISAEIEH EZREN, FREIJESWNIFETRE, [RFLNX-4778]

« ZRXBAENX webrpc.log 1 webrtc.log 3t K, [RFLNX-5221]

+ BIE7E(ER storebrowse SEARBFMIFRNARIER, BRANAREERERR, [RFLNX-5499]

o WitEH FRETEESEBEXIHIGER, Microsoft Teams KL FIRET A E Ei51T. [RFLNX-5599]

« MIERT Linux 89 Citrix Workspace M BIEFBohIERN, SIERRERRIERE. HILEMEE D SIER
FREEH ERERE, B FEE7E Microsoft BEFFEI, [CVADHELP-14194]

s ERRNKRIEZERITESIFMMANE ST IERIEIER, XLERETTREREIBIELK. [CVADHELP-15228]

o FERESERT Linux B9 Citrix Workspace M B2FhrA 1906 B = R4 E51# Microsoft PowerPoint
Boh{TRERN, ZETRAERSESRIEN T/, [CVADHELP-15648]

« AT Linux 89 Citrix Workspace R AEFRIsER = AR HTMLS Atz iERI N A &S 2R 8 9 10IERTE
. FRBEBRSBEFAENsHIttaz, [CYADHELP-15720]

2009 hE~EERIE)-

- BHE, ‘S MEFKTE Microsoft Teams M ZES MBI ZHER, YAMEOSIMTEETONSERLL
mE. FHit, ZEEBOASIKEIBITEMS. BRTZEN, ARIMBIRERL, BEMAEERFHEE, ARW
EHERE, [RFLNX-4937]

o 7£ UDP %% LisfTMSIER, 4AETIRERM M, [RFLNX-5135]
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« ERELENEEE=FERGNARFNEON, §OkEsE&/, [CVADHELP-13677]

« EEMEIRE LETHRIENSE USB REFTRESBIMIEERZIR—&E LETHEANRIE, [CVADHELP-
13684]

o EZERBNIRF, HEHAEETR LEFBHERREN, ERERRETAENERSE L. BMERTR
NREER—E7# L, ekt [CVADHELP-14642]

s SHERERIREN, [EJRFESEHINGEILHFEE. FESEFSNRIENZIERHILLE =,
[CVADHELP-15036]

2006 EEER

o {# Microsoft Teams BF, “iX@IE” EMA2ER. [RFLNX-4234]

o 2iEBEAgES%E Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 & 1ThR £, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

s Bwfica_for_plugins Z#HIXHHRMEFEEMRWK SDK /G, 7£ LIBS_GTK 5| NBR N EHIKH NI
2k, [RFLNX-4604]

« mAEET CEF 89 BCR MRS H/IRBMNEZFHEIMANK, ALL, NEBRABEEMRRY, [RFLNX-4459]

« 7£ Citrix StoreFront FEREFEAGHNAREFGE, BET—MEENSEHREELLL, FIFELTEEXTSE
MitialRm, [CVADHELP-13896]

o EFBCERETLUSERE LM Citrix Workspace RRTEFE, ¥ TH receiverconfig.cr X, Zidi@idRs
Z XM A EERINE Citrix Workspace MABEF RSk M. [CVADHELP-14389]

o ZiRXEERT Linux B9 Citrix Workspace R FAZFETEI COM BITiHORTRES KM, XRAZIKEOTEN
i, FEFEUFIMN COM & Ei= IR [CVADHELP-14391]

« JEMAT Linux 8 Citrix Workspace R BI2FRIRETZINBIR LR+, Fit, SiAFERAXLEEEFEHRIE
%M, [CVADHELP-14878]

2004 EEERR-

o WNREM AUL_Regions.ini X HRIBREETEES, wfica #I2IGEK. Ft, RIFTXERE, [RFLNX-3965]

s BERANMERABIER, EEN > KPP FREFREREBBRSEOP, [RFLNX-3605]

o Linux F&fiitk SDK RERTF Citrix Workspace R FHERFhr4s 1908, 1910 11912, M Citrix Workspace
MAREFRERFaEHREEwlica_for_plugins T#FIXERSEIRZE, [RFLNX-4298]

« {£F storebrowse < HRIMNEABEER, ZNABSERASEREEEDN > HWAER L, BBRSAFRE
FEEmSITRSHILtRM, [RFLNX-3683]

o ERIED, wfica ATRESERBTHINBRBTEER (BCR) B9 Web i EEIMEH. SIREE AllowMulti-
Stream (&I E AN True, NEHIILEZ, [CVADHELP-13168]

s ENETRBIEEPR, HERREEFFANSHEEN, RHBEARNEENE RERNERERTESKK,
[CVADHELP-13990]

s BERRERELERETBIETAH, FAEELEOMNK/NHELEST O a7 # 8F = W I 1tk & &
[CVADHELP-13458]

« MPNANABEIEBRHRERIES, RIFEFHXARELETN, SUWZEATESRSE. [CVADHELP-14405]
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1912 EEEMR-

£ Ubuntul6.04x64 &, Citrix Workspace N2 Bl fes iR 2 REESE £, [RFLNX-3582]

fE/ gst-playl.0 B4 gst-play KRS8z [symlink] &, .mp4 A HAIEEERETEREREN, H
Bi&EEM, [RFLNX-2429]

MEERIPEFEIRIISRE ICA 2ERAN, BRETESKEE S, £ Raspberry Pi OS LinfTHy
ArmHardFloat (armhf) i&& EstBittiaE, [RFLNX-3553]

FHEMRSAF REE, EENE AT AR libwebkitl 4G RATHE < HI LR,
#it& Debian 10 buster EFix—#. [RFLNX-3596]

LUEMEMARZRS (MIEE—PBEF) 2250 Citrix Workspace R BZFE, BEIRS AP REAIAETE
TH, ARRUTHEIRES:

"Bind Error - address already in use.” (48E$5iR - #hikBAEERT.)
[RFLNX-3601]

£ Ubuntu 18.04 X EEh4+, YEFEHEMRSAFPREARNNAERFN, BEONNAERFE RN
“wfica_seamless” - MARENBEFZE, HIRLAENREREISRIANSERE RN GNOME, [RFLNX-
3650]

HEOIHARCEREMAR KA ERERN, “ER7>KEX” TASET— MR ERNKELBEFTIR.
[RFLNX-3458]

XABBRSAFAERE, BERUTHEIRBER:
“free(): double free detected in tcache 2 Aborted.” (free(): 7£ tcache 2 &N AR E L LE, )
£ Raspbian Buster OS Liz{789 ArmHardFloat (armhf) i&& L& IR, [RFLNX-3578]

PRS—FRKKE, EXRANNARFNAIAEEERT Linux 89 Citrix Workspace [z 12 7 g%,
[CVADHELP-13742]

ARy USB IREhas T ABE Rl CentOS 7.7 FF % EHY VDA, [CVADHELP-13422]

1910 1 E~EE IR

EATF Linux #9 Citrix Workspace R BEF&HT libcurl3 #fTRE, MALESE, KHBMEEBIR, XU
FEARZRE, [RFLNX-3487]

&/ Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack 2% H.264 43
ISR BE TS AR TEA T F. [RFLNX-2892]

fEAEMATF Linux 89 Citrix Workspace [z 2R hiias 1906 3¢ 1908 BY, HZ M E8#HE Workspace B,
ERTHETEARET. HR, BERUTERER: BRLUFAER Workspace, [RFLNX-3519]
LYEEREFEESN BTSN, TEETESES. [RFLNX-3248]
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BR8]
2108 FHER B

ERNRAEFFRIPTIEN, RE/IDRINEEXGER UIDialoglibWebKit3. so EMNEMHIIEEESSZEON
REECYEA. [RFLNX-8027]

/A Citrix Gateway FHRIINAEE, HER UIDialoglibWebKit. so FERY, ARETEMEEHRIIES
A, f#RA%: EA UIDialoglibWebKit3.so E, [RFLNX-8034]

FHRRA BRI ERE) R

2106 HHERN R

ERERIED, A CEF-BCR EEANESG, RELESARENRSEE BCREMEL (130 YouTube #%),
REESTFRESRIHMITANNARRF, LR BBRS M StoreBrowse Banbtthil. R E:
BREARBIHEMGNEER, BREXETAEE, ABEREREH. [RFLNX-7704]

HERERIED, FH CEF-BCR EXANESG, BREAEHRBIYFIEMUE. WRMEHE=AXFIR CEF
HIFRHISHM, [RFLNX-7724]

ZREHEERS— M AREFET BCREME (fiW YouTube #HR) B, JRBRAEBASHMER S,
[RFLNX-7730]

£/ CEF-BCR EEmNESE, *HAEEAH Web FEE, #iRAEP=IRX segfault. [RFLNX-7667]

£ Microsoft Teams =3¢ A FSMBIEHAE, FIMAIAETE@IEMN A 15 WA TR ER#1T. BARDE: &
module.ini X, ¥ VdcamVersion4Support BHYigE N False, [HDX-29526]

2104 R ER A

7£ VDA k7 1912 LTSR CU2 /1, SIERTRERMAFFIEIE. 7£ Delivery Controller EEA T £k HIN
tbiE R, fRRAERE VDA A2z 2012 SiESARE, [RFLNX-6960]

2103 R ERBE

EAE RS RR L=, Microsoft Teams RIBES TS TIAR , WIEAIBER AL R, [CVADHELP-16918]

2101 9 ER AR

KB BB IRAIARAY , FANE(E 1L, BRSTANAR R T AERE R & VdcamVersiondSupporti& &R True W&
BB, R R 5 2@T IS VdcamVersion4Supporti® &R False REZASE5E, [RFLNX-6472]
£ Microsoft Teams =i¥iAial, SEAAEREHSHARE. EEF K E2HItRZ, [RFLNX-6537]
B, Citrix Workspace MBI REIBETATE Microsoft Teams R 2IENBISH, [RFLNX-6662]
LITIE cefenablemediadevices #FEATF Microsoft Teams B, ERRNTEIRTBERE TIE. BET
CEF 89 BCR 15865 Microsoft Teams EE& R & HILAZ, [RFLNX-6689]
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2012 FpERaE

o RIERAKIEFIFEREN, HdXRtcEngine.exe #iEAgEREIMEH, [RFLNX-5885]

o RMMANAE, XTEERAEE. M Linux IBRitEVEEN, TR SPSERLR—, XERA
3%, BEEPHIRFRLE CTX272423 #1 CTX131504, [CVADHELP-16170]

+ A3 Microsoft Teams #$Mi@IEEL HDX kBT, {SARIRESTREME, SHMELLER. EEEHENAR
EIMEEEVNSHILta#E, [CYVADHELP-16186]

2010 HEERRE

o TAHEEXHEMEHFEEX Y. cHEP=HTULLEZE, [RFLNX-5596]

+ 7£ Microsoft Teams /1, HAFHERTIMIEE. SINLEFSBEMNEBEARIAILE. [RFLNX-5652 ]

o ZAAELREATERERER THERETERAK. BATHNBATEERANSHILRM, [CVADHELP-
13884]

« BlfE HDXoverUDP I&EHN Preferred B, TCP EIRERAIREMSAT AR, F/H Citrix Gateway &E#zrt
SHIEE, [CVADHELP-15526]

2009 FEERBE

o 3 ICA ThEERIRE T A IE 51T, [RFLNX-4286]
+ 7£ Microsoft Teams FiEfTISMEIEHEZREN, FRAUESNIETRE, [RFLNX-4778]
o SRERERIEZEYIEAIESKMK, [CVADHELP-15229]

2006 FHE RN )L

« B, RIMETRKE Microsoft Teams SIS MBI RHIER, HAMEOBRMNTEETONSHILR
Ao EHit, ZEFOFSWEIRITEMS. BRTEN, ER/IMNER L, BRGAFEESRFRM L, ARENE
ROy ERIPERE, [RFLNX-4937]

o B8, RIEEMIERIGEAK, BEIEH SD-WAN 8 TCP R%37 ICA (MSI) thiX 2 & —1Nis O BF 2 H L 7] &,
[RFLNX-4782]

2004 gy xNiEER

« &ATF Linux # Citrix Workspace B2 F Al R IRFIR LR EF. AL, RAFAZBEERBHRIER
Ko

+ 1€ Workspace A2 SD-WAN LERZ7 ICA (MSI) MY ERthRIEE, KIERIMNEH. LEHGERU
THIRHER:

“5 VDA B ..

HIM M FIBMREZR R 27850 MSl, [RFLNX-4219]
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« RIEBENATRERE CentOS 8.x. Fedora 29. 30 #1 31 k1ThR LR, MBRFE: BESRAMIRPLXE
CTX270926, [RFLNX-3114]

1912 FREIENIAR

o EAET CEF W BCRE, MREEER URL, BEESARIBEEED, BRFER, BIB—HREBRTF
FRLUOAR EET £, [RFLNX-3871]

o EfFERAET CEF B BCR BY, ERI8E2BEIRT webcontainer #iZ2E/ELAEA, XN SBEASSLHIET < H I

ItialEE, [RFLNX-3872]

FREMRSHAFREN, SENEDEMAsETARTEAT(E, # 8 Workspace BEFSER T, It

mEEEE Ubuntu 19.10 &17hR". [RFLNX-3720]

« Citrix Workspace RZA#2FhA 1912 AL TIEXEEER.

o MEBGNEERFEAT Microsoft Teams, X2—1HR%H, EH Citrix AZ3FEAF Linux 89 Citrix
Workspace M Bi#EFHH Microsoft Teams itk [MTOP], [RFLNX-3674]

1910 FHIEXNAA

 FREBRSEFAREN, BXNEORMA LT AR I libwebkitl REGFRATANSHIN
i, #t# Debian 10 buster E P if—#%, AR ER, WBRMATF install/path/lib BRFH
UlDialogLibWebKit.so %, [RFLNX-3596]

s AFHRRENEN, BLEEERIZNASERE [zigE]. Citrix BIVEERSHRAH Citrix Workspace [z
AR,

E=7HEHR

Citrix Workspace [z F12FFI8E & 2 1RIBIA T XA R E X MR FHITIFRI M E =M

iEFATF Linux 9 Citrix Workspace B2 £ =550
LI MTHEE

B, Citrix 2R#HRLMINE, (FAFREFRHEE XA BE TSN R FHNE, Citrix TEZ LR
MINEERZRFERMG), ERIDRMHAHEXLIRENRR, Citrix AIRESRIBRIGMN™ENE. BEMNEEUN RIRMITIE
o Citrix RENFREWMThEEF @k, HERTaEMN EEAREREX LI,

%4t Citrix Workspace N AEFFAENNEEMN

August 20, 2021
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REBERMFAMN

TRIIET Linux Wiz, EEFEMNEEMAERHRAERK:

TRIETE. BBRSHAR RENREFEEDRENRJER:

TRIIH T WEHINEIER:

T#&54HT H.264. HDX MediaStream Flash EEAME A FiEtEitL (CEIP) ERHNALKER:

TRYH T HDX RealTime MKRIEGHMSTHELEF HDX MediaStream Windows Media EEBEMRFER:

TRIETRHEBARBEER. Philips SpeechMike. Microsoft Teams L5 (3 I8IFIEIRINEEM RAEK

TRIETRSESMEHNRAEZRK:

* BRRA 19108, BRAFRIERFHELUT GCC hraA&M, EAT Linux i Citrix Workspace R FREFRIBET IR

FHRETT:

o JEAT x64 ARLEMIY GCC hds: 4.8 EZhA

* IEATF ARMHF x5 45818 GCC hixd: 4.9 BB
AR
BhRZs 2101 &2, BRIERMERAREUTER, TN, FATF Linux 89 Citrix Workspace N RBIEFRIRET AR
FRHRIBTT:

« GCC4.9 HEBMRA
+ glibcxx 3.4.20 HES KA

RAEMTIER

EAT Linux By Citrix Workspace RABiEF S Citrix ™= mMFE Uai S IFRAEDS. BIREEX Citrix =RES
BAEMER, UKk T#EEE Citrix 2E LS ENRARE, ESR Citrix ~=REHERR,

RSB ER
StoreFront

AT LUEA Citrix Workspace R 2R 2 515 2 RER A ki 45 i (A 2R 48 &350 Citrix Gateway 3Rifia]
StoreFront A& E:
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- StoreFront 1811 KES RS,
- StoreFront 3.12,
o ALEREE TIERT Web 9 Workspace B9 StoreFront, i&fAF Web # Workspace 247 M Web 3
Yi23ihin StoreFront R ABIERINIR, BXILEERRE], 5Si% StoreFront XHHNEETEET,

EERENIIE R
ERE
iEAF Linux B9 Citrix Workspace MR #p@i U FE—EER HTTPS # ICA-over-TLS %%,
o 33F LAN i&EfZ:
- M StoreFront fR$3#Y StoreFront {iEA T Web #9 Workspace

o WFREMITIEERTAMIER:

Citrix Gateway 12.0
NetScaler Gateway 10.1 XEShRZA
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront #5# Citrix Gateway RRASHIE R, 5518 StoreFront WEZZE R,

IEF

EHRBSBNETLHZ BN 2GR, BERAUTIES:

TR (BE®R) iEH

MBTEM X ELRET ERIER, AFIEE X RREADNEPMANMNEIRIES, 7 aeER Citrix Workspace
N AEFiAE Citrix #iF.
=1

MREENTERIETREN XL (AAFRMEZEREFAEESRIER), RASET—FES, BHZEBAH
5. MRAPERBRESHAES:, WEERNRAEFELERR . BAERFIFIEBEFEPLZERIES,

RIEH
SFIMNTEBH RN, ErILUERAREYRERER U KMEE CAES.
NFRIMANEBIHEN, ARALUE-NEEXZERGEUNAHRE CAIES. B5RAEERKARURSHE.
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EAFRE LZERIED

EEATLS, AP RS LFERERIER, A ERIERS SRR LAIERBMANMEESR BIMER T, Citrix Workspace
N RfEF X H AT IES.

IEH P
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem %8 3 KRHTIEBMANE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert 2548 CA

BECFFIES

BRAEBATABR—ERERRSEBHS MRS SRIES. EAT Linux 89 Citrix Workspace R R1EF 2 FHERC
LS, BR, REENSARNLERBEAXEIER. EREP, AIUEEERABRMEBHENREDR, WER
EH&ZAEM (SAN) I BHEERSB[BEMIIRNIER. WRIERTERAEIEBMENERAERMENBE L,

HiEHE$HS Citrix Gateway

MEEAERFEPEEFENER, S ZPEIEBHMNE Citrix Gateway RFB2IEH. BXE8, ESIA Citrix
Gateway XHFRYACE HEHEF,

1R StoreFront RSB BT ZIRESFAFERIEBLENFRERER, HEELREREIEPUZIFESR AP, BT
UTHE, SARBRM StoreFront NE®E:

1. BIMIRE— P Z 4 PEM BX8yhiEhE+,

eme

NEHAE PEM #&XBNEF, &R openss| SEREF CRT SHIERER . pem X,
2. LURAFRE%H (@A root) RERHGE:

a) B— ez xHE41E SICAROOT/keystore/intcerts,

b) URERHEHNBFSHETUTHS:

SICAROOT/util/ctx_rehash
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B & ARSI PIOIEREE
i&AF Linux B9 Citrix Workspace M 2535\ T BT AE KBRS 289 B30I 58S,
BE:
REEAT Linux B Citrix Workspace M BEF 2/, EHIARS S/ MXHNIERER AR ERERE,
&R FEET kK
o RSB TMKEE SIFHIRNVIRIED
o IRE[IMXEE R BIEFTEPIEIES
o IRE[BIMKXEE G IET AR TR FEBES
o« REV/AMXIE QIERXXEZZHIFRIEES
WAEARSEEHERAT, iEMT Linux B9 Citrix Workspace N REFIEFERIIIRSSIIRBNRS S (SMX) =IEH
FRBEIEH. SEFHMRAHERT Linux 89 Citrix Workspace i BIZFH#ER, ST IIPEEAE. NRIEBF
2IANE, EEERY.
5 Web Y533 HEBREAELL, HLEREREMT™E, 2 Web XIS SS4EIEAEEENRIER,

WFNRSEE (FMX) BE—AERNIER, — AR ERNEETESSBERT Linux &9 Citrix Workspace A
TR BIERER K

BEAMXEE T UTEYWNIER. BNEEEM™ENRIINEFERALES, ARARERBEEAT Linux 8y
Citrix Workspace N RiZFERNIRIES:

o “RIRRSEER”
o “mBIFRERESR”
o “REIRIER”
G, EHATF Linux 89 Citrix Workspace M B2 F i EREXEIERETHBE M. EHTF Linux B Citrix
Workspace i ARRFEFHREHRTERME “THMRIER. WREMTF Linux B Citrix Workspace i AEF &
£ “TREIRIER”, EEERK,
BE:
o REFPMENMATZ ML, NREFEEAX—FMMmENIIESE, ERECNIEEERS Y
BIMRIE . a0, HRiEER N URIEERMNRSSSERES (DigiCert/GTE CyberTrust Global
Root #0 DigiCert Baltimore Root/Baltimore CyberTrust Root) . EELRAFI&E L, XFEMRIE
BEAH. THMIEEE, RE—1A A (DigiCert Baltimore Root/Baltimore CyberTrust Root).
MREEMX EEEE T GTE CyberTrust Global Root, Mixte A ig& EAERTF Linux B Citrix
Workspace [ REFEEREN, ESEIERBMANAME AL UBENERNIRIER. FEEE, RIED
RARTH, FIAIEBHLIENLt.
o RLERSB[BAMIMRLFRIES, AEEREHNENL, EMMEHIIERmAAI{T,
DMEBRENMKEE 7 A TERIES, BERFEALLEE (RERIESR) :

« “THIRSIIER”
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o “TBIRERER”

#AIG, iEMT Linux B9 Citrix Workspace R REFRERXFMER. BEBEERFIRE ERIES, MRAH—
MNEMIIERIRIES, HEWRAME (Bl “ROMRIER”), EERRT. TN, EEERK, HEERMEAT Linux
89 Citrix Workspace R Af2FFrRRERES, BREAFEATF Linux 89 Citrix Workspace [ 2 FikiR E
BRI AEIRIER,

REREAMKEE T U TIEHR:
o “TBIBRSIIER”
o “TBIRERER”
o “ERIRAIIRIET”

Web %28 AT RE R REREIRMIIRIE R, B2, &M T Linux 8 Citrix Workspace M A2F A 2B HIRIIRIES,
FEERBRM.

RLFEMEANMERS N FEIES. EXMERT, BEARNXEEMAREIES (EFREERIES), F0:
o “TBIBRSIIER”
o “TBIFRERES 17
o “TIRRIERES 27
BE:

o REFPMANMERRXEZNREES. XERFEESMRIES, HERBNEERFBMRAH
RIEBMESMANRIEBHNER. EXMERT, EOEFERNPEIER. G, RHRANRIES
“Class 3 Public Primary Certification Authority” EGHENKIRZ R EZHIHENES “Verisign Class
3 Public Primary Certification Authority - G5”, 182, HENHNRSkAHIRIES “Verisign Class
3 Public Primary Certification Authority - G5” t8AT B, ZhRZ3§E % “Class 3 Public Primary
Certification Authority”, BEEMARRIEBAERARXERZ I HEHESR.

o IXFZWHREEBARIEBEAGHEENEREST MANR), BRXXEZNPREIEBEERENMTEL
BEWT (kE). X—EFRBRZXEZNPEIERSEZENREES (B0 “REIPERES 27) XHFR.

BEEFCEALEE (BERIEPNRXERNPELES)
o “THIRSIIER”
o “TBIRERER”
FRERMXEEANEARXEZNREIESR, FAMXEEEERRAERIES:
o “THIRSIIER”
o “TBIRERER”
o “TRHIRREZPIENER" [ FHEE]

FREMXNIMKECEIRSSIET:
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o “TBIRRSIIESR”
EXMERT, SNREAT Linux 89 Citrix Workspace B HAFEIFTERERES, EZEFEK,

Hdxcheck

Citrix {2#tpz workspacecheck.sh £ Citrix Workspace M BEFRERGF AN —E5, ZHAFRE IR
FEEHRRERAER, UXFERT Linux B Citrix Workspace N BIZFHFIAIIRE, XA FLEREEMN
Utilities BRH,

iz17 workspacecheck.sh [z

1. 7£ Linux I+ BRI F iR o
2. X\ cd SICAROOT/util #i% Enter BSMIILEHMHEM Utilities BRo
3. #A ./workspacecheck. sh LUsfTHIZ

FBEXFNNAEER
Citrix 7EH R B R B2 F R AR FIFR P R R 425,

SRR ENEAN, Citrix RIMHZEAERTERSTERXIFNNARFE X, ATHEBMHX—RE, Citrix
FIRERERERAEAZ XN AREFRAEN M, MRIRBDJESFTEZIFNNARFEX, Citrix Fa#
—HiFE A,

L. HENAL

September 18, 2021

BB M Citrix Web ihs (WEERTFH) THEX#HREE Citrix Workspace A2+,

FoIRE

M Citrix FEDIE FHU TR,

Debian #4tE

RIBEIRERARRENEREREP— Icaclient MEEHEP—1 IcaclientWeb €,
BEMAEA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb RHEFE,
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RHEEBR NE

Debian #f (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb HBIARS 2455, 64 i x86_64
icaclient_20.06.0.15_i386.deb HEBNARSS 2, 32 i x86
icaclient_20.06.0.15_armhf.deb HBARS 2%, ARM HF
icaclientWeb_20.06.0.15_amd64.deb 1% Web Receiver, 64 {ii x86_64
icaclientWeb_20.06.0.15_i386.deb 1% Web Receiver, 32 il x86
icaclientWeb_20.06.0.15_armhf.deb 1% Web Receiver, ARM HF
ctxusb_20.06.0.15_amd64.deb USB 346, 64 i x86_64
ctxusb_20.06.0.15_i386.deb USB #46&, 32 1i x86
ctxusb_20.06.0.15_armhf.deb USB ##&, ARM HF

M Debian RFQ#HITRE

M Ubuntu £# Debian ##& %% Citrix Workspace [z f#2/FET, 157 Ubuntu Software Center F3THF XL
R,

EUTHEAR, BR
packagename B AT ERRRENREENE T,

Iti3#2%¢ Ubuntu. Debian ¢ Mint fEA&$TMANRHEERR, EER]LUEIWE XA HeEPE T .deb
BEERREZRGE, RFEESRH— M REEEESE, BT THEMRRNLAERS. NRLEUTHNRGE
E122E, Citrix BIEER gdebi (&<17TR).

/

DA =E SN

B icaclient MHEE, icaclientWeb B4,
EEABTTREREE, BHRITUTERE:

1. LS (root) BRBNER.

2. TA—EIREO,

3. @SN gdebi packagename.deb BfTUT=ZMHGEMNRE, Fl0:

« gdebi dcaclient\\_19.0.6.6\\_amd64.deb
+ gdebi dicaclientWeb\\_19.0.6.6\\_1i386.deb
o gdebi ctxusb\\_2.7.6\\_amd64.deb

EFEA LAY dpkg, 1K gdebi Bty dpkg -1
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MEFEANE dpkg, HETEAN sudo apt-get - install. REFMERKIIKHIN,

=

AR
- ‘ctxush® mHEBGAEAEH, BFXEBEA USB EE M I E. -
BiRZE& 2101 £, s M —TXEXAR T, EXLERENHAERFR R
o
4, #% EULA,

2% Debian R KN BIEFRIPAEY
BHhR4s 2102 &2, Debian ki Citrix Workspace N BERF 2158 BIZFRIPIhEE.
ERRRENBREFFRIPAG, BERE Citrix Workspace MABEF Z BIMEIREITU TS :

“export DEBIAN_FRONTEND="noninteractive'"’

‘sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select no"®

‘sudo debconf-show icaclient’
‘sudo apt dinstall -f ./dcaclient_<version>._amd64.deb"

<!--NeedCopy-->

£ Debian 8 F RERSELE M

BhR4s 2106 &2, ATLL7E Citrix Workspace RB2FH Debian frads E RERRSZES M,
fE%=% Citrix Workspace AR ZHT, MEHEITUTHS:

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #i4a1

RIBEIRERAGRRENTEREP— ICACLient MEEHEHP— ICACLientWeb 1,

BEMA@EA USB EEM, FRIBEHIRMERARAREHRERP— ctxusb R,
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RHEEBR NE

Redhat ##4& (Redhat. SUSE. Fedora %)

ICAClient-rhel-20.06.0.15-0.x86_64.rpm HBNRS =1, ETF Red Hat (&#E Linux VDA), 64
fiI x86_64
ICAClient-rhel-20.06.0.15-0.i386.rpm HEIRRS 3%, ETF Red Hat, 32 {ir x86

ICAClientWeb-rhel-20.06.0.15-0.x86_64.rpm {XFRF Web Receiver, &F Red Hat, 64 i x86_64

ICAClientWeb-rhel-20.06.0.15-0.i386.rpm 1% Web Receiver, F Red Hat, 32 i1 x86
ICAClient-suse-20.06.0.15-0.x86_64.rpm BENARS 2%, EF SUSE, 64 {i x86_64
ICAClient-suse-20.06.0.15-0.i386.rpm BEhARS 1%, EF SUSE, 32 i x86

ICAClientWeb-suse-20.06.0.15-0.x86_64.rpm {X Web Receiver, £F SUSE, 64 {i x86_64

ICAClientWeb-suse-20.06.0.15-0.i386.rpm 1% Web Receiver, £F SUSE, 32 i x86
ctxusb-20.06.0.15-1.x86_64.rpm USB %4, 64 1i x86_64
ctxusb-20.06.0.15-1.i386.rpm USB #f48, 32 fiI x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM 8 EF .

f£F RPM {81 1TRE

NRB7E SUSE EM RPM #fFa %3 Citrix Workspace M2, &R YaST 8 Zypper :f#2F. RPM 2/
BERLE. rpM R, NRHFOUBEIKRBIN, WHHIMEIR,

7£ Red Hat -i% = EPEL =fi#fE
M Fedora/Red Hat TilEm F&i14 H#9R RPM k6,

EXHERAZENER, ES17 https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

5130, 7 Red Hat Enterprise 7.x £, SIUERIU T o< REE EPEL 7R

“yum localinstall epel-release-latest-7.noarch.rpm’

e
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RPM 4 B ERBFREEMRENBER S ETHHRELRE, RITEWNETT OpenSUSE LESHLITH
f#/8 **zypper install **, ={#&7 Fedora/Red Hat EfER **yum localinstall \**, & >

M RPM i+ 1%

fBwi%s icaclient MHEEL icaclientWeb Bf4E,
1. i&E EPEL 7R
2. LU (root) AP B3 E .
3. BERANETUTEARGENRE,
AR

- ‘ctxush’ EUEHHE, ERXEZHNHGEEUZHEERA USB EF
M. - ctxappprotection’ E T &R B, XYL ERENBIR
FRFAGNTZEZRMG B,

4. FTA—IMRHED,

3t F SUSE R
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.17386.rpm
e zypper 1in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper 1in ctxappprotection-21.4.0.2-0.x86_64.rpm

33F Red Hat &t
« yum localinstall ICAClient-rhel-19.12.0.19-0.17386.rpm
« yum localinstall ICAClientWeb-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.7i386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #% EULA,

RERENRETE
FET Red Hat 89417k (RHEL. CentOS. Fedora %) =&, MRHIMUATHIREL:

“

requires libwebkitgtk-1.0.s0.0"

EARIN— EPEL &=6%E (RAILUFE https://docs.fedoraproject.org/en-US/epel/ & E1#4E8) .
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Tarball #&8

RIBEHRERARERAEHRETENEF—M R,

LARRIE=E RE

Tarballs (&R FEMLITHRAHIRIAZE)

linuxx64-20.06.0.15.tar.gz 64 i1 Intel
linuxx86-20.06.0.15.tar.gz 32 1i Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

15 Web Workspace MREFHNRHESZHBMRENREEZENEIZEERT 24 Web Workspace [z
BREFFENKHIIN, TESEMRSAENEIT. BRSHAENKETUE Web Workspace N ABEFFIEMN
RFIMANEE, BRENHHEE,

o MRAFEZHETF Web 89 Workspace ARERF, REEHNEZITHRAFFEEXZIFERSHAENLERHGE,
BENREERT Web #9 Workspace M AREFHREE,

« BN, EM Debian s RPM 2t a% % Citrix Workspace MBEF. XEXHESZTERA, BNE(]
REDREEFFAENREE.

o MREAENXNTEAE, EM tarball ZEE%% Citrix Workspace MEBERF.

P =W

o BEDNERBENITEN LERRMARNRES Z. MRHITIIRE, ERIRSEIHREENAFTELAN
TR

£ tarball RFEi#HITRE
EI=W
tarball HGEFRPITRBINICE, BARRERHI, SRR EIRERFIERAKRBIN,
1. TA—MEImED.
2. B .tar.gz XHHABTERE—TERH, 0, #A: tar xvfz packagename.tar.gz.
3. BN . /setupwfc #i#% Enter Biz{TRERER.
4, EZIINME 1 (K% Citrix Workspace R AERF), #AE#% Enter #,

5. BAFIREREBINBREMEN, ARG Enter $#, 3% Enter BEIRINIBE R Citrix Workspace R
Fo

Y (R) AFMIBIAREBRA /opt/Citrix/ICACLient,

SN E P NBIAREB RN SHOME/ICAClient/platform, platform BRSHIWNREMNRIERAL
BREYARIRTF, 5130, $SHOME/ICAClient/linuxx86 &% Linux/x86 &),
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=

AR
MRIEE TIEZRIAMULE, 57E SHOME/ .profile g $HOME/.bash\\_profile # SICAROOT
FIREIZIE,

6. RFEIRTIREIRIERT, AN y HiZ Enter .

7. AILLEERER Citrix Workspace ARFERIEHKEIFEF, RESEEOIER—RETR, AP
MerEzsh Citrix Workspace MR, BTERTR MR v LUS AR,

8. MR AIE %% GStreamer, NALLEREEE GStreamer 5 Citrix Workspace R IZFER, MESZHEF
HDX MediaStream Z&{&i0E, &% Citrix Workspace MABEFS GStreamer &5, BHERTA FEA

Yo
AR
ERLETEE, Mtarball RMFERERFIHRSBALAERTES KDE #1 GNOME £EEB M,
BERAISAM gstreamer-0.10 B HILILIRIRR, MRBDMLIA, BFRIEREHE (B ctri+c 8) Hiz
7% gst-inspect-0.10 -- gst-disable-registry-fork --version, &7
<G, UUETBINENER TEMIET tarball R4S,

9. MBLUHHY (root) B BMER, 1&%EEA Citrix Virtual Apps and Desktops BWE %75 VDI i EF R
USB %#¥, 7ERTAT FRA y AIRE USB 5%

AR
MBRZ2LUSIAF (root) BHER, MEERUTEEHES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB %#$7 3k root P R4, 1L root AR SMEITRERR, LUAELRE
HIR,)

10. =ERHE, TREXBFERET. BRHRERRF, BRA 3 Hi#% Enter

ENE

2B tarball REEHTMIH. EARERZNITETER RPM f Debian %48,

HAEIFIET 2 ICAROOT R EANFFHNREER. FRNAFRPNBRINLEBR A SHOME/ICACLient/
platform, platform TEEZAH W LRENRERAERNIRFIARF, F0, SHOME/ICAClient/1linuxx86
= Linux/x86 &, AP REBRINLES Jopt/Citrix/ICAClient,

=

AR

Z# Citrix Workspace AR, #AUSHITRENAFERNBFRBHER.

7£ tarball #ift L1 Citrix Workspace B2

1. ) $ICAROOT/setupwfc 3% Enter BIEITLERF.
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2. EMRRrEFIG, BB 2 #i% Enter #,

7= Debian/Ubuntu i2ER 451 Citrix Workspace M FEiEF
M Citrix Workspace M AR REXHFPITITUTHS:

apt remove icaclient

apt autoremove
=1

apt remove icaclient

apt purge qdcaclient

7£ Fedora/RHEL/CentOS £{F &4t ENZ; Citrix Workspace N BERF
M Citrix Workspace M BEFREXHFFIBTUTHS:

yum remove 1icaclient

FHR

Z M Citrix Receiver #4%| Citrix Workspace R 2R, iEM Citrix T T# 5 ixinde Citrix Workspace A
BFHHITRE,

Citrix Workspace REEMEREE RSN ARFN. FARNURNEHEMRENRAEFN, BERHT U
46/ Citrix Workspace MBER, BERT TRESUTHREZFRES.

PSEINE

July 30,2021

®E

AUTHZERGE, BEXEE, AR%RE Citrix Workspace R B2, AJLUEER Citrix Workspace M ABIEFR

HENRE, ARERTEXEXMH,

BEXRE

1. % Citrix Workspace L AR F R G EBXHEAIN —1TZTBRHP. ZRGEEBXHEHNE M A plat-
form.major.minor.release.build.tar.gz(f140, Linux/x86 F &8 H 7 linuxx86.13.2.0.nnnnnn.tar.gz).
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2. RIBFREEH Citrix Workspace RZABFRHEE, a0, BTLUARI TLS ARIES LUEE FEBANE MADHRA BIIE
B, XAZtRE Citrix Workspace R BREFRERARZ D

3. TF XM PkgID,
4. HMUATT, WETRREGBEH:
MODIFIED=traceinfo
Heh traceinfo BiETRERAMEREEINES.
5. REHXAM,
6. FTHRMHENHTIE platform/platform.psf (40, Linux/x86 F&MFIFRA linuxx86/linuxx86.psf).

7. B AEXHTIRIARBRIIRASPAEIBENR. NAER, WA SHREMREENHINEIR. ELATLL
BREEMEAEEAXAIA)N, HENRNERGEERNGRINFT. REEXHTIRPBTISFIA:

o XfFRE

o HEXERER

o FHMHE (BLIREN cor)
o MR

. FREE

|

o KN

8. REHXHIX Mo

9. fE/ tar < EHMIE Citrix Workspace MAREFRHEEXH, flM, tar czf ../newpackage.tar
.gz *, H newpackagez 7k Citrix Workspace B2 B X HFHB T,

RHH webkit 3%
iEATF Linux B9 Citrix Workspace AZFEEZ libwebkit2gtk (2.16.6+),
libwebkit2gtk BB U THSE:

o 2T UKL, webkit2gtk SRIKRBABETHINEERS. £H webkit2gtk 7 2.24 s{EZMRAIRINE
mt &R YouTube & AR

« webkit2gtk k7 2.16.6 RERARAKH T ERIAR KRB R R E,

o ZARFESEMN Linux RITHRBAMEE, HRHUSHHN webkit Z£EE.

AR
webkit2gtk 5L Linux R1ThR ERFIAR. 1EZ ERER U TEMIERBRS E:

« E%EE Citrix Workspace RZR#2FF 1906 Z &1, MIEME webkit2gtk,
o M\ TEIIE T#H Web %RF&. HWRHENZEF Web Bzh,
 BohEI%F webkit2gtk 2.16.6 HESAR Linux R1THREIE Sk,
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BEh
B AELRIRIR TR FRME R —MZ R KEIFE B Citrix Workspace AR
HRRIFIEETE ICAROOT IR BAIEAXRIFHNRER R,

R

TFHEARERTM Web Gprii s, WREHATER tarball BEKHEBBRSERNTE,

KRIGHRRTT
£

LR T T2 Citrix Workspace MBERE, EH#A:
Jopt/Citrix/ICAClient/selfservice

FHi% Enter 8 (E# /opt/Citrix/ICAClient A% T Citrix Workspace MAREFHER).

Linux £

AR SRS MNEmIFE R Citrix Workspace B ERF.

ERERmEP, oM F Citrix Workspace B B#ER. Linux B&1ThkasRE, Citrix Workspace R F#2

FRRITER SR MARE,

BIEI

ERBEEHED, & Citrix Workspace ARRFEEFHNEET. AIUERISKENETRAR. EEIHEMTPER

MREUREEXHMIREIHE,

BRI

BRI SmEmMNAIER, 8@ XenDesktop = Citrix Virtual Apps igE—MKF. Ak, &0 IT HEARLZHFAR
AIBEREREF— kP A I0El Citrix Workspace 1, SREARERERE A AWM ERAEM Citrix Gateway 3

Access Gateway Ar528. FaI UM Citrix Workspace Aflipik o

1. EERITCHEENIKFAE L, RITUTEREZ—:
o ERIKP, BRERN. BERAEERRRAURNESER,
o EENKPEANNAEENFAEE (BINKIARMX), FREHRE.
o EMIFRIKF, FREMER.

2. BRERLRTEITREF. RAMRNNIRSSEHTEHEIL

KEET
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} =r

AR
tkhaesE Citrix Virtual Apps for UNIX £iE5ARa A,

ALUEAFRENETEELETRE (2FEKN), KARINGE, XREARUMNEORET (FOKR).
o EEEINHEENEMNE L, fAREEMEETIEE -,

fEART LU= Desktop Viewer T A=A ah SN EHRESIENTORE,

Desktop Viewer

TR AR ENREN S XN ERAEZE R A NFREM B FEROEUTRE,

LAFPSESHEINSEREN, ER Desktop Viewer, ARMEMKEAIUSELZRHENET, LaIURHRE
HERARE. EXMIFEIERT, Desktop Viewer TEEINEAFAFEEOANKIEEOS2RFRIETOZETIE,
BEMNERETRNZEREER. APAUERAR—AFI&E EMZA Citrix Virtual Apps and Desktops ##%1E
KEREZERURERZTKE. RETATRIMAERERIE. &% Ctri+Alt+Del F7I. MFEZEUMMES
ERIHEMIRE S EEERFNRIE,

# Ctrl+Alt+Break e H & O+ 7 Desktop Viewer TE#=1%4,

BEENEERIE
Citrix Workspace [z 12 Rl A EEF M A E RN SENNBRER. fli, MERREDEE,
o EERIGHEENEMNE L, SREMEENAEFNKERH—HED,

IR 1
ERESNNAEFFERNERNIRE ENXM. PJLUTHIEN K EX XL HIERERE,

1. EEEITCHEENXHEIFRNE L, EE— 1 RIFVIREIEE, ARERUTERZ—:
¢ %5 - AVFREHNAEF RIS NI
o R - ARESNBEFIERERE N,
o TIFRNIR - RAVFREHNFBRZF IR o
o BRI - KEINARFSRFEEHIRARMEE 2 RRR.
2. BERM, EEME, ARERE—ERGTEIRIIERIER.

eSS =g S
BIREXRNEMEREK, AIUERENREENAIERFHREHAME 7 NS MERENA G
EEETXHEERNZ R NANERENNE L, ERUTERZ—!

o ERARNZRNMMNEREN - RIFRKEHTBREFERZNMMNEREN.
o MERBENZRNMMKZBEN - FRIFREBTABREFERZRXMMEZEEN.
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Flash Player
AT LR Flash REMETRAR. LB @EEE Flash Player 187, HEEMIA. chEMNBES:
FEETHEERN Flash TiE L, ERUTEZ—:

o AR - REBHRRE, BrgsBRERREMN,
s AMUURE - REEFBRLEEFERREM,
o SREHAI - 8RB Flash ABRERT.

PEZE

i@id Citrix Workspace AR, AFRAIURSMBLRNENSEMNNARR, UKRRIEEZHIE Windows,
Web f#4EIARSS (SaaS) MAER. ® L@ Citrix StoreFront =i&id Web Interface tIZ2#18 Web TIEEIE
RBPRARE,

£/ Citrix Workspace Ul #2355

Citrix Workspace M AEF EURIBR AWK IEE (B1, AP EEIINRSSS) UK Citrix Virtual Apps and
Desktops B RRENIRE S A BNEMSENNBIER. JUEREER > kP NEE B StoreFront RS
28389 URL, SEWMREE T ETEFAMEAIKF LI, Wi N E Fop - ib# TS,

'

Ry StoreFront ARSZ 88 ENZ M AEIEFERBERNZH, WBERMEFRERES, WEVABHENS
FREURF RN, 33F Citrix Workspace MA#ER, BERMARE URL HM—IRRIZNHEEE.

ERIEIAEER, BPRSEERUTED <. WEkX. fRENZEER. BRISE, FREHENNER. E
E SR PRI N BT, 158 I ERS RIS S BRI 2 R R

EERLE

AR Citrix Workspace B2 S Citrix Virtual Apps and Desktops BR$325 2 BIANEZE B R LLZINIEE, 0
BRE, EAUASMEBEEXEGE,

BEREEAMAFNESNRENERASES, B9XRA ‘AP SARATREENAFRESSEEHEERNITNGE
SMLAK 53

MEF LTINS BRI IR

g Citrix Workspace AR N FMKES N AEFEIRE, BIeET DIRSS/ERE. LI, EAILIMBLT
3 Web %1284 T FriZ %,
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fFEAH<1TRIEZ Program Neighborhood =i StoreFront fR$3 2893
WEFRMY:
HiRE A RERT Citrix Workspace M BREFS BB, NEHXE, EEANTHS#HTHRM:
.Jutil/storebrowse --addstore \<store URL\>
1. FREEEINEENEAEFNE— D, WAEUTHSZ—FRIEMITHSIANE— T FRE:
o FIHARSS 2R ERUFRE SEMN AR
./Jutil/storebrowse -E <store URL>
o FIHEITHNKREMNEER:
./Jutil/storebrowse -S <store URL>
2. BITUTHSUBRHRESKNAER:
./util/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERS S, EERAUERFEENMRSRUES SOCKS RIBFAER. BXFHAER, BFEHA
RERARSS 286

M Web 3% 28 622 %1%

M Web F¥5eBeI2IEME BB B AL EI P BADNIT. HFEFESMH AR KRBMNRERS, Elt, "T5EE
FRIPRITRERE,

MR FhH Firefox. Mozilla 5 Chrome i&& 7.mailcap #1 MIME X, &3 SXHMILTEDR, LUE.ICA ik
=5 Citrix Workspace B2 AT wica, EFAEMNINE, BRSSO KRR E,

1. FEETU TS LUEE Citrix Workspace AREFHIEEERRE, NRBLEIERIAMIE, NAgEKER
ICAROOT Mg E., ErRILERZHSMIRER

xdg-mime query default application/x-ica, #%JURE wfica.desktops
setenv ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64
$ICAROOT/icons/000\\_Receiver_64.png Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new\\_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@ E & B 7 & %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X % 8 7F 5k &% M 7 [Default Ap-
plications], BERUTAZA:
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application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new\\_store.desktop;
TREREREH “HEW/‘NAIEF" SBNE LAE Firefox.
sHF “Citrix ICA RBEXHAS”, #iEEF:
« ThzEEFE “Citrix Workspace MATER Engine (BRiN)”
1

o “fEREHTM..”, SRAEEEXH /usr/share/applications/wfica.desktop (@ Citrix Workspace [z
REFNEERETE)

=

« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),

EEPD

BRI UERERPOERRLEDNNER. KERE— M FERRANEFHREHETR, BdiIR, BANEERAL
IR EEISEA R EEH TR H AR M INEE, EEEPOHR, BRALUEBE U T EERERE:

o XA ARERF.

o AERIE EPBRERIIEHXATMITANNBERF.

o NRIEFEARIE, EPBREFRXATEITANNBEFOERTIASRSH[OEEEE (FIFRSSHEE
ATEMTFFERRR XHIN FAER) o

o EEERGRAITHRE.

B
EEAEEPOEREE, BRITUTERE:
1. 7£ Citrix Workspace [ RIEFS AR, BHEEFR D,
B B R A RARS B H T HEMEN RIS,
2. AT T#RIEZ—!

o EFIRSER. BIFEREUESH, HBEEHEM.
o EE—NNABER, XFARED.

fic&a

September 30, 2021
fEAIEAT Linux B9 Citrix Workspace M AR, AFPFIAUTEESBEOHRERENARFSE,
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®E
[H=eats

EEHBHIBRTARANIGE, TIUEM Citrix Workspace R BRE MBS, XEREXHESR wfica
FRENRTIRER. BILURIER AR M B SIS B A S £

MRBATRIEHRE, WrARKERRNARIE, MIFMEENSE. HIREFERSSBIEBKETRE X PRI
Bl

RINRE

INREEFE Citrix Workspace R A2FHAFHEIAE, BB SICAROOT/config BRHM module. ini
RREXH,

AR

R ALI\\_Regions.ini #MNENEZHZENFEE, WA=ERA module.ini FHZFZENE,
A1\ \_Regions.ini FIEMNTLTEST module. ini FEE,

RIR 1

W R X SHOME/.ICAClient/wfclient.ini R &E T, wfica ¥ & & #l $SICAROOT/config/
wfclient.template #1768l BXULRRXMHBY, FAOEXEMNAZIFE Citrix Workspace M BEF A
Fo

BFRiRE

EHRPMAREEN, BERAFH SHOME/ . ICAClient BRFM wiclient. ini X, XHEHRHILER
N AT ZAPRROER,

WL BN HEE
ERGIwfclient.ini FMEBEME, BE ALL\\_Regions.ini FIEE AIFHIETEETEE,

MRBEET —ME, MEERZE, SHOME/ . ICACTlient/AT1\\_Regsions.ini BJACEE R/ SICAROOT
/config/ATI\\_Regions.ini &BRIATEEE, MNIEEBCHRES,

AR

Fwfclient.ini FIRENEMRTLLSTFE module. ini FE,
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28

SNXEHTENSHEREAIE N2 R, SMROMLUESERNBIRTL, BRBTR—ANSE; 6, 8%
B\ [ClientDrive\] S&EFHRENEMET (CDM) B,

BRIERBEE, BNRBHAEARRINSHIEERIAE. NMRENSHREFEEREEE, WEBMNAERIAE. FI,
MR InitialProgram FIRES (=) B&HE, WELARIME EREFETER).

Lok
ATT\\_Regions.ini {EEAIUHAMXHIRENSH. ERURFISHNENEFHIEHEE,
N ERIEERERE, FIRUTIRFEN

1. ATT\\_Regions.ini - kXEHPHNEZES U TXEFRHE:
o EEM.ICA Xt
« wfclient.ini
2. module.ini - MRMEAKE ALL\\_Regions.ini. EZEM.ICAXHFH wiclient.ini PIREE, #
BEXLEFERED AL\ \_Regions. ini MK EFITIRSI, MFEERLSXEHHE,

MBEEPERISHERERZEE, WEEA Citrix Workspace M BEZFRIEHHEIAE,
AR

IR FRIMFFEGIIMER. FlE0, BFR2RERE, RBaE IMwfclient. ini FIRENEL(E,

ARSSESNE (AHRATLRR)

AR
1tkThaeFE Citrix Workspace R BZFHIAFF AT R PR M,

RS ESNEBRRHRAREM IR T XERS TS MEVANG A BMER&RE. TIETRSHEITRIRME, BRERLL
BRI EEMNBEFHRHE,

Bx7£ Citrix Workspace MAREFD R HRSESENERNES, BERRAER,
BB Citrix Workspace 2R RERSIELMNER, BERTERSELL,

BXiFMER, 587 Citrix Workspace XS RIAR S EL 4R D

BE%ZEnERRmE

BhiZs 2103 2, AIURERBNZ EREREHEER. MRARKERERENETAN. BB TERMEHFE
MBTIRIE, MMIRSMARAEF L,

ERMBEEHE, BHBAE AuthManConfig.xml XHF B B It hEE. S M B SICAROOT/config/
AuthManConfig.xml HHMUTEE:
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<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

8, BEHANBEFERSEET.

BREREHRE, RRHEESEPNNAREFETREN, ARERRETE. WK ERREEHRENEE.
HE, WAILLEEEBBRS T O Ctri+M 2B RERFEXIEIE,

Screen Layout - x

Select a virtual desktop from the list. Select one or more tiles to create a display

layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHREREFENSE, 5EERNYAREERNRHE,
ER— RS ML R BB ER. AR, IERIRERBEFEHTET.

PR

- BRARREEMRERERIETHNREFERBIEE.
o ILIHRE(GE R FARME A URIFI R E.

IVAEEEIEAES A
AR

N RAE R R SRBRE S TR e XS BN IR F R PR R INEERNIAR] (RS RER TAARIRE APLRR) KiETT.
XERHRENAEFRIPREEZETUHNEEXNETARETTARMRIP. B2, MERFRAANKE, BRFS
MIERBER A EATRSIEI. BARNSERSIRIFARAXLERE, BRMNTEREERELENHDEPIR

HIEEBIRIF,

REERNLEENRIG, S EBINAEFETREGTNERSTRIEN. GXNAREFETRERIFARE
155
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[ AR RIP2— MM NThaE, BIIATEREA Citrix Virtual Apps and Desktops BYiRfHiEaRM R 2%, ZINRERKIT
FFHZRBIEKNERHRTEERGETMNEN. AEFRIPAVLEEERE EERNBAFZENSRMESSFINE
E8. YRR IEARAREERNFSEEUMERRRICREBWEMNFBHRER.

=

AR

« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) 3@ %% Citrix Workspace [z 72
RSS2 FFILINEE, Lthoh, x64 F1 armhf 2 —Z L R R,

o ItkThEETE A< Citrix Virtual Apps and Desktops #BE LUK iEEE A Citrix Virtual Apps and Desk-
tops BRES#0 StoreFront BUEREHZH

N BRI RIP AR E R IR AlE AR S5 28 L REEMIINIFATIE, 49172 7E Citrix Virtual Desktops ¥ aliE. B XiFa]
BOFARE R, 15203 Citrix Virtual Apps and Desktops 9 “B2&” £643

BhiZ 2108 i2, MAREFRIFEETSEFER. NAREFRIFEXFNAEFNKERE, AERNATERARK
o BR, BHME AuthManConfig. xml XHHEENBIEFRIFIEE, 78NS HIIEEERNBBRSHEMT
FERRIZMEE

BZ<hR#s#E, &EILE Mozilla Firefox izfTHAiaI M Citrix Workspace R 2 F B RIPIE R,
NEFM:
N RREFRIFHRERIE & U TRIERZ & Gnome Display Manager:

« 64 {i Ubuntu 18.04+

+ 64 fil Debian 9+

» 64 {ii CentOS7.5+

e 64 i RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

EN R P2 ARIPLA M
£/ tarball #fEE%%E Citrix Workspace MBREF, BERUTHES,

“‘ERERENBEFRIPAM? Warning: You cannot disable this feature. (& RER AL TNAE,) WENE
Citrix Workspace 2R, ARESHEHEMH,. BXFMER, B5RABERKAR, [defaultSINSTALLER_N]:”

BN Y URENARFERIPALT,
BINMERT, FRENBRRFRIPAL.
ENBIHENUEEREN. FRIEEMBHITEN, BNNBREFRIPA LT ERIIAET.
24 RPM R+ E MR ARIZFRIPA M.
BHiR7s 2104 &2, RPM i Citrix Workspace R 2 F 2 5 5 FIfE F 1R IP AL,
ERENARFFRIPANS, BRITUTRE:

1. %% Citrix Workspace R 2%,
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2. M Citrix Workspace [ BiEFRERF P REN BIEFRIP ctxappprotection<version>.rpm#&
#8,
3. EMBTHRSUEEREN.

24 Debian R EHHIN BIEFRIPAL:
BHhiR7 2101 &2, Debian ki Citrix Workspace Kz 2 3z 55 FIRE F R IPIhEE,
BRRRENBEFFIPAN, BERE Citrix Workspace MABEF 2 BIMEIHEITU T <!

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dqcaclient app_protection/
install_app_protection select no"

sudo debconf-show qicaclient
* app_protection/install_app_protection: no

sudo apt 1install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7s 2106 &2, Citrix Workspace RZARFSINT —ME, ZETAVFERN S 71 EE R EBARS A
FREDHECE R BEICRNRFRHIRIEE.

AEHEITEEREENBRERRIP:
BRI TAREMEI SICAROOT /config/AuthManConfig. xml H4mHEIZ 4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

HEBRSHEGRELENAEFRF:
BRI TARARSMEI SICAROOT /config/AuthManConfig. xml H4RiEIZ X4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>
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<!--NeedCopy-->

SN a)R:
s RNMUZRRIPHNREN, NARFFPBSETERERIET.
PRI

« B8, MRM Snap Store HERENNABIEFEFIE!T, WRERBHRRIPHWER. BRGE: 185 Citrix
Workspace [ AEF BEXHHSBUIMILARNNBER, ARXAZNARER.
o HESHUERRIFEONFEEEN, BMRRE (BEREPRZRIFPVNAER) BETHRE,

RIS 88
G ENBEAMRSIMERRE Citrix SERIEBHNXIEH,
AR
ARs32% VDA BB SIE R A2 BTo
BIANBERT, BHMRSERITLTEERS.
BERRAEMKREIERLT, BHRITUATRE:

1. £#1% <ICAROOT>/config/module.ini X%,
2. B3 ICA 3.0 %
3. I8E MobileReceiver= 0ff,

EP &I EIR (CEIP)

WSS RIS BieA BIBEFRMTA
FREM AR Citrix ®P A3 2E TR (CEIP) M Le#siEaI#ERh Citrix #25 Citrix
BT Linux #4 Citrix Workspace A#EFHRE. 7

Workspace R EEFWEREN SR,
ERHKIE, HEMBHMIEREE
Google Analytics.

Citrix RS Citrix SITHERZFHOEBEREIR, HIRER Citrix Trust Center #2489 Citrix Services Security
Exhibit FRETIEE 7 xS E# TR,

Citrix I&fEF Google Analytics M Citrix Workspace M BEFIREFLEHIRIEN CEIP W—349, EEF Google
WMELhIEHR Google Analytics IR,
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AILGBIE LT AR XA CEIP $#iE£3%2 Citrix #1 Google Analytics HIh8E (TEREZNEH * I8THHR Google
Analytics WM EURTTRIRIM

1. % \<ICAROOT\>/config/module.ini X#H*H1%2l CEIP 25,
2. #EEXHB EnableCeip #EHIEE N Disable,

AR

¥ EnableCeip MigE N Disable /&, MMREBHFLEEA KX Google Analytics EMRE# 1 CEIP #iE
& (BMRERGARA Workspace RARFERZS) , ESMEIUTHAHIRENLER:

fiiE: <ICAROOT>/config/module.ini
45 : GoogleAnalytics

%H: DisableHeartBeat

f&: True

Google Analytics WS %5 E CEIP BB TtRE1E:

BRIERGRRA Workspace RZF#EFRR ~ RARFEH EFi% 1D
Z'K *
RERBAE IRIFIIhRA Bra

N B2 e BT

[ RiEFiemestE & Eah Citrix Workspace AIEFE BRI, ZienaE B BH KA EEN— 1 EIR. 3INNAREF
fe88E, EAT Linux 89 Citrix Workspace M REFHE R ERES ISGH,
TRIEUTER TR RS

o BxEnh Citrix Workspace N BEF
o XFAHEMBMNRAER
- BREHEMBIEAER

AR

% Z libappindicator R4 B FREE RN AREFIEREE. EM Web REEAFEM Linux RIThREY
libappindicator B,

ICA-to-X i

BJLAiz1T Citrix Workspace AR FH T FikAERS 3, HRHEEEMTEMZR X11 Mig&. BEBIRITIE
121E, AILLK Microsoft Windows #2344 T 46 Citrix Workspace AR X £imzt UNIX TEik,
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AR
Citrix Workspace ZRZEFHRHEAT EM X &%, EXLERT, Ti8E LR Receiver BEIEMBRS R,
BUte#h 5 :izfT Citrix Workspace A#2RF (BIYER ICA-to-X U18) X#F79hRss28i% ICA,

iz1T Citrix Workspace M AEFR, aJLUSEMAATIE X11 HHERBIAM Linux £EA ICA = X11 %638, B
B, I ZHHEEAIEM X1 B TRR. AJUE—MRFEFENIETT Citrix Workspace AREFNZ &4, &
MEIFEHEH L EE TR S,

ERTRHELETIRER ICA-to-X REREM T Linux B Citrix Workspace M FRZFHIRE:

e =
= > e ’ -
- | — ,___'.:'."-v
XenApp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BB RS, FE— Linux BRES285x Y ICA = X11 RIE:

« MRBE X Lix, WALE@EEATHE X KiniRdt X BEFMN Linux iR £iz17 Citrix Workspace WA
=&,
o MNREHEFLAMEA Citrix Workspace RZAREFH UNIX T1El:, TREE—ARSSRALUNRE, LRSS
M 2iz17 Linux B9 PC
N AERFEE ICA thNBITHAEIR LA EA X11 MLIHIZSE. BIANBERT, ReEERIKEh2seT iR IE LAIREIZ8. 10
REA X KRiF (@E&ESMIRNR), XIHAZNE, NMREREM UNIX TIEERARBER, AURITU TR
Ez—:
o LU NFS BXTEREREN T B4 UNIX TIEL, AERKBE P InREIZsMETIERIZAIE LM NFS £
=

™o

o £/ NFS 2 SMB 12 (5140 SAMBA) ZiARs322 LA NFS ZFi (5190 Microsoft Services for UNIX) .
e AR E BRI RIRIEE:

« USBEEM

o BREREER

« COMBOEEM

o BMEAERERRSSFEM, BAIBFEIMEEE X11 &&.

o REREPIFITENEEE X11 18&, EEA LPD $TENThRE MBRSS 288 Fhifia) UNIX 4TENHL, SEERMLETT
ENtlo

o ZEREBMANEEBFRZEER, BAEERIETT Citrix Workspace ARRFHItEN LR&EG&k, ZitHE
MERERENRSS. B2, SEFRHNEERTAFERENRSSE L2 GStreamer FEER (RE
MWist) o

B “BRS3e0 ICA” M X &immk UNIX Teib/E s Citrix Workspace M ABER, EHRITU TIRE:
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1. fE/ ssh 5 telnet EZRIBEREMIZE,
2. ERIBIE LY shell 1, 15 DISPLAY IRE T 218 B AAMIEE. i, 7E Cshell FEAUTHE:
setenv DISPLAY <local:0>
=W
MREA ssh -X pTEZIAERENESE, WEFLE DISPLAY IfIRTE,
3. fEAHIgE FRS SRR THRA xhost <proxy server name>

4. ynR Citrix Workspace ARFRREARINREBRF, BESLRIFETE ICAROOT REHIEM LR
LEER.

5. #3 Citrix Workspace ZRIEFHNREB R, EHSRAEOP, A selfservice &

RS EFAIHERNBEEER

BERSHRIFFIRABTEER, EERAUEERRASMNAEFITAERBHINABEFTH URL, f0, MRE=
EREEA Microsoft Outlook HAIEITH THEMEA Web SimEmiEE, NEERAF &S EHX R BITHRERX 4.
BERSBIFFHBABETER, FILURSEERDE Citrix BRHME, MMERF KR EIFaEEE.

AILLEERELT URL 22

« HTTP
« HTTPS

+ RTSP (Real Player)

+ RTSPU (Real Player)

+ PNM (|BhR Real Player)

NRZFATF Linux B Citrix Workspace M BEFSE S ENNBEFRLTEEREIHNASR, WiSERRSRENAE
FF#T7 URL,

IREBIFFHEANETECEHERSHBLEE, BAMERTE Citrix Workspace MBREFHLTEARE, EfiER
Zh a4 RealPlayer LUk Firefox. Mozilla 5% Netscape FfyZED—NiR4E

R ZEFFEE RealPlayer iy HeIER TR ARSHRIEF HRNBEER
1. fTAREXH wfclient.in,
2. 7£ [Browser] B3 HERUTIRE
Path=path
Command=command

HARZZNDRTHTXEMENER, <A TAEEEMATNEEE URL ETRITXHETR, SEME
BRss88 %1X89 URL, fign:

$ICAROOT/nslaunch Netscape. firefox. mozilla
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This setting specifies the following:

- The “nslaunch’™ utility is run to push the URL into an existing
browser window

- Each browser in the 1list is tried 1in turn until content can be
displayed successfully

1. 7z [Player] S9HEHUTILE:
Path=path
Command=command

H 22 RealPlayer AIRITXHAIENE R, ®<TERATAEEEMMNZEME URL WETHITXHER, &
EMfH ARS8 21X URL,

2. REFHREAX M.

=3

AE:

ST XIFEERIRE, FEBIEEN NS RealPlayer JHRITXHRENE R, FEEREAIRITXHNTE
B&#2, #5190, 7£ [Browser] #8537, BILUR Path i&€& A /usr/X11R6/bin i3k /usr/X11R6/bin/netscape.
Ltesh, EAILERE S HRINIRARIEEZNIEREW. MBRIEEXEGE, NIEFERAFLE SPATH,

ZE M Citrix Workspace %R Z2RENEFIHRANBEER, BHRITUTIRE:

1. IFEE XY module.inio
2. ¥ CREnabled &%}y Off,
3. REHXFAX .

JEZE
B &R

FAEEDEROIRE LRI REREERFENIFED, FEEMEMIEZEHRE - FHR. BRNEERAL
EE- P IERNERMEMTEREENAES, BEERSSE MIERFIRSE) EEH—TRSTULEEN, MmE
RERFRHEHIRS A

+ S/ SpeedScreen IERNEE - SpeedScreen R NERE T BIBY IR B P N FOERIE X AR 28 SRV SRIR 7+
SIERERE 4 T AMERE. FA SpeedScreen Latency Reduction Manager aI1EARS 88 LB ALtkIhaE, 2R
IMERT, £ Citrix Workspace 2R, MINRESTRERA, HENANESTREETHRINEA, ES
i “Citrix Workspace app for Linux OEM’s Reference Guide” ((iEFF Linux &9 Citrix Workspace [
FiEF OEM &E15m)),

o BRRIEES - EESETDR DB ERECRNEIES, IHRFREBSAERTRRERENRERELE, 87
PIRE R RIEEL G TR, F£/ Citrix SIRENEGESEIRISE TR AL,

o BNEOXD - BEOKXNERIEREBEMERNR KN EFFIRERIERDT,
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o RDEREE - BEnEEuR LBl 256, 1E Citrix Virtual Apps and Desktops i £, RESIEHEW,
s BEEERE - MREAT S, AILUER Citrix “SiRE” RS ERFERERERMILE.,

FIK
ClearType Z{&Fi8

ClearType FRFBINEE (XMAFHEEFHELRINE) AEEMERFHRNRE, LNEATERTEEIHEMRESINEE
FRTEESEMBIR, AT HExFLIhEE, 3E T LB REBMME E X HH [WFClient] S92 R TIRERIEE
EigE:

FontSmoothingType = number
He number A UBUA FEZ—:

& 175

0 EARISE ERASHEATL, IHEET
FontSmoothingTypePref i & X

1 FrEETB

2 TR

3 ClearType (KEF&HXR) Fig

TR R ClearType FEig#8=125 Citrix Workspace M AEEFHHERER,
BE:

RSS2 ATLUE ICA XHBLE FontSmoothingType, II&BEMLEET1E [WFClient] FIREHE,

NRARS B/ ZEIRE R 0, AMEETIFH [WFClient] FHEMISERE:
FontSmoothingTypePref = number

Heh number AJLEBUATFEZ—:

=1 TR

0 FrEEFSE

1 FrEEFE

2 MRS

3 ClearType (KFFHR) FB (BIALE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XX
o AP X" X (72 Windows XP #rg “FRRYSA”)

BIRHXHREER, ATLIEERFRHRXERNMUE, UMEFRNRSHRLENRSBILEEBHZEENX MG
KB, WMREEREERTIFEER, HINESHAFRERTERSHTFHRS RN, WFETRENGESIERL
(FEHETfFiEF, APAIUERIBEBER MRS HBITHRSSR) , ARG REER/LFFEER.

BEERHFXMHREER, BFRITUTERE:

LS MO ER, WTFFAR. Bk, @BIEE module.ini FEZHENFERERARRXEREER, REHE
[WFClient] S EEXHRIME, BEFRIFMNT:

1. BUTxZFME module.ini (%0 SICAROOT/config/module.ini) #:
[ClientDrive]
SFRAllowed = True

2. BUTxa7HmME [WFClient] #4% (g0 SHOME/.ICAClient/wfclient.ini) &:
DocumentsFolder = documents
DesktopFolder = desktop

Het documents 1 desktop 73 UNIX X+ &, SEEDFIBERFN ‘X" M “SE” X RNERNTE
B®1Zo .

DesktopFolder = SHOME/.ICAClient/desktop

o ALUEREFNEEBIEENFREE, Fl SHOME,

o AWM NSHIEEE.

o EBENERUMATBIEFHRERGER, B, ZBRVIEBRGHE P IHIRERNFHHR,
o £ C HEARRKENBRETFTo

& P im IR ah A8 BT

W E P iRIRsh3saegt, LG Citrix Virtual Apps =% Citrix Virtual Desktops iz 8s EMIREHESSERTEE AR
wAFEEEWER. Fla0, ATLUE Citrix AP RIERRIERNEE H BT 2)iE1T Workspace R A2F R4S A F I8 &
EHEANER.

KIEREHR, B GIREhERME Al EA A& (835 CD-ROM. DVD 5 USB WE%R) LEHMNETAB R AR A
A, AiRRAMAREIRRXLEE RIONR. MRRSB[EENAFE P HIENRRE, BARKRLIGRZAMFMERS
f, EREHEMIEXEX M, ARBHEERRFESIRE)SHARSSFJIREDE Lo
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Citrix Workspace [ 2235531 Citrix Virtual Apps and Desktops RS s EMNE P iRig&uEt, BIEF
IR EIRSY, BRSSE LIBITHZE AR SEERsin R SAMAF RENENIRE. AR RENAFRTS, NAERF
MAKR R GERMIBT—1F, FRAXLINERZA, BHRIRS SR ZIFEFIRIEEIR,

} =

AR

L2858 Linux (SELinux) R 2R B Al fER &M% P in X528 4TA1 USB EEMINAENERET (FEFRD
Citrix Virtual Apps and Desktops ). MNEEEFERAEF—FREIINEE, E5ZA SELinux, RAEERS
a5 EHITEE,

BRI RV IR T AR BRET AT 55 R

o BEEPREHFRGATFERRETERNFAFIREXHRANEMEE D RG ZIARSS 25 LR EREHERE T
B0, ZBRET T F RN BN HBAAFANEB RS /tmp, UK CD-ROM. DVD =% USB REFHEEH&E
R

o SIAEFRIEENEEMGT ARG CD-ROM, DVD M1 USB NEREEMSETAFRELNEMRHER. &
=IEHEI LI E IR &R B REK AR 2RSS 88 £ T— 1 A BRIREhER 2 5.

Citrix Workspace W B2 2! Citrix Virtual Apps = Citrix Virtual Desktops BF, fIRKZAEFiHILEHR
5, NS EMBRILEFIHIRENERET, BT SRR R B i 6= P Img & MST R . BXFMAER, B8 Citrix
Virtual Apps and Desktops 34,

P A LU B ST EER ST IR 5 2%
AR

RINBERT, BRSSEF RSN ARNSERIESE A mIRshisMmst, E2AEEEEAME, BE
wfclient.ini #% DynamicCDMI&E N False,

i, @3 CDM ipinXHHiREE A TE ERENNABEIE,
B 2012 k2, Citrix Workspace AEF AT ERESNA®BE CDM XHifiE,
AR

FERERT Web B9 Workspace B, XA BESIETERFAE, ZIRBERINLE RS RESITIEET,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHEREMS. €A GUIIREXHIHRNRES, NaENFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SAEIE LT > XA A RIXHEERIEE X HIHRIRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEEM Citrix EEHR OB LRI EERIE B XI5 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace N Ri2F 2 I MEITENHL A R A E 2 P I8 S AFTENHL_E3HTITED, BUABR T, BRiEE
SIS ITE, BN Citrix Virtual Apps f2iFB P RITUL TIRME:

o FEAPIEERILURIRIAREITENEE LHITITED

o FRINFTEN

B, XEQEVRHFREMEFRPRERERE. W, RAFAFERFIRERBIHENFAEITEN L#ITHEN
BIHINRE, XEABNERS TEEN, B8, ARERRRIRSEERMELER, EXMERT, ErlkE
EX AP k& LERRERITENNTIREITIRS.

B, ARNR2RIEPIERIERERE LR ARG ZMITENRO. Ak, BERSSE LR ICA SREEE sh&ERE ik COM
mHIRBERENEREA.

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. TEXHHE [WFClient] S BAUTREA:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 EE2fmEITENNMNEI. BES (1) PREITEMNBIEE,
3. REFEFHXEAX M.

72 UNIX EBRE = F Um$TENHL

7£ UNIX 3515, #7285 Citrix Workspace R FB2FE X HFTEMNIRENIZR. P& LAVTEN RN MEEB IR
FAR A2 4 A BT ENAE Ko

EEAF %@ Citrix Virtual Apps for UNIX $TEDRIZ FIRTENNL, BEIBRUMSTHEAITENTIRE. BXFMER,
27 Citrix Virtual Apps and Desktops x#&er#9 Citrix Virtual Apps for UNIX #6843

BREY A3t TENHL

BT Linux & Citrix Workspace R 2Rz # Citrix PS @BIiTENNIRENER. Fit, BE TEERMHITEEER
B, FAPEEIEMSITEINEA P g S A MEZIITENN E#TITE, BERLEERT (FIEAFIESNITERER
SEERITENNIRIERER) , ERIBEEEF o7 Citrix Virtual Apps for Windows _EBRESE P S5 TENHL.

BEARSS 2R ERRGTACHIFTENN, IEHITUATIRIE:
1. M Citrix Workspace [ Ri2FBahiRS28EE, REERET Citrix Virtual Apps BitE .
2. 7 “FFHIR” B, RREFIRE > FTEIL.
3. 1F XM REH, EERIMFTEN.
B B R A INFTENHLE S0

4, FRZASHIRE “BRIEME, TPE" HOMEITEIN. S8ESIETEINRIR, SANTESmRSE)
EAFTENHLZ RS, FIa0 “HP LaserJet 4 from client name in session 37,

BRAMITENNBFAER, ESH Windows BIFRSFE,

B9

LIAT, module.ini X&EHH VdcamVersion4Support BEMEGABEIREN True, EakEd, RIAMERE
A False, HItt, FIERA Citrix HDX Audio HZIABMIREERIEPET. BN ENEEREMIRER
True RRAREME HIHSSRRE,

BhRr4s 2108 i, 1EmmIEMEEREERIAL FE AR,
EERLkIEE, ERITUTIRE:
1. Sf%l \<ICAROOT\>/config/ X#H*HITH module. ini X,
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2. & clientaudio SAHRMUTEE:
VdcamVersion4Support=True

3. EFBRmISIEUEERER.
EE:
. BRETHEEMNEMEE RGN, EATF Linux B Citrix Workspace M BREFEETSIET A BNFTE
BN S, AU IEP ST B EAIRE,.
o RIANBERT, BETHEEFMNZERNIMEBEIETNA FEARS. BXINAEAZTNAMEIBER
HEE, BESREIE,
EXNPRH:
« 72 Windows Server 2016 +3iz1789 VDA F1, 1 AESIEREROERMNSINLE, FMESMEENEE NI
NS SN
+ HDMI MIEFEMEHAZIFEIMEGHEEM, tREHIS7H VdcamVersion4Support gBMNELX.
o DBETE Windows 10. Windows 7 #1 Windows 8 & ER K EHR A FMIEE. £ Windows Server #
E&4: (5190 Windows Server 2012, 2016, 2019 &), BTF Microsoft iti2EEmSIEREERES, FLF
AEE RN S IR &
« Citrix Workspace M AEFAISES ETRIEP AT ANEIMIEE (a0 HDMI SRigE) . LRARHE=S
PRHIS AT,
BEERT, RASMGEEHNERARENINA ALSA 188, TTLUE S FigES BiEEEMtis&E:
1. RIESEREMPAFL, EEHITHA—IREXH. BEXFEREXHFNERNAEMARRAFNES, B8
FERINRE
2. MERE, BHRMUTER QI ERNEES

[ClientAudio]

AudioDevice = <device>
<!--NeedCopy-->

Hrh device EEMTIRIER M ALSA BRE X,
AR
FIEFRE Linux BIERFKFTHX—EEEMAT ERMUE, Citrix BiNEEFIRERAX, TREXERLER
FIFAEE,

BREY R P U ST

LMEFF IHEIMRETE, £ Citrix Virtual Apps AR558858 Citrix Virtual Desktops Liz{THIR RIEF & LGEE A
FigE L REMNEZIRERBUES, BAIUERSSHE LHANSMERLESMRE, MAFRTUEAFEELRES
SBiE. MRAFRESRSBOTHIREBRETR, BRAREPRKNIZE,
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EP GBI TR RA RS SRTMETRIZHN AT, SMREES, FHIMPEFMENTRELEA, SMREH
=, SMAEFERRNRSEE CPU gz,
Bl LU SRBE I & P in S ST H TR B . BXIFAER, 15207 Citrix Virtual Apps and Desktops i,

AR

7E3E1%3) Citrix Virtual Appsfor UNIX BY, RZFE P inSIMRET,

BF UDP &4

UDP S4RrTLURE@ET Internet 153 THIBIEMIRE, thS4HERA AP SURIRMIN (UDP) MmiEEimisH iy (TCP).
PRI

« UDP EaEMEBMNRIERARIA (BI, 68 TLS 5 ICA MENRIE), FEMERIFEP, SHFwER TCP,
 ICABEMRERTESFM UDP S,

1. 7£ module.ini 89 ClientAudio #5493 Fi& & LI TED:
+ % EnableUDPAudio i8& % True, BRiAi&EX False, tigERHEA UDP S,
« 951ER UDPAudioPortLow #1 UDPAudioPortHigh 5% UDP SRR/ MIgAEOS,
FHAEARO 16500 - 16509,
2. BTAREEEFIHNRSHSIMNLE, WEFENSMEETERE 81, TR

E

i

i

ERNEHR FFRENEHR PR LENEHR

2]
2l
2l

it
H
=

RS|BLENTHR 5 = H &

=

=

ARS8 EROESAR B B (i3

==}

RS EROESAR (R (i3 & &

=

==}

T

i £/ UDP
£ SICAROOT /config/module.ini X, HFIMUTRE:
7z [ClientAudio] 9 T:

EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
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7£ SHOME/.ICAClient/wfclient.ini XX, FMUTHRES:
7z [WFClient] 284 T

AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1

AR

o MNRFIKELICAClient Xt (REEXRZEHBINAE), 1BR6H Citrix Workspace RBEFH *
o ItigrEIEeIEE. ICAClient X3k,
o % AudioBandWidthLimiti&&H 1 6, P EMSHMREE NP,

72 DDC /9 wfclient.ini* I8BERT, HMUTHA:

3% “Windows Media £E€m” &R “&1E”

% “@e UDP i EsR” 8B R “A”

¥ @t UDP i By ESASCRY 248”18 E R “BRR"
& “BIRE" RBR “p”

B2k Citrix Workspace N RIEFRERS %

ICABRAZI TBENMRK, BEREREN CPUNTEER, B2, MREAEEFTEIFRR, HEERILUTHER
REFIERE

o BREREFIRRESRRITIFRIREX G, EAZFIHIXEIEIRREIIGRIAR M4, EXHEIIRSFERHE
Teh. MREZRVERERE, X—IIEATEFERKEEL

o BERIEAMITENN LITENKRI A, TEAMITENN] _EFTENSCASRY, $TENAFRBIZ ARSS st 1715, MRE
RIEREEE, X—IEARFEERKHEEL

o BEERZEEANS. BRSEEARNTHESERARESRRE, HFEZSHIEMERKE.

USB

USB XH A AP EEZIEMSEI S AE8 USB g&E#1TRE. AFAILUE USB iR&BARITEN, AF%R
EREERNEHEMKE. JTATZEERN USB IREEENFIREDE. BEaEBiE. PDAL fTEINL. A MP3 &
MEs. R2REMFRITEN.

USB EEmEREEMA Citrix Virtual Apps 7.6 (5E=Hkg4s) 3 Citrix Virtual Desktops. Citrix Virtual Apps &
SRINABEFMIGEHT USB EEM, HEBSERHEES REZHEMEE. BXIFMER, BS1E Citrix Virtual
Apps 7.6 14,

HESMEBBERIER /i LAN IREiE s USB B g% (FIINNSESGI. £RX. HERMEN) FHENSE
Thig, B, BEERT, MMESMIMEZERENEEDEIMER.

Citrix Virtual Apps and Desktops 2iEE#XFUA TREMIEE, FAEER USB HF:
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.
. Bi7

. BiEE

- Bl

- MRS

AE:
oL A USBi&& (f5idn, Bloomberg 52440 3D Bin) BB AER USB %, §xAEME A USB I&&E

%%mgﬂlmu E’\J{ﬁ Aoy lﬁglﬂ
CTX119722,

BINERT, FXEFFELEAAN USB i&&i@id Citrix Virtual Apps and Desktops #Timi2iEE, a0, AP EAE
BEL NI USB EZFNALRN NIC, STXMIGEHRTRBERRTEEN, BIAERT, F%#FE Citrix Virtual
Apps and Desktops =iEH AL TFEREM USB i&&:

o IEPHiEECER
« &M NIC
« USB &428

EEHA A TIZREEN USB I8&MERIATIR, 1E4IE SICAROOT/ F#y usb.conf 32t BXEMER, EBIA “E
HRENHITIRAEEEM USB 18 &TIR",

Za7F USB R BRI ERIEMNEE, BRBA USB KM, EXFMES, iE5H Citrix Virtual Apps and
Desktops 34,

USB Z13H TFIRIE

BF#EA USBig&RE, RGRRIE USB RESHZIREHTRE, WIRAN, WSKHEEMEEMNRHE. NRMIAK
BRIEAEERRIISE, W REEEAtEEPERA,

NFESKEIREENFPNRE, HAFEAN USBIRER, ZREFENEECAEENRE. ENREATIES
USB iREHERAF REFETRZIRE.

MRIEEEEASEmEEER, SNWAFPEA USBIEEURITEERNSIEEOMMARER.

ABEFHRE
Y USB AREFMRENBEASHREE, MRAFWASENKERERE, WHBAFREMERN, ZREFIEE
BEENRE. ERRATEFEREEENEENRE, BRUATEMEREEHRAERBANZIRE.
AR
NMREABEFHLEENCEE NELIZES IS USB ABREEFMHIEEM Linux TEw, N Workspace [

EFERHEREESIZIEE. HEFTRESITA—MEIIM Linux X8, Eitb, Citrix BiXEmLicEmF
%%, H2AE Browse removable media when inserted (@AY EIFSEN ). £ETF Debian
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Mig&EH, 1EEA Debian XEEETEF U TRTRNITILIRE: Desktop (M) > Preferences (Hi%1)
> Removable Drives and Media (A1#zhIRzh28#17 /&), 7 Storage (7zfi%) £+ £ Removable
Storage (A#zhizfE) T, BUHi%ES Browse removable media when inserted (&N AIFE RN
B) Ei%EiE,

SHFEFIR USBIREEER, EEEMUT/L=.
AR

o N2 Client USB device redirection (P USBIEEETEM) IRESEBFEREITH, WABSEFHISS
BRARER USBI&EHITER, BMERF ImIREhEsMET BT B 2itt.

o ZMARFFZR USB IREMNESIREEEM,

USB %
#RIN USB SRESAN e P& LU T USB ig&
« B (£01)
BEZRNX. A, BYA MIDIizHI2S,
o ¥EEEO (3% 05)
XEIGES HID £, E@ERMUENBAIRG, SENERGINBIT. EhTFaflNERKEXIMER.
o BEEGAE (206)

BIEHBANAAEN BBATEEZHERGLAIEE, ZXEREREFRMIY (PTP) SUEEEE X
(MTP) BEGZEAIITENREMING, BNERTERSTAXBTEEMHEE. HFETTLUEIAN B SRENRE
FBEERUERRERE—X,

MRENETAABERMERE, WNERTF RN, MARE USB <.
o FTENHL (R 07)

BAFLATENERHNBRFENY K ), BRASHITINERNESELER, SIRETENTEREERN
BELABIREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREME, Flw, &
IEE G R,

FTENHLEEE%E USB FHER Al LUER TR
. KBEGME (3£08)

RENNABTEEFMHIEER USB NERHR, HitABSEMIGEEIE USB SMEERRENE. CD/DVD RRap
2281 SD/MMC ki%+28, WEHENBEFMINENEESUREATEFMED, SIEEEBREE. HIBENMN
Fil. BHIFHREE:

« 01 ZERAVAEFIRE
+ 02 83 CD/DVD i&#& (ATAPI/MMC-2)
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« 03 AAMEHIEE (QIC-157)
o 04 AR IREHEE (UFI)
+ 05 BRI IREN2S (SFF-8070i)
« 06 K& EA SCSI LB HRMABTEFHISE
BEBERT, TLUBEEFIRREHERRFNEKILDABEFMLE, At USB ZRHFZHHEN.

BB KA, BERSREAMERENATERFMERNERE. Hit, BEEEEREEFEIATERAREE
FhiEigE (BB P IRIKEhERRATEE USB 255 MISHER, BERMILKE, ATLRIRSSEENMHELEXHFiE
E &P IR ERIRFHITo

« RB%Z2M (£0d)
RELR2MRETUNERABTRE, BEATRIFTFIRBFRNER, LXOEEHRIPESE,
o PABETRE (0f)
X EEMESRRE. OXRENE. TR, GHENSNHEETFCAETRERS.
o MNARFHEMENESE (& fefuxf)
Y LIgEERENEHENNEARR USB BXESREXM NN, XEMUBEETARNERE M),

USB ig& 3%
#AIA USB SRESMMIELERZLIT USB 18& !
« JBfEF CDC =% (3£ 02 % 0a)
BIERAGIEEZE. ISDN Ehces. WAEhces Uk —LBiEfEEN .
#AIA USB SREEF ARIFERX LIRS, RAHFN—MRETREMHS ENSEE S HEE,
o AMEFEZNKRE (X03)

BEEMBANNELILE. HENAKEEOGE (HID) €1F: B8, Bif. BHHEE. BER. SR8,
EHIES. FHAESThEE.

F3 01 XFFA5ITHEO%E, AHHREMBERER.

BUIARY USB SRBER 2 1FREA USB %28 (3203, 7201, i 1) 3 USB B4R (03, 7201, thiX 2),
XEERNEMERE USB 5, AEOREMEMBESHITIEHMLNE, FEERIEMSEN, BEFES
HofE FARIIZAZ (e X IR & o

« USB &£628 (3£ 09)
USB S48 A1 PRI EERE AT BN, TRTEHRXEIRE.
o BBk (K 0b)

BRFRFHREFEMAE R PR FEMEREERRRE, UREFBRARNEERFFRWSHE USB .
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FILUERERERIZIEERINEIL R E Rk Fas, MAFE USB #¥
o 51 (3£ 0e)

PSR BHE A TR IEMSSASIIE XM B0IR S, FIMNMEREN.. LIDEAEN. RIIRLSNE. FLEENA
Has, UR—EFIRREEDEN.

EIAERT, HDX RealTime MBS ASAER IR ERIEMBBENIEEE,
o TEIEHIZE (3£ e0)
BEMRESHNELITHISE, FINBREHIEHISSMES.
He— g &l aER AR RAOM ISR, HEERXBIIINEIRE (FIMBEFREHEFFET) .
A USB REER AP ERXEIRE. BR, FIRFEER TRMIAE USB S2HHERIREVSHIZ &

USB iz&7%II%&

BT 4B P i8%& Lk SICAROOT/ F#Y usb.conf XHHREEMNEIAMNTIR, AIUEHANZREET K@ USB &
&EE.

BEMFIR, LMK, UAFSIELRIAEERAKREER USB i8&, EEGBIHHACIENM
WS HIRARS SR AR &, RSHE LAMNITFIZRRIRE,

EERIEEW N IARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R&[EIR: AWBEHMIZE

USB Z&BEHN

R CIESEmANIEY, 5818 USB Web = LiR1HA9 “USB Class Codes” (USB #5I453), &b ARt
http://www.usb.org/. FFi&& £ usb.conf hEyEEBEMNIK A S: {ALLOW:|DENY:} BER—AEETF LU TR
IBENRIAR:
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i WA

VID REWRTFPRARRE ID

REL REWRTFPBIARZ 1D

PID REWRFPH~Mm 1D

% REHR TSR ORI
F R SRS O R TP R F 3
;| m| IRE RIS ORI PRI

BIZRBEMNES, NIERATEI:

o MUFRKD KNG,

o MNKERTEERE # SINNALEIR, REBNERSRRN, BeBBRET,

o TRARTHEIRTKRZE,

o BEDRANTRERZE, BREHMEHRFIARRRHE. F/50, Deny: Class=08 SubClass=05 2—%
BX¥HN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tRCUIMERLEEER = f/a, VID=1230,

Tl

TENRFIETTBFiEE L usb.conf XHH—1 853, BRHEXLEMN, ARSEE EUMFERRB—AMN,
ALLOW: VID=1230 PID=0007 # ANOther Industries, ANOther Flash Drive

DENY: Class=08 SubClass=05 # Mass Storage Devices

DENY: Class=0D # All Security Devices

BER

EREEEEXT, S UEREN SR ENEEN USB 1g&MAR. T8 TMAFIEE LM SICAROOT/config/-
module.ini x## WfClient 855, &I TFRi&E DesktopApplianceMode = Boolean.

TRUE NFEMANER USB ig&, MRKBIRSE O
®W) BAFIRE (REEMNEEXH) £ USB HRigH
BEEMNERZIRE, WXRERBH.

FALSE FEBER USB &%,
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P& RGN

BUAMER T, HDX RealTime MARGHAAEIE I IRIERIEMLRGH LR, BERLEBERT, BURSERARE
F USB H5IhREEZME RGN Alt, H52A HDX RealTime MER G ML,

ML RENEER

TERXTFRARENEEAN LB
. MEBENEEAF—ERE RTME A HEET.

o MEBGENEEEERT 32 (INBRERF. F7, Skype. GoToMeeting, &R 32 ikl S 23BN I IEMLE 1R
BINEEM, 50 www.webcamtests.com

o MERGHNHNARFRSER, §1i, % Skype EEERMERENETHEERB GoToMeeting BY, &
B Skype LUIRMZREENS GoToMeeting &1,

xcapture

Citrix Workspace AR R4 BB E— MBI AERF xcapture, AIEEBNAFERSH/IEMIRS X KE LARF
& ICCCM #15E/ X Windows R BEF 2 B3 IRER 83E. AP A LUER xcapture UITLL T Ig4E:

s BRWEERREXE, HEAFRERE (8FFHS ICCCM AENNARER) 5&EREOPBITHNAEE
FZ B EFIXERE,.
o EEREOS X BRARIFSSARERF xmag = xv ZEEHERZ

EMN@LITEE xcapture, EHRITUUTIRE:

ESSIRTEOPEAN /opt/Citrix/ICAClient/util/xcapture, #A/G#&R Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace MBEEFHNTERR).

EMBPKREREES], FHITUTRE:

1. 7 xcapture SHiEHEH, B From screen (MRER). HIRETA+FL,
2. MUUTFESH#ITIEE:
+ Selectawindow (G£&#FE—/1N&EO). BAMBHIESFHNEO LS, AEREERFHR.
+ Selectaregion (G£EFE—IMXIE). RERIGERE, FENEDITLUERESHINIXIH,
+ Cancel the selection (BUHER), REHERAAR, REBIGPRSNAREERE, $EARETUICE
ikt prite N
3. 7£ xcapture 3$iEiEH, 2 To ICA (2] 1CA), xcapture IHMEEELETH, RNEELEER.
4. BERE, ENEERORSNEBEFPERERMMLSS,

M xv EHENERTOPNNERER, BRITUTRE:

1. M xv REFIERZEES.
2. 1E xcapture XiEFES, 2dE From XV (M ICA), ZAE&8E ToXV (2] 1CA), xcapture RN EBRLET
%, RRETLERES,
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3. BTG, EMNERE BN BREFPEAENIMEILRS.
ENERBORHNARFERIE xv, BRITUTIRE:

1. NEEBORNEBREFERENNES.

2. £ xcapture SHEES, FiE From ICA (MXV), AFEDE ToXV (RI1CA), xcapture RN EELEDT
t, RRETLEES,

3. BsaE, BESME xv H,

BT
B ERAT

X RAR SR M T BT LAEX 5 XM IR 75 SR AR BAT I B AL, FEMEX RAFmAMIELEX RIFmARIR A
EFEERALIE.

AR

LtezhgEM7E Citrix Virtual Apps 3k Citrix Virtual Desktops 7.8 (ESMA) LEfTHSIEFAIA. BIAE
T, ERLTFRARS.

EEAIINEE, BRITIUATRME:
EXHSHOME/ . ICAClient/wfclient.ini B [WFClient] #%4, #mM% B RelativeMouse=1,
F B BRI, BaFFERNER, BEEEEERE
R
BEXRBABENBIRIENESER, BESREEENBAESD.
THCELLINGE, EHATLUTIRIE:
g Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 APEiRSSBIEHUES TR HES . ERMAXN RN, TSRS HESEFIHEH I
&

ZFALLINEE, BHRITUTRE:
N Ctrl-Shift/F12,
ZFEOREERE, BEXHLILIhEE,

E3EAEXS RATE
o, EZES RelativeMouse EHELUTE:

« RelativeMouse=2 ERIEFE ARG HE R BAMIIEEHFERE,
+ RelativeMouse=3 tAX B A, BUEHRIFIINEER THUERS,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 66



BT Linux & Citrix Workspace M BiEF

+ RelativeMouse=4 R iEBRAMEH IREN T BANEAILINEE. WRXERTRE— AR FREFIH
N Bz R 57 B 502 A AR AT,

BENRESS, HANMTARIIRE:

+ RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
« RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #% z #%#{&E7E Citrix Workspace R FRI2RE LRy
config/module.ini X&) [Hotkey Keys] F%ItH. RelativeMouseOnShift 1 RelativeMouseOffShift #y
EIREEFEAMNENE, & [Hotkey Shift States] sk TF5IH,

b3Sy
BETAH
£ iEi2 Ctrl+Alt+Delete B4AE:

1. EWARAESKETEEMEE Lo Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285, #8R3tEE UseCtrlAltEnd:
o True £5R Ctrl+Alt+End £3% Ctrl+Alt+Delete A& %R 22 R,
+ False (BAIAI&E) F Ctrl+Alt+Enter % Ctrl+Alt+Delete A& 5 ERITIERHE.

BREEM
EEFmETEA USB EEMAE Bloomberg v4 #4:
B4, F7E Domain Delivery Controller (DDC) /3 Rz,
1. ##k Bloomberg 244 vid # pid. %30, 7 Debian #1 Ubuntu FizfT A Fa<:
lsusb
2. %% SICAROOT #4448 usb.conf xtff,
3. £ usb.conf XA TR B A FXS Bloomberg #8:#1T USB EE @, AEREZXE.
ALLOW: vid=1188 pid=9545
4. EfRHEF K LR ctxusbd P12, 190, 7E Debian #1 Ubuntu RIE1TIATFa&<:
systemctl restart ctxusbd

5. BBEFmRIE. BREEREAN Bloomberg v4 BRNKIFEFER, UWEHITEER.
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EEMEER
EIEERIFEE S 2IE®A Bloomberg v4 #&1E0, WWIHERRM T EFARERIERRIFERREMNEES, BN
MEEORRS IBEMEMEOGUG—HEEM TR 21E,
AL Bloomberg B EEM, WM TFFAR:
« JEIi®BA USB EER
 BIEA USB EEMUMIEZF MBI
AR
BAERT, LhInsEst x86 A x64 F&BA, %t ARMHF F&%A,
ERAILINEE, BRITUTIRME:
1. BEROTEREREE config/All_Regions.ini X589 BloombergRedirection &B43.
BloombergRedirection=true
2. JTRAEEMPRRNAES R,
HRLtkThEE:
1. 4% config/all_regions.ini 3x###) BloombergRedirection %43,
2. ¥ BloombergRedirection {&i& & false.
BloombergRedirection=false
3. WITRAEEMHFRRNFAES R,
AR

BZERE S false B EEE R RERANE FIRPHIATA, BAMEROBEEHIEIRIE.

HEBABEED
ERTHNHERBEERN Chromium #A\ESR (CEF)

£ 1912 hrz itk A+, BCR ERAET WebkitGTK+ WBMREMNE. BR, EEE KL, FEMERND. B
W7 1912 2, BCR EAETF CEF W&, kDhaeFET BCRAF KR, EEMTEREEREL. NELENE

R ERENH <o
Bhi4s 2106 &2, £F CEF MR SBERNBTEEMTEEEM. RINMERTREAXIEE.

MBEE, T LT S$ICAROOT/cef/libffmpeg.so & 12 ¥ Workspace [ A #2 3% 4 € o 2 it 59
libffmpeg.so XHBANEEFAEREILBNEEXH Libffmpeg. soo

} =r

AR

armhf FARZHILINAE,
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BRETF CEF #9 BCR
ZFAET CEF 89 BCR, BT TIRME:

1. FELUTF
$ICAROOT/config/Al1l_Regions.ini
T, e, SICAROOT 2 Citrix Workspace MEREFHNERINZEB R,
2. £ [Client Engine\WebPageRedirection] o HRMUATEEHFEIGEAUATEZ—:
e True-®RTBATET CEF 8 BCR,
« False - RIREATET CEF M BCR,

BHin:

« £~/.ICACLlient/Al1l_Regions.ini &4 UseCefBrowser EWIEEN true B, BiB. FXHEH
iE IME FlRE TS5 RN FERHR I F, %4 SaaS 5 Citrix AR NI R S AR, EATF Linux Ay Citrix
Workspace MAEFAZFHIE. PXMEE IME,

X BCRHEE, 12 Citrix Virtual Apps and Desktops SXHEFRRETHI 88 A A E E Ho

BohEMEE
AEF/ 48 HDX Broadcast BohE P i EFTERETHAE, Citrix BIVEIEILhse5 HDX Broadcast &if el &4 ThAELE
&R

ATRETRE. MEEREHNLTEFELTZRENESZCEZRERE, APAIESMNERIEMNMFER. #T HDX
Broadcast BEhE P IHEIEZINAE, EAT Linux 89 Citrix Workspace M AB2F A LU ZI SIE R E SN FFERE,
FHEEREFP ENEEIZEMNRIE,

fERRSS 28 LB ALLIhREfS, AP EEFoh#tiTEIMERBAIS#E T, Citrix Workspace BZ R RAEMEZIIRIE,
BRI EMERRHERAIUEEMERZSRAL, MRFEHTAFSHWIE, WEBHEMERIEPERAFRE
T MEREEONEE. MRAPRLIHEMBENARERF, WASHTEMNENER. AP REEMERIETE
EH=E

BIAMERT, EAT Linux 19 Citrix Workspace ZB#F#%ERF 30 RBRREMERMANSIE, XNNEMEE

SEFHIT=Ro

i@id AccessGateway i&#BY, ACR AR, BRHLENMEESK, BSVRNERSBMNEF i LEARIETREMIEE,
F7 AccessGateway L#{TECE,

HXEE HDX Broadcast BahE ik ERIEZEMNIGEA, 1§20 Citrix Virtual Apps and Desktops i,

SEATEEM
AEFNA HDX Broadcast RIERTSEMINAE, ZINBERNAR T RARS.

B F HDX Broadcast 2RI INAEE, MRS5EAHINAER ZEMNEEHET, AR IHATSEERIZNAREFH
B I, TLAFEHENEENFRSAAMINER, MACIHRTEES KK, FIEMREER. F
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HAle), BEERPNAEHIE. BENAMRKE, HEANBEFRETRFSE, EMEILERN, XEXEREREN
BEFH.

EEE BmE P IREMEENSIET RN, WREIEER#E, IEREMIEERMEARNIT. XIFATEETIERERE
ASMESIENEE. ATERKEE 25 WERQNEE RS, REFE—KnRENRE (BRAER 180 f) XR=
RENEE. MRSIEIREIRTAENERE, BoIRPREMERERESHEmERE.
WNEREAT HDX Broadcast iEFm &1, NATRIEBEMIINGROREH 1494 £ H 2598,
Citrix Workspace AR T 2B & RS 2RIEE,

5E:

HDX Broadcast 2iFR/ M EE (FRAKEIKISE) ERSB LEEAS—TIhEE, BELERM XN ZRERMX
iR B HDX Broadcast £iErI 524 I Ak,

ZIRRIERE

Citrix Workspace ML ARZFRIE T SRR, AIEYSHNERKAFIFEHRMUSERF KK, ERIRENAER
MREEY, XERARFTLURARBF AR, S0TFR:

» HDX MediaStream Windows Media EE®
« HDX MediaStream Flash EE &

+ HDX RealTime MR G MIAELE

« H.264

AR

Citrix z# RTOP 51 GStreamer 0.1 8¥95&AF Linux 89 Citrix Workspace M AR 1901 KBS A4

#H7

HDX MediaStream Windows Media & A

EM Linux BPIEEIHEMEM Windows S E LIRS EEERNBEREERSH =, HDX Mediastream
Windows Media EE @ a] U A#H mEKREH, Windows Media EEERMH T —MIEAFIEEMIERS 28 HiEK
RARIEITES XA RINE], MTIBRE T BB RAX G HRER,

Windows Media EEEARAED Windows =& Eiz17H Windows Media Player R EAIBHRESMERE, It
Iheer 2 s, EhaiE:

o BETIER (ASF)
 EREGRERA (MPEG)
o SIRAMIRZE (AVI)

« MPEG &37% 3§ (MP3)
« WAV EEXH
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Citrix Workspace MABREFTEE&E T XARMFERE MediaStreamingConfig.tbl, AT Windows $E R
=X GUID %%#pL GStreamer ATLUERAY MIME 268, a] LUE#Ith iR R AT A TR E:

o [FFERRPRINZ iR MR LI IRAT 888/ S A8 o

o PRIE7FETEIRRERY GUID LiaaHIEhRFIRR S 25 2 Ho

o MIE MIME FREBFRMELESH, UAFEIENRM GStreamer S##RIE R A1,
o RIBAFIEE LB GStreamer ZRFNVEGRN AL EENINBEEXEE,

B FIHRE, ERIUATAFREEERRTREAREEREENA http://. <mms://> 5 <rtsp://># URL &
gk, maARET Citrix RS BFARRABRE R, REBATEAPREEAIERURL X EZHHS (BEFEKR.
HiZ. FlE. SEMBR), B, RES[FAVIBEAREHIE, INERERIRE LRGSR EE GStreamer

Z32I HDX MediaStream Windows Media EE @, i&EHITILTiRE:

1. £FE GStreamer 0.10 WE AR RELLRERRYE, XBR—IMARSIEEELR, BEERT, BERE
GStreamer, AEB%XE Citrix Workspace MAERF, MUAFREIER Citrix Workspace R RIEFERE
AER GStreamer,

K% # Linux R1ThR A # 8 & GStreamer, WA LM http://gstreamer.freedesktop.org T #
GStreamer,

2. ERABFWHIEE, BABAFPRERRSE BB G LEMERN GStreamer thilURI&H, ATLAFERA
gst-launch LREFWIHEHES ERERTIET. MR gst-launch ATLER URL, MIFFFREYEHAEIAIETT,
540, 3&izfT gst-launch-0.10 playbin2 uri=<http: 7
B MRE S RETS E B,

3. Eig#& £ =% Citrix Workspace A28, MIREMEMA tarball ik, &% GStreamer £ (34F.deb
M.rpm REE, WIRIERBER).

EHAEESEP IHRIRER XHEI

o BAERT, BALThEE, TLER All-Regions.ini B Multimedia 24> ##y SpeedScreenMMACSFEN-
abled EMEZ AL IhEE, MBFILETIZE R False, Windows Media EE @ AT EAEDIE,

« BIABERT, FiE MediaStream IhgE&RER GStreamer playbin2 #hi%, TLLER All-Regions.ini #9 Mul-
timedia 843 ##9 SpeedScreenMMAEnablePlaybin2 J&Iigbs % F iniREUAIMYFTE MediaStream 1)
BEEAMIMUEREREN playbin i), &P imiREINEENI44E4ERA playbin2,

« Citrix Workspace NRBEFEEIRFIBHRIIRXERREE 2 XM, Flg0.asx B.nsc X, MBEAEE, A
P RFHEE— N5 | Bt RE IR E URL, £ gst-launch AIRIEIEER URL 2T E K.

GStreamer 1.0 BO3EE=:
o« BIABERT, GStreamer 0.10 BF HDX MediaStream Windows Media EE M@, GStreamer 1.0 X7E

GStreamer 0.10 =] AHBYERA,
o MREMEA GStreamer 1.0, ERETERIREBITIRE:

1. & GStreamer FEHFMNLZEB R, HHHNREMERNLEHNRITHR. BERAEREWMN GStreamer
MERESRXMS. HEHRERRA /usrlib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,
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2. BHREFEAT Linux 89 Citrix Workspace BRRFHNRER R, M (root) BRPREMNBINBERH /opt/C-
itrix/ICAClient, IEH AP REMERINE RN SHOME/ICAClient/platform (i, He, platform &L
Z linuxx64), EXEMER, BEBRALTEMLE,

3. @id £ GStreamer EH B R P IR E — M S # # R 2 % libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, 1t % B & &
BERARNR, FI90, A sudo,

4. % gst_playl.0 A1EEREs: In-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
B eI RERERARIMGR, B30, A sudo,

+ WNRE7E HDX RealTime MERENMSAELE+ER GStreamer 1.0, &R gst_readl.0 fEJ9i%EES: In
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

B A GStreamer 1.x

£ 1912 hRZ m189RRZsH, GStreamer 0.10 BXFZRAEEBQHNIBINRD. B 1912 ke, &AL GStreamer
1.x BB NEARZS,

PRI

o BERASIET, mAEiFlmEEERTETERIETE,
« Y1572 ARMHF i&#& EE5h Citrix Workspace RZFRi2FEY, GStreamer 1.x RIRETAIRTARATE,

Z% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html %% GStreamer 1.x &
2 TV o

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
+ Gstreamer-plugins-good
+ Gstreamer-plugins-ugly
+ Gstreamer-libav

TEZAHIAG 22 — B

ERL Linux OS &17hR (130 SUSE 1 openSUSE) £, RARTREHRAZIBIARSIRHAH GStreamer R4 E, #
XMERT, TERNBHTAMIGERRE SIS H:

1. M https://gstreamer.freedesktop.org/src/ FHRM{,
2. REAR.
3. SMAIBENREEFRENE R,

4. BITU TS

=

i
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$sudo ./configure
$sudo make

$sudo make install
<!--NeedCopy-->

BINERT, SR #EISXAITF /usr/local/lib/gstreamer-1.0/,
BRBEHBRIER, ESREIRALNE CTX224988,

ftE GStreamer 1.x
EfcE GStreamer 1.x LUES Citrix Workspace AiEZF4&&EM, EFEMA shel RAFNAUTRE:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.so0.
+ SIn -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

He,

« |ICACLIENT_DIR - &8 T Linux 89 Citrix Workspace N BEFHLERZ,
+ GST_PLUGINS_PATH - 2 GStreamer B 8812, a0, £ 64 i debian i+ &M £, LE=FH /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PRI

o TEhivAs 2106 ZAEIRIARAH, R GStreamer 1.15.1 SiESRAN, MERENEERFIEREY, SIEFIEE
U ERR,

HDX MediaStream Flash E&m

@2 HDX MediaStream Flash EE @&, aJLASI Adobe Flash RBEAFPISE A MIBR, MTENRESHRER
HIER T B P RES B EN SR NSARE RS R,

1. BERAPIREREESTIEER. BXEAEER, BERARAZNR,

2. 7z wfclient.ini 89 [WFClient] #9 GERFHERB A MR EEE) = All_Regions.ini 8 [Client En-
gine\Application Launching] &% GEBTFIFEFRNEFERF) FMUTSE:

+ HDXFlashUseFlashRemoting=Ask: Never; Always

ZHEFiIGE LBA HDX MediaStream for Flash, ZRHAER T, LWEEIGE N Never, HiEiETIaS
Flash RAM Web TTEE, SABARER—NEE, BRAFPRERLIZAS,

+ HDXFlashEnableServerSideContentFetching=Disabled; Enabled

3¢ Citrix Workspace M F2F /S B 2 ARS B[ImABIRININEE, BiIAE R Ti&E N Disabled.
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BRZEZA HTTP Cookie EEM, BINMERT, LtB#i&E ) Disabled,
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+ HDXFlashEnableClientSideCaching=Disabled; Enabled

33 Citrix Workspace A FIREM Web AEE AR ZAET A HEEINE. RIABERTIRER
Enabled,

« HDXFlashClientCacheSize=[25-250]

U MB A EBIE X EFIREFHNAN LANFTLUE 25 MB 2 250 MB Z[EI89EfIE. AZIA/NRERS,
RBRBEEPNRERS, UWEFERRS. AERT, kSHEN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FEIT RS BRI B IRENINAEIR BN A E X Citrix Workspace M2 ERMNEELE, BABRT,
HBEIGE R
Persistent.

AR (NVEUTEATAZEEE LS
HDXFlashEnableServerSideContentFetching i¢E 5
Enabled.

3. ZIAEZH Flash €@, £ /config/module.ini &, % FlashV2=0ff &2 FlashV2=0n LB AiZkE.

HDX RealTime R REHMIAESE

HDX RealTime R 7 — M WEBGNMSAESEED, AFREWMKIVGIZHRNFRERE, NMHBEREFEER
GoToMeeting with HD Faces. Skype for Business &5 2 FRIIA S RIEEREA T,

1. BERAPIREREESTIIEER,

2. BREBAMultimediaE@E. ALk, BITFAMTF SICAROOT/config BR+# module.ini BBEX 4,
SAEHaIA [ICA3.0] o MultiMedia Bi®EH “On”,

3. BERE BRI SHEEMNZ R NANERGE LA ERARNE R NAREREIE RSN,

M HDX RealTime MR G MIAESE

EIABERT, HDX RealTime MEBEHNMSAELFIREREMEZBENIELE, BERLEERT, ERIESERAFE
F USB Z#FINREEEMER G, ALk, BHRITUATRE:

+ 2F HDX RealTime MR EHNIAELE
o ARMBRGEHRAE USB 2151088

1. 7EAERL.ini X489 [WFClient] S8 R ARmIIA TS
HDXWebCamEnabled=False
BXEMER, BEARIARE,
2. {77 usb.conf xf#, ZxXtH@EF SICAROOT/usb.conf /i,
3. MIBREERELITIT:
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DENY: class=0e # UVC (Etiki@id HDX RealTime MR G MIAESE)

4. REHXAXM.

@it Citrix AR N L2 H1R SaasS WL L LI ARIHEE

3t SaaS WARFHNRSHERETRRFAXGBE AN SaaS MAEFNE—RAF A%, SaaS MAEFS Single
Sign-On —i2iRfit, BERIE T LUEITIEXTREE Web 1250 Web i 2851893418, FPARNMENRERF
1§% L/(ijﬁl]lu = ?#F*u&f(*g;ﬁ;ﬁo

iEATF Linux 89 Citrix Workspace M BEF X Fi@ i iR HIARSFH SaaS AR, BidiziRs, SEEAMU
REERBHNZIHER,. £/ Single Sign-On LUKRABIKRE,

NEFM:
iR Libgtkglextl HEa A,
M= SaaS EARFEFUTRS:

- RREFS - BTFRE. EHRNER.
+ Single Sign-on - /A Single Sign-On BMER.
s BATARNARZFIRERIR - P13 E AN ARFEHITEFRIRNES,

AR
A Citrix Browser Engine B9 SaaS X7t x64 #1 x86 ¥ & £23%#F, £ ArmHardFloatPort (armhf) ¢
FRZHHE,

BXROEERIHRIEHIRSER SaaS MARFNESR, BESRIFIIESIXE,

B SaaS AERF S5 Citrix Workspace M AEFHFMAER, ESREERT Windows B9 Citrix Workspace [z
BRI H Workspace Bt &,

H.264

Citrix Workspace R B#2EF%#F2 7R Citrix Virtual Apps and Desktops 7 12f#ARS# H.264 EfZ, €13F HDX 3D
Pro Eff, WWECEXZIHERREERERRIDRIEE, ZIERINLTFEARS. 5B JPEG FHiEiDeELL, ILINEEE
WAN R iRt T £ 2ME WWER N AEFHEMLRHERE,

BT FHR AR TIR eI Z AT (UKRCAER JPEG HARMBAIEER) . Er U REERBRFELSS
FRATFEARESHNBER TREAXEARE. XEMTRELESEEZEGEXAFIEXREXAEE /D HNER A
CPU MIR 7,

BE.

BRI, &M Citrix Virtual Apps and Desktops M3t B & S MM MEIRZE, MEEATE
BIGE, H.264 HIOISTEIRSE LA TRMRE, B7E Citrix Workspace Rz 2R L .
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B RREESaRmRE2E 1

£ wfclient.ini &1, % H264Enabled i&&% False, X#RRZANARER,
{REEFE X A ERER

ERREESERELSESERE, & wiclient.ini #i§ TextTrackingEnabled i£& % False,

NG

AR ERT RS L RRUEMRS. HARERMEEHIERR XSync IhaEs# JPEG HENREREERMLES .
1. WREN JPEG EXIFXLEINEE,
2. 72 wfclient.ini 8 Thinwire3.0 #4/, ¥ DirectDecode #1 BatchDecode i& &4 True,

AR BA “HAIEEIRERE” EREA R XSync”,

BAEER
ERHRAES, debug.ini M module.ini XHERTFEERSIER.
B 2009 &2, ERIUERUTAZZ—RERTIER:
o BR1THEDO
- EfRFRE (GUI)
[E#, BhR4s 2009 &2, debug.ini BEXHRM Citrix Workspace [ B2FRERFRECHHIER.

BEIERMBEsE Citrix Workspace MRIEFHBE$MAEE. EEENER TR ETICREUEE, £=A7
EARALUERAEIER SDK (#E7 Citrix Workspace R BEFF A1k SDK B9—Ep o m4hE—ie) RFBLEE
B R,

AILAEA BEE B AT THR(E:

o DHIFIHBRMEAESGHIRE, BERENRERIZIER.
o B ENEEMRIREE.,
o IREEEER,

WMERFER root AFRMIERE Citrix Workspace M ABT1ER, NBEIEEME /var/log/citrix/ICAClient.
log /. &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logH.

S TEO
1. EHSERRFT, 8ME /opt/Citrix/ICACLient/util BR.

2. BTUTHLUIRERAEE LD,

fEI i

./setlog help
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B R RFRE R A<,

TRIE T SRR EENREREE: BRI ENGSITESES, BERATR:

R ImEERO

& P iR IR B 28 B
545

& P mFT ENALBR Y
& P UmFT ENALBRGY
FR

ot

ShiZES
BNEYRIESSR

IPC

SRR

YR IRENIE
EZEL0

FRARBRST

MS Teams
HithE
hIXEEENIZ
PNA NS
ESHAE
SRCC

SSPI &%

BHEE

HE%E

LOG_ASSERT
TC_CM
TC_CEFBCR
TC_CAM
TC_CONNCENTER
TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
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&RIR

BBNARSS

BEIBRSY B
StorefrontLib
ERIREhIZ
Thinwire
BREORE

EHLEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirieR
PSAIR EhAZ

Web &%
WinStation RzhigF
WFICA

Wfica 5%

Wfica Shell

Web #BhiZF

FHER

GUI

HE%E

TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

HERE > RIFIEE, SRR Citrix Workspace - E3ERXHEIE,

TEIRERIF IS BRF RGNS, IR TE:

. B2A
. IR
. s
. 4
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E‘kl}\ rﬁ /R—F > E :L,\'Laiiﬁlﬁﬁﬁﬁ?ﬂ%ﬁo

BAFAIMERAEHIE, Fit, RERAsEa™ERM Citrix Workspace M ABEFHIEEE. BRIFKIERBERE, TE

WARERRFARF,
ERFRHNETIERENNGE, BEREHXH. XEEFEIEPHISNA.
PEAFTIEREN MISEZNIRBET. ISR Citrix BEEETRXIEE,

AR
WRMER ICAClient. log X, M MEFHEHEIZRRS ctxlogd,
B0, MREEANERARAZIFNRERR, BETUTHS:
systemctl restart ctxlogd.
7EhR7< 2006 K ERRAFSHETIER:
NRIGEABZMZ 2006 RERMRZA, BEAUTIEBABEETIER:
1. THHAEEN Linux i+8H_ ERE Citrix Workspace M BEFE
2. ¥ ICAROOT IMET EIRENREMNE,
a0, /opt/Citrix/ICAClient,
BINERT, TC_ALL ERFEARSLURHAERER.

3. BERERERRMNBE, BITAMUTF SICAROOT B debug. ini X
HEFEMRESHRME [wfica] 245,

Add the trace classes with a “+” symbol. For example, +TC_LIB.

You can add multiple classes separated by the pipe symbol.
For example, +TC_LIB|+TC_MMVD.

TR T ESHERFI M HABNAYIRERR(E
BFEBBTRR wfica SIEEE:

RIR TraceClasses &
E3}i7 TC_TW

EUEM TC_EUEM
WFICA (&iE/B5h) TC_NCS

FTEN TC_CPM
BT - WD TC_WD
EZIRE - PD TC_PD
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1RIR TraceClasses f&
BRI - TD TC_TD
S5HEMEXMX TC_PROXY
SRR B INREHIZ /BB A TC_MMVD
EINIRENIZF TC_VD

% P im IR Rh 2R AR TC_CDM

B TC_CAM

COM (EfsimA) TC_CCM

T4g TC_TwI

Bee+ TC_SCARDVD

BERTRAEEPOSMEE:

R TraceClasses &

ERFRN TC_CSM

BB T&RA setWebHelper & EE:

TraceClasses &

#% logSwitchi&BHR 1 (BA) &0 (M)
af: logSwitch=1

S HERR
R ctxlogd TFEME, MKTE syslog REREREE.

BEXRNEIELEHNERNTEEMEMRNBENESR, 158 Syslog iLE.,

Syslog fit&

BIAERT, FiE syslog BE#RETE /var/log/syslog B, RILUEISTE /etc/rsyslog.conf X
[RULES] #8% T4siE LU TTRECE B EXHHIERER AR, Fla0,

user.x —/var/log/logfile_name.log
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REFMBNENR, REERUTHSENBL syslog iRS:

sudo service rsyslog restart

FREILANANESR:
. EfRHALKEETR, B syslog HiEZfTdm<: sudo service rsyslog restart,
 ABBRHEIEEHE, B rsyslog. conf XL $RepeatedMsgReduction on,

o BEWAE, EWHERICEERE rsyslog. conf X#HFLH $ModLoad imuxsock.so 17,

mEAEFIER
NUTAERRAZEZEASIER:
o REBIHEE: BUHER syslog BRSS 2889 rsyslog.conf SXEFHBILLTIT
$ModLoad 1imtcp
$InputTCPServerRun 10514
s BPIHERE: @2 localhost Bk ini2iRs5 280 IP #iht, £ rsyslog.conf XML TAT:

*.* @@localhost:10514

Microsoft Teams i1t

& Citrix Virtual Apps and Desktops #1 Citrix Workspace N Bi#2F HEF L& Microsoft Teams #1771k
{£. Microsoft Teams i L2 F Microsoft Skype for Business 9 HDX RealTime i ft. FEKZE, FHi1E
Microsoft Teams i {LFrEERFR A LA iR45EI VDA &R T Linux B9 Workspace R B1EFH,

i@id Microsoft Teams fifk, EATF Linux 89 Citrix Workspace M AREFXZHEM. WAMRELZINE
AR
« Microsoft Teams 4t {X7E x64 Linux Z1Thk L= &%,
BXNABAREIERNESR, 1BRE Microsoft Teams 8 HEIE R TRRMS B TR,
BXRHFERIEE, 1551 Microsoft Teams itk

BXRFMER, FE Microsoft Teams 7441 Microsoft Teams EE [,

E[A Microsoft Teams BRI 28 14 AE(L B 28

HdxRtcEngine E#NTE Citrix Workspace [z A2+ fi T4 Microsoft Teams EE A WebRTC #145|
Z HdxRtcEngine.exe AJUGE AR CPU A ATERT EHMNER FEFNRERID SR, oJEENEA 240p.
360p. 720p #11080p.
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MBI R ARRAERBE T EIRERRARANRES YR, FRKERBNEFRGSNEEERTESH
DR, RERDSENEITURNES ZENNE, BEURNESSRWRS [ ZENHE.

NTFEEEHCHERTASHERNIGR, TRYH T OMEREL:

B BE BASWE SEMRTE
R 1080p 3
720p 2
12 360p 1
et 240p 0

BIRBRIEOPIERE (HIE0 360p) , BEMERIHIETU TR

mkdir -p ~/.config/citrix/hdx_rtc_engine/

vim ~/.config/citrix/hdx_rtc_engine/config.json

"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams HHEIZR

ZFA Microsoft Teams MEEIZR, EHRITUTIRIE:
1. 8% /opt/Citrix/ICAClient/debug.ini X,
2. BRI FRERR [HDXTeams] #8453 :

[HDXTeams]

; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0
;s None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

b
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WebrpcLoglLevel = 0

<!--NeedCopy-->

%5 NetScaler R Bi2F143 (NSAP) EilEE

NetScaler Rz #2148 (NetScaler App Experience, NSAP) EEH@EEIHEE LI E N SRIREThREIR I, MBRLZ
X%, Fie HDX Insight #iEsE £k B NSAP EUEEH UKREEARNKRE. WA XRS T RIENTT BEFLEEE.
NSAP EILEEIRIAL T EARS. BEEHEZA, 1% module.ini X517 VDNSAP #5& VDNSAP=0ff,

BEXEHMER, ESA Linux Virtual Delivery Agent sx# e HDX Insight # Citrix Application Delivery
Management RS589 HDX Insights

ZERTEMEFAML
HINEERE TR Z BNRIEETHRHERER. SEREMEENETHRLER.
B
IHEThRERIE RN
+ StoreFront v3.15 st &E=AR7s.
« WR.ICAClient EFE T YUFIAFMEX .
fhips All_Regions.ini >
&
Z{R& AllRegions.ini X%, 3&7E [Client Engine\Application Launching] 8538945 B & AR T4T:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

. ICAClient st AR7E7E, MIET Citrix Workspace ARFHNEMRE, EXMERT, HREIhEEMNBIAL
=1

R

s EERERSHR LEFARN TR — M RIEHFRFIRE,
ENRHZEN, ZREREARNEL TEERERSE LERNUEET.
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« HERETRSE LEEREX TR — T IIEHFREFRE,
ENRHZSIEN, ZRIEREERNERSE LELREXTET.

« FEORATHHRENREHES N ERBETZEE, ARTRI2ERN. Z2EBSsEREXTERR
BETRHRET. EMRMEZRIEN, ZRERTIeREX TEMEERSEET.

AE:
BRARENBEESETE, HEGBNFREEEH StoreFront L.

NREFEARNE T LMERD StoreFront BatZ MRERE, WEHRREE—TEPEREMERE
BmEER.

RERRE

ERRAREHRRIEE, BHRITUTRE:

1. 7£%2M Delivery Controller (DDC) %% StoreFront 3.15 XFEShk4 (FFHETF v3.15.0.12),

2. NTHIE TEERT Linux # Citrix Workspace R B2 1808 RERRAMAZhRZS, AEBERER
&89 Linux i+ &4 L,

3. % ICAROOT HFET 2L BAREME,

4. 7 All_Regions.ini X2 EFET JACAClient XXk, MR7EE, EKEMBR.

5. 7£ $ICAROOT/config/All_Regions.ini X{fh &7k SaveMultiMonitorPref, ZRAERT, tFER
BIER “true” (RTRULINEERRFATFRE) . BEXHLLINEE, HFLUFEISER false,
9 R 1% 3¢ SaveMultiMonitorPref 1 & 7 £ @ & 2¢, M & 7 Ml i% .ICAClient 2 £ 12 £ 49
AWl_Regions.ini X, LFFILERCRURATGEFEENREXGHERD. ERMSIEZANEERICEILE
SaveMultiMonitorPref 1735,

6. BEfIEERIE.

7. 7£ Desktop Viewer TEEFEHRAEFHBEURELINRIERR. RRA FTAKETR KB, BRAT.
BE “REHR" N, BMETARE, XRTEERE. REARE, BIRRETRESR,
B2, NRERKNEERAKE, FESRMIRFONE CTX235895 LUIREHEHRE B

8. Wi iEEMRIER T,
EMRRIE, REREERNEN TEHERERSE LNERLE ER.

RRMESAZZFNTR:

« BF Linux ETFEEREERRENE, Alt, FIFEZIERBFEEOARIAZIENGR.
s BZPMEAEFARSHENERSFRERIEREEESNREPAZLRE, HFATESSHHARTTUNEIITA.
o A% StoreFront WEFEFE

ER 4 2S /A Citrix Virtual Desktops

1. #%4#% Desktop Viewer H& & T ko

2. ®EEO.
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3. ER 2R ziEEL Citrix Virtual Desktops BB, HREMETRBTANET—FRFR.
4. 7 Citrix Virtual Desktop T B4z, %2R,

BEEBT RIIRENES.

Workspace =528

Citrix 3IN7T Workspace Ezh2s (WebHelper) UWBHB A HNEEM N BER.

Wal, BEERAT Linux 8 Citrix Workspace [ 2R AV 5 38 1& 14 70 VP A P IRHE NPAPI BEB & I SEAK
B,

ERf@ERA =R, Citrix 531N T Workspace E&18: (WebHelper), EE R ItbIh#E, 153§ StoreFront BBE R A
Workspace BEzha8 £ixiER, LM Citrix Workspace ZRiEZF R,

BHhiR4s 1901 &2, Citrix Workspace E5h28&B T 5 StoreFront 1 Citrix Gateway MEEEE, LLIIEEAERE
RN ICA SXEFH M Citrix Workspace R BREFRE,

fERmRRA R, Citrix 31 NT Workspace B8 (WebHelper), EE B ItIhAE, 535 StoreFront BEBE A
Workspace BEahg8 £ixiER, LM Citrix Workspace ZAiEF R,

AXEE StoreFront WER, BBRMIRFLXE CTX237727 9 Solution - 2 (fB R4 -2) > a) Adminis-
trator configuration (a) EEREE).

} =

P =

Citrix Workspace Eah2s4ai{0ER T 5 StoreFront WEZEERE. THEMBER T (Fl20, & Citrix Gateway
HERE) FXFZBEER.

= m#H Workspace Web Ul &=
FRE=AEFT P IRHENEREN BB THRTXHBERERT Linux 89 Citrix Workspace M BEFE, ZNBAREFE
A=A CPU FEAZXIXE] 100% MmES LM,
fRRT S REIRR Ul 123X
1. FERAUTaR<SHFREFRI !
rm -r ~/.ICAClient
2. %3] SICAROOT/config/AuthManconfig.xml Xff,

3. ¥ CWACapableEnabled FMERBUEEX A false,
4. BENIEAT Linux & Citrix Workspace M A2, EEIBBIAIRITXHFINE B Ul,

RERRRS

£/ Windows ¢ Linux VDA BY, EF %5 VDA Z BIMEEHR BRSPS AT EERTFIHRE LNEEREHEZEY
#, BINMERT, LI TFREARS,.
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MR
« 1 Windows VDA k5 Unicode a7 mmetthie, A%¥AEE, WRMARTLXE CTX226335,
« #£ Linux VDA FERESRETRAS M. BXHMER, BEADSRETRRAS
. REHBESHFNT XKB lib, AYE VDA MBF i#i8E 2 ARG REHB.

« {# A Windows Server 2016 % Windows Server 2019 i, F#HEIMEFEEPFEMI K F
HKEY_LOCAL_MACHINE\Software\Citrix\ICA\Icalme, RN EMFRMEZFFDisableKeyboardSync
B3 DWORD &, REHZEIRERN 0.

EEALLINEE, BFUTTARMNE module.ini XfH:
[ICA3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L& module.ini XFHigE KeyboardSync=0n # 1 wfclient.ini X#++i% & KeyboardLayout=(User
Profile) ¥, vdime EIMRcHIZFHICNE i ERSETHBETR, HISZERREE VDA, YREBGRERFHS
EPAETL, vdime BTLURRIFHIIEIA VDA ZEH TR,

ERRAILTNEE, 35T module.ini XHigE KeyboardSync=0ff, LUZXREIREARRARNITA. ERERAENITH
&, M $SHOME/.ICAClient/wfclient.ini XHZEVBEHRE, HEREEHNERSEMEFKEE—RREE
VDA,

ERER
BRILIgEE, IRKIETETEFIFISE FNRETRLZETH, SENEEHFBHEHERNEET K,
$t3+ Windows VDA 71 Linux VDA B2 H B X%

EE:

TRAFABESIB/ Linux BEKIFIEEZ—MEFH.

Linux #£/Linux Windows Xi5i&

Linux #8265 VDA %5 = Windows #2&2 ID Linux VDA%
ara - ar-SA 00000401 ara

ara azerty ar-DZ 00020401 ara

at - de-AT 00000407 at

= iso-alternate fr-BE 0000080c =
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Linux #£2/Linux Windows Xi5i&

Linux B2%/5 VDA %/ B Windows ##& ID  Linux VDA 7% /5
E:2 = nl-BE 00000813 3
bg - bg-BG 00030402 bg
bg phonetic bg-BG 00040402 bg
bg bas_phonetic bg-BG 00020402 bg
br - pt-BR 00000416 br
FERER - be-BY 00000423 FiEEER
ca eng en-CA 00000409 ca
ca multix fr-CA 00011009 ca
ca fr-legacy fr-CA 00000c0c ca
ca - fr-CA 00001009 ca
ch fr fr-CH 0000100c ch
ch - de-CH 00000807 ch
cn - en-US 00000409 us
cz - cs-CZ 00000405 cz
cz gwerty cs-CZ 00010405 cz
de - de-DE 00000407 de
de mac de-DE 00000407 de
dk - da-DK 00000406 dk
ee = et-EE 00000425 ee
es - es-ES 0000040a es
es mac es-ES 0000040a es
fi - fi-Fl 0000040b fi
fr - fr-FR 0000040c fr
fr mac fr-FR 0000040c fr
gb - en-GB 00000809 gb
gb mac en-GB 00000809 gb
gb extd en-GB 00000452 gb
gr - el-GR 00000408 gr
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Linux 88265

hr
hu

ro
rs
rs
ru
ru
ru

se

Linux ##/Linux
VDA /5

ibm

std

qwertz

mac

std

latin

typewriter

mac

Windows Xigi&
B

hr-HR
hu-HU
en-IE
he-IL
en-IN
ar-1Q

is-IS

it-1T
en-US
en-US
en-US
es-MX
[t-LT

lt-LT

[t-LT

lv-LV
nb-NO
pl-PL
pl-PL
pt-PT
pt-PT
ro-RO
sr-Cyrl-RS
sr-Latn-RS
ru-RU
ru-RU
ru-RU
sv-SE

Windows &£ ID

0000041a
0000040e
00001809
0002040d
00004009
00000401
0000040f
00000410
00000409
00000409
00000409
0000080a
00010427
00000427
00020427
00020426
00000414
00000415
00010415
00000816
00000816
00010418
00000cla
0000081a
00000419
00010419
00000419
0000041d

Linux VDA %5

hr
hu

ro
rs
rs
ru
ru
ru

se
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Linux 88265

se
Si
sk
sk
th
th
tj
tr
tr
tw
ua
us
us
us
us
us
us

vin

VDA 227/

Linux ##/Linux
VDA /5

mac

qwerty

pat

mac
dvorak
dvorak-1
dvorak-r
intl

Windows Xigi&
=1

sv-SE
sl-Sl
sk-SK
sk-SK
th-TH
th-TH
tg-Cyrl-TJ
tr-TR
tr-TR
en-US
uk-UA
en-US
en-US
en-US
en-US
en-US
nl-NL
vi-VN

Windows &£ ID

0000041d
00000424
0000041b
0001041b
0000041e
0001041e
00000428
0000041f
0001041f
00000409
00000422
00000409
00000409
00010409
00030409
00040409
00020409
0000042a

Linux VDA %5

se
si
sk
sk
th
th
t]
tr
tr
us
ua
us
us
us
us
us
us

vn

VDA BE#BINAERI HENEEA “VDA” i /E, MALEF HNBRB/IRBENM. EXFUTREMNREE: PC/XT
101. 102. 104. 105. 106,

EEARSSHHRERE, FRITUTRE:

1. Bzh wfclient.ini x4,

2. B KeyboardLayout B4HME, SATFFIR:

KeyboardLayout=(Server Default)

KeyboardlLayout BMMZIAER (BFREEXH).

3. ENRMSIEUEERE.
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X

BIXEX

Citrix Virtual Apps Services FIEE R E X, MIFRGLARFRRE. LIBTAELHRS, HEAWER
pnabrowse T B & RIS,

iEATF Linux 89 Citrix Workspace AR RILURBIMN X 4L EIR, BERAREBIRFISRGERNBTINMHRE, #H
fEAF AT LGB Citrix Workspace MARFERZN M, BIGELBNNARRFSBERH XX HLEEXE,
fign, EEA Citrix Workspace MBEFEEBE A4 Adobe PDF x4, #9i%#i%0 Adobe PDF Viewer Zz 3
MR RRERF. BRIERGTIRENEARER, SUAPRBLEEEEENE LGRS,

ErEFimEERA FTA, EHRITUTERE:

1.

2.

BREEXBENNBEFRREXNETHNNBERF.
ERME AN BIEFTIRMARS 2 URL, Fia1TaH<!

.Jutil/storebrowse -1

.Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

R L TiB%iE1T./util/ctx_app_bind &<

Jutil/ctx_app_bind [-p] example_file|MIME-type published-application

server|server-URI]

f5l4n,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
HEREZIRIT AN ER T E P mREEsRst (CDM),
W Z S LAE R RN A2 R H T

REXBHINBERFSXHFLEXEK

Citrix Workspace [z A2 iREH L AEE AT Citrix Studio FEBEMIEE.

EEMH:

WREZIIEE T FTA NN ABERS 28

ERXHT BR5EAT Linux B9 Citrix Workspace R BIZFxEx, BHRITUUTIRME:

1.

2.

3.

4

KN RER.
&3 3 Citrix Studio,
ARBENAEFHERER .

ERAE.,

[
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5. £ “GS1TEH (ANi%)” FEPHM “%™*” Uk HS1TRIE, AEETE “HE .
6. ENAEF LR EITARAEZREE.

7. RSB KE,

8. #EFEAE Citrix Workspace 2R 51Z BEFEXEHFEYT RS,

9. BENAMEMNRMHHEE,
10. BREBXALEXBPRENSREZFiHLEA FTA

AR

Hafr StoreFront XHZEEXREKATF “F7 KRS BINERT, BRXELEXE,

% #% Citrix Analytics

iEATF Linux 89 Citrix Workspace [z 2/ B#1THEIE, AITENARFMLRLEEHNR LI EEERE Citrix
Analytics, BRRE, BEEE Citrix Analytics RS2 E#1THRMENE. B=x Citrix Analytics ¥4z 8, 2
i Citrix Analytics.

BEAFA R RE

Citrix |CA thilfE S8 A~ FmEibi@E [TUI VC] thilfE Citrix Virtual Apps and Desktops 5E#ARE 28 28
FHEIE. TUl thiERiTi2ERmAr Rm [Ul] A%ES.

AT Linux B Citrix Workspace MABEFX#F TUI VC Thak, IthIhRERIFEBIE P iniEiRS 22 & 1X8 TUl $iEE,
ERmAI LA Ul HBx4E5, tIIEEa B EEHIRIABINREENET. AIMTE module. ini XHH%E VDTUI
#R&: VDTUI - On/Off

BXEPNEERNIFAES, B8R Citrix Virtual Apps and Desktops sxeh#y Citrix ICA EiiEiE,

S IRIE

September 21,2021

ATIRHEFHEE, B Citrix Workspace R 2R 2012 2, F{i1E# Citrix Workspace M AREFHERSHI
EXHERE, HEERRELETNABEEMAEE. RISNENEES ORISR, UWESERARSIEEN S
FEESHMNERE,

pE=

S IIEIERINERNE R HE FIER,
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DB

WHRE libsecret .

BINBERT, IhEe FEARS,
ERAIISRINAE, EHRITUUTHRIE:

1. #HEEBEXXH: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManLiteEnabled MEIEE A true,

Bk
E1EEMRT Linux B9 Citrix Workspace N ARFHEEES s K= #F, 47U StoreFront iz#I&E2 & StoreFront
ARZ5 280

Citrix Workspace MBEFXiF5 PCSC-Lite #1 PKCS#11 IRENiZFEN AN EREFIE£8, RIMERT, Citrix
Workspace MBAEFIEEEF—MIEMESE opensc-pkecsll.so,.

Citrix Workspace M BEF A UEIEIREME S Eth PKCS\ ##11 RehiZF 3 opensc-pkcsll.so. AL
FERAUTIEFHESENUE:

1. #HEEBEXHF: SICAROOT/config/AuthManConfig.xmlo
2. #3517 <key>PKCS11lmodule</key>, #IRmhiZF I E RINEEERIZITH <value> TTEH,
AR
MBEHNT REHIEFUBEMNHS, Citrix Workspace B2 F 15 S#12 $SICAROOT/PKCS\
##11 BRPIER M. &, AR “/” FFREITERR,
MEREEE£E, BREBUTS BEHREEXHFTM SmartCardRemovalAction, LUEE Citrix Workspace [
BREFNITH:

1. #HEEBEXHF: SICAROOT/config/AuthManConfig.xmlo
2. #3297 <key>SmartCardRemovalAction</key>, #i& noaction =& forcelogoff HIMEIERIZIT
B <value> st&H,

BIATAAN noaction. FHITEMBTFERRFMEIVEREUNERFRE fE-RITEMB LhERIIRIE,
forcelogoff RIEIGTEMFRE 8B RESIERR StoreFront RHFTERIEM TR,

BREERXR

WNREARS 23 Citrix Workspace MAEFTRINEA T E8E+, Citrix Workspace M AREFE LSS ERIX
2

AL ERERAETUTHRE:

BReRBRBMIIE - x4 Citrix Virtual Apps RS 88#HITH AT,
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o BREFNAERR - AT ERFHNERTNAEFHRAE RIS,
BEREFHIENT2MEEHR, SIEIRARESMIIEAEE (F1 TLS) #1715,
BRMERRXS, YNEEUTHRMA:

s BEFRERENELFHEARFSAFTE PC/SC Tikirk,
o REEATEREREFIREIER.
+ 24 PC/SC Lite 48,

o REHIBIT pcscd FIFER, REFRMEERA PC/SCinlRERERMHiat,
o £ 64 fURSKH, 64 {0 32 k7Y libpscslitel BHBUAEFE,

BXERSHB LEEBTEFZIFMNIFMESR, 1527 Citrix Virtual Apps and Desktops X#HBIE EE+,

%1% 5= (nFactor) 5 58iE

ZESHIIEERBAEHS T EIERRLERSHRNR, MMERTVAREFNRES. SESHRIEESSMHIIE
TEMXEKNEERERETHEEREE.

Z#1 Citrix Workspace R FEF @3 EE 53T StoreFront SLHIMVR B B R IFMNER EMEREIHIEHI, Citrix
Gateway 89 Web ERITEANE SRR EMRS BB EMA LN

BXIFMER, 5517 Citrix ADC xig$m SAML 54 I8IFM % E (nFactor) B43583E,
Ze

August 20, 2021

EMRENIERS Citrix Workspace ARFZEREER S, AILERA Citrix Gateway FR e ARERL Citrix
Workspace [ RiEFEE,

3 r

AR

Citrix 8iX7E StoreFront fRB 235 AR i&& ziE)ERA Citrix Gateway.

o BAAIE: RILEREASE B LURYE B ARG O 5o 7 SR I SR E&E . E6EMA Citrix Workspace 2R EY,
MREBLITEIRZ I/ IMLE |P ARSI EISMNIS Internet ik (EIMIAHhAEFEIR, 3 NAT) BIRILERA AR, N
R ECESMER L

 AIERIARSS 5.

o {GERT Citrix Virtual Apps #E (FiEFBT XenDesktop 7) : SOCKS RIBRS BT NIERSSE (18
AR MRIERS2E. HTTPS RIERSEH TLS BERERSER) . AIUEAAERS3ZRBHIMERIN
uhF i ukisE], FH4E Citrix Workspace 2 5 RSS2 2 @1#iE#, Citrix Workspace W A#EF 1%
SOCKS f1z2 BN
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o 1XBR Citrix Virtual Apps & : FREHER2M (TLS) s Citrix Secure Web Gateway =% SSL Relay
fRARER. 2 TLS1.0%/ 1.2

Citrix Gateway

Citrix Gateway (LLFi#r5 Access Gateway) mI#ifR5S StoreFront ZABIENIEZER S, FAFEERIFMMIT
H AP X REMNBEFIAE.

Ei@id Citrix Gateway EEREANBERF, BRITUTIRE:
1. IEEEEARMM Citrix Gateway URL, aJLUEE L FAR 2 —HITIERE:
- BEREREMRSAEFREN, RAKIRREERMKSHEESRMAN URL,
o UEERBEMRSAEAREE, LIS R HE R > A > RnskimA URL
« WNREET storebrowse L EIEE, BEEGTHHAN URL
Z URL EEMX TS ENAEE (EFIEREE)

« E%#3 Citrix Workspace AREFHKEINE— ML ARE, BFERAMUTERN URL, Fli: https:
//gateway.company.com.

CEEEIBENEEIRE BFEAMUTHERXN URL, #W: https://gateway.company.
com?<storename>, Ukzh& URL WA NERERN,;, BT ZURLFEE= ESF
7). SNIREEiL storebrowse EFFFENAREE, AHERETE storebrowse < HANSIS5(iEE
URL.

2. RGERTH, ERENAFRE. BENReSMERIIZNARE BENX). BXESEFAES, BSH
Citrix Gateway 14,

SHEIERRE, BETENSEMNXBRER.

RIEARSS 23

RIBIRS A TR ML NG B 553510, FH 432 Citrix Workspace B2 #2F 5 Citrix Virtual Apps and
Desktops ZEZ ElHZEE. Citrix Workspace AR L SOCKS iy (F&EMiF Citrix Secure Web Gateway
0 Citrix SSL Relay). Z2AIEMYA Windows NT Fif)/msz (NTLM) B{45383E,

SR ESA SRS Trusted_Regions.ini #1 Untrusted_Regions.ini FR#I7 “Auto” (B5h). “None” ()
“Wpad” 8, INREEA “SOCKS”. “Secure” (®£) 3 “Script” (Bifds) 8!, BEREXLEXHLURARFTIRHR
ARINE A,
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ZeIPARSZ S
BEERBENERAZSRENNN, BEkERRBATY Windows NT B/ (NTLM) B5H15ENSTE, MR
XA, NEHEMEMEE R EE T MFIER i

BE.

NTLM %3#¥%%E OpenSSL 1.1.1d #0 libcrypto.so . ERAFI&&E L REXLERE, XEEBFEEETE Linux &
1ThR. WA LM http://www.openssl.org/ #17 T,

Secure Web Gateway #1 SSL

AT LUK Citrix Workspace R B#2F 5 Citrix Secure Web Gateway iR 2 EEZF 2 (SSL) hHRSERE—iE.
Citrix Workspace R F#2F3%#F TLS thile TLS (fFmEZR214) 2 SSL hNMSHRELhRA, EBR T2 T1F/)\
¢ (IETF) 72328 SSL AMIRENTF LIS/, 3§ SSLER A TLS, TLS @i iRERS RS MDRIE. HURRMEN
HEREMNE, RREBEHEEENTE, FLAL (BEXEHFALR) EXEMA TLS REREBHERENRE, XL
HATRERERERIIEMNINE, 5120 FIPS 140 (BXFRE B AEHRE) . FIPS 140 2—MNERE,

Secure Web Gateway

ATUE S @R g 4kiE = T ER Citrix Secure Web Gateway, 3k Citrix Workspace MABEF SRS 28
BEREMLLEE, NRELEEREN T#A Citrix Secure Web Gateway, NAEEEE Citrix Workspace 12
o

MEREMEPIARS 2 ERET Citrix Secure Web Gateway K12, Na]UER 4 & T A Citrix Secure
Web Gateway {32, B¥*¥MEL, 520 Citrix Virtual Apps (Citrix Secure Web Gateway) x4,

MREAPHER, Citrix Secure Web Gateway fRZ2FHEEF— MR, HEXMEZE Citrix Workspace R
EFARefER:

« Citrix Secure Web Gateway iR 2:85c 2B EMNHZ (FQDN)o

+ Citrix Secure Web Gateway iR S, Citrix Secure Web Gateway ks 2.0 Rz FrpdkigE =,

FQDN %I 5 AT = MARER S

. THE
. chials;
. TR

flg0: my_computer.my_company.com 22— FQDN, EARE®XFIHEENZ (my_computer). il
(my_company) FITA%E (com). AREBEMINAIEAIEE (Mmy_company.com) #rAiEE,.

SSL Relay

BUAERT, Citrix SSL Relay /4 Citrix Virtual Apps AR$588 £#9 TCP it 0 443 #17 TLS R£3&(5, SSL Relay
WeB TLS %fERe, SREHEBSEEEMEIRSE.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 95


http://www.openssl.org/
https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/xenapp-6-5/xenapp65-w2k8-wrapper/sg-presentation-server-v2.html

BT Linux & Citrix Workspace M BiEF

90K SSL Relay BB RMIT 443 LISMOEMIEO, WA ZIRAERITHOSIEES Citrix Workspace [Zf#2
FFo

ATLUER Citrix SSL Relay sREFEU FERA THEERE:
- HEAT TLS WARIESRSH2ZIE
BXEEMMER SSL Relay KR RERLMES, 125 Citrix Virtual Apps X4,

TLS

BJLL@id7E [WFClient] #3453 RN LA FEC B IETURITHIBES A TLS Wil a9k :

o MinimumTLS=1.2
o MaximumTLS=1.2

XLEFERKIAME, ERABPII, BHRIESEARXEE,
PES=H

o TRANEHIER, MFEEXEE, MREEREE selfservice 5 storebrowse FER 7 X LE(E, 1EE
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

AT Linux 8 Citrix Workspace R BREFAAFER SSLv3 i
EERFINEMNE, &7 [WFClient] &9 Ll T EEm:
« SSLCiphers=GOV
IERERINME, EAMrIRFIREY COM 1 ALL.
AR

5 TLS WRAERE—#, MREERS selfservice =% storebrowse FEX T ILE, MAFHEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

MEEH
HIRERRLBEMNMEELTE, FIKN TLS_RSA_ NEBEATRMMAIRE, HERMNSBELES.

TLS_RSA_ BBEHERELMS. R, KMALSER TLS_ECDHE_RSA_ BREH, NBENAHKEE
TLS_ECDHE_RSA_ mikfs, Mg FHmRE, B MRmETS%E, HFESMEHRE, 5 1536 {1 RSA
w5,
R TEREBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0x030)

« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 XFUTEEEN:
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« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 ZHUTEHEEH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
o TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

P =

BhRZ 1903 REEMRAE, Citrix Gateway 12.1 XE&RAZ#F DTLS, B Citrix Gateway 89 DTLS 3%
RNBHREHNESR, B55R%R DTLS il

BHEEMS

ERATRNEBENS, BRHEH SSLCiphers BWEEXA ALL. COM B GOV, RIMBRT, ZEME STCAROOT
/config BRTH ALL_Regions.ini XHHHIgEN ALL,

TER/AZEESH7SHIE ALL. GOV 1 COM =Z14#:

« ALL
- XFEEE 3 1EE,
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BXHERRES, BERTEEM

A2 TLS_RSA_ WEBEGFRHFAFIRE, XEEREEGNTEEZERTULFTH. B8, IXFSREMHREN
Citrix Virtual Apps and Desktops mE#Z, &M T Linux §9 Citrix Workspace M AEFAE AT RAXLEED
EH48ED,

NFBESHNR LM, BEITE Enable\\_TLS\\_RSA\\_1&&H False,
TEHREFANEEEHYIR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
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o TLS_RSA_WITH_RC4_128_SHA
PES=H

EERITEBEGEARMUER HEEFA BAXBIEHNTFTRE. EAUERFAA
TLS_RSA_3DES_CBC_EDE_SHA ZWEEMH, AILUERIRSREGIMITREXLEFA

BxEE DTLS v1.2 f9i¥4= 8, 15203 Citrix Virtual Apps and Desktops A4 H HiE M & HEB 97
WEFME
MREEANRIRA 1901 RERIA, BRITUTTE:
NR.ICAClient EFETF LA AFNERRH:
o MR ATT\\_Regions.ini X

o BRE AllRegions. ini X, &1 [Network\SSL] Z9HER LRI TIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

IR LFAP N EXHRFPFREFEICAClient x4k, Mg Citrix Workspace AfEFHEHRE, EXMIER
T, BREXLEINENIRINLE,

TRIE T SHETNEEES:
®1-BEEGETIR

=z

=¥

LB ZBEMHEM FIPS- #1 SP800-52- #illl, B MEBEMHRAFAT (D)TLS1.2 E. BB
®1-BEEAZFIIR, TREDEMHAZFIERNSSRIT.

Storebrowse

September 18, 2021

Storebrowse B—HEFF RS RSB ZEF TR ENRE S SITELRIER, @d#EA storebrowse SLBIERF, B
BERALAHRTUTEERE:

o AINRAEE.

» SIHBRENNBBEFNE LGN AEFFREE,
« NBEENNABEEITFMBUEITIRN REFEH.
- BRANZAELGNNARFMNSENIEA .

- BHMBERTHHNRARER,.

o EEEIMAEENSIE,
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storebrowse SEREFEEE /uti | XHERPRME, ERTUEREME FRIZXMH. fld, /opt/Citrix/

ICAClient/utils

WEFMS

storebrowse SLBEFEE libxml2 EREa,

BB A mHIKENNEER
BRMA AT USEER:

o ALUER®SITH storebrowse %
o AIUER Ul BaiE R

A7RIT storebrowse <,

B

LA ERSY #4748 T R B LUM storebrowse SLB2EHERM storebrowse #<,

RN P IS
-a, —-—addstore

WA

RINEEMXFSIRIELE SR AREIE UK ServiceRecord FiFi2F#iE, thfH<RENABENTE URL, 0

RN EBSERY, NKEHIEIR,
StoreFront LRI#s <Rl

ANAN .
Y.

./storebrowse -a *URL of StoreFront or a PNAStorex

w5l

./storebrowse -a https://my.firstexamplestore.net

AR

B LAfER storebrowse SERIEFEHRINZ NN AR,
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#8h
-?, -h, --help
BiER:

RH X storebrowse SSAEFAZNEFEAEE

Bt 7 FA RS I

-1 --liststore
BiEA:
FIHEE RN AR,
StoreFront LRaR<RAl:

./storebrowse -1

e

-E —--enumerate

WiRA:
FIHETAER. MINMER TRERUTE:

o HIRBR
o BB
o FRXHE

BEEFAESR, B -M —-details &<KIME -E &%,
=
izf7 -E R, MREZAIRREEE, WRETRSHRIEED.
f -liststore IREMEANTAREE URL,
StoreFront L&<RAl:

e ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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21719

-S --subscribed

WieA:

FIHITHNZR. BOABER TRETRUTE:
o ARRAR

o BB

o BRXHE

EEEWMER, B -M —-details ea<HiMMEl -E s

StoreFront ERI&E<RA:

e ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
FAHER
-M --details

JHER:

e REEA BN AEFNLNEM. <@
SR N F !

« Publisher(0x1)

+ VideoType(0x2)

+ SoundType(0x4)

« ApplInStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

5-EM -S ¥ —iEEfEM, et RAN—ISHRESFHFFHA
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B/
- EHBRITIHANNEBREFCEREEE, 15 CreateShortcuts(0x100000) 2%k 5 -S. -s 1 -u < —i
B/,
o EMSFEREEE, 1515 RemoveShortcuts(0x200000) 5 -S &< —i2EA,
StoreFront LE<RAl:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

Hrh, 0x264 J DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) 1 SoundType(0x4) 89
HE, WHETHEITHRNZRURIEMER.

AILUER -M sn 27 BB FRRIFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AILAMEAH#HIE 7R RS R TXEE, F19, 512 &R 0x200,
o WNRFLFME BT AED storebrowse #RE, NHEEBEIS,

1Ti

-s —-subscribe

WiRA:

VTS RE B FA s R VIR E R iR
StoreFront LYEs<Rfl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITIE

-u --unsubscribe

BiEA:

MIEE N ABERECHITEERNE R,
StoreFront EHyEs<Rfl:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery
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==

-L --Tlaunch

BiER:

BES5ERGRENERE. LAEFBEERENAL, REERINEENRIE,
StoreFront EHy&s<Rfl:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BT

-i --icons

WA

e LA PNG BRI SR EM N BEFER. ki< 5 -E 5 -S s —iEefEM.
ERBFABEANIRERERT, E#ER best SHH size B85 %,

best £k

£/ best 287574, EAILGAARS 28 HIRMMREXNWET. o UMSREREIRAFMEAN. best 2#A%2
FE. MATEMEAHEARENRERINA X, XHL <resource name>.png R RF.

size &%k
EREUEE A/ NLRENERR, EER size 885k, NRRSBLEFNAEANNTRENELR, NaHMER,
size XA WxB &=, Hrh:

« WHEIRHREE, FIEEIRSSERTN, REIFE—MERTEEKR .
- BABERE, R, SRENMUH.
AR
BEW BFER. & B ErER,
MRKIEEXLE, WETRFAETAEGRRENEIR. XEXHLL <resource name>_WxWxB.png &=k
HF -E 3 -S S SREIMEN TR, XFEMHAERIU png BRRTFET.
Er7zi57E ICAClient/cache/icons 3k,
StoreFront L& <RI

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery
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e ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

EmEEsE
-W [r|R] --reconnect [r|R]
WiAA

EMEHIEENABSENL T ENRSEEMAERNRIE, [r] BT EMEEMEMAEENIE, [r] ETEER
ERFRE A RIEM A ERN=IE,

StoreFront ERI#s< Rl

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

B RIEER

-WD --disconnect

WiRA:

Wi e E N A B ISR 2B ERE.
StoreFront La9as< Rl

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BieA:
KI\HEE N ABERNRESE,
StoreFront L& <SR

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

hzZs
-v —--version

WiRA:
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87 storebrowse L BIEFHIRRZS,
StoreFront EHI&<RfI:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace AEFMIRE R, MRKIEE, WESTHHRERER.
StoreFront LMar<SRAI:

./storebrowse -r /opt/Citrix/ICAClient

RAF&. 56, 5
-U --username, -P --password, -D —--domain
BiEA:

BRAPA. BRMEFAESERAIRSESE. A ENERT PNA NARE. StoreFront NARERIRILLGR<S. ¥4
ERAEWET. HIELB I HLHANFAES.

StoreFront EMIESRHI:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

BRI FA s

-d --deletestore

BiEA:

BYJHTE ServiceRecord EaEFHIEMMN RIS,
StoreFront FEy&<Rfl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

BCE BBIARSS
-c --configselfservice

TEE:
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RERHECETE StoreCache.ctx FEBNEMERSR U 1§E. RAMNSEIER AN <entry[=value]>, MRREFEEF

B, WakHiRENZRIE. B2, NREEXEME, WaERAZERERE.

StoreFront ERI&E< R

./storebrowse -c SharedUserMode=True

7 CR X%
-C —--addcr
R

RER A Citrix Receiver (CR) X, HRRERMENLAEE, W5 -a H<SiER, BB TNARSE, Hift

TR,
StoreFront EMIESRH:

./storebrowse -C <path to CR file>

X7 storebrowse SFiFiEF
-K --killdaemon

WA

£k storebrowse E&1ERF. AL, FEMRFESEN<SH,

StoreFront ERyas <=1

./storebrowse -K

FIH RS

-e —--listerrorcodes
WieA:

FIHE AR EEIR D,
StoreFront E&ysR <l

./storebrowse -e

VSR ES
-g —--storegateway

TEE:
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HAB1E ServiceRecord FAREFEFEMAIN HEEIREBIAM X,
StoreFront EHI&<RfI:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

ME— K 2 W BB E N A P IS Y K 51 R o

FSEY =0

-q, —-—quicklaunch

BiEA:

fEMAERE URL BRI AiERF. < UEMATF StoreFront RZAEIE,
StoreFront £Mas<RAI:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOImNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

SEialidsa

-n --nosingleshot
BiER:

YRLR5FIP storebrowse i#1g,
StoreFront EA&< R

./storebrowse -n

X5

-F —--fileparam

BiEA:

EREEN XA RENRRBIX .
StoreFront L& <SRG

./storebrowse -F “<path to file> -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>
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TER
ASGRT T SfEIfER storebrowse <9 BRI AZFRIE 2 TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AN AR IS H RN AEERTEE URL, 2 F=28 URL, RAhEEEma<HaEA% URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
HIHFEEARHNAEFMEE. ERHNEIMNEARERRNHEEE WA EHERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BEZER. MLE— o5 <hYRH PRI IRE .
4, ./storebrowse -K

e SR BB Z TR NBIEIEH X H) storebrowse SFP#2F, MRABHIZRLLH S, storebrowse #HizH
E—/ B ERH,

SR HEER

September 10, 2021

IXHEENESIEMERRBMERT Linux 89 Citrix Workspace B 12 FHE[ia R,

JEZ

fEARE B B LA T R R,

ICA =55 Fedora 29/30

ICA BahrT8ERTE Fedora 29/30 £, fRRFE: KBTS EHITIRME:
1. fEAH$RE openssll0,
sudo yum install compat-openssl10.x86_64
2. 7 ~/.bashrc BB T EUBEATMIERTINE. HIRERARIAN libcrypto E.
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20

AR

5 Wayland &m23t8LL, ZRARFTE X.Org lRSE{HIIEETT. 3T Wayland fEREABR NN KRTT
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bR, EBUH IR TE—I:
WylandEnable=false in /etc/gdm/custom.conf 3 /et/gdm3/custome.conf

SEHHBRUER X.Org RS,

BERATHNARNEESIE

5 Windows RS2 ILEEN, RERHE “EEEEIRSS..” BENHEE, EREREENEEED, M
AIREE B NRSBREBEZ A IiFIRYFAIE (Client Access License, CAL), BXFrRIMFAREE, BBRTFT,

SIEERTER

MRKENEEREST Citrix Workspace NAREFIERIFE, NEMEEZSIFENSAK. HESHTRS
B FATAREREHRSHMN,. MBEFEEZLWY, Citrix Workspace MARFEERAERMBHERE. BN, RS
BRZHUPMERNEERERD—MRIE, MEMRIIEFRFTEMAERERS, B2, NRIRSR LWATARED
RARE, WEZMNEZHAITRERKM,

2% Internet &#F

Citrix BiVEEMBPEE DNS (HRARSER), UATERITIEERIINRS B[R MRFEE DNS, WaIsET#
KRS B2 MR IP sthitk, 2HE, thAlLUR IP st (MR FEEMRSER. TLS ERERTLRENES, M
IP sttik,

RIBE MK

MR EREENEAENRERD, EESHBTERNETR “REBRNALK: Javascript #HiR” BiRER, BE
wpad.dat XHFEHE SICAROOT/util H, BITUTHS, ERENZARRERINRSBENS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRAETHTEL, RARSSHE LM wpad. dat XHEETENE, FEHITALE, BNRET “MELKREHN
TE.EFadhd, WaRZAM, TF pac.js, AEHPHIENENTERUTEREXGTRERIN—1T,
Hop“.7 AT 88,

var ...

-

REREES

MRENSBEEBHBEIREZ B, Linux RZRBIRENIFERTHRERTREFEIRI, MRFE: BIT—MEERR
E&ERF, Fi rngd (BEFHEMH) 3 haveged (kB Magic Software),
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BHEEM

NSRRI, FIRABINE R

1. AIERASMIERNERSBIFNELEY, G
« Ssllabs.com (ZXKARSE/AF Internet iHRINIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. 7 Linux &% WireShark /1, 83828 (ip.addr ==VDAIPAddress) & & (Client Hello, Server
Hello) &+ SSL #47, £REEMEF HLEHBRSF[EZNEEES

Citrix {1t SDK ~IEH%

Citrix Optimization SDK #4858 EFREHMN UlDialogLibWebKit.so kk#ds, f@AA#®: BITUTHE:
1. \TFEiBimE ~# Citrix Optimization SDK #x#&hk2s 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFREIRMH:
rm -rf *.0
c) #%=2| WebKit xff3%:
cd ../WebKit
d) MipsIA UlDialogLibWebKit.so &2:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHERUTHS:
make all
4 m#R UlDialogLibWebKit.so.
f) ¥#ESHE SICAROOT/lib BRH,

EAT SSL EENSHEEREY

gz TLS iZ#26Y, 3EATF Linux & Citrix Workspace RARRFEIAER TRHEEMHR. BEMTRNEBESE,
MREEENBER ENTREGNIRSS, BERE X [WFClient] 84 shig BB %5 SSLCiphers=ALL,
R TEREBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM
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ezl

£/ EDT 1hilhy, ZRIEELBIUTHIRES: 5.7 WERCHA. NREZZBIEAT EDT WEAFAS)
FAGAE 1500 FHAURREREFEILAY, WRHIMILER. EHRITUTIERE:

o HEEXHHIZE edtMSS=1000,

ERZEIR
ERER R AR AR EIRIEE. TOINT:

o EEHE 58HINERSEEHIMMIER
o TEBKRBNIIERS
o TAERALLARS SR MIARIMERKS

RELpAr e SR HIMILLER, B

o KMITENAEEITENTEDEER TLS thilly,. BXFHAES, EF5H TLS,
o ERRMBENFEEN TLS EEEARIBNEREGR, EXMERT, BRUEEEXHHN \ [WFClient\] &8
SHIREREIRN SSLCiphers=ALL, AREENBIEZEZANEIT killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o TR ENAE S MIERFT A IRIERN. IS (REEZHERIEM Citrix. Authentication # Certificate #9
IEH,
o Hfthjal,

R 3Es

®

(in

Citrix BIETEIRS 38 L ER R4 Citrix Virtual Apps and Desktops, 1R Fi&#& L&/ Citrix Workspace
AR,

NEFRETERE, WA LEK Citrix Workspace MABEFHEIE UK Citrix Workspace R BIEFIERT A
LUR = MEAE,

+ E2E Citrix Workspace R RiEFEE - BE2E Citrix Workspace M BIZFEZ AT LIBE(E |CA FRERTE e
=R

+ E4 Citrix Workspace M Bi2FERA - B2k Citrix Workspace Rz BRI R 75 0% AT LUSR S
SRR R

+ /5F UDP &7 - thThaErT ITEFR ML ERHF IP B8 (VoIP) EEHh TR —BE

o EARHRARM Citrix Virtual Apps F1:EEF Linux £ Citrix Workspace B2 - Citrix Rifithigsg
MIRASMRAEIMERE, F2MREThRERER M Citrix Workspace M2 HIARSS 28304
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BR

EARFRF, WD (HZD) FERNMLNHIENHATRE LNSHRRREHROER. TRELATESURE
FEROABEXFPIRERE L. REE VDA PHER B & RMANANHERDN, HESEEIRSIN#HRNEH
FBEEFE, X11 (Linux/Unix B FRS) MATREEEHEEHREA X —BothatIBIRREmN7
ARGIERERER, Citrix BEERBARFEHSRRLHESHITES %, B, FF vsvnc Ba F—MALE,
£/ Linux BYENERFLRD, BARATEERFE LERANEREEUREERANE NEESE, XEERRD ARE
R

« X11GPU i&&

o EREEGEES

X11GPU &

SHF Intel HBER, BEESN
20-intel.conf 89 xorg.conf.d FalE—MEEUTABHISMHF:

Section “Device”

Identifier "Intel Graphics"

Driver "intel"

Option "AccelMethod" "sna"

Option "TearFree" "true"
EndSection

3tF NVIDIA Ef?, &7 xorg.conf.d Xk EMNEERN “MetaModes” MM 4. X FFRIERNED
LUES 53 k@M MetaMode, EFIMUTREA:
{ForceFullCompositionPipeline = On}
Bign:
Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
FE:

REH Linux 2% 8ERARRER xorg.conf.d B2, 70 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d,

HEEIRR
ERUT®HS:
+ Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,

i&1T “CompizConfig Settings Manager”.
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£ YBM-> 157 T, IUEET “BHEERSREO.
AR
£/ “CompizConfig Settings Manager” BYN#1H, FEAEIRMBEREXMELERABD,

o Compton (MNFMLARER). BEXTEMNFMEE, ESIW Compton BATIRERE/ X, a0, EEBlT
LI Fé<:

compton --vsync opengl --vsync -aggressive

HRALER

MREANRIERXHER, RRETSHREBWNAIERLE, EXMERT, MIEEFERNBREXENER/. BXIE
ERERIFAEE, B8 Control keyboard behavior (E#IBE1TH).

dESS

BELEEON, REFOEERSAMREMNEOUE, SBEEES, ERRALEE, HEE0EESEIREITE
B EE OB HIE O ERIRT

EfrFRA M

iEATF Linux B Citrix Workspace ZARFREIBSAZHENEEERENEOELN, EXEEFHFE XER
IHENEEIE T2 RB-

TeEmREN
ERMT2EMFREE, BRITUTERE:

1. 177 wfclient.ini BBE .
2. 7£ [WFClient] #9544 LLF1T: UselconWindow=True
3. REHXAXH

FATERE

MRATHEABSHEREARIAEM, WATREMEUBR R AILUSRKISMEIBRH)IRE N BB A BRIES LR

o
BRI AR
1. #77F wiclient.ini BB&>f+.
2. 72 [WFClient] So#HmMATFTZ—:
CursorStipple=ffff,ffff (EHITEENEE)
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CursorStipple=0,0 (¥XimgBERBE)
3. REFEHRAXM

FBINF

RBREABASBHEZREON, FEREOPNEEHGERAL. LRBZE X Windows RESHE R RESERN
BENRE. WNEFEE, FAREMIERERESHNEERE,

EREFXBETRSENEETN
EREIARSS250T, AP AILUERMER 256 BRI, IETRE IR AR, ENRREFEBESARREE,
U BhE BR R

B e R A AN GIRE DS R E R SRR ErE MR, MBEIMNEREAERR, @It
RIS RNIEES. AEMELLmE, Citrix Workspace AEFEEFIRERNEGIRERIZIE, HER/LP
HEH—RELIEBIR.

Citrix Workspace i F#2F3t HiBF#/HER EUC-JP 3 UTF-8 F/R4RE, MARS_NIER SJIS FRi4w8. Citrix
Workspace R ARF IR EFREZ BHTHIR, TAMEERSH LREFNONXGREERS B LEEFMRE
BUNfHEY, LERBZSFHEAXGE R, REEEEMET RSMEEFPMIANSSRTNRIEF.

ERSZERNNBESNERE, BEAIUERAGLTZEREERIERIED -span, BIZEN, JUEERRIEEST

ETRsETo

i@d Desktop Viewer TEINEE, ERAILEBOMRIEFEOSLR|IEEOZEIE, SENHERERENS ER
28,

BE:
WFRALTESITEREONRIE (BFEERAMHNEOTHRIE), BRERAFEER,

- Span ETR AU TR
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MRIEET h, WEE stdout HEHETRTIR. MR h 2RBHEME, wfica KEBH,
MREET o, IREBORTEEZEERE%.
JINC):

BEYAEERILETNE, REEEAMRANEOSERN, TEALE, SIEFFONZEOSER IR, &
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BB, ML EEMEIEER. REEBTERSIERMIRLIE,
INRIEET a, Citrix Workspace AEFRRRHB—MEME R TEHETHRIE

Citrix Workspace M AEFBREHRD -span EMEN ERBHESHTIR, EHEMEDERHENERE, FHK
MEFEFFRKIEE EANETANE RS, EANMAEEXE L. T £ GEEHNERSE.

WMERKIEE 0, wfica A _NET_WM_FULLSCREEN_MONITORS A2 MNE OB FIERENNEOMRE (&0
RXFFZIEE) . BN, BEARIMNUBRTRIERFIFENHE.

AR THSRNHE A EESERE ZIFZIEE
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MREBHL, RAREIZIE. NRTXE, ARFE—IEEEEMNEH. AIUER -span o REBZEER
&‘H.

MEBRTIREES I ETRSENRIE!
1. ERSRTEOD, #A:
Jopt/Citrix/ICAClient/wfica -span h
A& YaFnEE R RBRS FIRBHEET stdout 1, AFEE wfica.
2. BETXERTRFES,
3. EHQRTEAOF, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\I\]1\]

Hpw, x. yMzZ2ESE 1 PRBHETRES, EARENMEWH, BEE—MENETES; £ARME
w i X B, BEEMBKEA LAMNETANETRS, FAMEMEw. x. Yy 28, BEEKEE. T £ A
WS ERE.

BE:

EESNERBHEBRS 281, EX WFICA_OPTS T &, Hilt, FREEEXHF BEMT
SHOME/.bash_profile 5 SHOME/.profile), EHEFHRM—1TREX WFICA_OPTS £, fiin:

export WFICA_OPTS="-span a"
Ltk E2m Citrix Virtual Apps and Desktops 3%,

MR E B selfservice 5 storebrowse, EMBEBEINGHIE, UEFIMETEEBEN, BBEIUTHS
BRI :

killall AuthManagerDaemon ServiceRecord storebrowse

N RERF

TEIRRTEMNERRIER X UEAAMNARFHEHMSRE, BATFHRAZ Ul R FRERS, HE “REZ0AE" 1
RERAEANRED S, fli, Alt+Tab, BHSBhkiEDIRSS.
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fRRTTE: fER Ctrl+F2 B XHBEBAEINGE, EEER DOREIRIETO, &% 1757287 SICAROOT/con-
fig/module.ini #3& TransparentKeyPassthrough i€ &% No, X¥ZRREFBAEIE. B2, TOEBEEE
i27E All_regions.ini XX#FARFRINLLIZE RE = |CA XX,

/ilj s
A 5

£ Windows SIER 8 E R, EEATHEERERY KRR, wiclientini FERATRSBIEFIHASTE
EMEE. XRSHAMNAEFET. BRARSH-ZTARRATEER, BEBARSE-ZRIERNEEEM,

BRBABHNEIR

HRBARMERE, EHNRBSIRREREXM. Bk Firefox 1 Chrome 4, BIEERET i 5 28#TEE A 8E
ERIEABHNAR. EERHEITREZNE LNERLERREN, JERRFRTERT ICA X,

FFE N5

WMRFEARE Web % 288BEA, E7EIE1T setupwfc /i, & BIFIREE BROWSER, LUEEFTE N2 A
BEM B,

Firefox i

7z Firefox PEERERLAREFE, MRNEEEMLE, F=iXEA ICA i,

Firefox 719 ICA &t

7z Firefox PEAT ICA MR, KEMNARFRIEVMEREN. EXMERT, BEE2LEMA ICA &

FCETHIR

MRENEEFBRERER, JRSBIUTHER.

E_MISSING_INI_SECTION - I8 FieE X 2.7 BECEXHFH “.7 BN EK.
EEXAEFEREBHIRNES .

E_MISSING_INI_ENTRY - BIFERE (.7, .0 BOFUABERE “.7,
REXHEFEREHIRNES .

E_INI_VENDOR_RANGE - 3%iFFe X #:¢., BEEXHFH X RSB[EZETE “..° THo.
EREXHHH X RS[BEEHES BT, 1E5 Citrix B R
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wfclient.ini B2 &%

NRKEHGmE wiclient.ini, METEESHIINL TR,

E_CANNOT_WRITE_FILE - A5 N3¢,

RFEESUBEN LS, FINEHRZIE,

E_CANNOT_WRITE_FILE - &80 f: ...

BB E SRR i 5E,

E_PNAGENT_FILE_UNREADABLE - ;%i%EX Citrix Virtual Apps stff “...”: TiEXHFRE R-
— EE —

FoiRIREX Citrix Virtual Apps 2 ... IPRIEL,

TEdEd SEMEREIFRER, BZ& R Citrix Virtual Apps XHEFRATA, BEEEREREENAERF
RIFFLARIFT B2 ZERTIR, RAREMZRXIARIZER. MRZERDATE, BPRERKAERSRETNEME, U
KiZzERek R RIS AR Citrix Virtual Apps 32,

PAC X {4$81%
INREHBEERANEBNRE (PAC) XHEERERE, NaXEUTHIR.
RIBIMKM: BEhECE URL RIEH,

XL B RIEE ML E F 2 URL 288, BREEA http:// f https://, RZIFEMAR, B TR AEN
B9 URL KEHE I,

REBIOMELK: JPAC iz HTTP TEKM: EELK.
KEZDWAT FIRNB MM, MRE, BFEEMUHER, WRFE, TUXHRSE. HEER.
KB MEM: JPAC Iz HTTP THAK: ARSI,

ARSS 88 L ARTFIEFMIERAY PAC XX, 1B1EARS 28 LB ek PAC X, SEEMAECE YR,
R NKM: JPAC Bl HTTP TERNK,

T8 PAC XHBEZK N, EEMEEHER,

RIBINKM: BRECEMAENT,

PAC XtR=, E1ERRS 2 LR PAC X, & EMECE NS,

RERMEM: R JavaScript.

iR/l PAC AJITXXHF S pac.js XA, EFReE Citrix Workspace B 2R,
RIBI KM JavaScript iz,

PAC xR EETH JavaScript, iE1ERS R LIEE PAC XfF. BIESHERE,
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RIBLMKRM: RIEBRECEMALERAIER.
MBRS B IZFW BRI AR A Ef. IBTEARSS 23 LB EMMMAIRT, HEEMEEN K.

IEH
LIGFEAAE SAML BHRIEMWNARE (A AUTHV3 thil) B, BERUTHEIREE: “Unacceptable TLS
Certificate” (RAI#EZH TLS iEH).

LHIZERIEAT Linux B9 Citrix Workspace MA2F 1906 RESRAR S H IR, BxHEHBREEE, B2
HMIRACCE CTX260336,

1R StoreFront RSB BT ZIRESFAFERIIEBLENFRERER, HEELREREIEPUZIFSER AP, BT
LUTH 8, SARBRM StoreFront AR

1. MR —H S PEM A& RENER,
e
MEBHAZ] PEM BBIEF, E#EA openss| S2AEFE CRT MUAEREEEA. pem X,
2. LAFRE%H (BERroot) RERHE:
a) B— = xxrE$IE SICAROOT/keystore/intcerts,
b) UREHRHEHAF SMHETUTHS:
SICAROOT/util/ctx_rehash

MREIHEBMANMNA N EAZ AP IS EENRSSZIIBHTEMNIEIE, BHERUTHBHTIRE, ABRBHM
StoreFront MFEIE:

1. REY PEM & XB9IRIEF.

B NRRAEASNASES, EFER openssl SLAIEFE CRT SBNAEFHZRA. pem X,
2. URERHENAF % (BER root) HITUUTERE:

a) BizxtrEH17I SICAROOT/keystore/cacerts.
b) ETUTHS:
SICAROOT/util/ctx_rehash
Hith
EEn

SR e 2B EI LT el &R

KHAIRIE

INREAHEARS B R T ERET Citrix Workspace N BRFXHARIE, TJUER wiica BFERIIMRSSBELERE
BEr L ITHEHITIER.
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Zi@id syslog R RILER, EWEN 6 89 SyslogThreshold FIMBIEREX 489 [WFClient] #95, XiEBA
iR LOG_INFO XEEAEHE BEIERINEE. SyslogThreshold B9BAER 4 (FLOG_WARNING),

B, B wiica, HE B R XIITHEEIR, 1BI8E N 6 89 PrintLogThreshold #10%I [WFClient] #843. PrintLogTh-
reshold B92kiAEH 0 (FLOG_EMERG).

BXATRERNERER, BBHEEILSE, BXsyslog BBNFMEE, ESHE syslog iLE,

REXMHRE

wfclient.ini FHE N KB EBHMTE All_Regions.ini FEWNMER, XHE#ZILEAREEN. LI+, wiclient.ini X
%8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &5 &N & B &84 J17E canonicalization.ini EST RIS
B, ZIRBTHEEN. BXFMESR, 58 SICAROOT/config B R+ # All_Regions.ini #1 canonicalization.ini
X,

BRHHNAER

MREBTHRSTHONERGTHNNAREFBRREA, WS ZEOREMNBREFHER, ZNBEFATRERRK
(RRETHREENRATNAEFES), AXMERT, FRESSHEEMNARFIRINHE TiZHRTHO, HER
BEMEZHITIRONNAEFEEHRRERZE O,

ZRRRIERIE, FEERIERITRONNARER. XF UUCP #XN8iE, NAEFRHGEURSEREEE—ME
X, XLEHEXHENUBEIUR T ERINRERSA,

B Citrix Workspace B

R Citrix Workspace ARFRER, HETR “UARINARFRINXHHZXHEEIH” BHE. FRRERGEERRIE
a7 IR E T 2 ICAROOT snR ¥ Citrix Workspace ARFREZFRIAMUE, WHTEBEZTE. EFRILR
&, Citrix BWHRITU T REZ—:

+ % ICAROOT EXNREBR.

EMNEREEMREXT ICAROOT IFETE, ERHMEHERIERE Citrix Workspace AR, NRMNE
TZEIRES, WeseRERENX ICAROOT IMEEZE,

+ % Citrix Workspace AR EMREDBIAMULE, BXRE Citrix Workspace L ARZFH#AREE, &
BRAZENLE,

MRS Citrix Workspace M BEEFREIIINIE , BEEHLEFIMR /opt/Citrix/ICACLient
5 SHOME/ICAClient/platform B®.

Citrix CryptoKit (L(gi#ry SSLSDK)

EERMEIEEIEITH Citrix CryptoKit (LLFi#r% SSLSDK) =% OpenSSL BIhRA S, AILAERALTHS:
strings libctxssl.so | grep "Citrix SSLSDK"
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® a7 AuthManagerDaemon = PrimaryAuthManager EizfTitb&<

BERES

NREO SRR EAERNBAESRMBANINGE, EHRASTRETEIER, 5120, KDE EOEELEEEM Ctrl+Shift+F1
2 Ctrl+Shift+F4 pigAa7ERME 13 3 16 ZiaE)ifk. WRBFILR, BRHUATHRRSR:

o B FAERIRIENIE— A AR A S EIRS RIRBAS, fIW, EEEEXT, BiAK Ctri+Shift+F1 prgd
FRRSSRINRAS Alt+Fl, RN EHNREATARMBAS, EEH SHOME/.ICAClient/wfclient.ini
8 [WFClient] S92 FHUTRE: RESBARMEAES Alt+Ctrl+F1 BRETE Alt+F1:

- 3 Hotkey1Shift=Ctrl+Shift 25 Hotkey1Shift=Alt+Ctrl,

s BELFNEZEEARKAERASCEHELARIRS R/, XERASTEAMLE, BEREBEZERR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, & TransparentKeyPassthrough i& &5 Re-
mote,

- ENMRBEREOEESS, FEAELERRINREAS,

infE Croatian &&

LTI 2 A #RE ASCH FREMAIXETIAES Croatian BE#HRFRTEEMI.

1. 7EAERERE XA WFClient #8539, 3 UseEUKSforASCII & &7 True,
2. ¥ UseEUKS i&&H 2,

Higgs
BEEWRIEEENER, 5F8H wiclient.ini EEX4HMIUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 g

EAECEY ABNT2 RERER, EEH wiclient.ini REXXHHHLUTERE:

KeyboardLayout=Brazilian (ABNT2)

R

SNR AR FRRLERRIRINERIZIT, EM SICAROOT/config/module.ini BFIRPEFRBABE RS 23550

Windows Media Player

Citrix Workspace R Bf2F A #Ei&H GStreamer #ff, TALBIERIER,. XBESSBURSS[EREMIER.
ENEAMEEANGEGHRERNEHLEFE—MES., XBESWENE, HE2SBRSHR LET— I HIRWIEE,
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& Windows Media Player 7EB R #IBEAE, ARIEFPRIRBERZXEBERERBMI), EAEIUH Citrix
Workspace RA#EFIES, FAlt, REB[BIEREMEAHSMEERES,

FELOHBIERT, RE#HEIRTSE Windows Media Player iZfifi#sn, BRFR EONREIEHES, HEXE
IEMIEI o

BB R R RILERINEE, HEBREFROZIBREBRERY, BHRITUTIRE:

1. GBS EC B %D “SpeedScreenMMAVerbose=0n” #N%E SHome/.ICAClient/wfclient.ini (Z4) &
[WFClient] &84,

2. BEYEMLIRENBBIRSEN B wlica.
3. BHRSEHIUILHE IR,

4, B (EEREERHET) SREEHREXEMN MIME 28, iZ2RNSBFETRERHN MIME 28 (40
“video/x-h264..”) .

5. #4848 SICAROOT/config/MediaStreamingConfig.tbl, 8 &iZRH MIME & K17, % “” 5 MIME
KEZEHA “77, XEBEAREI.

6. W3 RILFRBERNEMEFRREE (£R) $B2-5,

7. ¥e2U/Em MediaStreamingConfig.tbl £ &% R% 7 HREIN—4A GStreamer i&HHIE AT BN,

AR

R TEIRG) MIME 268 f5%%E GStreamer 3G #4177,

BRITHORE

BRE—1HTHO, B%E SICAROOT/config/module.ini BEBEXXHHRMUTEE:
LastComPortNum=1

ComPortl=device

BREM I HZNHETEHO, 3B SICAROOT/config/module.ini BBEX#HRINUTRE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

EiR
mFETFIH T EER Citrix Workspace M BRI A gE MMV E s WIS IRHE B
HIsEIR, HiRE9 11 (E_MISSING_INI_SECTION), 5&i@iEXxty, ETRH,

Ma<17iE1T Citrix Workspace AEFRY, ILHEBERBRETE appsrv.ini XA EISHSITHIEENGA.
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E_BAD_OPTION - £17 “...” X

W LT RS,

E_BAD_ARG - &I “...° EEXMEI: .o

JE .. BE T BB,

E_INI_KEY_SYNTAX - Z4A “..” (B & XM .. F) T
EREXAHH X RSHBEIHESERF. HelE— M EEX .
E_INI_KEY_SYNTAX - & “..”(TEE & “...” #) XX
EEXAHH X RS[EEFES ST, FEIR— I EREX .
E_SERVER_NAMELOOKUP_FAILURE - &% 5IRS 8 <.
ToERRTAR S5 28 R 7Fo

TEBN—DHSZ I oo BEIEEAHEHHPASARDEH EH,
RERTHFTHEERPMSENRAT. WREAMAR, BEFUERE, HFERERIEERHESRE
IRSZEERC . BEIMERHER. UTXHRAIBEERBIE v
ENERAERRTIEIRE BRI

PHIER
nR7EREA Citrix Workspace M ARRFHBRIRM, FJERERRAZENRIIRMZIER, HESTEBILENE
HIZHrIE R H R A BRI & IR,
JREXS Citrix Workspace MARRRFEXNIZHER
1. EREBRH, BAutil/lurdump, BIEERIELFHFRESH UK (MNEFEE) HIVEMETHITIR(E,

IR ER— B FRISUE RN, HPaER4aEAES. Citrix Workspace AEFHEREXHR
BUKRERFEENE,

2. BaxXfrkiEss Citrix AL ZA], BREXHFHESEENEER.

5 FIRAIERHITHREHR

RAEUEREEROEREDNEE, KR — M EEERNEFNRHTIR, B3ZIR, BRAMEERAL
IR E RIS A RN EEH TR E IS H AR M IR, EEEPOHR, BRAUEBS U TR EAERER:

o XA ARERF.

o EESRIE P BRBERIIEHXATMITANNAERF.

o NRIEFEARIE EPBREFRXATEITANNBEFOER THA SRS [OEEERE (FIFRSSHEE
ATERTF R XAV AER) o

o ERERGRIITHRE.
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SDK #1 API

July 6,2020

Citrix E#i@iE SDK

Citrix EBLBERHF AL TAE (SDK) AER ICA thiXWEMEINBERERES RS8N BIEFNE P IR Rz
X, IRSESHEMEENAREFMT Citrix Virtual Apps and Desktops fRZ8s £, MNRENHMEFIHFAR
B EilIRshigrR, EBA Citrix AL,

REiNiEE SDK 12 f:

« 7£ Citrix fg5528 AP| SDK (WFAPI SDK) Fh 5 @B INAEL & A LUOIEIT EEBE:ER Citrix EIMIRENIZF
R 2R 41210 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 E3X3E
EXFFENT RS EINBERNERE,

o ARERFERANS N EIEERHIEFHBRURAE,

» @@ SDK FZ WFAPI SDK 7 8BRS BB iIAR S5 28 1.

BXFAER, BBREEERT Linux & Citrix Workspace W BI2RFH Citrix fE2ihiEiE SDK,

LT3

BEXHBLITSENSHNESR, BSHE EAT Linux 8 Citrix Workspace M BiEF&H$E %,

Fafiit SDK

EREEERT Linux B Citrix Workspace R AERFH HDX SoC MBM—&84, Bi1BET “Fafitk SDK” B
FRMAGAFMIMNNLBREMRE. EREE. SHELENESRS.

FRARALUERTFAMK SDK RIZEE T Linux B9IRERNMEE, HERBATFRARREAT Linux 89 Citrix
Workspace A28 ICA 51244 (wfica) SIRIEMHT B, WERAVEHFIE wlica ShSIMEMRIHZRE, XLEiEH
BILUEE B A LA ThREREEBNE ML Linux 1 & RY1%RE:

o RN AFAEHSIEERGRH JPEG 1 H.264 $UBHIINRAFRD
o EHATLAIERGNRENSE

o BEIIERISIEEGRRER SHIRES MR

o AFRXHE X11 iRER AR RRMER HEM AR RANRS

BAXER, B8R ERT Linux 89 Citrix Workspace A2 - F& 11 SDKo
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https://developer-docs.citrix.com/projects/workspace-app-for-linux-virtual-channel-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-linux-command-reference/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-linux-platform-optimization-sdk/en/latest/
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