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KFRITHR
Itk Citrix Virtual Apps and Desktops £17hrE83E# ki a<# Windows Virtual Delivery Agent (VDA) AR %N
MRASEYIZIO AR, ST

o REFARMR: EALIRAD ISO REFARZLOANT VDA, RENFALEIRMRA R VFEERRHIhEE.

o EMBIERPREHFAL VDA: NMRESEHE, BHREEFARZOAN, MANEIRE (HARE) WY
VDA RERZ M &#E HDX That. MRBAEIFEFIFIEFRNIALEIRINEE, AR VDA ZFEER.

¥ VDA ARZItEhRA (MhRZs 7.9 RESAE) &, FEEEMTENERNIERS. 7.9 (HESKE) E
RRERMIANINEERF, HWUREER. BEXFRES, BSR VDA IRAFINEER T,

BXREMALRA:

o MREBWEIUER, FIRBLEAECERRIRFH#TTIRE.
o MREBALUR, BBRALINE,

Citrix Virtual Apps and Desktops 7 2311
HDX Direct (Fi%iiR)

BT FRILIRINAE, WRAILUHITEIEEE, HDX Direct MEATFRZBHIMNIE R HIEESSIEFNEIZTENERE
Ei%, BXIFMER, 181 HDX Direct,

XEFR T SIESECE A EARXE

fEFILIGERTNAE, EIMER UIBEESLRIEPXE name-va lue WETHEMMIIEERS. BXEAiESR, &
SRR TSRS ECE B EEXE,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/upgrade-migrate/upgrade.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/hdx-transport/hdx-direct.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/monitor/configuration-logging.html#associate-metadata-with-configuration-logs
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EAFa#Eg Citrix Secure Private Access

BT AAY Citrix Secure Private Access B EH Citrix Virtual Apps and Desktops 2311 kAR —Ep453 ER
£7h. Secure Private Access Asitifig R A REIETERS EBITH G AP R@, HILS5 Secure Private Access
RS M. BXFMEE, E2H Citrix Secure Private Access for on-premises -General Availability (&
F7hay Citrix Secure Private Access -IERVE ) o

Citrix Hypervisor E¥ &5 XenServer

RIERIRMN RSB, 1125 Citrix Hypervisor fFiE 2 5IE A XenServer,

Z#%7 Citrix Virtual Apps and Desktops 3t fific 7 Oracle =&t & (OCI) A9 EMN

MR LR BAHAMERFAIZ,, MAETLE Citrix Virtual Apps and Desktops ssEfti@id OCI FREZHIE o
Btk sEIhEE, BRI LA Citrix EARATERSMIFEXLE VM, 5EE, EINARRET OCI ME T ENMR M
Machine Creation Services (MCS) g Citrix Provisioning &%,

M Azure iz17 Citrix Virtual Apps and Desktops =&

SIER LM Azure FizT Citrix Virtual Apps and Desktops #=$ISFEm &4, 30 Delivery Controller.
Studio %,

BT Windows =&MW AEFEREXH Citrix Virtual Apps and Desktops 2209 & F F AR EABT
# PowerShell fijz=

ERRZs 2209 HrE 2 Citrix Virtual Apps and Desktops & &2 &# /5, Windows = & 7E Itk ik 25 2 51 28 & #9
MARFMBRABMMEENNER PC £EEN,. LEXMERFHERARIAEGNEENNERERF. MRS
¥ E R E R E Windows [ FA 12 89 B iA B 4%, 165 A Remote PowerShell SDK iz17 LA TR ZA: Get-
BrokerApplication -IconUid 1 | Set-BrokerApplication -IconUid 0,

1853 7 RSB/ IRRER, UEHENE URL EEM

WIE, ERILEAMRSS RIRRBERREENE URL EE M.

BEXFAER, BERANEATEERARKILZE,
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-whats-new#citrix-secure-private%5B%E2%80%A6%5D--general-availability
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
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Virtual Delivery Agent (VDA) 2311
VDA Z#&2FHIEaINEE

£ VDAServerSetup_xxxx.exe.VDAWorkstationSetup_xxxx.exefVDAWorkstationCoreSetup
.exe REEFHSINT LATIERThAEE:

o B /enable_hdx_tls_dtls# /websockettoken
o EHRRREI: Citrix App Protection 4A#. Citrix HyperV Filter Driver # Citrix Personalization for
App-V - VDA 4

BEXFAER, BBRATRE VDA HIs<1TiE,

EpevaElEES

BRI BiEHThEE, HDX AR UL EINEREBMRIHFE, ULRER FPS RgE. AXIFAER, BS
I B &N R,

FiF#E% AMD Radeon PRO V620 19 NGads Azure SKU

IMEL 58 # AMD Radeon PRO V620 #9 NGads Azure SKU, @i ttThae, EIER T E LR, AILIE Azure
L% GPU mniEsy SKU.

%1% AOMedia Video 1 (AV1) 453

AV1 SRR ARRS SR INTE T FF LU T EIRAER

o SN EBHEUAIXE
o HWBIRE

SHEUT GPU:

« E7F NVIDIA Ada Lovelace 89 GPU
« Intel ARC 5 Intel Data Center GPU Flex &%/ GPU

5 H.264 1 H.265 #8tt, ERAHMAYAVL {5A%R#DEE, EIEA LA SMMNEGESE. BEHENEGRRENERRN
HRERAE. AXIFAER, BB AVL

SPFETNERBEBER

WERBBELHTTHIRNER G, UHREENIHESERNIIERERE,
BXFAER, BEREREEEDL,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-core/install-command#command-line-options-for-installing-a-vda
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/graphics/adaptive-refresh-rate.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/graphics/thinwire#hdx-3d-pro
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/graphics/edt-loss-tolerant-mode.html
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BINERBBERER

N ERBRBERELIEER Citrix Virtual Apps and Desktops 2311 fRABI—E D IER . BE, i@
ig EDT (Enlightened Data Transport) EABRIMNEHEM. YA BEERMMIBEERTIYRENMEIHTT
EEIZAT, LEThREDH T LR RS AR MXRMN AP AR, BRALIhEERE, Citrix Virtual Apps and Desktops ##) “Bi&
RfE” R “EDT BRESE" MHCRREE L BN MEARE, Jttlb‘éégﬁlkkﬂz**}mﬁf\, FHETLUBSRE MR
REA. BXREAER, BEBRSFHEY EDT ELAABEXIMUEHE Mo

BFtlEashiricH) PowerShell 54 (FitahR)

fﬂEjJ‘ltthJﬁb, 13%);7_71')\@% POWQrShell R4 EE}J@UL*T]‘EO ﬁ;&ﬁémﬂz s 15%[% Qﬁﬁﬁ?ﬁo

ZXAfEA Rendezvous V2 iy

ZHAE R T, Rendezvous 444 FE2 RIS, B Rendezvous /5, EERANMER V2 MIE V1. BXEFMER, FS
%A E Rendezvous kR4S,

BATENRRSS 2855 TLS 1.3

BATENRSH|MERSF TLS 1.3, SR TBAHRR2SE, SENRFIEIRRERENS. SBREFIRE. EFR TLS
WhRZA D EHLHIFo

BXFAER, BBIRNERITHNRS S ENERER LM (TLS).

A EINBEAWTIR BERMTHNEERD, AFERERSIEREFFRGHAR, UAEBERERNEGHE.
BXREMER, BEAEINBERITIIRASIERIERINEE,

R 1P F IR E]

Windows Server 2019 #1 Windows Server 2022 EX#FEIA P FIEIMIFRE, BXFAEE, BSREM P A0
EINIREL,

PowerShell 53¢ 2 1Fx bR EMFERTAES FERAEREENSRE VDA

WaT, BEERMENEEFSCHREAFRRMRMGE (B MCS 5 Citrix Provisioning 8li2) FrERERSE VDA,
MRAFTNRLHETT ReuseMachinesWithoutShutdownInOutage PowerShell &4, BE, &A
LB EENIRER A BEFHR AN ReuseMachinesWithoutShutdownInOutage MERIAE. BEX
FHER, BEANAREFTRE,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio#support-for-audio-over-loss-tolerant-mode
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/tags#auto-tags-preview
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/hdx-registry-settings.html#configure-rendezvous-version
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/tls/tls-ups
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/virtual-channel-allow-list-policy-settings.html#virtual-channel-allow-list-logging-enhancements.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/virtual-ip-virtual-loopback.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/virtual-ip-virtual-loopback.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/local-host-cache#application-and-desktop-support

Citrix Virtual Apps and Desktops 7 2311

iR Em %% (Media Foundation Transforms, MFT) 2% Windows ESEAIE FMRERETEEH
WiE, EaLGER MFT 1ER7 Windows B S mAE#HTMERENEEANER, Bt MFT, BEFHEMEET
BEMNEE,

BXEMER, ESR Microsoft sctl,

w8 BT Internet 71 URL i3 EA9 2 VDA IF1E  (Fsihk)

WE, YEMERT Internet E#EM Web FRxay 12, BJLUER VDA Upgrade Service &7 VDA, 7EHREEHE
BENRERATFEIMRPEENNE. EXEARER, BEHAZE VDA, B, BERAFTEAREPIIANBREN
URL %1z&,

EDT 1Z32AYHHEEH

EDT HZ|ITRIB AE EH, M7 EEREIEIMBREINERAIEEE

USB Z#iTR

VDA EM&<$17ITE, ®#EE) Citrix BEERREIZIMAREFis LB USB IREETE MR, IthSTAT BURERR
REZE PR EEEMN USBIRETA7E ICA RIEREEAE XNRENEMENEEEE, BXFHAEE, 1581@ USB
ZE TR

SEMCI Y VDA HHEALELEZE Sin Bin
7T BGH VDA ERAR, EEFCEMR KNI ENEEFZ 7 Sin Bin HIREETR, AE=2%, MRITENE Sin
Bin /1, Citrix Virtual Apps and Desktops $§1E4E5E AR,

AR

NFUTHIR, HENBEEREIEBE Sin Bin:

« DALWorkerFunctionalLevelTooLowForCatalogException

« DALWorkerFunctionalLevelTooLowForDesktopGroupException
+ DALSingleMultiSessionMismatchException

+ DALWorkerPoweredOffDuringRegistrationException

FEEXIFNHZEE VDA LA App-V. MSIX 71 MSIX RN @R AEF

W, BUEREXENHZRE VDA LiaRTaNNARER, B App-V. MSIX I MSIX SZAMM. LthiE5RIN6E
ARERITENNAEFELEERNENTA, IEETEMREMEHITENNARER, HBIEEEREARE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://learn.microsoft.com/zh-cn/windows/win32/medfound/media-foundation-transforms
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-vdas.html#step-6-install-additional-components
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements.html#vda-upgrade-requirement
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/devices/usb-diagnostics-tool.md
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/devices/usb-diagnostics-tool.md
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WRENNAEFREELNELNAEL. BXFAER, BERATERENHERE VDA EEHITEHNERER.

k& Studio

ERR2HIARE

e ERRE2INEEUNIANGE, MRERATREHINEE, N7 VDA REHE, HEISENNARBZEILUT
=AU

« BEXIKERARSMAR
o REMIMKBERIMTRHE
o FNREBRERRR

BN, BARBERRSRREMANREES. AXFAER, BERERLE,

LUt BEX

IHEILERTHBE BT R 7 A8 Web Studio #6148, ATFEHERS. WE, BEUBMMERER— Web Studio
PSR, MNIEEHRET SESXBHHE. TERERS%— Web Studio MRH:

o FUWER - MR Z BRI (4R A0,
¢ PR AXFEE - BREERHIAN, FRNAENIEREIEFRES.

BXFAGER, FERAREAZ IR EE,

SPBEXMNALRNEEAHTESE

IR AT EERMAREFEENHTE S E. £ALIIE, ET—aitBIITARRZA, S8ITEIHBREE
RAOBER—H. EARAREMRESESSHENNFAER, AELABTHHERSE. AN ERITENNAR
TRIRIERME T ERNRIEM,

AR RNAEENRBREERFINRENOHTESE, WAIUEEESUKFARTETEZEFITIER, MBS
IERRABIRE. BXRIFAES, BSRAHTE,

XFETIHENBR

W, BEFILAEE VM BIRTel2 it BB R, EALLIIEE, ERILE VM NElZ#REFiR VT2 ST VM
BTG, MMELIZERNRBEANTEE. BEXFAESR, BEAETEINER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/applications-manage/app-packages.html#publish-packaged-applications-on-single-session-or-shared-desktop-vdas
https://stage-docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/policies-create#policy-settings
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-core/multisite-mgmt
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create#step-2-load-balancing
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/machine-catalogs-create#machines
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SFFE I IRBIMLE

£ Web Studio #, EIERUERS ENERXBIRRIME, MRFZREEERR, W HEEBUEMNES ZRHX
Bo AXIFAESR, BBRRENS,

PowerShell BEi2®

7£ Web Studio 1, MIEAUEESEN B EREF REIREENA PowerShell 654, ILIHAERTEEBNERN T #RIEK
B PowerShell &5 LUHt¥ 3], B&EE PowerShell B, #F#ZBEICE > PowerShell, XS, 55
FEE HEIER,

MCS FER BB R

2 MANIZRY Azure 3R, fEBNILTHEE, EIMTERILUEN Azure BREFMAIIIRIR, MMEMSHNFREE, HEM
YFERRE, ERILUHE—D#ITIRE, MMRSEFRUNERMZ. BXFEAER, BERAQINEZE TN Azure
5o

AWS 71 GCP VM Z#Ht+ENEEXH. FH MCS fiEc AWS 5% GCP VM B, EIMER LLUEEIE VM fERTENED
BXH, ik VM @EFmE VM B9 E,

o XF GCP VM, #&EpIKESEHMENEE ID. BN FHEEEMXKIE,

o X¥F AWS VM, HEMISERMEETS:
- SIZERIREFR: HENMRE. BN BREEE. 2248 NICHE
- BREBEIER: HENAS. HENARNNReH,
BXFAER, BFERLIEITEE R,

TEHFHEM Azure iTENEMY. WTE, EEIE Machine Creation Services (MCS) Fif2sy Azure i+ EH B RA,
AIUEHRUTESISE:

o TFfERE

- TREMA

« Azure Compute Gallery i&&

« BI5REF (WBC) 188, FIINHMREEAN. NEEEXINIBRATHAEMERE

EMEHPREMLER, Web Studio #=BhiRFIHEXIEE, HRHENFAFRRTHES, BREEMEFEXRE.
LEThEERT R XY KEGIR BT —BEVE LR, MMPLEHIBENEERR. AXFAES, BSHREER.

XFEERITENREEXAHERSM Azure IHENEML. XF MCS FiEH Azure iTBHBER, SR LUBISITHEN
EREXHETREE NEHRE, HPaE:

o HHENHIE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20
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o THFEWNIAID
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BEBRIBHT BN EEX PR ENMERBEHTETENAN GET Azure VM), 7 Azure it B B REIZHEED
EPEFERT ENMNEENEEXHE, BIXERFILINENITENA .

MMATES Azure AD Hit+E# B R XIFIFH T HIZESE, Web Studio MEHIHIMATIES Azure AD MitEN B R
MAPIEREHAERE— N AHES, HEEEESHERREIEBIHMSHIRS RN, BEEEFMAEEM
BINAIRE, BRITENBERT R, EtENE R, AR EHEHRRIENE,

WRM Citrix s 3URE MR VM 2R, B TFEHNERBEFELLRMSHE R VM BERKKE, EMED]
BOSEIM Citrix st 8EER R VM 2%, EEN LM VM REFRT, BXFAER, BSENIGE R,

BFERRERHERSE VM MRAREN R MED, T, 7£ Azure LEshIE VM BRELLBRhHE VM IR, Flit

BREBNGE VM 2—MEBREE. BTRENX—TX, RITEERREAHRSE VM MRRESHRERSE AR5

B MER A H A— 1L Retain VM and system disk during power cycles (FE8RERSHFEERE VM M
REHE), XEME, YEERIIETLLES RS AFHERSERE VM EFREHEER, 8 VM t2KERg

GEESE i

FERBRIGIE, AT HMRERIGIE, AL, MREFELTHORIRIGE, BARBHENTRUARTESSERKEHE
ER. INREEA Web Studio MM EIRSmIESERE, Citrix BIVEFERSMMRAN SDK MIEEET, AXI¥H
=8, BB CTX6766860

P&, 7£ Web Studio > £, EMETUERAFEREFERASE—RE, URLETAGNIFN. AE, &AL
NERESEREREMNRHH, WEREENEEREBEENBIEBXALMTENNER, BXFMES, B8
RIS S,

BRAERIEIRE. AT HERF RS RIEERENNE, AN RET RS T LU
o SIRERESMI QB EMRIRIERI A Rmigit:

- RESRENATRAXMGRME, EEFRENE L, MERERLNETENRANMAES, EFER
RE,

- BREREIRE, RAFREERERABEREFIZHER,
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AERREREZAFNT —MEERE, EERBERTRETRPERHE.,

Before

After

Create Policy

@ soctsotinss
@ nssnrotirTo
@ summay

Select Settings

1

> Accelerate foldar mirrori
Computer setting-Profile Management File
system\Synchvonization
Not Configured (Default:Disabled)

(Al Versions)

Setings 0 selected

> Active Diectory action
CompuersettingProls MaragemenLog stings Select
Not Configured (Defaut: Disable

> e wit back

vfie anagemen Bsic stings Select

g
NotGoniured Gefat Dsbid

> Active wrte back on session lock and disconnection

Computar seting- Prfls Managemen Bt stings oo
it Disabled)
>
Management\Basic settings Select
Disabled)
> Adaptive audio
User Select

d Default: Allowed)

ing frequency interval
ing.-Connector fo Configuration Manager 2012 Select
Default: 01.00:00

> Advance warring message box body text
Computer setting-Connactor for Configuration Manager 2012
Not Configured (Default: TIMESTAMP Please save your work. T

> Advance warring message box fitle

o YRIEERBRIR(ERYRT A A SREIRIT:

- SMRBEEFNEFIIR. WE, FIRPISINEHETEHIIALES
SNBSS BEPFRETE.

A LUREXS I B Fr BB, MEE
faifko
- SMIMBEEMI AR RFIEEREIR,

Before

Create Policy

@ soctsotings
@ nesnrotiyTo
@ surmary

Select Settings

Connectorfor Configuration Manager 2012

>1cA
Load Management

> Profile Management

User Perconalization Layer

> VDA Data Collection

 Virtual Delivery Agent Settings
Virtual 1P

Workspace Environment Management

Settings 4
> @ Accelerate folder mirroring

T3 > © Active Directory actions

@ > A Adeotive audio

Setings:1 selected

back on session lock and d

write back registry

g6 box body text

o title

> A Allow applicstons to se the physical
> A Allow Bidrectonsl Content Rerection
> A Allow exsting USE devices tobe auto

> © Allow local app access

> R Allow newly rrived USB devices to be
> A Allow sisualy losslsss compression

> A Allowed URLs to

> A Allowsd URLs to

> @ Atways cache

> @ Always cache size ome

> © App access control

Edit Policy
I

@ selctsotings
@ s
@ summary

Select Settings

&npolcyTo [ versons AllSetings Searcn

Settings 10 selected

View selected only

© > Accslerate fader mirroring
Comouerse e Management File

Edt Unselect
stem zation
D et e

> Active Directory actions
Computer setting-Profile Management\Log settings Select
Not Configured (Defaut. Disabled)
> Active wite back
omputer setting-Profile Management\Basic settings Select
Not Configured (Defaul: Disabled)

> Active wite back on session lock and disconnection
Computer setting-Profile Management Basic ssttngs
Not Configured (Defauit. Disabled)

> Active write back registry
Computer setting-Profile Management|Basic ssttings Sl
Not Configured (Dafalt Disabled) o

> Adsptive audio
User settng.-ICA\Audio

Select
Not Configured (Default: Allowed)

> Adancewarnngfrsuency nal
Computer setting-Connector for Configuration Manager 2012 Select

Not Contigurd (baut 010000

> Advance warning message box body text
Computer setting-Connector for Configuration Manager 2012 Select
Not Configured (Dafault: (TIMESTAMP} Pleasa save your work. T.

> Advance warning message bo title

After

XL

—MREFEE. ERXH:
IR RIS EIEE NS

1+ )
Lyl

Assign Policy To

Select Settings

Nama and Description

Edit Policy

Select Settings
View by ctogory

All Settings

Connector for Configuration Manager 2012

»1cA
Load Management
> Profie Management
User Personalization Layer
> VDA Data Colletion

> Virtual Delivery Agent Settings

Virtual IP

Workspace Environment Management

[« &)

)

Settings 4
O > @ Accslerate folder miroring
() > @ Active Directory actions

[ > © Active wite back

0se

([ > @ Active wite back registry
(0 > A Adaptive audio

(O > D Advance warning freauency intervl

ck on session lock and .

(O > @ Advance warning message box body text

[0 > O Advancs warning massage box title

i O > @ Advance warning time period

") > A Allow aplications touse the physical

([ > R Allow Bidirectional Content Redirection

() > A Allow existing USB devices 1o b auto

(O > @ Allowlocal app access

(] > A Allow newy arived USB devices tobe

(O > A Allow visually lossless compression.

(O > A Allowed URLS to be redirected to Client

[ > © Appaccess control

() > A AppDatalRoaming) path

JRLs to be redirected to VDA

Current Value

Disabled

Disabled
Disabled
Disabled
Disabled

o JECHAEMAERBIIM AR EMARTIERF, LN

B2 [/RIEERIRAYIS B T1E LAY VDA IR 1 BL B RIS B,

s FREIRE. EREATHE VDA REBFEIRE.
=

s REAIRE,

o (NRIBRIZE. EEE

ERET HA1 VDA lAERIGE,
AFEFA VDA ARG E,

TERTLUE

EMETLUERTRTE

R REEHE R BIFR T (1 B SR EBURBRAIRL TR0

A PEIRE:!
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1ESRAVIEERINAE

AR RINEESIT 70, BN T ILIRSRMIRE, MMAEREEFHAF AL, g Iheer HaER:

o BREREFRTIES: WE, GAUERTERXETEMNFERENTIESREE, MEFTEIMEEELIESEE.

« AND/OR ZEFEH: iR @ERPIERM T £IHCE (AND ZHEFT) MERLTE (ORZER) &H, RFE
B IE R EAREN AT AR

o BUTIRERE: EMETUEETSERERFEES MM,

o REEREE: SIRREEEECHEF, BT REVREE, EEMERAREMER,

o RIEARIT ISR RATISRGE, SIER UERAMS RESRN—ME ISR,

BN X LEILRINEEY REEMT R, G ENBER. XA, EARFANNARER.
BXHMER, EBEE Studio PEMAEE,

TR NRNBIEEF

BN RETRSINT HIEER.
EHEsRThEEIR & TR MAE, TEYIH T HHWEBESIAEA:

s BARFRREREREETHRRER,
o EEINEMARMERTNRERENINER.

MpET “Azure EE" %R

& Microsoft Cloud Deutschland 32021 & 10 B 29 B*i, BITMEVEZCIZTTEDMEET “Azure EE”
WEI,

#5#FA Web Studio tl# Citrix Provisioning B

B4 Citrix Provisioning B®, E&71EH Citrix Virtual Apps and Desktops 2@ SF. EBILkIHEE, EIE
a[LUfEA Web Studio #1 PowerShell g% Citrix Provisioning B,
SRR AERME T LIRS

« FFEE MCS A0 Citrix Provisioning BRME—%—=5I48,
« A Citrix Provisioning B RIZEHINEE, BIMNSHERMBRSR. REWRS.

B, tIhRe(UERT Azure TS, BXFMER, ES1A7E Citrix Studio FelE Citrix Provisioning B .
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Citrix Director
BRRmESEIhEE

Citrix Director R REREMA—H, BEHNIIN. SEBANLTAF RERMHE T BERMNNSMAERRALIE
RTAR. NHEMNERIEEEN, STEEMEREI Citrix 2IF AR E#HITHIEHPRFT R EIE,

BRI RIEMREINRIE

Citrix Director M HHEM R Session Recording lRERHINERHIAFP RIEMENAF RIE, EAIUIRET
BAFPEERTBINSIEEXNR, (EBIILTIAE, ZR]LAREEY7E Director £ & RIFRIREIN G LUK 5 21EHE
XHIENR. EREBTEERFIGH LIS MHREIEIR XEGER. BIHRT B2 Session Recording Server #
BRI HEIHATFEERFINGNE=SNAEFNER,

HEIhRERIERINT -

« VDA #0 Session Recording Server BhZs3 2308 SXE= R ZS,
« Delivery Controller #1 Director #9krzZ< 2311 HE=HRZS,

Director BRI HFEEPREMETR, HERIEEZRF[EXFHITET. Sessions with recordings (85 R
XHHRIE) EREREEE 24 /\WHEE 2 KNAFEHRENRIFREIXH. A Citrix Session Recording
BRARSS BTEINAT R LIBMRHIX o

BXFAER, FEARGTI=E

IHEIRM AR = R E

IHE IR AR R AR EI 2158 Citrix Director HMEIEHIG TEREN T — PR, AR FMAER > 21E146E > 2iEh
FHERD 1R T &R HDX SIEMIREIHMELR R MENEMNERT. SEPREEMTTHRIIEREP I RNAGRE
TOEIE. A ZBBVEEHELURTE VDA LA RN AERF. SIERIMEBITEIERR, URIRAATRESHRIERERMAYEF

TEEX o

5, HRIERTFERRSHN, ERERFIEN ICAERM ICARTT NEE, BXFAEER, BESH “InElinMaEix
= fE,

RIERBOWE

WEMBATEE Citrix Director WREREDHECEHN 1440 x 1024, B=x Director RLEERIFMESR, 15
BERRER,
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MS Teams {1k

Director & 27/~ Microsoft Teams EF& ik, AIMEAF FAEERNE > RIFFAEEERTES, ER
BERATF VDA 7 2311 RES RS, X% Microsoft Teams (FEAB A GHN BIEITHEEB RGN EETIEITH,
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HBREY 2 RFRE X BIEN. BXEFAER, BB AP R THIEHRR.

BRNBLARIERThRE

“Blfetr M CBRNKMME” NRBEREIERN > HATTEPHE, “RER ERTIANETT. KWEEiT. B
TRBITHRIIBEITR . MEMERNERRTETOMASHRELENMNER. HESHTRENRNER
1THREHR. BXIFAGER, BERANAREFNEERI—X,.

BT “RIEBRIFSEET E

BRFAEBITETHMRIEERETRIER T BRI EM RN FNRTERAETTENERMBNES
B s, TR TIENNEREYIREA, UK “GPO MIEEXMHFAER" FMBRNEBLERMARND . AL
B TERNMBEMFERSERIBIEREREXNEZ. BXEARER, BERZHER SR,

Eb/u\ﬁiﬁi“%u

WE, EAILERRBFEAEERETH Session Recording BRI LRIHERIE, MEFTEHMEILRIE. LI
REATLIE IR, EERMARAAF EIRMNSSIEERE XNEE, XN FRAEUERNERIEEER.

BXBRIERBIEMESR, 1E20H Session Recording AR55—3

Machine Ceation Srvices (MCS)
IIIv &IjJ

SHEEERIRINEERN VM FA%AR) . £ Azure KB, Ea]LUEAZFRERA Web Studio #1 PowerShell &548!
B MCSiHENBR. FRILtIEE, BUUESIETH—EEGEERE VM, REERAFPBEAERNEIEES VM B4k
H'J;lkll_,\o ﬁ;&ﬁéﬂ”nu: 'lﬁ’%”ﬂﬁuLEﬁﬁ(EEIﬂﬁEE"] VM (]V"ﬁ"'_ﬁﬁ) o

% #% Citrix 21 HPE Moonshot i (Fi%ihR) . LLET, &fEA Hewlett Packard Enterprise (HPE) 43P#y
HPE %128 Moonshot ¢ (HPE Moonshot Machine Manager) # HPE Moonshot #l38_E#iTE RS IRZ1E,
ZIEHETIRAR AP, X MCS Bht&HMmMB TEEM, BRALThEERE, 5IAT Citrix B8 HPE Moonshot
(HPE Moonshot), fERIkiEM, & LLER Web Studio #1 PowerShell &4 6125 HPE Moonshot #l5#9E
#. AIZERURNERPHITENSHTERER, §XFMEE, B8R

o HPE Moonshot EiXkIFtE (FSAR)
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o %I HPE Moonshot EE (GaskR)
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SR MITENEREXHRERE VM, ERALIIEE, EaLUSTEHENEEXAPIEEN NIC MEE (B
8. BEREFHENRERAGHE) ERRCEHRE MCS HHEN B RPHEIEN VM, saTUEEEITENEEXH
R (AWS EC2 255t AWS Bant&Ethias) PisEXERIC, INEEER T XRAITENERMIEXAMITEN B R
VM,

ﬁ*ﬁémfm S} 1@%"%%%” VM J:B"J*Z[_‘iao

M Citrix &l & VM 32 R B I BR 4512, LA, %8 ForgetVM £## Remove-ProvVM #l Remove-
ProvScheme PowerShell &< %3 VM #1itEH B RM Citrix FBEFRER. BR, XLEHSTHER MCS gl
BUARIE. WABRIREIRRMFTE RIRFPTR2MR VM Fit BN ER.

BBNLLINEE, ERTLAGER:

« # ForgetVM &## Remove-ProvVM BFMEA VM Hifiz VM 0 MCS IZRIFRE, SEMITEN
B RH#ipE VM 5,

« # ForgetVM &3 Remove-ProvScheme AFM Citrix #BEFBIPRITEN B RHMITENE R
il Sy

tESEEL AT

« 38 \ﬂU/ﬂﬂgE’JJ\/
o JHRTHIP AR EENZIRAVESMNLZ

IHIHEEGER FRA VM, BEXFMER, BESFEMRTRIC,

THEOTENEE X4, HIE7E AWS BfEA Machine Creation Services (MCS) ¢l B RIUFECIHENE, EIEH

R EMELE XM EC2 3261 (VM) Frimiki@ B sk B shiE iRk A H 1 H i A R B BRI B, B0, mikn
BMrI L EE EBS BEM. EHIEE, EBS RAMEMZ =R AWS BLE. HiBERMK, ATLUERREARRRN VM 5

BEERRENEMRITENMNITENEEX S, EXFAER, BSREAITENREXGHOIEE R,

SRS G, LFT, HEEER AWS EC2 SSAERITENREXHRmARLIZE MCS itEV BRI, BFIHENEEX
AT (B0, TENEEXHERANELERHES ETMERRD), ZERENLTEEEIBREIERIET. BBl
IhgE, ERILPIH A BEERTENEE XS VM 89 AWS EC2 2, Ailtt, &FEMR Get-HypInventoryItem
e, AXFMER, EBRIHE VM L,

SFFEGIRER. TFE, ERILUSEN AWS 5K, IRIBREMER, AERBEAKR, MERIEFELFANAFIRERELH
IP sthntAISEME IP sthiik, EHEESS/EMMMEBANMERESIRE, BXREEZFAREN VM BIFAER, B2
RERo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/connections/connection-hpe-moonshot.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-hpe-moonshot.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage/manage-machine-catalog-hpe-moonshot.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-aws.html#copy-tags-on-vms
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage/manage-machine-catalog-aws.html#remove-tags
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-aws.html#create-a-catalog-using-a-machine-profile
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-aws.html#filter-vm-instances
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/power-management/power-manage-aws-vms.html#instance-hibernation
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/power-management/power-manage-aws-vms.html#instance-hibernation

Citrix Virtual Apps and Desktops 7 2311

Azure 1%

SEFEMITBNEEXHHHRIZENLE, £ Azure 55, MCS MAEZFALIZHER MCS 11BN B RIEHI
B VM NI BN EEXX AR VM F1 NIC L2 E. Rit, @XM, SEEET U2 EHmEIEEN
Azure BifiER, BISIBESMTEXHEHFFRLC, LB TRAND AN, BXFAES, BBAMNTENLEEX
IR VM # NIC ERigEmg &,

Azure ZFHEIIAL VM 5 MCS E2&fERA. Azure IR VM R EFIA Azure REANITERE, MMTHEAKRERD
BE, BFHZHKRE, Azure IR VM (ER TFELIEX BN AREFNRH.

1BENILLINEE, BRILUERITENEEXH (VM SERASE) eI Azure IR VM B9 MCS BB R. AIUERIE
BR LU Azure TLAE VM fERFREIER VM, SETIREIERRE Azure VM, BALUEIIE VM B4 Azure BLRK
VM, BXFAEE, BESRER Azure ILE VM BIEE o

RITEN ESEREX M XKNERHAITMNG, 7 Azure IFEH, B ILIHEE, EMAERLUER PowerShell ss<HEe
BEEINEMTENEEXHEAN (VM HERAE) BATME. BXEFEAEE, BESRAMTEREXXFHIEER
ENMERESo

fEFA MG MEE ID (DES ID) 39E R VM WFTGHZ TS, AT, 7E Azure 37+, MCS itBHAER
MR MESE ID (DES ID) REHENEEXHREE B, EAILINHE, HHEIEFETUMEREIKE DESID,
LUnzz B RH8 VMS MpREREE,

SHEIBREFEENBRTIMEZHN PVS BR. 1E Azure IRH, EI7ERTLIEEA Web Studio #1 PowerShell
HTREATEFEENMEEH (CMEK) M PVS BR. EXE¥4AEER, BSH0EEFAEENERT MEEHL
HFo

MCS 8 PVS BR8EZIRH, £FER Web Studio 83 PVS BRE, MREREZFMENHERA, MCS =8
MeIEATRIEBRNERE, EXEIE PVS BRIIFMER, ESFECIE Citrix Provisioning BER.

XFED VM XONRE, 2BERSHERREE VM K)WMBE, 1o, MREGER Azure L VM, MEREE Azure
MNAEFRMEIZEH VM, 7£ Azure ZEFEHEIL VM ITABRKKEIFER T, MCS MEZMEMBREIEH VM BIK
N BIUMERABEXEM BackupVmConfiguration &% VM X/hi5lk. MCS SRiXEMRRIEETIFR
PIRMBIRFRESD VM K/ 1R MCS TR MEERHIFIEERD VM X/, ERKEI—FHEHIRES.

AEFERTENEEXHNE R FIII8E, HAIIHEERER FRAMIEXA MCS HEN B R, LIEEHFINE
# Azure 1718,

BXFAER, BERKESED VM K/

REB S HIFERIR LHIRIC. (BBNLLINGE, EEILIE Azure IRIEH, BEITENRE X 4HHIEENITICEREIMEER
R, A% VM St BB RHANIME VM 24 NIC H#E (RFRGHE. SHBENRSENEFHE).

HENEEXHRFEFILURZ VM 5 ARM RIFHEE. BXIFEER, BERERE ZR ERRC.

X #%1E A Azure Monitor KIEFiE B VM, Azure Monitor {32 (AMA) U & s A 3R 38 H 15 H iR 44 Azure
Monitor, fERLLThEE, ERIUFRER AMA EAT BREFREN MCS iHEMBER VM GRkAMIEKA) . LERIEL
FERMEEEPH—IRG VM RELMEM, BHX AMA BiF4E 8, 15518 Azure Monitor Agent overview (Azure
Monitor H{IE#ER)
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[% Azure 1 VMware EIMEIFIR S FHZIIEE. BXIFAER, BEREEEMTENKFHEHESR.
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Thig, GIMNBREE. EERFRAFHMES. SETUERAMBEFMERS SN VM RINZIHENBRP. 2RITIE
€, i&fERM PowerShell &< Move-ProvVMDisk., BXi¥MER, ESHE VM H7F(ETE,

SCVMM 34t BN ECE X IS
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EEMNTES Azure AD NitEH S HBHAFIES
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BXEAER, BEBHACEMANTES Azure Active Directory WE o
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MRFEAEMEE TR (ACT) MEMERTIRIFE,, WETHBTHE, EE Autoscale REFHAFEHE
MBS ER AL E T HIREM AR AP EH. ERRZEM, iBM Virtual Apps and Desktops BB EhED
BT HERRAER ACT,

Citrix &g

o HEM Citrix ARBERERSTEFHAFHERRIASRE— M AREEMEIEENE, HERE LA

SHRAUTHIRER:
ERENT, SHBMM

[CVADHELP-23211]
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B PowerShell ksl 5 &5 Delivery Controller frA4& &M, [PMCS-40278]
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[CVADHELP-23839]
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© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34



Citrix Virtual Apps and Desktops 7 2311

RIE[ R

o SiAEAEREEE Citrix Virtual Apps and Desktops kikas 2203 LTSR CU2 L &E3#iE#%EI VDA £IE0TRES
S “WH” FEFE, [CVADHELP-23207]

« WIRBAT shellbridge, NATgEFTZ@ IS ETO LN X BIEHESIE. [CVADHELP-23425]
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Linux VDA
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Workspace Environment Management

« Workspace Environment Management 2311 iR 7B X ILAR AP BRI R EE Lo
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o 3+ F Windows 11 kigads 22H2, #E2iEF+H#5h Windows Media Player §AR, RERMSANTEEED. iR
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Microsoft Visual C++

% % Delivery Controller, Virtual Delivery Agent (VDA) i@ FR{TENAR S 23 0Y, Citrix REREFSBAMRE
Microsoft Visual C++2015-2022 a]B & 1T 4L,

o MRHENEESZISTHNEIRA (5130 2015-2019), Citrix RERFRHITEHITHR.
o MRITENBEEMRRAET 2015, Citrix FHITRERMIRE,

Delivery Controller

SFSHRIER S

« Windows Server Core 2022

« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition, B&MRS 2% OETR
« Windows Server 2016 Standard Edition #1 Datacenter Edition, B&MRSE1Z0ETR

=K

o MNRWHKLE.NET Framework 4.8 (BESIRAS), ZIEREEHRE,
« Windows PowerShell 3.0, 4.0 & 5.0,
« Microsoft Visual C++2015-2019 sJB A 1Tt E.,

IR

I RECEIEE. BB RFICRIEEMSMEIEREIEN Microsoft SQL Server izsinT:

+ SQL Server 2022 Express Edition. Standard Edition #1 Enterprise Edition,
+ SQL Server 2019 Express Edition. Standard Edition #1 Enterprise Edition,
+ SQL Server 2017 Express Edition. Standard Edition #1 Enterprise Edition,

- XNTFHRE: BABERT, NBEKRENBZFNIE SQL Server i, Zit Controller ISR EHR
FREH 16 89 SQL Server Express 2017,
- XNFFHE, FEEAIME SQL Server Express lRAEAFA TR,

+ SQL Server 2016 SP2, Express Edition. Standard Edition #1 Enterprise Edition,
SRFIISIRES I RMERRAZR (SQL Server Express kRobh, LEhRANZIFIHIE) |

« SQL Server AlwaysOn ¥ st a¢ s 52451
+ SQL Server AlwaysOn aIF44E (&% Basic aJ A1)
o SQL Server #iRESK
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Controller 5 SQL Server i = #iEE 2 EMEZETE Windows B33,

FEHEFERET: Microsoft SQL Server Express LocalDB 2 7 #h 3 #1 48 77 ¥4 37 & A3 89 SQL Server
Express Ihag, Z<itiENBERFTERR SQL Server Express LocalDB LIsMY SQL Server Express BIEfAILHE

o Z% Controller iY, B¥REFEFFEH 15 89 Microsoft SQL Server Express LocalDB 2019 U5zt E
EEFNRE—EFH, (WRESHNWIERIIEENEIA SQL Server Express R&ERE,)

o Ft4% Controller BY, FEIFAHKIME Microsoft SQL Server Express LocalDB kiids, B XxERERMSD
1B, E2EE R SQL Server Express LocalDB,

BEHEERER:

o WiERE

o CTX114501 FIHT HaiR R IIEE
o BiEEX/NREIER

o AHFHNEE

M4 Studio
AR

o OLUERTERNEEES A EEEM Citrix Virtual Apps and Desktops #8&: Web Studio (EF
Web) #0 Citrix Studio (BF Windows)., #s3{#z= Web Studio, & Citrix Studio 8., &
25 Citrix Virtual Apps and Desktops 7 2212 s{E R iRAFHIFMNE,

+ Web Studio 2—1METF Web MWEEITHIS , AFEEEMEERAH Citrix Virtual Apps and Desktops
BE, ©EARESAFERTILT, @EL Citrix Studio (BF Windows WEEEHA) MELEEER,
ESRRE Web Studio,

SERRIERYE:
« Windows Server Core 2022
« Windows Server 2022
+ Windows Server 2019 Standard Edition #1 Datacenter Edition, S&BR5S281%0E
%k

« Windows Server 2016 Standard Edition #1 Datacenter Edition, &R 887 CNET

Citrix Director

SFFBIRIER S

« Windows Server Core 2022
« Windows Server 2022
« Windows Server 2019 Standard Edition #1 Datacenter Edition, 8&REEZ 0%
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« Windows Server 2016 Standard Edition #1 Datacenter Edition, 8&REZSiZ 0%
R
o MNRHKEE.NET Framework 4.8 (BESIRAS), ZIEREEHRE,

 Microsoft Internet Information Services (1IS) 7.0 #1 ASP.NET 2.0, #iR lIS IREBAGRETHISAE
BERS., MBHARENNE, RIUSRTERBA Windows Server RENFR, 4G, BAGLEZDML,

o« %A% % Microsoft NET Framework 2.0, ##Z&&ER% T Citrix Director WitBE# EHWEHAS.
Citrix Profile Management:

« Hafx Citrix Profile Management # Citrix Profile Management WMI $&#&<%1E VDA (REmSHaIH
e TE) £, F#E Citrix Profile Management Service [E#iE1T, LU&EE Director PRIR P EEE S
FAER.

System Center Operations Manager (SCOM) R ER:
+ System Center 2012 R2 Operations Manager
S #F&EE Director HURLE2S:

+ Internet Explorer 11, Internet Explorer A5 AR, EEARINAN K281 B A8 Director, R
Internet Explorer B, #ZRINGBUERARNNRZLMNRETMILE. MRELEZNNE, BRERER
BIVHNEE, BERIITA > Internet ;£ > B4 > S B HIRBIHIAHTIZE,

+ Microsoft Edge.

+ Firefox ESR (¥ BX#FhRAS) o

+ Chrome,

WEMNBATESE Director WRIEREZHEN 1440 x 1024,

EATESIFIRERSAM Virtual Delivery Agent (VDA)

SRR IER S

« Windows 11
o Windows 10 (XFR x64), HaiERZiFmEmikas,

- BXRRAZE, BERMIRALXE CTX224843,
- BXhiz 1709 B9 Citrix EXEE, BESRAAIRFOXE CTX229052,

ZK:

o WREKRZE.NET Framework 4.8 (SiEShRA) , ZIEEEBEHRE,
+ Microsoft Visual C++2015-2019 AIBE & 1T 461,
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Remote PC Access Itk VDA (BrIEEREENAEYIE PC L), 1tk VDA 72 Windows 11 #1 Windows 10 £
S#xmA Citrix Virtual Desktops Remote PC Access 9% £35|%,

S EAEMEINEE (30 HDX MediaStream Windows Media ExEA) ER7EZR % VDA M+ &N LR % Microsoft
IRAEA, MRZITENARREREAEY, SEAMRINEEEAREBTIFET, BWERE Citrix REFMITENAH
IpRIE AR, [N, APRBTEFRILITEN. EAZHEZHN Windows BRIFRIERGRA L, BEEARETE
HRERE R, TREEEMR. B2, N RATEEFELSEEEXRMEA; ETUM Microsoft st5E = A REUZR .
BXEMER, BBRAEERE,

B Linux VDA {2, &80 Linux Virtual Delivery Agent X &,

E(FEARSEE VDI Thee, aTlESZEM Windows Server itE8# LERAGSITREREEHATF Windows B 4iEie
ERFM VDA, BXIES, BBARSEE VDI,

B %7 Windows 7 itB#Hl L=% VDA MBS, 1BSIRAF A IIEER T,

EATZIFIRERSM Virtual Delivery Agent (VDA)

SRR IER S

« Windows 11 ({%3z#% Citrix DaaS)

« Windows 10 ({XfR x64; {X#%F Citrix DaaS), HpiFRmisavEmmRas,
« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition 1 Datacenter Edition

REBEFFEDBBUTER, XEERETUE Citrix ZEAF LR Support Xk E:

o WREKRLE.NET Framework 4.8 (SiEShRA) , ZIERIEBHRE,
« Microsoft Visual C++ 2015-2019 alB . 175146,
NREAREHBATERERSACRS, ZEEFSENRTEHER,

SFhZIEAINELNAE (40 HDX MediaStream Windows Media EEm) ER7ER % VDA Bt EH L% Microsoft
SRR, MRIZITEN KRR AER, SEAMRINEEEAREBTIAIET, BNERE Citrix REEMITEN L
IpRIEAER; B, AP ESRILITEN. EAZH Windows Server fas b, @I ARS B EERREER
BEiliThaE. BXFMER, BBREERE,

90R VDA EAFREEFEAM, XESFAENEFFEFR:

« Windows Media EEM
« HTML5 #3REER
+ HDX RealTime MK BB EE R

A% Linux VDA K58, &5 Linux Virtual Delivery Agent X,

B %7 Windows Server 2008 R2 i+H#l L% VDA KR, BRREFHRAHIZIERS
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ENEIMEEIR
SREUTEN/EPMEER (RFBIRFEFIL) . NREM, WREFLT major.minor iias, BIEXEMRANETR, iR
X E CTX131239 B8 HAiRAME B UKIER E M EAIHERE,
R e HIFEFB TN T AHFAEFEMRA LBZXF. BXFMER, BSHBXINEEN XL,
Remote PC Access BiEiMIEEEINREE M EE Microsoft System Center Configuration Manager 2012 kR
RN EDVEEER !
+ XenServer (LHi#i7 Citrix Hypervisor)
CTX131239 BEHAMRAER, UkismEpAYHEE,
BXIFMER, 1581 XenServer EHMLIFE,
+ Microsoft System Center Virtual Machine Manager
BIEALUEMEIZ 2R System Center Virtual Machine Manager kxzssr#9Ef@ Hyper-V fzzs,
CTX131239 BELHAMRARER, UkigmEipmaHEE,
BXiFMER, ESE Microsoft System Center Virtual Machine Manager E#AtIFiE,
« Nutanix Acropolis
CTX131239 BELHAMRARESR, UkigmEHnp—maHEE,
BXEMER, 1ES Nutanix BHMEIFIE,
« VMware vSphere (vCenter + ESXi)
A5 vSphere vCenter “§EEEIN 1#2F,
CTX131239 & HaTRAER, UKIEMEMInMAI5EE,
BXEMER, 155 VMware BT R,

BN ABTEN:

« Amazon Web Services (AWS)
BxXfER AWS FECEIMWIMER, 5585 Amazon Web Services EMELIFLE,

— s

+ Google =iHFH
BEXFER, 1581 Google =imF & EIMLIFEEM Google Cloud £y Citrix DaaS Aile

+ Microsoft Azure Resource Manager

B X fE M Microsoft Azure Resource Manager FEE M AE S, ESHE Microsoft Azure Resource
Manager Bl LR,

+ Nutanix =HEFIRERRS R
BHXEA Nutanix ZMEFEUERRARNER, BFSE Nutanix ZRISEERRT 2,
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« VMware =& {FXHERAG R
BXfEM VMware M &R ARNER, EFSH VMware =& FFHERT o

BEMEBRRMNQBEZENERN, FERUATEI

s BEERANIRIFAIE, AXRANREFTIENES, BSRERRASINREEMARSEN (TTU), BXFMIF
IENER, BESEEEIE .

X BiRIES | 2EEE Citrix DaaS . MREHE Citrix DaaS =R AE=EN, NaAthzrAH 1L
%7]']0

- 1 Citrix DaaS #, BEREMA “TEEE", E4# Citrix Virtual Apps and Desktops &, BER
E#5 59 Web Studio.

- A¢9EmESRA Citrix Daas #H—REH. Eit, EaAEREM Citrix Daas RN FELIIEEE AHIAR
AR Ao

Active Directory 15843

5T Active Directory #F1IiThEER S :

« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008

=

iEFAF Windows i Citrix Workspace B 2FFEATF Linux 13 89 Citrix Workspace M ABEFZ1FZ 7 ICA
89 UDP =4,

iEATF Windows #9 Citrix Workspace [z 2R % 15 R Hik.

E2MARMN HDX ThaeZIFMER, B HDX ThaeR Citrix Workspace M BEFRHIFMAER, BSRMEETIZE,

HDX Windows Media 321
UTEFEHEIEF Windows Media P igREREL. Windows Media EE @ LR Windows Media g {k%15

IhgE: ERATF Windows #9 Citrix Workspace MR, ERATF i0S 1 Citrix Workspace N BEFUNERTF
Linux 89 Citrix Workspace R B2,
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Z7£ Windows 8 i&#& LA Windows Media EFImRAIREY, 1% Citrix Multimedia Redirector i & A 2kiA
2R EERIER > 25 > BUAER > 18 BZAEFH, %% Citrix Multimedia Redirector, G EHILER
BREBARINEFREFIEFNRINME 11T GPU REBEIRFFEAASE Compute Capability 1.1 ¥ ESMRAEX
# NVIDIA CUDA 19 GPU; &8 https://developer.nvidia.com/cuda/cuda-gpus.

HDX 3D Pro

EATF Windows BRiFRIERFR VDA BEETRRNEEEE GPU B,
FEE R FAEF YR SR I AT UER GPU BEi@gieEik GPU (VGPU) 18E:
« GPU E@IhBERTA T

XenServer

Nutanix AHV

VMware vSphere #1 VMware ESX, ItEE#MENEZERMNZE (VDGA)

Windows Server 2016 ##9 Microsoft Hyper-V, #i A #ig& & 538 (Discrete Device Assignment,
DDA).

« VGPU =LA Thie:

- XenServer
- Nutanix AHV
- VMware vSphere

#ESiA https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/graphics/hdx-3d-pro.
Citrix B ENITENMAENT: Z20 4 GB RAM, 4 MEI#HREZEDA 2.3 GHz MEEM CPU,
EfabEeE (GPU):

« ZEMA NVIDIA GRID API #1TE ML E RN, =L HDX 3D Pro 5 NVIDIA Virtual GPU (vGPU) ¢
heas 13 REShas323509FrE NVIDIA GRID GPU —#2fFEf, 3&£0% https://docs.nvidia.com/grid/ind
ex.html,

B XS RN RN B IR2 A S R RIEAYIR, B2 NVIDIA vGPU software (NVIDIA vGPU #44),

o HUEHROEFTE/ Intel Xeon Processor E3 %517 Intel Data Center GPU Flex &%z b BRZ 0
H, BXEFMEE, 5508 GPU Flex series (GPU Flex &%),

+ AMD B mxGPU fE# b3 AMD GPU, BXZFHIVEEHINFAEER, F5H AMD i,
BRig&:

o Citrix 2%%#5 8 & 4k 2788, ARIATEARR. ILRAETEEHEEMBEARE, BEBURTFERN
GPU,

o Citrix BiMAPIREMBINT: £ 4GB RAM, 1 MEHEER 1.6 GHz RESH CPU, BRIGREMRE,
BB AEPIEEZEVERE— 8 GB 89 RAM UIR— M E#iERE R 3 GHz FFESHIWZ CPU,
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« WFLEREAHA, Citrix BIVERFIREFEEMZ CPU,
o W% Citrix Workspace MBER.

BXFMEE, 1551 HDX 3D Pro &xEM www.citrix.com/xenapp/3d.

BAITENARS 23

BRITERS SEEFIRMRSH[ASEHEB. UpsClient A E7E VDA R#EH, UpsServer AHREEFHITED
fRz28 £, ERAFRIERED Citrix BRATTENIRENTEF A HZITENH B BIEX L TENARSS 288 Lo

DU 1ER Y2 #F UpsServer 4Af4:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

=K

« Microsoft Visual C++2015-2019 AIBE & T
« Microsoft .NET Framework 4.8 (R{EARZ)

NFEATESIERFRAN VDA, FTENHEERAEMNAR SHIIEERBAITENRSSB[IIAS VDA HHFERYH,
Rl AT &R R P im AR S5 S4B IR 14 B
ﬁ*ﬁémfm Sy 15723@%@5?]—‘5%”0

Hit

1032 #% Citrix Wl ERRSS 28 11.17.2 RERARA, BEXFMER, BB,

ek 2= fEH Citrix Provisioning (LL#i#i Provisioning Services) B, XenApp and XenDesktop 7.x &
A #AFN Citrix Virtual Apps and Desktops 4@ AR EEIRA 7.x. BXREERAUENFMAES, BEBR~ R
o

BXZFM StoreFront hRZ, 5818 StoreFront R4 E K,

IR Citrix HBS S B 1E047E Active Directory Mkt REL B HIEES, WEE Microsoft ARBEEREFIE
(GPMC), ®nR&Eym%iE CitrixGroupPolicyManagement_x64.msi (g0, fEXR%E Citrix Virtual
Apps and Desktops #Z O AHRIITEN L) , HERAITEMN E45RE Visual Studio 2015 Runtime, Bxi¥4fE
£, E58i# Microsoft 3%,

MREMEA GPMC 4i8ig GPO, EEE S Delivery Controller MFrEITEN LB RAARKEIEIEE (T Windows
ARSI H),

%##%1 NIC,
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BIAERT, RELYFIH VDA BHIEARREFERATF Windows # Citrix Workspace B AEF. BEXif4ER, ES
FERT Windows B9 Citrix Workspace R BiERF X1,

BXZEEZFFHINERER, BSRASMNEEF T,

tkhRZA#Y Citrix Virtual Apps and Desktops Z/L&Z HDX RealTime Connector 2.9 LTSR, EXFMEE, &
2% HDX RealTime Optimization Pack xx#%.

AP @4 PowerShell Frzs 3 & 5,
AR

July 4,2024

Citrix Virtual Apps and Desktops R ESMEERTTER. FIAXLEAR, T Al ITER R REtARE IR &R,
RN AR, AR EeM,

Citrix Virtual Apps and Desktops s iF1T A T&1E:
LRI FISENRERAN ARSI AREFNKE.

EEREEMEHEHR B EEIREHAEIRENIHE.
EERMBENEIEROEERE ML,

l><;"II]]

I]IIh il

Citrix Virtual Apps and Desktops £Z4i—#y1A R4 FlexCast Management Architecture (FMA), FMA &9
FEIHEE R A LUEIS B ik S FE R ELETT 2 MR4 Citrix Virtual Apps g% Citrix Virtual Desktops.

THREFRREEREXRMER.

KM

INREZ Citrix Virtual Apps and Desktops 893, 308 IEEE B, INREHFiiH4E 6.x WERMZAH XenApp
si#& XenDesktop 5.6 SRERARARIES, HiESIE 7.x hEE

EEERTHRYERE (N “hR7) PREERAH
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. . License
Studio Director Server
User devices \ ¢ ! I
with Citrix
o Delivery Server
Workspace Citrix e R
5t Front VDAs
app Gateway orefFron Controllers ||
C‘) Desktop
- VDAs
Active
Directory Hypervisor or
cloud service
Firewall Firewall
Delivery Controller

Delivery Controller it mpIHLEERAMN. S ibmE—1E %1 Delivery Controller, EOREREIKIEF LA
W—MRS SR L. ALRMIERAIREMATAY, 3§ Controller REEZ MRS R L, NMRENBELLIEEDVEE
EFIAEMARS, Controller [RSZGSH#ITEE, LU

s PRNAREFNRE

o WRFPHTEHIENEEZRF AR

« RERAFSHEREMNBERZERER
o AP ER

o TEIXEERNAE

Controller B9 Broker Service RIZRERMBANERUE. BFAENSEEREUKBFR EEEESHEZIME
[ZF#2RF. Broker Service &7 PowerShell cmdlet #i@2 TCP #%M 80 5 VDA L& Broker Agent i&fs. EF
AILAER TCP %0 443,

Monitor Service IWEREHIEH B EREE RMEIEES, LARSER TCP %0 80 5 443,
k8 Controller RSB HIEIETFAETEIE S EIEER,
Controller EBSEIVRTS, RIEEENSEREBIMELEEME.

BiREE
SNEREDEE— Microsoft SQL Server $1iEEE, BTFEMHEBNSIEER. EUIREEMEAHR Controller iy
FRSFUEH EEBEIR. EHIBETORREIIEE, HFHFRILEIEES Controller BiiF&EalEE,

REERA— ML E B SEREEEN— N ENSERE. RINERT, XEMEESESSRIEFERETERNLE, B
R LA T R
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Virtual Delivery Agent (VDA)

VDA ZEFNSHEHAFFANS MEBETENSREDMN L. XEiHEVIRHNAREFREE, VDA FEitENES
i Controller ;£#t, Controller #mAaiFmAFRECHRIEENITENNER. VDA BIXHEBHENSAHAFIEE
ZE9ERE, VDA ZRIRIE Citrix eI REXNBAHSIETH, HNBASIEIBEERE,

VDA i@id VDA ®fJ Broker Agent ¥ &iE(s %845 Controller 528 Broker Service, & ZMaMHUE R
#iER Broker {18, ©i@it TCP %0 80 5 Controller i&f=,
“VDA” —iaiBE A FieEMLE T iZRENITE.

VDA FTAFERIENZRIE Windows BIERS. EATFZARIE Windows ERSZR VDA A1 FH F B EEE
AR5 28, EATERTE Windows #IERFH VDA SR AF— AP EEDIKE, EHUER Linux VDA,

Citrix StoreFront

StoreFront AN BAFITRMEIE, HEERABRNKEMNBEFNEE EAURERVNABE, £AR
A BB EAERHNKEEMEZARER, StoreFront ERERAFNWNBEFITHE. RES MUK EMEIE,
XEPFHERBAES MREZERE —BEIER,

Citrix Workspace FBi2F

Citrix Workspace AR LR EEAFSEMAMIES (FIMEBIMEE) L, ERAFEBIRE. &M BBIARIGY.
MAREFMEmE, &3 Citrix Workspace MAB1ER, TJLILEAR Windows, Web F# 4IRS (SaaS) AT
Fo SFILELEIGERER Citrix Workspace i AEFRHMNIEE, iEATF HTMLS 8 Citrix Workspace [ZF
EFi@TS HTMLS A8 Web IS gsRM T —MEE,

Studio

AIEATEREBE A EEBEM Citrix Virtual Apps and Desktops #8%&: Web Studio (EF Web) #
Citrix Studio (BEF Windows). Zs/=s@30i4{4 & Web Studio. & Citrix Studio #9{z &, #&&i# Citrix Virtual
Apps and Desktops 7 2212 s{E R ks,

M4 Studio Web Studio 2— 1 EF Web WEEBRH A, AFEREMEEAM Citrix Virtual Apps and
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Citrix Virtual Apps and Desktops 17 &M A A%, —MRSH AT EREENFREER,
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ER-MIEENNAEFRAAEETRETY Bt So#EERMAF &R,

BRENNARER: ZNAEFETEMEEREGN -9, RESETREFFIMEIRENEN dIl. exe 1
U REMERER. BEXFAER, BESRUETENE R,

TR 2R (Microsoft App-V) -z AiEFEMERBREHXMEIEE. NAEFXEIIMRISERE
EEHNKELNERT, SEMRERARBSHEEERSE, WRSEMTFRARBERB. EXEHAES, 17
SIABENZT App-V RAEF.
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#ZiE. —MFEERE (VDA Citrix Provisioning {18) UKRZIMEARFE, BEATUELSIRHNAIHE
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- RENAREFETER, BRLTAERAXENAER. XEMHT - KeAJRENAFEKE,
PR BB BETR IR E N BIERF .

BR{Efm:

o AP EILUE StoreFront. EFaREHERMEN URL IER—1HZI N EBER,
s WAEFUEMAXHITRAHERFP RS LEEWMELEE T,
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o BRERFRATEN LAZIETZ I I2E Alt, ERE, STMTAPEBESARMEARNNESHEN, BX
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o WHZERBMATAERNBEFNRSSHEZRE, REMARSIENEFEE,

PR
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o SZRERERFUTENER, EENRENETRIERFITEN.
SIEBEM DA

o BRERFRAAHBENAIMBESHENETENRERE. XYHRNNBEFN, B NAFPARERS N NAE
F (FRFENZBER), BARERAREINAEFAN— M RE

o ERMAR, SAPERN, AJLARSSHENTEN (BXBAFRERIERNTENN) SHENSENITE
M GREEZERTAMEHITIER) .

VDI £&F

ERBEIFIRIERFITEMNT Citrix Virtual Apps and Desktops VDI £&.
VDI fSEREEEMN L, HEE8 M AFRRESERERSR.
VDI fSERENR RS TEAGHNRE, ERTERELRENNARFZIFETRSBIRERS, b, RIBERE
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X REPAMIBIE,

Remote PC Access

Remote PC Access 2 Citrix Virtual Apps and Desktops B9—IIhAE, FHLREEBREMMAFRTIURENAR
iR R, Citrix FEAFREPIHREENIAE PC, MTEXFHREIFRIK AT, MNEAF B LUIAREED
AE PC, MfiTeILismsel TIEFTRMAT BN ARERF. HIEF&EIR. Remote PC Access TESIAMiBEEMT AR
HRIEFETIERR, FIa0, RP\KEIL AR R RBHERMZM,

Remote PC Access RIS AR AEFEHFER Citrix Virtual Apps and Desktops 4. Fitk, ZBEF
fidE Remote PC Access MERMIZSEE Citrix Virtual Apps and Desktops W3 {d IR RFR R ME R
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BOINMBERT, =% Citrix A8, EBHIRBERFNENPHAE, USEIAMLEHOELTE,
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o RTEFEM.
« N2 Citrix Virtual Apps and Desktops (A5 HAth Citrix /= @AM Z BFEMLERE ASE, WA LAER )
FREZbh XIS,
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« BREEEM
o BENES
o EEHIERER

XEFAUARONAGHTVA, AET ITHRAFER, BRTHFELSEE, ANENT S MERSSNARE
Eo

« BREER - SREEONERFSEN. NAEFSL. hRikEURMENIRSB[EE, UIEHESIMA
EFRKREEMNNARMNUE. EMTUERRIREFIHERS S LLE,
&

« BENES - BENEHBNEAFEENBERPRHFENSHEEETR. HDXERTESIEE, fid, &
A REMETAR (XA, W BENSEE) BEE, HDX FERRERRREGRUKR CPU M GPU
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EHIEROH
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HDX Insight

HDX Insight 3§ NetScaler Network Inspector fi1#8£ &3228 5 Director #HEMR. ERMHERS ICABREE XM
17, FHRELRINFMEBMDEIFAERMIEHRME, HHIEaERFPRMRS SR ICA IEER. ICABEBERNEHERE
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2. ETRASENREEREERNARENKREREZNZRERNEH, BFERELWESE HTMLS 1
579 Web 3553 (130 YouTube) LM#SH, AR AHMERNRBRNTEERRNIET. BEEERGEEE
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Windows Z=iFi2E& 4. Windows BxiER{ER S Remote PC Access £,
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o WTFEERETMREANIRA, FEIR: IMRBEFISSHTENR, AEREESMRERIERS., Citrix
TAFIERFMRFIEREAT LSRN RSB EURR, FRAMRFERTEIENK, EREFMHER
ZHi, BSHHITER,

EFIREMEMEENRIER RS

BRRENAREFNKEEN, RSHINERRNTE. HIRETEFKENENMERNIETEMINE, UEEEE
BB N EfER. ERALET, KRRBHIETEENE A iREEREZ.

EPimEMENEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 80


https://chrome.google.com/webstore/detail/browser-redirection-exten/hdppkjifljbdpckfajcmlblbchhledln
http://www.microsoft.com/silverlight/iis-smooth-streaming/demo/
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/system-requirements.html#hdx
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference.html

Citrix Virtual Apps and Desktops 7 2311

ERRBSEMEREERRME P RS | BUEMERIMAERNRE. B EBHEMERSTIRETIEERE
ZEXHA (M) BRaE. MREFRITEFREHERNER, RERKRMRRIXNBRERF S EMNSEFEHE,
TR

o RE, RIEEORTHRE, HEETNSRRERH#HITERERZATHIRIRE,
s NARERF, [EEORXAHRARER—IEE, EPES - EFSHEMERZ AIRRI R EE T
%o

EFIRESDENERIRETR, [EREMBHAENINKEE. ERHEHNEMERIED, BREEE5RER
EWNERN, IANSIERERRENERESEMER. AATUERSNAEFMIRER
BIAE P E s EREFILE:

o BFIGBHERMEEEN: 120

- BEPIREERMER:. 2BA

- BPIRESEMERSMHRIE: ERA
 BERHEDEMEEASIER: BEA

BXFMER, BBRAE A IFEEEEERILE,
KGRI S

IEAT R EMLPITITTEEINERE ICA 2iE. [EIRMEREREPREENREIZEXA () AR
ZEARMENZE, FRHEEHNEMERRKEEN, SRRBAREMERINFERNRIE. BRATETEM
B, RAaBAFRRENBEFMNKSEMNSEPETER, NTFFR:

o RE. REEARKENFBEA, HERITHRSEEERH#ITERMER ZAIRRIREE,
« NAERF. BORKERFER, FEBMKEHERERSFEEEHER.

DNETEMRFEDRSH, BRFES ICARIERE, BE, TREAFIZREENKZPUESILAIE AL ¢ E),
FIEMLR R AR BT Hlo

BIMEEN, TRENRSSFEEIRDNOERUENE. SEFEFOFBFERETR, FERNNAEFEREEH
WA E S

NS BFTEHIRE

o RIEAEMEBN 180 7

o ENEZARAEAERERS: 80%

- REAELER: ERA

o REAFEMRAS: 2598
BEXFAER, BERSENREERLE,
BRTEFHBMEMERENSIETEER NetScaler:

MRERS [ LEAT SANSIHORE, FEREUTESHEFY, FRHBMNEMERRETEER:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 81


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/auto-client-reconnect-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/session-reliability-policy-settings.html

Citrix Virtual Apps and Desktops 7 2311

o RIEAIEEEE NetScaler Gateway ERFERARS.
o WREREB L 4T NetScaler ig& L.
« NetScaler SD-WAN 5 NetScaler Gateway && 1.

HDX BENFMLE

HDX BEREFMEr B R EXE P EEitiFE ICA ENSEFETE, BEEARNBESTIRENRENE,
X—RENEATERESYSHECRIIZ K, CHRESTERME ., RUEEFHTEM. BREOX4EHE.
ERMSER. ESHNERRMOYR, AHRARF 3,

BRHENESIEREHURTE ICA KIEPHHIERRE SN REMFERFEM, MNRBIXMHER, EHERAL,
LSRR EHIBE RN SE=ENEHHF A FMERE .
BE.

BIRUAEME R RIS VDA, HDX BEREHErR LT HHEAXMIREAN, HEFFEEAFHEE.

HEIhRERIERINT

» VDA k7 1811 S ESIRAS
+ AT Windows 89 Workspace R RB#2RF 1811 E Sk A

REXEGAPRENEGRE

TEHANIE T RIS ERTFIMENMKS B L XEIAPREHNEGRE,

o MRRE, ERERAFPRELETHEGHMAERE: . &, BEALHR. RALH EFA=H), EARIARE
‘7 BSEFRASRR B EUR TR B R
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FERILIhEER, BRABFHR M, Citrix BIUEMEA Internet thilZ 2% (Internet Protocol Security,
IPsec) siftimE <2t (Transport Layer Security, TLS). {RZEIEZEZFHFZ T ICA B9 NetScaler Gateway
EHITIBERY, A TLS &k, ERSEIME LR, RNEZEFRA TLS WS mER.

BHESRERRERSRE, BEREERPRMUT Citrix RIKIKE (BXFAEER, BSRZMEEEKLE):
o ZIROISREE - IRBERBES NERRD ICABEREERD, HEEMBZMAER.

- 7£ “CGP default port priority” (CGP Rikim AL R) FIRAIEZEM TR RIMERT, KO
(2598) #HE “B" fkk.
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- RIEFEE “CGP portl” (CGP %A 1). “CGP port2” (CGP %M 2) #1 “CGP port3” (CGP %M
3) HRAEZ CGP ixO, HMREMNRONMER. 8 HOLIEHE—RINER.
¥ VDA EmBr B R ECE R A FE M TCP RE,

s ZRIUTBENIRE - WABRATREALISE, MREEHFRHEAEE SR ZHHEEN Citrix NetScaler
SD-WAN, NIEHREELIRE. MRBFEAE=7 MR NetScaler SD-WAN SLIFAREHARS RE, M
FoE It ERHE,

 ZRAFRE-RIANERATRERIISE,

EfESXERENKRIREY, BRUIUIHEBERIING.

BEEERNARFERIETNERBANES. MRBATLIINEE BHARE), WAIUEERATF Windows 89 Citrix
Workspace FAEFHERAEREIER > B Ul ERSEREIESE. @3 VDA IR EMRIGE, JUZRIESH
IhEEME P imiTHl, WIRBAT LI, FFMH UNIREBTEN, HESMRAFPNEREERREIESEMNRS. X
HAMER, BERNERF TR,

ZM VDA £RES =R P inizHl, FRITUTERE:

1. e RmiEse+, S48 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\TWI,
2. tliZ{&E5 DWORD #9#RIM SeamlessFlags, #HiEHi&E A 0x40000,

Unicode &35t

3F Windows Citrix Receiver Rt #&7F (Unicode), MRAFAEX ARG BINRSR/EERRE (FHER
83), METEFARY, BRMHAER. fii, AR 1 B tREHEMEEERNEE. AGHF 1 BRS[mREE
BAEE, BMERIRERFBHZEE, BE(UERTRAY, NMSEFFFHEEFER.

ER=ZA Unicode B /FH 4T

BUAERT, 7£ VDA i L2 A%IhEE. ERM%INGE, A7 VDA LEREMKRFmIES regedit KRB ZIAE. HNLL
TR R

KEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap

&#5: EnableKIMap

&1 DWORD

fE: 1

EZAIINEE, 5% EnableKIMap i&&75 0, &R CtxKiMap 1,
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B Unicode #E2HRBMEHAER

RINBERT, ERSBHEXRIFFE, Unicode BEFFMEG 2 BAEREEN Windows API LAEF NS
Unicode & RIS, —LEHBRRFIEEER. AT RIFRDTYE, BSRDEERNRB B UL XL R
BN AR, ARSI

HKEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap
Z#5: DisableWindowHook

3. DWORD

f&: 1

EFRAZEN Unicode 8/ EMS, 1515 DisableWindowHook i&E 7 0,

Citrix ICA E#liEE

July 5,2024

R4

cg==N
= .

AMRFEFLHESBERND, ATRFEEMTERERG, Citrix TERIEFETMRFEREAFISHY
BV RES 1S LARRR, (EREMRIESRT BN, EREIMRZAT, BSBHITED.

ICA EhEERtA?

Citrix Workspace A2 5 Citrix Virtual Apps and Desktops AR5 38 2 iBlH9AZE 5 THAERN & 538 R i@ a8
7. EPEERER Citrix Virtual Apps and Desktops RS 288 # T2 it B AR SN BAR I 7. EIESERT:

o EiT

. COM %O

. R

. B

. LPT#%0O

. $TENH]

o

. BSHEEXEINEE
. WIT

FEPNEEE N aRIARAR Citrix Virtual Apps and Desktops AR5 25 UK Citrix Workspace M BEF = m—it
2%, LURHESIhEE,
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Client Server
(PO OO0 OO0 O O OO OO OO0 O e -
’ T ) I H -
T e = e e e e T
y ¥ ¥ ¥ ¥ Virtual Channels L e b b )

Q Q

O g Q O
AEIEIEIE sll2lE]2] [
AeEIEIE AIEE B

=l = = =

ICA ICA

A EELETETE LI EEEETEEEEET F=

WinStation Dnver WinStation Driver

FProtocol Dnvers q----------------------------{ Protocol Drivers

Tranﬁp°lt Dri!'ttr S EAEEEPET PP PRI E L PR R Y Y T Trmﬁpaﬂ Drive[l

ICA Protocol

EINEER SRS SN AR HTEENEF HEIIREHIZFE AR, Citrix Virtual Apps and Desktops T &
ENEE, XEBNBESEEAYETAME=AHNEBEFERRENRGEFLXIASR (SDK) 2—8IZB SHEDE

B

EINBERMT —MHREMNAARERAEMHES. flN, EESEFHZEEREH Citrix Virtual Apps BRS3 28 LiEfT
N AREFRSFF IR RBENNAER.

TR, EHEESEMIREFEEN, SN EMIRIEFHBIRHE—TEENINGE. GLINERIEBIRIEFTNEN,
BLIEEER TN, EBNRBREFERTEMYAIET. BT Windows I{Eis (WmStation) NERENZRE
@B A LA 2 M FSESR S

U TINREB S TMRERZR TR VirtualDriver T RES:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration\
Advanced\Modules\ICA 3.0

14

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\ICA 3.0 (ERT 64 i)

o Thinwire3.0 (H%E)
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+ ClientDrive

+ ClentPrinterQueue
« ClentPrinterPort

o BIMEIR

+ ClientComm

« ClientAudio

« LicenseHandler (%)
o« TWI (%5)

. EHeR

« ICACTL (%)

« SSPI

« TwainRdr

« UserEXperience

. vd3d

=

AR

AILUEE AR RFE P — PSS MERBEBRENE P iRThE, F190, MREMFFE A IHEGR, S0k
iR EI AR,

IREEEFFEMRHDEFXHEREZBMNINEE. Citrix Virtual Apps K& i& B F Windows 9 Citrix
Workspace i FEFERXLEX M, EINRAISERE (AFRER) X, miE Windows BzigF (RiR)
e, Bi@A USB Eii@iE iR avi@m USB ko,

« vd3dn.dll -AFREHESEEMAD Direct3D EHiEE
« vdcamN.dIl - W& S35

+ vdcdm30n.dll -FF iRIREH2seRET

+ vdcom30N.dll - F/ % COM i Rkt

« vdcpm30N.dll -Z P imT ENALBR ST

« vdctln.dll -ICA &=5EE

+ vddvcOn.dll - s EHEE

+ vdeuemn.dll - RER PRSI

+ vdgusbn.dll -i@fm USB E#hi@iE

« vdkbhook.dll -#EBRBEE

« vdlfpn.dll -i@id UDP (flsnfzs) B9 Framehawk 2Ri&@E
o vdmmn.dll - Z#E%HF

« vdmrvc.dll -#z5h Receiver EibiEE

« vdmtchn.dll - Z2ftiE 1%

o vdscardn.dll -EBaEEXiF

+ vdsens.dll -2 EINEE

+ vdspl30n.dll -& s UPD

« vdsspin.dll -Kerberos
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vdtuin.dll -3 ZBEBFRE

+ vdtw30n.dll -E /% Thinwire
o vdtwin.dll -4

« vdtwn.dll -Twain

R EINBERRFREMX . Fi0, BILRESI7E wfica32.exe IRl

64 (IFRAM

iEATF Windows B Citrix Workspace MBIEZFRE 64 MIEBN. SAZHRIEN 32 N THFIXG—, XX
PG EE 64 (IRFEMRH:

+ brapi64.dll

+ confmgr.dll

« ctxlogging.dll
o ctxmui.dll

« icaconf.exe

« icaconfs.dll

« icafile.dll

« pnipcn64.dll
« pnsson.dll

« ssoncom.exe
+ ssonstub.dll
+ vdkbhooké64.dll

iBA USB @@

@A USB EINBE LI FERANIZE IR shiZF M EIEERsh#2F vdgusbn.dll:

+ ctxusbm.sys
o ctxusbr.sys

ICA EHEER TIFRIE

EEEUZMARIMNE. Shell GEATRSEM WiShell FIZAF IEu4M PicaShell) smE—LEil@EE, £
LR IEEE R Windows BRBIEE.

Shell mEKBINBERER, FHl90:

« EUEM
« Twain
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o BINLIR

o ZIRK

o TEDEHZ
. X

REBEFANRZRIUINE, Fa0:

o CtxDvcs.sys -BASEINEE

+ Icausbb.sys -i@/B USB EE R
+ Picadm.sys -&FixIxzhagasT
« Picaser.sys -COM O EE M
« Picapar.sys -LPT isAEE @

LT ARSS 23 um B B RE HhEiE

B XenApp 7.0 #1 XenDesktop7.0 &, ctxgfx.exe FAETF TG SRS [N KITILEBF EINEE,
Ctxgfx HESHNRIERF (Icardd.dll, @AF RDSH, vdod.dll# vidd.dll, @BFIfFi) R
EMTERIFERIR,

34F XenDesktop 3D Pro #5&, 5 VDA LEHERN GPU %% OEM B IREIERF. Ctxgfx T AiERasER
5 OEM B IRENERFH#HITR B,

72 Windows fREHitE L i@

7£ Citrix Virtual Apps and Desktops fR%23 £, SM@EEEIEER Windows BRES#ITHE. WEREARIEFFN
SN ARFHRSSE LN IRERE—TZIEN. ERSHREIEE:

« Citrix Device Redirector Service

« Citrix Dynamic Virtual Channel Service

« Citrix End User Experience Monitoring Service

« Citrix Location and Sensor Virtual Channel Service
o Citrix MultiTouch EEBRS

« Citrix Print Manager Service

« Citrix Smartcard Service

« Citrix SSAEEEMRS ((XPR Citrix Virtual Desktops)

« Citrix ICA Status Channel Service

Citrix Virtual Apps LR ESMEINBER MR Windows EARSIEERN.

RS2, FrEE A IREINBESRET WinStation IRshiERF Wdica.sys B H. &P, WET wfica32.exe &
B9MERZ WinStation IRahi2Fi0 IR PiREDNEE, LREENET EBEEFin SRS 2 EriEE.
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Virtual Channel
Client/Server Connection

Client

Virual | WinStation
Drivar

Device

HEER B & A R PLEER R F i 5 AR S5 28 2 BV AR 3T,
1. FPimiEERl Citrix Virtual Apps and Desktops fRE88. FP B SHIFNENBENEBERARSES.
2. REVBHNAIEFE, RENEENDR, HEEFMERS5EEETXNEMESR.
3. BRIREDIREIEF MRS BIBN AEFEAUTRM A EEEHUE:

c MRBSBUBEFEERZINTARNHE, SEBIMNLZXINETR K. &P HERIIBEN,
WinStation Ixzpi2F M ICA R EINBESIERSEER, HIAKEEBAE P HENEIER.

s MREFIREMNRDIEFEERETIRSR[OOKIE, NETR WinStation IREHI2F1E18 1 L X H R,
RS ERIZWEILUER, MSHIA, BEEEPNEEN BREFRISE. TERERSSFEMNBENLAREFE
WEIEE.

4. YRSBVEMBENBREFTRE, BXABNBEHRRAIEDENER.

EREMEE SDK ¢2E8 S EIEE
AR

Citrix SDK 7 Citrix Developer [JF Mk https://developer.cloud.com Frigfi,
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fERESLEE SDK SIZEEEFTEFRMZNIR, EARLLGAIREEFIESRSHEZBNEEBERI. F0, W0
REBARFHRENRE BIEIEEMKN) €A, UESZERIH#HE—REER.

AR
o EINEE SDK EE WFAPI SDK 7 8E4R T BB AR SS 281,

« BF Citrix Virtual Apps and Desktops MR & 141858, HIIEEAIFE ICA SIEPFTH L EINEE,
BXREMER, BEHRINBERITIIRERIGE,

fEH ICA ZFimxt %R SDK SI2E 8 2N EINEE

5ERAEMiEE SDK AL, EA ICAEFIFNR (ICO) tIREINBEENE 5. B fEA CreateChannels 577
EFPeE— RN REER ICO,

BHE:

BT B8 Citrix Receiver for Windows 10.00 XE=hrads (M KiERATF Windows #9 Citrix Workspace R
2F) RBigmTEaM, EELE ICO ENEER R AHMITHINIS T,

REPAEBIER EBINAE

YHI&7E ICA 23FHERERT Windows B Citrix Workspace AR (XMAEERIE) B, Citrix 2 #H9A%
WEMBE LR BN A BT EMIMBRSPEREFIRNE—LEFEET,

UTREE R R AR ERR P LUERN A RETT:

o ZPiE COM imOmkst
o BPiGIRTHAS AT
o B URTENHBRSY
« EPim UPD

o RARAFPAHREM
- J@f USB

+ Kerberos

o BIERZH

o BRERxHE

. BEIRRERE

« Twain

HATERNERFE URES T RR ERITHES. BEENERFRER, HEAURIREFREHOES MM R
Mo ZRMEKIHINT:

o MEEMR
o X{HEH
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. &M USB BEMH

« Thinwire
BE:

FIAERT, HEEBRIEFIEITHEFIHRISEAIRST IR P inlE a2 R FEEE P iR E F iRk EhEs.

Citrix Virtual Desktops £i%5 Citrix Virtual Apps £iE 2 i8]/ EHINEE A B @ INAE

L1&7£ Citrix Virtual Desktops ARZ528 E#9 ICA 2iFHEMERTF Windows # Citrix Workspace AR (X
MAEBRIE) B, Citrix RENASEEINEESUKRERN A RIET.

Bk, 7£ Citrix Virtual Desktops fRE588 £, H—1i51T picaPassthruHook 19 VDA #5, ItiE#ER s
INRB2E CPS RE#BLEET, HEEFRHETHERNEBERE,

BAZR U TR R EINEE R EINEE

P

« ZFiR COM mOeegt

o B ImIXEHERIRET

o B IRFTENVIBREY

« 1BA USB (AMaEMZZIRRE)
o SIRIASTE

o BHRERSH

« SSON

o ERRERE

i

i

Z 2 ICA EiNEE

HBRERREEML. FRAMEMELESENEEANIT. AXEPSRIERFENREXIEH,

REMCE

ERMEMERIT A EINEE, TR SR XA RS,

B EINBEINRERIMIZASEY, BRI LU AN,

R EEE

REALIEIE 32 MEEE, 32 MEEFR 17 MRIAEBFHHEN.
o EINBERMBIKEASEL 7 MF.

s BIZNFRABEBHENME, EENFRHBELE, fif, CTXAUD X Citrix SREDEE,
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EPNBEREFR (HER) ASCI BFR5IH, 7 ICA NN —LRERAP, ENEERES. XLEHRFNERE
ASCIl & MEEDE, ELMEMES. FRNHENEEAHNENBERDNEF T UEREASIEEIEER AR
HEFFEM. VERHRFMA/NES ASCII F5F, HNECSHESEERN, BEERENHRAIE. S MHIENE
B, FIEXEE OEM #RiRFF CTX 7k, N Citrix A,

XER R SZHF -

REHNEE BAZRWERR?
=R S
HEBANBTEER &
CDM =
CEIP =
BIMEAR =
Continuum (MRVC) &
Control VC =
HTMLS #REE R (V1) =
BE. BAR z
EZ) S
NSAPVC S
$TEN =
SensVC £
Bhek =
Twain =
USBVC =
M USB VC B WAYCOM ig#& -K2M =
BRGNS ESS =
Windows Media E& M =

HIFEEIH

« ICA E#hi&iE SDK

+ Citrix Developer Network @i$ & fEf Citrix SDK MFrE R ARZRIICIZMNER, ELMEF, EaTLEKE
SDK. REMEBFBIAS., i BIZFMiEM LU SDK SUERIAEN R, thoh, i E3E Citrix Developer Network
B3z, ERIEREESE Citrix SDK #1718,
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Citrix Virtual Apps and Desktops A =
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7 Citrix EPmIEN L TXH, RiE “WER” B387E Citrix Virtual Desktops &iE=riz1T#Y Citrix Virtual Apps
Rik. TERAT NS

r @) p

ﬁ
ICA Virtual Desktop Ny
— (Single or Multi-session VDA) (MU'ti-SESSiOF:IpVD A)
with Citrix Workspace App

Client Endpoint with 1
Citrix Workspace App 1+t Hop “ / Qﬂ Hop a)

ENRRFRR, SAPERITERIERERSL VDA (FFR VD) REKIERERSL VDA (MTAEAHMEE) L&
7789 Citrix Virtual Desktops B, ZEMEEEMAE—N K=, AP EEIEPEEGE, ATLUEs) Citrix Virtual
Apps &if. EXEMAE MR,

AU AR RSB ER B R 15 A, Citrix Virtual Desktops #0 Citrix Virtual Apps & A R EISLIAEIRM
BERMEB— T ERATA 7 E BRI UB YRR N A RFRE R,

P& Citrix Virtual Apps and Desktops kkas (83E Citrix Cloud iRS3) #BZHER o

FE—MRIBAERARERIER LS RIFRIERS VDA # Citrix Workspace R ABFHIZZRIIVIRA, B MERRMMN
ERZSIERIFRS VDA WRZFORE. BXRZFHRE, HSH~ @7 I5=NHE.

AT RGHEREMED, Citrix BIEASEEEAN VDA AERZER Citrix FF i,

HEE—TERESIRE=R 3k Citrix) EMKEBRARS Citrix Virtual Apps IEESERINIFEF, ZFHNREF
Citrix Virtual Apps ¥#i%, MREMEMSE=HRMWKEHEXRD, SFEFRRTF Citrix Workspace N AEF
FRAM. BHREEEMMRIEMNEE, Citrix JUEERNBERNRERAZ . FAREHRN—E7, FIEREL
FHE— = Citrix Virtual Desktops.

WEX =B HDX B9ERE 2B

BEELT, WRRFHNESNSIEREME—M, FRIF-RSB[INERFEIAENRR. FBORNBEERE Citrix
BEAFFIEENXKIE, Citrix BINEFWPAIEN HDX Thee#THIRNIR, LRRE P ARA%EES A ENIFIRE
=0
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B

EE—TRRMNE- MRS LEARABRIRE (EFMHD). €A HDX 3D Pro &Y, Citrix BNEZINFAZEER
MM RREFES — M IRRRESMIETT, HER VDA rTBRMER GPU HiR.

HEIRERREMBAAF AR, BIRE— MRS E - MRRZENIAIMER, XN FEFIRENEERNLEE

E41 473

RS2 (REH) SR BTNERNEFE T RRPRARE. FZMRSFRITUHEREET S — M ERR#

1TRERDAERRID, MMRSHREMEGRFEFNAE, SHANMMAS SR ATREREIZIE — MR,

USB ig & EEM

HDX BfE@RMMANEEMEN, AIXHFEM USBIRERE, BIEESMRRAERIEN, HERTRIFN
2%, LRBRELER. AXBANNENEEDRANFEAEE, BHSMER USB &%,

E£—MK= (VDI HELAHKME) BFIMRR (BINARER) SRR

B Bk wE (BFiRENZE). i3, USB
ARAEFME. TWAIN 9N MEER
B o

B B ERFMUERATBANIEE.
B Btk BAERALAT, BIHEINEES
EXFA AN BEAN R A ERRLHN
B
ek B AXHF
=

BT USB iXERFIN, BERRAEERES TR, EENEREAFERENNAREFERMSR. BRIV
REEEMNFAERI THTIRIEND, ZNAENRXRIRPLEEE,

IS

WX RRITEZIFA S HDX ThEeFThaE, BLITINEERRSH:
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s NRBRNBEER

o KRR

+ EATF Skype for Business #J RealTime Optimization Pack
» Microsoft Teams K1k

LERMNEE

July 4,2024
BEABRTENBIESBEZHEESEXE, UTHESESEFETNEENRNE.

BB TEMIRAFSEE Citrix Virtual Apps and Desktops.

HE

BREERE, HAERMBLENES.

o 53 EE. 5RERAZENER. RABERMBIEES XNEENERMUE,
o REEEMBEREZOAMGINEERETL,

« 1XPRAN Active Directory &R,

« BXTARERF. TAMEONES.

RERZOA N

%% Delivery Controller. Web Studio. Citrix Director # Citrix {FRIIERRSS 25, AT LA % Citrix StoreFront,
BXFMER, BBRATEROEGRERGSTLE,

elfEaiy=y

REROAHHER Studio 5, RARRRELEIES,

ZE—15 %4 Virtual Delivery Agent (VDA)

#1517 Windows 2IERAMITEN LR VDA, EXME EREREEAIUTEN LREYT, ESR%E VDA FiE
S <iTRE, MREET Active Directory =3 VDA, R T RHIRIZ,

SHFRET Linux BERFRITEN, 1B Linux Virtual Delivery Agent Ey3g #1712 E.
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3tF Remote PC Access 2E, BEESANA PC LREERFEXIEIRERSLHN VDA, IRRFEZD VDA IR
s, {EEAMIZA VDAWorkstationCoreSetup. exe RERFMMENEFHRHES % (ESD) Ak, (EE
ZEBPNET A A VDA 2EIEF,)

REAEAN

MRERA Citrix BAITENRS 2R, FELGHITINRS VB LREERSB[BAN. BFEARERZOAGHEAG TR

At
=N

Z 5 iF StoreFront FRASMEHIIEAT (30 SAML #7E), 1E%EE Citrix BE& S IRIERS.
EFERARPEBEEARE LEFIEAF K, , BRESVESEEEE,
(|3%) £ Citrix Virtual Apps and Desktops #BEHhsEE % Citrix 48,

« Citrix Provisioning @—1eNEA S, BFESRRARERGHEE BIMRERFECIHTEN.

o Citrix Gateway B— RN BREFHRREIBRE R, NEEGRHENBREFER B RIEAIRIEES,
Mt RAE N AEFNSIEN T 2%,

o Citrix SD-WAN 2—ERTFMR1 WAN HaEr % &,

BB ENER

7 Studio FEIBHERIE, RHRSISERMEIEITEE RMTRE,

BRPE USRS EI (VM)o EIWIRT UM MG SIE, ERRIMSRZ2FREMRSRM VM B, E5%E
ZEN LR EME, AT, EIEERN, BEEZRE, ¢ VM NEEERZRE.

BIERTA

£ Web Studio FeIZE—MIENBERE, REARSISETMEIELZ(TANIE,
ATEBIEEMRLE A A B] LA R RE B R8T BN R A X B A R RIN BEF.

I AIEFA (F]ik)
FRIRRMAR, ERILUERCIZVAREFSH, TAERERNAZEHRE, IRXNEAF— AR FEERANNARE
FRIZNAEFH,

HEARIR
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B ENBLAEEE—HNITENRIR, BRATENKF, ATUERMITENSE RPENEE T ENR
iR, ffanzith Active Directory (AD) 5 Azure AD, Citrix 3N T Active Directory. AT Azure Active
Directory. MATE& Azure Active Directory SiRIMNIEHIITEHN I E BN BEFNEE.

HENSHER

U T BEIRRERE,

HENSMHER

2N AD

BINES Azure AD

XERECE

TEHRSWIRIFNEENIFAES.

ISR SN
Citrix Virtual
Apps and Citrix
TTEHATIR Desktops Workspace
BN AD = =
A Azure 5 =
AD
BEMNES = z
Azure AD
ESIIDN & =

iRA

FRIREEZH Active Directory eIl EEN. Fikc
BT ENER S BN ITENARRIAZM Active
Directory,

IRIRBIEZH Active Directory eI, #@iZ Azure
AD Connect 5 Azure AD R, FRECEYITENRIIAZ
# Active Directory, iT+ENBEFIFMNES Azure
AD., ESAIMATES Azure AD B9 VM BY, Citrix
Virtual Apps and Desktops &% VM $LAMINT
Active Directory #9 VM,

Citrix Citrix Citrix
StoreFront Gateway ks Gateway
b z =

& = S

= = =

& = &
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T8 Workspace S0 SRR

Azure Active
Active Active Directory Citrix Bi&MN &%
HEHARE  Directory Directory #<h# Okta SAML Gateway Iif
EMANAD 2 b~ I~ = = s =
2mMA = S 5 S & S =
Azure AD
BINES = S 2 2 = % =
Azure AD
ENIDNE ) b~ = = = % b

B0 Active Directory

July 4,2024

HITRHRIEAENEEEEMA Active Directory. Active Directory F#y Kerberos EhtizE# A FRIES Delivery
Controller BERMESLMMRZM. BX Kerberos Mi¥4iERE, 3E2i@ Microsoft sti4,

ARER—XFH T TSRS, BEFERARKERE, EiEFISH4AE Windows Server 2003 El Windows
Server 2012 R2 Eig1T, XA MIHINEER o

ENSLEE S

o BEUTHHENEE: BPAMt SIS FIERNRIFE— Active Directory #h, fF 1B A
UEFETE—MPRNERERN. FrEETheRs MMINEER A EX MR HEE T EI<H.

« BEEUTHENIE: BPAFREN Active Directory MR EF = Hl 28 EIMK Em A I E VLMK P FRER
Active Directory #f, 7ELLEHEH, GAEFIBNEMNSEITENKFNHLAEELERAFPKPRE, 7]
UEAMSEMIMNDIEE. FrBEZhae B IFMMINEERBITEX LRI ERE P ERIS BT 5o

o BEUTHHEREE: TiZEEHR, EHIRHITENKFFR7ER Active Directory MR EFEMKEAIITE
P FITER — N3 21N Active Directory #h. 7ELLREBER, 7EiTHIR It ENMKF FIEMES RIS EIT
BHKFFIERNFE R Z BB IFEREEEX R, FIEEER, GSFRHEMNKEITENKSBFEE
BHFLTF “Windows 2000 ZH” THEERFIHESLT. PREMINEERRIBSE X R

o AIGEERER. AIFRBTIITHIER.

8%, Virtual Delivery Agent (VDA) RTLUfEFE7E Active Directory & mBIE B RAEDTLUEMAIEFIZ (K,
RIS ENENEIESTNAEES, HAILAERIE VDA S5isHlgs (i T4 Active Directory #aBSaI B, &
XL ZRIMAENER, BSRET Active Directory OU B9& 31 CTX118976,
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} =r

AR

EMERBILSEEX Delivery Controller B EHZFRBIIMR R X FRo

7£%# Active Directory #IfiEhEf=

{5 B ERMRIEIRZ S XenDesktop 7.1 #1 XenApp 7.5, TERTFRHRRAH XenDesktop & XenApp.

EREZ M Active Directory If15H, IIREEERMIHWAEEE, NALIER DNS HRBHFHERBRITE
MEHAEM. EAGFHER Active Directory AP RIZItENIKF, BEREFIZRAS. B2 Microsoft iy,
TEREXIERSIIFRES.

MREARM MM EENTE DNS #4238, WAFEE DNS B FEcE KRR DNS X,

7% it Active Directory #1 NetBIOS 2 # 2 &4 [E, R VDA #1 Controller i FARRM M, MNEE6IE
SupportMultipleForest FM&RM, FEAMUTESRKEMERTAME VDA # Delivery Controller:

/J MO

AMRFEFLHLSHTEND, ARFEEMTRRERR, Citrix TEHRIEEEMRFESREA T LS
AR ERREB IS AR, EREMRFIESRTEIENIG, EREIMRZE, BSLHITED,

£ VDA L, #& &: HKEY_LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent\
SupportMultipleForest,

« &#: SupportMultipleForest
#:81: REG_DWORD
. ¥ 0x00000001 (1)

7£Fr& Delivery Controller £ ,f2&:HKEY _LOCAL_MACHINE\Software\Citrix\DesktopServer
\SupportMultipleForest,

o Z#F: SupportMultipleForest
o 2&!: REG_DWORD
. BB Ox00000001 (1)

N DNS @& =(a5 Active Directory & & FIaRE, ErjgeEERRA DNS EBBE,

BT —SERRDT, LUBE1E VDA AARKEMBEE NTLM B4IE, ZS%IEAR Kerberos 22, AILUEALL
EMERTRMAE SupportMultipleForest EMEE, EENTBRFAGHES.

£ VDA L,BEE:HKEY_LOCAL_MACHINE\Software\Policies\Citrix\VirtualDesktopAgent

o

o &#: SupportMultipleForestDdcLookup
o JA: REG_DWORD
. BB 0x00000001 (1)
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LEEMERIE A EER AT IEFHERET NTLM MSMIENNEEEZMIREFRHRIT DDC &k

MRILSHEACEEIINSEE, WEECNE ListOfSIDs FMERM, R Active Directory NetBIOS 5 DNS
FQDN * @, REMRE G480 2B M Netbios &5 Active Directory FQDN R[E, thEE ol
ListOfSIDs iFMRM. ERMLIUFMRDR, EERUTER:

34F VDA, EHEFEMERMHKEY _LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent
\ListOfSIDs,

o ®B#: ListOfSIDs
o $B: REG_SZ
o iR BHIBHNRSMFARF (SID), (SID 22457 Get-BrokerController cmdlet Byg&ERH, )

MREBIEINEDEE, Rxt VDA BEITFER:

1. #®%BXH Program Files\Citrix\Virtual Desktop Agent\brokeragent.exe.

config,
2. &z,
3. EXFEERF (FIINiCEEx) PITHZX M
4. #3Ixa allowNtim="false" #igxAxEh N al lowNtIm="true'",
5. REFEXH,

£ ListOfSIDs iEMmERmMHARIE brokeragent.exe.config xtrzia, E# Bz Citrix Desktop
Service LARZFAPRBYEERR,

TRYIH T SSOE AL

el et Lo AR
RE5F TS R 2

1R TS R 2

5hE el BB 2

# s BB 2

bRiE A TS B 2

s, AR A BRI %

BXE% Active Directory IFERIIFHMER., H51F CTX134971,

BENES Azure Active Directory

July 4,2024
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kT “Citrix DaaS RKEXR" HHPHRMNERSI, AENAT A Citrix DaaS SIEMAT RS Azure Active
Directory (HAAD) B RMERK,

INTES Azure AD B9+ EHERZ M AD fEAS P IIERHER. EILBESEA DM AD RiBFRHE. BR
F Azure AD 745 SSO 438, BEERFHBFRESE Azure AD,

AR

K& S MHEMERNITE S HEMEMIISIFMANT RS Azure AD B9 VM,

2K

« VDA 2B BRiE (NREHE) REZRIE (NAEFNSE)

o VDA RRA: 2212 iESHRAE

o FRECZEAY: Machine Creation Services (MCS), #Af13E8S
o SEEE: TR

« HETH: TAEPMNEEEFHIERS

PR

o« R Citrix BEFHRIEARS (FAS), RRBFREEME4H AD fiE Azure AD, EXMERT, BINE
BET Azure AD IEBHEMIIE, UWEERAFERNERERFLME (PRT), MNMEFERIEFTESERE
Azure AD &R, &N, PRT ¥+ 7E7E, A SSO 2l Azure AD HREREER. xR Citrix k& 5113
IERRSS (FAS) I Azure AD %R (SSO) BIMATRSEN VDA MER, BBRNMA TESE VDA,

s BIBHEMITENBERE, BENBIMGES T MREEABGIMEGES T, BHAE VM RIMA Azure
AD & RIMNES Azure AD,

== 301

« BIEMATE& Azure Active Directory iHEHNEZEBREFHN Write userCertificate iR, 7
BIZE REAE, FRFRBAREZIIRNEE RN ERE.

o« MMANES Azure AD i3 2 |8 Citrix # T BB, BEE % £ VM F 2 A Windows % & &
autoWorkplaceJdoin, A TFiTm. REVDARE 212 K ERREAAEERTFHNER
autoWorkplaceJoin MES,

. i&f7 gpedit.msc,
. SMETENRER > SRR > Windows A > & &,
3. FBRMARPET BN ERNIRERENERER.

N e

« ERIBITENSHE, HEFRENS Azure AD BFHIAREN (OU),
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o STFETF Windows 11 22H2 {9E VM, E7EE VM elE—M1RIES, E/R SYSTEM KPR TR KB RH
TUT®S. RE VDA IR 2212 FERRAA BERITXIEE VM RRHFMESINES,
$VirtualDesktopKeyPath = 'HKLM:\Software\AzureAD\VirtualDesktop'
$WorkplaceJoinKeyPath = 'HKLM:\SOFTWARE\Policies\Microsoft\

Windows\WorkplaceJoin'
$MaxCount = 60

for (Scount = 1; $count -le $SMaxCount; $count++)

{
if ((Test-Path -Path $VirtualDesktopKeyPath) -eq S$true)
{

$provider = (Get-Item -Path $VirtualDesktopKeyPath).GetValue(
"Provider", $null)

if ($provider -eq 'Citrix')

{
break;

}

if ($provider -eq 1)

{
Set-ItemProperty -Path $VirtualDesktopKeyPath -Name "

Provider" -Value "Citrix" -Force
Set-ItemProperty -Path SWorkplaceJoinKeyPath -Name "
autoWorkplaceJoin" -Value 1 -Force
Start-Sleep 5
dsregemd /join
break
}
}

Start-Sleep 1
+

<!--NeedCopy-->

TSR

BXBIBIMAT RS Azure Active Directory ME RIFMER, HSRCIENANT EBS Azure Active Directory
WER.
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HEERE

July 4,2024

EERE Citrix Virtual Apps and Desktops, EARELUTAY, IR ARBHABRNAF XN BEFEH
HOES

« — 5% Delivery Controller

« Citrix Director

« Citrix StoreFront

o Citrix ¥eliERRSS 28

o —E%4 Citrix Virtual Delivery Agent (VDA)

o FNEAMBMERA, Fi0, BRAITHRSSE. KESHBRIERSHBRSERER

ST F BB AEINFRI AP, BREHEE—MMAM, FIa0 Citrix Gateway, BX%FE, ES Citrix Virtual
Apps and Desktops 5 Citrix Gateway &5k

=

AR
HRIRS SBIREREN TIERER SR HE LT Microsoft ih&& 4!

« Microsoft &% £ %l 1 Microsoft Software Shadow Copy Provider fRSIEEin T, BXiFAE
B, BFERERERRS.

« MS-Defender kA% 7= F 4.18.2105.5, Bxi¥45 2, E2i@ Microsoft Defender Antivirus
security intelligence and product updates (Microsoft Defender RS R & B EEM=REH) o

MREMEFE R EIE Windows Server TEfa#, 58 E Microsoft RDS ¥FE[IFARSS 28,

BILMERF & 1ISO HME R EKEFBBEFSAHFMRA, AJUEAMIIN VDA ZEEFHKZE VDA, Citrix T
b= ERMIRIIE VDA REREF. FIANREREFSRHETAEMNG TR, BERATEER.

=& 1ISO B & ATF1E Active Directory s, FARIMIBRITENAR VDA HIRGIMAS, WA UERMARERE
Machine Creation Services (MCS) #1 Citrix Provisioning (L #1#F4 Provisioning Services) fERM%E, &
XIFMMER, EBRERMAZE VDA,

REZAMBEENER

o WAEEA: ILEEIREFRREAN,

o ZE RIS EIRER,

o BRI ELhRAFATRERIBEIRIART,

o BIEE: TRAGBIEENEXEEURNMAREXEHIEE, TR Controller idi2s, iR SQL
Server Express LURRiL R #EE, KESMIEEERBEEZTEROAL Z G0 REREERN.,

« Remote PC Access: MNREEZHE—MLENAF A LIREHNEEDAENYETNIFE,
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o EEMZER. MRECECREMNEEEFREMBRS AL AREFNRKEEESRME VM. (ZEZOEAKZE)
AR R ERES —NER, BERITIZREZ AR B EREIMEIF R,

+ Microsoft System Center Configuration Manager: $IR&EZEER ConfigMgr REEX N AEFMEE
BYIEE), HEMREERBEMMREELEES Remote PC Access E&1EMA.

o ABETENEE. MREHERETIRIFRNE, WAIUIBIAETNENERE, EXRENRTFRIENESR,
BRRAREGINRET, BRABTEENNEBURLENNRE, F5iHE CTX270373,

BHNREME
BFEEARERTBIFHNTAE. BERFNRE. YEAFEHRE, FRIESFIHRA. ESH Citrix StoreFront
0 Citrix WrNEARSS B8 XHY, THREXIFTaMBERMT.
TR ZOAR REER RS FENFRIRSE Lo
o E— MRS B LLREMBEZROAMERTIHE. Mk BEEFERE,

o ATHRBERRY R, BEEREFANRSE EREAMN, FI, ¥ Studio REFZEFRTFRET Controller
RS SHEMITEN L, ERMAIEEERER.

o WFARSHEFNE, BWNERIRARS B ELEZ LA,
ER%E Citrix WeHERS SBMITAE, AEBEHMIRS S LREEMA N,

o E7EPRE2S CoreOS (7140 Delivery Controller) EZRESZHRMAN, BAEAB ST, ZRERFARBR
RIERRE, AL, BEEMIERE Studio MEMT AR, ABEFEIER Controller RS2,

B LU IEF—RR 5588 L %% Delivery Controller fI@ B F 2R IFRIER S VDA, BohRERZFHi%E Delivery
Controller (UREFBEMMITEN LRENEAEMIZOAN), AEBRBHREBFHEZEATZRITRE
489 Virtual Delivery Agent.

RREMEFRGEHAERNEN.
WIRFIEITENAEGRSHRANH, RIFHENZERNERER Kerberos ERZEMERR S,

£ XenServer B, EMNNBRRSARIET AR, BMES LEABEMTUMLL. BFERIEE, BREEMER
I HostTime EUZASENMNEEES:

HKEY_LOCAL_MACHINE\Software\Citrix\XenTools\HostTime="Local"

HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\XenTools\HostTime="
Local"

e
ZRiAEN HostTime="UTC", KikESEk UTC LISMYME, g0, Local, WERBEMMERS MM
BYE)E® .

CTX216252 it 7iEAF Windows 10 2IEFHBENMRKIES.
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TRl EAHIME:

« &/07E Active Directory i3z 28 _E RET AL
o A% #7E SQL Server Bt R %5 SQL Server BERETRMN T = EL% Controller, W RZFEET
Hyper-V B9iRSS 28 £ &,

NRERAFE = RIREFZHFH Windows RIERFHRESFAR VDA, NKET—FKHER, ERESH—RBNA
I X &,

#2PR#1 Active Directory Zx

TR EE T RAHRITEN ERE AR NAEE R,
EfEAINM VDA RERRF, HIAURH T EENRRERUEERSHIEIT.
BEFIBLEZHIELE Active Directory i,

o RBGERFIHT ZXFFH Active Directory Ihgedksl. AT Active Directory HEEFMES.

o WMELE—MBTT Active Directory 15BRSS A= 523,

o BEMERIEFIZE EREEM Citrix Virtual Apps and Desktops .

+ 7£ Studio IEEARKAMAMET, BHNERENT (/).
TR Citrix FaIERS 280 Windows AR KPS BHEBE AT REEESNREER,
BXFAER:

o RIEERDMIE

o HZREIE

+ B Active Directory BE&E#/ Microsoft s244

LEIES. FEFIMRENE
EREEMAGIIEFR

o MEEFRNRREL AL Delivery Controller. Studio. Lixense Azs52:85 Director B, 1R Citrix %
EREFRNEITEN EARREN Windows BEHREhER, NLREREFFELHBRE/RENE 9, R4
REEFRBITEN.

XARZ Citrix BEHITHEN B, XRHTFZHETEN LLZETHEMAGHMSH. MRREXMER, 18
EMBNTEN, REEREE Citrix REEF.

FRGSTREN, JERESRSPES /no_pending_reboot_check EmkrHILiEERENE
I =F

« BE, MRAKABELERN, REEFRECNFAFENBECI]. FELERGURERENBITEN.
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o ERER. KERHENMZETEEENRE, IS TWRIEEE R Hli0, AL A, BRMFRE
HIE—RTRo

o MRAHRMINEE, REFELEHET—FERER. ANRENAHRERE. FREEEMTEEN.

o ERE (HFAER) AR, sBETHUE Citrix Analytics. ZRINERT, RESRE, XEHIESHHEHE
Citrixo Iboh, TEREAMR, B2 BEEM Citrix BAFB&REITR (CEIP), X& FHER IR,

ERELEP, EETLUEESSRERTAIFFIHEHRRIIZIEBNEM Citrix R, BXXLETRINGE
£, B8 Citrix Insight Services,

o ERE (FFAL) Studio Y, £EEIUE Google Analytics FELELEH), =% Studio &, aTER
&M HKLM\ Software\Citrix\DesktopStudio\GAEnabled Bt E, & 1 EEAU
S£MEH, 0 BRHKEMLEH,

o IR VDA REXK, MSI S inkl MSI BE (2THIIEIRAE). MREEMEM, ZohEsE
—R CTX X&E, ZNMEEWER XKW EIRABNER HE. XEHEESTE CEIP WENHEMEIEF. 0
&1z CEIP &R, MUk MSI SirssuBR B Lix% Citrixo

ER%& VDA 312+

o 2% VDA BHEHEER T Windows 9 Citrix Workspace R BIERF, BRINERTARE, EHENAEATMU
M Citrix Web 3hsn FEHRE (WEFAEK) EAT Windows i Citrix Workspace M AF2FE A Citrix
Workspace M2, Ittsh, WalfE&ER StoreFront ARs388 LR XL Citrix Workspace MAERF. &
&7 StoreFront 324,

o BABEA Microsoft ITENE A M IBIRFIRS . MRBATZMRS, WIEMINZE VDA,

o AZHEZEFH Windows iiZA#BEKTH R Microsoft AR, MBHEVEEEAEERM (FIa0 N hR4s) ,
ZHMSRANER AR EH BLIEET.

- Windows Media EEM
- HTML5 fSAEE R
- HDX RealTime MK BEGHNEER

EOI U ERERARMERINZIRS], RELKILE VDA REHEUESEHER. EEERET, ETEERTF
7, EHSTH, FAER /no_mediafoundation_ack EmgiAZRES,

o REVDAR, RAKEIIERNERILRBFIMAMAR A, FERTRESIERFRZN VDA £, KA
EMAT RDP &E#, TERTERIERIERSH VDA £, HAERT ICAF RDP &#,

« VDA %EBEAEKM Controller #hiit A gE#iT@ S, BN T LRI SIE, BRI LIERE VDA BEE Controller
toht, A ELUGIERE, 1BiEiE, BIUEE ML, BXFAEE, SR VDA Tt
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VDA Supportability Tools

8 VDA RERFHEE—TAIXFE MSI, HPREEBAFE VDA aEmM Citrix TH, fINBEETRR
MiEERE, T VDAREEFERAENMMNAHTTE LEARIERL MSI NRE, Ea<iTHh, FTEE
/exclude "Citrix Supportability Tools" #EMEZRARE.

BIAERT, TN MSI 2% c:\Program Files (x86)\Citrix\Supportability
Tools\ A, ATLI7E VDA RERFEFAGNAGNE LBRILMUE, HaLi@dd /installdir s<fmisms
TEX. FicE, B BRENFAEEREN VDA BHNUE, MANENAIIZRHFETENME,

AISZREE MSI PR SET T A

o Citrix Health Assistant: Bx#4E8, 551 CTX207624,
« VDA BEILARER: BXEAER, B58@ CTX209255,

NR%ZE VDA BRZEXETH, CTX XERKESIERHE NN EVEE,

ER%E VDA Z S EhEH R

VDA REZERNFBREHBHITEN. RNER T=EHENBL.
¥ VDA AREIRRAE 7.17 (RRZFHOEBRE), ARIEPRHERBE. IRETE&ER,
AT RERLVRE VDA Si2HFRENERBRIRE:

o BESHEFIRRE VDA ZRIREZTTIFM.NET Framework Rz,
o 33F Windows ZIERERSITEN, EERE VDA ZiiziEH =R RDS ARRS.

NRIEKRTERE VDA ZHIRE LN ET:

o MREEAERAESNERAMRSTIEDERER /noreboot %M, HENERENETRGEBEERBE.
o MREFEABSTEOHNER /noreboot &M, NKAENERBIENE,

¥ VDA AREIRAS 7.17 AR ZHESRA, ARIEPRENBH. HIRETESER,

REFFRRMETER
AR
IEIEBE A TR RIEMZEIE VDA,

MRBRIE VDA REFARKN, HEBAT “WENZER Ihat, HENRKROZREHARALZARKENER
&

T™WO

MRE2IE VDA REHARKM, HEBRAT “WERER" Thee, iTEARRER REHARBZARITHED.
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ERABTIINENER T HRRITERIE VDA REFALN, REEFIEFRKGBLEHARZFIE-—NRAE
Fmo 1R VDA ZEHAREM, itBEHFEREIZIER SRS, %temp%/Citrix XHEXRBEEHEBEURERE
REVEAMIE R

ERATERIIENELTHBERITZRIE VDA REFALN, REEFSAEHBIMEEHIARZAIE—
RS &E M. MR VDA ZRERARKY, HENFREHEMH RS, %temp%/Citrix XHXEEBERS
URBXERNEMER. CIERS|BEMHNEIURTFAEEDHNANUNRBRSRAIANTRE, &HFMHEE
C:\WindowsImageBackup\servername =,

AINBERT, LI FREBARES.

MBI RIEABILLThEE, ERFEEEE GPOi&E (Computer Configuration > Administrative
Templates > System > System Restore)Z2BRRSITR,

AR

It GPO REFERTIERZR1E VDA,

ERREFARRRIERSIE VDA NBHILTHEE, BRITUTIRE:

£/ VDA REEFHERRE(GIMNEER Autostart St R Ak S i ERBIET XenDesktopVDASetup
.exe &%) B, %PHEERE A Enable automatic restore if update fails (IRFEHEW, NEA
HohifR) Si%iE,

MNRBE/FARRINTER, WAERERR/&H, BRRE,

o FAGSITEN /enablerestores /enablerestorecleanup i&MiatT VDA RERZF,

- MREA /enablerestorecleanup &M, HERE/ARRINTR, M BMRERS/RS
BEM

- WA /enablerestore &M, HARE/ARRHTH, WAREERAERS, EARFE

e m 1SO PIRMHTE ™ mRERERF, Rk
o RE FESMBRZOAS: Delivery Controller. Studio. Director FliFrIiEARS 280
o REFHF StoreFront,
s REFARSHTFRERERASRIERERS Windows VDA,
o TEEEVTENARSS 38 L REBAITENARSS 88 UpsServer Aft,

o REBKEFHEIERS,
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+ R Session Recording,
+ &% Workspace Environment Management,

P =

Workspace Environment Management Agent REEFR AL, BIUIRERSARZS,

ENSZRIERIERFARN—MHFPRMEKE (BlI0, BF Web 58), BFEATE~STEREFHNGITED. X4
=8, BERRSEE VD

hirHy VDA ZEiERF

Citrix THRUE LRHIRIH VDA REREF, (ENFREMFREENTFIRI) IR VDA REERFIT/NFRE>
m 1SO. e UERMAMIERN LA T EE

.« ERAFMEFEREHNBTRES X (ESD) Rita
- BEEYIEITEMN
« BRZENAE

FINERT, BEEMT VDA PRI GHAEEE Temp XHX, BEE Temp XHFENFAENITEN EREETE
BTEARERREREFNMENEETE. B2, BEE Temp XHENXHERESTHEEMHMER. HE,
AILER /extract 543182,

=4I VDA REEFMH T H,

VDAServerSetup.exe:

ZREATEZRFERERAN VDA, EXH BT RREEFERANMAEERATSAIEIRIERSR VDA 1IN,
VDAWorkstationSetup.exe:

TREATRSIERERAN VDA, EXHRETRTEREFEANMEERTRESIERFRSR VDA %I,
VDAWorkstationCoreSetup.exe:

Z# 5 Remote PC Access BEFHiZ0 VDI ZEM W I HNER TR KIFRIERFZMN VDA, Remote PC Access fFH
YIBITEN. %0 VDI REZTREMEGN VM, ZEItEEED, ©RLE VDA EEFENIZOIRS. Altt, ERXEF
TETRLEEFH VDAWorkstationSetup. exe RERFIERIIET FH—E2

EREEFARERBS AT LU THAVAMF:

« App-V

+ Profile Management, 3 Citrix Profile Management HiR7ER#E 2 SM& &0 Citrix Director 2 RHR.
BXIFAER, BBH%ZE VDA

« Machine Identity Service.

« Citrix Supportability Tools.

Citrix Files for Windows,
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« Citrix Files for Outlook,

VDAWorkstationCoreSetup.exe REREFEALEHBEER T Windows 1 Citrix Workspace 22
o

f£H VDAWorkstationCoreSetup.exe Y FERAREM™ AKX VDAWorkstationSetup g
FRERITIRFRZ VDA, HEA:

- EREFREH: EEFEFIERE LN “Remote PC Access” &I,
o EHSITEOS: IBE /remotepc %,
o EMSITRED: I8E /components vda M EFIHFREEMMIMAHERZFFE /exclude E,

B LTE LRI TR B MR R R L R R /ThEE, ZIRFEEREBREMMBR AN,

VDAWorkstationCoreSetup.exe REBRFREMNRENRBRNBEEMB MSIl, ILEHREFZHT VDA
2003 RZ R E SR A,

Citrix 2R B3
LHEBPE Citrix BREMRIEMAZE Microsoft B R B & HAGRELER,

« 0=Success

+ 1=Failed

« 2 =PartialSuccess

« 3 =PartialSuccessAndRebootNeeded
+ 4 =FailureAndRebootNeeded

« 5=UserCanceled

+ 6=MissingCommandLineArgument
« 7=NewerVersionFound

« 8 =SuccessRebootNeeded

+ 9=FileLockReboot

« 10=Aborted

+ 11 =FailedMedia

« 12 =FailedLicense

+ 13=FailedPrecheck

+ 14 = AbortedPendingRebootCheck

« -1 =Exit

flan, =/ Microsoft System Center Configuration Manager T, MIRREATEERENREG 3, NED
fiZS#4THY VDA REFTRER K, 7 VDA REEFSFHFLABNERBEIET (FI, EARS2E LR%E RDS AU EHR
HE), PRRERAEXMER. AEELTRTHEASETNEEANG, HEAETTEREMBRIITENG, 72108 VDA
LERT.
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s, ERIE CMD Bifds GRI[E] Microsoft ;SBHHAE) ITEEMRE, HEe Configuration Manager &+
BRI,

Fc&EiEATF Windows Server T £ Microsoft RDS i rliEARSS 28

b= @73zt Windows Server TEfa# (190 Windows 2016) BFi5i) Windows Server iZi2 &iEIh8E, XEE
EERERERSE P imAIRNFENE (RDS CAL). VDA #EEMEER RDS #FaIEARSS 288 LIER RDS CAL, REHH
SEFEIERRS 28, BXIFMMER, BB Microsoft MM i R EARS P AlE RS 28, X FHEEIERRIRE, &AL
8 Microsoft {2 #tAIZE R,

Wik AE, S LGLIARS N ARS8 B, ATLTERE LAY RDS 5% A BB AERS (NS AP ER,
EETLUER Microsoft AR BRI EIFAIERS8[. BXFMER, 1557 Microsoft X#ERE A imihiaiF ek
(CAL) # 5] RDS #E,

Z2EAARKISERE RDS FrHIERSS 2, BHITUUTRE:

1. EAATEN L RERRRERS FAIERS SR, TENMTRLRIA, Citrix F=mIEfR S MEES R LT
AEARSS 28

2. fEM Microsoft 4AXRBSIEE YAl ARSS 28t S A P I aliE. BXF4ER, ESE Microsoft x4 RD
RIEFNIRS BRIEEITIE R EIF IR,

Windows 10 TEfHEEE LM Windows 10 FrHERGE. FATRIUEIRE Microsoft x#43#:5E Windows 10
TESAH,

EZER

BT ENREIGERBRMUE, ERITUTRE:

« AWS =IfIR

+ XenServer EiNLIFIE

+ Google Cloud #i%

+ Microsoft Azure Resource Manager =¥fi%

+ Microsoft System Center Configuration Manager 1%

+ Microsoft System Center Virtual Machine Manager B\ L FiE
+ Nutanix E#LIRE

¢ Nutanix =RI&TERFRRRAE

« VMware ElLIFIE

« VMware M & 1FINHRRRG R
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AWS =ifiR

April 30,2024

FFEREEMIZE AWS kP EREESSS Citrix Virtual Apps and Desktops & RN ERMNENTIE. HR
EEFEENANE, FEERTAEREAREZ N BEXKHEENSIEAREMIBE, TRXEESE, TUR
# VDA, E&ITEN. QIBRHENERUKEIERHA,

TR RIESEY, SHRRUESEUTAYE:

o BANTAERKIEPEEARFRMNEBAFNOEMAE R (VPC).

« [EBHEA Active Directory i#=%I28#0 DNS ARSS283i1TRISEGI, 1F VPC WERBFMA,

« VPCHARFMHRAERL2ENMEG, hEFRTFEHSERFMPLFGIR RDP EZEULNEEEN, 5T
FISBHERUERS, aIXEALES, UMEERBSFiAE. HAEEEHATMPIEMSEE (a0 VDA S261)
B, RILAEH/ShERENLH.

ESHR

REAFABRTWMEATRNEMLE R (VPC), TRILLESE, AWS REABFMPHEALHE IP ikl NAT
MXo HLREESETRFRPHSEFIRETSAE Internet, 2B FRHPRSEFIRTHANLAHIRESR], BEBFRHARIE
BRI ARl

REReH, R2AMERH VPC PRSEFIRRERNEMAE. EARaT2AFRMAFLIHFHPHNEFHIS LA
FRPRISEFIHITEERAN. EEFXERLAS VPC FEESLFIMEXE,

613 DHCP i&mige, MRFEA Amazon VPC, MEINERME DHCP #1 DNS RS, X METE Active Directory
T HISPEE DNS 943, Amazon # DHCP i#%H, # B Amazon # DNS ReeAF A%t DNS &, mF
BEFTF Active Directory &#/f#if. E57EiEId DHCP Z34 LIV 2 FFARS 28, 158172 DHCP IEIME, ZiEW
EFHEH VPC PRIFTE L2 8 Active Directory /585 DNS RS2, EBHREMN (A) ikEEHK (PTR)
IBREXRGIMANEN SR, BABRRNIERFRPNENLHIREEMSESHEE .

@ VPC i inE 2 EHMEEHER. @82, ERIUERT R FMPRISEF LOREEFH /K EREIIMNZE,

£51: & VPC

£ AWS ERizHI A, %#ZF VPC,

7£ VPC #=%liR e, i%£3%E Create VPC (81 VPC),

% VPC and more (VPC &¥E%),

E “NAT gateways ($)” (NAT [ ($)) T, %4 In1AZ = 1 per AZ,

7£ “DNS” &, 2% Enable DNS hostnames (EF DNS TH&) ST EFRE.
#EFAIE VPC, AWS BRIENBFMAMEAFM. Internet Mx. BAXRMMIALLA,

ok~ w N
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£5 2. REREA

IESEAER VPC gIBHRE U T 224!

o SENRAFRPREFXBENARZ 2,
s SENTAFRNPOLFHIXEKNETRREH,

EoIEREA, BRITUTIRE:

1. £ VPC =46lmiR, ¥ Security Groups (Z£4),
2. ARHERSANER LA, ERUERSAH, ARBANANZIMIFCMEE, & “VPC” &, %R ZA8/EN
VPC, #ZE=2, tlE,

EE ARE4H

1. EREATIRF, %EEFE “Public security group” (2BER£4A),

2. EERNERNETR, AREREE USRI

et iR

FhEmRE #E3E “Private security group” (ZBRZ£4).
FRERE #E3E “Public security group” (2EZR£4H),
ICMP 0.0.0.0/0

22 (SSH) 0.0.0.0/0

80 (HTTP) 0.0.0.0/0

443 (HTTPS) 0.0.0.0/0

1494 (ICA/HDX) 0.0.0.0/0

2598 (Session Reliability) (2598 (&iErAT&EM4)) 0.0.0.0/0

3389 (RDP) 0.0.0.0/0

3. WG, EFERF.

4. EFRHIGNED R, AREREEUCIZTRN:

KR Bi5
FrERE ¥ “Private security group” (ZRZ£4A).
FrERE 0.0.0.0/0
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KA BT

ICMP 0.0.0.0/0

RETRARE24H

1. ER2ATERS, EHFE “Private security group” (EAR24).

2. MREHRGERELAHRLANRE, WLIURE TCP iw0O; HEFENEMNEDR, AEEFHRE USRI

TCP 1494 (ICA/HDX)

g

“Public security group” (AR%%£4H),

TR

et "

FrEReE #E$E “Private security group” (ZBRZ£4).

FRERE 3% “Public security group” (2EZR£4H),

ICMP #E “Public security group” (2EZR£4H),

TCP 53 (DNS) % “Public security group” (RBER£4A).

UDP 53 (DNS) %% “Public security group” (RBER£4A).

80 (HTTP) %% “Public security group” (RBER£4).

TCP 135 %% “Public security group” (RBER£4).

TCP 389 %% “Public security group” (RBER£4).

UDP 389 %% “Public security group” (RER£4).

443 (HTTPS) % “Public security group” (2BRR£4),
%

TCP 2598 (Session Reliability) (TCP 2598 (%i&@l  #%## “Public security group” (2B%R£4).

1)

3389 (RDP) %% “Public security group” (RERE4A).

TCP 49152-65535 %% “Public security group” (RERE4A).

3. A, EERTF.

4. EEHIEGNED R, AREREEUCIETRN:
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i B85
FRERE % “Private security group” (ZRR24).
FRERE 0.0.0.0/0
ICMP 0.0.0.0/0
UDP 53 (DNS) 0.0.0.0/0
5. ERE, EERE

£55 3. BnhsEfl

LT BEREIERD EC2 LHIHAEZE Amazon EMNENAEIERZES:

1.

2.

3.

4,

10.

11.

£ AWS EBizHlarh, #EF EC2,
7£ EC2 ##IEMR+, %1% Launch Instance (BEzhstfl).
1#%#% Windows Server I & BREFN S HI2EEY,

£ Configure Instance Details (F2ELFI¥MER) TEL, WALFHNBIRHERUFIZEN VPC,

. 7£ Subnet (FW) &, A PEHIBILTERE:

« Bastion host (82%#): i%#F “Public subnet” (2BFM)
« Domain Controller (#=#I28): “Private subnet” (ZBFM)

£ Auto-assign Public IP address (BzhoEARA IP #iik) &, HENEEIMILTER:

+ Bastion host (£2=#]1): %% Enable (BMA).
« Domain controller (iZi#xH138) : %% Use default setting ((£FA2ZRINRE) =i Disable (ZH).

7£ Network Interfaces (M&#E0) &, AFEFISBHNENERTW IPSEERAE IP iiit,
MEHSE, 157 Add Storage (FRINTE(E) T _EEELE K
£ Tag Instance (#Ric3Lfl) TIEL, WMAENEFINRIFET,

£ Configure Security Groups (FRER%£4H) WE L, %% Select an existing security group (%
BMAEREH), ARERNENEHIMLITERE:

+ Bastion host (2%#1): ¥ “Public security group” (2R%Z£4H).
o TS EEETHATESE,

WEFRHMEE, AGEEE Launch (B5h).
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12. QIEHEANRERNEREN. MRVEMBHEX, BTHENFA (pem) XAHHEHREE—TREM
B, REEFINRNERRENN, BIURHEEHNTAR.

13. #%# Launch Instances (B&hsfil), %1% View Instances (EFLA) UEREHLGITIR, EF3HE
BB e RSO ERE#TIAN.

14, FREVEBAEAIREAEE R

a) EXFIFIRF, HEELFI, AE%EE Connect (EE).

b) #Z%I RDP client (RDP ZFi%) %Ik, %% Get Password GREXZRD), HEHIIRTREN EHEMN
38 (. pem) Xt

c) %#% Decrypt Password (FAZ7H3) LUKER AR ALEMZER, AWS E2REIAZE,

15. EERITHR 2PN R, ISR THEA:

o BRARFRPI—NE2ENKA
o BT RFWPAIEEIEHI2RE9L M,

£55 4: 63 DHCP i&mig

1. 72 VPC i=4Im#x$, 1% DHCP Options Sets (DHCP #%Ii&),

2. MAUTER:

+ Nametag (BFFH5iE) : FEERN—NRITFET.

« Domain name (5®): WAREHITHERLAINERNTLRERZ.

« Domain name servers (E&RE:E) : BADRLFITHREGONE A IP #itFF 575 Amazon-
ProvidedDNS, LGES HFR.

« NTP servers (NTP fgs528): RtFERE=,

+ NetBIOS name servers (NetBIOS &#ifRs528) : MNFIEHISBZLHINEF P Hitit,

+ NetBIOS node type (NetBIOS Fi=28): A 2,

3. EERE, SR

4. Wk S VPC ABXEX:

a) 7 VPC i=4IEiR+, %4F Your VPCs (EMyVPC), ABEEZHNIEEM VPC,
b) k&% Actions (i&1E) > Edit DHCP Options Set (4%i8 DHCP 3£Bi&),
C) RIRTE, EECIBMNINENE, AGiER Save (R7F).

f£55 5. BCESEH!

1. £ RDP FFRimEERE2 T MLFINAMA IP #iit, RERETE, MAEERKP TR
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2. ZE2ENELGIR, BEIZERKEERHERIERENLFINETA IPtit. RSRTH, WALFHNEER

EiEo
3. AERFMPHNFERLGIEEE DNS8E:
a) RRERTTE > EHIER > ML Internet > MEMEZ 0 > BRIEERRIEE. WEBRNMEEE,
b) #%EEEM > Internet thilkiz 4 (TCP/IPv4) > Ei4,
) #EEER > DNS, BRUTEBERTFBRARS, REEEFHE:

o 72 DNS FiEapittEzadsthit
o 7£ DNS ‘EM A IttERERT DNS B4

4. BECEGITHIR, FRITUTERE:

a) EAMRSREEEE, RIMAGFERIAIIEEN Active Directory RS .
b) ELFIRFA RIFIEHIEE, RFSIEF, B DNS HEMGIZE DHCP EMEREENEE, REARRE,
EX i) =iat

T—HHER

REZOAN

%3 VDA

o QlEIER

o BXE AWS heIRMBERERNESR, BBRS AWS ik

EZER

ong

o QIENEEERENEIR
o SIEBITENER

XenServer Ei\LIFiE

January 29,2024
XenServer AIELEHEEERE, BRABEETEAHIRESERFA AR,

BEgETM XenServer, ERRAEERE,
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TR

o BIERULS
o E7f XenServer HEI|BFERERE, FSRS XenServer BiE#E

EZER

o QBN EEEENRR
o QIEBITENER

Google Cloud ifiZ

April 30, 2024

Citrix Virtual Apps and Desktops #.iFf&1E Google Cloud EFEAI Bt E .

2K

« Citrix Cloud #F . AXXHNAMINEERIE Citrix Cloud Higif,

Google Cloud IH, ZIMB#F#SITENERXENMEITERR. ERAUZRREHERHIE,

« &K Google Cloud mMBHEANN APl, BEXi#4ES, ESEEA Google Cloud AP,

Google Cloud Service kP, LtARSH 3 Google Cloud #1THHIIE, W/EBXIMENIHRNER Bx
FAER, FSRAEEMNENRRSKS,

« BA Google ZAiAEMNIR. BXi¥4=8, 1551 Enable-private-google-access.

=2F Google Cloud API

27t Web Studio #EMH Google Cloud 158E, &7 Google Cloud B H /5 AXLE API:

s ITESIZAPI

o nAREESS API

o BMRBIAIARIEE (IAM) API
« Cloud Build API

o ZEHABEERS (KMS)

£ Google Cloud z#l&a®, THRIATHE:
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1. TEEARSER, %EF APl RS > =51k,

<
A Home
{£} Compute Engine
PRODUCTS ~
‘Q, Cloud Launcher
B Billing
API  APIs & Services
'i' Support
O 1AM &admin
@ Getting started
e Security
COMPUTE
@ App Engine
{2} Compute Engine
@  Kubernetes Engine
[...] Cloud Functions

https://console.cloud google.com/apis?project=citrix-mes-documentation

(] ‘ @ Secure \ https.//console.cloud.google.com/home/dashboard? project=citrix-mcs-documentation ‘fr‘ o

Google Cloud Platform & Citrix MCS Documentation v

> Dashboard

Library

Credentials

2. 7z Dashboard (iz#iik) BREH, WKRITHESIZ API A TFERARS. NMRKXEA,
BREBUT S EHTIRMGE:

a) SMzl APIs and Services (APl ffgs3) > Library (&),
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& C | @ Secure | https://console.cloud.google.com/apis/library?project=citrix-mcs-documentation b g
= Google Cloud Platform & Citrix MCS Documentation ~ Q
< API Library
» c
Welcome to the new API Library
The new API Library has better documentation, more links, and a smarter search experience &
. Q_  Search for APIs & Services
.
Filter by Maps VIEW ALL (17)
VISIBILITY |
hd Dq (3 n

-w -
Public (202)

Maps SDK for Android Maps SDK for i0S Maps JavaScript AP|
Private (1) Google Google Google
CATEGORY Maps for your native Android app Maps for your native i0S app Maps for your website
Advertising (14)
Analytics (1)
Big data (8)
Blog & CMS (1) Machine learning VIEW ALL (7)
Compute (7)
CRM (1) ’ 0 [=]
Dl ) Dialogflow API Cloud Vision API Cloud Natural Language API
Developer stacks (1) Google Google Google
Developer tocls (10) .

An end-to-end development suite Image Content Analysis Provides natural language
Email (1) for conversational interfaces. understanding technologies to

b) EigZ=iEH, A Compute Engine ((+&3|%),
C) MiEZL£RF, #%F Compute Engine APl (3+&3|% API),
d) 7 Compute Engine APl (it#3|% API) TiE L, #%# Enable (BHA).

3. ERTREREER AP

a) £fnzl APIs and Services (APl #1fz$3) >Library (&),
b) &%= EH, #A Cloud Resource Manager (ZHREIES).
C) EHZRLRSD, %% Cloud Resource Manager APl (=& REIEE API),

d) £ Cloud Resource Manager APl (=% iR&E% APl) A, %% Enable (BA). HEET
APl BIR7S,

4. @A, BRASMRZIFMIAENEE (IAM) API 71 Cloud Build API,
WA LUERA Google Cloud Shell B APL, Aitt, BEHE:

1. #77F Google #=#Hl&aFm# Cloud Shell,
2. 7z Cloud Shell FEfT A FE M2
+ gcloud services enable compute.googleapis.com

+ gcloud services enable cloudresourcemanager.googleapis.com
+ gcloud services enable iam.googleapis.com
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« gcloud services enable cloudbuild.googleapis.com

3. 2 Cloud Shell &%, i&E#+ Authorize (B0,

Ao EFERARSE A
AR
GCP %71 2024 £ 4 B 29 HZ/G5I A%t Cloud Build Service BIZRATT RHFIARS KA BIE RPN ER, B*
FMER, 5207 Cloud Build Service tkP &, 112024 F£4 B 29 Bz #iEAT Cloud Build APl B9 E
Google MEAZ T ENFEM, B, MELEFERE 4 A 29 BZEFIFNER Cloud Build Service 1779,
narERE A Cloud Build APl Z it et AL BER U REFIAR, Ak, UTRES AWML 2024
F4B829HZHM2024F 4 A 29 B2 G, MIREIRE T HMWALEE, 5E1E 2024 &£ 4 A 29 BZEZ5.

20244 H 29 H=zAl

Citrix Cloud 7£ Google Cloud 1B FEH=MEIZABRS HKF :

« Citrix Cloud Services tf : ItbARSS Ik~ 415 Citrix Cloud i8] Google IE. MEMEETEN. LARSMK
FfEF Google Cloud £ Am Google Cloud #1T & I0iE,

T TIRIR LA BAF RO RIR IEARSS 1K . BXRIFAER, 1551612 Citrix Cloud Services #F,

BT LA A BB F B 3R B BRSSP B30, <my-service—account>@<project-id>.iam
.gserviceaccount.com,

+ Cloud Build Service Account (Cloud Build Service #F) : EH Enable Google Cloud APIs (BRA
Google Cloud API) iREIKFE APl l5, A2 BETECLLIRS K, . EEEBohEIBRNFIERSIK, , 87
Google Cloud iz#| &5 S412I IAM & Admin (IAM F1EE) > 1AM, #4/5% Include Google-provided
role grants (&3} Google IREMNAEIENR) SiiE.,

B L& L Project ID (18 ID) #1 cloudbuild —37 7 3k &9 B8 7 #B {4 #th 1k SRIR B L AR S50 o 31130,
<project-id>@cloudbuild.gserviceaccount.com

WIERSHKFREWIEFTTUTHEB, MRELAFMAE, FRER Cloud Build Service #k - HiFn
BRSPS BHITIRF

- Cloud Build Service ffF
- HELHEER
- RSB

+ Cloud Compute Service ik : #iEITHE APl /&, Google Cloud £¥1thiRS A #m=EIE Google Cloud
PRI GIH, kP AE IAM BEAFERERANTIRE. B2, MREMFREIAIPRLUATTERMRIIZE],
MHBFRMBEUATRNFEEERERAR:

- resourcemanager.projects.get

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 122


https://cloud.google.com/build/docs/cloud-build-service-account-updates
https://console.cloud.google.com/iam-admin/serviceaccounts
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/google#create-a-citrix-cloud-service-account
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/google.html#enable-google-cloud-apis
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/google#add-roles-to-the-cloud-build-service-account
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/google#add-roles-to-the-cloud-build-service-account

Citrix Virtual Apps and Desktops 7 2311

- storage.objects.create
- storage.objects.get
- storage.objects.list

ALLEE L Project ID (IH ID) #1 compute —iaFF kA FHpFtat 0BRSS K, B30, <project-
id>-compute@developer.gserviceaccount.com,

27 Citrix Cloud Services tkF ZEgI# Citrix Cloud Services tkF, EHRITUTHE:

1. £ Google Cloud #z#lat, SMZE IAM & Admin (IAM F1EIER) > Service accounts (ARSHKA),
2. 7 Service accounts (FRSiH<F) BiE L, i%#F CREATE SERVICE ACCOUNT (fIERRSHF),

3. 7z Create service account (RIERRS ) TIE L, MAFIEMNES, FA5i%£1X CREATE AND CONTINUE
(BUEEFHARER)
4. 7z Grant this service account access to project (ZFILRSKATERIGRNE) TELE, #BE

Selectarole (EEA®) THXREHERMBENAGR, IRBEFNEZAE, BFHE +ADD ANOTHER
ROLE (+ FmEAMAHE),

MR (PATIRS) BEEEXTNBEENZMAR. QALRSKFAETUTRE:
- ITEEER
. FHEER
« Cloud Build #ig&
o RS AR

o nHIEEFERR
+ Cloud KMS mn#Zi&E 5

Cloud KMS mE21ERBEZEUTINR:

+ cloudkms.cryptoKeys.get
+ cloudkms.cryptoKeys.list
+ cloudkms.keyRings.get

+ cloudkms.keyRings.list
AR

ERIEFRARS KR, 1EEAPIE APl LUREXRT B A BMTETIR,

5. BEda

6. 7£ Grant users access to this service account (IEFHEAILRSHKFAIFANRE) EL, FMARS
S4H LU T H A AR St P SR R TR MERVAN R,

7. BETH.
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8. SfnEl IAM EizHI&,
9. IRBILIERIARSS K,

10. BitAReREEMINDE.

BIZARSSIKFEY, HER A TEI:

« Grant this service account access to project (EF LIRS KA ITTEAIAREE) 1 Grant users
access to this service account (EFHF LIRS K HIARNIR) HFBRIAEN, NRIERPLI XL
A ES R, HMUIENRESKSFA2ERE IAM & Admin (IAM f1EE) > 1AM TEH,

« ERTERSHFXBENAR, BEAKEESBNER TRNAG, IRAREAAIRENRSHKS ExfA
=5

Citrix Cloud Services k358 7£ Citrix DaaS $¢l#i&EZEE Citrix Cloud Services kP =50, BHRES
EEEXH (json) ., BTG, XHESEMTHHREITHXXMR, IBRFAN, ESHBRALEIGER
JSON., &M, Citrix By “EEE” RELEHITHEN.

E0IERSKARA, 5SMME IAM & Admin (IAM F1ZIE) > Service accounts (FRSkF), AARBEE Citrix
Cloud Services t P By FoRfEthit, £1H2] Keys (Z250) £, AE%ER Add Key (FiNZ$A) > Create new
key (BIEFHZH), BS2EE JSON fEAZHAEE,

m:

£/ Google Cloud &5 # Service accounts (BRE1KF) TEGIERA. HTFREER, RITENERE
HAE X, BEmEIAE Google Cloud #E#, mTLlmA Citrix Virtual Apps and Desktops 212 fitHn

ZI-%_{%HO

i Citrix Cloud Services tkFFmmfAe Em Citrix Cloud Services WP HRMA R, BHRITUTRE:
1. 7 Google Cloud #=#l&9, SM41E IAM & Admin (IAM f1Z#E5) > 1AM,
2. 7 IAM > PERMISSIONS (1XfR) U@L, REVEEIRHBRSHKF,, ZIKF al@id B F it #1735,
flgn, <my-service—-account>@<project-id>.iam.gserviceaccount.com
3. EERMEENRAREX RS KA EARRYIHRAR,

4. fEFMEEMEETN Edit access to “project-id” (4RiE¥T project-id B9iA R IR) TE L, %% ADD
ANOTHER ROLE (HiNm—1A€) BUTABRMRMIIEHNRSIK,, AFEE SAVE ((R1F).

A Cloud Build Service tkFP7mnA®E @ Cloud Build Service tkFiRmmfae, EHITUTIRE:

1. £ Google Cloud #zHla®, FMZE IAM & Admin (IAM F1EER) > 1AM,
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2. £ 1AM & L, #3 Cloud Build Service #kr, izt~ AT LUERLL Project ID (3518 ID) #1 cloudbuild
—IEFF LAY R FEB AU HTTIRG o

fign, <project-id>@cloudbuild.gserviceaccount.com
3. EEHEERUSE Cloud Build kP R,

4. EFREEAETR Edit access to “project-id” (45184 project-id KA RIMNPR) @ L, %% ADD
ANOTHER ROLE (FmE—1At) BARENAEERNHRMEERN Cloud Build Service ik, REEE
SAVE (1R7F).

AR

BFFE APl LERENSTERN A BT R,

20245 4H29HZE

Citrix Cloud 7£ Google Cloud 1B F R MEIZ RS ik :

« Citrix Cloud Services ¢ : ILARSS 0~ 5% Citrix Cloud 513 Google MH. MEAEEITEN. LRSS M
FfER Google Cloud £y Am Google Cloud #17HHIIE,

WMF R BIRIEARS K

B LU A BB F B3t R B BRSSP B30, <my-service—-account>@<project-id>.iam
.gserviceaccount.com,

+ Cloud Compute Service Account (Cloud Compute Service 1) : B Enable Google Cloud APIs
(B H Google Cloud API) #iREIMFE APl fa, RAsBEMMRLLERSHK,, EEEEMIENAMER
kP, 157 Google Cloud #4148 S#1Z IAM & Admin (IAM F1ZE) > IAM, 2A/EES Include
Google-provided role grants (3% Google IREMNAEITRIN) EiFE, LikFEE IAM BEXREREXR
WITIRME. B2, MREMFREINRLUHITERBARITE], WABIRNBEEUTNRNEFHEESAE:

resourcemanager.projects.get

storage.objects.create

storage.objects.get
storage.objects.list

AT LLiEE U Project ID (I E ID) #1 compute —iaAFF LB FHR it hkSkiB B AR S0k o Fldm, <
project-id>-compute@developer.gserviceaccount.com.

RS B EHEBEFTUTAE,
- Cloud Build Service ff

- HEXHEER
- BRSKFAP
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27 Citrix Cloud Services tk  ZEgI# Citrix Cloud Services tkF, EHRITIUATHE:

1. £ Google Cloud #z#l&at, SMZE IAM & Admin (IAM F1EIER) > Service accounts (ARSHKA),
2. 1£ Service accounts (fRStk/) TuEm L, % CREATE SERVICE ACCOUNT (8RS HKA),

3. 7£ Create service account (RIZRSMHKA) TTE L, MAFFENER, A/51%% CREATE AND CONTINUE
(RIEH ML),

4. 7£ Grant this service account access to project (ZFILRSKATERGRNE) TEmLE, #BE
Selectarole (£EfAfE) THXBHXABRMENAC, IRERNEZAE, 5HE +ADD ANOTHER
ROLE (+RimiEfthAae).

FMKP (PAFRS) MEEENTEEENZHAR, BLRSKFAEFUTARE:
 HHEER
. FEEER
« Cloud Build ¢iE&
o IRSEIKF AP

o nHUEEFMERR
+ Cloud KMS &R

Cloud KMS m#E2E R T U THUR:

+ cloudkms.cryptoKeys.get
+ cloudkms.cryptoKeys.list
+ cloudkms.keyRings.get
+ cloudkms.keyRings.list

AR

TERIESRRIARSS KBS, BB AFME API LUREXA A A BRTETI R,

5. BEda

6. 7€ Grant users access to this service account (BFAFILRSKARIARNIE) EL, HNAF
AL T EAE RS P R HRITIRERINR.

7. BETM.

8. M=l IAM =518,

9. IRFIBIZAARS K,

10. BIFHBRT[EMINSIE.
AREDU

BUEARSZ K, AT, EEELUTEI
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« Grant this service account access to project (EF LIRS KA IITE A REE) 1 Grant users
access to this service account (FF ARSI IFRINIR) 5B AEMN, MREFHHT XL
A ESE, MUENRSKSA2ERE IAM & Admin (IAM f1&1E) > 1AM TEH,

« ERTERSHFXBENAR, BEFAKEMESBNER TANAG, IRATRERAIRENRSHKS ExMA
=9

Citrix Cloud Services 1~ %58 1z Citrix DaaS F8I2EEEE Citrix Cloud Services kP %8, HBEAE
EEEXH (json) F, SIBFAG, XHESEMTHHREITHXXGR, IBRZHAN, ESHBETALELER
JSON., &M, Citrix By “EEE” RELEHITHEN.

E0IERSKAREA, 5SME IAM & Admin (IAM F1ZIE) > Service accounts (FRSSkF), AR SE Citrix
Cloud Services tkF B FHEHHIE, T1HRE] Keys (Z5R) &M+, AE%EE Add Key (Fim%$H) > Create new
key (BIEHFHZH), BS2EE JSON fEAZHAEE,

m:

£/ Google Cloud ###HI&5H Service accounts (BRE1KF) TEGIERH. HTFREER, RITENERE
HAE X, BEmEIAE Google Cloud #E#, mATLlmA Citrix Virtual Apps and Desktops 212 fitHn

ZE%HO

@ Citrix Cloud Services tkPiFAE  Em Citrix Cloud Services tk P iRNA®, BHITUTIRE:

1. 7£ Google Cloud #zf#lad, SMZE IAM & Admin (IAM F1EER) > 1AM,

2. 7Z 1AM > PERMISSIONS (1XfR) TiEL, HREVECIZHIBRSHKF, , ZiKF vl B8 F At ## 1735,
g0, <my-service-account>@<project-id>.1iam.gserviceaccount.com

3. EFREENT LRI ARSI EARAYTH AR,

4, ERmEEFETA Edit access to “project-id” (4RiEx4 project-id BRI R) TWE L, % ADD
ANOTHER ROLE (FmB—1 ) BUTHEENHRNIEHRSK,, RE%ERE SAVE (1R1F).

i Cloud Compute Service kP FIIAE ZEM@E Cloud Compute Service kP FHRMAR, FBHITUTRE:

1. 72 Google Cloud #=#lad, SMZE IAM & Admin (IAM M1EHER) > 1AM,

2. £ 1AM ITE L, #% Cloud Compute Service i/, %k o] LUfER L Project ID (38 ID) 1 compute
—iAFF LB BB F B AR i TIR B,

fign, <project-id>-compute@developer.gserviceaccount.com
3. EFREERURE Cloud Build kP,

4, ERmEEHETA Edit access to “project-id” (4RiE34 project-id By R) TUE £, % ADD
ANOTHER ROLE (FmE— 1) BAENAGBENRMEIER Cloud Build Service i, RAFER
SAVE (fR1F).
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} =

=W

BFRFRE APl LERERSTER A BT R,

FREN R F R E IR

Citrix Virtual Apps and Desktops 2i# T3k Google Cloud REM=EMKMANITIE. LIRS Google Cloud
FiETEMERE. Citrix Virtual Apps and Desktops £8I—1&A citrix-mcs—cloud-build-logs
-{ region } -{ 5 random characters } M7f##%, Google Cloud BREFIEHETHRIERBE
8. ELEHEREIEET —MER, ATE 30 XEMRAS, tIRERATEENRSKF R’ Google Cloud %
RigEHN storage.buckets.update, MIRRSHFEH LR, Citrix Virtual Apps and Desktops ¥#&
RESSRIRHSEHITE ROEIE, NREEHMR, EMAENANSIEN, TEFHEE,

EH Google T RiAANIR
Y VM RS ECAE MR ORIMNE P #isiket, BRI EmAEE IP it Bir. BRAE AR, VM K&z
3| Google AP| FI#BXARSERRISMB |P HhitEe,
=W
T BERATTA Google HANIR, FrEEEIEE AR IP itk VM &S EER SR Google 2H API,
AHEHRBEWRRRET = AMNEEREENER T,
BHRFFMEH VM EEBEEE AR IP #iitsER Tihin Google API LU#1T MCS TRER, EHRITIAUTIRME:

1. 72 Google Cloud =, i5ia] VPC network configuration (VPC WEEE).
2. £ “Subnet details” (FMi¥AES) FET, 1777 Private Google access (Google ERILIAINIR) o
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= Google Cloud Platform ge v

::: VPC network

& VPC networks

[} External IP addresses
= Firewall

»  Routes

40 VPC network peering
[+ ] Shared VPC

73 Serverless VPC access

il Packet mirroring

&  Subnet details 2 EDIT @ DELETE

default

VPC Network
default

Region

us-eastl

IP address range
10.142.0.0/20

Gateway
10.142.0.1

Private Google access
off

Flow logs

Off
View flow logs

Equivalent REST

BXHMER, BBEEEET A Google iARAR,

BE:

WMERIEHIMLLECE HBELE VM 3508 Internet, 1BHRRALFRIESER VM FRZEE2INFMEE B Google iAin

RS

T—SmER

o REOAN
« X VDA
o BIRIAR

« BX7 Google Cloud IFFEFEIBMEBRERNER, ESIAS5 Google Cloud FiFERIER:
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EZER

o QIENEREERENARR
s SIBHENAER

HPE Moonshot E#l¢IFiE (FihR)

July 4,2024

Citrix Virtual Apps and Desktops i@id z7£# Citrix EE# HPE Moonshot 4 E12&# HPE Moonshot T
e R, ERALLEY, ERIUeIES5 HPE Moonshot MfERERE. &IEBRUKRI B RPIITENHITERERE,

X

7£ Delivery Controller £%2 Citrix &12# HPE Moonshot fft.

=z

AR

- MRARRET Citrix EEH HPE Moonshot #&##1 HPE &32# HPE Moonshot &, Delivery
Controller ##H Citrix 328 HPE Moonshot &+,

« NRERZRET Citrix £ 8 HPE Moonshot #&##1 HPE &2 HPE Moonshot &+, H#H
&8 B HPE & M Moonshot # #, & 1% Citrix 1/ HPE Moonshot &, RAEEH
RegisterPlugin &7,

Z3#E Citrix E1289 HPE Moonshot i&#t

ER% Citrix EIEM HPE Moonshot #&fF, BEHITUUTIRE:

1. # # E:\x64\Citrix Desktop Delivery Controller\MoonshotPlugin.msi,
E:\ # IS0,
2. UEERS%HITF PowerShell #=17 U TFa<,

C:\Program Files\Common Files\Citrix\HCLPlugins> .\RegisterPlugins
.exe -pluginsroot .\CitrixMachineCreation\v1l.0.0.0\
<!--NeedCopy-->

3. EEMEIE, BNESEERSERBIATIRS:

a) CitrixBrokerService
b) CitrixHostService

¢) CitrixMachineCreationService
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4. &171 Get-HypHypervisorPlugins U EiE#H R E R %7 Delivery Controller £, it #
DisplayName F£ /12~ HPE Moonshot,

EnZ; Citrix E12# HPE Moonshot i&{FH E# RegisterPlugin &1z

MRER%ET Citrix EI289 HPE Moonshot ####1 HPE &I2# HPE Moonshot ##fF, HBE&8#R HPE &2
B Moonshot &, MFiENZ; Citrix 289 HPE Moonshot #&fF, AEE#H RegisterPlugin &, BH
TTLUTRE:

1. % Citrix &89 HPE Moonshot &,

2. UEBREHMITH PowerShell #=17 U Tin<:

cd “C:\Program Files\Common Files\Citrix\HCLPlugins"

C:\Program Files\Common Files\Citrix\HCLPlugins> .\RegisterPlugins
.exe -PluginsRoot ° C:\Program Files\Common Files\Citrix\
HCLPlugins\ManagedMachine\v2.5.0.0"

<!--NeedCopy-->

3. EFEMEE, BNESEERSERBIUATIRS:

a) CitrixBrokerService
b) CitrixHostService

¢) CitrixMachineCreationService

4. &171 Get-HypHypervisorPlugins U EiE#H R E R %7 Delivery Controller £, it #
DisplayName F£ 412~ HPE Moonshot Machine Manager.

KRESR

1. ®BEER HPE FiR,

2. #l1E5 HPE Moonshot #5880E#E,

w

. BIEHENER.

=W

FERIEBERZA, BERHAEE 1% HPE Moonshot i &, HEXLT S L% VDA, AT
HPE Moonshot #&f A MW ERER, BHHET R0 VM,

4. IER(IA,

(&3]

. BHAMIEEE HPE Moonshot H =i 21t E B RE {148,
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TR
EizAH

£ VDA

o BIRILS

+ £ HPE Moonshot el @A EIRiEE, H5HS HPE Moonshot #ii

2

g2y
T

EZER

o BIEMEIEEENTR
s SIBHENAER

Microsoft Azure Resource Manager =ifi&

August 7, 2023

f#/ Microsoft Azure Resource Manager /&89 Citrix Virtual Apps and Desktops ZBEHFRELE AT, ER
EUTHE:

« Azure Active Directory: https://docs.microsoft.com/en-in/azure/active-directory/fundamenta
[s/active-directory-whatis/

« EEMEZ: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/plan-an-
application-integration

» RS EK: https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-
service-principals/

g E Microsoft Azure Resource Manager, B&AHEE %L,

T—®HER
EizA
£ VDA
o BQIEIES
o X1 Azure FEEFQIBINEEERENELR, BB15 Microsoft Azure ByiERE

3

o R
T

EZER

o QIENEREERENERR
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BIETENBER

o CTX219211: i&E Microsoft Azure Active Directory tkF

o CTX219243: 3t Azure iTiA#EF XenApp #1 XenDesktop AR
CTX219271: fFRuE=FIES VPN BE RS

Microsoft System Center Configuration Manager fi%

October 2, 2023

WX LERTR, 5/ Microsoft System Center Configuration Manager (Configuration Manager) SR&EE3$R
FAEFHSmpiLEp L R el LUg XA AT B2 Citrix Virtual Apps and Desktops:

» £/ SCCM &% VDA,

« Configuration Manager 12#2{{i2108k: Configuration Manager %23 Remote PC Access 513 /it
BEIhRE. BXFMER, FSHABEMMEE-SCCM &l

« Citrix Virtual Apps and Desktops E1%: &E:dEM, EA LIRS Citrix Virtual Desktops LU & i@ it
Configuration Manager #4781, (fEXLEhZH, Configuration Manager &8 Citrix Virtual Apps
and Desktops Zri#&#: XenApp #1 XenDesktop.)

B

EMa1# Microsoft System Center Configuration Manager B2 EIMEEZ A,
£ Configuration Manager # 2 =HMREMS SRR 138 0, Mk true 5k false,

XEBMAATF Root\Citrix\DesktopInformation®d&=EdCitrix_virtualDesktopInfo
%, BUBMHEETFT Windows Management Instrumentation (WMI) 12142

B WA

AssignmentType % & IsAssigned B8, BXER: ClientIP.
ClientName. None flUser (&
IsAssignedig&xn True)

BrokerS-iteName REIS HostIdentifier #HEKNME

DesktopCatalogName S5REXBENHTENER.

DesktopGroupName 5REmRBMR A,

HostIdentifier R[5 BrokerSiteName HHRIE,

IsAssigned WMRA True, WREEDELAAF, STFRKEENIE
BHR False
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B

IsMasterImage

IsVirtualMachine

OSChangesPersist

PersistentDatalocation

BrokerSiteName, DesktopCatalogName,
DesktopGroupName,HostIdentifier

WA

ATFEXRINERNRE, G0, EMREGE ERENARER, M
EETMECHITEN L RENARERF. BRENT: THE
BUEEI VM £R True, HEERELREETERMIE
B, WEEMNZBETARHN VM EBUHES,
MRZEMN, WA True; MRISYIEN, MK
false,

MR EERERFRGES R ENR BN BES NERIR
&, WA False, &NA true,

Configuration Manager &k ABIEH U E. BFE
AR E,

B Lmm M@ Controller i, FRARTRF
MNEE, XEENZ,

EWEREMY, &1 Configuration Manager iE{7HE#HER, EEERMY, 56 Configuration Manager &R
ek, EXLLFIP, BMBETRASEESHIERER. 55, BrokerSiteName x% Broker Site

Name,

« fi2& Configuration Manager IXfEM Citrix VDA g Citrix WMI B

o fE£A Citrix WMI B eI ZETEINREES
« 1R Citrix WMI B SIELB &4
s ERERFMEXNAREFHEREER

EA R Root\cem_vdi @& =ias Microsoft 2 CCM_DesktopMachine gy Microsoft B, Bx

FMER, 555 Microsoft St

Microsoft System Center Virtual Machine Manager &\ {¢iFi5

October 2, 2023

MNREEEMER Hyper-V 5 Microsoft System Center Virtual Machine Manager (VMM) SRIZ BN, &4

ESHRF
ek A S IF RS ZRKAPFIHH VMM hRs,

=z

AR

AZFEFRE Hyper-VEE (B881E17FRE Hyper-V lRABIARS28) o
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AT LAER Citrix Provisioning (LLgT#i% Provisioning Services) # Machine Creation Services fifd LA &
b

o ¥ 1 AR EHARSH[RERS VM.
¢ B2AZFNRATRSBRERA VM, BERL5ISXR

LEMEEREMEEER
BERETR.

Ffi& Delivery Controller #4715 VMM fRSS 83 {1 FE— M,

1. 7ERR% 83 R Microsoft Hyper-V Server #1 VMM,

2. 1£FE Controller £%% System Center Virtual Machine Manager i&#1&. EH8REXAS BEERS
BA—F, REFHRANEHSTLUEZIIBEERSR, BERNERATRE, A VDA BEMK.

3. WL TIRAES:

FF7E Studio FIEEENAIKF B4EX Hyper-V itEHH VMM EEFst VMM ZREER, MRUKFTE
VMM X AEZREER AR, NEEHLIEIEPARRE Studio hFIHEFMHEEE,

FF Studio &ERHAFIKFPEXTEFESN Hyper-V Server EHNEBERAMRZLENRR, LEESRF VM
SenEAEEE, Flin VM eliE. ERMMER.

REFEIRTT Hyper-V ARS5 85 24 Controller,

84 SCVMM EERRHIEROFHNSMEENARBED, G LURGIZREERZAENAFERE.

EREIENAIERE, B Microsoft System Center Virtual Machine Manager (VMM) 54l & R EREIRER
RfAR:

1. 72 Create User Roles Wizard (RIiZBFAEAS) +, #%&F “Fabric Administrator (Delegated Ad-
ministrator)” (Fabric BXR (EREER)) (ENBFAR,

2. £ Members (s5) &, 7£ Active Directory RINEREEREERNAP K,

3. 72 Scope (fFFIH) 1, EFEFEEREERBIGARNENL,

4. FERZKEERAFZROIENN “ST8H kP, HEEAXETREZEMNEERZFER, B7ERE
EERAEWKF,

@it SCVMM 7z Azure Stack HCI

Azure Stack HCI 2 —#hiBR & Bt (HCI) B#EMAS R, T RAAMIFEPIEEEMLA Windows 1 Linux
TR EREFE

Azure BERSEBENET =M. SRS VM &0 FIHAEILIE T BEEIIAE, EIETILUTE Azure TP HEREE
Fr& Azure Stack HCI 2=,
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1% Azure Stack HCI 5 SCVMM £

3% Azure Stack HCI 5 SCVMM &5, BEE 54013 Azure Stack HCI 8%, ABB%ZEEES SCYMM &£/,

1. E6I# Azure Stack HCI 8%, E£i% Microsoft x4 Connect Azure Stack HCI to Azure (¥ Azure
Stack HCI i&#% Azure),

2. B35 Azure Stack HCI %5 SCYMM &5, iEHITUTRME:

a) BERAE&EE SCVMM BRSS 2819 ENH T SCVMM 2019 UR3 sERARAS.

=W

TEFTEIEHIR £ &% SCVMM 2019 UR3 s EEMAaNEERIEFIE,

b) £ VMM #Z=HI&MgBREF, IZ—MNETARKF .

N o
2 = = i—] w | & PowerShell
S8 B | & .
Create Create Run Create Servicing Import Create Run As Account X
User Role As Account Window Console Adi
| Provide the details for this Run As account
Settings < Settings ((
@ General ‘ Name: |Admin ]
Description:
% User Roles INEE escnption: | )
) 15 Diagr
B} Run As Accounts B Data
[ Servicing Windows B Liora
" 2 User name: ash\admin
& Configuration Providers &7 Remg =
A Netw|
@ System Center Settings Password
@ Hos
8l Console Add-ins Confirm password: ssssssss
Validate domain credentials
Microsoft Azure Site Recovery
¥ VMs and Services
8,/ Fabric
B Gy
] Jobs
[/] Settings

c) 7£ SCVMM fR$ 87 LUIBEMPRIEITILT PowerShell &%, ¥ Azure Stack HCI B &R A EH:

$runAsAccountName = 'Admin'

$runAsAccount = Get-SCRunAsAccount —-Name $runAsAccountName
$hostGroupName = 'All Hosts'

$hostGroup = Get-SCVMHostGroup -Name ShostGroupName
ShostCluster = 'FQDN of Azure Stack HCI cluster'
Add-SCVMHostCluster -Name $hostCluster -RunAsynchronously -

VMHostGroup
$hostGroup -Credential S$runAsAccount -RemoteConnectEnabled
$true

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 136


https://docs.microsoft.com/zh-cn/azure-stack/hci/deploy/register-with-azure

Citrix Virtual Apps and Desktops 7 2311

d) BE, EFUE VMM =555 E Azure Stack HCI B & UK T =,

ﬁ Home Folder Host Cluster
o ) 3 == [48 y &3 PowerShell
s ¥ B A a3 @@ 4

=] Jobs
Create Create Virtual Create t Create VM | Assigr Overview| VMs | Services =
Service  Machine ~  Cloud Grou Network oud | Networks FjPRO

VMs and Services <« VMs (0)

!' Tenants

= Clouds

| Job Status

a Azure Subscriptions
< VM Networks
Storage

4 ] All Hosts
4 W AZSHCI-Cluster
# AZSHCI-Nodel
# AzSHCI-Node2

| Name | Status ~ | Virtual Machin... ~ | Host | Cloud

¥ VMs and Services
4, Fabric

& Lbrary

[E] Jobs

[#] Settings

e) 7£ Web Studio #18)i SCVMM #iRER,

o BlEIER

« BX1E SCVMM eI ZMEBEZNES, ES15 Microsoft System Center Virtual Machine Manager

BUERE

BZER

o QBN EREEENRR
o SIBHENAER

Nutanix ELIFE

August 7, 2023
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7£1E/A Nutanix Acropolis mf&#I Citrix Virtual Apps and Desktops SBEHIREEINNET, BEB/IIES. RE

TREREEUTES:

« 724889 Citrix Virtual Apps and Desktops IFiEsr R H M Nutanix #iff.

« 875 Nutanix Acropolis Bl EBREFIEE.

o BIB—MRAEREAE Nutanix I EEREF EOIRMN EMEMIRBRITEIE R.

BXEMER, 1E8R Nutanix ZiF TP HRMHEH “Nutanix Acropolis MCS plug-in Installation Guide” ({Nu-

tanix Acropolis MCS {&#FLEIERE) -

ZEHEM Nutanix it

SeRk Ui 2 LUATERRE Delivery Controller E&#EH M Nutanix $&#F. /A Citrix Studio 8135 Nutanix B

. ARG, SIB—MEREE Nutanix FRIER SR EMEGRIRIBAYITEIE Ro

e

BB WEERELEH Nutanix G =1L HEFH B Citrix Host Service. Citrix Broker Service #

Machine Creation Services,

BXRRE Nutanix IEHHEE, B85 Nutanix S2iik s,

TS HER

o REZOAN
« L& VDA
o QlEBIER
o BX7E Nutanix IFRHRIBMBRERNER, BH2HS5 Nutanix iEsE

E %1 l%\

g

o BIEMEIEEENTR
« SIBRHENAER

Nutanix ZHE1EKEHRRRS R

August 7, 2023
Citrix Virtual Apps and Desktops Z#5LU T Nutanix =M &ENERAAR:

o AWS 89 Nutanix Cloud Clusters
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AWS 7Y Nutanix Cloud Clusters

Citrix Virtual Apps and Desktops z# AWS E£#9 Nutanix Cloud Clusters, Nutanix B¥&E &b T MBEFER

B EMNREREMNIEITAR. BX AWS £/ Nutanix Cloud Clusters g9i¥ 481z 2, iE51% Nutanix Cloud

Clusters on AWS Deployment and User Guide ({AWS EA Nutanix Cloud Clusters 3B/ -
R

TR HATIAES Nutanix 2t BHERAER), (IFRNEEE Prism Element. BXRFAER, BESELLL,

£

E15 AWS LR Nutanix 8%, BEERBUTEME:

o Nutanix kP,
o EFLITHIRR AWS tF:

- IAMFullAccess
- AWSConfigRole
- AWSCloudFormationFullAccess

27 Nutanix 2&

E00 Nutanix B¥&, BRITUATERME:

1. EREH Nutanix kP,

2. # % Nutanix cluster (Nutanix 8#%5) %5, #A/5%+ Launch (B3h). Nutanix Console (Nutanix
BHIB) BiTH. BXiEER, E5F Get Started with Nutanix Cluster on AWS (AWS E#9 Nutanix
BENTD

3. #EFeIEH VPC,

BEQBRIENRSAN, HHMLUTHEIR:

o BETATATNEINGIE, BFREEE.

o £ #1 Nutanix B &£ - 77 & XXXXXXXXXXX: Instance T-XXXXXxxxxxxxx: disable
network interface source/dest check error.

o EM Nutanix B - T XXXXXXXXXXX: Unable to obtain instance 7-XXXXXXXXXXXXXX

network 1interface info.
WIRBLE RN

- ZRNEHMKSERCIE— ) EE,
o EEIRZAT, BSXMEE Nutanix CloudFormation ##% (CFS).
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BT HAth# RSN, Nutanix CFS FRIET :

o 14875 Nutanix Cluster xxxxoooxxxxxx 10.0.0.0/16 # VPC

o 27FK 10.0.128.0/24 #1 10.0.129.0/24
o 1lInternet M=
o 14 NAT W%

BIEBEE, 1= Nutanix Prism p9ithit:

1. %% Nutanix Console (Nutanix£41&),

2. EiEHIANA LA, BRAFEEERE Prism Element 8% £, AF8% URL,

T AR

o REROAM
o T% VDA
o BIRUE=
« ZOIEMERE Nutanix ZAISIENERR S RIVERE,

o SUEBNEEERNER
s SIBHENAER

VMware EilLIFiE

August 7, 2023
SRR VMware SRIEEIN, RIS TR,

F2iA5 Nutanix S ENERRR T RAERE

Z% vCenter Server IRMENMEERT A, (R%Z#F vSphere vCenter SEEENIRIE,)

MBEHRIER MCS, &7 vCenter Server R REIBEMNHESIN8E (30 https://kb.vmware.com/s/articl

e/2101567 HFmR) . ZAT IINEER, MCS TEER I

T—FHER

o REMMOAH
o ZE VDA
o BliEILS

o HX7E VMware IFERSIEMEREZNEER, BERAS VMware B0iEE
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B2

ong

B

IR EEEENRIR
IRHBENER

VMware ZH S {RIKHAERTS =

March 25,2024

Citrix Virtual Apps and Desktops Z#LU T VMware =M &K ERRASZ:

o Azure VMware &7 (AVS)

Google Cloud VMware Engine

« Amazon Web Services (AWS) £ VMware =

Azure VMware f# 275 % (AVS) £/}

Citrix Virtual Apps and Desktops AR5 235 AVS. AVS iRIEEEH Azure BRI BIER vSphere B#EM = E
51, F A Citrix Virtual Apps and Desktops BR$5fEF AVS Fifc VDA THEG BN A R SEARMIFRRER
vSphere #9758 E.

185 AVS Bi5

Z£# Citrix Virtual Apps and Desktops BRS#EB R AVS, B7E Azure RHITUUTH B!

ERiE EHECER
M1 Microsoft. AVS &RIgIHIZRE
MLEE R

Bl Azure VMware R ARME =

518 Azure VMware fERAAERE S

£ Azure 8 VMware fAB =l EMSERE
A3 Azure VMware fi# R %ECE DHCP

£ Azure VMware R 7 Z AR INMEL
IS Azure VMware f@R 75 =15

7 Azure AV MNEFERIBFENEE £ Azure P HVEEE) + IRTUES, EEREFER, HEEUTER:

BRRER KR
1T EFERIITIA
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o RS FRAERS > Azure VMware iR A%
o HE: —RRIAER

- BHE: ZER
o [MEAEE: REEE R

o EEFEE: FFRBTIMIENLT/BE

i

o
il

+

EXFRIERAS, FIFAEERERRFESUTER:

« POC &£

o XIHATR

« ENBE

o EREMIFMRES

o =W

AVS ELEE=AZH, BWEREA N+1 8EHHNITR.

EEXHRIENFAEERE, EEEE + IZLKGHRIERRE Azure,

AR Microsoft.AVS ZXRiRItIZF HIBTNEHE, FHERRUEER:

EFR Azure [P,

£ Azure "] P¥gd, EERERS.

HEFERSSEEHR, MNITHE, AREEFEITHE.
MITHFRAPIEZFEITI,

ERRBIREER, RAEEERIZPHEA Microsoft.AVS,
MRERIREIRFAR M, EEFEM.

I A

MELIEAREIN  AVS REZSEREMLMUTEMPA A SR OMNMEZEEZERS, BXFHAEE, 525 Azure
VMware f2 /R 75 =BIMLEIRE R,

tliZ Azure VMware fERAEMER EERTHRENNKZERZG, 22 ASVRAER!

1. &F Azure| IR,
2. ERCBHAR,
3. EEENAREXARIER, BN Azure VMware fERA R, AEMTIERFDIERFE Azure VMware R 5 Z,
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All services

Marketplace
P Marketp
| £ Azure VMware Solution Pricing : All Operating System : All < Publisher Type : All X offi
Favorit:
D Azure benefit eligible only @
Rece
. Showing results for ‘Azure VMware Solution’.
Sen
Showing 1 to 20 of 31 results
Categories
Vo farm\
Get Started e RUN) RUN) 0 Y
Al + Machine Learning VMWare Carbon Black VMware NSX - Policy VMware N5X - Cloud I Azure VMware Solution Azu
Solution (Preview) Manager Service Manager SD-
Anal
Azure Sentinel, Microsoft VMware Inc. Mware Inc. BU
Blockcha Azun
mpu xpa
nta
Datab
Dev
DevD Create Crea Create Creal C

7£ Azure VMware R AEEOT:

1. EEFEIE,
2. BEEARTF,
3. EATRPHNERNFRINE:

FB

1T

HiRAE

A=

RIRRM
SKU
EM

iR

=1

EEEITRIATFEBMNITIEN, Azure iTRSPHERE—
it

HNENIEEERFH, Azure BIRAZTHPEEM
B Azure HRNZERR. HE, BAUALERLIE

— MR IRE,
EE—MIE, HIMNEERSD. XEEEMLIMNERE XS
X3k,

$2fft Azure VMware 2R A =B THIRTR,
1% AV36,

ETATMEEEESRNENE. BIAMER 3, BEREHT
LUK SR ZE,

ARE=RM IP kR, CIDR RRMLESEEME, ¥
RFBEEERS, Fla0 vCenter Server #1 NSX-T
Manager. &fERA /22 #hik=sia), g0 10.175.0.0/22,
ZHUERT BME—BY, REESHEM Azure EINRILE LUK sttt
MBEEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 143



Citrix Virtual Apps and Desktops 7 2311

FE. &
REPARIER BRI FEET, EX Azure VMware iR

ExpressRoute BREFNEERES BRI,

TRIRNERES:

EMUEFES, EFEF AVS WKiE; FRAXIEHS AVS KigER.
£ SKU FEHh, &% AV36 T,

eI T B REETE IP #odik, 5130, 10.15.0.0/22,

ERRE + 8,

HAERRE, REtIR.

o w e

Create a private cloud

“Basics  Tags Review + create

Azure settings

subscription* (@ cc-lab-xac-cp1-ca-aakash.mathai@coitrix.com A |
Resource group * (i) ANVE e |
Create new
Location * (@ (Asia Pacific) Southeast Asia A |
General
} Resource name * (0 AvSPcloud |
SKU* @ I AV36 Node | v |

EsXi hosts* (O r 3

o There is no metening for the selected subscription, region, and SKL. No
cost data to display.

Address block* (i) 10.15.0.0/22 o |

Virtual Metwork o |

Create new

Only Virtual Networks with a valid subnet with the name “GatewaySubnet
are available for selection. For details about adding subnet in a virtual
network, refer to details here
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e

IEMERARETEE 3-4 M. BRENENAMBIBFEATREFTE 30-45 .

WIFEPEBRE Y. SMEIEIZNERE, ARERENLER. KEAKINGE, BEEITR.

&) avs-pc-ncus & o :
AVS Private cloud

Search (Ctrl+, < _ Delete
@ Overview # Essentials e SO
B Activity log Resource group {change ESXI hosts

dV5-NCUS

=) .

Access co ntrol (1AM ot peering sub
@ T Succeeded 3213

ocation

£ Diagnose and solve problems North Central US

Settings Subscription (change) nagement network
B Locks Subscription 1D vMotion network
COCO00C0- C000-0000- COCC-000000000000 10.1.1.128/25
Manage
Tags (change
Conmectivity LAk here 0 a0 1305

58 Azure VMware B R A EME TS CEBARE=RE, BEIE— Windows VM HEZ M E A M
vCenter,

BIEHE Windows i

ERIBAT, EF + RN, AEEERHEE Microsoft Windows 10/2016/2019,
BHEAIE,

RANFTENGER, RABEFRHER + A&,

WibER G, ERCE B HEM IR,

> wn e

%2 FE =EH vCenter

1. UEEEBRS%ER VMware vCenter SSO %3 vSphere Client,
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« = 0O @& hittps:/ 10,2 10,02 webssoy SAML2/S S0 vmcp bocal TSAMLRs quest =2 R Pl SswFL %2 FylyDéwel

VMware® vSphere

cloudadminfivmep local

sesssssnssnnnns

WOWS S8E 1 authentication

2. £ Azure M]PH, ERENMER, AEEEEE> 511,
LB 2R E = vCenter #1 NSX-T Manager # URL f1 B F &1E:
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= Microsoft Azure R Search resources, services, and docs (G+/)

Dashboard > avs-pc-ncus

g avs-pc-ncus | Identity = - X
AVS Private cloud
2 Search (Ctrl+/ «
- ( L | Login credentials
@ Overview =
vCenter credentials
Activity log Web client URL @ [ httpsi01.02/ n)
Ao Access control (IAM)
Admin username & | cloudadmin@vsphere.local ID‘
¢ Tags
£? Diagnose and solve problems Admin password © E
Settings Certificate thumbprint @ | D ‘
B Locks NSX-T Manager credentials
Web client URL @ | https://10.1.0.3/ D‘
Manage
. Admin username @ | admin m ‘
2 Connectivity
B dentity Admin password @ E
B Clusters Certificate thumbprint @ | D‘

Display private cloud vCenter and N5X Manager URLs and credentials.

#ik URL AR EEE:

1. SMEIGEL—DheIEN VM, AEEREIEM.

2. 7£ Windows VM /i, $TFFXI%IER, ARTERMHIRIHE£HSA1E vCenter #1 NSX-T Manager URL, 7£
vCenter &£ H, MAE—$ 58 cloudadmin@vmcp.local P&,

7 Azure 5 VMware A RECEMKERE 158 ASV AERE, BT 0)ZEH AN X RELEMEERE,

BB IAMIZE
1. ER Azure P,
2. SMEIZAIEMNZRA,
3. EE + FMLUE X &R
4. TEENABEXSES, BAEMME, EREMNERFEHIEEER,
5. EERHWERE L, EFRNEAMERILEEPMLE,
6. ERIEREDMERE L, MAEHMENIEEESE.
7. EERETRLE, WABINMESHER, WIEANNXIE, AGRET—P5: IP it
8. 1£ IP #hihET £ A9 IPv4 #hik==ia T, A LaitlEAMtL,

BERR

ERSEEIRLA ZIERRMI =B R EEHMIL,
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HEAMAEESE]fE

PR + R INF Mo

EARMFMREL, FMIEERMESFMIEEE,

LI

PR + 61,

BIEER, ARREHCE. BETKE, ENMMNSEERERREAY,

ok wpn =

BIZEIMMEMX  CIZEMNEE, SIREMMEMXK,

EHRRAT, EF + RN R

EREVABEXAER, BNEMNERX, EHREMRNERRIFR/FEER,
EEIMEMXTIE L, BEHEEIE,

R ENMEMXTENERET~ £, AFREHE.

BHRER + 0

ok W
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Hame Resource groups AVS Create a resource |» Virtual network gateway

Create virtual network gateway

Praject details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * cc-lab-xac-cp1-ca-aakash.mathai@citnix.com b

Resource group (0 AV5 (derived from virtual metwork's resource group)

Instance details

Mame * AVS_gateway
Region * | Southeast Asia v
- faYy =
Gateway type* (O O VPN (@) ExpressRoute
SKU * | | Standard I b
Virtual network * (D | | BVS_vMet I b
Create virtual network
@ Only virtual networks in the currently selected subscription and region are
listed.
Gateway subnet address range * (0 | 10.16.1.0/24
10.16.1.0 - 10.16.1.255 (256 addresses)
Public IP address
Public IP address * () I:G:l Create new O Use existing
Public IP address name * avsprivateCloudgatewaylP
Public IP address SKU Basic

Assignment

TEEHNEMXEES, 2HEIEUSZBEMMER XK,
EESERE, & ExpressRoute iEEEEIIGAEH Azure AVS FAB =RIEIARILE R X,

¥ ExpressRoute ZEZZIEMMEMX BEEMNEMXGE, EEZMXSER Azure AVS FAB = Z BARINER

1. =5 ExpressRoute ®iNZEH,
2. 7 Azure ["JP 1, Sf1% Azure VMware Solution private cloud (Azure VMware #BRAEMER) o
HIREIE > %1% > ExpressRoute, 7A/51%#F + Request an authorization key (+ BiEENEH)
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Dashboard avs-pC-ncus

& avs-pc-ncus | Connectivity =

*  AVS Private cloud

Search (Ctrl+/) % ') Refresh
& Overview . ~
Settings ExpressRoute HCX Public IP ExpressRoute Global Reach
B Activity log
ExpressRoute ID
Acce trol (JAM) -
g £33 antnal A fsubscriptions/7cT5b0c2-  -44fb- -60a5e1545806/resourceGroups/tnt38-cust-p01-noi
& Tags )
Private peenng ID
& Diagnose and solve problems fsubscriptions/Tc75b0c2-  -44fb-  -5035e1545806/resourceGroups/tnt38-cust-p01-nor
Settings - -
T Request an authorization keyl] |_) Refresh
B Locks
Mame Key
Manage avs-ncus-er c62i

¥  Connectivity

FRIERINEAG:

1. BNEIMRDET, ARBECE. SIRTATRANEE 30 5. 2IEE, FEARKHNELE IR
ZRFIRP,

2. EFRNEAM ExpressRoute ID, EREEXEFEERTERTFEEDE, RNERIE—RIIEEER,
LtIETE HIBT SZ BN S il

3. SMEEIHTRIERNEMMERX, AREFERE >+ H.

4. FERIMERNEL, AFRIEMHE, ARERHE.
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Home > Microsoft.VirtualNetworkGateway-20210611150456 ] AVS_gateway >

() Add [connection

AVS_gateway

@) Ensure that the ExpressRoute associated
with this authornization is provisioned by
the provider before redeeming the
authornzation.

MName *

| azure_to_avs_ncous w’

CRTITCLTIOTT 'I.__n"n.l': '.\,_:l

| ExpressRoute Y |

- Hedeem authorization

*Virtual network gateway (i)

a
AVS_gateway
Authorization key ™
authorization key
bee L U LIBLS
' ‘ ExpressRoute |ID
FastPath (O

Subscription (3

Resource group (@

Location (&

Southeast Asia

£ ExpressRoute 885 BN MLE 2 BRI IERE
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P search connections

Name ty  Status Ty Connection type

azure_to_avs_ncus Succeeded ExpressRoute

Ty Peer

77 Azure VMware #2275 & DHCP % ExpressRoute E#EIEINM XIS, EEE DHCP,

fEF NSX-T 1% DHCP fk558F 72 NSX-T EiResH:

. %% Networking (m45%#) > DHCP, A/5i%E Add Server (HRiMARSER).
. 73 Server Type (RR5323KE) 1%F DHCP, 1EftARSS233R A IP i,

. BEHRF

. % Tier 1 Gateways (%5 1 EMX), ERE—EMX LNEELRS, ARERREE.

. %% Type (Z£#!) 5 DHCP Local Server (DHCP #3t1R$323%),

. %7 DHCP Server (DHCP BR328), i5%41% Default DHCP (%3A DHCP), A% % Save (R7F).

1
2
3
4
5. 3%#% No IP Allocation Set (& IP 3F2&) LURIFM,
6
7
8

. BR&TE Save (IR7F), AGik#E Close Editing (XF4RiE) -

ADD SERVER
Server Type Server Name Server IP Address Lease Time (seconds) Edge Cluster Where Used
pHCH] ! 10.16.100.1/24 N 86400 TNT47-CLSTR

7 Azure VMware 2R 5 E=FHFMMEE  1&E DHCP /5, HIN—1MER,

ERMMEL, B7E NSX-T Manager #i%£#% Networking (M45%#) > Segments (WEL), A5 & Add Segment

(ARINPIER) o

Home etworking Security nventory Plan & Troubleshoot System

&
s€§ SEGMENTS SEGMENT PROFILES

ADD SEGMENT

&) Network Overview

Connectivity

[ Tier-O Gateways Segment Name

[ Tier-1 Gateways > o€ TNT47-HCX-UPLINK

> o< TNT47-TO-PRIVATEOI-LS

> oc TNT47-TO-PRIVATEOZ-LS

Network Services

Advanced Networking & Security

Connected Gateway & Type

TNT47-T1| Tier1 - Flexible

None - Flexible

MNone - Flexible
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7 Segments profile (MERFREXH) RED:

1. BWMAREERIZ T,

2. #%3$% Tier-1 Gateway (TNTxx-T1) (5 1 EMx (TNTxx-T1)) 3 Connected Gateway (BEi&EiZHK
%), AiE% Type (£Z) REA Flexible (R3F),

3. EETFLEBERNZ1 Transport Zone(TNTxxX-OVERLAY-TZ) (f£#iX15 (TNTxx-OVERLAY-TZ)),

& Set Subnets (G&EFM).

>

NTS SEGMENT PROFILES

D EXPAND ALL

Segment Name Connected Gateway & Type Subnets

150 : TNT47-T1 ® : * Set Subnets *

Segment needs to have either Subnets or VPN definad, or both

L2 VPN You have no L2 VPN sessions for this Gateway. For that, Transport Zone
go to VPN Services . Note that for L2 sessions to work,
you also need IP Sec session defined

I TNT47-OVERLAY-TZ | Overlay I

VPN Tunnel ID VLAN A
Connectivity D ')
NOTE - Before further configurations can be dene, fill out mandatory fields above ( * ). click 'Save’ below.

SAVE CANCEL

7 Subnets (FW) ZHH:

1. fRX IP #odik,
2. EEHM.

HERR

LEMIER P ik 4B F Azure B> IP sk 10.15.0.0/22,

DHCP SEEIN/E T MER IP ik :

(] segment name * Connected gateway Ty Gateway IP Ty DHCP range Ty Port/VIF Ty State Ty

[ = networkses-0 TNT4T-T1 10.15.41/24 10.15.4.100-10.15.4.200 5 D succsss

%3 No (/) BIEL A FUEACE MERAYED
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SEGMENTS

D SEGMENT

SEGMENT PROFILES

Segment Name

Connected Gateway & Type

) Segment IsO1is successfully created.

Want to continue configuring this Segment?

ves | )

7 vCenter /1, EFEMLEERE > SDDC HUEH L

T U © @ [§SDDCDatacenter | Actons~

- (5] vc865ddcd1ddar41as8a24 Summary  Monitor  Configure  Permissions  Hosts&Clusters ~ VMs  Datastores  Networks
+ [} spbe-Datacenter

v [ Ot
[ esx02-r04.p01.865.
[ esx14-105 p01 8650

Distributed Switches | Distributed Port Groups | Uplink Port Groups | Network Folders

[ esx22-108p01.865

Name v Type

B HIYAVSVDIO! .

B Hivtestor & NetworksEG NSX network
est

3 HIVtesto2 & TNTAT-HOXUPLING NSX natwork

»

5 Master-Ts [ NeworksEe-0 NSX network

[ Master-TS2

IS Azure AVS IFi8  7£ Azure FiRATIS B HIEEIEMIERESR:

¥ Fiter
v | Network Protocol Profile ~ | VMs v | Hosts v over
1 o [ ve g65adedian
o 3 [ ve g650dedios
[ 3 [ ve 8650dedios
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() AVS <%

Resource group

£ Search (Ctrl+/) « = Create Edit columns  [B] Delete resource gro

A Owverview # Essentials
Activity log Subscription (change) : cc-lab-xac-cpl1-ca-aakash.mathai@ci

Access control (JARM) Subscription 1D

¢ ¥ O

Tacs Tags (change) ' owner ; alice hu@citrix.com eny
Events
| Filter for any field... | Type == all X Locatio
Settings

Showing 1to 21 of 21 records. |_] Show hidden types @
Deployments

Mame T
Q Security
X policies B vs-oc
== Properties & avs-DC-ip
B Locks AVS-DC-nsg

avs-dc32s
Cost Management

W E <

AVS-DC_OsDisk_1_5090e4504b3745038d8ef2ecbe 124
Cost analysis

ODOodoonodg

AVS_gateway

{EF vCenter EiRWIEERE:

= cCilrX | virtual Apps and Desktops Service

Overview  Manage ~  Monitor
Q, searcn
Add Cannection and Resources
%% Machine Catalogs
Name 4 | Type | Address | State
& Delivery Groups
28.azure Microsoft? Azurell Enabled
3 Applications
AYS VMware vSphere® Enabled
B eolicies
4 Lossing ste
R Administrators Azure-HAADCon Microsoft® AzureT hitps//management azure com, Enabled
Azure-HAADrs]
& Hosting
YMYAzure28con Micrasoft® Azurell hitos://management,azure.com Enabled

Google Cloud VMware Engine

Citrix Virtual Apps and Desktops & iF & ETF VMware 7 Citrix TE£1 #iF# 2 Google Cloud VMware
Engine,
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fdE Google Cloud VMware Engine

T2 T Wfa7E Google Cloud VMware Engine EFRERAIIR B E £,

f5ial VMware Engine ]/

1. 72 Google Cloud Console (Google Cloud #=#l&) 1, BELESMEE,
2. FitESH9H, #E VMware Engine LITEHTHI B E3£I-£+$T7 VMware Engine,

BIEE—IMEMNER B AERIFE Google Cloud VMware Engine,. aIfA# VMware Engine T 25
MRELH IAM B, EHECIENE T2, BESHEUTEK:

1. &K APLIERMRMT RECH. BXFMAER, BSHEIER AP AR RAECH,
2. FERERAT VMware BER&EM HCX BEMLZAMULEE, BXFMER, BFSHENSEZEER,
3. kB VMware Engine Service &£ IAM & &,

RENE—ILBESR
1. iAia VMware Engine [1F.

2. £ VMware Engine £51 L, #i Create a private cloud (BIEFAER). FIH THREMBMEHT S8,

w

. EERBENT R, ELFE=MTR

4. A VMware SEMEH T A5 PR A (Classless Inter-Domain Routing, CIDR) SEE
5. #A HCX 3EM%89 CIDR SEE.

BERT:

CIDRSEEFRSSEAEMFNR=FWES, CIDREELTN /27 RER.

6. EENE + SIE
7. WERE, EENEMKE, FHE Back (E—%),
8. B Create (8I&) FitIENMET.

7£ VMware Engine SIZZENFHAB =, ESBEZ N VMware B, HAME=PHNEEILEBENH Autoscale
%, IEMERIRETEE 30 28E 2 /)8, MECTRE, BT —E TR,

% & Google Cloud VMware Engine VPN Mx E#115 Google Cloud VMware Engine B9#tgi&E, 8]
LUER VPN fx, X2—MNETF OpenVPN BZ ik VPN, EaTLUAREREZI VMware Software Defined Data
Center (SDDC) vCenter H#{TFr BAMERIBEE.

£ VPN Mx 281, EREET SDDC WXiGEE Edge Services (U4MRS) THE. Ak, KRR
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1.

3.

% Google Cloud VMware Engine '], 7A/5%%] Network (%) > Regional Settings (Xigi&
B). & Add Region (FiXi).

wRERE T SDDC WX, sAFEEA Internet Access (Internet i5iR142FR) #1 Public IP Service (A
IP BR%3)

REMLEBENERDEIRSSEE, AEEE Submit (18%). BAXERSEE 10 ) 15 558,

SRS, MEERSIEE “Regional Settings” (XigigE) mE L2~ Enabled (EEMA). BAXLRER
R AH IP HE4AER SDDC, XZEE VPN MXBERM

ZERE VPN RX, EHITLATRME:

1.

ok w N

£ Google Cloud VMware Engine [J7 5, %] Network (M%) >VPN Gateways (VPN fix), &
i Create New VPN Gateway (6Iz# VPN B%),

REMLIEAEREH VPN MXMEFHFMNEH. 2ET—5F,

EEERF VPN BERNAR. 2E5T—%.

IEEMMALES VPN AR, BEHT—F,

EEERHERRE. WIEFMAER, AEEE Submit (8% LIEIE VPN W%, E¥EER “VPN
Gateways” (VPN [x) Bim, HEA&# VPN MxpRE N Creating (EEQIE),

6. JR&E A Operational (AJigfE) /5, BTHHA VPN MX,
7. #F Download my VPN configuration (T VPN BE8) UTH— ZIP Xk, HEFEE VPN W

XHMECER OpenVPN BB X, #REAT@iE UDP/1194 M TCP/443 #iTiEHZMRE N 4, ERENE
BRIHEESAE OpenVPN R, RE#HITER.

. ¥%| Resources (#R), AEEEFER SDDC,

“## VPN

1.

EiEid VPN MXI§BEAMMESIHE =2 BRI RN RiEE. 55#i¢E Google Cloud VMware Engine

VPN M%,

2. EHTEIRE Google Cloud VMware Engine VPN % T8 VPN & &,
3. SATEN VPN ZFis, 30 OpenVPN Connect #.

BXFAER, BBAEA VPN #1175,

IEE—TFW

M VMware Engine [']J7 i3 NSX-T Manager AIEFMiZiZ&Z 47 NSX-T &, &EaTLl@e VMware Engine
WiazFEM. Eifip NSX-T Manager, EHTU T2

1.

2.

%% Google Cloud VMware Engine iJ7,

EESMmi=t, %% Resources (FiR),
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BH5EEHEBEEFMNFAE XN Private cloud name (FAEEER).
EMNEENIFAEETNEL, %3 vSphere Management Network (vSphere BIERLK) EH-~.
g#H5 NSX-T Manager 3459 FQDN.

HIBERE, MALHNERER. IREBIRE vIDM HEEEZEIMMIE (f120 Active Directory) , &2A
IRRRERR.
1EEE

AILUMAE RFAE B ESREMB R,

NFMigE DHCP RS ELIZFMZAT, 155iRE DHCP BRS5:

72 NSX-T ExEeg:

1.

2.
3.
4,

#7%| Networking (M45i%E#%) > DHCP, MEEZEHIIRET DHCP REMIET —1 % 0 BMXM—1E 1
= ESS

EFRECE DHCP fR$528, 5%+ Add Server (FARS23).

73 Server Type (AR%525£8) %3F DHCP, REARSSZFRA IP ithik,

& Save (fR7F) LISIE DHCP BRSS.

BMAITUUTRELUS I DHCP BRSSMIINZIMEXAYSE 1 EMX. DHCP RS EFECRAIAE 1 EMX:

nE,

ok~ w N

%1% Tier 1 Gateways (5% 1 EMx%), #ERF—BEMX LNEELIES, RAEEERHRE.

7z IP Address Management (IP ithit&E) FE&+, %4 No IP Allocation Set (% IP %),
1%$% Type (2£#!) 5y DHCP Local Server (DHCP #3tiR$323%),

%% DHCP Server (DHCP fR£523) 0IZ# DHCP fRS328.

BEHERT.

g Close Editing (XFA%HE).

BT LATE NSX-T eIl EMEE, Bx NSX-T 789 DHCP B9i¥4AE 8, 5518 VMware documentation for

DHCP (G&R7F DHCP 8y VMware xx14),

£ NSX-T heliZMEr  XFIIFnE VM, ERILARRE IR FMIEA NSX-T WER:

1
2. =i Add Segment GFIKXER),

3.

4. #%#Z Tier-1 (38 1 2) 1 Connected Gateway (EEENMX), AEH “Type” (£E) &% Flexible

£ NSX-T Manager #, %%l Networking (M4%i%#%) >Segments (XER),

N EREY R o

(R7&)o

5. B Set Subnets (8 FW),
6. BEHERINFM,
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7. 72 Gateway IP/Prefix Length (W IP/RiZKE) FRNFMER. EEFMEE, RE—TITHE]\I
¥om .1, 30, 10.12.2.1/24,

8. #8% DHCP EE, #A/g%& ADD ().

9. 7 Transport Zone (fF#HXiE) &, MTHIYIFRHi%EE TZ-OVERLAY,

10. BERTF. WE, EaUELIE VM BE vCenter iR LML,

FEAEXEH, FHREZRRSHANE, TRZSAUIEZE 100 £M VMware Engine 2| VPC MMM —ERH, FIi0,
XEENESEIE P itk BE. NSX-T TEAZMEEF HCX M4 P it SEE, thRFIEEZKIshMrEiAE =,
AR
=Z7E—1 Google Cloud EEE&n#, FItEEELREE DHCP SEEIRE. Eitt, ESHEEE Google Cloud
E8E DHCP sEEI8E, #35 EDIT DHCP CONFIG (43§ DHCP E2&) LUEZE DHCP EE,

Network Overview

ELCRE I EXPANC
| Network Topology ADE SEGHEN o
annectivity Segment Name Connected Gateway Transport Zane Subnets Ports
Tier-0 Gateways segmentCl e Tier! | Tiert - * 10.208.1/23 *

Tier-1 Gateways

Segments R 2.9 fe7et206:0b42:1/48
EDIT DHCP CONFIG

etwork Services
DELETE DHCP CONFIG

) VPN
» NAT Segment needs to have either Subnets or VPN defined, or both.
{ Load Balancing L2 VPN You have no L2 VPN sessions for this Gateway. For that, go to VPN Tunnel ID

[ - VPN Services . Note that for L2 sessions to work, you also need
Set DHCP Config \
Segment segmentCl
IPV4 Gateway 10.20.81/23 (" #DHCP Ranges ) IPV6 Gateway Not Set (" #DHCP Ranges {
DHCP Type * Gateway DHCP Server @ DHCP Profile dhep

@ IPv6 server settings are not supported for Gateway DHCP

IPv4 Server

Settings Opti

DHCP Config @ Enabled @
DHCP Server Address 10.20.6.1/23

DHCP Ranges 99 Maximum | Eormat 172 16.14.10-172.16.14 100 or 172 16.14.0/24 | Please verify that

(emsonwmenox | | Belong to subnet CIDR

Lease Time (seconds) 86400
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£ Citrix Studio F6JiZ Google Cloud VMware %%
1. 7£ vCenter FEIZITEN.
2. @Ezh Citrix Studio.
3. EERETR, ARREMNEENZR.

4. 7z Connection (FiE) RE L, %% Create a new Connection (BIE#IEEE), AEEIFRUTI#AREE:

Add Connection and Resources

o Connection

@) Lreaiea new connecton

Connection type: VMware vSphere®

2 Storage Manageme...
ction address: #os/10.120.0 6/=d

3 Storage Selection Connection address: https:/10.129.0 6/sdk
4 Network @ Learn about user permissions
5 Scopes User name: CloudOwner@gve local
6 Summary Password: | essssessew

Zone name: VMware-GCP

Connection name: VMware-GCP1

Create virtual machines using:

(@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

«@

WEREREZ R ) VMware vSphere,

b) 7 Connection address (iEizithit) &, #A vCenter £/ IP tthiit,
vCenter =ik,
d) WMNEERT.

o 2008
&
> N

ERATRIZEMN TR,

5. 72 Network (M%) F&EH, EEE NSX-T BRRSBHEIZHF M,
6. TERMES.

Amazon Web Services (AWS) £ VMware =
f&Bh Amazon Web Services (AWS) £ VMware =, ERILUSETF VMware g9zt Citrix TR EHTBE AWS
o

EXNETE AWS EIRE VMware =R T2,
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ifial VMware =iFi58

1. f#8 URL https://console.cloud.vmware.com/ &% VMware =R

Welcome to
VMware Cloud Services

Choose an account to sign in.

Sign in using another account

ENGLISH v

2. BE AWS i VMware =, WP ETR “Software-Defined Data Centers (SDDC)” (3% X Ho¥kiES
% (SDDC)) T,

vm VMware Cloud Services

Click here

My Services
[ RETIRED SERVICE - DO NOT USE (> VMware Cloud on AWS

More Services
@ VMware Cloud Marketplace a F@ VMware Cost Insight a @ VMware Log Intelligence ]
Choose from a rich ecosystem of third-party solutions Analyze cloud costs, find savings opportunities and Analyze logs to promote rapid troubleshooting and root
and services, designed and tested to run on VMware- communicate the cost of services to the business cause analysis across private, public and hybrid cloud
based clouds environments.
REQUEST ACCESS REQUEST ACCESS REQUEST ACCESS
E?a VMware Network Insight a Mt NSX Service Mesh (Prod-1) '} E] Skyline Advisor a
Gain visibility across clouds to understand application prod-1: Consistent operational control and security for Proactive support portal to improve reliability, security
dependencies, plan security, and troubleshoot network cloud-native applications and data running on multiple and productivity of VMware environments.
issues platforms and publi
REQUEST ACCESS EQUE: 3 REQUEST ACCESS

= = = = = % N a

1 skyline Collector a 4 skyline Platform Services a 5 VMC Sizer a

3. % OPEN VCENTER (4T7 Vcenter), #A/5% & SHOW CREDENTIALS (27, 12 FXLEFHEL
MU,
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vm VMware Cloud on AWS
€ ARk

SDDCs  Subscriptions  Activity Log ~ Tools  Developer Center

Software-Defined Data Centers (SDDC)

SDDCO2 © us west (Oregon)

e
(Ready )

CPU Memory Storage

249 GHz 1.5TB 32TB

VIEW DETAILS |OPEN VCENTER [ACTIONS v

Click here to open the vCenter

(#77F vCenter)

Open Access to vCenter X

Before you can log into vCenter, you must open network access to vCenter through the management gateway. Choose

Click here to view the credentials of the vCenter.

FIREWALL RULE VPN SHOW CREDENTIALS

an option for opening network access.

[Z) Don't show this again

4. 377 Web %528, AN vSphere Web Client #9 URL,
5. REBHAMAER, AGEE Login (BR). vSphere P ix Web TUE 5 A#IF 5204,
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vm  vSphere Client

[ Cluster-1

O 2 8 @ p—
© (Gl veenter.sddc-
+ [ SDDC-Datacenter
« [ Cluster
0102324
[0 102325
[ 102326
> @ Compute-ResourcePool

Hosts VMs  Datastores  Networks

O.vmwarevme.c. Summary  Monitor ~ Configure  Permissions

ul

Related Objects. ~

Total Processors: 108
Total vMotion Migrations: 15
Fault Domains:

B

> @ Mgmt-ResourcePool
) 74766TestElasticwFullUserLayer-201
1 CC-pvs10-002 (orphaned)
{3 CC-pvs10-T001
51 CC-pvs10-TO02
51 CC-pvs10-TO03
(5 cvag-master-dco1

Datacenter B sppc-Datacenter

@ cvad-master2-01

5 dc0820

(3 Elastic Layers-2019-07-26_14-41-035...
(51 Fellowship File Server

vSphere HA v

Tags ~
(5 Fellowship Test VM N

3 Fitz Test VM
[ Mistry-pvs-d-01
(5 Mistry-ps-d-02
(5 pvsi0-001

B et Ao

Assigned Tag Category Description

Recent Tasks  Alarms

Task Name. v Target v status

[ 102324 /' Completed

%*F VMware =115

vSphere ZP i Web @ EEMEMIE.,

vSphere DRS

Cluster Consumers

Custom Attributes

Atribute Value

o ENMBEME: ELEEFHE, EEERIUUES M ER,

I

2 B

¥ @ voenter.sddc-54-190-203-140 vmwarevmc.C...

[ SDDC-Datacenter
v [ Cluster-1
[] 10.2324
[ 10.2325
] 102326
= Compute-ResourcePool
™ Mgmt-ResourcePool
CC-pvs10-002 (orphaned)
CC-pvs10-TOO
1 CC-pvs10-TOO2

20 Op Oy

o VM FIEIRME: =EERTUABTFSXHERE,

74T766TestElasticwFullUserLayer-201...

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

163



Citrix Virtual Apps and Desktops 7 2311

[N I =

HE

g Ewanta.sdﬂc-&#-ﬁﬂ-i%-w} VTIWarevmc.c..,
w [l SDOC-Datacenter
» ] Clerix Virtual Apps & Deskions
» [ Felowship
» L Infrastructure
» ] Managemeant Ys
» [ PVS-Avengars
> ] Templates
] Worklaads
£l avengers-Pys-1
g deD820
e DL-Pv51
M winlOxEH903pvsTemplate

 Zi#ME: 7£ Citrix Studio FRMITE R THI%E WorkloadDatastore 7%, EAER LA TIERAELK
EEhE,

T @ |8 |9

. @ veenter.sddc-54-190-203-140. vmwarevme.c...
v [{ SDDC-Datacenter
-] vsanDatastore

| WorkloadDatastore

VMC customers have access to
Only WorkloadDatastore
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o MLEME: VMware =MEHMRIBEAMLEEITEFrE3,

]

2 1w
- [l SDDC-Datacenter .
[ VMC Metworks Vi Netwaria
& cliant! /
9 chent2
§ dmz
& extranet
& infrastructure
& Management Netwogk
VM Netwark
o cgw-dhep-ls NSX Metwork [
& clienti Opagque Networks

& cliant2

RBEERE, ESH VMware EHMCIRIE URINEZE 2R,

T AR

o REOAN

o R VDA

o QlEIER

o BXENERERNER, BEMAS5 VMware zHS RN HIRRT S=r0EE

B2

ok

B

o QIENEEERENERR
s SIBHENAER

REZOANF

July 4,2024
BE:

Citrix IRIEE&ZFzm (BFEFMESHN) WEXENEXRITAIHE. EXFAER, 153 Citrix Licensing
i

B A Citrix Delivery Controller. Citrix Studio. Web Studio. Citrix Director # Citrix ¥ EiEARS 5.
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} =r

AR

Citrix Studio — 1M EF Windows WEIBIEHI &, A EERREMEE A Citrix Virtual Apps and Desktops
#E, Web Studio 2 F— Citrix Studio, X2—HETF Web WEBEHIE, 1RM3T Citrix Studio M52
BINRETBERN. BX Web Studio Hi¥4E8, E2iH%%E Web Studio,

(£ 2003 zHimARAS, #ZOABHE4E Citrix StoreFront, &BsARTLUEIE & 3 Citrix StoreFront HMGEE1TR
ENFPRA A S RLEE StoreFront,)

FHAREZH, FEERNMEE L,

EXNTAT RERZOAUHNRZERRIAF. RETHITFAGL. BEXFAER, BERERAGSTEE

TR 1. THERRGHBRSF

fEREM Citrix M~ =Z3#8341E Citrix Virtual Apps and Desktops T#mm. T~ ISO Xt

fREX . FHEZIR ISO X4 DVD,

ERAMEERK,, EREEHPREZOAGITEN.

fEIREh2RHPIEN DVD 3EEH ISO X, MRZERFRENEE, BEWNE AutoSelect [ AI2F I EHMIIKRNEE.
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TR 2, ERBERENm

Deliver applications and desktops to any user, anywhere, on any device.

Virtual Apps and Desktops

Virtual Apps

cifrix

BERPREINNTFAURE: Virtual Apps 2 Virtual Apps and Desktops.
(WNRHEHN EBERE T Citrix Virtual Apps and Desktops A, A= RIETHE,)

MmLITEIN /xenapp AF X Citrix Virtual Apps. MR ZEEIEIT, %2 Citrix Virtual Apps and Desk-
tops.
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TR 3. EEERENRE

Citrix Virtual Apps and Desktops 7 X
Get Started Upgrade Machines and Images
Delivery Controller Virtual Delivery Agent for Windows Single-session OS
Cannot be installed on this operating system Upgrade VDA for Windows single-session OS.

Extend Deployment

Citrix Director e Citrix Web Studio e Session Recording o

Incompatible OS5 Incompatible OS

Citrix License Server 2 Universal Print Server e Citrix Workspace Environment o
Management Agent

Incompatible O3S Incompatible OS

Citrix StoreFront o Federated Authentication Service e Citrix Studio o

Incompatible OS Incompatible OS

Product documentation

Knowledge Center

NRNINFIaRE, 5% Delivery Controller. (EF—ML, EEREEILIHEN EREMNFEAM)
NREBZE Controller (FUHBENHE—AHENL) HERKAMAN, BN BHBEBIEFENA S,

P

MYITEM: /components
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TR 4. FFEAHERIFA Y

Software License Agreament

Licensing Agreement Printable version
Core Components CITRIX LICENSE AGREEMENT -
Features This is 2 legal agreement ("AGREEMENT") berween the end-user customer (“you®), and .-
Firaveall the provading Crtrix entity (the applicable providmg entity 1 heremafler referred to as
"CITRIX™). Your locatien of receipt of the Citrix product (heretnafter "PRODUCT") and
Summary maintenance (hereinafter "MAINTENANCE®) determines the providing enbity as
Install identified at https:'‘wwwcitrix com'buy licensing ‘citrix-providing-entities ktml. ~ BY
- INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
Smart Tools BOUND BY THE TERMS OF THIS AGREEMENT. [F YOU DO NOT AGREE TO THE
* TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Finish Nothing contained in any purchase order or any other document submitied by you shall in
any way modify or add to the terms and conditions contained i this AGREEMENT.
1. PRODUCT LICENSES.
a End User Licenses. The software in a software PREODUCT and the

software installed in an appliance PRODUCT is made available by CITRIX
under the license models identified at hetp/fowow ernx com by licensing
producthtml. Any experimental features deliversd with such software will be
wlestified and are heensed only for internal testmg purposes. “Software” means
a Citnix proprietary and'or open sowsce software program i object code form
licensed hereonder. “Appliance” means a bardware appliance with mstalled

Tombmnnrs W ammuuthatnmdine nousbinm sat Snetls o this ACDETAITRT ar as the

| have read, understand, and accept the terms of the license agreerment

®) | do not accept the terms of the license agreement

AN E L, ERFEmNE, EREERRHERE. AR, 85 TP,
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TR 5. ERERENAGRLEUE

Citrix Virtual Apps and Desktops 7

# Licensing Agreement
Core Components
Delivery Controller
Features
Firewall
Summary
Install
Diagnostics
License Server Data

Finish

Core Components

<

Location: C:\Program Files\Citrix

Component (Select all)

Delivery Controller
Distributes applications and desktops, manages user access, and optimizes
connections.

Web Studio
A web-based management console that lets you configure and manage your Citrix
Virtual Apps and Desktops deployment.

Director
Monitor performance and troubleshoot problems

License Server
Manages product licenses.

Studio
Create, configure, and manage infrastructure components, applications, and
desktops.

Secure Private Access

The software that enables secure access to Saas apps, private web apps, and client-| ™

EROA A TIE L

o (1B RINERT, AELEE C:\Program Files\Citrixd, ZZNRBERTAZHBE, 0
RITIEE—NTRANMUE, ©HMNEEMEIRSIRITIR.

o A BNERT, FIEROASNNINEEERLTFIERRS. T—8RES ELZEMEZOATERTHS
ISIE. MR/ N A SR, WFABEFIFE, Citrix BIERIMMARS 2 ER%E Director. StoreFront A
FEIFARSS 28, iV StoreFront —#2% % Secure Private Access,

=W

MREAZEIRSE LREAMN, Bk Citrix FrNERS[/AIFAIE, RAEBEHMRSSE EREH

B tF. BXES, 2@ (Citrix Virtual Apps and Desktops BIiFAIIER) B “BHhRE” 259,

BEEFER T EN LREEDGFNROARN, RASETENRER, ZERIRECREZAN, REF—

EFEMITEN Lo

EEE—F_ﬁ%o

B1TEM: /installdir. /components. /exclude
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Erras

Lz F%k Delivery Controller B, R4 EREH. MRITENH RAM BEFRBINHNNER (5 GB), RERRF
REEE, XARRSEMIERREN. BXFAER, FSRAEHFENR,

o

Ef R E: BER—TEE,

o B BEHEEUEUFLERE. MtENRNES RAM, ARENRRIRR.
o HE, BE TP USRTE, ZIGRAIRFERE LR,

WEITRE: RE/ARER, REBEEE—FHEHE, BRTHIWABNE AL,

o B mtENRINES RAM, RAEBRIETHS,
o IH, /A /ignore_hw_check_failure B RETH<LUREINES, SN SAIEEERE
PR,

FHRES, WMRRIFRLH SQL Server fRAFBRZR, GhIWEEN, BSRALTZ.

SR 6. BREAEE

Citrix
Features
' Feature [Select all)
Eeat Install Microsoft 0L Server 2017 Express CUT6
eatures '
Fireveall
Sumenany - _ .
- Install Windows Remote Assistance
Install slpct t sad -

Driagnostics

Finish

Back Cance

fEThREDIE L
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o EEREERE Microsoft SQL Server Express WUBFE m#IBE, BIABERT, BRALER. MRERHRE
Citrix Virtual Apps and Desktops #iEE, BEELHIEE.

+ R4 Director BY, Bah% % Windows iZi2ihBh., xRS E Windows izf2ihBhi-R B A ER LS Director
RAREFLESFER. BREEXKITHA TCP %0 3389, RINERT, BRELINEE. ZBIMNEEER T ARSI
E. ILIhEEN Y %% Director WA Em.

BEF—%,

B TEm: /nosql (BFMELEERE). /no_remote_assistance (BFMHEILEER)

S 7, 1T Windows B5 A ZiE O

Fireawall
¥ Licensing Agreement The default ports are listed below. Printable version
I:lrlnner'_,.' Controller Darector License Server StoreFront

Firewall B0 TCP 80 TCP 7219 TCP 80 TCP

Summary 443 TCP 443 TCP 27000 TCP 443 TCP
BOB3 TCP

o 2082 TCP

Smart Toolks

Finish

Configure firewall rules:
L] L-.ﬁom.n‘.l-:nl::,'

Select this option to automatically create the rules in the Windows Firewall. The rulbes wl

be created even if the Windows Firewall is turned off

h‘.anuai.)'
Select thes option it you are not using Windows Fairewall oor of you want to create the mules
'J.'::n.n:'-;cl.‘.

BIMERT, W3R Windows BAASERS EFEETT, BABMERBAAE, BAETELMNBEOHBSEHITH, %R
INRBEATASHEEZ, EXHAGEE, BEAMSEIRL,

%EE-F_ﬁo
(B 2REEL T EN EREFMBZOAGINNIROTIR, ZEXENREEENATNNHE,)

WmITER: /configure_firewall
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TR 8. EELEFMHBIALE

Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install,

¥ Core Components f . =
Installation directory

& Features
C\Program Files\Citrix
W Fl fémval T
Prerequisites
- ¥ Microsoft Visual k64 C++ 2015 Runtime
Install Lecal Host Cache Storage (LocalDE)
Smart Tools Micresaft Visual k86 C++ 2015 Runtime
g Microzoft SQL CLR Types (x86)
Fimishi Micrasaft SMO Objects (x86)
Microsoft SOL CLR Types (x64)

Micresaft SMO Obpects (06l)
Micresoft Intermet Information Services
Windows Remate Assistance Feature

Core Components

Lelrvery Controller

Studio

Dhrector

License Server

StareFront -

sack | (CEETN | Concel

REONELVEERENAST. NRFE, AIERREIREEDE Z /@S NEHEER,
EEFN, BHERRE,

RERETRREHE:
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Installing prerequisites and components

+ Licensing Agreement Installing... About & minutes remaining...
¥ Core Components P Jisites
rerequisi
v Features
> k" Show Prerequisites
' F reaval
ki Core Components
" Summary L] Dv:lw:r}r':entrulltr Installing...
Install Studia
Smart Tools Director
License Senser
Finish StoreFront

Paost Install

ﬂ:nmpqncn'l Irrtiahizateon

Cancel
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#1 9. 5 Cloud Software Group

it
®
=
oing
i

Disgnostics

Disgreostics

Finagh

FisHnEL, ®EERESS5 Citrix Call Home,

FERERRERE Delivery Controller B, $ERILAE. R4 StoreFront (Controller B&4h), ASRKERIEER
H. MBREHMZLAMN (BARZE Controller 5 StoreFront), AS¥EARERILRE,

FEAESED, NRERA Call Home MR RERFBES Citrix Telemetry Service HXMEIR, WARER
LB,

MREEFESES (BHARE), BREEE. HIURTH, WMAEHN Citrix kP EHE, BRUEREEHEESEME
Tl

ENEEEIRIIE (HEWREEFSS), 2ET—%,

INRIEAREFWE LIS BHER TR EISMTE LAERE, WEXAEES Citrix Insight Services SHEESS,
T—PRIARBER. EREBRHET -, BEEMEAT IR, HERALABUEERREIZEER.

BXFMER, H2E Call Home,
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#1% 10. 5 Cloud Software Group £ZiFrAIEARS 2R

AN e AN e

Citrix Virtual Apps and Desktops 7
License Server Data

 Licensing Agreement

¥ Core Components Sharing License Server data with Citrix

« Firewall

Help improve Citrix products and drive adoption by sending system and product
¥ Summary configuration and usage data (including user/device data) via Citrix Call Home.
 Install Providing this data and registering your License Server with Citrix Cloud helps

you and Citrix understand your license usage over time.
License Server Data

Finish Help improve Citrix products by sending system and product configuration and
non-identifiable usage data to our Customer Experience Improvement Program.
Neither of the above.

Citrix does collect basic licensing data as necessary for its legitimate interests, including
license compliance. Learn more about the data we collect and additional user options.

Cancel

£ License Server Data (i aiEARS 28403R) Tim L, HANEREHZ Call Home BB F AL siEi1+% (CEIP)
PR AR HEER, tb5h, Cloud Software Group FERUERAFAISIE (BIFFHESMMG), UPEE
A AR

LZRVFANERSBE, BHIITEIERS S EEDIE:

o VERMRIAMH,
o ERZOAY, ERE Delivery Controller #ial.

EFHRERE, WREE /CITRIX.opt: XHHEETERE, NFARERILTE,

YANHEARS 2R M S MR A P IR, flaiFarsdR. Call Home ¥uiEf0 CEIP #438, 22 A Call Home ¥EH
CEIP #iEli s, BuiuEFESS5 (EFIMN).

BXRNAEFERGSITHITRENBA Call Home # CEIP #iBEMFRER, BERAATLEZLARNHT
I,

B Cloud Software Group el #uiBIRERF4HME S, ES Citrix Licensing #uElk st lo
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TR 11, TRt RE

Finish Installation

+ Lice Agreement The installation completed successfully, " Success
& Cione MO -
Prerequisites
" Feature +" Microsoft Visual xbd C++ 2015 Runtime Installed
 Firews « Local Host Cache Storage (LocalDE) Installed
’ v Microsoft Visual x86 C++ 2015 Runtime Installed
¥ Summar » Microsoft SOL CLR Types (xB6) Installed
o | + Microsaft SMO Objects (xB6) Installed
e v Microsoft S0L CLR Types (x64) Installed
" Microsoft SMO Objects: [uf) Installed
Finish » Microsoft Internet Information Services Installed
+ Windows Remaote Assistance Feature Installed
Core Companents
v Delvery Controller Installed
+ Studic Installed
W Chractor Ingtalled
v License Server Installed
» StarsFront Installed
Post Install
+" Component Initialization Initialized -

You must be logged in a5 a domamn user before configuning the product.

SERE B & H R BEERIMCHFE EMII R RN LR A &AM
BHRTEM.

TR 12, AHMITEN L REERZOAN

MREE—AHENLRETHREZOAL, BRERTEES T, BN, BEEMITEN EBTRERER UREH M
Ak, FAUEEMRS S EREE S Controller,

IS

RETHELENAHE, £ Studio tIEIES,
BIETIRE, %3 VDA,
BERS A LAE A e B MR HAEF UR B U T ARG RIEHIHE:

o BRTENARSSBBAIARSSBAM . EHTENRS 8B LEEIREER,
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1. EY REEBES D L@ AITENAR S 2.

2. ERIFEHN

3. ERAEREL, BRAERT, MR Windows BiAIEIRS ETEETT, BRABERBARAE, LRITH
TCP %0 7229 71 8080, SNREBEFahFTHXEIRO, FJUARAIZIIAEF.

BRI LTREMAN, BEAATLEERTERS S0 S1TET
o XESMRIERS,
+ Session Recording,

+ Workspace Environment Management,

FERBSITRE

July 4, 2024
BE:

o NRBAE, HEYURIREFERHRET Personal vDisk 3 AppDisk #x4, && MR PvD. AppDisk
MAZZFFHEN.

o Citrix RIBE&ZFE (BFFIEMN) KELSENERFRIHIE. BXFEHAESR, ESH Citrix
Licensing %,

vl

REAFAEMEH Windows BRERZARITEN EREA M. BEXEAT Linux RIERFEN VDAMER, 55
Linux Virtual Delivery Agent,

AXNTBMARHRREG L. AFRHITERAREZA, FEREELE, XEXERM T IRREEFIRA,

EEEGTCNNITHEMREE, SUNRREEERNEEAUEERFHIET. BXEMER, FSH Microsoft
AL X o

TERXEEEAREHSHIT, ™mISO it T RFI4, ATF7E Active Directory FREVITEMN ERE. AR
iE% VDA, BXIFEMER, BERAEAMZAEZE VDA,

MREAEL Citrix Virtual Apps and Desktops iR 2358 Windows &ER G A F REFF R, NEBR—
FHE, BSESAEEMNENEXNER. BRI HBRAIIRIERS.

Bx Citrix AR EAHLTRERNER, E5 Citrix 2EREIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-command.html#command-line-options-for-installing-a-universal-print-server
https://docs.citrix.com/zh-cn/federated-authentication-service.html
https://docs.citrix.com/zh-cn/session-recording.html
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/upgrade-migrate/upgrade.html#remove-pvd-appdisks-and-unsupported-hosts
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/upgrade-migrate/upgrade.html#remove-pvd-appdisks-and-unsupported-hosts
https://docs.citrix.com/zh-cn/licensing/current-release/license-server/licensing-data-collection-programs.html#citrix-licensing-compliance
https://docs.citrix.com/zh-cn/licensing/current-release/license-server/licensing-data-collection-programs.html#citrix-licensing-compliance
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/7-13.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/vda-install-scripts.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/upgrade-migrate/upgrade.html#earlier-operating-systems
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare.html#citrix-installation-return-codes

Citrix Virtual Apps and Desktops 7 2311

ERRETmREEF

BihAEB T mREEFIGLITEO, BRITUTERE:

1.

2.

w

4.

S

EM Citrix TEFRRMGE. FEREM Citrix kP EHEA BEAIR FHIER.
FRIEX o S&EZIR 1SO X449 DVD,

CEEASHEERGRKS, BREFTEPREAMGNRSS.

7EIRENERHE N\ DVD 3t 1SO st
. MAELEM \x64\XenDesktop Setup BRH, ETHNMNSS.

BREMZOAN, FRITUTERME: 51T XenDesktopServerSetup.exe, HERREZOAGNSD
LITIRIART H BRI,

ERHE VDA, BEHITUTIRME: 517 XenDesktopVDASetup. exe, HEARE VDA &GS TETH
Bl B3I,

E %% StoreFront, EHITUTRME: BETERENFE LW x64 > StoreFront X kK
CitrixStoreFront-x64.exe,

ERRBERITENRS R, BRITUTERE: BREATREBAITHRS B SITERRIESHITERE,
EREKASMIIERS, BRITUTERME: Citrix BIVERERRE.
ER4E Session Recording, BHITUTIRIE: 1E#ZEE Sesssion Recording I S#HI TR,

Ex% Workspace Environment Management, &7 T81E: &#&8 Workspace Environment
Management FEIESHITIR(E.

E L% Secure Private Access, iEHRITIUTRIE: BITRENR LM x64 > XenDesktop Setup
¥ XenDesktopSPASetup. exe, iEREBAT L% Secure Private Access B8 < 1TiEIHAY
FEEHITIRE,

BFREZOA MBI ST

f£A XenDesktopServerSetup.exe @LREZLVAHNR, UTSHEMER. EXENNELZFMER,
BERAREZOAN.

« [ceipoptin ceipoptin [ ceipoptin*] -

A iFUEE Call Home $uEMZE F id3aziEit4 (CEIP) $iE. BMEN:

- DIAGNOSTIC: ##it{EalfE Citrix Licensing gefigUigE Call Home #5138,
- ANONYMOUS: ##itkfEalE Citrix Licensing BEmBURSERiIRFIAI CEIP B (TSXIRBUAA).
- NONE: #&#iItERIZA Citrix Licensing Usse CEIP #uE.
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B % Call Home #uiRWEMIFAE S, 1ESA Citrix Licensing Call Home,
B CEIP #iRWEMNE ZiFMELR, &SI Citrix Licensing PRI E 1151,
B% CEIP #IEMEZ#ELR, 158 Citrix Licensing CEIP #iEt%,
BXFIERS[MIFIHENEZFMES, EHSH Citrix Licensing ¥k,

+ [components component [;*component*] ---

ELERIMFNVAGHTIR (LESHR . BRERN:

CONTROLLER: Controller

DESKTOPSTUDIO: Studio

WEBSTUDIO: Web Studio

DESKTOPDIRECTOR: Director
LICENSESERVER: Citrix #FrIIERRSS 25
SECUREPRIVATEACCESS: Secure Private Access

NRBEEULIET, BREMBANG WREEET /remove &, WHBFFIELME),

(£ 2003 ZHiRkRAH, BMEEIE STOREFRONT, ftFhrads 2003 RESHRE, EEREARE-RTE
EFTIRRE R StoreFront Z#8&%),

+ [configure_firewall

9NR Windows BiASERRSIETEETT, BMEZPAAEHRBA, Ba7E Windows BiAIERITHIEEREMA
HHERNAERH. MREEANRE=ZSMERERAAE, WARFHFTHX LR

« |/disableexperiencemetrics
FrIbR=EE. ARSMIpRISIZRUEN S BN EHE Citrixo
« Jexclude “feature” [,” feature” ]

FIERE—IHZMHES ORI, RS AK, HhESUIE. RSIEAMLABESIS3lE. BREN:

- "Local Host Cache Storage (LocalDB)": MilERERTFAMENBEFNEIEE, It
I BERE SQL Server Express LU ELL R 3B E & B IR0,
« [help & /h
BT,
« [ignore_hw_check_failure

R E R ERFAR Delivery Controller, BEMEEMIERN (90, BF RAM RE) w2Mtk. BXi¥H
BEERAEHLE

« [ignore_site_test_failure

R7EF4 Controller 3REHAEN, BEBERT, EMUMERVIRRWIPDEFRZE, FRYLHTT, MR
(FHERE S false), AMIERNNKAMIBESRREREFRY, MARITHE. BRIME: False
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EFARIER, WMROMEIFZZHH SQL Server hiezds, NRBBEILED, BXFMEE, HE5 SQL Server
AR E,

« [installdir directory
AFREAHNIAETER. iR c\Program Files\Citrix.
+ [logpath path

BEXHMUE, EENXERLTEE. REEFASUETE. RINME=TEMP%\Citrix\XenDesktop
Installer

+ [no_remote_assistance

XY =% Director NBEX. ZAREA Windows T2 ihBhi AR ERTIEE.
+ [noreboot

PEEREEREENRN. (WFASEZOEAN, RN TFRRENRB.)
+ [noresume

ARINMERT, SREIEDFEHENERBN, REEFREENRDTHEEHHRETIT. BESNIME,
EIEE /noresume, MREEDHREIEPUAEREHNRAEEHRES, XREEER.

« [nosql

FELE7ERDE 2 Controller B9ARS3 25 L %% Microsoft SQL Server Express. fIRZBRILIET, &% SQL
Server Express LR FIL s #kIEE,

IR AR SRR T A EHE7E89 SQL Server Express LocalDB #y&3t,
+ [quiet 5% /passive

RESRPAREREMAR RE. MREETE Windows ESEERPHRIIRELIZNIEE, NRBEELET, &
BEER R,

« [remove

fipgiEE / components EIMisERIZ A,
+ [removeall

fFR B MR E A o
+ [sendexperiencemetrics

BRE ALRIBBEIREFTREN ST BENLXE Citrixea WEZBLER (RIEET /
disableexperiencemetrics), ftFaEAME, BERKEERE,

+ [tempdir directory
RESETFATRERRXGENE R, RINBEZEA: c\Windows\Temp,
+ [Xenapp

Z%k Citrix Virtual Apps. WNSRZBRIED, NZ2k Citrix Virtual Apps and Desktops.
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AV R ]

LU T e <8 1ERR 53288 £ =% Delivery Controller. Studio. Citrix Licensing #1 SQL Server Express, 4H{i&fs
PREBBRL A IEIR O = BEFT o

\x64\XenDesktop Setup\XenDesktopServerSetup.exe /components controller
,desktopstudio, licenseserver /configure_firewall

LU T en R 1EARSS 28 E %2 Citrix Virtual Apps Controller. Studio #1 SQL Server Express. fB#Fi@{EFrEEHIF
AEIHROS BT

\x64\XenDesktop Setup\\XenDesktopServerSetup.exe /xenapp /components
controller,desktopstudio /configure_firewall

LTSRS 28 L %% Delivery Controller. Secure Private Access #1 SQL Server Express. ‘Af@EFE
BIBA At im O = B EhFT Fo

\x64\XenDesktop Setup XenDesktopServerSetup.exe /xenapp /components
controller,secureprivateaccess /configure_firewall

fERAMIIA VDA RE2F

FERM Citrix WP EIEA seif R THb S, DAEFFRREZ FIIRAEENR, SERUEERBHIET.
1. M Citrix FHEENRHEE:

o ZRIERIERS Virtual Delivery Agent: VDAServerSetup_xxxx.exe

o BAERMERS Virtual Delivery Agent: VDAWorkstationSetup_xxxx.exe

o BRIRIRERSAIZOARS Virtual Delivery Agent: VDAWorkstationCoreSetup_xxxx.
exe

2. BEBRAETHIXARIRE—NEER, ARETREMS, HERBETEZRMGE.

ERETEMIIERXY, BER /extract M43 K&RF, B C:\YourExtractFolder)\
VDAWorkstationCoreSetup.exe /extract %temp%\CitrixVDAInstallMedia
ZERBAFT. B, RIEEAK. AREERMGTH, EAAXHTHMNEBOETUEITHEMAY

o
P
~o

+ 3F VDAServerSetup_XXXX.exe, #&&fT <extract folder>\Extract\Image
-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe

« 3t F VDAWorkstationCoreSetup_XXXX.exe, 3§ i& 17 <extract folder>\
Extract\Image-Full\x64\XenDesktop Setup\XenDesktopRemotePCSetup
.exe

« 3F VDAWorkstationSetup_XXXX.exe, i&&fT <extract folder>\Extract\
Image-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe
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BEITTHMNREE, EBTHEEM: VDAServerSetup.exe. VDAWorkstationSetup.exe
5 VDAWorkstationCoreSetup.exe, EFEREXHFIHAEHER,

MRERETETmTEERF:

o EBfTIRIIA VDAServerSetup.exe s VDAWorkstationSetup.exe RE¥#EF, MEER
XenDesktopVdaSetup.exe &a$—#%, BT BMARRE,

+ VDAWorkstationCoreSetup.exe REEFFR, RACIHATATHMLEREFN—I2ET,

BT %% VDA Han$1Ti8Im
MFEREUT— IR Z S S(REREF)RER: VDAServerSetup_xxxx.exeVDAWorkstationSetup_xxxx
.exe fl VDAWorkstationCoreSetup_xxxx.exe,
BXETMESFAER, BHSH%E VDA,
+ /[components component[,component]
EREAMBRHAGNTIR (LLES DR . BREN:

- VDA: Virtual Delivery Agent
- PLUGINS: #BTF Windows 85 Citrix Workspace M BiEF

B %% VDA #3E A F Windows B Citrix Workspace i B #2 %, &1 E /components vda,
plugins,

WNRZBEULET, N&=EE VDA (R&# Citrix Workspace R B#1EF)

tEmEMSE R VDAWorkstationCoreSetup_xxxx.exe RERFENIEM. ZLTEEFFERE
Citrix Workspace B2,

 [controllers “controller [controller]”

815 VDA i&fz# Controller 8 FQDN, UKD RHAESISIEER, B7FRNIEE /site_guid M
/controllers %M,

+ /disableexperiencemetrics
PlbRE, ARIMIFRSIZFUER BRI LT Citrix.
« /enable_hdx_ports

SNRIENE Windows i ASERRSS, BMERAASERBA, A7 Windows B ASEHRITH VDA Fl/= FARITHAE
(Windows 2 ihBIBRSN) PREBHIIHO. SNREEAEMAESREAMAE, WAAFHERERH M. BXiE
OfER, BEEHEMER.

EITF HDX BEMFHINEEME AR UDP 3% 0O, Bk /enable_hdx_ports #Ems, RiEEEL /
enable_hdx_udp_ports &,
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+ [enable_hdx_udp_ports

INRIEME) Windows FiAIERRSS, BMERBARAE, 57 Windows BiAIEHITH HDX BIERFHTNAE
fEMB UDP im0, SNREAEMPAESRERPAE, WARFoHEREH MG BXEOESE, BESHEMNE

i,

Z T F VDA £ BRI M 0 %% O, B& /enable_hdx_udp_ports # M4, TEHEE I /
enable_hdx_ports &,

« [enable_hdx_tls_dtls
79 HDX Direct V1 77 TCP #1 UDP i 443,
« /enable_real_time_transport

N EMBIEE (SMOVEEE5NEH) SRANEMA UDP. BRAZINEIRE S Mt MREFEERUD
Windows Bi:AERRSS B BE3TH UDP R0, E8& /enable_hdx_ports &,

+ [enable_remote_assistance

7£ Windows itfi2thBhh BB ERhEELLS Director £& AR, MNBRIEEILETR, Windows imi2hBhig7ER
NEERFT ISR,

« /enablerestore = /enablerestorecleanup
(X338 4iE VDA B BT VDA REFFELMAY B R ERIER =o
MNRLLE/FRRINTER :

- /enablerestorecleanup {EREEREFMERTER R
- /enablerestore e RREEFREERER, BMERERIROL,

BXREAER, BEBRTERARKMETIER,
« /enable_ss_ports

INRIME Windows FAERRSS, BMERBAANE, WBiEE Windows BiASEHFITHREHZFEHNED,
REREMPG AT RERAIE, Wb RFohECE A,

+ [exclude “component” [,” component” ]

FRIERE—NPHENLNES DRI EEAN, HhSMAGHmUAESIS5IE. fli, 7% MCS BEMMmE
EREFFHEK VDA REE Machine Identity Service A, BEXEWTFR:

SRIERIFRA RIERIERR SIERERFAROIRS

Citrix Authentication Citrix Authentication Citrix Authentication
Identity Assertion Identity Assertion Identity Assertion
VDA Plug-in VDA Plug-in VDA Plug-in
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ZRIERFRA

RIERIERR

SIERERFAROIRS

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

VDA Monitor Plug-in

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

User Personalization
Layer

Citrix Browser
Content Redirection

Citrix
Personalization for
App-V - VDA

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

CSE Component

Director VDA Plug-in

Machine Management
Provider

VDA Monitor Plug-in

VDA WMI Proxy Plug-in
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SRIERERA

RIERIERR

SIERERFAROIRS

VDA WMI Proxy Plug-1in

Citrix App Protection
Component

Citrix HyperV Filter
Driver

Citrix
Personalization for
App-V - VDA

VDA Monitor Plug-in
VDA WMI Proxy Plug-in

Citrix App Protection
Component

Citrix HyperV Filter
Driver

Citrix
Personalization for
App-V - VDA

Citrix App Protection
Component

Citrix
Personalization for
App-V - VDA

¥ Citrix Profile Management Hig7ER % (/exclude "Citrix Profile Management")z
s mmiEsE Citrix Director 3¢ VDA HUATHY IS AN PEHEBR IR 1E, ERAFAEEMERNE L, “MEWL”
ERM “BRFHNE @BIRSBLIKE, ERERMEZENE L, “FHERSENE @BRRETTET
Profile Management #it B BIEIE,

M EERANSE=ARFEEXHEEMRARE, Citrix IEINEREHETT Citrix Profile Management
Service, AEFEEFA Citrix Profile Management Service,

MBELEEREE /excludef /includeadditional SHERAMNALRTIR, MWRLEZAH,

tEmEER VDAWorkstationCoreSetup.exe REREFNTN. ZLEEFSBEHHRXLEE

IR 2N,
+ /h 5 [help

ERep L,

« [includeadditional “component” [,” component” ]

BRERE-IHRSNESORAEAN, EhSNMGMUAESIS5E. €2 Remote PC Access #pEH

ERERINELTAEENEMANN, KETRER. AREWTFHAT:

SIERIERS

RIERIERA

Citrix Backup and Restore

Citrix MCS IODriver

Citrix Personalization for App-V

- VDA

Citrix Profile Management

Citrix Backup and Restore

Citrix MCS IODriver

- VDA

Citrix Personalization for App-V

Citrix Profile Management
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ZRIERFRA

RIERIFRR

Citrix Profile Management WMI
Plug-1in

Citrix Rendezvous V2
Citrix VDA Upgrade Agent

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

Citrix Profile Management WMI
Plug-1in

Citrix Rendezvous V2
Citrix VDA Upgrade Agent

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

User Personalization Layer

MBLEEREE /excludef /includeadditional SHERAMNALHRTIR, MWRLEZAL,

« [installdir directory

BATFREAHFNIIEEER. RikH c:\Program Files\Citrix.

« Jinstall_mcsio_driver

BEMER. Kk, EFER /includeadditional "Citrix MCS IODriver" s /exclude

"Citrix MCS IODriver"

+ [logpath path

AEXHME, BENXHRGFTEFT. B

Installer
IHEETE B RE A Ho

+ /masterimage

EEFTUEE. BRINBRAUTEMPY%\Citrix\XenDesktop

REEVM EREVDARER. BVDARBENA T EZEMUTENMNREG LLETRELTF /

mastermcsimage,

tEmEER VDAWorkstationCoreSetup_xxxx.exe RERZFRER,

+ /mastermcsimage

1BE LT ENIES Machine Creation Services —2R1EME, LLETHEETF /masterimage.

« /masterpvsimage

18 LT B A EB & 5 Citrix Provisioning sk 88 = A ME T A (0 Microsoft System Center

Configuration Manager) —#2#i& VM,

+ [websockettoken WebSocketToken

B Web E3zF VDA, WebSocketToken BFFrERN SR,
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« /no_mediafoundation_ack

MR =4 Microsoft i#&xEAt, H B %M HDX LB ATNAER AR EH BXEIETT. MRRBRLLIED, HH
RREBAEEM, WBAFRHEBAIREMN, VDA REKBRE, KZHZZ1FM Windows MiA#EMH R
Microsoft @ {&xEH, B8 N iGN, MREFEBAT “Windows IhEe” > “@E{KIn8E”, Citrix Meta Installer
FRGEM RN ELEIRENE. EFRLEIEZH, ERE SOFTWARE\Microsoft\Windows
\CurrentVersion\Setup\Windows-Features\WindowsMediaVersion Ei&RmLL
WINZEREETR RS,

+ [nodesktopexperience
BN R EANRINEERERI A, ikl (FIREIGE) B2 (NREEE).

REREERTEZRERFRAZAN VDA BN, FHIEEAEBRNKEREINE. WINEERIERMNKEAR
Citrix HREIRBEREH,

+ [noreboot
ML ERERREENBM,. EFB6IE, 7 EEER VDA,
+ /noresume

ARONERT, SREIEBDFEHENERBN, REEFREENRDTHEEHHRETIT. BESNINE,
EEE /noresume, MREEHREIEPXAEREHNRAEEHRES, XREEER.

+ [/physicalmachine

BERLLEHS /remotepc —EEFERALI#TT RemotePC R, TN, ERLBAFHEF, VDA TIEL AR

FRHRIETTo
+ [portnumber port

RYFERE /reconfigiamiE M. AT VDA 1 Controller ZE#{Ti@EMIROS. LMEENKEOMRE
T2 80, MtEA,

« [proxyconfig “shiiitsf PAC X{48&12"

MBEIH RN EMIFEHIE Rendezvous iS5 Gateway Service. VDA Upgrade Service E—i2FEH,
HEZHMLERE— AT HIEZNIEEBNIE, BELMEERE, NEZHHTTP K32, 5 Rendezvous
i —EERAEHIL S PAC XHEEE. BXINEEIEMESR, BB Rendezvous il

- g http://<url-or—ip>:<port>
- PACX##=: http://<url-or-ip>:<port>/<path>/<filename>.pac
« [quiet 5% /passive

RELSEPFAETEMAF RE. J87E Windows S5 EEBPHIREMEETENIER. MRBEILE
B, ¥EERRE.

« [reconfigure
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5 /portnumber. /controllerss /enable_hdx_ports EMEEFERE, BEXLMEERE
B VDA I&E, MRIETEMERNKIEE /quiet &I, ¥EmATEEX VDA MER RE.

« [remotepc

{GEATF Remote PC Access B8 (BRIBRIERS) HAPREE (ZRIFRMERA) . HREAEMEAHFNT
# (EBE% /exclude fl /includeadditional SEHMAYALFIR) .

tEmEFER VDAWorkstationCoreSetup. exe REREFRTLM. ZRERFS BEIHIRRX LA MG
% E,

/remotepc 5 /servervdi #ENAES,
+ [remove
MiER@EE /components EHEENIA L
« [remove_appdisk_ack
1% VDA 212 E1E AppDisk VDA & (I1RBXR#),
« [remove_pvd_ack
%1% VDA 212 HIF Personal vDisk (JIRBRE).
+ [removeall
i VDA, EFR2MIER Citrix Workspace MR (MIRBLXE),
+ [sendexperiencemetrics

B ALRIWBEIREFTRENS BN LEE Citrixa WEZBLER (REET /
disableexperiencemetrics &), SMSERMIE, ERSEMELE,

+ [servervdi

TSR Windows Z2iEHEN EREEATRSIERERSAN VDA, £ Windows ZRiEIHEN LR
ERTEZSIERERZM VDA B, BZBRILEDL,

ERIEIRT, ESRARS2E VDo
LIEIRY AR T 2= & VDA REi2RF.
« [site_guid guid

b= Active Directory 4A4R %41 (OU) W2BMW—+1RRRF. £/ Active Directory #{TRINET, ZITIRRTAIE
EMRES i REXE (BIMRINNRI A ERBMEH) . i GUID 2 Studio FERIILSREM. 157
FAERE /site_guid# /controllers &,

+ [tempdir directory
ZESETFRATRERRXGENE R, RINBZEA: c\Windows\Temp,

It TR E AL SR E A AT Ao
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« [virtualmachine

RYTE VM £%& VDA G, BIYENNREEFBSNNINEE, AREEFD, FEn VMBI BIOS 5
BREETHYEN.

bR E R R AR ET B
+ [xendesktopcloud

% VDA B%#7£ Citrix Daas (Citrix Cloud) ZBE&,

VDA %%l

ERTRET BT EEFRE VDA:

UT@$EE VM ENERIAMIBEREEA TR IFIRERSAMN VDA 0 Citrix Workspace N HTEF. It VDA S E7E
B, FHER MCS FiE2 VM. VDA 415 Controller —2#E mydomain igf&% Contr-Main BRSas Lk
fit. VDA B ERAFMELEF Windows iz ineh.

\x64\XenDesktop Setup\XenDesktopVdaSetup.exe /quiet /components vda
,plugins /controllers "Contr-Main.mydomain.local'"/enable_hdx_ports
/includeadditional "user personalization layer"/mastermcsimage /
enable_remote_assistance

&8 VDAWorkstationCoreSetup I ZEZF LR B SIFIRFR S VDA:

LU THSEBRIERERAK LREZOIRS VDA, LUAT Remote PC Access =t VDI Z8E, %% Citrix Workspace
R AREFMEMIEZORS. $=iEE Controller 93tilit, B Windows BiASEERSE DRI BahiTH. BERE
ﬁiﬂé%ﬁ%ﬁto

VDAWorkstationCoreSetup .exe /quiet /controllers "Contr-East.domain.
com" /enable_hdx_ports /noreboot

ZE VDA G, AUBEEXZWIRE, ME=@ENERLEMN \x64\XenDesktop Setup BR, HERATRE VDAK
BITIRBIP AN T — NS MED, BT XenDesktodeaSetup exe <,

+ /reconfigure (BEX VDA BEE)
« /h= /help

« /quiet

+ /noreboot

« /controllers

« /portnumber port

/enable_hdx_ports
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VDA & HBR

o XA Studio 2REEP, FAGEESERPHNEREN VDA IRAR BT EERRITEN L REMMRA, it

BHA Windows “I2FEFIThEE” 1§ ER3FRM VDA &iF,

« R VDAG, 7@ Delivery Controller 53tz ai, TEENAEFHEERZTLERF,

BT AX VDA EMS EURMERREMENES, FE5 VDA i,

BT RE@AITENARSS 2R 88 L 1T1EIN

LITFiEmxY XenDesktopPrintServerSetup.exe 48,

« /enable_upsserver_port

INRKIEELIET, TEEFENERABRRAAIENE, EFBitRERFBEIRMN Windows BiASERN,

BREFLERRFREEAE.

TETENRRSS 88 L R WZI /e, BIRRINATENY P avis SECEEATENIRS 25,

FF &% Secure Private Access M $1Ti%EIR

UTEREM TS (REREF) B8%: XenDesktopSPASetup.exe

« [enable_spa_ports

14

MR Windows FHAIERRSS, NBEIGERB B AEE, thaE Windows B AEH$TH Secure Private

Access FrRRIIR. SIREMEMBPAIBZRERH AT, NpAFHECER A,

im0,

+ [nosql

ﬁ;éj#-'ﬁt”m s 1@%'%“

FELIETEEPR 22 Secure Private Access MRS 85 E %% Microsoft SQL Server Express, MR ZBEILLED,

%% SQL Server Express LU 1EN S 3B RE,
« [help. [h5[?
B S EE

+ [noreboot

ItERESREEFRB. REEERBIZEZ8EMER Secure Private Access.

+ /quiet 5 [passive

RELSEPFAETEMAF RE, J87E Windows ESEEBPHIREMEE TR, NRBEILE

B, REmERRE.
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+ [remove

& Secure Private Access,

BRAXEETMNELZEMEE, 525 Secure Private Access 2%,

EZER

B Citrix iR SHEGRELERMNER, BB Citrix £ [0,

%3t Web Studio

July 5,2024
WAHEEK:
ZfEA Web Studio, EREEMAEUTFNEEREZ

« Citrix Universal 3T E]5iE,
o FESEFAHENEHRNSEIFNLER Citrix 284375,
« Citrix Service Provider (CSP) By{E{aasithiF B3,

vl

Citrix Studio @—1M&F Windows MEEEH &, AFEEREFMERE Citrix Virtual Apps and Desktops &,
Web Studio 2 F—£ Citrix Studio, X2—&ETF Web WEBEHIE, R3S Citrix Studio HWEEINEET B
&%, Web Studio A% 5 Citrix DaaS ZHALE R EMARNIIMNAXGE, BILRMEAN Web £%, FEENERER
I AL

AL Web Studio ZFEEEARE T Internet Information Service (I1S) 8 Windows BRZ88 £, o7 #1TIRE
IE, FATEERE Delivery Controller —2% % Web Studio, EX#IERT, Web Studio fE8 Web i &

%7 Delivery Controller £, BITZIWERBIISEH#TRE, UEKERENH R EEFH. TEETT Web
Studio BAFR L5 :
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Ul traffic g
s of
Web Server —>Active Directory
—
Authentication Authentication E
Configuration Data E‘.onfiguration Data ‘

Delivery Controller — Database

BEh#izfT Web Studio WEM TIERIZN TFAIR:
1. %% Web Studio.
2. ®BIES,
3. ¥ Delivery Controller #m%l Web Studio #1781,

4, %%3% Web Studio,

Web Studio ~rigHEVFTILTIAE

BBRMIEEXE,

SERIRIERSE:
+ Windows Server 2022
+ Windows Server 2019 Standard Edition #1 Datacenter Edition, S&BRZS281%0ET
» Windows Server 2016 Standard Edition #1 Datacenter Edition, B&BRES2 1% 0ER
IR RS
+ Internet Explorer 11
- Internet Explorer R&#FRERN, EAIAIZEHR Web Studio.

- R4 Internet Explorer BY, #ZRINRBEUFERRNNRZLUNRRHIRE. IREBREZIKE, B
EERERARNNIEE, FH%EITE > Internet i£10 > 5k > EEHIRRGBHITRNE.
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+ Microsoft Edge
+ Firefox ESR (¥ BHISZHFhRS)

e Chrome

HERRATEE Web Studio MRERESPER 1440 x 1024,

wEEMN

LtbhR 4S89 Web Studio 5 Citrix Virtual Apps and Desktops 2212 REERAEHIEBERER-

SHF 2212 ZHIBEPE, ERART 2212, AERE Web Studio,

BRI

INRERZEER Web Studio # Citrix Studio, EFEUTRE): 72 Web Studio Fel@miEiR & 2/~ Citrix
Studio #, Rz, XZEHA Web Studio A5 Citrix Studio RRIMEIBERFMEIRIR, A ER, M Web
Studio FEIEMRBIESEEE, SAETE Citrix Studio FIRIELLSRERAIRIENR, RZIRR.

o NIHRAKINIRE Web Studio, i&757E Internet Information Services (11S) B2 ERERIAESEBIR (2R
ik Web i45) . STBAUIAME R B MRS EAIE RIS SHRELK,

2% Web Studio

UTE R R 2z O A PIiERInIR 75, ERE Web Studio, EHITUTIRIE:

 EREAT Citrix Virtual Apps and Desktops H5E%7= & ISO R#EEF L% Web Studio, 1SO REi2RF
REREIN, REFMBHMENEY, 1&E Web Studio Web i (inSR&847E Delivery Controller 2%,
M7E Delivery Controller &%), RERITEFREE.

o MRERELZDAREE Web Studio, EFERRERERM Web Studio,
+ &4 Web Studio BY, RAESIRTRERNA Delivery Controller Byititit,
PE =
- AILUAFIZ Delivery Controller, Web Studio it izMIRE#1TIERE. MRTAIAR Web
Studio £id##ZM Delivery Controller, Web Studio s Bzh[aliE2IEth Delivery Controller,
- MREZOAHFIEZEHLET Director, LM Delivery Controller R AT Web
Studio #1 Director.
- MNBEEEEBINIAHKEMIES, AREEEI CAIBERIER, WIEEE Delivery Controller

B9 FQDN Bp#],
- MR E I AT EEERFH BT LA Delivery Controller BBE AL DNS, MATLIEEN DNS
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Z#EA Delivery Controller #iit,

- MREF L AE CA BIBEIEBH BRI UIEE ™A DNS, WaTLUEER A DNS A Delivery

Controller #btit,

Citrix Virtual Apps and Desktops 7

Delivery Controller

M cenaing To add a Controller to the list, enter its address and then click Add. Specify one Controller for
« Core Components each Site to be monitored. You can also specify Controllers through group policy or the Director
Config tool.
Delivery Controller
i Configuration
Edit Delete
Summary
Edit Delete
Install :
Diagnostics Controller address:
Finish I 0

Back .

P———— v
Mext Cancel |

o ATRIPHELES Web IRE8ZEIUK %S5 Delivery Controller zaMi@EE R e, HAELE Web
Studio B9 IS Web 4 s3#0 Delivery Controller E/E/ TLS mn#. %&%E A Delivery Controller B2 &
TLSIEH, REEFRVEBERIEH, FA Delivery Controller #9 FQDN #1 localhost #£4 DNS &#RiE
o MREET TLSIEH, REBFASHITEMER. X TLS MENFMESR, FSIRRF Web Studio

BENR2 (FE)

o ERMTEL, RIAMERT, BiimEERERERFERIRT, UE Citrix Site Manager 889 B a1 .
EMERD, BITHAKEN “FE” X8, AE%RE Citrix > Citrix Site Manager, 72550 Web Studio Z
fi, EHREMA Citrix Site Manager SRS HEMAR B R. BXEMER, BEHRELR.
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¥ Core Components

+ Delivery Controller

+ Features

" Firewall

& Summary

+ Install

+ Diagnostics

+ License Server Data

Finish

Citrix Virtual Apps and Desktops 7

¥ Licensing Agreement

Finish Installation

The installation completed successfully.

Prerequisites
+ Microsoft Internet Information Services
+ Windows Remote Assistance Feature

Core Components

+ Delivery Controller
+ Studio

+ Web Studio

+ Director

+ License Server

Post Install
v Component Initialization

" Success

Installed
Installed

Installed
Installed
Installed
Installed
Installed

Initialized

#| Launch Citrix Site Manager

(|
Finish

AR

SRR LUERS$1TRE Web Studio. =1l

.\XenDesktopServerSetup.exe /components

webstudio /controllers "ddcl.studio.local"/configure_firewall /

quiet. BXH¥AEE, BSAERG

REIER

P/t v B o}

AR T1T R %o

Z3& & Citrix Virtual Apps and Desktops #& (X#fR “#h=”), &M Citrix Site Manager TR, ZTRERZH

Delivery Controller BzhREMN,
BREBUR, BRITUTIE:

1. 7£ Delivery Controller L, TASmE “Fia” &, FAEi%E Citrix > Citrix Site Manager.

2. 7z Citrix Site Manager &, EZF6EIES, KERER “URIEE” M.

3. QIR RHRN TR ERERIRE:

o EENTEL, BANERBIZT.

« BEENHEHEERTIREMLR.

BAMNEE B EiCREIEERE,

BXFAER, BBRPE 3. HiEE,

o EWAINEL, EEFAIERSS#MIE, ARERERR (RE) BIFAHL. AXFAER, FERAPE

4, 18],
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4, THETE L, RWEFREIRE, AERTHIRR.
1t Controller B IP #thitit & BEhAmE ik S,

=W

IR RNAF B ARG RNTENREER, BXFRER, BERNEREE,

WMRESBILAFRE T H Controller, M%ZUE Controller FMNEIZit =, FAS BN TEIR:

x4 Controller bi=17 Citrix Site Manager,
EFRIMAIA I,

BABEFRMEuE=M Controller #ysthit,

g+ Submit (8%).

H N

¥ Delivery Controller =11zl Web Studio #17EE

£ Studio BEZE T A5 Delivery Controller #0%| Web Studio #1782, ItTHR%E Web Studio &k
Rt
FIMERT, LTAREFUTRIA S,

« C:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe

BRiIgEEAEMEA Web Studio BIEaiL BB L T® Delivery Controller: ddcl.studio.local #
ddc2.studio.local, iBfTLUTF PowerShell &<

+ .\StudioConfig.exe --server '"ddcl.studio.local,ddc2.studio.local"

=z

AR

Lt TEZFEITENEERNR,

o BT IIS RE{/LEMEREIRE, Delivery Controller BEBF R AIBER I BN EM. B BIER, EHE
Web Studio BR$388, #TFF Internet Information Services (I1S) B1288, SMF “FFE” W@ > “Uha”
> “BiiA Web ih5”, ABE “BIE Web ii5R” BRTERERBGH.

. EEETIRHNAESY, 15517 StudioConfig.exe —-help.

% Web Studio f2E 5 Delivery Controller f9tI2 (A]i%)

BUAERT, /A Web Studio iz#I&EERIEN, EAILLEE Web I#528%#% Web Studio ARZ528#0 Delivery
Controller, EfAERMT AT Web Studio BR523F2E 5 Delivery Controller RIBRIET, Fit, EEE
HER, TREEZEER Web Studio BRE28.

FERABTEESEE Web Studio B 238E 4 Delivery Controller 932, fi11Ri& Web Studio #1 Delivery
Controller ZEEFRRMARS 28 Lo
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EFEZE, BRIEEHNBENZRSRETELENZOAN, BXEMER, BBRAZEZ LA,
Z5 Web Studio BARERER, BHRITUTSE:
1. 7£ Web Studio BRs388 £, UEERES#%iETT Windows PowerShell,
2. BT T®S, ¥ fgdn_of_webstudio_machine &t Web Studio AR558389 FQDN,

& "c:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe"--
enableproxy —--proxyserver "fqdn_of_webstudio_machine"

E2H Web Studio t9REET, 1EiEfTLULTF PowerShell &<

"& "c:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe" --
disableproxy’

AR

ERRERE, HITENEFERAREBWIEBMALNM (CA) BIMBARSEIERHIEHRR Web Studio 2B
E, BXFMAEER, ESRARIF Web Studio 3E.

%% Web Studio
Web Studio Web 551 F https://<address of the server hosting Web Studio>/
Citrix/Studio,

BEF Web Studio, IBETFEEN “FFR” &, FAFEE Citrix > Citrix Web Studio. 25 Web Studio R
MEERMNAZ Active Directory i, &=F Web Studio BY, EFEUTHS:

o MREHEKRIERIEE Delivery Controller. R4 ixiRREIEE Delivery Controller, UfEREREST Web
Studio BYIGEIA AR,

 WRIEEM Delivery Controller Haixi&iAinl, EFLEER Web Studio, EMIREERE, UHFRXLE
Delivery Controller dJiial, 5&sE & Delivery Controller, LU{EAERAEYS Web Studio 89ilgaT i
1A PRo

TR

1. =& VDA

2. & Web Studio @I U T A XA ER AP REEINE AEFMSE:
a) SIZItENER
b) tIE(IH

c) BIZNAREFA (Fik)
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%% VDA

July 4,2024
BE:
MRBFAR, HEEHYFRAZET MAEMHEES AppDisk #F, E2iME PvD. AppDisk MIAZ 4
E]
EATF Windows itEH#Y VDA BmFHEE: EATEIERERAN VDA MERA TR RERSN VDA, (BX
EATF Linux iHEHE VDA KSR, 3ESE Linux Virtual Delivery Agent xx4%,)
EFRREZH, BEBEELEHTHMEEREES,
BERREROAN, AEBELRE VDA, FTUERE VDA ZHitIZIE S,

EXNRT RE VDA HHNRERTIAT. RHEHTHLITENDL. BEXEAER, BEAERAGIITLR.

SE 1. THFRRGHBHRF

MREEERATRETMRERERF:
1. MNREEARTH~mISO:

o EREH Citrix tk~ E3EiA1A Citrix Virtual Apps and Desktops F#HE. THE & 1SO XfF.
o RIEN M, HEZIF SO XHH DVD,

2. EEERE VDA MG EN LERAMEIERK, ., RIS EAN DVD EH ISO X, NRRER
FRBBEE, BEEHNIREIES_ EXNE AutoSelect N BER.

LB RER S
NREEFERIRINTERR:
1. EREM Citrix tkH=ZHE3A1R Citrix Virtual Apps and Desktops T#HiBf. TH&EHNREE:

« VDAServerSetup_2308.exe: SaiERERS VDA iz
« VDAWorkstationSetup_2308.exe: BAERERS VDA ik
+ VDAWorkstationCoreSetup_2308.exe: BIFRIERSLZOIRS VDA R

2. ARBTURHE, ARERUEERBNIET.

LB B B R E R Fo
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TR 2, ERBERENm

Deliver applications and desktops to any user, anywhere, on any device.

Virtual Apps and Desktops

Virtual Apps

cifrix

B REINMTFA R E Citrix Virtual Apps =t Citrix Virtual Desktops. (f18i+E# LB %% T Citrix Virtual
Apps & Citrix Virtual Desktops 8, AL ERILTE,)

BTN /xenapp AFZE Citrix Virtual Apps. INRZBEILIET, M Citrix Virtual Desktops.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 200



Citrix Virtual Apps and Desktops 7 2311

S 3. ®E VDA

Citrix Virtual Apps and Desktops 7 X
Get Started Upgrade Machines and Images
Delivery Controller Virtual Delivery Agent for Windows Single-session OS
Cannot be installed on this operating system Upgrade VDA for Windows single-session OS.

Extend Deployment

Citrix Director 0 Citrix Web Studio e Session Recording 0

ncompatible 05 Incompatible OS

Citrix License Server e Universal Print Server e Citrix Workspace Environment 2
Management Agent

Incompatible O3 ncompatible OS

Citrix StoreFront 0 Federated Authentication Service e Citrix Studio o

ncompatible OS ncompatible OS

Secure Private Access

Secure Private

on a non acmain

Product documentation

Knowledge Center Cancel I

4% Virtual Delivery Agent 8. REEFHRESRELIIEFERZIIFRERARNIET, BILURMEELEH
VDA %3,

i, 7£ Windows Server 2019 i+ 8l LIETREREFN, SREEATLZRITRIERSAN VDA X, FiHER
TFRSIFRERAR VDA ETL,

MR Citrix Virtual Apps and Desktops AT FHIRERFZ LRE (FFAHE) Windows VDA, N

BTR—FHRE, BESENEXTFREINER.
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$% 4. 157 VDA NERAAH

Citrix Virtual Apps and Desktops 7

Environment

Environment X )
Configuration

Core Components

Additional Components I want to:
Delivery Controller (®) Create a master MCS image
Select this option if you plan to use Citrix Machine Creation Services (MCS) to provision

Features virtual machines from this master image.
Firewall Create master image to be used for Citrix Provisioning (PVS) streaming
Summary Select this option if you plan to use PVS streaming of the target device.
Install Remote PC Access or machine provisioned with other technologies.

! . Select this option to install VDA on a physical machine or virtual machine provisioned
Dingnastics with technologies other than Machine Creation Service or Citrix Provisioning. This
Finish option allows VDAs to be configured with Websockets or similar technologies.

Back ‘ﬁ ‘ Cancel

EMRIUE L, FEEEITROEMER VDA, LIETEERILH BB ERERREEZ B,

TRZFRET A M B 3R %R Citrix Provisioning TR (M1R%A) , LUKk VDA REREFMEMAM TE LAIRIA
=8

TER% VDA R, ¥EMRESN MS| GRECRHEAM) . FALEHRENE—FEZREGSTREPER /exclude it
Bilo

ERUTAEZ—:
o B MCS B G MREIHRIER Machine Creation Services FiEt VM, EIERIGETE VM g E 2%
VDA, Iti#EIIE =% Machine Identity Service, XREIAE,
WmSITIEM /mastermcsimage 5% /masterimage
BE:
RENFRD SO BGHIIEA R, RRIFMMBIREHEEER SO MG LUERERHE,

+ f£/ Citrix Provisioning {5 =A#ME T AAIEEME: NREITLIERA Citrix Provisioning RE =AM
FETH (40 Microsoft System Center Configuration Manager) Fific VM, J&EEZRIIEIRE VM IR -
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%% VDA,
WmLITIEM: /masterpvsimage

s (RETESZIERFRAFITENL) BRSRS[BHPEER . EFILETUSER TR ERGRTECH it B
BOYDIRN S E M £ %23k VDA,

BLMER: /remotepc

o ((RETHERSIERERZITEN L) BEH Remote PC Access: EF I ETUIZEEERTF Remote PC Access
BIYPIEN %% VDA,

WMLITIEM: /remotepc
%EE—F_ﬁ%O
HITEELTER FRER:

o WMREFHLEK VDA
o MNRIEERBZE VDAWorkstationCoreSetup_2308.exe.VDAServerSetup_2308.exe
8 VDAWorkstationSetup_2308.exe R&ERERF

TR 5. ERERENAGRTEUE

Citrix Virtual Apps and Desktops 7

Core Components

¥ Environment

Core Components Location: C:\Program Files\Citrix

Additional Components

Delivery Controller Virtual Delivery Agent (Required)

The existing Virtual Delivery Agent will be upgraded to support this version of the

Features product
Firewall o

- Citrix Workspace App
Summary Client software that enables users to access their documents, applications, and
Install desktops from any device, including smartphones, tablets, and PCs.
Diagnostics
Finish

| Back mi Cancel |
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EZOANE L

o« MIE: BMINERT, ABRERE C:\Program Files\Citrix &, ERARBEERTAZEHIBE, 1
RICEE— N TRANME, ZIBEXREEMEIRSHHITIR.
o A RIABRT, A2k VDA 2% 3E BT Windows B Citrix Workspace W B12FF, SR E A
VDAWorkstationCoreSetup.exe R&#&F, MMARREEZERTF Windows # Citrix Workspace
AR, FittSRERER.

BEF—%,

wm&fTiEM /installdir. /components vda,plugin BT %% VDA fIiEAF Windows #9 Citrix

Workspace B fR1EF

TR 6. LEMMAN

Citrix Virtual Apps 7

+ Environment

+ Core Components
Additional Components
Delivery Controller
Features
Firewall
Summary
Install
Diagnostics

Finish

Additional Compenents for Master MCS Image

Component (Select all)

¥

Proxy Configuration ]

If you plan to use the Rendezvous protocol with Gateway Service, VDA Upgrade
Service, etc, in your environment, and have a non-transparent proxy in your
network for cutbound connections, specify the proxy here. Only HTTP proxies are
supported,

Learn more

YDA Upgrade Agent

[Valid only for Citrix Cloud deployments) Enables the VDA to participate in the VDA
Upgrade feature

Learn more

Citrix Backup and Restore Service

If a single-session VDA installation or upgrade fails and the "Citrix Backup and
Restore” component is selected the machine is returned to the restore point that
was set before the installation or upgrade began.

Citrix Profile Management

Manages user personalization settings in user profiles. Omitting this component
affects monitoring and troubleshooting YDAs with Citrix Director,

Learn more

Citrix Profile Management WMI plug-in i

MMA4TIESEATRANERS VDA —BREHMINENRARNEEE, EHhSITREP, BJUEA /exclude
5t /includeadditional EIEAHRAEHEE— IS AT HES

TREHT HIE ERTRIAEE, FRINRERUR T EEFRE _EEFEREDL
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“MypNZEHF” Dum

Citrix Personalization for App-V
- VDA
BPIMERE

Citrix Profile Management

Citrix Profile Management WMI

ks
Citrix VDA Upgrade Agent

Citrix &% X R
Citrix MCS I0Driver

Citrix Rendezvous V2

EITEAEMTER T AER:

‘KRR TUE: #EET “Master
image with MCS” (f1iZ MCS £t
%) =t “Master image with Citrix
Provisioning” (A Citrix
Provisioning i =% TR
BEmE)

‘TiR” TiE: &E7T ‘BRSkSE
WHEER (GRTEZRITRIER
%) % “BA Remote PC
Access” (ERTFRRIFRIERS)

RikHx

BT, AReEFERAFIAS.

o IWEEMR VDAWorkstationCoreSetup. exe REREF. kI, HMAHFHHSITERNZRER

FEKo

o EEAE VDA HEFFEMMAHRERE., MRERESDWMAN, WIRERNXTIERZERNANR,

BERIERUTERE, (REAREREEFPAIEIZTRBINF HI.)

« Citrix Personalization for App-V: f1R{ERA Microsoft App-V 8hHINBIER, BREIAN, FXiF
MEE, BBRBEMT App-V AERF.

O

m2{T%EM /includeadditional "Citrix Personalization for App-V - VDA

"BFERAMLtRE, /exclude "Citrix Personalization for App-V - VDA" BF

MR R,

o Citrix P MELE: REERTHARMEKER MSl, BXFMER, BESARF MELE.

REERLRIE Windows 10 i+EH LR VDA R, HHAHAFSET.

®21TiEM /includeadditional "User Personalization Layer'" BFERAHRE,

/exclude "User Personalization Layer" BFHEILAMKRE,

+ Citrix Profile Management: ItA4ATFEERRFEEXHFHARMELISE, BXFEER, BEEA

Profile Management,
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¥ Citrix Profile Management HipR7E R 2 SM&#20mi@E Citrix Director 33 VDA HATH M AN FEHERR
1&1F, TAPEAGERNERNEL, MAERNERSEREERSHIKE, FEfiRMESTELE, T
HERFENEERINERZET Profile Management B9+ EH89%IE,

B ERNRE= AR EEXHEEMARAR, Citrix MBINEREHIETT Citrix Profile Management
Service, ~EFEEEA Citrix Profile Management Service,

m%47i%EM /includeadditional "Citrix Profile Management" BFERAHFRE,
/exclude "Citrix Profile Management'" BFRRIEAHRE,

+ Citrix Profile Management WMI & : LtiEHE WMI (Windows Management Instrumentation)
st et Profile Management iEf78ME 8 (Fld0, EEXHRMIZRF. EEXXHRE, ANNEEERE
7). WMI 3%\ Director RItRIEES.

#<¢fTiEM /includeadditional "Citrix Profile Management WMI Plug-in"
BATRRAHRE, /exclude "Citrix Profile Management WMI Plug-in" BT
IFAABRE,

+ VDA Upgrade Agent: AT Citrix DaaS (LUai#rA Citrix Virtual Apps and Desktops iRs3) ZBE-
£ VDA ge55 5 VDA FRT1RE, RILAERIZINAEIL BN SRt L MIBT Bl M EIRITHI S A B RH VDA, S1RK
REMWAE, WATLLBEEITEN LIETT VDA REZFRAR VDA,

wm<TiEM /includeadditional "Citrix VDA Upgrade Agent" BFRERBAHRE,
/exclude "Citrix VDA Upgrade Agent" AFREIEAHRE,

+ MCSIO write cache for storage optimization (BT MCSIO ENETE) : = Citrix MCS
10 FehiEgF. BXEFMER, BSREI BIEREF EZNFMENIEE IR RN EF.

2 fTE M /includeadditional "Citrix MCS IODriver" BF B B 4 # R %,
/exclude "Citrix MCS IODriver" BFHEIEAHRE,

o RIBERE: MREITHIEENIFIEFIE Rendezvous X5 Gateway Service. VDA Upgrade Service &
—iefEA, HEZNNEPE— BT HILEENIEERRIE, BREMAN, (2 HTTP R,

MRRENMNAM, 57 Rendezvous RIEE B E LIEEREA MU PAC XHRR. BXINEFMAGEE,
i5&i% Rendezvous %

@< T®EM /includeadditional "Citrix Rendezvous V2" BF E B4 4 % %,
/exclude "Citrix Rendezvous V2" BFFEILAHRE,

o Citrix &MHAZER: MR VDA RERFRLM, NIA AR LT ENRE B RESFARZ AITEHAIES
HBR#AE Microsoft A& &M, MEEZERTR,

m<47i%EM /includeadditional "Citrix Backup and Restore" BFBBAHRE,
/exclude "Citrix Backup and Restore'" BFRILAHRE,
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=W

INRBAT MCS #FiEffifk, M Windows RS BHKERFRANEDHERATEESKM. BRI
A, BETREREFPREA “MCS FEMRLT ET0,

$1% 7. Delivery Controller it

Citrix Virtual Apps 7

Delivery Controller

« Environment
Configuration
¥ Core Components
How do you want to enter the locations of your Delivery Controllers?
+ Additional Components
Do it later (Advanced)

Delivery Controller Do it manually

Features Choose locations from Active Directory
L ®) Use WebSocket Token (Tech Preview)

Firewall

Summa . . - ; : }
¥ A websocket VDA communicates directly with Citrix Cloud for registration and brokering

Install instead of a Cloud Connector or delivery controller. This maode is ideal for non-domain
Jjoined scenarios and eliminates scalability and performance concerns with customer-
managed components. A VDA may be changed to websocket or standard mode at a
Firish later time using a tool.

Diagnostics

For requirements and considerations, carefully read the documentation.
Paste token below:

dHPvI-QDcBdQbI_FrokeOUAWIZ0SYssPF16RgLS4U44zsrg Winfo BN 2yg8r7XHt30aUVvhAtD

[EEerT— 3 B e
i. Back | Next | Cancel :

7z Delivery Controller B L, EFEHBMARMNFILEN Controller ik, Citrix BINEERE VDA B35
Est (FrhigfE). VDA BT IEBEA 8@ Controller 5T/, N5 VDA T3+, B T%iAR% VDA LRI A
EFMNSEHE.

o FohigfE: (BHAIRE) WNFFLE Controller 89 FQDN, A& EHFMN, MBEELEEZL Controller, &
ARINE AL,

o UG (B4): MBEFRLIED, ASEERCHIAXZESASIREZAHFERTNIRE BEUGEE I, 7T
L EEITRERR, HEEA Citrix A%, ASTaEHERE HZEE,

+ M Active Directory iR E: RYUITBEHEMNZERF LA NER.

{5 WebSocket <8 (FATSKHR) : 62 WebSocket VDA, WebSocketToken BFFRrERSHE.

+ it Machine Creation Services Bzi8IE: XZfER MCS Mt BHEEK.
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BHT—F, WREEETUE (BR), RESRTERIMEELSIEE Controller ik,

HtFEEm:

o WU REEE S FEFIRFF.

o YNR7E VDA REHRE LI EARIEPIEE 7 i, XERKICBERBZLEIEFREINLE,

« FETHATS Controller #Ti@EMMAERO, 7 ReRThEM VDA, ERSHBAAERE FEIASRZE
Eo

+ 7£18%E Controller 1B (&R# VDAHEIZZE) Z/a, AIMIERMSMIER Controller B3 EF B EIEHMIIAEE
# VDA, & VDA tfak I Controller sEMAi4AE R, 5218 VDA i/,

BSITEm: /controllers

S 8. RIERE

Citrix Virtual Apps and Desktops 7

Proxy Configuration

v Additional Components " T
Proxy Configuration
Proxy Configuration
If you want to use the Rendezvous protocol with Citrix Gateway service, VDA Upgrade
service and have a non-transparent proxy in your network, you need to enter your proxy
Firewall configuration details here. You can enter a proxy address or a path to a PAC file:
» Proxy address: “https// <URL or IP=:<port>" or "httpsy//<URL or IP>:<port="

Features

S

g + PAC file: "http:/f <URL or [P=:<port=/<path >/ <fileName>.pac”
Upgrade
hliamin=ics For requirements and considerations, carefully read the documentation.
Finish

Back | - | Cancel

REFEMAGTELERRTRABREERER, F2ERAEEERH,
1. EERAEMINE R PAC XHRBEEEALER,
2. fEEARIEMALE PAC XA,
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o KEB#HHER: http://<url-or-ip>:<port>
o PAC X##: http://<url-or-ip>:<port>/<path>/<filename>.pac

AT AR OB A A e INH TER NI, MRTESRIBRIER, NAJLLEFEEHERE VDA,

a5

{fTiEm: /proxyconfig

SR 9. BRSERAINEE

Citrix Virtual Apps 7

Features

+ Ervironment
ksl E| Feature (Select all)

% Core Components
Use Windows Remote Assistance

+ Additional Components S :
Enable Windows Remote Assistance. Learn more

« Delivery Controller
— Use Real-Time Audio Transpert for audio

Features i %
Uses UDP ports 16500 - 16509, Leam more.
Firewall
Summary — Use Ec_reen Sharim% o
Use TCP ports 52525 - 52625. Learn more
Install
Diagnostics - Is this VDA installed on a VM in the Cloud (e, Azure, AWS, Google)?
Communicates to Citrix that the VDA is installed in a cloud VM. Learn more
Finish

|_ Back | Cancel "

EREE L, ERRTREAREREERNIENEIEE,

« Use Windows Remote Assistance (£ Windows izi2th8h) : BRALIhEEE, Windows iEi2thEhs
Director WA EEINEELESER. Windows imiZhBISTER MERITHEIAKO. (BHAZA)

B$ITEM: /enable_remote_assistance

o WEMEAENE5MEE: WRELHMEFRTZMER VoIP, NESALIhEE. ZIEER LUEE IR ML FEET
BHIZEEMMERETT. ERWERET UDP 1 RTP FHIIaEE M S MEUR. (RUARA)

o

$1Em: /enable_real_time_transport

RREHZ. BAE, FRAZEANEORE Windows FHASERITH. (BRIAEA)

=
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W7k /enable_ss_ports

+ It VDA REREE=HH VM L: thigBE#E) Citrix EIRGIZAFARS (Citrix Cloud) VDA SEMIEXIR
UELGHTEN, HIIREXNERIHNF AT, NRENMEMEA Citrix DaaS, FRALIRE (FAE
A BEA).

mPfTEm: /xendesktopcloud

BE T,

S8 10. BhAtERO

Citrix Virtual Apps 7

Firewall

 Environment The default ports are listed below. Printable version

o

¥ Lore C:mr::nen::

e Controller Communications
+" Additional Components

«" Delivery Controller 80 TCP

+ Features 443 TCP
Firewall 1494 1CP
5 2598 TCP

TiEe: 8008 TCP

Install 443 UDP
Diagnostics 1434 UDP
Finish 2598 UDP

Configure firewall rules:

®) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is turned off,

Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,

Back - Ca ncel

ERAETE L, BIAMERT, R Windows FiAERRS EFEITTT, BABMERBAMAE, BaBmITHE, It
MINRBERTAZHUEZ, BXKOGE, HERAMLERK .

%EE—F_ﬂ;_o

WmLITER: /enable_hdx_ports
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TR 11, ERELEFHHRIALE

Citrix Virtual Apps 7

Summary

¥ Environment

v Core Components

18 Installation director
+ Additional Components ¥

CAP Files\Citri
+ Delivery Controller Seeodrsm Fle e

Prerequisites

v Features
: Microsoft \isual w64 C++ Runtime
+ Firewall Microsoft Visual x80 C++ Runtime
Summary Core Components
Install Virtual Delivery Agent
Dizgnostics Delivery Controllers: (1)
Finish v test.domain.com

Firewall

UDP Ports: 443, 1494, 2538
TCP Ports: 80, 443, 1494, 2593, 8008

Review the prerequisites and confirm the components you want to install. @ Restart required

BENE LY HBRENAS. AJEARERREIRZ AR ESITEHEN

HEEFN, BHRE,

MRBEMHARLZEREA, HENARIERRII—RHZR BEHEELE,
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SIE 12, 12Hf

Citrix Virtual Apps 7
Diagnostics

Collect diagnostic information
Core Components Citrix Call Home periodically collects information about system and product configuration,
performance, errors, and more, The information is transmitted to Citrix so our support and
product teams can resolve issues proactively.

Learn more about Call Home.

MNOTE: The feature can be enabled or disabled later.

mary (&L 3l  *Requires Citrix Cloud login

Diagnostics

Finish

FiglTiE b, EEREEESS5 Citrix Call Home, MIREEEFES5 (BRINRE), BREITERE, HIRTH, BAEHN
Citrix kP E1R,

THREEIRIEE (RENREERSS), BT,

FRARESRREREFN, NRERLERREZHESNBERTRELISWHAE LAEE, WEXFAEES Citrix
Insight Services XHEEG, T—FHRMEER. EREENEIT—N. EEMBA TSR, HEFHILAECH
L%”&%Wl’l’ﬁﬁuo

BXHMER, 2 Call Home,
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TR 13. TAlltRE

Citrix Virtual Apps 7

Fimish Installation

+ Environment

The installation completed successfully. v Success

¥ Core Components

e Prerequisites
v Additional Components : : :

(AT v Microsoft Visual x64 C++ Runtime Installed
+ Delivery Controller +" Microsoft Visual x86 C++ Runtime Installed
+ Features Core Components
w Rrsval " Virtual Delivery Agent Installed
¥ Summary Post Install

v Component Initialization Initialized

+ Install

+ Diagnostics

Finish

To optimize desktop settings, download Citrix Optimizer and run it after the restart
completes.

Learn more about Citrix Optimizer in CTX224676

Restart machine

SR E B & HRBERIMCHAE EMIIREMR RS ETAAN

BETH. RIAMERT, HENEEMENR. REGUTURALLBHEN RS, BETENERBZE, TEE
FA VDA,

IS

BES PRI REAHEMITENHME E%% VDA (NRFEE).

RETFAE VDA S, Boh Studio. NRERFEIRILS, Studio FBEIIESERITIZES. THE, Studio ¥i5S
TR BNER, ARCERMNE, FSH:

o BIRIAR
« SIBHENAER
o BUERA
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Citrix Optimizer

Citrix Optimizer 1A F Windows 12FRFKM TR, a1#EE) Citrix B2 @I MBS AL SFA MR VDA,

2% VDA Hem KL EMBE, THIHRE Citrix Optimizer, &8 CTX224676, CTX XEBETHRMEFELL
KB XREMER Citrix Optimizer BIi#EE,

BHEX VDA
BHENBRER VDA, BHITUTERE:
1. NETFHBEERZFH Windows ThaE, 33 Citrix Virtual Delivery Agent =i Citrix Remote PC
Access/VDI Core Services VDA, AR HEBHEREN,
2. #EAEX Virtual Delivery Agent i8 8. RERZFEHET, EAUEX:

« Controller it
« A Controller ;EA#9 TCP/IP 0 (BXikJ 80)
o BHEANTH Windows BN iEERO

HPEHEER

o B Citrix IR EEHRELERNER, 1521 Citrix 2R [EL,

o EXHAR Studio EREEH, FAEEERPHNEREN VDA A% B ERAEIHHEN ELEMRRA, it
B Windows “I2FHITHEE” $ER32MRM VDA &%,

« REVDAG, 1EM@ Delivery Controller ¥tz al, XN AREFREERTLBEF.

ETHAX VDA EM A EURMARFREMPENES, ESH VDA i

fEAMIA%RE VDA

July 4,2024
AR

Citrix 33 P EFHFRHITRHEIHEASEHIMAEER R 757, WFEASRERXE Citrix B2, 15
A Citrix 2RI EEXRE QTR AT RRA,

AERTFERER Windows BIERGERITEN LR VDA, BXEAT Linux BIERZH VDAKER, E5H
Linux Virtual Delivery Agent 324,
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RENFBPEEATE Active Directory R, FESMIFRITEMNA Virtual Delivery Agent (VDA) B BIRIZS,
th &) LUE A il 4s sk 4847 Machine Creation Services # Citrix Provisioning (LA&i#F% Provisioning Services)
fERREME,

FREAIRIANR .

o MARES VDA REGSENNEREZNE “FIEARR HENR, B~ ISOH, REGTE
XenDesktopVdaSetup.exe, ERIRERFP, REHSRE VDAWorkstationSetup.exe
5 VDAServerSetup.exe,

o BEERFMEEFEERAMITEN L, EEPERERUETENSN, HAFTENHENNELZHE “ME
NE/B” HEI R,

EREETHANER, RFEETRASHE. BROBTEEMARSE. KEEFATK MSI REHE, SRHNRE
MR =X EBICRAEF IS BB R F XARATEET FIZR PASS 51 FAIL RIETRFLER, BRI UERITNERR
BRTAGPRASHEZPERRMHNRES MR, XETRRM TEBIRTEN E#HITAMERNERS .

FHaPITEMREZ A, BRRH R EE ZEFRIES.

fERIAZE AL VDA

1. MRENFK LM \Support\AdDeploy\ SKEURGIRIZ InstallVDA.bat. Citrix BIVELEENRAEMZA, Bt
H#TEEN.
2. REMZ:

o IBEEREMN VDA RRZA: SET DESIREDVERSION, g0, gz 7 aJLUEERN 7.0 AJUEREN
R ProductVersion.txt Xk BT EE, BR, TRTL2LA.

s BEETHPRAAREEFNNEHRE, EAFRENEER (HEMNRER). MAETRN=BERE
MH LR RS (32 {8 64 i), fli0: SET DEPLOYSHARE=\\f1ileserverl\sharel,

o WATLIEERTEEETXATHNEHLEME, fIN: SET LOGSHARE=\\fileserverl\
logl),

o RBEAGSITRERNRAIEE VDA BBEET, BAMERT, BERE% /quiet /noreboot
W, FEEEXEET: SET COMMANDLINEOPTIONS=/QUIET /NOREBOOT,

3. BIARBEMA, FHADELBESEITENN OUs Itk OU NXBEEERE VDA RITEN. BB
OU #mitENGE, MATEMEXLITEN LE1T. VDA REFAFIBNRERZANESITEN L.

fEFRRAMIER VDA

1. MZENFR LS \Support\AdDeploy\ SREURGIRIZ UninstallVDA.bat. Citrix BiE L& M REMZA, B
STE#HITEE Xo
2. YRiERES,
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o IEEEMRA VDA BRAs: SET CHECK\\_VDA\\_VERSION, #5a1, k&< 7 AJLU3EEN 7.0, A
LERENFE LM ProductVersion.txt Xk EI52EE (7190 7.0.0.3018), ER, TETLILA,
o WAILUEEBTEMEFRBTHMEHEENE,

3. BYARBBZA, BHADELBESERITENR OUs Itk OU MXEEEMER VDA BITEN. BB
OU it ENGE, MATERMEXEHENLETT. FMEaITTENFHIER VDA

HEHR

o BIZARBAERBBHIARITHENRE B EX G FHRBENLDAN, HEASE Kickof f_VDA_Startup_Script
AEERZEIPRASHE, ERAIUBINENIRZERET. NRIEASKETHHEHZPRATHE, HEIE
BT BENE— T RITRERR WARFRMELESXHRES ST EN LR % tempss Stk

- Kickoff_VDA_Startup_Script_<DateTimeStamp>.log
- VDA_Install_ProcesslLog_<DateTimeStamp>.log

BEEXEAELUBERZEA:

- BIWMERIETT.
- e BiRRIER S,
- FHECE iEm DEPLOYSHARE =8 ROOT (B&& KA AutoSelect.exe MISZH),
- gemE3t DEPLOYSHARE #1 LOG = #1759 5131k,
o B Citrix AR SAHRELRNESR, 151 Citrix RERER,

o EX(IEM Studio BRBEEF, FHAESERTHELZEM VDA AR BTSRRI EN LR ERMMRAE, it
BHE “EFMThEE” BETEME VDA 2%,

« RE VDA, 7£[@ Delivery Controller i 2 #i, AN AEFEEERTAE .

ETHAX VDA EM A EZURMARFERPENES, ESHE VDA i

5/ SCCM %% VDA

January 29, 2024
AR
Citrix W ERERTEA EFHER Microsoft System Center Configuration Manager (SCCM) #4453

£ T AZE Virtual Delivery Agent (VDA) SHE MBI RAFREBERRE, WTFEASREMRXA Citrix @
A, EEA Citrix THIIP I ESEXRE R ENEARZIFRA,
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Bk
EF A Microsoft System Center Configuration Manager (SCCM) s & MBI 9 % T AR IIEE Virtual
Delivery Agent (VDA), Citrix BiXTE— &5 B ER VDA REEZRF,

Citrix R27E VDA REHA RS ZHEA VDA BELBERF. HXE VDA REEF ZAXMIHERE R TEA
VDA BELHER.

EX i) =1

L% VDA B 2B ERBIRMEUR TR, Flin:

s RHARGREREENENRENBAEEEENBH,
o Rt EAHEMENXHRIREREEEN, MMmRSIZIMERBR.
« VDA RERZEFHMFELERLEAM (B0 Citrix Profile Management #1 Citrix Files) AIeEREE#HAG.

SCCM £S5 HIFREERME L ENERB R,

EXESFT!
wEFBLETHERRBE, £A SCCM ESHIFERTTM L TRE:
o AILIMREN RV AA RIS EF—1 VDA IR 2 EZF R VDA:

- VDAWorkstationSetup_XXXX.exe
- VDAServerSetup_XXXX.exe
- VDAWorkstationCoreSetup_XXXX.exe

BX VDA ZEBFNIFAER, BEERRERER,
o A& VDAR, %7 VDA MIHENMIL FHFEN, REEA=E
o BEURTEITEMN LiG1T VDA R4, [EEFEAR VDA RERFEEHIZIZITEN L,
- {#F VDA R&Ef#EFmIE VDAWorkstationCoreSetup_XXXX.exe i, VDA REEFIEEH
F %ProgramData%\Citrix\XenDesktopSetup\XenDesktopVdaSetup.exe,
- & B VDAWorkstationCoreSetup_XXXX.exe B, VDA T 2 B F ¥ E # 3 %

ProgramData%\Citrix\XenDesktopSetup\XenDesktopRemotePCSetup.
exe.

3

 VDALZERBRFEWERUEMEMBEIMER “HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
MetaInstall” “MetalInstallerInstallLocation” &,

o BaH$imEm /NOREBOOT, /NORESUME #1 /QUIET ARG LITIETH,
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- /QUIET: ERESBHAETAFARE, UWE SCCM T LUEHIREIIE,

- /NOREBOOT: %\t VDA 2EEFBoIEMEE, SCCM A RERENENF.

- /NORESUME: BEBRT, EREIEFETEENEHN, VDAREEFSRE—
runonce M &R (\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVerS'ion\RunOnce) HENEHRBEE, Windows ERIZEMERINEEN VDA L2412
FFo X%t SCCM Rt MNalRl, E7 SCCM AL EHHIRIR BRI,

M SCCM B LK==

UTTBIETT ZEITF,

1. EFEItEN: BIEFREHHENREEITE.

| CVAD2109 UPGRADE Task Sequence Editor

Find % || [Scope v | 4 Properties  Options

Type: Restart Computer
— T P
: P et e pestn

 Install VDA First Attempt
) Run Command Line
) Restart Computer

4 Install VDA Second Attempt
) Run Command Line
€) Restat Computer

4 Install VDA Third Attempt

2. BR=ARE VDA: 35 VDA £,

Specty what to run after restart

a) ¥ /quiet. /noreboot M /noresume EHHRMEIEHSHSITIEH,
b) ETEEEN VDA REEF (FHBGREF— MR NREER),

CVADZ2109 UPGRADE Task Sequence Editor
Fnd x [Scope | |4a| [ Propesties Options
Tipe [Run Command Line
- Hame: | Run Command Line
&) Restart Computer ) =
[ Install VDA First Attempt PR
F P Command e
'} Restat Compuber
L} Install VDA Second Attempt Command e
g :;:‘mmdcur | C:\TEP\VDAWorkstationSetup_2189.exe /noresume /noreboot /quiet
) Inatall VDA Third Attempt
& Fun Command Line
b Bnstat Comestor

c) SCCM HiFRE E1XFT,
o MNRIREINEEHN 08K 8, MERTLETH, FEEHMBEH.

CVAD2109 UPGRADE Task Sequence Editor

|Fna x| |12 |Scope v| 4s =  FProperies Ogptions
@ Restot Computer Sucesss codes. 0383010
[} Install VDA First Attempt -
o {Pun Command Lne|
{# Restart Computer

= [} Install VDA Second Attempt
£} Run Command Line
) Restat Computer There: i2 ra Rems bo shove in this view,
- Install VDA Third Attempt

o MRIREIEBA 3, BEMBEHHEN, AEEEEFRUFRZREZE VDA,

CVADZ109 UPGRADE Tazk Sequence Editor
[Fnd % || ] [scope | [4=] [ Prepedties  Options
Tipe |Restart Computer
B i Hame | Restart Computer
€ Restart Computer =
[} Install VDA First Attempt D ier
6 Fun Command Line
9
J Instail VDA Second Attempt R
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3. BREHRE VDA: 4% VDA,

A BARERXLTE VDA 5 R X H %programdata®\Citrix\XenDesktopSetup\
CitrixVirtualDesktopAgent.xml 777, MRERTH, BIEEHBTREHELE,

CVADZ109 UPGRADE Task Sequence Editor

[Fra uw v-@.@ Propeties  Options

b) BxEid%%E VDA EE8i#1T, HEIXH %programdata%\Citrix\XenDesktopSetup)\
CitrixVirtualDesktopAgent.xml REEHERE 0 5 8 LUIMIREIRE, FEMEMER
BRI AEIR, “BRE%E VDA MIREHIRHFLL.

c) @ & & 17 X # %programdata%\ Citrix\XenDesktopSetup\ B # & # &
BWVDA N BAERF (EXZHEMRTHAN XenDesktopVdaSetup.exe, WM R FE A
VDAWorkstationCoreSetup_XXXX.exe, M A XenDesktopRemotePCSetup.
exe) BRERABLITEHRME VDA R4, (VDA REEFFEREEENETREEFNRFRENS)

CVADZ2109 UPGRADE Task Sequence Editor

[Fnd x| [ D] [Scope | [qul jmp|  Proveries  Opmns
Type [Run Command Line
) Restad Computer Descrick

- Install VDA First Attempt

) Run Command Line

) Restat Computer
- [ Install VDA Second Attempt el

g_i’"“'d [C:\ProgramData\Citrix Setup)Xend P p.exe

d) = VDA REEFHIRE R,
« 080 8: piTh. REZM. EEEHE.

CVADZ2103 UPGRADE Task Sequence Editor

[P x || ] [Seope v | s 5|  Properies Optuns

@ Restat Computer Success codes 0833010
J Install VDA First Attempt -

& Fun Command Line

) Restat Compuier
[ Install VDA Second Attempt

L] Fun Command Line|

) Restat Compuier These are no items ko show in ths view.

o 3 RERTEM. ENMBMITENHEENT ‘BAEIALE VDA 8, EEXMH %programdata
%\ Citrix\XenDesktopSetup\CitrixVirtualDesktopAgent.xml &%
FEHEIRE 0 K 8, HEMEMEENBMAEIR, “BREHARE VDA™ NIREHIRHER,

BXEERBIFERES, ESH Citrix 23R E €,
VDA Z&ap <l

ARANGEETEFRAR, BARUATERNRERRF, BXGITEIFAES, BBRAUTXE,

« L& VDA
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. EABIIRE

Remote PC Access HiZ&itss

o UTaHSERBEAIEZL VDA R212F (VDAWorkstationCoreSetup.exe):

VDAWorkstationCoreSetup.exe /quiet /controllers “control.domain.

]

com” /enable_hdx_ports /noresume /noreboot
o UTaH<SEREAIERE VDA R212F (VDAWorkstationSetup. exe):

VDAWorkstationSetup.exe /quiet /remotepc /physicalmachine /
controllers “control.domain.com” /enable_hdx_ports /noresume
/noreboot

TR VDI WRER<

o UTa<ERERIERE VDA RE1ERF (VDAWorkstationSetup.exe):

«

VDAWorkstationSetup.exe /quiet /components vda /controllers
control.domain.com” /enable_hdx_ports /enable_remote_assistance
/noresume /noreboot

Bl

December 19, 2023
AR

TRl RS, FINFENEUBARENRFRNES, RBREN (BII Microsoft Azure. Google =i
T &% Amazon Web Services) it IR Z AIAS HIIEERLBTIRAP,

iR 218 Citrix Virtual Apps and Desktops SERENZ M. ©8E Delivery Controller. HEfthiz B .
Virtual Delivery Agent (VDA). EAiEE. HENBERNRH, ELRERVAGZENZE MTENERNRGH
Z RIS,

INRIEH Controller 2% 7E Server Core Lk, &R Citrix Virtual Apps and Desktops SDK &89 PowerShell
cmdlet glE2IE R,

EoIREuL =BT, @B Citrix P &RHRE L (CEIP), CEIP 2MEEZSAIHEENERBERER, AR
BEEZEE Citrixo KAKEEBUERERERE—TEIEEREE Citrix, BRIUELRIGRZ EEMEEX
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1B9EM. 1 Web Studio EMEKRDIERIGE, AGEHKE Citrix BAFRKETIEE, BXFARGE, BHSHA
http://more.citrix.com/XD-CEIP.

IR RH AR BRATENREER, EXFAER, BBREREL
BREBURZAEEDSNN, UETHIFEEN 2.

S8 1. TS BIERAS - Citrix Site Manager

i Citrix Site Manager T&i&E Citrix Virtual Apps and Desktops #E& (X#FH “Hhm”). TH, &% Delivery
Controller WeBEIRE£ZT A,

BiEfTItT A, 57 Delivery Controller H¥THSE “Fria” &, AGiEE Citrix > Citrix Site Manager. &
g% % Web Studio,

SR 2, iR BFR

EREATREL, BALRBETR,

S 3. BiERE

HEETHESATIRENR. BAMEE BT ICREBBENET. BXBEFREATMERIFAEE, BEHN
R,

AE:

WMREAE SQL Server AR AT AT TLS %, NMARAKAESRTIERANEEHIEE S ENRAVE
B. EMEMANENNEERERE, SHIBEEENASEAN. KIE SQL Server iEBHIEFEAZR (SAN) &
EEESKIAEF DNS 2. EXxEMAEE, 5219 https://docs.microsoft.com/en-us/sql/database-

engine/availability-groups/windows/listeners-client-connectivity-application-failover#SSLce
rtificates.

MRERLRERFIL=EIEER SQL Server Express (BINRE) , MERE T ZREERENRBM. WREET
TRERFIESEIEERN SQL Server Express 34, NAREHF.

WMRAFEHEIAR SQL Server Express, BHRECIRILS ZFIEITEN _EX% SQL Server Biff, RAERIILT
= Z RO AN,

MRFLEAMSAFIMZ A Delivery Controller, FEBAEHMARSE S ERET Controller #4, MBI MILLTTER
mnERLE Controller, MBETITEERBATIEBELIBRENMZS, BEEMMBIZA 28170 Controller,
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SHIE 4, YFA]

EWRIUE L, EEFANERSS SMtl, AEIRBAEMA (RX) BTN

o EL name: [port] BRIEEFTIERS 8\, name %12 FQDN. NetBIOS = IP ik, EiNER
FQDN, NEZEIHOAS, MEKIAA 27000, FHERE. SFNERSH/BRNEILEEZEZ G, TEASEET—R
o

o BIEERY, ANERERNAFANE. BRFERESFIRENITINEY M AR~ RRRE~ M

- MREBLFRBEANFHEN~RZ— M, Citrix Virtual Apps Premium =% Citrix Virtual
Desktops Premium), &EREFA—MFANEEFZEE,

- MREESEHTHATLI~RMFAIE (R Citrix Manage Licenses Tool), {BiRREEFANE:

* BEIEFRNEX o
* EXHHRREZSED, HEHERETHOFANL XEN~RREERTERERRASHNITFIRE
Lo EREERNFB.

- MREFENTRARETR, RELREHEMTHRAFANE, WIS E. THHREFANLE. FaHER
SBUMER Internet HIEIIR, 7 BERITICIRIE, EATURE IR mBVYFEIEAERE, Citrix i@
i B FERF AR Z A,

* BEHESEMTH.
* EDECIFENEIEES, B Citrix RIXOVFRHEARNE, REHIEIFAHE,
* SEFANEXRBA~m EREi Rt ZmSEiFRE L. EREERNFE.

HE, EEEA 30 XEFHRXBIR, RAEREWFIEL. BXEMAER, BB Licensing i,

FES5. B

BENELYETEEENEE. IREHITEN, BERL—PKH. TlE, BHTM.

EZER
ENER. WBHERE

NREAEMN EEREFREMRS EENNRN N AREFNKE, W LUEZRZEN ENBE—MNER, BaTLL
PIERIEEFENNEER. SIRERE, AJLUERILERMETR, URKEIBEZER, EXEHAES, BRRERE
MFE IR

o BXEERTELIEENESR, BEREENZR.

- NRFEAEMNEREFHEMIRS EREMN (FNREER Web Studio BEEEZATIAR PC £H
KHE), HEFEREET,
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- MREEEEE Remote PC Access i s H i+ I B B MIRERTHEE, 15i%3% Microsoft System
Center Virtual Machine Manager = Remote PC SigiMIziERE, SXFMAER, B2RBEW
DRRE,

BR TSRS, FALUEERBIEMA Citrix TR (5190 Machine Creation Services) siH T A6IE
VM,

o BXEFENNENE LIEENER, BEATNEE FREEMEEFE

o MREFRANRIFNEFERNT 2B ENER (50 AWS), HARTIHXEERE, EEEXERNERE
WUES, BERMIAERENERSHERHF Web Studio.

Remote PC Access

B Remote PC Access SEREE, BB Remote PC Access,

MNRERBEMIREETHEE, ERIEIER AT, 57 Microsoft System Center Configuration Manager E52mECE
S8, BXFMAER, B35 Configuration Manager #1 Remote PC Access BigiMIEEE,

IR EEEENMAR

March 25,2024
BERT:
8 Citrix Virtual Apps and Desktops 7 2006 #2, dIREMNHFZEEAUTERRER, WRBEMPRERX
LR ANEGEHELR (EOL) MB/E, 788 EEART) LaiiRAS.

+ AppDisk (PvD)
+ AppDisk
o NE=EEMAEAE: Citrix CloudPlatform. Microsoft Azure Classic
BXiFMEE, E5SHAMBR PVD. AppDisk M1FAZ 2 EN.
AR
A LER TEM N ERTH & EBEM Citrix Virtual Apps and Desktops #%: Web Studio (EF Web)

#0 Citrix Studio (BEF Windows) , A= Web Studio. &% Citrix Studio 89158, &£ Citrix
Virtual Apps and Desktops 7 2212 S{E RRAEFHHHFRNE,

MRECALEENERDEHNE, WEECARSIIRITFAIERTREMNRELEARE LT,

HREEFENE - T HE NP RFFNRATLKERENRFANENENREN, ALRFEEFENFLE, FET—RAE
BIMEES. REEFESESRAREE. EXFAEER, BERALNE,
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TR PRITRIIEXS EHEREBIRMN

RIBESINRIFANENRF, ENESLAEENBERE=MELTEZERM:
o BRRSRBEENMMENER, ENARENRITFAIL

o MREERANRIFANE, BZFEEIH, WS5ABTENNMBEERFRITICAREN, FHHENEFED,
A ENERLS TR, TERITUTIERE:

- ANINEERR ENERE
- SIZBRMEMMRE
- RITHIRIRE

o MBRBRHENEZELHERN, WEENBRNEHEEE,

P
EibAN

IR REY, AJLUERMEIRESHERRNE—NER, 25, TUERZEEHCIREMER, REEREEER
XFNEMNERRERF S EMZERNTRPIEFNF BTS2 BEFER LR,

QENREERAUBEREENZRFAEE, CUMER2MNREERA NI TERNARERES. EXFHAESR,
BEREIREE

SERLUEAXNERNERME

AILERASZIFNEMLFEAEEMER Citrix Virtual Apps 5 Citrix Virtual Desktops #iEHpit &, 2HE
R—FIH T ZHFaEE,
BXEMAER, BEBRUTRE:

+ XenServer (LLi#F7 Citrix Hypervisor) :

- XenServer EIMLIFE,
- XenServer 14,

« Nutanix Acropolis:

- Nutanix E#lkIFiE,
- Nutanix X%,

« VMware:

- VMware E#LIFE,
- VMware /= &34,

+ Microsoft Hyper-V:
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- Microsoft System Center Virtual Machine Manager @E#MEIFE—,
- Microsoft 4%,

« AE=EMNERE (AWS, Google Cloud. Microsoft Azure. Nutanix =M & EKEBRAE, UK
VMware =f&FUHBRAAR) . BERXAB=INNER, BEHSEERREL,
AR
X ERES|ISEEF Citrix DaaS 324, REFHE Citrix DaaS =RFNAETEEN, Ntttk

BILAES, 7£43# Virtual Apps and Desktops &, EER@E# A Web Studio, xAEMEARMBZ
RSHEE—REH, FAit, TR LZMZRSIRENFELEINEEE A HARAPTRAT A,

ENEFRE

ENEFE BSOS ED EEEFEEN, WRRHZFE™ R, Citrix IEPRG SR L6 mt R i3 s#1T
BIEHBRH T LR, UNRIEFEERIRAOPIERXERH,

TECITEAET, BIEFIRRR !

o BERGHUE, HAPEEEREG,
o IRBSERIE, IEIREIES A\ MCS FECITEMNAIFFAMEIE. Windows TTEX#. AFPREXHHE, UK
5 ShareFile RFMEALKE. HENESRERBHEEEFZEIE.

NEFMEERBR MR NFER LRSS MEEIRE LA HH RS TR, NMRIFAENNTARR. s, X
FEAFYARNBIEREERESNEFME. RANREERENS, XANMEERNLEMSEENEE,

AR ENNEREFNAZEEE (UTHRUE, SAEINERNEAINSRANR), BrIURHAMEFHE,
B, PREZEFHEITUR—MEZ N Windows Server 2012 Bk FESE (RIERERSMMEME), LAIURE
EHNESRMHIRE, PREEETLUREHECHMNKIRE, FI, EMVEREFFEERREUREDSFENHE
a7

EAHF B IR BUE P& R FUBH NS 7 gEh R ZEFEREE, ©Er U EREFMEIE LN H. HEFEN
BAER, Fit, FAEFEHEDUERER. XERBONSEMEREEFRSSE LR EHNFMETERN A B
TN,

BEERERY, FTLUARUTRMEFHEESEZ— B EEEFEZNFESENNEEREFNAHFE,

FE—P S XenServer ¥ EERAARMEFEEN IR BIREFMEN, BRELPHNS M FHERUBHEEH—HR
Mo (Z7E XenCenter RELEZ, BABBELREFHEHRERTEL.)

RN EEEFHZ0TFE

EUNEREFHAENFRL ZEEFTERIAEHERRUENHE, REPREDNEE. ZEEIRRFERGH
o
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BRI AR, ARSI It EYSURERAMEME (U TFERNEMNEREFBHHRSSE L) . 15ER

FEXAFEAMEERNARESHEFHEPNKRERR FRARNSREET . SHEEEHTREFRIITRERS
FHERE, HMEESXITENERBMGEER. tHEEIESREFEFHITIHN. WMRNIGHBUEER IS,
FAECHY VDA BB EINSENEMN ERZEF TN MRZENHIMLEE, VM BEZERBE.

Blsh: ERBEEEFMES (Clustered Storage Volumes, CSV) B, Microsoft System Center Virtual Machine
Manager R iFTE A ZE Q2 IR SUBEFHEE,

SIBER LR EF IR ISR, ARAEN VM NEFHEXNNRERNEBMEEIRRINME RAERRIEER
REEHN, REAZSHERATHER. BXFAES, BEHUETEINER.

REIM B IRAZ 7 1R P OB B S AR BRIV B R R AN IR BRI AR, 30, XenServer 24t IntelliCache, XTI
B REI P REFERNE R E.

R ERIEFR A IF(E

N EIRIE 7 A MEAETE N EIEE F LA AR IR, ERLAZE, TMREMEMIRERSRIERFRELR
PREMNEERRF. IIEERTIHRITENCRMERIREGER, EIEZSHEENEZFETIAEBRE, RE
iR, HERGENEN A B EHRE,

BIRERM AR

BIBIE RS, ATLOERMEIRE - EE, BWRERSESUTERBO PN AN SEREXAITNE,
MREBACIRLREOEER, BMPE 1 Fi6iR(F
BERTR
QU ZAT, ENER (FHEFMLE) Ao
&% Web Studio.
EEMERPEZFIEE.
TR SRR INE N H R,

ZRESFISETRRUATRE (RENTEARNSIURTFIMEEELR), TlE—NZGE, BRET—F, H3E
REHER AL,

W
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~
JE S
Add Connection and Resources X
() connection Connection
@ Storage Manazement Use an existing connection
@ Storage Selection
Create a new connection
(@) Network ®
Connection type:
@ Summary Citrix Hypervisor®
Connection address
Example: https://citrix-hypervisor.example.com
User name:
Password:
Zone:
Primary
Connection name:
Create virtual machines using:
w§- Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)
Other tools
hS .
EEEnmEL:

o BEQIE—MERE, BAFENEE. EETSNAEEEENINESEEZ— 1 EE, BERERNEEE,
RRIEFEXERE,

o EEEANFEPAZEEANEINEEER, XAEERRESNRIFIEN, AEENERELRETH
HFRPHIH, HE, EATLUER PowerShell 54 Get-HypHypervisorPlugin [-ZoneU1id]
Srluid [-IncludeUnavailable] false/true KIKBEUTLER:

- Citrix MBI EEEFEGIIR, SEFE=AiE M4
- BN BEREFEGNT Y. MRAAMRSR false, ATENRRTERENVEERFBHRER
IEH, SHEELENERREESRITFAIE

o EENASRETREMEEREEMS. WABRNES.

o BMNEEEM. LEFBE Web Studio PR,

o EEATIREMNMIA: Web Studio TA (5190, Machine Creation Services 5 Citrix Provisioning)
FHMTE,
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EIRFE

0 Connection

@ Storage Management
@ Storage Selection
@ Network

@ Summary

Add Connection and Resources

Storage Management

Configure virtual machine storage resources for this connection.
Select an optimization method for available site storage.
@3 Use storage shared by hypervisors

Optimize temporary data cn available local storage

Use storage local to the hypervisor
Optimization technology (optional):

Use intellicache to reduce load on the shared storage device

BXREFHEELEBENGENER, FERINFE,

MRERES Hyper-V 5 VMware ENENER, BN G EBHELIMHER— 1 RF. AMERLBERFTERERT,

ERFEEESE BNV EREFAENEESEIM EEERF A tEE,

o MREFREHNEREFHZNEFME, B

EREREFANSHEFE EREFIRI SR (FTUEERILEZNIT

BB RPIETEIEBAGR TR EAND) FI5h: FEREERMES (CSV) Y, Microsoft System Center Virtual
Machine Manager RAFEAMTZiE R AR IGR SBUREE#R. £ Web Studio HEEEZEFHEERIRELAW,

INREMA XenServer AR ZEME, FEHEETEMEA IntelliCache REMAHAZHFMEE LNAH, BS

IntelliCache BBF XenServer i,

e priges

Add Connection and Resources

o Connection

° Sterage Management
@ Storage Selection
@ Network

@ Summary

Storage Selection

When using shared storage, you must select the type of data to store on each shared storage device;
machine operating system data. persenal user data, and if not storing temperary data locally, temperary
data. At least one device must be selected for each data type.

Select data storage locations
A\ A storage location for each type of data must be visible to at least one host.
Name J 0s Temporary

ISCSIGFS2 SR

iISCSI LVM SR (Full Clone)

5

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

228


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare/xenserver.html#create-a-connection-to-citrix-hypervisor
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare/xenserver.html#create-a-connection-to-citrix-hypervisor

Citrix Virtual Apps and Desktops 7 2311

BXFHEERNFAES, BERENEMHE.

E LRSI BIREREEFE - ENFMEIRE. L -ETERNEFEERS RIS LA #hERrEk
EXRE, BEONSHRNMIEREEE - FHIRE, FTRBEHANDSPHT—RNE,

NREERHEMNEREFEZNEMEHEL—TIPEAT Optimize temporary data on available local
storage (fiL{LF]AAMFMEPIGEEIE), NEREETTANTFHSEEAELRERT. BRI LIEEERTEHE
BT $R B R At PF (2 &

AARBTHINERNEHEEERE (ELER, BT “BiER 1 MeEEEE") . BEMBREEZEXE LN, BERE
EHIEEE T,

1. BHERENECRNEFMHERE.
2. IEEREFAEHEES, EPREUHEPEFREIREEIRE, RAEEEHE.

S

EMLETIEF, WMARBRNER, LEFFE Web Studio P27, URRSEZEXBKNFENMEALS,

7 VM ERHN— 1S ML,

B

ERERE L, REPMBIENER. TlE, BhTM.

Eid: MRERMEFEIRNEIE, WALELIRESERAERNTENNITEN B RN IRNBIEREIFRIAE. 5
SHBTENER.

REERRE

BENERILEERERRERWBER, XEERETARNERME. XNYHaEVNEBEMINA Bootit, mEM
HENRA MU SRR E AT B B R

TEEEERN GPU IRE, EABLRILERNITENBROIERIFET GPU EHEME, SIRER.,

&% Web Studio,

HEAEMESHIEERE,

R, ARTREEPIEREREER.

RIBEIERY, ERREPA AIEENESHITIRE,

BERRE, RENAUNAEMMNERERHES ORFTH, RHREFENAESFXAETD.

ok wpn =

EREMDImE:

o EENEEMINEE, BEREERE -, ARBANRER.
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« Zhy XenServer EEEES I AMRS SR, FRERERSSR - HIEZFRSE. Citrix BIGEFBHRIFAER
588, WETHEIRSB[BHIMBFENAITFS XenServer L&,

AR
MREFEAMWZ HTTPS, BERESTRAMIRSES, BAENBFNARERSSLEBRHMIP. S8R
SRAFE HBMAVEPR,

= DTN

+ 3 F Microsoft System Center Configuration Manager (ConfMgr) B M a2 EZRE (5 Remote
PC Access &£&1EM) , Bk ConfMgr IREERIE, LHESNKIEEERERS.

o [REBEREATFEEEATFERIITHNRABRIZ Y. TRREEREATENBHNTENIZHI D
B, RERBFEEH. SHERLBERFEATASHIERNNRERINME, FREXK.

o EFRIE (FFEXE) REREFRME: —MPRIUEILERE LRRRENSAENE, F— T2 SERLERNFT
BHBENHNRAE D, BARMIEELNMENBOE. SHENANRERTXEE.,

B, EEE 34 ATENBEFR, MRESEE (FERE) KB HENE 10 BESLLER 10, NFRAER
SKRRREA 3 (BR, 34 89 10% WM& ANZISEGLRELY, E/NTF 10 83T ENX—4£3E).

o BOMRANRERE— I ENE. REEDE.
o EEEAMFEPRNGEN, B8R Citrix RAZFHARIPHIALFBNES,.

HEHAFRE:

40

@il A TR INEE Azure Compute Gallery 89f8F TR, Fitt, EOIRHEHRE R, EAIUMXLERS
FITHRPIEEFEAZME,

o WASIERXENNBEFNNARERF ID INBEFER. EMXEES, S| Azure #1THHKIE
HNENEEPEAZRAURRRL L,

o HEHZBFPMITE. BRSALUMMINNMEZRR. XFEMEFR, E&RZ LR\ MTHE.

o SThlfE, BEAREFEMNA.

£ EEAMFRPRNEEN, BESHTE Citrix ZHFARMIES TH#1T

IRABMLE

BB BUEIERIMLS, IEHITIATEIE:

1. BIARE,

2. EFERTHEMER, ARTERIFEZPERRIENS,
3. NEEBIEMTEE - HS TR,

4. BHEFREREFLENENHRL,
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FTFF B K PER AL IR T

FIFFEZ AP R T AT B LR T R RIR (R R MM L& R E TR AE BV BN BN T4rRI, AR TAERE
HEN. MRELERAF, #IPEAREEEHEEER.

1. &% Web Studio,
2. EEMEBPEZFEE,
3. EERER. BITAEPRN, BERFEFERITAEPRI, EXALIPER, BERXHA%MRN.

F5, ALY RS BT ASKALPRN, i, EaLUHTEN B R MAPHH BT SR AP E
o

il

MRMEFERE, SSBABIHTENKNER, FSSBHERKL. FHRZEZMHEN LNAFAYIEEZEN, HEEF
BEE

MpRERE 2 BT, EHER:

o FIE AP EEMZERE EFEFHERITENHEH,
o RENESTHEHFERNBRR1E,

o BERNMIHENNE BT ENITHHEFEL,

o XHAEZERIITEN B RPIFIEITEN.

BERITEN BRI BOERR, ZERSTENTATH. NMREERSIAIER, JLUEERRZER. BHEFEERE, &
RREMERRERLE R,

&% Web Studio.

FEAEMERHIEERE,

HIRERE, ARTEREEPIEERREE,

MRIERE EFETIHEN, RAWNESEMERXLEITEN., MREEEMBR, FEERX KRR Active
Directory i+ B HITHIIRIE,

> wn

SR INEHER

1. &Z Web Studio.
2. EEMEEPERITE.
3. EEEE, AEEREEPEREGREZINNEE,

BEEEZ LRITENFEAER

1. &% Web Studio.
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2. FEMEEFERTEE,
3. EFRER, ARERFETERERTEN.

ErERIHEdER AN EN. ERESUHBNAETAEREEHRAES. N THIANSRIE, daEMfs
EFAEES.

ERERERAIREERIT BN MEOMESNIIRPERFREFNER, NECRIER, JLUBIRANTEXE I ITEN
BIREITRR, UAUMERENHATESRER. BEWRRAN, BRERF, RARMNBUEMEEATIRFHEITIER.

EIEERE ERITEN
1. &% Web Studio.
2. FEMEBPEFTE,
3. EERE—INEE, ARTERFERTERERHEN.
4. ERFEPERUTERZ — RXERERTA, BEBRATIHEVUASMERZENEE,
121F iR
=l BEiitBEN RHBENXASER).
i FXRAMEEET BN HRFTITT BT,
K BERXABRIER T
SR XK H] SRITXREITEN, FHRFTENTIR.
EX i) =1 ERXIRERGR, AEBRBHITEN. MRRERSE
FTiEXRH, WKETRFEFIRS.
BR4FRI HIMELE ST BNNER, FIRSTRAPTEERITE

Mo MRELERZAF, NEFRAIERLIHEE
Mo (ERILmEBEENERHITIHRBFAE T BT
KABIPERN, BES LX)

MEZAFHEPTEER MZSHEPBHFE ST ENAMRHAERITENE
FHBERZITEN. NHHBEREREMBIN, 18
RKEBRR. EBMRITENN, AHTA4rENERELER
FEZI &,

s BERTENGE, BRRBABRERNZITENINR, %
HENRMITENE RPMER. BERHENZE, MR
FrERFRMIERE &R, WEFABREXLENE. NIt
BIRERERARE, FaESEMBR. EMERITEN,
FIFT AP IR TUET R PR LE AR PSR I T B AL

ST R XA BN, NRITENIE 10 8RR, WEXHABR, MR Windows ZiR1EX FIHAE REE
#, AeEEIREHRRTRITENE X FRIREIX L
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YRAETFE

AL ETRATEHEERERN VM MIRERAM IR IR RS BV, ERILUEER T SMBIERENEFHERRS

a8

&% Web Studio,

FEAMEEPIEEFRE,

EIENENERE, ARERIEEDERRETE,

EAMEES, EREELE: BRERFATIGNEUE,

B EUH RSB BN — N S E RIS E X RS IRE,
BEAE,

A e

HIRPIBNMFEIREME S HRTNEFERS. BREFERSENT:

o fEAH:. FHERTLIZITEN.
o WEA: FHENATIEHEN. AT ENRMEILEEF.
o REEAT: FERATIEZITEN.

MRBUHER YA FEAPREIRENVHNERE, TRTFELNRNA. WEHENBREERZFHERE

HETUREFRBNGIE), FAlt, BMEETZUEFLATRTENG, ZUBHBERIESHH.

MR, EepR N EIR

1. &% Web Studio.
2. EEMEEPERITE,
3. ERER, AREREEORGREE. EaRF RTINS RPIEFENNEE,

KA RY Azure ZER

MIRRRRFTFENAREANER, ENTERKSBEAUENF R,
tkThEE A &R Citrix Virtual Apps and Desktops b EBIEN BTN Azure FiRo
JE¥2H8 Web Studio RSB ITIZIE:

1. #EEH, FEANERTERITE,

2. ER—NERE, AEEiE(EEhikE Detect Orphaned Resources (& I71373%5R) . Detect Orphaned

Resources (KMINIIER) HEEERIMILERIRS.
3. BEENUARIRE, BEREERS,

si#&, EATLIGER PowerShell #2MIAIIZEY Azure &R, BXIFMMER, BESRNENILERTR.

BT R ZRE NIRRT RN — S %4884, ESREMiciently manage Orphaned Azure resources

with Citrix (A Citrix S EEMILA Azure FIR).
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EEREIT RS

FILAE ARG IS B R A E = MRt 88

o RAEEITIER. MERSAFPIRENENEE ZEEZETHHNRKIFENE, ERAKIEERITNENIEE
it eY Rl PR SR BS IR B
o EETNITINE: BEEAFPRBATARNSTHNERLT, AFIEESEINEEZEREZ ] LR RRETHE K,
FRASIETRITRSENSIET NI 2R E RIS,
o WIFRERITEYER: MEAESIETHZA, BHmEREMENEIARE A URISHE RSN K, FRMEE
SIE IR SS MM E RN IR T 3 B PR SR ER IS B,
MREREPEA—NLE, BFREFEFNILE K.

BEXFAER, BERRBIKENE,

KRNI FFTIR
a3k 1E e MCS eI E MCS ABREMIIZARYIR, XHeEHATF Azure IFi5, BIRENFIR, ETLUER
PowerShell 5%, AILERZEZEHITRE,
AR
o WRIEEHITEATRE MG ES, PowerShell ss$ 5384,

o HEMA Citrix RN E R EEN R RBICNAMNIER, B2, MRENZZRFMNS—MER true B9
CitrixDetectlgnore #5i2, NTERNIANILZ RIS BIIZE R

PR

 AERBENTLINREERN-EEAGEER AR 7 ETT PowerShell ss S HREINLZRT IR,
o ATEEHERIAFMILTR, EMEMILFRIBEAZITH VM B8R,
o MRIIEAHAEERA, AOE 2000 FiLREERAMULER,

BERRIMLTRTIR, BEHRITUTRE:
1. #77F PowerShell 50,
2. BT &<
a) FKEiEZ UID, #%#% uid 2 HypervisorConnectionUid E##I{&E,

Get-ChildItem xdhyp:\connections | where {
$_.PluginId -like 'Azurex' }

<!--NeedCopy—-->

b) KERIMILZIRGR,
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get-provorphanedresource -HypervisorConnectionUid <connection
uid>
<!--NeedCopy-->
ZR/RITH ID Al ZRYIR, EHITUATRE:

1. {T7F PowerShell &1,

a) fERAITIA ID ZHiE#E UID, %E# uid 2 HypervisorConnectionUid B14rIfE,

Get-ChildItem xdhyp:\connections | where {
$_.CustomProperties -match '<subscriptionId>' }

<!--NeedCopy-->

b) RERFMILZIRTIR:

get-provorphanedresource -HypervisorConnectionUid <connection
uid>
<!--NeedCopy-->

AR

EMFRZET, BFAREER.

TSR

BEXEREINEENEENES, F5H:

o 5 AWS iy

+ 5 XenServer EE

+ 5 Google Cloud ¥#iEEE

+ 5 Microsoft Azure #9i%#%

+ 5 Microsoft System Center Virtual Machine Manager 8%
« 5 Nutanix HiE#

o 5 Nutanix =& EUEARR T RAVERE

+ 5 VMware #9iE#

* 5VMware zME1FKHARRS REVER

IMREEFERITRBEIRE, BEHEINER.
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5 AWS RYE#E

May 21, 2024
SIEMEREEREMZENAT BT UEEENRS, UTEERSTHET AWS =HEMNIFAEE.
AR

RIS AWS FEiEZ fT, TEAEEN AWS tkPIgBERARRMAE, 1558 AWS RIFiR,

BIEER

7£ Web Studio FolzEiZE#ER

o WIURME API ZRMERME, FATUEM AWS hSHEEXLEENRRAXYE, AEBESN. LI, ELIRHH
EXKE., ATAMKE. VPC R, FRithht, HE. Z2ABRMNER.

 root AWS KRBV (M AWS FHa1eR) RIS RinE AWS AR THIEEXHIRA TR,
itk, Citrix Virtual Apps and Desktops BIEREEMEMA L4 RIETE AP| ZHRMEZAFTE., BESHER AWS
Identity Access Management (IAM) ZiE3 .

F=3

AR

BIEEERE, S2IXEHN AP BHNZBHATESEK,. BRRRILR, #HREENNRIERS S AERRE, Hif
RUTF#IERTIAE]: https://*.amazonaws.com,

FHEERIAE

£ AWS SRR REIR ENERD, BERUTIRIME:

| E17 | %918 | AL |

|~~~

| Fi%i8fE (FFE£E) | 125|100 |
| S HBARIRIER | 125 |

FOIMBERT, MCS &% 100 NMEATRECHR(Fo
ARs5im= URL
IR AEXIARSS = URL

fE/A MCS BY, KARIM—"HH APl 2B APl Hl 2893 AWS EiZ, EHMRXEERBUREL S HEIENKS,
MCS &/ AWS DescribeRegions EC2 APl @A™ AWS T FNX i, Zig2ER @A EC2 RS a URL
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https://ec2.amazonaws.com/ #1T8, BEEEA MCS MZHFNXFFIRFEZRBTEEZENXE. R4F%a
B AXKEIEEEIEN AWS lRSiHS URL, B2, EEIERSHS URL 2/5, B EBEEREMZ URL,

EX 1AM #3BR

FERAEDFIEEENX AWS & Citrix Virtual Apps and Desktops #9 IAM B, Amazon 89 IAM BRSS ik
FREZIMER, XEARTUE—PARTIEP, XERF AT LUAE TERARRIZHIERNITSKF REXAIRIERRE
$. BX IAM #PRIVIELE S, 1E51E IAM JSON S %,

25 |AM ARERRN AR ARA, BT TRE:

BF AWS BiBiEHlEa, REMNTHYIERF%EE IAM service (IAM fRS3).

%% Create a New Group of Users (8IEFAFH),

BANFABFANET, RAGi%EE Continue (441),

7 Permissions (1Y[F) TiE L, #%#¥ Custom Policy (BENXEHER), ERER,
SRR EREE B & o

TERIESEER D, HNEXR,

I e o

HMNEERE RIS, %1% Continue (44 LISERAIEAF A, APHIAEP#EFNAT Citrix Virtual Apps and
Desktops P12 {ERIR,

HE:

R FIEA R AP IREAREE I AT Citrix Virtual Apps and Desktops £ AWS itk P i fTi R ER B
1B1E, MIAERKXERERFIZIRFEZ R, Citrix BERZRFATURERN, WFEFRE, &0 BLERRMST
TR E—F PR,

1ZE IAM 1R

£ AWS EEizHI 589 IAM 28D IR ER:

1. EREERD, EFNRED R,
2. EEFHINR,
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Identity and Access Users >
Management (IAM) 1
Summary
Dashboard

~ Access management User ARN arn:aws:iam:

Groups Path
Users Creation time 2019-07-17 09:59 EST
Roles rm—
Permissions Groups (1) Tags Security credentials Access Advisor
Palicies

|dentity providers ~ Permissions policies (2 policies applied)

Account settings Add permi

+ Access reports

Policy name «
Access analyzer

Archive rules Attached from group
Analyzer details ] Billing

Credential report » Wl AdministratorAccess

Organization activity

Service control policies (SCPs) » Pemissions boundary (not sef)

Q se:

AWS account ID:

ERNIRFMEIFRES, RFNR:

Add permissions to

Grant permissions

Use IAM policies to grant permissions. You can assign an existing policy or create a new one.

o Copy permissions from Attach existing policies
Add user Y
Faa> /00 User o group & cxisting user direclly
Greate policy.
Filter policies v | Q Searcn Shoy
Policy name v Type Usedas
» W8 AdministratorAccess Job function Permissions policy (8)
»  W# AlexaForBusinessDeviceSetup AWS managed jone
» W AlexaForBusinessFullAccess AWS managed jone
» W AexaForBusinessGatewayExecution AWS managed Jone
» W AlexaForBusinessPolyD: cessPoli AWS managed None
» Wi AlexaForBusinessReadOnlyAccess AWS managed None
» W AmazonAPIGatewayAdministrator AWS managed None
» W AmazonAPIGatewaylnvokeFuliAccess AWS managed None

7£ JSON ET-RHER LU TRBEERRH:
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Create policy

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON

1-4

2 "Version": "2012-18-17",

3 "Statement": [

a- {

5 "Sid": "VisualEditore",

"Effect”: "Allow",

"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags”,
"ec2:PutObjectTagging”,
"ec2:PutBucketTagging"

1

>
14 "Resource™: "*"
5 s
{
"Sid": "VisualEditorl",
"Effect™: "Allow",

"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*"

22
23

Character count: 304 of 6,144.

e

Import managed policy

Cancel Review policy

FREY JSON RBIRBE R BIEFH W EMIMEMFABIIR, BXIFAESR, BSAMMAEXE AWS EiE1T Citrix

Virtual Apps and Desktops B9 5131/ & B R,

FRERRY AWS AZFR

EEDEE AWS FRMZETIR,
AR

2% role_based_auth #Z%Z iam:PassRole R,

B ENERE

£/ AWS F9fE BARINFTBY ENERE,
{

"Version'": "2012-10-17",
"Statement": [
{
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"Action": [

"ec2:DescribeAvailabilityZones",

"ec2:DescribeImages",
"ec2:Describelnstances",

"ec2:DescribelnstanceTypes",
"ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,
"Effect": "Allow",
"Resource": "x"

}

<!--NeedCopy-->

VM B9 REE

HENKAIEHT A KHER,
{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:CreateVolume",
"ec2:DeleteVolume",
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DetachVolume",
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Effect": "Allow",

"Resource'": '"x"

}

<!--NeedCopy-->

B2, EHEIFE VM

fERTEC A AWS S2BIRY VM G, BRI ENE R,
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1 {

2

3 "Version": "2012-10-17",

4 "Statement": [

5 {

6

7 "Action": [

8 "ec2:AttachVolume",

9 "ec2:AssociateIamInstanceProfile",
10 "ec2:AuthorizeSecurityGroupEgress",
11 "ec2:AuthorizeSecurityGroupIngress",
12 "ec2:Createlmage",

13 "ec2:CreatelLaunchTemplate",

14 "ec2:CreateSecurityGroup",

15 "ec2:CreateTags",

16 "ec2:CreateVolume",

17 "ec2:DeleteVolume",

18 "ec2:DescribeAccountAttributes",

19 "ec2:DescribeAvailabilityZones",

20 "ec2:DescribelamInstanceProfileAssociations",
21 "ec2:DescribeImages",

22 "ec2:Describelnstances",

23 "ec2:DescribeInstanceTypes",

24 "ec2:DescribelLaunchTemplates",

25 "ec2:DescribeLaunchTemplateVersions",
26 "ec2:DescribeNetworkInterfaces",

27 "ec2:DescribeRegions",

28 "ec2:DescribeSecurityGroups",

29 "ec2:DescribeSnapshots",

30 "ec2:DescribeSubnets",

31 "ec2:DescribeTags",

32 "ec2:DescribeVolumes",

33 "ec2:DescribeVpcs",

34 "ec2:DetachVolume",

35 "ec2:DisassociatelamInstanceProfile",
36 "ec2:RunInstances",

37 "ec2:StartInstances",

38 "ec2:StopInstances",

39 "ec2:TerminateInstances"

40 1,

41 "Effect": "Allow",

42 "Resource'": "x"

43 }

44

45 {

46

47 "Action": [

48 "ec2:AuthorizeSecurityGroupEgress",
49 "ec2:AuthorizeSecurityGroupIngress",
50 "ec2:CreateSecurityGroup",

51 "ec2:DeleteSecurityGroup",

52 "ec2:RevokeSecurityGroupEgress",

53 "ec2:RevokeSecurityGroupIngress"
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1,

"Effect": "Allow",

"Resource": "x"

}
)
{

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketAcl",
"s3:PutBucketTagging",
"s3:PutObject",
"s3:GetObject",
"s3:DeletelObject",
"s3:PutObjectTagging"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::citrixx"

}
)
{

"Action": [
"ebs:StartSnapshot",
"ebs:GetSnapshotBlock",
"ebs:PutSnapshotBlock",
"ebs:CompleteSnapshot",
"ebs:ListSnapshotBlocks",
"ebs:ListChangedBlocks",
"ec2:CreateSnapshot"

1,

"Effect": "Allow",

"Resource'": '"x"

}

}

<!--NeedCopy-->
AR

QEEERCBRAECSANES VM QIZRER2EN, 7FESREEEXH EC2 89, THRILEFE, 7%
EXER,

EREHNTHEE BERLHBETETEREMNEENERNEIELEER, SOOMER AWS EHEIQH AP
LEIhEERHR T SRS EIK P AR KB A A AR 24P 5 TAFEARIRER E 201,
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AR

FRTXEIFARENZH.

WO LU T AR AR N 2 SRBE A -

ebs
ebs

ebs:
ebs:
ebs:

ebs

ec2:
ec2:
ec2:

BE:

:StartSnapshot
:GetSnapshotBlock
PutSnapshotBlock
CompleteSnapshot
ListSnapshotBloc
:ListChangedBlock
CreateSnapshot
DeleteSnapshot
DescribelLaunchTe

ks
s

mplates

o AILUE VM AINEIMA T ENE R, MEFRITEAE TIELRRIRIE, HIMEIFELE AMI EIEL
# VM,
o MNRERPRLUBERITE LFLENIE B R, NEEEIFAIZHEXIIFIE TR HFRMBIFR.

BeIZER EBS &=

R AMI %, 5i#&E EBS EBENINEBAEHE, EBS Il BmMEHEIENE, BR, EXRMLINEE, IAM HKigH
KB E U TRPR,

{

"Version'": "2012-
"Statement": [
{

"Effect":

"Action":
"kms:
"kms:
"kms:
"Kms:
"Kms:
"kms:

1,

"Resource":

10-17",

"Allow",

[

CreateGrant",

Decrypt",

DescribeKey",
GenerateDataKeyWithoutPlainText",
ReEncryptTo",

ReEncryptFrom"

II*H
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<!--NeedCopy-->
AR

BRAUBTRESSESRRMFMR, MMMERRIREZGER R, Hli0, BELUTHRAERN KMS XR:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlainText",
"kms:ReEncryptTo",
"kms :ReEncryptFrom"

1,

"Resource'": [

"arn:aws:kms:us-east-2:123456789012:key/abcd1234-a123
-456d-al2b-al23b4cd56ef"
1,
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": true
+
}
}
]
}

<!--NeedCopy-->

T HEARBE AR APk 2 |AM RERZIRYS KMS ZHBFEIRME (kms: *) BBURFIAEH KMS ZHm5EE
AIAE AR,

{

"Sid": "Enable IAM policies",
"Effect": "Allow",
"Principal": {

TAWS": "arn:aws:iam::111122223333:root"
}
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5
"Action": "kms:",
"Resource": ""

}

<!--NeedCopy-->

BEXEAER, ESH AWS BHREERS B X,

£F IAM &N S KI8T

AT LU AR B T A B S M1k,
{

"Version'": "2012-160-17",
"Statement": [
{

"Effect": "Allow",
"Action": "diam:PassRole",
"Resource": "arn:aws:iam::*x:role/x"

}

<!--NeedCopy-->

=K 1AM R ERRS

AT JSON AJ B FYaisziriIFiaTIeE. AILUERMILERIEEIZENER. eI, EMIMER VM LIK#ITHRIRER,
BILURERE X IAM RRER 7 PRI BRS RIE R AR, WrAILUET role_based_auth 22 ZANEAEHAETA
BRI S M,

BE:

Z{FF role_based_auth, i5EER1ES89FFE Delivery Controller LEEEFFEMN IAM B, FH Web
Studio HRIMFEEEZEH N FHIRIEZAMNZRME role_based_auth, EEXEIRENITEEEZ EIEER
BEFRENSHRIL,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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8 "ec2:AttachVolume",

9 "ec2:AssociateIamInstanceProfile",
10 "ec2:AuthorizeSecurityGroupEgress",
11 "ec2:AuthorizeSecurityGroupIngress",
12 "ec2:Createlmage",

13 "ec2:CreateLaunchTemplate",

14 "ec2:CreateNetworkInterface",

15 "ec2:CreateTags",

16 "ec2:CreateVolume",

17 "ec2:DeleteLaunchTemplate",

18 "ec2:DeleteNetworkInterface",

19 "ec2:DeleteSecurityGroup",

20 "ec2:DeleteSnapshot",

21 "ec2:DeleteTags",

22 "ec2:DeleteVolume",

23 "ec2:DeregisterImage",

24 "ec2:DescribeAccountAttributes",

25 "ec2:DescribeAvailabilityZones",

26 "ec2:DescribelamInstanceProfileAssociations",
27 "ec2:DescribeImages",

28 "ec2:DescribeInstances",

29 "ec2:DescribeInstanceTypes",

30 "ec2:DescribelLaunchTemplates",

31 "ec2:DescribelLaunchTemplateVersions",
32 "ec2:DescribeNetworkInterfaces",

33 "ec2:DescribeRegions",

34 "ec2:DescribeSecurityGroups",

35 "ec2:DescribeSnapshots",

36 "ec2:DescribeSubnets",

37 "ec2:DescribeTags",

38 "ec2:DescribeVolumes",

39 "ec2:DescribeVpcs",

40 "ec2:DetachVolume",

41 "ec2:DisassociateIamInstanceProfile",
42 "ec2:RebootInstances",

43 "ec2:RunInstances",

44 "ec2:StartInstances",

45 "ec2:StopInstances",

46 "ec2:TerminateInstances"

47 1,

48 "Effect": "Allow",

49 "Resource": "x"

50 }

51,

52 {

53

54 "Action": [

55 "ec2:AuthorizeSecurityGroupEgress",
56 "ec2:AuthorizeSecurityGroupIngress",
57 "ec2:CreateSecurityGroup",

58 "ec2:DeleteSecurityGroup",

59 "ec2:RevokeSecurityGroupEgress",

60 "ec2:RevokeSecurityGroupIngress"
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61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113

1,

"Effect": "Allow",

"Resource": "x"

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeletelObject",
"s3:GetObject",
"s3:PutBucketAcl",
"s3:PutObject",
"s3:PutBucketTagging",
"s3:PutObjectTagging"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::citrixx"

"Action": [
"ebs:StartSnapshot",
"ebs:GetSnapshotBlock",
"ebs:PutSnapshotBlock",
"ebs:CompleteSnapshot",
"ebs:ListSnapshotBlocks",
"ebs:ListChangedBlocks",
"ec2:CreateSnapshot"

1,

"Effect": "Allow",

"Resource'": "x"

"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms :DescribeKey",
"kms:GenerateDataKeyWithoutPlainText",
"kms:GenerateDataKey",
"kms:ReEncryptTo",
""kms :ReEncryptFrom"

1,

"Resource'": "x"
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"Effect": "Allow",
"Action": "jam:PassRole",
"Resource": "arn:aws:iam::*x:role/x"

}

<!--NeedCopy-->
AR

« AEEEROIBIHRMNIAES VM QIERBREA, 7FES SecurityGroups 8% EC2 £53, 58
FULCIRIERS, FEEXLENR,

o RBEEMEA EBS HMENAFE KMS Z5.

+ 25 role_based_auth #%E iam:PassRole PR3,

o RIBEMERMIFE, AILUAINSENZRENIR, MiET2IFENR. BEXELHMAER, B5H AWS
x4 Demystifying EC2 Resource-Level Permissions (187F EC2 ZIR&NFRAVIEFEEL)) F1 Access
management for AWS resources (AWS FRiFAERE),

T—SHER

o MREEFRITRBELRE, BFSHUZHTENER
« BXAWS BIIERER, BHSMHEEAWS B=

BZER

o ERENER
o SIBHENAER

5 XenServer 1=

April 30, 2024
SIEMEBEEENZENET BTFEEENRSR. UTEERETHET XenServer EIEIRIZRIIEHE S
AR

Feli25 XenServer BiEZEZ 81, BELBEER XenServer kR I8 B AR BRME. 15517 XenServer Eiik
15,
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Bl 5 XenServer HiE#E

BIE5S XenServer (LLai#rA Citrix Hypervisor) BIEEZR, HFiRME VM BRAEERXE =LA NER.

Citrix BiYER HTTPS #fR5 XenServer @R e, BEFER HTTPS, %471 XenServer LR EMZIA SSL
IEF; 1ESRE CTX128656,

Y0 XenServer RSB LEBASE AN, GUERESTAN. Citrix BIE (M “FESEAN &) EFE0Pe
FRERRSS 2, LMETEHERSR[LIMMIEIEER S XenServer IRSB[HITERS,

WNR XenServer £3F vGPU, ATLLERE GPU £EH4H, EE, EFAATBIERFNEMEEEE T A GPU Bk,

FE—TEHZ 1 XenServer EH EERAMZFEFEN IR BIBREMEEN, BHRELPNES I FHEUEHEEE—NR
o (Z1E XenCenter REXEM, FHRBEHZEFHEHEEITEL.)

AT LUERA Citrix Provisioning (LLET#F7 Provisioning Services) #1 Machine Creation Services (MCS) Fa#z L
TR

o XK EHARS R RERS VM B9(BAR BIOS,
s TRNSEHRSHRERF VM 89 UEFI, GFR251%.

=

P =W

& MCS B, FEMRERNRIESNIR,

5 IntelliCache BT XenServer &

@idfEMA IntelliCache, 11EH VDI BEBRENEMA, AAGTURHEEREAMEHEESER. XRE14EE
HEEENERE, FMFENHEFENEREHTES, NTELDTHEZFELRRERSE, YTHAZERE, XWAE
HESNNABTES NN LAt EEN AL EFE T,

« fF/ IntelliCache B, EEF#EXTS NFS,
o Citrix BiE MRS AR E IS KA MR RERAEIBE .

EF /A IntelliCache, H#AfELLF @ XenServer #1592 IntelliCache,

« &%t XenServer B, %3 Enable thin provisioning (Optimized storage for Virtual Desktops)
(B B#5EAS (Virtual Desktops Bk 7E6E)) o Citrix FZ#FMRBA T Intellicache WARS BMEKE A
IntelliCache MRS BHIMETES ., BXFMES, 1ESH XenServer X4,

« 1£ Citrix Virtual Apps and Desktops &, BtiAER T2 IntelliCache, REETERIEE XenServer E#ZE
MUIGE; ZEBFEEZA IntelliCache, 7m0 XenServer EiEEY, FHITUTIRIE:

- EEHEEREMERE
- 1% EA IntelliCache £3%1E,
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FrER) XenServer YR

XenServer R REEF M (RBAC) ., &I XenServer HETF A @MiAITIES| (RBAC) Thag, BRI USERA. B
BNPR, LUEHIERGAR XenServer AR RETTLUITHIE!E. XenServer RBAC R4rE— 1T RAF (F—HA
) BEREXHNAE (—AGENR). AEEEXEN XenServer 1R, BEBHITHRLIRME

BEXFAER, BEHETABHRRE.

ABRREMRRIEMOIRFHTILT: Rk > VM RER > VM EER > VM BREER > HWIRER > HEE

pali

o

UTER 84T BN ESRRNRRAE,

B ENEE

£

fEF M XenServer FREXAY{E 2RI A ERE
BEERAPRESKHNAE

VM B9 REE

£

FIHERHA VM RYEEIR

eI, EHEEE VM

£

A BIRER I RIS AREMIER VM
A0 fERR. MIFRIRER XY
LG

BIZITENER

ANEEE VM (REFA GPU B9 VM)
ANsEE VM (BAT GPU B9 VM)
a0 MFREECE BN E s CD 8%

FrENREAE
Rz

Rz
FIENREAE
VM #2185
FIERNREAE

VM B EER

MIRER

MIRER (FEIAHOAHE)
MIRER . FEHAEOME
VM EE R

MIRER

VM EE R
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£ FIENREAE
EERE VM &1ER

B X RBAC AGMIREVFAESR, 155 RBAC AEMR,

BXZBNIROMENER, BESRERZIIEOHE,

TS HER

o MREEEHRITVIEHELIE, BESRNEHTENER
o X XenServer BiSEER, 5B 0IE XenServer B

EZER

o ERMZER
o SIBHENER

5 Google Cloud #iE#ER

April 30,2024
BIBEMEEEENEENAT AT UREENES. UTEERETHIHET Google Cloud HFiEMIFLHER,
AR

£8Ii25 Google Cloud IFEMEEZ I, TESLTMIE Google Cloud kP iEB AR RUBENLRE, ESH
Google Cloud &,

ANINERE

ERBEEENZTRPINESHITRIE. UTHABESERMIEEREEZNTE:
1. #EE > EEYP, ERANERTHREE,
2. TERRFEHERRINERMN TR,

3. TEEETE L, EE0IEINEEAM Citrix Provisioning TR, RE%EET—%,

o EREER, MEEHEEF Google Cloud.
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o EEB. BAERNRM,
4. EXETIE L, MERBEPEZMBE R, EROECANIRHIKE, AREET—F,

5. FERARIE L, RARBNEH, NRREAEENME, BETE, AEEET—F. HREHARDERG)
ERERRSNAS. SIEENMT (Shared) FANEMALERTLEE VPC, MREHHE VPCBETF
RS 1AM 8, MIFFISIEHRETHE VPC HRHETH.

=

AR
o ZEBMALEE 1-64 NER, TENEESEBHFFTN / 5 ¢ # . x 2 = <> | [
1 4r" ) ).
6. EHENEL, MIMER, AEEEEMBREAMEEMZFEEO.

SIBERMNTRGE, RAARKTHERNERNTR, EREER, BERZER, AREFRFERINERET,
EtF, AILAMIBR. B EER TEIRNZER. Alt, EEFERTHERR, AREFEF=FEERED,

AR5 im = URL

s AERGART URL:

« https://oauth2.googleapis.com

» https://cloudresourcemanager.googleapis.com
» https://compute.googleapis.com

+ https://storage.googleapis.com

« https://cloudbuild.googleapis.com

Google Cloud Mg

Google Cloud B AR E B

o FECHE: AXMBERT, HaEERKAREHEFERRRITEN. LHBhifhdtmg.,
« XZVPCIA: EMETEHFEIZMNITENFERLE VPCIB+HH VPC MIB. AFMEH BNERE G,
FUTEPRRER, AEms, RE®A VPC BIR,

71 GCP HERELIEZLZ 2R

TR A WFER Google T AIFIRIMRRIAIER Google Cloud B, MERIMLE T HIBFRIMIEN RS, B}
AX—m, EAURITUTEREZ—:

« 3% Cloud Build lREM A HI VPC BREFEFIFIUTAO#MM, MRHAITIPSE, EMRBUTSER GCP £
ERECIRTLFIE,
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Ingress Rule 1

From:

Identities:
<ProjectID>@cloudbuild.gserviceaccount.com
Source > All sources allowed
To:

Projects =

All projects

Services =

Service name: All services
<!--NeedCopy—-->

« MBEFERANELTAIFERERM, 5% CustomProperties diFm UsePrivateWorkerPool,
BEXTHIEERANER, BSRAT AR,

71 GCP RERELI BRI RINER

73 GCP HEREEREIFIRMNERNT!

o EMEENXEMN, FREEERLS TR
- 2ERTAIFEFN, FEHTUTER:

- 337F Citrix Cloud BRI, EHRMUT IAM B

Cloud Build Service tkF
ITELHIEER

BRSSP

RSt S hEeliEE

Cloud Build WorkerPool FrE&

*

*

*

*

*

- ZATERREERENRE—HEF e Citrix Cloud BRSKF.
- B DNS EREdhfrdl private. googleapis.comfl gcr. o i&E DNS X,

<« Zone details # EDIT ADD NETWORKS W DELETE ZONE

googleapis-com-private

DNS name googleapis com
Type Private
RECORD SETS IN USE BY
ADD STANDARD ADD WITH ROUTING POLICY W DELETE RECORD SETS C REFRESH

Type TTL (seconds) Routing policy
CNAME 300 Default

NS 21600

|
Default
21800 Default
D |

A

< € < X<

300
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<  Zone details A EDIT 3 ADD NETWORKS @ DELETE ZONE
ger
DNS name gerio.
Type Private
RECORD SETS IN USE BY
3 ADD STANDARD ADD WITH ROUTING POLICY W DELETE RECORD SETS & REFRESH
= Filter  Filter re e
[0 oONsname 4 Type TTL (seconds) Routing policy
0O oo 300
0O g SOA 21600 Defau
O e N; 21800
0O o A 300

SN NN

< < ¢ <

RE T ANSHIER (NAT) SUER T ARSER. BXIFAES,

]

iESAEE =515 Google AP,

Private Service Connect

COMNECTED ENDPOINTS

PUBLISHED SERVICES

Privata Servica Connect lets you connect privately snd secursly to Services. Leam more

Namespace

qeonpec-pkm-upc-8514T

&2
Connections Accepted Rejected Pending Closed
Tintotal &1 00 o 00
Endpoints + CONNECT ENDPOINT
T Filter  Enter property name o valus
O Endpoint 4+ Status PSC Connection ID Tarpet Network Ragion IP address.
O connecte ndpeint & accepted 470740975526720928 all Gosgle &PIz phm-vpe 17
Lead balancer endpoints
= Filter Enter property name o
Load balancer Type Number of NEGS Metwork Region IP addresses
MNa rows 1o display

- MREANEF VPC, BRIE—1533% VPC x3%# Cloud DNS Xig, BXEFMER, BFSRCIENSE

Xigo

& Zone details

Peer project ID
Peer network

IN USE BY

ADD NETWORKS

O
O

Network name

hardening-priva

/' EDIT

gcphardening-local-private

DMNS name gephardening.local.
Type Peering
DNS peering Enabled

citrix-hardening-test-1

hardening-network

REMOVE NETWORKS

+~

Project

te-network citrix-f

ADD NETWORKS

ardening-test-1

W DELETE ZONE

- 7£ VPC fRB#4I0, @EHOMNLUE APl 5 VM 7TLL5 Internet &1z,

Egress Rule 1
From:

ANOFAsEE, fgn:
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Identities:ANY_IDENTITY
To:

Projects =

All projects

Service =

Service name: All services
<!--NeedCopy-->

BRTAIFER

EEATAIFERD, FEIENERRUTANREAENEME:

1. M Delivery Controller #1377 PowerShell & O =Mz e PowerShell SDK, &%izig PowerShell
SDK Wi¥4ifs 2, #H50@ SDKF AP,

a) Add-PSSnapin citrix*
b) cd XDHyp:\Connections\
c) dir

3. ¥EEPm CustomProperties E421i2E 4,

4. MINEMIRE <Property xsi:type="StringProperty"Name="UsePrivateWorkerPool
"Value="True"/>, fim:

<CustomProperties xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xmlns="http://schemas.citrix.com/2014/xd/
machinecreation'">

<Property xsi:type="StringProperty" Name="UsePrivateWorkerPool"
Value="True"/>

</CustomProperties>

<!--NeedCopy--> "

5. 7£ PowerShell &8O, AEHENEEXNBESR— T2, Fl:
$customProperty = '<CustomProperties--</CustomProperties>',

6. i&fT SgcpServiceAccount = "<ENTER YOUR SERVICE ACCOUNT EMAIL HERE>"

o

7. B17 $gcpPrivateKey = "<ENTER YOUR SERVICE ACCOUNT PRIVATE KEY HERE
AFTER REMOVING ALL INSTANCES OF \n >".

8. i 1T $securePassword = ConvertTo-SecureString $gcpPrivateKey -
AsPlainText -Force.

9. BITUTHLERNENENERE:
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Set-Item -PassThru -Path @('XDHyp:\Connections\<ENTER YOUR
CONNECTION NAME HERE>') -SecurePassword S$securePassword -
UserName S$gcpServiceAccount -CustomProperties $customProperty

<!--NeedCopy-->

FRRHY GCP 1R

EEDEE GCP M RHNFTEFIR, FRAAIS LA HNTENREFIZINGEERIE T,
AR

GCP 37 2024 &£ 4 B 29 Bz E5IA% Cloud Build Service B9ZINIT ARSIk BIE RN ER. &
XF4M= S, 15217 Cloud Build Service P& ®E, 7£ 2024 £ 4 A 29 HzaiEA 7T Cloud Build API &9
MA Google MEARZUTEMFM, B2, MREHEE 4B 29 BZEHEFINEM Cloud Build Service 17
73, WA LATER A APl ZHieI2 s FAARBER AR AREILR, MREIRE THNALREE, WIHARTLLETE
TEDHHIMENRUKIFEE Cloud Build Service tkPEE 2 RINIE, &N, HEENAENEUNITE
£ Cloud Build Service tkFP T E > [FHE,

BN EE

o B Ay Citrix Cloud Services kPR ER RIXANR ;

compute.instanceTemplates. list
compute.instances.list
compute.networks.list
compute.projects.get
compute.regions.list
compute.subnetworks.list
compute.zones. list
resourcemanager.projects.get
<!--NeedCopy-->

5 Google EXMAEAE EEFIHAIIR:

- TEEER
- SHUREHER,

o #Z VPC m B Citrix Cloud Services kP89 = VPC FRrERISIIMIR :
compute.networks. list
compute.subnetworks.list

resourcemanager.projects.get
<!--NeedCopy-->

T3 Google EXHIAEER LEFIHAIRPR:

- HERMERAF

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 256


https://cloud.google.com/build/docs/cloud-build-service-account-updates

Citrix Virtual Apps and Desktops 7 2311

VM B REE

MR BREREENE R, WREHE+H Citrix Cloud Services ik PR M RENRINT:

compute.instanceTemplates.list

compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.

list
get
reset
resume
start
stop
suspend

compute.networks.list
compute.projects.get
compute.regions.list
compute.subnetworks.list
compute.zones. list
resourcemanager.projects.get
compute.zoneOperations.get
<!--NeedCopy-->

5 Google EXMABAE EEFIHAIR:

s HEEER
o nHIEEFERF

B2, EHHEEE VM

T B Ay Citrix Cloud Services R BRI R {RANR ;

cloudbuild.builds.create
cloudbuild.builds.get
cloudbuild.builds.list

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute

disks

acceleratorTypes.list
diskTypes.get
diskTypes.list

disks.
disks.
disks.
disks.
disks.
disks.
disks.
.useReadOnly
firewalls.create
firewalls.delete
firewalls.list
globalOperations.get

create
createSnapshot
delete

get

list

setlLabels

use

.images.create
.images.delete
.images.get
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

images.list
images.setlLabels

images.useReadOnly
instanceTemplates.
instanceTemplates.
.get
instanceTemplates.
instanceTemplates.

instanceTemplates

create
delete

list
useReadOnly

instances.
instances.
instances.
instances.
.get
instances.
instances.
instances.
.setDeletionProtection

instances

instances

instances.
instances.
instances.
instances.
instances.
instances.
instances.
.machineTypes.get
compute.

attachDisk
Create
delete
detachDisk

list
reset
resume

setLabels
setMetadata
setServiceAccount
setTags

start

stop

suspend

machineTypes.list
networks.list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get
regions.list

snapshots.
snapshots.
snapshots.
snhapshots.
snapshots.
snapshots.

create
delete

list

get
setlLabels
useReadOnly

subnetworks.get
subnetworks. list
subnetworks.use
zoneOperations.get
zoneOperations.list

zones.get

zones. list

jam.serviceAccounts.actAs

resourcemanager.
storage.
storage.
storage.
storage.
storage.
storage.

projects.get

buckets.create
buckets.delete
buckets.get
buckets.list
buckets.update
objects.create
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storage.objects.delete
storage.objects.get
storage.objects.list
compute.networks.get
compute.resourcePolicies.use

<!--NeedCopy-->

%I Google EXMAEBER FEFHANR:

- HEEER
- FEEER

- Cloud Build z48&
- RSP AP

- =HUREHERAF

« #£= VPC B8 Citrix Cloud Services tkF g9t = VPC FETIMIIIR, FaEERHE VPC HEHH
VPC MIFMeIEIEEST:

compute.firewalls.list
compute.networks.list
compute.projects.get
compute.regions. list
compute.subnetworks.get
compute.subnetworks.list
compute.subnetworks.use
compute.zones. list
resourcemanager.projects.get
<!--NeedCopy-->

%I Google EXMAEBER LEFHANR:

- HENEZRAF
- SoIEEERRP

« (1 Cloud Build Service #k P ZE 2 7). &AM THE MCS BY, Google Cloud Build Service &
REFRERIE F# Cloud Build Service #k /iR SRR :

+ (#£ Cloud Build Service ik P T E 2 [7): & ¥BARR THE MCS B, Google Cloud Compute Service
ERMFRESIE 89 Cloud Compute Service ik P BRI RERIR:

compute.disks.create
compute.disks.delete
compute.disks.get
compute.disks.list
compute.disks.setlLabels
compute.disks.use
compute.disks.useReadOnly
compute.images.get
compute.images.list
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compute.images.useReadOnly
compute.instances.create
compute.instances.delete
compute.instances.get
compute.instances.getSerialPortOutput
compute.instances. list
compute.instances.setlLabels
compute.instances.setMetadata
compute.instances.setServiceAccount
compute.machineTypes.list
compute.networks.get
compute.networks.list
compute.projects.get
compute.subnetworks.list
compute.subnetworks.use
compute.subnetworks.useExternallp
compute.zoneOperations.get
compute.zones. list
jam.serviceAccounts.actAs
logging.logEntries.create
pubsub.topics.publish
resourcemanager.projects.get
source.repos.get
source.repos. list
storage.buckets.create
storage.buckets.get
storage.buckets.list
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
<!--NeedCopy—-->

5 Google EXHABAE EEFIHAIIR:

- Cloud Build Service i/ (#£ Cloud Build Service tkFEE 2 5, ©% 4 Cloud Compute Service

)
- HEEFIEER
- BRSSKP AR

o FE&EWEAHLE T HEI MCS BF, Google Cloud Build Service ZkpI5EaH B # Cloud Compute Service

K P 35 B BR AR PR -

resourcemanager.projects.get
storage.objects.create
storage.objects.get
storage.objects.list
<!--NeedCopy—-->

T3 Google EXHIAEBEE LEFIHAIRPR:

- HERMERAF
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- EiEtkF AP

- nHIEEERR

+ (7£ Cloud Build Service tk~EE 2 7). K& %A T35 MCS B, Google Cloud Build Service &
skegFaEZI B Ay Cloud Build Service tkP#94£= VPC FrEmyE (AR :

+ (£ Cloud Build Service tk P T E2 /7): K& BARLE T2 E MCS BY, Google Cloud Compute Service
ERMTRE I E A9 Cloud Compute Service tkP#IHE=E VPC FrERIE AR :

compute.
compute.
compute.
compute.
resource
<!--Need

firewalls.list
networks.list
subnetworks.list
subnetworks.use
manager.projects.get
Copy-->

75 Google EXHAEAR LEFHAIRIR:

- HERNEAR
- FEKF AR

- oHEEERF

« FEcIE A Citrix Cl

cloudkms
cloudkms
cloudkms
cloudkms
<!--Need

oud Services WP EZRAEIERS (KMS) FREME AR

.cryptoKeys.get
.cryptoKeys.list
.keyRings.get
.keyRings.list
Copy-—->

%I Google EXMAEBER EFIHAINR:

- HE KMS &&=

—ARAX R

TEEMEETEHH Citrix Cloud Services kP33 MCS FRz 5B THAEMIAN R, XLEARIZM T K RMRERD

4

resourcemanager.projects.get
cloudbuild.builds.create
cloudbuild.builds.get
cloudbuild.builds.list
compute.acceleratorTypes.list
compute.diskTypes.get
compute.diskTypes.list

compute.disks.
compute.disks.
compute.disks.

Create
createSnapshot
delete
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.images.list
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute

compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

disks.get
disks.setlLabels
disks.use
disks.useReadOnly
firewalls.create
firewalls.delete
firewalls.list

globalOperations.get

images.create
images.delete
images.get

images.setlLabels

images.useReadOnly
instanceTemplates.
instanceTemplates.
instanceTemplates.
instanceTemplates.
instanceTemplates.

create
delete

get

list
useReadOnly

instances.
instances.
instances.
instances.
instances.
.instances.
instances.
.instances.
instances.
instances.
instances.
.setTags
instances.
instances.
instances.
instances.

instances

instances

attachDisk
Ccreate
delete
detachDisk
get

list

reset
resume
setDeletionProtection
setlLabels
setMetadata

start
stop
suspend
update

.updateAccessConfig
instances.
instances.
instances.
.instances.
compute.

updateDisplayDevice
updateSecurity

updateShieldedInstanceConfig
updateShieldedVmConfig

machineTypes.get
machineTypes.list
networks.list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get

regions. list

snapshots.
snapshots.
snapshots.
snapshots.
snapshots.

create
delete
list

get
setlLabels
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compute.snapshots.useReadOnly
compute.subnetworks.get
compute.subnetworks.list
compute.subnetworks.use
compute.subnetworks.useExternallp
compute.zoneOperations.get
compute.zoneOperations. list
compute.zones.get
compute.zones. list
resourcemanager.projects.get
storage.buckets.create
storage.buckets.delete
storage.buckets.get
storage.buckets.list
storage.buckets.update
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
cloudkms.cryptoKeys.get
cloudkms.cryptoKeys.list
cloudkms.keyRings.get
cloudkms.keyRings.list
compute.disks.list
compute.instances.setServiceAccount
compute.networks.get
compute.networks.use
compute.networks.useExternallp
jam.serviceAccounts.actAs
compute.resourcePolicies.use
<!--NeedCopy-->

T AR

o MREETRITVHREZ LR, BSRUEHTENER
« BX Google miHTFA (GCP) WHFERR, HEMEIE Google miF FAER

EZER

o EEMER
s SIBHENAER

5 HPE Moonshot #9iEiE (FiiahR)

July 4,2024
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SIEMEREEMZRENAT BT UREENAS. UTEERETHET HPE Moonshot #9i#4iE 8.
pE=

£8I25 HPE Moonshot WiE#ZZ i, BRELTMK HPE tkFP#I&E, 155K HPE Moonshot ELIFiE,

BIEER

AILUER T A A8l S HPE Moonshot #i%#E:

o M4 Studio
« PowerShell &%

13 Web Studio tIziEiE

1. ERNEEMEARIES, %R HPE Moonshot {EyiEizay,
2. BAEH Moonshot iLO Chassis Manager fiEiEtiit, AT LUER IP ik, EMA FQDN fEXthit,
3. BMAEHNAEEEESENRFIEZZ .

HIUTE—ERE, EEREREL:

« Citrix Virtual Apps and Desktops IEIB A+ CA SZIEBHMEIR: ERBIRES. REREE LHRBE
SR, B[N, BT EMERENEER,

« Citrix Virtual Apps and Desktops #it CA SEZHFAFIER. HEFHREERE, KFRBINEISRS %
BIESCA TR UBEIERMEN . NREN, BEFREEIERH B EHTEUSLLIERERE, AR, Citrix
Virtual Apps and Desktops B S EZIEBHIFMEIESUAE R RIIE,

158 PowerShell 5548l &%

fEF PowerShell s< g2 EER, BRHUTER:

o |IP: HPE Ar%328 |P bt
« Username: HPE BF %
o 5. HPE &5

fugn:

New-Item -ConnectionType "Custom" -HypervisorAddress $IP -Metadata @{
"Citrix_Orchestration_Hypervisor_Secret_Allow_Edit"="false" }

-Path @("XDHyp:\Connections$connectionName") -Persist -PluginId "
HPMoonshotFactory" -Scope @() -SecurePassword $Password -UserName
$UserName -sslthumbprint $Ss1Thumbprint New-
BrokerHypervisorConnection -HypHypervisorConnectionUid
$HypervisorConnectionID

<!--NeedCopy-->
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} =r

AR

QETE CAEZIEBAEE sslthumbprint £,

IEPASLEIE
ERIheIE S HPE Moonshot B9ESE, IEBHIUE A EIRH BIESEXAER. TEESIERBMIELNIEAx A
5

CAZZBIEHERIR. EERRIRE. EEHIRFAEEHARRH,
o NHECARRIEE, HEHIR. EEEMMOE, SsLlThumbprints &k NULL,
CAZRIEH, #BEHEIRM sslthumbprint &, FEAEMRK Ss1Thumbprints ERNEIETE

o IBRERERNTAE CABRIEH, EFERBINOIE,
B CAZZIEH, EEHIZ. EEZEERNAUE QIEEEN, SSIThumbprints A Null,
SS1Thumbprints ERMRRSEHRN—ME

EEEE

FEBOABFANAT A EEER:

o (A Web Studio BEiFHin3
« {#M PowerShell ss<$E#issE

EEIERRER

HIE BRI e, Citrix Virtual Apps and Desktops B 1t HPE Moonshot %1%, MifiBE L& 7E X B HPE
Moonshot TR ERXMEBITIER R, EEETNERTIRPIEESNED — M EIREN. BXEFRBMNRRS
=, BB TX,

a] TS

AH CA ZRIEBHIVERER BRERHEFIEHRET <. EEHREAEESHE
RIE]

WRIMIEBENLE CA ZERIEFHES I, RIEENER U EIERIES. FAPE:

1. &R, ARREREER
1. EEEZEMIE L, RHERFERE,

1. HNEEET HPE Moonshot #lAEFIEHEE, A
EREHRRE.
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BEi Y

1. FHINESTEL, BREINELSRSBRE
SUATTH R UAE IEBRYE %o

1. RAEE, BEREEES, ARRHHE.

EiftesE

BIERERES, PIUUER Set-Item PowerShell s < EfmERIELE, FI30, BETUTHS:

1. REVERERFAEE. Fla:

Get-Item -LiteralPath xdhyp:\connections\SinMoonshot-101
<!--NeedCopy—-->

2. EFESUE, fin:
Set-Item -LiteralPath xdhyp:\connections\SinMoonshot-101 -Username
Administrator -SslThumbprint

XXXXXXXXXXX12ADO048480631BB7AB1OD6IXXXXX
<!--NeedCopy-->

3. REBMEELSIE. fl0:

Get-Item -LiteralPath xdhyp:\connections\SinMoonshot-101
<!--NeedCopy-->

AR

WNREFE Set-Item anSPRMHAVEQEREMH, BHRFRW.

T HER

o MBEIEERITVIAIELE, BRI ETENER
« Bx AWS MEEE, E2EEE HPE Moonshot ItEHE S

o EERMAR
« SIRHENER
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5 Microsoft Azure HYiE$E

July 4,2024

CIEMBIEEEEMZRNA T BT REENRAS. UTEREETHET Azure Resource Manager =IFIEH¥4

=
= :%\ o
AR

8125 Microsoft Azure RYERE Z 8, H%FKLE Azure tkPIEB AR R E, B9 Microsoft Azure
Resource Manager =ifi&,.

BIEARSS T IAMERE

EREERZ A, HIUKEEERARIAE Azure FRHIARS X, AILUET AT RT A eI@iERE:

« f#F Web Studio —28I32MRS T AMEE
o fERSTAICIERAIARSS T (R e)RIER

EBHIABREERT 7 ORI TES:

« /A Web Studio 8IERRS EAMIEE
o {# PowerShell 8IZ2RS Ei&

 7£ Azure HIREXE ARIEFHNE

o ERANMERS EHEIRERE

o Citrix BERAEBRMEARCHRS R, B2, BSRARMIRED LIRERRARTIXR.

o EEIEE—MNERN, Azure ZRTENERTFUEINIR N FRKEER, BMHABIUETEHIE, B2
Azure ZiSFELUFIRAENERL, HEFRBERRT.

o AT EHRIERIKF BIRITHNHEER,

s BFSHRIENKFAXARITANERNRR. FEIEMALEMNKS . “TERFR” M “DA Microsoft
KF”. BXRIFAES, H5H CTX219211,

o BARLUELEIA Microsoft tkFARIAITE B RIVAL RRERZKF, BNRUGENAFEFNEP—
TERNFRORELERR, WAIRSEHRERER, AXMERT, MNATREERPE—IFIRTEY
ENREVSUFIRE, H=REIHEIR.

BiE M B RPMIBRRRHBHER AR ELEE, B2, HEREALSE, BACIWKFILAENE
R E RSN,
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« BB, BNRLEKF SR ERBMEN, SHWQNANERRE, KREEBELETERZINRIBNER
KA. BERFE MERFRM—NKS, ZKFRASEMRE S DE

. ﬁiﬁéﬂ?\%ﬁﬁﬂ@ﬁ%ﬁ, ENRILEEKE B EMERELUIIMNMIKIENEIR, MREFERFANKIEHTETH
HRAJH, XrJgER3EERA.

o BREREHNENFMEBKR, TUTRERTENHTEINHRE, XFE—LERZEA, B8 Microsoft S#EBNEE
EAENE, HiRMEXMITEREIES.

£ Web Studio 2RSS T (AFEE
HE:

I IhEEE AER T Azure RETT

M Web Studio, ZERINFERNTIERZHIERRS TAHEMERE, RS EARAVFERAIR Azure BiR, [ Azure i
TEMBIE RS T4, NARFRE Azure FiEM. JEMBOINBEFCEER N “BRHENE" ® N
BEFNE"). IMONBREF (EAXFIPRER) ERFEFHRVER Azure AD #1T7HHI8IE,

EHBEZE, FRREEBREUATHERMS:

 7EiTIER Azure Active Directory AP REE—THFHKF,

+ Azure AD AFtKF L 28FR ERRME R IR Azure ITHNHEER,

- BIRELREEAR. NAEFEEARNNARERFFRENRUHTE MR, QIEINEER, FTMBUHXLENR
R. BXABMNEMES, BHSR Azure AD AERE,

ERRNNEEMNZRAS —EEIRIRS TAMERE:

1. EEEnE L, EIFCIENEE. Microsoft Azure EEHAFEH Azure IF1E,
2. EERALUERMLE T AROIEEINN, RAEEET—F,
3. EEEFMEETRE L, WA Azure 115 ID FIEZEMNRR, @ANITIEID &, BEBRHERHE,

AR

ERRMMAINEE 1-64 MFR, FRENEEEEHFH\/; #.x2=<>|[1{ } "'O'%

4, EERIE, BN Azure Active Directory kP R &%,
5. ®’EFEER.

6. EFRIEZLUESHAIRRIE T Citrix Virtual Apps and Desktops. Citrix Virtual Apps and Desktops &
IE— I ARTFERRIBENAFEE Azure BRMARS EE,

7. EFERE, SEREIERSPERRE.
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} =

AR
BIhXt Azure #HITEMINIES, MEMEBMEIRHRERLR, WNEETREERIINDG, HFE—1EFE
EiktRie, IERERINEEEIZ Azure 1TiH,
8. EiEEEAERNIE L, EET—F,
AR

FERIOY Azure TR MINEHRISR FABHINRZ G, FREENT—I.

9. NEEREERR, FRHAXEMMEAEMN,

« EXEIELE, EE—XH,
o« EMEIE L, HITUUTIRIE:
- A 1-64 FRHNEFRATUBHREXIIFMMELE, BEBIRFENEETIE, UFEEEFH
\/3i#x2= 1LY O
- ER—NEPWE/ERAN, NREEESTEEHERBMIEINNLE, BMEZIRSERARTH
REE—MNAES,) NREEL—ITE LEFRNKIEREEEAEMME, ERERZTE LR
— N EEEIANERIXIE,

10. EREENEL, EHRENEE, AEERTHUTERENRE.

BENARER ID EEMNERRE, ATUERRERATIAN Azure HRNWNABERF ID.

EARMERMFRTIRD, EFRERUEERAEE. FAGEBEMRERNAER ID.

/3 PowerShell ¢/2RSS &

EEA PowerShell 13RS 14, 5% Azure Resource Manager iTFH A LU T &85 iR PowerShell
cmdlet,

BESERIFUTIE

+ Subscriptionld: Z#&2EAR VDA 89iTi#HI Azure Resource Manager SubscriptionID.
+ ActiveDirectoryID: &7 Azure AD FiEMEIR BIZFRIFEF 1D,
« ApplicationName: Z7£ Azure AD H8lEHIN BIZFHE .

FRS BT
ERERIEH Azure Resource Manager iTi.

‘Connect-AzAccount’
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1.

5.

ERIEBEQEIRS E A8 Azure Resource Manager 3T,

Get-AzSubscription -SubscriptionId $subscriptionId | Select-
AzSubscription

E1889 AD 1P FRIZN BERF.

$AzureADApplication = New-AzADApplication -DisplayName $ApplicationName

BIEIRSS E 1A
New-AzADServicePrincipal -ApplicationId $AzureADApplication.AppIld
MRS EAEDEHE.

New-AzRoleAssignment —-RoleDefinitionName Contributor -ServicePrincipalName
$AzureADApplication.AppId -scope /subscriptions/$SubscriptionId

£ PowerShell #=#la8vmHEOS, 2T Applicationld, BRI ENIZEZRREZ D,

7£ Azure IRV FAIEFH 2

EERNERS TACIRERE, HM%E Azure NP HIREARS AN AER 1D M2,

WS BINTAR:

S T o

M Web Studio F5¢#& R PowerShell 3REXR B2 ID,
EF Azure 1],

£ Azure /1, %3% Azure Active Directory,

M Azure AD HIRI BiERE MR, ERENNBER.
HEREBMER,

BEEPHNZ,

ERMEIRS EAEIRERE

MREEBRSEME, WELUER Web Studio i#id ZARSS AR EIEERE,

BEBERIFLUTIER:

« Subscriptionld

« ActiveDirectorylD (#/ ID)

R ID

. NAEFNE

BEXEAER, BEARMEZBEFNE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 270



Citrix Virtual Apps and Desktops 7 2311

o MESHIERHA

WAL BINTAIR:

ERMEREMZRRSH, HITUATRE:

1.

2.3

ETUAE L, EEIEINERE. Microsoft Azure EESEIEM Azure IFIE,
A LA T E KGR EIN, REERT—5,

EEEFAERIIE L, WA Azure iTiE ID FEZEN B,

=

P~

EEAMAUEE 1-64 MFER, FENEESEIFF\/;#.x2=>|[1{ F "' O %

ERERNE. FNERSEHRFAEEEODR, BANEGRSEANUTIRE, BAFAEEE, REBRAR
. EREREF. RIEHRHARNIFARES, SNEEBILLIIHE,

iTiE 1D, BANEE) Azure 3T ID, BIREVERIITIR ID, BER Azure MR HSMENRTE > £,
Active Directory ID (FHF ID), #IA&E7E Azure AD MM BIEFHNESR (FAF) ID,
R AR ID. MAETE Azure AD MM AREFHMEAERF (BFH) 1D,

NRREFNE, IRER (FFRHREE). IMONAREFERERR Azure AD #1TEHRIE. HTFRE
5, BNENECEPRERER. BSHREER, BAUGRKEELCRER.

MEZIHAH. WAXBREFIEOIHEMN, ARATNAZE, E2ERH e LREIER. B2, OR
ZIALH, BRWIIHEIR.

=W

HFReEER, ERIMREERNSEBIRE,

SHEIE URL, WFEG AR AR 4RE.
&2 URL, tFEBEEhAEZ BRI,
FiEER. LFEFEEFTARAIRE,

£ Azure BrgliZ MCS BRFEBRUTIRR. HRXERRARREEINES Azure NP RERSZ
BT SpESEN

- BIIE URL: https://login.microsoftonline.com/

- B# URL: https://management.azure.com/, X Azure Resource Manager =12
API 19iER URL, EEHSBURTIFE, a0, 33F Azure Global g https://management.a
zure.com/, 3tF Azure EEBFFA https://management.usgovcloudapi.net/,

- FES: https://*.core.windows.net./, It (*) REMERHERN. B, https://
demo.table.core.windows.net/,
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5. ERRER, WEREEERFAEESNE, EFT—TREHENT I
6. MEERERR, HRHAXEMMEEN,
o EXETEL, EFE-PXIEH
o EMEIE L, HITATRE:
- B 1-64 FHPFRFRBMUBBHEKFNNEALES, RRBMTENEETNE, LFEEEFH
\/seox?2=<>{00{ 3 " O
- EFE— RIS/ FREAN. WREESNAEEHRZRNENNSE, BMEEHS RRARIH
RMtE—MAS,) MREEL—NNELDEFNKEFREEMEMNLE, HREIZZITEHERE
— N EBEMREHI K,

7. TRENE L, EEREMRE, AREETHUTRERNIRE,

EIERARSS T AMER

FEDABTFANE T INAEERRS TAMEE:

o BB Azure FREIRE

o 7 Azure FEAMGHE

s ERAREREFAEHEFRNEEES
« £/ PowerShell SSHMGEHE

o BEENARERNEMNTZSEB

B E Azure fRENISGE

Azure Resource Manager [R&EITHRMEFBIER, MMREE XIREIRERE, RIBRESNEEERES TS,
&8 Microsoft i EMIREI Resource Manager 7&K, THIF4MER, ITRMBAEERS, EXEERT, &
B St BN RTRERIR, i, B&FLItENNITRRERIBE S BIRIRIES XA EER,

e

BXEFMER, §2EER Machine Creation Services 125 Azure M8,
AT EERX LR, &0 LR MCS WEBRRE], LUER Azure REVE % 0] BiEKECH,
FATRINEARRITI (190, 824 1,000 4 VM B93TiR)) 3T ERE VM BEREISRA U TREIRE:

o A3YFEESIR(E: 500
s BOMRANERELR: 2000
o BIERAFHEE: 500

£ Web Studio A4 Azure E#ZEE Azure 12E:

1. 72 Web Studio &1, EEMERPEFEE,
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2. EFRER,
3. EREBERNST, EEEL.
4. EgE L, EREEETISERMHRENHE. SHHRITHRAIIRIERUUREREMERIED,

Edit Connection %
Azure-08
Connection Properties Advanced
Adv d Use these settings to specify a maximum number of simultaneous actions (or concurrent machines) per
vance hosting connection. For simultaneous actions, specify both settings. The lower value overrides the higher
value. Learn more
Scopes
Absolute Percentage (%)
Simultaneous actions (all types) 500 100
Maximum new actions per minute: 2000

Connection options:

Use this setting enly when Citrix Technical Suppert or the product
documentation makes the recommendation

BIAERT, MCS &% 500 MH&LIRME. 3E, EAILUER Remote PowerShell SDK & B R AH &I2EH.
£/ PowerShell Et MaximumConcurrentProvisioningOperations AI{gEH % Azure TECiE

FHIBRAE, ERLLEMEN, FER:

« MaximumConcurrentProvisioningOperations HWEIAEHR 500,
« f£/H PowerShell &< Set-1item & MaximumConcurrentProvisioningOperations

=,

7£ Azure i HMEGHE

BB EFHITENE R, ATLLERRERRMN Azure AP FIITIANHEZME (B2 Azure Compute Gallery =),
BEATEHEAREHE, ZEEZME, BAE Azure FHITHENIZE:

« PR (BITE) HERE
o P ZEHERE
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HEHPA (BT £ZME&  E7E Azure Compute Gallery FiEEREFEHMITHRMME, BRN5ZITRNRSE
& (SPN) £=Z1&,

Blgn, WREFERSER (SPN 1), N7E Studio B HEHEEERN:

ARsSE&: SPN 1

T 1T 1

HFA: EF1

EMEGLFARRITEP, 7 Studio PECER:

1T TR 2

HA: R

MRERSITE 1 (SPN 1) £Z1Ti 2 FHHRG, BRI 2, RES SPN1 HZHRA,

HHER Azure ET A EMARES (RBAC) SHEfth SPN =&, Azure RBAC 2 TEIE Azure FiRiARIRE
BB ES. B* Azure RBAC BIi¥4IE 5, B2 Microsoft x4 What is Azure role-based access control
(Azure RBAC) (42 Azure EF A &riFRiEH (Azure RBAC)) . ERFIHENIE, BAUERARMREAE
BRESRAXRATENNRS A, EHER Azure AR, BXFHE Microsoft.Authorization/
roleAssignments/write &R, GIIIAFHREERARFFESE. BX5HM SPN £ZMENIEMER, &
2% Microsoft 3244 Assign Azure roles using the Azure portal (f£/ Azure "] 4382 Azure fAt),

HXMERA PowerShell &5 MARRBITHFEFEHNES, BSRMTREBITEPEERE,

EHPZEEEME  EE/A Azure Compute Gallery A Z B HZME, EOIRNBIER M.
B0, WRERNMEF FAF 1FMHEF 2), HEERS5HEF 1 HEEMNIRGE, BA:
1. AR 1 IR AR M. BXFAEE, BSRIENERER .

2. BIFEANRISRERER, BFHEP 2 WHAEFHNIHENE, & Tenant2 ID &#kKMEF 18P ID, ¥
Application (client)ID BiANEIRNNBREFIMHOINBIERF ID. EMERE, ¥ URL #4l:
R, AERBERRTERIMEF 2, flw:

https://login.microsoftonline.com/<Tenant 2 ID>/oauth2/authorize?
client_id=<Application (client) ID>&response_type=code&

redirect_uri=https%3A%2F%2Fwww.microsoft.com%2F
<!--NeedCopy-->

BXFAER, BBREAER 2 BF5E1R

3. BFYUAEFMNER 2 ZRANIGENR. LUEF 2 3HER, INAEFRUNSEERGIERANEMH
PR, BXIFAMER, BSHEERFERHITEH R,

ZfEFA PowerShell 3¢ MAERIEF QIR ERAMEHE R, BRITUTERIE:

1. ERHAEAERF ID EftEERAENE M.
2. MARERIFEF FEER G,
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ERTRBEERHEMEARMEERETD

7£ Web Studio e EZHBHiHEN B RN, TLUERRKBEFTREMN Azure AP MITHMNEEME (@82 Azure
Compute Gallery £%), ZMgEEREAXEBENETIEZRHEZHPIITIHES,

=z

P =W

RIREE Azure FECE T HENIRE, UAWTEER ZEHZRG, BXFAER, BSREEF ZEHZERE.
BT TS BRI EE:

1. 72 Web Studio &, EEMERPEFEE,
2. EFRER, ARERIFEZPEREEER,

Edit Connection w
1027azure

Connection Properties Shared Tenants

Advanced Add tenants and subscriptions that share the Azure Compute Gallery with the subscription of this

connection. As a result, when creating or updating catalogs, you can select shared images from those
tenants and subscriptions. Learn more

e Provide the following information asseciated with the subscription of this connection for authentication to
Shared Tenants Azure

Application ID:

d5616bdf-1d00-42cc-8643-d1d14ae52ec6

Application secret:

Add shared tenants and subscriptions. You can add up to 8 shared tenants

Shared tenant:
~— Subscription: -
] Delete tenant
“— - Add subscription
< Add tenant

3. EHEMEFSP, RITUTRE:

o RESERNITRXBANAZR ID MR AREFENZE, Citrix Virtual Apps and Desktops ERILLES
m Azure AD #1TH A8,

o EERMITRRINEE Azure Compute Gallery R AMITH. RZSALURN 8 M EEHEFAHAE
ANEFAHM 8 M.

4. ERfE, EENAUNBEFRMNERHEES ORFTH, HEERRENAERHXATL.

£ PowerShell i E=

KB ANBRIESETAHER PowerShell = &a0Z1E:

o MEAMBITIFIEE—NIREK
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o ERAHXEMEF ID ERtEERAEEXEM
o NRERIEF R RE

MEAMITIR R — N ATLUITE Azure Compute Gallery &R EFR— Azure P P RREZ TR,
LUER PowerShell es<$ 82 E#H MCS BR.

[y

ERE S TRXEFXH, Citrix fIET—18HR sharedsubscription BWFREEITRXMGR,
HIHFEF FRRRERZITH,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\sharedsubscription.
folder"
<!--NeedCopy-->

ER—IMHETH, ARYHEZEETRNFAERLEERE,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription"
<!--NeedCopy-->

ER—NFEIRA, ARYIHZERANRERE,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\ xyz.resourcegroup"
<!--NeedCopy-->

EE—NE, ARTILZENPIEREGE .

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\xyz.resourcegroup\testgallery.gallery"
<!--NeedCopy-->

ERE—MREEX, FAETIHIZBRERTE X BIFRA GRS,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\xyz.resourcegroup\sigtestdef.
imagedefinition"

<!--NeedCopy-->

ERLTTReIEMER MCS BR:

o HIRA

.

o ERREENX
PEBR IR R s

BxumfEER Remote PowerShell SDK tIiZB RMES, 505 https://developer-docs.citrix.com/
projects/citrix-virtual-apps-desktops-sdk/en/latest/creating-a-catalog/.
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fEAH

ZF ID EREEEEEEXEN 1T Set-ITtem LUEAHLZHEF ID #iTiE ID REHEEEZBEX

B, & CustomProperties ®FmEM SharedTenants, Shared Tenants 89!

[{
"Tenant":"94367291-119e-457c-bcl0-25337231f7bd","Subscriptions":["7
bb42f40-8d7f-4230-a920-be2781f6d5d9"] }
{
)
"Tenant":"50e83564-c4e5-4209-b43d-815¢c45659564" ,"Subscriptions":["06
ab8944-6a88-47ee-a975-43dd491a37de"] }
]
<!--NeedCopy-->
fBign:

Set-Item -CustomProperties "<CustomProperties xmlns=""http://schemas.
citrix.com/2014/xd/machinecreation " xmlns:xsi=""http://www.w3.0rg
/2001 /XMLSchema-instance ">

<Property xsi:type='"StringProperty " Name='"SubscriptionId " Value=""
123" />

<Property xsi:type=""StringProperty " Name='"ManagementEndpoint " Value
=""https://management.azure.com/ " />

<Property xsi:type=""StringProperty " Name=""AuthenticationAuthority "
Value=""https://login.microsoftonline.com/ " />

<Property xsi:type='"StringProperty " Name=""StorageSuffix " Value=""
core.windows.net™ " />

<Property xsi:type=""StringProperty " Name= "TenantId " Value=""123abc"
n />

<Property xsi:type=""StringProperty " Name=""SharedTenants " Value="""[

{
'Tenant':'123abc', 'Subscriptions':['345', '567'] }
]‘ ne />

</CustomProperties>"

-LiteralPath @("XDHyp:\Connections\aazure") -PassThru -UserName "
advc345" -SecurePassword

$psd

<!--NeedCopy-->

AR

EEIRMSMEF. S MEPEUE S MTHE.

MBI, FiERME  aTU7E Azure Compute Gallery kiR B FRE Azure FAF BIBRE , LUfER PowerShell
L eIEMEH MCS BR.

1.

2.

3.

EREBTRXGES, Citrix 8IBT—18 8 sharedsubscription BMEFEEITRNHEE,
I EHEZE/ITI,

Get-ChildItem XDHyp:\HostingUnits\azres\sharedsubscription.folder
<!--NeedCopy-->

EFE—NHEITHE, RAEVHERETEANERERRE.
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Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription
<!--NeedCopy-->
4, EE—ERA, ABRYIHZEREANREE,

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl23.
sharedsubscription\ xyz.resourcegroup
<!--NeedCopy-->

5. EFE—NE, ARYIHZENFIEIREGEE X,

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription\xyz.resourcegroup\efg.gallery
<!--NeedCopy—-->

6. EE—TIRREN, AETIHZMERE XHIFEIRERZS.

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription\xyz.resourcegroup\efg.gallery\hij.
imagedefinition

<!--NeedCopy-->

7. ERAUTERLIZMER MCS BR:

. HEA

. B

. EREEN
. EBGIRA

BxufER Remote PowerShell SDK gIEZBRMES, 588 https://developer-docs.citrix.com/
projects/citrix-virtual-apps-desktops-sdk/en/latest/creating-a-catalog/.

EENAEFNZNNEZIHEHA

ESYUENBLHZAEERNTRREFNE. ERHNEZE, 57 Web Studio EREIER,

7£ Azure FRIBNAREFIE STLUET Azure NP SIS EN ARERFNZ,

1. #%$% Azure Active Directory,

2. M Azure AD HHI RREFEMA, EEREMNNARER.

3. HIEBMES.

4. g Client secrets (FFis#1%) > New client secret GRgEF =) .

5. RILEGHIHEAFISERTETE, TM/E, EFER.
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=

=W

BSUREFEFHEHR, BAGUEREERRIZE R,

6. ERIEFHNZEMIHABE.

7. 7 Web Studio /1, 4R8N MERE, 3% Application secret (R BI2FH1%) 1 Secret expiration date
(MEBIHRRER) FEPNRNBSERAEEHNE,

EHNEDEAEE  SILEEA Web Studio ARINSUEERIETEE R MR A2 28T HI B #.

1. ERMEENRERSH, GREEENERE, AGREREEE.
2. fEEEEMREL, $5 Secret expiration date (M ZSHIRH) LURINSIEREEERNNBREFNESN
THEAR AR,

FRrEZE Azure X[R

AT EE Azure FRE I RIEAN PRI —REANPR,

RIKAXR

RIENRAREEIF N R 2IzH, B2, BT NEARENR, FHlt, FEHFIMINREFTIIEERTEER.

BIEENEE EAM Azure REXBVE S AINFA ENERE,

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/disks/read",
<!--NeedCopy-->

VM BEERERE S TASKAT B KLAIBEBIR,

"Microsoft.Compute/virtualMachines/read",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Compute/virtualMachines/deallocate/action",
"Microsoft.Compute/virtualMachines/start/action",
"Microsoft.Compute/virtualMachines/restart/action",
<!--NeedCopy-->
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B, EHEMEE VM  SIZTENBER, ARAM. Bk Bt ENARERTENE R
TEHREREGEAFERRZNRESHEERUTR— XN ARHNRENRY R

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
.Compute/disks/delete",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

Resources/subscriptions/resourceGroups/read",
Resources/deployments/validate/action",
Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/deallocate/action",
Compute/snapshots/read",
Compute/snapshots/write",
Compute/snapshots/delete",
Compute/snapshots/beginGetAccess/action",
Compute/snapshots/endGetAccess/action",
Compute/disks/read",

Compute/disks/write",

Compute/disks/beginGetAccess/action",
Compute/disks/endGetAccess/action",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",
Network/networkSecurityGroups/read",
Network/networkSecurityGroups/write",
Network/networkSecurityGroups/delete",
Network/networkSecurityGroups/join/action",
Network/networkInterfaces/read",
Network/networkInterfaces/write",
Network/networkInterfaces/delete",
Network/networkInterfaces/join/action",

<!--NeedCopy-->

BEERELUT RN RRAPRIRE T7IEIMIARR -

o MNRFMRGESHEERMTE—KENEMEIKA 89 VHD:

"Microsoft.Storage/storageAccounts/read",

"Microsoft.Storage/storageAccounts/listKeys/action",

<!--NeedCopy-->

o MR F G BHZ G E R HIBRRRRA :

"Microsoft.Compute/galleries/read",
"Microsoft.Compute/galleries/images/read",

"Microsoft.Compute/galleries/images/versions/read",

<!--NeedCopy-->

o MRFMGEHEHE, WREZK VHD (IFS5REERAENKERRNXKEF:

"Microsoft.Storage/storageAccounts/read",

"Microsoft.Storage/storageAccounts/listKeys/action",

"Microsoft.Storage/storageAccounts/write",
"Microsoft.Storage/storageAccounts/delete",

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

280



Citrix Virtual Apps and Desktops 7 2311

<!--NeedCopy—-->

o WNREMEA Citrix EEIZRA:

"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/write",
Resources/subscriptions/resourceGroups/delete",

<!--NeedCopy-->

o NRBEMREREEHZREGES:

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

Compute/galleries/write",
Compute/galleries/images/write",
Compute/galleries/images/versions/write",

.Compute/galleries/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/galleries/images/read",
Compute/galleries/images/versions/read",
Compute/galleries/delete",
Compute/galleries/images/delete",

.Compute/galleries/images/versions/delete",

<!--NeedCopy-->

"Microsoft.
"Microsoft.
"Microsoft.

WREER Azure TRENZE:

Compute/hostGroups/read",
Compute/hostGroups/write",
Compute/hostGroups/hosts/read",

<!--NeedCopy-->

"Microsoft.

INREIFARSS 2RIRINE (SSE) 5EFIEEE (CMK) &aER:

Compute/diskEncryptionSets/read",

<!--NeedCopy—-->

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

SNRIEMER ARM 1tk GHENEEXH) #BE VM:

Resources/deployments/write",
Resources/deployments/operationstatuses/read",
Resources/deployments/read",
Resources/deployments/delete",

<!--NeedCopy-->

o WNRFEMA Azure BARFSEEAN T ENEEX

"Microsoft.
"Microsoft.

Resources/templateSpecs/read",
Resources/templateSpecs/versions/read",

<!--NeedCopy-->

. ENNNGEFERERENTEN TEH2XREN VHD HEAEERIRMNZRANIENRKRIRY

EH

"Microsoft.Resources/subscriptions/resourceGroups/read",
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2 "Microsoft.Storage/storageAccounts/delete",
3 "Microsoft.Storage/storageAccounts/listKeys/action",
4 "Microsoft.Storage/storageAccounts/read",
5 "Microsoft.Storage/storageAccounts/write",
6 "Microsoft.Compute/virtualMachines/deallocate/action",
7 "Microsoft.Compute/virtualMachines/delete",
8 "Microsoft.Compute/virtualMachines/read",
9 "Microsoft.Compute/virtualMachines/write",
10 "Microsoft.Resources/deployments/validate/action",
11 "Microsoft.Network/networkInterfaces/delete",
12 "Microsoft.Network/networkInterfaces/join/action",
13 "Microsoft.Network/networkInterfaces/read",
14 "Microsoft.Network/networkInterfaces/write",
15 "Microsoft.Network/networkSecurityGroups/delete",
16 "Microsoft.Network/networkSecurityGroups/join/action",
17 "Microsoft.Network/networkSecurityGroups/read",
18 "Microsoft.Network/networkSecurityGroups/write",
19 "Microsoft.Network/virtualNetworks/subnets/read",
20 "Microsoft.Network/virtualNetworks/read",
21 "Microsoft.Network/virtualNetworks/subnets/join/action"
22 <!--NeedCopy-->
—RRANPR

NBEABREEEMAERRNT2HENR. XANRTMHEIEEIREHTIEE.

UTHRERE T ERNVRERSE, RECESHMIRET T Ha1thseRrrHR N RIF 0L :

o ~NOoO UL b WN -

NNNNNRRRRBRBRB B B3 2 2
A WMNRPERODOOLO~NOU NN WNEHOO

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Microsoft

Compute/diskEncryptionSets/read",
Compute/disks/beginGetAccess/action",
Compute/disks/delete",
Compute/disks/endGetAccess/action",
Compute/disks/read",

Compute/disks/write",
Compute/galleries/delete",
Compute/galleries/images/delete",
Compute/galleries/images/read",
Compute/galleries/images/versions/delete",

.Compute/galleries/images/versions/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/galleries/images/versions/write",
Compute/galleries/images/write",
Compute/galleries/read",
Compute/galleries/write",

.Compute/hostGroups/hosts/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/hostGroups/read",
Compute/hostGroups/write",
Compute/snapshots/beginGetAccess/action",
Compute/snapshots/delete",

.Compute/snapshots/endGetAccess/action",
"Microsoft.
"Microsoft.
"Microsoft.

Compute/snapshots/read",
Compute/snapshots/write",
Compute/virtualMachines/deallocate/action",

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

282




Citrix Virtual Apps and Desktops 7 2311

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

Compute/virtualMachines/delete",
Compute/virtualMachines/read",

.Compute/virtualMachines/restart/action",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/virtualMachines/start/action",
Compute/virtualMachines/write",
Network/networkInterfaces/delete",
Network/networkInterfaces/join/action",

.Network/networkInterfaces/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/networkInterfaces/write",
Network/networkSecurityGroups/delete",
Network/networkSecurityGroups/join/action",
Network/networkSecurityGroups/read",

.Network/networkSecurityGroups/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Resources/deployments/operationstatuses/read",

.Resources/deployments/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Resources/deployments/validate/action",
Resources/deployments/write",
Resources/deployments/delete",
Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourceGroups/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/delete",
Storage/storageAccounts/delete",
Storage/storageAccounts/listKeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Resources/templateSpecs/read",
Resources/templateSpecs/versions/read",

<!--NeedCopy-->

T—FHEM

o MREIEFEHRITVRIELE, BRRNETENESR
o BHx Azure ISERER, BBIF0IE Microsoft Azure B

BEER

o EEMER
s SIBHENAER

5 Microsoft System Center Virtual Machine Manager (V%%

August 7, 2023

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

283


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-citrix-azure.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/connections.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html

Citrix Virtual Apps and Desktops 7 2311

AEMEREEMAZRN AT HTREENAS, UTEEEETHET Microsoft System Center Virtual
Machine Manager (VMM) 893%4015 8.

AR

FEOIES VMM EEZ2H, FELATRE VMM kP IgE RN R RUENTIZ. E2E Microsoft System
Center Virtual Machine Manager E#ltIF1E,

BEER

NRER VM 2EA MCS FEHY, BEERSIZRSHRITUTIRE:
o LUENARSS BRHIT 2 RE RIS A BVt
o BWAZRIRENEERKF R, WikFB5EReEHH VM BIIR.
o £ “EHUFAERT SHEED, EF6E VM IS EREFETIRI EN.
BE
BMfEfER S Hyper-V EHEE, MR SEEIIRILEN,

TR

o MREEFRITVRBELRE, BESREHENER
« 72 SMB 3 X #= LR MCS SIZIHENB R, 18762 Microsoft System Center Virtual Machine
Manager B®

EZER

o ERNZER
s SIBHENAER

5 Nutanix W%z

January 29, 2024
IEMEEERENZENE T BTF@RERENAS. U TNMERESTHET Nutanix FI¥4ES.

=3

AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 284


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/connections.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare/msscvmm.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare/msscvmm.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-mscvmm.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create/create-machine-catalog-mscvmm.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/connections.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/connections.html

Citrix Virtual Apps and Desktops 7 2311

7£8UE 5 Nutanix RiEEZ 1, BELTHE Nutanix ikFIEERTRUERNTE. ESH Nutanix IR

Ko

BIE&5 Nutanix pyiEE
UTEEEWMEEMARERNIEENM . E6IE Nutanix iEE, BRBEZXETHEMNESHITERE, HE2
Nutanix $EIEAE B

£ RINEENER mSPREERE EE Nutanid EEEE, AEEEUEREUREEZM. EMERE
£, EERTHRERTHIMS,

AT A a %% Nutanix AHV. Nutanix AHV DRaa$ #1 Nutanix AHV PC,
o X¥F Nutanix AHV, i&#5E Prism Element (PE) B¥&thtFlEiE,
« 33F Nutanix AHV PC, &5 Prism Central (PC) #ufitfnEiE,

P

il

2SR Nutanix AHV PC 4R BT 7E Azure £S5 Nutanix Cloud Clusters (NC2) g9%#2, It
46, ITENBERIEETEEE Azure EE EA NC2 Ry PRt |,

« 33F Nutanix AHV DRaa$, &5 DRaaS A #tAF, &, SAENERFAA Nutanix DRaas &iE
X (. pem)o

e
MERFEA Nutanix AHV (Prism Element) (EAZBRHEITEN, 5%ER VM BIHEEFIENES.
T—FHEMR

o MNREEEMITHHRIELE, BHBHETEVER
« Bx Nutanix WEMKER, ESHEE Nutanix B

ESZER
o ERENZER
s SIBHENAER

5 Nutanix =& ENERRR S REVERE

August 7, 2023
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UEMEREENZENAT BTFEIRERENRS. UTEERETHRET Nutanix =M S KRR REVFHAE

Bo
Citrix Virtual Apps and Desktops Z#5LU T Nutanix =M &ENERRAR:
« AWS &9 Nutanix Cloud Clusters

} =

AR

EEIZES Nutanix ZHSENERRRS REVERZ R, FTELGHERMKFIRENZRMUE, F25 Nutanix

SHERIHRERG SR,

%1% Nutanix Prism

2 Nutanix B#&£/5, #E#Z2 Nutanix Prism,

Z%E#%T) Nutanix Prism, 3EHRITLUTIRLE:

1. 7£10.0.129.0/24 Fm+glEE2 VM,
2. RDP #A\E2 VM, FEIEEL—ThE M Prism Element &9 URL,
3. FEAAEREER: admin:nutanix/4u, EEICERHEL,

7 Nutanix 2f& L6122 VM

##22] Nutanix Prism /5, 7 Nutanix 612 VM,

R VM EZ Internet i#84E

#%3| AWS #F5H &,

£5 Nutanix CFS aIEMFMERER VPC FealiE—MHrF™ 10.0.130.0/24,
ELFBIER B FRPRIN—KEEH, A none AMREEMEI_ LR NAT Mx,

RDP #N\£2 VM, E#EIEE E—THhEHH Prism Element 9 URL #E =,
RINFIMGE, FHINLE > WERE > IEFW. A AWS RERRMERFM 10.0.130.0/24.
EiZHFMBoIZEFRE VM (AD. CC. VDA %),

SAEE A A

MR VM FEE Internet i8R

1. RDP#ANE2 VM, #EEIEEL—THEHH Prism Element 89 URL #E R,
2. HINEFRSR, BIGE > MKESE > tI2FMN, FAFM 10.0.129.0/24,
3. TiZFMPaIEmRAE VM (AD. CC. VDA %),
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e

R VM e E AN XESIREER. YT AD RiRLHELL,

BN EE

1. Bz Web Studio.

2. EEFERETR, ARREHINEZENER.

3. EEERE L, SIRMEEE, AREEEMUREA https: // XXX XXX . XXX . XXX 9440,

4, ##B Ul =lAS.

AE

7t Web Studio F1&E Nutanix BER, FraEERELS VM #pA%sE Nutanix i, BMEE(1RE Nutanix
X FhER IR0,

T AR

o MBEIEERITVEIELE, BRI ETENER
« Bx Nutanix WEKEE, BSE6IE Nutanix B

EZER

ong

o EEMAR
« SIRHENER

5 VMware 19i&z

July 4,2024
BIBEMBIEEENZENE T BFBEENAS, UTMERRETRET VMware ESMLIRERNIEMAES,
AR
FEOIRS VMware B9S2 1, TELTRR VMware tkFIgB AR RMUBNILIZ, 55K VMware EIMLIF

15,

ellfEPESES

EERCEZmSPHRITUTRIE:
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1. 3% VMware &350,
2. &% vCenter SDK 1#Z X\ Sp9ithit,
3. IEELAISEMNERSE VM KRR VMware BRIKAMER, WE/APREENIEETAF R,

VMware SSL 54X
VMware SSL iE8hse EEFoheIES VMware vSphere BNV EBEFNENERE, EBREEZEZH, THEE
e Delivery Controller SEIMN ERIEFAIER 2 B FoholBEEXR.

VMware SSL 8 Ih e A ZEERE RIS SUFHEIL S BUREF, W& MREMI EIERF o] LUEL
Citrix Virtual Apps and Desktops iR5IARI{=E, EMEARZ Controller iRBIBIZRGOLE,

ok

£ Studio 8l vSphere EHliEEN, TTUBS—MHEEEEEEZNITENNIER. A5, EALLEERE
EZIEB,

PREBAIR

FERANPFIH—HFETNREIE— VMware AR P UR—1M3HZ4 VMware B8, ETHAFPNRIRATERSF
ERELRFFHITABOIE, LUMITIEREHM Citrix Daas i&ff. EMNETHEPISENNIR, 5=/ DEKIBROLTNE
H5MMNMAEEXE, ik Propagate to children (fZEZIF4) %W,

WU TEERETT Citrix Virtual Apps and Desktops #FSFRENRE VMware B2 BIAIRE X R,
=

FL vSphere iRAMRFIRETEM (FRIRAFRRE) FRE. $%, 7 vSphere 6.7 7, AF RERFRSH
BARNFNENGLE, MAFAR L FEBRPENRPFTRIZENRNF,

AIEREFNZR

SDK BRR@|

A%, ER. &%, Read 7 System.View Baidil. AIUERRENRIEAR.
HIREIE

SDK BRRm|
VirtualMachine.Interact.PowerOff B > X E > X
VirtualMachine.Interact.PowerOn I > X H > $TH
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SDK

VirtualMachine.Interact.Reset
VirtualMachine.Interact.Suspend

Datastore.Browse

FiEdit &4 (Machine Creation Services)
EfFER MCS FEITEN, HMEEUTINR:

SDK

Datastore.AllocateSpace
Datastore.Browse
Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
Virtual machine.Config. Add sifipig&&
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Config.CPUCount
VirtualMachine.Config.Memory
VirtualMachine.Config.Settings
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn
VirtualMachine.Interact.Reset

VirtualMachine.Interact.Suspend

VirtualMachine.Inventory.CreateFromExisting

VirtualMachine.lnventory.Create

VirtualMachine.Inventory.Delete

RFRE

BN >RZE >EE
P > X5 > i
HHETFNE > NS BIE TR

BFRE

HiEEFNE > DEc=iE

HAETFNE > NS BIE TR
HHETFNE > (RRBISCHHRIE
W& > S ECILR

RIR > REMN S E R FR
W > BCE > RN AR
R > BCE > ARINFHLE
WL > BCE > AR nsiibrigE
I > BEE > &4

R > BCE > MIFRHEE
REMAH > BCE > ek CPU 3K
R > BCE > EAAF
W > BCE > BoURE
REMN > X F > X

W > ZXE > 17

BN >XE >5E

M > X5 > i

W > B8 > NILATEIZ
RN > B8 >

REPAL > B8 > RIER
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SDK

VirtualMachine.Provisioning.Clone

VirtualMachine.State.CreateSnapshot

BRI E AR

SDK

Datastore.AllocateSpace
Datastore.Browse
Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn

VirtualMachine.Interact.Reset

VirtualMachine.Inventory.CreateFromExisting

VirtualMachine.lnventory.Create
VirtualMachine.Inventory.Delete

VirtualMachine.Provisioning.Clone

HERIRECEYIT A

RFRE

REANL > FREC > SeFERE AL

vSphere 5.0 Update 2. vSphere 5.1 Update 1 #

vSphere 6.x Update 1: @il > K7 > BIZIRER;

vSphere 5.5: E#\Wl > REBEIE > 62 IRE

BFRE

HiEEE > DEc=iE
HAETENE > NS BIETRAE
HAETFNE > (RARBISCAHRIE
WL > S ECILS

RIR > BEMNDEEZF R
RN > BCE > RN AR
RN > BCE > ARINFRHAE
W > BCE > Bk

REP > BCE > MIFREEE
W > X F > X7

MW > ZXEH > T

B >RXE >EE

R > B8 > MNELA eI
REMINL > 758 > @

REMAHL > 758 > HER

RESANL > FREC > FeRERE AL
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SDK RAFRRE
Datastore.Browse BARTFAE > NS EUETTE
Datastore.FileManagement BARTFAE > (RRF IR
VirtualMachine.Config.RemoveDisk BRI > BCE > MIFRIELER
VirtualMachine.Interact.PowerOff I > 25 > XiH
VirtualMachine.Inventory.Delete A > B > iRk
AL E X (VSAN)

7% VSAN $UEFME LR B RIRES. SIRIMRFHEERR, BAREUTR:

SDK HRR@E

StorageProfile.Update BB X HIREIFME > BEEXHREINFEER. T
vSphere 8: VM 7Z{#5#E > F# VM 77E %R

StorageProfile View BB X4 IREIRTFE > BB X IR N EFHEE, ST

vSphere 8: VM 7z{#55E8 > &F VM 77E5RER

R BEEX BT

ISR B E X BEA TSR THIBHNEITE vSphere B2 HEIER VM, MMERMHIERAFEX LR, B6IE.
fRiE. DECMBFFFCHER, BHARELUTR:

SDK HR#RE

InventoryService.Tagging.CreateTag vSphere #xig > 8 vSphere #xig
InventoryService.Tagging.CreateCategory vSphere #Rig > 8 vSphere #7851
InventoryService.Tagging.EditTag vSphere #7ig > 4548 vSphere 712
InventoryServiceTagging.EditCategory vSphere #xig > 45#8 vSphere 1725
InventoryServiceTagging.DeleteTag vSphere #xig > ffilB& vSphere 4512
InventoryServiceTagging.DeleteCategory vSphere #xig > k& vSphere 172251
InventoryServiceTagging.AttachTag vSphere #Rig > SEHECEH I EE vSphere #5ig
InventoryServiceTagging.ObjectAttachable vSphere #5ig > 7EX R L HERHEVH S ER vSphere 1xig
Global.ManageCustomFields 2R > EEaEXEY
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SDK BFR@E
Global.SetCustomField 2E>IREBEXEMN
AR

Y MCS 2B B RN, ESERRHENBRCRITCER VM. XEARSEEmEGS MCS €28 VM X
DFR, HBALLER MCS eI VM #1TBREE, ErRIL7E vCenter i@id XdProvisioned BHHE
FiRFNER. MR MCS 81T VM, ZBIEHREN True,

ER(E
1025 4 VE A PR 43 81 3 BT LA X R Feh 6 Y 9 33 R AT BR FR K BU B9 N 25 4% #F. vSphere Native Key Provider &
Cryptographer.* #R, MERIEFEUTRMENR:

AR

fERECE VIPM B9 VM g2 MCS It B B RFEXENR,

SDK RRFRE

Cryptographer.Access R > AR > IR > BiFifia
Cryptographer.AddDisk PR > FREARIR > MZERE > RN
Cryptographer.Clone PR > FRE IR > MZER1E > &
Cryptographer.Encrypt PR > FrE IR > MNZER1E > &
Cryptographer.EncryptNew PR > FRE IR > MNZER1E > INFHTR
Cryptographer.Decrypt PR > FRrE IR > INERE > 25
Cryptographer.Migrate PR > FR AR > MNER1E > T1%
Cryptographer.ReadKeyServersinfo IR > FREAER > 1NE#RAF > A KMS 58

FaEdit &4 (Citrix Provisioning)

&g Citrix Provisioning =&/ Citrix Virtual Apps and Desktops ieEBSHM “SHIEE" BSHE VM,
EEXLETEEMIERIRNR. EOBITEEEMNEBENER, B£EERBMAITEMN (Machine Creation Services)
BIFR BN PR AR A AR
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SDK HRR@E
VirtualMachine.Config.AddRemoveDevice I > B E > AInsiibRigE
VirtualMachine.Config.CPUCount I > BE > Ee CPU 1
VirtualMachine.Config.Memory B > BEE > WiF
VirtualMachine.Config.Settings BN > iEE > 188
VirtualMachine.Provisioning.CloneTemplate REHAN > FREC > SefEER

VirtualMachine.Provisioning.DeployTemplate REIAATL > FAACD > ERBAER

VApp.Export VApp >

AR

VApp.Export Z2ERIHENEEXFEIE MCS BN B RFAEGFERN.

REXFISNIED

77 R vSphere @EMR S, Citrix BiVEER HTTPS, AR HTTP,
HTTPS FEHFIEH. EABIEBMRNMIENTT S RARNR L RIBHIELFIES,

NRTEERIERMENMFAINAZNRFIES, MeIERAR VMware RENBERIED, XERARNLLEER
YA BEERLL A E. TEE Delivery Controller im0 VMware vCenter iE$,

1. ¥35&17 vCenter Server (it BN 2R EHE (FODN) FMB RSB LM ENXGF, XHAI
F: %SystemRoot%/WINDOWS/system32/Drivers/etc/. RAEYUEERLEHHREEETT
vCenter Server 893+ E# 89 FQDN B, AZEERITITE,

2. FERAUTER=f7i22Z—3RER vCenter JEH:

M vCenter Server,

a) % rui.crt XM vCenter Server £ Delivery Controller ERTIAAMNMIE.
b) 7£ Controller £, SMESHABERFAENNME, ABFTF rui.crt X,

£/ Web 55288 FHIEH. MR Internet Explorer, EHEHET Internet Explorer, AEERUEE
REMEBEITUTHERREIES.

a) T Web %28, 5 vCenter Server Eirgx s Web i&EiZ (40 https://serverl.domainl.com)),
b) ESReEE

C) BEENEREIRMMI,

d) ZRIEBHBRE FMAEE" EF.
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e) i%#% Copy to file and export in .CER format (E#ZIxXHHSHN.CER ER), HERSKRTH
RIEE R,

f) RESHAESR,

g) SMEISHMIERFENIE, REITH.CER X,

MUBIER 51551789 Internet Explorer EiZ& A,

o FTFF Web %528, 5 vCenter Server 1% % Web %EZ (10 https://serverl.domainl.com)),
. BYREES,

o BEERNEPHEIRMMIE,

« EFIH,

3. KEBESAEISE Controller LRIIEBEMES,

a) PEHVEIEPED, EEAMITEN, RAERET—F,
b) EZFBFIBEMNIEREBRNTIIEME, ARRENE, ERZEEA, AEREHE. BET—F, AEE
HTEM.

INRFEREFENR vSphere lREB[BOBR, BAEZRSBLERMNBERILES, AEBSNEHR.

T—FHER

o MREIEFEHRITVEIELE, BRRNETENESR
« BHx VMware WIFERFER, BEBRECIE VMware B

B2

ong

B
o EEMAR
« SIBHENAER

5 VMware =G FNHARRT RBVER

August 8, 2023

&8 Azure VMware f@R75 % (AVS) 8%, Google Cloud VMware Engine #1 AWS £ VMware &fg, i
EE, AXOBEENER, B5H5 VMware BhEE,

T—HHER

o MREIEEHRITVIAHELIE, BESRAETENER
« Bx VMware W ERFE, BEBRECIE VMware BR
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EZER

o EERMAR
o SIEBITENER

BIENENER

July 5,2024
B5E:
B Citrix Virtual Apps and Desktops 7 2006 i, MIREMWUFIBEERAUTEREAR, WREERBRERX
LR ARMEGERELR (EOL) MB/GE, 7#EEARE YaiiRkAs,

+ AppDisk (PvD)

+ AppDisk

o NE=EMAEA: Citrix CloudPlatform. Microsoft Azure Classic
BXIFMER, B5SEMBE PVD. AppDisk M1FAZZiFHEN.
AR

BT LER TER D EEEH & EEER Citrix Virtual Apps and Desktops Z8%: Web Studio (EF Web)
#0 Citrix Studio (2F Windows) , &&= Web Studio, &% Citrix Studio K158, &5 Citrix
Virtual Apps and Desktops 7 2212 s{E RhRAFRIHFHRXE,

MRBEALEENERIEHNEE, WERERESIRITAHERTM S RELEARD HFTRE.

YREBFONE N HZS IR IFORAIEERANRIFANENENREN, ARFEEHEL R TR—
FERMER. REEFETESFARGEE. AXFAER, BERALIE,

kA
MENHEMNNESENTAHENE RONENELEHRTER, BRPOMEIHENBAEHERERENRERS. £
RFRFRAHERTRERS, UKk Windows 3k Linux i+&#.

Web Studio 27 SIRIESEIESEURE—MTENBR. SIRE—MTENBERE, Web Studio 2155 &61E
F—IRME, 2fE, BIUERFIENER, BIURIBESZER,
R
LRI E EE5 B A Machine Creation Services (MCS) =1k (MCS 1/0) ThaE, ML RFINNEE,
Virtual Delivery Agent (VDA) #1 Delivery Controller #4432 MCS 1/0 #4k,
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BhR

EELE VM NE RN, BEfEENAMEXE VM, FJU#ER Machine Ceation Srvices (MCS), haILUEREB S
BT ARRMEITEN.

EER

o MCS Z#SEIMNBR G RN REHEE, ©REMIMEZIRGRE REUERE,

o MNREA MCS i VM, MFEREM—TEREGE EREGHRK) UEBRFEIRTEERN VM, eIZER
ZHl, BAEATACBHEETME, IIZEETIZME LR Virtual Delivery Agent (VDA), AE7E
Web Studio eIt ENNER. HEEFZMG (RRE), EEBEERPEIEN VM BUUREEHMES,

o MREEITBENETA, ENOLTABPLHENLIR—IHS MTENER,

« MNREFEMEA PowerShell SDK SIZER, TJLEEEMIEERZFEIR (VMTemplates), mA2H &R
B

o ERARIRTIELE RN —BURILIETHEE. RIS AN, EMWUEEREREAN. Eit, TEERRRAHE
Fo

£ MCS gt Citrix Provisioning 82— 1M E R, BRALIZESNEENENEE. 2F QIEZE—TBERM

RfYAR), AJUERZEENERHEIRESER,

THRERUBASZE, BEDBETNHNRREREEER. WidTmE, TUEENRRS. &Z Web Studio b

i pra o

AR

MCS R4 Windows 10 loT #Z0ArF1 Windows 10 1oT AR, 35207 Microsoft b S LA T fRIEAE .

& Citrix Provisioning TEMEARIFMES, 1E81 Citrix Virtual Apps and Desktops BREEIE,

RDS ¥FrIEEE

FRIEEE Windows ZIFRFRFAITENMNITENIE REF, Web Studio HaiFr20EE2EEEE M Microsoft
RDS #mlif, B&EFIEAT Windows Z2IF2ERFKITEN A Microsoft RDS ¥ aIERIRE, &% 3 Citrix
Director, fEitBEHI¥4AE SERFEE Microsoft RDS #EIEMRES, LEERAFIHENIFMESMAIIFEER
TEH. BXFMAER, B2 Microsoft RDS ¥ AHEEI TR ERS

VDA i

HAEEERBHRERIENEAM Delivery Controller 73 VDA, FKAMH VDA 2SBTE7 2 F ARAR BHNA
Fo VDA THEMIRRE 21, HRiFrSHMeIhERRAMITHE. Web Studio ZEREIZASHUREERR
HAPRMTENERPOHENZGE, RUKERRES.

ERRSANAEHENG, HENKFPIFINRSERESAITENRSHESHNIZER. FERGEFEESMTE
MSaNE L, UETRAXZTBENNERER.
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MRZHEHEFE—SRAINITEN, BRERZTEN, HEFMITEN. §lW, NR—FHEIETRAIBETLEIRE
BEXEAHBENNES, WARINZTEN.

BXFAER, BEH:

« CTX136668, 7% VDA M EHfRERER
* VDA hRZAHZHEELR 5!
» VDA EMTIE

MCS BER0IEZRHE

e E R EE B REVZRFHRMEBEERITHRIA MCS #21F

o WSERET MG (MIFRE), W MCS SRR,

o MCS IR ILIRIBRSTTEERIA, FHRBRIAKEENEEPEXNENEFHEUE,

« MCS ¥it+&E#M Azl Active Directory, Active Directory I —F{4,

« MCS 8IZmSHIEEN VM 8, HASN VM EXFHIMEE, BREN VM WFRDEEN, EMEGEEEEEER
NFELE, MREXT SNMFENLE, S HEUERRSUTHELE:

- RENZTERLX, ZEIENRIRBEFREEN VM ZEHE,

- —a9 16 MB 5HH&E, AE1 VM RREE—5H. 81 VM RESHHE,

- B—HNERWME, ATEHEN VM RITHEERE KEEXAEETE EHRRINFESE) HELE
BHEME EREHRAKR DN BN VM RE—NERBE. ERBEREFIEHEMMHER. NTEH
SHE, WHEERKAHZ, ST hEmE, S8 Delivery Controller EEshBYER R MIBRILLEER FH 61
B MR,

&, EOE VM URMHSKEN, BriEE EERUERASTENREL) B (RBEH) VM =E, T8R
BEAFEAS M RIEEELLREIMGE. 51 VM BHEEZHNXMH.

MCS ZFiEEREM

WMEERT MCS WA AR, BENAREN, REEZRYEZRE. UTEEHUERAERETEYNIEES
Im:

N

)
fio
I.H.
g
4
b=t

SWEEST VM NAZH MCS BEFLBANTEERA. H MCS /2581 VM Eel2N&
LEE 2 MER.

- Disk0 = Z2H&: G5 MNEEMBEGSHINIRIERS,
- Diskl = 5pH&: 16 MB - @&& VM B9 Active Directory #iE.

BESmIAR, EORFENMESHE, URREERMIMINGENSA. Fiw:
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- MCS #ERATASN VM 8IBE NEFHF R,
- MCS #mg 7 MR R ZMThEE, MR — T PRAIEEHES

M ERIEFIhRE R ATRE S HE NG B fI40:

- XenServer IntelliCache #E&#tizfE AT A XenServer IE— MRS, HATRFERIERT

EHZFEABM TG IOPS L,

o EPWIEEEFTHE
FRNEMNEREFERN VM eIEFHENREX . EMNEERFER UEREFMEATERENENA:

R21E, TETHEIUBEUTYRINFH:

- BEXH
- BETEMNERRERFIXE, F0:

REZXHHME VM FEXX kS, E25H VMware &EH0%,

* VMware &
BEMANL, 20 GB AFEMEE, 16 GB AF3#HX 4, 100

* HRBEMNANHER. RIREFE—
MB BFBEEXH, 245 36.1GB.

- XenServer B91REE; VMware BYIREE,

o RMIBFFEY
SIRER. FINTENURERBRIF-EIRSEER M. Fa:

- PR E R EBEREEUMHENEFEF S MEUE,
* EEREIRESEIZES VM,

- MERFNTENFAFTEREUMHEEF SN EFHEUE. BREIBEFMEINEMS.
- EMERUESNMEEUERTIMNIEMEE, BREMEHINIGNEFESE, BMERPHNET VM

ERENNERREES 2 N ERWEE,

BEEEEI:

« RAM X/NAEE: TMBFE RN EERERF XHMBEENA/), 81F 1/0 RUHE. 5EABEMREBXH.

o TEE[ZETE: BT ABREEMETIAE, FItEEER NFS #

Machine Creation Services (MCS) 7=k

£/ Machine Creation Service (MCS) 726 {bIhae (#rJ MCS 1/0):

« SAEGFARETXMH, 5712 Citrix Provisioning 1 EIMINEEER. 130, Citrix Provisioning 5 N&7F
&R D:\vdiskdif.vhdx, MCSI/O EAEHEXHEZHR D: \mcsdif.vhdx.

o BT AELIFE NS ANEFHEEN Windows tEEF %S4 3 S22 BrThRERI B,
o MCS /O 1RBIARE RAM hEEFHZHIEE, LIRHERANZSESANEFRRAAE, LAY SERES

NE. RAM MHEEFRHIMASIEREZ B#HITFE, LUAEBHNIEREIE,

298
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BENEEHL EZNETHEERTAETXHTEHITUTENR:

1. MCS|/O FEX%#X RAM £&7%, 7EitEIEReIZ2HAEYE Web Studio FIEEBE K/

2. BRER VM B, BEHIEHERNK VM ENEF#EE. VM BifE, EAEEXH mcsdif.vhdx ¥5
ANFIERB9E MCSWCDi sk &,

3. MEXHEEE[TERKNE MCSWCDisk, Eitt, WHBXNEEERETEZE, ERERENNS
ERBIEAHZEREEURITEX AR Xi@BES VM RAM K/MEXEK.

B MCS AL EHR EBA MCS /0 Z#E1kIhEe, 5% Delivery Controller #1 VDA # & 2| R hR A Y
Citrix Virtual Apps and Desktops.

AR
WMRALRBHET MCS /O HNIEE, NEERITEMEMEE, VDA F Delivery Controller #4402 MCS
1/O H4&,

B MCS & E#EY, EERLUTEIL

- SIZHBENERN, EERALEE RAM MEEK/).

Machine Catalog Setup X
° Introduction Virtual Machines
° Machine Type How many virtual machines do you want to create?
- (2
° Machine Management hd
° Master Image Configure your machines

Total memory (MB) on each machine;

@ Virtual Machines —
| 16325 B

@ Machine Identities
@ Domain Credentials Cenfigure a cache for temporary data on each machine.

Memory allocated to cache (MB): Ii] Disk cache size (GB):
Scopes r

s RMBHENBEREHNEERARE 1903 BEER VDA M VM (REBLSEUWIMMUTITH: FIRBBHLEMER
MAEERM MCS 1/0 1§ BRHE RAM MiZE A/ MERABEEEER K,

HE:

Citrix Virtual Apps and Desktops hg#s 1903 &7 MCS i1k, LELARASZRETFXMHNE NEEFRAR,
RMBFIMRENREM. 528 Citrix Virtual Apps and Desktops kiiZs#8EL, MCS 1/0 $21{ta#IhEER
REREESNEANEGFEEER. Citrix BINEERMTEHEAR), URFREEE BBHME = ERFME D
TYERMEAIMITTEX RN TEAXGHRNEESHRS RAM 26%, IRUEEREEXNNARE, HoIE—
HENBRHDERANE NEFHEE,
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73 MCS 1/0 B EFHE D BT ENRRN B ERT

AL MCS |/O BB EEHE NS EMNIREIREMT, MR ERNEANARFNESRERS
MCS |/0 5B NIRRT R E DR, Hit, FLUER PowerShell 65<, iFREIMTEEIZRE Azure.
GCP. VMware. SCVMM #1 XenServer,

AR

ItbZhREFTRE VDA hitzs 2305 sE = hR 4.

PR

{GEAT Windows 121ER %
ERTOEEEHANIRISER: ERZ

£ Azure IR R REE 5 R FHEENTER
R RIEFHBIIT BN B REHER

.

NEIEEREFHE D ECRNRERT

ENEISEFHESECWDEREN, FRITUTERE:

1. #T7 PowerShell &0,

2. iBfTasnp citrix*,

3. BUEARIRM (IREREIE).

4. ERATEERERME WriteBackCacheDrivelLetter Bd$ New-ProvScheme tIEMAE AR, fig0:

New-ProvScheme -CleanOnBoot
-HostingUnitName "<name>" °
-IdentityPoolName $schemeName °
-ProvisioningSchemeName $schemeName °
-InitialBatchSizeHint 1 °
-UseWriteBackCache -WriteBackCacheDiskSize 127 -
WriteBackCacheMemorySize 256 -WriteBackCacheDriveletter E °
-MasterImageVM "XDHyp:\HostingUnits<name>\image.folder\abcd-
resources.resourcegroup\
MCSIOMasterVm_OsDisk_1_d3e2d6352xxxxxxxxx2130aald5ec77.
manageddisk" °
-NetworkMapping @{
"@"="XDHyp:\HostingUnits\name\virtualprivatecloud.folder\East US.
region\virtualprivatecloud. folder\abcd-resources.resourcegroup
\abcd-resources-vnet.virtualprivatecloud\default.network" }

-ServiceOffering "XDHyp:\HostingUnits\<name>\serviceoffering.
folder\Standard_D2s_v5.serviceoffering" °
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-CustomProperties '<CustomProperties xmlns="http://schemas.citrix.
com/2014/xd/machinecreation" xmlns:xsi="http://www.w3.0rg/2001/

XMLSchema-instance">

<Property xsi:type="StringProperty"
true" />

<Property xsi:type="StringProperty"
/>

<Property xsi:type="StringProperty"
Premium_LRS"/>

<Property xsi:type="StringProperty"
n />

<Property xsi:type="StringProperty"
false" />

<Property xsi:type="StringProperty"
/>

<Property xsi:type="StringProperty"
Value="Premium_LRS" />

<Property xsi:type="StringProperty"
="false" />

<Property xsi:type="StringProperty"
abcd-groupl" />

<Property xsi:type="StringProperty"
Windows_Client" />

<Property xsi:type="StringProperty"

/>
</CustomProperties>'
<!--NeedCopy-->

Name="UseManagedDisks" Value="
Name="0sType" Value="Windows"
Name="StorageType" Value="
Name="PersistWBC" Value="false
Name="PersistOsDisk" Value="
Name="PersistVm" Value="false"
Name="WBCDiskStorageType"
Name="UseTempDiskForwWBC" Value
Name="ResourceGroups" Value="
Name="LicenseType" Value="

Name="SchemaVersion" Value="2"

5. ERERMEIE. BXES, E5H https://developer-docs.citrix.com/projects/citrix-virtual-apps-

desktops-sdk/en/latest/creating-a-catalog/.

HEERE

BEXEIEERINNGER, BEREENHER.

FTREBSRFERS. FEMUNARERF. VDA EMIR .

TR

FEATRE M TR G, ESIER. Bt VM EMB G, EVENEERTRNARIE,

WERENEE BB LNNIEE. NENEERESNLIZNITEN.

it EREMNAREFMENEETEE, FAREUGTEENR, BREEHENERPEN.

Remote PC Access i+ E#H B R EREM A,

fEfER MCS B89 Microsoft KMS SGEEEET: MNRENIHEBIERA XenServer 6.1 5 6.2. vSphere

5 Microsoft System Center Virtual Machine Manager #1895 7.x VDA, NEEFEHEHZE Microsoft

Windows 5 Microsoft Office,

EEMRGE ERFEMECE LUTRMG
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RV EREFNERTA &0 Citrix VM Tools. Hyper-V Integration Services 5 VMware TH). 1%
TBRBILSE, MAREFMNKER T EERET.

VDA, Citrix BiLERHRA, UEHRRHNIE, EEMEERE VDA KNESHE RIELK.
FREMNE=ATE (BIMRSRERBEFREDLKE) . FRSESAPMITENEENEERERS (WNEH
THEE) o

REMUNE=FNAERF, Citrix BICIRARF#ITEMME #ITEMMLE, ERERMIRNEMREN AR
FEEMEME, MMPEERA, thobh, B RENNPARFHRETA LR ERGERI A/, MMTATFHE
578

BHEENEEN App-V EFH (IR A% App-V RBIER). App-V ZEF AT M Microsoft 3B,

£/ MCS B, MREAME Microsoft Windows, EREXIFIZEMES 0. EMAHRIE, MRELIENRE,
NEFEEH VM FERERENXIFIEEMIES .

BE.

MRERER MCS, B777EEME EIET1T Sysprep.

HEIMA:

1.

FREDWEEEFNEETAIEING, AERERERAUKFMERSBMER, #5E vCPU #. IIRE
H PowerShell eI+ BN B R, FaL3EE vCPU &, /A Web Studio 8iZB REIFEEIEE vCPU #4, B
EXENNAEFMENERETREE, AAZEUGTEENR, UTETERITEN.
HRERERELEUE 0 &, ASVIRETMEERERAER THIEBELME, BFLETE XIERATEER
[y

EEMG FRENECE FEYIE AR,

4. WRKRER MCS, BRERGMAZINZBREFMNKEFARENET. BRIREECIZRITENNEN LR, MR

fEMA MCS, MAFRERF RGN, MEITENEMATEEREERASFIEENEP,
Citrix B eI Ha 3 EMEHIRIR, WNRE/EeIEERINIEE EMEMIERIE, Web Studio #elE—1R
R ERRENHHAITR R,

HEWFAIRCE

MCS L EIFRIEE, UBHRTMER Windows 2154 Microsoft Office MigrE. MCS Zisat &5
AR =R T

ZHEERS (KMS)
ETF Active Directory 893#5E (ADBA)
ZRHCEE (MAK)

BB RE, TUERHERE,
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EHEEIRS (KMS)

KMS R—HABELZHAANERIRS, ATUBRMIHEREEREHEMRSNES P, Citrix ZHFHIFE Windows
HRASEB Sz FEILTHhAE, TEHE&EBUEHAIE, MCS 2&& Microsoft Windows #1 Microsoft Office KMS, &I Li@idIE T
Set-Provserviceconfigurationdata @<BkidEE, BXMGEEIAE Microsoft Windows KMS
Rearm #0 Microsoft Office KMS Rearm B9i#481= 2., #&£i% Machine Creation Services: Image Preparation
Overview and Fault-Finding (Machine Creation Services: BU{EEEBRTMIEEK). HX KMS BUERIE4
&8, &8 Activate using Key Management Service (FRZHEERSHTEE) .

AR

izfT Set-Provserviceconfigurationdata &< EIENFEITENERMNEELSH L HIRE
AR EMEE,

ET Active Directory #9;5:% (ADBA)

ADBA fEZaeR B HIgEREUE T BN TENEMNENIIENECE, REXETENRFIMAEHSEHER, M
RIFHCEIRE. Bk Windows Server 2022 4+, Citrix Z#58FrE Windows ki A&z 151k ThaE, BXET Active
Directory MWEGERIEAE 2, E21@ Activate using Active Directory-based activation (fERETF Active
Directory FIBGERITHCE) o

ZRHEZH (MAK)

MAK 2—#7E Microsoft fRZRMEBE T ECEZ 2 Windows R4HITE MR IIEN S %, EHFM Microsoft g
X MAK &40, ZZHRDE TEEHENEE XK. S/%E Windows B4R, BUEXREESEL. BRMMEERS
BA*:

o BXVUECE: WMREEHEN Windows R EE Internet i RINIE, RASELTE~RTRARBECE
Windows, Ltidf2EHERE MAK BECEREURD 1

o BIHUECE: SR Windows RATEEED Internet BITEMEGE, MCS &M Microsoft ARS3333KERHIIA ID
=4 ID LUKE Windows R4t. EXMEUEA R IEKRA T EN B RIEEE R,

AR

o MCS Fx#%HEA MAK #5E Microsoft Office,
o FREMSRE VDA ir4s79 2303,

KREKR
« Delivery Controller #%i8% Internet iAaIIR,

o MREBEHHFIREE MAK A5 RISIRER MAK Z3ERE, NEIZHER.
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o EEME ERE MAK ZHH, BX1E Windows R4ihREE MAK ZERMP R, BSREE MAK 35,
o MRIEREARGES, 5.

1. # Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\SoftwareProtectionPlatform\Activation FFHEmEM=E
DWORD f& Manual.

2. BEREN L.

AR BEE MAK ZENERERAMHEEE VM BEETHERANELRHE, BEAREREEETA
(VAMT). #E&%=E VAMT,

£/ MAK 305 Windows %4 ZA MAK 08 Windows &4, BHRITUUTIRE:
1 EEREELREFRER. WPBHEE—NEERK.
2. 8l MCS ItEMB R,
3. MREREAMRGES, 5!

a) # Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\SoftwareProtectionPlatform\Activation FiHEmEMm=E
DWORD f& Manual,

b) ¥EZER 1,

b 75 75 22 P B MBS LI,
4. EIENBRHHM VM,
5. 17 VM BEER,
6. RIEBNECERZHRNEE, Windows RASHEE.
o MREBNEE, NSTERESBEHERE Windows R4,

o WERFCENFRIIRGS, MCS E5MER VM #1T@ S IUFREY Windows RAERTEGEIRS. SAF, MCS
M Microsoft fREz 2802 MaiA ID F1%E 1D, XL ID BFEE Windows &%k,

WEHR WRAEABREMN MAK ZEHCEETEIMN VM, i57F PowerShell EO#i1T Get-ProvVM 5
Get-ProvScheme &%,

+ Get-ProvScheme &< BEERMNEMEHS MCSHENBRXBHNEHWindowsActivationType

o

» Get-ProvVMm<,. &SRS WindowsActivationTypeWindowsActivationStatus
. WindowsActivationStatusErrorCode fiWindowsActivationStatusError,

AL E R A IR RS B,
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/A Web Studio 8I2iItEHER

BIZERZAT, BHRITUTRIE:

o EEXIDABTUT BEFEMBANER UL FERHENER.
« BMREEESEMNEERRER. cRSUMTECHITENNEMEIRIER,
o MREECIZATIETENNERE, FHEEEEZRE LRE VDA,

EREREERAST, BHRITUTEE:

1. MIRXRECIEZNE—TER, RASSISEMBERNERE (B, “REABENHSIBHENBRLUETA
BFNRE"). BREIZESHITH.

2. MREEZLET -1 ER, BEUES—ITER, FIREUTIRHITERFE:
a) &R Web Studio, EAMERFEFIHENER, ARERFEFEZIZITENER,

b) EERANHXEEER, BFERANITENERNHX TR HX, BXFAER, BBHIEERXY
&,

C) ERBAEHPRERNNGR, AERHURITENER. BRUBRASKITH.

ZASRKESETR TIIME. RIBEAMINEE, SENRSTESBRRRE.

BRIERR

SPMERFRAES—MEENHEN. FEE—M.

o ZRERERY: SRERERAERRUTERLZRE. HENATUEZLZHFN Windows 3 Linux &1F&
Sihas LinfT, BEERTRERNGEXHEMRERS. (B8 Linux VDA X T RZIRIERZKIIERES.)

o BAERERSA: BAEREAZBERIEMH VDI 2, SULEXEEASRARRNAF,

+ Remote PC Access: Remote PC Access BR N AP REXENMAEYIE S EITENAITIZ 5 RN R,
Remote PC Access *FZE VPN g2 e,

HENERE

W EASELZE Remote PC Access B R 2o
HEVEENmEHEBRTENNAXURATHETENNIE,
FERB RPN ENEEET Web Studio #1T7ERE,

« ItENEE Web Studio #1TBIRERE, £, VM KA PC, (REEEERER TN AERE AT 7 Ao
o IHENRBEL Web Studio #ITHRREE, FIMYEN.

INREIEHITENRiEE Web Studio #{TRIFEEN, HEAEATEE VM HNIE,
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« Citrix Machine Creation Services (MCS): /R EME&ELIZEMEEENT. MCS FaTBETHEN.
o Hitt: BFEREEMNTHEPOANITENMNIA, Citrix BIUE®ER Microsoft System Center Configu-
ration Manager XEME=FHARERF, UHKRERFIITEN—B,

KEXRE (KREEFK)

ETTEREL R EE EERFRARITENNE RNET.
SEHARITHARESRARERNRENER, EFUTHEFPZ—:

« APESRERMYSERE—MN FEIN) KE.
c APBRERNERER— BS) KH.

ERE

LETIEN A MCS SREIZ BT E o

FERENEL, ERSENOER, ARERZACERESN VM. MREFLIRE-—IER, B—BEERR
TES R R ECERERE,

Eid:

o TEE(ER MCS BY, E701EEME L3517 Sysprep.
o WMREIETE TMEMIEREE, Web Studio EeIE—NMREE, BELENESGR,

AT EBEARFTMINE, FHRIMGELET &HN VDA IR, B7NEXFANS/) VDA &, BE, WRE
WAERFH VDA R, 15215 VDA A FIZhER 5o

INFREFHRRH VM 5E2ZHERSTEFNTENEERATRE, BETHIRHER.

HEN

WTIEF4£EeIE Remote PC Access BRI ERo
HAEMIRRELR T EEITENEERE HERNAE: 8. = VM FEF,
£/ MCS i

o EEZCIRNEMIE, MREFECIREFAAR, FEAN0 (T). 25, ERILIBIHRITRINITETURIEANT
BREIE VM,

o EEESN VM BEEHNNEE (U MB AR,

s SIS VM BE—MER. EANMEEREFIRE, EREEERPERER K.

MREBEESSMEE, ATUNLEREFE— MK,

o MNREIECIRFHFSKEEMN, FER—TEMNEFRN, BESHEDHNEFIE
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o MIRELENZNEREMHENBIKSEED, BTUEE— I MaRERE, FHRATESITEN LMIRE
&, SR ER T IR RIENETF.
fERAEMT AR

AN (ZEAN—F) Active Directory i+ BEHIKA B, ERM/SANT ENEMVET UESIZEIANA Active
Directory tk P & #, MNRAEREALTNE LIEE THSITEN, ERILLEFARMBE VM 15%E Active Directory
BP&.

ANHFANGHE, FIUERMEREEAM T RPBERRM, MEMHELLRE L.
EREMTAR (MAEER MCS) B:
SNHRME (HSAN) HENNEGRNTARTEDTHREBLTEFSAFMIBR, RaJseXE@BT Delivery

Controller ZmitEH. BXIFMER, ESIH VDA RRAFINEER.
TERUEEHWLES AN SID

IE, ERITECIEMEDMWIET RIS ADAccountSid MK—1RRITEN.

7k,

=S

=
1. FASZFNEMHREERR.
2. A NewProvVM BitEVARMNEIE RS, 5Ia0:

New-ProvVM -ProvisioningSchemeName "name" -ADAccountSid @("SID "
)  -RunAsynchronously
<!--NeedCopy-->

B2, BEREATENMEUTHR:

o REBEFRIFRMAE AD K
o ROTFAIAREH AD kP

RN EHI1E
TAETEYNE LIEENEFIRIURTE MCS MEREEIEE (REEH) REIZH (RBEH) =i, FUANER
)

o ERREEFIE U ESMNEEA RN ERENITENLIE,
o EATEERIEUSSIBIFNREREMIEZS, BEETIHENZEIESHERN IOPS,
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VDA FRrAFZHEELR 5!

B RBVIhEERAEH ML~ RN AT B RTNITEN. BEEBH~miAPREBIIIIE, FEERME VDA, @
REINEERR, ZhRE (RESRE, NRINERIRENR) FRANFAENEYABTERTOITEN. B2, BF
S VDA hir A8 B RABVIT BN T E M.

HEN (FgE) TEESSHHIARSE A FEEERRE VDA £, X8 EEFNRMINERS . BINERLT, S
AEPEBEIEFRIIINEER S, NREETE Citrix BN, BREREMALR VDA MZOAHERHME, NEFELLL
EE, B2, NRMMRESERIREN VDA IR, NiEEZFEERNE,

Citrix Virtual Apps and Desktops irZ<ATRER G 5E# VDA hRas, sEH VDA REMMINEERS, EXMERT, Ih
BER 7 ATEEIS ™ VDA IRARFELRE R EHENAHN. Fi, REMA 7.17 85 7.17 VDA, BEIATHEESRSI (7.9
HESRT)) FERFRDE. AL, ZE7.17 SUSHAGM 7.9-7.16 ALE 7.17 B, FEEERZIAIELT, 810
hRZ BYFF 1 TR E— X EBTE R BRIA T RE R B MR B 2L

EEIEER G = ME _ EERITENSIR, EFIRP, SMEEMINTRRTISERTENN VDA BE 51%I8ER
SITHERRR

MREEITEN LN VDA FRSHEBTIEENREINESRS, NsERE LEEERRT. BUSSEHTARS, X
e+ SN AT Re T A EE @ Controller 3EM, =&, ErTLL:

o MIIRBPRIFFEEIRE VDA B9ITEN, AREN VDA, AREENEHMAMNEIBER.
o ERRFELE TP TR MmN RE BV BRI RER Ao

WMREAFRVITEN XV EEESITENAMIIER, UBYESE, Hli, S —aRSJ[ AN BEIERE
ZHEER, HE—BEEAEN S EIENESIFRERFATENRNEESITENNERP,
BE.

fEhfiZs 1811 /R, FINT —MNEIMITHEERS: 1811 (REBHRA) . ZAKFIATF SR Citrix Virtual Apps
and Desktops THEELE&EA, 7.9 (REBRZE) R RBIRINME W, ZRIAENFEHEBEH.
NREIEE 1811 (HEBRAE) , WizERPHNEIERHE VDA AT @i Controller kit B2, 40
RiZERHNEE VDA KR 1811 A ZXHNESIMA, ENRHBHRSEMFZGE. XBBIFAEBRRAR Citrix
Virtual Apps and Desktops (&#Ehk7s 1903 K& HaihRasZ migE AL 19XX hr4s) BLERY VDA B R,

ECE A T ImET SRR &7

EEIW A EFIRR EIREMN T RENET N, YEA MCS BIBERTMNEH (MIEER) itENKR, aTUETEN L
BRIGREIEEE, MREBREA— A TIEEIRNHIEFEHENERE, WETUELEERNERAREIRIIBEEE
B

BE:

LEINEERE R MCS /0 RepiEF. RN AL VDA B LUERRENIRTIZERF. BIABRT, RLEZIRK
hiERFo
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TR EREANERN, AJLIEERNSESEAREFMEREALMEF M. EXFAER, BEREENER.
ERESAITEN LNIENBIRREES, FTUERUTHEMNET: HERAZEENNE (MB) MEEEEFA/) (GB). B
INERT, BUHEPXmMER, BEA “HRAEEFNNE (MB)” &I, Eikd “BEEEAN (GB)” SiHEiE, W
RREPHEEEXNERE, DEARFHAFTETEENRE, RIEERLE, XEETHNRIAMETESIEREN,
BERRT, RMAENASHRERKRERE. B, BEEUTETFAZNTIE:

+ Windows B 2eIZMiRe#iExX# (EhaE Windows STEXH) .

« APREXHHIE.

- EFEBFINAIERN ShareFile #3E.

« AIHARIEAR, RHAAUEIERRITRENEANEER B SRS HIavHiE.

Machine
Image storage

. Stores QS disk and identity
O e L for the machines using the 05 disk.

Memory cache

Temporary data
cache disk

EErsssEssEmsEEEmEEs
ErmmsrsmEEEE e e®

-
=

Temporary storage
Stores temporary data for the
machine using the master image.

ENEaitBEN LNIRRSIEREST, HERUT=MER:

o MRNEF WEEFA)N SEREN “DELAEFNAEF SEEE, WASEFRSE. XEREZEERS
ABN VM EMEE (ITFRERSEED). (XBIRZE 7.8 MERIRAEHIITEERE)

o MBEAT “WEEFA/N EFE, BRER “DEAEFNRNE EEE, REKEREERSANEFESR,
MM ERRDEBIAREER.

o MRERT WEBEFAN)N SEREN “DELAEFNAEF SEEE, EBIEROIBEANIREFEEET. H3R
FERERIHEENRY (DRAEFNREE) B, KRENHIEREHEIRISIEEFEE,

BE:

o NEHMBEFTEEHAS, WAPHNSIEETERTH.
o IbIHAEETEEA Nutanix EHEREINARAA,
o ERIEBIHENE, FEEITENBRPEREFE,

AR
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s MEEEEEA BN LNREFELSEN—E0. Hit, NREBA “PERALEEFNAE &I, WeIE BT
S8 BN LENRER S,
o NERUAMEERMEEFANTRIFMMERE, XNGISBFERUKRIT B A HAELE,

NIC

WTIEF4£EeIE Remote PC Access BRFRETo

EMgEORTE L, MRTWERZNNIC, BREMNEZSENFEXE, HlW, AAUSE—FRTFHMEERN
REWE, Z— M FETHENENEANOMSE. el UMIETIERNEMER NIC,

HEKS

I TIE X7 E Remote PC Access BRI ET .

FHHENWATE L, EEEHRMIIE T AP AR AR Active Directory i+E#IKFER A (OU). E7ME
OU Z#RRFERERAL (/).

70 OU B, WNREARETRAETIRF, ERILBRITIATRIE:
o ERBHLEEHITEER,
o NHFAEELUETE K.

BRILLERZ B ENBREEER, WALERTERRRERE, MIRBEARREREEHREERENER, AT
HEtIRIZERE, ARREITENBERUERERERERE,

HEHARIR

LETIENE A MCS IR IMHAT 275,

BRFHNESEHENLSAEEH—ITR. LWREAFENBRFETENEERR. EMEicZE, XETETRMA
FRRP, SIRBRETEESIRIRLEE,

N E LREEREN—RITIERENT:

1. MFIRAPEFARIR,
2. FETRECEKFERERAIMAKS,, FEhXEKANUE (05).

R LUER T EZ —:
« Zsith Active Directory, BAALRIAEHERRETZALM Active Directory kP BRI EN. BITEET
Zsith,

+ EMNES Azure Active Directory, E-MARIAEHERETZHLR M Active Directory RSP &
RO EN. ENFETHRNAM, EXER. BREIEFINER, BSRAMATES Azure Active
Directory.
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- HEfEARS Azure Active Directory N A Z &, EHEREN Azure IR REXLERMH. ESH
https://docs.microsoft.com/en-us/azure/active-directory/devices/hybrid-azuread-
join-managed-domains.

- IBEMEREMGHABRERALER M. BXIFMER, BB Microsoft 32#4: https://learn.
microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join-hybrid,

BHE:

o WNREFAH Active Directory iEMNES Azure Active Directory {EAFRIRZEE!, NIiZE R+
MEaITENESBB RGN Active Directory &K,

IRV, WAREBEHENFAEN OU eI BHKFHNR. BRPNSEIHTENSNEETH—HNZT.
HERIHBNIEEKFSHRAR. BXEFAER, FEHATEIKARRE SR,

AR

R OU EFMARFERERMT (/).

MBEFERAIMAKS, NENRIBNKS, RBEEENFEE—NEESKAZMH.cov X, EANXERBHLAERUT
Bk

« [ADComputerAccount] ADcomputeraccountname.domain

HRFIE ERMA T ENEE BB F. Web Studio REEEXLKF, Fit, BERFREEEMRAKF NWEHDE
BISEWF RS, FREKFNEEERAIER,

NFESYENSMEHBENNER, EERSAAEKS, HEEaITENRNSEL Active Directory i+EIK
FHBFKF,

HENKFGREER

BRPNETENGAEER NIRRT, SIZERN, YTEETBEIKFAGEAR. £HEEMN (SFIFE) FA
AR IAE S F S F R ST

EEBRAEN, HERTARN:

s BRARVAELEE—MEBEN. BIFREBETRET—E,

« 2% (BEREN) KAELEE 2 MEFED 15 M FF. EXAEZELEE— M ERFFHN—# (B
Fo

o BRABEATEIAUTEAFER: ,~1@"'$% "&. ()} { \/*?2"<>|=+[]5:_".,

o BMTBELUEFF (-) LR
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S, EIEEMBARN, MEHEBNEKTE, EERUTRA: MREFER “veryverylong#” AZ=E8IE 1000
MIEIKF, NWRECIENKAZF (veryverylongl000) 8% 16 MER. Hlt, HBZ3ARESH—ITHSZMT
BNBIRET 15 MNEFF (BAME).

EETLUERRIRE 25 (0-9) T2F & (A-Z):
o 0-9, WRES, IEEMERITERITNESHT,
AR
MBIFE—MEERMT (#), KABTEL 1 L. MREROERST, WAZMEL 01 7k, WRE=1
BEIRT, P ZFRIFLL 001 FFsk, HRIbEH,
o A-Z, MNRER, EENBEMTISENNESRTE,
4N, A% PC-Sales-## (ATLUER 0-9) FER &7 PC-Sales-01. PC-Sales-02. PC-Sales-03 Zmtk .,
HE, BRI LISEKF BFRAFF L,
o WNRIERE 0-9, MMIESENHRFHIBZINFHRRHK,, RIBEEEIENFERDPEANBRSSRE, IA—1THZ
MEF, HE0, NREAFHBERT, BRARUREZHT,

o MRERE A-Z, P BMEENFEABERINFSS. WA THSIFE, AR TEERENFERPER
BOBECTTERE, fIi0, WMREAMMBET, BRARITHAESZSFH,

e

EFWMANEE, ARRMANBERIEBT Active Directory ISR HITHKF RIERN BIE RV EIR.
BEARESMETLERF REEENEM— ZETIFEEA, HW, FUTERT:

o ZPEBPEEEENARR. RASRTEEERENAR.
o BiEAEER. AMETMEESRNEATRANRR S, NROEEY, NsBmERESZ.

AR

MREETENARIRPERNFIRER RNEMNES Azure Active Directory, Eia N EIRBKTEFKE
Write userCertificate #E,

WE. [fMER

EHENEL, RERENLE. NERBANEMRA, ESERE Web Studio #.

FERfE, BEFEMMFREIEER,
TRE, EEEMRUFECIEE R,

FIHBENERF, BETEHBERTERBREER,
EEEEEENIFAEE, BHITUTIRE:
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1. BERFEFEETENER L.
2. FHIMNITARTH, BEEEFAER.
LRI PIREHEE, EIUERPERIIUTRE:

o PERNALIER
o YR P RBVHEMIZITEIE
¢ MRIR

MCS BYig)[E %

BYEIE S B EREEEZ B RETENIRRRERTE, RIBEMGMER, ERILREUTHREIRST 5E:

eSS BR LERBSjEREY ik

NDJ AD ;84 Azure AD ZHABE R T NTSDS, aIUfERE
BR{&HRAYEMRIREZIE MCS X
BYjalRF IR E

NDJ NDJ g Azure AD 5REE RS & EMERE

AD 5:E& Azure AD AD Z’E& Azure AD 5 ERPIEEER

Azure AD Azure AD 5RiadEIEF 1§ E R

AR

RIEEEES HIL T EMRIGEITE, TEE:
« Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config
f&: MaxAllowedPhaseOffset. MaxNegPhaseCorrection #1 MaxPosPhaseCorrection
« Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Parameters

& £B

Z21F MCS BEXREIESIRE, BEERETIREUTEMRRISENE:

o Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Citrix

+ BFF: TimeSyncMethodKeep

8. DWORD

0 (&, kEEEE TimeSyncMethodKeep) : FMRERIEHERLIRE,

1: RBFRAEEIR S IEEMNBIASTE,
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XTFIRBEBEXBHENEEEIEEN

WTE GCP 71 Azure IFEd 9 New—ProvScheme #1 Set-ProvScheme R FHHISEBEX B, HNREIE
ET—TMHZNFAEENEEXEN, NWSKIIUTHEIRES, HFEAGLTEET.

o 7£ Azure #1: Invalid property found: <invalid property>. Ensure that
the CustomProperties parameter supports the property.

« E GCP #f: Invalid property found: <invalid property>. Ensure
that the value supplied for the property is supported in the
Hypervisor.

HPEHERR
BHE:

f£/8 Web Studio 1B ENBERE, T:2EER Get—-ProvTask PowerShell 84 ZE5i+EH B FE!
BEXBMNAES, HIRFHZRERN, TIEERIEEMMEIE, Web Studio #iaE BN B R EEMHXLEES,

Citrix ZEiNUE BE UEEBIZISHE AR EARR AR, F/ Citrix Provisioning BY, 1ERBU T EEEMBEEXH:

1. EEME&LE, AIEERN 1 (L “DWORD (32 1) &” #&x=) WU FMRD: HKLM\Software\Citrix
\MachineIdentityServiceAgent\LOGGING.

2. KAEREGHOIZIRIR,

—

3. 7z Delivery Controller £izf7 AT PowerShell &< :Set-ProvServiceConfigurationData
-Name ImageManagementPrep_NoAutoShutdown -Value $True,

4. RIBZRELE—TER.

5. HEE VM BEEMNEERZF LM, BEERHM C\ WRBR TREUTXH: Image-prep.log
PvsVmAgentLog.txt.

6. XHITEMN, HERRERK.

7. BETUUT PowerShell &< U EH S A B X ARG ESITENMINEE: Remove-ProvServiceConfigurationt
-Name ImageManagementPrep_NoAutoShutdown,

BR{G 75 0] R

BT MCS MENRGEEIZT TS HEN, ELFERIT LS BRMBERFAE T ENSIHE—89H BERMNIRTE 7,
RGEEEE RUBIEN D, WESTIFTRREMENFEITENEEEH—8 P ik, FFECFAE—/
SKAIEHE KMS BRSZEEH. £ MCS 1, ERETRERBEHITRGES TR IZRIAENTEEREBRES
S5rERTENRBEAR. EFRA VM tl2EE VM, BRKEREA. MAMNKERAID LS HtiTENLEH
xR, ERAHERESITFN VM (CEZRIFHNE SRR,
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HEFEEFHN VM BINT — M2 TREEETEFES RV EESHERE. XNMEEFH VM BE5, REEEIEAT
WaHTT. MREESEIELUTERE!

« B DHCP., Ef DHCP mIiREFECH T B F2SH IP itk FrEM-<L#EAT DHCP,

« Microsoft Windows KMS &, £& KMS aJ#f® Microsoft Windows [E#ithik8 T, EEMNEREER
SeWiEAR, UEEEEANIGERIRELS KMS FahHiERS 2.

« Microsoft Office KMS £8 (IN2%% 7T Microsoft Office) » E& Microsoft Office AIRIE IR A
Microsoft Office (2010+) &% H KMS ARE8s EIER M. 18R Microsoft Office EE/G, ©IFIENFHI
RELH KMS FalEARS 28,

'

MGEEIETRE, BNEDNEEEFRIYETHE. EMWEEEFEE MREEEIEPRETNES.

UG EEM BT RERMINREEE S, HREET—F5UTHERMNKEES : MEEE Office EBXRNK,
TERIVEXLERMIE R

B DHCP  XLERIMERFIZ R ZIFES P HukaIM K5I, 5, FHMRZAH Dell SonicWall M+, ##1E%
M, E7 SonicWall 2B AEM £, HEERI&E N DHCP EBEN, RAXEHF DHCP, LtiaeE £ Citrix
Virtual Apps and Desktops WEBRAFEE, BR, MRAEHMEENM L EBTILEM, METICIEREAL
FEXRAIRE S Citrixo

=

=W

T RBIF9X— PowerShell 12 ER B2 Citrix Virtual Apps and Desktops s, EltEaF MG
RIITHFMEH B RMREE.

NBEIEEMM-E LBRIRE, aTLii@id7E Delivery Controller £izfT PowerShell s5%RARA:

Set-ProvServiceConfigurationData —-Name ImageManagementPrep_Excluded_Steps
-Value EnableDHCP

Microsoft Office E&. 7t Microsoft Office EBEMERTTRES R ERT KMS EBHE, TEXRENT:

o Hik Microsoft Office iz78t (540 Access Runtime) aILUIEMA Office E8, SHELMK,
o k&% Microsoft Office #9 KMS hgZs,
. BBIEEITE.

MR AIZK, WA LLE:RE Delivery Controller £i&17LL T PowerShell s5<3#THR :

Set-ProvServiceConfigurationData -Name ImageManagementPrep_Excluded_Steps
-Value OfficeRearm
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Microsoft Windows &8 7 Microsoft Windows EBMEE, mlAESRERM KMS &, TEHEINT:

o REM Windows hrask R KMS #0E. i, ERANIZREEEH (MAK).
« BEBIEEITH.

90R Microsoft Windows BIRRASIER#IRTS 7], MA@ 7E Delivery Controller Eizf7IAF PowerShell
HERBERIRERAEE:

Set-ProvServiceConfigurationData —-Name ImageManagementPrep_Excluded_Steps
-Value OsRearm

FTERMBES  RIFRT, REESTENLTEERIING, XERERGESNREFRERETERK, ik
PEEBARGIRMT . HEE VM BEKRK, BERFMEMEGRET ZIFIRERS (F130 Windows 7) FIIEMARZAHY
VDA (7.0 REShRA) o

TERMHEEREMT:

K%&% Virtual Delivery Agent (VDA) , 5i&E %3 T VDA Frzs 5.x  fIREME ERRE VDA T.X, MEESIE
£ 20 D HEBNHIRE LIREIR, XEFRAFME BEEREREREITHREESMEHIRERIIEY. BRI
ARR, JEMRFREEE AN EMRERIRE ERET VDA (REREH 7).

DISKPART SAN %8 HFETMELEIKRET DISKPART SAN HBE, FEitb, ENMEGESMERTESEK.
MRKRIGENERGEFIETHERN, HEVIEXA, REEEFIERET 20 DHEREEN. EEERE EH#HITIE
&, BETU TS

C:>; Diskpart.exe

DISKPART>; San
<!--NeedCopy-->

LSRR L FIRE. MRARZ Online All (£EFEEH) , EEITUTH ST EHFITER:
DISKPART>; San policy=0nlineAll

RAERE, SIRZITENRR, AERKEAFEM MCS R,

MRMRGEEIEERMRERK NRREESEWELERHOEKERER, ERIUESE MCS B RS MREE
&ig12, BE, KUMIRAERSBAS LK KMS e fmEiERE (DHCP) &iIim#R. =M LLT PowerShell &

A
<.

Set-ProvServiceConfigurationData -Name
ImageManagementPrep_DoImagePreparation -Value S$false
<!--NeedCopy-->

ERA8eR Citrix Support FIMRE RS, FEI RSB ERAZFHRA AR ERRES Citrix, BRWERS, 18
MITLAT8(E:
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1. EEMEE, SIEZERN1 (L “DWORD (32 i) &” &) MU TEMERI: HKLM\Software\Citrix
\MachineIdentityServiceAgent\LOGGING,

2. XA EBRKEH I E®RB, & Delivery Controller £, /5 & PowerShell, # /5 & il # T Citrix
PowerShell £ & st BB R T iz 17 Set-ProvServiceConfigurationData -Name
ImageManagementPrep_NoAutoShutdown -Value $True,

3. RiEZRENE—IER.

4. YEE VM BEEDWEERZR LM, EERHM C: WIRE R TR
Image-prep.log

PvsVmAgentLog.txt
<!--NeedCopy-->

KB HEBPRRE KM,
BITLLT PowerShell 63 LIEH/E AMEGOESITTENE BRI XHTHEE:

Remove-ProvServiceConfigurationData —-Name
ImageManagementPrep_NoAutoShutdown

T—HHER

BEXUEBECRSERNER, B

s BIRBAWS BR

* @i XenServer BR

+ BIE Google =iHFEBR

» BI& Microsoft Azure B®

+ B Microsoft System Center Virtual Machine Manager B%
 @# Nutanix BR

+ i VMware BR

MRXZEIRIE—TER, Web Studio ¥35|F&eIE3 (T4,
EEERNMCELRE, BBATENEE,

AR “EEE” RmEmA PowerShell 83 Citrix Provisioning BR.
LESRBAERME T TS

« FFEE MCS # Citrix Provisioning BRM B —4#—E5l8
« 73 Citrix Provisioning B Rigt#I0EE, FIMNSHNEERMASR. REMES.

B, tInReUERT Azure TIEfi . BXFMER, ESIA7E Citrix Studio Freli Citrix Provisioning B .

EZER

o QIENEREERENIR
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o QIEARMALENER
- EEITENER

tliZ AWS BR

July 4,2024
BIBRTENERNATATFRRTENBERNAT, UTMERRETRET AWS EIFRRIZFAER.
AR

EelE AWS BRZAl, BFETHEIES AWS rERE, ESHS5 AWS RUERE,

G EERENNEIRE

ERRGERIRE, BERE VM ERM ESIRESEMN (VM), LWES VM ESRETEE,. ITHANES &
VM §9iEiE, FENBR—IMMKRSALUELFRE NEMHIERE, EMERSANAGEEHTESFEH, MEReA
MR Citrix.XenDesktop.IsolationGroup-GUID, He GUID kM LR,

foE AWS A5

AWS LI FEDL:

o HEHT (BAXE) . BRERBFEZFHNZD Amazon EC2 LfaTREFR—MIIRREH L.
o TRAMAER: &1 EC2 LARS EMENHEMEG —RERENSF LiB1T. AttEP FMERR—MER

R LUER MCS @2 PowerShell skFiE2 AWS Z R EM.

£/ PowerShell i2& AWS THEHEE

A LERED PowerShell EXENEECIETHENE R,

Amazon [EC2] EBRENEREERESETHAM [EC2]) LAIRENWIRIRSE S, AFEREEFH VM EEMENREFA
ko

LTHINEEETFEFILEMTHSH AR, Fi0, $3 C4 KESEFIRBHEN—NEBENRSEIT 16 MEF, 35
i AWS 55 LT SR B,

\\31?

BTFEcE AWS EHNEREIE:

« AW BYOL (B#HFD) M& (AMI), @BiEEAEN, EAHEEENINEIFTIL
« PETEEEBFAENETAIN, THEMEIFER.
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- BRBMKE.,

ZEA PowerShell 7tz AWS I EBEN, BEFERASEHK TenancyType BN ENK New-ProvScheme
cmdlet,

EZI Citrix FFRA RS T BFRER.

M AMI BRI BB E

IZB R U AWS FEA Machine Creation Services (MCS) B2 it BME, ATLUEE— AMI RRRZBREN
G/ EEME, EiZ AMI B, MCS ERMBIRE, EREERAS, IREHFEETEN LERAGEIFE, W&
LUER AWS =51 A E#TRIIRE, BIABMAILLINEE.

'

T RES AMI XEXRI VM, 7reefER AWS ol EIE#3RThEE.

AT EEIEEE, MCS MMARIREX AMI B9SEFIFRiRENE Y, HIITENMTHAMIERER (IAM) AeMiRCRA TR
LEBRTECHITEN. ERLLRIETIEER, BREIESTHREEN AMIRES, RE—ABRNEY. A5, X
LRMEREFHETE AWS BatiEiRS, ZERATFHZERTALITEN. BRPHEMITTENBSLAHRISEFE .

HRNEMEEE:
o |IAM B - AT FECHISL I,

o HRIE - A FFECHISEA). HEAERM NIC, XEARMESRH AR IR Citrix R, 8. S3 FHEBATR. AMIL R
R B ENRR.

e

&8y Citrix ZHBEIFE2ANERN, AERAEENXEY AwsOperationalResourcesTagging #17iC
=18

3k AWS 261
£ AWS HEEZCEME AR, ATLUEdiEEBEXEE AwsCapturelnstanceProperties &R
LEThaE:

New-ProvScheme -CustomProperties "AwsCaptureInstanceProperties,true"
--<standard provscheme parameters

BB Citrix FEA G T BIFAERS.
AR

AwsCaptureInstanceProperties BEHFH,
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MiTBENEREXHFHERITENEME

BIZBE RLGEA MCS FEC AWS i+ EHE, AILERITENEE X RIS EN I BB MIRE.
Ak, FEEUTHRE:

1. Bt ENREXHFHEES IR RNFRERNTAEX P,

2. ZERCEZRSHOHENRIRNE L, EREATENEEXH. BERSEEFENFRIUTRE—AKER
HENEEX .

3. REFEEF T ENEE M.

=z

P =W

A AERITENERE X4 AMI RERITENEM. £ Web Studio #, HEEZRFERITENRE XX, &it
BAWRIRE N AR EIMED = B shRRiE.

fric AWS ZITHEIR

EOIEBERUMERA MCS £ AWS Affdit ENE, ATLUEHIRE R IAM R eFfNE BN AEIXETEN,. ErIE
HR T ENMC N AR TER.
Amazon Machine Image (AMI) R RETFE Amazon ZHEHSIREMA—FhEINE S, BHEIFA EC2, ALUfE
B AMI ZRE(ER EC2 IFIEMARS . SIZBERUERIERTF AWS 89 MCS FEditEVes, aTLERE AMI{EAZE RS
B

B5E:

ERIZTRIFRICHFERI R LB EN B hER KL Z B R

2ol AWS BR, SMBELAFTERANBEZREBILAFIL)E AMl, MCS MZSEFIRETEH IS E S H BB ohRIRF.
RE, BIERIMCERATE AWS IFEFRIEMNARE Citrix #BR, 81%:

o R

o VM Wz

« VM mggi0
« S3 77fiEtE

o S3WR

o BERIR

« AMI

RICIBITERIR
E{FEH PowerShell fRg&ER, BRITUTIRE:

1. M DDC E#MITH PowerShell &0,
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2. Bf1@< asnp citrix B Citrix €89 PowerShell &3,

EHEMEM VM TR, BERHEENEM AwsOperationalResourcesTagging, LEEMIEE
A
New-ProvScheme -CustomProperties "AwsCaptureInstanceProperties,true;

AwsOperationalResourcesTagging,true'--<standard provscheme parameters
>

T HER

s MRXZEENE—TER, Web Studio ¥5|S&6IE(T4A
« EERRMRELDRE, BEALENLE
- EEEAR, FEREEHENEZMNEEAWS BR

% VM Eatrid

ALBETBNEEXHHIEEN NIC#EE (BHOWE. ASREFHENIRERFHE) LRZERE MCS it
BNERPHEIEN VM, sTEEAITTENEEXHR (AWS VM 26zt AWS Bapi&Eirhkads) PiEEXERD. It
ThaeE B FAAITEN B RMIEXAMITENE R VM,

=

AR

« 7 AWS EC2 =4I & £, &7 Launch Template Version Resource Tags (& &h & ik i 4s & &
#xi8) T&AF = Tag Network Interfaces (iFiZM&iENO) E, B2, EALiE1T PowerShell
i< aws ec2 describe-launch-template-versions --launch-template
-id 1t-0bb652503d45dcbcd —--versions 12 E&EERCHE.

o MIRMTENBEXHIRE (VM HBhiRiRk4s) EFRAWEZED (eni-1# eni-2) , #H eni-1 52 H
tl, eni-2 MiRIEA t2, W VM RREXFE N MLEHRE ORI,

ERAMENEEXHEIZER

Wim7E AWS difEF Machine Creation Services (MCS) €12 B R UFEIITH BN, EIES LUIERITENRE XS
M EC2 525 (VM) sk IEH B IR BRIk R A HIGE N AR EMERHN I EN. Fli, WmRNBETUEIE EBS &
B, EHIERE, EBS RUMEMZZIEH AWS B8, HFEE RN, AILUBRRERERN VM SEmiERREREM
FeitEMAYIT B E X5,

AR

EBS ERMRBITENEEX .
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BEEIEEM

812 MCS i+ B B RNNEZTEEI

MREE New—ProvScheme 1 Set-ProvScheme &<HRMitBEVEGREESE, NSEHPIRMEN
EREEITENREXHFHE,

MRER AwsCaptureInstancePropertiesig&H true, BXRI&E MachineProfile &
M, MK |IAM fa&FIiRg.

A gERATIZE AwsCaptureInstanceProperties fiMachineProfile,
PE =

AwsCaptureInstanceProperties B#WFHFA.

IR AT B MRE:

- TenancyType
- Z2f
- NIC SEHAMLE

RYB AT AwsCaptureInstanceProperties IBEETHENRBEXHN T B B
AwsOperationalResourcesTagging.

812 MCS it B B RENEETEEI

o JEFMIBRPHH VM 22 EERHRM.
o BREBERMETFHENEEXHNEREINETFIFTENEEXHNE R,

ERTENEEXHLIZITENBER

EEATENREXHLIZTENBER, BRITUTERE:

1.

2.

77 PowerShell 50,
BT asnp citrixx L Citrix FE# PowerShell ik,
BIEARIRM (NREKEIER). fFlan,

New-AcctIdentityPool -IdentityPoolName idPool -NamingScheme ms## -
Domain abcdf —-NamingSchemeType Numeric
<!--NeedCopy-->

iz1T New-ProvScheme &<, fla0:

New-ProvScheme -ProvisioningSchemeName demet-test-1
-HostingUnitUid aa633238-9xxd-4cf6-80e8-232a758alxx1
-IdentityPoolUid 34d5b088-e312-416f-907d-16573xXxxxxc4
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-CleanOnBoot

-MasterImageVM 'XDHyp:\HostingUnits\cvad-test-scalestress\citrix-
demet-ami.® (ami-0ca8l3xxxxxx06lef).template’

-MachineProfile 'XdHyp:\HostingUnits\cvad-test-scalestress\us-east
-la.availabilityzone\machine-profile-instance i (7-OXXXXXXXX) .
vm'

<!--NeedCopy-->

5. TEEREE, BXEMES, ES1 Citrix PowerShell SDK,
EEMREAITENEE XA RN E R LT ENEEXMH, FHITUTERE:

1. 17 Set-ProvScheme %<, 0,

Set-ProvScheme °

-ProvisioningSchemeUid "<ID" °

-MachineProfile "XDHyp:\HostingUnits\abc\us-east-1a.
availabilityzone\citrix-cvad-machineprofile-instance (i-0
XXXXXXXX) .vm"

<!--NeedCopy-->

fERRIEIRMR A2 B R

B LU B ERIRAR AN E R T EN B B XHRNAREIE MCS ItEHNBER. ERAILUFITENEEX4HBRNEAM VM
B NBEIERMNEA, URMBEEIRIRMRAEF#HE VM,

£ AWS EC2 =8 £, ERILUREBHIERNEAIEEERUKRRES, SEELIZHERITEN B RIKBMRR
FRAHEE AT ENEEX RN, ZBEMRIRREPHEEREH 2 EFER VDA VM 4,

UTRBUa MERTENEE Xt N\RRM, talllfg New-ProvScheme 8 Set-ProvScheme &4/
RBEARRM, WRXERBEEE New-ProvScheme g Set-ProvScheme &s<HiRHEMN, SITEMHMET
LB MR ENEE XS E,

« RBSAE
o L8
o ReH

o THER
AR
MBEREHEVNEEXGBHERPIRERS =M, REEEN New-ProvScheme &< SR M¢,
M= IR Y E5 iR
EFERBMERREEAITENEEXXGRARCEE R, BRITUTIEE:

1. 77 PowerShell 5,

2. iBfTasnp citrixx UnE Citrix $EH PowerShell 3%,
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3. REVBERBBEHRIRhR AT IR, fld0:

XDHyp:\HostingUnits\test\test-mp-sard (1lt-01xxxxx).launchtemplate>
1s | Select FullPath
<!--NeedCopy-->

4. QIR (WIRREIE). flu:

New-AcctIdentityPool °
-IdentityPoolName "abcll"
-NamingScheme "abcl-##"
-NamingSchemeType Numeric °
-Domain "citrix-xxxxxx.local"
-ZoneUid "xxxxxxxx"
<!--NeedCopy-->

N

5. ERBIMERNRAENITENEEXHRAREERE SR, fFlin:

New-ProvScheme °

-ProvisioningSchemeName "MPLT1"

—HostingUnitUid "c7f71f6a-3f45-4XXX~XXXX~=XXXXXXXXXX"

-IdentityPoolUid "bf3a6ba2-1f80-4XXX=XXXX~XXXXXXXXX"

-MasterImageVM "XDHyp:\HostingUnits\xxxd-uela\apollo—-non-
persistent-vda-win2022 (ami-0axxxXXxxxxxx) .template"

-CleanOnBoot °

-MachineProfile "XDHyp:\HostingUnits\xxxx-uela\machineprofiletest
(Tt-01xxxxx) . launchtemplate\1lt-01xxxxx (1).
launchtemplateversion"

<!--NeedCopy—-->

N

EAUBERS R, R24H. HENNESESH, Fin:

New-ProvScheme °

-ProvisioningSchemeName "MPLT1"

—HostingUnitUid " c7f71f6a-3f45-4xXXX~XXXX~XXXXXXXXXX"

-IdentityPoolUid " bf3a6ba2-1f80-4xXXX—XXXX=XXXXXXXXX"

-MasterImageVM "XDHyp:\HostingUnits\xxxd-uela\apollo—-non-
persistent-vda-win2022 (ami-0axxxxxxxxxxx).template" °

-CleanOnBoot °

-MachineProfile "XDHyp:\HostingUnits\xxxx-uela\machineprofiletest
(1t-01xxxx) . launchtemplate\1t-01xxxx (1).launchtemplateversion"

-ServiceOffering "XDHyp:\HostingUnits\xxxd-uela\T3 Large Instance.
serviceoffering"
<!--NeedCopy-->

6. kA EMANEER. Fla:

New-BrokerCatalog —-Name "MPLT1"
-AllocationType Random °

-Description "Machine profile catalog"
-ProvisioningSchemeId fe7df345-244e-4XXXX=XXXXXXXXX
-ProvisioningType Mcs °

.
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-SessionSupport MultiSession °
-PersistUserChanges Discard
<!--NeedCopy-->

7. THRBERCE, BXiFEAER, 521 Citrix PowerShell SDK
A LU ENEE X H B RIEMAM VM BN BEEIRRA, URMBEERRAERHZ VM, Fi0:

o ERMBENEEXHBERNEMAN VM EMABIRIRMES, EHRITUTRE:
Set-ProvScheme -ProvisioningSchemeName "CloudServiceOfferingTest"

-MachineProfile "XDHyp:\HostingUnits\xxxx-uela\machineprofiletest
(Lt-0bxxxxxxxxxxxx) . launchtemplate\ lt-0bxxxxxxxxxxxx (1) .
launchtemplateversion"
<!--NeedCopy-->

o EXENEEXHBRNBAMBEIRIRIRAER A VM, ERITUUTRE:
Set-ProvScheme -ProvisioningSchemeName "CloudServiceOfferingTest"

-MachineProfile "XDHyp:\HostingUnits\sard-uela\us-east-1a.
availabilityzone\apollo-non-persistent-vda-win2022-2 (i-08
XXXXXXXXX) .vm"

<!--NeedCopy-->

iz VM L1

ERETENMEE XXM VM B AWS EC2 LHIHNTSIHENERRSE, THRIEENEHIET. EFHITUBETENEE
BXMHFHA VM 89 AWS EC2 525, aTLlfER Get-HypInventoryIltem &<, Z&m<$aUHTEBThiR M
B9 VM & 81755 TUA i ik

P

Get-Hyplinventoryltem =@ BT :
o HTERMER —~MaxRecords M —Skip B#ERIMEE:

- —MaxRecords: ZRiAER 1. BIHITHIZRENNEHE,
- =Skip: BRNMEN 0, LEBEUEHIMEIM SIEREFPMTIRMNEIT T L (FEER) BidmBEHE,

o« REERMFEA ~MaxRecords. —ForwardDirectionf —-ContinuationToken &%k aiF
RopicH:

- —ForwardDirection: BRIAEH True, LtE#S5 —-MaxRecords —#efFA, LUR[ET—4HIT
fdic R ai—ALEIE R

- —ContinuationToken: REZKEFE (MR ForwardDirectionig&X false, NEH
@) WIME, EFEE ContinuationToken R4 HRIRE,
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baan B

o REIZMHEREMIHTENERMELZIZR, AdditionalData FEBE#E TotalIltemsCount
TotalFilteredItemsCount:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template
<!--NeedCopy-->

o EREIZTHEREIITENERE 10 FiER, BRITUTEE:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -MaxRecords 10 | select Name
<!--NeedCopy-->

o BROLHERAIENAMERIERIKA, FRITUTERE:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -ForwardDirection $False -MaxRecords 10
| select Name
<!--NeedCopy—-->

o EREIMSATE ContinuationToken RERITEHERFFAIICSREA, BHRITUTRE:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -ContinuationToken "ami-07XXXXXXXxXx" -
MaxRecords 10

<!--NeedCopy—-->

>

fibr

=

THIEINRESFF LA T EMANE S, AILUEXESHE 2 TUETE SR,

« —ContainsName "my_name": MRAEFFHRES5 AMI BIFHN—IHELE, N AMIBEETE Get
R, 0.

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -MaxRecords 100 -ContainName ‘apollo’
| select Name
<!--NeedCopy-->

« —Tags '{ "Key0@": "Value0d", "Keyl": "Valuel", "Key2": "Value2" } '
DR AMI ZLEBHEHP—MTIE, Get ZiritBEEEERTP. Fla0:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -MaxRecords 100 -Tags '{

"opex owner": "Not tagged" }

' | select Name

<!--NeedCopy—-->
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=W

SERMRCE. FRMHCHRISERERICTIRPKELERICHNIE, TIIRCHERE, FREERIE
ER=LEEFZIMEHNIB. SN, (NHBEHRCEESFTIIESETS HNERZ S#HITINE,

o —Id "ami-0a2d913927e0352f3": MR AMI 54EW ID i, WEKEEEE Get £ERH,
flgn:

Get-HypInventoryItem -LiteralPath "XDHyp:\HostingUnits\ctx-test"
-ResourceType template -Id ami-—XXXXXXXXXXXXX
<!--NeedCopy-->
1R#E AdditionalData 2#u#1TH%E:

AdditionalData fFEESEHIRIERRS VM 89Ih8E. BRS~= ML AdditionalData Fa9fEaE T HEREE VM,
g0

(Get-HypInventoryItem —-ResourceType "launchtemplateversion" -
LiteralPath "XDHyp:\HostingUnits\aws" -MaxRecords 200).
AdditionalData

<!--NeedCopy-->

WA UFIN— —~Warn SEEERAHEIN VM, VM FEE—PEHRHEEMN AdditionalData FE. fia:
(Get-HypInventoryItem —-ResourceType "launchtemplateversion" -
LiteralPath "XDHyp:\HostingUnits\aws" -MaxRecords 200 -Template "ami

—015xxxxxxxxx" -Warn S$true).AdditionalData
<!--NeedCopy-->

o BIEMEIBEENTR
o 5 AWS iy
o QIEBITENER

tl7Z XenServer B

July 4,2024
IR ENERNATATRRTENBERMNAS, UTMERRETHRET XenServer BIMEIFREMIFAES,
AR

1Z0IZE XenServer BRZ81, EERMAIES XenServer BiE#E, 52185 XenServer B,
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{EF XenServer EiEEHEVIER

3 GPU It BNFETBEME, X VM EXREASEF GPU BB RIRENERF. NMECESH GPU BIitEN, L
fE VM S5E/R GPU #TIR RV S & 1M

7 XenCenter 1, BIZ—1BBERAE VGA. LM vCPU B VM,

Fi VM BB LUEA GPU /8 (@ vGPU),

RELTRRERZHBH RDP,

Z%E Citrix VM Tools #1 NVIDIA RzhiERF.

ERREIMLITE (Virtual Network Computing, VNC) B12i5H & LU iEsE, REEFHB VM.
RGBT EMER RDP, 8 RDP 2% VDA, AREHREEh VM,

HE, S VM N—NMREBIEAHEM GPU EMEGHINELIRIR,

M RDP, &#1E XenCenter REEHER GPU REMEFIFERAER,

o No 0k~ wDh

PR

« 918 VM £ &£ Citrix Hypervisor 8.2 % # 1 £ & Citrix Virtual Apps and Desktops ZfE £ &4
MCS BERHERZ GFS2 SR, ZBRHH VM EEBHE KT EHEXL VDI, iREHHIR “VDIis currently
inuse” (VDI HATEERERH).

« Citrix Hypervisor 8.2 2f&E# 1 A&x#F+wH GFS2 SR 19 MCS ZE#7=E VM,

BXEAEER, BEARG.

XEERREIRIER T XenServer 8 E SRS,

ERITENEEXHIZITENER

I B RUMER MCS FECIH BN, AJUERATTENREXHMEMIERESBIEHISENAZ B RPHMEH
VM, INRFEERA MachineProfile £, ¥MEME VM SIREBHHREHRE 14,

AR
Bail, EReeER VM ERITENEESXHRN.

TR EREE U T2HUBR T ENEEXHRATNSHE:

« VMCpuCount
« VMMemory
+ NetworkMapping

EFMATENEEXHFCRER, FRITUTERE:

1. #T7 PowerShell &0,
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2. BfTasnp citrixx,
3. BIEMRRM, FRDthIEELIEM VM B9 Active Directory (AD) kP BvASR, fla0:

New-AcctIdentityPool -Domain "citrix-xxxxxx.local" -
IdentityPoolName "ExampleIdentityPool" -NamingScheme "abcl-##"
-NamingSchemeType "Numeric" -Scope @() -ZoneUid "xxxxxxxx"

<!--NeedCopy-->

4. 7% Active Directory 1, BIEEFRERRY AD i+EHIHF.

$password = "passwordl23" | ConvertTo-SecureString -AsPlainText -
Force

New—-AcctADAccount -IdentityPoolName "ExampleIdentityPool" -Count
10 -ADUserName "citrix-xxxxxx\adminl" -ADPassword S$password

Set-AcctAdAccountUserCert -IdentityPoolName "ExampleIdentityPool"
-ADUserName "citrix-xxxxxx\adminl" -ADPassword $password

<!--NeedCopy-->

5. i&1T New—-ProvScheme &S UBIEB R, Flu0:

New-ProvScheme -CleanOnBoot -HostingUnitName "ExampleHostingUnit"
-IdentityPoolName "ExampleIdentityPool" -InitialBatchSizeHint 2
-CustomProperties '<CustomProperties xmlns="http://schemas.
citrix.com/2014/xd/machinecreation" xmlns:xsi="http://www.w3.
org/2001/XMLSchema-instance'">

<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="
true" />

</CustomProperties>'

-MasterImageVM "XDHyp:\HostingUnits\ExampleHostingUnit\ExampleVDA.
vm\ExampleVDA.snapshot" -ProvisioningSchemeName "ExampleCatalog
" -Scope @() -SecurityGroup @()

-MachineProfile "XDHyp:\HostingUnits\ExampleHostingUnit\
ExampleMachineProfile.vm"

<!--NeedCopy-->

6. BMECAZFEMNAERR. flin:

$ConfigZone = Get-ConfigZone | Where-Object {
$_.Name -eq "xxxxxx" }

New-BrokerCatalog —Name "MPLT1l" -AllocationType Random -
Description "Machine profile catalog" -ProvisioningSchemeld
fe7df345-244e-4xXXX~XXXXXXXXX —ProvisioningType Mcs -
SessionSupport MultiSession -PersistUserChanges Discard -
ZoneUid (S$ConfigZone.Uid)

<!--NeedCopy-->

7. ¥ VM FHmMEIERH.
RERAMTENEEXHENER, BHRITUTRE:

1. 517 Set-ProvScheme &<, fii0:
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Set-ProvScheme -ProvisioningSchemeName "ExampleCatalog" -
MachineProfile "XDHyp:\HostingUnits\ExampleHostingUnit)\
ExampleMachineProfileVm.vm\ExampleMachineProfileSnapshot.
snapshot"

<!--NeedCopy-->

B Set-ProvScheme &s S E R, 15817 Set-ProvScheme,
AR
o EItIERT, Set-ProvScheme ¢ FAaEXBRFUE VM it BENEBEEXH. REHRMEIBRH

BUHTEIERY VM 7 BRI ENEEX .
o TERETIHENREXHNITENERERABETIEHENREXXHHITENE R,

T—¥HER

o MRXZCNEMNE—NER, Web Studio 1§5|S& )= (F4E
« BEEERNMMELE, BRRATENEKE
- EEIEBR, BESREEITENEBERMEE XenServer BR

. QUL*D ;5*[])\/
« 5 XenServer ByiEE
o QIEENBER

tliZ Google =iHFEER

July 5,2024
AEITENEZNATATURHTENBERNAS. UTMsEEETHET Google Cloud FEH¥MAES.
AR

£8E Google =ixF A (GCP) BRZHl, BREERMAES GCP MiEE, 152175 Google Cloud FixRE
%,

HEE VM SSHIRK AR
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e

KA R EIMIERER Google Cloud RiE,

ZEEE VM 6, BEASEITAITTENB R 2EN VDA LHIFMENEELENE S IZMEER VM Lfl, B
ERNMUERTRAIKNNER, EEBEXRABEMYE, FlaxiiE. tMe. GPU 2. MEIRICHARS KA B,

ERIEHIZ M —ERS, MCS EREME VM 51812 Google Cloud EfIigiR, ARG, SSAEREHFEIREMRIT
BB RAE VDA 26, IERISEHIAABIZSIHIRIRMIFAIEFRIE VM LAIEYE (VPC. FRMKAMERE M
5N o

RIEREEREEE VM LAINEME, Bohskfl, RENKOIESKAHE.

BBV EFHEIREERR. XFMAIUEREREX NG RYERRENRE, NERHEESETRERER R
R, HTHECZITENERNEE,. NREFSIEESHRE, MCS SHEE—MRERR (EME 4R
TERIZIRER) o

BB ENER

ALEI R AR RITENER:

o {#FA Web Studio ¢IZitEH B R
o 1A PowerShell gIZHENBF

&3 Web Studio 8IZitENEZR

AR
BERITENBRZAIRENER. EEITENBRN, &EMA Google Cloud BuMSBEAE. BXiFH
B8, BEERAFEMERENINRGEIER,
BERBOIEITEN B RPERHTIRME. TEMIRAR Google Cloud BRMEH,
1. &R Web Studio HEAMEEPEZFHENER.
2. ARTEREEREZFEZITENE R,
3. ERMERANEL, ERSEFRERR, AREET—F,
« Citrix Virtual Apps and Desktops FZ 8 IFIRI1ER S

4, EHENBEEREL, EIFHTHESENITENHM Citrix Machine Creation Services &5, AGE%EE
T—%, IREEZMER, BNRBEREFE—FMER,

5 EEXMENEL, RIEBEETRXESE, ARRET—P,
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a) HEERER VM EREME, NREFEAR—AEEE, ESXEEEERREET RARBMNMG, 55
B A X R,

b) EFRIAE VM EAHBNEEXS, BEERERITENEEXHE, REEE VM7,
AR

HEl, ZERPH VM MItENREEXXHPREBEMEZSE ID. BN FHEEENKESE,

C) ERZBERNRMINGELRT, BERW—AEINE, BFSLEFEERRET AR MENMRE,

6. AEFMERENE L, EREATEALIT BV BERVIFFRAGNEFMEELE, TESMEHESZBERFHNENE
BETHE. (BHERKERXIENEXKAHEEIR.)

o FREKARLE
o FERKAME
o SSD KkAHE
% Google Cloud E#EMMI¥4ER, 1E21 https://cloud.google.com/compute/docs/disks/,

7. FEMNIIEL, EEECEN VM HE, TF VM BIFANE, AREET Y, IREE—AFRTRERT
HENBER, FHRMNEFRMBNE AP TREBNXE. F255HE A KEER,

8. IEitENMARE L, %E—1 Active Directory kP, ABEEET—F,

o NFREFOIEF Active Directory 1k, EHiEE—M, AEHMARRIE Active Directory #oilE
NEMRHN VM it BYKFA &SR ARNFHFT. KFASBEAERAUES 1-64 MNFF, TREE=
tREEEEIE ASCl FRZIFHT o

o MEERERAMAN Active Directory i/ , IEIEF R U SAMEIFHEIT BHMELE Active Directory
RN

9. EEAENE L, EFRAEE, BAAFPINENE, &FR7F, AEEET %,
o BANEIEXMAGHIT Active Directory 1k P& ERIRIR,

10. EEERAL, WAEE, SEERNEN, REEETH.
SR
BREMTLUES 1-39 MNFH, FENEQSSKETE\ / ;5 + # . x 2 =< > | []
{r" )" ).

STRITEN B RBFTRERFER KN E. ERIFTENESRERFRTRAELE, F%E Google Cloud EHl1&,

SAFtlEs Google Cloud i+&1#1

&AL S Google Cloud W9iEE, AERIE— NS Google Cloud iHENMB R, fAG, AILUEE Citrix Virtual
Apps and Desktops FaixiFAH1TF Google Cloud itEMBIEIR. EALLINEE, &AL
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« BFmneliEm Google Cloud Z2i1FRIERFITEN SN E Citrix Virtual Apps and Desktops itE#H B R
H,

« M Citrix Virtual Apps and Desktops B R+ #ikzFzheIZ28 Google Cloud ZRIFRIERSITE.

« EAWMAR Citrix Virtual Apps and Desktops BIEEEINEEXT Google Cloud Windows ZXiBIR{ER 4
HENFHITERERE, i, AXLEHENIEEENRNITL.

LInRERFEEE I AM Citrix Virtual Apps and Desktops FEE T1ERZE, WAREMREMFBMEINEE. FKITEIY
&R MCS 72 Web Studio HFECIHEN, MIESAFEHEIES Google Cloud i+&EH,

HEEMNES

HEEMAE R (VPC) BF—1NENME (AUMPEREZEFN) Uk— 1 HS MERZEFMNRSTE, £=% VPC
BRABZEMNIEEER, RATITUEDEH. ERMEEREZMNDI Google Cloud &R, XML, #S
% Google sttt o

fERAItkIhEE, Machine Creation Services (MCS) AJ U EHECHME IR B HE VPC WitBEN B R, X%
e EER T HFTEAH VPC PIREN%E, TR A EERRER:

1. BAREAT IR ENERNRSIKA R TFIININR, IERF MCS BRFMERHLE VPC EiR.
2. HAEIEMEISERN, SFANSFIBTFAOMEO XEFHAERNRFERGIZFIIIZPEA,

FENNR

BIEENIERERN, SEABREMNRMN Google Cloud Service tkP. HFEATFLUEETFHZ VPC HENEERENT
fAIARSS K P 152 5 X LB IMATAR PR
B
XL PRFHFAZE Citrix Virtua