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o BTfEAX Citrix Virtual Apps and Desktops SFEFAHFMANER, BESRAEABR,

L] TS

Hh Y aial AARAHIS AT Citrix Virtual Apps and Desktops &,
WFERNMA, XS EFEEIRRSEH,

Citrix Cloud ##9 Citrix Virtual Apps and Desktops
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o+ LTSR & in)eafe

o Citrix Virtual Apps and Desktops fRS31%EI1
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VDA KERZ M &#ME HDX That, MRBAIFEFIFIEFRNIAEIRINEE, ALK VDA ZFEER.

¥ VDA ARRkRAE, AREEMITENB RN, BXFRES, HSH VDA AMIAESR S
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HDX 8. BXFAER, 551 Secure HDX,

## HDX Graphics 85 - #1F Windows $i/7

&Bh HDX Graphics ### Allow Windows screen lock (53 Windows $iR) 5%RE&, EIMEATLUIRIEECH
ERELESRER S Citrix Virtual Desktops &iEf{&ek Windows S R8RS a],
BXESER, BB Windows i,
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BERNE=T HEIMH

B Citrix 22N Z#HHEIXHNEE R, ERNH#HFXHRAENIBRET Citrix ERMIEBHELRNE=FIER#HIT
Wik, BXFAGER, HSH%E VDA,

ERTHRBATEERANRLEET

EENRGHEWIERINEE, NRBATECANEATFEERBMMERS. EXFHAEFS, 8® How to
troubleshoot browser content redirection (40faIHERRN S SEN B E E MHKFE) o

ERINAABTEEREE

e, EENERNBTEECH T REE=FTENEE: “Allow bidirectional content redirection” (AFWNEARE
BZEMA). “Allow redirection of URLs to VDA” (4% URL Ex @2l VDA) # “Allow redirection of URLs to
the Client” (& URL EEREIZF ), XLERERERNERS[IHNZTAIHHTRE (BIHREHITRE).
BARMNAE, HITE2B=0REEHAI— T H—HHER, ERNECMLRTESEIRE, MEHERTNEFHREEN
338

BXEMER, BERANANTEERLS,

HDX Reducer

WfE, BAURBEEERIETNHERN HDX E4E %3 Reducer BARZS,
ﬁ*ﬁémfm Sy ]ﬁ%l’;ﬂ HDX Reducerc

FTEE EDT #Brfavit HDX EMRIRE

WMTE, EEILUEEETIGEAMRKEE EDT @i, EXFHER, ESRLE EDT B,

Microsoft Teams {1t - FIARIFFIRIGEMRT

B Citrix Virtual Apps and Desktops 2402 &2, EFABREFEE nsedgewebview? . exe FMERM,
AZAEMRIIERINETIARTFTIR,

AXEAMER, E2E Microsoft x4,

RRANEE T IRWNIFR T B 1

BIERI LT A E#ENR RN ERRANREE, BXFAEER, BEAEARATIREE,
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EAFAH#AY Citrix Secure Private Access
Zsih Secure Private Access L3t ZTNA fE thigs8 A i3

Citrix Secure Private Access Zs#hfi: R 5 EaEMBE A StoreFront st 1A ¥ Web #1 SaaS MAREFEHNS—IF
miP, EREMNAEFMEmIEN Citrix Workspace BIERERS, BMAETFIESRNNERER (R Web &2
FEFH SaaS MAER) RESEEFIENE, MMEERELANERREESSRMERK L. Citrix Secure Private
Access Fi2E A EENSEEMEIAIR (ZTNA) BAAR, SR REs Web #1 SaaS iAREFER VPN i4ial, #
R TIRE AR T ENRLRFFLE:

o RVERUREDY

« BRER (SSO)

« ZESHRIE

o REREITE

s NARFRAR2ITH

+ App Protection Ihgg

BXFMER, 3513 Citrix Secure Private Access for on-premises -General Availability GERFZ&#thhy
Citrix Secure Private Access -IExX%%)

Virtual Delivery Agent (VDA) 2402 LTSR
BTE VDA 2%, ARFEHHERE. ARHEH Citrix Workspace [ BiZFHIER

LEINBEAFEAE U TIER T VDA 15, ARSUEHHAEIEERETE. AREZ Citrix Workspace R 2R :

o £ VDA RE2S, EAILIEERE Citrix Workspace M BEF. TIAMERT, £ VDA REHEIARE
Citrix Workspace [z

o 7£ VDA FH4kHRia], wR AR VDA sh&it Citrix Workspace W ABER, NaJLLiEFEZ % Citrix Workspace
R R,

o 7£ VDA #kHAiE], sNRALUFEE Citrix Workspace R BEFRIARZAE, N ERAFH% Citrix Workspace
[ 2P HYIRII,

o 7£ VDA EFHAiE, &R LUERAREE Citrix Workspace MAERF. BIANERT, £ VDA E&HAa), Citrix
Workspace L AiEFaHEH. BEXIFMMERE, BERMEESZLENAGLRZEMEMATZE VDA &G <17
IR

VDA 3t WebSocket #9735

Citrix Virtual Apps and Desktops £ s ¥ #&i&@id Citrix Brokering Protocol (CBP) £/ WebSocket #AR 3k
&3 VDA 5 Delivery Controller Z[alf#9i&(=, thIhaEREZE TLS it 443 BIRT M VDA % Delivery Controller i#

TiEE.
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BXFAMESR, B2 VDA 5 Delivery Controller Zialgy WebSocket i@fs,

@2 VDA I LA RS At (4 H = 32155 VDA B3 (FsEhR)

WAE, ERAIUZERB A 4= VDA B8, Hi@d PowerShell s5<48%E VDA RERFHMUE. BXIFHAE
B, BEHERE M HER VDA Eifo

k% Studio
XFERITENEEXHE VMware VM

£/ Machine Creation Services (MCS) Fificd VMware VM B¢, EI7EE] LUERIEEREN T ENRESXH, it
BRTH VM 43R BFNEERIIEE,

HEBIRBEEE:

o MEBTEER EHIRIE

. BEXEM

+ VSAN 7z{#558E

o FEINEEMFRRAS

+ vSphere E#X TPM (VTPM)
« CPU B EMESMEEINZ
« NIC #&

BXFAER, BFERLIEITENE R,

fEA “ME” NRBEARTFNIMRE

Web Studio HIIERMMET =, AFEMRENREGES MCS MG (EEIFMNME), HIEEEBEREM MCS it
BNERDP. ETRETTHRGEREARER, FERBLIRREGEX. REMER.

ERILLT REERIRG REETE Azure Ml VMware IR ER, BXMREEERNFARER, BSRREEE (%K)

o

HE, EHAUERATENBERTRBSEEFNREGEIEER. BXEFARGE, FEHACIEITEE .

R K EREE

ERIRIIE, AT HMRIRIGIE, Et, MREFELTHNERRIGE, BRARBHERITRUARTESSEEREE
EXR. MREA Web Studio UM A AR RIS, Citrix BIEERRMARAHN SDK MEBE T, BXRIEH
5] 1_4 ) lﬁgl;ﬂ CTX6766860

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2402-ltsr/secure/websocket-vda-support
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/install-configure/machine-catalogs-manage.html#use-powershell
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2402-ltsr/install-configure/machine-catalogs-create#image
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/install-configure/image-management.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2402-ltsr/install-configure/machine-catalogs-create#image
https://support.citrix.com/article/CTX676686/

Citrix Virtual Apps and Desktops 7 2402 LTSR

BFALIRE

Web Studio &5 BT LU TIEEMIRE :
o Azure IfiE:

FHET EARBRRXIFHEMEE VM B9ThaE. T2 ER Azure Compute Gallery B EME S IF
EEHPEIE VM B,

o AWS Ifi5:

HENERRE > HBEVRIRNE LA EVURIRE SN A Z EMVEREFA. HITZINAAIHENEEX
HRiEE VM Bt EHE M.

o PRI EREFNEIRSIFER:

EEES —THEEZFETEERNEEFNEEREFIREFA. RINBEAEEEXNNMREAATENE.

Citrix Director

Secure Private Access 5 Director f9& R (FitahR)

Secure Private Access 5 Director WER AR AZIFEERRTENREER MM Director :BIFRAE Secure
Private Access RIEH B ITIHRIEHR. BEXHFILINEE, B 2402 HE S R4 89 Director. Secure Private
Access. Citrix Workspace M A#2F#1 VDA,

AIRRFEEEEUTHRINFAER:

o EMHEPEERSIEEHED > RIFET £ > Web [ZBEFH Saas [ B2 TH Secure Private Access
JERIEIE

» Select a Session (£ %iE) #HE O > Denied Access (JE4RiAIE) EB+ FAI Secure Private
Access ¥ 3 LEBIRTES AR R IS R FR A2 =7 IS B

o SERR AR BRI E BER BN IR AEF ¥ AE S NE

o KIMANFE LRI IEF N AR IFAE S ME

BXREMEER, 5519 Secure Private Access 5 Director FUER, GRYhR) T,

1e8H “Performance Metrics” (14aEEHT) EIR

Performance Metrics (48E545) EIRIEIR T SERHEMRRIEI L, B Session Performance (&iFl4aE) ik
T AR SSBEER, S UERE A 15 28R, MBS EMERE, thigaheEEERESEA M
ERREBE S MNA G EEIETR, NTEBTHEERRDFN T E, BXFMER, BESAEEETH.
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L iEIARAH Microsoft Teams

Citrix Director T ¥ Microsoft Teams k7 2.1 S EEARAS,

Machine Ceation Srvices (MCS)
MUREIR (FLEAR)

EBRREIRTNRE, MCS RiEHIM RSB MR IERED o

AUEFRENREREEE—D MCS RERE CESFHNIRE), HEZS AR MCS HENBERPER, XHERE
ERET FEMNERD, HEBLT VM BEMNREEIE,

fEFI ARG EIRINRERIL BN T -

o THCIZB RN AR EREEFRIBRE,
s EETRTEECRRESFIRE, FINEIEMERER.
o BEZEEEREIZHE AT E,

BEXMEEENFAES, BERREGEE (%K) .

10%E VMware H25EFEZ NIC

£ VMware IFEd, HREERTAHTENREXHEIREEZ 1ML, HHA%E New—ProvScheme #1 Set-
ProvScheme &<#ER -NetworkMapping £8et, EISIATSMINEENIRFTIE. BHXEHZD NIC
HIFNER MR FAZIT B RAIEAER, EBREREZ N NIC,

% #%7E GCP $¢/2Z Windows 11 VM

EIMIERTATE GCP F61# Windows 11 VM, WIREEEME ER%E Windows 11, MKHREEMEGEEIRISEREA
VIPM, It5h, ERFEtBNEEXHR (VM SkfliER) EEA vIPM,

teIheEER T

o XAMMIEXAME MCS HEHBR
o (NRE—AFATTRA

BXEW—HP 1A Ee)E Windows 11 VM MER, 1BESRER—FEF T2 E6lE Windows 11 VM,

2 #%1E VMware {8 MCS PowerShell <61 Citrix Provisioning B®

WiE, EEL7E VMware #fER MCS PowerShell #5462 Citrix Provisioning B &,

HESEELAEHR M T LIS
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« FF & MCS # Citrix Provisioning BRrE®E—4%— APl
« 73 Citrix Provisioning B Ri2t#I0kE, GIMNSMHEERMASR. REMELS,

BEXFME S, 1H81A7 Citrix Studio A8l Citrix Provisioning E=.

Profile Management

BXMENES, BEREECHXEFRIEIE—X.

Linux VDA

BXMENES, BEHEECHXEFRIEE— X,

Session Recording

BXMENER, FSRHEA SRS FRITIEE—X,

Workspace Environment Management

BXMEENER, FSRHEA SRS FRITIEIIE—X,

Citrix Provisioning

BXMMENES, BEHEE CHXEFRIEE—X.

K& S HRIERS

BXMENES, BSHEECHXEFRIEIE— X,

2402 LTSR #4ahR4=Ehik 48 (4

2402 EhtiHM “FERFFIINEE” HFTRAYARZ X1

=i& VDA 2402.0.4000.4310 =i& VDA

=i% VDA 2402.0.4000.4310 %Z&iE VDA
Delivery Controller 7.41.100.229 Delivery Controller
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2402 EhtA % “FERFFITHRE” HPPRRRYRRZAR XY

Citrix Studio 7.41.100.251 Citrix Studio
Citrix Director 7.33.4000.26 Citrix Director
Citrix A5RIREIR 7.41.100.115 Citrix A5 EIE
Citrix ARIBZ P ixd B 7.41.100.115

Citrix StoreFront

Citrix Provisioning
WBRTENRS 28

Session Recording
Linux VDA

Profile Management
Citrix X & B RIEARS
HRBABTEER

Citrix Probe Agent 2402

2402.0.100.64
7.41.100
7.33.4000.11
24.2.100.35
24.02.0.93
24.2.100.52
10.17.100.90
15.32.4000.12
7.41.100.78

Citrix StoreFront

Citrix Provisioning
BRTENRRS 28

Session Recording

Linux Virtual Delivery Agent
Profile Management

Citrix - & B 1RIEARS (FAS)
MR BRABEER

T

2402 LTSR #45hR A<k B RVA

UTHRERARNAHS LTSRIFFERST, ENENES LTSRORE GEKHNEGRBURNATEENRRAER
Citrix ATRESERIETE 2402 FIBRFAREIXLEA IR IR Ao

RAHVAMFTHAE

“FERFMIIEE" PFRBIRRZS

Xt

HDX RealTime Optimization
Pack

VFAIERRSS 28

BRAIMELE

Session Recording Web #7423
Microsoft Teams fift.

Workspace Environment
Management

2.9.600

11.17.2.0_BUILD_47000
23.9.1

22.3.4000.4
15.32.3000.9
2402.1.100.1

HDX RealTime Optimization
Pack

TFR[IEARSS 88

BRMEKE

Session Recording Web #7283
Microsoft Teams ffifb

Workspace Environment
Management
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FEEM 2402 LTSR ¥k AHEFR I

LUTIheE. AHMFETEEER 2402 EanFHEEEMNMNE. FEFIEHNE, RENERNT REMBBMLBWRH
BRTESN. PILUEE B MR ThR 2 SRENHEFRBVThRERN A U E

HERRBYAE TR

AppDisk

AppDNA

Citrix SCOM Management Pack
Framehawk

Personal vDisk

StoreFront Citrix Online &5

HeBREY Windows F£4& *

Windows 2008 32 fii (Em:&EFR$TENRRSS2])

* Citrix fREBIRIBE = 5 M B YA b B A B2 ER B T & TS H0AF

BEERIRE
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Citrix Virtual Apps and Desktops 7 2402 LTSR @& FEEEMRIA:

A

o UFIMEEMEMEBE 200 NFREY, REFVELFEEMEMSIE, [HDX-58341]
o WFRMBBENEER, FXFHF RDP FERHEEREE MR, [HDX-55630]
o HEAEREIETERZMNTAREENIMEIEEEREN, PRI ZREIIZE K. LR EeRME I,

- REABNIREIEFNRENBERF.
- 72 DDC LEAHI USB ERHRE,
- WIRIRE!
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* DDC: Win2k19 + 7.33CU4
* VDA: Win2k19/Win2k16+ 7.40.0.191
* ZPim: Winl0x64 22H2 + CWA 24.1.0.597

[HDX-58888]

« MREBAT SSLABXATREAREMN, BB - MTENBEFRRN. MREBhT BENBRER, WHEEE
E—RSHELEDNNZ — M EENBREFLCIENERE (REHLF) TR, MEFAFRARTERZIEFEE
ZRN AR, S804 Broker KIXEIMAIRIEIER, [HDX-52439],

o MREABRFESTIERILAESTIR, CAIRREE—MREPRE—NS5MEE, MAEERRERPEN
BWF B, [HDX-56344]

Delivery Controller

o MMEIEEDM MonitorData.ResourceUtilization RWEHIEE, [CVADHELP-22724]

o Lf&7E Windows 10 F /A VDA hr7s 2203 CU3 B, MIREZE T Rendezvous {32, VDA ZEEFA=
EBENX WCF i, [CVADHELP-24199]

Director

o HEESMERFREASZRERERIERE VDA R, AR ARONERINEREEH, [CVADHELP-23174]

37

o 3+F Windows 11 kigds 22H2, #E2iE+H#5h Windows Media Player §AR, RERMSANTHEEED, iR
RAE: %8 Settings (I8E) > System (£%4) > Multitasking (ZEE4038) > Snap windows (3#12E
A) > Show snap layouts when | drag a window to the top of my screen (HFEEOHENIRNRE
BN B RREE7EE) [HDX-42092]

o H&EM Citrix Virtual Apps and Desktops 2203 B, & EMMEZIMTEENSIENATREREIER.
[CVADHELP-23615]

R

« % Citrix Virtual Apps and Desktops Mhi4s 1912 LTSR CU3 #4k =l CU4 5% CUS hiias/a, VDA mI8ETEA
7£ Delivery Controller F5FM A RIFAREMIRZS, [CVADHELP-19834]

« CSEngine.exe 72 VDA LiH#EMNMTFEL 7, [CVADHELP-20908. CVADHELP-19916]
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Studio

o RE ‘25 FRENEEXEERTEREIMRIINRBEFNRE, BRFEN, AEEXEEREBS
B BRINERBE FRR I —MERAE, [GP-1569]

o EEEHREBER Citrix Studio 1 Web Studio i, &rIgE=8%]: R Citrix Studio )BT NBIERF
Xk, ERAEFRFIMERANBRER, ZEXHERRASHIE Web Studio #, [STUD-27526]

« 5/ Web Studio ¢Ji25 Azure WEHUERE, MREEZFMEENELEECIRRS K, RERET—
F, WElseSHMEIR, ERRILPIA, BRVENKERERE =7 cookie, [STUD-24463]

o Sfzi@d Citrix Studio 70 StoreFront BRSS Bt H G H DAL AR, BINERT, NABERBRER
“*”o
[CVADHELP-24862]

BAFTENARSS 28
FTED

o HEMER VDA BRZx 1912 CUS Flig1ERGikias 2012 R2 B, 47=8¢ Citrix UPS $TENAR S5 88 _ LAY B FITEN (R
BRY, HETRUTHIRER:
CCgpStream: :0Open: WaitForMultipleObjects time out. InternalUpcRemoteOpenSt
Failed to Open Stream. Abort Job.
[CVADHELP-22354]

o &7 Citrix Virtual Apps and Desktops r7s 2212 5% 2305 srvER UPS RZs 2212 5% 2305 #1 Windows
10 VDA B, 5 CUPS BITENHISBRUTHEE
Access Denied, cannot connect message
[CVADHELP-23644]

ERTRERIERERSZH VDA

« A Windows VDA BY, HEMBIEREIRISIEREN, PJESBIREMSIHIR, [HDX-59307]

o HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\GroupPolicyFM&mMTH SaveRsopToFile
. SaveRsopToMemory #1 SaveRsopToRegistry ErRIAELEER. [CVADHELP-23184]

+ ¥ VDA #4&ZIkR7s 2203 /5, Skype for Business M RZFEMBRBE T A EZ S TMMN, [CVADHELP-
21021]

CSEngine.exe £ VDA LEHENNERBEH T, [CVADHELP-19916]

+ Broker Agent Fri93E i< PELEITEMIEE DNS IP E2edE#H A, [CVADHELP-18952]
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o EESINT—IMHSITER /no_pending_reboot_check, ZEMAIp L EREHFARIZ AL
BB BN L ERTREMN Windows EREFERNENBohi&fE. [CVADHELP-21686]

- VDA EHEfE, WebSocketService.exe #8ETL2B50, [CVADHELP-24771]

o HE&MERA VDA hiiAs LTSR 2203 CU 4.1 B, VDA AJRERERIEF A S ZIERAEFER TG EH ERIUT
HEo

Error "StopCode: SYSTEM THREAD EXCEPTION NOT HANDLED": Tdica.sys

[CVADHELP-24891]

o HIEERATENN, AFRRIERMREEERK. [CVADHELP-23922]
« 72 ICA 2EEMEERE, F=AERFRNARFNIXEOTEsEmHNER S, [CVADHELP-24000]

o YOG MASHE T fRuE S BIFHAENLE] VDA LTSR 2203 19 Citrix 238, Wfshell.exe #iZalgExER
%, [CVADHELP-24146]

o LinfEA Windows 10 VDA hiz 2308 Bf, ctxappvservice.exe #IZAESH R, [CYADHELP-
24575]

« B\ LB LM Microsoft Visio & Visio M BRRFFHNABTEF AR RE LNEAREFTRSKK,.
[CVADHELP-23647]

« WebSocketService (HTML5 #siEE R WebSocker iRsZ) wliEshs R, [CVADHELP-23917]

o Yf&7E Windows 11 22h2 s/ Virtual Apps and Desktops 2203 LTSR. Citrix Workspace N ABiEF
2203 LTSR CU3 (2303 5% 2205) #1 VDA 2203 LTSR B, fUFEMERIBEF NN BEFSEIRMHI
EibRENHR, [CVADHELP-23878]

ERATFZRIRRERSH VDA

« WebSocketService.exe #1277 VDA LEENRFERAER ST, [CVADHELP-23870]
+ CSEngine.exe 7£ VDA LERMNNZFBE 7, [CVADHELP-19916]

+ Broker Agent st Sl BEIETHEMNE DNS IP BB E i+, [CVADHELP-18952]

« VDA &G, WebSocketService.exe #18ExL2B50, [CVADHELP-24771]

o Hf&fER VDA RR7s LTSR 2203 CU 4.1 Y, VDA AIReRERIEF BN IERRERNHITREREHZTRUT
HE.
Error "StopCode: SYSTEM THREAD EXCEPTION NOT HANDLED": Tdica.sys
[CVADHELP-24891]

+ Citrix Workspace M AEFHNEL#HIZEE L GHNBAEFSIEDIBI TR A ET AR H, [CVADHELP-
24225]

« 7£ Server 2019 VDA hg4s LTSR 2203 CU3 /1, WmiPrvSE. exe gii%. [CVADHELP-24436]
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o YOGS MASHE T RIE S FIFHHENEE] VDA LTSR 2203 19 Citrix 23&F#8f, Wfshell. exe #iZaJgExER
5t [CVADHELP-24146]

« ACR EfmiEizfE, LiRRSHIETAESAR. [CVADHELP-24364]

« 7£ Windows Server 2022 /1, MNREARFRIZERFARBRITBHLZRUE, WENBREFIRERAR
BIFSHES—MIBZA, BLEBXEBRAMEEIEIZMUE. [CVADHELP-24444]

« RE Session Idle time limit (21EF=RETEIRE]) B4, 18 Warning Idle Time Expired Message
(BEZHMEESHER) SHEERSHIE 2022 ##ER % VDA £ ICA =iEH, [CVADHELP-24646]

- B\ LB LM Microsoft Visio & Visio M BRRFHHARTEF AR EE LNEARFIESKK,.
[CVADHELP-23647]

Profile Management

+ Profile Management 2402 LTSR S22 T B X LR AP EFHN R IEE S,

Linux VDA

o Linux VDA 2402 LTSR SZi5tRfit 7T B XILhR A PRI EHH R KRGS

Session Recording

« Session Recording 2402 LTSR SCRE T AR ILARAPHEHRHEKEE.

Workspace Environment Management

+ Workspace Environment Management 2402 LTSR XS RE T B X bR A EHR M EEE B

Citrix Provisioning

« Citrix Provisioning 2402 LTSR 4Rt T B X IR AP EHERE B

K& 5 HRIERS

o BXEBMIIEARS 2402 LTSR R T B X ERADNERHNERER.
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B[]
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Citrix Virtual Apps and Desktops 7 2402 LTSR &4 L  FE AR

&

il

&

o MREMBBEBRTZE, NWERRRAGERM,
¢ UTESHRERTEMBRNESIMRIMBIBIRT %!

I3

i A .
=

AMRFEFRERSBERME, FTRFEEMEERERS, Citrix BAEREEEMRFIERCHATY
SEHIMRIBEEBS R, ERAEMRRIESRTBIENN, EREEMKRZE, BSOHITED.

ME BN BEFE, RBREEAT Windows 89 Citrix Workspace MBEFHITH “EEhdy XE, NA
BFERARERENE#THENRS2ET. [HDX-27504]

INREAEATF Windows 89 Citrix Workspace N AREFHEEEUBERHNNAREFE, ZNAEFEREE
= TR XEHRFNHIER. [HDX-27505]

YRAPEZFEEEN ERENASIERN, AEERETEAERET. RAGZER, EES—1 Ul xR, REX
BASHE, [HDX-21671]

EHITIRERSM Windows 10 BiIA4 2 Windows 11 /5, Citrix Desktop Service AJgeT5 B, Ef#
RIEEIRRR, EEFBEITEN. [HDX-58399]

73247 Windows Server 2022, Windows 10 Enterprise Z=3&# Windows 11 Enterprise ZFH %
EENAF, ELZRIE VDA NAIERFNIZE.,
RS ER, ERILLEE GPO & RDS 2iEEEIFRE), [HDX-47001]

INREUERRNIRETRARRRF, W5 FIDO2 XK “Windows 22" SHEEFR BT ICA RIFEOMN
A, RIBRERFARIRIT, R “Windows 2" MWIFEMFARAMNH#IZET, ERREE ICAXEFEORG
. [HDX-26794]

MRHIEATF 100 MB, MMEFFIFE ICA 2IENEMIREF MM TESEY. FZFHAEEHIXREF.,
[HDX-59028]

REQIEBTIARES, BiER%E Windows 10 8 Windows 11 Z&iFF &% VDA £, NTEIRR VDA,
VDA ZER@EIAF REHHBSITREN, [HDX-58915]
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« Windows 10 5f Windows 11 Z&IFRIER LR Z#F Windows RAER. Fib, ATFOIRERSMERE
RAPRRESARATH, m91TiEM /EnableRestore s /EnableRestoreCleanup #7288, HicR
Disabling System Restore is not currently supported on Windows 10/11 Multi Session OS
(Windows 10/11 22IFRFRALUAAZFHZERARFAER) HE. [HDX-58915]

o Citrix 3¢ Citrix £ THFIXHEME=ZF _#HFIXHHRTTER. XBHRE, RETHEIEH Citrix #17
BMHEIE. F=HHBIXHNREEMNE=ZSMEEANRAEER. WMRELRETENZH#FIXM, VDA AR
FREXLE T HEIX M, HARAHELE, ATERIRE, HHRITUTERE:

1. Bo#EIXHEEEATIIRP. REMTEXN ZH#FIXEFHITESR.
2. ENHERIBEY VDA HLEH VDA, XEMT 2T VDA R, HENAERHIRRE.

[HDX-62302]
o HEREBERT, HEEATF R P RITIEEN, BTITEEER IP iR, [HDX-62375]

o YEERENEEBEDERTERERN, NREFHREXASIEINETHR Windows 11, BRERS
AR A M. [HDX-62973]

R

o NREMERIREIRAR Citrix Virtual Apps and Desktops 7+4k%l 2311 5 2402 LTSR, MIIIRFHEIGE
PFELREIEE, REEEUBRIBERER, BETREXZPNBMBXBRATTENFAES, B2 CTX666304,
[GP-1671]

357

« WMREEE Theora E4EER 64 UMSIBEIEAERF BTN, SIEFTRES. [HDX-21443]

« ZEARNAR Skype AREFF, ZRRSIBIERITESANTIINEEEN. ATR2RE, XL
KRR G NTREMAEL, FIRERETRRR, B UZRGINIMERE, REERZMEREIIENR
/o [HDX-58807]

o Intel F;IFLE NVIDIA GPU £#9 H265 444 AlRe 2 SHREFRHIMMNF. WF5 Intel GPU XM=, H—
GBS AR TS AR LURBRIER/ N RE TR S FER. [PMCS-41084]

Machine Creation Services

o 7£ AWS E#EER VMware IRiEH, MNREEGERFA VIPM, NeIE MCS i+BHBERIERM, LRz men
% Citrix Virtual Apps and Desktops fg#s. &% VMware #, ESRIANZ . [PMCS-37603]

+ %% Delivery Controller i =M 2402 Z i FELE LTSR hixZdx (83EhR4s 2302, 2305, 2308, 2311) #
&%) 2402 LTSR B, SNRMK[MGHTTBO AL, VM LW BRIZETTREEEY, BXEHAES, ESH
CTX666299,
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FTED

o EEMNKETEFERITERSSITENAZIE “THER" RENITENEORET. B2, SBFAERE
FARFR2RFEY, BILUERIXLEITENN, LhialRAN7E Windows 10 itHl. BXFMER, SR CTX213540,
[HDX-5043. 335153]

o BRUMTENNEFTENXIEER QR AT RER S IEMITIZ, ILIRRIAR IR X B ZIAFTENHLAFTEN k. [HDX-12755]

« BRTS5B@EAITENARSS2AY SSLERY, AR TEHRIMSITENNPRRLEATEN R ATRES KW, FTENELL—
—PMHRERB R R & EXMER. [HDX-58316]

E=F IR
« Chrome X FT A, #EM£. FEM Web MEABEMKREAMN Ul Bahfk. BFLL Chrome jal@, Bzp
BB B RINGETIRE T ATEMITIZE £8 Chrome MBI, BRAEAR, BT chrome --force
-renderer-accessibility S#THMBXILEEET £, A chrome: //accessibility,

HABENE KA RERBAVHEINEE APl 215, b, RHhETENRBEFRE, AUER ——-force-
renderer-accessibility F*%#% Chrome, [HDX-20858]

« MREAESIFENLRET FSLogix 2201 HF1, ZBERDSENFIESEIRR, BRALLEE, HI%
FSLogix A& Zi#AIRR S, [HDX-46159]

Profile Management

+ Profile Management 2402 LTSR St T B X LR A PR EFRHIEEE B

Linux VDA

¢ Linux VDA 2402 LTSR X 5$Rfit T B X IR A PRI EHH R KRG B

Session Recording

+ Session Recording 2402 LTSR iRt 7T B X LR AHFHEHRHEAEE S,

Workspace Environment Management

« Workspace Environment Management 2402 LTSR X R T B X ILIRA PR EHRHEEKE S,

Citrix Provisioning

« Citrix Provisioning 2402 LTSR 2Rt 7 B X UILARAHFHEHRNAAEE S,
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Virtual Apps VM BA/NREFEHTMIERF TIFEAHEBTH, FI5M2 RAM, T HAES RAM WK EERF, BFE

¥#% RAM,

BXIFAES:

o Citrix Tech Zone & A X A/NATEKIER,

« Citrix Virtual Apps and Desktops $frZ5 28011 B4 i3 T 2 MIEBEEN L2 VAP S VM.

Microsoft Visual C++

% % Delivery Controller. Virtual Delivery Agent (VDA) 5@ RITENBR S 28 8Y, Citrix REBFSBMRE

Microsoft Visual C++2015-2022 sJB L1746,

o MRITENEEZEITERHNRMZS (130 2015-2019), Citrix RERZFETEHITAR.
o MRITENBEMRRARETF 2015, Citrix FHITRERMIRE,
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Delivery Controller

SRR RS

« Windows Server Core 2022

=K

AR

Windows Server 2022
Windows Server 2019 Standard Edition #1 Datacenter Edition, &&RSEZI0%ED
Windows Server 2016 Standard Edition #1 Datacenter Edition, B&IRS 8% INED

MEHKRZENET Framework 4.8 (EShRA), ZIEREEHHRE,
Windows PowerShell 3.0. 4.0 5 5.0,
Microsoft Visual C++2015-2019 sfB L1784+ 6,

WREBEIEE. BB ASICREIBENSMEIBRESIEN Microsoft SQL Server ia<il T :

SQL Server 2022 Express Edition. Standard Edition #1 Enterprise Edition.
SQL Server 2019 Express Edition. Standard Edition #1 Enterprise Edition,
SQL Server 2017 Express Edition. Standard Edition #1 Enterprise Edition.

- XNTFFHRE: BABERT, NMBERENEZEFNIE SQL Server i, Zit Controller ISR EHR
FREEH 16 89 SQL Server Express 2017,
- XFFEL, FE@AIE SQL Server Express lA# A= 4R

SQL Server 2016 SP2, Express Edition. Standard Edition #1 Enterprise Edition,

SR TFYISIRER AT ARG ZE (SQL Server Express BRoh, HARAXZFHRT ) ©

« SQL Server AlwaysOn ¥ st E¢ £ 52451
+ SQL Server AlwaysOn sl 144 (823E Basic aIFA%4)
« SQL Server $RELK

Controller 5 SQL Server i #kiEE 2 EMIEZEEE Windows Z{3 31k,

M ENEFERFET: Microsoft SQL Server Express LocalDB 2 7 #h & #1 48 77 34 17 i 3 #9 SQL Server
Express gk, ZAtENEEFTER: SQL Server Express LocalDB LMY SQL Server Express BIEfEIA ¢,

o 2%t Controller By, ¥%EHRINEH 15 B9 Microsoft SQL Server Express LocalDB 2019 L5t 4]

BENRE—EFH, (WRESHILSHIRERNZIIA SQL Server Express R&ERF, )

o 74 Controller BY, TEARIMBER Microsoft SQL Server Express LocalDB hiads, B XERERM D

12, {ESREE R SQL Server Express LocalDB.
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BEUIEERER:

IR

CTX114501 7T S0 2 #HE 2
PRV SR

A ENEF

m4& Studio

AR

o OLUERTERNEEEH S EEEM Citrix Virtual Apps and Desktops #8&: Web Studio (EF
Web) #1 Citrix Studio (BF Windows). &X{X#z=E Web Studio. &% Citrix Studio W8, &
27 Citrix Virtual Apps and Desktops 7 2212 s{E R RAFHIFRXE,

+ Web Studio 2—1METF Web MWEEZHIS , AFEEEMEERAH Citrix Virtual Apps and Desktops
BE, CEARERAFRMIZHT, BEL Citrix Studio (EF Windows HEEEFIE) MESEEE R,
BB R% % Web Studio,

SRR IER S

Windows Server Core 2022
Windows Server 2022
Windows Server 2019 Standard Edition #1 Datacenter Edition, &R EZI0ED

Windows Server 2016 Standard Edition #1 Datacenter Edition, B&IRSE 2% INET

Citrix Director

SFSHRIER S

ZK:

Windows Server Core 2022

Windows Server 2022

Windows Server 2019 Standard Edition #1 Datacenter Edition, ©&ARSS881%05EM
Windows Server 2016 Standard Edition #1 Datacenter Edition, ®&ARS881%03EM

INRHKZEE.NET Framework 4.8 (HEERA) , ZEREEHNRE,

Microsoft Internet Information Services (I1S) 7.0 #1 ASP.NET 2.0, #fR IS RESRAGLZETHINR
AERS, MBERLEIIE, RFBEREEN Windows Server @EN R, ARG, BREREZNME,

WAEE Microsoft NET Framework 2.0, #8E&EEL%E T Citrix Director B9+ &N LMEHAE,
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Citrix Profile Management:

« HfR Citrix Profile Management #1 Citrix Profile Management WMI #Ef =27 VDA (REEFHAIHT
A% TmE) Lk, FFA Citrix Profile Management Service IE#E1T, MZEE Director bR ELE X
HHES.

System Center Operations Manager (SCOM) R EXK:
+ System Center 2012 R2 Operations Manager
Z15&EE Director HH25:

« Internet Explorer 11, Internet Explorer AR BER. BEEARINARKLRILE AP Director, &%
Internet Explorer BY, #ZEINEBUERARNNZLSMNRBTMILE. MREBLEZNNE, BEETER
BINMIZE, BRI TR > Internet ;&1 > 5% > EBHIZRYIEAHITIRME.

+ Microsoft Edge,

» Firefox ESR (¥ B3z#hRAN) o

+ Chrome,

WEMBATESE Director WRERE2HIEN 1440 x 1024,

EATESIFIRERSM Virtual Delivery Agent (VDA)

SFBIRIER S

« Windows 11
o Windows 10 (XPR x64), HgiERZiFaEmiRas.

- BXhAELE, BESRMIRHRONXE CTX224843,
K
o WREKRZE.NET Framework 4.8 (SiFEShRA) , ZIERE BT,
« Microsoft Visual C++ 2015-2019 sJB A 1Tt E.,

Remote PC Access Ltk VDA (e EEREENAEYIE PC L), 1tk VDA 7 Windows 11 #1 Windows 10 £
ixmA Citrix Virtual Desktops Remote PC Access 89223515,

LI ZIRAEINEINEE (40 HDX MediaStream Windows Media &) EREZ % VDA 89 EH %% Microsoft
IRAEM, MRIZITENRREIEAERM, SHEEMRINEERAREBTAET. BENERE Citrix REEMITENF
BRI AER, BN, BPETEERIITEN. EAZHZLHN Windows ERIFRIERFIRA L, BERETE
HEMZE, TEBEBR. B2, N RATEEELESEEBXNEAR; EaILM Microsoft 3t 58 = A REUZ 4
BXFAGEE, BEREELE,

A% Linux VDA WER, iE2i05 Linux Virtual Delivery Agent £X&,
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E(FEARSEES VDI Thae, ATlE=SZEM Windows Server it&# LEAGSTREREERTF Windows B £iEie
ERZM VDA, BXIES, B8RS VDI,

Bz Windows 7 it8# L &% VDA MBS, ESRFHRAIIZIER S

EATEZSIFRIERSM Virtual Delivery Agent (VDA)

SRR IER S

+ Windows 11 ({x3#% Citrix Daa$)

« Windows 10 ({X[R x64; {Xz#¥ Citrix DaaS), HpiFmZiFaEmhkas,
« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

REREFFEDHEUTER, XEEREFTUTE Citrix ZENTF LA Support X4k

o WREKRZE.NET Framework 4.8 (SiFEShRA) , ZIEZRE BT,
« Microsoft Visual C++ 2015-2019 a]B A 1T {t+E.,

MREARREHBATERERSABRS, REEFRABNREHBA.

L2 IRAEMNEINEE (70 HDX MediaStream Windows Media EE#) ER7ERE VDA B9t EH L% Microsoft
IRAEA, MRZITENARREREAEM], SEEMRNEEEFREBTLIEAET, BEMERE Citrix REBEMITEN L
MipRE AR, BN, APRTAERILITEN. EAZEH Windows Server lpas £, @3RS R BRI REBRIE
EilThee, BXFAER, EBRAEERE,

SNR VDA EAFREFRAEG, XESREREFFEER:

+ Windows Media EEM
o« HTML5 #SAEE R
+ HDX RealTime MK BB EER

A% Linux VDA WI1E8, 1E205 Linux Virtual Delivery Agent X &,

B %7 Windows Server 2008 R2 i+H#l t R4 VDA E, BSEEBIRAHIZIERS

ENEIMEER

ZREUTEN/EPMEER (RFBIRFEFIL) . REM, WZELT major.minor iias, SIEXLEMRANETR. iR
X E CTX131239 BE HATRAES B LUK ISR BRI .
KETHRETREHAFEPME N T A HFE T AMA LHR 2. BXFMAER, HSHEXINEENIME,

Remote PC Access BiEiMIEEEIIREE M EE Microsoft System Center Configuration Manager 2012 k.
ZRFNEIM EEER
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XenServer (L #i#5A Citrix Hypervisor)

CTX131239 A YFIRAESR, UKkigmEMiEMmmiEE.

BXIFMER, 15818 XenServer EHMLIFE,

Microsoft System Center Virtual Machine Manager

BT LM EIZ 1R System Center Virtual Machine Manager kizsse#9E@ Hyper-V iz,
CTX131239 & YaiRAER, MUkisnEMinAmTEE.

BXiFMER, ESBH Microsoft System Center Virtual Machine Manager E#iftiF1E,
Nutanix Acropolis

CTX131239 B YFIRAER, UKkiEmEMEMAFEE,

BXEMER, 55HE Nutanix EPMEIFER,

VMware vSphere (vCenter + ESXi)

A%Z# vSphere vCenter “HHEER” ##F.

CTX131239 BEYFIRAER, UkismEMEmAFEE.

ﬁ;&ﬁimﬂz oY) ]ﬁ%lgﬂ VMware FE}U\'”SETiRO

SEFHNRBTEN:

Amazon Web Services (AWS)
BXER AWS FREEIMNAES, 15818 Amazon Web Services EilbIfE,

— s

Google =iHF &
BXEMER, E5 Google mimT A EMKIFEHM Google Cloud E# Citrix DaaS Ao

Microsoft Azure Resource Manager

B XA Microsoft Azure Resource Manager 2 EEIAHAE R, ES 1 Microsoft Azure Resource

Manager Bl {LIFIR,

Nutanix ZRI&FIREFBRSR

BXfEMA Nutanix ZHEEAREFBRAENER, H3F Nutanix =S FNHRRT 2o
VMware ZH &R RFHERT R

BXEA VMware ZHSENHBRAENER, 155 VMware S EUHERRRT 5o

BEMEBRRNLEENEER, FERUATEI

BEERANRTIIE, BXRANRFITIENES, BSRERRAINRERMARRN (TTU), BXRFMIF

MEER, BEERERIE .
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o XEFRIRIES|ISEEE Citrix DaaS Xt MNRE#HE Citrix DaaS =RHFMNABT=EN, MARMRAET L

- 7£ Citrix DaaS #, BEEREFA “TEEE", 7£4# Citrix Virtual Apps and Desktops &, 2R
E# Web Studio.

- R4EME=ME Citrix Daas #H—X%E#H, Ft, EaTaEs %M Citrix DaaS RN FE LN E AR
EHRRE A,

Active Directory 15843

LT Active Directory #A1isiThEER 3! :

« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008

HDX

=L

iEATF Windows 89 Citrix Workspace A& T Linux 13 # Citrix Workspace M AEFX#Z 7 ICA
# UDP =4,

EATF Windows 8 Citrix Workspace [ 127 3z 150l & kbR

B2 AR HDX thaeZIFMER, B* HDX zhaefn Citrix Workspace MBEFHIFMAER, BSRMEETIE,

HDX Windows Media {¢

LU TEFIHSZEF Windows Media ZFirARE. Windows Media EE@AAMIEET Windows Media Zig k55
Ihie: BATF Windows i Citrix Workspace 2 2R, ERF i0S # Citrix Workspace 2 F U KRERF
Linux &9 Citrix Workspace M BER.

217 Windows 8 i&#& LA Windows Media EFimEREX, &% Citrix Multimedia Redirector i&& 7 2kiA
1B ERFIER > 127 > BRIAER > 8BIIMEFSF, %3% Citrix Multimedia Redirector, AE®ERILZR
RBARINEFRERIIZFNBIAME. 1T GPU RIBERFEEA RS Compute Capability 1.1 iEEShABRL
# NVIDIA CUDA 19 GPU; &8 https://developer.nvidia.com/cuda/cuda-gpus.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 48


https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
https://developer.nvidia.com/cuda/cuda-gpus

Citrix Virtual Apps and Desktops 7 2402 LTSR

HDX 3D Pro

iEATF Windows 2IERIERFR VDA BESTRINEEFE GPU Bt
FRENFAEFRYIENSEMIAT R GPU BEiEgiEik GPU (VGPU) Th8E:

« GPU E@IhBErTB T

XenServer

Nutanix AHV

VMware vSphere #1 VMware ESX, IttBSEH#RAENEZERINZE (VDGA)

Windows Server 2016 8 Microsoft Hyper-V, #ihE#i& & 538 (Discrete Device Assignment,
DDA).

« VGPU $RHELITI0RE:

- XenServer
- Nutanix AHV
- VMware vSphere

&SR https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2402- ltsr/graphics/hdx-3d-pro.
Citrix BN ENHENMEMT: EL 4 GB RAM, 4 NdehEEZE/LA 2.3 GHz 952 CPU,
EfabiEeE (GPU):
« EfEF NVIDIA GRID API i#7T7 & (EIAZINE, L4 HDX 3D Pro 5 NVIDIA Virtual GPU (VGPU) #f#
has 13 B ShiAziF0FrE NVIDIA GRID GPU —#2FEA, E21d https://docs.nvidia.com/grid/ind

ex.html,
AXIENEM EEEFZFNEGNIEMTIR, 528 NVIDIA vGPU software (NVIDIA vGPU #4),

o HUEHROEFTEER Intel Xeon Processor E3 %5171 Intel Data Center GPU Flex &%z b ERZ 00
H, BXEFMEE, 5208 GPU Flex series (GPU Flex &%),

« AMD B mxGPU gE#AEsc#F AMD GPU, BXRZIFHVREMHRIFAER, F5H AMD i,
BRigE&:

 Citrix % %415 8 & 4k 288, AFREATEGZR, LLRAEREREHLMEAHRS, BEBRRAFARERN
GPU,

o Citrix BHBPIGEMENT: £ 4GB RAM, 1M BEHRE R 1.6 GHz XFESH CPU, ERBREMHE,
BIBWAPEEEVRE— 8 GB B9 RAM LUIR— M E#HEE R 3 GHz RFESZHIWZ CPU,

« SWFZEREIANA, Citrix BIERFIREPEEMNZ CPU,

o AHZRE Citrix Workspace R AEF.

BXEAMESR, F2E HDX 3D Pro &E# www.citrix.com/xenapp/3ds
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BERTENRRSS 23
BRTHRSBHEPHMIRSSBAMHAR, UpsClient Ara &1 VDA T2, UpsServer A REES AT
R8s L, EAPSIEFET Citrix BRITENIREIZFF TRAC AV EFTENH I B E XL TENAR S 88 o

LUTRER S 25 UpsServer A4

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

ZK:

+ Microsoft Visual C++2015-2019 AIE & 1T
« Microsoft .NET Framework 4.8 (SR{KERZ)

NTFERTZRIEFRFRAN VDA, TENMRERAENAR B HIIEERBAITENRSHZMAS VDA 8RB,
WEI AT &I W P imf AR SS SRR - R4 B
BXFAER, BESRINECITEN,

Hth

X35 Citrix FAERRSS 28 11.17.2 RESRA. GXFEAER, BEBRTF,
BEXEMARBENFMAES, BSR™ R
BXE#5M StoreFront ke, 15817 StoreFront RAZE K,

MR Citrix SRBE S R77HETE Active Directory Mkt SELBHIEEF, WEE Microsoft AKRIEEEEHIE
(GPMC), nR&yaZEE CitrixGroupPolicyManagement_x64.msi (530, X% Citrix Virtual
Apps and Desktops iz 0AFESITENL L), HEREITEN LSRR Visual Studio 2015 Runtime, Bxi¥4i{s
B, &ES8i# Microsoft 3%,

MREFEH GPMC 4iEiE GPO, EEES Delivery Controller MFrEIHHEN LS RARKEIEINEE (£ Windows
RSS2 EEEH),

&#FZMNIC

BIAERT, RELYFH VDA ISR REFERT Windows # Citrix Workspace R EF. BEXiF4ER, BS
FERTF Windows #9 Citrix Workspace B2,

BXIZMEESFNRERER, BESRAMNHERERFH,

LtkhR s Citrix Virtual Apps and Desktops Z/L%Z HDX RealTime Connector 2.9 LTSR, BXi¥4=8, &
%% HDX RealTime Optimization Pack 3z,

A %1% PowerShell frzs 3 & 5,
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June 27, 2024

Citrix Virtual Apps and Desktops REIMURRS R, FIFXLEAZR, T ol R HREE RS R E IS &M EE,

EHEIW. ZAER. FaTe,
Citrix Virtual Apps and Desktops siFHITIA Tig1E:
AP FIEENRERGENAEETNAEFNKH.

=
- BEEREENEHIEHREEEREXFIEIRENIHIR,
o EERAMBENEROEER NS,

Citrix Virtual Apps and Desktops £Z4—8i& R4 FlexCast Management Architecture (FMA). FMA &9

FERER T LOEE B NE S ERTELE TS MRZR Citrix Virtual Apps 5 Citrix Virtual Desktops.

THREFREEEAXNES.

KpAY

R Citrix Virtual Apps and Desktops HETEF, X EIEEEH,
HEERTHREEE Fh bR PHEBEHE,

. ) License
Studio Director Server
User devices f ¢ f f——
with Citrix
itri Delivery server
Workspace Citrix S
St F it VDAs
app Gateway orekron Controllers | ©
rl_
@} Desktop
VDAs

Firewall Firewall

Delivery Controller

Hypervisor or
cloud service

Delivery Controller it R OLEERAM. SN iERE— MR ZE 1 Delivery Controller, EOREEHIEF LA
H— P ARS e L. NIRRT SEMMATAM, ¥ Controller REEZMRSSR L. NRENBEPCIFENN SRR

EFSEMARS, Controller REBE¥SE#ITEE, LU
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s PRNBREFNRE

o SRAPHITEHIIENERAF AR

- RIEAFASHKREMNBERF ZERERE
o MICAPERE

o PEXEERNAE

Controller #9 Broker Service REEERNAFAMNERUE. AFAENRIERRURAFRRSREEMEZINE
FiFA#2R. Broker Service izfT PowerShell cmdlet #3&id TCP #%0 80 5 VDA £ Broker Agent i&fs. EF
AILAER TCP %0 443,

Monitor Service URERSEEIEH EE KRB E SEIEES, RS EA TCP %0 80 5 443,
kB Controller FREHEIBTFAETEI S EIRET,
Controller EBSEIRES, RIEEENESERESEHNELEEHE.

IR

FSMEREDFE— Microsoft SQL Server ##EE, AFEHEENSIERES. WHIEEFHEEAR Controller #9
RSP H EIBROMIR, EEURP OAREILEIERE, HBRILEIEES Controller BIirisERliEik,

R EA— M EEASEREEEN— N SNEERE, RABLT, XREMEESERSEFEREETHENUE, B
@A AT e # 1T E 2

Virtual Delivery Agent (VDA)

VDA ZEF ST EHRAPERANS MIETEVSHEMN L, XEHENIRENAEFREm. VDA FEitEEE
& Controller £, Controller #mAiFrmAFRRETCHIEENITENMNER. VDA BEXHEETENSHFIEE
ZIBAEE, VDA RIGE Citrix FHIEREXNBARSIETA, FNBASIERENER.

VDA i&i2 VDA 11y Broker Agent ¥ &iE(5 21545 Controller 19 Broker Service, 18 % MaMHURSESDRY
#iEM Broker {12, ©i&id TCP %0 80 5 Controller i&fs.

“VDA” —iEi@® AT RE 7 2R IENITE.

VDA AT AFRARIEMZRIE Windows RIERF, EATZRIE Windows B2IERZH VDA 215 %1 F R IEEE
ARS538. EATFERIE Windows RERFH VDA SR(XAF— M FEREISE. E8UERA Linux VDA,

Citrix StoreFront

StoreFront AR AR #HITEHEIE, HEEAFBRANKEMNNBEFNFE SATURERVVASE, £AF
A BB EAERHNESEMEZARER, StoreFront FRERAF NN BEFITH. RES X2 HUREMEE,
XEBTFHERFAES MREZBAE—EEER.,
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Citrix Workspace [ BiEF
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5% & HDX Plug-n-Play USB EEM%IFALL, HRASAMHERERL, HFERLEE WAN EZER TN,

Citrix Workspace Rz R#2 5 B /- o] LU@id i%4% Desktop Viewer £ XAMEIRERTIZE R ER R Z T XML
BENRBZRINTA. EEIEAFM HDX M RGN MSUEREINGERH TR, 5@ ER ICA HKIKI&E > USB i8&
HRERIGE THHRERIGERA USB I8&EEM.

HDX MR G EETERERAUTERGE GUAMELTHYERA).
s BRGREMEER

¢ BPRZRNEER
o ZRE=

NRMB RGN ZFEGRD, BRINERLT HDX SREREINRE S RAE GRS, BE4RDSANEREARES TG
R, ERHIRITIRMES, BEREMRIM HKCU\Software\Citrix\HdxRealTime #inLL T DWORD 5 RINE:
DeepCompress_ForceSWEncode=1,

ML REM TR

N FEAZFRS RENREBENRIE, ATUBES NERNIMESRENECM LR FIERT TCP R HIER
i (UDP) BIEAF & &SRS B/ ZEEHR ICAEE:

o TCP i - LAt RXEH. FEMHME
o UDP ¥ - &5 Framehawk ERiTigfh I

BN EMBERE —MIENMNSER, FEIEMERHTER. FJLUREERFERN TCP ROS D 3)iREXLE
&,

st F=%E7E Windows 10. Windows 8 #1 Windows 7 i+8#1 L& Virtual Delivery Agent (VDA), XiFZi@EH
EE. BEERATNNEEERNME, WRESIHOKEILEFRBENBEAMX MY (CGP) iHOE EMIETIMEIRA
2

YUEET ZRIFNEMIHON CGP imON, 4 XIFRSHE,

A .
= .

I

FERILIhEER, BRABFHR M, Citrix BIUEMEA Internet thilZ 2% (Internet Protocol Security,
IPsec) siftimE <2t (Transport Layer Security, TLS). {RZEIEZEZFHFZ T ICA B9 NetScaler Gateway
EHITIBERY, A TLS &k, ERSEIME LR, RNEZEFRA TLS WS mER.

BHESRERRERSRE, BEREERPRMUT Citrix RIKIKE (BXFAEER, BSRZMEEEKLE):
o ZIROISREE - IRBERBES NERRD ICABEREERD, HEEMBZMAER.

- 7£ “CGP default port priority” (CGP Rikim AL R) FIRAIEZEM TR RIMERT, KO
(2598) #HE “B" fkk.
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- RIEFEE “CGP portl” (CGP %A 1). “CGP port2” (CGP %M 2) #1 “CGP port3” (CGP %M
3) HRAEZ CGP ixO, HMREMNRONMER. 8 HOLIEHE—RINER.
¥ VDA EmBr B R ECE R A FE M TCP RE,

s ZRIUTBENIRE - WABRATREALISE, MREEHFRHEAEE SR ZHHEEN Citrix NetScaler
SD-WAN, NIEHREELIRE. MRBFEAE=7 MR NetScaler SD-WAN SLIFAREHARS RE, M
FoE It ERHE,

 ZRAFRE-RIANERATRERIISE,

EfESXERENKRIREY, BRUIUIHEBERIING.

BEEERNARFERIETNERBANES. MRBATLIINEE BHARE), WAIUEERATF Windows 89 Citrix
Workspace FAEFHERAEREIER > B Ul ERSEREIESE. @3 VDA IR EMRIGE, JUZRIESH
IhEEME P imiTHl, WIRBAT LI, FFMH UNIREBTEN, HESMRAFPNEREERREIESEMNRS. X
HAMER, BERNERF TR,

ZM VDA £RES =R P inizHl, FRITUTERE:

1. e RmiEse+, S48 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\TWI,
2. tliZ{&E5 DWORD #9#RIM SeamlessFlags, #HiEHi&E A 0x40000,

Unicode &35t

3F Windows Citrix Receiver Rt #&7F (Unicode), MRAFAEX ARG BINRSR/EERRE (FHER
83), METEFARY, BRMHAER. fii, AR 1 B tREHEMEEERNEE. AGHF 1 BRS[mREE
BAEE, BMERIRERFBHZEE, BE(UERTRAY, NMSEFFFHEEFER.

ER=ZA Unicode B /FH 4T

BUAERT, 7£ VDA i L2 A%IhEE. ERM%INGE, A7 VDA LEREMKRFmIES regedit KRB ZIAE. HNLL
TR R

KEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap

&#5: EnableKIMap

&1 DWORD

fE: 1

EZAIINEE, 5% EnableKIMap i&&75 0, &R CtxKiMap 1,
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B Unicode #E2HRBMEHAER

RINBERT, ERSBHEXRIFFE, Unicode BEFFMEG 2 BAEREEN Windows API LAEF NS
Unicode & RIS, —LEHBRRFIEEER. AT RIFRDTYE, BSRDEERNRB B UL XL R
BN AR, ARSI

HKEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap

Z#5: DisableWindowHook

3. DWORD

f&: 1

EFEAEEN Unicode EMmFMSS, &51% DisableWindowHook &% 0.

Citrix ICA E#liEE

June 28,2024

[~

e g==N
= .

AMRFEFLHESBERG, JRBEENRERERA. Citrix TERIEEIMRFEREHFLYSEE
HRRIERES 1S LURR, (EREMRRIBSFEIENIL, EREIMERZE, BSLETED.

ICA EHhEERMTA?

Citrix Workspace M B2 5 Citrix Virtual Apps and Desktops k5328 2 IB1HIA SRS ThEERNIE (5383 B 10 s i
7. EEE R Citrix Virtual Apps and Desktops ARS8 TIRiE i BAR RN EA K. RINEERT:

o B

« COM %O

o Wi

o B

« LPT %0

o $TENH

o BEEFR

o B HHEEXEMMEE
o 15

M EE S Y 2 REFTARZAY Citrix Virtual Apps and Desktops BRs328 LUK Citrix Workspace W BEFr=m—i2
£, LURHEEZINEE,
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Client Server
(PO OO0 OO0 O O OO OO OO0 O e -
’ T ) I H -
T e = e e e e T
y ¥ ¥ ¥ ¥ Virtual Channels L e b b )

Q Q

O g Q O
AEIEIEIE sll2lE]2] [
AeEIEIE AIEE B

=l = = =

ICA ICA

A EELETETE LI EEEETEEEEET F=

WinStation Dnver WinStation Driver

FProtocol Dnvers q----------------------------{ Protocol Drivers

Tranﬁp°lt Dri!'ttr S EAEEEPET PP PRI E L PR R Y Y T Trmﬁpaﬂ Drive[l

ICA Protocol

EINEER SRS SN AR HTEENEF HEIIREHIZFE AR, Citrix Virtual Apps and Desktops T &
ENEE, XEBNBESEEAYETAME=AHNEBEFERRENRGEFLXIASR (SDK) 2—8IZB SHEDE

B

EINBERMT —MHREMNAARERAEMHES. flN, EESEFHZEEREH Citrix Virtual Apps BRS3 28 LiEfT
N AREFRSFF IR RBENNAER.

TR, EHEESEMIREFEEN, SN EMIRIEFHBIRHE—TEENINGE. GLINERIEBIRIEFTNEN,
BLIEEER TN, EBNRBREFERTEMYAIET. BT Windows I{Eis (WmStation) NERENZRE
@B A LA 2 M FSESR S

U TINREB S TMRERZR TR VirtualDriver T RES:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration\
Advanced\Modules\ICA 3.0

14

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\ICA 3.0 (ERT 64 i)

o Thinwire3.0 (H%E)
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+ ClientDrive

+ ClentPrinterQueue
« ClentPrinterPort

o BIMEIR

+ ClientComm

« ClientAudio

« LicenseHandler (%)
o« TWI (%5)

. EHeR

« ICACTL (%)

« SSPI

« TwainRdr

« UserEXperience

. vd3d

=

AR

AILUEE AR RFE P — PSS MERBEBRENE P iRThE, F190, MREMFFE A IHEGR, S0k
iR EI AR,

IREEEFFEMRHDEFXHEREZBMNINEE. Citrix Virtual Apps K& i& B F Windows 9 Citrix
Workspace i FEFERXLEX M, EINRAISERE (AFRER) X, miE Windows BzigF (RiR)
e, Bi@A USB Eii@iE iR avi@m USB ko,

« vd3dn.dll -AFREHESEEMAD Direct3D EHiEE
« vdcamN.dIl - W& S35

+ vdcdm30n.dll -FF iRIREH2seRET

+ vdcom30N.dll - F/ % COM i Rkt

« vdcpm30N.dll -Z P imT ENALBR ST

« vdctln.dll -ICA &=5EE

+ vddvcOn.dll - s EHEE

+ vdeuemn.dll - RER PRSI

+ vdgusbn.dll -i@fm USB E#hi@iE

« vdkbhook.dll -#EBRBEE

« vdlfpn.dll -i@id UDP (flsnfzs) B9 Framehawk 2Ri&@E
o vdmmn.dll - Z#E%HF

« vdmrvc.dll -#z5h Receiver EibiEE

« vdmtchn.dll - Z2ftiE 1%

o vdscardn.dll -EBaEEXiF

+ vdsens.dll -2 EINEE

+ vdspl30n.dll -& s UPD

« vdsspin.dll -Kerberos
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vdtuin.dll -3 ZBEBFRE

+ vdtw30n.dll -E /% Thinwire
o vdtwin.dll -4

« vdtwn.dll -Twain

R EINBERRFREMX . Fi0, BILRESI7E wfica32.exe IRl

64 (IFRAM

iEATF Windows B Citrix Workspace MBIEZFRE 64 MIEBN. SAZHRIEN 32 N THFIXG—, XX
PG EE 64 (IRFEMRH:

+ brapi64.dll

+ confmgr.dll

« ctxlogging.dll
o ctxmui.dll

« icaconf.exe

« icaconfs.dll

« icafile.dll

« pnipcn64.dll
« pnsson.dll

« ssoncom.exe
+ ssonstub.dll
+ vdkbhooké64.dll

iBA USB @@

@A USB EINBE LI FERANIZE IR shiZF M EIEERsh#2F vdgusbn.dll:

+ ctxusbm.sys
o ctxusbr.sys

ICA EHEER TIFRIE

EEEUZMARIMNE. Shell GEATRSEM WiShell FIZAF IEu4M PicaShell) smE—LEil@EE, £
LR IEEE R Windows BRBIEE.

Shell mEKBINBERER, FHl90:

« EUEM
« Twain
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o BINLIR

o ZIRK

o TEDEHZ
. X

REBEFANRZRIUINE, Fa0:

o CtxDvcs.sys -BASEINEE

+ Icausbb.sys -i@/B USB EE R
+ Picadm.sys -&FixIxzhagasT
« Picaser.sys -COM O EE M
« Picapar.sys -LPT isAEE @

LT ARSS 23 um B B RE HhEiE

ctxgfx.exe ARFIFEMARRSBNSIERERHLEMEE, Ctxgfx RESHEEERERF (Icardd.
dll, i&MF RDSH, vdod.dll# vidd.dll, ERAFIfFiE) RENFEFERR,

33F XenDesktop 3D Pro #&, ¥ VDA £rItEN GPU 2% OEM EIFZIREIER. Ctxgfx % AERasiER
5 OEM B IREhiZF#1TR B

7%= Windows fREHIEE L LEE

7z Citrix Virtual Apps and Desktops 588 £, RFEEEFIER Windows IRS#HITHE. HEREERRIETH
ZINAEFMRSS LS PRIERM—IZIEN. WERSHRAIEE:

« Citrix Device Redirector Service

« Citrix Dynamic Virtual Channel Service

« Citrix End User Experience Monitoring Service

« Citrix Location and Sensor Virtual Channel Service
« Citrix MultiTouch EEAARS

« Citrix Print Manager Service

« Citrix Smartcard Service

« Citrix BSnEEMARS (R Citrix Virtual Desktops)

« Citrix ICA Status Channel Service

Citrix Virtual Apps LM ESEMEERER Windows BHiIRSIEERN.

RS %8, FRER P InEINEEERET WinStation IEshi2F Wdica.sys B, E&Fin, AET wfica32.exe #
A9FERZ WinStation a2 A% P inEINEE, tREERAT RINBER P it 5 RS 28 Z BiEE.
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Virtual Channel
Client/Server Connection

Client

Virual | WinStation
Drivar

Device

HEER B & A R PLEER R F i 5 AR S5 28 2 BV AR 3T,
1. FPimiEERl Citrix Virtual Apps and Desktops fRE88. FP B SHIFNENBENEBERARSES.
2. REVBHNAIEFE, RENEENDR, HEEFMERS5EEETXNEMESR.
3. BRIREDIREIEF MRS BIBN AEFEAUTRM A EEEHUE:

c MRBSBUBEFEERZINTARNHE, SEBIMNLZXINETR K. &P HERIIBEN,
WinStation Ixzpi2F M ICA R EINBESIERSEER, HIAKEEBAE P HENEIER.

s MREFIREMNRDIEFEERETIRSR[OOKIE, NETR WinStation IREHI2F1E18 1 L X H R,
RS ERIZWEILUER, MSHIA, BEEEPNEEN BREFRISE. TERERSSFEMNBENLAREFE
WEIEE.

4. YRSBVEMBENBREFTRE, BXABNBEHRRAIEDENER.

EREMEE SDK ¢2E8 S EIEE
AR

Citrix SDK 7 Citrix Developer [JF Mk https://developer.cloud.com Frigfi,
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fERESLEE SDK SIZEEEFTEFRMZNIR, EARLLGAIREEFIESRSHEZBNEEBERI. F0, W0
REBARFHRENRE BIEIEEMKN) €A, UESZERIH#HE—REER.

AR
o EINEE SDK EE WFAPI SDK 7 8E4R T BB AR SS 281,

« BF Citrix Virtual Apps and Desktops MR & 141858, HIIEEAIFE ICA SIEPFTH L EINEE,
BXREMER, BEHRINBERITIIRERIGE,

fEH ICA ZFimxt %R SDK SI2E 8 2N EINEE

5ERAEMiEE SDK AL, EA ICAEFIFNR (ICO) tIREINBEENE 5. B fEA CreateChannels 577
EFPeE— RN REER ICO,

BHE:

BT B8 Citrix Receiver for Windows 10.00 XE=hrads (M KiERATF Windows #9 Citrix Workspace R
2F) RBigmTEaM, EELE ICO ENEER R AHMITHINIS T,

REPAEBIER EBINAE

YHI&7E ICA 23FHERERT Windows B Citrix Workspace AR (XMAEERIE) B, Citrix 2 #H9A%
WEMBE LR BN A BT EMIMBRSPEREFIRNE—LEFEET,

UTREE R R AR ERR P LUERN A RETT:

o ZPiE COM imOmkst
o BPiGIRTHAS AT
o B URTENHBRSY
« EPim UPD

o RARAFPAHREM
- J@f USB

+ Kerberos

o BIERZH

o BRERxHE

. BEIRRERE

« Twain

HATERNERFE URES T RR ERITHES. BEENERFRER, HEAURIREFREHOES MM R
Mo ZRMEKIHINT:

o MEEMR
o X{HEH
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. &M USB BEMH

« Thinwire
BE:

FIAERT, HEEBRIEFIEITHEFIHRISEAIRST IR P inlE a2 R FEEE P iR E F iRk EhEs.

Citrix Virtual Desktops £i%5 Citrix Virtual Apps £iE 2 i8]/ EHINEE A B @ INAE

L1&7£ Citrix Virtual Desktops ARZ528 E#9 ICA 2iFHEMERTF Windows # Citrix Workspace AR (X
MAEBRIE) B, Citrix RENASEEINEESUKRERN A RIET.

Bk, 7£ Citrix Virtual Desktops fRE588 £, H—1i51T picaPassthruHook 19 VDA #5, ItiE#ER s
INRB2E CPS RE#BLEET, HEEFRHETHERNEBERE,

BAZR U TR R EINEE R EINEE

P

« ZFiR COM mOeegt

o B ImIXEHERIRET

o B IRFTENVIBREY

« 1BA USB (AMaEMZZIRRE)
o SIRIASTE

o BHRERSH

« SSON

o ERRERE

i

i

Z 2 ICA EiNEE

HBRERREEML. FRAMEMELESENEEANIT. AXEPSRIERFENREXIEH,

REMCE

ERMEMERIT A EINEE, TR SR XA RS,

B EINBEINRERIMIZASEY, BRI LU AN,

R EEE

REALIEIE 32 MEEE, 32 MEEFR 17 MRIAEBFHHEN.
o EINBERMBIKEASEL 7 MF.

s BIZNFRABEBHENME, EENFRHBELE, fif, CTXAUD X Citrix SREDEE,
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EPNBEREFR (HER) ASCI BFR5IH, 7 ICA NN —LRERAP, ENEERES. XLEHRFNERE
ASCIl & MEEDE, ELMEMES. FRNHENEEAHNENBERDNEF T UEREASIEEIEER AR
HEFFEM. VERHRFMA/NES ASCII F5F, HNECSHESEERN, BEERENHRAIE. S MHIENE
B, FIEXEE OEM #RiRFF CTX 7k, N Citrix A,

XER R SZHF -

REHNEE BAZRWERR?
=R S
HEBANBTEER &
CDM =
CEIP =
BIMEAR =
Continuum (MRVC) &
Control VC =
HTMLS #REE R (V1) =
BE. BAR z
EZ) S
NSAPVC S
$TEN =
SensVC £
Bhek =
Twain =
USBVC =
M USB VC B WAYCOM ig#& -K2M =
BRGNS ESS =
Windows Media E& M =

HIFEEIH

« ICA E#hi&iE SDK

+ Citrix Developer Network @i$ & fEf Citrix SDK MFrE R ARZRIICIZMNER, ELMEF, EaTLEKE
SDK. REMEBFBIAS., i BIZFMiEM LU SDK SUERIAEN R, thoh, i E3E Citrix Developer Network
B3z, ERIEREESE Citrix SDK #1718,
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Citrix Virtual Apps and Desktops A =

June 27, 2024

7 Citrix EPmIEN L TXH, RiE “WER” B387E Citrix Virtual Desktops &iE=riz1T#Y Citrix Virtual Apps
Rik. TERAT NS

r @) p

ﬁ
ICA Virtual Desktop Ny
— (Single or Multi-session VDA) (MU'ti-SESSiOF:IpVD A)
with Citrix Workspace App

Client Endpoint with 1
Citrix Workspace App 1+t Hop “ / Qﬂ Hop a)

ENRRFRR, SAPERITERIERERSL VDA (FFR VD) REKIERERSL VDA (MTAEAHMEE) L&
7789 Citrix Virtual Desktops B, ZEMEEEMAE—N K=, AP EEIEPEEGE, ATLUEs) Citrix Virtual
Apps &if. EXEMAE MR,

AU AR RSB ER B R 15 A, Citrix Virtual Desktops #0 Citrix Virtual Apps & A R EISLIAEIRM
BERMEB— T ERATA 7 E BRI UB YRR N A RFRE R,

P& Citrix Virtual Apps and Desktops kkas (83E Citrix Cloud iRS3) #BZHER o

FE—MRIBAERARERIER LS RIFRIERS VDA # Citrix Workspace R ABFHIZZRIIVIRA, B MERRMMN
ERZSIERIFRS VDA WRZFORE. BXRZFHRE, HSH~ @7 I5=NHE.

AT RGHEREMED, Citrix BIEASEEEAN VDA AERZER Citrix FF i,

HEE—TERESIRE=R 3k Citrix) EMKEBRARS Citrix Virtual Apps IEESERINIFEF, ZFHNREF
Citrix Virtual Apps ¥#i%, MREMEMSE=HRMWKEHEXRD, SFEFRRTF Citrix Workspace N AEF
FRAM. BHREEEMMRIEMNEE, Citrix JUEERNBERNRERAZ . FAREHRN—E7, FIEREL
FHE— = Citrix Virtual Desktops.

WEX =B HDX B9ERE 2B

BEELT, WRRFHNESNSIEREME—M, FRIF-RSB[INERFEIAENRR. FBORNBEERE Citrix
BEAFFIEENXKIE, Citrix BINEFWPAIEN HDX Thee#THIRNIR, LRRE P ARA%EES A ENIFIRE
=0
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B

EE—TRRMNE- MRS LEARABRIRE (EFMHD). €A HDX 3D Pro &Y, Citrix BNEZINFAZEER
MM RREFES — M IRRRESMIETT, HER VDA rTBRMER GPU HiR.

HEIRERREMBAAF AR, BIRE— MRS E - MRRZENIAIMER, XN FEFIRENEERNLEE

E41 473

RS2 (REH) SR BTNERNEFE T RRPRARE. FZMRSFRITUHEREET S — M ERR#

1TRERDAERRID, MMRSHREMEGRFEFNAE, SHANMMAS SR ATREREIZIE — MR,

USB ig & EEM

HDX BfE@RMMANEEMEN, AIXHFEM USBIRERE, BIEESMRRAERIEN, HERTRIFN
2%, LRBRELER. AXBANNENEEDRANFEAEE, BHSMER USB &%,

E£—MK= (VDI HELAHKME) BFIMRR (BINARER) SRR

B Bk wE (BFiRENZE). i3, USB
ARAEFME. TWAIN 9N MEER
B o

B B ERFMUERATBANIEE.
B Btk BAERALAT, BIHEINEES
EXFA AN BEAN R A ERRLHN
B
ek B AXHF
=

BT USB iXERFIN, BERRAEERES TR, EENEREAFERENNAREFERMSR. BRIV
REEEMNFAERI THTIRIEND, ZNAENRXRIRPLEEE,

IS

WX RRITEZIFA S HDX ThEeFThaE, BLITINEERRSH:
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s NRBRNBEER

o KRR

+ EATF Skype for Business #J RealTime Optimization Pack
» Microsoft Teams K1k

LERMNEE

June 27,2024
BEABHRITENBESBZAEESENE, UTHRIEIREPETNBENAS.

BB TEMIRAFSEE Citrix Virtual Apps and Desktops.

HE

BREERE, HAERMBLENES.

o 53 EE. 5RERAZENER. RABERMBIEES XNEENERMUE,
o REEEMBEREZOAMGINEERETL,

« 1XPRAN Active Directory &R,

« BXTARERF. TAMEONES.

RERZOA N

%% Delivery Controller. Web Studio. Citrix Director # Citrix {FRIIERRSS 25, AT LA % Citrix StoreFront,
BXFMER, BBRATEROEGRERGSTLE,

elfEaiy=y

REROAHHER Studio 5, RARRRELEIES,

ZE—15 %4 Virtual Delivery Agent (VDA)

#1517 Windows 2IERAMITEN LR VDA, EXME EREREEAIUTEN LREYT, ESR%E VDA FiE
S <iTRE, MREET Active Directory =3 VDA, R T RHIRIZ,

SHFRET Linux BERFRITEN, 1B Linux Virtual Delivery Agent Ey3g #1712 E.
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X3 F Remote PC Access ZE, EESENA PC LREEATFERIFRIERSAN VDA, IRRFE %L VDA BR
s, {EEAMIZA VDAWorkstationCoreSetup. exe RERFMMENEFHRHES % (ESD) Ak, (EE
ZEPNET ATHN VDA REERF,)

REAEAN

WMREMRA Citrix BAITENRS 2R, BELCHITINRS [/ LREERSB[BANG. BFEALRERZOAGHEARSTER

dx
%o

B AYF StoreFront ERAEMEMIIEET (170 SAML #iE), &% Citrix R B WIERS.
BERLAPEBEFAREE LITFIEAPKS, BRESVRESEHRES,
(71i%) 7 Citrix Virtual Apps and Desktops & &E % Citrix A,

« Citrix Provisioning @—1alL&AH, AT EI AR EMGHIEEI B Mg & R i+ 8.

« Citrix Gateway BR—HH RN AEFIHRRLMNBRS R, NEERRENAEFIERS N REEFNIRIETS,
MmHRIGIE R B FMEIEN R 2,

« Citrix SD-WAN 2—ERTF Mk WAN MEERIZE.

BIETENER

7 Studio HEIBIERSE, RARKSISERMLIEITEE IR,

BRPE S SYIESEMN (VM)o EIWIET UM MG IE. FERERIMERZFREMRSIRAE VM B, E5%7E
ZENEBIBR—NEREG, A, ELIZERN, BEEZMRE, eI VM HFEERERZRE,

ellfE SR

£ Web Studio FeIZE—MIENERGE, R4RK5ISETMEEZTEANTE,

RALAEEMPLE A P BT LA R)ERE B RP T EN AR A H XL B A RN BEF.

IENAEFA (FIE)

ERERMNAR, ERILERCENAREFH, IAERARMEZERE, SEXMAP— AR FEERNNAE
FRIZNAEFH,

BRIRH!

LEEMERT Windows 89 Citrix Workspace 2R 1912 ERARAE, RIERE—REEIFF. Lia@e
7£ Citrix Workspace R FBEFHIEH LTSR #1 CR FrREFEE.
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BXTENRITRENIZEMES, 55819 Citrix Workspace app for Windows / Citrix Receiver for Windows
Long Term Service Releases (3&AF Windows & Citrix Workspace [z B #25/i& A F Windows #9 Citrix
Receiver KHARRSEhRAS)

HEVARIR

June 27,2024

BIENSESAAEEE—ITENFRIR, EFRATENKF, JUERMITENHE RFEIBMER T TR
iR, flanasih Active Directory (AD) 3% Azure AD, Citrix Z3F7EA T Active Directory. IIAT Azure Active
Directory. MAT:E& Azure Active Directory i RIINEAITEN LT E EINN HEFEM S,

HENSHER

SFUTIHBEIRREE,

HENSMHER BiBA

2N AD FRIREEZH Active Directory Rl EEN, FaEc
BT EAEER 2 BRI EAARIR AN Active
Directory.

BIMNES Azure AD FRIRBEZH Active Directory HalEERY, #@iZ Azure

AD Connect 5 Azure AD R, TRECHIIHENRIIAZ
# Active Directory, +ENFEEIFMNES Azure
AD., ESAIMATES Azure AD 9 VM BY, Citrix
Virtual Apps and Desktops 3§ VM f1AMAT
Active Directory #9 VM,

XFNERE

THESMISRIIFNEENIFAES.

XFFREIEE
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Citrix Virtual

Apps and Citrix Citrix Citrix Citrix
HEHARIR Desktops Workspace StoreFront Gateway ks Gateway
21N AD = = = = =
A Azure S = = = =
AD
BMNES = = = = =
Azure AD
RIDAE = = S = &
T8 Workspace SIS HREIEF
Azure Active
Active Active Directory Citrix Bi&MN &1
HEHMRE  Directory Directory #<h# Okta SAML Gateway I3
BMAAD =2 = 2 s = = =
[SY//1DN = S ES £ = ES =
Azure AD
BMNEE = = = = = % =
Azure AD
RIONIE S = = = = = Z

B0 Active Directory

June 27,2024

TR DIEMBNAEEERA Active Directory, Active Directory /iy Kerberos Ehit4E AT RIiES Delivery
Controller BEMESMEMRZM. BX Kerberos BIiFMEE, ESH Microsoft xx#4.

AJER—XTH T ZEHMMEIIAER ). BERARKERE, EiEf2SH4AE Windows Server 2003 Zl Windows
Server 2012 R2 Eig1T, XA MIHINEESR o

ENELEEE

o BEUTHHEREE: BFWFMtENKFFERNERIFE— Active Directory #h, fFFIiHEA R
UFAETE—MPRNERERN. FraEzhsefa MMINEER s EX MR R E TS .
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o BEELUTHINIE: BPAFREN Active Directory MR EF = HI28M BN K Em AT E VLK FRER
Active Directory #f, 7ELLEHEH, GAEFIBNEMNKEITENKFIXAEELEAPKPRE, 7]
UEAMSERMIMNDIEE. FrBEThaeRAIFMMINEER R TEX LR ER B P ERIS BT H.

o BEUTHHENEE: Ei3SHR, EHIRITENKFFR7ER Active Directory R EF EMKEAIITE
P FITER — NS 21N Active Directory #h. 7ELLREBER, 7EizhIR it ENKFFIEMNENS EIASET
BAKPFrIERF B Z B EFENREEXR R, FIREER, QSEFRNENKEITEIKABREE
BHALTF “Windows 2000 ZH” THEERIHESLT. FIEMINEERRIBSE =R

o AIGEERER. FIFRIBTUIITHIR.

g%, Virtual Delivery Agent (VDA) aTLUERTE Active Directory Fk# (s B3R HE AT LUEMAvIEHIZE (RT).
RIS ENENTIERSTNAERS, HAITFAE VDA S5ixHIgs (I T4 Active Directory #eBSaI B, &
XIERMAENEE, BBRET Active Directory OU 895 I#1 CTX118976,

AR

BN B R/Z8eK Delivery Controller Bt EMZ IR X Ro

£ %+ Active Directory #IfiE =

EREZ MY Active Directory IFi5H, IIREEERMIWAEEE, NAJLIER DNS HRBHFHERBRITE
MERFEM. EAVFERE Active Directory AP RIZBITENIKF, BERIEHERMS. H2H Microsoft (i,
TREXIERSIFRES.

MREARIMZEECEETE DNS #4523, WAFEE DNS EiEFEE kA DNS X,

7% it Active Directory #1 NetBIOS 2 # 2 &4, R VDA #1 Controller i FARRM M, MNEE6IE
SupportMultipleForest FM&RM, EHAMUTESKEMERTAME VDA Delivery Controller:

JINCy

AMRFEFALRSHTEND, ARFEENMTERRERR, Citrix TEHRIEEEMRFESREAF LS
IMEYERREB IS R, EREMRFIESRTEIENG, EREIMRZE, BSLHITED.

#£ VDA Lk, #& E: HKEY_LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent\
SupportMultipleForest,

o Z#F: SupportMultipleForest
o A REG_DWORD
o ¥iR: Ox00000001 (1)

7£Fr & Delivery Controller £,B&:HKEY_LOCAL_MACHINE\Software\Citrix\DesktopServer
\SupportMultipleForest,

o &#: SupportMultipleForest
o A REG_DWORD
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o BB Ox00000001 (1)

913R DNS s &=iE) 5 Active Directory e =B RE, ErJaERHERR DNS EBEE,

RINT—ASEMERT, LB %RE VDA hRSEMBSE NTLM BHEIE, ZBHEIER Kerberos ©2, AILUERILL
SEMERTHEAE SupportMultipleForest FMERmM, EEMNUTATARES.

7£VDA E,B&8 :HKEY_LOCAL_MACHINE\Software\Policies\Citrix\VirtualDesktopAgent

o

o Z#F: SupportMultipleForestDdcLookup
o ZAI: REG_DWORD
o HIE: OX00000001 (1)

LESE AERIFE A S EAN R AT 2 PR E T NTLM MSMIIER N EEEZMIREHHIT DDC ik

MRILSHEACEEIINSBEE, WEECNE ListOfSIDs FMERM, R Active Directory NetBIOS 5 DNS
FQDN *[E, REMRE G480 B M Netbios &5 Active Directory FQDN RE, thEE 6l
ListOfSIDs FRM. ERMLIFMRR, EERUTER:

33F VDA, & EFEMERBM HKEY _LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent
\ListOfSIDs,

o ZFF: ListOfSIDs
o XA REG_SZ
o ¥R EHIBHNRSIFAF (SID). (SID 22857 Get-BrokerController cmdlet Byg&ER A, )

MREBIEINDEE, Xt VDA BELTER:

1. %8 Program Files\Citrix\Virtual Desktop Agent\brokeragent.exe.

config,
2. &Mz,
3. EXAFEFERER (FINiRE4d) PITHZX M
4. #FxXAE allowNtim="false" H¥xaEHH allowNtim="true",
5. RTFEXH,

AN ListOfSIDs EMERBFHHmIE brokeragent.exe.config xXtfzia, E#EH Citrix Desktop
Service AR FAFTHBYEERR,

TRIIN T TS ESEE:

EELR feite ) HERRA 345
R5F AlfEiE R =
R AfeiE ANE] 2
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EfE==S &tk A IR 7S 32 4%
51MER FEIfEE BRI AE I~
2 aIfEE BRI E =
REEH T afEE BRI E =
e AIfEEa IR fFiE BRI [E £

BXEZ Active Directory IFEIFE R, 158 CTX134971,

BEINES Azure Active Directory

June 27,2024

P =W

B 2023 £ 7 B2, Microsoft B¥ Azure Active Directory (Azure AD) Ed5%& 5 Microsoft Entra ID. 7
ARy, EEiRK Azure Active Directory. Azure AD g AAD FIRAEIEI$E Microsoft Entra ID,

f7T “Citrix DaaS R4ER” SO HFERMERSIN, AGENAT #A Citrix DaaS gIEMATREE Azure Active
Directory (HAAD) B RMER,

IINTES Azure AD B9+ EHERZ M AD fEAS P IIERHER. ELUBESEA DM AD RiEBA A, BR
F Azure AD T4 SSO 838, BEELHAF AP E Azure AD,

AR

BB HEMEMNEE S HEMEMIITIFMANT RS Azure AD B9 VM,

X

VDA %8 BxiF (NREE) HEZBRIE (ZARFNSE)
VDA fR7: 2212 SiE SR

FEZZEA . Machine Creation Services (MCS), 3SR
HECHREY: TR

- HEFA: AR EEEFX RS

PR

o WNRMEA Citrix K& BB IIERS (FAS), ERBRIEEMDIANM AD i3k Azure AD, EXMIERT, BiNE
BET Azure AD IEBMEMHRIE, UWBEEAFERNERERFME (PRT), MMEFEREPESERE
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Azure AD &R, &N, PRT ¥R, # B SSO 2| Azure AD FRERNEER. A% Citrix X& 1%
JERRSS (FAS) 5230 Azure AD # %R (SSO) FIMA TESIEEM VDA ER, BRI TESEHN VDA,

o QIEHEMITENERE, B7PGIMEER T, NMEEEBLIMEES T, BRMRE VM RMA Azure
AD & RINES Azure AD,

EAREM

« BIEMATRE Azure Active Directory itEHEZBEMREHH Write userCertificate iR, 7
BIZEREAE, FHRERBARTZIRNEE RN ERE.

e MANR®S Azure AD i3 #2 | Citrix # T BB, BEEZ % £ VM F 2 A Windows % &l &9
autoWorkplaceJdoin, W1 FFAT. REVDARAE 212 K EEREAZTERTFHNER
autoWorkplaceJoin MES,

1. 57 gpedit.msc,
2. SMERTENEE > EEER > Windows A > & &3,
3. BRIMAZEPIHENERARERENEER,

« ERIRBITENSHE, EERRENS Azure AD BFHIAR LN (OU),

o S¥FEF Windows 11 22H2 9 VM, E7EE VM FREIE—MitRIES, A SYSTEM tkFIERFBTHETH
TUTE<2. RA VDA M 2212 NERIRAA FERITRIEE VM RRHESHES.

$VirtualDesktopKeyPath = 'HKLM:\Software\AzureAD\VirtualDesktop'

$WorkplaceJoinKeyPath = '"HKLM:\SOFTWARE\Policies\Microsoft)\
Windows\WorkplaceJoin'

SMaxCount = 60

for ($count = 1; Scount -le $MaxCount; Scount++)

{

if ((Test-Path -Path $VirtualDesktopKeyPath) -eq S$Strue)
{

Sprovider = (Get-Item -Path $VirtualDesktopKeyPath).GetValue(
"Provider", S$null)

if ($provider -eq 'Citrix')

{

break;

if (Sprovider -eq 1)
{

Set-ItemProperty -Path S$VirtualDesktopKeyPath -Name "
Provider" -Value "Citrix" -Force
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Set-ItemProperty -Path SWorkplaceJoinKeyPath -Name "
autoWorkplaceJoin" -Value 1 -Force

Start-Sleep 5

dsregemd /join

break

Start-Sleep 1
+

<!--NeedCopy-->

TR

BXOEMANTES Azure Active Directory (WE RIVFHE R, BEBRIEMANTES Azure Active Directory
NER.

HEERE

June 27,2024

EEE Citrix Virtual Apps and Desktops, iBREUTAG. idBEARABAERNEF ZHNBEFNSHE
HOER,

o — g% Delivery Controller

« Citrix Director

« Citrix StoreFront

o Citrix Fe[iEARS 28

« —Z 4 Citrix Virtual Delivery Agent (VDA)

o ENEAMMEAR, B0, BRATHRSESE. KESHRIERSTMBMRSERHESR

ST FERIBA MBI AP, BREHEE—MHINAM, FIa0 Citrix Gateway, BXBE, ES Citrix Virtual
Apps and Desktops 5 Citrix Gateway &5k

AR
HRIRS SBRERSEN TIERER SR HE LT Microsoft h&&4:

« Microsoft &£ %l 1 Microsoft Software Shadow Copy Provider fRSIEEin T, BXiFAE
B, BEBIREFENRS.
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« MS-Defender A4 7imF 4.18.2105.5, HXi¥4=8, 1527 Microsoft Defender Antivirus
security intelligence and product updates (Microsoft Defender fhiEE RSB EEM=REH) o

MREHEEhaE Windows Server Tefa%, EECE Microsoft RDS #FAIFARSS 280

BILAER & 1ISO HM TR~ RRREFBBETSAGNKRAR, FJUEAMIIAN VDA Z&REFHKLE VDA, Citrix T
A= ERMIRTIE VDA REREF, FIANREEFHRHELRAEMNGLTED. BERRERER.

= ISO B & AT Active Directory s, ARIMIBRITEN AR VDA BRGIBIA, thr] LU RIARERE
Machine Creation Services (MCS) #0 Citrix Provisioning (L #i#5# Provisioning Services) ER#&, &
XEMER, BERAEAMZAEZE VDA,

REZAMBEEENGER

o WAEEA: ILEEIREFRREAN,

o T2 HRIEHEBEIFER,

o BHEA: ELhRAR I RERBERIRIE,

o BIEE: TRASKBUBENEXERURIMNME S XLHIEE, ERE Controller ig#29, aTl%%# SQL
Server Express LB FIh R 8RR, AEBIEIBERERHRERER VAN 2 G012k ER,

« Remote PC Access: SIREEIEB—MLEM AP B LURZ R EEDAERYIETHIFR,

o EENTR. MREECRAEUNEREFFEMRS ANBEFMKEITERNE VM. (REZOAKZE)
I LATE BB A EC B B —MEE, BEERITIZIRIEZ AIRERY & B B EIMEITIR,

+ Microsoft System Center Configuration Manager: fR&EEEA ConfigMgr REEI N AEZFMKE
BinE, HENREZREFBEMREENEES Remote PC Access &5,

s NERENERE: NRTCHERENRIFAIE, NaLSIEIAT=NENEE. EXRENREFTIENESR,
BEBRIEENIRESIT. BRABTENNERURLEERNER, ESH CTX270373,

AHNREMNE
BFEBEAAERTBIBNTAE. BRIERFNRE, HEAGSBHRE, BRIESHFHHA. 1ESH Citrix StoreFront
# Citrix FRINEARS 8B XH, TREXFTaMy&EFRMTt.
TR O A RETER RS BT RRS 8 Lo
o E— MRS B LLREFRBZOAFMERTIHE, Wit BEEFERE,

o ATHRBERRYT R, BEERETANRSE EREAM, FI, § Studio REEFFEFRET Controller
BARSSBEMITEN L, EMAIUEEERER,

o WFARSHEFE, BWNERIRAIRS B ELEZ LA,
B EE Citrix WrlHERS|/MITAIE, ARBEHEMIRS SR EREHMA N,

« E1EARs528 CoreOS (4N Delivery Controller) FRESIZIFMNAMN, BAEATLIT. ZRERALER
RIEERRE, HAlt, BEEMUIBERE Studio MEMT AR, AEKHEIER Controller RS2,
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FILUTEF—BR %588 L =% Delivery Controller fli@ B F 2 R IFRIER LM VDA, BihRERF HiERE Delivery
Controller (UREHLBAEMMITEN ERENERMEMZOAN) . RAEEBRBHRERFHEFERTLRITRME
%41 Virtual Delivery Agent.

HBREMEERAEABRNEN.
BRFIEITENEERSNRZN M, RIPITENZERNERER Kerberos BRIZMERE S,

£ XenServer i, EIANBPBEFERSTESETRARM, EMEE LESEMITNL, BRI, BREEMER
M HostTime EUERSEHMWERES

HKEY_LOCAL_MACHINE\Software\Citrix\XenTools\HostTime="Local"

HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\XenTools\HostTime="
Local"

'

BAMEHR HostTime="UTC", BittEEekH UTC LISMSME, I, Local. EXERMERS ENH
BYEIEE

CTX216252 it 7iEMAF Windows 10 #iFHBENMRKIES.
TR REHERNE:

« JE/7E Active Directory &= 528 E & EAIA M,
o A #51E SQL Server Bi&E L% 5 SQL Server IREREFMNT 2 ER%E Controller, W XL #FHEEBIT
Hyper-V YRS 38 L&,

INREZRTE = MARARZHFH Windows RIERZHREH ALK VDA, NEBR—FKHER, ESESH—RENE
BRI X &,

#2FRE#1 Active Directory &k

BB IEEREAGEITEN LRI AR A EER,
EfEAMIM VDA REERF, “PRA T EENRIERUERRSFNIET.

BEFRREZABE Active Directory i,

o RHGERFIHT ZLHFM Active Directory Thagfkl. MANT Active Directory FE&#4HES.,
o BREDE—NETT Active Directory 1BARS HIZIEHIES,

o JEMTEEITHIS8 EZ i E A Citrix Virtual Apps and Desktops A,

« 1£ Studio FIEEALR LM B FRES, EMERERT (/)o

AT &% Citrix LIRSS 28 Windows AP IKF 2 BaiRBAEREB T2 NREER,
BXREFEMER:
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o RERSMHE
o ZREE
+ B Active Directory BZ&# Microsoft 244

ZERES. FEFTMRENE
EREEMAFIERR

o MEEF RN RLESNFAS Delivery Controller. Studio. Lixense Ags3885% Director B, R Citrix £
EREFRNENTEN EriREN Windows BEfFEmhER, NLRERFEELEHRHERRENE 9. RAS
RTEENRBEITEN.

XAZ Citrix SBRIHITNEN B, XBHFZAETEN LZETHEMAGNSH. MRREXMER, 17
BEMBNTEN, RAREREE Citrix REREF.

FRGSTREN, JMUEBZERSPESE /no_pending_reboot_check EWkEILIOEERENE
=

« BE, MRAHBELERN, REEFIECNAFENHECI]. FEL0EFRHURERENBHNITEN.

o ERER. KEPENMRZETEEENRE, IS TWRIEEE BB Hli0, AL A, BRMHERE
HIE—RRo

o MRAHRMINEE, REFELEHET—FERER. AWRENAHRERE. FTREEEMZTEEN.

o ERE (SHFALK) AHE, 2BEUE Citrix Analytics, RIAMERT, REFTMREN, XEHIESEMLHT
Citrixo Lboh, fEREAHE, EBHEM Citrix EPAKRSEITR (CEIP), X& FHERHKIE,

m

REIEF, EIEFLUEERSS WERFHIPASEHRRIZEE SR EAM Citrix AR, BXXLETRINGE
8, B8 Citrix Insight Services,

o ERE (FFALE) Studio Y, £EFIUE Google Analytics GHEMELH), =% Studio &, TTERE
&M HKLM\ Software\Citrix\DesktopStudio\GAEnabled BXItigE, & 1 BB
S£MEH, 0 FRHKENLEH,

o MR VDA REKXK, MSI Hirss @ik MSI BE (2RHIIVHEIRAE). MREEMAR, ZothiEaE
W—R CTX X&E, ZOMBREWERSXKWERABNER KE. XEHIEESTE CEIP WENHEMEIEF. 10
R&7E CEIP RERIM, MUksEr MSI D s 8iEAR B LiXE Citrix.

£R% VDA 312+

o 2% VDA BHEMHHERT Windows 89 Citrix Workspace R BIERE, BENERTARE, ERENHEFP AL
M Citrix Web shsn TEHRE (WKFAEK) EAT Windows B9 Citrix Workspace i Ai2FEMEf Citrix
Workspace M2, Ittsh, WAl StoreFront ARs388 LR XL Citrix Workspace MAEF. &
27 StoreFront 3xi%,
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- WFUER Microsoft TENVE A RBIRFRS, NRRMT RS, WFERHLRE VDA,

o RZHEZEFH Windows iiZA#BEKTH R Microsoft A&, MBHEVEEEAEERM (FIa0 N hR4s) ,
SHSRANEER AR EH BLIEET.

- Windows Media &M
- HTMLS5 #SnEE M
- HDX RealTime MK EGHNEER

A UERERGEMERIAZES, REXILE VDA REHEUEENRBE. ERFAARS, ERNEEEED
Btt, TS iTH, TER /no_mediafoundation_ack EHHIAZERE,

« REVDAR, RAEEMIZRNERLRBFIMAMAF A, FERTEERFERAN VDA £, I1HA
iEMATF RDP &, TEMATSRIERIERSAH VDA £, AGERT ICA 1 RDP E#,

« VDA %EBEME Controller it gE#ITIE S, BN T ER I RIE, Ea]LUIERE VDA BHEE Controller
ik, HAEMGIERE. HEiE, HIEEZMIL, BXFAEE, F5H VDA Tt

VDA Supportability Tools

S VDA RERFEHEE—"IXFHE MSI, HEPEEATFEE VDA M Citrix TR, FINBFEETRR
MEZERE, ZVDAREBEFERAENWMASHTTE LEAHZAL MSI WRE, EaLiTH, FTLUET
/exclude "Citrix Supportability Tools'" #HZRARE,

BIABERT, ITX#EM MSI 2% % c:\Program Files (x86)\Citrix\Supportability
Too'ls\ A, AILTE VDA REEFEFAENAG IR LBRIME, Wali@Ed /installdir sefTEms
TEX, Fick, FERUBESENFIEEREN VDA AHENME, MAUNERTZFETENME,

AISZRE MSI PRy SET T A

« Citrix Health Assistant: Bx¥4E8, 555 CTX207624,
o VDA BELRIER: BXIFHAEER, 155/ CTX209255,

NREZE VDARKRREXLETR, CIX XETRRBEAEM YA TRIENEE,

E%R% VDA Z eI iEREHELH

VDA LELERNFBREMBHITEN. RNERT=EHENBL.
¥ VDA AREIRA 7.17 (RZZFHFNEBRE) , ARIEFRERSDH. IREFEER,
AT RE/MDLE VDA SEFRENERBEIRE:

o BEENEFARE VDA ZrIRESTFM.NET Framework R,
o 3FF Windows ZLIERERSITEN, EERE VDA ZiiziEH =R RDS ARRS.

NREKRERE VDA Z I REF LM FIN
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s MREFERAEFEARBREASSITEOERER /noreboot &M, HENAERENETNERBMEHB.
o MREFEAHGTEROHER /noreboot &M, NHABHERIBENERIE,

FH4 VDA hinsBY, FAHRHRBIZEMBE. HIRIFREERR,

REFFHREVEER
AR
LB ER TR KIEMZ21E VDA,

MRBATE VDA REFARKY, HEBAT “UEIZER That, HBENRKEROZRESARFRZARENER
£O

MRZE VDA REFARKM, HEBRT “SERER" ThEE, HEARNRE R LEH AR B2 mIHRITIED,.
ERAT ILINEENER THERITRESIE VDA REIALN, REBFIAFIOKGREIALZFIIE—RGEE

o IR VDA RESARLNM, HEHFEREIFIER SRS, %temp%/Citrix XX EEHEFEUREXE
RESEAME R

ERRATRINENERTHERITEZRIE VDA REFHEN, REEBFIEFAREIMREFALRZFIE—
RS2 &EM. MR VDA RERARKY, HENKHEREIEMDRE, %temp%/Citrix XHEEEBERS
URBXEERHNEMER. SIERSEZFVHNEIRTFAREMHANURBRSHBAIANERE, SHFHEE
C:\WindowsImageBackup\servername .,

RINERT, LIhER FERARE.

MR RIBAILIhEE, EMFEEEEE GPOi&E (Computer Configuration > Administrative
Templates > System > System Restore)ZBRRAKATR,

=z

AR

It GPO igEFERFIERZ21E VDA,

BEEREFARERIERNZRIE VDA EELIIEE, BRITUTIRE:

« £/ VDA REEFHNERRE(GINFER Autostart St I AR E L ERBIEIM XenDesktopVDASetup
.exe &%) B, EHHEETIE LA Enable automatic restore if update fails (1R E KK, NER
HohifR) Si%iE,

MRBE/FARRINTEN, WAERERR/&H, B2RE,

o FAMSITIEN /enablerestore s /enablerestorecleanup #EMisiT VDA LE2F.

- MREA /enablerestorecleanup &M, HERE/ARBINTTRE, W BEHHERERS/RS
BEMD.

- MBEFEA /enablerestore &M, HFEARE/ARMINTH, WAREBTERS, E2RE,
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fEMAF=m ISO RRENFTE~mRERRF, ELL:
o RE. FEHIMRZOAL: Delivery Controller. Studio. Director FiFATIEARSS 28,
o REFF4 StoreFront,
o REFAREATREIIERNSIIFRIERLM Windows VDA,
o EEMITENARS 28 L REBAITENARS 2 UpsServer A%,
o RERS I MRS
+ %3 Session Recording,
« &% Workspace Environment Management,
AR

Workspace Environment Management Agent REREFERAML,. ©IUREESARZ,

ENZRERERFHN—TBEPZEREE (B, BT Web HE), HERRES-RREREFNGLTIED. BX¥4A
|:|1_4, 'lﬁéjlﬂﬂﬁagg VDl

ThirHy VDA REEF

Citrix THUE LRHIRIH VDA REREF. (ENFREMFRETENTFIRIG) MK VDA REEFIT/NF B~
m 1SO. ENTAUEREMMIEN LA T EE:

o GERKMEFREHNBTRES X (ESD) HiEta
- EEYIEITEN
« BRRBENAE

ZIABERT, EfEEIR VDA X HWREE Temp XHX, REZE Temp X4 FEHITEN EAEE S8
BETEARE-RREEFNAMEN#EETE, B2, BEE Temp XHENXHERERERESBoIEMR. HE,
AILER /extract ;< 543182,

BE=MM1s) VDA RERZFETH,

VDAServerSetup.exe:

REEATERERERRN VDA, EXFHREFaREEFERNMEERTERIERIERLN VDA ETL,
VDAWorkstationSetup.exe:

ZREATESIERFRAN VDA, EXH BT RREEFERNAEERTREXIEIRIERSLH VDA I,
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VDAWorkstationCoreSetup.exe:

=% Remote PC Access ZZET izl VDI ZEM LT INER TR XIFRIERSLM VDA, Remote PC Access FH
IEITEN. %0 VDl REZBFREMERN VM, FLEEHED, ©ERLE VDA EEMENZORS. Att, ER%HF
SR REEREFS VDAWorkstationSetup. exe RERFEBIER PN —E D,

EREEFARERE S AT LU THAVAMF:

» App-Vs

+ Profile Management, 3 Citrix Profile Management HipR7E R4 2> SM&# M Citrix Director 2 RARZ.
BXFMER, ESHE%TE VDA

« Machine Identity Service.

« Citrix Supportability Tools.

« Citrix Files for Windows,

« Citrix Files for Outlook,

VDAWorkstationCoreSetup.exe RERFEALRERBEERT Windows 1 Citrix Workspace 2
o

A VDAWorkstationCoreSetup.exe HEFEARER™®K VDAWorkstationSetup &%
FREBRIEIRIERS VDA, #HAH:

- EEFREY: EEFFERE LN “Remote PC Access” I,
o EHSITEOS: F5E /remotepc EM,
o EHSITRED: I8E /components vda i EFIHFREEMMIMAERFFE /exclude ER,

B MTE U EIBI TR B RR R R L B A /ThEE, ZIRFEEREBREMBR AL,

VDAWorkstationCoreSetup.exe REEFSEMTENRBABTEE W MSI, ttBEIREEHTF VDA
2003 KZZIFHERRA,

Citrix L3R EIARE

LHEBPE Citrix REMLIEMAZ Microsoft BB S HBERRELER,

» 0=Success

« 1=Failed

« 2 =PartialSuccess

« 3 =PartialSuccessAndRebootNeeded
« 4 =FailureAndRebootNeeded

+ 5=UserCanceled

6 = MissingCommandLineArgument
7 = NewerVersionFound

+ 8 =SuccessRebootNeeded
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+ 9=FileLockReboot

« 10=Aborted

« 11 ="FailedMedia

« 12 = FailedLicense

« 13=FailedPrecheck

+ 14 = AbortedPendingRebootCheck
« -1 =Exit

N, M Microsoft System Center Configuration Manager ST AR, MREREATEZRENE 3, WED
I3 1T89 VDA REFTRER M, 72 VDA RERFFHFLIRMNENBMY (FI90, RS L% % RDS &R
HE), FARSRERMER. REERETHASEIMEEAN, HAEREEENBDIITENG, F75iA% VDA
ZERMS.

s, ZEIL7E CMD BilAs GE[E] Microsoft ;SRHHMHE) AITEERRE, ;&R Configuration Manager &+
iR) AR

e E&ATF Windows Server TEf & Microsoft RDS i eJiFARSS 28

b= STE3 (T Windows Server TEfa# (5130 Windows 2016) Bifia) Windows Server imi2&iEheE, XiBE
EERERERSEF AR ANE (RDS CAL). VDA %EEMBELR RDS #FaIEARSS 28 LI3ER RDS CAL, REHE
SEFAIERRS 28, BXIFMMER, BB Microsoft M HE 2 R EARS Al RS 25, X FHELRIERRINE, EaTl
M Microsoft {2 #trIZE R,

Wik A%, S LGLIARS M ARS8 B, ATLTERME LAY RDS % AP E B F AHERS SIS AP ER,
EETLUER Microsoft AR BREIFAIIRS8[. AXFMAER, 1557 Microsoft XX#ERE A imihiaiF a3k
(CAL) #5] RDS ZE,

EEAAKRKISERE RDS FrHERSS 2R, BHITUUTRE:

1. EAATEN L RERREERSFAIERS SR, TENMSTRLRIA, Citrix F=mIEfRESMEES Rt T
AEARSS 28

2. fEM Microsoft 4AXRBSIEE Y AlIEARSS 28 AEAN S A P i aiE . BXIF4ER, B55 Microsoft x4 RD
SIEENRS BB TR EITF AR

Windows 10 T e HEEE YA Windows 10 IFIESE. FHITEBIERIE Microsoft Sx4s:#5E Windows 10
TESAH,
EZER

BAREENEEIGERBMUE, ERITUTERE:

« AWS =8
« XenServer EiNLIFE
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+ Google Cloud 1%

+ Microsoft Azure Resource Manager =¥fi%

+ Microsoft System Center Configuration Manager %

+ Microsoft System Center Virtual Machine Manager E#A L FiE
+ Nutanix E#MLIRE

 Nutanix =RI&ERFRRRSEE

« VMware EilLIFIE

« VMware M &R INHRRRG R

AWS =ifiR

June 27,2024

IXEIESEEMIRE AWS kP 1EREE S Citrix Virtual Apps and Desktops &&FREBEMENISE. TR
UBEEIEENANGE, FEEATATERRES N AMKEEENIAREMTE. TRXEESE, AIUR
£ VDA, EEITEN. IEITENBRUNBIERF4H,

FERMAXHHESE, BHRRUESEUTAS:

o BNAMKIEFREABRFMANTRAFRNENRLER (VPC),

« FEHEF Active Directory ig#=%I28#1 DNS AR5 83i51TRISEG, IF VPC ERBFMA,

« VPCHARAFRMABEERL2ENEG. LEFIAFRMHNSERATMHPHIEFIN RDP EEUIMEEREBN, =
FISERRMUERS, AIXALES, UERFBERFiAE. HAEEERAFHMHPEMSEE (a0 VDA S£451)
B, RILAEHSEhE2EN LS.

ESESTRU

REBAEARTWMEAFRNEMLER (VPC), TRILESE, AWS RERABFMHRHEAEH IP titiy NAT
MXo HHIRIEFESERFMPHEFIRERE ST Internet, 2B FWHRHISEFIRT AN AHIRESE), BEBFRHARIE
(ENEIRTE

EReH, R2ARFEEH VPC FRSEFRRENEMAIE. ERanTeAFRMAT AL FHFHNLFIS LA
FRFRSLFIFHITESERIN. EEFERLAS VPC RS SLFIMEXE,

Bl DHCP £I%, WMRMEA Amazon VPC, MIBRIAEEM DHCP #1 DNS fRSS, XK EMETE Active Directory
wiTH s ECE DNS #9530, Amazon #9 DHCP o2 A, # B Amazon # DNS RaeAF A% DNS &, mF
BERT Active Directory &#ifi#ifr. Es7EiEid DHCP &2 4L HIavgM Z RS s, B8 DHCP EIE, ZEM
£FRER VPC hiyFrE LA ER Active Directory /E5423H18%E DNS RS2, EMRREMN (A) ikmERK (PTR)
BRELGIMNEN BaEM, FEABFMNIEZATFRMAPNESNLFIRENESEERE T,

| VPC B2 EHMEIEHER. EdR2EN, ERAIUERT R FMPRISEE LOLEEH R LFIINNZE,
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£ 1: 18& VPC

£ AWS ERizhlas, % VPC,

£ VPC #=HliR+, %#% Create VPC (8% VPC),

#%#% VPC and more (VPC &%),

= “NAT gateways ($)” (NAT i ($)) T, %#% In 1AZ = 1 per AZ,

£ “DNS” %I T, %% Enable DNS hostnames (5 DNS E#R8) &TFiEARE.
EEAIE VPC, AWS BRIZ2RATFWMERTFM. Internet Mx. BEARMRINZ LA,

oA wN -

15 2. REREA

IESEAER VPC gIBHRE U T 224!

o SENARFRNPHLFIXEKHNAHZ2H,
o S5ENTRAFMPREFXENERAREH,

EeIRT A, FHRITUTRE:

1. 77 VPC =4ImiR+, ¥ Security Groups (Z2£4),
2. ARER2ANELRSH, EROERSA, ABRBNANZFIRICMIREE, £ “VPC’ &, &R H6IEN
VPC, #ZE2, 6,

RE/ RRE2H

1. EREATIRF, %EEFE “Public security group” (2ER£4A),

2. EFENERNET, SAEEERHRIEEIE LTI

it R

FriEmRE ¥ “Private security group” (ZRR£4).
FRERE % “Public security group” (RBARE4A).
ICMP 0.0.0.0/0

22 (SSH) 0.0.0.0/0

80 (HTTP) 0.0.0.0/0

443 (HTTPS) 0.0.0.0/0

1494 (ICA/HDX) 0.0.0.0/0

2598 (Session Reliability) (2598 (&i&rAT&EM)) 0.0.0.0/0

3389 (RDP) 0.0.0.0/0
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3. TEmfE, EFEFRF.
4. EFRHIENED, ARERRIEUEIE LTI

KB BiR

FRERE % “Private security group” (ZRR24).
FRERE 0.0.0.0/0

ICMP 0.0.0.0/0

5. EMfE, EERF.

RETRAZRE24H

1. ER2ATIRD, EFE “Private security group” (EARE4).

2. MREHRGERBLAHRLANRE, WLIURE TCP i0; HEFENEMNEDR, AEEFHREUSIEIU

TR
KR R
FrERE ¥ “Private security group” (ZRZ£4).
FrERE #E3E “Public security group” (2R %4H),
ICMP %% “Public security group” (RBER£4A).
TCP 53 (DNS) % “Public security group” (RBER£4A).
UDP 53 (DNS) % “Public security group” (2RR£4),
80 (HTTP) %% “Public security group” (RBER£4).
TCP 135 %% “Public security group” (RER£4).
TCP 389 %% “Public security group” (RBARE4).
UDP 389 %% “Public security group” (RERE4A).
443 (HTTPS) % “Public security group” (RBARE4A).
b

NN

TCP 1494 (ICA/HDX)

™

“Public security group” (2R%%£4H).

TCP 2598 (Session Reliability) (TCP 2598 (%i&@  #%# “Public security group” (2B%R£4).
%)

3389 (RDP) % “Public security group” (RBARE4A).
TCP 49152-65535 %% “Public security group” (2EARE4A).
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3. TEmfE, EFEFRF.
4. EFRHIENED, ARERRIEUEIE LTI

KR B85

FRERE % “Private security group” (ZRR24).
FRERE 0.0.0.0/0

ICMP 0.0.0.0/0

UDP 53 (DNS) 0.0.0.0/0

5. HE, EERTF.

£55 3. BnhsEfl

UTHBRREIZEM N EC2 SHfIHAEE Amazon £RHIFINEERE:
1. 72 AWS EiERIad, ©%F EC2,
2. 72 EC2 &=%I@ik+, %% Launch Instance (Bzh3%fl),
3. #%#F Windows Server i+EHBRIGFISLFIZEEL,
4. 1z Configure Instance Details (FEELAI¥MES) WAL, WALGINBIRHEZEUFIZEN VPC,
5. 72 Subnet (¥®) &, REPEFIMLITERE:

« Bastion host (82%#): i%#F “Public subnet” (2BFM)
« Domain Controller (&#=#%I28): “Private subnet” (ZBFM)

6. 7£ Auto-assign Public IP address (Bzh#EQH IP k) &, AEDLEIMLITER:

+ Bastion host (£2=#]1): %% Enable (BMA).
« Domain controller (igi#zH38) : %% Use default setting ({£A2ZRIAI&E) =i Disable (ZH).

7. 72 Network Interfaces (W&&i0) &, AEFITHBWNENTREFM IPSEERME IP ik,

8. NEMKE, 7L Add Storage (RINERE) TiE LIEERRLE K/

9. 7z Tag Instance (#7i2kffl) TUELE, WA EAINRFEM.

10. 7£ Configure Security Groups (FRER%£4H) WE L, %% Select an existing security group (%
EMAER24), ARASEOIMIATERE:

+ Bastion host (2%#1): ##%F “Public security group” (2BR%Z£4H).
o IgIEHIZS: ERTHTSE,
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11. KMEFMANER, ABEER Launch (Bzh).

12. QEHREANRERENEREN. NROVZMBHEX, BFTHENFAA (pem) XHHEEHREFEET—TREM
B, RESEAINRIAEERRZGN, SIRHENFAHR.

13. %% Launch Instances (Bzhstfl), %1% View Instances (BE L) UEFEMNLFITIR, EETHE
RSB E RS ERBETIAE.

14, FEE N EFINRIAEERRZN:

a) ELAIFIRF, EFLFI, AEi%EE Connect (EiE).

b) %% RDP client (RDP /i) %Ik, %% Get Password (GREXZRD), HEHIIETRN EHERN
FAEA (. pem) X

c) %#% Decrypt Password (fAZ7H3) LUKER AR ALEMZERE, AWS B2 TRRIAZE,

15, EERITHR 2P R, RGBT KA

o BRARFRPH—NEZ2EN KA
o BT RFWPAIFRIEHI2RE95K M

£55 4: €12 DHCP i&ms

1. £ VPC i=4IEtR+, 1% DHCP Options Sets (DHCP migE),

2. AMTER:

+ Name tag (BFFiRic) . EMERMN—NRTFE .

« Domain name (%): WA EEEHSELFINERNTLREHS.,

« Domain name servers (#&MRE2) : BADRLFITHB[BEGNEA IP #itFF 775 Amazon-
ProvidedDNS, LUES SR,

« NTPservers (NTP fiR583) : BtFEBE=,

» NetBIOS name servers (NetBIOS Z2#fiRSS528) © MANSITHIZRSSHIREZ A IP ik,

« NetBIOS node type (NetBIOS FE28!) : A 2,

3. ERERE, IR,

4. BImEmsES SR VPC AEXEX:

a) 7 VPC =4ImEik, %% Your VPCs (189 VPC), REERZHNISEM VPC,
b) #&xi%E#E Actions (i21E) > Edit DHCP Options Set (458 DHCP #%Ifi%),
C) RHFIRTE, EROBMNINATE, AGiER Save (R7F).

£55 5. &SI

1. £/ RDP FRImEEIE2 T NLANAA IP ik, RERTNE, MAEERKPRERE.
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2. ZE2ENELGIR, BEIZERKEERHERIERENLFINETA IPtit. RSRTH, WALFHNEER

EiEo
3. AERFMPHNFERLGIEEE DNS8E:
a) RRERTTE > EHIER > ML Internet > MEMEZ 0 > BRIEERRIEE. WEBRNMEEE,
b) #%EEEM > Internet thilkiz 4 (TCP/IPv4) > Ei4,
) #EEER > DNS, BRUTEBERTFBRARS, REEEFHE:

o 72 DNS FiEapittEzadsthit
o 7£ DNS ‘EM A IttERERT DNS B4

4. BECEGITHIR, FRITUTERE:

a) EAMRSREEEE, RIMAGFERIAIIEEN Active Directory RS .
b) ELFIRFA RIFIEHIEE, RFSIEF, B DNS HEMGIZE DHCP EMEREENEE, REARRE,
EX i) =iat

T—HHER

REZOAN

%3 VDA

o QlEIER

o BXE AWS heIRMBERERNESR, BBRS AWS ik

EZER

ong

o QIENEEERENEIR
o SIEBITENER

XenServer Ei\LIFiE

June 27, 2024
XenServer AIEHENEEER, BRANBERETIEABRESERP AR,

BEgETM XenServer, ERRAEERE,
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TR

o BIERULS
o E7f XenServer HEI|BFERERE, FSRS XenServer BiE#E

EZER

o QBN EEEENRR
o QIEBITENER

Google Cloud ifiZ

June 27,2024

Citrix Virtual Apps and Desktops #.iFf&1E Google Cloud EFEAI Bt E .

2K

« Citrix Cloud #F . AXXHNAMINEERIE Citrix Cloud Higif,

Google Cloud IH, ZIMB#F#SITENERXENMEITERR. ERAUZRREHERHIE,

« &K Google Cloud mMBHEANN APl, BEXi#4ES, ESEEA Google Cloud AP,

Google Cloud Service kP, LtARSH 3 Google Cloud #1THHIIE, W/EBXIMENIHRNER Bx
FAER, FSRAEEMNENRRSKS,

« BA Google ZAiAEMNIR. BXi¥4=8, 1551 Enable-private-google-access.

=2F Google Cloud API

27t Web Studio #EMH Google Cloud 158E, &7 Google Cloud B H /5 AXLE API:

s ITESIZAPI

o nAREESS API

o BMRBIAIARIEE (IAM) API
« Cloud Build API

o ZEHABEERS (KMS)

£ Google Cloud z#l&a®, THRIATHE:
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1. TEEARSER, %EF APl RS > =51k,

& (=] ‘ & Secure \ https.//console.cloud.google.com/home/dashboard? project=citrix-mcs-documentation ‘fr‘ o

= Google Cloud Platform 2 Citrix MCS Documentation v

A Home
{£} Compute Engine >
PRODUCTS ~

‘Q, Cloud Launcher

B Billing

API  APIs & Services X >  Dashboard
. Library
L) Support Credentials
O 1AM &admin

@ Getting started

e Security

COMPUTE

@ App Engine

{2} Compute Engine X >

@  Kubernetes Engine b

[...] Cloud Functions

https://console.cloud google.com/apis?project=citrix-mes-documentation

2. 7z Dashboard (iz#iik) BREH, WKRITHESIZ API A TFERARS. NMRKXEA,
BREBUT S EHTIRMGE:

a) SMzl APIs and Services (APl ffgs3) > Library (&),
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& C | @ Secure | https://console.cloud.google.com/apis/library?project=citrix-mcs-documentation b g
= Google Cloud Platform & Citrix MCS Documentation ~ Q
< API Library
» c
Welcome to the new API Library
The new API Library has better documentation, more links, and a smarter search experience &
. Q_  Search for APIs & Services
.
Filter by Maps VIEW ALL (17)
VISIBILITY |
hd Dq (3 n

-w -
Public (202)

Maps SDK for Android Maps SDK for i0S Maps JavaScript AP|
Private (1) Google Google Google
CATEGORY Maps for your native Android app Maps for your native i0S app Maps for your website
Advertising (14)
Analytics (1)
Big data (8)
Blog & CMS (1) Machine learning VIEW ALL (7)
Compute (7)
CRM (1) ’ 0 [=]
Dl ) Dialogflow API Cloud Vision API Cloud Natural Language API
Developer stacks (1) Google Google Google
Developer tocls (10) .

An end-to-end development suite Image Content Analysis Provides natural language
Email (1) for conversational interfaces. understanding technologies to

b) EigZ=iEH, A Compute Engine ((+&3|%),
C) MiEZL£RF, #%F Compute Engine APl (3+&3|% API),
d) 7 Compute Engine APl (it#3|% API) TiE L, #%# Enable (BHA).

3. ERTREREER AP

a) £fnzl APIs and Services (APl #1fz$3) >Library (&),
b) &%= EH, #A Cloud Resource Manager (ZHREIES).
C) EHZRLRSD, %% Cloud Resource Manager APl (=& REIEE API),

d) £ Cloud Resource Manager APl (=% iR&E% APl) A, %% Enable (BA). HEET
APl BIR7S,

4. @A, BRASMRZIFMIAENEE (IAM) API 71 Cloud Build API,
WA LUERA Google Cloud Shell B APL, Aitt, BEHE:

1. #77F Google #=#Hl&aFm# Cloud Shell,
2. 7z Cloud Shell FEfT A FE M2
+ gcloud services enable compute.googleapis.com

+ gcloud services enable cloudresourcemanager.googleapis.com
+ gcloud services enable iam.googleapis.com
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« gcloud services enable cloudbuild.googleapis.com

3. 2 Cloud Shell &%, i&E#+ Authorize (B0,

Ao EFERARSE A
AR
GCP %71 2024 £ 4 B 29 HZ/G5I A%t Cloud Build Service BIZRATT RHFIARS KA BIE RPN ER, B*
FMER, 5207 Cloud Build Service tkP &, 112024 F£4 B 29 Bz #iEAT Cloud Build APl B9 E
Google MEAZ T ENFEM, B, MELEFERE 4 A 29 BZEFIFNER Cloud Build Service 1779,
narERE A Cloud Build APl Z it et AL BER U REFIAR, Ak, UTRES AWML 2024
F4B829HZHM2024F 4 A 29 B2 G, MIREIRE T HMWALEE, 5E1E 2024 &£ 4 A 29 BZEZ5.

20244 H 29 H=zAl

Citrix Cloud 7£ Google Cloud 1B FEH=MEIZABRS HKF :

« Citrix Cloud Services tf : ItbARSS Ik~ 415 Citrix Cloud i8] Google IE. MEMEETEN. LARSMK
FfEF Google Cloud £ Am Google Cloud #1T & I0iE,

T TIRIR LA BAF RO RIR IEARSS 1K . BXRIFAER, 1551612 Citrix Cloud Services #F,

BT LA A BB F B 3R B BRSSP B30, <my-service—account>@<project-id>.iam
.gserviceaccount.com,

+ Cloud Build Service Account (Cloud Build Service #F) : EH Enable Google Cloud APIs (BRA
Google Cloud API) iREIKFE APl l5, A2 BETECLLIRS K, . EEEBohEIBRNFIERSIK, , 87
Google Cloud iz#| &5 S412I IAM & Admin (IAM F1EE) > 1AM, #4/5% Include Google-provided
role grants (&3} Google IREMNAEIENR) SiiE.,

B L& L Project ID (18 ID) #1 cloudbuild —37 7 3k &9 B8 7 #B {4 #th 1k SRIR B L AR S50 o 31130,
<project-id>@cloudbuild.gserviceaccount.com

WIERSHKFREWIEFTTUTHEB, MRELAFMAE, FRER Cloud Build Service #k - HiFn
BRSPS BHITIRF

- Cloud Build Service ffF
- HELHEER
- RSB

+ Cloud Compute Service ik : #iEITHE APl /&, Google Cloud £¥1thiRS A #m=EIE Google Cloud
PRI GIH, kP AE IAM BEAFERERANTIRE. B2, MREMFREIAIPRLUATTERMRIIZE],
MHBFRMBEUATRNFEEERERAR:

- resourcemanager.projects.get
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- storage.objects.create
- storage.objects.get
- storage.objects.list

ALLEE L Project ID (IH ID) #1 compute —iaFF kA FHpFtat 0BRSS K, B30, <project-
id>-compute@developer.gserviceaccount.com,

27 Citrix Cloud Services tkF ZEgI# Citrix Cloud Services tkF, EHRITUTHE:

1. £ Google Cloud #z#lat, SMZE IAM & Admin (IAM F1EIER) > Service accounts (ARSHKA),
2. 7 Service accounts (FRSiH<F) BiE L, i%#F CREATE SERVICE ACCOUNT (fIERRSHF),

3. 7z Create service account (RIERRS ) TIE L, MAFIEMNES, FA5i%£1X CREATE AND CONTINUE
(BUEEFHARER)
4. 7z Grant this service account access to project (ZFILRSKATERIGRNE) TELE, #BE

Selectarole (EEA®) THXREHERMBENAGR, IRBEFNEZAE, BFHE +ADD ANOTHER
ROLE (+ FmEAMAHE),

MR (PATIRS) BEEEXTNBEENZMAR. QALRSKFAETUTRE:
- ITEEER
. FHEER
« Cloud Build #ig&
o RS AR

o nHIEEFERR
+ Cloud KMS mn#Zi&E 5

Cloud KMS mE21ERBEZEUTINR:

+ cloudkms.cryptoKeys.get
+ cloudkms.cryptoKeys.list
+ cloudkms.keyRings.get

+ cloudkms.keyRings.list
AR

ERIEFRARS KR, 1EEAPIE APl LUREXRT B A BMTETIR,

5. BEda

6. 7£ Grant users access to this service account (IEFHEAILRSHKFAIFANRE) EL, FMARS
S4H LU T H A AR St P SR R TR MERVAN R,

7. BETH.
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8. SfnEl IAM EizHI&,
9. IRBILIERIARSS K,

10. BitAReREEMINDE.

BIZARSSIKFEY, HER A TEI:

« Grant this service account access to project (EF LIRS KA ITTEAIAREE) 1 Grant users
access to this service account (EFHF LIRS K HIARNIR) HFBRIAEN, NRIERPLI XL
A ES R, HMUIENRESKSFA2ERE IAM & Admin (IAM f1EE) > 1AM TEH,

« ERTERSHFXBENAR, BEAKEESBNER TRNAG, IRAREAAIRENRSHKS ExfA
=5

Citrix Cloud Services k358 7£ Citrix DaaS $¢l#i&EZEE Citrix Cloud Services kP =50, BHRES
EEEXH (json) ., BTG, XHESEMTHHREITHXXMR, IBRFAN, ESHBRALEIGER
JSON., &M, Citrix By “EEE” RELEHITHEN.

E0IERSKARA, 5SMME IAM & Admin (IAM F1ZIE) > Service accounts (FRSkF), AARBEE Citrix
Cloud Services t P By FoRfEthit, £1H2] Keys (Z250) £, AE%ER Add Key (FiNZ$A) > Create new
key (BIEFHZH), BS2EE JSON fEAZHAEE,

m:

£/ Google Cloud &5 # Service accounts (BRE1KF) TEGIERA. HTFREER, RITENERE
HAE X, BEmEIAE Google Cloud #E#, mTLlmA Citrix Virtual Apps and Desktops 212 fitHn

ZI-%_{%HO

i Citrix Cloud Services tkFFmmfAe Em Citrix Cloud Services WP HRMA R, BHRITUTRE:
1. 7 Google Cloud #=#l&9, SM41E IAM & Admin (IAM f1Z#E5) > 1AM,
2. 7 IAM > PERMISSIONS (1XfR) U@L, REVEEIRHBRSHKF,, ZIKF al@id B F it #1735,
flgn, <my-service—-account>@<project-id>.iam.gserviceaccount.com
3. EERMEENRAREX RS KA EARRYIHRAR,

4. fEFMEEMEETN Edit access to “project-id” (4RiE¥T project-id B9iA R IR) TE L, %% ADD
ANOTHER ROLE (HiNm—1A€) BUTABRMRMIIEHNRSIK,, AFEE SAVE ((R1F).

A Cloud Build Service tkFP7mnA®E @ Cloud Build Service tkFiRmmfae, EHITUTIRE:

1. £ Google Cloud #zHla®, FMZE IAM & Admin (IAM F1EER) > 1AM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 116



Citrix Virtual Apps and Desktops 7 2402 LTSR

2. £ 1AM & L, #3 Cloud Build Service #kr, izt~ AT LUERLL Project ID (3518 ID) #1 cloudbuild
—IEFF LAY R FEB AU HTTIRG o

fign, <project-id>@cloudbuild.gserviceaccount.com
3. EEHEERUSE Cloud Build kP R,

4. EFREEAETR Edit access to “project-id” (45184 project-id KA RIMNPR) @ L, %% ADD
ANOTHER ROLE (FmE—1At) BARENAEERNHRMEERN Cloud Build Service ik, REEE
SAVE (1R7F).

AR

BFFE APl LERENSTERN A BT R,

20245 4H29HZE

Citrix Cloud 7£ Google Cloud 1B F R MEIZ RS ik :

« Citrix Cloud Services ¢ : ILARSS 0~ 5% Citrix Cloud 513 Google MH. MEAEEITEN. LRSS M
FfER Google Cloud £y Am Google Cloud #17HHIIE,

WMF R BIRIEARS K

B LU A BB F B3t R B BRSSP B30, <my-service—-account>@<project-id>.iam
.gserviceaccount.com,

+ Cloud Compute Service Account (Cloud Compute Service 1) : B Enable Google Cloud APIs
(B H Google Cloud API) #iREIMFE APl fa, RAsBEMMRLLERSHK,, EEEEMIENAMER
kP, 157 Google Cloud #4148 S#1Z IAM & Admin (IAM F1ZE) > IAM, 2A/EES Include
Google-provided role grants (3% Google IREMNAEITRIN) EiFE, LikFEE IAM BEXREREXR
WITIRME. B2, MREMFREINRLUHITERBARITE], WABIRNBEEUTNRNEFHEESAE:

resourcemanager.projects.get

storage.objects.create

storage.objects.get
storage.objects.list

AT LLiEE U Project ID (I E ID) #1 compute —iaAFF LB FHR it hkSkiB B AR S0k o Fldm, <
project-id>-compute@developer.gserviceaccount.com.

RS B EHEBEFTUTAE,
- Cloud Build Service ff

- HEXHEER
- BRSKFAP
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27 Citrix Cloud Services tk  ZEgI# Citrix Cloud Services tkF, EHRITIUATHE:

1. £ Google Cloud #z#l&at, SMZE IAM & Admin (IAM F1EIER) > Service accounts (ARSHKA),
2. 1£ Service accounts (fRStk/) TuEm L, % CREATE SERVICE ACCOUNT (8RS HKA),

3. 7£ Create service account (RIZRSMHKA) TTE L, MAFFENER, A/51%% CREATE AND CONTINUE
(RIEH ML),

4. 7£ Grant this service account access to project (ZFILRSKATERGRNE) TEmLE, #BE
Selectarole (£EfAfE) THXBHXABRMENAC, IRERNEZAE, 5HE +ADD ANOTHER
ROLE (+RimiEfthAae).

FMKP (PAFRS) MEEENTEEENZHAR, BLRSKFAEFUTARE:
 HHEER
. FEEER
« Cloud Build ¢iE&
o IRSEIKF AP

o nHUEEFMERR
+ Cloud KMS &R

Cloud KMS m#E2E R T U THUR:

+ cloudkms.cryptoKeys.get
+ cloudkms.cryptoKeys.list
+ cloudkms.keyRings.get
+ cloudkms.keyRings.list

AR

TERIESRRIARSS KBS, BB AFME API LUREXA A A BRTETI R,

5. BEda

6. 7€ Grant users access to this service account (BFAFILRSKARIARNIE) EL, HNAF
AL T EAE RS P R HRITIRERINR.

7. BETM.

8. M=l IAM =518,

9. IRFIBIZAARS K,

10. BIFHBRT[EMINSIE.
AREDU

BUEARSZ K, AT, EEELUTEI
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« Grant this service account access to project (EF LIRS KA IITE A REE) 1 Grant users
access to this service account (FF ARSI IFRINIR) 5B AEMN, MREFHHT XL
A ESE, MUENRSKSA2ERE IAM & Admin (IAM f1&1E) > 1AM TEH,

« ERTERSHFXBENAR, BEFAKEMESBNER TANAG, IRATRERAIRENRSHKS ExMA
=9

Citrix Cloud Services 1~ %58 1z Citrix DaaS F8I2EEEE Citrix Cloud Services kP %8, HBEAE
EEEXH (json) F, SIBFAG, XHESEMTHHREITHXXGR, IBRZHAN, ESHBETALELER
JSON., &M, Citrix By “EEE” RELEHITHEN.

E0IERSKAREA, 5SME IAM & Admin (IAM F1ZIE) > Service accounts (FRSSkF), AR SE Citrix
Cloud Services tkF B FHEHHIE, T1HRE] Keys (Z5R) &M+, AE%EE Add Key (Fim%$H) > Create new
key (BIEHFHZH), BS2EE JSON fEAZHAEE,

m:

£/ Google Cloud ###HI&5H Service accounts (BRE1KF) TEGIERH. HTFREER, RITENERE
HAE X, BEmEIAE Google Cloud #E#, mATLlmA Citrix Virtual Apps and Desktops 212 fitHn

ZE%HO

@ Citrix Cloud Services tkPiFAE  Em Citrix Cloud Services tk P iRNA®, BHITUTIRE:

1. 7£ Google Cloud #zf#lad, SMZE IAM & Admin (IAM F1EER) > 1AM,

2. 7Z 1AM > PERMISSIONS (1XfR) TiEL, HREVECIZHIBRSHKF, , ZiKF vl B8 F At ## 1735,
g0, <my-service-account>@<project-id>.1iam.gserviceaccount.com

3. EFREENT LRI ARSI EARAYTH AR,

4, ERmEEFETA Edit access to “project-id” (4RiEx4 project-id BRI R) TWE L, % ADD
ANOTHER ROLE (FmB—1 ) BUTHEENHRNIEHRSK,, RE%ERE SAVE (1R1F).

i Cloud Compute Service kP FIIAE ZEM@E Cloud Compute Service kP FHRMAR, FBHITUTRE:

1. 72 Google Cloud #=#lad, SMZE IAM & Admin (IAM M1EHER) > 1AM,

2. £ 1AM ITE L, #% Cloud Compute Service i/, %k o] LUfER L Project ID (38 ID) 1 compute
—iAFF LB BB F B AR i TIR B,

fign, <project-id>-compute@developer.gserviceaccount.com
3. EFREERURE Cloud Build kP,

4, ERmEEHETA Edit access to “project-id” (4RiE34 project-id By R) TUE £, % ADD
ANOTHER ROLE (FmE— 1) BAENAGBENRMEIER Cloud Build Service i, RAFER
SAVE (fR1F).
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} =

=W

BFRFRE APl LERERSTER A BT R,

FREN R F R E IR

Citrix Virtual Apps and Desktops 2i# T3k Google Cloud REM=EMKMANITIE. LIRS Google Cloud
FiETEMERE. Citrix Virtual Apps and Desktops £8I—1&A citrix-mcs—cloud-build-logs
-{ region } -{ 5 random characters } M7f##%, Google Cloud BREFIEHETHRIERBE
8. ELEHEREIEET —MER, ATE 30 XEMRAS, tIRERATEENRSKF R’ Google Cloud %
RigEHN storage.buckets.update, MIRRSHFEH LR, Citrix Virtual Apps and Desktops ¥#&
RESSRIRHSEHITE ROEIE, NREEHMR, EMAENANSIEN, TEFHEE,

EH Google T RiAANIR
Y VM RS ECAE MR ORIMNE P #isiket, BRI EmAEE IP it Bir. BRAE AR, VM K&z
3| Google AP| FI#BXARSERRISMB |P HhitEe,
=W
TR BBATEH Google /HANIR, FRIEEEIEE AR IP ity VM &% TgE51518] Google AF API,
LHEHEREMRHRZRET = ANSEREENERL T,
BHRFFMEH VM EEBEEE AR IP #iitsER Tihin Google API LU#1T MCS TRER, EHRITIAUTIRME:

1. 72 Google Cloud =, i5ia] VPC network configuration (VPC WEEE).
2. £ “Subnet details” (FMi¥AES) FET, 1777 Private Google access (Google ERILIAINIR) o
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= Google Cloud Platform ge v

::: VPC network & Subnet details 2 EDIT @ DELETE
& VPC networks
default
[} External IP addresses
VPC Network
E2 Firewall default
X Routes Region
us-east]

40 VPC network peering
IP address range
b

Shared VPC 10.142.0.0/20
Z:  Serverless VPC access Gateway
10.142.0.1
il Packet mirroring

Private Google access
off

Flow logs

Off
View flow logs

Equivalent REST

BXEMER, BEBREELA Google AR,
BE:

WMERIEHIMLLECE HBELE VM 3508 Internet, 1BHRRALFRIESER VM FRZEE2INFMEE B Google iAin
T BRAR XA KBz,

T—SmER
LA
=% VDA
o BIRILS
. B Google Cloud FETAIRMBIBERENES, HEAS5 Google Cloud i

Ax
=
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EZER

o QIENEREERENARR
s SIBHENAER

HPE Moonshot Sl {LIFiE

June 27, 2024

Citrix Virtual Apps and Desktops i@id z7£# Citrix EE# HPE Moonshot 4 E12&# HPE Moonshot T
e R, ERALLEY, ERIUeIES5 HPE Moonshot MfERERE. &IEBRUKRI B RPIITENHITERERE,

X

7£ Delivery Controller £%2 Citrix &12# HPE Moonshot fft.

=z

AR

- MRARRET Citrix EEH HPE Moonshot #&##1 HPE &32# HPE Moonshot &, Delivery
Controller ##H Citrix 328 HPE Moonshot &+,

« NRERZRET Citrix £ 8 HPE Moonshot #&##1 HPE &2 HPE Moonshot &+, H#H
&8 B HPE & M Moonshot # #, & 1% Citrix 1/ HPE Moonshot &, RAEEH
RegisterPlugin &7,

Z3#E Citrix E1289 HPE Moonshot i&#t

ER% Citrix EIEM HPE Moonshot #&fF, BEHITUUTIRE:

1. # # E:\x64\Citrix Desktop Delivery Controller\MoonshotPlugin.msi,
E:\ # IS0,
2. UEERS%HITF PowerShell #=17 U TFa<,

C:\Program Files\Common Files\Citrix\HCLPlugins> .\RegisterPlugins
.exe -pluginsroot .\CitrixMachineCreation\v1l.0.0.0\
<!--NeedCopy-->

3. EEMEIE, BNESEERSERBIATIRS:

a) CitrixBrokerService
b) CitrixHostService

¢) CitrixMachineCreationService
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4. &171 Get-HypHypervisorPlugins U EiE#H R E R %7 Delivery Controller £, it #
DisplayName F£ /12~ HPE Moonshot,

EnZ; Citrix E12# HPE Moonshot i&{FH E# RegisterPlugin &1z

MRER%ET Citrix EI289 HPE Moonshot ####1 HPE &I2# HPE Moonshot ##fF, HBE&8#R HPE &2
B Moonshot &, MFiENZ; Citrix 289 HPE Moonshot #&fF, AEE#H RegisterPlugin &, BH
TTLUTRE:

1. % Citrix &89 HPE Moonshot &,

2. UEBREHMITH PowerShell #=17 U Tin<:

cd “C:\Program Files\Common Files\Citrix\HCLPlugins"

C:\Program Files\Common Files\Citrix\HCLPlugins> .\RegisterPlugins
.exe -PluginsRoot ° C:\Program Files\Common Files\Citrix\
HCLPlugins\ManagedMachine\v2.5.0.0"

<!--NeedCopy-->

3. EFEMEE, BNESEERSERBIUATIRS:

a) CitrixBrokerService
b) CitrixHostService

¢) CitrixMachineCreationService

4. &171 Get-HypHypervisorPlugins U EiE#H R E R %7 Delivery Controller £, it #
DisplayName F£ 412~ HPE Moonshot Machine Manager.

KRESR

1. ®BEER HPE FiR,

2. #l1E5 HPE Moonshot #5880E#E,

w

. BIEHENER.

=W

FERIEBERZA, BERHAEE 1% HPE Moonshot i &, HEXLT S L% VDA, AT
HPE Moonshot #&f A MW ERER, BHHET R0 VM,

4. IER(IA,

(&3]

. BHAMIEEE HPE Moonshot H =i 21t E B RE {148,
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TR
EizAH

£ VDA

o BIRILS

+ £ HPE Moonshot el @A EIRiEE, H5HS HPE Moonshot #ii

2

g2y
T

EZER

o BIEMEIEEENTR
s SIBHENAER

Microsoft Azure Resource Manager =ifi&

June 27,2024

f#/ Microsoft Azure Resource Manager /&89 Citrix Virtual Apps and Desktops ZBEHFRELE AT, ER
EUTHE:

« Azure Active Directory: https://docs.microsoft.com/en-in/azure/active-directory/fundamenta
[s/active-directory-whatis/

« EEMEZ: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/plan-an-
application-integration

» RS EK: https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-
service-principals/

g E Microsoft Azure Resource Manager, B&AHEE %L,

T—®HER
EizA
£ VDA
o BQIEIES
o X1 Azure FEEFQIBINEEERENELR, BB15 Microsoft Azure ByiERE

3

o R
T

EZER

o QIENEREERENERR
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BIETENBER

o CTX219211: i&E Microsoft Azure Active Directory tkF

o CTX219243: 3t Azure iTiA#EF XenApp #1 XenDesktop AR
CTX219271: fFRuE=FIES VPN BE RS

Microsoft System Center Configuration Manager fi%
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WX LERTR, 5/ Microsoft System Center Configuration Manager (Configuration Manager) SR&EE3$R
FAEFHSmpiLEp L R el LUg XA AT B2 Citrix Virtual Apps and Desktops:

» £/ SCCM &% VDA,

« Configuration Manager 12#2{{i2108k: Configuration Manager %23 Remote PC Access 513 /it
BEIhRE. BXFMER, FSHABEMMEE-SCCM &l

« Citrix Virtual Apps and Desktops E1%: &E:dEM, EA LIRS Citrix Virtual Desktops LU & i@ it
Configuration Manager #4781, (fEXLEhZH, Configuration Manager &8 Citrix Virtual Apps
and Desktops Zri#&#: XenApp #1 XenDesktop.)

B

EMa1# Microsoft System Center Configuration Manager B2 EIMEEZ A,
£ Configuration Manager # 2 =HMREMS SRR 138 0, Mk true 5k false,

XEBMAATF Root\Citrix\DesktopInformation®d&=EdCitrix_virtualDesktopInfo
%, BUBMHEETFT Windows Management Instrumentation (WMI) 12142

B WA

AssignmentType % & IsAssigned B8, BXER: ClientIP.
ClientName. None flUser (&
IsAssignedig&xn True)

BrokerS-iteName REIS HostIdentifier #HEKNME

DesktopCatalogName S5REXBENHTENER.

DesktopGroupName 5REmRBMR A,

HostIdentifier R[5 BrokerSiteName HHRIE,

IsAssigned WMRA True, WREEDELAAF, STFRKEENIE
BHR False
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B

IsMasterImage

IsVirtualMachine

OSChangesPersist

PersistentDatalocation

BrokerSiteName, DesktopCatalogName,
DesktopGroupName,HostIdentifier

WA

ATFEXRINERNRE, G0, EMREGE ERENARER, M
EETMECHITEN L RENARERF. BRENT: THE
BUEEI VM £R True, HEERELREETERMIE
B, WEEMNZBETARHN VM EBUHES,
MRZEMN, WA True; MRISYIEN, MK
false,

MR EERERFRGES R ENR BN BES NERIR
&, WA False, &NA true,

Configuration Manager &k ABIEH U E. BFE
AR E,

B Lmm M@ Controller i, FRARTRF
MNEE, XEENZ,

EWEREMY, &1 Configuration Manager iE{7HE#HER, EEERMY, 56 Configuration Manager &R
ek, EXLLFIP, BMBETRASEESHIERER. 55, BrokerSiteName x% Broker Site

Name,

« fi2& Configuration Manager IXfEM Citrix VDA g Citrix WMI B

o fE£A Citrix WMI B eI ZETEINREES
« 1R Citrix WMI B SIELB &4
s ERERFMEXNAREFHEREER

EA R Root\cem_vdi @& =ias Microsoft 2 CCM_DesktopMachine gy Microsoft B, Bx

FMER, 555 Microsoft St

Microsoft System Center Virtual Machine Manager &\ {¢iFi5

June 27, 2024

MNREEEMER Hyper-V 5 Microsoft System Center Virtual Machine Manager (VMM) SRIZ BN, &4

ESHRF
ek A S IF RS ZRKAPFIHH VMM hRs,

=z

AR

AZFEFRE Hyper-VEE (B881E17FRE Hyper-V lRABIARS28) o
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AT LAER Citrix Provisioning (LLgT#i% Provisioning Services) # Machine Creation Services fifd LA &

Im:

ﬁﬂ

o ¥ 1 AR EHRSFRERR VM,
¢ B2AZFNRATRSBRERA VM, BERL5ISXR

ENREEMNEEER

BE:

Fi& Delivery Controller %715 VMM BRES 231 F B—M A,

1.

TEARSS 28 £ Microsoft Hyper-V Server #1 VMM,

2. 1£FiE Controller L% System Center Virtual Machine Manager i&#1&. EH&REXAS EERS

BhA—H, RERIRANESI S EZTIEERSS, BRNENRATRE, FE VDA KKK,

3. BIETHKPER:

FFE Studio PIEE XN P 248X Hyper-V itEHH VMM EE Rz VMM ZREER. MRLHKF7E
VMM R EEZREERAE, NEEHEIEIEZPARE Studio FFIHEMHEEE,

FAF Studio &ERHAFIKFPEXTEFESN Hyper-V Server ENEBERAMZLENR R, LHEESRFF VM
SepEAHEE, Flin VM eliE. EHRMMER.

REZHEIETT Hyper-V i9ARS5 85 =4 Controller,

£84 SCVMM EERRHIEROFHNSMEFENARRESD, G URFIZEREERZHENAFERL.

EREIENAIERE, B Microsoft System Center Virtual Machine Manager (VMM) 4l & hEREIRERE
RAR:

1. 72 Create User Roles Wizard (RIiZEFAEAS) F, #%EF “Fabric Administrator (Delegated Ad-

ministrator)” (Fabric E2&A (EREER)) EABFAE.

2. £ Members (f5) &, 7£ Active Directory :RINEBRAELZKEERMNAF K,
3. 1£ Scope (fEAHE) 1, EEREFEZREEABNUARINENE,
4. EREREERAFZEERN “ST8H” KPR, HEERXEEIRZEMINEREEFER. BNERE

EERAEIKF,

Eid SCVMM 72 Azure Stack HCI

Azure Stack HCI 2 —#hiBRi & Bt (HCI) BEMAS R, TERANMIFEPIEEEMLE Windows 1 Linux
TEAHEREFE,

Azure BERSBIET MG, wamEM VM &0EIEE1E58 T A EThRE, EIREILITE Azure NP HREHRESF

FRE

Azure Stack HCI #&,
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1% Azure Stack HCI 5 SCVMM £

3% Azure Stack HCI 5 SCVMM &5, BEE 54013 Azure Stack HCI 8%, ABB%ZEEES SCYMM &£/,

1. E6I# Azure Stack HCI 8%, E£i% Microsoft x4 Connect Azure Stack HCI to Azure (¥ Azure
Stack HCI i&#% Azure),

2. B35 Azure Stack HCI %5 SCYMM &5, iEHITUTRME:

a) BERAE&EE SCVMM BRSS 2819 ENH T SCVMM 2019 UR3 sERARAS.

=W

TEFTEIEHIR £ &% SCVMM 2019 UR3 s EEMAaNEERIEFIE,

b) £ VMM #Z=HI&MgBREF, IZ—MNETARKF .

N o
2 = = i—] w | & PowerShell
S8 B | & .
Create Create Run Create Servicing Import Create Run As Account X
User Role As Account Window Console Adi
| Provide the details for this Run As account
Settings < Settings ((
@ General ‘ Name: |Admin ]
Description:
% User Roles INEE escnption: | )
) 15 Diagr
B} Run As Accounts B Data
[ Servicing Windows B Liora
" 2 User name: ash\admin
& Configuration Providers &7 Remg =
A Netw|
@ System Center Settings Password
@ Hos
8l Console Add-ins Confirm password: ssssssss
Validate domain credentials
Microsoft Azure Site Recovery
¥ VMs and Services
8,/ Fabric
B Gy
] Jobs
[/] Settings

c) 7£ SCVMM fR$ 87 LUIBEMPRIEITILT PowerShell &%, ¥ Azure Stack HCI B &R A EH:

$runAsAccountName = 'Admin'

$runAsAccount = Get-SCRunAsAccount —-Name $runAsAccountName
$hostGroupName = 'All Hosts'

$hostGroup = Get-SCVMHostGroup -Name ShostGroupName
ShostCluster = 'FQDN of Azure Stack HCI cluster'
Add-SCVMHostCluster -Name $hostCluster -RunAsynchronously -

VMHostGroup
$hostGroup -Credential S$runAsAccount -RemoteConnectEnabled
$true

<!--NeedCopy-->
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d) BE, EFUE VMM =555 E Azure Stack HCI B & UK T =,

ﬁ Home Folder Host Cluster

he ’ o == | ﬂ’[. y &3 PowerShell
3 ¢ = k- ‘ &8 | dhs | e

Create Create Virtual Create t Create VM | Assigr Overview| VMs | Services
Service  Machine ~  Cloud Network oud P Ne FjPRO

VMs and Services <« VMs (0)

!' Tenants

Clouds | Name | Status ~ | Virtual Machin... ~ | Host | Cloud

| Job Status

a Azure Subscriptions
< VM Networks
Storage

4 ] All Hosts
4 W AZSHCI-Cluster
# AZSHCI-Nodel
# AzSHCI-Node2

¥ VMs and Services
4, Fabric

& Lbrary

[E] Jobs

[#] Settings

e) 7£ Web Studio #18)i SCVMM #iRER,

o BlEIER

« BX1E SCVMM eI ZMEBEZNES, ES15 Microsoft System Center Virtual Machine Manager

BUERE

BZER

o QBN EREEENRR
o SIBHENAER

Nutanix ELIFE

June 27,2024
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7£1E/A Nutanix Acropolis mf&#I Citrix Virtual Apps and Desktops SBEHIREEINNET, BEB/IIES. RE

TREREEUTES:

« 724889 Citrix Virtual Apps and Desktops IFiEsr R H M Nutanix #iff.

« 875 Nutanix Acropolis Bl EBREFIEE.

o BIB—MRAEREAE Nutanix I EEREF EOIRMN EMEMIRBRITEIE R.

BXEMER, 1E8R Nutanix ZiF TP HRMHEH “Nutanix Acropolis MCS plug-in Installation Guide” ({Nu-

tanix Acropolis MCS {&#FLEIERE) -

ZEHEM Nutanix it

SeRk Ui 2 LUATERRE Delivery Controller E&#EH M Nutanix $&#F. /A Citrix Studio 8135 Nutanix B

. ARG, SIB—MEREE Nutanix FRIER SR EMEGRIRIBAYITEIE Ro

e

BB WEERELEH Nutanix G =1L HEFH B Citrix Host Service. Citrix Broker Service #

Machine Creation Services,

BXRRE Nutanix IEHHEE, B85 Nutanix S2iik s,

TS HER

o REZOAN
« L& VDA
o QlEBIER
o BX7E Nutanix IFRHRIBMBRERNER, BH2HS5 Nutanix iEsE

E %1 l%\

g

o BIEMEIEEENTR
« SIBRHENAER

Nutanix ZHE1EKEHRRRS R

June 27,2024

Citrix Virtual Apps and Desktops Z#5LU T Nutanix =M &ENERAAR:

o AWS 89 Nutanix Cloud Clusters
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AWS 7Y Nutanix Cloud Clusters

Citrix Virtual Apps and Desktops z# AWS E£#9 Nutanix Cloud Clusters, Nutanix B¥&E &b T MBEFER

B EMNREREMNIEITAR. BX AWS £/ Nutanix Cloud Clusters g9i¥ 481z 2, iE51% Nutanix Cloud

Clusters on AWS Deployment and User Guide ({AWS EA Nutanix Cloud Clusters 3B/ -
R

TR HATIAES Nutanix 2t BHERAER), (IFRNEEE Prism Element. BXRFAER, BESELLL,

£

E15 AWS LR Nutanix 8%, BEERBUTEME:

o Nutanix kP,
o EFLITHIRR AWS tF:

- IAMFullAccess
- AWSConfigRole
- AWSCloudFormationFullAccess

27 Nutanix 2&

E00 Nutanix B¥&, BRITUATERME:

1. EREH Nutanix kP,

2. # % Nutanix cluster (Nutanix 8#%5) %5, #A/5%+ Launch (B3h). Nutanix Console (Nutanix
BHIB) BiTH. BXiEER, E5F Get Started with Nutanix Cluster on AWS (AWS E#9 Nutanix
BENTD

3. #EFeIEH VPC,

BEQBRIENRSAN, HHMLUTHEIR:

o BETATATNEINGIE, BFREEE.

o £ #1 Nutanix B &£ - 77 & XXXXXXXXXXX: Instance T-XXXXXxxxxxxxx: disable
network interface source/dest check error.

o EM Nutanix B - T XXXXXXXXXXX: Unable to obtain instance 7-XXXXXXXXXXXXXX

network 1interface info.
WIRBLE RN

- ZRNEHMKSERCIE— ) EE,
o EEIRZAT, BSXMEE Nutanix CloudFormation ##% (CFS).
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BT HAth# RSN, Nutanix CFS FRIET :

o 14875 Nutanix Cluster xxxxoooxxxxxx 10.0.0.0/16 # VPC

o 27FK 10.0.128.0/24 #1 10.0.129.0/24
o 1lInternet M=
o 14 NAT W%

BIEBEE, 1= Nutanix Prism p9ithit:

1. %% Nutanix Console (Nutanix£41&),

2. EiEHIANA LA, BRAFEEERE Prism Element 8% £, AF8% URL,

T AR

o TRAIZAM

o T% VDA

o BIRUE=

« ZOIEMERE Nutanix ZAISIENERR S RIVERE,

o SUEBNEEERNER
s SIBHENAER

VMware EilLIFiE

June 27,2024
WMREER VMware IREEIMN, BRRIESEITRE,

F2iA5 Nutanix S ENERRR T RAERE

Z% vCenter Server UIRMENMEERT A, (RZ#F vSphere vCenter SEEE IR, )

MBEHRIER MCS, &7 vCenter Server R REIBEMNHESIN8E (30 https://kb.vmware.com/s/articl

e/2101567 HFmR) . ZAT IINEER, MCS TEER I

T—FHER

o REMMOAH
o ZE VDA
o BliEILS

o HX7E VMware IFERSIEMEREZNEER, BERAS VMware B0iEE
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B2

ong

B

IR EEEENRIR
IRHBENER

VMware ZH S {RIKHAERTS =

June 27,2024

Citrix Virtual Apps and Desktops Z#LU T VMware =M &K ERRASZ:

o Azure VMware &7 (AVS)

Google Cloud VMware Engine

« Amazon Web Services (AWS) £ VMware =

Azure VMware f# 275 % (AVS) £/}

Citrix Virtual Apps and Desktops AR5 235 AVS. AVS iRIEEEH Azure BRI BIER vSphere B#EM = E
51, F A Citrix Virtual Apps and Desktops BR$5fEF AVS Fifc VDA THEG BN A R SEARMIFRRER
vSphere #9758 E.

185 AVS Bi5

Z£# Citrix Virtual Apps and Desktops BRS#EB R AVS, B7E Azure RHITUUTH B!

ERiE EHECER
M1 Microsoft. AVS &RIgIHIZRE
MLEE R

Bl Azure VMware R ARME =

518 Azure VMware fERAAERE S

£ Azure 8 VMware fAB =l EMSERE
A3 Azure VMware fi# R %ECE DHCP

£ Azure VMware R 7 Z AR INMEL
IS Azure VMware f@R 75 =15

7 Azure AV MNEFERIBFENEE £ Azure P HVEEE) + IRTUES, EEREFER, HEEUTER:

BRRER KR
1T EFERIITIA
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o RS FRAERS > Azure VMware iR A%
o HE: —RRIAER

- BHE: ZER
o [MEAEE: REEE R

o EEFEE: FFRBTIMIENLT/BE

i

o
il

+

EXFRIERAS, FIFAEERERRFESUTER:

« POC &£

o XIHATR

« ENBE

o EREMIFMRES

o =W

AVS ELEE=AZH, BWEREA N+1 8EHHNITR.

EEXHRIENFAEERE, EEEE + IZLKGHRIERRE Azure,

AR Microsoft.AVS ZXRiRItIZF HIBTNEHE, FHERRUEER:

EFR Azure [P,

£ Azure "] P¥gd, EERERS.

HEFERSSEEHR, MNITHE, AREEFEITHE.
MITHFRAPIEZFEITI,

ERRBIREER, RAEEERIZPHEA Microsoft.AVS,
MRERIREIRFAR M, EEFEM.

I A

MELIEAREIN  AVS REZSEREMLMUTEMPA A SR OMNMEZEEZERS, BXFHAEE, 525 Azure
VMware f2 /R 75 =BIMLEIRE R,

tliZ Azure VMware fERAEMER EERTHRENNKZERZG, 22 ASVRAER!

1. &F Azure| IR,
2. ERCBHAR,
3. EEENAREXARIER, BN Azure VMware fERA R, AEMTIERFDIERFE Azure VMware R 5 Z,
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All services

Marketplace
P Marketp
| £ Azure VMware Solution Pricing : All Operating System : All < Publisher Type : All X offi
Favorit:
D Azure benefit eligible only @
Rece
. Showing results for ‘Azure VMware Solution’.
Sen
Showing 1 to 20 of 31 results
Categories
Vo farm\
Get Started e RUN) RUN) 0 Y
Al + Machine Learning VMWare Carbon Black VMware NSX - Policy VMware N5X - Cloud I Azure VMware Solution Azu
Solution (Preview) Manager Service Manager SD-
Anal
Azure Sentinel, Microsoft VMware Inc. Mware Inc. BU
Blockcha Azun
mpu xpa
nta
Datab
Dev
DevD Create Crea Create Creal C

7£ Azure VMware R AEEOT:

1. EEFEIE,
2. BEEARTF,
3. EATRPHNERNFRINE:

FB

1T

HiRAE

A=

RIRRM
SKU
EM

iR

=1

EEEITRIATFEBMNITIEN, Azure iTRSPHERE—
it

HNENIEEERFH, Azure BIRAZTHPEEM
B Azure HRNZERR. HE, BAUALERLIE

— MR IRE,
EE—MIE, HIMNEERSD. XEEEMLIMNERE XS
X3k,

$2fft Azure VMware 2R A =B THIRTR,
1% AV36,

ETATMEEEESRNENE. BIAMER 3, BEREHT
LUK SR ZE,

ARE=RM IP kR, CIDR RRMLESEEME, ¥
RFBEEERS, Fla0 vCenter Server #1 NSX-T
Manager. &fERA /22 #hik=sia), g0 10.175.0.0/22,
ZHUERT BME—BY, REESHEM Azure EINRILE LUK sttt
MBEEE,
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FE. &
REPARIER BERIFERET, FAR Azure VMware iR E

ExpressRoute BREFNEERES BRI,

TRIRNERES:

EMUEFES, EFEF AVS WKiE; FRAXIEHS AVS KigER.
£ SKU FEHh, &% AV36 T,

eI T B REETE IP #odik, 5130, 10.15.0.0/22,

ERRE + 8,

HAERRE, REtIR.

o w e

Create a private cloud

“Basics  Tags Review + create

Azure settings

subscription* (@ cc-lab-xac-cp1-ca-aakash.mathai@coitrix.com A |
Resource group * (i) ANVE e |
Create new
Location * (@ (Asia Pacific) Southeast Asia A |
General
} Resource name * (0 AvSPcloud |
SKU* @ I AV36 Node | v |

EsXi hosts* (O r 3

o There is no metening for the selected subscription, region, and SKL. No
cost data to display.

Address block* (i) 10.15.0.0/22 o |

Virtual Metwork o |

Create new

Only Virtual Networks with a valid subnet with the name “GatewaySubnet
are available for selection. For details about adding subnet in a virtual
network, refer to details here
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e

IEMERARETEE 3-4 M. BRENENAMBIBFEATREFTE 30-45 .

WIFEPEBRE Y. SMEIEIZNERE, ARERENLER. KEAKINGE, BEEITR.

&) avs-pc-ncus & o :
AVS Private cloud

Search (Ctrl+, < _ Delete
@ Overview # Essentials e SO
B Activity log Resource group {change ESXI hosts

dV5-NCUS

=) .

Access co ntrol (1AM ot peering sub
@ T Succeeded 3213

ocation

£ Diagnose and solve problems North Central US

Settings Subscription (change) nagement network
B Locks Subscription 1D vMotion network
COCO00C0- C000-0000- COCC-000000000000 10.1.1.128/25
Manage
Tags (change
Conmectivity LAk here 0 a0 1305

58 Azure VMware B R A EME TS CEBARE=RE, BEIE— Windows VM HEZ M E A M
vCenter,

BIEHE Windows i

ERIBAT, EF + RN, AEEERHEE Microsoft Windows 10/2016/2019,
BHEAIE,

RANFTENGER, RABEFRHER + A&,

WibER G, ERCE B HEM IR,

> wn e

%2 FE =EH vCenter

1. UEEEBRS%ER VMware vCenter SSO %3 vSphere Client,
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« = 0O @& hittps:/ 10,2 10,02 webssoy SAML2/S S0 vmcp bocal TSAMLRs quest =2 R Pl SswFL %2 FylyDéwel

VMware® vSphere

cloudadminfivmep local

sesssssnssnnnns

WOWS S8E 1 authentication

2. £ Azure M]PH, ERENMER, AEEEEE> 511,
LB 2R E = vCenter #1 NSX-T Manager # URL f1 B F &1E:
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= Microsoft Azure R Search resources, services, and docs (G+/)

Dashboard > avs-pc-ncus

g avs-pc-ncus | Identity = - X
AVS Private cloud
2 Search (Ctrl+/ «
- ( L | Login credentials
@ Overview =
vCenter credentials
Activity log Web client URL @ [ httpsi01.02/ n)
Ao Access control (IAM)
Admin username & | cloudadmin@vsphere.local ID‘
¢ Tags
£? Diagnose and solve problems Admin password © E
Settings Certificate thumbprint @ | D ‘
B Locks NSX-T Manager credentials
Web client URL @ | https://10.1.0.3/ D‘
Manage
. Admin username @ | admin m ‘
2 Connectivity
B dentity Admin password @ E
B Clusters Certificate thumbprint @ | D‘

Display private cloud vCenter and N5X Manager URLs and credentials.

#ik URL AR EEE:

1. SMEIGEL—DheIEN VM, AEEREIEM.

2. 7£ Windows VM /i, $TFFXI%IER, ARTERMHIRIHE£HSA1E vCenter #1 NSX-T Manager URL, 7£
vCenter &£ H, MAE—$ 58 cloudadmin@vmcp.local P&,

7 Azure 5 VMware A RECEMKERE 158 ASV AERE, BT 0)ZEH AN X RELEMEERE,

BB IAMIZE
1. ER Azure P,
2. SMEIZAIEMNZRA,
3. EE + FMLUE X &R
4. TEENABEXSES, BAEMME, EREMNERFEHIEEER,
5. EERHWERE L, EFRNEAMERILEEPMLE,
6. ERIEREDMERE L, MAEHMENIEEESE.
7. EERETRLE, WABINMESHER, WIEANNXIE, AGRET—P5: IP it
8. 1£ IP #hihET £ A9 IPv4 #hik==ia T, A LaitlEAMtL,

BE.

ERSEEIRLA I ERRMI =B R E SR,
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HEAMAEESE]fE

PR + R INF Mo

EARMFMREL, FMIEERMESFMIEEE,

LI

PR + 61,

BIEER, ARREHCE. BETKE, ENMMNSEERERREAY,

ok wpn =

BIZEIMMEMX  CIZEMNEE, SIREMMEMXK,

EHRRAT, EF + RN R

EREVABEXAER, BNEMNERX, EHREMRNERRIFR/FEER,
EEIMEMXTIE L, BEHEEIE,

R ENMEMXTENERET~ £, AFREHE.

BHRER + 0

ok W
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Hame Resource groups AVS Create a resource |» Virtual network gateway

Create virtual network gateway

Praject details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * cc-lab-xac-cp1-ca-aakash.mathai@crtnx.com b

Resource group (0 AV5 (derived from virtual metwork's resource group)

Instance details

Mame * AVS_gateway
Region * | Southeast Asia v
Ty & -
Gateway type* @ O VPN (@) ExpressRoute
SKU * | | Standard I b
Virtual network * (D | | BVS_yMet I s
Create virtual network
@ Only virtual networks in the currently selected subscription and region are
listed.
Gateway subnet address range * (0 | 10.16.1.0/24
10.16.1.0 - 10.16.1.255 (256 addresses)
Public IP address
Public IP address * () .:.:. Create new O Use existing
Public IP address name * avsprivateCloudgatewaylP
Public IP address SKU Basic

Assignment

TEEHNEMXEES, 2HEIEUSZBEMMER XK,
EESERE, & ExpressRoute iEEEEIIGAEH Azure AVS FAB =RIEIARILE R X,

¥ ExpressRoute ZEZZIEMMEMX BEEMNEMXGE, EEZMXSER Azure AVS FAB = Z BARINER

1. =5 ExpressRoute HEZH,
2. 7 Azure ["JP 1, Sf1% Azure VMware Solution private cloud (Azure VMware #BRAEMER) o
HIREIE > %1% > ExpressRoute, 7A/51%#F + Request an authorization key (+ BiEENEH)
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Dashboard avs-pC-ncus

& avs-pc-ncus | Connectivity =

*  AVS Private cloud

Search (Ctrl+/) % ') Refresh
& Overview . ~
Settings ExpressRoute HCX Public IP ExpressRoute Global Reach
B Activity log
ExpressRoute ID
Acce trol (JAM) -
g £33 antnal A fsubscriptions/7cT5b0c2-  -44fb- -60a5e1545806/resourceGroups/tnt38-cust-p01-noi
& Tags )
Private peenng ID
& Diagnose and solve problems fsubscriptions/Tc75b0c2-  -44fb-  -5035e1545806/resourceGroups/tnt38-cust-p01-nor
Settings - -
T Request an authorization keyl] |_) Refresh
B Locks
Mame Key
Manage avs-ncus-er c62i

¥  Connectivity

FRIERINEAG:

1. BNEIMRDET, ARBECE. SIRTATRANEE 30 5. 2IEE, FEARKHNELE IR
ZRFIRP,

2. EFRNEAM ExpressRoute ID, EREEXEFEERTERTFEEDE, RNERIE—RIIEEER,
LtIETE HIBT SZ BN S il

3. SMEEIHTRIERNEMMERX, AREFERE >+ H.

4. FERIMERNEL, AFRIEMHE, ARERHE.
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Home > Microsoft.VirtualNetworkGateway-20210611150456 ] AVS_gateway

() Add [connection

AVS_gateway

@) Ensure that the ExpressRoute associated
with this authornization is provisioned by
the provider before redeeming the
authornzation.

MName *

| azrure_to_avs_ncus ’

CRTITCLTIOTT I.‘_n"n.l': '.\,_:l

| ExpressRoute Y |

n Hedeem authorization

*Virtual network gateway (i) El
AVS_gateway

Authorization key ™
| ' { authorization key

~EEer Crout LIBIE
R

FastPath (O

ExpressRoute |ID
Subscription (3

Resource group (@

Location (&

-

outheast Asia

£ ExpressRoute 885 BN MLE 2 BRI IERE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 143



Citrix Virtual Apps and Desktops 7 2402 LTSR

P search connections

Name ty  Status Ty Connection type

azure_to_avs_ncus Succeeded ExpressRoute

Ty Peer

77 Azure VMware #2275 & DHCP % ExpressRoute E#EIEINM XIS, EEE DHCP,

fEF NSX-T 1% DHCP fk558F 72 NSX-T EiResH:

. %% Networking (m45%#) > DHCP, A/5i%E Add Server (HRiMARSER).
. 73 Server Type (RR5323KE) 1%F DHCP, 1EftARSS233R A IP i,

. BEHRF

. % Tier 1 Gateways (%5 1 EMX), ERE—EMX LNEELRS, ARERREE.

. %% Type (Z£#!) 5 DHCP Local Server (DHCP #3t1R$323%),

. %7 DHCP Server (DHCP BR328), i5%41% Default DHCP (%3A DHCP), A% % Save (R7F).

1
2
3
4
5. 3%#% No IP Allocation Set (& IP 3F2&) LURIFM,
6
7
8

. BR&TE Save (IR7F), AGik#E Close Editing (XF4RiE) -

ADD SERVER
Server Type Server Name Server IP Address Lease Time (seconds) Edge Cluster Where Used
pHCH] ! 10.16.100.1/24 N 86400 TNT47-CLSTR

7 Azure VMware 2R 5 E=FHFMMEE  1&E DHCP /5, HIN—1MER,

ERMMEL, B7E NSX-T Manager #i%£#% Networking (M45%#) > Segments (WEL), A5 & Add Segment

(ARINPIER) o

Home etworking Security nventory Plan & Troubleshoot System

&
s€§ SEGMENTS SEGMENT PROFILES

ADD SEGMENT

&) Network Overview

Connectivity

[ Tier-O Gateways Segment Name

[ Tier-1 Gateways > o€ TNT47-HCX-UPLINK

> o< TNT47-TO-PRIVATEOI-LS

> oc TNT47-TO-PRIVATEOZ-LS

Network Services

Advanced Networking & Security

Connected Gateway & Type

TNT47-T1| Tier1 - Flexible

None - Flexible

MNone - Flexible
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7 Segments profile (MERFREXH) RED:

1. BWMAREERIZ T,

2. #%3$% Tier-1 Gateway (TNTxx-T1) (5 1 EMx (TNTxx-T1)) 3 Connected Gateway (BEi&EiZHK
%), AiE% Type (£Z) REA Flexible (R3F),

3. EETFLEBERNZ1 Transport Zone(TNTxxX-OVERLAY-TZ) (f£#iX15 (TNTxx-OVERLAY-TZ)),

& Set Subnets (G&EFM).

>

NTS SEGMENT PROFILES

D EXPAND ALL

Segment Name Connected Gateway & Type Subnets

150 : TNT47-T1 ® : * Set Subnets *

Segment needs to have either Subnets or VPN definad, or both

L2 VPN You have no L2 VPN sessions for this Gateway. For that, Transport Zone I TNTAT-OVERLAY-TZ | Overlay I
go to VPN Services . Note that for L2 sessions to work,
you also need |P Sec session defined

VPN Tunnel ID VLAN A
Connectivity D ')
NOTE - Before further configurations can be dene, fill out mandatory fields above ( * ). click 'Save’ below.

SAVE CANCEL

7 Subnets (FW) ZHH:

1. fRX IP #odik,
2. EEHM.

BE.

LEIER IP sk U8 F Azure W3 IP #hik 10.15.0.0/22,

DHCP SEEIR/E FMER IP sthit:

[ segment name * Connected gateway T4 Gateway IP Ty, DHCP range Ty Port/VIF Ty State Ty

[0 = nNeworksec-0 TNT4T-T1 10.15.4.1/24 10.15.4.100-10.15.4.200 8 9D succsss

#%1E No () HIEL R FUSRACE M ERAYED
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SEGMENTS

D SEGMENT

SEGMENT PROFILES

Segment Name

Connected Gateway & Type

) Segment IsO1is successfully created.

Want to continue configuring this Segment?

ves | )

7 vCenter /1, EFEMLEERE > SDDC HUEH L

T U © @ [§SDDCDatacenter | Actons~

- (5] vc865ddcd1ddar41as8a24 Summary  Monitor  Configure  Permissions  Hosts&Clusters ~ VMs  Datastores  Networks
+ [} spbe-Datacenter
v T Coster

Distributed Switches | Distributed Port Groups | Uplink Port Groups | Network Folders

[ esx02-r04.p01.865.
[ esx14-105 p01 8650

[ esx22-108p01.865 =

) HIYAVSVDIO! _ v | Tree

B Hivtestor & NetworksEG NSX network
& Hovtestoz & TNTA7-HCX-UPLINK NSX network
[ Master-TS2

IS Azure AVS IFi8  7£ Azure FiRATIS B HIEEIEMIERESR:

¥ Fiter
v | Network Protocol Profile ~ | VMs v | Hosts v over
1 o [ ve g65adedian
o 3 [ ve g650dedios
[ 3 [ ve 8650dedios
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() AVS <%

Resource group

£ Search (Ctrl+/) « = Create Edit columns  [B] Delete resource gro

A Owverview # Essentials
Activity log Subscription (change) : cc-lab-xac-cpl1-ca-aakash.mathai@ci

Access control (JARM) Subscription 1D

¢ ¥ O

Tacs Tags (change) ' owner ; alice hu@citrix.com eny
Events
| Filter for any field... | Type == all X Locatio
Settings

Showing 1to 21 of 21 records. |_] Show hidden types @
Deployments

Mame T
Q Security
X policies B vs-oc
== Properties & avs-DC-ip
B Locks AVS-DC-nsg

avs-dc32s
Cost Management

W E <

AVS-DC_OsDisk_1_5090e4504b3745038d8ef2ecbe 124
Cost analysis

ODOodoonodg

AVS_gateway

{EF vCenter EiRWIEERE:

= cCilrX | virtual Apps and Desktops Service

Overview  Manage ~  Monitor
Q, searcn
Add Cannection and Resources
%% Machine Catalogs
Name 4 | Type | Address | State
& Delivery Groups
28.azure Microsoft? Azurell Enabled
3 Applications
AYS VMware vSphere® Enabled
B eolicies
4 Lossing ste
R Administrators Azure-HAADCon Microsoft® AzureT hitps//management azure com, Enabled
Azure-HAADrs]
& Hosting
YMYAzure28con Micrasoft® Azurell hitos://management,azure.com Enabled

Google Cloud VMware Engine

Citrix Virtual Apps and Desktops & iF & ETF VMware 7 Citrix TE£1 #iF# 2 Google Cloud VMware
Engine,
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fdE Google Cloud VMware Engine

T2 T Wfa7E Google Cloud VMware Engine EFRERAIIR B E £,

f5ial VMware Engine ]/

1. 72 Google Cloud Console (Google Cloud #=#l&) 1, BELESMEE,
2. FitESH9H, #E VMware Engine LITEHTHI B E3£I-£+$T7 VMware Engine,

BIEE—IMEMNER B AERIFE Google Cloud VMware Engine,. aIfA# VMware Engine T 25
MRELH IAM B, EHECIENE T2, BESHEUTEK:

1. &K APLIERMRMT RECH. BXFMAER, BSHEIER AP AR RAECH,
2. FERERAT VMware BER&EM HCX BEMLZAMULEE, BXFMER, BFSHENSEZEER,
3. kB VMware Engine Service &£ IAM & &,

RENE—ILBESR
1. iAia VMware Engine [1F.

2. £ VMware Engine £51 L, #i Create a private cloud (BIEFAER). FIH THREMBMEHT S8,

w

. ERAEEHT RS, ELVEE=MR.
4. A VMware SEMEH T A5 PR A (Classless Inter-Domain Routing, CIDR) SEE

5. BN HCX ZZEM &R CIDR SEE.
BE:

CIDR EER G5 EA4FMNA = FMES, CIDREEXMA /27 HES.

6. EEFENE + IR
7. WERE, BEENEMKE, FHE Back (E—%),
8. B Create (8I&) FiRtIENET.

£ VMware Engine QI ZHMH M E =, ERBELSN VMware A, HATMEHHBEILENI Autoscale
RER, QIEMEHRETE 30 DHE 2 /)8, MEcTE, BRWE —H BTt

1% & Google Cloud VMware Engine VPN Wx Z&i75 Google Cloud VMware Engine B#a%E#, &0
LUER VPN fx, X2—MNETF OpenVPN BZF ik VPN, EaTLUANRiERE2I VMware Software Defined Data
Center (SDDC) vCenter ##17FrENEAIRE R,

£58E VPN Mx 28, EREET SDDC MXiGAE Edge Services (U4MRS) TE. Ak, BRE
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1.

3.

% Google Cloud VMware Engine '], 7A/5%%] Network (%) > Regional Settings (Xigi&
B). & Add Region (FiXi).

wRERE T SDDC WX, sAFEEA Internet Access (Internet i5iR142FR) #1 Public IP Service (A
IP BR%3)

REMLEBENERDEIRSSEE, AEEE Submit (18%). BAXERSEE 10 ) 15 558,

SRS, MEERSIEE “Regional Settings” (XigigE) mE L2~ Enabled (EEMA). BAXLRER
R AH IP HE4AER SDDC, XZEE VPN MXBERM

ZERE VPN RX, EHITLATRME:

1.

ok w N

£ Google Cloud VMware Engine [J7 5, %] Network (M%) >VPN Gateways (VPN fix), &
i Create New VPN Gateway (6Iz# VPN B%),

REMLIEAEREH VPN MXMEFHFMNEH. 2ET—5F,

EEERF VPN BERNAR. 2E5T—%.

IEEMMALES VPN AR, BEHT—F,

EEERHERRE. WIEFMAER, AEEE Submit (8% LIEIE VPN W%, E¥EER “VPN
Gateways” (VPN [x) Bim, HEA&# VPN MxpRE N Creating (EEQIE),

6. JR&E A Operational (AJigfE) /5, BTHHA VPN MX,
7. #F Download my VPN configuration (T VPN BE8) UTH— ZIP Xk, HEFEE VPN W

XHMECER OpenVPN BB X, #REAT@iE UDP/1194 M TCP/443 #iTiEHZMRE N 4, ERENE
BRIHEESAE OpenVPN R, RE#HITER.

. ¥%| Resources (#R), AEEEFER SDDC,

“## VPN

1.

EiEid VPN MXI§BEAMMESIHE =2 BRI RN RiEE. 55#i¢E Google Cloud VMware Engine

VPN M%,

2. EHTEIRE Google Cloud VMware Engine VPN % T8 VPN & &,
3. SATEN VPN ZFis, 30 OpenVPN Connect #.

BXFAER, BBAEA VPN #1175,

IEE—TFW

M VMware Engine [']J7 i3 NSX-T Manager AIEFMiZiZ&Z 47 NSX-T &, &EaTLl@e VMware Engine
WiazFEM. Eifip NSX-T Manager, EHTU T2

1.

2.

%% Google Cloud VMware Engine iJ7,

EESMmi=t, %% Resources (FiR),
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BH5EEHEBEEFMNFAE XN Private cloud name (FAEEER).
EMNEENIFAEETNEL, %3 vSphere Management Network (vSphere BIERLK) EH-~.
g#H5 NSX-T Manager 3459 FQDN.

HIBERE, MALHNERER. IREBIRE vIDM HEEEZEIMMIE (f120 Active Directory) , &2A
IRRRERR.
1EEE

AILUMAE RFAE B ESREMB R,

NFMigE DHCP RS ELIZFMZAT, 155iRE DHCP BRS5:

72 NSX-T ExEeg:

1.

2.
3.
4,

#7%| Networking (M45i%E#%) > DHCP, MEEZEHIIRET DHCP REMIET —1 % 0 BMXM—1E 1
= ESS

EFRECE DHCP fR$528, 5%+ Add Server (FARS23).

73 Server Type (AR%525£8) %3F DHCP, REARSSZFRA IP ithik,

& Save (fR7F) LISIE DHCP BRSS.

BMAITUUTRELUS I DHCP BRSSMIINZIMEXAYSE 1 EMX. DHCP RS EFECRAIAE 1 EMX:

nE,

ok~ w N

%1% Tier 1 Gateways (5% 1 EMx%), #ERF—BEMX LNEELIES, RAEEERHRE.

7z IP Address Management (IP ithit&E) FE&+, %4 No IP Allocation Set (% IP %),
1%$% Type (2£#!) 5y DHCP Local Server (DHCP #3tiR$323%),

%% DHCP Server (DHCP fR£523) 0IZ# DHCP fRS328.

BEHERT.

g Close Editing (XFA%HE).

BT LATE NSX-T eIl EMEE, Bx NSX-T 789 DHCP B9i¥4AE 8, 5518 VMware documentation for

DHCP (G&R7F DHCP 8y VMware xx14),

£ NSX-T heliZMEr  XFIIFnE VM, ERILARRE IR FMIEA NSX-T WER:

1
2. =i Add Segment GFIKXER),

3.

4. #%#Z Tier-1 (38 1 2) 1 Connected Gateway (EEENMX), AEH “Type” (£E) &% Flexible

£ NSX-T Manager #, %%l Networking (M4%i%#%) >Segments (XER),

N EREY R o

(R7&)o

5. B Set Subnets (8 FW),
6. BEHERINFM,
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7. 7z Gateway IP/Prefix Length (WX IP/gI&KE) PHANTFREE. BEFMEE, RE—NTH#E)\

¥om .1, 30, 10.12.2.1/24,
8. #8% DHCP EE, #A/g%& ADD ().
9. 7 Transport Zone (fF#HXiE) &, MTHIYIFRHi%EE TZ-OVERLAY,
10. BERTF. WE, EaUELIE VM BE vCenter iR LML,

HEAEXFH, FATHARSHEANRE, BRSeIUIEE 100 &M VMware Engine | VPC MM —E B, Fii0,
XEENESEE P i SEE. NSX-T TIEREMEM HCX M4 IP #itSeE, tIREEEzKISFHmEHhE =,

AR

F1E— Google Cloud F2Eiaf, R ERE L REE DHCP ERIEE. Hit, &5 41EERE Google Cloud
[GE2& DHCP sEEig&&. & EDIT DHCP CONFIG (4% DHCP E2&) LAECE DHCP SEE,

Network Overview

Network Topalogy | ADD SEGMENT EXPANC
>nnectivity Segment Name Connected Gateway Transpert Zone Subnet Port
Tier-0 Gateways segmentCl 2 Teerl | Tien 10.2081/23 1
Tier-1 Gateways
etwork Services
DELETE DHCP CONFIG
) VPN
» NAT Segment needs to have either Subnets or VPN defined, or both.
§ Load Balancing L2 VPN You have no L2 VPN sessions for this Gateway. For that, go to VPN Tunnel ID
e VPN Services . Note that for L2 sessions to work, you also need
Set DHCP Config \
Segment segmentCl
IPV4 Gateway 10.20.81/23 (" #DHCP Ranges ) IPV6 Gateway Not Set (" #DHCP Ranges {
DHCP Type * Gateway DHCP Server D DHCP Profile dhcp
@ IPvE server settings are not supported for Gateway DHCP
IPv4 Server
Settings Opti
DHCP Config @ Enabled @
DHCP Server Address 10.20.6.1/23
DHCP Ranges 5 Maximu ormat 172.16.14.10-172.16.14.100 or 172.16.14.0/24
cmeonmemex ) | Belong to subnet CIDR
Lease Time (seconds) 86400
T
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£ Citrix Studio F6JiZ Google Cloud VMware %%
1. 7£ vCenter FEIZITEN.
2. @Ezh Citrix Studio.
3. EERETR, ARREMNEENZR.

4. 7z Connection (FiE) RE L, %% Create a new Connection (BIE#IEEE), AEEIFRUTI#AREE:

Add Connection and Resources

o Connection

@) Lreaiea new connecton

Connection type: VMware vSphere®

2 Storage Manageme...
ction address: #os/10.120.0 6/=d

3 Storage Selection Connection address: https:/10.129.0 6/sdk
4 Network @ Learn about user permissions
5 Scopes User name: CloudOwner@gve local
6 Summary Password: | essssessew

Zone name: VMware-GCP

Connection name: VMware-GCP1

Create virtual machines using:

(@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

«@

WEREREZ R ) VMware vSphere,

b) 7 Connection address (iEizithit) &, #A vCenter £/ IP tthiit,
vCenter =ik,
d) WMNEERT.

o 2008
&
> N

ERATRIZEMN TR,

5. 72 Network (M%) F&EH, EEE NSX-T BRRSBHEIZHF M,
6. TERMES.

Amazon Web Services (AWS) £ VMware =
f&Bh Amazon Web Services (AWS) £ VMware =, ERILUSETF VMware g9zt Citrix TR EHTBE AWS
o

EXNETE AWS EIRE VMware =R T2,
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ifial VMware =iFi58

1. f#8 URL https://console.cloud.vmware.com/ &% VMware =R

Welcome to
VMware Cloud Services

Choose an account to sign in.

Sign in using another account

ENGLISH v

2. BE AWS i VMware =, WP ETR “Software-Defined Data Centers (SDDC)” (3% X Ho¥kiES
% (SDDC)) T,

vm VMware Cloud Services

Click here

My Services
[ RETIRED SERVICE - DO NOT USE (> VMware Cloud on AWS

More Services
@ VMware Cloud Marketplace a F@ VMware Cost Insight a @ VMware Log Intelligence ]
Choose from a rich ecosystem of third-party solutions Analyze cloud costs, find savings opportunities and Analyze logs to promote rapid troubleshooting and root
and services, designed and tested to run on VMware- communicate the cost of services to the business cause analysis across private, public and hybrid cloud
based clouds environments.
REQUEST ACCESS REQUEST ACCESS REQUEST ACCESS
E?a VMware Network Insight a Mt NSX Service Mesh (Prod-1) '} E] Skyline Advisor a
Gain visibility across clouds to understand application prod-1: Consistent operational control and security for Proactive support portal to improve reliability, security
dependencies, plan security, and troubleshoot network cloud-native applications and data running on multiple and productivity of VMware environments.
issues platforms and publi
REQUEST ACCESS EQUE: 3 REQUEST ACCESS

= = = = = % N a

1 skyline Collector a 4 skyline Platform Services a 5 VMC Sizer a

3. % OPEN VCENTER (4T7 Vcenter), #A/5% & SHOW CREDENTIALS (27, 12 FXLEFHEL
MU,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 153


https://console.cloud.vmware.com/

Citrix Virtual Apps and Desktops 7 2402 LTSR

vm VMware Cloud on AWS
€ ARk

SDDCs  Subscriptions  Activity Log ~ Tools  Developer Center

Software-Defined Data Centers (SDDC)

SDDCO2 © us west (Oregon)

e
(Ready )

CPU Memory Storage

249 GHz 1.5TB 32TB

VIEW DETAILS |OPEN VCENTER [ACTIONS v

Click here to open the vCenter

(#77F vCenter)

Open Access to vCenter X

Before you can log into vCenter, you must open network access to vCenter through the management gateway. Choose

Click here to view the credentials of the vCenter.

FIREWALL RULE VPN SHOW CREDENTIALS

an option for opening network access.

[Z) Don't show this again

4. 377 Web %528, AN vSphere Web Client #9 URL,
5. REBHAMAER, AGEE Login (BR). vSphere P ix Web TUE 5 A#IF 5204,
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vm  vSphere Client

[ Cluster-1

O 2 8 @ p—
© (Gl veenter.sddc-
+ [ SDDC-Datacenter
« [ Cluster
0102324
[0 102325
[ 102326
> @ Compute-ResourcePool

Hosts VMs  Datastores  Networks

O.vmwarevme.c. Summary  Monitor ~ Configure  Permissions

ul

Related Objects. ~

Total Processors: 108
Total vMotion Migrations: 15
Fault Domains:

B

> @ Mgmt-ResourcePool
) 74766TestElasticwFullUserLayer-201
1 CC-pvs10-002 (orphaned)
{3 CC-pvs10-T001
51 CC-pvs10-TO02
51 CC-pvs10-TO03
(5 cvag-master-dco1

Datacenter B sppc-Datacenter

@ cvad-master2-01

5 dc0820

(3 Elastic Layers-2019-07-26_14-41-035...
(51 Fellowship File Server

vSphere HA v

Tags ~
(5 Fellowship Test VM N

3 Fitz Test VM
[ Mistry-pvs-d-01
(5 Mistry-ps-d-02
(5 pvsi0-001

B et Ao

Assigned Tag Category Description

Recent Tasks  Alarms

Task Name. v Target v status

[ 102324 /' Completed

%*F VMware =115

vSphere ZP i Web @ EEMEMIE.,

vSphere DRS

Cluster Consumers

Custom Attributes

Atribute Value

o ENMBEME: ELEEFHE, EEERIUUES M ER,

I

2 B

¥ @ voenter.sddc-54-190-203-140 vmwarevmc.C...

[ SDDC-Datacenter
v [ Cluster-1
[] 10.2324
[ 10.2325
] 102326
= Compute-ResourcePool
™ Mgmt-ResourcePool
CC-pvs10-002 (orphaned)
CC-pvs10-TOO
1 CC-pvs10-TOO2

20 Op Oy

o VM FIEIRME: =EERTUABTFSXHERE,

74T766TestElasticwFullUserLayer-201...

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

155



Citrix Virtual Apps and Desktops 7 2402 LTSR

[N I =

HE

g Ewanta.sdﬂc-&#-ﬁﬂ-i%-w} VTIWarevmc.c..,
w [l SDOC-Datacenter
» ] Clerix Virtual Apps & Deskions
» [ Felowship
» L Infrastructure
» ] Managemeant Ys
» [ PVS-Avengars
> ] Templates
] Worklaads
£l avengers-Pys-1
g deD820
e DL-Pv51
M winlOxEH903pvsTemplate

 Zi#ME: 7£ Citrix Studio FRMITE R THI%E WorkloadDatastore 7%, EAER LA TIERAELK
EEhE,

T @ |8 |9

. @ veenter.sddc-54-190-203-140. vmwarevme.c...
v [{ SDDC-Datacenter
-] vsanDatastore

| WorkloadDatastore

VMC customers have access to
Only WorkloadDatastore
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o MLEME: VMware =MEHMRIBEAMLEEITEFrE3,

B @ 8

[£P veenter. sdde-54-190-203-M0 vrwar evine ¢

- [ SDDC-Datacenter .
R WM Networks
[ VMC Metworks

2 cliantl /

© client2

Management Netwos

o cgw-dhep-ls NSX Metwork [
& clienti Opagque Networks
& chant2

s dmz

RBEERE, ESH VMware EHMCIRIE URINEZE 2R,

o QlEIER
o BXENERERNER, BEMAS5 VMware zHS RN HIRRT S=r0EE

B2

ok

B
o QIENEEERENERR

s SIBHENAER

REZOANF

June 27,2024

BE.

Citrix IRIEE & ZFm (BFETMEEAN) WEXENEXTAIHIE. BXIFHER, 1555 Citrix Licensing

o

#4145 Citrix Delivery Controller. Citrix Studio. Web Studio. Citrix Director # Citrix ¥ a3EARSS 28,
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} =r

AR

Citrix Studio — 1M EF Windows WEIBIEHI &, A EERREMEE A Citrix Virtual Apps and Desktops
#E, Web Studio 2 F— Citrix Studio, X2—HETF Web WEBEHIE, 1RM3T Citrix Studio M52
BINRETBERN. BX Web Studio Hi¥4E8, E2iH%%E Web Studio,

(£ 2003 zHimARAS, #ZOABHE4E Citrix StoreFront, &BsARTLUEIE & 3 Citrix StoreFront HMGEE1TR
ENFPRA A S RLEE StoreFront,)

FHAREZH, FEERNMEE L,

EXNTAT RERZOAUHNRZERRIAF. RETHITFAGL. BEXFAER, BERERAGSTEE

TR 1. THERRGHBRSF

fEREM Citrix M~ =Z3#8341E Citrix Virtual Apps and Desktops T#mm. T~ ISO Xt

fREX . FHEZIR ISO X4 DVD,

ERAMEERK,, EREEHPREZOAGITEN.

fEIREh2RHPIEN DVD 3EEH ISO X, MRZERFRENEE, BEWNE AutoSelect [ AI2F I EHMIIKRNEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/install-configure/install-core/install-web-studio.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/install-configure/install-prepare.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2402-ltsr/install-configure/install-command.html

Citrix Virtual Apps and Desktops 7 2402 LTSR

TR 2, ERBERENm

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, doud and enterprise proviskoning
= Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps pefiver applications

Virtual Apps and Desktops peier appications and desktops

CiTRIX

BE SN LIRE  Virtual Apps 5% Virtual Apps and Desktops.
(NRHEHN LBERE T Citrix Virtual Apps and Desktops A, A= ERIETHE,)

WLITIEM / xenapp AF R Citrix Virtual Apps. IMRZEEIED, MZ2 Citrix Virtual Apps and Desk-
tops.
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TR 3. EEERENRE

%

Lipay aate Maxbures arsl brusges.

Virtual Difisey Aget far Windows Single-seishen 05

Upgreds WA for Wandows sanghi- sision O,

xtord Deployment

] Citriz Tudic i Sausion Reccading

NRNINFIaRE, &% Delivery Controller. (EF—TL, EEREEILITEN EREMNFEAM,)

MREERE Controller (EHHBENHF—EIHEN L) HEREHMAN, BN BIEIBDEFBENAL,
WLITER: /components
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TR 4. FFEAHERIFA Y

Software License Agreament

Licensing Agreement Printable version
Core Components CITRIX LICENSE AGREEMENT -
Features This is 2 legal agreement ("AGREEMENT") berween the end-user customer (“you®), and .-
Firaveall the provading Crtrix entity (the applicable providmg entity 1 heremafler referred to as
"CITRIX™). Your locatien of receipt of the Citrix product (heretnafter "PRODUCT") and
Summary maintenance (hereinafter "MAINTENANCE®) determines the providing enbity as
Install identified at https:'‘wwwcitrix com'buy licensing ‘citrix-providing-entities ktml. ~ BY
- INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
Smart Tools BOUND BY THE TERMS OF THIS AGREEMENT. [F YOU DO NOT AGREE TO THE
* TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Finish Nothing contained in any purchase order or any other document submitied by you shall in
any way modify or add to the terms and conditions contained i this AGREEMENT.
1. PRODUCT LICENSES.
a End User Licenses. The software in a software PREODUCT and the

software installed in an appliance PRODUCT is made available by CITRIX
under the license models identified at hetp/fowow ernx com by licensing
producthtml. Any experimental features deliversd with such software will be
wlestified and are heensed only for internal testmg purposes. “Software” means
a Citnix proprietary and'or open sowsce software program i object code form
licensed hereonder. “Appliance” means a bardware appliance with mstalled

Tombmnnrs W ammuuthatnmdine nousbinm sat Snetls o this ACDETAITRT ar as the

| have read, understand, and accept the terms of the license agreerment

®) | do not accept the terms of the license agreement

AN E L, ERFEmNE, EREERRHERE. AR, 85 TP,
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TR 5. ERERENAGRLEUE

Core Components

¥ Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be
installed on separate servers.
Core Components e
Fomne Location: C:AProgram Files\Citrix
Firewall
ot Component (Select all)
Summary
Install Drelrvery Controller
b Diistributes applications and desktops, manages user access, and optimizes
Senart Tools conmections
Finish )
=) Studio
Create, configure, and manage infrastructure components, applications, and desktops.
Dhrector
¥ Monator performance and troubleshoot problems
License Server
Lt Manages product Boenses.
StareFront
7 Provide: t d ervices fo
e apphe

ERROAGTIE L
o« MIE: BINERT, AfFRERE C: \Program Files\Citrix df, ZRARBEERTASEHIBE, W
REEE—NTENMUE, SHMEBEMERSHHITRIER.

o A BANBERT, FiEOAST NN EEEEL TEFIRS, TF—RARSB[/LREMEZOAHER TR
I MRS NBL A ERE, [WTFRABIMEFIRE, Citrix BINER MRS 28 EZ2 % Director. StoreFront.
Secure Private Access fMiFaIEARSS 28,

PE =
MREBEZARSR EREAN, 5h%sE Citrix FrERSBMNFRNE, AGBETHEMRSR REH
B, B*S, 521 (Citrix Virtual Apps and Desktops B EIER) B9 “B#MRE” 5.

BEFRAERT BN L REE T CFNROARN, RAZIETENRER. ZERIRBEREZANH, REF—
EFELITEN Lo

%EE—F_ﬁ%o

@wLfTEm: /installdir. /components. /exclude
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Erras

Lz F%k Delivery Controller B, R4 EREH. MRITENH RAM BEFRBINHNNER (5 GB), RERRF
REEE, XARRSEMIERREN. BXFAER, FSRAEHFENR,

o

Ef R E: BER—TEE,

o B BEHEEUEUFLERE. MtENRNES RAM, ARENRRIRR.
o HE, BE TP USRTE, ZIGRAIRFERE LR,

WEITRE: RE/ARER, REBEEE—FHEHE, BRTHIWABNE AL,

o B mtENRINES RAM, RAEBRIETHS,
o IH, /A /ignore_hw_check_failure B RETH<LUREINES, SN SAIEEERE
PR,

FHRES, WMRRIFRLH SQL Server fRAFBRZR, GhIWEEN, BSRALTZ.

SR 6. BREAEE

Citrix
Features
' Feature [Select all)
Eeat Install Microsoft 0L Server 2017 Express CUT6
eatures '
Fireveall
Sumenany - _ .
- Install Windows Remote Assistance
Install slpct t sad -

Driagnostics

Finish

Back Cance

fEThREDIE L
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o EEREERE Microsoft SQL Server Express WUBFE m#IBE, BIABERT, BRALER. MRERHRE
Citrix Virtual Apps and Desktops #iEE, BEELHIEE.

+ R4 Director BY, Bah% % Windows iZi2ihBh., xRS E Windows izf2ihBhi-R B A ER LS Director
RAREFLESFER. BREEXKITHA TCP %0 3389, RINERT, BRELINEE. ZBIMNEEER T ARSI
E. ILIhEEN Y %% Director WA Em.

BEF—%,

B TEm: /nosql (BFMELEERE). /no_remote_assistance (BFMHEILEER)

S 7, 1T Windows B5 A ZiE O

Fireawall
¥ Licensing Agreement The default ports are listed below. Printable version
I:lrlnner'_,.' Controller Darector License Server StoreFront

Firewall B0 TCP 80 TCP 7219 TCP 80 TCP

Summary 443 TCP 443 TCP 27000 TCP 443 TCP
BOB3 TCP

o 2082 TCP

Smart Toolks

Finish

Configure firewall rules:
L] L-.ﬁom.n‘.l-:nl::,'

Select this option to automatically create the rules in the Windows Firewall. The rulbes wl

be created even if the Windows Firewall is turned off

h‘.anuai.)'
Select thes option it you are not using Windows Fairewall oor of you want to create the mules
'J.'::n.n:'-;cl.‘.

BIMERT, W3R Windows BAASERS EFEETT, BABMERBAAE, BAETELMNBEOHBSEHITH, %R
INRBEATASHEEZ, EXHAGEE, BEAMSEIRL,

%EE-F_ﬁo
(B 2REEL T EN EREFMBZOAGINNIROTIR, ZEXENREEENATNNHE,)

WmITER: /configure_firewall
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TR 8. EELEFMHBIALE

Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install,

¥ Core Components f . =
Installation directory

& Features
C\Program Files\Citrix
W Fl fémval T
Prerequisites
- ¥ Microsoft Visual k64 C++ 2015 Runtime
Install Lecal Host Cache Storage (LocalDE)
Smart Tools Micresaft Visual k86 C++ 2015 Runtime
g Microzoft SQL CLR Types (x86)
Fimishi Micrasaft SMO Objects (x86)
Microsoft SOL CLR Types (x64)

Micresaft SMO Obpects (06l)
Micresoft Intermet Information Services
Windows Remate Assistance Feature

Core Components

Lelrvery Controller

Studio

Dhrector

License Server

StareFront -

sack | (CEETN | Concel

REONELVEERENAST. NRFE, AIERREIREEDE Z /@S NEHEER,
EEFN, BHERRE,

RERETRREHE:
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Installing prerequisites and components

+ Licensing Agreement Installing... About & minutes remaining...
¥ Core Components
Prerequisites
v Features
> k" Show Prerequisites
' |.' reaval
ki Core Components
W E.,m"ﬂal:r L] E'\'ll‘-'tr:.r':'}ﬂtru"'tr Inﬂalllng...
Install Studia
Smart Tools Director
License Sencer
Finish StoreFront

Paost Install

ﬂ:nmpqncn'l Irrtiahizateon
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#1 9. 5 Cloud Software Group

it
®
=
oing
i

Disgnostics

Disgreostics

Finagh

FisHnEL, ®EERESS5 Citrix Call Home,

FERERRERE Delivery Controller B, $ERILAE. R4 StoreFront (Controller B&4h), ASRKERIEER
H. MBREHMZLAMN (BARZE Controller 5 StoreFront), AS¥EARERILRE,

FEAESED, NRERA Call Home MR RERFBES Citrix Telemetry Service HXMEIR, WARER
LB,

MREEFESES (BHARE), BREEE. HIURTH, WMAEHN Citrix kP EHE, BRUEREEHEESEME
Tl

ENEEEIRIIE (HEWREEFSS), 2ET—%,

INRIEAREFWE LIS BHER TR EISMTE LAERE, WEXAEES Citrix Insight Services SHEESS,
T—PRIARBER. EREBRHET -, BEEMEAT IR, HERALABUEERREIZEER.

BXFMER, H2E Call Home,
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#1% 10. 5 Cloud Software Group £ZiFrAIEARS 2R

AN e AN e

Citrix Virtual Apps and Desktops 7
License Server Data

 Licensing Agreement

¥ Core Components Sharing License Server data with Citrix

« Firewall

Help improve Citrix products and drive adoption by sending system and product
¥ Summary configuration and usage data (including user/device data) via Citrix Call Home.
 Install Providing this data and registering your License Server with Citrix Cloud helps

you and Citrix understand your license usage over time.
License Server Data

Finish Help improve Citrix products by sending system and product configuration and
non-identifiable usage data to our Customer Experience Improvement Program.
Neither of the above.

Citrix does collect basic licensing data as necessary for its legitimate interests, including
license compliance. Learn more about the data we collect and additional user options.

Cancel

£ License Server Data (i aiEARS 28403R) Tim L, HANEREHZ Call Home BB F AL siEi1+% (CEIP)
PR AR HEER, tb5h, Cloud Software Group FERUERAFAISIE (BIFFHESMMG), UPEE
A AR

LZRVFANERSBE, BHIITEIERS S EEDIE:

o VERMRIAMH,
o ERZOAY, ERE Delivery Controller #ial.

EFHRERE, WREE /CITRIX.opt: XHHEETERE, NFARERILTE,

YANHEARS 2R M S MR A P IR, flaiFarsdR. Call Home ¥uiEf0 CEIP #438, 22 A Call Home ¥EH
CEIP #iEli s, BuiuEFESS5 (EFIMN).

BXRNAEFERGSITHITRENBA Call Home # CEIP #iBEMFRER, BERAATLEZLARNHT
I,

B Cloud Software Group el #uiBIRERF4HME S, ES Citrix Licensing #uElk st lo
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TR 11, TRt RE

Finish Installation

+ Lice Agreement The installation completed successfully, " Success
& Cione MO -
Prerequisites
" Feature +" Microsoft Visual xbd C++ 2015 Runtime Installed
 Firews « Local Host Cache Storage (LocalDE) Installed
’ v Microsoft Visual x86 C++ 2015 Runtime Installed
¥ Summar » Microsoft SOL CLR Types (xB6) Installed
o | + Microsaft SMO Objects (xB6) Installed
e v Microsoft S0L CLR Types (x64) Installed
" Microsoft SMO Objects: [uf) Installed
Finish » Microsoft Internet Information Services Installed
+ Windows Remaote Assistance Feature Installed
Core Companents
v Delvery Controller Installed
+ Studic Installed
W Chractor Ingtalled
v License Server Installed
» StarsFront Installed
Post Install
+" Component Initialization Initialized -

You must be logged in a5 a domamn user before configuning the product.

SERE B & H R BEERIMCHFE EMII R RN LR A &AM
BHRTEM.

TR 12, AHMITEN L REERZOAN

MREE—AHENLRETHREZOAL, BRERTEES T, BN, BEEMITEN EBTRERER UREH M
Ak, FAUEEMRS S EREE S Controller,

IS

RETHELENAHE, £ Studio tIEIES,
BIETIRE, %3 VDA,
BERS A LAE A e B MR HAEF UR B U T ARG RIEHIHE:

o BRTENARSSBBAIARSSBAM . EHTENRS 8B LEEIREER,
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1. EY REEBES D L@ AITENAR S 2.

2. ERIFEHN

3. ERAEREL, BRAERT, MR Windows BiAIEIRS ETEETT, BRABERBARAE, LRITH
TCP %0 7229 71 8080, SNREBEFahFTHXEIRO, FJUARAIZIIAEF.

BRI LTREMAN, BEAATLEERTERS S0 S1TET
o XESMRIERS,
+ Session Recording,

+ Workspace Environment Management,

FERBSITRE

June 27,2024

BE.

o MNBBAHE, HEYFIRAERRZET Personal vDisk ¢ AppDisk %4, 155 i5MIkx PvD. AppDisk
MAZZRFNEN.

« Citrix RIBEA M E (BETFTEMMN) RELENERTFIRE, EXFHAELR, 551 Citrix
Licensing .

=iVl

AXEATFAEMEA Windows BERFZMITEN EREAMH, BXERT Linux RIERKH VDAMER, BE5H
Linux Virtual Delivery Agent,

EXNBMAR B mBRERS. TARHTEAREZR, BEEEETE, XRXERETIRREREFNRA,

EEEGOMRNITHEMREE, SXARRKEEANEEAUBERFMHIET. BXEMER, HSH Microsoft
B3,

TEREERERRER M, ™ SO PiRM T REIZ, ATF7E Active Directory FREVITEN ERE. AR
iR VDA, BXIEMER, BFSRAEAMZAEZE VDA,

MR=RAEL Citrix Virtual Apps and Desktops irAsAR #5689 Windows 1ER kR A L REH AR, WRER—
FHR, BESESRASENENEXNER. BSAFHRAIIRERS

Bx Citrix AR EAGLRERNER, 155 Citrix 2ER[EIE,
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ERRETmREEF

BihAEB T mREEFIGLITEO, BRITUTERE:

1.

2.

w

4.

S

EM Citrix TEFRRMGE. FEREM Citrix kP EHEA BEAIR FHIER.
FRIEX o S&EZIR 1SO X449 DVD,

CEEASHEERGRKS, BREFTEPREAMGNRSS.

7EIRENERHE N\ DVD 3t 1SO st
. MAELEM \x64\XenDesktop Setup BRH, ETHNMNSS.

BREMZOAN, FRITUTERME: 51T XenDesktopServerSetup.exe, HERREZOAGNSD
LITIRIART H BRI,

ERHE VDA, BEHITUTIRME: 517 XenDesktopVDASetup. exe, HEARE VDA &GS TETH
Bl B3I,

E %% StoreFront, EHITUTRME: BETERENFE LW x64 > StoreFront X kK
CitrixStoreFront-x64.exe,

ERRBERITENRS R, BRITUTERE: BREATREBAITHRS B SITERRIESHITERE,
EREKASMIIERS, BRITUTERME: Citrix BIVERERRE.
ER4E Session Recording, BHITUTIRIE: 1E#ZEE Sesssion Recording I S#HI TR,

Ex% Workspace Environment Management, &7 T81E: &#&8 Workspace Environment
Management FEIESHITIR(E.

E L% Secure Private Access, iEHRITIUTRIE: BITRENR LM x64 > XenDesktop Setup
¥ XenDesktopSPASetup. exe, iEREBAT L% Secure Private Access B8 < 1TiEIHAY
FEEHITIRE,

BFREZOA MBI ST

f£A XenDesktopServerSetup.exe @LREZLVAHNR, UTSHEMER. EXENNELZFMER,
BERAREZOAN.

« [ceipoptin ceipoptin [ ceipoptin*] -

A iFUEE Call Home $uEMZE F id3aziEit4 (CEIP) $iE. BMEN:

- DIAGNOSTIC: ##it{EalfE Citrix Licensing gefigUigE Call Home #5138,
- ANONYMOUS: ##itkfEalE Citrix Licensing BEmBURSERiIRFIAI CEIP B (TSXIRBUAA).
- NONE: #&#iItERIZA Citrix Licensing Usse CEIP #uE.
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B % Call Home #uiRWEMIFAE S, 1ESA Citrix Licensing Call Home,
B CEIP #iRWEMNE ZiFMELR, &SI Citrix Licensing PRI E 1151,
B% CEIP #IEMEZ#ELR, 158 Citrix Licensing CEIP #iEt%,
BXFIERS[MIFIHENEZFMES, EHSH Citrix Licensing ¥k,

+ [components component [;*component*] ---

ELERIMFNVAGHTIR (LESHR . BRERN:

CONTROLLER: Controller

DESKTOPSTUDIO: Studio

WEBSTUDIO: Web Studio

DESKTOPDIRECTOR: Director
LICENSESERVER: Citrix #FrIIERRSS 25
SECUREPRIVATEACCESS: Secure Private Access

NRBEEULIET, BREMBANG WREEET /remove &, WHBFFIELME),

(£ 2003 ZHiRkRAH, BMEEIE STOREFRONT, ftFhrads 2003 RESHRE, EEREARE-RTE
EFTIRRE R StoreFront Z#8&%),

+ [configure_firewall

9NR Windows BiASERRSIETEETT, BMEZPAAEHRBA, Ba7E Windows BiAIERITHIEEREMA
HHERNAERH. MREEANRE=ZSMERERAAE, WARFHFTHX LR

« |/disableexperiencemetrics
FrIbR=EE. ARSMIpRISIZRUEN S BN EHE Citrixo
« Jexclude “feature” [,” feature” ]

FIERE—IHZMHES ORI, RS AK, HhESUIE. RSIEAMLABESIS3lE. BREN:

- "Local Host Cache Storage (LocalDB)": MilERERTFAMENBEFNEIEE, It
I BERE SQL Server Express LU ELL R 3B E & B IR0,
« [help & /h
BT,
« [ignore_hw_check_failure

R E R ERFAR Delivery Controller, BEMEEMIERN (90, BF RAM RE) w2Mtk. BXi¥H
BEERAEHLE

« [ignore_site_test_failure

R7EF4 Controller 3REHAEN, BEBERT, EMUMERVIRRWIPDEFRZE, FRYLHTT, MR
(FHERE S false), AMIERNNKAMIBESRREREFRY, MARITHE. BRIME: False
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EFARIER, WMROMEIFZZHH SQL Server hiezds, NRBBEILED, BXFMEE, HE5 SQL Server
AR E,

« [installdir directory
AFREAHNIAETER. iR c\Program Files\Citrix.
+ [logpath path

BEXHMUE, EENXERLTEE. REEFASUETE. RINME=TEMP%\Citrix\XenDesktop
Installer

+ [no_remote_assistance

XY =% Director NBEX. ZAREA Windows T2 ihBhi AR ERTIEE.
+ [noreboot

PEEREEREENRN. (WFASEZOEAN, RN TFRRENRB.)
+ [noresume

ARINMERT, SREIEDFEHENERBN, REEFREENRDTHEEHHRETIT. BESNIME,
EIEE /noresume, MREEDHREIEPUAEREHNRAEEHRES, XREEER.

« [nosql

FELE7ERDE 2 Controller B9ARS3 25 L %% Microsoft SQL Server Express. fIRZBRILIET, &% SQL
Server Express LR FIL s #kIEE,

IR AR SRR T A EHE7E89 SQL Server Express LocalDB #y&3t,
+ [quiet 5% /passive

RESRPAREREMAR RE. MREETE Windows ESEERPHRIIRELIZNIEE, NRBEELET, &
BEER R,

« [remove

fipgiEE / components EIMisERIZ A,
+ [removeall

fFR B MR E A o
+ [sendexperiencemetrics

BRE ALRIBBEIREFTREN ST BENLXE Citrixea WEZBLER (RIEET /
disableexperiencemetrics), ftFaEAME, BERKEERE,

+ [tempdir directory
RESETFATRERRXGENE R, RINBEZEA: c\Windows\Temp,
+ [Xenapp

Z%k Citrix Virtual Apps. WNSRZBRIED, NZ2k Citrix Virtual Apps and Desktops.
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AV R ]

LU T e <8 1ERR 53288 £ =% Delivery Controller. Studio. Citrix Licensing #1 SQL Server Express, 4H{i&fs
PREBBRL A IEIR O = BEFT o

\x64\XenDesktop Setup\XenDesktopServerSetup.exe /components controller
,desktopstudio, licenseserver /configure_firewall

LU T en R 1EARSS 28 E %2 Citrix Virtual Apps Controller. Studio #1 SQL Server Express. fB#Fi@{EFrEEHIF
AEIHROS BT

\x64\XenDesktop Setup\\XenDesktopServerSetup.exe /xenapp /components
controller,desktopstudio /configure_firewall

LTSRS 28 L %% Delivery Controller. Secure Private Access #1 SQL Server Express. ‘Af@EFE
BIBA At im O = B EhFT Fo

\x64\XenDesktop Setup XenDesktopServerSetup.exe /xenapp /components
controller,secureprivateaccess /configure_firewall

fERAMIIA VDA RE2F

FERM Citrix WP EIEA seif R THb S, DAEFFRREZ FIIRAEENR, SERUEERBHIET.
1. M Citrix FHEENRHEE:

o ZRIERIERS Virtual Delivery Agent: VDAServerSetup_xxxx.exe

o BAERMERS Virtual Delivery Agent: VDAWorkstationSetup_xxxx.exe

o BRIRIRERSAIZOARS Virtual Delivery Agent: VDAWorkstationCoreSetup_xxxx.
exe

2. BEBRAETHIXARIRE—NEER, ARETREMS, HERBETEZRMGE.

ERETEMIIERXY, BER /extract M43 K&RF, B C:\YourExtractFolder)\
VDAWorkstationCoreSetup.exe /extract %temp%\CitrixVDAInstallMedia
ZERBAFT. B, RIEEAK. AREERMGTH, EAAXHTHMNEBOETUEITHEMAY

o
P
~o

+ 3F VDAServerSetup_XXXX.exe, #&&fT <extract folder>\Extract\Image
-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe

« 3t F VDAWorkstationCoreSetup_XXXX.exe, 3§ i& 17 <extract folder>\
Extract\Image-Full\x64\XenDesktop Setup\XenDesktopRemotePCSetup
.exe

« 3F VDAWorkstationSetup_XXXX.exe, i&&fT <extract folder>\Extract\
Image-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe
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BEITTHMNREE, EBTHEEM: VDAServerSetup.exe. VDAWorkstationSetup.exe
5 VDAWorkstationCoreSetup.exe, EFEREXHFIHAEHER,

MRERETETmTEERF:

o EBfTIRIIA VDAServerSetup.exe s VDAWorkstationSetup.exe RE¥#EF, MEER
XenDesktopVdaSetup.exe &a$—#%, BT BMARRE,

+ VDAWorkstationCoreSetup.exe REEFFR, RACIHATATHMLEREFN—I2ET,

BT %% VDA Han$1Ti8Im
MFEREUT— IR Z S S(REREF)RER: VDAServerSetup_xxxx.exeVDAWorkstationSetup_xxxx
.exe fl VDAWorkstationCoreSetup_xxxx.exe,
BXETMESFAER, BHSH%E VDA,
+ /[components component[,component]
EREAMBRHAGNTIR (LLES DR . BREN:

- VDA: Virtual Delivery Agent
- PLUGINS: #BTF Windows 85 Citrix Workspace M BiEF

B %% VDA #3E A F Windows B Citrix Workspace i B #2 %, &1 E /components vda,
plugins,

WNRZBEULET, N&=EE VDA (R&# Citrix Workspace R B#1EF)

tEmEMSE R VDAWorkstationCoreSetup_xxxx.exe RERFENIEM. ZLTEEFFERE
Citrix Workspace B2,

 [controllers “controller [controller]”

815 VDA i&fz# Controller 8 FQDN, UKD RHAESISIEER, B7FRNIEE /site_guid M
/controllers %M,

+ /disableexperiencemetrics
PlbRE, ARIMIFRSIZFUER BRI LT Citrix.
« /enable_hdx_ports

SNRIENE Windows i ASERRSS, BMERAASERBA, A7 Windows B ASEHRITH VDA Fl/= FARITHAE
(Windows 2 ihBIBRSN) PREBHIIHO. SNREEAEMAESREAMAE, WAAFHERERH M. BXiE
OfER, BEEHEMER.

EITF HDX BEMFHINEEME AR UDP 3% 0O, Bk /enable_hdx_ports #Ems, RiEEEL /
enable_hdx_udp_ports &,
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+ [enable_hdx_udp_ports

INRIEME) Windows FiAIERRSS, BMERBARAE, 57 Windows BiAIEHITH HDX BIERFHTNAE
fEMB UDP im0, SNREAEMPAESRERPAE, WARFoHEREH MG BXEOESE, BESHEMNE

i,

Z T F VDA £ BRI M 0 %% O, B& /enable_hdx_udp_ports # M4, TEHEE I /
enable_hdx_ports &,

« [enable_hdx_tls_dtls
79 HDX Direct V1 77 TCP #1 UDP i 443,
« /enable_real_time_transport

N EMBIEE (SMOVEEE5NEH) SRANEMA UDP. BRAZINEIRE S Mt MREFEERUD
Windows Bi:AERRSS B BE3TH UDP R0, E8& /enable_hdx_ports &,

+ [enable_remote_assistance

7£ Windows itfi2thBhh BB ERhEELLS Director £& AR, MNBRIEEILETR, Windows imi2hBhig7ER
NEERFT ISR,

« /enablerestore = /enablerestorecleanup
(X338 4iE VDA B BT VDA REFFELMAY B R ERIER =o
MNRLLE/FRRINTER :

- /enablerestorecleanup {EREEREFMERTER R
- /enablerestore e RREEFREERER, BMERERIROL,

BXREAER, BEBRTERARKMETIER,
« /enable_ss_ports

INRIME Windows FAERRSS, BMERBAANE, WBiEE Windows BiASEHFITHREHZFEHNED,
REREMPG AT RERAIE, Wb RFohECE A,

+ [exclude “component” [,” component” ]

FRIERE—NPHENLNES DRI EEAN, HhSMAGHmUAESIS5IE. fli, 7% MCS BEMMmE
EREFFHEK VDA REE Machine Identity Service A, BEXEWTFR:

SRIERIFRA RIERIERR SIERERFAROIRS

Citrix Authentication Citrix Authentication Citrix Authentication
Identity Assertion Identity Assertion Identity Assertion
VDA Plug-in VDA Plug-in VDA Plug-in
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ZRIERFRA

RIERIERR

SIERERFAROIRS

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

VDA Monitor Plug-in

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

User Personalization
Layer

Citrix Browser
Content Redirection

Citrix
Personalization for
App-V - VDA

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

CSE Component

Director VDA Plug-in

Machine Management
Provider

VDA Monitor Plug-in

VDA WMI Proxy Plug-in
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SRIERERA

RIERIERR

SIERERFAROIRS

VDA WMI Proxy Plug-1in

Citrix App Protection
Component

Citrix HyperV Filter
Driver

Citrix
Personalization for
App-V - VDA

VDA Monitor Plug-in
VDA WMI Proxy Plug-in

Citrix App Protection
Component

Citrix HyperV Filter
Driver

Citrix
Personalization for
App-V - VDA

Citrix App Protection
Component

Citrix
Personalization for
App-V - VDA

¥ Citrix Profile Management Hig7ER % (/exclude "Citrix Profile Management")z
s mmiEsE Citrix Director 3¢ VDA HUATHY IS AN PEHEBR IR 1E, ERAFAEEMERNE L, “MEWL”
ERM “BRFHNE @BIRSBLIKE, ERERMEZENE L, “FHERSENE @BRRETTET
Profile Management #it B BIEIE,

M EERANSE=ARFEEXHEEMRARE, Citrix IEINEREHETT Citrix Profile Management
Service, AEFEEFA Citrix Profile Management Service,

MBELEEREE /excludef /includeadditional SHERAMNALRTIR, MWRLEZAH,

tEmEER VDAWorkstationCoreSetup.exe REREFNTN. ZLEEFSBEHHRXLEE

IR 2N,
+ /h 5 [help

ERep L,

« [includeadditional “component” [,” component” ]

BRERE-IHRSNESORAEAN, EhSNMGMUAESIS5E. €2 Remote PC Access #pEH

ERERINELTAEENEMANN, KETRER. AREWTFHAT:

SIERIERS

RIERIERA

Citrix Backup and Restore

Citrix MCS IODriver

Citrix Personalization for App-V

- VDA

Citrix Profile Management

Citrix Backup and Restore

Citrix MCS IODriver

- VDA

Citrix Personalization for App-V

Citrix Profile Management
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ZRIERFRA

RIERIFRR

Citrix Profile Management WMI
Plug-1in

Citrix Rendezvous V2
Citrix VDA Upgrade Agent

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

Citrix Profile Management WMI
Plug-1in

Citrix Rendezvous V2
Citrix VDA Upgrade Agent

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

User Personalization Layer

MBLEEREE /excludef /includeadditional SHERAMNALHRTIR, MWRLEZAL,

« [installdir directory

BATFREAHFNIIEEER. RikH c:\Program Files\Citrix.

« Jinstall_mcsio_driver

BEMER. Kk, EFER /includeadditional "Citrix MCS IODriver" s /exclude

"Citrix MCS IODriver"

+ [logpath path

BEXHE, BENXHERUAGFET. REEFASEEE, BRIAERER%TEMP%\Citrix\XenDesktop

Installer
IHEETE B RE A Ho

+ /masterimage

REEVM EREVDARER. BVDARBENA T EZEMUTENMNREG LLETRELTF /

mastermcsimage,

tEmEER VDAWorkstationCoreSetup_xxxx.exe RERZFRER,

+ /mastermcsimage

1BE LT ENIES Machine Creation Services —2R1EME, LLETHEETF /masterimage.

« /masterpvsimage

18 LT B A EB & 5 Citrix Provisioning sk 88 = A ME T A (0 Microsoft System Center

Configuration Manager) —#2#i& VM,

+ [websockettoken WebSocketToken

B Web E3zF VDA, WebSocketToken BFFrERN SR,
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« /no_mediafoundation_ack

MR =4 Microsoft i#&xEAt, H B %M HDX LB ATNAER AR EH BXEIETT. MRRBRLLIED, HH
RREBAEEM, WBAFRHEBAIREMN, VDA REKBRE, KZHZZ1FM Windows MiA#EMH R
Microsoft @ {&xEH, B8 N iGN, MREFEBAT “Windows IhEe” > “@E{KIn8E”, Citrix Meta Installer
FRGEM RN ELEIRENE. EFRLEIEZH, ERE SOFTWARE\Microsoft\Windows
\CurrentVersion\Setup\Windows-Features\WindowsMediaVersion Ei&RmLL
WINZEREETR RS,

+ [nodesktopexperience
BN R EANRINEERERI A, ikl (FIREIGE) B2 (NREEE).

REREERTEZRERFRAZAN VDA BN, FHIEEAEBRNKEREINE. WINEERIERMNKEAR
Citrix HREIRBEREH,

+ [noreboot
ML ERERREENBM,. EFB6IE, 7 EEER VDA,
+ /noresume

ARONERT, SREIEBDFEHENERBN, REEFREENRDTHEEHHRETIT. BESNINE,
EEE /noresume, MREEHREIEPXAEREHNRAEEHRES, XREEER.

+ [/physicalmachine

BERLLEHS /remotepc —EEFERALI#TT RemotePC R, TN, ERLBAFHEF, VDA TIEL AR

FRHRIETTo
+ [portnumber port

RYFERE /reconfigiamiE M. AT VDA 1 Controller ZE#{Ti@EMIROS. LMEENKEOMRE
T2 80, MtEA,

« [proxyconfig “shiiitsf PAC X{48&12"

MBEIH RN EMIFEHIE Rendezvous iS5 Gateway Service. VDA Upgrade Service E—i2FEH,
HEZHMLERE— AT HIEZNIEEBNIE, BELMEERE, NEZHHTTP K32, 5 Rendezvous
i —EERAEHIL S PAC XHEEE. BXINEEIEMESR, BB Rendezvous il

- g http://<url-or—ip>:<port>
- PACX##=: http://<url-or-ip>:<port>/<path>/<filename>.pac
« [quiet 5% /passive

RELSEPFAETEMAF RE. J87E Windows S5 EEBPHIREMEETENIER. MRBEILE
B, ¥EERRE.

« [reconfigure
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5 /portnumber. /controllerss /enable_hdx_ports EMEEFERE, BEXLMEERE
B VDA I&E, MRIETEMERNKIEE /quiet &I, ¥EmATEEX VDA MER RE.

« [remotepc

{GEATF Remote PC Access B8 (BRIBRIERS) HAPREE (ZRIFRMERA) . HREAEMEAHFNT
# (EBE% /exclude fl /includeadditional SEHMAYALFIR) .

tEmEFER VDAWorkstationCoreSetup. exe REREFRTLM. ZRERFS BEIHIRRX LA MG
% E,

/remotepc 5 /servervdi #ENAES,
+ [remove

MiER@EE /components EHEENIA L
« [remove_appdisk_ack

21X VDA RERFEH AppDisk VDA HtF (MRBERE),
« [remove_pvd_ack

%1% VDA 212 HIF Personal vDisk (JIRBRE).
+ [removeall

i VDA, EFR2MIER Citrix Workspace MR (MIRBLXE),
+ [REMOVEALLWITHCWA

ftipk CWA #0 VDA,
« [sendexperiencemetrics

B2 ALSBRIERAREN ST ENLEED Citrixea. MRRBEER REET /
disableexperiencemetrics &), AaESHKE, BFR2BMKE,

« [servervdi

EZ XM Windows Z2iEITEI L REEHA TR RIFRIFRSAR VDA, £ Windows ZRiEHEN LR
ERTFSRIERIERS VDA BY, 5ZBRILIET,

fEALEDE], E5RRS:: VDI,
RN BT 522~ m VDA &2,
« [site_guid guid

4= Active Directory 4A4R& (i (OU) 2 BM—IRART. f#/ Active Directory #1744 MET, ZATRRT I
EMKEESHAERE (BIABRIANEIAZNEMNER) . s GUID 2 Studio hETRMiERBE L. B
EBYiEE /site_guid M /controllers %M,
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« [tempdir directory
ZESETATRERNXGNE R, TIAEEA: c\Windows\Temp,
I ETRAE LA 57 T R R BT Ao

« [virtualmachine

RYTE VM £%& VDA G, BIYENNREEFBSNNINEE, AREEFD, FEs VMBI BIOS 5
BREETHYEN.

AT EER R EF R A,
« [xendesktopcloud

#T VDA B%#7£ Citrix Daas (Citrix Cloud) #BE&,

VDA %%l

ERTRET BT EEFRE VDA:

UTaHSEE VM EMBAMIBREEATRRIERERSH VDA 0 Citrix Workspace R A 2. Lt VDA EH1E
B&, FHAEEA MCS fiid VM, VDA 8415 Controller —&27E mydomain ig#d&A Contr-Main BBRSE S Li*
fit. VDA B ERAFMELEF Windows iz ineh.

\x64\XenDesktop Setup\XenDesktopVdaSetup.exe /quiet /components vda
,plugins /controllers "Contr-Main.mydomain.local'"/enable_hdx_ports
/includeadditional "user personalization layer"/mastermcsimage /

enable_remote_assistance

£ VDAWorkstationCoreSetup I ZEEF LR B SIFIRFR S VDA:

LU TFHSEBERIERERA LREZOIRS VDA, LUAT Remote PC Access =t VDI Z8E, 7% % Citrix Workspace
R AREFEMEMIEZORS. E=iEE Controller B93tisit, B Windows BiASEERSE DRI BahiTH. BERE
ﬁiﬁé%ﬁ%ﬁto

VDAWorkstationCoreSetup .exe /quiet /controllers "Contr-East.domain.
com" /enable_hdx_ports /noreboot

BHEX VDA

ZE VDA R, AU BEXSZINEE. MR NTRLEMN \x64\XenDesktop Setup BR, FHATREVDAK
WSITETPN BN T ZMNEDR, 51T XenDesktopVdaSetup.exe @<,

« /reconfigure (BEX VDA BEE)
« /h= /help
« /quiet

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 182



Citrix Virtual Apps and Desktops 7 2402 LTSR

« /noreboot

« /controllers

« /portnumber port
+ /enable_hdx_ports

VDA #F&EHEBR
o ERIAM Studio ETRREDR, FHHMEEHEFHNEREN VDA AL B alfi A2 BN L REMNRE, it
B8 Windows “I2F#1ThEE” ¥ EREFRM VDA £iF,
« R VDAG, 7@ Delivery Controller ¥z ai, TEENAEFREERTLRF.
ZTHREX VDA FM A E UK NEFRREMBENES, 555 VDA Fift.

BT RE@ATENARSS 2RAY 88 L1710

LITFiEmxY XenDesktopPrintServerSetup.exe 48,
+ /enable_upsserver_port

INRAIEEMET, REZFENELRASRAENE, EEEMERERFBHHRM Windows FiASERN, =
BRFEFLEERFHEENAE.

EFTENARSS S8 L RE MG, IRIRIRTIECITENRavts SECE BATTENARSS 280

FAF %% Secure Private Access Bs$1T3%IR

UTFERMEMU TSRS (REERF) 8% XenDesktopSPASetup.exe
« /enable_spa_ports

MR Windows BFAIEIRSS, MBMERBBRAE, e Windows A EH$TH Secure Private
Access FrEMiH 0. MMRFAEMPAIEHARERBAIE, WARFHEERHAIE. BEXmOEFE, BSRAMN
im0,

« [nosql

FELE7EEME 3 Secure Private Access BIARSS 38 %% Microsoft SQL Server Express. 1SR 2B ItIEIR,
%% SQL Server Express LU 1EM S EUERE,

+ [help. [hz[?
RRe<HEED
 [noreboot

ItERESREEFE. REEERBEZEA 8RR Secure Private Access.
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« [quiet = /passive

RESEFREREMAF RE. REETE Windows £S5 BERPH I REME B L ZHIERE, NRBERLLE
B, REmERRE.

+ [remove

& Secure Private Access.

BRXEEIMNEZIFMEE, 1527 Secure Private Access ZiEiEE,

BEEER

B Citrix IR EAHTRLERNER, 1F5 Citrix 2ER[EIRE,

%3t Web Studio

June 28,2024

EibAN

Citrix Studio 2—1ETF Windows WEEZHIE, AFEEBEFMER Citrix Virtual Apps and Desktops Z8E,
Web Studio 2 F—1X Citrix Studio, X2—FETF Web EBizHIa, BHEHT Citrix Studio MW= INEES B
&4, Web Studio A85 Citrix DaaS 5TEEE R EmERMNINIFAXA, @IREAT Web £16, FENERER
SRIIMAE.

A% Web Studio SFEZEARE T Internet Information Service (I1S) 8 Windows BRZ88 £, Ju 7 #1TIRE
EHE, HITEIERE Delivery Controller —2% % Web Studio, EX#IERT, Web Studio £ Web i %
%1 Delivery Controller b, BATRBINERBINGEH#TRE, UWEHAREWHALEEFHE. TREIESRT Web
Studio MIEREHT:
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. EEER
Ul traffic _

o=

Web Server

—> Active Directory

Authentication Authentication

L
S <+

Configuration Data Configuration Data

([

Delivery Controller — Database

BEnFHIETT Web Studio WEM TERIZN TFIR:

1. %% Web Studio.
2. B,
3. ¥ Delivery Controller #mZzl Web Studio #17EH,

4, &F% Web Studio,

BB R HT&EH Web Studio BE, EBIAZE

Web Studio ~rigHEyHTILIIAE

BBRIE X E,

SFFRIRIER S

« Windows Server 2022
+ Windows Server 2019 Standard Edition #1 Datacenter Edition, &R 88 NET

1k
« Windows Server 2016 Standard Edition #1 Datacenter Edition, &R 8% 0NETR

Windows 11

Windows 10

.

2PN
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Internet Explorer 11

- Internet Explorer A& RARN. EAZRIAIZEHR Web Studio.

Z%t Internet Explorer Y, #EZZUNGBUGERABINMNZESEMREMIRE, NRELEZINES, B
EERERARINMNISE, BRI TE > Internet £ > 54 > £ & HIRRIHAHITIZIE,

+ Microsoft Edge

« Firefox ESR (" EMIZiFhR )

o Chrome

WENATEE Web Studio WRERESPER 1440 x 1024,

WEFM

Ltk Z# Web Studio 5 Citrix Virtual Apps and Desktops 2212 REE A EFE B
SHF 2212 ZHIEPE, ERFART 2212, ABERE Web Studio,

BEAIRH!

WMREZEER Web Studio # Citrix Studio, EEELUTIESI: £ Web Studio fel2mEiR = ER1E Citrix
Studio &, Rz 7. XZEHN Web Studio EE 5 Citrix Studio FRIMEIEERZEER. RAEZE, M Web
Studio ISR GIEERE, JAGTE Citrix Studio FARIE HFIRAIEBIRIR, R 2ZTFA.

o NHREINIRE Web Studio, i&/77E Internet Information Services (11S) B2 TR ERIAMEEZF (2R
ik Web 452) . STBAUIAME S B FREHRA T ESRE S SHRELK,

2% Web Studio

UTFERRW 2z OA M RRIERM 7T, ERE Web Studio, EHITUTIRME:

« ERERAT Citrix Virtual Apps and Desktops H5e %= & SO REE2F L% Web Studio, 1ISO R¥Ei2RF
HWEXREM, RERGHRANAH, 188 Web Studio Web ii5 (1R &% 1E Delivery Controller 2%+,
M7E Delivery Controller E%%), RERTEFREE.

o MREFERELZEDAREE Web Studio, EFERRERERM Web Studio,

+ 2% Web Studio BY, RAEIRTERENA Delivery Controller #yitaiit,

AR

- ALFZ 1 Delivery Controller, Web Studio 22X NI #1TiEE, MRFTEHE Web
Studio ZikE## Delivery Controller, Web Studio & BzhEIEZ|E A Delivery Controller,
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- MBEZOAHFIEZEHLET Director, EELAFME Delivery Controller R ATF Web
Studio #1 Director,

- MRIEGEEREINIAZEMEIESR, wFREAER CABERIER, NRFHEEE Delivery Controller
B FQDN Bpa,

- MREIHEIBATEEEERFH BTN Delivery Controller BBE AL DNS, MATLLFEN DNS
Z#EA Delivery Controller #iiit,

- MREA AR CA BRIFBERBH BRI UIEE ™A DNS, WaTLE &R A DNS #in Delivery
Controller ik,

Citrix Virtual Apps and Desktops 7

Delivery Controller
# Licensing Agreement To add a Controller to the list, enter its address and then click Add. Specify one Controller for
each Site to be monitored. You can also specify Controllers through group policy or the Director
Config tool.

+ Core Components

Delivery Controller

Firewall Configuration

v Edit Delete
Summary

v Edit Delete
Install

Diagnostics Controller address:

Finish I o

Back Cancel

o ATRIPHESES Web lRE8 2 EIMUKH%E 5 Delivery Controller Zzafi@fE e, HAELE Web
Studio B9 IIS Web ik s3#0 Delivery Controller £EM TLS &, R&%E A Delivery Controller B2 &
TLSIEH, REREFSLEBERIEH, &8 Delivery Controller #5 FQDN #1 localhost #55 DNS &#RiE
o MREET TLSIEH, REBFEASHITEMER, X TLS MENEMES, BESHRF Web Studio
BENRSE (ANE) o

o EEAEL, RIAMERT, BibRERRERERFEPIRS, UE Citrix Site Manager 8885 BEh#TF.
BiEERR, BETAEEN ‘TR X8, SAFi%ER Citrix > Citrix Site Manager. 725 Web Studio
a1, WEEMEA Citrix Site Manager QIBRIESREMANBIE R, BEXEFMEE, BSREBLS,
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¥ Core Components

+ Delivery Controller

+ Features

" Firewall

& Summary

+ Install

+ Diagnostics

+ License Server Data

Finish

Citrix Virtual Apps and Desktops 7

¥ Licensing Agreement

Finish Installation

The installation completed successfully.

Prerequisites
+ Microsoft Internet Information Services
+ Windows Remote Assistance Feature

Core Components

+ Delivery Controller
+ Studio

+ Web Studio

+ Director

+ License Server

Post Install
v Component Initialization

" Success

Installed
Installed

Installed
Installed
Installed
Installed
Installed

Initialized

#| Launch Citrix Site Manager

(|
Finish

AR

SRR LUERS$1TRE Web Studio. =1l

.\XenDesktopServerSetup.exe /components

webstudio /controllers "ddcl.studio.local"/configure_firewall /

quiet. BXH¥AEE, BSAERG

REIER

P/t v B o}

AR T1T R %o

Z3& & Citrix Virtual Apps and Desktops #& (X#fR “#h=”), &M Citrix Site Manager TR, ZTRERZH

Delivery Controller BzhREMN,
BREBUR, BRITUTIE:

1. 7£ Delivery Controller L, TASmE “Fia” &, FAEi%E Citrix > Citrix Site Manager.

2. 7z Citrix Site Manager &, EZF6EIES, KERER “URIEE” M.

3. QIR RHRN TR ERERIRE:

o EENTEL, BANERBIZT.

« BEENHEHEERTIREMLR.

BAMNEE B EiCREIEERE,

BXFAER, BBRPE 3. HiEE,

o EWAINEL, EEFAIERSS#MIE, ARERERR (RE) BIFAHL. AXFAER, FERAPE

4, 18],
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4, THETE L, RWEFREIRE, AERTHIRR.
1t Controller B IP #thitit & BEhAmE ik S,

=W

IR RNAF B ARG RNTENREER, BXFRER, BERNEREE,

WMRESBILAFRE T H Controller, M%ZUE Controller FMNEIZit =, FAS BN TEIR:

x4 Controller bi=17 Citrix Site Manager,
EFRIMAIA I,

BABEFRMEuE=M Controller #ysthit,

g+ Submit (8%).

H N

¥ Delivery Controller =11zl Web Studio #17EE

£ Studio BEZE T A5 Delivery Controller #0%| Web Studio #1782, ItTHR%E Web Studio &k
Rt
FIMERT, LTAREFUTRIA S,

« C:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe

BRiIgEEAEMEA Web Studio BIEaiL BB L T® Delivery Controller: ddcl.studio.local #
ddc2.studio.local, iBfTLUTF PowerShell &<

+ .\StudioConfig.exe --server '"ddcl.studio.local,ddc2.studio.local"

=z

AR

Lt TEZFEITENEERNR,

o BT IIS RE{/LEMEREIRE, Delivery Controller BEBF R AIBER I BN EM. B BIER, EHE
Web Studio BR$388, #TFF Internet Information Services (I1S) B1288, SMF “FFE” W@ > “Uha”
> “BiiA Web ih5”, ABE “BIE Web ii5R” BRTERERBGH.

. EEETIRHNAESY, 15517 StudioConfig.exe —-help.

% Web Studio f2E 5 Delivery Controller f9tI2 (A]i%)

BUAERT, /A Web Studio iz#I&EERIEN, EAILLEE Web I#528%#% Web Studio ARZ528#0 Delivery
Controller, EfAERMT AT Web Studio BR523F2E 5 Delivery Controller RIBRIET, Fit, EEE
HER, TREEZEER Web Studio BRE28.

FERABTEESEE Web Studio B 238E 4 Delivery Controller 932, fi11Ri& Web Studio #1 Delivery
Controller ZEEFRRMARS 28 Lo
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EFEZE, BRIEEHNBENZRSRETELENZOAN, BXEMER, BBRAZEZ LA,
Z5 Web Studio BARERER, BHRITUTSE:
1. 7 Web Studio fRE28 L, UEERS{i51T Windows PowerShell,
2. BT T®S, ¥ fgdn_of_webstudio_machine &t Web Studio AR558389 FQDN,

& "c:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe"--
enableproxy —--proxyserver "fqdn_of_webstudio_machine"

PR =

INRERE T 1 #FER Web Studio, 5% fqdn_of_webstudio_machine &ifhf TS

AR5588 (FFAEPARSES) B9 FQDN. BX#4ER, BESIEHEHTER Web Studio HE,
Z2MH Web Studio ®IRIE#E, EIEFTLLT PowerShell &34

‘& "c:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe" --
disableproxy’

== .
AR

ERRESRE, RNBNEMFERREUIEBMANE (CA) MR REMEERIERRRF Web Studio 3
E, BXHAER, BSEERF Web Studio #&.

&% Web Studio
Web Studio Web 5= fiiF https://<address of the server hosting Web Studio>/
Citrix/Studio,

BER Web Studio, B TASEN “FR” 528, AREi%ERE Citrix > Citrix Web Studio. 54 Web Studio %R
HMEERHUIMZ Active Directory i, &R Web Studio B, EERUTHR:

o MREHEKAUERIEE Delivery Controller. R4isi2REIETE Delivery Controller, UERERET Web
Studio BYl&RT IR PR,

« WRIEEM Delivery Controller Haixi&ifinl, EFLEER Web Studio, EMIXERERE, UHAFRXLE
Delivery Controller aJifial, & EEH Delivery Controller, LUERERHET Web Studio #IilgET i
1A PR

ISt

1. =& VDA

2. £ Web Studio B UTAREEHAFREEIN BEFSHE:
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a) QIBHENES
b) plEERAA
C) PIRRAIZFA (RTi%)

i
M
<
o
>

June 27,2024
BE:

o MNBREBFE, HEEWLYFIMARET Personal vDisk = AppDisk 4, i&EZi@Mkk PvD. AppDisk

MAZZFEN.
« B Citrix DR _#HEIXHFRNBEER. ERNTHFXARAEIEED Citrix EREBRELNE=
HIEBHITRIE,

iEATF Windows itEH1EY VDA BFFHKE: ERTERIFRERSN VDA MERFRKIFRERSH VDA, (BX
EATF Linux IHEHE VDA KSR, 3ESE Linux Virtual Delivery Agent xx#%,)

EFIRREZE, FEEEEZEHTHRPIEEEES,
BRREROAY, RAEBERE VDA, FaJUERE VDA ZHitIEH =,

EXNATZE VDA NHNRERTINT. REHTHLITERDRL. BEXEAER, BEAERAGTITLR.

TE 1. THERRGHBHRF

MREEEATETMRERER:
1. MNREEARTH~5m SO:

o fFEAEH Citrix A &3R80 Citrix Virtual Apps and Desktops F#iTimE. TH~ & SO X,
o FREX M. HEZIF 1SO X4 DVD,

2. EEELRE VDA MG ITEN EERARMERRIK,, EIXEI28PHEAN DVD EH 1ISO X, MRRER
FRBoEG, BEEHNREES EXNE AutoSelect AR,

LB BRI RER Fo
NREEFERIRINTERR:
1. EREM Citrix tkA=EEAIR Citrix Virtual Apps and Desktops T#HiBm,. TH&EMNREE:

« VDAServerSetup_2308.exe: ZRiERIFRS VDA s
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« VDAWorkstationSetup_2308.exe: BAIERIERS VDA iz
« VDAWorkstationCoreSetup_2308.exe: BRIFRERAILOIRS VDA R

2. ARBETRME, ARERUEERBNIET.
LB BRI RER Fo

TR 2. ERBERENT M

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, doud and enterprise proviskoning
= Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps pefiver applications

Virtual Apps and Desktops peier appications and desktops

CiTRIX

BEPE REINMFA U ZE Citrix Virtual Apps =% Citrix Virtual Desktops. (f18i+&E# EBZ%E T Citrix Virtual
Apps = Citrix Virtual Desktops 4B, FA=ERILHAE,)

WITIEM / xenapp AFRE Citrix Virtual Apps. SNRZBEIIET, M4 Citrix Virtual Desktops.
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S 3. ®E VDA

Uiy acle Machines srd bnages

Virtual Defivery Agesil e Windows Single-seisien 05

Upgrachs WO o Windows anghe-session O,

xtord Deployment

Citriz Tudic

4% Virtual Delivery Agent %8, REEFHRESRELRIFERRZRIFRIERATIET, BIURHEELH
VDA %2,

i, 7£ Windows Server 2019 i+8#l LiETRERFN, RREEATEZRITRIERSAN VDA K, FiRMHIER
FRIITRFRFAM VDA &L,

MR=RAEL Citrix Virtual Apps and Desktops AR ZIFHRIERSG LR (FFAKET)) Windows VDA, M
ETR—FKHE, BRENEXTRINES.

$% 4. 157 VDA MERAAN

Environment

Environment

Configuration
Core Components
Additional Companents lwant to:
Delivery Controller (®) Create a master MCS image
Selact this aption if you plan to use Citrix Machine Creation Services (MCS) to prowision
Features virtual machines from this master image.
Firewall

Create a master image using Citrix Provisicning or third-party provisioning tools
Summary Select this aption if you plan to use Citrix Provisioning or a third-party provisioning
tool (such as Microsoft SCCM) to provision virtual machines from this master image.

Install

I y Enable Remote PC Access
Diagnostics Select this option to install the VDA on a physical or virtual machine that will NOT be
Finish used by any prowvisioning tools.

ERRE L, EEEHIMFAER VDA, LIRS Rt VA FRERMEE Z it B8,
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TRENRm AR mBE %% Citrix Provisioning TR (W1R%A), UKk VDA RERFH “HitAH” 1@ LA
NS

ER% VDA RS, BEMHRESN MS| GRECKRHEHAM) . FIEHRENE—FEREGSTREPER /exclude it
Tilo

ERUTREZ—:
o B MCS B MREIHKIER Machine Creation Services FiEg VM, EIEZIGETE VM Mg E&R %
VDA, IbiEIIE %% Machine Identity Service, XEERIAER,
Wm{TIEM /mastermcsimage 8 /masterimage
BE:
RENRY (SO MENTIEAES, FZIFMREIRENEIER SO MG LUERER Y,
+ &R Citrix Provisioning £ =AM T AR EME: MREITRIGEA Citrix Provisioning k88 =77

FETA (40 Microsoft System Center Configuration Manager) Fific VM, &ERIIEIE VM BRR -
=4 VDA,

WLITEM: /masterpvsimage

s (NETESRIERFRAGENL) BRASRSH|NPEER. ERINETR TR B ERGRMECE B
BOMDERN S E I £ 23 VDA,

WmLITEM: /remotepc

o (NETRIERESIFRAERSAITEN L) BEFH Remote PC Access: &R IiETIFEEERTF Remote PC Access
HYIIEN £ 2% VDA,

mYITEmR: /remotepc
BET—5
EZEUTERTAER:

o WMREFHL VDA
o MREFERNZE VDAWorkstationCoreSetup_2308.exe.VDAServerSetup_2308.exe
5 VDAWorkstationSetup_2308.exe REREF
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TR 5. ERERENAGRLEUE

Core Components

#" Environment

Core Components Location: C:\Program Files\Citrix

Additional Companents
Virtual Delivery Agent (Required)

Delivery Controller = . ) . )
The software agent that is installed on the virtual or physical machine that provides the

Features virtual desktop or application to the user.
Firewall
- Citrix Workspace App
Summary J Client software that enables users to access their documents, applications, and

Install desktops from any device, including smartphones, tablets, and PCs.

Diagnostics

Finish

EZO AN TE L

o« MIE: BINERT, ABERERE C:\Program Files\Citrix s, ERARBEERTAZHIBE, 1
RICEE—NTEANME, ZAUBXNEEMEIRSH execute KR,

o A RIABRT, A2k VDA 2% 3E BT Windows B Citrix Workspace W B12FF, MR E A
VDAWorkstationCoreSetup.exe R%&#&F, MMARREEZERTF Windows # Citrix Workspace
FFAER, EtERERER,

BEF—%,

wm&fTEM /installdir. /components vda,plugin BT %% VDA fIiEAF Windows #9 Citrix
Workspace B fR12F

AR
EUTERT, EaILIERTE VDA RE. ARFEFREIRE, ARHEH Citrix Workspace R B1ER:

o 7£ VDA REid12rh, EaILlkiR% s Citrix Workspace MAEF. ZIABRT, £ VDA REHEAR
%t Citrix Workspace B2,

o 7£ VDA 4k HRia], SNR &k 7E VDA ik Citrix Workspace M B12R, M LUEE =R 2 Citrix
Workspace FZ 2R

o 7£ VDA FH4gHAia], R A LUIF 4k Citrix Workspace M B2 AR 2, M= 8= AT F 4 Citrix
Workspace [z 2 HIE,

 7£ VDA ENEHAIE), &R LUERAEE Citrix Workspace R BERF. ZAAER T, £ VDA E1ZiHAial, Citrix
Workspace [ RiZFSEIH
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TR 6. LEMMAN

iAdditional Components for Master MCS Image
Compenent (Select a
- ment Maraoemrens

Additional Companents
Drelovery Cantnlle: +
Features
Firsesll
Surmmany
Ingts
Chaye

w
Firssh

Profile Management

"
Ea

MmnAHTTEEERTEANERS VDA —RREHMINEMR AN S IEIE, E6r

g /includeadditional EHMARAKREES— I RS T BAN,

7R, ALER /exclude

TREHTHITE ERTRIANEE, RINRERUR T EEIMENE EERRRED,

“MypN4EMF” DIm

Citrix Personalization for App-V
- VDA
BRMEKE

Citrix Profile Management

Citrix Profile Management WMI

HEfF
Citrix VDA Upgrade Agent

Citrix & MER
Citrix MCS 10Driver

‘TR TUmE: ®ET “Master
image with MCS” (8 MCS
%) = “Master image with Citrix
Provisioning” (fE/ Citrix
Provisioning ¥ =7 T A
BEg)

‘IR TUE: ER7T ‘BRS5RSS
WREEE (ERTEZRIERMER
%) = “BA Remote PC
Access” (ERTRAIERIERSR)

RiERR

AR, BAERERTFIAH,

RikHx
RifeE
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“E” TmE: ERT “Master
image with MCS” (f1iZ MCS £t
&) = “Master image with Citrix “Hi5” T@E: %ERT “BRASRSSH

Provisioning” (A Citrix WhEEE (GRATERIERIER

Provisioning ®E=AFETHEE %) F “BA Remote PC
“MypNZEME” DImE BEMER) Access” (ERTRSIERIERR)
Citrix Rendezvous V2 RiERE Rk

EITEEMTER T RER:

o EIE7EFER VDAWorkstationCoreSetup.exe REEF. Lo, MMAHHHSITERIZRER
XX
o BEAL VDA HEFMEMMAGSBERE, NREREIHMIMAL, LINEBNTIBFRLENALT,

EREERRU T EEAE, (XLEAHEREERFPRIEETRNIRF L)

« Citrix Personalization for App-V: R%E/A Microsoft App-V BHHINBIER, EREIANH, XiF
MER, BESRBEMNT App-V HAEIEF.

z

W2 {TEM /includeadditional "Citrix Personalization for App-V - VDA
"BTERAANHRE, /exclude "Citrix Personalization for App-V - VDA" BT
PR LA REE,

o Citrix P MELE: REERTAFRMEKER MSl, BXEMER, BESRARF MELE.
REEBLRIE Windows 10 i+EH LR VDA R, HAB#AFEET.

wmSiTEM /includeadditional "User Personalization Layer" BTFERAAHRE,
/exclude "User Personalization Layer" BFHEILAMGERE,

« Citrix Profile Management: It4E#BTFERAFEEXHHNAFRMELIEE, BXEFAEE, 557
Profile Management,

¥ Citrix Profile Management HipR7E R 2 SME#20mi@d Citrix Director 33 VDA HATH M AN FEHERR
121F, TAPEAGERNERNEL, MAERNERSERBERSHINKE, FEfiRMESTEL, T
HEFRIFERBEIRNERZET Profile Management it BEHAIEIE,

BEEERNRE=ARAFEEXHEEMAAR, Citrix MBINEREHIETT Citrix Profile Management
Service, AEFEEFA Citrix Profile Management Service,

m%47i%EM /includeadditional "Citrix Profile Management" BFERANFRE,
/exclude "Citrix Profile Management'" BFRILAHRE,

+ Citrix Profile Management WMI &4 : Lti&EHFE WMI (Windows Management Instrumentation)
& iR Profile Management iz1784E 8 (Fla, EEXHRMEERF. BEXHRE. XN IREERE
S o WMI 335 m@E Director It RIFE R,
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mS{TiEM /includeadditional "Citrix Profile Management WMI Plug-in"
BATRRAHRE, /exclude "Citrix Profile Management WMI Plug-in" BT
IEZA 2R

+ VDA Upgrade Agent: {GERT Citrix DaaS (WLai#k Citrix Virtual Apps and Desktops BR%) ZBE.
& VDA 8855 5 VDA AR IhEE. FILAMERZThAEIL BISiRITRIRIET Bl A B IRIZEI A AR B RA VDA, MR%
REIAE, WaLUELEIHEN 51T VDA RERFFRFAS VDA,

wm2TiEM /includeadditional "Citrix VDA Upgrade Agent" BFERAH#RE,
/exclude "Citrix VDA Upgrade Agent" AFMEILAHRE

+ MCSIO write cache for storage optimization (BTt MCSIO ENETE) : = Citrix MCS
I/O BapiEF. BXFMER, ESRENEEEFEZNFENRE IR EUENEF.

2 T®EM /includeadditional "Citrix MCS IODriver" BT B B 4 # R %,
/exclude "Citrix MCS IODriver" BFMHEIAHRE,

o RERE: MEHEENFIETE Rendezvous Y5 Gateway Service. VDA Upgrade Service &4
BfEA, FEENMEZRE—ATHIGEZNIEBANE, BRRILAEHR, XZFHTTP R,

MRZENMAM, 57 Rendezvous RIEE B E LIEERIEA ML PAC XHRR. BXIEEFMAGEE,
&% Rendezvous %,

L IT®EM /includeadditional "Citrix Rendezvous V2" BF E B4 4 % %,
/exclude "Citrix Rendezvous V2" BFFELAHRHRE,

o Citrix EHFEE: NR VDA LEFFRELM, WA TS TENME FILEHHRZ BIZHINED .
HIRHEE Microsoft MIS&ERM, WEERERFR,

®$1T%m /includeadditional "Citrix Backup and Restore" BTFERAHRE,
/exclude "Citrix Backup and Restore'" BFRILAHRE,

AR

NRBAT MCS =FE{ L, M Windows IRSHRKEIRERAMNENHERATRESKN. EfRRILIR
A, BETREEFDEA “MCS FEMRLT EI,
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$1% 7. Delivery Controller ithit

Delivery Controller

Environment
Configuration
Core Components ) i )
How do you want to enter the locations of your Delivery Controllers?
Additional Components
Do it later (Advanced)
Delivery Controller ®) Do it manually

Choose locations from Active Directory

Feat ) e . .
bl Let Machine Creation Services do it automatically

Firewall

Summary v 1.DOMAIN.COM

Install v 2.DOMAIN.COM

Diagnostics

Il Controller address:

Finish

Example: controllerl.domain.com

Edit Delete
Edit Delete

1z Delivery Controller T L, EFEHBMAHMAFTLEN Controller Byttt Citrix BIXEERE VDA B35
Eht (FohigfE). VDA BT I{E RS #em Controller :at. 1R VDA Ti&i+M, AP T AiARZ VDA ERIN A

EFFHRE,

o FrhigtE: (BRINRE) WMANFIRE Controller 8 FQDN, ZAEEEHM, MNBEELREES Controller, 1%

ARINE L,

o LS (B4): MRERIEDR, ASEEREHIAXZELSIREZHHEBRITIIRGE BEENGEE ML, 7

WUEnTRERRF, REFA Citrix 4K, ASTaERHENE HRERT,
+ M Active Directory FiERME: Y HENEMNSERF 2B REK.

o {#F WebSocket <% (EAFSR) : 21 WebSocket VDA, WebSocketToken BFFRERNSHE,

« it Machine Creation Services Bzht)iE: XZEHR MCS BT ENNER.

BET—%. WREEETUE (BFR), RESRTERIMSEUGIEE Controller ik,
HFEEm:

o M REEERFFBRFFN.

o WNR7E VDA REHEIANAREPIETE 7ilt, XERBIGEFBEREIETRHANIKE,
o BESTHABTS Controller #TBEMBIAIERO, ZHEMTIEM VDA, ERSHIFAAERE ERIANBAZE

o

o 758 Controller I8 (%% VDAHHRIZZE) ZfE, AILIERMEMER Controller B B EHIHEE

# VDA, &% VDA tnfa kI mE Controller s3r0irAE=8, 1528 VDA Eit.

B{TEm: /controllers
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S 8. NIERE

Rendezvous Proxy Configuration

C ratio
- 5 & he source =
ddre
-
Rendervous Prooy
Configuration Erbar math be DAL f
Enter path to PAC file
Features
Far el

RYEEEMAGTTE LERTREERESEEN, 722 RREEERE,
1. EERAEMINERE PAC XHBEEEAER,
2. fEEAEMuEY PAC XHBEZ.

o IR http:
« PAC xf#i8=k: http:

AT RIRIR O BB A A RER T TE RN, MRTESRIBRINERE, WEJLUERREH4SRE VDA,

B{TIEM: /proxyconfig

TR 9. BRNEAINEE

Features

Environment
I D Feature (Select all)

il Windows Re Assistanc
i ! Uze Windows Remote Assistance
Additional Components . -
ble Windows Remote Assistance. Learn more
Enable }

Use Real-Time Audio Transport for audio

Features . _
Uses UDP ports 16500 - 16509, Leam more_

Firewall

Egenm L, FRATEANZAEFERNENEIEE,
+ Use Windows Remote Assistance (f£/8 Windows imigtheh) : BELIhAER, Windows iZigthehs
Director WA EF AL AER. Windows i BSIE ARSI TFHESE . (BRIAZA)
BSITIEM: /enable_remote_assistance

o XWEMEAKNEINEH: WREEHMEFRZER VoIP, NESALIhEE, ZINEER LUBT B FFRIE
BHIZEEMMERES. EAERET UDP Y RTP FHIIEEERSMEUR. (BUARMA)
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WmLITEM: /enable_real_time_transport
- GRRSHEZ. BRE, FRAZEANKOEE Windows FHAERITH. (RIAEA)
#91T%M: /enable_ss_ports

+ Lt VDA BREREEZHHN VM L: i BB Citrix EMiRGIZ<tFARSS (Citrix Cloud) VDA SBEMIFER
B LHITEMN. IR EFIRNFIRRLERM. NREHNEZEMEA Citrix DaasS, BEALIRE RAE
A “BER .

B fTEm: /xendesktopcloud

BEF—%,

S 10. BiAtERO

Firewall
Environment The default ports are listed below. Printable version
Core Components

Pl et Controller Communications
Additional Components

Delivery Controller 80 TCP

o it 1494 TCP
I 2598 TCP
| 8008 TCP
A 1494 UDP
Install 2598 UDP

Diagnostics

Finish

Configure firewall rules:

®) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is turned off.

Manually

Select this option if you are not using Windows Firewall or if you want to create the rules
yourself.

ERAIETE L, BAERT, MR Windows BASERRS EIEIETT, BABMERBRAMANE, WREITHRO. It
f%j(l}\lxﬁféﬁﬁa:jiﬁyﬁﬁﬁgo ﬁ;é DTEII_:) 1@%'%@—!:&%']0

BEF—%,

B 1TEm: /enable_hdx_ports

=}
.
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TR 11, ERELEFHHRIALE

Environment

Core Components

Delivery Controller
Features

Firewall

Summary

Install

Diagnostics

Finish

Additional Componen

Summary

Review the prerequisites and confirm the components you want to install. @) Restart required

e
Installation directory

CAProgram Files\Citrix
Prerequisites

Microsoft Visual x84 C++ 2017 Runtime
Microsoft Visual x86 C++ 2017 Runtime

Core Components
Virtual Delivery Agent
Additicnal Components
Citrix Supportability Tools
Citrix User Profile Manager
Citrix User Profile Manager WMI Plugin
Delivery Controllers
Mot specified
Features 3

#\ Until you specify the location of the Delivery Cantraller, the Virtual Delivery Agent cannot
register with it and users cannot access their applications and desktops.

BENE LY HE RS

KRS, AERREZEIRE R ZFRIME S REH EUEE,

HEIFE, BERE,

RGEFT R

SR 12, 12Hf

HEA, HENARSERBH—ARE R, BEAEELE.

Environment
Core Components

Additional Compo

Features
Firewall

¢ Summary
Install
Diagnostics

Finish

Delivery Controller

Diagnostics

+| Collect diagnostic information

Citrix Call Home periodically collects information about system and product configuration,
performance, errors, and more. The information is transmitted to Citrix so our support and
product teams can resolve issues proactively.

nents

Learn more about Call Home.

NOTE: The feature can be disabled later.

Connect *Requires Citrix Cloud login

FISHTE L, EERESS5 Citrix Call Home, MREEFESS (RINEE), BREEE. HIRREN, BALH

Citrix tkF 1o
T EEEI RIS

Ay

(FEBEBWMREEFES), BET—F
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FARETSRERFN, NRERLERKESHESNERTRGISHMIAE LAESE, NWEXFEES Citrix
Insight Services SHiEE/G, T—HRAKEA, EREBDHE TN, BEEMBAT—FHRE, EEEHILAEUY
HRERIREIZER,

BXHMER, 2 Call Home,

S8 13. TRt RE

Finish Installation
The installation completed successfully. v Success
Prerequisites

" Microsoft Visual x64 C++ 2017 Runtime Installed
v Microsoft Visual 86 C++ 2017 Runtime Installed

Core Components

Al v Virtual Delivery Agent Installed
Post Install
v Component Initialization Initialized

Diagnostics

Fimish

TR IIH S EHEBEERICHFE MR EMI BRI A ETRIA M

BERTM. MIANERT, HEVSBEMENR. REGTURBILBHENBS, BEHENEMBIZA, TERE
A VDA,

[EET R

B8 FRIEFEEMITENZREGE ERE VDA (MIRFE).

ZETHA VDA S, Boh Studio, NREHFREIRIE S, Studio ¥BEIESERNITZES. THRE, Studio 5%
TRIRHENER, ARERMNE, FSH:

o QlEIER
o QIEBITENER
o BIRR(TA

Citrix Optimizer

Citrix Optimizer AT Windows #&FRFZM TR, AIFEE) Citrix B2 B MFR A1 (LS FRA MR 1L VDA,

RE VDA HElRAEHEGE, THH%E Citrix Optimizer, 15207 CTX224676, CTX XEB & THRMHELL
RExZEMMER Citrix Optimizer #i%8A,
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BHEX VDA
BHENBREN VDA, BHITUTIERE:
1. MBETHBEERZEFH Windows IhaE, %3 Citrix Virtual Delivery Agent =% Citrix Remote PC
Access/VDI Core Services VDA, JAGE T ABHEIZEER,
2. #EATEX Virtual Delivery Agent i8 8., RERZFBHET, EAUEX:

« Controller it
« 1@ Controller ;:A#9 TCP/IP 0O (BkikJy 80)
o EEBETHTAF Windows B A igisO

B

o Bx Citrix IMAREAGREERNES, BHSH Citrix ZEIEEED,

o XA Studio EREEP, FAEEEHRPHNEREN VDA IRAR BT EERRITEN L REMMRA, it
BHH Windows “2FHIINEE" B EREFRE VDA 2%,

« R VDA G, 7@ Delivery Controller ¥z ai, TEENAEFHEERTLERF.
ETRAX VDA EMA AU RN EMRZENEE, B2 VDA Ei,

BRI

LEEMERT Windows 89 Citrix Workspace 2R 1912 ERIRAE, RIERE—REEIGF. Lia@e
7£ Citrix Workspace R FB2FHIEH LTSR #1 CR fREHEE.

BXZEMNAITREMEMESR, 5507 Citrix Workspace app for Windows / Citrix Receiver for Windows
Long Term Service Releases (&R F Windows &9 Citrix Workspace Rz B2 F¢/i& B F Windows & Citrix
Receiver KHARRSShRAS)

fitE5S VDA 5 x1 Windows Defender i5inlizi|

June 27, 2024

ZPFEE Windows Defender ipiajizl (WDAC) 18 B R IEMBAR SR Z# 6 H. Eitt, RZiHERBE VDAR
EREFORORER ZHEIXH, XRET VDA NRE,

Citrix R Citrix KBERIEBXFAE Citrix £ ZHEIXHEHRITER, o+, Citrix BERIERT SR~
S AMNEZ A ZHEIXHHITER, ZIIBEXEE = " #EISXE RN RlE Z IS,
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BE:

MERKRERRE =77 ZH#FIX482IH VDA AR ENERE R B9 Z# G S HRIEHT VDA liARTSEH RS2/ E
BN A X HREEARERITEN L.

XZHTIRERFRNEFE—TIE, BRAFARTEERBERMRAZER ZHEIS
REFE=FTHHEXHEESR, BHRABRE=5izH, TiEl Citrix B, SEXLEZHEIXETLEER. ~
TERULIRE], FRITUTERE:

1. Bo#AGXHEEEATIIRT. XEMEHEXN ZHFIXHHITES,
2. ENEARIARY VDA H%EH VDA, XEMTF 2 VDA 25, HERREEZHIRZE,

ERRSEIRMEIE ARG

WDAC A EARINEIE Z#E X4 U RADIEBIT. T2 WDAC 5, Windows Defender Application Control
Policy Wizard (Windows Defender I RiEFEFIERES) EBEITH .

BRI #EBIM, BAEIEIREZA WDAC 8, AEIARRMT Citrix IHEFRN SR EARIZIER,

+ 4% Signed and Reputable Mode (£ZMEERFIEN) FAEFRERIR, RAEHEN Windows ##1EH
. M Microsoft Store REMR AIEF. Microsoft EZMAIEMRMA LIRS Windows BHRENE=AIK
g,

+ Enable Audit Mode (EAHEZIER), EAEAFEERFILHER Windows Defender [ Bi2F#EHI5
BE 2 RIXS EL T,

+ #File Rules (xf#iMl) 70 Custom Rule (BENHIN), LUEENAEFHIRFIFEERS, HiREs
EXH, BIiEE “Publisher” (£%#&) (EAMMER, aJLUEZFEHEHP— Citrix IEBEENSE XK,

o ANMFMUE, SMEMRE XML A . CIP XHMXMHE, XML XHEEEERPEXHNAEIN, rTLKRE
B AEM. AN PRERFN,

o £ WDAC SREE 2 8, &8 XML X E Zi#EIig=. WDAC X#i§ . XML xR . CIP X
#,

o ¥ . CIP xtFEHIH#aMEE C:\WINDOWS\System32\Codelntegrity\CiPolicies\Active HE#Eahit &
Mo ERMRIEEERZIENTRA,

- BEXAEESHEBND P IIIE, ES Creating a new Base Policy with the Wizard (ERESIEHN
B .

RZFA It EERERY, WDAC R HIEERHE/CA MANMEZMER Citrix XHREES,
B, FIAIUAE=FERIXHEIRLHERFBIFN,
JOIERT AR BY SRR

1. HENEFMEHNG, TASHEERHRENBZFMRS BE > Microsoft > Windows > Codelntegrity
> Operational,
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2. HIREAUEN BRI,

d v Ve T

3. EREREBRNASHOEZXHNEL. 8%, BHIAEHBEER, NRRES, HEIEHENERK VDA #
4, WRATEER LARFBIFHIABIER. WRIFmA, MREER, EXAFIRIERERIERHTER,

/A Citrix SIERBERH Citrix ERAIXHERAFA C: \Windows\System32\drivers\picadm.sys,
FRCtUXx BE=ZAIERBEINE=ZFZ_H#HFXHENTHE R C:\Program Files\Citrix\
IcaConfigTool\Microsoft.Practices.Unity.dll,

fEAMA%Z%E VDA

June 27,2024
AR

Citrix 33 & A £ PR RHTIRRNH A SR LM EABAR AR, WFERSRERX Citrix B8, 56
A Citrix TR B EEXRE A SRR AR Z=M,

AGEAFEER Windows RIERFMITEN LR VDA, BXIEAT Linux BIERLN VDANEER, B
Linux Virtual Delivery Agent 3244,

RENRPEEATFE Active Directory s, FH&SkMIBRITEAA Virtual Delivery Agent (VDA) IR BIRNZS,
AT LUE AR AR 447 Machine Creation Services # Citrix Provisioning (LA&i#7 Provisioning Services)
ERRERE,

FRETATRIANR :

o MAFTEN VDA ZEGSENNELZHE “FMEATR HENR, EXB=mISOH, REGTRE
XenDesktopVdaSetup.exe, ERIZEREFF, REHSE VDAWorkstationSetup.exe
% VDAServerSetup.exe,

o BERRFACEEEFHEESMHEN L. BEEPRERERUREENIN, HWATENENNELZIHE G
NIE/B” HE R,
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ERETTHANER, FEETRASHE, HRNETEENAEE. KEEFATR MSI REBHE. 8RHNRE
PRI BRI H BB X R, XHRITEESFIZ PASS 5 FAIL RIETIRIFER. EAUERTERR
BRTAFPRASHEPERRMHREIRF. XETRRMHTEBIRTEN EHITAMERNERS .

FERITEAREZ R, FRIRAHTRES ZEPIES.

fERIAZE AL VDA

1. MRENF LR \Support\AdDeploy\ REURFIRIZ InstallVDA.bat, Citrix BifEL & REHZA, BT
H#ITEE N

o IEEELREMN VDARZA: SET DESIREDVERSION, mIUERENFE LM ProductVersion.txt
TP IIREEE, B2, TR7TL2RA.,

s BEEEHDPARREREFNINEHRE, EAGRMNEER (HEMNREER). MAEITRSBRERE
MELERFRAS (32 I8 64 i), fflin: SET DEPLOYSHARE=\\f1ileserverl\sharel,

s MALEERTERETRAEENMBEZME, Flg0: SET LOGSHARE=\\fileserverl\
logl),

s BRBEAGSTLEPNNAETE VDA REXED. RIMERT, BahaEs /quiet# /noreboot

W, FHEEXERET: SET COMMANDLINEOPTIONS=/QUIET /NOREBOOT,

3. BIARBEMA, BFHADELBESEMITENN OUs Itk OU NXBEEERE VDA RITEN. BB
OU #mitENGE, MATEMEXLITEN LE1T. VDA REFAFIHNRERZENESITEN L.

fEFRIZAHIER VDA

1. MRENF LR \Support\AdDeploy\ SXEXRFIIZs UninstallVDA.bat, Citrix BilEEEHRIEHZE, B
SEHITEE Xo
2. YREERIZS,
o IEEEMRA VDA RRA: SET CHECK\\_VDA\\_VERSION, aJultfE&i/ B A ProductVer-
sion.txt X EI=EE (10 7.0.0.3018), BER, TERLEILE,
o HRAIMEERTHEEEFXBENNEHZME,

3. BIARBEMA, BHADELBESEMITENN OUs Itk OU MXEEZEMER VDA BitEN. BB
OU fwitBEH/E, MAEFEXEENLIETT. SN ItEN PR VDA

HEHER

o BIZARBAERBBIARITHEN RS B EX G FFRBEN/ LN, A Kickof f_VDA_Startup_Script
AEERZIPRASHE, ERAIUBINBNIRERET. NRIEASKETHPEHZPRATHE, HEIHN
BT BENE— T RITRERR WARKRMNELESXARESSIHEN LR % tempss Sk
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- Kickoff_VDA_Startup_Script_<DateTimeStamp>.log
- VDA_Install_ProcessLog_<DateTimeStamp>. log

EEXLEREUBRZEA:

FEFRHRIETTo

IEHaIO M BAMEIER S

[FiEtE Rsm DEPLOYSHARE £Z# ROOT (&% R AutoSelect. exe BIXXH),
gemgyxt DEPLOYSHARE #1 LOG HE#{TEPHIIE.

o Bx Citrix IMAREAGRERLERNES, HSE Citrix ZEEEED,

o XTI Studio BRREEF, HMAESERTHERLEMN VDA AR BEIERZIHTEN LR EMMRA, it
BHE “ERAZHEE” BETEME VDA 2%,

« R¥ VDA S, 7£[ Delivery Controller ;Eft 2 a1, TABNARFREE@RITEAF,

ETHREX VDA EM A EURINERFEMBENES, ESH VDA i

£ SCCM %3 VDA

June 27,2024

AR

Citrix 3 ERIERTEA LB/ Microsoft System Center Configuration Manager (SCCM) &5k 443
% T AZE Virtual Delivery Agent (VDA) SEHIMMRIBRABEM@MEFE, S TFERSLERRXR Citrix 7
&, EEA Citrix TP I EEEXREHENEARZIFERM,

BhR

Z{F A Microsoft System Center Configuration Manager (SCCM) s{ & MBI 9D % T AR IIEE Virtual
Delivery Agent (VDA), Citrix BiE—R5ISBHER VDA 2&Ei2F.

Citrix R2E VDA REHFA LI ZHER VDA FELAER, HXE VDA REREF ZARMIHBRBE R TER
VDA BELHER

EE i) =1

%% VDA B 2PFENERBRMEVR TR, Flin:

o RHRHREDERENERNERR A EREENE.
o DA EMHEBERI M RIREREEN, MMRHEINERBL.
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o VDA REREFHpFLEREAM (a0 Citrix Profile Management # Citrix Files) SIatEEEH B0,

SCCM ES3HF R EEFA X TNER R R

EXESFT!

WEMBUETNHENRBE, €A SCCM ESHFSRTTM A TIRIE:
o AILMBRENRBEAERIASE P — VDA IR REZF %% VDA:

- VDAWorkstationSetup_XXXX.exe
- VDAServerSetup_XXXX.exe
- VDAWorkstationCoreSetup_XXXX.exe

BX VDA ZEREFIFAEER, FERLEET.
o A4 VDA BY, RET VDA BT BENSFATEFEN, REEARE,
o BREHEN BT VDA R, [ETEEMAN VDA REEZFREH I ZITEN L.

- {5/ VDA RE12FM3IE VDAWorkstationCoreSetup_XXXX.exe i, VDA REREFEEH
Fl%ProgrambData%\Citrix\XenDesktopSetup\XenDesktopVdaSetup.exe,

- f& B VDAWorkstationCoreSetup_XXXX.exe B, VDA ® £ 2 F ¥ & #l 3 %
ProgramData%\Citrix\XenDesktopSetup\XenDesktopRemotePCSetup.

exeo.

3

c VDAREREMNBERMUBHEMAEEME “HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
MetaInstall” “MetalInstallerInstallLocation” &,

o Fa$iTEm /NOREBOOT, /NORESUME #1 /QUIET iRINEIERa ST H,

- /QUIET: #RESBHAETAFARE, UE SCCM aJUEHIREIIE,

- /NOREBOOT: %1t VDA R#&2FBmEH S5, SCCM itk S EFTENEHEH.

- /NORESUME: BEBRT, ERXEIEFEZEENESHN, VDAREEFSKRE— 1
runonce M &R (\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows}\
CurrentVersion\RunOnce), &N EH BT, Windows FERiZEMERISE VDA RE2
Fo X3 SCCM ki 2 MNaf, FEA SCCM A RaEH AR H A,

£ SCCM BYR IR

UTTRBIETT REIRF.
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1. EFEItEN. BIEFREHENREETEN.

i CVAD2109 UPGRADE Task Sequence Editor

Find 5 | [ D] [Scope | [dul [sh]  Fromedes Ogtions
Type: Restart Computer
e Al Reete - —
Y Festan Conpuse] '
~ |} Install VDA First Attempt Doeoriion
) Run Command Line
€) Restart Computer

= Install VDA Second Altempt
&
& Runc Line Specty what to run after restart
€) Restat Computer
=4 Install VDA Third Attempt

2. BREHRE VDA: B VDA R,

a) ¥ /quiet. /noreboot M /noresume EHAMEEHISHSITETH,
b) BITEEEN VDA RERF (AMMERET— M R/DINLRERER).

CVADZ109 UPGRADE Task Sequence Editor
Find x| D) [scope | |4u| mp|  FPropetties Options
Type [Run Command Line
Add - | Remov Harme [ e
) Restart Computer - [
[} Install VDA First Attompt S
F P Comnand L]
) Restat Computer
[} Inatall VDA Second Attempt Command ine:
g:;cw‘d:‘ .t:\TEHP\\-“Dawori:stationSetuD_Zleg‘e:(e /noresume Snoreboot Squiet
} Inatall VDA Third Attempt
) Fun Command Line
b Restat Comestor

c) SCCM HIHIRIRELED,
o MRREINIEH 08 8, MERTRETH, FEEHMBM.

CVAD2109 UPGRADE Task Sequence Editor

| Fnd % |[5] [scope w|4m| s Propeties Oplions
add - | Reme
€0 Restant Computer Suceess codes: (0383010
= [} Install VDA First Attempt .
7] Fon Command L]
&) Restart Computer

[} Install VDA Second Attempt
) Run Command Line
) Restat Computer Thete: i o féms b showe in this view,
- Install VDA Third Attempt

o MRRENEBN 3, BEHBHEN, RAEEEEFRINUBRZHARE VDA,

CVAD2103 UPGRADE Task Sequence Editor

|Frat x |[) [Seope | [da|lmhp|  Frovesties Options
Tyme |Restart Computer
Add - | Rernove =
) Restat Computer ) =
[ Install VDA First Attempt Deactyton
€ Fun Command Line
b/ ] Restat Computer|
| Install VDA Second Attempt R

3. BREHARE VDA: 4%t VDA,

a) BRERXKLE VDA FW R X# %programdata%\Citrix\XenDesktopSetup\
CitrixVirtualDesktopAgent.xml F1E, MREXRTR, HAEEFHBHTEREHRSELLE,

CVAD2109 UPGRADE Task Sequence Editor

[Fnd ][ [Scope |4l [@p|  Propesies Optons

‘step will run i the following condiions: ane met

e true:

e Data'\Citrix'\ Men Desktop Setup \CRrixVidual Desktop Agent xml exists
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b) Bx%ii%i VDA ES#1T, HIXHE %programdata%\Citrix\XenDesktopSetup)\
CitrixVirtualDesktopAgent.xml REEREIRE 0 5% 8 LISMUREIRD, FEMEMIR
ERBBAAEIR, “BRER%TE VDA MREBIEHFLL,

c) B i iE 1T X #% %programdata%\ Citrix\XenDesktopSetup\ B £ & 8 W
VDA M BAERF (EXZHEMRTHAN XenDesktopVdaSetup.exe, WM R E A
VDAWorkstationCoreSetup_XXXX.exe, M & XenDesktopRemotePCSetup.
exe) BRERABLITEHRME VDA R4, (VDA REEFERETEENSTREEFNRENS)

CVADZ109 UPGRADE Task Sequence Editor
[Fna % | [ D] [Scope ~][du][mp]  FProedies | Opsons
Type [Run Command Line
Rernov s
" Hame |un Command Line
) Restart Computer
 Install VDA First Attempt Deacipbor
&) Fun Command Line
) Restat Computer
[} Install VDA Second Attempt Command Ine:
gaﬂ: L .C:\PrugraI\Dn\a\(itrix SetuphXenDy L . exe

d) = VDA REEFHIRE R,
« 080 8: AiTh, RETM. FEEEHRE.

CVADZI09 UPGRADE Task Sequence Editor
[Fnd |5 [Scope v | 4s|[sp|  Properies Optins

@) Festant Computer Success codes 0833010
| Install VDA First Attempt :

@ Fun Command Line

) Restat Computer
[ install VDA Second Attempt

/] Fun Command Line|

) Restat Computer These are no items Bo show in ths view,

o 3 RERTH. EMRHITENHESHT "BARRATHE VDA E, EEXH %programdata
%\ Citrix\XenDesktopSetup\CitrixVirtualDesktopAgent.xml Rz
EEEIRE 0 5 8, BEMEMERELEMAER, “BRERARE VDA” MIREHIRHLER,

BXEEIRBFAES, ESE Citrix 22 ELE,

VDA Z&ap <l

ARNREETEFAE, BEFNRTEANRERERF. BXaPTEIFAREES, BSAUTXE,

Remote PC Access fy&itap$

o UTFeSERAESIEN VDA 2512 (VDAWorkstationCoreSetup.exe):

VDAWorkstationCoreSetup.exe /quiet /controllers “control.domain.

e

com” /enable_hdx_ports /noresume /noreboot

o UTFHSERERIERE VDA 2512 (VDAWorkstationSetup.exe):
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VDAWorkstationSetup.exe /quiet /remotepc /physicalmachine /
controllers “control.domain.com” /enable_hdx_ports /noresume
/noreboot

TR VDI WRER<

o UTamLERERIERE VDA REERF (VDAWorkstationSetup.exe):

«“

VDAWorkstationSetup.exe /quiet /components vda /controllers
control.domain.com” /enable_hdx_ports /enable_remote_assistance
/noresume /noreboot

Bl

June 27,2024
AR

Er AR, RINFRLELUERRENRFENEG, AB=EN (70 Microsoft Azure. Google =i
&% Amazon Web Services) fEibmtlERmMZ oA HIEEZEIETRS,

it =2 &R Citrix Virtual Apps and Desktops SER M E 7. © 8 Delivery Controller. Hfhiz L4 4.
Virtual Delivery Agent (VDA). E#iZEE. BN ERNRGH, ELRERMAGFZEIBRE MTENBERMNZLA
ZHIBIE R,

WRIEH Controller 2#7E Server Core Lk, i&fER Citrix Virtual Apps and Desktops SDK &89 PowerShell
cmdlet gz AR,

ERIEIE S AT, I BashEM Citrix EPEKERETR (CEIP), CEIP 2WEERAIHEEMERBRER, ARG
BHAZEER Citrixe RAREZRBIESEXERE—MIEELXET Citrix, 0] UL R 2 EEMABEEN
EHEM. € Web Studio EMIERDIERIEE, AEHKD Citrix EAFRKEIRIEE, BXFAREE, ESHR
http://more.citrix.com/XD-CEIP,

IRBIESHAR R AT2NREESR, BXFAER, BERERELE
BEBERZAEESN, UMETHRREMN 4.

S 1. IS0 ES - Citrix Site Manager

8 Citrix Site Manager T&i&& Citrix Virtual Apps and Desktops #2& (X5 “I5="). TH, &% Delivery
Controller i BEIREZT A,
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EE{TILT A, i&7E Delivery Controller E3THSRE “FFa” 328, MG Citrix > Citrix Site Manager. 5
BiF%=%E Web Studios.

S 2. MR BHR

FERNTEL, BANEREIET.

TR 3. BUEE

WIEENMESSRATRBELA. BMMEREASICREUBENED, §XBEELEETMERNFEMER, 1B5SIRAHN
EE,
AR

WMREEE SQL Server AR AMITERUATF TLS 2%, NWRLARERRREHNRS SIEEIENRNE
. BIERAGHNEERER, RRIEMBENARKIY. KIiE SQL Server IERBREEMER A (SAN) #
EEESKIRER DNS 2, B*F4EE, B2 https://docs.microsoft.com/en-us/sql/database-
engine/availability-groups/windows/listeners-client-connectivity-application-failover#SSLce
rtificates.

NREFREZRFILREIEER SQL Server Express (BRINRE) , MERE T ZURGEHERBR. NREEFER
LRERAEIERBIBERN SQL Server Express 3, MAEHR.

WMRAFERIIAR SQL Server Express, BHARELIRIL R ZFIEITEN X% SQL Server Biff, RAERFIHT
SRR AN,

NRFEAWHRFMZ A Delivery Controller, #BEBEHEMARS S ERET Controller 34, MBI MLLTER
AL Controller, MREFITEERATIRBIRIBENIA, BTEEMMIZ 717 Controller,

SHIE 4, YFA]

EWAIUE L, EEFAHERS SMthl, AGRRAERER (RX) BT

« B name: [port] BAIEEIFTIERS B/MAL, name &2 FQDN. NetBIOS ¢ IP ik, EiNEA
FQDN, RZBEmOS, MEIAA 27000, BFHEE, SRS SMMEILLEEZEZ G, THEASEIT—0
o

o BIEERY, RAERERNABANE. BRRIRESFIRENITRIEY N AR~ mBFRE ™ M

- MREREFRESEATIEN~RZ— Blwm, Citrix Virtual Apps Premium 5§ Citrix Virtual
Desktops Premium) , iEfEREP—MFRNEEZFEZFE.

- NREEHEHTHATI~RFEE (A Citrix Manage Licenses Tool), {Bi#RREFEE:
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* BEJSFRHEX M
* EXHFREESRF, HIFEFETHRITFNE. XK~ T ERTEREEESNFIRE
Lo ERBRERANFRE.

- MREFBNFRAETR, NELREDEMTHIFANE, WaIUDE. THHREFANL 1FaER
SRYAEE Internet HIEINIR, 7 RERITIIEME, BRUTIRERHESRFEESLENE, Citrix 58
i B FERF A A Z A,

* BESEHN TE.
* EDEIFENEMEES, B Citrix ZIXWFRHEAIRNE, REHIEIFAHE,
* SEFANEXBA~m EREi Rt ZaSEiFrE L. EREERNFE.

HE, EEERA 30 XREFRXBIR, ARREWAIL. AXFEHMAES, B2 Licensing 3014,

SRS, 54

BENELYETEEENEE. OREHITEN, BEAL—PEE. TlE, RHTM.

BEER
ENERE. MEFFE

NREAEMN EEREFREMRS LEDN RN AREFNKE, WA LUERZEN MBS —NER, HATLL
NEEREEFHENME R R VBIERE, ATUESULEENZR, URSIBESER, EXFAER, FEHE
FMFE IR

s BXTEERNELEENES, BEHEENZR.

- MRFEAEMNEREFHEMIRS EHEMN (FINREEA Web Studio BEEEZATIAR PC £H
KH), FEFRERXET,

- MBEEEEE Remote PC Access i s H i+ X1 B B MIRERTHEE, 151%3%F Microsoft System
Center Virtual Machine Manager 5 Remote PC SigimIEEE, BXiFMER, BSREEM
MREE,

FRTIEZEBIN, ERILUEERTEMA Citrix TR (730 Machine Creation Services) siEfth T 26z
VM,

o BXAEFMENMNEIE LIEENESR, BBRIIFME. FREEMTEEFE

o MREFRANRITFNEFERNT 2B ENERE (150 AWS), HARTIHXLEERE, EEEXENERE
WUESR, BERMIAERENERENSHERH Web Studio.
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Remote PC Access

&% Remote PC Access BEMEE, 1HE8@ Remote PC Access,

WMNRERRBEMIREETHEE, ERIRiER 2 A, 7 Microsoft System Center Configuration Manager L5EmECE
S8, BXFMER, ESH Configuration Manager #1 Remote PC Access Eig ez,

SIEMEREENMAR

June 27,2024
BE:
8 Citrix Virtual Apps and Desktops 7 2006 i, MREMNHUFIBEERAUTEREAR, WRBERBRERX
LR ANEGEHELR (EOL) MB/E, 788EEART LaiiRAS,

+ AppDisk (PvD)
+ AppDisk
o NE=EMZER: Citrix CloudPlatform. Microsoft Azure Classic

BXFAEE, ESEMIER PVD. AppDisk MRS 2589 EM.

AR

A LER TEM N EREH & EBEM Citrix Virtual Apps and Desktops #%: Web Studio (2F Web)
#0 Citrix Studio (BF Windows) ,» #xX{i#z= Web Studio. & Citrix Studio 89158, &£ Citrix
Virtual Apps and Desktops 7 2212 S{E RRAEFHHIHFRNE,

MRECALEINERDEHNE, WEECARSIIRITFANERTREMNREHEARE LR,

HREEFENE—IRE N ARZHORAIRERENRIF N EREN, ALEHERFLE, ART—RE
BIMEES. REEFESESRARGEE. EXFAEER, BERALTE,

RS PRITRIEXS EHERERIRMm

RIEESNRFANENRF, ENSAEENBERE=MER TREFMm:
« BRRSAEENBMENER, EONARENRIFAIL

o MREFHREAVIRFAIE, BZFrHEEEH, NS5QBENNMEERSEAFEAREN, HENEPRN.
A ENERL TR, TERITUTERE:

- AINEERR ENERE
- SIZBERMEMMRE
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- RITHIRRE

o MRRBRHOENERELNERN, WEENERNEHEEE,

=My

IR REY, AJLUEREMEIRESRERRNE—NER, 25, TUERZERACIREMER, REEREEER
SFBNEMNERERF S EMZERNZRPIEFNEFAENMLE 2 BIEFER LR,

QEREER AT UEEEENARFAEE. SUNEBT2NREERTRITERNTREEES. EXEAEE,
BEREIREE

SEELVBXNEENERUE
AIEAZ 2SN EMEEAITEMER Citrix Virtual Apps g Citrix Virtual Desktops FiEHEITEN. RAE
R—XFIH T ZHRFIEEL,
BXFAER, BSRUTRE:
+ XenServer (L1757 Citrix Hypervisor) :

- XenServer ELIFIE,
- XenServer 14,

+ Nutanix Acropolis:

- Nutanix EILIFE,
- Nutanix X%,

« VMware:

- VMware EILIFE,
- VMware /=@,

Microsoft Hyper-V:

- Microsoft System Center Virtual Machine Manager E#\MtIFiE—3C,
- Microsoft 3244,

NE=ENEE (AWS. Google Cloud. Microsoft Azure. Nutanix =M A EkERRAE, UK
VMware zHISERHRRAR) . BRXABENNER, BEHRERREL,

XEFERESSEZEF Citrix DaaS 318, IRE#E Citrix DaaS =@mHFMAB =EN, MARMARA
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BILAER, 7E4# Virtual Apps and Desktops &, EER@E# A Web Studio, XAEMNARMHZ
RS —REH, B, ERIERR MRS IREMFELEIRETE AR ARRAT A,

ENIFAE

EANFE MBS EREFREN, NZRZFEE™m. Citrix SEPGHBIX L6 m At R A a1 T
HEEHBRH T LURR, UNRIEFEERIRFOPIERXER,

FRECITENES, HIERRER K

o BERGHUE, HAEEEmREG,
o IERESERIE, IEIREIES A\ MCS FECIT BB IFRFAMEIE. Windows TTEIX 4. AFPREEXHHE, UK
5 ShareFile RFMEALKE, HENSRERBHEEEFZEIE.

NEMEERBR MR NEFER URRS MEEIRE LA HH RS R, NMRIFAENNTAER. LI, X
HEAVFYARNBIRREERESNEFME. RANREERENS, XAMKEERNLEMSEENEE,

FHREAUREDNEERFNEZEME (ITFHRMUE, SHAEENERNERMENSEAR), BAIUREARMEFME,
fltn, RREZEFHEAIUE—1HEZ D Windows Server 2012 &£ N FES (RICERTERMMEE), HaUEF
EHNERHIE, PREEEFATLIRHECHNKIRE, F0, EMVEEREFFEERREURETGFNHE
HrEEIAE,

A E IR SRR & R L JUBH ML A EhRHZEFENRE, CEA U ERAEFMHERE LNAH. HEFER
MAES, Ait, EAEFERETUERER. XERBONS RPN EEEFRSS ERRHNFETEN A BMEHE
TR

ISR, TR TRMEREEREAEZ— BN EREFLENEEREDI EEEFHNAMEFE,

FE—PEHZ 1 XenServer ¥ EERAAFEEN G BIEEFMEN, BRELINS M FRUBHAEH R
Mo (Z7E XenCenter REREZ, BARBEERFHEHRERTEL.)

EMEREFHLZNEFME

BN EREFHAENFEL ZEEFTERREEETRUENGE, REPRENNELR. ZEFETRRFRGH
o

R ER, ATLOEREEXIRE T ENSIREERAEM (I TFHERNEN EREFEPRRSE L) L5EFR
FREXAFEAMERNFRESHEEFEPNKRERR FRARNSREET . SHHEEHTREFRIITRERS
FHEORE, HMEESXITENERBMEER. tHEBETESRNEFERFHITIHN. MRNIGHEUEERAMEE,
FAECHY VDA BB EIMNFEEMN EREF TN MRZENHMHEE, VM BEZERBE.

Blsh: ERBEEEFMES (Clustered Storage Volumes, CSV) B, Microsoft System Center Virtual Machine
Manager RAFEARMEME PO IR SIBE TR,

SIBER LRI SR, ARAEN VM NEFHEXNNRER)NBBMEEIRRINME RAERRIEER
REUEF, BEARSHEATHER. BXFAER, BEHLIETENE R
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RN E IR F IR o] OB T L R IRENEFE AR B AR AR, £130, XenServer 24 IntelliCache, X&JLL
B E R RIEFERN LR E,

MW EIRIEFRI A%

MW SRR WA R EIREF LA ERUE. RIS E, TMEMEMBRERFRERFHEILR
PHEMNEERERF. WIEERTARITENEMRRNREGEN, EIRESZSHEENZFETAERE, RE
R RAER, HERGES NN BRI ETRE,

BIEERM AR

S =AY, ATLORFRERIRE—MNEE, WRAEASESUTER PN BN SEEBXNT@E,
MREBELRILRECIEEE, BMNPE 1 FiRiEE
HE:
SIEEEZ AT, EVHRR (EEFMLE) KA AH,
ZF Web Studio.
EEMERPIEERE.
R PIEFERINEENZE R,

ZAESFSISETRMUATHE (RENTEARNSIURFINEEEELR), TlE—ZGE, BRET—%, HIE
REETNILE,

> wnh
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JEZE

Add Connection and Resources

StUdiO Connection

UUse an existing Connection

test12
Connection
@ Create a new Connection
Storage Management

: Connection type: Citrix Hypervisor® -
Storage Selection
Network Connection address: Example: htip://citrix-hypervisor.example.com I
Summa
v User name: Example: root |
Password: | |
Zone name; Primary ¥
Connection name: Example: MyConnection |
Create virtual machines using:
®) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)
Cther tools
Cancel |
fEEETE L

o ERIE—MERE, HAFCENEE. EETSHEEEARNENESIZ— I EE, BERERNEIEE,
RRIEEFERXEE,

o EERXNFEPAZECANEMNERER, XNEEERRENRTFAIEN, AEENEEAFRETH
FIRDBTIH, HE, EAILUER PowerShell 8% Get-HypHypervisorPlugin [-ZoneUid]
Srluid [-IncludeUnavailable] false/true kKEBIUTE

- Citrix Z¥FHFE RPN EEREFEGTIR, SEFE=S1E 4
- BN BEREFEGNT RS, MRAIAMRSR false, FIEENFRRATERENVEERFBHLER
IEH, HEBELENERREESRIFAIE,

o EEMNAEREFREAMSEELEMR. BNERIER,

o BINEZRR. WWRFEAE Web Studio HER.

o ERATOEEMIATA: Web Studio T& (140, Machine Creation Services 5§ Citrix Provisioning)
FHEMTE,
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EIRFE

Add Connection and Resources

Studio Storage Management

Configure virtual machine storage resources for this connection.

Select an optimization method for available site storage.
¥ Connection
#) |Ise storage shared by hypervisors
Storage Management

: _| Optimize temporary data on available | " = =il
Storage Selection local storage
Netwaork Use storage local to the hypervisor 111
Summary | ]| | ||| [ | | [ o] | |
Optimization technology (optional):
| Use intellicache to reduce load on the shared storage device
| Back I Next Cancel |

BXFHEELEMGENER, BERENFE
NRERES Hyper-V 5 VMware ENANES, BN D EIRERMHER—1RF. AERLBEAFEHERT.
EEREHEES L EPWIEERFHENEMESEM EEEF A tEiE,

o MREFEMNEREFHZNEFE, BEUEETEETANIHEE LREFIRINEIE. (FJUEERIERZNIT

B ERTIEEIERIAGRTE EAND.) B : EREEEMES (CSV) BY, Microsoft System Center Virtual
Machine Manager R A EATZET OIRIRE BIREFH R, £ Web Studio HEREEZEHEEIZERM,

WREA XenServer M EEEME, HEEEEFEMA IntelliCache KR REZEHIEET ENHEH, BFSRAE
IntelliCache BF XenServer iz,
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E2 ) pures

Add Connection and Resources

Studio Storage Selection

When using shared storage, you must select the type of data to store on each shared storage
device: machine operating system data, personal user data, and if not storing temporary data
locally, temporary data. At least one device must be selected for each data type.

sy Select data storage locations:
# Storage Management

Storage Selection B +| 0s Temporary
Golden_X570_20170314 v v
Metwork
Summary
[ Bac |EEE | cancel |

BEXEEERNEAEE, BSHENFE.

BELNSMEANMIEREER— N ENEERE, EL-NEPEFNFEEEEGZBRMILTE LI fhEEa
EXRE, BEONSMRFNMIERBEER— M FHERE, FRBEHFANDSPHT—RE.

NREEZFHEMUNERRFRAZNEMHAET E—TTHEAT Optimize temporary data on available local
storage (Lt B] AAHITZMEFHIGETEUIR), MERFEEITNEANTEBIBLEELREET, S LUEEEATFHE
B SRR A 77 12 2

RSB REHIERNEFERENE (ELEP, BT BEF 1 M FEHERE) . BEGEFEZRELN, BETE
ERIRER .

1. BEEEREENEFRNEFHERE.
2. FEEBREFAEHEED, EPHECHERFHEIREEIRE, ARREWHE.

e

EMLEREF, MAZKBRNE. LEFFE Web Studio FER, URRSEZEXBENFHEMMEAES,
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73R VM ERHB— S ML,

B

N

ERERE L, REPMBIBNER. TRE, BT

Eid: MRESMEFEIRNEEE, WALELIRESEALERN BT EN BRI SIEEREIFIAE. 5
SHEIBRTENE R

REEEEIRE

BENERLEERESRERHBER, XEERETARNERME XYHaEZVEBEMINA ot @AM
HENRA MU SRR E AT B B R

TEEEERN GPU RE, EABKELERNITENBROIERIET GPU WEHEME, SIRE:E,

&% Web Studio.

HEEMERHIEERE,

HIRERE, AREREEPIEEREEEE,

RIBEIERY, ERBERAAIEENESHITIRE

BERE, RENAUNAEMMNERERHES ORFTH, HRGEREFNAESFXAETED.

ok wpn =

EREMTIE:
o EENEEMINEE, BEREERE -, ARBANRER.

o Zhy XenServer EEEES T AMRS SR, BRERERSR - HIEFRSER. Citrix BIGEFMPHFAER
548, MEEHERSHFLIMEIER 2175 XenServer LILES.

AR
MREFEANZ HTTPS, BERESARAMIRSS, BAENMPNMERSSHLEBLEMETN. 880K
SR EERMAIEP,

SO

o

+ 3 F Microsoft System Center Configuration Manager (ConfMgr) BigmIEEEEZLE (5 Remote
PC Access £41ER) , BN ConfMgr igEEIE. LHUEENMIEEERER.

o [REVSEIRE AT EIREA TN EFRITHRABRIZIER, TRREELEAITENBHNITENG S5
B, XERBFEFTH. SHMERLXEAFTERTASHIBERINEFERIAME, THEX.

o FEIFRE (FrAE) RBREMME: — P EAELEE FRREZENRALIE, 5— N2 SERLEENFT
BItBEHNRAB St SARNIEELNENEDLE, SPRNARRERFXEE,

flan, EEE 34 AtENNBED, WREFRE (FFEXE) 8B RHEE 10 BESERN 10, WA
SERRREI A 3 (BR, 34 79 10% WM& A NFISEAAEL, ENTF 10 81 ENIX—4£3E),.
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¢ BOMRANRERE— I ENE. REEDE.
o EERAMFEPRNGEN, B8R Citrix RAZFHARIPAHIALFBNES.

HEFHFTImE:

Ui

@i A TR INEE Azure Compute Gallery 89f8F TR, Fitt, EOIRHEHRE R, EAILUMXLERS
FITHRPIEEAZRE,

o MASIERXENNBEFNNARERF ID INBEFER. EMXEES, ErmaIi| Azure #1THHKIE
HNENEEREAZRAUBRRE L,

o HEHZEBEFPMITE. BRSALUMIN\NMEZERR. XFEMER, E&RZELRM/\MTE.

o STRlfE, BEREFMNA.

£ EAMFRARANEEN, 1SS Citrix ZIFARMIES TH#1T

IRAEMLE

FILAE R IMES . IEHITIATHR(E:

1. BIRE,

2. EFERTHEMER, ARTERFEPERERIENS,
3. NEFERNEMIER— T HZ MR,

4. BHEFREREFLNENHRL,

FIFF R AR RVLEIP IR T
FIFFE R RO AE U AT B LE AR T B TR IR R R ML 1 E TR RO AT B BN FHIFRNAR, AP TEEEE)
8. MRELEZAR, #PEAREEEHEEER.

1. &3 Web Studio.
2. EEMERPERITE,
3. EEREE, BITAEIPER, BEREEPERITHEIPER. EXAHPER, BTEXALPER.

ZHoh, WAL BT BEIFTHSRALIFER. b, ERILATENE RIZMATEIT BT KA LR
o

pillEIEES

MRMPFERE, SSBAEHENKNR, FSBREERKR. FHRIEZMHEN LNAFAKIEEZE0, HEEF
BEE

MpRZERE 2 B, EHER:
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8 F P 82 iz PR BRI BN HIE SR,
o RENEETHEHFERNAR 15,

o BERMIHTENNE BT ENITHHEFE,

o XRHAEZERIITEN B RPFIEITEN.

BERITEN BRI BOERR, ZERSTATTH. MREER5IAIERE, JLUEERRZER. MEFERE, 35
HBREMERRERLE R,

&% Web Studio,

HEAMESHIEERE,

REERE, AREREERIEERIREE,

MRIERE EFETIHEN, RASWNESEMIRXLEITTEN. MREEEMBR, EEERX KR Active
Directory i+ &# i P HITHIIZIE,

> wn e

SR slRER

1. &% Web Studio,
2. EEMERPERITE,
3. EEREE, ARTEREEPEREGZEZINNERE,

EEER LOHTBENIFAER

1. &3 Web Studio.
2. EEMEEPERITE,
3. EEEE, REEREEPEEREETEN.

ErERIHESER AN EN. EREES BT TAEREEAFAEE. WFHIANRE, EaRMfs
ERAES.

ERERERAIREEHIT BN MNEOMESNIIRPERFREFNER, NECRIER, JLUBERNTEXE D ITEN
BIREITRR, UAUMERENHATESRIER. BENERAN, BREREF, ARMNBUEMEETIRFHITIER.

EIERERE ERITEN

&% Web Studio,

FEAEMESHIEERE,

EE—EE, AREREERFREEETEN.

R ARIEEU AN Z — FEERIERATH, ERRATITETIRSHEZEENLE,

> wn e
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121F

Bap
i
K
SR K H]
Eii) =1

BR4PIRT

MRS HEBPTEER

il

WA

BaEiitEN R BENXASEE).
FXRAMEEET BN HRIFTITTEN TR,
BERXABRIER T

SRITRHAITEN, HREIFITENTIR,

ERXIRERSR, AEBRBHITEN. MRRERSE
FTiEXRH, WKERFTEFRES.
HELESHBENNER. FIRSTRAPEEERZITE
Mo MRELERAF, NEFEASIEHIHEE

Mo (ERIAMBEENEEHITIHRRFAE T BT
KABIFER, BS LX)
MZSHERBFE ST ENFA M AERITENE
FHMERZITEN. N HBENREREMBIN, 18
RKEBRR. EBMRITENN, AHTA4rENERELER
P EERIET R,

BERTENGE, BRRBAERERZITENRNRR, %
HENRMITENE RPMER. BERHEN 2R, MR
FRERFPSIEHMESED, HEFLBREILEHE, XAt
BYVREREIRAAN, AaEERR. EMFRTENA,
AT A AP ETUE A PR LA P IE I B AL

SHF R XA T BN, NRITENIE 10 8RR, WEXHABIR, MR Windows ZiR1EX AR REE

#, AREEIREHRRTRITENRMEXFRIREIX L

URiETFNE

AU ETATEHEERERDN VM NRERAMIGE SRR IRS B[RS, ERILUEER T SMEBIERENEFHERIRS

28
1. &% Web Studio,
2. EEMEEFIRERE,
3. EEMERIEE, ARTREEPIRZERETME.
4. EEMEED, EFHERE: BIERADIGET IR,
5. RAHBUHERPMAMIER N — RS MFEIGE TR S IEE,
6. BEHHEE,

HIRPIBNMFEREBESHBIFNEERS. BREEASENT:
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o AT FHRERTIRITEN.
o WEA: FRENBTIAEHEN. AFIHERMEILEES.
o RTEFAP: FERATIEITEN.

MRBUHIER YA FEAPREIRENVHNERE, TRTFERNRNA. NEHENBREERZFHERE
HERUmEFRENEE), Hit, MEEZUEELERTFETENE, ZUBMERIERSHH.

ER. EapRINIAZFEIR

1. &Z Web Studio.
2. EEMEEPERTE.
3. EERER, AREREEORREE. EafF RIS RPIEFENNEE,

KEMANIZRY Azure HR

MIRRRRATEFENAREANER, ENE2SBEAUENTZ,
kThEE A FER Citrix Virtual Apps and Desktops ibs _EBIEN BTN Azure FiRo
1E¥EIE Web Studio S B 1TIRIE:

1. EEED, EENERFIEEFETE.

2. EE—NEE, AETTEREEDi%EE Detect Orphaned Resources (17N %7F). Detect Orphaned
Resources (t&MAIIFIR) XFEER T ZFRRS.

3. EBFENURRIRSG, BEEEEIRS.

gi#&, EATLIGER PowerShell #2MIAIIZEY Azure &R, BXIFMMER, BESRNEIMILERTIR,

BT I ERE EHNREH T MR EE— S 458, ESEficiently manage Orphaned Azure resources
with Citrix (6E/ Citrix SAEERMILA Azure ZEIR) o

EREITEY 2R
BT LA SRBR IS B R AL B = MY 23
o RAEEITIES: BERKAARENENSEZBERFRRNRKESNE. EASEERITISMRIEE
EiThY 2RalfRERER IR B
o ERTRITINS BEEAPREANTARBHRAT, AP IRESEPASE ZERER A RIS A RETRR K.
ERRIEENIT BN SIET NI 2R EFRRIEIRE.
o BRFFEEREITEYES: MEASIEEHEZA, B EEBMERNEMNSE I URSFMERSHIK, EREFERE
YRIETT IS SR ET SRR =I5 1T Y 25 Bl R SR B IR B
MREMEPEA—IURE, BEHERAZEFIIRE—H
BEXFAER, BERRBIKENE,
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WRIMILERT &

EA LIRS R MCS 8B MCS ABREMNMIEZRTIR, XYUFHERT Azure K18, BIRERFIER, EAILUIER
PowerShell 5%, B LUEREEHITHIL,

AR

o WNREFEHITEMMEHIREEH, PowerShell a5 SREHIELE,
« HHEPE Citrix fF2ME R EENZ RN AMIER. B2, NREMZBZRAFMNE—MEN true B9
CitrixDetectlgnore #7128, NN RV BBIZERo

PR

« AERBENTINREERN-EEABEER AR 7 E1T PowerShell s HREIN L ZRT IR,
o ATEEERAFMILETR, EMEMLFRINEAEITAH VM B8R,
o MRTIEAHAEERA, KOH 2000 KIEREETRAMILER,

BRRIMLTRYIR, EHRITUTRE:
1. #T7 PowerShell 5.
2. BT T&%:
a) FKEiERZ UID, #%#% uid 2 HypervisorConnectionUid E1##I{&E,

Get-ChildItem xdhyp:\connections | where {
$_.PluginId -like 'Azurex' }

<!--NeedCopy—-->

b) SRERIMILEIRTIR,
get-provorphanedresource -HypervisorConnectionUid <connection

uid>
<!--NeedCopy-->

B RRITE ID R FRFIR, BRITUTERE:

1. {7 PowerShell &1,

a) fEMITIA ID &Hi%E#E UID, % uid 2 HypervisorConnectionUid BM¥HIE,

Get-ChildItem xdhyp:\connections | where {
$_.CustomProperties -match '<subscriptionId>' 1}

<!--NeedCopy-->
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b) FEIMIIERFIR:
get-provorphanedresource -HypervisorConnectionUid <connection
uid>
<!--NeedCopy-->
AR

EMBRZ AT, BFERERR.

TR

BEXSHEINRENERNGESR, BSH:

o 5 AWS iy

+ 5 XenServer %%

+ 5 Google Cloud #EMiEE

+ 5 Microsoft Azure BIi%E#z

+ 5 Microsoft System Center Virtual Machine Manager #9i%#
« 5 Nutanix BiE#Z

o 5 Nutanix =M EEUEARR T RAVESE

+ 5 VMware 8ViE#

« 5 VMware =MAEKHHRR T RAVERE

MREEFERITRBEIRE, BRHTEINER.

5 AWS RYE#E

June 27, 2024
BIEFMEEEEMZRENAT BTFAREENAS. UTERERETHET AWS ZIFEMNEFAER.
PE= W

RIS AWS FNEREZ T, TELBEH AWS IKRFIREANTRUE, ESH AWS BifR,

BEER

7£ Web Studio Hrez2 %R

o BAURM APl ZIRMERE FTSEM AWS hSHBEXEENRIRXNE, ARBSN. ItIh, ToR
BXiE. aTAMEKE. VPC &R, FRMtE, 8. KeBARTMERE.
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« root AWS KPR EVERESCH (M AWS IZHateR) RS RinE AWS AR TEIEEX 4RI TR,
Itk, Citrix Virtual Apps and Desktops BIERaEE ML 43RBT AP A ZATER. ESHER AWS
Identity Access Management (IAM) ZiE 4,

AR

BlEERE, =EH AP ZBAMEBHATEIEK. ERRILAM, BEREENAIERS I AERE, Hif
RLFHoAER] AR https://*.amazonaws.com,

FHERIAE

£ AWS IR IR ENERD, KERUTIRIME:

| ETH | 4E5HE | L |

==

| B2 (FrE KAL) | 125] 100 |
| S HRATIBIEE | 125 |

FIANERT, MCS &%Z374F 100 MR FRBCIR(Fo

AR5 im = URL
IR EXIARSS i m URL

5 MCS BY, =Fm—%H APl ZH APl 1285 AWS &%, EXEEEURET S5 RIERNKF,,
MCS &/ AWS DescribeRegions EC2 APl @Rl AWS TX X, Zin2ER @A EC2 RS URL
https://ec2.amazonaws.com/ #1780, EEA MCS MEZHFHNXIFFIRFEZBTEENXE. 25
Bt KIiEEFEERN AWS iRSimS URL, B2, EeIgRsSHS URL 2/5, BRI EFIRESENZ URL,

EX 1AM PR

fERAZSHIEEEX AWS £ Citrix Virtual Apps and Desktops B9 1AM #fE. Amazon B9 IAM BRS3 72 ik
FHREZTER, XERPRTLG#—FARTIAR, XA A LUAE FRNSRRIZE TS XEXAIRERYEE
Ho BX IAM URAIFAESR, ESE IAM JSON EESZ,

23 |AM IRRBE AR AP A, ERITUTERE:

FR AWS BEizHla, REMNTHZIRPIEE IAM service (IAM fRE),

%$% Create a New Group of Users (RIEHEF4H).

BANFRAPANEIR, SAGi%EE Continue (440),

7 Permissions (1%fF) T1@E.L, #%#F Custom Policy (BENER), @EFikE,
PN R HRBEHYE FRo

ok w e
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6. TEERBESERD A, HANEXRR.

HMNRERERIE, %1% Continue (#4%) LUISERBIEAF A, AR #IEFNAT Citrix Virtual Apps and
Desktops FREi2ERINIR,

BE:

R BIEA R AP IREAREE S A Citrix Virtual Apps and Desktops £ AWS itk R fTi R ER B
1B0E, MARKXEARIERFIZNFE R R, Citrix B ZREBATIR BN, WFEFRE, &I LUEERMS
TR E—F PR,

1%E IAM R

7£ AWS EEIZHIGRY IAM oIS ENR:

1. EREERT, EEREDT .
2. EEFHINR,

Identity and Access Users >
Management (IAM) 1
Summary
Dashboard
~ Access management User ARN arn:aws:iam:
Groups Path
Users Creation time  2019-07-17 09:59 EST
Roles e
Permissions Groups (1) Tags Security credentials Access Advisor
Policies
|dentity providers ~ Permissions policies (2 policies applied)

Account settings Add permissions

« Access reports

Policy name «
Access analyzer

Archive rules Attached from group
Analyzer details » Billing
Credential report » AdministratorAccess

Organization activity

Service contral policies (SCPs) » Permissions boundary (not set)

Q Search IAM

AWS account ID:

ERRRAMEIFSF, BFNR:
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Add permissions to

Grant permissions

Use IAM policies to grant permissions. You can assign an existing policy or create a new one.

IO, . user Copy permissions from Attach existing policies
:A.‘ userto group existing user direclly
Create policy
Filter policies Q search Sho
Policy name ~ Type Usedas
» W AdministratorAccess Job function Permissions policy (8)
» Wi AlexaForBusinessDeviceSetup AWS managed None
» W AlexaForBusinessFullAccess AWS managed None
» Wil AexaForBusinessGatewayExecution AWS managed None
» W AlexaForBusinessPolyD: cessPoli AWS managed None
» Wl AlexaForBusinessReadOnlyAccess AWS managed None
» Wi AmazonAPIGatewayAdministrator AWS managed None
» W AmazonAPIGatewaylnvokeFuliAccess AWS managed None

7£ JSON ET-RHER LU TRBEERRG:

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Impart managed policy
1-4
2 "Version": "2012-10-17",
3 "Statement": [
{
5 "Sid": "VisualEditore",
6 "Effect™: "Allow",
7- "Action": [
8 "ec2:CreateTags",
9 "ec2:DeleteTags",
] "ec2:DescribeTags",
11 "ec2:PutObjectTagging”,
12 "ec2:PutBucketTagging"
13 1,
14 "Resource™: "#"
15 b
16" {
17 "sid": "VisualEditorl",
18 "Effect": "Allow",
19 "Action": "iam:PassRole",
20 "Resource": "arn:aws:iam::¥:role/*"
21 }
22 ]
23

Character count: 304 of 6,144. Cancel Review policy
B .
?iE/T\ .

PRE JSON RBIRIsER BIEF X EHIMRNPIE IR, BXEMER, BESHMAEEXTE AWS £iE1T Citrix
Virtual Apps and Desktops B & 4i517 EIEN R,
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FRERRY AWS AR

EEPEE AWS FIRMRETIR,
AR

3% role_based_auth #EEZ iam:PassRole R,

BN EE

£/ AWS F9{E BARINHTBY ENERE,
{

"Version": "2012-10-17",
"Statement": [
{

"Action": [

"ec2:DescribeAvailabilityZones",

"ec2:DescribeImages",
"ec2:Describelnstances",

"ec2:DescribelnstanceTypes",
"ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

15
"Effect": "Allow",
"Resource": "x"

}

<!--NeedCopy-->

VM B9 REE

HENSEFIE T AR A IR,
{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:CreateVolume",
"ec2:DeleteVolume",
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"ec2:
"ec2:

"ec2

1,

"Effect":

DescribelInstances",
DescribeVolumes",

:DetachVolume",
"ec2:
Yec2:

StartInstances",
StopInstances"

"Allow",

"Resource'": "x"

}

<!--NeedCopy-->

BUE. BRI VM

fEFRMAC A AWS IR VM g2, EFSBRtENER.

{

"Version": "2012-

"Statement": [
{

"Action":
"ec2:
"ec2:
"ec2:
"ec2:

"ec2

"ec2

"ec2

10-17",

[
AttachVolume",
AssociateIamInstanceProfile",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",

:CreateImage",
"ec2:
"ec2:
"ec2:
"ec2:

CreateLaunchTemplate",
CreateSecurityGroup",
CreateTags",
CreateVolume",

:DeleteVolume",
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeAccountAttributes",
DescribeAvailabilityZones",
DescribeIlamInstanceProfileAssociations",
DescribeImages",
DescribelInstances",
DescribeInstanceTypes",
DescribelLaunchTemplates",
DescribelLaunchTemplateVersions",
DescribeNetworkInterfaces",
DescribeRegions",
DescribeSecurityGroups",
DescribeSnapshots",

:DescribeSubnets",
"ec2:
"ec2:
"ec2:

DescribeTags",
DescribeVolumes",
DescribeVpcs",
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34 "ec2
35 "ec2
36 "ec2
37 "ec2

38 "ec2

:DetachVolume",
:DisassociatelamInstanceProfile",
:RunInstances",

:StartInstances",
:StopInstances",

39 "ec2:TerminateInstances"

40 1,

41 "Effect": "Allow",

42 "Resource": "x"

43 }

44

45 {

46

47 "Action": [

48 "ec2:AuthorizeSecurityGroupEgress",
49 "ec2:AuthorizeSecurityGroupIngress",
50 "ec2:CreateSecurityGroup",

51 "ec2:DeleteSecurityGroup",

52 "ec2:RevokeSecurityGroupEgress",
53 "ec2:RevokeSecurityGroupIngress"
54 1,

55 "Effect": "Allow",

56 "Resource": "x"

57 3

58

59 {

60

61 "Action": [

62 "s3:CreateBucket",

63 "s3:
64 "s3
65 "s3:
66 "s3:

DeleteBucket",

:PutBucketAcl",

PutBucketTagging",
PutObject",

67 "s3:GetObject",

68 "s3:DeleteObject",

69 "s3:PutObjectTagging"

70 1,

71 "Effect": "Allow",

72 "Resource": "arn:aws:s3:::citrixx"
73 }

74 g

75 {

76

77 "Action": [

78 "ebs:StartSnapshot",

79 "ebs:GetSnapshotBlock",
80 "ebs:PutSnapshotBlock",
81 "ebs:CompleteSnapshot",
82 "ebs:ListSnapshotBlocks",
83 "ebs:ListChangedBlocks",
84 "ec2:CreateSnapshot"

85 1,

86 "Effect": "Allow",
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"Resource'": '"x"

}

<!--NeedCopy-->
AR

RETERCBIRSINES VM ¢IZREL 24N, THRESREAMXR EC2 o, THRltREE, ~F
EXEAR,

ERLHNTHEE BERIABMETETRRENETENERNEIFELEER, SOOER AWS 2HEIQH AP,
LEIhBER R T SEIMOTF BN P AR KB B 2 A R 24P 5 TR IRERN E 201t

AR

FRTNEILFLEN<EF,

W LA T AL PR AR N 2 SRBE R -

+ ebs:StartSnapshot

+ ebs:GetSnapshotBlock

+ ebs:PutSnapshotBlock

+ ebs:CompleteSnapshot

+ ebs:ListSnapshotBlocks

+ ebs:ListChangedBlocks

« ec2:CreateSnapshot

+ ec2:DeleteSnapshot

« ec2:DescribelLaunchTemplates

BE:

o ALK VM AMEIBAEHENBRF, MEFRITEAESIIELIZEE, FINMEIFLE AMI NEIEL
2 VM,
o NRERPRLBIERITE LFLENIE B R, NEEEIFAIZEXHFIETE HFRMBIFR.

BeZER EBS &

R AMI BNz, =& EBS BB NIMEMEMS, EBS AIBmMEfREIENS, B2, EXMZINEE, IAM HKigH
M E U TRER,

{
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3 "Version": "2012-10-17",

4 "Statement": [

5 {

6

7 "Effect": "Allow",

8 "Action": [

9 "kms:CreateGrant",
10 "kms:Decrypt",

11 "kms:DescribeKey",
12 "kms:GenerateDataKeyWithoutPlainText",
13 "kms:ReEncryptTo",
14 "kms:ReEncryptFrom"
15 1,

16 "Resource": "x"

17 }

18

19 ]

20 }

21

22 <!--NeedCopy-->

AR

BRAUBITRESSESRRMFMR, NMERRREZSGERR. Hli0, BBELUTHRER KMS XR:

1 {

2

3 "Version": "2012-10-17",

4 "Statement": [

5 {

6

7 "Effect": "Allow",

8 "Action": [

9 "kms:CreateGrant",

10 "kms:Decrypt",

11 "kms :DescribeKey",

12 "kms:GenerateDataKeyWithoutPlainText",

13 "kms:ReEncryptTo",

14 "kms :ReEncryptFrom"

15 1,

16 "Resource": [

17 "arn:aws:kms:us-east-2:123456789012:key/abcd1234-a123
-456d-al2b-al23b4cd56ef"

18 1,

19 "Condition": {

20

21 "Bool": {

22

23 "kms:GrantIsForAWSResource": true

24 }

25

26 }

27
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}

<!--NeedCopy-->
WU TEARIEEAR AV, A IAM SRIEZEIRIT KMS ZAMAIEIRIE (kms: *) BARFIA BN KMS ZHMTE
ERINEZEAEERS,

{

"Sid": "Enable IAM policies",

"Effect": "Allow",
"Principal": {

TAWS": "arn:aws:iam::111122223333:root"
}

b
"Action": "kms:",
"Resource": ""

}

<!--NeedCopy-->

BXEAER, ESH AWS BHREERS EH X,

EF IAM &5 4511

AT LUF AR S B T A 8RS H LI,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "jam:PassRole",
"Resource": "arn:aws:iam::*x:role/x"
}
]
}

<!--NeedCopy-->
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=K 1AM R ERRS

AT JSON AJBFYaiszirFiaTheE. FILUERILERIEEIZENER. eI, EMIMER VM LIK#ITHRIRER,

BILURERE X IAM RRER PRI BRI RIE AR, WAILUET role_based_auth 22 ZANEAEHAETA

BB,
BE:

E{FH role_based_auth, EEERI1M=89FE Delivery Controller EEEEFFER IAM 3. £/ Web
Studio FIMFEEIEEF N B HIIEZAMYZIRM role_based_auth, EBEXEIRENITEIEEZ BIGER

ETABNSHIIE.

"Version": "2012-

"'Statement": [
{

"Action":
"ec2:
"ec2:
"ec2:

"ec2

"ec2

"ec2

"ec2

10-17",

L
AttachVolume",

AssociateIamInstanceProfile",
AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:DeleteSecurityGroup",
"ec2:
"ec2:
"ec2:
"ec2:
:DescribeAccountAttributes",
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:DescribeTags",
"ec2:
"ec2:
"ec2:

CreateImage",
CreatelLaunchTemplate",
CreateNetworkInterface",
CreateTags",
CreateVolume",
DeleteLaunchTemplate",
DeleteNetworkInterface",

DeleteSnapshot",
DeleteTags",
DeleteVolume",
DeregisterImage",

DescribeAvailabilityZones",
DescribelamInstanceProfileAssociations",
DescribeImages",
DescribeInstances",
DescribeInstanceTypes",
DescribelLaunchTemplates",
DescribelLaunchTemplateVersions",
DescribeNetworkInterfaces",
DescribeRegions",
DescribeSecurityGroups",
DescribeSnapshots",
DescribeSubnets",

DescribeVolumes",
DescribeVpcs",
DetachVolume",
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41 "ec2:DisassociateIamInstanceProfile",
42 "ec2:RebootInstances",
43 "ec2:RunInstances",
44 "ec2:StartInstances",
45 "ec2:StopInstances",
46 "ec2:TerminateInstances"
47 1,
48 "Effect": "Allow",
49 "Resource": "x"
50 }
51,
52 {
53
54 "Action": [
55 "ec2:AuthorizeSecurityGroupEgress",
56 "ec2:AuthorizeSecurityGroupIngress",
57 "ec2:CreateSecurityGroup",
58 "ec2:DeleteSecurityGroup",

59 "ec2

70 "s3:
71 "s3
72 "s3:
73 "s3

:RevokeSecurityGroupEgress",

60 "ec2:RevokeSecurityGroupIngress"
61 1,

62 "Effect": "Allow",

63 "Resource": "x"

64 3

65

66 {

67

68 "Action": [

69 "s3:CreateBucket",

DeleteBucket",

:DeleteObject",

GetObject",

:PutBucketAcl",

74 "s3:PutObject",

75 "s3:PutBucketTagging",

76 "s3:PutObjectTagging"

77 1,

78 "Effect": "Allow",

79 "Resource": "arn:aws:s3:::citrixx"
80 1

81

82 {

83

84 "Action": [

85 "ebs:StartSnapshot",

86 "ebs:GetSnapshotBlock",
87 "ebs:PutSnapshotBlock",
88 "ebs:CompleteSnapshot",
89 "ebs:ListSnapshotBlocks",
90 "ebs:ListChangedBlocks",
91 "ec2:CreateSnapshot"

92 1,

93 "Effect": "Allow",
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94 "Resource'": "x"
95 }
% ,
97 {
98
99 "Effect": "Allow",
100 "Action": [
101 "kms:CreateGrant",
102 "kms:Decrypt",
103 "kms:DescribeKey",
104 "kms:GenerateDataKeyWithoutPlainText",
105 "kms:GenerateDataKey",
106 "kms:ReEncryptTo",
107 "kms :ReEncryptFrom"
108 1,
109 "Resource'": "x"
110 }
11,
112 {
113
114 "Effect": "Allow",
115 "Action": "diam:PassRole",
116 "Resource": "arn:aws:iam::*:role/x"
117 }
118
119 ]
120 }
121
122 <!--NeedCopy-->
AR
« DEEERCEBREMLTNES VM QIBERER AN, 7FES SecurityGroups #8%89 EC2 #93. 58
FRILR(EE, FHREXLENR.
o RB7E(EFA EBS HEMENAHE KMS &853
« 3% role_based_auth 7% Z iam:PassRole #REE4,
o RIFBENERMIFE, ATLURNBENTRENR, MIETLIHENR. BEXELFMER, BHSH AWS
x#4 Demystifying EC2 Resource-Level Permissions (i87F EC2 ZR&NRAVIHIEEL)) F1 Access
management for AWS resources (AWS ZFEiFRIER),
T—$rER

o MREEFRITVHREZIRE, BBFAUNETEINER
« BX AWS WIERER, BFSHLIEAWS BZ
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B2

ong

B

o EENZFER
o SIEBITENER

5 XenServer 19iEiE

June 27,2024

CIEMBIEEENZENE T BT REENRS, UTERRETIRET XenServer BIMEIFIRRIFAES,
AR
E8Ii25 XenServer BIEZEZ i, BELEER XenServer tkFi§ERNRBAIE. 1H21W XenServer Eiit
KR,

Bl 5 XenServer HiERE

8IS XenServer (LLai#rA Citrix Hypervisor) BOEZES, iRt VM BREEBERRESAS B NER.

Citrix BiYER HTTPS #fR5 XenServer @R 2. BEFER HTTPS, 471 XenServer LR EMEIA SSL
JEF; 1ESHE CTX128656,

MR XenServer RER LEEASHAN, EULEESTAM. Citrix BIUE (KN “RiESTRAMN” t) #EiFthei
FrERS3E, LUEE MRS HIHPERNEETSS XenServer IREZ 25 HITES,

R XenServer #F vGPU, AJLUEE GPU K84, HEE, ETFHABBIERMEMERTAEETH GPU #E,

E—1EZ XenServer EH EERAMIZFMEEN IR EIBEEN, FHREUPINENEZHEUBEHNEEH—MNSZ
R, (ZE1E XenCenter HEXNZM, BERPTZEHEHEEIMEM.)

A LUERA Citrix Provisioning (LLET#F# Provisioning Services) #1 Machine Creation Services (MCS) Fa#z L
T

o M RmEEARSFRERS VM B9IBAR BIOS,
o ZEMNREHRSHRERS VM B UEFI, 8FR251%.

=z

AR

FcE MCS B, FEMRERNRIESNIR,
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¥ IntelliCache /AT XenServer iEiE

#EIEMA IntelliCache, &K VDI BERETEMA, BAGAURRZEFHEIMFELESEA. XREMEE
HIFEMERE, SMEFENTHEEENERGHITES, NMEALTHEFE LARREE, WTFHAZERE, YRE
HEE NHNABTKEE NN LAt EFEM AR L ZFME D,

« fE/ IntelliCache i, EEF#HHFA NFS,
o Citrix BiE RS AR Z (IR & KR S MR R EIB T 1.

E#/ IntelliCache, #M7EL= R XenServer #1592 IntelliCache,

o &% XenServer B, #%3#¥ Enable thin provisioning (Optimized storage for Virtual Desktops)
(BB RMA (Virtual Desktops B b 1Z1E)) o Citrix "ZiFHBA T Intellicache MRS BMKBHA
IntelliCache MARSSB[BHMIREVEE M, BXEMES, 1ESH XenServer X1,

« 1£ Citrix Virtual Apps and Desktops &, ZiAERTZA IntelliCache, REEERIE XenServer EiZE
Mg E; ZEETEZRA IntelliCache, 0 XenServer HE#EhY, JEHRITUUTIRME:

S

BHEZEREFMEEE,
- %A IntelliCache £3%4E,

[

FrEZEm XenServer X R

XenServer {EE2EFAE (RBAC) 1Y, @i XenServer bR FAEMiFEEEl (RBAC) ThaE, el ECRAF. B
BHNBR, LUEHIENIAR XenServer AP RETTUITHIE!E, XenServer RBAC 48— RAF (B—4HA
P) BREEEXHNAE (—AHGRNR) . BEEEXEM XenServer IR, BEHHITRLERME,

BXFAER, BERETAHEIRRE.

ABRREMERREMOIRFRFINT: Jik > VM RER > VM EE R > VM BREER > HBRER > HERE

=
Do

UTED 24T BN AESENRRAER.

B ENERE

£5 FrdREAE

fERA M XenServer SRERBYS B ARIMENESE
EERAFRRESENAE

it

pry
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VM B REE

£5 FrREAE
FIFERE VM B EBIR VM #2185

B2, EHEEE VM

£5 FrRRAE

B RYIRER IR PRI MR VM VM BLEER

AL BRR. MIBRIRAR IR HMIRIES

AT ERE MIRIES (REMHIFOBE)
BIEITENER MIRIES . REBAIFOBE
AEmEE VM (RERA GPU B VM) VM B35

ANEMEE VM (BRT GPU B VM) MIRIER

A MFREECE B s CD 8% VM B R

EERE VM &1ER

B X RBAC ABMIIREVFAESR, 155 RBAC AEMIR,

BXRHIROMUENEE, BSREAIREODE,

T—¥HER

o REIEERITVIAHELIE, BESRANEHTENES
« Bk XenServer BEREE, 1B58HEIE XenServer B

BEZER

ong

o EEMAR
o SIBHENAER
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5 Google Cloud FiERER

June 27,2024
BIEMEREENAENET BT UREEZENAS. UTEERETHET Google Cloud FEREMAEE.
AR

7Z8)i25 Google Cloud IFEMZEZEZ 7T, FELTMAR Google Cloud tkFIRBER R RUBNIIR, ESH
Google Cloud 15,

ANINERR

BIRBREEENZRRESHITERE. UTHIABESETRIREREEENTRE:
1. #EE > EEP, EFANERFHREE,
2. TEBRFEANERRINERN AR,
3. EEETE L, EECEINEREM Citrix Provisioning T2, AREET—%,

o EREER, MEEHERE Google Cloud,
o EERBR. BAERNRM,

4. EXETIE L, MEBEREZMBE R, EROSECANTRNKE, AREET—P,

5. EMENE L, BAFRNEN, MREPERENNS, EFEFE, AEEET P, ZRBFATEHEIRG
WXIFMMENEE. EMEEMINT (Shared) EREMNEMNERTHE VPC, MREAHZVPCERET 7
MZAE IAM s, NFRFIFRPNETHE VPC BRE FM.

=

AR
o BEBMALEE 1-64 NER, TENEBESEBHFEFMN / 5 ¢ # . x 2 = <> | [
14" CH" )
6. EHENEL, WIAMEE, AEEERERBRHFINERMNZEE .

SIBERNATRGE, RERKTHERINERNAR, EREER, BEFZER, AEEFRRFERIERENR
EtF, ATLUMIBR. BB NEHEEETEIRNZR. Alt, HEFEETHRR, AREEFRIEEPREREDR
Ars3im~ URL

T ERGART URL:

« https://oauth2.googleapis.com
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« https://cloudresourcemanager.googleapis.com
+ https://compute.googleapis.com

» https://storage.googleapis.com

« https://cloudbuild.googleapis.com

Google Cloud i H

Google Cloud B &4 FHFFMHEE:

o FECHE: AXMERT, HaEERKAREHERERRRITEN. LB hiRAdtmg.,
« HFVPCHE: EFEMBEHIZMITENERLE VPCIEHSH VPC HIE, ATFMECHENERRKS
FLIMBRERRAR, BiEms, RAEEA VPC BINR,

71 GCP HERELIBREHIFR

FRI A FER Google T AL RFKIARER Google Cloud TH, LhRHEE T MEHBHIENR M, EM
X —m, ERURITUTEREZ—:

+ @3#F Cloud Build fR&5M A VPC BRSIZHIBATAORN, MRHAITHSE, BENREBUTHER GCP 1
ERECERENIR,

Ingress Rule 1

From:

Identities:
<ProjectID>@cloudbuild.gserviceaccount.com
Source > All sources allowed
To:

Projects =

All projects

Services =

Service name: All services
<!--NeedCopy-->

« MBEFERAMNELTAIERERM, 5% CustomProperties fiEm UsePrivateWorkerPools
BEXTRHIEERANER, BSRT AR,

71 GCP REREL BRI RNENR

73 GCP HEREERSFRMNERNT:

o EMEENXEMN, FREEERLS TR
« EEATAIFERL, FEETUTER:

- 337F Citrix Cloud BRI, EHRMUT IAM A6
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*

Cloud Build Service kA~
HELHIEER

BRSSP AP

ARSStk F~ <hEtliEE

Cloud Build WorkerPool Frg#&

*

*

*

*

- ZATeIRREERENRE—mE e Citrix Cloud BRS1KF.
- B8 DNS EeErpFridly private. googleapis.com#l gcr.i0i&E DNS Xig,

< Zone details # EDIT ADD NETWORKS W DELETE ZONE
googleapis-com-private
DNS name googleapis.com.
Type Frivate
RECORD SETS IN USE BY
ADD STANDARD ADD WITH ROUTING POLICY @ DELETE RECORD SETS ! REFRESH
= Filter  Filter 1=
D DNS name Type TTL (seconds) Routing policy
O CNAME 300 Default £ ra
O googleapis.com. NS 21600 Default w ra
O googleapis.com. S04 21600 Default W rd
O private.googleapis.com A 300 Default ~ ra
& Zone details # EDIT B ADD NETWORKS W DELETE ZONE
ger
DNS name gerio.
Type Private
RECORD SETS IN USE BY
3 ADD STANDARD ADD WITH ROUTING POLICY W DELETE RECORD SETS & REFRESH
= Filter  Filter re
[0 oONsname 4 Type TTL (seconds) Routing policy
0O ‘oo CNAME 300 Default v Ve
O gerie SOA 21600 Default ~ rd
O gerie NS 21600 Default W rd
O g A 300 Default v Va

- RBELT AWt (NAT) SERETARSER. AXEAES, BSRELRS5E Google AP,
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Private Service Connect

CONNECTED ENDPOINTS PUBLISHED SERVICES

Private Service Connect lets you connect privately and securely to Services. Leam more

B
Connections Accaptad Rejectad Panding Clozed
T in total &1 00 (v1] L )
Endpoints 4 CONMECT ENDPOINT
= Filter Enter property name or valus
[0  Endooint 4 Status PSC Connection D Tarpst Network Region 1P address Namespace
[0  connectendpeint & sccepted 4792492 5526720928 all Gaogle APIS phm-wpc 1081720 goeogpsc-phm-vpc-8514753636491831765

Load balancer endpoints
= Filter Enter property name or valus

Load balancer M Type Number of NEGs Metwork Region IP addresses

Marows 1o displa

- MREAXNEF VPC, ERIZ— T 534% VPC 33%EM Cloud DNS i, BXEMER, FSRLIENE
Xigo

& Zone details 2 EDIT Ed ADD NETWORKS @ DELETE ZONE

gcphardening-local-private

DNS name gcphardening.local
Type Peering
DNS peering Enabled
Peer project ID citrix-hardening-test-1
Peer network hardening-network

IN USE BY

ADD NETWORKS REMOVE NETWORKS

O  metworkname 4 Project

O hardening-private-network citrix-hardening-test-1

- 7£ VPC Rz, &BEHAMMLE APl 5 VM "TLLS Internet @15, NOMNIgEE, Fia0:

Egress Rule 1

From:
Identities:ANY_IDENTITY
To:

Projects =

All projects

Service =

Service name: All services
<!--NeedCopy-->

ERTRIFER’

EEATAIFERG, FEIENERRUTARNREBEXEL:

1. M Delivery Controller #3177 PowerShell & O Hiz e PowerShell SDK, &%izig PowerShell
SDK BYiF4E 8, 155 SDK#1 AP,
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a) Add-PSSnapin citrixx
b) cd XDHyp:\Connections\
c) dir

3. ¥iEEPm CustomProperties E4218E 4,

4. MIMNBMIRE <Property xsi:type="StringProperty"Name="UsePrivateWorkerPool
"Value="True" />, #l40:

<CustomProperties xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xmlns="http://schemas.citrix.com/2014/xd/
machinecreation'">

<Property xsi:type="StringProperty" Name="UsePrivateWorkerPool"
Value="True" />

</CustomProperties>

<!--NeedCopy--> """

5. 7£ PowerShell &8O, AERENEEXBHESR—IEE, FN:
$customProperty = '<CustomProperties--</CustomProperties>',

6. i&1T SgcpServiceAccount = "<ENTER YOUR SERVICE ACCOUNT EMAIL HERE>"

o

7. &17 $gcpPrivateKey = "<ENTER YOUR SERVICE ACCOUNT PRIVATE KEY HERE
AFTER REMOVING ALL INSTANCES OF \n >".

8.i& 1T $securePassword = ConvertTo-SecureString $gcpPrivateKey -
AsPlainText -Force,

9. BITUTH<SEMNBRNENERE:

Set-Item -PassThru -Path @('XDHyp:\Connections\<ENTER YOUR
CONNECTION NAME HERE>') -SecurePassword S$securePassword -
UserName S$gcpServiceAccount -CustomProperties $customProperty

<!--NeedCopy-->

FRRHY GCP R

EEHEE GCP RN TESIR, FEAZD 4L HNTENREUFEIZINEEERIET.
AR
GCP 572 2024 &£ 4 B 29 HZz/E5IAX Cloud Build Service MERIATT A BRSMK A BIERAHINENR, &

XEMESR, 15205 Cloud Build Service kP T, 7£ 2024 &4 B 29 Bz #iEA 7T Cloud Build API &
WK Google MEFRZUWTERKM, B2, MREHFLE 4 A 29 BZERIFNEHN Cloud Build Service 17
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A, WA TEREA APl Z et @ AN R U AEAILIR, MNREIRE T HIVALREEE, MDA LLETE
AERS R AR U KATETE Cloud Build Service kP T B FIMIHE, &N, HERBRMENRUNIGE
7z Cloud Build Service tkFZE > FRIHE,

B ENERE

o EREIE M Citrix Cloud Services R Er EHISREANIR ;

compute.instanceTemplates. list
compute.instances. list
compute.networks.list
compute.projects.get
compute.regions.list
compute.subnetworks.list
compute.zones.list
resourcemanager.projects.get
<!--NeedCopy-->

%5 Google EXMABAE EEFIHAIIR:

- TEEER
- SHUREHER,

o #= VPC mBdh Citrix Cloud Services kP 8+t= VPC FRERIZRIMYIE :

compute.networks. list
compute.subnetworks.list
resourcemanager.projects.get
<!--NeedCopy-->

T3 Google EXHIAEER LEFIHAIRPR:

- HERNKAR

VM B EEREE

MRBREREENE R, WREHEFH Citrix Cloud Services ik PR HIRENRINT :

compute.
compute.
compute.
compute.
.instances.resume
compute.
compute.
compute.
compute.
compute.
compute.

compute

instanceTemplates.list
instances.list
instances.get
instances.reset

instances.start
instances.stop
instances.suspend
networks.list
projects.get
regions.list
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compute.subnetworks.list
compute.zones. list
resourcemanager.projects.get
compute.zoneOperations.get
<!--NeedCopy-->

% Google EXMAEAR LEFIHHIIRR:

 HEEER
o nHIEEFMERR

eI, EHEFE VM

« 2 E F# Citrix Cloud Services kP B RAKAR :

cloudbuii
cloudbusi
cloudbuii
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

1d.builds.create
1d.builds.get
1d.builds. list

acceleratorTypes.list

diskTypes.get
diskTypes.list
disks.create

disks.createSnapshot

disks.delete
disks.get
disks.list
disks.setlLabels
disks.use
disks.useReadOnly
firewalls.create
firewalls.delete
firewalls.list

globalOperations.get

images.create
images.delete
images.get
images.list
images.setlLabels

images.useReadOnly

instanceTemplates
instanceTemplates
instanceTemplates
instanceTemplates
instanceTemplates

.Create
.delete

.get

.Llist
.useReadOnly

instances.attachDisk

instances.create
instances.delete

instances.detachDisk

instances.get
instances.list
instances.reset
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.subnetworks.list
compute.
.zoneOperations.get
compute.
compute.
compute.

compute

compute

instances.
instances.
instances.
instances.
instances.
instances.
instances.
.stop
instances.

instances

resume
setDeletionProtection
setLabels

setMetadata
setServiceAccount
setTags

start

suspend

machineTypes.get
machineTypes.list
networks. list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get

regions. list

snapshots.
snapshots.
shapshots.
.get
snapshots.
snapshots.

snapshots

create
delete
list

setlLabels
useReadOnly

subnetworks.get

subnetworks.use

zoneOperations.list

zones.get

zones. list

jam.serviceAccounts.actAs
resourcemanager.projects.get
buckets.create
buckets.delete
buckets.get
buckets.list
buckets.update
objects.create
objects.delete

storage.
storage.
storage.
storage.
storage.
storage.
storage.
.objects.get
storage.
compute.
compute.

storage

objects.list
networks.get
resourcePolicies.use

<!--NeedCopy-->

%I Google EXMAEBER LEFIHANIR:

HEEER
FHEEER

Cloud Build RiE&
R AP
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- oHIEEERF

o #£= VPC m B Citrix Cloud Services tk P8I = VPC ZEFHIMINIE, A REFEREE VPC B H#y
VPC f1FMeIEtE e T:

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

firewalls.list
networks.list
projects.get
regions.list
subnetworks.get
subnetworks.list
subnetworks.use

zones.

list

resourcemanager.projects.get
<!--NeedCopy—-->

5 Google EXHAEAR LEFIHAIRIR:

- HEREARP

- nHIEEERR

+ (7£ Cloud Build Service tk~EE 2 7i) : K& PAMLE T35 MCS B, Google Cloud Build Service &
KevFaEcm B 89 Cloud Build Service tkP R BRI SRR :

+ (£ Cloud Build Service tk P T EZ /7): K& BRI T2 E MCS BY, Google Cloud Compute Service
ERMTRESIE F#9 Cloud Compute Service ik P Fr BRI RERIR:

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.machineTypes.list
compute.
compute.
compute.
compute.
compute.
compute.

compute

disks.
disks.
disks.
disks.
disks.
disks.
.useReadOnly

disks

create
delete
get

list
setLabels
use

images.get

images.list
images.useReadOnly
instances.create
instances.delete
instances.get
instances.getSerialPortOutput
instances. list
instances.setlLabels
instances.setMetadata
instances.setServiceAccount

networks.get
networks.list
projects.get
subnetworks. list
subnetworks.use
subnetworks.useExternallp
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compute.zoneOperations.get
compute.zones. list
jam.serviceAccounts.actAs
logging.logEntries.create
pubsub.topics.publish
resourcemanager.projects.get
source.repos.get
source.repos.list
storage.buckets.create
storage.buckets.get
storage.buckets.list
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
<!--NeedCopy—-->

5 Google EXHAEAR LEFHARIR:

- Cloud Build Service i (#£ Cloud Build Service kP ZEE 2 /5, ©Z A Cloud Compute Service
)

- HELHIEER

- BRSKFARP

o BERRBHE T HE MCS B, Google Cloud Build Service skggfaEcm B+ Cloud Compute Service
K FT 3R Y ER AR AR PR -

resourcemanager.projects.get
storage.objects.create
storage.objects.get
storage.objects.list
<!--NeedCopy-->

T3 Google EXHIAEER LEYIHAIRPR:

- HERKARP
- EfEtkF AP
- nIIEEERR

+ (7£ Cloud Build Service tk~EE 2 7). K& PAELE T35 MCS B, Google Cloud Build Service &
REYFHERHE 9 Cloud Build Service tkP 9= VPC FrEa9EL AR :

+ (£ Cloud Build Service tk P T E2 /7): K& IR T2 F MCS BY, Google Cloud Compute Service
ERMTRE I E A9 Cloud Compute Service tkP#IHEE VPC FrERIE AR :

compute.firewalls.list
compute.networks. list
compute.subnetworks.list
compute.subnetworks.use
resourcemanager.projects.get
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<!--NeedCopy—-->

%5 Google EXMABAE EEFIHAIIR:

- HEMERAF
- FEKFRR

- oHEEERF

« Faggwm A Citrix Cloud Services tk PR =ZAEERS (KMS) FrEmE AR :

cloudkms
cloudkms
cloudkms
cloudkms

.cryptoKeys.get
.cryptoKeys.list
.keyRings.get
.keyRings.list

<!--NeedCopy-->

%I Google EXMAEBER FEFIHANR:

- HHEKMS &F&

—ARAN R

2

TEEMmEmE 8 Citrix Cloud Services #kF %t MCS ARz #FHIFT A THRERIANR, XLERRIBH T KRB ERD

4

resourcemanage

r.projects.get

cloudbuild.builds.create
cloudbuild.builds.get
cloudbuild.builds.list

compute

compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute
compute
compute
compute
compute

.acceleratorTypes.list
diskTypes.get
diskTypes.list
.disks.create
disks.createSnapshot
disks.delete
disks.get
disks.setlLabels
disks.use
disks.useReadOnly
firewalls.create
firewalls.delete
firewalls.list
globalOperations.get
.images.create
.images.delete
.images.get
.images.list
.images.setlLabels
.images.useReadOnly
.instanceTemplates.create
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
resourcemanager.

storage
storage
storage
storage
storage

instances

instanceTemplates.delete
instanceTemplates.get
instanceTemplates.list
instanceTemplates.useReadOnly
instances.
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
instances.
instances.
instances.
instances.
instances.
.stop
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
compute.

attachDisk
create
delete
detachDisk
get

list

reset
resume
setDeletionProtection
setlLabels
setMetadata
setTags
start

suspend

update

updateAccessConfig
updateDisplayDevice
updateSecurity
updateShieldedInstanceConfig
updateShieldedVmConfig

machineTypes.get

.machineTypes.list

networks.list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get

regions. list
snapshots.
snapshots.
snapshots.
snapshots.
snapshots.
snapshots.

create
delete

list

get
setlLabels
useReadOnly

.subnetworks.get

zones.get

zones. list
projects.get

subnetworks.list
subnetworks.use
subnetworks.useExternallp
zoneOperations.get
zoneOperations.list

.buckets.create
.buckets.delete
.buckets.get
.buckets.list
.buckets.update
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storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
cloudkms.cryptoKeys.get
cloudkms.cryptoKeys. list
cloudkms.keyRings.get
cloudkms.keyRings.list
compute.disks.list
compute.instances.setServiceAccount
compute.networks.get
compute.networks.use
compute.networks.useExternallp
jam.serviceAccounts.actAs
compute.resourcePolicies.use
<!--NeedCopy-->

TSR

o MREIEEHITVIRHBLRE, BEBRANEHTENER
« B Google =iFF & (GCP) WiFERES, B2AIE Google ZiHFEER

o EERMAR
o QIEBITENER

5 HPE Moonshot fiEiz

June 27, 2024
PR EIREENA RN ST AFUREENAS. UTFEEEETITT HPE Moonshot M¥4E S,

AR

18725 HPE Moonshot &2 a1, TEESRTEMR HPE ikFPMIEE, 15217 HPE Moonshot EilLIfiE,

ellfEPESES

AILERU T A1 5 HPE Moonshot B9%E#E:

o {4 Studio
« PowerShell &84
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/8 Web Studio 6I|ziFE

. TERIEEMEERET, %F HPE Moonshot (EiEiEa8E,,
2. BWNER Moonshot iLO Chassis Manager BIiEEtit, BILUEER IP ik, E41E5 FQDN fEAibit,
3. RANEMNHAEEETENRFHEEEZTR,

HIUTE—ERE, EEREREL:

« Citrix Virtual Apps and Desktops IKZIFI 2 CA SZIEHHIMIEIR: BREBIRER. KBRE LARE
B, BN, BT EHZONEEE,

« Citrix Virtual Apps and Desktops ##Uz CA £ 2 G, LEHEHMEERE. HREINESS RS2
BIESGHITHE R UBEIERHE N . NREN, BEFREEIERH B EHEUSLLIEER, ARE, Citrix
Virtual Apps and Desktops B s EZIEBHIFMETESUAE R RKIE,

158 PowerShell 55481 &%i

fEF PowerShell s< g2 EZR, BRHUTER:

o |P: HPE BRs3238 P sthiik
« Username: HPE BF%&
o 1. HPE &5

f5I4n:

New-Item -ConnectionType "Custom" -HypervisorAddress $IP -Metadata @{
"Citrix_Orchestration_Hypervisor_Secret_Allow_Edit"="false" }

-Path @("XDHyp:\Connections$connectionName") -Persist -PluginId "
HPMoonshotFactory" -Scope @() -SecurePassword $Password -UserName
$UserName -sslthumbprint $Ss1Thumbprint New-
BrokerHypervisorConnection -HypHypervisorConnectionUid
$HypervisorConnectionID

<!--NeedCopy-->

AR

RELE CAERIEBAEE sslthumbprint &%,

IEBMIESELIE

ERIhe1ES HPE Moonshot B9E1E, IEBHIUEESBIRH BIESMENAER, FTEESIERNESIIEAxMA
5

o A CARZIERERIR. EERMOIRE. EEBIRFMEBHFRIAE,
o NHECAZZIEPE, REHIR. EEERMOE, Ss1lThumbprints &% NULL,
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o FAE CAZRIES, REHIRM sslthumbprint &, FEAEHRKN Ss1Thumbprints ERMMEIETIE
%,

o IBYEREHNFAE CAZRIER, EERRINCIE,

M ECAZZIEH, EEHIZ. EEZEERINEE BIEEHEN, SSIThumbprints A Null,
SS1Thumbprints ERLRRSEHR—ME,

EIERERE

FEDABTFANE T N ERER

« {#FA Web Studio & iEHiRaR
« £/ PowerShell ss$E5igsua

EE B

HIEREABY, Citrix Virtual Apps and Desktops =xf1- HPE Moonshot %, MiBALEEE XS HPE
Moonshot TR ERMMEBTIEHH, EEEINERTIRPIEEZSNED — M HEIRER. BXEFRENBRS

=, BERT®

a]R BRE=

2~ CA ERIEBHIERHIR BEERPERHERHRET R, EEHERFAEEIR
TR

WEIMIEBEME CA ERIEHHEC I, FRETHIERUERMEBREY. FEPR:

1. &R, ARROREER
1. EEEZREMIE L, BEHEERE,

1. #NE#E HPE Moonshot #Mf8FrENZE, A
BRHERT.

1. EHONESTUE L, BREIRIEX SRS 2=ETHE
SUATTHR U AE IEBRYE 4.

1. MMRERE, BEREEED, ARREHE.

EiffeaE

BIEEERES, PIUUER Set-Item PowerShell &r<$EmERIERE, FI90, BETUTHL:

1. REVERERFAEE. Fla:
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Get-Item -LiteralPath xdhyp:\connections\SinMoonshot-101
<!--NeedCopy-->

2. EFesUE. i
Set-Item -LiteralPath xdhyp:\connections\SinMoonshot-101 -Username
Administrator -SslThumbprint

XXXXXXXXXXX12ADO048480631BB7AB1OD6I9XXXXX
<!--NeedCopy-->

3. NEBEMEMESE. fln:

Get-Item -LiteralPath xdhyp:\connections\SinMoonshot-101
<!--NeedCopy-->

3 =

AR

WMRETE Set-Ttem s PRERNIESUERER, BFRFERK,

TSR

o MBREBIEERITVIEBELE, BEFHETENESR
« X AWS MIFERELR, FZiEEE HPE Moonshot iHEH B

EZER

o ERENZFER
o SIEBITENER

5 Microsoft Azure HIiEE

June 27,2024
AR

B 2023 £ 7 Bie, Microsoft Bi§ Azure Active Directory (Azure AD) E#&5& 7 Microsoft Entra ID, 7£
ks, fEfEiE R Azure Active Directory. Azure AD g% AAD FIREILEIIFE Microsoft Entra ID,

IR EEEEN T RENA T ATEEENMS, UTERRETHIHET Azure Resource Manager mIFIRHIFA

EI=
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} =r

AR

825 Microsoft Azure RYERE Z 8, HAEE Azure tkPIEB AR R E, B2 Microsoft Azure
Resource Manager =ifik.

BIEARSS AN ERE

ERIEERZ A, HIUKEEERARISE Azure FRHIRS X, AILUET A FRT A eI ER:

« f#F Web Studio —28I2MRS T AMEE
o fERSTAICIERRIARSS TR O)RIER

FEBHIABMERT 7 ORI TES:

« {5/ Web Studio BIEIRS T AMERE
o {# PowerShell 8IZ2RS Ei&

o £ Azure BN AIEFIE

o ERANERS EHEIREE

o Citrix BERAEBRHEARAGHRS MR, BE, BSRARMIRES LIREREARTIXR,

o EEIEFE—NEREN, Azure ZRTENERTFUEINR XN TFRKEER, EMABIUETEHIE, B2

Azure 2RRFEUFIRENERL, HEAFSBETRT.

o AT EHRIERIKF BRITHNHEER,

« BFSHBRIENKFXARITANERNRR. FEIEMMEENKS: “TERFR M “NA Microsoft

KF”. BXRIFAES, H5H CTX219211,

o BARLUELEIA Microsoft #kFARIAITiE BRIV RRERZKF, BNRUGENAFEFNEP—
NEROFRAREFENR, WM ERER. EXMERLT, WITEEERPE—INTFETHEY

ENFREVSIFIRE, H=REIHEIR.

B M B RPMIBRRRHBHENR AR ELER, B2, HEEREALSE, BACIWKAAILIAENE

fthF R E RSN,

« BB, BIREKPNFEBMEN, SN ANERRE, KREEBELETEZINRIBNER

KPR, RRFSE: MERPRIN—MKF, ZIKFARBEYHRRSHE

« ARARARFRNESE, ENNATUESREEHCHAERBELSMIKENHER, NIRERERRANKEHFERE

RIRAJA, XAJgER3IEERE.

o BEREREHNENFMEBKR, TUTRERTENHENHRE, XFE—LERZEA, B Microsoft S#BNEE
EAENE, HAREGEXMI=ERENES

o
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£ Web Studio 2RSS T (AFiEE
HE:

HIhEEE ARERT Azure FEITI,

£/ Web Studio, ERILTERNTIERIEFOIERS TAMEE, RSTAEAVFERSIE Azure iR, [ Azure i#
TEMBIE RS AR, NARFRE Azure FiEM. JEMBOINBREFCEER N “BRENE" ® N
BEFNE"). IMONBEEF (EAXFIFNER) ERFEFHRVER Azure AD #1THHIIE,

Tz, EHRREERRUATHERME:
 7EiTIFR Azure Active Directory AR REBE— M HFHKF,
 Azure AD AFKF LR EF LR AR Azure ITHNNERER.

 BHE2REER. NARFEERNNAREFARENRUATENRIE, IZINEES, sJTUBERLENR
BEO ﬁ;&ﬁ@a’]ﬁ%'fm Sy ]ﬁ%lm AZUI’e AD W%ﬁ@o

ERARNERENZRAS—EEIRIRS T AL
1. EEETNE L, EROEHMEE. Microsoft Azure EZHEFEH Azure FiE,
2. EETLERAML T ARGIBEM, AREEET—%,
3. fEEEREAGERTIE L, WA Azure 3T ID FIEEMNE. WAL ID &, BEAHERE.
AR

EEAMAUEE 1-64 MFR, TENRESTEHAFFN/ :#.x2=<>|[1{ } "'O'

4, EERIE, BN Azure Active Directory kP R &%,
5. ®EER.

6. EFRIZEZLUESHAIRRIE T Citrix Virtual Apps and Desktops. Citrix Virtual Apps and Desktops &
BIE— AT ERRIEENAFEE Azure ZRMARS T8,
7. BERRE, BRREEESPREEHE.
AR
FRINRT Azure #HITERINIES, FEBMERAMBRARKER, A EREZRIINE, HEE—MEE
Siktric, IETREMNEEEIEH Azure ITif,

8. EEEFFMAEENEL, EET—F,
AR

TERIOY Azure #ITBMIEHRER FRAFHINRZE, FRFENT—R

9. NEERERR, HRHEXEMMKZAEMN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 261


https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

Citrix Virtual Apps and Desktops 7 2402 LTSR

o EXETE L, EFE—TXIEH
o EMENELE, FITUTIRME:
- B 1-64 FHVFFBMUBBHEXFNNEALE, BRBMFENEETE, LFEEEFH

\/;:#.%2=<>|[]J{ } ""'O'
- ER—NEIMME/EEAN, (NREEZMNEGHERAIMNEINME, EMEE S & RARE
RHr—rAS,) MBEELF— P REDEENKEREEEAENRE, BEEFZAEHER

— N EBEMREHI K,

10. EREENEL, EHRENEE, AEERTHUTERENRE.

EENAERFID SIREMNERG, TUBERRERATIAN Azure HRHNNAERF 1D,

ERMERMFRTIRD, EFRERUEERAEE. FAERERRETRNAERF ID.

£ PowerShell 2RS4

ZE/A PowerShell 813/RSS 14, 1% Azure Resource Manager iTEIFH A LU T B3 iR PowerShell
cmdlet,
BESUESIFUTIE:
+ Subscriptionld: E#&2EFAR VDA 89iTi#HI Azure Resource Manager SubscriptionID,
+ ActiveDirectoryID: f&7f Azure AD MBI R RIZFFHIFEF 1D,
« ApplicationName: Z7E Azure AD RN BIZFHIE T,
WAL BRI RAR:
EZEEH Azure Resource Manager 1T,

‘Connect-AzAccount’

1. EEREECERS EF8 Azure Resource Manager iTiflo
Get-AzSubscription -SubscriptionId $subscriptionId | Select-
AzSubscription

2. EER AD AR PRI BRER.
$AzureADApplication = New-AzADApplication -DisplayName $ApplicationName

3. BIEARS EIF,
New-AzADServicePrincipal -ApplicationId $AzureADApplication.AppId
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4. ARSERDEAE.

New-AzRoleAssignment -RoleDefinitionName Contributor -ServicePrincipalName
$AzureADApplication.AppId -scope /subscriptions/$Subscriptionld

5. 1 PowerShell i=HlaMiaHEON, 8T Applicationld, EERIEEVIEZNRMZ ID,

7£ Azure HIREN BIEFNE

BEMNARS TRER, YIUEE Azure [P hIRERIRS T MM AR ID AINE,
S B TR

M Web Studio sgi#&#H PowerShell $5EUw BiER ID,
&% Azure 1P,

£ Azure #, #%3% Azure Active Directory.

M Azure AD PRI FERZR A, IEIRENEAER.
HEIERAER.

BHEEF RN,

A A A

ERMAMRS e RERR

MREBERS EE, NLUER Web Studio @3RS E AR EIEERE.
BESRESITUTIE:
« Subscriptionld
« ActiveDirectorylD (f87 ID)
- A#ER ID
. NARFNE
BXFAER, BESHARNARERFNE,
o MZTHARHA
WS BRI TR
ERIMEENZREBSH, HITUATRE:
1. EEEREL, #R0EMERE. Microsoft Azure EZEEMER Azure 15,
2. EFEFLUERAMLET ARCIBEIM, AREET—F,

3. EEEFMEENEL, WA Azure 1T 1D FIEERE R,
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} =

=W

=]

ERRMMAINEE 1-64 MFR, FENEEEEHFH\/; #.x2=<>|[1{ } ""'O'%

4, EEERNE, ERERSEAHAFAEESEFOR, BARERSEANUTRE. BAFAEERE, ReBAR
T, EERE. RIERHBEMFAES, SWEEBIILRE,

o iTi5 ID, NERY Azure iTiH 1D, EIREUEHITI ID, BEER Azure ITJFAHESMEITE > #R,
+ Active Directory ID (f8F ID), 3NETE Azure AD Mt IEFMB SR (FEF) ID,
« AR ID, MAETE Azure AD FEMHN AREFNEERER (BFiH) 1D,

« MAREFNE, IEER (BRPRIHREN). TMONBEFERERR Azure AD #1THHRIE. HFR2
5, BINENECERERER. BSVREER, BAUERKEECRER.

o NESHIB. WANBEFNENIHAN, AR, EEEFe EREIER. B2, NR

FIANHE, EalREIEIR,
AE:

HFReER, ERPMREERNSBIRE,

« SHEIE URL, WFEISEAEFT AR RE,

« B URL, WFEFBMETAERA R,

o FEER, LFRIEEARERAIRE,
£ Azure BhgliZ MCS BRFEBE U TRR. HRXLEHSARTREEHNES Azure NP RERSZ
EBYER,

- B3%3E URL: https://login.microsoftonline.com/

- &1 URL: https://management.azure.com/, X2 Azure Resource Manager {={E12F
APl #9353k URL, BEimSBURATIRE, g, 33F Azure Global # https://management.a
zure.com/, 3¥F Azure EEBUF A https://management.usgovcloudapi.net/o

- FHEEE: https://*.core.windows.net./, It (*) BEMEEENERS. 0, https://
demo.table.core.windows.net/,

5. ERRER, WEREEERFAESNE, EFT—TREHENT I
6. NERRERR. FIRHEKIEMMEER.

o EXETTE L, EFE—TXIEH

o EMETE L, HITUTRE:

- B 1-64 FHPRFBMUBBHEXKFNNEALS, RRBMTENEETNE, UFEEEFH
\/s:ox2=<>00{ 2 " O
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- ERE-ENRE/FREAN. WREESNEEHERBRNEDNE, BMEEHR5RRARIE
REE—AES,) MREEL— I TIELDEENXIFEFEFEMAEMNE, BEEIFZITEHERE
— N EEEPRERIXE,

7. THENEL, EERENHE, ARERTRUTRENIRE,

EIEARSS AN EE

FEDABTFANE T INAEERS TAEMEE:

o FBE Azure FREISE

o 7£ Azure FEHBGHE

o FRAREREFHEEHEPRINELEEZD
« {E/A PowerShell St G HE

- BN AERNENNZSEB A

& Azure [RBEII&E

Azure Resource Manager [REITHEMBAARIER, MMREE XWRHFRERE, RIBRUSNEEFTRESES,
&8 Microsoft i EMIREI Resource Manager &K, THIFMER, TRMBAEERS, EXEERT, &
BiFLitEYAEafknE. §i, 85T HENNITRERET S BIREIER XaMEEERL,

e

BXEFMER, §2EER Machine Creation Services 125 Azure M8,

AT FBYEREX LR, &R LURIER MCS RERREI, LIfER Azure hVE S A BiEREH.

BATEIEARRITE (Blg0, 88 1,000 VM 89ITH) FTAEXH VM MR RBUTRERE:

o EXIERTIRIE: 500
o BOMEANERELR: 2000
o BIENRAFLE: 500

£/ Web Studio 44T Azure EHEEIE Azure 121E:

7£ Web Studio &, EAEMERTIEFITE,

EREEERSY, EESR.

EEgnE L, EHREXRTIEERMNEENKE. S2MPRITHNRATHEERUREAEMIEZIEDL,

Hw N
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Edit Connection %
Azure-08
Connection Properties Advanced
Adv d Use these settings te specify a maximum number of simultaneous actiens (or concurrent machines) per
vance hosting connection. For simultanecus actions, specify both settings. The lower value overrides the higher
value. Learn more
Scopes

Absolute Percentage (%)
Simultaneous actions (all types) 500 100
Maximum new actions per minute: 2000

Connection options:

Use this setting only when Citrix Technical Suppert or the product
documentation makes the recommendation

BIAERT, MCS &% %500 NMHRIRIE, IE, ErILUERA Remote PowerShell SDK & B R A H KIR1EHK.

£ PowerShell 1% MaximumConcurrentProvisioningOperations A& H % Azure Fiftig
ENERAEE, FRLLEMN, HIF:

« MaximumConcurrentProvisioningOperations KZRIAEH 500,
« £/ PowerShell 5% Set-1item && MaximumConcurrentProvisioningOperations
S,

£ Azure HEAMEGHE
IEREIRITEN B RE, FJLUEERBFREN Azure AT HZMEG (B2 Azure Compute Gallery #£=),
ZAWEEFRREHIAF ZBHZRE, HATE Azure PHITHERIRE:

o PR (BITH) HERE
o EFEP ZEHEZIREG

FEHEAR (BITH) =BG E7 Azure Compute Gallery ik E FEMITIAMNME, HAS5ZITHRNRS E
& (SPN) H= %%,

a0, MRFEARS A (SPN 1), N7E Studio FEHEER:
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ARSsEf: SPN 1

ITiE: T 1

A AL

EMGEAFARERITEF, 7£ Studio PECE:

1TiE: iTiF 2

A AL

INREAS1TiE 1 (SPN 1) £=Ti 2 MK, BEHDTIH 2, KES SPN1 HEZHRA.

WHAER Azure T AEMIIRIES] (RBAC) 5HEM SPN #£ZmM{&, Azure RBAC 2B T &R Azure FIRiHIEMNIR
BB RS, Bx Azure RBAC BUE4HE R, 528 Microsoft x4y What is Azure role-based access control
(Azure RBAC) (42 Azure EF A &mifiaiEEl (Azure RBAC)) . BT IFRINIE, B UEATHMEAR
BReasRAeRREATENNRS XK, EHE Azure afs, E4FAE Microsoft.Authorization/
roleAssignments/write &R, FIMAFHANERRRFAIESE. BX5HM SPN £ZMEMNIFEESR, &
27 Microsoft x4 Assign Azure roles using the Azure portal (€8 Azure "JP %382 Azure B),

B XA PowerShell &3¢ MFAEBITHFIEFRENESR, BSEMFREIITIEFIEZRE,

EHPZEEEME  EER Azure Compute Gallery EHRA ZBIEZME, EOIRNBERF .
fln, MRERNMEF FEF 1MEF 2), HEEBSHEF 1 HZEHIRGE, BA:

1. AP 1 IZNAERFEN. BXFAER, BSRCIENERERF I,

2. B EARNKRIERER, BFHEP 2 WNAEFNIARNE, & Tenant2 ID &AM, 1893~ ID, &
Application (client)ID Bi#fAEOIRNNBREFEIMONERER ID. ERERE, & URL #lL
FNseE, ARKRBERIETERIMER, 2, H0:

https://login.microsoftonline.com/<Tenant 2 ID>/oauth2/authorize?
client_id=<Application (client) ID>&response_type=code&

redirect_uri=https%3A%2F%2Fwww.microsoft.com¥%2F
<!--NeedCopy-->

BXFAER, BEBHEAER 2 HF5E1R.

3. RFNAEFNERF 2 ZRAMHRNR. UERF 2 3HER, NNBEFRHNEEERGHZERAEMTA
IR, BXFMAER, BSANERFERHTEHRIE,

ZFH PowerShell &3¢ M\AEREF QIR EAMREHNER, BRITUTERIE:

1. ERAAEAERF ID EftEERAE B .
2. MARERIFEF FEER G,
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ERTRBEERHEMEARMEERETD

7£ Web Studio e EZHBHiHEN B RN, TLUERRKBEFTREMN Azure AP MITHMNEEME (@82 Azure
Compute Gallery £%), ZMgEEREAXEBENETIEZRHEZHPIITIHES,

=z

P =W

RIREE Azure FECE T HENIRE, UAWTEER ZEHZRG, BXFAER, BSREEF ZEHZERE.
BT TS BRI EE:

1. 72 Web Studio &, EEMERPEFEE,
2. EFRER, ARERIFEZPEREEER,

Edit Connection w
1027azure

Connection Properties Shared Tenants

Advanced Add tenants and subscriptions that share the Azure Compute Gallery with the subscription of this

connection. As a result, when creating or updating catalogs, you can select shared images from those
tenants and subscriptions. Learn more

e Provide the following information asseciated with the subscription of this connection for authentication to
Shared Tenants Azure

Application ID:

d5616bdf-1d00-42cc-8643-d1d14ae52ec6

Application secret:

Add shared tenants and subscriptions. You can add up to 8 shared tenants

Shared tenant:
~— Subscription: -
] Delete tenant
“— - Add subscription
< Add tenant

3. EHEMEFSP, RITUTRE:

o RESERNITRXBANAZR ID MR AREFENZE, Citrix Virtual Apps and Desktops ERILLES
m Azure AD #1TH A8,

o EERMITRRINEE Azure Compute Gallery R AMITH. RZSALURN 8 M EEHEFAHAE
ANEFAHM 8 M.

4. ERfE, EENAUNBEFRMNERHEES ORFTH, HEERRENAERHXATL.

£ PowerShell i E=

KB ANBRIESETAHER PowerShell = &a0Z1E:

o MEAMBITIFIEE—NIREK
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o ERAHXEMEF ID ERtEERAEEXEM
o NRERIEF R RE

MEAMITIR R — N ATLUITE Azure Compute Gallery &R EFR— Azure P P RREZ TR,
LUER PowerShell es<$ 82 E#H MCS BR.

[y

ERE S TRXEFXH, Citrix fIET—18HR sharedsubscription BWFREEITRXMGR,
HIHFEF FRRRERZITH,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\sharedsubscription.
folder"
<!--NeedCopy-->

ER—IMHETH, ARYHEZEETRNFAERLEERE,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription"
<!--NeedCopy-->

ER—NFEIRA, ARYIHZERANRERE,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\ xyz.resourcegroup"
<!--NeedCopy-->

EE—NE, ARTILZENPIEREGE .

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\xyz.resourcegroup\testgallery.gallery"
<!--NeedCopy-->

ERE—MREEX, FAETIHIZBRERTE X BIFRA GRS,

Get-ChildItem -Path "XDhyp:\HostingUnits\azres\image.folder\abcl23
.sharedsubscription\xyz.resourcegroup\sigtestdef.
imagedefinition"

<!--NeedCopy-->

ERLTTReIEMER MCS BR:

o HIRA

.

o ERREENX
PEBR IR R s

BxumfEER Remote PowerShell SDK tIiZB RMES, 505 https://developer-docs.citrix.com/
projects/citrix-virtual-apps-desktops-sdk/en/latest/creating-a-catalog/.
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fEAH

ZF ID EREEEEEEXEN 1T Set-ITtem LUEAHLZHEF ID #iTiE ID REHEEEZBEX

B, & CustomProperties ®FmEM SharedTenants, Shared Tenants 89!

[{
"Tenant":"94367291-119e-457c-bcl0-25337231f7bd","Subscriptions":["7
bb42f40-8d7f-4230-a920-be2781f6d5d9"] }
{
)
"Tenant":"50e83564-c4e5-4209-b43d-815¢c45659564" ,"Subscriptions":["06
ab8944-6a88-47ee-a975-43dd491a37de"] }
]
<!--NeedCopy-->
fBign:

Set-Item -CustomProperties "<CustomProperties xmlns=""http://schemas.
citrix.com/2014/xd/machinecreation " xmlns:xsi=""http://www.w3.0rg
/2001 /XMLSchema-instance ">

<Property xsi:type='"StringProperty " Name='"SubscriptionId " Value=""
123" />

<Property xsi:type=""StringProperty " Name='"ManagementEndpoint " Value
=""https://management.azure.com/ " />

<Property xsi:type=""StringProperty " Name=""AuthenticationAuthority "
Value=""https://login.microsoftonline.com/ " />

<Property xsi:type='"StringProperty " Name=""StorageSuffix " Value=""
core.windows.net™ " />

<Property xsi:type=""StringProperty " Name= "TenantId " Value=""123abc"
n />

<Property xsi:type=""StringProperty " Name=""SharedTenants " Value="""[

{
'Tenant':'123abc', 'Subscriptions':['345', '567'] }
]‘ ne />

</CustomProperties>"

-LiteralPath @("XDHyp:\Connections\aazure") -PassThru -UserName "
advc345" -SecurePassword

$psd

<!--NeedCopy-->

AR

EEIRMSMEF. S MEPEUE S MTHE.

MBI, FiERME  aTU7E Azure Compute Gallery kiR B FRE Azure FAF BIBRE , LUfER PowerShell
L eIEMEH MCS BR.

1.

2.

3.

EREBTRXGES, Citrix 8IBT—18 8 sharedsubscription BMEFEEITRNHEE,
I EHEZE/ITI,

Get-ChildItem XDHyp:\HostingUnits\azres\sharedsubscription.folder
<!--NeedCopy-->

EFE—NHEITHE, RAEVHERETEANERERRE.
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Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription
<!--NeedCopy-->
4, EE—ERA, ABRYIHZEREANREE,

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl23.
sharedsubscription\ xyz.resourcegroup
<!--NeedCopy-->

5. EFE—NE, ARYIHZENFIEIREGEE X,

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription\xyz.resourcegroup\efg.gallery
<!--NeedCopy—-->

6. EE—TIRREN, AETIHZMERE XHIFEIRERZS.

Get-ChildItem XDHyp:\HostingUnits\azres\image.folder\abcl123.
sharedsubscription\xyz.resourcegroup\efg.gallery\hij.
imagedefinition

<!--NeedCopy-->

7. ERAUTERLIZMER MCS BR:

. HEA

. B

. EREEN
. EBGIRA

BxufER Remote PowerShell SDK gIEZBRMES, 588 https://developer-docs.citrix.com/
projects/citrix-virtual-apps-desktops-sdk/en/latest/creating-a-catalog/.

EENAEFNZNNEZIHEHA

ESYUENBLHZAEERNTRREFNE. ERHNEZE, 57 Web Studio EREIER,

7£ Azure FRIBNAREFIE STLUET Azure NP SIS EN ARERFNZ,

1. #%$% Azure Active Directory,

2. M Azure AD HHI RREFEMA, EEREMNNARER.

3. HIEBMES.

4. g Client secrets (FFis#1%) > New client secret GRgEF =) .

5. RILEGHIHEAFISERTETE, TM/E, EFER.
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=

=W

BSUREFEFHEHR, BAGUEREERRIZE R,

6. ERIEFHNZEMIHABE.

7. 7 Web Studio /1, 4R8N MERE, 3% Application secret (R BI2FH1%) 1 Secret expiration date
(MEBIHRRER) FEPNRNBSERAEEHNE,

EHNEDEAEE  SILEEA Web Studio ARINSUEERIETEE R MR A2 28T HI B #.

1. ERMEENRERSH, GREEENERE, AGREREEE.
2. fEEEEMREL, $5 Secret expiration date (M ZSHIRH) LURINSIEREEERNNBREFNESN
THEAR AR,

FRrEZE Azure X[R

AT EE Azure FRE I RIEAN PRI —REANPR,

RIKAXR

RIENRAREEIF N R 2IzH, B2, BT NEARENR, FHlt, FEHFIMINREFTIIEERTEER.

BIEENEE EAM Azure REXBVE S AINFA ENERE,

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/disks/read",
<!--NeedCopy-->

VM BEERERE S TASKAT B KLAIBEBIR,

"Microsoft.Compute/virtualMachines/read",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Compute/virtualMachines/deallocate/action",
"Microsoft.Compute/virtualMachines/start/action",
"Microsoft.Compute/virtualMachines/restart/action",
<!--NeedCopy-->
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B, EHEMEE VM  SIZTENBER, ARAM. Bk Bt ENARERTENE R
TEHREREGEAFERRZNRESHEERUTR— XN ARHNRENRY R

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
.Compute/disks/delete",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

Resources/subscriptions/resourceGroups/read",
Resources/deployments/validate/action",
Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/deallocate/action",
Compute/snapshots/read",
Compute/snapshots/write",
Compute/snapshots/delete",
Compute/snapshots/beginGetAccess/action",
Compute/snapshots/endGetAccess/action",
Compute/disks/read",

Compute/disks/write",

Compute/disks/beginGetAccess/action",
Compute/disks/endGetAccess/action",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",
Network/networkSecurityGroups/read",
Network/networkSecurityGroups/write",
Network/networkSecurityGroups/delete",
Network/networkSecurityGroups/join/action",
Network/networkInterfaces/read",
Network/networkInterfaces/write",
Network/networkInterfaces/delete",
Network/networkInterfaces/join/action",

<!--NeedCopy-->

BEERELUT RN RRAPRIRE T7IEIMIARR -

o MNRFMRGESHEERMTE—KENEMEIKA 89 VHD:

"Microsoft.Storage/storageAccounts/read",

"Microsoft.Storage/storageAccounts/listKeys/action",

<!--NeedCopy-->

o MR F G BHZ G E R HIBRRRRA :

"Microsoft.Compute/galleries/read",
"Microsoft.Compute/galleries/images/read",

"Microsoft.Compute/galleries/images/versions/read",

<!--NeedCopy-->

o MRFMGEHEHE, WREZK VHD (IFS5REERAENKERRNXKEF:

"Microsoft.Storage/storageAccounts/read",

"Microsoft.Storage/storageAccounts/listKeys/action",

"Microsoft.Storage/storageAccounts/write",
"Microsoft.Storage/storageAccounts/delete",
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<!--NeedCopy—-->

o WNREMEA Citrix EEIZRA:

"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/write",
Resources/subscriptions/resourceGroups/delete",

<!--NeedCopy-->

o NRBEMREREEHZREGES:

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

Compute/galleries/write",
Compute/galleries/images/write",
Compute/galleries/images/versions/write",

.Compute/galleries/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/galleries/images/read",
Compute/galleries/images/versions/read",
Compute/galleries/delete",
Compute/galleries/images/delete",

.Compute/galleries/images/versions/delete",

<!--NeedCopy-->

"Microsoft.
"Microsoft.
"Microsoft.

WREER Azure TRENZE:

Compute/hostGroups/read",
Compute/hostGroups/write",
Compute/hostGroups/hosts/read",

<!--NeedCopy-->

"Microsoft.

INREIFARSS 2RIRINE (SSE) 5EFIEEE (CMK) &aER:

Compute/diskEncryptionSets/read",

<!--NeedCopy—-->

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

SNRIEMER ARM 1tk GHENEEXH) #BE VM:

Resources/deployments/write",
Resources/deployments/operationstatuses/read",
Resources/deployments/read",
Resources/deployments/delete",

<!--NeedCopy-->

o WNRFEMA Azure BARFSEEAN T ENEEX

"Microsoft.
"Microsoft.

Resources/templateSpecs/read",
Resources/templateSpecs/versions/read",

<!--NeedCopy-->

. ENNNGEFERERENTEN TEH2XREN VHD HEAEERIRMNZRANIENRKRIRY

EH

"Microsoft.Resources/subscriptions/resourceGroups/read",
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2 "Microsoft.Storage/storageAccounts/delete",
3 "Microsoft.Storage/storageAccounts/listKeys/action",
4 "Microsoft.Storage/storageAccounts/read",
5 "Microsoft.Storage/storageAccounts/write",
6 "Microsoft.Compute/virtualMachines/deallocate/action",
7 "Microsoft.Compute/virtualMachines/delete",
8 "Microsoft.Compute/virtualMachines/read",
9 "Microsoft.Compute/virtualMachines/write",
10 "Microsoft.Resources/deployments/validate/action",
11 "Microsoft.Network/networkInterfaces/delete",
12 "Microsoft.Network/networkInterfaces/join/action",
13 "Microsoft.Network/networkInterfaces/read",
14 "Microsoft.Network/networkInterfaces/write",
15 "Microsoft.Network/networkSecurityGroups/delete",
16 "Microsoft.Network/networkSecurityGroups/join/action",
17 "Microsoft.Network/networkSecurityGroups/read",
18 "Microsoft.Network/networkSecurityGroups/write",
19 "Microsoft.Network/virtualNetworks/subnets/read",
20 "Microsoft.Network/virtualNetworks/read",
21 "Microsoft.Network/virtualNetworks/subnets/join/action"
22 <!--NeedCopy-->
—RRANPR

NBEABREEEMAERRNT2HENR. XANRTMHEIEEIREHTIEE.

UTHRERE T ERNVRERSE, RECESHMIRET T Ha1thseRrrHR N RIF 0L :

o ~NOoO UL b WN -

NNNNNRRRRBRBRB B B3 2 2
A WMNRPERODOOLO~NOU NN WNEHOO

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Microsoft

Compute/diskEncryptionSets/read",
Compute/disks/beginGetAccess/action",
Compute/disks/delete",
Compute/disks/endGetAccess/action",
Compute/disks/read",

Compute/disks/write",
Compute/galleries/delete",
Compute/galleries/images/delete",
Compute/galleries/images/read",
Compute/galleries/images/versions/delete",

.Compute/galleries/images/versions/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/galleries/images/versions/write",
Compute/galleries/images/write",
Compute/galleries/read",
Compute/galleries/write",

.Compute/hostGroups/hosts/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/hostGroups/read",
Compute/hostGroups/write",
Compute/snapshots/beginGetAccess/action",
Compute/snapshots/delete",

.Compute/snapshots/endGetAccess/action",
"Microsoft.
"Microsoft.
"Microsoft.

Compute/snapshots/read",
Compute/snapshots/write",
Compute/virtualMachines/deallocate/action",
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"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

Compute/virtualMachines/delete",
Compute/virtualMachines/read",

.Compute/virtualMachines/restart/action",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/virtualMachines/start/action",
Compute/virtualMachines/write",
Network/networkInterfaces/delete",
Network/networkInterfaces/join/action",

.Network/networkInterfaces/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/networkInterfaces/write",
Network/networkSecurityGroups/delete",
Network/networkSecurityGroups/join/action",
Network/networkSecurityGroups/read",

.Network/networkSecurityGroups/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Resources/deployments/operationstatuses/read",

.Resources/deployments/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Resources/deployments/validate/action",
Resources/deployments/write",
Resources/deployments/delete",
Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourceGroups/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/delete",
Storage/storageAccounts/delete",
Storage/storageAccounts/listKeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Resources/templateSpecs/read",
Resources/templateSpecs/versions/read",

<!--NeedCopy-->

T—FHEM

o MREIEFEHRITVRIELE, BRRNETENESR
o BHx Azure ISERER, BBIF0IE Microsoft Azure B

BEER

o EEMER
s SIBHENAER

5 Microsoft System Center Virtual Machine Manager (V%%

June 27,2024
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AEMEREEMAZRN AT HTREENAS, UTEEEETHET Microsoft System Center Virtual
Machine Manager (VMM) 893%4015 8.

AR

FEOIES VMM EEZ2H, FELATRE VMM kP IgE RN R RUENTIZ. E2E Microsoft System
Center Virtual Machine Manager E#ltIF1E,

BEER

NRER VM 2EA MCS FEHY, BEERSIZRSHRITUTIRE:
o LUENARSS BRHIT 2 RE RIS A BVt
o BWAZRIRENEERKF R, WikFB5EReEHH VM BIIR.
o £ “EHUFAERT SHEED, EF6E VM IS EREFETIRI EN.
BE
BMfEfER S Hyper-V EHEE, MR SEEIIRILEN,

TR

o MREEFRITVRBELRE, BESREHENER
« 72 SMB 3 X #= LR MCS SIZIHENB R, 18762 Microsoft System Center Virtual Machine
Manager B®

EZER

o ERNZER
s SIBHENAER

5 Nutanix W%z

June 27, 2024
BIEMEEEENZENET BT UREENRS. UTERERAZTHRET Nutanix BiF4EL.

=3

AR
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7£8UE 5 Nutanix RiEEZ 1, BELTHE Nutanix ikFIEERTRUERNTE. ESH Nutanix IR

Ko

BIE&5 Nutanix pyiEE
UTEEEWMEEMARERNIEENM . E6IE Nutanix iEE, BRBEZXETHEMNESHITERE, HE2
Nutanix $EIEAE B

£ RINEENER mSPREERE EE Nutanid EEEE, AEEEUEREUREEZM. EMERE
£, EERTHRERTHIMS,

AT A a %% Nutanix AHV. Nutanix AHV DRaa$ #1 Nutanix AHV PC,
o X¥F Nutanix AHV, i&#5E Prism Element (PE) B¥&thtFlEiE,
« 33F Nutanix AHV PC, &5 Prism Central (PC) #ufitfnEiE,

P

il

2SR Nutanix AHV PC 4R BT 7E Azure £S5 Nutanix Cloud Clusters (NC2) g9%#2, It
46, ITENBERIEETEEE Azure EE EA NC2 Ry PRt |,

« 33F Nutanix AHV DRaa$, &5 DRaaS A #tAF, &, SAENERFAA Nutanix DRaas &iE
X (. pem)o

e
MERFEA Nutanix AHV (Prism Element) (EAZBRHEITEN, 5%ER VM BIHEEFIENES.
T—FHEMR

o MNREEEMITHHRIELE, BHBHETEVER
« Bx Nutanix WEMKER, ESHEE Nutanix B

ESZER
o ERENZER
s SIBHENAER

5 Nutanix =& ENERRR S REVERE

June 27,2024
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UEMEREENZENAT BTFEIRERENRS. UTEERETHRET Nutanix =M S KRR REVFHAE

Bo
Citrix Virtual Apps and Desktops Z#5LU T Nutanix =M &ENERRAR:
« AWS &9 Nutanix Cloud Clusters

} =

AR

EEIZES Nutanix ZHSENERRRS REVERZ R, FTELGHERMKFIRENZRMUE, F25 Nutanix

SHERIHRERG SR,

%1% Nutanix Prism

2 Nutanix B#&£/5, #E#Z2 Nutanix Prism,

Z%E#%T) Nutanix Prism, 3EHRITLUTIRLE:

1. 7£10.0.129.0/24 Fm+glEE2 VM,
2. RDP #A\E2 VM, FEIEEL—ThE M Prism Element &9 URL,
3. FEAAEREER: admin:nutanix/4u, EEICERHEL,

7 Nutanix 2f& L6122 VM

##22] Nutanix Prism /5, 7 Nutanix 612 VM,

R VM EZ Internet i#84E

#%3| AWS #F5H &,

£5 Nutanix CFS aIEMFMERER VPC FealiE—MHrF™ 10.0.130.0/24,
ELFBIER B FRPRIN—KEEH, A none AMREEMEI_ LR NAT Mx,

RDP #N\£2 VM, E#EIEE E—THhEHH Prism Element 9 URL #E =,
RINFIMGE, FHINLE > WERE > IEFW. A AWS RERRMERFM 10.0.130.0/24.
EiZHFMBoIZEFRE VM (AD. CC. VDA %),

SAEE A A

MR VM FEE Internet i8R

1. RDP#ANE2 VM, #EEIEEL—THEHH Prism Element 89 URL #E R,
2. HINEFRSR, BIGE > MKESE > tI2FMN, FAFM 10.0.129.0/24,
3. TiZFMPaIEmRAE VM (AD. CC. VDA %),
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e

R VM e E AN XESIREER. YT AD RiRLHELL,

BN EE

1. Bz Web Studio.

2. EEFERETR, ARREHINEZENER.

3. EEERE L, SIRMEEE, AREEEMUREA https: // XXX XXX . XXX . XXX 9440,

4, ##B Ul =lAS.

AE

7t Web Studio F1&E Nutanix BER, FraEERELS VM #pA%sE Nutanix i, BMEE(1RE Nutanix
X FhER IR0,

T AR

o MBEIEERITVEIELE, BRI ETENER
« Bx Nutanix WEKEE, BSE6IE Nutanix B

EZER

ong

o EEMAR
« SIRHENER

5 VMware 19i&z

June 27, 2024
SIEMEREENZRNEBT BFREENRS. UTERRZETRET VMware BBIMIFERIFAER
AR
£8li25 VMware BiEZ 2 A1, HELETHEE VMware tkFi$BRFRRUBRNERE, 555F VMware Bl EIF

15,

ellfEPESES

EERCEZmSPHRITUTRIE:
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1. 3% VMware &350,
2. &% vCenter SDK 1#Z X\ Sp9ithit,
3. IEELAISEMNERSE VM KRR VMware BRIKAMER, WE/APREENIEETAF R,

VMware SSL 54X
VMware SSL iE8hse EEFoheIES VMware vSphere BNV EBEFNENERE, EBREEZEZH, THEE
e Delivery Controller SEIMN ERIEFAIER 2 B FoholBEEXR.

VMware SSL 8 Ih e A ZEERE RIS SUFHEIL S BUREF, W& MREMI EIERF o] LUEL
Citrix Virtual Apps and Desktops iR5IARI{=E, EMEARZ Controller iRBIBIZRGOLE,

ok

£ Studio 8l vSphere EHliEEN, TTUBS—MHEEEEEEZNITENNIER. A5, EALLEERE
EZIEB,

PREBAIR

FERANPFIH—HFETNREIE— VMware AR P UR—1M3HZ4 VMware B8, ETHAFPNRIRATERSF
ERELRFFHITABOIE, LUMITIEREHM Citrix Daas i&ff. EMNETHEPISENNIR, 5=/ DEKIBROLTNE
H5MMNMAEEXE, ik Propagate to children (fZEZIF4) %W,

WUTFERETT Citrix Virtual Apps and Desktops #1ESFrERRIE VMware 1R 2 R8RS X Ro
AR

FL vSphere iRAMRFIRETEM (FRIRAFRRE) FRE. $%, 7 vSphere 6.7 7, AF RERFRSH
BARNFNENGLE, MAFAR L FEBRPENRPFTRIZENRNF,

AIEREFNZR

SDK BRR@|

A%, ER. &%, Read 7 System.View Baidil. AIUERRENRIEAR.
HIREIE

SDK BRRm|
VirtualMachine.Interact.PowerOff B > X E > X
VirtualMachine.Interact.PowerOn I > X H > $TH
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SDK

VirtualMachine.Interact.Reset
VirtualMachine.Interact.Suspend

Datastore.Browse

FiEdit &4 (Machine Creation Services)
EfFER MCS FEITEN, HMEEUTINR:

SDK

Datastore.AllocateSpace
Datastore.Browse
Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
Virtual machine.Config. Add sifipig&&
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Config.CPUCount
VirtualMachine.Config.Memory
VirtualMachine.Config.Settings
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn
VirtualMachine.Interact.Reset
VirtualMachine.Interact.Suspend
VirtualMachine.Inventory.CreateFromExisting
VirtualMachine.lnventory.Create

VirtualMachine.Inventory.Delete

RFRE

BN >RZE >EE
P > X5 > i
HHETFNE > NS BIE TR

BFRE

HiEEFNE > DEc=iE

HAETFNE > NS BIE TR
HHETFNE > (RRBISCHHRIE
W& > S ECILR

RIR > REMN S E R FR
W > BCE > RN AR
R > BCE > ARINFHLE
WL > BCE > AR nsiibrigE
I > BEE > &4

R > BCE > MIFRHEE
REMAH > BCE > ek CPU 3K
R > BCE > EAAF
W > BCE > BoURE
REMN > X F > X

W > ZXE > 17

BN >XE >5E

M > X5 > i

W > B8 > NILATEIZ
RN > B8 >

REPAL > B8 > RIER
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SDK

VirtualMachine.Provisioning.Clone

VirtualMachine.State.CreateSnapshot

BRI E AR

SDK

Datastore.AllocateSpace
Datastore.Browse
Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn

VirtualMachine.Interact.Reset

VirtualMachine.Inventory.CreateFromExisting

VirtualMachine.lnventory.Create
VirtualMachine.Inventory.Delete

VirtualMachine.Provisioning.Clone

HERIRECEYIT A

RFRE

REANL > FREC > SeFERE AL

vSphere 5.0 Update 2. vSphere 5.1 Update 1 #

vSphere 6.x Update 1: @il > K7 > BIZIRER;
vSphere 5.5: E#\Wl > REBEIE > 62 IRE

BFRE

HiEEE > DEc=iE
HAETENE > NS BIETRAE
HAETFNE > (RARBISCAHRIE
WL > S ECILS

RIR > BEMNDEEZF R
RN > BCE > RN AR
RN > BCE > ARINFRHAE
W > BCE > Bk

REP > BCE > MIFREEE
W > X F > X7

MW > ZXEH > T

B >RXE >EE

R > B8 > MNELA eI
REMINL > 758 > @

REMAHL > 758 > HER

RESANL > FREC > FeRERE AL
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SDK

Datastore.Browse
Datastore.FileManagement
VirtualMachine.Config.RemoveDisk
VirtualMachine.Interact.PowerOff

VirtualMachine.Inventory.Delete

LB E X (VSAN)

RFRE

HHETFNE > NS BIETRAE
HHRETFNE > (RRBISCHRIE
RPN > BCE > MIFREEE
W > X E > X7
RPN > B8 > RiER

7% VSAN $UEFME LR B RIRES. SIRIMRFHEERR, BAREUTR:

SDK

StorageProfile.Update

StorageProfile View

R BEEX BT

ISR B E X BEA TSR THIBHNEITE vSphere B2 HEIER VM, MMERMHIERAFEX LR, B6IE.

fRiE. DECMBFFFCHER, BHARELUTR:

SDK

InventoryService.Tagging.CreateTag
InventoryService.Tagging.CreateCategory
InventoryService.Tagging.EditTag
InventoryServiceTagging.EditCategory
InventoryServiceTagging.DeleteTag
InventoryServiceTagging.DeleteCategory
InventoryServiceTagging.AttachTag
InventoryServiceTagging.ObjectAttachable

Global.ManageCustomFields

BFRE

BN HIREHAIFFiE > BCE XA IRRMFEE. YT
vSphere 8: VM 77588 > Ei# VM 121E5RES
RREXHIREIAIFE > BEE XA IRMFERE, YT
vSphere 8: VM 7z{#55E8 > &F VM 77E5RER

BFRE

vSphere #7ig > 8% vSphere #7i2

vSphere #5ig > 82 vSphere #Rig23!
vSphere #5ig > 4548 vSphere #5128

vSphere #xig > 45#8 vSphere 1725
vSphere #xig > ffilB& vSphere 4512

vSphere #xig > #ilb& vSphere #7225
vSphere #xig > S ERECVE S E vSphere 4R

vSphere #xiE > EX R L2 ERECE B vSphere #Rig

2R > EEaEXEY
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SDK BFR@E
Global.SetCustomField 2E>IREBEXEMN
AR

Y MCS 2B B RN, ESERRHENBRCRITCER VM. XEARSEEmEGS MCS €28 VM X
DFR, HBALLER MCS eI VM #1TBREE, ErRIL7E vCenter i@id XdProvisioned BHHE
FiRFNER. MR MCS 81T VM, ZBIEHREN True,

ER(E
1025 4 VE A PR 43 81 3 BT LA X R Feh 6 Y 9 33 R AT BR FR K BU B9 N 25 4% #F. vSphere Native Key Provider &
Cryptographer.* #R, MERIEFEUTRMENR:

AR

fERECE VIPM B9 VM g2 MCS It B B RFEXENR,

SDK RRFRE

Cryptographer.Access R > AR > IR > BiFifia
Cryptographer.AddDisk PR > FREARIR > MZERE > RN
Cryptographer.Clone PR > FRE IR > MZER1E > &
Cryptographer.Encrypt PR > FrE IR > MNZER1E > &
Cryptographer.EncryptNew PR > FRE IR > MNZER1E > INFHTR
Cryptographer.Decrypt PR > FRrE IR > INERE > 25
Cryptographer.Migrate PR > FR AR > MNER1E > T1%
Cryptographer.ReadKeyServersinfo IR > FREAER > 1NE#RAF > A KMS 58

FaEdit &4 (Citrix Provisioning)

&g Citrix Provisioning =&/ Citrix Virtual Apps and Desktops ieEBSHM “SHIEE" BSHE VM,
EEXLETEEMIERIRNR. EOBITEEEMNEBENER, B£EERBMAITEMN (Machine Creation Services)
BIFR BN PR AR A AR
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SDK HRR@E
VirtualMachine.Config.AddRemoveDevice I > B E > AInsiibRigE
VirtualMachine.Config.CPUCount I > BE > Ee CPU 1
VirtualMachine.Config.Memory B > BEE > WiF
VirtualMachine.Config.Settings BN > iEE > 188
VirtualMachine.Provisioning.CloneTemplate REHAN > FREC > SefEER

VirtualMachine.Provisioning.DeployTemplate REIAATL > FAACD > ERBAER

VApp.Export VApp >

AR

VApp.Export Z2ERIHENEEXFEIE MCS BN B RFAEGFERN.

REXFISNIED

77 R vSphere @EMR S, Citrix BiVEER HTTPS, AR HTTP,
HTTPS FEHFIEH. EABIEBMRNMIENTT S RARNR L RIBHIELFIES,

NRTEERIERMENMFAINAZNRFIES, MeIERAR VMware RENBERIED, XERARNLLEER
YA BEERLL A E. TEE Delivery Controller im0 VMware vCenter iE$,

1. ¥35&17 vCenter Server (it BN 2R EHE (FODN) FMB RSB LM ENXGF, XHAI
F: %SystemRoot%/WINDOWS/system32/Drivers/etc/. RAEYUEERLEHHREEETT
vCenter Server 893+ E# 89 FQDN B, AZEERITITE,

2. FERAUTER=f7i22Z—3RER vCenter JEH:

M vCenter Server,

a) % rui.crt XM vCenter Server £ Delivery Controller ERTIAAMNMIE.
b) 7£ Controller £, SMESHABERFAENNME, ABFTF rui.crt X,

£/ Web 55288 FHIEH. MR Internet Explorer, EHEHET Internet Explorer, AEERUEE
REMEBEITUTHERREIES.

a) T Web %28, 5 vCenter Server Eirgx s Web i&EiZ (40 https://serverl.domainl.com)),
b) ESReEE

C) BEENEREIRMMI,

d) ZRIEBHBRE FMAEE" EF.
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e) i%#% Copy to file and export in .CER format (E#ZIxXHHSHN.CER ER), HERSKRTH
RIEE R,

f) RESHAESR,

g) SMEISHMIERFENIE, REITH.CER X,

MUBIER 51551789 Internet Explorer EiZ& A,

o FTFF Web %528, 5 vCenter Server 1% % Web %EZ (10 https://serverl.domainl.com)),
. BYREES,

o BEERNEPHEIRMMIE,

« EFIH,

3. KEBESAEISE Controller LRIIEBEMES,

a) PEHVEIEPED, EEAMITEN, RAERET—F,
b) EZFBFIBEMNIEREBRNTIIEME, ARRENE, ERZEEA, AEREHE. BET—F, AEE
HTEM.

INRFEREFENR vSphere lREB[BOBR, BAEZRSBLERMNBERILES, AEBSNEHR.

T—FHER

o MREIEFEHRITVEIELE, BRRNETENESR
« BHx VMware WIFERFER, BEBRECIE VMware B

B2

ong

B
o EEMAR
« SIBHENAER

5 VMware =G FNHARRT RBVER

June 27,2024

&8 Azure VMware f@R75 % (AVS) 8%, Google Cloud VMware Engine #1 AWS £ VMware &fg, i
EE, AXOBEENER, B5H5 VMware BhEE,

T—HHER

o MREIEEHRITVIAHELIE, BESRAETENER
« Bx VMware W ERFE, BEBRECIE VMware BR
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June 28,2024

kA
MCS B REIZHEIIED N INNER:
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EBIREEIRTNEE, MCS BiEHM RSB MR IERED o

AUETRENRRGESERT MCS RgRE CEEFHREG) , HEZSIFEN MCS BN ERPER. XMLRE
ERMR T FEFMERA, HAELT VM BEMREELE,

fEFI ARG E IR RERI LB INT

o THCIZB RENTRAIEREREFRIBRE,
s EETMORTEERRAESFIRE, FINEIBMNERER.
« BEEBREIZHE AL E,

=r

=

o tIhEEHEREAT Azure 1 VMware EILIFE,
o A TERNMERARTHIMENE R TEE MCS HENNBE R, EXMERT, BT EREZINEERNIFL,

R

& EIRThRE —LEAFIINT:
o WRAEE: BREBIRERIFE:

- EENERENREEARENR.
- PRGNS RELUAF AR E .

o BEOA: FUSIRS MREEXLL:
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BEEFHRERTA?

HENIRGEIRINRE, MCS BizRIMRS BT BREBRNEMNTIEREDF, HRZRES N IMER:

1. EFHNRRGEZERFIRE,
2. EREEFINREGEIEREN MCS iHHENER.

AILURRISIBE R IR G, FILUEAR B MESFHRGKREIZHEHRZ N MCS i ENB R,
T RETE MR EER Web Studio B, fE7EZ 4 MCS i+ EH B R EREEIFHIMRE:

{ ™ { ™\ '8 Ty
Q . B O "1 Image Versions
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. 21 S RS
Master Image 1 Prepared |
q J I Image | Image Definition
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I Machine l
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ot  Sreation =R=R=R=F=p=
Configuration | Services I
(Machine profile,
license type, NIC, ! '
and so on.) N oo ! Machine Catalogs
\ v, \_ J

MGEN . BIREX BMERAHEESH, MEEXBESUTREEXNER:

o SIRZMRGHRE
o ZEIERNIRERS
« BXERAZREHAEMES.

BRABRFERGEXCIZRN, MEREETHREE N IZIRERALIZEN.

BRRARZS . BRIRAR A E IR E IR AT R — MIREEX A LB S M REIRA, BERRGIREIENESITFIRE
KEIBHEHRBE R

&, MRERER PowerShell <l ZREIEREHRER, NATREFRTEETEMERAITEIE
EEFHIRGIRAFE,

SERATS
MREEHBEERATLR, BELMMRHEHERRER,

BB EIRENLIRE, HEREEMEAZS,
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2K

o 33F Windows 8%, NEZ#HhAH 2311 RESMABRERET MCS/I0 # VDA B,

PR

ZINRES B A ST AT IRE:

» Azure HHIZ 4 NIC
o FKAMEBIRHEETHAE
o ZRIEMRIRTIAE

o BUEABITH

/A Web Studio SR G4 AR

£ Web Studio i, BR&MEEEAN:

. BIEBESIFRIRE . SIRMRMRE R E ARG AR

. BT RREMR A SIZR GRS,

. ERRGIRAIENESEIFRRGKEIZB R
ERAZ—NESEFINREGERITENER.

. BIEBRRE XTI JRIBIRMERARZSAI R FRAN 15 BE AR BRI RE X A9 35E R
. MHERBRER R Ao

. MHERBRERTE Xo

N oA W N e

HE, EHAILUER PowerShell EEmM&, i525EA PowerShell EIEM&ERREIE,

EREEFIRGLIZNEMER

BEAUTHESIEESIFIRGHERESIFIRGEIZIENR MCS BN ER:

« Web Studio
« PowerShell s&4%

£ Web Studio

BESHETER:

o THR “MME” T
o BURRBRMRE X FNHIIEBRIR AR ZS
o BIEBRMRARZS
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ERESIFHNRGEZTENER

fERERIFRGEE MCS BN B RHXBL RO T

1.
2.

BIRIRRE XA IEIR R ARAS o
ERRGRA N EEFIREREIZB R,

BIZBRIRTE XA IA IR A A

B IRMREE XFIRIREGRIRES, HRITUUT#RME:

1.
2.

HR Web Studio HEEMET =, 2EENTNELNT—F,
ERGEXNE L, IEERGEXBIRERFLBMRIERE,
FERRMGTIE £, EFEF RN ERE B FEIRRGIREBIRIR, AILUERERITENEEXHEREHEFE—
HENEEX .
AR
ARG, BRITEMGEREERET VDA 2311 RESHRA, HEE VDA E&RET MCSIO IR5)
B

=

[

. (AT Azure) EFMEIITARETAEL, ERRERGESIEPEBNEFEMNITAIERE,

=z

AR
MREMGHE LRFTENEEN S, WSIREREXHFIRE L ERITBENEE XHRFaEEEE,

FEitEAETIE L

o XF Azure, IBEFIHTEN KN MRERGE DEFHENEEXH, NRINERLTREFITENER
EXHRHEN R

o XWF VMware, MREFITENEEXH, WAIUERRETENEBEXGOEDN CPUBE, ZHET
BN, MRTEFITENEEX M, NWREEIREEREIREKRN.

ZNICTTE L, JESEMEERESHRM NIC, SHF&NIC, HEEE—REKAIEIANLE,

F VMware, SIRFEFHENEEXH, NERINERTRERS TREXRERN NIC, MNREFITENEEX
%, NICERBEHENEEXH, HEARERTENR,

=

=W

Azure %1% NIC,

. ((WEATF Azure) EHAIGENE L, BREEFEENMERHR (CMEK), MRHTENEEXHEE CMEKE

FREE, ERMERGRTFERE CMEK,
TERRAIHPATIE L, AN CIRBIFIIAIRERARASET IR PR,
AERENE L, EEREGEXMEIBENEREGREEIFAEE. WARGEXHRMAITAE, BHTTM.
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B2 KR

BRRhR A ST E B E RGN REENEH. IINREMEER LUEIFIRIR Z M hrA LB TARBIB 8.
BETIRRERIRA L ZIRRIRA, EHRITUATRE:

=

AE:
FRrE BRGARABIFEE BT A E R

1. BEMRETR, EFREIRE, AEEZEIRRERE.

2. MNREFRERERAENEESEENTIRRERERE, FERECIERGIRAIHEENREG. FHEFMITFAIESEE.
HENAE. NICH#ZIRENE EMNRE,

3. ABRMERRRASFINGER. BETEMo
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Create Image Version

azureDef
° Introduction Summary
0 Image
Resources: azure
Q Storage and License Types Master image:

Machine profile

Machine Specification - : ;
o Storage type: Premium SSD (supports I/O-intensive workloads with

significantly high throughput and low latency) [Azure

° NICs Managed Disks]

License usage: Use my Windows Server licenses
Disk Settings
° & NICs 0-Using default
@ Summary Machine size Standard_B2s
Disk encryption set subscriptions/3fd5967

2bd5d0cad70¢/resourceGroups/ZRJ-
MCS/providers/Microsoft Compute/diskEncryptionSets

Version

2
Description {optional)

D =B

M BE” HREIZTENER

B RETI R AR B RiET A ARG A L2 E Ro

HE, EAUETENNERT SRR E RIEFMRE, #XEEREBTERETHESIFNRGEDR, BESEM

‘HENER HReETENBER
EMRET R0 MCS HENER, BRITUTRE:

1. EFRGIRE, ARRHLEER. BEENTTUE LN TP,
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N R~ N

7t Desktop Experience (R@E{AL) TEL, EERMENSEEFLE,

MG TIE R RIS ETUE, REFMEMGIRATLIEZFILE,

(EATF Azure) EHBRARE L, EOLLEZEENZ REREFERNERRARKE LB RNER,
FERMUTRE LNIEE,

EHENE L, EETENERIERES. BAITENERNBMMLE, BETH.

BRI ENERTAUEEUNENIHTENER.

M HEHNER” HREIBETENER

EMHENBRTR8IE MCS HENBR, BHRITUTRE:

1. EEMSMERTE T Machine Catalogs GHEHER),

g Create Machine Catalog (BIBRIHENER), LEEEHEMHENBERIEERE, E&EN. HENLER
MtENEETERREE D,
TERRRTIE L

TR ERTFIRE,

TEEEFHIIRRT, EERRE X BIBREARZS,

BERGIRERTR. BEEEEXFMERGRINESFAES, BREHE TUAIRES,
MREERGIRAECE 7 IHHENEEXH, BEFHENEEXF. MREEHNRERAIREEITEN
BB, NEXREFRERITENEEX .

a
b
c
d

—_— — —= =

4. EUTIE LEERE,

EHEIRENE L, NREENESITFNIRGERRENTE, WEENRZNESE, BETLUISERERNS

— M=,

6. GEAT Azure) EHRFANE L, ERILUERSEFTARANEERNERRARME I BRHOER,
7. SERUTIIE EAIRE,
8. EHENHEL, ERENBRNIFAEE. BATENBRNBIFMINA. BEHETM.

RS —NESFNRGERTENER

EHEATRESFRIRGERINE MCS i1BHER, FHITUTIRE:

1.

BHAMNSMERLNTENER, AEEZEEEHNITENER. 2ERFAER, AF1%EE Change
Prepared Image (FEXU&SRITFHIIRE).

2. ERRMGTUE L, ERESIFRRG,
3. ERNRREEE L, EREEREENESFIREENILE R,
4. ERHENE L, EEFAES. BETH.

ERAILEEN B RFMHIMREESNALIER. BEEERLIER, FRITUTIRE:

1.
2.

EFITBENER.
TR B MAT R FTROES TG FE T, #E View Image history (ZEEMEGHEIZR).
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EIEIREE MM R

BT LARAEFIMIFRBRIRE X AN AR, LA IR BB FIRIRhR AT E X BIER.

IRIBREBEN SR LURBIRETE X B9 M5 R,
BREREEN, BFRITUTERE:

1. REBGTR, EERREEX, ARERRERERE X,

IRIBBRISARZAS  EE] LAREE AR AR ZNBY 5 BR LU RE 2 RS R A BY A &
RHREREIRE, FRITUTIERE:

1. REBGTR, EERRERE, ARERRIERA.

MFRER AR ERIBRIRRARZS, EHITIATHRE:

1. BERET R, EEREGIRA, AEEERFRREARES,

P =

MR EN B REAFENIRERZS, WEERMERZARZS,

MBRIRMEEN.  EMFRIMEENX, BERITUUTRE:
1. BIMGETR, EEMREEX, ARIEERBRREE o
=

NRRETEX BERMREIRE, MWTTERPRZIRIRTE Mo

=/ PowerShell BB &GEREAH WMREMFA PowerShell < RIRMAE SR, NWATRIBREEEET M
R A HLSE B 2 A & 4T B BRRhR A HLSE

Master image version spec (EMERRAIE) : FEERRAIE R IEPREARA T RIS ZISEMR K, B UERE
N EERRFPRINIE MR ERGIRATTE, WA LURIBFIEREE T FGARAHE 8B H & 5 8RR AN 31
o MAEERFRIBERMRAIE B BT SMTRbC S 3o

£/ PowerShell s5¢8Y, BMEMVESERRNT:
1. GUEBRE:

a) BUEEBRIERTE Yo
b) BIZEBRERRRES,
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C) ARINEBURRRAFSE,
d) eIREETFHIMERRASIE,

2. FERAESTHMEGRAMSEEIE MCS itENER:

|7 Broker B&.

ZEFRIA M,

£ New-ProvScheme &$:@d EE TG AHE Uid S50 B ES S 2.
3% Broker BR5fc A = xBLER,

a) ¢
b) #
c)
d)

3. £ MCS BN B RHeIE VM.
4. £ Set-ProvScheme &< BERFRAC S RV A S IFHIBMERR AT,
5. BEMGENXMRE: FREMRGRIRATIREGE Xo

6. MiEE MCS HBENBR: BFRIRFINT: EEFHIREIRAE > EIRGIRAIE > BREGMRZ > BRIKEX £
PRIREARAALEZ AT, BHRESIFIRGIREIISESER MCS BB RYRXEK.

15 PowerShell

AL PowerShell s $#1T LU T i21E:

o BIRERITRIIRE

o ERESFHNRGRAIEEIZER

o EREEFHNRGRENEERER

o MIBRBRIGRE X BREGRRAFIES T BIBRERIR AT

o BIEREGE XNBRERA

o RENBRIGREX. BRGRRAS. EEIFIRERAACEN RS RFAER

Bl ERTFIRE

BT eI E & TG AR ATER ¥4 PowerShell sS40 FF7R:

1. A Test-ProvImageDefinitionNameAvailable command & a]FRIBREE X BT
a,
Test-ProvImageDefinitionNameAvailable -ImageDefinitionName <string

[1>
<!--NeedCopy—-->

2. A New-ProvImageDefinition s%elEMEEN. Fli0,
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New-ProvImageDefinition -ImageDefinitionName imagel -OsType
Windows -VdaSessionSupport MultiSession
<!--NeedCopy-->

3. £ New-ProvImageVersion < eI@mERRas, Fim,

New-ProvImageVersion -ImageDefinitionName imagel -Description "
version 1"
<!--NeedCopy-->

4. A Add-ProvImageVersionSpec s mEGhRA RN EMEGIRARE. Fii,

Add-ProvImageVersionSpec -ImageDefinitionName -imagel -
ImageVersionNumber 1 -HostingUnitName azure -MasterImagePath "
XDHyp:\HostingUnits\azure\image.folder\azureresourcegroup.
resourcegroup\win2022-snapshot.snapshot"

<!--NeedCopy-->

=

AR

KM E R TR — MIREGAR A PRI — D EBRRRR A S,

5. A New-ProvImageVersionSpec s<ET EMEGIRZAIE A& & FHIBEGIRAME, B,

New-ProvImageVersionSpec

-SourceImageVersionSpecUid c6e7384c-b2f8-46d6-9519-29a2c57ed3cb

-NetworkMapping @{

"O"="XDHyp:\HostingUnits\azure\virtualprivatecloud. folder\
azureresourcegroup.resourcegroup\azure-vnet-eastus.
virtualprivatecloud\dev.network"

-ServiceOffering "XDHyp:\HostingUnits\azure\serviceoffering.folder
\Standard_B2ms.serviceoffering" -CustomProperties '"<
CustomProperties xmlns=""http://schemas.citrix.com/2014/xd/
machinecreation™" xmlns:xsi=""http://www.w3.0rg/2001/XMLSchema-
instance’ "></CustomProperties>" -RunAsynchronously

<!--NeedCopy-->

=W

—MEE R TMEERE R A —NESEFRISES.

FAF7E Azure HEIZIMREENX. BREARAFESIFIIRGIRAEIENTE Powershell a5 ¢ &R M):

$ImageDefintion = New-ProvImageDefinition
-ImageDefinitionName imagel -OsType Windows -VdaSessionSupport
MultiSession
$ImageVersion = New-ProvImageVersion -ImageDefinitionName
$ImageDefintion.ImageDefinitionName -Description "version 1"
$SMasterImagePath = "XDHyp:\HostingUnits\azure\image.folder)\
azureresourcegroup.resourcegroup\win2022-snapshot.snapshot"
$SourceImageVersionSpec = Add-ProvImageVersionSpec -ImageDefinitionName
$ImageVersion.ImageDefinitionName -ImageVersionNumber $ImageVersion
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.ImageVersionNumber -HostingUnitName azure -MasterImagePath
$MasterImagePath
$Task = New-ProvImageVersionSpec -SourcelmageVersionSpecUid
$SourceImageVersionSpec.ImageVersionSpecUid -NetworkMapping @{
"O"="XDHyp:\HostingUnits\azure\virtualprivatecloud. folder)\
azureresourcegroup.resourcegroup\azure-vnet-eastus.
virtualprivatecloud\dev.network" }

-ServiceOffering "XDHyp:\HostingUnits\azure\serviceoffering.folder\
Standard_B2ms.serviceoffering" -CustomProperties "<
CustomProperties xmlns=""http://schemas.citrix.com/2014/xd/
machinecreation™" xmlns:xsi=""http://www.w3.0rg/2001/XMLSchema-
instance’ "></CustomProperties>" -RunAsynchronously

Get-ProvTask -TaskId $Task.TaskId
<!--NeedCopy-->

FAF7E VMware FEIZMREN. BRIRANESFHMEIRAMERNTE Powershell s $&RH51:

$ImageDefintion = New-ProvImageDefinition -ImageDefinitionName image2 -
OsType Windows -VdaSessionSupport SingleSession
$ImageVersion = New-ProvImageVersion -ImageDefinitionName
$ImageDefintion.ImageDefinitionName -Description "version 1"
$SMasterImagePath = "XDHyp:\HostingUnits\vmware\winl@-master.vm\winlo-
master-snap.snapshot"
$SourceImageVersionSpec = Add-ProvImageVersionSpec -ImageDefinitionName
$ImageVersion.ImageDefinitionName -ImageVersionNumber S$ImageVersion
.ImageVersionNumber -HostingUnitName vmware -MasterImagePath
$MasterImagePath
$Task = New-ProvImageVersionSpec -SourceImageVersionSpecUid
$SourceImageVersionSpec.ImageVersionSpecUid -NetworkMapping @{
"@"="XDHyp:\HostingUnits\vmware\DSwitch-VM Network.network" }
-VMCpuCount 2 -VMMemoryMB 4096 -RunAsynchronously
Get-ProvTask -TaskId $Task.TaskId
<!--NeedCopy-->

o —PIREEXPEIFTERGIR AL 5B T E—MTE R TT.

o —PREMRAREER D ERGIRIAEA — NEEFRIBRRIR IS,

s FIARGRATSEONEEHENEEXH, HERERGRFIIEHAL AR T ENEEX 4.
o ERIEMRBIRAIER, B EEERRE,

ERESIFNRGRFTICELIZER

£ New-ProvScheme s<EFAESHNMEGRANMTELIZE MCS itENER. i,

New-ProvScheme -ProvisioningSchemeName <string> -ImageVersionSpecUid <
Guid> -HostingUnitUid <Guid> -IdentityPoolUid <Guid> [-VMCpuCount <
int>] [-VMMemoryMB <int>] [-UseWriteBackCache] [-NetworkMapping <
Hashtable>] [-CleanOnBoot] [-Scope <string[]>] [-Metadata <Hashtable
>] [-ServiceOffering <string>] [-SecurityGroup <string[]>] [-
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TenancyType <string>] [-MachineProfile <string>] [-CustomProperties
<string>] [-ResetAdministratorPasswords] [-
UseFullDiskCloneProvisioning] [-RunAsynchronously] [-
PurgeJobOnSuccess] [-ProvisioningSchemeType <ProvisioningSchemeType
>]

<!--NeedCopy-->

&,

New-ProvScheme -ProvisioningSchemeName <string> -ImageVersionSpecUid <
Guid> -HostingUnitName <string> -IdentityPoolName <string> [-
VMCpuCount <int>] [-VMMemoryMB <int>] [-UseWriteBackCache] [-
NetworkMapping <Hashtable>] [-CleanOnBoot] [-Scope <string[]>] [-
Metadata <Hashtable>] [-ServiceOffering <string>] [-SecurityGroup <
string[]>] [-TenancyType <string>] [-MachineProfile <string>] [-
CustomProperties <string>] [-ResetAdministratorPasswords] [-
UseFullDiskCloneProvisioning] [-RunAsynchronously] [-
PurgeJobOnSuccess] [-ProvisioningSchemeType <ProvisioningSchemeType
>]

<!--NeedCopy-->

BT7E Azure F8|Z2B RH952% Powershell S5 $ &R 1M):

$Catalog = New-BrokerCatalog -AllocationType "Random" -IsRemotePC
$False -MinimumFunctionalLevel "L7_20" -Name "azurecatalog" -
PersistUserChanges "Discard" -ProvisioningType "MCS" -Scope @() -
SessionSupport "MultiSession"

$IdentityPool = New-AcctIdentityPool -AllowUnicode -Domain "azure.
local" -IdentityPoolName "azurecatalog" -IdentityType "
ActiveDirectory" -NamingScheme "azure##" —-NamingSchemeType "Numeric
" -Scope @()

$PreparedImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName imagel -ImageVersionNumber 1 -Filter "
PreparationType -eq 'Mcs'"

$Task = New-ProvScheme -ProvisioningSchemeName azurecatalog -
ImageVersionSpecUid $PreparedImageVersionSpec.ImageVersionSpecUid -
HostingUnitName azure -IdentityPoolName azurecatalog -CleanOnBoot -
Scope @() -SecurityGroup @() -ServiceOffering "XDHyp:\HostingUnits)\
azure\serviceoffering.folder\Standard_B2s.serviceoffering" -
NetworkMapping @{

"O"="XDHyp:\HostingUnits\azure\virtualprivatecloud. folder\
azureresourcegroup.resourcegroup\azure-vnet-eastus.
virtualprivatecloud\dev.network" }

-CustomProperties "<CustomProperties xmlns=" "http://schemas.citrix.
com/2014/xd/machinecreation™" xmlns:xsi= "http://www.w3.0rg/2001/
XMLSchema-instance  "><Property xsi:type= "StringProperty " Name=""
StorageAccountType " Value=""StandardSSD_LRS " /></
CustomProperties>" -RunAsynchronously

Get-ProvTask -TaskId $Task.TaskId

$ProvScheme = Get-ProvScheme -ProvisioningSchemeName azurecatalog

Set-BrokerCatalog -Name $Catalog.Name -ProvisioningSchemeId $ProvScheme
.ProvisioningSchemeUid

<!--NeedCopy-->
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BT VMware F8/72 B Z#52% Powershell s5$ & R11:

$Catalog = New-BrokerCatalog -AllocationType "Random" -IsRemotePC
$False -MinimumFunctionalLevel "L7_20" -Name "vmwarecatalog" -
PersistUserChanges "Discard" -ProvisioningType "MCS" -Scope @() -
SessionSupport "MultiSession"

$IdentityPool = New-AcctIdentityPool -AllowUnicode -Domain "vmware.
local™ -IdentityPoolName "vmwarecatalog" -IdentityType "
ActiveDirectory" -NamingScheme "vmware##'" -NamingSchemeType "
Numeric" -Scope @()

$PreparedImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName -image2 -ImageVersionNumber 1 -Filter "
PreparationType -eq 'Mcs'"

$Task = New-ProvScheme -ProvisioningSchemeName vmwarecatalog -
ImageVersionSpecUid $PreparedImageVersionSpec.ImageVersionSpecUid -
HostingUnitName vmware -IdentityPoolName vmwarecatalog -CleanOnBoot
-Scope @() -SecurityGroup @() -NetworkMapping @{

"O"="XDHyp:\HostingUnits\vmware\DSwitch-VM Network.network" }
-VMCpuCount 2 -VMMemoryMB 4096 -RunAsynchronously

Get-ProvTask -TaskId $Task.TaskId

$ProvScheme = Get-ProvScheme -ProvisioningSchemeName vmwarecatalog

Set-BrokerCatalog -Name S$Catalog.Name -ProvisioningSchemeId $ProvScheme
.ProvisioningSchemeUid

<!--NeedCopy-->

EREEFNREREIEERE R

AR Set-ProvSchemeImage ¢ EHER. a0,

=&,

Set-ProvSchemeImage -ProvisioningSchemeUid <Guid> -ImageVersionSpecUid
<Guid> [-DoNotStoreOldImage] [-RunAsynchronously] [-
PurgeJobOnSuccess]

<!--NeedCopy-->

Set-ProvSchemeImage -ProvisioningSchemeName <string> -
ImageVersionSpecUid <Guid> [-DoNotStoreOldImage] [-RunAsynchronously
] [-PurgeJobOnSuccess]

<!--NeedCopy-->

BTFEHRBRNEE Powershell s5$ &1

$PreparedImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName imagel -ImageVersionNumber 2 -Filter "
PreparationType -eq 'Mcs'"

Set-ProvSchemeImage -ProvisioningSchemeName azurecatalog -
ImageVersionSpecUid $PreparedImageVersionSpec.ImageVersionSpecUid -
RunAsynchronously

<!--NeedCopy-->
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HIFRBRIRTE X BRERARASFE R 4T BIBRGRAR A KT

EMBRIREE X BRRIRANEEFHIBRERIR AT Z A, HERUATE:

o MNRRGE X BEEFRERA, WEZFEBIFR

o MNRRGEIRAEEEFAREIRAEE, WEEFERFR

o MRENETREMMAAEREAEMESIFHIRRIRANSEER, WEEREBIFR.
o MRFENEEFHRGIREAEREATE S ZER, WIEEREBFR.

FHS BN TR

1. MIBRESEFHREGREME. Fl40,

$PreparedImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName imagel -ImageVersionNumber 1 -Filter "
PreparationType -eq 'Mcs'"

Remove-ProvImageVersionSpec -ImageVersionSpecUid
$PreparedImageVersionSpec.ImageVersionSpecUid -
RunAsynchronously

<!--NeedCopy-->

AR

RETLKERXAESTRREREAEE, 7 8EMIFRERGIRAEME,

2. MIBRERGRRAIE. Fl40,

$MasterImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName imagel -ImageVersionNumber 1 -Filter "
PreparationType -eq 'None'"

Remove-ProvImageVersionSpec -ImageVersionSpecUid
$PreparedImageVersionSpec.ImageVersionSpecUid -
RunAsynchronously

<!--NeedCopy—-->

3. MIERBRERARAS, 510,

Remove-ProvImageVersion —-ImageDefinitionName imagel -
ImageVersionNumber 1
<!--NeedCopy-->

4. MBRIREENX. 90,

Remove-ProvImageDefinition -ImageDefinitionName -imagel
<!--NeedCopy-->

5% PowerShell ss < &R 1:

$PreparedImageVersionSpec = Get-ProvImageVersionSpec -
ImageDefinitionName imagel -ImageVersionNumber 1 -Filter "
PreparationType -eq 'Mcs'"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

302



Citrix Virtual Apps and Desktops 7 2402 LTSR

$Task = Remove-ProvImageVersionSpec -ImageVersionSpecUid
$PreparedImageVersionSpec.ImageVersionSpecUid -RunAsynchronously

$SMasterImageVersionSpec = Get-ProvImageVersionSpec -ImageDefinitionName

imagel -ImageVersionNumber 1 -Filter "PreparationType -eq 'None'"

$Task = Remove-ProvImageVersionSpec -ImageVersionSpecUid
$PreparedImageVersionSpec.ImageVersionSpecUid —-RunAsynchronously

Remove-ProvImageVersion -ImageDefinitionName imagel -ImageVersionNumber
1

Remove-ProvImageDefinition -ImageDefinitionName imagel

<!--NeedCopy-->

EEIREE MR AR A

AL ESBMRIEREGEN, A UREREIRZ,

« A Rename-ProvImageDefinition aSEMBMEEN. Fli0:

Rename-ProvImageDefinition -ImageDefinitionUid <Guid> -
NewImageDefinitionName <string>
<!--NeedCopy-->

HgE,

Rename-ProvImageDefinition -ImageDefinitionName <string> -
NewImageDefinitionName <string>
<!--NeedCopy-->

« A Set-ProvImageDefinition m{mEMETE X, Fl0:

Set-ProvImageDefinition —-ImageDefinitionUid <Guid> [-Description
<string>]
<!--NeedCopy—-->

Set-ProvImageDefinition -ImageDefinitionName <string> [-
Description <string>]
<!--NeedCopy-->

« A Set-ProvImageVersion < miBIGhRA, fidn:

Set-ProvImageVersion -ImageVersionUid <Guid> [-Description <
string>]
<!--NeedCopy—-->

HgAE,

Set-ProvImageVersion -ImageDefinitionName <string> -
ImageVersionNumber <int> [-Description <string>]
<!--NeedCopy-->
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RENBRIRTE N BREGARAS, JEFIFRIRGIRAHCENFEL A R FAER

o #/H Get-ProvImageDefinition S<HFEBEE XAFMEE, fla0:

Get-ProvImageDefinition [-ImageDefinitionName <string>] [-
ImageDefinitionUid <Guid>] [-ReturnTotalRecordCount] [-
MaxRecordCount <int>] [-Skip <int>] [-SortBy <string>] [-
Filter <string>]

<!--NeedCopy-->

« £ Get-ProvImageVersion S iREBRIGRRARIFAEE B, Fl90:

- BEERGEXFTIHREG RS,

Get-ProvImageVersion -ImageDefinitionUid <Guid>
<!--NeedCopy-->

xE,
Get-ProvImageVersion -ImageDefinitionName <string>
<!--NeedCopy—-->
- ERIRBIRERIFAESR,
Get-ProvImageVersion -ImageVersionUid <Guid>
<!--NeedCopy—-->
xE,

Get-ProvImageVersion -ImageDefinitionName <string> -
ImageVersionNumber <int>
<!--NeedCopy—-->

« £/ Get-ProvImageVersionSpec < REUVESIFHIMEGERRZAHIE, fia0:

- BERGRRETTIHAE EEFHIRERIREISE,

Get-ProvImageVersionSpec -ImageVersionUid <Guid>
<!--NeedCopy-->

- BEASFIRERAIERYIHERGIREISE,

Get-ProvImageVersionSpec -ImageVersionUid <Guid> -Filter '
PreparationType -eq "None"'
<!--NeedCopy-->

- BESEBREXREKAIRGIRA DT EEFHIRGREE,

Get-ProvImageVersionSpec -ImageVersionUid <Guid> -Filter '
PreparationType -eq "MCS" -and SourcelImageVersionSpecUid -
eqg "MXXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"!

<!--NeedCopy—-->
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- BERGRAPIRENINEEFHIBRRRR SIS,

Get-ProvImageVersionSpec -ImageVersionUid <Guid> -Filter '
PreparationType -eq "MCS" -and SourcelImageVersionSpecUid -
€g "XXXXXXXX=XXXX—XXXX=XXXX—XXXXXXXXXXxX" -and
ImageVersionSpecStatus -eq "Complete"'

<!--NeedCopy-->

- BEREVEEFHMRERAEEFAESR,

Get-ProvImageVersionSpec -ImageVersionSpecUid <Guid>
<!--NeedCopy-->

o £ Get-ProvScheme &< HFRMEEARIFMEE, Fla0:

Get-ProvScheme [[-ProvisioningSchemeName] <String>] [-
ProvisioningSchemeUid <Guid>] [-Scopeld <Guid>] [-ScopeName <
String>] [-ReturnTotalRecordCount] [-MaxRecordCount <Int32>]
[-Skip <Int32>] [-SortBy <String>] [-Filter <String>] [-
FilterScope <Guid>]

<!--NeedCopy—-->

« £ Get-ProvSchemeImageVersionSpecHistory s<REUERIFIITNE 5 RENREGIRZA
SBAEIER. flan:

Get-ProvSchemeImageVersionSpecHistory [-ProvisioningSchemeName <

String>] [-ProvisioningSchemeUid <Guid>] [-ImageVersionSpecUid
<Guid>] [-ImageVersionSpecHistoryUid <Guid>] [-

ReturnTotalRecordCount] [-MaxRecordCount <Int32>] [-Skip <
Int32>] [-SortBy <String>] [-Filter <String>] [-FilterScope <
Guid>]

<!--NeedCopy-->

BIRHENER

June 28, 2024
BE:
8 Citrix Virtual Apps and Desktops 7 2006 &£, MREMNHFIHBEERAUTERRA, WRBERBRERX
LR ANEGEHELR (EOL) MBfE, 788 EEART LaiiRAS.

+ AppDisk (PvD)
+ AppDisk
o NE=EMAEAE: Citrix CloudPlatform. Microsoft Azure Classic
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BXiFHER, ESAMIBR PVD. AppDisk f1AZ 2789 Eo
AR

AILER TER D EEEH & EIEER Citrix Virtual Apps and Desktops Z8E: Web Studio (EF Web)
#0 Citrix Studio (EF Windows) » &3 {%# %= Web Studio, &% Citrix Studio 891 8, 3523 Citrix
Virtual Apps and Desktops 7 2212 s{E R irAFHERXE,

MREBNEHBEER LB ENERE, FRERARSNRITFIERTREMTEHEARE LIRS,

HREEFENE - HE N AR FFNRATLKERENRIFANENENREN, ALFEFEHFLE ERER—
FBENHE. REEFASESRAREE. BXFAER, FERALEZ.

P
VAN

MENHEMNNESENTAHEN B RNENLERTER, BTG HENBAEAHERERENRERSE. 2
RIFRFRAFRRITRIERS, UKk Windows 3k Linux i+&#.

Web Studio 27 Z IRt EESENEE—MIENER. IBE—MtENEBRE, Web Studio 2158&8112
B—IRMNE, 2fE, BIUESFEIZENER, halltIZEZER.

'

F4R I A 28 E 5] )5 A Machine Creation Services (MCS) =6 & (MCS I/0) ThaE, ML EFHINNEE,
Virtual Delivery Agent (VDA) #1 Delivery Controller #4432 MCS 1/0 #4k,

1k

EEGE VM NE RN, BiEFNATERXE VM, FUER Machine Ceation Srvices (MCS), hEILUEREBD
M T BRI EM.

AR

o MCS ZISEIMNBEFHN RN RSAHEE, ©RBEHIMEZIRGNEREUERAE,

o WNRMEA MCS Fild VM, NEZRH—EMEG FEHREHRE) UEERFEERTLERN VM, SIZER
2B, BAFERIAEEHES MG, SEEIEEZMEGE ERE Virtual Delivery Agent (VDA), AETE
Web Studio HeIZITEN B R, EFZME (RIRE), BEEEEFRPOEN VM BUUREEHMER.

o MREMHENETR, BMUTABLEHENNR—ITHZMTIENER.

o WNREEZMEA PowerShell SDK 2B R, TJLUEEEMY EEZFEIR (VMTemplates), M~ EHEIR
B,

o (ERARIRTAL B RWA AR RMETINEE. EALAERN, EMVTUERRIRERRN, B, TEERRIRERE
o

A MCS = Citrix Provisioning 8IZ2%— 1B R, EEANRMSNRBENEINEE. 25 GIBE— BN
AR, BJUERIZEENESHEIRELERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 306


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/upgrade-migrate/upgrade.html#remove-pvd-appdisks-and-unsupported-hosts
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2402-ltsr/upgrade-migrate/upgrade.html

Citrix Virtual Apps and Desktops 7 2402 LTSR

SERERVERSZE, BEmBTURUHREREBELR. MiXTmE, FTUEENRRS. &id Web Studio i
B BT M.
AR

MCS R4 Windows 10 loT #Z:0frF1 Windows 10 1oT AR, 35207 Microsoft b S L T fRIEAE B,

&% Citrix Provisioning TRAMEARIFMES, 551 Citrix Virtual Apps and Desktops BREETE,

RDS ¥Frlifte®E

HAIEEE Windows Z2iFRERLITENMNITEN B R, Web Studio Y A2 EREEEE MM Microsoft
RDS ##lif, E&EFIEATF Windows £ 2IFRERFKITENE Microsoft RDS ¥ aIIERIRT, &% 3 Citrix
Director, fEitEN¥4E E@IRTZESE Microsoft RDS #FRIIEMIRTS. LERETENFAEEMNAFFAEER
EF. BXEFMER, B28E Microsoft RDS FaiEE TRRER .

VDA i

HRABEREMNRESERERR Delivery Controller 3t VDA, KM VDA 2SR LA AT RRATTANE
R. VDA TEFMIERE 27, ERiFSEHaAEE RS ITHERRR, Web Studio EEREIBASFUREERI
HARFMTETERTPNITENZ G, RESIEHRES.

EABSAMAETENGE, HEIKAZRIIRIETSEHENRSHESAMEIZER. BRETAEEESMIE
MEBHER L, UETEXZTENNERER.

MRZHEHREFE—SRAINITEN, BRERZTEN, HEFMNITEN. §lW, NR—FHEEIETRAIBETLEIRE
BEXEQHBENNES, WARINZTEN.

BXEAER, BSH:

« CTX136668, TH#E VDA IMHIEHRERIER
« VDA RZAMThEER 3!
« VDA EM7E %

MCS BEReIZHE

A EEEAEE B REVZRFHRMEBEERITHRIA MCS #21F

o NSREFET EME (MIFERE), W MCS IR,

o MCS IR ILIRIBMSTEERIZA, FHRBRIAKIE ENEEPE XMNENFHEUE,

« MCS ¥%it+E#M Az Active Directory, Active Directory SIEM—&{%,

« MCS 8IZmSHIEEMN VM #, HASD VM EXTIEE. BRE1N VM R EEN, EMRGBEFEHEEER
WFELE, MREXT SNMFENLE, S HEUERRISUTHELE:
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- RENTEREX, ZEIANRREEFREEN VM ZEHE,

- —a9 16 MB 5HH&E, A VM REE—5H. 81 VM RESHHE,

- B—HNERWBE, ATEHEN VM RITHEERE KEEXAEETE EHRRINFESE) HELE
BHEME EREHRAKR DN BN VMRE—NERBE. ERBEREFIEHEMMHENR. XNTFEH
SHE, WHERKAHR, ST hEmE, %8 Delivery Controller EEshavER S MIBRILLIERE FH 61
B MR,

&, EOE VM URMHSKEN, BrliEE (EERUEBASNHENREL) B RBEH) VM =iE, TE8R
EAFEASMHEFE LRBEHE, 81 VMIIFEEEHXHE.

MCS =& EEEm

MEEHATF MCS NEM@EBALR. EENREN, FEZERTZHRE, UTERHNERISERHTELENIES
Im:

SEAEEI:

o}

o W
WEMERESHEES DS VM IAZH MCS BEHRLANTEIERA. H MCS SIENEN VM 7E8IER &
LEE 2 MEE,
- Disk0==2H&: 95MNEEMBGSHNIIRIERS,
- Diskl = 5#)Hi&: 16 MB - @&& VM B9 Active Directory #kiE.
FEE~= MmN, SRR ERMESHE, LUBRIERGIFINEEN 5B, Flan:

- MCS ZEREET AN VM IRE NEFHF R,
- MCS ¥ 7 ERTE R ZRThEE, MR — T ARG EHET %=,

BN EIRZFIhREth AT e NI RN BRe 0.

- XenServer IntelliCache fEas#tiz i L ASE & XenServer 8lE—MEEERE, WETRFEDRERE
EHEEMEABMEIREGR IOPS L,

o I BRI

FRNEMNERZFERN VM eI ENRSEX S, EMNEREEFERUERFEHTERNEMNAETIE
RiEF. HEZREIUESUTHRIFFH:

- BEXH
- BETEMNERRERFIXE, Fa:
* VMware 2 EZXHRME VM ZEX XS, 55H VMware &E#%.
* TEBEMINA/DNER, RIGFE—EEIW, 20 GB BFEHRE, 16 GB AFxiex#, 100
MB BFREXH, 5458 36.1GB.
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- XenServer By1RE&; VMware BYIRER,

o HMIBFFEH
SIEBER. FNHENUNREHRBFSEIRSHNEERm, fla:

- B R EERBEUMHENRITEF SN FHEUE,
* EEREIRESEIZES VM,
- MERFINTENFREREUHREF SN FHEUE. BREBRAFMEIIREMS.
- EMERUESNMEHEUESRIVIMNIEMEE, BREMESHNIGNEFESE, BMERBHET VM
ERENBRREES 2 N EFHE,

BEIREI

« RAM K/NEZE: RISERIMEBREFXHMBEENAN, 81F /0 RUHE. SAEEFENREX S,
o ¥EE/BETA. ATEBREBMACEE, EEEER NFS 76,

Machine Creation Services (MCS) 7=fi#{i 1k

£/ Machine Creation Service (MCS) &6 {bIhBE (¥R MCS 1/0):

« SAEGFARETXMH, 51 Citrix Provisioning ik EThaEMER. 130, Citrix Provisioning 5 A&7
XtE& R D:\vdiskdif.vhdx, MCSI/O BAEEXHRF D: \mcsdif.vhdx,

o BYEELRE AT NEEFEHEN Windows SRS 4R LIIZ B ThaE RISk,

+ MCS |/O RE#HARIE RAM hEEHRHIER, WRESRANZEENEEMRRAR. LIEAFEERES
ME. RAM MEEEFHEASHEEZEHTER, UHRAENIIERTRIAE,

RENEEHL ENETFHEERTAETXHFEEHITUTEN:

1. MCS I/O FB%#X RAM &7%, 7EitEN B ReIZEHETE Web Studio EEBE K/

2. BREE VM B, BEHSIEHENK VM ENEF#ERE. VM BEfE, EAEEXH mcsdif.vhdx BE
NEIEHHE9E MCSWCD sk A,

3. MAXHBEERFIARN KNS MCSWCDisk, Eitt, IHEXNEEEHETEZE, EAIERENNS
ERBITFRHZEEEURTEX AN XiBES VM RAM K/MEXEK.

B MCS AL LEH BBEA MCS /0 Z#EMkIhEe, 5% Delivery Controller #1 VDA #4& B R HhR 4 A9
Citrix Virtual Apps and Desktops.

=

AE:
WMRALRBHAT MCS /O HIEE, WEERITEMEMEE, VDA 1 Delivery Controller #4412 MCS
1/O #K,

B MCS I EREY, HEEUTEI:
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- SIRHENERE, BEERAILEE RAM MEEKX/)\.

Studio virtual Machines

How many virtual machines do you want to create?

[ &

Configure your machines.

+ Operating System

+ Machine Management

. Total memory (MB) on each machine:
+ Desktop Experience

+ Master Image Configure a cache for temporary data on each machine.

Virtual Machines [ | Memery allocated to cache (MB):
Computer Accounts ‘ [[] Disk cache size (GB):

Summa
v 0 Caching should not be enabled if you intend to use this cataleg to create AppDisks.

If you clear both check boxes, tempaorary data is not cached:; it is written to the OS storage
for each VM. (This is the provisioning action in releases earlier than 7.9.)

s RMBHENBEREHNEERARE 1903 BEER VDA B VM (REBLSEWIMMUTITH: FIRBBMLEER
MAEERM MCS 1/0 1§ BRHE RAM MiEZZ A/ MERBEEEEN K,

BE:

Citrix Virtual Apps and Desktops hg#s 1903 &2k 7 MCS i1k, LLARAZRHETFXHNEANEFRR,
RMBFIMRENREM. 5218 Citrix Virtual Apps and Desktops kiZs#8EL, MCS 1/0 $21{ta#IhEER

BEREESNEANEGFEEER. Citrix BINEERTEHEAR), UHREEE BBIMETERFME D i
TYERMEAIMITTEX RN TEAXGRINEESRSE RAM 26X, MRUEERERXNNARE, HIE—
HENBRHDERANE NEFHEE,

73 MCS 1/0 E15 EFHR 7 BCis E AR ThER B 7T

A MCS 1/0 BIE R EFME SIS ENIRSERT, LI aIFEEh e ERNEAN BEFNIRRERS
MCS I/0 B 5 BB NIREIRBIT L E R, BAH MCSI/0 O REEFHZHEIRSHE , TLUER PowerShell
5, ZIEMENNEIEEEZE Azure. GCP. VMware. SCVMM #1 XenServer,

AR

LtbINEETRE VDA hR7s 2305 UEShRES.
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PR

{ERT Windows 21ER S
ERTRERFEEANIRhEEEF: ERZ

7£ Azure IaBYREE REE E XN EEH AN TER
RIEBIBFHITEYN B REHER

NEISEFHE D ECRRERT

EHRIEREFHE S IR ER, BFRITUTIRE:

1. #T7 PowerShell &0,

2. BfTasnp citrixx*,

3. IEARIRM (AREREIE).

4. ERTEREME WriteBackCacheDrivelLetter #&$ New-ProvScheme tIEME AR, fla0:

New-ProvScheme -CleanOnBoot °
—HostingUnitName "<name>"
-IdentityPoolName $schemeName °
-ProvisioningSchemeName $schemeName °
-InitialBatchSizeHint 1 °
-UseWriteBackCache -WriteBackCacheDiskSize 127 -
WriteBackCacheMemorySize 256 -WriteBackCacheDrivelLetter E
-MasterImageVM "XDHyp:\HostingUnits<name>\image.folder\abcd-
resources.resourcegroup\
MCSIOMasterVm_OsDisk_1_d3e2d6352xxxxxxxxx2130aald45ec77.
manageddisk"
-NetworkMapping @{
"@"="XDHyp:\HostingUnits\name\virtualprivatecloud.folder\East US.
region\virtualprivatecloud. folder\abcd-resources.resourcegroup
\abcd-resources-vnet.virtualprivatecloud\default.network" }

N

-ServiceOffering "XDHyp:\HostingUnits\<name>\serviceoffering.
folder\Standard_D2s_v5.serviceoffering"

-CustomProperties '<CustomProperties xmlns="http://schemas.citrix.
com/2014/xd/machinecreation" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">

<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="

true" />
<Property xsi:type="StringProperty" Name="0OsType" Value="Windows"
/>

<Property xsi:type="StringProperty" Name="StorageType" Value="
Premium_LRS"/>
<Property xsi:type="StringProperty" Name="PersistWBC" Value="false

n />
<Property xsi:type="StringProperty" Name="PersistOsDisk" Value="
false" />
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5.

<Property xsi:type="StringProperty" Name="PersistVm" Value="false"
/>
<Property xsi:type="StringProperty" Name="WBCDiskStorageType"
Value="Premium_LRS" />
<Property xsi:type="StringProperty" Name="UseTempDiskForWBC" Value
="false" />
<Property xsi:type="StringProperty" Name="ResourceGroups" Value="
abcd-groupl" />
<Property xsi:type="StringProperty" Name="LicenseType" Value="
Windows_Client" />
<Property xsi:type="StringProperty" Name="SchemaVersion" Value="2"
/>
</CustomProperties>'
<!--NeedCopy-->

SERBERNEE. BXER, 8 https://developer-docs.citrix.com/projects/citrix-virtual-apps-
desktops-sdk/en/latest/creating-a-catalog/.

R TR

BXEBERINNER, BEREENHER,

FREGEBSRERA. FEMKNABERF. VDA MEMERH.

GibiIN

FRREATRE N TG, ESMER. it VM SiEmMG, EVHNEERTRNARIE,
HREVNEEEBZHNIER. AENEEREAIRIITENER.

[FiiE SEAMNAEFMENERETREE. RAZEUGSTEER, BREETENERPENL.
Remote PC Access i+ E# B RAERAEMEK.

EEMRE ERFEMECE TR

RN EREFNER TR @0 Citrix VM Tools. Hyper-V Integration Services 3 VMware TH)., %
TRBRILSE, MARFNKERETEERET.

VDA, Citrix BilLERNRA, UEHRSHNINE, EEMEERE VDA KNESHE RIEXK.
FRENE=ATE (BIMmRERERBEFREDLRE) . FRSESAPMITENXENEERERS (WNEH
Thae) o

REMUNE=FNARERF, Citrix BICIRARF#HITEMME. #ITEMMLE, EREERMIREMREN AR
FEEHEMEG, MMM, thoh, B RRMNNBREFHEXRA LUBNEMEGERNA)N, NTLEHE
578

BAEEKEN App-V BRI (MIRitRIL% App-V MEBIER). App-V EFIHEAM Microsoft KB,

£/ MCS B, MREAM Microsoft Windows, EREXIFIGEMES 0. EMAHAIE, MRELIENRE,
WEFEH VM FERERENXIFIEENIES &,
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BE:

WREFFA MCS, BMEEME LIE1T Sysprep.

HEEEME:

1. ERAEMEREFNEETARIRG, ARRERERAFUNMERSEMNENR. 5E vCPU . WRfE
F PowerShell gI2i+EHE R, ErILUEE vCPU (B, A Web Studio 8I2E RAIFEEEE vCPU %, B
BERENNAEFARENEETEE, HANZENUSFEEN, hFEEERTENL.

2. HREERERTLENE 0 & ASVINETREERERINE R THIEELMUE, BHLEEEXRIRATER
[Gr=v8

3. XK EREMEE EmYIHEYR

4. MRARER MCS, FRERGIMAZINBREFNKEFRERET. BERIRGELIRITENNEN LATA, MR
fER MCS, MAFBERFEREGIANEIEF, MEHITENENMATEEREERSFIEENEF,

5. Citrix BiUEeIZH A EHEHREIR, MREETEIEE RIHEE TMEMIERER, Web Studio KelE—Mk
R BRBENHBITH R,

HEVFAIECE

MCS L EYFRIEUE, LBIRITHMERE Windows B4 Microsoft Office #yigiE. MCS ZiFHtt & iF
AR = MR T

o BIABEERS (KMS)
« ETF Active Directory #9:#:E (ADBA)
o ZHCERA (MAK)

IEHBENBERE, ATUESAERE,

ZHEEIRS (KMS)

KMS B—MAREZTARANREERS, AR HRREERHEEMRSHRS P, Citrix Z#F89FTE Windows
HRAS RSz FEILThRE, TEEEBEHAIE, MCS K&E Microsoft Windows #1 Microsoft Office KMS, /T LiEidIE T
Set-Provserviceconfigurationdata &<BIEE. GXMEGEEEHE Microsoft Windows KMS
Rearm #1 Microsoft Office KMS Rearm B9i#4{= 8., #5%i# Machine Creation Services: Image Preparation
Overview and Fault-Finding (Machine Creation Services: M{&ESBIAFIMET). Bx KMS BEEHIEA
=8, &8 Activate using Key Management Service (fFRZHAEERRSHITEE -

=

=W

izfT Set-Provserviceconfigurationdata &< EIENFRAEITENBRMEEHSHSHRM
g EAEE,
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ET Active Directory £9;%% (ADBA)

ADBA fF{Z eS8 IT EIE R IT BN HENEMNEER ZEVECE. REXEHENRIMAEHSIEHER, ®s
RIFHCEIRE. Bk Windows Server 2022 4+, Citrix Z#58FrE Windows ki A&z 15k ThaE, BXET Active
Directory BBGERIFAE S, 1E21@ Activate using Active Directory-based activation (fERETF Active
Directory HBUEHRITECE) o

ZRHERH (MAK)

MAK 2—#7E Microsoft fRSZRMEBE T EEZ EMX Windows R4HITE M IIEN %, EHFM Microsoft g
X MAK 48, ZZHRDE TEEHENEE R, /%E Windows B4R, BrEXEESRL. BRMMEERS
BA*:

o BAWLEGE: MREEHEN Windows 2418 E Internet i RNIR, RASEREFREHENBHEE
Windows. L2 MAK BIBCEREURD 1o

o BRAUECE: R Windows RATHEREE Internet #ITEXVLECE, MCS &M Microsoft R3S 283KEXHIA ID
=% ID LUKE Windows £4t. XMEUEA R IEKRA I EN B RIEEER,

AR

o MCS FZ#FEA MAK #5E Microsoft Office,
o FREMSRE VDA Br4s79 2303,

RBER
+ Delivery Controller #Z1&% Internet iAaIAbR,
o MREEMHIIER MAK ZHS5REMER MAK ZHFRE, WelRHER.
o EEMER ERE MAK ZH, B%%E Windows RGHRE MAK BHRMPE, E8RE MAK B,
o MREKREARGES, 5

1. # Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\SoftwareProtectionPlatform\Activation FHEmEMm=E
DWORD f& Manua 'l

2. BEKERN 1.

BERE EEE MAK ZHNRIREEMHMHEETE VM ESETHERARNE L HE, BEAMENEEERTR
(VAMT), #E&R%=E VAMT,
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£/ MAK 35 Windows %4 ZA MAK S Windows &4, BHRITUUTIRE:
1. EEREEREFRER. KT BEE— R,
2. 8l MCS ItEMB R,
3. MREREARGES, 5.

a) # Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\SoftwareProtectionPlatform\Activation FiFEmEMm=E
DWORD f& Manual,

b) ¥EREN 1,

b 75 75 22 P B0 E LI,
4. AETENBRHRFHM VM,
5. T VM KR,
6. RIEBNECEREMNEE, Windows RESWEE.
o MREBNEE, NSAERESRZEHGERE Windows R4,

o MRBELFBRARE, MCS E5MAM VM #1TEEURE Windows RARBERS. ARE, MCS
M Microsoft fR55 2810 R #aIA ID F1% % 1D, XL ID BFHE Windows &4,

WEHG WRAEABREMN MAK ZEHEETEIM VM, i57E PowerShell #0417 Get-ProvVM 5
Get-ProvScheme #%%,

« Get-ProvScheme &% AEEEHEMEHS MCSHEN B R KBNS WindowsActivationType

« Get-ProvVM®m%.E8RAEHWindowsActivationTypeWindowsActivationStatus
. WindowsActivationStatusErrorCode #lWindowsActivationStatusError,

AL E IR IR R S B,

/8 Web Studio 8I2itEHER

BIZERZAT, EHRITUTRE:

o BEEXIDABTUT BEFTEMBANERURFERHENER.
- BMREECRSEMNEERRER. cRSUMTEEHNIHTENNEMEIRIER,
o MREELIZATMETENNEIRE, EHRERESEZME LRE VDA,

EEEREERAST, BHRITUTRE:

1. MIRXZRECIRNE—TER, RAZSISEMBERIER (FIM, “REAENHSIBHENBRLUIETVA
EFHIRE). BREZEASKITH.
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2. MREEZLET -1 ER, BEUESZ—IER, FIREUTYTRHITERFE:
a) B Web Studio, EAMERFEFHENER, AGERFEFEFCIZITENER,

b) EERANHXEEER, BERANITENERNEX TR HX, BXFAER, BEHEIUEERXY
fr&,

C) MERBAEHPRERNNER, AGRHURIHTENER. BRUBRASHITH.

ZASHESETR TIIHME. ERINRSNEIBMER, RABUATERHEER.

BIFRS

STMERBRES—MEENHEN. BFEE—M.

o ZRERERY: SRERERAERRUTERLZRE. HENTUEZLZHHFH Windows 5 Linux &1F&
SRS LIE1T, BERTRERN S XHEMRIERS. (S5 Linux VDA ST ZIRERANIEMAEE.)

o BAERMERA: BATEREAZBERIEMH VDI 2, S EREASRATRNAF,

+ Remote PC Access: Remote PC Access BR N AP RHEXENMAEYIE S E T ENAITIEH RINR,
Remote PC Access *FZ VPN g2 e,

HENERE

TIEA=EeIE Remote PC Access B E o
HEVEENmEHEBTENNAXURATHETENNIE,
FERBRHMITENEEET Web Studio #1T7EIREE,

o ItEHEE Web Studio #1TRIRERE, £, VM KA PCo (REEBERER TN AERE LT 7 Ao
o HENRBEL Web Studio #HITHRRERE, FIMYIEN.

INREIEHITENREE Web Studio #1THRIFEREN, HXEATEE VM HWIA,

« Citrix Machine Creation Services (MCS): /8 EMELIZEMEEENT. MCS FATBTHEN.
o Hitt: BFEREEMTHEPOLANITENMNIA, Citrix BIUEER Microsoft System Center Configu-
ration Manager ¥EME=ANARER, UHRERFHIHTEN B

KEXEE (KEAKE)

HREEL R B S RSB RERFSITENNE RN ET.
SEHARITHRESRARERNRENER, BFEUTHFZ—:

« APASRERMYIERE—THN EN) Ko
s ARBRERNERER— @S KH.
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R

L BIERTEGER MCS REIE R 2.
1. A BV EREFRGRE, AEEFE—THRE, BRPRESEE I HhEsE:
o EMMKR, HRFTRMGESIRENME. BREBRFRN, MEESIREEBEE,
AR
- E&fER MCS BY, 1B701E XM _EIBTT Sysprep.

- WMREIEE FMEMIFRE, Web Studio ¥eIE—MREE, BELENEGZ,

o BEEFIRE, EERBGEEIENRE, TUEEATEE VM, T8 RCZEREEFESFIIRE
MAFERGAHERER. ERFEMEIZITBENER, HEARKTRGEHFRERIE,

=

FE
- FRAESFNIREREIEN VM R EFKRIR,
- Hul, FRESIFIMEGELIEBRNE Azure 1 VMware HEH R,
BXRUMAISIERASIFNIREGINIEFAER, BERMEEE TNk
EMEEY, WRFE, AJUAMERGRINER.

AT BRI MINGE, FRREMGRET &ML VDA IR, B7ERRIANS/) VDA iR, BZ,
NRIELIERTRH VDA 7, 1551 VDA hRZ<FIZhBER Ao

MREFEREE VM SEZRIERSHERMNITENEERATRS, BERBIRES.
2. EFERIEAE VM EATENEREX S, BERERITENEEXHS, ARIEE VM,
AR

Bal, FRITENERSEXUHNETF Azure. AWS. GCP 1 VMware VM,

F VMware 81, ERTENEEXHLIZITENBERN, SIEEERTREFEIBISHE,

ERMEMNXERMUE, FEBREASHEE Virtual Machines (EiMH) i@, SAE%E Selecta
folder to place the machines (GEEBFHEITENMNMGR) B, REEREMNXGERME, NR
KIEE, RABPMAITTENELE XXX HRARRINIE.

3. ERZERIKRIRIVERF. N7 EBERASMNTmINEE, BHRIMREGLET &M VDA s,

BN

TIEA=EeE Remote PC Access BT E o
HREMIRREUR T EETENEERE LERNAR: 8. =z VM FEF,
£/ MCS B :
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o EEECENENNE. IREFTBYUBERANS, FEA0 (), Z2E, ERIEIHITRINTEIURENT
BREIE VM,

o EREEST VM BEEHNAEE (U MB AR,

s SIBNEN VM BE—MER. EAXNMEEREFIRE, EREEERPELERK.

« MRBEESS M, ATUNITLERER—MEKE,

o MREECRFHFSKEEMN, HEF—TEDHEFIRN. BSHEMNEFIR.

o MRECIBHNZNMEREDHEZOENKEEMN, EIURE— I SREF, FERTEAITEN LNIRRK
. BFERARER T IR BIENER.

fEREMT AR

W (S AN—7%) Active Directory i+ &tk &R, EHRM/FNT EDEIUVLG AT AT BZEMIAY Active
Directory kP &#F, MNREREARTE LIEE TESITEN, ERILUEZRAFMEE VM 18E Active Directory
BP&.

ANHSANBMG, FTUERRRREMTIRPRIFRRM, MmEMHELLTTE L.
ERAMTA (MAZEEA MCS) B

SNHRMH (HEAN) HENNERN TR TEDTREBLATENESAFMIBR, NI EET Delivery
Controller AMayitEH. BXIFMESR, ESH VDA hRAEMINEERS

TEGUEZ EEHWLRSZRIN SID

WME, ERITESIEMEIWIETRINS% ADAccountSid MME—HRIRIHEN.
Ak, BFEE:
1. EAZFENSHEREER.
2. A NewProvVM St EHRMBIB RS, Fu:
New-ProvVM -ProvisioningSchemeName '"name'" -ADAccountSid @("SID "

) -RunAsynchronously
<!--NeedCopy-->

BR, EREATENMEUTHR:
o AEBFRARRMAE AD KA
o RQTFRIAREH AD kP

R E FIET

BETENNE LIEENEFIRIURE MCS MEREEIEE (REEH) RETEHN (RBEH) =E. FRIANER
)
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o ERAPREEFI5E LU BRI E AR ERENITENLIE,
o EATEERREULNBEFHNMIEREMIZZE, BERTIHENZETESHERN IOPS,

VDA FRr7AsFZhEELR 5!

B RBVZhEERAEH ML~ RINERTB T BRI EN. EEMH~mRAPREBIIIIE, FERERHIH VDA, @I
REINEERR, ZhRE (RESHRE, NRIHERIRENR) FRANFAEEYAATERBOITEN. B2, RF
F 48 VDA hir 8 B RABIT BN T Mo

HEN (HigE) TERIBHHINEERFEEERE VDA £5l. X2IREBRNRMEIERG . RIAERT, SHW
MERERE LR RINHIINRER A INREEIE Citrix BN, HBAREMFAR VDA ML LA ERTHIRA, WEHFEXRUL
. B, WRGMHEERRT VDA IR, NIEEFIERIE,

Citrix Virtual Apps and Desktops ixz<al ge R #E# VDA ks, =iE#H VDA RAEMMINEELR S, EXFHER T, h
BERAIFTREIET VDA MR AR FE LR EHEARNE M. S MRAFTILIIEE—EIETEINRER A E R,
BREMINRER AN IME EEMITENTIR, E5IRY, SIMFEMINTARTSIETITENN VDA BE5%INEER
BITHERERS,

NRESITEN LR VDA RFRF S BT IXENRKTIGELS], NWESENTH LHEHEBRT. SUUSSERITEAES, X
L EA AT RE T A e @I Controller sk, T&E, &AL

o MIIRPRIFFEEIRE VDA BIITEN, ARENR VDA, AREENEHMAMEIBR.
o ZERFELET P TR mINRE RV BRI RER 5o

MREAFIRFTENRETEEESTENFNIER, USWMHEE, 6, 2B —8RES[ RN RIERE
RHEFR, WE—BESABYDELENESIERERFITENTMIBHSTENNE RH,
HE:

TERRZS 1811 F, HINT —MESMOTHEERS]: 1811 (MEBMRA). Z&HI AT 5% Citrix Virtual Apps
and Desktops ThEEEEAEA, 7.9 (REBRZE) R RBMINE T, ZRIAENFIEEHEBEH.

MREEE 1811 (HEFRAE) , WizERPHNIEFH VDA RAET£E:E Controller sgiEft. B2, 40
RZERPNEE VDA HrZ 1811 2L HMEBIMA, ENRBHFEIMENE. XEIENESMAR Citrix
Virtual Apps and Desktops (&23Ehr7s 1903 K HaihikasZ sipIE M 19XX kiizds) BZEH VDA B .

BCE B T ImBY $E &7
TEEMAHEF IR BIERITARANE TN, HER MCS EEERIPNEH (MIELTH) BN, JUETENLE

BRIENHIEET. NMREREA—ATEERNEEFMEINER, WETUEZERNBERAHEE IRMIEEERE
Bo
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BE:

L IhRERE R MCS 1/0 RehizF, REFHFAR VDA BRI LUEERELIREIZEF. RIAMERT, KREZIRK
HiEF.

ELIZBEREAIERN, TLIEE RN SEREAREEFEEREASMEME. BXFARGEE, BEMAEENER.
ENSAUENLNIRNBIERESS, IUERNTR ML SBRAEFNAE (MB) MEREEFA) (GB), 2
INERT, BUHEPXEmMETR, BRA “NERAEEFNNE (MB)” &, Eikh “BEEEFEAN (GB)” SHEE, 1
RRETHERENERE, DEARFHRAFTETEENRE, RI\EERLE, XEETRNRAMETESEREN,
BEBERLT, RANEWARZSHERRREEH. BF, BEERUTSIFRENTE:

+ Windows B eI IEEy4iEs (HAraiE Windows TIESH) .

s APERENMHEHIE.

« AFEAFPHSIEN ShareFile #iE.

s ATARIEAF, SHAIERIERRITRENIMNAER AP OIZHNE B8 EE,

Machine
Image storage
Stores QS disk and identity

S Larl for the machines using the OS5 disk.

Memory cache

Temporary data
cache disk

TEmssmssEEsEEEEEEm
srmsmssmssme e e a®
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Temporary storage
Stores temporary data for the
machine using the master image.

ENsaitBEN LNIRRSIEREST, HERUT=MER:

o MRFER “WEEFX/N EHREN “DRAEEFNAE ERE, WASEFRIGSE XERESEES
ABN VM NEMHEE (ITRERSEED). (X2 7.8 MERhRAHITRECEF.)

o MREPT “WEEEFEX/N EREN “DREEFNNE EFRE, RFRESTVEEAIREEEFT. SR
FERELIHEENRY (DRAEFNREE) i, KRENBIEREHEIIRISIEEFEE,

BE.

s IRMWEEEEFTEERT, WAFANSIERERTIA.
o WEThEETEEA Nutanix ENIEZEE R,
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o ERIRMENGE, FEEHENERPEREFE,

=3

AR

« BESS M HEEFEFEEAEEFNLEREFIEREFA. ENRRBERRET, RITBNEHN
R R EFE A (GB) MO ELEEFNNTE (MB), HARNFEFEE— AT 0 B9AN.

s AEEEEEEENLNREFELEN &7, FEit, NMREA “PERALEEFNAE &, WeIUEEE
S8EN LEMRNESE,

o MERNMEERHEEEZFANATREIFMMERE. XG5S BFBERUKIT B A HAELE,

NIC

rmEmASESIE Remote PC Access BRE B0

EMgEORTE L, MRTVERZNNIC, BREMNESENREXE, Hli, AAUSE— AT HEERN
REWE, Z— M FRETHENENEANMSE. el BMIETTERNSMRER NIC,

HENIKA

I TIE X7 Remote PC Access BRI ET .

FitENKPRE L, BEEHRMBOITETF AP AP AN Active Directory iHE#HIKF AR (OU), EME
OU ZF#RREAERAL (/).

70 OU By, MNRERETRATIRT, ERILBRITIATRIE:

o ERBHLEHTIER,
o FEFAEELUATTERK.

ERILLER Z BIECEMRIREIRER, WAIEEAEARREE. MRECABREEERREESENERE, AT
HEtIRIZER, AREREITENBERUEHEREERE,

HTENIRR

IETIEN R MCS eI EIHE .

BRPHNESEHTEILSIEEH TR, KNEAAWENBERPIITENRERR. EficzE, XETEVRMA
FRiRP, SIRBRELEESITI