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HiRl, ETFGARESIEAREBIRHEIT AP A LURE £ T SOGA RN B2 FEARSFR R, AR IE
“TTFX BERFP. BRANBPIBRNAREFNTES (BongEaNitEN).

[ACS-222]

« Citrix Gateway Connector B R EM R ELE
R4 Citrix Sahg#Er &M, Citrix Cloud Gateway Connector BFREEEH iAo
[NGSWS-17100]

2021458 1H

+ M Citrix Secure Private Access fRS#UBEEHMIIRE F #0R
BERHIE (B1E&1) BERSKFIZIE 90 XiEM Citrix Secure Private Access lRESHUBTFMEPHIPR.
[ACS-388]

« 538 M Azure AD Bx 52| Citrix Workspace B/ L8

MIEE L T EEM Azure AD BX&E| Citrix Workspace MABAEEFHSE, LUETE Citrix Workspace &R
N, BTERT LGB 8 B RIAEE Citrix Gateway RS AP REFRITIHEK S,

[ACS-351]
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o EEENIR TRAERThRE
Citrix Gateway Connector FpuEENI TRSZ 71858, SJLUMEBNERHEMUGENAE,
[NGSWS-17212]

202143 A815H

o TEIERIIAE
AT T ZSILEINEE, UREKEFNEEREBEFEE Citrix Gateway Connector BYR§E1%.
[ACS-85]

« 257 Web RBAIIERE
ERATEF IR VPN MRSRI%Es41 Web MARRFE, Web MARRFHEAEERIIZGH,
[NGSWS-16469]

+ 3/ Citrix Gateway Connector f£f TLS1.2 A &L EMWERES

Citrix Gateway Connector IEEAH A R ESRKFIZBEMH TLS1.2 RKiZEHE Citrix Cloud BRSME
fth/EiRARSS 28,

[NGSWS-16068]

202011511 H

o ERE Citrix iFlz4IRS
HiaEHIIRS B ZEd & Secure Private Access.

[NGSWS-14934]

20201085 15H

o IR ELLED, T17E Remote Browser Isolation ARz /E5h Saas W Web FRIERE

SERMER UMEAERELED, %F “14%7%E Citrix Remote Browser Isolation IR B s AR
" LUAZ1E Remote Browser Isolation RS BEINAIER, TitHMtERMNT2IRE M,

[ACS-123]
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2020105 8 H

« 73 Citrix Secure Private Access {5231 BE B &8

EERAMER LU Citrix Secure Private Access ¥ 289 BREE X IEEBE, BEAA LM Citrix Gateway
RSP RAEN B EmEPRELLILE,

[NGSWS-13754]
« Citrix Secure Private Access |52 R EEIEE 1Y RBAC #5454
RBAC #=#II7E7E Citrix Secure Private Access J 2881 EEIEISE FREIHIT.

[NGSWS-14427]

2020598524 H

o B AHIN BB AT VPN ihiail Web AR

W7E, ERILUEEA Citrix Secure Private Access 3234 BiZF@d At b2 m Axd bl Web A2
FFE9TE VPN 518, Google Chrome #l Microsoft Edge 5% 38#85z #% Citrix Secure Private Access il
e BIER.

[ACS-286]

2020578 T7TH

« 7£ Citrix Gateway Connector +35iF Kerberos f2&
WE, ERILERE B RIS PINIREARIIE Kerberos i2&.
[NGSWS-8581]

20206 5 19H

« Citrix Gateway BRs37#0 Citrix Secure Private Access RSSEE 5 M RiEiARIAR

5/ Citrix Gateway lREHR £ EE AR PAIE R LUR IS, FIa0xd Citrix Gateway BRE5#1 Citrix
Secure Private Access IRSIEIE R RIRIH R R,

- 3¢ Citrix Gateway fRZEE R iFH RN ENEE R REEENAEFFAER.
- 37 Citrix Secure Private Access [REEE RN RN SRR REEEBERRILIANLE.

[ACS-205]
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202058 8H

+ Citrix Gateway Connector 13.0 yFHEHBE T

- MKRIRER: SUETLER RER ek A Citrix Gateway Connector MR, Ea U THREX
HHE5EERAZLIHITHERRR. BXFMER, ESRMEA Citrix Gateway Connector AR AR,

[NGSWS-10799]

- EEENE: EIERT R EEENE EERIANXIEERREFSEEIR, HANMXIERRERER
El URL, BXFAEE, H5H 5R L& Citrix Gateway Connector,

[NGSWS-8580]

V2019.04.02

« Citrix Gateway iEi%233 H i IEH Kerberos S5 183F 3% [NGSWS-6410]

B7E, M Citrix Gateway ZE#28 5| H it RIEBHVRE S 15 Kerberos &3 %iE. Gateway Connector AR
BENREEER HEAE#T S RIE.

V2019.04.01

« Web/Saa$S AEFREME T LB I NEFEENM X ERRHITRE, MMERTNAXRSHRIE, 0
REF R THRETLARMEINGG SaaS NARERF, METFRINZEE, LISIEZN AR F I At X a3

=B
E,\J/HLED

Bln, RIgEFIHES Okta RiFH SaaS A#EF (301 Workday) . EFBIsEHE, BMESSFRE Workday
HIEREF 2B Citrix Gateway RS HB, BI1&S Citrix Gateway RS 1E 1 A o X 328 B H B
Okta RSB SR RIERE. HAF MELMEREEES Okta IRSEA, XBEITFEFE% Okta RS
TE_RARSHEIL,

[NGSWS-6445]

TR IAT IR IE D2, MREBERERFTNRERTP NAXLEINME, eI RS IEMET RN LE 2

—Tt
%,
[NGSWS-6532]

+ Remote Browser Isolation R EE AN EshithIEIR B, IM7E 2 Remote Browser Isolation fREE
E[[/3 B BehtIEER A,

[ NGSWS-6926]
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V2019.03.01

o T RIMXIERSE"

TIEFHRMT “Hm”

87z Web [z 2 &SRS,

[CGOP-6358]

o £ “ipiaEE Web Z378”
Gl sk

=i Web ik 2

[CGOP-6205]

TheeF A

June 19, 2024

R &

ERERABERMNRRABEIENREENE, EEERAPERTRSBENR, A6k
BXFmEnFRHNIFAER, BER et

RPN T — MR BEMER .

TR B9HR%EH.

T IEEZ$ 748 Secure Private Access BRSZThaEE, LUEEE LIREHHE WS
R EES N FRNSER I,
AT IFRR.

TRYETEFANITRIFAM Secure Private Access RS IhAE,

e

FFinin Web R EEFEH
ZE iR VPN e A%

EHF£FH Web it

REISMZ 2

BEEEPERFANMAE

2023 1R

2022% 1284

202248

FHBEH

20234108 17H

202212831 H

2022 6H15H

e W RH R TRIFERZSRTIR, MMATFRRINNERSER

£ EBEIRAMORERE" ATANT 718

RE, Citrix Bam

&k

RIBEAAFIER Citrix
Enterprise Browser &%
B#ipRl, BXELZHAE
B, BBHAXTFRELER
i VPN 3518 Web [z 372
Fo

1R Y Secure Private
Access FENMEERIBIF.
16485 RBl EEAIEE,
LUEM Citrix Enterprise
Browser #EiF 4 IAE 5
THEELXBIM b,

~Em
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mE EEEPERFHANNRE
Citrix Gateway 20224 5H
Connector

XFFH Web (E#EFIFRMNEREF i VPN

o HFAREEF R VPN pRIGE?

FHBEH

2022 9H30H

&k

Connector Appliance,
R MR EESETIEE
Connector Appliance,
BRI WX EESETEE
Connector Appliance.

i@t Workspace for Web GERTF HTML5 B9 Citrix Workspace MARER) HRERE R B EMIEEREST
2REIMIAREBMLE N ATEFRY, Citrix Secure Private Access ERETF CVPN figia) A%,

P =

X238t Workspace for Web GERF HTMLS5 #9 Citrix Workspace NAERF) RNERN BERFY,

FERATEF I VPN 58 75%E. REREEERTERENNAREFS =

o HTALAEFRAXINEE?

&R VPN AiEERAEFIG URLES, XEFRETIEREREEARRRS,
EFPRRLEGHERN, ARSSBVAREFTRNAK. X5
M AEFARER, RINEFALIEE, HARNSATERINBERASEZ —

o EEMARmEIFRIEEE Secure Private Access N RIEFMRZAF?

EREBERT, HES Web A
BRALAPFEAE. ATRARMNNEFARERE

gnRi@id Workspace for Web i5iplERIEEEB&EE2R LRGN Web AR, NIZNAREFHIAIRE

WAL,

CARSEMRLRPET Workspace AERF. E#ifal. Remote Browser Isolation (RBI) 2 Secure

Access Agent ERIR RTERF .
s EMLEBERHR, BERMIZEAM?

Citrix Enterprise Browser: &/ Citrix Workspace R B#2R@id Citrix Enterprise Browser if5ia)iX

LV AEF. A EHBTERNRLIEE (FIINREITE. FTENRRE. KEN. RIS
RURENRLKBF R, EAT Citrix Workspace B Secure Private Access.

IMGARTE) AR AR EE,

BEfipn: REBERERFIRAERBRNENAEER, BEAERRNAE, Ed%G%E, JUEERME

AAHF KR (Fla0 Chrome) AR ARRF. ISR ATFREETLI

FYITRY,

Uiy 12

& =% Citrix Workspace R F

BEHAL, LAATIFEERE. BXEZFAER, 55R BizniEtl Web AR

« ExFm@EE Citrix Workspace R 2R3 Secure Access Agent i5iRIfEfRIEL A M AIEFIS?

xR, A2 -sE@EE Workspace for Web 5y Web MABRERF. WXFBRF

B REARIRIRE

8y Citrix Workspace #2535 Secure Access &P imihaME RN BERF. fNER&EE Workspace for
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Web 3§ Citrix Workspace 2 F#2F# HTMLS ZRiFIRECE 7188 R 2 REIMNNBN AR, NRHXLER A
ERF BRI RARALE,

o EHEHEMEEL?
BB R Citrix AR,

Citrix Secure Private Access \|’]

June 19, 2024

AXEERENBINAERFAIMAFIZE SaaS AERE M. AXEERANAREFEER.

BERSSE: Windows 7. 8. 10 #1 Mac 10.11 Eshrax#F Citrix Workspace R FB1ER.
Mg is: FRARMRAR Edge. Chrome. Firefox =5 Safari #5884 R T1EX,
Citrix Workspace %i%: FEERBTEREETS (Windows. Mac) # Citrix Workspace 4R X,

TRIRE

Citrix Secure Private Access aJ#58) IT Mlx £ EEREERNNRLBAFAEHERN SaaS M itE Web
EFhE. AFPFSHBEMRTHRESRSR, MmisaichResA THERTRERENINE, AP BETE MRS,
IR FIS AR R R 5 B9 1R A PR LA 5% FB P BV R R BX A A8 1 12 1E

Citrix Secure Private Access &4 7 Z# Citrix Cloud IREMTE, NEXAPNBIERIRHEERMNERL,

Thig RMINEERARSS /A
ER—¥NAFRREILRNAER Workspace {&3&/Workspace K BiER
SSO % SaaS #1 Web M AB#ER Citrix Gateway Service Standard
Web i@igf1532% W TUE R AR SS

$t3¢ SaaS Mg R L HREK TN AT

TEFE Remote Browser Isolation AR5

Rt 3 19 A0 KU1 T A9 B AT L1 Citrix Analytics
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FriafER Citrix Secure Private Access iR

1. i Citrix Cloud,

2. 5%k Secure Private Access BREF,

3. BiE, EMRS TRMT Secure Private Access BRS.
4. 3Aia Secure Private Access RS Ul

% 14 ;= Citrix Cloud

EFFYAMER Secure Private Access BRSS, EwidiseeliE Citrix Cloud kA iR &
B RUMA RS2 (ERYIFARRIEAIRER, 551311 Citrix Cloud,

REJEHMARIZHIAK,,

$1% 2. HiE Secure Private Access ARSEAF

EiER Secure Private Access BRE#4Y, i&1E Citrix Cloud BREH “TITARS” HH T, EFE “Secure Private
Access” HEMLFRY “BRIZA” HEITE,

BXIFENEAEAER, 158 https://www.citrix.com/buy/licensing/product.html,

= cifrnx 2 o v
I
0 ‘el @0 20 4»0
= =
Library Offerings Resource Location Domains Notifications Open Tickets
(View Library ) (_EditorAddNew ) (_AddNew ) (viewAl ) (_OpenaTicket )
My Services (3)
i & &
Analytics Secure Browser Secure Private Access
Security, performance and usage insights.  Protect corporate network fram web based Zero Trust Network Access ta all IT
sanctioned applications.
Learn more Learn more Learn more
Available Services (14)
Praview @ - _
@ & i S 0
App Builder App Delivery and Security Application Delivery Content Collaboration Endpoint Management

Create no-code data-driven apps to
customize work and commurnication

Learn more

Deliver and secure your apps and API's
across multi-cloud with a self-healing
service

Learn more

Management

Hybrid management and analytics service
for Gitrix Networking on-premises and
eloud.

Learn more
>y ADM?

Secure data access on any device.

Add Service v

Learn more

B35 RHEN, £ “KHNRS" T Secure Private Access iR

Enable subscribers to use corporate or
BYO devices.

Request Trial

Learn more

53 Secure Private Access BlRE#XFIfE, “Secure Private Access” RSHMLEREE “BBARS” 265,

12 4: 3418 Secure Private Access A5 Ul

BN Y BB IR LAIAIE Secure Private Access BREZ B F £ HE.
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- EFERZLAFER Workspace fipRI N AERF, ilIuATEHHAER Citrix Workspace M A2k fE A
Workspace URL, &E#4Fi&11 SaaS MAREF A REIEMIEX A &M Citrix Secure Private Access
RS %, Workspace MABEFEAI MM https://www.citrix.com/downloads F#. & “BHRTHRE"
H&RG, % Citrix Workspace B2,

o MNREECE T HIERIAIE, EHERAFILRILL T

- *.cloud.com
- *.nssvc.net
- *.netscalergateway.net

EXELZEFMER, 5%2% Cloud Connector B MISEE UK Internet EEEK,

o WARETRII— Workspace tkH,
Secure Private Access fRSZ R 5 AR

June 19,2024

P YSES pu

£4i VPN iR A REREEKRLAFKE, EMERIREHRFEFHRITHRSIHEEZHEEE, Citrix Secure
Private Access 7 IT 217 —AR2ITHIHEE, UPSEREBHRENEN, E£AFATLEENEMEE (TiLEH
EREXTEEFIRE) HAEE T #HENTBERF,.

Citrix Secure Private Access NN AREFIRHEBEN S ML, BAERTIFMLEMNR2TH], Secure Private
Access i T 7EFE R Device Posture fREEI KIFZ iERERA P IREININEE. RIBEEN ZHIIER Device
Posture £, EERAUNNAREFEXBMRIIES %,

Device Posture _SaaSApps
Checkservice
3 party N

IdP \

‘ G Suite *

b‘ Adapnve

A
Rlsk
Citrix DEWCE scnre
Identity Posture Internal web apps
broker
!

_++ > D Micosolt
+++ Dynamics 365
— { ED)—
Client server apps

Connector
Ao and IP-Port groups

S5 (il
ANY Device Managed & At
Location BYO devices

Role Risk Location Device

Secure Private Access

Customer environment

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://www.citrix.com/downloads
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/proxy-firewall-configuration.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements.html

Citrix Secure Private Access

BENLZE

RIS 57 30IER HE0ERBE ERNSHIRIERE. BENSHIRIERT LIRS Device Posture. #IE(IE. WMER.
FAPAL/EIIR AR, RIBRESINEES, EBRAUEXMNEZNEARE IT AT MR BEF AP #7351,
XAVFALERE R R L LHEERIERSIESR, SQIEAH SaaS ARERF. ThE Web AERF. AEEFIHIRS
BN AEFMKSEERS (DaasS). EXEMER, BBH BENLS,

Rz FR2 1 1) A PR

Secure Private Access AT ATER & VPN B9IER FRIES 243 Web M AREFHIERE. X#E VPN FEZERE
#EBZER Connector Appliance, Connector Appliance #4848 Citrix Cloud iTiHRBIZ HibisH@E,. MIBE,
Secure Private Access TEf# A8 VPN BIA@d @ EEEEIRE Web MBERF. BXFAEE, B85 LERERH
1A PR

BRER

BEBERSHIIE, ARFTLURHEBANSHIRIEHRL, UEMBREAFIKFEIINEHR, Secure Private
Access B3 R B RINAEXIFIE SaaS. faF Web MEFinRS BN AREFERAERNBIEN SHIRIERR. BX¥4HA
1|:| oy 'Lﬁ%lﬁ %x‘ﬁﬂio

HERRE

Secure Private Access ERZL AP EEBFEREREEMLZ LM Enterprise Browser K&l Internet, H&&
FFEE) Saas sifhE Web MARRFE, SMSHMESNRE, URAENAIRTFHAZNBEFRERS. BX1F4H
=X % %] lﬁglﬁl J'J”'_%%ﬁz@o

Device Posture

Device Posture RS AFERREX KR, UREZHZEIFEAQBDHRNERIZENRS, RIBAHHSMERS,
Device Posture AR5 BT LUESE 5 a) SR (43 (Al 57 F 72 B Al SR E A PR /S22 1A 1A PR

LRLRAPARES Citrix Workspace KIiEIZRT, Device Posture ZRimsINEE XSRS HMMNER, #5 Device
Posture RSHZXLER, UHERRNRSEERFERIEENR,

3% Device Posture BR53 5 Citrix Secure Private Access #£E/, aTUME[#A R 21k SaaS. Web, TCP 1
UDP WR#ER, EHEM Citrix Cloud R FMFM AT BM. BXiFMES, 158 Device Posture,
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%5 TCP #1 UDP R FRiER

B, ZEAFFEEHRNLEEFH-RSBUMAER, XENVARFNERLUTRR, ERUTHERC. ARFTLE
FREAMESRXERNIHAERZAEFRITTRNR LR, XEFTEAPREEAZMREMINNER TiARXLE
F.“ZFE*EE’_‘%_O

Secure Private Access BRS @13 A 1F ZTNA IREXHXLEN BIEFNZ 25 RRMAR TCP #1 UDP 22FFE. AP
EE] LAE AR AN b e sE i I H T &Y EizfTH Citrix Secure Access Z P igifRIfiE € AN AER, &g TCP.
UDP #1 HTTPS M AER.

BRX%RAIEEERIEE &5 Citrix Secure Access B i,

o 3+ F Windows, aTBLM https://www.citrix.com/downloads/citrix-gateway/plug-ins/citrix-
secure-access-client-for-windows.htm| F&EZ P4 (22.3.1.5 REShHREA).
« XF macOS, FILUM App Store TEEFIRIRAE (22.02.3 REERE) .

BXFAER, BEHE WEF in-IRS B AREFSR.

& & Citrix Secure Private Access

f£F Secure Private Access BI2#zHI & B A SaaS MWBIER. RS Web fABER. TCP #1 UDP MBIEFHNE
EEMLZIHNRR, LHEHEEERENSMIIINEE. SFEAFITRERNNREBEFEIER IR RS,

RESHHBHIE

T RE B F Citrix Workspace W& IIEA %, BIENF % %IEE—M Citrix Cloud BRS, aXEF Citrix
Workspace &R AR ERAERS BRI,

&< 1dentity and authentication

Dushbosrd Current authentication method (%
3 asptications
Active Directory
EQ oovico Posture To change your current authentication method launch Work
Idantity &

@ Settings
iq,  Troubleshooting Logs

jon enables advanced authentication options including the capability to scan the endpoints for device posture. Based on the results, the admin can define how they want to authenticate users to their

Configure Enable

A -

BXFAER, SR IRESHNEHKIE,
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MEMEBNBER

ERSMRIEAERE, FRABEREHSERE Web, SaaS % TCP #1 UDP AR, BXIFMES, ESHE A
EENVAER,.

BRIEENR 2

ATRIPAS, AR SaaS LARFHPANT BN RLHI, ERE LA Workspace LBREFR, 81K
BE&f=3F Citrix Enterprise Browser SEhifREI, & EEA Workspace M AERF Web st#5hi& &BI7E Secure
Browser L32hERRS.

o PREIBINEARIGIRIANPR . Z2FE M FARERF R RSB IR Z (BRI BS 7]/ & il A E 2 1,

o PREIFTEN: ZFM Citrix Enterprise Browser s$TENIINEE,

o REITE: ZRBFPMNARRERTHANR,

o [RELEH: BRRABFENARERFRNLHINEE,

o BIRKEN: EAFRRBLEERKE, BETRAFITENNAF R P fhit,

o RENRBICR: PABRBICRSR. HAPSAFERAFRINEZNERNARRFN, MEBHANSEZAICRSEL
&, Lo, AFRENRRRF ERITHEEEZEIZRIZRIERP. Fia0, WRH Office 365 BAT App
Protection 8%, # BB 4IE Office 365 Word x4, NIFFEIRHEICRE EIRBEREIME,

- REIRREE: Z2REATARBBREFINAEFHRERNIGG. IRAFSNBERRER, WsER—
THRR.
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Action for HTTP/HTTPS apps *

Available security restrictions:

Restrict upload: *Applicable to Citrix Workspace desktop clients only.

Advanced options:

BXFAER, FESRECENRERK,

E A Citrix Enterprise Browser BN BIERFE

Secure Private Access ERA& B A aERERA Citrix Enterprise Browser (CEB) BatENABERF. CEB 2—HET
Chromium #9:xI%i28, 5 Citrix Workspace M A#2FSEME—#, AI7E Citrix Enterprise Browser Fifiial4EH
SaaS WAER, MMEMTLENRZEMFEEE,

BILU CEB BB RFREMEHTER Web AEFHAE T2 RIZN SaaS MARFHE LN R TIFX K28, CEB
ATAPERNZIENIFERITAMEERER SaaS/Web AR,

/& A Citrix Enterprise Browser =125 d] L&A Global App Configuration Service (GACS) % Citrix
Enterprise Browser EBEAZAIANIE3E, LIEM Citrix Workspace M AIEFER) Web #1 SaaS MBER.

@it APl #1TECE
ATHTESE, UTERINER T AFRERAERFRERA Citrix Enterprise Browser # JSON 245 :

"settings": [

"name": "open all apps in ceb",
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"value": "true"

<!--NeedCopy-->

BIAER true,
®T GUI#ITECE
PR G CEB IRE NN FBEF B EIBIRIAR KRR &

Open All SaaS Apps Through Citrix Enterprise Browser

This feature makes the Citrix Enterprise Browser the default browser to open Saa$S apps without enhanced security controls from the
Citrix Workspace app. If disabled, unprotected SaaS apps open through the native browser on the device.

This setting is not applicable.

This setting is not applicable.

Ej Mac
Windows

This setting is not applicable.
This setting is not applicable.

This setting is not applicable.

BXRFMER, BS10i@T GACS &2 Citrix Enterprise Browser,

173 Device Posture E2E&E BT L F>GHIR MRS

Device Posture Wi/, AFIREER, FHERFNRALAEMEIALEM. L5 IEIEH Secure Private Access R
RS 1R, FATFIRIE Device Posture 12t T4,

1. &= Citrix Cloud,

2. 7£ Secure Private Access B3R b, BHEE,

3. EEMSAZHREE HRNK, RAERE “CIREK,

4. WNERIE IR EEER,

5. £ LARFYP, EFEUITEEFRITIRRNE BEF—AN AR,
6. BE “GIEMN” HHBREIZAN,
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7. WARNBIFMAVNEERR, AFRE “FT—F

8. EEAFMRMY. BFRERERERAFETRAERF AR IR BRI Z M,
9. &g + 0 Device Posture %&f#.

10. MTFHIZRZ %R Device Posture iEMZERIAR.

11, EFEEXTEPHALTEZ—:

Step 2: Conditions

¥ Rule details

User*
e Conditions

Matches any of A Select a domain AV administratoradminis N
e Actions AMD
Device posture check ™~ Matches any of S Compliant, Mon-Campliant S :";:l
.

o Summary

o o -
(#) Add condition

\_Geneet ) Back “

&M - ERTANIRE

« REM - ERTARBHNKE

12. BEFEFT—%,

13, REFEITEERMILANIRE, ARRE “T—F
HENHEETREENIFRES.

14, BWIBFAER, ARRETTH.

AR

FERIKREH P REPIFIEAHEMEAE M Secure Private Access N AEF&EM N BINANBIERF, TiE
Device Posture t{a], 9RIEFIE = LR,

REARF AR

Citrix B2 R B Citrix Secure Private Access WEB T BRe#=Hl, Citrix Workspace LBEREFEREH
BFFEERNAO S, RKBPTLGER Citrix Workspace R AREFFREIMNBZF. £E. SaaS MARFFX
4, f&Bh Citrix Secure Private Access, BIERAIUIZHIREZ AR W@ Citrix Workspace Experience M5
BrRREmZmEE Citrix Workspace B BEFEFimihinl SaaS RARER.
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Security OFF Open in standard browser
Workspace - P
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> EmmR
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=} ’ ¢ : 3 e Open in Citrix Enterprise Browser
= Allow
- E < <) _ # U ﬁ (1) Deny Access restricted
» = =
V.0 @ Redirect -
3 ; Enhanced 0 0
i ] ] B
o & a & Security ON -
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Secure Browser Service

LAFELR EBE Workspace AR, MIISBIBCHWEARER. KE. X4 SaaS AERF. NRAF
FEEAERL M EE SaaS MARER, WiZNBEFBERMRENVENKSETITH. IREERBATIERE
2, N SaaS MA#EFHTE CEB L#y Workspace RAEFH$TH. SaaS MAREFM Web [ AERF BN
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- | AN
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Internet
u N
Open in Secure Browser
Allow
| 4] X
Redirect
¥
Enhanced (0] 0
Security ON Deny g‘
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[E#, 1€ Workspace Web 1P, 2AEERL4E, SaaS ARFBERNRENITENKREIPITH. BHYE
ZelfE, BERENITZENREFITH SaaS LARERF. BF A LUIRIEREHERNMILRIZSIE SaaS M ARERFTH
PG, BRAREHEN Web iR AIER, BEBFAREHEN Web i,

DT FERIR

Secure Private Access IREZ#=4IERER SaaS. Web. TCP #1 UDP N BEFMi2kAE AR, BHERILE
BRAUE—MASE THRENBER. BF. EESETRRIMTERERER, UWHER, XEHIEZM Citrix
Analytics FREXAY, XEAEIRAB D AU TLE,

o IERMBEEHRR
s AR

. NAREF

o IAIA)EREY
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BXFAER, B5R EHER.

Dashboard
Last 1 Week v
Logging and Troubleshooting Users Applications Access Policies
Logging and Troubleshooting
Diagnostic Logs (1)
Device Posture (i Login/Logoff (0 App Enumeration (O App Access (
" L] I
48 249 1750 95392
@ Compliant 6 @ Success 240 @ Success 1724 @ Success 82026
Non-Compliant 34 @ Failure 9 @ Failure 26 @ Failure 13366
@ Login Denied 8
See more

fiR RN FATEF B) R

Secure Private Access (X ERIRFHIZUA SRR EEESSHIIE. NARFES). NAREKZEM Device
Posture BEHEXHEE.

o EEMAE: EEATEM BlNLK AEHEXNEERE, 2HEEABRRKAREEAIIRALBEHEXZ
EHNESZER.

« ELID: ZWBAERER—PES ID, AFXREIARIERMFTE Secure Private Access BE. — M AERF
WEAERAUERZSNEE, BEREMNRIE, ARRLERNBEFTHNNBREFKE, ARENBAERIHR
G, MEXLEEHHSERECHNAS. 5 1D BTFXBRAEXERE, EALFERES ID MiLiskBES,
B S E N AEFAIREREXHFE B,

BXIEAER, EBREMMR Secure Private Access A,

« “« Diagnostic Logs

@ Dastbonra Diagnostic Logs QLY Device Posture Logs (0)

[ Last1weax v | @ adier
Resulsar iite 1 the first 0000 records. Nartow your search rteri ormor relevan esuts Export o v form
e caagary ropse Tansactontd Moo seces o cone vearname sus I
dentity & Authentication 20240313 10459 App Enumoration WebiSsaS fo-83dc-4oba-bb33.c2A201CS1. 0x10050c saalad ® Faiure
S s App Enumeration ©

B Toubleshooting Allowed or Denid acess fovrious reasons.

solution steps.
ns-details below) 8cf006fc- 830 4oba-bb33-c21201c51642
NA
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SPA Access Policy Service
Policy Evaluation

s below)

Enumeration
NA
Enumerated Applications
Applcaton Apotvpe. | policyname Rute name Rosut
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IR

o ERSEEAZEBRNIEARES (Web/TCP/UDP), EEEMAE LITHENTRE
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BT EAMAR NN ARFERSEESE

x4 SaaS M ARFRIILIENBRIRS)A Citrix Enterprise Browser
x4 SaaS MARFHIHEINRIRE A AERENAE IP it
58T Azure FEER SaaS LAEFHNR S

a8 T Office 365 MReM

1853 Okta LAEFNL 24

BENE

Secure Private Access f&7T

BARE#R

SERRLEN

Citrix Enterprise Browser

@it GACS &I Citrix Enterprise Browser
BERESHNIERE, EFANIMRE

SE0M

338 AT NS EEMLEIAIE (ZTNA)

f$ Citrix Secure Private Access iFiafhE Web B2

f#/ Citrix Secure Private Access iplalAt SaaS WAEF

M Citrix Secure Private Access ipiRlE BE P is-RES BN AEF
M Citrix Secure Private Access RIFERIZR 2

f#/ Citrix Secure Private Access 2t FREZRP

=L BPER Citrix Secure Private Access B9ALe
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Secure Private Access IRBRIE T £HNBIHERAGKK, HPESEEX SaaS MARER. A3 Web MAEFH
TCP M AREFHNEEENEZLRNS T HE. CEEEREIEERHAYTRERENSMIIE. SR ITRERRN
BiEF. BIEMNIAINREIEMN BEF.

tESAEMEERENIHNEEERMESINAHRNEE, thih, ERET —NHEGR, JUEETRSEKE
BB REA M EXRE R,

ERSBREEUTHE:

ERITRE E R Citrix Workspace BB 5 1IE S %,
HAF RN ARER.

B B FRE R 18] SR BE SR 3 BC R AR A2 5 1A PR
EENAEFEE,

> w e

ifia] Secure Private Access EIERIESHNITERIZAS

BHARST, BRITUTIE,

1. 7 Secure Private Access [REZEHR F, Fd “BIE”,
2. £ “BBR” Timrh, B4,

Himanshu Parihar
CCID: 15j9itt962va

= | CilriX | secure Private Access gl o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Citrix Secure Private Access provides a better, easier,
and most secure way to access all enterprise
applications using Zero Trust security principles.

Zero Trust solution using adaptive authentication with detailed device VPN-less access to all internal applications, acts as a bridge between private and globally Best user experience, eliminating traffic backhauling and privacy concerns
posture, built-in multi-factor, as well as granular security controls like distributed cloud-service points. All connectivity is outbound from your data center to the with personal employee data going through the corporate network
watermarking, copy/paste controls, among other security features to users, without even a firewall port opening.

protect data and applications.

Top benefits of Secure Private Access

& Al £

Reduces operational cost Highly scalable No changes to DMZ
L Fully managed by Citrix Scalable to meet large enterprise needs No need to open extra ports in your corporate firewall
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TR 1. KRESHMBMHIIE

HEEIT R E B R Citrix Workspace BB R IIEAZ. BiEN S HEIEE—M Citrix Cloud RS, THREF Citrix
Workspace WEFHBF ERASREHIITE. BENSHIIERSE Citrix 8. Citrix T&. =HFEM Citrix ADC,
RIEFAESREMIEEE, WTFFR.

. ZESHRIE

+ Device Posture 13##

o USRI

« 3¢ Citrix Virtual Apps and Desktops #17 Bi&M i8]

« REBERENSMRIE, FER EEAERRENSMNEIE RATER) , ARTREE. AXEENSHE
ENEZFAER, F5H BENSNRIRS. EERBENSMHRIEE, MELE, AILRE €8 BHEE.

Zero Trust Network Access to all enterprise applications
Seeure access to all enterprise based on adaptive and access policies

. Step 1: Identity and authentication
Identity & Authentication
Select the authentication method used by subscribers to sign-in into their workspace

) Applications @ Configure and use Adaptive Auth (Technical Preview) ()

@ /N Nt Configure

3) Access Policies
Adaptive Authentication enables advanced authentication options including the capability to scan the endpints for device posture. Based on the results, the admin can define how they want to authenticate

1 users to their IT sanctioned apps
(3) Review

O Use existing Workspace Authentication

c Active Directory

To configure or make changes launch Workspace Authentication [

o MRERMERT BB HIIIESZHRIIBEN S HEIE, 8T “EEHEE", ARTHKER.

Identity and authentication

1) Overview

Dashboard Current authentication method (&

(@) identity & Authentication .
Active Directory

B9 Aopteston @ configured
Access Policies

To change your current authentication method launch Workspace Authentication ('

@ Settings

Adaptive Authentication Not Configured

Adaptive AL 1 enables advanced options including the capability to scan the endpoints for device posture. Based on the results, the admin can define how they want to authenticate users
to their IT sanctioned apps.

Connect Configure Enable
@) @
Adaptive i
Authentication policies for Workspace

EENMBE M EHERINEFBRIESE, FETE Workspace S{AIE,
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SR 2. ANMEENBRER

BRSNS AR, BRENBER. WTFHXERNAR, VAEFERNEFETEANAER, B8 ERNN
2R RN ARRF. S UMILTTERN SaaS MARRF. Web RAREFEHM TCP/UDP AR, ERMMARE
F, BRERINABERF.

AINEAEFE, EAUERGAEIETIH,

Himanshu Parihar
v

CifrIX | secure Private Access .-. e CCID: Tsigitt962va

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Step 2: Applications

@ identity & Authentication
Configure and secure enterprise apps from unauthorized access.

Applications A There are no apps configured.

Review 7

‘s
I\

About applications

Configure any Saas or internal applications for secure access. Optionally, enable
single sign-on (SSO) to remove the need to enter username and password when
accessing the applications.

e FEIRERES BIAINN BERF.
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Add an app

To add an app to the library, complete the steps below.
». Choose atemplate
. App Details
» Single Sign On

~ App Connectivity

« Fmil Web ZRiERF

- el Web mERRE
- EE Web RAIERM B

o 70 SaasS NMARER

- XIFRGEIARSS A
- BET SaaS MARSHBNEE

- EEXFIH-RSBNAER

- XFEFR-RSENARER
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. BEIRA
- BHERENRERER - RARATER
. EREERMN QIR AR

- BB SaaS Ml Web M ARZFH RIZiHRINR

TR 3. REABZFANBIARRE

BHURIRS MR, HEETRBFAFCRANAAXBRARERRIGRF G XEMRNA LD 5INAETF
HTTP/HTTPS #1 TCP/UDP RiF#2R, £EBRFATF RS,

Secure Private Access FRIAIRIERIE A FEIRIER A B IRENFES AN ZAN N BAEFNFRE, tsh, &Eard
BERINUTR2REIRE AN N BEFNZRIEE:

* PR&IEINEMR AR
o PREIFTED

o PR&ITE

o PR&ILEEH

o RIRIKED

+ [REIZHPIER
s [REFREEE

BXXLRFNELER, BHSEEENARRGE

1. ZSMERL, B FRREE, ARRE "SRR,

B ©

/A There are no access policies configured.

0 @

Access Policies

S

NFEXRERNAR, HiRRE ERNEFETEARR. SIRRIRE, FJUERITATHARE,
2. RINRBER ARSI,
3. £ NAREFP, ERGIGRFIRITIRIEH N BEF N — AN BEF.
4. BE “GIEMN” AERBEEIEIN.
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Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

Vs N
i Q BitBucket X DNS Suffix Testing X ( Selectapplication |
\ /

Policy rules

Access policy rules are enforced based on the priority

[ Q searchorarute |

Priority Ordor Rule Name Rule Scope Gondition Description status Action
No rows found
Page 1 of 0 10rows \/
O Enable policy on save
, N
( Cancel )
\ /
A St N “ ”»
5. WARNBMANMUNEERER, AFRE “T—%7
} Step 1: Rule details
(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
(3) Actions Rule name *
l Allow with restrictions ]
o Summary
Rule description
I Enable access with restrictions l

.'/.- -.\'.
| Cancel |
A A

6. EEFEAFPNEY, AFRPFHERAFPETNARFLRNRNAIUEEREEIM RS, BEUT®RIZ—:

o UESE—T - (RAFS FERPTIHBER R FFELE B8 T Pmikis by /A P s B #1751,
o RILECEMIT - RVFBRFERHPFHH B T EE A A - 5l LSNP B P SR #1718,
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Step 2: Conditions
4 Rule details

Rule Scope
(2) Conditions ) )
Select the rule scope from the following options.
(3) Actions @ User
Applicable to both HTTP/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain NS ‘ ‘ Domain Admins X A4

() Add condition

( cancet ) (LBt ) m

7. (FIE) B + AIMRIE LTRSS &AM

HEETETXRMFMGE, REERE BF BT ETXHERMAN, 4R HITITEOFGNA

AND iz8, &R LURIE E XA T &%,

o BRANMBEMEE - EEBHEBBNBRERIHRINRNIZE,

o WIR(UE - WEAP AN ARFNE AR GAE,
- ELTE—I: RE MR E R IER & 50 N BRF R A P 5 A P A /] LR R R AR
- RTEE: PRYIMEVHIBGENAFKAFAS, FMERF AR ANE RN,

o WMELE -RIFR P I5ER AEF AR HFME,
- EEEFE—D: REMFIERERIMEGIE AR N AERFIAF AP A7 kRN ERER.
- FAEAEAE: FBRYIHEMNELENAFSAR AN, FERFPRAFEANERBIAENRE,

+ Device Posture 0% - %32 A P& & AN AEFE S IUH BRI Mo

o ARRBRITES - TIERSITD KR, HARIBX LA M A PR ER AR HE R,

« Workspace URL - EE2RAILIRIES Workspace st H5E 2R EH B IEEITIES,
- EREE— - REFANBPEEHETAEEREN Workspace URL B A iFiAEL,
- 2EPILED - (REENBPIEEHEFE EEEMN Workspace URL BY7 s i,

8. BEHT—%,
9. RIEFMIHEERB AN FABVRIE,
o S¥F HTTP/HTTPS KRR, ErILUEELITFE:

- RVFIARE
- RIFIHIRMEBRRE!
- 1B4iAIR
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=W

MRER “AFERFIAIFR, WHIHEFRE N BIZFRFIHITHRG. BXRENEHAEE,
BESFABIAIEREED, EEaLIEEREEITIENHa8EZ Citrix Secure Browser H$TF
N g,

o XtF TCP/UDP jia), f&EILUESE LT IED:

- RVFARE
- 1B4ihIR

. Step 3: Action
¥ Ruledetails
Action for HTTP/HTTPS apps *
i# Conditions
QO Allow access
@ Allow access with restrictions
(3) Actions
() Deny access
o Summary Available security restrictions:
Restrict clipboard access @ D Display watermark (f_‘,
([ Restrict printing (7) ’Restrlct key logging (3)
[0 Restrict downloads (7) [0 *Restrict screen capture (7)
([ Restrict uploads (7) *Applicable to Citrix Workspace desktop clients only.
Advanced options:
Openin remote browser @
Action for TCP/UDP Apps *
O Allow access
@ Deny access
4 ™ 4 ™
| Cancel ) | Back |
h A A A

10. 8EHET—¥, HENEETRIBIIFAES,

11, EIUIEBFAER, ARRE “Tl .
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) Step 4: Summary view -
4 Ruledetails
Selected applications for this rule
v Conditions DNS Suffix Testing BitBucket
@) Actions Rule details
Rule name: Allow with restrictions
(4) Summary
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrict cliphoard access LTS
For TCP/UDP apps: Deny access
,/.- -.\-, ./.- -.\'.
| Cancel ) | Back |
e / pN /

IEREERILEN/LR

o EOIERMERIEERE WM B TH, RWABATLATFERRS. IRFE, EaUZRAN, B2, &
WREDBA—FANA BEERIRA FIEIRE,
o RINMBEARAT, SAKRBORRLINF. BERENLEEEEESNER. MIARFESRENANIEELITE, W
SN (n) 5&XMEZMHRTE, WIFET—MIN (n+1), KRIEHE,
Policy rules
Access policy rules are enforced based on the priority
‘ Q Search for arule
Priority Order Rule Mame Rule Scope
= 1 AllowAccesswithRestriction-1 User
= 2 AllowAccess-1 User
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fER IR AN R 5] :

RigEEIE 7TRFMN, BN 1 AFEN 2,

M 1 HELEAF A, N 2 DELBF B, ARITEXAEFAN,

FRIGFN 1 AN 2 FHELAF Ao TXMERLT, AN 1 HREEES. WMRAN 1 PNZRGSERE, WNAER
M1 HBESEN 2, B0, ORMMN 1 PRFARFERR, WAN 2 BNBTFAR A

AR

MRRTEERA, WAZEAEFKERRERF.

FIABYI 18] FRHIIEIR

R RIFAREIBIART BN, SMEDEFE-—HRZ2RE, XELLRFIBERATTEXN. BEEZTLEEN
HAMEMAS, ATUANBEFBRUTRERE,

Action for HTTP/HTTPS apps *
Allow access
@ Allow access with restrictions

Deny access

Available security restrictions:

Display watermark {7)

Wi

Restrict clipboard access (7)

Wi

Restrict printing (2) *Restrict key logging (7)
Restrict downloads (7) *Restrict screen capture (7)
Restrict uploads Q} *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Open in remote browser {7)

Wi

o PR&IBINGIRIGIPIAPR . 22 AR IR A R B NGIR 2 81V BT £/ 5 41/ RE MR 1
« PREIFTEN: ZHTE Citrix Enterprise Browser s$TENIINEE,

o [RETH: BRBFMEBREFRTHRNINEE.

o PREIEH: BRARENARFA LEHIR,

o BKEN: EAFPRELETKE, BETRARPITENNAR S IP it

o [RENZBICR: P ERBICRSR. HAPSHERRFRENEEERNARERFN, IERPNSEEAICRSLE
mzZ. ks, BPENBREF ERITHAEEDHRZIFHICRNRP. F, 0RA Office 365 BAT App
Protection %8, HBREF4iE Office 365 Word 3244, MIFFEREIZTES FAIRREZE M,
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- RYIFSEE. ZRACHTAFRSHREFINAREFHRFERNIG. NMRAFASHBERES, NaHR—
FTHRFS.

o {EIZIENE2RPITH: 7£ Citrix Remote Browser 2$TH N AR F.

- MREFR “EniENEETIT, HFEMEMH “Secure Private Access” HIZIENRRAR, ISR
RUTHEE:

SETUHABENNAEFNEAGREREBRR. %3 Remote Browser Isolation =418 2w B Fo

- Itsh, HERiAEE) Web 3¢ SaaS AR, MRHD RBI BRHABLRUTHE, WEAERFEREH
RRM:

EARIZEME RKBELIIER, FE5EHEEREKR,

A% Citrix Remote Browser Isolation WE%EE, &% Remote Browser Isolation,

TR 4. EESHEENHEE

£ BT ET, EAUEERENNAEFERE, ARREXH,

Zero Trust Access to enterprise applications
Zero Trust Network Access to all enterprise apps based on contextual policies

o Step 4: Summary
) The following is a high-level summary of your ZTNA setup.
0 Identity and authentication
L3
® Citrix Gateway is your current authentication method [ JrS—
(3) Review

App configuration
test1997
Non
test_1
testill
 No
test_101
Non

test_1233456
Non

Access policies

TEERT TRl EREERTTH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40


https://docs.citrix.com/zh-cn/citrix-remote-browser-isolation

Citrix Secure Private Access

& Oveniew
5 overview Zero Trust Network Access to all enterprise applications
@ vashboors
Identity & Auth
o0

cccccccccccc
B seu
il =
_
BE.
o FRRASTERIEER, Bl EEEINZEIOREMZBONEE, EBARREREIRR.
o MNREMPETFAECERENNBIEFE, WANEFRANEN]. EXMERT, MNRERBRTFRFER
B, MeERUTREE

P Access poli
Dashboard /A There are no access policies configured.

Identity & Authentication

3 Applications
|@ Aocess Palicies
About access policies
B3 o diti ble t-based
& setiings

RESEIET R

June 19,2024

BEERAMUESIREAFXERBDRLZS I NAER. Bit, EESARRETHRERLBRNNAEF RS
R; BHMER, REMAEFMIFRORBIEEAITHELRLAFGR, RBEKETR (ARHRE > RKEE) B
UHEBRTLTHRMENNARFIARER (RF/AFERS/AEL) REBBRAXLRR, EBRAMGERERF
BUARGER, HAMBFP &Y, FIMmg&EER, RERS. HIEUE. WEUE. AR XKITSF Workspace URL,
R ITRAEERSNAEFEXEREMIN 2R R

EOIBRRBEE, FHRITUTS R,
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1. 7£ Secure Private Access =69, & “AHiRREE, ARRE “RIKER" @EhR,
2. AT FAESR:

o RELE ERSLAPNIRELE, FUABERT, SELTEFRS.)
o I RSP KERRYE.
« AP ERESFNAREFNEXRENAR B,

TR U RLRP MEEE EBIN—AEKM /AR,

BE BRIRM

EEFRG (RERS. HIEUE. WEUE. APXITAOMIEX URL), AREEXEE,
BE + SHMEMFH.

BENA.

N ok w

PRERFPHINABER. XECREEMMNUREEXER,

Access policies
Policy configuration ~ Policy modeling ~ User blocklist
Search users and add conditions to project policy results
User
v ‘ ‘ admin admin Q ‘ c
= (equals) | United States vI]wW +
Display name: admin admin
Clear filters Domain name: aaalocal

Test ZTNA App () No policy matched - Access will be denied N/A N/A

ariskztna @ No access policy found N/A N/A

ZTNA (&) Access will be allowed with restrictions ZTNA Policy Default Access Rule

v

EHIRER

June 19, 2024

Secure Private Access IREZ#E4#IEIRE= SaaS. Web. TCP #1 UDP M BiEFMiZkAE AR, E5ERILE
BERUUE—MALETRENBER. BF. EERETRINTRERBR, UWHER, XEHIEEM Citrix
Analytics REXEY, TILUEETNILETE)EE B E X A E3H S Fhss kiR, WTFRLESE, ETUATHRUEEES
#ém{%-/%\c

XEERARO AT,
o D RAPEHERR
- ZHARE: 55MRIE. NAEFB. MAEFEKZM Device Posture iEHXHIAE,

s AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42



Citrix Secure Private Access

- SEREKEPF: EFREE)ERRILRNAIER (SaaS. Web #1 TCP) #IMi—mR P 254,
- & fEFmEREafEREE Secure Private Access RS FHM R EEIE,
- THE: ®EFMETalafgmEE Secure Private Access RS THMEIELSE,

. MAER:

NAERF: SrRENNBEREFSS (5REEFRLX).

NRREFBIRE. EFMEREERRAS AR BMNNAEF (NAEFSE) S8
FCERYE: TEFmERYE)EIFRMEERIEE H.

BANNNARER: BIFRERSEMNBERXKHNE—SMEREHK

o IAIA)ERES

- IHIRREE . HETECERIARRRESE (SHEIEREX) .

ERLIATEREESSMHEIE. NAEFBE. NABFHEEXNBET, URSRERSHEXNBAE, ERILE
TEEESHEUBTEATHFARGE. FAGRURKBEAZEN. ErIUEETIRNEHEEXHEMIYBS, &8
Ed g + FSRERAMT, ERRRTEEEEFIRPEINES. SRR ESRHN CSV 8.

o WRILIGER “FINIESR RTRIBLARRRE, K5l BRESMHEERACER. §lU, EEREFEDR,
Ak Transaction ID. = (equals to some value), FRIIFFHA 7456c0fb
-a60d-4bb9-a2a2-edab8340bb15 FK#E&R51%E% ID HXMFAERS, BXA5MiLFEN—E
FRNERCEMNEAREE, BESREREER.

Diagnostic Logs c Device Posture Logs @

Last 1 Week A\ @ Add filter  Transaction-ID = 3f37fcfa-f880-1655-9678-6045bdc2f9dc @
[ Transaction-ID v ] [ = (equals to some v... v/ ] [ 3f37fcfa-f880-1655-967 ] @ +
Results are limited to Export to CSV format|
Apply Clear filters
Time ss Info code | Username Status | +
> 2024-05-28 21.... App Access N/A 3f37fcfa-f880-1655-9678-6045bdc2f... Secure Access ... 0x100502 ad:g8a4thnldln... @ Failure

Page 1 of 1 20 rows Vv

+ Device Posture B&: AILRIESRKER (5. FENMEFRWIEL) fH1kig%, &% Device Posture 89
AR, 1585 Device Posture,

=z

AR

» Secure Private Access 2 A EEFIIRFNENRESHHERENEERB, BEX¥HAEE, BS
i#1s B,
o X5 |D XEBLiFRIERAIFTE Secure Private Access BE. BXFAER, 5&2H3c5H ID,
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Dashboard
Last 1 Week v
Logging and Troubleshooting Users Applications Access Policies
Logging and Troubleshooting
Diagnostic Logs (1)
Device Posture (1) Login/Logoff (O App Enumeration () App Access (D
" L] I
48 249 1750 95392
@ Compliant 6 @ Success 240 @ Success 1724 @ Success 82026
Non-Compliant 34 @ Failure 9 @ Failure 26 @ Failure 13366
@ Login Denied 8
See more

o EEUBHRIFER (>) UEEATHREEAES.

s PHIBETESTIARNENEE URL AR, EERTLESEEHE URL PHEFEIRT (>) REFHAN
K. EERATUCABRAREIIREKBRS N AEF RSN AREFEMEXE, Fli, NREHBEFE
BERER T XM, WRLAREERRNRENNBER. EXMELT, ERRATUEERNLTIR, RAER
KAV, SARERRKIEERNAEFRLE,

K« Diagnostic Logs

(@D Dashboard Diagnostic Logs @FE)  Device Posture Logs (0)
3 Appications )
[ Last1weax V| @ additer

Jo——

o th st 10000 records.Narrow your searchcritria Expont oSV
Dovica Posturo

Time Cotegory Aov e Tronsacton o Modeofaccess | itocode Gsernome staus

dentity & Authentication o~ 2004-0313110459 App Enumeration Web/Saas e 1201c51 0x10050¢ asataki ® Failure
B3 sotngs App Enumeration
- 20240313 110456 0x10050c
EQ Trouleshooting W on one for Clkonthe nfo Code

Enumerated Applications (@

Applcation Apotvpe. | policyname Rulename Resut

Tost-ss-agentless Web/Saas Test-sandy Test-sandy-allow Allow access

o BINEAT, ZHHENAZSTEEANEE, NETH&EN 10000 %2R, FHREEX BHAERMEILSS
—TRAUEBRER.

*%%g,{kll_u\

e ERBERS BRI USEERSIRSURBEEERBNRRUE, RHEEESHBEUTEIAES. TEES
REENED, ErRUERASIEREHIEENRIRIEEIRS S IR EES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44



Citrix Secure Private Access

“ Connector insights
Filter Clear all
s Stat

O acti Connectors

‘:‘ Down e sowmcelocaton - swws
tpt-10-222-102-236.canet Tirupati_GAO1 @ Active
varunt-10-222-102-198.com VarunT-ssprod @ Active
pasdev-ssprod-ca pasdevnet PasDev AAD @® Down
tpt-ssprod-10-222-102-200.canet Demo_CA @ Active
sssss d-10-222-102-171.aaa.local AAA @ Active
£a-10-222-102-251.ca.net Tirupati_CAQ2 @ Active

REREBH BRI RiEF

&/ REIRE BRI AREFERRENBEFNRIRE. LHENAREFRSSBNEIESEURMLRRER
RSB THNIIBLERETENINARFTIR, BIUNAESE SaaS AR, Web [E#2F% TCP/UDP [
BiErF, BEREES ) IENRBERF. &0 LUmEILE a8 E X i E)4h ez,

E&pplications O] Application launch count ()
326 482
™ 225

Top applications by launch count ()

1.ms saas filemail

79

20.1 Direct access app

@
@

DA ssprod

@
R

Direct Access COEB

@
~

Jira-Citrite

[
7]

AR_WA_31May

n
@

ms 20.1 ked a|

@

ms tcp 23may app

®

See more

BN BT B RE AT BRI AR

fER RNBEFHTINANBFBHRE BREES M AFPHNBUE. W, BRE5 TCP NAREFATRER. EHEIN
REFRSSHBNEIESEUNMNAREFRS SR THNEIESE, ErRILURETIRY R0 B E XY EHaEiE.
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- Users

Active users () Uploads
1 8.20us
T2 & 63MB

Top users by application launch count ()

ms@asa.local
187

@aaa.local

o e
g
g
g
5
g
g
@
3
©
-3

&

s
i
8
g
8
8
@
I

£

IW
o

fh@aaaa.local

=

dkr@aaa.local

I~

ak2@aaa.local

@

Downloads ()

6.34 ve
J 7.65MB

See more

Y5 H %) 3 BITAR T 17 SR B

fEF % KRR BT R R BRI EETENAER LRFISSHENILRRENTIR, 25 EEES BENEESN
P2 REXAUERBR TR AR SRS SE MR £ 1SRRI LAGER “IA1R)SRAR™ DIE P AVIE ZIETURIRIE R IR R MU IR,
TR LUERRREENEREGESRRE, UWH—SRHER EXFAER, BBREREET.

REANNNBER

£ “REBEEATNATERNNARF BREETENIHZBHRIAERSERNBERF XK —2 MR

FR, XL RREXEIEMN2IGRETHN. EERUUERALMERREEREEITFZ AP AR T EaRE51 R
W, EXMERT, BEERANUERZHACIENARER, UEFHE,
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Domains configured ()

103
1 46

Top discovered applications by total visits ()

DOMAIN UNIQUE USERS TOTAL VISITS ASSIGMED TO APP(S)
ssl.gstatic.com:443 1 62651 v}
10.10.10.10:80 2 4745 v}
10.10.10.10:389 2 2329 0
mail.google.com:443 1 1852 v}
10.10.10.10:443 2 1629 0
10.10.10.10:135 1 a47 0
kfcprodnecmsimage.azureedge.net:... 1 G676 v}
webgl-redesign.cnbcfm.com:443 1 531 v}

Applications discovered ()

861

See more

FEERD, “DRANBRER FERTBIIEEENEX URL B4 URL E—S2MNNAREFSH. RHZHEFE

ERNESZIEN RER.
TR ‘BEES” HEUEEEXMEENESFAER.

< Discovered applications

Last 1 Week

2l -

Select a domain or multiple domains to create an application. Protocols cannot be mixed.

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

O ocomam PORT prOTOCOL ToTALVISITS UNIQUE USERS
o o 50000 uDP 13 1
o 1w 3389 TP 1 1
O o 3389 upP 5 1
o 137 UDP 5 2
o o 23 TP 3 1
O  windowsl.ztnacloud.local 8080 TP 3 1
(O  ztna_conn_app.ztnacloudlocal 3389 TP 3 1

MOST RECENTVISIT

2023.03-28T05:47:36Z

2023.03-29705:13:237

2023-03-29T05:13:297

2023-03-28T21:12:572

2023-03-27T07:06:33Z

2023-03-29T10:05:06Z

2023-03-29T09:59:547

ASSIGNED TO APP(S)

0

0

CREATE APP

908 3 0

a

ERANNNAEFNEESTENFEAES, ISR, KO, il ShRE. B—BAMSEERBEHA. ERPRFR

BIIERRATHIFR, G LR RIERIEIHITIER,

AR

o XEINZEIRES P ERRERDIRKER.
« BEXRIHEIFIRRSA 10000 FiER.
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MExRPEIRNAER

PHRSAMEX N + BN ARER. NARFEERSHE. WTFELERERNE. mOMMAS N

FEF BT RBRETT, WA HIE RN ARERFET.

s MARFRESRECERNNAREFNNEET. B, NGXE, ErIUEREE,
« URL. X8, Bn. wH. i ZRPNEHRZEERN. TRAMILBEFNSE. EXF4EEER, #S

H EERESNIERE, UETANRE,

Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type

HTTP/HTTPS

App name *

Discover Web apps -citrite domain

App description

App category

[C) Direct Access

*

URL

‘ https://xyz.citrix.com ‘

Related Domains *

‘ *xyz.citrix.com ‘

@ Add another related domain

%~ Single Sign On

Ex.: Category\SubCategory\SubCategory )

Enable direct browser-based access to internal web applications.

Appicon

/™,  Changelicon Use default [con

~ (128 kb max, PNG)

[C) Do not display application icon to users

[C) Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App type ™ App icon
TCP/UDP B Change icon Use default icon
(128 kb max, PNG)

App name *

Citrix Secure Access Client for Windows

Discovery tcp apps by IP Citrix Secure Access Client for mac0S

App description

Destinations (7)

Destination * Port Protocol *

l windows.ztnaaccess.cloud ‘ 8080 ‘ l TCP v | O

(3 Add another destination

“~__App Connectivity

TR R EE—IERUEER SR ESHNRICIRNAER. SERHEEHEN, RERZENARSHEIE
BE. B “CIBNARER" K. STTRARINBEFNSE,

“ ztna_conn_app.ztnacloud.local:* v

Filters
Access Outcome ‘ User ~ "" AND Access_Outcome ~ ™" X ‘ Last 1 Week A ‘ m
(O AccEss_ALLOW
(0 ACCESS.DENY
TIMESTAMP USER AGCESS OUTCOME
Mar 29,2023 15:29:57 ACCESS_DENY
Mar 29,2023 16:29:54 ACCESS_ALLOW
Mar 29,2023 1529:50 ACCESS_ALLOW
Mar 29,2023 15:28:58 ACCESS_ALLOW
Page 1 of 1 20 rows v

BREEF

UT 2B TAERNEREEN:

o = (FTEME) . BRSHRFMTLLANHEE/ R,
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o = (RETFENME) . BRFEEEERMNAE/HKK,
o ~ (BE—LE) . BREERFMHII LR EE/ R,
o I~ (FEERYE): ERTEAREREERMHNAE/HK,

N FER A

January 9, 2024

AR AR EHEEREEHAK/FNNIBMENAER, §ii1 Web NAEFNEFHRSRNARER (B
F TCP #1 UDP M AER) MURiFRIXEHARFNAR, BERAILUESIEEE (BERE) =X IP FMETEER
RN AR, Z1E Citrix Secure Private Access RS RRN AR AN, SERAMNNLE FMIHBEEATIE,
FANEERE, FEEXEFHMIBEMITANNRENBAEFNAFBENE. EBRERANBREFREIIER
EREX 2N FWABECAHE, HIEmSHENRBREREXEEHERRMNRERF IR LIRS,

RENAERLIN

MAEF AR LB A T AR Z—5em:
« BRAKEE N ENMIRSEET TCP/UDP Bt P ik B #9imC.

EBEFMLUK TCP/UDP MiXFIHOEE (A * UEEENER) . XERUMRSIHRHELIFE TCP
UDP A2

fl: 10.0.0.0/8: TCP: w0 (*)

Destinations (7)

Destination * Port * Protocol *

10.0.0.0/8|

‘ ‘ TCP v | @

P

) i i
(+) Add another destination

o BESKEERSEMMIREER TCP 3t UDP Wil nR ARFEN & sie2RES (FQDN) tmE#RME
Zo

IEER T HIUAMAR S Web R BIEFH@EAE R,
Tl x.citrix.com : TCP : Port (%)

Destination * Port * Protocol *

—y
‘ citrix.com y ¥ I ‘ TCP v @

o BRAKENSMAHETLUM Citrix Enterprise Browser ifiRlf52 2R E (FQDN),
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AERTFETHRRIAE Web ARFHESFiHHH Web ARRFHEEEL—1 FQDN, BEXHEE R
BIEIZ N AT PR B REEC AT

il
Web R A#EF URL: https://test.citrix.com/

HEEZ: *.citrix.com

URL®

https://test.citrix.com

Related Domains ™

* test.citrix.com

Related Domains *

*.citrix.com @

BE:

« RTQIZNARER, BELMEXAVFAREBELESM IP FRHNBEFNAF. X2ATHLER
AP AEZ MY E AR AR ITRERNITEFR A,

- ERARFEAMPRNELS Discover, URTXEREAAMEMNIRENITHNBZFEE, LHEra%H
BYEIRBIEMPRBECTTEE IP FRSKEIRNMIFRHE, XHEEMAIUE/LAR—BERENNAREFE
Xigge/ EIREERY FQDN # IP/in O4A &,
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Applications

discover ‘ ‘ Select app type N Add an app

APP APP NAME DESTINATIONS S50 SETTINGS APP STATUS POLICIES
E Discovery tcp apps by IP 10.0.0.0/7 Not applicable complete 1]
:':? Discover Web apps -citrite d... https://xyz.citrix.com,*xyzcitr  nosso complete 1}
E Discover tep apps by FQDN citrix.com Not applicable complete 1]
Page 1  ofl 10 rows v

discover Create policy

PRIORITY POLICY NAME DESCRIPTION RULES STATUS
B8 policy -discovery tcp apps b...  Enable discovery of TCP app by IP addresses 1
9 policy -discover tcp apps by...  Enable discovery of TCP app by fully qualified domain names 1
10 policy -discover web apps Enable discovery of Web apps by domain names 1
Page 1 { ofl 10 rows

BN ARRFFMER IR SREEE, AP aI44EM Citrix Workspace i ARIEFF AN ARFHIFRIARNE, EiF
ia] TCP/UDP Rz FE#2R, AP EEMEA Citrix Secure Access I, 1RIELN AR BRI FREBEXT R B E AR A
ENNAREFIFRHTER, FEEFRPRSE.

NAREFEEMNERE

January 9, 2024

£/ Citrix Secure Private Access REX TN AEF I NERERE. Re. BARRY BNRASEREENA
B, EomXTHNERFAEEUTRES:

- BEERES - 5TIR(F. ENRMEM,

s BRER—ERARRERENER.

« A SaaS MAREFIERR-BETEROATVAEFEE, XERIRTSTIHER T EEENBEFFIRIAE
DIER. MABIURMIFEFERNIER.

L Web M ARER

June 19,2024
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W&@idfEA Secure Private Access BRE3 {1 Web BER, LB IEEN BREFEAET Web HIBRS #1TiI2
Rft. ®AW Web AR 8E SharePoint. Confluence. OneBug %

AT LAEA Citrix Workspace f#/ Secure Private Access i1 Web [ 2. Secure Private Access [RE 5
Citrix Workspace #8454, A ABERER Web BAERF. SaaS MARER. BEENENNBREFRTMEMTEX
BRI RS —R AP 3,

SSO #1 Web R FR#EFRIZIZIH IR BIE /A A TARS B A —ED 3 1R M :

« Secure Private Access Standard
« Secure Private Access Advanced

Connector Appliance - i& Connector Appliance 5 Citrix Secure Private Access IRESE AR, UZHWE
FEIBRFOHREL Web BER #1788 VPN Bifnl, §XiF4AEE, E2AEA Connector Appliance &7
Workspace i5iaH&R £,

TRRE

Citrix Secure Private Access BRI B E AN MIAYEIE SR T2 MR FIAH BB O, IEESRT Y AMEEND
Al Web Fzf#2R/5 Citrix Secure Private Access BRSS Z BINFTR, X EZIRAIUSEE HAXH, IREHILE
%,

Connector Appliance #F1=/#9 Citrix Secure Private Access BRSS a8 TLS iEZ AR T IRS v it
MABIERF. HAX VPN 89iEEEe Workspace imimfizzft Web R AR,

TE%EET A Citrix Workspace 518 Web 2R

Web Server

b |

-

. —» "
.

= Cloud Gateway

Connectors -
Citrix Workspace XYZ Corporation
W AR

Web Server

ficE Web [ AERF

B Web NARFIRUATBRT R,
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1. BEENAREFIFAER
2. REBEERAE
3. EXMNAEFRS

EENAEFFAREE

1. £ “Secure Private Access” B3R L, BHEE,

2. 1£ Secure Private Access B#RTE b, RHd#EE, RREERNEZAER,
=W
BEBARETEEREARSNEN. EEEERP, ErIUEERSHE “LARER"
IRz FRER .

. ERERINNBRER, ARREH.

w

4. E NBEFUEEWE? F, EFUE,
5 7 ‘WAERFEARER" MOPRAUTEAEE, AERET—F.

TE, ARRE R
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Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type *

HTTP/HTTPS

App name *

az-basic

App description

App category ®

‘ Business and Productivity\Engineering

© Direct Access

URL™

Enable direct browser-based access to internal web applications.

‘ http://azbasic.azscwss.net/basic

Related Domains *

*azbasic.azscwss.net

@ Add another related domain

App icon

Change icon Use default icon
(128 kb max, PNG)

[C) Do not display application icon to users @

[O) Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites

s NARFRE EENARFLE, &AM HTTP/ HTTPS =t UDP/TCP ZAREFH#ITIERE,
o NAEFRBMN -NAEFREZT.
o WAREFER - NARFNEEER, SEILBANNEBREETEXREREEHNAR,

o NARFET - RMAFFFERINET QIRER), EEGENEARERFHHRE Citrix Workspace AR #
EREREZENMFRINT A, ERIUAS M AREFERMFER, BaTLleEm Citrix Workspace A
BEXFE, ZNBEFREERE Workspace AP &

FPRETHIEZET, 9 Web 5 SaaS MAERFH

BBV E RS To

- R/ FEAINTHEEREE, EERTUASMNBAREREFNHES,

- NARFEANFEERTF HTTP/HTTPS RA#EEF, xF TCP/UDP RARER, MAFIRERS,

- KR/ FEFNBHRBIRRBINR. fim, WS55=N\TE, tHh, EFRROKNE, EERA
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HHRRAAE X T ERRIER. 3R Citrix Workspace Ul FHZ M S5EN ARFRRIFETHE
NBUER B ARAICED, MHZERERTI AR

BN, NREENBEF LR FERPEIRMRE W S TIERERLER WA AW S TERRER, Wik
WA TEREERISN, Citrix Workspace Ul FRIERTIE—NE Ak S TR,
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v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

Kerberos ®
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

o BEXIRENGEHRSREEIRY basic-401 #kb;, E%EE B4 SSO, BEFHEL SSO HKARH
EAEEFAE S,

+ Kerberos —1RENEiRIRS2SMERME T 07 401 $k&g, 15i%1%F Kerberos., &FX%E7 Kerberos
SSO KRR MEMEEIEME S

s ETFR 2 NREHRS[AEREATEHIIEN HTML k8, BER ETRE, BABRTREN
SSO £EMEEEIFAMES.

« SAML -5ETF SAML #9 SSO i#%# SAML # N\ Web MBEF. A SAML SSO (B WS ¥HER,

o FfEMA SSO —HE FNEEWFIHARS R LA #ITE MR, BEFERARER SSO &M, EFEFEMR
SSO AR, AP FREERIIENARERFFARERES TREN URL,

ETRENFAES: £ “BRER BO2FRAUTETRENEEFAEE, AREE “®RE
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Which single sign on type would you like to use for your Web app setup?

Form-Based N

Action URL* (®

@

/default.aspx?ReturnURL=/_layouts/Authentication/

Logon URL* ®

/_forms/default.aspx

Username Format * (®

User Name

Username Form Field *

ct100SPlaceHolderMain$SigninControlSUserName

Password Form Field * ®

ct100SPlaceHolderMain$SigninControl$SPassword

Save

« 1#fF URL - ANERHERERZTHIIRSE URL,
¢« ERRE URL —RAETERKREH URL

« APEEN -EFAFA R,

s APZRREFR-BANBFEREM.

« BERBFR-BATIEEM.

SAML: = “BRBR BHAPBAUTHAER, ARRE “REFE
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Which single sign on type would you like to use for your Web app setup? @

SAML v

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion* @

Assertion A4

Assertion URL* (®

https://sharepoint.onelogin/saml_assertion

Relay State @

&RelayState = /apex/SSO_Redirect?parami=valuel

Audience ®

Name ID Format* @

‘ Email Address A4 ’
NameID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ®

o BERHE -ERM S ME A RBREEML RS F2AEH75 (SP) FEENTEY, BELUEFHE.
MRz, FETL.

« S URL —#7S URL A AREFHNERM. SAML BiS#RAXEIT URL,

o AR - PARSSHATIRNAPERHEREIKB S NKSRSBEHEANEERR. PERSH
RPRERED URL, AFPATETI URL BREIBIRNEERF.

¢ RR-RRHNBEFENERM. LERANERNNBEFERT SAMLETS,
o B ID B &R SIFHBIRRTFE I
o B ID —EFZFFHIER 1D,

2. E=gEE (AIE) B, FMIEXBAFANEMER, XEESRBAEEINABERFUMHHRERR.
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3. i SAML TR T HEERE THTHIEX 4. FERTHMNTHIEXHE SaaS MARS 28 LEE SSO.
AR
o B LIEHER URL TR SSO &F URL , #7f SaaS MAEFIRS 28 LA E SSO BIERAILE URL,
o EERALMIERFIRFTEH IED, H7E SaaS MWARS S LEE SSO IHERIZIEH.

4. 8&F “T=F7%

TE X N A2 RE

1. £ “MAREREE Sos, mEEKIuEE Citrix Connector Appliance fE5MBSRAIEBEEE, NIATLAJ9 7 A
EFNAXEEXEH, EXFMAEE, ESRAE SaasS M Web MAREFPRIEXEARAYIE R TR EE R

PN

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.
Total 2

Domains

Resource Location
aaa2 A [+]

Type

Internal -Bypass Proxy N l

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N l aaa2 A [+]

Connector status
Detect | Install Connector Appliance

Only 1 Connectaor is up.

2. BE B
BETHE, ZNBREFRANE “YAREF NE. BENAREFRE, EMM “NARFET TTEmgESMER
BNAER. Ak, BRENARERF LNEKRSIET, ARHENERIEF.

o REENRERF
o MIER
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Y f%3&i2 Secure Private Access RS 47 Web 3 SaaS W HEFE, MRZNBEFAMEE, W Citrix
Enterprise Browser A= Bsh2R7E Citrix Workspace BA RE®, 1thoh, ZRiAERT, Citrix Enterprise
Browser bR MAE BN AEREF. RLAPATUERSE URL 891557 T &5 Workspace Browser, 1/
Workspace Browser i5ia] &Rk,

@y Citrix Workspace [

=

BE.

« ERAFPETHEAZEFRAENE, EERFEELIRNIARE. EIHRREFR, EERRINAEERFITEE
EHEER2RG. AXFAER, BESHLIRIFRRE.

iZFT Secure Private Access 9 Connector Appliance

June 21,2024

Connector Appliance 2 EHNBEEEFPRER Citrix A, ©7Y Citrix Cloud 5EMERME 2 EMNBEER
i, TREMSANMNERNEMENEENTRINEEE, Connector Appliance S8 B ERM LT A 21
MENE R,

M Connector Appliance I =HFrEEREYERITE HTTPS %0 (443) #1 TCP i3I, REZEAENERE,
AFFEALLT FQDN B9 TCP 1% 443 Huk:

« *.nssvc.net

+ *.netscalermgmt.net

« *.citrixworkspacesapi.net
« *.citrixnetworkapi.net

« *.citrix.com

« *.servicebus.windows.net
« *.adm.cloud.com

£/ Connector Appliance f2E Secure Private Access

1. ERRUBHPLZERIIEEZ Connector Appliance.
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BXi&E Connector Appliance WEZER, ESIMERAT=AREH Connector Appliance,

2. BEIE Secure Private Access LUfER KCD &2zt Web B2, BmU TS BRESE KCD:

a) ¥ Connector Appliance 1A%l Active Directory 13,

BN Active Directory #/5, {ERTLI7EERE Secure Private Access BfEF Kerberos 45 Zik (KCD),
BEARRERASHERRFMHIIELUER Connector Appliance.

« &/ Connector Appliance =4I & iR ER IP #hbEZERR| 5528858 Connector Appliance
&2 Web T1mE,

+ 1£ Active Directory i5& 254>, i + 7410 Active Directory i3,

MBEMEETTESRE Active Directory 15%54, BEER Citrix S5 EMA AR,

£ R FRPRAN EHE, BHHRM.
+ Connector Appliance &, MRREMIN, WLRITF “MA Active Directory” 3HiEiE,
o BMASTIHIHEEIMAKRR Active Directory BFP IR 121,

+ Connector Appliance £BIGHEN B, EAILLERBRZREINMER, HFETREKEREY
15 NFRMITENE T BT IHEKF B,

it EM B FFEE Connector Appliance IIABTE Active Directory iZielliEH.
o BE AN

b) F&EMHFE2EH Web IRSSEE Kerberos 9% ZEk.

Active Directory domains

Add or delete connections to Active Directory forests below

+ Add Active Directory domain

v ConnApp-lZByLwh@aaa.Local Tay

HEERBEENITENGT. ERIUMEEMERIULRZN, WAILERZMERES Ul PIREULS
o

+ £ Active Directory #=#il28 £, &# Connector Appliance it+&#l,

o %3 Connector g&itENKFHNEY, AESMIAZKIEME,

EREEHBENUNEIRGIEENRS., ARERE EREMSMHINIENN.
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= Active Directory Users and Computers
File Action View Help

e 2@ 40| XEEE Bm3auETES

| Location | ManagedBy | Object | Secuity | Dialin | Atribute Edtor |
| General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a y ive operation, which allows services to act on
%5 CONNAPP-L28YLWH Computer | 1| behak of ancther user

O Do ot trust this computer for delegation
Trust this computer for jation to service (Kerberos only)
O Use Kerberos only

(®) Use any authentication protocol
| Computers

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service Nj
<] [ I >
Er— [ ]
OK | [ Cancel |[ Aoy |[ Hep |

T
. BEAPL HEL
- WABHT Web RSB, ABREHEEM, & LER, KCD2KS 2 Web RS,

CONNAPP-L28YLWH Properties [2] x |

[ Location | ManagedBy [ Object | Diak Add Services 2| x
| Delegation

General | Operating System | Member OF

To allow services to be delegatgd fora user or computer, select the appropriate
Delegation is a security-senstive operation, which allows services{  USers or computers, and then click the services.
behalf of another user.

To select one or more user or computer names, click
O Do not trust this computer for delegation Users or Computers. B Users or Computers...

O Trust this computer for delegation to any service (Kerberos only|
@ Trust this computer for delegation to specified services only

O Use Kerberos only

@ Use any authentication protocol

Services to which this account can present delegated credent|

Available services:
Service Type  User or Computer Port Service Name D)

Service Type  User or Computer Port g
Select this object type:
IUsevs. Computers, Built4n security principals, or Other objects | | Object Types... |
From this location:

<] [T [ [sealocal | [ Locations... |

[ Expanded Rel Enter the object names to select (examples):
KCD2K L creck Names |

1 01 1 L= [ ok ][ concel ]

o BEHE,
o EERRSEE hitp.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64



Citrix Secure Private Access

| General | Operating System | MemberOf | Delegation ||

Delegation is a security-sensitive operation, which allows services
behalf of another user.
O Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos o
(® Trust this computer for delegation to specified services only
(O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated creder

CONNAPP-L28YLWH Properties

[2] x

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

E:es'selz? one orxe user or computer names, click Users or Computers...
Available services:
Service Type ~ User or Computer Service Name | A
fax KCD2K8
HOST KCD2K8 D
http KCD2K8 I

Service Type ~ User or Computer Port

ias KCD2K8

KCD2K8

KCD2K8
KCD2K8
KCD2K8

o BEME.
o BE MA7, ARBES WE
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CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dial-n | Aftribute Editor
General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

(0 Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
http KCD2K8
£ 1] >
[] Expanded i Add. | | Remove
| ok || camcel || Mepy || Heb

XIEFSER T A Web BRES B AMERITI,
C) RAHTEREEMN Web IRS23EE Kerberos 45 ZER (KCD),

o AT setspn aa ¥ TF4i23 SPN RINFIARS K,
setspn -S HTTP/<web_server_fqdn> <service_account>

:\Windows\system32>setspn —s HITP/kcd-1lh.aaa.local aaa\svc_iis3
hecking domain DC=aaa,.DC=local

egistering ServicePrincipalNames for CN=svcacct iis3.,0U=Users.OU=KCD,DC=aaa.DC=
local

HITP/kcd—1bh.aaa.local
pdated object

:\Windows\system32>_

o FAUTHSHIARSHAH SPN,
setspn -1 <service_account>

\Windows\system32>setspn —1 aaa\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3,O0U=Users.,.OU=KCD,DC=aaa,DC=1

ocal:
HTTP/kcd-1b.aaa.local

\Windows\system32>_
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o NEESIEEITEKS IZEK.

- REB NEERMHTESEMN Web IREBEE Kerberos A% Ek S BFRIFIE CA HENHES

fEIZIR Ul

- EEEAPMTENR, EERSHKF (B0 aaa\svc_iis3),.

[ CONNAPP-L28YLWH Properties | 2| X |

ucanm|ManagedB/|0hea|5emiyluam|~mMeEﬂor\
General | Operating System | Member Of | Delegation | Password Repication |

De{egauon is a securty-sensitive operation, which allows services to act on
another user.

© Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

O Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
e Users or Computers..

Available services:

Add Services [2] x]

Service Type ~ User or Computer Port Service Name D)

OK | [ Cancel |[ Aoy |[ Hep |

Service Type  User or Computer Port Service N
< i ‘ S Select this object type:
[User:, Computers, Buitin securty principals, o Other objects ‘ [ Object Types.. |
nded i 1=
[Eos [ Rermove From this location:
[saatocal | [ Locations...

Enter the object names to select (examples):

isveacct iis3 (HTTP/kerblb.aa3 local @AAA.LOCAL) Check Names

- EIRES, %FEEE ServiceType: HTTP B ZitEN: Web iRS88 (fig0, ked-1b

.aaa.local)

CONNAPP-L28YLWH Properties [2] x|

|Locamn|MmagedBY|°b)ed|Seqﬂy|Dld1n|khbueEdnor|
General | Operating System | Member Of | Delegation | Password Replication |

Delegation is a security-sensttive operation, which allows services to act on
behalf of another user.
O Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos only)
@ Trust this computer for delegation to specified services only

O Use Kerberos only

® Use any authentication protocol

Services to which this account can present delegated credentials:
Service Type ~ User or Computer Port Service Ni

<[ m [ >

E— e |

OK | [ Concel [ Ay [[ Hep |

= %a-:lﬁﬁ)rio
- BE ‘NAET, ARRE WE

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
TR it Users or Computers...

Available services:

Service Type  User or Computer Port Service Name A
HTTP kerblb.aaa local

http tpt4b.aaa Jocal

HTTP Ipt-b-gw :3aa local D

kcd4b aaa. Jocal
ias Kerblb aaa local
iisadmin kerblb aaa Jocal
mesve kerblb.zaa local v
<| [T | >
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location | ManagedBy | Object | Secuity | Dialin | Attribute Edior
General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only
O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:
Port Service Ni

HTTP kecd4b.aaalocal

Add... | l Remove

d) NAFERSKFEE Kerberos YREIR (KCD).

3% SPN RIMFAFRERS W, GNREERFM) o
setspn -S HTTP/<web_server_fqdn> <group_manged_service_account

>

o EALTa<HIA SPNo
setspn -1 <group_manged_service_account>

HBTFERITENKAFRNEREZBRTAE Users and Computers #RHERAITERSHK,,
Rt T EEREENS ERTENMSRNET. Jit, SRS E4RIEREL SPN (EAZREE
Azl CA i+ &Mk

« £ Connector & ITENEBEMED, SMIBEMUHREEREDM £, RFE X msDA-

AllowedToDeleteTo EM.
o wEEmsDA-AllowedToDeleteTo attribute, #AEFM SPN,
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General | Operating System | MemberOf | Delegation | Password
Location | ManagedBy | Object | Secuity | Dialin

Attributes:

Attribute Value

msDS-Additional Sam...

msDS-AllowedToAct...

msDS-AllowedToDele... hitp/tptdb-svc-acent aaa local
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CONNAPP-460752H Properties 2] x

GmalepeﬁngSystemlMeuberOleelegdloanasswordHepicamonl

msDS-AllowedToDelegate To

Values:

htt,"kcd-tt gmsa-svc-acent aaa local I

-SVC .aaa

OK || Cancel || Aoy | Hep |

e) M Citrix Gateway %#28:F#% % Citrix Connector i&#&.

o BFEEMXEZBNER SPN IREANRSKF, FILMRAEEMNM kerberos AR, WE
FARS K AIIER SPN. ERILLUE A T < EB RSP D ECRFRE SPN 8971%, HEE
MR CA HENIKFPHNEIRFE

setspn -1 <service_account>
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*\Windows\system32>setspn -1 aaa\svc_1iis3

egistered ServicePrincipalNames for CN=svcacct iis3,0U=Users,OU=KCD,DC=aaa.DC=1

ocal:
HTTP/kcd—1b—app3.aaa.local
HTTP/kcd—1b—app?2 .aaa.local
HTTP/kcd—1b—appl .aaa.local
HTTP/kcd—1hb.aaa.local
HITP/kevblbh.aaa. local
host/kerblb.aaa.local

:\Windows\system32>

£ & = ffl &, SPN (kcd-1b.aaa.local, kcd-1lb-appl.aaa.local, kcd-1b-
app2.aaa.local, kcd-1lb-app3.aaa.local) 2%t KCD BBEH.

o BATER SPN fEAZIKF B AMEEEREETENKS. BXEAER, B’ EN Connector
Appliance it &P BIEZE TR,

CONNAPP-L28YLWH Properties _

_ Location | Managed By | Object | S_ecun't)' | Dial_j'n | Attribute Editor
| General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

() Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Servict A
hitp tptdb-m-acent.aaalo...

http KCDTPT203

HTTP kcddb-app2.azalocal

HTTP kcd4b-app3.aaalocal =
HTTP kcd4b-app1.aaalocal

HTTP ked+b .aaa local o
< m >

oo

OK || Cancel Apply Help

FELRGIH, KEFER SPN Finh CA HBEHKFHNEIRFE.
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AR XL SPN BEREMXERFNEAZIRE B FMNEIRSKA . SEHRFRSKA ZIRE, AT
MBS K R -F PR LR B,

f) #2888 Citrix Secure Private Access XX #4i& & Citrix Secure Private Access fR$, EiIREBIES,
Citrix Cloud %1351 Connector Appliance 2% %, HEAEIIEZEIENERME.,

« Citrix Secure Private Access \|7]

« fi2& Citrix Secure Private Access

« EBAF=RSEH Connector Appliance
* Internet EZER,

o T Web R EEF

ISR Kerberos B &

MREEA Kerberos #iTB S5 R, NALUM Connector Appliance ZIETTIEIE Active Directory #1128
ITHEEBRTIEH. Kerberos I83F ThEEEIEAENSISITE Kerberos (R4 ERERE S Kerberos 958 &k (KCD) &2
=

1. #3%) Connector Appliance ZEHmE,

a) MEINEIEIZFM Connector Appliance I=HIas, ¥ IP #thik S 512055 5 a5tk
b) #AN&7EEM Connector Appliance BHi& BRI,

2. MNELAWN “E18” &, %% “Kerberos 183",
3. 7£ Kerberos IiE 3HiEiES, %1% Kerberos JGiFiE=,
4. EEH % Active Directory i,

o MRBWIFXIR Kerberos UARAEEE, WATLIEEEM Active Directory i,
o MREWIF Kerberos WRFIRACE, WHAMEIMNMPIIFHFIRPH#ITIESE,

5. 35 RS FQDN, ZABRSRZBEAN http. MRIEE “computer.example.com” , MEKHEHMAS
http/computer.example.comigiE.

6. EEEAF &,

7. MNREWIE Kerberos (AMHIERERE, B RIZHAFRIBEZB.

8. B “Mid Kerberos”,

R Kerberos BB IEH, M=EFEE Successfully validated Kerberos setup. MR Ker-
beros EBEEFREH, BRBI—FEREHE, HAPRETEXBRIERKHES,

¥ M x%iE# 25T 2] Connector Appliance

January 9, 2024
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Citrix Secure Private Access

Citrix Gateway ZE#%2 257 A, Citrix BINEZEFREHIFEHREA Citrix Gateway ZE#23, FiakZaid Citrix
Gateway &% 15MFAE Secure Private Access RfIZEE Connector Appliance, #FBRHHE XM XIE
%2377 2 Connector Appliance #9573,

B xiE%2:T5 2 Connector Appliance WS4 E

1. BRTMXEERS, FEER—ZRMUERL Connector Appliance.
2. XAMXIEZSRHMRNE Web ARFIEEE. REREER—ZRUE LK Web NARFERE A,
3. MiksErkfE, Bk Citrix Gateway Ei%2s.

%% Connector Appliance

AT BRE Connector Appliance,

1. &= Citrix Cloud.

2. NRBELAXEH, @&F HRUE,

3. BHEFRNM Connector Appliance HZE R ER Connector Appliance 3589105 El#x.
4. EFREDVEBEFHRE THMREK,

5. fEEIMNBIEREF L THFHLE Connector Appliance,

6. X5 Web Ul (EMWNERZFES LIRMN IP i) HREFTERERE,

7. BE R BREFHIREGENS.

8. BiEAmEHENEEI T & Connector Appliance Bt fERR Citrix Cloud AR REH (FE 5).

Connector Appliance E3E#f.

BXEAP R, ESRESHT=RSH Connector Appliance,

w R RE

« $0fA % Connector Appliance?
T# Connector Appliance,

« d0fA%% Connector Appliance?
%4 Connector Appliance,

« S0fAiEA Connector Appliance?

3t Connector Appliance.
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« Connector Appliance FiEZEERZHA4?
Connector Appliance Internet JEZERK,

+ Connector Appliance WRELERZEHA?
EREEERAER,

« Connector Appliance 2fAE##Y?

Connector Appliance &

BiiArlil Web R ARER

June 19, 2024

WE, FRAUERMEART HEENR L Web ZAT#2F (30 SharePoint. JIRA. Confluence) MUK E1thRF
B, AIUEENEFIHENESSE. RELBPABEEM Citrix Workspace #&iehasnsd ik Web N ARZFH
IR, LEINEERAFREBF BT 2 HB TG, MMETRNNNRPEPIFEERILR Web NEER. MR
ERRHEENSSATERRAS R,

TRRE

« NEBEEMEI Web RARFERMFH DNS i2REXIE DNS i2R.

o ITEBRBHNBEBENDE L Web EERF FQDN FM#HFAIAE DNS BRHEXMENAE DNSER, LUF
ARPEE@AT Citrix Secure Private Access iR,

o HRLHFPBRHNERENEL Web ARFHISIEIIRE, MARFRERK51S2 Citrix Secure Private
Access Br55, ARG /AN ZNAEFBIAIR.

o i5ERE L Citrix Secure Private Access RS /E, ©ERERFP SMRBIIMNARFEN, 81 L TXhhE

B E,

« INIIE /S, Citrix Secure Private Access RSB SHEXRZT A IFIE (sl =i%) & Citrix Cloud
Connector i&&&E, UAFHEEEENEIL Web NAER.

Ao E Citrix Secure Private Access LIEEifRI L Web N EiEE
NEFN

EFEZE, BREREUATRGS REENAER.

« NFA#EF FQDN
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o SSLIEP—-ERENNAREFNATIER
o ZRAIE —%3 Citrix Cloud Connector i&#&
« 5iRA%F DNS 2%, WUEEAR Citrix EN BIEFE S HiaRHAMER R (CNAME) 34 E#1TEH.
EEx I Web NAEFHNEEZARNNSE:
FE(FL:
BXNRAEFNEERIRES, 1550 BERIESNITERE, UBMEFMESE,
1. 7 “Secure Private Access” FTi L, g& “44”",
AR
PREFHRELERERARSNEI, EEEERYT, BUEERSEMT VAR TE, AREE 5
M BER .

N

. RESHMEHEIE. EXFAER, BSH EERESHITEME, DER EFMEE,
3. HERMNBIEF. BXFAER, BSR AIMEENERER.

4. ERBRMNNARER, ARRHH,

5 E LARFUBEME? R, EEUE,

6. £ ‘WAEFFARGEE" MOPRAUTEAGE, AREE “T—F7%

o NARFRE - EENBEFER (HTTP & HTTPS),

s NAEFRBMN -NAEFRET.

NAREFER - AEFNEEER, SELMEANNEREETERPERAEHNAEF.

N REFER— R EEAER BN AREFER. BRI 128x128 R, IRFEHLE
%, WEERFIAET.

MREFRE T BREFEN, BEEFHAAF RN AERFET.
7. EEEEARUARFRERNE RN EEIARNARER. BAUTEAER.
« URL —EimNAERHN URL, URL %719 HTTPS &3, BERMIUAINMERNEY DNS %8,
o SSLIEB—MTFHIERSEPEZIEM SSLIES, @S2 EARMHI SSLIEHR FHRIMHFH SSL IE+.
ABED

- (NXFAHIEBHREERN CAEH, FEFHEERIER.
- W EHTEIIERE,

o MXER - BXIFBBREERME URL BanER. BXEAHERSE URL IRBIARAREFN—7,
HIENMERRRE, RIS MEXE. EALOF SSLIERHERIS MEXE, XERER.
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« CName i2®—H Secure Private Access Bah4ER. X247 DNS g NBIE, FeeEZEiAINA
=%,

Vv App Details

Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App name * App icon
SharePoint Change icon Use default icon
(128 kb max, PNG)

App description

(7) Do not display application icon to users
Collaborative platform used for document
management and storage.

Direct Access

Enable direct browser-based access to internal web applications.

URL™ SSL certificate *

[ http://sharepoint2013.com ] ‘ ssl-automation-wildcard.pem N ’

@ Add new SSL certificate

Related Domains * SSL certificate

{ *.sharepoint2013.com ] [ wwco_reshuffled9.pem N } @

@ Add new SSL certificate

@ Add another related domain

CName (Canonical name) record

directaccess.bmws.netscalergatewaydev.net Copy

8. BEH “T—%7
9. f “BRER Hoth, ZRERTNAEFNEERSEREE, AREE “T—F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 76



Citrix Secure Private Access

Vv Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

10. £ ‘MAREFEE Mo, EALERNBERRUE, BAUSR-—MHRUEHBEHRE Connector
Appliance, ZBEEMERFME, EMBARUBFIRPEHHP—NRRMUE, FlN “BHXRUE", RS

& T8, BXEAEER, ESIAE SaaS Ml Web N ARRFEHHEXIFERIER FEEERUBRAR,
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~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N I aaa? N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N I aaa?2 AV [+]

Connector status

Detect | Install Connector Appliance
Only 1 Connector is up.

11. BEH%Em. ZNAEFEMIZINBREFIH. EENARERFE, EOUWE ‘NAREF" NEPRBSMER. ~
I, FRENAEF ENERSEE, ARENIERIEF.

. REBNARER
o HFR

BE:

- ERAETEEENNAREFHINR, RANERTSELNARFILENRR REYHHRRESNHEE
FXREXRY, A RBANNAREFIHRNR. AXEIZIFRREHIFAES, BSHCIEARRE,

« NREMERR FQDN s@BECFT FODN WREZAREESZ MNAER, WARSSBEESR. AR
B, 55 Web M SaaS M AEFRENRELRK,

SR ENARSS N AR E R

June 19,2024

RHEIBRSS (SaaS) R—ME M2 RIEN, TILUSRAERET Web MRS #1TIZER (T, ERAK SaaS LAEFE
1% Salesforce. ITfEH. Concur. GoToMeeting %,
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aLUfEA Citrix Workspace f/ Secure Private Access BRZ54ir] SaaS A 2. Secure Private Access RS
5 Citrix Workspace #845&, RIAEREM SaaS AR, ERENENNAREFREAEMTEXERRES—
B9 A8 P A58,

£/ Secure Private Access RE3X (1 SaaS MAREFINEIRMEER, £2. BaAETY BNNAEFEERS
£, = X8 SaaS NAEFEEUTMRE:

- BEERPE—5TIRIF. EHRNER.
¢ BRE RERAERERENER.
o FERAREFINE BiR—EBTFRIRNARTAREFEE.

Secure Private Access [R5 aNfaI% % SaaS WAIEF

1. ZEPEEAMFEA Secure Private Access RERF REAE SaaS MAERF,

2. EERBEAFREMHEIRS URL LUAE Citrix Workspace,

3. ERmAER, AP REREN Saas MARFET.

4. SaaS M FAERFsE Secure Private Access FRS1RtHI SAML s, HBZNBEFER.

AR

« ERAFRETHEAZEFNAENE, EERFEECIRNIARE, EiH0REFR, EERRIINAEEZERITEE
EFEEL TS, BXBFAER, BSHCIEILRRE,

- EEEM SaaS AERF S Citrix Workspace AR BN ARRFMEMZF—ERE, MURHHE—HHF
K58,

SaaS Apps

—

Citrix Secure Private Access

BoE SaaS WHERF

EcE SaaS NARFSRUTERT K.

1. EENVAREFFARESR
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2. REERERGE
3. EXNFEFHH

RENAEFFAEER

1. £ “Secure Private Access” ER L, BFHEE,
2. B R, ARRT “FINNBER.
AR

‘LR RANEERE—RERARSNEN. EEEFERTR, ERUERSHE “TLAER TUmE,

[FeE “RIZARERF.
TR OB i\ AR (S B R FEAIN SaaS AR, WaILIEE— eI AFER SaasS &

BEFIIRNNAREFER. ZRIRAGER TEEENBEFPIENARDER. B2, MAGTIR
MEETEFRIERS. BX SaaS LAEFERERIRNIFAESR, H5F SaaS NARS B ERE.

3. EEENAER.

« EFERANBEFFAES, BRE P’
- 2ERBREENAER, F8E “T—%7

BUANERT, T SaaS wARERF, BA “hIsME" WK,
4. £ ‘WAEFFAER" BoPRANUTEAREE, ARRET S,
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' App Details

Where is the application located? *
@ Outside my corporate network

Inside my corporate network

App name *

15five

App description

coach employees.

Continuous performance management tool to

App category @

Business And Productivity\Engineering

Customer domain name

15five.test

URL*

Related Domains *

https://15five.test.15five.com/?next=/account/pt

*15five.com

@ Add another related domain

App icon

Change icon Use default icon
(128 kb max, PNG)

(7) Do not display application icon to users (®

(T) Add application to favorites automatically (@
Allow user to remove from favorites

Do not allow user to remove from favorites

. MAREFAM -NAEFHNER.
o NAREFHER - VAREFNEERR, SERMINNERRE LXK PETRAEHAER,

o MARFET - FMEFFMFEFIEHR MRER), BERHEHNNARRFEXME Citrix Workspace AR R
B EREZEINMFRINTH. ERIUAS M AREFRMFHFER, taTleEm Citrix Workspace A

FREPHIERG, 5 Web 5% SaaS B2+

EPEHFELR To

-
BE K3

- X/ FEAITHEERREE, EERATUASMNBREFEFNHES,

15, ZNBEFEERE Workspace B R

- NARFRINFERERT HTTP/HTTPS AR, F TCP/UDP RARERF, MATFIRERES.

- KR/ FEPNEHBTARBMINRE. Fli, WS55~N\TE, th, EFBRRAKNE, EERA
MHRMITE X T EFRIZER. R Citrix Workspace AR REFHN&AIMSEN ARFLFIF
BRI NBOKRR BIFALES, MZSERRRTIRFZERo

BN, NREFENBREF LR FERPHIRMRG W S TIERERLER WA AW S TERZERER, Wik

WEMITER=ELEFIS, Citrix Workspace Ul RERFIE—1E 7l S TIERMERBF S,
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aaaaaaaa

Categories

‘' B 5 all lall =l lal la

N A2 Eir— R BB A E RN BEF BN, EIRX AR/ 128x128 &R, SIRFENLE
%, MEEREIAET.

MREFRE TN AREFE, HEFEAERF TN ABERFET.

« URL —8&&MEF ID # URL, % URL %8 &ZMEF ID (Citrix Cloud F ID) , EREEF
ID, &5 Citrix Cloud. R SSO KKK EFEMER SSO, NAFBHEEME/IL URL,

« BFEE M EFE ID -EFEEM ID BF7E SAML SSO mEA elZR AER URL MEMEL: URL,

B, MREFM— Salesforce NAERF, NEMEHEEZN salesforceformyorg, ID A
123754, MM ARERFEWN URL B https://salesforceformyorg.my.salesforce.
com/?s0=123754.

EREANER ID FREBETREENARER.

o HXER - BRFABFREERME URL BatET. BXEARERSE URL IRBIANBREFHN—E7,
FAERSHER RS, RTINS MEXE,

o BiE “BEBNARERNIKER", Btk ARER RN Citrix Workspace R 2R 89 E AR A
LE =2

- BF ‘AR MBESFER, AFNBEFITIEEM Citrix Workspace [ 2RI SE R
BREFFIRPMERZNBIERF, EFIERE, Citrix Workspace MEBREFHNBEFNELAS
HHM— P EEERET.

- BF “TAFREF MUESRIBR”, LBALEITEEM Citrix Workspace Rz 2RI S T2
FHIRBBIBRZN BIER, EFIERA, Citrix Workspace MBREFHNBEFNE LRSI
HHEEMHNERET.
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Apps

Favorites

2] | s *
| @ S ¢ Y
16.5 Copper IE;;EE::;M ms wieh fdew R?;:‘::SBI_DE

90 R & M Secure Private Access RS #=# & IR AR IE IR R W B2 F, MM Citrix
Workspace U5 &P FeniFRiX L AIEF. 1R M Secure Private Access BRSS! & Sl
BRIX LR R, MF=BM Workspace M FBi2R HifllBs.
5 8F “F—F7%
BE:
- EEHETSEENNARFIHINR, RAMERTIELNBEFNIANNR. 26 Y5 REE SN AR
FXREE, A 2RAXNNARFNIFRNIR. BXIZIFRRENIFMAES, ESHCIEIAFRRE,

 NREMAERR FQDN Zi@ECRT FODN WRLELZAREREZ MNARERF, WARSSBEEHR. AR
B, 15207 Web #1 SaaS NAERFEENRELRK.

REERERAGE

1 £ “BRER Boh, ERERTVARFNEEERERRE, ARRE “RE . JUERUTRERERE
2,
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v Single Sign On

Select the sign on type for your SaaS app setup.

Don't use SSO N

SAML

Don't use SSO

w

o AMEMA SSO —H1& AFEEXNFIRARS S LA H#TEHIIER, BEAARER SSO &I, EEER
SSO &Y, AP BHREERIENAREFFAEEED TEEN URL

+ SAML -AETF SAML 19 SSO %% SAML # X\ Web MA#EF. #A SAML SSO £EHEE¥HMES.

T “BRER BOPEANUTEAEE, ARRERT.

BRI -E2 M= MR A RRTEMN RS 2455 (SP) BESHTEM, ErRI%EE
Brs. MR, AWEHE.

#= URL —ti S URL A A2 ERRM. SAML BrE# & &E it URL,

AR - PARSESHA TR BRERAE@ RIS XSRS SEFHRFERR. P4R
SHAPEMEN URL, BRAILEEIE URL ER BBV BER.
RR-ZARENBEFETEREMS. MEBANEBRNEZAREZFERT SAMLETE.

A ID B EE SRR ITRIRTFAE .

AR ID — &R SZHFHIR R Do

78 EARE URL (SP B5h) BRINARER, MBSZSHIRMUESEMIRE, (MERRSRMERE
Ul e

2. ERgEY () B, FNEXBARNEMESR, XLEESRWAEEINAEERF UUMSHHRE AR,
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v Single Sign On

Select the sign on type for your SaaS app setup.

SAML N

SAML

Don't use S50
TINS TUTITE ERNETAES U AL NESUsSU 101 e upplicalion's SAML request.

Sign Assertion

l Assertion ~ )
Assertion URL *
l https://login.microsoftonline.com/login.srf @
Relay State
l https://login.microsoftonline.com/login.srf?wa=wsignin1%2E0&rver=6%2E1¢ @
Audience

urn:federation:MicrosoftOnline @

Name ID Format *

‘ Persistent N ‘
Name ID
l Active Directory GUID ~ l

Advanced attributes (optional)
An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values
are consistent with the settings in the SaaS vendor.

3. B SAML TR THIEER THITHIEX 4. FRTHNTHIEXHE SaasS MARS 28 LA E SSO.
PR =

o EWRAILIEHER URL 789 SSO ER URL , #H7E SaaS LAEFRSSEE LEZE SSO B &AL URL,
o IHERTLAMIERTIRATE IEH, H1E SaaS NARSEE LEE SSO BHERZIER.

4. BE “F—5,

TE X N FATERF R

1. ENRARFEESSH, MBHFEE Citrix Connector Appliance TESMIESIEE FRiX L, NI FAFE
FRIMEXIEE N BE. BXFAER, E2197 SaasS # Web N AIEF FHEXISER B R TR AR AR

R,
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v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2

Domains

Type Resource Location

Internal vV ‘ { aaa2 \/ e

Connector status
Detect | Install Gateway Connector | Install

Only 1 Connector is up. Connector Appliance

Domains

Type

External A4

2. BE TR

BEREME, ZNARFERNE ‘YARERF H. RENAREFE, EFUN ‘NEBERT NEmESMER
BNAERF. ALk, FRENARERF LNERSIZE, AEHENBEREIEE

. RIEBNARER
o MIER

% 1%3@ 32 Secure Private Access RS % %5 Web 3 SaaS W B F, SMRZNAREFREEE, N Citrix
Enterprise Browser A= Bzh2/R1E Citrix Workspace BF R . Lo, BRIAERT, Citrix Enterprise
Browser th AN AE BN AERF. REBFPILUERSE URL MI1ER TS5 Workspace Browser, H1{&H
Workspace Browser ifia] 9S8k,

] Ciirs Werkapacs

(€ Citrix Workspace Q . [

{o} Hema

-
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518

BXMAERFNTERIIGERE, 1580 EERESNIIERE, UWENR EFNIEE,

XFE P im-RSEENBIER

February 20,2024

{&Bh Citrix Secure Private Access, EILER LUER AN Hass@d it &M _Liz1T89 Citrix Secure Access &F
IRERAYNE R HENBEFISRFE Y BNEAER, 85 TCP/UDP f1 HTTPS AR

&8 Citrix Secure Private Access & P in-BR S8 N AEFHEIN s, EIIER LUBRXIES VPN fRR75 R
B, MMAZERA PR FIEIAE N AERFIHER,

P55 hRZORE

%5 DNS /540K FQDN f#tfrg |P itk

TFRE

BARAFREERFHiIGE ERE Citrix Secure Access B i, BNRIRINAIEEZHENE BN AER.

o 3¥F Windows, aTBLM https://www.citrix.com/downloads/citrix-gateway/plug-ins/citrix-
secure-access-client-for-windows.htm| F&#Z P4 (22.3.1.5 REShHREA).

o X¥F macOS, TTLUM App Store TEZEFimhR4s (22.02.3 RESARES),.

EIBEE & TF Citrix Secure Access EFixifin] TCP/UDP N BEiEF
W&

MR LT E R 8EiA1) TCP/UDP AR,

« 7£ Citrix Cloud #isial Citrix Secure Private Access.

« Citrix Cloud Connector - %ti& R F Active Directory 15 E2 & 89 Citrix Cloud Connector, %1 Cloud
Connector ZZEAHFR,

o BIHMIFNERE-THREEE. AXFARES, BEBH SHMIHNEE,

+ Connector Appliance —Citrix BiE R R BN S AT AMIEE+FLED Connector Appliance., &E#28
AT REERM, HEDOEMNBEEEFHAESP. H% Connector Appliance RELREMNEZER, i&
SiRERT =ARSEH Connector Appliance,
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« ¥F TCP/UDP Rz fR#2r, &4 Connector Appliance,

BEEFR:

BXRNAEFNTBRIGEE, 520 EERESNIERE, UWENR LEFNIRE,

1. 7£ Citrix Secure Private Access N b, & “&1E”,

2. BEHE:, ARSERMNABER.

AR

SEFANEEEREARSHEN. FEREEAY, EUUEESMIINAREFNE, ARREHINN

BEF.

NARERFEERNZESHE, HMTUAZTERBE—TAREF-8TBREREEHEFARNRS S, F
m, —PRAEFERUE— SSH. —1> RDP. —MuERERS 3/ —1> Web RS2, BRUAEBEIREIE
— I AER, B TNARFAUE S8,

3. £ “EEER BOF, BE “Bid” FopAicE TCP/UDP RARF.

4. £ ‘MARFEAER BOH, EF EROBLURER”, BALUTFEEE, ARRE “T—%7

Where is the application located? *
O Outside my corporate network

@ Inside my corporate network

App type

‘ TCP/UDP

App name *

[ TCPtestanpl

App description

Destinations (?)

App icon

ﬁ Change icon Use default icon
(128 kb max, PNG)

Destination * Port * Protocol
‘ 10.10.10.1-10.10.10.100 ) 445 ] [ TCP v } C)
Destination * Port * Protocol *
’ *.info.citrix.com /J { 1655 ] ‘ TCP N ] S

@ Add another destination
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o MR E 1% TCP/UDP,

o MAREFAMN -NAEFHNER.

o NARFER—RKETNAREFET. LFBRARNEFR.

o NAEFER-EERNNNAEFIHER, LFRARNEFR.

o BiF—REERRUENEHITENN IP #tiitsk FQDN., AILURMTAUEE— RS B8,

IP ithit v4

IP #itibSEE—Rfl: 10.68.90.10-10.68.90.99

CIDR —=fjl: 10.106.90.0/24

ITE A FQDN i 8 — &8 — i s 3@ B 77 5. I #0: ex.destination.domain.com. *.do-
main.com

B5E:
ENEEERCMER P it ENBER, RZLBP W LUER FOQDN 5RINAER. XEd

8E89, &7 Citrix Secure Access EFimA] L% FQDN #2479 E ST IP ik,
TEREME T B0 B 89 LU an el {E X L B Bithin 0] N B2 E 89 R )

EESEEETIN W58 N R

10.10.10.1-10.10.10.100 BRLARF REBEIISEERR P stibiha N AR

10.10.10.0/24 BZAFPREEEE IP CIDR HECER IP sthsitif a7 AT
o

10.10.10.101 AR REEEE 10.10.10.101 AR N BIEF

*.info.citrix.com BARBAPNZIFR info.citrix.com#

info.citrix.com (&) BFiE. Fl0,

info.citrix.com, subl.info.citrix
.com, levell.subl.info.citrix.com
AR BEMLITRAZENEATE, HERATEA

AN *
[ TS

info.citrix.com B&EP info.citrix.com REgHRIFE, MR
gEifEFiE, HlW, subl.info.citrix.com=*
EIRIEA

o IHO-ETNARFNRO, EEATUAETBHEES M iRAZEOTER,

TR T I LUNBEREERNER,
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U WECIDN BiEA

* RIAMERT, port FBRIREN “x7  (EfEwA). BIR
ZHM 1 3 65535 RO S,

1300-2400 Birz#EM 1300 2 2400 MiROS,

38389 BirNFHROS 38389,

22,345,5678 BfrxiFimO 22, 345, 5678,

1300-2400, 42000-43000,22,443 %S 3EE N 1300 2 2400, 42000—43000, BinszHF

im0 22 # 443,

BRERmA (*) FEESIHOS Ris TR,

* #i—TCP/UDP

5. ENEREREESSH, TUERANBERERNRERARMEEERE. WFENER, EALLEERRERN
REBEUEBFERANARUE, ELE—PPEENEREERE ‘B 7T, AHRMNPYEIMESRNEE ‘N
BRERE &*P. NAEREREMEERBRAE LG EZREINRERHERNEREUENERRE X ‘N
BiERE” RMOIEEN IP ARBENFHAES, BE5R NBARERE-/IP b hRERS R 9.

6. WFLUTFE, NTHRERERRN, REEE T—%,

AR

1Rz BB R,

o BRMUB-MNTHREF, BIEZEDNZEDLRET— Connector Appliance HERUE,

AR

Nz AT FEREER 9 X #F Connector Appliance &%, &t arLi7E Citrix Cloud [TAH# “&IRML
B BHTHTRE, EXUERRUBNFAGE, BSR RERRUE,
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A App Connectivity

2 Domain(s) below already exist in the domain routing table.
Changes made below will update the domain routing table.

Total 2

DOMAINS TYPE @D RESOURCE LOCATION CONNECTOR STATUS

Only 1 Connector is up.
windows].ztnacloud.local Internal My Resource Location e Detect | Install Gateway Connector
Install Connector Appliance

Only 1 Connector is up.
*windows1.ztnacloud.local Internal My Resource Location e Detect | Install Gateway Connector
Install Connector Appliance

20of 2items  Page 1  ofl Srows Vv

Save

7. BET. ZNBREFEMIZINAEFNE. EENARERG, FTUMN “NRRERF" NEREHMIRNABER.
Ak, FERENAEF LNEKRSEE, ARERMTREE,

s RIEBNARER
o HIRR

AR
s EFAFRFINNAREFNIFENE, EBREBERNEIHNERK, TiHnEES, SERANMNAERITIR
EHEBEREEE, BXEFEAEE, B52RQIEHRER,
- ERERFENEMHRITAE, B2RIRE SN HIIE,

s BRMESAFRHEER Workspace URL, &7 Citrix Cloud & E Workspace BiE, AGER
IHIELET o

Workspace Configuration

Access  Authentication Customize  Service Integrations  Sites

Workspace URL

This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

https:// .cloud.com

BIBFtE & TF Citrix Secure Access ZFixif5ia) HTTP/HTTPS R BiEF

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 91


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-create-access-policies
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-1-set-up-identity-and-authentication

Citrix Secure Private Access

AR

Z(EH Citrix Secure Access ZF IRIARIIME N HTTP/HTTPS NABIER, EXAERRUBREED—
N (ATEAAME, BNREMD) Connector Appliance, Connector Appliance aI AR &AM, 21
POEMNEEEFHAEEH. % Connector Appliance REZEMNFMER, BEBRAEBTERSH
Connector Appliance,

wEFN

« 7% Citrix Cloud #iAid) Citrix Secure Private Access.

ARED

o E R R S EEERFIHITHAE Web N BIERT%&d Citrix Secure Access B #1741,

c MBREERIBRAESBEBLLERN HTTP(S) AR, WSERUTHEHES, & <" app name”
(FQDN) > [ BEFE A T EfthR 2], 7EM Citrix Workspace i5id.

Hmmm... can't reach this page

Checkiif

il local

u L Type here to search
o MNREFA SSO &5, i&FEA Citrix Workspace MAREFI 1P Mi4iAE Web M BERF.

F2E HTTP (S) NARFNS RS Zishll Web AREFHNENIRA AR,

B3&ri51e TCP/UDP #1 HTTP (S) NA#ER
BENIFEEEREBIRESZSMEERZE (i Device Posture #8&, ARMIEBMAE. AP AELK Citrix
Analytics IRSIRMEAIXIEITS) KEEN ISR EE N BEFHIFE,
AR
o 1EEILUE4EI51R) TCP/UDP AR, BERRIEAF. BFR4A. BRiHENBERENI&E UGN B
FHAE (BR/MX) tIEER, NSRRI HRNABER.

o ARNARFHITHAFITRER TR TCP/UDP MAEFEENFTE TCP/UDP M AER B 1,
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B BE R 17 1R R

EERTUMEABERIESNITERASTE Secure Private Access lREZHEE SaaS AR, AE Web R AE
F=#0 TCP/UDP MR FMEEEMLKiH IR,

=z

AR

o BXCEBREMNIHINEBIEMEE, B5SF ISR R,
« B Secure Private Access RS H# SaaS MAERF. AZE Web N A#2FF1 TCP/UDP MARRFIE
EEMLIHNNIREIRERE, FEREEREBESNIERE, UWETFTANIIMLE,

ARED

« @i Secure Access EFIRELIGIRIBA T IERTLMNIE Web AR, BER—RBIRES, BE
8 Citrix Workspace M BAREFEF.

« i@iZ Citrix Workspace M BEZFETHFPXKITS. Device Posture EZEH Web N HEFHHRIRELEE
BTFi@id Secure Access EF IRIAIRIN FBIERF.

o PEINARFNERER TR ARFTPNAE BiT.

DNS f##r

Connector Appliance %47E%E DNS f#tr#) DNS iR 288 E.

7 Windows i+&#1 %3 Citrix Secure Access EFinHIH 12

TIFIIRIER Gk
Windows -Windows 11. Windows 10. Windows Server 2016 #1 Windows Server 2019,

LUT27% Windows it&#1 %%t Citrix Secure Access B ixHISE,

1. M https://www.citrix.com/downloads/citrix-gateway/plug-ins/citrix-secure-access-client-for-
windows.html & Citrix Secure Access & .
2. B “RE” 7 Windows BN ELRERF IR, IREEE Citrix Gateway EFIE, NESFARFEFHNEF K,
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ﬁ Citrix Secure Access Setup

Please read the Citrix Secure Access License
Agreament

CITRIX/(F) LICENSE AGREEMENT

Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix produet(s).

CTX code:EP R_A3240)

Upon installation, Citrix Secure Access files are added to the

C i |_ rl >"( Windews Firewall whitelist.

£ E_lnslzl | Cancel

3. BETMMUTHRE,
ﬂ Citrix Secure Access Setup

Complete the Citrix Secure Access Setup
Wizard

Click the Finish button to exit the Setup Wizard.

cifrix.

AR

35 Windows FHZ A RiE,
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Microsoft Edge iz1TRRES I

7, Secure Access B i R SHIIEAF REEE Microsoft Edge Runtime,
RIANERT, EREERHA Windows 10 #1 Windows 11 i+ E#HF, WFRERAEITEN, BRITUTSE.

1. #BILUTHEEE: https://go.microsoft.com/fwlink/p/?Linkld=2124703,
2. T#HH %% Microsoft Edge. iR AR R4:&H R4 Microsoft Edge Runtime, H&=1iXiE#5] Workspace
URL B, Citrix Secure Access EFRIHRRIBRIGRE,

=3

AR

TR LAER N SCCM HRiF A %REE 2 FM B ahi R 5 2% Citrix Secure Access EF imzk Microsoft Edge
Runtime #iXEI1%& P ik it E o

£ macOS it & %% Citrix Secure Access & imHy 45

MEEMH:

+ M App Store T #3E AT macOS 89 Citrix Secure Access & F s, It AERF AT M macOS 10.15
(Catalina) &EShRAFIKEF,

o MBARAEART macOS Monterey (12.x) B9 TestFlight M BER.

« WNRETE App Store R ATEFA TestFlight MM AREF ZETIHR, NWAREHEIBERT Citrix Secure
Access HREFHEEX . FIW0, MBE—BREEZEREXHS—EMER blr.abc.company.com,
EMER VPN BEEE XX, REHEREIEZERNEEE X,

KFFBRIER GRS

« macOS: 12.x (Monterey), #F 11.x (BigSur) #110.15 (Catalina),

o BEhi&%E: A% i0S # Android,

BHERENNAREF-REAFRIE

1. EEPm&& LB Citrix Secure Access EF s
2. 1 Citrix Secure Access EF iRy URL FERFHMANE R EEFIRMM Workspace URL, gL “EE .
XR—RMER, URL BEREUEREEER.
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@(iw Secure Adiess L

X | Secure Access

Plearse enter your company provided server URL and chick Connect

3. RHERRIETE Citrix Cloud PECER SRS EIRRA P #7351,

BRI ITE MRS, BREIBRREENAENERER.

RFExER

EUTERTaHIREHBIES:

o ZNARFRRGEERN AP RN,
RE: JFiAERBE P #tiitsl FQDN BEBERMN AIEFRRABERAF T

Citnix Secure Access

Access denied. "'(windows1.ztnacloud.local:8 "
not autharized by your administrator.

ENG |;? D) 118 PM

IN 08-Feb-22

RN LR FEIELI,
[RE: xtB4x5 P s#thitsk FQDN BYIARBHELS, EASERINBEFIRBHRIT AN “BENERBFIVAR.
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Citnx Secure Access

administrator policy configuration.

Access denied to "SSH_IP(10.52.3.6:2222]" as per your

ENG 1:32 PM
IN LD gsrepar 2

- BEARAREFRBIERNT 2T,

RE: BXxiAR BN AEFRBA T RN R 2, RN ARZFRILGER Citrix Workspace AR BEH.

didddadada

Citnix Secure Access

Please access it from Citrix Workspace.

Additional security controls are enabled for
"Jenkins_Webapp[windows1.ztnacloud.local:3080)" app.

ENG 1:29 PM
IN D g renor D

Hiz 2
Rz i 1P b s R 7 52

BN FBEF BRI B B9tiE A I E E R R P,
BEAREMEBRAR LS EZERIMREER ERNARUENELFRR.

o B IP st RIRUE Z B2 —8,
o Citrix BN EE R RHRT P iR ES. REBINES, TUTRRE,

UTEHARBERRE, T2EE B —MEARBRZARHNEEREENERDR.

MR = NENRBEFEFE kB ARMFHEE

FEES 10.10.10.0- 10.10.10.50-
10.10.10.255RL1 10.10.10.60 RL1

FEES 10.10.10.0- 10.10.10.50-
10.10.10.255 RL1 10.10.10.60 RL2

TH

¥ BERERE-IPES
NEXENTFEES
¥ BEEER-IPES
NEXBNFEES
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MR R MAENAEFEEE kB ARMEHSE 77
BnES 10.10.10.0- 10.10.10.50- R, BEHERE-IPH5M
10.10.10.100 RL1 10.10.10.200 RL1 BEXBWNES
HoES 10.10.10.0- 10.10.10.50- R, BHEE-IPEHSHM
10.10.10.100 RL1 10.10.10.200 RL2 BXBNNES
TLEE 10.10.10.0/24 RL1 10.10.10.0- f&iR; <Completely
10.10.10.255RL1 overlapping IP

domain's value>
IPIE5MEXETLES,
BERMAERS IP ZFB
FeEH BRI

TLEE 10.10.10.0/24 RL1 10.10.10.0- £i®; <Completely

10.10.10.255 RL2 overlapping IP

domain's value>
IPIE5MEXETLES,
BERIMARS IP ZBE
e EH Mt BRI

U 20.20.20.0/29 RL1 20.20.20.0/29 R1F; HERBHRPELT
15, PR SE B ST iR
22E

AR

« MRAMVENSHTLESE, WENAER FAEE BOEENAEFHEZE
fEe R FAE R B0 B BARSRAER R LR,

=]

TR, BEERMIET

MR “MARFEAER BREHEIR SERUKRSRFRENBEEFN¥MES. B2, £ App Con
nectivity 2994, MRETZEFEFENBLES, HETBRAXRTNNEREESR, BT —FE
HHE. AXMERT, BERAILIARBAEIRNMSIE,

o Citrix BiURE— 1N TF42H MARFE R, MR IP tibFR o RS SNRMEEES, NWEEHMNES

*BSERZ.

ERMEHEMAEEEM T

L Citrix Secure Access B FimiEES| Citrix Secure Access =RREET, Citrix Secure Private Access B iig
MUTEMRISRERAEHAREE,

FAR: HKEY_LOCAL_MACHINE>SOFTWARE=>Citrix>Secure Access Client

o HRMAE: SecureAccessLogInScript 28 REG_SZ
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o SEEEMIASERR: SecureAccessLogOutScript 268 REG_SZ

RITHASE

« EATF Windows B Citrix Secure Access % 1TiBH
« iEATF macOS # Citrix Secure Access &1Ti5RA

« Citrix Secure Private Access &1T7i5BH

73 TCP #1 UDP frs525/R &89 CIDR ithik

January 9, 2024

BRI TCP/UDP RS2 EREHY CIDR IP ik, 72 DNS f@imidfgrn, XL P #tuit7E DNS mMEZHRHE, M
T ESEFREY 1P sk,

LUTRAFHRE CIDR IP #iSEE:

. 10.0.0.0/8
. 172.16.0.0/12
. 192.168.0.0/16

AR
HREZW [P iR 5 LU hb R

s EEPZRMUER TCP/UDP NARFEER IP i,
« BFIREIREFR.

EcEREZERY CIDR IP ithik

1. B& “RE", ARBEG “2REE".

Reserved Network Subnet for Secure Access Agent X

Designate an IP CIDR to hide the real address of the backend accessed through FQDN.
IPCIDR”

192.168.0.16/32

about Reserved Network Subnet for Secure Access Agent
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2. 7£ “ecure Access Agent TG ML FM” &, BE “EE,
3. ZIPCIDR #, WALH IP #iEE,

4. BERR

AT FQDN #4779 IP #i3itsy DNS /54

January 9, 2024

DNS ERE2—MERTFRERKXAPNEEESE, Citrix Secure Private Access RS HI DNS BEIHEERTATF LT
Bl

o @I NGRS 2SN DNS B4%8, 1 Citrix Secure Access B IGREBEIERLRERE (ENR) @A
wE2MREFHZ (FQDN),

o AWEERMSA P #it (IP CIDR/IP SEE) BENAER, WERLZLAF LR DNS G435 THER FQDN
RN RRERF.

Blgn, EETIEESREB “workday” BY, T1REE T DNS /F4 “citrix.net”, NIRERASHIINGESR “citrix.net”
FEHA “workday.citrix.net”,

NREET %1 DNS 54, NIRIAF#EH T DNS B4, a0, RigHRmT UTEE:

e ".citrix.net"
e ", citrix.com"
« " . xenserver.com"

HRAAPEAN “‘workday” By, RERKESZEIZUTIRFREN FQDN. MRMINER—1E%, NBEHRNGE
%o

1. workday.citrix.net
2. workday.citrix.com
3. workday.xenserver.com

HE:

« DNS E&EE R R imdd AR DNS G EERNERNERZ KB AT2RENEZ. Bk
=R E DNS F448 789 FQDN, EERAIER IP ik, FQDN si@fRf R ENAERF. BX
BAER, BEHARBIRFITRNE 4 <o

o MRBETA I TENKARE, —MEA FQDN, S—MEMA IP ik, MEHINFE—EiRRSEE,
NEHE IP utHIN BEFRREELERES. BXFRES, BSRBAIRGIPHE S <o
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W

o BRNFENER Secure Private Access Advanced kA gEfER DNS E43ThaE,
+ iR Citrix Product Management EIBALUE A DNS ERINEETS.

wnferAsnn DNS 54

1. 7£ “Secure Private Access” il E, it “BIE”,

2. 7£ “Secure Private Access” BRMEL, $E “I8E", AF%E DNS 54,
3. 72 DNS E&FEH, BARITIET2RE BRI AIM IS,

4. BEHEFHM.

[ERRRERMIRFFIHE, BEIER A UMPRSEREE,

Settings

Application Doemain Unsanctioned Websites Machine Based Authentication DNS suffix

DNS suffix

Suffix to be appended when resolving domain names that are not fully qualified

DNS suffix *

Enter...

(Max length = 127)

Total -3
ORDER SUFFIX ACTIONS
= 1 citrix.net Fd i
= 2 citrix.com P 0
= 3 xenserver.com Vo il
ANl
BEIFEUTED:

o« BIEREN IP #usk 192.0.2.1 SEATFPMEFHN—8TEN.
« IENA FQDN (IP ity 192.0.2.1) F “citrix.net” 1% (a0, workday.citrix.net),
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DNS E&FMNBEFEE

EIERK DNS EEREN
“citrix.net”, Folg—1
IP a7 192.0.2.1 B9
B, ¥ userl B9iAinl
RERIREAN .

EIB5IE DNS GEEEN
“citrix.net”, /8 FQDN
(workday.citrix.net) ¢
ENAER, 5 userl
BIARIRRSIRE R “IF .

RARAPAE

Y userl ZidiEEER
“workday” B¥, FQDN #4
E&2

“citrix.net” (work-
day.citrix.net), IP bt
fEMr79 192.0.2.1, BT A
BT MNAEFR userl 8
#192.0.2.1, AtIFFIH
)4 PRo

AR REAFAUER
192.0.2.1.
workday.citrix.net =
“workday” Aia]
Workday R B2,

NRAEE DNS B, M
@d “workday”
“workday.citrix.net” #
TTIRRIHRIELE

% userl EiXiEEE
“workday”

B, “citrix.net” WEERE
“workday”
(workday.citrix.net),
RERPTILIAIE
Workday, AN HEERF
BRET
“workday.citrix.net”,
F B userl BiARIHRERIE
BH ‘W

AR REAPAIBE
workday.citrix.net =
“workday” Aia]
Workday R 2.
xF192.0.2.1 B9ifkIA4G3E

%, RAEfERIL P
HHECE RN FEF.
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DNS E&FMNBEFEE

EIERK DNS EEREN
“citrix.net”, fFERBEECRT
1 “*.citrix.net” IR
R, #H% userl Mi5
EERERIRE N .

BRI DNS EEREN
“citrix.net”, &BAER
FQDN
(workday.citrix.net) =
192.0.2.1 y userl ic&E
EfRIR AR,

RARAPAE

Y userl ZidiEEER
“workday”

B, “citrix.net” WEE2
“workday”
(workday.citrix.net),
RARP AR
Workday, EARAEEFE
EEET “*.citrix.net”, 7

B userl BipRRIEIRE
R R,

AR RERAPALUER
workday.citrix.net =
“workday” Aia]
Workday,

34 192.0.2.1 B9isEIE
#, FAEHEFERL P it
HHAC BRI AR

% userl ZiliEiER
“workday” B, BFIRE
“workday” E&HN
“citrix.net”, #¥
“workday.citrix.net” fi2
5 192.0.2.1, EZE,
userl BEEZED TR
5388 (work-
day.citrix.net/192.0.2.1),
HA&ER userl BET
192.0.2.1.
workday.citrix.net 5 *.
citrix.net W AREF.
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DNS E&FMNBEFEE

EIE5YE DNS EEEERN
“citrix.net”, 7m0 IP #udk
$9192.0.2.1 W AR,
FIF userl myIA A HRELIL
BHR B, ARHRNS
— 1 ABEMN7A 192.0.2.1
B FQDN
(workday.citrix.net) &9
AR, HiF userl &Y
WIEAREIREN “RIF .

RARAPAE

Y userl =idiEEER
“workday”

B, “citrix.net” WEE2
Workday
(workday.citrix.net),
IP sttt g4 79 192.0.2.1,
BR, BFEET IP
192.0.2.1 MM AR
B 5cFEM FQDN &
IR AR, EUsT
Workday B3 #iE4e,

@i Citrix Workspace AZFE &5 R Citrix Secure Access EFix

January 9, 2024

LBEgi@ Citrix Workspace MBEFERE, Citrix Secure Access B iRIITES 3 Workspace URL #y8 s2%

Fo It SSO The@Ed 85 %R B D IR IE R A - 1A,

WEFM

o &&E EXTRSRE Citrix Workspace M FTERFF Secure Access B i,
o APRAEESR Citrix Workspace R ARIZF A 857 Citrix Secure Access B imd#TEERN SSO,

=

AR

357 Citrix Workspace BEEFHRENETEFRER A ZFE BRI IRAFPEFRIFEELUINIEME
Hihzg, MA=&%4%E SSO, AR AMFohE R Citrix Secure Access B F i,

TEER7T Citrix Workspace R F#2F# Citrix Secure Access EFim 2 ia# SSO iz,
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O User provides credential to
e i Citrix Workspace url,
example : test_url Citrix Workspace User authenticated
] App to given url
Actor
A
SPA entitled store
Secure Acgess client, reqliests CWA
to get user login success status to| proceed with SSO
Secure Access User allowed access
client to TCP/UDP apps
Windows HIThEEE R

« Citrix Workspace [ Bi2FFRZs - Citrix Workspace 22.10.5.14 (2210.5) SiE SR
« Citrix Secure Access hxas - 22.10.1.9 S EShrd
« Citrix Secure Access Windows ;3f#% - EnableCWASSO

BIANERT, SSO e FEARS. ERALLINGE, BERLAPHTEN LRMUTERR.

o EMFEREZHR - EnableCWASSO

o EMERRE - HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client
o JERFERAEE - REG_DWORD

o EMARME-1

HE:

BE, RERFITENAIERESHBEMA 8EmINED Citrix Workspace MAREFEIL S RE R,

KILEMARPRIEARAR AN ERRARYIRH

June 19, 2024

BRI RILFEEINREZAPRE, FERPFNIZAAFIIRSD, SRPRNIILZRRFTIREELE
Fr& &EXRY Secure Private Access M BIEFSiEH ISR N BZFE A8,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 105



Citrix Secure Private Access

i@ig Citrix Enterprise Browser. BiEifin). i&AF HTMLS 89 CWA f1R 215N IEMNFrE s BiEF=1EE81E
WAL, BT 2BRAEERNAERR, HIINXHFHLEZ. RDP. SSH &if, WERLIEMMBL. ENERAA
FHIRARBRREBBAR 281, WX EBERHNARER.

=

s MAFPRNEZRAFIIRFABHNTABEEREN Secure Private Access ipin5EgE, TICERET T4
R, FAEMSLLEFMELE, BRMIRSPRRE, BmEZAFIA Secure Private Access i
B

o TXfE, BREEIMNERRFTIRFAMR,

« ABEXWELH Secure Private Access N RZFINIARNPR#MME L, BIEIEAPRMIIPELTIR (BEF
&89 Web fEECE) , BRI YFEIEL @ Citrix Enterprise Browser i4ia] Internet,

Rl

R R e A It Thag.

o RTIRHALNSNKALEE, EXMWERT, SEABILIEERNM Secure Private Access £iEFH R LEEf
REHIR BIERFIHIRISREGEFTE Secure Private Access N RAERiHIRIAR,
o WEELIWE, EXTERT, HIEEHEL, FIEYTXIEEEEL, BREIEHE, TTLUEZRAPME

AP FIRAHR.
s AP LANAREFAENR, EXMERT, SJUIZEMBCERAABIEENRIR. EFBRRNETIRZE, HEs
WA LE,

RRAPAMAZRBRYIR

1. 1%l “Secure Private Access” > “ifialskBg”, AEEE “FRAAFHRNE" ET+,

2. TEiER, EERSIURRIAIERRE IR,

3. EAFPH, BRLTRNEZABAFIRNAFRE. BETRERAERFHNARZ. MRAFPMBERRSH
%%, WZAFEFR2HIMEAFTIRF,

4. BF “BRBRIBENRR.
ZRAPRANEZARPFIRT. BAFPRNZAAFYIRE, BRITUTERE:

o FRAESEEREY Secure Private Access iE&ERIGIIANZ 1L,

o ¥R ILipiRFRE B A%/ Secure Private Access R B#ER.

o BMERRAFRINEZAARYIRE, Hadr@i Citrix Enterprise Browser i4id Internet, {RE1EiA
BB %% “Secure Private Access” RFBER.

« TXfE, MEZARAFRBESNEARFYIRTMER. MERE, Secure Private Access Bk, ARl
BRI S,
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ERILMER “BRRFMERT R AR MRRRFPIRFERR.

TRILUER “MBNEMRFIERE" EURAERFR MERRFTIRPBER.
(( Access policies

Dashboard Access policies  Disable user access

3 Avptications

Disable user access by adding them to the ‘Disabled Users' list below. This will immediately terminate all user active app sessions. Future access for the user will also be blocked for 7 days, after which the user will be
automatically removed from this list. You can manually remove an entry at any time within 7 days as well. Once the entry is removed, all configured SPA access polici nitiated for the
D
Access Policies If you want to permanently disable user access, deactivate user from your user directory before adding them to this list or make required changes within SPA access policies.

Device Posture

Search for a user to terminate active app sessions and block SPA app access.

Identity & Authentication Domain User
Select... v Enter a name, user ID, or email address Q
@ Settings
Disabled User List
7q, Troubleshooting Purge selected (1) Clear [ Purge all entries now

0 User Name Email Address Domain Blocked On (Local Time)

aaa_hash_user aaa_hash@aaa.local aaa.local 5/3/2024,2:23:27 PM w
(@] userl useri@aaa.local aaa.local 12/3/2024, 10:49:19 AM o
Page 1 § ofl 10 rows ~

i

o EXRERCERPHIFIENER, HEZAF MERZMNERIRS (G190 Active Directory) H#bk, RAER
HANZIZRBAF5)RD, XELIERFERR Secure Private Access i&, FEIEERMMNBIZFISIR,
—B P Workspace, BFERERBLFIBENRES, APELEBERER.

o TXRE, ZAFPEESNERARFIRFREG, ZEEMENER Secure Private Access a1 5kEE, 4l
SIEIERISR AR, 51E 7 KE¥EZAR EMAMETIRP,

AP &8

January 9, 2024

NREIRE R B PE B MLEERD, METLiA Web R AR Citrix Secure Access BRI S RELAFRIERER
BB iE,

33F Citrix Secure Access ZF i, EEA LUK Citrix Secure Access FF IHEL B AT ZIE €N BIERAEERFE
MR LERIE, I, EEENNEIRIIERG, TICAFP ML ENME, EEBIL7E Citrix Secure Access B i

LT ECERFIMTIERE,

Web 7127 AR S5 28 A9ERY

1. SM=E “RE” > B,

2. 1 Web M BREERSRETRNSIFBNT, %1F Web MARFSIFT UL FERRSFLENE (LUNRFIS
RN, MRSIFRIFTAHIRE, W Secure Private Access IRZIG1ELLETRIZIFAG R ESIE,

ERAEFFETIE Y 1Y, BRAKIFSRATEIAI LA 168 /NBY, ERIAMEN 2 /)\BY,
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Web App Timeouts

Web App Server ldle Session Timeout

Hours Minutes

1 20 () | & Edit

SPA disconnects all web app connections if no network activity is detected for the specified interval.

Citrix Secure Access % F i ryiBET

&AL Citrix Secure Access B P uHECE L BT :

o BPIRQATIFEDRES
o SRR

1. SM=E “RE” > B,

Secure Access Agent Timeouts

Client Inactivity Timeout Enabled

Citrix Secure Access agent terminates an idle session if there is no user activity, such as from the mouse, keyboard, or touch for the specified interval

Hours Minutes
50 o @ | & Edt
Forced Timeout Disabled

SPA disconnects the session after the timeout interval elapses regardless of what the user is doing.

2

2. 7z Secure Access Agent EBEYH, EIEFERFIMITROERRIEETE (BUNRF DS EA)

o BFIRAEER: WREREMNIEERPEERAFERS (RIrSER), Citrix Secure Access B s
KIERTFENFFEATE, HNERT, WEMAFERRES. SIERTIRT X B RIZEN 7 8838 51T

BErEREE, B2, MREERFEERRBIIAX, TR HEFEEN,
RIAGREETIEA 5 HFh, SIEKFEIEN 168 /et ZRINMESR 8 /B,

o SBEIEBE: TiCAP MR ESIINME, Citrix Secure Access B R IESIERIFERTE, BRIMERT,
IR F RS HIER VIR X B R IZED A fER TR E B E, B2, NREERE

EERRRRAX, BRIHETBEN,
RIEALERT 15 DIl —FENHEE.

ERAGFIEIE 1Y, SRAKIFERETEIAI LA 168 /NEf, ERIAEN 168 /i,
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} =r

AR

MREEAERZMRE, WE—NEENEREREXHRFEZ.

RN R F R e HIA 770 SRS ERS BIFTBY 17 1R SRESHESR

January 9, 2024

Citrix EX{EF mH B RN BREFIHEH#TTEN. Ui, EAEFREITHRSTNARER > LARFITHERS S
HWAASARATERBRIBENR. $E, ELFE—HRRIEA EEANNAREFAR. 2RI, APXA
FHRRAPRTNAEFHRNRGIVAEIGRFIFR . BXEAER, B2 IPHRE,

ttsh, RARFEERN HERREMHIERFTH, WE, MTBRER (& Access Policies FEizf@ i K 38H+T
FRNBER) 25, EERIULHREANR2IEH, FIGNEERMRE. THRE. FTENRE], @B IER, TAETLUIRE
BRA. I8, &&E. NEFLTXKRERENR 2.

AT KR BEFRN R SR RS F R R R R R N B F AR R R IEREN, Citrix #1775
BENEN, Fit, B RRRIRIRPHIT —LTA, Fiin:

. MEIRERIE

o BENREEIK/RD NS HRE

o HRBREMAIZA <System generated policy - App name>
AR

MRNAEFRAFMAFSAE, WASEEER,

TRLETXLEBEN,

NREEFEET =R

MARFSEEAERNR R BB, KAFPMAFEAEHMRY, ARPRARR
HIEERER, ZIRMFIRE N RFAIR

BEERTeFHNNARER PIRHEERR, BAFPMAENRSIESE. BRERS
IHiaERRS, ZigEIgE N Allow with restriction (2
¥, BEERE). 2EFZrkEENNARFRIIRER
o CUIERBSINSIERMANNRZ2RE, THEHNREEE
figk <System generated policy - App

name>,
IR E) SR MRRBEEZEEFE T AP ARY, WSIRREFCEHRE,

HIREFIRTE IR R PIEFEN R 25
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MREEZEET

BB AP SRR AR SRR

HTAAHEARHRNBREFIEEFRY, EkAZ N

REFEENENMREIED NS IR, BNSTNA
EFAIREATRNAASAE. AASARBILRRE,
NFENRE, WIFHAFHARENBEEFRM

TEETRTHE <System generated policy - App name> HiBmRAIEIEZ T,

Access policies

Search for access policy

W Delete

O  erioriTy NAME

O 2 System generated policy-Cnet w ES

0O 22 System generated policy-Cnn w ES basic & advanced

0O 23 System generated policy -Foxnews w ES basic + advanced + redirectSBS
O 2 System generated policy-NFL -ES Basic SBS -Override Preset 2

0O 25 System generated policy -Nytimes w redirectSBS

O 26 System generated policy - Usatoday w ES basic-Override Preset 3

TEETTRHENEREFD AS D EREHRA,

Access palicies

Search for aesass pelisy |

i) Deista
0O rroRr MAME
a Pelizy ESPY - u/g-Preset 1
O = Folioy NFEL -w/g deskiop gac-us- prasats
0 s Pislicy Usatiday -ufi- Praget 3
[ Policy WP -deskiop geo-us - SBS preset 4
O = Brlioy Rautars- MFL o -uig? 585
[ Pelizy ESPH NFL WP Reuters Cilris-deskiop geo-us -presel | S35
a s Folicy ESPN NFL WP Reuters Citrix - dasktop geo-us -preset 1 2885 2
0 a Pollzy ESPN NFL WP Reuters Chrix-dasktop geo-us-praset 1 585 3
a e Policy ESPH NFL WP Reuters Cilris-desktop eo-us -presel | S55 4
0w Polizy Medium Mo ES-uig-nl -Preset 1

9
5
3
a
G

4

4

4

4

v

4

STATUS

ABAAAARABAA

MODIFIED

22/04/2022

22/04/2022

22/04/2022

22/04/2022

22/04/2022

22/04/2022

MODIFIED

220042022

FRO4E0E

22i4/2022

2ai04/2022

EEL R )

22042022

22042022

204202

Za04/2022

2042022

Create policy

Create palicy
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ERRIRECEN AERF

January 9, 2024

EidE R SaaS MAREFEE#EIRSIZK, FTE Secure Private Access RS EER S R ERM SaasS AR
&, AJUMFIRFEEERERN SaaS AER,
BTSSR T B BN AIEFFRNABAER. B2, NAXIRMBEFEFNES.
AR
=ik

7]

LUFER D48 T E7E Secure Private Access IRE LHITHH B, UWEFERABIREEEN RGN BIEF. G4
NETEENARSS LRITHREES B,

ERRIRECEM X TN ARERF

7 Secure Private Access iZN5 F, BEHEEIE,

1. 8F “#87°, ARRE PNNNBRER.

=W

SR NEEERXERARSNEIR. ERERAZER, BRUEESMEINAREFNE, ARRHHRNNE
RERF.

2. iR RIRGIRPEFBEENNABER, AREE TP,
3. ENARFFAGENITRAUTEAES, ARRERF.
N RBIEF R - AR B R.
N RERF R - AEFNEERER, SELLRMARNRERE R RS TIEXPHAF.

N 2R Efn— B E B ER U B BT EfR. EWR R/ 128x128 R&FR. MRAELER, N
S ETREIAET.

MREFRE TR AREFEL, HEERERF TN AEERET.

URL —8&EMEF ID B URL, EUTERT, APRBEEREIL URL;
- SSO &Mk
- 7EH SSO &L,

EREE M EFE ID -FFEEH ID AF7E SAML SSO mEA IR A2 URL MMEMES: URL.

BN, MBREERM Salesforce AR, MERFHE N salesforceformyorg B ID /123754,
B ARE URL A https://salesforceformyorg.my.salesforce.com/?so
=123754.

EREZMER ID FREETRENBRER.
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BRI AR RIEERME URL BEpiET. BXSAEERSE URL IRBIANAEFE—ED, HAERM
BERE, EWRILURINZ MEXE,

Efr—g T EcElr B BREFENR. B RINGI 128x128 BF. MRFAENER, WEETHR
INE#T,

/N App details

Where is the application?

© Qutside my corporate network

Inside my corporate network

Tell us a little more about this application.

Mame

Aha

Customer domain name
Enter domain name to be used in URL

URL #
https://<your-organization=.aha.io

Related Domains * ]f_ﬂ
* .
.aha.io

Add another related domain

1
Aha! Change icon (128 kb max, PNG)

Description

Product roadmap and marketing planning tool to
build products and launch campaigns.

4. ERRBEREIRWMALUT SAML BEBEFAER, ARRERE.
#r= URL — B2 iR#tey SaaS A#ERF SAML B URL. SAML Brs#&xEt URL,

PRS- PURSSUATHRBRERAERREHANKARSSRILRNHERR. FARSHAFE
B8 URL, APAIETIE URL BREIBIRNABERF.

RR—E S Pt BIARS R R
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2 ID TR A P TREL,
2 ID —A AR EEBB T,

N\ Single signon

Which single sign on type would you like to use for your Saa$ app setup?

‘ SAML Don't use SSO

° \—

What does this form do?

Sign Assertion = ‘

Assertion W This form generates the XML needed for the application’s SAML request.

https://mycompanysalesforce.com/login/callb Where do | find the information this form needs?

The application you're integrating with should have its own documentation on using SAML to

Relay State
https://mycompanysalesforce.com

Assertion URL * ‘
‘ outline the information needed here.

Audience SAML Metadata
https://mycompanysalesforce.com/saml/<youl Provide this metadata to your Service Provider (application)
https: dev.mgmt.netscalergatewaydev.net/idp/saml/illp6adi99yg/1574e9c5-cc3e-4564-

Name ID Format *

8d4c-a956c7121b88/idp_metadataxml
Email Address v ‘ c-a856¢ idp_metadata.xm
Name D * Login URL

Email e ‘

https: scte.net: dev.net/ngs/illp6adi99yg/saml/login?
APPID=1574e9c5-cc3e-4564-8d4c-a356¢712fb88

Copy
D Launch the app using the specified URL (SP initiated)

Certificate

Selact download type *
PEM 4 ‘ Download

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in
the Saa$ vendor.

Advanced attributes (optional)

Attribute Format Attribute Value

v ‘

Attribute Name ‘

v ‘

Add another attribute

Save

PE=W
wHh “RfER SSO” #EME, AFPBHEERE “NARERFIFAEE" 29 TEREMN URL,

5. g SAML TR THSEE T HTHIEX 4. FRTHNTHIEXHE SaasS MARS 23 LEE SSO.
AR

o BRILIEHER URL THY SSO &R URL , H7E SaaS MAEFRSS2E LEZE SSO KERALE URL,
o TR LIMIERFIRP TR IEH, H7E SaaS HARSS2E LELE SSO BEMAZIES.

6. %a.:l-F_ﬂ;o

7. ERARFEEDSF, MRLAEE Citrix Connector Appliance 345 FF2 7 BIME X #1T/M Pk A SRR
B, WARBRFIEXSEXEH, BXFMAES, BEBIHE SaasS Ml Web W AEREFREEXERIERIER
TEREH R LARRIR S,
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v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal A4 ] { aaa2 AV e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External A4

8. BEHTEM.

BETE, ZNBEFRRNE “VARERF NE. BENAERFRE, UM “NRREFT REmESRERN
BERF. Alt, BRENAERF LNEIRSRE, ARHERMERIREF,

o RIBNBEF
« Delete

AR

EEAFARTHNAEFIIGRNER, EERFECZINNRE, EH0RET, SEARNINAERITAEFE
BEReEH. BXFAER, BSHCIERRERK,

SaaS WVARSEZFHEIRE

January 9, 2024

T RHemE X EAEIRN BRFIRS RIS EAENERIXENERE, Citrix BRIZELT SaaS HARERF, HETR
HTEE INXS 38 % W FAE P Y3255

« 15Five - BFHESATINESSNEERT A,
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+ 10000 ft - MEPEKMIMEERT A,

« 4me -BFAE. SNEMISIEENZEIMERNRSEETA.

+ Abacus - SR ZERIRE I,

+ Absorb - #3EETH,

« Accompa - BT RMNEREETR,

+ Adobe Captivate Prime - 23 BB R4, AIEEEREMEMHNFSIER,
+ Aha -BFHER= RN LA~ RBLEMEEMYI T,

o AlertOps -BHFEE IT EHIMESHMNTE,

+ Allocadia -BEH&MERTR, ATERARNEHITRIRRE,

 Ana plan -BiEiEEHIR. AR RIREBALMEARIMYI TR,

o &frankly - W TIRIZFIEEMNS 5T A,

« Anodot - —MNATEEEFS, AIENEMANEFTISE, NS EERHTTUL S5
o App Follow -BFMELKEAEKHREREFABIHEN ~REETR,

« Assembla -BAFREFLRAZFIFRABEERETIR,

+ Automox -BFIRER. IERIMBEEEMIREMNIT EETE,

« Azendoo -HEIBASZ A MERIIMET R

« BambooHR -AFEBRTHIENANRREETR,

+ Bananatag -IREFMIZHEE FHR4. ERERHHICIE B FHIMFRIRIN TR

+ Base CRM - BF BB T, BIFNECHNHEEEETR,

+ Beekeeper - B2 MEERGMBEREERT— AT ME XA EHIE & LA Secure Hub AR T A,
« BitaBlZ - BFMHBRMERS S RAVEREFAB AT RIFB T A,

+ BlazeMeter - MiAEH,

+ Blissbook -AF IR T FMAVKRIREET R,

+ BlueJeans - NBRS R,

+ Bold360 -AFEFERHERIIRITE,

+ Bonusly -BFREFNTEBNE TIATHRHERTR,

« Box-ATEE. HEMFRNTNARTEENXEHZTE,

« Branch - — "X RREEENBMSENBEHHET A,

« Brandfolder -BFEHMEEZHFAFNHFRFEETA,
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https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/absorb.pdf
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+ Breezy HR -BEEH 4 HIE ARERR S

« Buddy Punch-BFEMEZTHEMREEETA,

« Bugsnag -ATEENARFREMHRSHIZMISHIUENEN TR,
« Buildkite -F &AM F R EMIRET B,

« Bullseye Locations - BFEIRE LEMEEREHANEEE (ST,

« CA Flowdock-HEIBAZZ AN ERI M ET o

o« CakeHR -AFHBNSHERMANZFEETR,

« Cardboard - BFRECREfESMINE=RML TR,

o Citrix Cedexis -EAFARENMKRBEETR, AIFAKERL. ZRUBNNERTEN SN ERY,
« CipherCloud -ARBEF =M A2 MW IR HiG D H IR RIS REM P AR 2B S IhEER T

o Celoxis -AFRIBIMABITL. BRI IFNMMENHIEEETR,

« CircleHD -5l ZIMMETIR, BFEARRNEZMIANLITH,

o Circonus-AFRHER. BEXR. NRRMHBF I ERNBIEITNEL TR,
« Cisco Umbrella - {23840 Internet B NE—BHEN TR ETF A,

« Citrix RightSignature - —MLUBFARE B XALHBRF o

« ClearSlide -HEEXTHR, AVFHAFHZERNFNHEEMBLHTER B,

« Cloudability -=mAEETE, ATRESFREPHET LY. RIFRIAEE.
+ CloudAMQP -EERFITER, AFEHEMHEMAZZEEEES,

+ CloudCheckr -giA<&1, =2, REMPW IR, "IEBIAFRAE AWS #1 Azure 51,
+ CloudMonix -BF oAtz REMM BN TR,

+ CloudPassage - AJRMAREEMTR, AIERNEXRHRFEHM,

+ CloudRanger -BFEk AWS =&, REMEMARSB/IEHN TR,

+ Clubhouse -BFHHFRMIMEEET R,

 Coggle -B#SE Web AR, AFIRSBEWIIXE, M3,
« Comml100 -EHMEFRSTUARNEFRSREMEEIR,

« Confluence-ZEBIEIBAMERIHZAIRMA B IMET R,
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© 1999-2024 Cloud Software Group, Inc. All rights reserved. 116


https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/breezyhr.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/buddypunch.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/bugsnag.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/buildkite.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/bullseye-locations.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cakehr.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cardboard.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cedexis-single-sign-on-configuration.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/ciphercloud.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/celoxis.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/circlehd.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cisco-umbrella.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/service/saas-apps-templates/citrix-gateway-right-signature-saas.html
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/clearslide.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloud-ability.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloudampq.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloudcheckr.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloud-monix.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloud-passage.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/cloudranger.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/clubhouse.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/coggle.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/comm-100.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/conceptshare.pdf
https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/concur-single-sign-on-configuration.pdf

Citrix Secure Private Access

+ ConnectWise Control @i FFMIAIRIAL S EET A,

« Contactzilla -BFipRRFRKAGENRKAAEETIR,
 ContractSafe -AFRER. FHNEEAANSEEETR,

« Contentful -BFIE. BENEHENEHRIEEAT AR,
 Convo -AFAEEEEMIHET .

« Copper-CRM I &,

« Cronitor -AF cron fFlkMIEM T A,

+ Crowdin -AFRA RIRETLEMIFEAM LR o

 Dashlane - XAl BB FHREONEEEETE,

+ Declare - BB RITHERMEBAEETLR,

+ Dell Boomi -AFEEaMA#NT ARFMEIENER T,

» Deskpro-#BBIATH, BT REZIIEE. EFEBNEF KRR,
« Deputy - FhHEETE, BTFLHAMRERATHNE. 5788,
+ DigiCert -®ik SSL IEHENEPERMBPEHR T,

« Dmarcian -B SISkt BERGHNNEENBFEFERTR,

 DocuSign -AFRK. EFfIEEERRXENELEETA,
+ DOMES ARC-BFEEAHSIFENZ2MMSIMIE,

+ Dropbox-AF&Le&H=ZMEFEXHENEFELL,

« Duo-22TH, BTFRHNEBREFNRLIIE,

« Dynatrace -EXLRERS.

« Easy Projects - MBE&ET A,

« EdApp - BFIEZRIFINFIEERT A,

+ EduBrite -AFeIR. RMAMRBREZIITRINZEIEETR,

+ Ekarda -BBFFI&ITITH,

« Envoy - BFEEARNENIHZTEETR,

+ Evernote -AFicEic. Bl ESFIRNGEENEBER.

o Expensify -BFXZHIREER. WERENESKITHERAEREIA,

o ezeep -FTENEMIMEERT R, AINEMIRE. EAMEITENZI=HHEFITEIN,
+ EZOfficelnventory -BFREFIER=IZENEFEET A,
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Citrix Secure Private Access

« EZRentOut -AFREFREREMTAMMNRERRTA,

o Fastly -&=Fa, ATAEBLAF NN BREFRHERSMERF,

« Favro -ARRZMMLIFINELR,

+ Federated Directory - BARIBRABRIA, ATFEERARAGINAGBEAR,
+ Feeder

o Feedly -#ERE&TA, BFRFREFRFRRNMEIRE,

« FileCloud -HERRMHBAMRZ LN XHRENHZTENRERRST R,

« Fivetran -ZEB 2 IMEHIEER I ZCENTE,

« Flatter Files -AFHFHRERMIEHBFLEXHIE, RARNATREREMERNSE,
o Float -AFmMBE RHMEERFI AENZ R TR,

+ Flock -iEIR.

« Formstack -——MEAREEMBNBIEWRET R,

+ FOSSA-RET CI/CD 1 BahFRFaBE#HNFREETI,

« Freshdesk -BBNZHFEFERNEFZHIE,

« Freshservice -AF&EHk ITZERN IT EBEIETR,

« FrontApp -thMEIL R, AIE— MG EEMEXE,

« Frontify (@#MEHAERE. EHNFAREZENTA,

o Fulcrum - BB ETF A, FiLEEMERE IR BH IR,

o Fusebill -l EIRMEHR I BN Mo

« G-Suite -—ERTEEATARNE RN ARER,.

+ GetGuru - HIREER K,

+ GitBook - FRIBMAIF XN T A,

+ GitHub -—MEF Web #9itERS, AFEMA Git iITHEEIHAMEEERENCE,
+ GitLab -—/~5E%## DevOps F&, fFARIMREARFR,

+ GlassFrog -AF 3% Holacracy B% .

« GoodData -BRAXBUEEMINES, REFERE. TRESTERANDH

+ GotoMeeting -BEEE B INIEERNEL WM.

+ HackerRank -RE#EMEWIRERE RS HEENH .

+ HappyFox -E&EBaRHEMET Web MXZFZERS.
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Citrix Secure Private Access

+ Helpjuice -AF IR FIRENIREEBATT R,

+ Help Scout - EMEF RS TLARNEFRSREMFIAELR,

+ Hellosign -BFEERE, DIENEHEEMEE EBAZSE,

« HelpDocs-HiRE##, AFERFRENSISMI,

» Honeybadger -MHEFRREEMT S,

+ Harness - BFHEERAMER Java. AWS, GCP. Azure MENFH.NET MAEZFHNI R,

« HelpDocs -AFRIBNEMIRENTR, BFERAFBARERAERHEES.

+ Helpmonks -AFHANENINERFEBGHF S,

« Hoshinplan -fE— &% P I AL S 1T AR ERR S T B

+ Hosted Graphite - BF&EMENMLE. NAREFR. RESRNAHRMENTE,

o Humanity - E&RATHRERG, ATEERI. BRETH. THRPMEITN,

o Igloo -BF U TIEHFRMMAEB MRS RIRER, TTRRREMELH IT Pkt

« iLobby - EFEZHIAEIMEBRRA R,

o lllumio -FF LA EIRER O ZIFEHERN T2 RS,

+ Image Relay -BFREARNASZTHFXHNHFE~EEMNMmEEERME,

+ Informatica -FAF SaaS LAREFERNIER, UNATFHAMBEBENXERRSHTES,

« Intelligent contract - &RIEER

« iMeet Central -EREBAR. IENMHFAELEIVHTEEERE,

¢ InteractGo -AFNERFMRERNEIAHLHEN TR,

« iQualify One -REEXFIFBRMFINEET R,

o InsideView-BAFRHEE. EFEMEMI SHERBIRME ERRS R,

o Insightly -ERHNEEIHETFENEFR XRERE (CRM) IMBEEEIA,

o ITGlue -BBF = IT Xi4F A, FI#EER) MSP fR&MXE. SIRMIRE. BEZBMREIRES.

o Jithit -FBIERHNESRE, ATEEMREREANNZIFEREFHRGREBEXEIL,
JupiterOne -BAF I EMEEE N L2 RENRETE,

« Kanbanize -BFRE&HEENEXREASERRM

« Klipfolio -— M ELRIRTE S, BT AEREASE P HEREAR L L SRR,

o Jira-AFAML. REMEERDANTENIE,

« Kanban Tool - I ERR Y, AiREEMISHHREES T,
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Citrix Secure Private Access

+ Keeper Security -ZBEEREMNZ2RERFIFENZEEMNHLAER.

o Kentik -SABUBR A FRLEFEEELEE. DDoS BAtFFISSEY IRBY ML RE ST TR,

o Kissflow -TERTAMISRETERERRME, FTEHRTIERE.

« KnowBe4 -2t 2 RIREF)IMEHRNEEN TR,

+ KnowledgeOwl! -FIIREMENETE,

« Kudos - B&. IfE. MBEBNBITREZRS.

o LaunchDarkly -ThEe BT &, EHRMESEREBITHIEEE SR,

o Lifesize AR IBRS Ro

o Litmos-AFRIEFI. FFEFIL SIS ERFFINEIEERS.

+ LiquidPlanner -@RFE R NELIN B BRI,

o LeanKit -BFREEMEWREM TIFERNRME, sIHEEWEIMETE RAREH MR RE,
o LiveChat -EmAE A SRAT IR FIEEBY & R4

« LogDNA -E—1MEPXBTIERTAPUE. B, BTNOFTREFRERRNAENIA,
« Mango -ERNERYE, BFRIMINNAREFESNELE—TFEEH,

« Manuscript -—#BEIR, "IEBENL. HFENIZENIER.

« Marke of-#ENEHH A ZERFEHNWEARFBFHN Beh R M-

« Matomo -—1"REDHFEE, AFITHEIHRMILENE N ANENBFRIZ

« Meisterplan -#3Bh4B45 617211 B 4 & B3R 1

« Mingle -—M8im B EEMIMELR, B ABRNEARE—NMEENIIETM.

« MojoHelpdesk -ZBARHEMES RSF.

« Monday - BIBAEBRERIE— N TAEFML. RERAMMERE IIE

 Mixpanel -BFRERFAF 5SMEMB IS BN RS,

o« MuleSoft -&£m#f, AFEERTIHRMANMA SaaS MW AR,

« MyWebTimesheets - 724 ERER RS, AFRERERESMIME/TF/7E5) LHBTiEl,
« New Edge -BRRE IT WRENARRFMERS

« NextTravel -AE)EREERHTH,

o N2F -ZERIREEETR, BTEREMISHERER,

 New Relic -BF&EMENN AREFNEMIZEEENBTEETS,

« Nmbrs -EREYHE ANEZFRNHFHFZER M.
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Citrix Secure Private Access

+ Nuclino -AF LR MERMHEZ(E BRMER M

+ Office365 - Microsoft EF =#iTIARS

+ OfficeSpace - BF =T &, FEENARSEIME

« OneDesk -BEEMBEI ST, AISEFBUKRHNERMZE

+ OpsGenie -DevOps # IT ZEFANEHEETAE, BTFENEIRNEGHBITE,
« Orginio -—MIELARLHMELNETR, BFRIMKAREN,

« Oomnitza -AFREEMEREASN IT Z=EEFEBRRH R

« Openktye -BF1E Apex RE&H L EELRMRHIMNMANTE shE BIEF

« Oracle ERP Cloud - BF=WRHNAREFENS, ATEERINEE,

+ Pacific Timesheet - #F Web WINKXRIE, BFIXHE. MENEMER.

+ PagerDuty -B8FHiZEEERS,

« PandaDoc -—i&ATF iPhone BFHSEIR AER, RAIEEEFN LIBREXE. SRR,
« Panopta -ERZMEEMNTE,

« Panoramad -BF =W IT BETE, BFEIMELET,

 Papyrs -AFigit B SRS I ERIRIES.

« ParkMyCloud -BFZE#=l AWS. Azure RS %% GCP % —mig SaaS TH,

« Peakon -2 RITHWENTE,

+ People HR - EAFAEXBANRIRIREEN HR RERSR,

« Pingboard -BFRALRFAMTSzh HMKIALRLEHMEN TR,
+ Pigeonhole Live -EzhR&EF &,

+ Pipedrive -##% CRM F1EEEEHH,

« PlanMyLeave -KREERY, ATEEMRERR TANER.

+ PlayVox -BEFIREHRELNIE,

+ Podbean -BERSRER.

+ Podio -—#E&EF Web WT A, AFHEMBERTEXPAHRAFDE. WERE. FBNAR.
o POPIn-ABHRRT BB ARER, FHREFANSS LR R
« Postman -API FF %115,

+ Presscreen -BIEARRIE, BTFRELNBLAMIRATR,

o ProductBoard -=R&EETE,
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« Fid Web ¢ SaaS MR,
o EMAIFBZRBROUBRMFE Connector Appliance,

A A EEIRM R IR RIRIR

B Citrix Cloud [5, MEBHEZESHAIHREE,
£ ‘BHOMBNER nEL, 8F “EE R, EHERETKPPURNAEEER,

AIMEERIRL AR EER
1. ERMEBERSD, EREMNPEREERNSHIRME. B8, Citrix Cloud AIRERRTELBERSHIRMHER
(540 Azure Active Directory),
2. MFE%EEFE T Citrix Identity (Citrix 512), BEENBFNBFHEHL, RAERE Invite (8iF).
3. WMREIFET Azure Active Directory, IERANERIMMNBFNETR, ABRRE “Invite” (BiF).

4. %% Custom access (BENIHIRIMNIR) . AP E R TER:
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o ERT2IHPREER (RAWER) —RETSIHENR,
QREER (BRATRMNR) —RARIRH R,

5. RREER (RATER) .
~__—

-

'will be added to »

Before sending the invite, set the access for this administrator.

O Full access

Full access allows administrators management control of Citrix Cloud and its services, as
well as adding or removing other administrators.

@ Custom access
Switching to custom access will remove management access to certain services.

Custom access allows you to determine exactly which part of Citrix Cloud your
administrators can manage.

Select all

[]

|:| Full Access Administrator (Technical Preview)

bl |:| Read Only Administrator (Technical Preview)

Please select at least one role

LA

Cancel

!
6. BEKLMIM,

BE.

RSN

« A Citrix Gateway RS EERIRMHTIREIERIHRINRE, B
. REXE, TeeNEERERNAEFNESE,
« WFEAERIEEERFARRNAF, 70 Web [SaaS MAEFEHABZA,

IMEREETIRPAXEEERER

AEEREARFGRNRNEENAFAEE

1. &R Citrix Cloud /5, MZgHiEE RRE,
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2. ERBEEEFMEENNARER, ARRE BI8S,
RER “BF &0, FiEHEMENEEEA,

@ testsaa: Manage Subscribers

_ Edit
10000ft's high-leve
software helps tear| View

insight they need t

Delete

1 Subscribers

3. Bf “BF

« ViewApp: =

Click Finish once you're finished editing your app.

/N App details

Tell us a little more about this application.

yyyyyyyyyyyy

v Enhanced security

v/ Web app connectivity
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Web #1 SaaS W HiZEF i BENRIELRK

June 19, 2024
EAGHERLENBIEFNN AR IAINEEURTFE Secure Private Access BREZHECE FIN AIZFE AR5,

7 Secure Private Access Fi5ia]B X Tk A BN BIEF

 AIEEAHH Web R ARZFFIMEXE:

- YRZKAPIHESE AT Web MAEFEXBEMN FQDN B, IEENAFRHESE TIHRHRE “21F
o ‘BRI BIER, A ARFRE
AR

ENABILZ N ARFEEZR— R ARERF URL S8 U IEHTE,. RS MNAER
HEE—MARERF URL SIs8XE, NISRIERFTR FOQDN MLASH RES (L e iR (7 R R,
BXREFEMER, FSIHIREE TR LR

- MRREEAARRES ELTHNNAREFELE, HENAREFSEMBRRBIYRXREK, NRKIAER
T, WM AEFIIRRNGRES, GXIFRRBIIFRES, BESRIHRER,

o iFlER&AHHIINES Web ABZFFMNE Internet URL:

AT BAZEME, Secure Private Access B4 ipi0] 5N AR LT*BR AN BZFEE AR HKARE Web
MRS NEER URL, EAFEERF IR, BHERA Intranet Web BEFEE T 151051,

3 FR1E Secure Private Access FERENNAERFNEM URL, REREEARE Internet,

- EXMERT, WK Web ZA1ERF URL IZENIAREEZRH, RLtiBNsEESs (RIERFBEE
MEXRIA) o

- ¥FREHEH Internet URL, HRNBREFAXREHENNAERF IREH) EENMN. ZRINER
T, 7£ Secure Private Access A iFLtifiEl. BXREMER, ESRAREH AR MISEE N,

IR RS ILECAI SR HEF

Secure Private Access 7EILEC Y RFZFRE LSRR IA R AN BRAS H1T LU T 24

1. RBIEFIARIRIEE SMARERE URL 89i5HE S0AE RIF #1TILAL LUR 1SS A LA,

2. MRKIERE T 2ILE M FQDN 89 Secure Private Access R FB#ER, M Secure Private Access #iF{&
RZNBEFRRENATE R

o RERIRMUEIME#HITITE, BRAFR L TXEA AL, #1F (RIF/1EE) RIREMTINT LANE—1 K
B& N AR BT,
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o NRLBEMRBE, NWEABERTIBRSHIEL,

3. WMRHAZ$EHA FQDN TE, N Secure Private Access £iRIERKITERI (FIEN@EERFTICE) SHEH#1T
ULER, LAERR AERFAER B 5RES.,

1 ERUTNAEFNRIEEE:

NARERF M AREF URL =P S
Intranet https://app.intranet. *.cdn.com
local
Wiki https://wiki.intranet *.intranet.local
. local
RGN Lok FBPFXEEN B
PolicyA =) Eng-User5 (PRIEXR)

PolicyB 1&® HR-User4 (Wiki)

MR HR-User4 ifim app.intranet. local, NM&XEUTER:

a) Secure Private Access 2 EFTEERTEESEEHINERITERRBENRNES, EXMHEITA
app.intranet.local.

b) Secure Private Access £&#; PolicyA HRERHEBE T,

C) BHFEMAIE, Secure Private Access TELHELE, FRUFREERFTEENE, RE PolicyBzx&
sy LAOLER (R 7E Wiki RZRIEFRItEXIE x . intranet. localfapp.intranet.local
TSR ITED) HaH T IARINER,

d) Eit HR-User4 #iEBinn4EN BEF.

T 20 ERUTNAEFNRIEE, EPESITNAREFPEAR—E:

R RERF [z URL GEESEN
Appl Xyz.com app.intranet.local
App2 app.intranet.local -
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ERERB R 5k FF A XEX R AR
PolicyA =) Eng-User5 (App1l)
PolicyB 1K€ HR-User7 (App2)

YEA Eng-User5ifialEt app.intranet. local, Appl #l App2 #R¥5RIEFEHAI FQDN ITLAD#
f7EE, Eitk Eng-User5 APRTLLET Po L1 cyA #iTiAiE,

B2, MR Appl A% ~.intranet. local fEAMEXE, Wisal Eng-User5 BwiEL, BA

app.intranet.local &k2x2rEK PolicyB, mAF Eng-User5 &HiHIANRR.

N REFRERERLEK

IDP 2708 B C W TR

BINENA B LR BEFECE IS IDP SR AMEXE, MRRELL T HEE:

« JFRE |DP eI B IR AIEF.
« SIZRBELUAVFFIERER IDP SHIIERERAFIHENR, HRZRBREARSMER.

« BtNAEF (BdER TRAFRETNAEFER &) MNAREFERERRE, XFERFARELFX
hiE, BXER, RERLENAREFIFAES.

~  App Details

Where is the application located? *
@ Outside my corporate network

nside my corporate network

App type ”

HTTP/HTTPS

App name *

| |

App description

App category @)

l Ex.: Category\SubCategory\SubCategory l

Appicon

Change icon Use default icon
(128 KB max, PNG)

[C) Do not display application icon in Workspace app

[7) Add application to favorites in Workspace app
Allow user to remove from favorites

Do not allow user to remove from favorites
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} =r

AR

b AR ERE X AVFIRIE IDP SMWIERE, RN AEFNH—DIHRRRMDABRTE NN BEFRIER
BERHEE BRIFIRER,

THIEE:

1.

KFrAER FQDN REZIACHR AR, HEERNBERTRENPHE—IE.,

B, WMREE—LERER Azure AD 8 IdP M B#2F, #EFEERE login.microsoftonline.
com MEMAERXE (x .msauth.net), BBABHITUTIRE:

« B https://login.microsoftonline.com £ i & A # F URL, *.login.
microsoftonline.com# *x.msauth.net fERiEX, SIEEMERNERER.

. BENAEFMNER “FRAFRETNAEFEN &0, BXEAES, BEHEENAEFFHES.

NBANAREFLIZIFRRE, HAWRERAARN. BXFAES, BSRLEETFHER,
AnEEREDERENLER. BXFAER, BSRMLLINF.
WIEiZWTEE, WA FQDN SR A2 LR UK RIRE IR FHIT.

HRNEXEFEEZ NN AEFN—ED

BXEZBABNAREFREN. KEARAIEISBNAEF AR NRERBRR FQDN @i s FQDN &Y
EMTGEET Z M NARER, NAESBE U TEE:

ML {E IEINE K AT B T B T .
L&A URL BY, AJsE<HI “PHIEIAIR” TI@E,
BERUEARET A INH.

Fit, FHNZNERTNAREFPEER—BIEXE,

HIRMECE G

Tl EETNAEFPEHIEXE

RigEHE 2 M AEFEBEEIAE Okta (example.okta.com):

R FRiER [ 2R URL 33 GEPSEN

Appl https://code.example.  example.okta.com
net

App2 https://info.example. example.okta.com
net
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SRS R FR {54
#54 Appl 4 HR )
BT FE A5 Appl BIAIR 2
BT A5 App2 BIAUIR &

BRMXEBKNBER

ApplMAEF4AHR
AFiRRI AP 4E Everyone to Appl

RFAFRARA “FREAN” 3 App2
B9 RIAN PR

feEn: REBMEAMERAFETI App2 WiARME, EAFH HR XiiiAlR App2, HR BFRARKETE
mZl Okta, BETFTE—MELISR Appl (b5 App2 EBEHERMEXE example.okta.com) BRI
R E,

EMIERI FiEIN Okta 2 XM SHIREBFRIRIFEEEN, BHARREETEFHEEXANEtERERIN
BEFF. BXRIELEMNITRFAES, BHSRRELECH TR 7.

EREEEREN:

1. METENBREFHEE example.okta.com fEREXER,

2. X7 Okta tl@#iA (WA URL A https://example.okta.com, xigA x.okta.
com),

ETEX BRI LR RIERF .

4. NEBEDEREMER, LUBMRERASR,

w

A {ESERE:

R AEFHEXMERESHMNREFNEXNEES,

- MREEXMIER, BAIBE—MAGHNREF UBEHZMEXE, AERENMISEEHITINR.
- BERAATIHELEEZERIAETEER Workspace B R ASEFRR FEF.

- MREAREFAREHIE Workspace 1, NELGNAREFN, %% “FRAAFERNARFER &
WL E 2RI 7E Workspace /.,

REHERE URL

W REHE URL, SIRRBKMNAERF URL BRI MEXE:

w5l

RELMN BZFEET https://example.okta.com/deep-1link-app-1 URL fEAEMATEF URL
i, #XIHAR Intranet AR URL, Bl *. issues.example.net,

EXMERT, B URLhttps://example.okta.com 23/eI& AP MABEER, AEKBHEXIEZILERN

*,example.okta.com,
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June 19, 2024

Secure Private Access RS HIER 27 SaaS. Web. TCP #1 UDP M BIEFMIZFAER IR FRIZHKAES
BREESSMIIE. NAEFESH. NARFEKEEXNESE, URSEERSHEXNEE. BIUREEEELHE
EUEERENEAGEE, HAGEREURBERNEN, EaILEETILE RN B EXNEMNAE, Sabi@ded +
FemBERFMY, BEATERERFIRPEINGES. BILEARBESHA CSV 8.

o EEILUER “HRINTIEER” ETURIBN AEFREL. K5, MRESHEERAUER, Fld0, EERFEHR, &
AILEE Transaction ID. = (equals to some value), #AF#WA 7456c0fb-a60d
-4bb9-a2a2-edab8340bbl5, #ERE5ZES ID HXMFAEHSE. BXAISMEREN—EERE
RIZEMNIFMES, BBRIEREER.

+ Device Posture BE: AILRIESRRER (5. FEMMERWIES) R1KiEZ%E., Bx Device Posture 9
EMEE, 15517 Device Posture,

AR

» Secure Private Access Z A EEFIIRFNENRESGHHERENEERRB, BEXEAEE, B2
B ES
o 25 |ID XEXiAIEERMFRE Secure Private Access B, BXFAER, B51A3%E ID.

Dashboard
Last 1 Week AV
Logging and Troubleshooting Users Applications Access Policies
Logging and Troubleshooting
Diagnostic Logs (1)
Device Posture (1) Login/Logoff (©) App Enumeration (O App Access (
" L I
48 249 1750 95392
@ Compliant 6 @ Success 240 @ Success 1724 @ Success 82026
Non-Compliant 34 @ Failure 9 @ Failure 26 @ Failure 13366
@ Login Denied 8
Seem
==,
Pa =

o FINBERT, ZEASEESEENGE, (NET&IEM 10000 FicdR. FHBEEX BEHERMIMIES
—TRAUEBRER.
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HiZAE

February 20, 2024

5 Secure Private Access IREHEXMEHIMEA LUITE Citrix Cloud > R AT H#EF%, BIERAE Citrix Secure
Private Access BRE TR E B4 &% £1%3] Citrix Cloud HEZZBEHEH. EEREGTUERREBFIUT
RAE:

« FZE Web = SaaS MAEERF
* ITIFIRZFA

o MIFRRZFR

o FEEBIERIIA R SRS

TEERTTRAAEHS Secure Private Access IHXME M, BXSHEMS. KRN ENERNES. BRBE
HHBERESFAES, BN 2A5ET.

&R T Web, TCP 1 SaaS [ BEFM BIEMN 5L 2=

June 19, 2024

FYUHSTHEUNTET, NAEFZE2NEMEUHEXREE, BHAF LETXRIRNT2RER, ARBANNAR
FREYIA RN IR FI7E 28 ¥ A P 35 1Rl B9 R B B AERAR K XU Bz

Citrix Secure Private Access IR$3 BiER AR IHAEIR I T —MeEMEBEEHAZE, ARENEBEFNR 2R
B, BERIGRMEERREBIRIE L T REA P T LUARMNN BREFEARIILRNR, XBHM “ETFTX” —HEE

i

- AFRMAE (BPFMABFA)

- &% (BN SBEhLE)

o UB (MIBMBERMEMLE)

+ Device Posture (Device Posture &%)
o X (AP RXEITESD)

BIERN R Thae R BE N RSN A F IETE LR AEF. XERERIE L TXHWENR, HMHIZARRE, &F
stk Web, SaaS. TCP #1 UDP R A2 IRIAPR.

THFRE

BRTIEEYNARFIARNR, EERAFTEREAF. ARA. BRIBRNARFNRE. BRHRNAEFS
UE (BXRSUXAMEMUE) UKREFRKEITD KRR,
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BIEN R KR4 F 7 Secure Private Access BRS3H 70 SaaS 5 Web AR FREEEMNISE TR REFNE
2HEE, FMNNAEFEIINRT SR BIERN IR RSB S,

BERA R R IRE =FER T T

« 7£ Secure Private Access BR538 Web. TCP 5% SaaS W AZFHEERE— I RiBL A FiFRIN BiEE,
AR EELEXFEIILNAER,

« BHINAEFR-MENAERFE, MRFEENKREERNERTR, WAL ABMZNAER, BMEZH]
AT ZNBERF.

« 7£ Citrix Enterprise Browser = Remote Browser Isolation BRI AIEFFE, Citrix Enterprise
Browser &@flfiTRER £TH, XETHIEBE &R T. Ao Citrix Enterprise Browser BY, AR
SRATHMERAF W EIEN REH XL RBREAR iR, AE, ZFFmE Citrix Enterprise Browser s
HERHEIRITERE,

BIRE S S MNB BER 7R SR

EHEURIRZ MR, HEEMRBHFAFRANAA AR ARERRITRF S XEMNA LD 5INAE T
HTTP/HTTPS #1 TCP/UDP R %2R, £EBR AT 815K,

Secure Private Access FRIBIRIERIE A FEIRIER A B IRENFIEBANZAN N BEFNIFE, ttsh, &Earl
BERINUTRLREIRE AN BEFNZRIEE:

o PR&IBINEMR 1A
o PREIFTED

o PREHITEH

o PREIEE

o BIRIKED

s [REIZEPIER
. RERSEE

BXXLRFNESES, BB HEIAIRRGED,
FEEIHRRE A, BEHEREETMRUATES.

o IRESPMEMIIIE
- BERENNARER

1. ESMERL, B PRRK, ARRE “CIRKRE
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Access policies
@ overview
Dashboar /A There are no access policies configured.
Jonity & Authenticaio
3 Applicatio
|@ Access Policies

o

About access policies

Config
v

Create policy

NTFERERANAR, HRERE BERTAFEREMREE. SIRRERE, AIUERIIATIHBIREE,
2. RWINERIR AR HER,
3. £ NRERFT, ERGIGRGIRITIRISH N BEF— AN BEF.

4. BE “SIEMN” JREEEIEMN,

Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

‘ (Q itbocet X DiS SuffcTasing X ( select application )

Policy rules

Access policy rules are enforced based on the priority

(Q searchforarule ‘

Priority Order Rule Name Rule Scope Condition Description Status Action
No rows found
Page 1  of0 10 rows

Enable policy on save

( cancel )

5. WAMMNBZIFMANNEERR, AFRE “T—F7
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Step 1: Rule details

(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
e Actions Rule name *
‘ Allow with restrictions ‘
(4) Summary ' g

Rule description

I Enable access with restrictions I

I:_’ Cancel \_] m

6. EERFNFRME. BRFRERRAFRTNBERF AR AIUR RGN R4 ERUTERZ—!

o LEE—T - (WA S FERPFHEERRFEE B TPmEsip A P sa# 1T,
o RILEEMIE - RIFBRFERHPFIHH B TR E SR A - 54 LSNP B P SR #1718

Step 2: Conditions
9 FRule details
Rule Scope
(2) Conditions ) .
Select the rule scope from the following options.
(3) Actions @ User
Applicable to bath HTTR/HTTPS and TCP/UDP apps
(O Machine
(4) Summary Applicable to anly TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain N ‘ ‘ Domain Admins X N
() Add condition
( cancel ) ( Back ) Next

7. (AJik) BE + JRE\ELTXXAMS &M

YHERELTSORMEGR, IEEHEAF ¥ MEENET ETFXHFRMGEN, TR T ENR 4R A
AND iz8, &R LURHE E X AT # %,

o BRANBBEMILE - ERBENEHBBNBRERFIHRNRENIZE,

o WIRAIE - WEAF BN ARERNZFHELE,

o WMBLE -EIFM P 5 AR F A AL,

+ Device Posture 0% - &R A P& & AN AEFESIUH RIS Mo

o ARRBRITES - TIEXSITSD KR, HIARIBX LA M A PR ER AR HE R,

8. %E—F_ﬂ;o
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9. RIBHRMITEERB I BABIRIF,

o XfF HTTP/HTTPS 2R, ErILUEELITEm:

- AVFAIRE
- SRVFIAEERRS
- 1B43h0R

=

=W

MRER “AFERFIAIFR, MHITHEFRBE N BIZFRFIHITHRG. BXRENFEHAEE,
B2 R R BAYIHIRIPREED, &R n] s E B mIEN % a5E 2 Citrix Secure Browser F$TF

Nz,

o XtF TCP/UDP jia), fZEILUESE LT IED:

- RVFAE
- 1B43h1R

. Step 3: Action
4 Ruledetails
Action for HTTP/HTTPS apps *
L# Conditions
O Allow access
@ Allow access with restrictions
(3) Actions
() Deny access
o Summary Available security restrictions:
Restrict clipboard access @
([ Restrict printing (7)
(O Restrict downloads (7)
([ Restrict uploads (7)
Advanced options:
Openinremote browser (7)
Action for TCP/UDP Apps *
O Allow access
@ Deny access
Ve ~
| Cancel |
o S

[0 Dpisplay watermark (f_‘,
’Resmct key logging (7)
D *Restrict screen capture Ca

*Applicable to Citrix Workspace desktop clients only.

' ™~
| Back )
. A

10. 8EHFT—¥, HENERTRBIIFHAES.

11. BRI ARER, ARRE “FTl .
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"9 Rule details
4 Conditions
"9 Actions

(4) Summary
g ™~

| Cancel |
e A

Step 4: Summary view

Selected applications for this rule

DNS Suffix Testing BitBucket

Rule details

Rule name: Allow with restrictions
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions
For TCP/UDP apps: Deny access

Restrict clipboard access

*Restrict key logging

./.- -.\'.
| Back )
e A

IEREERILEN/LR

o BREMNRBRETE “REEMN BHTH, RANEATRTFRARS. NRFE, GIURZAMN, BF, 15

WRELDBR—

FAM A BEfEERBE A TERIIRTS,

o FNERT, SARBOBEMRTINTF. EREHLAEEBREN LR NALRSREOMUREE LT, 0
KA (n) 5EXMFMHERLE, WITFET—MN (n+1), KIS,

Policy rules

Access policy rules are enforced based on the priority

Q

Search for arule

Priority Order Rule Mame
1 AllowAccesswithRestriction-]
2 AllowAccess-1

Rule Scope

User

User

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

141



Citrix Secure Private Access

fER IR AN R 5] :

BRIEELEIETRFMN, BPFN 1 A 2,

M 1 HELLAF A, N 2 DEcLAF B, ARITEXEFAN,

RIgHN 1 AN 2 YRELAF A EXFERT, AN 1 WRERES. MRAN 1 FHRGHFEHE, WEZAMR
M1 HBESEN 2, B, ORMN 1 PROFARFERR, WAN 2 BNBFAR A

AR

NRAKIHEERAN, NAZEABPKRENBER.

BT FA B9 18] PRI

R RIFERERIART BEN, SMEDEFE-—NR2RE, XELLRFIZBERAFAEXN,. EEZTLTEBEN
HARMEMAS. ATAUANBEFBRUTR2RE,

Action for HTTP/HTTPS apps *
Allow access
@ Allow access with restrictions

Deny access

Available security restrictions:

Restrict clipboard access (7) Display watermark (7)
Restrict printing (7) *Restrict key logging (7)
Restrict downloads (7) *Restrict screen capture (7)

Restrict uploads (7) *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Open in remote browser (7)

o PREIBINEARIGIRIAGR . 22 MR FARERF I RS8R 2 (B9 BS 7]/ & il AE G2 1,

o PRHIFTEN: ZM7E Citrix Enterprise Browser F3TENEIIHAE,

o REITH: ZTRABFMNARRFRNTHINEE,

o REILE: ZRABFPENBRERRN LEHBR,

o BIRKEN: EAFRBLEERKE, ETRAFTENNAR A P fit,

o RENRBICR: PIBRBICRE. HAPZAFERAFRSNEZNERNARERFN, MEBHANSERAICRSEL
M. Lthsh, BRENAER ERITHFEEMEZEIZRICRNMRP. Fii, mHRHA Office 365 BAT App
Protection 58, FBAF4E Office 365 Word xx#4, NIFFiEIREIZRES EARBHRASINE

- RERREE: ZREATARBBREFINAEFHRERNIGG. IRAFSNBERRER, WaER—1
THRER.
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BT iRENBEEN AR

EREAFPIBRNAEFNTE BihEREXHEN) EESENIHRRE, BERLIEAEEZANN BB
RIS EHFITIUTENS,.

« £ PR2 FMH TESR, BE FMELE
o T ‘e’ = BhgE”.

o STAUERBRECE.

@ Rule details
(2) Conditions
(3) Actions
(4) summary

( cancel )

Step 2: Conditions

Rule Scope

Select the rule scope from the following options.

@ User

Applicable to both HTTP/HTTPS and TCP/UDP apps

Machine
Applicable to only TCF/UDP apps

User*

‘. Matches any of N ‘ . aaa.local N ‘ ‘ admin AV .
AND

‘. Desktop N ‘ @

@ Add condition

ETUENBENIHR

EERAT LRIEAF AN BREFNUBEEBIENIHRRE, ZUBFTURAFHRNARFAENER/MX, HBe
URBPHMENE, MENERER IP i SeEsF Mt E X8,

ERBUERE RIS IFREE, BEASTUTERN [CI2EE 2N EEN 7R KRR,

« £ PR2: XM TWETD, BE BRMEH

o R IR(UE 5 WARNLE.

o MREEET S MHEBEUEBINKEUE, FREFEERUTUEZ —

- LESE— -tIB( BN MK E S HEFEPEE TR B WE BT,
- NLEEAR - IR B E SRR P A E RIIR (] B s M& 1 B R ILEC,

AR
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- WIRER HEBMUE, NWERAER/XEIEER IP T LR AR IP ik, SNRAFH P Hilitprst 2
BEPNER/MX, WEAZER, MRER/MXATE, WDt BERREH TG T— &R %R

B&o

- T WNEUE, EAUER— M ENNEUENLIZ-—TITHEUE, BOEZMIMEMUE, BREEIR
MBAIE,

- HBEREEM Citrix Cloud > Citrix Workspace > i5ia] > Bi&Rz i85 ABERMN AR, NREH, M

TERUERE. BXFAER, BBSREABENT.

- &wE M Citrix Cloud 16 G RIRMEMAE. BXEMES, 1ESF Citrix Cloud M ELE,

¥4 Rule details

Conditions

Actions

Summary

Cancel ‘_:I

Step 2: Conditions

Rule Scope

Select the rule scope from the following options.

@ User

Applicable to both HTTR/HTTPS and TCP/UDP apps

Machine
Applicable to only TCP/UDP apps

User*

‘ Matches any of N ‘ aaa.local AV ‘ ‘ admin N
AND
‘ Network location N ‘ ‘ Matches any of NS ‘ ‘ santa_clara N ‘

(¥) Add condition

©

(® Create network location

o SERRIREE.,

ETF Device Posture HYEEMziHA]

Ea LUECE Secure Private Access BRs%, A Device Posture fr& a5 I#1TikiaiEH], 7 Device Posture 383
EAFEEERE, AIURKZEETALARBIHI RIS, ESAER Citrix DaaS B #1 Citrix Secure Private

Access IRSHUTRE IR, BT 1RHE Device Posture 21t LT 3AEL,

B Device Posture IREHEEIFMER, ES1W Device Posture,

Z1R#E Device Posture B2 & BIER PR, A BB ZHNH EIEN 7P 5 SRRHHITIUTER.

£ BR2 XM WEP, BE AMEHT

o MThiszE %R Device Posture EMZHERIEH,
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s HEEMAAERBAUTEZ—!

- Al - ERTEMIRE
- AEM - EBTARBINKE
AR

BREDEMENBMASRDBAS Z BiHHIRAIEZER,
Posture [T EIETERETT,

BRI EIR (EMMAEM) o “M, Device

) Step 2: Conditions
o Rule details
Rule Scope
(:2) Conditions ) .
Select the rule scope from the following options.
<3> Actions @ User
Applicable to both HTTR/HTTPS and TCP/UDP apps
(O Machine
@ Summary Applicable to only TCR/UDP apps
User*
‘ Matches any of NS ‘ aaa.local N ‘ ‘ admin NS ‘
AND
‘ Device posture check ™./ ‘ ‘ Matches all of N ‘ ‘ Compliant NS ‘ @
(*¥) Add condition
/" ™
[ Cancel | | Back ]

E TR XPiFs8 &R P

BERTR.

ELIHEEIER F#8E Security Analytics A RBS A BT,

BRRTDB—MTD RS, BTFHESEUHRBIAFENEXHRL, KSR ke ER R Rar xR
MREEBMBIAFER. SBAFANITARBERSERN, SREXEIETRS. STXEERBAIUE-—THEITN52Z
BXONEE R, XEXNEERATEEHRERFEHPNRERE, XSRS NEEXHNLERRER P RXR
W5, REITDRERITERN, ERENNITOEMZEEELER. EXFAESR, 1§35 Citrix AR RNLETS.

BEANMITHEEBENIHIRRE, FEA B8 N EER 175 R ZEHHITIUATER.

-

“WR2: FH WEF, BE BNMFEHE

o EFE BPRRITS, ARERREART.
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- M CAS BRS iR ERBY TR AR

* £ 1-69
* H170—89
* = 90—100

=W

R ER 0 FARMARPEFL A “H

- EEXRE

* AFRET
x INFRET

- — M FEE

* SEE

Step 2: Conditions

o Rule details

Rule Scope

CE) Conditions ) .
Select the rule scope from the following options.

@) Actions @ User )
Applicable to both HTTR/HTTFS and TCP/UDP apps
(O Machine
@ Summary Applicable to only TCP/UDP apps
User*
‘ Matches any of N ‘ aaa.local S ‘ ‘ admin
AND
‘ User risk score N ‘ ‘ LOW (0-69) N ‘ @

@ Add condition

[" Cancel \]

R R AERAR K £ BV PSR AYER AR

January 9, 2024

Citrix Secure Private Access RRSSHIR FRIZFIAINAEER F REB M S BURSE, A& Connector Appliance

TSR EREE B N FBAZ F BIAB R Ao
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EEINEFE SaaS NAEFMAZ Web i BIEFFEE TERNEXE,

40, NS Okta £ Salesforce (SaaS M ER) # Jira (W& Web RAEERF) 89 SAML 1P, NEBRTIEATE
XN ARFNEEFEE . okta. com AEXEH, XRSBHIR, RELAFPSBIFR—BNITH, EXMER
T, EERAUENHN, RIBEERET Connector Appliance fE4MBEE AZBER B1X L FITEF o

NAREFEINERAFEEREE Connector Appliance, FHELZIEFH Web RIEARSES23ARAE Web ARS8,
XLt SRR AT 2 @13 £ Connector Appliance LizfT NSCLI sy R FohBECE K,

BERNTIFRE

EERELEE Connector Appliance BRI AEFHIRRBRRREN I 88", “WE” ; “SMEE7, BEEURTF 148
BINEE R E,

o IMB—REEERALKMN,
« RE—FEE:E Connector Appliance 14,

- XF Web AiERF, REEHIEF LR,
- 3F SaaS MAERF, AE@EIT Connector Appliance BREEIMLEIMB,

o RE—LIRIE - igmEiEiE Citrix CloudConnector &M, £3%F £ Connector Appliance LERE
B9 Web {12,
o SNER (B EIERR) - NBREREINSNBRER, EREsguEe Connector Appliance £ ZISMBRILK,

=

s BREZEASEMENAERF LEBENTSER,

c MREERTITEFERABRARPNEE, XEENNBEFREMIET, SERATUEERZRZEE,
A E kR

o TN BIEREENME, BERZFMFTE Connector Appliance #8¥%5£%8 SSO & &, LIET, HEMNBE
Fiy SSO & B 5 FRABEEXE,

FRRER

THREBEXAM Secure Private Access FNEiA1Al,

1. &2 Citrix Cloud kA,
2. 7£ Secure Private Access Bk £, #BHEIE,
3. EEMERH, BE KE’, KNEETR ‘NARERR TUHE.
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Settings

2 Overview
Application Domain Browser Extension settings  Certificate Store  Web Filtering
v O

FQONAP RESOURCE LOCATION status COMMENTS
‘‘‘‘‘‘‘ L 2 X
nnnnnnnnn x
eeeeeee L X
! X
nnnnnnnnn x
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ L 2 X
! X
eeeeeee L X
d dscom  extema L X
v cods com ' .

FERHERETUTY.
« FQDN/IP: ZREAHREERSHHLEEH FQDN 3¢ IP tutit,
o RE: WARFERE, RINNARFIEFHANEL. SMNIIMNE (B EREE)
BERT

MREFEAR, NSARBPIERTET—NEREN. BRADR, EERUTNBLZATER, A
REERPELAIEFEE,

o BiRR: “RE” XENTZRANFRR, MRROSERRUE, WENNBEFN “BRUE" JIh2E
TN ZATER. SEBERTAEEERNRLN, BRERUTHEE.

il

DERUE, BREBRUESI FODN XEX,

o RE: REFIPHNTRAXTATREARBFENRKE, METHRNABER. BRFXER X7 B, B
FBEFRREN. L, NREFERLLERN FQDN, BEERAIUSZEERSASZEANEH,

o AR BRAR (REB).
o #BF REEGATANRRUERNELRZFENRE, BRERATRERES.

¥ FQDN 7FRhn2 R A FrigiaR

EEGALR FQDN ANEINAiEF SRS, ARNEEFESMBALE,

1. BENAERETESH R,
2. A FQDN &7, /57 FQDN &EZiE HrIRR B KR,
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Add FQDN

FQDN*

‘ * myapp.com ‘

Comments

‘ Comments ‘

Type *

Internal N

Internal

Internal - Bypass Proxy

External

External -via Connector

pudiNizd=eEs

WARFIERNERERATT BT ENBEFEEHEMERERASE, Citrix Secure Private Access IRESBFP R EH
‘MERFEE HoPRENRERBR.

MBS R B R AN

7z Citrix Secure Private Access BRSSHRINK BI2FMP B 5 25 ENARSS W AiEFMzisd il Web (AR E
ARFTARR S BARE, BLLTMIERFRIM

1. EREUTHE:

o EE—MER,
s WAMAFAER.
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o RIEFEEFERNZEFAES.
« ERBRERGE WREM).

2. BE VAREFER, -NAEFERIEERAR BT ENBEFEEREMHRERE,

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Doemains

Type Resource Location

aaa?2 N 0

Internal - Bypass Proxy N ‘

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N ‘ aaa2 N 0

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

o I T AERBENBERN—1THEZT. F—1TEREERTERINBREFIEHE BHNIISERRN A
2 URL, EMTRERININARERFIFAE SNMmANERXE, NRNAERF URL MAXIEZEE,
NEMTBERE—TH,

gNFRESET SAML SSO, M—1TE7R SAML #7= URL.

o KA RERLNTERZ —,
- SMB—REEERREBW.
- AE—mEEE Connector Appliance &4, RAREFEMA Web RAEF.
* F Web RARERF, RETHIEF LR,
* 33F SaaS MAERE, mEEiE Connector Appliance BRHEIMLE MR,

- NE—4FKIE - 15723812 Citrix Cloud Connector i& & K& H, 43 % F & Connector
Appliance tEER Web I,

- SR (BT iERERR) - NERREFEINBNEBIERE, BR8N FEE Connector Appliance f£#EIsh
EBPALE

« BRMIE: NNAEFER “NE RENEMNERRRUE, IRFEEMTRMUE, BELE.
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« Connector Appliance IR%: YENNBREREFASERN, BMERURERIE,
REHER Web b=

June 19, 2024

3k7E Secure Private Access HERERNABERF (REME Internet) #MA “KREHHEN Web 155", BINER
T, WMREENFRENEBEN Web M RIEFE BN BIZFMiFE%EE, Secure Private Access =iB4 k)X R FATE
Fo

SNFAAEMKREENAERF Internet URL 5 SaaS AR, BERTMUERASETHAEPINLE > REHEN
Web 5%+, AiFgiE4id@id Citrix Enterprise Browser #1Tihinl, BRI LUEIAREE AR 5538
PR (RBI) 348, LUBALEETFRNSENKE. MREEREE TR URL EEAEE RBI, MaXEUTERE

1. Secure Private Access &g,
2. A5, Citrix Enterprise Browser #ix%t URL &ix[5] Secure Private Access,
3. Secure Private Access #iXtt URL EE E2ZiEN 2SR RS

TRILUMERBRA (Fldn * . example . com) RIFHISTIZMuE AR S UK M AETE &R R R,

AR

ZINERT, REBEENAVFE Citrix Enterprise Browser ifialFrA& Internet URL ¢ SaaS M AEF.

REHAER Web 14 3 RIS IERY

1. 5268 URL 2 EIHEZ URL @F A Citrix g% URL,

2. REHEZ URL LHEE D Web B2 URL it2 SaaS MARERF URL,

3. AEKEZ URL, LMEERESHINSIAKERN URL, BB XIEHETEBE| Secure Browser £3F,
RERTRIFIAEMAZ URL,

TERBTRLBFRE.
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Redirected sites

™ Allowed sites or

configuration 31 party SWG)

Remote Browser
Isolation service

/ \ Web filtering Published apps (without

Secure Private Access '\\evaluatmn

e

,

whw

H

Allowed sites (with

Web filteri
ebitering _~ 3" party SWG)

Blocked sites

Redirected sites @

HIERELER, FHRITUTIREH REVENARE:
1. BREBEES52BRIFTIRIE?
a) SNSROCES, WP AT LAR)ERBIRL,
b) MRFRILE, MLEMILTIR,
2. BEREBSEENMILTIRILA?
a) WMROLED, WA TIREHE BRI
i FALE
i. EEM
iii. AW
b) INRACE, WEFAEIARIE (ALLOW), FiEERIRIARIE,

AREHER Web i S ECE N

1. 7£ Secure Private Access =&/, BTIRE > REHEN Web 165,

3rd Party
SWG

Internet

= T

Settings

Application Domain Global Configuration Timeouts Unsanctioned Websites Machine Based Authentication
Manage user access to websites not configured in SPA

Default Website Traffic Settings ()

@ Allow all users to visit unsanctioned websites

(O Block all users from accessing unsanctioned websites

DNS suffix

Web filtering is enabled

@ o
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=W

o BIAERT, MEALIEHELTEARS, AFAEMMEREHRERN Internet URL,
s WRAIUB IR BB ABLFRBERAFIARKREMERN Web it 3, LUBELLFREAFER Citrix
Enterprise Browser ifialfE{a Internet URL,

Website Traffic Overrides
Override default website traffic settings to specific websites by adding them to a grouping below.
Blocked Websites | Allowed Websites (D \ Redirected to Remote Browser Isolation &, Download CSV template @
Search allowed websites I+ Allow a website
W Delete
() Websi
o v T
O w
O w
O w
[m] w
O W
O W
Page 1 ofl 25 v

R R LB R E URL ARINZAEIBBIMEL. S IFRIM IS E E M BITi2 N KB R B 7 IR K E S E URL B9

®E,

B0, MREEBAER TEHB THAEREHEN URL BOIHENRIR, HBERBAVFARLMEEDN Internet
URL, MBTLGESHITIA TS BRSSI:

a) BE AWM ED+, RERE “ARIFERAMIE,
b) FMMMMAVFIHEBIMEE AL, B LAFEHRMMLERAE, AR E S ZMisitita CSV XX,
c) BE “FMURL", RERE “RE.
% URL BAmmE) airaamissl R+,
AR

ZNBERT, TEROTENSSEEEITERSER (AE) SE0EH 5,000 /M6, EEKNEER, WmI1H450
M3E Secure Browser M#EM e, @] LLERE Remote Browser Isolation BRENFERIE K. BEXFAEE,
BRI TES:

EIEA I AZ R B R T 23

i DUl

ADFS 5 Secure Private Access &7

January 9, 2024
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AN FiEH E R E M ERIER VN EN, ARMNET B FEEBANRTIETEEXERERE. XA
BAMNELER, 1588 Microsoft st

3% ADFS 1§ B 1iE= k8 Citrix Secure Private Access BEER, HAHITUTSIE:

1. 7£ ADFS FifnEREEEE,
2. 7 Citrix Secure Private Access 5N RIEFEE,

AN RRIR AR Y ADFS RIS E

1. #T7F ADFS BIiTH &, ¥ Z ADFS > 5EX R > FIREEE T

a) ARBEHERRNERRHEEEE

@ Add Claims Provider Trust Wizard =y
Welcome
Steps ; _ .
Welcome to the Add Claims Provider Trust Wizard
@ Welcome
@ Select Data Source This wizard will help you add a new claims provider trust to the AD FS configuration database. Claims

providers issue claims about a userin a security token for a particular transaction.
® Foadyto Add Tum The claims provider trust that this wizard creates defines how this Federation Service recognizes the claims
@ Finish provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
to the relying party after you complete the wizard.

<Previous | [ Sat | [ Cancel |

b) £ Secure Private Access bR TFESEI ADFS M AR, BXFAEE, 15588 Citrix Secure
Private Access EHIN AEFEE,

AR

BRAMMARER, AEMNMARN SSO BLEE D F T SAML Tz H, AERBTHEBXHSA
ADFS,
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Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:
) Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider organization that
publishes its federation metadata online or on a local networlk.

Federation metadata address (host name or URL):

Example: fs fabrikam com or hitps://s fabrikam com/

(® Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:
|E:\Users\Administrator\Downloads \idp_metadata (1)l | | Browse..

) Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || Ned> || Cancel |

a) ERUTSEUTRANEBREHEE. FNTARREEEESE, BET—TATHRESPANUNE

Ho

b) EERFIRENEBERINABRANL,
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

|Transfunna'| Incoming Claim

vl

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming

<Pnev|ous|| Next > || Cancel

C) MTEFREMIRE. MREH ADFS S HihAR, NIEMXLEEEHE Secure Private Access &
TERIHERE SSO.
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

|nameid to emai

Rule template: Transform an Incoming Claim

Incoming claim type: [Name ID v/
Incoming name 10 format: |Emai vl
Outgoing claim type: E-Mai Address v|
Outgoing name |D format: [thpecﬁed vl

®) Pass through all claim values
O Replace an incoming claim value with a different outgoing claim value

Incoming claim value: | |

Outgoing claim value: [ | Browse...

O Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: l ]

Example: fabrikam.com

[ <Previous | [ Finish || Cancel |

niE, CEEBERRIRMEEREE, Uil ADFS BEEEERTF SAML #9 Citrix Secure Private Access,
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ARRRMBEEID

BRI AERRIZERS(S1E ID. 7£ Citrix Secure Private Access HER BN REFREZEZE ID,

Offered Claims Organization

Monitoring |  |dentifiers

Endpoints

MNotes

Advanced

Cerdfficates

Encryption

Specify the :imlaynm and identifier for this claims provider trust.
Display name:

Pitrix Secure Workspace Access

https://citrix.com/9a%sx0ijvihg

Example: https://fs fabrkam com/adfs/services /trust
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R HRIRTT

WERER SaaS AR ADFS HITBMIRIE, ALK MELZNZNABRNT R#HFEE, £ Citrix Secure
Private Access FERE N BIZEFREELL ID,

Endpoints | Proxy Endpoints | Notes | Advanced
Identfiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: https:/As.contoso.com/adfs/services/trust
Relying party identihers:

https://dev98714 service-now.com Remove
servicenow
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7z IdP Boppomh B AP ARES
RelayState  SAML Xy —18#, BFIRIAFEESHERIKBANRKESRSBEHPNFIER R MR
ADFS k=M RelayState, NIAFEZERREEECHRRREEHITENRIIEREIHER.

s$F ADFS 2.0, AR &EE#H KB2681584 (EHLA 2) 3 KB2790338 (|HLE 3) 7 #EfR i RelayState %
¥, ADFS 3.0 WET RelayState X%, EXFWMERLT, RelayState HAFERER.

£ ADFS k5588 E /S RelayState &

1. TAXH,

o 3+F ADFS 2.0, BEIRBERPHBALUTX: %systemroot%) inetpub) adfs\ ls\ web.config
o 3+F ADFS 3.0,iB7Ei2 B AN T X : %systemroot%\ADFS\Microsoft.ldentityServer.Servicehost.exe.(

2. 1 microsoft.identityServer.web #4537, 5 useRelyStateForldplnitiatedSignOn Fin—17, AER
=8
<microsoft.identityServer.web> ... <useRelayStateForIdpInitiatedSignOn
enabled="true"/> ...</microsoft.identityServer.web>

« X3F ADFS 2.0, 54T IISReset LUEME IS,

3. WFXBWIMFE, BEHBS Active Directory BEE B I8IERS (adfssrv)service.
FRED WREE Windows 2016 3% Windows 10, &ERLLT PowerShell (¢ EHE.
Set-AdfsProperties —-EnableRelayStateForIdpInitiatedSignOn S$true

#EZ RIS <- https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties?view=wi
n10-ps

Citrix Secure Private Access N AREFEE

el LECE |dP Bohfnigsk SP BhrysniE, 7E Citrix Secure Private Access FERE IdP 5% SP Brhfymigf s
BiEE, FRZAETFTTF SP Beifvnie, %A Ul iEsEREER URL (SP BE)) BiiBiEF 81%IE,

IdP Sahyimiz

1. 75188 |dP BriRyRiEs, BEMUTRE,

« AR URL —FERUTEREANRARER URL
https://<adfs fqgdn>/adfs/ls/idpinitiatedsignon.aspx?LoginToRP
=<rp id>&RedirectToldentityProvider=<idp id>

« ADFS FQDN —ADFS 18 &# FQDN,
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https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties?view=win10-ps
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* RPID —RP ID 2EA LUMPYLFEHERREN ID. E5FHASIRRGHEE, MRZE URL, Ma#HT
URL 453,

« IDPID —IdP ID 5=mRRHEEE ID R, NRE URL, WE#1T URL %8

T f5: https://adfsl.workspacesecurity.com/adfs/ls/idpinitiatedsignon.aspx?LoginToR
P=https%3A%2F%2Fdev98714.service-now.com&RedirectToldentityProvider=https%3A
%2F%2Fcitrix.com%2F9a9sx0ijvihq

2. SAML SSO E2E&.

AT 2 ADFS BRS5E8RRIFAINME. MREFRERLETEN, iHM ADFS ARSI THIERIRENERBIE. ADFS AR
SHROKSTHEIUMEK S S NIIETHERR TH, ZiHRAIM ADFS > fRS5 > in R 7 ##iZih <o

« B= URL —https://<adfs fqdn>/adfs/ls/
o FARE—PHRES IdP BHINAEFER, A HXMEERERBEES- https: //docs.

microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/jj127245(v=ws.10)

M50 RPID=https%3A%2F%2Fdev98714.service-now.com&RelayState=https%3A%2F%2Fdev98714.se
now.com%?2F

o Mx—http://<adfsfqdn>/adfs/services/trust

o« BXHfth SAMLSSO ReEiRE, BEEATE, BXx¥4MEE, iB&Rhttps://docs.citrix.com/en-
us/citrix-secure-private-access/service/support-saas-apps.html

Which single sign on type would you like to use for your Saas app setup?

SAML Don't use S5O

o

What does this form do?

Assertion ™ This form generates the XML needed for the application’s SAML request.

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using S/

https://adfsl.workspacesecurity.com/adfs/ls/

RPID=https%3A%2F%2FdevoB714 service-now.c SAML Metadata

. Provide this metadata to your Service Provider (application)
http://adfsl.workspacesecurity.com/adfs/servic https://ctxaccess mgmt.netscalergatewaydeyv.net/idp/sami/9a9sx0ijvihg/4b2f73ed-5fa:

- o [ Login URL
Email Address
https://app.ctxanetscalergatewaydev.net/ngs/9a9sx0ijving/samiflogin?APPID=4b2f73e

e v
Email
Certificate

Launch the app using the specified URL (SP initiated) elect d type + v
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the Saas vendor.
v ! : v

Add anather attribute

3. BNREFREHTHRSAF.
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