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AR

June 19,2024

Citrix Secure Private Access ith2E F EEMNZEEMLEIHFE (ZTNA) @ERAE, mLElb 3RS Web 1 SaaS &
BREFB VPN 5, HiREUTHEEURTENRERBFRR:

o BRI

« BEEF(SSO)

« ZESMRIE

o RERETE

s MARFATSET

+ App Protection IhgE

ZfRR7RF A StoreFront Zx## Citrix Workspace M FB# 2R, R7E Citrix Enterprise Browser #ifial Web
f SaaS M ARRFIRIETLEMR LR, ZERSREFA NetScaler Gateway RE&HIHIT BB IIEMEAUE
il

Citrix Secure Private Access g R 5 Z=ae81E R StoreFront AT 1A £ Web #1 SaaS M RERFHS—Ii51E)
P, FEREMNBEFMNEmEN Citrix Workspace BIER S, BMAETHRS[HNNAREF (W Web A
fEFF SaaS MAER) RHESBEMIHRNE, MNMZEALNEAZESESSMMERT.

Citrix Secure Private Access 4547 NetScaler Gateway #1 StoreFront Wt&, NRELAFPNSERRHEER
K3,

Inge RIBINREMIARSS /4R 1

—HWA P Rmipi N AEF StoreFront Zsitt/Citrix Workspace 25
SSO = SaaS 1 Web Rz RiEF NetScaler Gateway

ZEEMIIE (MFA) INEEIRR (XBiEH01) NetScaler Gateway

Web #1 SaaS M AEFHR LTI AiEFRIrEH Citrix Enterprise Browser

AN SRR Secure Private Access

SRR NetScaler Gateway #1 Citrix Secure Access EF i
EEEMERE Secure Private Access

B NSz S Secure Private Access. NetScaler &%l (BigH

ADM) #0 Citrix Director

A

IWHEEE R 7 BRI Secure Private Access Z8EmZAH,
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BXSNMAMNGER, FERXEA N,

HHEInEE

June 19,2024

202421
Citrix Secure Private Access 5 Director W& 5

Citrix Secure Private Access BIE 5 Director £/, BT HAEEIEMIL BRI EH PR, B XIFMER, 5B Secure
Private Access 5 Director B9% .

7z Director # & Secure Private Access AR &i%
WE, EaIEE “7f Director & & Secure Private Access AR 4IE", BRIMEER X EHNRIFENRKMSIEN

FAEE. BETLUREENAER. REURKKMRINISIENRIFFAEEEXNER, BXFEAER, BSRE
&% Secure Private Access &3,

Citrix Secure Private Access 5iFrI RSS2 E K

Citrix Secure Private Access LB Sl RS 2850, ATUREMLMIBIFaTHIE, EXFMER, EBIRESG Secure
Private Access I RAYIFRIIEAR S 280
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BIEHIRESERIM “BR7 By “#iR”

HEAPRESEIIMN “BR7 Bn “BiR7, WRIDSEEAR. EXNAELATRFINFAES, FSRENWE
HR B SR B TR,

BfEERIR)E

June 19, 2024

2402 WRHHRT LUFia)RR,

BRAXEEZEE, BEAGNARERENHENBEFTE (Secure Private Access > WAER > RIBNAIER) *
XA, RENAEFIEASBEXH,

Flan, MBLEECENBREFRBANEXEZE www.example.com, MBEFAHGE, BB X www.
example.com &i#ftn abc.com, ARRERTF. RENARFEREN, ERELAEFIEHRX
o

[SZ31E)

June 19, 2024

2402 FRZAHRFTE LT R,

s E

o AXFAE AD MeppvEz BIEEEE N ‘N BREEWEEE.

a0, wMER.com F b.com A FHRNAREM AD thep, FH SPA LEEHZMAE a.com/b.com BJit+&E#
+, MEMKRFIETEIRE SPA BN RIERF.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5


https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-troubleshooting#change-log-level-for-troubleshooting-logs
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-troubleshooting#change-log-level-for-troubleshooting-logs

Citrix Secure Private Access - Zsith

o WNRLLE KM Secure Private Access BIiHENIZ 5 & REI Secure Private Access FEIERMIEAR, N
ITRIT LT IR1E:

£ IS R AERF A Secure Private Access B2 RFi{TH IRS IR BRISARS KA ER B 19,

« WELR Secure Private Access (StoreFront) ZR# Internet/Extranet (M*) NARFEHERZIFEH
UPN B4,

« Secure Private Access A2 #FENAH, Eitt, R AIERBITNAFTMA P FHE M,

+ Secure Private Access TR EERIZH A HMSHRFFRES. Hit, SrReKBTHFRANE,
Ite, WMRFTEFRENEIRZFIHBFEEREN, WAz,

NetScaler Gateway

UTsRF3FHE SSLEEEXHEER SSL EIMARSS 25,

o ZPERAME NetScaler Gateway 13.1-48.47 REShAE 14.1—4.42 REShRAS,
* ns_vpn_enable_spa_onprem FxBEH,

BRI E:

12 SSL EEBEXHHECER SSL SHERHES) SSL MRS B[BHFEA ns_vpn_enable_spa_onprem#
Xo

BXRAXNFAER, BSH NEEIHIIFEZR,
RfWeb/Workspace for Web

4% RfWeb/Workspace for Web, FEIWFKENARER. BXi#E, ESEA StoreFront s 2311 &5
s B o

WAzEEESEE

X324 1CO EfFtE . 24 PNG. JPEG MEMEH.

N AT B

MRBRUTARERMSG, WEAREFBHRK:

o {EAME Netscaler fras 13.0.x. 13.1-48.47 Z&1p9 13.1. 14.1—4.42 218 14.1,
+ LDAP UPN ERERREES LR AR,
« LDAP UPN #1 sAMAccountName % [,
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FHR

o AXHEFF 2308 FERE] 2402 RESMRAS.

o MNBRFBEENX SSLIEBATF Secure Private Access EIEARSS, MATFZIEBEHRLEDEIFME BRS
(1S) £y “Citrix Access Security Admin” b,

StoreFront

o £ NABEE>EES—FET, MIGHEHAERESMEE S /Citrix/<StoreName>Web, 7 StoreFront
R EARRAF, ZRIABY Receiver for Web i5=ig B W= fd, XFiERTF Secure Private Access, It4h, 2
HAkR 4S89 Receiver BRREAIRERERE K L, B StoreFront BBBMEE, 1§27 StoreFront,

o WNREFERAE StoreFront 2308 HER A4S, NN AREIERE > E1E Delivery Controller mAE & 1
Secure Private Access {428 R =7 XenMobile, XR&FIMINAE,

AEER

o REFABEERLIFE,
o REMFRERRMBITRNRSHBEX N, NRMBIERT X4, WEEEHEIEE Secure Private Access
PR

o MIZAREFN, MIRVARFEMERES, WSETES, B2, ZNAEFELE.

REEFERE B ® “BHIERF TEF

LIEEER I1SO XX¥ Secure Private Access M 2311 #4kZ) 2402 iY, “HIHAEXIERF" TtE (THER > 127 >
EFMINEE) = 87% Secure Private Access ZERFHNRNEZE, MAESERIIBEB.

« Citrix Virtual Apps and Desktops 7 2402 LTSR
« Citrix Virtual Apps and Desktops 7 2311-&2 %\ A9

ey U@ %R Citrix Virtual Apps and Desktops 7 2311 - Secure Private Access i1%; 2311 iR
BFo
AR

B8 2402 HMIT RERFEFHR Secure Private Access 2311 Jhi7 EI2FR, FaHITLRIE,
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RREN R & REREZER,

S

=

Citrix Workspace R Bi2F

- Windows —2309 REE AR
- macOS —2309 KEEARZS

Secure Private Access #iff RS 23MIZ1ER S - Windows Server 2019 RE=E R

StoreFront —LTSR 2203 5 CR 2212 KE Sk~

NetScaler —13.0. 13.1. 14.1 RESRA. EiER NetScaler Gateway kg7 13.1 5§ 14.1 HRFki4s
LR ERE,

Director 2402 s E Sk

BERO: HFREITH Secure Private Access #fFFriEHR . BXIFMAER, BEERERERT.

=,
= .

AT i0S # Android # Citrix Workspace M FEFARZ #5453 Secure Private Access.

WEFM

BO|EREHMEMN NetScaler Gateway, EHFETHRUTIFAEE:

—&is17 IS BEEEH SSL/TLS iEHA Windows RS 88+ &M, HFEZit BV E&%E Secure Private
Access i@,

Bk EHEH AL StoreFront RARBE URL,

WAEEE StoreFront EME#H BN ABEERS URL 4 AaTH,. MABERS URL 898 =XA https:
//store.domain.com/Citrix/StoreSecureAccess,

NetScaler Gateway IP #tisit. FQDN #1 NetScaler Gateway [EliE URL.

Secure Private Access #af#FENBY IP #ukF0 FQDN (3058% Secure Private Access {4 HEEE, N
R TFER) .

£ NetScaler LEEEMS13I0IERE X B R

£ NetScaler LEZER SSL ARSSES.

&

IERREESEHN. SERMNARFRIEPELETE, MRITENPIRFENES, Secure Private Access RERF
REBEBERIER. B2, XTEHFRZE2EH.
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AR

BITRRS (IS BRIAMIEHAY secureAccess W AEF) FEERBERBMINIE, FAEARZH Windows &
I, BRINERT, XEIGER Secure Private Access RERRFIEE, TMEFHEN.

BEERKSER

& & Secure Private Access IEELU T EERMKA,

« &4 Secure Private Access: HERAHITHENEERKFER,

« i%& Secure Private Access: EHMERHAFER Secure Private Access BB RIZHIA, ZEAF 2
LET Secure Private Access BitE Mt B EER.

&1% Secure Private Access: & f# A Secure Private Access &2 5tk & R Secure Private Access

EERIEHIE,

T&RFIH T Secure Private Access i&EtEEREMNESH.

pE BR -] %0 FHAER
BRI (FiL Secure Private HTTPS 4443 Secure Private
Access @ Access f@iff - EIE
RITHIE
Secure Private NTP BRSS TCP. UDP 123 Nk
Access Hff
DNS iR TCP. UDP 53 DNS &ify
Active Directory TCP. UDP 88 Kerberos
Director HTTP. HTTPS 80. 443 5 Director 7338,
PUHITE R B IEANIG
SREPEHRR
YFELIEARSS 2% TCP 8083 S5 AIERS 8BIE
LA EE RN AL IR AT 25
1=
TCP 389 BEF4aixx 4w LDAP
(LDAP)
TCP 636 EF SSL 89 LDAP
(LDAPS)
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s BR -t %O FAER
Microsoft SQL TCP 1433 Secure Private
Server Access @t - #UE
JESTEE
StoreFront HTTPS 443 SHWIEIIE
NetScaler HTTPS 443 NetScaler
Gateway Gateway [E3
StoreFront NTP BRS TCP. UDP 123 N
DNS Bk TCP. UDP 53 DNS &1
Active Directory TCP. UDP 88 Kerberos
TCP 389 BEF 4z LDAP
(LDAP)
TCP 636 EF SSL 9 LDAP
(LDAPS)
TCP. UDP 464 ##H, Windows &
IIEIN, RIFRR
BT EARZE RS
Secure Private HTTPS 443 SRR RERF
Access f@ffF L&
NetScaler HTTPS 443 NetScaler
Gateway Gateway [E/f
NetScaler Secure Private HTTPS 443 [ A R R AN EEIE
Gateway Access fEfF
StoreFront HTTPS 443 = gnEmanz | Azl )52
L&
Web AR HTTP. HTTPS 80. 443 NetScaler
Gateway 52EE&
B Secure Private
Access W RERFH
BE (ROFREERK
FHERMR)
RAPig& NetScaler HTTPS 443 RERFRES
Gateway NetScaler
Gateway zZ[&fvid
15
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518

o BHEIEREX M
o SRR TIFRIE,

o 35 SSLiF+48E % NetScaler FAYREEIMARSS 28 (SSL).

R34

June 19,2024

PIEREEFEE R

RERDEIEEET BER R B E0H#. S AT, NAEFNRIREGEEFENEFMETE R BB iT,

TEETRTRSHBEFEER:

Number | Number of | Secure Private Access node SQL Server (Secure Private Access Active Directory StoreFront
of Secure configuration Database only)

users Private

Access

server

nodes

CPU | Memory Storage CPU Memory Storage CPU Memory CPU Memory
(GB) (GB) (GB) (GB) (GB) (GB)

1000 3 8 16 80 4 16 250 4 16 4 16
5000 8 8 16 80 16 16 750 16 16 4 16
AR

o XLIEMEETUTRIZBEHN: BEEMEECER, BEREHEEN T X
o RABERT, BHERE 90 RHERZRE 100 KNEHESH, EFBURTRERNIRE. XLEIGERTE Secure
Private Access i=17BYARSS appsettings.json X#H1%E], AILURIBRE#TEN. BXEHEER, 18

SHREEHASHIRE,

ARS5ERECE

TRETTRSBEENFAEE:

= HAER
VAR EIE SR 54 250
ERER SR 50
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[

BURFHNAEFHE
AD E2&

HFEHER B SR EH
HFEHER B S5 5!

Secure Private Access fR& 2 HERE

MERLR

TRETTSUARSRIREBREXHFIFHAES.

BREXH

MEEEL
Enterprise Browser s FE:D

M Citrix Workspace M REF BN BERF

M Citrix Enterprise Browser iRl B2

RS &i@iT Citrix Director 3HERFTHEHS (8X)

EEEr

FHAER

15

BFRETF 20 1M, &% 20 MRESRS!
TX (BRA)

Eix (RRIA)

90 X5 600 M2

FAER

10
20

500
1000

TRIRBEHAEZAREFLNAFRRIE. SOWEARERFKEUR Secure Private Access AR CPU E5HERTH

EERNEKR:
HIOTNBERT SoWNEER
BRFSE MESRER

<20 (PoCH®) 2

L GB J&fiIfy
Secure Private
Access N7z

4GB

Secure Private  7Efig==iaLl GB
Access CPU NI
2 40 GB*

&

HF PoC ME
B, AILERE
BENE BRI AR
BHER TR
SPA BEHES
StoreFront 48
EMIEN L.
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L GB JEiIky

HETNARERE S2%NAER Secure Private  Secure Private  7#fig=ialll GB

BRI WESRER Access A7z Access CPU NI &3F

20 5 8GB 4 60 GB -

160** 18 16GB 4rx> 60 GB ATEE 2 M
¥T% SPAT AL
RIFEITHIERE

AE

o x ZfiE=EIFEEH CDF BHEEFE. BINERT, Secure Private Access 2% 600 NMRsHEEX S, &
MXHHIR/NA 10 MB, Fitk, 308 Secure Private Access B Rz T IRESEER—EITEN LB
17, WEENRAEMEFIBERN 12 GB, 1t4h, SQL express aJ AR EEAMEIMT EATF PoC BM.

o *x WFHAREENHRERRE, BINEELTARSE LEE Secure Private Access, MARS
StoreFront £@E#t%, R3E NetScaler Gateway kST 13.0 ST 13.1-48.47,

o *kx BUEERZED 2 4 Secure Private Access TR B ERMIBIL R A E, EAEFEE—LEMMMEE
IR, TR BN #R Y AR A R AR R LE (A 7L,

HithBHERE

A vCPU AE
Secure Private Access f&f4+ 8 16 GB
Secure Private Access SQL 8 16 GB
Server

StoreFront 16 8 GB
TES 4 8GB
Active Directory 8 14 GB
B 4 8GB
ZEMEEE

June 19, 2024
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Secure Private Access RERFAIEAMII RERFMHER, WaILVERSEM Citrix Virtual Apps and Desktops
ZEREFN—IOER. BXEHAER, BEALZEZOARSRERAGSITERE.

REFTRE, BERARENEEREHSEERIMNSREOREHITH. EaLEE “44” I§E Secure Private
Access, EFRaIESRE “FiE” 58 (Citrix > Citrix Secure Private Access) &% Secure Private Access
REA .

ZIEFEIE Secure Private Access HWEERKAER

« TR Secure Private Access, #AERAMITETEERKFP ER,.

« EGE Secure Private Access, HAERIZAFEF Secure Private Access B RREHIE, ZIZAFHE
=#7T Secure Private Access HitEH AT BN EER.

o RETRGE, ZAFBRAE— Secure Private Access EI25, AERTLURNEMBEIER,

« BEEIGB/FEE Secure Private Access, % 7ifEF Secure Private Access B Rtk P & R % Secure
Private Access B GiTHI&.

& & Secure Private Access

A LLEE SER UL TP B Ki&E Secure Private Access:

o JENBIEFILSIZE Secure Private Access BTN B L =& E Secure Private Access
- EEEMIRE
« 55k StoreFront. NetScaler Gateway. Director fliFrIARZ5 23

FCE N AR MI5IR SRR

& & Secure Private Access B /5, AN AIZRFECE N AIEFR LIRS,

» BEENAERF
o AN FAEFECE RS

Secure Private Access T2

June 19, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ T #i Citrix Secure
Private Access 12,

2. EMAERITHEN LSRR 5E1T.exe.
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=W

HF POC KB, BiVEERE StoreFront ME—&ITEN EZ % Secure Private Access,

Citrix Virtual Apps and Desktops 7 2402 LTSR |

Core Components
# Licensing Agreement
Core Components
Firewall
Summary Secure Private Access (Required)
Install

Finish

Location: C:\Program Files\Citrix

The software that enables secure access to Saal apps and internal Web apps.

3. BRER LIHPATHRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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¥ Licensing Agreement
v Core Components

+ Firewall

+ Summary

Install
Finish

Citrix Virtual Apps and Desktops 7 2402 LT5R

Installing prerequisites and components
Installing...

Core Components
Secure Private Access
Post Install

Compeonent Initialization

Less than 1 minute remaining...

Agreement

ore Components
+" Firewall

v Summary

" |nstall

Finish

Citrix Virtual Apps and Desktops 7 2402 LTSR

Finish Installation
The installation completed successfully.

Core Components
+ Secure Private Access

Post Install
v Companent Initialization

' Success

Installed

Initialized

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

16




Citrix Secure Private Access - Zsith

ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X

X Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zere Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, oard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network

AR I RE “FFIR” 8 (Citrix > Citrix Secure Private Access) EEX| “Secure Private Access” tRiE
B

Bl cCitix

Citrix Secure Private Access

Citrix StorefFront

ﬁ*ﬁémfm Sy ]ﬁ |9E| L}\—FILﬁ

SSO FEERITHIS

BV AT Secure Private Access EIRixH| AN 52 EC & Kerberos 51431, X2E R Secure Private
Access fEREM Windows Z4IGE (IWA) #1TEER B3 KIE.

WMERKIGE Kerberos S453E, M7EiAiE) Secure Private Access BIBISHIS R, XA REmAER,

o MBEIMNER, WEBBAEM Windows SHI8IE (IWA) &EF,
o MBERGNIEP, MEETR Secure Private Access EFTHE,

BEREIE RS RE4k40# 1T Secure Private Access I8 8, WMRAFELZEHEN LA MERANE,
e RS ZE+ENETR— iﬁE’\JEﬁJﬂF‘iﬁﬁ Secure Private Access,

33F Google Chrome # Microsoft Edge 54128, EHRITUTHEUBA Kerberos,

1. $T7F “Internet ;%&imm”,

PR RL TR, ARSE SHAKFKE.
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3. BE “ihs”, FARRAN0 Secure Private Access URL,

MBI EZ BB ERE Secure Private Access, A LU B@EE . i, "https://*.
fabrikam.local",

Home Share Wi Application Tools

‘? ntemet Properties

- » ThisPC » Downloads » 5PA_installer_BG_32
General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame
Duick access

Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads *
Interrét  Localintranet Trusted gtes  Aesiricted ppert
. Documents . x64
Local intranet | Pictues o &6

This mneis for al websites that are s S aan
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis zone: Al @ E
Mediom-low & Enable XSS finer
- Appropriate for websites an your local rs @) Disable
(intranet) O E
- = Most content wil be run without prompti
- Unsigned AckiveX controls wil not be doy & | soptng of Java applets
- fame as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
82, Logon
Reset all zones o () anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT USET Mg
() Promot for user nams and password -
L* »
"Takes efect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

AR

o MNRMEA Chrome lEBA1E,15612 DWORD i3RI Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEEIZEN L

+ 1£ Kerberos BRBE#ER A1, EXAEFMBHFAE Chrome &0 (B3FIFREED),

o WWFEMNEE, BEBREN LR Kerberos HAIIEC,

RS R

« i&& Secure Private Access
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+ F2E NetScaler Gateway
- BEENARER
o AN AEFEE IR RS

& & Secure Private Access

June 19,2024

Eal LB Al B s S s AT B L S 3KIGE Secure Private Access, ZEXFEMIERT, EEATLUER Web B8R
BHI&¥I&E Secure Private Access 15,

o BRI SFIGE Secure Private Access
BIMAMEILERIGE Secure Private Access

DERMN

o ENTERSAFER Secure Private Access BIERITHIA, ZIMAFtWERE T Secure Private Access
BT EN A BN EE A,
o EQIRBILEZAT, ST SQL HUEERS 8.

Bt B IL S KRIEE Secure Private Access
$2 1: & E Secure Private Access

U= 218AY Secure Private Access ZREMR MR, ERILIQIEMISIMAR G LS,

1. B5h Secure Private Access Web BI2RiTHI&,

2. BRINBRT, £ “QIBSMALE" TAEL, “GIE#HH Secure Private Access its5” &b TFikFRES,
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 7£ SQL Server E£#4, HWARSB/ENSZ. H, sqll.fabrikam.local\citrix,
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,
FE

CBRANNESZNMEREEZEMNESR. BEESZHEIXR CitrixAccessSecurity<
sitename> BXEEN, WMRFEAEXIIEER, BEER Citrix HE .

3. BE M&ERE" LE SQL Server KAIREE, HHINZLRIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

TR 3. ARG

E¥% Secure Private Access 5 StoreFront #1 NetScaler Gateway fRS5 83 F iE#2k, HAEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
3 Secure Private Access, i ERE Director fRS5 288 MIFRIARSS BRAVIFANE B

1. BALREAER.

Secure Private Access AR5 8stthit, 40, https://secureaccess.domain.coms
StoreFront 7 B & 5 URL, fjl#, https://storefront.domain.com/Citrix/
StoreMain.

2t NetScaler Rxithiit—NetScaler Gateway # URL, g0, https://gateway.domain
.com,

B3N 1P sthhk— It 3 1P stisibii S StoreFront s AEEECERIEEIN [P ik FEE,

38 URL —1tt URL #4415 StoreFront REEEMHMER, i1, https://gateway.domain.
com.

Director URL: -AT3¥ Secure Private Access 5 Citrix Director &k Director fR$328 IP it
5 FQDN,

YFAEARSS %8 URL: - BFUREML o] B8V IF o EAR S5 28 P #hdk,

2. BEHIEIEFE URL
3. BET—¥, ARBRLHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.

StoreFront has been configured.

NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

RETME, BE BE TELN “XE B, BERUTIHEH.
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Get Gateway scripts

Configure Gateway
Mark as done

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

Download StoreFront scripts

0 Configure StoreFront
You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Go to Director documentation

Director
Mark as done

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Applications (D Application launch count (O Access policies (D

Troubleshooting and Logs
View app access status and information for apps configured within

Secure Private Access.

Go to Troubleshooting Logs

Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Active users (O
65 319 316 30
Troubleshooting resources
&} i
Director Gateway
Log into your Gateway appliance to track sessions and manage

single sign-on across all applications.

o REWIRGE,
« BRR

FigER, EEILM RE” > “B
EERTLURINEIR SRR, UERZATFEEERERAENR,

BXHEGER, BB %

I

1. £ “SUEsiAIER”

AT LIM Web &
% Secure Private Access WRMEE R WIE T TENR, ARG, %E

ZEREERE,

BEREHARHN RE > ‘Gl BHLE,

2R PEEEERYIR.

BiLEKRiGE Secure Private Access

B HMEER R

WEL, ®F “MANESR", RREEH “T—F7
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually
With this option, you must download the script to give Read and Write permissions to the machine. After downloading the

script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server 9, WARSEBINE. HBRFMER SQL Server RBEFES BN AIIL =5 MR AT

HIERE, AILMERU TRz —ieE SRR it

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBEMAES, BBRLUERE,
3. fEifEs, #A Secure Private Access it RIE R,

4. 8 MEER" LUEE SQL Server LHIREAM, HHBINIEEFEPREFTEENILR.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

SQL Server host* (T Sitename* (C

| xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

Summary

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

MRz RO B RANERIERE, WERINERW.
5. BEHRTF.

HITRERIINEZN TR SQL HUEERSBEEEFHIOE AR I LUAIR Secure Private Access fRE 285,

EEP R

+ F2&E NetScaler Gateway
- BEENARER
o N AERFECE R SRS

i

June 19,2024

UTERFAatEEr9EA Secure Private Access Ry E4A #,

+ StoreFront: - StoreFront WAEF#HITEHRIEHEEAFHRNKSENEZARE. e EERL AR
[E, ERAFAUBEBERENERENSEMEZARR, StoreFront RIRERAFRMEBREFITHE. REAN
BIMUREMEIR, XBEMTFREAFES MR ZEIEET—HHEK, HX StoreFront 5 Secure Private
Access ERMIFAESR, SR StoreFront,
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+ NetScaler Gateway: - NetScaler Gateway i&@id By A IBIRE R —RLIHA =, B X NetScaler
Gateway 5 Secure Private Access EmiiiF4EE, B2 NetScaler Gateway,

+ Director: Director EEaESHITH MMM MAAPEHFR. E3§ Director 5 Secure Private Access %
B, HIEMNKIMIE Secure Private Access #iEARR Director ARZ52389 FQDN 89 IP ik, &% Director
5 Secure Private Access &ERHI¥AE R, 1ESi# Secure Private Access 5 Director FERL.

o FENEARSSER: FPIERS SR IBIF eI B, BXIFAIEARS 285 Secure Private Access &piiiF4A
E8, EBIAIFRIERS 2S5 Secure Private Access £,

+ Web Studio: Citrix Secure Private Access Bk 2l Web Studio &#la s, FERAAEEEET Web
Studio T4§ihiA1ZRS. B*5 Web Studio S£mM A Secure Private Access B9¥4fE 2, EEIA Secure
Private Access 5 Web Studio B9& /.

AR

M 2402 rF8a, Director 0 License Server &2l Secure Private Access H,

NetScaler Gateway

June 19, 2024
5E:
FNBIVEENBXEER 2 FitlZE NetScaler tREEs#7F NetScaler it&E,

1. M https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-
for-Gateway-Configuration.html sr &7,

Z oA NetScaler Gateway, 1&fER ns_gateway_secure_access.sho
EFEHIE NetScaler Gateway, EER ns_gateway_secure_access_update.sh,

2. BXL A FH 3 NetScaler itE ¥, EA IR WinSCP A=k SCP &%, filin, xscp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp
*

o

g, *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local
:/var/tmpx

=

AR

o EiVfER NetScaler /var/tmp St ek ZfE IR ER R,
o MR LF 17452 R7%E. FreeBSD R%#% CRLF,
o MREEIHEIZ -bash: /var/tmp/ns_gateway_secure_access.sh: /bin
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/shAM: bad dinterpreter: No such file or directory, NERTEF
IEffs, EAIEREAEXA%ESS (fl90 Notepad++) REFIERIZS,

3. i@iT SSH %423 NetScaler #41#:%l shell (7 NetScaler CLI £ X\ “shell”),
4, FEEHMBIAEIT, EA chmod <k ITiIiElE,

chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7 NetScaler shell biz1T7 &R,

6. WAFTRNSH, BXBHIIR, BBR LExt
SHTF B RIIERRE A SSLIEH, EHFiRdt NetScaler LIB ZERIE R,
R T —MEEZ NetScaler 8% (ZRINH var/tmp/ns_gateway_secure_access) HIFiXX,

AR

ERIZAH1TERE], 151 E NetScaler #0 Secure Private Access #E#4EHIER 4. TR NetScaler =%
Secure Private Access #&ff, MizfzsfE NetScaler ThEEREIS L IFE REIHIRIGE, ERRIAIDZ IR
RIEBOREMEBEERIFH “BELE . BXEFEEMSHINEMAESR, BRI EREIHRIRS I,

/nsconfig/rc.netscaler x4 {R&#H) Secure Private Access & IhEE 2157 NetScaler EEHEN
EREB RS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29


https://docs.citrix.com/zh-cn/citrix-secure-private-access/secure-private-access-for-on-premises#prerequisites
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags

Citrix Secure Private Access - Zsith

7. £0#%5) NetScaler CLI, RAEERAAMIEHSMIIXERIEITERD NetScaler 5<%, 510;
batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output
NetScaler B—iE{TXHHM&H<, MRHLSERM, MEFHITTF— I HD,

NRZFFEHSE 6 PRNNSHZ—FEH, VanSraiK,

8. WRFIE s SEBRLTITE Mo

AR

NRHIMEIR, NetScaler MEEBITHRGSHBOCIR/EH/RERF. Eit, MREBIHTFHEHP—ISH
FEWMEMEINGR, BUMKFRENHITRE.

ERMALE7E NetScaler Gateway L& Secure Private Access

&R T LTE LA NetScaler Gateway LRI A3z 3F Secure Private Access, B2, ZMARSEHUTH

(A0
B

« BE NetScaler Gateway EiMiRS 25
« 48E 2l NetScaler Gateway WA RIEIRIEFISIHHRES

BRERITZINESFHTHEBMXEENED,.

NetScaler Gateway EilRS 35 LHIIRE
RINHEHIE NetScaler Gateway EIAIRS M, EHREKUTSEIEENE XE,
ARIMEAARSS 28

« tcpProfileName: nstcp_default_XA_XD_profile
+ deploymentType: ICA_STOREFRONT ({X#£ add vpn vserver @<HaH)
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« icaOnly: OFF
ETEPAARSS 2

« tcpProfileName: nstcp_default_XA_XD_profile
« icaOnly: OFF

il
ERMEMIRSE R, BRITUUTIRE:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

EEMEMARSS R, BRITUTIRE:
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

BEXEMRSH/SHIIEMES, 1E51@ vpn-sessionAction,

NetScaler Gateway &iFigfF

RFRFHE R BB IERBHIM X EPIIRS R, SIZEREN, BREKUTSHLRENEEXNE,

« transparentInterception: x

« SSO: H

« ssoCredential: PRIMARY

« useMIP: NS

o useIIP: x

« icaProxy: *

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - &ifthE
LRI AREE URL, FfiEi#R /Citrix/MyStoreWeb 2aEs,

« ClientChoices: %

« ntDomain: mydomain.com- BF SSO (@)

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (FfREIET %A, ©RT4HE Secure Private Access
FEE AUIRAERER)

« clientlessVpnMode: F

« clientlessModeUrlEncoding: TRANSPARENT

« SecureBrowse: ENABLED

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: domain
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il

ERMSIERE, BRITUTERE:

add vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode

ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain

EEHRIERME, BERITUTERE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

BEXRIFRESHMIFMAREE, B2 https://developer-docs.netscaler.com/en-us/adc-command-

reference-int/13-1/vpn/vpn-sessionaction,

5 ICA M AEFHRAE

7%#F Secure Private Access % melE S B NetScaler Gateway AT B FKEF BN ICA AR, EX
MIERT, EHUMECE Secure Ticket Authority (STA) HigH 48 2 NetScaler Gateway,
FR: STABRS23:EE 2 Citrix Virtual Apps and Desktops DDC ZFE8—E 45

BEXEAER, BEAUTER:

« 7£ NetScaler Gateway LEe& Secure Ticket Authority
o EHinARE: Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

PRSI

FELUThRAH, NetScaler Gateway £ BEhRIXITE. ERMERMNXEFARICTRE GBI RRE,

+ 13.1-48.47 MEFRA
o 14.1-4.42 RESA

SREIHIRIARESENFRSLARINZEI Secure Private Access ffFiE kS,

753Xt NetScaler lixzds b, fERFFX ns_vpn_enable_spa_onpremzns_vpn_disable_spa_onprem
B/ LkIhEE,

o EAILMERSSHITIIE (FreeBSD shell):

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
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o BT T#S (FreeBSD shell), 73 HTTP tr:EcE R A SecureBrowse ik,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o MRIBHEKEL, WEREEEE “HRZR" TTH.

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c

+ £ CDN L& “BRZR" HE.

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

- BRA, EERXETHENG .
o EWIAXRVDFABERXARE, BIEIT nsconmsg &<,

+ Z7f NetScaler Gateway EEREE#EHIRIRE, ESREE LT3R,

7£ NetScaler 1755 Secure Private Access 1&g E

1% NetScaler H1#55 Secure Private Access RIS E, BT TI2E:

1. BUIEREH XM /nsconfig/rc.netscaler,
2. BUTHLRMEZXXHEF,
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. ®REEXMH.

BBz NetScaler ¥, £B#KA Secure Private Access &g E.

BAIRH!

« IEH NetScaler Gateway FJUERMIZABHITESH, BRIEETLIREEN NetScaler BB E, BNMHETLER

+ i&707E NetScaler Gateway LR ICA K1, EZE NetScaler Gateway BY, LIhBERHWER,
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o MREEAIPBETIH NetScaler, MHMEMLEHHIT—LEBR, Flw0, 7iF NetScaler SEHMAKTER
Eim O L TiEE,

« WRETE NetScaler Gateway LB SSO, EH{R NetScaler ERFAE IP #itit5 StoreFront i&@fs. &l
BEEREMEA StoreFront #A% IP hiitE NetScaler FRin—%&## StoreFront DNS i2%.

EHAHMKIES

WRTEM Secure Private Access BN R QAER %, MHIIEATEMKIEP EHZEI Secure Private Access %k
1’

RITUTS B EH AR RIES:
1. FERABERNEITH PowerShell Siss $EFFE O,

2. ¥ B RE XN Secure Private Access & % X 3% T8 Admin\AdminConfigTool xx# % (g0, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BITUT®<:
\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

A& £ T XARiE

February 20,2024

Secure Private Access fEHIRIERFP SIE L TX (IS T AMIRERS. BREMDG. HIBAE) 123 Web
¢ SaaS W AEFEEIRE (BEEiRE).

EIER T LEIFRSERERN®E E FXARCHEG, Secure Private Access &5 LR E T XiTiEEN BF &S 5%
WAERI A =7EMY NetScaler Gateway 588 (21E. MBHIIE. EPA) BB,

Secure Private Access AT LU S IR IRARMSERIRSL (FnZi8) B mMXHTEARZER, BXEAER,
BEBRE BT,
AE:

Secure Private Access {1501 7£ NetScaler Gateway it B FY£2 B 5 771 & 1 30 SRS

fEM GUI & BE XHRid

& L TR MU TBRT R,

1. EEELHEMXTS PR
2. BEBMSMHIIERESESIM X EDIRS 2R
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ECE 42 SR X T 5 17 B0 IE SR B

1. E#n%l NetScaler Gateway > %88 > B MHIIE, REHEEHFM.
2. EERNEREHNZRIERMZF. WEBZIFBIERE XIS E,

3. EIERBER, BEFMUACIEERE. ERIURKILREEERTZ R,
F— M RIFELIGL,

flan, ER—MEERVFILNR, A

Create Preauthentication Profile

Name*

win10_profile @

Action*

ALLOW ~
Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdey ®

4. ERRFRPESFAREE, ARREHEE,
5. ERZARSP, FHRAREXHERRENRIBRNEBIERER,

Dashboard Configuration Reporting Documentation

k~ Create Preauthentication Policy

Name*

Windows10 (0)

Request Action®

Expression™*

Downloads

Select N Select N Select o

CLIENT.OS(win10).HOTFIX == EXISTS

TEERT H0ZE Windows 10 &IERGETATER RHIRER,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BEEIE,
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BEHITZ4EE NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25

2. EBRBRENSHRIERENEIRSSE, RERERE.

3. TEERIEE P, BE + HPER,

4, {EEEFHRIEH, EEMSHRIEKRL, RABREREFELRERERFIER,

Choose Type

Policies

Choose Policy*

Choose Type*

(Comea )

Preauthentication o

Request N

5. EERIRE A RESITERIM TR,
6. BEHE,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O

» More
Binding Details

Priority*

100

(- 1=

fEF CLI ECE B E XARid

7£ NetScaler CLI EBfT U T o< RAIBMSERN S (D I0IE
il

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

AINFTRY £ TR

1. ¥T7F Secure Private Access B RITH & H B iR,

2. RIEIERIRFHEEIE KK,

3. ENRBEUTEHIIP, BERMEH, EEFELTXIRE, £0E, REWMALTXREZET (BN,
Windows10 ),

518

o AN AREFEEHIPRE,

o HEREIPIRE,
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StoreFront

June 19, 2024

& Secure Private Access 5 StoreFront #[E#t%, N StoreFront LAY Secure Private Access ERE S HE X
ZERASETER.

B2, R Secure Private Access 25 StoreFront £EHEEH, NEFLEREERNAFITHK.
HITUTH R, FapficE StoreFront.

1. M Secure Private Access BIERIEHIE (88 > £r8) THHZS,
2. BESHIHITEEEMNM StoreFront & BX N AT &7,

THEHHN zip X EEMEMA. BRXGMEREFERZ, WMREH StoreFront #1 Secure Private Access
ZIBIRIEERR, M LA S IRRIAN,

3. M . /ConfigureStorefront.psl. @&<7 PowerShell 64 (ISl EUEE R S HEITRHIZ

o FEEHMBH,
o %% PowerShell BIZAHITEBRISE R “FREHE” 3 “Gu3” F4EinfT StoreFront Bz,
o YNERIE StoreFront BEB B E, ZMATRKIEEEEIERIE M StoreFront ARS8,

&/ Secure Private Access i& BB E StoreFront /&, BIAI7E StoreFront €127 & (“&12 Delivery Controller”
E®) $E&2 Secure Private Access {4 EtE.

R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access HER&HIRE,
M StoreFront A< BmRERGAHIRE. RIAMERT, ZMZEAFEAERSE Secure Private Access (BB
LR B EEE > BEE).

BE.

o EiIXfEA M Secure Private Access B 18 R E T & Y StoreFront Bl &% StoreFront & & X R
Secure Private Access, i57IM StoreFront B2 EEE Secure Private Access, EAZBFRE
AE¥E StoreFront LFAEMENEE, HNBTZHEAETMFIENENIE,

« —“ Secure Private Access iEstE] A7EZ 4 StoreFront 28Z (7ERF— StoreFront B — 1NN A
[Esi FFEAY StoreFront SfE L) HEE,
ALMIEE > Sk imAa StoreFront,

 BN{E Secure Private Access 5 StoreFront £F#tE, StoreFront BB EH LA BITIRE > £/
EIE T, BoRENEENREREITR. RN “KE” NMEAMTFNBERE, WHHTE
StoreFront fiZ&FHEMERAY StoreFront it&# _EiETT.
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{5 StoreFront ix7~ 2308 = F 2 hrasA

WMREFERZ StoreFront hrZx 2308 skE RS, T StoreFront EEAEEE L TEAA:

« Secure Private Access 22 8~ XenMobile,
o RE7% Secure Private Access Ars52 URL,
« Secure Private Access i [A& 277 80,

Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec i
recof
H Display name: ||Secure Private Access
i hs Type: Citrix Virtual Apps and Desktops i
sfd
. Kenhpp 6.5
| |
&) ¥enhobile (9.0 or lower)
Server:
Port: a0

Advanced Settings
U Configure delivery controller communication timeouts and other Settings
! advanced settings using the 'Settings’ dialog.

Co :]

Stof
"o TR

{EF3 StoreFront frz 2.3.11 S ESHRAEY

7£ StoreFront kx7s 2311 XEERAF, ERATF Web B Citrix Workspace ZF a4 Secure Private Access
R 2R, XZE A Secure Private Access A #51E Workspace for Web SE & /Ezh Secure Private Access
Rz 2R,

Director

June 19,2024
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Director 55 Secure Private Access FISE R AT LSS LB &Y 14 e M AN AN B P& HEPR. 3§ Director 5 Secure Private
Access £/, HIUERNKTTE Secure Private Access #iEARAY Director BRS52889 FQDN A9 IP stiit, B xiF4M(E
|_. ) ]ﬁzElE%EjZHER%%o

#% Director At 5 Secure Private Access R RZas#thhk4s 2402 & #Y Secure Private Access M2 %I 4EEC &,
MBERBEE Director, NHRRERIIZAH Director, LTSR 2402 SiE Sk, MREBLZEE T Director,
MA P EFARBIRMARA, BI LTSR 2402 SiEShRA. 0RFEM Director, MFEA5ERL Secure Private Access
KB, EUTERT, BRiEFHaKK,

« Director k7£ Secure Private Access #iE .
o &5 \B Director IP #thiits FQDN 777,

B XfEM Secure Private Access iE#ft Director BI¥45 8, ESiR5 A StoreFront # NetScaler Gateway A&
SHRUNTEREREERE,

=z

AR

o Director ZMEEFRAZIFEMB Windows SHIEIE (IWA), tNREEZEMEA IWA ZRE Secure
Private Access #zfilga, NRGZRRREERAA Director EMHIER.

- NREBERFohERE Secure Private Access 1z#1&, MsFAXLEFHE S5t Director RS 88417
BRI, MREREL, NRGSRREERBNIE,

o IREERTIGESTREXIRMEM Director, BN “BIRIZE” TWEAMIFA Director, HIRERFE
#1 Director ¥4 BB, BERMMMNEIEAGEHITEN. 4818 Director URL IPv6. SSLv3 Rz#¥
BOER,

1=/ Director E2E& T 2 Secure Private Access H[REZE Director

{FREE T AA Director E2& Secure Private Access IIERTEHERNMNELS B, EXIEMES, 5B Secure

Private Access 5 Director B9% .

7z Director 1# & Secure Private Access AR &%

&R LUTE Director H&EFEE Secure Private Access PR &iE. BXIFMER, I88REHAFREE Secure Private

Access =i,

VFAIERRSS 25

June 19,2024
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Secure Private Access Y AT IEARSS 28 R UREE R NIRRT $BFR E NI NS A G, WFRIERRS B A LUIEVIRIGE LR
ia)fEEF Secure Private Access i3, HaILITEIR B SE/EHTABREH. BHXEM Secure Private Access i+
FOIRSEMIFAMER, BSIFER StoreFront #1 NetScaler Gateway RS S UREREFEEILE,

E3% Secure Private Access S¥FaIEIRS 28:&E %, ST IFAIIEARSE 2 URL, Secure Private Access = H
shEF RS 2 LM EC.

AR
o WUMIEVFRIBRSS 88 EREZE D — Citrix Virtual Apps and Desktops RI2iFal, 7 BETEIFRIARSS 23
L3*#r Secure Private Access #f4

o hrZx 11.17.2 A7 45000 K& EShRAZ3#F Secure Private Access 1&4-BIiFRIIEARSS 28, NREBELZH
BIFENEARSE2E, MAFE AR 2B ARE) 11.17.2 Axds 45000 FRZSE8 3 = s

AXETRESBNESER, FEATTRSSE.

Web Studio

June 19, 2024
Citrix Secure Private Access =52 Web Studio #=#l&, AP EER%ET Web Studio T4&iA1a1%ARS .
M=% Web Studio ir4s 2308 S E= AR,
BITUTHEUEA Web Studio &5k:
1. A Citrix Virtual Apps and Desktops RiEf2F &M DDC RiEf2F %% Citrix Web Studio.
2. RERERE ENHATHRE, YRTEATHIZEMIEE, %A DDC FQDN fEjizhiggtit,

3. RMRER, SiZE C\Program Files\Citrix\Web Studio\Site\assets\json x4 3%, AEEXK spa-
config.json XHMARE,

MRERIEIIAI B RE Web Studio, &% C:\Program Files\Citrix hHEAREMBEBIE N IEHNME,
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This PC » Local Disk (C:) » Program Files » Citrix » Web Studio > 5Site » assets » json ] Search json
Mame Date modified Type Size
Mj azure-env.,json 9 JSON File 6 KB
Mj manifestjson 9 JSON File TKB
Mj spa-config.json 9 JSON File TKB
Mj studio-config-mfejson 9 JSON File TKB
mj tenant-whitelist,json 9 JSON File 2KB
mj token,json 9 JSON File TKB
O | spa-config,json - Notepad - O ®
File Edit Format View Help
"name”: "Spa"”,
"entry": "https://[SpaServer]4443/accessSecurityfui/"
¥

1. ¥ “SpaServer” Eifni&H Secure Private Access 189 FQDN,

2. Ex3 Web Studio.

3. EEMSfiFEE L, B “Secure Private Access”, M Web Studio iia) Secure Private Access &2

EHE.

RCENAERF

June 19, 2024

&8 Secure Private Access &, ErIUMEIRRITHSERE N BIEFMIAI0 R,

1. #EERIERIAaR, BE “WAERF .

N

R AN ABERF.

w

. EENREFFRERNGIE,

o ERORBNE ZIMEINEBR AREF -,
s ERORENE , BTFRINAERER.

N

L TE NAERFAEE" BoPRAUTRERGSEE, ARRE

113 5’7
Z o
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Add an app e

To add an app, complete the steps below.

' App Details

Where is the application located? *
Q- Qutside my corporate network

@ Inside my corporate network

App name * Appicon
| Google | L . Changeicon Use default icon
) _ :

App description

I:l Do not display application to users (3

Add application to favorites automatically (2

4 @ Allow user to remove from favorites

App category () () Do not allow user to remove from favorites

| Business And Productivity |

URL® App Connectivity * (@

| https://www.google.com | Internal

Related Domains App Connectivity * (®

| *.google.com | ‘ Internal N

@ Add another related domain

Cancel

s MAREFAMN -NAEFHNER.

s MARFHER - NARFNEERHR, hEAEETEXPETRAENAR, SO URUTEIBMAN
AEFNXEF: KEYWORDS: <keyword_name>, f&alUfERXBEHENAEF. BXI¥FH
8, BERRERESNXEFRHEL R,

o WAREFET - RMEFIFMFRFEH RER), LRHHNNBERFSMERTE Citrix Workspace B
FRES, GRS NREFRNEHZES, LR Citrix Workspace B REHHIMA G,
71 Web 5% SaaS MAREFEERGE, ZNBAEFEERE Workspace AP REDHISESST

- R/ FEAITHEERREE, EERTUASMNBREFEFINHFES,
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- KR/ FEFNBIMBIRRBIAR. B, WS5E~H\TE, I, EFBRRAKNE, EER
HIRRMIEN T EMIER, R Citrix Workspace BPR REFMNEMSE NARR £5F
ERrhia NRURRI R IRARILED, MIZERIRHI LR,

B4, NREENBEF LR FERPHIRMRG W S TIERERLER WA AW S TERRER, Wik
WA TEREERISA, Citrix Workspace Ul FRIERTIE—E Ak SH TR,

A2 F Efr— B E B ER A BN BEFER. B A/B 128x128 B, H B Ico
B MRAERE, WEERMIAET.

FRABRERNARER -NREFAERAFR ERNAER, HEFIET,

URL —Z A 2RI URL,

X -RIER AIERF URL BaiEZRMEXE,. SR A RINE Z8XIRER SR,

B EDIE R AR AN N 2 X - B dh IR T Rl It AR A2 R N A Citrix Workspace [z A2 AR O Wi
RIFAtERF, EFILEDBY, £ Citrix Workspace AR, HHEEMNER BN ERERAERFN
KL,

- AP MRS H RS -2 5 R AT 2R R FRF2 1T M Citrix Workspace 2 2 RIULET
KM ARFSIRPIRZ N AR,
EEIEMES, £ Citrix Workspace ZA#EFH, ZNARFNE LASER— N SEEBERET.
- TR MUE SRR -2 &Itk AT B 1EIT iR M Citrix Workspace R RFEFRE BIUREL e R A
BEFIRPMBRZN B,

WMREM Secure Private Access 1T6I & R IRARIC AN R, NS MFohig XL ARER M
Citrix Workspace Byt 5I R IFR. 0RKRAERFM Secure Private Access 1=l & 5B, Mlix
L AEFASBEEIM StoreFront kR,

o RAREFERE-N Web ARFERE “WE”, 7 SaaS MARFIEE "IN,
5 BE “RE, ARBE T

TRILEEE “RE > ‘WAEFE PEENENAREFE. EXESFAES, BN LEEEERE,

ST R

AN REFECE IR RS

AN FRERFECE IR RES

June 19, 2024
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RRBAVFERIERFP AP ABRBNERANNAEFILRNRR, i, ErLiEI AL 2REIRE BN MAE

FREIFR 19,

1. #EBRIERIEH, BE HRRE,
2. BEBIERER,

[k Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Applications

If the following condition is met

User/user groups*

| Matches any of N ‘ | spaopdev.local N ‘ | SPADP users N

@ Add condition

Then do the following

| Allow access N

Policy name

Google-Win1]|

Enable policy on save

ance
L

3. £ NAREFP, ERERHRITIHRRBHNEERF.
4. 72 AR [AFE - EEB M SIELN AR RN EGMBF AR A,

o MEELATME—T XAFSFERFPTIHBER R FRELER A A A # T,
o SEMAFPRAERLE: AFRFRTTILNARHAZINIFRERFSEETII,

5. gF “RMEMH", REBLTXRERNE —M&M. XLEFERE NetScaler Gateway.
6. EIF KRS, AREERMANTRIELN REF SR PTRIERIR .
7. £ “REPITUTRE P, BELAIRBRETEERBRERF LBFIRITHUTRIEZ—

o AFFIAIRE
o ARG
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o B4R

R AVEREIRART B, BTLOER LT RS,

Then do the following

Allow access with restrictions AV

Available security restrictions:

(O] Restrict clipboard access @
[:] Hestrict printing @

() Restrict downloads @

() Restrict uploads @

(] Display watermark @

[:] *Restrnict key logging @

[:] “Restrict screen capture @

*Applicable to Citrix Workspace desktop clients only.

o PREIBINEARIGIRIANPR . Z2FEM FAIERF R RSB IR 2 BRI BT 7]/ & il A5 2 1F.

o PREIFTEN: ZH1E Citrix Enterprise Browser S$TENINEE,

o [RETH: BRABFMEBAREFRTHNINEE,

o [RE L. BRABFENARERFRLHNR,

o BRKED: EAFPRRELERKE, 2TRAFPITENMNAREM IP i,

o [REIZEBIZR: BCRBIERE. HRFRERAERARENTEERNARERFN, MERAHRSERNIC
FREMZ, s, ARERARER ERITHPEENEHZ REHIZRIERF,
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g0, wn:RA Office 365 BAT App Protection 58, HBAA4IE Office 365 Word X4, NIFrE
RIRIDR 8 FRIRBERLE ME,

s [RYIFREE: 2REHATARBHRAEFRNAEFHRAFENIGE. IRAFPZABRRR, NsH
R— T THRR.

=

RBICRNREHERH(GEATF Citrix Workspace SEE F ifio

8. 7f REGRIFP, MARBRIBAM,

9. & “‘RENBAEK . WRTEFRIEDR, WENMBERF LCIZER, MAREHRITIZRE HE, EHH
UGERTHRFRM “TAEEREE” DIES IR,

IRl ERBE R SELR

BIZIARREEE, RINERTRNIBRRBOEM TR EAIUE FRRE TR EEEMRLR.

ERENAEFEERSMAR, HELHETITE, WRILRESEXHFHRLE, W ET—MUARBEBRERE
B, fRIb3EHE,

TRILUBE A “RER” FIRm Eaim T ahEREERERR Rk .
EE&P R

#Z P (Windows #1 macOS) LI3FEHERE,

[B=Emaliaan ]l

¥ Secure Private Access ZE HEf&E

June 19, 2024

Secure Private Access ZA#fiiR A o LIEARBEHITEE, LUIRESUAY. sEHEM AT Bt BN AR
Z (30, 832 5000 2AF) ZpEIRITA Secure Private Access T2,

2l Secure Private Access 715

o SIE—NEEY Secure Private Access i, BXIFMER, BSHIZE Secure Private Access 55,

o BEREMENBET SAME Secure Private Access ths5, BXFMER, BEEEIMAMA LSS
Secure Private Access.
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« T8 Secure Private Access Time, BEMRRMNRS IR, IPERETHAIMATAERABIMBAS
& %28 FQDN #30tAD,

« 7 Secure Private Access REEBE— TRy, EAMEFESIN, BERNEET S, BE "SR ENE
FisESUBEMNL, ARFIETEIBEERLR, EXERMAARIIBENIFMEE, BSREHBSTLREUE
=

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

hitps://zeta.spaopdev.local o C L 7

TRk E

Secure Private Access B#EISE S B EN M TEHREER, MREFEH NetScaler fFAmEH TS, HFEL
T=:

« ATiAA StoreFront B FQDN fEREBE AR (SAN) 2257 DNS FE . MBEFERLETFERSE, NRE
B EiEE MRS58 FQDN & F#2s FQDN, &R F SSLiE+#. 3FF Secure Private Access, BB
MHTERMEB T, EXFMES, BESRER NetScaler #1760 H T,
f£E2E Secure Private Access zai, #ECE StoreFront RAREIE, MRERAMHTELS, BERLET
B ZMECERA URL, HEH HTTPS #7225, BXIEE, BESREER HTTPS &4 StoreFront,

o BIWER HTTPS i&17 Secure Private Access iR, BEXARR2EFIMER, Secure Private Access RSt
BILMER HTTP 2&,

o #F SSL EN# 3 SSL #74%, HUMAUFEREAAE FESEE, £H SSL Mifey, BHEESED Secure
Private Access B P EBEMNARSSIER, Mo, IEBEREL RIMBERESRHEM (SAN) A5 H
71735 FQDN #BITED, 1tboh, HTERH FESSRSPEE SAN,

o 1FFERY SSLIEP4ER 1S ARs32:F0 NetScaler,
o FRREZM,
« Secure Private Access iR (BEEERMIETH) BTREN, FEREEFA L,

o IETHE (B0 NetScaler) EEATRIFERSBVBHZGARNELNLE (FNB) . WREHTA Secure
Private Access AR S eREEEET HTTP WBEEN MMEs (FN28), MATLER RS

/secureAccess/health
FRHAEIR, :

Http status code: 200 OK
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Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

<!--NeedCopy-->

BXFELE NetScaler AR TFHBIIFMER, BESNILEEAHETHE,

77 Secure Private Access fl|2 51128

{ERALLT CLI 85$ 79 Secure Private Access BlIZEa 128,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

CIRMIERE, BIIBHETE RS,

BXfEMA NetScaler HF RECIREMBHIEMER, BB LTS,

#1% Secure Private Access

June 19, 2024
TRIL “EHRIERT > “BF7 > “EFMIhaE” FEE “Secure Private Access”s
1. #%$ Citrix Virtual Apps and Desktops 7 2402 —Secure Private Access.

2. BEEH,
3. HRER LAPATTRENR.

AR

N5 Secure Private Access RERFIKBEE T, MTEEZ Secure Private Access Z /i, IEMEERIEHIAT
#; StoreFrontScripts.zip Xf#, M StoreFront Nz FEEIERZE Bk Secure Private Access #ft.

E T StoreFrontScripts E483 %, BRBUTSEERE:

1. &%3 Secure Private Access BIEiEHIS,
2. B 88, ARRTE ‘BN ENFR.
3. 7£ StoreFront NZEEE URL 2849 8 o T E IS,
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M StoreFront B EEIE F1755% Secure Private Access &4+

ENZ Secure Private Access fa, 1M StoreFront AR IEECE T MIE: Secure Private Access ffift,

1. &R StoreFront it&#,

2. % StoreFrontScripts.zip Xt

3. ¥ StoreFrontScripts.zip fREEI—1M X%,
4. FERAEERANRITH PowerShell &0,

5. BT T&H%:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

FH4R

June 19, 2024

I&AT LUK Secure Private Access B R EIEIBIARAE, MERLIGERITENRIES, EARZE, BRIENE
SIERBEREELRE, BEABRAER, EEEMRREETREREFRARZ B1RER Secure Private Access ¥t

FHRIGF

FRIRFIN TR

1. =] L@ Delivery Controller #4k Secure Private Access, ] LR IE &R #1 %< % Secure Private
Access WARBEBIRERFAFAEPHNER “Secure Private Access” EIRAR,

« MREEEL Delivery Controller 27T Secure Private Access, MITi&&IHF+4k Secure Private
Access B, HR, BRAARFRBEAG. BXEAEE, BESRAARIE.

« MREEBIZFAM Secure Private Access El% % T Secure Private Access, MIAT LA fhxd Hi#
THER. BXEFMER, BHBRAFAREH Secure Private Access Z2i2F,

=

AR
FNEINEESER T POC #71889 Delivery Controller 2% Secure Private Access, B2, T4
FIRR, BIRNEERTRTERER, WEERLUAREHFEEIEE.

2. BITHRIEEMNE, EXFAEER, BSRERAMAARYIERE,

3. BRis1T StoreFront Bi2&., M “i8E” > “BCE” T StoreFront fiizds, ASTEHERN A StoreFront i+&E#1
EIETXEA, BEXFMAEE, BBRENERILE,
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=W

MRERBITHE, WARSMARR.

4. (aN3%) izfT NetScaler Gateway iz, HXIFMES, ESIE NetScaler Gateway,

R #EH Secure Private Access REEF

June 19,2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/mT#; Citrix Secure

Private Access 2402 %12,

2. TEMANENITEN EUEERSHIET.exe,

3. ERE

B LBHPATT R

%

Citrix Virtual Apps and Desktops 7 2402 LTSR EAR2 - Secure Private Access LTSR EAR 1

Licensing Agreement
Firewall

Summary

Upgrade

Finish

Software License Agreement

Printable version

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement (" AGREEMENT") between the end-user customer ("vou™), and
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at hitps:/
www.citrix.com/buy/licensing/citrix-providing-entities htm]. BY INSTALLING AND/OR
USING THE FPRODUCT, YOU AGREE TO BE EOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. Thiz AGREEMENT does not apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide

license to use the software in a software PRODUCT and the software installed in =

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

| Back - Cancel

o
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+ Licensing Agreement
+ Additional Components
+ Firewall

Summary

Upgrade

Finish

Citrix Virtual Apps and Desktops 7 2402 LTSR EARZ - Secure Private Access LTSR EAR 1

Summary

Review the prerequisites and confirm the components you want to upgrade.

Installation directory

Citrix Virtual Apps and Desktops 7 2402.0.20

You cannot cancel the upgrade after it begins. Are you sure you want
to start the upgrade?

T

+ Licensing Agreement
+ Additional Components
+ Firewall
+ Summary
+ Upgrade

Finish

Citrix Virtual Apps and Desktops 7 2402 LTSR EAR2 - Secure Private Access LTSR EAR 1

Finish Installation
The installation completed successfully.

Core Components
+ Secure Private Access

Paost Install
v Component Initialization

" Success

Upgraded

Initialized
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RBeEREFARIMA 2402 5, HAEHIEZIT StoreFront filZ, LUEHNERIFME SR Ho

« i&& Secure Private Access
+ BZE NetScaler Gateway

s REENARER

AN FREFECE 15 R) 2R

i FR RIS+ R K4 e

January 9, 2024

EALEREIERAE T A T3 Secure Private Access fhfFFISUIREEF KA ZS,

1. FASEENEITHF PowerShell Siss S FFEO.

2. BB RE R Secure Private Access & % X 3% T8 Admin\AdminConfigTool > # 3% (4, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

3. BETUT®S:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

June 19,2024
Z % Secure Private Access /g, AT “KE” TTEEHISE. BrIUEBRNARERFE. SEAMNKRE, HENRER
®E,
EEONLE, WAER Secure Private Access B HF &R Secure Private Access EIERIEHI&.
BXMAERHEOEENFAES, BFSHEUTER:

- BENAEFHEH

- EEEER

o EREMIRE
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LEREERE

June 19, 2024

BN AR AR

ZRIUEHE Secure Private Access IREHRRNMN ARFIETIR, MARFERTIH T FREEXE UK AR
FRENREAN (GMIHAER.

1. 8F “RE” > ‘WAERFE
2. MNRFLE, ERIUREHREEITH BERHREE,

BIEEE

Mg
0

<

ERLEREERYIR, AN 8B > “BER" TEAHAMMIBER, BX%i Secure Private Access fRHE
HRERETTENE, AL, ZEERTUBEGERRRMEEES,

TR LURINERRA, UENZATHFMEEERBRIBENR,
. EEERTES, BEHM.
L TE R, ERBIUSZERRANEIBEN,

1

2

3. FAFPXARAR, EFZAFFRENAF A,

4. 7 EESREA, ERBFECLAIZAP BINRER,

ERERIRE

1% & Secure Private Access f&, &RILIM “SpL7 IEIM-REE4 3L EH StoreFront #1 NetScaler Gateway %8,

1. 8&F “RE” > &l
2. BEPEEEEMANSENRER, AREREH.
3. BE R EMUBRIEEY.

=

AR

308 Secure Private Access &7 5 StoreFront REIRIITEN L, 5T & StoreFront fiiZ<#7£ StoreFront

EiE17,
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«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

K

BIEN AEFRE

June 19,2024

RENAEFMILEREG, MALE, ERIUNEH#THRIE.

IREBNAERF

1. 7£ Secure Private Access B RizHIaH, BF ‘NAERE.
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2. BESEERNNAEFNYNERSETE, ARSEE “RENABER .
3. RENBREFNFEAES.
4. BERR

Edit App

Where is the application located? *
Outside my corporate network

@® Inside my corporate network

App name App icon
Google Chan i
ge icon Use default icon
‘ ) Cb 128 KB max, ICO

App description

[7) Do not display application icon in Workspace app

[C) Add application to favarites in Workspace app

ser to remove from favo

App category 3

‘ Ex.: Category\SubCategory\SubCategory

*

URL App Connectivity * (®

‘ https://www.google.com ‘ Internal

Related Domains * App Connectivity * 3

‘ *.google.com ‘ ‘ Internal NS

@ Add another related domain

S

o 2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

YREE IR KRS
1. 7 “Secure Private Access” BIERITHIAH, BF AR,
2. BESERRIEENNNEESIRE, AERT “REIARKRE
3. RIEEREIFS,
4, BEHFH,
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Applications

(R Edit Access Policy

Google

If the following condition is met

User/user groups*

Matches any of NS

Select a domain

N

spaopdev.local\Users NS

@ Add condition

Then do the following

Allow access with restrictions

Available security restrictions:
: Disable clipboard access @
(D Disable printing

(O Disable downloads

(O Disable uploads

Display watermark @
(O *Disable key logging

(1) *Disable screen capture ®

*Applicable to Citrix Workspace desktop clients only.

Policy name

Goog_pol

Enable policy on save

=ARPE

June 19,2024

BRIGEEL AN BB HMRIARFFTENREIN N BEF IR T AR, WE, HREBFPM StoreFront i5iaiz R AR,
ZR FA=TE Citrix Enterprise Browser 317, BHFPRIUERZMNAE. B2, NRBFPEZAMNEREREFITH, IS

T HER.
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L Admin Demo Website X +

I:' Sales Intranet E Printing has been restricted by your x § A User~

administrator.

Dashboard

Home / Dashboard

Sales | Today Revenue | Tnis Month Recent Activity | Today

g 145 $ $3,264 32min @ Sales Report LINK

12% increase 8% inCrease 56 min @® Voluptatem blanditiis
blanditiis eveniet

2 hrs @ Voluptates corrupti
molestias voluptatem
Customers | This Year
1 day ® Tempore autem saepe

occaecati voluptatem
1244

o0 tempore
12% decrease
2 days Est sit eum reiciendis

exercitationem

4 weeks @ Dicta dolorem harum nulla
Reports r1oday eius. Ut quidem quidem sit
quas

(@ 5 intranet.training.local o a ©

B, WRAFPZRAREER, WRERUTHER.
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LT Admin Demo Website X +

(@ 5 intranet.training.local w5 a ©

L"' Sales Intranet = intranet.training.local says & é " User~

Clipboard access has been restricted by your administrator.

Dashboard

Home / Dashboard

Sales | Today Revenue Recent Activity | Today

g 145 $ $3,264 32min @ Sales Report LINK

12% increase 8% inCrease 56 min @® Voluptatem blanditiis
blanditiis eveniet

2 hrs @ Voluptates corrupti
molestias voluptatem
Customers | This Year
1 day ® Tempore autem saepe
occaecati voluptatem

gg 1 2 44 tempore

12% decrease
2 days Est sit eum reiciendis

exercitationem

4 weeks @ Dicta dolorem harum nulla
Reports r1oday eius. Ut quidem quidem sit
quas

AR
BEAMAMAFREMIFAEMESENLAEFAENKAERS, EXEHAES, E2EM Citrix
Workspace A2 RN AREE URL.

Ha AN P HERR

June 19,2024

Secure Private Access BFEHIRIEFIRE RSN BIEFBE). NARFKRERERSHEINEE. BXEAEE, 15
BFEEHIREER,

BEHEER

7EIRE Secure Private Access R 5, ErJgesiBEIS U THEXME-:

o JEBHEIR
o HUEECIRTEIR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 60


https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-dashboard

Citrix Secure Private Access - Zsith

« StoreFront #f&E
o AR/ EEM X HRE
o F3%ifiim] Secure Private Access lR5 88

BXRBEXLNBIVFMAER, HSRERNKIEHR,
Director FH&iFEHE XD
Director 5 Secure Private Access 8IS A SEELE S A M RE M MMAN S FEHERR, [ Secure Private Access i&&

A AHRIREEAE Director ifik. BIEEINE BERBRKERF BRE. MRMHTEMRPIDE, B
BEXFAR.

31F

{3 Secure Private Access Bt & Director

« 7£ Director #&%& Secure Private Access £3i%
« Director 5789 Secure Private Access &1ERiE5I&R,
« Director,

EHAREER

June 19, 2024
Secure Private Access tFEHIRIZHIIR EmE N AREFBE). NARFRERERSHEXNEE,

TRILEEIRMNEHAEXHEHMNES, Eriadas + fFSAERANG, EERRATEEEEHRTPERN
8. BRAILKAFRBESHA CSV 8.

TRILUMERZIEEE CERIMER) RMMIERER,
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K

Filters

T
Last 1Week W

b@ Overview CATEGORY

meratiol
. O App Access
Applications
P
E Access Policies O succes

O Failure 202311-2115:48:20

s 5
@ Settings 2023-11-2115:4820

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export t

023-11-2115:48:20
I [:‘i.j Troubleshooting Logs 202a 2t s s
2023-11-2115:48:20

202311-21 15:48:20

202311-2115:4818

2023-11-2115:48:18 App Enumeration @ Success 456bcTh4-181f-4b8 Show Details
2023-11-2115:48:18 merat @ Suc L 4-1ali-4b8.
<< o -

B A LURIE LU TS SARRF P BT RALIER,

o AP &R

o E3

o EfKE

o R

« Transaction-ID
o FHER

UTERERZEMN, ERUERXECENTTRF BEMERGIHRITHING R REERPAIETRTRE,.

o = BREERF M4 RLLENAE/ER,
= BRAESEERMNBE/EE,

o~ BREERFME LK A S/ R,
I~ BRAEEREEERMNEE/ R,

i, EELUBEERFEPERFA S Event-Type = DSAuth sRIEREHKE “DSAuth”,

B, ERRIOEE “BEF —ANAR, EEAFRE User-Name ~ operator, HIEFRFILTHREES “&
ER” —RAARR. flg0, “ItRER". “BERIRIER"

BOILUERES ID BRSENEHEXNAEEE. X5 ID XBHARIEKRMETE Secure Private Access B, —
MEAREFIFERAUERZNEE, NBHRIEFR, AERHNARFENE, AERNARFFEARS, REXLT
EHHERECHEE, 5 ID BTXBREXERSE. EAIUFERES ID MERERREE, UERSRHENA
BFiAREREXMAE B E.

BEEAEFH L TXRE

FAERTPHNETFAE SRR R SE I R REE XM N AREFTIRUKR S LRI X T XARE,
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Filters Clear All

CATEGORY

Last 1 Week N ‘ m

User-Name = "User" |

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
TIME USER NAME CATEGORY RESULT TRANSACTION ID DETALLS
2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10 Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev localiusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access ® Success 2259212f-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdevlocal\usera App Access @ Success 2259212f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuthalidation was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

B EHR

June 19, 2024

AEBHIH T ETEIRE Secure Private Access Bi T 2 fE AT BEB I — L 551R,
IEREEIR

IR QI IR

StoreFront &%

REEP K/ [E1 3 ) Xt P

T3%ih18] Secure Private Access fRS3 28

IEBHEIR

HIREE . TEEMM— TS TIRXIRSS BIREGES,

HEZAARMAE NetScaler Gateway #HBIREUE AT HIL R AT, SHIMILEIRHES. &8 Secure Private
Access HTELETHEEMRKERN, HJaea IR

RS BEFRMXIEBMARS Citrix Virtual Apps and Desktops BIE A AERl
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BRI TR

o SHIRHE . TACIREIERE
RS WTFEBAG-HENGAAERIR. SN EfRA8E7E SQL Server ERBUEREHEIER,
« SHIRHEE: TACIBMUERE. MIEFEEEET.
IESEIRE B A R I E A TR R o
- NMRAEEREMIEEER T B EET,

- MREFRIEFCIRHERE, WELTB—ITHERE. MRHIEEFERIFTHIERE, NS HItER
HEo

BRAPER. BARIBR—NZHIERE,

- ®EE T Secure Private Access, ARFERERNIERZIMEIRIGE, EXMERT, LaIRENEIE
FEARS MR,

BRBEE. BRFoRRREIERE.

- BERERMAFNREREER (BdE “REMEE TEPEE “FHEE"), ARELRN "B
B &0, EEREARNERE. AXMERT, BTHENEZEIRT B %ERE.

RRFR. BUHEREZMR, REBRIBITHIZS
- HBIKAERE. A BEFRNR, TAE SQL Server (EIERFEREIE R,
fRRAGE. EHEN EERENIIR, BXFAER, BSR KEUEEPIFINR.
o SHIRHE . TACIREIERE EERY
fRRGE:

BETEN ENEIBEMNLERE. MRFASE LB SQL Server IO FITARS.

WMRERIERE SQL Server, E#ZE SQL Server & Secure Private Access it B #1537
Domain\hostname$ g2 T &R R,

WNREAIZE SQL Server, BHIANITENSHOE T ERNAEE, IRFEERAR,

MRERZH SQL Server (FRRERERF), 1EHKE NT AUTHORITY\SYSTEM AP 2B 4 eIEER
Zo

StoreFront #=

o HEIZEE: TEALUTHALIEE StoreFront &8: <Store URL>

R StoreFront £EAAIN, EM “BRE” InEHEHIZEZH, FHEBSIRE Secure Private Access {5, &
LM “I&E” wIE4REE StoreFront %8, iI2 FREILHEIR StoreFront B2 E URL,

FRRFGE:
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1. B 988, AERE “ER EIFE,
2. W8 StoreFront £BARAIN, E1E StoreFront AR E URL Fi57MNiZ% 8,
o HEIZHEE: TEALUTHAEE StoreFront &8: <Store URL>

BRRFE:

1. aJ4E%H PowerShell BIHRITERBEMRS, i51T PowerShell fii&&< Get—-ExecutionPolicy LT
A= S

2. MRZERG, WaAFgeditigBHFohETT StoreFront BERERIZ,

3. Bf “RE, REBEE ‘S &+,

4. 7z StoreFront [ZA®EE URL B, R3IHINEEIRAY StoreFront URL &8,

5. Bt WAREE URL SifI FHMARE, HERETHENA StoreFront 893+ EH EUBERNEE
171t PowerShell fiids, IERIA%AFEFRE StoreFront i+ &# _LiE1T,

+ =

=W

MREFEHNHEERARE, BHRFE StoreFront BBEHEER A “Secure Private Access” H%&H
(StoreFront > [ A75/E > Delivery Controller -> Secure Private Access) . M15727E Secure
Private Access, EIBRILEB. M “BE” > “S° NEF FHHABITHIZS.

o $EIRHE: StoreFront WECERZEAHIEE: <Store URL>

ERESILE Secure Private Access 5, aJLUM “IRB” EIMERIEM XX H, iI2 T AL IRM StoreFront
R AEE URL,

RS Z:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSEHEHRIRM, BRNERET
StoreFront #it+E#M EFzhizfT StoreFront B2E,

1. BF BB, RERE € EN+

2. 7z StoreFront [z AEE URL #, IRAIHINEEIRAY StoreFront URL & 8.

3. BRI ARE URL S T EEIARE, HERETHEEN StoreFront BB LU EERNIRIE
71t PowerShell Bizs, LEIASHTIEFRH StoreFront it&E# LiETT.

=

AR

Eijz17 StoreFront PowerShell fiizs, B EREESZNRITAFES Windows x64 89 PowerShell
A, #ARiafT ConfigureStorefront.psl, StoreFront fiiz=5 Windows PowerShell (x86) &3 &,

« $5IRH B "Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Exceptions.Re;
was thrown.” (f£fEF PowerShell 217 StoreFront Bil4sEd),

LEFHA X86 B9 PowerShell §0_EizfT StoreFront filzshy, e HIILEIR,
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RRRSE:

25517

T
jBizfT ConfigureStorefront.psi,

N X [[EER X &

StoreFront PowerShell iz, i&#ERAEEGRRITHES Windows x64 89 PowerShell &0, £

BIREE . TEAAMUTMEIEMXEE: <Gateway URL> EEAUTHMEZEREMRXEE: <Callback

Gateway URL>

BRSZ:

B TFREHREN AR XS EIEM* URL, FRMBSIEE Secure Private Access &, ATUM “8B” EIM-E4RIEN

X%Ho

1 8F “RE”, ARRE €N &I+,
2. BRItk EREIE R Kk LU & £ EFERIEDA P sk,

Toi%iHiA Secure Private Access [R5Z 28

HEIRES: B IS kW, TiEEHED IS it
fRRAR:
#3 Internet Information Services (IIS) RN AEFM, KEUTHBEFHEEEBHHEEET:

-

« Secure Private Access izf78th
« Secure Private Access EIEith

TERBIVANS ihE "Default Web Site" EBEBBRHHEEET.

PIEEEENE R

FIRHR . EERERNY
RSN ERRER T S MEREMAK
« BIFBHAIE, TiEM Secure Private Access & EHiA A EIBERS 25,
RREE. RERMEERTITATHIEFRD FARO 1433),
« Secure Private Access & IR BIREZDIEIERE,
RARAZ: 1E2% Secure Private Access #9 SQL #3EENIE,
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MREZRERK, TERMAHIES
BIREE REBRERNK, HETHEIR “WXERNERW. TERRALES -7
RRSE:

o FEREETAEFHEMEAHEIEB _EHF Secure Private Access $iEE.
o FABERNEITHF PowerShell & $12THAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x#3& (%41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Iz FAAZ P A EE R

#NR StoreFront URL =% NetScaler Gateway URL B8 EERFIAT (/), MKz ARSIk,
fRRAR:

i B% StoreFront iz A & & URL 3¢ NetScaler Gateway URL B ERIT, BEXiF1E, BEHEEEEN
StoreFront 5 NetScaler Gateway IR 831¥ 4= S

Hth
TETHERIRE

MR Director REEEKEHERY, NaIgETEEHMEREIFAI RS
fRRSZR:

FohiEE license_server K.

£ll#2 Secure Private Access 2 #2136

HITUUTH B LIBIE Secure Private Access iz 3561 :

» ERABERNRITH PowerShell &SR THTEL,

« ¥ B RE XA Secure Private Access &3 2 & T # Admin\AdminConfigTool x# s (%1, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>
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Secure Private Access £ SQL #REMIE

L Hoe)EEIERE, Secure Private Access flifr A H EE T SR 61 2 SR R SR IR,
ImRREURRE
MITUTH BRI B T2 HUEER,
1. EARMEL CitrixAccessSecurity<Site Name> glB@=#iEE, Hb, <Site Name> 2
Secure Private Access Bk =& F, (g0, CitrixAccessSecuritySPA).
CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access WY EN &4 6)E SQL Server 2R3, 0, wNRMEM Secure Private
Access KIBItEM KB R HOSTL, it DOMAINL, Mi+EHNFREA “DOMAINI\HOST1S”, tNR%E
REBECE, NIl ZEILSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILMERUL T EIHRENE
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HEEAITENZ 5o
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITUT P BRI E AR EBIIR,

1. FEEKIKEZE CitrixAccessSecurity<Site Name> gIBE=#iERE, Hh, <Site Name> A
Secure Private Access Bt &R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
2. ANT AUTHORITY\SYSTEM BFtlE SQL Server ER3Z, MIRERZCZ0E, NETLURKILLE,
USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. ¥ db_owner & ficss “NT AUTHORITY\SYSTEM” ABF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;
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HIEFohoIBIIEER, THAOBUERFMAS R RAMETENITIRP,

B ERR A ERAERS

HFEHR B S RRIARHEIR BERI.

BENHEHREENEELS, JEE runtime service appsettings.json (C:\Program Files\Citrix\Citrix Ac-
cess Security\Runtime\RuntimeService) #1,% TroubleshootingSql# restrictedToMinimumLevel
EHAMTEZ—:

- Information
- Debug

- Warning

- Error

"TroubleshootingSql": {
"restrictedToMinimumLevel": "Error",
"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

153 Director i & in &

June 19, 2024

Director 5 Secure Private Access BISERAI LI A M A M AE ISR A B FEHERR, B9 Secure Private Access 188
A A HRIRERERTE Director iR, TRIIHT Director fERHZMHEIRIFEREZ S,

BEXEZER, BEAUTER,

« {#H Secure Private Access E2& Director

« 7£ Director &% Secure Private Access £iF
AR

« FAHBFFEE 07 HABERTEENHRITRE. 61, 1000 RAIIHIRNBREFKES,
« FAHBFFEE 1" IRBRTRBERE. Fld, 2101 RERERY. WTFHREHRE, BNEED
WERSRBRIERR, NRMITERRED, BHAZRAR.

SKEEREIAES
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RE3

1101
1102

1103

1000
1001

1002

1003

1004

RIEEXA

H3

2101
2102

2000
2001

N FRTE R H S B A

3

3101

3102

eI
eI

eI

529
527

527

[22%)

[22%)

R
TanY

K
SELD/AEEBN /R IY

&N
FIEER

KK

KK

iR

MEHR B WL R BREE IR
—EVBEEFERE, BEELE—T

N 2 IHE R K
AEERANAER, #EEDE—
N REFITERY.

MEET, EDFIET —PRARER.

REFBEERNARER, EATEE
WERBRIELE,

REFBEEANARER, EARET
ECRYERER,

REVBEERRARER, EAFEN
BEFHREL, MYFR—LENHEE
FF, NgE LR,
REVBEERRARER, EAREH
AT EEI RS,

iR

RIERM,

RERTFEDRSHEL L, HEZ
EREDE— T NAEFBHRK.
SIERTFIEEIRTS

SIESL /A TFIEEFDRES.

iR

RIFRRRRARES - WHLNERSEIR (a0
SHAEF)

MF RIS, it
MBS FRAZRF
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(e

3103
3104
3000

3001
3002

3003
3004

N FRiE B EhiE S

v

4101
4102
4103
4000

4001
4002

ASREIRE

June 19, 2024

XL HERE Secure Private Access #iEEFZEHEXR, tNRAH

RV [HEL R
FVF
ik
ik

AN
CEB # N FRERF

ESL
FVF[IELE /R
FVF
(k2]
FisE::)

iR

[ R MESRS N = - SRR I HAE]
HIAERHEIR.
RN AR B SRBR IR AR5 B A thHo

AV RREFKRES.
IS PR A2 A EE R ERBRIE 42

N REFARKE, ENRELENER
B8,
R R A EE RS R Ao

£ M Citrix Enterprise Browser
BT R,

BiEA

[ 2 F R ohiiR-N A2 F B ahHfiE
HIAEREEIR
RREFRIER (RER)

RN AT BRI IR 4015 BT tH £
AR AERF.
MTRIERE, NAEFBIHRELR,

N RiEFRohRIEL, RigELi
HYERER,

/A, HlanEEE 100,000, MIETLARMIERE

F 90 RMNRIHEE, BRIAMERT, BEESS 12 /NHET—R. S8HETRRSEMBN, ZELVHBRIET,
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BEXBEEARHEREBIRE
BEMBEERETIEITI RS REX 4R appsettings.json XHHITEE, &R LURIEBSRVHARAN AT LIZ6ETE
IRETHMBESHRERIGEEFE, RIBFEEDN appsettings.json XHHRHUTRE:
{5 appsettings.json 3¢ff:
"TroubleshootinglLogs": {
"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,
"CleanupOldestDatalfEntriesCountAbove": @

}

<!--NeedCopy-->

EXREE, BREFELEMUTRE:
« ENREHEET X, B CleanupDataOlderThanDaysi&&H 7.
« BEAETRHNERE, 5% CleanupDataOlderThanDays i&&H 0.
o EXAEBETIHHNERE, 5% CleanupOldestDatalfEntriesCountAbove i&&H 0,

o MEXFMEBEEIRERN 0, HE K CleanupPeriodInHoursi&&H 0, NAEEXKARE,

- FEiE CleanupbDataOlderThanDays#lCleanupOldestDataIfEntriesCountAbove
MEHIGE N 0 5E CleanupPeriodInHours i8E N 0, FEAXATEESSE 100% MRS
AR,

- A@EE®K CleanupPeriodInHours £BkEXAEBEEME,

AR

MR Secure Private Access EBERNEIE, MMMESNEET R PEEXLEIRE, NRFRIKERLTE, T
BEREASLAIM L,

A EFENFE

June 19,2024

BN ERIEEE

EINEIETE Secure Private Access BIBERZE 3 NH. &F 30 M T—REE, LURBIREITHEIENE N
o
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AR

BIUBTTIZI TR ARSS 7 REf R & MR B I,

CDF B&AE

CDF BHEEME7E Secure Private Access R#itEH L, MTFERERMZITNRSNLENHEP, CDF BE
fE.csv XM, BB AR/NREIZ 10MB,

BERS—REZAILUERE 90 4~ CDF BEX 4, ZEEaBR&IANX 4, AECIENH CDF BEXHEE=IE,
BITRRSHN ISR SEERSHER, BaURNREELSHENXHE, &% 600 1

HEXERE CDF B
CDF HEBEMEIERRMETNRSHNREXHFAB appsettings.json XHHRITRE, BEFEIHFHXMHKR
INFIELERE, JEEH appsettings.json XHHRHILTEE:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600

}
<!--NeedCopy-->

AR

MR AIEEIRE T 21 Secure Private Access 524, EESE A Secure Private Access ZEiHEH EE#H
appsettings.json 2 LUERE CDF,

E=7EA

January 9, 2024

ERAFA#AY Citrix Secure Private Access
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