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AR

August 26, 2024

Citrix Secure Private Access ith2E F EEMNZEEMLEIHFE (ZTNA) @ERAE, mLElb 3RS Web 1 SaaS &
BREFB VPN 5, HiREUTHEEURTENRERBFRR:

o BRI

« BEEF(SSO)

« ZESMRIE

o RERETE

s MARFATSET

+ App Protection IhgE

ZfRR7RF A StoreFront Zx## Citrix Workspace M FB# 2R, R7E Citrix Enterprise Browser #ifial Web
f SaaS M ARRFIRIETLEMR LR, ZERSREFA NetScaler Gateway RE&HIHIT BB IIEMEAUE
il

Citrix Secure Private Access g R 5 Z=ae81E R StoreFront AT 1A £ Web #1 SaaS M RERFHS—Ii51E)
P, FEREMNBEFMNEmEN Citrix Workspace BIER S, BMAETHRS[HNNAREF (W Web A
fEFF SaaS MAER) RHESBEMIHRNE, MNMZEALNEAZESESSMMERT.

Citrix Secure Private Access 4547 NetScaler Gateway #1 StoreFront Wt&, NRELAFPNSERRHEER
K3,

Inge RIBINREMIARSS /4R 1

—HWA P Rmipi N AEF StoreFront Zsitt/Citrix Workspace 25
SSO = SaaS 1 Web Rz RiEF NetScaler Gateway

ZEEMIIE (MFA) INEEIRR (XBiEH01) NetScaler Gateway

Web #1 SaaS M AEFHR LTI AiEFRIrEH Citrix Enterprise Browser

AN SRR Secure Private Access

SRR NetScaler Gateway #1 Citrix Secure Access EF i
EEEMERE Secure Private Access

B NSz S Secure Private Access. NetScaler &%l (BigH

ADM) #0 Citrix Director

A

IWHEEE R 7 BRI Secure Private Access Z8EmZAH,
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Studio Director License
Server
User devices
with Citrix
Warks MetScaler . "=
pace StoreFront — Secure Private
app Gatwway Access saas apps| |
@ L
Web
eb apps
sQL Active PRSI
Server Directory
Firewall Firewall

BXSNMAMNGER, FERXEA N,

HTIEIhEE

August 26, 2024

20246 A
Saas$ MR Web [ Bi2FHEthifRIFRE!

W7E, SaaS MMWEE Web W BIEFRMH THIMNYIAIRIRE, S8 G LUED HR)HEIRHHRITXERR, §XxiF4HE
B, B8R AEHERES.

SFFREH ERIRLE

Secure Private Access R IIE T HARIR AU AR ML, R1E Secure Private Access HECBMNBIEF (RS
M EELR) AR “REMAENMIE . ABERT, MBREERFFEREBEN Web N RIEFE BN BIZFEMAR 50K,
Secure Private Access &1 RN BIEF. BXIFMER, BSIRARSHENMIL,

Citrix Secure Private Access ifif+5 SIEM ARSEZAIER

Citrix Secure Private Access B & Z Security Information and Event Management (SIEM) &1, Bxi%
QEL: S5¥) lﬁglﬁl SIEM %ﬁy’o
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BIEHIRESERIM “BR7 By “#iR”
HEAPRESEIIMN “BR7 Bn “BiR7, WRIDSEEAR. EXNAELATRFINFAES, FSRENWE

HR B SR B TR,

BfEERIR)E

August 26, 2024

2402 WRHHRT LUFia)RR,

=l ssEicE

RBLR Secure Private Access (StoreFront) ZF#0 Internet/Extranet (M%) MNBREFEKEARALIEEHA UPNG
%

il
palil

b2

IEE

EERH RBAC ABENNELURIRIERY CEHERLHEEIE) BEASRREFR,

IVRzE eI =4

MRBEUTRERNS, WEAREFBILNY:

o {FAKNE Netscaler iz 13.0.x. 13.1-48.47 Z#igy 13.1. 14.1—4.42 Z&iry 14.1,
« LDAP UPN EEEREES LR E,.

BERITHE
o BERXERER, BRGNAEFNAENAEFTIE (Secure Private Access > W RIER > {HiBN AT
F) ®xFGE, wENBEFREASBEXHE,

a0, MREELIENBEFREANEXRE www.example. com, NBEFEATRE, FHEXE www.
example.com &ty abc.com, REREHFRE. RENAREFEMRINERH, BRENARZFIIEHRX
o

o MIAREFN, MRVARFEMERES, WSETES, B2, ZUAEFELR.
« IMRMAERF URL 2 www, iz URL BEREEFRHTEIZ www WEEEIEER (RE > NBEFE) F.
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FHR

MBREENX SSLIFBATF Secure Private Access BIEARSS, NAFEZIEPEFHEZRISMELIRS (11S) £
B9 “Citrix Access Security Admin” ufis=,

[SZ31E)0

October 21,2024
ks 2405 SE7E L T iR,

AR

RERBRNE—MEERRD, EREFSE, FRWERKFEEFRM.

s E

o AZFEARR AD MBI Z BIEEREN ‘M NEEEWEEE.

a0, 302R a.com F b.com U FIHENAEH AD #e, FH B SPA REEIZIFMA a.com/b.com BIiHEH
£, MEMIEBA T LA SPA X HHNNBER.

[SPAOP-2031]

o MNRLETIERTAHA Secure Private Access Byt &N 5 & RE Secure Private Access HEIER K
AR, MATHRITLTRE:

7 Secure Private Access BEMizTTHARSHI IS AR BHRRINAR SRS KA ERS 1%,
« Secure Private Access A #FENE, FEitt, RIS AIERBITNALUTRMAFFEE S,

« Secure Private Access A=7E Admin Console S REZhBFFEIFMAEE, Hit, ERSERHMT AP REN
%, HItk, WRBERRBETC AR, XEBHBFARERETR, WARLZRHZIH.

NetScaler Gateway

o EUTERT, F&FEHE SSLEBEXHEER SSL EMARSS 2R,

- BPERMNE NetScaler Gateway 13.1-48.47 RESHRAD 14.1-4.42 RES AR,
- ¥ ns_vpn_enable_spa_onpremtoggle BEEM.

BRRTTE!

¥ SSLERB XA ECER SSL S EEHE R SSL EPRS:S, WEM ns_vpn_enable_spa_onprem
ko
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BXIMRENFAER, BBR HEENIRIRE.

RfWeb [ Web T{EX

+ 7% RfWeb/Workspace for Web, FEtt RN AER. BXIFMES, 158 £/ StoreFront s
2311 S E=ARANEY.

[SPAOP-2487]

N AT B 5D

o g0 LDAP UPN #1 sAMAccountName @, NINARERBINIEEK.
[SPAOP-1412]

StoreFront

« EHE>BEL—KK, Web it MERINZRB M AEE R /Citrix/<StoreName>#, £ R HARZAHY
StoreFront &1, MILAIBNZEWENZBANTHE, XTERT Secure Private Access, Iboh, BF R LEES
B REHIMRAR Receiver Ul, B> StoreFront BBEBMEE, &&% E@E.

o« NREFERAHZ StoreFront kras 2308 skERhR4s, N &/E > &2 Delivery Controller TTEE R Secure
Private Access #2585 XenMobile. XA & MThEE,

AEER

o RXFFAEBFEMSZFHRGIE,
 F1S#IB% admin # runtime BRSS9 logs X3k, IMRMIPRT XL #3k, Secure Private Access ¥+
EtlE,

Installer display in Uninstall or change a program (H#H:EXEF) TATHNREERFET
o HIEMER 1SO 23§ Secure Private Access MERHARRAFHEKEI 2405 By, ENHERIERF Tum (4R >
12/ > 12 MTheE) B7R Secure Private Access RERFNFMNEE, MARBRMBEEE.
R E: HHIBREZERER,
AR

/A 2402 IR REFRFFER Secure Private Access M RE2FE, FAHBLR,
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R

o FHREI 2405 4518 URL LA 540, N wARFER FRASETUAKS. SQRBREENREFE
B, XEFAREN—RMEERE, ZEREFREEHASRE,
[SPAOP-4216]

o F4RE) 2405 i, BAERIUERE Admin Console, B AEENAEFMKE, BIHNRETREIRES.
fRRNGE. BRTERMAARBIEE, BXFAER, FSH ERMAARIIERE.
[SPAOP-5255]

o FREI2405 5, NAEFKEMNNBEFRBEK.
fRRNGE. BRERMAARBIERE, BXFAER, FSH ERMAARIIERE.
[SPAOP-5255]

« N8 Secure Private Access i 21/ Delivery Controller %89, NF:%3§ Secure Private Access
$B1F MARZS 2402 #4831 2405,
[SPAOP-4505]

October 21, 2024

HRERNF @A E R ERAEER,

Citrix Workspace R Bi2F

- Windows -2403 XE=hR4
- macO0S -2402 NESARZS

Secure Private Access #fifFAR S5 288H9I&ER S - Windows Server 2019 RE=ERE

StoreFront -LTSR 2203 3§ CR 2212 Kk&E=hr4

NetScaler -13.0. 13.1, 14.1 REShA, BiVERRHIARAR NetScaler Gateway ks 13.1 5 14.1 IX
itk iae,

Director 2402 s{E = kR4

BEWO: BFREETH Secure Private Access #EHFIENIRO. BXFMAER, ESR BiflimO.

AR

iEATF i0S # Android 89 Citrix Workspace 2R A HHER F4s#H Secure Private Access,
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BEFRM

E0|EREHME NetScaler Gateway, FEHREREEFUTIFAREE:

o« —&iIB1T IS B Windows ARSZ 28N, BAE T SSL/TLSIEF, Secure Private Access fifHig R EEZIE
Ft,
o StoreFront FEEEIZE T EPHEAL URL,

« WAMEBCE StoreFront £#Y Store, #H Store iR$s URL %7ATA, MARBIERS URL MR https:

+ NetScaler Gateway IP ik, FQDN #1 NetScaler Gateway [2]38 URL,

+ Secure Private Access &4 (4N Secure Private Access iGHZFE B¢, M AHE9EEE) /Y IP i
#EFN FQDN,

« 7£ NetScaler FEC BN SHIIEAL B X 4R T
o 72 NetScaler LEER SSL ARSZEIEP,
o HA.

o IEBERETH. BEBANTHFRIPEERE, WRETENSFHRAZES, Secure Private Access REREF
BEREEBSRIER. BR, XTEHFREREREN.

o BUREE: UTRUMSRE. REASIZRMEERIEESIFN Microsoft SQL Server kA%

- SQL Server 2022 Express Edition. Standard Edition #1 Enterprise Edition,
- SQL Server 2019 Express Edition. Standard Edition #1 Enterprise Edition,
- SQL Server 2017 Express Edition. Standard Edition #1 Enterprise Edition,

JHFHRE: RANERT, NRKENEZIFNIME SQL Server &2, LI Controller FEGREH RFINEH
16 B9 SQL Server Express 2017,

FFFR, EAIMAE SQL Server Express lrA#A TR,
TR TIBIEESTAMEMRRSZE (SQL Server Express Bgoh, HARANZHMIETR) ©

- SQL Server Always On ¥ Es&15 B¢ s 5241
- SQL Server AlwaysOn aTfM44H (23 Basic alFM44)
- SQL Server $uEEHE G

Controller 5 SQL Server i #iBE2 BHEZEFE Windows 4503,
BXMIBENESER, 1B5R HUERE.

} =

AR
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BITRARS (IS BRIAMIEHRY secureAccess MATER) EERBERSMIIE, ERAEARZHE Windows &
PRI, BRINERT, XEIGER Secure Private Access RERFIEE, TMEFEENX.

B ER

i& & Secure Private Access IEELU T EERMKA,

« &% Secure Private Access: X MERAAMITETEERKP ER,

+ %& Secure Private Access: EHMERIAFER Secure Private Access BEEIEH &, ZAFPtLRERE
T Secure Private Access Mt BN EHITENEER.

» &I% Secure Private Access: 4 f# /A Secure Private Access EIE 5tk & R Secure Private Access

BRI A,

@iflima

T&RFIHT Secure Private Access i&EtEEREMNES R,

P B#r Bl 1| HAER
BEIE 5T {Fik Secure Private HTTPS 4443 Secure Private
Access &Gt Access G -

Admin Console

Secure Private NTP fRS3 TCP. UDP 123 KE R &
Access
DNS Bk TCP. UDP 53 DNS &%
Active Directory TCP. UDP 88 Kerberos
Director HTTP. HTTPS 80. 443 5 Director /&1L
BTEHNEEMIG R
BV FEHERR
WRIEARSS 8% TCP 8083 S5 rIERS 2BIE
BUKEE A bR AT 3K
=
TCP 389 EF 4Ry LDAP
(LDAP)
TCP 636 EF SSL #9 LDAP
(LDAPS)
Microsoft SQL TCP 1433 Secure Private

Server

Access iEfF - iR
EEE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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P BR i) %O FAER
StoreFront HTTPS 443 SR IRIEIRIIE
NetScaler HTTPS 443 NetScaler Mx[ElE
Gateway
StoreFront NTP BRSS TCP. UDP 123 N
DNS Bk TCP. UDP 53 DNS &%
Active Directory TCP. UDP 88 Kerberos
TCP 389 BEF 4z LDAP
(LDAP)
TCP 636 EF SSL 19 LDAP
(LDAPS)
TCP. UDP 464 ##, Windows &1
IIEHY, SRFRP
BRI EARY RS
Secure Private HTTPS 443 SIIERINRER
Access EfF €
NetScaler HTTPS 443 NetScaler Mx[ElAE
Gateway
NetScaler Secure Private HTTPS 443 [z P2 R ANESE
Gateway Access i@
StoreFront HTTPS 443 SHIERIN BER
e
Web Rz B1ERF HTTP. HTTPS 80. 443 NetScaler
Gateway 5E&R
Secure Private
Access N REFH
BE (WOREEREN
AREFERMR)
RFigE NetScaler HTTPS 443 RAAFRES
Gateway NetScaler
Gateway zZ[a)fuid
=
51A
o BRWRIERE .
o BHRIERIEHN TIERE.
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o 3% SSLiEH4ER NetScaler EAIEEIMARSS2S (SSL),.

R3%&E

August 26, 2024

BIEEFAEER

RERDEIEEET BER R B 0. SAEAAL, NAEFNRIREEEENEFETE R LB T,

TEETTRSS/FHEER:

Number | Number of | Secure Private Access node SQL Server (Secure Private Access Active Directory StoreFront
of Secure configuration Database only)

users Private

Access

server

nodes

CPU | Memory Storage CPU Memory Storage CPU Memory CPU Memory
(GB) (GB) (GB) (GB) (GB) (GB)

1000 3 8 16 80 4 16 250 4 16 4 16
5000 8 8 16 80 16 16 750 16 16 4 16
AR

o XEEMEETUTRIZEEN: BESHEECER, BEREIHREN T K.
« RINERT, BHERE 90 XHZZMRE 100 K NEEEMH, EABRATFEEBEMNEE, XE&EDE Secure
Private Access iE1T7BYARSS appsettings.json X3k El, AILURIBREEHITEN. BXFMES, 1B

ZHREBEHFATHNRE,

Ars3esicE

TRETTRSHBEENFAEE:

[y HRER

N2 258 250

ERER SR 50

BURAFPHNNBEFHE 15

AD & BFRET 20 1M, &% 20 MRESRS!

BWEHPR B SREH

7TX (BN
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[iRh= FAER

S HERR B K5 iR (ZIN)
Secure Private Access IRSEZ 2B HEFRE 90 X8 600 N3t
mERR

TRERTBUAFRSRIREREXHFFAEE.

[Gr=eats AR
MEEL 10
Enterprise Browser HIED 20

M Citrix Workspace R F#2F BN A2F 4

M Citrix Enterprise Browser ifia] s Bi2F 500

BRs3&i@i" Citrix Director SHERBITHEHE: (EX) 1000

EEER

TRIRBEHAEZAREFLONAFRIE. SOWEARERFKEUR Secure Private Access AR CPU E5HETRTH
EERNER:

L GB ALy

FHITNBEFS S9N AEF  SecurePrivate  Secure Private  7Zfig=sialll GB

mBEFRIE WERER Access RE Access CPU HNBAL &3*

<20 (PoC Bi&) 2 4GB 2 40 GB* HF PoC #9E
iy, AMERE
BENE REMALA
BHBER TR
SPAZEHES
StoreFront 48
BB BN Lo

20 5 8 GB 4 60 GB -

160** 18 16 GB 4 60 GB BILAERE 2 Pk
F% SPA T L
RISEITRIIERE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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o x ZfiE=EEEH CDF BHEE . BINERT, Secure Private Access 2% 600 NMAREHAEX S, &
MXHEIAR/NA 10 MB, Fitk, 308 Secure Private Access B G T IRSEER—EITEN LB
17, WEEHWRAEMEFBERN 12 GB, 1It4h, SQL express A ALREEAMMEIMT EATF PoC BH,

o *x WFWAREENHRERRE, BINEETARSS LEE Secure Private Access, MARS
StoreFront @E1t%, &3k NetScaler Gateway ks 13.0 si{&TF 13.1-48.47,

o xxx BINEFEAZELD 2 4 Secure Private Access 1 B SRR LK S, EAFEE—LEMAEERE
&, ITXI7ERNIE & AR R AR AR P R R X L (] 7,

HithBHRE

A vCPU AE
Secure Private Access & 8 16 GB
Secure Private Access SQL 8 16 GB
Server

StoreFront 16 8 GB
TES 4 8GB
Active Directory 8 14 GB
G 4 8 GB
TEMEEE

August 26, 2024

Secure Private Access RERFAIMERIRII RERRFEM, WATLIERSEME Citrix Virtual Apps and Desktops
ZRIEFN—BIEH. EXFRER, BERATEZOAGERERARSITEE,

RERERE, BERARENEEREHABERIANNEBREODENITH. ETLEBE “@4” FIZE Secure Private
Access, BIRAIUESEEMN “FF1a” & (Citrix > Citrix Secure Private Access) &7 Secure Private
Access REA .

ZREFEIE Secure Private Access HEIER KA ER

o TR Secure Private Access, A FERAMITENERRKPER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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« ZEi%E Secure Private Access, #fERIAFER Secure Private Access BEIERIZHIA, ZEAF 2
=#7T Secure Private Access Bt B AT BN EER.

o RETMG, ZAFBHRAE— Secure Private Access 125, AERTLURNEMBEIER,

« EEIGBEFEE Secure Private Access, % 7ifEF Secure Private Access BIE Rtk P & R 5 Secure
Private Access BIERiEHI&.

& & Secure Private Access

Ea] OB e L T H B RIGE Secure Private Access:

« B AIEFIERIZE Secure Private Access SEE I A B L~ E Secure Private Access
o FeEURE
« 55k StoreFront. NetScaler Gateway. Director fliFrIAR%5 28

ECE N R IR SRS

& & Secure Private Access ¥iEfG, AN BIEFEENAEFHIRHRE,

« BEEENARERF
o NN RBEFEEIPRE

Secure Private Access ©iEiERF

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ F# Citrix Secure
Private Access 127,

2. EMAERITHEN EUEE R FETT.exe.
AR

HF POCHWBH, BEiVEEZRLE StoreFront ME—&ITEN L% % Secure Private Access,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-setup-spa#step-2-configure-databases
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-setup-spa#step-3-integrate-storefront-and-netscaler-gateway-servers
https://docs.citrix.com/zh-cn/citrix-secure-private-access/2405/spa-onprem-configure-apps.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/2405/spa-onprem-configure-access-policies.html
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Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

Core Components Location: C:\Program Files\Citrix

Firewall

Summary %ecure Private Access (Required) o

he software that enables secure access to SaaS apps and internal Web apps
Install
Finish
——
Back | Next Cancel

3. HRERE LRRATRRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X

X Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zere Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, oard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network

R I REN “FE” 32 (Citrix > Citrix Secure Private Access) &%l Secure Private Access i
B

Bl cCitix

Citrix Secure Private Access

Citrix StorefFront

ﬁ*ﬁémfm Sy ]ﬁ |9E| L}\—FILﬁ

SSO FEERITHIS

BV AT Secure Private Access EIRixH| AN 52 EC & Kerberos 51431, X2E R Secure Private
Access fEREM Windows Z4IGE (IWA) #1TEER B3 KIE.

WMERKIGE Kerberos S453E, M7EiAiE) Secure Private Access BIBISHIS R, XA REmAER,

o MBEIMNER, WEBBAEM Windows SHI8IE (IWA) &EF,
o MBERGNIEP, MEETR Secure Private Access EFTHE,

BEREIE RS RE4k40# 1T Secure Private Access I8 8, WMRAFELZEHEN LA MERANE,
e RS ZE+ENETR— iﬁE’\JEﬁJﬂF‘iﬁﬁ Secure Private Access,

33F Google Chrome # Microsoft Edge 54128, EHRITUTHEUBA Kerberos,

1. $T7F “Internet ;%&imm”,

PR RL TR, ARSE SHAKFKE.
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3. BE “ihs”, FARRAN0 Secure Private Access URL,

MBI EZ BB ERE Secure Private Access, A LU B@EE . i, "https://*.
fabrikam.local",

Home Share Wi Application Tools

‘? ntemet Properties

- » ThisPC » Downloads » 5PA_installer_BG_32
General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame
Duick access

Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads *
Interrét  Localintranet Trusted gtes  Aesiricted ppert
. Documents . x64
Local intranet | Pictues o &6

This mneis for al websites that are s S aan
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis zone: Al @ E
Mediom-low & Enable XSS finer
- Appropriate for websites an your local rs @) Disable
(intranet) O E
- = Most content wil be run without prompti
- Unsigned AckiveX controls wil not be doy & | soptng of Java applets
- fame as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
82, Logon
Reset all zones o () anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT USET Mg
() Promot for user nams and password -
L* »
"Takes efect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

AR

o MNRMEA Chrome lEBA1E,15612 DWORD i3RI Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEEIZEN L

+ 1£ Kerberos BRBE#ER A1, EXAEFMBHFAE Chrome &0 (B3FIFREED),

o WWFEMNEE, BEBREN LR Kerberos HAIIEC,

RS R

« i&& Secure Private Access
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+ F2E NetScaler Gateway
- BEENARER
o AN AEFEE IR RS

& & Secure Private Access

August 26, 2024

Eal LB Al B s S s AT B L S 3KIGE Secure Private Access, ZEXFEMIERT, EEATLUER Web B8R
BHI&¥I&E Secure Private Access 15,

o BRI SFIGE Secure Private Access
BIMAMEILERIGE Secure Private Access

DERMN

o ENTERSAFER Secure Private Access BIERITHIA, ZIMAFtWERE T Secure Private Access
BT EN A BN EE A,

o ERIRBIERZAT, HMRE SQL HIEEFERS .

Bt B IL S KRIEE Secure Private Access

$2 1: & E Secure Private Access

U= 218AY Secure Private Access ZREMR MR, ERILIQIEMISIMAR G LS,

1. B5h Secure Private Access Web BI2RiTHI&,

2. BRINBRT, £ “QIBSMALE" TAEL, “GIE#HH Secure Private Access its5” &b TFikFRES,
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 7£ SQL Server E£#4, HWARSB/ENSZ. H, sqll.fabrikam.local\citrix,
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,
FE

CBRANNESZNMEREEZEMNESR. BEESZHEIXR CitrixAccessSecurity<
sitename> BXEEN, WMRFEAEXIIEER, BEER Citrix HE .

3. BE M&ERE" LE SQL Server KAIREE, HHINZLRIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

TR 3. ARG

E¥% Secure Private Access 5 StoreFront #1 NetScaler Gateway fRS5 83 F iE#2k, HAEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
3 Secure Private Access, i ERE Director fRS5 288 MIFRIARSS BRAVIFANE B

1. BALREAER.

Secure Private Access AR5 8stthit, 40, https://secureaccess.domain.coms
StoreFront 7 B & 5 URL, fjl#, https://storefront.domain.com/Citrix/
StoreMain.

2t NetScaler Rxithiit—NetScaler Gateway # URL, g0, https://gateway.domain
.com,

B2 1P sthaik— b EE M |P ik %4555 StoreFront s A[ERECE AIREIN IP sisitAEE,

38 URL —1tt URL #4415 StoreFront REEEMHMER, i1, https://gateway.domain.
com,

Director URL: - (7Ii%) AT ¥ Secure Private Access 5 Citrix Director %389 Director fR$38%
IP btk FQDN,

¥riEARSS 28 URL: - AT IREML R #IBRFrIEARSS 28 P ik,

2. BEHIEIEFE URL
3. BET—¥, ARBRLHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.

StoreFront has been configured.

NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

RETME, BE BE TELN “XE B, BERUTIHEH.
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Get Gateway scripts

Configure Gateway
Mark as done

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

Download StoreFront scripts

0 Configure StoreFront
You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Go to Director documentation

Director
Mark as done

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Applications (D Application launch count (O Access policies (D

Troubleshooting and Logs
View app access status and information for apps configured within

Secure Private Access.

Go to Troubleshooting Logs

Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Active users (O
65 319 316 30
Troubleshooting resources
&} i
Director Gateway
Log into your Gateway appliance to track sessions and manage

single sign-on across all applications.

o REWIRGE,
« BRR

FigER, EEILM RE” > “B
EERTLURINEIR SRR, UERZATFEEERERAENR,

BXHEGER, BB %

I

1. £ “SUEsiAIER”

AT LIM Web &
% Secure Private Access WRMEE R WIE T TENR, ARG, %E

ZEREERE,

BEREHARHN RE > ‘Gl BHLE,

2R PEEEERYIR.

BiLEKRiGE Secure Private Access

B HMEER R

WEL, ®F “MANESR", RREEH “T—F7
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually
With this option, you must download the script to give Read and Write permissions to the machine. After downloading the

script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server 9, WARSEBINE. HBRFMER SQL Server RBEFES BN AIIL =5 MR AT

HIERE, AILMERU TRz —ieE SRR it

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBEMAES, BBRLUERE,
3. fEifEs, #A Secure Private Access it RIE R,

4. 8 MEER" LUEE SQL Server LHIREAM, HHBINIEEFEPREFTEENILR.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

SQL Server host* (T Sitename* (C

| xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

Summary

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

MRz RO B RANERIERE, WERINERW.
5 BEHE “RE

HITRERIINEZN TR SQL HUEERSBEEEFHIOE AR I LUAIR Secure Private Access fRE 285,

EEP R

+ F2&E NetScaler Gateway
- BEENARER
o N AERFECE R SRS

i

August 26, 2024

UTERFAatEEr9EA Secure Private Access Ry E4A #,

+ StoreFront: - StoreFront WAEF#HITEHRIEHEEAFHRNKSENEZARE. e EERL AR
[E, ERAFAUBEBERENERENSEMEZARR, StoreFront RIRERAFRMEBREFITHE. REAN
BIMUREMEIR, XBEMTFREAFES MR ZEIEET—HHEK, HX StoreFront 5 Secure Private
Access ERMIFAESR, SR StoreFront,
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+ NetScaler Gateway: - NetScaler Gateway i&@id By A IBIRE R —RLIHA =, B X NetScaler
Gateway 5 Secure Private Access £ERBI#AER, iE51H NetScaler Gateway,

« Director: (7]i%) Director &8 LUH1TH AV AE MM B PEHEPR. Z% Director 5 Secure Private
Access &5, AN NIIE Secure Private Access F3EM#Y Director BR5328H0 FQDN &Y IP sk, B
Director 5 Secure Private Access ERRIIFAIER, 1E5F Secure Private Access 5 Director B9& 5.

o FENEARSSER: FPIERS SR IBIF eI B, BXIFAIEARS 285 Secure Private Access &piiiF4A
E8, EBIAIFRIERS 2S5 Secure Private Access £,

+ Web Studio: Citrix Secure Private Access Bk 2l Web Studio &#la s, FERAAEEEET Web
Studio T4§ihiA1ZRS. B*5 Web Studio S£mM A Secure Private Access B9¥4fE 2, EEIA Secure
Private Access 5 Web Studio B9& /.

AR

M 2402 kieFF8a, Director #1 License Server B4 m%I Secure Private Access #,

NetScaler Gateway

October 21,2024
BERTR
BATENEENAXEER 2 a1l NetScaler B {R7E NetScaler iEE.
1. MUUFRIE TEMZA https://www.citrix.com/downloads/citrix-secure-private-access/Shell-
Script/Shell-Script-for-Gateway-Configuration.html.
E A NetScaler Gateway, &R ns_gateway_secure_access.sh.
EFEHIUE NetScaler Gateway, EER ns_gateway_secure_access_update.sh.

2. B XL A E%E NetScaler #1288, &EaI LIfERA WIinSCP M B #EF 3 SCP &%, i, *scp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp
*

o

g, xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local
:/var/tmpx

AR

o EiUERA NetScaler /var/tmp X R EMEIRIER IR,

o RRXHLL LF 1TRR7E. FreeBSD £3%#F CRLF,

« NREEREEIR ~bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh
AM: bad interpretationr: No such file or directory, NERTEFER.
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ERILUERE A EXARIES (5150 Notepad++) ki,
1. SSH 3 NetScaler #t#23) shell (#£ NetScaler CLI N “shell”),

2. B EEMMZATINIT. A chmod &< RMITIIZIE,

chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 7 NetScaler shell Liz1T E1ERRIZR,

ateway_secure_acc sh
reAccess_Gateway): spaonprem

on profile name: authnprof
1 ns32205

SPA Plugin support....

Humbuu of PEs runn
ya_tcp_udp_apps from 0 to
p_udp_apps from @ to
p_udp_apps from @ to

ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

/UDP Apptype sup;nrt setting: nsapimgr_wr.sh

created
mman
/var/tmp/ ateway_secure_access_output

4. MNFTREH. BXBHIIR, BEN RFM.
N F BRI E A SSLIES, @Rt NetScaler EMBEFIRHNE .
ER—PEEZ NetScaler <M (BiAA var/tmp/ns_gateway_secure_access).

FE:

AR ITHIE, 2107 NetScaler iR £ B IHREENER M. SR NetScaler 2# Secure Private
Access #EfF, NIzZ<iE = NetScaler Thag, LUk smartaccess frid. KiFBGH UKL E R E RS 2R
BN EERIFNELETTE, BXEEGSNIFAEE, BESH IFEiHRnE.

/nsconfig/rc.netscaler X 1REHI Secure Private Access & IR IFEE B E NetScaler BRI
BRRE.

! [NetScaler & & 2](/en-us/citrix-secure-private-access/media/spaop-

configure-netscaler2.png)

1. 0#2l NetScaler CLI H Rt IEGR<S NI BITERR NetScaler &<, ZMjF,

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
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/var/tmp/ns_gateway_secure_access_output
NetScaler B METXHHMH S, MR—ITHISKK, ESBERITTF— IS,
MRZFFEHSE 6 PEANNENSHARER, WanSrsil,

2. WIRFIE SR K.

=W

MREIMEEIR, NetScaler MAETITRRMBTHE D CE/EMH/HEXRR. AL, WRAFENSERERHT
HIESMER, BINMRERHITRE,

ERMAAE7E NetScaler Gateway L#E Secure Private Access

xR e UERIA NetScaler Gateway FHHIAR LR LFAFIHR, BE, ZHEARSEMUATAS:

« BB NetScaler Gateway MRS 25
« 48E 2 NetScaler Gateway I B RIERIENKIERER

BRERITZANES M HEBMXEENED.

NetScaler Gateway E\IRSE 25 LIVIRE

FINSHEFH AL NetScaler Gateway EH RSN, BEHRHEGEUTSEISENE XHE,

AR AR S5 25

o tcp BB EFR: nstcp_default_XA_XD_profile
o ZREHA: |CA_STOREFRONT ((XiERTF add vpn vserver &%)
« icaOnly: %

BRI ARSS 25

o tcp BEEXHRFR: nstcp_default_XA_XD_profile
o icaOnly: %

il

ERMEPIRS 2R, FRITUTERE:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

EEMEMRS S, BRITUTERE:
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set vpn vserver _SecureAccess_Gateway -icaOnly OFF

BXEMRSH[/BHFMER, EBIF vpn-session #E1E.

NetScaler Gateway &iFigfF

RERFEI RIEREHE RN R EMARS 2R QUEIBIRIER, BHREBUTSHIRENEXHE,

« transparentInterception: X

o SSO: 7

« ssoCredential: £&

o FHMIP: NS

o uselIP: %A

« icaProxy: %#

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - BERH
IE URL &ift, FiEi&#2 /Citrix/MyStoreWeb 2aE.,

o B URIERE: X

« ntDomain: mydomain.com - BF SSO (FTi%)

« defaultAuthorizationAction: fiF

« authorizationGroup: SecureAccessGroup (HfFREIZILLA, BFHELTEI AL RFEERRNE
i)

« clientlessVpnMode: i

« clientlessModeUrlEncoding: &M

s ZE2NK: ERA

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: i3

il
ERMKIERE:

add vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUr1lEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

BEMRIERME, BRITUTERE:

set vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON
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For details on session action parameters, see <https://developer-docs
.netscaler.com/en-us/adc-command-reference-int/13-1/vpn/vpn-
sessionaction>.

3% Secure Private Access G4 EEI VPN EiIRSS 25

bind vpn vserver spaonprem -appController "https://spa.example.corp"

5 ICA NAEFHNRAE

795 Secure Private Access fafFmeliEHEFHA NetScaler Gateway Rl B F B ICA AR, X
MIERT, EHAEE Secure Ticket Authority (STA) HiGH4E S NetScaler Gateway., FE: STA RS2
@& Citrix Virtual Apps and Desktops DDC ZE#—EB53,

BEXFAER, BERUTEE:

« £ NetScaler Gateway LF2& Secure Ticket Authority
o ENinAfR%: Citrix Secure Gateway/ NetScaler Gateway Secure Ticket Authority

SIFE RV

FELURRRASH, NetScaler Gateway £ BEHEIXIRIC. B XX ERHLRIC RS R AR,

o 13.1-48.47 RMEBMRA
o 14.1-4.42 REShRA

BRI IRR RIS fE ARk INZEI Secure Private Access i&#iER P,

AR F X ns_vpn_enable_spa_onprem = ns_vpn_disable_spa_onprem Ll 7£ X &
NetScaler k7 /= R/ 2 ALLINEE,

o WAILUER®S (FreeBSD shell) #1Ti7ik:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
« EIIETUTHS (FreeBSD shell) 3 HTTP callout E2Z&E R SecureBrowse EFIHIET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o WMRIHAEIEL, NEAEEHE “Access restricted” Tm.

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c
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£/ CDN EEEm “Access restricted” i@,

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

BER2AH, BERRETHERNG .

BIEHRA X BT AER XA, FIET nsconmsg &<,

Z7£ NetScaler Gateway FEBEBAEIFRIGE, B2 LB L FFic.

7z NetScaler tREBZR 2B IHRGEHIRE

ZE1£ NetScaler H1#55 Secure Private Access 4SS, BT Ti2E:

1. BIEHEHXMH /nsconfig/rc.netscaler,
2. BUTaH<LRMEIS 4,
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. REEXMH.

E#EEh NetScaler B4, ¥ BE# A Secure Private Access &8 &,

BAIRH!

« HEM NetScaler Gateway A AERMASHEHITERH, BREMIXNTARETRZMATEE NetScaler BLE.

+ 1&07E NetScaler Gateway EfEF ICA Proxy. EcE NetScaler Gateway BY, IEIhaER#HEA,

o NREEAIFEE=FHN NetScaler, MHAEMLERH#IT—LER, F90, 2 NetScaler 5FELIRO LY
HihB 2 [ERE=,

« SNR7E NetScaler Gateway EEH SSO, EHafR NetScaler EAFAE IP it 5 StoreFront @15, &8
WAUER StoreFront FA%E IP #ihikA NetScaler #iNF#HY StoreFront DNS iE &,

EEAHMKIES

WRTEM Secure Private Access IHHENIARIRAEM %, MAITEAEMKIER _EZE Secure Private Access #1
EE,
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HITUTHE B L EAERMXIES:
1. f#A admin APR$TF PowerShell S $E2FFE .

2. ¥BREMHN Secure Private Access REX % TH Admin\AdminConfigTool sx#sk (fi#, cd “C:
\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BT TS

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Fo& £ XTI

August 26, 2024

Secure Private Access i IRIER A RIE LT (FIINRETAMIRERS. BRENIE. HIEBME) 243 Web
5¢ SaaS W AREFWIEEIRE (BaEiARE).

B R A UEIFNERDRNES L FXARIEMNE MY, Secure Private Access & B E T XATiEERNBF &S 5145
WIFM AP =& NetScaler Gateway HBE (£1&. MBHWIE. EPA) BIEH.

Secure Private Access ] LUSE sEIF AR IERIRA (FriZiE) sSBEmMX#TRIARER. BXEMAESR,
BEBRE R ATIC,

AR

Secure Private Access ffF Xz a] £ NetScaler Gateway LFRE LB XIS 1910 IEERES,

fEM GUI ECE BE XHrid

& L TR MU TBRT R,

1. EEELHEMXTS PR
2. BEAMBHRIEREAERIMXEDRS 2R

B2 HM X TS 17 30 IE SR B

1. S#n% NetScaler Gateway > 588 > B HIIE, AFEEHRM,
2. EERNBEREIEZEERINE M. WHRIEEMAESE XS E,

3. EIEKIBER, BEFMUSIRIEE ELUSIIIRFESATSIHRE, fl, FA—MEEAIFILNR, £A
F—MERIEELISIE,
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4. FREFRPETFARGEE, ARREHEE,

5. ERARS, FRRAREXHERRENRIBRNRBNETRIENL,

Create Preauthentication Profile

MName*

win10_profile @

Action*

ALLOW v
Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev @

Dashboard Configuration Reporting

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Documentation

Downloads

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

TEERT Ht0E Windows 10 &ERGEMATER RHIRER.
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BEEIE,
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BEHITZ4EE NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25

2. EBRBRENSHRIERENEIRSSE, RERERE.

3. TEERIEE P, BE + HPER,

4, {EEEFHRIEH, EEMSHRIEKRL, RABREREFELRERERFIER,

Choose Type

Policies

Choose Policy*

Choose Type*

(Comea )

Preauthentication o

Request N

5. EERIRE A RESITERIM TR,
6. g Bind (4%,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O

» More
Binding Details

Priority*

100

(- 1=

fEF CLI ECE B E XARid

7£ NetScaler CLI EBfT U T o< RAIBMSERN S (D I0IE
il

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

AINFTRY £ TR

1. ¥T7F Secure Private Access B RITH & H B iR,

2. RIEIERIRFHEEIE KK,

3. ENRBEUTEHIIP, BERMEH, EEFELTXIRE, £0E, REWMALTXREZET (BN,
Windows10 ),

518

o AN AREFEEHIPRE,

o HEREIPIRE,
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StoreFront

August 26, 2024

& Secure Private Access 5 StoreFront #[E#t%, N StoreFront LAY Secure Private Access ERE S HE X
ZERASETER.

B2, R Secure Private Access 25 StoreFront £EHEEH, NEFLEREERNAFITHK.

HITUTH R, FapficE StoreFront.

1. M Secure Private Access BIERIEHIE (88 > £r8) THHZS,
2. BESHIHITEEEMNM StoreFront & BX N AT &7,

THEHHN zip X EEMEMA. BRXGMEREFERZ, WMREH StoreFront #1 Secure Private Access
ZIBIRIEERR, M LA S IRRIAN,

3. M . /ConfigureStorefront.psl. @&<7 PowerShell 64 (ISl EUEE R S HEITRHIZ

o FEEHMBH,
o %% PowerShell BIZAHITEBRISE R “FREHE” 3 “Gu3” F4EinfT StoreFront Bz,
o YNERIE StoreFront BEB B E, ZMATRKIEEEEIERIE M StoreFront ARS8,

&/ Secure Private Access i& BB E StoreFront /&, BIAI7E StoreFront €127 & (“&12 Delivery Controller”
E®) $E&2 Secure Private Access {4 EtE.

R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access HER&HIRE,
M StoreFront A< BmRERGAHIRE. RIAMERT, ZMZEAFEAERSE Secure Private Access (BB
LR B EEE > BEE).

BE.

o EiIXfEA M Secure Private Access B 18 R E T & Y StoreFront Bl &% StoreFront & & X R
Secure Private Access, i57IM StoreFront B2 EEE Secure Private Access, EAZBFRE
AE¥E StoreFront LFAEMENEE, HNBTZHEAETMFIENENIE,

« —“ Secure Private Access iEstE] A7EZ 4 StoreFront 28Z (7ERF— StoreFront B — 1NN A
[Esi FFEAY StoreFront SfE L) HEE,
ALMIEE > Sk imAa StoreFront,

 BN{E Secure Private Access 5 StoreFront £F#tE, StoreFront BB EH LA BITIRE > £/
EIE T, BoRENEENREREITR. RN “KE” NMEAMTFNBERE, WHHTE
StoreFront fiZ&FHEMERAY StoreFront it&# _EiETT.
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{5 StoreFront ix7~ 2308 = F 2 hrasA

WMREFERZ StoreFront hrZx 2308 skE RS, T StoreFront EEAEEE L TEAA:

« Secure Private Access 22 8~ XenMobile,
o RE7% Secure Private Access Ars52 URL,
« Secure Private Access i [A& 277 80,

Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec i
recof
H Display name: ||Secure Private Access
i hs Type: Citrix Virtual Apps and Desktops i
sfd
. Kenhpp 6.5
| |
&) ¥enhobile (9.0 or lower)
Server:
Port: a0

Advanced Settings
U Configure delivery controller communication timeouts and other Settings
! advanced settings using the 'Settings’ dialog.

Co :]

Stof
"o [EETE

{EF3 StoreFront frz 2.3.11 S ESHRAEY

7£ StoreFront kx7s 2311 XEERAF, ERATF Web B Citrix Workspace ZF a4 Secure Private Access
R 2R, XZE A Secure Private Access A #51E Workspace for Web SE & /Ezh Secure Private Access
Rz 2R,

Director

August 26, 2024
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Director 55 Secure Private Access FISE R AT LSS LB &Y 14 e M AN AN B P& HEPR. 3§ Director 5 Secure Private
Access £/, HIUERNKTTE Secure Private Access #iEARAY Director BRS52889 FQDN A9 IP stiit, B xiF4M(E
|_. ) ]ﬁzElE%EjZHER%%o

#% Director At 5 Secure Private Access R RZas#thhk4s 2402 & #Y Secure Private Access M2 %I 4EEC &,
MBERBEE Director, NHRRERIIZAH Director, LTSR 2402 SiE Sk, MREBLZEE T Director,
MA P EFARBIRMARA, BI LTSR 2402 SiEShRA. 0RFEM Director, MFEA5ERL Secure Private Access
KB, EUTERT, BRiEFHaKK,

« Director k7£ Secure Private Access #iE .
o &5 \B Director IP #thiits FQDN 777,

B XfEM Secure Private Access iE#ft Director BI¥45 8, ESiR5 A StoreFront # NetScaler Gateway A&
SHRUNTEREREERE,

=z

AR

o Director ZMEEFRAZIFEMB Windows SHIEIE (IWA), tNREEZEMEA IWA ZRE Secure
Private Access #zfilga, NRGZRRREERAA Director EMHIER.

- NREBERFohERE Secure Private Access 1z#1&, MsFAXLEFHE S5t Director RS 88417
BRI, MREREL, NRGSRREERBNIE,

o IREERTIGESTREXIRMEM Director, BN “BIRIZE” TWEAMIFA Director, HIRERFE
#1 Director ¥4 BB, BERMMMNEIEAGEHITEN. 4818 Director URL IPv6. SSLv3 Rz#¥
BOER,

1=/ Director E2E& T 2 Secure Private Access H[REZE Director

{FREE T AA Director E2& Secure Private Access IIERTEHERNMNELS B, EXIEMES, 5B Secure
Private Access 5 Director B9% .

7z Director 1# & Secure Private Access AR &%

&R LUTE Director H&EFEE Secure Private Access PR &iE. BXIFMER, I88REHAFREE Secure Private

Access =i,

VFAIERRSS 25

August 26, 2024
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Secure Private Access Y AT IEARSS 28 R UREE R NIRRT $BFR E NI NS A G, WFRIERRS B A LUIEVIRIGE LR
ia)fEEF Secure Private Access i3, HaILITEIR B SE/EHTABREH. BHXEM Secure Private Access i+
FOIRSEMIFAMER, BSIFER StoreFront #1 NetScaler Gateway RS S UREREFEEILE,

E3% Secure Private Access S¥FaIEIRS 28:&E %, ST IFAIIEARSE 2 URL, Secure Private Access = H
shEF RS 2 LM EC.

AR
o WUMIEVFRIBRSS 88 EREZE D — Citrix Virtual Apps and Desktops RI2iFal, 7 BETEIFRIARSS 23
L3*#r Secure Private Access #f4

o hrZx 11.17.2 A7 45000 K& EShRAZ3#F Secure Private Access 1&4-BIiFRIIEARSS 28, NREBELZH
BIFENEARSE2E, MAFE AR 2B ARE) 11.17.2 Axds 45000 FRZSE8 3 = s

AXETRESBNESER, FEATTRSSE.

Web Studio

August 26, 2024
Citrix Secure Private Access =52 Web Studio #=#l&, AP EER%ET Web Studio T4&iA1a1%ARS .
M=% Web Studio ir4s 2308 S E= AR,
BITUTHEUEA Web Studio &5k:
1. A Citrix Virtual Apps and Desktops RiEf2F &M DDC RiEf2F %% Citrix Web Studio.
2. RERERE ENHATHRE, YRTEATHIZEMIEE, %A DDC FQDN fEjizhiggtit,

3. MR ERE, M3 C:\Program Files\Citrix\Web Studio\Site\studio\assets\json X%, AEENK
spa-config.json XHHAR,

MRERIEIINI B RE Web Studio, &% C:\Program Files\Citrix hHEIAREM BB IR N IEHNME,
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Q{ ChProgram Files\Citrix\Web Studic'Site\studio'assets'jsonspa-cenfig.json - Notepad++ [Administrater]
File Edit Search View Enceding Language Settings Tools Macro Run Plugins  Window 7

o B oelgl|qi'|:|3 |c_-__’) |ﬁﬂbﬁ|‘§3| |‘=‘d ERERE=E ®| M ]
[&=] spa-config,json t:il
1 =k
2 "name": "Secure Priwvate Access",
3 "namespace”: "/spa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 H "configs": {
& "preload"™: false,

"expandLeftNav": false,
8 "globalStyles": false,

g "cacheStyle": true,

10 "ztylelsolation™: falsef

11 F ¥

12 = "props": {

13 I "odnUrl": "https://by - .local:4443/accessSecurity/ui/",
14 "namespace": "/citrix/studio/spa",

15 = "backendSexrviceUrls": {

1é I "gatewayCorefpi™: "https:// i ik 5 .local:4443"

1. 3§ “SpaServer” BifAEH Secure Private Access i FQDN,
2. %3 Web Studio,
3. EEMSHFE L, BF “Secure Private Access”, M Web Studio %8 Secure Private Access &1

=Ha.

fcE HTTP/HTTPS M AERF

August 26, 2024

1% & Secure Private Access 5, RN ERREH QECERNAZFEMIARRE,
1. EEERITHED, B2 “WARER
2. A& FMMAER.

3. ERNAREFARENUE,

s ERORBENBZIMEINB BZFEA.
s ERORENE B, BTRINARERF.

4. T ‘NAERFFAER" BORAUTEMER, ARRET “T—H7
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Add an app X

To add an app. complete the steps below

“  App Details

Where is the application located? *

@] Inside my corporate network

App type * App icon

Outside my corporate network

‘ HTTP/HTTPS A ‘ ¢~ Changeicon Use default icon

App name

google-translate

‘ Do not display application icon in Workspace app

App description

Add application to favorites in Workspace app

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity* &
| https://translate google co.in ‘ Internal
Related Domains ~ App Connectivity ™ (D

| * google2.com ‘

Internal N

6 Add another related domain

n Carcel

B2 BT - BEF B M,

R FARRFER - NAEFNEEER, RS ETEXRETREENARF, e URMTHEIMANE
BiEFEm*xEEE: KEYWORDS: <keyword_name>, ERILUERXBFHENBIZF. BF1FH
55, FBRREENXBFMEL R,

R RBEFES - RMENMFRRBM NRER), BRHHNBREZFHAESRAE Citrix Workspace A
FRES, SRS NREFRINHZES, e Citrix Workspace B REHRHIMA LS,
71 Web 3 SaaS RREFIEERNE, ZNARFEERE Workspace AR REFHFELSIT,

- KR/ FEAITHEEREE, EERATUANSINBERFMFHES,

- EKR/FEFBHBIRERBINMR. fli, WS55~N\TE, It EFBRRAKNE, EERA
WHRRMATE X T EMBIES, R Citrix Workspace AR REFHNEMSE NARRF £3IF
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ERAPENRRA RARALES, MHZERETIH R,

a0, MREER AEFREFFERPHEIRIG SN TEMERRFIBMA RS TERELR], Mk
WS ITEMZREERISL, Citrix Workspace Ul if 25— & Rk SH TEMERRF 25,

o NAEFER-RHELERUERNBREFER. BRI 128x128 R, H B Ico
B MRAERER, WEERIIAET.

s TEAFETNARER -NREFERAFRERNARR, HiEFIEm,
« URL —ZA#EFH URL,
« HBXE -RIENARERF URL BantEFEXE,. EE5 A LIRIESEXRESIMRE,
AR
- BERNARFNEXEFRSEMNARFNEXEES. MRLEXMER, BEMRERARE
FHhBREXEHERZEC RN ARR, ARTEIHRRERARMIEE LR, Eha

LIEEEEE StoreFront M ERIENAXSEEHER. B UELHNBEFRERTEA
PR RN BERETE StoreFront FEEIZN BIER.

- @, FMERERGRAERFH URL ANy EMN EEFEXE.

- BXEZIEMER, 155 Web #1 SaaS NARFERENRERLE,

B EDIS R AR R AN I 2 X - S e IR T Rl Bt R AR A2 R N 9 Citrix Workspace Rz A2 R R IR
R AR, #®FILETEY, 7E Citrix Workspace AEFEH, HHEEMMNERENE ERENAEFN
ELEf.

- AR MRS H IR -2 5 TR AT 7 iR R A2 1T #& M Citrix Workspace [z 2RI Uz
K ARFSIRP MR ZN ARF,
HRIETES, 7£ Citrix Workspace MABREFY, ZNARFNE LASEI—MNEGEFET.
- TR MUE SRR -2 &Ik AT B 1EIT i M Citrix Workspace Rz FBiEFF BIUR L Je R A
R FIRPMFRZN AERF.

INREM Secure Private Access 1= & RIS BRRZ A REIM R AR, MHRFohRXLERBRERM
Citrix Workspace syt 5 R+ iFR. S0RIGRFAEFM Secure Private Access =51 & /i, MX
LRy AEFA=BEIM StoreFront Hfflikk.

RIFATERFESRE -/ Web AR “WED”, 7 SaaS MARFIERE “SMN".

5 B “RE, ARBE T

BRAINEETE “RE” > ‘VAERE PEENFMENARERFE. AXEZEMER, BEH ZEFEERE,

IS

FN RTEFFECE 1R SR B
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AN RERFECE R SR

October 21,2024

R AVFERER AP ERARERNNAEFER. I, EELBRRINE2RERE BN NAER
BISZPRIAIE] (HTTP/HTTPS).

1. 7£ Admin Console &, & iAia)sEEK.

2. BEBIERER,

3.

Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications

msn @

Conditions

User conditions

Matches any of A4 ‘ spablri.com

A4 ‘ spabirl.com\Administrator @ N/

(¥) Add condition

Actions

() Allow access
@® Allow access with restrictions

(O Deny access

Access Restrictions (0)

@ Add restrictions

(*) Enable policy on save

Save ( cancel )

a) £ WIEBIF, HAEIHEM,
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4. E VA, EERENHESLELRRBHNBER.
5. 7T BR&H-RIBE AR T SHELHNNBREF L REREFHMBASAR A,

o EEUTER—T NAWSFERPIHEER LA AE P A #Th.
o RILEMER: AVFRRFRPTIHBAF A ZSNIFRE B P SB# 175,

6. i BMKH LURE L FXARZRNB — &M XLEARSIRER NetScaler Gateways
7. 71750, ERGTRERFITHEN R AREFRHHRITHUTREZ—
o AFFIAIRE

o AAVFIAIE (FRREY)
o B4R

YEEE RiFnE (BRE) B, SF8E FINRE LUEERE. BXEMNRENESER, BSH THN
1a] PR

IERE, ABRRE M.
AR
B fiFRE (BRI RERTF TCP/UDP MAERER.

V[ 8 BR 41 ] (/en-us/citrix-secure-private-access/media/secure-private-
access-multirule-access-restrictions-onprem.png)

1. %EF REFNEARK. MRTEFHED, WXEIZER, MASENAREF LSRR, SE, SHaUER
toggle 7F%xM Access Policies (AiRI5EE) TIE B RAERK,

IRl ERBE L SELR

BURIAIRERIEE, BRINMERTRABRREAR—MUSTRRS. ErRILUIE Access Policies £ EEEM LR,

ERENREFEERSHM AR, HFERHTIHE NRILRESEXHFGALE, WTEHLARRESRENT—
TERER, MRILEH,

TR LB B 5T Flo

IS

o MNEPIBITEN (Windows #1 macOS) iEEMEEE.,
o YF TCP/UDP N1, & F Citrix Secure Access B i, MEF#ITEN (Windows #1 macOS)
IR E.

THIECEIIE
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173 19) BRI E 0T

October 21,2024

YEERIRIERY R VFAR (BIRA) , ERLURIES

ANNEAMAS,

ERREMRE, XELRSRFIEREPTENX. EERTEEREH

Add/edit restrictions

0 selected

Access Settings

\/

Clipboard

v

Copy

v

Download restriction by file type

hvs

Downloads

~

Insecure content

L

Keylogging protection

\/

Microphone

v

Notifications

v

Paste

Personal data masking

N

~

Popups

L

Printer management

\/

Printing

v

Screen capture

v

Upload restriction by file type

Uploads

N

D Watermark

~

L

Webcam

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

X

Search

Ql

BINLHR

i@ Citrix Enterprise Browser i5ial8y, EALLiARSKRIEE SaaS sWE Web AR LR FA/2RAET)/S%/#
Mg fE. BAUAME: Enabled,
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=L
i@t Citrix Enterprise 552335 R6, EALLHINRIKER/ZBAM SaaS AZ Web BIEFEHIEKIE, ZRiAE:
Enabled,

AE:

o WNRFHEER LR 51 S0 FREI, W ZIMGHR restriction 5T EHI R,

o AP RAER Citrix Enterprise Browser k7 126 SiEERRARIARIER T LREINKBEF. &
N, RRERFIHIRRESZEIRRS,

o ATHNARFRNSFIRIEHITHEMAES], SERTMUER 224 Ril, §XFAEER, B <24
B9 B9 b AR PRI,

XIS ER DB T HIR Y

BA/ZBBPE#EY Citrix Enterprise Browser a8, MR LLEEEEM SaaS XAE Web L AREFHR THIFE
MIME (x¢ff) EUB98E7I.

=3

AR

o X EXHRBMDBTHRS BT T3 BRE

o WMRFAEE TH M BXAEER BT HRS RS, N T restriction T EXHEBRI DT TH
PRI PR

- RZAR®AER Citrix Enterprise Browser hiizs 126 siEmhARiGREA T LRGN AER, &

W, NAERIAIRER IR,
ZEA MIME RETH, BRITUTEE:
1. gUESRIE IR, BXEIBINIARBIVFAER, BSH ILE RS,
2. 7 17ohieiE RVFHERRS.
3. R BXHREMDHNTHRG, ASRE HFiE.
4. 7 BXHRBERERENTHRG TEL, EFEUTERZ—:

o AWFETE, BEFISN-EFCMAEIEFERH RIFFIE H 3,
o PRIEFRETE, EAFISN-(GEFRT L EABREHEIEFrE EhRRIA9RE,

5. MRFIRPAFERXMAEE, BRITUTIEE:

a) | AMEEX MIME 28!,
b) 7£ b0 MIME 28 ch, &ERR 2£51/FEf<extension>. gl B F /png.
C) BEHTEM.

MIME 228U 7E R RTEFISMIR S
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URLAFPESRTHSREINSH2EET, Citrix Enterprise Browser R 2 RUTESHEE:

x
File format restricted

Your admin has restricted downloading files in this

format. Please contact your admin for assistance.

TH
BR/ZRAREEY Citrix Enterprise Browser iAiaEt, EALLHREEM SaaS st Web [ R~EF T HAIEE.
ZNME: Enabled,

AR

SNRMEER TH M B LRRI BT HPRE BRE, W T2 restriction LT FXHFLRRI S BI T HPRAL.

BR/ZLESLBPEEE Citrix Enterprise Browser iAia]BYiAiRlEL B 7 L 3RBEHY SaaS s Web M AREFEHH
FREANB, FRENBZIEMEH HTTP iz (MAZ HTTPS $5%) MRMBIEERINEEX . BiAME: BEA.

ERRAEETRENE, BRITUTIR:

IR RIEIH D) REE, BXOBIANRBIIFAEE, BESH ELEIHIPHREE.
7 175hieE RIFEH R,

R FR2HAREA.

_il ¥, ARREE M.

W

TEERTHNAREABTIEREIEN,
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@ Simple mixed contente. X +

[ Internal | Restrictions | @ Not secure

googlesamples.github.io

googlesamples.github.io/web-fund... 17 a @

x

. Certificate is valid
View page over. ¢
This page loads the [ Pop-ups and re Not allowed (default
requested by the br(
modern browsers bl @& Cookies and site data

the page is viewed ¢

} Site settings
Waiting for insecure
INSECURE SCRIPT LOADED AND RUNM

N

3nt example!

Jest case of mixed content. When the simple-exampie.js 1
wntent and take control of the entire page. Thankfully, mos,
Jlay an emor in the JavaScript console. This can be seen

REICRRFRP

BER/ZRRAICREMEEY Citrix Enterprise Browser i5iaeY, EALLIAREEEM SaaS Mk Web 5 B2

ki, ZAAE: Enabled,

e

i@ Citrix Enterprise Browser i5iaZ 5 XA, Rx/FAERERRAFHINERE T LHREEH SaaS stAE Web [

BEFFHNERK. BIME: 8RIET.

REBPHAER Citrix Enterprise Browser iz 126 {ESARARIAEF 57X REIEE M.

ERBATZERNMALRET, BFRITUTFE:

1. QIESREIAPIREE. AXFAER, BB LEIHIRHEE.
2. 1F 17ahi%kE RIFEHERE.

3. RE RN, ARRE FKiE.

4. T ERXIGE TUEL, BE BERITIANE.

5 RE ¥, ARRE MH.

AR

N5 Z£5X 7£ Secure Private Access B EAMRE, Citrix Enterprise Browser §E2/RI&E 7.
o WNRIEM FRIRT 1 Secure Private Access ZEBgH, Citrix Enterprise Browser tNAMIZESE
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FiFTRE, EFEURT2EEM Global App Configuration Service (GACS) k&2 Citrix Enterprise
Browser,

« SNRMEEA GACS, M GACS i&E# AT Citrix Enterprise Browser,

o SNEKMER GACS, M Citrix Enterprise Browser ¥ E/RIZI&E 8.

« B, Secure Private Access AZ#FfRIEZ X, MREHAPEIEZTX, WnFuERE GACS #iT,

Bx GACSHMEZEER, 128 @S Global App Configuration Service &3 Citrix Enterprise Browser.

BEN

i&@id Citrix Enterprise Browser ifinlfs, aA¥F/IRRAFSXEERET ILEIEMN SaaS siE Web MAEFTH
&, BUME: 8XiET.

RLBPHAER Citrix Enterprise Browser hrzs 126 SXESARAR A/ A T LRRHINE BERF.
BEFRETINERTHRIEERERN, BRITUTSE,

1. SIESURIEILIRIRES, BXIFAER, BB LEIHRSRE.
2. 7 17hieiE RIFERRE.
3. _i B, ARRE RE.
4. 11BHILE TUE L, P& RAELEER.
5 REH, ARBE M.
#alh

i@ Citrix Enterprise Browser iialet, M LIAIRISRRE A/ 2R EHINEIRMMLE] SaasS M Web A2
. ZRINME: Enabled,

AR

o WNRFPEER BINEAR A0 KA BRAEI, N SINLAR restriction 5T #A PR,

- RZARYAER Citrix Enterprise Browser hiizs 126 s mhAkifREA T LRGN AER, &
W, NFERFIAIREREIRRE,

o ATHNAEFANAEMGREHITEAES, EESTUER 224 REl. AXFERES, B2 224
BYBI NEAR PR,

PABHERF

@it Citrix Enterprise Browser i5ialEt, #AILSEIKE Saas RS Web fEREF FEE/2RRERRR AT
e (P,
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} =r

AR

=ELAP#AER Citrix Enterprise Browser kiiZs 126 tE=hrARifiaEE T WRHINRARERF. TN, [
BRI R 2R,

EREFIFBRIABMER, BHRITUTIE:

1.

6.

IR RIEINPIREE. BXEAER, FSH ILEHPIHE.
£ 175hikR ARFERRE.
Rl MAMIERRK, ARRE RIE.
ERERASESMEREE, ARSE M.
MREEBRBERETRETENXTIERF, NALRMBEXEREE, BXFMAER, BBR FANBEEXE
TERE S A,
« BRESE-TeEEHRBERUERETTR.
o BDES-BHBESHRES. NREEXED, HRBIRFIFE,

YRR BOmICH, BIEFEMEFARERFBNFN. B45E F— M EXEAE M &5
TR SR

X S FRETEIEER. SRAERTBEXRK,

=i, ARRE M.

ANBEEXEEEE

TRILUBE A INME SRR ENRE RN B E X EBHKE,

> wnh

£ ERERRBERE IR, ARRE M.

£ FEREFP, RABZRKRNESEENET,

£ FHED, AAEEREENFTR

£ EMRERX (RE2E) F, WMABEXEEXREMNREN, Hlmn " 4[0-9]1{ 12 } (?:[0-9]
} )2s.

5. MIRBESTEEBHEI/LNHE/NLNFER, BEFESLE,
6. =i ¥, AFRE M.

SENTR

o))

—ME

{3
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Personal data masking settings

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

TEERT—1MEKT Pl WRAINBRER. ZEZEET TS Pll BEREXE9ER.
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(@3 [ Restrictions | @ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 ¥ & O @

[ Cloud Software Group Bookmarks X

Sensitive data redacted
@ Windcave

Windcave eCommerce test details

Personally Identifiable Information has been
Search l Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

SEHEM

BR/2 A& Citrix Enterprise Browser i5ialEt, 7EECE 7 H5RE&HY SaaS XM Web ZARFHERBEED,
BINBERT, WO EOLFREARS. RIAME: AEELEBEEO,

REAPwHER Citrix Enterprise Browser higzs 126 SR ARASRIARE A T LRGN BEF.
ERARHEOMNET, BRITUTSE:

BIZSRIETHIRREE. BXEAER, BHEM LEFHRE.
£ 175hikE RFERRH.

REBHEQ, ARBEE KIS,

£ RHEMNRE AL, BE BGAATRHEEO.

R ¥, ARRE M.

ok whe

FTED

i@t Citrix Enterprise Browser i5inlas, RIS R/ ZRAMEERN SaaS A% Web RBIE2FITENSE, 2
iAf&: Enabled,

HRLAFPZHMBA THERGINNBEFITENAREN, BERUTHER.

Printing has been restricted by your
administrator.

WNRFEEED ENRI F0 FTENHETR BRI, M EDRI restriction (LS5 TF FTENHIER BRHI,
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FTENNERE

i@id Citrix Enterprise Browser iFialfs, FREAILEIRMNEERSE SaasS AZH Web NBEFTHNEERREMNT
ENHLIS R/ 2 BT ENEUR.

AR

o X ITENHEIR BRT EDRI BARZEAITENNRGl, MRHEEE DRI A FTENVEIR REI7E R SRS/
BY, ENRI restriction fLfcF $TENHEIR BRI,

o AP RIAER Citrix Enterprise Browser hi7s 126 skESRRARIFRIER T LRGN AER. &
W, FREFIHIRRESZEIRS,

ERA/RRITENRE], BRITUTHR:

1. SIZEURIBILIRIRES, BXEIZIHFRBENFAEE, FSH LEINRSRE.
2. 7 {7ohikiE RIFEHRE.
3. |ETENNEBE, REEE HiE.

Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence, Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(@ Enabled

Enable printers by hostname
All printers are allowed by default unless specific hostnames are populated.

( &.g. local. domain.net | —|—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
(® Disabled

() Enabled

P
. J

1. RIBERNERIEZEGIS

o PISRFTENHL - MLHTENHLE AT LUERR BN 48 H i 21 A P A BOFTENLo

- 2B MWK EAHTENNITENSRE M.
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- BEBA: AWMFREMSEITENIHITITEL, SIRIEE THEMENS, WEREEFTEMLIMIFIER
{hPIZEFT ENHLER IS4 PR LE

AR WMEITEMNBREENAIFIR,

o ZHUITENH - A TENN @B B LERERERE S M ENNRE. IMEZREEY USB. H1Tik
Ok EthEEE ORI,

- BERA: ZAMREDMITENNIFEITITEL
- BB AWMFEZHITENNIHITITEL

s £ “SB1F9 PDF” BTITED

- 2R LI PDF 8\ RENAREFFHRBTHER.
- BA: BAL PDF BARENAEFTHAZS.

2. BERE

NIRRT MLITENN, NHEZAE Bath B,

te5h, R EASER PDF #THEN R FEARS, NHEHRE EEES % B0t R, 5755 PDF &HER
HRBo

Select a destination

Q IBEa:ch destinations

0 Some options have been restricted by your administrator

¥  banpprint01. .net Canon IR-ADV C5550/5560

5  HP Ink Tank 310 series @ 5 MacBook Pro

Ve — ~
| Manage ] | Cancel )

FR&E

EREMREHFIEF SN BIER & Citrix Enterprise Browser ipia)REEN, FRLLEHEREA/ZBM SaasS R
8 Web N AREFHRARBNINGE. MRAFPSRNBRER, IsHBRTARFEE, BiAME: Enabled,
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R IEBI R 2 B9 _EEPR I
BR/Z2BAFEEE Citrix Enterprise Browser a8y, f#EHILLEEM Saas siZs Web M BEF THitsE MIME
() HKBHEES
AR
o X IESXHRBRI B EEIRE BT 1% PR
o MNEMEE 17 M FEXHEBRIH ERE PRSI, M 1% restriction LT EXHEBRISH EF
PR PR,

o RZEAPRIEER Citrix Enterprise Browser frzs 126 SiEShRARFNEA T RFINNAER. &
W, RzARERIARREZEIRS,

ERF/2A MIME £21 EF, BERITUTSE:
1. gESAREISIEERR. BEXIFAESR, BSH eIEHIR5EE.
2. 7 17ohieiE RYFERRE.
3. R BXHREMDH EEIRE, AGRE HRiE.
4. 7 BXHRBREREN EERG TE L, EEUTERZ—:

SRVFFRE L%, BEFISN - EERRFMEREZ SMNOFREXX . FRIEFRE EfF, BBMISN-FEIE EERRAmESEEZ 5
BIPRB LA,

5. MRFIRPAFEGRXHER, BRITUTIRME:

a) mE AMEEX MIME 28!,
b) 7 #i0 MIME 8, &= 251/ F%5I<extension>. i EF /png.
C) BETHo

MIME 23 7E B REGIIMFIRA,
YURZLAF SR LT RHIBISC2EEE, Citrix Enterprise Browser 8 B R—&ZHHE,

X

File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.
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fiad i

BA/ZRRBPEEE Citrix Enterprise Browser i5ia6t, 7EACE T ISR SaaS RS Web RAREFS E1EH
fE71. BIAME: Enabled,
AR

INRFEER £F A R BRI 28 EEIRE] FREI, M _LZ restriction 5T &0 HXERI 2B EE RS IR
o

JKER

BR/ZRAFRSELERAFPTENNAREM IP it KEl, BRiNME: EEMA.

PSR EN

i@id Citrix Enterprise Browser i5inlfs, {25/FAEXEIERAFIFEES T LR SaaS RS Web M ARERF
FBREIRGL, RIAE: SRIET.

REAPwAER Citrix Enterprise Browser kiizs 126 siE = RARIFIRIEH ML EEGK BREIEEM.
BERBATMEREEMA RS, BRITUTIE:

1. SIZSRIBILIRIRES, BXIFAER, BB LEIHRSRE.
2. 7 {7ohikiE RIFEHRE.

3. i MERGL, ARRE HRiE.

4. 7£ MERGKIRE WE L, BE RARIFSIE.

5 &, ARRE M.

AR

« WNSR7E Secure Private Access HRBEHE A T MKEEELMRE, W Citrix Enterprise Browser ¥ &5
KE .

o NSRRI |RIER 7E Secure Private Access g, M Citrix Enterprise Browser ENEMIRES
BFARRE, BEBRTE2E4H Global App Configuration Service (GACS) sk&1 Citrix Enterprise
Browser,

« WNRMEA GACS, W GACS & &R AT Citrix Enterprise Browser,

« SNRFKMEMA GACS, M Citrix Enterprise Browser & 2/RIZI&E ial.

« B, Secure Private Access FZ#FEIEMLE R G K, MREFEMHEIEMEESGL, NHHET GACS

#1To

BX GACSMEZER, 1S8R #d Global App Configuration Service &322 Citrix Enterprise Browser.
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LR TR PR

TRILUER R2H R (MA>%24) AR2ENE T —HANARERF, sIEEPRITERFMEILRE. BEaRed
N AREFRNERASERIAE, SBRRERRERERRRE 21F 5 1% (BIRE) MAERERSNRE,

o 4 224 RE, WEZEFRRRSARHNLAERFZEEH/FIEEIE, Flm, NREZAEF “ProdDocs” &
F&xe4d “SGL”, WAEF “Edocs” BFLLA “SG2”, NBEMME S4l / # AFNERE AR,

s XFFRBTFRLANNAER, ERILUER action SZISIRINREE A (BRE)) FEZRRE (S, M 205
R). EXMERT, LARFARRESAN—S, Bt S/ ¥ RET N AT ZERRER.

=3

P =

XA L@ Global App Configuration Service (GACS) FR#li@id Citrix Enterprise Browser ifial#)
N AEFERENEIRIAR. NREMHA GACS &1 Citrix Enterprise Browser, i5E8 BREVEEMR BTE
BB NEIR G AR PR AR, M@ GACS PREIBINGIR 5 RIBY, B KA TF&T Citrix Enterprise Browser
RGN AERF. B* GACSMEZER, 21 @id Global App Configuration Service &2 Citrix
Enterprise Browser.

2oL 2A, BFRITUTIRE:

1. 7£ Secure Private Access iZ=Hl&m, 8 WA, RGBT 2e4.
2. fAiE AR EA.

Security group name

l sec-group-1 I

Add web or SaaS applications

dribble > Wikipedia Pinterest O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. MARLHNETT,

2. £ %M Web 3 SaaS L A2 F, EBREBEHLHEE NN ARERF NS A Copy and paste =4, #I40,
Wikipedia. Pinterest #1 Dribble,

3. BERT

BEXEBREMRISENEMMER, 1FSR AAVNAEFR LRI ARERF R E 6 A=,

HRLAFM Citrix Workspace Bapixten HiEF (Wikipedia. Pinterest #1 Dribble) BY, fthfilsFaea8IEEURE
M—TRARFHE (EH/40) MReARNNEMNARER. S6/MENEAESEAINAEFBRANEMZ SRS
FTxo

B2, REBFRLTEBRBEMNETEN LAY AEFSRRBHNNBREFSE6HHELIXLEIEENNBER, RZ
TR BRABMEENRARFENZS— M ARERFN, BERUTEH:
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X
Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
FE

TR LAE R LU T ETM A P it B AtV A2 R SR R RN AEFEGPER/AENE BREEIRIEE
B, BXRERER, BSHE NINEARFHRLBHNBRERERBER/ M.

B BRRIER SRS H 505
SR LATE S E AR IR N B A MBINERIA R, Ak, B AN BEFCIRISHRERESE E5) / # iR
BIENERFITIRS,
AR
MR AREMR B LRGSR E IS SRR LS T ENT AL ERRER.
il

RIZEIBT —MNEE=AREF (B Wikipedia. Pinterest #1 Dribble) By& %4,

W, EARERSE Wikipedia g Dribble RRRZE#EMLE Pinterest 1, 7k, BHRITUTHE:

1. BIBSRBANBREFHENIFREE Pinterest AF. BXAIEIFRRIEHNIFAEE, BSH GLEIHN

SRER.
2. 7 17ohieiE RVFERRS.
3. & .

RE Pinterest ER&HAM—24, ZR2LAIXES Wikipedia 1 Dribble, BRF X% Wikipedia 5% Dribble
FHIRAEEHIF Pinterest, EAS Pinterest #HxmipR%KEEH, # RHESH,

@ Explore the bestof Pin x4

( BF Restrictions | @ in.pinterest.com/ideas/ = P g

x

Pasting blocked
1 Your admin has prohibited copied data from being

ne v Search for easy dinners, fashion, etc. pasted here.

(o )

Popular on Pinterest
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RN FARE AR & #5 BO R FA A2 R 5 FE & 1 RGN 1

1. glgR2H, EXFRER, FSH SERFRENERFIFZ ISR 2 24,
2. IR SREERILE.

~Advanced clipboard settings 0
Data out of the security group

Allow copying data from the security group to unpublished domains 0

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group 0

Allow copying data from native apps operating system apps to the security group

3. RIBERERER LI TR

o RTFRHBIENZ2ASH TR RBHE—RITFREENT AN ARERFEHZRE Secure Private

Access RARRHINBIZERF.
s RATFREENT2AEFZENZBRER - ATFRBIENZ2AFHNNBEFEH T EN LAt A
2o

o AFBEHIEMKRRGIIEERIZIZ A - RiFIFERIET Secure Private Access k& fmBIR BIEFHREEE
SHAZ2ATHINBERF.
o RFMENNBEFRIERATSHEEFIFIE - THEFEEMITEN M4t BiERF S5 2N BER.

Bxie)E

o (IE > NAME) FRECHRRBEFNE. Eit, XN AZEFBEMA Secure Private Access FHIE .
N AERF. MEREEM Citrix Enterprise Browser ifjalx i, NFICEEFERBBETINM, HEMIXLE
N EBEFRZERAEH/ANL SREEIRIGE.

Bign, RIRLU TR

- B TR A Jira2 (https://test.citrite.net), ZR2EAN—ES.
- BEBAIZEN AFBEIENRTSHEHIRIRARIVE.

AXMERT, IRAFPSHFHEMLENBEFEFZIE—R2HAPNZ—MBRERF, WAMEERRER.
RraAF 2RE XEEEE.
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o 3F SaaS NARER, WRNAEFEE T BEREMNIFINER, WA LIESLNBIEFIFE EAiLR, RKARF
MR LA RIZ N BIRE, RANBIERE RERET Secure Private Access #{ThE i, Lo, TNRNA
BEEERLEN—E5, WAXELZLAIRE, ALETEMNARFETER/AERE.

¥ Secure Private Access ZE HEiE

October 21, 2024

Secure Private Access iR AR LUEENERE, USLUETAN. SEHEMTT B, STAERE (I
i, #Bxd 5000 MAF), ETUEFEZ N EIRA Secure Private Access T Sk EC T et 8 1Esau i B,

2l Secure Private Access 75

o BFAEREMBET SHMEl Secure Private Access itm, BXEFAER, HSF BIMANEILSIEE
Secure Private Access.

o E8 Secure Private Access T mf, EEEHARMNIRSSFBIER, IPEREARZRERESHIMBAS
19 1%28 FQDN ITED,

« 7£ Secure Private Access HFeE E— T =BT, IEERA K EIER AT, ERNGEST R, &1 Integrations
DRI ESURE L, ARFEITEIRENA. BXERNAALKEENIFRES, BSN ERMATH
LREIEE.

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local Q C é

RIS E

Secure Private Access BEIREREHENMH FEHEEER, MREFEA NetScaler fER R E %R, HERU
TEI:

o FTiAia) StoreFront B FQDN fEAEB&AZM (SAN) 857 DNS ZEH, MREFEANI 1 EH9ES,
BERNEE 8RS FQDN A 928 FQDN, XiEATF SSLIEH, 33F Secure Private Access,
REMHYERMERT. BEXFMAEE, 525 /8 NetScaler #1771 #F%. B & Secure Private
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Access zai, %ECE StoreFront Store, WMRERHHFHIGERE, BEAAFENERITEEE URL, HE
B HTTPS #f7Re@5, BXFMER, BB R HTTPS R StoreFront.

« #i¥ Secure Private Access BRE L HTTPS #8Riz17, EXFREEHIMER, Secure Private Access BRS
e UERE N HTTP,

o ¥ SSL #1#sk SSL W, FULe]UERERAHERER, €A SSL M, EWERES T Secure
Private Access TR HECBEMERMIRSRIED, Mo, IEBEAELRABRERESHAEBM (SAN) 8556
Hhtgs FQDN IS, 1ttsh, TR HIS% 2RSS FECE SAN.

o 1FHERY SSLIEPHER 1S ARs323F0 NetScaler,
o FRREZ,
« Secure Private Access RS (BEERMIETH) BREREN, FLEFREEFAL,

o EIYEES (130 NetScaler) EEBRTREIRRSBMWILANELMES (FNER), WRHFHA Secure Private
Access AR EREEEET HTTP BEEX KT RN, WA UERM TRIGET = .

/secureAccess/health
FRHAN 2 2
Http status code: 200 OK

Payload:

{
"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }
}

BXELE NetScaler ABISHBRIIFMER, ESIH REEAHHIE.

73 Secure Private Access 6|7 5i538

{ERLLT CLI &84 Secure Private Access BlIzE 1588,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

B EITRRE, HIEHHEER iz,
B XA NetScaler Ul pIEZISMEBHIFAIER, 1EBI 012 TS,

#1%# Secure Private Access

August 26, 2024
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TR “IBHIER” > “BF” > “BFMIhEE” BE1E “Secure Private Access”s

1. #%$ Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access.
2. BEHHE,
3. RBRRR LIRBTMEH,

AR
3N Secure Private Access REFIGEE5EM, MTEEHE Secure Private Access Z /i, IEMBIRIEHIAT
#; StoreFrontScripts.zip Xf#, M StoreFront RNZFEEIERZE Ik Secure Private Access #&Eft.

Z % StoreFrontScripts E4aXX 4, BRBIAT S BIRIE:

1. &RZ Secure Private Access BIE#sHIE,
2. B 887, ARRT ‘R N+,
3. 7£ StoreFront [z AEE URL B3 B TEHMZAS,

M StoreFront N B EE B4k Secure Private Access &t

N Secure Private Access f5, #%ZiM StoreFront N A ERCE R #MIER Secure Private Access #fiff.

1. &= StoreFront i+&#,
2. T# StoreFrontScripts.zip 3.
3. ¥ StoreFrontScripts.zip fREEI—1 X%,

4. FREERNRITH PowerShell 0,

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

FHeR

August 26, 2024

&R LU Secure Private Access SFEAREIEFHMARZA, MEBLIRERIVTENRILS, EARZE], FITENE

SIBRRBHAEEFERE. BEFEHE, EEEMNFRINEITREREFRARZFIREMN Secure Private Access .
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FHRIGF

FHRIRFF TR

1. &\ L& Delivery Controller # 4% Secure Private Access, ] LR IE & #]1 <% Secure Private
Access WA BERERFAFREPHEA “Secure Private Access” B3R,

o INREE&ES Delivery Controller 2% 7T Secure Private Access, MIFE%&mF+4k Secure Private
ACCGSS éE.{tFo *H&, 13/‘4‘ Jﬁﬂrﬁﬁﬁﬁéﬂjq:o ﬁ;&ﬁimtz %) 1ﬁ£|gﬂﬂ'é&ﬁﬂgo

- MREEBIEHB Secure Private Access El#R%4ET Secure Private Access, NIAT LA xS E
THE. BXFMER, BBRALED Secure Private Access RE127,

FE

BiENEESERT POC #1789 Delivery Controller 22 Secure Private Access, B2, T4

IR, BB NEERETRTERER, WEERTLUAREMFMLEIIEE.

2. BITHIRENA. BXFAES, BERERMNAARIIER,

3. BRiE1T StoreFront it&E. M “&E” > “EBE” T# StoreFront iz, ASTEMERR StoreFront i+&#
LiEfTXER A, EXIFMER, BERAIEREMRLE,

ot

AR

MRERBITHE, WARSEARR.

4. (713%%) 1517 NetScaler Gateway iz, HXIFHMER, BB NetScaler Gateway,

2R Secure Private Access REEF

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/sfF#; Citrix Secure
Private Access 2405 R#i2%.

2. FEMNEETEN EUEE R BIE1T.exe,
3. BZRER LRRATRRE,
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Citrix Virtual Apps and Desktops 7 . - Secure Private Access
Software License Agreement
LiceTs I EAtEe M Printable version
Firewall
Last Revised: August 19, 2020 -
Summary - =]
CITRIX LICENSE AGREEMENT
u d
T This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and
Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does niot apply
to third party products zold by Citrix, which shall be subject to the terms of the third party
provider.
1. PRODUCT LICENSES.
a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
@ | have read, understand, and accept the terms of the license agreement
| | do not accept the terms of the license agreement
Citrix Virtual Apps and Desktops 7 = - Secure Private Access
Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to upgrade.
¥ Additional Components
Installation directory
+ Firewall }
Summary
Upgrade
Firish
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Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation
# Licensing Agreement The installation completed successfully. +" Success
+ Additional Companents

+ Firewall Core Components

~ Secure Private Access Upgraded
+ Summary
Post Install
+ Upgrade v Compaonent Initialization Initialized
Finish :

BE.

RRERFARIIRA 2405 /5, BAEHIETT StoreFront iz, LUEHRIH=IFHES A

EET R

+ I&E Secure Private Access
f& NetScaler Gateway
FCENAER

AN R ECE 17 R 25 RS

& FR RIS+ R K4 e

August 26, 2024

T LEREIERAE TR T3 Secure Private Access fhfFMISUIREF KA ZS,

1. FERABERNRITH PowerShell & $RAFED,
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Citrix Secure Private Access - Zsith

2. ¥ B RE X AR Secure Private Access &% X 3 T8 Admin\AdminConfigTool xx# 3% (g0, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder

\4

August 26, 2024

% Secure Private Access 5, ATLM “IRB” MEEHILE, EAUEENBIEFE. SBANKH, HIEREM
12%0

BEMISE, HIHER Secure Private Access EI2AaMF &R Secure Private Access B RITHI&,

BXNAEMRERKENFAEE, BSHRUTER:

o EENVAERFIERIEKE
o EEEER
o BREMIRE

LEREERE

August 26, 2024

EIEN AR FIERIEE R

EA] LIEFTE Secure Private Access i EHRININ AIEFIHYIR. MAEFIERTIH T FrEEXEE RN AE
FREMNREAN (MR

1. 8% “RE” > ‘NARFE
2. MIRFE, ERIREREERH BoREEE,

Il

EEEER

A0

TR LEREERYIR, AN 8B > “EER" TEAHAMIBER, BX%E Secure Private Access fRHE
ERBEERETE2NR. R, ZEERTUBEMSERRNENIZED,
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TEERRTLURINEIR R, UERZATRIFEEERRRARNR,

. EEERTES, BERIM.

. R, ERBIUFZEERR RN,

. EAPSAFAY, EFZAFFRERNAEF A,

. E EEREED, ERONDESZAEF IR,

A W N R

BN ERIZE
1% & Secure Private Access [, &ERILIM “SR” EIM-RERZEH StoreFront #1 NetScaler Gateway £ 8.

1 8F RE” > “BW
2. BENAEEERRENREER, AREMFE.
3. BFE “RIF ERUBRIEEN.

3 r

AR

UNER Secure Private Access 275 5 StoreFront REIBVIHEWN L, 35 T & StoreFront iz 1E StoreFront

EiE17,
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«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

K

BIEN AEFRE

August 26, 2024

RENAEFMILEREG, MALE, ERIUNEH#THRIE.

IREBNAERF

1. 7£ Secure Private Access B RizHIaH, BF ‘NAERE.
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2. BESEERNNAEFNYNERSETE, ARSEE “RENABER .

3. RENBREFNFEAES.
4. BEF “RE

Edit App

Click Finish ance you're finished editing your app

Where is the application located? *

@- Inside my corporate network

Apptype”

HTTR/HTTPS

App name ~

Slack

App description

App category &)

Verizon |

URL™

| hitps://csg.enterprise.slack.com ‘ Internal

Related Domains ™

App Connectivity ™ &

App Connectivity ™

X

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to faverites in Workspace app

| * csg.enterprise.slack.com ‘ ‘ Internal

Related Domains *

App Connectivity * &

| * slack.com ‘ ‘ Internal

6 Add another related domain

m caqcel

YRABITIP) SRR

1. 7£ “Secure Private Access” BIEREHIAH, BEH THRHEE,
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2. BESEENNRENNNERSIRE, ARRE “RELRRE .
3. RIBRBEIFIR,
4. BEEH.

Add/edit restrictions

2 selected () View selected only Search Q
| Access Settings | Current Value
(/] Clipboard Disabled
- Copy Enabled

Download restriction by file type

Downloads
Insecure content
Keylogging protection
Microphone
Notifications

Paste

Personal data masking
Popups

Printer management

Printing

Screen capture

Upload restriction by file type

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Enabled

Prompt every time

REHERN Web 5=

August 26, 2024

k1% Secure Private Access HEREMN AEF (NBEME Internet) WA “KREHEMN Web 555", BIAER
T, WREERNFRENEN Web WREFEENBIZFMAE)5%EE, Secure Private Access B4 i 05X e N FATE
Fo

NFAEEMKREEN AR Internet URL 3¢ SaaS AR, BERAIUEAEERITHAPRIZE > REHIEN
Web shsikTi£, iF3IELER Citrix Enterprise Browser #4171/,

AR
ZNERT, REBEENAYRES Citrix Enterprise Browser i58FrE Internet URL = SaaS W ABEF.
KREHOEN Web if A2 NS 1ER

1. 5 URL e E LAEZ URL @57 Citrix ARSS URL,
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2. ARteEZ URL LI

E
3. AR EZ URL LIAE

e
-
EZ

TERBTRLBFRE.

I Web iZFA#2R URL &2 SaaS AR URL,
BRIRAARERKE URL SER T 1Fi51RZ URL,

Allowed sites or

Web filtering
configuration

/ Secure Private Access evaluation

tE=n

2

Web filtering ‘

Published apps (without
3 party SWG)

Allowed sites (with

31 party SWG)

YiIEREAR, FHRITUTIREH REMENAIRE:
1. BEREES 2B AFYIRIE?
a) WNSROCES, WP ATLASERBIRL,
b) MRFILE, MELEMNILTIR,
2. BREESEENMILTIRITE?
a) WROTEL, WLATIRRHEE BRI
i. PALE
ii. ¥

Blocked sites

Q

b) INRACE, WEAEIARIE (ALLOW), FEERERIARIE,

AFREHER Web i SECE N

(&7

Internet

T

3rrdrParty
SWG

1. 7£ Secure Private Access BIERiEHIaH, Bt “8EB” > “REHAEN Web 1557,

=W

o BUABERT, MEDBYELTEBRARS, RIFHEMERERERN Internet URL,
s WRIBIREERABLEFMBERAFIARIKREMERN Web it 5, UUBELLEFREAF &S Citrix
Enterprise Browser ifialfE{a Internet URL.
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Web filtering is enabled @) @

Website Traffic Overrides
Override default website traffic settings to specific websites by adding them to a grouping below. @

Blocked Websites (@) Allowed Websites (@ L, Download CSV template

TR A OB RAFE URL AMINEI4RE BIROMIBEEE 7 TG R B4 E URL BYIRE.
B0, NREEBAER TEHB TAEREHEN URL B9I5IEAGR, HEIBAVFARLMFED Internet
URL, WRTLGESHITLA T BERSTI
a) BE AWM ETF, RERE “REFERAMIE,
b) FMNMMAVFIHEIRIMIE AL, EEAFERMM L, AR E & ZMisitate CSV X,
c) BE “FMURL, RERE “RE .
Z URL B3 i M ua5 &R,

August 26, 2024

BRISEEREE R Office365 MARZFARE T $HRLAF WKENAITENRS, W, URLMAFHA Office365 KA
TEFFEY, W2 FBAE R N A 7K ENFNFT ENFRE,

RLRPSIITUT S B 8810 Office365 RARER:
1. & Citrix Workspace [z f#2RiAia] StoreFront i AEIE,
2. BRNASE,
3. BE ‘NARR &k, AERE Office365 AR

RLRAPREXIUEEE) Office365 MARFERIIHEEKE, i, MRRLAF =AM Office365 A
RFATENFLE IR, MR AR ERTENRGES.
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator, —
Microsoft Offite  Products ~  Resources ~ Templates  Support My account bsoft )
Pl
y, -
. .

Introducing Iv Copilot: Meet your everyday Al COmpa i,

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

]

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

EERAMAMABFRRBEMMOPEDENSENNERFMFENKAER. BXEAES, BSEMA Citrix
Workspace A2 #INEA®E URL.

1 AR R R

August 26, 2024
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Secure Private Access #EHIFMZRIR 2SN AREFBEH. NARFHERERSHEXNAE. BXFRER, 18
ST HIIREL R,

HPEHEER

7EIRE Secure Private Access B2 5, EARERBES U THAXIIE:

o JEPEEIR

o WIREOIREIR

« StoreFront &

o NHEMX/E1EMXHE

o F5kih18) Secure Private Access BRS38

BEXEEXERBEIFAESR, BBRAERHEHTR.

Director HH&iEHEXAD

Director 5 Secure Private Access BISE R A SEI A MBI M AE IS A B FEHERR, I8 Secure Private Access 188
ErEAERIRIERSE Director iR, BiINEESIE AERBREFEXZE DT, MRMTEERAID, BB
AXFAR.

518

 {EM Secure Private Access B& Director

« 1 Director #2&%& Secure Private Access %i&

+ Director #1189 Secure Private Access &iEH3%53%,
« Director,

EHAREER

August 26, 2024

HIEHRIZHIRET SN AEF B, NARFHENRSHEXNEE, BRI UEETILNESAE XN EH#NE S,
TRILMER “AINIEER” EI, RI\ENAREFES. BFRR. £535 ID FXFMEMALIER. HlN, TRRFRD, &
ALGERES ID= (FTEME) , RAERLIAFERA 7456c0fb-a60d-4bb9-a2a2-edab8340bb15, & 5%%
55 ID EXBIFRE BS,.

ZRILBE R E + FFSEERAMT, AANRTFEEEEFIRPEINGES. SRR BESHN CSV B8R,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/director/spa-integration-with-director.html
https://stage-docs.citrix.com/en-us/citrix-virtual-apps-desktops/director/spa-integration-with-director.html#view-a-secure-private-access-session-by-user
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/citrix-director-integration-related-error-codes.html
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Log i o your Gewoy applnce foview rthernsihts or G tDictr o sreh by o
Last 1 Week v | ®nddier
T onteotions [tk V]
e L 100record N
£ sotoss soze 0019132625 ® Succes
20200819132629 ® Succss [T p————

@ Troubleshoating
2240619132629 o4614600-0137-4025-8190-2572936f1624

2024-06191326:29

20240619 125522

2024.06:19 125522 02780303.763d-41af-OFO1-9b6IBATOISD

2024-0619 125519

2024-0619 126519 '650531b6-5049-4080.9926-6a5056416006

20240619 125519

2024.06:19 125519

2024.06.19125510 spausert@spabir com 60636840-4584.4d18.9241.043796dead4n
2024.06191255719 spauseri@spabicicom

2020.06.191255710 566000b.7665.418b-89c6:c{9836508769
2020.06.19125510

2024.06.19125519 5646000h-7e65.418b. 896 £f0B3e5c87ed

2024-06:19 1255:17

20240619 1265:17 6809770b-9150-d0c7-9a15-a97be2a42¢97

20240619 12655:17

20240619 125517 40608dca-5068-4840-b7da Th20594alecT

20240619 125517 6897 7eb-9159-4ecT-915-a97be2a42¢97

ERILMER I8 EIER MU TEREERANER:

= (FTFEME) . BRESERZ ML HE/HK,

o I= (FEFENME)  BERFEAEERMHHNAE/HR,

o ~ (BE—LE) . BREERFMHIHILENEE/ R,

o I~ (FEERELE) . BRTEERLEEERMHHEE/HE,

B0, ERILERIERFETNFRE Event-Type >= (FFEME) > MERIEREMRE K&

B, BEREHESE “operator” —EMAR, EEAFRHE User-Name > ~ (8&5—L1F) > operator, 1t
FIETAREES “RER" —ANEF&. a0, “local operator’. “admin operator”,

EEILUERES ID BRSENEHEXMNAERE. £5 D XBHARIEKRMIETE Secure Private Access BiE. —
MERARFIFERATUERZNEE, NBHIRIEHRE, AERNARENSE, AERNAEFHNES. EX
EHMSERECHASE, 5 D BFXBAEXERSE. ERIUFERES ID MERS, ERSHENAREFIAIE
KEXMAE RS,

EE H /L,\q:l ElJJ:—FX*T‘_‘L

FAERBTIPHNERFAEBHHE R TSR E NI R XHIN BEFFIRUN S ZRIEEXE LT XA,
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Filters Clear All

CATEGORY

Last 1 Week N ‘ m

User-Name = "User" |

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
TIME USER NAME CATEGORY RESULT TRANSACTION ID DETALLS
2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10 Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev localiusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access ® Success 2259212f-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdevlocal\usera App Access @ Success 2259212f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuthalidation was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

B EHR

August 26, 2024

AEBHIH T ETEIRE Secure Private Access Bi T 2 fE AT BEB I — L 551R,
IEREEIR

IR QI IR

StoreFront &%

REEP K/ [E1 3 ) Xt P

T3%ih18] Secure Private Access fRS3 28

IEBHEIR

HIREE . TEEMM— TS TIRXIRSS BIREGES,

HEZAARMAE NetScaler Gateway #HBIREUE AT HIL R AT, SHIMILEIRHES. &8 Secure Private
Access HTELETHEEMRKERN, HJaea IR

RS BEFRMXIEBMARS Citrix Virtual Apps and Desktops BIE A AERl
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BRI TR

o SHIRHE . TACIREIERE
RS WTFEBAG-HENGAAERIR. SN EfRA8E7E SQL Server ERBUEREHEIER,
« SHIRHEE: TACIBMUERE. MIEFEEEET.
IESEIRE B A R I E A TR R o
- NMRAEEREMIEEER T B EET,

- MREFRIEFCIRHERE, WELTB—ITHERE. MRHIEEFERIFTHIERE, NS HItER
HEo

BRAPER. BARIBR—NZHIERE,

- ®EE T Secure Private Access, ARFERERNIERZIMEIRIGE, EXMERT, LaIRENEIE
FEARS MR,

BRBEE. BRFoRRREIERE.

- BERERMAFNREREER (BdE “REMEE TEPEE “FHEE"), ARELRN "B
B &0, EEREARNERE. AXMERT, BTHENEZEIRT B %ERE.

RRFR. BUHEREZMR, REBRIBITHIZS
- HBIKAERE. A BEFRNR, TAE SQL Server (EIERFEREIE R,
fRRAGE. EHEN EERENIIR, BXFAER, BSR KEUEEPIFINR.
o SHIRHE . TACIREIERE EERY
fRRGE:

BETEN ENEIBEMNLERE. MRFASE LB SQL Server IO FITARS.

WMRERIERE SQL Server, E#ZE SQL Server & Secure Private Access it B #1537
Domain\hostname$ g2 T &R R,

WNREAIZE SQL Server, BHIANITENSHOE T ERNAEE, IRFEERAR,

MRERZH SQL Server (FRRERERF), 1EHKE NT AUTHORITY\SYSTEM AP 2B 4 eIEER
Zo

StoreFront #=

o HEIZEE: TEALUTHALIEE StoreFront &8: <Store URL>

R StoreFront £EAAIN, EM “BRE” InEHEHIZEZH, FHEBSIRE Secure Private Access {5, &
LM “I&E” wIE4REE StoreFront %8, iI2 FREILHEIR StoreFront B2 E URL,

FRRFGE:
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1. B 988, AERE “ER EIFE,
2. W8 StoreFront £BARAIN, E1E StoreFront AR E URL Fi57MNiZ% 8,
o HEIZHEE: TEALUTHAEE StoreFront &8: <Store URL>

BRRFE:

1. aJ4E%H PowerShell BIHRITERBEMRS, i51T PowerShell fii&&< Get—-ExecutionPolicy LT
A= S

2. MRZERG, WaAFgeditigBHFohETT StoreFront BERERIZ,

3. Bf “RE, REBEE ‘S &+,

4. 7z StoreFront [ZA®EE URL B, R3IHINEEIRAY StoreFront URL &8,

5. Bt WAREE URL SifI FHMARE, HERETHENA StoreFront 893+ EH EUBERNEE
171t PowerShell fiids, IERIA%AFEFRE StoreFront i+ &# _LiE1T,

+ =

=W

MREFEHNHEERARE, BHRFE StoreFront BBEHEER A “Secure Private Access” H%&H
(StoreFront > [ A75/E > Delivery Controller -> Secure Private Access) . M15727E Secure
Private Access, EIBRILEB. M “BE” > “S° NEF FHHABITHIZS.

o $EIRHE: StoreFront WECERZEAHIEE: <Store URL>

ERESILE Secure Private Access 5, aJLUM “IRB” EIMERIEM XX H, iI2 T AL IRM StoreFront
R AEE URL,

RS Z:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSEHEHRIRM, BRNERET
StoreFront #it+E#M EFzhizfT StoreFront B2E,

1. BF BB, RERE € EN+

2. 7z StoreFront [z AEE URL #, IRAIHINEEIRAY StoreFront URL & 8.

3. BRI ARE URL S T EEIARE, HERETHEEN StoreFront BB LU EERNIRIE
71t PowerShell Bizs, LEIASHTIEFRH StoreFront it&E# LiETT.

=

AR

Eijz17 StoreFront PowerShell fiizs, B EREESZNRITAFES Windows x64 89 PowerShell
A, #ARiafT ConfigureStorefront.psl, StoreFront fiiz=5 Windows PowerShell (x86) &3 &,

« $5IRH B "Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Exceptions.Re;
was thrown.” (f£fEF PowerShell 217 StoreFront Bil4sEd),

LEFHA X86 B9 PowerShell §0_EizfT StoreFront filzshy, e HIILEIR,
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RRRSE:

25517

T
jBizfT ConfigureStorefront.psi,

N X [[EER X &

StoreFront PowerShell iz, i&#ERAEEGRRITHES Windows x64 89 PowerShell &0, £

BIREE . TEAAMUTMEIEMXEE: <Gateway URL> EEAUTHMEZEREMRXEE: <Callback

Gateway URL>

BRSZ:

B TFREHREN AR XS EIEM* URL, FRMBSIEE Secure Private Access &, ATUM “8B” EIM-E4RIEN

X%Ho

1 8F “RE”, ARRE €N &I+,
2. BRItk EREIE R Kk LU & £ EFERIEDA P sk,

Toi%iHiA Secure Private Access [R5Z 28

HEIRES: B IS kW, TiEEHED IS it
fRRAR:
#3 Internet Information Services (IIS) RN AEFM, KEUTHBEFHEEEBHHEEET:

-

« Secure Private Access izf78th
« Secure Private Access EIEith

TERBIVANS ihE "Default Web Site" EBEBBRHHEEET.

PIEEEENE R

FIRHR . EERERNY
RSN ERRER T S MEREMAK
« BIFBHAIE, TiEM Secure Private Access & EHiA A EIBERS 25,
RREE. RERMEERTITATHIEFRD FARO 1433),
« Secure Private Access & IR BIREZDIEIERE,
RARAZ: 1E2% Secure Private Access #9 SQL #3EENIE,
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MREZRERK, TERMAHIES
BIREE REBRERNK, HETHEIR “WXERNERW. TERRALES -7
RRSE:

o FEREETAEFHEMEAHEIEB _EHF Secure Private Access $iEE.
o FABERNEITHF PowerShell & $12THAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x#3& (%41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Iz FAAZ P A EE R

#NR StoreFront URL =% NetScaler Gateway URL B8 EERFIAT (/), MKz ARSIk,
fRRAR:

i B% StoreFront iz A & & URL 3¢ NetScaler Gateway URL B ERIT, BEXiF1E, BEHEEEEN
StoreFront 5 NetScaler Gateway IR 831¥ 4= S

Hth
TETHERIRE

MR Director REEEKEHERY, NaIgETEEHMEREIFAI RS
fRRSZR:

FohiEE license_server K.

£ll#2 Secure Private Access 2 #2136

HITUUTH B LIBIE Secure Private Access iz 3561 :

» ERABERNRITH PowerShell &SR THTEL,

« ¥ B RE XA Secure Private Access &3 2 & T # Admin\AdminConfigTool x# s (%1, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>
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Secure Private Access £ SQL #REMIE

L Hoe)EEIERE, Secure Private Access flifr A H EE T SR 61 2 SR R SR IR,
ImRREURRE
MITUTH BRI B T2 HUEER,
1. EARMEL CitrixAccessSecurity<Site Name> glB@=#iEE, Hb, <Site Name> 2
Secure Private Access Bk =& F, (g0, CitrixAccessSecuritySPA).
CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access WY EN &4 6)E SQL Server 2R3, 0, wNRMEM Secure Private
Access KIBItEM KB R HOSTL, it DOMAINL, Mi+EHNFREA “DOMAINI\HOST1S”, tNR%E
REBECE, NIl ZEILSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILMERUL T EIHRENE
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HEEAITENZ 5o
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITUT P BRI E AR EBIIR,

1. FEEKIKEZE CitrixAccessSecurity<Site Name> gIBE=#iERE, Hh, <Site Name> A
Secure Private Access Bt &R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
2. ANT AUTHORITY\SYSTEM BFtlE SQL Server ER3Z, MIRERZCZ0E, NETLURKILLE,
USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. ¥ db_owner & ficss “NT AUTHORITY\SYSTEM” ABF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;
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HIEFohoIBIIEER, THAOBUERFMAS R RAMETENITIRP,

B ERR A ERAERS

HFEHR B S RRIARHEIR BERI.

BENHEHREENEELS, JEE runtime service appsettings.json (C:\Program Files\Citrix\Citrix Ac-
cess Security\Runtime\RuntimeService) #1,% TroubleshootingSql# restrictedToMinimumLevel
EHAMTEZ—:

- Information
- Debug

- Warning

- Error

"TroubleshootingSql": {
"restrictedToMinimumLevel": "Error",
"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

153 Director i & in &

August 26, 2024

Director 5 Secure Private Access BISERAI LI A M A M AE ISR A B FEHERR, B9 Secure Private Access 188
A A HRIRERERTE Director iR, TRIIHT Director fERHZMHEIRIFEREZ S,

BEXBFEAER, BEAUTER,

« {#H Secure Private Access E2& Director

« 7£ Director &% Secure Private Access £iF
AR

« FAHBFFEE 07 HABERTEENHRITRE. 61, 1000 RAIIHIRNBREFKES,
« FAHBFFEE 1" IRBRTRBERE. Fld, 2101 RERERY. WTFHREHRE, BNEED
WERSRBRIERR, NRMITERRED, BHAZRAR.

SKEEREIAES
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RE3

1101
1102

1103

1000
1001

1002

1003

1004

RIEEXA

H3

2101
2102

2000
2001

N FRTE R H S B A

3

3101

3102

eI
eI

eI

529
527

527

[22%)

[22%)

R
TanY

K
SELD/AEEBN /R IY

&N
FIEER

KK

KK

iR

MEHR B WL R BREE IR
—EVBEEFERE, BEELE—T

N 2 IHE R K
AEERANAER, #EEDE—
N REFITERY.

MEET, EDFIET —PRARER.

REFBEERNARER, EATEE
WERBRIELE,

REFBEEANARER, EARET
ECRYERER,

REVBEERRARER, EAFEN
BEFHREL, MYFR—LENHEE
FF, NgE LR,
REVBEERRARER, EAREH
AT EEI RS,

iR

RIERM,

RERTFEDRSHEL L, HEZ
EREDE— T NAEFBHRK.
SIERTFIEEIRTS

SIESL /A TFIEEFDRES.

iR

RIFRRRRARES - WHLNERSEIR (a0
SHAEF)

MF RIS, it
MBS FRAZRF
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(e

3103
3104
3000

3001
3002

3003
3004

N FRiE B EhiE S

v

4101
4102
4103
4000

4001
4002

SIEM %5

August 26, 2024

RV [HEL R
FVF
ik
ik

AN
CEB # N FRERF

ESL
FVF[IELE /R
FVF
(k2]
FisE::)

iR

[ R MESRS N = - SRR I HAE]
HIAERHEIR.
RN AR B SRBR IR AR5 B A thHo

AV RREFKRES.
IS PR A2 A EE R ERBRIE 42

N REFARKE, ENRELENER
B8,
R R A EE RS R Ao

£ M Citrix Enterprise Browser
BT R,

BiEA

[ 2 F R ohiiR-N A2 F B ahHfiE
HIAEREEIR
RREFRIER (RER)

RN AT BRI IR 4015 BT tH £
AR AERF.
MTRIERE, NAEFBIHRELR,

N RiEFRohRIEL, RigELi
HYERER,

Secure Private Access & %#%5 Security Information and Event Management (SIEM) lRE &£/, 2%
HREI7ERETE Windows SRS (EHEER\NAREFMRS BE\Citrix Access Security) &, aIUHRAE=AT

BIREM DI

T&R5H T Secure Private Access iR LEH:
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= 1D

4624

4625

4634

4720

4738

4726

8001

8002

518

mE

KA ERIhER

IKSERKK

b EEH

AFKPELIZ

FRFKFRBEEX

Rtk ERER

BRZ2RRIE

R iRRRAER

WA

£ Secure Private
Access BEEREFRT
Secure Private Access
BIEREH S NAIENEHS
Secure Private Access
BIERTEERE Secure
Private Access EIE5E
e

£ Secure Private
Access BIERITHI&EH
RIS MG

FINEREI Secure Private
Access B RN EAIZMNE
%

EFHE Secure Private
Access B RN AIRMNE
%

B389 Secure Private
Access BIEARNAIRMNE
%

AP IEEnS EREE
LERBIENEY. B2
. SIEgEFEES,
MU 21EHRIE] i 1R F9 P9 R A
SMNERIE

% Secure Private
Access IEHIRRUA R RIR
NelZNEY, 8RR
FQDN FStuRsE

» Security Information and Event Management (SIEM) £/

« XTRH

SHEE SIEM fBRAEXTRH

I SIEM R %=

P

Citrix Access Security
Admin BRSS

Citrix Access Security
Admin Rs3

Citrix Access Security

Admin RS

Citrix Access Security
Admin fRs5

Citrix Access Security
Admin s

Citrix Access Security
Admin RS

Citrix Access Security
Admin RS

Citrix Access Security
Admin BRS
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AEFREIRE

August 26, 2024

X HETE Secure Private Access #iBESEELR. MR 2BEHTHIE KX, a0 100,000, NaTLipipRE
F 90 XMRIHASE, RiAERT, BERESE 12 /MHE1T—R. SHTNIRSEHRBH, ZELBRET,

BHEXBIEHRASREIRE
BENAEEITEITIRS REXHFK P appsettings.json XH#H1TEE. &0 LUARIEH EREARH AT LUIEGETE
WIEETHNEEHERIGEBE, RIBFEEEIR appsettings.json SXHFHLTEE:
{5 appsettings.json 35 :
"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,
"CleanupDataOlderThanDays": 7,
"CleanupOldestDataIfEntriesCountAbove": ©

}
ERREE, BREFELEMUTRE:
o« BVREEAE T X, B CleanupDataOlderThanDaysi&&H 7.
« BEABETRHMER, 3B CleanupDataOlderThanDays i&&H 0.
o BEMETIHHNGEE, 5% CleanupOldestDatalfEntriesCountAbove i&&# 0,
o MRXFWMEELIRERN 0, HE R CleanupPeriodInHoursi&&H 0, NBEEEXKAGFE,

- FEiE CleanupbDataOlderThanDays#CleanupOldestDataIfEntriesCountAbove
MEEIREN 0 HER CleanupPeriodInHoursig&H 0, RAXATRESSE 100% AR
SES I
- HELi@iEEs CleanupPeriodInHours £ BREX ASEEAE,
AR
W Secure Private Access B3 hEfE, NN MESNEET AFEHXEGE, IRTIKERLTE, M
REBENEGIM .

BEMENSE

August 26, 2024
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BRI

EMEIETE Secure Private Access #EEFFE 3 M. B8R 30 #HIT—RIEZE, LURBIRFHITEEAEN
1o

P =

BB TTIZITRARSS 7 REf R & MR B s

CDF B&AE

CDF HEEME7E Secure Private Access Z#itEH L, MTFERERMZITNRSHLENHEP, CDF BE
fE.csv X, BB A/NREIS 10MB,

BERS—REZAILUERE 90 4~ CDF BEX 4, ZEEaBR&IANX 4, AECIENTH CDF BEXHEETIE,
BITRRSHN ISR SEERSHER, BalURNREESHENXH, &% 600 1

BENXEE CDF B&
CDF BEBEME I ERRMETNRSHNREXHFKFAH appsettings.json XHHITRE, BEEIHFHIXMHX
INFIELEIRE, JEEH appsettings.json XHHRHILTEE:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

AR

MR NI RIEE T %1 Secure Private Access 32fjl, & & Secure Private Access R+ E A EEH
appsettings.json 3x#LUERE CDF,

E=7EA

August 26, 2024
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