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Secure Mail

Secure Mail #1R

June 6,2024

i@id Citrix Secure Mail, BFRIUEEBNBIEMN TR BE EEEHBFHE. BRMBERA. ATHF Microsoft
Outlook = IBM Notes i 89854214, Secure Mail 25 Microsoft Exchange Server #1 IBM Notes Traveler
RS BREF .

£ Citrix BRFEHN—E4, BF5 Citrix Secure Hub B9 5% R (SSO) #5814, Secure Mail MEp= 35,
BAPER Secure Hub 5, AIT#EE Secure Mail, MAEEEFHWANERFAKNZE, L% Secure Mail
BEE A7 Secure Hub i A ISEN BE#EX R B AIRE, HEBF LM Store FiNzMBRER.

AR

st Exchange Server 2010 89z #EF 2020 £ 10 A 13 B4R,

Secure Mail 5L TRIAER:

+ Exchange Server 2019 Ei1&E# 14

+ Exchange Server 2019 2385 13

+ Exchange Server 2019 2R &E# 12

+ Exchange Server 2019 £f3&# 11

+ Exchange Server 2019 2383 10

+ Exchange Server 2019 £i1F# 9

+ Exchange Server 2019 £fR%E# 8

+ Exchange Server 2019 £fE#H 7

+ Exchange Server 2019 £i1F# 6

+ Exchange Server 2016 £f3&# 23

+ Exchange Server 2016 2fRE# 22

+ Exchange Server 2016 &5 21

+ Exchange Server 2016 218 20

+ Exchange Server 2016 2385 19

+ Exchange Server 2016 2fR%E# 18

+ Exchange Server 2016 Rf&E#H 17

+ Exchange Server 2013 £f385# 23

+ Exchange Server 2013 38 # 22

+ Exchange Server 2013 £fR&E# 21

« HCL Domino kx4 12.0.2 FP2

+ HCL Traveler ks 12.0.2.1 Build 202302010413_30
+ HCL Domino 11 (&i# Lotus Notes)

« HCL Domino 10.0.1 (BAi#57 Lotus Notes)
« HCLDomino 9.0.1 FP10 HF197 (L #i#F7 Lotus Notes)
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« HCL Domino 10.0.1.0 Build 201811191126_20 (L&i#kA Lotus Notes)
+ HCLDomino 9.0.1.21 (LL&#F4 Lotus Notes)
+ Microsoft Office 365 (Exchange Online)

EFFAEER, EM Citrix Endpoint Management T2 Ui F# Secure Mail &E# Endpoint Management 44
(68

B % Secure Mail REMBHNARFHNRAER, BERARAER,

BXNRAREFERSIETHXHFR Secure Mail for iOS #1 Secure Mail for Android Fp@EN1E R, 35217 Secure
Mail ByHEZEE o

B % Secure Mail Z#5#9 i0S Thig, BESRIEAE T Secure Mail #910S Thik,

B Secure Mail Z### Android 158, EBIMERT Secure Mail 89 Android Thike

B Secure Mail #5#9 i0S #1 Android Ih&E, ESIRERT Secure Mail 89 10S #1 Android &g,
BXAPEBXE, 551 Citrix AR EBH.OAHR Citrix Secure Mail TI@E,

Secure Mail HIFFILINAE

June 6, 2024
UTEEHTIE T HaihkAREHIRAD Secure Mail REYFTIEIIRE,
BXAPERXY, E2i8 Citrix AREBH.OHE Citrix Secure Mail T,
AR
H 2023 %9 B, Secure Mail RE3z#f Android 7.x #1i0S 12.x,
HATRASF YIS INRE

Secure Mail for iOS 24.3.0

HEhRZAERR T et BAR M BERI AR RE MBI X3

PHRRRZAS A BYHTIE ThEE
Secure Mail for i0S 24.2.0

HEhR AR T et BAA M BERI AR RE MBI X3
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Secure Mail

Secure Mail for Android 24.1.0

SFEAEREGHRATIAE B 24.1.0 k2, Secure Mail for Android Z3F@E M HAEHHIKAINIEE, BIAER
TRALlINEE. W, MAThEERMERAFERGFMAMNEMN. ERABATIEERM T ERRINAF 4K,
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Secure Mail for i0S 23.9.0

$#F10S 17 BAARANHE, 517 i0S 17 Mg & &% Secure Mail, 3§ Secure Mail lRA<F4& 3 23.9.0 AT EITE
2 iOS 17 g SR ERE M 1.

%1% HCL Domino 12 HBz&hR4si#E, Secure Mail for Android #1 Secure Mail for iOS %3 HCL Domino Ax
7% 12.0.2 FP2 # HCL Traveler fxzs 12.0.2.1 Build 202302010413_30,

AR

WREM HCL Domino 11 #4&% HCL Domino 12, i&E#% 7 Domino AR 2EM notes.ini X4 EFHIUT

FAPHE, B4R Secure Mail REFRA ActiveSync 16.1 1haE (BIINEFSFEIS B HMHE) #EERITIT. B
*E%=R, 51 How to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync
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https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0082041
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Secure Mail

16.1 Support (@faE A Citrix Secure Mail P iR 13AE HCL Traveler Exchange ActiveSync 16.1 32
o

NTS_DEVICE_TYPE_USER_AGENT_APPLE=(AApple-(iPhone | iPod | iPad |Touchdown
)) | (*Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone]|iPod|iPad))

Secure Mail for Android 23.8.2

EERHKENN B FRREME  NRFEHAEMNZ Secure Mail for Android 23.8.1 SiERRRA, EIEEE B FHREMIE
B ETRER B EIKEN, BEESH/KENMBFHEME, EFHE&E Secure Mail for Android 23.8.2 S{E =k,

} =

AR

2023 £ 10 B 31 HZ/G, ALREIRRZA 23.8.1 H A AefR REFEAF M REIKEN R, FEit, BINEHEMA
23.8.2

Secure Mail for Android 23.8.1

EERHKENWBFRREME  NRFEHAEMNI Secure Mail for Android 23.8.0 SiERRRA, EIEEE B FHREME
B ETRES B EIKEN, BEESHE/KENMBFHEME, EFH%&E Secure Mail for Android 23.8.1 S{E Sk,

% # HCL Domino 12 B Z&ERZA#E, Secure Mail for Android #1 Secure Mail for iOS %1% HCL Domino A&
7% 12.0.2 FP2 #1 HCL Traveler ks 12.0.2.1 Build 202302010413_30,

AR

MREM HCL Domino 11 #4&%I HCL Domino 12, &5 47 Domino AR$53389 notes.ini SXHEHEFHLT
BPARE, e Secure Mail F89FrE ActiveSync 16.1 Tk (FIaNERSE: B HMIE) SLEEIEEET.
*B%=8, 21 How to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync
16.1 Support (@nfaE A Citrix Secure Mail &L 3%k18 HCL Traveler Exchange ActiveSync 16.1 &%
o

NTS_DEVICE_TYPE_USER_AGENT_APPLE=(*Apple-(iPhone|iPod|iPad|Touchdown
)) | ("Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone|iPod|iPad))
Secure Mail for Android 23.8.0

%# Android 14 B7iR7A#E, Secure Mail 7£i=1T Android 14 9i8& 2%, 3§ Secure Mail lrAsH4RZ!
23.8.0 AIF1E TR EI Android 14 B E IR MR B T 15,
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Secure Mail

Secure Mail for Android 23.7.0

%#5 Microsoft Exchange Cu £f3F#713 B 23.7.0 k4, Secure Mail #F Microsoft Exchange Server
2019 RMREH 13,

T15ERAH Exchange #1TEEHAMIE  Secure Mail M7z #H34@ A Exchange Server 2016 fRFAE# 8
@@ Exchange Server 2013 WRFAEH 19 FEARESFHARIE (HMA).

Secure Mail for i0S 23.7.0

Si5ERAH Exchange #1TEEHAMIE  Secure Mail M7 #H34@ M@ Exchange Server 2016 fWRFAE# 8
FmE @ Exchange Server 2013 WRFAEH 19 FEAESFHARIE (HMA).

REEX B 23.7.0 A2, Secure Mail IFREEN, EERBRATEERTFHYE, FRIINAREFRE > T
BEFEE > AREFREERN.

Secure Mail for Android 23.6.0

REBEL B 23.6.0 A2, Secure Mail HIFREEN, EERBRATEERFHYE, FRIINAREFRE > T
BEFEE > AREFEREERN.

Secure Mail for i0S 23.5.0

RS MERIABRA T HITSESHIE 8 23.5.0 fiAiE, Secure Mail X1 iPad & & E#1T2ESLE,
fT7F Secure Mail HEREIES (), BFERSNERBLETAITZESIR, HINRER RN REFTIFNE,

Inbox v Full Screen m

Q Search Split View 1l
Slide Over (1

Close X

ERDMNEFR, E-NUAEFHIAESINAREFEN, TRHHEF, E-IMUARFEEREN TN, SN
AREFENI— M RINED, BRLSEBERSENHEMN.
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Secure Mail 23.3.5

Secure Mail for Android [thRAEIEREEES,

Secure Mail 23.2.0

Secure Mail for Android ttiRAEIEREES,

Secure Mail foriOS IthrABEREEES,

Secure Mail 22.11.0

Secure Mail for Android [thRAEIEREEES,

Secure Mail 22.9.0

Secure Mail fori0OS Secure Mail 7% i0S 16,

Secure Mail for Android Secure Mail M7 % Android 13,

Secure Mail 22.6.2

Secure Mail foriOS IthrAEIEREEE,

Secure Mail 22.6.0

BZARRARE, Secure Mail 8#F%F Exchange Server 2016 £FE# 23 B #H,

Secure Mail foriOS ItiRAEIERREIES,

Secure Mail for Android [thRAEIEREEES,
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Secure Mail 22.3.0

Secure MailforiOS 3% HCL Domino 11, B7kR#s#2, Secure Mail for iOS &% HCL Domino 11 (IX
BI#RA Lotus Notes) Iz,

Google Analytics. Citrix Secure Mail £/ Google Analytics &N BREF#iHE SFERBERE B DTEIE,
MRS mRE, Citrix F2RERFEEMEMMAAFER. XA Secure Mail £ Google Analytics #93¥
M58, ESHEZA Google Analytics

Secure Mailfor Android 3% HCL Domino 11, 57iR7i#E, Secure Mail for Android &% HCL Domino
11 (BLEG#F Lotus Notes) MI#%,

Google Analytics. Citrix Secure Mail £/ Google Analytics &N BiEFAiHE SFERERE B DR,
MiRErRRE, Citrix FaREREFEEMEM DM ARFPER. BXA Secure Mail 2/ Google Analytics #9i¥
MER, BEBREE Google Analytics

Secure Mail 22.2.0

Secure Mail foriOS 7EiRr7 21.5.0 h, BFEERETNEFA. TEAMRZES, Secure Mail for i0OS F{XER
U TEBINERE:

o RIR

o SWEIE

« BIREAFNZIN
« RBEHEE

MRELUFBAHEKE T ILIhEE, BETRHRIINFH BE.

Secure Mail for Android 7£iRk4< 21.5.0 1, BFEERFEMERA. EARDSH, Secure Mail for iOS
XERUTERIVER:

o K%

o SWBIE

o BIRBHIRIN

« REENWERE

MREHRIBAHEE T ILIhEE, BETBHRAIA TR BS.

Secure Mail 21.12.0

Secure Mailfori0S ZFAEXAFANRE, BENAE, STUEATEMNRIINEEXAARESHT Active
Directory BX& B %IEBRSS (AD FS) St B 7121472 (IdP) B9 Microsoft Office 365 —2fR. EEAILLIHEE, &
7tz Citrix Endpoint Management 1% & F ia AFIEC B MV ILIER B E X A P R IR R,
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Secure Mail

Secure Mail for Android tthRAEIEREES,

Secure Mail 21.11.0

Secure Mail for Android

BEHZEITE IE, &R Secure Mail for Android HaI eS8 B ATl R BUH T E R, BEEANARER
BB RR ST IS SR SRR IR, EEEE, BTF Secure Mail HEHMEILE > iRFEHER,
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Secure Mail

< Troubleshoot

@ Is Secure Mail not functioning as you would expect?
Try restoring default settings for features related to
your issue, by using the suggestions.

Sync mail period

Click "Optimize now" to change sync mail period for
offline usage.

Recommended setting: 3 days

Optimize now

Sync inbox frequency
Click "Optimize now" to change sync inbox frequency.

Recommended setting: ON

Optimize now

Sync email
Click "Optimize now" to sync email.

Recommended setting: ON

Optimize now

Show pictures
Click "Optimize now" to display pictures.

Recommended setting: OFF

R ERUTRBILH TS ERR

o BRECABREFEIEDR
o FRIALREERTE]

o BRI

- BERAMEH

o EERERHE

« BRER
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Secure Mail

- AR
. AFBAS

. FEHEFEE
. FESWLERITE
. FESHREHAIR

MRFAIEXLGBEHERIERINLE, BEE[ER Secure Mail BHBABRIR, E5EERKAR,

< Troubleshoot

\’/

=~

Looks like there's nothing to fix here.

Contact your admin if you're still facing any issues.

Back to settings

FXHRBAAIGEINGE TR LUBET SMENLE > B > B Hk, RIHEFEXHREERIEEETRIEZ T
BF XM RE9ER,
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< Select folders [Select all]
= Inbox
] Bitbucket O
] Code review
] Project
C] sMm O
] sw
1 Testing
(] Archive
1 Clutter
] Conversation History
™7 Junk Email
-
Il ) 'y
== ==

AT LA HEUH 1% (F IH R PR E F X R pvi@ A,
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< Select folders |Unselect all
£ Inbox

] Bitbucket

] Code review

7] Project

CJ s™

] sw

] Testing

"] Archive

7 Clutter

1 Conversation History

1 Junk Email

J

1l O <

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Secure Mail 21.10.5

MAshRZEE, Secure Mail &3E34 Exchange Server 2019 £fR8# 11 #1 Exchange Server 2016 RiRE# 22 19
B2

Secure Mail foriOS [tARABIERIGEE,

Secure Mail for Android IthRAEIEREEE,
FE:
#HZ 2021 & 10 B, Secure Mail 33 Android 7 W #EFE &%,

Secure Mail 21.10.0

Secure Mail for Android
o %# Android 12, B7kiAi#E, Secure Mail 721517 Android 12 M8 & L=,
« Secure Mail i#& Google Play 3f Android 11 fy&4a1B 4% API Ek (APl %31 30),

Secure Mail 21.9.1

Secure Mail for Android ttiRAEIEREE S,

Secure Mail 21.9.0

Secure Mail foriOS ItiRAEIERREIES,

Secure Mail for Android IthRAEIEREEES,

Secure Mail 21.8.5

Secure Mail for Android %2 EMAIEE L Android 12 Beta 4., Secure Mail I #E%#F Android 12
Beta 4, R ZEFAHE Android 12 Beta 4, EE %% Secure Hub B2k 21.7.1, Secure Hub 21.7.1
742 Android 12 Beta 4 FREM SRR E. RATTHEFESEMBIER M Android 11 T£4&H4%2) Android 12
Beta 4,

=3

AR
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Citrix 20 F 7 Android 12 1215 1 X #, F4M Secure Mail lRASREIF—FSHEH, UReXF
Android 12,

Secure Mail 21.8.0

Secure Mail for i0OS

‘& E+ Exchange Server WEFBFHHRENAI £ Secure Mail for iOS &, ] LUfE R &9 B F B4
kAR E Microsoft 365 Exchange ik, MHRES Exchange Server IR E R K, LIEER SR T4
Exchange Server,

AR

fatr 7 Exchange Server BB T Bl 2T,

37 Microsoft Office 365 ZTHAWIFMIZE PN EWIXEE  EARAS, YMKHRHEKILGENBE - Web
SSO, #H Exchange Web BR$3 (EWS) EH B B EHRRTIR DA, Secure Mail 3§ 2iFH#% 1B, R EWS M
ActiveSync EH4EE, BEHIE ActiveSync B ETEHBRY R KRBT,

iEAT Secure Mail (g  BohARFELE (MAM) SDK Al T &R i0S F&KE=H MDX 1aEXiH, MDX
HERAITRITF 2023 F£ 7 AAFEHEIALR (EOL) K&

Citrix Secure Mail 5 MDX #1 MAM SDK #E%2—i2k#5, W3 MDXEOL (it%IF 2023 £ 7 Ai#fT) Mk, B
HEBERENEWNARER, ¥AEH MAM SDK, Citrix ZifZii%2) MAM SDK, SURHTHEER T4t Secure
Mail iz 24 9% MAM SDK &AL 75 7%,

MR INREA VB4 SR MDX (B AFAIRMR MDX) BIENARER, sETHREIH MAM SDK. =JLA7E MDX g
MAM SDK RER A 28R IRENA T SRR B I .

+ MAM SDK
« |Hhk MDX

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15



Secure Mail

=  Citrix Cloud Endpoint Management

File name Secure Ma
MDX
App Description Managed Enterprise Application
1 App Information
2 Platform App version
- B 05 Minimum OS5 version 110
Maximum 05 version

Excluded devices

Remove app It MOM prafile is removed  ( ET)
ket
Prevent app data backup m":
Farce app to be managed ([ I )
App deployed via Yolume purchase
MDX or MAM 5DK policy container MAM SO
& Legacy MDX

* MDX Policies
Authentication

7£ MDX 2 MAM SDK B A23KIEH, oJLUREMIBRR MDX &85 MAM SDK,
BIEREM MAM SDK ti#2I|Hhk MDX, FAALYIRERGEEFHLENBIZF. ZRIAMERIBRR MDX, HRER AT
—4&18% Liz1T Secure Mail #1 Secure Web i&E T HEINFERER, FREER—IEE LT TREMNER,

%3 MAM SDK #=(6t, MRIEFIEBETIRE MAM SDK 1852, HEIZ&RIBSERIF, MEZSERRTTMAEM
1##1Fo

=

MIBkR MDX /i %] MAM SDK 12%28Y, RI4%17515) SRERMELNIEIE - Web SSO SRR

wEFN

ERINEBENRINGE, FHRFRHER U TENR:

« % Citrix Endpoint Management E#%l 10.12 RP2 s{E= k4, =& 10.11 RP5 XESIRZS,
o BENBNAEFEMET 21.8.0 HESRES

« MRFALRFERE=FNAER, BFSHETHRE MAM SDK B3R 2511 MAM SDK £ ZIENE =N AR
FH. EHFMERENRREFELAREEE MAM SDK,

PR

+ MAM SDK (N EFFEBIME, R32H MDX INE,
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« WK% Citrix Endpoint Management E# E/hii4s 10.12 RP2 st E=hiiassk#& 10.11 RP5 Sk E S A4S,

N B RESHEEEZE. NREEXHTTMRA 21.8.0 XEFRA LIETT, WREIBEEMNEKE,

o REINAREFEEN MAM SDK #x(5t, FLThae
M FiRE, AR AERA THNAEFZBNRERE, fli, f

"RRIFHARAA, Ieoh, JWF THAAR M EH/k

ETERNBMTEIBRR MDX &= T EIERY

NMAEFEHEE MAM SDK R T EEBENNARER, RZTFA. BX MAM SDK EEXTARIAINE, ES

DFER:

Thie

HEGE

Intune

SMIME £ZIEBEREE
IRE R

UlWebView @&

S22 VPN

o UFHRIREFHA, £ MAM SDK &R A

- 7iFH Secure Web i3
- AVFEREH Wi-Fi mg
- #&F# Citrix Gateway
- JEPIRE

- Citrix #&%&

- 20EHEH

- EXK Micro VPN £i&

|Bhix MDX

Wl RO MD HD O

all

- E3R Micro VPN £iEERER (9%h)

- REXHEEFERKE
- BEWi-Fi

- {G&EE Wi-Fi RERE
- EHSE

AR

MREBFEAEFHIEPNNEIRSSHITEM I, ZEFIHIERBHIAS Access Gateway HERBIERER,

B MAM SDK B9IF 4= R, BSHUTXE:

« MAM SDK i

o XT#aAEFERM Citrix Developer 3244

MAM SDK

17 B 1 D 1 I 1 I 1

I

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Secure Mail

» Citrix BEXE

o HEERE Citrix THIUm & SDK

Secure Mail for Android

IR A BIEREIE S

Secure Mail 21.7.0

Secure Mail foriOS [tARABIEGRFAEE,

Secure Mail for Android IthrRAEIEREEE,

Secure Mail 21.6.0

Secure MailforiOS BERRAE, FEZIFUTMEINRMER:

o EAUANIRE
+ BE-5TE VPN
. J&JE - 522 VPN 1 Web SSO

I d

NREEANZIEE - 522 VPN 30&5E - 2% VPN 71 Web SSO 588, NATIEEEE - Web SSO 5RBS, 1R
BEFERAEFBHRE, ENBFHERLERD.

P =

W ML 18] KBRS B 79iliE - Web SSO, 7 #EfER Secure Ticket Authority (STA).

Secure Mail for Android  ZRMERBIEHIBRETUHITH B KIS, AT EEENNBEFESETEXE
ENEAEETNRERTRENRINRE., MREBDSEL Secure Mail REBXWNEMEIR, EEAILIIREX R
R T E R,

RifEtbIhee, WITANBEFIRE, ARBEIFTHEERH R REBETUTREENHEEENHRIE:

o [EFHERAHARR
o EZRERERE
o[BI FER
« ERER

o FRIAIREERTE]
« AF AR

o EFEAR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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Secure Mail

ERRERRARAE, FREERNAEN. BRAMERETRAMRIAME, FREBEINAEIFFENR,

Secure Mail 21.5.0

MZRRZEE, Secure Mail @3E3¢ Exchange Server 2019 £#38# 9 #1 Exchange Server 2016 RfRE# 20 &9
X

Secure Mail for iOS

« 7£ Secure Mail HFEE#F 82 Microsoft Teams 21, 7 Secure Mail for iOS &, EAUESIERRA
EHRIREEIE Microsoft Teams £i&iE. E8IE Microsoft Teams &Y, &7 Microsoft Teams =
WHx, 2WBIEFEENFAE SR BEEEFEAGEE—ERX, BXFAER, BSHE Secure Mail HA
E4hg)#2 Microsoft Teams &iX

o BARMRAEE, UTREHRREBENEFA, BERZE 21.6.0 EFBR !

- EAUAIRSE
- & - TEZ VPN
- 1B - 522 VPN 71 Web SSO

WMREFEAMNREE - 552 VPN 5EE - =2 VPN 71 Web SSO g, N.4t)iz)&EiE - Web SSO 5HE&,
WMRGKREFEAEFTARE, EHNBFHERTERS.
AR
NBEERMNIIEE - =2 VPN, HFBEEET Secure Ticket Authority (STA), TIFE3&hN&H = IEE
F‘#%O

Secure Mail for Android

« E4hRAH, Citrix Endpoint Management =4l & A2 B BN A RS TEREEAB A A, BHNBEFS
B4 El Play Store Rl AR HITAR AN,

+ 1 Secure Mail for Android /1, IthRAFA T EERET, NREEYUMIBAHESE T IIHEE, NISH%ESEER
BOFEIETERIRENER, NMRERFHEF, EEZRECHRFERE, Nl ERUTRIARE:

- Ri%

- IWEIE

B EARRIN
- RBEEHEFE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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Secure Mail

Secure Mail 21.4.5

Secure Mail for Android ETFHEFHEMNEEIRM%IF, 7 Secure Mail for Android /1, {&a] LU BB FHB
it EZE Microsoft 0365 Exchange tk/, MMMHAFRINZNERER, NREESHETEAT BahAkW, g
HiER T At A

AR
3% Exchange Server 2016 218 # 3 ME=RAZ1FILINEE,

Secure Mail 21.4.0

Secure Mail foriOS IthrAEIEREEE,

Secure Mail 21.3.5

Secure Mail for Android tthRAEIEREES,

Secure Mail 21.3.0

Secure Mail foriOS Secure Mail i0S HWEZEEFREEX N i0S 12.2, EATF i0S M Microsoft Intune [
2R SDK 14.1. 3 ERBiN AR EFM i0S 12.2 MK i0S #EHr4ds, Secure Mail WEHEBIREEH N i0S
12.2, URFEILER,

Secure Mail for Android 7 Secure Mail B =+ 8/ Microsoft Teams =i, 7 Secure Mail for
Android =, ERILERIR BAEMHHMEBIZ Microsoft Teams &ilG&iE.

E4)7 Microsoft Teams £iY, i5FTFF Microsoft Teams 2%, SICEIBHEEMIFAME BB BIRESEEFAE
B—iEki%, GXFAEE, 587 Secure Mail BFZE4F 812 Microsoft Teams £1iY

Secure Mail 21.2.0

MZRRZEE, Secure Mail @3E3¢ Exchange Server 2019 £#38# 8 #1 Exchange Server 2016 £FfRE# 19 19
ZH.

Secure Mail for i0OS

« Secure Mail B9 SuE, Secure Mail 74 Citrix RERERBEH,
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Secure Mail

Secure Mail for Android
+ Secure Mail HEifaziE, Secure Mail F& Citrix REFEABEH.
+ % Microsoft Intune, Secure Mail for Android Z#¥&# k4 Microsoft Intune 7.2.2,
« HEAITEIRE LIREEBTT. Secure Mail for Android BFE A &i&&E LR ETITNIEERR.

Secure Mail 21.1.5

Secure Mail foriOS [tARABIERFAEE,

Secure Mail 21.1.0

tEhR A B REEE,

Secure Mail 20.12.0

Secure Mail foriOS IthrEEIEREEE,

Secure Mail 20.11.0

AR

st Exchange Server 2010 ¥z #EF 2020 £ 10 A 13 B4R,

Secure Mail 20.10.5

Secure Mail foriOS IthrABEREEES,

Secure Mail for Android 3% AndroidX &, R#E Google &Y, Secure Mail 3% AndroidX &, Xi&
2 android.support T8 ENEIRE,

Secure Mail 20.10.0

MZAShRZEE, Secure Mail &1F3¢ Exchange Server 2019 RF3& 5t 7 #1 Exchange Server 2016 £f3%E#H 18 1y
EZ5N
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Secure Mail foriOS M Secure Mail i\ Microsoft Teams =i, 7 Secure Mail foriOS A, ERILIEREE
MBFEFREIEINAN Microsoft Teams &1, MR ZET Microsoft Teams KRR, NiZzNBREREEITH, &
AIMASN RRENBEZFR, EEEI—BETHE App Store LLZR%E Microsoft Teams BUIET, 3T XA
https://teams.microsoft.com/1l/meetup-join/meetinglink XM, MBEFIFT
FF, EEIUEEMARINL.

AR

WRENEIERE “AFMW URL” HRHPEIE + \msteams:. BXEMAEE, BSEANERERE (Hih

URL).

Secure Mail for Android

+ M Secure Mail i\ Microsoft Teams =i, 7£ Secure Mail for Android &, EaJUEEM BRI
EMA Microsoft Teams &%, MREZRET Microsoft Teams NAER, NWizMNEARERBIIF, SaTMA
2. NAEFRREN, EREI—NER, BFEE Google Play &% Microsoft Teams, 3FXRH
https://teams.microsoft.com/1/meetup-join/>meetinglink XM, MA
BRI, ERUERIASN.

AR

BHFCHNEERE “SRENITAARANIR" HEiEbaE { action=android.intent.
action.VIEW scheme=msteams package=com.microsoft.teams }., B*i¥
=2, HSRNBEFRZE,

« Secure Mail 3z#f Google Play 3¢ Android 10 89¥4#18B4% APl K,

Secure Mail 20.9.5

Secure Mail for Android IthRAEIEREEE,

Secure Mail 20.9.0

% #f Azure Government Cloud Computing. Secure Mail for iOS #1 Secure Mail for Android % #R
Government Cloud Computing (GCC) High £ Azure Active Directory 8/ shi#47#rz0383E (OAuth). Secure
Mail 7 GCC High Lt hiss, LUAE Microsoft 3tFiE GCC High lRSHGRKIMER, BXFMES, ESH
Microsoft 365 Government ##9 Azure Active Directory BUFrtEINAE,

MALERE, EEEEEE Azure Active Directory #iP 89 GCC High ME#1TH1HRIE, HEBEBERARTEANF
Azure Active Directory #5189 Secure Mail B R
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WEZMH R Azure Active Directory M2 BB RHRITUUTIRE:

o EEMNIZE ETHESMARAE Secure Mail,
« 7£ Secure Mail iz #2F+EE Exchange kP, #5iF Azure Active Directory EHIR FRTE A PR UAGEFR
BAFER, BB TENRES,

AR

XESBEREAHNEREERN—RMEER, BRFNBEFHRANRE, BRFEM App Store FAEENF,

Homa
111 Secure Mail | Properties
[i] Delete 7 Got feedback?
B Overvew
) Emabled for users to sign-in? Mo
A Diagnose and solve problems
Manage
Proparties Homepage URL
a8 Owners |O¢}D
&b WUsers and groups
Provisioning
C Se Ol
Application ID
Security
Object ID
% Conditional Access
% Permissions User assignment required? Yes m
Visible to users? (0

kg FRE, ERENRTRERFSEIHEELN, Z<TEREEEERT Azure Active Directory ) GCC
High, BIERTEMNIIERE, MHRFREMGERKXE Azure Active Directory £#9 GCC High,

AILUEE A T AR Z —IIETERIE:

« A& Secure Mail-GCC High 89 Secure Mail ¥4+ 37E Azure Active Directory fHP R ERTE

.
+ 1% Secure Mail BEUMINEEBREEER#TEMRIEGET https://login.microsoftonline.us i#
TEE®.
Secure Mail 20.8.5

Secure Mail for Android Secure Mail for Android z#%F Android 11,
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Secure Mail 20.8.0

MZRRZEE, Secure Mail 83E3¢ Exchange Server 2019 £F78# 6 #1 Exchange Server 2016 £F3%E# 17 &9
o

Secure Mail for Android ;ERT Secure Mail H3UER., BINAREFERE (MAM) SDK T BTERIOS M
Android F&KKZM MDX HAEK 5, MDX ERARITITF 2022 4F 3 BAFIE AR (EOL) RS, Baue
BERE R ERRE, %AAH MAM SDK,

B 20.8.0 ik, Android iz 2R FHE MDX #1 MAM SDK —#&£% 7%, LUER EXXIRK%H MDX EOL SRERMIT £ &
MDX = & iR —F M IBAR MDX Toolkit i@ E % MAM SDK #7575, fER MRS 7 1 @4k 4 MDX
Toolkit (BAIEKR MDX) EIBRARERF, HENREF MAM SDK #iTHARFEE,

%] MAM SDK #1TR iz EEE, Citrix FEiE#H—FiEN, FEFRFEEERRITEDRE.
BX MAM SDK  (FisihR) HIEZHEMER, BESHAUTXE:

+ MAM SDK #fiA

« %% 518 LR Citrix Developer 845
 Citrix BExXE

o YEERF Citrix THRRmNTE SDK

BEFRMN ERINEEBNEININEE, BEHERML TSI

« % Citrix Endpoint Management #3572l 10.12 RP2 & ®EEhR4s, 3% 10.11 RP5 REEARZA,

o BENBNAEFEMET 20.8.0 HESRES

o R HEHEIIRZA 20.8.0 HES R

s MRBRARERAE=FNAERF, BSYUETRET Citrix BopErF= N AEFHN MAM SDK Z51% MAM SDK
BHIE=SFNAEFP. ENFERENBREFEHLIFRNEEHE MAM SDK,

} =

=W

XFMEETEHNEF A MAM SDK,

PR

+ MAM SDK {xxz##7£ Citrix Endpoint Management Z8Z#~7 Android Enterprise SF& T £ G ARERF.
NFHAGHNRARER, RIANZZETEENME,

+ MAM SDK (N2 #FEFFERIME, =k MDX &,

« MRAEH Citrix Endpoint Management, 3 BSRBEXHTERRZE R 20.8.0 RESRANB N AR LT
7, Mi&% Secure Mail B RESHMEEZERIERE.
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7z Citrix Endpoint Management #E & Secure Mail B, JEINEE &L LR MDX Toolkit (E9|BkR
MDX) EEMARERF, HEIRZH MAM SDK #1TRAi2FEE, Citrix BINETRE MAM SDK, EJ MAM
SDK MR LIZE S, XATFEERARERN—5 MDX Thig.

AILA7E MDX 5 MAM SDK B8R 285 P IREXLA T SRBR IS BT .

+ MAM SDK
« |Hhk MDX

=  Citrix Cloud Endpoint Management

File name Secure Ma
MDX
App Description Managed Enterprise Application
1 App Information
2 Platform App version
& 05 Minimum OF version 110

Maximum 0% version

Excluded devices

Remove app If MDM profile is removed (T )
Prevent app data backup m"’
Farce app to be managed ([ )
App deployed via Yolume purchase
MDX or MAM 5DK policy container MAM 50K
{ ® Legacy MDX ]

~ MDX Policies
Authentication

7£ MDX 3 MAM SDK SRR 25358, REEEEMMIBMR MDX 249 MAM SDK, RaiFERM MAM SDK ]
#Z) |5k MDX 8031, EEBEHLAGNEERF. SAMENIBAR MDX, HERAER—I&E L5789 Secure Mail
Secure Web i&E T RN ERIER . TEEER—IRE LBETRARENER.

Secure Mail foriOS ®RFEMIEIS ik, 7£ Secure Mail foriOS &, MRFEREIS ERGH, LURMEFNAF AR, B
AR ANRSRETIR, 3 B2 HNBFaRESHET U ERSE, B LUFEITH B FHb i & 5 S 5 A e FHE
o

Secure Mail 20.7.5
AR

s¢ Android 6.x B2#FEF 2020 £ 6 B 30 BH& R

BXBHEFNNBEFNENER, BEAXERNEH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25


https://docs.citrix.com/zh-cn/mobile-productivity-apps.html#recent-announcements

Secure Mail

Secure Mail 20.7.0

IR BIERIGIE S

Secure Mail 20.6.5

IR A BIEREIEE,

Secure Mail 20.6.0

tEhR A B EREEE,

Secure Mail 20.5.0

tEhR A B EREEE,

Secure Mail 20.4.5

Secure Mail for Android MZhRsiEE, Secure Mail &2#&%¢ Exchange Server 2019 3% # 5 #1 Exchange
Server 2016 £fAEH 16 I,

Secure Mail 20.4.0

o MZHRZSEE, Secure Mail 2#F%4 Exchange Server 2016 £#3%# 15 #l Exchange Server 2013 K38 #7 23
GIEEEN

Secure Mail 20.3.0

Secure Mail for Android 7 “BZE A" glEXHEK, £ Secure Mail for Android /1, &a] LLTEEE FHBFEM
PRBXR AR, REFBIBRS R,
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Contacts

Oz @citrix.com

Contacts
Office

Skype for Business Contac..

ﬂﬂ Categories

Secure Mail foriOS [tARABIERIGEE,

Secure Mail 20.2.0

Secure Mail for Android
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R/IMLER

7£ Secure Mail for Android #1, EEJLTEHRETS B FEREHEN BREF RSN RIMLETR. BRI #E
X1, iE5 Citrix AP &8RO ER/MEETRE FH .

Secure Mail 20.1.5

Secure Mail fori0OS B7iR4s#E, Secure Mail 83Ext Exchange Server 2019 RiREH 4 B9,

Secure Mail for Android

o WABRARD, 7 Secure Mail for Android &1, f&ELATEAMEL R ATIR P IEE. HEFMER Secure Mail

B2 Ao
o X#FICS X, £ Secure Mail for Android /1, ERIUTRSERMIEUREIR ICS X, HEEEABZHEEN
BHFBEH,

« B#&ARZASEE, Secure Mail 8334 Exchange Server 2019 EiREH 4 92,

Secure Mail 20.1.0

MZERRAR, Secure Mail 21F%F Exchange Server 2016 £FRE# 14 B3

Secure Mail 19.12.5

Secure Mail foriOS ItiRAEIERREIES,

Secure Mail for Android H#UEE &iXRIERE, 7E Secure Mail for Android &, ERILUBCEE RKi=MIERM, 2
BEZRIRE, TEKE—% Toast HE, AFEHUEBRIXIREME, BRIEETHERBRIXISEHRIEMME. MUk
A« FEONSEMIBRAT 4 K E F AR

“Bfs’ X#HEHPIHRES. 7 Secure Mail for Android #, EFEfRXHKE, KBRS, HEMMAIER
BigE LER. LLINRETEIETT Exchange ActiveSync hiizs 16 B = ARASHII&& LA A,

Secure Mail 19.11.5

Secure Mail for i0OS Secure Mail FHEXR AEB S, 7 Secure Mail foriOS &1, YEEBEFIERHSIEIE
AN ARY, AIUEERRANRE, BXILIhEENA PRI, 555 Citrix BPEBFOXEE REKAAN
S
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Secure Mail for Android PDF X0 EBEAZEE, 7 Secure Mail for Android &, ETUENBEFHEE
PDF XU R PEFHE, TiRMEEM Microsoft Office MitFrIIEIEINE,

Secure Mail for i0S 19.10.6

IR A BIEREIEE.

Secure Mail 19.10.5

Secure Mail fori0S &/t EFS, 7£ Secure Mail for iOS &, BIUEREBFHEHENBREFEDSMN SN
WER, IEETEETT I0S 13 hESRAIEE LA, AXILIEENRA P #EBI, 58 Citrix BPEEFOX
B/ VY ERREF I,

Secure Mail for Android ttiRAEIEREES,

Secure Mail 19.10.0

&/ Office 365 Exchange Server FB8E X Office 365 fRs383itt, 7 Secure Mail iOS #1 Android &, 7%
Office 365 #J OAuth 59 THMT —%% 7 Office 365 Exchange Server B35, FALLER, &L
EX T EEER Office 365 MIFEM EM B, LLHREGE AT ABAFNEEA Office 365 XiF. THMEBRRME, flN
outlook.office365.com. ZRiAfER outlook.office365.com,

Secure Mail iOS #1 Android X iFNMEEE, MEEEAFEERAFNLETEREY, ANBRISELT BN
RE, UEBHMERTERSN, BIFERMEEE, EaLUHRAMEBIBNERSR, RAXGRFANZRH i0S 5t
Android &N, BEMALThEE, BEAMMAE Citrix Endpoint Management 5% & B 228! MDX &
BEIS B AR H S M TF A,

BERMZEEINEE, &7 Citrix Endpoint Management filah, ENFZELEHKIKILE NBF SN T AN,
XERLUSKIMMEZEER, #EBFEE LNMENBEINENAEF IR TEFRERIGEMIE MDX IMBHRS. 17
¥ HRERE, MARFERBEFELHITREEIBTE. MIEBE, AMFEENEIBNINERERM MDX BB 2% E
T&. MDX E8XNAREF BB EI0T &N M, WIEEERTF MDM + MAM #1{X MAM IFi%,

BINZLRRRIGE NREI ST EINEN, FEREFIAEIE MDX Nz,
BXIEAT Secure Mail MNZEEIE MDX SRESHIEMIER, BB TRERHNMETS

 EAT Android M EhEF= I A2 MDX 5RES
o EAT i0S W= A R FAERFR) MDX 5688

YRERTREGHAEERN, FEMRETHERRBEARAITEEZEERNITIRE:

¢ ATNAREF-AFNAERFIERIET.
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s ATNAREFEETESRET-ESRFNARFFANERAEMAMER, EATNABEFET. LARIAME
 PRIEN AERF—FRIEN BEFIETT.

ETI0S MigE UTHARERERERBIETIOS NEENRMHEMIEER:

« i0S 10 - AR IEEETE THETIRERADIRIERTIRA,
BN - NREFARERER.

o BRNRE - MAREFRAEEMIRE LET.

o IREIBITHD - “REBITHY IRENFH.

YIEHZ - RANBAEFERRELS,

izf7 Android f9i%E U THREREIREESHRIE!T Android FigEMNRESMEEK:

+ Android SDK 24 (Android 7 Nougat) - MRREFEEETaTHETIEERERIRIERFIRZS.
« Bid2RAE - RAERABRARER,

« B3X13 root (RMIEE - MAERFREEIRE root ANRMIEE LiETT,

o IGEYE - REBIT KB

o GEBEME - MARFEMRIEE BT,

Secure Mail 19.9.5

Secure Mail foriOS 3% ICS xft, 7 Secure Mail for i0OS &, TTLUSGIEAMMEZEWRR ICS XHIERNEHEEN
EIBHEH,

Secure Mail for Android IthRAEIEREEE,

Secure Mail 19.9.0

MARRZEE, Secure Mail E13EXT L FARSS 28R4 :

+ Exchange Server 2016 385 13
« IBM Lotus Notes Traveler 10.0.1.0 Build 201811191126_20
« IBM Domino Mail Server 10.0.1

Secure Mail for iOS

« Secure Mail foriOS %3#%i0S 13,
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o {58 MIME 1535 REMLHI BB FHi¢E, 7 Secure Mail for iOS &, YBAIREMKBNEIER, RIEU
MR E A AL EML XX UARRIZHR S, BEEBUREIZEBYE, HoIUEESIRSHNEREFEXEE MIME #7k,
EEALhEE, EERMFE Citrix Endpoint Management =58 EE “IREMSEHE B TR 5
BEHE “RENEDBNE RENEIMEHITIRSG. BXFAER, BRRAUMENOEIREMNEHEETF
ISEN

o ZHEIER U FEBE, Secure Mail for iOS Bififk, BEBSIRMIMMNINE FHEMF, MUAT, HHARREIEGRH
BFMEABTESURER. EFMESIHNEEL, TICBFMEEIMANDME, WIhEEERE LIRMaIEEE
SRV ER F R AR

o« #EMERSEM. 7 Secure Mail for i0S &, TAILUBRIEREHREXIE B EHNETE,. BEHERIISS
WRERR—XRMFARNER, HEBERHITER.

« Bnhfi#. 7£ Secure Mail for iOS &, HEMIPRIHEFAIMREFET, A LUERREIZIRIER, BEMALLINEE, 5
SMEILE > Bobant. ARG, NAIAEMAERENEET. BXIIhAEr AP BN, ESH Citrix AP
EEBN RO EMIBRFN B A B XEHE A B FHR 1,

+ % WkWebView, Secure Mail for iOS %35 WkWebView, 1thIhaEski# T Secure Mail BB FaR{F B A
BEHEENEE EE2UHN A,

Secure Mail for Android B7hRZAN#2, Secure Mail for Android {X7Ei51T Android 6 SiESRANISE
X

Secure Mail for Android 19.8.5

IR A BIEREEE.

Secure Mail 19.8.0

Secure Mail for iOS ZfRAEIEMREILBINTRIGIES,

Secure Mail for Android

« ¥#% Android Q.

+ %5 Google Play 9 64 i 12, Secure Mail for Android #F 64 fil{x & 4549,

+ Bu#7T Secure Mail for Android 89 “THLRIF" AFRE. R Material Design 18/, Ffi1x T
LARIFRINEEM T —L/ ) \eitt, BINERERN, BREIIRERL Y ERH.

Secure Mail 19.7.5

Secure Mail for iOS
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- BEfgXHKBRRES, 7E Secure Mail foriOS 1, BEfsXkaBmRY, HEERAEMEIRE LER. It
IhRETEIE1T Exchange ActiveSync v16 SiEBRRAMIR BRI A, BXILTHEER AP #EBIXH, #H20H Citrix
RPEPOXEERFRETFED

« £ MDM + MAM =X £/ Microsoft Intune i, Secure Mail for iOS ZiFEBSE R, N THEBERL
Ihee, ERMEMEMIEE %3 Microsoft Authenticator ZFBERE. B x%# Microsoft Authenticator
NRRERFRIFMAESR, 5518 Docs.microsoft.com LM THH %% Microsoft Authenticator AR,

Secure Mail for Android
FE:

Citrix BIEEARKER) Secure Mail kr7x 19.7.5, AEBIFRERSEAHLE) Android Q.

« 3+ F 3¢ Microsoft Office 365 iZfTHRILIEAIRE , 15 “EH Web SSO #iT@E " HhE, 1E Secure
Mail for Android &, FHINT —"N2AER Web SSO #HiTEEEMAVEHER, ERALLER, ELUER) &
& - Web SSO” i@d@E s OAuth &, BEHITUTIRME:

- ¥%fEFH Web SSO #{TiBEFHEIKILE T,
- 7E “WIKIAE) RS, EFiEE - Web SSO £,
- MEERSEEFTHRS OAuth BXMEMENSE,

« £ MDM + MAM &= F &8 Microsoft Intune i¥, Secure Mail for Android XiF2 5& R, N TH
ERLLINEE, BEHELENIRE LRE Intune RBEIIFRBRERF. R Intune ARNFPRBERE, &0
LIE MDM + MAM R TR SSO, MAZRBFEAEMEIRTE Secure Mail REI#ITEHINIE,

Secure Mail 19.6.5

Secure Mail for i0S Secure Mail for i0S 19.6.5 SiFAILRMEAAEE, BXEMBEMNRMMEMERT
®, FSHASMEENERENRE,

Secure Mail for Android

. ¥EMBREM, 7E Secure Mail for Android /1, FJLUBISHEREHREXNE HAEHHEE, HXILINEE
AP, ESIE Citrix BREBROXESE N HH S E,

o R FHB. Secure Mail for Android Bftfl, 8EBSRMIMMNBTFERM. LUAT, HHEARBRIEHE
BB FEHGFRAT 2 A ER. ERERZHNREL, TIEBFEAHENAMANMM, HIHREER R LURHAT R
M ERNEFEERT,

» Secure Mail 1B R AEH. 7£ Secure Mail for Android /1, H{GfEBFHHFSHSIGEIERMURE A
B, BEERAARR. BRABRGEREHEEN, NIREFEESIEZAF, NHEEBFHGRSIBIEHR
IR, EGRIFEENRZIERNKE AN, BRERRFRFERMNBERA, BELVBABGASZHLNANF
FURTE R,
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Secure Mail 19.5.5

Secure Mail for Android Secure Mail for Android 19.5.5 fIiE M aeitegf RGBS, BXBREREMNRZTNE
HMinAWFIR, BSREA TN EEE R,

Secure Mail for i0OS

« £ MDM + MAM &= T Microsoft Intune B¥, Secure Mail foriOS HiFB2 &R, A TEERFEALLTH
Bt, BB EEMNIEE ERE Microsoft Authenticator B 2%, Microsoft Authenticator N EIZFEMN
REETRE,

+ %#5 Slack EMM: Slack EMM BFEAT Uzt &R (EMM) 89 Slack . Secure Mail foriOS 32
AR Slack EMM, XAFEIRRER Secure Mail 5 Slack L EREFS Slack EMM R BEFR&E
o

Secure Mail 19.5.0

Secure Mail for Android EIEEME, 7 Secure Mail for Android &1, BILRIEEHNERALFE =,
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Skip

Organize your cards

@ 1 Meeting Invites |/ %
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Skip

Add custom folders to feeds

BEXEEERNFAER, BESHEEENR,
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BEfaxXfkBEmRES. £ Secure Mail for Android 41, EfsX#kaBmRY, HEERIEMBIRE LER. X
HEIhEERI A P BN, E5iF Citrix AR &SP OXEER R EHET,

Secure Mail for Android 19.4.6. 19.4.5 71 19.3.5

XEERR A B REIE SR ARG IE S,

BXRERENREMEMEIMNTIR, BFSFEMNPEMEEERIE-,

Secure Mail 19.3.0

MAhRZSEE, Secure Mail B#EST A FARSS 28192455

+ Exchange Server 2019 Ef&E# 1

+ Exchange Server 2016 218 12

+ Exchange Server 2013 38 22

+ Exchange Server 2010 SP3 L% 26

B Secure Mail RS B[BRBMMTRYIRNIFMES, ESH Secure Mail 4,

Secure Mail foriOS EIBEMIR, 7 Secure Mail for i0OS &1, MEA LURIBIEHERALRIEHEE,
FE:

LthInEETE iPad EARATH,
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Secure Mail

Skip

Organize your cards

@ 1 Meeting Invites |/ %
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Secure Mail

Skip

Add custom folders to feeds

BEXEEERNFAER, BESHEEENR,
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Secure Mail

Secure Mail for iOS 71 Secure Mail for Android R0, A UARIRFRIERE T IMRH LS B F R Ao
BEAILIhEE, BHRREE Citrix Endpoint Management /8 FREBIEER,

B, ZTEHRRBFHAN, BEFIRPEREETINIREA. BRABGEIREE TABTHAES. BEEKRA
ERAE CRER 1 51 o
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Secure Mail

New Message

BEXREENFAES, BSHAEN,
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https://docs.citrix.com/zh-cn/citrix-secure-mail/iOS-android-features.html#internal-domains

Secure Mail
AN IRERHTIEE, 1RERHMNEEINEBoHERS, UWEFHE. XLEFRIHWWERE. BANBRKREAARE

B

AR

S FiETT Android H9ig %, XLEBEXREHWKGBNBEHREN,

TestUser Two

FACETIME
FaceTirme

NTERNET

T XIThal]

BEXANITRRFZSHINENER, BSRANTEFRHIIEE,

42
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Secure Mail

Secure Mail 19.2.0

Secure Mail fori0S AhRAEIEMAEILRAAMEIEE.,

BXEEENREMEMEANTIR, FSFE RN EEER R,

Secure Mail for Android
o B FRIEEINEE, 7£ Secure Mail for Android &, YERLEAFTHERENKRRAAN, ZBERANIZHEE
BEETREBRRENET £, YERIGAMETRR, BERZE. BEETENRAASHLARRNEWEMAEE, Y
TRRRRA AN “B%” B, BERUTER:

- M¥INEUEReE
-

=
N+

- MER

FEHAETRF, BIREE, BETEIELENHN B2 Bif. G, LAUZeIREFi4stAnEiE.
B AR EHHNIEA: FERIEEMERZE, B TERIAANIFHAES,

BRI

E#1F Exchange Web sz (EWS) &8 Exchange Server L FEARES.

BETMEBRANEAESBURT M Active Directory IREXMARIFHMER. EETERNBAANFMER, 5
REEE BT Active Directory HEEEHHAL R REM,

=

AR

It Ih8ETE IBM Lotus Notes RS 88 F RS L1,

« MZIHIRIHES, 7 Secure Mail for Android 1, “M&iAia]” MDX HKESHFMT — & RiBE - Web SSO
BIIET, BB AL RE(EENEEET @i - Web SSO” # Secure Ticket Authority (STA) #
TERASRE, TTUAFSMHIIERS (51 NTLM, Okta #1 Kerberos) £/ “@i& - Web SSO” &
. RYIERE STABR, HAMMHGE&SMEIRS HKEEFHRINED FQDN MRS titinO, B2, MREETEE -
Web SSO %171, MARFEE#HITXLRE,

27z Citrix Endpoint Management #=#il& 7 Secure Mail for Android R LLRES, EHRITUTIRIE:

1. FEHEREAT Android B9.mdx XfF, BXRIFMER, EFSRAN MDX AEFFHSE,
2. £ “WIBIAIE) KBS, BEEE - Web SSO &I, BXFMER, BB HREF ML

Secure Mail fori0S 19.1.6

R4 BE I REIE SRR G IE B,
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Secure Mail

Secure Mail 19.1.5

MARRZEE, Secure Mail B3EXT LA FARSS 28/ 43 :

« Exchange Server 2016 £fRE#H 11
+ Exchange Server 2010 SP3 E#iL & 24

A% Secure Mail RS BREMMTEFIRNIFMES, ESA Secure Mail ik,

Secure Mail 19.1.0

Secure Mail for i0OS

o BIRFRILSRINAE. 7E Secure Mail foriOS A, HERZBARHEREIHRAAN, ZREAANEAEERE
TERRANETIR, HEBRARERTRE, SEREE. EETENRAFHERRREHFERER. HEER
BREAELAN “EZ" EfRlY, FRRUTER:

- Ui
- A2 VIP
- BUH

FALETRFR, ERAILEREE, BEETRIERENN “EZ" Eif. WRFEATEIZEFHMERBRSE
o BBFHBfFEL
BAESE4HNAA: FERIGEMEREZE. BEETERBIARNFRES. GRS HZIXZEFE M.

N EAF:
EH1F Exchange Web fg$3 (EWS) & Exchange Server L FEARES.

STRHEBR AN E4E REURT M Active Directory IREXAREMES (Outlook BHR) ., BRRIEMAVER
REANFAER, EHRFEEEREE Active Directory HECEERIAL B REM,

=

LkThEETE IBM Lotus Notes k328 EAZHH,

o BRWEEMMRSHERNENBR, 7£ Secure Mail for i0OS &, K&iXEtiEl. HAmFHERNIISEBER
MDX $RB&R, LLIESRINEEARIFEHE Secure Mail BB HHR N BNt A SHEENAN B H.

o EFERHNIIE (0365) =17 Microsoft Enterprise Mobility + Security (EMS)/Intune MR EREF L,
Secure Mail for i0OS =X B,

EEAFEHIXENINEE, BHERBREUTBERM:

- 7£ Endpoint Management iz#|& 9, BiX@EHIRER “H.
- BRI IE RIRIG B AR IRE
- BiIEHI BT REER RERIR B A VPR FER & A E AT,
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Secure Mail

- S1% Secure Mail > i&E > B85, SASREAMREE,
« Secure Mail BRALUER Zoom MBRFIMARIN. BXEEFRENHRIBLUMER Zoom WAEFHNESR, &
SFEMBEBIMASI,

o AhRZAX# iPad Pro 11 #~F# iPad Pro 12.9 %7,

Secure Mail for Android

o MifF185RINEE, 7E Secure Mail for Android 1, EEMGRIREEEK, RRFAERE, BERBEXEENS
B, ERREEFETTRHRAPRIMHEFED,

EEILUFE Secure Mail L FAREFHEENM. WRAILER Secure Mail #17EE, WHREEITH. NREL
SEGEF Secure Mail ZEF, NEETNARFYIR, SR LUARMENNARFUEENG. XEHMAE
B, BEHAEEN.

« Secure Mail BRALUER Zoom MBRFIMARIN. BXEREFRENHRIBLUER Zoom WARFNESR, 1B
SFEMBEBINASI,

o BENNENtESHELENANBER. 7 Secure Mail for Android 1, $£iXAtiE. HENERMNTISH
BB MDX F=&H, I2EAEEE Secure Mail BAESE M4SN EIMNM S SHELENAN B FH.

=

£t3¢ Android 5.x Bz #EF 2018 £ 12 B 31 B4R,

Secure Mail 18.12.0

IhA B E I REIE SR ARG IE S,
BXEEENREMEMRANTIR, BFSHEEHRENEEER R,

Secure Mail 18.11.5

Secure Mail for Android

« £/ ActiveSync {5k iR EMEHE B FHF. 7 Secure Mail for Android &, LAAREMEHI R
B, RFGUUMEFRAZ AR EML XHURRZENME, BERKKINZEG, HAIUEE SRS HIEREXE
B9 ActiveSync %k,

ERALIRE, EERUNLERSMNEN & B FHA I REIBIRENEZ NI E B W EHITIRS.
&1 57E Citrix Endpoint Management £ & PR EX LG E, HXH Secure Mail B2E MDX SRE&HII¥
MER, BERERTBEF N EZERFN MDX 58S,

o ITENEEFHREFB RSB, 7 Secure Mail for Android 5, FTLUM Android i&&ITENB FHp4MN B RS 4,
IATENTHEEE A Android $TENEZR, BXIFMER, BSRTENE FAMEF B RS
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Secure Mail

« REEWEZENR, 7E Secure Mail for Android 1, EFRIUERREPEERBENFENBTHME, RIE
EZEHHRIRE, REENZFERTRZER S HEFHMt. BEEERBENIENESZHTEMHE, BRKRE
B2,

Feeds

Upcoming Meetings

TODAY

08:00

Cloud Conference

From Your Manager

BERMH:
E#{R Exchange Web fgS5 (EWS) 72181 Exchange Server & FBRRS.

ERNZERFEURTFM Active Directory 12EXHALRIF4ESE (Outlook @HR) . EELFERHERER
F¥ER, BEREREERERE Active Directory R ECBEHIALR B R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 46



Secure Mail

} =

=W

ItThEETE IBM Lotus Notes RS 88 F RS %45,

Secure Mail 18.11.1
BE:
LU Tia&7E Secure Mail for Android 18.11.1 2 E

153543 IBM Notes Traveler 9.0.1 SP 10 89 Secure Mail for Android F, H&EMHHBFEEHFRERTE ‘&
48" &, [CXM-58962]

Secure Mail 18.11.0

Secure Mail for Android

o FXHFEH, 1E Secure Mail for Android R, &a]LATEHBHAFH B9 F S M4 SerRIREIRB @A, B XIF4E
L: ) .lﬁ%lﬂ?j({q:;eL%Do

+ 7£ Secure Mail for Android F33/5 &8RS #1T T e J 7 HEIETT Android 8.0 (API &5 26) HES
hrA89i&#& EH Google Play EEHITRFIER, HRITEARKT Secure Mail FEIRS. EEERIEE LI
Fal#rRIBR{FES F1E@A, &2 A Firebase Cloud Messaging (FCM) AR #%@H,. BXEAET FCM &
ERBHNEZFMER, EBH Secure Mail BHEZEE

ERRIEIRE LR Secure Mail IRBEITHEREER]. BXUEERNELHMEE, BESHLZHAIRPLXE,
PR
o MREHRBAET FCM poxdA, NEHE 15 2## T —REERY. iItEERENBEFEEESIE
TRERAERBIBITMR.

o HAPNgEIRERFoIERNEN, BRNAGPRNEBRAZBHER.

Secure Mail for i0OS
o %#%i0S12.1, Secure Mail foriOS %#%i0S 12.1,
o WEBSHEIFEBRILNOYE B##1T T1838, 7 Secure Mail foriOS &, 1R AIHIXBAILKCE SIS RIEB R LM
FAFRERIGE LEHNRLH, BXREFMER, 15818 Secure Mail for i0S A ayHEX BN L KEE S,

« REEMEZEHR, 7E Secure Mail foriOS &, ERILUERFRTIEEREENEEBTHH, RIBESHE
HHARIRE, RELEHNEZEBFRTRZET 5 HEFHM. EEEREENEENES BTN, BEREEELE,
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Secure Mail

Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conference

From Your Manager

WEFY:
1R Exchange Web AR (EWS) &89 Exchange Server F4FERARES.

ERNZERFEURTFM Active Directory 12EXHALRFAESE (Outlook @AR) . ERELFERHERER

FIE4ER, BEREREERET Active Directory BB IEHIAL B REEM,
AR

IkTheETE IBM Lotus Notes RS 88 F RS 45,
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Secure Mail

Secure Mail 18.10.5

+ Secure Mail 5 Slack GR%iHR) £/: IERLUSERIE FOREIHERE21iE1T i0S 5 Android Big&E L&
B Slack AR, BXFMER, F5H Secure Mail 5 Slack (Fihr) &R

o BEX#FRAIIEIRINGE: £ Secure Mail foriOS #, UTRMA “B XHFEAEIRINEE

- £ R FPRSAUEELTMEIREANZN.
- EBTFR 24 NHREGEANIVNEETRE R *F, HFRENSKMBRED,

Secure Mail 18.10.0

o ESTHERAF B HEHA Secure Mail @A1i&@iE: 71517 Android O SEBRRAMNIEE £, A LUEREE
B EREEEAREFH AN B RENNAES R, BRI LUER DR EE X ERENEN. EXBEARER,
BEBRENEE,

o IREMEHEHHE (UEEZHAR) : £ Secure Mail for iOS &, ERILUER “REAMBHE" haERE
PRENENBEFERY (UELER) . ERILUSTRERGE LD EEREREPEENB FHititit, EE5H
thIhEe, BEERAMUHNEE “REMBHNEBFEAML” RIRHFIREMNENENFIRENBIERH#HITRS.
BXUILTHEEMA P #BIX Y, 1B Citrix AP BB OXEMLH & B FHl RS,

Secure Mail 18.9.0

o XA “yy.mm.version” BIFHhRAHRES AR, FI0, hiZ 18.9.0

o IREMBHEBFIG (UFELNFR) : 7 Secure Mail for Android /1, EETLUER “RENMBHE” 1)
BEIR SRR INMR N BB TR (WUIERMER). Gl LIS EIRAR 1% 4 BB RECE R B TR tutt, BERMA
thInke, BERNKAEE “REMBNEBFHEFIL KERHIE REMBHVENG &BRBIHRLHITIR
&, BXILINAEMA A RIS, 1§21 Citrix AP EBP O EM LR E BT RS,

o JE-RRYIEIRIHAE: 7 Secure Mail for Android F7, EXIERIRS LR T LI TINEE

- BaRPIMEXHRPNIIEIBERETE R F~H.

- £ R FPRSUEELMEIREANZN.

- 0i7E, BB EANSNEUENHFINENERSN 24 NERET. XESWBIER D ERSKHMEARX,
EZRINARAR, ERNRPERHERAIRERZANFEANZ.

« S Secure Mail HAZE#: Secure Mail for Android #1 Secure Mail for iOS &I BF¥& Secure Mail B
AEHSHIGENSYIBFRNAEFT. BEREALINEE, BRIVLE, A% ‘SHAREH BYYEsElA
M, BXFMER, EBIISE Secure Mail HFEH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 49


https://docs.citrix.com/zh-cn/citrix-secure-mail/secure-mail-slack-integration.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#notification-channels
https://help-docs.citrix.com/zh-cn/secure-mail/report-phishing.html
https://help-docs.citrix.com/zh-cn/secure-mail/report-phishing.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/ios-android-features.html#export-secure-mail-calendar-events

Secure Mail

Secure Mail 10.8.65

« AT 10S 12: 7£ Secure Mail for iOS &, FE{TZIFABATNEE, FIRLLINEE, ATRTRE—MHREFEIZH
SEHITHH. ERIUEENSENSRAELIRREFEIAENEN, RINERT, TRELERABIIZE,

+ 7£ Secure Mail for i0OS #, REERMMRERRALLLFIEA, LIERINAERTLILE P BIMREMIIX S5 —1
BINS 55— %,

+ 1£ Secure Mail for iOS /1, FEIEIREFIREFREA “Secure Mail REBETR” IRBIR BB R AMENIEL,
BRAXEIGER, HEKEIENFUER, §&EERNARFZMAREET, F10 “Secure Mail REBER:
Joe Jay”, BXi¥MEE, ESH Secure Mail sSkEE7R,

Secure Mail 10.8.60

+ Secure Mail %# Android P,

o Secure Mail MEZFER=IE,

 7£ Secure Mail for iOS /1, ERTLIM i0S A XN AIEF RENBFIEHRNXE. X EMER, 58
i i0S Thag,

Secure Mail 10.8.55

Secure Mail 10.8.55 & B EMAFIEINEE. BXEBREMRND, FSREHIERM2EE80EH,

Secure Mail 10.8.50

BB MR IhAE, 72 Secure Mail for i0S &, BJLUER BRIZMAERARZMMNEBR . BIREERFEZRENME
EH R FERAFBIIR Ao
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Secure Mail

Attach multiple photos

more easily

Enter Secure Mail
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Secure Mail

Secure Mail ;5RE%., Secure Mail for iOS #1 Secure Mail for Android ZERRER T E 6 2 EAFTE 1% 8 FHE
. EETEMSIWEIEUKRESEE ARSI

Secure Mail 10.8.45

XHFEES, £ Secure mail foriOS #1 Secure mail for Android &, BJLURERRES BRI Secure Mail BIFR
BARB. BEFBEFEET Secure Mail BBHAFE S, FlE0 “@pFE". “BFE”. “@HR" 1 ‘M. BiRESEIRN,
ERBNEMRIENStE (Fitn “GpF”. “BFE7. “BAR7) EEH. DARSHNEEEERS BIFRELETR.

BB Bt IRE. 72 Secure Mail for Android 1, ATLUBI BIRH A EEEIREMINEE . BIREERHEEFEH
IEVER BF BB FEIER Ao
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Secure Mail

Attach multiple photos

more easily

Enter Secure Mail
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Secure Mail

Secure Mail 10.8.40

ZHFERAM. £ Secure Mail for iOS 1, FIUEHBAHERSEMH. S5EREMEMIE,

Secure Mail 10.8.35

Secure Mail for iOS MykRZs 9 10.8.36,

« EHIMARIEM, 7F Secure Mail for iOS &1, AFRAIMESIGEHM, Flin “#2". B4 M “8E". AFA
LUGER “&EE" M “BER" Massp @i,
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Secure Mail

r b |

Harshith 57
asf
07/06/18, 12:30 PM

_— =

. Accept

Decline

« Secure Mail for Android ;x[O#% A AI1E3RIHAEE, 7E Secure Mail for Android &, TR IRIGE FRYIR[E
WHERRE ohiR BRI BT ANET, NSZohiREIRHEATRBARTS, BIRgE LANREIZHE T BMAET,
IR EREEREZI M H R E A EAE B NE,
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Secure Mail

Reply

5] o o

Reply All

*

£,

X
s

« 72 Secure Mail for Android #, SiVARIRATEEFHHRET. WEHXSIBIEH B FHRHEHE, 7

LOBZ R IR LA T 2 — i RgiE
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Secure Mail

Message view

Monday, May 14, 2018
130 P — 2:30 PAA
Timezone, (GMT+5:30) India Standard Time

labulity

Chalukya Room

Secure Mail 10.8.25

Secure Mail for i0S MEZ TR EEIRER SIMIME: ZELLINGEETT, FEHITUTIRIE:

o EFIREEEIEN S/MIME SEBRR. BXFMER, BSHEAT 10S BUREERE,
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html

Secure Mail

« 1£ Citrix Endpoint Management 0 “LDAP B BEFmEM. FRAMUTER:

- ##: SEND_LDAP_ATTRIBUTES

- f&:userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName }
,mail=${ user.mail }

BXRIMEAHRMEFIREENSE, 3 F XenMobile Server, &&= inENE, 3 F Endpoint Management, &
BIAE P inE .

BEXERARERRNISSMEMAIFAES, BBREHREEEIMNESE,
1. £ Endpoint Management Z#l&aH, SMEIERE > NAERF.
2. i#%#% Secure Mail, A& THHIE,

3. £ “IOSF&” T, WF S/MIME IEH:RE, HEFREZE.

Push notifications region

S/MIME certificate source Derived Credentia

Enable S/MIME during first Secure Mail startup

Secure Mail for i0S 71 Secure Mail for Android 2T 5N : RIVMEERFASMEMER. BNEM. FKi1U
SRR EIRARE T ZEMRFERE,

TEETRT i0S i&& Loy S,
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Secure Mail

Skip

A better way to navigate

between Mail, Calendar, Contacts & Attachments

TEESRT Android i&& EHE S,

Settings has a new home

inside the slide out

Skip
Select with tap & hold

in Mail, Contacts & Attachments

Skip

Easy attachment access

from the tab bar

Attachments

Skip

Skip

A better way to navigate

between Mail, Calendar, Contacts & Attachments

o MERT {REXEREAT.
TEERTIHEE,

Skip

Settings has a new home

inside the slide out

Mailbox

Skip

Easy attachment access

from the tab bar

Attachments

Secure Mail Thie (a0t BA. ERRMKIME) METNET-RAZ P ERRBR Ho
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Secure Mail

— Inbox Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 2:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera £330 PM
Motorhome Or Trailer
Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels

Las Vegas has maore than 100 000 hote
ta choose from, There s something 1o

= S B
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Secure Mail

} =

AR

£ Android &% £, TIENAT-RIZIEFTFEEIMEERTA, fli, NTEMT, MRITHFEFHHRA
AEH, TIER-R=EARE A,
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Secure Mail

| £ o

Synergy 2018 Keynote = This Is How
the Future Works

www.citrix.com/SynergyTV

v Yes Maybe A No

O

in Meeting Dhal In Running Late
From: Communications at Citrix
Invitees: 1invitee

|y TP S N PR SR e ey | [P R, o e

~

o IRERPAEFFAREPRME, fIMNER. BA. BARMMG. BERERE, BREXEZEN, AREBREAT
ARMIKERY, WTEMRT.
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Secure Mail

Mailboxes
£ All Accounts

£3 Inbox
O Unread
[ Flagged

< e

[ Drafts

% Sent Iltems

Contacts

& All Contacts

& jamie.lee@eoprime.com
] Contacts
E} Suggested Contacts

EE jamie.lee@eoprime.com
] cContacts

] Suggested Contacts

Calendar

Eﬂ jamie.lee@eoprime.com
+ Exchange Account
+ Personal Calendar

ﬂ jamie.lee2@eoprime.com
' Exchange Account

~ Personal Calendar

(23 Outbox
E[ Deleted Items
] Archive
Eg jamie.lee@eoprime.com
£43 Inbox
O Unread

[ Flagged

<

o BREMGIRATERE, £ WRHE.

= Inbox @

® Avery Taylor 828 PM

Why Las Vegas Hotel Rooms For You

Las Vegas has more than 100,000 hotel rooms

to choose from. There is something for every
® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
Steven Todd 3:28 PM

Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms

to choose from. There is something for every
@ Chris Herrera 3:28 PM
Motorhome Or Trailer

Hide All Calendars

“SEBART MM NEFRRM.
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Andy Liu
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Chuan Lim

Citrix Car Wash (GNG)

G

Hannah Citrix.

B

Attachments

EE jamie.lee@eoprime.com

Files =

Recent

12/2117

Q4 product review.pdf
2017 Q4 product review
204 KB, Elsie Newton

product images.jpeg 12/2117
2017 Q4 product review

204 KB, Elsie Newton

Q4 product review custo...doc  12/21/17
2017 Q4 product review

204 KB, Elsie Newton

Q4 product review.zip 12/2117
2017 Q4 product review

204 KB, Elsie Newton

Q4 product review.exe 12/2117

2017 Q4 product review
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Las Vegas has more than 100,000 hotel rooms 204 KB, Elsie Newton

to choose from. There is something for every

product images.jpeg 12/2117
2017 Q4 product review

204 KB, Elsie Newton

@ Birdie Walton 3:28 PM

Coventry City Guide Including Coventry Hotels

Las Vegas has more than 100,000 hote
to choose from. There is something fo
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= Inbox O Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 328 P
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera 28 PM
Motorhome Or Trailer
Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM

Coventry City Guide Including Coventry Hotels
Las Vegas has maore than 100,000 hote ;
ta choosa from, Thara 1s ﬁurnr;'-'.hing ]

= S E

o UTRBENNERSA LAREMH:
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- AZERN: BRA LANEHEN, ARSMEEZIED > RSP &R A ERED EE,

AR

IEETRE Android i&& LA A,

- BER Bt BRIETERRE TG

o DEMEE:. BIRATREBXHEN 2 EME,
o “BE7 IuniRfEiRi: EEBRFHOEN, BEUKE. 2BEERES, MTEMR.

< [ B T e

Show pictures

Synergy 2018 Virtual Experience D

3 Things You Don’t Want to Miss During
Synergy

There's a ton of awesome stuff happening
this year at Synergy, but here are three
things you really can’t miss:

1. Play the Synergy
Game(s) as you watch the
keynote

Whether you're at a watch-
together event or at home,

pick and play one of the
Synergy games! The games
will help you follow along and
get a better understanding of
our vision and mission for the
future.

2. Literally fly through the
Synergy conference center
Get a virtual video tour of
Synergy as you fly in through | &
the front doors and
experience the Keynote area,

Forward

Reply

| J

L Qnarial Hith Maat tha Fvnarte | |-

44 ] 528 B

[
(1

o EEBFHMHEN, UTREETAIMERE LA

Ric: BIEEIARICE FER M.

RgA KRR BIREREFEMEFARISARIR.

RR: 3R rIMIRREF B,

BZE: BRaHERIEEHEMAIARE, FlW B’

HBE

i
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- SR BRAEESKRIE N
- BR BRIREREN
- “BE” Hohigfrieil: BEEMNN, BRARL. 2BREHEE.

< [l

Synergy 2018 Keynote — This Is How
the Future Works

www.citrix.com/SynergyTV
Tuesday, 8 May 2018
9:30 PM to 11:30 PM

[eXeXe]
[03 388 ©)
Join Meeting Dial In Running Late
From: Communications at Citrix
Invitees: 1invitee Forward

Reply All

Reply

| o P S SR NN SO FAD | N VY & RS A & NN PN T RS

& = 5 = & = 5L

EEEMN, EHMMNERE (B, “B7. “GE M ‘R) BEEMEE, IME4EAEE TR

KRAALE
o AILURIREIEITEX R A EohiR(FIRE, WTERT.
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« EEBRARARN, LUITREETAUMERE EAIRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

68



Secure Mail
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- i BIERFIRERR A
- BZEN BRBEEGFEEEMAIBIRE, fli0 “MmEERe". “HE" W W
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- REE BIERFRERAR A

- #% BRAZERIEEEMAIRRE, flin “HEBRRAN" M MMBIERE,

<

& 2

<"z Add to VIPs

INTERNET

Work Email

ALIAS

Alias

FACETIME

FaceTime

& - 2

[0}

Q.
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AR

EMFR i0S ®E EWENKRRAN, BEFZBRAN, ARKRERFENRERIHMER, WTFERFRR.
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Cancel

ADDRESS
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DATES

NOTES

M

Add Address

COMPANY INFO

Add Company

Add Personal

Add Date

Add Note

Delete Contact

= 2

Save
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o HiF: BIRHT B EERS SRS B SR AT N WA E TR
o R BRI

Secure Mail 10.8.20

« Secure Mail for iOS MAEZIFFERAREZIEHITEMMNEHIIE. EXRESIENFACEE, BSRERT
i0S BYREEIE.

« Secure Mail for iOS ZiFEERHZEM, EEEMAMHREIE Secure Mail RERFEBITHR, GRS
WA LUZIWBIR A EmEM, LIEEETERENSMIIINETEPIENEMNERIEEERS I, BXEAEE,
BEBIREE RS E,

=

AR

BTFARRENPEEAIFEEHERBNIIEEFMHEE, R VIP S @EMAEa M.

« Secure Mail for iOS ML RTF £, TJUEEHNEFIHHER PEREGRER. EXFAEE, BESH
RTF &8,

Secure Mail 10.8.15

+ Secure Mail for iOS H7E#% RTF £2, AIUEEHNBFHGSEREREGNEE, BXFHEER, B2
i@ RTF %8,

+ Secure Mail 2 #f Android Enterprise, L\gi#53 Android for Work. @ LL7E Secure Mail #fE /A
Android Enterprise M HEFAIZRMNTEEREEX 4. BXF4MES, iH85 Secure Mail ##y Android
Enterprise.

o ZEBTFHMFE, Secure Mail EEMHANER. MEXREETENAIBMLES, Flin, GEEFHIBHE
EER URL 98k, Secure Mail #EIERIAZEMLE LURENABHHTE,

+ Secure Mail Z#HIIE, FHXWIERET OAuth SENENIIESAF BMBBNEESER. hIHaE
#F%d Office 365 fERMERFIIME Active Directory Bx& BH38IEARSS (AD FS) St S m1R1HI2R (IdP).

o IR T MIFIEAERERIMERE. BT LU INIRIRHR TN BT IR T2 AEEE.

Secure Mail 10.8.10

o SIFFTENEEF IR, Secure Mail for i0S SzHTENERFHB4Hi

« @A Microsoft office 365 M= I8IE, Secure Mail for iOS TR IIE. HRAWIEEET OAuth <12
WEHIIESAFREMBBNEESER. WX FaEE Office 365 EMAIMBMMAE Active Directory Bk
BEMIIEARS (AD FS) URSMHRERER (IdP). AX¥MESR, ESREA Microsoft office 365 H#=l
S1H3E.
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Secure Mail

} =r

AR
tEAR AR #534 Endpoint Management 5 Microsoft Intune/EMS BY£ERE 5 B # UL IiE,

IERRAE3E R MIMNERIAIR) AD FS 8937 =Rz I8IE,

EAMEFEMEBE R

June6, 2024

Citrix ZFMREM MRAENBHEF DR BRF#HITHAR.

Secure Mail foriOS 24.3.0
BEEREm

o REMIHZEMAMT Secure Mail, BRLAFERBEZNAEFNETESKEUTHIRES:
‘SRS BIEEEN. BloMEER
[XMHELP-4538]

o F4&Z| Secure Mail for iOS hitas 24.2.0 |5, MERAKBPARET LA Secure Mail, #{i1sUkEILL TR
HE:

“Secure Mail FE:xiFaMRS 38, BEAEFMANRS S, MBENEEND, BRAGH T BR”
[XMHELP-4539]

o HRLHPEIAE iPad &% LITH Secure Mail BY, ZMARFRFLEME, HRBFEFiETiPad 17.3.1
KEBhRANEE. [XMHELP-4541]

[=Failal=
Itehi A 3% A B REE,

Secure Mail for iOS 24.2.0

BEE 88—

« 72 Secure Mail for iOS &, ERTEEZEBHTIE LERE “FIN” R (+), XKMELECIRTNBEHEMF,
[XMHELP-4460]
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o HFMLKEZRD, Secure Mail IT3%7E iPhone # iPad i&& L ES B FlR, [XMHELP-4473]
+ 7£ Secure Mail for iOS S fERRBERET, EAIBETERIREBEF I, [XMHELP-4499]

[=Faila)=
Ltk 3% B RNIE .

Secure Mail for Android 24.1.0

BEE89R)=

o ZFHITHAT 10 MB B9 FoB-KifEd, Secure Mail for Android £ BTN, [XMHELP-4399]
o 2RXFTHF.docx R BB SMAAIBEFETeB N B F MR, Secure Mail for Android %8BT
Rz, ¥ Polaris SDK kEHBISH LA, [XMHELP-4491]

[=Faila)
ItEhi A Fi%H B RiE .

Secure Mail for Android 23.10.0
B8 a5

« M Secure Mail sTFHEfaIMI¢ERT, BNMEISE k%3t Citrix Files FBRERF, BUARESEES (K) > THA
I T 5 23 Citrix Files 3%&m, [XMHELP-4437]

o FSHIINEIZE Secure Mail FIRBIBISIGEIE.ics XA, BAIAEREET.ics SXHTE B RMSIVETE
Eb BT YART jEBE—/\BY, IR IRE B SR X, [XMHELP-4429]

« ¥ Secure Mail A& FIhr7A 23.8.2 HEAREEN, E/EFNE FEMHIHNATRERBRINM, 2ELIKS
() #=5HBY, EARERBARRIRETIR, [CXM-112699]

B

ItEhi A 3% A B AR,

Secure Mail for Android 23.8.2
SEEREm

KhAFRHE BEENR,
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=&l

¥ Secure Mail A% 2Ihr7 23.8.2 HEARERNN, EETNEFEAHENTERBERZM, BHEIKS ()&
HEY, ERIRERBERIIRBIIR, MR ER, AILUE Secure Mail iR 2% &&EN, [CXM-112699]

Secure Mail for Android #1 Secure Mail for iOS 23.7.0

B2 R

IhRAEFERE B BERE-,

=&l

Itehi A 3% A BRI,

Secure Mail for Android 23.8.1

BEE R

KhvAFRHE BEERNR,

B
Itk 3% H B RiE .

Secure Mail for iO0S 23.9.0

BEfEE 898

« 7£ HCL Domino 11 BR£228 (&R Secure Mail for i0S 23.2.0 kRAE, REgeT 2 RI=x 2 AR ERBE T
BRE, Secure Mail ERBFHMEEMINAR, BUEEAMKEE], [XMHELP-4306]

Bx1ie)E
Itk %A B RiE .
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Secure Mail for Android 23.8.0

BiEEmN

FhrAHZE EEEIRE,

=&l

Itehi A 3% A B RiRE,

Secure Mail for Android 23.7.0

B2 R

o EEREARRIREIBHEHIREREH, B Secure Mail FEIRFAREENRAT 2 HIL LA, [CXM-109036]

[=Fala)=
Itk 3% H B RiE R,

Secure Mail for Android 23.6.0
BEE/EMm
YIREE B FHREMIEE, FTRESEFIKED, BF “FrlEEdHE”, MREFEHAME Secure Mail for Android 23.3.5

HERhRA, WEHIILER, BEEREKEMMEFHENE, EFHKE Secure Mail for Android 23.6.0 EH
7S, [CXM-110137]

=&l

Itehi A 3% A B RiRE,

Secure Mail for iOS 23.5.0

B2 R

o YEWHEIHFEBNBTEHHE Secure Mail RITFFES, BFEREHMIERIRERSEH . [XMHELP-4247]
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=&l

Itehi A 3% A BRI,

RIBRRAFEIERIEEM EZE YRR

B X Secure Mail WRIBRRAFHEM M EEEMNR, ESE Secure Mail EFIEAM EEE R HEIE
Fo

ZR=E Secure Mail

February 27,2024

Z7£ Citrix Endpoint Management (LLEI#r% XenMobile) &€ Secure Mail, BRBUTEMS Bi#iTi2
fE:

1. A1L& Secure Mail 5 Exchange Server =t IBM Notes Traveler B 2885 7E—i#2, MimifE Secure Mail
5 Microsoft Exchange 5% IBM Notes #Ri¥RF% . dNREEABZ IBM Notes, iEELE IBM Notes Traveler
fR$328. BB EA Active Directory i@ Exchange Server 5§ IBM Notes Traveler [RE288#1TZ 1 1IE.
EX¥ER, E2A%EM Exchange Server = IBM Notes Traveler fR55 283,

BERERN:

Fi£%% Secure Mail sravEB+5 IBM Notes Traveler (LLgT#7% IBM Lotus Notes Traveler) E#.
Itk Lotus Notes 5=AIhaELMIAZ L, Eib, HEM Secure Mail HHIBRIARE H <IN HBERT, &
F7£ IBM Notes Traveler fR55 28 EMIBRIZER 4, MRAFPESENBHENH, ABELZEHHTME
FAWRIBEERITIRE, &F5EK, [CXM-47936]

2. AILLERBAM Secure Hub i#47 SSO. ALk, &7 Endpoint Management 21 &+ E2E Citrix Files itk
F{EE, ¥ Endpoint Management FB1E Citrix Files 89 SAML B3R {5125, BERE A Active Directory
E18@ Citrix Files #1755 %83E,

£ Endpoint Management =%l& = ECE Citrix Files P {E 2 2B FFrE Citrix %, Citrix Files &P
i%#13E MDX Citrix Files ®FifM—RM4IEE, HXEMESR, E5A7E Endpoint Management izl &
F2 & Citrix Files tk P52 LUAF SSO,

3. M Citrix T#iis= T Secure Mail .mdx x4,

4. ¥ Secure Mail #n% Endpoint Management #E.& MDX 588, AXFMER, BSRHFNNARER,
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} =r

AR

B Secure Mail 10.6.5 kg2, AILH Secure Mail for iOS #1 Secure Mail for Android BEE#if MDX 9347
FBg, Citrix WEDHEIELUIRS=MERE. “Google Analytics Bi¥MEEBR3)” RRAFEIEEHIETUS
W ATIHAEXE, EREZNE, BEEZATAPTERE GIFERENIIBN AT, X—MEIRERT 25
19 Google Analytics %8,

RIRBIGENERN, RITRWENTRENHE, JINENTEFILBIEEZENABFREQAE, BRARKRINIFIER
AR&HER. BT ASHESHBFTKREE Google,

o REFIHER, BIMIRERGMA. NARFRAMSEES
o EAER, g0 ActiveSync irsF Secure Mail ARE8shias
o FRAENMIES, 150 APNs . SRS MAR, URMGTHANBRRT

S5R8EARE, HIRBRENTEN, BRREEAHBENHES. BRAMEATE,

ficE Secure Mail

November 1, 2023

A LTE Secure Mail HEREBEHER LU TIHEE:

« @ office 365 M HHIIE

o EAZM Exchange #TREFHNHIE

+ Secure Mail MEERS

« &£ Exchange Server 5% IBM Notes Traveler fR5528
« IEMAT Secure Mail B9 S/MIME

« @A Secure Mail #9 SSO

@\ Microsoft office 365 B9FTI0IE

February 27,2024

Secure Mail &z#5mE @ Microsoft office 365 B I IEAE Active Directory Bt & B I0IEARSS (AD FS) &%
RERF (IDP), FXWIERET OAuth NS MIIES AP EMEBMEEMER. £/ i0S1&&M Secure Mail
FAR1EEEE Office 365 RAILFIAEFIERNEHIIE. FRE Secure Mail BY, AFEISEFIHIERHTEHR
i, MIEBTRANEEEHAITEHRIE

TEMRSIRIEZ AT, BHITUATIRIE:
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1. J3 Microsoft office 365 BRE#FHIAIE (OAuth)
2. ERAIESEA Office 365 ik, URL AN IP tisbSErE, MHFERSIEEAIRERS. GXF4ES, BSHE
Office 365 URL #01 IP 5B E A Microsoft x4,

AR

- BEF#ieIERES Exchange BIFERRS R, 155 1% Microsoft x4 iy Exchange ActiveSync device
settings with Exchange hybrid deployments (Exchange ActiveSync i&&i& &5 Exchange &
BERE) o

Citrix Endpoint Management S\ E &4

£ Citrix Endpoint Management =%l &7 /5 A LU T 5RES:
3+ FiET i0S Mg

+ Office 365 SAIIENEI: LERBSATaR1E Office 365 FEZE M, BIERA OAuth MHIHITHMHIIE, LS
BRAEBUNEERN A TE:

- FEF OAuth: 7Eik/ AZE HAIE A L SR IR IT R A S A0,

- % OAuth 5EFEMNBBLEAER: EEHRIEREERILRERER OAuth 1hille AFXIA OAuth
MR RMBERURSESHIRIEAN (FIik).

- ¥ OAuth 5ZFiHiEBESER: WNRF Office 365 MEBNNITETFIEBHNSHRIE, EEMILRER,
BINELE R A OAuth,

3t Fiz1T Android FYi8E:

o 3t 0365 EAMNNIE: ESHIIERIEIERILHREE(ES OAuth il
« £/ Web SSO #iTi@E %K. EALLHRIKAI(ER) @& - Web SSO” @id @& OAuth Ji&E, iEHh
ITUALTHRE:
- R Web SSO #{TBEFHMERIILE N,
- 7E “WIKIAIE) BT, EFiEE - Web SSO £,
A=W
BXEBASTANGER, BZET STA EEEIARS S,

- MNEARSHEEHRHRS OAuth BXMEMENSE.
iOS 71 Android & & HRRSEES:

o HIXBWIENBEEXBANE: WERIRATFESHRIIEMERINA P REFR &

« A5 Exchange Online E#1%&: /1L SRERE XA B ik F B2 OAuth MHI# 1T 53 RIEM T 5 Ex-
change Online EMBMFIR, XZES HFRAIIE, Hli0 server.company.com, server.company.co.uks
HHIRATUBEBRINESE URL, BFREERNT. BIMES outlook.office365.com.
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« T15 AD FS £H\R : FAILHERE X ZMTE Office 365 OAuth B IIESiEhiEZ A Web TTEAEIE AD FS
FNBTR, FRBESHRER, w0 sts.companyname.com, sts.company.co.uks
MRZFIRAZ, Secure Mail R BohBEFEZER, Secure Mail FIHMENSBS Office 365 BHIIELIE
FiBEIH Web MEM ENZ#ITEE, HRETBEEEA HTTPS thil. 1, sts.company.com
BIHEN—INENBEBFPEME https://sts.company.com i}, ERNEEEZREFZRNERLT,
Secure Mail ¥3E7 %5, BiAER Llogin.microsoftonline.com,

+ Secure Mail Exchange Server: {ERILLEESE X Exchange Server fysthit, AT LUER L HRESIRIBENE
RTE XA AR SS B3 ith it s = AR S 283k,

« BEE HTTP 451 EEM: BEXNAREEEAMNEREL, BESAHIRPONE Secure Mail ActiveSync
redirect 451 (Secure Mail ActiveSync & 451),

fEi%% LRIFEREE/S, Secure Mail for iOS M@ T HNWKIERE A,

PRI
o MREEEHIFRHEAIMNEIE, WEEERERT I0S WEEHIXENIIEE. BXFENRXBMOFAE

B, %% Secure Mail puEzEH,
o MIRBEEBTETIEBHEMNIRIEEN, FZFZMHKF,

Secure Mail %8

BUFRARYILE TR Exchange BRE4EHIEEM Secure Mail 5BE:

Office 365 BHIRIEH] Al AD FS Online #1 @15 Exchange Online

Exchange &gt %/ 0365 ERHNKIE A ENE

7 ES FEFA FEFA

BE* F AD FS/IDP Outlook.
office365.comg
& URL

Exchange Online F AD FS/IDP Outlook.
office365.comsk
& URL

Secure Mail Exchange
Exchange Bty Server S AMLEARS (I0S) SAM%EARS (Android)

Ittt Exchange #s#thEH12 it it
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Secure Mail

Secure Mail Exchange

Exchange Bt Server S AMLEARS (I0S) SAM%EARS (Android)
BE* Zsih. Exchange Online  #sih. Exchange #s#thE #s#th. Exchange #sthE
FNE e M. AD FS/IDP (1XPRMA
=)
Exchange Online Outlook. Exchange Online £#1%&  Exchange #As#tiEH A
office365.com AD FS. IDP

*Secure Mail ZFAFBITEMFEAES Exchange R,

MR AP HEFEE T 2] Exchange Online, Secure Mail B MILER, HiRRAFERHFNRKIE, ME
SEMEEEHKR,

Secure Mail 5 OAuth %#51%

TRYHE T i0S 1 Android i&&_EAY Secure Mail OAuth 3F5I%:

B{pIoursss IDP/4M2B AD FS IDP/RE8 AD FS Azure AD Intune
BRRfMNEs b= = = =
B IRIES = 1%PR Android 5 5

i0S 71 Android 357 Exchange #1TREEHFHNKIE

November 1, 2023

BEMAKIE (HMA) BE—FAFSHEERAAR, EERERLNAF SHRIENZNAZ. ERNETRATF
Exchange BRE&523 A MRS IE,

HMA RERAF BMEBIET OAuth SIS HIRIE, ©AFARERFEAF A OAuth Sh#i 4 Exchange,
OAuth <22 MZHRNK, FRAFTRRIEEERAFSNAEERRET FSARANIARRIPER, HAdi
Exchange Rt T ER LM B EES .

Ax HMA F9i4iE S, 385 Announcing Hybrid Modern Authentication for Exchange On-Premises (%
mER T4 Exchange BSR S HFZNIIE) o
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Secure Mail

MDX REgHFAIERIELL

il HMA 7£ Secure Mail iOS #1 Android Liz1T, &7 Office 365 £9 OAuth Z#5E9 T3 MDX SEBHITIULT

B

+ 33F Android, iEERY 0365 EAMNSHIRIEER,

$F i0S, &% Office 365 FHWIENFIZE R OAuth 5B 2 MZRD
+ 727815 Exchange Online H A XAFEFHAE 4 Exchange URL.
+ 1£ Office 365 Exchange Server XA FE g NF P #4s# Exchange URL,

. %E—F_io

R 7EX MDX KBS #IT EIRER 2/, BHRHAERM Exchange t89 HMA & &, BN, E2MAYT 0365 FEAM

Eran3vin i

Android #89 Office 365 #y OAuth %4

» Deployment Rules
» Store Configuration

i0S ##9 OAuth %55 Office 365 43

kkkkkkkkkkkkkkkkkkkk

» Deployment Rules
» Store Configuration
» Volume purchase

BREXRENERE, BETUTEERE. 2& Accept (EX).
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Secure Mail

305 G *0

Sign In

B% Microsoft
azl@smblr.com

Permissions requested

Secure Mail
infe

This application is not published by Microsoft or your
organization.

This app would like to:

v Read and create your online meetings

s Access your mailboxes

Read and write to your mall

Send mail as you

Read and write to your calendars.

Read and write to your contacts

<< <K

Sign you in and read your profile:

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms for
you to review. You can change thesz permissions at
https:fmyapps microsoft.com. Show details

Does this app look suspicious? Report it here

Cancel Accept
Termsofuse  Privacy & cookies -+

ik BEERBILEERE, BERITUTSE:

+ T Microsoft Azure [ 1P,

o EiIEFIERT, SMEINAEREM > HMA-App.

+ 1£ Configured permissions (EZERINIR) 25T, BEH Grant admin consent for CRMC30nlin
(#%¥ CRMC30nlin EBREE) &M,

@l 2 Search resources, services, and docs [G+) o 7 A jimholtz@CRMCS

Dashboard App registrations ihA-App

= HMA-App | APl permissions  # - b

P search (Carl+) « () Refresh | Got feedback?

B overview - ’ " -
A fou se editing permissiaris] to your spplication, users will have to consent even if they've siveady done o previcusly.

& Quickstan
#" Integration assistant Configured permissions

Applications are suthorized to call APIs when they are grante
Manage inchude 3ll the permissions the application needs. Learm more
B sgranding

T #dd 3 permission I " Grant admin consent for CRMC3Omline I

B Authentication
AP/ Permisgions name Type Deseription Admin consent req...  Status
Certificates B sacrets

“ Migragol

I Token configuration

User.Raad Delegatad  Sign in and read user profile No @ Granted for CRMC30n
2 AP permissions

& Eupose an 471

full_access_as_app Application  Use Exchange Web Sarvices with full ace Lo Yes b Mot granted for CRMCS,
L Approles

& Owners

PRI

o EM HMA IR B EARL, HAMIBRIMB WS HE Secure Mail REFBIEFIK,
« 0% MDX %B&H Exchange SBSFRILE, AP RBELEFER Secure Mail,
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Secure Mail

Secure Mail WE &8RS

February 27,2024

E3&3d Citrix Gateway SR RSE 2, BEEERE Secure Mail IEEBBRSE. 3§ Secure Mail #i0Z Citrix
Endpoint Management (LL#i#7 XenMobile) /5, &7 MDX M AR RERIEBFREEARS.

ficE Secure Mail N8RS

1. FRAEEREIEESE Endpoint Management &4 &,

2. ERIEHAR, PEEERTF, BHEUMARRF, % Secure Mail IR, RERERE.

Analyze Manage Configure
Device Policies Media Actions '_\"‘.-'!TE'[ ile Enrollment F'(‘l‘IF_"S I]{'Iuw:-ry I:J'('u.rli
Apps Show filter
] I & | ]
Add Category Export
lcon App Name Type Category Cr}
é’-) QF_Android MO Default 8/
QE_ios MO Default B/
SF_i0s KADX, Default 8y
& Wb Link Default af
m SecureWeb MO Default 1o
@ Citrix Flle Amdrobd MO Default 10
E SecureMail MDX Default 10
D SecurehMail MDX Default 10
E SecureWeb MO Default 1

3. £ MDX SKEEIRBEEMN T AR S F, RIBFEEE I0S ;X Android ¥4,
4. ENRAEFKERS TR, RERK.
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Secure Mail

Apps

MDX App Settings

Secure Mall Exchange Server
1 aApp Information

Sesture Mail user domain
Z Platform
Background netwark services

Background services ket expiration

Background netwark service gateway

fE& MRS58 MDX N B2 RISECE

LUF MDX Rz 2R HB8 &0 Secure Mail 5 Citrix Gateway. Citrix Endpoint Management ig$523. Secure

Ticket Authority (STA) BR5328 LUK AR AR S5 23 A0E S

RIZ&iAIR): “MIL&IHIR)” HRBEIETE Secure Mail E R LUfER VPN i5ial/E & WEIRSS , HEFARERE A UTRE]H

&Eidi% Internet,

o MBKMLK R RIKILE BT BEERINBME, WREFEMERSHFIH URL 7T LUER Citrix
Gateway, FIRREMAIAEREIMED Internet. BRUIAERT, Secure Mail i5ia] i@ @& EREEI N

2

o WNERIEMLRIFIRHRIRIGE ARG, WATLLET Internet LRI &i%EFKE Secure Mail WFRrE B, FEA

VPN a8 iRS.

MDX

1 App informatios

2 Platfarm

Secure Mail Exchange Server: i%i§ Secure Mail Exchange Server 5E&I& B Nl IRSS 23T 2 IR E RIS

# (FQDN)

SEMERS: “EEMERS” HIRIEERRET Citrix Gateway #H1TIHIRIERFARSS 23H95 IR, FIHEMBFIKA
ESHRERRNEOS, FREREZEREASTSEMERERE. X TFaptiRSE, g% hostnameFQDN
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Secure Mail

:portnumber, Fl: maill.example.com:443,mail2.example.com:443 (BS2EEEE
1%)o

EEMERSMX: “FEMBRSMX" HIHEIEE Secure Mail B FEZZIHP4ARSS 3889 Citrix Gateway, 3F
F Citrix Gateway #uit, 83E: citrixgatewayFQDN:portnumber, #l: gateway3.example.
com:443,

SARSERIHAE: LFRBIEEEAMERSZRNERI. Y Secure Mail i@ Citrix Gateway EZZIAB AR
%236¢, Citrix Endpoint Management & H— MR FEZEDIASFHRARS B[ ShE. LIGBHETE Secure Mail
AR SRR Z BIARFEEET (B, SIRZ ST ENRE, WARERTSHNEIEAET S H SRR 28, 8
SEEIREIE, AR RAENRERUERT T, LSEMRIAER 168 /e (7 X).

BEXEEMRSH MDX M AEFRIBHIFAER, BSE:

« &ATF Android B9 Secure Mail I BiE=18 & FIR
o IEATF i0S #9 Secure Mail N BIEFig B FR

TEETRTEERUNXEREERNER.

Background
network service

Citrix Gateway

Background
services ticket

Background

network services

gateway

Mail Server

expiration

XenMobile Server or
Endpoint Management

UTFEEZRT Secure Mail SERHARSB[IERLE, SMERERBEXKHKZENTIR.
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Secure Mail

BEEEETIEp AR 28

Secure Mail direct ﬁ
Ito mail server

Mail Server

BEREREINR AR S5 2RAI R

o MLRI5IE): TR

WRMLKIFIE A “AFIRE, WA EREEFIER:

« EENERS: TEA
« EERSEEIHEE: TER
. EEMERSMK: TiEM
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Secure Mail

B STA EZEIMBHARSS 25

Secure Mail using .
STA to access mail ﬁ

server " Citrix Gateway

XanMoblle Sarver or
Endpoint Managemeant

FFi@d STA EiE2aR4-ARSS B3 A SRR .

« WKifIE: @& - Web SSO

cEAMLRS: mail.example.com:443,maill.examplel.com:443, outlook.
office365.com:443 or vanity URL:443

- EERSFEIEBIHRA: 168

. EEMEZREMX: gateway3.example.com:443

AE:
Citrix Bi¥f&33 Secure Mail &/ STA i%E#Z, FJ STA EIETIF KR EMNAIEERE,

BX STAWMFAER, BB Citrix HIRF L E,

%£r% Exchange Server = IBM Notes Traveler 35533

February 27,2024

797 fE Secure Mail 5EB4ARS B FRAY, ATLE Secure Mail 5 FARABMLE o Citrix Gateway FEH
Exchange Server = IBM Notes Traveler g5 25185 /K.

« EfgE Secure Mail WEEIRS, B5: Secure Mail WEEIRS.
« &} Secure Mail B2& IBM Notes Traveler BR5328, B2 v Secure Mail B2& IBM Notes Traveler i
E=E
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Secure Mail

BERER

Toi£3% Secure Mail aveB5 IBM Notes Traveler (LET#R7 IBM Lotus Notes Traveler) E#, It Lotus
Notes E=AINRELFIAZ HF, AL, HHIMS, HEM Secure Mail BRI BT, EAR7E IBM Notes
Traveler BR53 28 EMiBRiZ B¢, [CXM-47936]

FHixEATF Secure Notes #1 Secure Tasks, 1Bi&EE, Secure Notes #1 Secure Tasks EF 2018 £12 B
31 BRIk AERL R (EOL) K&, BX¥MER, B2 EOL MIEFEAMAER.

« Z[Y Secure Notes for i0S, iEEHS Exchange Server &£,
« )% Secure Notes 5 Secure Tasks for Android E%, &£ Secure Mail for Android #/4,

¥ Secure Mail. Secure Notes #1 Secure Tasks 7%/ Citrix Endpoint Management (LL#1#7 XenMobile)
&, ERREE&RSH MDX R AZ2F KPR E MDX 5.
AR
Secure Mail for Android # Secure Mail for iOS z#54 Notes Traveler RSB BIEENREKRZ, F:
https://mail.example.com/traveler/Microsoft-Server-ActiveSync,

TEBN Traveler REBEESHE Web i ##NIE Domino Directorys

73 Secure Mail 2 E IBM Notes Traveler fRs52:

7% IBM Notes ¥#i5th, #ME&EE IBM Notes Traveler fRSZ2574 8EEFE Secure Mail, ATRMET HERENSHEE
HEAEK,

BEERT:

R &K Notes Traveler BR55 28 /A SSL 3.0, MiE*E, SSL 3.0 @& —& 5 Padding Oracle On
Downgraded Legacy Encryption (POODLE) ERIRRE, XR2—Hal AKE, #miEZsEm SSL3.0
HIARSS BMERZAERF. AT R POODLE ESINIRE, Secure Mail BRINZEA SSL 3.0 %, HEM
TLS 1.0 & #Z5IAR55 28, Ak, Secure Mail Ti&iE#ZIEEA SSL 3.0 89 Notes Traveler R385, BXEIUH

FRARFEREAER, ESIA%EMR Exchange Server =t IBM Notes Traveler g5 88+8 “Bc& SSL/TLS &
EX G

7£ IBM Notes ifi80r, #%75cEiE IBM Notes Traveler BR324 8628= Secure Mail,

TERIERT—NrEIEZE4 IBM Notes Traveler fR5325%0 IBM Domino BRARSS 2L 2B EIE Ko
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https://docs.citrix.com/zh-cn/mobile-productivity-apps/eol-deprecated-apps.html
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Secure Mail

External Nebawork DMZ riternal Network

XenMobile server

B MRS/ ER

+ IBM Domino #if4ARSS 28 9.0.1
« IBM Notes Traveler 9.0.1

SHEIEHIY

« Domino #uiERE
o Lotus Notes S48 HHY
« REBRRBMHIIEINY

IHOER

+ Exchange: Btk SSL %07 443,
+ IBM Notes: RO 443 255 SSL, BIAERT, #EAKO 80 ¥#F3E SSL,
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Secure Mail

f2&E SSL/TLS 2245

Citrix 3¢ Secure Mail #1777 1824, RTEE “BE” AEEWMPFAHN POODLE XT3 IANMRKE. MNREHN
Notes Traveler AR5 2318 SSL 3.0, Hitt, BEEEEE, BINMEASEZE IBM Notes Traveler Server 9.0 £
A TLS 1.2,

IBM %% 7 —FE# 2%, FATFRELE7E Notes Traveler R £ RSREIRS W@ S A SSL 3.0, ZEHEFETF
2014 £ 11 A%, YEALLT Notes Traveler [RSE &AM hiEEEEFHEEER: 9.0.1IF7. 9.0.0.1 IF8 71 8.5.3
Upgrade Pack 2 IF8 (B &EFERRIARAH),

S—MRAFT%: 3% Secure Mail #mN2I Endpoint Management fi8d, 5% “EiERERKF” EKREKR N SSLv3
M TLS, BxItRFNERES, E21F SSLv3 Connections Disabled by Default on Secure Mail 10.0.3 (£
Secure Mail 10.0.3 L2kiAZ A SSLv3 #E#%),

TRET “EERL2RI) RIKE, RIRERSHKIEHT Secure Mail 2N EHBBHIRS SR B AT LD
Mo

TRETRTEER2%3H SSLv3 #1 TLS BF Secure Mail 2358911

RIERSEE SSLv3 TLS
i0S 9 XE=hRRZS s 2
Android M Z BikghR s =2 =
Android M #1 Android N 2 =
Android O B =

TRERTEERRLASIA TLS BF Secure Mail ZHFHIMY,

BRIERFHER SSLv3 TLS
i0S 9 REShRZA S 2
Android M Z Bi1#9kRZ & =
Android M #1 Android N S =
Android O 5 =

ficEZ Notes Traveler [R5 28

LTEES IBM Domino Administrator & /i A py AR & BT EHEXT R,

o &2 Internet BMHRIEIZEHN “Fewer name variations with higher security” (BHEHEL, =2
MES). WIRERTIIE UID B51EI LDAP SHIIEHIHHEI AD User ID (AD BF ID),
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Secure Mail

« NOTES.INIi&E: 710 NTS_AS_ENFORCE_POLICY=false. ix#m[}{it Secure Mail 8% Endpoint
Management B, MAE% Traveler B, IWIEBAAESYFINEFABEFR, BxE % Endpoint
Management ZEHigENEE,

o EFMY: Secure Mail HaTA3z#F7E IBM Notes EERREIZ MY SyncML LURHITHhI&EREY, Secure
Mail i&@iZ Traveler BRE 23R EM Microsoft ActiveSync thiXEF “#BF”. “BR” M “BRAAN” ME. {0
B¥ SyncML sgsfEAEE Y, W) Secure Mail AEEET Traveler ErtLEMEiE,

+ Domino EFAE - Web Internet i : B= /traveler ¥ “SiESHWIE, UEAETFREMNSHIITE,

i=ZATF Secure Mail 19 S/MIME

February 27,2024

Secure Mail ¥4 £ /%A% Internet BB B (S/MIME), LA EIUXHEHTERMMR, MIREReM. &
ZaEREARFRBESHBININNEAEA MIEERE) KEMN. BANEGE, BNAYEEEDIEBNKEAITH

BB

A% S/MIME 945, B2 Microsoft TechNet,

&S, XI5T Secure Mail IEIRERIFR ST S/MIME 1haE,

S/MIME 158

HFSMHREEFER: T
Secure Mail 5Z2LFHNE=AHF
SINREIZFER. EHSHRMHE
FENRAFIEE NS HRMHER
R FAREFRMIER. ZEARFIFIE
$%3%% Endpoint Management
HEREE (AFEHESRELARER
HIBM R 277X ), Secure Mail
MEZREFERREVER, BXi¥4H
=8, BEERASHRFEHREERFE
BB 530

IRER RS

i0S Android

X

Secure Mail ZHFERIKEFEIEES
IEFRIF. BRIREEBIFHAES,
1&2i5 Citrix Endpoint
Management #4589 T i0S
HYIRE R —o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94


https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html

Secure Mail

S/MIME 158 i0S

B RTFHESLIER: EdEFH X
9 R PEREIT AT BIER,
AEERAXERRERAAIER. &
HEHIBERE, SHAPIES, A
EBE BT ERXARAF. Z
BERFPE Secure Mail FTHiZEF
ERHHSNIER. BXFHAESR, B
BB B FHF D RIERE .

BMSNARE—MIEE: Secure X
Mail & MEE B RS NAEFEZ M

%, RAEEHSNIERHENER,
MRIEBAFEZNME, WRIER
BPEES .

S58%F SN REEFRENR

Android

X

TEETRTIEBMERFSNHREIZF ENEXT Secure Mail BEERE, L& Secure Mail 5ZLIHNE=r¥KFH

1R HAE P S BT I L IR L (R,
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Secure Mail

User device

Identity provider Identity provider

o The identity provider host verifies user identity and sends
certificates to the identity provider app on the client device

o Using the Worx API, the identity provider app sends
certificates to the shared vault.

e Secure Mail gets certificate from the shared vault

MDX #Z=REERATEFHEHBEARFHE FIMIEH) WRLFMXE, X2 Endpoint Management X##y
MR A LA RHEEREE,

WEFMN

Secure Mail &z#5 Entrust IdentityGuard g/,

[=¢-321

1. EESMRHEFNAEFFABRRESHE!

« BR Entrust L3RS ipa #1173 &,
+ &/ MDX Toolkit {TBNBEZF.

MR FEE Endpoint Management IFFEINBRE T L AIEFNE MR AN AP HE LN BIERF, 18
ERLLN RIZFNM—N AR 1D, EALNAEFH Secure Mail ERERITRELER B S 4.

« ¥R ARRFERME Endpoint Management #i§HE &% %] Endpoint Management A& &,

o SHEHAFGHM Secure Hub REFH MR ARER, RIEFERMUSEAREESBEEXIIE
S
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Secure Mail

Secure Mail AJgESIR AP REILH, 5E&%E Secure Mail ieEHER S/MIME, BEABURTFEINMA
ET—5Bdh Secure Mail & S/MIME 588, 7 Secure Mail foriOS EEA S/MIME fA4ET X
IR B,

2. % Secure Mail F#m=l Endpoint Management BY, &5 HECE LT HREE:

« ¥ S/MIME SEBRIRIRECENHZRERE, HIRERT Secure Mail BEREHNHTF SR EIEFFiE
EEHAEREFETHIES,

o BEEXBE Secure Mail 3182 S/MIME, EERE “BREsh Secure Mail 2i2#/E/A S/MIME”
g, ZEREHRZREEPEEIEHA Secure Mail EEEHA S/MIME, 8R:&EIEH, Secure
Mail BiRREFRSNIER, MRKERIZKREE, AP AIMTE Secure Mail i&EBFEA S/MIME, BRiAtE
T, Secure Mail FEH S/MIME, XFRTAFXAED Secure Mail iIREEA S/MIME,

ERIRERE

ALUAERKERERAESHF B IRMIZEFHISEM.

# Secure Mail #1102l Endpoint Management B4, &% “S/MIME SEBRE" HEREENIKEEE. XRER
BREAESR, BE2REERT I0S BIREEE,

i B F AR D AIE
AILUES B FEHRAR D RKIEBRABESBFENRMIEFERIERRERE. KARFERTRBOATIEAT
BHUTENT R

1. EARSH|EEREEA Microsoft IERARSH Web EMHIIE IS PHSHIIEILE,

2. SUEIEBIRR, BFYRFHEESHTEIMNME, ERAXERRERBFIER.

3. REAWIDIES, ARSHAAIESHEIBFHERELEERAF,

4. AP 1E Secure Mail F$THFEFEEGEF S NIER, Mitk—K, EPHNAETETF Secure Mail, EfIF=HI%E
S/MIME #9 i0OS B2 &>k,

WEFM

ANER D FEVIR PR E T LA T A M

« XenMobile Server 10 XE= R4

« 2% Citrix Gateway (LLaT#775 NetScaler Gateway) hiizk

+ Secure Mail foriOS (&{fhr4s# 10.8.10). iEATF Android i&&H# Secure Mail (RfEhz4s7 10.8.10)
+ Microsoft Windows Server 2008 R2 siE&hfiiAs, #H#& Microsoft IEHBARSS AIERIEH M & (CA)

+ Microsoft Exchange:
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Secure Mail

- Exchange Server 2016 Cumulative Update 4
- Exchange Server 2013 Cumulative Update 15
- Exchange Server 2010 SP3 Update Rollup 16

F2E S/MIME Z&f, B TH&ERME:

« FhEi@id Endpoint Management FEEIRI&E R MB NG & R TRIEBMREIER. BXFMER, &

BHREIRE R,

o MREEERZBRSHIERFRMEIPAER Exchange Server 1 ActiveSync g% 2, EHRITUTIRIE: BFR

BIRIEBMNPENERLEEBIIRE Lo

B Microsoft iEHARSEH Web S

ok wpn =

REEETA, ARERRSHEER.

£ Active Directory I BIRE T, EERTELREIEHMALNM Web i

NRFE, BEFRINACRSRLEIEBMEANME Web A,
ERIERMR NN Web 2, AERET—F,
RETHE, BhXARTH.

FIE IS RS HIEIERE

s MRATERBFIERHN Web SEftib= (B, https:

HTTPS BRS2IEH (TAHAM) #ITRI

« Web Futsmpsi@id HTTPS #TiAiE,

1. REEETR, AEEEFRSBEES,
72 Web g5 22 (1IS) FHAEIRS THITER. RIIRTEREST P IHIERIRE B IRIEM IS & iHiE

N

10.

L ® N o W

HEMNIIE. IRRLE, BREXEABIRS.

®IEEIE, A% Internet Information Services (1IS) &2,
£ 1S BRBEOMNAMEEF, HEFET IS LHIMARS I LUHIT Web Eff.

B EHHIIIE,
R Active Directory EFIHEBEHIILREANEREA.

BEAMBERPNLES > Microsoft Internet Information Services FYZRiALL S > 455E,

MRAEFE HTTPS 45%E, &HRM—1,
HEIZIA Web i SER,
BF SSLigE, ARBHEIEFPIKIES.

BIEIIE PR

) A

BB FEMEHITERMME, Citrix BiE7E Microsoft Active Directory SEBIREHEIEIER. WRAXFTE
B FAAERRGEBHFEMEIES, WAIURE SR IERH R IFEMN,
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Secure Mail

TS 2B EIEBMENA (CA) BRSS28 LS FBEBRIR:

+ {2 Exchange &% (BT%R)
+ Exchange BF (BFI®)

1. STAREBMANEERE T,
2. B CA, RAREENERER.
3. BERIAER, ARRTEE

4. #FR “X Exchange 8" #iR, EILER LRERITER, AEEEEFIBER,

H Exchange Enroliment Agent (C#fline request)

——h e

rge Signat

H Exchange User LUDICSS Tompiats

5 psec 2 Tacks

5 Psec (Offline reg
i Kerberos futhent et
3 key Recovery At Help

& 0CsP Resporse Sgeeg

R4S and TAS Server
H Rookt Certification ukhority
3 Router (CiffFine request)

Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Enk...
‘Windows Server 2003 Enk...
‘Windows Server 2008 Enk...
‘Windows Server 2003 Enk...

‘Windows 2000
‘Windows 2000

S Certificate Templates (ad.training.l. | Templste Display Mame = | primun Supported cas | version [«
3 administrator windows 2000 4.1
& Autherticated Session ‘windows 2000 3l
3 Basic EF5 Windows 2000 31
E‘ CA Exchange Windows Server 2003 Ent... 1060
5 CEP Encryption Windows 2000 4.1
4 Code Signing Windows 2000 a1
H Computes Windows 2000 5.1
3 Cross Certification BAutharity Windows Server 2003 Ent...  105.0
1 Directory Ernal Replication Windows Server 2003 Ent...  115.0
5 Daenain Controller Windaws 2000 4.1
E Dormain Controller Authentication windows Server 2003 Ent...  110,0
& EFS Recovery Agent Windaws 2000 6.1
E‘ Envoliment Agent Windows 2000 4.1
5 Ervollment Agent (Computer) Windows 2000 5.1

Windows 2000 4.1

7a
8.1
7.1
1100
105.0
1010
101.0
5.1
4.1

5. NEERBM.

6. 3E$7E Active Directory 4 FiFHE%EIE,

AR

N KikH7E Active Directory A HIEPEEE, BRXAFHAHBAFIES (UBTESRMMNE) .
BFPALEE Outlook HBEZE F s > S0 > BFIMER 2N > ZHE LB IRERLH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

99
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%M Exchange Signature Properties Ed

Superzeded Templates I E stenzions I Security | SErver
General | A equeszt Handling I Subject Name I |zzuance Feguirements

Template dizplay name;

|><I'-.-1 Exchange Signature
Minimum Supported Gz Windows Server 2003 Enterprize

I: ME schangesignature

W alidity periad, Renewal period:

[ Dfsems =] | 6fweeks =]

¥ Publish certificate in Active Directary

[ Do rot sutematicaly reemroll if & duplicate certificate eists in Active
Directary

For automatic renewal of smart card certificates, use the existing key
if & new key cannot be created

k. || Cancel I Spply Help

7. BEBRMIBEDTR, AFREUTSH

- BN &F

o RINVEFAARN: 2048

s “AYTHA" BRIE: &P

o IMERERENEERFBN SIFE: &R
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Secure Mail

XM Exchange Signature Properties

" Genesdl  Fequest Handing I SubjectMame | lzsuance Requitemerts

Supenzeded Templates | Estensions | Securty | Sewver |

Fupese: | - |
I™ Delste revoked or expired certificabes [do not archive]

I indluge symmetnc algoerbme oflowed by the subject

I Archive s Lo{ects encption prvate kep

Mnirnum ke size: IQI]-!EI 'I

¥ Allows private key b be exporbed

D thee Talowing wibiern e subject it ernaled snd when the privale key

associaled vith the celificals is ussd:

% Ervol subject without requing any user inpué

" Prompt the wser duing eneoliment

¢~ Prompt the uses during ervollment and iequite user nput when the
prrvate key iz used

T chooze which crptographic service pronaders C5Ps
|C5Ps] should be used, chick C5Ps. =

ok |[camel | con | Heb |

8. BHEZ2MAENR, FARAFRET, BERANEEISHNEIENAEF (HFAFHNEMEZ2AE), ko, FiES

VEEEI S MIIEAFRRT, RN R IRERALER B iEE,
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™ Exchange Signabure Properties

Gereal ] Request Handlrg ] Subject Name | lssuence Aequrements
Supesseded Templobes | Extenions Secuiity I Server

Giliowg o LiEr names:

Adrmrrziiabor [AdrerssatonE@inaning lab)
B2 Doman Adming |TRAINING D coman Adming]
52, Enterprise Adminz [TRAINING*Entemiise Adming)

: |B

ooooo|f g

Penmizsiors: fon Authenlicated Llsers
Full Control

Read —_—
—_

Walnhe
Enrall
Butoernol

OoEOEO

Fan zpecial permissions or adwanced seftings. chick Advanced
Advanced

Leam shout access conbiol snd permissions

ok | [ caee | oy ] Hels

9. WFHMAMFFILE, BREMINLE,
10. EiEPiEIRH, g Exchange AP, AREELE 4319,

] Certificate Templates (ad.traning.} | Template Display Name = | Minimum Supported CAs [ Wession [«
5] Admiristratar Windows 2000 4.1
5 Authenticated Sesson Windows 2000 a1
5 Basic e93 Windows 2000 il
H ca Exchangs windows Server 2003Ert... 1060
3 CEP Encryption Windows 2000 #1
H cade siging vindows 2000 EX]
T computer Windows 2000 5.1
5 Craoss CestFication Buthorioy Windows Server 2000 Ent.., 1050
= Directory Emall Replcation Windows Server 2003 Ent...  115.0
H pomsin Cantroller windows 2000 4.1
5 Domain Cortrcller Authentication Windows Server 2000 Ent.., 11000
5 £r5 Recovery Agent windows 2000 6.1
H Ervoliment agent wiridows 2000 4.1
5 Enrolmeant agant (Computar) Windows 2000 5.1
= Exchange Enroliment Agent (OfFine reguest) 4.1

| Ex:h-:rqc Sagristure Only

6.1

:I IPsec (off

5 kerbaros ¢ - Windows Server 2003 Ent...  110.0

B key Reco, Troperties wiindows Server 2003 Ent...  105.0
Key

:I QOCSP Reqy Windows Server 2008 Ent..,  101.0

Helo

B pas and 185 Semmr Windows Server 2003 Ent...  101.0

5 root Certification Authority Windosws 2000 5.1

H rauter (Offine request) Wiridows 2000 4.1

N | M PSR

S “Exchange AR iR, EERSREBERERBZRINZE,
11, BHERAEETR, AFREUATSH
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Bi9: =

RNVERA/N: 2048

‘AVFRHAT EFE: Ed

CEMERERAERLEFRFRN SiEE: &

XM Exchange User Properties ﬂ E

~ Superseded Templates | Estensions | Secuity | Server
General  Heguest Handing | Subject Mame | Izsuance Fequiements

Plipose:

T Delete revoked on expred certificates [de not archivel
V¥ |nclude symmetic alaorithms allowed by the subject
[ Aschive subgect's enciyphian private key

B inirriurn key size: |2[|4E: vI

[+ Allow private key to be exported

Do the following when the zubject iz eniolled and when the private key
associated with this cestificate iz used:
* Epvoll subject without requiring any user input
™ Prompk the user dusing endoliment
Prorpt the uzer duing ensoliment and require uzer input when the

private key is used
To chooze which cryptographic service providers
[CSPs) should be used, chck CSPs. CSPs... |

oK ‘ Cancel |  “opl | Help |
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%M Exchange User Properties HE3

General | Request Handing | Subject Hame | lssuance Requeements
Supesseded Templates | Extensions Secuity | Server

[GFaUp OF USET R&mEs:

r:_-f-, thenticated L zars
Sadminestrator@iainivg. lab)
52 Domain Admirs (TRAININGA\Doman Admins)

‘;JJ Enterprize Admins [TRAININGA\Enterprize Admins)

Add | Remove |
Permizsions for Authenticated sers Allow Denp
Full Contral O O
Read —H |
Write O O
Enroll —» O
Suitosniol O O

For special pemissions of advanced seftings. chok Advarcad |
Advanced,

o .
oK, | Cancel I I {ielf |

12. AMERBBIRTRE, BSUMAAMMEBER. REE, ARREEMRIIELRIR.

:—_ F‘Eﬁding Requests E Directory Email Replication
| Faied Requests E Domain Controller Authentication

- M Manage ﬂ EFS Recovery Agent

L

Certificake Template to Issue

View » 2] wWeb Server
Camputer
Fefresh Lsar
EROHE LB Subordinate Certification Authoriby
Help Administr ator

BEXRAAIES

A F2ER userl EM1E Web i3MiE (W https://ad.domain.com/certsrv/), EIBAFRIPETF
MHL2ERWNIAFAES: —MEBRTEE, S—MATNE. JUAEEET Secure Mail 8 S/MIME £
Hitis AP ESHITHERINEE,
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£ Microsoft iEBARSS £/ Web Eftit= (\0https://ad.domain.com/certsrv/) LERFEM
LERBATFEIMNMENBFIER. 5—MAAR, BIARAEERLEINEEN AP A S B shiE.

1. ##&F Windows #i+&# L, #T7F Internet Explorer 3% Web s:atih s LUERF B P IEH.
AR

BHEYERERIERAFERUEIEKRIES,

Connect to ad.training.lab

Tmll'

Connecting to ad. training. lab,
User name: [€ training\user 1 &
Password: | sesnnssns

™ Remember my password

ok ]| cance

2. BRE, BHEKRIEHR.

Microsoff Actve Deeciory Cerificaie Semvices — fraining-&0-CA

Homea

Welcome

Lise this Web site to request a centificate for your Web browser, e-mail client, ar other program. By
using a certificate, you can venfy your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending wpon the type of cerificate you request, perform other securnity
tasks

You can also use this Web site to download a cedificate authority {CA) cerificate, centificate chain, or
certificate revocation st (CRL), or to view the status of a pending request

For more information about Active Directory Cerificate Senices, see Active Directory Cedificate
Senvices [ .

Select a task: 4 "

Wiew the status of a pending cerificate request
Download a CA cedificate, cedificate chain, or CRL

3. BEHBRIERER.
4. BEHeEHPIL CARRRZ—MER,

5. EABTERNAPIER, ERGENRRIMHARNEHNAFIKE, AREBERERAZL, &F PKCS10,
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LB BRZIER,

Microsolf Actee Dhing Car alé 1 Lrasming-S0-Ca,

Haorma

Advanced Certificate Request

Cerificate Template:
| *M Exchange Signature = | sff——

Identifying Information For Offline Template:
Hame: [user!
E-Mail |usar‘|@lrmmng lab

Campary: |Citrx
Department: |Supp-:|rl Readmass

City: [FTL
State: [FL

Country/Fegion: II.IS

Hey Options:

& Crogte new key set  © Usa existing key set
CSP: [Microscl Enhanced Cryptographic Provider vi 0 =]
Key Usage: & Signature

Koy Size IEIHE :‘Iimm!ﬁ fmmimee by sizes: 2048 4050 3192 10384 )
& Automatic key container name  © User specified key container name
[ Mark keys as exporable
™ Enable strong private key profection

Additional Options;

Request Format: © CMC @ F-‘I{CSW-‘..________-
Hash Algonthm: I-ahnl 'I

Only used fo sign request.
™ Save reguest

6. BEREILES,
7. BIAMEBRER.

Microsoft Active Dir ectony Cenficate Sendces training AD-CA,

Certificate Installed

Your new cerlificate has been successfully installed.

8. ME, ALUMZEFHHENESHITHERTE, ER—THAFER Web IMitmmERT, HETEE
LUBRHTIES,

9. EFBTMEMRR, AERANSE S5 THERNAFIRE.
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Microsoft Active Directory Certificate Semices

- training-AD-CA

Advanced Certificate Request

Cerificate Template:

|AM Exchange User =] g

Identifying Information For Offline Template:

Mame: [usert
E-Mail: |l.|sar‘l@'|.ra|n|ng.lah

Company: [Citris
Department: |Euppnrt Readiness

City: [FTL
State: |Fl.

Country/Region: |US

Hey Options:

@ Create new key set T Use existing key set
CSP: |I'I.I'I|cm5|:|ﬂ Enhanced Cryptographic Provider v1.0 j
Key Usage: ® Exchange
KE"I' Size: (2048 :.I; 122;i [eommmon bey sizes: 2048 $0568 §152 18384 )
® Aulomatic key container nama
[+ Mark keys as exportable
[~ Enable strong private key protection
Additional Options:

Request Format: © CMC & PKCS10 e
Hash Algonthm: | shal 'I

Only used fo sign request.

™ User specified kay containar name

" Save request

10. MRIEPREMRT), REEERTHRANEE, AS—MEIBFRPER—XBFIEP. KARFIREERNEE, A
“User2” E£m—3HE+.

AR

AR ERE—MET Windows HI3HEN, f “User2” iERE _3HER,
WIFE & mEIES

1. ARFRIEPERREIRAAEEXHF, 1555 Active Directory AP HitEN > EF > SR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 107



Secure Mail

- Active Directory Users and Computers

File  Action

a7

| Active Direc Large Icons
[+ | Saved:¢  Small lcons
= 3 training  List

(|| Buil » Detail

[+ | | Cor

]

Diop sers, Contacks, Groups, and Computers as conkainers

=l |=.;.,| v Advanced Features
| Las llker Opkions. ..
- Mar )
i Cuskaomize. ..
2. BEBEPNEY (FRfIFA Userl), ARREEAGHIEDEN R, BRERMEDSEH, X URIES
MEBEEERIHAE.
userl Properties
Secunty | Envirorment | Session: |
Remote contiol I Remote Dezklop Semvices Profile
Petzonal Witual Daaklnp COR+ I Attibute E ditor
.!u:s:uwi | Profle | Telephores | Drganization |
Publizhed Certificates lh'll:ml:u:rl:lf | Passveord Replication | [Diakin | O bject
Lizt of %509 certficabes publizhed for the wser account
Caluzen frammgal-Ca  Secure Emal a0
_;;J uzerl trainirg-&0-Ca Secure Email F200
4]
Add from Store | Add from File Foe i
0K | Cancel | 2o | Hels
TEZRTBAFMELRFapHERIER,
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Certificate =

General Details |CertiFicatiDn Path I

Shove: | <= j
Field | Yalus | :l
_ﬂ Authority Key Identifier keylD=f3cl 57 6aS5d 77 b7 €.,
141 | CRL Distribution Paints [1]CRL Distribution Polrk: Cistr, ..
4| Autharity Tnfarmation Access  [1]Autharity Infa Access: Ace, .,
e Erhanced Key Usage Secure Emall (1.3.6,1.557.3.4)

ol | v

Palic. .

kKey Encipherment (20)

= L al I
B e d‘l'gm TCFTTTT ST L

|| Thurnbprink fAc586 3497 aa b2 784730, =

k.ew Encipherment (20)

TEERT BT B FHRHHITERIIES,
Certificate

General Details |CertiFicatin:|n Path I

Show: | <pll= j
Field | Yalus | :l
1] ' Authority Key Identifier keylD=f3cl 57 6a5d 77 b7 €.,
11 |CRL Distribution Poirts [1]CRL Distribution Polnk: Cistr, ..
4 | Authiority Tnformation Access  [1]Authority Info Access: Acc,,,
41 | Erhanced Key Usage Secure Emall (1.3.6,1.55.7.3.4)
. lcakion Palic Application Cerkificate Palic...

Lll ation Palicie

-_: TRUMBPFINE algor khm shal
Thumbprint BecS A6 3337 M c3blFPhE ... -

Digital Signature (800

BEEMEBPHRERNMNEZIER. AL Active Directory BAFIITEN > BAEM TEEIFLLES,
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userl Properties [ 7] =]
Secuuity | Erwvitanment | Sessiong:
Remale conirol | Remote Desklop Sewvices Profile

PesonalVitual Deskiop | COMe | Arbute Edbor
smecal | Addiess | Accourt | Profie | Telephones | Drganization
| Membes 0f | Password Reglicaion | Diakin | Obiect

gl uzent trainng-A0CA  Secure Emal T
ol userd ranmgADCA  Secure Emal A
| | 1|

View Cerhificate ..

Add from Stare I #dd fram File Remaove Capyto File

ok | cemeel | el | Hew |

Secure Mail W tEAR 21T LDAP &K E userCertificate BAXNREM, E0] LUEE 4RSI
T gt E, WREFERT, SAFMBNAFIEREIR, Secure Mail BLENE (SRS) B,
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Publhed Cettiicales | Member0i | Passweed Replieation | Diakn | Obect |

Secuity | Emwirarmert | Sessions
Remale contiel | Fremobe Desklop Services Proile
General | Addess | Account | Frofle | Telephores | Organzabion |
" Passonsl Vielusl Deskiep | CIIM+
Artiibutes:

Aftiibute | value «|

uid crat sl

udHumber cnal sel

unauthOiig il gel:

unicodaPywd nal gal

unisHomellinachony <rat sety

urisll seiPagsward <rial sels

urimeigeddils <l sel

ull <nol el

uzapdccounti”ontol 0x10200 = [ MOAMAL_ACCOUMT [DOMT_E

scat et kol o el

ugeilaibhcals WELY

psaiPaiameta ol el

uzarPassond Cnot sed

uzmPECS512 ot sty

4 - ' 1

o3
_ Ea | L

oK, I Cancal | “ooh Help

SHAFIES

3 2R A.PFX (PKCS#12) 8RS “Userl” #1 “User2” BUIERITUAKRTAR. SHES, IFHES B R L IEA
15/ Outlook Web Access (OWA) B9,

1. 77 MMC iZHI S HHEEIES - HaAFREERT, TEER “Userl” M “User2” JEHRT,

= Console Root\Certificates - Current User\Personal\Certificates

| Console Root Issued To = 1ssued By Expiration O
= [ Certficates - Current User luser1 training-AD-CA 3/7/2016
Bl [ Personal Lise training-AD-CA
| Cerlificates Toluser2 trairing-AD-CA 3/7/2016
e Trusted Root Certification Authoritk | =] e training-AD-CA 3f7j2016

[# | Enterprise Trust
@ 7 Intermediate Certification Authoritie

2. BRBEDIES, ARRERAELES > S,
3. EFRE, SHALBUSHAA,
4. EPORAEE, SFEIPREPNFAEIEBNSERET REBMHE®E,
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Certificate Export Wizard ﬁ'

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

| DER encoded binary ¥.509 (.CER)

| Base-p4 encoded ¥ 50000 CER)

' Cryprographic Message Syntax Standard - PRES #7 Certificetes [ PYE)
I | Include &l cerbfizates in be cerbFication path F possible

% Personal Information Exchange - PKCS £12 (FFX)
¥ Indude all certificates in the certification path if possible ="
[~ Delete the private key if the expart is successfd

v wdemm=

€ | IMicrosaft Secinlized Certfficate Sare (55T)

Learn more about cerfificate file formats

<gack [ Mext> | canct

. BHE—MEBE, NAFPNRKIERESRITHRISE,
AR

BHHRITICERTERMNIERMNERTMENIES. ERTAP, IEBWHTIZH userX-sign.pfx 7
userX-enc.pfx.

user 1-sign.pfx user 1-enc.pfx user2-sign.pfx user2-enc.pfx

BT B F R R IXIES

FrEEHRA PRX XS HE, aTLUER Outlook Web Access (OWA) i@id B8 FlBfF & %X EE B, fEdRflE,
ERARE Userl, ZXMNBEFHMEEETMEFR.
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/£ Untitled Message - Windows Internet Explorer
@ https: //mail. training.lab/owa?ae =Item&a =MNew &t =IPM, Mote Soc =MTQuMySMiMubydbi 1V ywOMikOOTY 3Mijk 1LER

Send [ I} | @@ & v 8 (B V- Options.. HTML w

To.. userl
e,
Subject: User Cert for Sign and Encryption

Attached: U userl-enc.pfx (4 KB) K U userl-sign.pfx (4 KB) W

e
i
Rl dl
i

Tahoma v(l1o0« B I U := = ®. A- ¥

73 User2 sigiRpy Hth A P EE HITHEEE R,

7£ Secure Mail for iOS 71 Secure Mail for Android =548 S/MIME

BFIHERE, T—F 26 Secure Mail ITHERME, ARBA S/MIME, ERMERKIERHITERMINE,

ERRMNEZMMBEREA S/IMIME

1. #TFF Secure Mail, Sfizl8%& S/MIME JEHBAIE FHRHE,
2. BERETHHEANNEZIES,
3. BAMRESRSHER B S ERLA AN,
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Certificate password
Enter certificate password

ur_t--ol

Cancel

q w e r

i

oy

..

asdfgh

J

.zxcvbnm.

..'L

space

J-
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MESNEHIER,

4. BIFTRHESR
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Certificate Imported

Secure Mail has identified this as a
signing certificate.

Turn on Signing

Close
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5. &, WAIUSMENEE > S/MIME, ##& S/MIME LUTHEEIES.
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Settings Done

Out of Office Off
MAIL

Ask Before Deleting
Organize by Conversation

Load Attachments on WiFi

A

Show Pictures

Sync Mail Period 3 days
Check Spelling O
S/MIME >
Offline Files 0 MB
Signature

Swipe Options >
Preview Lines 1 Line
CALENDAR
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6. EERERT, WIASATERNERIES,

{ S/MIME Signing

Signing

v/ userl1-sign.pfx ()

7. REFEBEFEGHBERE FHASNBINEIES.
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<

[ %

[ %

[#]

User1
To: User

Attachments (2)

user1-sign.pfx

user1-enc.pfx

Ny

N

17

& W

User1(test1) smime certificates for

signing and encryption
17 July 2018 at 2:09 PM

52

o0

B
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8. BAMIRSZ SRS HINEIE RIS D ECATAARE.
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Certificate password
Enter certificate password

TTTY

Cancel

space

b . o .. o o
.
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MESNEHIER,

9. BIITHME
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Certificate Imported

Secure Mail has identified this as an
encryption certificate.

Turn on Encryption

Close
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10. =&, WAIUSMENEE > S/MIME, iz S/MIME LUSBEIAMZE.

4 S/MIME
S/MIME
Signing On
Encrypt by Default On

11. FMERED, WIASNT EHBBIINEES.

{ S/MIME Encryption

Encrypt by default o

v/ userl-enc.pfx @
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1. MEBFHHEBY S/MIME #t THRFEE. BEEMWH, MBHEAX
B A S/MIME, W X % # WK . kT8 B F Active Sync R #l,
Z # Ik S/MIME ®F %, 3 £ Secure Mail € & # B A S/MIME.

1. EA>RIUAMEBEHIUEAEBERRLDMER FHEMTNS
B, MRLDELTFHARKS, THNEFHAEARERETHL T MNE
KE MRUEDELFRXAKRKS, EHEBEFHBAERERTHL F X
MERS, BLABRBUEABEFT &N &
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Cancel Testing smime Send
To: User1 | & +
Cc/Bcc:

Subject: Testing smime ©)

Writing a draft as normal message(without
encryption).

gwe r tyuionp

asdfghjkl

.zxcvbnm.
e — o e
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EABENEEMMZESEA S/IMIME

1. fT7F Secure Mail, Effzlas S/MIME iEB8IEFHBH4,
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< < &

UserT
lo: User1 v

User1(test1) s/mime certificate
for both signing and encryption
in a single file

July 17,2018 05:24 PM

Y User1 -Sign-Enc.pfx

s/mime certificate for both signing and
encryption in a single file

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 129



Secure Mail

2. BRETHHSAK S/SMIME iEH,
3. BAMBRS 2B S HIEB S Rt fATARIEE .
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Certificate Password

Enter certificate password

Cancel
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4. NETENEREDF, BIRENEFUSAERIEBHMEIEFR.
RIEITHEBUERIEBFAES.
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Import certificate for Signing

Import certificate for Encryption
Open certificate

Cancel
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MESNERIIER,
TR LISMMENIEE > SIMIME REESNWIED
7£ i0S #1 Android iz S/MIME

BITT E—THRIISRE, S AR LUREE R EH B E R MINE 8.
TEETT W4 A RRINZER 8T
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5) This message is encrypted

Userl.
To: Userl

Testing smime
17 July 2018 at 3:00 PM

%] N 7

< < & W

Testing smime for signing and encryption

58

00

Details

B
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TEERTHWINER I EIEBRRG,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 136



Secure Mail

<
User1

1 Save to Contacts

SIGNING

The sender has a trusted certificate
View Certificate

INTERNET

Work Email
test1@workxen.net

ALIAS

Alias

test

FACETIME

FaceTime

] & 7 S

[k

8

B
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Secure Mail 7£ Active Directory IHI2 R AN R AMEIES. WRAFAEERLAMEZEZHIRE A RIE
EVERE, NZERERIEARINBER R EAMAD, MRE—PRAEATERNER, WERERERINZER
RIELGFRBEWA Ao
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Cancel Testingnonsmimeuser  ggong
Mot Encrypted

To: User2 & @ -+

Cc/Bcc:

Subject: Testing non smime user ©

Hi

gwer tyui owp

asdfghjkl

.zxcvbnm.
e o )
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REARERRA

ZEA S/MIME 2FIES, BEE S/MIME ARIEHRIR. LDAP ARS8t LDAP &t DN LURERiAia LDAP
I,

MEE AR, ET TR,

IR LDAP RSB B|BANHRSE, BREREERERWE LDAP RS2, Alt, &% Secure Mail HIRILLHEEE
B MBS EEEEFINEMLH A Citrix ADC B2E#F4 DNS.
R LDAP ARSI TRERMLET, EHRITUTRME:

- WFI0S, EHREKREE “FEMNERSMX" KK, NREETIZHRK, AFIMERESHIERT.
- XF Android, ESHTE “EANERSMX" HKIEHFIZRPRMN LDAP BRS528 URL,

@ Secure Mail #9 SSO

December 9, 2021

a1 Endpoint Management B2& A 2 AP 1E Secure Hub #iEAMET Bh7E Secure Mail XA, H
FEFRRAEZERHRITHINGS BB A A Secure Mail, X4 FEREBEFHMEFEIRTE Secure Hub FiEMtEF,
IhREERBAEHAI. MRRBABEMAN, WJUAUTEMSEEALLINEE:

+ ¥ Endpoint Management #itit M Secure Hub 1233 Secure Mail,
+ FFTE Secure Hub #iEfftE A Endpoint Management s,

7z Secure Mail FE2ABEsh M

1. £ Endpoint Management EFinEMRIEERE L, HITUTERME:
a. BUTEIRE R true:

« ENABLE_PASSCODE_AUTH
+ ENABLE_PASSWORD_CACHING
« ENABLE_CREDENTIAL_STORE

b. AU TERE:

« R/REM: SEND_LDAP_ATTRIBUTES

« {&:userPrincipalName=S${user.userprincipalname},sAMAccountNAme=${user.samaccountname},
displayName= ${ user.displayName} ,mail= ${ user.mail}

2. mIRETNEL, BIERERMERSBELEF:
¥ MAM_MACRO_SUPPORT i&&% true
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3. EE&ELLTF Secure Mail B1%:

o 3§ VIS MHIENSF" IEE R BT ER AL,
o 3§ “UIHABMHIIEEIR" RE N userPrincipalName,

4. AR Exchange Server #B#EHC & £ T 8 FHE -89 AutoDiscovery Service, BRI #, BEHKREH
Microsoft Exchange &, AX{REZ@EidZ i DNS ## SRV IZREE T Autodiscovery Service,

Ao E Secure Mail [ Bi2EFEIR

¥ Secure Mail B #2F £#HE Endpoint Management, t#5 Secure Mail [ 2RI IEHAR 4 X BEH. mdx
X, E, BEUT Secure Mail ABEFIEE:

1. & "MaSMIIENE" B, BEAF BT,

2. EVBRBMHIIEEIED, B userPrincipalName =i sAMAccountName, ERERETHIBFA M
Exchange Mail Server BRBm S5 I0IEREL,

3. ¥ Secure Mail Exchange Server #1 Secure Mail BPIEFEE =,

4. RIBFERE Secure Mail N AREFHEMRIEHME S ERNRZFAD .

£ FA B ehFiBCThAERY i Zlin Secure Mail SSO B &#LE

HRIEHRUTURERMS,
1. M Apple App Store (i0S) = Google Play R /E (Android) %% Secure Hub,
2. $T7F Secure Hub #HH N B FHpH#1LEANZFS LUIEE Endpoint Management #iE#.
3. M Apple App Store (i0S) = Google Play M A& & (Android) &% Secure Mail,

4. 1T Secure Mail HRRHE, LtHBAF Secure Hub &IE Secure Mail, 1TF 225, Secure Mail ¥
B E,

S5RAPRFESIBE A Exchange Server  MEEEE R Autodiscovery Service 3KEXfY, DNS SRV iER&E#
FIFAM Secure Hub 1RERHIF - B FHB b,

WP EEFREMNFAEIREAEE (BB FiEtit. userPrincipalName/sAMAccountName fZH8) #ZEM
Secure Hub 2B,

FREikFES, FAFATLTE Secure Mail > 88 > kP hEFS5IEEFXNEMER,

X R TR PR R R

90%R SSO EEEHIMEMBER, FAIURHAITUTIE,
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1. 1R XenMobile Server hrzs3 10.5 B ShRZS,

2. #f#7 Endpoint Management B2 & T AutoDiscovery Service, B &R P EMERE JfE R B FaR it
Hko

3. #fRH7 Exchange Server IBEE T Bahk M. R SRV IBRMZEIRE ActiveSync HBHFZ F im B9 FRERHR ¢
RS 28,

4. NRLIHAEHINAIEA, BWEUTEEHER Citrix AL
+ T# Endpoint Management i2#A &,
- WERBRSHERSIH Secure Mail 2B,
+ M¥EE Autodiscovery Service B Exchange Server Itgs C:\inetpub\logs\LogFiles\W3SVC1 B

FHH IS BE. BX Microsoft Bah X HARSMEZ¥MES, ESI Exchange Server viiEz1%
MARSS o

ZEEREM

February 27,2024

ARIT Secure Mail WREFFBMURER LUBEAUEDRBHIER 2 MNSTERE.

Microsoft IRM #1 AIP BB FER A RIFIP 1T

Secure Mail for Android #1 Secure Mail for iOS %#%% Microsoft 1= S RE R (IRM) RIFHIEREFN Azure 15
BERiP (AIP) fBiR A%, b Citrix Endpoint Management EE2EER IRM SEEAIHILY,

teThAE R FEER IRM VAR ESABNARIF. IR TS ahiE AP B eI ZMERZNRERIFHIAS. A
BT, IRMZFHgENX. EEMA IRM Z#h8E, B “ERNREER" RERGENF.

7z Secure Mail FERBEENEERE

1. ER% Endpoint Management #SMIIEE > NARERF, RERETHM,
2. TR ARFREF, 2E MDX,

3. ZNARFERERET, BANAEFFAER, ARRET—%.

4. RIBEOIGERIERS, EEH EH.mdx X
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Secure Mail

5 HENAEFRETEREENRERE,

Allow offline documents

Information Rights Management

If On, Secure Mail supp

Exchange Informatio

".I..|1t]['|,:!|'__]|;:'lT'II;,:'|'r. ':lr f}
Default value is Off

BRERT i0S #1 Android M5 ERREE,
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WEI AR PR (R BY BB F BB (BT

HAPKEINEZRIPHEREE, MNSEIIUTRES:

< IJ M) ]El- oo

@ This mail Is restricted. Details
irm2
To: Test1, irm1 & 1 More e

Protected email, but
unprotected document

2 January 2019 at 1:54 PM

n unprotected doc.docx 671 KB

Test_lable_no_Reply
Content.

Document_Footer_test

& = G 5L 3

ETEAFREZENMNRFAES, BRRFAEE.
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Restrictions Done

Donot reply, Label to test copy,
paste etc..

OWNER
irm2@smblr.com
CONTENT EXPIRATION

Mo expiration
RESTRICTIONS
% Reply

< Reply All
Forward
Edit Content

Moaodify Recipients

BB RERIFH B F BB AT

RGBT, PRI LIS B FRGIADE X4 LUS A BB FHR AR,
EXTERFHHIR BRG], FRITUTIRIE:

1. &3 Secure Mail HR#&R S BT,

2. EREREHD, BIRBFHEREIE.
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Cancel New Message

Tt
| L™

Subject B |

QWERTYUI OP

123 & space return

3. ERFIEREXHRESR, BIZFMFEHNRGEUZARIRFG, AERE B8,
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4 Restriction Profiles

Do Not Forward ()
Encrypt )

Confidential \ All Emplo... (i)
Highly Confidential \ All... (i)

Test_Donot_CopyPaste (1)

Test_DoNotFdd 0
Test_DonotPrint ()
Test_Sublabel3_view _re... (i)
Test_Viewer (D
Test_Viewer - Test_SubL... (1)

ARG 2 REERAFR TS,
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Cancel New Message
' e | (U
@ Do Not Forward
H &

—LEROATREE SR HE STt IRM B8, BE Secure Mail iR EM AP AT it @d Ek Secure Mail, 121F
REEEWMTEHE IRM 5B,

2 Endpoint Management aILlieMIFE LR T, BRIEEERIATHMHEHEURELSM:

. EELEEHNERENZSIES.

« /A Endpoint Management IheEst EfthThaE, HBRtEREIZE.
o NAPREEXERER IRM Ih8E (815 Secure Mail) #15S.

o BEEHME=ARENME, URRIERRE,
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BFERF R e MK

Secure Mail for iOS # Secure Mail for iOS Android 5B FHB 453 KR, AR ELEBFHERNIEE
w2 M (SEC) FR2 M9 £ RHI4RIE (DLM), SEC tRi2&3E “Protected” (Zf®#F). “Confidential” (Fa%) 0
“Secret” (M%), DLM @3F “Sensitive” (8&%) . “Legal” (&%) = “Personal” (™A). BT HEFHRHE,
Secure Mail AP ATLLEE—MRICLUIERE FHRFRN D ERF], WM TEFR.

Cancel

[+ _I_

Ceo/Beoe:
Subject @ @

Classification: UMOFFICIAL
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<

" UMOFFICIAL

UNCLASSIFIED

For Official Use Only

Sensitive

Sensitive:Legal
Sensitive:Personal
PROTECTED
PROTECTED+Sensitive
PROTECTED+Sensitive:Lagal
PROTECTED+Sensitive:Personal
PROTECTED+Sensitive:Cabinat
COMFIDENTIAL
COMFIDENTIAL+Sensitive

COMNFIDENTIAL+Sensitive:Legal

CONFIDENTIAL + Sensitive: Personal

COMNFIDENTIAL+Sensitive:Cabinet
SECRET

SECRET+Sensitive
SECRET+Sensitive:Legal
SECRET+Sensitive:Personal
SECRET+Sensitive:Cabinet

TOP-SECRET

Classification

Wetk ARTLATE B FER M X E R 5 E£ATIS. 9.

+ Subject: Planning [SEC = PROTECTED, DLM = Sensitive]
+ Subject: Planning [DLM = Sensitive]
+ Subject: Planning [SEC = UNCLASSIFIED]
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BFERF AR BIEER Internet BREFARKY BRIV EATIE, N THIFREAIAFT:
Date: Fri, 01 May 2015 12:34:50 +530

Subject: Planning [SEC = PROTECTED, DLM = Sensitive]

Priority: normal

X-Priority: normal X-Protective-Marking: VER-2012.3, NS=gov.au,SEC =
PROTECTED, DLM = Sensitive,ORIGIN=operations@example.com

From: operations@example.com
To: Team <mylist@example.com>

MIME-Version: 1.0 Content-Type: multipart/alternativejboundary="_com.example.
email_6428E5E4-9DB3-4133-9F48-155913E39A980"

Secure Mail (RERDHENFIZ. ZHARFARIBXLEARTRIVEF.

BREZEEFERTAEDEFICHBEFHAR, SECH DLM EiEBIANRB B FEE4MIRICS. AP A LUERHE MRS,
Secure Mail REGIE S R4 B FHRHEE XBIEEE X,

AL AT MDX SRE&ECE B8 F BR 4 53 2EAR1c,

o BT MRIREHNF, Secure Mail ¥32#F SEC #1 DLM WEBF #5342, 2 RAITICIE B F B
IRKHPER X RIPARIEHEERR. FSHECEMXIVE FERM KRR, RIMEN X,

o BFHHFDXpRTE: RIEFMEAND EITEREERBFHERLFREN D XD R TE. FIM, BR=E
gov.au EIREFRETRHA NS=gov.au, BIAEHRT.

o EBFEREFDEIRA: RIBFIEANSD EATEIEE B FEFARK PN ERA, FI0, hrzA 2012.3 7E47kH
E=AVER=2012.3, BHAERZT.

o BIANBFHHHE: IBEAFKREFIFCH, Secure Mail 3F BB FHBHFR ARRIPIRIC, WLEMAE “BFHRH
DEARIE” RIRRIFIERF, BRIAEY UNOFFICIAL,

o BFEMFDRITIE: BERLAPAANS EITIE. MRIIKASE, Secure Mail BREIERIPIRIZTIR,
FCTIRFEEESHRNEN. SNMENTEHE S Secure Mail R ERITIREUKRITIZE (#£ Secure
Mail AN E| B8 F R ERRAARLIIA) . B30, 7EARIEST UNOFFICIAL,SEC=UNOFFICIAL &, FI&REHR
UNOFFICIAL, #xig{&- SEC=UNOFFICIAL,

BRINME RSN LARIETIR. Secure Mail Hi#H LI TR,

« UNOFFICIAL,SEC=UNOFFICIAL

o UNCLASSIFIED,SEC=UNCLASSIFIED

« For Official Use Only,DLM=For-Official-Use-Only
« Sensitive,DLM=Sensitive

« Sensitive:Legal,DLM=Sensitive:Legal

«+ Sensitive:Personal,DLM=Sensitive:Personal
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PROTECTED,SEC=PROTECTED

PROTECTED+Sensitive,SEC=PROTECTED
PROTECTED+Sensitive:Legal,SEC=PROTECTED DLM=Sensitive:Legal
PROTECTED+Sensitive:Personal,SEC=PROTECTED DLM=Sensitive:Personal
PROTECTED+Sensitive:Cabinet,SEC=PROTECTED,DLM=Sensitive:Cabinet
CONFIDENTIAL,SEC=CONFIDENTIAL
CONFIDENTIAL+Sensitive,SEC=CONFIDENTIAL,DLM=Sensitive
CONFIDENTIAL+Sensitive:Legal, SEC=CONFIDENTIAL DLM=Sensitive:Legal
CONFIDENTIAL+Sensitive:Personal, SEC=CONFIDENTIAL,DLM=Sensitive:Personal
CONFIDENTIAL+Sensitive:Cabinet,SEC=CONFIDENTIAL DLM=Sensitive:Cabinet
SECRET,SEC=SECRET

SECRET+Sensitive,SEC=SECRET,DLM=Sensitive

SECRET+Sensitive:Legal, SEC=SECRET,DLM=Sensitive:Legal
SECRET+Sensitive:Personal, SEC=SECRET,DLM=Sensitive:Personal
SECRET+Sensitive:Cabinet,SEC=SECRET,DLM=Sensitive:Cabinet
TOP-SECRET,SEC=TOP-SECRET
TOP-SECRET+Sensitive,SEC=TOP-SECRET,DLM=Sensitive
TOP-SECRET+Sensitive:Legal, SEC=TOP-SECRET DLM=Sensitive:Legal
TOP-SECRET+Sensitive:Personal, SEC=TOP-SECRET DLM=Sensitive:Personal
TOP-SECRET+Sensitive:Cabinet,SEC=TOP-SECRET DLM=Sensitive:Cabinet

i0S ¥R RIF

WIFHBRAFITESE (ASD) HIRRIFERM A BT LN Secure Mail #1 Secure Web £ /B 10S $iERIFSE
B, BIABERT, HRIZIEBENX

s¢F Secure Web, EH i0S HiBRIFIEE AFES, Secure Web AV EFHIFEXHER A XRIPET. BX
Secure Mail BIEFRIFHIFAES, BESREATTESHEIERF. NRBAILKRE, $ERASERIBERIIPE, At
T EBEERMBIERIP LR,

B

‘B 10S BURRIF” %A

. f£/ Endpoint Management %I &% Secure Web #1 Secure Mail MDX xx#1n#i%l Endpoint Man-

agement: XYFHNABERF, FESMEIEE > VAR > HN, AERE MDX. BXALNER, BBRAL
MDX it dk i BiERF.

. XF Secure Mail, BFHNKIINAEFILE, KISHI0S HIBRIFEE, AEEHEENF. BRALEETR

ST TRIMRER SR AR &

. X3F Secure Web, EREINARFILE, HIEMAI0S BBRIPKE, AEEHEENF. BRALLERER

FPIEITRIMRFR SR A EYIR &
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Secure Mail

4. EREEBENBREFREHFREFILE, WENEEFIES Endpoint Management AR E.

BMAFITESE (Australian Signals Directorate) %532 R1P

Secure Mail ATHERAFLIESF (ASD) it BN R LERM B L ASD HIERF. BIAMERT, “BAI0S
HURMRIP” SESIRE X, Secure Mail 124t C EEIRRIFRE AT IR B AV EIBRIF,

INRULEBLIZE AT, Secure Mail R ARRFE D 2P EIBMITH X HIHEERIPAS. Secure Mail AUTEIIEE
A KEHRRP:

o RIFFEIE

BN AHER S PR
MELHR BFEFF RSB E 5
TEBISCARRHE

Secure Mail AU TEILLE B 2E3BFF:

o TFIEAVERM
« BRWH
o BAR
« ActiveSync SEBg 14
B XRIPEBIERETURY, HETHABEHESENE R TETEAT UM,

BRSERFE, REUENBRLZHMNRGEINE, BAXGTETH. WRREEHPENELE Secure Mail,
REXFHEHENB, Secure Mail 7RI EMBIH BN Secure Mail ZFIEEEHITES

Citrix 2iY, WRBALLER, XEFEERERA C XHBFRIFNAEXHEA Secure Mail BEIER.

Secure Mail for Android #1 Secure Mail for iOS ZRHEN AREFH NG AN RKFER. WLIIEEERT AR, R
PEUREIR, HBLEREEMIAIR, 7 i0S 3 Android i&& £ Secure Mail BALLINEE, BTN,
Fi0Sig& k!

1. FHEERAEEZRE Citrix Endpoint Management =415,

2. SMEERE > NAER > MDX,

3. EET AT I0S X,

4. BRAMNAREFREIES THERFEARIETL,
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Manage Configure

Device Policies Apps Media Actions Delivery Groups
MDX App Restrictions
Block camera x @
1 App Information
2 Platform Block Photo Library % @

} i0S
Block mic record

] Android (legacy DA)

Block dictation

| Android Enterprise

| Windows Desktop/Tablet

Block location services x @

Block SMS compose

Block iCloud

Block look up

Block file backup ®

Block AirPrint

Block AirDrop x @

Block file attachments x @

Block Facebook and Twitter APls @

Obscure screen contents o)

Block third-party keyboards (i0S 11+ only)

ERERRENTENG, YNAERENTEN, Secure Mail 2B Rk R.
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vy

Shortcuts Home

v B

Stocks Translate

© O

Fitness Watch
Qutlook
Teams GoToMeeting

&

Secure Hub Secure Mail Secure Web
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7z Android 8% +:

M Secure Mail NAREFAZR, EAIUERKNATREIBRRHROKE, MDA TFREHRAKRE, 2RISR
ERENARFHANGANERNAREFNS, BXEAATEEHRRRNIEARES, 521 Citrix Endpoint
Management X#H#y Android & &,

i0S IhaE

February 9, 2022

AZ73R3T Secure Mail 21589 10S ThEE,

7z Secure Mail HEE 4+ 612 Microsoft Teams &1l

7z Secure Mail for i0S &, @A LUE IR AR SEAHMEAIE Microsoft Teams £i%iE. E6IE Microsoft
Teams £iY, iBFTFF Microsoft Teams iV F X, SICRIEFHIENIFAEBEAMEHEAEE—RERE, BX
FMER, H8RE Secure Mail BHEE4FEIEZ Microsoft Teams £iY

EFMH:
tfat® Azure Active Directory &R BIER AT TIRM?E:

o BRAHMAKIE (OAuth), HHREZMEEM Microsoft Teams #AIIEA Exchange Online #FERA,
o AEFEENERRIRME Secure Mail MBEFEHNEIES

+ 1£ Secure Mail L FAEFHERE Exchange kP, #ATNARFNRUEFMEAFER, BESILUTRE:
Dashboard > Enterprise applications > Secure Mail
o Secure Mail | Permissions - X

Enterprise Application

«

O Refresh /' Review permissions Q Got feedback?

B Overview

Deployment Plan N
Permissions

Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

) integrating an application and enabling self-service access or assigning users directly to the application. As an
2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be

as» Roles and administrators (Preview)
&8 Users and groups

3 Ssingle sign-on

D Provisioning

Security

Permissions

Iokaon ancn/ntion

required to consent when using the application. Click the button below to grant admin consent.

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

Grant admin consent for Citrix

Admin consent  User consent

‘ P Search permissions

APl Name ™, Permission ™ Type Ty  Granted through
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Secure Mail

« 2HF Microsoft Teams &£/ EK,

Microsoft Teams integration

PRI
3FF7E Secure Mail EEIEMEIN, &INEEYETE Microsoft Outlook B EEA U TES!:

o BEALIINETARE] A
o ZWEFBBNARATA

=IMEER

7£ Secure Mail for iOS 1, RINFEIRE BB FERHHIEM AIEF PSR/ VLER. LIHEETEETT I0S 13 REBR
REIRE LA, BXRIETIEENAF#ERIX, 525 Citrix BR&EBHRONE S/ MEETRE T,

£/ MIME #73K3 &5 M489 & B FHp 1
7£ Secure Mail for iOS &, HAFIRENBH B, RIEUMGHNRERNER EML XHURTZE G, S8
RFWENZER Y, HAIUEESREHEHAEXEH MIME f7k. ERRLLTEE, BB ALMTE Citrix Endpoint

Management TS HECE “REMKBIEBFERAMU" REEHIE “RENEPNENG RENBIMERTRS.
BXFAER, SRR RS WS BFEi .

%1 WkWebView

Secure Mail for iOS % # WkWebView, LttIhaEE# T Secure Mail EEFHRE-FM B R EHEEMIGE LE2WMMA
o

*#F Slack EMM

Slack EMM BFER T W ERE (EMM) 89 Slack &/, Secure Mail for i0S ¥R A2 Slack EMM,
XAFEERERE Secure Mail 5 Slack W ABEF Slack EMM N BEFHIER,

4H3@AN

FRABAMINEE, AL BFEHLRPIINERAT L. ERIUTEENRENNERE LREEFDHNE. R
IWBERT, EgELERABNIRE. WHREERMER I0S 12,
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Secure Mail

AR 01 N 152 T

£ Secure Mail for iOS &, AFAILMNSIGEHM, Fli0 “E=". “64L” 1 8. BRAAUWER “E8” M “f
BR” MRRZERAIER],
- -

Harshith 7'
asf
07/06/18, 12:30 PM
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X B RIHES BRI RNOH BT 7 1558

7£ Secure Mail for iOS &, BRNAIHEXBAILKGE SIS RBEAAKAED B REGILE LAEMFLH, BXF4E
B, &5 Secure Mail @40,

7£ Microsoft i& B Pz 5 E #EiX BN

EE AT (0365) 3517 Microsoft Enterprise Mobility + Security (EMS)/Intune %325 £, Secure
Mail for i0S Z#FFEMHIXEN. ERAFEENMRRBNIIE, BREBEUATOESRMS:

+ 7 Endpoint Management =%l &, BHIZBHILE “F .
o BRI RERIE B F9 R

o BIEHIYERREMNERIEE RN AR B TR AR E AR,
+ Sfn% Secure Mail > i8¢ & > &5, REREAHBHE.,

SREATIREEEN SIMIME

Secure Mail for i0OS #HERFIREERM S/MIME, BENINEEETT, EEHRITUTIRE:

o EFIRESEIERN S/MIME JEBKRF. BXEMER, BBREHT 0S BREFRE,
« 1£ Citrix Endpoint Management 0 “LDAP Bt EFmEM. FRAUTER:

- ##: SEND_LDAP_ATTRIBUTES

- f&:userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName }
,mail=${ user.mail }

BXNARMEFLIHEENSE, 33F XenMobile Server, #8@AEFmEN, 3F Endpoint Management, &
BT iR,

BXERRESESSMNMEMIFAES, BEREHREREIMEE,

1. 7 Endpoint Management Z#l&aH, SMEIERE > NAERF.
2. i#%#% Secure Mail, AE2EHEHE.
3. £ “iIOSF&” F, WF S/MIME SEBRE, EERREZR,
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Secure Mail

Push notifications region Americas - @
5/MIME certificate source Derived Credential - @
Enable 5/MIME during first Secure Mail startup OFF @
Calendar Web and Audio Options GoToMeeting and User Entered - @
S/MIME public certificate source Exchange - @
Ldap server address @
Ldap Base DN @
Back m

RTF &2

AIUTEEHNEFEHEERPEAEGREE. BEEMENER, RFTERFRIPEFIHAIGEGRIEE,
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Secure Mail

0 RTF &8

1. EHREFERNE®SS URL,
2. &3 Secure Mail > 88 > T8,

3. MEE®& URL,

HE, AMKEERTFR, ARBRENERUMEREEER,

Secure Mail B ER

£ Secure Mail foriOS &, AIUTEIEEIR BB “Secure Mail REBER”, LURFIRE Secure Mail BXR ARIEAN
MO, HAERAUTERNERM: 1E Citrix Endpoint Management /1, #{RE/EMA CallerIDSupportEnabled
MDX B8,

BRILTHEEW AR EEIXAY, E51 Citrix AR #EBIFOXE Set up caller ID (&EMFIZE ID),

EEHAPIRERE

BXIAMHINEEN AP BB, &5 Citrix B #EByH .0 X E Set colors for synchronized Secure Mail
calendars (WERFH Secure Mail HFIZEEE).

MR R R B IS

£ Secure Mail for iOS /1, &AM i0S AN XN ARZFWINS S, BX i0S XHNARFNFMER, BSH
Apple X Z Files App (XHRIBIERF) . BXILTHEEM R P EEBIRY, &5 Citrix AP EEBT O E View and
attach files (ZBEFKIIHE) o

BEKREhEE

Secure Mail #EREINEERUTARSIREN “BRIEBRAKRE” M “REHE” RE WTFEM>RBETH) X
E:

7z Secure Mail izt

e FEEEE HiaE LIREHE 5 75

7 7 7 ERIETYE, SR,
BEBREETANE, [
B R REINHH S,

3 % 7 BRU%. BN, FET
RN
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Secure Mail

k& EEEHEIE

;IF

“BRFE”T RE

MEFEETERENFIEKS, HEEUTHE:

FRE LOEHT

;IF

7z Secure Mail FigzEH
5

ES

- FIEKF: BREERENFE Exchange ik BB F B4,
o BAKA BERNMKPRNBEFEENXAR, XEKABTA—1IIR, EAIURFRIIRUEEFXHX,

TH

FETIBTZ. B
BY, SERERE BTN
&, ARNERRNEHE
FETLIETE REE
TRENEHE,
BTRAE TR, B,
BRFRLETHNE, B
B ERENAIHE,
BB TR, FiZe,
BRRRLETHHNE, B
B ERENAIHE,
FERIB T B
BY, SIERREETRAK
&, FRERBRXEHE.,
FERIBTL B
BY, SIERREETRAK
&, FERERBRXEIHE,

BINERT, FIEKFEHERSENE, ENEGSEEENIEE EREMNFE Exchange i B4 B FHB 4.

PRAEMK A BRFERE LU T RN

. A
. PR
- Fi%

- BAIIRE

i

] % 5
« BARiEmpf
o Ri+FE

o EMIFRER
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REMBKFRESFEREZ MEKA B BFENE, B2 TREERRIAKS XK B F Rtk

o HETEREBLF
o REM

EEMEKF MEIES R4 E A AR FHi AL, BEZEGA FERPNEAMUL, ABMERBIER K
PHEFEEMKS,
AR

MRMITEE RS BFEF, A FERPSBNATIE AR R B Fap i,

BKA

BEENFRAIKP UFIRTERAEREFRAKS THE. RMIAMKFREKFIBARTERN, EERFEINFHTIEE MK
Fo

BKF B RERTRE AV ERF MR, SR LIRS R5E5I0H V ENRE S XA R F XK.
IR R TR NMKP

« BEHME,.

o MIHELEHRS BB TR,
+ §AvCard,

- REFBEAR.

)57

AR ETEFERE LS MKFMESEMS. EUARMKPIRENE, URSBFRMKFAAHEM.

NBEREHREH®

1. BRO=HheIBHEE, AREKRE LHXERET.
ALRERETEEENFEK,,

2. %% Exchange kP &AM 2 RHEIAB &,
‘B BRREBETZIKFHNABER®.

3. EREENEE, ARERERE.

4. BREOE E—RE, FRIENHE.
33EFi% Exchange tkFHIPIE B B4R BRTEAE,

IZERBIRRENY, AREFRPSAMAETIAKS VB FER i, EERERFIKF , FRIRIL B FaptFuit,
AEEES— K,
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} =r

AR

RHAFRS Secure Mail i, NARFEERERE L EARENBRIZE.

BR

ERILMERFESEX R A ERIT2BER. R EERENBREFPRRFAEIKFSENENER,
EREMIKF AR TR IR RENERE T KSR,

72 i0S HRITENEB FHRF. HAEMHFHARER

TIERI UM B SR i0S g FITENB FERF. BHEHHANEKE K,

WEFN

FrHiRiRtEz AT, BHERBREUTERX:

o AL AirPrint iETUE B R X,
o AWEFEITHNE IRM pATFEARS.

BIAERT, FTENTHEETE Secure Mail for iOS R FERARE. ITENThEEMXMBEMNERRLH Apple AirPrint 3¢
Microsoft { EAREIE (IRM) i@d BRI HITIRGl, EXLIERT, TENEFHE. HREHHINBEEGREREE

Fﬁ b) #Eﬂﬁgﬁﬁﬁ_%ggiiiﬁ:%\o

FTENEBFHBHF

1. STASTENIR B FEHINR,
2. BRRRALAHN “B%7 Eif. WIEERUTED:

o 1
o $TEN
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1

L unilied product portiolio

3. BIRATEL
LERS 3 B RF T ENNE TR o
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4. ERBATEIN, BRIOEFITENN.
LB 2 RTENNRES.
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{ Printer Options

HP Deskjet 2510 serias

5. EFEBFTENFIRFTENN.
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6. Bi% -5 + FDSIE INEFTENIH 2o

7. EITEMSERS/LNESR, FRIZEE.
LB R RISSEERR. RINERT, EERBD.
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£ Printer Options

A1 Pages

Pages 1-2

8. EEMOULERE, ERLHm TEAIE,.
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£ Printer Options

Al Pages

Paga 2

9. BIMTENNLETUR O ZFTENVIET R o
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Black & White

The printes i paiasd

10. EHTEAITH, FRZZAKH. BABERT, Secure Mail #1T%&ITEN

11. 333246 L5 RFTENRT4TEN R FERfo

12, ZEUETENRLL, BRERE LB,

TENRAEMS

1. SMEIBAEHEE—ITEMH
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Sun kAan

26 27

THURSDAY

1:00 AM

Test Meetl

1:30 AM

'i-.:' et
S

Aug2018~ f[m (O

T Wiad Thu Fri Sat
28 20 € 3 1

30 ALUGUST

-.|'| i

T

Skype Meetingl

1 h 15 man

2. B 4TEN” EWRHIRIRAIERYHT EN BB F BB ER D iR M BIAREIS BRI TR (%o
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Ingtall Skype Baal In
From:
Invitees:

a Join Skype Meeting
Join by phone

Mumbeer) English (Unitéd Kngdam)
Find a lacal number

Conference ID: 5044538
Forgot yvour dial-in PIN? |Help

—
7 9 @
g

4 l (5
Skype Meeting1
T <] hay e = Mo
© 38 ®

Running Late
tarakg

1 invitee

Imdia Toll Free Number +000 800 040 1296 (India Dial-in

EITENRERER, BHITUTERE:
1. TAEERBKEGHNEFEEDRE,
2. BIZ “BE7 Eff. IEPRERUTED:

. B
ar:
. EUH

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

173



Secure Mail

Re: Image attached inline

IMG-20TM028-WaADDDE.ipg

Regards,
Vijay

From:

Sent: Monday, October 30, 2017 2:42 PM
To:

Subject: Image attached inline

Hi

Here's s the image from last week...

3. BIGTENFHZIRATERIFTENEE F R B8 9 12 K Bt BRI 1T Ao

ZPEWAE GRAEIZN)

Secure Mail for iOS 2 M RWHE, EIER UMATARNABTIRAEE—NSIWNABUMARI.

BAEN

1. TASVCBIBEHERIEN.
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2. NETHBIESEIIRSD, ERE—ISHBLUEN.
3. METRHZWABIIERSD, ER—IMEBLUMAZ.
4. BIEFUMAZN,

SFEFTENER F BB H

Secure Mail for iOS SZHHTENER FHEAFHIF,

Android 1hE

June6, 2024
ARt Secure Mail x3ER9 Android Ihag,
7£ Secure Mail B E 4612 Microsoft Teams =i

7£ Secure Mail for Android &, EaTLIESIZE BHEAMREREIEZE Microsoft Teams &iViEiE. E6I2 Microsoft
Teams 1Y, ETF Microsoft Teams £ ¥, SIEIEFEEMNIEAEBIEEEIMEFIEAREE—RRE,
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Cancel Mew Event Save

Weekly sync up meeting

Microsoft Teams.l
rﬁj MNone
MNane
(GMT+5:20) India Standard Time

Fri, Mar 5, 2021 12:00 PM

Fri, Mar 5, 20271  1:00 PM

NEEM:
1R Azure Active Directory &R BER AT TigME:

o BRAHMRKIE (OAuth), HEREZMEEM Microsoft Teams #AIIEA Exchange Online B3R,
« BREAEENEERRME Secure Mail EBAEFNRAES
+ 7£ Secure Mail B AIEFFEE Exchange tkP, HAFNBEFNEUERERAFER. BEESLUTRE:
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Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application

« O Refresh /' Review permissions Q Got feedback?

B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an

2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

as» Roles and administrators (Preview)

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

&8 Users and groups

D Single sign-on Grant admin consent for Citrix

D Provisioning
Admin consent  User consent
Security _—

| P Search permissions

=] . .
i« Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iokaon ancn/ntion

« BHA Microsoft Teams &£/ %K,

Microsoft Teams integration ) (3

PRI
3FF7E Secure Mail EEIEMAIN, &INEEYEIE Microsoft Outlook B EEA U TES:

o BALIINEBA A A
« SIWEFBBAAATA

REKRARD

7£ Secure Mail for Android e, SETLATEAMELR ATIRDP I, HIEFMER Secure Mail BER A,

HUH B AR ER

7z Secure Mail for Android /1, EFEILUBIEERIEMERY. BREZZARE, BBKE—% Toast HE, AFER
HERZEERF, BREEAIEREZXREHREIN. SR AL FIINSRIPRI S EFFar 1+
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BERXEPHHitrES

7£ Secure Mail for Android 1, RS ERXHRE, HHtERY, HEWMAEMREIRE LER. LIhEEEET
Exchange ActiveSync fg7s 16 Sk E SRRy & LR,

PDF XM AREER

7z Secure Mail for Android F, FIENAEFTEE PDF XHURBEMMT, FTiRMHEM Microsoft Office
BB R ATE

3FF3t+ Microsoft Office 365 =T RWRIFMISE, EEA “HA Web SSO #HiT@EEi” HIK

7z Secure Mail for Android &1, FHINT—"MN2AER Web SSO #HiTEEE MM ER, SRR, EaILUEE
‘i@ - Web SSO” i@idi@iEfEs OAuth g, Filtt, EHMITUUTRME:

* fER Web SSO #iTBE L MERKIRE RN,
o T “WLKIpR)” KEEH, EEFEE - Web SSO %10,
« NEERSEBEDHRS OAuth EXMEMENSE.

B BHES

7z Secure Mail for Android #1, BILUESHEMEHRENIE HRBHRIRE, BXILTHREMAFHEHX, ESH
Citrix P& OXEE L B LS E,

¥ #F Google Play 19 64 (i B2

Secure Mail for Android 3z#% 64 (iR,

27T Secure Mail for Android 8y “THILRIFR” BFRRE

1R#E Material Design 357, F1X THILRIFRINEEM T —L/ 2, BIEXENENN, RERIPERERSHIE
Bio

B BRER/NEE

7£ Secure Mail for Android 1, BFRBRELUNASHIFERIR M, Fit/NAf%d, EaUEEESRARTESLENS

. R ITFESIEBREYS. EENERGURFREFAES. HLEREHRERTERTHREETERE LFVNA
o B2, ERIUEAATRBMENAMGRIERR/NA M.
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Secure Mail

W OAMPFH o eview bou
@
=

AP Curlomer Clafcasion Call

R Dy Plarns Feechach B sciaslen
=]

=

SVIPH ClTes Talk

Po£% 375 18] SR B

£ Secure Mail for Android /1, “M£iAia” MDX SKBEHAHRMT — & Ril@iE - Web SSO HIFET, FRE LthHRES
ISR EHEBNEE @ @ - Web SSO” #1 Secure Ticket Authority (STA) H{1TEHEREERE, TR AN
B WiEARSS (5190 NTLM. Okta #1 Kerberos) £/ “&i - Web SSO” %%, RVELE STA K, HAAGEEME
AR SRBERAME N FQDN MRS MitimO, B2, NREE 7iHE - Web SSO %I, NAFEHITXLERE,

Z7£ Citrix Endpoint Management #z#il& /4 Secure Mail for Android BRLLSRES, EHITIUTIRIE:

1. FHEHEREAT Android B9.mdx Xf, BXEFMER, ESRAN MDX AHEFFHSE,
2. 7 “WKIHE KBS, REHIEE - Web SSO iE, BXEMER, BB AHRERF MR

“E” ERyiEoRINEE

7 Secure Mail for Android 1, XIEREX HIH1E58 T LA TFIhEE

s BRRSHMEXHERFNZNBEBETRE B FH

« £ R FRRSTEEEMEIREANZIN

o WE, RBANSNEUEHHFENERRN 24 /NIRRT, XESWBIERDLNS KPR, FZH
BORRASF, ERPETHREYRERZANFEE AR,
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Secure Mail

BEEWH

7£ Secure Mail for Android &, ZEGREF BHEMEIEE RS, BXIINENBAREBXE, B2 Citrix BRE
Bhshi 3 E View and attach files (EBEMMIINSHE) o

FTENER F BRI B RS

7£ Secure Mail for Android &, aJIUM Android i&&ITENEE FHEEF BAEM, ITENTHEEE @B Android $TED

HEZE,

wEFM

« MEREEREE Citrix Endpoint Management #£# & B RITENRBSIZ B Hx, BXERTF Android 8Ltk
HEEMER, BEBREIRITENERES,
o MREBFEHRZ IRM RIF, BEHEREEEFEHERBET ATEEEFTENEDL

MRKEWIRE XL, ERTEITENEFERFEHEM
AR
LEFTENTHEER A LUT EXRS]
« MEKEGNTEBEIERERER THEGR A ST, MIRERERETER, WTEEGS AR,
o 7£ Secure Mail 1, KBV FHPHSREMT, ITENZAT, BRER THTEG LTSRN FER 4. 9
RARTHTTEBERF, NPRFHTENRAUTHYEE FaR o
o FTENXLEIMBR, FARFIMMEBFHFHEFPRTTERE,

FTENER FHR1F
1. $THEITENRYEE TR,
2. BRERRALAH “B%7 Eif. WIEERUTED:

o 5
o $TEN
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Secure Mail

Move

Print

Video Library - New

Show Pictures

Video Library
MNEW CONTEMNT ADDED

AR

ETAREEM L, FIUERERRFS L L AITENERRITEN B FEb o
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L5
[

-

T

7
=

1. BRIRHTED, LLER Em e F R RIT N

2. BIEFIR, BETUTER:

« 377 PDF
o FRBEFTENH
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Letter

All printers...

3. Bi#%xF77 PDF L PDF R ZEHI B F R,

4, BRIZFRE1TEIN. RIBEMNERZEITEIN.

5. RETEMNGE, BIREFITEMWLLEFITEIN. W REERITENRER.
AR

FTENEBAFMERFTENNMR. MU TER*KEB Canon E480 fTENH, BNAFRTREN.
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(=) E480 series(192...

Colour Landscape

Range of 4

MORE OPTIONS

6. BCEESTENRIRVTENNL. e LA TFHTEMEDL:

FRIRAZRTHENN 5%

MFITRAERL KK

MFIRFIEZRE B,

RIEREER I S Mo

EF—NNEH—RYINE, ARFoEAREEE.

7. RETEENE, BIRES LK TED” EiR.

FTENAEXE 5
o BRI FE R ERE R FHHRIRAIEm BT ENEE FEL B 9 PR R IR BR 1T IR A

TENBREH

1. SMEIBAHER—TEM4
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Secure Mail

Aug2018 ~ [# O

26 27 28 20 @) 3

lest Meeat

Skype Meetingl

o | = '-I
3] 2 3

Sun kon T Wed T i FFi Sat

THURSDAY 30 AUGUST

1:00 AM 30 mi

1:30 AM 30 min

2. Bz TED” EWRHIRIRRIERYFT E BB ER AR D iR M BIAREIR BRI T IR (T

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

185


https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#to-print-an-email

Secure Mail

< =1
Skype Meeting

Yes Maybe = Mo
=3
Ayl _l T bt
Install Skype Crial In Running Late
From:
nvitees 1 invitee

i Join Skype Meeting

Join by phone

india Toll Free Number [India Dial-in
Mumber) English {United Kingdom)

Find a local number

Conference ID:

Forgot your dial-in PIN? |Help

. — —— ™y [ T,

/3 ActiveSync k3R S ML I & BB F R

7£ Secure Mail for Android 1, HAFREMENEEHET, REFUMHNRERER EML XHURTZIERE, &
ERRWEIZEY, HUEESREEAEXRED ActiveSync #53k,

BEALINEE, EBAMAE Citrix Endpoint Management i5HIAHECE “1RE ML H & E FR " BIRHE
“GREMLHENE” RBRBEBIHFHITIRSG. BXH Secure Mail i2E MDX HEIRIIFMES, BRMERATEHE
F= IR A2 MDX 558,
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Secure Mail

FX @R

7z Secure Mail for Android A, #&7] LA MR P A9 F ST e Ui 2 fR 4438 A o
=

o EREET FCM B#E%EHME Endpoint Management 55l & b FERARES,
o BXET FCM pix@ MR ES T, 15215 Secure Mail By#xEBH,
o FXHIBERTHEEXT Lotus Notes fRS 28R F.

BRFXHRE

1. BERE, ARESI TEREN,.

LAMRERN F 3 14 R 8938
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Secure Mail

< Settings

-+ Add account

Integrations

+> Slack
General
Notifications 2
Out of office >
Mail
Ask before deleting ®
Organize by conversation [ ]

Load attachments on WiFi

Show pictures $
Sync inbox frequency Auto
Sync mail period 3 days
Sync email @
S/IMIME 2

2. mEARFREY, BREEXHR, HEERETEER—RIIFXEE,
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¢ MNotifications
Mail

Mail notifications

Mail Type

Mail folders

Mail Sound

Vibrate
Calendar

Calendar notifications

Calendar sound

Vibrate

All Mail

Default

MNever

o
Default

Mever

3. BIRLUAREMERBCENBIX R, WAL FEFRES,.

P =

BRFXMHRBNEEABHMED
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{ Select folders

£ Inbox
] AutomationReports
_ ] BitBucket
L] Bug Bash ]
] Crashlystics O
] From Me
] imp ]
L] support ]

("] Conversation History O

1 Junk Email O

"] RSS Feeds O

T Unwanted L]

BERFXHREN, BIUHEDSFHEMNEEBOERE TR B E IEE,

BAEE

7£i517 Android O S ESRAHYIEE £, ERILUERERIBIEIREREE TR E FHAMN BB L RS R, &8
LAGE AR I THAESR B E X M E IR ERIER,

BRI B HIREERREEH, BFTFF Secure Mail HEMENLE > @, REEZFFAFBAETL,
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Motifications
Mail
Manage mail notifications
Mail Type All Mail

Calendar

Manage calendar notifications

ARRIUSMEE R @S EIE A M@0 5 &R B FHb e B HiE.
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\ Maotifications
@ Mail ﬂ

On .
Importance

Sound

Vibrate

Show notification dot .'

On the lock screen

Owverride Do Mot Disturb
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Motifications

@ Calendar reminders ﬂ

On .
Importance

Sound

Vibrate

Show notification dot ®

On the lock screen

Override Do Not Disturb

HE, WAUKRIEE LM Secure Mail EBREFE, ERNBARERER, ARREEN.
WMREW “PRBh” IREBEURNEANER S, WTEFERLLIEEN, ZIZERESARIMRINEE (K).
AR

HRAE LBNTRENTRELETFENEERRETFERFEN MDX HEBHAH.
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R FER BRIV R

7£ Secure Mail for Android &, £iVMERIZAEEFHERER. KAEXSIEIENBEFIREEME, FJLUEIE
LU TR 2 — Mo N 3835

1
Fit

17|
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Message view

Monday, May 14, 2018
130 PM — 2230 PM
Timezone: (GMT+5:30) India Standard Time

lanility

Chalukya Room

Bt IEoRINRE

7£ Secure Mail for Android &, ZEEKHHUREE K. RIRFER, BHREXEENSE, EEREEHFETE
HAhR 2 B B 4 12 T
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&R LATE Secure Mail R BRRFHEEN ., SNRATLUEER Secure Mail #17EE, MEEEIETH. NRTEFER
Secure Mail =&, WEERNBEFTIR. ERILUEFRENNBEFUEEN M, BXIIhEEr AP B,
&8 Citrix BPEBIF0XE View and attach files (BEEFMMIINSTHE) .

[EIR¥ZHIERTNARE

7£ Secure Mail for Android &, FILEERI&E FHIREIRAHTEF R IFRANBRFNED. RIFEEZERET
BB AE S AE,
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Secure Mail

| : . | [
! . ¥ .
= ¥ = H
= ; wl ek .
. L) .

3 3

MiivE o wonsleeied didy!

ahei froew il & el o

Reply All <,
Ropy | (&
"

M Android FBIEES A I E RS B

£ Secure Mail 10.3.5 REFERAH, MR “NEXERE FTHAR)” REIEGERRT, AP EEENENRRR
FHIEF . SNREILIRIEFRFEBERARS], BAFAF KNERMER, 3B Endpoint Management 2%l &%
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LIRS BT 121,

1. BrREIEERERNX.

2. REURENEFERERFE ID. TER LR

LG Nexus 5:

com.google.android.gallery3d, com.google.android.apps.photos

Samsung Galaxy Note 3:

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.|
Sony Expire:

com.sonyericsson.album, com.google.android.apps.photos

HTC:

com.google.android.apps.photos, com.htc.album

Kty

com.android.gallery3d, com.google.android.apps.photos

3. fERaEIAIEES InboundDocumentExchangeWhitelist AT 00

T WorxMail APK e MDX Toolkit 3T&% 4.
EEHITEN EHE). mdx X, HEXHEEENRR.ZIp.
FT7F.zip X, #% policy_metadata.xml x4

1 % InboundDocumentExchangeWhitelist # & H M PolicyHidden>true</
PolicyHidden> Eekh <PolicyHidden>false</PolicyHidden>,

f#72 policy_metadata.xml >,

EIERRX R AFRE X, HEGRULIR.zip X,

P =W

BNEBIMNEXM R, BEFEXHRPFREX NS, HEEEFHIXHE,

BREMNESEX o
PERIRENE BH B A EHERE.mdX,

4. BEEn.mdx X £#HE Endpoint Management i5#l&, HEERAGE ID JIRFMNE HF00] WAINL,
XHHATH B R,
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Restricted Open-in exception list

I NnbOUNG SOCument I.‘Ani."‘.l'!-’.;t'ﬂitﬁli‘! Unresincied o

nbound document exchange whitelist

Connection security bevel s -

ERRIEFE D LUZS 5RE:
com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.photc

5. REHEZE Secure Mail,

Android P IERTAMER BI2FMINE R . BXITHEER AR EBIXAY, B51A Citrix BREMHPOXESE
BYINSZ o

SRR

X #57RATLAE Secure Mail RHiiN. EEMITARIXXHRE.

B i0S Android
fsm: H.263 AMR NB codec_Mp4 X
fsm: H.263 AMR NB codec_3gp X
fMsh: H.264 AAC codec_3gp X X
M$m: H.264 AAC codec_mp4 X X
fMsH: H.264 Acclc codec_mp4 X X
GTM recorded_wmv X
AVI X
WAV X X
MP4 X X
3GP X X
Flac X
AAC X X
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B i0S Android

M4A
3GP(AMR-NB)
MP3

< X X X

WAV
0GG
ICO
JPEG

< X X X X X X X

PNG

TIF ({XPREDI)
BMP

< X X X X X

GIF
WebP
DOT X
DOTX

PDF X
PPT X
PPTX X
PPS
PPSX
DOC
DOCX
XLS
XLSM
XLSX
TXT

< X X X X X X

POT
POTX
HTM X

<X X X X X X X X X X X X X X X X X X XxX Xx

HTML X
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B i0S Android
ZIP X X

EML X X

=173}

HREETREBFEIEE LZMEPINFIEEHS. EUAEMNMKFIGER®, UXSBTFEMKANEREH.
AR

MRBATNABREE, &INEERIAR SR, A KEX,
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Calendars
@8 work
@8 Personal

Hide All Calendars

C Lastsync: Todayat3:47PM {0}
HEFEHREEE

1. BROM=HheBHE, AREERE LHBRXERE.
ALRERETERENFEK,,

2. Bz Exchange kP &M 2RHEIAB &,
‘B BRREBETZIKFHNAIBER.

3. EREBRNHE, ARRERT.
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4. BREE E—FE, BRIRIUE.
338 Fiz Exchange ki B EH IR BIRERM S,

Cancel Colors Save

Work
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Calendars

B8 work

@8 Personal
e

Hide All Calendars

ST o

(3 Last sync: Today at 3:53 PM {0

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 204



Secure Mail

= Aug 2018 ~

1 2

12 13 14 15 16

19 20 21 22 23

TODAY

10:30 AM

Test Meat

117:00 AM

Skype Meeting

® @ |

Fspcls LR Calendar Ci

Sum Mon  Tue Wed Thu Fri Sat

3 4
10 11
17 18
24 25

ALIGUST 30
30m
e m
25 =

inlacls Allachments

U BHBBENENN, AREFRPEMETAINK, IR FERAt, EBCRERFIK,, (FHRIRI B FapfFitit,

REEERSZ— Ko
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Cancel New Event Save

Work

Mone

MNone

(GMT+5:30) India Standard Time
Thu, Aug 30, 2018 4:30 PM

Thu, Aug 30,2018 5:30 PM
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Select organizer

Work

Personal

Cancel

R

TR LU MERFESFI A X R AMBRIT2BIER. R ERTENAEFFERRFIEIKAFEINENER.
EBENMKFPABHITHFREIRRENETE T ZIKP SR,
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fE& RS EH

AT #HEETT Android 8.0 (APl &3 26) HEBRAMIEE LM Google Play EEHITRHEIER, KITEART
Secure Mail EAMRS. BEEMNIEE LR FEMAIERLRFELZ B, BERMA Firebase Cloud Messaging (FCM)
REHEZBEH. EXBAET FCM MEXBHNESEMESR, 1S Secure Mail BUHEEEA]

EHREIRE LK Secure Mail IRERITHEMEER, AXIEEMNESFMER, BB FAIRFOXE,
PRI

o MREHRBHET FCM B9HIXER, NEMRE 15 2H# T REERY. LHEERENBEFRERRIE

TR BIBITMR.

o AP MRERERFoHEMEN, BHNAMFRNERFREBME.

Secure Mail F#y Android Enterprise

Secure Mail for Android #1 Secure Web for Android 5 Android Enterprise (L gi#5A Android for Work)

WEFMN

o EHRFERIEEE!T Android 5.0 SRESARAS, LUERESS(ER LLINEE,
o STFAMIE, KU afw.accounts Endpoint Management E14i&E 5 TRUE,

# Endpoint Management £i&& Android Enterprise /&, #ah4r= N ARFIEEENIEE EATA, Android
Enterprise BEtrRiRIX LN AR, M TEPRE 2RI DT
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Secure Mail

5 Android Enterprise #&1I04E

T#&5IHT 5 Android Enterprise %A Secure Mail Ihgk,

TIgE HF

Exchange Server Bzh& ¥
Secure Ticket Authority (STA)
SHERA

Microsoft 5 SAUREE
BB R EER]

ER RS

BT ER 2

< X X X X X X X

S/MIME & &z
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L

Firebase Cloud Messaging (FCM) g3
#HRIIE (OAuth)

%4 Exchange kP

ABA

SHEGIRE

HZRE

Endpoint Management integration with

Microsoft Intune/EMS
Office 365

LDAP Exchange Server 2010. 2013 712016
EFIEBRFHIIE (CBA)

GoToMeeting

Skype for Business

TABAATIE

Citrix Files &1

fER R R E R EFERAEM

HF

T#&5IHT 5 Android Enterprise 3#%&# Secure Web Ih#g,

IhgE

“J@iE - Web SSO” &=
S22 VPN &8

FrE R B2 IhEE

5 Secure Mail &A1

PR

¥

< X X X

o MNBEIFEEXHER TIEERT Android Enterprise B A FERRSIEIEERFIFERIGERFF, KEE
FIEFRER Secure Mail for Android VB A S HEEMERXEN, B2, NEAY, XLEBHMEEREH

EREL, BXHAERE, &S5 Android Enterprise i&&,
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Secure Mail

iEATF Secure Mail #9 i0S #1 Android Th&E

June 6,2024
EXNBT Secure Mail £3589 i0S #0 Android Thae,

5 Azure Government Cloud Computing

Secure Mail Z##fA Government Cloud Computing (GCC) High 7 Azure Active Directory 8/ F# 173
H3iE (OAuth). Secure Mail 72 GCC High ikt Aimas, LU#HRE Microsoft 34Frf GCC High BREHIsEHIME
R, BXFMER, FBIA Microsoft 365 Government F1f9 Azure Active Directory BUFIEINAE,

BB, EREREE Azure Active Directory fEF 589 GCC High U@E#THHRIE. HEBSERTERF
Azure Active Directory #8 7 ## Secure Mail B R,

WEFN

ffafR Azure Active Directory 2R EERNITUTIZIE:

o EEEEE ETHRRMRAH Secure Mail,
« 7£ Secure Mail ZA#2F+EE Exchange kP, HaiF Azure Active Directory R FRTE AR LAEFR
BERFRER. BEIUTREE,

=,
AR

XESBREAHNER[EERN—RNEER, BRFNAEFHINERE, BRFEM App Store FHEREIH,

Home
111 Secure Mail | Properties
[i] Delete 7 Got feedback?
B Overiew
) Emabled for users to sign-in? o
# Diagnose and solve problems
Manage
Properties Homepage URL
i Owners Loge
&b WUsers and groups
Provisioning
C Se Ol
Application ID
Security
Object ID
% Conditional Access
9. Permissions User assignment required? Yes m
aiu TiSSIeNS
Visible to users? (0 m
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Secure Mail

ARE

ARG, RARRTERMSEIREEREN, ZOBSBEEEME Azure AD £# GCC High, WiFsimEmAI T
g, WUHRIERGERKR%E) Azure AD £# GCC Higho
ALUBE U T AR Z —RIETIERTE:

« WAZA Secure Mail-GCC High #9 Secure Mail 4+ 37E Azure Active Directory P HRIERTE

k.
+ 1% Secure Mail BELUMIAEEARSEEMHITEMNRIEGED https://login.microsoftonline.us i#
TEEM.
X5 I1CS XXt

£ Secure Mail &1, ERIUFRBIERMIAFUEIN ICS X, HEEERAEHSNTIBRYF.

Secure Mail FHIBX R AEE

£ Secure Mail #, HEEBFHGRSVCBFEFRMBEAN, ATUEERRANRE. BXIINENAFEBNX
1, E2iA Citrix BR#EHHROXE TR AR

EEEHIR

£ Secure Mail /1, BMIEF]URIBEMERBRERR R, BXRILTHRENAF BB, E5iH Citrix BREBHL
X Z Organize your email (EEIBEHIEBFHRAE) .

£/ Office 365 Exchange Server FBgE X Office 365 iR3 2t

£ Secure Mail #, £ “Office 365 89 OAuth ¥ B9 TR T —%% 4 Office 365 Exchange Server (5
HRBE, FEMLLHRER, EOUENX T LR Office 365 HBFEMIENE. IHRBEAFRBAFNAGREA Office 365 2#%.
ENBZEBEME, 130 outlook.office365.com. ZRikER outlook.office365.com.

XIFMEEE

MEEBEATEEAFINRETEREY, EANHFRGELATEBIRES, UEEHMERTEReN, B ERME
BB, EOLUHRABIEMERR, RAXHRAMERH iOS F Android FA1IRIEN. BEALLINEE, EEBRY
7z Citrix Endpoint Management 1%l & g 12288 MDX HB8I1& B gkl 5 M F Az,

EFERAMZEEEINAE, 157 Citrix Endpoint Management 1=#l& 5, EMEXRKRIKILE ARG SMHTEAMNE,
XEFEUSEMMBERE, HERAPRE LNPMEIEMENBRERFRIERTEZIREIRIZRETMIE MDX MERKRS. E
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Secure Mail

b3 RiE], MARFBEFEUSEITRERETS. RIEBE, SEENBIENINESEREM MDX 1B 2IkE
FHo MDXESANABEFBHNBEBRSOERENEMME. INEERT MDM + MAM X MAM IF15,

BINZHEA RIS E HEFI SN TEANER, FHRBSIAEIERN MDX N,
AXERAT Secure Mail WIIZEIE MDX ERAIFAREE, BERAUTRERAINEZESRS

« EATF Android B9#zhaE =R FATE R MDX 5EB%
« EATF i0S LR AERF# MDX 5B

HRBERTREEMEERY, FEMIRETHRBREAITFEERERITIRE:

¢ ATNAREF-AFNAEFERET.
s ATNAEFEETESRET-ESRFNAEFANERAEGMAMER, EATNAEFEIT. LARIAME
« FRIENAEF—MIENBEFET.

517 10S HIgE
UTREREIRE R T HEIETT I0S HIgENRESMEER:

+ i0S 10 - WAEFIEEETE THFTIEEREIIRIERTIRA,
« BRI - NAREFREAER.

o BINRE - MAEFAEEMIRE LET.

o IREBITED - IREETHY IRENFH.

o BIEHRE - RANBEFERBERS.

i=17 Android rYi8%

UTREREIREREHEIET Android MIgENREEMMEER:

+ Android SDK 24 (Android 7 Nougat) - M BiEF EEIE TE T RETIEERAHHRIER SRR,
- AL - ZAEFERBAER,

« BIR1E root RURMILE - L ARERFREEIRTT root SRAYIGE LIETT.

o ISEPIE - GEBIT KB

- ISHEMNE - EARFENZILE BT,

S FFNERZ TR F P

Secure Mail Bftft, BEBSIRMMIMN BT, MaT, HEARREREGHNBFHERNSENFER, TREEX
FrEvigE £, TR FERFRINAANNG, HIHREERR] AR AR B 5RA B FER R,
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Secure Mail

R BERES

7£ Secure Mail 1, FILUBEHEMEHREXINE AMEHHRE, BXRILHEENAF BN, 551 Citrix BF
B OXE BN H ST E,

EIREIR

7£ Secure Mail #1, MFEFTLURBENERARERFF. BRUILTHRENAFBEIXY, E25 Citrix BRI
X & Organize your email (BEIBERIERFHRAE) .

B shalE

72 Secure Mail /1, HEMIBRITIEPAVERAET, ATLURZRREZIAVER . BEMILIIE, BSMEIRE > aahait. A
&, MEIFREIAREZFEERER, BXIIhEEAF XA, B2 Citrix AP B0 E MR B aha] # 2 x
AR F R

BERXHEERY

EfRxXtkaBmRy, HEBERAERAIRE LEA, 1LIhaefriaiT Office 365 3t Exchange Server 2016 &S
hRZAsB891% % _ERT Ao

AR

90R Secure Mail EfR@ &K, WASBHEET DRSS,

BRILTHRENA R B, SEN, ESE Citrix BREPFPOXEER X FREHED,

% #7E MDM + MAM &=, F{EH Microsoft Intune FH# TR SER

FFiz1Ti0S Mg E:

RNT e ERLINEE, 5SS EMLEMNIEE L RE Microsoft Authenticator FZ B 12 F. B % &% Microsoft
Authenticator ZFEEFMIFAEE, 5513 Docs.microsoft.com £ T %% Microsoft Authenticator
N AR,

3t Fiz1T Android B9 :

AT REBERILThEE, BSHELNIRE LLE Intune RFAVIFARZAERF. ERE Intune ABINFNARERFRE, &
HJLATE MDM + MAM XA SSO, MAEBEEREHEIETE Secure Mail REFHITHHIRIE
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Secure Mail

BIfRIERINEE

7£ Secure Mail #1, YERIFENRHERENKRRAAN, ZBEEANFACEEEETERRE LT £, YERIRALD
EIMER, BETRZE. BEETENRESFHLBRREMEAEE, YEEEREALAN “E2” BEirl, BERU
Tk

. URiE
o AINE VIP
« BUH

AL+, EAILERZE. BEETERIRRENN “EZ" Eff. WRFEATEIZEFHAGHAHE NS £
FHRFEL
ABREHHEEA: FRIGEAERSZE. BERTRIRRNFAREE. ERILUESHRIXZEFER .

wEFN

AR Exchange Web BRSS (EWS) 7£1&# Exchange Server FFRERARS.

ERBR N FAEEBURTM Active Directory I2EXMIALFMEE (Outlook @HR) . BEEFIEMMNEBER A
=2, ERESEREE Active Directory HEtEEMALR B RN,

AR

IkTheETE IBM Lotus Notes ARS8 F RS 1%,

RaNsEMt e SHEENEYBH

7z Secure Mail #, B&iyediEl, HopvFERNEISEBER MDX g, HERINEEAFER Secure Mail HR
EMPRWNE B RS HEZHANE R,

%1 Exchange kP

IMIEAT LM Secure Mail iy “I8E” HiN%E 4 Exchange B F Ik UIRECIIZ @R, EEILIHEE, EaT
FE—MIBEREHPIEERG. BKRERAMBR, EERBEFELNTHR:

s RERAFRENEEAEREESKF. B EREEELENERATERAEFPNE—MKFIEE, B
BHMKARNAFP 2D,

s MREGBNE—NKPRETIEDRHN, WEEZBRMEFIERHKS, HMtkP XA FERAETF Active
Directory B 2I8iE, EEEZMKAES, Secure Mail FiFETIERMN S KI8T,

o A7 Citrix ADC IR BEIRB R, AREAIFE LK EZETIINIMLEPIET Exchange Server,

+ Secure Mail for i0S {X3z# Exchange # Office 365 B {FARS 28,

BXRIThREM A FEEBI XY, 550 Citrix AP EBIHLXE Add Exchange accounts (0 Exchange /).
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Secure Mail

‘iz

BEXBRANBPEEXY, E285 Citrix AP EB$.0XE View and sync your contacts (BEEMAS B R
Ao

FEHAPIRERE

BXIHMHINEEN AP BB, &S0 Citrix B #EBy+ .0 X E Set colors for synchronized Secure Mail
calendars (HERE¥H Secure Mail BEIEBEE),

AR

BT LR IR YR 4R B TSN ER A LR YBR L Ao
WEFMH: WFB Citrix Endpoint Management /5 RS HEE, HEMRBIINBER.

B2, ZEEHRRBFHEN, BEFIRFIREETINIREA. BRAABRERESL TARTHES. BEEKRA
S EnGISe IS

Fiz1TiI0OS Mg & L

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 216


https://help-docs.citrix.com/zh-cn/secure-mail/contacts-sync.html
https://help-docs.citrix.com/zh-cn/secure-mail/calendar-sync.html
https://help-docs.citrix.com/zh-cn/secure-mail/calendar-sync.html

Secure Mail

New Message

5&17 Android B9ig& £
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Cance Compose Send

|-.|"II|:: citnx . com

abefmoitrix. com

IR RAANEGE, FET— M EEED, EPESBTHRETIRIEHMERINED. BIRRETIRDEFEZM R
N EERWHANG, BIREWIAELT.

fEiE1T IOS Mg & L
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Cancel External recipients Select all

john

john@outlook . com

. john
john@yahoo.com

©
abc@gmall.com

E£iz17 Android #ig& £
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External recipients

Some recipients belong to external
organizations.

REMOWVE ALL | EDIT LIST
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{ External recipients  Select all

~ John
" John@outlook.com

G John
John@yahoo.com

o Abc
Abc@gmail.com

AN IIEF0HINEE

RZFAEIEsRINEESS, BRIERIARMERINEE RS, WEFIHE, XLEBRRHWRME. BRMERRAREN.

AR

xF Android, XLEBRREIIUGFEF B R RER.

Fiz1TiIOS Mg E £
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TestUser Two

FACETIME
FaceTirme

NTERNET

5&17 Android B8 & £
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TestUser One

SubjecttestO1_CXM_2249/7 NonRecurr
iNng6EBYDY/5-6BB5-4F0B-B2EB-
D6 /AD3ECEAFA

Friday, 15 February 20189
130 PR o 230 PR

muralal

LocationtestOn_Cxh_22897 NanRecurmnng

Bodytest01_CXM_22497 NonRecurringGESSDS7
5-6BB5-4F0B-B2EB-DG7AD3ECEAFA

IMEF R ERAF LGSR, 5 Citrix @EMNARIEREHRIF B

te5h, NAIEIESRINEES, MIFRT MITHRBFEMARRE AR FRE LARHANED. SJURHITHEFHR M,
ZFReAEEIR. BFA. BREAMMGEFRE,

i0S TR E BN, BETFREFI0S 5 Android ZiEHZ%—1%,
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Secure Mail 5 Slack (FiishR) &K

WAL B] LUK R BB F B34 555 B1iE1T I0S 3 Android B9ig#& E# Slack R Bi2F. EXEMIER , 1E5IH Secure
Mail 5 Slack (FRishR) &M

REMEIBE TR (LU RERFRIRZ)

7£ Secure Mail f1, RILfEA “IREAMBHE” hEERESRMMENENBFEIH (UELHENTR) . EATLE
AR R R FEERERBPREENEFER M, BERAITHE, EERMARE “REMEHEBFEpHFHhut”
R BIRENENENGIRBE BT RAHTRS. AXRIEEEMNAFEEIXE, F2iE Citrix BRAEBHOXEW
K@ B TR S,

IRE MR TI & BT HR

TR LURIEE R AR B RISIRENE N BB FEE, BXILIERMNAFERXY, GEEXERGENFAER, B
27 Citrix BP#BI®0E Report a phishing email GREMSHEEFHRMT).

S Secure Mail BAE#H

£/ Secure Mail for iOS #1 Secure Mail for Android, aJL#% Secure Mail BFEE4SHEEEMNANBHNA
EFH, BXILINEEM AP ERIS, B8R Citrix BPEEIFILXE Export your Secure Mail calendar events
(84 Secure Mail BREEH),

T MDX REERTENNABBHETRHNAREHFER:

. & (FRL)

o SNETE

o RWAYEL R

o RINAYEL EH. HR

« (33F Android) 2iNBSE. AIAM. 55E&. FH. =, &3
« (WFi0S) wiVEdial Ef. HRMEE

Android %5
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ﬁ

Damvoe Polioies Apga idprhy Ariaars ek i Erevdimers Profils
MDX
Eepart Phighing Mall Asdeeuses

1 &pp Information
7 Patioem e Rapart Fhiihing Mechaniim
B ios

Shype For Business Meeting Domaing
B Android

- Espart Calendar
B Windows Phane

B Windows Deskiop/Tablet Euith Suppeet for OFfce 155

. Uie Modern aubheatication for DI&%
1 Approwvals soptianal)

4 Dedreiry Growp Adsigrments

[I=Fi]ile g

Fradied Esdbandgs Onllng Herisames

Ddispry’ G

Repaii v Aftachmest -
Boeting Tame -
Mo DT Eapae®)

meet g Tames

Bpeting Time, Locasaon

Mprting Time, Lubjsts, Location
mbprtineg Tame, Awaslabdiry, AErcees, SUDPBL LOCATON,

i0S &I

m_

Device Poliges Appa hiecig ACfigm Sharefils

MDX

Repart Phiaking Mail Addreiie

1 App infarmation

2 Platiorm Ciear A Report Phisking Mechanism

&8 o5 Shype For BulilAsii Meeting Dosdlsd
B Android

i
B Windows Phone Tzpart Calendar

B Windows Deskton Tablet
Caller ISentification

3 Approwals |opbonal]
Oath Sepgeat Tor Offce 345

4 Delivery Group Assignments
e 365 suthentication machaniem

T
{opticn

Errplreni Piodtles

Dhelwery Groags

[ il AT ST

lghgwnineg Timee

Wore |DonT Expai]

Llipying Time

elging TUme. s aon

Mrriing Time Sobyect, Localicn

Wingtng Time. Subpect, Localion, Mot
101 o il ety

FF i0S

REM Secure Mail hSHBBHEHAIR/S, 87 Secure Mail SMNBTEAERE M

B5E.

o EUTHE—ERT, thIhEETE Secure Mail e RELFR2ARE:

- ‘SHER" R/BIRERX,
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- 1889 MDX hi AR B & %R

. MBEHANABFRLBEFEABREE T DM KA EER iCloud AR FRERS, WFEER LI,
MBEAN A BFHRARRFDSEREEMIKE, WA ERILEE.

. BREMANABFHEE URL 34858 Secure Mail BB, #HE “ctxevent:” BESE “WARF URL
7% MDX EBa,

3+F Android

M Secure Mail FSHMNBHREHERiEE M, B4 Secure Mail B, FRIZAFRSM4PTH Secure Mail St
R,
B5E.

o EUTHE—IERT, tkIThEETE Secure Mail BE] ILELAFEARE:

- ‘SHER" R/BIRENX.
- &89 MDX ik AT B &% R,

o BEER “NESHEZHR” MDX HRE&IEE I ARRE,
« Secure Mail E43§%#%7 Samsung # Huawei i&& ERa /A,

R

Secure Mail EREX#XHPEBDEEHFAERREFHGE. FEIBRNSNBBEUREEFNEN,

BEERTIRR

RA T AR TUNET A= R BV RET.
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See all important items

in auto curated buckets

Enter Secure Mail

WP R R FRE:
. iz
. RIHE

o BMFEANZN
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BUAMERT, Secure Mail BNERRBENIKFHIR. MREETZ MR, NAUEERBS—MKFPHR.
EERBHMKF IR, BERR, BRXERER, AEERENAKS,

Feeds

= All Accounts
€[]
€[]

F i | £
L, Last sync: Today at 2:38 pm

oy

RIRET B R E8HE, ARBUTETRLER:

o RERITEFHERF
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o WIMRIEIE
o ZPEBEFHNZN
EEERFTNFBENE, BAREERER2.

AR

D BN RRETRURBEINUR T ERIRE LIRER BRI HIR.

R R E ISR INAE

TERNARX HHKEIERINEE:

o BERIRPHNFAAEXAXRFHSVBIFHRERT B .
« & R FRRZSAEERNEIREANEN.
o BTR24 /DR BANZINERTE B *F, FREASKMBRBI
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Feeds
Meeting invites
Daily sync up

Wednesday, October 24, 2018
11:45 AM = 12:00 PM

planning for

Yes Maybe = M

Upcoming meetings

11:45 AM 15m

Liaily
planning for

2:00 PM .
.:'Iunnlrlr_;
Rocm (&)
3:00 PM 1h
Demd series
Roorm [(20)

u - '-i
L i
L 0

FBENZENIR

£ Secure Mail 7, ERILTERERPEERBENZEN BT, RIEFSHHIARISE, REENZBRTRS
B 5 HEFHY, BEEERAENEZENESETFEE, FREEEEH,
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Feeds

Upcoming Meetings

TODAY

08:00

Cloud Conferance

From Your Manager

WEEMG:
1R Exchange Web Bgs3 (EWS) &89 Exchange Server E4FERRE.

ETRHEERFEURTM Active Directory IREXWALRFMES (Outlook BIRR) ., BEHRELERH E/RIEMIVIEA
B8, BFHRIREIEREXE Active Directory BB EIAL B RN,

=,
P oy =

L IhEETE IBM Lotus Notes fRS5 88 F 7245,
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MBEFBMAZY

7z Secure Mail 1, AP LUERZEMBAEFIBENMARN. FTRYIET NS IEEMBIE SR URSHLR

MR ER,

SFNRWEER

WEER

Microsoft Teams

GoToMeeting (GTM)

WebEx

Skype for Business

B TREEVIRUATAPE

FRIRER

SWABFHUTARBZ—: 1) 13
By URL: https:

; 2) UTFEESR
89 GTM 7R3 GTM:
123456789, GTM -123456789.
G2M -123456789. G2M:
123456789

LRWHHE R TR N AR

B “MAZW EH9RE

MRLET Microsoft Teams FzF
B, ZNBEREITH, BPA
MASN. MRKRREZNARER,
BREEIIMNZABIELR S
Microsoft Teams 893,
MRLET GTM ZARERF, MR
FRITH, HERFPBMAZI W
RARREZNBRER, BFREET—
MRETEENAEEURE GTM B
I, XF
gotomeet.me/username &K
GTM, MRAEFEHITH, APEMA
ZEWo

Citrix Secure Web $&3T7, HiTH
FRITEH WebEx B REF (MIRE
REMEIEE L), %A7E Android L
8 Secure Web “SZRHEIIITHA
BISMFIR" LUK i0S £RY “AFEY
URL” sspge¥s WebEx FinAfish,
BPaleEE Secure Web 13T
FravsE, ZEHEMERITARITE
#9 Skype for Business R B2
(INRBLEHEEE L), % Android
L8 Secure Web “SIREIFITHA
HBISNFIR SEBEHHE Skype for
Business R RINAFISN 7
i0S £ “sniFH9 URL” SRBEHRFRMN
B5h,
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Secure Mail

Microsoft Teams FHiEF

o **i0S- “%iF URL” #EEE”: “msteams:
« **Android - “4THAXHRI HES: {action=android.intent.action.VIEW scheme=msteams pack-
age=com.microsoft.teams}

Zoom N AEF

« i0S - “43F89 URL” %8 +Azoomus:
« Android - ““THFARXHBRI” HBE: {action=android.intent.action.VIEW scheme=zoomus pack-
age=us.zoom.videomeetings}

Webex (RitEMIRARER)

o i0S-“2A ¥ URLEERBE : +Awhbx: RAISEBEERFE N Ahttp:, Ahttps:,*mailto:=ctxmail:,+ citrixreceiver:,+ telpromp
g2m-2:,+ col-g2w-2:,+ wbx:,+*maps:ios_addr:

« Android - 4T HF 5 X H B " % B8 {action=android.intent.action.VIEW scheme=wbx pack-
age=com.cisco.webex.meetings}

Skype for Business

« i0S - “AFH URL” %H8&: +Mlync:
« Android - “sTH A R H B M” % B&: {action=android.intent.action.VIEW scheme=lync pack-
age=com.microsoft.office.lync15}

Skype

« i10S- “aiFH9 URL” 5B&: +Askype:
+ Android - ““TH A X HBR T~ %H8g: {action=android.intent.action.VIEW scheme=skype pack-
age=com.skype.raider}

BAHE

TEFH T 2NCEB IR EMER SR RN BIESBERNSINABEER,
GoToMeeting (GTM):
SRR RIES BRI

o GTM H&XHEMEBIESH, =)

- ENE (%% H3E): 000 800 100 7855
- XE (%R#=3E): 18773092073
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o 72 RFC 3966 B ENEMBIESE,. EXFMER, BFSR Internet FRERERNMN S,

SFPZWABER:
KWABMAESEXFRIUA T ERE R ITIERE:

« URL (*.gotomeeting.com/join/123456789)
+ URL (gotomeet.me/username &)
o “GTM” &=, flan “GTM:123456789”

o “G2M” #&3L, N “G2M:123456789”

o “Ihin)fLE5: 123456789” FHEREI

WebEXx:
TR EBIES IR
o WebEx #ZNERXBEMEIFESHE, =% (Verizon F1EH) :

- 1-866-652-5088
- 1-517-466-3109

« WebEx ESUEEEHEMEBIESE, =6
- 1-650-479-3207 (EE %2 HiE)
o i RFC 3966 MR ERERIEIESH,
SFNZWABEN:
KWABBREEUTERZ—!

o RIRES: 123 456 789
o IAiAEAS: 123 456 789

=z

pa =W

N F O U EMIBMSNAE, FEMAM # BUEASI,

Skype for Business

SFFEIESIEN:

« RFC 3966 #&MEMBIESE. BXFAES, BSE Internet iR/ERER NN,
SFNZWABER:
SWEXBEIXA: “Ki ID: 123456789
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Secure Mail

} =r

AR

33F Skype for Business &i%, & BRI # #,

BATMRNESR

XFFRRIE SR

+ RFC 3966 #&{MEMBIESE. BEXIFAES, BSE Internet iR/ERER NN, Al

5555555555

(555) 555-5555

555-555-5555

555-555-555-5555 (WRFHEER/HXKFD)
1-555-555-5555

+1-555-555-5555

AR

BIESHHRNHFZENER— N IRER. fli, ) - cSBEFLER.

SFPZWABEN:
Bivpvig=t:” (RIESHE)” " (1X58)”

REFALIEEMENMESHIRHE # 2 (WEFBR). FENAXEPHRS, THEZFHFHBATIR.

WNFEREW, UTBAARTAAREEN. B8, IRBREHIVHNEXTHNEIESE, WAILEAZN. BFKE

FRRFFMAZINAE, ZFUTBIES BN WNADER.

SFFHEBIE SIS WA BRT

RFC 3966 &AM EMBIESHE. = ZS5{E
f5l: 5555555555; (555)
555-5555; 555-555-5555;
555-555-555-5555 (MIR7=FEE
R/#X ) ; 1-555-555-5555;
+1-555-555-5555

£5% PIN

REAE

% PIN

BNl

1-888-999-9999 &£ 555!
9999999

1-888-999-9999 £5% PIN:
99999999

1-888-999-9999 kEHS:
99999999

1-888-999-9999 k£ PIN:
99999999
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Secure Mail

XFFEIESIEER

WA FRERF

B5E/RERD

FE(ICES

&1 PIN

HEERD

HEE PIN

FEH PIN

PIN
RS

(AEE
WA

21D

)
”»
”)

»n

passcode

ext.

;ext=

extn

HC

ext

BNl

1-888-999-9999 £5%& /5REHS:
99999999

1-888-999-9999 EI{HT:
99999999

1-888-999-9999 &fi PIN:
99999999

1-888-999-9999 HiEE N
99999999

1-888-999-9999 WifE#& PIN:
99999999

1-888-999-9999 x4 PIN:
99999999

1-888-999-9999 PIN: 99999999

1-888-999-9999 xRS
99999999
1-888-999-9999 3. 99999999

1-888-999-9999 = ALHS:
99999999

1-888-999-9999 =i ID:
99999999

+1 (631) 992-3240,958209234#

+1 (631) 992-3240,,958209234#
+1 (631) 992-3240,,,958209234#
+1 (631) 992-3240,,,,958209234#

+1 (631) 992-3240 passcode
958209234#

+1 (631) 992-3240
ext:958209234#

+1 (631) 992-3240 ext.
958209234#

+1 (631) 992-3240 ext.
958209234#

+1(631) 992-3240 extn
958209234#

+1(631) 992-3240 HC
958209234#
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XFFEIESIEER WA FRERF
xtn
xt
X
PC
pc
TABRBEM

Tl

+1 (631) 992-3240 xtn
9582092344

+1 (631) 992-3240 xt
9582092344

+1 (631) 992-3240 x 9582092344

+1(631) 992-3240 PC
9582092344
+1 (631) 992-3240 pc
9582092344

7£i0S # Android €& L, AIUMEH BAENBREESANENNABRHE Secure Mail FEEEMWMAEH. BX
LEThRERI R P BB SR, 352 Citrix AP &EBIH/0XE View your personal calendar events (BEEEH AR

REA).

HEAREXE &

UTERENA T OB ARBRE R,

1. BEEEHETFERGRMIIARKES, BEMGEXH KL, FERIEDNF, BIRENER.
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Secure Mail

Carrier + 9:324 PM [ #

Cancel Inserting a picture

Cc/Bec:

Bre's a picture from last week!

2. Secure Mail FIgesIRRZIHIRIR A, LNEERBRE. SMIEARREBANER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 239



Secure Mail

Carrier + 9:35 PM (. #

< Photos Moments Cancel

Point Reyes Natl Seashore
Mar 13, 2011 - Point Reyes Station, CA

Mordurland eystra
Aug 8, 2012 - lceland

August 8, 2012

August 8, 2012

3. IR EaEEENER.
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Secure Mail

Carrier + 9:35 PM [ #

Cancel Inserting a picture

Here's a picture from last week!

BREF

f£i0S # Android && L, EaILLBEAADR AAREBFHARAITIRE. BXIUIEENAFBEIX, ESH
Citrix AP #EEBIFLXE Use swipe actions (ERREIRME).

7£ i0S #1 Android #10\ Skype for Business i

Al LLGEE Secure Mail £480N Skype for Business ¥, ItIhAEERTEERIIG & LR % Skype for Business [
2R,

A Skype for Business =i

1. #3% Skype for Business &ii2EE=l HHEH
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Secure Mail
2. HEHEAEERET, B Skype AR, Skype for Business S EHE O RE5H.
MBKREEAILE L% Skype for Business, ER#EZR%E Skype LUREZNBIEF,

B4 B9 Sz A3 PR T30 58 A Rz B 4 B ELAth 12 3R I BE
MFEATLAE Secure Mail RZFARFLEHIEE (MS Office MER), RABEBIERAE=SNAERF (50 QuickEdit)

BRI A AT T RIE:
MBRFE AR R B S AN E B IR BB 4o
PR XA AN 2 B ER 1o

REFME LUERBEANLT R

MBS SR B BRB o

ERHMN BZFT M.
BEEMGERRBFHAHAHEMS.

AR
NEEEMHFEETIMNGE, FTEEERREFIEFREREHR.

AT LATE AR TP b4 -

o BEHRF,
o ESHRER,
o M XK

. E]ﬁ?#’:o

BRI EI AR
1. sTAE SR FER T,

242
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Secure Mail

Dave
RE: Citrix Flow images and doc
Decembper 14 2015 171327 Al
m File associations.docx
L

| security-boundaries.jpg

-
_ Lync-optimized-architecture.jpg

2. BIRZMIf.
3. BEMIMELT.
LR RR “UfFE",
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Attach to Mail

4, EEFBRUAHMZIIAEE, E R R DOF LS M NI HrER o
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Secure Mail

— Inbox

Select a message for this attachment

E Mew message

® Dave
RE: Citrix Flow images and doc

(£
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Cancel Compose

E security-boundaries.jpg X

TRFF B LA R AL 375 78]

1. $TFRF,
2. BRNEA LANESEL, ARBRERETUEBRNIARREFH A LHBRAISEE
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Save for Offline Access

MBS 14 e BRR £

1. $TFFMHF,
2. BRNEA LANESELR, ARERMBINSE MR AMBS R RIERMI o
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Remave from Offline Files

ERE MY AEFFTH M

1. $TFFMHF,
2. BERNEA LANESELN, ARRRITAAN. UEREMNAREFITHM
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Open with different application

3. MNEREBETH, BREA TR —ED,
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Secure Mail

Complete action using

&) Gallery

rl Photos

@ Samsung Print...ervice Plugin

& Secure Image View

@ Upload to ShareFile

EEMEIRRE FEMF AR EN

1. BRESEA TR ER.
2. BB,
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Secure Mail

Attachments

RECENT OFFLINE

s Security-boundaries.jpg

—n i i
i £ L
|ﬁ"| ] 21 oy

Fepcls bda Calendar Contacts  Aftachme

3. B, ARERFSE LANESELT.
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4 View Original Email

Remove from Offline Files

View "security-boundaries.jpg”

4. IEEPR BRAIREBFER o
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LEd ]

Dave

RE: Citrix Flow images and doc

n File associations.docx

h § - -
security-boundaries.|pg

| ™

Lync-optimized-architecture.|pg

¥RP 2T BT Hp 4t (UPN)

£ Secure Mail for iOS #1 Secure Mail for Android &1, BTLUMEF Exchange AP &MEBNSHIRILTHIE
F UPN FIZ53H S 19 38E,

BRLIIEERE, ERFEERITUTEARE:

o EFfik# Secure Mail,
« 1£ Secure Mail HIBSFIARINMKA
« 7£ Secure Mail P EXAF R,
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WEFMN
et TS 2 B, EWRERAF EFEIE1T Secure Mail 10.7.25 SES RS,

B
WHBA EENIERMRNRHIBAAE" K8, FaEEMILtINEE.

THEETF UPN NS4 3IE

1. £ Endpoint Management B “EEHRIIAMREXIBAFE" KK,
2. B&M Exchange BRkFPIBESAFRE SMTP B F b4t ILER2EH UPN,
XA SR IIERMURIE, Secure Mail ZiAfEAE SMTP B FHb4ILLH1T S HIRIE,

BHIIEMRTIE, BAKPRBTBEENREE UPN.

WIEERS
Fi0S k& L: HERE, RAERRKFUSTERMEE. TBMRIEY, F SMTP BF LS RREKF FR L
B ZFERH,.

7Z Android ig& L. HERE, ARRRKFPUEEEAES, THMINA, T SMTP BFHHIHE BRTEHF ¥
AEERBELNAREFERF,

FhABIAT IR

WEFMN

+ Exchange Web fg%5 (EWS) 7£/&89 Exchange Server L& FRARS.
+ Microsoft Exchange Server 10 SP1 s{E & k<,

Secure Mail for iOS #1 Secure Mail for Android Z#3FAAB R AH, BTUBEETE Secure Mail ##9 Outlook
SEEFHCIEMEBER AL, CIBMNEBERAAT Secure Mail B “@BAR" HET.

FE:
T BETE Secure Mail HEERAMELR ABME 5.

BES BT RAEBREMGN, TUERRAENATIR, MEMER Exchange SIZTRABRAA (@AHETIR),
MATA7E Secure Mail F&E & XL,

EEMNBIAATIE

1. 7 Secure Mail #, FTFH@EASR.

2. BABRAALABEZT,
RRAABERRERPET
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Secure Mail

3. BRIZEKAZAANAUEER R,

o Sid T 4T PM i

<

TestContactGroup

MEMEERS

F=3

AR

TBETE Secure Mail 4RIEELR A4H,

B RIXAER AN HRIER

1. $TFF Secure Mail FHERIRRIE T SRR LURT BE 14,
2. TEIREMERETHRG A FERPRNEKR ALNZ R,
3. EETHEBERATIRP, EFEBERAL,
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Secure Mail

Ho S & J3:44ZPM -
Cance Mew Message

To: te
Tescg
TestContactGroup

test? testd

Test

123 @ space @ . return

BRAABREL U TENRT:

BERERAALIXBHEE

1. #T7F Secure Mail #SMEIHF,

2. Bz + BB AR S,

3. EEEHRED, BIRRIEEURMM R,
4. BABRAANBTUMZAREEIE,
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Ho 5B & 1% 3413 PM
£ Invitees
1]
Tescg
TestContactGroup
4
test? testd
Test
gw e r t y u 1 o p
a s d f g h | k |
&$ zZ x ¢ v bnm &
123 @ space @ . return

5. AETHERANTIRF, EFERAH

XREY

7£ Secure mail for i0S # Secure mail for Android /1, ATLURIRE:S BRI Secure Mail WEFFERRE. R
HEWREET Secure Mail BB T g, Fa0 “BB3E". “BH”. “BAF" M ‘M4, BRESEIRNY, BEEN
BEIRIFEIX A (il “eBFE”. “BRE7. “@RF") ¥EH. DRESHREEZERSBINSNET.

CES LSS

1. #TF Secure Mail,

2. ETNETRI=NAIAX AT, BRERSHX AR,
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- Inbox O Q

® Avery Taylor T30 PM
Why Las Vegas Hotel Rooms For You

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...

Elsie Newton
Become A Travel Pro In One Easy Lesson

Steven Todd
Train Travel On Track For Safety

& Chris Herrera 3:28 P
Motorhome Or Trailer

® Birdie Walton 2:28 PM
Coventry City Guide Including Coventry Hotels

a P
[ [} 24 B

3. BRERRA LAKNEEELT.
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Secure Mail

4. BRREVE TANEYET.

Mailboxes

gs

Inbox 1
Drafts
== Sent ltems
= Qutbox
Deleted ltems

Junk Email

Last sync: Today at £:03 pm
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Secure Mail

Mailboxes Q
€
£ Inbox 1 ~
Drafts

= Sent Items

Outbox

—_

=h

Deleted Items

Junk Email

Syncing

el

ol |
-

5. XHFRERTZHERBERIF. HEBRERSEFRSLER.

R B OE T RE

7 Secure Mail for iOS #1 Secure Mail for Android &, BJLGEIS R IR ERREMMTINEE .
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Secure Mail

BRI SRR FHR

1. #T7 Secure Mail,
2. BRIRBET LI, NERIREE ISR UEE BT,

3. BRERA TANMGERZ A ERLT.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 261



Secure Mail

Cancel Compose

4. ILEIRERRBREETERE USRS A X HET.
5. NEHEREMNEFIMBNER, EBRZEVNERBERRA.
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Secure Mail

Cancel Compose
% "-__._.
Bnts *
B &

BIZWHERRY, KRR TES:

o XfF
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« ShareFile (7E#5A Citrix Files)
o SEEHBHMI

Complete action using

O Files

@ ShareFile

@ From Mail Attachments
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Secure Mail

EEBFH4R, Secure Mail EE2IFmANZ R

MRFRFETENRBMEH, fl, SEEFTABEEMNER URL B8R4, Secure Mail Rz NSRS LR
BRABHHTENR.

SRR TUIOIE

FXRIERETF OAuth SN SHBIES AR ZMNEBNESER, LRIFEESRF Office 365 FEAMEEMINGE
Active Directory BEX& &% 3IERRS (AD FS) st 53122~ (IdP),

3+ Secure Mail 89 “#iF Secure Web 15~ MDX B8

7£ Secure Mail 1, FLESMEB URL STEAHLN 28 IE Secure Web #1377, Hik, BAERT, FiE URL &6
BEANNEEDITH. B2, EIUIBEEL|IE Secure Web 3778 URL 951K, Ak, ERTLULE Citrix
Endpoint Management iz#|&HECE& 7 “siF Secure Web 1% # MDX B&,

EEZERKRE, LLUESHRE URL EVUSFIRS N BEFEE A XEMEIBEFNEE URL 89N B 2893 FHITES,
BE, BEBHEKREE N Secure Web ER BRI ZRIFHNTIR,

INRFZEEET BHARE), NFE Web mEMIFHAIXE Secure Web, EFIRixLt URL BBHEHIRREL IR Z b,
BURKEER URL. EEER URL, ERILIEE “HibREIRY URL i2iE88" MDX 58, ILSRBEIERATMFE R
HITH URL, LEERBEEILSEA BT Secure Web 135585,

R EREE AT Android #1i0S #9 MDX 5RES,

Secure Web iHHREHNRGIEE

LT EREERINERRER Secure Mail for Android 8B P A, Chrome 5% 888% Secure Web #3TF URL,
7£i0S £, XESBEREBEFEENME Safari % 2EHiTHFR URL =B 3h1E Secure Web #3757,

3tF Secure Mail for Android

1. £ “MRAEFRE” KIBYIERD, B “SRHENITAARFINIR BN {package=com.android.chrome},
2. £ “MARERFRE” (Hik URL) HEEHIFRS, EERIF Secure Web ishiRinmEint =i DNS E&.

WNFHEMB=FNEE, BREERERAUTEN:

{ package=<packageID of the browser> }

3tF Secure Mail for iOS

1. 7 “NAEFRE” (His URL) $HEyIRF, BEAYFH URL b +Asafari:
2. ENARER URL AEH, 7 safari:
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3. £51F Secure Web i, FRINAERLE =9 DNS 54

Secure Mail 5 Slack F9& 5K

November 16,2021

Citrix Secure Mail and its integration with Slack is not created by, affiliated with, or supported

by Slack Technologies, Inc.

IIEA] USSR B F B3B3 % 203517 i0S 3 Android #9i&#& E#9 Slack AR
EBRLLIIEEE, FILAITIATRIE:

o MEBH-TL4ELIRE Slack x3iE,
. SIEESEHEREI AR Slack ExiE,
o EEEEHEBHI AR Slack FEIBERHEE.

wEFRMN

¢ WFEER:

- BHRERER Secure Mail Z#E3IEM Slack TIEX, #ETmEA Add to Slack (7% Slack) #z4.

5% Add to Slack
(#mzl Slack)
- ¥R Enable Slack (=7 Slack) HBZE) On (F). AXEHIHMES, WEH:

* FBAERT I0S 1 Slack &85
* BEEATF Android B9 Slack 58

o WFAP: S8R, BEHEREAS Slack kP HBEMIZE ERET Slack ARER.
FigE LB AILIhEE

1. $77F Secure Mail H LR EREFF,
2. EEFEREY, RIRREATANIZERT.
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Secure Mail

Mailboxes Q

@s
Inbox 41 v

Drafts

Sent Items

vV O [

Outbox

Deleted Items
Conversation History
Junk E-Mail

Sent Messages

0000 = B

Unwanted

C Last sync: Today at 2:08 PM
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3. BIREREY, BiREMT7IH Slack,
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Secure Mail

Settings Done

ACCOUNTS
ER

+ Add Exchange Account

INTEGRATIONS

9= Slack (Preview)

GENERAL

Notifications >
Auto Refresh On
Out of Office Off
MAIL

Ask Before Deleting

ole

Organize by Conversation
Load Attachments on WiFi

Show Pictures

Sync Mail Period 3 days
Check Spelling 0
S/MIME >
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4. REEMIEX Slack URL, REERMELE,

< Settings
._;" Sluﬁk | Menu |
Sign in to your workspace

Enter vour workspace's Slack URL.

citrix | .slack.com

Don't know your workspace URL? Find your
workspace

5. RIEEHNERE, ARERER.
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< Settings

Signing in to Slack - citrix.slack.com
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6. EXRE Secure Mail 3HEBHHRER, BIRIB,
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< Settings
7y « P

On Citrix, Secure Mail would like to:

Confirm your identity on Citrix

Modify information about your A

direct messages

View email addresses of people on b

your workspace

ﬂ\ Access your workspace’s profile >
information
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EMEREED Slack,

fEFItEIhAE

1. 7£ Secure Mail ITHERBFEHEIHE, ARRIRIIRFRE,
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Happy Birthday..!!

Always show pictures from this sender

- P
itha, Surya, Antony, Chetna,

S
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2. ERI A, 2i%7E Slack FEIK,
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<

Chat in Slack

Forward

Reply All

Reply
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3. WERTREISE G B FER RIS A Slack,
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r 3 : .
< CItrix

@ Chetna , Kavitha , Antony ...

ILIEY

Chetna , Kavitha
, Antony ,
Surya

This is the very beginning of your group message.

© ©® ®m ¥ U @

Message group >
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BEILUTILA:

« 1£i517 Secure Mail for iOS g Secure Mail for Android B9i8%& £, ISR RS 6 S EAYE FHRERRI/\
MR Slack 34, WMREMWEFERERARE AR/, NBINERT, Secure Mail &G E
FHRHFITIERIZIERET) U Ao

BRI ES

December 9, 2021

A3IRIT Secure Mail HERIFD B FEBE RS ThRE R E,

Secure Mail for iOS E& N BARRERIE

4% Secure Mail for iOS BE2& »i@d i0S EANAEFRIF (MIE APNsS) 2@, Secure Mail B8 FHBHRIFT
BEI U T AT
o APEISE EMSEREEREANARFRIF, H#B Secure Mail EE&EE1TH, BEKSRERES. @S
MERURTF SRR,
s MIRAFRERTEEHBERRF, WEERETNEAERF FREIE T,
« FF% Secure Mail BEZ&H, ZNARFEERZAIRSSEERRBNIET.
« EHIAIETTH, Secure Mail ¥ E/REESEBEFHAES, TICEENAEFRFNEE MM,

Secure Mail #1 ActiveSync

Secure Mail @i ActiveSync B 8% Z i 5 Exchange Server #17RA%, @iL b8, BRI AL IGRE
Outlook #Bff. BXRA. BREM. BEAERKVERFELUR A F IR X,
=W
ActiveSync Fx#R% Exchange 2FAX#%, 7 Exchange Server 2013 &1, ActiveSync RF&E¥ “E
B X%,

ERP BRI MR, FRITTIIPE:

i0S

. RENRE > BriRl#

. BEHRFIRENTTH.

. BEATH. BETFRAENTIR.
. BRERZHIXHE,

A W N -
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Android

HE “HRRE” P

RIRERDHRTE,

BRIEATAN “B%” Bif.

BRIEgET £,

EREMET, EREREERIIXARED IR,

ok wbh e

St Secure Mail FRIEER A
Secure Mail AP EJ AR HBERASFNHNBRERY . —REREIRERASHEFNNEAERE U vCard
MEEREZERA.
EAYFERXLEINEE, 3BT Endpoint Management 2%l & 735 Secure Mail 19 “SHEERN" REIEE AT,
ZREGIGB RS, UTETIE Secure Mail R FEARS:

« “BRE” FNSAHBARRY

o« FHEMEKRA
o BlvCard MR HZIRKREA

SHERARBIRENXE, XERTEZNHEEFPFER.

BRZKEE, BREERSKMBRARFASIRENT, FEFEHMKGEKRAMEBLGRSBED IIFHELE,. R
5x@iRELSIZE RN, £ Exchange 5§ Secure Mail RSB R AR E MR AL WA MBERANE
#o

BT Android =ZEREI, Rk, fNREM Exchange =% Hotmail ik Bi&B A S5a43@iARES, Secure Mail #8
TEEFBIAR.

£10S /1, AT LUFH Secure Mail BRAFHBESFHBRARS . BMERAFEIRE LB T Hotmail 3 Exchange,
WA USHAREDSEER A, 7T Endpoint Management &i@id Secure Mail B “BEAVBRAARE” KKES
thIhaE, LLERBRARE Secure Mail REEBZEAN “BAR" NARFHEEN Exchange/Hotmail kP REIBXR A
E, MRIEBAF, NARFRKBERAARS IILE, BEELSY “BAR" LARZFEE T Exchange/Hotmail
AR, NRIGEBARX, NARFEREMELERRARS. BIMERF.

PRI

BRSFMERAARLH, RERNNKRAXGEXRA AP, ERRAENEAFXGXBFEEERTHNERA
LN

Secure Mail 3&41

TRFIHT Secure Mail ERIAREEETH, MARNLZIFNBEHILELIBER.
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Secure Mail ERI &R EEIETT:

i0S ERERIAIES R

Secure Mail 45k A ActiveSync
FERE LR B HR A B &,
Secure Mail i&d i0OS E& R A2
FFRIFIhEESL APNs (MNREEE)
EWOBH.

EXEBFMEE, 55 Secure Mail for i0S AYHEXEE,

Secure Mail B9#EZE B 4AN

February 27,2024

Android ERyEFILIES

Secure Mail ##75k A ActiveSync
ERELURS BB TR B 758 Bl
Secure Mail ##r7k A ActiveSync
E,

NARRFERSTTHXHR, Secure Mail for iOS #1 Secure Mail for Android =] LAEUR S BB FHR 40 B H3EE
BxHEH, Secure Mail for iOS ZiFi@id Apple #:5ZBAARSS (APNs) IRIHAVEIZ X BARHAEM, Secure
Mail for Android % #Fi@id Firebase Cloud Messaging (FCM) ARS3 12 A& 40,

X BRI TERIE

FIRMAETT I0S 0 Android B9iE%EH, Citrix 7£ Amazon Web Services (AWS) H3EE IR 2RARSS LIRITLLTIh

gE:

o PUREEWRAFEESHEY Exchange Server &i%#9 Exchange Web Ags3 (EWS) #i%@%1. Exchange R¥E

EEREFER A &REE Citrix RS,

Citrix REFEREMTATIRES. R, RESEMITIA ID fHRREIRE UK Secure Mail REEHHY

Wt a3,

o [0S &% LM Secure Mail &% APNs @ ((RE&#EE.

« M Android i&%& £8 Secure Mail %% FCM &40,

Citrix (I8 IRS TR MEB - EIRRE, ZRgRd
UT=AREREMIFERS (vE e AR

o EMHLX

R, FRARFIIEMIX (EMEA)

» XX (APAC)

A
EicE):

ctiveSync RErfEAFi&& S Exchange Server Ziali%El. 1
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HEIXBHNRFER

N Citrix Gateway BB & Secure Ticket Authority (STA), HBEiF@EBEXH, Citrix Gateway %

T2 (M Secure Mail i@id@iE&imed) #imEILLT Citrix filF2sARss URL:
HIEX URL IP stk
EiMHX https://us-east-1. 52.7.65.6. 52.7.147.0

pushreg.xm.citrix.com

EMEA https://eu-west-1. 54.154.200.233. 54.154.204.192
pushreg.xm.citrix.com

APAC https://ap-southeast 52.74.236.173. 52.74.25.245
-1l.pushreg.xm.citrix.
com

73 Secure Mail ECE#i%EA]

Z Secure Mail i8& Apple #ixi@Hsk FCM LU#ITRZA®EES %, 3ETE Endpoint Management iZ#l&9, #
“WEIXEED RBAF, RAEEREARENXE, TEERT i0S MigE,

MDX

1 App Information

2 Platform

Enable auto population of the usemame

Enable i0S data protection

Push notifications region

Enable S/MIME during first Secure Mail startup

s¥F Android, FEIR/RTS iOS HRMHEEMIEE, o, R EWS HEESHHFIRS SRAMENXIIRRERNXIE
H, &5 EWS EHZi8E, BARBERT. MRFLIEERT, Endpoint Management & ERBIARS 2R E
Mo
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Push notifications m_\'

EWS HostName

Push notifications region Amercas -

fi2& Exchange #0 Citrix ADC LU iFRE REfIf iSRS,

Exchange Server &

SIFMBEAIEER) Exchange Server PR gy Citrix fifr2sAkss URL ytHuk SSL G&idiO 443), Flan:

IR X 15 URL IP stk

EiMHX https://us-east-1. 52.6.252.176. 52.4.180.132
mailboxlistener.xm.

citrix.com

EMEA https://eu-west-1. 54,77.174.172. 52.17.147.220
mailboxlistener.xm.
citrix.com

APAC https://ap-southeast 52.74.231.240. 54.169.87.20
-1l.mailboxlistener.xm

.citrix.com

YNRE7E Exchange Web fgSs (EWS) 5 Citrix fiPr2sig & Z BB E T AIBARS 2R, NIRRT TFRIEZ—,

B\ ZARELRE EWS 8, AREREINIFERE,
o PR IZAIEFHE EWS REEERBEIITRIRE.

BEIRIEARS 28 L% EWS &, 357 ClientAccess\exchweb\ews x4k E EWS web.config X, T
Ffi7Ro

<configuration>

<system.net>

<defaultProxy>

<proxy usesystemdefault="true" bypassonlocal="true" />
</defaultProxy>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 284



Secure Mail

</system.net>
</configuration>

BEXEERENESZFAER, FEANELE,

3tF Exchange 2013 ¥f45, &MFzhiA web.config XTI system. net &5, B, AXPEROEER
iEMATF Exchange 2013, E#{THFEHR, BHKREH Exchange 25,

ERIIEARSS S, EREBEREFIRURY Exchange 5 Citrix (iIF 28RS B &%,

BEETIEBHNEHIIEEM Secure Hub BY, E&4J0% Exchange Server EEE HHRITEFIEBHNEHRIE, BX
¥4Ms S, H81@ Endpoint Management E4if&—>2

Citrix Gateway it &

& Exchange Server EEA R REEHANIAEEARS, B Citrix ADC B AAFEREFRIEMRS, @BEX
AT, &E A LUEZLUE MR IEHIEIE,

1R EWS # ActiveSync AR5 28R, &% Citrix ADC EREFRRE A AW EWS 2. B X% Citrix Endpoint
Management 5 Citrix Gateway SRIFAIER, 1ESE Citrix ADC 5 Citrix Gateway HEMEBS

BEHEER

TN HIREEHITHREHRR, 185 %E Exchange B4 EE, HERERITRIERTITRMNBEMERHLKHHNBEERE.
EA LATE Exchange Server EiafT Wireshark BRExr, WUERERTR®E Citrix 0I0F2siRSMH GRS,

Secure Mail #:3X@5F LD @RE
Android fAEERNEZIXE Secure Mail

7 Android &, EHBLEXZE Secure Mail,

FCM {2 rasif 57 m £ B8y B F B @Al

BEYRRE L ERHOMB4BAZRE Secure Mail BF 2 EHHIREM. EEWA: ESFBREMITER

o

AT BB, Secure Mail 4gEBM Exchange RIF #8138, LUE Secure Mail BEE1EEREIEER.
BRUCGTIREAY, 2REEMEY FCM B, BFHHRPEEATMRE, MERHETE Secure Mail HET.
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APNSs (NI fzna i 57 E L B ay B F Bp @Al

WEMFAE L2 RAEE B RARIE Secure Mail S RIS EMEIEER. EEHRA: LESRZRENMITER

o

AT BREHEMEER, Secure Mail EE#EBM Exchange AF#d&E, LUE Secure Mail BEB15 2R AIEE,

R APNs BRIKREXEFZAR Secure Mail, Secure Mail BEAREMESN, Rt FR=RESHEIE, BT Secure Mail
RETANRKE, AEFEESEIRAE LEMEABEFHEEM, BEE APNS @K EXFBE Lt

[E&RAREFRIF @R Secure Mail #1 APNs

MRAPXARENBEFRTN, IXEUTER:

« Secure Mail FiE AN BEFFAT, Secure Mail B ZEWE,
AR
RYZET RN SHIXME R, BXEHXBMNNEMAES, F2EEH Secure Mail for
i0S MEHEZ B,

« Secure Mail RS R E_EE B FHHE,

PREANAREFRIFY Secure Mail WITABEEARTM. WHIFTHR, MASIRIE APNS #ITHESEH, BEIER
T, BFESEFREEDEIRE,

EIhiEE a2 m Secure Mail 1 APNs

ERFERN TS Secure Mail BXMWARSTHERAT EANAREFRIFNER, EERNEREXT, REFRAE
HRFMIREEN BEF, BEfcnRaNAREFEEEN. Alt, fAE@mS EX “GaNBEFRIF Boh7IHs
FIEE. FER, ERIERRXT, HEERNRALE, BEBRT APNs &,

WL H fthim] B AT WA S 2 FCM R RIS ER & RK

LA AT FCM REpRESIERKM, BiE:

o STAERET.
« Secure Mail EEEFEER TIREERT, ZNAEFHE 10 FLaVETia) MARSS 23R FRE £k,

INREH ERERBER, Secure Mail BT ERS IR, Eit, F2ERYRR @B,
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mpLe H fthia] B e LU S5 APNS IRshH RS EE & KK

WA LIS APNs IRRIMEIS EREN, B!

o STA EELHK,

« MIEIEERIB, Secure Mail 7E/EEIRERRT, ZNAEFHE 30 FHIETEIMARS B EFFRA $IRE.

« MNRBATHIBMRIPHRIEE Secure Mail # APNs @HMEEE, HigELATHERSE, Secure Mail Eikininl
HiEEME, AR RBTRY, EIR, XRE——MRHZEIALE5 Secure Mail WiE K. INRAFEBERER
BIgEENEANEEET Secure Mail, MEMEEEMTFBIERES, APNs IREhfEP .

WMRRE ERERPHER—F, Secure Mail BEERASERE, FILTEZ TR @B,

BRIk EESRER APNs i, Secure Mail E&285IMAZERSIEAEERN?

905 APNs %% F, Secure Mail h&# i0S MEHREANBREFRHEMHRE, siRREANARFRHERA, B
RINRR S F X AR

EXLEIEFEEMH, Secure Mail M Exchange Server RSB Fobt. 25, tFEFHETMBFESRAT L
SR EBTFHREEA, Fib, BME APNS @AIKEZER APNs #E2 M, Secure Mail a] UEEERAST I,

BEFEEN: LRLAEXMERNEERMET APNs BEA R APNs @H{Ei%E Secure Mail BFRIE R, % i0S 1§
APNs @B ZE Secure Mail B, ZNBEEFSIEIMRSSEBESHIE, BIRFEmBENSLNET.

EEERANAREFRFMMENERT, FTENERBRREEM. EXMERT, UELA i0S HEIAEEER
Secure Mail, FEitt, EXFHFHE R I8 e —ELATa]:

o YEFHRFELE Exchange AP HUREFERY.
+ 4 Secure Mail R ZHB4H 4 o Bl 7 57 EE R BT,

BiEEE, BME APNs BB, Secure Mail PalkEXEEEHAREE, EEENAEFRIFIEE Secure Mail BIFR
BERT, Secure Mail #a=idM Exchange RF iR,

Secure Mail 5EIIRAE LETABHNEMNBEFETAER?

— N EENXF (XETRRSSBORE) 7 Secure Mail HASREMERE LN ERIMEFHMG. 1ITHS Gmail.
Microsoft Outlook MEMEZAEFRE, XM ERFNETERRARREY. AT SHMNARFENTARE -,
Citrix ilr 3RS B EA P ZIEL 888 Exchange #1TSHRIE, FEXEAERNEBFHENST, EREZES
BEIBid Citrix 107 23 AR5 %2 L B8 FHB B H £ %48 Apple APNs BRSS. Citrix A APNs i@HIRR I 5 Z R ER
Citrix (28RS IRENFFME A P B, (I 2RARSS AL 151 A P BV RS S 220

BXAM I0S BN AREFINERSEI i0S ATHE SRR FEME N ARRF AR SHRME RS SROVSRANERE, XoJH
REBEEEN. WNFAYBECEMNBE=SRAREF, FRIFERILINEE.

Gmail FAEREFTH: Google HBEHEH Gmail iZARRFEM Gmail lRHS.. LITHEKE Google AT LURERHR
RAE, H7E APNs BAIEROHPEEZMERS. L i0S M Gmail it APNs @18, i0S HITUTERIE:
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« BUAEFHERENENERAHTEENE,
o EAENERAHPEE B AR TR R EE,

XEXRER: BI0SMAR Gmail AR, REFHAHHTESHNEIERETHFREEN, HX, i0S TN
TMEE Gmail MARERF, X5 i0S AJiERXERIEMIIREE Secure Mail 2. B2, HTEMAHESHBHNRE
B, At i0S AR EAE 4 EIER S IR EMER T 2R8I R miE,

£ Secure Mail 1, XMERBFIARE. Secure Mail #5EM Exchange RIS bR, NARFEAAIUERERE
FEEH,

Outlook for iOS A EF1TA: Microsoft &l Outlook for i0S. B2, R FriERALKESIMETKEEIER
Exchange Server, REHILIZE, Outlook A LIARHE Microsoft £ APNs @A iR AR B RBIR R EE
Hl, AR Outlook for iOS /A Microsoft ZiEA P EEMIER, Z /5 Microsoft B ME =R 1581 F B4,
HER T B MR,

INRBEHHBH, Microsoft ZERS LM B A FHBHHIEN APNs @1, MWERMETARS Gmail HEHEM, &
Gmail BT, i0S (VRENEEHIRIEZEIEEMBIFAmEH, Outlook i0S MARFAS 5121,

Outlook for i0S EEZR£3=E1: Outlook foriOS AEERRBNEZLE X, ALEEEEZ(E Microsoft AEA
PIRHMZRE, EEREF Microsoft iHE AP BN, XSt RES N,

EEERETEERNSHEBNEXNESEREEARE, BEALSHNIRPLE, BEEERETHANESE
WP ERRE, BEFMSFFAIRRILXE,

@ Secure Mail for i0S M E #HIXEA

December 9, 2021
Secure Mail for i0S Z#FFEHHIXEN. FEBMAIFHREME Secure Mail REFRIZITH, EHKATEDLATLIE
Wi R EER, LINREE R T ZRHN S MNIENE TR RN S (0 IBRERZ 2.

AR

BT AREMPEFENSHFIINAEFTMBIEE, R VIP BRH@XIIIaER BRI Ao

EEAFENEXERNINGE, BRERBREUTBERME:

« 1£ Endpoint Management Z#l&ad, ¥ “#ix@H” LB,
o “WEIHE" BEIZGERFREEDBEEZFIRBWE. MREH ‘WL KEKGEHBSEEEERTIRN
WL, BSHE “BEMKERS" KEHEE Exchange Web ARs3 (EWS) E4. 1% EWS # ActiveSync
FHAERE, WESHE “FENERS BRPEE ActiveSync E#l.

B EHISERERM RKIRIGE N RS R TR B A E T,

+ 2413 Secure Mail > & E > i@, RA/GEAHBHE,

MREITHRUTERIRE, MNILHERZ .
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« @M Microsoft office 365 BF = IIE
« Endpoint Management &M A#2F 5 Microsoft InTune/EMS HI5ERL
o ERIREREIMIIRE

%@ Secure Mail i0S T (E/RIE

Secure Mail UL T URHFFESETHAHER S5

o FEMME. SIGER. SiIUEUE. SINEH: Y APNs i@ %zl i0S Secure Mail B, Secure Mail
B EFRIC N B SIRIFBIRR S X3,

=W

RINBERT, W ‘B M KRN XHXIFZRBRE. AFPRILUM Secure Mail > & & >
B BRI PR A E AR S S #1T B BhRUHT.

« Secure Mail BI#F X 27T Exchange W e fp R IRMB TIPS, YA EREBEERITEN
LIEE B FHREE, Secure Mail EHizE R,

o REFFLLIIEH, Secure Mail for i0OS R RAP AVFHEZEN. APIEAIUMEET i0S 8B AFHEXE
o

T EHX BN L IFOHIXERITH

SHF I0S WEHIXBEHINEERZIFHIEE, Secure Mail HARMEE S BHANR IR FE B FHREFAIITER, SNRIZHIB!
ERFEMERIGERF, HIXEBMFEE IOS 1%EE Secure Mail URAITRAF EEREMERERR Lo

Secure Mail i0S #X BN E 00 FEE

i0S A @EAEIXE Secure Mail

BASHIXENEERE, iI0S 2B niE@M k%7 Secure Mail, BMENAEFREEESETHLATFREERR, the
RIFX LB
AR
MRKRERAESHIXELM, MY Secure Mail b FFEDIRSE, BENTTEETAZ 33 Secure Mail: BIXFHE
THNEREZ, G0 TEREA:
o MNRIBEVRFRBER, #H Secure Mail EEEIET: XEMEBRBENNRE LB T,
o MRS Secure Mail WEENBAREFRIFIRENX, HEWR Secure Mail £EAE1T: IR, BPEH
igsE,

o MRIGEMEERRERE: XIMERIAT I0S &%,
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i0S ¥& LB “EHEMEHE BEHNHREE

Secure Mail EEEREIRARUEIEE Exchange Web BRsz (EWS) B9IRRES, i0Si8& LB ER “CHEIMMGMG" @
&, FREXHPAFI¥4E{s BEFRERIBTIES 30
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0/

Monday, 6 August

Mo Older Notifications
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TrIgEE =7E Wi-Fi SEURERRETENIRE LB IITH.
P& EWS IARZZERSM, Secure Mail Z2EUTERATET “EEMEME" @B

+ ¥ Secure Mail TEMR LB EFRBAENEEN, ENEHENEEZEURMBHILE 2, BERHN
XMIE

+ ¥ Secure Mail i&i@d Citrix Gateway ot EWS FiZFRLBEERIGBE L SEERN,

o HEMNERESTHREEENRT FE, EXLEEEKE Secure Mail REFN, TERTRTXMERL TEMNH

BRAHo
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1203

Thursday, 2 August

No Older Notifigations

RE ¢
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+ % Secure Mail M Exchange Server IiEIEm @R E Secure Mail MBEBIBERNEIMNEEES, Hx EWS MRS

RIBEIFAES, BB Microsoft FRAR XIS,

Secure Mail for i0S X BHKKEE S

72 Secure Mail for i0S /1, HERZAIEXBHRKE BB EREIRE LB OH, XL BMREBALMBIZE

==
M 7INo

RIEFRNEMTR, FETUATBEIER:

Secure Mail TEZEZEFHLAHIMEE, 4 Secure Mail T3E#1L 5 Citrix Gateway 89 SOCKSS5 &,

B ERiZEN,

Secure Mail TXEZTRARMNWNE. BS5ENERREKR. TEHA Citrix Gateway B ERZEH. 15
MREEMEE Citrix ADC, HBErIMIMBMLE#HITIAIE,

Secure Mail TixLeiEEFHRALANMNE, BS5ENEERBER, Y Secure Mail T8 5 Citrix
Gateway B9 SSL ZE#%EY, ¥R NZEM. BEHFREN SSLIEBEK.

Secure Mail 522t EEDERIHP RS 28, B S T B IR R, & Secure Mail T3&#11 5 Exchange
Server #y SSLiEERY, EERZEM, EHE Exchange Server £# SSLIiEHEEM. MEFHEENEREN
IEBEMESL e R BIEFEEER Exchange Server, BHRERERA “E%FrE SSLIEH” MDX 5EE,

BT HERS22EIR, Secure Mail TEIRINME, BSENEERBER, Y Secure Mail TE@EkE
Exchange Server #9 EWS MaRZEY, & ERiZ%E,

BFiERBIT, Secure Mail TEE2ENMR M, X Secure Mail TT3E1E 30 F UL EIR B ARSS SR Y, 2
TZEM, B FTEESFEARIEE EREIEDS Wi-Fi EERER B, BEEF/L2HEER,

ToEIRENER S, ETFF Secure Mail, ¥ Secure Mail TZMZ LB R IENENEIRER, BETZEM, L&
IS EEEFHBERMEIN, Ui ERIILERN, BEIEMNISE BRI Secure Mail iRZ 2588, M
RIMEURB @, 57 Secure Mail IEZ 2 BRTEHBEHRENER,

Secure Mail 54~ N AERH Citrix Files 8% EH

July 14, 2023

Secure Mail 5E B shaE =18 B2 Citrix Files IR EFEA P BB TSR, RiE. EEMEREXR, MA
TSEBEFALNKIFNLBEN LTSRS, i, 7 Secure Mail migigiEiEaI £ Secure Web 3T IE S, BHFE
LUERIER T Endpoint Management B9 Citrix QuickEdit 3T 4RIEM . B T ZiZI A P #v Citrix Files for
Endpoint Management ==al,

BEXBNMTEETE Secure Mail THEEFIR, BESREE (2F&) o
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Secure Mail

} =r

AR

« EATF XenMobile # Citrix Files BF 2023 £ 7 B 1 BXH4EGARELERRS. BEXFHES, 5S
7 EOL M1BF AN ARERF

Secure Mail Ui FO&fEHERR

May 8, 2023

90 Secure Mail REEIERIET, BEBERPIME. AXNA T WMES HIERRM. NRFEZHIADA, £
BB T WIS BRI T E bR

it ActiveSync iE#E. AP 5H%IE APNs B &

AT A Endpoint Management Analyzer $117 Secure Mail Bz % BiRE R E, B©E5ISE T2 Endpoint
Management Exchange ActiveSync Test A2, BBFMISETIFIOZE SHRHARS BRNEREZILE, LTAK
BIEBNEXS ActiveSync BRSS 88 THEHRR, WHIAER B E#&IFE Endpoint Management IR 5 EE, &
Xi¥MEE, ESH Endpoint Management Analyzer T&,

Analyzer ## “Mail test” (HBEMIR) EIHINLTIESR:

+ i0S #1 Android i&%&5 Microsoft Exchange 5% IBM Traveler R 2889 1E .

s BRBHRIE

« i0OS WHIXEHMFAIE, B4E Exchange Server. Exchange Web A&%5 (EWS). Citrix Gateway. APNsE$
X Secure Mail, BXEREHIXEMNES, HSH Secure Mail for i0S By EEH,

T R MHATFEERFENTERINTIR,

AR

BRI FBFERE MailTest.ipa B FEA. i&2hiAa Endpoint Management Analyzer sREItEEILNEE.
BT B &G

o EWRARMAL “MEHR" K
o B “THIERRFHERHET” REGIRENX,

£/ Secure Mail BEXTiEiE ) BUH T ERR

EIREY Secure Mail BE, EHITIUTERIE,
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1. #%Z% Secure Hub > #8) > iR &AM,
2. MRZFB#EFYIRHiEE Secure Mail,
HEBP T A —H RIR A AL MR AR 15 A BRI FHR
3. HEFR{TMIENX, B/LAEHRENEE,
4. EFIRAR LS8,
5. REEXFHHAMNETREXFMIN A ERHTRE,
6. BEHELIX,
BITATRER, BHEMINERENBEEX S,
7. Brgd Send (Rix).
RIEW zip XHEEUTHEE:

CtxLog_ApplInfo.txt (i0S). Device_And_ApplInfo.txt (Android). logx.txt #1 WH_logx.txt (Windows
Phone)

HAEFEEEEEESRENNARFEXNER, BRIEFEANEFLSHTRREARER R, RIEFEAN
Secure Mail #1 MDX Toolkit ik R BRI A RS, BXFMELR, 158 Secure Mail WRFAZERF Endpoint
Management %54,

+ CtxLog_VPNConfig.xml (i0S) #1 VpnConfig.xml (Android)

&7 Secure Hub 12 VPN 2B BH&. % Citrix ADC ikzx ServerBuildVersion URRFIERNER
#89 Citrix ADC frzks, #Z SpLitDNS# SplitTunneli&&, M TFFIR:

« R “Split DNS” (3F5 DNS) i&E Remote (ii®). Local (#ih) ¢ Both (=), L&t DNS IE
MR AR S5 28 FQDN. (374% DNS iERTF Android &y Secure Hub,)

o MR “ROBE” RENFT, FHRREBGRSSFFEAEP—DAILERKIFR Internet ZARREF7IH.

« CtxLog_AppPolicies.xml (i0S). Policy.xml (Android #1 Windows Phone)

RIS HEREBIFRMAEMBE AL, RATF Secure Mail B9FFE MDX BRI E, Xt FiEERE, BHHIA
<BackgroundServices> fl <BackgroundServicesGateway> HEEHE,

o ZBFAE (1T “diagnostics” (iZ#f) Xf3kh)

stF Secure Mail ANIAECE, RERNNNBR “HAITERRREME", BEEHISH AT EERRHITHIEHR,
BERITU TR,

ZHrEERHRYIEE “Timestamp” (BHaE). “Message Class” CHEZ) # “Message” (CEE). X Secure
Mail PHINEEIREBEY, BIZTAE, WEREME Timestamp (B4E8) FIZEHREXAERE,

EEMiIEEE Citrix Gateway WIEZRZSHIN: EEE AG Tunneler %8, UTHEBRTIEEZERI:
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+ AG policy Intercepting FQDN:443 for STA tunneling (AG SEBIEfEH STA @i&i= % FQDN:443)
+ New TCP proxy connection to (null):443 established (5 (null):443 #937 TCP RIBEZEE L)

EHEM Citrix Gateway | Endpoint Management FiEZRE R GFRILLETIAE STA ), BRITUTE
E: i5ia Secure Hub 2B B, HRZEIREFMATE “Message Class” GHEZ) TmEA INFO (4) £B. UTHE
B&RR Secure Hub M Endpoint Management 3XEx T STA Zi&:

+ Getting STA Ticket (IE7E3KEX STA ZiE),

+ Got STA Ticket response (E3XEX STA Zi&EMRL) o

« STATicket - Success obtaining STA ticket for App -Secure Mail (STA EiE - FIHFREV BIEFH STA
ZiE-Secure Mail),

=3

AR

JEAHAE, Secure Hub @ Endpoint Management &i%3KEX STA EiEMIERK. Endpoint Management
¥ STA RiBRIXRR&E, G STA RIEFMEZI&&E EHAME Endpoint Management STA iz &R,

Z#E Endpoint Management E5EAFE4X T STA ZiE, BREBSEXIFEFH UserAuditLogFile.log,
XTI ENZBNLKEE. AFP&. BRIEENER. Flan:

Time: 2015-06-30T 12:26:34.771-0700 (Rtia): 2015-06-30T 12:26:34.771-0700)
User: user2 (BF: user2)

Device: Mozilla/5.0 (iPad; CPU OS 8_1_2 like macOS) (i&%: Mozilla/5.0 (iPad; CPUOS8_1_2, % ma-
c0S))

Result: Successfully generated STA ticket for user ‘user2’ forapp ‘Secure Mail' (£%: ERIhARA
#2FF Secure Mail AP user2 &£ STA ZiR)

ZiE M Citrix Gateway FIHBFERS2RIVERS: BOEETEREE T DNS FIMLEERE. Mk, 1EER Secure Web
i1 Outlook Web Access (OWA). 5 Secure Mail 1%, Secure Web & LI Micro VPN @& 5 Citrix
Gateway E1iE#. Secure Web s SFrEiAAMNEBHIMBRRNRIR, BHEERT, LHEHREHE Exchange 1%
F, OWA LB ARS8 L.

ENNRECE, BT Secure Web Hi N\ OWA T1EM FQDN. IthiERErRARIEEBF] DNS 5 Citrix Gateway
PRS2 2 EIEEER,. MR OWA TUEITH, MaIHE Citrix Gateway [EFESHMFARS 25815,

MR ERFAEREEHETEERT, WaIMRERRSERN Citrix 8B X, Kk, ZA#ES Exchange =% Traveler
RS BE X0

e LIRSS B H B HIR 4 Exchange & Traveler RSB EE R, B, Wid7E Secure Mail 2 BEHIER
“Error” —ig, % Exchange g Traveler RSB/EEHFE HTTP B, MRHFIREE HTTP KBHATHES D
Exchange =t Traveler fR5528, B2 S M ERS 28, Exchange #1 Traveler 88 HTTP BE, HPERRBEF
g &M HTTP 3&ERMMmEL, Exchange ¥IEER C:\inetpub\LogFiles\W3SVC1\U_EX.log, Traveler EEX
IBM_TECHNICAL_SUPPORT>HTTHR.log,
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Mig&E TR Secure Mail for iOS HERRHEE

1. EEMI0SgE L, BEIGE > 187h > £ > DTEUE.
2. EHIEVIRYP, RENARFNZMAEXNEE. KIMEETREE.

R FERF. BXR AT BREE I TR

BJLAST Secure Mail [RIRU#1THIEHRS, BIII—HRESHBFEHERE “Bfs” . ZRERAZBARIEXRFES. B
R LR, &R Exchange ActiveSync iBfEE . XL B E BRI&E RIEHE NIERAEARSS 23115 0
RZo

TIREIE D AESL
LAFRBEHRSHARIRENEHN, MIIREXRFREY. FRLRHRELN, BwERFEEEMBER), B
HREMFTERESHFXHR, ITRGREMNRE, HERUT/LR:

1. NREPFEA/NET 18,000 HpfFsr 600 MB BRIK/), BFEERIS LI,

2. BWERERBE WIFi RmEME#ITEREIES . isaSRigeE ERIHREA/VRIERE K,

3. ABLLENAFRERERHELSER, BREARY RN BEFRBIRENEIZINIE

4. BVEHNARAER2EHRENRINE D B E)EkR.
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