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Secure Hub for Android 24.3.0
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Secure Hub for Android 23.12.0

£ Samsung Knox t#438% £ 7 Citrix Endpoint Management s 1n#9 “Knox Platform for Enterprise
T B HIREEWIR T Samsung i&& EM Secure Hub M2 2IhekE, thERIBAFERMATERN Samsung Knox
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Knox AIffRE VRS BIRP, REHMREES TEEMRMAEF K5,

BXFMEER, 1551 Knox Platform for Enterprise Key device policy (“Knox Platform for Enterprise &
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Secure Hub foriOS 24.1.0

LEhR AR T BB T AR REARRE MERY LN ),

Secure Hub for Android 23.12.0

EERNELAMEXSHIIE PIN B80T B 23.12.0 k452, BrIUEERTTELRNE XSHIIE PIN 389
o LIhRERANER, ER T EMHAITNER MIVENIRE. ZITAILERELRAE PIN 53,

AILUSIRREEBE AN AR HEE, BTANARETEX PIN BHNEERERE, MEENRMETBX0m@AEE PIN BRiFHA
=8, BXNAEERRNIEMAEE, ESREET Citrix Endpoint Management 24l &8 B2 5.

nFactor 54 WIEXFHFESERINEE B Secure Hub for Android g7 23.12.0 i2, ER TN BEEFEIE
(MAM) ;A& R nFactor TiFRRER (SSO) hik. LLINREA N Z MAANEREEET MAM MR E RS2
%4, AP EEBRFRNXLEER, % nFactor SSO BMEM$ME L., #5514 Citrix Endpoint Management
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HAREFENN N ARBEN, BEXTEZRGSNFMARESR, E21 Citrix Endpoint Management X4z 2%
Fo

£t 7 Secure Hub # App Store B9mNE ®EE M7, Secure Hub #f9 App Store BUMNEERELL BT IR, F
FA P BERS IR T IR A
Secure Hub fori0S 23.11.0

EERNELAMEXS GBI PIN 8808R B 23.11.0 kA2, SrIUEERTTELIANE XSHIIE PIN 1389
o LLINEERFANER, ER T EMHAITNER MIENIRE. ZITAILERERAE PIN 53,

AR TEEE NN AR iR, BTN ARMETEX PINBNREREEE, MiEENRET B XA PIN B4
8. BXNAEERTHIEMES, ESRET Citrix Endpoint Management 54| 8RB 1R T —Xo
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EMEE R nFactor ZIFEEEF (SSO) 8k, WINEEAFZRIMANEREREERT MAM M HERSEER,
BFREEBRFRNXLEZIE,

X nFactor SSO BMRIEES, &8 Citrix Endpoint Management X4 E iz B IES £,
Secure Hub 23.10.0
Secure Hub for Android

Secure Hub for Android 23.10.0 4% Android 14, 3% Secure Hub irz<F4: % 23.10.0 AT 1R E# 2l Android
14 G IR ERE I .

Secure Hub 23.9.0
Secure Hub for Android
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Secure Hub 23.8.1
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Secure Hub 23.8.0

Secure Hub foriOS IthRAAEA T BEI T EEAMAEMBE AL NAE,

Secure Hub 23.7.0

Secure Hub for Android

Play Integrity APl RIEFFETIEIR, Google RiRFt=F A SafetyNet Attestation API, HiEBEIZIA Play
Integrity API,

BXiEMER, BB Citrix Endpoint Management sx#&y Play Integrity APl
BEXFANIFAES, ES8H Citrix Endpoint Management A4 eh 97 FIAN IR
ETHZ Android SafetyNet Ih8E, 555 SafetyNet

Secure Hub 23.4.0

Secure Hub for iOS

R THPEE B 23.4.0 iR, Secure Hub foriOS Bu#t T A TFRAALR:

. AEER:
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EH LR,
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MDX %] MAM SDK #ift{k3 B 23.4.0 iRi2, i0S WX AEFMIBR MDX 2 MAM SDK BB HALR 1S LAE
%o LLINEEBITR/IEIRE SRS Secure Hub SREGH A P EER® s &= N AEFBT AR,
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B 23.4.0 hri2, mLAPELEEA Citrix PIN fER@ITiREHE T MAM W AiERF. BERAUER CEM RS
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FUUAREFAFIFENRSHIEREE 2 PR E, SABFEATUEA Citrix PIN RESRN B, BEBURT
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53F Secure Hub for Android, H— M #MMEFiHEE AT BB INAE MAM [ AERFPERIEERNITHAT 8T
B, BXFEMER, BBREAT Android BRI RERDITET RS,

Secure Hub 23.4.1

Secure Hub for Android  ItthRZA#EAR T B Eh F AT MAERIR E MM LML,

Secure Hub 23.4.0

Secure Hub for Android IttiRZAERR T BB FRUA BRI AEF IR E MR LN R,

Secure Hub 23.2.0
Secure Hub for Android
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MDX =#5&E#E VPN MDX Micro VPN (ZEEEER) EFH.

BXiEMER, ESA Citrix Endpoint Management SXHREIZE A

ERAT Android FIRII NSEEITETES LB, NIEENITETESE A iEE M E Secure Hub for Android #1 Secure
Hub for iOS H1EE .

B 23.2.0 iR, IT BBRATLUERARMNZ A EEM Inactivity_Timer_For_Android ;5118488 5 i0S 4
Fo. IT EBRZTLE Inactivity_Timer_For_Android H{&i&EH 0, L&A Android WAERDITATER, X
¥, TFEREEXHPHFIERNAIERF (83 Secure Hub) XEiIEI(E PIN £,

Add New Client Property

BROERIFERE P mEERNIEAES, B2 XenMobile XM= Fi5E T,
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Secure Hub 22.11.0

Secure Hub for Android IthRZASEIERFGEE

Secure Hub 22.9.0

Secure Hub for Android IthRAE3E:

o GETENTBEERE (Android 12+)
+ ¥#5SDK31
. BEEE

BEZMNREEZE (Android 12+) ZHERENREESTEAEXNTHEER, BEEHELDIETEXMNEF
— RS, FEitt, REAPEEEES ZERIIREZE,

Android 12+ ERIG &M E BN TFIR:
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Secure Hub 22.9 i ES A E,
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*
H
>
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Secure Hub for Android IthRASEIETRIGIES,

Secure Hub 22.6.0

Secure Hub for Android IthRAEIERIGIES,

Secure Hub 22.5.0

Secure Hub for i0S thrAsEliERRIEIEE,

Secure Hub 22.4.0

Secure Hub for Android IthRAsEIETRIGIEE,

Secure Hub 22.2.0

Secure Hub foriOS ItiRAEIERRIAIEE,

Secure Hub for Android IthRAEIERIGIE S,

Secure Hub 21.11.0

Secure Hub for Android

TEHFADEEMNIEENIEREXH 7 Android Enterprise i&& %, EMAET UELATBENIEENITEREX
R T M Secure Hub, tIhEE#EIRTT Android 11 iESRAMIEE EATA. LHi&& M Android 10 A4 E
Android 11 iEEhRAET, ZaiERIAEEHRMNAER (COPE) R T EMMNIEE2BMIRIATRENIEEHN
TFRLE X HRT,

Secure Hub 21.10.0

Secure Hub for i0OS IthrAsEl3ERRIEIEE,

Secure Hub for Android i% Android 12, BZhZA{E, Secure Hub Eiz1T Android 12 i & 2%
5,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8



Secure Hub

Secure Hub 21.8.0

Secure Hub for i0S IthRAEIEERMEES,

Secure Hub 21.7.1

Secure Hub for Android ZiFE:MMiE%E £ Android 12, MR EEAHLET Android 12, BEHWRLE
Secure Hub B3 ZIR4s 21.7.1, Secure Hub 21.7.1 274 Android 12 FrENSRRARZS, WRAATHEE M
MR M Android 11 F4F4:%I Android 12,
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WMREFASHE Android 12 Z&7 Secure Hub kE#HZIARZs 21.7.1, EHIREREEESIIMAMEE &
BB E LIRT8IThAE,

Citrix &9 Android 12 2% 1 X%#, HBEH#H—FREEMER Secure Hub FFRINMERH, UxeXiF
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Secure Hub for Android IthRASEIERIGIES,

Secure Hub 21.6.0

Secure Hub foriOS IthrABIERREIEE,

Secure Hub for Android IthRASEIERIGIES,

Secure Hub 21.5.1

Secure Hub for i0S IthrAsEI3ERRIEIEE,

Secure Hub for Android IthRASEIETRIGIES,

Secure Hub 21.5.0

Secure Hub foriOS 7EZshias, fE/A MDX Toolkit Aiias 19.8.0 B RARAHENT BIEF A BE/ER.
REEFARFA MDX Toolkit 3R A2 S EFIITHEE.
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Secure Hub 21.4.0

Secure Hub W& HuE., Secure Hub 74 Citrix RESEREEH.

Secure Hub 21.3.2

Secure Hub foriOS IthRAGIEHRMEES,

Secure Hub 21.3.0

tEhR A B EREEE,

Secure Hub 21.2.0

Secure Hub for Android IthRAsEIETRIGIEE,

Secure Hub 21.1.0

Secure Hub foriOS ItiRAEIERRIAIEE,

Secure Hub for Android IthRAEIERIGIE S,

Secure Hub 20.12.0

Secure Hub foriOS IthrABIERREIEE,

Secure Hub for Android Secure Hub for Android iEiZEMER. EXEESISKEANEAEE, ES
% Developer.android.com E£#9 Android x#%,

Secure Hub 20.11.0

Secure Hub for Android Secure Hub 3z Google Play 3¢ Android 10 #¥24#i B4 APl 3K,

Secure Hub 20.10.5

IR A BEREIEE,
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Secure Hub 20.9.0

Secure Hub fori0OS Secure Hub for iOS %3#%i0S 14,
Secure Hub for Android ttiRASEI3ERRFAIES,

Secure Hub 20.7.5

Secure Hub for Android
« Secure Hub for Android %1% Android 11,

« Secure Hub IFBEFEM 32 {iiititfy 64 (i, 7 Secure Hub 20.7.5 ik, M ERER 32 (AR HH
S#FBELER, Secure Hub BE#HF 64 i, Citrix BiXZEF M 20.6.5 A EIARZs 20.7.5, tNRAFPhSH K
3] Secure Hub f4s 20.6.5 X—#$ 18, MEEEM 20.1.5 T3 20.7.5, MSREFHHTEMHWIE, EHE

TEHMWIESRMNEIEIESE Secure Hub PIN, Secure Hub hitZs 20.6.5 7 Google Play A& E+IE
i

No

o MNABEREEH, 7 Secure Hub for Android &, WIRATATFNAREFNEH, WasREERZNA
2, AENBEEERESE RO HEHRINEE,

RIEOBEHE, CRSNIETEEHRENENMNNBEFIITRNNARE. BRNBEFIFAGEEUR
KEH. EMVAERFGE, FAESPHR THEREERNEEFE.

Secure Hub 20.6.5

Secure Hub for Android [NEBIEFM 32 {ik%ift 64 (i, Secure Hub 20.6.5 frZAEE%# Android %5 B
M 32 (AR EMIRAKNRA, E/a48hRAT, Secure Hub i% 64 fifA R4, Citrix BB HSHE Secure
Hub kg7 20.6.5, UERFEREFHHTHHOERIEENAIARINESRA. MEAFBEFEKE Secure Hub ks
20.6.5, MEEZEEHMT 20.7.5, WEESHHTEMHRIT. EFMFTEHRIESRANZIEMNEE Secure Hub
PIN.

FIREEEAEKENT, 20.6.5 AR LEFETT Android 10 #9i&&.

Secure Hub foriOS ER7EI0S&& LREMNRIE, MEEBATFAFEREEISE > Wi-Fi PERENKRIERSES,
Secure Hub for iOS B EREERHINEFEEM ALLOW _CLIENTSIDE PROXY, BX#FMAESR, E8R%
FinEtsEdi ALLOW_CLIENTSIDE_PROXY,
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Secure Hub

Secure Hub 20.3.0
AR

3f Android 6.x #1i0S 11.x kixZ<#y Secure Hub. Secure Mail. Secure Web #1 Citrix Workspace R F#2
FRIZHEEET 2020 £ 6 B4R,

Secure Hub for iOS

s NET BREZA, HTEHERT App Store &6/, HIt, B 20.3.0 ki, Secure Hub ¥+ 3%
#iE17 I0S MIR&E LML B (NE), NE 3¢ Citrix FAMBHET ANBEF A~ EE@AZMH, B
B, MEBENESWHENEL MDX HENNBAERRFSE—EMNFT M, EETENSE. T2 PIN
ERAHSHEHGN, REAFUERSBITMIIN®E Secure Hub BIEHE R, BXiFHAEE, BEERA
https://support.citrix.com/article/CTX270296,

=

P =W

RGBT iRTIAP %25 VPN,

o ZIFERAVEMECE . Secure Hub THpEMECE (2159 t3d Citrix Endpoint Management £
BOLZSRAYEMECE X 4 ThRE.

Secure Hub 20.2.0

Secure Hub foriOS IthRAGIEERMEIES,

Secure Hub 20.1.5

bR B35

o APRFAMBERERMERHNENR. WINEEHRHNET Secure Hub KR,
o RIEEE,

Secure Hub 19.12.5

tEhR A B REEE,

Secure Hub 19.11.5

IR A BIEREIE S
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Secure Hub 19.10.5

Secure Hub for Android 7 COPE #{ T;¥#t Secure Hub, 7 Android Enterprise & &, EER W
BEEBD AEA (Corporate Owned Personally Enabled, COPE) s B2 & X E & Citrix Endpoint
Management B¢, £ COPE #&3{ T/E#f Secure Hub,

Secure Hub 19.10.0

IR A BIEREIE S

Secure Hub 19.9.5

Secure Hub foriOS IthRAEIERMEIES,

Secure Hub for Android 3% E[E Android Enterprise TEEf EX T 2T EISETWBE DI THEE,
Android BESIERGEM T ERLEBIE R, /A Citrix Endpoint Management iy “BEBIEE" & 58
AIERI TEREXHIRE LNREEMEEURTSREN T AIRE L NREEE, BIRENEE, BUEAP®
HMRERYEEZAIEE AP AT ANIE, fIEERENR2EGL, &, FTLUAEEAMERENITEE.

BXRDEREBEURINARE RS REIFAEE, BFRRABRAMEIELERRE,
Secure Hub 19.9.0

Secure Hub foriOS Secure Hub foriOS %#%i0S 13,

Secure Hub for Android IthRAsEIETRIGIEE,

Secure Hub for Android 19.8.5

IR A BIEREIE S

Secure Hub 19.8.0

Secure Hub for i0OS 7Rk E3E1HREILBTNERIGIEE,

Secure Hub for Android 3% Android Q. ILthrZ<~&#E3+ Android Q B #f. 742l Android Q &2z ai:
B %7 A Google Device B AP| i M7 Android Q MIig&MER, BESRAMEEEE T2 Android
Enterprise. FiE£ @R Citrix Endpoint Management and Android Enterprise - a Season of Change
(Citrix Endpoint Management #1 Android Enterprise - T %),
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/policies/android-enterprise-keyguard-management-policy.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/device-management/android/migrate-from-device-administration-to-android-enteprise.html#impact-of-device-administration-deprecation
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https://www.citrix.com/blogs/2019/06/26/citrix-endpoint-management-and-android-enterprise-a-season-of-change/
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Secure Hub 19.7.5

Secure Hub foriOS ZhxAsE3E1LAEIZBTNERIGIEE,

Secure Hub for Android 73 Samsung Knox SDK 3.x, Secure Hub for Android 33 Samsung Knox
SDK 3.x, BxE#% % Samsung Knox 3.x WIF4ER, BS1 Samsung Knox & AR X Y, MRAEEE
3FH Samsung Knox &3 & el 35, B X¥TIH Samsung Knox & FEIFAMMMEREAE S, ESEXIE
Samsung Knox & & FEE L.

=z

AR

Secure Hub for Android #i&fT Android 5 89i1&#& EF % Samsung Knox 3.x.

Secure Hub 19.3.5 7 19.6.6

XA BFE M REIR RN IREIE B,

Secure Hub 19.3.0

% Samsung Knox Platform for Enterprise. Secure Hub for Android %#%7£ Android Enterprise &%
L1 Knox Platform for Enterprise (KPE).

Secure Hub 19.2.0

hRA B IE I REIE SR ARG IE S,

Secure Hub 19.1.5

iEMATF Android Enterprise 8 Secure Hub BIE S 5 LU T8RS

o WiFi &%, Wi-Fiig&HEBRMESE Android Enterprise, BXILHEIIFMES, ESE Wi-Fi &%
=

o BHENX XML IEEHER, BENX XML i&&HKBMERFF Android Enterprise, BXILERNFMAESR, 55
FIEENX XML 1&#& 51,

o XHIREHE, EaILUE Citrix Endpoint Management sifRiniiasse 4 LA 7E Android Enterprise i&& £
WITEMINEE. BXILKIEHIFAER, EBRXHEEHEE,

Secure Hub 19.1.0

Secure Hub B2ti#t 7 &, EEHEMT Hith Ul BUHINEE, IWERFETENAF KL, RANSHRKIILES
S ARER Citrix BEEZIEE B0
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https://seap.samsung.com/content/important-notice-changes-old-samsung-knox-namespaces
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/policies/wifi-policy.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/policies/custom-xml-policy.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/policies/files-policy.html
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Secure Hub 18.12.0

AhRASSIE M AEIL R M EE IS,

Secure Hub 18.11.5

+ AT Android Enterprise HPRHII& & REILE  “PREI” 1€ & SRBEHFIL B 2P A A 7 Android Enterprise
S& LIARILITINEE: RS, BERRRA. WASE, (BHE, UE Android Enterprise i&&M9i&&
ﬁ%{%*ﬁ*}‘ﬁ’lﬁ/u\c E;ét: %) 1ﬁ’%lﬂ BE%J]«REEI%Bgo

Secure Hub 18.10.5 %I 18.11.0 &M Actg g MEGIE R,

Secure Hub 18.10.0

+ X% Samsung DeX #3: f8B) Samsung DeX, FAFaEBIFEZIF KNOX BNig&EEIIINBRREE, UE
5 PCAMMRE LERRAER. EEXEUKRMENM. HX Samsung DeX REEKRMIRE Samsung
DeX M58, &SH How Samsung DeX works (Samsung DeX T{ERE),

Z7£ Citrix Endpoint Management & Samsung DeX #=1hakE, EEHEIT Samsung Knox KRR
RERK, BXELR, ESRAREIZEHREPH Samsung KNOX & &,

+ % Android SafetyNet: Z8JLIEE Endpoint Management LIfEFRA Android SafetyNet Th8EskiT
4R T Secure Hub 89 Android i¢&MRB UM L 24, LSROLUAFEILE LMK BigE. BXESR,
2% Android SafetyNet,

o #2t7f Android Enterprise i&%& FEREN: EATLUES IRHENIE & RIRAINEE A FERENRELLEAFE
H Android Enterprise i&& LER#EN. BXELE, BSRARHIE S5,

Secure Hub 10.8.60 %/ 18.9.0

XA BB REILRRE B E

Secure Hub 10.8.60

o« TEFF=IE,
o %# Android P,
o SHfEH Workspace MAREE.
FTFF Secure Hub ¥, AP ABEZI Secure Hub N B&EE, BREEFINNBREFRALSEER Work-

space MA@ &, UTMTETRT i0S ig&MmERA Citrix Workspace [ A#2&5E# Citrix Endpoint
Management,
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Secure Hub

BE:

IR ERTFHER . RNAMAZIFIBNEEF,

EfEMAILLINEE, BEEMUTELL

- BREREEFENENRIHIIERRK. BXEERKROFREE, BFSRNERTREFINARERF MDX
SRBEHE o

- ¥ Active Directory SHIIEEEE S AD 3t AD+ IEH, FEiIZHXHEMER. FXEESHRIEAIFH
=8, FESREHENR L SEEHRIE,

- 73 Endpoint Management =2 FH Workspace &, B Workspace £ERM¥AER, BSHLE
Workspace,

B5E:
BRILtIhEEE, i@id Workspace miA@i@id Endpoint Management (LL#i#RA XenMobile)

#*
17 Citrix Files SSO, FATENESE Endpoint Management i=Hl& a2/ Citrix Files &£/, A5
BEA Workspace &£/f.
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Secure Hub

Secure Hub 10.8.55

« BEIBEMACE JSON 9 Google FiEfA Samsung Knox # &1 kg (KME) NP RAR RMERL, AXiF
MER, BB Samsung Knox &5+,

« BRATIIBEEN, BRLEFERBERIERTE Endpoint Management #iE#t, MERAFAEIXFERBEEHR
iE$@E Endpoint Management i3, RASEEHIERRAE,

Secure Hub 10.8.25: Secure Hub for Android &2i&%t Android P i§& %%,

AR

F+4%%| Android P FF&Z#l, BHRFREHIRS B[BEMLEHITE subjectAltName (SAN) BB & LA E
BNRRIEPHER, BRIEFNE, RF[OTRE—NAEIRE SAN BIEH, FE&5EN A LER SAN
EHERARBAE, AXFMAES, 528 Android FFRARXHS,

2018 4 3 B 19 B4 %M Secure Hub for i0S E#: &R F iOS #9 Secure Hub 10.8.6 BTAF1&E VPP A
EFEEREENRD, EXFMER, BESRIL Citrix 1IRF0XE,

Secure Hub 10.8.5: 7£ Secure Hub for Android #3z#f Android Work (Android for Work) #9 COSU #=,
BXFER, E20A Citrix Endpoint Management 3z,

&1% Secure Hub

a[#Ext Endpoint Management #1T#1A BB L2 HHITS Secure Hub BEXM AL HMEBEES, W F i0SH
Android, Ef# Secure Hub S¥EBA T/, 5% Secure Hub E£#;Z iOS App Store 1 Google Play MR,

LA/ Citrix Gateway =iE#E R Citrix Gateway #{THHIWIE/FMER, Secure Hub #RI# Endpoint
Management RFERER FERENARFRIAZEH MDX 5K,

BHE:

BRUTEARBEREEZAFAMFHEMRENABER, UNAEHMERE: K24, BRMEM Secure
Mail Exchange Server,

Citrix PIN

ALK Secure Hub E2ERMEA Citrix PIN, X27 Endpoint Management i &1I&E > ERmEEHREEAN
—IMZ LIk, ZIEBEREFMIBNEERFAER Secure Hub HERANAIRSIE (PIN) #EFE MDX 18K
BERF.

Citrix PIN THEEBI 0 T BE RIS RIPNITEN BEFNNBEFR BB RIEAK, ARPAEEESHAEMEE, fin
Active Directory AP &M%,

BERES Secure Hub AP U NE Active Directory AR &M%, EFi3f2d, Secure Hub EAFI&E L
{72 Active Directory EIEREF RIS, RERTEFRA PIN. BRPERERE, REBEHA PIN BIaIR4itibin
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https://docs.citrix.com/zh-cn/citrix-secure-hub/samsung-knox-bulk-enrollment.html
https://support.citrix.com/article/CTX233532
https://docs.citrix.com/zh-cn/citrix-endpoint-management/whats-new.html

Secure Hub

H Citrix 22 Store, EEEDAFKIENT I TRBNIARER, BXEFPHREEARITEERA PIN iIZ
ZER. 157 PIN BD@TTRRELKRIERE PIN HREMKERR, BXEMAER, BEHATFHEL.

BRATHEY (Touch ID) AR, AFAIUERTRARFREDMEZHITRNSHIRIERN#ITER. YAFE
REF Secure Hub MEMBEHIEER, URAEREITAIEIHGE, BRMSTRA PIN. BXEAIESSHIRIEN
=8, ESELE Touch ID H4%IE,

IEBEE

Secure Hub for iOS #1 Secure Hub for Android 1% SSLIEBEIE. LIhEaT#aR Citrix %5 Endpoint
Management BEEEAREWEENIESR, Eit, AILEERE ELERIERIMEFHE Endpoint Manage-
ment BiEERE & SSL 2iEHNR S, Secure Hub i MEIXARS BB AAFRMAEEEY, Secure Hub #ixiE4£E
B

B Android N i2, B{ERATRBAYERBF RMAGERMALNAE (CA). Citrix BiIUER AR CA REAF FMY
CA.

INRFALE Android N WHPERARERBEES CA, i letesiBE . EF5IERT, Android N i&#& LavZE
B

« FALA/BE%R CA, #H“Required Trusted CAfor Endpoint Management”(Endpoint Management
FRBEEIE CA) ETREN ON (F). BXFAER, BESHLEE,

« EA%LA/BER CA, B Endpoint Management Bai& MRS (ADS) FalifiE, HFREER, ADS RA
imEes, “Required Trusted CA” (FrEfYaI{s CA) EMERVIEERN OFF (%) 2T R ON (FF).

A& ESFHR Secure Hub Z &, EZRERIEREEINRE, ZEMKINEE X, Hi@I ADS #TEE, BAT
IEBEER, APIAFERBREZIERE Endpoint Management #iEft. MRAFSIAERBEZIEHHITEM,
AZLESHIEBRAE, MRBAFERIESD, EMEERK,

EFEMIEBERE, MiER Citrix @ Citrix ADS BRS28 EEIEH. A Citrix RAZFH P HF—MIAZIFRG, 15
SHAEEMBERET Citrix. RE, RHEUTER:

« B&MAP MRN8,

+ Endpoint Management #52 2R EHE (FQDN),

+ Endpoint Management £GI1&#F, BRIAERT, EFIEFA zdm HXHANE,

« AP ID %8, AILUZ UPN iR F iRt BRIAMERT, 2% UPN,

« BFIOS AMMIRO (NREHTBINKOS 8443),

+ Endpoint Management @3 2 E#ENKO NRERTRINHEOS 443).

« Citrix Gateway #9522 URL,

o (FT3%) BIERME TR,

o BELRMIFERA PEM BXHIER, ZIEBHUMRARIES, MmIEFAH.

o MEIRMBIBRS IS LEMMIFRIARSSIES (RAMWIERERYN) ERU4SLIFIHIERSHZIIVEERT
o
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Secure Hub

HERFAESMIERFME Citrix RSB, BHRAZIFRGIGER.

IR + —REED S HEIE
EEILAERE Citrix ADC, LAfE Secure Hub ERIERRRESTHE (FA—RMER) HITEMHIRIE. HEEBERE TR
KHIRER, AIEREHIER Active Directory Fir & FBY= (8],

FfE Secure Hub BEBSERIES + —RMBBABMNFMHIIE, BFRITUTERME: 7 Citrix ADC FFEN—1NES
BEN— M ETEK, BTHEAERN A X-Citrix-AM-GatewayAuthType: CertAndRSA 895 & X MRz 3k LS TR
Citrix Gateway B FI#H,

i@%, Secure Hub /A7 Endpoint Management 2%l &EREM Citrix Gateway HER%8!, B2, 7£ Secure
Hub BXERERZAILERRTHE, FHit, BEEEX k.

AE:
WMERA Endpoint Management #0 Citrix ADC IRBERBMERLEE, ¥EM Citrix ADCEE. BxiF4E
2, &% Citrix Gateway #1 Endpoint Management.
1. 7 Citrix ADC &, 2413l Configuration (F2&) > AppExpert > Rewrite (£5) > Actions (i£F),
2. BEHERm.

ItBH% 2= Create Rewrite Action (BIZETRE) B,

3. EESNFER (WTEFMR) , AEHEE Create (BIE).

Create Rewrite Action

Name*

InsertGatewayAuthTypeHeader

Type™
INSERT_HTTP_HEADER A

Use this action type to insert a header.

Header Name'

‘X—Citrix-AI’-W-Eateway!-\uthType |

Expression Expression Editor

|C|:E'at:\5 - || Saved Policy Expressions v || Frequently Used Expressions - Clear

"CertAndREA

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.

Comments

o [N

T4 REER7EE Rewrite Actions (£5i21F) RE L.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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Secure Hub

NetScaler » AppExpert > Rewrite > Rewrite Actions O 9 H
| Add ‘ Show built-in Rewrite Actions Search =
Mame Type Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_nw_act nsert_after_all TEXT "'\ +window.location.pathname.split(y A 1]V +wi.. re~asubstri(0,34).tolowerCase\(\)==\"%2f"\)a=
InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayAuthType  "CertAndRSA"

»

4. REREFERESRIFFENES RIRYETEMRS 2. 13 Configuration (A2E) > NetScaler Gateway
>Virtual Servers (EiiARS528), ABEREHEMIRS 8-

Dashboard Configuration Reporting Documentation Downloads #
+ system NetScaler > rGateway > NetScaler Gateway Virtual Servers Q (7] H
+ AppExpert

Add Edit Delete | Statistics ‘ Visualizer Action = Search ™
+ Traffic Management Q)
Name tate IP Address Port Protocol Maximum Users Current Users Total Connected Users
+ Optimization _
_XM_gwcamamappc8 @Up 10.71.1230 443 sSL 0 3 3
+ Security SessionTransfer @Up 10711230 500 SsL 0 0 0

= NetScaler Gateway
Global Settings
Virtual Servers
Portal Themes
+ User Administration
KCD Accounts
+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

ntegrate with Citrix Products
4 XenMobile
4 XenApp and XenDesktop

&3 Unified Gateway

5. BEREE.
6. 7 Virtual Servers configuration (iR AECE) FR L, MW TR=E Policies (5:ER).
7. B+ FINFR,
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Secure Hub

Profiles 7 x
Help

Advanced Settings

+  Content Switching Policies

Published Applications X
=+  SSL Profile
No Next HOP Server >
+  SSL Policies
1 5TA Server >
No url b =+  Intranet IP Addresses
+  Intranet Applications
Other Settings 7 X P

+  Portal Themes

Passive

Passive NONE

true + EULA

https://camamappc8.camam.net:844
L2 Connection false

Policies + X
Request Policies
3 Session Policies >
2 ClientlessAccess Policies >
5 Cache Policies >

Done ‘

8. 72 Choose Policy (£#FHES) FEIHiA Rewrite (£5).

9. 7£ Choose Type (#EFIH!) FE;rhigi\ Response (MR7),
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Secure Hub

Choose Type

Policies

Response

Cancel

10. BEHE,
Policy Binding (SREZ4BE) ZBHIGEFF.

Choose Type

Choose Type

Policies

Choose Policy

Rewrite Response

Policy Binding

Select Policy”

|'CI\:L’ to select

Binding Details

Priority”

100| |

Goto Expression®

| END

Choose Typ:

e
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Secure Hub

11. #: Select Policy GERRERK),
LA HE— N e S TE RN RR.

Choose Type Rewrite Policies

Rewrite Policies 9 x
Show
% | Add ‘ | Edit ‘ | Delete ‘ ‘ShowEmcmgs| |Folwcy h,ﬂanager‘ |Stat|st\cs‘ ‘Actlon = ;ﬁ‘:ll: Search
Policies
‘ Name Expression Action Undefined-Result Action Hits Undefined Hits Active
® InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 x

12. RERNIGIERISFITET, RERE Select (%£1%). FEARETR Policy Binding (GREESE) FR, HPE
BEEENEE R,

Choose Type

Choose Type 9 x

Policies f

Choose Policy Choose Type

Rewrite Response
Policy Binding

InsertGatewayAuthTypePolicy > ‘ + ‘/‘

» More
Binding Details

Priority’

100 ‘

Goto Expression*

% | Close |

13. B2ESE

IRGERY, BERAEEERR, HPETTETHNES R,
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Secure Hub

CHSABLED jear Tewt ot L] w2 Beiect  DISABLED G) S50 Clphers
5 EMABLED Eratie Ciphes Reieect  DISABLED i DISABLED
o ent deathenticat EMABLED ¥ ENABLED )
. EMABLED sk Cartificabs Mandatery nea ENABLED (%) 55 Policies
1% el e Motk YES " ENABLED
DISABLED PUSH Emcrypton Trigger  ANVEYS g2 ENABLED (®) Prafites
DISABLED
@ Intranet IP Addresses
Published Applications x
() tntsanet Agpi
Ha ©
1
N >
Tiher Settings Fa R
Pastive
Passive Nore

htps:ems. dmocom: 8443
false

14. EEERBEMEE, 58T Rewrite Policy (E55M),

VPN Virtual Server Rewrite Policy Binding

VPN Virtual Server Rewrite Policy Binding

Nr—

Priority ‘ Policy Name | Expression ‘ Action ‘ Goto Expression

100 InsertGatewayAuthTypeHeaderPolicy true InsertGatewayAuthTypeHeader  END

Close

Android i3&3#17 ADS EEMIHBOER  HOREREM Secure Hub ZE#28 Android 18 & 8] LUEIE il LRk
ia] Citrix ADS, TH: @it ADS 1RIHEMT 2T HES, BEHIAR ADS WEEHEXEE, ADS EETRESEHNRIERS S
AEB, EXMBERT, 2iF ADS EEBLTRERS 2.

BE.

Secure Hub for Android #1 Secure Hub for iOS k& 72iF Android i&&i4i7 ADS., BXFAEER, 55
i Citrix Endpoint Management stz AER, LB ERAHMIFEA 443, EHIIETERATEEALLL
Fia. WFEERIEBENER, BINFEALET Secure Hub 10.2, tiEEAZRIE, 5B Citrix HAZIE,

WEFRM:

+ g Endpoint Management # Citrix ADC i, SEPBHFRA PEM 18X, HEXREBARIES, MmIEfA
Ao
o BR Citrix RAZFFHIERBAIEBEEINE. EHEEH, RALSEREREIEH,
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Secure Hub

HAIEBEESGEINAEERIG &L ERET ADS, ARE M. MXEXETHRESRFINE2EBNEEEFEMEEN
T B Secure Hub a1A, tNRI8&ETEAR ADS, Secure Hub RAiFig&E M. Eitt, EREMNERNFRE ADS
WM FAFREEIMEXREE,

E4iF Secure Hub for Android iia] ADS, ERLLT IP #istfn FQDN $T7i% 0 443:

FQDN IP st i { | IP MmO A%
discovery.mdm. 52.5.138.94 443 Secure Hub - ADS i&fs
zenprise.com

discovery.mdm. 52.1.30.122 443 Secure Hub - ADS i&fs
zenprise.com

ads.xm.cloud. 34.194.83.188 443 Secure Hub - ADS i&fz
com: i&EFE, Secure

Hub 10.6.15 XE=hirAE

f#£M ads . xm.cloud

. COMo

ads.xm.cloud. 34.193.202.23 443 Secure Hub - ADS i&f5
com: i&EFE, Secure

Hub 10.6.15 XEShirAE

f#£M ads . xm.cloud

. COMo

MRBATIEBEE:
+ Secure Hub 7Eig& A B EE EH IV ES,
» FRIEH, Secure Hub BEFYURIBEEWFABILS, ABEEEMAF ERERNEERS IS,
AR
NREEAREEEIERBEE, AFRYMEHEM.
o MBIEBRARER, EBLIT A EEETHEM.

EPEERIFD RIS, RZIFPEIERHMLE IR, IEBEEEA T Citrix iR5528 (5130 Endpoint Management
0 Citrix Gateway) , FERTFE=HRRS%.

A “BIBRIKF” &I

EEBTBEAMIRS (ADS) B9¥FtEsh, BILITE Secure Hub S22 EMIBRHK F 121,
EZERBIBRKAIET, BRITUTSE:
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Secure Hub

1. HiEEcE ADS.

2. 7£ Citrix Endpoint Management RiTHBEMAMRSER, H#& displayReenrollLink MEIRE
73 False,
BINERT, tER True,

3. MREMIZERTE MDM+MAM (ENT) R TR, EEHHABRESR, ERAEEX.
MRENREREEMRATEMRD, WHAEHEMILE.

{#F Secure Hub

P& Secure Hub M Apple 3¢ Android R AREIE FHEIHIE S,

Secure Hub #T78Y, AP RIAEQERMEEIELUE Secure Hub At Hig &, BXEEIMNELEMER, 18
SRAFKE. AeiER.

7£ Secure Hub for Android E#T#MBREMEIMIES, BEFUTEE: Allow Secure Hub to access
photos, media, and files on your device? (& #iF Secure Hub Aa{EI&E ERBRA . EIAFSIHE?)

IEE kA Android 12 &4:, miEskB Citrixo BIRAMFE, Citrix UREIE Secure Hub MEE R EIF AR RER
FEBEEHNDIANE. B2, IRESEERBTEESIFRE, WEERUUERKFEREEENIAXME,

AME, APREIEEEERNNAEREN-~PHEXNFAENBREFMKE. AP LM Store RINE 2 M A
Fo EFH L, MABEHERUTE LANKENERER TS,
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Secure Hub

BB Allow Secure Hub to
access photos, media, and
files on your device?

DEMY ALLOW
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Secure Hub

EFIREM L, Store B—MERMAVETR,
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Secure Hub

CiTRIX

Secure HuUb

E My Apps

Store

Preferences

Help

About
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Secure Hub

f£MAiz1T I0S 9 HEBARAH iPhone AR M ABEREBIEFHRAREFN, WIISEI—FEE. BHEE
H7EiZ iPhone Lk F &% Citrix F2EE. BHERBESEZALEZN, ZNARFERTA, IWHEER
BY, Secure Hub IRImAFZEE—IMER, 1ESMIITERAH iPhone fZE Citrix R ARRFHITIE,

Bzh7E Secure Mail F3E8

s+FN MAM &, =ILERE Endpoint Management, LUEREREBFHFEIETE Secure Hub #At# Android
5k i0S & & AP 8 B ah7E Secure Mail i, AP EEHWAE S5 SSITAIMNY S BEIA A Secure Mail,

B/R{fEMA Secure Mail B¥, Secure Mail M Secure Hub $XBXFE R B FhR¢Etitt, HZMAEF ID, Secure Mail
fEFA B TR HIL#{TEEI A M. Exchange Server ERIFMAF ID #7477, Xit Secure Mail AT AB I AR
HITHRHRIE, MRBEIGENTEEZE, RASKRTAPRBARLE, B2, ARFTEERAESER.

ERALLINEE, BEIBR=1TEM:

 fRs523EY MAM_MACRO_SUPPORT., BxiiEH, ESRRS2ET.
« ZPiR/E" ENABLE_CREDENTIAL_STORE #1 SEND_LDAP_ATTRIBUTES. BxXiibH, E&REFin/E
%o

BE X BN RS

MREFEEEXNAEE, BRIIRE > BPHRIMIAE, UERZR. MIBEREENAEFETAR.

Client Branding

Store name* Store

Default store view Category

A-Z
Device

Phone

Tablet

Branding file

MNote:

AILLTE Endpoint Management =%l & 4RIEN BAEFIRE, BEHRE, RERENEEF. NRETERNHBE
F, ARBEHFEE. AFEEREHRANNBEFNTS, ABERBERRAND,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 30
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Secure Hub

T -

MDX App Information

£ Store fh, AP REEXIKERE Endpoint Management HECE B2 RIPIBLN BiEFNKE. EHRNEZHARER,
BRAILEZFAES, ARERANN.

ECE RIEEBNET

Secure Hub FmAFRIESHIRGEEN S Z. EFREM L, BIREG LANPSIEITHEMEDR. £FNL, BF
LIRS AR ERKEER, AREREN.

Close Help Desk

Your IT Department
Report Issue

Send Feedback to Citrix

Citrix Support

0 1T FNRFRATDWEAZHFARNBENRTHE, FATUEENZLRRF PHTHE. CBBE
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Secure Hub

Endpoint Management 16l & i\ BIE SO E FERFtitt, BEA EANEREER. LR TIRERNHE,
BEE%, ARBREEFEXF. BETHATRANGEENRR.

Client Support

GoToAssist chat token
GoToAssist support ticket email
Suppeort phone (IT help desk)

Support email (IT help desk)

send device logs to IT help desk directly @

by email &

Reportissue (R&EIRM) BERNARFHTIR. APEZFERENKARERF, Secure Hub 2Bz1%EMAE, A
[57E Secure Mail FTH—EER4HIE BEMINA zip Xt AFRRMERITHRBERES, MITELUMINEES
Bl

@ Citrix kXK i&7E Secure Mail RFTH—HES T Citrix AR tataIsp e, 7E8REEXS, BPRIUBAXETF
WfEIHGE Secure Mail BV, INRIGHF ERk%EE Secure Mail, MIEITHENBEIZR,

FPZER] L Citrix 245, ZERTH Citrix F1RH0e. APRIUMPEERFE Citrix =R RR/FXE,
EEEDS, BAALREIXTFEKAMIRENESR.
I E R

Secure Hub FiRAHIRE MAMIRIRERKES, FId0, TATHREATHENEEFBLFEMIBNR, FXiFHME
B, BERAE MRS HRER.

AR SIURER M 4

Secure Hub BEIREHSTKKEE, iLEESTRSBISERMMNRE, 24 Crashlytics iFiIthEE,

BXEAT i0S # Android EZTh8E, 1SR Citrix Secure Hub B9 “IheE (IRFA&) FIKR

73 Secure Hub £ri8&mAE

EEIRBNBUEERR Secure Hub i&&i% B EUR IR Hi& & EHRAIEIHE.

EJKEY Secure Mail B, BHITUTIRME:
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Secure Hub

1. %% Secure Hub > #8) > R&AE. MNBEFYERHiERE Secure Mail,
DT —H RX A R AL AT A BRI B F AR,

2. RAEXFHAMNEREXFMNA BENETIRE, BSOHIAXEREEERIRE,
3. i&[E Secure Mail HEIZIP, 12 TP BEIAIBE R IARUL &£ 3 B REE1RH S #YETIaEl,

4. iR[o)E Secure Hub > #8) > IR& R, MR BIEFTIRFER Secure Mail,
DT —H R XA R AL AT I A BRI B F AR,

5. HEEXRITMIEX, B/LAEEAEMNEER. SESR 3 hiEnNEs, AERELRX.
RITATRER, fEHEMINESEBEX 4.

6. B&dE Send (kiX),
RIFEW zip XHEEUTES:

« CtxLog_ApplInfo.txt (i0S). Device_And_AppInfo.txt (Android). logx.txt #1 WH_logx.txt (Win-
dows Phone)

NAREFEEATEEXTIRENNAREFNER.

EAMEFEMNEBE R E=A

June 6, 2024

Citrix ZEMBRER M RAENEEHE = DN BAEFHITHR,
Secure Hub for i0S 24.5.0

BEENAE

KhAFRAE BEERNR,

[=Faila)=
Itehi A 3% A B RiE .

Secure Hub for Android 24.3.0
BEEmEMm

BMERE T IREMIRFIRIIRE N T, BREEUEQRIEAEN Android Enterprise i&& EHRITMEHRE
1#1F. HEPEMEB5 Secure Hub Bl Etkia, [XMHELP-4479]
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Secure Hub

=&l

Itehi A 3% A BRI,

Secure Hub for i0S 24.1.0
BEEra)H

o YinfER Paleraln R AEFHAL i0S i8&8, Citrix Endpoint Management RE BRI ZIGEHRNA
5k, Eit, Endpoint Management RS8BT A FHMALEEME BT IE, tksh, Endpoint Management
ARS5 38T MARSS B84l & R iERREIR A & 5~ B. [XMHELP-4397]

o Y&EA MAM SDK 12 i0S R AEFRY, Secure Hub ABERBEIU FE—RR:

- NAREFAEEMNERSL L@,
- BMEEERNABREFZE, CHERISEEHER.

[XMHELP-4427]
o H&MER MAM SDK E32 i0S A2, ATRestIMUTaMMER:

‘IR BEF EMERIK P RRIER. A LUSE MG E P RIFR.”
YIEER— i0S 1&#& LR%E MAM SDK #1 MDX Toolkit Bf IR tkial#, [XMHELP-4463]

Secure Hub for Android 23.12.0
BfEEra)H

% Citrix Gateway Zi#Eid #i8, Secure Hub Tl R4 AFiE# 2 Citrix Gateway ARS8 HFIER. Hit,
Secure Hub B shH ERUTHIRAES.

“EREETHE, SHEmMER"

[XMHELP-4446]

Secure Hub for i0S 23.11.0

B2 88—

o 7£i0S &% £, Secure Hub B433E%M, EH Citrix Gateway EFRIEB I HEFR2EHET, Citrix
Gateway £/ TLSv1.3 it I LtR M, [XMHELP-4396]
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« @2 Citrix Gateway & Secure Hub BY, ErlgERUEILTHEIRES:

“Could not sign on. Incorrect credentials. Ending the session” (Ei£&R. EEFAER. EELERS
%)

i@id nFactor # Citrix Endpoint Management (CEM) &M1&/ i0S IRER S HIMILRIE, [XMHELP-
4423]

Secure Hub for Android 23.10.0
BEErEMm

£ Android k7 11 XE&EhR4s®, Android Enterprise 1&%& £ Wi-Fi B8R 8ETTASBE, K1E Wi-Fi SEH “BE
2’ FEPEEHENSHIIE, [XMHELP-4379]

=&l
ItEhi A Fi%H B RiE .

Secure Hub for Android 23.9.0

BieEiaE

EhR AR T e A M BERIARRE 1 B B3R

B
Ltk A% B RNIE .

Secure Hub for i0S 23.8.1

BEE 8=

o YAPZEMEA Secure Hub 23.8.0 g &Y, MRAFZMIERA sAMAccount, ZIErAIEERKN
HERUTHIRER:

GEMRK. MAM BERMAR SEAMNARARLE, BRAEHIM.” [XMHELP-4410]

BNE)E
Itehi s 3% H B RiE .
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Secure Hub for i0S 23.8.0
B8 ra)H

« &R nFactor 7 Citrix Endpoint Management (CEM) &3E##1 i0S 1&#&8S, #3z Micro VPN @i & aT4E
2iB2E:A, [XMHELP-4390]

BANE
Itk A% B RE .

BRIBARAFEIERIAEM B2 E 890

BXRIBRRAH Secure Hub M EIBAM B SRR, ESiH Secure Hub BAIRAEEEMIRIMAIFHE£IE
Fo

BRI ESR

October 28, 2022
FRABEKRTAPERIGE LIMANERUE Secure Hub H#iTH 5 103E,

XEFRGHEUTERMEN:

+ Endpoint Management =4l &i& B+ # MDX N AEFREEMNE FinE RS,
o MAITHNSHINE, ERIITHNSHIE (REFBEIMEEES Endpoint Management),

tesh, APBMINBEREZXE (590 Active Directory Z#3. Citrix PIN Bai@1759. —RME. EXSHRIE, &
7£ i0S H#57 Touch ID) thARIESHIIERZEEAIAETEL,

BRRBASENS HIEIHRTHER.
o REEME: AP BHEIZEE, HIEE Secure Hub EF# T HHI0IE,

o BINASESD (E8BY): EBA T MAEFIEITIE MDX” SRERMERT (BRIN), FiR “RiEzNitedes” 9 Endpoint
Management EFinBHEFHBEER. FENTISIREEIKE, FIHHARA, ERERTEEENNA
BRI FERF &,

HAREITATEREIHAR, AP MAEIRE LR RREMHITEM I N, MRAFPRETHIGEREEHF, N
LRENITEREEIEN, JATEEEIREHIFRNRBANBREIE, &AL Endpoint Management =%1&
FIRBEREMITIRE P HENE, BIAMER 15 £, BB ARFBTIDIEERFURMER “FNEiTiieE” FHiHE
B, IEHRERINEHBIHERESR.
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Secure Hub

o M Secure Hub jH:, HAPM Secure Hub 53#iiE, MENARFERERETE (ANAREFETH
MDX SR AFERN I ERARE) , AFTETF/RiFIRE Secure Hub siEfl MDX R AR %A EIFHTS
RI3IE,

o RKBHMR: o tEFRE MDX REgizH|, ABETESMNAERF. SKEVHAR MDX REEHAIARE
A3 K. MRMAEFTE Secure Hub FETMERHITHN S HIRIEREMHRENE, FE7E Endpoint
Management FHITENLUBRIAR AR RIFRER, HHITHLENEN, NARF=M% Secure Hub
HITHNB 0. BFRBREIEITRDIIEA 8EAIR MDX NABERF.

EEERKEVEAPRMEIHMHAR MDX SREEZ ERIX A

o SESNRIDEARR RIS AEFE Endpoint Management FHTENLURITRERE (HIGNRN BIEF SiEM R
FREFER) RER, I, NARFESKNEEMNNARERER.
o EBEERDRITHRRIEINMCERIG, RKRVERITIBEEHBRFREITHN,

# Endpoint Management ARt 34 5Esh I 0 HA R A R B AL HAPR I B AT B N B R 118 & L ER B Citrix
Gateway €8, INRIZEEEFEMH Citrix Gateway €42, NNAREF =M Endpoint Management 1 Z&H RS,
MASSHAFRSREEATE, NRNAREFZEFA Citrix Gateway $4h2, M2 Secure Hub, H# B
F=7E Secure Hub & EIZ AR T

7£ Android i&%& £, Secure Hub EFsRESHIEH YNV BEFREN EAITH, B2, £i0Si&&E, Secure
Hub #AERI 8517, X2ERIRARYUFINNBER.

BPMAEEIRRE, Secure Hub BNk ORIEN BIEF. EXMER T, NRELIFFEREERN Active Directory &
1B, ABEEEE T EFIRIES, APTTLUEA PIN, ZERHIESS M. TN, AP S5HEANETE Active Directory
Fik.

Citrix ADC < h2al g F Citrix Gateway i FARESRESHEHMITH S IEBREMTE LR, WTFTEH
Citrix Gateway KBE5IFRFPFIR, HAFHRER Secure Hub BY, {1 UREIET TR 2R

« Citrix Gateway &iE%HES: YRFIRTAFPHITHHRIERN, @ Citrix Gateway HIEtHF=EFM, X
LERT, APERITEMIRIELS Citrix ADC BIZEBH=IE, LUEEET Endpoint Management.

- RIEHEE: MBEILEHNERREELZEMEER, Endpoint Management # Citrix ADC &iE3§ 7
FiEE. RiINMERN 30 9%, B8R, MNREMEH Citrix Gateway FISREZKE, RiIAEFH 1440 5
., AARMAFERSHRIEHRTUENERE AWK,

- SREIEEEY: WNRIGENF, Endpoint Management # Citrix ADC =3E 3G 1E 4832 58 HiB B HA IR /S #r FF
EiE, RHENEEEETRENNRERFEMNTENRIE. AL, TAFTAERN, 2RAFRE
TEMRIHERUEIERIEEIME, RINMEAX, B2, NREFEA Citrix Gateway MREE %
e, BUIAMERS 1440 D%,

FHERE

E—NRRRSEARRRAFA#ITENEIE. ABIATRNARGIMANSHEE. YIEISHERRIES
ERITEMRIELLRRIRE ERIME KRR, BVREDIRE, EFERNTERS. ERTHRFABEBRRFRIFAS
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(UEFHFBFRNRRE) 25, BEERIARERS.
AR
RIERENBEF2I5M MDX Toolkit #HEMNBIER, Hi, EERZBRIABEN “NAIERFEITH MDX” &
8%, HER “REMITIE BREEE

EHEEEXRANEREU TR

o EABMY: FE Active Directory 3. Citrix PIN 0i&fTH. —XMZB. Touch ID g4 ID 7 sEfEs!
FERE

£i0S Lk, HAPITH Secure Hub sifFig#& F REEEN AEF EERITHZN BAREF,
£i0S L, YA EHBEMILEABITH Secure Hub B,

£ Android £, P Secure Hub KiETHIER FHF R ENBERN,

£ Android L, HREFPREMER (BF8&ER) EFHMEE) Secure Hub BY,

o RERJ[BWED: BERUSMHIIE GNREESE). Citrix PIN @173 E Active Directory EiE7 BEMRBIR
2R,

- YHAPEREDITNSISEEITFEENBEFN,
- YA M Secure Hub AT T E N BIZRFAY,

LHE THIRMN, FHE—THERBEBIZER Active Directory £1E:

s ARERSHEHATWFHEXBEITID,

« Y1@k7E Endpoint Management izl & 5hig B & A imE M LIS A Citrix PIN B: ENABLE_PASSCODE_AUTH
#1 ENABLE_PASSWORD_CACHING,

+ ¥ NetScaler Gateway SIFLHRE, [FEREUTERTRE: KIEE T LFEAEE SRS ITE 258,
MREEFEFZRAFTEEEFHIES,

BRTHEIS MR, BRAUERTRAREFAEMMERATRNS HIIEH#TER SAPBEXRER Secure
Hub MEME&EN, BRNAGIHEAN PIN. BXEREXSHWIENESR, E2iE4E Touch ID SHLIIE,

TEERZESRT ATHERFERARTHTE NN SIS\ LZREIR TR,
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Secure Hub

When do users see an
authentication prompt?

Starts when....

[

Offline authentication —
secondary container unlock is
required

|

Triggered by client property
setting for the inactivity timer:

l

Online authentication — primary
(initial) container unlock is required

|

Triggered by Maximum Offline Period MDX
policy or NetScaler Gateway Session
expiration/forced timeout (check-in with

Was it caused by my

NetScaler Gateway
session ending?

(idle use in apps that use the

XenMobile to refresh policies through
container)

Worx Home and check on the NetScaler
Gateway token)

-

NetScaler Gateway
Session time-out
policy - Inactivity

timer elapses

NetScaler Gateway
Session forced time-
out policy elapses™

Max Offline Period
MDX policy expires.
Reauthentication is required when users do the following:

{

» Openan managed app after the inactivity timer expires
(secondary container unlock)

* When signing off Worx Home and then opening a managed
app (primary and secondary container unlock)?

NetScaler token is invalid because
session time-out (inactivity) timer
elapsed or was forced to elapse

I |

Is the App Passcode
policy set to ON Device flips to Worx Home and
(default)? users must authenticate to the

NetScaler Gateway.

Does the user have cached
Active Directory with Worx
PIN credentials or client
certificate?

No need to unlock
the secondary
container

Is Touch ID (i0S)
configured?

b

Users must enter
Users can enter a

their Active
Wz‘z‘sgﬁe‘" Directory
p credentials

Users can entera
Worx PIN or
passcode

Users can enter a
Touch ID (iOS)

1 1f you set the session forced time-out policy to a lower value than for the inactivity ime-out policy, the forced time-out palicy
overrides the inactivity time-out pali

2 To see how these situations differ for i05 and Android devices, see the Credential Types section in Authentication Prompt
Scenarios in the Citrix documentation,

*7F Secure Hub B&E1ik

AREETENE, YMNARFRE Secure Hub ZAERYIEEINAEFNIE R, UHIEES2R—&HIHHEF
RZEYER]. EXMIER TAEERITEMNRIL. £ Endpoint Management FHTEN (BHRKBRAEARIERNE
HAPR MDX #B&#5%E) , # B Endpoint Management & EIFEi&id Secure Hub #X G &N EHMEIRIEE,
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SHIMMER.

BEZEMNZEEZE (Android 12+)

BHERENMALASTEHEXEBER, BREXERFBTEXNEP—IEI, EHit, REXARLTEREERE
Rl BIREIE RS,

Android 12+ ERIGE MBI E ZEWNTFR:

s WABBERAMY: EREBNEXERIBTFAEN, MIEBEXFBER, [GEMAT Android 12+ FEA
Secure Hub 22.9 B S R4S
- EFREE. MEXNEBREREE,
x: EBE.
1i€: BERBRILLE:
* —FiRT
* E/VOEEMMEHFH PIN 15
R EREAILR:
* FESEERFY (4444) REFFS (1234) BEEDAEMEGIERFH PIN 13
* BFRINF, RVEEENMFER
* ELVEEMNNMFROFIRF
5. BREALE:
* FEEEEFY (4444) IBEFFYI (1234) BEE/\ k=8 PIN 53
* BFRIF, RVEERTFER
* ELDEERNFROFIRF

&E:

o« 33F BYOD i&&, “S/KE". “BAFR. “EYHHEIRG” M “BEMN” FEFIEEFERT Android
12+, BRNERTEERE,
 IRBATEHAIREXHNERERE, BOANERIREHNELEERE.,

BXFHES, 5213 Citrix Endpoint Management x#4a#9 Android Enterprise &5,

ERREEREMRE

January 25,2019

REERRMEATRHEENIRNSHRIE. MNEERRENSEEEERDEE L, MIFSkEEL BErAD
ABHIIE (Personal Identity Verification, PIV) £=t:@miAia+ (Common Access Card, CAC).
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REESEABVEAFTRAR (FI120 UPN) 89FEAHE+R. Endpoint Management ¥ M\ SRR IEI2F RIS IRZ1E
FRE EHN— 1 REREET.

Endpoint Management A LI fEREA F i0S & &FMMWRE RIB. MEBRB NERIKERIE, Endpoint
Management 33t i0S & &R ZHFEMBIEREMEMER. B, EIUEMAHERD Endpoint Management
AR S5 2%imid S A B A E A AHE UM Android &%,

ERIRESERIIREIMT R

AMERAF REREESERRREPEANEEF.

1. AP %% Secure Hub UREHREZBIRHEFRENELARRF, EHRGP, SHREEFLARERN
Intercede MyID Identity Agent.
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FaceTime Calculator Podcasts Watch

" ﬂ .
1 1@ [‘__5;.&:,__. @
L

Extras GoToMeeting TestFlight * MylD for Citrix

Secure Hub

2. BPEE Secure Hub, R4RRAT, BF#A Endpoint Management B2 REE % (FQDN), AF8EH
T—#%, 7£ Secure Hub ®hpyEMIEFAIETT. MR Endpoint Management Z#Ek4EHE, Secure Hub
¥R =AAaIE—1 Citrix PIN.
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ciTRIX

Secure Hub

Please enter the credentials
provided by your organization.

com
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9:41 AM 100% I +

citrRIX
Secure Hub

se enter the credentials
d by your arganization,

Enroll Your iPhone

Enrolling secures your IPhone and your work

apps. Do you want to enrall your device?

Yes, Enroll
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ciTrRIX

Secure Hub

Create a Citrix PIN to simplify
signing on.

GHI JEL MMNO
/ 8 9
PORS TUV WXEYZ

3. AFZRGEAHITIRME, HEHERERE. ERER—EES, ARETEM QR RBEHRER.
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Scan the QR code
displayed on the kiosk

4. AR FBANERIIKENSERRFEP. SENAEFEERET— QR R, HETAFPEREBIR
EEEZAE,
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Please Wait

Collecting your identity

RYHRTEY, AP%AE Secure Hub PIN,
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citrix

Secure Hub

Create a Citrix PIN to simplify
signing on.

GHI JEL MMNO
/ 8 9
PORS TUV WXEYZ

511Z PIN #1TBH38IES, Secure Hub BTFEIEH. AFMBEFREBIRTTREM.

Z7£ Endpoint Management £l EEREER, BRITUTREZ—:

 BREEE>RE, ARER—NMREUERTHIE, BEETES,
o BED > EHIRG

i@id Citrix Endpoint Management =58 E &R~

February 27,2024

EERPILUTE Secure Hub BERIUE LA EMER LB ANARRERERT. AIUBIUTARZ —RERT:

o BiRTREEENXE
» iBEGE Web SRR A
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RRTREENNE

BRBRTNE, BRITUTSE:
1. FHEERAZEEERE Citrix Endpoint Management =414,
2. SMINGE > BFIREY, ARRERMAEFHELE.
3. ERTHYIRF, EEFEEXH,
4. ERFED, #HA enrollment.twofactor.token.hint,
5. ZEFEH, AIURHEEERNTE LETARTHXE, ZRTESISAFKRIBATNESHIRIER PIN 3,
6. EBMFEF, A enrollment.twofactor.token.hint,

7. ERBAFERYT, ALURMSERENRTEXNETE, XBETHREE,

Add New Client Property

8. BEHRF.

FTREER, RAXAFHIEERNE Lo

citnx | Secure Hub

Please enter the credentials provided by your
organization

|V|.'=- check your mail for security token/PIN

Privacy Policy

FEES Web FHEMIR RN

BRE®EE XA PIN W¥AESK Web TiE. #HE, BERAXATRM Web ERFHBIEE YAFRRE
BROAELMRTH, Secure Hub SITABRARNMHEHSMIEEEEN Web IH,
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ERRE®S Web ITEBHENIRTXA, B, BREERBEIETRLE HNA—XHMREERT XA,

SHITUTIRE:

1.

8.

FREEREZIEERT Citrix Endpoint Management 15§ &,

SMENRE > FFHREY, ARRERNHEFIRES.

. ERTHIIRG, ERAEXH.

ERFED, @A enrollment.twofactor.token.hint.url,
EEFED, MAEEEMN Web 1@ URL,

EEH=FES, WA enrollment.twofactor.token.hint.url,

. ERPAFRF, JURESEEENRTEXNET, XFEMTRRSE,

=W

YAF R EHRRHEEN, Web TEAHIMARAN K EEH,

Settings = Client Properties = Add New Client Property

Add New Client Property

Key Custom Key
Key enrollment.twofactor.token.hint.url
Value https://www.citrix.com/contact/
Name enrollment.twofactor.token.hint.url
Description https://www.citrix.com/contact/

BHRF.

THREER, 84 Web MEBENRAXARENEZERNE L,

citrix | Secure Hub

Please enter the credentials provided by your

organization

| Where to get your enrollment token?

Privacy Policy

y our service with any third partie
for any reason

FeRE, R4


https://docs.citrix.com/zh-cn/citrix-secure-hub/configure-hint-cem#configure-hint-as-text
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