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Citrix Gateway iR

AT

June 4, 2024

Citrix Gateway RS RAZ ThRARITIRAER T RS hRAFIRMHMFINEE. NIMBIHEEMIER. SRENRBNE
iR, ZITHPABEUT 1RSI ED:

FIEINAE: HAThRA PR HERIFINAEFIE R IhAE,
BEENEE: HEhRAFERERNRE,
EMEA: YhREREFENREREBRSGZE (WRER).

2024545 25H
FEINEE

+ &M T StoreFront ¥ Citrix Gateway R%3 - FisihR

iR F StoreFront 89 Citrix Gateway [RES2—METF =M HDX RS R, AIUREHITIZHIE M StoreFront
WEMER, TEERAH StoreFront fZ<ith NetScaler Gateway ##1&, EpaJ#IA Citrix Cloud (BF HDX 3E)
BRI BRI Al 1%,

ARG RO FEME. BXFHAER, BSRERT StoreFront 19 Citrix Gateway RS - Ftihio

202454524 H
FEINAE

o FEMNERBBEINRES

Citrix Gateway FRE IS Citrix Virtual Apps and Desktops EMREHIRHAIRIER, B IGE T EED
ERMBIBEEREENMEHN AP NEMER, AP XAEERA Citrix Virtual Apps and Desktops 72402 LTSR st
EEhRA 7 BRI A LLTh AR,

FIMRBNBAPELXET EDT BHifthahil. EDT AREER—MBBRERMNN, SATMIESESRPER, ML
FENMRZZEERNES, NMMAAPRHESHNEL, SthEEENTNRN, ATHRETIEHRNERMGTS EDT 48tk
BE NSRS,

BEXFPENRERNFAEE, BRREIMNEREBEL,
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202454 H819H
FEINEE

s X¥%e% (IEKX) Azure POP
MEARZMCLZIMESRMEX Azure POP M2 #F,
POP FQDN: az-ca-c-rdvz.g.nssvc.net
BXFAER, BESAMIPUERS - %R
[CGS-12933]

202428 27H

Hhigzhae

« %#% Google =T A
RN R FRMIBRS A+ 321 Google mimF& (GCP) POP LIXEIAH Azure 1 AWS POP,

Hai, 551 GCP POP HESMIBME, B 7 XUENSHH L, SR LTI BXE GCP POP LKk
MER Azure #1 AWS POP,

BE:

AT HRER Citrix DaaS EF4E1T, 1857 2024 &£ 3 B 15 Bz ai5ek Citrix Gateway RS - 7
£ (POP) i BY35 BH

2024 2H1H
HEINEE
. X¥%e% (INEKX) Azure POP

TR R RS IR AP U F INEA S ZH Azure POP,
POPFQDN: az-ca-c-rdvz.g.nssvc.net
[CGS-12933]

20231185 2H

HIEINEE

o LFHERT HDX MR A B RESS
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Citrix Gateway fRS52FHERTF HDX MERHhRA VR REE. EATF HDX B9 Reducer R—RAJBEIEEID
ITHBAESER. RWAEREBE L TIhEERS T Citrix DaaS ByEAItRE

- R HDX ZIEHIMEHEF AR,
- BIEENERIERE, FmiEEER,

N AR AN S Hr R T BB R 28

- Citrix Virtual Apps and Desktops 7 2303 (Windows) & E & ks,
- Citrix Workspace R A2 2303 (Windows) & E S hks,

[CGS-16258]

2023 48H29H
FEINEE

o MIBIERRE - TR

Citrix Gateway FRS N EERRRM T —MINEE, ATHAFPEZRIFEXEM PoP, IEXLICARFEML,
HRARBIREN RS IRMEEEET PoP, BXFHAER, BSRAMIBUERE - BATIER.

[CGS-13782]
« HDX 1%8E50 1R

Citrix Gateway fR$5 4% HDX 1HBED 1 TNEE, 1ZIhAESE Citrix Analytics B REBE R 5% 1%28-MX PoP
IERAEXHMERE IR, BXESZER, BEREESETITER.

[CGS-15829]
o NNERAIRILRIERE

Citrix Gateway FRSERLENZ T IER, AIZFFMENNEEE, HPEEARR 1/0 EBML (SR-I0V) BA
F RS REMAIEREThEE.

[CGS-15684]

- BEFABEN
B % Citrix Gateway IRSFANBIBMERTIR, BSRRAZ A,
[CGS-14234]

BEE 88—

o BY7E Azure AETEIS GRS, EDT SIEMAMAER,
[CGS-15808]
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202211 510H
FEINEE

+ Rendezvous i¥hk7 V2 %

Citrix Gateway fRSIEZ#F Google m=imF & £ Citrix Gateway AR5 H) Rendezvous hilhR4s V2, &
XEMER, FESRAZR Citrix Gateway RS TI8E,

+ Google =ixF & LMY Citrix Gateway RS ERUM L h

Google =i F & EM Citrix Gateway BRS I BERUM U FHIK#EH,

- 2%
- 7Rt

BXEMER, ESR Google =imF& £ Citrix Gateway fES.

BNEE

o WREF ID LF 6 MFER, W Rendezvous V2 VDA EIE KK,

[CGS-15036]

202246 A30H
FEIhAEE

+ Google =imF& L# Citrix Gateway fRE AT A

&Bh Google mimF & (GCP) L Citrix Gateway RS+, £ Google Cloud BT ITIEAHMEA T
WfER Citrix Gateway =B INEEFIA Google Cloud WS AEL IR, RIEMXIEBINEERE P in
5| S EIRiEH GCP Citrix Gateway iz POP, Itt5h, Google Cloud E£#) Citrix Gateway AR5 £ Citrix
Workspace &R GBI RZ BIRHT 2%, UWRFREEMNTERMSENAF FRRHERIE, BXIEH
58, E& Google =ifFA LM Citrix Gateway fRSS.

202244 84H
FEINAE

o mEEBLTE

- Citrix Secure Workspace Access 2 8% 7 Citrix Secure Private Access,
- Citrix Virtual Apps and Desktops lRSIEE & A Citrix DaaS.
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FEINAE

+ 7£ Citrix Cloud #¥% Citrix Gateway Service E& 7% Citrix Secure Private Access 1R

2021 £10 511 H
FEINEE

+ 7£ Citrix Cloud #¥% Citrix Gateway Service E& 7% Citrix Secure Private Access 1R

Citrix Gateway BRZREN5FN Citrix Secure Private Access it & 32! Citrix Secure Private Access s
#, Citrix Gateway EREEB $3¢ Citrix Secure Private Access &%, Hit, EEFZ Virtual Apps
and Desktops #1710 Web/SaaS M REFRES R, B2, Citrix Virtual Apps and Desktops ZF A
LM Workspace ECE > iAiRIR > sMERiEiEE A Citrix Gateway fRS. S, ThEE&E T,

LT Citrix Gateway BR5IhEEE# E Citrix Secure Private Access RS,
- Bg& SaaS Mtk Web AR

- BRIEENTeE
- BB ETCRER

Citrix Secure Private Access &, &3#& Citrix Workspace Essentials #1 Citrix Workspace Standard,
MR AR — Citrix Secure Private Access HMEsREZE SaaS flklk Web AR, 1ERINR2ITH).
1EIR BRI R 4T ISR B

[ACS-645]

FriafER Citrix Gateway RS

Juneb5, 2023

ZINERT, BMER Citrix DaaS EPiEEHA Citrix Gateway fRS. P FAEBIERIMIAA Citrix Gateway fRS.
BXIFMER, BSEIMRS.

BE:

7£ Citrix Cloud 51 L, ®&Z 2 Citrix Gateway BREHiME, Citrix Gateway BRE#MEH Citrix Secure
Private Access f&lh & 32 Citrix Secure Private Access Rk, B RIEEH XY Citrix Secure Private
Access &%, EIt, &&FZ Virtual Apps and Desktops 5. B2, Citrix Virtual Apps and
Desktops ZF A1 LLM Workspace ECE > 5 R > sME8iEiZ R A Citrix Gateway RS, TN, IhEe&

Tk,
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AR 2SR

November 10, 2023

Citrix Cloud &2 Citrix Gateway [REHIZE, THEEFEIE NetScaler Gateway i&&. Citrix Gateway iRS3&
it Citrix Workspace i BiE2F#1TEE.

Citrix Gateway ARSI IhEE:

HDX &#%: BN AIEFMEEM Virtual Delivery Agent (VDA) TR FPIERHNEIEH O (RinZAH) PHZEF
Arl, XA HERB A Citrix Cloud Connector HEIEEEI=ARS

DTLS 1.2 #hi¥x#F: Citrix Gateway RSz #i@d EDT (BF UDP s9F#ithil) #17 HDX 21IENHIERERE
2% (DTLS) 1.2, ZFUTEBES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS thi¥#F: Citrix Gateway BRESZIFLUT TLS ZREH:

« TLS1.2-ECDHE-RSA-AES256-GCM-SHA384
+ TLS1.2-ECDHE-RSA-AES-256-SHA384

+ TLS1-ECDHE-RSA-AES128-SHA

+ TLS1.2-AES256-GCM-SHA384

« TLS1-AES-256-CBC-SHA

Endpoint Management £5%: 5 Citrix Endpoint Management # Citrix Workspace &£#k/&, Citrix Gate-
way RRERMUNT NI MEN R FENRSRZILEIH. A Endpoint Management #A Citrix Gateway BRS35%
PR B, Citrix Gateway ARS5&1E%F Secure Mail #1 Secure Web E N F#2FH Citrix SSO MLE X,

R

Citrix Gateway RE2—MLIKA AN LIRS, Fit Citrix Cloud Control FE#IEER ik RN BIZFH
UBWME, REAPEEIUERIIFAENRERET ANRENEER (PoP). BE (FIINEATEHIE) BEFIZIF
B PoP,

Citrix BFigt. &E. USHNAENNNATRHEEE—MPOMIE,
EREERHEE—TTRUE, H2RMM2HEIFE PoP &,
SEER M BNEIERDERT 20 TLS EEd im0 443 #17.

BTRFEHRIENERERNMERAFEERGRERIRP,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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HIERR R

Citrix Gateway RS EELTHURE:

« REMBEAEF NAEFPIRNEERE- SRISH, BiEERE P RBETE.
« BTHEFREN TOTP #F—TOTP #MFREEHER. ARPMIREHRE,

B AZAN B oAl

B#i, Citrix Gateway REFEZFF RHUEITMNEEZFAE. A& Citrix £/, JRTHEZELAFRNEER
B9SE R

FRELE

IR S5 A IR AR B B 4R
« ARREIE: AImE Citrix Gateway RRSIRMRLAFPEIE (BHEMSMIIESH) LRITIUTRE:

- Citrix Secure Private Access - ZRRSSER AP NS4 RHEXT SaaS Mkl Web ARERF UK HEM
TR R

- BEER-ZRSAREESGHRBAEE, UER HTTP Basic. NTLM SiEFTREM S HIEIEERITA
Z8 Web i AEFR SSO IhaE. AFEBEHIMEBMIA TLS, BRIEEEIIERE T HTTP EXSH1IE,

- BEREHE: EE@REE Citrix Cloud #ITHHIIE, XEEMR—RELEZR JSON Web <12 (JWT), Z<
fearEE RN Citrix Cloud FHBEEHI&.
ARE
o RNEWE EWFABEREIH TLS %, HEA Citrix EEAYIES,
« AT SaaS AR SSO (SAML #&%$0) W= Citrix T2 &,
« X¥F MFA, Citrix Gateway RS FMER T H TOTP BARMMHFHNESIRENENR.

« Z5/ Kerberos 2B RINEE, B AIUATEIT Kerberos SIREIRMRS K BB EZEEE (AP
B + &),

HEETEM

Citrix BiXBFEHB L #HHVEE Citrix Gateway IRSMRELRE X, HX SaaS MAERFME L Web AER
BEUNMEERBNEL TEEIN T,

R IEMRANERRRS . KIUEFIEMNERS, EEEBURTAA:
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B ERESS SMNEEZE
RF&5%iiE: Active Directory Citrix Cloud Connector Windows 3x
HDX &z Citrix Cloud Connector Windows %4
SaaS MAEF IR Citrix Cloud Connector RiERA

il Web Rz FBIZ2RFEHBIAE Citrix Cloud Connector. Citrix RiERA

Connector Appliance
Citrix Endpoint Management 2  Citrix Cloud Connector. Citrix  &H
Ry W AR A M4 Connector Appliance

Citrix Cloud Connector W& i5RER

&% Citrix Cloud Connector MEIHRERNELR, S https://docs.citrix.com/en-us/citrix-cloud/over
view/requirements/internet-connectivity-requirements.html

Citrix Gateway Azs5 HDX i&#%

i/ Citrix Gateway BRE AT LUBH R ER P EUB LAEEE NetScaler Gateway. EfFH Citrix Gateway RS, &
FfERA Citrix Cloud #21##9 Citrix Workspace,

B REME

BWNEFPEEMESER TLS, MABEAET HTTP #1THINAZERFEI SSO.

FRANZHENS

ATERET2N, UTEEEHEFA:

» TLS1.2-AES128-GCM-SHA256

» TLS1.2-AES-128-SHA256

+ TLS1.2-AES256-GCM-SHA384

+ TLS1.2-AES-256-SHA256

» TLS1.2-DHE-RSA-AES-256-SHA256

» TLS1.2-DHE-RSA-AES-128-SHA256

+ TLS1.2-DHE-RSA-AES256-GCM-SHA384
+ TLS1.2-DHE-RSA-AES128-GCM-SHA256
» SSL3-DES-CBC3-SHA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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« TLS1-ECDHE-RSA-AES256-SHA

« TLS1-AES-256-CBC-SHA

+ TLS1-AES-128-CBC-SHA

» TLS1-ECDHE-ECDSA-AES256-SHA

« TLS1-ECDHE-ECDSA-AES128-SHA

+ TLS1-DHE-RSA-AES-256-CBC-SHA

+ TLS1-DHE-RSA-AES-128-CBC-SHA

» TLS1-DHE-DSS-AES-256-CBC-SHA

« TLS1-DHE-DSS-AES-128-CBC-SHA

+ TLS1-ECDHE-RSA-DES-CBC3-SHA

+ TLS1.2-ECDHE-RSA-AES-128-SHA256

« TLS1.2-ECDHE-ECDSA-AES128-SHA256

» TLS1.2-ECDHE-ECDSA-AES256-GCM-SHA384
+ TLS1.2-ECDHE-ECDSA-AES128-GCM-SHA256

IR B KA - AR

June 4, 2024

Citrix Gateway RSN EBRIRME T —THEE, EMIANEFEBERIFEXE (PoP), XEMAIBREIEHF

BEML, BRREHNHKSISIFEXE.

=3

AR

f# https://podio.com/webforms/27328175/2108260 S A% ARo

TR T KPS FET IR E R ER A XM POP:

IR E

XE - R

KE - PERFITEED

eSS

Z[E - 1XPR Azure

POP

Azure-US-East. AWS US East.
AWS-US-North-Central

Azure-US-West. AWS-US-West.
Azure-US-South-Central
Azure-US-South-Central. Azure-US-East.
Azure-US-West. AWS-US-East. AWS-US-West.
AWS-US-North-Central

Azure-US-East. Azure-US-West.
Azure-US-South-Central

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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IR E POP

BRI AWS-Europe-Central. Azure-Europe-West.
Azure-Europe-North

TRARFIE Azure-Australia-East. AWS-Australia-East

25K - R Azure Azure-US-East. Azure-US-West.

Azure-US-South-Central. Azure-Brazil-South.
Azure-Europe-West. Azure-Europe-North.
Azure-Australia-East. Azure-Asia-South-East.
Azure-Japan-East. Azure-India-South,
Azure-UAE-North. Azure-South-Africa.
Azure-Hong Kong. Azure-Toronto-Canada

A E

AT LAM Citrix Cloud ERZERIES; Workspace ELETTE N AF R B EXI,
1. &= Citrix Cloud,
2. BENERS, AEER “ARME” I “Workspace &2&”,
a) £ “WRUEB WEL, EE—MIE, RAERE WX LEEHNEEEERE.
b) £ “Workspace Ei2E” TUEM “IMPERE" F, EE—MIBHREEIES, HEBENEEEERRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Configure Connectivity

Connectivity Type

Edit Existing Citrix Gateway
@ Gateway Service

Gateway Service Region (Optional)

United States A

Global (Zone)

United States

United States - Azure Only
East US

West & Central US
Global-Azure Only

Europe

tup

D D

3. EMXRS X (A1) F, EREREF RERHTINXIE,

&

MREREFREFAXE, WRABERTRER “2K, YEXKEALKEN, 7

1 POP,

ERDEERT, MRHAKE, HERKEXENFE PoP #5701/, NWEKESEREI2F, MASHEE

N-y=1
JLERo

4. BHFRE

¥ NetScaler Gateway iF#% =T+ HDX 121 Citrix Gateway 53

November 10, 2023

f&E UM HDX X389 Citrix Gateway iF# 2| Citrix Cloud E# Citrix Gateway RRSIRESIFNTEREENET

=H) HDX EE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EF=m HDX 32

BIAMERT, BRER Citrix DaaS &R /E /A Citrix Gateway iR, P A4HBRIERMIXA Citrix Gateway AR

o

1. &/ NetScaler Gateway £ HDX RIZ#1TEE

Citrix DaaS

e W = | ———
- oo

/ Connector \ AD

ey
E-D

A0 Citrix ADC VPX

Users

00000
00000
00000
00000
00000
O000OD

Customer Data Center

Citrix Gateway fRER—HETFT =M HDX R, ©EIEFNMXREREMIERHR, ZM*XH Citrix Daas
R YA IR RS R A2 e AN R E I IR

2. % Citrix Gateway fR551F/5 HDX RIB#{TEE

Citrix DaaS

—p PR = | —
- oo ‘

Connector \ AD
itrix Virtual |
App:

Citrix Gateway Service ﬁ

00000
00000
00000
00000
00000
00000

Customer Data Center

tThaEM B B &7E Citrix DaaS #1 Workspace Service #i%7, ErT LS BILINEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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M7z NetScaler Gateway F#EIET = Citrix Gateway RS

NetScaler Gateway i&&HEFEIE, EFT =M Citrix Gateway IR Citrix BIE, ARSI BMFAME
# NetScaler Gateway F#2I5E AT HDX RIEM=IEE Citrix Gateway iR, RE NetScaler Gateway #
Citrix Gateway RS2t HDX R, EREEMEMMN TENHNEFRTR, B2, E= BB HDX KBNS BE
BET, REHELTEIAER.

ERRIER, B8ERERT Citrix DaaS #9 Citrix Gateway RS, BAG, REEFHEEFH Citrix Gateway RS,
TEZEAH NetScaler Gateway.

TEIEFEMAEM NetScaler Gateway iF#EIEF =1 Citrix Gateway BRSS Z mifii i FIRI%.
o ZEPBLZiTAT Citrix Cloud lRSHME T Citrix DaaS.

o ZPERZAM Active Directory X =imA P #1724 Ik,

B Citrix Gateway 53

LU F2% Citrix DaaS AP B/ Citrix Gateway RESHSE:
1. WEERAF ZHER Citrix Cloud Services.
2. BENECER, A51%ER Workspace it E.
3. #i Service Integrations (BRSEM) -

4. HE MXFUNERS, BHERS, ARRE BR.

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Manage Service Integrations

Services can be integrated with Citrix Workspace to provide your subscribers apps and data on any device.
Web/Saas Test Gateway Service

Web and Saas applications feed

Secure Browser @ Enabled

Virtual Apps and Desktops On-Premises Sites e
0 sites Add Site

(BRMX)
UTF=2 7 Citrix Workspace BB Citrix Gateway RRSHIF &,

1. UBEBERAF 5#HESF Citrix Cloud Services,
2. BEXECEL, AG1%EE Workspace E2E.,
3. 1 908" ETTER “OMNERERS AT, %% Citrix DaaS TH “BMBRAE" ZHMEKRS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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4, BFEKS, A58 T Configure Connectivity (FREiE!E),

Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:
Internal Access Only  No external connectivity is set up

My Resource Location

Internal Access Only  No external connectivity is set up

5. EREHFOGERE Citrix Gateway RS, AFEE “R7F .
Configure Connectivity

Connectivity Type

O Traditional Gateway
@ Gateway Service

O Internal Only | No external connectivity is set up

Cancel

Configure Connectivity

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[E;R%) NetScaler Gateway

Z3% HDX RIZ[EAR R4 NetScaler Gateway, iEHITI T,

1. UEERAFZ%HER Citrix Cloud Services.
2. BEHAE FANERT, SAG1%ERE Workspace Configuration (Workspace fi2&).

=

3. 1 “INERERE EH T AR &R, #HE Citrix DaaS TH “BRMEBRUE” ZhmMEES,

Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:
Internal Access Only  No external connectivity is set up

My Resource Location

Internal Access Only  No external connectivity is set up
Configure Connectivity

4, BHEERKRS, AG%ET Configure Connectivity (FREi%#),

5. EEEHMXHBN FQDN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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Configure Connectivity

Connectivity Type

(@) Traditional Gateway

External FQDMN *

aha.com

(") Gateway Service

(") Internal Only | No external connectivity is set up

Cancel

6. BERM, ARBHRFRF.

HDX BiEMN £, 45 EDT # Citrix Gateway AR

June5, 2023

Enlightened Data Transport (EDT) 2&F UDP #3&# Citrix Z5 &N, EDT EEAGHMMENKREETR
HEENAFERE, BERFRSRSSETT R

BiERFHR Citrix Virtual Apps and Desktops B#iEE Ml BERERRM T EA EDT 15 ICA BoZimih
WHIEES), H1E EDT et TCP,

BxaEENEEM EDT BNr4ER, 5[ BB L3,

wEFRMN

« Citrix DaaS
+ 2012 FE=ARAH Virtual Delivery Agent (VDA)
« Citrix Workspace R BiEF

- Windows: kg4 1912 siEFhRZA (% 2105 HESARA)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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Linux: Rz 1912 AESRA (75 2104 HESRE)
Mac: Hr7s 1912 SiEERRA

iOS: Apple App Store iR IV RFHRA

Android: Google Play #riR#ta9RHhR 4

M VDA % Citrix Gateway RR3 89 ik & %5 71 UDP i%0 443

M Rendezvous i BRI LIEE T1E, BXFEMER, ESiH Rendezvous 730,
WIREAT BENEE. BXFAER, BEH BENEHILEXIL,

BxaENEFRN EDT WiFAES, B5H BEMEH X,

ARE

LUTF2% EDT 5 Citrix Gateway RS AFERA NI — LR ED,

SBZUZINEA EDT MTU R, BXFARER, 1F5H BiENEHNE,

#7A Citrix Gateway iRSH EDT X1Ef#EH Rendezvous BIATA, 1R HDX &i%i@ie Cloud Connector £
2, WRXRE TCP AT AFEIEER.

Y EDT 2iERIRMEY, 2IEREIRE TCP, MMMSHRIEREBTEE M,

MBEHLEET Cloud Connector 32 HDX £1%, i5ZEi&:d Citrix Studio HEZABENF, LG
B F5IaT fE 18 N iE B EhAYEl,

Citrix {27 Windows 10 1 Windows Server 2019 tizf789 VDA @it Citrix Gateway BRS i F
EDT. Windows Server 2012 R2 #1 2016 HJ[RHIFR s34 DTLS MEBHKIERN MTU KT 1024, XATEESE
I RERD A P 1R 3R,

FERBEENERE, Citrix Gateway IR A=+ UDP &4,

RAINIIIE

ETRIENRERSER EDT, BEREUTREA:

Citrix Director #@9iEZIN: https://support.citrix.com/article/CTX220730,

BoNBEFESERE, %ZE Citrix Workspace NBZRF > EEHL, EFENNSIE, B BY, RAEE
ERRINZERY. NRE/xR DTLS, W=iEEMER EDT #1754, MNRETR TLS, NEiFEER TCP #17&H.
MRBET =@, WATLITH PowerShell & $RRAHIEIT “ctxsession -v' ., FRAMNEEE
TNETEERIEE A E:

- EDT Rendezvous: “UDP > DTLS > CGP > ICA”
- TCP Rendezvous: “TCP > SSL > CGP > ICA”
- i@ Cloud Connector i#17#: “TCP > CGP > ICA”

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/rendezvous-protocol.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#adaptive-transport
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/hdx/adaptive-transport.html#edt-mtu-discovery
https://support.citrix.com/article/CTX220730

Citrix Gateway iR

ERZELR

R EDT i FEMRRELK, NLIERKER Rendezvous iIBREEI TCP, MRKXK, BARERELRTIEBEL=E
ERHEITRIE

User selects virtual U Session
Connecti
s S Attempts EDT and TCP c;::m;m -

Attempts TCP rendezvous Connection
connection success

Attempts TCP non-

- Connection
rendezvous connection success

through Cloud Connector

Connection failed

EDT MTU %3}

sEZUZIMEA EDT MTU Discovery, LHRENSIEERRZEZENRE MTU,
WNREFA EDT MTU Discovery ¥R & Fin AL #F%Ihae, EDT MTU BBzh&EHN 1380, L% S5EAEXMH

1),

BRELEIHREET 1380 B MTU BIRS#ITIER, XETBEEBHME (3G, 4G) ¢ VPN EZHFEIN. MR
THIFERRXMIER, HEBFRERMNEF A% EDT MTU Discovery, Citrix 22 EBERNEH, B
EEE BIRE P imFaR A Ao

HX EDT MTU Discovery WEZHFAMER, BESIA BIEMEHIL,

BPEHEER

TR T — BB EHPRE R,
RIEEREREA EDT:

1. :NERi&E:I Cloud Connector KExiE, EH1R Rendezvous EERAH AR MUEEZT, AAXEEEDT 5
Citrix Gateway [RELEERANBERSF. BXEMESR, 1E81 Rendezvous 32i,
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2. NRESIEFEAME TCP Rendezvous:

o HIRIEERNZE VDA IR 2012 S E Sk,

« 1% Citrix REEPESEA T BigM &,

o HIREHIEZLBIBAAIEIN, LUEMK VDA it&E WA Citrix Gateway ARSS#TH UDP 443, BXEZi¥
5L, 521 Rendezvous] (/en-us/citrix-virtual-apps-desktops-service/hdx/rendezvous-
protocol.html) 34,

o SNR VDA HENHBEAT A AEE (30 Windows Defender B5:A3E) , i5#R:&AMMLLE UDP 443
HIFRM,

o MNRMFEANE, NREEER SOCKSS RIERARIE EDT, BXi¥MEE, ESH Rendezvous i,

=1E5 EDT &%, EE—EREE/ERETTERE:
1. HMREERRRZ VDA hiizs 2012 siE SRS,
RETLRER:
1. HRIREERRIZ VDA hiizs 2012 siE SRS,

2. MRFEAZR EDT MTU RMHEF I, BHEREAT EDT MTU 2, XEBTFEMESHEHBXMNER, §X
HARER, BEH BENERYX

3. WREA Linux 2 Android ZF 5!
o #% Windows & Mac EF 2B EE I,
o 1A CWA REZSEFEHEKE Linux 2104, Android 21.5.0 REShRZS,
o MREFEANEIRRAN CWA, EZBEENEEFHRE TCP Rendezvous EE I 1E,

« TCP Rendezvous ITffE, MIRSIEEENHEHBENEHETAEE, BT E SIEEEEKRER
EDT > t1R4&iEfFA TCP Rendezvous FiZ 3| M EHIR S B,

Google =i & L# Citrix Gateway RS

July 19, 2023

&Bh Google =i F & (GCP) L1 Citrix Gateway AR5 #¥, 7£ Google Cloud LiEfTTIERAHEHME AT LUER
Citrix Gateway S{EERHINEEF B ARENHEELKME, RERMXEBNEREF %5 SE&IEN GCP Citrix
Gateway ARs3 POP, Ith9h, Google Cloud & Citrix Gateway AR5 1E Citrix Workspace &P il BiML &R R
ZIER ML %R, URARERNERMRENRFARIEERIE,

B&i, AT GCP # Citrix Gateway BB 1E L FHIK AT M.
. 26

- B
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- BYR

- EEBRAM
.

- fex

- FRt
3%

+ GCP POP i&AF M Google Cloud Marketplace W3£iTiEH%E Google Cloud EiEfT TEMEH M
Citrix DaaS &F.,

« Citrix Gateway BRSSP - BUAER T, BWER Citrix DaaS MEF#EE A Citrix Gateway RS, &
PARMERFERERITA Citrix Gateway RS, BXFAEE, BESRIMRS

WEFMS

« Citrix Cloud tkP, BXFAMEL, E2REM Citrix Cloud,

%#% Citrix Gateway AR5 148

LT 2 GCP # Citrix Gateway AR 215 —LEINAE,
TCP HDX {12 - B#ifXsz#F TCP HDX {38, {U&™ TCP #hi¥sz#F Virtual Apps and Desktops Bzh.

Rendezvous V1 - £/ Citrix Gateway fR$5 83, Rendezvous ik V1 #i%F VDA 4252 Citrix Cloud Con-
nectors BiFEZIIM% POP LUREBURRERE. BXFMAES, 2 Rendezvous Vi,

Rendezvous V2 - Rendezvous thi¥ k7 V2 £3F48d Citrix Cloud Connectors k#4725 HDX £iF R E,
BEXPFMEE, 1B21W Rendezvous V2,

BE.
kB GCP 9 EDT i,

wnfaE A Citrix Gateway RS

ZINERT, BRER Citrix DaaS WEF KB Citrix Gateway k%, BFFERFRMIAA Citrix Gateway AR
7:10 ﬁ;&ﬁ%ﬁ: Sy 1ﬁ§|§|/§£ﬂﬂ'ﬂ&7§o

PR

Bal, GCP (VEXEMEGNtXAIAE, REEMMKE GCP B At A MSER A,
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518

« Citrix Cloud Connector EiZER—AXxFMAES, 1558 Cloud Connector BRRSEZEER,

« Cloud Connector MFIEMA/VEER SR, BXFEMAEER, 1523 Cloud Connector EKRMANEES
o

#% Citrix Virtual Apps and Desktops

Juneb5, 2023

Citrix Gateway RS ERAF A LUBS GIEEIEABRK. 8RN, HBEEFE. TREMSEFNERNN—RIIEES
LEZ 2350 Citrix Virtual Apps and Desktops.

Citrix Gateway IR 25 R £#ini2iAia Citrix Virtual Apps and Desktops, &1 DMZ #1#BE Citrix Gateway
RSN EFMEER A, A Citrix Gateway ML I ERLERTT #E#%BZ 3 Citrix REN S

& Z7 Citrix Cloud #EH Citrix Gateway fRE. BREZRSE, AP AIUMEMSEINDARE VDA, ITFEHFT
j__

Gateway

Service

Cloud Connectors
VDA
Citrix Workspace
App Resource Location

TRIRIE

AP #Yim S  H A3t B %R R VDA @i Citrix Cloud Connectors i#EiE3I& B&i1E8 POP, &G, YEPIEREM
H Workspace MBEF BN EINN BIEF RS, ZEESEN POP EMERGERMNERMNE, HiEnHE
I Citrix Cloud Connector £3%%i% POP, rilszlimiEsE, ARBIBREMSIFEREI.

- iE@EE Citrix Gateway BRSBTS IEMK ) WAN #1T78E,
+ VDA #1 Workspace = fEBHF &ER Citrix Gateway g5 POP &8,
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¢ BRENEN.

BEXEZHMMER, BEBIEAT HDX KM Citrix Gateway RS

B A Citrix Gateway k3

T 2R Citrix Workspace AP B A Citrix Gateway lRESHT &,

1. UEBBRAF&7HER Citrix Cloud Services.
2. BENEREENFEE “Workspace Configuration” (Workspace B&).

3. & AR mIMER “IMNERIERE 2B T, #H32 Citrix DaasS RET “‘BRIEFFRMUE" SUMNEIES, BHEE
"5, ?*FEEEE% ?%o

< Workspace Configuration

Access  Authentication ~ Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:

My Resource Location

Gateway Service

Configure Connectivity

4. 1EsHEOFI%EE Citrix Gateway RS, RARRE “RE

iEAT StoreFront Y Citrix Gateway A3 - F % AR

June 4, 2024
BEER:

o XN BT ELEEMBETHERAM NetScaler Gateway #17 S IEMERAM StoreFront #1748
BEHERTEEEHAT StoreFront 89 Citrix Gateway BRESES AT LUITHIS B

« EMTF StoreFront 89 Citrix Gateway RRSRA S ZL FEMNEL, FEEEFIMEPFER. BT
B R ERM SRR NG, ILEPENRSZERM. Cloud Software Group FiEZ T ARINAER
SISZM, EINREUBEXEINEE, Cloud Software Group FIRESIRIEE™ &1, EBUMEEY
BT RERERIFTREURE,
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o FAMFEEIRAIR. bk, LWESMINARAR SR HIRS &E.
+ Citrix Cloud Japan #0 Citrix Cloud Government ¥ 1% B g1 & & #i& B T StoreFront #9 Citrix
Gateway BRS3.

B

iEFATF StoreFront 1 Citrix Gateway RER—HETF =M HDX RS R, Al AR SHIZIZHI Mty StoreFront
WiERER, TEERAH StoreFront 43t NetScaler Gateway i51Z, BNaJFIA Citrix Cloud (BT HDX RIE)
RIRTH B T 1,

Rig@2 Citrix DaaS &P, fERBZH# StoreFront fERE IR B®ERE, #HZAM NetScaler Gateway #1732
i WIREEFEIFL—MEE, BEILUFASRENZRILNMRAER (HDX K1), FeE4AH# StoreFront 1R
FITIP, RB7H NetScaler Gateway #1THHIRIE, BBAEMTF StoreFront i Citrix Gateway RS R EHTR
2%k,
Citrix Gateway IREEENEBMUBEFFERAET Windows # Cloud Connector 432 HDX RIBH/SEh,
= pa
o EALUER https://podio.com/webforms/28961380/2348524 s tFi s hR.

o EEILUER https://podio.com/webforms/29573332/2436458 12t & 1%,

&R T StoreFront By Citrix Gateway BRSB ZIFLUTAGI:
o BMBIENAIEEIE: WESMHIEIE (LDAP. SAML) MUREAR EPA 135
« HDX: &F TCP 8y HDX
o Eaeinin
RERFUTAG:
+ 3£ HDX A, i RDP 132, VPN, PCover IP (PColP),

o SRR
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On-prem NetScaler Gateway for HDX launch

Customer datacenter

B : S
¥
End-user NetScaler ~ Auth
Gateway
= )
StoreFront

Citrix Gateway Service for StoreFront for HDX launch

Cloud
pbC

- Customer datacenter
oo R P < 'O

Windows-based VDA
MMMMMMMMM

Auth

StoreFront
Enumeration —

App/ desktop session launch  ¢——————

AL

s

+ Citrix Cloud NI TEEEIR. FIR#.

o {RE T StoreFront BF#asf A NetScaler Gateway BT EHIIERIMHKE,
« BF Citrix Gateway BRERAZ=MESMIBLM, AHERSEME,

HDX RIBAUMRERMAIEERINER Citrix Gateway RS EE, eI FBATFERE,

WEFM

« {5/ NetScaler 13.1 fiAx N EEA. BXFMAEE, 555 NetScaler i,
o EABET Citrix DaaS Wzt StoreFront kixads 2311 SiES A, Bxi¥lE, 1585 StoreFront RHEXK,

o 10k Citrix Cloud H# %% Citrix Cloud Connector, #Z&#13fiZday Cloud Connector B Fi&53 Citrix
Gateway AR5 54s#h StoreFront BiriEE. EalLIEAMAR Cloud Connector, Al UEE— A
Cloud Connector, MREHNEERARCER, BRALZFH IEEBE.

&% Citrix Cloud Connector ERMiFgER, 52 Citrix Cloud Connector 2k, HXA/NERMF
MER, 5219 Cloud Connector By AR/NFIFIE T EE,

o EEBMEREDIY (NTP) RSSBLUEBRNERE. AXFAER, BSR WAL 5 WS EHRSER
Fo
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} =r

AR

REZHFETF Windows i Cloud Connector, R3#F Connector Appliance,

ZEEAT StoreFront #9 Citrix Gateway AR5

iEHF StoreFront &Y Citrix Gateway RS S RIUTHE:

1. AFEMRIEMNZH NetScaler Gateway

2. BFHEEN A StoreFront B2E&

1. BT EHIIERNZAEH NetScaler Gateway

Zsith NetScaler Gateway BEiZ{E# F1P1IEH 544 StoreFront BiriElE, @I XMAE, G ASERIEN
IMPTRIAIT M. MENFEE.

TELRL NSRS E 4 NetScaler Gateway, JiAial Citrix Virtual Apps and Desktops iRt 2£r & S
WA=

2. AF#zr it StoreFront B2 &

ITHNEZEIZAT StoreFront B9 Citrix Gateway [RESEEHRITHLT A StoreFront E2&,

1. BAxY StoreFront A& ERIZIZAIR

N

. #&iasih NetScaler Gateway

w

. B ABEEENERERT StoreFront B9 Citrix Gateway RS

N

. BUBHERE

1. EA%F StoreFront [ AR ERITIZAIE)

1. 7E7ith StoreFront GUI B9AMIGE &R N BE S,
2. £ ‘ER” BEY, EF—INARE, AEERT ‘REIERERE,
3. EEF “BREIZEIRE E.

2. iz NetScaler Gateway W BEAVFMAHMLEZHNEF M Citrix Gateway BRES 1A RIN A RS,

1. 7£ Citrix Gateway ig&&HhEEH “Fi”.
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Configure Remaote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a Citrix Gateway appliance.

Enable Remote Access
Select the permitted level of access to internal resources

8 Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

Allow users to access all resources on the internal network (Full VPN tunnel) )

Users may require the Citrix Gateway plug-in to establish a full VPN tunne
Citrix Gateway appliances: 0
Add...
Default appliance: -

2. 7 “BAIRE” TEL, BEUTRE:

o BRABIR: 7 NetScaler Gateway B9BE ¥
« Citrix Gateway URL: #ith NetScaler Gateway 89 FQDN,
s AZEIAR: EEFESHIIEM HDX BB,

t==.
AR

£ATH, “NetScalerGateway” FE4s#y NetScaler Gateway HI&#R. fH/E7EETT PowerShell &
LHREEXMETF, TEEBBERT StoreFront 89 Citrix Gateway g%,
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gl v Gt ity Aol

StoreFront Gonarsl Suting
Comrpleie Teame METIRgn ¥ Corarert RCCERE 10 FIORES thsssph Cims Gatrmry ko waems cormecing
17 el PETepris. FETONE BI0HTE TRTagl & Ciem GatEmiy (Anl T Bppletd 10
W A B
Giavasre 2l SeWlinagn . -
Sacune Tkt huthonty ) -
1pEy Ll yrlrteesy
A thopan it St
A PSR IPRT IR [N —————

Urage o czke ) MegtPepmelytae poud HDO Aoty

e

3. 7z Secure Ticket Authority (STA) Ti& L, 70 STAURL, ¥#EEE@EIHEE®E Cloud STA RS .
BOERAEIZRS, REE T 21 STA URL, HEFWTZ 1 STA RS 88Tt H T,

AR

HBfRER “BRRENREE S%E,

Add Citrm Getewry Lpphance

StoreFront Secure Ticket Authodity (STA)

$TA i hosted on Crm Virtesl Apps and Deskiops serers and ibees sei5on adhats i responss &0
conmection nequerts. These session Bokess form the basis of suthentscation snd suthorization for
sooess 1o Citred Wertus) Aped bnd Detibopd resoisoes.

o

Seeure Tholet Authaority
Aarthartscabon Settmg

Surmmaey

) e
Load balance muiSiple STA seners

Bypais faded STASon |1 |hows (0 | misles [0 | seconds

¥ Emable session rebatday )

Fabgputdt Bekets Mo twe ST whens svadsble )

4. £ “BHRIFEE" TEL, ERERNAH NetScaler Gateway ki, EIMARSBMBRAEE, RAFRE “6l
F=40
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ddd Citrm Gateway Applance

Stl:ll'EFl‘Ol'lt Authentication Settings

These settirgs specify how the remote user provides suthentication credentialy

ul Wersaon _‘E{I:Bq.'dﬁgilar-l‘f = |
Wherver IP addrein
Authemitication Settings oo
Sammary Logon type: Dirriaan -
Callback URL: @ RS ervice/ Authervice i
gt

Ab When re Callnace URL & specdied Smart Access i nod soadabie

5. & “BE mmEt, EEI—KEHM, RREMINAMAM NetScaler Gateway, #EHE5EM.

Add Crine Gatewsy Apphance

StoreFront O Gateway “NetScalerGateway™ added successfully

Add beacon points
W i Beacons are requared to determine uer network svailability, Manage bea
W

Enabile remote scoess to shores thaowgh this spplisnce
w

Ini thee Stowres node, select & store snd dick Ensbls Remobe Accest
Saimmmary

3. BN ABEIER B NERERT StoreFront 9 Citrix Gateway iR$5 b5 BFE & AT LIS 24 i1 NetScaler
Gateway 51889 A /& KEXEE K.
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1. ENAEE > EEREAEERE L, ERENAH NetScaler Gateway HIFHIZE HIRINEE-

2. BEBAE,

Configure Remote Access Settings - store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a Citrix Gateway appliance.

# Enable Remote Access
Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel)

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the Citrix Gateway plug-in to establish a full VPN tunnel

Citnx Gateway apphances: v NetScalerGateway ' (i ]

Default appliance: NetScalerGateway el

4, #3E5hiR7E  BA Citrix Gateway fRs3 FQDN LUz HDX Banigiz.
1. ERELEME “RERE (EHSRTET, BT sysdm.cpl &%),

2. RESHET+, ARRHIFREE,
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Pedomance

Liser Profies

Satup and Fecovery

oK

Computer Hame  Hamdware  Advenced  Ramote

Tou must be logged on a3 an Adminisirator 1o make most of these changes

Visual effects, processer scheduling.

Deshiop settings related to your sgnn

Syt startup. system falure. and debugging nfoemation

mamory Ukage and vetual memory

Concel | Aoy

3. AMAFMASKZE. NEBEEINNE, ARRE “HBE

Ervironment Variables

User variables for gophdxadmin
Variable Value
Path ChAUsers\gophdsadmin GOPHDX\AppData\LocahMicrosoft\Windo...
TEMP Chllsers\ gophdeadmin GOPHDX\AppData\Local Temp
™P CAllsers\ gophdeadmin GOPHDX\AppDats\Local Temp
Mew.. Edit... Delete
Sywtern vanables
Vanable Value
PROCESSOR_REVISION 5507
PSModulePath #%ProgramFiles %\ WindowsPowerShell Modules; C\Windows'syste...
STF_CLOUD_GATEWAY SERV... global.g.nsswe.net
TEMP CAWindows\ TEMP
™P CAWindows\ TEMP
USERNAME SYSTEM
L windir C\Windows

e
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Edut Systern Vanable x
Variable parme: . STF_CLOUD_GATEWAY _SERVICE

Vanable yalue glebalg.nssve.net

I Browse Directory.. I Browse File... 0K Cancel

4. UEBRSMITAHGSRTNHIE!T IISRESET &<,
EER T PowerShell s< REHEIE B A StoreFront ZMXARSTHAE:
Set-STFRoamingGateway -Name "NetScalerGateway"-IsCloudGateway S$true
fERLLT PowerShell es % 30iE A F4sih StoreFront &/ Citrix Gateway REZHPRE
Get-STFRoamingGateway | Format-Table Name, IsCloudGateway
Name IsCloudGateway

# NetScalerGateway True
<!--NeedCopy-->

ZE2ENK

A% NetScaler ReMRELE, E2F NetScaler 2&EE155,

B

HiRE BB SRR IETRER T StoreFront #9 Citrix Gateway RE HE.

Z{EH NetScaler GUI BRBZE, BHITUTIRME:

1. SMEIEE > &5 > Hik
2. 1 “HiR” WEN RE” T, BE “EXHEZ Syslog iRE”,
3. FATEHIF, EFE2ER,

4=,
AR

WREREHIRENE B SRR E,

SHEIE

o EfERSHIIER, BBRERS G, B EIZR)-,
o« BXRERENEER, B2@W[EN ADC Gateway. StoreFront #1 VDA [aBiEE 23R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 32


https://docs.netscaler.com/en-us/netscaler-adc-secure-deployment.html
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/aaa-tm/citrix-adc-aaa-troubleshooting.html
https://support.citrix.com/article/CTX280921/how-to-collect-data-for-adc-gateway-storefront-and-vda-issues

Citrix Gateway iR

EPA

« B EPAZFPRELEE, BRASRETRF TH:
FIREMVIREA RRARILECE SRR

BITAREIAHRIHEHIIRXHREBES NetScaler IEFimtEREIARZS. #1R Citrix EPA B P imkka
S5FF ik EBRRAAMERE.

fRA%: SM% Citrix Gateway > £F/i8E > EME A imE, T4 NetScaler Gateway GUI L& #
EPA ZRif. BX EPA ZFIRIRAIFMAESR, H20H Citrix T LA EPA I&4ZETIHE,

o APEFETG, W8 EPARE (A%, B. &),
RRRF %!
- EEFIBITEN L, 8MZE C:\Users<user_name>\AppData\Local\Citrix\AGEE,
- {IF config.js xXfH+i& “trustAlways” i&&H “null’s fiE0,” trustAlways” :null.,
BX EPABCEMGEA, FSRAMUTXE:
o B HIRIENGESHIE EPA RiEERE R nFactor S5 IIEFHN—PEER
+ E2E NetScaler Gateway S HIE EPA 3z

o BEIHR D

RIEBE

BXNEZHRIERHRMNIER, BERZIEEIZH,

EMXPBESHERER

o RAZRE: BXFMAER, BESHRAMEM VPX ISEWRERA S #HIT D 1.
o REXMH: BXEAER, BSANAE NetScaler LiZREIERRE,
o BERARZRED REUES.

Hth 253k

« StoreFront AlwaysOn Rix
« EPA BEYE

o XHF
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https://www.citrix.com/downloads/citrix-gateway/plug-ins/
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-preauth-postauth-epascan-as-factor-in-nfactor.html
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/aaa-tm/preauthentication-epa-scan-for-domain-check.html
https://docs.netscaler.com/zh-cn/netscaler-gateway/current-release/vpn-user-config/advanced-endpoint-analysis-policies.html
https://docs.citrix.com/zh-cn/citrix-daas/monitor/session_launch_diagnostics.html
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/system/basic-operations.html#how-to-collect-the-technical-support-bundle-from-sdx-and-vpx-appliances-for-insight-analysis
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/system/troubleshooting-citrix-adc/how-to-record-a-packet-trace-on-citrix-adc.html
https://docs.citrix.com/en-us/storefront/3-12/troubleshoot.html
https://support.citrix.com/article/CTX209148
https://support.citrix.com/knowledge-center#/
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B &) 7 Rz PR

o WR7EAM StoreFront LAY “BREKIETREM” ®E, HDX 2IERIIFRM.
« J&ATF StoreFront B9 Citrix Gateway BRS R #HEN STA.
« i@ Citrix Workspace BahtIR BIEFTEM i0S i&& M,
Rk @i Citrix Workspace Bl BiEF 21, @i Netscaler ADM BB BT T CLI 3%,

bind policy patset ns_aaa_relaystate_param_whitelist "
citrixauthwebviewdone://" -index 1 -charset ASCII

bind policy patset ns_aaa_relaystate_param_whitelist "citrixsso
://" —index 2 -charset ASCII

bind policy patset ns_aaa_relaystate_param_whitelist "citrixng://

" -index 3 -charset ASCII
<!--NeedCopy—-->

BIiSH#E h BYtE 3R ThAE

HRITERDR R R BOhR A HRad T LA T 158 T0RE -

« HDX over EDT

o IHENEEZR
« Rendezvous ¥
« DDC (#sith)

o ZNABEXR

T D IR) AR

November 10, 2023

TR T B X Citrix ADC VPX E# %) HDX RE2f Citrix Gateway FRSHYE W IAIAFE

HoI U EAAtERE G4t E#1E%) Citrix Cloud 15

Fxg, BRLEZEMRNEIEFRRRE. SRXxFEA Citrix Gateway IRSHET,
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HATLUEEBIIF BE X L& EF Citrix Cloud 13?

BeIXAT{T, B2, Citrix Cloud WBEESGEMB L. ESRTEAIERE: https://docs.citrix.com/en-
us/xenapp-and-xendesktop/service/storefront.html

BERA VPX TAEA T 2RRXANARF ML, BER AT LBALEINEEE?

Citrix DaaS 21189 VPX RgeEF HDX K (BEF EULA), FEEBETEHRIE,. = LtNSHRIIEEE =iEESRER

7t AD 3§ Azure Active Directory e,

EuLERA=RSEA SmartControl. SmartAccess '3

Citrix Gateway FR$S R 2t SmartAccess #1 SmartControl Thak, 182, ErTLUER Citrix Device Posture fg
% (BT EPAf#4) #n Citrix Adaptive Authentication RS FFEEXLER,

MEo LTS E Citrix Gateway RS

SEZIFRGHENGE (&#h Citrix ADC VPX 7 Citrix Gateway BR3). B2, BIGEITOMETR, FERIKAEK
F (HARAEMR) B Citrix Gateway BRSS, HIREBTERNAFASTEAF.

Citrix Gateway [REFAIBNREIFAIIERZ D

fEfafER Citrix DaasS gk Citrix Workspace W& F&EERZEA T HDX KEH Citrix Gateway RS,

HRETAREEREMA

8] LA7E Citrix Cloud 89 “WrENEERER IR LEEHREAE L. —EFRETAR, EBREETT, Fa4
., B2, ERYAMIESHE, UES Citrix HERRKR.

Citrix DaaS Advanced #1 Advanced Plus 2R ERFXE LT IFATE:

« AFP¥A: BUAF8A1GB
o HTRAFFA: S RAFEA 2GB

Citrix DaaS Premium # Premium Plus 2P EMNFFELULTEFRIE:

« AP¥E: BUAF8A5GB
o HTRF¥A: SAFER 10GB
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https://docs.citrix.com/en-us/xenapp-and-xendesktop/service/storefront.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/service/storefront.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/device-posture.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/device-posture.html
https://docs.citrix.com/zh-cn/adaptive-authentication/smart-access-using-adaptive-authentication.html

RO LEAAERES Citrix Gateway IRSZE I HEZRIET

Citrix Analytics for Performance f P REMEZESAIHE REFIRIRE TS X 24 /B AFMEEER EXRHE
ERNELEIE, UNEMNARZFMNKEFESMEZEET Citrix Gateway iR PoP itBERHMASERIE, &
XBELER, BEMEERAITER.


https://docs.citrix.com/zh-cn/performance-analytics/connector-statistics
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