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Citrix Analytics

HTIEThAE

September 25,2023

Citrix W B4r27E Citrix Analytics £ ] AR M EIREIIGIIREN ™ REM. MRASHRESHNE, NIKE
MEHEF.

& (BIEF) Rif, HIERERMN, MREHRNEAT Citrix AEfthR, RAEZRFNATFEFFR. UDMERLS
EAMRMEME D THR” RREHRAZEFRIED A%,

Citrix Analytics LU= RE =M. BXMIEEN~RERNER, ESRS N = RNFENXE,
« Citrix Analytics for Security

« Citrix Analytics for Performance

REITHAZEANBTHET Citrix Analytics SF&RIFINEERN = BB,

202359521 H
£/ PowerShell fiiZ<f& k. StoreFront =Rz
SINT—1 5 PowerShell {iizs, ZHIATT UBHRITHREMNES S M. REMEE StoreFront (9312, EF %

1E StoreFront WEBREN FBITIHEZA, FeEmME. EV. HITEK. BEARUKRBIEREMIHER Citrix
Analytics Service GUI,

EXBZEER, B8MEED StoreFront &,
202358 528 H
MY REFRS (AL LE)

Citrix W ARS BEiLEAEs, FBRAFRMH.

20234 8H1H
Citrix Analytics - EAER (EHEARELER)

Citrix ERIERDTEEREERASS, FBEAEAF R,
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https://docs.citrix.com/zh-cn/security-analytics/whats-new.html
https://docs.citrix.com/zh-cn/performance-analytics/whats-new.html
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20234 2H23H
BiEEMEHM
7 Citrix Virtual Apps and Desktops 2112 %% 2 &, Citrix Analytics ;& &Z B M Citrix Director i H &k

7£ Citrix Cloud _EsEmsyzthits, Ft, &7 Virtual Apps and Desktops 15#1ik == E EF X B EREA L
Mo LB EE, [CAS-63132]

2022 9H28H
BFEiREMY Webhook
a1 LAE A Webhook #% Citrix Analytics £iRBH ZELA R E 7 5\ Webhook URL HERIE = A AER.

Webhook 2 HTTP [Eif, RIERRSIRMENAREFIERENAREF ZaLNLPEEEE, BTFERBHNERNE
R, AEESESHLENKER. BXFEAES, BSAZRENN Webhook,

20224985 8H

CSV SIS HRHIHE N

W7z, EASEN CSV BN USHNITHRFIEM 1 BITEME 100K 17, EXELZER, BERAKE4HST
5 CSV 32k

202248 H18H
B2 ErR

s EZARFNSENEEIEERHR, Workspace MARRFRAEE THA CSV XHFiEFEH NA (RETA),
ZETENENEFIA, kRARegs. [CAS-70361]

20228 H10H
TEMILERSEIA 4 StoreFront
StoreFront BIMIER SN E MM BIZFM=m-Workspace B2 i s £ A P likR. BMEEEEIEEMES

ANEERERH, BUAIUETEXEARERF LEEEE Storefront H1E X, EXEZHMESR, BB Citrix
Virtual Apps and Desktops #iEiR.
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2022 4H5H
Secure Workspace Access EE®#& 5 Secure Private Access

7£ Analytics #=HIiRMIRE S, FrE Secure Workspace Access iZ M EAE #i 9 Secure Private Access,
LUES Efien & M~ B MR —B0

B0, EHIREEA BEigRTIE L, Secure Workspace Access 155 #E#%  Secure Private Access,
2022 F3 H21H
BfE SRR

o £ BER NET, MIRERENNEHFGESHETEOMIOVERE, WEENZENEHRIEREFER.
Blan, EUTEEF, BEHEEN San Jose 5, BRIENRFELET. IiRBERERE, [CAS-64126]

App-Name = "calculator” AND City =["San Jose"

202242AH10H

FEINEE

BEREPEENEHRIVE EEBERIET, SEERRETEREENEREENN, BEHERZHEERN
B, MEIENFIRPEZE—NME, RERIBENAGIFHHAE BANEN, RAZEEVGERPIBHLEE,
NEERNOETRBARMIBEETREXY (BHNE), BARTHEE N

BN, HEEFSE Browser MREZEMNN, RASBHZNENE. SR UREFEEE—ME,
BXFAER, B5R HIER,
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https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#use-search-query-in-the-search-box-to-filter-events
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Self-Service Search

Apps and Desktops N ‘ Last 1 Day AV

Chrome 78.0.3904.87 Browser 19.11.0.19

Chrome 85.0.4183.102 Browser 20.12.0.10

Chrome 85.0.4183.102 Browser 20.12.0.9

Chrome 85.0.4183.102 Browser 21.04.0.700021.04.0.14
Chrome 85.0.4183.102 Browser 21.3.0.6

Chrome 87.0.4280.141 Browser 21.06.0.700021.06.0.31
Chrome 92.1.1.41

Chrome 94.0.4606.81

Chrome 95.0.4638.54

Need help?

2021125 20H
L IhaE
HiREH B Em &N Secure Workspace Access  7£ Analytics iR ERS, FAEHEGIIRSIELRER

77 Secure Workspace Access, UESEZEHN=RATFRTF .
flsn, & “BUER EM “BENEER” mmLt, “HEEH” AR ESEHA “Secure Workspace Access’,

202112856 H

FEINEE

TAFEHXIFWME L #¥F Citrix Analytics

o IU7E, EEIELALMA Citrix Cloud #H4ER Citrix Analytics RS E, ERTAMXEHEAEXEF,. BX
FHER, ESRMIEAENEESED,

o M7E, HEEFETAREBXFAEREXER, Citrix Analytics ALRMNAP EHMTHIBEETETAREIHX
B, BXIFAER, FSRLELE,

s BXUAREBKIFOMEERNER, BEARAL MR,
s BXUAREBRKESFNEERNESR, BSH LER.
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html#service-presence-in-each-region
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html#data-residency
https://docs.citrix.com/zh-cn/citrix-analytics/technical-security-overview.html#network-requirements
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Citrix Analytics

202148 AH19H

FEINEE

X#FISEMPTY 28fF EEBERD, BIMAERILERGHERA IS EMPTY EBEFPBREETHH =4,

il

S

HEEFERTFHRRENAEE, FINNAREFEM. JERMER/ X,

BEXBFEAEER, BEA BER,

2021578 14H
FEINAE

%35 IS NOT EMPTY 587 HEHEBRSERD, SIEAUEZEITER IS NOT EMPTY sEFRICELER
SERE (REZH),

BEHEMMUEATFRBEBNAERE, FINNARFER. NRBNER/HX,

BXFAER, FEH BIE%R,

202168 TH
BFANIIEE
fiip Citrix Analytics E"¥1& Security Analytics 1 Performance Analytics B FBE TR SEIZ T EM

Analytics #EATTE MR, BT EBIHRSN=RIETRIFE, BXMANAIR Citrix Analytics =RNEZER, 18
25 N

2021585 18H
FEINAE

TEYIRERERI=RER EERTEH, S 285 | = BN —RERREHRAFE G, flin:
o EEHRMBEARAUZM “John” FLWBFEM, BEBZEM: User-Name !=John*
o EERFEBETUZIR “Smith” £ENBAEH, BFEEZER: User-Name !=*Smith
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https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#supported-operators-in-search-query
https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#supported-operators-in-search-query
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AR

BRERXDKNNE,

BEXFEAEER, BEA BER,

1238 B BN R UE P AV RIZ (RIS
o I7E, HERFREY REIZITH, AIUEFMER. ERRMDFRHDSITER. U, REEES1TENR.

Apps and Desktops Last 1 Month

App-Name = chrome AND Client-IP = "10.xx.xx.xx" AND Country = "United States" AND User- -
Name != "demo user" AND App-Name = chrome AND Client-IP = "10.xx.xx.xx" AND Country =

"United States” AND App-Name = chrome AND Client-IP = "10.xx.xx.xx" AND Country = "United -

States” AND App-Name = chrome AND Client-IP = "10.xx.xx.xx" AND Country = "United States"

« 7 Safari J BB PMBR B HATBERRAR EE S,
BXFAER, F5H BIE%R,

BB RPENRITHEFHRAE
o ERNKITRS A IR BULIRE 1 T BREFR Z 1 5 H.

Liypo
0S Major Version: Windows 10, Windows XP

mac0$10.14 08 Major Version: 4 Filters -"k
Windows 10
Windows XP
mac0S 10.16
Not Available

Domain

0S Major Version

o BEHESH AREEHNERERHEBUHEER/ VT HE,

B2 R

« 7£ Citrix Director £, %% Analytics §EEREER. WF B Citrix Cloud MBI EALMNEF,
AT RERE L], [CAS-50224]

202143 A831H
SN AMKER IN 71 NOT IN sE/RHEREN

ERNAREFMEmARE - Device ID. Domain. Event-Type flUser-Name, EMETUERUTIE
B
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https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#how-to-use-self-service-search
https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html

Citrix Analytics

o IN: A%EDEBEZSMEURNS— TS MERXBEN.
« NOTIN: AEESES MERAERTEEEENES

AR

XEEBEMFNERTFNHRE,

BEXEENNEAER, BEH BT,

2021 3 518H
FEINEE
%#5 NOT LIKE (!~) Z8%F NFEMEEREN, EIMERUEA NOT LIKE (I~) E8/F. EERRREAFREHR

ENEEEENLERR, CROEHAFZFEFERUEFNLSRERINEN

i, wmiUser—-Name !~ “John” BRERT John. John Smith B &LERMR “A%” MIEELLZERAR,
LSNP B9

BXFAER, F5H HIER,

20212A23H

FEINAE

NEREHRFBFEHELE EEERTEL, TRELERTHNEN, EETULHBFHAEERE, UERRE

IERERNENNATNCREERENEIALXAEECNEMAR, REBM. HEMmX (88, 8AxKEA) U
FHARIXBFEf. SR URASRIRENERE R E FEMFRE,

BXEAER, B2 BIER,
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https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html
https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html
https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#schedule-an-email-for-a-search-query

Citrix Analytics

Save Search View Saved Searches
Save Search
Name your Search
test-search-query X
Schedule email report
Send to
abc@citrixcom X wyzi@citrixcom X

Set up schedule

Date

Monday, May 17

Time 1:30 PN Asia/Calcutta

Repeats Weekly

- &

THEZREONAARE EEBRSTEL, SUAETUTHMENBRNEREINITRRBERS, HS5HMAR

HEZEIZA, BE SHAEE U PDF X THMNREERS,
ZIREEEUTER:

s BAEHEENERER.

o BESHLYANTE (58

o MBME, HINELE. FEESEREHFHNER.

=13

BXEAER, BEA BIER,

Timeline Details

Export Visual Summary

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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202011 8512H

#Inee

REEPRSEN CIREMERRE, AUBEREUEUEER. U TENEEN—ER?E:

o MZABvIRERIGIE
o ETEBVHIRIRINFFERAT E]

BXEAEER, BEA IEREFEDES.

2020108520 H
HEINEE

SHEERRER X A Citrix Gateway  Citrix Analytics BI7EZ#5RREA#IX Y Citrix Gateway, BXF4HER, ESH
Citrix Gateway #iE/R,

2020F7H9H
EFANXE

Microsoft Internet Explorer 11 I8 M2 35HIXI 5128 5IR A b, XMHFRAREAENHNBPURIRLRHE. §
KFRIAEERMTIR, BEH AAER,
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https://docs.citrix.com/zh-cn/citrix-analytics/self-service-search.html#how-to-save-the-self-service-search
https://docs.citrix.com/zh-cn/security-analytics/getting-started-security/gateway-data-source.html
https://docs.citrix.com/zh-cn/citrix-analytics/system-requirements.html
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20206 5 2H
FIEINEE

E#i&itT Analytics FRIBEATIEMINAZ  Analytics BERTIE SR A2 B, ZHMWEEIRT 20771 81E
Mo W5, £/ WGt NILTESEER. BEEERARTE, HEF F8° > ‘@7,

Gain insights with Citrix Analytics!

Predictive and prescriptive insights into user behavior, application performance,
network operations, and user productivity spanning the entire Citrix portfolio.

Security Performance

Proactively manage and mitigate threats Gain real-time visibility and improve apps and
based on user behavior. desktops performance.
Trial: Trial:

B, EIEM=F, “ERER ERFRIRAT 4R 1F ERF.

Security Performance Settings Help Search
202025 20H
FHEIhAEE

Citrix Analytics iTiE™~&  Citrix BIfERE=FE T H2IRITIEH Citrix Analytics =&, NAFRERFZNHIE
M, Citrix Analytics HRIBEITRIN~ RIREURFIN L 2 M MR (IW/ERMEZ) Wit

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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EEI IR LT Citrix Analytics 3T dm:

« Citrix Analytics for Security
« Citrix Analytics for Performance
« Citrix Analytics for Security and Performance (R456)

HEREASER HNUTHERANTHESE:

o Citrix B3R HERF

« Citrix Gateway

« Secure Browser

+ Microsoft Graph &£

«+ Microsoft Active Directory

BXFAER, BFERNELRE
B2 S8R

« BEBNM¥ERTE Internet Explorer 11 EXEIERE T FEitt, ST EBANEREIWHRITIEERIZIE, [CAS-18657]

2020 1829H
BfEE8R=

« Citrix Analytics JBAINREREA FRRAEXFHMAR, [CAS-26297]

20194125 18H
BfEE 8=

Citrix Cloud SiE LH D1 BILERT “E BRS 11, IWRHAMEENH Manage , LIRBEFHNAF KK,
[CAS-27922]

2019 128512H
FEINEE
TR AR SR MR ARSER  Citrix Analytics & IR MIER B I AR B X MM ARS B, B2, &

=0k 312N

REM. FABER. REUNZHNERSCEHEEEEE. BXFAER, FERALUELRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://www.citrix.com/products/citrix-analytics/
https://www.citrix.com/products/citrix-analytics-performance.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html
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AR

MRz RRSS 1EA Citrix Workspace B9—2B93iR 1. BXEZELE, 55H MMNA X,
2019F1254H

BEE 88—

TAMXEHXEFELRF T EESR Citrix Analytics, REMIBES LR £ FRzuXigmA Citrix Cloud.
[CAS-27368]

201911 8522H

FEINEE

EHiLitT Analytics WBLATIE  Analytics BERTIEAE E#igit, AFHRILLEE EHMFE Analytics 7= &.
TR REIRA. AR RS EEREN Analytics 7= &. B#i, R%E Security Analytics #1 Operations Analytics
RIE—ARTFBRA, FELNE LS FEDRS.

ETEARTE, EEF W > B,

Gain insights with Citrix Analytics!

Predictive and prescriptive insights into user behavior, application performance,

network operations, and user productivity spanning the entire Citrix portfolio.

Howto by

Security Performance
Proactively manage and mitigate s Gain real-time visibility and improve
threats based on user behavior. apps and desktops performance.
® )
-
Learn More | Try Demo Learn More | Try Demo
Operations Productivity ([cmemse
Support continuous operations and Get insights into user activity patterns
improve throughput using actionable and improve user productivity
insights.

Learn More | Try Demo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://docs.citrix.com/zh-cn/citrix-microapps.html
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2019108521 H
FEINEE

BARARSMUER B AL , BT #S Citrix Analytics XN R ERELR. AN A T A Citrix
Analytics YR EEZEHEBIER. HIBRIP. MAERUKRRETEE.

20194948 11H
B2 E 8

« Citrix Cloud xR EEAINFETXEM Citrix Analytics Ti@E. [CAS-20559]

20194885 20H
B2 E 8

« Citrix Analytics B8 A7E Microsoft Edge #0 Safari X% 28 E&#mE, [CAS-20906]

20194 7H31H
¥igThae
SRR BIZ#F  Citrix Analytics MTEZ R, TERFALMA Citrix Cloud #4EH Citrix Analytics BRS

BY, fERTLA%ESE RRER fEREXIH, Citrix Analytics ALK AR BHMTHEFEER AKX, HX Citrix Cloud
KEHNESER, BEH I EEET,

201946 526H
B2 88—

« Citrix Analytics 347 Internet Explorer 11 Nz, [CAS-19867]

201946 519H
BIEE 88—

« Citrix Analytics F3%7 Microsoft Edge EinE, [CAS-19930]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15


https://docs.citrix.com/zh-cn/citrix-analytics/technical-security-overview.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
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2018511516 H
BfgE iR
o WRMEMARZ 11.0 B9 Internet Explorer 7] Citrix Analytics, Citrix Cloud SIS T AN H IRHIE

RN EEXE,

2018105 10H
R S 1E5RIhEE

LEhRAFFITT SR T Ao, LUBRMERE. MR, T, A, K2UMAF .

20184823 H

Citrix Analytics 2 —1u@d Citrix Cloud RN ERS. BUE Citrix 7= RAE S PHEIEH RIS AT AR,
FEEEREBENVIELRLEM. RENAEFEEHZIIHSSIZE. Bai, Citrix Analytics IREUT S~ M:

+ Security Analytics: EEHRHNAPMLAETANAINME,. BXBEZER, B2 Security Analytics,

+ Operations Analytics: BEHEREXAFENNER, FliBRNMIETEENTGRE. BXESER, &
2% Operations Analytics.

#rema

Citrix Analytics Z#%# Citrix =@M B EdE 1 Citrix fi—F=RAEEH—35,

AR AR RN R RS R Z R, XRBEESLER Citrix =~ RASNERIRT BNER, B% Citrix
F—rRAENEZIEMER, B2 Citrix 7~ RisfE.
ERNINF MmN E X P SLI I IR 2 — N ETE# TR IS,

o FRABTIXEATENES UFNE. §li, SaEaERHEaXA. HE. BR/XHE. REEENERS
B RHBTBILA,

o BETE (<) FIREBSRBHELUFINAN, UMERIFRENE P #Z,
o FEXRFE @RI AR MIE = AT EHER HMEIR (FIINISRANIEEXE) "IaehE s LUEIs&A M.

S IE)

September 25,2023
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https://docs.citrix.com/zh-cn/security-analytics.html
https://docs.citrix.com/zh-cn/operations-analytics.html
https://www.citrix.com/about/citrix-product-guide/?_ga=2.71052752.1741864891.1535000594-112835435.1504080247

Citrix Analytics

EXEANBTIEATF Citrix Analytics =RIEHMEM (Performance # Security).

BEXEMTRNRERR, FSRMENN “EMER X&: Security 1 Performance,

s BRERNBIRXIFRRS I ARFHAFBRE “MXERM IP AR 15788, [CAS-57963]

HHEIR

September 25,2023
HIRR2IE IR AIEE Citrix Analytics M=ARS A~ &,
Citrix Analytics MU T HUBRIREELIE:

« Citrix 55, @ Citrix Analytics &% #E# Citrix Cloud BR&E M 43t 7= F. Citrix Analytics & 8
A M5 &R Citrix Cloud i % B Citrix Cloud AR5, %40 Content Collaboration #1 Endpoint
Management,

FAM=gm, a0 Citrix Gateway # Citrix Virtual Apps and Desktops Virtual Apps and Desktops,
EBHTRIT—RYIBEE F 8EE#%S Citrix Analytics, a0, &4t Gateway SLEIHRMEINARFRGE
B, FAMFUEZH Virtual Apps and Desktops szl Workspace /1, B4 FEE StoreFront
BRS5 28

. SMER¥URIR. BILLS Citrix Analytics &ERME =AM AERF, I Microsoft Graph Security. Microsoft
Active Directory, BIh&ERGE, Citrix Analytics & MiXEESMBEIRTRUKE LR,

SEFREIETR

RIEERERAR Citrix Analytics =&, BIERREFRARE. BESRAUTYE, EESH~RIFIEIER:
« Citrix Analytics for Security Zi%83kiETR

« Citrix Analytics for Performance zi5fkiETR

b= mEB i Citrix Gateway. Citrix DaaS (#1574 Citrix Virtual Apps and Desktops Ags3) #0 Citrix Virtual
Apps and Desktops #iEi&: Citrix Analytics for Security #1 Citrix Analytics for Performancee, &xi&H
FRAEMERHONISENER, BSRAUTXE:

« Citrix Gateway #UER

o Citrix Virtual Apps and Desktops &R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17


https://docs.citrix.com/zh-cn/security-analytics/known-issues.html
https://docs.citrix.com/zh-cn/performance-analytics/known-issues.html
https://docs.citrix.com/zh-cn/security-analytics/data-sources.html
https://docs.citrix.com/zh-cn/performance-analytics/data-sources.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/gateway-onboarding.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.html

Citrix Analytics

Citrix Gateway #iE/R

April 12, 2024

WX EIB R R TIFE P A A Citrix Gateway 326, Citrix Analytics 2 B51%& 3 Citrix Application Delivery
Management (ADM) fLE2#1#MNE Citrix ADM ARZS #0245,

YAPEEMRISEHERRS R AEFR, Citrix Analytics SSpHEREFIAR =4 . MIBRAPEHFLARIERR
éﬁzﬂ’ﬂ‘o

IXNE T Citrix Gateway #RinZE Citrix Analytics 5 1B, XESBER T IUTMM~5: Citrix Analytics for
Performance #1 Citrix Analytics for Security.

BERMN

« iTi# Citrix Cloud LRt Citrix ADM. ET#anaFriaeEr Citrix ADM, ESEAN T
« B3iE Citrix ADM ¥, Z7##EX Citrix ADM FrINESER, HSRIFIL.

« BF ARER AHRBEER,

E#mzl Citrix ADM BM X HIR TR

Citrix Analytics = Ban & BE#ME Citrix ADM AR5+89 Citrix ADM {2240 Citrix Gateway 34,
EEEWER, BRITUTRE:
EIER=, BE 9RE” > “BiER. REEN~m, & ‘T2’ = “Mae” UEE Gateway iR

EZOHKREMAFEEREMXGS R, 8 ETHHUBLIE LY Citrix Analytics Fria B BUR RV IR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://docs.citrix.com/zh-cn/security-analytics/data-governance.html
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Citrix Analytics

Data processing off

Gateway (@)
1 agent | 1 users

Turn On Data Processing

TRILEE WEIHEM.

R K7E Citrix ADM BRss E/E A Citrix Analytics, B8 REEIRS 2 LB RS %—7wiE, B Citrix
Analytics,

RxEIERA AR INE Citrix ADM

&R Citrix ADM H22#0 Citrix Gateway SEFIxFZHME Citrix ADM RS H, MXiESF2ER 0 MELZMHIARIE,
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Citrix Analytics

Gateway

- 1 -
LN B LN S ol I

S | -

T

ol
£l
L
L
il
i
i
1
i

ERMABRMKEIG], FRITUTIRE:
1. WREBLE Citrix ADM BRSITIH, FR &R K LR + LURINAIEFR XS24
2. mRE‘A Citrix ADM RSITE, MWHFRTHE. ¥EER Citrix Cloud A HHITIA TR
a) EAARS T, RENBREFE SR ENEE,
b) #&EERER EMBLEAA Citrix ADM 8l Express tkF. BXEZEE, 551 Citrix ADM SAEHBINITo
C) tIE Express kP /E, BEHERE Analytics, REREEIGE > HER > T2t
d) EMXRkRLE, B+ LRIAEMRN XA,

3. E—F_B_IJ:; ia-:l ;:Fyél\ﬁﬁo
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Citrix Analytics

Enable Communication Between Citrix Gateway and Citrix Analytics

Step 1 Step 2 Step 3

Set up agent on a hypervisor Add Citrix Gateway Instances Enable Citrix Analytics Service

Install and setup a Citrix Application Add the Citrix Gateway instances for Review the licensed virtual servers on the
Delivery Management agent on a which you want to monitor analytics data.  added Citrix Gateway instances and enable
hypervisor, analytics on them.

k)

4. BITUUTES:
o+ =4 Citrix ADM {32
o AINEHIR K S
o TEEMIRS 2 BRI

WEFN

+ Citrix ADM RIBLREER: EEIEFOH, EA L7E Citrix Hypervisor. VMware ESXi. Microsoft Hyper-V
# Linux KVM RS 28 E &R,

TR T EMNEERF O A RERENEMNTE R TR

At K

RAM 8 GB (BifEM 32 GB LR BT AL,
EE#k CPU 4 (BIER 8 N CPU LUKISBIFAIMEE)
TFfE=E 120 GB

RO 1

ahiE 1 Gbps

o WMOER: WERUTHOAMFITHRE, WE Citrix ADM 25 Citrix Gateway LFI#ITiEE,
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it Port (i®0O) L]

TCP 80/443 BFMHEEER Citrix Gateway £l
B NITRO i&f5

TCP 22 BT MK Citrix Gateway 2l
By SSH i@z,

uDP 4739 BT M Citrix Gateway EILIERY
AppFlow &fE

ICMP TRERIHEA MM 2R Citrix Gateway 5241
RIRILE AT IA R 14

SNMP 161, 162 % SNMP ZEM Citrix Gateway
LHEREIRE,

Syslog 514 EREHM Citrix Gateway 2l
WRAZHEHES.

TCP 5557 AT M Citrix Gateway 2232

B BE RS,

33F Citrix ADM K5 Citrix Analytics ZEf&E S, BREUTHOLTFITFRES:
i) Port (i%A) iEA
TCP 443 AFHRES Citrix Application

Delivery Management fgs5 2l
# NITRO &1z,

33F Citrix ADM {325 Citrix Analytics Zalf0&fs, BHEFUTRETRAFIANARES:
e EEHIX R B 3 X
EHRD https://cas-eh-ns- https://cas-eh-ns-eu-

alias.servicebus.
windows.net/

alias.servicebus.
windows.net/

ZEMIgERE

TEMLEIFFE R R EMEE Citrix ADM BRSMRIE, LUEA Analytics SEIEHOAHBIR XSG Z BRIBE.

BRI LR R IR ORI L T EIW EEEF LR EAE:

« Citrix Hypervisor

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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« VMware ESXi
« Microsoft Hyper-V
+ Linux KVM BRZ528
BEREMEBENE, BFRITUTERIE:
1. TEAEME,
£ B EREER LIRERE TEL, SFEEIWNEERRER, AERE THMREG BAERGTHI MRS,

Enable Communication Between Citrix Gateway and Citrix Analytics

Set up agent on a hypervisor

onfigure the Citrix Application Delivery Management agent in your network environment to enable communication between Citrix
i the instances in your data center

Select the hypervisor type to install agent

Minimum system requirements for agent installation: B GB RAM, 4 Virtual CPUs, 120 GB Storage Space, 1 Virtual
vork Interface, 1 Gbps Throug

agent

2. E%IARs URL #fgUE,

RAEmBRSs URL #I0ERS, HREETRE Ul £, MTEMT. (IEAEFE/IH.) REMEMARS URL
EHIRSS, HERBEHERS M. EEMINERRERF E2EAER, WARS URL fEUE.

Set up agent

1. Install agent on hypervisor and allocate IP address, Learn More

elow.

ctiv n code displ

Back Register Agent

3. EERPNEERER EZRAE,
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AR
D EFFAREREZH, BHER:

o BREEIWEERFRSANS MIEBRENFAFEMITEZRR: RAM: 8GB, vCPU: 4, Fi=x
i8]: 120 GB, @#imgiEO: 1, F1HE: 1Gbps

o ZEILUE DNS BRE A IR BB,
« 7£ Citrix Hypervisor £, HiTLATigME:
) BREREXGSANEMTEEER, MITHE SN-REEVIENEREIRD, WA TR,

conf iguration.
his menu allows you to =et and modify the initial IPv4 network addresses.
he current value is displayed in brackets ([1).

. Citrix ADM Host Name [adml:
. Citrix ADM IPwv4 address [1&
. Netmask [Z25

. Gateway IPv4 address [19

. DNS IPFv4 Address [12

. Cancel and gquit.

. Save and quit.

MBHANNEREHRNEEEREAE, BEABRINEE nsrecover/nsroot EF shell i27r
. REETHS networkconfige

b) WA THABMEEREFMN BRSS URL A HUERD,

Citrix ADM Agent Registration with C ix ADM Service. This menu allows you to =
a cloud url in an i ID for yot

Enter Service URL: agent.netscalermgmt.net
Enter Activation Code : cS6ba2b4-

MRBMANIKRS URLEBEFEAER, BERIAKREN shell BRTT, RABETHE:
deployment_type.py. HEAFEEFIBMARS URL FIEEE,.

12 VMware ESXi BN EERZRF £, HITUATIRME:

FAUIER N EEER, THIE TR JREIE: &I, AT RBIFRT.
) BREMEGEXXHSNEMUNEERERF. M THE EM-EEEEVIBMEREED, L BIFR

conf iguration.
his menu allows you to set and modify the initial IPv4 network addresses.
he current value is displayed in brackets ([1).

. Citrix ADM Host Mame [adml:
. Citrix ADM IPwv4 address [1G

. Hetmazk [25

. Gateway IPv4 address [19
. DN3 IPv4 Address [12

. Cancel and guit.

. Save and quit.

b) RREMLG, HIIRRN, EARIAEIER nsrecover/nsroot BERERIEH shell 1215,
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Network configuration is completed successfully.
ering masd with rmonit
itializing monit daemon
May 31 11:18:17 GMT 28181 Adding new crontab entry for MetricsCollector

nsaaad .

login: |

c) S /mps BR, BT, AGEMANTHRAEBGNREN RS URL 1 BUEE.

cd /mps~s
deployment _type., py

tration with C ADM Service. This menu allows you to s
nd o in an i ID for you

Enter Service URL: agent.netscalermgmt.net
Enter Activation Code : cS56ba2b4-

AR

A UERR— MREXHRZEZNMMIE, B2, EFEEZNMMIE LERERBER. EE/RIRER
ERES, &I Citrix Analytics, RAEEEMNESEEFT B ENREREL, BRaT THMG, ¥
ER— N EECER.

4. EMAE,

REEMIIE, RBEFERENRRNUTRZ IR, RBEHBHGE, 1iE Citrix Analytics, AERE T
MR, ARRIERERRS.

Enable Communication Between Citrix Gateway and Citrix Analytics
Set up agent on a hypervisor

Agent has been registered successfully. Review the state of the agent before proceeding.

10 CAS-CG-Demo

-:!:I “ | “

HAERSATETRE, AZUNEERESRTHN, 2E Next (T—%) FHERRSHIMSESG,
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70 Citrix Gateway 52

$fI2 Citrix Gateway & EINI&E, ENI=Z Citrix Analytics WEURR.

1. 70 Citrix Gateway SSfITIE L, ®FELFIXRE, AEEREBRMHMXEFIMENZR IP ity IP i
HESERE,

2. QIERERATHEMXEFNSHINEREX 4. KMEEXHEMXKFNERR T, ARG, 82& HNsEfl.

Enable Communication Between Citrix Gateway and Citrix Analytics

Add Citrix Gateway instances

Add the Citrix Gateway instances and associate them with the agent : 10

Select instance type

Specify the host name or IP address of each Citrix Gateway instance

Specify authentication profile that Citrix Gateway can use to access Citrix Gateway instances

Back Add Instances

FMERE, ERIUEBERNEAUNEGIRE. ERMESEM, FREFRM Citrix Gateway 4,
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Enable Communication Between Citrix Gateway and Citrix Analytics

Add Citrix Gateway instances

1 instance(s) connected to agent: 1C +  AddCitr

10 CAS-CG-Demo o

Click Next to review the licensed virtual servers on the added Citrix Gateway instances and enable Analytics on ther

8% =% BR2H.

BRZH
Citrix Analytics = Bah7ER MK Citrix Gateway 2 LR MFRIEIMARS 288, 1EFTE AW EINARSS 28 LB A5
#ro

RINERT, £ BAZH EL, ¥ETRE Gateway KAIBFAEIFRIEMRS [, EFITHURNEMRSSHIIR, A
[E8E BRI UEEIIRS S EERD.

A=

EIAIRSS 2R A e E—LEAYiE] (KLY 10 %) A ReRR7ENE L.
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Enable Communication Between Citrix Gateway and Citrix Analytics

Enable Analytics

( { 9

After you enable Citrix Analytics, it will start processing data from your data sources. Learn more
about data retention policy.

List of licensed virtual servers, Click Enable Analytics to start transmitting data between Citrix Gateway and Citrix Analytics.

CITRDC GATEWAY INSTANI  CITRIX GATEWAY HOST +  VIRTUAL SERVER IP ADDN  VIRTUAL SERVER NAME VIRTUAL SERVER TYPE
10 CAS-CG-Demo 113692 vpn2 SSL ]
10 CAS-CG-Demo 13698 vpnl SSL [ ]

e o,

IERREPRSERN “MIELER", ERUEE KEINES

Linked Data Sources

Citrix Virtual Apps and Desktops (3

Citrix Gateway

B NI

UTHSIET T HAN Gateway LIRS E:
BTN SBEHEREIE T
BEERWREINEMS. APANAE

RRREREE—/NEA Gateway AP, Citrix ADM RIBLUR MEIRRIZRHNEHHE, XRHIANEEE, &
ERILAESRE 18 (IW) HEEHRIE, £ “AF” NELRHEEEN AF . RHENEHEUEE Citrix Gateway
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Citrix Analytics

AR,

Data processing on

Gateway (&
1 agent | 1 users

Received Events: 22 1H 1W

BRHELAER, R FREURSET “REREEE" RS HRMRSERMEREA:

1. NRERERITHEIEAE, BHIESE—LEaYEA gE2li% Citrix Analytics RRIE L. Y Citrix Analytics
WEIEHE, KREEEH R Data processing on (FHUBLEEEA). MNREREE—ENEGNHAER, &R
MEURIRDIE,

2. Analytics g E—/NBTRKRIREIR B IR R EME 4,
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Gateway ()
4 agents | 0 users

Received Events: 0 1H 1w

Ew

nis

Mo data to display

FIFF R AR IR

EEEHIERE, ERFiatA ENEELES (M), AEREXAHELE, Citrix Analytics FIEA R IR
Sk 6
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Gateway (i)

Turn off data processing

1 agent | 1 users

Received Events: 22 1H 1w

Events

Latest event: Movernber 26, 2018, 21:25 IST (UTC+0530)

EERERAMELNE, BRE YTHRELRE",
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Data processing off

Gateway (i)
1 agent | 1 users

Data processing was turned off on Nowv 26, 2008, 11:35, I5T
(UTC+0530]

Turn On Data Processing

ANINE 2 M X 5L f

NBEEBRMEZMXEG, BREMXERE ENREBREUEE RUNAKE TE. ERMAHEEREMLS, B
Citrix Gateway.
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“ Discovered Agents

1 Agents

| Citrix Gateway @

EIEHIER

R AT AR AR INE % SE MR S RIRXEXAI LG, EFERTIAM Citrix Analytics FHiBRAC2E e H X BXHI L5
BREFLRTR, RARRITUTREZ—:

5-Site

# Add or Remove instances

() Remove from Citrix Analytics

o HINSMBREG, ERIUARIERMES Gateway 2, HEXLELH LRRBMEMIRSEE LEA Analytics,
TR RS BRI IN B IBAISEG], HAUE a5 RIRMIRXEXRY, Citrix Analytics TS ZEAIBITEIS,

+ M Citrix Analytics fipg. MprRELSE, Citrix Analytics ¥{E1EM 5% IE R BL A SL 51 th U S 3118
B2, ZaiEHIFRE SIBEREENERR A,
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Citrix Virtual Apps and Desktops #iER

April 12, 2024

AXNEBT R StoreFront 4 Citrix Virtual Apps and Desktops w5 Citrix Analytics WP B, £X
FREMANISBERT LT~ Citrix Analytics for Performance (Performance Analytics) # Citrix
Analytics for Security (Security Analytics).

BXREFEN=@RMINIIPE, BBRAUTXE:
« {EA Citrix Analytics for Performance E2& s Citrix Virtual Apps and Desktops ik

« 7y Citrix Analytics for Security &2& Citrix Virtual Apps and Desktops #0 Citrix Daa$S #iEiR

£/ StoreFront # A\ Citrix Virtual Apps and Desktops 7ithif s

MBRIEHLALFER M StoreFront ZE, MG StoreFront ARSS 2388 14 Citrix Workspace i FEIEFEEE A
Citrix Analytics £ix=E %, Citrix Analytics %EBHE#, REM Citrix |T ERtiGHERMRER B P 1T AL AT
DR,

B XA Citrix Analytics i & StoreFront BEMNE LS, E2 1 StoreFront x4 a9 Citrix Analytics
Service —X,

k&, fER Citrix Apps and Desktops Zs ik s B9 % /- #738  f ih m BR & fE A hih sx_EAn# Citrix Analytics for
Security # Citrix Analytics for Performance,

EIMAEET LN Citrix ARFNSEAMIE R, MEFRBIERRS,

BEEEBE S E MG AMENEmES T, EHaifE Workspace R FfEF L EHEE Storefront EEEIR,
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Citrix Analytics

Workspace app

e’ ]

wEEMN

EFRZ A, ERERITUTRE:
« &89 StoreFront frZ 12 1906 SLESMRAS.
« StoreFront ERE X ARETSIEER LA T ik
- https://*.cloud.com

- https://api.analytics.cloud.com

+ StoreFront #5 & & 1 H o B BERE 2 FF s 0 443, MK EWEAKREBRSSEHBLAREFS Citrix
Analytics #17LtE S,

o N8R StoreFront LEILEEFA Web RIEZEEZ Internet B Web fRS388 L, NMA4FAFHEES NFEEN
R A FHIETRSE, StoreFront *BEAEY Web RESEBHNRIBIZEE, AXELZER, B85 BREH
EEER HTTP 3289 Web BRs328 1Y StoreFront 282,

o NIERLUTEF iz —ihi8 StoreFront ZE:

- A HTML5 #9288 Citrix Receiver for Web 455,
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Citrix Analytics

} =

AR

MRER HTMLS B, W7E StoreFront LB AFELERESS, Citrix Virtual Apps and Desktops
AEE Y. BXEESENER, BSRERT HTMLS 89 Citrix Workspace N BIEF 1
P RE XE, WTFSITENEXNES, K7 StoreFront LEREEFIMVREE, BXEZER,
BEREERT HTMLS 89 Citrix Workspace N AEFRXH4HE PDF $TED XX,

- &EATF Windows 8 Citrix Workspace R FB#ERF 1907 S E Sk,
- &RAT Linux B9 Citrix Workspace B2 2006 S E =R,

- EAT Mac & Citrix Workspace MAB2F 2006 s E =k

o NREFEAME Citrix Virtual Apps and Desktops 7 1912 LTSR, MIsz#5#Y StoreFront frzs 1912,

%127 StoreFront =

&R LUBE LT A R iEEE StoreFront #5&:
« {&F/ Apps and Desktops - Workspace [ AiEF it =41 Apps and Desktops - i5flis= £
o fFA “WE BER

A “Apps and Desktops - Workspace N BiEF" b=+ “Apps and Desktops - '5#1” ihm R {TiER

1. EME 98B > “BER > ‘2", ENBEEFN=EHE - Workspace MAEREFILS £, BHEEERKES
(K), #AEEFEE StoreFront E,

- Turn off data processing
Workspace app Connect StoreFront Deployment
5 Sites | 0 StoreFront deplc
. BMENEE > MR > ek, EUARFMNEE - KMMSFRAE, PHEEAKES (M), AREEER

StoreFront % E,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/deploy.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/configure.html#pdf-printing

Citrix Analytics

Virtual Apps ar Connect StoreFront Deployment

1 site | O StoreFrenwsuspuwymsms:

LB HEL StoreFront NiTJm S &% StoreFront SpE#HE O,

3. BFE “THRMAHE

Connect StoreFront Deployment X

Configure and connect your StoreFront deployment to Citrix Analytics using our onboarding script that can run
self-checks, troubleshoot, and uninstall StoreFront as required.

1. Download the installation package and copy it to a StoreFront server.
2. Unzip the copied file and navigate into the folder with PowerShell.

3. Run the following PowerShell cmdlet to onboard StoreFront:
.\Manage-CitrixAnalytics.psl -param OnboardStorefront

4. Once configuration is complete, sign in to Citrix Analytics to view the connected StoreFront deployment.

Download package

Installation package downloaded on Sep 8, 3:19 PM by

EXHEEBRER. BERXHREFETLENUE,

4. EfLE StoreFront HE, &
a) BREEEHF StoreFront fR328,
b) MEREEHINXH, AETE PowerShell FSMENZ 4K,
C) BRAUERRBMNEITUTHSAsemE StoreFront:

\\Manage-CitrixAnalytics.ps1 -param OnboardStorefront

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Best match

E Windows PowerShell ISE

App ..
P Lo Run as administrator

Apps Run as different user

%]

£¥  Windows PowerShell Open file location

]
E¥ Windows PowerShell (x36) 58 Unpin from Start

£ Windows PowerShell ISE (x86) = Pin to faskbar

Settings (3) ]E Uninstall

BXELZEMNBE, 1555 PowerShell #iz<E84 o

d) #T7F StoreFront BR5328+ 11T PowerShell Az,

e) WMRENMEEIETT OnboardStorefront Z /&, StoreFront shsa{hk i E7E Citrix Analytics BR5 GUI

1, FiE(T iisreset 5%,

f) &= Citrix Analytics Service GUI #LiEE#E ID BT SMZEREH & P& R AL |D AATAT.

g) BEExME, &% Citrix Analytics UEE &R StoreFront #Z,

5. BEEMNGE, B8EF ‘T
6. BREITAIBRE A Citrix Analytics L I2E0E,

PowerShell iz

SINT ##9 PowerShell #iZ, L& Citrix Analytics Service B StoreFront E &g, Itt PowerShell fiiz<a]

BTN EEHRE. REMEE StoreFront /9372, PowerShell WAZEEHEEEAER TiEiT.

Best match

B Windows PowerShell ISE

App ..
FF Lo Run as administrator

Apps Ld  Run as different user
B Windows PowerShell [l open file location
B Windows PowerShell (x86) 56 Unpin from Start
£ Windows PowerShell ISE (x86) = Pin to taskbar

]E Uninstall

Settings (3)
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ZE P AILUTE StoreFront E#ATIE PowerShell BZskinE. Bil. HITEKR. SEEHBRUKIEIE Citrix Analytics
Service GUI NI NIRERT M, HEFERMITHIAN, ZHE LSBT —{RLEEHR, WHTHIA. WIRK
mERIEE, BEE WBEET 3

& Do you want to run software from this untrusted publisher? - o X
L

RTTOOLS\D stiliy itrixAnalyticsps1 is published by CN="Citrix Systems, Inc.", OU=XenApp(Server 2024), O="Citrix Systems, Inc", L=Fort Lauderdale, S=Florida, C=US and is not trusted on your system, Only run scripts from trusted publishers.

PowerShell fiz<a] 7£i%$% StoreFront SEFER zip X2, TF StoreFrontConfiguration.json x4,
—L& CCAuth 7 dll 2. PowerShell izs BEREE FHXHITH cas-logs X,

PowerShell fiz<sz 33 A T&8k:

» SelfCheck: SelfCheck £#BTHIIREEHE StoreFront ZRHNEZH., ©2KE StoreFront £
. FTERA. ik, cURL Analytics BRS3BMEERE. Internet i&E . RS B[ARE UREMAEHN
Citrix Analytics IRSECE. FERAUTHLIET BiG:

.\Manage-CitrixAnalytics.psl -param SelfCheck

+ OnboardStorefront: OnboardStoreFront £#aiRiEHTEK, LUIIE Citrix Analytics BRS BB
G BEHEEE, NRIGBHESEHRE, ©HEA Citrix Analytics REEE, HARERLGIRSB[/ADHN
HitifRs3 85, 3 FHRSEE84A, PublishConfiguration &4 2B MIIZIETT, & StoreFront BRE £ 2%
StoreFront FMIFIEARS 288, EAI BRI —PEEBORMIA PublishConfiguration #fF. &#&
‘@2 &

a Confirm - [a =]

Are you sure you want to perform this action?
Performing the operation "Publish-STFServerGroupConfiguration” on target "Publish-STFServerGroupConfiguration: Publishing the configuration will overwrite changes on the other server group members.",

‘ Yes “ No HNotoAllHﬁuspendl

RINEREBE .G, ZMA<ARA Citrix Analytics 55 API, ¥ StoreFront & B0 Citrix
Analytics Bgs5 GUl, ZiEALL APl, EEFERMARTEMNIIE. BEMLFAA, EHEE CCAuth 1 dIl x4,
UK TR JSON X a] BRI ER.

> =

AR

StoreFront &R 25cA/G, StoreFront RIBEEEMEI R 534 882 R7E Citrix Analytics Service
GUI 5, #nR StoreFront sk IM7E Citrix Analytics ARss GUI /1, TsZsT ISRESET A #EE
BEEERMERRS.

FERAL T <517 OnboardStoreFront:
.\Manage-CitrixAnalytics.psl -param OnboardStorefront

« IsOnboarded: IsOnboarded 2B T StoreFront &M Citrix Analytics Service GUI, Bl
rEEF oM BE, B2, RWMEHMGE, StoreFront RZFIAEZER N A sEERE GUI 1, 1EHTUETT
LA S A RERT EHTIRIE, thf<$iRA%E CCAuth M dll XHH-&HiXxR. EAUTH<ETT IsOnboarded:

.\Manage-CitrixAnalytics.psl -param IsOnboarded
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o WIEHIR: STREDHE, MR StoreFront Mtk HI7E Citrix Analytics Service GUI /R, WA FiHIT
[ISRESET # #eEBEE M= BARS. MR StoreFront Mik{HkZRE GUI 1, EER WIEHR 28, ©f
LB ISR RMEENEEREHWE RS, FRUTHTIET “WEHR:

.\Manage-CitrixAnalytics.psl -param TroubleShoot

BEHR S A TR RGIRER:

- AfIL: ERBEKRIN—ES, MR curlAnalytics KK, MEIEFAAERN, HFAAEMUITH 443 i
OHRWIEES Analytics BiEiE. MRTRE, WEKETL AR Analytics RS2, MIZASIEMILLIB Y,
85 Citrix Analytics [REHEERE, EFETHIZ.

- Bl 2: MNP cURLIZITRYF, B2 StoreFront MifiRE R GUI &, NIBEBERAMBAM “TH
DebugView” #F# DebugView T A& zip X, fRE4%, RAEBEKE “TH® X#HET. NRE
ZFE T Citrix Analytics k%S, PowerShell A EEHEH, CRBAEABESE. ARG, ©E
DebugView TA#E#%4 Citrix Analytics BRSS. &fE, ExfFLE DebugView #2H Verbose B
TiER.

AIERARMERE, #5 Citrix ZFHIIHE, Citrix EBRH#—FERHZ XK RBAMMURER R
AEHEEENBEXHRTFE DebugView Xk,

BHRES Citrix EEAHXZUT =1 EEXH:

- DebugView BEX# (Downloads\DebugView\log)
- StoreFront B&zff (C:\Program Files\Citrix\Receiver StoreFront\Admin\trace)
- CAS HEX ., XEAETREMAHRTIREFERN, HREE “TH” > “cas-logs” XX T,

S FIRSS384H, HUMAZIHREHME StoreFront Bf, PublishConfiguration &% 85T,
PublishConfiguration &< &8 TF % StoreFront B2& % #%Ii% StoreFront WMFIE RS 8. EAILIEE!
— M REEORMBINLRE, ®F ‘287 B,

a Confirm [-[= 5

Are you sure you want to perform this action?
Performing the operation “Publish-STFServerGroupConfiguration” on target "Publish-STFServerGroupConfiguration: Publishing the configuration will overwrite changes on the other server group members.”,

[ Yes \\ No | [NotoAl] [Suspend]

+ DeboardStoreFront: DeboardStoreFront £#FF M Citrix Analytics Service sl StoreFront A&
28, FEALTm<iafT DeboardStoreFront:

.\Manage-CitrixAnalytics.psl -param DeboardStoreFront

PowerShell fias& %M StoreFront srffipRFr%E Citrix Analytics RSEE, ARRIEMIEEREMRIN. ARG,
E=teE ServerGroup BEEFE, ARAHKERE, MWESHRNEE LGRS StoreFront, &g, ESRE
F DeleteSiteOnboarded. fEMuEARM Citrix Analytics Service GUI /ffli, NIFEEFERA StoreFront
ZBEM StoreFront FBETHI Workspace [z RIZFMiL+Fohffiibs StoreFront 5=,

st FARS284H, PublishConfiguration <= BaIMEIZIETT, # StoreFront Bd & &% %% StoreFront
RHFTERS 8. ERILER— N E ORBIALLIRE, EF ‘28 &R,
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Citrix Analytics

a Confirm

Are you sure you want to perform this action?

‘ Yes “ No HNDtoAlnguspendl

_I:I-

Performing the operation "Publish-5TFServerGroupConfiguration” on target "Publish-STFServerGroupConfiguration: Publishing the configuration will overwrite changes on the other server group members.”,

fER “HE ERETER

“BRR TTELH B BEREAAPNEERMIERNERS. SRUBBAFRERNBEIER, THRAFRETE

ENHERMME NS R AHUERIED,
1. WREMEMARZ Security Analytics =&, FikE “8E” > “BER > ‘R4
2. MNREEANRMEDITTR, BEME RE™ > “HWER > “MaE7

3. EHIERAE L, TEREEIR ENESMEY, A Storefront &,

Data Sources

mmendations @

Enable Workspace App Data Collection

® Monitor user access and activity L]
et wisit 1o users’ access beha and risks with deta fponts such as location. IP address, Workspax

o,
7

Begin onboarding

=

A=

@A StoreFront #iEE, Workspace B2 AT LUEE X i s ] WM RE NIEE &% 5 Analyt-

icSo

4. 8FE FANT . ERKEHI “EESEZE StoreFront SLffl” TE.
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Specify Deployed StoreFront Instances X

«

K

Specify nE your StoreFront instances helps Analytics successf onboard you and ensure proper data

INReshion You can T’.““v"?( thus value at any ime

Total number of deployed StoreFront instances

xs

o The total number of StoreFront deployments encompasses both standalone StoreFront
servers and StoreFront server groups.

For example, f your infrastructure has 3 indivdual server deployments and 2 Server group

deployments. your total StoreFront deployments would be 5

5. AR Analytics BINMMEEIRIR, BEEESERN StoreFront 2l E%,

AR

#8E R StoreFront 3L 2312 StoreFront ARV 231, EXRRE StoreFront fRE 25V =E,

6. BEH4REL, IAEEI StoreFront NS 3% StoreFront SE#EHE O,
7. 1 “i&# StoreFront $&” A L, BF “THRHGE UTHZRES.

Connect StoreFront Deployment X

Configure and connect your StoreFront deployment to Citrix Analytics using our onboarding script that can run
self-checks, troubleshoot, and uninstall StoreFront as required.

1. Download the installation package and copy it to a StoreFront server.
2. Unzip the copied file and navigate into the folder with PowerShell.
3. Run the following PowerShell cmdlet to onboard StoreFront:

.\Manage-CitrixAnalytics.psl -param OnboardStorefront

4. Once configuration is complete, sign in to Citrix Analytics to view the connected StoreFront deployment

Download package

Installation package downloaded on Sep 8, 3:19 PM by
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&F
BEXHEEHBER. BHRXHREFEIRENNUE,

BRI U TH —MNEEHNATFMAN—1 StoreFront 4B, MR EHZ StoreFront 42, MHFAED
StoreFront AR THER., FHE—IELZTH—1 StoreFront ANERE, BATHZEEHSLEN
T— StoreFront 4N\,

NRBFHRLER, StoreFront NIMRSKRERKAER—NERERTH, WATERKEER TH
MER. ANORERRKARBNER, EEPHEARKIH.

8. EffE StoreFront L, 5

a) BREEEHF StoreFront fRs28,

b) BEHEEFIMXH, SRS PowerShell FSMEIZ 4,

C) BITUTHSIUBR StoreFront:
.\Manage-CitrixAnalytics.psl -param OnboardStorefront

d) #T7F StoreFront AR55 28317 PowerShell iz,

e) 4% StoreFront MisizkHI7E Citrix Analytics BRS3 GUI /1, BT T&H<:
Execute iisreset

f) I2RHIITE PowerShell A el ARIBEE 1D,

g) BERME, &% Citrix Analytics LUEEEE StoreFront #E,

9. ECEmMING, Bl “STM .

MBEET “WE" TmRHITN], WRASKEEEMHEEZ Citrix Analytics [ StoreFront ZE#E, KFHM
‘B EiR, BEIUEEEMAR StoreFront 288, ERILE “WE EIRPEEHEE, RERE “HEATH .

AR
RBELFIEEARK Storefront BN, BEBRIEEARHEX.

1. BEHITHAEIEGEL A Y Citrix Analytics ABHIE,

BE B B

TR LOgE ‘B ERAPAEAR StoreFront BREHE S EMAR StoreFront BREHE#1TELI.

WS AEBAAY StoreFront SPEHE S EH N StoreFront EHEHEE, WEET—LE2WEHNEER, IBTFE
StoreFront SPEIEME,. ERILE “HE BIRPERHEE, REEE “NERTR .
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AR

NRIEEBINNEZ StoreFront ZE, BEE “EENILE”, StoreFront N JmR 3% StoreFront ZfE
EHE BB RHI,

Recommendations 0

Review Onboarded StoreFront Instances

® Monitor user access and activity

Get visibility into users' access behaviours and risks with deta endpoint h as locat P address, Workspace app versions, etc. acr se nderstand

application launches and activities within ses

Know more

StoreFront Deployments A All your specified Storefront deployments are onboarded.

You can specify more StoreFront deployments and onboard
Deployed in Infrastructure nboarded to Analyt

needed. Else, click "Mark as complete” to remove the
1 ] © re endation
" R Additional StoreFront deployments can always be configured
from the Apps and Desktops-Workspace App site card

MR ERAM StoreFront SFE#HE /D FEH AN StoreFront SFEHE, BH T “REHE", ABET EECCHEN
Storefront 52f4)” TiE, G, EEILUGNEEFER StoreFront 2|21, AFET44E, StoreFront NiTJAS
g% StoreFront S E M EEF OB XHM, KRS BEHES StoreFront &,

=

AR

ZRE ) StoreFront 325l 2312 StoreFront AW E%k, ERZEE StoreFront RSB E,

Complete StoreFront Onboarding

% Monitor user access and activity

Gat visibility into usors’ accoss o risks such as location. IP address, Workspace app versions, atc. across sessions. Understand
sppbication lsunches and sctivithes within sssions.

Kmow more

StoraFront Deployments
Doployed in Infrastructure Onboarded 1o Analytics

8 - T s

View onboarding steps

EEBEEER StoreFront

XHEBEMINET, StoreFront B A KRB REIESF L, RKHERE% ) StoreFront Z3BE 5 Citrix Analytics
BT E,

 MNREMEBHZ Performance Analytics =&, NWAINENARFASEGENES A EBIUTER:
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Virtual Apps and Desktops-Monitoring (@)

6 sites | 2 StoreFront deployments

« MREFERABZ Security Analytics =&, NETLTE Workspace AiEFit R KA LEFIMTER:

Data processing on
Workspace app (@

6 sites | 2 StoreFront deployments

Received Events: 1 1H 1w

BHikEEHA K StoreFront SREHUAEERSS 234,
& StoreFront ZBEEH—E4 URL F1— ServerGrouplID &R,
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StoreFront deployments

StoreFront deployment

The StoreFront deployment is successfully configured and connected.

BASE UAL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
http://site @ success Apri15 2020 313 PM
Page 1 of1 Srows ™~

StoreFront deployment

The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
http://si @ success Apr7 2020 1:14 PM

Page 1 of1 Srows

MBEFERIE Security Analytics =&, R EESEREXERIINEGHNUTER:

o STE—EY (BRIABSEILERE) MM StoreFront SRERRURIEM, EAILUEE 13 (1 W) HEEHIE. BEHEK
RNEAHEIE BEER A EEES N

Workspace app (@)
6 sites | 2 StoreFront deployments
Received Events: 1 1H 1w

- BRMELER, BRRAFRIER “REEIHE RS, HIULRSERHERER:
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Citrix Analytics

1. NBRERERITHSIELE, BHEEE—LadEA 3% Citrix Analytics FRIEHFL. ¥ Citrix
Analytics BIE4R, RABEEZCH Data processing on GUELIEEEA) . MERSE—EREE
BINAREN, ERIFTHIERIE.

2. Citrix Analytics 7233 Z—/\BS PRI EI R B SRR E R E 4

Workspace app (@

1T

1 site | 1 StoreFront deploym

m

No data to display

AInsiiks StoreFront 3=

E5hn StoreFront 28E, 5% & StoreFront S E3[ EAVERED StoreFront 0E, THEEXMH, ASKRELS
BECE StoreFront 2pE,
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StoreFront deployments

StoreFront deployment

The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
http://a Success Oct 18 202110:28 AM
Page 1 of1 Srows W

StoreFront deployment

| + Connect to StoreFront deployment |

EEIEMBEEM StoreFront SEFEFRMBLHHIFEM Citrix Analytics F#ilpR, BEHRIT
1. ®FEM Citrix Analytics Fflip#a9 StoreFront #&, T{TLU T <M StoreFront BRES 2B MIFREEE IS E :

Remove-STFCasConfiguration

2. NMREFEANRZRSBFIHE, BETUTHLSREEEN, HM StoreFront fRSZ2[APBIFTEIRS 23 FMIER
REIRE:

Publish-STFServerGroupConfiguration
3. BITUTHSURIIRESERSTERIMR. MRIGEESHRIMER, ZH<TRRREEANS,

Get-STFCasConfiguration

4. EFHEFF Citrix Analytics, SAE7E StoreFront SEf43%+% StoreFront 18, BFHEEEEE (K), A
[5i%3% M Analytics 75k StoreFront [E,

StoreFront deployments

StoreFront deployment

Remove StoreFront deployment from Analytics
The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
http://z Success Oct 18 202110:28 AM

Page 1 of 1 Srows W

StoreFront deployment

P =

B E M Citrix Analytics o #flkk 2> &1, 7£ StoreFront E LIETIEEMN® S, WRLXEBTHS,
Citrix Analytics B4 &z EH, HET—MEMHHRERERAM StoreFront #E.
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FOEIEEEER HTTP RIE8 Web AR3 28 HAY StoreFront SfE

IR StoreFront TEEEAMBRIBEZEBRMIMERSE L, WHAFHEEERE N Citrix Analytics 7F
o LERBEREERIE web.config XFhFHRIM— <system.net> &4, EHTIE StoreFront FHE LA
m Citrix Analytics ZXEH4HE MY ARE.

BRFAET LG <system.net> ZHHRME store web.config Xt

« i@ PowerShell A—1 2 ABERENARELIERE (BESE.
« 7£7/E web.config XHHRFEHFM—1 <system.net> &5,

AXRXEHENFMEE, 15205 StoreFront XXHREZE StoreFront LIfER Web RIEEX & Citrix Cloud # &
Citrix Analytics 5Ei— 3o

HiEaE

April 12,2024

ATRMAEX Citrix Analytics RS WS, FRENFREESENER. RE “E X BOREX WEAASTAEIAS
Citrix AP RS HLPEENE Xo

Citrix Analytics E7EILEFRNT fRE Citrix itBEIFEFRIEM, Citrix Analytics FREEEREBEEFMITEE
BANAE, FRIBCRNEGREVEOER, XENFIENLEEREENETERRNGE, FEEFANTE
WP RIPEFRS,

IR

Citrix Analytics BESHIBRA FF4r, HRESINUTEE. MBMTARESHXAZD Microsoft Azure =IFE
., BERMEEBURT Citrix Cloud BEZERHALMA Citrix Cloud FHERNEXIE, Fia0, MBEEFALMA
Citrix Cloud BhH&EER TEGNKIE, N Citrix Analytics BEIEFAETERREER Microsoft Azure FRiEH,

BEXEZ[EE, H580A Citrix Cloud Services EFRNAM BB E UKk I FEE,

RS

Citrix Cloud BR$3&2idE0:&1t, IGEEEE Citrix Analytics. BERMUTEIBRUKSER:
« Citrix ADC (i) LU Citrix Application Delivery Management B93Ti

« Citrix Endpoint Management

« Citrix Gateway (#ith)
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o Citrix Sp1R 182

« Citrix Secure Browser

« Citrix Secure Private Access

« Citrix Virtual Apps and Desktops

« Citrix DaaS (L{&i#rAg Citrix Virtual Apps and Desktops ARS3)
« Microsoft Active Directory

+ Microsoft Graph &£

5 CA ]

Citrix Cloud BEZR 253 Citrix Analytics, ¥EFIFENEIERMPHEA Citrix Analytics BY, X REFH
PIRHEREZFHIEED. XEHEBTEET Citrix Workspace #9 Citrix Virtual Apps and Desktops
BETR.

s+F Citrix ADC #iER, RELEER ARELIRRBTEREA Citrix Analytics B, #=BihEEELH.

ARl

B AT LAFERFT A %A & %3 Citrix Analytics BB,
% Citrix ADC #sii¥uRIRXHIBY, H5E ADC ¥R S Citrix Analytics ZBR@ERELE,

IR EAEIRRL XA, WABSEESIERNBEHGEEFMME Citrix Analytics #.

HIERE
Citrix Analytics BEURNRIMNFE R RE&ZK 13 MB 396 KXo P BEMBXMIWEIE AR XEEDR. B
FREGTDFRES. ARRREAFAER. APNEIIR. APRENAPEEXH) BELREIRE,

fign, MREETF 2021 F£ 18 1 BAEIERLEATHM, WERINERT, 2021 F£ 1 B 1 HRENEIERREE
Citrix Analytics &7, BHZ12022 %1 8 31 H, E#¥, 2021 &£ 1 B 15 BWENHIEIEEREE 2022 £2 815 H,
i3

BNEEFE X IMEIRRA SR IS M Citrix Analytics FRIBREIERZE, HWEIBMRERIABIBREHNTEE,
Citrix Analytics BT A X AAZIHARG 90 RAMIBRFIE R F AR,
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HIES

B M Citrix Analytics for Security # Citrix Analytics for Performance -1& B4R,
Citrix Analytics for Performance MEUERUIREM D EEEIBIT.
1] LS B BERTTE RV T E CSV 3t

Citrix Analytics for Security \&#/=& ($BIR) WERAF B, SHXEEHEHTAE, DIRENAFARNKRIRE
1T RRYE WM, SR LUEX S A P KRR AP S XN EMEHIES H I R A BMEHEE (SIEM) RS,

B, FLuEmfMs M Citrix Analytics for Security S H KR!
« % Citrix Analytics for Security 589 SIEM ARS8

o FEERTTEFRESIEFN CSV XHTH,

¥ Citrix Analytics for Security 5 SIEM RS &EmMEY, #HuRiEEIERAILAEMN Kaftka TAIETF Logstash HIEKIE
EiRB/LEBER SIEM RS,

Bal, RIS SIEM BRSSEERL:
+ Splunk G&i Citrix Analytics HhnA ¢4 #1TiER)

o EA2H Kafka TAFETF Logstash IEkIEEZ2SH SIEM ARSS, Bl Elasticsearch #1 Microsoft Azure
Sentinel

TR LAER CSV XK EIESHEI SIEM RS, EEMEBRNEYF, BRAIUEEHERNEE (APEM4) Higxt
HIETE CSV X, BX CSVXHEAER, BHEH BEIEER,

BERT

RBE#ESHE SIEM BRS/E, Citrix Rfaseet. FiE. EEMNSHEEE SIEM IFEHRER.

A LETFE X EFM Citrix Analytics for Security 2 SIEM BRERIEIRE .

BXRAEBEHEIERN SIEM £RHE R, BBRZT2EEMS4EE (SIEM) £MMEAT SIEM 8 Citrix Analytics
iR

Citrix Services Security Exhibit

BXRMAT Citrix Analytics HZ£EHINEAREE, BIEFUMNSMNRIE. Z2HNER. LSESMNEGEE,
#EE7E Citrix Services KB,

EX

EFAR BELHIFFIKF UREENERSE, REFFRRRF Citrix RITRSBIEIE,
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Citrix Analytics

AERIESRSBXNEMFICR, SEHEMRE. BEM. FAX. ReMNXFNER.

ARSS =i k7 Citrix Analytics BRIERE Citrix Cloud ARS.

RS TN

R 25 Citrix Analytics ##/ Citrix Analytics B9Ih8E, BIRREREHBER Citrix FTLUKE. FE. £,
P, REMEAEX Citrix =RMRSHRA. ARFHEXER.

Citrix ya22 R4z Citrix [RAAEERABKEIMIER.

fig: WENES

« Citrix Analytics for Security B=&

« Citrix Analytics for Performance B&

Citrix Analytics for Security A&
BHMEE

@, Citrix Analytics BESE U TRAARREIES:
o IRRAHE
* REIRF!
* 7R
o |P sk
« AR
o P
o FEmmhRAs
o REBYE]
- HRSH
o XA
o AP BFE4. ID. SAM iKF#&, 5. UPN
o hR#s
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Citrix Endpoint Management R HE

Citrix Endpoint Management fRS BE B & U THIES:
. B
o AVifE
« g% ID
o REHS
o REXE
o WIBGE
. WIBRE
o EHEZ
+ IMEI
o |P it
o K
o BREMH
o BEER
o BIFRS
o BIFRGIRZA
. FEER

o REA

¥

Jio

(1l

1Ly
I

KH
4

Citrix Secure Private Access HE

« AAABF#&

o BNIIERIEIBIERR
o BHIIERIEID

« 15X URL

URL 251 5RE& &R

« VPN &3E ID
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 EIMBRSSER IP

« AAA P EFEBfF ID

o SEFRMRIRCES

« A#ERF FQDN

s AR

o NMARTREMARSEE LS
o NARE

o BRIIERE
 JANIERTER

o BHIEIEIREHS

o [SiHARSS2E Dst IPv4 it
o FimARSS SR |Pv4 sttt
o FimARSSES IPV6 itk
o FRER

o FHHB KR

« BFURIP

« EFiR MSS

o BPIRRE Rex 14

o EPim TCP £

o EMfFRNEF R TCP BuEE
« ZFif TCP RTO it#k
o P TCP FEENOITH
o BPIRARE RX

o BPIRRRE TX

« &k TCP #7:& Rx

o Bk TCP #7& Tx

o ERRHEDRER

o EREHEID

o HOEO
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o SH#E ID

« HTTP A&%KE

« HTTP &

o HTTP i&EREX

« HTTP Req Cookie
« HTTP Req Forw FB
« HTTP Req Forw LB
o HTTP i&REM

o HTTP&kAZ

« HTTP Rq Rcv FB

« HTTP Req Rcv LB

« HTTP Req 31A

« HTTP &k URL

« HTTP Req XForwarded For
« HTTP Res Forw FB
« HTTP Res Forw LB
o HTTP &HF=u g

« HTTP ResRcv FB

« HTTP ResRcv LB

« HTTP Res Set Cookie
« HTTP Rsp Len

o HTTP Rsp }k#&

o HTTP £5545RAYd]
« HTTP £ 1D

« IC Cont Gp &#F

o ICH7iE

o |CRBBERS
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IC SREEEFR

ANOEOZEF i

NetScaler Gateway Service R fE#2F ID
NetScaler Gateway Service M BIEFR
NetScaler Gateway Service I BIZFHE!
NetScaler 45X ID

Mz 1D

M= 1D

EIRA RS

7= Rsp Len

IXARIRRF

R RFIFIRRT R

IBREH

Rz F2 AR KR

e Rz SR A S B

Srv Flow #5& Rx

Srv Flow #5& Tx

srvr JuR Rex itk

AR5528 TCP ¥izh

BRs328 TCP #uREEEMH LA

fRZ528 TCP & it#x

ARs328 TCP THEOITE

SSL Z#5{& BE

SSL ##51E FE

SSL #FFiRIER AN BE

SSL EREHIERA/N FE

SSL ERIRIERE AR BE

SSL CntiEHEEm®K%E FE

SSL Err ZRIERER
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o SSL #iRM5E

+ SSL#5%& BE

« SSL #5%& FE

« SSLEEFHIRER

 SSL ARS3#EH A/ BE
+ SSL BRSS#EB A/ FE
« SSL=i%ID BE

« SSL%iEIDFE

« SSL Sig wa#& &% BE

+ SSL Sig wa& %% FE

« SSL RSBIEPEREH BE
+ SSL ARS|IEBERMRFE FE
« SSL iDomain 25

« SSL iDomain 254

« SSL iDomain &#F

+ SSLiDomain =%

+ SSLiExecuted i1

« SSLiPolicy &1

+ SSL iReason RER1TEN
+ SSLiURL &£BITE

« SSLiURL &BAFLE

o ITPHRIRTF

 Svr Tcp #5E Rx

o Svr Tep 1735 Tx

o HFPME

o IRERERREE ID

o RERERBE ID

o IRERIRER ID

o Trans Ct Dst IPv4 it
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o EEEFIHBEMR IPV6 Hidt

« ESEFIRBRRO

+ Trans Ct Flow S£EA Rx

+ Trans Clt Flow End Usec Tx
+ Trans Ct Flow FF#4fER Rx

« Trans Clt Flow Start Usec Tx
« Trans Clr IPv4 it

+ Trans Clr IPv6 it

 Trans Ct #4E& Tt Cnt Rx

« Trans Clt Packet Tot Cnt Tx
s BBEFIHRTT

+ Trans Clr Ssc w0

« Trans Ct Tt Rx Oct Cnt

» Trans Ct Tt Tx Oct Cnt

« Trans Info

« Trans Srv Dst %0

« Trans srv #4E& Tt Cnt Rx

« Trans Srv #4B& Tt Cnt Tx

+ Trans Srv Src iz

« Trans Svr Flow End Usec Rx
« Trans Svr Flow End Usec Tx
+ Trans Svr Flow Start Usec Rx
+ Trans Svr Flow Start Usec Tx
o ESEMRSB|RIT

» Trans Svr Tot Rx Oct Cnt
 Trans Svr Tot Tx Oct Cnt

« E551D

« URL 23

« URL 5148
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URL £5IE%
URL 52 1FRE
URL &£EILEg
URL iREATAA
URL x¢% ID

VLAN &S

Citrix Virtual Apps and Desktops #1 Citrix DaaS A&

Citrix Virtual Apps and Desktops #1 Citrix DaaS HE® &MU THIES:

N RBIEF BT
pb
%P 1D
BWAGEE: B BHRE, BHps. 4R
%% ID
REHEE
5%
K5 1D
Xf&
X
XHERN
&
AR
ELFAER: XHR. B K
ug: hit. 5. &8
AR
UBESRERHNER/MERIIRMEE, HAAREHIIBMUE,
& CMD £

RIR BRI
121F
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1BIERS
FRIIMER
FTENH R TR

a5

il ID

SaaS MHEFEM
RIEE

RIERS B[R
REAFS

=1& GUID

B iE) &L

BYX: Bias. DST. &R
FTENM 2%
FTENH S TT3K

it

URL

BFRAE

Citrix ADC B:

Citrix ADC BEEa U THIES:
o BEM
o Xt
o &
o EH

Citrix Daa$S Standard for Azure B%

EATF Azure 89 Citrix DaaS tnEBEEEUTHIES

RS
3
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o FAER: BAKRN BB, Bopds. &
« i&& ID
o IRERE
o XHHF
o XHFRE
o XK
o BBk
o RFRER: XHR. B KN©
o (IE: fhit. BE. BE
AR

UEEBRERTNER MEXRFIRMEN, HARREHIOIBUE,

+ KCMD £

o RIRHFRRR

o 1BRfF

o BIERR

s TRTIMER

o FTENHLZ R

« SaaS MARFEM
o SIEH

o RERSB/AM

« REARA

« =iEGUID

o BY[EIE

« BfX: Bias. DST. &#F
o XH

« URL

« APAE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix Analytics

Citrix 5iiRitiEFAE

« AFRER:
- Authentication Domains: Name, Product, IdP Type, IdP Display Name

* |dP Properties: App, Auth Type, Customer Id, Client Id, Directory, Issuer, Logo, Re-
sources, TID

* JRIERF:

- Workspace: Background Color, Header Logo, Logon Logo, Link Color, Text Color,
StoreFront Domains

- ShareFile: Customer Id, Customer Geo

- Long Lived Token: Enabled, Expiry Type, Absolute Expiry Seconds, Sliding Expiry
Seconds

- Authentication Result: User Name, Error Message
- Sign-in Message: Client Id, Client Name

- User Claim: AMR, Access Token Hash, Aud, Auth Time, CIP Cred, Auth Alias, Auth Domains,
Groups, Product, System Aliases, Email, Email
Verified, Exp, Family Name, Given Name, IAT, IdP, ISS, Locale, Name, NBF, SID, Sub

* Auth Alias Claims: Name, Value
* Directory Context: Domain, Forrest, Identity Provider, Tenant Id
* User: Customers, Email, OID, SID, UPN

* |dP Extra Fields: Azure AD OID, Azure AD TID

+ User Logoff: Client Id, Client Name, Nonce, Sub

+ Client Update: Action, Client Id, Client Name

Citrix Gateway A%

« RBEH:

- ICA App: Record Type, Actual Template Code, Observation Domain Id, Observation Point
Id, Exporting Process Id, ICA Session Guid, MSI Client Cookie, Flow Id Rx, ICA Flags, Con-
nection Id, Padding Octets Two, ICA Device Serial Number, IP Version 4, Protocol Identi-
fier, Source IPv4 Address Rx, Destination IPv4 Address Rx, Source Transport Port Rx, Des-
tination Transport Port Rx, ICA Application Start up Duration, ICA Launch Mechanism, ICA
Application Start up Time, ICA Process ID Launch, ICA Application Name, ICA App Module
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Path, ICA Application Termination Type, ICA Application Termination Time, Application
Name App Id, ICA App Process ID Terminate, ICA App

- ICA Event: Record Type, Actual Template Code, Source IPv4 Address Rx, Destination
IPv4 Address Rx, ICA Session Guid, MSI Client Cookie, Connection Chain ID, ICA Client
Version, ICA Client Host Name, ICA User Name, ICA Domain Name, Logon Ticket Setup,
Server Name, Server Version, Flow Id Rx, ICA Flags, Observation Point Id, Exporting
Process Id, Observation Domain Id, Connection Id, ICA Device Serial Number, ICA Session
Setup Time, ICA Client IP, NS ICA Session Status Setup, Source Transport Port Rx, Desti-
nation Transport Port Rx, ICA Client Launcher, ICA Client Type, ICA Connection Priority
Setup, NS ICA Session Server Port, NS ICA Session Server IP Address, IPv4, Protocol
Identifier,Connection Chain Hop Count, Access Type

- ICA Update: Record Type, Actual Template Code, Observation Domain Id, Observation
Point Id, Exporting Process Id, ICA Session Guid, MSI Client Cookie, Flow Id Rx,ICA Flags,
Connection Id, ICA Device Serial Number, IPv4, Protocol Identifier, Padding Octets
Two, ICA RTT, Client Side RX Bytes, Client Side Packets Retransmit, Server Side Packets
Retransmit, Client Side RTT, Client Side Jitter, Server Side Jitter, ICA Network Update
Start Time, ICA Network Update End Time, Client Side SRTT, Server Side SRTT,Client
Side Delay, Server Side Delay, Host Delay, Client Side Zero Window Count, Server Side
Zero Window Count, Client Side RTO Count, Server Side RTO Count, L7 Client Latency,
L7 Server Latency, App Name App Id, Tenant Name, ICA Session Update Begin Sec, ICA
Session Update End Sec, ICA Channel Id 1, ICA Channel Id 2, ICA Channel Id 2 Bytes, ICA
Channelld 3, ICA Channel Id 3 Bytes, ICA Channel Id 4, ICA Channel Id 4 Bytes, ICA Channel
Id 5, ICA Channel Id 5 Bytes

- AppFlow Config: Record Type, Actual Template Code, Observation Domain Id, Observation
Point Id, Exporting Process Id, System Rule Flag 1, System Safety Index, AppFlow Profile
Relaxed Flags, AppFlow Profile Block Flags, AppFlow Profile Log Flags, AppFlow Profile
Learn Flags, AppFlow Profile Stats Flags, AppFlow Profile None Flags, AppFlow App Name
Id, AppFlow Profile Sign Disabled, AppFlow Profile Sign Block Count, AppFlow Profile Sign
Log Count, AppFlow Profile Sign Stat Count, AppFlow Incarnation Number,AppFlow Se-
quence Number, AppFlow Profile Sign Auto Update, AppFlow Safety Index, AppFlow App
Safety Index, AppFlow Profile Sec Checks Safety Index, AppFlow Profile Type, Iprep App
Safety Index, AppFlow Profile Name, AppFlow Sig Name, AppFlow App Name Ls, AppFlow
Sig Rule ID1, AppFlow Sig Rule ID2, AppFlow Sig Rule ID3, AppFlow Sig Rule ID4, AppFlow
Sig Rule ID5, AppFlow Sig Rule Enabled Flags, AppFlow Sig Rule Block Flags, AppFlow Sig
Rule Log Flags, AppFlow Sig Rule File Name, AppFlow Sig Rule Categoryl, AppFlow Sig
Rule Logstringl, AppFlow Sig Rule Category2, AppFlow Sig Rule Logstring2, AppFlow Sig
Rule Category3, AppFlow Sig Rule Category4, AppFlow Sig Rule Logstring4, AppFlow Sig
Rule Category5, AppFlow Sig Rule LogString5
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- AppFlow: Actual Template Code, Observation Domain Id, Observation Point Id, Exporting
Process Id, Transaction Id, Appfw Violation Occurred Time, App Name App Id, Appfw
Violation Severity, Appfw Violation Type, Appfw Violation Location, Appfw Violation
Threat Index, Appfw NS Longitude, Appfw NS Latitude, Source IPv4 Address Rx, Appfw
Http Method, Appfw App Threat Index, Appfw Block Flags, Appfw Transform Flags, Appfw
Violation Profile Name, Appfw Session Id, Appfw Req Url, Appfw Geo Location, Appfw
Violation Type Name 1, Appfw Violation Name Value 1, Appfw Sig Category 1, Appfw
Violation Type Name 2, Appfw Violation Name Value 2, Appfw Sig Category 2, Appfw
Violation Type Name 3, Appfw Violation Name Value 3, Appfw Sig Category3, Appfw Req
X Forwarded For, Appfw App Name Ls,App Name Ls, Iprep Category, Iprep Attack Time,
Iprep Reputation Score, Iprep NS Longitude, Iprep NS Latitude, Iprep Severity, Iprep
HTTP Method, Iprep App Threat Index, Iprep Geo Location, Tcp Syn Attack Cntr, Tcp Slow
Ris Cntr, Tcp Zero Window Cntr, Appfw Log Expr Name, Appfw Log Expr Value, Appfw Log
Expr Comment

- VPN: Actual Template Code, Observation Domain Id, Access Insight Flags, Observation
Point Id, Exporting Process Id, Access Insight Status Code, Access Insight Timestamp, Au-
thentication Duration, Device Type, Device ID, Device Location, App Name App Id, App
Name App Id1, Source Transport Port Rx, Destination Transport Port Rx, Authentication
Stage, Authentication Type, VPN Session ID, EPA Id, AAA User Name, Policy Name, Auth
Agent Name, Group Name, Virtual Server FQDN, cSec Expression, Source IPv4 Address Rx,
Destination IPv4 Address Rx, Cur Factor Policy Label, Next Factor Policy Label, App Name
Ls, App Name 1 Ls,AAA User Email Id, Gateway IP, Gateway Port, Application Byte Count,
VPN Session State, VPN Session Mode, SSO Auth Method, IIP Address, VPN Request URL,
SSO Request URL, Backend Server Name, VPN Session Logout Mode, Logon Ticket File Info,
STA Ticket, Session Sharing Key, Resource Name, SNIP Address, Temp VPN Session ID

- HTTP: Actual Template Code, Http Req Method, Http Req Url, Http Req User Agent, Http
Content Type, Http Req Host, Http Req Authorization, Http Req Cookie, Http Req Referer,
Http Res Set Cookie, Ic Cont Grp Name, Ic Flags, Ic Nostore Flags, Ic Policy Name, Response
Media Type, Ingress Interface Client, Origin Res Status, Origin Rsp Len, Srv Flow Flags Rx,
Srv Flow Flags Tx, Flow Flags Rx, Flow Flags Tx, App Name, Observation Point Id, Exporting
Process Id, Observation Domain Id, Http Trans End Time, Transaction Id, Http Rsp Status,
Trans Clt Ipv4 Address, Trans Clt Dst |pv4 Address, Backend Svr Dst Ipv4 Address, Backend
Svr Ipv4 Address, Http Rsp Len, Trans Svr RTT, Trans Clt RTT, Http Req Rcv FB, Http Req Rev
LB, Http Res Rcv FB, Http Res Rcv LB, Http Req Forw FB, Http Req Forw LB, Http Res Forw
FB, Http Res Forw LB, Http Req X Forwarded For, Http Domain Name, Http Res Location,
Protocol Identifier, Egress Interface, Backend Svr Ipv6 Address, SSL Flags BE, SSL Flags
FE, SSL Session IDFE, SSL Session IDBE, SSL Cipher Value FE, SSL Cipher Value BE, SSL Sig
Hash Alg BE, SSL Sig Hash Alg FE, SSL Srvr Cert Sig Hash BE, SSL Srvr Cert Sig Hash FE, SSL
Clnt Cert Sig Hash FE, SSL CInt Cert Sig Hash BE, SSL Server Cert Size FE, SSL Server Cert
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Size BE, SSL Client Cert Size FE, SSL Client Cert Size BE, SSL Err App Name, SSL Err Flag, SSL
Handshake Error Msg, Client IP, Virtual Server IP, Connection Chain Id, Connection Chain
Hop Count, Trans Clt Tot Rx Oct Cnt, Trans Clt TotTx Oct Cnt, Trans Clt Src Port, Trans Clt
Dst Port, Trans Srv Src Port, Trans Srv Dst Port, VLAN Number, Client Mss, Trans Info, Trans
Clt Flow End Usec Rx, Trans Clt Flow End Usec Tx, Trans Clt Flow Start Usec Rx, Trans Clt
Flow Start Usec Tx, Trans Svr Flow End Usec Rx, Trans Svr Flow End Usec Tx, Trans Svr Flow
Start Usec Rx, Trans Svr Flow Start Usec Tx, Trans Svr Tot Rx Oct Cnt, Trans Svr Tot Tx Oct
Cnt, Clt Flow Flags Tx, Clt Flow Flags Rx, Trans Clt Ipv6 Address, Trans Clt Dst Ipv6 Address,
Subscriber Identifier, SSLi Domain Name, SSLi Domain Category, SSLi Domain Category
Group, SSLi Domain Reputation, SSLi Policy Action, SSLi Executed Action, SSLi Reason For
Action, SSLi URL Set Matched, SSLi URL Set Private, URL Category, URL Category Group,
URL Category Reputation, Responder Action Type, URL Set Matched, URL Set Private, Cat-
egory Domain Name, Category Domain Source, AAA User Name, VPN Session ID, Tenant
Name

o fEIREMF:

- VServerLB:Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Representa-
tion, Schema Type, Time, CPU, GSLB Server, GSLB VServer, Interface, Memory Pool, Server
Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer LB: RATE
Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Response Bytes, RATE Si Tot Re-
sponses, RATE Si Tot Clt Ttlb Transactions, RATE Si Tot Clt Ttlb Pkt Rcvd, RATE Si Tot Clt
Ttlb Pkt Sent, RATE Vsvr Tot Hits, Si Cur Clients, Si Cur Conn Established, Si Cur Servers, Si
Cur State, Si Tot Request Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions,
Si Tot Pkt Revd, Si Tot Pkt Sent, Si Tot Ttlb Frustrating Transactions, Si Tot Ttlb Tolerating
Transactions, Vsvr Active Svcs, Vsvr Tot Hits, Vsvr tot Req Resp Invalid, Vsvr Tot Req Resp
Invalid Dropped

- CPU: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Representation,
Schema Type, Time, Cc CPU Use GSLB Server, GSLB Vserver, Interface, Memory Pool,
NetScaler, Server Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs,
VServer Lb, VServer SSL, VServer User

- Server Service Group: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id,
Representation, Schema Type, Time, Cc CPU Use, GSLB Server, GSLB Vserver, Interface,
Memory Pool, NetScaler, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb,
VServer SSL, VServer User, Server Service Group: RATE Si Tot Request Bytes, RATE Si Tot
Requests, RATE Si Tot_Response Bytes, RATE Si Tot Responses, RATE Si Tot Clt Ttlb, RATE
Si Tot Clt Ttlb Transactions, RATE Si Tot Svr Ttfb, RATE Si Tot Svr Ttfb Transactions, RATE
Si Tot Svr Ttlb, RATE Si Tot Svr Ttlb Transactions, RATE Si Tot Ttlb Frustrating Transactions,
RATE Si Tot Ttlb Tolerating Transactions, Si Cur State, Si Tot Request Bytes, Si Tot Requests,
Si Tot Response Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions, Si Tot

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 65



Citrix Analytics

Svr Ttfb, Si Tot Svr Ttfb Transactions,Si Tot Svr Tlb, Si Tot Svr Ttlb Transactions, Si Tot Ttlb
Frustrating Transactions, Si Tot Ttlb Tolerating Transactions

- Server SVC CFG: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Rep-
resentation, Schema Type, Time, CPU Use, GSLB Server, GSLB Vserver, Interface, Memory
Pool, NetScaler, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer SSL, VServer
User, Server Svc Cfg: RATE Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Re-
sponse Bytes, RATE Si Tot Responses, Si Tot Clt Ttlb, RATE Si Tot Clt Ttlb Transactions, RATE
Si Tot Pkt Rcvd, RATE Si Tot Pkt Sent, RATE Si Tot Svr Busy Err, RATE Si Tot Svr Ttfb, RATE
Si Tot Svr Ttfb Transactions, RATE Si Tot Svr Ttlb, RATE Si Tot Svr Ttlb Transactions, RATE
Si Tot Ttlb Frustrating Transactions, RATE Si Tot Ttlb Tolerating Transactions, Si Cur State,
Si Cur Transport, Si Tot Request Bytes, Si Tot Requests, Si Tot Response Bytes, Si Tot Re-
sponses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions, Si Tot Pkt Rcvd, Si Tot Pkt Sent, Si Tot
Svr Busy Err, Si Tot Svr Ttfb, Si Tot Svr Ttfb Transactions, Si Tot Svr Ttlb, Si Tot Svr Ttlb
Transactions, Si Tot Ttlb Frustrating Transactions, Si Tot Ttlb Tolerating Transactions

- NetScaler: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Represen-
tation, Schema Type, Time, GSLB Server, GSLB VServer, Interface, Memory Pool, Server
Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer
SSL, VServer User, NetScaler: RATE All Nic Tot Rx Mbits, RATE All Nic Tot Rx Mbits, RATE
Dns Tot Queries, RATE Dns Tot Neg Nxdmn Entries,RATE Http Tot Gets, RATE Http Tot Oth-
ers, RATE Http Tot Posts, RATE Http Tot Requests, RATE Http Tot Requests 1.0, RATE Http
Tot Requests 1.1, RATE Http Tot Responses, RATE Http Tot Rx Request Bytes, RATE Http
Tot Rx Response Bytes, RATE Ip Tot Rx Mbits, RATE Ip Tot Rx Bytes, RATE Ip Tot Rx Pkts,
RATE Ip Tot Tx Mbits, RATE Ip Tot Tx Bytes, RATE Ip Tot Tx Pkts, RATE SSL Tot Dec Bytes,
RATE SSL Tot Enc Bytes,RATE SSL Tot SSL Info Session Hits, RATE SSL Tot SSL Info Total Tx
Count, RATE Tcp Err Rst, RATE Tcp Tot Client Open, RATE Tcp Tot Server Open, RATE Tcp
Tot Rx Bytes, RATE Tcp Tot Rx Pkts, RATE Tcp Tot Syn, RATE Tcp Tot Tx Bytes, RATE Tcp Tot
Tx Pkts, RATE Udp Tot Rx Bytes, RATE Udp Tot Rx Pkts, RATE Udp Tot Tx Bytes, RATE Udp
Tot Tx Pkts, All Nic Tot Rx Mbits, All Nic Tot Tx Mbits, Cpu Use, Dns Tot Queries, Dns Tot Neg
Nxdmn Entries, Http Tot Gets, Http Tot Others, Http Tot Posts, Http Tot Requests, Http Tot
Requests1.0, Http Tot Requestsl.1, Http Tot Responses, Http Tot Rx Request Bytes, Http
Tot Rx Response Bytes, Ip Tot Rx Mbits, Ip Tot Rx Bytes, Ip Tot Rx Pkts, Ip Tot Tx Mbits, Ip
Tot Tx Bytes, Ip Tot Tx Pkts, Mem Cur Free size, Mem Cur Free size Actual, Mem Cur Used
size, Mem Tot Available, Mgmt Additional Cpu Use, Mgmt Cpu 0 Use, Mgmt Cpu Use, SSL
Tot Dec Bytes, SSL Tot Enc Bytes, SSL Tot SSL Info Session Hits, SSL Tot SSL Info Total Tx
Count, Sys Cpus, Tcp Cur Client Conn, Tcp Cur Client Conn Closing, Tcp Cur Client Conn
Est, Tcp Cur Server Conn, Tcp Cur Server Conn Closing, Tcp Cur Server Conn Est, Tcp Err
Rst, Tcp Tot Client Open, Tcp Tot Server Open, Tcp Tot Rx Bytes, Tcp Tot Rx Pkts, Tcp Tot
Syn, Tcp Tot Tx Bytes, Tcp Tot Tx Pkts, Udp Tot Rx Bytes, Udp Tot Rx Pkts, Udp Tot Tx Bytes,
Udp Tot Tx Pkts
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- Memory Pool: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Interface, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer SSL, VServer
User, Memory Pool: Mem Cur Alloc Size, Mem Err Alloc Failed, Mem Tot Available

- Monitoring Service Binding: Bind Entity Name, Entity Name, NetScalerld, SchemaType,
Time, CPU, Gslb Server, Gslb VServer, Interface, Memory Pool, NetScaler, Server Service
Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL,
VServer User, Mon Service Binding: RATE Mon Tot Probes, Mon Tot Probes

- Interface: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Memory Pool, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL, VServer
User, Interface: RATE NIC Tot Rx Bytes, RATE NIC Tot Rx Packets, RATE NIC Tot Tx Bytes,
RATE NIC Tot Tx Packets, NIC Tot Rx Bytes, NIC Tot Rx Packets, NIC Tot Tx Bytes, NIC Tot Tx
Packets

- VServer CS: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Memory Pool, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL, VServer
User, VServer Cs: RATE Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Response
Bytes, RATE Si Tot Responses, RATE Si Tot Clt Ttlb,RATE Si Tot Clt Ttlb Transactions, RATE
Si Tot Pkt Rcvd, RATE Si Tot Pkt Sent, RATE Si Tot Ttlb Frustrating Transactions, RATE Si Tot
Ttlb Tolerating Transactions, RATE Vsvr Tot Hits, Si Cur State, Si Tot Request Bytes, Si Tot Re-
quests, Si Tot Response Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions,
Si Tot Pkt Rvd, Si Tot Pkt Sent, Si Tot Ttlb Frustrating Transactions, Si Tot Tlb Tolerating
Transactions, Vsvr Tot Hits, Vsvr Tot Req Resp Invalid, Vsvr Tot Req Resp Invalid Dropped

ReNHEEE

. EIEIET

- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL
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o NMAREFMIFR:

- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL

« MAEFEHR:

- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL

o MFIBIE:

- Logs before the entitlement creation: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type

- Logs after the entitlement creation: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type

o ST

- Logs before the entitlement update: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type
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- Logs after the entitlement update: Approved, Customer Id, Data Retention Days, End Date,
Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date, State,

Type
+ Session Access Host: Accept Host, Client IP, Date Time, Host, Session, User Name
o RIEERE:
- Logs before the session connection: Application Id, Application Name, Browser, Created,
Customer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session connection: Application Id, Application Name, Browser, Created,
Customer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

o RIEF:
- Logs before the session launch: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session launch: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs before the session tick: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session tick: Application Id, Application Name, Browser, Created, Customer
Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

Microsoft Graph 2 A
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o APKFEE
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o AEE

o REBIE

c BFBES

o IPBIE

- KPREEEA
o KPWBIET

o SEIERIE

o FIH

o FRIXATHA
o EMERENANERM
 BEREIE7E

o HREZRED

« XEAID
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o AP E&RR
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Citrix Analytics for Performance 5%

« actionid
« actionreason

« actiontype
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+ adminfolder

«+ agentversion

« allocationtype

« applicationid

« applicationname

« applicationpath

« applicationtype

« applicationversion

+ associateduserfullnames
+ associatedusername

+ associatedusernames

+ associateduserupns

« authenticationduration

« autoreconnectcount

+ autoreconnecttype

+ AvgEndpointThroughputBytesReceived
+ AvgEndpointThroughputBytesSent
+ blobcontainer

+ blobendpoint

+ blobpath

« brokerapplicationchanged
« brokerapplicationcreated
« brokerapplicationdeleted
+ brokeringdate

+ brokeringduration

+ brokerloadindex

«+ brokerregistrationstarted
+ browsername

« catalogchangeevent
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« catalogcreatedevent

+ catalogdeletedevent

« catalogid

+ catalogname

« catalogsync

« clientaddress

« clientname

« clientplatform

+ clientsessionvalidatedate
« clientversion

+ collecteddate

« connectedviahostname
« connectedviaipaddress
+ connectionid

« connectioninfo

« connectionstate

« connectiontype

« controllerdnsname

+ Cpu

« cpuindex

+ createddate

« currentloadindexid

» currentpowerstate

« currentregistrationstate
« currentsessioncount

+ datetime

« deliverygroupadded

+ deliverygroupchanged

« deliverygroupdeleted

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix Analytics

« deliverygroupid

« deliverygroupmaintenancemodechanged
+ deliverygroupname
« deliverygroupsync

« deliverytype

« deregistrationreason
+ desktopgroupdeletedevent
+ desktopgroupid

+ desktopgroupname
« desktopkind

+ disconnectcode

+ disconnectreason

« disk

+ diskindex

+ dnsname

+ domainname

« effectiveloadindex

+ enddate

+ errormessage

+ establishmentdate

+ eventreporteddate
+ eventtime

+ exitcode

« failurecategory

+ failurecode

» failuredata

» failuredate

+ failurereason

« failuretype
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« faultstate

« functionallevel

+ gpoenddate

+ gpostartdate

+ hdxenddate

+ hdxstartdate

+ host

+ hostedmachineid

+ hostedmachinename

+ hostingservername

+ hypervisorconnectionchangedevent
+ hypervisorconnectioncreatedevent
« hypervisorid

« hypervisorname

+ hypervisorsync

. icartt

« icarttms

. id

« idletime

« inputbandwidthavailable
+ inputbandwidthused

« instancecount

+ interactiveenddate

+ interactivestartdate

« ipaddress

+ isassigned

+ isinmaintenancemode

« ismachinephysical

+ ispendingupdate
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« ispreparing

« isremotepc

« issecureica

« lastderegisteredcode

+ launchedviahostname

« launchedviaipaddress

+ lifecyclestate

« LinkSpeed

+ logonduration

+ logonenddate

+ logonscriptsenddate

+ logonscriptsstartdate

+ logonstartdate

« long

« machineaddedtodesktopgroupevent
+ machineassignedchanged

« machinecatalogchangedevent
« machinecreatedevent

+ machinedeletedevent

« machinederegistrationevent

+ machinednsname

« machinefaultstatechangeevent
« machinehardregistrationevent
+ machineid

« machinemaintenancemodechangeevent
+ machinename

+ machinepvdstatechanged

« machineregistrationendedevent

« machineremovedfromdesktopgroupevent
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« machinerole

« machinesid

« machineupdatedevent

« machinewindowsconnectionsettingchanged
+ memory

+ memoryindex

+ modifieddate

« NGSConnector.ICAConnection.Start
« NGSConnector.NGSSyntheticMetrics
+ NGSConnector.NGSPassiveMetrics
« NGSConnector.NGSSystemMetrics
» network

+ networkindex

» networklatency

+ networkinfoperiodic

« NetworklInterfaceType

» ostype

«+ outputbandwidthavailable

« outputbandwidthused

+ path

» percentcpu

+ persistentuserchanges

+ powerstate

+ processname

« profileloadenddate

« profileloadstartdate

« protocol

+ provisioningschemeid

« provisioningtype
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+ publishedname
« registrationstate
+ serversessionvalidatedate
+ sessioncount

+ sessionend

+ sessionfailure

+ sessionid

+ sessionidlesince
+ sessionindex

+ sessionkey

+ sessionstart

+ sessionstate

+ sessionsupport
+ sessiontermination
« sessiontype

+ sid

« SignalStrength
« siteid

« sitename

« startdate

« totalmemory

« triggerinterval

« triggerlevel

« triggerperiod

« triggervalue

« usedmemory

« userid

« userinputdelay

e username
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+ usersid

« vdalogonduration

« vdaprocessdata

+ vdaresourcedata

+ version

» vmstartenddate

+ vmstartstartdate

+ windowsconnectionsetting

« xd.SessionStart

RARZ 2R

April 12,2024

Citrix Cloud FHEER RS ATU SR Citrix = RAE=RME=FH = RHPNEIRE, XLE=RFAHIER. Citrix
Analytics RIBYZIFRMAMEIER, AAEHPHEEERT Citrix Analytics REHIER,

iR

Citrix Analytics 2 Bzh & IiTAAZF K Citrix Cloud #iER. B2, FMEBIBETETINIEES8ES Citrix
Analytics £/, g0, £ Citrix Analytics £BluEm 28, EHIEER Citrix Virtual Apps and Desktops ifis=
A% Citrix Workspace, R##, #si Citrix Gateway BER&EFE2E Citrix ADM 32, BX7EHBR LB Citrix
Analytics Mi4iMs 2, ES 7= Citrix #UER LB B 9.

AL —E ==& (Bl Microsoft Graph Security #1 Microsoft Active Directory) 5 Citrix Analytics
ERE—#E. AXFAER, BESHUTE-:

» 7£ Microsoft Graph &£ BB

+ ¥ Analytics 5 Microsoft Active Directory &5

Citrix Analytics A U NP IRE R RZFIEFER Splunk IR, LLERFER Splunk FFEHBEMERE
iEATF Spunk 89 Citrix Analytics mM#EM, EXELELR, ESA Splunk £

FEEFRE, Citrix Analytics FABMNBIERZRNEEES. BLRERBHIBRNEMS, Analytics BERAN
T AEIELE, B Analytics &, FHRMRBHRIENESER, 1F51 HiEaE,
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PILEEK

« Citrix Cloud fR55Zk: ZfE Citrix Cloud RS, B maessi@s HTTPS 1h0 443 EE2IFTFRH Citrix
ik, BXRFMER, BFSH ERMERZR,

« Citrix Analytics xk: 72/ Citrix Analytics Z8l, IERERFAZR, BT Citrix Cloud R4, B0

@id HTTPS #0443 A1 LU F &R mitthib A 8868 Citrix Analytics BRSS.

=) EEMX FREA X i T ARFEEHX
EER Ul https:// https:// https://

EEEMAFRE (CDN)

API BRsS

API BRs5 (Performance
Analytics)

B0 (RERT Citrix
ADM 1K18)

analytics.cloud
.com/

https://cas-api
-cdn-ep.
azureedge.net/
https://api.
analytics.cloud
.com/

https://api-a.
was.cloud.com/

https://api-b.
was.cloud.com/

https://locus.
analytics.cloud
.com/

https://

citrixanalyticseh

-alias.
servicebus.
windows.net/

https://

analytics-eu.
cloud.com/

https://cas-api
-cdn-ep-eu.
azureedge.net/
https://api.
analytics-eu.
cloud.com/
https://api-eu-
a.was.cloud.com

/
https://api-eu-
b.was.cloud.com

/

https://locus.
analytics.cloud
.com/

https://

citrixanalyticseheaitrixanalyticsehaps

-alias.
servicebus.
windows.net/

citrixanalyticseh2

-alias.
servicebus.
windows.net/

analytics-aps.
cloud.com/

https://cas-api
-cdn-ep-aps.
azureedge.net/

https://api.
analytics-aps.
cloud.com/

https://api-ap-
s-a.was.cloud.
com/

https://api-ap-
s-b.was.cloud.
com/

https://locus.
analytics.cloud
.com/

https://

-alias.
servicebus.
windows.net/
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peiry
3=}

EEHX

RREA X 15

T A FEER X

EHH0 ERT Citrix
ADM {I2)

https://cas-eh-
ns-alias.
servicebus.
windows.net/
fihttps://cas-eh
-ns2-alias.
servicebus.
windows.net/

https://cas-eh-
ns-eu-alias.
servicebus.
windows.net/

https://cas-eh-
ns-aps-alias.
servicebus.
windows.net/

#t= L& https:// https:// https://
casstoragebulk. casstorebulkeu. casstorebulkaps
blob.core. blob.core. .blob.core.
windows.net/ windows.net/ windows.net/

AR

Citrix Analytics B2t EIRA S8 imT5 289 TLS 1.0 # TLS 1.1 s 4%

+ Citrix Cloud Connector % : Fie3g/E, i Citrix Endpoint Management. Citrix Virtual Apps
and Desktops A% Microsoft Active Directory, ERETEZ R B R4 Citrix Cloud Connector. Citrix
Cloud Connector & Citrix Cloud 5&MZRIE 2 B10EE@E, < Citrix Cloud Connector /7, #
MECE Web RIBIGE, AXiFMES, E5H Cloud Connector (REEAFLAIEERE

« BT SIEM £i# Citrix Analytics it 23 Citrix Analytics 5225 EMEHEIE (SIEM) £, 5
R T RATF M RIFFIRS:

EEMIX

RREE B<I5

T AR ARt

Kafka 12

casnb-0.citrix.
com:9094

casnb-1.citrix.
com:9094

casnb-2.citrix.
com:9094

casnb-3.citrix.
com:9094

casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094
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%ﬁ.}iﬂﬂ”*”lﬁ'ﬂ E

o Eifa Citrix Analytics, E4%FEREH Citrix Cloud P, ZRINERT, Citrix Cloud fE8 Citrix S
HiZFRERED Citrix Cloud kP HHFIERAFNSHER. BERILUERSZH fipnERPRINEMS
RS,

« Citrix Analytics ZIFZREERENR, EAIMABAFPEIEEERNE, WEEERLVHEE Analytics, &
XEFMER, FLH EEBEERAE,

BRI

Citrix Cloud & Citrix Analytics BZHIFE. MEIBRERNEIBEFMEESZ D Microsoft Azure IR, XLEIR
BUTEE. REMTAESXIE, EHEAEEURAT Citrix Cloud EERTEEHALZHNE Citrix Cloud BHERNE
X, BXRFMES, BSHUTER:

o HIBFEBERER

o HUERE

HIERIP

Citrix Analytics MiTi®9 Citrix Cloud #iEIR. ZAEURIRNSE =75 7= RIEWEIE. [R&EZ A4 Citrix Cloud #
3+ E Analytics B RERESMTRNIIERBIHEAHELIEN, F2LBIREIHIE.

Citrix Analytics R T LRSI HERIFE F AVEUE:

- ERAHAFH Citrix Cloud %I, BXER, E5R SHMHEER,
o EEIEARSS AR 8] B SRRV R T 1E P BB T 14l
o ERIESNEIECETNMERIEERMET, 81 FFREFEMELNBALIERS
o EEMFHIRSFEIBEMZ BT TLS MEREIRER, ERTFENTERNALES (APT/BN/MHE).
o TLS mmmEtngE, TLS 1.0 # TLS 1.1 #ZHA,
 ERFHEEENERAREERNMNEZEZBNBEAHITINBLBIEFME,
o BANAFPERRES, BTRSBENZE, BRFRIFEFES.
« 5 Azure 22 0—BEANKRAE. NREN. RESERMH. rootkit 3,
5Fr# Citrix Cloud BRS—#, HUBREMEETREAFRSMIN (EUSA). BXFMER, BSRUTHN:
o ARPY
o Citrix pafhBEE

o Citrix #iEL NI
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« Citrix Services Security Exhibit
« Citrix Cloud fR%5: EFRBHAEE

o Citrix lRFARIEHMMERER

ZeRE
Citrix =t

Citrix AR R EBERE Citrix Analytics 9 Citrix BIEMNZHFIRR G EMEMMNBIENR 2, Citrix ARE
SIMEREN ARG EREHER, URRRERR.

BERRME

Citrix FP A FRRIPEBURTR. HRHITAUKS Citrix Analytics EFHNL2EEMESERE (SIEM) R4, Hbha
¥E:

- BRIREMEENAMEIER:
- Ah#dEIR: Citrix Gateway. Citrix Virtual Apps and Desktops. Microsoft Active Directory

- SIEM: Splunk FfEaEfthfER Kafka {CEEM Citrix Analytics iEEXEHHNE= A7 o

o ZPIRMIABTERE Citrix Cloud BR% (813 Citrix Analytics) WEERER.
« #Uk A Citrix Cloud BRS B F 4 RBHNNE A AENEERK,

s RPRENBEGZIE, ATISMEMRE, Fia Citrix ADM R, HFRGIXXERIERNAR, FAELN]
KREAMEEMEZHLS Citrix Analytics #1T@(E.

« Citrix Analytics £RHATEZEATF Splunk B Citrix Analytics #9:Z1E.

+ £ Windows. Mac. Android. i0OS LiE{THIRLRF&& ™ UZERES Citrix Cloud g Citrix Workspace
HEHIRIRE .

BXREMENESER, BERHUTXXHE:
» EAT Citrix Cloud FamMLLIEER

o Citrix Workspace xx#4

« Citrix DaaS (Wai#r Citrix Virtual Apps and Desktops BR%) AR 2R

Citrix Virtual Apps and Desktops &£ EE M
« FIPER StoreFront ZFE Y

« Citrix Endpoint Management By R R 2 #ER
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« Citrix Secure Private Access RS X#4
o Citrix ADC MWL 2EEE/

« Citrix ADM RAEK

September 25, 2023
EFFaMER Citrix Analytics 281, HABEEFAIEEE. WEERMNHBER,

Citrix Analytics iTi#

TR TG ERAITE A BEEA LT Analytics ™= &:
« Citrix Analytics for Security

« Citrix Analytics for Performance

BXEMER, B2 Citrix Cloud RS,

HHRRER

#pREr Citrix Analytics RIXEHH™m, RIBEEAH Citrix Analytics =, ¥IBRLEFMARE. BFSHEUT

X8, BEESMTmFIEER

o Citrix Analytics for Security Zi5#3kiETR

« Citrix Analytics for Performance zi5895iETR

SHEFBYRSE

Zifia Citrix Analytics, EHTEMARTE UTZISMRERHeS:
+ Google Chrome &R AS
+ Mozilla Firefox B #HihR 2
+ Microsoft Edge B9&#fiR 2
« Apple Safari W&k
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E12 Citrix Analytics WEERAE®

May 8, 2023

BINERT, Citrix Cloud B R34 H Citrix Cloud ik~ EWFEITHRS BB L IARNIR. EITLIHENR,
EERALUEREITRARS AR EAINEE.

ERBRER2HIPMPRR Citrix Cloud BI25, ERLBBEHMERREREZN Citrix Cloud kP RERARBIITIH
k5. AfE, ERILEXHIGERR, HArtiEEEITHRS PREEDRE.

AILOEE R A AR EER !

1. 95I1EA*kE Citrix Identity #1 Azure AD/Active Directory B F., BEXEZEE, 55H EE Citrix
ClOUd E}Emo

2. 1£ Azure Active Directory R4, BXFHER, BERSEEERA,

BB R LUER MM Citrix Cloud. Active Directory = Azure Active Directory tkP &= Citrix Cloud, #iR
BB CHABIHREREMIITES

s$F Citrix Analytics, ERIMABERHEUTEEX AR

o))

MEREDHT-STTENREER
PERED - RIREIE

pali

Ze5tRIT-RIREER

REeNT-TENREERR

R

m4aeSHrE Citrix Cloud BIE R 5 BT 2 iH R,
B RRIH R EehtEaE 3 rEY Citrix Cloud B 5,

AReHMERES TR Citrix Cloud BERHER%
IR R,
|z 22 Citrix Cloud B R 5 EE5EL AR,

Security Analytics - RiEEER ‘%294 Citrix Cloud BEE R 53 Rikih AR,

Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.

® Switching to custom access will remove management access to certain services.

Select all | Deselect All

= Analytics 10of 5 roles selected A\

Performance Analytics - Full Administrator
Performance Analytics -Read Only Administrator
Security & Performance Analytics -Read Only Administrator

Security Analytics - Full Administrator

Security Analytics-Read Only Administrator
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MRNERRERT ZMAE, WEERSHRANREAEFER,

MNRAFEZEUAF &938i3 Azure Active Directory B3R1SIHIRIANPR, TR0 FiZFH F BIiA R R
£

Azure Active Directory AR EERIMANBEX EER, T2HNEERAEBRERATH,
BE&mTAN ‘REEER" ACNEER $EHEN "Re5ME-RiIEER",

EEZeMERINT - AREERAACNMESIN - AREESABNEERERF2KEIXRA Citrix
Analytics BIE{aIEE FHR @A,

BXRER/MREBEABNESER, BEBHNUTXE:

o ERMERDITNEESAR

+ &1 Security Analytics WEERAE

April 12,2024

AR T WA ERFFIAMER Citrix Analytics.

$12 1: &F3 Citrix Cloud

45/ Citrix Analytics, 714 Citrix Cloud #kF, %% https://citrix.cloud.com HEREHAR Citrix

Cloud tkP &R,
WMREEA Citrix Cloud kP, MuFmELAIE Citrix Cloud tkFEINNABLE P EMASIENIIEK,, B XN

SEOEATIZRIRER, 35218 A Citrix Cloud,

TR 2. RIS DRI RIARER

R i@ IR ARz —iA1E Analytics:

« B35 Citrix Analytics = @it B, &2 Citrix Cloud /5, 7 “TRRS" SBHH “OF BLL, BE B8
UEE "2 HARTHE.

BEARTTE £ Analytics =4 - Security 1 Performance,
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- WFREDNMMEEDH, BRE “PIFEHA" UERZT R AR. HEMERREHERRXBRA
Y, S2WE—HBFHYt. BRZSALUER 60 XEXAH, BXRIHABNESER, BHS1 Citrix
Cloud RRZ5 1 FRAR.

£ Citrix Cloud i £, “Hf” HWERKBEE “KRORS" 9.
« iTiF Citrix Analytics, @A LUBWELLT Citrix Analytics iTi:
- Citrix Analytics for Security
- Citrix Analytics for Performance

- Citrix Analytics for Security # Citrix Analytics for Performance

Citrix Analytics for Security # Citrix Analytics for Performance {EAHiiNARS 12, @FF Citrix Work-
space Standard. Workspace Premium #1 Workspace Premium Plus, Bxi¥458, &2 Citrix
Cloud BR%3.

£ 3: 512 Analytics

SHFREDHFAERED T, EERBLENITRSHEACHIABRE, £ Analytics BBATE £, ZF=&E “BRiFidAa”
RIRKERA B, B ‘B AEESSNT®NNIAEFEER.
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Gain insights with Citrix Analytics!

Predictive and prescriptive insights into user behavior, application performance,
network operations, and user productivity spanning the entire Citrix portfolio.

Security Performance

Proactively manage and mitigate threats
based on user behavior. desktops performance.

Trial: Trial:

Gain real-time visibility and improve apps and

Analytics 281 &Z M5 & Citrix Cloud it xB¢8 Citrix Cloud iR (3iBR). EEEELMVEIER, BEE

GRE” > “BIRR, AEREFAENERE-Security =t Performance..

BXE Analytics “RNEZER, ESRA

« Citrix Analytics for Security

« Citrix Analytics for Performance

RETE

May 7, 2022

2% Analytics B RE_ ENEBIE MG,
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Tot=

MINERH S EIZF Analytics 7= &

View user behavior
analytics

Security Performance

View performance data

REXE

M RE” REHR, SME “ETNRET ER “YERT TUH.

Settings Help Search

View list of custom _
indicators and policies o donth  ~

View all discovered data sources
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“FEEY” R

Settings Help Search

View the Analytics welcome page
View the Analytics documentation———— —=--mEmEHON

Mavigate to the Analytics
discussion forum

TRESERMIER

R A B ER AR RSN LA AT i PREV LR R

(< Discover More Data Sources | := Audit Log

t

A=k

¢

N

SiE “ERAE T\, HEPFHTE Analytics EARBIFRESE M
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( Discover More Data Sources | := Audit Log

BENER

December 7, 2023

AR BBMER

B BERINAEEEREBERMHEMNBIERIZEUNBREMH. ERIURREERAFEHRERME. XEEMHAFEREIR
AEAIEERIR R HITHIEH R, BERNEETHRERNSNAE HE) NEE. ErLEXBRENHNAMHIES
REBMEEXFHNES. RNMERT, BYRRIAETRE—ROAF S,

Bal, BEERINERATUTHIER:

Authentication

Gateway

Secure Browser

Secure Private Access

N ABEFMRE
MR, HENMNZIE

5, ERA U EEXRBHEFRITEER. EXEAEER, BSAEEEENEIEE.

WfERR EBER

ERILAE R LA TR 1) B Bh 8 3R
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o Tt=: BEHTN=FE ER AIEEMMERIERNFIB B RS,
s AR AZRHIE LXEEER: B FHER IEEENARNES.

MITER A= 31T B B R

fERILLEIFI MR R REFREAIERE BB RNE.,

1. 88 BR UEEEMRSTTHE,

= | Cilrix | Analytics

Security Performance Settings Help

2. ERBERIRMB B R U E B BN AIEH .

Secure Private Access N Last 1 Month N

PERFORMANCE
Users
Sessions

Machines
SECURITY

Secure Private Access

Content Collaboration I

Apps and Desktops

Authentication

. Gatewav

MA P BIX LAY (B) 21T B BhE R

MRBEES NSRS XKNAF SN, BEALEDL

LEMAP R EHPEEXOE TSR, NETRERHIREREENERY, B FHER JEEERNE
ENESAPRMBIERXENES (WEMEANLEETRES).
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Security Performance Settings Help Search
< EXA  Lemuel Kildow ¢] £ Userinfo  Actions v Lsst1Hour ~
5/8/2018 Excessive file downloads
Source: Citrix Content Collaboration

EPA scan failures WHAT HAPPENED

722.63 MB of data were downloaded between 8:00 AM and 9:00 AM. This

Logen failures exceeded the Al-based threshold for this period.

:l Excessive file downloads EVENT DETAILS - EXCESSIVE FILE DOWNLOADS()

Excessive file/folder deletion

Excessive file sharing

BEXAFARRRERNESER, H58 X ER,

WfAIEREIER

fER BB RTTE LRI AT IhRE:

BFEiESEHs Facets,

o ATRAEBMIMmES I RIE

o FTFiEERRYE] BRBVRYIE)ERR RS,

o EEFMERNBEHIFAGEE -

- BTFEEEMNENME

o SN CSVIERH , BEREMHTHI CSV X
o SHATHEE U THEREWNAREERS.

o ZHIHRE , BRETINEGHTHR.

£ Facets i =4

Facets RMRMEHHEIEAMNEE, Facet AEIERMS. a0, Secure Private Access #iERINAEREE. &
. UEBEMEFE, MUAEFNESENAEEEHEE. TS,

ERBENEERERNTEE, EEN/NFERETAER,

BEXE58MUREREN NN AENEAER, BRRASEERINESIERN BMERXE.
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ERRREFHNERE LIRSS

BAGETHERETN, BRESRERFEGHETHETIR XELERBTERMS. EREENENTENT EXE
REMGHERRMBENEMS

B, ENARFTISENEIERSD, BRRBLEE Browser WUTE, FRLERAEN, EENEEE, ARE

TR
Self-Service Search Seve Swarch | View Swved Sear ches
Filters.
Evant Type | Apps and Desklops Ry Last 1 Kanth S
os

LR HELHE (flg0 Event-Type 1 Clipboard-Operation UREMMIZE) N, £EMNESBEL)
BiRo BRILMENAGETAIZZE—NME, Ll MRBEERMAN—ME,

Apps and Desktops A Lest 1 Day A |

EventType =|

Azeaunt Lagen

AppEnd

App.3ass Clpboard
AppSaas End
App:Saas FilsDownlaad
App.Saas File.Print
App.SaasLaunch
AppSass Url.Navigate

AppStart

BRENDNEER

ERRTNPEAUTEERRMUERER,

BER gLl N Bt
NIERHEE S R—ME. AR John SRAR John BWEH,
= NIERHEE S R—NME P& =John SRAR John BWEH,
~ HREHEMMENE S, BF& ~test SREEHEMBFRENE
o
" BRI RAEIERERE, User-Name = “John ETAPAY - $RHNE
Smith” {29
<> ERXANE #iEE > 100 ETREIEEAT 100 GB

BEH
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1RER

AND

iR

BRIEERHNENENS,

HBEEAPIEERLECHE
o It NOT LIKE BER
REIEGFHERERMUE
FEELEEIHEMF.
OB R EEHIIEENT
Fi#. Itk NOT EQUAL i
BREIEHFRHERER
UEFESHYFFIENS
o
BREEEFAHELENSE
. Bal, REUTZER
W= = A EER
Fo BRERXDKNE,

o]l

User-Name : John AND
Data Volume > 100
User-Name !~ John

Country 1= USA

User-Name = John*

User-Name = John

User-Name = *Smith

BF%&: John*

BF%&: John

BF%: *Smith

User-Name != John*

User-Name !=*Smith

fah

SRAF JohnWEHS, H
#iEE AT 100 GB,
£k John. John
Smith @& TEEZ
“John” B9EMLLZERF U
SN P B E
ERBREELIMNER/HIX
HEH,

8 John FF3kMIFRE
BrRanEH.

ERE% John KFFER
FEHEH,

SR Smith £E289FE
FRFR&NEHS,

SR John FFkHFRE
AR &nEH,

ERE% John WFFER
FEHEH,

2RI Smith £EKFE
AR &NEHS,

ERALL John FLHFR
BRPEMES
BRALL Smith ZREMFR
BRPEMEMS
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1RER

IN

NOT IN

IS EMPTY

iR

NEREE DTS MEUR
B5—1MEZMEEXNE
. AR Bal, TR
EERATRAREFE
ENUTEE:

Device ID.
Domain.
Event-Typefl
User—-Name, iZER
&R TFFRTHRE,
NEREEDREME, A
EEHRTEEEEENS
., AR Bal, BRI
EBEFB TR BREFR
ENUTEE:

Device ID.
Doma-in.
Event-Type #
User-Name, IHiE8EH
NERTFREE,
CEAENTEREE, Lt
EREMERATFRSEER
R4, i
App—Name.
Browser
Country., ERERTF
EFRIE (BF) KR4
E, #lsnUpload-
File-Size.
Download-File-
SizefClient-IP,

o]l

User-Name IN (John,
Kevin)

User-Name NOT IN
(John, Kevin)

ER/#X IS EMPTY

fah

B SLBEEXAEXEIFR
BEH

& John #1 Kevin 2
SMNYFRE B PSS,

EREXRBZFFAARHINT
(RIETE) B9EM.
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1RER

iR Tl fah

IS NOT EMPTY

KWELENETEIFTE ER/HX ISNOT EMPTY ZEHREIBAHIEETER/H
B, EERNERTFFR XZMNEML
BRBMAERE, Fln

App—-Name.

Browser

Country. ERERTF

EFRE (BF) LBN%E

E, flgn Upload-

File-Size.

Download-File-

SizefClient-1IP,

OR BRED—FEFEIEMY  (User-Name = Johnx ERFAEL John Frskay
73 true BYMY{E, OR User-Name = U Smith EEMBFEM
*Smith) AND Session.Logon =
Event-Type = (63
“Session.Logon”
pEF=

1+ NOT EQUAL iZ57, EAEWHFIEERANERN, BERBERNE HRENEERNERE. RYE

XPKRNE,

BEXNARNSIERIEERZTNNFAGEE, FEAAXIEREINEG XBERNBBRRENE,

EERERERIRIETE

EEFULE RN B EXRESEE, ARRE BR UEFEN.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

97



Citrix Analytics

n

11/20/202116:08:41 - 12/20/2021 16:08:41 N

(O PRESETTIME
H 12H

@® custoMm

From: [ 11/20/202116:08:41

To: [ 12/20/202116:08:41

EEREHIFAEE

BY ) 4hEE AP sE AT (B) R N AR P =R EIRZ R TR0

BN RS LUER I ESEE A EE SPE B EE X AV E .

ERER T AR SE R E IS o

Timeline Details

NO. 0T recorgs
260

240
[l
120 I
o

EEE

BRAINEEEXAREHNFAES. 7 DATA X, BESIINFLUEERAEHFAES.

ERERTAXAARSIENFARES

=/Cho

DATA
TIME USER NAME URL
> | Jan 20, 7-38:40 PM R Aae At STHEE www gstatic.com
> | Jan20, 73840 PM P s o & TR www.gstatic.com
~ | Jan 20, 7:38:40 PM O o TR www.gstatic.com

Client IP:
City: Amsterdam

User Agent: Mozilla/2.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML. like Geckol
Chrome/B5.0.4183.102 Safari/537.36 CWABrowser

Export to CSV format | Add or Remove Columns |

~  CATEGORY GROUP REPUTATION
Computing and Internet Clean Access
Computing and Internet Clean Access
Computing and Internet Clean Access

Client Port - 261
Country : Netherlands
Browser: Chrome
Device: Other

Operating System : Linux
Response: 0

Content Category @ Not Available
Domain : Not Available

Request: GET

Response Len: 0

Content Type - Mot Available

Category: Content Delivery Networks and Infrastructure

Upload - 654

Download : 0

ACTION

BLOCK

BLOCK

BLOCK

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

98



Citrix Analytics

AINSMIFRY SR AR ARPIRINSMIERY A B RSB R AV IR R, IEHITIATRLE:

1. B FRmsmER.
M
TIME USER NAME
> Feb3 75310PM
> Feb3 753.09PM
> Feb3. 75308PM
> Feb3.753.07PM
> Feb3.753.07PM

> Feb3 75306 PM

Export to CSV format | Add or Remaove Columns Sort By

- LA CATEGORY GROUP REPUTATION
adsbb.depositfiles.com Business and Industry Malicious Access
adsbb.depositfiles.com Business and Industry Malicious Access
adsbb.depositfiles.com Business and Industry Malicious Access
www.gstatic.com Computing and Internet Clean Access
adsbb.depositfiles.com Business and Industry Malicious Access
depositfiles.com Business and Industry Malicious Access

2. MIIRPERSRECHERMIETR, ARRE B

Add/Remove Columns

Current Columns

. TIME

. USER NAME

] URL

.| CATEGORY GROUP

7 REPUTATION

.1 ACTION

Add Columns

DOMAIN

CATEGORY

UPLOAD

DOWNLDAD

MRMFNRPECEERE— M HIER, WESMEHERPRIFRERZET]. B

= 4

G LUEE BRI AP NS TREE IR

REs

ACTION

ALLOW

ALLOW

ALLOW

BLOCK

ALLOW

ALLOW
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Mo BlgN, HIEMFIRBECHER TIME #3E=8, TIME 7IRMNEHXRDPEIR. EEENERER, BRABFPHSEH

—

1To

BE4SHE CSV X

RERERSLN CSV XHHREFEUMRSE, BE SH CSV R USHEAHTHEM CSV X,
tt 100K 17,

SiHH CSV 8 ThaES

DATA

TIME
> Feb3 75310PM
> Feb3 7:53:09 PM
> Feb3 7:53:08PM
> Feb3 75307 PM
> Feb3 75307 PM

> Feb3 75306 PM

SHRTEHE

URL

adsbh depositfiles com
adsbh depositfiles com
adsbh depositfiles com
www.gstatic.com
adsbhb.depositfiles.com

depositfiles com

Export to CSV format | A

R

CATEGORY GROUP

Busine:

Busine:

Busine:

Computing and Internet

Busine:

Busine:

55 and Industry
55 and Industry

55 and Industry

ss and Industry

55 and Industry

REPUTATION

Malicious Access

Malicious Access

Malicious Access

Clean Access

Malicious Access

Malicious Access

TR THERE RN AERRS, H5EMAR. EERNERFAMEZEEIT,

BF SHARE U PDF B THMARHRIRS. ZREEEUTER:

o ERIEERBRANEHEENEREN,

o TEFMEREERA, BERGEINANAE (28R,

o AT, GIMATEAHE. FESEENERRNEREHNER,

dd or Remove Columns

ALLOW

ALLOW

ALLOW

BLOCK

ALLOW

ALLOW

AT LAER
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NFEHER, RATUFTE. HaLFAGERENRERABTEEN, TR THIMHEERS. SN, WERATM,
B, ERUTHEIERNTMURERER, AINZARFNRE. 2, SUUEEPEENEMFAEEMFTE
BEIE. N TFAPMTENFMER, BREFIRBEANKE. BAlt, EXETHEFAARBERS.

Export Visual Summary

Timeline Details

ZHHF

HFEMTAHRBUIEHEMEFHIAI I, FEMERIE L, BRI EIINAREHHTHF. XEFRR
BREIETENE, FINAFE. BEAMEEUR URL, XEHIBTRFEIEE NEIERMN .
BRITZIIHE, BRITUTERE:

1. 8& “HFEAR

DATA Export to CSV format | Add or Remove Colgmns

USER NAME - AL CATEGORY GROUP REPUTATION
» Feb3, 75310PM adsbb depositfiles.com Business and Industry Malicious Access ALLOW
»  Feb3 75309 PM adsbb depositfiles.com Business and Industry Malicious Access ALLOW

2. M HFEART FIRPEE—T,

3. EFHFINF-AF (MLEX) JEF (MTEK) UNFIROEGHITHR.

4. 8+ Al

5. M “REKIE FIRPEES .

6. EFEHFINF-AF (MLEX) SfEF (ATHER) UXNFIROEGHITHR,.
AR

RS A LRI FIRMITHIF

7. BENA.
8. MRFRNALRIRE, FRE “BUR . EMFRFMETINE, BRE “28ER .

UTFREIET TS Secure Private Access EHHZFIHIF. FHRNEHEF (MEHIISFNINF), ARG URL
(RFBINF) HF.
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Sort By
TIME [+ ] x
Then By
URL [o] x

+ Add Columns

Cancel  Clear All Apply

s, &L Shift BRITLIIHE. & Shift EH R EFIAREUN AP S 4HEHITHE.

fEREFEBNER

EREER, EUUREENEN, LB EEETLEATONHKERNET AN ENE L. UTEnEES
—iEeRE:

o NMABIRERTGIE
o RV EHE RN 42RT 18]

WITUTREUREEBRSEIN:

1. EEFFRER SR RAE AT,

2. ERREDRAEIS,

3. MAPREREIELS.

4. BE “REEER

5. BERTREEEXTHHET.
ARIE
BREARZTER—. BN, BEFERT.

6. MRBEHEECHEMAR RXEREWRENEE, BEA TS FEHHRE Rl. BXFAES, 18

SFNIERE W RHE TR
7. BEREF

EEERTFER:

1. BHEERENER,
2. BERREHHET.

ZRFREREFNIER:
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1. BHEERENER,
2. ERBRENEREN,
3. BE BRRENER.

All saved searches (16)
NAME DATA SOURCE CREATOR CREATED ON LAST USED
> v Apps and Desktops_self_service_..  Apps and Desktops Nowv 11, 2020 Nowv 11, 2020
> Users_kunal naithani_2020-Nov-... Users MNov 10, 2020 Mowv 10, 2020
> Apps and Desktops_HP_2020-Oc..  Apps and Desktops Oct 22,2020 MNowv 10, 2020
> <script=alert{1)</script= Apps and Desktops Oct 22,2020 Mov 10, 2020
| 1 5earch Selecte ] Remove saved se

BENEREFNER:

1. BEEERENER,

2. BEERENEREANET.

3. RIEEHNEREHERE T\ FEER,

4. BE BHER > RF UEFNREERERNERENZTREFERENER.

5. MRBEMMBMERFEAENIER, BREATHX, ARRE ZHENFER>SFN.

MRAMBMBIRER, WERESEANFE. NIREERNFRBIGHRZT, WEHEHNERBERBSNERN
BRYE.

AR
o RETEWAEE T USRS ERFENIER,
o SR ERHRIFERFEEISHBAPHE,
NERETF QLB FHiH

BSIRE B FIAREITR, EAIUERRE SMEMAR XX ERERENEIZ,

RYELREWKRECEFTE. HELFAESFARRANLRIER, ETA TR, U, EXEZLHFBFHHERE,
flan, EELAEER BIMNEARFMNKE. 2% THEFEE, EXEHIERD, ErILUSEHIEN &M
SEMFTE. NTFRAMTENSHER, SREFIRBEANGE. BAlt, BEERHEFHE

ERFEREWHIEN ZHE F R

RELEREWN, BRINTANIKEBFEEREITR:
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1 % "RELR WEES, BA THBFEHHRE" &l

Save Search View Saved Searches
Save Search
Name your Search
test-search-query ‘
Schedule email report
Send to
abc@citrixcom X xyz@citrix.com X

Set up schedule

Date ‘ Monday, May 17

Time ‘ 1:30 PN ‘ Asia/Calcutta

Repeats Weekly

&

2. RINBREREUS A BIEE F Rk
AR
TR F R,

3. IREBTFHRFRIEH B IR AT E),

4. EFRRXMR-FX. SBANEA.

5. BEHRF

NEREFNERE WL B FHMG

MREBEAZAIREFOERENREB FERMHFRIXITR, BRITUTERE:
1. BHEEERENER,
2. BEEIENERTE, B BFHALER B
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AR

RETHREE I URHIEREFNEREIN B FERMTRIX,

Security Performance - - -
“ Saved searches
Filters Clear All
Name -~ ""

> DATA SOURCE

> CREATOR

All saved searches (77)

NAME DATA SOURCE

> Apps and Desktops,

Apps and Desktops

Settings Help Search
:
Sort By
CREATOR CREATED ON LAST USED
Feb11.2021 Feb11.2021 n

3. BRI X FERHRE R,
4. FNSURENSUR A BYRRF BB stk
AR

RZHFREF R,

5. BB FHRFRIEE BRI AT E),
6. EREEMR-GXR. BANEA.
7. BEREF.

FILERE W B FHRMF KX

1. BHEERENER,
2. BRIECLIZIRFREN, REHEE FRFHALXTY B,
AR

REEHFAE A UFLEEREFVERE W BFERFITR.
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All saved searches (2)

NAME

> Apps and Desktops |

> Access Control

DATA SOURCE CREATOR CREATED ON LAST USED
Apps and Desktops Feb11,2021 Feb11,2021

Access Control Feb04. 2021 Feb04.2021

3. BRIt X FEbHRE R,
4. BHRE

HRFAE

W A=UgEIkE “Citrix Cloud - 3@%0 donotreplynotifications@citrix.com” BB XIERE WIREHIE TR
ZIREVER PDF STRYHF, B FEBEAFRHRIETE 1T RIBFHIHIR S I8 B E XM EHREIRA %,

BREHREEAUTER:

o BEERBRRANEHEENRRER,

o BESHLYANAEE (3158

o MHEWE, PlNMNELE. FREEFEREFNEX.

e TARA R R A R A R & 5 IR

s MRERAGTLIHAMIRE Citrix Cloud BER, WEILER R N\ LA AL

« MRERAEFRIFFIINPRE Citrix Cloud BIER, MRAETE R WA EHITUATESD:

RANEREOHEERRER.

B ERMIE RN BRREERRER.

EEHMEERREFNERER,

SHAMBEHSERERTHN CSV Xt

EXEERABGNEER, E281 €12 Citrix Analytics WEER A G,
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Citrix Analytics

TikgE

December 7, 2023

Citrix Analytics {RIBEIRRIEINEERE R, &R LA S 78S B FHb4F1 Webhook #ZWsk B Citrix Analytics

for Security and Performance B9&3RiE50,

o ER{FEITNLETIZR
o ATEIRENN Webhook

feay g Rk sk B Citrix Analytics for Security BYZERA R F BB @A,

o RARAFEFEAR

BEFEbF D &SR

December 7, 2023

LEFosBE IR A BHNEER REN, SMEENEERKZIXEXNIIETREBH,
BE
AT LUMABLFE Citrix Cloud g1 HAbIE Citrix Cloud iHAisZEE A,

BEELSNEERARXEN, FEAMIIMNBFEFthitel2@ AR,
fERBEFERMEINATIR, ERILUAITUUTRME:

o SIR—NERALRRREEEIAN R EER B F R ERAT IR,

o —RBHFTE RS,

o PEMREIRHIEFEIE S EE .

o RIBEAVER (BRI ASMRIIERR) EEMEF B FHAENATIR.

SIZER @A &

ZeIREFEFRIAATIR:

1. 8% RE > ERIRE > BFEHFN KRB E > SIZBFEHTIR,
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Citrix Analytics

Security Performance Settings Help Search

End User Email Settings Email Distribution Lists

Search Create Email List

NAME MEMBERS CREATED BY MODIFIED

HE, BHAILRERKOIZEFEMEDRTIR. BRI ERBEIRRE, AEER BNEER #F. 2&
B FERA R HHE,

@ Add Condition

THEN DO THE FOLLOWING

l Notify administrator(s) N I

Select the email lists who will receive notification

Default Citrix Cloud Admin Profile Selected N l Create Email List

2. WARBFERMFEITATIRN BN ALATIRE AR,
3. ERALITEDURE R R AN B FER @R AR
o MR, EMERENES Citrix Cloud ZE#,
o EIBFEAMULRMAR . MREAMIFMERZINIAR, EEAILED,
4. BENERMABR, HEFE—NME, ARERAPIAFRH,
AR
TR LUBE B M ERERAINK B S MU AAMAR E. XFEME, BRFFNAFSAFH,

5. BERAF AR AN 70 B,

ADD MEMBERS

Add users from domains

Select a domain to search users

AzureAd N

Search users or groups from the domain. To add from multiple domains,
select the domain one by one.

all user X

G All Users +
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6. ERMFMESFATBHAR, BRARFP B FEptF it B 7 H@ifA R,

AR

RN REFEMEENATIRZ AT, BHERER LUMABLRRIMEINRA R B FEA@IRATIR, MRANE
MNERR R FHEREBIMATIR, WIZFIRIBLRIETEKERE Citrix Analytics BIEMER,

EA

Add users by email address

Enter email of users not available in the domains

test@gmail.com X test2@gmail.com X NS +

test3@gmail.com

Add test3@gmail.com

7. BE elEBEFEHATIR

EEMHBENATIR

EEEHETHABAATIR, BRE RE > ERIRE > EFHFI LR E,
%IUH BT ERIK P R eI B F @A IR, EFREFHFERATIRUEERGEHENRT IR,
TBREWFHEDRINSIEN B FEHEINATIR, EEA Citrix Cloud EE R B FEpF@EH EHEEH Citrix
Cloud tkFHREA. ELERPFIEEBRINTIR,

AR

S FRINBFHBHD LR, Citrix Analytics REFEXBAT BFHEENNEERANER. £F8 24/
RIFT—R. Eitt, MREMEERRBREFHABEMEIRT, WEKRKE 24 /83572 Citrix Analytics FEH,

50, w0 Citrix Cloud BB REAT BFHAHEH, MIEE 24 /\WEFREECEN, AR ILEEER.
@, R Citrix Cloud BIEREABFHFE, MITKFE 24 /)\EEELEZBCE,

£, REEEANMIABENATIREIERE Citrix Cloud tkFPHRBER T BFHHFENIETNTLEERAMBENER

s

pali

o

Email Distribution Lists End User Email Settings Webhooks

Search Create Email List

MEAT
Citrix Performance admmnistrators - default list 15 system Jun 5, 2023 302 P
Citrix Security administrators -default list 1] system Sep 3, 2021 208 PM
5 Fakshal Dol 17,2023 10:02 A

AlartDG
Applatfarm_OL Jul 25, 2022 93 PM
Avinash GRI event nakifizatian irigger May 8, 2023 218 FM

Foge 1 af4 L4 Braws
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B B FHpFRINAY &

EENBEFER M BIAATIR:
1. 8 RE > BERigE > B Fa@RATI%R,
2. BEEENVBETFEHFERATIR,
3. ERFHEENATIRD, EMFARAFAES, flEa. BRUUARINSMIERE R,
4. BEHEEFREES.

MR Fap @A T &

REERSEMREREKN B FEF@INATIRE, A EMERZTIR MRESFELERBEXEK, WEEETMXED

SREEHP PR B FER AR TSR,

ZIERE FERFBIIATIR:
1. 2E1%E > BiRGE > EFmEHATIR.
2. BEERFRBYEFERFEIRATIR,

3. ERFHHENATIRD, EEXKHRK,

IN USE BY 1 POLICIES

Motify administrator(s) if Suspicious logon

4. PERBGEITAHMERE FEEFBAATIR, MRFE, WAIURFRZER,
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Modify Policy & Delete Policy

IF THE FOLLOWING CONDITION IS MET

Excessive file downloads NS

@ Add Condition

THEN DO THE FOLLOWING

| Notify administrator(s) N |

Select the email lists who will receive notification

I Citrix administrators -default list, test-modified .. N | Create Email List
| Citrix administrators -default list 6 members
XyzZ 6 members
test-modified 2 members ‘
creating email profile test Tmember
a

5 BE “‘REEX, AEEREEBFEHEERATIR,
6. fTFRFERMF@EINATIR, AGRE BIER BT

FAFE#kiExr Webhook

June 26,2023

a1 LAER Webhook # Citrix Analytics ZEiRi@BH ZELFE 7 5\ Webhook URL MERIE =AM HER.
Webhook 2 HTTP EliF, RIERSRMEBNARFIEEENAREF ZBLIEAEEESE, ATERBMNZENE
EH, RAESESGRENKIIBR,

% Citrix Analytics fit R Z3RBY, XBXH Webhook i ZiRE S X X2 BN ARZFH URL, ZiRLL JSON fa#
Rz HTTP POST g PUT 3R &%, i, HAFARKRIETEH VDI BN ERE TR, BRILISE
Webhook ¥ &iki@E5 &% 5 &9 Slack S,

HEREEIZE Webhook AIFBNETERN FATEF HIRENCET @A, &0 LUK B SRENE MR PR R 2 XSz Citrix
Virtual Apps and Desktops ZBERIIEAE,

2172 Webhook E2& x4

21 Citrix Analytics L6l Webhook BEBEXX 4, ERITUTRIE:

1. &= Citrix Analytics.

2. IREEITANSS, B “BE” LUAE Security Analytics 3 Performance Analytics.
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3. EIEH, BE RE” > “BERIRE” > “Webhook”,

4. %#% 613 Webhook.

WEBHOOK PROFILE NAME

DESCRIPTION (optional)

Created for 125ting end 1o end functionality using palicies

WEBHOOK CONFIGURATION

Select the HTTP method and enter the Webhook URL of your application to post the message,
The Webhook URL can also include the authentication token of the destination application.

Method Webhaook URL

POST e https:/hooks.slack.com/services

Meszage

Compose your message in the format defined by your application for webhook. Learn More:

5. A Webhook WEE X 2 #RAIEAR URERBE.

6. EEMARRFH HTTP 757£# Webhook URL SRAZEERE S

== .
=

ZHE Webhook &% 2i&id HTTP POST &R & XM, &E AR FAZFH Webhook URL

FEESMIIESHE.,

7. MABXEELRXE Webhook URL EZIRHTH S, THEMEEHNIRA BT AR E XA JSON 5 XML

Eel. BXEZEL, H5E Webhook R,

8. (AI&) WNHEBRITERNE, AT UEESHRIESHRIAEMBEXREN, URHHReM L XTI

RBEF.
9. EWIF Webhook i2E, #E®E “Mik”,

ZA SR 1A Webhook URL. S B &EAIiRAE A, MRIEAEPARKIEMIAE,

" HBo

Webhook &&=

ATHRETESE Webhook LimA Slack #1 Microsoft Teams &5 = A N ARFE L EL4RAT G,

MEURE “Wia

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

112



Citrix Analytics

==,
AR

B xmamiRE Webhook URL #1 Webhook FrEEHECE , 1ESR%E =7 N ARF IS,

m Slack KEXEIREE

7z Slack L, EMREREERZATSTMAUTES:

MREE&HE Slack KRR, &R Citrix Analytics 8l Z— Slack 2R
SFRAERF, BAEN Webhook hEEHBIEZEN Webhook.

RN REFmELHEE T,

YERNNAREFN, BEREATREHEEN Webhook URL,

BXiER, B2REN Webhook NiTl,

> w N

~ B H B & X curl --location --request POST 'WEBHOOK URL'--header '
Content-Type: application/json'--data-raw '{ "text": "Test Citrix
Analytics Alert." }

i cbs-test-webhook 477 10:38 AMm
! Test Citrix Analytics Alert.

B I € & = = E ¢ ®

P + O ¢ © @ A

[ Microsoft Teams kiZZiREE

7£ Microsoft Teams E, EMWRELAFERZASTHRIUATES:

1. MNRELEHE Teams A, E7E Teams F8IE—1 Teams 4,
2. 6l Webhook %8s, H5H “CIEMNAXER” —XHhiEReSE,
3. $kEXx Webhook # URL,

~ fl B B 8 ¥ curl --location --request POST 'WEBHOOK URL'--header '
Content-Type: application/json'--data-raw '{ "text": "Test Citrix
Analytics Alert." }

! test 10:58
BON
ire

-
Test Citrix Analytics Alert.

<’ Reply

i
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Citrix Analytics

Citrix Analytics for Security (Security Analytics)

February 14,2024

EEEEFMS. EAEE. ERIWE ENEMEE ETENRE, SAPXEMLNATDAETEREL, BURN
NRHERBEFEL, BEAFPHNREERK. ITHAMAREREMRZEENEL MEREENAFFR, LN
Citrix Analytics ATLUBE X E AP 22 REFEX—E,

Citrix Analytics 2+4

Citrix Analytics for Security &#542#4 Citrix Virtual Apps and Desktops B/ . Citrix DaaS (UUaT#FA Citrix
Virtual Apps and Desktops Bgs2) B A #1 Citrix Workspace BFHI1T N, EREUEHERFIFHBHNAEEE. @
M. BN ARFNESETERSMXREUE, ATUERENENLE, FRNEEHITENTHRENAFR
2EM. LbIh, VEEFEIEZFHETUEMN A ERIRFERAF TN

Thae

o BT kA Citrix =RMEENFERNLE BXIFAER, H2H BIER,
o BT EANEEIRERTBRTANTENE. BXEAER, B AP ER
o EANSBFEIME MR EEXRBRICVNERTERFRITA. BXESER, H5H REMNEF.

o EXRERIRLHATRS MRS, WAFRTANFEENAIUTFENRNZ2ENEXESER, B 4
R IF{E,

Citrix Virtual Apps (ate jﬂs‘ Citrix Virtual Apps
and Desktops e ‘g and Desktops
(S fe

Citrix Endpoint Citrix Endpoint
Management Management
Collect data Take actions
Citrix Content Citrix Content
Collaboration Collaboration
Citrix Analytics for
Citrix Networking Security Citrix Networking
offerings - offerings
e
1EHIR

TR T R 2iZfiR EEEA XA HSSAKITHFARER:
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o AP RENENMRPAFITARINA R,
o ARPIBEIR: SCEMLEH AR BRSNS UK AP EHM T HHRES.
o WAEFIAR: CEMEFARIARNE. URL INAREFIIFRES.

o JHIRMFIEIE : L& Citrix Virtual Apps and Desktops B LUK Citrix DaaS B RiHIE#4s BB RiF
=2

o RS RIEBRABUERPRMANEENIETREIRBEXKRS.

ETREtA

o RHGER: FIAZRIMNTHRHREER,
o HEJRE: THR Analytics TR o
o HIEAIE: THE Analytics XTRBHURE. ZMEFERS,

o FrAfER: MEFBREARRER Analytics,

Citrix Analytics for Performance (Performance Analytics)

September 25,2023

+4 = Performance Analytics

e Citrix Analytics B9—I/= 5, EEEEBIRER. TR AL AR SmIF RN X R IEREEIT.

+ Performance Analytics i R4 8EIEIRE 22 2 T EEWA P AIRMEMZEMEEIRD, ERIRATEES
WA RS H UL AR P A SR E Rk By e AR 1B 5o

+ Performance Analytics ZFZiERBEMNRE. ©LETENMAHIEENMEEEIT. Eit, EaUES
MEHIE L EFIFR A SRR,

« Performance Analytics T2 HAFHERR, HREXLERRTAFHITHE, CRAET TTIREN LR,
LIRS E. RRGBE. ERIEERMEMMREET.

+ &g Performance Analytics, &RIUEHRMIGEIEIR, U/ FImIEM LR ERP HKiE,
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wn{afEA Performance Analytics
FA P 3tz AR

BRE#EEEFIRETSRIEMREN. SEERFERE. [BFRBWAIFEMERFEREXNIEREE, XERER
HREEXT AFPELE,

MREXFARFEDVBEFNEENZIEFR, AEMUNEEHINAREFNRENERSBERER, WERHFER
EEIR AT BN RN T R IR, 1A T ESEXA] LB B (G E S BB E .

BEIhEEMmEHR
EMZMEHRER R P ENBRENIETIOR. S—RER, “BFR” M “BihZRA" EHIIRA UEE X0

ERRNAAMHBE LR BRI,

 MRAPEREFEEET TR, RIERIBSNAPRERERLD, BEAIETHENEEMEEREFZE
BEENRIIHITENBETE.

s MREBBIZNRELEBHNER, BRANEEURELRMNERERE, FIEEZTFrERER BN I ENEET
Delivery Controller #ial#,

=
ERZEM D FEEIR Beidt TSR

£/ Performance Analytics, ERILURESHTIE, #ITHEHBMAR, HEFHNARFANSANRERSR

=]

7J|Jo

WEFMY
1. REENIIFEREE RN —XPFIH 22158 Web 1%  BXRABRNELE, 551 Citrix
Analytics RAER —

2. f&piAE Citrix Cloud kP A BEER SRS, BxM@EIE Citrix Cloud A HI¥4HIREE, ESREM
Citrix Cloud, %32 https://citrix.cloud.com Hf#ER&ER Citrix Cloud P E R,

3. Citrix Analytics for Performance AIEREFITRN = RiRM, BRI UMERMI~H &, a5 Citrix
Analytics for Security #R45E—i2. EiTiF Citrix Analytics for Performance, & https://www
.citrix.com/products/citrix-analytics-performance.html).

4. BIRR—PRMT 225 HEUEIR RS
5. MAMEFIAITEN _EZ % Citrix Profile Management.
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6. RLAFAFREN (EVEM) BRSSMIEEET, HEXTEMEITEN LRBEBNKE, EXFMAER, B
7 &AL AP BRI E

7. %A% AT Performance Analytics (9 VDA 3URIRSE RBRIE B R AFEITEN LER, UERMRSER
WESITENEXMIERERET, FINMHERMERAIHER. BXESER, B2 /1 Performance Analytics

W SR HERI SRR,

8. BA Citrix Studio FIHZEMERE, LTE “WENLI > “#i2” EHFPEERRRERERE,
BXEZER, EEH. BAHEET,.

9. WIRMATBIRS (B, WREEE) AR URL:

Iyl EEHMX R B X 5 TP REEERHX

Citrix Z5EA https://trust. https://trust. https://trust.
citrixnetworkapi citrixnetworkapi citrixnetworkapi
.het .net .net

Citrix Cloud https://trust. https://trust- https://trust-
citrixworkspacesapdu. aps.
.net citrixworkspacesapditrixworkspacesapi

.het .het

Citrix Analytics

https://api.was https://api-eu. https://api-aps

.cloud.com was.cloud.com .was.cloud.com

HE % https:// https:// https://
citrixanalyticseh citrixanalyticseheoitrixanalyticsehaps
-alias. -alias. -alias.
servicebus. servicebus. servicebus.
windows.net/ windows.net/ windows.net/

18]

1. &R Citrix Cloud, #&# Analytics BRSHM, ARRE B, BHATIEER Analytics =RAE &P BRI~

[=]
Afo

2. 7£ M4EE @R, EFERZTSNREN, BeERiEiA. MREEWX Citrix Analytics for Performance
&, ERAREEEEE.
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Citrix Analytics

Gain insights with Citrix Analytics!

Predictive and prescriptive insights into user behavior, application performance,
network operations, and user productivity spanning the entire Citrix portfolio.

Security

Performance

Proactively manage and mitigate threats
based on user behavior.

Trial: 2t

Gain real-time visibility and improve apps and
desktops performance.

Trial:

1. Citrix Analytics for Performance $T7 8= 2R P FIMER Performance Analytics BEHIIR.

Security Performance Usage User Activity (Preview) Q Type User or Machine name Advanced Search Settings. Help
Users Infrastructure Alert Policies
By B AdswenGows N imonth N
4031 Total Se:
QF Insights ® >
User Experience (UX) @ Inthe last 1 day
HDX Sessions
4 s w 223w
Total users 24.07% 3359% 287% 13.64%
Users with Excellent UX Users with Fair UX Users with Poor UX Not Categorized
e e @ No Zombie Sessions were detected.
Us, n based on Experience @
o @) Communication Errors @
@ Attect Session Avaiavilty
2 failures
[ ] [ | | I [ | I I
'] | ] L | "B n I I |
I [ |
- b = 1 - ]
- | 5 L
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MIEXEEMX AR EHETARS (APS) XN RAZFAMITHEZAIE BN Citrix Analytics for
Performance, &3 Citrix Cloud ZEBHNXIBNEZEE, BSH HIEEIEET,

M APS Xigliia] Performance Analytics, &P O Citrix Cloud FHERT AR IBXE, &= Citrix Cloud,
SARTE Citrix Cloud B9 APS XigidikiZfE P, B https://analytics-aps.cloud.com URLAFEE
89 Citrix Analytics =RS,

o II7E, YEERTARIPXEEAERER, Citrix Analytics for Performance £3$4ARAAEHFTER
BEHETTARENKE. BXFEAEE, BESRLUERE,

o AXTXEBKENMEERNES, BERARAZ2MA,

ECEBIRR
BRI LUER Performance Analytics SRIEMAMR RIA R, TIEERAXTMEF. ZRFERRAEASMMNIIER
FREEF, #aLUERLm.

Performance Analytics & Bzn#@ &89 Citrix DaaS (LLaT#FA Citrix Virtual Apps and Desktops AR$3).
NRERAHER,

« BE%¥ Citrix Virtual Apps and Desktops is=in N Performance Analytics.
+ Z17f Performance Analytics ERRERSMSEHEXMES, EEMMME M Citrix Gateway.

IR EIETR— PV BBEC BT B HY FUETR o
AR

« Citrix Analytics for Performance UkgEf7z &4 Citrix Analytics for Performance mii&Er BE
SIS R B E.

o FREHI—¢HFIE T3¢ Citrix Analytics for Performance BRSHIE IR,

AR5 ELE

WMERARSHBT, Citrix Analytics for Performance & LUARNBEETT,

ERALUERR B AEE SRS LT RRE, HEERREXT HREEFIR.
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Citrix Analytics

Citrix Analytics for Performance is operating under limited capacity due to service
interruption, You can choose to stay on the current screen or access the Dashboard with

performance data for one day for all sites.

EREENAT, BRRBNIREIE S A —RATE IR BIERIERIR.
TRWMER, ERSMEESEITZA, FrAMmESME T HEERRER.

= CifnX | Analytics 2 o

Security Performance Usage Q Type User or Machine name Advanced Search Settings Help
Citrix Analytics for Performance is operating under limited capacity due to service interruption,

Users Infrastructure (Preview) During this time you can access the Dashboard with one day's data for all sites in your
environment. Other filters, drilldowns, and refresh capabilities are disabled until the service is
restored.

Sites Time Filter
Number of Unique Users Total number of Sessions HDX Sessions 4

RDP Sessions 0

4 4 Console Sessions 0

User Experience (UX) ®
HDX Sessions

Inlast 1day : 4 20 720 Ozo

Total users Users with Excellent UX Users with Fair UX Users with Poor UX Not Categorized

EEFRE T miEtt, ABTS SRV ERFT—E.

Citrix Analytics for Security #0 Citrix Analytics for Performance &3

December 7, 2023

IFAET fERREER Citrix Analytics for Security B ETAEB EIBI L T iR,
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.

BEZRFRREIEANGERF.

HEXR B HIERHSE e,

+ Session Recording RS2 TiEEE,

« iEATF Splunk # Citrix Analytics INEMEEECE R

WIFERBFRNEERAF

July 12,2022

ERERER, EaieRFRREE Citrix Virtual Apps and Desktops
BP0 Citrix DaaS (L#122 Citrix Virtual Apps and Desktops Bgs3) A7 Citrix Analytics for Security £ 2
THEZBRRF. XEARPHINRAERINER, ERMIMNNAFRZEUTIIELETN anonXYZ (Hi “XYZ” &

AN=RITE S E

s AR

.

Risk Timeline

23 Feb, 2021

ososem 23| Add to watchlist

FARBBYiER
BRRAERA

HBhiE%= Apps and Desktops #iEiR

Action applied

CVAD-Geofencing
Source: Citrx WorkSpace

Defined Condition(s) :

& UserInfo

= "United States”

where EventType ="

Description:

None

Trigger Frequency:

Every time: Generate the risk indicator every time the event(s) occur.

Event Search

fia & Virtual Apps and Desktops &, SaaS E, HIRIEHEHEHE Citrix Analytics for Security,

Actions ~  Last1Month v

osospm @—| [[9o | CVAD-Geofencing Cust
22Feb, 2021
ososem (€23 Add to watchlist Action applied
Security Performance Settings Help Search
Filters
Apps and Desktops User-Name ~ anon Last 1 Week
Event Type
Domain
TME ~  USERNAME oy CouNTRY APP NAME (VIRTUAL) APP URL (SAAS) EveNTTYPE DEVICE 1D PLATFORM
Platform
> Feb23,3:07:10PM anon000 Bengaluru India NA NA Session.End version 10.16 (build 20b...
> Feb23,3:0414PM anon000 Bengaluru India NA NA Session.Logon version 10.16 (build 20b.
> Feb22,517:30PM anon000 Bengaluru India NA NA SessionEnd version 10,16 (build 20b.
> Feb22 5:17:30 PM anon000 Bengaluru India paint NA App.End version 10.16 (build 20b...
> Feb22 5:07:31PM anon000 Bengaluru India paint NA App.Start version 10.16 (build 20b.
> Feb22,5:07:29 PM anon000 Bengaluru India NA NA Session.Logon wversion 10.16 (build 20b.

LIRREIXHFRAFEY, {RAaERRAE:
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Citrix Analytics

o XERFRIE?
s REAFRARLEREEREERN?
o WNEIIIEEA]?
o RPTUX LR P ERIEIPLEIRE?
FEUTERT, &afE Citrix IT FEHEIEBRAP:

« AP EREBAHTNRENKEENBEF
« HAFPERRESMNIIENEER

ERBE AR 2N RN A
et AERF 28 Citrix Secure Browser RS 4% Web RARERF, XL AREFREER Web 3%
%, RIFENAENERZETARBHR G, BXFAES, ESHA 2208805,
ReRERNAEFERA Citrix DaaS WE&ZRIEWAE,
ZIE Citrix Cloud kR 2REE T LR KR, BEHRITUTRIE:
1. &= Citrix Cloud,
2. EREFKR F L, BE B,

= citnix A o

i 12 i @1 1339 0

Library Offerings Resource Location Domain Notifications Open Tickets

[View Library [Editor Add New | Add New | View All

My Services (13)

B 789
i

Analytics
. performance and usage ins

&

==
&

ITSM Adapter

Secure Internet Access

3. Z EENHEL, BRBEEAHHNRENEHENAIETF,
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= | CilTIX | SecureBrowser

Overview [EIVEUSES

+ Publish a Secure Browser

@ Gmail

www gmail.com

@ MySccurcBrowser
indianexpress com

@ Personal Browser

wwwgoogle.com

WMRAFEA Web 345285832 Citrix Receiver for Web 5 £5i418] StoreFront RZBREEHERE A BEHNE LTS
MEBRER, WiZBPMEHIEERE. Fit, Citrix Analytics 2 BFRETRESR.

MR A FIETREEHILE M Citrix Receiver 3 Citrix Workspace R 1251418 StoreFront B AREIEHERE
EHEMRERMIERMNAER, Citrix Analytics ¥izB P 275 StoreFront FisEMEF B

b, ERIRFZARRANARNEZRAR. MRLESAFEXNERITH, NERNAE/MEREE.

BPERREZS RIS
RESHWIENNAEER Citrix StoreFront 9—IiThae, ERTFEFEENEE. LIRS RESHRIE (ER)
F P B9 1E)AR PR
EWFARRTERESHRIENEE, BRITU
1. &zh Citrix Studio.
2. R Bl

3. WFENERE, HEESRIETPRESHIIERTS.

& Citrix StoreFront

- a X
File Action View Help
+=| x5 B
& Citrix StoreFront

Intenal network only

Set Default Website

View »
Details - Store |G Refresh
Details | Delivery Controllers | Receiver for Web Sites H Hep

Store -
@ Storefront using HTTPS.

Manage Delivery Controllers

Configure Unified Experience

INRBEEREZL FHRIEBAF EEHRIZRESHENNAEE, AR SHBRFESR. AL, CitrixAnalytics
SFAFRETRAESR, ERILBIEARMNASNEGEZRF. MRKESHAAEXNERITH, WEENBEMEE.
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R R RV A (2 4 R) L

April 12,2024

ATEBEMR Citrix Analytics for Security HEEIEEHRE, SEBRIT A ERERAP SN, EAESEBE
KEMAR RIS RS,

=L

527 wE

1 EE2EMAEMEA Security Analytics BIIEHRF]?

2 ERRENXIERE IFZIIRR?

3 EHIRRE T RERBERAER?

4 RE7E Analytics ERITFRESIBRHE A T iR
2

5 HIER LA PES RSB ARIERE Analytics?

6 BN AEFNKEEHESREHE Analytics?
AP EH#EE 27T Analytics WEBNIERTTAE L?

8 FAF 2% Analytics RIN?

07 1- E25E#A Security Analytics BYIEHF)

Citrix Analytics for Security 2—HEFITHRN™R. BXBEZER, BHEHE Nl

WE 2-EHN AR E S IR

T EXIFEZH Citrix Analytics for Security:
« %[ (US)
RUMNEXEE (EU)
« TAFER (APS)
RIBALPRERIMUE, ERIUEEFP—NEXEEMA Citrix Cloud,

B2, HIEFREEXEHIIFRLERIER. [#IBIR]((/en-us/security-analytics/data-sources.html)) 2 Citrix
Analytics for Security M B4 5o
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MREHARERZ IR RN EXIFHIMANT Citrix Cloud, MRS MEIRRIRENE R EH,

ERTREERERAEZZFHOXE,

BiRIR EXEMXZ 2 TERREAMX 2 HF APS Xig&Z 1%
Citrix Endpoint = = =
Management

Citrix Gateway (sith) = = =

Citrix B9RHEZR = z =

Citrix Secure Browser = b= =

Citrix Secure Private b= ES =

Access

Citrix DaaS (#i#rA = b= =

Citrix Virtual Apps and

Desktops ARs3)

Citrix Virtual Appsand £ = =

Desktops #<ith

Microsoft Active = = =

Directory

Microsoft Graph &z¢% =2 = z

KE 3-EHIMEE L HEMBERAER

Citrix Analytics RTRER B/ #hBTIEI A BEMBIB RIZIA P 2. MREHRB RSk EERINE@MAF S, BH

RENFRRBELEFREN RAER,

BEEMN

1. &mFRA Citrix Cloud iTiAE4 A FEEIRE, £ Citrix Cloud siE L, #1RFrE Citrix Cloud BRSS194%

FEEIIRTS.

2. WMBREAAHERE Citrix Virtual Apps and Desktops, M@sguigussaxinzl Citrix Workspace HECE =
B4, Citrix Analytics sBat& MMl Citrix Workspace Biks, BXELZER, BSH Ba TIEXHH
A RN FRAE A R

3. MRERUEEMFH StoreFront #E, 153§ StoreFront BRS8EZE H & Citrix Workspace B2 FEEE A
Citrix Analytics ®*RAF 2, R StoreFront lz45 1906 ES A, MRFEE StoreFront iR
28, Citrix Analytics #&FE M7 Citrix Virtual Apps and Desktops #UW B E4. EEE StoreFront
E0E, 5817 StoreFront sxk#y Citrix Analytics Service —3Z,
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Citrix Analytics

4. Citrix Virtual Apps and Desktops A~ # Citrix DaaS AR ML His S FEAIEE A<M Citrix Work-
space WA REFH Citrix Receiver, &M, Analytics FaMBPIESEWKRAPEH, Citrix Virtual Apps
and Desktops #1 Citrix DaaS #iE RiRfit 7 24589 Citrix Workspace 2R3 Citrix Receiver hi
IR,

5. EMBAGHNRENNRETRUBANEN, BERENRSRTER TNBRE KRE, FOAMERT, AL
BB, BXEZER, BEHEEEATHNZ 2NN,

6. WMLATXERMR, HANEIEIR:
« Citrix Endpoint Management #iE/R
« Citrix Gateway #ER
« Citrix Secure Private Access #4E&
« Citrix Virtual Apps and Desktops #1 Citrix DaaS #iEi&
+ Microsoft Active Directory ££5§

» Microsoft Graph &£

K% 4-Analytics ER BRI T FIESUIRBRHABE T HIELE
WRELRIMMELRIER, HFEESAENBATHIELRIE, MRFAMBRERIELIE, WAREEAIMERZEIERNA
Fo EXMIERAIEERIERBENR NI,

BARELETHR Citrix Analytics EEQBENAFRE4. REEAFP IMEAKIERN, 72BE4RXE
Citrix Analytics.

AR

Citrix Analytics A& Eah N IEBIIF IR PIREEUR.

BEAMBIERABRADN, BRITUTERE:

1. 82F “RE” > “WER > ‘R UBEBEXRUNHIER. Citrix Analytics 2 BshRIEEITH Citrix Cloud
MK BOER IR TR

Settings Help Search

ist 1 Month s

2. £ “BUER TEL, AMNBEREETHER R, RAERT, SEMELTXEARS.
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Citrix Analytics

BERT

Citrix Analytics 2 ERE R EBEIEIE,

Data Sources (i)

Content Collaboration Secure Private Access

Turn On Data Processing Turn On Data Processing

3. EHE Citrix Analytics A EMESEMGHMA£R £, BHITHHIE &, g, 7 Citrix Secure Private
Access bR £, BE “YTHHIELE",

Dt prooissing off E

Secure Private Access

Turn On Data Processing

4. FTFEIEAEDEES, Citrix Analytics BAEBIEBRNE M. MIE-REVRSEEONEIRLIE, & LURIERE
Bt Bl ErE A A P R EMEREIES.
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Secure Private Access

|."'3:' |

5. WFRBERINEBIER, HRR N PEENSBRAD.

0 5-3IER LN AP AR T EE 4 AR EEE Analytics

LA EahEREIERR, Citrix Analytics s MBIBRIZWAF B4, AR SIERIER ENITRLEE A eERE
o BN, ERWCRENAEFNKESIERNES, VAEFMKERFRBRHZE. EEHTHFELEX S,

=

AR

Citrix Analytics A& Eoh MEIIREPIREREUE,

snRE7E Citrix Analytics FERFIKIBRNEMAFEH, WARRA TR KL FEDRS.

Z103F Citrix Analytics REEWMIZKR T AR E4, BRITUTER. IERER Citrix RARFHISESRER. &
AILMRIBEAITIRE A EM Citrix =& ($ER) HATEMBER.

1. & Citrix EAREFMSERS.
2. PIT-EREINARER, flmeIEX k. TEXH. EEXHEmER .
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Citrix Analytics

- More Options

F~ Demo

€3 Items in this Folder 2 People on this Folder

[] SelectAll

citrix-analytics copy 12.p... citrix-analytics copy 11.p...

17 MB 17 MB

3. BN, elE— Test X3k,

Create Folder

Bdarmie

Test|

Dietads

Chiaeacner e 1000
Add People fo Folder
Yes @ No
Apply Template: !:‘:'
® Do nof use & folder template
Lise @ Todder templane

m

4. EE—EAXY,

citrix-analytics copy 10.p...

17 MB

citrix-analytics copy 9.pdf

17 MB

citrix-ar]

17 MB

iyt

®

Ty Upload

7 Create Folder

\
bl
T

£y Request Files

Bl create Document

E Create Presentation

B} cCreate Spreadsheet

@ Create Request List
» Create Note

Create URL
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Upload to "Test"

Drag files here

Browse files

] Cancel

5. HIFRS R APE)—LE3fF,
r_ Test More Options

©J Items in this Folder 2" People on this Folder

v

v, Download ) Share @ Delete © Preview «+ More
Select All Sort By Name

citrix-analytics.pdf

17 MB

Fmail me when afileis: |1 Downloaded from this folder [] Unloaded to this folde

6. ig[E Citrix Analytics, £ “$UER MELZEE “NARFMREE" M. Citrix Analytics kB A2
FHSESERNEFREHE, HREEREMIL L,
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0% 6: EINAREFMKSESHEEEHE Analytics
Fiehrzm Citrix Workspace [ f#2F 3 Citrix Receiver ZFimXEiim Citrix Analytics ZiZBFPE#. HAFE
X R P IR A SRR I AR F S ERT, Citrix Analytics T2 & IMAR, BIMITHRITSZIFNEN,

flgn, ERATF Linux 2006 SXE=RRAH Citrix Workspace MABEFA<¥% SaaS HAEF Bz # Saas NAERF
#5R B &1xE Citrix Analytics. Citrix Analytics ER&ZIMEAERTF Linux B Citrix Workspace AR
&) SaaS MAEFBIAF

SR E M

BEERATRUEESN B IR R A PS4,
« B-BHEEFIRLRLS Citrix Analytics,
s B-BPIHRFRBEHLXS Citrix Analytics,

« FER-ZFEHTERTEFIH.
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ERT ERTF
Android EATFIOS Chrome
ERT B Work- # Work- B Work-
ERTF Mac 89 ERTF space A space A space ¥ &EBTF
Windows  Work- Linux &9 2 - 2R - 2R - HTML5 89
# Work- space I  Work- Google Apple App Chrome Work-
space A #EF space Play #i2  Storei2 M_LREMAE  space
2 1907 1910.28% 2006 3E  HHSHh HHSFk  PESENS 2007 HE
=H HEBRE EEiRE =his PN PN HihR s ST
AER 2 Z z z z S £
RIEFR z = = z z z =
=IERBH = = = = Z z z
RIELR 2 = z z 2 2 =
MAEFE Z z z S z z 2
=]
MAEFE =F = 2 S z z z
R
XHTE 3 = =2 £ £ = 2
FTED & = = S £ = =
SaaSHA =& = S S £ & S
EFED)
SaaSMAH =& = & & S S &
B4R
SaaSMA = z ES ES ES £ £
2/ URL
S
SaaSA =2 z ES S £ & ES
BIMEAR 35 1)
SaaSHA =& = & S £ & S
BEXHT
=
SaaSHA =& = & & £ & S
BT
EM

RIEFHEERS, ERIESBRILITE>:

o YHAPFEREZFIEEES Citrix Virtual Apps and Desktops g Citrix DaaS B, EHRITSZIIFNEHS &
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&) Z#i, AFERERKTE Citrix Analytics R EM, Fld0, FEMNHEFE4-LZAEFBM SaaS A
#EFEoh. ERAERT I0S i Citrix Workspace i EEFEMEM, Citrix Analytics & EIN Bi2FB1E
f, BRI SaaS NAEREFEMENS. Alt, HRAFPEEAEINNARFN, NAEFBMEHTSERE
Citrix Analytics, ZB%MiZAF. B2, MEAFB5h SaaS MARERF, Citrix Analytics £k Saas
FREFBohEYN, BFRREZMZAFR. BXERWAFRNEER, BESH ZUWAF.

o RREFEN B NEHTSETTIEMERIE L. AXNACABRSTENER, B5H X TEE
o

il

AT RBAMNRAMRS, Citrix BICREATHEHE:

+ Windows fF: #EAERT Windows #9 Citrix Workspace R BIERF 1907 B = ARAEZ T Citrix
Virtual Apps and Desktops #1 Citrix DaaS.

« Mac AP : Citrix Virtual Apps and Desktops #1 Citrix DaaS f£/RiEAF Mac 1910.2 siE = A Citrix
Workspace [ B2 EZEI1R,

0 T-FAF B2 E EE Analytics (217 MWEBHERIE L

RITRE—REURRS 4 ERtEEES Citrix Analytics,

1. &=L, BE “BRER UEIBPRSERIE,.

2. ERBIERUEEENAERITEMES.

Self-Service Search

Sessions categorization Session Experience v

Endpoint Country  Endpoint City ~ EndpointOS — Gateway  Connector  Workspace App Version

3. EEESNAREFMKSESEHEXNESE, BMIIRPER NBEFNRE, EENER, ARET £%.
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> May91223AM
> May91223AM
> May912:23 AM
> May912:22 AM
> May912:22 AM
> May91222AM
> May91221AM
> May91221AM
> May91221AM

> May912:21 AM

BEXBEAER, BEH BER,

nE 8-DTEEAM T A

34.192.163.240

34.192.163.240

34.192.163.240

34.192.163.240

34192.163.240

34192.163.240

34.192.163.240

34.192.163.240

34.192.163.240

34.192.163.240

Create

Set

Update

Create

Set

Update

Create

Set

Update

Create

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

Last 1 Week v

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

YEHFERM Citrix Analytics BY, RASEKMERBHNAFRHBEEREAF SR L. EERBERTEAN

DepediEl, ARETEEEFIRLEEEEN.

1. g2F “AF BHRESN BRUAR $8%, UEE CitrixAnalytics RBBIAFHESIR,

User Risk Profiles 235 Risky Users

235 Discovered Users

#A High Risk Users

#. Medium Risk Users

5 8

«." Low Risk Users

& Users in Watchlist

13

2. ‘AR’ TTEETEE 31 RRLMBFAERFHTIR. EENERUEEXMIETELE R,

MREZNRENEAT 31 X, RARET—

ERERARAVFEEN 31 Ko

FHEIRHE, 1B - BESEELN. FRBEINEREAZ
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Citrix Analytics

||||||

® Inactive

MREBHMRINER, NRAEZR Citrix Analytics IMRGHRTHEINIT. SRUREN, SERNKIERESE.

fit% Virtual Apps and Desktops 1. SaaS EHHERIIEH1E

April 12, 2024

IHENEMENBREFNSEmE. SaaS EHUKIIE Citrix Analytics for Security @B EEEoHEBX LR E
fravidiz,

WEFMN

 WREEAAH Citrix Virtual Apps and Desktops, E& stk in# sl Citrix Analytics, AEMiL=RF
BERHIELE, NMREFERNE Citrix DaaS (WUaT#5A Citrix Virtual Apps and Desktops iR%3) , B
Mib s EERIERE, BXFMER, B2 Citrix Virtual Apps and Desktops #1 Citrix DaaS k&R,

o ERAPMNRIREERERIERREH Citrix Workspace i BEF S, Citrix Receiver, LUESEFERAZEE
Citrix Analytics. BXi¥4E8, &SR Citrix Virtual Apps and Desktops #1 Citrix DaaS #iEiR.

o EMEMKEMAITENEGHZE, FHETNAEFNKEFREFEENEE 7TV, BXEETENAFA
58, F5 TE

- Efi’k SaaS MAEFERN. SaaS AR URL SM1. SaaS MARFXH THE SaaS E4, wAafFERA
Workspace FEEER SaaS M ABEF. A SaaS M ARERF &1E Salesforce. Workday. Concur.
GoToMeeting,

- WMRRBEERE SaaS NARER, WKRNEEMNLH SaasS MARRF. BXIFMAER, ESHE WREFEIAR
SNAEFIE, BB SaaS NAREFR, BHEREAU T Z2%km:

* [R&IEINEMR IR
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Citrix Analytics

* [REHIFTED
* PREISAT
* [REITEH

- WNREFEA Workspace HEBER SaaS MANRAAEM, EHFHN SaaS NAEFZAEENIEER
23R

1. #®%3&m Citrix Cloud 1k, AFiER

-

Home
S 4 Sl &1 11505 @30
iz | =
ry Offerings Resource Location Domain Notifications Open Tickets
License & Usage vLibrary | [Editor Add New | [(Add New | [ view au | [ OpenaTicket |
Identity and Access Management
Resource Locations
Workspace Configuration
D’ 705
o 31 M 7 9!
Support Tickets & S B N By E9795
Application Delivery Content Collaboration Endpoint Management Gateway
Notifications nt Secure data sccess on any device Enable subscribers to Use corparate or S50 to SaaS, web and VDI pps.

System Log

2. T HFE AL, BEEZRATRIESRMH SaaS LAERF. Fl, Workday.
3. BEEKRS, ARERE R,
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« Library

All Types ' | [

4 offerings | @ Refresh

MyWor Manage s bscribers

o Edit
Cloud ERF Alternat @

Wianagement Delete :
Edit I
2 Subscribers
S
4. ERBENAER TEL, PHEIERLSMHNIP TE*.
« Edit App : MyWorkday
Click Finish once you're finished editing your app.

N App details

v Enhanced security

v Single sign on

5. WRFEFRUTREET,
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/N Enhanced security

Select the security options you'd like to apply to this application

Enable enhanced security

Restrict clipboard access
Restrict printing
Restrict navigation

Restrict downloads

Display watermark

0 I ]

Enforce policy on maobile device

Save

EXr)
REHRAR Citrix Workspace MEB2RH Citrix Receiver TixBHRLEE M &% Citrix Analytics Eitt, Citrix

Analytics T AR EEHRENBHERNICIE RSB, EXLRNAREBREENESZER, BSRAEARE-
CAS-16151,

212
RIRFHRTU TS B UL N BEFMKEmIREFRNES, HIIE Citrix Analytics for Security @F EfEEshiEU

XEEMG,

o XESEDNTRER B —LEAY A A 8EEIX Citrix Analytics. MMRERDIMANEM, ERIF Citrix Analytics

o ATHLA SaaS H, idEIU Workday ZAB#EFAFl, ERIUERTEXPERNERER SaaS A
EFRAA SaaS HH,

o KPER
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Citrix Analytics

1. Bap Citrix Workspace 2Rk Citrix Receiver LUsEER Workspace g% StoreFront

2. MNEREIRER Citrix Workspace B2, Citrix Receiver,

e
=

Ui mare

Password

] Rernemnber my password

Log On - Cancel

b Secure connection

3. #%32| Citrix Analytics,

4. BE BR, ARMIIRPEE NAREFNKH,

= | GilnX | Analytics

5. E¥EREYS, TF Account.Logon E4HEiE. BAZITUETEEHEMAER.

Apps and Desktops Last 1 Hour

Timeline Details
DATA Export to CSV format
TIME USER NAME P ADDRESS APP NAME [VIRT APP URL [SAAS) EVENT TYPE DEVICE ID PLATFORM
> Jul181139AM  avinash Microsoft Win...

s NAEFEE

1. Bzh Citrix Workspace M A#2F= Citrix Receiver LUAIE&ER Workspace 3¢ StoreFront
2. BEtERZENNARER,
3. #%3%| Citrix Analytics.
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4. 88 BE, ARER “NAEFNKE .
5. EIERTUEY, &F App.Start EHEIENHIE. BARITUEESMHFAER.

Apps and Desktops Last 1 Hour

> Julg 127 PM mintu k3 App.Start stagingstore Microsoft Win...
> Julg 127 PM mintu #Google Chro., App.Start stagingstore Microsoft Win...
> Juls12apPm mintu #Calculator App.Start stagingstore Microsoft Win.

. MARFER
1. XHBEIEX D StoreFront FEIITHE S,
2. #%32| Citrix Analytics,
3. BE “BE, ARER ‘NARFNKRE .
4. TRENEYT, TE App.End SHBIENKIE, B ZTUEESHFAREE.

Apps and Desktops Last 1 Hour

DATA Export to C5V format
TIME USER NAME P ADDRESS APP NAME (VIRT APP URL [SAAS) EVENT TYPE DEVICE ID PLATFORM
> Julgl3iprm mintu #Calculator App.End stagingstore Microsoft Win,
> ulgl30pPm mintu #Google Chro.. App.End stagingstore Microsoft Win,
> Julg129pPm mintu # App.End stagingstore Micresoft Win,

1. Bap Citrix Workspace R fAfEF sk Citrix Receiver LUAEER Workspace g% StoreFront
2. BEEIEE.

3. #%3%| Citrix Analytics.

4. B2F “BE, AREE “MAREFNKE .

5. E¥ETES, &F Session.L ogon #1 Session.Launch EHHIE, BHZTUEESEHFAE
B
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L
Timeline Details
| | 1
> Jul sh
>l nash gon
>l nash unch
o XHTH

1. Bzh Citrix Workspace A #EFFE, Citrix Receiver LUAER) Workspace = StoreFront
2. BEiENRHE.

3. BXHMEMKEEFIZIZAITEN.

4. %73 Citrix Analytics,

5 BE “BF, ARER ‘VREFNRE .

6. EHRMAEY, &E File.Download EHHHIE, BFZITUEESHFAREE.

Apps and Desktops Last 1 Week

DATA Export to CSV format
TIME USER NAME P ADDRESS APP NAME [VIRT.. APP URL (SAAS] EVENT TYPE DEVICE ID PLATFORM
> Julg@ 2:24 AM avinash File.Download |E-WM-6 Microsoft Win
> Julg2:24 AM avinash File.Download IE-VM-6 Microsoft Win.
> Julg@ 2:24 AM avinash File.Download |E-WM-6 Microsoft Win

o $TED
1. =zh Citrix Workspace #2738 Citrix Receiver
2. BEIEPRHE,
3. EARER EINKEMITENNITEN 1S,
4. %% Citrix Analytics,
5 BE “BF, ARER ‘NAEFNKRE .
6. T “BE mEY, TF T SHHOHE. BAZTUSEEHEAEES.
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Apps and Desktops Last 1 Hour

Timeline Details 13 Aug 2019, 14:00 to 13 Aug 2019, 15:00

No. of records
6
4

DATA Export to CSV format
TIME v USERNAME IP ADDRESS APP NAME (VIRTUAL)  APP URL (SAAS) EVENT TYPE DEVICEID PLATFORM
> Aug132:59PM anand Version 10.13.6 (...
> Aug132:58PM anand Session.Logon Version 10.13.6 (..
> Aug132:58 PM anand #0OnPremDeskl Session.Launch Version 10.13.6 (...

o IR

1. MEREEHE. FIa0, MREEANE Windows BINEE, &EF T8 &,

' Shut down or sign out v Disconnect
Desktop SigT\Eut

2. %73 Citrix Analytics.
3. BF “BE, AEEE ‘NABFNRE .
4. EHENEF, EF S ession.End EHHKIE, BAZITUEEEMHEAES.

Timeline Details

DATA Export to CSV format
Tive USER NAE 1P ADDRESS AP NAVE (VITUAL) AP URL[5AS) eventTree oevice D PLATFORM
> ulo13zem avinash Microsoft Windows NT 10,
> Jul9132eMm avinash SessionLogon Microsoft Windows NT 10.

> ul9132PM avinash #Stagingsite-2-Gesktop 55 Session Launch Microsoft Windows NT 10.

« SaaS WAEFENH SaasS AERF URL S

1. Bah Citrix Workspace 2R} Citrix Receiver LUsEER Workspace g StoreFront
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2. BEhiEw Workday 22889 SaaS A#ER, AE%ERF Workday Ti@m#sEEE. 1 Workday Hil K

e
AR

BRIRTE “EBRENREN” BoPEAT REISH &0, EXEZER, B TRFMF.

3. #%32| Citrix Analytics,

4. BE "BE, ARER ‘YAEFNKE .

5. Ei#ENET, &% App.SaaS.Launch i1 App.SaaS.URL.Navigation E{FavkiE. BHFIZITIU
EEEMFIEMAER.

Apps and Des|

%

IME -
> Aug9306..
> Aug9305..
> Aug93:04
>  Aug9259.
> Aug9259..
> Aug9 258

ktops

avinash

avinash

* SaaS WAEFXMHTED

APP URL (SAAS)

https:/ fwww.okta.com/workday/

https://www.okta.com/workday/

https:/ mww okta com/workday/

https:/ fwww.okta.com/workday/

https://app.netscalergatewaystaging.net,

1. $TENHAIEEEER Workday Bim,

=

AR

HRRTEIEENE2MMARERAT REFTE ET, EXFARER, BEALERN

2. %% Citrix Analytics.

3. B "BER, AEER "WRAEFNEE .

EVENT TYPE
App.Saas.End
App.5aas.Clipboard

App.Saas File Print

App.5aas.UrlNavi..

App.5aaS.Launch

Account.Logan

Export to CSV format
PLATFORM
Microsoft Windows ...
Microsoft Windows ...
Microsoft Windows
Microsoft Windows ...
Microsoft Windows ...

Microsoft Windows

4, riERTIES, &=F App.SaaS.File.Print E4MEUE. BHFZITUEEEHIFAEE,
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Apps and Desktops

Last 1 Hour

w Export to CSV format

TIME ~  USERMNAME P ADDRESS APP URL [SAAS) EVENT TYPE PLATFORM
Aug 9306 . avinash https:/ fwww okta.com/workday/ App 5aas End Microsoft Windows _..
Aug9305..  avinash https://www.okta.com/workday/ App.5aas.Clipboard Microsoft Windows ...
Aug93:04 ..  avinash https://www.okta.com/workday/ Microsoft Windows ...
Aug 9259 . avinash https:/ mww okta com/workday/ App 5aa5 Url Navi.. Microsoft Windows _.

>  Aug9259.  avinash https://app.netscalergatewaystaging.net..  App.SaaS.Launch Microsoft Windows ...

>  Aug9258.  avinash Account.Logon Microsoft Windows ...

« SaaS W AE MR IAIE
1. 7= Workday i@ £, $—EXAREFIERLEINER,
EE

BREIEERNE 2R OPERT REZMGIRARE &, BXFEAER, BERALEFRT.

2. #%%| Citrix Analytics,
3. BF EBR, AEEE ‘UARFNEE.
4. EETTET, &F App.SaaS.Clipboard E¢4rEE. B ZITUEESEHIEMES.

Apps and Desktops Last 1 Hour
DATA Export to CSV format
TIME - USER NAME P ADDRESS APP URL (SAAS) EVENT TYPE DEVICEID PLATFORM
>  Aug9306. avinash https:/ fwww.okta.com/workday/ App.5aas.End Microsoft Windows ...
> Aug9305. awvinash https://www.okta com/workday/ Microsoft Windows .
> Aug9304 .  avinash https:/ fwoww okta com/workday/ App 5aaS File Print Microsoft Windows _..
>  Aug9259.  avinash https:/ fwww.okta.com/workday/ App.5aas.Url.Navi... Microsoft Windows ...
> Aug9259.  avinash https://app.netscalergatewaystaging.net..  App.SaaS.Launch Microsoft Windows ...
> Aug9258 .  avinash Account Logon Microsoft Windows ..

+ SaaS WAEFXMHTH

1. 7£ Workday TiE L, BREMBEBZENRFFX, AETFHIZME,.
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AR
MREEENRSMEDZAT RBHITE &0, §XEFMAER, FERANERME.

2. #%3%| Citrix Analytics,

3. B "BER, AEER "WRAEFNEE .

4, riERTIEmS, &F App.SaaS.File.Download SR, BHZITUEEEHEFAEE,

P Last 1 Hour

Timeline Details

DATA

TIME 1P ADDRESS APP NAME (VIRTUAL)

> Aug12416PM

> Aug12416PM avinash

+ SaaS WAEFER

1. X “IfER” TiH,

2. %32 Citrix Analytics.

3. BE “BF, ARER ‘NREFNRE .

4. EEERNEF, TFE App-SaaS.End EHNHIE, BAZITUEESHEAER,

Apps and Desktops Last 1 Hour
DATA

TIME ~  USERNAME P ADDRESS APP URL [SAAS) ICEID
>  Aug93:06 avinash https:/fwww.okta.com/workday/
> Aug9305. avinash https:/ fmww okta.com/workday/ App.5aas Clipboard
> Aug9304.  avinash https:/ fwww.okta.com/workday/ App.5aas.File Print
> Aug9259.  avinash https:, w.okta.com/workday/ App.Saas.UrlNavi...
> Aug9259 avinash https://app netscalergatewaystaging net App.5aas Launch
> Aug 9258 . avinash Account.Logon

« VDA.Print
EEMY

TR RFTENSE G251, ESE Citrix DaaS ERFTENE N,

Export to

PLATFORM

Microsoft Window!

Csv farmat

Microsoft Windows .

Microsoft Windows ...

Microsoft Windows ...

Microsoft Window!

Microsoft Windows ...
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Citrix Analytics

ERRRITENE M, BHITUATRIE:

1. ERIEERNERMEMAVFHTENNN BEZFT XA X,
2. BE XM > 4TE) R Ctrl+ P,
3. 7 EEFTEIN b, ERERETEIN, ARRE ‘NA", ARTH,

« VDA.Clipboard
VEFM
EARITENSE 2 50, ESR Citrix DaaS /2 F 2 IR E N,
B SIMEREM, ERITUTIRME:

1. ERIEEARHEMXARIERT XA X,
2. EREEFHNAR.
3. AgERE 8% g Ctri+c

ERE R Session Recording Server ToixiEiE

July 12,2022

FREfS, Session Recording Server Fi£i%E#E| Citrix Analytics, Eitk, 7 Session Recording iisi£5H L&
FEIEREMNIRS R,
BRI, EHRITIATRIE:

1. ZEBENRIERHIRSR L, BTUT PowerShell &< I EE P imitENARR (CMID),

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid

2. R CMID =, EEEENRERRINUATERER

AR AR AR &

AuditorUniqueID Computer)\ FRE BWAZ® UUID,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\
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Citrix Analytics

AR AR AR A &

EnableCASUseAudi toCompubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE/
Citrix/
SmartAuditor/
Server/

3. ENRmNATARSS:

« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

iZATF Splunk #9 Citrix Analytics MNEMEHEERE &R

July 12,2022

Citrix Analytics I#EHIREFRT A

7£1&1 Splunk Forwarder = Splunk i3z ifigs =& TF Splunk 89 Citrix Analytics mEIfE,

B” > “UiBmN” T&2 Citrix Analytics IEFTLE.

RE

EARZ M Splunk FFEEFREERT Splunk &9 Citrix Analytics INEIRAY, BRI,

BE

\

EZ R Splunk IREARREEATF Splunk 89 Citrix Analytics IN#EM, BXZXIFHREANES, 18

£S5

Splunk =R _Ei& B R AR

BARERE %

&7 Splunk

£ Splunk Forwarder ¢ Splunk Standalone #FiEh L EMEREZATF Splunk B9 Citrix Analytics &/, &

7£ Splunk =4Itk EAREIR A Citrix Analytics FEfRIERIE,
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wE

ERRALCE, JBEEH Splunk $£885k Splunk IR IR ARIGIELL T EIN:
1. HRHRE Splunk SR KEEHF
2. #%33&E > #HiEmA > Citrix Analytics M. #R Citrix Analytics BEBE ¥ 4= 5 ATA.

3. MREBWAEETH, BETUTEWUREATHREEFESERT Splunk 8 Citrix Analytics fn#m
BXBEAEHIR:

index=_internal sourcetype=splunkd log_level=ERROR component=
ExecProcessor cas_siem_consumer

4, WMRERERIEMER, ERAT Splunk 89 Citrix Analytics MEBTUFRFTHATF, WMRERETHRIEAE
iR, AEERHATUTRRZ—:
o TEEEM Splunk 3718 5 Citrix Analytics Kafka iz BB, R @A ERATHAEIRE
SR,
BE: EEEMLEIE R LARRILEE,
o IGE > B > Citrix Analytics MFTHWEE ¥ A= R EH.
BE: MR Citrix Analytics BBEXHEMIAAT Citrix Analytics BEBBi¥E S, FIMAFE. &
B, NS, TENEREH, EXELEE, 2R 7 Splunk B2 Citrix Analytics mnEim,
5. MRELEM LR BEPHINTENRERHFERE—FFE:
a) 7£i8E > Bl > Citrix Analytics n#m B/ Bk,
AR

HIANBERT, FRERLT Z2RKES. BABRASERAXSZHE, Alt, BNERENEALE
5, FETRERESEREER,

User name *
Password *

Confirm password

Host(s)

Topic name * [

Group name *

) name providec he Citrix Analytics configuration file

Debug mode

Er e/Disable debug mode for madular inpl

More settings

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 148


https://docs.citrix.com/zh-cn/security-analytics/siem-integration/splunk-integration.html#prerequisites
https://docs.citrix.com/zh-cn/security-analytics/siem-integration/splunk-integration.html#configure-citrix-analytics-add-on-for-splunk
https://docs.citrix.com/zh-cn/security-analytics/siem-integration/splunk-integration.html#configure-citrix-analytics-add-on-for-splunk

Citrix Analytics

b) EUTUERIERNBRAE, HOERTEEMEIR:

$SPLUNK_HOMES$ /var/log/splunk.Filename
splunk_citrix_analytics_add_on_debug_connection. log

c) (Ari) FERAERAT Splunk #9 Citrix Analytics IMEF TR HAIEIXM A splunk cmd python
cas_siem_consumer_debug.py. WHEER—TEEXHE, HPEEEMN Splunk FEM
EROENEAGEE. B UEREAEEREERIR, AU THSEITH:

cd $SPLUNK_HOMES/etc/apps/TA_CTXS_AS/bin/; /opt/splunk/bin/
splunk cmd python cas_siem_consumer_debug.py

HEIRHB

ESEAT Splunk B Citrix Analytics IMETAEAXMAESR, ERIEKEIIUTHIR:

ERRORKafkaError{ code=_TRANSPORT,val=-195,str="Failed to get metadata
Local: Broker transport failure"}

IESRIRZ BT LR ) A 5 & 7 18 TE IR BUE AR AT,
ZIFER, BRITUTERE:
1. &89 Splunk ¥#& 285k Splunk i 3REH, BRFREIURIVARAE. ESEFENPE 5.2,
2. BITUTERUEKER B SPREASHIEIER = :
index=_internal source="x

splunk_citrix_analytics_add_on_debug_connection.log*" "
Authentication failure"

3. MIRTARBEPRLIMERMZHIIERZR, NIZLHEIRZEH T PEERPEUER AT

4. {E/ telnet SKATEMFE 5.c PIRBIMEILHA TR LB,

MIETF 2.0.0 BIRRAFHRI0 I

& Splunk #4888 Splunk JRITIFEH, YERERTF Splunk B9 Citrix Analytics MEBM 2.0.0 Z &IEIAR
AFRE B35 RN, FARERK.

BE

1. fipRERT Splunk B9 Citrix Analytics IIEMZEEHFRE /bin R TXHEMXGRE:
« cd SSPLUNK_HOMES/etc/apps/TA_CTXS_AS/bin

o« rm -rf splunklib
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« rm -rf mac
e rm -rf linux_x64
« rm CARoot.pem

« rm certificate.pem

2. EREM Splunk #&BH Splunk IRIHRIFIE,

%% StoreFront iR5533 5 Citrix Analytics ##%

January 5, 2023
KEeEiZEM Citrix Analytics § A% StoreFront k53285, StoreFront fRss28 %% #%) Citrix Analytics,

BXRINAEEEIRE S N\E StoreFront [RS8/ R, 1ES IR E/H StoreFront & Virtual Apps and Desktops
B,

CAS BEREFRIEPRENMREXPHRNEE, BXELEL, 152 Citrix Analytics Service (CAS) ER8)
Fo

ERRRIERLR, EHITAUTHRIE:

1. 7£ StoreFront AR£5 28 £, ping Citrix Analytics B9 £ F X g 2 LU StoreFront BR$3885 Citrix
Analytics RS 28 ZiaIMERE, Lthob, BRER HELESEMT,

AR
7£ StoreFront RS2 £, T LUBE EE ping KIS ERNAKR T ST Web XS8R RISET
XIS ALL % T3 Rt @ 1
2. 1 StoreFront RS BHFEAFHABTERUREAS, EXFHAATERNIFHAESE, BEHANE-
CTX139592,
3. IFEEMEERS (IIS) BEBEBHREUTARE:
9N StoreFront B F IS BRIAUE=T, W IS £E#EE) StoreFront b5,
« WNR StoreFront i U FEMIXEIEZFERRAERINGEST, BIASLSEOHEAN iisreset,
4. BITUTHSUSA Citrix Analytics 1&&:
Import-STFCasConfiguration -Path "configuration file path"
5. BITUTHLTRIESANILE:

Get-STFCasConfiguration
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6. R StoreFront i S FEMBMEFRRAERINGESAT, BITAGLSEL. BN 1isreset Bt
StoreFront #5s235%EX Citrix Analytics

7. MUUTIEFREY StoreFront ¥4 B E X 14

C:\Program Files\Citrix\Receiver StoreFront\Admin\trace

FELERABET, EAIMEEIZA svclog Xff, XEXHAUESHEERTITH,
8. fEM Microsoft RBREEFR/ITAUTHEE:
« StoreFront BE
o ERILSFABEE
9. EAEH, HfR casConfigurationManager 470 Citrix Analytics fRE 235 2 AT
[c#] ResnurresCoreWing
o2 Microsoft Service Trace Viewer- c:\program files\citrix\re:
File Edit View Activity Help

LDGLZFDI"i ! Search In: Non
Find What: casconfiguration * LockIn: All Activities
Activity | Project | Message | Graph ‘ Group By - (None)  Create Custom Filte
Activity # Traces Description

() 000000000000 2371 Certificate: CN=Credential Wallet Replication

Cerfficate: CN=Synchronization Service with
Cerificate: CN=CASWeb with thumbprint 34
Cerificate: CN=Roaming Certificate with thur
Adding certificate 16b77584-08d4-421e-891c
Adding certificate 638e43ab-be24-42b-ad2c
[CasConfigurationManager] Registering CAS
[CasConfigurationManager] CAS Integration i
Application_Start complete
[CasConfigurationManager] Sending CAS En
HTTP Request Start: GET http:/Aocalhost/(
HTTF Request Response: Status OK XML
< | i

Formatted | XML

10. w2 casConfigurationManager FAREH, BEITHE roaming site\folder hikFIEEN A=
# web.config x4

11. #web.config X, %3 casConfiguration 24, H#f% Citrix Analytics RS &EE A,
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[= web.config B3

56"

gSection name="casConfiguration" type="Citrix.DeliveryServices.RoamingRecords.Configuration.CasConfigurationSection,
Citrix.DeliveryServices.RoamingRecords.Configuration, Version=3.22.0.0, Culture=neutral,
PublicKeyToken= "B

r </configSections>
<connectionStrings />
<!-- Castle Windsor container configuration --:

12. &&= & T StoreFront RSZ 2889 Windows Server itEH L, ERFEREIUTRME:

« TLS1.2 BEF%ER.

ELBATUTEBESZ—:

.

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

BXINFEEE TLS ZREHIRFIER, E2E Microsoft stik,
13. MREFEAHZE Windows Server 2012 it8#, EHRERA Diffie-Hellman Exchange (ECDHE/DHE),
14, WiRrRET StoreFront ARS32349 Windows Server i+ EHSMEE Microsoft XiHIREIMEMRIGE.
5E

WBREAA R ER TLS/SSL ZEH, B/MFonieck TLS/SSL ZBREM., BAXxifAERARIKNES
=8, 15&% Microsoft >x#d,

Flan, WU EMRIGESTE Windows Server it&#H el A:
TLS 1.2 B im:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Client]
"Enabled'"=dword:00000001
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Client]
"DisabledByDefault'"=dword:00000000

<!--NeedCopy-->

Diffie-Hellman KEA:
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\

SecurityProviders\SCHANNEL\KeyExchangeAlgorithms\Diffie-Hellman

]
"Enabled"=dword: ffffffff

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\

SecurityProviders\SCHANNEL\KeyExchangeAlgorithms\ECDH]

"Enabled"=dword: ffffffff

<!--NeedCopy-->

AES-128/AES-256 %13:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Ciphers\AES 128/128]
"Enabled"=dword: ffffffff
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Ciphers\AES 256/256]
"Enabled"=dword: ffffffff

<!--NeedCopy-->

SHA256/SHA384 157

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Hashes\SHA256]
"Enabled"=dword: ffffffff
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Hashes\SHA384]
"Enabled"=dword: ffffffff

<!--NeedCopy-->

November 26, 2023

HER
FARBIER

#ugiRZm Citrix Analytics Kx#uEr Citrix BRSH™= 5o
THRE%Z. HER
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SNfRIANINEHE IR

FF Citrix Analytics /5, 12 WMRE L, EENILUSEIRFEARME Citrix Analytics 1, &, EHELLETSM
RE > BIERRANBER,

Citrix ADM t1F
ERMEPNEERR LRERENREZREERESZ D

8 GB RAM. 4 ik CPU. 120 GB #=fig=sial. 1 MEMNLEHEO. 1 Gbps &itE

fafEcet 2 EEE M Citrix ADM RIEH B e

FRE, ERLERMERE, ZREBNAE Citrix Analytics SEUEIEFOHHLFZENHN, EREFEEEH
HEEFES D TR,

ERAENRINEER A4

ERINREMIVAZEZ nsrecover/nsroot, X&BEERIARIEMN shell 274,

MRFEWMABERER, MAERRENNKRE

ERIEMNEERF LWKIERFES, FHEE nsrecover/nsroot iid shell iR =%, ARiETHS
networkconfig,

A AKRFERS URL FHIERS

RIBEAARS URL 3RS, EABEEBEARS EME,

MRFERIBITH SPRARARS URL REH, A4 sEEHRBAIRS URL

fEAEIE nsrecover/nsroot HRENEM shell iRTH, RERA deployment_type.py. LRIZER
WEEHRMAIRS URL MIBUE.

NMRIFRIS B RUERD

A LUM Citrix ADM BRSSIRENFRIVEGER, &R Citrix ADM IRSHSMEIMLE > RIE, ERER LSRR ETIR
B, EEREREED.
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BRI LRSS MIEES ERBERG?

BREREZD Citrix ADM {12

RENHEERATHIERORRERFNHKENSEFTLE, Citrix BNEASMEBRLEDRE— M,

=% Citrix ADM 32

£ “YuBR TEL, g Citrix Gateway ZBHMNS (+), AERBHARELMRE,

%, EAILIAE Citrix ADM GUI HSHE “ME” > “HI2°, AEBEREREURESMIE,
REREe AN REPRER MR

T, EBAEe

MREHARIDEMRM, HEELN?

o BREMAETLORRIEERM (BCE DNS),

WRIEE ERERBUEE,

HRIREEERBARS URL.

o BWRIEETARENKD.

AN, ENANERERSIERIETE

TRILITU TR BRI ENERTIEITER:!
o BAMAIERS, 58 Citrix ADM HSMEIMLE > K12, BOUELNE LEELMNAE, NRADETE
B, WRTHEEERRT. RERIET, WKEHAIBEIRRT.

o BRIREN shell BRHHBTUTHS: ps —ax | grep masMps -ax | grep ulfd,
MR A T2 ETEITTTo
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% | grep

gr
-ax | grep ulf

8125 .4

81.41 Ausr/local/binpython -u i Jtelemet ulfd/binnzaod . py
A:80.88 grep ulfd

o MBRBFAMBIZRIET, BETHL masd restart. BHFAETIPEFAIERE—LEE (1 H¥HER).
o WIGEMRERE, HBFEE /mpsconfig el agent.conf,

&EIZ Citrix Gateway 321
Citrix Gateway 325|203 Citrix Analytics &, EXNEEREEF LEEBET O

EAIUERNRIEN shel BRHRIEIRTEREBLEERAT 2. IRERELRINEASH, M /mpsconfig/
telemetry_cloud.conf sxtFHf turnOnEvent 2HUE&EN VY,

EZRIAKREN shell RRFHEBITUTEHS: cat /mpsconfig/telemetry_cloud.conf # % iE
turnOnEvent 2HME,

BFRNLXAT Citrix Gateway N\ JAS, HLTMLFERED

F2. Citrix Analytics RF#HE, HBRTHNEERTA FIRF > 188 TEPHEMN, 2EREIGE USTRE
e
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Virtual Apps and Desktops \i 14
WNEI R A SR AL IR

INREHENEAMIERE Citrix Analytics F¥IERAE, RERE R £, RBRE XAHIELERT,

Bt R NE Workspace & ik STA” BY, MIRKAK. HKZEAM

&9 Citrix Gateway #1 Cloud Connector Z B RREF/EEZ R, E#HITHIERLRR, B2 Citrix ZIFHMIRFL
ARy CTX232517,

BIEWE A LIFKFE X Citrix Analytics F9%58h

&arLLE Citrix Analytics i13gigts (HEA https://discussions.citrix.com/forum/1710-citrix-analytics/)
EiRiAFH S Citrix Analytics ERE R,

B2510R, BuAERER Citrix ID BR.

iR {RPE- IR TE i

Analytics 2Na# S IR B IFME S

Citrix Analytics M E B Workspace EFika9i& &89 IP #idk, Citrix Analytics FIFE=7 |P IR B iR

RUBMAFR IP st FREVAANMUE, HERTRIEERN, ESRENMUE (IPv4itut) @B nERRET,
HEMUNRTERRERH, ARR LA FIX L HE R /3 X E XAt SR SR A 1R A Rl 55 893t 75 B el

WSHPUENERERS D

Citrix Analytics FIF$E =7 |P IR BHIRRERMEF Y IP s PREVBFRNUE, ASHERT, GeolP RS
EBEEBS AT B EMEVIRTHEUE, B GeolP EHRMEBMABT LR, B, NAF ERIUEBRRESHB RN
(A= N

R4 IP GeoPoint xt, BEEINLIALIKSERY IP stk (IPv4 =& IP #tisit) £999.99%. MUBKEMS, E
EEMEAUEFR (AR, M. Hh. HEHRE) PRHEEEETF.

EMPLEFERT, MERWHETER

IR B BIERERMEEUR T IREE R BN AR, RETLUET AT A NERE BB

o BEIMX
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+ VPN st Ei&5E
o XiFsERIE/ER RS2

EXMERT, TiefER IP MBI ERHBRANMAE, B EBIRET Ef.

T #89 Citrix Workspace N AREFRAZH 4

¥ IP #thht B M %% Citrix Analytics for Security BY, #1EZR %3¢ Citrix Workspace M BAREFHREREEE
Ko BRELHFMER, BSIH EMER MR ARETAE .

EMPLEFERT, BRITFWEBSFAES

EEEMBUBEBRMES, BFEN MRATTANME BHUT#FAER.

Citrix Analytics ERHMHIBUBRSKIREAFNMUE? NAIRSHEIRN IP LB

Citrix Analytics /A E7F Neustar AR E RS RENFRRAMIBABERE EE—ITEBRQKK IPE
IEDE, ARFETRREEERK, #RXEEERGE, Neustar FHEZIZIERVEREFHH#ITRE,

GeolP RHtEFEMTERRAIRERNGEE. BBNZE, ARLEERT, BT GeolP HWEAEYE, GeolP HiERIE
AR

PNFIE S

April 12,2024

o BE WHAREHHNAFMN. MAREUNEEREZEREEMH. THEZ,

+ Cloud Access 22112 (CASB): M F=RSEAENERSREFTZ AN MHET WL LHRIERITR.
EiRRETEMERR, CASB 2&H MG LT LEEE, IR UEALIEERNBEMISHEN T 256
T EIEF.

« Citrix ADC (5f#2 Delivery Controller) : I F#HIBFOMNMLZILE, HEBEATHAIES—BHS
BNAREFRSRzIE. LEBRSBZENAHTE, HRKELVREEFNRLRFRMENRSY, THREZ,

+ Citrix ADM (MAERFRIER): EPXMEEE. IFNEHERSR, BERIUEEINTALEE. B
M ERERY B BREFRENNERS. THREZ,

« Citrix ADM 32: %5 Citrix ADM 5B OFIITERGIZ B TEENRE, THREZ,

« Citrix Analytics: BRSM™R (FHHzE) IRESIEHERTIEAITHUBNEIRS, FEEREBEHL
ERPNNAREFREED, RBNAMEHFSEE, THREZ,
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« Citrix Cloud: @I EfA=s &M (Kb, 2E8=. WEZHESSE) £/ Citrix Cloud Connector %
EERNER, THREZ,

« Citrix Gateway: E&7ZRHREMENNESTZITPMRER, UREBFENAEFNESESR, £
KREMIERO. aPERIEN SaasS 2. THEZ.

« Citrix Hypervisor: $t3{MAIZF. KEMRSB[ENCEMEBRIGHITT RUNENUEBFE, THEZ,

« Citrix Workspace R B#2F (Lai#RA Citrix Receiver): ZRIHHRE, AhETEMILE (BIESEFN. F
R, MABRM Mac) T4, ReMipRNARER. KREMKE. TREZ,

« DLP (BUEEXPF) : R —ARANRERANBRAARE, ATHNNR (XXH. BFH4. KiEE. NAERF
FHIEFE) PESNESHITHE, I, WRETUEFED. EAPHBINEEFHE. DLP TRARLUSE
RABE. IRE. PE EFEM. FCMINBEFRE, DLP TEZER UM A S SIENRERRIF. THREZ,

« DNS (R ZE%) . AFERERKMEZHBEZRAEER DIV (IP) #ithIMEARSS. DNS AP RAW
IE R ARBRET B BRERMHAVARRLRY P o, LAEIMLL, MAESSAERYIRUEIR,

o BUBRLIE: EEUIERP RSB IES Citrix Analytics A%, THREZ,

o HUER: @ Citrix Analytics R EIBN~ RERS. HIBRERTUEAIEIER, B EINEIER, [TH#
#%] /zh-cn/citrix-analytics/data-sources.html),

« RS H: M Citrix Analytics W EIEH IR MBI~ RERS. TREZ,
« RUWAR: ALRERBIERNAR S8, THREZ,
+ FQDN (£MREFHE): ATFHAI (StoreFront) #1526 (Citrix ADC) iAimMFEEIHZ,

o MEFS: —MEIESTRA, THAWEEZETRIAIR, REIMWEERER BIRBRERF. £=RE. WK,
REMIRE) NEERBAZNSEFIRAT. RAERKEANATERNZB CHEERBRA. KSR
RS T

+ Microsoft Graph 2£14: EHEFREMARKIBHMX, EHIREVEHEITREES FEENEIRMAHOL
Bl THEEZ,

o MBS RHUARRARZEFAEEAINMNRS. TREZ,

o RB&: WAFHNREEXHNBRFMEREN—HFRMGE. THREZ,

o RiStEmes: RIEEXARELTENEEIRILSRLEZENESNER. THREZ,

o KBTS shSE, RTAFREEETSTHEN SRS IT BMZARE S &R, THREZ,

o NERBtEIR: IERAPHLENNEITH, ATERERIAENOERH THRBIRERER. REERBR. N8
BFERBEAMUEERER. TREZ,

« BREMAR: LElRARITERRALERITANAR. THREZ,
o REDH: WNHEHITEEIM, BTRULAERNZEHER, FINREBAMBEMER. TREZ,

« Secure Private Access: ZIBRSEFERESER. TRFNNASHEERIIE MERAED, ULMHIES
m)iEHl, THEZ,
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Splunk: SIEM (Z£EEMEHEE) WY, ATFEYCKE Citrix Analytics FEREHRIE, HIRHEXBE
SRR, THEEZ,.

UBA (AFP1TASIN) . KAFESDNITASHEADMBESHEENIE, DINEENNERINERIESD.
BMyIR: EERFERMAREHNARHSEENTIR, THREZ,
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