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BIEN S HIIESLFI = BahAREINRE 14.1-8.50 REREARES, LR CTX579459 iRl L 2R,

20234 7H18H
FEINAE
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BENSHIIESEHIS BaiFREIMRZ 13.1-49.101 RESRE, LUEER CTX561482 gL 2R,

20235475 28H
FEIhREE

o BI AR FEZEF LDAP #] LDAPS
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Citrix Adaptive Authentication eI/ &1 8 F & EPIARSS 2812 it LDAP 1 LDAPS %%, BXELIFM(E
£, 1557 LDAP #1 LDAPS fa & F &R E R l.

[AAUTH-2067]
+ ¥/5u% AD 5t RADIUS fRS3528 F MRS B R L E

EIR R A LUEZE IR L 2R ARl f5in AD A1 RADIUS R385, BXELZIFMRER, FER IBHEEN
SHEIE,

BfEER-

+ NetScaler GUI Friip/ A BIER S50 IERC B A9 BE iR 5RBEH OAuth S IIERER,

[AAUTH-68]

BANEE
o NFBREMSHIRIESLS], HE&E6ER LDAP BEEXH (NetScaler EBRME) oy “MiAER" AR EER
BY, BNMEFEAIR) LDAP RSS2, EHSERMERARISIE,

[AAUTH-2111]

& BEMN S 7 JIEARSS

June 19, 2024
EEEEN MRS IRUTEET R,
1. REBENSHRIE

2. BLEBENS 7RISR
3. 73 Workspace ERBEENZHRIE

WEFM

o HBENSHIIESEFITE FQDN, Fli aauth.xyz.com, {BE xyz.com 2EM AT, Itk FQDN &
AR BIEN B IEARSE FQDN, EEESEFIRER. & FQDN 5 IdP E#IRSE S AE IP #hikhrsd,
1t IP it R FEGIE B B P IEL SRS,

+ A aauth.xyz.com WEIEH, EBHAEE SAN Blt. SUTEBFWIESZ,

o BENSMHIIE Ul A3z ERNEBRE, BEREIES, 555 BEFREIER.
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o 797ty AD/RADIUS BEERFERLE, UTHEMNEREAH, MREFRFELHIEP OEBEY, BEAEESEE
ﬁggo

- Citrix Cloud Connector - 5%i¥4i{=8, 557 Citrix Cloud Connector,
- Azure vNet XZEHE - GXi¥AEE, BESAMER Azure vNet SYEEFZISE S54RSS IR 2509
Ei%,

- RREMENEDIY (NTP) RS BUBENERE, EXEAEE, BSE NEERRNHSWE EHRSER
Do

ERNEI

o Citrix BNRARBAEMBEN S B RIELFISITERES, BREGREIMEENE AA (B1I AAuthAuto-
Config) WEE, GFIEH. XeFHBEENSHRIEEE, HEMAFIAR. MENE—H iR BT ERM
Fio

o BENEEERMSHIIELE LR SNIP siEmE MRS,

o MREF IDRXLA/NE, NAFSHIRIERK. EAILUEEN D 237 NEFE, REFERA set cloud

parameter -customerID <all_lowercase_customerid> &< NetScaler 32fj| k£
BITIRE,

« Citrix Workspace gk Citrix Secure Private Access BRESFis# nFactor BRB & M % B E1ESLf Lol
BME—ALE. Bai, NetScaler HgHEMHLEEERBFITXEBRNRERES,

o BNFIBEEXRERZEAFRERHITHN, MAREETEENSHIRIELA E#ITH, XREANESLF L
FiMERF 2B 5AFRRERYS, BtEREER.

o BB BIEN S HIRIELGIFRAFEN RTM M2, FrEF4&3H Citrix Cloud B2,

o XZIFETF Windows # Cloud Connector, IthrZF 3§ Connector Appliance,

o JIREE Citrix Cloud WIEZAHEBKRET Azure AD (BEMBEMIIESX), NEREBENSH
IIE (930, Device Posture 16%), MK BENSBIRIERERNFHRIESE, HEBENSHIRIESLG)
PEE SR INIEERK. BEXIFMAES, ESH & Citrix Cloud %E#E] Azure ADo

« XF RADIUS IRSBESE, HIGFEEESRFAE P bR RADIUS ARS323% 89 RADIUS Z i

o EYRIARAG, RAYFEAING ADM K18, EikR%#F Citrix Analytics (CAS).

+ NetScaler Application Delivery Management fR$SHER BiER S5 I0IELFIMESE . EM ADM iz
&, EHAN ADM RS, BXFMEE, BSREEEMNMER. Citrix FEMBEENSHIIERS EXR
B&. MNEXE, BEFHHM Application Delivery Management fR$SHIREXEEL BN E 4.

s MREEFKEFEETRE, WEENSHIRIELFTERZILBE, Hit, BINERABENSHIIEANE
feE,

s MREFEAE=FSHWIERS, FIa0 SAML, WMRKKFIFAERER, NWSHRIERTREREK, Alt, BNER
HELZERSHRIERERFMEMER, W NOAUTH, LUBEFIBERE,

o BNAEESREREREZERPLEERS, FEANERENEH. IRPRLEARIXAETER?, WahEE
CPU EMEXRNH, EEREHHEE, XARSSBASLHER. AXEHER, BHSM CTX222945,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication-service.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication-service.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/zh-cn/citrix-adc/current-release/system/basic-operations.html#how-to-synchronize-system-clock-with-servers-on-the-network
https://docs.citrix.com/zh-cn/citrix-adc/current-release/system/basic-operations.html#how-to-synchronize-system-clock-with-servers-on-the-network
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#connect-citrix-cloud-to-azure-ad
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication-service.html#config-backup-and-restore
https://support.citrix.com/article/CTX222945/how-to-enable-debug-log-level-for-syslog-events-on-the-netscaler

BiEN & HIEARSS

WNECE BiEN & A 1IEARSS
IR EEN S IERF R E

ERILUEBI LU T A A2 — iR B BN B3 RIER A R E.
« FEh#EA URL https://adaptive-authentication.cloud.com,
s FREBNERERHERER.
BB SMHRIEE, ERREERBENSHEIERF R H.
&

+ SMF Citrix Cloud > H4HRFIFAEIEE,
o T “BHWIE ETRN ‘BENSHRIE T, RHERSRE, AREREE.

HEBPR 2R BiE N S A I AR F FR E.
TERATEEBENS RIS RS E.

Adaptive Authentication

Complete these tasks to prepare and deploy Adaptive Authentication. About Adaptive Authentication:

(1) Pravision Adaptive Authentication instances
Provision Adaptive 3t nfigure with your netwark. ((7)) [/ @)

Complete this step before proceeding to the next step

Connect Configure Enable

Adaptive Auth policies Adaptive Auth

_ £a
(2) Configure authentication policies e

Create and apply policies for authentication, conditional access, device posture, and mare using the management console. With the Adaptive R (iepn based on

Gomplete this step before proceeding to the next step policies for conditional P —

such as device posture and network location to allow only autherized users to sign in to Warkspace.
You can also eonnect to your existing hosted identity provider en-premises or in a public cloud. learn
more

) Enable Adaptive Authentication for Workspace

Select Adaptive your preferred method for signing in to Citrix Workspace.

(w)

Complete this step before proceeding to the next step

Take me to i in pace Coni

(4 Connect an identity provider to access its user directory

Make sure the identity provider of the directary you wish to aceess for user lsokup and reseurce assignment is conneeted,

F$E 1. KERENSHIOUE
BHE:

xRS F A I0IEARS BB R P SR H U TRESREFM THEE, AFES Podio &%, A, Citrix B
BN S (IR AR LB E B &N S IR IESEHl,
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CifriX  Adaptive Authes

Cloud service from Citrix for Adaptive MFA

Thank you for your inte \pll\'e Authentication Service . To enable the service

Kindly provide your det hrr‘-)Mcnlllenzblrllror,\on! @ — - oo asem o e Chiix Guiveny commendfins intuthes.

WITU TS BKREE BEN S HIESLG):
1. Z BENSHEIE Ul £, #F&E,
2. NEENSHIMIBEFEEER,

+ Citrix Cloud Connector: 3 FXFEZLR, WU REARMMLEFIEEEESR. Citrix BNE
EREHREDZHE® Citrix Cloud Connector, HUEIS Azure EFEER Citrix Gateway #iE
., BAAKFER Citrix Cloud Connector i5iah BiEN B 38 E SR HI4RE M1/URL, a0, ¥
https://aauth.xyz.com/*,

B Citrix Cloud Connector Hi¥4{= 5, 327 Citrix Cloud Connector,
o Azure VNet 3% -%70ER Azure B9 VNet StEEIERIG B RS 25 2 (8 H0EE,

- HREHE Azure ITIEMKF RICEER.
- EEHITHERENERF VNet ¥ ABEE Azure VPN W%, BXiFAER, ESHE https:
//docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal,
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Provision Adaptive Authentication X
Overview Provision
Select your preferred connection for adaptive authentication.
Provision

® Citrix Cloud Connector
Use this option if you want to connect to your on-premises authentication servers using Citrix Cloud Connector.

Console access
Upload Certificate
() Azure VNet peering

Allowed IP addresses Use this option if you want to connect to your on-premises authentication servers using Azure VNet peering.

Manage Connectivity
o If you don't want data center reachability please use Citrix Cloud Connector

I understand that | can't change the connection type after provisioning is complete. If | need to change this connection later, | must deprovision it.

Provision

% Citrix Cloud Connector FIMAEEERE, FHRITUTIRE:

PITUTHE,

« 1% Citrix Cloud Connector &1, AGik+T “SKLBAMIL” E%E,
o B I0E, REREFREEEKIX 30 2%,

P

T EESRIERER, B REMEE R MIEER EMW IR BEN S HIE FQDN,

FIRE Azure VNet WEEE, BHITUUTERIE:

gNRi%ERE Azure VNet Y EEEFAER, WATRMLIETNEBEN S0 IIELRAINFM CIDR R, &
TR CIDR RAS 5 RALNHMNETRES

BXREMER, 1BS0 EH Azure VNet WEEEIGE 5 A 5 {5 101EARSS 25 A0EE,

3. RERELIGREANEEN S HIIERANKA, EFEERTHSIHRNRA ELIZEHNEIE. FAHRFR
B&o

a) 1T ITHIABIE FRER, BABFREE.
b) BET—%

=W

HiEfl AR RREIZNAFEREAS shel iBRNREN “BRAF” KR
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Overview

Provision

Console access

Upload Certificate

Provision Adaptive Authentication

Console access

Enter the credentials you want to use for accessing the management console of Adaptive You can use the console s policies for

User name

citrixadmin ]

A\ Username can't be changed after saving.

Password

All d P

Manage Connectivity

@ Provisioning was successful

4. AMBEENSHIERS FQDN H EHEHEHEX,
BN AFRRN SO IIERS F[BANEEFHNEEN ZHIIEARSS FQDN. 1tk FQDN &2 5] AFF AT
89

a) £ LHIEH BEP, WATHBEENSHRIEREHN FQDN,
b) BEFIEHREE,

o BIENSHIIERSZIF PFX. PEM. DER £E8EH, AFEELH,
o JEXREN PEM MIEBA IFHEBRHE, WFHEMIRHELER, Citrix BINRERIEBMFENE
FBHBENEEIRSI[/ES.

c) LHEIEBMEH,

=

AR
o EBRENSMIIELF ERERENER, HRESRSRIIEREE.

1. ZEFEENEMRIELA. 1. SME**xTE2EEFE > SSLxx,
BEXHAREE, B2 [BEDEIEB](/en-us/citrix-
gateway/current-release/install-citrix-gateway/
certificate-management-on-citrix-gateway/configure-
intermediate-certificate.html).,

o AERAHIER, NMERBEBBIRA CA ERB9IEFR.
o REEERBENSHRIEAR AEH#TIEBEEELEN. F7EEZERF LENRE, FANXEE

S8BF—H.
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Provision Adaptive Authentication X

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificate and key from a trusted Certificate Authority (CA). Ensure
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

Overview

Provision

FQDN
Console access

Upload Certificate

Allowed IP addresses

Manage Connectivity

@ Picase add DNS mapping for the FQDN to the public IP 5 0 541 s

Select the type of certificate you will upload:

[ PFX (Personal Exchange Format)

v

Certificate

Certificate name

nssvctesting.pfx

Password

@ User successfully added

5. EEGEBMNESR,

BERM S HIIEEHINAEEEET SHNIFREERRS, BENSHRIESFREETHEERE.

« |dentity and Access Management

Authentication  Administrators APl Access  Domains

Recovery

s and Citrix Work bscribers to sign in.

Set up the various ways you need your Citrix Cloud
Citrix Identity

Admin Sign-in URL: https://eitrix.cloud.com

Azure Active Directory

Active Directory

# Connected

> Not Connected

Not Connected

Active Directory + Token > Not Connected e
Citrix Gateway @ Connected e
Okta > Not Connected L
SAML 2.0 Not Connected .
Adaptive Authentication @ Connected .

6. RE— P ik, EIZMA eI LUAR BEN B RIEEREH &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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a) £ AW IP it REH, ASMEGBA—NAE P HIERERE P i, ERFISTERE P titeis
i®], RIS ARIFEREEER G/ [P i,

b) EHRMSA P #hit, BB EH “FHON7, N IP s, RERE TR . BRAE IP AT,
MRAET “e” &R, W IP it ASRMEIESEES, MRASRMEAARER.

Provision Adaptive Authentication X
Overview Allowed Public source IPv4 address
You can enter up to 5 public source IPv4 addresses from where management console of adaptive authentication can be accessed.
Provision
Enter IPv4 address ‘
Console access L
Upload Certificate IPv4 address
Allowed IP addresses tw

Manage Connectivity

7. MREEAEEIDERLD, BEE—ARRUE (EER), BIXLEMEATLILE AD 5 RADIUS RS2
IRIEEAETZE vNet SFERRE, WAL TR,

B 5 A BOA RS SUR IS L E 1% 221715 5 im AD 0 RADIUS RR$528. ERALLTHEE, ERFUEHEGH
AD/RADIUS BR$3 288 7Rz iBlig BT, Xi¥, MRFHBIEREETHETN, WiZREREMIRFENTR
B, B2, MRFRMUERRFEFH, WEERAILISEEAXLEFMBEHTRRLE,

VAR, SEFTEIR7 &4 AD/RADIUS WBIER S HIRIEREE R ERMATANZRUE, XAREZMER
HWREFHRT A,

a) 7 “BENSMRIE” BFRREL, B “EEEE
b) BWAFMIFMIE SHEIFENM R RUE,

=W

MRBER “ARRFREREATRRRUE" E%E, WREEREEEE FMIURES SR EH.

C) BE “FM, ARRE “REEZ

o RAairERA RFC1918 IP itk 7MW,

s BPEFINFRARUEMRSTHEMRE7 10,
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o ZPFRE LRG| BN FIRUE,

o AT FHAAWEEFRE,

« EENFNFKE, BHRNERE, AREH.

o MREEMBHAMBFRFLE, BSHN ‘BENSMHEIE ARREN “EEER BEDHFZ

#HBo

o EAUT CLI s HRMUERFFHMHERERMIRAR RE (BENS DL > 2%
B) HXRENFE S,

- set cloudtunnel parameter -subnetResourcelLocationMappings

- set policy expression aauth_allow_rfcl1918_subnets
<>

- set policy expression aauth_Llisten_policy_exp <>

Provision Adaptive Authentication X

Overview Add AD/RADIUS server subnet to resource location mapping

You can enter up to 10 subnet to resource location mappings.

Provision

Subnet ‘ Select Resource Location A ‘ Add
Console access h 8 ’
Use any available resource location for remaining subnets
Upload Certificate
Subnet Resource Location
Allowed IP addresses
AWS -USA -West W

Manage Connectivit:

8¢ y Azure -Europe -North W

Close " SaveChanges |

FEC BiE N S A E STl

TR 2. RERENSHIIERE

SRR B B &N 5 {7 IS

FEcseRlfE, BRI EEIFIRBEN S HIEEE IP ik, EaLER FQDN SENE P sthikihin BEN S IIEE
BIEH A,
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BERETR

s ERAUREMEER, FARSEEN—39, IEBEeRES. Fit, BERFEERERRIER.
o IREREESNTRNESES, BEEPXHER EHEMTAKRS B (B0, 77 nsconfig/SSL
B RHeE—NRImAISX S (nosync_cert)) , RRESNT S EM— EHIEP.

R BEN SR E R A

« 2/ FQDN i B BN S HIIEEREH S, BS8 ADC EEFRESRLE SSL.
o EFRLSNERIHARRIENSHINIE, BRTUTRE:

1. MGUIH “EEESMIIESRE" SOEHE IP thuk, AFFEXEERIAEZ IP i,
2. EREEEENBAANEEER.

3. BEHE,

CifriX_ ADC AZURE AA (100)

Dashboard

Welcome!

skip this section.

O

&

.

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has

Configuration Reporting Documentation Downloads

Citrix ADC IP Address

IP address at which you access the Citrix ADC for configuration, monitoring, and other management tasks.

Citrix ADC IP Address Netmask

255.255.255.0

Subnet IP Address
Specify an IP address for your Citrix ADC to communicate with the backend servers.
Subnet IP Address

Not configured

4. Bfn3l Configuration (G2E) > Security (&%) >AAA - Application Traffic (AAA - i B#EF
EE

V==X

£) > Virtual Servers (FEiRSE2R).

5. MBS HEIEREE, BXEMERRA, BESH S HEIEERET M,

AR

fEM IP bR BEN S A IIESLFI R EEM, WERE

HREENZHRIEE

s R HESERELERE, FHITEWNEER FQDN

BiIEHe, WBREAReRE. BN 8ENSHEITEEEHSRE FQDN, i

HRG 7 F EMHBNEIE P sthit,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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a0, MREMBEEN S HIIESRE] 1P 77 192.0.2.0, HENSMHIUELF] IP 79 192.2.2.2, M;

+ primary.domain.com ®JL{BR&4E] 192.0.2.0
+ secondary.domain.com R BRETE] 192.2.2.2

#1% 3. 71 Workspace BREBIENSHIIE

RS, Ea i@ B Workspace BB BIERN B % 1IEEE5 HEE AR E A Workspace IS 15183E,

0 Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances
Provision Adaptive Authentication instances and configure a with your P I network.
Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary Instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.
Complete this step before proceeding to the next step.

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

AR

Eit, BENSHWITREMTR T H&ihiR Workspace URL BY, #EE M E BIiEMN 51433 FQDN,

UEESS R

+ 4548 FQDN

o RHBRIEN F 71 IRIELFIRF R

o BUHTIRRIER BIER S 13 3 IE Ll

o BRANMXHREIAR

o {EM Azure VNet SELIEIGE S A S5 IIEARS B00ERE
+ BEX Workspace URL gigE#& URL

o EEEEMHNER

o fAHTFEE LDAPS BRI

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#config-backup-and-restore
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-load-balanced-ldaps-configuration

BiEN & HIEARSS

o BEMIIEREIBEBEN S RIIE
o SHRIEEERG

BRI BEENS 7R E

June 19, 2024

‘miE FQDN

INR7E Workspace BEB PR T BIEN S HIIE FARRIIESE, NEEHRE FQDN, BANIREIE S 510U

FiEA aedmiE FQODN, B2, MBERE, ErIREIESR.
BE.

o 121822 FQDN Z#i, &#fR# FQDN BRI IdP RikBRS 2 AF IP Hutlk,
o M OAuth HBgZE#%| Citrix Gateway MIIE AP L IUE S HRIEH ZTHE BEN FHRIE. FX
HAER, BEARSHEIESEAIBIBEN S RIS,

24558 FQDN, BHRITLUTERME:

1. R3S BEN S HEIERRN S HIIESZ.
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BiEN &3 1IEARSS

« Workspace Configuration

- ¥am L1 Avthentication  Customipe Service Integrations Silew

Workspace Authantication

Select how subscribers will authenticale Lo SIEN in 10 thelr workspace

Active Directory

Active Directory + Token
Azure Active Directory
Okta

Citrix Gateway

SAML 2.0

@ ~daptive Authentication

2. EE BT BENTREGRENEM, AREE ‘WL

Bf WA B, ITRXMRLAPNERRKREEN, HEAEBXEREENSHRIEZH, FaEREEN
SMIE#TENIIE. FEit, BiETHEFIERAEX FQDN,

3. £ “EEIEH BEF, X FQDN,
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o Overview
o Provision

o Console access
@ Upload Certificate

@ Allowed IP addresses

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

ex: aauth.xyz.com ‘

@ Piease add DNS mapping for the FQDN to the public IP

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ]

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

4. BEREES.
EBEER:

NR4R4E FODN, NER B R EEIES,

5 BRERBENSHRIIENHNER PR 3), BREABEBNSHEIES %,

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

6. BE Rl

HEX Workspace URL =& URL

BE X Workspace URL a2 & 6 /A B 2 E MR IA R &R Citrix Workspace R fE. P AT AERABRIA
Workspace URL 5B E X Workspace URL =i@#&iia] Workspace,

ZEBBENX Workspace URL i URL, #HITLATIRIE:

1. BEELMNBEXER. BXFAES, BERREEHNEEX S,

2. ERS5 Y RN E X (AAuthAutoConfig_oauthldpProf) #BEME A% ID. ZEHAMZREBEHN
OAuthIDP EEBx¢ ¥, EEER URL FRl, BXi¥MES, ESRAEE OAuth HIEMEIE S,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16


https://docs.citrix.com/zh-cn/citrix-workspace/configure/configure-custom-domain#configuring-your-custom-domain
https://docs.citrix.com/zh-cn/citrix-workspace/configure/configure-custom-domain#configuring-oauth-policies-and-profiles

BiEN & HIEARSS

il
LRTBEL B S

-add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf

-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod
ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https
://accounts-internal.cloud.com/core/login-cip"-audience zzzz -
sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol -
rule true -action AAuthAutoConfig_oauthIdpProf

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol
-priority 100 -gotoPriorityExpression NEXT

FECE M

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf_Customl
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod

ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https://

custom_domain/core/login-cip"-audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol_Customl
-rule true -action AAuthAutoConfig_oauthIdpProf_Customl

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol_Cu
-priority 101 -gotoPriorityExpression NEXT

BgE:

« OAuth SEMREXHHBENSHRIERSEREMEIE, ALk, Citrix Cloud BRI EHEIERM
BNEFIREH. EAILM ns.conf XEFHREINZNZH, BolE OAuth BBEXH, HAFERINEZH
HREA CLI s olER B X%,

o T AfEM NetScaler AP RmE e OAuth BtE 4.

LHEEN S IIESL BRI

ST LHETuE R mERE, AJLUERFARIIAEIFE,
5E:

B BEN S HIRIERFIARKAREN RTM i, FraF4%&H Citrix Cloud &2,

1. ZEENSMHEIE Ul NRECBEN S HIIESLFIHo S, BHERSIKE.
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Adaptive Authentication

omplete these tasks to prepare and deploy Adaptive Authentication. @'j
Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.
Secure Management Access

Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signin in to Citrix Workspace.
Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuratior

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assisnment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. BE WAL
3. EEFAREI B HATETE)

Schedule Upgrades

Sal tha tima and day Tor Tuture upgrades 1o Adapive Authent

Upgrade scheduled successfully,

Sunday M

At this time: Selact time rone:

09:00 AM America/New York N

BUHTRECIERY B &N B {7 ISR

FEUTERT, B Citrix TR, TF 5 LUEBUHTRES BiER S HEIESG.

o BENSMHIIEEFIAFRSR (THREHIALZE), REXMERATEFZRE,
o MREFFABAM VNet SHFRATNRBIER SR TAE Ko
o MREFEFE VNet WERIAERF T HIROFW (FRMSHEIEDOK Azure VNet RBIE M FRIAZ) .
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AR

BUHTECt =MIBRSAINECEE (. Flt, EBUEMEREN S MIIESLFZa, EUMTFEHAREED I o

BECHECBEN S RIIEKA, HFRITUTERE:

1. EEENSMHIE Ul NFRECEEN S HIIELFIE S H, RHERSIEH.

Adaptive Authentication |

omplete these tasks to prepare and deploy Adaptive Authentication.
Schedule upgrades
(1) Provision Adaptive Authentication instances Deprovision

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.
Gomplete this step before proceeding to the next step

Take me to authentication in Workspace Configuratior

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. BE “BUETE.
AR

EBUETER Z /1, JETFF Citrix Gateway 5 Workspace Bt &%,

3. WAEF ID UBUKEE BERN S IIESEH,
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Deprovision

Are you sure you want to deprovision adaptive authentication instances?
Confirm by giving below information:

Customer ID

l:] | understand that all Adaptive Authentication resources that Citrix provisioned or managed are deleted, including Citrix-
managed VNets, VMNet peering, public IP addresses, and gateway VMs. No customer-managed resources are affected.

D | understand that deprovisioning Adaptive Authentication deletes only resources that Citrix provisioned or managed. My
customer-managed resources will remain intact.

l:] | understand that deprovisioning is going to remove configuration as well as the configuration backup of Adaptive
Authentication instances and | confirm that | have taken the configuration backup for adaptive authentication instances.

BRAXNMXEZ 2R

1. ZEENSHEIE Ul NTRECBEN S HIIESLFIHo S, ShERSIRE.

2. BF “w2EEHE,
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Secure Access to the gateway X

Generate a private key to secure access to the Citrix Gateway command line interface.

Keys should expire in;

4 hours SN

SS5H Private Key

Use this key with your S5H client so you can connect securely with the gateway.

( Generate and Download Key )

3. £ AN HARd{alR, &R SSH BIRRS HISL4RET 8]

4. 8FE “ERHTHENR
S5 T8 SSH AAHLUEER, ANZERENAXAGEFA2ER. BRHATAFEAAFE authadmin
BEREEN S HIIELG.

MBRBH FAXNITH, BB TERH TH BHREFNZHET, B2, REF—MEHANATEDRES,
5. #&# Done (5E/).

BE:
o WMREE Windows EER PUTTY E&FIBEN FHIIESEG), NI THNMABHHAEBRA PEM,
BXIEMEE, 1H2F https://www.puttygen.com/convert-pem-to-ppk.

o BIERUTHLET MAC £insiM Windows (ks 10) #) PowerShell/s <R R F@EI LiniERE
B BEN S RIESL A
ssh -i <path-to-private-key> authadmin@<ip address of ADC>

o NRFEAD BRIFEBERSHIIE GUI, MATEMIIEAFEBEERAME LDAP A, BX¥4MER,
5217 https://support.citrix.com/article/CTX123782,
SFRREEMEE, Citrix BIUEERBEN S GUI AR CLI &%,

£/ Azure VNet SE B IEIGE 54 5 ()10 I AR 53 88 AV & S

DOEBEELRME N Azure VNet JWEEEN, ARFIGENEE,
AR

NREFERANEE=7 IDP, @1 Okta. Azure AD. Ping, NAREZEEHITIFE,

1. & "“ExEENSHIIEU” £, 8& “Wic, AERE “Azure VNet 5437,
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Provision Adaptive Authentication

o Overview VNet peering
1. Associate the Citrix managed service principal to your VNet

0 Provision The Citrix managed service principal s the application identity of the Citrix VNet in Azure. Completing this step alows the Citrtx VNet 1o connect to your on-premises network through your Azure VNet. To complete this step, copy the service
principal and assign an access role to it to grant access 10 your VNet.

® Consoleaccess Citrix Managed Service Principal:
T21d741-5664-4512-3a14-98cc 9112928
0 AddFQDN Copy service principal

o Allowed IP addresses
2. Add your VNet

Enter your Azure tenant ID and then click Fetch 1o retrieve your customer-managed Vet resource IDs. From the Azure portal, your Azure tenant ID s located in the Azure AD properties of your Azure subscription.

@ VNet peering
Tenant ID

3.Select aresource ID
Select the resource ID for the VNet that you want 1o peer

Use Azure VPN Gateway
Customer managed VNet Resource ID

Select a resource ID

e IP addresses successfully added.

Citrix RERS £ FEREA Citrix HENEFBIEMN Azure RS TAMNNARERE 1D, RSEAEZANF
Citrix 3§ VNet xyZ WA 0 23T M FE9 VNet PR/,

EAWIRETAERINEFEF, TRUESNEER HEFNLREER) SIUETTUT PowerShell &<%
SPN i#mEIfERF, tafER CloudShell,

Connect-AzureAD

New-AzureADServicePrincipal -AppId $App_ID

Heh SApp_ID 2 Citrix £Z#9 SPN R FB#EF Do

o AERIISHLEE - MU ARTF RS EHARS EEETT.

o EAVILARS AR Azure VNet WEEE, EFURNERER (FRTE/EER) 40 VNet
wMN WES5E At, ZReyAEEET Citrix 3£ VNet,

« SPN 2AF X8k Azure Fagy Citrix EBIAMEBHME—IRIRR. & SPN 5 VNet xBXFIfE Citrix
ML&iEE Azure B9 VNet E#51% P YA RILR,

2. Bl VNet WEEHIE,

o WABTRIESBIIERF ID, AR%E Fetch (BB,

BRER 7 SPN ARIMMKSEE A BaRiE VNet IHRE P &0 VNet R ID. MREFE VNet, iR
FIENS RIERETHEEXESE,
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=W

BXMAEHRB, ID BEMAEE, iE27 https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-how-to-find-tenant,

3. %8 (£ Azure VPN W% 3§43t 4EEEER Azure,

4. EEFE VNet HR ID o, EFARMRANEFELERN VNet, ARSEE o
VNet B NEIRP, RMEPREH “#HITH7, HPTERNFEER, RKEKLEA S

5. & Done (/).
6. REHITECE, AR TE RE BIEN Bk,
B5E:

o ATEREE Citrix & VNet MMM Z BN, AIAESBERNEIEBERIBHASEAERHAM, 1L
BimeEmE Citrix 3£ VNet,

o —RRBERM— VNet 53ZF W, BEifRiFE1 VNet 3%, ErRILMIER VNet WWEEIEHRIER
ZoIgE—1,

0 Adaptive Authentication is now connected
AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and configure a with your on-pi It network.

Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace

Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

EEENMIEER

Application Delivery Management iR 3t BERN &3 WIELFIHITENERE, BXFMAER, BB SHMNEER

NetScaler 3£l
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1. 7= “Application Delivery Management” ElikE, #HER,
2. SfinF Bz > Lf HinE &S

AR

NBEEEEIEHNANIRS, 1E8EF Application Delivery Management iR, BXFHMER, ESHA A

o

LDAP #1 LDAPS 1 # & E Rl

Citrix BIER S5 IS GG f 8 & R AR S5 288 1R it LDAP/LDAPS %245,

AR

WEFN

WNRE&H R LDAP/LDAPS MM E T, 158% R LDAP RSB 6IERS RS SE, FAXATRERT
H &N & 7 1@,

WNR1ETE LDAP RERHETE, HEIB— M IRSEAHGHEEE AR T ERSMARIRILARS.
ERAHTEEMRSRHTRHIIEN, BWHIRIE LDAP RIERRMNAHTEEIIRSS S IP #ulk, MR
ERPFrAY LDAP BRS5 28 |P sudit,

BINERT, TCP HMBHEDEOIRIIRS. E£BENFHIIE NetScaler LI L, NREEA TCP i
M2E, NWIZARSSERINRIEA UP,

EHTEM, BIWEERBEEX BN,

AT EEMRSSENTAE IP ik (RFC1918 thiih), ©RILUZEN IP stihk, FEvitbitihtAFREEE,

18T LDAP ARs52%

T LT LDAP fR38:, QIRIRSAHBEBEINHTEHEMRSE. FENAHTE LDAP RS S[EIER

o

& NetScaler CLI #i2Z LDAP:

ERILUER LT CLI 859 fENECE LDAP &%,

1. add serviceGroup <serviceGroupName> <serviceType>

2. bind servicegroup <serviceGroupName> (<IP> | <serverName>)<port>

3. add 1b vserver <name> <serviceType> <ip> <port>-wmAFN 389, tixOAF
AEE(S, BIEANRSARENHRO, BT SSL EER 4RSS 25,

4. bind 1lb vserver <name> <serviceGroupName>

5. add authentication ldapAction <name> { -serverIP } <ip_addr> | {

-serverName <string> } } <1lb vserver ip>
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6. add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

7. bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

£/ NetScaler GUI &ZE LDAP:
1. SME “REEE” > “GHTE, ARRE “EMRSE
2. o3 TCP XEM%O 389 MEMIARSS 280
REQIEEHA ) SSL/SSL_TCP K6 T & B iMAR S 25
3. % “REEE > “AHTE, RERE RSE
4. Bl TCP 2860 389 MIARS A,
5. RIRSEREZEETSRE 1 HEIZRNEMIRS R,

BEXIRENFAGES, BEHREELNHTE,

15, % LDAPS fR5552

ST EF# LDAPS BRS28, HEIE TCP £R MM H T EEiINIRS S, LUBGEITBIEN B3I F#1TmEE SSL
MBHRE, EXMERT, ARTEEIIRSISIE TLS /B3, REQIRE SSL XA M & R IMRS 28,
15/ NetScaler CLI £i2E& LDAPS:

S AR LT CLI 85 <fEREEE LDAPS H9&%,

=

add 1b vserver <name> <serviceType> <ip> <port>-HOKHH 636,

2. bind 1b vserver <name> <serviceGroupName>

3. add authentication ldapAction <name> { -serverIP } <ip_addr> | {
-serverName <string> } } <1lb vserver ip>

4, add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

5. bind authentication vserver auth_vs -policy <ldap_policy_name> -

priority <ldap_policy_priority> -gotoPriorityExpression NEXT

£/ NetScaler GUI it & LDAPS:
1. 87 “REEE” > “ARTE, ASRE “EMRSHE
2. 63 TCP XEMHO 636 MEPIARS 280
REQELEE ) SSL/SSL_TCP M H FEHEBRS .
3. §ME REEE” > ‘MHTE, ARRET RS
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4. g SSL_TCP £EMixO 636 KIARSS.

5. BRSHEDEELTE 1 FEIBMEMRS S,

BEXIRENFAES, BEHREELNEHTE,

BB E X EaE

1= NetScaler GUI 1B E X528 :

1. SMEIREEE > AHTHE > B8
2. 632 LDAP RER s, WRKEASRVERLEN 151, KmaBiigER 10 1,
3. BB RBHE GRS,

BXEZEMEER, B8R BEENE TS5

EZAAM 15 NMEER IP ik

BHENSHIIERS AFERAZE 15 Mt P FRAEA IP ik kipin BiEN SR EREH e
BN IP ik /FWEH R R

o« HRAE IP FME CIDR AF /20 5 /32.B 28]
« BMRFEZEIREES,

ANk
+ 192.0.2.0/24 71 192.0.2.8 F#%#&%, K79 192.0.2.8 i F 192.0.5.0/24 K,
o« FEZESFM: 192.0.2.0/24 71 192.0.0.0/20, EAFMES.
o BMARBFRER, BAMLE P tiutEr [P #itE,
il

- 192.0.2.2/24 RiE#, 2/ 191.0.2.0/24
- 192.0.2.0/20 FiEHs, 24FA 192.0.0.0/20

ERAILIIAE, EEFR Citrix ZHEER

BB ML AT BEN S (5

Ro

BEAFERATENRIESENBENSHRIEER Citrix Gateway WEFP XIUER BEN SHIIE, REMNEENS

AIIESEBIRMIER OAuth BLE.

1. &%) Citrix Gateway LUSMYE S A INIES %o
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2. 1z Citrix Cloud > 53fipiAEEF, &5 Citrix Gateway WU EIESIRE, RERE MAEE,

« ldentity and Access Management

Authentication  Administrators APl Access Domains  Recovery

Set up the various ways you need your Citrix Cloud i ators and Citrix e subscribers to sign in.

Citrix Identity
® Connected
Admin Sign-in URL: https//citrix.cloud.com

Azure Active Directory Not Connected

Active Directory Neot Connected

Active Directory + Token Not Connected

Citrix Gateway Connected

Manage subscriber access

Disconnect
Okta Not Con
SAML 2.0 Not Connected
Adaptive Authentication Not Connected

3. EERHTHNITRERENTME, ARREHIA

BF ‘MWL B LEXNRLBFANERRBRIEE, FEEBREAEENSHEIEZR, FaERBEN
BHEIE#HTTH AL,

4, EEENSHEIIEFIEREH &S, Bk OAuth EXMEE,
B fER CLI:

unbind authentication vs <authvsName> -policy <oauthIdpPolName>
rm authentication oauthIdpPolicy <oauthIdpPolName>

rm authentication oauthIdpProfile <oauthIdpProfName>
<!--NeedCopy-->

@i e GUI:

a) Sfnzl Security (Z£) > AAA - Application Traffic (AAA - CEEFHRE) > Virtual Servers
(REHMARSS28) o

b) f#k& OAuth SBREILIE,

c) SME 22 >AAA-NAREFERE > KK > SHKRIE > 545%8S > OAuth IDP,

d) ek OAuth SEESFIECE S 1

5. &1 Citrix Cloud > B54iR3IFA A EIE,
£ “BHERIET EIEN “BENSMRIE F, BHEEKSERE, RAEEREE,
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A& HIINR https://adaptive-authentication.cloud.com
6. BF “BEEHE .
7. 7T “LEEIER BEYP, RITUTERE:

o AINBENSHEIE FQDN,
o BEREBMBAXHHEN LH.

Provision Adaptive Authentication

o Overview Add FQDN and certificate key pair
Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
o Provision that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.
FQDN
o Console access
ex: aauth.xyz.com ]

@ Upload Certificate

(©) Alowed P add @ Piease add DNS mapping for the FQDN to the public IP
lowe! a resses

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ‘

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

Key Password

o User successfully added

B5E:

REEEMRmE FQDN SHEBEPNMATIEE BENSHIIE, W5 HANHREENERRRY, H
BRUTHIR, BoiTBEEENSHRIES EREEXEHR,

o ADC 8325k, HHMEIR, RKEHEZFEERIMNER.
o ADCap2kl, HHIMHEIR, TEMIRRIERIRIBEIFE,
8. BEREFEN.

e, SHAMHRAEERBENSHIERRACERE, HEBENSHRIELFIEBHEET OAuth BBEX
o

A AM GUI RIRIEX— 5,
a) HREN BIEN S IRIELRFIHEREHN EREER.

b) S#i%l Security (%¥£) > AAA - Application Traffic (AAA - ZETEFE) > Virtual Servers
(BIARSS2R), T FiES OAuth IdP REXXHESIE,
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c) SMn%l Citrix Cloud > HHRZIMIHRER, BENSHRIELT B EE K&

9. BFHENSHIRIEENTNERA (PR 3), BREAEENSHRIES .

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.
Complete this step before proceeding to the naxt step

WS BEETRREERRASNRIESAFANBEN SR RIE.

10. 8% “BA” &, 2EPR 3 PN ITEXEE, 4B SHIIES EZEENBEN S AT,

=z

AR

pRMIER OAuth BXECEMF BRI, FAFMIEREERNSE,

S EIEECE R

EFRUUEE B SERNSHRIERBHRESED S HIIEEMRS . SHEIEEMRSEFFESHRIEREN
HE. REeRESMNINERE, LUTE—LAH.

BEEFR:
SIS E RAEE T T m Bl

HHREE DN SR RS DI

o fEAMERZMMER LDAP #1 RADIUS #TNESHRWIE ((EZ—RAFHN)

o IRIBALFAFIERNT] (BRI, SFERHF. HRE) NSHRIEERAE, B FhSRRIEE

o FERATIXBRERFPEHITENIRIERERTE

o BEFEHMGID (FAFPR) WARENE—RER, HRBARBUATRMENR, E—RAEZLEFHMID, HAE
MARERENERLE

s FRIEBSHRIINSESHRIE, WHERAFIEBNAFPERIERSHRIE, XIREBAREAAN OTP *
i}

o IRIEAFP ENBWANERFAHSHRIENRE SR IIEE

o fEAZAN OTP FHIIERNINE S HIIE

+ Google Re-CAPTCHA

52RRSHRIENE=SER

o 5 Azure AD BE2&f SAML IdP (8 F—1PEZEEE N LDAP 588-NO_AUTH LI5ERE OAuth 151F)
o FEAE—FEZEEN SAML WEHBHIRIE, REET SAML BMBEXEFIEFH LDAP
o« F—1MEZER webauth &%, &2 LDAP
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/native-otp-authentication.html
https://support.citrix.com/article/CTX216091
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/azure-saml-idp.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-saml-ldap-cert-as-factor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-nfactor-with-webauth-first-factor-ldap-with-pwdchange-second-factor.html
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Device Posture 13 (EPA)

LDAP S1pI8iE, AE#HITRGEIRERSHE
AD SHRIERIEIRERSKE - EPA ZRMZBIEA— AR
R EPA RZERISEIES

HitizxR

o AINHSHIIER EULA

o« BENX nFactor FRIRITE. BRI

SERRHE R = 8] E 12

June 19, 2024

SREEBNE, BTHAKRSE, RAEREM (RADIUS) -IR&#AF (LDAP) #1THE

XEF

BEN SN EEBEN S HIIERFINFIAARMER, Alt, BNERERBEN S HIIESLFIFARIFER

ABENL RTM hRZs, BRIAMERT, Citrix BIEEEN S HWIESEH

WFEBFIFAL, VAR BRHPELFR 7 GBH=E, Fit, BENSHIIERSEASTER BARZF1EFREH LA

#2TE, BVEREREAHE. TEATAGEREFTUTERS:

« /var/core

« /var/crash

« /var/tmp

« /var/nsinstall
« /var/nstrace
« /var/nslog

AR

o FRHAIEIESERR /var/nsinstall BR, ABEER /var/tmp BR. MENAHZREZEER, WHEA

B (/var/core. /var/crash. /var/nstracem #1 /var/nslog) tBi&#EkR.
o P MREEMA NetScaler BB =R M BIE,

A LUER B S BRI T8

RE Citrix EBEBREN BHIIESEA, BRIAMERT, ERFE BB LM#EETE,
BRHEINGE:

TR LB AT AR (ELE
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https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/endpoint-policies/device-certificate-in-nfactor-as-an-epa-component.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-eula-as-auth-factor-in-nfactor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/multi-factor-nfactor-authentication/nfactor-extensibility.html
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1. ZEENSHEIESMERSD, BELMHIEE,
2. % ‘RESNECERMETE, AREHIANESIHEERREEHHIA
3. BEHEREEN.

Provision Adaptive Authentication

Overview Disk space management

As part of Adaptive Authentication management, disk space on Adaptive Authentication instances must be cleared by Citrix before applying upgrades. For this reason,
do not keep any sensitive, proprietary, or personal information in in directories /var/tmp and /var/nsinstall. Read more

Provision

| prefer Citrix to manage diskspace.
Console access

D | prefer to manage diskspace myself.
Upload Certificate
Allowed IP addresses

Manage Connectivity

| Instance Management

A RIS FRERHAR, RE, Citrix Cloud EIASHERFARERI L F,
BXRZHARNER, BFSARHEENSHIIELFIBNALR.

2R BEN & {01k e

June 19, 2024
TRIBEC B F RN EIRN ERXT IRl 1T 72K

« Provisioning

o SEfFIRTFIA) M)

« AD/Radius ZE#EH S IIER R
o BHIIIERR

» EPA/i&&&BEXIRM

o SEREERXAYIEE
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« BEWE
TR LUER BEN S HIIE CLI XYRE# TSRS, BEEE CLI, BHRITUTRE:

o EEMNEE ETH SSH &%, tban putty/securecrt,
o FABEIP (F) #ibisin BIERN SHIETLS.
. FERENEEER.

BXRIFMER, B2 57 NetScaler &%,

BRBENSHIEIERERIER

HBIRERBSE HEREEN S HIIER T,
f#R CLI BRBEE:
1. BERFNBENFHIIESLA CLI

2. fE/A PUTTY MABEIEH,
3. BITUT®m< set audit syslogParams loglLevel ALL

/R GUI BRAS:

ERANRREREEN SR IIESES,

SME K& > &4 > Hito

£ CERRT T RE” T, BE “BXEE syslog kB,
£ BEEAISF, ®EE 280

> e

FRECIR) A

o TEBRBENSHIIE Ul

WEENEF ID/AFRRERATEN.
« EERENEFZBY 45 2

WEHIRNEREEE WRB), ABHKR Citrix ZRERIREL,
* VNet 34EIME X

- K& Azure NP FEREFEESHNENENHNER, HREVZINAIRFE,
- MBEE, AEMBENSHEIE Ul BRI,

o BUBTRECARTER
BX# Citrix STHERITILURIS BN,
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SHIET I A

o TEIFIRNZSEFIREIE IP st
- WERFIRBTIHRNAE IP #ItRTE T AR IP #iik,
- BIEREHEFAAREEREF R IP ik,
o TEERIEA
WREES RN REREERECHEMm N EIEESR L1F.
« RERBFRETENR

ERMAFE, FHEREEHETELIHRGLRIE. BEXESER, BSH AR, BRANG S5,

AD zf RADIUS E#ia)#

Azure Vnet X & E i B EE )

o WEESEAUMBIENSHIRIELFIAREF EEM Azure VNet,
o IEMEFEIEN Azure VNet 3 AD WUEIE/FIAIREERBER.
o HFRAINEHNEEE, UWEERENTHS|FE Azure VNet,

EHF Windows Ryi%E#zss:

« FrEBEEBE /var/log/ns.log BERHaA, S1BEHFE [NS_AAUTH_TUNNEL] #14,
« BHEFH Connection|D B BF XBERRINES,

o MRIGERBEMNNE R IP iRm0 RADIUS fRS388F89—1 RADIUS &%, Eix IP i 2@iEies
HYIR 1P #hhik,

XNFENEHHEIEER, BEEENSHIRIERSE (NS-AAAD #12) MEHRIERS R ZEEINBE, MIiE
EEE, FEITEHEIE.

H(RIEIR SR RNV AT LURRAT RIS S 13383 FQDN,
o EERORE, BAMERIN.

PR EIEERI NSAUTH-TUNNEL,

cat ns.log | grep -I “tunnel”

INRFHIEERD ns.log XEFEBIENUTREIBE, WARERILBEN HIMEM, & EEEHHT

i),

LDAP:
[NS_AAUTH_TUNNEL] Entering bitpump for
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Connectionl => Src : 192.168.0.7:28098, Dst : 10.106.103.60:636 ,
Connection2 => Src : 10.106.103.70:2271, Dst :
10.106.103.80:443"

RADIUS:

[NS_AAUTH_UDP_TUNNEL] MUX channel established"

<!--NeedCopy-->

K& B EFAE S HREUER AT,

EFRRES BIFHTE

BEx#s [NS_AAUTH_TUNNEL] ~E&%mEM &fTshow cloudtunnel vserver &%, It

& mSHAFIERER “UP” B9%4~ (TCP #1 UDP) =&
BEMRSR,
[NS_AAUTH_TUNNEL] Waiting for KWEEERTEN TR R BERN S5 3IE FQDN,
outbound from connector XFIEE, WM HEREERSHHAMERETE5BEMNFHIIE FQDN
BRI TR : [NS-AAUTH-TUNNEL] By b

Received connect command from
connector and client connection
lookupsucceeded"

[NS_AAUTH_TUNNEL] Server 1is down BELR Citrix AR,
or couldn't create connection to

ip 0.0.0.0f1[NS_AAUTH_TUNNEL]

Connect response code 401 1is not

200 OK, bailing out"

ERRBRTIART |

o WIRA MERRSREDWLI 1R BIEN &7 383E FQDN.
o HRESERENEBH{EEHER BEN S IIESEH] ERIIRSS[IEH.

LDAP/RADIUS i& & R IEH:

SNREHI AD/RADIUS ARS528 IP sttt R A% IP sk, MZi7E NetScaler RARAXRIMFWL IP ik, REHIE
WEERE,

o EfEA CLI AINFMEL IP sk, HHITLACTERE:

set policy expression aauth_allow_rfcl1918_subnets " (CLIENT.IP.DST
.BETWEEN(10.0.0.0,10.255.255.255) || CLIENT.IP.DST.BETWEEN
(172.16.0.0,172.31.255.255) || CLIENT.IP.DST.BETWEEN
(192.168.0.0, 192.168.255.255) || CLIENT.IP.DST.BETWEEN
(13.14.0.0, 13.14.255.255)||CLIENT.IP.DST.EQ(1.2.5.4))"
<!--NeedCopy—-->
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o EfEMA GUIARINFMEL IP fitik, EHITIATERME:

1. Sz Appexpert > Kixz,
2. AMFER aauth_allow_rfc1918_subnets,

NRBESEL, BHPEIEMARK, EERUTS B REH THIERR.
LDAP:
o E4RE DN #F41E 2.
o ERAMNERERIAER.
« £/ aaad FIRKIFHEIR.
o £/ CLI BERFNBi&EN F 1310 IELAF,
shell
cd /tmp

cat aaad.debug
<!--NeedCopy-->

EIH LDAP $51R:

o BRSBESEBR—E1Z88%Y LDAP &85 M,
o Hfth LDAP $5i%, 3&8i% https://support.citrix.com/article/CTX138663,

Radius:

o JEREER P b A N RADIUS BRS32ECE R RADIUS EFimiR IP sthik,

= gnEoanab:l

+ OAuth 9. FRET =i
- WBERFIEREYHE AD 2, EFE 7 NEREABER.
- IRIE /var/log/ns.log H BE R OAuth £KAVEEIR,

cat /var/log/ns.log
<!--NeedCopy-->

- I OAuth BEBEX 5%,

- ¥r=/5 Azure AD S{HIIEEHARF]

¥ AD SHIRIEFRSHIRIERER off WTF— 1 ER. XA T REMDSHEIEFFERFIAERER.
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5 EPA 18XRi8)&E

o BHBEEE, ERFKETREHHNRT.
EIREMREA FRANRILACS X R

- BITARARTAHBRIHEHFIIRXGREEAES NetScaler MEF init EHNERIIAR AN,

- 1R NetScaler EWEFIHIRASEF kit E EHE F iHkRAERD
£ NetScaler EE#ZEF %
ERENSMHIRIERLS L, ST Citrix Gateway > £F/i8E > EfEFinHE.
Citrix T#_ER EPA & BETTEAERM T IFHER.

- B8, BMERRAEEH, WrILE NetScaler EEFER.
show cache object B REFENFEFIFMES. ERILUERRSIGEBIR;

flush cache object -locator Ox00000023345600000007

B EPA BEWRENIFAEER, 1§38 https://support.citrix.com/article/CTX209148,
- APERETG, BRBEMNENE EPAIRE (BB%. B. B
B, EPAIRBRREFoh5EMM,

- EEFIFITEN L, 8% C:\Users<user_name>\ AppData\ Local)\ Citrix\ AGEE,
- TH config.js Xf#H% trustAlways igB A% - "trustAlways" :null

BRI AR AR

- iBESRIANGE, NARRFIA
H1RTE BERN B9 58IF2IFN Citrix VDA 3244 EE X T HRi2.
WERBEREASTFHH Workspace 323 AHRIM T #Rico

MNRXBEMREMER, BRI ns.log HBXR Citrix ZHE8IT,

BEN SISt FIrE M B Tk

o BAZEHE: BXEMER, 525 WM SDX 1 VPX EE W ER R 16 LUHIT AR S 1.
o REEXH, BXFMER, EBH 0E7E NetScaler HiZREIEERE,

BECFR Citrix ZRFEPILREE S,
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£ BEN S INIERERERIR)

June 19, 2024

Citrix Cloud EF T LUER BiERN &5 RIE(ER Citrix Workspace 89 IdP, $2#3¢ Citrix DaaS &g (EBIANAIE
FH=E) =t Secure Private Access ARSI EEAIA (BERIAM) o

BHEIAIRINAE T BIEMN B P KRIERRS A X P B9 A B85 8 2/~ Citrix Workspace =k Citrix DaaS. BiER
BHIRIEARSS BT LR Device Posture (EPA). MEME (ATIMEAIHIND. HBMUE). BRASHAFPEE. —
KPR E X LESHASIERRIRE RN —ED. ARG, Citrix DaaS B2 5 5] LU L R8RS S EC & X BN A
BFMKSEN ETXiAR. EIMNARFMSEa MIREARNSE (FRHEE) #ITKRE, WRILIRKRES, walllis
IR, GIMNENERIAR. FTENNEER. TP HIEEEEH USB BT,

IRA:
LN AREFARENRENBENMRMUE (FISNARMNE) BRHAIE.

EJLXJI%F_‘Z BEFAERENREMNABEERNSE LRREAR. §, EPA BN EREREIEE
BHiRE. RIE EPARRER, AL NBPBEEXNNBER.

S MR IR
i R
pai ‘EIU

P
B
5
bl

WEFMN

o %70h Citrix Workspace BCE 1N |dP WEEN B0, BXFMAER, BSH BENEMIIERS.
o {EH Citrix DaaS WBEEN S IIERS BB EIH BIEEIE T,
- BEMNIFINMEEREA. BXEMAEER, BEBRBERBENIA,.

T RS RE PRV E RIS

APFES Citrix Workspace,
BAPRWEEHIIEER |dP NEEN S HHIERS.
RIRAP TS M IIE (EPA) U553,
AP ERIhEE S 14IE,
Bheipla R RIRBE E M TITEM, TESHFARIEERE,
Bi&EMN S IERS SRS #EER Citrix Graph RS, AP #EEMAE Citrix Workspace &R H.
Citrix Workspace 2REUILAF RIENHREE R, LEETHESS, HITESIMENNAEF KK,
E1EEE Citrix DaaS LECE A RISREELREIFA A ICA 1A RIR,

PO.*‘S”.U":';.W!\’!—‘

EEEN B M IIESLE EECE S e P SRS

EEENSMRRIESES LEBEEREIFRRBO AR NP R

1. EEENSHEIESE EEREREIHIIITEE X ERENRERRE. FW, F21 TR L,
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2. 75889 DaaS/Secure Private Access L XMARIMIRE LUANER. 5180, HS0 P8 2,

AR 1. BEEZEEIHREE, 21N Chrome 35285 RAA P #1715 0] H M8 Lt 135 1R 33 MR

ST 1 1EEIEN S RIES )L S MR DR B S a5 17 8
1. BREELSHRITTS.
2. SHEIEENSHRIEEMESE (22 >AAA - HERFRE > EESR).
3. ERSHRIISMBSE, AESE B
4. BEmEEbIREE,
5. REEHERE X EBNTAS
a) &% Add Binding (FII45%).
b) 7 “YHIEEE o, ®EH FI
)
)

NS BB R SRR AY R Mo
REXFRIETo

c
d

SHFAYFAF M Chrome J B B/ERMHRNRERE], FRARARX HTTP.REQ.HEADER("User-

Agent'") .CONTAINS("Chrome")

B, ERILARIENE. ARER. SHEIEMRIREUREMEREIRRAN.

Authentication Smart Access Policy Policy Binding > Smart Access Policies Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

6. IE, BIEEREMEHIGXEEE R BRI RS,

a) 1£ “RfF” P, BEH F.
b) £ B, BABEEIHIREEXHHIER
C) £ &P, EXTEEHIFE, FlI, TAG-CHROME,
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Authentication Smart Access Policy » Policy Binding Smart Access Policies Create Authentication Smart Access Policy > Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

MName*

SmartTagl

TAG-CHROME

Comment

a) BHE,
b) EREEEIHIPIHRE, AFBEE “FMLE",
C) BULEREAIIRESIE T Z RGNS AE I IR 5K,

Authentication Smart Access Policy »  Policy Binding Smart Access Policies
Smart Access Policies @B x
m Add Ed Dal E
Q
. SmartAceassPolicy HTTPREQHEADER|"User-Agent™).CONTAINS"Chrome")

} =r

AR

EHALM “RE” > AAA-BIZFRE" > 1 > “SHWE > BHEE > “BEHIE > HE &
SIFREBEIHITSRRE, AABH AR S BRI

$1% 2: 1z DaaS Studio 1 E XS REHRIGE

1. #m%HE “TAG-CHROME” BREiFEMHKER, AXIFMER, 1H27E Citrix Studio FRE MR,

R 2: 1RYE EPA EREEBEIHNER, BTFEHRIES

$B1: ERENSHIIESM EEASEFICEREERRIFNER EREREAOINSESEGHITESENE, BEE
nFactor 5if2, ©X EPA&E, SABTFIIZAIALE,

23 EPABCE N nFactor MHPMIER, ES10R EPA REANAR,

ZARIE

1. APiAial Workspace URL,
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2. AFPREEMDEENSBIIELHT SR/ EPA,
3. ARHNIMERLBF LM, SRBEIFHEF RNEIEXBBIANERFE.
4. RAZRTAFENT I EHRIERE,
5. WERIHRRIHITIMEG, HNAP DS &R,
&

MRET RS RGEITEN LARNBR SR AEN, HRMTE2HENR, B, REMBRSRHENAFITE

MBTHTE ARG, FHREERIIGERR,
1. 79 EPA € nFactor 588, BXIFAER, BESH K EPALENEZ.
£ nFactor fifg®, HRE—NRAFSHEIERZR,
2. #&F EPA REX UK EHRSRHBEF .

3. 7£ EPA 12 {FREXRIAAE,

<~ Configure Authentication EPA Action

Name

EPA-client-scan

Default Group

Compliant O

Quarantine Group

Kill Process
Delete Files
Expression *
Select Select Select
sys.client_expr("app_0_ANTIVIR_0_0_VERSION_<_1.2_AUTHENTIC_==_TRUE_RTP_==_TRUE[COMMENT: Generic Antivirus Product Scan]")

S0 EPA mImizts, MERAFAINEIEEAIALE,
4. IE, SIEREREAIRIRES
a) BERBENSBIIESES.
b) SMIIBEMSHIIEEMIRSEE (2 > AAA - LAEFRE > EMIRSE) .
C) EEBENSMNRIIEMRSSE, ARRE “HiE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

40


https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/endpoint-policies/epa-as-factor-in-nfactor-authentication.html

BiEN & HIEARSS

d) BEHEEEIRHREL,
e) ERUTRIANCIZMNE AL,

+ AAA.USER.IS_MEMBER_OF ( “Compliant” ) - ZRFRAF EPA BTIERMG
+ !IAAA.USER.IS_MEMBER_OF ( “Compliant” ) - BT EPA &KI&ER

f) AXFENEEE BRI,
il

o # AAA.USER.IS_MEMBER_OF ( “Compliant” ) 894532 COMPLIANT BI4%i2 & R
SmartTagl

« #% !AAA.USER.IS_MEMBER_OF ( “Compliant” ) B 4%ic NONCOMPLIANT ##x
BB/ SmartTag2

BreninFAA EPANBEEN S IIELHIEEEIRE TR,

ER LRIEERECEREMRIAT.

Authentication Smart Access Policy

Configure Authenbcation Smart Access Profile
ation Smart Access Policy Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile

® o ®

«» - )

$1% 2. 7z Daas Studio PECEEREHIIFE  EAEMMNRAFAPHRMTHEE “COMPLIANT” #1 “NONCOMPLIANT”
RIS, BXEAER, ESIAE Citrix Studio H7E XATid.
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£ DaaS TEEHREXIRE

TERAFHAE XATE LR - B9 A2 A0,

Tf5: BranchOffice BR 4 MBS SFRENBREFN BEMN LR FAE PN BEF,
m WorkfromHome B &% MEEIKE WFH 32+ HENN BER.

1. &= Citrix Cloud.

2. %EE KRS > “DaaS’,

3. BEEE,

4. RIBENERCIBRZMAH, BXERER, BSHIEZTH,
5. EEERIBMRMA, ARRERERGH,

Edit Delivery Group

soacalv allowad usar devios
Apolication Preloaunch spacify allowed user devices

test
Users Access Policy
Daskiops You can restrict access for users through Smart Access policy expressions that filter user connection

made through Citrix Gatewsy. For example, you can restrict machine access to a subset of

Palicy | Status
Application Lingering
Citrix Gateway connections  Default Enabled
User Sattings n . r -
ser Satting Non-Citrix Gateway connections  Default Enabled
StoreFront

App Protection

Scopes

Access Policy

Restart Schedula

License Azssignmant

6. BEHiIARHRE,

7. x3F7£ Citrix Workspace FARERBERIARNEF, BRITUTIE, BRSHENIHRRREIAXER

EBPILE

ARPEREHERRE.

EEMEEPEFIRRE,

BE “YRiE ERRELEIA Citrix Gateway EiEHEK,

£ “mIEREE TUEL, EENEUTRONER, &F “TEER", ARHRNEMG.

a
b
c
d

— — —= =
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Connections meeting the following criteria

Match all @ Match any
Filter: Value:
Waorkspace LOCATION_TAG_HOME E
= Add criterion

F WorkFromHome B/, i&7E48R64 Delivery Controller AL F{Eo
1%: Workspace

igiE2%: LOCATION_TAG_HOME

33F BranchOffice B, #E#EEA9 Delivery Controller SN T E,
id7E38: Workspace

f&: LOCATION_TAG_BRANCHOFFICE

WAE, 1ERILAE R AR KRB N AR P B9 1R)o

PRIFAIR (I FRTEFF BY A R 268

T ERDAKAR NSRS IERNR,
1. 7£ DaaS Studio #, &%l e, RERE IR,
2. 7 “QIEHBY DEWD, EREAWFRREILIRNIRE,
3. BE HEE
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Create Policy
@ Select Settings

@ Rssign Policy To
@ Summary

Select Settings

(A1l Verskong) All Settings . clipboand

Settings 0 selacted

|| View selected only

W

Client clipboard redirsction

Utser setting -ICA

Mot Configured |Default: Allowed)

Allow or prevent the clipboard on the client device to be
mapped 19 the clipboard on the server. By default, clipboard
redwection is allowed,

To prevent cut-and-paste data transfer between a sassion and
the local clipboard, select 'Prohibited’. Users can still cut and
pasti data betwesn AppLCATIONS TURRINE in & SEE500.

After allowing thes setting. configure the maximum allowed
bandwidth the clipboard can consume in @ client connection
wzang the Clipboand redirection bandwsdth lirt seting of the
Bandwidth limit for clipboard redirection channel as parcent of
total session bandwidth setting.

Salect

Client clipboard write allowed formats
User setbing - ICA
Mot Configured (Default: )

Clipboard place metadata collection for Security monitoning
Computer setting - VDA Data Collaction\ Secunty
Mot Configured |Default: Enabled)

Clipboard redirection bandwsdth Limit
User setting - ICA\Bandwidth
Not Configured (Default: 0 Kbps)

Clipboard redirection bandwsdth limit percent
User setting - ICA\Bandwidth
Not Configured |Default: 0)

Clipboard selecton update mode
Uiser setting - ICA

Not Configured (Default: Selection changes are updated on both ..

Limat clipboard client to session transfer size
User satting -ICA
Mot Configured (Default 0

Select
Select
Select
Salect
Select

Salect

4. £ “RERE" TUET, BE AW 3 BRI, AREG “RE

5 BHT—%,

6. T “BREEDECL” TUES, EEF BEEE”, ARRE T
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Edit Policy

Disable-clipborad-Home

0 Select Settings
@ Assign Policy To
@ Summary

Assign Policy To

i.' Selected user and machine objects

User and machine objects: 1 selected

All objects in the site

| View selected only

Qo -

Access control
Applies to user settings only

Allow - Workspace, LOCATION_TAG_HOME
Apply policy based on the access control conditions through

which a client connects.

Edit Unassign

» Citrix SD-WAN .
Applies to user settings only ASSIEN
» Client IP address .
Applies to user settings only ASSIEN
% Client name
Applies to user settings only Assign
> Delivery Group .
Applies to all settings Assign
> Delivery Group type
Applies to all settings Assign
% Organizational Unit (OU)
Applies to all settings Assign
> Tag .
Applies to all settings Assign
% User or group
Assign
Applies to user settings only
7. ERUTIFAEEENRE:
o B3 -l
o EHEER: -fEH Citrix Gateway
« &% - Workspace
o ipiE%& M. LOCATION_TAG_HOME (£#HAKE)
Assign Policy 5
Access control
Apply policy based on the access control conditions through which a client connects.
Access control elements:
Mode Connection type Gateway farm name Access condition
Allow . With Citrix Gateway Workspace LOCATION_TAG_| Enable

8. By “T—%", ARWNEKBNZT.

9. BETM.
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Summary

Enable policy

View a summary of the settings vou configured and provide a name for your mew policy.

Policy name:
v Disable-clipborad-Home

Description:
Disable cipboard access for users working from home

settings configurad: 1 Assigned to: 1 user and maching objects
Client clipboard redirection » Access control
User setting -1CA Applies to user settings only

Frohibited (Default: Allowed)

WE, BELESIFNRENIERRRT

X IR TR HERR

o B BREE “TETHENER" HS.
Y VSE S

1. BIRERBENR. BXFAER, BEREABENT.
2. MRKBAZINEE, EBFR Citrix THEI T,

o B RARBEMNBREFHREE.

MREREMBERIMBEN BHEIEHIZET TEX, & KRE DaaS = Secure Private Access fbhizl, MATEE
S HII AR,

RRRFE:
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- RELEIFNREESZIRM. BX¥MER, H8https://support.citrix.com/article/CTX13
8840,

- 1% Citrix BIERSHIRIELHIREREBEES cas.citrix.com,
- BXERIGENEAEES, BEEBENSHEIELG.
* fR1E set audit syslogParams &</, FRAESEHI_EM loglevel BEEIEE N AL L,
* fEF putty BER T BENSHIIEEEA,
A shell
cd /var/log
cat ns.log | more or cat ns.log | grep -I “smartaccess”

- WMRXLERREEMR R, BEAR Citrix ZHFER T,

SR AMIRENERESEN

B, EUTERNSTAKIKRES, ARSHAXERFER, FAlt, 7 Citrix ADM A ERE IR BRI AR
=3

« /var/mastools/conf/agent.conf
« /var/mastools/trust/.ssh/private.pem
« /var/mastools/trust/.ssh/public.pem

BRRRXHRL R, BRITU TS REHBRS & LEMHET set cloud &%,

> shell cat /var/mastools/conf/agent.conf

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<mps_agent>

<uuid>temp_str</uuid>

<url>fuji.agent.adm.cloud.com</url>

<customerid>customer_id</customerid>

<instanceid>instance_id</instanceid>

<servicename>MAS</servicename>

<download_service_url>download.citrixnetworkapistaging.net</
download_service_url>

<abdp_url>fuji.agent.adm.cloud.com</abdp_url>

<msg_router_url>fuji.agent.adm.cloud.com</msg_router_url>

</mps_agent> Done

> set cloud param -CustomerID customer_id -InstancelID +instance_id -
Deployment Production

<!--NeedCopy-->
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A/NEEM RIS

June 19, 2024

Bi&EMN &9 1WiEit E P ERASEEELEHRLHM Cloud Connector 8( Azure vNet 3B iER iR HA i &5 518
IFRSE FHREELMNEFEIEM VNet B TEHIETOHFIEMN) . &xEF@EH* Citrix Cloud Connector #
Azure vNet S ZEER9EREEIE LI Citrix Cloud Connector i+ EHBEEIEN A/ NERENES.

BRBHIEIER

AR 24 vCPU M 7 GB RAM BYEZS EEIMALEIP AT LAY 14 AP #1T R 10T,

BINERT, EEBRSEENTELIKIERF RN BNENS R, EHENSERFRT, RSELE. L, H
g, WRSFHWIERERSIEN 4 REMWIEU L, MEEBRSBEM,. ZREALUBSKEZBRSEENED
MEBHENHERERFREM (Citrix Netscaler Cloud Gateway > g > EEARS) . MBRKEBEIIGE, N

BERFREESHY 4 REHEIL

£/ Citrix Cloud Connector R EIER AP B HIIEERSK

TRETRTA Citrix Cloud Connector BSHREIERF B S 9IS IEERE

B RIERE SMHIIEER (p95) (UM ARM) SUNEHRIESKAFPEREE
LDAP 5.99 14
RADIUS 3.17 14
LDAP+RADIUS 4.59 14
LDAPS 26.75 14
LDAPS+RADIUS 15.61 14

{EF Azure vNet X E B ENAREERMAF S EIEE

TRETRTHEA Azure vNet WEEENMSREE R A P BH RS

SRR ERIER (p95) (U=FhF9eaql) SUNESMNEIISHAREREE
LDAP 6.95 17.54
LDAPS 7.19 16.98
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HERIE

June 19, 2024

REFREE X Citrix BIENSHRIERSMBEN SR IRIELRAIE. FHEMNEREAENES. EXPREXNER
AEAREWAR Citrix RLHF RS MINRIEENE Xo

s BENSHRIERS: BBRAIUERUNENEREBENSHIRIELFIH Citrix Cloud BRS.
« BENSMHRIESS: BBENSHIRIERSIERN NetScaler B, AFEBRREEAF FHRIE,

HIEER
BiEN S 1IEARSS

Citrix BENBPIIIRSEFPABEIEMT Azure ZIREAIX TG, SITWERIZILLT Azure X LIFRS I B4
TR

o XEFER
o JLRR

T 2RSS EENIZITHBEHNRREB .

¢ Splunk REATAESZGEMMBRAE, NEEEMKRE (KB UE.

+ NetScaler Application Delivery Management fRs3, BFLCEMNAFIBNASE, BXERES, ESA
NetScaler ADM #iEAIE,

- BFEERHEZAEN Citrix Cloud REBERS. EXFAESR, 1E51 Citrix Cloud lREEFREMHEE
SRR LA Ko IR F BRI,

BER S5 IE LA
NetScaler Application Delivery Management iz, BF&MFIAREMFETRANIH. BXFMAES, 18

£i7) NetScaler ADM #iEia1E,

RS

Citrix BEN BMHRIIRSAFRFAEERBYBEN M Ul BBBRS, FEdiEH SEEREER Connector
Appliance, WEUTEFHAA:
o BIENBHIIERS

- IdP (H3iRHE) LiET =8 FQDN (R£REHE) 0 IP ik,
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IP stosit/SERE. O EY
AFihiE |dP B3I IEEIRARSS B8HIIEH
ERRRNAH P ik

FHERESAMBNIIERS INER,

o NAEFENFINAFPIRRR
« Citrix Cloud Connector #8x¥4E5 8. BX¥MEL, B2 Citrix Cloud Connector,

- IP stitsf FQDN
- AP, REMFRUEBRRE
- REMHIEECE

NFRSAHFRENZTHAE, XRESSEEUTRS:

o EZPug P RO

o B45 FQDN/#uatAniR0O

o BPImAPAIE

« NA#ERF URL 3812

o N FERFIAIR AT El AN 4RAT iE]

o BERFTH

o MRZFTIEL

« HTTP=% 1D

o EBEI (FiESH® Azure VNet 33%)
o Azure HiR

TIRABIR
VNet (IP #isit, CIDR)
F®™ (IP #itt. CIDR)
RE A2 R

HIESE

Citrix BEN S B IIERSE AT RENZFRBER LRI BT (Splunk).

ARl

Citrix BB S RIERS HaiF A RHXHLXBEHEIL2BEHE R ABHED,

BIERE

#R4#E Citrix Cloud ¥UBREHE, TRREHESEITAZIAIOX (K43 1MA) BEMRSHER.

T Azure VNet 31%, RREMERMEARABHNRS . BXIFAES, 5SH (£/H Azure VNet 3
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BE B R A E TARS B ERIE R B R,

« FAFEfETE Citrix Application Delivery Management sy, 557 Citrix ADM #iEA1E,
L4 Splunk EIL\E?‘_ 90 9& (j(é'\] 3 /|\ﬁ) Eﬁ*ﬁ#%%ﬂﬂul&%o
o BENSHRIEEFISEITIHEIE 30 X (KRATMHER) BRI,

HIESH

MNFIMEENEE, BFENSESHED,

o BEARHEZBEAM Citrix Cloud &4t B &= IS5,
o Splunk BEFRHEAFER, XLEEGHWATLUM Splunk S CSV X+,

s BERFABRELRIIFTFIKF USHITEENEASE, T Citrix BRI LURITIRSHE P IFERR R,
« BERIESHRSERNEFCR, SEGEME. REMN. ERBER. R2UNXIFNER.
« IRSE®REFEBHRS Citrix Cloud RS STERHZF ERZRG.
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