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HMZE Lt Secure Hub ol M Ex|E SEst2{H & X7t ADS off HZ=[0{oF BrL|Ct 2222 L HIEL A Lol ADS
HHAE HojoF FXE SEY = UELICH

Android = i0S & Secure Hub of cHs ADS HMAE 5{&3t2{H CH2 FQDN 22 ZE 443 g gLCt

FQDN e IPol ZE AR
discovery.cem.cloud. 443 Secure Hub - CloudFront & %t
us ADS S

X El= IP =200 chet HE = AWS o 2212 E 7|t Storage Centerg HUsHYAIR.

Android Enterprise HE3 27 Atst

Android Enterprise & 9I3t UE9|3 eZd S M¥e ujf D2{sljo} & OfLHIRE HZo| CHE XtM[3H LHE 2 Google X £
M Android Enterprise HIE® 3 @FAE S HxstAAIL.

XenMobile 2| ZE 27 Algt  #2|H Google Play Enterprise £ 21 #2/3 Google Play iFrameo]| &M A s}
2 U EQI0M CHS HA SAE| AZE £ lojof BT, Google 2 4 HM gl &01g ZkAstst7| 2lsi EMM JHLE R}
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7t 22|13 Play iFrame £ A8 £ =& f&LICL 22ld Play iFrame € AH83t2{H XenMobile 2&0i A M| AsH=

=e2t2x0fl Google Play of CH3t M| A #sto] U0{0F &

M SAE TE Y

play.google.com TCP/443 Google Play AE0{, Play
Enterprise 7t2of| At

*.googleapis.com TCP/443 Google Mobile Management,
Google API, Google Play AE0{
API, FCM of| At

accounts.youtube.com, TCP/443 AHE B0 A

accounts.google.com

apis.google.com TCP/443 Google & MH| A0 AHE
ogs.google.com TCP/443 iFrame Ul 220/ A2
notifications.google.  TCP/443 OASE ¥ 24 L20)| AL

com

fonts.googleapis.com, TCP/443 Google Fonts AtEXt 44 X0
*.gstatic.com, *. AR8. Ofl: 2E0{2| ¥ o0 2

googleusercontent.com

cri.pki.goog, TCP/443 AEM FEHM HAO| AL
ocsp.pki.goog

> —
SR 9 MS

November 27, 2023

XenMobile ¢lzate] F2E 0|sfist= 2 XenMobile & Y7 BiEst 1 LHEX| ZHSH= o A0 ZLELICE O] 24

Ol= SHat4 B AE Glo|E{9t 720l ChF20] 0|2 2-ZaojA XenMobile HE{Zato|x bS] NSt SHarag 9ot
QI3 @7 ArES AMoH X0 T3E 0] YBLICL

07| M =tEd2 B0l o|0] SE& FX|7t sl HHE 0| SA|0]| CAl HEE = 529 2HE0A Fel gLt
o 2AFYY2 HIEO| SEE 2o K| = Fo UL
o 2O KX J|E FX|7F IR0 ChAl HEE 5 A= A0 S=2 FHO[ELITh

O] Moj Lt= Hl|o|Ef= 10,000~75,000 7H ZA| 22| HYZEO|| CHt EIAE ZaflL|Ct LT 2 RIS AL 2HEY
K E HAEYSLICL
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ZE BH|AEE= XenMobile Advanced Edition(2z2|0|A) =& Citrix Endpoint Management(22t2E) oA &3
E[ASLICE

BIAE & Citrix Gateway 8200 € AH86t0] S JASLICH HIXB7LE O 2 82 9| Citrix ADC ZH|0ME H| =3t +F

e O o 2Eda 450| LIEHE & AL

%t 75,000 7H FX[2f B Z£0j Chet &fahd HIAE Zp Q0F

2

[J

Ol £ (7]Z AHSXIS| ChA| A &) - AIZHE %[ 9,375 7H X

J

M-
S.

o

ME

rn
-4

Citrix Gateway

« MPX 8200

XenMobile Advanced Edition(2=2|0|A) =& Citrix Endpoint Management(22t2E)
« XenMobile Server 7 == 22{AFH

o O|O|E{H|0|A: Microsoft SQL Server 2|5 G| 0|E{H|o] A

X ZHC S SHEY O 1EE A8 HAE Zxt

ER| 12,500 30,000 60,000 75,000

Azt 71&E ®xlej ot 1,250 3,750 7,500 9,375

LB

XenMobile Server S& MY 2AH S AH S22 AH

-RE

XenMobile Server  slig gl3 3 5 7

- 222

XenMobile Server H=Z2|=8GB RAM, ©l=2|=16GBRAM, 0=z =24GBRAM, 0=Z2|=24GBRAM,

- 7He EH| vCPU=4 vCPU=6 vCPU=8 vCPU=8

Active Directory M2z =4GB RAM, 0|22|/=8GBRAM, OZ2|=16GBRAM, HZ2|=16GBRAM,
vCPU =2 vCPU =4 vCPU =4 vCPU =4

Microsoft SQL 22| =8GB RAM, 022|=16GBRAM, OZ2|=24GBRAM, MHZ2|=24GBRAM,

Server 2|5 G|0|E vCPU =4 vCPU=8 vCPU =16 vCPU =16

H|oj A
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Server L =E9| Ho} ME{7} YRHEQI -} & OLEIL|CL 0|0 CHA| HZE ol = HAE MM £= 22 HMaHOS &
X|2 ZEAE|2 2 XenMobile Server wE29| 2317t Z0{§LILCt.
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o 4712l MAM 0| CtRZEE
« Secure Mail oA AtE38I=2 1 712 STA 7+ A4 &

« Micro VPN £ E3t Secure Mail CtA| & o[l SHLH 240 7He| STA E|ZH o AL+ E

A% ob e

0[2{8t &2 B AEO| AFRE|= HIZO| A X OFF|EIX{0f ChSt REA|SH LIRS 2-ZTa|0|A BiEE &% of7 |l Q| “siAl MAM
+MDM H= o7 |8X” & BESHHAIL.

O Ateh 3L ATk At

0| 2M0j| Lt2 &2t E|AE ZatE D2{E uf CFS A R85t A2,
« Windows ZEZ2 H|AEL|X| QtELICE
« i0S 2t Android Zx|of Cigt H&H ZA|E HAEMEL|CE,

=

« Zt XenMobile Server === SA|of| z[c 12,000 72| K|S K| stL|C},

2tol

July 26,2023
E3eH

Citrix 2fo|MIA ghet ol 2 T2 M|ATF2020 H 11 & 4 Y2E HBEJASLICE XtME i8OS EME Xt
A2,

XenMobile 2 Citrix Licensing & AH83t0] 2to|dIAE #a|gL|Ct. XenMobile Server % Citrix Gateway £ Atg
Ste{H 2to| AT E L},

Citrix Gateway 2to| Ao cHst XtM|3t LI 2 Citrix Gateway BB A S FxstMA|2. Citrix Licensing ol i3t XtA|
ot L{82 The Citrix Licensing System(Citrix Licensing A|AH) S &ZSIMA|2.

XenMobile Server & 7 stH 2to| A 2ot X| o] ZoHE F& =l MXt 0 AIX| 7} MEEL|CH A7 a2 F
22 Mzt Mofl 2to| A z2 Mol SEcHof gL|Ch XenMobile 2to|MiA =2 ol 2 JMof CH3t XLMBHLHE 2

(=R

XenMobile licensing(XenMobile 2o MIA) S &=sHA|2.
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27 AR

+ 2|4 HFH 2| XenMobile Server 2 H|0|Est7| Hof Citrix License Server £ 11.16.x 0|42 2 0| EHA
A2, O|H 2ol MIA M HHE %A H{H 9| XenMobile £ X|2IstX| et&Lict.

+ XenMobile zto]dIAE =2 E38t7| Hof Citrix Licensing 2 M X|sof BLICE 2to|MA MAS M A
Citrix Licensing € &x|st MtH2| 0| 0| ZREfLICt. XenMobile & &X|stH Citrix Licensing 0| 7| 2X o2
o MtHofl MX|gL|Ct. =& 7|& Citrix Licensing i EZ S AtE3to] XenMobile 2to| MIA S e[ 4= ALLICH
Citrix Licensing & x|, u{z 3! 2t2|ofl chet XbMiet LIB2 X|E 20| MAE HZESHYA 2.

+ XenMobile o .. E = QIAHAS Z{AHSIH = 22 ¥ Mol A Citrix Licensing & AFE8HOF gFLICt,

o 22 D 2tojdlA IO 2H SAE S RX[Sh= A0| EHLICH 74 THUo| MY SAHR S KESHH 2= 2to|dA

mtlo| eidofl EEHEILICE J2{Lt A IS WX westx| 41 XenMobile & CHA| dX|st= 22 daf 2tojdiA
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2to|MIATL ol 22 "I ZE0A 30 Yo |0 7|2t 5S¢t XenMobile 2| ZE 7|58 A8 E 4= A&LICH Ol Wit REE
Bt ot A8 &~ Ao XenMobile € MX|3t 45 E 30 L7t REELICE =8 XenMobile 2to|MIA T} AU=X] o{ ot
tAI2lo] XenMobile 2 2&0i ch$h A M| A= KHEHE|X| & LICE XenMobile 2£01M Hot 7|2H0] LotLt HA=XIS =
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XenMobile licensing(XenMobile 2to|HA)

XenMobile 220 A 2to|MIA 0| X|E Atoz{H

XenMobile & dx|ct = 2to|MA HO|X|7t S22 LiEH o 2to|MlAE= 7|2 30 Y "It RE2 MEE 1 OFE LY X|

2 YENZ EAIELICE O HIO|X|of| M 2to|HIAE FT7t5tn L4 & AFLIC.

AN
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XenMobile Server

Licensing

Default license Evaluation license

Trial period 30 day(s) left
Configure license

Expiration notification

1. XenMobile 2£0M 2EZ 9| @ M2[2| 7|0f O}0|=2

flIIO

SeleiL(ch 4% H|O|X| 7 LIEFELICE

2. 2to|HIAE S=2IFL|Ct, 2to[ A TO|X| 7t LIEFE LT,

Z2Z 2o|HAE FItotHH

M 2to[HIA S =Tt5HH B0 S 01| M 2tO[dlATF LIEFEFLICE 2=7teE K ) 2to| MIA T XSO 2 2 otELIC ST Y
(oll: Enterprise) 2 89| 048] 2to|MIA S FItst= 22 0[2{8t 2to|MIA T} E|0|S2| $F #of| LIEHELICE, 0] 29 2 &
OfflAof ZelEl 0| & 2fo[dlA = Sl ALEE =0 EHSEL|CE, Tz IMol|l= S & 2t0|dA Sof|M 71 W etz
AEUCt

ZE 22 2to|MlA = XenMobile 2&g Saf 2t2|gtLch.

1. Simple License Service 0l A License Administration Console € S 2to|dlA Mg 7t 2 7Lt Cit-

=}

rix.com Aol A 2F 7t FZLch XMEE 82 Citrix Licensing 8EME AZSHUAIL.
2. XenMobile 2&0M 2% 2| ZA2[2| 7|0 oto|2& Z=igfL|ct. A M|O|X| 7} LIEHLICE,
3. 2to|dIAS S&letL|ct, 2to|4lA H|O|X| 7 LtEFELICY,

>

4. 2iO|dA LEE HHYCZ HFYYLICL 2to|HMA R FE, 7} £ 8 2t0| A H[O|S0| EAIELICE 20| A E|o|

£0ll= XenMobile ol A A+t ato|MIATE IBHEILICE Citrix 20| MIAS F7tsIX| 242 A2 H0|E0| H|0of A&L

L OoT
ch

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 113




XenMobile Server

Licensing

Default license

Trial period

Configure license

License type

Product Name Active

No results found

Expiration notification

Evaluation license

30 day(s) left

| N @)

Local license -

Total number of licenses Number used

Type Expires on v

5. 2to[dlA Ro| 2Z 20| MAZ AHE|O JAEX| &It R7HE S2IYLICE. A 2f0[dIA =7t el #XtIF LIEHE L

cth

=

License File

Add New License

Choose File | Mo file chosan

Cancel

7. Y25 SEBL 2o MAT 2HZ Y2 EE| D H|O|S0f LIEFELITY,

6. M 2to|MIA 7} ot AAtof| M ohY MEHS S2I5t0 2to|dlA Thol /K| E HELICH
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License type Local license ¥
Product Name Active Total number of licenses Number used Type Expires on
Citrix XenMobile Enterprise Edition|Davice v 15002 0 Retail 01-DEC-2015

Expiration notification

8. 2to[dlA M|o|X|2| Ef|o| S 0] LIEHE 2to| MIA S 2 StetL|Ct, H|O|S2| 2 Hu 2to| M Al FHL 31T 2to| M AT XS

o= ZYstELICt

27 2ol MAE x7fot2

¢ Citrix Licensing MHE At83t= E 2 Citrix Licensing A/ E A86t0] 2 E 2to| A TS #a|FL|Ch XiHst

LHE= HIF 2to[HIAE HESHIAR.

1. 2to|MlA MH QIZEME XenMobile Server 2 7HMSLICt (MH > 1B A

~

-

2. 7|BXHOZ SAE 0|2 RuM AAH= Microsoft PKI MHE |Q|sh wril HAZo| chsl SMSHEILICH SAE 0|2 R%
M AAMZ Qs HiZ T} SttE|= A2 MH £ disable.hostname.verification 2 true Z HZSI A2, 0]
£Mo| 7127t false ILICt
SAE 0| f&4 HAZL AMIfstH M 230 CHS 1t 22 QLRI ZEELICE. “25 7O Ao HZE 4 s
Ct. SAE 0|2 192.0.2.0° 2 I|o{7} X3¢ 2IZ A FH|t LKISHK] k& LICt.”

3. 2to|MIA T|O|X|oi| A 2to|MA LM E HRIOZ MFBILICE 2to|MA R 2, &7} thx gl 2to| {|0] 20| EA|E
LICt. 2to]MIA E|o|20f= XenMobile oA AtEst 2to| AT ZEHEILICE Citrix 2to|HMIA S FII8IX| t2 AL |

O[=0| H|O{ AELICL.

4. BHojHIA QHS ©Z 2lo|MAZ MHBILICE £7h E37E 2HO|MIA A B EE TEQh 912 B AE T2 HHELIC,

License type Remote license -

License server”

Port 27000

1001 0 Retail 01-DEG-201

Product name Active | Total number of licenses | Number used | Type Expires on

5

e

5. g 2dS gLt

o ELO|IA ME: R1H 2to|HIA MOl |P FA E= FQDN(’é, TetEl =HQl 0|8) S =B
o ZE: 7|2 ZEE ALE5tLE 20 HlA A eto] S4lof At

ol
mof
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XenMobile Server

2/gtLct HZo] 43%{el 2 XenMobile 0] 2to]dIA ME{of] HZst1 2to| A H|O|S0| AL 7t

=
MPYTLICE EO|20f EtO| AT} S Qs BR AS2= ST
HZ HAEZS Z2/s5H XenMobile 0| CH3 & EelgtLct.

« XenMobile 0fl A 2to|dIA Mot EAE 4= QUELICH
o 2tO|dlA MEo 2to| AT R oL,

o 2to|MIA MH It XenMobile 1t = &HElL|CY,

=

HEO| Hufpt FR EAE 2LF HAIXIE HESIL 2Rst AreE £3%t = A2 HAEES SaletL|.

Perform various connectivity checks for XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected features within the console, clear the selections to

speed the process.
Perform connectivity checks
e p ¥ & Cluster
or
15
(V] 18
Connectivity to IP address or FQDN 18 v
License Server 22 v

Successful Connection x

Connectivity results for 18"
Clear Results
22
Server is reachable
Port 27000/TCP is open
The server is a valid license server.

M2 CHE 2f0| A S g otsta{H

2to| AL of2f JHel B Egetet 2to| A S MEiE 4 ASLC,

1. 2to| A mo|X|Q| 20|l E|O| S0 A 2dstet 2to| A S MERBILICE S£0jA OFF Wo|Lt 22|5tH 2o} thist

HXIF LIEFE LT

Product name Status Active Total number of licenses Number used Type Expires on v
Citrix XenMobile Enterprise Edition| User Up to date v 1001 12 Retail 12/1/23
Citrix XenMobile Enterprise Edition | Device Up to date 1001 6 Retail 12/1/23
Citrix XenMobile Advanced Edition | User Up to date 1001 0 Retail 12/1/23
Citrix XenMobile Advanced Edition| Device Up to date 1011 4 Eval 12/1/23
Citrix XenMobile Advanced Edition| Device Up to date 1011 [ Retail 12/1/23
Citrix XenMobile MDM Edition | User Up to date 1001 1 Retail
v
Citrix XenMobile MDM Edition | Device Up to date 1001 0 Retail Activate

g
ikt

g2 SR
3. 2 ofl 2tolidiAof Chgt &l EA|ZF 20|H M-S S2IRLIC
EeH

o AHEXHE 2to|dlAQf FAIE 20| A = #% BHEIXO|H SAlof 2dste 4= g&LIT
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« ADV o]t ENT of|C| A 2tof ARk obH| AF8 4= AELICE. MDM of|C|d 2to| A= ADV oflcjd &=
= ENT o] 2tofidiA b ohH| A+ 4= QIELITY.
o S¥etoc|del 2to| A o] STt SEfRIX] 2RISHYAIL. OIE =

H3t=|H LIHX] ADV T X522 2t ElLCt,

, 5tLtel ADV oflc| M mpdo| =

« XenMobile Server 10.15 £2 Tx| 3 0| #{Ti0] 2L 3t #oll SHLt| 2Ho| M AT EHIBHE 4 QAL
Ch. MEst Ho| MAS SABtote S 2HolMAT} HIZNBtELICE

Otz L2lS XSt

A £ 22 20| MAS SN 3 20| MA BE LTI IPIHSIE 1 ¢S HEE XenMobile & 74T 4 UL

1. 2to|diA HO|X|o|M 2tz LS HYZ HFELICH A & 22 B=T0 LIEHE LT

—

Expiration notification m:)
Notify every™ 7 day(s) 60 day(s) before expiration
Recipient™ Enter email address{es,
Content* License expiry notice
g4

2. Ot 4dE Fgett

o 22 Z7HA: RY:

o 2SS HHUIT (0f: 7 YOICH YLIC

o L HSES AEE A7| (0f: 2tO|MIA THZ 60 Y H) LICH

o = AR ZpAlo] WA MY FA = 2FO|MA BERIS HA MY FAE AHBLICH

o LiE: BhE ArEo| 2R 2 2tE 2 HAXIS Y=IPLICH

3. MES S2Lch. 4¥ S 7|Ho = XenMobile o LHE0l| Y& HIAETL ZEHEl MAHH Y HAIXIS BH= AFZO]| 2
= =1

=] [=4 [=] =]
AHEHOI|A| ELH 7| AJZFRLICE 232 At iz HEE U
FIPS 140-2 &=+

January 5, 2022

0|2 NIST(EZ 7|& A7) oM st FIPS(Federal Information Processing Standard) & 20t A|AHI0f| ALE |
£ osst s Hot @F Afehg X|FEtLict, FIPS 140-2 = o] &9 & | ™ L|ct NIST 7+ 253t FIPS 140 =
£0ll tht XS Lig2 NIST Computer Security Resource Centerg &=stiAlL.
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=2
+ XenMobile FIPS ZE& x7| MX| Zof| 2t ™Y & ASLICH
+ XenMobile 2t 7|7| 22| M8, XenMobile 2t} 4 22| Mg 5! XenMobile MDM+MAM 2 2 &

HDX 242 AI83HX| ¢b= o FIPS £ &L L

i0S o & X# o|o|Ef 3! M& & oflo|E =3t zteofl= Citrix % Apple 0l XS st= FIPS AZ 23t Z 50| ALSE
Lict. Android o 2E X% olo|E =3t Zelofl= FIPS 25 ¥ost B8 Fi= ZA| MM oM &S
ZE0| AFBEILICH TA| HEH L ZE0l chet XtMEt "= = Citrix HEXtolA 228t 2.

te EE Y=

[¢]

X == Windows ZX|o] MDM(2uted 7|7| #2]) of i3t 2 E X& Hjo|e X & & oo|E Y=3t ZHoll= FIPS 2E
Aot ZE0| AHEELICE
XenMobile MDM 9| 2 & X% Hl0|E X M& & ool ¢=st Zoll= FIPS A5 ¢zt 50| AL ELICL. MDM &8

of RE MFE to[E{et & F Clo|E{ o= FIPS £4 =3t RE0| AFEELICE. 0] 2otoil= ffofM HFet =HH FHXoj ol
=3t Zeoll Lol 2ot Zx|etk Citrix Gateway 7to| t=s} 20| ZatEL|Ct,

rol'

MDX Vault £ i0S % Android ZX|o] MDX 2HH £l & 9! ¢i2+El M E0|E{S FIPS oI5 98t mES Atg3to] etsst
ghct.
10 XA

December 1, 2020

r

DHFY At of gl XenMobile 2&2 E0f 0]/ AN 2 AtEt7| HEFLICL Ho| AFEXI] 7|2 M A2 X2
X g2 A0z Foj o|ele Xt Y 7|2 E o] X|AELCt ZE Citrix ME 2| x|zt X|ofl chet XA 3t L g2
https://support.citrix.com/article/CTX1192538 &=stMA|2,

0| M0l XenMobile of 2| 22| A0|M X|@E|= 210{S LIZeLIC,

XenMobile 22 3! xj7t X|&l =&

. matrof
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XE oY A2 HS AEH 5 ASS LIEH-HLIC.
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A0 Secure Hub Secure Mail Secure Web

AR X X X
o|&fz|otof X X X
sliot=0f X X X

X X X

AQHA

aofet ALCt X =g =

%
Windows Ex[ollA= QEZ0|AM AZO R o= A7t X|IE|X| eb&LCH
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2
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N
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fjo
>
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N
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fjo

LtEFRHLICE.

A i0S Android
Secure Hub X X
Secure Mail X X
Secure Web X X
QuickEdit X X

SRR

March 15,2024

AIESE7| Hof

CHS AP AX| M3 2| AES AFBSt0] 2-Z2|0] A0 XenMobile & AX[st7| I3t AN @7 Atgtat MES gold & UFL

Ch 2t &Y = H20l= 27 A0 MEE[= 714 4 & 7|SS LIE = S0 Zet=of )l

0!

o>
L
n

XenMobile HiZZ A =g wf= @2 @4 S n2{slof BLICE HH| XenMobile HZ0of Cish M7 At Aubxol AF ol At

MX| A= o]l 2M HEE9 XenMobile HA| MM g EXsHMA2.
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XenMobile Server

N RSE PN ELIPNS
712 HEY D @

L2 2 XenMobile £2M0f| 2R3t HIEY A M™QIL|CE,

| A @7 AR EE MF | 74 24 EE S | MF o2 |
|—————
| #12 ARt AZsk= FQDN(Y A2l =mQl 0|F) 2 Mof ELict. | XenMobile % Citrix Gateway |
| 82 2 22 IP 42 Moj SLC. |

ot g 24st0d NAT(Network Address Translation) 2 M&sta{ o|2{st IP A7t WELICL | XenMobile
Citrix Gateway | |
| MEY 0tASE Hof ELICt | XenMobile % Citrix Gateway | |
| DNS IP &4Z Hof LIt | XenMobile ¥ Citrix Gateway | |
| WINS M IP =2 (sHiErets 2<) 2 Mof SLitt, | Citrix Gateway | |
| Citrix Gateway SAE 0|2g Algstn Xof gLICt. | Citrix Gateway | 0| &=2 FQDN o] oblL|Ct. FQDN 2 7k
ME{ol| HERIE[0f L1 AH8RI7 HASH=E MBE MH AS Mo Zete|of &Lt Citrix Gateway Ol A EX| OHEAE At
83l0] SAE 0|22 THE 4 LIt | Citrix Gateway | |
| XenMobile | IP =4 Z =of ELICt. XenMobile of QIAEA stLIE MA|st= 2L IP T2
E 7M3ts 32 UQst ZE IP FAE X ELICL | XenMobile | |
| Citrix Gateway ol A&l 38 IP &4 171 | Citrix Gateway | |
| Citrix Gateway ofl tH3t 2|2 32 1 74 | Citrix Gateway |
|2 ZZA M P FA, ZE T2A| SAE 2 3 #2|X} ALK 0|2/YSE Mof FLICH A HIES A (sHEets 22)
Ol ZEA| MHS B ISt 22 ol2{et MF 2 Mef AlELICt. | Citrix Gateway | 2 ZEAl0f Cist AFEX} 0|2 24 Y
i sSAMAccountName == UPN(AFEXE A1 H 0| 8) 2 AH8E & A&LICE | XenMobile % Citrix Gateway | |
| 712 Al0|Eg0| IP F£AZ Hof ELICt. | XenMobile % Citrix Gateway | |
| A& IP(NSIP) 4 % MEU 0tA3E HMof ELCL | Citrix Gateway | |
| ME4 IP(SNIP) 4 % A=Y 0ASE Hof ST | Citrix Gateway | |
| 2E Mol M Citrix Gateway 7+t AH IP 4 3 FQDN 2 Mof SLIC} CHaol 7H MHE sl el Mo B E 7t
AP =4 % FQDN £ Hof gLk, | Citrix Gateway| |
| A+2Xt7E Citrix Gateway £ Sall HMAE 4 = R HIEYIE o SLICL of: 10.10.0.0/24. £ E{220| HZ
OZ HHE HL ALEXIIt Secure Hub = Citrix Gateway Z2{ 3010 AZAE uf HMAsHOF sH= 2E LHE HIESR3 8
HEY3 MIHES =dstict. | Citrix Gateway | |

.‘

tLES ol FgfLich. 22 AH

mn
oF

| XenMobile Server, Citrix Gateway, 2% Microsoft SQL Server % DNS MH 7te| HES AZ0| H& 7H5SHX|
golgtLiCt. | XenMobile & Citrix Gateway | |

2ol M4

XenMobile g Atgst2{® Citrix Gateway % XenMobile ofl th$t 2to| A 48 7ok gLict. Citrix Licensing
off chst XtAMlst L2 The Citrix Licensing System(Citrix Licensing Al E')% ESENC NN
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M 27 At 7424 X H =2

Citrix & AIO|E0f|M HE 2lo]MAE  Citrix Gateway, XenMobile &
T XtMet Lig-2 Citrix Citrix License Server
Gateway d¥Moj|M Licensing(at

O[MIA) & FZSHIAIR.

BN

XenMobile % Citrix Gateway
o

£ A8X Ex|2 THE Citrix MZ X Hut HASH{H AS M7 HpfLTh, XtAE g2
XenMobile ¥ Mol 2IE A 2l 2IE M&

MNS HESHIAIR,
| A 27 AR | 24 24 | & |

| Lt QB AME grotr MX|ELICE | XenMobile % Citrix Gateway |

XenMobile 4 249 EAME £ QU E TEE HL|LC},

AE 27 Argt 74 a4 Sl

XenMobile ZEE FL|C}. XenMobile % Citrix Gateway

CllO|E{H| O A

XenMobile of| Hllo[E{H|0| A HAE T AHof BfLICH. XenMobile M&E A0 = AAS 27 ALE 9! Setdof| HAIE XIE e

X
HH = stLtol M M3 E|= Microsoft SQL Server H|O|E{#|0] A7t QLT Microsoft SQL 2 !IHSZ At8sts A
0| Z&LICH PostgreSQL 2 XenMobile off Z&=|0] QOM E|AE SHHMMT 22 L= AHOZ AFBY 4 USLICH

7|2 % 22 XenMobile 2 jTDS H0|E{H0] A E2t0|H E AtEgfLICt. XenMobile Server o 2-Z2jojA Hx|of
Microsoft JDBC =2t0|HHE Atgst2{H SQL Server Z2t0[HE &ESHIAIL.

ME 27 At 74 24 Sl

Microsoft SQL Server, IP 4 3! XenMobile
ZE, XenMobile of Ar2%& SQL
Server MH|A A Hof DBcreator &

g 2oto] JA=X| etletL|ct.

(i)
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XenMobile Server

Active Directory &7

| AP 27 AR | 74 24 | F1 |

| |—

| & Meet 22 M| Active Directory IP F4 % ZES Hof EL|CH ZE 636 2 At83t= 22 XenMobile oild CA
o RE QIZME MRt Hot HZ ALE ZME o2 HATLICL| XenMobile ¥ Citrix Gateway|

| Active Directory =@l 0|5 HMof ELICt | XenMobile % Citrix Gateway]|

| Active Directory MH|A AES ALEXHID, 23 U =Ml HAIS Z&sto] Xof FLICH. |

| Active Directory AMt|A A2 XenMobile 0] Active Directory off #2|g mf Atgst= A™LICt | XenMobile 3
Citrix Gateway| |

| AL XE7L 9| kI3t ClME{2] £+&S LtEtL = AF8 X 7|2 DN 2 ®Hof ELICt of: cn=users,dc=ace,dc=com.
Citrix Gateway 3! XenMobile & A&} 7|2 DN 2 Ar23t0f Active Directory off #2|gLict. | XenMobile %
Citrix Gateway | |

| 2So0| 9lx|et Cl2Ez| £ZS LiEHE 28 712 DN € Hof gL ct. Citrix Gateway % XenMobile 2 0| DN £ Atg
stod Active Directory off Fa|gLict. | XenMobile % Citrix Gateway | |

XenMobile 1} Citrix Gateway 7t ®Z

A 27 AfE SECE-PY o5 vl

XenMobile SAE 0|22 M| EL| XenMobile
ct.

XenMobile | FQDN &= I[P =42  XenMobile
o SLict.

AFEXIL B AT 2~ e He metyt  Citrix Gateway

8 URL € Hof ELCt. XenMobile

A2 X #HE: Citrix Virtual Apps and Desktops 3! Citrix Secure Hub 2|2

Citrix ADC 2| Quick Configuration (2 74) Ot ALZ A83t0f XenMobile 2t Citrix Gateway 7te| #Z 44 gl
XenMobile 3t Secure Hub 7to| ¢ HHS FMsH= 20| Z&LICH F HM 7Ha MHE MA35t0] Citrix Receiver
A 22t X0 A ALEXL HE S At E M™ELICE. ol2{st HZ 2 Virtual Apps and Desktops ol 2= Windows 7|
gt 28 T2 M JHA M A EO| st AZQLICE ol2fst 8™ = Citrix ADC 2| Quick Configuration(#t2 714) op
AHE A3t T MsHe 240] E&LICH
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M 27 At 7424 43 0=

Citrix Gateway SAE 0|5 3l 2|8  XenMobile
URL £ ®of SLIC}, 2|2 URL 2 AI8
Xt HEsH= @ FAYULICH

Citrix Gateway 29 URL2 20| & XenMobile
LICt.

7t M| IP FAet MEUHI OIASE  Citrix Gateway
Ho| sLICt.

Program Neighborhood Agent  Citrix Gateway % XenMobile
ZE & Virtual Apps and Desktops

AO|EQ| ZEE X0 FLICt.

STA(Secure Ticket Authority) &  Citrix Gateway
Mlst= Virtual Apps and

Desktops At{2] FQDN == IP &

A8 Ho| ELC} (ICA HZofiet siY).

XenMobile 2| 28 FQDN € Mo{ &  Citrix Gateway
Lict,

Secure Hub 2| 28 FQDN € Mo{  Citrix Gateway
SLICH

XenMobile HiZ =M=

0l M0 A XenMobile & BHESH= 2 IS ohiBiLICH 2t el it G2 o= HZ sl 2a7t 12 thgof S
C}.

1: A AE @71 ALEH Gl S3HN

2: gX 7Y

380 4: APH M| H3ZAE (0] M)

5: H3 T2 E X0 XenMobile 74 (0] 2A)

6: ¥ 22t2X0ilM XenMobile 74 (0] £A)

7: XenMobile &&of chat ™ 714

8: ZIE Q7 Atgt

XenMobile &x%|

XenMobile VM(7tA #EE{) 2 Citrix XenServer, VMware ESXi & Microsoft Hyper-V ol 4 & ElL|Ct. Xen-
Center =& vSphere Zt2| 248 At83t0 XenMobile € MX|& 4 &LICH

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 124


https://docs.citrix.com/ko-kr/xenmobile/server/system-requirements.html
https://docs.citrix.com/ko-kr/xenmobile/server/install-configure.html
https://docs.citrix.com/ko-kr/netscaler-gateway/11-1/config-xenmobile-wizard.html
https://docs.citrix.com/ko-kr/xenmobile/server/system-requirements/ports.html

XenMobile Server

A

NTP Mii = 45 742 AHSSH0] 510|T{BFO| X0l F &3t AlZHo| T4 5|0f QL=X| 2QIBtLICE XenMobile of
N S AlZHS AFBELICE XenMobile Azt - 2 2H7H LIEFLES B
£ XenMobile Ol NTP KE{Z 7t2|7| £ 513 0] 2 S WX|T + ASLICL 0| A| 5124 CLI S40f L2 tf2

XenMobile CLI £ AF2&tL|LCt,

3HO|THHFO| K 9F = 7|3}8t mf T2 A|ZHCH 2t

XenServer === VMware ESXi AFH 27 Atgt, XenServer EE= VMware ESXi o XenMobile £ Ax|st7| ®of| Ct
£l OF BHL|C XtMSE LI 2 XenServer E= VMware 8EHME £ XSHAMA2.

gjo
o

o HHHStELO] 2|2ATL = AFEO| XenServer Ei= VMware ESXi £ X Ct
+ XenCenter =& vSphere & "z o ZFEEo| MX|ELICt XenCenter =& vSphere & SAESH= AREE Ul

EQ3E E3lf XenServer = VMware ESXi SAE| HASHL|C

Hyper-V & AR 23 Ak, Hyper-V ol XenMobile € Mx[st7| Hoil ChS g 3 sHof BHLCt XtMist LI&2 Hyper-V

o ZETHAAH 2|AAE HQ5t = AFEOAM Hyper-V ot Agts 2430t MEf2 Windows Server 2016 &£
= Windows Server 2019 £ M|t A2, Hyper-V g&g dx[g mff Hyper-V 0ilA 7t HIEQ3E Bt=E o
Atge MeollM NIC £ XIFsHof Lt L2 NIC = 2AEE0F HH & & UELICH

« Virtual Machines/<build-specific UUID>.xm| T}Y S Abm|gtL|Ct,

+ Legacy/<build-specific UUID>.exp T+Z < Virtual Machines Z 0| Sg}LICt.

FIPS 140-2 2=, XenMobile Server & FIPS REZ Mx|5l2{= AL XenMobile £ Ar23st0] FIPS 2A0f L2 9
O AtH 7 ArEtg 2tz gtLCt,

XenMobile HZE AZEQ0| Ct2EE
Citrix & AO|EOM HIE ATEYOE CI2ZEE 4 USLICEH AO|E0 2123t = Download(C22E) A Z A3}

Of CH22EY AT E90{7} L= HO|X[Z O|SELICt

XenMobile AZE0{E L1226t H

1. Citrix 2 AIO|E2 o] gL ct.

o

2. Search(ZAM) 4%t Fofl = Log On(212) 2 22lst0] A/™o| 22| C},
3. Downloads(CI2Z2E) ©2 S2I8tL|Ct,

4, Ct2Z= H0|X|9 HE ME =220 M Citrix Endpoint Management(2! Citrix XenMobile Server) £
MestL|ct, Citrix Endpoint Management(3! Citrix XenMobile Server) HI0|X|7t XtS Q2 LIEFLLICE,
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XenMobile Server

cikrix Products Downloads  Support  Partners Q  Contactus™~ EN @

Downloads

~ or | Search Downloads Q

5. XenMobile Server(=2-Zaj|0|A) £ gH&tEtL|CY
6. Product Software(HZ 2T E9[0]) E =HEtshL|Ct,

7. XenMobile Server 10 2 =22/stL|Ct,

8. Jump to Download(CH2ZE 2 0|5) HwE 228t XenMobile 2 MX|& uf Ar2Et 714k 0|0|X| S MEiFL|
Ct. = H 0| X| S of2fl 2 A3 ZEsto] x| o|0|X|of cist Download File(mt CH2Z =) thEE AH&LICH

9. 3tHO| XX E mat AT EQIE CHREEFLICH

Citrix Gateway 2 ZEQ[0{E Ct22EstHH  Citrix Gateway 7HAt &H| E= AT EQ|0f ¥ T2{|0|=E 7|Z Citrix
Gateway ZH|0l| Ct2 2 E5l2{H CHS HAHE AFSELICE

1. Citrix & AIO|E2 O| S LIt

2. Citrix & Afo|E0f| Ox] 2 2 R23}X| 242 Z 2 Search(ZM) 44Xt Fojl A= Log On(212) £ S2Usto] A Ho| 2

2%t
3. Downloads(C2ZE) HE S2IstLct,
4. CtRZE Ho|X|o| HE ME} 220jA Citrix Gateway S Z2/giLIC}.
5. Go(0|5) £ 2alstL|ct. Citrix Gateway H|0|X| 7} LIEFELCY,
6. Citrix Gateway Ho[X|of| M A2 F2I Citrix Gateway HH S & BILICE
7. Firmware(Z%0f) of2foll M CR2ZEE | 2T EQ | HHES S2letL|ct.

Xt

[ 0 LY

ﬂlﬁ’l
|.ﬂ
s
'
n
)
o
>~
o

Virtual Appliances(7t4F Zt[) £ 22180 Citrix ADCVPX E Ct22=
St 2} 5to|T{HLO| X{of| LSt TtAl ABE{E AT EL|0f S20| LIEFLLICE
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9. CIRECsta = o Zh| AT E<of Ho|X|ofl A st 7H4 FH|ofl thsi Download(C22E) £ 2=l Ct.

10. stHOI XE S Wat AT EQNE CHREEFLICH

e A2E 25t XenMobile 24

1. XenMobile oil ciet [P FAoF MEU OFA S, 7|2 A 0| E¢0|, DNS MH| S2 #d35t2{H XenCenter £=
vSphere B¥Z 242 ArSgfLICh

|

vSphere ¥ 22t0|HEE Atg38H= Z <2 Customize template(AtE Xt XM = Z28]) mo|x|of A OVF &

SIS HEY o HE/AZ £4E FHoX| = A0| SSLICL O|FA 8tH 1ItEd F0M SH = & H
XenMobile 7t AFE S CrA| AR of 2MWsH= [P T4 21 28 YX|E o+ A LICH

2. XenMobile Server 2| 33}

ra
H
=
o
=]
ol
kA
rr

T E9 [P FAE EdliMT XenMobile 22| 240 A M| AstL|CE,

3. EORst

ot

£I| 22 otHO| EHAIE S-BfLICE

HY TEDE Fof X XenMobile 74
1. XenMobile 7t4 ZEEZ Citrix XenServer, Microsoft Hyper-V &= VMware ESXi 2 7} SL|Ct XtA|g
g2 XenServer, Hyper-V = VMware 8HAME A=A,

2. SlO|I{HIO| KOl A, 7tM2 XenMobile 7H& AREE MEfst HE TETE HI|E ARFLICEL XpAet LHE2 siE
Sto|m{HO| K o] HHME HESHUAIL.

3. sto|mHto|x{2| 22 mo|X|oflA HE TETE Fofl 22|Xte| AL8X 0|8 U &= S Y25t XenMobile o 2t2|xt

t2| Rt AE, PKI(S7H 7] Q1 Zat) M Q1ZM % FIPS 9| 25 S SHEALL HASH= 22 XenMobile
L=

2|2l = Active Directory AHE XIS H|Qet @ E ALEXto]| CHel CHS 7&lo| HE&L|Ct.

—\.'—rl-.l

o %= 8 Xt 0[&to|0fof BfLCE.

o« ASE=LE Y IIE 5 2L 37HE SFHOF RLIC
- oE2xt (A~ 2)
- 22%x(a~2)
- 2Xt(0~9)
- Ex2x0: ! # $ %)
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Username: admin
New password: [J

Mo E Y o EHt 22 BAHs EAIEX| &L

a) XenMobile Server 2| IP =&
b) oAz
c) 7|2 A0|Eg o] - DMZ of| L= 7|2 Alo|Efo]2] IP FA
d) = DNS Mt - DNS MH2| IP F&
e) 2 DNS At (ME AHE)
IP address: 192.0.2.0
Netmask: 225.225.225.128
Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4
Secondary DNS server [optionall: 192.0.2.5

Commit settings [usml: ull

Of O|O|X|et CtZ O|O| X|of| HAIEl Fa= ZSOHA| gh= F240[H o S oM MSEASLICH

Eli Mot 40| EELICH
Az = ZQT HO|EE ES6t= O A= P23t 7|2 H XHI0f|lM AL ELICE CI0IE Q| P 2% 8= Al
Me It A AR MEE 2= SHAIE AHE3te] 7|7t AMELL o= = + lELUICH

iy

Generate a random passphrasze to secure the =server data? [ysnl: y

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 128



XenMobile Server

LICt FIPS ofl CHE XEA|

6. ZRst A2 FIPS(Federal Information Processing Standard) £ AI2st=2 M& gt
2 FIPSE #=stMAI2. E3F XenMobile € Ar23t0{ FIPS 740l MHE 2 Lo MM QF AlStE 5

Enable (y-m) [nl:

Chs FEE MSoto] Clo|E{H|o| A HE S FHRILICE

Local or remote [l/rl: r

Type (Hicrosoft S(L, Postgre3(QL or MySQL) [mirspsmyl: mi
Use 33L [ysml: n

SETUET ! 10

Port: 5432

Username: postgres
Paszword:

o Clo[E{Hlo|A g MeigtL|Ct. Microsoft SQL ¢! Z2< mi £ 2&{stn PostgreSQL ¢! 22 p £ 2i&st
LIct.

R

- Microsoft SQL 2 ¥z o= Alg3st= 70| E&LICEH PostgreSQL 2 XenMobile off Z&Hz|of
UAOH HAE 2tHNMTt 22 = JAZHOR AEY

- CilO|E{H|O| A Ot0|12f|0] 42 K| M E[X| S&LICt E|AE 2tF0l|A 2HE HO[E{H|0| A S T2 Ed &

(L |

Zo2 o|5% 4 gigLict.

=2 T HAH

o ZastFRy S LHSIK Clo|E{H|0o| A0 Chet SSL 2I5S AFE LT,

XenMobile & SAES= Atiel FQDN(H73HEl EHl9l 0|2) 2 YZ{ILICE 0] SiLte] SAE MM &
x| Ealot o B2 MHIAS R HZBL|CH

e 7|2 ZE HZQCIE F 2 olig HIO|EH|0|A ZE M 2pfL|Ct, Microsoft SQL 2| 7|2 ZE= 1433
0|1 PostgreSQL 2| 7|2 ZE&= 5432 QIL|Ct,

CIO|E{H|O] A& Z2|Xto| ALEXL O| S AU FLIC,.

CIO|E{H|O| A 22|Xte| = E U= BILCE

HIO|E{H|O| A O| 52 Y= FILICE

Enter 7|E =2{ CIO|E{H|0| A EEE HERILICL

8. Rt ARy E Y=5t0d XenMobile .t E &= QAR A ST AE S AFSSIZE MHBL|CH
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=R

XenMobile 22{AE S AFESHEE HHSl= 22 AI2H 740| #REl T ZAE TR 2o HAIZH SN0

()

9. XenMobile Server 2l FQDN(H73}el =H|Ql 0|2) 2 l=istL|ct.

10.

11. S ZES goletL|ct, ZEQH 0] CHEE XMSH LHE2 ZE 27 AFSg BXRSARL.

HTTPF [B0]1: B0

HTTPS with certificate authentication [443]1: 443
HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443

12. XenMobile € S22 HdX|st= 20|22 0|™ XenMobile Za|A0M2| 2|0 =0 et CHE HES HHEL

13. ZtPKI(374 71 /= a}) QIE Mol U3t AT S Argsta{H y £ YHFLIC XenMobile PKI 7|50l chgt XbA|3H LY

Do you want to wuse the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

R
XenMobile o] .= = QAARAS o7 SRAEYUSIE = 2 24 20| SYS A= E MILICH
14, M 2= E U CHE, &elS fI6h M =S CHAl LT

MA=E zie ol EH 22 2Xt= EAIEX| b&LICH
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16. @ 22texolM XenMobile 20| 232 uf AF8T #2|Xt A S THELICL ol2{et XHH ZEE 7|=35tK LI

Username [administratorl: administrator
Password:
Re-enter new password:

M Y= E LAY o 2R 22 EXh= EAZ|X| 45 LCH

17. Enter7|E =2 283 MEYLILh. £7| A|A™ 40| MEELICH
18. M2 ZX[0|22 H20|E FUX| 2= HAIX|7F LIEILIH n S =BT

19. stof| LiEHLH= M4 URL 2 SAksta @ B22X0flAf 0] £7] XenMobile #4& A& gLt

riting iptables configuration...
estarting iptables...

Upgrade from previous release (y-n) [nl:

Gtopping configuration app...

Ftarting configuration app...
application started successfully

Stopping main app...

Btarting main app...

application started successfully

To access the console, from a web browser, go to the following location and
log on with your console credentials:
https: /203.0.113.8:4443~

Gtarting monitoring. ..

¢l 52t X0l A XenMobile 74

Sto|mufo|X HY TEIE FolM XenMobile 742 27| 228 20t £ & HEIRX M Z2MAE 2L Ct

1. #E2tXoM, Y ZETE & F42| 0tX[ 220 MSE ?IXI2 o|SEL|Ct.

2. HY ZIEIE Fof|M 2HE XenMobile 2& 2t2|X} AHO| AHEXL 0|8 Y L= E A BILIC
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XenMobile

User name

Password

AIZHHO|X|0| M A[ZFS S2IgfLICEH 2t0|4lA H|O|X| 7 LIEFEFLICE.

XenMobile o] 22{AE LE F=

ol M Citrix Licensing 2 AtE3dHoF BtL|Ct,

ASM Ho|X|ofM 7t 271§ 22

APNs % SSL =
Chet XpAet L2

M|

XX

AEHE HE

SHIAIL.

PN

O tHAIE &5t MHE THAl A|Zf8HOF LTt

8o sies = 22 Citrix Gateway & ¢
Citrix Gateway % XenMobilezt XenMobile &t of ch

[SpnH

. g HES

ol A= MH, A

q”ﬁHEE

gLC 7k 27| ot & AF7t LIEFE LT

ASME 7k ULt i0S FHA|E #alst2{™ APNs (ISM7LEQ

MstL|ct, Citrix Gateway & M st= @
ot EE

E

LIt 2lo| MIAE At EEL|CE, 20| Al
AN L.

HOofl St RIS LIE 2

d2 HZoHAR.

+ UELICE 0| BiEE LR HIEHS
MAZ ®2EILICE O HEOME BE
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A2 ALRIT} LY

EQ|39| 2|laA0l AMASEY| s HA Citrix Gateway 0fl HZsHOF gHL|Ct.
« Citrix Gateway = MEiZ ol M7 0[X|2t O] T|O|X|0fl M CIO|E{ £ 23t =0f| HO| X0l M LE7I2{H 2=

T4 WS X HLE RHAsof BiLICH,

8. Active Directory oM AFEXF 2 O F0f| HMASIZ{H LDAP M S 2tEetL|Ct. LDAP HZE F46t= o of
ot XtAISH LIS 2 LDAP 748 EZsHMAI2.

9. AMEXIOIA HAIXIE 2 &= A=F LB MHE F LT

e

2 M ol cist XiMet W82 2R S HESHIAIR.

XenMobile £ A+2310{ FIPS 74

July 4,2024

XenMobile 2| FIPS(Federal Information Processing Standard) Z=& ZE ets3t 2ol FIPS 140-2 ¢35 2t0|
22|t AL2610] 0|2 Hdt Mg nHg X|/stL|Ct FIPS 2EZ A3 XenMobile Server & Ax|sH XenMobile
Eelo|HEQ} AtHo| 2 E H|0|E{7t FIPS 140-2 £ etsti| =4-%tL|Ct o|2{st Z4= MZHE C|o|E{Qt M4 Z H|o|E{ o H

gt
FIPS 2= XenMobile Server £ MX|st7| Mol CHS 1t Z2 AN @7 Aretg ZZELIC)

« XenMobile H|o|E{H|0] A0]| 2| SQL Server 2014 £ At 8tL|Ct, E3t 2ot SSL EAS AME3IE=2 SQL Server

Cl| o[ EfH[O] £ il Elof]

=2
4
ro
Rl
=
ro
='T=
I'I0

o HOLSSL EAIZ At2%I2{H SQL Server of & 2T CA(QIS 7|&) 9| AT 4 Q= SSLASME MX|sHof L
Ct. SQL Server 2014 0fl= QtUCIIE QIS ME AL 4 i LICH M2t SQL Server FQDN 2 AH23t0d SSL
QABME FSt= 20| Z5LICH

FIPS 2= 24

FIPS 2== XenMobile Server £ Mg HX|st= SCtol2t AA&SI=E HFS 4 UHLICH LX|7t et2E Foll= FIPS £
AHBSIEE BFe & gl& LT MatM FIPS ZEE AI83t2 = 22 X S2E FIPS Z=2 XenMobile Server £ Zx|sl{o}
ghLict. E5t XenMobile 22{AES| 22 ZE Z2{AH ==0|M FIPS S AbgoloF gLICE FIPS ot H| FIPS XenMobile

Server & S¥ot 2 AH0f| 2e5H0] HIXIZ £ &L

XenMobile 2% ¢IE{m|o| 20| Toggle FIPS mode(FIPS 2= F3t) 7} QIX|0t o= T2 M 87} OfHLICH 0 &
M2 u|mzey ol Fg 852 HEE 0 Z25H XenMobile Server ofl A XI5 x| #&LICh

1. =7| 4% A FIPS ZEE A8t & A&t

2. SQL Server of i3t RE CA QISME HZEFILILCE
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3. SQL Server 2 M 0|5 & ZE SQL Server o 23015t= O AtEE X2 5, XenMobile o sl o= o]
E{tf|o|A O|E& XIHELICH

SinH

SQL 232 == Active Directory A™2 AF25t0] SQL Server off HMASH 4 JAX| 2 ASHE 22 A|

Ho| DBcreator 9&t2 ERs{{OF 2tL|Ct.

4. Active Directory AH g AtEdt2{H THQI\ALEX} 0|5 HAICRE XA ZHS AHetLC),

5. ol2{3t thA| & etE%t Fofl= XenMobile £7| 4™ g Tt

FIPS 2E7t Maxoz ME|Y=X| 2olstzi™ XenMobile B E QlE{Ho|A0| 2a2%tL|Ct, 22 HiHof In FIPS
Compliant Mode(FIPS =4 2 =) 7t HA|ElL|CE

OIZEM IIH Q7|

a
dlo
nx
>t
F|I'

QB ME 7HX 2t XenMobile olA FIPS & 4ot 2y

o
nx
08
il
-
o

SQL AFE 27 A%t

1. XenMobile oflA SQL QIAEAZO| HAH2 HOtE|0{0F 8t SQL Server 2012 =& SQL Server 2014 HZFo0|0f
of gtLICt, HZ Eotof thst XtMet LI Microsoft Management Console 2 AF26t0] SQL Server QIAE A
off chalf SSL =2t S 2dstsh= U g HEsHIAIR.

2. MH|ATJRICHZ CHA| AIZHE|X| 2to™ CI2 S stolgtL|Ct, Services.msc £ EL|Ct,

SQL Server MH| A0 AF2 &= 202 AE B2 E SAHELICH
SQL Server o4 MMC.exe £ gLC},

TH > AHOl RTHHAR 0153 3 i ASH FRS £ ¥ B0 IS AW AIIBILICL OhAre)

F oo|X|ol M AFE AYa 22 HAFEIS HEBLICH

tot

tols SalgfLict

]

ro
o[
x

2Z ARE]) > Q) > B A S =HAsto] 72 SSL B ME FH&LC

o

M2 B ME nteA @EF chxE 2215t 5 (SQL Server 74 He|Xtof| M ME) ZE zHed > 7ol 7| 2|

LiCt.

r

L
iy
i
o

[
i

= AL 0| E of2liofl M =I5 Z=ITLCE

2 EHAlOl M FAFSH SQL MH|A 7|1 0| &2 Y=ELICE

H

mo I
nr
o e
r_O't oF

1

=2

—

o

MEd FABILICH 7|28 O R MH|A AHS B E APt 2

o op
-‘E
rH
rot
o
un
_|T|_
N
al
2
N
o
N

uin

ZgfLIct

MC £ =31 SQL MH|AS A|ZFgtL|Ct,
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3.

SQL MH|ATt HICHZ AIZE[=X] 2HQISL|Ct,

HS(QUEL! ME MH|A) AFH @7 Abst

9.

Z2E 9215 M (base 64) E Cr2ZLE3L L,

RE QIZME IS MH9| 7|12 ALO|E (C:\inetpub\wwwroot) 2 SAtetL|Ct,
7|2 AO|Eof CHel @1F =telzts MEdpLCt.

AHE ArEoE AFTL|Ch

AINSE @& XX J&l stol2tg MENStL|CE,

.cer O] Xtche|X| it=X| EHQIgtL|Ct.

2 MU ¢l Hete Mo M.cer X2 o|S&LICt (https://localhost/certname.cer). ZRE ¢
S M HAET} H2X0f LIEHL|CY,

AHg B 8 HEtRMo| RE ASMIL BAIZ[X| 42 L L2t 20| IS Mol ASP £ AME3t=5 =0 A=
o

2 =0
S
30|38

x| gtolgt|ct.

a) M Z2|xtE Fuich

=
£

2| > gt 8l 7|5 710l A OFEALZ O| SEfLICt.
c) MH oM & M (11S), & M, S8 T2 U IS X2 2 &3t 5 ASP S MeghL|ct,

d) dx17t =2 wintx| ctg

HIIO

SalgtL|ct,
https://localhost/cert.cerzolsgLict.
AsE L2 ¢ M (IIS)E &ZsHMAIL.

SENE

o =xtofl CA 2| [IS QIAHAES ALY 4= JAFLCL

%x7| FIPS M A| 2E QI=M 7}X 27|

HYZE 220M S 2= XenMobile 74 tHA|E 2t Edt= 22 O3 MBS 2RI RE QS ME JHxetof BrL|Ct HX|
C S

CHA|Of| St XEMISE L2 XenMobile M X2 & ZSHMAIL.

Enable FIPS: Yes

Upload Root Certificate: Yes

Copy(c) or Import(i): i

Enter HTTP URL to import: https://<FQDN of IIS server>/cert.cer
Server: SQL Server | FQDN

Port: 1433
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« User name: GIO|E{H|O|AE BHE 4= A= MH|A AH (domain\username)
+ Password: MH|A A& &t

« Database Name: &3l= 0|2

DHHY ZX|of| A FIPS 2= A2

712802 HHtY HX|0| M= FIPS 2E7F AFE|X| g45LICH FIPS EES A5t M
FIPS ZE A8 £42 HESIH 242 true 2 B SLICH AT LHE2 2E2I0[AE £4

o

mo ox

22 2HE 714

July 4,2024

S2AHYS A5 Citrix ADC ofl CH2 & B8t 24 7 IP FAE FggLICh

« MDM(Z2Ht ZHx| 2a|) 2ot 24 7HaH IP F4: Z2{AFO| 74E XenMobile =9t EA15t2{H MDM £33 &4+
Tt IP AT HQPLICH o] B3t 242 SSL HE[X| RE0||M S E L

o MAM(ZHHY ¢ #al) 2t 24 7HaHIP F2: Citrix Gateway oM 22{AEZ 48 XenMobile =9t E41
HH MAM 238} 24t Ak P AT LQEHLICH XenMobile olME 712X o2 Citrix Gateway 2 ZE Ez{To]
HE 8443 9| Rot T4t et IP FAZ MEFELIC

0O 2M0f Ltet A= A= AZ2 XenMobile VM(7Ha ZFE) 2 2HE1 M VM S 7|12 VM of| HZsH= WS MHELICH
O|2{st tHA| E AstH S A HF0| TS{E L

AME 7 Abet

« a3t XenMobile =7t 23| 71 =[0] L0{OF BFLICE.

£ 22{AH =2 XenMobile HIO[E{H|0] A0 NTP £ #AEfLICH 22{AHYO| SHIZH| ZEst2{H o|2{3t 2
E Mt{o] AZto] SYBHOF BrLC,

« MDM 23} 24 &%|2 28 IP F4 8tLi2t MAM & AMM P 24 it

o MH QB A

« Citrix Gateway 7t IP =201 AL

o S3AE MX 3 MDM Mg F= AE{m2to|= 2= (MDM+MAM) 0l A XenMobile € Bz ¢t A< 2 E Citrix
ADC MDM H3&t 24t & K|, = T E 8443 5! 443 of| chsl MF &l 7HA Mol Source IP persistence(22 IP

X|£ M) & M85t EZE Citrix ADC 2t 24t K| 2H S +HELICH o] M2 M4EX HASI0S 112 €D

20| =35t7| Toj 2tZ =[0fof BL|CE STA off th3t XhM st LI 2 0] Citrix Knowledge Center M8 & X6t
https://support.citrix.com/article/CTX227406A 2.

+ i0S 11 &/ XenMobile Store 0ilA #E Mx|st2{H XenMobile Server oA ZE 80 2 A3tz E HXsfjof
gLt

1]

g 7t IP F4 5Lt
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S AR E 749 XenMobile 10.x off chet & ot7|[ElX{CHo|o{ 242 £ HESHIAIL.

XenMobile 23{AE E MX|

Lot L= £0f @zt XenMobile VM £ gHSL|CH M VM 0] St CIO|HH[0|A S 7t2|7| =5 st S PKI AISM &

11: 18.147.75.1
ary DHS er [1: 18.147.75.248
secondary DNS server (optiomal) []:

Commit setting ysnd [yl
Applying network settings. ..
eth8: intr type 3, mode B, 3 vectors allocated
ethd: NIC Link is Up 18888 Hbps

Generate a random pas: ) > server data

Federal Information Processing Standard (FIPS) mode:
Enable (yrswm) I[nl:

5. O|Fojl &tF3| #HE VM 0] 712|121 1t St ClO|E{H|0| A S 712|7| =5 HO|E{H[0]| A FH LTt THE HIAIX| 7}

=
EAgLICH Database already exists.

=Postgre30L) [mkil:

1o e re e communication between cluster members please open port 68 us

ing Firewall menu option in CLI menu once the er configuration is complete

Saving server and client certificate passwords.
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6. X Hm VM off HS¢T QIEMof CHall S LS 22 S UBILICE

Local or remote (l-r) [rl:
Type (mi=Microsoft SQL, p=PostgreS{L) [mil:
Use SS5L (ysm) [nl:

Server [1: =qlZ201Z.wg.lab

Port [14331:

Username [sal:

Password:

Database name [DB_seruvicel: DB_51

Commit =settings (y-m) [yl:

Checking database status...
Database already exists.

HARHING: Pleasze enter the same passwords uzed to generate internal Public Hey In
frastructure ( first o
Do yvou want same password for all the certificates of the PEI [ypl:

[ OK 1

[ OK 1
[ OK 1

thiz may take W Minutes.......

7. P40| SHEEH ME{7E ChAl A|ZLE| D 202 Chsh AP} LEERERLICH
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thiz may take a few seconds
application started

application started

To access the console, from a web browser, go to the following locatiom and
log on with your console credentials:
https: -10.147.75.59:4443~

Starting monitoring. ..

ms51.wg . lab login:
232 et #X= R HW VM of 232 e dXtet SLeLICH & et &Xh7 X|st= As &8 & VM 0|
=

8. XenMobile o FQDN(™stEl =l of

i
mjo
=
0l
of
2
Y

1 H2t2X{0| M XenMobile 2&& #LIct.

9. XenMobile 2£0IM 2EZ% 9| 2 2|2 #X| oto|22 Z2lgfLCt.

Dashboard

X 0| X| 7} LIEFELICE.

10. 130i|M SAH YLEE S=GLC
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Support

Diagnostics Support Bundle Links
Create Support Bundles

Log Operations Advanced Tools

SEAE TEY, B 22 HE, 2 SS ZEsto] 2 AH| thet 2E FEIF LEFELICE O|M| M =E=7t 22{AFH
o FH 0| ELct.

Cluster Information
* Custer Members
Meda i et e B Frd [ W
SYUS CHAIE S-S CHE L EE FIHY & YELICH 20 FIHE K H 22{AE = OLDEST g&S #&LICh
3 =0 F7t=l 22{AH0o= NONE £= null go| EA|EL|Ct

O 1%t 30l LE7F SR{AH| HHAL £ YZE HSIE BABLICE
A
o

¥ U
M A8 2= A= XenMobile OHHAS AHBLICE CFS EHAl= OFEALS H¥sHo
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Dunhbeard Configurstisa Repariing Desameatabics Dawnlosds

+ Satere

# ApcEspert
4 Tratz Managerreent Ne‘lscalEr fcr
+ Oyt XenMobile

+ Seaurity
E YT R S—

Shawr Uslicemed Frature

Welcome!

Thivwizard guide: yos thiosgh the configaration of Malioaler fnatures for your Senbabile deployreant.
Inbegrabe with Citrix Preducts - g =

4 XenMcbils

4 Kemiipp and KenDakiop alicriba el reiin with whach you e daploying MerScaler,

shisbie 10 ™

3. Access through Citrix Gateway(Citrix Gateway £ Sl 24|~ ) 012t} Load Balance XenMobile
Servers(XenMobile Server 23t 24t) stol2tS MEfst = Continue(Z|s) £ 22/gLict,

[ Caatiguratses

MarScalar for Xanhobik nstallation CF

Iiaka 1ure you have the

¥ Areess through NetSesler Gateway

Sai up Mhosn VPN oo which Won Mobie Apps connect

# Load Balance XenMobidle Servers

o Rsticaler to booed Balange Nenlobile Senvers

Load Balance Micnosoft Exchange Servers

1 et KeTSoaier Conretod o0 load balance Excharge Sereer

Load Ealance ShareFile Storagefones Cosirollers

b BhstSoaler b boasd Balaeae Shanstile SrongeTores Comboilers baned o He type of gonoent - Lead Balasse NenMobile Servers

ﬁ A=

+ Lead Balance Misrassft Dxchange Servers

4. Citrix Gateway 2| IP 22 /248t Continue(7|%) E 22/giLICt

Lonfguraties

+ Back

MetScaler Gateway Configuration

Hethcaler Gatewsy Sebtings

5. Ct2 3 stLtE £dsto] M QIZ M E Citrix Gateway 7t4 IP F401 Bl st = Continue(A) £ Sal3tL
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ct

M Argel SRM MH ASME MEBLICE
S =3z
= =

=2 =
Sto] Al MH Q1B ME = EGILICE

=
=

Darkhosd Eealigmialian Beporling Dtumcntatios Bewnloads ]

# Back

MetScaler Gateway Configuration
Heticaler Gatoway Settings

8] Sarver K "

XanMobiledaseway 10,147, T554 a4y

Sarver Cartficate for MetScalor Gobemmy

® Uge existing certificate imstall Certificate

Server Centifiene’

wildcert-wg-lab ph_CERT_KEY

6.

SNy

(i)

Server Logon Name Attribute(Mt 232 0|5 £4) 7t XenMobile LDAP 4ol M x| &t A1t 5
sf{of ghL|Ct,

7. XenMobile 4Fo|X MAM & £35t 24t FQDN & Y23t O3 A48 S2ILCh
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HenMoblle Settiegs

29| FQDN 2zt XenMobile | FQDN 0] S&sHof gL|Ct.

8. SSL E2|x| 2= (HTTPS) £ Ar23%t2{2 XenMobile Server o cist HTTPS 2

2 MEdEtL|Ct, otX|gk SSL
REZCE AEsIE{H o|™ 120 EA|E tHZ XenMobile Server of Ciist HTTP £+

ME MEfRtLICE O] 2 Ao
M= SSL 22X 2= (HTTPS) & MetgaLict,
9. MAM 23t 24 714 IP F29| MH Q1B M E Hielgst Chg A& 2 S=IYLT
XerMebile Sablings 4
oae] Mylancing FTIM dor M s g fab 551 Trws Contigrntion HITTPS communication to XM Server
d Balancing |17 sodent T [ REERLY ] Soit Tue bk
AL BT
Server Certificate for MAM Load Balancing

= U eniiting certilicate Install Centilicate
Earver Crebhcaby

vy bl CERTKEFY 7

Do [t Lader

10. XenMobile Server oM Mt Z=71= Z218t0] XenMobile =EE Z7t8tL|Ct,

Server Certificate for MAM Load Balancing

:ﬂ.'l’lm: Port
[ cortme |
11. XenMobile =E9| | £ =3O =0t Z=igLtt
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EerMsbiie Server [P Afdeeues
XenMobile Server P Addnesses

Wicks ' nervers) £ you want i oud Saanoe,

olg O

12. 10-11 &HAIE 2H=3t0 XenMobile 22{AE 9| A &0l
It EAIELICE Continue(Zl%) £ 22!t

Server Certificate for MAM Load Balanding

o gerees

Xenbtobile Servers

s serves | 3
1P Address ot
ILHTTRS o]
ILHITLSE [

13, x| &2|ZH MH B

KanMakila Sarvers:
1P A Port
MLHIIEE [
[P —— [T

-Elll'mm:rkmhﬁ.
14. MDM 53} 24P 400 At

Canfigursilan

Load Balancing Menhbobile Server Metwork Traffic

Lead ing Wirtwal Servar Config

Exier a puiic 1P acknem ard & narca for b ioud belarcing victual s

P Addm

10 'l"._]i. ._SSJ

Kame

[sembectzatazd 1

55L Traffc Corfigunrtion
HTTFS comrmmication o eklobile Serve

== -

| XenMobile =EE F7tetL|Ct, F7tst 2 E XenMobile

144
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15. =50f XenMobile =7t HAIE|H A4S 223t O3 R S 22/6t TEHAES ObELICH

+ Bk

Load Balancing Xenkobile Server Metwodk Tratlic

Load Balancing Virtual Server Configuration

WIDM_KenMobik=MDM

XenMobile Ho|x|of] 7}AH [P 4

Darhkassd

Ceafiguratica

10477556 HLEUE

HENTH EAIELIC

Eaparling

Tralc Corfigarricn

HTTPS communication o Xenobile Server

Dacumentatios Dewnlesds £

PTGy

Shoe dielicensed Feaures

integrate with Citris Froducts

b KemMabile

53 Moaips asdl RerDiklop

16. 7HAHIP Z=A7F Mich=2 =t
24z 22|) > Load Balancing(&st £4t) > Virtual Servers(7t4 MH) 2

MotScaler Gateway

vl et HIZE Semren
Corw ars Liowraa; s HOP Baasiorns
S0

..... s ey

XenMabile Server Laad Balancing

HertSraler Gabeaay

18,147, 75,54
3 @lp

HeradLal e S

Lioad Eatancing TRezugnes port. Lo Baansing TRioug ot ot
a3y a3

[ T Car Py e e
0% 0%
0% 0%

Sotex| 2olsty| ¢ls Configuration(74) &

Micsief| Exchangs Levd Balanting wilh

Ervadl Sexuricy g

Mot Configured

g 22lsta Traffic Management(E
o|sect.
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Cavabaurd Canfigaraiica Fepariieg Do meniakian Cawalesds

o

+ Spstem Kuthcmar 3 Tesfo Msragemamt 3 Loac Baancing 3 VAU Sanven o 8@ H
A Sl | Acton = S
Sivbe | [fsctios Sists | (Piddesn | Port | Prodecs) Wathas Pt % Hasith
@lir @l R H]
LITREE A e @le P TREE
SLTRMABE  @lUp  @up LS TLSE

+ Coteviz o
+ Banurity
+ Metioaer Catwawy

Shae Uil e feofure)

Cuthbaacs Cosfiguratien acumeniatian

3 EgEET] DME 3 Repass A Rirds (w] (1] H
Seasch =
B Aaddress L0 Vil SereerMare
74341 .
-
i
¥ I
e

Mol =5 7t0|=

January 5, 2022

N LEEERTEY
A =)
[

2 ALICH XM LHE-2 XenMobile HiE QA THsl =7 EME XA 2.

o =x| (failover) T2t Atgst0] of2{ Ato|EZt E3tEl XenMobile HiES MA|sta 2

yg
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TEA MH ALE

July 4, 2024

0 m

XenMobile ol M siE E2ZlS Ma|g TEA| MHE SHSIH ELICL ZEA] M
JELICH ZEA MHE dFstH A|A-S CHAl A[Zfsf{of ghi|ct

1. XenMobile CLI of|¢! o570l A 2 & 245t A| A 0|75 MEfBtL|CE,
2. NAEHRO0IM 6 S YBIH ZEA| M Hi7E MEBILICE

[2]1 System

[3]1 Troublezhooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Menu
[11 Display System Date
[2]1 Set Time Zone
[31 Display System Disk Usage
[4]1 Update Hosts File
[51 Disnlan Deuice Management Instance Name
[6]1 Proxy Server
Lrl HAm1n LLL1J rassword
[81 Restart Server
[91 Shutdown Server
[10]1 Advanced Settings

3. ZEA A o0 1 2 Y2Asto] SOCKS £ MeetLct,

o

o] MAg Xzt Mol HTTPS = Aeof gLict. 5

E A7t 2SR gf&LICE

F 2404 SOCKS % HTTPS 482 Xzsix| groel

[
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Choice: [0 - 101 6

Back to System Menu

[1]1 SOCKS

[2]1 HTTPS

[3]1 HTTF

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

4. TEAN MU P 34, BE W5 9 CHAS 23fLICh 2t TEA MY S0 sl XIYEE oy Y2 o2 BE HX
SHMAIQ

nEA R XHel= e

SOCKS APNS

HTTP APNS, €, PKI

HTTPS 4, PKI

olzg Argsts HTTP 2, PKI

olxg Argsts HTTPS 2, PKI
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Back to System Menu

[11 SOCKS

[2]1 HTTPS

[31 HTTP

[4]1 Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy information
Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fAre you sure to restart the system? [ysnl:

Back to System Menu

SOCRS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

Enter https proxy information

Address [1: 203.0.113.23

Port[]: 4443

Configure usernmame & password [ysnl: y
Username: Justaname

Passuword:

Target — WEB
WEB proxy configured. Duerride proxy settingz?[y-nl: I
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SQL Server 714

July 4,2024
2-zg|0jA XenMobile Server il SQL Server of #ZsH= 22 CHS 20| & SILIE AIEE £ ASLICH
. 7|2 =2to|H

. jTDS
« Microsoft JDBC(Java Database Connectivity) =2to|t]

CtS2l 2% JTDS =2t0|t7} 7|2 E2toH LT,

+ XenMobile Server £ 2-maj|0|AZ MX|gL|Ct,
« jTDS E2t0|HE AISI=ZE 714 =l XenMobile Server oA fzj|o|=%fL|Ct,

XenMobile 2 = =2to|Hof| thsli SQL Server 215 == Windows 215 X|gtLICt o|2{st 15 5l =2to|H Ztof
CHall SSL £ AH7HLE & 5= ASLICE

Windows 1% 1t 8tH Microsoft JDBC E2to|H & At83stE 22 =2to|Hof Kerberos S8 9150 At& & L|LCt.
XenMobile 2 Kerberos ol H#5t0 Kerberos KDC(7| HiE HIE]) M2 HEE It SLICH 23t ME HEIt MSE X
gt= Z2 XenMobile CLI off Active Directory Mto] IP FAE 2stat= HAIXIZt EAELIC

jTDS =2to|tHE JDBC =2to|Z Metstz{H == XenMobile Server ==0f| SSH 2 #Z3%t = XenMobile CLI £ At
goto] pABL|Ct. thAlE CHE 3t 20| ¥xl jTDS =ato| Ao met CHELICH.

Microsoft JDBC Z %2t (SQL Server ¢!3)

o|z{st CHA|1E 2t Zta{™ SQL Server ALt 0|22 &It HQBtL|Ct,
1. 2= XenMobile Server =E0{| SSH 2 HZLI|LCY.
2. XenMobile CLI H|Q! H50iA 2 & Q2450 A|AH] K|S MEHBL|CY,
3. 12 E =sto] 12 ™S MEfshL|CE,

4, 72 Y=sto] JDBC =2to|Hf Mets Melist £ m £ Y26t Microsoft £ MefgtLCt,
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5.
6.

7.

[12]1 Aduvanced Settings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

35L protocols

Reset 33L Certificate
Re=et pki.xml

sServer Tuning

Suitch JDBC driver

hoice: [0 - 71 7
JDBC driver type (JIDS or Microsoft) [1:

HIAXIZE HEAIEH y £ 2ste] SQL 2152 MBSt SQL Server AF&X

om
m
B
0o
fol
]
o
o
Q't
il
_lTl_

2t XenMobile Server =E0|| CHsl £HA| S dt=stL|C},

2t XenMobile Server '=EE CA| A|ZFEFLCY,

Microsoft JDBC 2 X%t (SSL 7HZE, Windows ¢1Z)

ol2{st ttA £ 2 stedH Active Directory A8 X} 0|5 Y &5 Kerberos KDC €< % KDC AHEXt 0| E0] TR EfL|

Ct.

2= XenMobile Server =E0|| SSH 2 HZSL|C}

XenMobile CLI 42! Hiz0llM 2 E ¢

I
iF
2
>
>
o
=
ar
i
rx
_|I'|'I
1
=
n

SQL Server 2152| AL O{EE B HIAIX|7} EAIE

e
S
Mo
s}
1
et
T
n

. HIAIRIZE EAI=|H SQL Server of 4=l Active Directory AtEXt 0|53t RS E A=AELIC

XenMobile ol M Kerberos KDC @<o| Aiso 2 AME|X| gto™ SQL Server FQDN 2 H|ZRst KDC M& M=
£ 2= HAIX|IZH EAIELICE

SSL A8 O{2E 2= HAIXIZL BAIE|H n £ Y=ELICE XenMobile 74 XenMobile oild 2 Z 2 2l 740| M
YEX| o™ 2F HAIXL LT MR HE7t EAELICEH
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10.

XenMobile Gi|o|EfH|0| A 2T & HAB

Ct2 XI&ofl w2t XenMobile HIO|E{H|0] A et5 S HABILICE oS S0] Citrix X0l M &2 HES ¥ s= 22 2=

2t XenMobile Server =E=0]| CHsl tHAE t2¢tL|CT,

Zt XenMobile Server .t EZ CHA| A|EFstL|CY,

it

H

HZslof BfLICE.

SQL
L|Ct,

Server oA Windows 2152 Atgsts 22 Windows Active Directory 0| A] H|0|E{H|0| A 5
a

HZ M oF
O CHS CllOE{H| 0] & ME 2| HIO|E{H[O] A RE|X} AHE M2 N = HES S7|StgfL(ct. 22 H Ch3at 2

=
=
H

XenMobile oM 2= 2 AT 4 ASLICE

=
S

2:
« XenMobile 9| CIO|E{H[0] A &5 HAS 2ol o AE RX| 22| 7|7tS A= FLICH Lo = AJA ST AIZH0
HZBHOF LIt
« Yo EHAY fj= ZE XenMobile tEJHHEY I 0 HEE O A=X] AR dSEHET =
XenMobile £ CHA| A|ZFEHLICE
If you don’t restart XenMobile after a password change, XenMobile goes into recovery mode.
In that case, revert to the old password in the SQL server, restart XenMobile, and change the
password again.
. 2E XenMobile Server =7} A& ZQIX| gtolgtL|ct, SHAHYE A AR RE LEE 7HSHLIC

Citrix ADC £3t 24t ZX|0| M 7Het MHE AHBSIX| RS HH st XenMobile of thet =41 Fx| E2iTlS Kpett

L|Ct.

SQL Server 0| A H0|E{Hf|o| A 5 £ HASIE{H: XenMobile CLI off 1915t Configuration > Database

2 0|S%t Ch HIAIXI 7L EAZH HEE 2SS L=IgfLICt

Server []: <ipAddress>
Port [1433]: 1433
Username [sa]: <userName>
Password: <xxxx*>
<!--NeedCopy-->

Y £ Y2510 MHE CHAl AIZFetLCE
SE{AEQ CHE 2E =0 CHah 3 EtA|2t 4 THAIE 5L

Citrix ADC 25t 24 ZX|0f| M THe MHE AIBSIE S HESHo] 4 Hx| E2fT|of AHEHe simRLICH
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M &4

July 4,2024

XenMobile 0oll= At FA Zrjofl M E|:= CH0| £40] AELICH O] ZMOIME 042 M {48 HFSID M {48 =

7t, M EE= MREISHE WEHE XHMI5| 2 RLICH
LR EH2 ABX X FIYLICH AL XIF 7|1E F16t2{H IHE S2iet ChS 7(0l M AL At XIF 71§ MEgL

Yt o2 LM &= £ 40f Cish RhAe LHE2 XenMobile 7+ QHHMOIM At £48 HESHIAIL.

Add Device Always(&H4h & x| £7})

o true ¢! Z2 XenMobile o] S20f Aloist Zk|= XenMobile 2&0f £71EL|Ct MEt] SES AT HXE 2

= AELICH 71232 false YLICt

AG Client Cert Issuing Throttling Interval(AG 2210|HE 215 A %Z A3t 2+7)
o QIZM MA Atolo] Rof 7|ZtLICE O] 7t 2 XenMobile o] &2 7|Ztol| &*|8 I ZME oz 7 MMsts s &
X|gtL|ct. of 2t2 HAFSIX| gb= 20| ESLICL 7222 30 2Lt

Audit Log Cleanup Execution Time(ZAt 21 F2| A8 A|2ZH)

oN

tAb 2O
t.

0

2|E AlEst= AlZH0|0 HH:MM AM/PM & Al AtEtLICE of: 04:00 AM. 7|232 02:00 AM 2L

[

Audit Log Cleanup Interval (in Days) (At 21 He| 2t ()

4

+ XenMobile off ZAt 237t RX|== Y £YLIC 7|22 1 YLICh

Audit Logger(Z At 27)

+ False ¢! 22 UI(AI2X} QIE{H|0|A) O|HIES 7| E8tX| t&LICE 7|22 False ILICt,

Audit Log Retention (in Days)(Z'At 21 9% (¥))

« XenMobile off ZtAt 237t RX|2|= Y £QL|Ct, 7|=2t2 7 YL ct,
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XenMobile Server

auth.ldap.connect.timeout and auth.ldap.read.timeout

« L2 LDAP SE2 2&tst2{H Ot AR XIF 7|2 M £48 F715h= 20| EELIC
- 71D A8 X 7|
- 7|: auth.ldap.connect.timeout
- %f: 60000
- HA| 0|Z: auth.ldap.connect.timeout
- M%: LDAP ¢1Z A7t =1t
- 71: A8 XIHE 7|
- 7|: auth.ldap.read.timeout
- 2t: 60000
- HEA| 0|Z: auth.ldap.read.timeout

- ME: LDAP 7| A2k mlgt

EY

0x

A (x)

M AUS AZSHE QIB M EIRE| 7| HMO| AlZH () LT oS S0f 215 AM7H12 & 30 Lof
Mo|30 U= MME Z FX|7H12 € 1 LojlM 12 & 30 L Atojofl HZHBH XenMobile 0]

QB M AAS AEFLICH 7|23 2592000 = (30 &) YLict.

« XenMobile o] Zx|oi| chst TCP HZ S Z=3t7| H7HX|Q| Al

MY AZEHSH(2) UCH M2 2 MEE R
X|gluich Android Ex| % 2 Kol HELCt 7|23t2 5 2YLICh

Microsoft 2= AMHoj| CHst A2 Azt ®|SH
« XenMobile o] 15 M Mt{o| SE2 tHI|sH= AlZH (X) RLICt 2ASM M7t =2|1 E2fTio| % #L 0] 22 60
12| %=

H=
X O[22 sELICL 120 £ 20| K| gh= ABAM MHE=E || 227t 2L 7|22 15000 2

%) QLict,

7|2 B HE

+ XenMobile 0] 2|A2AE ZX|0f| tHESH= WHES ALE X +F (DEFAULT_TO_USER) =& &% =Z0i| M ZH L
Ct. 71222 DEFAULT_TO_DEVICE LIC}.
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Deploy Log Cleanup (in Days)(HZ 21 Hz2| (¥))

+ XenMobile off X 237t X|=|= L LT 7|22 7 YL

SAE 0]

]
ok

FOI AFR OF Bt

[ =

o J|EXMOZ SAE 0|2 Q8N A= Microsoft PKI AHE H|Q|sh gt 2t MSHEILICH SAE 0]
Joj 2 22 @F7L ZHELICL “2& 70 MHo| HAE £ IELICH SAE O
192.0.2.0° 2 mo{7t ®MZ%t QAIB A FHQt LKISHK| ASLICE” SAE 0| fF 4 HALE Qledl X7} ZHEE=
2 0| £ 2 true 2 HESIMUAIR. 7|2312 false YLICt.

2
I
=2
e
2

fot

>

O

oY on 4Ho

=
2 AL HISHHE MH 2

SSL At 2ol AL of Bt

s True @l ZL O3 ZE Z70| ZFE[H SSL MH QAEM 5 M HAZE ALSE|X] &L

- XenMobile Server 0| M Q1= A 7|8t QIZ S ArREfL|CE,
- Microsoft CA M7} Q1= M eI XL},

- XenMobile Server 7t REE AM2|stx| gt= LHE CAOM B ME MEMSLICE
712322 true LICt
Enable Console(Z2 A1)

o true @ 2 ALEXI7L X7 X3 2 2E0f A AT £ JASLICH 71282 true YLICE

— HALT

Enable Crash Reporting(32iA| 21 AIR)

o true 2! A2 Citrix = i0S % Android  Secure Hub 2| 2/ E 81Z38l= 0 =20| H= ZE 20 3 TS
SZstLICt, false 2 Z2 HIO|E{7t £RE|X| gt&LICE 7|22 true LILCH

— HA

Enable/Disable Hibernate statistics logging for diagnostics(Z!ctoi| Hibernate £7 22 Ag/AHE o

)

oot

|0

» True ¢! Z2 Hibernate E74 222 A8%t0{ S8 T2 2
XenMobile 0 M Microsoft SQL Server off 22 uf Ar2E|= 1M Q4 QLICt, 7|EXoZ 2
M0 GBS 0K 22 ALESHK| A =5 MHEL|C

-

e 2 22 mAo| ZHS0X|= NS UX|stH B 7|2
otat 22 ALEsHMAI2. XenMobile 2 /opt/sas/logs/hibernate_stats.log ol 23 7|SeLICt. 7|23k
False 2/L|Ct,
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Enable macOS OTAE(macOS OTAE At2)

Jhu
o
|u
lo
>
o
o
>t
ra
ot
-
il
J|>|
m
0O
@)
n
>

o
A
rir
o|n
FH
s
uln
opm
ot
>
=l
on
Ju

« false 2/ 22 macOS &x|ol| it S
[e]

g = AFUCL 7|22 true LT

Enable Notification Trigger(22 E2|7 AI2)

« Secure Hub 22/0|HE L2IS AL3IALL ALESHX| R = M BLICE true Zt2 LS AIBRILICE J|232

true IL|Ct,

force.server.push.required.apps

o Ch33t 22 2200 Android % i0S Fx|ofl A 24 Hof ZH| HiE S AL8st= S M BtLICh

1
)
>
N
>~
e
{o]
b
o

4 o2 FA|EHL|CE,
23

1 1
z Zz
o0 ol
Rl
A
e N
4+~ ™
O O
ne
4>
i
o)
HU

1
wm
(0]
(@]
c
=
D
T
c
O
=)
i
N
=
Ok
o
Il
iul

L4 o] YA HEE J|2HOZ false 2 MFELICH YN IS ALBSIEE MHsteIH ABX NF 718 USD #e
true 2 UHSHIAIQ. YA HE F0j= AEIZat0|x 8 U B Y AE0| US HED MDX Xl B 0| FA| YIo|=
o] an |

ELICH 22Xt A HOlolE 7ol 7|2t ChHet MDX H&

o
-4
O?L

0| =7 - E LIt

71: AEXXIE 7|

« 7|: force.server.push.required.apps

« 2L false

« EA| 0|Z2: force.server.push.required.apps

o HY - HS ZHZE HE

ActiveSync 7} 318 U HEE ALK} MA| 22 20|27

« XenMobile 0| ActiveSync 7t 518 % AR 3t A&t FM| £5 (7]F) € 7tMe 2t (%) YLt 71232
28800 E=L|Ct.

hibernate.c3p0.idle_test_period

+ XenMobile Server £ 421 At8xt X|H 7|= 22 Ru40| RS2 HAE7|THX|S f57 AlZH(X) & Z™ELIC
ChSat 20| 7|15 YUt 71222 30 YLICt.

o 7L AFERH XY 7|
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« 7|: hibernate.c3p0. idle_test_period
o 2t: 30
« XAl 0|Z: hibernate.c3p0. idle_test_period =nnn

+ Ad: Hibernate 83 HAE 7|2t

hibernate.c3p0.max_size

+ O] At X|H 7| = XenMobile ol 4 SQL Server Gl O|E{tf| o] A0f CHeH & & U

XenMobile 2 0] At X|H 7|0fl X|Hst 2t Mvto = ALERL|CH HRdt 0ot HZo| &
s

&
Muio] g2t wtat #F e ZFeLICh Xtet Li82 XenMobile 2¢l =8 8 BESIHYAIR. T

LIC} 7|22t2 1000 UL|ct.
« 7|: hibernate.c3p0.max_size
« 2:1000
« EA| 0|Z: hibernate.c3p0.max_size

o M3E:SQL ol DB A

hibernate.c3p0.min_size

+ 0| AF2 Xt X|H 7|= XenMobile ol SQL Server HIO|E{t|0| A 0] CHa| o= 2| HE 25 Z

0| 7|2 FgELICL 7|27f2 100 LIt
« 7|: hibernate.c3p0.min_size
« 211100
« HA| 0|Z: hibernate.c3p0.min_size

o HE:SQL e DB AHE

hibernate.c3p0.timeout

o O| AFSXL XM 7= 7 AlZh £3t (x) & Z™ELICE 7|232 120 YL|Ct.
o F: AFBXHXIHE 7]

« 7|: hibernate.c3p0.timeout

o 2£: 120

« EA| 0|Z: hibernate.c3p0.timeout

o 23 C|O|E{H|O|A F7 AlZH =1}

A HZE 5 ZFYELICL

ZLICt Hlo|E{HojA

2ot 20| 7|2 78

Lot ch3at 2
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o HH BN (AEXF M Z20% = CEIP) 0] AF8E|=X RS AlHEtLICL XenMobile & MX|stALt 13
gloj=e o CEIP off &g &~ UELICE XenMobile M 15 H 402 220 Mg 22 {1 2AM0| ALEX|

t&LICH 7|22t false Lt

Inactivity Timeout in Minutes(H| 24 A|Zt ®3t (£))

o A MH[A AIZEAS R M 40| INACTIVITY_TIMEOUT 2! Z2: 0] 42 XenMobile oflAf CtE2 £33t
H|ZA Za|X}7t 20k E|7| FLK|Q| AlIZH(£) S HolFLct,

- REST MH|A0]| cigt XenMobile 28 APl £ A3t XenMobile 2& A A&
- REST Mu|20f tigt XenMobile 28 API £ AL238t0] EfAL ol M| A, A|ZE H[Bt0] 0 Q1 AL HIEM ALZ XL
7t 23015t MEf 2 QX[ ElLIC

L

iOS Device Management Enrollment Auto-Install Enabled(iOS Z%| 22| SE A5 MX| AHE)

o true @ 22 0| 342 TX| S5 Al LRt ALEXH 4 K89 £8 EYLICH A+EXt= Root CA install(ZE CA
Mx|) (2R3 22) X MDM Profile install(MDM =2 Mx|) & 2zIsjof sh|C},

iOS Device Management Enrollment First Step Delayed(iOS zx| 22| S22| A Hm Tt X[H)

o IR SE A AMEALAHH ZYS Yt = FE CAof hist HIAIX[0f SESHZ|7HA] 2|80k Shi= AlZhe RIFEHLITt.
M HEQI 7| N2t = £ & 2X7L s 202 BEsH= 20| E&LICH 0] 22 5000 Z2|x (5 %) £

o

o

| e
=

o
st ZHS HHESEX| OFYAIR. 712312 1000 22|x (1 %) YLIch

Pt

iOS Device Management Enrollment First Step Delayed(iOS Zx| #z2| S22| OpX|2f CHA| X|H)

o O] £4 2 TX S5 S0l MDM =2 20| EX|E = FX|Q| ofo|METL A|ZE|7[7HX| Th7|8H0F 3t AlZHE X F gL
Ch Ol £M2 LIEQIZ th7| A2t = & 2H7H A= FR0lT BEsH= 240] E&LICH 0] 22 5000 La|* (5 %)

)

KCS12 £ A 82X o2
712242 SCEP LLCt.,

uiny

+ XenMobile o] Zx|ofl MDM QIEME i et uj SCEP(otate] 0|R2 HEE) £
XFgLIch PKCS12 ZE0M = Aol 7] ¥0] WA= Hao| A= X| b&LIC

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158



XenMobile Server

iOS Device Management Identity Key Size(iOS = 22| ID 7| 327|)
« MDMID, i0S =2% MH|A 8! XenMobile iOS Ail0|ME ID of th$t 71l 7|2] 27|Z FolstLct 7|127t2 1024
2Lt
iOS Device Management Identity Renewal Days(iOS = x| 22| ID Z4A & )

+ XenMobile 0 215 M A4l A|EsH= AB M7t TEE|7| MOl AJZH (Y) & XIFHELICE OIS S0] A5A7410 ¥
off BHE=1 0] £40] 10 Lol Z ZX|7}F 2t 9 U HMof| HZBIH XenMobile o] M QIEAE wFetLICt, 7|23t

30 ¢ Lict,

ro 4ot

iOS MDM APNS Private Key Password(iOS MDM APNS 712! 7| ¢t

o] £ Mofl= XenMobile oflM Apple MHZ 2IS ZA|

et

o 22etA

0
=
n
o2
fot
A~
H
0%
n
-
n

Length of Inactivity Before Device Is Disconnected(Zx| 212 slix|st7| H B2 AlZt)

+ XenMobile o] HZHE slix|st7| Mol ZX|7} 0HX|2t QIS RE HIEH MEf 2 QLS 5 Q= AlZhS XIFELICH 712342
7 LLCt
MAM Only Device Max
o O] AFEXI X|H 7= Z ALEXI7F SEY &= A= MAM W& &X|9| =5 HstetLict, Ci3 3t 20| 71§ M BfLIC {0
0 0|H HX|E RHct SEZ & UELICH

+ 7| = number.of.mam.devices.per.user
s %U=5

« HA| 0|2 = MAM Only Device Max

nx

H =2 MBXVt SEE = U= MAM EX| =5 HstetL|Ct,

MaxNumberOfWorker
o U2 40| 25 Tl 20| MA S JIH 2 AFRE|E A E SQLICH 7|222 3 QLICH FIt 2| Maiot LRt A A
gE +E 5% £ ASLICH O2{LI 0| 0 6 1 20| A= 271 AHXH 28 FOHE 7192 i CPU A8 2F0| =0t
FLct
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Citrix ADC Single Sign-On

« False ¢! Z< Citrix ADC ol M XenMobile 22| SSO £0| XenMobile 24 7| 50| AF2E|X| &

gt&LICh Citrix
Gateway #4of 24 URL 0] Z&t=|= Z2 XenMobile o] 24 7|52 Ar23t0 Citrix Gateway MM ID & &
Qlgfuct, 71232 False LIt

Number of consecutive failed uploads(&i< ¢lZE Al )

o CEIP(AIERI 2t i T2 O3) AZE S0 ASXOZ Mt 342 FEA[SIL|CL FZE7F MIfstH ZHo| ZotetL
Ct. YZ =71 15 3| AnlistH XenMobile o] {12 2Mo|2t 1k ot= CEIP £ AE6HX| k=2 MFETLICE XiAsHU
22 A EMO A2 {EE MHBEL|CH MH M2 HXSIMAIR. Y27 4 3stH 240] 0 22 AMHEILICE
Number of Users Per Device(Z x|t A2 Xt 4)
o« SUSHEXIE MDM 0| SEE 4= U= AF2XFQ| AT &¢JL|Ct 2 2Hgtel AR ST HKE SEE = Y
=22 olo|FLICt, 7]1222 0 YLICt
Pull of Incremental Change of Allowed and Denied Users(s|2 3! /2% ArEXI2] ZE2 HZ B0{27)

« XenMobile o] PowerShell ¥ & &3listo] ActiveSync Zk|Q| HEIS J1ME nf =HQle| SEES th7|st= Alzt
(%) YLict. 7]23k2 60 XL|Ct,

Read Timeout to Microsoft Certification Server(Microsoft 21 Mol CHst 217 A[ZH H|StH)

— 21

« XenMobile o] g{712

=
#< 0] 242 60 % 0|4

A
Ea
(@]

o=

o f QIEM MH{2] SES Ch7IsHe AlZH (%) QLICH 9E A M7t 2|1 Eamol g
O,

L 1 2
2 5%+ AL 120 £ 20| SHOHA 2= ASM MHE |X 227t 2RELICL 7|2

2t2 15000 22| (15 %) L|ct,

=
=
=
o

REST Web Services(REST 2! AfH|A)

o REST &l MH|AE AFE-ILICE 7|=22t2 true YLICE

o O] 2 X UHEUT| & HREHLZ LIE A2 = M2|of| AFSELICH 20| 248t A EJHH B2 X

MetL|Ct, 2ol 225 O B2 A EJ X E JPHSLICH 42 S0IH HEWI| L X 5

=

BN ¥

n
Ral

a
>
Ol
N
oIr
rot

FH22|7t 201 4= ASHICE 7222 1000 L|Ct

HATT
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Session Log Cleanup (in Days) (44 21 &z2| (Y))

+ XenMobile off M 237t X|=|= L SALICE 7|22 7 YL

Server Mode(/MH ZE)

+ XenMobile o & 22|, & #2| £= 4 X Fx| #2lof s efst= MAM, MDM £= E (°.i E{Z2t0|X) ZE0j|A
M| =X goltLict, Server Mode(MH ZE) £42 ofzl Hoi| MFE Zint 20| x| S5 wyol| w2t BE L

Ch M EE J[23t2 2toldlA Fof 2AIgl0] ENT LTt

XenMobile MDM Edition 2to| A7} U= 2R a3 M BEE AMH £40)A BE3H M It #Aglo] &4 MDM
L|ct. MDM Edition 2to|dA7t Q= A2 M ZES MAM = ENT 2 HFst0o] o #2|E A8 - glsLch

2to] A HH K| SE0|| AIBE 2E Server Mode(AMH 2E) 42 Ct

goz 4y

Enterprise/Advanced MDM 2= MDM

Enterprise/Advanced MDM+MAM 2= ENT

MDM MDM 2= MDM

fust M ZEE 2to|MA @Yt MH REQ| =8HQILICL. MDM 2to|MA =3t M ZEE M 2E M3t 2Aglo|
g

MDM @iL|C}. Enterprise ¥ Advanced 2t0|dlAS| AL %t M ZEE M RE7HENT =& MDM ¢ 22 A
Cot dxletLct. M ZE7F MAM ¢l 22 f5t MH REE ENT LCt,

I
H

XenMobile 2 2to| A s}, 2to] A AF| I M £ 40iM M ZE #HZF ZHof| choh At 230 M RES FI13
Lich 23 mbd ghE7| 9 270l chEt XhAlet L83 29F XenMobile of 231 |

ShareFile configuration type(ShareFile 74 £¥)

« Citrix Files 2E2|X| R8¢ 2 X ™ eL|ct, ENTERPRISE £ Citrix Files Enterprise 2EE A% L|C}
CONNECTORS = XenMobile 2& 8 £l 2tE StorageZone HU4lE{of Chet MM ADH M BELICE 7|23t
NONE o|{ 7+ > ShareFile st29| 7| 27|0f| M Citrix Files Enterprise o H4E] S0l A MEfst = Q&L
Ct. 71=2t2 NONE ¢L|Ct.

Static Timeout in Minutes(== Azt ®|3t (£))

o ¥ MH|A AIZEHISE 3 M £40] STATIC_TIMEOUT ¢! Z2: 0| £42 XenMobile 0l M CHS S AtE st
2|Xt7t 20kRE|7| MAEX|Q] AlZH (2) & Felgch

Jot
g
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- REST MH| A0 cH3t XenMobile 28 API £ A28t XenMobile 2201 A M A
- REST MH|A0f i3t XenMobile 22 AP £ AFE310] EFAF 40i| HAM|A,

Trigger Agent Message Suppression(0i|0|HE H|A|X| E2|7 2{H]|)
+ Secure Hub 2210|2E HIAIX|E AHESHHLE ALESHX| R = HHBLICE false 2t2 HIAIXIE AL RLICE 7|23}
2 true LiCt.
Trigger Agent Sound Suppression(0|0|HE AI2E E2|7{ 24H|)
+ Secure Hub 2210|AE AFREE A5 L ALESIX| RS SHBLICt false 22 ALREE AL HLICE 7|23}
2 true LiCt.
Unauthenticated App Download for Android Devices(Android = x|of| Cist QIS 2| X| 42 H CHRZE)

+ True 2! 22 XN SAEE A Android Enterprise £ #3st= Android Zx|of| CtR2Z =8 4 J&LICH 0] &
42 Google Play Store 9| Ct22= URL 2 X OZ HZst= Android Enterprise SM0| AFE[=
gtLct. o] A CH22E URL 0ofl= 215 EZ20| QL= €28 E[Z (XAM One-Time Ticket server(XA
ElZl M) £40=2 ™o|g) o] Z&HE 4 i&LIC 7|232 False L|Ct,

= oy

Unauthenticated App Download for Windows Devices(Windows = x|0f| CHi$t QIS E|X| 92 M CHR2Z2E

. U3|8 El3o] YA HASHA| 2t O[F B{Ho| Secure Hub o2t AR ElLICH. False 2l 2 XenMobile il A
2 2w

Windows & %[0l Ct22ES 4 Q&L 7|23t2 False LICH

Use ActiveSync ID to Conduct an ActiveSync Wipe Device(ActiveSync ID £ Atg3sto] ActiveSync =
Xl &£7|3 +¢)

+ true 9 A2 Exchange ActiveSync & Endpoint Management 74 E{7} ActiveSync A8 x5 asWipeDe-
vice HIMEQ| Ql2 A EILICE 7|23t2 false LICE

Exchange °| At X}t

« true 2! Z? ActiveSync Exchange AtEXtol| Chst ALE Xt Q15 S AFESHX| eh&LICt 7| 2342 false LICt.
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VP 7|E 23

« XenMobile o] Apple 0l & F0i 2t0|MIAS CHA| 7t = X|4 ZHARILICE 2lojdA HEE ME TIX|H EF
TOHOIAM 7t 2 HE SEO2 MHSt= 24 22 2 E HE LHES XenMobile of gtdg 4= A&LICE 7|[2Ho2

XenMobile oM £& T0H 2to|MIA 7|F2 %4 720 20ICHAZ DX FLICH

%
>
Ll
M
o
-1
E.:
§
;
>
_y_

%2 < (oll: 50,000 71 =) Citrix oM 2toldlA FE 79| BIE Sl QUSEI B 3t

& Tof 2to|MIATE Xt HAE 2O o &=l = 22 Citrix ol = XenMobile ofl #Z LI £0| 0| EE =
S AHBILICL £ 71E Ato]2] &4 2442 60 2LICH Eot XenMobile 2 60 20T HEt 7HK 27|18 +3
[

2 28 70 7| & 2t50] 60 22 B2 7|F Ato|9| ZHAH0| Z|CH

2 MH[A AZEH S R

2 APl 0| M HME|= olx EZ0| Otz dh S X| ™ EL|CE, STATIC_TIMEOUT ¢! 22 HX A|Zh A3t (£) MH
A (o]

pare §
o
40 XY E 2ol X|LiH ¢l

o

INACTIVITY_TIMEOUT Q! Z< H|&H4 Azt HMist (2) M S0 XI-E gt S0t HIZA Mefjo|H oI5 EF0| R E A
O 7txgL|Ct 7|2at2 STATIC_TIMEOUT LIC},

Windows WNS #id - A & 4 £

« ChannelURI o Al giz=QlL|ct, 7|2Zt2 10 2L lL|Ct,

Windows WNS 3lEH|E 717

+ XenMobile 0] 3 20tCt5 #H ZX|of HASH = Zhx|of| HABE7| FAHK| 7|CH AlZtiL|ch, 7|23t2 6 AlztelLc

(@)
_|
_|
ne
ot
oo
re
ol
Hm
L“l
Hu
2
o
n
Ho
Hu
n
et
4>
30
rir
>
N
[
L]
B
1]
T~

0| #4942 Andro

id = %2l o
t2=c U Windows &X|9] QIS5 x| 92 9 Che2E 243} 8 AFBEILICE 0|23t 242 OISE|X| ke o

S ASEX| 2
-i

XenMobile MDM Self-Help Portal console max inactive interval (minutes)(XenMobile MDM xt7t
@ 2 24 2ol v 7t (£2))

+ XenMobile X7t x| IO M HIZH AFEXI7F 20 E[7|7HX| 2 AlZt (2) LICh Azt M3to] 0 o 22 H|g

AFBREZE 2701 AEj2 RXIEILICE 7|23t2 30 LiCt,

0x
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M
S

CC
-

M

I

7, B

=

rr

=
=

]

XenMobile ol A Mol £4 S MY 4 UHLICH HET F0ll= ZE = E0iM XenMobile & CrA| A|ZHsto] HE LS
7{5lstn gy staliof gLct.
Nk
XenMobile 2 CtA| AIZtst2{H 60| IH[O| M & S B ZEZES AL T
1. XenMobile 2&0i|lM REZ ¢ 2|9| 7|0f ofo|2& S2IetLICh M H|O|X|7F LIEHHLICE,
2. Mef ol M M &4 S2IYLICH M £ H|O|X| 7t LIEFELICE, O] HO|X|o|l M M £-8S 37, A £i= AHX|
o 4 Asstt.
Server Properties
You must restart XenMobile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your hypervisor.
o Q
Add
Display name Key Value Default value Description v
NetScaler Gateway Client Cert Issuing Throttling  ag.client.cert.throttling.minutes 30 30 Throttling interval for issuance of NetScaler Gateway client
Interval certificates.
Number of consecutive failed uploads ceip.consecutive upload failures 0 0

Sharefile byPath AP fields

sharefile configuration type :
ENTERPRISE/CONNECTORS/NONE

Connection Timeout

Identifies if telemetry is enabled or not.

Length of Inactivity Before Device Is
Disconnected

User-Defined Device Properties 1

User-Defined Device Properties 2

User-Defined Device Properties 3

com.citrixsharefile bypath.fields

com.citrix sharefile.config type

CONNECTION_TIMEOUT

console.ceip.participate

device.inactivity days threshold

device properties.userDefinedl

device.properties.userDefined2

device.properties.userDefined3

odata.metadatald,

url

ENTERPRISE

true

odatametadata, Id,

url

NONE

false

Comma separated set of fields (case-sensitive) that need to be
extracted from the complete sharefile byPath API response

Sharefile configuration type . Possible values being ENTERPRISE or
CONNECTORS or NONE

Session inactivity timeout, in minutes, after which the TCP
connection to a device will be closed (by default 5 minutes)

Length of inactivity (in days) before the device is disconnected.

User-defined device properties.
User-defined device properties.

User-defined device properties.

FIME SEILICH M M £ 27t 10| X| 7} LIEFELIT,
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Add New Server Property

-

Select an option

Key

Value™

Display name™

Description

te 712

. 7 2E0IM Y

Hote{= AL Citrix Xl

| 2[5,

o

Lict.

b4
HA

Off AL

t MH 4 EolS

=
=

o HA|O|

=0l|A

1. M &4 HO|

SLICH M M & BE HO|X| 7} LIEFE LT

X =
mye 23

Ll

2.

165
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Edit New Server Property

Key ag.client cert throttling. m
Value* 30 ]
Display name™ MetScaler Gateway Client
Description Throttling interval for

m

ssuance of NetScaler
Gateway client
certificates.

1. MEi 24 0| S0 AFRISH Mi 48 MefL|ch,

2h £ 0| U SIS MEiGto AT 442 5 0|y MHE & ALt

July 4,2024

XenMobile Server 2-Z|0|A MX|o| AR CI2at 22 WHOZ CLI SM0j| HMAE £ QAELICE
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+ XenMobile £ 4X|3t 50| T{H}0| X 0i| M = StO|HHIO|X{0fl M 7k 2 XenMobile 7+4 ZHES Mefsin HH o
IE 5|5 AEE CHS XenMobile of 22|xt A ™ol 23 28tLICh XMI3HLHE-2 ST sto|muto| Mol MHME &

KA.

« SSH £ A83t0] Wattof M SSH £ At8st= = MH3 22 XenMobile of 2t2|xt A Fol| 23018t

CLI £ Ar83to] Ciefot 714 8 2H s Z &P S 3 £ AELICH S 22 CLI of 2|49l HwE EHFLIC

__'.Uk‘l %A

—
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(for initial =taging) HITPS service
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[4] 417 ZE

CHE2 S AHY HRol ME2 2 SH00| A== dFLIC

[2] 2212H Z4st/H|g st

=
=

o
-

N=H

o

MESHE

M

Mest 249 123t 22 HIAIX| 7} LIEFLLICE,

To enable real-time communication between cluster members, please
open port 80 using the Firewall menu option in CLI menu. Also
configure Access white list under Firewall settings for restricted

access.

Z

ECEZE

o

MESHK| = E MEet ZR LS 22 HIAIX| 7t LIEFE LT,
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You have chosen to disable clustering. Access to port 80 is not
needed. Please disable it.

[3] 22I1AE M2 B0|E 2|AE

[4] SSL @2 ghMs} rr= HIE M 3]

SSL2uzdS A8 EX| FE MEiSHH ChZat 22 HIAIX| I} LIEHRLICE

Enabling SSL offload opens port 80 for everyone. Please configure
Access white list under Firewall settings for restricted access.

[5] Hazelcast 22{AE A

Hazelcast 22|AHE HAISIZ S M5t Ch3at 22 SH0| LIEHLICH

Hazelcast Cluster Members:

THE LE7} B2AAES| YR o H Y =2 CHA AIFBILICE

System Menu 0| A= A| AR £Z HEE EA| EE= MHSI7HLE, MHE CHA| A|E £= S=6t71LL, Advanced Settings
off HMAE & ASLIC
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NTP M MHS Soll NTP M HEE X Fe 4+ A&LICH XenMobile A|ZHS sto|muto| X9t S7|3tet mf TFE AlZtcH 2t
# 287t LIEtLE= Z2 XenMobile Ol NTP MHE J12|7| =5 3t 0] 2XE YXIT £ AELICE 0] SMS HES 20| =2

£ S8{AE MHE CHA| AZFeILICE

[S] AR CIAE MY BA| Ul ¥=S gfelsto] C|A3 32t geld +& AFL

MH E Z8 HE

SHAEOM HHU M = ES ZR5H= 32 LMoz 2Ty Sl 450 HEE 27 ArE SF5h= CHE E0ilM &Y

S12 H2let 4 UBLICH B SA SRE =C 4, 5 A8 4 U EJF SRE A2t 02} CFE 4+ YLct
« M8t 0f33] Secure Hub 2 AE0{0] A 4 QI&LICE
« A8 K3 SOl ABRE A8 HalE 4 i 2 ALSAHE HIEE Belsls ol AHASHD 0213 S AR £
BLICE HZ0| L2{x FA| HZ9l SE7h LafE 4 gLt
« B YUS BE It SREIT o4 3 ASHA S HLIC 2R BA| 200 of2 YA HE S0} L2 4
BLict
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[12] 12 44X

Advanced Settings

[0] Back to System Menu
[1] Toggle FIPS mode

LZ] Custom Ciphers

[3] SSL protocols

[4] Reset CA Certs Password
[5]1 Reset SSL Certificate
[6] Reset pki.xml

[7]1 Server Tuning

[8] Switch JDBC driver

L9] Cloud Migration Credential Check
[10] Refresh encryption keys

Choice: [0

SSL protocols 242 7|2Mo2 5|85 DE T2EEZE MHELICL. New SSL protocols to enable ZEZEJL &
AHFLICH XenMobile 2 SEoO| Z&EX| gt RE T2EZS ALK 2&LICH OIE E0
TLSv1 & AFSotX| gtoe{® TLSv1.2,TLSv1. 18 Y=t Ct3 y £ 22{sto] XenMobile Server £ CHAl A|ZfetL|

Ct.

MNE|H AR ZZEZS

Server Tuning SMol= M| HZ AjZh 23t 2|} HZ & (ZEY) X A|) A= 4 (ZEE) 7 THE/L|CH

Switch JDBC driver 242 jTDS 2 Microsoft JDBC 2L
2tolu] Fetof| ch#t XtMist LH82 SQL Server E2t0|HE &Zxs}

|Ct. 7|& =2to|#{= jTDS iL|ct. Microsoft JDBC =
AMA2.

0

X &

CtS2 Troubleshooting Menu 2| MZ1} 2t SMof| thsl EA|= = MFLICH
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Troubleshooting Menu

[@] Back to Main Menu
[1] Network Utilities
[2] Logs

[3] Support Bundle
[4] Disk Usage

Choice: [@8 - 4] 4

[1] HEZ FEL2(El

[2] 22

[@] Back to Troubleshooting Menu
[1] Display debug log file
[2] Display update log file
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|u

[4] CIA3 A

ol
o

Troubleshooting Menu

[@] Back to Main Menu
[1] Network Utilities

[2] Logs
[3] Support Bundle
[4] Disk Usage

Choice: (8 - 4] 4

Citrix Files S FTP AtO|EZ ALE3}0] X| & HES P2 Est2{H

X

o

#

14°]

ZEE AZBt7| Hofl Citrix Files oflM CHS T4 14 @45 FHFL|CH

uin

1. FTP 232 A2 Y= stelgic).

a. ® =EeteX0M https://citrix.sharefile.comg gLct,

o

SElgLch

b. Personal Settings(7lio! 47%) £ 22/st = Advanced connections(12 ¢Z)
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XenMobile Server

Citrix ShareFile

@ Dashboard
Folders

on |

b - Workflows

Personal Settings
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Citrix ShareFile

Edit Profile
Two-5tep Verification
My Connectors

o Advanced Connections

My Apps & Devices

<

c. FTP M =0l M AFRX} 0| 0]l CHgt F2X AL X ID 7} 712 3t9| E0|Ql/AFS X} O S A% & et 2 LietLt
=X SoIBfLIC,

=
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You can connect to your account using an FTP client such as WS-FTP or FileZilla. To connect using an FTP client, use
the settings below.

Your FTP user name includes your account's subdomain to the left of your e-mail address. If you are unable to log in,
or your FTP client does not allow you to enter the / and @ characters as part of your user name, you can use the

shorter, alternate form to the right of your full user name.

Detailed Set-up Instructions

FTP Server Information

Security: Standard (Port 21) or Implicit SSL/TLS (Port 990)
FTP Server: citrite.sharefileftp.com

User name: .com or

Password: (vour ShareFile password)

Both secure and standard FTP are enabled for your account.

PN

CLI 7/5t FTP 22t E2!
2 wayAl (\) 2L 71 (@)

AMZXFID 7t HO|X| gte

. Fax oo

)

™

Citrix Files MHollM FTP
EMOM MEXAFE O E

£

2|xt

[}

ret

O A= AMEXH=

MESIEE

ot

Folst

[

UELICH 22 A,

LIC}. w2ty AR 0| S 2]

old
=T

ShareFile 2t2|xt tE= ShareFile XIFQZ2E O AI2XHID E @K

25t o] 282
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Citri ShareFile

4, ™ 2EX0||A Cfst7| (+) 00|22 22/6t1 Create Folder(ZH E7() 2

178
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Create Folder

" Required

Name: * upload

Description

Add Users [ ] Add People to Folder

Storage Zone ShareFile EU v @
Create Folder Cancel

5. XenMobile Server CLI 2| Main Menu(H 2! H+7) ol A Troubleshooting(=* 31Z) > Support Bun-
dle(xIg HE) 2 MeigtL|ct. O C+2 Support Bundle Menu(X|&! HE o '7) 0l Generate Support

Bundle(X|3 HE M4) & Medgtct,
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Configuration
Clustering
System
Troubleshoot ing
Help

Log Out

[0 - 5]

[B] Back to Main Menu
[1] Network Utilities
[Z] Logs

[3]1 Support Bundle

Choice: [ - 31

Support Bundle Henw
[8] Back to Troubleshooting Mena
pport Bundle
jport Bumdle by Using SCP
Support Bundle by Using FIP

Choice: [© 311
support bundle exists. Uuverwrite 1tY7 [ysnl: y

Support Bundle generation iz in progress. This could take a while

Support_Bundle successfully generated: 201511123_1450866290591

A
o
rE
ujn
=)
jas)
rr
oy
40
=
=
A
N
H
=
m
e
<
o
i}
I
of
2
rE
mjn
o
=2
2
lo
I
-
n

o
A
o
rE
fuin

2 FTP Mol d=2EgtLct,

a. Upload Support Bundle by using FTP(FTP £ AI2310{ X|2l HE ¢2Z2E) E M

b. Enter remote host(2Z SAE 1&): HAIX|7t EAIZ|H FTP Mt 0|2 2=gtLict. Citrix Files 7t FTP
=

MHZ A2 E|= B2 &AL 0|2 Ct20 Citrix Files FTP ALO|E 0|52 l&gtLIct. of|: citrix.sharefileftp.com

c. Enter remote user name(2z AFEX} 0|2 12): HIAIX| 7t EA|E]

e
of

Xt AFEZLID £ YL
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d. Enter remote user password(Z AtE A 25 2): HAIX|7} EAZH 2SS d=etLict

e. Enter remote directory (22 C|ZlE{2| @/21): HAIX|7} EAIZ|H Citrix Files oM 2tE 38 EC 0|28 ¢

2i%t = Enter 7|2 S+ELICt.

Support Bundle Menu

Cholece: [@ 31 3

Current support bundle: 1511123 14588664496

.sharefileftp.com

Eu-west

d from (unknown) [

one to the

# or host name.

1.conpute.

) Test fAccount
iz the current directory.
open: tr

Fath zhould be relative to fftp r

FIF site.

JEES XY HES Citrix Files 0l M THE SR EH0IM 2 = JUFLICH

Citrix ShareFile

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

181



XenMobile Server

Citrix Files FTP ofl ch$t XkA|3H LHE 2 0] Citrix Support Knowledge Center 2AME HEstMAIL.

ClA=

O

S =elsta{H

CLIOllM CtZ2t 20| A|AR C|A3 Z7HS &foleh 4= AFLIC

1. ojQl ool System 0| 7S MEdSIL|CE,

2. System 0|=0| A Display System Disk Usage S48 MetigtL|Ct,

ohd Al AR FEIE LEFE LT

AT AH|A CJAS F2| 23

=

Ct=at 20| CLI oM C|ARE Halg & ASF LT

1. 2H SHZ HimollM LA A S MEdetL|C), ClAS AME2F ZR0l= CH3at 22 SM0| AELIC
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[@] Back to Troubleshooting Menu
[1] Display Disk Usage

Choice: [@ - 2] 1

'No core dump and support bundle found.

2. R 1230 3T M X HE T RS LIEELICH IH0] EXSIX] 4™ ChZ HIAIXIZt EAIELICEH 20
H

XenMobile Z£0i| Ci3t QI EZ AZsH|

March 15,2024

XenMobile 2£2 XenMobile 9| £E¢t&l 22| = ULICE 0] EM0AME XenMobile £ Mx|3in &0 M 2

= = _? AN
£ Aefol ZHo 2 JhEELICH XenMobile 2 of=| Mx|8tX| gte AL XenMobile 8 x|E #=sHMA|2. XenMobile 2&
o| HatX| X|ofl CHSt XAt LH22 XenMobile 3t 2ME & ESHMAIR.
X7 EH Y3 E
HHE 241t XenMobile 2£0|A xt3 2 XenMobile € M8t LIH tHA|EE7t GRILICH £7| M StHOZ S0t
2= el&LICt 2 Mot 2 UELICH AFEXL o 9 AXIE FItety| Mol S
M
=

U5 x| PYS AL F2 2E0IM O HFB R
of

=olof BILICE MK 2&2| LER ™ 2|0l A= 7|

Initial install settings
to configure now

Import certificates
(trusted SSL, APNs,
client certificates)

Configure LDAP™*

Configure

MNetScaler Gateway™

Configure SMTP & SMS
notification servers
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2t Ao chsh XbMlet Li 83t thAIE Exh= Ch2 Citrix ME dEM 24 3 MM S HESHYAIR.

=
. ol

« Citrix Gateway %! XenMobile

otz
o AT

Android, i0S ¥ Windows S Eg X|st2{H CHSat 22 AW 2t 4E s Esof Shuch.,

Android

+ Google Play xt# Z3g HELICL XtMISHLHE 2 Google Play Launch (A=) & &=stMA|2.
+ Android Enterprise Z2|xt A& g gHELICH XtAlt LI 2 Android EnterpriseE HZsHAIL.
+ Google o =ojQl 0|5 S QIRtLICH XiMITH L8 Google Workspace =0Ql &olg ERSHYAR.
AP| £ At83t= 2 MKt Android Enterprise 2| MH|A AHS BHSLICH XtME LS

CEEE BXRSHAIR.

2 Android Enterprise

i0S

« Apple ID ot Xt A S ohELICE XMt LHE2 Apple Developer Program €l AO|ES A =sHMAIL,
« APNs(Apple ZA| £2l Mu|A) 2IZ M E 2HEL|CE XenMobile Server B{EZE AtE3t0] i0S &K E 22|82
2 Apple APNs 215 M7t Z@3tL|C}, Secure Mail BiZOf| ZA| 2212 AIRSH= 22 Apple APNs QISME T
ZLICt Apple APNs QIS ME A= ol chst XEMI3H LH82 Apple Push Certificates Portalg &=st4
XenMobile % APNs of chst XkM|3H LHE2 APNsS 215 A % i0S € Secure Mail 2| FA| Y22 XA,
« 25 F0f 3t EZS SHELICH XtMet L2 Apple Volume Purchasing Program& &XsHIAIL.

= rr
o o o

Windows

+ Microsoft Windows AE0 AAIX} D £ 7FHSLICE AHMSH LIS A& Mgl xg
+ Windows %] SZ0f XenMobile x5 A4 Q

o ?:|_|
Mgt LIS XenMobile xts ZM MH|AS FHZSHIAR.

28 MW 27 AN Y3ER

O IZZZ20ME N S FXIE F715t7| Toil Falior &AM 7 Al S 0| FLIC
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https://support.google.com/work/android/answer/6095397?hl=en
https://support.google.com/work/android/answer/6095397?hl=en
https://developer.apple.com/programs/
https://idmsa.apple.com/IDMSWebAuth/login?appIdKey=3fbfc9ad8dfedeb78be1d37f6458e72adc3160d1ad5b323a9e5c5eb2f8e7e3e2&rv=2
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/apns.html
https://docs.citrix.com/ko-kr/citrix-secure-mail/push-notifications.html
https://business.apple.com/
https://docs.microsoft.com/ko-kr/windows/uwp/publish/account-types-locations-and-fees
https://docs.microsoft.com/ko-kr/windows/uwp/publish/manage-account-settings-and-profile
https://docs.citrix.com/ko-kr/xenmobile/server/provision-devices/autodiscovery.html
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Recommended
prerequisites
before adding
apps and devices

Add users &
groups

Add delivery
groups

Assign roles to
users & groups®

Update or create
notification
templates

Check enrollment
modes for
invitations

Add workflows for
app approvals®

Zf 2ol chich XpMlet L2t THAE Bt

sk Ol
=2 X

. AI'Q'Xl' 7‘” S,
o Z|AA HHE
+ RBAC £ At86t0 HE 714

ot
* EFTI:!

==
S =

SUEEL S

« XenMobile ol ShareFile At2

0| ¥3EZZ+= XenMobile off ¢g =

7tst= 8

Che Citrix ME MY

PEENE-RUIE

i

2 meEtor g HE =M E 20 FLC

EHESIHMAL.

Configure ShareFile
Enterprise
or StorageZone
Connectors*®

Add apps

Wrap apps with
MDX toolkit as
necessary

Add apps

Configure app
policies

Add app
categories™

Apply workflow

Deploy apps to
delivery groups

2t 2ol chish XpAjst L8

» MDX Toolkit &
o U I}

o MDX H# 0t

« YIER NG

o Z|AA HE

0| 2/ 2E2+= XenMobile ol M ZX|E F7tst1 SE5t= 2

PN

P A Bxte= OF2 Citrix ®ME AEHM 24

U MM BTGNS,

S matop e FE =ME 20 FLICH
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https://docs.citrix.com/ko-kr/xenmobile/server/users.html
https://docs.citrix.com/ko-kr/xenmobile/server/deploy-resources.html
https://docs.citrix.com/ko-kr/xenmobile/server/users/rbac-roles-and-permissions.html
https://docs.citrix.com/ko-kr/xenmobile/server/users/notifications.html
https://docs.citrix.com/ko-kr/xenmobile/server/apps.html#apply-workflows
https://docs.citrix.com/ko-kr/xenmobile/server/apps/files-and-xenmobile.html
https://docs.citrix.com/en-us/mdx-toolkit/10/about-mdx-toolkit.html
https://docs.citrix.com/ko-kr/xenmobile/server/apps.html
https://docs.citrix.com/en-us/mdx-toolkit/10/xmob-mobile-app-policy-defaults.html
https://docs.citrix.com/ko-kr/xenmobile/server/apps.html#apply-workflows
https://docs.citrix.com/ko-kr/xenmobile/server/deploy-resources.html
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O,

Configure client settings, such as
beacons, Citrix Secure Hub support,
and ActiveSync Gateway™

Upload
provisioning file

Configure device
policies

Deploy device policies to
delivery groups

Create automated
actions for devices™®

Add devices

2F MFofl chsh XpMISH L83t THAIE Fkts O3 Citrix ME HYM 2M L MAS HEXSHYAL.

o TA

o X[HE=EFX

o
02
=t
=

o 2|AAHHE

0| 3EZ= XenMobile ol M AHEXL HX|E S8t 22 Wator & AT =ME 2o FLICH

|'/- _
©

Send enrollment
invitations

Check enrollment

Enroll user devices Lo
modes for invitations

2 S50 Tt XPAIS LA T 12418 FAHs Tk Citrix MIE ABM 24S HESHIAIL.
- AR A, g U 52

o]
o &3

View notifications and

Ongoing app and
device management

Tk

o

=

o REXR 9| EME[0] A= K| Of0|ZE 2

monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs*

2ls

PR BEAIE[= X 901 TS XEMISH Lh
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https://docs.citrix.com/ko-kr/xenmobile/server/provision-devices.html
https://docs.citrix.com/ko-kr/xenmobile/server/system-requirements/supported-device-platforms.html
https://docs.citrix.com/ko-kr/xenmobile/server/deploy-resources.html
https://docs.citrix.com/ko-kr/xenmobile/server/monitor-support.html
https://docs.citrix.com/ko-kr/xenmobile/server/automated-actions.html
https://docs.citrix.com/ko-kr/xenmobile/server/users.html
https://docs.citrix.com/ko-kr/xenmobile/server/users/notifications.html
https://docs.citrix.com/ko-kr/xenmobile/server/monitor-support.html
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= a
S M 8l ¢l

0l

July 4,2024

XenMobile =5 &of Ctg2t Z

rlo

Creret 71 247t 2150] 2HogtLCt.

« XenMobile Server: XenMobile Server= &
SM2 31 Z&LIct

Jpu
H
ro
b

ol S5 282 Folst= fIXIYLICh AHEX SFof gt

[=]
Fex| of 2. XenMobile 2| 2zto|HE 242 E3df Citrix PIN 215

« Citrix ADC: Citrix ADC = Micro VPN SSL MM 2% £ = 7|58 H3gLict =3 Citrix ADC = HIE
(o]

= od
A TS T E 7152 MISHH ALt Hof| M A Y miotet AFEE| = 215 BE S Fole = UMl 3l FLCh

« Secure Hub: 52 =0l M Secure Hub 2t XenMobile Server 7} &1 25 gtL|Ct, Secure Hub = & X[0l|A
Citrix ADC 2 EAlst= AE{E[L|Ct, MMo| BtZE|H Secure Hub 7t Citrix ADC 28 215 E|ZIg 2ot MDX
Hol| st E|212 MEtstL|Ct, Citrix = Q15N DHS HESIH, 0] 22 HAIX| 7t2K7] (man-in-the-middle)

(o)

=

2AHS X8l FLICL XHMITE LHE 2 Secure Hub 2MOIM QIS 17 MM AXSHUAIL,

st Secure Hub £ E38l| MDX 2QF 4E|0|LE #A| AFRE 4= QELICE Secure Hub £ M S ZA|SD HO| A|
Zt & 3tg|H Citrix ADC £ Edl| M2 THEH MDX AlZt &3t & Q1= A S FostL|ct, L3t Secure Hub = &

S X, XZA|0|M el 5l AFEXI7F Mot B E YMS 22| SL|C.

#2 Micro VPN &2 CtA| Citrix ADC 2

+ Citrix Files 2 SSO(Single Sign-on) & SAML
» Microsoft Azure Active Directory Mt{ A&
o Wi-Fi M| 215 213t QIBME EXIZ =L H: Wi-Fi 2| 24
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https://docs.citrix.com/ko-kr/citrix-secure-hub/overview.html#certificate-pinning
https://docs.citrix.com/ko-kr/xenmobile/server/advanced-concepts/xenmobile-deployment/authentication.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/authentication-domain-security-token.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/client-certificate.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/pki-entities.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/credential-providers.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/apns.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/saml-sso-sharefile.html
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/microsoft-azure.html
https://docs.citrix.com/ko-kr/xenmobile/server/policies/wifi-policy.html
https://docs.citrix.com/ko-kr/xenmobile/server/policies/credentials-policy.html
https://docs.citrix.com/ko-kr/xenmobile/server/policies/credentials-policy.html
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2ASA

o

XenMobile 2 MHZ ML= S4S E6t7| o Xt MEE SSL(Secure Sockets Layer) 15ME Mx| Foi| 4N
ELICH O] SSLOIBME & %I CA of M2 = Qe SSL Q1B M WA|sHoF Lict,
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Ch. ®E Citrix ME2 A=te oI5 A2 SAN(ZH ChA 012) QISME XLICH hEEo| HiZo M FUSIIE Ea
SAN 9I= A = st Yo ELct,

FEQE ASO| MBS 7| 20l ALEXE7F HDX 40i| 2 2ohA| o M 22t
A& Xt7k XenMobile |21 2ofl x| Ast2{H SSO(Single Sign-on)
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XenMobile 0fl A iOS & xS S22 22|52 Apple ol APNs(Apple A| 22! MH|A) QISAE AXstD BtEA
A2, ChAlofl tHel M= APNs Q15 ME & ZSHIAIL,

CtS HOIM= 2t XenMobile 714 @40] thst 15 M WAl 8l Q¥ g #o FLCH

XenMobile 24 224 QS M HA Qs oz /Y
Citrix Gateway PEM(BASE64), PFX(PKCS #12)  SSL, 2E (Citrix Gateway 7} PFX
E X522 PEM O w#3tst)
XenMobile Server .p12(Windows 7|8t ZEE{9| A SSL, SAML, APNs(XenMobile o
2.pfx) Mx| Z2MA Fof| HA PKI = A48t

=82: XenMobile Server =.pem

SHO| AZME X|RISHA| Qb&LICH

.pem ISME A5t H.pem T+

£ QEMet 7|2 2gstn 22hs

XenMobile Server 2 7} SL|ct.
StoreFront PFX(PKCS #12) SSL, RE

XenMobile & H|E Z 0|7} 4096, 2048 % 1024 I SSL £417| Q15 M U Z2t0|HE QAIZME X ELICt 1024 HIE

SME 34 27| &Lt

Citrix Gateway % XenMobile Server 2| 2 Verisign, DigiCert, Thawte S Z2 8 CA Z2E M 25 A
t= Z40] Z&LICE Citrix Gateway == XenMobile 4 REZ|E[0| M CSR(ABM ME 2% 2

SR 2 Bt= = CA O MZEsto] MES 22 4= AELICH CAZFMBE QIS ME thetstH s (5 M E Citrix Gateway £
£ XenMobile o] dx|& 5= A&LICH

i

=]
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(@]

£2:i0S, iPadOS % macO0s °| A2|g & U= S Moj| thst @7 At

Apple 2 TLS Mt QIS Mol Ch3t 22 @7 Atete ZARSLICH ZE ASMIL MER Apple 27 Aletg MEE
x| golstA A2, Apple A2 https://support.apple.com/en-us/HT210176E =82,
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https://docs.citrix.com/ko-kr/xenmobile/server/authentication/apns.html
https://support.apple.com/en-us/HT210176
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Apple 2 TLS Mt QIZ A2l A[th 518 £HE Z0|= SLICE 0o HA A2 2020 H 9 & o|=0f| UFE M 215
Mojjgt Fgkg EL|Ct Apple AAIZE https://support.apple.com/en-us/HT21102525 & =ctiA| 2.

XenMobile 0olM 21 M HZ2E

HZCBH= QIS AMOfl= Q1B A BEIXE T3Hst0o] QIS M H|0|29| &=20| IBHEILICH QB A7 LR PKI E8 14 242
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XenMobile ol M AHEXIZF A2 EBH QIZ M|l 71l 7|15 Q7 5HALE R 73HX| g2 4 AHLICH
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Microsoft CA AIE{EIZ 742t 1 CA IS ME XIHELICE CAUSM RE At QIFA SZ0|M CA USHE MefBILICh,
o
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AMESE g5 BE S X2t HAIX|ZF LIEHE LT BE S XHoHA| o Mol A
sl

Faotsty| W20l PKCS #12 £ 7| MEA RYEQZ MEHSHH &
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https://support.apple.com/en-us/HT211025
https://docs.citrix.com/ko-kr/xenmobile/server/authentication/client-certificate.html
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Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the S5L and Android for Work SAML certificates. To restart XenMobile, use the
hypenvisor console or command-line window.
E3 &
Import ‘ Add
Name Description Status Valid from | Valid to Type Private key
¥MS.example.com Self Signed/Generated Up to date 2015-11-16  2025-11-13 SAML v
* agsag.com & Expired 2013-10-23 2015-10-23 SSL Listener v
cacerts.pem Self Signed/Generated Upto date 2015-11-16  2035-11-14 Devices CA
ent-root-ca Up to date 2012-02-22  2017-02-21 Root or intermediate
APSP-3623302e-7cbe-4df8-aad (© 22days left 2015-09-30  2016-09-29 APNs v
S g1-5o0f5items
3. 7tHR7|E SEYLICt 7tM 27| et & XL7F LIEFEL|CE,
4. C}3 ™S AEELICE
o NI SE0M 7| MYAE SEIELICL 714 7] Tt 2XIL HAE O] AL JHs St 7] ME A SMO0| LIE
EfLICH
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Import
You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.

Import Keystore i
Keystore type PKCS#12 ¥
Use as Server -

Keystore file®

Password ™

Description

Cancel

o Il MEA Q% S0 PKCS #12 £ 22/gLCt
o B SR0M ABM AR HHS S2lBLICH AL 7t5E
- MH. MH 215 M= XenMobile ¥ 2&0| @2 EE|0f XenMobile Server 0flA 7|sMOZ A=
ASMYULICE of7|0ll= CAAEBM, RAASM A S2I0|HE QAFE QIE At Qlmato| CHE 74 @47t
HSHEILICH L3t M QIZME FX|of BiZ e IEM2 MEAE MEY = JELICE 0] B = 53| FA|
oM AZ|E @Mst= ol AH8 == CA of M8 ElLICt.
- SAML. SAML(Security Assertion Markup Language) 2152 AFEstH A, 2 Ato|E 3! Hof| Ch
2t SSO HMAE HESE 4 ASLICH
- APNSs. Apple 2| APNs 215 M E AtgstH Apple Push Network £ S8l ZHIY & X|E el 4 A
&Lk
- SSL #=417]. SSL(Secure Sockets Layer) #417|= XenMobile ol SSL =3t &Eg LEL|Ct.

o 7| MEA Y RotE |2 7 E.pl12(EE Windows 7|8t ZHEE{ Q] Z2.pfx) THY A9 7| MEAS &

&t
o i ABMO| S E ASE YHPLIC
o B QU FR MZOHE 7| HEAE FR6= ol =30| &= 282 YL

5. 7tHR7|E S . 7| Mg27t S M HIo| S0 =7+ LT
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ABME QR IhY

e I MEA S2oM OIS ME 7HH 2 XenMobil
XenMobile 2 slig Hele| =

= eo|
= USME 7tMet 2 S Mofl hist M QIS M =S BhsLICh Of Y2 ot =
(o}

7| %%
A 822 ASMT QIS Yo ZR0IT IS ELICE O S0 Hlele] 2 B4 IS M7} OIF QIFAS] YFXHo{of B
ct.
LA B NS ASHOl Chzt MBS 27} 4 ABLICE MBS Q2] R W) AS AR MR ELICH LIS LiniX) 2l
SHl MBS Arlol=Y 4 ULt

1. XenMobile 2&0M 2&9| 2LEZ o 2{0] = 7|0f ofo|2& S=I3t L3 UM E S2lBLCH
2. AABM HOX|oM 7t 7| & S=IRLICH It 27| et X7 LHEFERLICE

3. 7HHR7| st &Xte| ZEMRI|0 M QIS ATt MEIE|0f QX[ 2 R IS AME SEIFLICL

HJIHJ

Mg Y S MEEL|C.

4. 7tMR7| thst &Ri7H HEE O AL Thset 15 A S MO0 LIEFHLICE E=0M 7] &2

o
Mg Jtset M2 ThEa Z2ELT

bile Server o|M 715X O Z AtEE]|

(= & enMo SIEYS|
ALICt of7]0ll= CAQAS M, RAQIZAN X S2I0|AUE QIE8 QIE At Qo CHE 7 @A ZEEIL|CH

rir

S M QB ME FX|Of HHEE QIZ MO HEAR ALEE 2 QUELICH 0] M2 E3| HR|o|M M2 E HYst
£ ol A&l CA o H8EL

« SAML. SAML(Security Assertion Markup Language) 2152 At23tH A, & ALO|E 9 Hof st
SSO(Single Sign-On) HHAE HMBE 4= ASLICH

+ SSL #417]. SSL(Secure Sockets Layer) #=417|= XenMobile ofl SSL &3t &5 AL Ct,

5. #otE7|2 7k E.pl2(EE Windows 7|gt ZRE S| Z2.pfx) It galo| 7| MHAE R&LCH

==
o

6. HOME7|Z S o] CHEt MEfXQI 7Rl 7] MU S RHELICE JHel 71= S A2l =t A gz o =0l ArZE UL

7. 2R0tER MEHE ABSME FEY U =30| = =5 ASMf chet 2F S LHetL|ct.

REST APl 2 i0S ZX|0fl QI B A S L= JZSpL|Ct  Bh ol AIB M StLIS Y2 EdH= 20| HEX0|X| piChH REST
API £ AH2510{ i0S ZX|of| 22 HZES & AFHLICH 0] YAI2.pl2 A9 IFSAME X LICH. REST API off chgt XhA|
ot M= REST APIE #XSHHA|I2.

1. device_identity_value.pl2dAo=z ztolzM ool 0|58 HARLICE device_identity_value
= 2 &X9 IMEI, ¢ Hs == MEID & &~ I&LICE.

U2, YH HS S Q1T WAOZ ALESH7| 2 MERPILICE Bt ZX|o] Y HS It A12BC3D4EFGHOIZZ sl &
X[l M2 HOZ ol ME|= Q15 M It AL2BC3D4EFGH. p122t= 0|28 XM etLct,

2. .pl2EM AT E MAD HIAE MAS CHSLICE o IhAQ| A 0 2t & X|o| ZX| AEXIet ASE Y BtLIC
device_identity_value=pa

A12BC3D4EFGH.pl2=passwordl!
A12BC3D4EFIJ.pl2=password2@
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A12BC3D4EFKL.pl2=password3#
<!--NeedCopy-->

3. MYt IE QS A HAE MAS. zip IHA0l F&LICH
4. REST API Szt0|dEE M85t XenMobile off 29It CtS 15 E2S 7IYSLICL
5. ABME 7tHetM ChE W8S =20l eIt

{

||a'L-'|aSl| nn

"useAs": "device",

"uploadType": "keystore",

"keystoreType": "PKCS12",

"jdentityType" :"SERIAL_NUMBER", # identity type can be
"SERIAL_NUMBER","IMEI","MEID"

"credentialFileName":"credential.txt" # The credential file
name 1in .zip

}

<!--NeedCopy-->

POST v httpsyf frenmobilefapifvlfcertificatesfimportfheystorefdevice
Farams Authorization Headers [11] Body ® Pre-reguest Script Tests Settings
none @ forrm-data s-wna-form-urlencoded rawr binary GraphQL
KEY VALUE DESCRIPTION
uploadFile cert_pl2zip %
certlmpaortData k
“alias" ",

"useAs" "device",

"uploadType": "keystore",

"keystoreType" "PRCST2",
“identityType""SERIAL_NUMBER",
“credentalFileMame""credential wr”

}
Body Cookies Headers (4]  TestResults '?_ Status: 200 OK. Time: 366 ms
Pretty Rawr Preview Wisualize Jsan - =
1 i
2 "status": @,
3 "message": "Success",
4 "successCount": 3,
5 "failedCount": @,
] "skipCount": @
7ok
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12:08

£ Profile

MDM Configuration

wl =

MOBILE DEVICE MANAGEMENT

DEVICE IDENTITY CERTIFICATE

XenMobile MDM

@

CERTIFICATES (4)

Root Certificate Authority
DigiCert SHA2 Secure Server CA
DigiCert Global Root CA

cem user02

® 66 ®

SIGNING CERTIFICATE

Devices Users Enroliment Invitations

Device details administrator | iPhone

2 Properties i0S Profiles
3 User Properties Last iOS profile inventory: 4/19/20 4:01:07 am
4 Assigned Policies Name Type
5 Apps
+ MDM Configuration (XenMobile,
6 Media
— Device Certificate Based on Device Identity Type (Citrix, id:
7 Actions
8 Delivery Groups

b 9 iOS Profiles

Organization Description

AH|E 2t I ZMof LIZEl device_identity_valueZ HAE MAS HE0{M 2ISAME L MHE £ JUABLI
Ct. REST API Ol M A& APl £ &8t L2 288 AF23sl0 device_identity_valueZ MEst MEXIZ of
MLk,

{

"identityType"="device_identity_value"
}

<!--NeedCopy--> " *°
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POST v https:// 'xenmobile/api/vi/certifica ice
at s Authorizatio Headers Body @ Pre-request Script Tests Settings
none ® form-data @ x-www fo encoded 3 bina GraphQL
uploadFile DELxt X
certRemoveData
o - _ _ T fa _ s} . -
ooay O e Heager 4 est hes 5 e £ €. OLL S
Pretty Raw Preview sualize v ]
1 {
3 ccess”,
5 "failedCount": @,
b “skipCount”: @
7 3
QIEM AH0|E  XenMobile 2 EH AIHof| 37 7| stLte| QB AT A ARG EXStES S{8LICL 0|0 7HY 2 2IF
Mot SYst 7| WO ABME I 1 51 7|E =2 HH L S=2 ANY + ASLICH
QABSME 71 2aE O 2 H|0|Est2{H XenMobile 2£0|M CHSE AU A|2. 242 22X W 2{0f /e 7]0f 0t
22 22/5t0] BT H0|X|E & CHZ AEME SIYLICE 71M 27| thet &XtoM M AEME 7 SLICH

MH QIBSME UHO|EE AR O|H QUBME AIEStE 714 QA X502 M QB ME A= MEHEL|CE OFAIIX| 2,
X0l MH ASME HiESH B2 ASMIt LS tH HHZO|M XS 2 UCl|0| EE LT

oIz Al XenMobile Server = PKI: 2E CA, Zx| CA Y Mt{ CAof CHel| LHE X O Z Ct2 0t ZH2 915 7| &S A2
stL|Ct, o|2{st CA £ =28 1802 BRE|H 1E 0|20| MBELICE M XenMobile Server QIAEAE T ZH| X 5HH

M 7Hel CA 7t ¥Me|n 05 0|8 “default(?12)” 7t XIFHELICt

XenMobile Server 2& == 28 REST API £ AI23t0] X E|=i0S, macOS % Android Zx|of cist CA £ ZAlE
£ A&LICH S22 Windows Zx[o] A2 M ZX| CA E 2tos{H AL XIJt ZX|E HS 28 of Bt

-

ol

XenMobile Server 0l A L5 PKI CA £ ZAIst7{Lt CrA| MAst D of2{3t 01F 7|2tofl M L st K| ASME A= o

CHSot 22 APl E A8 E = A&
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oM A ASME HLIgfLICE o|0] SEE FX= ST 0| A& HSELICH FX[7F Mol CHA| A

LR
25 K| A7 2L

« O3] 0|7 CA B A 0l FHl| S =8 wraighict

+ DE AL A CA S ALSSHAl =121 01T CA S AMBiLCH

XEMet LEE2 Public APl for REST Services(REST AMH| A0 chst Z-2 API) PDF ol A CHS MM S &ZSHMAI2.

« MM 3.16.58, Renew Device Certificate(ZHx| Q15 A ZAl)
« MM 3,23, Internal PKI CA Groups(Uis PKI CA 1E)

A He| 2E0= HAM S5 ASME AulSts o MEE 2ot =X|Q ASM A

[

>
o
H
ot
r
o

ME 27 At

¢ JE2HOR Ol ABSM MZ DHE I S2 ALK A= AP EHLICL ASMH ME 28 IS 2435t H

refresh.internal.ca Mt{ £ Zt2 True 2 4FsIMA|2.

S
Citrix ADC 0| SSL 2Z2=7} HHE A2 A 2ABSME HHg i M cacert.perm 22 25 24t XS 0|0 Edh
of gfLict. Citrix Gateway M&of| ci3t XbA|3H L2 NetScaler VIP of Cisll SSL R EZZE B E A S Aot A

Q.

E2{AEH 2o g M CA QIS A £ 1M
Mt = XenMobile CLI £ A3t L2 S2{AFH =9 ¢l
H>CAQSN &5 MMHS MedBtL|ct, A CAQIS M7 GlE R AT E AN sHH XenMob|le 0| % E MHMHSHX| @

SLCt.

0 1l

0

i
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https://docs.citrix.com/en-us/xenmobile/server/downloads/public-rest-api.pdf
https://docs.netscaler.com/en-us/citrix-gateway/current-release/integrate-citrix-gateway-with-citrix-products/configure-citrix-endpoint-management-settings-to-integrate-with-citrix-gateway/configure-load-balancing-servers-for-citrix-endpoint-management.html#to-use-ssl-offload-mode-for-netscaler-vips

XenMobile Server

Aduanced Settings

[0]1 Back to Suystem Menu

[1] Toggle FIPS mode

[Z2] Custom Ciphers

[3] SSL protocols

[4] Reset CA Certs Password
[5] Reset SSL Certificate
[6] Reset pki.xml

[7]1 Server Tuning

[8] Switch JDBC driver

9] Cloud Migration Credential Check
[10] Refresh encryption keys

[O

XenMobile 2IZ M 2tz

4n
rir
S
o

59| otz Mot 2 | Z&LIC o] MEM=
ol

2tz 0l s, XenMobile BHE O M AI23H= ASME 7|29
XenMoblle ol A EH

=
ISME 20t &l 2ele = UAEE =9 FLIC

rg

Zof ct3a 2

ro

AZM & LR L= THIL ZEE £ AFLICH

« XenMobile Server

MDM FQDN of tigt SSL 21E5 A

SAML 9IZ A (Citrix Files )

O|F 2IZM S CHE ZE LHE 2|& A (StoreFront/ZEA| 5) o Cist RE 2l 5L CA IS A
i0S x| 2|8 APN 215 A

XenMobile Server Secure Hub 222 23t LI APNs Q15 A

PKI AZE 28t PKI ALEXt Q1S A

« MDX Toolkit

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 197



XenMobile Server

Apple Developer 215 A

Apple Z2H|H T2 (28 T2 I YY)
Apple APNs 215 A (Citrix Secure Mail )
Android 7| MZ&a o

MAM SDK £ ¥g eljiZstx| 2o o= QIEA 7t HRstR| gt&LICH

« Citrix ADC

MDM FQDN of tigt SSL 215 A

Gateway FQDN of| cigt SSL 215 A

ShareFile SZC FQDN oj cist SSL 215 A
Exchange 23t 24t0f st SSL IS A (EZE 74)
StoreFront 2o} 24t CHet SSL IS M

3
O|F 2EMofl chist RE 2 52k CA BN

XenMobile 2/Z A otz XM=Y

M7t IRE| 2 8{8%t= 22 B AT RRSHELICE O 0|4 BHF0M Hot EiTiMg ddigt 4 21O XenMobile
| T

otz = Fofl CA(Q!S 712 ol M SSL Q1B ME A Alstats HAIX|IS EAIBLICE

Citrix Secure Mail 2 APNs IS A

APNs(Apple FA| 22! MH|A) Q1M o d gRELICE QIE A7t gtEE|7| Hofl APNs SSL 215 A/ S 2ts 1 Citrix X
Ol M ACIOIESHYAIR. 21EM It SR E|H Secure Mail FA| LZ0|M SLK| T} LHTLICH E3H 0] 4 Hofl et Al &

S 2 =+ glEUCh

iOS x| 22|28 APNs Q15 A

st #z|st{™ Apple oA APN

XenMobile of| M iOS ExX|E S =
g OM ALEXtS| i0S &A|E 2t2|gt 4= el ElLICt XtMISt LI 2 APNs QIZS A S R =xstd

%17t XenMobile o 52 4
A2,

Apple Push Certificates Portal ol 125t0{ APNs Q15 A MEf U ot2 LS &olgt £ QUELICL ABSME UHE 5Y

MEXtZ 220H0F gfLC.

rn

Lot Eol=ohE YEI ZEE

[

2
30
it}
r

Pt otE U 30 ¥ M3k 10 ¥ Mol Apple 22 H HAH oY 2Els wh|
Ct.
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https://docs.citrix.com/ko-kr/xenmobile/server/authentication/apns.html

XenMobile Server

The following Apple Push Notification Service certificate, created for
Apple ID CustomerID will expire on Date. Revoking or allowing this
certificate to expire will require existing devices to be re-
enrolled with a new push certificate.

Please contact your vendor to generate a new request (a signed CSR),
then visit https://identity.apple.com/pushcert to renew your Apple
Push Notification Service certificate.

Thank You,

Apple Push Notification Service
<!--NeedCopy-->

MDX Toolkit(iOS tixE 15 A)

Z2|8 i0S &XofM MH== M (Apple App Store o 4 H|Q|) 2 CHE 1t 22 ME 27 AFEHS SZ6lof gHLct.

2R EHIOS HIZ AB M7t A=X| =Hlst{H CH2 S SASHIAIL.

1. Apple Enterprise Developer Z=0i|A MDX Toolkit ©2 2iEgr 2+ Hof| chst HA|A ¢ ID E SHSLIC AISE
A=Y ID 9 o= ct3 2t Z&Lct com. CompanyName. ProductName.

2. Apple Enterprise Developer Z20j A Provisioning Profiles(ZZH|™ =2 !) > Distribution(tHx)
O 0|55t At Z2H|™ T2 LS ghEL|Ct o THAo|A BHE 2t 4 |D of| el of ThA|S whEgtLct,

3. TE DU DI2US CIRECSELICH XtHEH LHE2 10S ZHIY o 2E/ S AZsHAIL.

D= XenMobile Server 915 M7t @2 3tX

ot
o
ot
]
re
jin|
ajo
o
1
o
Of
o=
=
fo

1. XenMobile 2&0M 48 > QAEME S2UFLICL

2. APNs, SSL #=417], RE Sl St ASME HIR S ZE ASM7t REEHA| =g,

Android 7| MZA

7| ME2A= Android Holl MESH= Ol AL E Q1B AMIE S0 U= THAYJLICE 7| F5 71ZH0] BHEE[H ALSXI7H 0|4 M H
Mol Yoz AesiA fazo|l=gt + §iELIT
Citrix ADC

Citrix ADC 0l Q15 M THRE Mz |ot= ol cht XtAIEt 82 Citrix Support Knowledge Center 0| How to
handle certificate expiry on NetScaler(NetScaler 0| 2IZ A OtRE XE[sH= BH)E HESHIAIL.
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https://docs.citrix.com/en-us/mdx-toolkit/10/xmob-mdx-kit-app-wrap-ios.html
https://support.citrix.com/article/CTX213342
https://support.citrix.com/article/CTX213342

XenMobile Server

2t= & Citrix ADC 2IZSME SeHM = ALEXIIL AE0{0| S5 S HMAY 4= gl&LICH Eot 2R E QS ME 23l Secure

T
=)
>
2
mo
i
ied
_0'1
=
ng
4>

Mail At2 Al Exchange Server off 12 & QI&LICH Eot ALE XY
wat CHE).

Expiry Monitor % Command Center £ At83tH Citrix ADC /5 ME FHE 4 QUELICH

QIZ A ot= Al Center 2

SE 22g W ELich o2{3t =1E AF8sto] Th3at 22 Citrix ADC 2lEME BLEZE 4 JA&LICH

« MDM FQDN oj| chgt SSL 215 M

« Gateway FQDN of cist SSL Q15 A

» ShareFile SZC FQDN ofl ciist SSL 215 M

+ Exchange £3st 24t0f st SSLIZA (QEZE 714)
o StoreFront &} 2At0] CHSE SSL Q1S A

« O|H QIZ Mo Chet RE 2 F7F CA IS A

Citrix Gateway 5! XenMobile

July 18,2022

XenMobile £ At83t0{ Citrix Gateway £ 74 mff LHE HIE 30 ot {H K| AMAS

At UB oALIBS 8

(e}

TILICE O] 7152 AFS5tH ZHEY K| 2| 40| 2 Eatullof 3| A} AfH{of] HM|AE 4~ AHLICE XenMobile 2 FX|2| oi| A

Citrix Gateway 2 Micro VPN 2 2t& 4= &LICt

Citrix Gateway ol &#=|= XenMobile ol ASZEE LHELHO] XenMobile 1t &7 A
detct.

Citrix Gateway 74 A3ZE AE2 st L4 2H 24

Citrix ADC 27 A

« Citrix ADC(%(4 M 11.0, 2= 70.12).

& Citrix Gateway & +

+ LDAP 7t 25} 2t[= 22 o|2ofl& Citrix ADC IP A7t 45|11 LDAP Mol AZE Lt
« Citrix ADC ME4 (SNIP) IP FA7F 2 4E|0f QL1 et #AlE Mo HZE|H ZE 8443/TCP & S8 38 U

E{3 HHAT} IHs B

« DNS7t 38 =02ls =helg & AL
I I

+ Citrix ADC 7} EHE/HE &= WIHL 2to| MAZ 2to|MIA S{7LE|RELICE XM LHE2 https://support.citr

ix.com/article/CTX1260490|M & =sIMA2.

« Citrix Gateway SSL 1= M7t Citrix ADC off I 2EE| 1 MX|=|RXELICE REM[SELHE 2 https://support.citr

ix.com/article/CTX1360230llM EZstMA|2.

XenMobile 27 Atst:
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https://support.citrix.com/article/CTX126049
https://support.citrix.com/article/CTX126049
https://support.citrix.com/article/CTX136023
https://support.citrix.com/article/CTX136023

XenMobile Server

« XenMobile Server(%|2 HZF 10.6).
o LDAP MH{7t TME|A&LICH

LS UIE9|20] Cet 917 TH| ANAS 913t 91F 7o

= — = o

1. XenMobile 2&0M 2&29| LEZ W 2|0 L= 7[0f of0|2& S2IFLICt. M3 00| X| 7t LIEH LT,

2. MH otzHol| A Citrix Gateway S Z2|stL|Ct. Citrix Gateway H 0| X| 7} LIEFEL|CE CHS of| ®of| A= Citrix

Gateway QIAEATL EXYEILICE

Cltrlx Gateway

ou configure the authentication mechanism for remote devi
ble StoreFron

to the internal network. If you use Citrix Gatev

Authentication

Deliver user certificate for authentication @

Credential provider - -
Select an option -

Name Default External URL

https://testGateway.domain.com Domain

- 91Z: Q53 ABSEE MHGK| O1RS MEpiLICt 7|22k ATILIC,

. OIEZ 9I$t A I M M Z: Citrix Gateway 04 22L0|1E oI5 A 015 H2| 4
0l Secure Hub 9t 915 9IS AE ZR0L7IS Hot=X| (IR MEBILICE 7|22t NS

. 2 5Y Ak S2OIM AISE [HH 5Y TIXE SUBLICL AT 482 1 53
A2,

Citrix Gateway QIAEA £t

ol

[

ol

ks

mio

Mt = Citrix Gateway QIAEHAE XenMobile of F7FetL|Ct.
1. XenMobile 2&0H 249 2E2Z% W
2. M otzfoll M Citrix Gateway £ 2=2IgtLICt. Citrix Gateway M 0| X| 7} LIEFELICE,

3. #7I2 S2IgLct M Citrix Gateway 27} I 0| X| 7} LIEFELICY,

Logon Type # of Callback URLs

i 2lofl A= 710f of0|2 S S2IeLIct. 2F H(Oo|X|7F LT

th StoreFront as the

AEZE XenMobile

=AE HESHY
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https://docs.citrix.com/ko-kr/xenmobile/server/authentication/credential-providers.html

XenMobile Server

Add New Citrix Gateway

Name
Alias
External URL
Logon Type Domain only h
arr

Password Required

Set as Default

Callback URL Virtual IP

« O0|E: Citrix Gateway QIAEHAQ| 0|5 S LHFLICE
|E2 ZEgct
A

75 URL 2 LIt oE S0i, https://

=

« Ha&l: Yot= F2 Citrix Gateway 2| €A 0

« 2|2 URL: Citrix Gateway 2| 3/HH = AU A|
e

ver.comL|ct,

ofz] 7He| =mQlo] U= B2 AIEM U =HQlS A8 ELICE XenMobile ¥ Citrix Gateway & S¢t 02| =02l
QIE FAoil cHEt XMlEt LHE 2 of2] Zofelofl chst oIF TS HESHIAIR.

O

r

I5M % 2ot EEZZ A8 ste 22 Secure Hub £ X|/6t7] I8l Citrix Gateway Ol 2 7HX| 7t 40| 2R
ghLICh XtMI3E L2 Configuring XenMobile for Certificate and Security Token Authentication(¢!=
M Hot EZ QIES AHESHY| fITt XenMobile 714) g HZsHIAIL.

T HR: AT AES FEX| o2 E MEISL|CE 7|22 MEist 22 |¥of o2t ZabE L ch
2oz M. 0| Citrix Gateway £ 7|22 2 MEYX| O{FE MEHPtLICE 7|22 HELICH
ZE L = st Citrix Gateway ol 238t 24 HES LHELHA XenMobile
MYOE FME £ AGLICHL XpMEHLHES o] B F2| “XenMobile Server o & A28 2-T2j0jA
Citrix Gateway 714 g &=L,
« YW URL 2 7H IP: of2{0t HES FI1517| Hof| S MESHIAL. XMt LIE2 o] 2M2
Citrix Gateway VPN 7t4 | £ HXSHIAIR.

MR

s URL

'UruE

5. Mgs St

M Citrix Gateway 7t Z=7t=| 1 E|0] S0f| LIEFHLICE QAAHAS HESALL AX|SIE{H S50 M 0|2 22U
ch
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https://support.citrix.com/article/CTX215200
https://support.citrix.com/article/CTX215200
https://docs.citrix.com/ko-kr/xenmobile/server/advanced-concepts/xenmobile-deployment/authentication.html

XenMobile Server

XenMobile Server 2t &1 A2 Citrix Gateway 714

XenMobile 2t &1 At2E 2-
SHAAIL.

[

1. XenMobile Server o A3 Z|E gl 23 mfAS 223t
ole 27t HE oY S &xoth

EZ XenMobile off 2%t Citrix Gateway 8™ 7 4gL|ct,

« MDM % MAM of 23t Citrix Gateway 7H At

« Citrix Gateway 7t M| MM X

« XenMobile Server N8 H&

« Citrix Gateway 74 At 2| oI5
ATZE LDAP 714 HFo| MHEL|CE

. ]IEM A‘|H'|°| EEH]II = |"§<| X XH

« SE2O0|YUE Ql= WMA T2

Citrix ADC 2 3= 2Z DNS g|2E

o 7|EtHIRIG: MH[A HM CA QB

Chg T2 A3REM M Ma|Z|X| ELICh

[Ey=]

+ Exchange 23t 24
+ Citrix Files 235t 24t
o ICAZEA 7Y

« SSLeZ=ZE

E, YH0|E & ddsH

[y

1. Citrix Gateway & F7tst= 42

|02 Citrix Gateway £ 74d5t2{H 0 MOl XpMI5| Y

b 2| Mol o

M Citrix Gateway 7t HO|X[0f| A 4 ASZE

R EEEEPEHEL

LHEWZ|E S=lgLICt
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XenMobile Server

Add New Citrix Gateway
Name
Alias
External URL
Logon Type Domain only
[ on @)

Password Required

Set as Default

Callback URL Virtual IP
& = Citrix Gateway AAHAE FI15t0 ASIZEE WL Mol 4% g E2st= Z 13 > Citrix
Gateway £ S0Vt Citrix ADC & MEiSH OIS 74 ASRE WEL7| CHREEE A2 S2FLICH
CItrIX Gateway
n you configure Citrix Gateway, you configure the authentication mechanism for remote de etwork. If you use Citrix Gai with StoreFront as the
ation server, you need to enable StoreFront a

Authentication

Deliver user certificate for authentication

Credential provider caloct an on
Select an option

Name Default External URL

Logon Type # of Callback URLs v

testGateway v https://testGateway.domain.com Domain 0
T4 ASEE HELHY|E S26tH XenMobile oilAl.tar.gz AIZE HEO| HEO{EL|CL ATYE HEO|=CIS
o ZetgLC.

o JM XIHo| EetE F0t FHE o

+ Citrix ADC oM 2ot 14 @45 F48h= o AL8El= Citrix ADC CLI 0| ZatEl ASE

+ 38 2E CAQIE M2t XenMobile Server 2| 2t CA QS A (8] |20 SSL 2EZ=0)| chsf 024

3t QIE NI HRDX| %3)
« Citrix ADC 792 HMdt= ol AH8&l= Citrix ADC CLI o] ZetEl A3EE
2. 23E (NSGConfigBundle_CREATESCRIPT.txt) & HAsto ZE Xf2| EAIXIE SFo| ME HEZ vhEL

ct.
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XenMobile Server

<LDAP_SECURE_FORT> —— LDAP Server Secure Port.
<HSG_ROOT_CA_CERT_TAG> —— MetScaler ROOT CA Tag.
<RADIUS_KEY> —— Radius Key.

<¥MS_CERT_TAG> —— XenMohile Certificate Tag.

<MAM_LEB_IP> — Uirtual IP Address to be assigned for MAM Load-Balancer and this IP must follow the RFC 1918 standawrd o
private IP add

<MDM_LB_IP> — 1 IP Address to be assigned for MDM Load-Balancer and this IP must follow the RFC 1?18 standard o
private IP add

<RADIUS_SERVER_I Radius Server IP Address.

<LDAP_PASSWORD> — LDAP Service Account Password.

<NE_SERUVER_CERT_TAG> -— MetZ2caler Server Certificate Tag.

<{NEG_UIP> —— Uirtual IP Address to he aszigned to the HetScaler Gateway virtual server. Thiz IP addeess must be reacha
le from your devices either directly or via a NAT.

3. AIZE HEO| ZEE X7t M mplo| Mol map, MEE AIZEE Citrix ADC HHAl 4 (shell) ofl A Mgt Ct,

/netscaler/nscli -U :<NetScaler Management Username>:<NetScaler
Management Password> batch -f "/var/NSGConfigBundle_CREATESCRIPT.
txt"

login

$EEEEEE

e CREATESC

T EHAE

1. Citrix Gateway 7t Mt 9| MEfT} ZEQIX| SHolgtL|Ct,
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XenMobile Server

X NetScaler Gateway / NetScaler Gateway Virtual Servers
systemn NetScaler Gateway Virtual Servers
AppExpert
Add Statistics Action - Search =
Traffic Management
Optimization Name State IP Address Port Protocol Maximum Users Current User:

Security upP 443 SsL

NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

User Administration
KCD Accounts

Palicies

Resources

2. DEA| £} 24 7HAF Mo AEHT} SHEOIX| SHolgt|ct,

X Traffic Management / Load Balancing / Virtual Servers
system Virtual Servers
AppExpert
Add Statistics Action v Search «
Traffic Management
Load Balancing Name State Effective State IP Address Port Protocol Mett

Virtual Servers up uP 8443 ssL LEASTC
Services
Service Groups

Monitors

Metric Tables

eruer

222X & 21 Citrix Gateway URL off 2Z3t0{ Q152 Al=RLICt Q150] HuljstH HTTP &Ef 404 - #2

RS HIAIX|ZF LEEFEFLICE

w
I+

»
oA

FX1E S235t11 MDM 2! MAM 250 SEE|A=X| &olgtL|ct,

MR

@i URL 2 Citrix Gateway VPN 714 IP 374
Citrix Gateway QAHAE F715t & 24 URL £ #7161 Citrix Gateway 7t IP FAE X &Y 4= ASLICH o] ¥H
2 Melf AFgo|X| 2t £3] XenMobile Server 7t DMZ of| Q1= AL 29t2 Zststy| e 2AE 4 ASLICE
1. M3 > Citrix Gateway 0| A Citrix Gateway £ Mest1 ME S S2/etL|ct,
2. HIo|E0IM FIHE S2IgfLiCt
3. 249 URL Z FQDN(Zrstel =09l 0|2) & Y&etLict. S URL 2 230]| Citrix Gateway 0lM 2 2K QIX|

2 URL 0] XenMobile Server o A &2 7t5 Citrix

Gateway URL == OHE URL & == J&LICEH

5
+
B>
Hu
ot
ro
m
rr
A
Jet
ro
o
il
iul
1]
=
C
X
|
rlo
o
4

4. Citrix Gateway 7t4 IP ZAE {3t Ct2 MES S2lshCt
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XenMobile Server

of2f =melof st 215 o

EHIAE, et ol T2HM 342 23 k42 XenMobile Server QIAE AT} Q= A2 x5t #A 0| ch$t Citrix Gateway
£ +590=2 PMELICH XenMobile g Citrix ADC OFHAHE o Tt ALE 4 QI&L|CH

Citrix Gateway 74

ofz] =l &Aool tht Citrix Gateway 215 MM 8! MM MM S FM5t2{H:
1. Citrix Gateway 74 REz|E|9| 714 ol Citrix Gateway > M > Q155 & BIL|C}
2. M EojlM LDAP £ S2/gLICt

3. LDAP Z2™g 22isto] HTBLICH Mb 212 0|5 E42 userPrincipalName E= ZMoj| ALg3stai= E4
o= HFELICH XenMobile 2£014 LDAP 2% 74 Al A2 £ UZE XY S48 tl=2sf SL T

Other Settings

Server Logon Mame Attribute

sAMACcountName b
Search Filter
Group Attribute

memberof v

Sub Attribute Mame

cn ¥

4. 2} LDAP gxiof cHali of21gt THAIE Bt gfLICh 2t =H|loil= JHE LDAP FMo| 2estL|Ct,

5. Citrix Gateway 74 MHoj| HrQIZ 2l 4| M X = oj| A Edit session profile(Md =2 1Z!) > Published
Applications(Z|A|2l 28 T=13) 2 o|5¢EtL|Ct. Single Sign-On Domain(Single Sign-On =|2!) o
H|O| Q=X EQIBtL|CE.

XenMobile Server 74

oiz =0|2lo] XenMobile &0l et LDAP £ T4 sta{H:

1. XenMobile 2&0iA 83 > LDAP 2 o|Sdt1 C|AMEZ|E FItst7 Lt HEEL|CE
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XenMobile Server

LDAP

Support nested groups

Directory Type Domain Name Serverport User Base DN Group Base DN Default v

v

2. Og YEE HSHLI.

Yol AHERF 2150l AFE S 2 =H[QIS XIYELICH MRS HER FESHUAIR. =R Atolo| =

EH
=
S Ar2SHR| O A2, of: domainl.com,domain2.com,domain3.com

o AEXHM 7|Z= et Citrix Gateway LDAP H#ojl A X|H st Server Logon Name Attribute(AfH
202 0|5 §4) o KX|SH=X| =lgtLct.
Directory type* Microsoft Active Directory =
Primary server® 10
Secondary server
Port* 380
Domain name* Araujo.local
User base DN* de=Araujo,dec=loca 7
Group base DN* dc=Araujo,dc=loca g
User ID* Administrator@Araujo.loca
Password*
Domain alias* Araujo.local. Araujo.com.Araujo.net
XenMobile Lockout Limit 0 3
XenMobile Lockout Time 1 3
Global Catalog TCP Port 31268 7
Global Catalog Root Context 3
User search by userPrincipalName -
Use secure connection
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XenMobile Server

Z2 Citrix Gateway 0|M T 7H2] MDM B3} 24t Z K| 7t MH (ZE 443 8
Slo=Z &g%L|Ct,

UELEB443E)E T

CHS YH0IE& SSL 2271 &l Citrix Gateway oflgt Mg EL|Ct

1. XMS_DropURLsz}k= 0|52 mHE EEs aHEL

add policy patset XMS_DropURLs
<!--NeedCopy-->
2. O ME2 IiH

ol Ch= URL & FotefLict 20| et o] S 52 AMEX X FgLIct.

bind policy patset XMS_DropURLs /zdm/shp/console -index 6

bind policy patset XMS_DropURLs /zdm/login_xdm_uc.jsp -index 5

bind policy patset XMS_DropURLs

bind policy patset XMS_DropURLs

bind policy patset XMS_DropURLs
bind policy patset XMS_DropURLs
<!--NeedCopy-->

3. ¢&

LHO| X[FE MEUo|M AIZEX| g= ot

add responder policy XMS_DROP_pol

(192.168.0.0/24) .NOT &&
HTTP.REQ.URL.CONTAINS_ANY (”

connections are DROPed"
<!--NeedCopy-->

HS
1=

4. M HH= = MDM 235} 24t

[y

bind 1b vserver

Ol2{%t URL ofl Ciist 2 & E2fZ S AHSt=

XMS_
only subnet 192.168.0.0/24 to access these URLs.

/zdm/helper.jsp -index 4
/zdm/log.jsp —-index 3
/zdm/login.jsp -index 2

/zdm/console -index 1

=L

RHSLCE
“CLIENT.IP.SRC.IN_SUBNET

DropURLs” )” DROP -comment

All other

EHX| 7t MH (ZE 443 3! 8443) of HielelstL|ct,

_XM_LB_MDM_XenMobileMDM_443 -policyName

XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type

REQUEST

bind 1b vserver

_XM_LB_MDM_XenMobileMDM_8443 -policyName

XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type

REQUEST
<!--NeedCopy-->

o
|T

29 XZ E8t MAM URL A A et

HER M2 E3| MAM URL off =& o MA
AEXPL A BEe |2
UAELICE CF2 MM 2 NetScaler @

HEtR X HMHAE HEHsH= o =80l

gLt ol= 42 AAMSts
| SEX YA 7

ELCt.

StH ArEXtol| A Active Directory Xt
L= N Ig=

2 Agstel MAM URL(NetScaler Gateway VIP) of chst

=rH
S o

A8XtE OIE B2t

"Allow

32 YHot2ts HAIXIZE EA

SJutoz 2t 4
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ct

gl
0jo

EIXt MM = StLIE 2HE0{ NetScaler Gateway 7HAk A{H o] HiolEBHL|CE,

+ add responder policy Resp_Brow_Pol "HTTP.REQ.HEADER(\"User-
Agent\") .CONTAINS(\"Mozilla\")&&HTTP.REQ.URL.PATH_AND_QUERY.
EQ(\"/vpn/index.html\")"DROP

« add responder policy Resp_Brow_Pol_CR "!HTTP.REQ.HEADER(\"
User-Agent\") .CONTAINS(\"CitrixReceiver\")&&HTTP.REQ.URL.
PATH_AND_QUERY.EQ(\"/vpn/index.html\")"DROP

« add responder policy Resp_Brow_Pol_CR "HTTP.REQ.HEADER(\"
User-Agent\") .CONTAINS(\"CitrixReceiver\") .NOT&&HTTP.REQ.URL.
PATH_AND_QUERY.EQ(\"/vpn/index.html\") "DROP

bind vpn vserver _XM_XenMobileGateway -policy Resp_Brow_Pol_CR
-priority 100 -gotoPriorityExpression END -type REQUESTE A+ & & of
NetScaler Gateway 74 Aof| BRI

FSng

_XM_XenMobileGateway= NetScaler Gateway 7t Mt 2| of|#| 0|2 IL|C},

H
=
ro
ro
o[
=
rr
H
=
ro
i)
HT
re
HM
ri
ro
o[

January 5, 2022

XenMobile 2 LDAP(Lightweight Directory Access Protocol) o Sgte|&= stLt o|Afe| ClllEf2|of chet =m| ol 7| gt
Q152 X|gLICt. XenMobile ofl A stit o] &kof Cl2IE 2[of chet HAS 7 4ot CHS LDAP 742 AH8SHH &, ALSXH 7|

8l 2 £82 /NS = AL

LDAP & IP(QIE{Hl ZREE) HEITS S8t 24 CI2E{2 Hi AH|A AN A Y 97X B2lS XAUsts ZZUH FEHO

REAASELRIY ZIREZYLIC CIAEZ| FE M AE HEYI0M AL 7Hsot AFBRE, A28, HEQ S, MH|A
% 88 20| it Y2 E Z|]3t= o A ELIC

LDAP = 250 2 Ch4=0] MH|A0M|A StLtel o (AF8XHE) & 3Rt SSO(Single Sign-on) £ ALEXtl|A xSe f
At ELIct. SSO(Single Sign-on) £ AHESHH ALEXt7t 2 AL & AO|E0f B tH 232310 2| At QI ERFl0f thet HMAS
ASE & ASLICH

Zzto|2E= DSA(Directory System Agent) 2t1 sti= LDAP Mol HZ3st0of LDAP MM S AIEfEtLICE J2 e 2
20| E= Mol 2] RES Hilin MH= XESt 150z SETLCE

(et
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HSHA| gfE LI

XenMobile 0iA LDAP ¢1Z& x7}1382{H

1. XenMobile 2&0M 2&9| 2EZ W 2/0] = 7|0f ol0|2&

SeleiL|ch 2% Ho|X| 7t LtEFEfLICE,

2. MeoilM LDAP £ Z=2/gfLICt. LDAP 0| X| 7t LIEFELICE, O] A0 ZFE thZ LDAP =&t C|2E|2| E 71, HY

=
G AR 4 YBLICH

LDAP

Support nested groups

Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.

Directory Type Domain Name Server:Port User Base DN Group Base DN Default W
Microsoft Active Directory agsag.com 10.199.225.101:389 dc=agsag.dc=com dc=agsag,dc=com v
1-1
LDAP =2t C|AE{2|E =15t H
1. LDAP mo|x[oilM =7t5 S=letLICt. LDAP =7} H|O|X|7} LIEFELICE,
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Add LDAP

Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.

Directory type™ Microsoft Active Directory ~

Primary server”

Secondary server

Port™

w
@
o

Domain name™

User base DN* @
Group base DN* Z
User ID™
Password™
Domain alias™
XenMobile Lockout Limit 0 @
XenMobile Lockout Time 1 0

w
[
=)
)
S

Global Catalog TCP Port

Global Catalog Root Context @

User search by userPrincipalName M

Use secure connection

Cancel

= 2¥S FYELIth

 ClEEz2| RY: S20|M Mt C|YEHz| RYS 2Lt 7|22 Microsoft Active Directory 2L

ch
 Z Mt{: LDAP of| AtSE|l= = MHE ptL|Ch IP F& £= FQDN(Hete =HQl 0|5) & e
&L Ch

o BX MH: BX Mu{7t 1HE 2 MO 2 Hx M{9| [P F4 FE FQDN S /BtLCh o MH:=
ol AAE > giS o Arg=l= Foli =X (failover) MHALICE.

« ZE: LDAP MH{7t AI83HE ZE M E LRLICE 7|2HOR RE WS = Hete(X| gk2 LDAP
? 389 2 MFELICH 2ot LDAP HZo0il= ZE #HS 636 S A3t 1, Microsoft H|&2 ¢t LDAP
3268 £ A&83t1, Microsoft 2ot LDAP HZ0j= 3269 E AIE3HHAI2.

o CHQI0|F: =0[Ql 0|2 Y=gfLICH

« MEX 7|2 DN: 18 MEXE Sdi Active Directory o AtXt X E LHBLICL FEQ MEE

ou=users,dc=example &&= dc=como| Y&LICt.
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« J& 7|2 DN: Active Directory o] 1& 9IXI& Y¥elLIC}. o€ &0 cn=users, dc=domain,
dc=netg YHSLICE A{7|M, cn=userse 1§29 ZE|0| 0|§& LIEHH D dc= Active Directory
o =olol N RAE LIEHLICE,

« AEXtID: Active Directory A= at AEtEl AFEX}HID E YHFLICH

o AT ARSIt HEHE AT E LB

o THQlHA: THQl 0|52 HAS AELICL S5 F =00 HE Mg HASE AR AEXIILCHA| SEl
Of gtL|Ct.

+ XenMobile %2 |3t: Afist 222 A= 2142 0 0|A] 999 Ato|2| £XtZ = BtL|Ct. 0 32 XenMobile
O] Mmjst 22 AL E 7|EC2 ALEXE #IX| 3 & 90| Ct,

+ XenMobile 2 A|Zh: &2 HstS & atst 5 AFX}7LCH7|6HOF St AlZH (£) S LIEHHE 0 0l 99999 At

0|9 £XIE UABILICE 0 22 &3 = AHEXI7H CH7|6HK| gtot &l S o|0fgrL|Ct,

- SEHIIHEITCP ZE: SR IIHE MH{Q TCP ZE HS E A=ILICE 7202 TCP ZE M=
3268 = HHELICE SSL HZ2 22 ZE ¥ 3269 £ ME3HMAIR.

« ZRHEJIEIZ T RE HHAE; LRt AL Active Directory 0| 22 FIEt20 HMZS ALt 2 M}
E O MBEE 22 ZE HAE IS AELICL 0| AM2 X EHQl 0|E2 XHE WeII e EER
HiQloll M E= LDAP Z{A0f| Z=7tElL|Ct

o AL2XL ZM 7| F: 220 M userPrincipalName L= sAMAccountName 2 22/¢HL|CL 7|22
userPrincipalName ¢LICt. 52 = AISXH AN 7|F HH S HASHE A2 AFSXILCHA| SE6ljof B
ch

o HOLHA A HOt HAS ABYX| 62 E MEBLICE 7| =3t2 otL| QLT

3. MEg St
LDAP =2t C|AE2|E MYt H

1. LDAP £|0o|S0iM HE St = CIAE2|S HERLIT,
CIEZ| Fofl A= =elztS MENSIH LDAP S5 /0] 24 tlisJt EAIELICH S=0|M OFF
RLQEZO| M M7t LIEFELICE

2. HWEs S2/gLict. LDAP ME H|O|X| 7 LIEFLICH

FIKIE E=I5IH =52
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Directory type* Microsoft Active Directory -

Primary server”® 10.61,

Secondary server

Domain name* net

User base DN* dc= dc=net

Group base DN* dec= dc=net

User ID* administrator@ Tmnet

Password*

Domain alias® net

XenMobile Lockout Limit 0 @

XenMobile Lockout Time

Global Catalog TCP Port 3268

Global Catalog Root Context @

User search by userPrincipalName h

Use secure connection

w
o
0o

%
HT
i
™
e
of
>
rE
oM
ot
I
il

o

o CIEEZ R%: SS0|M M C|AEzE| R¥S Sl

o = At LDAP Off At2El= F MHE LZIBILICE IP F4 == FQDN(HASHE THQI 0|1E) g aig & A
&LCt

o HX MH: LR AR X MHQ| IP F4 = FQDN 2 YELICH(EX MH7t 2HE F2).

o ZE: |DAP MB{T} At83HE ZE HS 5 AUPILICE 7|2HOR TE H = HOtE|X| o2
< 389 £ MM ELICL 29t LDAP HZ0l= ZE HZ 636 2 AH83st1, M
3268 S At23tT, Microsoft 29 LDAP HZ 0= 3269 £ A23HAAI2,

o TOQIO|F: o] HEE MAT £ I&LICH

o AH2XH 7|2 DN: 1§ AlEXE E¢i Active Directory 2| AHEX QX2 Y AHELICH T2 HZE
ou=users,dc=example £ dc=como| Y&LICt.

« 25 7|2 DN: cn=groupname g4z XF& 21§ 7|2 DN 1 E 0| E2 Y HLICL OHE S

0 cn=users’t 3§ 0|E¢ ¥ cn=users, dc=servername, dc=netgL|Ct. DN &

servername Active Directory £ &3list= AH2| 0|ES LtetL|CE
« A8XtID: Active Directory A= at AEtEl AFEX}HID E LHFLICH

o OB AFRRIO} HTHE OIS E Ql2iBhL|C},

=1

=
=} =2 -d
o ZHQEY: CHl o|Fo EHE YHELILE. SE = ol EH 2YS HES= B

d B AEX7LCHA| SE3
Of BrL|Ct,
+ XenMobile &2 H#t: Azt 202 AT 2145 0 0i|A] 999 Ato|2| At Y=EtLCt. 0 242 XenMobile
o] Hmlet 22 NEE 7|Z2= AEXE FHIX| S 20| Ct
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+ XenMobile &2 A|zh: Z2 HstS A atst 5 AFXE7LCH7|6HOF St AlZH (£) S LIEHHE 0 ol 99999 At
YLIC 0 22 H3 = ALEXI7F U 7|8HX| kot &S ofn|RiLct,

E R MO TCP ZE HS E AUHFLICL 7|2HoE TCP ZE Hs
IE HS 3269 E AFESHYA|I2,
Z 2 Active Directory 9| 22H 7I1Et21 AME ALEsIEE MG}
= O A 8E = 22Y FE HEHAE IS QHSLICL 0| AM2 MK ol o|E2 XHE Het e B

Hiololl A EZ= LDAP Aol Z=7HElL|Ct,
o ALEXLZM 7|Z: 220iA userPrincipalName == sAMAccountName g 22/8LICL SE F A8
Xt AN 7|E UEE HESH= B2 AISXITL CHA| SEliof BHLCE,

nE

o HOLHA AR: HOt HES AEEX| F S MEAFILICE

4. MY2 250 HE LS ML FAE SEI6t 42 HHGHA| ¢4 JtH2 |A[ELICH

LDAP =&t CIHE 2| E AfX|oteH

1. LDAP £|0[S0j| A Atx|5ta = CI=E 2| M= gL,

2h £ 0| U Bl MEistol AT 442 5 0ly M

12
I
+

USLICH

2. MHEE S=letLict 2ol st &Xf7 LIEFELICE ATHIS ChAl 22lgfLICt
of2f =elof st 215 1
LDAP g0l A of2] =l

| A0
Ao of2] = Qlof chet o
Endpoint Management 22

OJAHE AF83SHE S XenMobile Server £ #43st24® Citrix Endpoint Management 4
THo "itE HRSHUAIR. of2{et HAl= 2-m2f0|A HH 9| XenMobile Server 2

Z
o
tRE 2|20 SEELIT

Toela 2ot EE 01 7Y

0

RADIUS Z2EZS AH83t0] AL8XI7H LDAP Xt St A28 24w S A8t Q155 E XenMobile & 74g + Q!
SLIC

Ar2 Ho| Mg %|H3tst7| 28l o] £ 2 Citrix PIN 2! Active Directory &= 7HA 3t ZEHE 4= QELICE O] MM = A
8X17t LDAP ALEXt 0|51t 25 8 gte Mo 2 Qx| gtotr gLt 5, &% otz U HE H32| 2R ASXIIL ALERL
=5

LDAP 8H 71

21E0il LDAP £ At83t2{H XenMobile off 21F 7| 2tofl A L2 et SSL Q1B ME HX|s{oF BHLICE. XtM|EHLHE2 XenMobile
oM 215N HEEE HZSHYA2.
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XenMobile Server

. 2Hol|M LDAP £ S22t

2. Microsoft Active Directory £ MEi$t C}2 HElS S2ehLCt,

LDAP
Provides connection to one or more _:\riF":D\'Tp ant directories, such as Active Directo Y, to Import groups, user accounts, and re ated properties.
Support nested groups
B
Directory Type Domain Name Server-Port User Base DN Group Base DN Default “
Microsoft Active Directory xmlab.net 10.207.86.51:389 de=xmlab,dc=net de=xmlab,dc=net
3. ZEJ1636(=22 LDAP ®Z2| AR) == 3269 (Microsoft 2ot LDAP HZ2| AR) oIX| stolstL|Ct,
4. HotAA A S o2 HAFLIC
Port: 636
Domain name net
User base DN de= de=net
Group base DN* dc de=net 1
User ID* administrator@ ret
Password*
Domain alias et
XenMobile Lockout Limit 1]
XenMobile Lockout Time 1
Global Catalog TCP Port 3269
Global Catalog Root Context
User search by userPrincipalName -
Use secure connection &
Cancel
Citrix Gateway 4% 114
CHS chAofl A= o] O] Citrix Gateway QIAEAZS XenMobile off £7HCtn 2b&EtLICE Citrix Gateway QIAEAS %

Jteted™ Citrix Gateway QIAEA X£IHE A=A 2,
. Mo M Citrix Gateway £ 22!t C},
2. Citrix Gateway £ Meistn HEg Z2igtLCt,

3. 202 R¥Y0M =oel 3 2ot EZS MEBiL|T,
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XenMobile Server

Add New NetScaler Gateway

Name

Alias

External URL
Logon Type
Password Required
Set as Default

Callback URL*

Domain and security token -

F on @)

Virtual IP

Cancel

Citrix PIN %! AtEXt &z {4 ALE

Citrix PIN % At Xt 25 s & 8 AL8S

Authentication(Citrix PIN 2!=
EHSILICH XpM|EH LIE2 2210|HE

E &M
=o

=2 MAste{® 8™ > Z2to|dE 4402 0| S3sto Enable Citrix PIN
At2) % Enable User Password Caching(AtExt 2t Al ALZ) tolzte M

o

ool 3 "ot EZ 0152 2IsH Citrix Gateway 4

XenMobile 2t &1 A2 2= 7H4 MEof Cist Citrix Gateway MM T2 2 ol HM2 pMetL|ct XtA|st g2 Citrix
Gateway dHME HZSHYAIR

S2I0|E QI A 21T = QIBAMet EH|el oIF

November 1, 2023

XenMobile of chst 7|2 242 ALEXL 0|5 U &5 2IZQIL|Ct XenMobile A0 CHst S2 Y AMA Al It HOE AH|E
2 EItotH Q1B A 7|8t 2158 ALBotE 10| E&LICE XenMobile #Z0jA o] 1A 2 Eotat AtEX} 2HAS 25 D
£|no| =BILICE QB A 25Tt =HQl 215 S e AtEotH SSO E AFESH= SAl0f| Citrix ADC 2| 2 oA 2158 Edlf &
ShEl 2oto| HEEL|Ct

A Ho| M A|Fststy| 8l 213 M 3! =o2l 2152 Citrix PIN & Active Directory &ts i Alat Zete 4 A&LICE O
2{H AL8XI7t LDAP AR} 0| St S E BtEX o= AH6HX| Qo ELICH S8, 2= & U AH 32 22 AH8At
AR} 0|21 &S E elafshL|Ct
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XenMobile Server

Y

XenMobile 2 AHE X7t XenMobile oM Zx|E SE8t = TH[Ql QIB0A CH2 915 ZERZ2| 915 ZE HAEE X|
AR S LILE

LDAP £ 6/85tX| 941 ADHE 7hC i QU WS A8t FL 2IBAE 74510 XenMobile of ATtE 7= Liet
@ 4 LTk J21 CH2 A8 XenMobile Q3 PIN 2 AHBSH0| SEBILIC AP A A HEHS
r o

£35tH XenMobile o] XenMobile &0 215 38t= O AR E QIS M E BHE0] B BHL|CE,

S
x
0z
oz
rn
h

Citrix ADC 215 M H

_g =]
XenMobile off 23t 1S £3E 4 QI&LICE XenMobile £ Citrix ADC O A= o tHoF AMsHst 4 oI &L|Ct,

Hoto| o ERot AN M= £ 2|29 S HESRI = EHEX| 42 HIEIM LDAP 1t SEE AH&dH= 20|
A0 2 ot YO ZHFELICE o|2fs 2HAM= SEO0IUE QB Met Hot EFS AM8SH= 2 HHA QIES Mg 9l
&Lt XtMIst Li82 Configuring XenMobile for Certificate and Security Token Authentication(IZ5M % &
ot EZ QIZ S ALE3}Y| 2/3t XenMobile 74)8 &=sHMAI2.

(MBHHMDMOE Z Al) off At

2210|¢E 2F M 2152 XenMobile MAM 2E (MAM £H=) 3 ENT
Q 2I=2 XenMobile ENT ZE0f| Af

SLICH SEXITH ALE XL} 2| HA MAM ZE2 SE5t= 22 Sat
&LICt XenMobile ENT % MAM 2EZ S2I0|HE QIS M 01
£ FM3t = Citrix Gateway £ FA8H0F SHLICt, 0] 20| A=

k)

re

[m

ro
0P o|>| HJ

o 00

O

Microsoft AMH:

1. Microsoft Management Console 0 215 AHolS Z7t8tL|Ct,
2. CA(2IE 71¢) off HESl2 FItetLict
3. CA MHO|M PFX QIZME BHELICE.

XenMobile Server:

1

2 ]

3. X2 5% 32X
4. A58

FAEhL
AEE AT ABX ABME HMESEE Citrix Gateway & 7 MELICH

Citrix Gateway 40l ch3t XMt LHE-2 Citrix ADC MEMQ| ChHS EME ERSHIAIL.

« Client authentication(22l0|¢E 2IZ)
+ SSL profile infrastructure(SSL Z2Z! QIma})
+ Configuring and Binding a Client Certificate Authentication Policy(

o||:|)

i
]
o
e
m
ro
Ol
>
ro
ol
4
0x
|
=

o

AME 7 Al

+ Microsoft 91Z M AH|A AE|E| HESIS MHY = S XIS M QAsto] SZE ZK|o 2AE 215 2X S WXt
HAR. oS S0 HIES 0|20 CHS BRFE AFBSIX| OMMAIR. ¢ L § O# % + x ~ 2 | { } []
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. Exchange ActiveSync of ch$t 215 M 7|t ©

o|l==2
o=
o

M
7

sl ™ o] Microsoft

ZME 278=E Exchange ActiceSync 2| 21Z 7|# (CA) MH ALO|ES A EL|Ct.,

+ Exchange Server 29| ActiveSync EzHg|
S ASMIt et FX[of| LofoF FLct O

=0 |
=)

- Exchange ¢t & XenMobile £ AH83

- IE 9443 2 AE2%tct,

- ofiet &l Ato|Eof thall “Microsoft Server ActiveSync”
2 FIfeloF gLt ol

o
o3

Microsoft Management Console 0j ?

[
rH
Muf
o
e
=
[>

L
©

N
n
0jo
B

ro
x
oz
e
L]

ro

re

my
rlo
[>
&
ro
Mo
It
N

o
T T T
x
1
o
2
>
o
B

x
f
s
oy
3
m

2
=
24

=

dX| g2

X

215 Aol

2OrstI| 218 MR MH QABME ALEStE 2R

M Secure Mail ol M AtMEHS MESH=

HmgtLch Exchange IS 2£00M CHS 22 S s{of gLt

SiLIQt “EWS” 2 6t £ 71X 22 2

2073 DE0j| Chs SSL A7 ofzholl A SSL 2R S MEgtL|Ct.

Add or Remove Snap-ins I

You can seleck snap-ins for this consale from those avalable on vour computer and configure the selected sek af snap-ins. For
extensible snap-ins, you can configure which extensions are enabled,

Aovailable snap-ing:

Scng: =in

Yendor

Activel Control
ﬂ-ﬁ.l_tl warizakion Manager
] certFicate Templates

Eall certificates
;E]i-:rtfl-:ah-:n Aukhariky
?4-=Zcmpcnen: Services
:,_‘,;Ccm:ul.l:-:-r Marnagem,.,
Device Manager

o=t Disk Management

35 Enkerprise PKI
[3] event viewer

| Folder
5 Group Policy Chject ...

Microsoft Cor, ..
Micrasaft Car. ..
Microsoft Car. ..
Microsoft Car. ..
Micrasoft Car, ..
Microsoft Car. ..
Micrasoft Cor,,.
Microsoft Car, ..
Micrasoft and. ..
Microsoft Car. ..
Micrasaft Car, ..
Wicrosoft Car. ..
Microsoft Car. ..

add = |

Selected snap-ins:

| Consale Roat
&l certificate Templates
Ecanfucate:‘. (Lacal Computer)
ECEltiflcates - Current User
';gCentifncatlun fugthority (Local)

Edit Extensions... |

Remove |

Dinternet Information... Micrasoft Cor... LI Advaniced. ..
Drescripkion:
The Certificate Templates snap-in allows you to create and manage certificate templates,
ik Canicel
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XenMobile Server

S =N <] =

] Conscle Rook Tersplate Display Heme - i As | Wersion | Irkended Purposes
3 Canificatn CO1 testpwise, et} =] Agent Wiindowe 2000 .1

@ [ Certificates iLocal Computer)  Envaberit Agant (Conputer) windows 2000 5.1

5] gl Certificate: - Current Lser jEnmhatnusnt i windows Server 2003 Ert.., 100.2  Certiicate Request Agent

) g Certification Autharity (Local) Agant, 41
Ilmhamammmntzcoﬁkerequesn windows Server B003 Bt 1003 Certficas Request Agert
Z exchange Sena only Windows 2000 &1
EExchange Lsor Viindows 2000 3]
Eipsec wAndows 2000 &1
5 IFsac (Ofine raquest) windows 2000 71
T kerberos dusthenticetion Windows Server 2009 Bk 1100 Clent duthenbication, Server Authenticatian, Smart Cand Logan, KDE Auth
ey Recovery dg=nt Windows Server 2007 k.. 1050 Key Recovery Agent
= Mekite Deathster Cert Windows Server 2003 Erk.. 1003 Clenk Authenbication, Sseure Ensl, Encrypling File System
) Mekite Liser Cert Windows Server 2003 Ent... 1003 Chént Authentication, Seeure Envsl, Encrypling File Systen
Focse RESpOnEE SRNnG WNGoWE Server 2008 Ent... 1000 QTSP Sning
3 ras and 1S Server windows Server 2003 Ert..  10L0  Clen Authentication, Server Authentication
| Rt Cartification Autherity Windows 2000 5.1
2 R (0ffins roqusst) WHindows 2000 1
& 5am zenpese cort windows Server 2003 B, 1002 Clent Authenbcation, Seurs Enal, Encrypting Fils System
Z sameertecter: windows Server 7003 Eri. 1002 Clent Authenticaticn, Sscure Enval, Encrypting File System
Hocep Wincows Server 2003 Eré._. 1003 Encrypting File System, Secure Emai, 8 sacurity [KE ntemediate, Clent &
3 smarteard togon Wiindows 2000 61
5 Smartoard User Windows 2000 1.
T Windows Server 2003 k.. 1005 Chent Authentication, Secure Enval, Encrypting File Systen
= Suberdinate Centfieation Autherky Windows 2000 5.
e Windows Server 2003 Ent.., 100.2  Chenk Authentication, Sseure Enval, Encrypting File Systen
Frestizz WANdoWE Server 2003 Ent...  100.2 Chen Auhentcation, Secure Emal, ENcrypting File System
Hroeg VANGowS Server 703 Ere.. 100.7  Clent Authantication, Sarira Enval, Encrypiing Fils Systen
& Trust st Sgring windows 2060 3.1
= User Signakure Only Viindows 2000 +1
Duserz Wincows Server 2003 Eré... 1003 Clen: Authenbcaticn, Secure Emal, Encrypting File System
Fusers Vindews Server 2003 Ere... 100.7 Secure Ema, Ciant
& User-fmquestartiame-v2 Wincows Server 2000 Erf._. 1002 (_Izntmﬂ!nlrahnn Sarire Email, Encrypting File System
F User-Requestertianst Windows Server 2003 k.. 1002 Chent Authentication, Secure Enval, Encrpting File Systen
T el Serve Windons 2000 1
3 Warkstation Autheriication Windows Server 2003 Ent.., 10L0  Clent Authentication Ll

-

] G

50 certificate: tomplates

A} BZ 3} HEal RS MeELIC

(e =]

3 Trust List Signing

3 User Segnature Only Duplicate Template

3] Web Server All Tasks "
_u_‘ Workstation Authentc stion
Properties

< "
Help

E3H
L3t A0t Active Directory of Q15 A AHA| ZHQl2tS MEABILICE o] SMS MEistH R E AEXL 2zt
O|AHE QIE M7t Active Directory ollA M=o Active Directory HIO|E{H|O| A7t S&SHE & USLICH

2 Windows 2003 Server S MetigtL|Ct, Windows 2012 R2 MHO|AM =2t of2fof] U= o1
7|22 Meistn gh= At2hS Windows 2003 22 MEtL|Ct,

H=otojl A XenMobile Server & PKI E|E| YHO2 1M E £EF ALt Ei= PKI QIEIE| 4F 02 7 E ALKt
A= AEX IF0H Chsh 318 B2 S& U2 MEfeiLIC
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Properties of New Template X
Subject Name Server Issuance Requirements
Compatibility General Request Hmding Crmog'uphy Key Attestation
Superseded Templ s Security
Group or user names:

& Administrator

42 Domain Admins (PASDEV\Domain Admins)

$2 Domain Computers (PASDEV\Domain Computers)
82 Entemprise Admins (PASDEV\Enterprise Admins)
& sve_admin (sve_admin@pasdev net)

82 svc_adminstrators (PASDEV\svc_adminstrators)

Pemissions for sve_admin
Full Control

Read

Wiite:

DROEAO f

Deny
O
O
O
O
O

Autoenroll

For special pemmissions or advanced settings. click ﬂdwrancsd
Advanced.

[ ok || cancel [[ oot || Heb |

8. =3t ot 7| 2715 MBsh=X| gelgtLct 7| 27|= L&l XenMobile £ 4% uf ei2dgh|ct,

| SubctMame | Sever | lsanceRegaements |
Superpedad Templates [ Exteriaons [ Secunly
J Coempatibdibhy F Geqesl I Peegust Handing | Capplography _Ker.ﬁ.h‘e-slatm 1

Lagacy Crphoapaphec Serace Provede: W

.Llr-:tm‘-'-ed b CEP v
Sh S T TR Fal i)

Chooss which crpplographec prosdiss can be wped fos reguests
O Bimusits can ubs anp porader avalabls on the tubgect’s computer
() (Fmguaetts pousit s o ol e olowrsg peovidert

Prosaders

B Muaciosol Enhanced Cogtod aples Provader v110 & u
[ TMicinsof DH 5Channel Crpptograptes Privider [l
[CIMiciozoft Enhanced D55 and Dt eliman Cryptographs: Fr |
[Miciozof Enhanced ASA snd AES Crpdographs: Prossdes
[MMiciozoi RSA SChanrel Crptooraphe: Provider bt

Dt enareed by 5P w

Use alemnale sonabure lonmat
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Praperties of Mew Template |L|

Superieded Templater | Extenaors | Secwmty
General | Request Handing | Crptogrechy | Kay Antestation
Subject Name | Sever | lmuance Flequeements

=) Supoly n the requet

+ Lige subpect rfiormaton from esitbing cestficane for auboenolment
seramwdl neoguedtts 7]

(2 sl froes thes Auctivn Deectony mormation
Cpbeck thet optan bo erdonce eorchsiirecy St dubct nanes ard lo

& Coarrenit sekbrigd Por thog certifacate template allow § chent to sl 5
certificate request using amy subject name and does ot requine
apprenal by 3 centaficate manager, Combring there cemificate optians
iy Create a securnity risk and is not recommended.

bk Auithe
g
" Conteol i dinablad dus o compatbaiy petting;.
' [ok [ comcd |[ toow [[ Heb |
L 3 B ot P o T e ey vy -

2 CIAS 223 3 MR 9H57| > WY UBM YEUS M,
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[} Consale Root
5 Certificate Templates (D007 testprise.net)
b G Certificabes (Local Computer)
I :;il Certificabes - Current User
4 Iy Certification Authority (Local)
4 g testprise-TESTPRISECAZ-CA
[ Revoked Certificstes
[ Issued Certificates
[} Pending Requests
[ Failed Requests
|| Certificate Templates

Mame

=) Copy of Web Server

=) Copy of Computer

I Maobile Desthter Cert

5 Mabile User Cert

)| Tdzy

E Thour

] Directory Email Replication
] Domain Contraller Authentication
E Kerberos Authentication
Hers Recovery Agent

5 Basic EFS Encrypting File Jystem
5 Domain Contraller Client &uthentication, Server Authentic..,
T reb Server Server Authentication
| Camputer Client Authentication, Server Authentic,.,
5 User Encrypting File System, Secure Email, Cl...

] subordinate Centification Suthority
S Adrministrator

Interded Purpase
Server Authentication

Server Authentication, Client Authentic,.
Client Authentication, S2cure Email, En..,
Client Authentication, Secure Email, En...
Encrypting File Systemn, Secure Ernail, Cl.
Client Suthentication, Secure Email, En..

Directory Service Ernail Replication

Client Authentication, Server Authentic..,
Client Authentication, Server Buthentic,.,

File Recovery

<Alls

Pdicresoft Trust List Signing, Encrgpting..

Manage |

Mews 3 || Certificate Ternplate to [3sue

Refresh

Export List.,

Wigaar 3
Arrange lcons J

Liree up lcons

Help

3. O|H EtAlof|l M 2HE RESIS MEDH O3 efels S2I6t0 215 7|20l =7tet|ct.

Select one Certificate Template to enable on thiz Certification Suthoriby.

Mate: If a certificate template that was recently created does not appear on this list, vou may need to wait untl
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ca.

For more information, see Certificate Template Concepts.

Mame Intended Purpoze
-'E tong Client Authentication, Secure Email, Encrypling File System
@ Trust List Signing icrozaft Trust List Signing
] User Signature Only Secure Email, Client Authentication
-'E |Jzer-RequesterM ame-'2 Client Authentication, Secure Email, Encypting File System
] User-Requesteri ame /3 Client Authentication, Secure Email, Enciypling File System
[l user2 Client Authentication, Secure Email, Encrypling File System
5 ysera Encrypting File Systern, Secure Email, Client Authentication
T5l] workstation Authentication Clignt Authentication

il obile_Template

Client Avuthentication,
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CA MHol|A PFX Q15 M SHS7|
1. 23918t MH|A AHE AIRSI0] AFR XL pfx 215 M E BHELICE .pfx £ XenMobile off @2 =3 XenMobile 0]
EK|E SESH= AFXt0]| CHol| AFR X} QIS M E @ F16HA| ElL|C},
2. FX ALEXt Ofoll A QIBME SHEFLICE

3. REX ¥

B
0t
mjo

oeAs B

1B

cxz

rulu

2/5kn M Q1M 282 223t

aFile Action View Faworites  Window  Help

[T Console Roct Issued To i Issued By Expiration Date  Intended

 Certificate Templates (D01 testprisenet) . Administrator testprise-TESTPRISE_CA-CA, 3114206 Encryptin
I G Certsficates (Local Computer)
4 (G Certificates - Current User

4 [ Personal
| Certificates
b Trusted Root Certification Authorities =
b © Enterprise Trust Al Tasks » k.l Frequest New Cettificate..,
b Intermediate Certification Authotities Refresh Jrapoets |
B [ Active Directory User Object Expaort List.. Advanced Operations J
b 7 Trusted Publishers .
B Untrusted Certificates View ki
b 7 Third-Party Root Cerification Authorities Brrange leons »
B Trusted People Line up lcons
F T Client Authentication lssuers
| [ Certificate Enrollment Requests Help

b Smart Card Trusted Roots
b ﬁ] Certification Suthority (Local)

4. S XM SE SHHO| LIEFELICE ChSE 228U

Before You Begin

The following steps will help wou install certificates, which are digital credentials used to connect to wareles:
netwiorks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer i3 connected to the netuark
You have credentials that can be used to venfy your right to obtain the certificate
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5. Active Directory 52 H*

Select Certificate Enrollment Policy

Certificate enrollrment policy enable: enrallment for certificate: based on predefined certificate ternplates,
Certificate enrollment policy may already be configured foryou,

Configured by your administrator
Aitive Directory Enrollment Policy
Configured by you
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Request Certificates

You can request the following type: of certificates, Select the certificate: you want to request, and then
click Enrall,

[ User JJSTATUS: fuzilable Details ~

[Juser? @SIATUS: Deailable Details
ﬁ More information is required to enroll for this certificate. Click here to configure settings.

[ user3 A STATUS: yailable Details w
B, More information is required to enroll for this certificate. Click here to configure settings.

[ User-RequesterMame-y2 @SI&TUS: Aaailable Details »

[ Show 2l termplates

| Enroll | | Cancel

7. O1F Ao BHE . pfx THUS LHEHLICE

Y

lssued Ta lssued By Expirstion Date  Inter
?:l.ﬂ.dm inistrator testprise-TESTPRISE_CA-CA 1142016 Encr
Oipen
All Tasks ] Open
Cut Request Certificate wath Mew Key...
Copy Pernew Certificate with Mew Key...
Delete Advanced Cperations *
Properties | Exgort..
Help I

8. ofl, 72l 7| WEHMLICHE S2lgfLICt
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Export Privata Eey
ol can choose b export the private key with the certificate,

Private keys are password protected. IF vou wank to export the private key with the
cerkificats, vou musk bype & password on & lster page,

Do o wank ko export the private key with the certificate?

(®) es, export the private heyi

(Z) Mo, do nok export the private key
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Export Fik Format
Certificates can be exported in a variety of File formats,

Select the Formak you want bo use:
) DER encoded binary ¥.500 (.CER)
() Base-&4 encoded %.509 {.CER)

() Cryprographic Message Syntax Standard - PKCS 27 Certificates { FPE)
] inchude &l certificates in the certification path if possible

(®) Perspnal Information Exchangs - PKCS #12 (PR
Include = certificates in the certfication path if possible

[ Deletes 2he privete ke if the expart is successful
[ Export gl extended properties:

() Micrasaft Serialized Certificate Stere (LS5T)

10. XenMobile of O] AIZME HZES wf AR Y A= S MFBILICE
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Security

T mairtarn security, you must protect the private key ko a security principal or by

wsing a passwond

[(JGraup ar user names {recommendzd)

[w] Password:

Confirm passward;

11. 3t= E2to|20 AISME MFeiLICh

XenMobile 0| 2IZM g2

1. XenMobile 2&0lM 2% ¢ ¢|9| 7|0f of0| 22 S2IFtLICH MH 3430]| LIEFE LT,

2. ABME ST 2 IINRI|E SEleLIC
3. LIS oi7f H-E et
o JtMR7|: 7| MEA

o 7| MEA 8 PKCS #12
o« B MH

« 7| XfEA Dz HOIEI|S B2Yotol BH50] £ . pfx ASMHE MegiLCt,

« 9 O] BN Cheh BHE S Bt
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Import

You can import certificates or ke

-t
m

but you can only have one cert
Import Keystore =
Keystore type PKCS#12 -
Use as Senver =

Keystore file

Password

Description

/7

Cancel

4. 7tMR7|E S=IgUCt

5. IEM7t SHIZA| 2RI E|[=X] 2QABLICH SHIZAH| EXIE AS M7t A ASMZ EAIELCH

IS M 7|8t 215 S 2ot PKI AEE| 2H=S7|

1. 2E0IM XEAIS] > 1S A 22| > PKI AEE[Z 0| SEHL| Tt

2. %72 223t = Microsoft 215 M M| A AEEIS S2ItL|Ct. Microsoft Q15 M Mu|A AEE|: et HE $HH
L|

+ 013: ets 0|22 Yaipct.

¢« Y52 MH|AZEURL: https://RootCA-URL/certsrv/ URLZZ0M OtX|2 &24A| (/) &
HEEA| Z=TLSHOF SfLICE,

« certnew.cer H|0|X| O|E: certnew.cer(7|23})

« certfnsh.asp: certfnsh.asp(712%})

o 25 R 2EO0IAE ASH

« SSL 22t0|2E 21ZAM: XenMobile 22t0|E 2IZME UZst= O AHEE ALEXL IS ME MeEiptLCt,
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Microsoft Certificate
Services Entity

Microsoft Certificate Services Entity: General Information

Name*

Web enrollment service root URL https./f

certnew.cer page name”

certfnsh.asp ertfshasy

Authentication type Client

SSL client certificate

certificate

t an option

551 certificate

4. HEZ3 orfiofl M Mic

rosoft QIZAME e mj ohE HIZES)

[=]

rin

ES (T

mjo

SMS FIISHR OHYA L.

Microsoft Certificate
Services Entity

1 General

Microsoft Certificate Services Entity: Templates

6. AFEXH 20l shetel
LI

Microsoft Certificate
Services Entity

Microsoft Certificate Services Entity: CA Certificates

1 Gereral
2 Tampletas
3 HITP Parmeters ] training-AD-CA 02/22/2013 02/22/2023
ab
7. MTS SLIC
4 5 35X A
1. MHEON XtM|3] > QB A 22| > XA ZH 3 ZXAE o] S LCt.
2. FItE ST
3. gt ofzoll A CHS O47H HEE LBt
« O|5: 2lot= 0|52 YHBLICH
o AH: o= MYS LELICH
o drg AlE{E|: 0|0 BHE PKI QIE{E|S MEfBtL|CY.
o Hig diHs ME
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Ir
o HZEEl:

PKI QIE{E| Of2{of| M =7tot FIESIS

Megict.

=1

Credential Providers

Description Xenhiobiks: P

Issuing entity

Essuing method

Templates

Credential Providers: General Information

Mame* Xanhd

% Gorfig

(=1

SIGH

XMTemplate

x|

: MEX A 0IE

« 2t Suser.userprincipalname

Credential Providers  Credential

1 General

Subyect attemative namas

Type

Key algorithm

Key size

Signature algorithm

Subject name*

Value* I+ A

Providers: Certificate Signing Request

RSA -
204
SHATwithRSA =

cn=Suger usamama

ad
Usar Principal nams Suser. usarprincipalnams
5. HiZE Salot £ O3 of7H H-2 Y=PfLICt
+ CAQZ M Y XenMobile 22to|HE QS Mol MESH 2z CA S MEiBIL|CH
o HIE BE M S FSA M MHZ 7| YHS Meyghict
Credential Providers Credential Providers: Distribution
1 Generzl Issuing CA certificate CN=training-AD-GA, Serial: -
2 Certificate Signing Reguest Select distribution mode Prefer centralized: Server-side key generstior
- i Frefer distributed: Device-side key genaration
Only distributed: Dewica-cide key generation
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=

6. 1 Ct39 F MM, = siX| XenMobile %! siix| PKI ofl cisi Z 0 w2t o7 Ha~5 MFetect

8. IEM7t Rtz mlf AAof Cish HES MESLICE

9. LE RE H¥E 7|22 Oz 7L Heof w2t HE L

Credential Providers Credential Providers: Renewal

~
1 General Fenew cerfificates when they expire ﬂ

Fenaw when the cerfificate comes within®

2 Certificate Signing Request
3 DIF\‘ IthJ“OI'I Do not renaw cartificates that have already xpired

. ; Send notification
4 Revocation XenMobile

i Natity when the certificate nears expiration
5 Revocation PKI

Lol ooilME & &

days of expiration

A

QIZ M 7|t 215 S AI23IEE Secure Mail 24

Secure Mail  XenMobile o F7t&t 22, & MH ofz{ol A Exchange A& g M sHjof ELCt.

App Interaction
1 App Information Explicit logoff notification Shared devices only -
2 Platform App Settings
| WorxMail Exchange Server mail testlab.com:9443
WorxMail user domain testlab.com
A Background network services mail testlab.com:443,ap-southeast-1.pushre
Background services ticket expiration 168

XenMobile 0| M Citrix ADC Q!Z M H|Z £

1. XenMobile 2&0| 2a25t1 22X 9| 2A{2|2| 7|0f oto|2g S=letL|ct. M $HHO| LIEHHLICE,

2. At ofziofl A Citrix Gateway £ Z2|etL|LC},
3. Citrix Gateway 7t Ot&! 75X b2 22 F7HE 225t 4H S XIFELICH

. 9
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[t A EXE AISM HMSoIM HEE MEHRILICE

NetScaler Gateway
u entication mechanism for remc

you need to enable StoreFro

NetScaler

Authentication @
Deliver user certificate for authentication m | @

Credential provider Select provid... =

Default External URL

Logon Type

# of Callback URLs

5. X4 38 SEX0M SAE MEet g MEE =G

AHEXE Q1B Aol A UPN(AHEXE AIE 0] 5) ch4l sSAMAccount E4
£ 33 Zo| FHELICt ¥ > LDAP 2 0| St = C|HEZ|E MElStn ™

g Megsi|ct,

sAMAccountName = MEH

enMobile ol LDAP 7{4/E{

2lot ChS ALEXE A 7| =0l A

234
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User base DN*

Group base DN*

User ID*

Password*

Domain alias®

XenMobile Lockout Limit 0

XenMobile Lockout Time

Global Catalog TCP Port 3268

Global Catalog Root Context

User search by sAMAcCcountName -

Use secure connection

Citrix PIN 2! A8 24 744 AL

Citrix PIN 3! ALSX S WA S A= E MYstai™ MF > Zato|HE £4 02 0| 535t0{ Enable Citrix PIN
Authentication(Citrix PIN 2/Z At2) 2! Enable User Password Caching(At2Xt 2t Al ALE) Eolztg M

SHBILICE. XPAIS LIS 2210[91E 448 HEHINS.

o= = =

il

2HO[AE ASM T =X &

2lo| 743t Citrix Gateway 74 & 4ZNMO2 R0t T ALK QA E2 &= CH32 Z&LICh
1. AEX7L 2HIY HX|E SEYLICHL
2. XenMobile ol Citrix PIN £ 2tE2te HIA|XIE ALEXI0|AH| EAIELICE
3. 33 o3 AM8Xt7t XenMobile Store Z 2|C|a MElL|Ct,

4. Ar2Xk7} Secure Mail 2 AlZHE o = XenMobile 0] AbME 24

2 28t AEX} ALY
X E EAISHX| &L Ct Al Secure Mail 0] Secure Hub oA 22t0|HE
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Microsoft Exchange Server off HZgLICt. AFEXL7L Secure Mail £ Al o XtH S S L stzts HAIX]

7t XenMobile ofl ZA|E 22 74 =Holsti A2,

-~

AHEXE7E Secure Mail € CHREEsHD M| & QUX|TH ALME 74 S0l Secure Mail o] 74 g 223X 2 F2:
1. Microsoft Exchange Server ActiveSync oM Ezizlg 20tstr| 9l Q! SSL MH Q1B ME AL
DE RE QI F2H S MI ZHHY B X|of| MX|=0] A=X| &olet|Ct,

2. ActiveSync of chs MEiSH 015 R¥0| 2210|2E QS M HRQIX| =HlgtLC,

Microsoft-Server-ActiveSync (Default Web Site) Properties

General Authentication | Remote File Servers |

Select the authentication method ar methads that this vitual directary accepts.
To enable authentication between the Exchange server and a mobile phone,
gither Basic authentication or Chent certificate authentication is requined.

[T Basic authentication [password is sent in clear text)

Client certificate authentication:
" lgnore client cestificates

o . .
¢ Require client certificates |

(i ) Ta configure SSL settings for this ActiveSync vittual directory, use the
~ Intemet Information Services [IIS] enap-in.

2 0k | Cancel Apply Help

3. Microsoft Exchange Server 0l Microsoft-Server-ActiveSync At0|EE £QI5t0] 2210|UE QS A Of
U QIE0| MESHEE HHE[0] A=K HELICE 7|2HOZ S20|HE QIZM MU AFZE|X| 5L T o] FH2

[=y=y-)

T4 HWHT| > 22> 21F of2fol| AELICE.
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&9 Configuration Editor

Section: |system.webServersecurity fauthentication/clientCertificateMappings| =

F- 3 system.webServer -
[=1-- security
=4 authenkicakion

anonyroussuthentication
biacisfikbhasbie skiae

E Deep
enabl

clizntCertificateMappingAuthentication

JJI:MHI.ILI =T IILGLILN T
isClientCertificateMappingAuthentication
windowsAuthentication

f access

f applicationDependencies

/

A N S

authorization
ipSecurity
requestFiltering
[# 4 tracirg

[+ webdav

/' asp

caching

g
defaultDocument
directoryBrowse
handlers

-
FEFRFvrmpe a—

e o 8

e

El Deepest Path: MACHIMNE/WEBRDOT /APPHOST /Default Web Site/Microsoft-Server-ActiveSync
e <=

E
ol

ul
T
nl

True E H&is S0 M

o
Uy

2leljor HE L0

4. XenMobile 2&0ilM Citrix Gateway H™ g tQIFfLICE 2SS At ALE X Q15 M ®B0| HEo| 1 XA ZH 3
A0l SHIE ZELO| MEE|0f U =X ZHelgtL|Ct,
Z2to|E QB A7t ZHIY EX|of| MIS=A=X| Zolst2{H
1. XenMobile 2&0A 22| > |2 0|Sst0] HX|E MEdBtLICE
2. M £ XtMIS] BEAIE 22 L
3. HiEg 38 MMOo= 0|S5t0] LIS =S AMELC.
Citrix Gateway Credentials: Requested credential, Certid=
Z20[E QIS M HAS ABSES YPYEX| FHolst2{H
1. Ct2 netsh BHES Adsto |IS ¥ AIO|Eof HiQIGEl SSL QI M 242 HAIELICY
netsh http show sslcert
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oF

2. 2E0|AE ASH

e

2| 20| A+ ¢t

o1 22 tt

0
dlo

HHS HASH0] AHESH=E MFeLIC
netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert ipport=0.0.0.0:443 certhash=cert_hash

appid={ app_id } certstorename=store_name verifyclientcertrevocation
=Enable VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck
=Enable clientcertnegotiation=Enable

ol

netsh http add sslcert ipport=0.0.0.0:443 certhash=609da5df280d1f54a7deb71
appid={ 4dc3el81-el4b-4a21-b022-59fc669b0914 } certstorename=
ExampleCertStoreName verifyclientcertrevocation=Enable VerifyRevocationWit
=Disable UsageCheck=Enable clientcertnegotiation=Enable

PKI E{E|

December 8, 2023

XenMobile PKI(37H 7| Q1= a}) MEE| 1A AX| PKI &Y (L3, oKl X Mef HE) g 28sts 14 QA LIEHLICH
ol2{gt 1 R4 = XenMobile o W2 £= 2|8 74 ALICH WE 74 Q4= Ao 714 gadtn oLt o2 14 Q

AE 7| olmatol AHQILCY,
XenMobile  ct21 Zte PKI AEE| R3S X|etL|Ct.
+ Microsoft 215 M MH|A

XenMobile 2 Ct3at Z2 CA MHE X Z gLt

- 2lolo| CA(2IZ 7|

@

« Windows Server 2019
» Windows Server 2016

PN

Windows Server 2012 R2, 2012 % 2008 R2 = 0| Ct5t0f of O| & X| (= X| & LICh XM LHE2

Microsoft MZE £ F7| AHME &ZXIMAIR

Auix ol PKI M

ol 2tAglo] 2E PKIQIE{E|= CHEat 22 otel Hetel 7IsS #&LIC
o ME: CSR(UBM MY QF) S 71802 M Q1B M Y
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¢ IHRIIJIEABM LI E =7
o

o x| EELOIAE ASAM X

CAQIEM HE

PKI QIE|E|S T 4oH= 22 siTh AE|Eof of8f L (L= 27) == AS M MEXLIL0{= CA 2S5 M2IX|E XenMobile
7

4
off 2ZLICt. of PKI AEEl= 7H40f Mgt glo] M2 CHE CA 7F MBS (FEM 7L MZ MBE) QIEME tetd 2= &L
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AEBLICH = AFZRSl TXF MY R4, HAX S 2ES B B

=20 = =

14, XMzs Salgo)

March 15,2024

Y

APN 2|7{A| Hto|{2| Z2EZ0| tist Apple of X|2 2021 & 3 € 31 YEE ZRELICt Apple oilM= HTTP/2
7|8 APN XS4 APl £ thAl At8st= =2 HEEL|CH 222 10.13.0 £E XenMobile Server ol & HTTP/2
7|5k APl £ x| @lgtLict, XtMist ME & https://developer.apple.com/diA FA AH0|E “Apple TA| L2l A
HIA PHO|E” £ HASHIAI2. APN ¢1Z &olat &l

olo =13 =2
HZ 2ol 2 X U2 HE gels HE

=z e SHYAIL.

XenMobile 0l A iOS % macOS &S S8t a|staiH Apple 2l APNs(Apple FA| 22 MH|A) ISME MHe
Lch,

=2od

(eIBM ME 2H) otE7|

=

- macOS of|A 7|H|2l HZ

rulo
% 55
_O'_I-
_9

OHS 7| (Citrix OflA 2 =)
- Microsoft IIS £ A3t C

- OpenSSL € Ar83t0f CSR 2HE7|

2 tHAl: XenMobile Tools oA CSR ofl MH

3 CtAl: MEE CSR 2 Apple ofl M=t APNs QIZA 7|

4 T 1 EHAO| M ALS Tt 2t St

HREHE A3t

2

CSR g &t=238t11 PKCS #12 mH! LHELYZ|
- macOS of|A 7|HIQl M2 At

— =

235t0] PKCS #12 ot ot=7|
- Microsoft IIS £ Atg3sto] PKCS #12 ot BtE7|
- OpenSSL £ At85t0 PKCS #12 ot oHE7|

5 CtAl: XenMobile 2 APNs I3 M 71 27|

6 THil: APN 215N 24l
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CSR 2t=7|

macOS oM 7|8l M2 S AH8sto| CSR £ BtEE& 20| E&LICH Microsoft IIS =& OpenSSL 2 AHg3stod CSR 2

US L ASLICH

« AIZEME BE= o A& Apple ID 9 E2

- The Apple ID must be a corporate ID and not a personal ID.
- Record the Apple ID that you use to create the certificate.

- To renew your certificate, use the same organization name and Apple ID. Using a differ-

ent Apple ID to renew the certificate require device re-enrollment.

. M4 EEoTHOR AEME X5t B

U
rt

tejet 2= gl LT,

« IOS X 7|Y Z2 IM S A8 3t0d Mobile Device Manager FA|

Certificates Portal oflA{ 0to| 22{j0] M QI Aof Ci3t teiS M 2|sHOoF BrL|C.

macOsS oi|A 7|H2l H2S A85t0 CSR TS 7|

1. macOS & Aets HFE 38 T2 > RU2(E0|H JIH2l B2 42 A

2. FIMel B2 OIS 21 915 X > 913 J|o|M QBN ES SELIC

3. 33 22 HEE Yotz HAIXIZLERLICE
- HAP O Fd: QBN RIS BEOH el EE o2 ANe| M} HY F
- ABHO|Z: AIFA B2IS BEOHS Ol i g AFe| Ust 0| SYLIT
- CATIX} B FA: 015 7|2 A B FAQLICH

4. ClA30| MFE S =2200] 7| ¥ YL XY SM8S dE=sta |42 S2/etict
5. CSRIUo 0|55 Y=ot AREO| oS MTs
6. 7| ¥4 YLE XIHLICt 2048 H
MAol A2 2 CSRIHYUE ¢
7. Q15 X CSR Z2M AT 22
A&stz{H CSR off MESLCE

Microsoft IIS £ At2310{ CSR 57|

otE &2 Apple Push

Z2/giLich APNs IS Z2

APNs QIEM RS dAsty| olet X M thAl= CSR(ZM ME 2¥F) 8 e AYLICH Windows 2| 22 Microsoft

IIS £ Ar83t0f CSR 2 2HELCt.

1. Microsoft IIS £ EL|c},
2. IS o CHSH M Q1= A 0}0|2E = tH Z2I5H |
3. MH BN HO|M 2IBM " UHETIE

b

ofL|C
2/gt|ct,

=
=
="
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X2 Microsoft RSA SChannel Cryptographlc Provider £ M&ist H|E Z0|Z 2048

OpenSSL £ A1&3t0] CSR 57|

macOS &*| E& Microsoft [IS £ At83to] CSR 2 A44E 4 gl= 22 OpenSSL 2 AFEEiLICt OpenSSL & ALO|E
ol OpenSSL g CI2ZEst0] MX|E 4 Q&LICE

1. OpenSSL 2 &x|ot AREQ B ZELE L= AN LIS BHS HAetLIC

openssl req —-new —-keyout Customer.key.pem -out CompanyAPNScertificate
.csr -newkey rsa:2048

2. AIBM 0I5 XY FEOl| Tt Ch3at 22 HIAIX| 7t LIEFELICE 8o w2t HE S YelLIct

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter 1is what 1is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:RWC

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Customer

Organizational Unit Name (eg, section) [:Marketing

Common Name (eg, YOUR name) []:John Doe

Email Address []:john.doe@customer.com

<!--NeedCopy-->

3. G2 HIAIX|ZF LIERLEHE CSR7HQ1 7(2] &= & & BtLCt,

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

<!--NeedCopy-->

4. Al&s{H Chs Mdol| @FE = CSR off M gLct
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CSR MY

XenMobile oilM 2AZME Argstz{E MBS 2lah Citrix ol 25 ME MZFELICE Citrix £ 2HHY 7(7] #a2| M ¢

SME

1. 22t2X0lM Endpoint Management Tools & AtO|EZ 0| 5%t CtS Request push notification cer-
tificate signature(ZA| 22 AZM ME 2F) 2 S2gLICt

All Management Tools

Analyze and
Troubleshoot my
Endpoint
Management
environment

Endpoint Management
Analyzer

Follow steps to identify
and triage potential issues

with your deployment.

What do you want to do?

Request Auto
Discovery

Auto Discovery Service

'n_ Request and Configure
Auto Discovery for your
domain’'s Endpoint
Management Server.

Request push
notification
certificate
signature

Create APNs Certificate

o Submit a request to Citrix

1o sign an APNSs certificate,
which you then submit to
Apple.

=7| Ho|x[oil M CSR ¥ =2

[N
i
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Upload the Certificate
Signing Request (C5R) in
pem/.txt format, to Citrix
for signing.

=+ Upload the CSR

QIEM=.pem/txt F4l0|0{0f BHLIC,

4. Endpoint Management APNs CSR M¥ H[O|X|of| A MES S2|gfLICt CSRO| MYE D LMEICIREE E
ool Ats2= MFELIC

5. A&t H kS Mo 2 E iz MEE CSR 2 ’MEgH T
Apple o MHE CSR € ®Z5t0{ APNs 215 A 7|

Citrix ol MHE CSR(EM MY 2H) 2 2 oH Apple off CSR £ HM|Z3to] XenMobile 2 7tX 2= o 225t APNs
QABME HELIC

SNy
o= A+2xt7t Apple Push Portal 21003t sl 252 2 ngaLict Ee Apple it Z=of 2018 = o
S B HEHAL.

1. =22t2X0|M Apple Push Certificates Portal2 o|SgtL|ct.
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2. Create a Certificate(2!Z M M) £ 22!t

4. Choose File(1+2 #1=i) 2 S2/3t1 ZFE{0|M MBE CSR 2 #of Meizt 03 Upload(ZE) & 222k,
YRk HTHUCH= 2ol BIAIXI7H LIEHERLIE,

5. Download(C2ZE) E 2218t0].pem S ME ZAshL|CY,

6. A&t CSR 2 2tEsta CH2 MMo)| dEE thE PKCS #12 I S L= HL|C

CSR £ &t=35t11 PKCS #12 o LiE LYY |

Apple oAl APNs QIS A E
L= HL|CE

ro
ot

7|H[el M2, Microsoft IIS =& OpenSSL 2 S0t7tM Q15 E PCKS #12 I =2

PKCS #12 mtlofi= APNS @1Z M mtedat 7ol 7|7H S0 UELICEH PFX Mo ShAts YU O R pfx Ei=.p12 YLICH
PIXLpl2 THUS MZ HHYM AFSE £ JASLICH

ERR

Z2Z A" M JHRl 8L ST 7

Rl
0

St7ALE LHELH= 20| ZELICE MALES ?IoH APNs 215 Mol AM[ABHE{H 7|

=
=
7t QLI St 7|71 QIO™ QIS NIt fRotX| oD 2 HA| CSR U APNs ZZ2MAE HH=6l{of BfL|Ct,

—=

macOS oM 7|4l H2S A+t PKCS #12 ot 2HS7|

ERR

2. F|Hel 2 28 T2IAUE AIFEtT Login(219!) > My Certificates(L 215 M) o2 o|sBiL|CE MEZE ID
ABME EH Y= M= BOCt s5LICL
3. QIBME SElotn 21X oA HE SESI] 2B Aol HZE W F|Jt ZEE|of A=K EelstL|ct,

4, B ME PCKS #12(.pfx) 2/ ZMZ HE U2 H IS Mt 7ol 7|2 ME{S T OIRA QEZ Ctx 2 Z2|3H L+
Export 2 items(2 7l &= L{LELH7|) & MEfBiL|C,
=
o] Zr X|E Mefstn. pfx I & AlS Mebst = K& S S2lFLict,

7. FIMIQ F2 Aol 239 s = MENTE F|HIQlS & HIAIXIZE LIEHSLICH 2SS st OHS OK(2Q!) & 223

L|Ct, o|® MZEE=l 215 M E XenMobile Server oA AF2E 4= U&LILCE

8. 7Al&3t2{™ XenMobile 2 APN QIE AN 7tH27|8 & EsHIA|2.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 254



XenMobile Server

Microsoft IIS £ AI235t0] PKCS #12 1t ot57|

o 2f0ll= CSR 2 Mddt= ol AbZ%t [IS MH{ et STt MHE AE L Lt

. Apple 9| Certificate.pem & Xrop MeiptL|C}, 18 CHS 2=t 0| S0|Lt 2IE A 0|5

Microsoft IIS £ gLCt.

jo
142]
J
of
R
ot
ro
flio

SfLICE. Ol S0l 3 EXLE AFESHX| OHYAIL.

4 tHA oM AEet JISME MESt LHEWT|E S2IetLIC

pix QEMO 2/X| &l T} 0| S5 AT S X WEH CHS QIS S2UIFLICE
2IEME XenMobile 2 7t 2{H sig 215 M2l 27t HQBLICE

XenMobile £ Hx|& MHol.pfx ABSME SALELICE

H&8t2{™ XenMobile 2 APN Q1B M JtH Q7|2 E XA A2,

OpenSSL £ A8510f PKCS #12 ot gH=7|

OpenSSL 2 Ar23t0 CSR 2 2t=E AL OpenSSL 2 AF85to.pfx APNs QIS M= BHE 4 QU&LICt,

1.

4.

FYODEDE = doM oS FAH2 st ot Customer.privatekey.pem2 CSR 2| 72l 7|0|1

APNs_Certificate.pem2 %2 Apple ol B2 QIS YLICE,

openssl pkcsl2 -export —in APNs_Certificate.pem -inkey Customer.
privatekey.pem -out apns_identity.pfx

P QIEM oo A5 S A=etLICt XenMobile 0 IBSME H2ZES 1l G5 S CHA| AFSSIEE 0] AT E 7|5t

1 AO{OF LT

Pix AEM TUO| QXIS 7| SELICH 2ES AFESHH THYUS HZEY £ YT E TS XenMobile Server of =

Atet|ct,

A&st2H ChS M Mof| MHE ti2 APNs @15 E XenMobile 2 7t SLC.

XenMobile £ APNs 213X 7tX 27|

M APNs Q15 ME 22 = APNs 2I5ME XenMobile 2 7tX 2t QIEME HS 22 FI5t7{Lt QIEME HEELICE

1.

2.

XenMobile 201 8F > QIEMZ o|SELC

[

ItHR7| > 7| NEAE SEIFLIC
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3. 80X APNs £ MEiEL|C

4, AZE|M.pfx £E.pl2 THAS AHELICH

APNs Q15 M A4

AA Z2H A0 CHE Apple ID £ AH83H= 2 AL8XH BX|E CHA| SSE6lfof BfLc.

APNs 915 AE H4s

b |E +¥¢t CHS Apple Push Certificates Portal2 o|SgtL|Ct, ZHE
A8 M QIS ME HEEFLICHL 2O28IH J|E QUE

M = 0™ Apple Developers A™M 7t 2 QIS A7t EA|E
Lct,

Certificates Portal oA QIS ME AL 1 SUTHX10|H 2 Renew(ZAl) £ S2IstcH= ZULICH ALO|E0]| H M| A S}
2™ Certificates Portal off ZH&txt Aol QLojof BLICE ABME HAlStHH SUSH =% 0|21t Apple ID E AtEEL
ct.

APNs Q15 A TtE A|7| £ golstz{® XenMobile 2&0M & > 15 M2 0| SFLICE QB M7} BtREl 2L siX|stX| O

AL,

1. Microsoft IIS, 7|42l 2 (macOS) == OpenSSL 2 AtE38t0] CSR 2 MAstL|CE, CSR MMofl chsh XhA| st LY

82 2UEM ME o8 UE7|E BXSHIAR.

2. =22t2X0lM Endpoint Management =72 o|SgtL|Ct. 13 C}3 Request push notification certifi-
= =3

=
cate signature(ZA| 22 2IEM ME @) E ST CL

3. +Upload the CSR(+ CSR &£ 2c) £ Sal3fLct,
4. thst MxtofM CSR 2 0|53t = Open(E71) € 22lst1 Sign(MY) 2 S2igtLich
5. .plistoo| FAI=H MEELICH

6. 3 A " =20iA Apple Push Certificates Portal € 22!st1 2a23hLCt,
oI5 ME Me#stn Renew(H4l) £ St cH

8. .plistmUs AZ=gL|Ct .pem MA0| ZHOZ FA|ELICL .pem Y S MEFL|CH

rPJ

9. Ol.pem Il AF230 CSR 2 2HEBILICH (1 EHA0A CSR S MAISt mj AL 8t ol wap).
10. QIZMES.pfx I L= LCE
XenMobile 20| .pfx TS 7t Q1 Ct2 1} 20| 74 erag|ch,

1. 28 >2A3M>71H27|2 O|SELICt
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Import
You can import certificates or keystores used by PKI components. You can import several certificates,

but you can only have one certificate active at a time. Use the APNs portal on the Endpoint

Management Tools page to create the APNs certificate.

Import Keystore hed
Keystore type PKCS#12 -
Use as APNs -

Keystore fle

Password

Description

Cancel

5. 7| Mg ool cish Rot 7| E =I5t oY Tt 2 o|SeLICh.

6. 20 QBN YSS YL
7. R3S 4YS YLICL

8. 7tHR7|E S=gL|t.

XenMobile 9| 215 M mo|X|2 2|C|AMEILICE 0|8, &, % 7IZH AIZIY X R% 7|2t Z2Y UET} A0 EE UL

Citrix Files 2 SSO(Single Sign-on) € SAML

December 8, 2023
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SAML(Security Assertion Markup Language) £ At&3t0d Citrix Files ZHIY S8 Z2 0 thst SSO(Single

Sign-On) M AE HZst=Z XenMobile % ShareFile £ 14 £ &LICE 0] 7|s0l= ChH30| ZEHELICH

+ MDX Toolkit € S8 MAM SDK & AtgstALt efEEl Citrix Files &

+ HALOIE, Outlook E2{1¢l £= 57|32t S2to|dEet 20| e = x| e42 Citrix Files 22t0|¢E

« 2fz =l Citrix Files 12| Z<. Citrix Files 2HIY 2 Ed) Citrix Files ol 212%t= AF2Xt= ALKt I
SAML E2 & E2 ¢4l Secure Hub 2 2|C|& MElL|CE ol=0] M33stH Citrix Files ZHIY S T2

SAML E2¢ ShareFile Z Ma#tLICt £7]| 222 5 AF2XH= SSO £ £ Citrix Files 2HHY Hof| B M A S 4

UEL|Ct, oo 23 28K| 21T ShareFile of 2ME Secure Mail Hjof| A5 g 4 QU&LIC

o 2@ =X 242 Citrix Files 22t0|1EQ| A2, ¢ 22t &= Ct2 Citrix Files 22t0|HE S A3t Citrix
Files of 2128t= AH&XI7t XenMobile 2 2|C|2 M ElL|Ct XenMobile 0] AHEXHE QIESHH QIS E ALE Xt}
2 SAML EZ0| ShareFile 2 M&ELICH &£7| 232 2 A8XH= i 232361K] g1 SSO & £+l Citrix Files

S2j0|oiE0] A AL & AUALICH

XenMobile g ShareFile oi ciist SAML IdP(ID 23Xt 2 Ar2st2{® o] Mol @EEl ti2 Enterprise AI™ 2t A28t
ZE XenMobile & 74slof gLt =3t StorageZone FHH4IE{0| ATt ZHE3tE = XenMobile € 4 E 5 A&LICH Xt

NigtLig2 XenMobile 0l ShareFile Ar28 £ZxsHAAI2.

KpMISt HZ OFF|EIA CHo[o] 22 O 7=l A

min

XA,

A 27 AP

XenMobile % Citrix Files 2i0il A SSO £ 74st2{H X CHSat 22 AFH @7 Atetg SZsH{0f FLiC,

+ MAM SDK =& s2tz|= HF o] MDX Toolkit(Citrix Files ZHIY 4E)

XtMIst LI 2 XenMobile =2Hd 8 & ZxsHMAI2.

o 3tE|= HE Q| Citrix Files 2HHY o 3 Secure Hub.
« ShareFile z|xt #/H.

« XenMobile = ShareFile 7te| &Zo| &0l

ShareFile 2MA 14

ShareFile £ 213t SAML 2 MH3st7| Moj| Ch2 2t 20| ShareFile HMA HEE M S8t Ct,

1. XenMobile & 2&0M 714 > ShareFile € 22/gL|Ct. ShareFile 74 H|0|X|7t LIEFELICE
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Content Collaboration v

Domain

Assign to delivery groups

User name

Password

User account provisioning
App Internal name

SAML certificate

Name

Cenfigure settings to connect to the Content Collaboration and administrator service accounts for user account management

sharefile.com

Content Collaboration Administrator Account Logon

ShareFile_SAML

.example.com

A

Allusers
Local Policy

o087

Local

o TOQl: ShareFile 5t2| =M@l 0]

H=d

« ShareFile 22|xt A™ 202

S ol

ICt. ofl: example.sharefile.com.
F

« HHE JF0|| &g ShareFile ol SSO £ At A st e 25S MESHALE ZAMEL

« AHEXtO0|&: ShareFile #2|xt AFEXt 0|SS 2 BL|CE O] AHEXt= Bt2|X} Hete 7HX] 1 QLO{oF BfLCt.
=

o %3 ShareFile 22|xt 2=
S

« XenMobile 0| ShareFile 2t 57|3t5| 1 ShareFile &9l ShareFile 2¥2xt/AEE| ID 2 2191 URL

O] ZH|O|EELICE.

« 1A > ShareFile 0| x|ol| & L& o|20| EA|E/L|CE. Citrix Files.com SSO &F

=

EHA|E 2tz5t2{T 0] 0| 0| 2RELICH

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 259


https://docs.citrix.com/en-us/user-management-tool/non-policy-based-administration/provision-accounts.html

XenMobile Server

2HZ! =l Citrix Files MDX {2 ¢/¢t SAML A X

2 =l Citrix Files MDX 42| Single Sign-on 7140 Citrix Gateway £ At&3tX| gfotz ELICt #Ato|E, Outlook
Eeja0l £ 5713 Z2to|Eet 2o efHE|X| 42 Citrix Files 2ato|HEof et HMAS FAstafH C+H2 Citrix Files

2to|HEo] i3t Citrix Gateway 82 HESHHAIL.

ChS HAl= i0S % Android & & & X|ofl Mg &LIct 2i2 & Citrix Files MDX 4oil thai SAML £ 2482 H CHS S

1. MDX Toolkit 2 At83tof Citrix Files 2t 2 2fzletL|ct. MDX Toolkit 2 S afidst= Zdol| et Xpalst
LHE2 Wrapping Apps with the MDX Toolkit(MDX Toolkit 2 ¢ 2{Zl) & &=stHAl2.

2. XenMobile 22 0| M = =l Citrix Files 2HIY S A= ESHL|CH, MDX M Y2 Cof CHst XEM|SH LIRS
XenMobile off MDX g F7tst2{HE HZsHAI2.

3. flold Azt a|xt ARt o|St 2= 2 ShareFile off 291st0] SAML &g gfolgtLCt.

4, ShareFile & XenMobile 0| 523t EZ A|ZtHZ M E|0f Y=X| tolgtL|Ct, XenMobile of &l BZ A|ZHCH
I |

EJ|EC= YTt AZtS BAISHER| gfelgtL|ch O™ g2 2 SSO 7t &g 4= ASLICH

[y

Citrix Files ZHIY o] @M Z{At

1. AF2XER|o|M Secure Hub £ Mx|stn A stL|Ct,
2. XenMobile Store of|M Citrix Files ZHIY ¥ & CIR2Z =8t MX|StL|Ct,

3. Citrix Files 2HIY ¢S AIZFEILICE, Citrix Files &= AHEXE 0|S0|Lt RS S EX| @411 A[ZHEL|CE.

Secure Mail 2 S&4 ZA

1. OfX| 2ESIX| U2 AL ALK} AH|0|M Secure Hub £ Mx|stm JASILICE
2. XenMobile Store ol Secure Mail 2 Ct22 =380 MX[6tn MEEHLICE

3. M Hxt o ¢Alg 1 Citrix Files ol M2 S S8LICt AFEXL 0| S0ILt Y= & 2X| b1 Mx ool Mg £

Ct2 Citrix Files 22t0|ME0f i3t Citrix Gateway 714

# A0|E, Outlook 22191 & S7|3t 22tol1 =9t 20| AHWEIX| 242 Citrix Files 2210110 st Au A 3t

[y}

Motz Ch2 1t 20| XenMobile 2 SAML ID 32Xt2 Al8st= 242 X|st=2 Citrix Gateway £ FAEtL|C}.

o

__I.I.

o = HO|X| 2|C|AMHE AHESHA| =5 AL
+ Citrix Files M ZM gl 2L g o5
X

« Citrix Gateway 7t& MHHOl|lA MM S L MELICH
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XenMobile Server

2 Ho|X| 2|C|2HM AL o &

=5 QLI olZA st AR Y E 2 HO[X| CH A

r>
mn
rr
o

2t
lo
N
rc
O
12
mjo
>
oo
_o'l
Ral
52

/cginfra 225 S&ff $4
el QEE LR URL S

ik
4>
E|_>
r
o

1. XenMobile 2220 A8 = = Citrix Gateway 7t& Mo Mg MEFL|Ch Citrix ADC ol A Other
Settings(7|El 4H) 2 0|53t C}2 Redirect to Home Page(= H|0|X| 2 2|C|2i|M) 2tol2tg MEl F|AgtL|Ct,

Other Settings

ICMP Virtual Server Response*
Passive

RHI State*
passive

« Redirect to Home page

Listen Priority

Listen Policy Expression Expression Editor
Select select Select

NONE

Evaluate

ShareFile

Citrix Endpoint Management

L2 Connection

2. ShareFile(%xi ShareFile) ol XenMobile LIE M2 0|23} TE HSE Q2dstL|Ct,

3. Citrix Endpoint Management o}z{0if XenMobile URL £ /& etL|Ct. Al S9! Citrix Gateway HT o
O|H M| Z 0|22l AppController 7t EA|E 4= U&LICE

o] 242 /cginfra Z2E Sl Y2 URL of st 2K Q15 EHL|C.

ra

=7I

Citrix Files Jd HM gl @ o2d

Che ot 22 M™E 146to Citrix Files MM & ol @M=l T2 LS oHEL|C}
1. Citrix Gateway 74 RE2|E|9| 21Z &M Atoj|A| Citrix Gateway > Z* > MM S S2[etL|Ct
2. MM Fxig ohsL|CH HA R0l F=otE S2iRLIch

3. 0|2 Zcof ShareFile_Policy £ /&%t

rz
|H

4. +HFE 226 3% 2 2h=7| H[O|X[7} LIEHELITH

]
re

SLICH Ml
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Configure MetScaler Gateway Session Profile

Configure NatScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Clobal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters

Metwork Configuration Client Experience Security Published Applications

Accounting Policy

Owverride Global
Display Home Page &

Home Page

mone
WURL for Web-Based Emai
Split Tunnal™

OFF 0
Session Time-out (mins)

1 b

Cliegnt |dle Time-out {mins)

Clientless Access®

Allow .

Clientless Access URL Encoding®
Obscure :

Clientless Acoess Persistent Cookie®
DENY ]

Plug-in Type*

Windows MAC 05X 3

¥ Single Sign-on to Web Applications =
Credential Index*

PRIMARY | ¥

KCD Account

Clnrle Clme rm gt Ve sdng e

Chs 288 F4eLich

+ Name(0|Z): ShareFile_Profile S /23%fL|Ct,

+ Client Experience(Z2z210|2E £&) ¥ S2|stn CH33t 22 A ML

Home Page(= m1|0|X|): none £ 2&{gtLICt
Session Time-out (mins) (A4 AlZE &[$H (£)): 1 2 elaishct,
pe

Single Sign-on to Web Applications(2 22
Credential Index(xtz =% 4i01): 2Z0jA PRIMARY £ Z2!8tL|Ct.

+ Published Applications(AAIE 28 T=13) &g Sg|efLIct
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Cateway Paramaters

Metwark Configuration Client Experience S&curity Published Applications
Dwerride Global
ICA Proxy™
ON t W
Web Interface Address
https:/ fxms.cltrix.lab: 8443 v
Web Imerface Address Type*
1Py *
Web Interface Portal Mode®
NORMAL 5
Single Sign-on Domain
citrix -f

Citrix Receiver Home Page

Account Services Address

o

CHS 4F s A et
+ ICAProxy(ICA ZZ4|): ON(#Z) S Z2IBL|ct.
+ Web Interface Address(2 2/E{H0|A F=4): XenMobile Server URL € laigtL|ct,
« Single Sign-on Domain(SSO =H2!): Active Directory =H|2! 0|ES =Tt L},

)

Citrix Gateway MM =22 g 4% ojf Single Sign-on Domain(SSO =i
LDAP of Ho|El XenMobile =m|ol Al ap 2x|sfjof tL|Ct,

ro
10

[ =0 "OlM=E

5. Create(2tS7|) & 22lsto| MM Z2HS Ho|tL|Ct,

6. Expression Editor(4 mzl7|) £ 22|gtLct.
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+ Back fdd Expression L

Create NetScaler Gateway Session Palicy

Select Expression Type: | Geners
Shareile_Folicy
REQ
Sharefile_Profile ||+
HTTP E
siralofs o || Sread Policy Exprission - (| Fris) Cnin- Chaar
HEADER
COMTANS
Valus
m Clase NSC_FEAD
coaK

« Value(z}): NSC_FSRD Z agtL|Ct,
+ Header Name(3ilc{ 0|Z): COOKIE £ &gtL|Ct.

7. Create(2tS7|) £ 22! LIS Close(E7|) £ 22/8tL|C},

Create MetScaler Gateway Session Policy

Mame*
ShareFile_Policy

Acrion®

¥
)

Sharefile_Prafile

Diperatars = || Saved Palicy Expressinsg - ||Freguantly Used Expressions -

REQHTTP HEADER COOKIE CONTAING NSC_FSRD

xpressian® OFSIWAT EPA Editar

Expresssan

Chear

Citrix Gateway 714 A0l A Hx 2o

s

Citrix Gateway 7H& MHOl|M CHS 3t Z2 HS FERLICH
1. Citrix Gateway 714 REz|E|2| 21% &4 KoM Citrix Gateway > 714 MHE Z2/ptLICt
2. Details(45 X&) &of| M Citrix Gateway 7H4 MHE S2istL|Ct,

3. HES SEE

—

4. Configured policies(74E H*t) > Session policies(x|Md Xx) £ 223t ct2 Add binding(Ht2IE =

7t) & 22igch
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VPN Virtual Server Session Policy Binding

VPN Virtual Server Session Policy Binding x
Add Binding Edit = Search =
Priority Policy Mame Expression Action
10 B ShareFile_Palicy REQ.HTTP.HEADER Coakie COMTAIMS NSC_FSRD Sharefibe_Pralile
100 § PL_OS_10.217.232.36 REQ.HTTP.HEADER User-Agent CONTAINS CitrixR AC_05_10.217.232.36_A_
100 PL_WB_10.217.232.36 RECLHTTP.HEADER User-Agent NOTCONTAING ¢ AC_WB_10.217.233.36_4_
100 f PL_AG_PLG_10,217.232.36 RECLHTTP HEADER Lser-Agent MOTCONTAIMS ¢ AE_AG PLG_10,217.232.36_8_
Close
7. Done(2t&) € SaI3t Ct3 ¥ ¢ Citrix ADC 742 XMEELICH
Citrix Files.com SSO 4% X
MDX % H| MDX Citrix Files ¥ Ct3xt 20| HZBILICE
BTN
Crent 22 A2 R 28 T2 0|20 A It 2IHEL L,
« Citrix Files g 2% =& M4 mjotct
« XenMobile oflM ShareFile 8& & #HZAE mjoict
22|22 Citrix Files & Ato|EoflA 2321 URL £ CI0|Esto] A0 EE 4 0|52 vHHBHOF BFLICH,
1. ShareFile A (https://<subdomain>.sharefile.com)ol ShareFile ZzlxtZ 2a2%tL|C},

2. ShareFile ¥ QIE{H0| A0 22|E S2/%t TS Single Sign-On &% 74 S MeighL|Ct.

3. Login URL(219! URL) & Cte 3} 00| e},

Ohe2 My Mol 2392 URL MEQLICL https://xms.citrix.lab/samlsp/websso.do?

action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1.
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Home Manage Users Send a File tequest a File Admin My Settings Apps

Password Policy Basic Settings

Enable SAML: a
Configure Single Sign-0n
Edit Super User Geoup ShareFile |sswer f Entity ID: = XMS. example.com [7]
Repaorting Your IDP Issuer / Entity 10: o
Notification History

¥.509 Certificane: = Saved Change @
Login Code Samgple

Login URL:* nitpssiEms. citr. lab/samispiwebaso.dotaction=auth @
Remaote Upload Wizard
Wiew/Print Recedpts Logout LIRL: o

« XenMobile Server FQDN ¢tofl Citrix Gateway 7t4f Mt 2|2 FQDN 1t /cginfra/https/E &
st Ct2 XenMobile FQDN ol 8443 2 =7tgtL|Ct.

Ch22 M E URL o MEQLCL https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&
app=SHareFile_SAML_SP&reqtype=1

« &app=ShareFile_SAML_SP oj7i £ W& Citrix Files 38 Z21% 0|EQ 2 HZRLICE LY
B 0|22 7|28OoZ ShareFile_SAMLYLICE J2{Lt pHS HAE mioict LR o[ 20| HS 7t 271
hareFile_SAML_2, ShareFile_SAML_3 5). #4 > ShareFile Ho|X|of| M & Li &

0|52 &E & UAELICH

Lck (S

ot2e MAE URL of MEQLCH https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&
app=ShareFile_SAML&reqtype=1

« URL B0l &nssso=trueZ F7}gtL|LCt,

CHS2 25 URL o MEQLICt https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&
app=ShareFile_SAML&reqtype=1&nssso=true.

4. SH HETYAM E S AL efolzts MefgiL(ct
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Optional Settings

Require SSO Login: ?
350 P Range: ?
SP-Initiated S50 certificate: | HTTP Redirect with no signature : ?

Enable Web Authentication: M 2

SP-Initiated Auth Context: | User Name and Password = Minimum 32 ?

Active Profile Cookies: 7

4 Save Cancel

o At

0x
0x
oy

X

o
oo
o

£8510] 1Mol RE M S HAFELIC

1. E8t2XME https://<subdomain>sharefile.com/saml/login2z 7tz|ZL|LC}.
Citrix Gateway 212 ZA| O 2|C|HMEL|CE 2|C/AMEX] fo™ O|M 14 MM =0lstMA|2,

2. 4%t Citrix Gateway %! XenMobile &Z2| AtEXt 0|21} s £ & etLct,

<subdomain>.sharefile.com? Citrix Files Z7} LIEFELICt, Citrix Files 267t £0|X| %o ™
HNES 22 XHH SEHS AHIEX HlsHHA 2.

May 6, 2022

Azure Active Directory(ADD) £ IdP(ID 2 3xt) 2 M8tH A2 X7t Azure Xt2 ZHE AL238t0] XenMobile ol S

23 4 UL,

ujn

Ju JHIJ oHﬂ

i0S, Android, Windows 10, Windows 11 &x|7} x|/ glL|ct, iOS % Android Zx|= Secure Hub
Lict, o] oI= gH e Citrix Secure Hub £ £3 MDM o S23t= AF2XtEE AL E £ ASLICH MAM of
£ AAD XtZ ZHE ALE3t0 15 e 4 glaLict, MDM+MAM € E8f Secure Hub £ Atg3t2{H MAM

£ M8z E XenMobile £ #HFLICt XM L8 Citrix Gateway 2 XenMobileg #

on on

oY
ot
1=
>
to

Gateway

>21= > IDP oA Azure £ IdP 2 AgtL|Ct IDP 10| X|= 0] A 2] XenMobile o MEA| 27t mo| x| L},
H &2 XenMobile oAM= A& > Microsoft Azure 0| Azure £ =711 SL|Ct.
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QT At
. H{T 9 o4~

- i0S E& Android &% S235t2{H Secure Hub 10.5.5 7t Z @&tL|C},
- Windows 10 & Windows 11 Z*|2 S232{H Microsoft Azure Premium 2to| A7} ZQstL|C},

o Cl2E2] MH|A 2 QIS

1
|'II
o

XenMobile Server 7t QIEM 7|4t Q1B S AHESHES L A6l OF BfLICH

Citrix ADC & 2IZ0f| At B2l A2 QB 7|8t 215 S A28t E Citrix ADC E F4sH{of EfLCt.

Secure Hub 9152 Azure AD £ AtE3HH Azure AD Of|A Fo|El oI5 I EE mEL|Ct.

XenMobile Server = LDAP £ Atg3t0{ Windows AD(Active Directory) ol @ Zsljof gfL|ct, =2
LDAP M7t Azure AD ot S7|3tE| =& 74gfL|Ct.

2l

o[
ok
o

X7t Secure Hub £ £dl| S2&|H XenMobile 0] Azure £ |dP 2 A3t E M

rn

o
70:"!'

1. AMEXIIL RpAS| BA|E AFE S0 Secure Hub ol M EA|E[= Azure AD 2301 stHo|| Azure Active Directory
AEX} 0|81 Y= E UetLCt.

2. Azure AD 7} AtEXHE =lolstn ID EES 2-LICH
3. Secure Hub = ID E22 XenMobile Server o Z2&tL|LC}.

4. XenMobile o] ID E2 9 ID E20]| U= AMEX HEE golgtL|Ct, XenMobile o] MM ID £ gtatsti|Ct,

= [y}

Azure /|H &H

Azure AD £ IdP 2 Atgst2{H WX Azure AI™ol| 2a0lstD ChSat 20| HAFRLIC

4 THQlE SE5tn =0QlS SQIFLICE XtMEt LI82 Azure Active Directory off AL Xt X[ =o€l
x A

Atgsto] 2-majo|A C|2E2|E Azure Active Directory 2 &&gtL|Ct, xtMst Lig2 C|2!

=

Azure AD £ Ar238t0o Windows 10 ¥ Windows 11 ZX|E SE82{H Azure AIH S Ct2at Zo| HASIL|CE

1. MDM & Azure AD 9| Al2[g & Qle ARXtZ M™EL|CE 0|£ ?IdH Azure Active Directory > S8 Z=2 13
£ 223t Ch3 715 St

l

-

2. A22|o|M 88 T2 FIHE MEBLICt, 2HEY 7|7| 22| 2 0| St 2-Z2foj~A MDM 88 T2

-

o
12

S
=]

Lot 282 Mgt
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MedstL|Ct, Microsoft 20{0| A Ct&

>
ro
I=!
o
=
|>
olo
ol
|H
Hu
|
rI.I
ru|o

Citrix XenMobile Cloud off S£3%t 220
-

HUETtold mE gg mEAe 2

g m2 Mo XenMobile Server M, At ofzt X 4 ID URI 2 M gtLCt,

w
oo

« MDM Z4 URL: https://<FQDN>:8443/<instanceName>/wpe
« MDM A2 %2t URL: https://<FQDN>:8443/<instanceName>/wpe/tou
« #@IDURL: https://<FQDN>:8443/

of

4. 2 A0 2HE 2-Z2|0jA MDM 88 T2 S MESIL|CE, O] AFEXtel &A| 22| S48 S0 ZE AFEXt

E= EF AMEX IE0 thet MDM Z2|E A8 St S MFRLICH

I

Windows 10 & Windows 11 Zx|of Azure AD £ At2st= ghHof Cist XpA|$H LI 2 Microsoft A Azure
Active Directory @t MDM Egtg & ZsHA| 2,

Azure AD £ IdP 2 114

1. Azure AIFOIM 223t CHE YEE HALE HIZELICH

« Azure 28 T2 M% HO|X|2| HHE ID.

+ Azure AD £ At83t0{ Windows 10 & Windows 11 &*|E S=Zt
- 4 ID URI: XenMobile 2 &&st= A2l URL L|C,
- S20|UE ID: Azure 74 H|O|X|0f|A Qo] TR AEXIJL|CH

Al
- 71t Azure 28 T2 7% M H|O|X|0j| A ol 4 AELICE

FR LSk gesLct

rr

2. XenMobile 22£01M 2E% o 2|9| 7|0 oto] 22 Z2IgfLCt. BF H|O|X|7} LIEFELIC,

3. eIz ool M IDP(ID 32%t) £ 22t ID S-St H|O|X|7} LIEFELIC,

Identity Provider (IDP)

Configure an identity provider (IDP) to use federated identity on Win 10 MDM and Secure Hub clients.

@ The IDP you configure will override your default enroliment mode.

IDP Name 1DP Type ~

No results found.

4, Z7t2 Z=IstLict, IDP 1A H|O|X|7} LIEFEFLICY,
5. |dP of| CH3t CtS MEE S| C},

- IDP 0|Z: 2ts2i= |dP 29| 0|22 Y=gk,

=
« IDP 8¥: Azure Active Directory £ IdP R o= MefsiL|Ct,
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XenMobile Server

« HEE ID: Azure S8 T2 MW I|0| X0 M O] ZfS SAIRILICE HE2IRKX FA HAE0M £Xtet 2XtE
AME MMS =2 AFSHLICH

o= 12 T

I

of & & o https://manage.windowszaure.com/acmew.onmicrosoft.com#
workspaces/ActiveDirectoryExtensin/Directory/abc213-abcl23-abcl23
Jonprem. . .AIMEIEID £ abcl23-abcl23-abcl23¢LIct

Discovery URL

Identity Provider Set up a connection to your identity provider (IDP).
(IDP)
IDP Name
} 1 Discovery URL IDP Type:
2 Client Type IDP Configuration
Tenant D

3 IDP Claims Usage
OpenlD Connect Discovery endpoint (URL)

4 Summary
Authorize endpoint (URL)
Token endpoint (URL)

Jwhks_uri (JSON Web Key Set URI)*

End Session endpoint (URL)

Azure AD Config

Azure Active Directary

® These fields are filled in automatically when you provide your tenant ID.

https://login.windows.net/

https://login.windows.net/

https://login.windows.net/

https://login.windows.net/common/discovery/keys

https://login.windows.net/

6. LIMX| 2E= XS 2 Y ELICH YHEH LSS 2

2Bk,

7. MDM SZo| thsll Azure AD £ A3t Windows 10 & Windows 11 E*|E S22 XenMobile & 4
Sh2{0 Ot MEH S FMEIAUAIR. o MEiX ctA|E AL{%2{H Windows MDM S Mt F|AgtL|Ct,

=

o HID URI: Azure 8™ g 245 of 25t XenMobile Server 2 URL £ l&gtL|ct,
o 22{0|AE ID: Azure 714 HO|X|0f| A O] g2 2ASt 20 'D&LICE E2t0|HE ID = M| 1] AHXtRAL
C}.

7l: Azure S8 T2 27 H|0|X|0f| A 0 gtS SAFILICE 7] of2Hofl A= FEO|M 7|2t MEstn BHE

7|1E SAFSto] o] HEOo| 20 42 & A&LICH ¥ol Microsoft Azure AD of| A G0|&

Mg a8 o2
E oL & f 7|7t EgfuCt

-
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Identity Provider Win 10 MDM Info
(IDP) Integrate XenMobile with Azure Active Directory to let devices running Windows 10, enroll with Azure as a federated means of Active Directory authentication
App ID URI http://www.example.com
1 Discovery URL
Client 1D asdf-123-example-client-id
2 Client Type
Key* | sssesssnssnaned |

Back

Citrix £ Secure Hub £ Microsoft Azure off SE3o0 HEE QX|gLICt. o] stHoll= Secure Hub 7t Azure
Active Directory ot E4I5t= O AFE5t= MR HE 7L EAIELICE o] HO|X|&= g% o|2{3t HEE HAGHOF & mf

- oT

A ELICh Citrix Ol A HESIZF QHlsh= Z<0lTH 0] T0|X|E HESHIAIR.

Identity Provider Secure Hub Info
(|DP) Configure details that Secure Hub mobile client in Android and iOS platforms can use to authenticate using Azure AD.

® Citrix has provided this information for Secure Hub to use to authenticate with Azure Active Directory.
1 Discovery URL

2 Client Type Client 1D
Redirect_URI com.citrix.securehub://oauth/redirect_uri
y
Scopes openid

Back

10. |dP 7t MIZst= ALE XL AlHXt Q&S A RLICH

F 98 EECH2 220|M userPrincipalName 2 MefsiLCt,
&2 =

NS =2 YHELICH
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IDP Claims Usage

Choose the type of user identifier that IDP is providing.

Identity Provider
(IDP)

1 Discovery URL

2 Client Type User Identifier type* userPrincipalName

Win 10 MDM User Identifier string* ${id_token}upn

Secure Hub
} 3 IDP Claims Usage

4 Summary

@ XenMobile uses the 'upn’ key to retrieve the user information from the jwt token provided by Azure Active Directory.

12, 99 HO|X|E AESIU MES S2leLIC

Token endpoint (URL)

Jwks_uri (JSON Web Key Set URI)

https://login.windows.net/
foauth2/token

https://login.windows.net/common/discovery/keys

https://loginwindows.net/

3 IDP Claims Usage Client Secret {optional)

} 4 Summary Redirect_URI

Scopes

. . End Session endpoint (URL]
Identity Provider ! point (URL) foauth2/logout
(IDP)
Win 10 MDM
1 Discovery URL App IDURI  http//www.example.com
2 Client Type Client ID asdf-123-example-client-id
Key — wewswesnes
Win 10 MDM
Secure Hub Info
Secure Hub
Client ID

N/A
com.citrix securehub://oauth/redirect_uri

openid

IDP Claims Usage
User Identifier type

User Identifier string

userPrincipalName

s{id_token}.upn

w 3

AMEZ7t st &t

1. AF2Xb7t Secure Hub £ AlZfetL
UPN(AEX}E AE 0|E) £ MAHH

|ct. 33 Ct2 AF2XH= XenMobile Server of FQDN(X#F3tEl = H|@l o]

o

),
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ciltrix | Secure Hub

Please enter the credentials provided by your
organization. (i)

R

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?
As ata
col 1INy

Yes, Enroll
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No SIM = 10:20 AM

Cancel Sign On

xmslab

Sign in with your organizational account

[!'—;-:'H ieone@example.com

| P
Fasswo d

© 2016 Microsoft
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3. AMEXts RHAQ| Azure AD &t

Y
o4
og
fjo
>
ol
of
2
HU
|
rto
mot
-
_ITI_
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No SIM = 10:21 AM

)
./

Enrollment in progress ...
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No SIM = 12:32 PM

& gkios.xmtest.net

Enroll Your iIPhone

Enrolling your iPhone prepares it for
corporate apps.

o [

1
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Safari ¥ 12:54 PM

Cancel Install Profile

XenMobile CA
XenMobile

Signed by *gckr.net
Verified v

Description XenMobile Authorities

Contains 2 Certificates

More Details

Install
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XenMobile Server

4, MEXH= Secure Hub £ E3ICHE SE1 SYst wHo = S2 ¢ £ 24 Z gLt
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XenMobile 2 S ZcHol sl Azure AD E S5t 2152 X 2stX| 2&LICt ALEXI0A S
£l S2 XHE 2= R AH8XH= Azure AD th4l LDAP £ S#lf o158t ct
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July 4,2024

&l: XenMobile Migration Service

XenMobile Server £ 2-Z2{|0| A0 M AESt= 22 22 XenMobile 0to|22{|0] M MH|A

E URLoO| =&

£ At83stod Endpoint
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XtAIEt LH82 ol X2 Citrix S AFY, AJAR AX|L 0] EE= Citrix THE 0| A| 22|54

-
XenMobile 0t0]12{|0] 44 AH|A0f Chet XtA|H LI&O| Lot QELICE.
New XenMobile Migration Service(MZ& XenMobile 0to| (0] A{H|A)

Making the Case for XenMobile in the Cloud(22t2 =0 XenMobile & Atzf| 2HE7()

XenMobile 10.16 2= 2 18|0|=38}7| Mol

270

1. z[AM HF 9| XenMobile Server 10.16 22 ¢ir|0|Es}7| HMoj| Citrix License Server £ 11.17.2.0 2= 47000

O|&to 2 AUCf|o|EBtL|Lt.

%Al A o] XenMobile o= Citrix License Server 11.17(| A H{H) o] ZQ$tL|C},

XenMobile 10.16 o Customer Success Services &1 (0|F 2| Subscription Advantage &

= 2022

11 & 15 LlL|ct. Citrix 2to|4lA 2] Customer Success Services M= 0] LM CE 0| 0{0F $hL|Ct, Lmt
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A2. RtAMIEH LIS Customer Success ServicesE & xsHUAIL.,
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XenMobile Server

4. XenMobile C|0|EE Hx|5t7| Mol VM 2| 7|58 ALBBI0] A| AR ARAES WHBILICH ot A| AR 74 O 0|

HIO|AE MATILICE ¥ 0|E =5 X7t Lt
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XenMobile 10.15.x === 10.14.x of| A 21X XenMobile 10.16 2 4130|=E& & JAELICH PO 0|=E 8ot
M AL JHssh 2 M o7l YU S Ch2 2EBtL|CE https://www.citrix.com/downloadsZ o] Sst& Al 2. Citrix
Endpoint Management(XenMobile) > XenMobile Server > ®Z £ T E¢|0{ > XenMobile Server 10 2
2 0|S¢lL|Ct, sliEsts sHo|HHEO| Mol Cigt XenMobile Server 2AZEQof EFL oA Tt 22 =2 S8 C, ¥ a2
0|EE H2Est2{H XenMobile 2&2| Z2|A 22| H0|X|E AHEFLICt.

2|2 #E| Ho|X|E AH8Ste Y 2|0| =5t H

22| A 22| Ho|X|E A8 to] 2|4l F 9] XenMobile Server 2 & 2|0 =gtL|Ct.

S{AHYE HIES F2 0| MO 2 R0 LI2E X HE BESAIL.

1. A o7 mg cre2e3tL|ct, https://www.citrix.com/downloads2 0|58t A2, Citrix Endpoint
Management(2! Citrix XenMobile Server) > XenMobile Server(2-Zz|0|A) > HE AT EQ|0f >
XenMobile Server 10 22 o|StL|C}, 8liEsts= 5Ho|THHLO|X{of St XenMobile Server 2 E o] Etof
N O CHR2EE S8t

2. XenMobile 2£01H 2£2 22% M 2|ofl A= 7|0 oto|22 Z2igfLCt. BF H|O|X|7} LIEFELIC,

3. Egla

>
e
iu)
i
mju

2lgfL|Ch 2| A 22| H|O[X|7F LIEFELICE.

Release Management
View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Current Release 10
Name Release 10
Description software release build 10.

Install date and time Oct 26,20 1241 PM

Updates

Name Release Description Install date and time Type v

No results found.
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XenMobile Server

4. YO0l E ofzHoil M PHO|EE S=2IetLICt. YH|O|E thet X7k LIEHE LT

Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file™

Cancel

5. Fote7|E 228t MY ¢X| 2 0|5 5to] Citrix.com 0oflA CH2E =5t XenMobile ¥ 120|= mt g MetghL|ct,
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XenMobile Server

1. XenMobile Z&0iAf 22| > AFSXIE S2ITLICH AL Xt H|O|X| 7} LIEFELICY,

Devices Users Enrollment Invitations
Users Search
Use the XenMobile Analyzer to analyze and troubleshoot issues with your XenMobile environment.
© . + 5 s | @ | @ -
Add Local User Edit | import Local | Assign Local | Manage Local Delete export | Unlock Local
Groups Groups
user name First name Last name User type Roles Groups Domain Created Last authenticated ASM org name

ADMIN ocal 4/16/20 91214pm  4/16/20 91214 pm
ADMIN Iocal 4/16/2091215pm  4/16/20 %1215 pm

] ADMIN local 4/17/20 1:19:16 pm  4/17/20 1:19:16 pm

ZE| BAIE 220510 S8 TERLICL
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User name™
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daminisirator
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