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Lct.
ST, AR HH

Apple Education 0AI2 5 =3¢ iPad X[

XenMobile 7 Apple Education 7|50 MOIX3 5 iPad 7tX|JELICH St Mojl=0i2{ gt do|StHE =02 F oY
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New XenMobile Migration Service(MZ2 XenMobile 0to| 1|0 M A{H|A)

Making the Case for XenMobile in the Cloud(Z22t2=0ilA XenMobile 8Atz|2tE71)

iOS MDM SE¢/3E2HZ

QAKX ETZ LM EEACZMEHELH NS IH M|/ Apple 2 MDM 0| MEX ELSOZSZSH=MZ L2
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Display name Key Value Default value | Description v

(] i0S Device Management Enroliment Install Root CA if ios.mdm.enroliment.installRootCalfRequired true true Bypass installation of the root CA. Third-party public certificate
Required required trusted by iOS.

XtMEtLH 82 10S A5 SUChS YouTube HIC|R EXZESHIAIR,
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2. XenMobile Server Z20MIBAENHSFIIG A MEO|}7|X| ID EE0E&LICH
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Apps

Public App Store f;“"B"E Play ) x

2 Platform

3. W7[X| ID 7t/ =stHHM R Y EEUHE+AE Ul ZHLHEHESLICE

Device Po

licies Apps fedia Actions ShareFile Enrollment Profiles Delivery Groups

Public App Store Google Play «

an app name or keyword in the field and search for your desired app. When you click your app in the results, you

1 App Information

2 Platform p
App Details
Name
Description
(/] e
Version NA
Package ID com.dropbox.android
Image URL

[+ Image

» Deployment Rules

» Store Configuration
|

Back
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XenMobile Z0i A{zto| AT 0| X| S22 H

XenMobile S4x|3t= 2t0| M AH|O|X| 7t S Q2 LEFLTHI0| A ET|2 30 YHIIRE 2 M S| DOHE| 74 2| X| gb 2 ALEf
ZHAEILICE OH|O[X|of| MEtO| HIA SIS NS +=AELICH
Licensing
Default license Evaluation license
Trial period 30 day(s) left
Configure license
Expiration notification
1. XenMobile 2&0MEZ 2|2 A2|2|7|0{ot0| 222 2StL|Ct MEH|O|X|7HLIEFELICE,
2. 2to|HIAS 2oLt 2t0| A M O|X|Z7HpEHELICE,
ZZE0|MASFTI5I2H
Mzto| MA S 7tsHHE| o] S0l Mato] A TFLEEHEFLICH FEItet Hmato| MA IRt S 2 MBHEILICH SLTHH S (of:
Enterprise) etRaoloi2{ato| A EXTItsH=Z 20|21 3tato| M ATt 0| & 2| SHof| LIEFL|CH O] 22T Satod Ao A

FO| Z2t0| AL AR EI=0HIG ELICE 2R LMol =3 E2t0| A S| M 7HA 20t S ST AIE LICE

=l

ZE=2Zato|MAE XenMobile 2& St at2|ELICt.
1. Simple License Service 0l Al License Administration Console 2 Esfizto|MA I A S It 2 7{Lt Cit-
rix.com ABH M IR SLICH XtAIsE 2 Citrix Licensing S MEXZSHUAIR.
2. XenMobile 2&0M2EZ2|Z A 2|2|7|0joto| 2SS 2/pfL|Ct. HH 0| X|FFLtEFEfL|CE
3. 2to|dASZ 2L Ct, 2t AT O| K| ZHLtEHELC,
4, 2olHATEE HEQZHHSLILE, 2O|HARHTE, 7T 2t0| MAH|0| S0 HA|EL|CL 2to] dAE|0|E0

£ XenMobile ol Atgstato| AT EHEILICE Citrix 2to| A S 375t X| 42 RH|0|E0[H| A UELICE
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Licensing

Default license Evaluation license

Trial period 30 day(s) left

Configure license m

License type Local license =
Product Name Active Total number of licenses Number used Type Expires on w
No results found
Expiration notification
5. 2lo|dlARH0| ZHato| WA ZHHEIJA=XIZRl5t U IS 2 RISLICH Matol AR TtishatKE7HHEFE L
Add New License
License File Choose File | Mo file chosen
Cancel
6. A2FO|MAZFIICHSHAAIOAM mj U MEdS 225t nato| AT K| SEELICE.
7. YZEESEBL L 20| MAIIZH =Y = EE| | 0[S 0j[LIEHELICE.
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License type Local license b

Product Name Active Total number of licenses Number used Type Expires on W

Citrix XenMobile Enterprise Edition|Device 15002 o Retail 01-DEC-20158

Expiration notification

20| Ml AT O| X| | Ef| 0| S Ol|LtEtEt2tO| Ml A St stetL| T, H|O| SR Hm2to| A QI H 3 20| M A IS =

4oLt

HAZO|MAEFTII5IAH

4 Citrix Licensing Mt EAE3H=Z < Citrix Licensing MHEAE 30 ZERO| AR A S| FLICH XEMTHHE
2 HZeo[d A0 MEESHIAIL.

1

2.

5.

2Ho| MIAMHQIZME XenMobile Server 27X SLICH (M > Q1ZA).

JIEXHOZSAEQ|EQRRMZAIE Microsoft PKI MHER 2 sHetMAZ s Z ASHEILICH SAEOZERRAMA
A2l Z IS EtE| =F 2 M4 A disable.hosthname.verification S true ZHZSIMUA|2. 0|& M o7&
e false LiCt.

SAEOSREMAMNIAIStHMHZ O CIS 2 Z 2R EEELICL “Unable to connect to the VPP
Server: Host name ‘192.0.2.0’ does not match the certificate subject provided by the peer(VPP
M| HAZE S ELICH SAEO|Z 192.0.2.0° 2L|0{7tH| B 8HQIE M F M|t L K| 8HX| &L CH)”

2to| MIAH|O|X[0| M 2to| MIATEE HE 2 AFBLICt 2| HARHSTT, RIS 2t0|IAE|O| S O| EA|E LI

2to|dIAE|o|S0ll= XenMobile ol At Statol AT et ElL|CE, Citrix 2to| A S3TI}5tX| g 2 LE| 0| £0]H|0f
A LCE

2O MIARHS HACIO|MAZEFRILICE FIHEEET} 2o AMH S ZERC o HAHAETIRZHIRLICE

=}

License type Remote license =

License server”

Port™ 27000

Product name Active | Total number of licenses Number used Type Expires on ~

=]
=1

0 Retail 01-DEC-2015

Chedd ST gELIth

o 2O[MIAMH: YZ2to|MAMEHO| |P FAEE FQDN(Hote=nQl0|8) St
o ZE: J|2RZEEAMESALIZI0|MA MK SHOMELZEHS S A TIL|CE
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« 20| MA M7} XenMobile 2tz

HEO| IS ZREAE

XenMobile Analyze

Perform various connectivity checks for
speed the process.

Perform connectivity checks
for

Connectivity to

License Server

Showing 1 - 1 of 1 items

2zI5lH XenMobile olCt2g

t. AZ0|8Z X2l XenMobile o[zto|HIA MO HZA

O[S 0f|2to| MIATISHITRAE=E R

M- O

StnEto|HIAE| 0[S 0|AME 7S Bt

AHSozEdstE Lt

st
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Qlgt|ct.

AlSEA
LE

FAFLICH

to|MlATH7 = EtL|Ct,

S}E

o=

= LCk

IQRHAIXEHES IR

Manage Configure & PNl administrator v

XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected features within the console, clear the selections to

¥ @ Cluster

IP address or FQDN

22

Successful Connection

Connectivity results for «
Clear Results
22
Server is reachable
Port 27000/TCP is open.
The server is a valid license server.

1. 2to|MiAH|O|X|2 2to[ I AE|O| SO ME Mot B 0| MA M S S 2Lt E-dotetolrh ot K 7HY HOf|LEFE LT
Product Name Active Total number of licenses =~ Number used Type Expires on v
Citrix XenMobile Enterprise Edition|Device v 15002 o Retail 01-DEC-2015
Citrix XenMobile App Edition|Device 2 @ 0 Retail 01-DEC-2024

4
Showing 1 - 2 of 2 items v
Activate
Expiration notification OFF
2. ZYSESRPLIC), Sl a REIHLHEE LT
3. gdstE2gLn), MEstato| A Tt ot LTt
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Expiration notification m
Notify every* 7 day(s) 60 day(s) before expiration
Recipient™ Enter email address(es
Content* License expiry notice
2. CISEFESTEELICL
. YT Q:
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FIPS140-2 ==

May 21,2019

02 NIST(EZ7|12H72)
Azt =0 HotQ A SXFRLIC FIPS 140-2 =0|EESFHMH M ALICE NIST 7t E ¢t FIPS 140 2 S0i|CH3txt
2 NIST Computer Security Resource CenterE&=stiA|2.

ol Mgt FIPS(Federal Information Processing Standard) =2 0tA|ARIGAIR S| =
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HojsLICt

Jtekae ol [P F=AQMMEUOIASE  NetScaler Gateway
Ho{ELICt.
Program Neighborhood Agent NetScaler Gateway %
&= Virtual Apps and Desktops  XenMobile
AO|EQ|E2EXO{FLICE
STA(Secure Ticket Authority)  NetScaler Gateway
EA#st= Virtual Apps and
Desktops MtHe| FQDN =& IP &
AEH{FLICH(ICA HZoTHs).
XenMobile 2/38 FQDN €X0{& NetScaler Gateway

LICE.

Secure Hub 2|28 FQDN £%0{  NetScaler Gateway
ELICt

XenMobile HH{EZ&ME

ol=M =0 M= XenMobile SHiZs=F QHHASQHABILICE ZEHAolchett S0 2 H AL =137t 2ICHZ 0l E LI
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NetScaler Gateway, Active Directory, and
Microsoft SQL Server

Review System Requirements for XenMobile,

See supported Xenl obile components for
XenMobile with NetScaler Gateway and
the M DX Toolkit

Check on supported device platforms.

@ Note the settings you need for Xenldobile

IP addresses:

¢+ Public and local
DNS servers
WINS Server
XenMabile
Default gateway
NSIP and subnet

N

Subnet mask
FQDN
XenMobile host name

Microsoft SQL Server IP
address and port

Complete XenMobile configurations in the
XenMobile console

Configure licenses

—

Import APNs and SSL
Listener certificates

|

Configure NetScaler Gateway

|

Configure LDAP

Configure the notification server

@ Install software, licenses, certificates

Download XenM obile
product software

l

Download NetScaler
Gateway

R S

Acquire licenses

N T

Acquire certificates

@ Note the settings you need for

MNetScaler Gateway

+ Hosthame

+ FQDN or IP address of
XenMobile

+ Callback URL

+ For XenDesktop, XenApp,
and Secure Hub

Gonfigure XenlMobile in the CLI

IP address and subnet mask, default
gateway, DNS servers, database
connections (Citrix recommends SQL
Server remotely), XenMobile host name,
and communication ports

Set Public Key Infrastructure (PKI)
server certificates passwords

Optionally, enable FIPS

Use the NetScaler Gateway
wizard to configure XenMobile
connections

Open ports in your firewall for user connections from
Secure Hub, Citrix Receiver, NetScaler Gateway Plug-
in through XenM obile to StoreFront, XenDesktop,
XenMobile NetScaler Connector, and intranet sites.

FINISH

©1999-2020 Citrix Systems, Inc. All rights reserved.



XenMobile Server sixjzlz|A

1: AARQ A S oY

2: MXYTY

39U 4: AFHMRIK 2| AE (0]2A)

5: ¥H T 2o EX|A XenMobile 74 (0|2AM)
6: 2222 X0 M XenMobile 74 (0]2A)

7: XenMobile gtZocistE ™ 1Y

8: TEQ AL

XenMobile 4 x|

XenMobile VM(7t4Z & E) 2 Citrix XenServer, VMware ESXi &= Microsoft Hyper-V o A& €l L|Ct, Xen-
Center =& vSphere #2|2&S M85t XenMobile 24 XI& 4l &LICH

PN

NTP MHE=4574 S A& 5H0{5H0| I HIO| X{ of| & 2tot Al ZHO| T =[O QL= K| &Rl BtLI Tt XenMobile ol M Al Zt
SAI8YLICE XenMobile A|ZH2310|HHIO| X 2t 7| ot Sl H & Al ZHH 2 2 R 7FLHEFHH=Z 2 XenMobile 0] NTP
MHE7}2|7| =S 5tHO|2HM SEYUX L+ A& LI oA H CLI(YEEQIE M 0|A) SMoLI2CH2 XenMobile

CLI EAtEetLct.

XenServer == VMware ESXi AR QT ALSE, XenServer = VMware ESXi ol XenMobile E4X|st7|MoiCt2 S
2lsloFEtL|CE KEMBHLHR 2 XenServer EE= VMware MEHMEATSIMA| L.

o HHESISIEY 2| AATIU=HEE 0| XenServer == VMware ESXi S4x|gfL|Ct,
+ XenCenter =& vSphere S€To|HFEE o dx[gtL|Ct. XenCenter & vSphere ESAESH=ZHFE ELESY
IEEs)| XenServer = VMware ESXi SAEO|HZASIL|CE,

Hyper-V 2# A AL, Hyper-V ol XenMobile 4 X|st7|Hol|CtS S 4+-deoFetLICt XEMSHIE 2 Hyper-V &Y

EE NS

o MESIAAHZAAIJAEHAZE O Windows Server 2008 R2, Windows Server 2012 == Windows
Server 2012 R2 E4X[3t1 Hyper-V 24 SAZSIEEMFSLIC Hyper-V JgS4Xgmi Hyper-V 0l M7t
MU EQIEUS =AY MM NIC EXIHoFRLICH UL NIC EZAEECRHHESUSLICL

« Virtual Machines/<build-specific UUID>.xml| T+ S AtH| gL C,

+ Legacy/<build-specific UUID>.exp TtZE Virtual Machines 20| S&fL|C},

Windows Server 2008 R2 == Windows Server 2012 E4X|5t=Zd L2284 stL|Ct,

VM M gLIEFL & Hyper-V oL T A E Mt of £ 74X H A (.exp L.xml) O
Windows Server 2008 R2 % Windows Server 2012 22| A&=.exp X ELICL ol2{3t2 2| A/ F M K| H0fl.exp
OjL|m| A E bR 0fOFBFLICE,

A7|m 2 oil ol 2 SHEHA 7t E K B LICL.

Windows Server 2012 R2 0| A =0|2{$t2= 7 otA| 7HE Q Qi & LICE
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FIPS 140-2 2 =. XenMobile Server £ FIPS REZ M K|st2{=F L XenMobile 2Ar23st0f FIPS A0LI2 29|
A A getZ gL Ct,

XenMobile HIZEATE0ICIREE

Citrix A EQMHEATEQIOSCI22EESUSLICE AO|ENZ2 232 Download(CHREE) A SAESo{CH
2EESATELY0IIJA=H0|X| 20| SEfLCt.

XenMobile 2ZEQ0{ECIR2Z =382 H
1. Citrix 2 AtO|ER0|SEhL|C},

2. Search(ZiM) Axtgo|A= Log O

=

(2a2) 22Uste AN ZI28L|C},
3. Downloads(Ct2zE) g22lstLct.

4. Downloads(Ct2ZE) Ho|X| 2| ZEME =2 20| A XenMobile S22!stL|LC},

]
CITRIX Solutions Products Downloads Buy Support Partners Log Out Q
L]

Downloads

XenMobile v

5. Go(0|5) E22!tLCt. XenMobile H|O|X| Z7tLIEFEL|CY,
6. XenMobile Server S&#¢tLCt.

7. Product Software(®ZAZE¢|0f) S&t&tEtLICE

8. XenMobile Server 10 S22lstL|C}.

9. Jump to Download(Ct22=20|5) i 7 E22I8t1 XenMobile S XIS AFR St IAN0| 0| X| S MEHBHL|CF,
Lm0l X| S0tz 2A 3 Esto] M| ol 0| X|ol|tist Download File(ItUCt2 2 ) TR EAHAL|CE,

10. S}HX|H St I EY O ECHRZERLICE

NetScaler Gateway 2 T E9|0{ECI2ZE512{H

NetScaler Gateway 7HM&H|E=ATEQO{YI0|=E7|Z NetScaler Gateway HH|0CH2ZEs2{ HLSEALS
AE®LICH

1. Citrix 2A0|E20|SELICt.

2. Citrix gAto|Eoflotx2 1 2351X| ot 2Z 2 Search(ZM) 4xtF0U= Log On(212) S22t AYZ 228
LCt.
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3. Downloads(Ct22E) 2223t

4. Downloads(CH22E) HO|X|2|MEME S Z0| A NetScaler Gateway S22|8fLIC.
5. Go(0|5) E22igLct. NetScaler Gateway H|O|X|7LtEFLLICE,

6. NetScaler Gateway H0| X|oil M &l Z 2l NetScaler Gateway H™ S gfL|Ct.

7. Firmware(&<0{) ofzHol MCI2 2ESHH| AT EQO{HH S S| et Ct.

o>t

Fo:

Virtual Appliances(7I4%H|) £222I8t0{ NetScaler VPX SECt2 2 Est4EQIELICE 0| S MSMElstH
Z-SLO|HHO| MO CH S 7S B FEH 8 AT EQ| | ZS S O|LIEFELICH,

8. CIRECSIHENH|ATE M S E2|tL Tt
9. CIR22EsI2 =T TH| A T E|O{H|0|X|of el 7Hatztt|ofics Download(CH2 2 E) S22!8tLct,

10. ofHIX|HSMtATEY O ECIR22ERLICE

e Arree2st XenMobile =4

1. XenMobile ofici$t IP FAotMEUIOIAT 7|2H0|ES0|, DNS MHS2T74st2{H XenCenter & vSphere
HYEZESAMETLICL

PN

(=]

vSphere ¢12210|HEEAI23H=ZH 2 Customize template(Ar2XHX|HHZ2]) Hjo|X|of| H OVF &IZ3!
SHiZ Y EQZASMH ST 6IX|H=210[Z&LICE O|ZAStHIIE S T H oM EXH=FH XenMobile

TIA EE SCIAIA| RS2t MSH= |P AR E N SHX|S4SUSLICE
2. XenMobile Server 9 H FSEIZHQI0|EEE=LE9] |IP TAEES| AT XenMobile 22|22 & 0| M ATtL|CE,

3. ZO2EXI|2O20HO|HA S +JRILICE

FHo 2o =X A XenMobile 74

1. XenMobile 7I4#EE £ Citrix XenServer, Microsoft Hyper-V == VMware ESXi 27t SLICt XML
82 XenServer, Hyper-V E= VMware 8HMEXHZSIHUAIL.

OF
Rl

2. SO|I{HIO| X0l A, 7} 2 XenMobile 74 HEE SME]
HIO| MO MH M EXZSIM A2,

t

HY T ETEHJ|EAZSIL|C KIS 26l EH510|

3. StO|mHIO|X o2& 0| X HHE T E X EXbof| 22| Xfo| AL XHO| S X & Z E 42510 XenMobile o 22| RtAI g 2ot
SLICh

© 1999-2020 Citrix Systems, Inc. All rights reserved. 69


https://www.microsoft.com
https://www.vmware.com/

XenMobile Server sixjzlz|A

R
HYTETER2(XAFY, PKI(B747]Q1zat) MEHQAB MY FIPS o= ECHEHLIHASH=2
o|Rol ML= Itet2| == Active Directory AL XHEX| 2| ot 2 EALE RO CHSHCHS # £l0| M 8 &

Username: admin
New password:

M= ELHLHNE AL 2EA=HA| 2| X| S LI
4. CIBHE/IFEEEUHste y S AHSH LT
a) XenMobile Server 9| IP =&
b) oAz
c) ZI2H0IES 0] - DMZ Hi/U=7|2H0IEg0[2] IP F4A
d) Z DNS At - DNS MHQ| [P FA
e) 2 DNS Mt (MEfatst)
IP address: 192.0.2.0
Netmask: 225.225.225.128
Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4
Secondary DNS =server [optionall: 192.0.2.5

>

enMobile

Connit settings [y-ml: uf

A= =S QU0 EL TS =HMEE =2 eI | 2 S KA AL ELICH 0|2z stElets
A

S Al A HIH
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ik
A ST DRI SR YL DR UYSERTHLICL DRIAYTEMUG = RYSE LS
Lict.

y

2342 FIPS(Federal Information Processing Standard) EAtEst= 24 &tL|Ct, FIPS ofchStRbM S
82 FIPSEX =M. E3t XenMobile 2AtE35t0] FIPS A0 MEEICH 2 YO AFH @ LA S Z F e ofst

Enable (y-m) [nl:

7. LHSE 2 EN SO o[E{ 0| AHE ST -ILICE

Local or remote [l/rl: r
Type (Hicrosoft S(L, Postgre3(QL or MySQL) [mirspsmyl: mi
Use 33L [ysml: n

SETrUEr : .10
Port: 5432
Username: postgres
Paszword:

o ClO|EH|0]A=2 AL =AAARQUAELICE 2HUZL | SYHSIAAIZ L r SYHTILICL

o CIO[E{H[0| ARY S MENBILICE. Microsoft SQL 2142 mi E22{st1 PostgreSQL Q122 p S FLICL

=8:
- Microsoft SQL 22 Ho 2 A8 sH=210|Z &LICt PostgreSQL 2 XenMobile o Z &t =012
H HAESZNMUHZHE=HAHOZABE S USLICH
- O|O|E{H[0] ADt0| 20| M2 X| Y E| K|t &LICH HAESZANMIEHOEHO|AETZ2HMSAHO

Z20|SUELICH

o HattER y SLSIO|O|E{H|0] A0CHE SSL IS S ALEEILICE

+ XenMobile 2= AEst= M2 FQDN(EH3HE Z0f Q10| 5) SUHBILICE 0|3t T A E AJH Of A ZHA| 2
2t H 2| MH| AE R EH S RILICE

o JEREHSOCIEA R TH O|E{HO| AR EHS E2BtL|Ct, Microsoft SQL 97| 2EXE = 1433 0|1
PostgreSQL 2|7|2ZE= 5432 YL|C}.

o ClIO|E{H|O| A 2H2|KtQ| AHEXIO| E S Y= RILICY.
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o C|O|EfH|O| A 2t2|Xto| 2t S =Bt LICt.
o C[O|E{H|O| A0| S S UHTLICE.
+ Enter 7| S=2{H|0|E{H|0| A B HEX TIL|CY,
8. LAy £2=st0f XenMobile EEEQIAHASHAHSEAS SIS MYELIC,
ERH

XenMobile 22{AEEAE S EMHSH=Z QA AH T YOI AR EIT IR AE T H YOI MA[ZHEMO0|7HS S

EERZE 80 SEOOFLICH ZESHAHEO 0|2 S =R

OH
Et
rn
H
=
re
o
o
o
i)
1
I
=
n

9. XenMobile Server o] FQDN(X#

10. Enter 7|S=2{8FSHELLIC

1. SUEESSRIPLCE ZEFZZOCHRAMBILIE S ZEQFAISEESHYAIL.

HTTP [BO1: 80

HTTPS uwith certificate authentication [443]1: 443
HTTIPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443

12. XenMobile 2222 MX|sl=210|2 20| XenMobile ZL2|A 0|2 T&|0| E0CHSICI SR 22 ML EL|C}.

13. ZHPKI(B74711Zat) I 5ol S Lot Az S A8 st2{H y Sl efL|Ct. XenMobile PKI 7|50 3txtM g & 2

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:
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Mtz SUHSMHE AL 2 E R =H A =| K| &LICEH
15. Enter 7|E=2{2HS X ELICL

16. g=2tex{ol|lM XenMobile 2£0| 232 miAS S 22| XA F STHSLICE ol2{etX AT ES 7

=H—
FAESHHAL,

Jpu

StoiLtEoAIE S

Username [administrator]: administrator
Password:
Re-enter new password:

MYz ELHLNEH AL 2EA=HA| = X| &L
17. Enter 7|E=2{E8ESHETLIC XI|AARFHO| M ELICH
18. MZRHEX[0|22YH00|=FAXZ=MHAIXIZILIEILIA n S 2T

19. StHOLIEILH=TH URL 2= A6t 1@ 522X 0jA{0] £7| XenMobile 74 SAI&etLCt,

riting iptables configuration...
estarting iptables...

Upgrade from previous release (y-n) [nl:

Gtopping configuration app...
Ftarting configuration app...

application started successfully
Stopping main app...

Btarting main app...

application started successfully
To access the console, from a web browser, go to the following location and
log on with your console credentials:

https: /203.0.113.8:4443~

Gtarting monitoring. ..

=2t X 0| A XenMobile 74

stolmto| X HYTEZE XU XenMobile 40| x7| 2R 22T UL X N IR AS R BILIC}
1. WHALKOIN, BY TSI E L7 N0/0k| B 2O HZESI A 20| SBHLICE

2. YT ETEXOMZE XenMobile 2&2[XAH Y AHEXI0| EX A= S BILICE
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XenMobile

User name

Password

3. AIZH|O|X[0l| A AlZFS22IBfLICt, 2t0| 4l AH| O X| ZHLtEFEFLICE,

XenMobile 9| 22{AEH = EEEAAHAS XTSI XenMobile 22{AEZSAE 6l =2 22 A A H 0| A
Citrix Licensing SAgsH{oFgtL|Ct,
5. eIEMmo[X|oilM 7t 7| ES2 I SLICE JHM 27| Clishal K 7FLHEHE LI C,
6. APNs % SSL £=8I7[RIB METIM ZLICE (0S EX|E22|st2{H APNsS IZMIPE QLI QIS MALS Mo cst
KMBHHE2 IS MER T L.
S|
O| EtA| E A5t H Mt SCHA| A 2SOt L T,
7. 2ol =22 NetScaler Gateway E 4 e LIt NetScaler Gateway T Mottt M| BHLH 8 2
NetScaler Gateway 3! XenMobilezt XenMobile stAolCcHstE M LY SEESHHAI2..
PN
o WEHEIZAA (E=2lE2tul) off NetScaler Gateway SH{ZE U ELICE OB Z=ELHREHER S
ollEMH, HUT|EH E I 2| AAO|CHSHOHHBHEHAX| HA M AER S SILICE OO MERERHAL

XIS U EYT22| A A0 UM ASL7|2SIHA NetScaler Gateway Of HZs{oFeLICt,
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« NetScaler Gateway =4E{Z%{ QI 40| X| 20| T O| X| of| ACi| O E{ S I Tt Of 1| O| K| Of M L} 7p2AHER EE

FEESEX|RAHLIEHG s oFgtL T

8. Active Directory Ol MAIE RIS O Z 0| HM|ASt2{H LDAP 2MESet28tL|Ct. LDAP HZAS M sH=1of| chetxt
MFtHE2 LDAP A SE=SHIAI2.

9. MEXUAHAXELEE+AELHMHET

[[OI-
£
_,_

LMH TGO BN E 2 LESHZHYAI2.

A=At XenMobile Server ECHAAEISH QI B A S & stetL|Ct

XenMobile 2At£235t0] FIPS 7o

January 6, 2020

XenMobile 2| FIPS(Federal Information Processing Standard) 2E=2 S 31x0f FIPS 140-2 Q15202
2{2|2tAgstofn| 2 HUH B D HS K| [RLICH FIPS ZEEAIE3I0| XenMobile Server E4x|stH XenMobile 2zt0]
AEIMEHO| 2 EC|0|E| 7} FIPS 140-2 S2tHsI A E+BLICE O|2{etE4 =X FHEH 0B 2 S S H 0| B0 & & ELICt.

FIPS Z=2 XenMobile Server E4x[s}7|HoCtS a2 AT Q@ LA S B E &L T},

« XenMobile Gijo|E{tjo] 20|21 SQL Server 2012 tE= SQL Server 2014 EAEIL|CE, ESHEOH SS|L EAIS
A28tz 2 SQL Server EA8lorstLIC, SQL Server of|cistE ot SSL EAE2 =X %l SQL Server 22t
QIMHMEHTGHAIL.

o HOESS| EMS A28t H SQL Server | R F CA(QS 7|2 M 2|st4Ql= SSL 15 M EMX|s|oFBtLCt,
SQL Server 2014 of| =AU EFLEQIZ M EMNE L S SLICE T2t SQL Server FQDN SAHE 30 SSL 21E M

FIPS 2= 4

FIPS 2= XenMobile Server EX 24 x|st=Sot0f| A2 St 2 MM S QUELICH MX|JI2ZEIZ0 = FIPS EAIS
St E2MHEELQELICE WM FIPS ZEEAMESIZH=F LN SEE FIPS Z=2 XenMobile Server E4x|sHofgtL|C,
st XenMobile 22{AEQZRRESHAE - E0|M FIPS EAt8loFetLICE FIPS eHH| FIPS XenMobile Server £
SUSIE A =TS0 k| &= i & LT
XenMobile @#ElE{H 0| A0 Toggle FIPS mode(FIPS Z=H&) JtUx|oto| =T 2 M E L IOt L|Ct O|gM2
HIEZ2oMYURIt 2 2825 HI 25 M XenMobile Server o| MX| I E| K|t & LI}

1. X7|MAA| FIPS ZEEAESIZEMAEILILCY,

2. SQL Server oitist2E CA A S MEHZERILICE

3. SQL Server | MHO|SHUEE, SQL Server | 2aQISH=HASEXAHSH, XenMobile oflcHsH2HSH| 0| E{t| 0] A
O|ESX|FeLct.
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S|

SQL 232 = Active Directory A™2AE3t0 SQL Server O M A2 QUX| DA ESH=2 T 2A|F 0]
DBcreator dgt2 = Rsl{oFgfL|Ct,

4. Active Directory A SAIEsI2{HEHQ\AIEXI0|EHAC R ASHS A FILICE,

5. O|2{StetA| S22 oS0l = XenMobile 7| 8X S XIS stL|C,

FIPS ZEIHE3XM o2 P e EX|&lst2{H XenMobile HHEQIEHo|AdZa28tL|Ct, Za 2 0 In FIPS
Compliant Mode(FIPS =42 E) JLEA|EL|CE,
ASMIH 27|

CISExH=QIZEME7IM 2t XenMobile ol M FIPS Ex43t=tty S HHELICE 0= VMware 10| HHHO| XM S A& SH=C

LoIARAZO|HAA 2 HOE|0{OFSHH SQL Server 2012 == SQL Server 2014 {7 0|0{0f
ghLct, dZE2Les stz ™ Microsoft Management Console SAtE3t0d SQL Server I AE Aofchs SSL

o EMott=UHSH ISR,
2. MHIATHRICHZCHAA| R E| R kO HEHS 220l Bt LIC}. Services.msc SELICE
a) SQL Server MH|AAISE =22 A EEEEZAFSILICE,
b) SQL Server o MMC.exe EgLI|LC}.

C) T > AHOIETHHHRO|SESHLAS MY TS FHI 2 ASMAHQISAIIELICE OHH AL FH 0| X|

HIMAFREAEAZZHFEE ML

=

e) ABM (ZZARE]) > 7 > ABMELESI07HH 2 SSL B MERSLIC

f) IIH2ABMENRARERXZ 5T (SQL Server 2| Xtof M M) ZEXH > 7017 | 22| S22

g) IEE=AIEXI0|Sot oM FIESIFLICH
h) AN SALSE SQL MH|AAHOIS S Y= FLICH

) BEAHNGISSHSMUFAFLICL 7|2H OB AU AN DE A7 ANSEUXI BN S

M

=

C &1 SQL MH[ASAZBILICE

3. SQL MH|ATHRICHZ A& E| =X 2t BtL|CE,

=
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NS(QAE{ANHE M| A) AT AR

1. 2EQZAM (base 64) ECt2ZCtLLCt,
2. REQIZME IS MH2|7|2At0|E (C:\inetpub\wwwroot) 22 AteL|Ct,

3. 7|2AI0|E0iThl el52telztS M St T,

6. .cer OJXHtE| K| Qb= X &I BHL| T,

7. 2ZMH9| Internet Explorer E2I2X0|M.cer 21| (https://localhost/certname.cer) 20|58
LICt, REQISMEHAEIIH 22 X Of|LIEHLICE,

8. Internet Explorer 22t MR EQSMIIEAEX| A S RCHS 220 |IS Mol ASP EALE St =EM A= Of
UAsX|etelgtLct,

b) #z|> Fuglr|sEIto| Mot A= 0| SEL|CH.
c) MHIAEOIM YA (1IS), BAMH, 22T IjdS k| 22 xsts ASP EMEISLICE,
d) Mx|7tet=z Zunix| cheg22algtLict.

9. Internet Explorer 821 https://localhost/cert.cer20|SgLICt

XtAEHHE 2 AAMH (IIS)dMEZSHAI2.

Sl
O|EXtof| CA 2] 1IS QIAEASAE S LQUSL|CE
*x7| FIPS TMAREQIZEMIIN 7|
HHE2L0HMHS22 XenMobile A SRS =Z RS ENS ARSI R EQAS M ETIN AOFRILICE HX[CHA|0f
et 2 XenMobile M| S ZstA A2,

« Enable FIPS: Yes

« Upload Root Certificate: Yes

« Copy(c) or Import(i): i

« Enter HTTP URL to import: https://<FQDN of IIS server>/cert.cer
« Server: SQL Server 2| FQDN

» Port: 1433

+ User name: CIO[E{H|O| ASTHESJUE=ME|AAE (domain\username)

+ Password: MH|AAHo|ts

« Database Name: ¥3t=0|2
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DHIUZIX[HIM FIPS ZEAIE

712X o2 DHIUEK| 0| M= FIPS REJIAIEEX|EELICE FIPS REEAIEstHH MK > Z220|HESHOZ0|58t1D
FIPS ZEAIB LM SHESIOZS true ZHTYLICL XHAEHEE 2 S2M0|HEL LU MERSHIAIR
2| AEYTY
January 6,2020
Ze{AHYSTHsI2H NetScaler IS FRESHEATIA P FASETMEL|CH
o MDM(ZHI27|7|2t2]) 282 MMM IP F4: 2 AEZTME XenMobile L EQFEAISIEZ{H MDM 23t A}
Y IP FAJPHQBIL|CH O] SHE A2 SSL Ha|X| 2 =0 M ELICH
o MAM(=ZHraz2]) 25t ATLA IP F4: NetScaler Gateway 0| A22{AE 2145 XenMobile =E9IE
St ™ MAM 227 P FA7HE QLT XenMobile tlAE7|2% 02 NetScaler Gateway 2|2 EEz|
LIO|ZLE 8443 | Hot2A7tA |P FAZMEEIL|CH
O| 2 MojLteAtA=HAH=MZ 2 XenMobile VM(7H&AFEH) STHEA VM 27|E VM oA Zst=ttd s M etLICt ol

SHEHAESYSHE S AH EFO| TS T LI

A QAL
o Q3 XenMobile ' E7tetE 8| 2 A £ 0{Ql0{OFEtL|C},
o DEZAE =2 XenMobile HO[E{H[0] A0 NTP EFMELICH S AEO|SHIEA| S5l HO|Z{SIZEMN
HOlA|ZHo| S sHoFRt LIt
+ MDM ESIEMEHKEZE IP FA5HLIH MAM AHY P FASHLE
o MH{QIBA

NetScaler Gateway 74t [P ZAMAEEILE IP FASHY

o SAEMX|S MDM MEEEAE Z0|=2E (MDM+MAM) oA XenMobile SHiZSAR: B E
MDM 2t MEK|, X E 8443 U 443 of|cish M ™M £l 714 A of| Source IP persistence(A2 IP X

83t = NetScaler 22 MEX| T SHFELIC O] H2ABXIEAIZE I0S 11 2Y

St
=

LICE XhM S E

NetScaler
|&4) EA

o1 13| 0| =817 | FMof| 2t E| 0{OF
20| Citrix Knowledge Center 2A (https://support.citrix.com/article/CTX227406)

SHXSIYAR.
+ i0S 11 &x|2| XenMobile Store ol M2 M%|sta{® XenMobile Server Ml MEE 80 SAtEst=E M clofgt
L|ct
Z={AEY T2 XenMobile 10.x oflcHetAt =0t |[HMCHO|0] 272 OF7 |EIH S & TS A2,
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XenMobile S2{AE = A%]

L@t £40utzt XenMobile VM SEHSLICE A VM 0| S Uste|0[E{#|0|A S 72| 7| 2 25t n 5 U PKI QIS ML S S A
ZLICk

1. MVM oEHEEZESE 02| A Fo i = E ST

B ey
Ci i HHhL]r
12 Uze mode)

B L T e e e

Helcome to the XenMobile First Time Use wizard. This wizard guides you through £
he initial configuration of XenMobile. Accept options offered by pressing Enters

Return or type pour oWn respo and then press Enter Return.

Cormand prompt window administrator account:
Thiz iz the user name and password you use when logging on to XenMobile at the c
ommand pro

)
n
glo
]
o

O EAIE A ZO|HEITFEMEYEENM SELICE

D;iauli ﬁe % [] i8. 11" 75.1
Primary DHS ver [1: 18.147.75. 248
secondary DM5 server (optional) [1:

Commit settings (wsn) [yl:
prlnlnu netuwork settings.
: intr type mode B, 3 vectors allocated
HIC Link is Up 18888 Hbps

3. HOIHEZEL37| 2= EAEsIEH y EUHFILICH = n SYHst= MYz EUHFLICL

Encryption passphrase:
Generate a random passphi

4. FIPS BAgsf2iel y Q251 IXI¥OH n SYFLIC

Federal Information Processing Standard (FIPS) mode:

Enable (ysm) [nl:

rr

5. o|Mof e stA A E VM 0|7t2|7| =S L otH|O|E{ H| O] A E7t2| 7| = ST O E{ | 0| A S M BFL|CL “Database
already exists(CO|E{H|0| A7t0|O| U LICH” BH=MA|X| 7HE A EILICE,
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p=PostgreslL) [mil:

Io enable realtiHe 1cation between cluster mewbers please open port 88 us
ing Firewall menu option in CLI menu once the stem configuration is complete

Saving server and client certificate passwords..

6. AW VM ofchsixlSetdats Lot S M= S =Lt

Local or remote (l-/r) [rl:
Type (mi=Microsoft S{L, p=Postgre3f{L) [mil:
Use 33L (y-n) Inl:

Server [1: =qlZ201Z.wg.lab

Port [14331]:

Username [sal:

Password:

Database name [DB servicel: DB 51

Commit =settings (yrsnl) [yl:

Checking database status...
Database already exists.

Do you want to use the same password for all the certificates of the PKI [yl:

A S HSHHEHM - E 0o ot £ 7| 0| = ELCH
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ing server and client certificate passwords. .
HWARHIHG: Fleaze enter the same passwordz uzed to generate internal Public Key In

word for all the certifica of the PEI [p]:

r configuration. ..
Apply ire tings ..
Hriting ipta nfiguration.. .

application started
To access the console, from a web browser, go to the following locatiom and
log on with your console credentials:

https:r 10,147 .75.59:4443~

Starting monitoring. ..

xms51.wg.lab login:

8. XenMobile o FQDN(Hete =m¢lo

m
o
>
ol
St
kel
e
[is
[af}

0
R
2
>
>
D
>
=
(@]
o.
o
Tk
g
o
148
sl
o

9. XenMobile 2&0MEZ2| 2 M2|of#x|oto| 2222l Ct.

Dashboard

X &m0l X| 72 -iLC.
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10. 12offollM EHAHEEES2ISLICE,

XenMobile Analyze Manage Configure & BN administrator v
Support
Diagnostics Support Bundle Links
MetScaler Gateway Connectivity Checks Create Support Bundles Citrix Product Documentation
XenMobile Connectivity Checks Citrix Knowledge Center
Log Operations Advanced Tools
Logs Cluster Information APNs Signing Utility
Log Settings Garbage Collection Citrix Insight Services
Java Memory Properties Device NetScaler Connector Status
Macros
PKI Configuration
Anonymization and De-anonymization

SAEHFYY, ZXAEEE, LSS XY S AHfthet 2EF 2 IUEHE LT MM E7tER AF 7Y

3

#O|ELCt.

Cluster Information

» Chstor Membars

Hoda I s RS Bt L Firil i £
MCTE i 300420 8 A BT
BCTVE DEST 20 0472 1 & HHIRLLT

SUHAETHSIALIECEEF/IE UGS LILE SHAHA SR HMY == OLDEST S S2dsLth. I
|

o
0= NONE =& null 90| EA|EIL|CE

NetScaler 0 XenMobile Z22{AE{0|CiSHRESHEAS At H

ot XenMobile 22{AHS LH O XISl e ETIZR| AN AN A G AT E RSS2 ABILICH Bt
+@list{H NetScaler ol A &4l = XenMobile DHHAIS M#BILICE, CS A =0HE AFE A5t XenMobile

SIS

i

CE
—=

= 112}
qC mo o

10
HI
rx

SheurS M ELIC

. NetScaler o231 2%}L|C},
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User Name

CITRIX _

2. Configuration(74) &0l X XenMobile 222/st11 Get Started(AZt) E22IELC.

Rashbeand Corfiguratiaa Reparting Deamatities Dawnlnads

MetScaler for
XenMobile

# Mathcaler Gatwwy

Shawr Uslicemed Fratures Wel{o rT‘Ie‘I

N This wizard gubdey yos thiosgh e cznligeration of MetSoaler daabures for your XenMabile deployremt.
Integrate with Citrix Preducts

o M i

4 Tmipp and XenDeikicg il ko= SR WA W hich o e gl g MetSoaler,

3. Access through NetScaler Gateway(NetScaler Gateway E S5 M| 2) €0l 2t 3t Load Balance
XenMobile Servers(XenMobile Server 23t 4t) golztSMEists Continue(7ls) E22/gfLIC

Drashiegard Coatigurarse

MeanScatar Tor Xon Mok nstallation Checklist

Iaka nurm yoo have the folloming infommabicn mady befors you vt yoer configuntion

— Agoess through MetScaler Gateway

¥ Areess through NetSealer Gateway

¥ Load Balanse XenMobde Servers

Load Balance Micresolt Exchange Servers

Load Ealance ShareFile Storagefones Cosirollers

Sl THOET T ControberE hased on ths Gype of onnent Lisad Balarse XenMaobile Serners

E =

+ Lead Balance Microeoft Dxchange Servers
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4. NetScaler Gateway 2| IP #AE2{st1 Continue(7%) E22#LCt

LR raries Kepoiling Do e Eation Dol pads el

* Back

heticaler Gateway Configuration

HetScaler Gaseway Settings

Canwie]

5. CISBSILIE st IS M E NetScaler Gateway 7t IP FA0|HRIYSHE Continue(74) E22/8L
ct.

+ Use existing certificate(7| =215 M ALE) OiIH,—.—.OiIHOH”HH'I B MEMENSIL|CE
+ Install Certificate(2/Z M4 X|) HS St MMHAS MEHYZEILICE

DaskBowsd Ceatipmatian Reporiing Diecumentation Gewnioads ﬁ

# Back

Meticaler Gateway Configuration

Meticsler Gateway Settingn
XenMokbileGateway 18.147.76.54 443
Sarver Certficate for MetScaler Gateway

= Uge existing certificate matall Certificats

Sarver Certibcate”

wildcert-wy-lab ph J2RT_EEY

Contimee Do It Listar

6. AISMHAMEEHEEQ2ISI D Continue(Al%) S22t Ct
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HAuthertlcrtion Settings

usarPrincipali{ams

PN H

Server Logon Name Attribute(MHZ2 20|25 4) 7t XenMobile LDAP 740l M X|E st 24 1t 5 2 shof
==

7. XenMobile settings(XenMobile 47) ozl M Load Balancing FQDN for MAM(MAM 2| FQDN £3t&
M) /28t Continue(7|s) E22lgtLCt.

Henbloblle Settiegs

FS NN
MAM E&tE A7 [P =42 FQDN 2t XenMobile 2| FQDN o|s&sf{ofgtL|Ct,

8. SSL EZX|2E (HTTPS) EAr238l2{=2<2 HTTPS communication to XenMobile Server(XenMobile
Mefoficist HTTPS S41) EMEigtL|Ct, J2{Lt SSL I ZESAEstH=Z Y I LI27d Y HTTP
communication to XenMobile Server(XenMobile Server o[zt HTTP £21) SMEdSILICE, 0|2 M0
ME SSL E2|X|2= (HTTPS) EMetisi&LICt,

9. MAM 23H2M7H |P A0S Q1B A SHIRIT St Continue(A4) S22
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NerMekile Satiings
Loasd Dylsncing FOM dor WAL WS 1w sk 551 Tewsc Cortiguention. HTTPS dodsminication 10 XMS Server

Lot Baisncing 7 soneem for el 10417535 Spitt Tunnel GFF
Pad ALy gt B BoTH

Server Certifi far MAM Load Bal.

A server ceriTicale s hed 03 ulrenTeale 3nd Wenkly 3 iy in an S5L Tandchake, A senver cartiiate i isusd By & usled Oh 304 S 507 0t by e senver 123 CFent mha uses I 1o Jumhenticans the sener
U exiting cortilicate ' Install Centificate

Sarver Cart fiowis®

wikdogin-vey lbpls CERT EEY 7

[y
o [T

10. XenMobile Servers otziof A Add Server(At2=7t) E22/5t1 XenMobile ==E27tgtLCt.

Serser Certificate for MAM Load Balancing

= [0 wisdcertmg-labrbe CERT KE o1
= B8 wakiceriwgrlab phe CERT_KEV

Fentobie Server P Aggrers b st configened Plesse oilck on Aukd Server i3 confiparne

11. XenMobile =9 IP FA S35t Add(F7t) ES2IFLICH
EerPcbils Sorver IF Addecue
XenMobile Server P Addnesses

Enter the IF accinessies)of the Neriiohile secvers) St you want bo/ioed Selance.

ik Server P Add ren”
W, W, TR

12. 10-11 cHA|EEH=S10f XenMobile 221 AE{ QL2921 XenMobile = EE3Jt¢tL|Ct, 2752 = XenMobile =E

JtEAELICE, Continue(Al&) E22gLICH
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Server Cortificate for MAM Load Balanding rd
e

-

Xenbtobile Servers
Asd Serve

1P Bodress Pt

13. Load Balance Device Manager Servers(2st2 A& x| 22| Xt H) E22/6t0] MDM 2t A4S 48
LICt
EenMikile Servers 4

Loss Bearoe Drecs Marager Semmr

14. MDM &3}

it
=
%
i
e
=
>
0o
ne
%
i
-
iy
14
il
Ot
k=l
0
o
=]
(=4
=]
[ =
2
)
:IE
iy
I
il
e}
r
n

Dashbasrd Candiguratian Mepeeting Decumardation Downlaads s}

+ Bak

Load Balancing Xenhtobile Server Network Traffic

Lead Balancing Wirtsal Servar C

e bz WD

HTTFS cs

o0 s Bl Sy

15. XenMobile =E7I2 20| EA|Z|H Continue(7&) E52CH2 Done(22) S22/st0{ T Z M| ASOLEIL|CY,

m

+ Bk

Load Balancing Xenkobile Server Meteork Tratlic

Load Balancing Virtual Server Configuration
MWD CenMchikcMO M 107755 HLEUE HTTPS commurication te Kenldobile Sorver

Kerilobile Senvers
—

® Adiress Pt

XenMobile H0|X|0f|7Ha} |P F=AAEHZHEEAEILICE,
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Durhbaaed Ceafiguratica Raparting

Dacumeniatios Downicsds

MetScaler Gateway
Uil Lormes FIE Sassices
+a 2
Curent Unfrarsl Licaraea Srmwes HEE Bamwiorns
+ Sty o i}

# Retiomier Ganway

Shueas Mslicerered Festires

Indegratn with Citris Froducts
4 XemMatale

a NoSADE and Realeiblop

XenMobile Server Laad Balancing

Lk BatanCing TRETLg PEut et L] BSLIEAD TRVELRR A 0T
a4 Bun
o R4 1 T R

0% 0%

0% 0%

16. 7t& IP FATHH|IC 2 EHSsH=X|2Holst7| 28 Configuration(T4)

=/ 22]) > Load Balancing(5st£4t) > Virtual Servers(7HAtA

Canfigaraiica

OB T CORWSITRRS b0 e Nenldobide,
Aun

<ation 3 Sharsfile servers,

RartSraler Gatmaay

10147, T5.54
M3 @lp

Herhiobile Server Lead Batncing
10 147.75.56
243 gUp
1Al @l

Mirrmed! Eachange Lead Balaning with
Ervail Security Fiteing

Hot Cenfigured

£2¢2lsta Traffic Management(Ezf
E'é‘l-|_| |:_|--

od

Dounenistian Dawalveds

@l @lv
TEEAE  gle @l

8= @le @

Shaw Uik froure)

NetScaler 2| DNS &=20| MAM E8t2 M1 P FAEIE|F|=

Savle | PPlction St

ELIC

© 1999-2020 Citrix Systems, Inc. All rights reserved.

88



XenMobile Server sixjzlz|A

Cantiguraiien Reparting Bacumeniatisn Dewnisads {t—

# ey hetbeaer 5 Traflc Maragement 5 OME b lieowss b Address Peoeds (=] @ H

Mo =710l =

August 24,2018

Wl =TSl /+sFolEA (failover) M2r2 A8 5t0{042{Ato] EZHEBHEl XenMobile B ZSMA st n L 884U
LICt XtHISLiE2 XenMobile BHEQHHA T =7 EMERZSIMAIL.

o>

TEANMHALE

January 6,2020
OF2HIR2EQIEU

Ezjzl2x|ofst2{H XenMobile o M ZE T S M S I EAMHELFSIHELICHL TEAMH =
CL(HESQEm0|A) SSHLNELICH TEAMHELHSI2{HAI AR SCIAA| Rt OFSILICH,

1. XenMobile CLI H[QIo| {70l M 2 S50 A| AR FEMEBLCE,

2. MAEIHROIM 6 S UG IEA|MH| 7S ML
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[2]1 System

[3]1 Troubleshooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Memu
[1]1 Display System Date
[2] Set Time Zone
[3]1 Display System Disk Usage
[4]1 Update Hosts File
[51 Diznlau Device Management Instance Name
[6]1 Proxy Server
Lfl HAMIN LLLl) rassword
[B] Restart Server
[9]1 Shutdown Server
[10]1 Advanced Settings

3. ZEARLOF0IM 1 82510] SOCKS SegLct,

O|MEEXMESH7|Mo| HTTPS T MafjoFetL|ct. s%t

-+
0x
=2
x
%
o
')
P
O
%2
T
—
—
0
%
mx
0z
o
Rl
0z
of
pal
52
[¢]
e
15
Ju
=

Choice: [0 - 101 6

Back to System Menu

[1]1 SOCES

[2]1 HTTPS

[3]1 HTTF

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

MRHSCISESHTHIIAR.

ZEARY NP
SOCKS APNS
HTTP APNS, 2, PK
HTTPS 4, PKI
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oIZSAI8sHE HTTP #, PKI
QIZSAIBSH= HTTPS #, PKI

Back to System Menu

[11 SOCEKS

[2]1 HTTP3

[31 HTTFP

[4]1 Exclusion List

[51 Display Configuration
Delete Proxy Configuration

Choice: [0 - 6] 1

Enter socks proxy informationm
Address [1: 203.0.113.23
Port[]1: 1080

Targqet — APNS

fAre you sure to restart the system? [ysnl:

5. n S50 2 SEYHGIH HTTPS EMEUUSIEAMY [P T4, ZEHS SIS UHFLICE

6. ZEAMHASHASLAIEXI0|E 2t

oo

[2EREoER

rx

HoI= S y SYUASSASTIOS LS Y LI
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[0] Back to System Menu

[1]1 SOCKS

[2]1 HTTPS

[31 HTTP

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 2
Enter hitps proxy information
Address [1: 203.0.113.23

Portl[1: 4443

Configure usermame & password [ysml: y

Username: Justaname
Password :

Target - WEB
WEB proxy configured. Override proxy settings?ly-nl: |

SQL Server 4

May 21, 2019
2-zZ 2| 0] A XenMobile Server ol M SQL Server o H Z2 &l 7| 2 =2t0|#{ 2l jTDS &&= Microsoft JDBC(Java

Database Connectivity) E2t0[HHEAEE £ QUELICL CHE2|ZF R jTDS E2to|H7t7 |2 Eato| L|Ch,
« XenMobile Server E2-mj|0|AZMX|gtL|Ct,
+ jTDS EEtO|HEAIESI=E 4 El XenMobile Server oA 20| =&tL|Ct.
XenMobile 2==zto|Hojcisl SQL Server 2I5=E = Windows 21Z2X| st Ct, 0|2{8H01 55l = 2to|H &= 8Hof|CH 3|
SSL 2AHALIESYELICH

XenMobile 2 Kerberos 0i|&£5t0 Kerberos KDC(7 |8 Z HIE] HESIIHSLICH Ut EME N S & X gk=

Windows ¢! 2t 8t H Microsoft JDBC E2t0|HH E A2 8t= 2 2 =210/ H 0| Kerberos £ 8 Q1 & 0| At & L| Lt
) Al
A2 XenMobile CLI ol Active Directory A9 [P =2 E2l2d8}2]

F= A X ZHEA|EILICE

jTDS =2to|H{E JDBC Eto|HZ HMEtstz{HZ E XenMobile Server = =0 SSH 212 3t% XenMobile CLI EAtE
Sto A BtL|Ch, THAlECHS 2 Z0|3R jTDS E2to|t Aol oHE L,

Microsoft JDBC 2%t (SQL Server 2/%)

o|2{stttAE2t=5I2{H SQL Server AI8X0| S0tz IHE Q BFLICE.
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1. 2= XenMobile Server =E0|| SSH 2HZstL|C}.

2. XenMobile CLI oo 0l A 2 S50 A| AR O S MEHRELICE,

X

Back to System Menu
Toggle FIPS mode
Custom Ciphers

S5L protocols

Reset 55L Certificate
Reset pki.xml

Server Tuning

Switch JDBC driver

hoice: [0 - 7?1 7
JDBC driver type (JIDS or Microsoft) [1:

5. HIANXIZIEA =™ y EQ18{5t0 SQL 2152 MElst SQL Server AF2XH0| St s S THL|CE
6. 2t XenMobile Server . EO|CHSHEHAI S HHE S|},

7. Zt XenMobile Server .wEESLCHA|A|ZFStL|CE,

Microsoft JDBC 27X 2t (SSL 4%, Windows 2/%)

olz{atttA E&tEst2{H Active Directory AFXI0|EX S Kerberos KDC E3! KDC AHEXI0| S0 H @ BtL|Ct.
1. 2E XenMobile Server ==0f SSH 2HZ%fL|Ct
2. XenMobile CLI HioIH|'70il A 2 S St0{ A| AR | 7S MEBLICE,
3. 12 EYstO{ IS HFHSMEBL ]

4. 7T 2Y3sto] JDBC =2t0|HT S MEIStE m S 2{gfL(Ct

re
=]
o
114
]
1
r
n

5. SQL Server QBB EEZ=H A X ZEA|E

6. HAIX|ZFEAIEH SQL Server of| M El Active Directory AFEXH0| 22t s E Q& EtL Ct
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7. XenMobile oilAl Kerberos KDC g<jo|xtso 2 HMe|X|eto™ SQL Server FQDN SH| 23t KDC MEEEE
E=HAIXIZEAELICE

8. SSL AF20{REZ=HAX|ZIEAIZ|H n 2 EL|Ct XenMobile 74 XenMobile 0MF 2181 74 0| M &g
X|$OHRZHAIX| U TN S M 2 7L A| ElL|C,

9. 2t XenMobile Server = E0||CHsEtA S EHESHL|C},

10. Z XenMobile Server . EELCIA|A|ZFSHLICE,

XenMobile c0|E{tf| 0| A EH A2 H

CtSx|& o2t XenMobile HIO|E{ o] At s SHATLICE oSS0 Citrix X doMLsHAS HG=ARLSEH AN
ofgtL|ct.
Eel
o CO|E{H|O| A AT HA SISO EIRX| 2| 7[ZHS AR SLICEH A=A ARSI ZEO|H S OFSfLICE.
c Yz EHZE L =2 E XenMobile tEJIHEAINAZE A=K EQIStH AR, d=EHZBS

XenMobile SCHA|A|ZFEL|CE,

A EHZASHS XenMobile SCHAIAE S|t H XenMobile o|2 2 =2 FMetElL|CE 122{H SQL Server

oMol =2 S2= XenMobile SCHAAIZS 1S ECHAIH ZsHOFEILICE,

« SQL Server oM Windows 21 &2 AH8sH=d 2 Windows Active Directory Of MEi|O|E{H| 0| AL S S

ZsHofetL|Ct.
1. 2E XenMobile Server L EFMAHFQIX|ZIQIBILICE S AHYE S A ERRE L EETHSEILICL
2. Netscaler 2t 4|0l M vServer EALE SRt =S4 M s0] XenMobile Ollch st A1 X| E2f =l S K CHEFL|CH
3. SQL Server of|Aco|E{Hjo| At EHABI2{H: XenMobile CLI |2 22181 Configuration > Database

20| SHHCISHAIRI LA = HH B 2l ot o S U=l LICE

Server []: <ipAddress>
Port [1433]: 1433
Username [sa]: <userName>
Password: <&xx*xx>

4. Y SEUSIO{ M ECEAIA R RL| T
5. S2AHQILIEREL 0TS 3 EHA|et 4 THA SRt =L T

6. NetScaler 25t MEK|0|A vServer SEA2SHE 2 MM 5L0] 4= A E K| E 2 T O KHEtS S A Bt Tt
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REESE

January 6, 2020

XenMobile 0lli= M A2 0f| M & £[ =Tt 0| £ 0| AELICH O|ZMOIM = MH S SH Yt DMK H ST}, HEY

SEEAH|SH= U S XM S| 2 E e T
LRLY2AERXIZZ|YLIC ABXIXIHI|IEFII6IAH RIHES 2B 7|0l M AFE XX 7| S M= BT

YetH o 2 M| =K Hof|chetRtMIeHAE 2 XenMobile 7HARHAMOIIM MEH £ S XTSI,

Add Device Always(ZHAHaHx|=7t)

o true 2122 XenMobile O|SZ0| A 1istEHK| = XenMobile 2&0|E7t8tL|C MM EESAESHE K EEL)

SLIch 71232 false LIt

AG Client Cert Issuing Throttling Interval(AG 2z2t0| M EQIZ ML H|EHZHZA)

o QB MMMAt0o| R0l 7|ZHYLICE 0]ZHA 2 XenMobile O|%27|ZH| & X 85 M EH 2 N M HsH=2 S LRI B

Ch. o[zt 2HBSHX[b=H0|Z ST 7|=222 30 E|ILIC

Audit Log Cleanup Execution Time(ZAtZ 22| M3t A7)

o ZAZIFRISAIESH=AIZ0|B HH:MM AM/PM &A1 AL BILICE of: 04:00 AM. 7|22t2 02:00 AM lL|ct.

Audit Log Cleanup Interval (in Days)(ZAt2382|7H4 (L))

+ XenMobile MIZAIZA7tRX| =L SALICE 7|22 1 LI

Audit Logger(ZHAt2H)

+ False 2122 UI(AHEXIQIEIH 0| A) O|HIES Y| SStX| & LICH 7|23t2 False LiCt

Audit Log Retention (in Days)(ZAt2 1R (Y))

+ XenMobile HIZAtZA7tRX| ==L SULICH 712342 T YLICh
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auth.ldap.connect.timeout and auth.ldap.read.timeout

« U2l LDAP SESE 252 HOISAIZRIXI Y| MH&H 2 F715H=20| EELIC
- 7|: ABXXIHT
- 7|: auth.ldap.connect.timeout
- 2t: 60000
- EA|0|Z: auth.ldap.connect.timeout
- Md: LDAP HZA|Ztx1t
- Fl: MEXIXIHF|
- 7|: auth.ldap.read.timeout
- %: 60000
- EA|0|Z: auth.ldap.read.timeout

- 29: LDAP 27| AlZtHIst

AZMUH (£)
+ XenMobile OIQIZ M B A AISEHEQIZ M7 HOIRE| 7| HO| AlZF (£) YLIC HISS0{RIEA7H12 & 30 Lojjotz
OIE0|10I440] 30 YURMFHEASEXIZH12 2 1 2ol 4 12 2 30 LAtolof2iZ5te XenMobile 0l21Z A 24
AEFELICE, 7|22H2 2592000 = (30 &) Lot

o

HEAIZEH S

+ XenMobile O|Zx|ofici3t TCP HZSZ 2517 |TNK| 2 M MH|ZHAIZHHE () ALICH MMSHRIME 2K EL

Ct. Android % Windows CE ZA|2t2IAX| 0| M ElLICt 7|232 5 2T

HI

+ XenMobile 0|21Z MM SESTH7|SH=AIZE (%) YLICH ABS MM 7H=2| D ETl0o|%2H 0|3t 60 0|4
2ETLICL 120 2200 SEHEHXIG = SMMHER X B2 7HE QLI 712312 15000 Za|x (15 x) Lc

7| ZHH R E

« XenMobile 0|2| AAEEX|OfH] Eot=H S AR Xt4F (DEFAULT_TO_USER) L= % K| Z 0| M 2™ SHL|CE,
7|2%t2 DEFAULT_TO_DEVICE &/L|C}.
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Deploy Log Cleanup (in Days)(HiZ22%z2| (¥))

+ XenMobile ot Z2ITIRX| =Y+ LICH 7|23t T YLICh

Disable Hostname Verification(SAEO0|2 Q& MZAH| A3}

=3 M= Microsoft PKI Mt Ex| 2| et A A Z ol s M 3HEILICH SAEO|SEREMY
AMZtAIstEMHZ 0 S 2 2237t ESHELICE “Unable to connect to the VPP Server: Host name
192.0.2.0’ does not match the certificate subject provided by the peer(VPP Mt{of|HZ & glE&LIC
|£ 192.0.2.0° 20|0{7tH| SIS MFHI QAL K| SRS LICE)” SAEO|EREMHAZQIHHH I IHE T
0|44 S true EHZAGYAR. 7|=232 false &LICt.

SSL MeetelArgotet

o True QARCISHEZAHO|ZEZE|H SSL MHAZSMRE HMAATIAIR | X & LICE
- XenMobile Server oM

- Microsoft CA MH7I21Z

E

- XenMobile Server 7t

AS ML S SALERILICE
1

Enable Console(2242)

+ true QIZABIIII I AE LB S0[AM AL AABLICE 7]22HS true YLICE

Enable Crash Reporting(3ziA|2 1AtE)

« true 2122 Citrix = i0S 2 Android 8 Secure Hub 2|2 S| ZSI=H = 20| 5= E2 DU RIS L ES
L|ct. false Q1A OI0|E{ 7} &R 2| X|4&LICE 7|22 true LTt

= HAT

Enable/Disable Hibernate statistics logging for diagnostics(Z!ttoll Hibernate S4ZZAtE[Atg0tst)

« True 91Z<2 Hibernate EAZZ2AI2st0H2 2T 2 1A S2HsZSXIJeL|Ct Hibernate = XenMobile
oA Microsoft SQL Server | ZEYAIE E[ =742 AQLICL 7|2Ho=22d2E
KSZAESHX A S MY ELICEH HREZIMAO|UHENHX| =HSUXSIHAHE 7|2t ST Z A S AL S A 2.
of

XenMobile 2 /opt/sas/logs/hibernate_stats.log lZ3E7|=%tLICt. 7|23t2 False L|Ct.
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Enable macOS OTAE(macOS OTAE Atg)

« false 2122 macOS Zx|ol|ciEtSE YA AF SAEFRILICE &, macOS AH8AH=SEXHESHMUSEL S

&LICH 7|22t2 true L|C}.

L HATC

Enable Notification Trigger( 2 E2|7{At2)

+ Secure Hub S2I0|HELZ S AL HLIAIR S| A= 2L X TILICE true ZH2LZISAIREILICE 7|27 true
Lt

force.server.push.required.apps

o CHEatZ2Z 20 Android % i0S Zx|o| ML~ AR EEAIS St 2 M HEL|CE
— AU SHZ =S DT AN O ZHA|SHL|CY,
- MEXII|ZUS LS HORHAIGLICE
- AEXHESHS AN BLIC
- Secure Hub gH|0|EZIHI S ElLICE,

U LHEE =7 2HM O false LW ELICH ZHUEEASSI =S L HSIHHAERXFI|IETUED US true EX
SHUAIR. ZHEIEZN =W Z2f0| ZH AU S ZUAEHH S EEID MDX X E-H0|ZAH 220 = LI, 22| X7t
Clo|ERoi7|Ztolciet MDX HM S Hot DAL H S LIS 0| Y 12| 0| =5t = EMESH=Z 20| = 12| 0| =7t A El L

Ct.

IIQ 0?.'_ ne

o F1: AFBXIXIET|

« 7|: force.server.push.required.apps

o 2t false

« EA|O|E: force.server.push.required.apps

o Y E-USTHEUME

ActiveSync 7t 8 WAL EAE AN S EZ0{ 27|

« XenMobile 0| ActiveSync 7t5|8UH AR MM EE (7|F) 27t =7t (X) YLICt 7|2212 28800
ALt

hibernate.c3p0.idle_test_period

+ XenMobile Server £4QIAEXIX| 7| =HZREMOIXS 2 HAEI|MK| 2 FFAIZ (X) SZHLIC O3t
ZO|7|EF G- 7|=222 30 YLCt.

o 7| AFERHXIEF|
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« 7|: hibernate.c3pO0. idle_test_period
« 2t:30
« EA|0|E: hibernate.c3pO0. idle_test_period =nnn

+ Ad: Hibernate RFEHAEY|Z

hibernate.c3p0.max_size

+ O|AEXIX|H7|= XenMobile ol M SQL Server G| 0| Efu| 0] Aof| csH

bile 20|AIS XXM 7|0 X|HstgtSAet O ZALEEILICL HedtA 0Tt AL

FAEXHHB L EZHELICL XenMo-

ZILICH. CO|E{H| 0| A M| & Zof|

==
et HSZFYLICH XMEHHE S XenMobile Y EHOMEZSHYAIR. CtS 07| EFMBILICE 7|22

1000 L ct.
« 7|: hibernate.c3p0.max_size
« 2£:1000
« EA|0|E: hibernate.c3p0.max_size

o ME: SQL oflcst DB ¢1Z

hibernate.c3p0.min_size

o O|AF2XIX|HF|= XenMobile oA SQL Server G|O|E{t|0] A0l CHBH O =%| A
FARLICL 7127242 100 2 LCh.

« 7|: hibernate.c3p0.min_size

« 21100

« EA|O|E: hibernate.c3p0.min_size

o H3: SQL ofchist DB &2

hibernate.c3p0.timeout

o O|AFEXIXIHI|=ERFAIZIED (X) EZ™ELICE 7|2312 120 YLCh.
o 7|t AFBXIXIEF|

+ 7|: hibernate.c3p0.timeout

« 2£:120

« EA|0|E: hibernate.c3p0.timeout

o 2. C|O[E{H|O| AR FA|ZE XD}

HESEZFYLICL LHEaE0|7|E
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24 (MSAEFHMER I EE CEIP) 0| ALSE|SX| 012 S A EEILICE. XenMobile S4x(ehLIY D20l
CEIP off&of&t4-2l&LICh. XenMobile Al 15 et 0 29 m = 0 AT R A 2 &2 2 40| ALBEI K| kLIt 7|2
fa

Inactivity Timeout in Minutes(H| 24 A|ZtRSH (£))

o YMHIANZIHE RS MHAH0] INACTIVITY_TIMEOUT Q1A 2: 0|44 2 XenMobile o|Ctg g4ttt E A

ZE|XHE 2 0L 67 | HMKI Q| A2t () SFelBtLICt

- REST MH|A0ci$t XenMobile 38 APl EA}

- REST MH|20fch3t XenMobile 2& APl EAt
J0ISHAE 2 QK| ElL|C},

—_

st XenMobile 2 M A

Al
ESIO{EFAIAO MM A, AIZER|THO] O QB RHIZHALEXIIZ

iOS Device Management Enrollment Auto-Install Enabled(iOS X x| 22| SEXtS M KAL)

QOISMOTASEANUQLTAISAIASE £ EFQLICL AE2XH= Root CA install(RE CA &
X)(2astz2) X MDM Profile install(MDM =2 ZAx|) 222lgjokstL|Ct.

iOS Device Management Enrollment First Step Delayed(iOS X x| 22| SZE 2| K HMTHAH X|H)

o ZASEAMNMBIIIANASESLHSUSRE CA Ofchett|AIX|0l| S EFSH MR 7|8l oFst= Al ZF S XIF LT o] &4

o
Poj|eHHEsH=210|Z&LICt 0|2 5000 Lalx (5 x) Exntst=gied

iOS Device Management Enrollment First Step Delayed(iOS = x| 22| SZ2|0tX| 2HCtAH K| H)

o O|EHAU2HYKISES MDM ZZHO| K| = Z K| 2[0]| 0| EZFAIZE| 7| 7HX|CH 7|8 OFSH= Al ZEE X =
HEUEQII NN E=LEEHIIQJA=Z LU PHHEsH=20|Z&LICH 0|F < 5000 Y2l (5 %) Sxntst=gt2

MESHX|OHIAIR. 7127242 1000 22| = (1 X) Yuch

+ XenMobile 0| %[0 MDM Q15 A St I S SCEP(E‘&“&-"-IOI%E&J”%‘) = PKCS12 EMBEXHEEXH
gLCh PKCS12 2E0f| M= A0l 7| 0| WA =| 1 2t 0| - | X| pf & LT
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iOS Device Management Identity Key Size(iOS Zx[2t2| ID 7|327)

+ MDM ID, iOS Z2ZMH|AS! XenMobile iOS 00| M E |D ofciztolel7|o| 37| SH ol stLict. 7|232 1024 &
LICE.

iOS Device Management Identity Renewal Days(iOS = x| 22| ID Z4A124)

« XenMobile 0|2z AIS 0
Z|70|440] 10 LA EX| 7ttRE 9 UF | HESHH XenMobile O|MQIZMELFEILICE 7|22

Ct.

iOS MDM APNS Private Key Password(iOS MDM APNS 7{217|2t5)

_U
=
(7]
i}
fot
N
H
oot
i
c
o

+ 0|&40ll= XenMobile oM Apple MHELZSTAISHL Q5 A

Length of Inactivity Before Device Is Disconnected (% x| Z 26l %|5t7| HH| 2 A| 2t)

+ XenMobile O|HZ S8 H|st7 | HO HX|7t0HK| LI S LE{H| S AEN ZAS S AEAIZFS X F LT 71222 T LY

LICt.

MAM Only Device Max

o O|AEXX I =AMERISELFUE MAM HEH K[| ~ER|etetLICt THEatZ 0|7 | EF LT, 20| 0 0|

=

=
—_
HAERNSSELFASLICL

+ 7| = number.of.mam.devices.per.user

o MY =ZIAEAISEY LU= MAM TX|~Ex otetLCt,

MaxNumberOfWorker
o U220l VPP EIO|MASIIHSMAE R =AHELQULICE 7222 3 YLIC A HSIILUQTHRAELES
LLJASLICH JBLIHIESH 6 0|2 ERTIHX|IH VPP E7I4 2] CPU AHEZ0|0j R =0t&L|Ct,
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NetScaler Single Sign-On
« False 2122 NetScaler ol XenMobile 22| SSO Z0f XenMobile 2t7|50| A2 E[X|t&LICE NetScaler

Gateway 40|24 URL 0| Z&=[=A 2 XenMobile 0|24#7|52At835t0] NetScaler Gateway MM ID £
QlgfLct. 7|27t2 False iLICt.

Number of consecutive failed uploads(& = = Alnf4)
+ CEIP(AEXISZMMEZ TRM) JRES LM R MINSIZISSERAIRLICE A2 =MD SHHEI0| S IHLICE &
ZE7H15 g|A1istH XenMobile 0| A 24A{0|2t 1 =8H= CEIP SAESIX| Y =S HFTLICE RMFHHES HAE
MO|ALZO{REAHBIL|CIMH AN SR THUA|I2. EETHYZEIHZ0| 0 S 2 MM EL|CE

Number of Users Per Device(Z x| ZAIX4:)

o SYTEKIE MDM OISEL+U=AE R £ LT 0 2R AZXIIIS U EH K ESE L+ AS22/0|

Pull of Incremental Change of Allowed and Denied Users(51 23 HREAIEXIQZSEHA LT 27])

« XenMobile o] PowerShell 24850 ActiveSync ZA|Q|HEIZ7HM S =H| Q12| S EESCH7|SH=A|ZH (X)
L|Ch 71232 60 =QL|Ct,

- HATC

Read Timeout to Microsoft Certification Server(Microsoft 1= Mol 5H2! 7| A|ZHR| )

+ XenMobile o|¢7|E+ Tt AS MM 72| D EHO|R2E 20|
=

3 g L
22 60 X040 RSULYALICE 120 XSS EHH LSS MM QX B2ITHERELITL 7]23t2 15000

Ua|=x (15 =) YLt

REST Web Services(REST 2/ AH|A)

o REST YAMH|ASAISELILE 7|=22t2 true QLT

o OIUS2FAUELZ|SHREH S ZLIZAY EN2[OAISELIL 20|23+ EHYAEIHE2TAEFTZEMELIC
UOIZ S+ EHHURAY ENEXIE7IMSLICH YSEOITUHEL UK ZEIN 7| SOl Y E X LHAE IS T

A
o
HEZ2|7tEHSE+AELIC 71E242 1000 YLt
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Session Log Cleanup (in Days)(4d218z2| (Y))

« XenMobile HIMMZaItRX|El=d4QL|Ct 7|122t2 T 2LICt,

Server Mode(AMHZE)

+ XenMobile o|4zta|, Zx|2ta| =Kz K| 2talofs Zst= MAM, MDM B ENT(QIE{ Z2t0]| =) 2 E oA A
EXZlgtLct. Server Mode(MHZE) &4 20tz HO| MHElZintZo| F x| S S|t M HetL|oh MHRE
9|7| =2 g2 20| MIAF A 2 A0l ENT

145

LICt.

XenMobile MDM Edition 20| dIATIA=H 2R etMH B E = MH SH 0| M HE St H R Eot 2t A 30] 24 MDM giL|
Ct. MDM Edition 2to|MIATIQE=A R MHEES MAM £ ENT 24-st{ A 22| EAE Sl &L T

2to| MIAHH HASEHAMESRE Server Mode(MHRZE) &M 2Lt

o
S=24y

Enterprise/Advanced MDM 2= MDM
Enterprise/Advanced MDM+MAM 2= ENT
MDM MDM 2= MDM

SEAUMHEE=EI0|MARHEIMHE EO R ILICE. MDM 20| A RFTMHRE=MHE =4 0t 2t A glo] e &

MDM ¢iLict. Enterprise % Advanced 2t0| A9 2 @@t MHEEEMHZETL ENT 2 MDM Q2 M2 =0t

LA MHEEIF MAM Q1 RR2 et ZEE ENT QILICH
XenMobile 22t0| MIA 23}, 2H0| I AAK| S A H & M0l M A H 2 EHZ X Ol B H 2 T 0| M B ES 3 IHLICH 27
mHARHE 7| U7 |of et XS 82 27 U XenMobile 2|2 Imtl &7| 3 2 M S ZSHIAIR

ShareFile configuration type(ShareFile 743%)

+ ShareFile AE2|X|R8SX|FetLIct, ENTERPRISE = ShareFile Enterprise =S A% LICt . CONNEC-
TORS = XenMobile 2&2E6H2HE StorageZone FH4E ofchstH M ARHR|Z 8LICH 7| 2742 NONE 0|0
A > ShareFile 3t x7| =270 M ShareFile Enterprise A4 E S0l A Meigt A ZLICE 7|222 NONE
Lct.

Static Timeout in Minutes(X X A2t S (£))

o YMHANZERTIRE A& 40| STATIC_TIMEOUT 212 <: 0|44 2 XenMobile o|CtZ A8 otz 22|XIER2
J0HRBE7 || AlZH (2) SFQIFLICh
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- REST MH|A0||CH3t XenMobile 22 APl EAI23t0] XenMobile 2& 0B A A

- REST MH[20ici3t XenMobile 38 APl S AE3I0{EFALH Of| 2 M| A

rlo

=2

Trigger Agent Message Suppression (00| EH|A|X|E2|7{2{H])
HAIXIEALE SHALIAL SR = S HetLICE. false ZH2OIAIXISAISRILICE 7

« Secure Hub Zzj0|E

true IL|Ct,

Trigger Agent Sound Suppression(0f|0|HEA2EE2|7{2f|)
StALIALE SIR| = S M EfLICE false 2t

EAREEME

« Secure Hub Zzj0|E

true IL|Ct,
2UCIREE

Unauthenticated App Download for Android Devices(Android Z x|ofCistol B &| X| gt 24T
AELICE O]&M2

I#st= Android Zx|oCte2Ed

o

142 Android Enterprise E4

» True AE XM= A EE
Google Play Store 9|Ct2 2= URL 28X 22X 33h= Android Enterprise S40|AH8E
QLR EE URL 0l=Q5E20|Q =23 E|7 (XAM One-Time Ticket server(XAM 23| 2E|ZAH) &
&L 71222 False YLt

)HOEI-IolEI) (o] poa=i2=ES
OF%OHEf—S—EE)

Z<2 XenMobile of|MeI=

Unauthenticated App Download for Windows Devices(Windows = X|0l|Ci OIS £| X
ecure Hub ol|2tAE ElL|Ct. False ¢!
=2t2 False YLiCt

ZAFSHA| =0T S

LS

CSEA
—=2T

Use ActiveSync ID to Conduct an ActiveSync Wipe Device(ActiveSync ID EAt23t0f ActiveSync Z%|

x7|3t8)
« true 2/3 <2 Exchange ActiveSync & Endpoint Management 7{4lE{7} ActiveSync 4/#X= asWipeDe-
22t2 false Lict.

— HA

vice HIMEQIQIfZ AL RILICE 7|

CLA o
E=&5M3t

ArgREIYRISE N
garsaolBLI

o Windows CE ZX|0f|2tALEEILICE O|AISAIX|H | EAESHH Windows CE Z x| Q2| X| A EE|of Mot
0| XenMobile Hi|O|E{H|O] A0f| 2 7} x| B &M 0| Zhof| 7| HhStof i 7 £l 2t

MEsAELI sigsd H&49)
o 10 ASXHXIEY|

104
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 7|: device.properties.userDefinedN
. JP 3‘,;E|I|-7|-I'|°|
o HAO|Z: RA2|Xt7HH 2

o Al HEXIrEe

Exchange 2|A+EXtat

« true 2122 ActiveSync Exchange AtEXIol|cHetALE XIS AL SR & LICE 7|=27t2 false LT

VPP baseline interval(VPP 7|=7t%)

« XenMobile 0] Apple 0l VPP 20| MIASCIAIZIY Q= 4| AZHAQIL|C, 20| MIAMBESAZ DX H VPP of| A 7+A
2USHBOZMASH=AH UL 22 EHZELIE S XenMobile o2t & Ql&LICL 72X O =2 XenMobile 2 VPP
2O|MIAT|ES XA 720 20ICIAfE DELICE

HX|E VPP 2to|dAtE2 A2 (of: 50,000 JHE2) 7|1 &2 A S50 MATIH IR LY QKA EEE0| =201 &
LIt Apple ol A VPP 2to|dIAZIXIEH A E 2 0 20f| 4 5[ =F 222X H XenMobile 0tH Z LI &0| YOI EE = E5H=2
O|Z&LICH F7IEALO|O 2| A7HAL2 60 £L|CE =3t XenMobile & 60 20CHHE N 27| 48 600X 247 27| 0]
So|HFLESMAeLICE. 2222 VPP J7|E2A0| 60 2ER7|EAL0IS[ZHAO0| AT 119 EMMAIXHE £AELIC

HAHI AL

. B8 AP MME QB ESOTIRWHSK| HELICE STATIC_TIMEOUT Q122 HEAIZHH3H () M4 Aof
RIYEIZ0IX|LIB IS ER0|B R EIHO 2T BILICH

INACTIVITY_TIMEOUT QIZ S H|ZHMA|ZR|SH (£2) A2 M0) X M EIZH S OHH| S A 0| BRI S E T 0Bt REIHO 2 7HE
stLict. 7|22t2 STATIC_TIMEOUT L|ct.

Windows Phone MDM Certificate Extended Validity (5y)(Windows Phone MDM 2IZAM2IZEQ & S (5
))

« Windows Phone %Ef
23tf MDM Mol el S &L Ct,
true /L|Ct,

Windows WNS &g - HAIF A

+ ChannelURI 2|#Algi=QiL|Ct, 7|=22t2 10 L
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Windows WNS stEH|E 7t

« XenMobile 0| 3 20Tt 5 HEX|of| H A= Z K| Of| H A S| NX| 7| T AIZEILICE 712342 6 AlZtLICE

XAM 23| 8E|3

. OTT(Y2I8AZESD) 2ASCI2ZSHAUEAIZ (Y2IX) YLITh 01442 Android FHlolelZE KLYt
=3 Windows F/2|9 5/ NIt YUt 2E S HEMALS ELICE Of2{3ts Mol SE K2 Uri e 2 S
o

XenMobile MDM Self Help Portal console max inactive interval (minutes)(XenMobile MDM X}7X|

ATHB A hH Y (2))

[T |

« XenMobile X7t X| I Z Lol MH|ZHALE X720 E| 7| HX| 2 A2t (&) YLICh AIZHAIEH0] 0 QAL H|Z AL
A7t2aQlMEi 2R X ELIC 7|=22 30 YT

ME{4A 27} HEIES A

XenMobile Al MHOE M EH 54

Ny otstoFgfLCt,

[I|>

Lic HARZ =2 EL 0 XenMobile SCHAIA|E SO H AL E27{1 st

Xt

[=1

El

XenMobile SCHAIA| X522 5H0|IHIO| M ESH BB T ETESAIERILIC.
1. XenMobile 2&0 2% ue|o|7|ojoto| 282 2/ptLICt HEH 0| X|7HIEHELICH

2. Meorof M M &S ERIELICH M SSHO|X[ZHLFEHE LT, O|HO| X MM EE S50, HUE=AHE U
SLICt
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XenMobile Analyze Manage

Configure

& N admin +

Settings > Server Properties

Server Properties
©
Add

Display name

NetScaler Gateway Client Cert Issuing Throttling
Interval

Number of consecutive failed uploads.

Sharefile byPath API fields

Sharefile configuration type -
ENTERPRISE/CONNECTORS/NONE

Connection Timeout

Identifies if telemetry is enabled or not.

Length of Inactivity Before Device Is
Disconnected

User-Defined Device Properties 1
User-Defined Device Properties 2

User-Defined Device Properties 3

Showing 1 - 10 of 111 items

‘You must restart XenMobile on all nodes to commit and activate your changes to the server

To restart use the prompt through your hypervisor.
Search
Key Value Default value Description
ag.client.cert.throttling.minutes 30 30 Throttling interval for issuance of NetScaler Gateway client
certificates.
ceip.consecutive.upload failures 0 V]
com citrixsharefile bypath fields  odata Id, odata Id, Comma separated set of fields (case-sensitive) that need to be
url url extracted from the complete sharefile byPath API response
com citrixsharefile configtype  ENTERPRISE NONE Sharefile configuration type . Possible values being ENTERPRISE or
CONNECTORS or NONE
CONNECTION_TIMEOUT 5 5 Session inactivity timeout, in minutes, after which the TCP
connection to a device will be closed (by default 5 minutes).
console ceip participate true false
deviceinactivity days threshold 7 7 Length of inactivity (in days) before the device is disconnected.
device properties userDefined1 User-defined device properties
device properties.userDefined2 User-defined device properties.
device properties userDefined3 User-defined device properties
Showing | 1 | of 12 <

—_

XenMobile Analyze

. F7IESEIYLICE MAH S 37t 0| K| ZHtEFE LT

Manage Configure

Settings > Server Properties = Add New Server Property

Add New Server Property

Key Select an option

Value*

Display name®

Description

- @

Cancel Sawi

©1999-2020 Citrix Systems, Inc. All rights reserved.

107



XenMobile Server sixjzlz|A

o F|: SE0|MH =TI SMEHTILICEL | =/ARXEREELICL SMEUSHASI|HEEESTIERQH 6T
EZ2 Citrix X[ 29|stHA| 2.
ot MEiSI|oIEg S Lt

o BEAO|E: MHEYH|O| SO EAL| =S H2tel0| S S U= BfLICE
[=5

. M LA MHS Ao Ma2elaiet |t
3. MEgsagLc
Mesdeustew
1. MESAE0| S0 BT S 4 A S Meteh |}

M & Folzelzts MESIH ML S E 20 S MU w7t EAIELICHL SEUHMOIRAXIESSIHFERLERZ
wE8

2. HysSaeLch MMHESYHEYHO|X[7FLtEHE LT

XenMaobile Analyze Configure admin ~

Settings > Server Properties > Edit New Server Property

Edit New Server Property

Key ag.client.cert throttling.mi
Value® 30 G
Display name™ NetScaler Gateway Client
Description Throttling interval for

issuance of NetScaler H
Gateway client
certificates.
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1. B4 ME|O[ S0 MAH B A & S S MEgLIt
2h M 0| L= SQI B S ME SO AL 2 4 H S S0l A e QI s LI

2. MHEIESEELICH Seltist RZHLIEFE LT, APRISTHA| 2 2L T,

May 21, 2019
XenMobile Server 2-Z2|0|AEK| Q| FRCIS AL 2UHOZ CLI SHO AN ASLJAELICE

« XenMobile 0| dX|£l5t0| I{H}O| K AF8: SHO|T{HIO|X{0fl M, 7t 2 XenMobile FHA4ARE{ EMESI IHYIZIE
H7|S %32 XenMobile Q22| XA 2228 L T XM 821 S50 THHIO| X | A M EHRTIHAIL.
o 2otol| SSH 7t E[=Z 2 SSH AF8: XenMobile ollchtat2| XA Mo 2 328t L|Ct

CLI EAI8stoCtaet P HUE MG E2ZI Y S4B+ ASLICH C1ZaR2 CLI 2| Mot FwE2HELIC

CtS2 Configuration Menu 2| ¥ E1t2t Mol i EA| = = ™M L T
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[1] Network

HITPS service
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[3] Database
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[1] Show Cluster Status

SRHAHYSMES=TUHTZ OIS AU 20 A K| FHLHEFE LT

To enable real-time communication between cluster members, please open port
80 using the Firewall menu option in CLI menu. Also configure Access white

list under Firewall settings for restricted access.
SHAHZSMESK| U EMHSHLQCHZ 22 2 A K| 7FLFEFE LT,

You have chosen to disable clustering. Access to port 80 1is not needed.

Please disable 1t.

[3] Cluster member white list

[4] Enable or disable SSL offload

SSL RE2YSASSX| R EMEHSIHCIS I 2 M| A| K| 7HLHEFE LT

Enabling SSL offload opens port 80 for everyone. Please configure Access

white list under Firewall settings for restricted access.

[5] Display Hazelcast Cluster

Hazelcast 22| AHSRAISIE S MEHSIHCS 22 S MO|LIEHHLICH

Hazelcast Cluster Members:

© 1999-2020 Citrix Systems, Inc. All rights reserved. 112



XenMobile Server sixjzlz|A

THE L EIER A Y RIIOMHE RS = ESLHAAI RS A 2.

System Menu O M EA|AESZEHEETA|LLEMHSIHLE, MHECIAAZIEEZS 25171, Advanced Settings of|
NAgtQELICE

NTP MHAES S NTP MHE 2 EXHEAUALICH XenMobile AlZH2310|Hut0| K2t S 7| ST B EA|ZHART SR
JHLIEHH=22 XenMobile of NTP ME{E712]7| & 231010 X SWA 24 USLIC 0| SMSHA S| R EZ2{ AR A
HECHAI A ZHEILICE,

[5]Display System Disk Usage &S0 AC|AIZZIS &I+ &LICL
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[12] Advanced Settings

[12]1 Advanced Settings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

55L protocols

Rezet 55L Certificate
Reset pki.xml

Server Tuning

Switch JDBC driver

SSL protocols SH27|2MO 2SR ET2ESZ MM EIL|CL. New SSL protocols to enable ZEZEJHH 4|
E[HAISHTZEZSSUHELICE XenMobile 2SHUZEE XU R EXIZEZSALESIRIASLIC OS50 TLSVI 2
T .2

Ar28tX| oo B ™ enMobile Server ECIA|A|ZFstL|CY,

14
-
()
<
—l
—l

o

9
o
ajo
<
i
©
_||'l-l
§
>

Server Tuning SM0ll= MHEZA|ZtED}, R HHAS (ZEY) YA A =4 (REY) JREHELICE

Switch JDBC driver 42 jTDS 2t Microsoft JDBC L|Ct. 7|2 =2to|t&= jTDS YLt Microsoft JDBC =
2| T SHOf|CHSEREM|SHHE 2 SQL Server E2I0|HERZTSIMAIL.

EHcHEEH

CtS2 Troubleshooting Menu 2| MZ 3t 2tZ Moj|cHe EA| =l = M- QL|CE
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[1] Network Utilities

ShareFile S FTP AO|EZALE SO X HHES Y ZE 52

X HAHEHZ =S AIFSE7| ol ShareFile MIMCISESTHQAS T MEL|CE

a. YEatMo|lM https://citrix.sharefile.com2&LICt.

b. Personal Settings(7i2/4%) £E22/st= Advanced connections(T3¢2) E22/8LCt,
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Citrix ShareFile

@ Dashboard
Folders

on |

b - Workflows

Personal Settings
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Citrix ShareFile

Edit Profile
Two-5tep Verification
My Connectors

o Advanced Connections

My Apps & Devices

<

C. FTP MtHE 20l A AL XtO| SOl B H 2 XAL X} ID 747|285k 9| =0 Q1 /AL XHO| & M 28 = b el Lt EFLE=X| 2Rl
gfuc,
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You can connect to your account using an FTP client such as WS-FTP or FileZilla. To connect using an FTP client, use
the settings below.

Your FTP user name includes your account's subdomain to the left of your e-mail address. If you are unable to log in,

or your FTP client does not allow you to enter the / and @ characters as part of your user name, you can use the
shorter, alternate form to the right of your full user name.

Detailed Set-up Instructions

FTP Server Information

Security: Standard (Port 21) or Implicit SSL/TLS (Port 990)
FTP Server: citrite.sharefileftp.com

User name: .com or

Password: (vour ShareFile password)

Both secure and standard FTP are enabled for your account.

2. ShareFile MB{oll N FTP SA1% FTPS SAL B4Ql=X|gtolstL|C}, 0|AX 02 = ShareFile #2|X{7t FTP £41

o

PN

+ Linux CLI 7|t FTP Z2to|dE2l XenMobile diMIIY SR = ESH=210|2 28 & Al (/) ALHI7|=

(@) 2XIEAIEXI0|Z 0| U 2l BrAGALI T,
o XXX ID 7t 0| X2t ¥ ShareFile 2t2|XtE = ShareFile XI# Q2 RE{0|AEXt D E2¥Y

Slatch,

MAIBRAYEH =AU S BELICE J2{LI7tE2 FTPS SMESHEE L.

BEMY) E22%E Enable ShareFlle Tools(ShareFlle TTRAIE) E22isto{o| M SEQISt DALE St =N
Hetau AL Ch External Apps(2/52), FTP Access(FTP 242 ) o A Enable(Atg) tolzt2 MetsfopstL|
ct
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Citri ShareFile

w
-

TP S210|HEN MItUH Z =0 SC| 2 E2| 2R EZ R EC Z0HELICH, Home(E), Folders(ZH) Exta2
2ist= Personal Folders(71Q1Z0) £22ltLCt,

Tl

4, MREZ0|MEs}7| (+) of0]2222!5t 1 Create Folder(ZHTHS7|) E22ISCtSE 0| 22228 Lt
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Create Folder

" Required
Name: * upload

Description

Add Users

storage Zone

Create Folder Cancel

[ ] Add People to Folder

ShareFile EU v @

5. XenMobile Server CLI 2| Main Menu(t| 2!t +7) ol A Troubleshooting(2 x|l Z) > Support Bun-

dle(XI¢HE) gMestL|Ct, O3S Support Bundle Menu(X| &t

= H
Bundle(X|2HS4N) SMeBLCH

=
=

ol %) ol M Generate Support
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Configuration
Clustering
System
Troubleshoot ing
Help

Log Out

[0 - 5]

[B] Back to Main Menu
[1] Network Utilities
[Z] Logs

[3]1 Support Bundle

Choice: [ - 31

Support Bundle Henw

[8] Back to Troubleshooting Mena
pport Bundle
jport Bumdle by Using SCP
Support Bundle by Using FIP

Choice: [© 311
support bundle exists. Uuverwrite 1t7 [ysnl: y

Support_Bundle successfully generated: 201511123 1450866290591

Support Bundle generation iz in progress. This could take a while

S|

JEXNYHSOIU=Z RHAXZLEAE[H y S HSIHS ST YA SLICE.

6. XAYHES FTP MHoPZ =2t

a. Upload Support Bundle by using FTP(FTP SAtE35I0{X|2HEHZE) EMEE

b. Enter remote host(2ZSAE¢/2]) HAIXIZHEAIE|H FTP Me{o|Sg=gtLict. ShareFile o] FTP Mt

EAEE|=Z R A0|ECHS0 Shareﬂle FTP Ato|E0|S 2= BtLICt. ofl: citrix.sharefileftp.com

c. Enter remote user name( ZALEX0|E2) HAIX|JHEA|E|HE LKA AL ID S TLICE
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d. Enter remote user password (& ZAS A S ) HAX|ZHEA| S HA S ST LY,

e. Enter remote directory (2 ZC|2|E2|22) HA|X|7HEAIE|H ShareFile I MTEZ R EHO|ESUEE

Enter 7| E5ELICL

support Hundle Heno

Cholce: [0 3] 3

Current support bundle: 1511123 _14560866449

.Sharefileftp.com

s or host name. Path should be relative to ftp r

ot location.

Eu-west—1 LCORpULE .

d from (unknown) I
{

e to the ) Test Account FTP site.
"Aupload 15 the current directory.
Data c C open: trans 5

YEEBIX|YHES ShareFile (MIESIEHAMESJUSLICEH

Citrix ShareFile
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XenMobile & ShareFile olcietxtAI B2 Citrix Support Knowledge Center EME&ESHAI2.

—r-

ot

Cla3zzte

folste{ ™

J

CLI Ol MEHS B Z O A ARIC| A S ZZhaBtolIsr U &L,
. HelH oA System M| =S MEBL|CE

2. System =0 A Display System Disk Usage SM2MetstL|Ct,

A AR R IHLE LT

XenMobile 220t I EZ AIZBL7|

January 6,2020

XenMobile 2&2 XenMobile 2| E&t & #e| = LICt O|2M0l|lA= XenMobile SEM X T2 &0 A ZHY
QlzioZtHetL|Ct, XenMobile S0t= A x[stx|t2 AR XenMobile M X E&Z8H4A|2. XenMobile 2
X|oflchstxtA|stii 22 XenMobile S EMEXR XTSI,

HYEZ253 XenMobile 2&0 A%tz 2 XenMobile S7 48t nLIHINAIZ ETtHRIL|CH x7| 1 MstH o2 S0t Qs
Lt LR AKX FHSHHEEREZS0UMLISEE ST ELE+AUASLICE MR, HUIXERIISH|HTSEXEES

[ O 2o
SHOFELICt HA L2 2QEZML(0UA=70{0t0| 2SS 2Tt
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XenMobile Server sixjzlz|A

Import certificates
(trusted SSL, APNs, Configure LDAP*
client certificates)

Initial install settings
to configure now

Configure Configure SMTP & SMS
NetScaler Gateway™ notification servers

N

FAE O XM SHH 8 Tt AE EAH=CHS Citrix M MY MEM UM HSEESHIAIR.

d

o|l=
[y

NetScaler Gateway % XenMobile

o
o

Android, i0S % Windows S ZSX| st HOIS AL A H et 4 H S I sHoFRLICE,

Android

Google Play XtAZHSTHSL|Ct XtMEHHE 2 Google Play Launch(A[Z) & E=sHMAI2.

+ Android Enterprise Z2|XtAESTHSLICE XHMEHLHE 2 Android Enterprised & =sM A2,

Google o=m|Qlo| S22l |Ct XtMEHHES G Suite =0 QI Rlo ME XS AIR.
« API EAIZSI=EHFSI L

SHOUMBZFYAI2.

ioSs

« Apple ID HLRIA™ESELICE RIMSILE 2 Apple Developer Program HAIO|EEXZSHAAIL.

Android Enterprise S| MH|AAESTHELICE XMEHHE 2 Android Enterprise =

o APNs(Apple ZAIZ2IMH|A) oIZ A E0HELICE, XenMobile Server BHZEAM2310] i0S & x| EH2|stH =
2 Apple APNs 21Z M7t @BtL|Ct Secure Mail HH O ZA| LS A= 2 Apple APNs QIZMEER

gtLict. Apple APNs QIS MER =0l etRbM|SHLHE 2 Apple Push Certificates Portalg#
2 i0S 8 Secure Mail 2| AL SEEMAI2.

XenMobile %! APNs ol[cistxtMIst g2 APNs Q15 A

A A 2.

4
+ VPP(Volume Purchase Program) 2| At EZ228tSLICL XFM3HHE 2 Apple Volume Purchasing Pro-

gramol MEZSHY AR,

Windows

ol

+ Microsoft Windows AEO{HUXIAHSRHELICE RMEHEE HEHRY, XAU++2ERERSHUA A MEE

SHMA|Q.

« Microsoft Windows AZ0{AAIX} ID E7FHELICE XAEE2 AL E e a2 UE S 22| o ME XS
« DigiCert QE{Z2}0| ZQAZHEJ A LICE KPR S vz Windows Phone 292 &H1xE

SHEYTOHIAIL.

© 1999-2020 Citrix Systems, Inc. All rights reserved.

124


/ko-kr/xenmobile/server/authentication.html
/ko-kr/xenmobile/server/authentication/netscaler-gateway-and-xenmobile.html
/ko-kr/xenmobile/server/users/notifications.html
https://developer.android.com/distribute/googleplay/start.html
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https://support.google.com/a/answer/60216?hl=en&ref_topic=3035788&vid=0-635786172084405398-1386602762
https://support.google.com/work/android/answer/6095397?hl=en
https://support.google.com/work/android/answer/6095397?hl=en
https://developer.apple.com/programs/
https://idmsa.apple.com/IDMSWebAuth/login?appIdKey=3fbfc9ad8dfedeb78be1d37f6458e72adc3160d1ad5b323a9e5c5eb2f8e7e3e2&rv=2
/ko-kr/xenmobile/server/authentication/apns.html
/ko-kr/citrix-secure-mail/push-notifications.html
https://vpp.itunes.apple.com/?l=en
https://vpp.itunes.apple.com/?l=en
https://docs.microsoft.com/en-us/windows/uwp/publish/account-types-locations-and-fees
https://docs.microsoft.com/en-us/windows/uwp/publish/manage-account-settings-and-profile
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj206943(v=vs.105)

XenMobile Server sixjzlz|A

« Windows Phone S£0i XenMobile ‘tsAM S8t =2 238 SSL AEMEANEL+AE=XIZAIRLICE Xt
Mgt 2 XenMobile Autodiscovery Servicet| MEZESIA A2,
« AET(SE8ZZIMSEEE) EUELICEL XHSHHE2 Windows Phone ES8X2 IHSZEZ S MM st=UHY

SNEATSAIL,

ZSAHRINGYIER

O|HIEZUM=AANTKERTISL7 |0 L EHOFL AT R AT S EHFLICH

Recommended Undat " Check I N Configure ShareFile
prerequisites Add users & Add delivery Assign roles to p atfarortcrea © oC anf men Add workflows for Enterprise
before adding groups groups users & groups™® net |c|a on mo es_ o app approvals® or StorageZone

apps and devices LDE2es [iatop Connectors*®

ZEAH oIt REM SHH 8 T EHAE HXH=CHS Citrix MBS MY MEM UMM SETSHIAIR,
o MEXAYE, HLBUSE
o Z|AAH|E
« RBAC EAME3IHAE T4
. 2
. YaEosy|Une
+ XenMobile oil A ShareFile A+g
I

LDEEEEST
0|9/2 22+ XenMobile ol 2x7tst =2 2u2tord A& =M E LA FLIC

PN

HEIIQ= g M E QAL

3
O,
Wrap apps with 5
| Configure app Add app ol Kfl Deploy apps to
Add apps Mﬁz::;!&:;as b policies categories® Pply worktiow delivery groups

ZPAF ol REMSHH 8 A 'S " AH=CHS Citrix MSHYMEM NP SEETSHIAIR.

o MDX Toolkit M=

. A7}

¢« MDX K—IXHQ_ 3
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0|2 EZ= XenMobile ol A Ex

PnK

ASuietore

o

=MERAFLIC

Upload
provisioning file

Configure devi

Add devices o
policies

ce Deploy device paolicies to

delivery groups

Configure client settings, such as

and ActiveSync Gateway™

beacons, Citrix Secure Hub support,

Create automated
actions for devices*

Aot RtM L&

o FA

o XHE=HAI2GHH

o Z|AAH|E
. DUEYURY

A2 XHEAI9 A

JEEE

|/- i
()

£ XenMobile (| MAIZXIEXIESE

TEHAEE A0S Citrix MELE

st=guatoret

Check enrollment

Enroll user devices S
modes for invitations

Send enrollment
invitations

A HOCHBREM BHLA G HERA R AH=CHS: Citrix HIB 4
. ABTAE, EusE
. 2

O|HIZZ=Z &0 Mt AT AEYAUT R 2 HES EHELIC

r
0z
>
Rk
]!

2 ELC
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/ko-kr/xenmobile/server/apps.html#create-and-manage-workflows
/ko-kr/xenmobile/server/deploy-resources.html
/ko-kr/xenmobile/server/provision-devices.html
/ko-kr/xenmobile/server/system-requirements/supported-device-platforms.html
/ko-kr/xenmobile/server/deploy-resources.html
/ko-kr/xenmobile/server/monitor-support.html
/ko-kr/xenmobile/server/automated-actions.html
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View notifications and
Ongoing app and monitor devices and apps
device management on the dashboard

Issue security actions on Do connectivity checks, create
devices as necessary support bundles and view logs*

ZTELEZUR(CA=HUK|OI0|ZS S SIHEA | =X H SH0UCHSAA S 82 ZLIEZ X H SV YA,

= o
S Ml

ol

January 6, 2020
XenMobile ZES0CtS ot 20T Q ATIQIFof 2Hof gLt

+ XenMobile Server: XenMobile Server =SEE QIS ESASHO|5I=2|X|L|Ct, AIRAISE0CiTtS M2
CtEotZ&LiCh

i}

- SESEFAISHEX B =X E
- 2CHQE2ePEX| 3 HAlEE T EX| 0|2, XenMobile 2|2zt0|AELH S S Citrix PIN 5S4t
8ot EMHSID PIN o2& datotz Azt S gL Tt

» NetScaler: NetScaler = Micro VPN SSL MMo|E27|sSM S Ct. =3t NetScaler eHEYIFLEEE

« Secure Hub: SE=0|M Secure Hub 2 XenMobile Server 718t =S stL|Ct, Secure Hub =&X|0fl A
NetScaler 2tEAMSH=AEEIQLICE MMo|2tZ2E[H Secure Hub 7t NetScaler 2RE{QISE|ZI S0 MDX ¥
Ol E|ZISHEBtLICt, HAIXIZF217| (man-in-the-middle) SAS YR L ACEASMIHI|SSAEsH=
Z40|ZSLICE XMBHLIE2 Secure Hub 2M0IM QIS M I HSERSHAAIR,

st Secure Hub EE8 MDX EQHAH 0| HE & AAE & 4= ELICL Secure Hub EAISSIHEMSIAISI T, H
O|A|Zt£=|H NetScaler EEsiMMSTHED, MDX AlZtESIQI B S AS Yo st~ KLICE 3t Secure Hub
EEHSZX], XILEA O|MEQISALE RN 8ot EXF M S 2| gL Ct
o MDX Z: MDX &= X|of| ME|O|E{ M & AZS0HEL|CH, MDX H*2 Micro VPN 2ZSCHA| NetScaler 2z2|C|
HMst) QEERID XSS M st AlZtE 22220 HEFEMSH F L Ct
1 CHARIB S 2 CHAIQIZHHHOITH R EH| 23O S T MO CHEERIMIBHLE 2 2H Ot MO A 215 BEMEE TSI AR
XenMobile 2|2IZMEAESI0| HOIHASIEDAIRAIEQIB S ELIC} 0|2 MOILIHX|HE0| M QIS Mof|cis A st

Ch FEFSHRE L0 M =S HE 22 EHTSHYAIR
o CHQIISEEEHRINEEZRS
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+ APNs 2IEAM

+ ShareFile SSO(Single Sign-on) & SAML
» Microsoft Azure Active Directory M MH

« WiFi MH{lES9|3te
o ASOABEX|G=D

JERE

ASM

XenMobile SMHZHLY L =E A

CC

st XenMobile 24| PKI(2717121
E Citrix MZE

SHUUSHEL|CE.

=S MEEDSI| ISR ME E SS
C}. o] SSL IZMEHLR T CA(Y B 7|2

2otACIHEQIZ Mt SAN(FHICHA0IE) 1B A

X ZELHAH: WiFi &K=

RUSMESEFEYHMS TSI H: AASTEAEH

I 2}) MH|ASAHESEALIZ2 0/

L(Secure Sockets Layer) ¢
Q= M= A|sioFEtL|Ct,

Q15 Mollthst CA ZEE{Q!
SXUBLIC LT MADEILEEE SAN IS A
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XenMobile Server
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E

-

SIS AURBSBOFLICL,

PEM(BASE64), PFX(PKCS #12)

.p12(Windows 7|2t FE{2|F
2.pfx)

PFX(PKCS #12)

2tO|HEQIBSNER S AHLE Active

I TIENES

SSL, 2E (NetScaler Gateway
7t PFX EX522 PEM 22tH3tst)
SSL, SAML, APNs(XenMobile 0]
M| Z2HASOFEA PKI =4
ZQ: XenMobile Server &.pem
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=

o

L7 | 2TALE
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A
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EOIIBS MM AT HE ALY B S EH B4 TS M| 0fASLICE TN HFLHNZE R PREHS BB A
Steg R Y SXIHSI2 =M A K| ZHLLEHELICH EESXIYOX| G HMFHA oM HMet S0|2EE LT PKCS #12 ot 2Ly
N SBHITEBSET |0l PKCS #12 E7IMTARYC 2 MENSIHE AT S JHLEHLEX| 24 &L CL
1. XenMobile 2&0M2&2 22X U L|0l=7|0{ot0| 2222 BtLICt A EH 0| X|7HtEHELICE
2. ABEMESELC}. ABMH|O|X|ZFLtEFELICE
XenMobile Analyze Manage Configure 1«3 A, admin v

Settings = Certificates

Certificates

You must restart XenMobile on all nodes to commit and activate your changes to the S5L and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

Import Add
Name Description Status valid from | Valid to Type Private key ~
X¥MSs.examplecom self Signed/Generated Up to date 2015-11-16  2025-11-13 SAML v
*.agsag.com & Expired 2013-10-23 2015-10-23 S5L Listener v
cacerts pem Self Signed/Generated Up to date 2015-11-16  2035-11-14 Devices CA
ent-root-ca Up to date 2012-02-22  2017-02-21 Root or intermediate
APSP:3623302e-7c6e-4df8-aad @ 22days left 2015-09-30  2016-09-29  APNs v

Showing1-5 of 5 items

3. JINRI|E2=IELICH 71 7 |CHet Rt FLEFE LT
4. CI3EZYSTEEULC

¢ JHNMR7|: S R00|M MY LESELICH IHN 27|t RIHH B E O ALE 7HS B | M E A S MO|LIEHELI T
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Import

Import Keystore
Keystore type PKCS#12
Use as Server

Keystore file®

Password ™

Description

Cancel

You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.

o IIMEARYE: SX0i|M PKCS #12 E22IfLICH
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[
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UELICL O|EE=E3F R ML= EHY

- SAML. SAML(Security Assertion Markup Language) 2/Z SAtEstH A, 2 ALo| ESI ol 3

SSO HNAEH S LASLICE

- APNSs. Apple 2 APNs 215 MEALEstH Apple Push Network EEsi ZHIU K| S22 &4 UASL
ch.

- SSL #=417|. SSL(Secure Sockets Layer) #417|= XenMobile 0| SSL = stet=SARIL|CH

o FIMEADIY: HotE7| 27 2.p12(EE Windows 7|2HARE S| AL pfx) Tt Aol 7| M E A SR SLICH

o gz dEMog T E B

o Y UQHERMROEINELEFES=H TS0l =dHSUHBLICH

5. 7tHQ7|E22ELC}, 7|1 MEATIIE ME|0| S0l IHE LICE
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setEd2rgZ &L
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« SAML. SAML(Security Assertion Markup Language) 2! Z S At 8t HA B, HALO|E S Hoflch 3t
SSO(Single Sign-On) HMASHSERUASLICEH
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XenMobile Server = PKI: 2E CA, Z*| CA 2 M CAocisiLiE XM o 2} S A EILICE 0]2{%t CA
=M IECZEZEHIE0|E0|HZELICE. M XenMobile Server QIAHAZS T 2 H| X StHM7HS| CA 7 M E| T
J20|2 “default(712)” 71X - ELICE

XenMobile Server 2&£E=Z2 REST APl EAI23I0 X2 E| = i0S, macOS % Android Zx|ojcist CA EAAMTHE
UAELICE S22 Windows ZX|2| AL AE K| CA SE8tO{HAZXIIFEX| SR S 28| 0FBtL| LY,

XenMobile Server o MLi& PKI CA EMZ D X|HLICIAM A st 0[2{ gl BT 2o Y S otE KA S M EAMSH=CICIS

2 APl EAEE+JUELICH

« M2E CA(2E7]2) SETHELICH

« A CA S2d3tst ol CA Ed[gdstetL|ct

o THEERNSZUMTRASMHEALELICE O|0|SEEF X =S TUOIAISESELICH FXZIMHOCIAHZ = HEY
X[AS M7t S ELIT

o OfT3|0|H CA EAESAUY K|S E St PfLICt

o DEFXIM CA EAIESHAEHOIH CA SAHELICH

Mgt 2 e XenMobile Public API for REST Services(REST Mu|Aof|cist XenMobile 22 API) PDF o ACt2Al

- M M 3.16.58, Renew Device Certificate(& #x o 5 M #A &)
- 4 M 3,23, Refresh XenMobile CA Group(XenMobile CA 1 & M=z 2 #)

O|7| SOYRZMZREASER ASMA LS HAHUZZENMAE L +AELICL O|SH2M ST XI2SEL

MEQFAR

. J2HoROAEMMERH TS 2 A
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A
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g MMEDHI|sS&4%tst2{H re-
fresh.internal.ca MH&4ZHE True 2AFBIAMA|R,

B

NetScaler 0 SSL @EZ2EJMENEIALMQUS N
Ct. NetScaler Gateway S of|chEtRIMBHLHE 2
VIP 0of| SSL @ Z2ERESAEsIE{H) EAMSHZTIUAI.

S{AHL 0ot CA ASMASEM Y= CLI S

st XenMobile Server = =0 M AMH CA QIS M E4M3t= XenMobile CLI EAE3IHCIEE 2 AR L EQRIBS M AT ER
MystL|ch CLI 72070 M System(A|A&) >Advanced Settings(124%) > Reset CA certs password(CA
o

o
IS MLtEMEH) SMEBILICE A CA S MItgl=Z AT S MTSHH XenMobile 0|2 = S M EsIX| & LICE
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[12]1 fAidvanced 3ettings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

35L protocols

Reset 33L Certificate
Rezet pki.xml

Server Tuning

Suitch JDBC driver

EsjutagnmetzEgsolcist, XenMobile BIZO| MALE SH=QI S ME 7| S F =201 Z&LICE 0|4M0f| M= XenMobile

HIMRABMERCHE A M S+ AL HFLICE
SHoLS L 2ABMELREETNIIZL E S+ AS LT

+ XenMobile Server
- MDM FQDN of|cist SSL Q15 A
- SAML Q15 A (ShareFile 21Z22)
- OIS MIICIZEZELHEE|AA (StoreFront/ZEA|S) HUTHRESSZE CAQISA
- i0S =228 APN 215 A
- XenMobile Server Secure Hub Z2l22I3tiE APNs Q15 A
- PKI HZ 293 PKI AFBXIIZ A
« MDX Toolkit
Apple Developer 215 A
Apple Z2HFMI2T (ST 2 )
Apple APNs 215 M (Citrix Secure Mail )
Android 7| M& AT
Windows Phone - DigiCert 2/Z M
» NetScaler
- MDM FQDN of|cist SSL Q15 A
- Gateway FQDN oflci$t SSL 15 M
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ShareFile SZC FQDN ojici$t SSL 215 A

Exchange 2st2A0cst SSLQIZM (E2ETA)

StoreFront 2st24t0fchst SSL Q15 A
O|MQUBMOCHSIREU S 7L CA QBN

XenMobile 2/= Motz FxH

ASMIIZE =B &sH=FLAZMIIE RS ELIC Ho|MHMEAEHHM S HAMTglON XenMobile 2|24

ol MM A=A ELICE

o>

Y

ot2 I CA(QIE717) ollA SSL QIS EAASt2H=D|A|X| S FE Al EfL|CH

Citrix Secure Mail 8 APNs 2/ A

APNs(Apple FAIZRIMH|A) Q1B A =0l ATt R EILICE QB AIIEIR E|7| 0l APNs SSL @IEME8HE 1 Citrix ZHollA
A0 ESIHAIR. B MIItZE|H Secure Mail FAILZIO|M S LUK TP MBILICE ESHHO| MO CHEHEA| SRS R Ha

&Lt

iOS Xx|#z2[2 APNs QIS A
XenMobile 0i|A iOS Zx|ES2stnat2|st2{H Apple ol APNs QIS MEMHStIUEMAIR, S M7 ZE|HAIZ X}
7t XenMobile 0SS+ SHALERIY] i0S HA|S 22| g+l ELIC REMTHHEE APNs QIS MOIMERSHIAIL.
Apple Push Certificates Portal ol 2 125t0f APNs QIS MAME AT Z LM S QIS ASLICL ABSMEUESUAS
X220kt Ct,

eSO EE 30 27X 3H10 Yol Apple 2R EHXIH YA SEIA EL|CH Lo =CHSHEIHEEE Q& LICH

The following Apple Push Notification Service certificate, created for
Apple ID CustomerID will expire on Date. Revoking or allowing this
certificate to expire will require existing devices to be re-
enrolled with a new push certificate.

Please contact your vendor to generate a new request (a signed CSR),
then visit https://identity.apple.com/pushcert to renew your Apple

Push Notification Service certificate.

Thank You,

Apple Push Notification Service
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MDX Toolkit(iOS HiZ2IZA)

E2/Hi0S ZX|o| MU =H (Apple App Store 2| x||) 2CtSAZ2 YR AANE S ESsljoFstL L,
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1. Apple Enterprise Developer 20X MDX Toolkit 22 Z &t ztHolchstH A XY ID SELICEH ALEE SR
=X ID olofl=CtS a2 &LICE com. CompanyName. ProductName.

2. Apple Enterprise Developer 20| A Provisioning Profiles(zZH|MZZ2!) > Distribution(tiZ) 2
20| SStDAHNZ2H|M I 2L SOHEL|CH O|MTHA O M BHEZEH ID oflcHsHo| ThA| S etE Bt
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3. ZEZZHMIZUSCIRZERLICH XHMBHHE2 10S HHIL ML MEESHIAIL.
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1. XenMobile 220X 8H > A=ZME
2. APNs, SSL #=217|, RESIF7I0IT AN
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=

HIRSREASMItF et gteletL|Ct.
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Android 7| Xz A

7|ME A= Android Ao MYSH=HIALE EI IS MIISU=TIAJLICE 7|RF7|2H0|2HE E|HAFSKFZHH O] A A H T 2| 4 ©

ZHESHA YO 0| =2+ RS LI

Windows Phone € DigiCert QIlE{Z2}0| XQI 5 Af

DigiCert = Microsoft App Hub Mb| A8 EMEAS MO EH M ZZxteL|Ch IHUX AU AT EQ0{AH A RH= App Hub
ol 7tlstod Windows Marketplace ol Windows Phone & Xbox 360 S8 T2 IS Xt TR Z =8I ATHE QU

—_ =T M

SLICE XtMstLHE2 DigiCert @ AMoilA DigiCert Code Signing Certificates for Windows Phone(Windows
Phone € DigiCert ZEMEAS M) SEZsHMA|2.

AEMtet R E|H Windows Phone AEXI7HSS S+ UAIELICE AR AZHAIAISI D Eot Y S MK Sl ALI R Y

ZOI X MBS AIZ L RS LICH

NetScaler

NetScaler ol Mol Z Mt 2 E X 2|st=ttoflci3tXt M| BHH & 2 Citrix Support Knowledge Center 0l A How to
handle certificate expiry on NetScaler(NetScaler ol IS Mt R EX 2|stH=UH) SR ESHIA 2.

—od

ot2 &l NetScaler QIEMEEHMEALERITIAEO O SEL UM AT G1OH, Secure Mail AH8 Al Exchange Server

ol HZESlGLICH ESIALE XL HDX YgLtdstn el LIcH (2R SIS MoflumtatctE).

Expiry Monitor % Command Center EAt85tH NetScaler AZMExHELASLICE S MIUZ A Center 28
B SYAELICE Ol2{Bt = EAESHHTIZS L2 NetScaler AEMEZLE AT S JAELICEH
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« MDM FQDN of|czt SSL 215 A

+ Gateway FQDN of|ci3t SSL 15 A

« ShareFile SZC FQDN oflciist SSL 215 M

+ Exchange 2st2tofchst SSL QIS N (2E2ETA)
« StoreFront £3st24tojcHet SSL 2IEM

o O|MQIB MOt RESIFZE CA QIS A
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M

NetScaler Gateway % XenMobile

January 6,2020

XenMobile £4Atg3t0{ NetScaler Gateway ST HE LR L EQ| IO SHA AT X BHASL[SIAISHHLIZSHHE
ELIC). 0|7 52 A sHH R HHUE K| 0| 20| 1 E2tullof 2| K| BHS| AbA B O H M| A Z =AU ELICEH XenMobile 2ZX| 2| Hofl A
NetScaler Gateway 2 Micro VPN S2tE4U&LICH

NetScaler Gateway Ol M&#=| = XenMobile AT ZEELiE L0 XenMobile Server 2t&H A2 & NetScaler
Gateway E7dgLCt

NetScaler Gateway 1A IZEASSQTE LT HRL

NetScaler 2 2AK:

+ NetScaler(x/2H% 11.0, 2= 70.12).

« LDAP 7t8stE M= =Z20[ 2|0l = NetScaler IP FA7t7M =1 LDAP Mo A ZEL|CE,

+ NetScaler 24l (SNIP) IP A7} HE[QYU DL QA MHOHZE|HEE 8443/TCP EEHZEUESZ
HM ATt ELICE

« DNS 7tz 8&nelsstolag &Lt

. NetScaler JEHE/HEE=HItEEt0| MAZRIO| A S 7L A& LICH XMBHAE 2 hitps://support.citrix.
com/article/CTX1260490| MEZBHMA| 2,

+ NetScaler Gateway SSL 215 A7t NetScaler I ZEE| DM A=A ELICH RMISHLHES https://support.
citrix.com/article/CTX1360232& x38IM A2,

XenMobile @ #ARE:

« XenMobile Server(x/2H% 10.6).
* LDAP M7t E|}SLIC.

TENEE ELEEE RPN ELEESSE

1. XenMobile 2&0M2&2 227U e|0l=7]0{ot0| 222 2Bt AEH 0| X|ZHLtEHLICH
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2. Muotzlioi A NetScaler Gateway E22!%tL|Ct. NetScaler Gateway H| 0| X| 7tLtEHEL|CE CHS O KO A=
NetScaler Gateway QIAEAIFERYBILCE,

NetScaler Gatewa
Nh ou configt fi authel ] fi k. If y niti n sern
Authentication @)
Deliver user certificate for authentication f_\ ®
Credential provider siettanopton =
Name Default External URL Logon Type # of Callback URLs ~
@  testNs 5 1ittps://testns.domain.com Domair
3. [IS3dFE ST YL
o QE: ABSAMESIEELHSX| R EMBLICE 7| 2et2 AR YLICH
o QISSLABAERIIZ MAZ: NetScaler Gateway 7+22t0|AEQIZ M QIS EX 2|5t ==, XenMobile of
MQIBIEME Secure Hub eta Rt S X|EMEBILICE. 7|27t2 HAELICH
o MHFEES S SENMABEXNHAZSHISAE S LLICE MHAHHEE2 A ESS AN MEZSHIAI L.
4. MESEgct

NetScaler Gateway QIAEAXT}

s MHSxFstE NetScaler Gateway 2IAEHAE XenMobile ol F=7tgtL|Ct,
1. XenMobile 2&0IMZ &2 22X W0l |0joto| 2222 EL|Ct. MEH|0|X|7tFILIC,
2. MwotzHol| A NetScaler Gateway E22/&tL|Ct. NetScaler Gateway H|O|X| 7tL}EFL|C,

3. F7E2=eL ) M NetScaler Gateway 3=7tH|0| X| 7HLtEFLICE.
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Add New NetScaler Gateway

Name*
Alias
External URL’
Logon Type Domain only =
Password Required ()

Set as Default

Callback URL' Virtual IP*

Cancel

4. CI2E™sTYRLICH
+ 0|2: NetScaler Gateway QIAE A Q0| ES B LICE
o HAl: 25=F 2 NetScaler Gateway o EAl0|E2 & EtL|Ct,
+ 2|2 URL: NetScaler Gateway 2| 3/HH o2 H M ATtsst URL SLZELICH BEE0 https://
receiver.comgL|Ct
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ASMULHEZSAESH=ZH P Secure Hub EXI2I517|9/6H NetScaler Gateway I MH7HX| 37t 40| HR El
LIct xtAIStHE2 Configuring XenMobile for Certificate and Security Token Authentication (215 A
UEOEZQIZSAE7|2|%t XenMobile 71 4) ol MEZESHIAIL.

b
r
r

KtM[HHE 2 E QLA Q| QIS EH T A2,

K
o2
ot
ro
o[
o
fo
4
et
-
2
4
uju
rx
ITI
H9.t
r
n
i
I'IO
rx
_|ITI
rot
HU
O.u.

o ofwaterabE L

o= 4d: of NetScaler Gateway E7|2UEMNELXHREMEBILICE, 7|22 HEULICH
AIYUELHELY7|: chEE22/81H NetScaler Gateway o2 Est=7 AHESLHE LA XenMobile
oczpYE2ASLICH KtASHLE 20| A F 2 “XenMobile Server &M AL & 2-T 30| A
NetScaler Gateway #4” S&E XA,

« 24 URL % 714 IP: 0|2{EHE

M
=

rol-

= 227157 HOj 4

ru|o

MESHHAIL. RMeHH 20| Mo MZEH URL &

NetScaler Gateway VPN 74 IP 7S & Z6HAAIR.
5. MEsEgLct
M NetScaler Gateway 7t 7t=| E|O| SO|LIEFELICE QIABIASHESIHLIAK S HE S0 AMO0| S S22 FL

ch
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XenMobile Server 2t&HAI2E NetScaler Gateway 74

XenMobile Server g8t 2-2af|0|A NetScaler Gateway E 741512 HO0| 2 A 0f| A XHA| 5] A

EFASIHAIR2.

1. XenMobile Server fiMAIZEYZATIUSCIR2 2 ESHL|CE,

MM HIU S A TSIAA L.

o|A3ZE=Z XenMobile o223t NetScaler Gateway 8d 2+

« MDM 3! MAM of| 223t NetScaler Gateway 7t At
« NetScaler Gateway 7t A O | M *H
« XenMobile Server EHE
* NSG 7t MBI E M S &
AT E0 LDAP #4MFO|dEELICE
o DIEAMHOERN L SEBIT M
o« SEO|HEQEMYyATZT
+ NetScaler 2|8X=ZZ DNS &l2Z2=
o J|EHHIQIG: MH]AKKH CA QIZA

LT d 223 BN MA2| 2| X gf& L T

« Exchange 2624t
+ ShareFile Hst2t
o ICAZEATY

« SSLZ=ZE

ASBESTRRE, Hr0| =W A% eteln

dSfLC.

S|dMRIHSEAHAT

1. NetScaler Gateway E%7t5t=2<2 M NetScaler Gateway F7tH 0| X|of| A 2THAIZELHEL7|ES2EIL]
ct
© 1999-2020 Citrix Systems, Inc. All rights reserved. 140



XenMobile Server sixjzlz|A

Add New NetScaler Gateway

Name*
Alias

External URL’

Logon Type Domain only %
Password Required ()
Set as Default
Callback URL Virtual IP#
Cancel
£ NetScaler Gateway QAAHASZIISGHHAIZESUHE 7| M0 XMES22st=Z?: 4 > NetScaler
Gateway Z=0t7tA NetScaler EMESICIS THAIZELNELYY |9 CtR2ZESA 222 FLICL
NetScaler Gateway
fi 'f:.\ it on m anism for remote device access to the internal network. f;u use NetScaler Gateway with StoreFront as the authentication serve
Authentication @)
Deliver user certificate for authentication @I ) @
Credential provider Select an option =
Name Default External URL Logon Type # of Callback URLs v
8 ¢t t testns.domain.com Domain
FHAIYEUE LIS 223 XenMobile 0l M.tar.gz ATYEHS0|HSOTLICH ATYEHSOECHEO|E
=[S
o AAMIXIHO|EEEIFIHEIY
« NetScaler M st YA ERMot=0|AEE|= NetScaler CLI BH0|ZEHEIAIEE
« 32RE CAQE M2 XenMobile Server 2|7t CAQIZM (M| A0 ME SSL 22 =0of|cso|2]{st
AS MRS X|AS)
« NetScaler PS8 7{st=H A2 == NetScaler CLI HHO|ZEEAIZE
2. 232 E (NSGConfigBundle_CREATESCRIPT.txt) EH XS0 D EXIZ| BAIX S S A | M B H 2 2HHEL|CE
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<LDAP_SECURE_FORT> —— LDAP Server Secure Port.

<NSG_ROOT_CA_CERT_TAG> — MetScaler ROOT CA Tag.

<RADIUS_KEY> —— Radius Key.

<¥MS_CERT_TAG> —— XenMohile Certificate Tag.

<MAM_LEB_IP> — Uirtual IP Address to be assigned for MAM Load-Balancer and this IP must follow the RFC 1918 standawrd o
private IP add

<MDM_LB_IP> — 1 IP Address to be assigned for MDM Load-Balancer and this IP must follow the RFC 1218 standard o

private IP add

<RADIUS_SERVER_I Radius Server IP Address.

<LDAP_PASSWORD> — LDAP Service Account Password.

<NE_SERUER_CERT_TAG> -— MetZ2caler Server Certificate Tag.

<{NEG_UIP> —— Uirtual IP Address to he aszigned to the HetScaler Gateway virtual server. Thiz IP addwress must be wreachal
le from your devices either directly or via a NAT.

Im

EHEN| Tl ento|Maofitat, MEIEIAAZEZ NetScaler bash 4 (shell) oA &gtistL|Ct, o

/netscaler/nscli -U :<NetScaler Management Username>:<NetScaler Management
Password> batch -f ”/var/NSGConfigBundle_CREATESCRIPT.txt”

login as: ns t

R e S R R R R E SRR R SRS R F SRS F SR E
=
#

undle CREATESCRIPT.txt"™

TYEIAE

1. NetScaler Gateway 7t At Q| AE{ 7t ZHE OIX| & QIBHL|CE,
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X NetScaler Gateway / NetScaler Gateway Virtual Servers
system NetScaler Gateway Virtual Servers
AppEXpert
Add Statistics Action -
Traffic Management
Optimization Name State 1P Address Port Protocol Maximum Users

Security uP 443 SSL 0
NetScaler Gateway

Global Settings
Virtual servers
Portal Themes

User Administration
KCD Accounts

Policies

Resources

Search v

Current User:

X Traffic Management / Load Balancing / Virtual Servers

Virtual Servers upP up 8443 SsL
Services

Service Groups

Monitors

Metric Tables

Server:

System Virtual Servers
AppExpert
Add Statistics Action - Search «
Traffic Management
Load Balancing Name State Effective State IP Address Port Protocol Mett

LEASTC

4. ¥XESEstT MDM 3 MAM 2 R0 SEE [ =X QlgtL|Ct,

MR

e URL %! NetScaler Gateway VPN 74 IP %7}
NetScaler Gateway ¢lA g
O|8H 2 MEiALStO| X|2tE 3| XenMobile Server 7t DMZ o U =Z 2= ot223ts17 | 9lsl 2 & Q&L
1. 8% > NetScaler Gateway 0f|A] NetScaler Gateway EMefstn MES22IgtL|Ct

2. E|o[S0|lM =IHES 2L,

HASXIIStE= 24 URL 2375t NetScaler Gateway 7H4 IP FAEXHE

dEetMEZ D NetScaler Gateway URL ol Zsto{ Q1 S S A= &L|CE QB0 MIistH HTTP AEf 404 - &
S5 USH AR ZHFEFE LT

3. 24 URL 2 FQDN(H¥AstEI=mQl0|E) SaistL|ct, 24 URL 22%0| NetScaler Gateway 0| M2 HQIX|

sholgtLCt,

=

Z4 URL o] XenMobile Server | M1 Z7t53 IP FAZ S0l =Xl gt ct, 24 URL 228 NetScaler

Gateway URL E=CHE URL €A ELICH

4. NetScaler Gateway 7t4 IP =AEE3ICIS MY S22 FLIC
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o2 Qlofchetel s+

EHIAE, sl 2 Met A 22I3tet42 XenMobile Server QIAE AR

AN
ELZ0oZAMBILICE NetScaler for XenMobile OFHAH=SHHOIALR SR

NetScaler Gateway +4

o zmelEtAocist NetScaler Gateway QIS MM MH

o

ra
12

STg5tHE:

1. NetScaler Gateway 74 ¢ 2 2|E| 2| 2l Z &t M & 0| A Configuration(74) @2 20|53t NetScaler
Gateway > Policies(Z*) > Authentication(2!Z) &=Lt

2. EtMEo|A LDAP S22l%tLct.
3. LDAP zz2HEZ=/sto{ M erL|Ct.
palName =AMt EEY

27430l S SR ZsHorgLICt,

Server Logon Name Attribute(AHZ120|£54) £ userPrinci-

==l

{0 2HAYLICE X|HEELSI|SELICH XenMobile 201 A LDAP &3

Other Settings

Server Logon Mame Attribute

sAMACcountMame ¥
Search Filter
Group Attribute

memberOf v
Sub Attribute Name

cn ¥

4. 2} LDAP Z™ojcislio|2{ stetA| SRt= gL Ct, Z=mHlofl=7HE LDAP EX0| 2 gfL(Ct.

5. NetScaler Gateway 7t A e{of|HHRIE S MM & *of A| Edit session profile(dMZ2XHZ) > Published

Applications(AA|2lggx213) 2o|s¢EL|Ct, Single Sign-On Domain(Single Sign-On =0j2!) O|H|
QEX|2toIgtLILt,

= |

XenMobile Server &4

oiz{=0|2le] XenMobile HAocHEt LDAP E7 45tz H:

© 1999-2020 Citrix Systems, Inc. All rights reserved. 144



XenMobile Server sixjzlz|A

1. XenMobile 2&0IM 4% > LDAP 20| S5t 0L E 2| S5 75t LHH T BILICE

LDAP - , )
2. CHSYEENSELIC
o O QIHANMALEXIISHALE S EHQISX|HELICH THQISEHEZTESHNAIR. THQIALO|0| S S AL
28tX|0Y A2, of: domainl.com,domain2.com,domain3.com

o ASXIHMI|ZZETE NetScaler Gateway LDAP H2of| M X|H st Server Logon Name Attribute (A
HZ I 20|EEM) AU X|sH=X|=HQIBtLICE,

Auu COAT

rovides connection to one or more LDAP-compliant direc e Directory, to import groups, user accounts, and related
Directory type* | Microsoft Active Directory -
primary server* | 10

Secondary server

Port* | 339
Domain name’ Araujo_local
User base DN de=Araujo,de=locat
Group base DN de=Araujo.desloca
User 1D Administrator@Araujo.local
Password'
Domain alias Aravjolocal Araujo.com Araujo.net
XenMobile Lockout Limit 0
XenMobile Lockout Time 1
Global Catalog TCP Port. 3268

Global Catalog Root Context

User search by userPrincipalName ~

Use secure connection

EX URL O|CHSIQIHI R EHZA QA ALK

Atgxtetg 9l Citrix Gateway off SSL 2Z2E7HHEIZ A0 EL0|MEF URL ofchetlH 2 EAZ Q HE A=

#otHor2Ast=ZAR Citrix Gateway Ol E7H2] MDM B2 MEX| vServer(ZE 443 8URE 8443 2) S ML
Ch MEACHSHESYSCR 8L,

CHSYH0|EE= SSL 2= 2=t M4 =l Citrix Gateway o 2HH 8 ElL|C},
1. XMS_DropURLs2t=0|SQI{EHE & SoHSLIC

add policy patset XMS_DropURLs
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2. O|MZR2IETECHE URL 2371etLICt, ERowato|SESAMZ XX F et .
bind policy patset XMS_DropURLs /zdm/shp/console -index 6
bind policy patset XMS_DropURLs /zdm/login_xdm_uc.jsp -index 5
bind policy patset XMS_DropURLs /zdm/helper.jsp —-index 4
bind policy patset XMS_DropURLs /zdm/log.jsp -index 3
bind policy patset XMS_DropURLs /zdm/login.jsp —index 2
bind policy patset XMS_DropURLs /zdm/console -index 1

3. AZQHOIX|HEMELO| AR | X|b=t0|2{t URL ollciet 2 EEH T S A H|St=F M SaHSLICH

——

add responder policy XMS_DROP_pol “CLIENT.IP.SRC.IN_SUBNET
(192.168.0.0/24) .NOT &&

HTTP.REQ.URL.CONTAINS_ANY(” XMS_DropURLs” )” DROP -comment ”Allow
only subnet 192.168.0.0/24 to access these URLs. All other
connections are DROPed”

_|.

4. MEMSF MDM 2sH2Atx%| vServer(ZE 443 3 8443) ofjHiI L EhL|Ct.

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_8443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

January 6,2020

XenMobile 2 LDAP(Lightweight Directory Access Protocol) 2t s st=|=3stLto| Aol C| 2l Ef 2| of ci gt = m| 21 7| Etol
S SX|JELICE XenMobile ol dstLtolAo|C|E 2| oA A S T HSHCHS LDAP T H S A0 O E, AtEX AR L 2

LDAP & IP(QIE|UZRE 2) HEYTSSeH2 AT E 2/ HE MU AANAUQ K| 22| S X HoH=BZUH
S8mEIATZESQLIC ClER|FREMHASHEA I MMEIHSEALRRL A2, UES, A
ol=

ClAMSElLIT.
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LDAP =it o 20| MH| A0 M3tLEo|ets (AHBAHE) SR Q8 SSO(Single Sign-on) SALS X0l H S ETALS
aLwLSSO( ingle Sign-on) SALRIRIAL X7t AR ALO| 0] 261013| AFRI EBHLO| TN M A QI T B 42,

Im
@
rE

=BFA
8<>E|'TM

2lo|E= DSA(Directory System Agent)

=2 2t
=
HECMHoS Y RES B D HEEIZoR

-

st LDAP MEHO|AZSI] LDAP MIMEA|ZFILICE J-CHSE2t0]

ErefLIct

XenMobile 2A18%t7t XenMobile I ME X EE St 2 =0 QI ZNH MCIEQA S ER QI Z R EHASK| AR g
SLICt

XenMobile 0|A{ LDAP HZ 2% 7512{H

1. XenMobile 2&0M2&2 228U L|0l=7|0{ot0| 2222 BtLICt. A EH 0| X|7HtEHLICE

2. MeHo| A LDAP E22!gLICt. LDAP HO|X| 7tLtEE LI, O|Z MO EFEICi 2 LDAP 2 2tC|2E 2|37}, HEE

SAHE s AS L

XenMobile Analyze Manage Configure e %, admin v
Settings > LDAP
LDAP
Provides connection te one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
(a1
Add
Directory Type Domain Name Server:Port User Base DN Group Base DN Default ~
Microsoft Active Directory agsag.com 10.199.225101:389 dc=agsag.dc=com dc=agsag.dc=com ~

showing 1-1 of 1 items

LDAP =&t |HE{2| E3FT15t2H

1. LDAP H|o[X|of|xf =7tE 2= tL|Ct. LDAP =7 O| K| ZLtEHEL T,
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XenMcbile Analyze Manage Configure el A, admin v

Settings = LDAP > Add LDAP

Add LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Directory type* Microsoft Active Directory -
Primary server™ IP Address or FQDN
Secondary server IP Address or FQDN
Port™ 389

Domain name™

User base DN* de=example.dc=com @

Group base DN* de=example.dc=com @
User ID*
Password ™

Domain alias™

XenMaobile Lockout Limit 0 @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 3268 @
Global Catalog Root Context de=example.dc=com @
User search by userPrincipalName -
Use secure connection NO

cance' m

. CIE2E¥ S8

. CIEEISY: SR NHEHITIE 8 S EIC

TTSe =

=] 2322|gtLct, 7|232H2 Microsoft Active Directory ¢!LiCt.

o Z=MH: LDAP OA2El=F M EQ2SILICE |P FAEE FQDN(HFSHEICHQI0|2) Sz et 4 &L L)

o BEEMH: BEEMHIITMNEZMHHOZET MM P FAEE FQDN SUHELICE O|MHEFAHOH
Zeol St =l =R =] (failover) AMHLICE

. EE: |DAP MHZISSH=EEHS S QURIBILICE VR OREEHS S Hote| |82 LDAP 91Z0|Z 2
389 2MFELIC} WOt LDAP 0= EEHS 636 SAL83HT, Microsoft B9t LDAP 120 3268
SAFE%t3, Microsoft =9t LDAP 91Zofl= 3269 SAtE3HAAIR

o ZOQI0|E: =OQIo|ES Y& SLICt,
o AEXt7|2 DN: DRAHXE Sl Active Directory S|ALEXIR XIS BILICE F22|0|2E ou=users,

dc=example & dc=comO|JELICE.
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I
H

7|2 DN: Active Directory | IELIXIELHYLIC 0|ES0] cn=users, dc=domain, dc=
netEYELICL 6{7|M, cn=users=I1 &2 ZH0|L{0|SSLIEt T dc Active Directory 2| =H| Q!
4QAELIEFALICE

Ab DHAREIANEXL D ST

A A SRt AR EI AT E Y PILIC

CZoEY: TH oIS A S BLIC

XenMobile ZZx|sh: M2 I2A =25 0 0flM 999 AtO|o|=XtZ = BfLCE, 0 212 XenMobile
O AMINSIZ AN EEJ|EZAEAER XS 20| LICH

XenMobile ZZAIZh: HZHeHS X DBIS AR I|SHOFSH=AIZH (2) SLIEHLHE= 0 0l A 99999 Ato|<|
ZAE Y ELICL 0 H2HS AR |SHR| gbot = & 22| 0 BfL T

SEHIIEZOTCP £ HIILZ2IMH O TCP ZEHS EUPLICE, 72822 TCP ZEHS =
3268 ZHHELICE SSL HEQZREEHT 3269 SALESIMUAIR

SEHIILZIREAHHAE: LUQsIAL Active Directory S| 22HIIEZIHMSAIE SIS HHSH=OH| AL
BE=2RYREHHAEYSUAYLICL O|HM MM EH IO ESXHYLRIIG=RECHINMES
LDAP Aol =7t
MEXHMI|Z: S 20| M userPrincipalName == sAMAccountName S 22lstL|Ct 7|23t

Im
g
Hu

-

userPrincipalName /L|C},
HOIAAANE: EOIHAASASYX| G EEMETILICE 7| 22t2 ofL R YLICH

—

LDAP s etr|HE2| ST st H

1. LDAP E|0|S 0| MHESt2{ =L E{2| S = BL )

CI2E| 2|02 = 2H0I2HS Melste LDAP S29|0)S Mol tEAIFLICH SR0MoLRe|H S22 HE 202

ol

M

Ol 7 7t EFEF LI

ZzigtL|Ct. LDAP ME MO X| Z7}LtEFErL|CE.
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Edit LDAP

Provides connection to one or more LDAP-compliant directories, such as Active Directory, toimport groups, user accounts, and related properties.

Directory type Microsoft Active Directory
Primary server
Secondary server
Port 389
Domain name net
User base DN dcd de=net
Group base DN dcs de=net
User 1D’ administrator@ net
Password
Domain alias het
XenMobile Lockout Limit
XenMobile Lockout Time
Global Catalog TCP Port
Global Catalog Root Context
User search by userprincipalName

Use secure connection

o CIHEZ|RYE: SSNMHHESC|AEHZFHEES2IBILICL

o Z=MH: LDAP IAEE=FHELHELICL IP FAFEE FQDN(HAtE =HQlo|S

o HEMH: USTHALEZAMH| |P FALE FQDN SUELICH (BEXMHIITHEAR

o XE: LDAP MHIIANESI=ZEH Lo 72N EXEHS = HotE| X2 LDA
389 EMMELICt. Hot LDAP H#Z 3 636 2AtEst1, Microsoft B[22t LDA
SAt8%t1, Microsoft 22t LDAP t

o COQI0|E: O|HEEHE Y+ USLICE

o AF8XH7|E DN: DRAHXESH Active Directory S|AHEXII XS4
dc=example =& dc=comO|U&LICt,

« OF7|2 DN: cn=groupname A EZX|HETIE7|2 DN 20| E2dHELICE o: cn=users,
dc=servername, dc=net. 0§7|M cn=userse=I3E0|S¢L|C}. DN % servername 2 Active
Directory E4&6t=t2|0| S SLIEFHLIC,

o AZXLID: Active Directory A& 2t HZEIAE XL D ST LICE

o AT AIEXRIARE LD

i}

=) M
2 ot R
H e
3

re

w
=2

w oriroouw

e
2
rr
w
N
[<2]
O

1l
>

III

|IOI-

fLICt, 2902 ou=users,

=Xe)
(== = =
o COjQIHAE: THelo|SEASUASLICEL
+ XenMobile ZZx|st: M2 I2A=2+5 0 0l M 999 Ato|o|2XtZ Y= EfL|Ct. 0 2t2 XenMobile
=29

O|AMINStZARAEEI|EQ 2 A ajgLict.

oo
)
i
2
|
Rl
2
0jo
10

+ XenMobile ZZAlzt: E3H Zt (£) SLIEtLHE 0 04 99999 Ato| Q|
TAEYHELICL 0 U2HSSALEXIZIH7|6HX| ot & 22| 0 gfLC.

r_@
1o
bt
I
ot
I
>
o
Pl
J
ﬁ
N
T
)
o
:
>

o« SEYIILZEITCP ZE: I2HIFIIHZIMHS TCP ZEHSEUHTLICL 7|2HO2 TCP ZEHS =
3268 MM ELICL SSL HEYZREEHS 3269 EAESHIAIL.
« SERHIFIHZIZEHHAE; LQHAL Active Directory 2|22 HFIIEZIHMSAME SIS L™= AL

SEE2RUTEAYAEYSYUTLICE /LM AN EHQI0| S SN H LRI EDECH QI HEZ
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LDAP 2 Aol =7+l LI L,
o AI2XIHMT|ZE: 220)|M userPrincipalName == sAMAccountName 222!t Ct,
o HOIAZANE: EOIAASAE S| EEMEHBILICE.

LDAP Z2C|2lE 2| SAHH sl

1. LDAP E{|0| S0f| MAtH|St2  =C| 2B 2| S M=t et L| Tt

ZH POl S OIS MEBOI AR B4

o

SO| e+ ASLICE

2. AHSESeLICH Stolth st RIHLIERILICE, ARISChAI 2RI,
of 2 TH Qo SIS 7 A
LDAP 744 0j 4 02 0 21 & 0] A

MMM of2f =0 elofchstol S
Endpoint Management 222

E M8t E XenMobile Server E7#43st2{® Citrix Endpoint Management
THOHAEA T AR, 0|2{BHEtA=2-T 20| AHH 2| XenMobile Server ¢t
caa|Aof s

CHQIatEQtESIZ N

RADIUS Z2 EZSALE5I0{AIE X7t LDAP XA ZE U 8= EA

R

2310J21Z5 3= E XenMobile 2 M2 &LIC

NELEREEEE PwﬂIﬁN?MOOvaNﬂAdNeMmdmy%§ﬁ'f%ﬂ%#%ﬁuﬂum?éwHEM%ﬂ
7t LDAP A8AIO| St e St Mo 2 lzietx| Ol ELICH S8, YRR AABH 3 ISNSAIERI0 STt S
Ql2itLict,

LDAP d&d+4d

2150l LDAP EAHEst2{H XenMobile ol el E 7| 2ol M 53t SSL 15 ME M K|SHOFRILICE. XEMISHAEE2 XenMobile o
ol

MRISMUZE0MBEZSHIAI2.
. AHo|M LDAP E2=/&LICt

2. Microsoft Active Directory EMEistCtS MEISS2l3tLICt,
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XenMobile Analyze Manage Configure = A\ admin ~
Settings > LDAP
LDAP
Provides connection to one or more LDAP-compliant directaries, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
& k4 T
Add ‘ Edit {D I pelete
Directory Type Domain Name Server:Port User Base DN Group Base DN Default v

Microsoft Active Directory xmlab.net 10.207.86.51:389 de=xmlab,dc=net de=xmlab,dc=net fv

3. ZE7} 636(=0 LDAP HZojAe) =

= 3269(Microsoft 2ot LDAP #Z2|AL) QIX|gtolstL|C},

Port*

Domain name*

User base DN*

Group base DN*

User ID*

Password*

Domain alias*

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context

User search by

636
net

de= de=net

dc dc=net

administrator@ et
et

o

1

3269

dc=example.dc=com

userPrincipalName

Use secure connection

@ |

@

@

@

@

@

@

Cance! E

NetScaler Gateway 8%

CHS el M =0l 0] NetScaler Gateway 1A
ABASRIISHH NetScaler Gateway 214

1. 4H0o|M NetScaler Gateway =2

E{A

2. NetScaler Gateway SM=sICHS HESZ2FLICt

3. RO2RY0M =M EtEZ S MEBILICE

=
=
BAZIISHTOHINL.
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Add New NetScaler Gateway

Name THAG
Alias
External URL
Logon Type Domain and security token =
Fon @

Password Required

Set as Default

Callback URL* Virtual IP

Cancel

Citrix PIN XA XA TIHAALE
Citrix PIN XA X A SH A S Atz STt MY > 22t0|FE L4 220|535t Enable Citrix PIN

Authentication(Citrix PIN 2/ZA2) 2! Enable User Password Caching(Ar2Xr2 Sl AIALR) gholzt S ME
LICH REAIEHLEE 2 S2t0[HES MO MERSHMAIL.

L-_—=1 0O

CHIYEHEZQIZZ2( NetScaler Gateway 74

XenMobile B & H At =l =7t 4 M ol ci$t NetScaler Gateway MM T Z T MM S etL|CE RASILIE 2
NetScaler Gateway BB S&ESHIA|2.

S2to|AE!

Ol

MRASE=QS M= RIAE

January 6,2020

XenMobile o3ty |2 2 M S A2 XI0| 28It Q1Z Q| L|Ct, XenMobile SHANCHSIS 2 QMM A A ZTHE O A S XTI}t
HHOIZS M|l S S A2 SH=710|Z&LICH XenMobile A MO| Y2 2Ot MAIE XIS AS 2 =02 x| DO = 5HRlL
Ct. Q1B MBI =M QI SHH AR SIH SSO EAIRSH=S A0 NetScaler 2| 2 HHARIZS S8 LSt E H Q0| H 2 E L
ct
At

mo| X Matstr| el E MU M elelE S Citrix PIN 3! Active Directory 2= AlatAst AL CH J2{H
ol X 7(5'

2
o o =
EXt7t LDAP ALEXI0| SRt = ELIEH O 2 UHGHX[QIO = ELICH S5, 42 U=EIA SAEXILALEXIO| 2t

0%
0
0
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EeH

XenMobile 2Ar2xt7t XenMobile A& %
=

o
on
I
rot
ot
|'ﬂ
=2
ro
ro
o[
2
x
n
rlu
ol
H

n
HU
10
o[
I
n
rE
oY
mjo
Ral
rio
ot
Pal
52

LDAP E3| 86t X| 2 DADIEIFLEE £ ALSHEE
A&L|Ct. JHCHS AL XH= XenMobile ol MM 4 El 15t
XenMobile 0] XenMobile &Z0i|QIEst=HAHSE QI E M ETHS Ot LB L|CH,

E31M¢H XenMobile 0| ADIE
IN SAHE3tHSZTLICE AL XM AT

EE
o
>
ol
ot
rir
T oY
40
ro
o[
>
o mlru
i
m
e

2 Configuring XenMobile for Certificate and
5t7| 2/t XenMobile 74 o A =S A2,

Z2to|HEQIZMoIE2 XenMobile MAM 2E (MAM £H=) 8l ENT ZE (AEXt7F MDM Q252 A|) fAEE A EL|
Ct. SIXIZHAXE7H| HAl MAM EE2SE8H=H 28t Q152 XenMobile ENT ZE0jAtg8 & 4gl& Lt
XenMobile ENT % MAM 2E2Z2t0|HEQIEMQIZSAEsI2{H Microsoft M2t XenMobile Server E7 4otz
NetScaler Gateway E74s{oFetLICt O|2 MO M HEICHECHS o YR QITHA S EL|CE

=]
e
Im
e
ol
x
ro

Microsoft AH:

1. Microsoft Management Console O[9I S A QIS 3 I EL|CE
2. CA(2IB7|2) ol E3 STt
3. CA MH0l|lM PFX IS METHSLICE

XenMobile Server:

1. XenMobile leIZMEHZEBIL|LCY,

2. QB N7|gtelZ 223t PKI AEEIETHSLICE
3. AHASEISREFLBLCE
4, QABSQTAIRAIIZMEMSI=E NetScaler Gateway EFAgfLCH

NetScaler Gateway # M oflci #t xt M| 3t L 8 2 Citrix ADC 8 & M Client authentication(22to| H E QI
%), SSL profile infrastructure(SSL =2 Z ol a}) 8! Configuring and Binding a Client Certificate
Authentication Policy(Za0|HEQIZ Ml S HUHIRIY ) SR ESHIAIL.

MERTALY

« Microsoft QI EMMH| AN E[HESISMLN LT =ESEXEM St SE LT KA HAEAZ EH SLXISIUA 2.

O ESOHZ0ISOCISEASAIBSIRIOIYAIR, ¢ | § (O)## % + x ~ 7 | } [

-~
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o 2= MQIZL! SSL 2xZEEARSH= Windows Phone 8.1 Zx|2| 22 NetScaler 9| S5 SHEATFANMHOf| M I
E 443 of|cist SSL MMTHAIE SMESHX A EMFTLICH JEA S HIMM MHOMIE 443 ofcisiCtSEES
AetistL|Ct,

set ssl vserver <ssl 1b vserver> sessReuse DISABLE

SSL MMTHALE AL SHR| R = E M HSIH NetScaler 7HH|Ssh=Y 22| X2}7| 50|81 M| =|0f NetScaler 2| 450|x
SHESUAELICH
« Exchange ActiveSync olciztQl Z M 7| ekl Z-2 7 st Ho| Microsoft E21EHRSIYAIL.

+ Exchange Server 29| ActiveSync Es{ S 2 ot5t7|ASHIHAMHAS MEAESH=E R, ZERENFUQUSA
ZtHEAE X[ of|QLofoFEtLICE. JE X2 H Secure Mail I MALMEI S M HSH=ES OIS
Exchange IIS 2&0i|MCIS S S+ sljoFgfL

-

- Exchange etet XenMobile 2At&5t7|2ISHAIO| EEF It T M RIS M EHFQIL BL|CE,

- XE 9443 SAE83LIC

- st Aol Eoflcis “Microsoft Server ActiveSync” &stLtet “EWS” 8oLt FIIXIS 8T 2 M S %
JtsfiofetL|ct, o|2{S 82 I Foichs SSL AMotzHol A SSL HREMEBiL|C,

o HiZEHHOZERTIA LR Secure Mail 0|%|21 MDX Toolkit 2 2e{{ T E|o{ Q=X &l stL|Ct,

Microsoft Management Console 0f|2/Z A HQIS 3 ItEtL|C

1. 22287 AYQIEIHAHSI BTt
2. CremZe Aol XTIt

. oIz MEE3

. oI5A (ZZHEE)

. Q1SN - HTUALR K}

. olz7|E (22)
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Add or Remove Snap-ins I

Wou can seleck snap-ins for this console from those avalable on your compuber and configure the selected set of snap-ins, For

extensble snap-ins, vou can configure which extensions are enabled,

fvailabde snap-ins:

Snap-in

Yendor

=1 Ackivel Control
.Ea:ﬁ.utmuzamn Manager
] CertFicate Templates
ﬂ(erl:‘icates
LlCertFication Autharity
.**-Cc:mpment Services
zgc::-mm.r.er Manageam,..
ﬁt‘[—'\flt[— Manager
=t Disk Management
&3 Enterprise PKT
[3] event viewer

“IFolder
1= Group Policy Object ...,

Microsoft Cor,..
Ficrasaft Car. ..
Microsoft Car. ..
Microsoft Car, .
Micrasaft Car. ..
Micrasoft Cor. ..
Microsoft Cor,,.
Ficrasoft Car., ..
Microsoft and...
Microsoft Car, ..
Micrasoft Car, ..
Micrasoft Car. ..
WMicrosoft Car, ..

Selected snap-ins:

| Consale Root
3l Certificate Templates
Ecanfur_ates (Local Computer)
ECEltificates = Current User
'_f_hJCertiflcatlun Authority (Local)

Edit Extensions... |

SDinternet Information... Microsoft Car. . LI Advanced. ..
Description:
The Certificate Templates snap-in sllows you to create and manage certificate templates,
ik Cancel

Miew  Favories  Window  Help

@ Fle i =18x]
R
T ool ook Template Display Nems_~ o Cia | Version | Irkerded Puposes.
3 cartificats 0L testpeise net) Enralert Agent Wiindows 2000 1
¥ pl Cetificatas (Local Computer) ] Envabinerit Agent (Conputer) Windews 2000 [H
8] gl Certificates - Current User & Envabmenit Agent vi VAndowe Server 2003 Ene.. 1002 Certficate Pequest Agerk
¥ g] Certification Authanity (Local) Wndows 2000 4.1
windows Server 2003 Ent...  100.3 CertFicate Request Agent
Wiindows 2000 6.1 Mere Acticrs ¥
wAndows 2000 71
Vindows 2000 a1
P (Ofine raquest) Windows 2000 3]
rheros duthentication Windows Server 2003 Ere.. 1100 Clent fufthanbeation, Server Suthentication, Smart Card Logan, KDC Zuth
v Recovery agent Wiindows Server 2003 Erk.. 1050 Key Recovery Agant
e Deathstar Cert Windows Server 2003 k.. 3003 Chent duthentication, Secure Enval, Encrypting File Systen
ckile Liser Ceit Windons Server 2003 Bk, 1003 Chenk Authenticaticn, Sscure Enl, Encrypting File System
ICEP Pespense Suring Windows Server 2003 Ent.., 0L0 QCSPSiring
RAS 304 1S Seever Whindows Server 2003 Ene... 1010 Clént Authentication, Server Authertication
Root Centification ahonty wiandows 2000 51
Router (9ffine renusst) wandows 2000 w1
wAndows Server 2003 Erc.. 100.2  Chent Authenbcation, Secure Enal, Encrypting File System
windows Server 9003 B, 1002 Clont duthenticaticn, Ssture Enal, Encrypting Fis System
Windows Server 2003 Bk 1003 Encrypting Fil Syskem, Securc Ems, 19 security IKE Reermedate, Clent A
Windowe 2000 &1
Windows 2000 1.1
Windows Server 2003 Ent...  100.5 Clert fugthantication, Sacure Email, Encrypling File System
Windowrs 2000 5.1
Windows Server 2003 Erk., 1002 Chenk Authenticaticn, Sscure Enal, Encrypting Fie System
Windows Server 2003 Ent., 100.2  Chent Authentication, Sscure Enval, Encrypting File Systen
windows Server 2003 Ene., 1007 Clent Authentication, Sscure Enval, Encrypting File Systen
windows 2000 3.1
windows 2000 w1
Windows Server 2003 Bk 1003 Chert duthenbcation, Sscure Emal, Encrypting Fils System
Windows Server 2003 Bk, 1007 Encrypting File Syskem, Secure Emei, Cient Autherizetion
Windows Server 2003 Ert... 1002 Clenk Authenkiation, Secure Email, Encrypting File System
Windowe Server 2008 Ent... 1002 Clerit fupthentication, Secure Emal, Encrypling File Syskem
Windows 2000 +1
Viindows Server 2003 Ent., 1010 Clent Authentication —
| ] e

50 certificate templates
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7.

8.

BTn.utL-nSqnng

l___l

3 User Signature Only

3 Web Server All Tasks »
ﬁmmmlhm . P o

Help

HESEAO|EERSELICL

L astA 202t Active Directory 0215 A A[Ztol2t S MEBILICE, O|SMSMEStHD EALSXIEEI0|A
EQIZ M7t Active Directory ol A4 =|0f Active Directory Hi|O|E{#|0| ATHE RS R 4= QU & LI T

EZ3184oZ Windows 2003 Server SMEigtL|Ct, Windows 2012 R2 Aol M st otzHol Q= 215 7|
22 Medstnat=At2ts Windows 2003 S 2 A& S Ct,

o= I:I

| Subgect Hae: II Sevee | lmuancoReguements |
Coenpatibabhy [ Geneal | Fegesst Handing I Capptography i Fay Atwshaton
| Superseded Templains | Eserawe: | Secunty

ﬁlmm o Ut P

[Ty ——T—

B sdraetigpon [SevristphonStnstpen nat]

B Dicevuin Ackvin [TESTPRISE\Doman Advins)

E Drornsim Users [TESTPRISEAD omain Llsess)

B Erverpeine Adming [TESTPRISENE nerprive didins]

[ age | B |
Permizmons for Sutrenbcated Users Al Dierse
Ful Contsl O O
Fead [ O
Wiite O O
Enecd __':-'. 0
fugoerid O O

Foe spescial pessmaniors of sdvanced pettrgn, cbck —

R

Az ototelol| M7| 27| EXMZsh=XI=QIgtLICE 7|3 7]=LHE0l XenMobile &g gLct.
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SuectMame | Sever | lsance eguiement:

5 ded Templal | Estenmes | Secuty
Compedty | Genesdl | RequestHanding | Comtoishy | Kay Atestation |
Erorvaber Caegey Lw Crophographec: Service Provdes “]
Algorither, rusmes: |D:ﬂ:rnmhyll‘ip ""]

Mraen ey 420 2048

Choose which copplographc prosidess can be uped fos regussts
Oﬂwtthmﬂm iy kabilen o tha pulgeet’s compuler
(a Riequeils fuil ume e o B lolowry podernt:

Feques! hasi | Detemrrined by C5P v

[ Tillse sterrste signashune fommat

piblity | General | Request Handing | Cryptograchy | Key Allosation
SubiectMame | Server | lssuancs leguesmends

= Supoly in the request

7y Uae subgect rforrmalan foom ssabeg cestificabes for auboensodnment
= nereal eguettt )

(2 Bl froes Whas Auctron Diwactony haimation
Sedeck thes opiaon b endoece cordislency among subject names and 1o

Cuarrent ekt Por thag gertifacate template allow & Shent to sulmt 3
A certificate request using amy subject name and does not requine
appravil by b cesheste msnager, Combiring thede cehaste opitand
iy create a secunty risk and i3 not recommended.

" Conteol in divsbled dus to gompatiblty petting;,
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2. QEZHOIMIIRAQEELIAES

ot

MzTE7| > 2a82des

A

Bl Z2| 2 MENSL|C},

o= A=
[ Consale Reot MHarne Intended Purpose
F Certificate Termplstes (DCOT bestprise.net) 5 Copy of Web Server Server Authentication

I G Certificates (Local Computer)
I G Certificates - Current User
4 ﬁ Certification &uthonty (Local)
4 g testprise-TESTPRISECAZ-CA
[ ] Revoked Certificates
[7] Issued Centificates
[ Pending Requests
|7 Failed Requests
[ Certificats Templates

3. O|HEAMUE-RAS S HESICLS

=) Copy of Computer

5 Maobile Deasthstar Cert

3 Mobile User Cert

B 1day

& Thour

E Directory Ermail Replication

G Domain Controller Suthentication
T Kerberos Suthentication

Hers Recovery Agent File Recovery

] Basic EFS Encrypting File System

5 Domain Contraller Client Suthentication, Szrver Authentic..
e Server Server Authentication

i) Computer Cliert Suthentication, Server Suthentic..,
5 user Enerypting File Syster, Secure Email, Cl..

5 subordinate Certification Autharity
5 dministrator

Server Authentication, Client Authentic...
Client Authentication, Szcure Ernail, En...
Client Authentication, Secure Email, En..,
Encrypting File System, Secure Email, Cl...
Client Suthentication, S2cure Email, En..

Directory ervice Ermail Replication

Client Authentication, Server Buthentic..,
Client Authentication, Server Authentic,.,

<All=

Microsoft Trust List Signing, Encrypting...

Manage |

Mews k || Certificate Ternplate to lssue

Refresh

Export List..

Wiews 3
Arrange leons J
Line up lcons

Helg

Select one Certificate Template to enable on thiz Certification duthority.

Mate: If a certificate template that was recently created does not appear on this list, vou may need to wait untl
information about thiz template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ca.

For more information, see Certificate Template Concepts.

M arme

-'E tong

-'E Trust List Signing

-'E |Jzer Signature Only

-'E IJzer-Requestert ame-y' 2

] User-RequesterN ame 3

& user2

5] user3

T5l] workstation Authentication
wanhobile_Templats

Intended Purpose
Client Authentication, Secure Email, Encrypling File System
icrozaft Trust List Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrypting File System
Clignt Authentication, Secure Email, Encrypling File System
Client Authentication, Secure Email, Encrypting File System
Encrypting File System, Secure Email, Client Authentication
Clignt Authentication
Client Avuthentication,

cure Email, Encrypting File System
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CA MHOM PFX QI3 MTHE7|

1. 23QIBtMH|AA M EAIE SO ALE R} pfx IS M ETHSLICE .pfx & XenMobile g2 =stH XenMobile 0| & %]
Est=AtEXI0 S ALE RIS M E R T SHAIELICE,

=34
=0°

2. HMALEXIOL oM IS E=HEEILICE

aFile Action View Faworites  Window  Help
eo| nE 0 6=

[7] Console Roct Issued To = Issued By Expiration Date  Intended

3 Certificate Templates (DCO1 testprise.net) ) Administrator testprise- TESTRRISE_CA-CA, 31142016 Encryptin

I G Certsficates (Local Computer)
4 (G Certificates - Current User

4 [ Personal
| Certificates

© Trusted Root Certification Autharities
: % Enterprise Trust All Tasks L H Request Mew Certificate..,
b Intermediate Certification Authotities Refrash . lmport.. |
B [ Active Directory User Object Expaort List.. Advanced Operations J
b 7 Trusted Publishers .
B Untrusted Certificates View &
b 7 Third-Party Root Cerification Authorities Errange leons ¥
I [ Trusted People Line up Icons
F T Client Authentication lssuers
| [ Certificate Enrollment Requests Help

b Smart Card Trusted Roots
b ﬁ] Certification Suthority (Local)

4. ASMSESIHO|LIEFELICE, LSS 32 LTt

Before You Begin

The following steps will help wou install certificates, which are digital credentials used to connect o wareles:
netwiorks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer i3 connected to the netuark
You have credentials that can be used to venfy your right to obtain the certificate
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5. Active Directory SEX*2Melistn Ct2222lst|C},

Select Certificate Enrollment Policy

Certificate enrollrment policy enable: enrallment for certificate: based on predefined certificate ternplates,
Certificate enrollment policy may already be configured foryou,

Configured by your administrator
Aitive Directory Enrollment Policy
Configured by you
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Request Certificates

You can request the following type: of certificates, Select the certificate: yvou want to request, and then
click Enrall,

[ User JJSTATUS: fuzilable Details ~

[Juser? @SIATUS: Deailable Details
ﬁ More information is required to enroll for this certificate. Click here to configure settings.

[ user3 A STATUS: Zuailable Details w
B, More information is required to enroll for this certificate. Click here to configure settings.

[ User-RequesterMame-y2 @SI&TUS: Aaailable Details »

[ Show 2l termplates

| Enroll | | Cancel

7. O|HTHAO|MBHE pfx DU SLHEHALICE

Y

lssued Ta lssued By Expirstion Date  Inter
?:l.ﬂ.dm inistrator testprise-TESTPRISE_CA-CA 1142016 Encr
Oipen
All Tasks ] Open
Cut Request Certificate wath Mew Key...
Copy Pernew Certificate with Mew Key...
Delete Advanced Cperations *
Properties | Exgort..
Help I

8. Oll, 7| EHEHLICIES=IBfL T
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Export Privata Eey
ol can choose b export the private key with the certificate,

Private keys are password protected. IF vou wank to export the private key with the
cerkificats, vou musk bype & password on & lster page,

Do o wank ko export the private key with the certificate?

(®) es, export the private heyi

(Z) Mo, do nok export the private key
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Export Fik Format
Certificates can be exported in a variety of File formats,

Select the Formak you want bo use:
) DER encoded binary ¥.500 (.CER)
() Base-&4 encoded %.509 {.CER)

() Cryprographic Message Syntax Standard - PKCS 27 Certificates { FPE)
] inchude &l certificates in the certification path if possible

(®) Perspnal Information Exchangs - PKCS #12 (PR
Include = certificates in the certfication path if possible

[ Deletes 2he privete ke if the expart is successful
[ Export gl extended properties:

() Micrasaft Serialized Certificate Stere (LS5T)

10. XenMobile 00|/ EHEYZEH A T AT SLFBILICE
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Security
T mairtarn security, you must protect the private key ko a security principal or by
wsing a password,

[(JGraup ar user names {recommendzd)

[w] Password:

Confirm passward;

11. SIEEEI0|E0JSMEXMEELICH

XenMobile ofleIZ M ZE

1. XenMobile 2&0|H22%2|0|7|0{ot0| 2S 22 LICt A otHO|LIERSLICH
2. ABMESETT JIMRI|SE2RIGUC
3. Ch3oiaiH =SSt

e JtHR7|: 7|1 N EA

o JINELRE: PKCS #12

o B MH

o F|IMTADA: ROt T|ESIG

=

o e oS Aoi|Thsh T
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Import
You can import certificate ents. You canimport several certificates,
but you can only have on
Import Keystore =
Keystore type PKCS#12 -
Use as Server =

Keystore file

Password

Description

Cancel

4. 7tMRI|ES=IEU L

5.

2ASA

—_

T

215=<let PKI

oI M 7HSHIE A M K| £ Q=X SHolStL|Tt, SHEAI A EIOIS MIIAIR XIS M2 EAIELICH

MNTN =

]

El2tS7|

min

HEOM ZHM|S| > elS M 2k2| > PKI AIE{E| 20| SgfLICt

=IIE223t= Microsoft 215 M MH|AE{E|S22ITL|CH, Microsoft 213 M AMH|AAEE|: LEPE ESIHO|LE

10
on o
Ju
x
=
[>
u
[m
c
X
-~
o
+
+
©
7))
S~
S~
o)
(@)
(@)
=
(@]
>
C
)
—
S~
0
D
A
=
n
S
<
~
c
P
—

N
Hu
=2
x
a
A

E

).
)
>
=
mlru
|ﬁ
>

certnew.cer I|0|X|0|E: certnew.cer(7|£3})
certfnsh.asp: certfnsh.asp(7122})
OI=98: Zal0|HEQIZ A

OSTT Se =L o

SSL 2210|HEQIZM: XenMobile 22t0|HEQIZEMELFSH=CIAIELAIERIAS M EMEFILICE
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4.

Microsoft Certificate
Services Entity

Name*

Web enrollment service root URL
certnew.cer page name”
certfnsh.asp

Authentication type

SSL client certificate

Microsoft Certificate Services Entity: General Information

Client certificate

Import S5L certificate

Bl Zzlotzfof | Microsoft 1S MER M RtERIZ SIS X718t C,

SUMEFIISIRIOM A 2.

Microsoft Certificate  Microsoft Certificate Services Entity: Templates

Services Entity

1 General

5. HTTP oif#i4-2 4256k CA 9IS NS S2/ELICH

6. AEXZosiYs=E CA o|SSMEBLICt. 0|2 E CA = XenMobile S22t0|AEQIZS M| MIIH 24| 2lo| U2
LCt.
Microsoft Certificate  Microsoft Certificate Services Entity: CA Certificates
Services Entity
1 General
2 Tampletas
& HITP Premators B training-AD-CA 2/22/3013 02/22/2085
stos
7. ME2Eguct
NEEEEENEE
1. BHOIM N3] > S M| > XA Z IS A Z0|SELICH
2. FIIE2ER L
3. Lgtorziol| MEHSoH7HH =S =B LITE
.+ 0l&: Hst=olzEYRLICt
. Mg st sBsE
o UFAEE|: 0|0 2= PKI AE{E|SMERBILICH
. w3ws: g
o RESL PKIAEE|OfHO| M =TSt Z S S MENBHL| T}
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Credential Providers  Credential Providers: General Information
n e OF more i T i riificate izsuanc i
I o Name * Xanhablia,
1 Sir ] Request
Descripion e i F¥ Gorfiguration
Lisr ALear
a i Isauing entity M3 K
s kssning method SIGN
o Templates HMTempiats
4. CSR S22ot=CiS0iH-S =G T
« 7|212[F: RSA
« 7|37]: 2048
o MELZ|E: SHATwWithRSA
+ FH0|E cn=$user.username
FH|CHA| O] Solich3 =7HE 2Bl et= ST H- S AR BLICH

o Y AEXAIFEOIE
e gt Suser.userprincipalname
Credential Providers  Credential Providers: Certificate Signing Request
Configure the paramsters for the key pair created dunng issuance, as well as the parametsrs of the new cer =)
1 General
Key algorithm RSA -
2 Cerificate Signing Requeat
Key size’ 2048
Natribution
' R Mol Signature algorithm SHATWItRSA -
EVDC on Aenhio
Revocation PK Sulljl‘.(:l narme™ CN=5US6r usamama
Subject alternative nameas
Renswa
Type Value™ r+ Add
Usar Principal nams $LSET.L52IF'I'CI|Ia|I\a'|§
5. HiZS32ot2CHZ0i7HH S-S A= LI
+ CAQEMeZ: XenMobile 22t0IHEQIZ Mol MHeteZ CA SMEHFLICE
. HIERCME: SATSAMS: MHS7| ML HRILICE
Credential Providers Credential Providers: Distribution
1 Generzl Issuing CA certificate CN=training-AD-GA, Serial: -
2 Certificate Signing Request Select distribution mode ~
2 Distributio Frefer distributed: Device-side key
Only distributed: Devica-cide key generation
4 o
6. JCHSoFHM, = siX| XenMobile % siX| PKI ol|cHsi L of|mtatof i~ S ™M etL|Ch, O[oloMEFSHNERE
EE
7. yugasLc
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8. ASMIIRtZ Er A Mo ChsH HE S MEetL| T,

9. CIEREMNSI|RUCEINERHLIE |2 H AL T

Credential Providers  Credential Providers: Renewal

1 Ganeral Fenew cerfificates when they expire m

i hen the certificate ithin* days of expiration
2 Certificate Signing Request EnEw Wl carificate comas within 30

3 Distribution D not renaw cartiicates that have alrsady expired

. . Send notification OFF
4 Revocation XenhMobile

. Notity when the certificate nears expiration OFF
5 Revocation PKI

6 Renewal

10. MgSS=gtict.

QIZM7|HIRIZ S ARSI E Secure Mail A

Secure Mail € XenMobile ofl=7t2 &<, HdFotzloll M Exchange d& 7 dsHoFtL|ct.

XenMobile Analyze Manage Configure % N\ admin v
Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
MDX
App Interaction
1 App Information Explicit logeff notification Shared devices only = @
2 Platform App Settings
} ios WorxMail Exchange Server mail testlab.com:9443 @
Android
WorxMail user domain testlab.com @
Windows Phone
3 Approvals (optional) Background network services mail testlab.com:443,ap-southeast-1.pushre @
4 Delivery Group Assignments
(opt\ona\] Background services ticket expiration 168 @

XenMobile 0l A NetScaler 2/ AMx|Z21M

1. XenMobile 2&0|ZI25t122%& 2 A{2|o|7|0{olo|2S22|etL|Ct, MYstHO|LIEHLLIC
2. Meotziol A NetScaler Gateway E22!stL|Ct,
3. NetScaler Gateway 7I0t=| X IE| X[t 2H 2 FIIS SRSt I MHSX|HE LI

« 22 URL: https://YourNetScalerGatewayURL

. 2a29%: A5MUTel
o

o AT HHE
o J2UZET: A
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4. ASSATAERASMH SN HES ML

XenMobile Analyze Manage Configure

Settings > MetScaler Gateway

NetScaler Gateway
When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network. If you use
NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m

| Deliver user certificate for authentication m |®

Credential provider e gl o

Name Default External URL Logon Type # of Callback URLs ~

5. AHSHSSROIMS SRS AEBCHS MBS Sl
6. AEXIRIZMoA UPN(AF2 XA & 0| Z2) ti Al sAMAccount EM 2 ALE382{H XenMobile ol A LDAP 7{4lE
ECtSntZo|rMEL|ct. 48 > LDAP 20| 53t= Ll 2| EMEst D WSS 2BCHS AASXAMI|E A

sAMAccountName SMEigtL|Ct,

XenMobile Analyze Manage Configure -3 X, admin
User base DN* @
Group base DN* @
User ID*
Password*

Domain alias*

XenMobile Lockout Limit ] @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 3268 @
Global Catalog Root Context dc=exampie.dc=com @
User search by sAMAccountName ~
Use secure connection NO

cancel E
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Citrix PIN AKX S AR

Citrix PIN XM XL SHASMESTE MY H MW > 22t0|AE L4 92 0| 55t0f Enable Citrix PIN
Authentication(Citrix PIN 2/ A2) % Enable User Password Caching(AIS Xt SHAALE) etolztS MEy
SILICE XIMBHLHE 2 S20[HES M MEERSHUAIL.

[ ]

Windows Phone CHSHIE{ T 20| X&{ 2 M MOLS 7|
Windows Phone Zx|oficisil AETX It 3! Secure Hub Z2t0|HEEN 57| SITHAE{ T ato| =5 2 & K| H =M STHE0{0f
BrL|C,

ESanN

AETX ot 1t Secure Hub mtlo|Ct2 2 AR SH=X| &I tL|CL,

. ol

ol

MSSX2| SLeHAE L2t0| =S A,

1. XenMobile 2&0iM 714 > FHx|HMSS2BL|Ct.

2. ®7t5232st% xtM3| > XenMobile ofo| M Eotalofl M QlE|Zato| xs{E S22I8tLCt

3. FMO|SSXFeZAHT2to| xS 203t SH 2 AETX T2t MHE Secure Hub ¥ SMEsiofgtL|Ct.
XenMaobile Analyze Manage Configure # N admin v
Device Policies Apps Actions Sharefile Enroliment Profiles Delivery Groups
Enterprise Hub Policy ~ Policy Information x

To create the Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you
need the AET (.aetx) signing certificate from Symantec. You also need to have obtained and signed the Citrix Company Hub
app using the Microsoft app signing tool (XapSignTool.exe).

2 Platforms Upload .aetx file
(=]

1 Policy Info

I windows Phone
Upload signed Enterprise Hub app

3 Assignment

SO|AEJABSM T EEHISHE

f1o| 7143t NetScaler Gateway #HSMHI MO 2 AR SIS ALERI I EZ =CHS AL ELICH
1. AFSXPZHI YT X ESESLIC
2. XenMobile 0ilA Citrix PIN S2tSaH=HIA|X| S AL XIO| A E A EHL|CE,
3. DS AHE X7 XenMobile Store 22|C|2| MEL|CE

4. AEX7E Secure Mail 2AIZ = XenMobile O[AbME T H S 2ISHALERIXIA S H S U Hst2H=T| A K| S EA|5HA|
S5 LICH th4l Secure Mail 0] Secure Hub ol M2et0|HEQIZMER Mt 1IE Sl Microsoft Exchange

d0
_(zt
=
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Server O ZLICt AH8XL7F Secure Mail SAIRE AT HS 2 sl2t=0AIX|I7IEAIEE 74 22 elst

AL,

A2X7t Secure Mail SC2Z =80 A& QUX|TAME 2 Z 0| Secure Mail 0| TS 2AZ SR RS HL:

rin

1. Microsoft Exchange Server ActiveSync Ol MEa{ Tl S otst7|2|si7 el SSL MHISMEAIZSI=ZER, 2

FESISZRISMIIZHILEX|of| EX| 2| o QU= K[ = I LT

aril

2. ActiveSync ollcsi MElStoIZ Q30| 22t0|HEQISME QQIX|2olgtL|Ct,

Microsoft-Server-ActiveSync {(Default Web Site) Properties

General Authentication | Remote File Servers |

Select the authentication method ar methads that this vitual directary accepts.
To enable authentication between the Exchange server and a mobile phone,
gither Basic authentication or Chent certificate authentication is requined.

[~ Basic authentication [pazsword iz sent in clear text]

Client certificate authentication:
" lgnore client certificates

= Require client certificates |

(i ) Ta configure SSL settings for this ActiveSync virtual directory, use the
~ Intemet Infarmation Services (1S ] snap-in.

2 ok | Cancel Apply Help

3. Microsoft Exchange Server 0l A Microsoft-Server-ActiveSync Ato|EE2tolsto{ Z2t0| A EQIZ A OHH
QE0|ABSt ZEMHE A=K HERLICL 7| 2H Q2 22I0|HEJSMINL 2ALE | K|S &LIC O|FM2 F4H

7| > =2t > lF0rHo AELICE.
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&9 Configuration Editor

Section: |system.webServersecurity fauthentication/clientCertificateMappings| =

F- 3 system.webServer -
[=1-- security
=4 authenkicakion

anonyroussuthentication
biacisfikbhasbie skiae

El Deep
enabl

clizntCertificateMappingAuthentication

JJI:MHI.ILI =T IILGLILN T
isClientCertificateMappingAuthentication
windowsAuthentication

f access

f applicationDependencies

/

L N S

authorization
ipSecurity
requestFiltering
[# 4 tracirg

[+ webdav

/' asp

caching

g
defaultDocument
directoryBrowse
handlers

-
FEFRFvrmpe a—

e o 8

e

El Deepest Path: MACHIMNE/WEBRDOT /APPHOST /Default Web Site/Microsoft-Server-ActiveSync
N - E

True E4HeI= 0| HES S 0OFHE U E0[HZELICE

4. XenMobile 2&0M NetScaler Gateway MHS&tolgtL|Ct, QIZSLISHAIE RIS MM S0| HFO| T AHASH

SEXSHEZ 2 EO| M| 0| =X 2l gt LTt

SE0[AERISAMIIZHI LY X[ M| S = A=K 2215t H

1. XenMobile 2&0iA 2| > HX| 20| S5t T K| S ME4BILICE,
2. HEULE XHMIB| BAIS 2RI

Hozo|seloirtg 7 AsILICY

—

w
o

i

ue
1
1=

a

NetScaler Gateway Credentials: Requested credential, Certld=

SCHO[AEQIS MBS A

0f0

St ELYY=XI=IsH

1. Ot2 netsh HHS ™SI [IS YA Eo|HIQIZEl SSL Q1B P HEHAIRILICE

netsh http show sslcert
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2. SH0[AEAS M &olgho| AEetetl AR LIS HE S HASIO A St ELFSLIC
netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert dipport=0.0.0.0:443 certhash=cert_hash appid={
app_id } certstorename=store_name verifyclientcertrevocation=Enable
VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck=Enable

clientcertnegotiation=Enable
o ESHUSESLICH

netsh http add sslcert ipport=0.0.0.0:443 certhash=609da5df280d1f54a7deb714fb2c54
appid={ 4dc3el81-el4bh-4a21-b022-59fc669b0914 } certstorename=ExampleCertStoreNan
verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly

=Disable UsageCheck=Enable clientcertnegotiation=Enable
XenMobile 258 Windows Phone 8.1 X0 RE /S MENSELU=ER:
o RE/EZIIZNM (.cer) HUSHAH L2 ES] Windows Phone 8.1 Zx| 22 HCHS X T M X| S| T,
Windows Phone 8.1 0|4 Secure Mail 0| 43X o2 M| 2| x|t =A RCHS S & QIBLICE

. %%EEJ%%EEELADXHPWNWHEﬂNZHEQﬂﬁﬂ%M%ﬁ@X nMobile EEslix 3 LICt.
| S2H=3stn Secure Hub S MESH=EIALEEII S M I SXIQ|AEI T 2t0| XA ZSME S USHAALE 6
HEELZIYUSEEZO|USHASLICL

« Secure Hub, Secure Mail, 28X 2 IHSEEIS MYt L= SL A AR ID FHAHE A SLICE

PKI 2E{E]

January 6, 2020

0x
0
>
i
r
m
g
L
n
o
-]

XenMobile PKI(Z717|¢1Zat) AlE{E| 7 H 24X PKI =Y HEfHE) S4¥S=T
8 eaE XenMobile QLR EEQRTEQARILICH LHRETH QA=A T @At NRLICH QR QA=T|elT

2tol R L|ct.

[
o
o
=
¥

XenMobile 2Cta 1tz PKI AEE|RYSXIJELIC
+ GPKI(HI4[2] PKI)
XenMobile Server GPKI x|2lofl= DigiCert 22| PKI 7t=Z &g L|Ct.
+ Microsoft 215 M AH|A
« oo CA(2IZ7|2)
XenMobile 2Ct3tzt2 CA MHEX|JELICEH

« Windows Server 2008 R2
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« Windows Server 2012
« Windows Server 2012 R2

CAQAZMHE

PKI AEE| S 7 Hst=A RN LAEHE|0 i F (E==T) ==AB M MBI = CA 215 M2IX|E XenMobile off 2t
ZiLICh o] PKI AE{E[=7H 40 Rt glo| MZOHE CA ZFMESH (FHH QAL Z M B E) QS M SRS Q&L

PKI QIE{E| LMo dsto 2 0l2{st2 CA QIS MENSELICE 0|E2I6HIZSME XenMobile P2 E8tE PKI AlE{E|0f|Af
&=sfiopgtL|ct, 2ol discretionary CA 2| RAZMESAEHOZME CA QIS AO|X| 2t HAEIE|QHARQBAESES
EX|FsoFtLICt.

EISH
Microsoft 215 MAMH|AMEE[HESI S MH SIS S EI R A| AL S 2N SLUX St HEFEXSH ERO| S AL
SOIR|OFYAI2. O ESOICISSAESIRIOMEAI2. L+ & ( )## %+ x ~ 2 | { } [ ]

HHZ PKI

GPKI(H42! PKI) Z2EZE2Ctst PKI £ 2800l U 2HEIQIE 1| 0| A SH| 23817|2I8 SOAP 2MH|AASSES AL =
XenMobile 1T 2EZQILICI, GPKI ZE2EEZSLCISM|7IX|7|2 PKI & 2&o|gL|C},

o It 27|: IHE 7t Ao HSof k2t PKI Ol M 7| ZQBMUT WS HM (27) EUBLICH

o iX|: OfRHE{ 7} PKI 230 Sl A S M EM XSt =T L+ UASLICE

o MH: o|#E{ 7t CSR 24 M5, 0|2 PKI 0 H &5, MEMPEIQIS M SR e+ ELIC]
Z-

Of

GPKIZ2EZ8%=%2 GPKI O{HEYLICE, O{HE =722 SsiL 8 E PKI REcz2Hst
GPKI o{®E{2t Entrust & GPKI {RE{ 7t} &Lt

SfLICH OES0{ RSA &

GPKI o{E{= SOAP ¥ MB|AZHo|H, XH| 2 H WSDL(Web Services Description Language) S#Al gL Ct.
GPKI PKI 2E{E|STHE0{ URL SAISSIALIIIURIH EPZ =8O Z M XenMobile ol WSDL Ho|EX3E+ASL

Ct.

OlHE{ 0l M2t PKI Zrol|chot x| f 2 MEf At ILICH O RE 7IX HE 2 G S X [st=Z RO HE 77|15 (MY, 71 27| E

(=2
= =
EliX]) S2t=CtagLict, ol2{6t2t7| s 2 YT AE Rt HS 0 F A E U &LICH
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MERIOHIHH S =EFHE LS 2

8 GPKI Of 2 E{ ofl M H 2| £| A 210 XenMobile 0fl8
XenMobile 2 WSDL T} 272 2 M 5to{ o i 7k K| Hsh= Xt & ah 2t =t S 2 of

PN Jog k=1 | 2|5t
== =}
2 SSL 22to|HEQIZ SAHE3t0| XenMobile 2t GPKI A E 7o dASE s e+ L T
MUz PKI 371512
1. XenMobile Z&0iM 4 > PKI AE{E|S 22/t Ct
2. PKIAE{E|HO|X|Of| M =7HE 22T,
PKI QB E| 7 & of|CH S| 7 7HLHEFE LI
XenMoaobile Analyze Manage Configure
Settings = PKI Entities
("
Add
Generic PKI Entity
Microsoft Certificate Services Entity
Discretionary CA
Microsoft Certificate Services Entity
3. HMu2 PKI AEESS=IELIC
Hul2! PKI AE{E|: 2HHE EH 0| X| ZHLHEFE LI CE
XenMobile Analyze Manage Configure Lol N\ administrator v
settings > PKI Entities > Generic PKI Entity
Generic PKI Entity Generic PKI Entity: General Information x
The Generic PKI (GPKI) protocol is a proprietary XenMaobile protocol running over a SOAP Web Service layer to provide uniform interfacing with
various PKI solutions. The GPKI adapter, as a SOAP Web Services endpoint, publishes a self-describing Web Services Description Language (WSDL).
} 1 General YYou can create a GPKI entity to provide XenMobile with the WSDL through a URL.
2 Capabilities Name*
3 CA Certificates WSDL URL* @

Authentication type None ~ @

©1999-2020 Citrix Systems, Inc. All rights reserved. 176



XenMobile Server sixjzlz|A

4. Hd2! PKI AEE|: YePEHH0|X|0| MCS S+ RLICH

+ 0l8: PKI AE{EIS M0l S S =BiLIC
- WSDL URL: O{&iE{ S 4130t

F: A8 E

ro
o
Ol

oo oM

£Q

o HTTP 7|2: O{HE{0|H ASH=0|Z R TIAIEX}0]
o SZI0|HEQIZA: SHIE SSL Z2I0|¢EQ

rE
F_
ol
>
T
gl
m
9|1-
il
inl

5. taS2algLth
MU=l PKI AE{E|: O{-E{7| SHO| K| ZHLtEHELI T,

6. HMul2! PKI AEE]: O{HE{ 7| SHO|X[0f| MO E{ 2 A ET | SR H S~ EH ESH D CrS S22 EL T
H U2l PKIAEE|: CA QS ML ST 0| X| 7FLEEHE LI,

7. Hul2! PKIAE{E|: CA S LS H 0| X0 MAEE[O AL S AS M EMEHBILICE,

Lot CATIME

AEEI MM ZLHE CA ZEMHelI S M EHESIH2 RO TIAIS S SHESHERZEAS M
HOFgfLICt.

SHOFRLICE 2t o 7|0 ML TtABS MBS XA S ESSAHE Tl i 0] K] off A M Bl

& i

PKI AE{E|E|| 0| SO SH S AME B[ ZHLFEFELICE.

DigiCert 22| PKI

XenMobile Server GPKI X|2lof= DigiCert 22| PKI(MPKI 2t1=%) 7= sHElL|Ct, o|MMof|A= DigiCert 22| PKI
olcigt Windows Server % XenMobile Server E4&sH=4lHs

MEFAR

« DigiCert &z| PKI Ql2toj|CHEtot b A RSt
o O|ZMO|MHEICHZLIS TN QAT X|El Windows Server 2012 R2 MH:
- Java

Apache Tomcat

DigiCert PKI 2zto|HE

Portecle

+ XenMobile CH2Z EAto| Eo|| Bt M| A St

Windows Server 0l Java 4%

https://java.com/en/download/fag/java_win64bit.xmlolX Java SCt2Z =SS MA|ELIC, EotE nrystat
Xtofl M A SE=gLct.
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Windows Server ¢l Apache Tomcat 4%|

https://tomcat.apache.org/download-80.cgiol M Apache Tomcat 32 H|E/64 H E Windows AH|AMX| T
ZOMUSCHRESstnMR|EL|C 2otATCHSHARIO| M M S 22letL|Ct CHSoRIE 70| =2 AtE3t0] Apache Tomcat

Apache Tomcat Setup - | B -

Choose Components

Choose which Features of Apache Tomcat you want bo inskall, fd@\

Zheck the components you wank to install and uncheck the components you don't want ko
inskall, Click Mext to continue.

Seleck the bvpe of install: |N0rma| ] |
Or, select the optional -4 Tomecat ISR
components wou wish to _ Skark Meny Thems
install: .

- Dacumentation

- Manager

D Haosk Manager

----- [ Examples
Space required: 11.4MB
| < Back. || Mext = | | Zancel |

Apache Tomcat Setup: Configuration Options - [ o

Configuration

Tomcak basic configuration. fd@\

Server Shutdown Port 5005

™

HTTP1.1 Connector Pork 3030

AJPf1.3 Connectar Port 009

Windows Service Mame | Tomcats |
Create shortcuts for all users O

Tomcat Administrator Login User Mame | |
{optional)

Password | |

Roles | manager-gui |

| < Back. || Mext = || Zancel

© 1999-2020 Citrix Systems, Inc. All rights reserved. 178


https://tomcat.apache.org/download-80.cgi

XenMobile Server sixjzlz|A

Jawa Virtual Machine
Java virtual Maching path selection.

Plzase select the path of & Java SE 7.0 or later JRE installed on vour swstem,

| “\Program Files'Javaijrel . 8.0_144

Mullsoft Install System v3.01

< Back || MNext = | | Cancel

Chooze Install Location
Choose the Folder in which tao install Apache Tomcat,

Setup will inskall Apache Tomcat in the following Folder, Toinstall in a different Folder, click
Browse and seleck anather Folder, Click Inskall to start the installation.

Destination Folder

iZ:\Frogram FilesiApache Software Foundationt Tomecat 3.5 | Browse. ..

Space required: 11.4MB
Space available: 62.0GE

Mullsaft Install Systerm w3.01

Install | | Zancel
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Completing Apache Tomcat Setup

Apache Tomcat has been installed on your computer,

Click Finish ko close Setup,

[w]run Apache Tomeat

[w] show Readme

=]
e
@
£
w
[}
=9
[}
%
E
=]
e
S
e

http

Apache Tomcat 8

< Back || Finish | | Cancel

G Services =g x
View  Help
dE/HmE » a0
5 senices (ocal | | [ —
Apache Tomcat 8.5 Tomcat8 Mame - Description __ Status Startup Type  Log On fs ~
|1 Apache Tomcat 85 Tomcat® Apache To..  Running  Manual Local Syste... | E|
Stop the service 7 App Readiness Gets apps re.. Manual Local Syste...
Restart the service 2 Application Experience Processesa..  Running  Manual (Trig..  Local Syste..
G5 Application Identity Determines .. Manual (Trig.. Local Service
Description: G Application Information Facilitates t... Manual (Trig..  Local Syste...
Apache Tomcat 8.5.20 Server - . Application Layer Gateway ... Provides su Manual Local Service
http://tomcat apache.org/ Application Management  Processes in.. Manual Local Syste..
%, AppX Deployment Service (.. Provides inf... Manual Local Syste..
% Background Intelligent Tran... Transfers fil.. Running  Manual Local Syste..
% Background Tasks Infrastru... Windowsin.. FRunning Automatic Local Syste..
2%, Base Filtering Engine The Base Fil..  Running  Automatic Local Service
Certificate Prapagation Copies user.. Running  Manual Local Syste..
{4, CNG Key lsolation The CNG ke.. Manual (Trig..  Local Syste..
£ COM+ Event Systern Supports Sy..  Running  Automatic Local Service
. COM+ System Application  Manages th. Manual Local Syste..
G5, Computer Browser Maintains a.. Disabled Local Syste...
Credential Manager Provides se.. Manual Local Syste...
% Cryptographic Services Provides thr., Running  Automatic Metwork ...
{7, DCOM Server Process Laun... The DCOM.,  Running  Automatic Local Syste..
£ Navica Arsncistion Sanica  Fnahlss naiv hannal Trin  @arsl Susks h
Bxtended A Standard /
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Apache Tomcat 8.5 Tomcatd Properties (Local Comput...-

General | Log On I Recoveny I Dependencies |

Service name: Tomcatd
Dizplay name: Apache Tomcat 8.5 Tomcats

Descrintion: Apache Tomcat 8.5 20 Server - ~
u http:/ tomecat. apache.orgd o

Fath to executable:
"C:\Program Filez'Apache Saoftware Foundation' T omcat 8 5%bin%T omcat3.¢

Startup bype: Autamatic s

Service statug. Running

Start Fauze Resume

'ou can specify the startt parameters that apply when pou start the service
framm here.

0K || Cancel || Apply

Windows Server 0 DigiCert PKI 22t0|1E&X|
igiCert X|¢m 0| x| 2| How to

PKI Manager 220l M X Z2 M S22 ESLICH 2&0 D
2OYSCHRECYLCH HX|Z2

OH ot
download DigiCert PKI Client(DigiCert PKI 22t0|HELCt2Z =Y H)of| A M %]
JOHo|ot=S & T AMSHBHL|C},

48N 4 = | Compressed Folder Taals symantec-pki-client-2-17-0 == -
Home  Share  Wiew Extract 17}

()]

:(-) A 1‘| L v ThisPC » Downloads » syrmantec-pki-client-2-17-0 » W C;‘ ‘ Search syrantec-pki-client-2... 2 ‘
2 Favorites Hame - Type Compressed size Passward .. Size Ratio Date madified
B Desktop . win-x6d File folder TA02017 218 Ak
4 Downloads . win-x88 File folder TA02017 218 Ak
£l Recent places © pki-client-std-admin-guide Chrorme HTML Docurment 2,667KE Mo L11BKE  15% TA0/2017 918 Ak
 pki-client-std-scripts-guide Chrorme HTML Docurment 267 kB Mo A0BKE  30% TA0/2017 918 Ak
1% This PC =] Symantec-PKI-Client-2,17.0 Application 27911 KB Mo 2B026KE 4% 1A10/2017 9:18 AbA
l_‘ Symantec-PKI-Client-x64-217.0.pkg ~ PKG File 12,262 KB Mo 12,288KE 1% 1A0/2017 213 &b
?l_l Metweark

Compressed izipped) Folders -

Thiz application may depend on ather compressed
. fileg in thig folder,

Far the application ta run properly, it is recommended
that pou firgt extract all files.

| Extract all | Run || Cancel |

HotZchetdxto e HHSS2IeHoFLICE EXAZ2OMOX| Hout2tEX| Stz LI X T2 0|2t Z | HEFA|A[Z}

StEtEMHIAIX| ZFE A ELI T
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Windows Server ol Portecle x|

https://sourceforge.net/projects/portecleinstall/files/IM A Z2 M SCIR 2 EStS AR SEDAMHBILICE

DigiCert 22| PKI oilcht RA(SS7|2) QS AM

0x

2& RA.jks 2t= RA(SE712) QB Mo Z &= o UELICH CHSEHAO A= Portecle 24t
M

=

o o
Sto{0[A B MEMHSt=HSHHBLICE Java CLI EALESI0 RA IS MEM Y+ UELICE
LS| ZMOIlM = RA QISMISERABSHEYZEst=HH S HAHeILIC

1. Portecle 0 M Tools(=1) > Generate Key Pair(7| 44 4) 20| Sst0{ L StHE S S0 I| NS M s
ch.

F [Untitled] - Portecle . p—

File Icrols| Examine Help
4 gﬁ Eenﬁate Key Pair... Cirl-G R | @
El Impi¥t Trusted Certificate. . Cil-T
| L \mport Key Pair... Crl-K Last Modified
& Set Keystore Password...  Cul-F
@) Change Keystore Type b
B Keystore Report Ctrl-R
8= Options...

|Generate a key pair with self-signed certificate in the loaded keystore

2. 7|4E0RAQEZECIXZ22I5tS Generate Certification Request(I5 X4 ) E2alstLCt,
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&T [Untitled] - Portecle

File Tools Examine Help

=8 o

o

)= @) & 5|8

@] Alias Name

Last Maodified

Jan 3, 2014 9:13:52 AM PST

% xenmnhiln
BH Certificate Details
i Export

Eﬁ. Generate Certifi
&, |mport CA Reply

ion Request

&2 Set Password
i Delete

[ Clone
Rename

|Generate a cerification request for the key pair entry

3. CSRe=Atetct,
4. DigiCert PKI Manager o\ RA QIS HEM Mt

—
=)
S

R27]) Extz| 2226t CSR 229

2% Continue(A%)

gtL|Ct Settings(41%), Get a RA Certificate(RA 215 A 71X

EER
=1

L|Ct

sarch aperstions:

[T ——
gy Vatd trom (@ Symantec. pi CERTIFICATE SERVICE
e g 182018 120000 AM
ey
o
. Symantec Managed PX... g 17, 2020 115850 PM
§ Towi Dewe - PRIVATE C. [P Get an RA certificate
Astw
Certficate revocation st [CRL): 11y0u afe EEMINg LD PRI EMerpnce Gateway of FI0 Wb Sanaces, you Must INStal an RA cenmcale 10 secure

O TS Sy SVCa_CaTD6 111 504 M M A0THTSS 1T B tenaC

COMPUANCETONG WiN Symantsc.

 you are ot sefing up these services. or have siready potien your FiA carificate, you o not need Lo compiete fis
process.

Enter Certificate Signing Request (CSR)

Ask your server adminsirator 1o generate a CSR for your A cerlificat. Your adminssrator must generate the CSR
actoran jone 1 I instalation guide for

You can coess Ma fesources page by chaiing on e ) Kon on e asnooan

¥our ganvice

“Pasto your CSR:
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5. Download(Cl22E) £

uu

2l5to{ M El RAASMECIRZESILICE.

(¥ symantec. pii CERTIFICATE SERVICE

Your RA certificate is ready
Your RA cerificate must be installed on the server where your PK] Enterprise Gateway or PKl Web Services is
installed.

Install your RA certificate
1. Download your RA ceriificate.
Issued to:
Citrix

Expiration date:
Jul 2, 2014

File format:
PKCS #7

2. Forward the RA certificate to your server administrator. Your administrator must follow the instructions in the
installation guide for your service.You can download the appropriate installation guide from the resources page

by clicking on the @ icon on the dashboard.

Done

6. Portecle oA RA 9IS HEFIHELICH 7|4 20t9A02Eckx222/5t 1 Import CA Reply(CA SE 7M7)

s22gLt,
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File Tools Examine Help

e @& 58 8 EB 8K @

M| Alias Name | Last Modified
=
Xen Jan 3, 2014 9:13:52 AM PST
= BY Certificate Details =
il Export

Eﬂ Generate Cerification Request

&2 Set Password
il Delete

[y Clone
Rename

|Impnrt a cerificate authority (CA) reply into the key pair entry

7. DigiCert PKI Manager o A| Resources(2|22) > Web Services(2AH|2) 20|55t% CA ASMELIRE
S8t
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* Product Documentation
* PKI Client Symantec™ PKI®E Web Services
* PKI Enterprize Gateway
* Web Services

* Mobile Device Solution
* |ntegration Guides

Use PEl Web Services to integrate with your RA application and
perform cerlificate management operations for end wsers.

+ Symantec™ PKI Web Services client package {.zip file}
e _Symantec™ Weh Services Developer's Guide (PDF format)

Syma‘ﬁ'tec'“ PKI® Transaction Signing API

Managed PKl Transaction Signing APl provides the ability to

use a web applicaticn to securely authenticate and =ign
transactions.

Mote: If you are setfing up PEI Enterprise Gateway for an

application that uses the Managed PKIl Transaction Signing

AP, you must enrcll for a Signing Authority cedificate. You may

glzo need to download and import the root CA that issued the [
Signing Authority cedificate.

cioss |

8. Portecle 0l RA SZIRIZSMUREQIZMEF | MEARIIYSLICE Tools(=7) > Import Trusted Certifi-
cates(MEELU=QSMIIMR7]) 20|STILICE
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File - Examine Help

@ &Q Generate Key Pair...

i | Last Modified
& Jan 3, 2014 9:19:40 AW PST
€ Set Keystore Password... P
@ Change Keystore Type b
Keystore Report ctilR
B- Options..

|Impur’[ a trusted cerificate into the loaded keystore

9. CAE7I42% Windows Server 2| C:\DigiCert 20| RA.jks 27| X EASX T BLICH
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Y [Untitled] - Portecle =8 ="
ET&| Tools Examine Help

3 Mew Keystore... Ctrl-N @| BE | & | @)
= Open Keystore File... Ctrl-O
= Open CA Certs Keystore Ciil-y

| LastModified
ite certificate authority (sym...  Jan 3, 2014 %23:37 AM P3T

Save Keystore S-S brtification authority - g5 Jan 3, 2014 9:23:07 AM PST
[ S@EK&]I‘REDTE As.. Jan 3, 2014 9:19:40 AM PST
= 1al2 jks “

€ 2123

=4 3 PKITESDRIVE jks
=1 4 Symantec-RA jks

@ Exit

|Sa'u'e the loaded keystore to disk as a different file

Windows Server oA DigiCert PKI o{E{ L4

1. Windows Server of| 22| XI22 3 28fL|C},

2. O|FM Mo M MAst RA.jks U SAZ =3tL|Ct, £3E Symantec MPKI MHOICHSES 8215 M (cacerts.jks) 2

ZCRLCH

3. XenMobile Server 10 download(XenMobile Server 10 Ct2 2 =) 1 0| X| of| | Tools(= ) E&t & st=
Symantec PKI Adapter It grt2 2 =gtL|ct mUo|S2 XenMobile_Symantec_PKI_Adapter.zip &L
Ct. mpoerx2E 2 ntd S Windows Server C: E2L0|20f| S ALgL|Ct.

« custom_gpki_adapter.properties
« Symantec.war
4. custom_gpki_adapter.properties EHZ M S ICHS ST TILICE

Gpki.CaSvc.Url=https://<managed PKI URL>

# keystore for client-cert auth
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keyStore=C:\Symantec\RA. jks

# truststore for server with self-signed root CA

trustStore=C:\Symantec\cacerts.jks

5. Symantec.war € <tomcat dir>\webapps EH0=AIStT Tomcat SAI=tgLICt,

6. SEXZ YOI XA =X|SlEL|Ct AERIRMNELED https://localhost/SymantecQZ0|SE L

ct.

7. <tomcat dir>\webapps\Symantec\WEB-INF\classes ZC 20|53 gpki_adapter.properties
EMYBILICE CustomProperties £42 C:\Symantec Zr{2| custom_gpki_adapter tg7t2|7| =2
I

I

fi
oot

-

ICt.

—

CustomProperties=C:\\Symantec\\custom_gpki_adapter.properties

8. Tomcat SCHAAIESID https://localhost/Symantec20|8oFEH

M PKI o{HEIET 4 Emo|FAS20{EELIC
[ chrome X '\ f Symantec Managed PKISe X ) [Y OfF - Service list X
< C | A Not secure | beepS://localhost/Symantec

Available SOAP services:

AESAELICH A M0

SymantecGpkiAdapter
Endpoint address: htp: Symantec/SymantecGpkiAdapter
o ping WSDL - {http:/gpki-adapter ~ _  com/symantec}GpkiAdapterService

o signCentificate Target namespace: http-//gpki adapters zenprise com/symantec

Available RESTful services:

DigiCert 22| PKI £At23l=Z XenMobile Server 74

Lt XenMobile Server #2457 ol Windows Server 8&2gtzstL|Ct.

DigiCert CA 2/ ME7tM21 PKI HIE{E|IS 512

MEXRIZEMEYZSH= DigiCert CA S METIMZLICE XenMobile Server 2&

oM 28 > ABSM20|S
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Settings > Certifi

cates

Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMabile, use the hypervisor console or command-line window.
& | 57
Import Add
Name Description Status Valid from Valid to Type Private key
XMS.example com Self signed/Generated Up to date 2017-04-27 2027-04-25 SAML v
Upto date 2017-01-10 2018-12-16 SSL Listener v
cacerts pem Self Signed/Generated Upto date 2017-04-27 2037-04-25 Devices CA
® 9 days left 2016-09-09 2017-09-09 APNs. v
Upto date 2011-05-03 2031-05-03 Root or intermediate
|5ymante( Managed PKI Online Test Drive Root | Up to date 2009-08-31 2037-12-31 Trusted

~

2. PKIAEE|SFoItn g eLct, 28 > PKI AIEE[0|M FI1E2 20t HU|2! PKI AEESMESL|CE, O] MM
Ol PKI OB EF S ALt 2 - A E WSDL URL 0202 10tz etzto] ?wsd 1E37teLCt.

%

enMobile Analyze Manage Configure -3

PKIENtities > Edit Generic PKI Entty

Generic PKI Entity Generic PKI Entity: General Information
The Generic PKI {GPKI) protocol is a proprietary XenMobile protocal running over a SOAP Web Service layer to provide uniform interfacing with various PKI solutions. The GPKI
adapter, as a SOAP Web Services endpaint, publishes a self-describing Web Services Description Language (WSDL). You can c a GPKI entity to provide XenMobile with the wsDL

1 General through a URL.

2 Capabilties Nome® | Symantec

3 CA Certifica WSDLURL®  http://<IP of PKI adapter>/ . [G]
Authentication type None - (c]

3. Ct3222gLIch. XenMobile ol WSDL ojoj7Ha-E =L Ct,

b

settings > PKI Entities > Edit Generic PKI Er

Generic PKI Entity Generic PKI Entity: Adapter Capabilities
View the capabilities of the adapter this entity operates with, as well as the parameters the adapter defines for each capability.
1 General - Sign certificate: http:// */Symantec/SymantecGpkiAdapter
certParams

2 Capabilities

certificateProfileld
3 CA Certificates

4. [ISS22UstSHIE CA ASHSE NS HFS 2Bt

b

settings > PKI Entities > Edit Generic PKI Entity

Generic PKI Entity Generic PKI Entity: Issuing CA Certificates
Indicate the certificates you want to use for this entity by selecting or clearing the check boxes. An entity is only valid when you select at least one certificate. Add all CA certificates
that might be signers of certificates returned by this entity. Although entities may return certificates signed by different CAs, all certificates obtained through a given credential

1 General provider must be signed by the same CA. Accordingly, you will have to select one of the certificates configured here in the Distribution page of the Credential Provider setting

2 Capabilities
Import CA certificate

3 CA Certificates

Name Serial number valid from valid to
05/02/2016 05/02/2036

08/31/2011 08/31/2021

| Symantec Managed PKI Online Test Drive Root 08/17/2011 08/17/2021

5. A% > PKI AE{E|H|0| X|0| A2 7F3t PKI AIE{E|S] AE7} Q280X &QIBILICH,
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XenMobile Analyze Manage Configure o

PKI Entities
[
Add
Name Type Capabilities. Description State ~
Symantec GPKI SIGN hitp:// /Symantec/SymantecGpkiAdapter

DigiCert 22| PKI 0fCi3I Xt A S HZ SRS 22

e

1. DigiCert PKI Manager 220 M5 M Z3l2| Certificate Profile OID(2/ZMZZ L OID) SSALEILICE

21 orbbeste croies

Search opeations; 2 cortificate proties 1 certiicate proties sedected PR ———
- i =
Rt ] Customire cptions P :::’r\:'v:\: o
- | 2g| MDA (Wb Service Ciers) (Te Hide profie Wode Proo
Swnpand profile = n<w9mlann 5,940 4 137X 1 5611 261 200367EEY
- CotriTuiaTest Maree prosie 14 lEal :::qm .
g Coens Auenticaton (Vest Dwe) e
€D T oroioen Revoked

Manage this profile

Yiou will Bl o e

You will Bedl o updute The st 1) ke B profle. 1| el be o vk Bt uniuely Kentthes the uiers Computer

=

i PR Mg i idaniirs e B ek el IE) 5 i 1o bl skl Mo e 13 W0 Mo Liger evmil i icgind
e 4l f Contgured, 19 S6nd AOEACABOT. 15 T wer.

set0 seat
e per =

Jifiy e and et uses cerificabe notbaations

i Erak Tempiases:
Corticate reviie
Provaes by dowraased
Fittaeal et

Fopcpients I.tfllh‘.nlr user
Fotmseal reminders

2. XenMobile Server Z&0M 4% > XA AZYSSXZ0|sst0 FIIES UGS OIS L0 MY S LT

« O|8: MBEXtT o nR3t0|ESYFLICE 0]0|E2 XenMobile 2£9CtE2 2 MAEESHTLTHAIE
gk
3= dZ34y

o 28 NHASHSSAESLYLLICL O HESMEALIO|X| 20| XA S HS SIS R HE/HEQ 8
o
aT

o LYY AL LY EAHEMZ2O|HEQASMEINSMHAMELLYHZ MBS MEHBILICE

=

« certParams: C}22t2271¢8LICt. commonName=${user.mail},otherNameUPN=${user.userprincipaln

+ certificateProfileid: 1 ctAlMEAISIIZSMZZE O] d&LCt
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Credential Providers Credential Providers: General Information

You can define one or more credential ers for device certificate issuance and lifecycle. The credential providers control the certificate format (subject, key, algorithms) and the
} conditions for the certificate renewal or revocation, if any
T
Name Symantec-CP
2 S| 1C lest
Description Symantec-CP
DL
4 ile .
Issuing entity symantec -
Jee Issuing method SIGN -
6 Parameters
Name Value
certParams -mail, {user.userprincipalname}, mail=${user.mail} save  cancel
certificateprofileld 2.16.840.1.113733.1.16.1.3.2.6.1.250531744

3. CtSS22Lct, LHX|ZmoX|ofl M (A SE3HIE

Rl
x
oF
fo
o3t
N
re

yESABULICL B2 NS

=2 o =]

1. RASHIAYMSYLALICL 74 > FRYMoIN 271222UstD AHASFYLSAS TS IHASYSI2BLCY,

Device Policies Apps

Credentials Policy Credentials Policy

ou deliver certificates to devices. On i0S, the certific uch as a certificate for WiFi authentication, can also be used as part of another policy. For Windows Phone,

o ws 10 and later sups
1 Policy Info
Credential type Credential provider =
2 Platforms
Credential provider Symantec-CP -
-]
Policy Settings
Remove policy e Select date
Duration until removal (in hours)
B
Allow user to remove policy Always -

SATT LYHO|X|MEE I YMS LY MY SS2IELICH

—

>
1T

HE

nx
02

5. FHMO|ZR| o E=|RA=X|2elsta{H 2a| > YR MY X EM st HY S I 2ot ALY S S o

RS R ZEIHMS 2 FELICt

glo
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XenMobile Analyze Manage Configure & % administrator

Devices Users Enrollment Invitations
Device details rd@xmtest.net | iPad x
1 General . .
Assigned Policies
2 Properties Deployed (1)~ Pending (0)  Failed (0)
3 User Properties Name Type Last deployed ~

} 4 Assigned Palicies SymantecCredentials Credentials 18/08/2017 15:54:13

5 Apps Showing 1-10f 1 items
6 Media

7 Actions

8 Delivery Groups

9 iOS Profiles

10 iOS Provisioning Profiles

11 Certificates

12 Connections

13 MDM Status
Back Next >

Ao E K| %2A 2 Windows Server 0|2321s1 WSDL 0| 2HIE2AH| 2 EE|=X| = QIEHL|C},
P s« (o st <Y i < A

€ 3 C | @ locwhes 808y SymantesSym v |

oes not sppear o have

Etp

Entrust PKI o{HE]

DigiCert 22| PKI ci&l Entrust PKI OfHHE{SMX|Z=QU&LICE O|oJHEISMX|5t7|Holl, 0|2 M 2lDigiCert 22| PKI A
Mol Windows A0l Java & Apache Tomcat 2
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Entrust PKI O{{E{ A X|

1. https://www.citrix.com/downloads/citrix-endpoint-management/product-

software/xenmobile-10-server.html2 Entrust Adapter(Entrust o{2E{) Mo A Entrust
PKI o{HE{ ECHRESBILIC

2. CIREEshzip UM entrust.war It 2xZ3t0f C:\Program Files (x86)\Apache Software Founda-
tion\Tomcat 8.5\webapps C|2E{Z|ojjuf x|t |C},

3. C:\Program Files (x86)\Apache Software Foundation\Tomcat 8.5\webapps\Entrust\WEB-
INF\classes ol M entrust_adapter.properties EHZ st CustomProperties £ c:\\zenprise\\
custom_entrust_adapter.properties2MHsiLICE,

g entrust_adapter - Notepad
File Edit Format View Help

# $Id: entrust_adapter.properties 31447 2013-04-17 17:17:34Z bsafinejad $

# custom deployment properties override the settings in this file
CustomProperties=c:\\zenprise\\custom_entrust_adapter.properties

4. C: =2to|=of| M zenprise Cl&8E{2|£THE 1 0t0fl custom_entrust_adapter.properties 2H= At S0HE
LCh.

5. ojmelgct2ntztefeozmEstL|Ct, Entrust.MdmSvc.URL, AdminUserld & AdminPassword £
SICHHI Y =X elsH A 2.
#LCI22 AS/IG ol X Est URL 24 H
Entrust. MdmSvc.Url=https://pki.yourcorp.com: 19443 /mdmws/services/AdminServiceVs

# IGE M2 1 AR} EZXSX e F
ofof H o0 M AE8XNXE MMtz 1 E
CreateUser=

 dEH AN U IE
=
=

truez Ao H

# 289 Xd 38 4F

AdminUserId=¢[User ID]¢
AdminPassword=*¢[password] ¢

# keystore for client-cert auth

#tkeyStore=

#keyStorePassword=

#tkeyStoreType: JKS, JCEKS % PKCS12 -- .pl2 % .jks mego = =
st Xl oS

# truststore for server with self-signed root CA
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#trustStore=
#trustStorePassword=

#trustStoreType: JKS, JCEKS % PKCS12 -- .pl2 o .jks m 2o = =

2 s X o 3

6. Tomcat MH|AZSCtAI A ZHELICE C:\Program Files (x86)\Apache Software Foundation\Tomcat
8.5\logs 20|=53t0{ Catalina_201x-MM-DD.log E€LICt. {7 OOCIS UL 2EO|EA|E =X QI
13-Nov-2018 09:02:35.319 INFO [localhost-startStop-1] org.apache.cxf

.endpoint.ServerImpl.initDestination Setting the server’s publish

address to be /EntrustGpkiAdapter

7. http://localhost:8080/Entrust/EntrustGpkiAdapter?wsdl E=EMH2l37H URL Z0|S

St M E ot XML O| EA|=|=X|&QlgtL|Ct,

[# localnost:8080/Entrust/EntrustGr XSS

&« C (@ localhost:3080/Entrust/EntrustGpkiAdapter?wsdl

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

|= | =
w 6

v<wsdl:definitions xmlns:nsl="http://schemas.zdm.zenprise. 'or;gpkxf xmlns:ns2="http://zdm.zenprise.com/gpki/sample”
1/soap/" smlns:tns="http:/

xmlns:ns3="http://schemas.xmlsoap.org/soap/http” xmlns:soap="http://schemas. xml,oap or

//gpki-

adapters.zenprise.com/entrust” xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2081/XMLSchema”

name="GpkiAdapterService” targetNamespace="http://gpki-adapters.zenprise.com/entrust™>
¥ <wsdl:documentation>
<adapterVersion xmlns="http://schemas.zdm.zenprise.com/gpki/">my_version</adspterversion><interfaceversion
wmlns="http://schemas.zdm.zenprise.com/gpki/"»1.0</interfaceVersion>
</wsdl:documentation>
¥ <wsdlitypes>
vexs:schema xmlns:xs="http://www.w3.org/2801/XMLSchema” elementFormDefault="qualified"”
targetNamespace="http://schemas.zdm.zenprise.com/gpki/">
v<xs:simpleType name="targetAdapterVersion™>
¥ <xs:annotation>
¥ <xs:documentation>

The parameter value will be set to the adapter version string read from the WSDL at configuration-time.

</xs:documentation>
tion>
tion base="xs:string"/>

¥<xs:annotation>
¥<xs:documentation>

The parameter value will be set to a certificate, depending on the context. - In the revokeCert method

certificate to revoke.
</xs:documentation>

</xs:annotation>

<xs:restriction base="xs:bases4Binary”/>
</xs:simpleType>

v <xs:simpleType name="csr">

¥<xs:annotation>

¥ <xs:documentation>

this will be the

The parameter value will be set to the CSR blob. Thi:z parameter type ic not allowed in any "part” element but those in messages

used for the signCert operation.

Entrust PKI 0{2E{0f|clis] XenMobile 714

1. XenMobile 2&0|2 30151 43 > PKI AEE|Z0|SFLIC &7t > HM|U2! PKI AHEIES

2. CheEEEY LT
+ O|Z: PKI E{E|o|0| S Y BILICE
« WSDL URL: MtH2|37H URL Si=gtL|ct,
MegLict,

(i

. AZQY: AlBRIoIZ WS

=
i
=

- e
HACY
- HTTP 7|2: HESH=HERSMERIO| B A EUZEILIC
=
=

(==}
- S2I0|HEQIZAM: SHIE SSL S2t0|HEQJASMEMETILICE

2lguc.
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« 2|2A2[X|: My Resource Location(Li2|AA2|x|) SMEdsLICE,
o SIEEIMlAR: /Entrust/~SLEtL|C}
3. PKIAEE|FH S0P o™ MFM|0|X|7H=0t7t Xt =
UHHERO A Entrust AHEIE YSAHEIZR, MHS LaUHO
5. CSR HollMCtS ol ™27 Me
2 nz|E: RSA
« 7|137]: 2048
. My2nals SHATwithRSA
: cd=Suser.username

o FHICHAOIE: MEArtLICE, CISSHF LI

=e L1

gLt

« FHOIE

R AMEXRAHOIE

6. MHATEIBATFYE0T 7Y > ZAYY 20| SR AS Y S FIHedLICH
7. A3t = OS ot M S BfLCt. 2t OS FYHO|X|0|M Xt ABSERYECZ N AZSHSSAEME
SIS FOUMAM LA ST S SRS ML T

Microsoft 1S A AMH|A

et Xt

XenMobile 28 SEIE{H 0| AZE3H Microsoft 215 M MH|AetMSEtE3L|CE, XenMobile 23 QIE{H 0| A S E 8]
Moz MerZatx| et Ch (GPKI ME 7|08 g). Microsoft CA ol NetScaler Gateway AFE XIS M E MM 5tH
NetScaler Gateway 7tsietel S A 2| A Ll atsh K| EX| fgtL|C.
XenMobile 0|4 Microsoft CA PKI AE{E| S 2HER{FHQI S M M| ARQIE{H 0| A2|7| 2 URL SX|HsofeiL|Ct &AL
SSL 22t0|HEQIZ S A+E3t0] XenMobile 2tQI1 5 M A H|AUQIEHO| A7 HASHS B4 ELICE
Microsoft Q15 A AH| AME{E|ZT}
1. XenMobile 2&0 M2 &2/ 2EXM {0 A=7]0{oto| 222 2lst 1 PKI AIE{E|SS8lstL|Ct
2. PKI E{E|HO|X|0| A F=IHEERITILICE
PKI Qe E| R & ol|cHatH| = 7HLHEHEF LI T
3. Microsoft Q15 M MH|AMEE|SSEISLICE,
Microsoft Q15 A M| ANE{E|: YEHE HH|O| K| 7HtEHELICE.
4. Microsoft Q!5 M MH|AE{E|: LHHHEHHO|X| O MCHSM™ES A EL|Ct,
o O|5: LIZOAHEISH =S ALS S MAEE[0| S S U BILICE. AEE[O|S 2 RHOFILICE.
o Y SE MHAZE URL: Microsoft CA S E MH|22| 7|2 URL(dl: http
) 2stict. URL 228t HTTP = HTTP-over-SSL SA28t 4l &L},
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10.

11.
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o
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NABSHS S A S ESSXIE 0| S0 EAIELICE

APNs 213 M

October 21,2019

XenMobile 0l A i0S Zx|E5=2stn2tz|st2{H Apple 2l APNs(Apple ZAIZZAMHA) ASMEMLFTIL|CY,

&m

« Apple 2 APNs 215 EAIE38H Apple Push Network EEsi 2t Y H k| S22 & +UELICH M42EE
O EMOZ B M ESHK[SIHAX| S22 QiA E LI

+ 5t XenMobile 01 iOS € Secure Mail olcistEA| 22l S A2 st2{™ APNs 15 A 7t Bt Ct,

o IOSIHLX 7|2 M SALE SO B HIY 7| 7| =2 X EAASMHEUEZ LRI ZEQAS M E Apple Push

Certificates Portal Zoto|22j|o|-Mstjofst7 | 20| =X 7} Q 8t Q& LT,
O Mo =Tt A EE X SN O Z M HSH =S FO|LIE E|HJUSLICH CIS2EE2HAE QS ALICE,

1 otA): Windows 2|22 Windows Server 2012 R2 == Windows 2008 R2 Server 2t Microsoft 1S EAtg3t0d
CSR 2MMdgtLct, Mac 2|22 Mac ZAEE{of| M CSR S stL|Ct. Citrix ol A=0[gtH S # =gt Tt

2 tHAl: Citrix off CSR g®IZgLCt Citrix =2HI7|7| 22| HHAEMZ CSR MBS DMBETIAS plist HAlo =24t
gfLct.

rit

w
o

tA: MEE CSR 2 Apple olME3tCHS Apple olA APNs QIS MECHRZEFL L
4 tHAl: (1S, Mac & SSL olM) APNs Q15 ME PCKS #12(.pfx) Q1S Z L= HL|CE
5 CtAl: APNs 215 M E XenMobile 274 SLICt.

=Q:

EMETEEHAEE Apple ID E7|8stngX|soFRtLCt. ot Apple ID =712! ID kot 2| AL ID OfoFgfLCt,

Microsoft IIS EAtg3l0{ CSR 22t52{H
iOS Ex|oficist APNs Q15 M HSMMst7| st HMEA = CSR(AIZSMMERH) St =L ct, Windows 2012
R2 == Windows 2008 R2 AHoj|A = Microsoft [IS EA23t0] CSR STHE4USLIC

Microsoft IIS ELILC},
IS ofcHst 21 Z MOoto| 22 FEH SIS T,

PS*’!\).—‘

MHIZNE A o5 RN atsy| 2228,
ni

sigtsts DN(1R0IE) ¥ SYastn e S22gL .
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B

[=3 =]
o CATRIHZF A0 QS 7| 2| HAMH & 52 Y LT,

el C
CIASOMEES =22l0|7 ¥ YEXYZHS M0 ALS 32T .

7. CSRIol0| S SYUHStnARE Ot U SHTBICLS MY S S LICt
b H

7|1 W EEXIFELCE |EQ| 7|37|2t RSA Z12|ES MBS Al&SS 2Lt APNs ¢
o5 2 CSR IUSHZESFH| I ASLICH

=
AZX|YUS CSREZNA IRt ZEH etE E32/eL|Ct,

OpenSSL SALE3t0{ CSR S2H=3{H

SIOH|IE

OpenSSL 2123101 CSR 24451 OpenSSL BAIOIE0|A OpenSSL SCie2SstnAX|gtLCh,

1.

OpenSSL 24KI3 A BE| | IS L E w0 HCI S B SUBBILIC

Z0|2 2048

SMIZNA

AFEEE=X|E = Windows Server 3! Microsoft IS EArE38t0] CSR 2M & 48l=2 2 OpenSSL SthAlAL

openssl req -new -keyout Customer.key.pem -out CompanyAPNScertificate.

csr -newkey rsa:2048

ASMO|EXIFY 2o CHS ot 2 H A K| ZHLLEFE LT 2F o2ty 2 E =B,

You are about to be asked to enter information that will be

incorporated into your certificate request.

What you are about to enter 1is what 1is called a Distinguished Name

or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
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Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:RWC

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Customer

Organizational Unit Name (eg, section) [:Marketing

Common Name (eg, YOUR name) []:John Doe

Email Address []:john.doe@customer.com

3. CHSMIAIXIZILIEILHE CSR 71172l 2t S 2 St Ct.

Please enter the following ’extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

CSR ME

Apple OIS M EXZst2{HHXK Citrix ol2lEMEXZ3t1 XenMobile OIAAIE E U= S A{HSHoLOFRILICH
1. =22t2X0|A XenMobile APNs CSR A& #At0|EZ0|SEL|C}.

2. Upload the CSR(CSR ¢=2c) 222!stLct,

QIEZ M E=.pem/txt EAlo|ofofEtL|Ct,

4. XenMobile APNs CSR Signing(XenMobile APNs CSR A{¥) m|o|x|oi| A Sign(ME) 222&L|ct. CSR
O|MEE| I MEICIREEELOXIS L EX EHELICH

Apple ol MHE CSR 2XZ5t0 APNs Q1SS o

Citrix MM EE CSR(AVBMMERH) SertoH Apple ol CSR SHIEsto{ APNs Q5SS LICE

A

L2 A X7t Apple Push Portal a0l at A EM E2 IYSLICL CHEWHOZ 1 A0 A iden-

tity.apple.com @3 z0|538t7|H0f| Apple Developer Portald2 3284+ &L|C,
1. 222X M https://identity.apple.com/pushcertZ0| S LICt.
2. Create a Certificate(2/SMMA) E22I5tL|Ct,

3. Apple diMeIZME0tEE=Z10|K30[2HH | have read and agree to these terms and conditions(0|&

okztgeliolo s ol gtLict,) gel st Accept(s2l) S22/t

o S —

ru
fjo
rx
i
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4. Choose File(mt2 M) 2225t D HEE 0| M HE CSR S23totMElsiCLS Upload(¥2E) E22istLCt H=2

EIHY SAUCH=Z A A K| 7HLFEFE LI,

5. Download(CH22E) E22|5t0].pem 2ASMEZMBIL|CE,

Internet Explorer EAI230|nmtA0| S & HO|gl=EZE R Cancel(F|A) SFHE2IS OIS MO MCIRZESHY

A2,

Microsoft IIS SA25t0{.pfx APNs Q1S A{2HE7|

XenMobile oM Apple 2| APNs 2IZ M E AL st2{H Microsoft [IS ol MIB MR
mAZ L EHCES APNS 215 M S XenMobile 27t SLCt.

Of =t o]

rir

CSR SMMdst=dlArgst IS MHtS AT H E A2 ELIC,
1. Microsoft IS E&L|Ct.
2. MHoIEAoto|2S22al%tL|Ct.

3. MHQIZHAN B e =SB,

4. Apple 9| Certificate.pem ot S3opMEBLICE DRCHS XI5 Bt0|E0|Lt

Ch. O| S0 SWEXIEALESIXOMYA| 2.

5. 4 tHAlo MAlESoI S M EME St T LHE L7 | S S -I8tLICt

6. .pfx ABSMoQXUTY0| SR ASEX|YTICHS efolSS 2Bt
XenMobile 2MX|steE et E ML= 7HH QB L

7. XenMobile S4x[EAMH.pfx QASMHE=ZAELICE

8. XenMobile 2&0&t2|xt=22 328t Ct,

Hgetast oIS AE PCKS #12(.pfx)

9. XenMobile 2&0MZ2&2|2EZML(0U=7|0f0t0| 2222 L|Ct, MFH|O|X|FFLEFELICE,

10. 2AEME

uju

2lgtLICh ASME|O| K| ZHLtEFELIT,
1. 7IMR7|ES=IELICE 7HM 7| st A7 HHEFERL| T
12, 7|0 70lM 7|1 T A ST,

13. 80X APNs SMEHSfLICE

14, 7| M ATU| M HOtE 7| ES 2SN U || K 20| SO /MM 27 | M A THL SHEFL T

15. g=oAEMogSEld= S etL|C},

16. 7tH27|E2=IELICt.
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Mac ZEE0|M.pfx APNs Q1S MBS

.p12 o.pfx MY SSUSHHM 2 AL S A S LICH

=

1. macOS E4¥stH CSR SMMst=HALE ot Mac AFE ST FEI0AM Apple dlMEI2Z2HM |D(.pem)

2. ABSMIASEHI 2SI MAS | M Q2 ZL T

Ol F=7tStet=MH A X ZHEA| E[H7 |2 2 a1 7| M S M EI HE 2 F 10 2

x5t
==
BSMIRAS M EZ0LIEFELICE.

]
re
o
i
5
=
Il
=
HU
by
N

5. elE Mo XenMobile Server o AHEE 1 RO0IESX|HEILICE O|S0SUERSAESHX|OHYAIL. HEE QI
=

SMOIBCI9IX|S ML pfx T B A S et HagS/ghct
6. ASMBURUASSAFLICE, TR NYAASEANGSH=HOITALICH TSNS DTS LA
S Moters S oS R BBHIAIR
7. JHQIHIS BT R IHN ZOoIRS T M BI|K oIS R EUAIXIZHIENILIC) e Eseln tolgasit
OIHIX{EIQIEME XenMobile Server ol AtE 22l LIC
F1s

el CSR SUHSIAS MU ELI | ZZ M A S/ ZSH=CIAM A REUAEXNAY SRS LLHE=E R
ZZAAHOMIHAU ST | EME S AL ELH =0 S ELICH IHX| U HIHAIEO0| 2R3t <2 APNs 215
Mo HM A FQUA =2 2HH CSR 2 APNS T2 M| ASRHSSHOFSLICY,

OpenSSL SA+8510f.pfx APNs Q15 S0t52{H

OpenSSL 2Ar83t0] CSR(QIZMMERH) 2THEZ0| OpenSSL SAtEst0.pfx APNs 215 M E0E4EUSLICE

1. BHOETEC MM SHESHHBLICE o7|M Customer.privatekey.pem2 CSR 2712l7|0|1
APNs_Certificate.pem242 Apple o205 M UL|LCt.

openssl pkcsl2 -export —-in APNs_Certificate.pem -inkey Customer.privatekey
.pem -out apns_identity.pfx

2. .pfxeiEMmtAo|gds SABLICH XenMobile QIS ME P2 EE AT ECIAALE ST R0|A S E7| St 1 RL0]

3. .pix ASMIASQIXE7| S ELICE 2LEAESIOTIASAR TS JAT EMIA S XenMobile Server of = Atet
LIk

XenMobile 2 APNs QIZMEJIH M

M APNs 2IZMEQHsto{

rlo
ot
>

PNs 2IEME XenMobile 27HM2AQIBMEXN SO 2FI1SIALIQIS M EHHELICE

[Sy=)
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XenMobile 2204222 Q2 ZMeI0| L =7|0{0t0] 22 22IetL|Ct, AHH 0| X 7HERLICH
olx MESZ2FLICt QIS ME|O|X| 7HtERLLICE,

QIS 22BLICh JHH 7| CHeHAIREHLIERLICE,

It Q7| 0l A F| M AS MentLCE,

250)M APNs S4e3iL|CH,

HZE(O|M.pfx EL.p12 TFUSAHALICE

A2 SN IHLI|ESEI LT

N oA W =

XenMobile 2|21 ZMOICHEIXIM BB S IS M EEHZGHIAIR.

APNs 215 EA Lot H

APNs QIS MEHMStHAHOI S M EUNE M S USITHA S+ TLICE. 2RCHS Apple Push Certificates Portal2 2
St{MOIZSMEPZERLICE, 2O R26IHI| =S MILEAIE|7LI0|H Apple Developers AM M7t 2005 MHEE4RY

=8

Certificates Portal ol IS M EA M ST UsHAI0| M2 Renew (A 4l) SS2|6tCH=ZA ALICE AtO| Eof| M| A ST
Certificates Portal Ol 7H2XtA| Ho| UofoFetL|ct. ABMEA MRS UEEZI0|S3t Apple ID EALESH=RIZISHA|
Q.

> T

Yl

APNs QIEMBtE A|7|E2t0I5I2{H XenMobile 2&00M 74 > 83 > IZMEZ2IBLICL ASMIIRREZ 20 =1E

MEBHXISHRIOHY Al 2.

1. lIS(Microsoft), OpenSSL EE=7|HQIF 2 (macOS) SAt&3st0o| CSR S stL|CY,

2. XenMobile APNs CSR M3 & Ato|Eofl A Request push notification certificate signature(Z=A| 22!
ASMMELH) SMEFLCE,

3. + Upload the CSR(+ CSR &2 =) 222IgfLICt CistA XA CSR 20|53t Open(E7|) 2228t

Sign(ME) =228t

.plist TFLO| FEA| = HK| FEtLICE

Apple Push Certificates Portal 222istnz2 2% Ct

AAERIZMEMESH T Renew(ZA) E22l8tL|Ct

plist HLSHZEFLICL .pem IHAO|EZ O Z HA|ELICE .pem DHASKEFILICE

Ol.pem MU SAHESto] CSR S22 #LICH (1 THAI0 M CSR SMHEmALS Sttt o mtat).

QAUBME.pfx L2 L= HLICE

© ® N o0 » ok

XenMobile 2&0A.pfx Y S7tH 2 nCHS R Z0| 4 StE Lt

HE > USMUE|20|SELIC
ASMHOIX|O|M 7t 27| ES=IBILIC
I R7|H7ol M 7| ML EMEBLCE
FIMEAREHNAM PKCSH#12 EMEFLIC
E=0|A APNs SMESL|CY,

7IMEATtAofchs Aot I E2 St ns Yt e 20| SELICt

[

ok W o
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ZERYBEIIC 0| = ELCY,

il
1l
!
40
N
I
0

ShareFile SSO(Single Sign-on) € SAML

January 6, 2020

SAML(Security Assertion Markup Language) 2Ag3st0{ ShareFile Mobile ¢ofchst SSO(Single Sign-On) 4
HAEXBSH=Z XenMobile % ShareFile 274 &4 &LICL 0]7|50= MDX Toolkit 222 = =l ShareFile Y1t
Ao E, Outlook 2|10 =87|3t220|HEL 22 X2 ShareFile 22t0|AEIIZEHELICE

- 2 &l ShareFile 12/ Z 2. ShareFile Mobile ¥ 2 Edl| ShareFile | 2 1238 = At 2Xt= AR X2

[

e
SAML E23 =293l Secure Hub 22|C|2IMElL|Ct, 21Z 0| 26H ShareFile Mobile 0| SAML EE22
ShareFile ZH&8tLICE 2720235 A8 XH= SSO EE3) ShareFile Mobile 0B M A S~UELICEH ESHIY
HZ 28 X|% DT ShareFile 292 ME Secure Mail Mo "Rt A&LIC

o e x|ete ShareFile 22t0|HEQ AR, YR EELIE ShareFile 22t0|HEZEALE310{ ShareFile o
2I28=A2X7F XenMobile 22|C|2IMEILICEH XenMobile O|AF2XEQIZSIHRIS EIALRXF7IEHS SAML E
20| ShareFile ZFAELICE £7|222FMEXH=0IHZ I 281X|2t1 SSO EE8) ShareFile 2210|2 E0f| A A

ABAYBLICE

XenMobile € ShareFile oficist SAML IdP(ID 224t ZAtEst2{Ho|2 M| MHEIL 2 ShareFile Enterprise EA
23tz 2 XenMobile 27 AsoFgtLICt. 3t StorageZone HYE 0| M2t EH S8t 2 XenMobile ST 4 e+ ASLIC
M2 XenMobile oA ShareFile AFZ0| MAZSHAAIR.

KEM|etE Z=0F7 | A THO| O 23 2 OF 7 [EI N EF ESHY Al L.

MERTALE

XenMobile % ShareFile ¥olA SSO S 4ot HUKCISRAZL 2 AP Q A S S FHoFELICt.
« MDX Service E=z3t| =12 MDX Toolkit(ShareFile Mobile #2).
XSt 22 XenMobile =20l MEZ=SHIA| 2.
« S#tE|=Ho| ShareFile Mobile #3! Secure Hub
+ ShareFile 22|xtA1H

« XenMobile 7 ShareFile zZte|dZo| oI &l

=
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ShareFile 24 A A

ShareFile £¢I3t SAML S2M&st7|HMo|ctEatztol ShareFile HMAFEEX S eHL|C},

1. XenMobile #1220 M > ShareFile 222!stL|Ct. ShareFile 7 M4H|0|X|7tLtEFELICE. 2 &0 ShareFile

[

tiAl Content Collaboration O[2t=20{ 7L EA|E 4 &Lt

Analyze Manage Configure Monitor

Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Content Collaboration v
Configure settings to connect to the Content Collaboration and administrator service accounts for user account management.
Domain * .sharefile.com

Assign to delivery groups Tvpe to search Q

AllUsers
Local Policy
087

Local

Content Collaboration Administrator Account Logon

User name * Lcom
Password * Enter new password
User account provisioning OFF
App Internal name ShareFile_SAML
SAML certificate
Name .example.com

Advanced Content Collaboration Configuration

2. LeddS gL

=gl

o HigOEOEE: ShareFlle olA SSO EMgE ISt e IS S ME S LI MBtL| L

+ ShareFile 22|xtAHZO2

+ ALEXI0|Z: ShareFile ZH2|XIAISXtO|ES LA ELICE O|AFZAH=RE|RIA TS IHX| D QLo OFBtL| LY.,

o 25 ShareFile Zz|xtts EQlaistLCt,

o MEXAFEZZH|[H: XenMobile M MAEXAE I 2| HSAIESt2{HO| MM S A Bt = E M EL|CL
A

ShareFile Al Xt2I2| Z L EALE KT Z2H| MO A& 52T ol o
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S|
ShareFile A HO| = AR /MG AL O XS E| U =Z LA XA Y I 2H| M EAE S S U XS
XenMobile olsi&AtExte| ShareFile AHSXA S 2T 2H|MBIL|CH A7 2o FHYUO|UA=HLSALES}
00| LY SE|AESH=Z0|ZSLICE O[HAEESH ShareFile A™O|g =R 2ALEXRIZOITEN SR E4+AU
St

3. AZHAEEZZ2/5t0] ShareFile Z2|XAIHOIXIHE ShareFile AR ASsH=AIERI0| SRt T EQIBILIC

« XenMobile o] ShareFile 2t57|3t=| 1 ShareFile 4% 2l ShareFile & 2%t/ E{E| ID & 21921 URL
O|H|O| EElLIC,

+ A > ShareFile 10| X|o]| HLHE0|Z0|FA|E/LICt. ShareFile.com SSO A& 4Ho|SI 220 dH EICH|
Eotzstz{Ho|0|S0|HREL|Ct,

2i2 & ShareFile MDX 2i22/ct SAML 8%

C2EAl= i0S % Android A EX|of M g ElL|Ct.

1. MDX Toolkit 2At83t0{ ShareFile Mobile gz gfL|ct. MDX Toolkit 2 24 Saf & sh=Zd of| c ot XA LK
82 Wrapping Apps with the MDX Toolkit(MDX Toolkit 22z S& =5t A|2.

2. XenMobile 2&0iMaiz =l ShareFile Mobile 2 2 =3tL|Ct, MDX HPZEof|CHSHALA| S 2 XenMobile
ol MDX 2715t HSEESIMA L.

13

o

3. FAoKTY

r

tet2|xtArg xto| Eatet= 2 ShareFile |2 1235t0f SAML & SgtolgtLCt.

4. ShareFile & XenMobile 0|t EZA|ZILHZ P H |0 =X &tolstL|Ct, XenMobile O] M EIEZAIZITHE 7|

EORFATAZISHAISH=X|ZRIELICH - X2 E R SSO 7Hamig A ELICh

ShareFile Mobile | Q& M ZAt

1. AFEXIEX|O|M Secure Hub E4X|stnMstL|Ct,

2. XenMobile Store 0oflA ShareFile Mobile YgLCt2Z =8t X|stL|Ct,

3. ShareFile Mobile Y2 A|=tstL|Ct, ShareFile 2A2XI0|20|LI s E2 XA D A|ZHEIL|CY,
Secure Mail 28 M A}

1. OfX2tZSHX| s

rlo

AL XIEK|0M Secure Hub EAX|stn A EtL T},
2. XenMobile Store 0o|M Secure Mail SCt2ZE38H0{ M X|St 1M FSHL|CE,

3. MExtHL¢ASH T ShareFile MM E EXSLICH ALSXO|S0|LIAS EE2X| A DT XH Lo M 2 et =nted
O|EA|E LT,
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Ct2 ShareFile £2to|A EE2[¢ NetScaler Gateway 74

AIO|E, Outlook E2{ 101k =57|3t22t0|HELt 0|2 L= X| 242 ShareFile 22t0|AEoflchetH A
MCI2 1420 XenMobile € SAML ID 22 X2 A2SH=HSX| Y2 NetScalerGateway%-‘r“é,i.”—llif.

o SHO|X|Z|C|HMSAIS SR L= E M HEL|CE,
o ShareFile MMEMgIT 2T SOEL

+ NetScaler Gateway 7t MH O A S M EHL|CE

ful

SH 0| X|2|C| 2 HALSotet

/cginfra ZR2ES WS AUE[=Q 87| 2SESAIE SRS =S M FEILICE O|FASIHAIE X M el ZH o X ch Al e e

EU® URL SE2+ASLICL

-

1. XenMobile 2120 At &/ = NetScaler Gateway 7HA Mo M H ST A LICt. NetScaler o | Other
Settings(7|EtE ) 20|53 Redirect to Home Page(Smo| x| 22|C| 2l M) solzt2 ME X A gL |Ct,

Other Settings X

ICMP Virtual Server Response*

Passive

RHI State*
Passive

+/ Redirect to Home page
Listen Priority

Listen Policy Expression Expression Editor

Select v Select v | select v <

NONE

ShareFile

Citrix Endpoint Management

L2 Connection

_

2. SharefFile 0ilA XenMobile HEMH Q0| EntZEHS S Q|BtL|C

3. Citrix Endpoint Management ofzloil XenMobile URL g¢iaistL|ct. Ak252l Citrix Gateway HE 0]
HMHZ0|22! AppController 7t EA|E 4= &LICt

o|742 /cginfra Z2ESHYHE URL ollchet X SIS etLct.

ShareFile MM™MEI QT2 TIOIE 7|

o

BHSLIC

—

CHSatZ 2P 27 Msto] ShareFile MU QME T2

1. NetScaler Gateway T4 QE2|E|Q| I ZE M A0 A NetScaler Gateway > Policies(Z*) > Session (Al

) s2BLC

=2=2"1-
2. MuagssoELIC Policies(F M) HollA Add(3=7t) £22/gich

3. Name(0|Z) Z=of ShareFile_Policy S¢/2i3tL|C},
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4, +otxE22sl0{5E20HELICL Create NetScaler Gateway Session Profile(NetScaler Gateway A
MEZLOHE7|) HO|X|7FLtEFELICE.
Configure NatScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global Nethcaler Gateway Parameters

Metwork Configuration Client Experience Security Published Applications

Accounting Policy

Owverride Global
Display Home Page &

Home Page

mane
URL for Web-Based Emai
Split Tunnel™

OFF 0
Session Time-out (mins

1 -

Cliegnt |dle Time-out {mins)

Clientless Access*

Allow -}

Clientless Access URL Encoding®
Obscure :

Clientless Acoess Persistent Cookie®
DENY )

Plug-in Type*

Windows /MAC 05X &

¥ Single Sign-on to Web Applications =
Credential Index*

PRIMARY | ¥

KCD Account

Llonle Cla & adtle Wi e doas

CheddSFgeLIch

+ Name(0|Z): ShareFile_Profile 22 &&%fL|Ct,

+ Client Experience(Zzto|o1ESZ) S 22lstnCiS o 28 F S BILICE

Home Page(Zm1/0|X[): none S sL|C},

- Session Time-out (mins)(MMAIZEA S (£)): 1 2aELCt
- Single Sign-on to Web Applications(#S 8z = J30fci3t SSO): o| 4 - SMEBHLICt

Credential Index(xtzZEA01): 2Z0f|A PRIMARY S22/%tL Ct.
+ Published Applications(AA|Ele2z213) #2228 C},
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Cateway Paramaters

Metwark Configuration Client Experience S&curity Published Applications
Dwerride Global
ICA Proxy™
ON t W
Web Interface Address
https:/ fxms.cltrix.lab: 8443 v
Web Imerface Address Type*
1Py *
Web Interface Portal Mode®
NORMAL 5
Single Sign-on Domain
citrix -f

Citrix Receiver Home Page

Account Services Address

« ICAProxy(ICA =Z4|): ON(HZ) 222algtct,
« Web Interface Address(22IE{H0]AZx2): XenMobile Server URL 2¢/&gtLCt.
+ Single Sign-on Domain(SSO =02!): Active Directory TH|¢lo|SSi2stLIC}.

NetScaler Gateway MMz ZZ 2 4& ] Single Sign-on Domain(SSO =H|Ql) o = QI ™ O|At=
LDAP oI F2|El XenMobile Tm|QItE At x|sfofetL|C}.

5. Create(2tS7]) S2stoiMM 2L SHolFtLICE

6. Expression Editor(2/m%!|7|) E22l5tLCt,
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+ Back fdd Expression

Create NetScaler Gateway Session Palicy

Sedect Expression Type: | Genera:

Shareile_Folicy

Sharefile_Profile ||+

HEADER

CONTANS

Valpe®
m Chse MSC_FSAD

COOKIY

Chair

CedESFEELth

+ Value(Z!): NSC_FSRD =¢!=istL|Ct,
+ Header Name(&|{0|2): COOKIE S/ 2%tLct,

7. Create(2t=7]) E22/3iCtS Close(Et7|) E22lgtLct.

Create MetScaler Gateway Session Policy

Mame*
ShareFile_Policy
ActEn®
Sharefile_Prafile 4| #

apression®
Diperatars = || Saved Palicy Expressinsg - ||Freguantly Used Expressions -

REQHTTP,HEADER COOKIE CONTAING NS0_FSRD

OFSIWAT EPA Editar

Expression Editar

Chear

NetScaler Gateway 7t MO MY

NetScaler Gateway 7t MHO|MCHS B Z 24 FH S ELICE

1. NetScaler Gateway 4 {2l 2|E|o| 2 ZEH A0 A NetScaler Gateway > Virtual Servers(7HAAH) £

SEIgLICh

2. Details(M2H =) &M NetScaler Gateway 7HAMHES2!

IghL|ct.
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4,

7.

Configured policies(74 £/ % *) > Session policies(X X&) E22lsictg Add binding(btel = x7})
s22lgLch

VPN Virtual Server Session Policy Binding

VPN Virtual Server Session Policy Binding X
Add Binding Edit = Search =
Priority Policy Mame Expression Action
10 Q| ShareFile_Palecy REQ.HTTP.HEADER Coakie COMTAIMS NSC_FSRD Sharefibe_Pralile

100 @ PL_O5_10.217.232.36 RECLHTTP.HEADER User-Agent CONTAINS CirixR AC_05_10.217.232.36_A_

100 PL_WB_10.217.232.36 REQLHTTP.HEADER User-Agent NOTOONTAIMNS ¢ AT WB_10.217.232.36_4_

100 PL_AG_PLG_10,217.232.36 RECLHTTP,HEADER User-Agent MOTOONTAINS C AT AL PLG_10,217.232.36_4

Close

Done(2tz) 222sicta M S0l NetScaler 2 SXEetL|C

ShareFile.com SSO M&E4H

MDX 2H| MDX ShareFile ¥{ScCt2atzto|HAstL|Ct,

S

e

ShareFile YgME =M M5t LE XenMobile oA ShareFile 8 SHZASMOICHI RS 2T Z 12H0| 20f| AHH

SItEZLELICE 22{2 2 ShareFile 2AO|ENMZ21 URL SYHI0| ESIH YH|0| EEIHO|ESutHsloFgtL|Ct,
ShareFile 20| 4 Chrome =& FireFox 0| & ZH 0| X| S| EF &6t X| & LICH RMTILHE2 Ha|AHE,

ShareFile 21SEZ 2% v19.17T0ME RSHIAIL.

. ShareFile A1® (https://<subdomain>.sharefile.com)ol ShareFile #2|Xt22312%tL|Ct,

ShareFile 12IE{mo| A0 A ZE|SEZ22I3ICLS Single Sign-On MF A S MEBiL|CE
Login URL(219! URL) SCt3atZto|HEBLICL

CtE2mE™e 230 URL MEQILICH https://xms.citrix. lab/samlsp/websso.do?action

=authenticateUser&app=ShareFile_SAML_SP&reqtype=1.
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1 3 ¥ FETa=Tsl=] . c 3 act 3 E y AA ir By ot F A e
Home Vianage Users 5end a File lequest a File Admin My Settings Apps

Password Policy

Enable SAML: a
Configure Single Sign-0n
Edit Super User Geoup ShareFile |sswer f Entity ID: = XMS. example.com [7]
Reporting Your IDP Issuer / Entity 10: [7]
Notification History

¥.509 Certificate; = Saved Change @

Logl

n Code Sample
Login URL:* nitpssiEms. citr. lab/samispiwebaso.dotaction=auth @
Remaote Upload Wizard

WView/Print Recespts Logout URL: o

Basic Settings

XenMobile Server FQDN 2tofl NetScaler Gateway 7t4MH2|2 FQDN &t /cginfra/https/E
Atelsicte XenMobile FQDN %ol 8443 22 7t¢tLCt,

[ml

t22H A= URL 9 M ELICL https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML_SP&reqtype=1

&app=ShareFile_SAML_SP of7i#i£E L& ShareFile 28X 2 10| EcZHAFL|C}
E27/2XM9Z ShareFile_SAMLYL|CtH O2{Lt72M8EH

(ShareFile_SAML_2, ShareFile_SAML_3 5). 4 > ShareFile 10| X|of| A HL{FO|ESAtS

il

t
Z oLt £ 0| F ol H = 7k 37
S [e]

Og2H=E URL M ELICL https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML&reqtype=1
URL B0 &nssso=trueEZ%7tgtL|ct,

o222 % URL 9 M ELCL https://nsgateway.acme.com/cginfra/https/
xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML&reqtype=1&nssso=true.
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Optional Settings

Require SSO Login: ?
350 P Range: ?
SP-Initiated S50 certificate: | HTTP Redirect with no signature : ?

Enable Web Authentication: M 2

SP-Initiated Auth Context: | User Name and Password = Minimum 32 ?

Active Profile Cookies: 7

4 Save Cancel

CHEEadstoi p Mo e ad S ArRILICE
1. H2IRXE https://<subdomain>sharefile.com/saml/loginQ&E7t2|ZL|Ct
NetScaler Gateway 2a2ro=2z|C|AMEL|C} 2|C/AME X OHO| MY MY SISt MAIL.
2. #43t NetScaler Gateway % XenMobile & o|AtExt0|Satets E0l2{ B CH,

ShareFile 24 (<subdomain>.sharefile.com) ZtLtELELICE ShareFile ZE{7HE0|X| 2o HE Fst 2
J2XAZHSUHME=EXIEISAA 2.

H= M

IDP &g 25t= Azure Active Directory

January 6, 2020

Azure AD(Active Directory) £ IDP(ID 33xt) 27 MsIHAIZ X7t Azure XA S HSALE310] XenMobile o S2&

SASLICH
i0S, Android & Windows 10 &x|7tX|ElL|Ct. i0S % Android Zx|= Secure Hub EEsiS 2 €L Ct.

MH > 0I5 > IDP 0| M Azure £ IDP 23 4%t Ct. IDP 10| X| =0|tH T 2| XenMobile ol M E A3 7m0 X| IL|C}, O]
HMH Ao XenMobile 0= & > Microsoft Azure 0l A Azure E371 &L Tt

ARt

. H{HYato|HA
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ol
—

P
S22

- i0S E= Android Z%|E£52st2{H Secure Hub 10.5.5 712 @3tL|Ct,

- Windows 10 ZXIE5E3}2{H Microsoft Azure Premium (0| Ml A7} E QBtL|C},

o CJEE2|MHALOIE

XenMobile Server 71215 M 7|HtoI S S At =2 HstjoF gL Ct,

NetScaler EQIE50AME S0 AR NetScaler 7I1E M 7|ERIZ S A ESt= =7 MeljoFEtL|Ct.
Secure Hub 2152 Azure AD EArE3tH Azure AD O M| EloIZ R ESMEL|CY.
XenMobile Server & LDAP EAt23to Windows AD(Active Directory) ol d 28l orgtLict. 22
LDAP M7t Azure AD o5 7|stE| =2 4B Ct,

ol

X X7t Secure Hub EE315 250 XenMobile 0| Azure £ IDP ZAIRSIEE M EIA

1. AL XP7HRFAIC|E K| EALE S Secure Hub WM EAI=l= Azure AD 2IQISHO|AIEX0| SRt s S BIL|C

2. Azure AD 7tAEAIEERISHD ID EESEHLIC

3. Secure Hub = ID E2& XenMobile Server 228 stL|Ct,

4. XenMobile 0] ID E2% ID EZ0iU=AE X HE&QIBtLICE XenMobile O[A|M ID SitetatL|ct,

gl

Azure A™MH

Azure AD £ IDP ZArE3I2{HHA Azure AI™OIZ 218t nCH2atzto|H AStL|CE,

1.

ABRAFEHASSEStn e H I S&lptL|Ct RtMEHH 82 Azure Active Directory O AFEXHX| E = QI0| &
FIMERSHIAI2,

[

S8 EEA 80| 2-T 20| AT E{ 2| S Azure Active Directory 2= $HLIC XAISLIZS

Azure AD EAE310] Windows 10 ZXIESE3I2{H Azure A ™ SCtSatZo|HZBLICY,

1.

MDM £ Azure AD 2| A2|& 4 A =StAIRIZ M A BLLICE 0|98 Azure Active Directory > S8Z=2IH22
2Bt s FILES RO

(e |

Aq2[oM SBE2 OIS MERILICEH HHIYT|7| 22| 20| S5t 2-22|0|A MDM 88X =2 1M S MEBILICE

Citrix XenMobile Cloud 0| SE3tAR0 =2-T0|ASET 2 M S MENFL|CE Microsoft 2010l MCHEE|H

EJlopdREggn2IY e 1204 MDM S8Z2 1L c.
ggnz oM XenMobile Server M, Afgekzt2d, 4 ID URI E3MtLCt,

+ MDM ZI# URL: https:
« MDM A2 URL: https:
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« HIDURIL: https:

4. 2 HAMEIER2-Z20|A MDM ST 21U SUEBIL|CE O|AMBXI EHAIHE[SHS HHSIHZEMEXNLEEE

[ | — =L o
A8XIaE0lCHSt MDM 22| EARESt=S4F-ELICH

o

Windows 10 Zx|ofl Azure AD SAtE st ol|CistxtA L8 2 Microsoft M Azure Active Directory ot
MDM Sgg&xstiAl2.

Azure AD E IDP 234

1. Azure AN EQBITHSHEEHAHLIH 2 LTt

+ Azure SEZ2IYHFHO|X|QHHE ID.

+ Azure AD EAt83t0{ Windows 10 X ESZ26H=Z QOIS =L RFL|C
- ¥ ID URI: XenMobile 24 3st=AltHe] URL LICt.
- Z2I0|AHE ID: Azure AT |0|X|0f| M Y| R AlEXtILICE,

- 7l: Azure SEZ=IHLHYH|O| X[ M AR LAELICE
2. XenMobile 2&0i|M 222w e|o|7|0joto| 2222/ eL|Ct, MEH|O|X|FFLEFELICE,

3. ¢lzotzofl A IDP(ID S2xt) ES2=ELIct ID 3SXHH 0| X|ZHLtEHLCt,

Identity Provider (IDP)

Configure an identity provider (IDP) to use federated identity on Win 10 MDM and Secure Hub clients

The IDP you configure will override your default enrollment mode.

IDP Name IDP Type

No results found.

4. FIIES=ELICE IDP 8 HO|X|7FLIEFELIC,

5. IDPojlcistot2dE

o

T4t

« IDPO|&: M= IDP HZA0|ES ULt

« IDP R%: Azure Active Directory E IDP RO =2 MEfBILCE,
o HEE ID: Azure S8 2 1M LN H|O|X|0]| MO|ZtSEAIRILICE HEIRKNFAHAEOMZXIAEXE LM E

© 1999-2020 Citrix Systems, Inc. All rights reserved. 223


https://msdn.microsoft.com/en-us/windows/hardware/commercialize/customize/mdm/azure-active-directory-integration-with-mdm
https://msdn.microsoft.com/en-us/windows/hardware/commercialize/customize/mdm/azure-active-directory-integration-with-mdm

XenMobile Server sixjzlz|A

BE=9% https://manage.windowszaure.com/acmew.onmicrosoft.com##workspaces
/ActiveDirectoryExtensin/Directory/abc213-abcl23-abc123/onprem.. .0 A&
EID £ abcl123-abc123-abc123¢LC}.

Settings > Identity Provider (IDP) > Add IDP

Discovery URL x
Identity Provider Set up a connection to your identity provider (IDP).
IDP;
(IDP) IDP Name* | Azure AD Config @
} 1 Discovery URL IDP Type* Azure Active Directory he @
2 Client Type IDP Configuration
e Tenant ID* @

Secure Hub ® These fields are filled in automatically when you provide your tenant ID.

3 IDP Claims Usage

OpeniD Connect Discovery endpoint (URL) https://login.windows.net/ @
4 Summary
Authorize endpoint (URL)* https://loginwindows.net/ @
Token endpoint (URL)* https://login.windows.net/ @
jwks_uri (JSON Web Key Set URI}* https://login.windows.net/common/discovery/keys @
End Session endpoint (URL) https://login.windows.net/ @

6. UHXZEENS 2 YA EL L YHEH LSS S2ELICH

L

7. MDM SZojchisi Azure AD EAt28t0] Windows 10 XSS 26T E XenMobile g dste{pCiSdE ST
SHAUAIQ. O] MEHMEIA EZA L F 243 Win 10 MDM SMEi#| A stL|Ct,
o HID URI: Azure 8d 2 Hgtujelzdst XenMobile Server o) URL 2¢&igtL|Ct.
« 22{0|HE ID: Azure AT 0| X|0f| M O|Zf S EAtSIO 20{'2 &LICE. 220|HE ID =X DRAERIIL|CE

=]
o 7|: Azure SEZZIYAHO|X| 0| MO|Zt S S ALRILICE F|0tHM A= R 7| S UG D HYENMT e
LICt 3RS 7| S8 A0 0| HEo 20 d 24 &LICH ol Microsoft Azure AD Ol MTO|E{ S i L&

7| 7HE QL

XenMabile Analyze Manage Configure o
*

Settings > Identity Provider (IDP) > Add IDP

Identity Provider Win 10 MDM Info
(|DP) Integrate XenMobile with Azure Active Directory to let devices running Windows 10, enroll with Azure as a federated means of Active Directory authentication
App ID URI* http://www.example.com @
1 Discovery URL
Client ID* asdf-123-example-client-id @
2 Client Type
Key* Il @

} Win 10 MDM
Secure Hub
3 IDP Claims Usage

4 Summary

N -]
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Citrix = Secure Hub £ Microsoft Azure (ISEFCHM EEQX|etL|Ct. 0|3tH|= Secure Hub 7t Azure
Active Directory 2tEASH=HIMESH=ME - EILEAELICE O|H|o|X=E=0|2{ ot 2 SH A HOF S ALS &L
Ct. Citrix O T & SHE 20t SH=ZA 20| 2H0| H[O| X S MRS A 2.

Settings > Identity Provider (IDP) > Add IDP

Identity Provider Secure Hub Info x
‘|Dp) Configure details that Secure Hub mabile client in Android and iOS platforms can use to authenticate using Azure AD.

" ® Citrix has provided this information for Secure Hub to use to authenticate with Azure Active Directory.
1 Discovery URL

2 Client Type Client ID* @ m

Win 10 MDM Redirect_URI* com.citrix securehub://cauth/redirect_uri @

} Secure Hub
Scopes* openid @
3 IDP Claims Usage

4 summary

Back Next >
10. IDP 7tHIS3t=AIE XA ER IR HSTERILICH
o AFEXHAEXIRY: EECHR2220]| A userPrincipalName S MEtigtLCt,
o MEXAIEXIEAIE: O|EE=AIS = Y= EL|CY,
1. CtES2gLnt
XenMobile Analyze Manage Configure W A admin -
Settings > Identity Provider (IDP) > Add IDP
Identity Provider IDP Claims Usage x

(lDP) Choose the type of user identifier that IDP is providing.

| XenMobile uses the 'upn' key to retrieve the user information from the jwt token provided by Azure Active Directory.
1 Discovery URL ® prkey § P! Y. ry.

2 Client Type User Identifier type* userPrincipalName hd

Win 10 MDM User Identifier string* | s{id_token}upn

Secure Hub
} 3 IDP Claims Usage

4 summary

- 23

12. 24HO|X|EHEST MESS2IEL
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XenMobile Analyze Manage Configure -4

https://login.windows.net/
/oauth2/token

Token endpoint (URL)

jwhks_uri (JSON Web Key Set URI)  https: .windows.net/c iscovery/key

End session endpoint (URL) https://login.windows.net/

Identity Provider /oauth2/logout
(IDP)

Win 10 MDM
1 Discu\leryURL App ID URI http://www.example.com
2 Client TyDE Client ID asdf-123-example-client-id

Key ~ *reamanses

Win 10 MDM

Secure Hub Info
Secure Hub

Client ID
3 IDP Claims Usage Client Secret (optional)  N/A
} 4 summary Redirect_URI  com.citrix.securehub://oauth/redirect_uri

Scopes  openid

IDP Claims Usage
User Identifier type userPrincipalName

User Identifier string  ${id_teken}.upn

- 3

MEXZIE Y sH=2E

o

1. AF2X47t Secure Hub S A= ELICH a3 CH2 AFR XM= XenMobile Server 2 FQDN(X #3tEl =0 Q10|

UPN(AISRHAHO|S) EEMAMH YT A S U FILICE

),
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12:32 PM

CiTRIX
Secure Hub

Please enter the credentials provided by your
organization.

gkios.xmtest.net

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?

Yes, Enroll
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10:20 AM

Sign On

xmslab

Sign in with your organizational account

[ someone@example.com

[ o
Fasswo d

© 2016 Microsoft
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3. AF8Xt=Attlel Azure AD XA ZHEAMESIH Z 128t T},
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No SIM = 10:21 AM

)
./

Enrollment in progress ...
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No SIM = 12:32 PM

& gkios.xmtest.net

Enroll Your iIPhone

Enrolling your iPhone prepares it for
corporate apps.

o [

1

©1999-2020 Citrix Systems, Inc. All rights reserved.
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Safari ¥ 12:54 PM

Cancel Install Profile

XenMobile CA
XenMobile

Signed by *gckr.net
Verified v

Description XenMobile Authorities

Contains 2 Certificates

More Details

Install

©1999-2020 Citrix Systems, Inc. All rights reserved.
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4, A2XH= Secure Hub E&s3tCt2

on
Ju
I
ol
rot
0L
IE
|0
HU
on
Ju
i)
a
i
re
HU
iy
sl
o

PN

XenMobile 25 ZxcHollcHs Azure AD EEHIZ SX|RISIXIZELICH ALEXIOAISSE URL 0|2 EISE
FHEEHE=ZRAEXHE Azure AD CHdl LDAP S¢S etLCt.

May 21,2019
DHHEIX A S H2 DHIUAR K| S QoL oIS SH S ELICH O|XMHABSEH2ANEIFEZ HE{IHMYE|0{FHE T O D HEAE K| of]
AFstL|CE ADEFEE PIV(Personal Identity Verification) Zt=QiLICt.

o

IPAEIRAZEHES UPN Z2 AL XHAIE X7 BHEI S SIS MYLICE XenMobile 2XAZEISXAZREL2XATE
o

>
D
>
=
(@]
=N
=
0
=
=
1
_>'|_
oM
08
o
02
>+
on
Ju
#g
re
oM
=2
>
oo
et
4>
s

UELICH THEEIRASHSA S S 43HH XenMobile 0f

SEXNL=T|EISEZEEXYSIXRELICE iI0S ESESt=SATMIE A S HUS AL+ ASLICH

WEIETN

SE&¢2I8il XenMobile Server =CH3Cto[o{ 2ol Motz o] 4 2 A0 HAFILICE

Active Directory
service (optional)

Secure Metscaler XenMaobile

a—L DAP— 1 i
Hub Gateway Server Active Directory

Trusked CA

Derived Credential Derived
credentials «——— management -—— credentials PKI

app server provider

You can use the same server for
Credential management and PKI

« HXSEZZ Secure Hub =THYEIRIA S AU MASMETIH FLIC

©1999-2020 Citrix Systems, Inc. All rights reserved. 234



XenMobile Server sixjzlz|A

o TMYEXASYURSECSUHH ST U MHASHELICE
o XAAHASYEZMHAEIA PKI SEXOZAHLICIEMHEAE E - AS L T

1O O

« XenMobile Server =EtAF PKI MHO|HASIH QIS ME M SLICE

2T

« Citrix Secure Hub Sct2=z=stnax|stL|ct,
o DIMMEIXIASHEZ MOt SCIRZES I LB Ct,

- Entrust Datacard 2|7 2:
* XenMobile ol S23t7| Hof| Citrix Derived Credential Manager #S2& K| of|Ct2Z =8t DM X| 8t
Lict. Derived Credentials Manager &2 Citrix o ID SSxtHLICH sHetHo| 2D 7HtEFEL|CH

heg 3 o only vaElaby on P App Sy Ige oS dpras

Derived Credential Manager

Citriv Systems, int

PN H
Citrix Derived Credential Manager #2473 SECX|ABLICt ZXIANEX=M SSHOFRL
cth.
* XenMobile Server {7 10.8 0|4},
* XenMobile Server EAE Zat0| =2 Zof| & & otA| A sHoFEtL| .
- J|EIIPMEIXtHAS Y Z Z A CHEXAATHEEMHEE2 XenMobile 2tz et s HolEX| 2t Gt Aol

Sh7| o S ESEIAESMAR.

o AHAZYISSAMHASMEUFT =7 |2 REAS MIIA0{OFRILICE O|H A M HIH XenMobile 0|SEESC]|
NEMYEJASMEFSEASLICE ASMFEIIOCHSRMBILIE 2 A SMAUASSEZGYUAL

- MEXHXHAZH Q0| LDAP =HQImCtEA S MF > LDAP 2| tH QI E A MH | T AH L =0 Q1 S X85t
HANL. HEEHHAHYFA=HQI0| citrix.comO| LDAP =HQI0|22 sample.com?lEL =
HolEAE sample.com, citrix.comQEAMHSIHAL,

- XenMobile 23 RE K| MIHYEIXtA S HEAIESH=A S X RISHX| A& LICH

—oTro
o MEXHID AEAM:

- ZFHCHH| 0| S L= A8 XI0|E2 SubjectAltName &#2| otherName, rfc822Name &= dNSName
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LEZYAX| ™| ofopstL|Ct, CIELE =X X| & LICE FHCHM 0| 2ochStRtM st 82 RFC(https:
//www.ietf.org/rfc/rfc5280.txt) E&ZstMAI2.
- HXMHYEE CN Al MFEHZUE|ALE A} ID EX| Y= X & LICE

o ABMABEEQIBMAREZQIS0CHs LM El Citrix Gateway

7|28 o= XenMobile 2&0i= 43 > THYEIX A S Y| 0| X| 7HE 3| X| &L L.
Y EIXHA S o CH BRI o 0| A S AN St H:

o MX > M4 M0lM derived.credentials.enable SMH &M 0237185l 14 M7HS true EMETLICH

Edit New Server Property

Key derived credentials enable
Value* true

Display name*® derived.credentials.enable

Description
N ENEEL TR
07| M= XenMobile 2HE e A=l QI ubE EIXIA S EI S iR S o= 0| A=A 27 BiL| T, D2 HS{ At et
SAlst=E XenMobile 7 4g 4+ &LICt 00| XenMobile ofl 3= 7HEITHYEIXIA B H CA QIS MEMESIALIQIZ M ET}

Rl
o

FEASLIT

8ile CA 213 Moficist OCSP(Online Certificate Status Protocol) X 2&Mstgt4A&LICt. OCSP oflcHSHREASHH

82 PKI AEE|Q] “lo|o] CA” EE =t AI2.
1. XenMobile 220X X > i0S SUIMEIXIHASZSHOZ0|SEMAL.

2. Entrust Datacard 2|2 < DHMEIXIAZHZSAHME 0| M 7|EHSMEfgtL|Ct, 4 URL(IOS) ol dcapp: //mode

=SecureHubE&¢astL|Ct,
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XenMobile Analyze Manage Configure o

Settings > Derived Credentials for iOS

Derived Credentials for iOS

Configure a derived credentials provider to enable iOS users to enroll with a smart card.

Provider
Choose derived credentials provider * Intercede
& Other (tech preview)
App URL (i0S) * dcapp://mode=SecureHub @
Optional parameters ()
Name * Value 4 Add
Details
Issuer CA * C=US 0=Entrust.OU=Demonstration and Evaluation.OU=Cert... - Import @
CAlnfo
Name: C=Us,0=Entrust,0U=Demonstration and Evaluation, OU=Certificate
Authorities, OU=Entrust Demonstration and Evaluation Issuing CA
Expire: 2024-08-14
User Identifier field * Subject name @
& Subject alternative name
User identifier type * UPN - ®
OCsP
OCSP Check OFF ®

4. HEERASHAJASMAIE: 2ASM7to|0] X
o
oT

enM
Ol= 7t 27| 22280 AS M EFIIHLICE ABMIIH7|CHtt

)
=
N
-
=
P
m

It
=
[l
-

You can import certificates or keystores used by PKI components. You can import several certificates,
but you can only have one certificate active at a time.

Import Certificate

Use as

Private key file

Certificate import* -

Description

Cancel

6. 2¥SFYELICh

« Citrix Derived Credential Manager ¥°|&
userPrincipalName g/L|Ct,

40
>
ofo
>
1=
uE
>
mE
r|r
M

H|CHA|O| 0| MEXRAEXFH

rlo
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o CIEMIEIXASE S B E RS S B MNYEZEQHIMAIL.

ERIEAISSIAAS MM E AL +ASLICH 222/ OCSP SEHAEAESI=A0IZEL

L]
|o ﬁ
0|>|
>
=2
2
g

X2 egdstst=d 2 A8 XIX|H OCSP URL Atgo|chstg Mg MEtptL|Ct, 712X
Ls

=
FEBILICH (RS AHAS AN ZSH). LR URL 2%

O
o SEX CA: SEZ CA O MRABSMEMEBILICE L= 7HMRI|ESIBILIS ABM M| S RHEALE St
ofo

8. MySS=eLtt. Y EINASEAS St R HLFEFELI T

@ Enabling Derived Credentials

To enable the derived credentials provider you configured,
configure it under Settings > Enrollment.

Cancel Save Save and Go to Enrollment

9. SENIFIENAZYSAESI=EMYst2{H: 4H > SEH|0|X|o| DFSSotzhol M THYEXASE (i0S H8)

o
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XenMabile Analyze Manage Configure (-l A\ administrator v

Settings > Enrollment

Enrollment
Enable and disable enrollment modes for users. You can also enable the Self Help Portal to allow users to generate enrollment links that let them download Secure Hub and enroll their devices, or to

send themselves an enroliment invitation.

Enrollment for other platforms< A Enrollment for other platforms will be available here. X

Name Enabled Default Self Help Portal Expire after Attempts PIN length PIN type Templates ~
User name + Password v v
High Security v 1 dayls) 3 g numeric
Invitation URL v 1 day(s)
Invitation URL + PIN v 1 day(s) 3 8 numeric
Invitation URL + Password v 1 day(s) 3
Two Factor v 1 day(s) 3 8 numeric
User name + PIN v 1 day(s) 3 8 numeric
Showing 1-7 of 7 items

Advanced Enrollment
Name Enabled Default ~
Derived Credentials (i0S only) v v

10. SHQICHSFMAIZFLIEELICEH THEEIXIASHE A= S F st HAQI2S MBS U AtES S 2lefLIC

=

£\ Enable Derived Credentials for iOS.

New Enroliments for i0S
All new i0S enroliments must use derived credentials.

Other platforms:

This does not effect new device enrollments on Mac, Windows 10, and
Android.

Are you sure you want to enable derived credentials for iOS?

Yes. This will be the default for i0S enrollments,

. IMYEIRASHSZSHSMSHT s 48 > SE020|5stn IMYEXASE (i0S M) SMEsCS HE
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IHHEIX A SHEAB S EMH: X SEZ 1M SEZ 0| derived_credentials 7HEAIElLICH
IHHEIX A S HI SRS 73S XenMobile Server SCHAIAIRELICE

XenMobile Server 0l Secure Mail &4

Secure Mail 0| MItMEIXIAS

2|
OficHetRtMIeH 82 S0 ES

0g
o
o
=
I
X

Stz LDAP SE4E20|HEL S FTtstofelL|Ct, 22t0|AELE Tt

0x
o
ozt
e
Of
Iz
=
to

SE0|HEL YOS HEEALEELICH

o 7|: SEND_LDAP_ATTRIBUTES
o userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme=${

user.samaccountname } ,displayName=${ user.displayName } ,mail=${ user.
mail }

XenMobile Analyze Manage Configure Ll A administrator v

Settings > Client Properties > Edit Client Property

Edit Client Property

Key SEND_LDAP_ATTRIBUTES
Value * userPrincipalName=s{user.userprincipalname}.sAM
Name * SEND_LDAP_ATTRIBUTES

Description * SEND_LDAP_ATTRIBUTES

st [

iOS = X0l Entrust Datacard QI EIXt A S HE M S|

Xt

[=1

!

Entrust #AO|EEAIESHESALIS SR LI
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« PIVZIEEZZO2UsH=Z 2 Internet Explorer E2t2 X0l Java 7tAIE £ =X| &l Ct.
o PIVFEEHASG}=ZRXHEIRXIHAEXIZLICE

1. MESADIEXNAHSESQHSIHHAAIEEERKEALE 0] Entrust AtO|E| 2 Q18| T}, HO|X|SHE O
Smart Credential Log IN(ADIEXAZHZ Q1) HESAIZSIHZ AT R ASLICE, ASAIH AT S0 RALE

ST\ ADETF=E A B Ot LICE

Log In

Sign In Using:
[ Corporate Domain Password :]

* User Name:

* password:

Log In

W Forgol your password?

s Per ML |

a Forgot your smart credential PIN7
B Lot me use an OTP 1o log In.

smart Credential Log In

Ensure your smart credential can be read by your computer, then click
this button 1o log in.

Login|

Close your web browser when you are done.

2. Self-Administration Actions(xt#| 2 2= ¥) of A I’d like to enroll for a derived mobile smart
credential(THYEI ZHIUADIEXIASHEE) S MEHsI D Done(2t2) S22/8tLCt,
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Self-Administration Actions
Please select one of the actions below or click Done if you're finished:
o |'d like to update my personal information.
* I'd like to change my question and answer pairings.
« Ldlike to request a grid.
* L'dlike to change my Entrust IdentityGuard password,
* Lve forgotten my Entrust IdentityGuard password.

o |'d lik f

Dane

3. Derived Mobile Smart Credential(It =l 2 HIU A DIEXtZ ZH) stHo| A Identity Name(ID 0|E) 2/
SYLICE AMBXH=AEXI0|EEE ID HE A2 I RO|SES MU SLICE
4. Derived credential app(THYEIXtHZHH) Hli70ll A Citrix DCAPP SMEistT Ok(&ol) ES2lst|Ct,
Derived Mobile Smart Credential

Eritar any nams you would §ke 1o use 10 i0entify your new Oerved mobils sman credental deniy.

* Identity Mame:

Chooas which BpD you wand 1o Bsociats with your new devived mobiles sman cradantial,

* Derived Mobile Smart Gredential App:
Cigriz DCAPR :

Wou will recoiae &N emall Message, 10 Do opEned on your mobie devion, hat contains a lnk hat will launch the derved mobile Smart credential 3pp with the appropriate
actation data.

To unbock the activation data, you will be required 1o enter a password that will be provided on the next page.
Tha activation email messaga will be dalivered to the account associated with citrix.com.
You will have approximately 50 minuies to completa the activation of your derived mobde smart credential,

(=L} Cancel
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QR ZEEGStotHO|LIEILI I RHI R YK 2B EEAMSI2H=H A K| ZFE A E LT

kl'_Tl_:
72Mo=ntHEIXNAZE QR ZE= 3 220t E LI

5. Zx|oj A Derived Credential Manager YSAt23t0] QR ZEEA Mt N T HStEAZ B LY,

Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the QR
code balow.

complate activation, you must provide the Citrix DCAPP app with the password displayed above.
You will have approximately 60 minutes to complete the activation of your derived moblle smart credential.

Print Based Activation

If you don't have your mobile device with you, you can choose to print the OR code and scan it later.

Print QR Code

e activation passwond displayed above will not be printed along with the QR code. You must recond it separately.

Done

O|MIMo| A AZIAkO|= Entrust Datacard 7t 2AFR E| & LICH

1. Secure Hub E=2{ M ELICt. HA|X|7tLIEILIHE XenMobile Server FQDN(H R stel = 2l0|2) S8t n
Next(Ct2) E2/stLct.
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2. Yes, Enroll(0l. SEsl7&LICH) E22IELICE Secure Hub 0| MEX|SZ0|A|ZHELICE,

citrpx
Secure Hub

Please enter the credentials provided by
your organization. (i)

o

Enroll Your iPhone

Enrolling sacunes your IFNone and your Work
apps. Do you want to enroll your devica?

W=

Yes, Enroll

XenMobile Server | MIMYEIXIAZHEX|28H=A 2 Secure Hub oAr2 K17t Citrix PIN S st nzolst e

EQYSH=EMAIX|ZLEA ELICE
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citrx

Secure Hub

Confirm your Citrix PIN

1 2 3

ABC DEF
4 5 6
GHI JEL MHD
7 8 9
PORS TUVY WXYE

0 &

Citrix PIN S=QIstHIPEEIXIA S E A F A ZISHHO|LIEHHLICH XA o2t AN ERA S HS g shefL Tt

3. Scan code(Z=A7M) S&ELICH FHEIo2tted3tEL Ch
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Derived Credentials Setup

Follow the instructions sent by your admin 1o
satup your Derived Cradentials.

=Scan Code

Xt

R ZEEANSHHIIH 20| I E E| = E LY E AT QT M A B0 JAEX[Z A A L.

e

4. DPAXHAZHAOIMOITEA O MBHE QR ZESAMBILICY,
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Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the QR
code below.

complete activation, you must provide the Citrix DCAPP app with the password displayed above.

You will have approximately 60 minutes to complete the activation of your derived mobile smart credential.
Print Based Activation
If you don't have your mobile device with you, you can choose to print the QR code and scan it later.

Print QR Code

activation password displayed above will not be printed along with the QR code. You must recond it separately.

Done

5. QR ZEEA75Z Import New Certificate(M2lSM7IM 27|) stHof| M Aot XIHLIEHIHRI S S 2125t
i
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Password Required
Please enter the url password

Cancel

1121314516 7]18]9]0

-1 i) 8@

- f L] L]

Import New Certificate(AQ/ S M7t 27]) stHO|LIEHt T HEIIRFES Q2 AH I TILICH,
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Marme

DCDemo

Frovider

- I.. M I..

Credential 1D
FTO1

Import Certificates

Below are the details of certificate that you are
importing into the app. Click done to confirm.

Import Certificates

©1999-2020 Citrix Systems, Inc. All rights reserved.
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Derived Credentails

You have three authentication and signining
certificate for authentication

@ 23 December 2018

Enrollment Cert

Authentication

@ 23 December 2018

SMIME Cert

Signing

@ 23 December 2018

Encryption Cert

Encryption

Continue to Secure Hub
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7. Secure Hub 0| MOAIX| ZFEAIZ|HAY PIN S48t Ct,
PIN 21=% Secure Hub 71215 MECIR2ZESLICE HA|X|o|2tSES 2 Bt Ct,
XenMobile 220 MEXHEELH:

o 22| > YA Z0| SIS ELEXNERA

gk

X EMEHRILICE ZHMS| BAIES2IGL T
o B4 >UAEEZ0|SHLC.

e o] )=

January 6,2020
£l: XenMobile Oto| 2|0 M AH|A

XenMobile Server E2-Z 30| A0 M AtE38H=2Z 2 XenMobile 0to] 2o M MH| A S ALE38t0] Endpoint
Management EAIZF& Q& LICE XenMobile Server ol A Citrix Endpoint Management 20t0| 12{| 0|4

AN
SHYXNENSELE=UELIC
XtMEt 8 2 2 X9l Citrix LA, A|ARH AKX L0 = Citrix IHEHOAZ QIS HAILQ. CHSEZ D0

XenMobile 0to]22{| 0] M A{H| Aol chetXE Al et 8Ol Ltet U LICE
New XenMobile Migration Service(MZ XenMobile 0to| 3|0 MA{H|A)

Making the Case for XenMobile in the Cloud(Z22t2=0ilA XenMobile 8At|2tE71)

XenMobile 10.11 ¢ 12(|0|=38}7| Mo

1. %|AMHF el XenMobile Server 10.11 2|0 Est7|Hof Citrix License Server £ 11.15 0| A0 2 H|0| EB}

>
o

A2l 2| XenMobile ofl= Citrix License Server 11.15(2| AHH) 712 8tL|Ct.

XenMobile 10.11 2| Customer Success Services £ (0|T2| Subscription Advantage £mf) = 2019 A
4 2 9 LiL|ct, Citrix 2ro|dlA 9] Customer Success Services ZM=0| LM E 0| 0§ OFEtL|Ct, & /p=210|
MA MH Q| 2LO| MA AU M E4AELICE A|AMHF Q| XenMobile S0|HHF Q| 2t0| M A MH A 0| 5 ZSHH K Zstol

O] A
=AU =
[=1

=
O|&mjstn2to| A M EF M 4= A ELICE
gto| Ao IMEAHAMSIZH Citrix ZEHO|M MO MATIUSTHR ZEStIZIO[MAMHOTIU S HZ ESHY AL,
XtM[EHLH82 Customer Success ServicesOl MEZSHMAIL,
2. EHAHEEZHAL: i0S 11 O| M4 SMMSH=EK|0f iOS HAUSIHSH| T ot HOS L2 QAL 0| S S E|0{oFE
SSL X|&M

LICt. NetScaler Gateway 0l SSL X|£40| 2 M0 HEE XenMobile Server =E0MZE 80 £ 010t
gLt

©1999-2020 Citrix Systems, Inc. All rights reserved. 252


https://www.citrix.com/blogs/2018/02/16/new-xenmobile-migration-service-its-here-its-included-with-a-new-subscription/
https://www.citrix.com/blogs/2018/01/15/citrix-tips-series-making-the-case-for-xenmobile-in-the-cloud/
/en-us/licensing/current-release/subscription-advantage.html

XenMobile Server sixjzlz|A

3. gazol=g XenMobile Server SASsH=71A

=7t A FE S RAM 0] 4GB 0|2l E? 4GB 0|22 RAM E2=2(Y
AR, Z2HHF0 A E =42 RAM 2 8GB L

IC.

4. XenMobile YH|0|ESMX|57|T0| VM 27| 52 AE I A AR A HAS MM BIL|CH, EEoEA| AR OO Bt 0] A
A

= o =
SHAZLICH HIOYO|EESEMIL Y =Z RN UL S MBS S AL +UASLICE

YP2[0]| =5t H

XenMobile 10.10.x === 10.9.x 0l XenMobile 10.11 2™ Y agj|o| =& 4USLICE Had0|EE
CH2 2 = HO| X MAIZE[=2A 10.11 O| R T Y S AR EHLICY,

st H Citrix
Aol EEUZESIHH XenMobile 229 22| Aza|m|

;

O|X|EAHE EfLC.

22| A2 0| X| EAE S Y a2l 0| =5t H

23| A pH2|H 0| X| S AHR 3101 ] Al T 2] XenMobile Server 29iazjo|=gt|ct,
AT

. AAHe TS HESL,
22| AEYEHIEL| B LO0| 2 N BHEOILIRE X A SR TSI,

1. Citrix ZAtO|Eof2elA 22226t CH2 2 = 10| X| 20| S L|CH XenMobile ¢32i|0|= (.bin) It Sshg
St=fIX|oICHR2 2 =L CE

2. XenMobile 2&0|MZ &2/ 2EZML(0|A=7]0j0t0|2S 22U T, MFH|O|X|FFLEFELICE,

3. EE|ApE

[

in

SEIgLICh Z2|A2E|H|0|X| ZHtEFE LT,

XenMabile Analyze Manage Configure M A, admin v

Settings > Release Management

Release Management
View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Current Release 10
Name Release 10.
Description Software release build 10.

Install date and time Oct 26,20 12:41PM

Updates

O
Update

Name Release Description Install date and time Type ~

No results found
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4. Ycol|o|EotHol|l M AHH|0|EES2IRILICt YH|O| ECHSSREZHLIEFE LI,

Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file™

Cancel

5. Fote7|EZs1mYL|X|20|S5t0] Citrix.com HMCH2ZE3 XenMobile & 12)|0| ol S MErBLICE,
6. YHIO|ESZ 2o HAIX|7HEAIE|H XenMobile SCHAA|ZHELIC

HIXO|R 2O EEYSH R AR S, YUEFEREMELEI =R H AKX ZLEAIELICH JCHS U0 EAIE

el
O[T o| SEf ZA[ ARO[ =| Z2{TLICE.

daolEx
Aeo]=E5t= XenMobile SCHA|AIZf sl OFErLICH, XenMobile CLI £A2310] XenMobile Server ECHA|A|ZFEEL|CY,
AAEISCIAAIZ S0l =2 2t X FHA| S X|9{OFEL|Ct.

XenMobile Server E0|CI2 012222719
2.0’ O|Z|O{ 7t SEHQI B MM S H U K| SHX| Qb &L

re
1IN
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Ot
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52
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H‘|
ne
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=
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o
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o Ho

oOlRIZEN e MAALRRE XenMobile Server IS AEQC|ZEQR M ZAIEH| 2 MStsllOFstSLIEPHLICE 7| BHMOZS A
EQBHZAE Microsoft PKI MHER QSHU MAZ M S E MBI EILICH SAEOEQRE M AMZ IS XIS =
A2 disable.hostname.verification 2 true ZHEZASIAA|2. 0|4A197|22t2 false ILICE.

Citrix = XenMobile 2z AHFE=Z QA 0|EE Citrix.com OIAA|ELIC} ESHZtnZHo|7| ZElHE 222 S A6
L|ct.

22{AE{El XenMobile BiZ S 120 =8}2{H
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EA
XenMobile YH|0|ESHX|SI7| T VM(7HEEFE) 2715 SAIESHHAI A A AS MM BL|CH, EotA| AR M|
O|E{H|O| ASHATIL|Ct 20| EEZEH7IL Wot=Z RLTM ML S A0S Y +=AUSLICH

AARIO| S AR RZER2 LM EARCHS HA O T2L XenMobile 10 22| A0zt - E S H|0| EELICE,

1. 28 >E2A ZESLCE

| MZECE0].bin THUSY
2. CLI 9 A2 " RO MRELEESZRILICE

3. CLI o AAEIH 7Ol M e ESHLES A RISt DM H| AT | = X[ 2EQISHL| Y,

XenMobile (| MALIO|EEMNSHOR AR AL UE=Z L EMEUEINEQR M AIXIZHEAIELICH IS
=1

XenMobile MDM Edition oA Enterprise Edition 22 12j0o|=

XenMobile MDM Edition € i0OS % Android &€ XenMobile Enterprise Edition 22¢

AR A

o 2HIE Enterprise 2t0| M A,
« NetScaler Gateway 77 M= 3.

Yol =5t H

1. 8% >zelo|MAZ0|Sst1 242 Enterprise Edition 20| AR HO|Y2 EE| R =XISolEtL|Ct
MDM of| A ENT 2#HZgL|Ct.
3. 47X > NetScaler Gateway 20| 55t NetScaler Gateway MEHEE M ELICL AEZE

Edition 2tsstz =, ZEMQIQIE (Active Directory) 2 MFStL|C}, XenMobile SAIEXSE% 9

& LICE

2. 48> MHEHOR0|St MHEELHS

HESXIAGHXIS
1 Citrix PIN 2!

A > SE0|UELH 22055t SEMESI=ELFRILICE

4. defAreh:

Il

O|THA ERJZ LU EAB RIS T A E S HSIH FHX| SN E{ Z 20| =2 E 2 Hets|{oFgtL| T,

iOS AHEXL

1. Secure Hub &7|: EX|ZctEEHZA T 1 Secure Hub ¢ig9|ZL|ct.

2. Secure Hub EgLLCt.

o=

S

AN

£ MD
[RI5E

=<

In
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Android A%t

1. Secure Hub E£gL|c},
2. 7|2MH > XML 20| STHLICE

3. MMz SS=ELC

Citrix PIN 2/ 5 SAt8s=E M HEHE 2 Secure Hub 7t PIN S2HSEt=DIAIX| EALE IO A EAIRILICE. AL XEZLPIN &
45t XenMobile o|Zx| S B Zato| x2 =2 1ML Ct 22{H XenMobile 2£29| 22| > ZHX|mo|X|ofl MDM 2t
MAM O|FX| o2t d =2 HA|EILICE,

AFBRAY, HeUSE

January 6,2020

XenMobile 2&9| 22[H%! YOI 0|X|MMALSIHAIE, AU SESFYBLICH BE2X|HE K| b=t TS X0l ch R
A0 2 Mol MAIS E LI

o MEXAEUIE:

- T2 > AEX M-S EAMERNAT SRS 7 LE.csv ZEH| MY IIUSAESHAHEIIMQIZZIES
- 2> A3 ERUMAIZZEAESHO AR O S G EIHHE 22 LT

- 2% > 7|t AR|O0| MO 2| Yl H AL E =M B S A AN OFo L LT

XM ASZESHOISLICE XIMTHE2 RBAC SEAIESIHAZ A HOIMERSHIAIR.
- 23> 2UASNMISASH, SEUMNEAL=EZL AR AEL LR ZA S S 7L
O|EZLICL MZIXIXME (Secure Hub, SMTP & SMS) SSsHHAIRIEEHELRAHMESI ST HELICL Xt

SIS S L2IHZ2I0rS 7| URIH 0| EBHETSHYAIR.

N
or
=2
&2
o
>

- MH >SRN T ASZRES TG NSSENSHLICL HSEDCHR NSRS S SRS
sHopoh= ot ZE R4 ILCHE LICH

- XenMobile HMAIE XIS 2SS ZHAALE

ZEMNEXRAEEF7t, HEE =AM SHASH

ZZAMEXAEE XenMobile M+ S22 F IS ALIZZ