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4. #EH1E: XenMobile DEFHZ 1 VX ~—IL T BHIIC. RETS D OWEZFERL T, YXTLORXF YT
Day bERELTLRE WV, oo YRTLBRT —IN—XB Ny I 7y TLTLLRESW, Py TFIL—
RTHBEDNEELIIZEETD. R2BN\Y I 7y IRBNLETEZITS LD TETEY,

TwTIL—RFBICIE
XenMobile 10.10.x £7:13210.9.x »*51% XenMobile 10.11 ICEET7 v FF L —RTE X, 7V I L —REET
FB3ICIE Citrix DA T > O0— RR=STHRETIZIRHO 101NN FUEFEALES, Vv I L—RETYS

O—K3$3ICiZ. XenMobile 3>V —ILT [VU—XEE] R—IEZFALET, #FLIE TV U —IBEER-Y
ZERALTT7YTIL—F321 ZBRBLTLEET W,
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FART. WPPH—N—ICEHGETIFEA: RXFE192.0.2.0 3ETICE > TIRESINIEHIAZDO Y IS TV b E
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SEBAE DOIREET S —(E. XenMobile Server TR Z DB ZEMICT ZHRENHEZ 2R LTVWET, 77+
JL LT Microsoft PKI #f —N\N—% R EEEH TR FRDBAED BN TT . KX FBDREIC & > TERMHIE
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Samsung Knox & Android Enterprise 071 J > —#—, Samsung Knox 3.0 L{f&& & TF Android 8.0 LB
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Device Policies Apps Media Actions ShareFile Enrollment Profiles Delivery Groups

Restrictions Policy RESt“Ct'O"S Policy x
WS sers from using certain features on thei es, such as the camera. You can also set

rictions on media content and on certain type

1 Policy Info
5
2 Platforms Allow USB actions
Debugging
File transfer
Network
Allow VPN Configuration @
i

| o1 @)
Android beam m @
[ o1 @)

Allow configuring location provider

Security
Allow use of the status bar @
Keep the keyguard from locking the @
device
Allow Account Management @
Assignme Keep the device screen on @

Allow cross profile copy and paste

Back
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Android Enterprise Bi7 77U 1 YRV UFNAZRY > —, BEWERT /N« 2T Android Enterprise 77
DDAIRY ) EPRETEDLSICHB/DE Lo TTVA IRV EUTNAZR) S —ZBRBL TSIV,

EIEN %R Google Play X h7I2% %33R TD Google Play 77U IC7 o7+ X L £9, Access all apps in the
managed Google 1 —N\—7ONXT 1 IC&>T. NTUw Google Play R b 7D IARTOT T U ICEEWER
GooglePlay R h 7H 57 VXTI 3L 3ICHDF T, COTONT 1 % true ICRET B L. $RTD Android
Enterprise 2—%'—@&i7®/871) v o Google Play R k 77 FUNKRTA M) XA MIERINET, EEEIX. &
RTNAZR)S—EFEHLTINSDT PUADT IR EFHIEMTI £,

Android Enterprise /N1 R TV XFLT7 7 %EICL £, Android Enterprise tER 707 71 ILE—
RELRITELEEE-—RFT. BRI VAN -LINEIRATLT7 TV ZRITTEDLSICTBICIE FIRT /41 2R
o —%ZHRLET. COBRICED. A—HF—F3HAXI. F¥vIU—BREDTIAFINNDTNARTTIICT V&
ATEET, HEDTTIUADT UL R%HIRT 5IClE. Android Enterprise @ERT /N1 ZRU > —%FRALT
7T DERZEZELE T,

Enable System Apps / Y @

System Apps List

App Package Name

[ Save Cancel

Android Enterprise EF 5 /N1 XD HR— k., XenMobile i&. UBiIEEERERI—RL— LA (COSU)
FTNAREEENTWEERT NS ADEBZHR—bT3L5I1IC80DF LT

Android Enterprise EREF N1 RE. B—DA1—X75—RABRAQORLICEEINETNAATT, TN5DFNA
ZlEF. COA—RT—RIMBBRREZRIVERTTZ 1207 TVERIETTVONEY FOAKITHBEINET, Fi.
A—HF—HNINSDTNAATHOT TV ZEMICLIEED, HOREZREITLIEDTEI e Z2BIET2eHTEE
ER

Android Enterprise 71 20 7OEY 3 = JI122WTE# L < IE. TAndroid Enterprise 87 /N1 2D 70O
Eoa=Z>71 2BRLTESL,

ZEINEEINTARY > —, Google »AEIZEHHE T. Android Enterprise 7 7UHIBRFT /N1 RAKU > —%
Android Enterprise B RER L LR &L S ICHD F L7, Android Enterprise EEMZRDER T /N1 AR >
—ZBRLTETL,

Android Enterprise D/XX7—RopOvo&E &™)ty +

XenMobile Ti&. Android Enterprise 7/ XO/NXT—kpOyv Uty bOtEFa ) FgEHRYER— K
TNBELSICHDELI. ThH5DT/NT XiE. Android 8.0 U EERITLTWRHERTO7 71 ILE— R THER
TERIRENHDET,

o REINFNRTI—RICE-THEBATO7 7r)LiZOv & Ed, TN RZAOvIINEL A
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+ XenMobile Analyzer: ERICET 3 BENLBEEZHEL. FUT7—SLET,
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Apple IZiRHEL 9,

« BEIRHY—ER: KX >0 XenMobile DEEIEHEZERES L UHERL £7,

o Ty aBMOEE: I0S H&U Windows DEBRENIILTIUO Ty 1 BMEEELET,

« MDXH—EX: 77U %ARSvILET, TvTLETFUIE XenMobile TEETEF3L3ICHRD £,

NBDY—=ILZT7oERT3ICIE. [BRE] > [XenMobile Tools] C#E1L £,

Google Play X r 7 577U ZEBMY 3D LVWI—o 70—
77 %BMT BMRIC. Google Play &g E®REZIEE T 20 DIC. NTU YU X ~TD Android 77U @/Xy
T2 IDZBMTZL5IC%DF LT

1. GooglePlay R b7 TNy 7r—2 IDEOE—LEF, IDIZT7FUD URLICEENTLET,

Pe Dropnox - Apgs e Google i %

@ @ Secure | hitps:play google.com/st

Dropbox
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Bl s =] &
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READ MORE
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2. XTVwORRT7DF7 T % XenMobile Server 3>V —JLICEBINT 3BIC. MEN—ICEENZ /Ny T —
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Apps

Public App Store Google Play ) x

PR | - =3

2 Platform

o

3. Ny =2 ID BBEMBIFEIFR. TTUOFHBEANNTES Ul BRRINET,

Apps

Public App Store Google Play x
Type an a|

d in the field and search for your desired app. When you click your app in the results, you

ars in the store.

1 App Information

2 Platform .
App Details
Name
Description
] P
Version NA
Package ID com.dropbox.android
Image URL

Image

» Deployment Rules
» Store Configuration
|

Back

LI TNT Vo7 TV 7077 )DEN Z2BRLTIIEIL,

wLWANT Y w2 RESTAPI

+ Get Devices by Filters APl @i L WA= 3 > Tld. TN RICET 2 BMOFABERMEEINATLE
T, FMIZ. REST r—E 2D 7o d XenMobile Public APIPDF @ 13.16.2 71 LA TTF N1 AZEET
3 IN—=23>2)1 0tooa>ESRLTIIEIL,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 27



/ja-jp/xenmobile/server/apps.html#add-a-public-app-store-app

XenMobile Server: g#HU 1) —X

e L=k CAL TNARCA, H—N—CAZBERL. TN\ XAEZEHMT SHEE

XenMobile Server (Z. REBHYIC PKI O 7=DITR DBEEEEFER L £ 9 : JL—k CA. TNATRXCAL LT
H—N—CA, TN5D CAIFHREBIIL—TL LTHEIN. JIL—FR/HPE5Z25NFT, HiLL XenMobile
Server 1 Y X2 AR 7FOEY a=viahs e, 320 CARERTIHh. FIL—FEH Tdefaulty ic&b
£9,

HR—FETNTWLS iI0S. MmacOS. &V Android /81 XD CA #E#H 7 31C1E. XenMobile —/\—
Y —ILE7IZAB RESTAPI #FEB L £3 . EiFEEH Windows T/N1 XDIBE. I—HF—IFFHLWLFTN
AXCAEZEITBEODICTNAREZBERIZIBERHDET,

XenMobile #—/N\—THE PKICA ZEMEIIBER L. ThSDIEREREICE > TRITINET NI R
AERAEE BT BICIE. RO APl ZERALE Y,

- LW IL—TEERRRS (CA) Z1ERL £,

- HLWCARTITFs7ICL. VW CAEEMCLET,

- REBEHFDTNAZRIVRATTNA XAELZEHL T, BICEREAFDT N RE, FHTZ L
BCAMELBUTE T, TNA RS —N—ICERTI L. TN REBELVETINE T,

- HVWCAZFERALTVWBRT NI ROU X+ ERLET,

- IRTOTFTNRARICHLWCAHREIDHE TS5, HLW CAZHIBRLET,

L <Id TREST H—E 207z ® XenMobile Public APy @ PDF 00t o > 3 > EBRBL T LWL

- % 3.16.58 18 IF /N1 RERREDEH)
- £ 3.23 18 XenMobile CAZIL—FDUTLwva)

COMBEDO—HE LT, MiLLWEFaUTrIRMETHBEARAEOEST R 2 [TNIROEE] JVV—ILh
SERTTIET. COBRIER. 2OTNA R LOBRIIPAZEEZEMHL X T,

bt

- FTI7AINETIE. COMAEZEDEFRIBEEIIENICHR > TVWETY, (IAZEDES I BEEEGHICT
3lcid. H—/N\—70O/87« refresh.internal.ca ®fE#% True ICHREL £7,

BE:

NetScaler TSSLA 70— RARESNTVZIIBEIE. FTLVEAZEZER T TS, BTHLL
cacert.perm > TO— RN H—ZEHL T LIV, NetScaler Gateway DFREICDWVW T
L <lZ. To use SSL Offload mode for NetScaler VIPs) #&BLTL T WL,

H—RN—=FT 1 ERICDOVWTDIBEH

March 11,2019

XenMobile DZ DU U —XIZIF RORF a2 XY FTERINLZHDOTTIAEYADBBEMTH STt — R/N—
TADYITRIITHEEFNTVSAIEMELHD £ !
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XenMobile #— R/X—F ¢ BLRICD VT DIEH

fERENTI-EE

October 25,2019

XenMobile 10.11 TlZ. XOBEIEBRIN TV E T,

EWBAENTILT IVICEEST BBRINFBEICOWTIE. Secure Hub. Secure Mail. & & U'Secure
Web%z&BBLTLIEEL,

N—23>10.10.0 Rolling Patch U U —X of RS cBBICOWTIE. UMTFESBL T ZTL:

- XenMobile Server 10.10.0 Rolling Patch 1
- XenMobile Server 10.10.0 Rolling Patch 2
- XenMobile Server 10.10.0 Rolling Patch 3

RBAC BEEICL > T, I —PHEI—F—ICT 74/ +O Admin OREIHEIODE TS NES, T
74 LD Admin ORFIDEND HTIE. X—N—BEEICREIIHELNHD £9, [CXM-37805]

BEICESRINTUL S Android Enterprise /81 X Ti&.  [AWlUsers] 7 U /N —=F)L—FIZx 9 2HEH
A7 7 1% Google Play Store IcRRINE A, [CXM-64910]

7N 2D Android B, ROBBNELS—HRRINET: BZRESURRTIT ZEA. [CXM-
65936]

Android Enterprise DT> 4 —75 1 XD &#i L FiE&HD Google Play X b 7EEBEI>Y —JLICIELL
RESNBWVEELHD £9, [CXM-65996]

XenMobile Server - TH#% VPP =2 >%Z#m L. Apple ® VPP R—%ILH 58 LW VPP 7w oz
ALET, MILKEBMULEXTs 77y ZI@EHEINT. VY —ILIZRRINEFEA. [CXM-66453]

LAY R=— bt CASEEAER. 2FF—1>42—T7xz14 X (PKD) TV FUICERRTNEE A
[CXM-67960]

VPP 7hHD Y b EBMT S E ( [RE] > [(I0OSHE] ) IC. b= U350 XFEHFBRIZE. ROXvE
—UBRRINFET: TANAThESH =TI VIZENTREDD FHA. LWL =T EANAL TSI V)
[CXM-68113]

StoreFront 4 —N\N—IC7 7 EXTERWES. MDX 77U 2 —BXR TS 3H1ICI0S AD Secure Hub A%
ALT7IRLET, [CXM-68117]

XenMobile Server 10.11 @ Secure Hub Apple 7w > 2 i@+ —E X (APNs) EBAZ OB HAMRIE. 2019
F8A2HIETLET, ZORBR. IOSTNARATEI— x> MBRINKKL. 7FUTr—>a>0Ty
DAt BENBIHHBDET, SEIOT v FT— ML D, Secure Hub APNs SERBENEH I 1. 2020 &
7B 12 BICHRRINICAD £9, [CXM-68354]
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XenMobile Server 2>V —=ILTik. 75072 7ANT 1« DEOXFEHEIEIL 256 T3, [CXM-68386]

¢ Android 2RfTLTWETNA R T IVE—FSA X7 TVEBHTIHVWI LR HD £9, [CXM-
68391]

o H—N—70O/85« Thulk.enrollment.fetchRosterInfoDelays A4 T#%. Apple School Manager
DEP F/\1 Xt —N—rEHL £9: Apple School Manager 2—%'—7Hh7U > bdt—N—HD SHIBRS
N TNA RSEBRREICEITLE T, [CXM-68417]

o CitrixSSO 7O O ZFATZELSICIOS D VPN FNA ZXRY S —HBERINTVWBIES: [EGEIC
PIN #8K] RBEZAVICLTRUS—%RETR L. ZOREE [#7] ICRDFT, [CXM-68463]

* RESTAPIZHBTEHLIEERMN—2avIcIVE—TSAXT7TUEZEHLTH. N—2 a3 VESBERS
nEEA. [CXM-68588]

s PIVTOERTNARR) S —Z2BRALIE. FEADOTNA RIIBEEADT I a>ve M) HA-LEE
Ao [CXM-69480]

+ XenMobile Server #EBLTNITU w2 i0ST7IU%ETvITF—rLELDeT B, BERIS—HRRS
nFd, [CXM-69555]

o Tomcat Y —N—DXATF—ZXA%ZERTB3HE. T—N—DXAT—EZIANEETH->TH. 0 TEHCTDR
DIEHNEEINZ A HD F£3, [CXM-69900]

o UHION—3 Uh5BITLESERDOEBE. TNTRDEFIOTFIIILYIBREIATWSE, OVYV—IL
D [BE] 2728 I5—PRRINB, [CXM-70341]

RBAC %2l TR 2 ofiiiE] 1E. 2000 2B 21— —D1—H—J I — T NOEFRIBFERZIER TS
Fth. BEREERTIZ0DIE. T2AEBEL—HY—DAHTT, [CXM-T1224]

B

+ XenMobile 7 R—rF+L vt 52—

BEA] DR

January 10, 2020
XenMobile 10.11 IZIZR DEEMDRIEN B D £

« XenMobile Server T Apple Deployment Programs (L{gio DEP) Y D@BEIS—HHELET, D
RIREIE. XenMobile 10.11 &0 10.10 TREL £9., &FiIERIE. Thttps://support.citrix.com/article/
CTX2670791 ZBBRLTLEEL,
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o ¥ERENCILT TVICEET ZEEHMOBEIC DL TIE, Secure Hub. Secure Mail. & t'Secure Web%
SEL TV,

+ /N\—23>10.10.0 Rolling Patch U ) —X 0 BEFIOBREICOWVWTId. UTFEBRBL T LT

- XenMobile Server 10.10.0 Rolling Patch 1
- XenMobile Server 10.10.0 Rolling Patch 2
- XenMobile Server 10.10.0 Rolling Patch 3

A& B

« XenMobile 7 R—rFL vt 42—

F—%FOF ¥
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BRI 3 XenMobile U7 7L >R 7—%F7 U F v+ ® XenMobile > KR—%> k. BBOTNA R E/ET S
T3 DOBEEBEBEHENAR—XICHD £, XenMobile Y R—RY MEEC 2 —ILERT. HEICKELTLE
To It RF HBOI—HF—DENAMIUNTTVICH LTI E— 77 RZRHEL. I—F—FTNARODE1T%
BEFY 121&. XenMobile I2&hH# T NetScaler Gateway # BB L £9, XenMobile T7 7 U —>a>eF
NA 2%EE L. NetScaler Gateway IZ& > T A—H—hRy FT—VICEHETIZLSICLET,

XenMobile > R—%> ~DOER: XenMobile #E@RL. I—H—HPRFRY b T—IROD Y —RTEHTES
£IIETBHFEZRICRLET,

s RBFRY FT—IADEHI—F—H E— FDHE. NetScaler Gateway %7 L7z VPN # 7zid Micro
VPN #45iz B L TERT DI EDNTIET, COEHRICED. ABRY b T—0DF7TVETRI My I
FIOELATEZLDICHDFT,

o FINARER, I——Id XenMobile TENTILTNA RAEERTEZDT. BBEIEFRY FT—0 UV —
LT BT /N1 A% XenMobile 3>V — )L TEETE £ Y,

« Web. SaaS. N7 F) 21— —|k Secure Hub %= > T. XenMobile 5 Web. SaaS. E£/1JL
FIVICTIERATEEXT,

o Windows R—=207 75— 3 Y e GREF R by Fa1—4—|F Citrix Receiver £7-1& Web 75 7
—%fERA L TEL L. StoreFront ¥ Web Interface i 5. Windows R—XD 77U 45— 3 o RET
ROV AT IOERTZENTEEY,

Z> 7L 22D XenMobile Server @ Li2D#EEDO WIThHhE RIS 3 I1CIE. RDIEFE T XenMobile > R—=x
VrERETR R EEEOHLETD,

s TEGITZBEHLH D 9, NetScaler Gateway THREZHEM L. Quick Configuration 7« #'— K = /A
L T. XenMobile. StoreFront. #7-ix Web Interface £ DEEZEMCTZ N TEF T, NetScaler
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Gateway T Quick Configuration 7 « #— R 29 3 #ilc. XenMobile. StoreFront. %7zid Web
Interface DWFNHEA VX b—)LL. BIEEREL THELBELHD T,

« XenMobile, XenMobile Z#1 >Z b—=JLL7z%. A—H—ICLKBENTILTNA ADEFEEHAITBHRU >
—CRE#% XenMobile 3>V — /L THERTI£9, ENTIL. Web, LU SaaS 77U Tr—> 3 > biEm
TEFEd, ENTILTFUICIE. Apple App Store % Google Play TIRESNTWE 7 FUREENET,
Ff-. BEEH MDX Toolkit #E>TSyF L. IV —ILIC7yF7O—RLIEENTILT FVICERT S
ZEHTETFT,

+ MDX Toolkit. MDX Toolkit i&. 4B#A 7zl TERINIEENNILT TV ERRICT Y T TEET, 7
TVir—>a>uE Sy L%, XenMobile >V =)L FERLTT7 77— 3 >% XenMobile (2B
L. RUS—BREMVEICINCTEELEY, /oo 77UATFIVZEMLED, D=0 70—%8BRALE
D 7V EFUNI—=FIL—FIZEBRALED T TEET, MDX Toolkit ICDVWTEBRBL T T
LY

« StoreFront (#7>3>), Receiver ¥ &%/ LT, StoreFront 5 Windows X—ZX D7 71—
DAVRREBTRI MY IADT I AR MM TEET,

+ ShareFile Enterprise (# 7> 3>), ShareFile # B3 3% &%, XenMobile 5T > 4—F51XF
LU MUBREZEMCTETEY, Thid. Security Assertion Markup Language (SAML) ID 7O/
A—r LTHEEL £9, ShareFile o ID Z7ONA 4 —DOBRICOVWTEEL < I&. ShareFile 4/ R— bt +
ZERLTETL,

XenMobile i&. XenMobile >V —ILZALTTNAREB 77 )EEZRMLFI, & TlE. XenMobile
BROUVIZ7LYRT7—FT7IFvICDOVWTEHBELEY,

RB@BETIR. AT—FEU T e —N—TIRMEOEAERET S570HIC. XenMobile VU a—>3>%205 2
A—BHTERTZ e E&EIOLET, £7-. NetScaler SSL # 7 O0— Rigse=#ERA 7 % . XenMobile Server
DEFEISICERL. AIN—Ty rEFHZHTETET, NetScaler T2 2OEBFIEIRE IP 7KL X%
e 3Lick>T XenMobile DI S X2U > 0%ty b Ty TTRIHEICOVWTHLLIE 195220V 0 1 %
SRLTLESL,

BELEICXINT % XenMobile IREBOERICOVWTH L IF. BRANY RIT v IDEZELIEDTZEEZSRL TR
TV ZORBICKT—FTI/FvEMNEENTVET,

LgEDE > 3 Tl XenMobile BRED S £ RV I 7L YR T7—FFIFwICDVWTEHBLEY, U7 7L
YRT—=FFUFvRIZDOVWTIE. XenMobile BNV RITv oy O AV TLIRBREOU 77 LY A7 —%F
TFvICDOVWTODREBE. 7—FTI7FvICDOVWTDREZEBRLTIETL, IRTOR—LD—EIZDOWVWTIZE.
FUFLIRDAR—FEHDRBL VTV RDR— FEAFDREESRLTIIEIWL,

ENTILTNA XEE (MDM) £—R
BE:

MDM E—RIZH#ER L. B TENT E—RICEET 35515 KR (Active Directory) sRaf=FER L TL 72
T, XenMobile T, 2——ZEBEBOBILE— ROEEEZHR— L TLWEEA. 3L <& 'XenMobile
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MDM Edition »'5 Enterprise Edition A7 v 75 L— K] #8BL TS0,

XenMobile MDM Edition Tld. ENAILTNA AEEEZFERATEIET, TSV R ITA—LDOYR—-KFIIDOWVT
& THR—=rINBZTNARARL =T VIV AT L) #BBL TSIV, XenMobile ® MDM #gen & % &
B384k XenMobile # MDM E—RTRRBEL £, L ZIE. RERTTBIEA.

s TNARRIVS =T FVERHTS
s VY ARV MNUZEIET S
s TNARDTATREDT U2 a>eTNARATRERITIS

HREET LTI XenMobile —/N\—% DMZ ICEEE L. 4 7> 3 > T NetScaler # 2 0#ilcEE L T. XenMobile
DBMFREERHELET,

ENANT TV r—> 3 V&R (MAM) £— R

MAM (& MAM-only E—R) IC& 2 TENAILT TV =23 EBERBELET, 7Y T —LDHR—
MZOWTIE THR— RSB TNAZAFIRL—T 14 VIR T L1 ZBRLTLIEIV, T/ X% MDM (Z&8%
#7912, XenMobile ®» MAM #gEn &% EA T 31841, XenMobile # MAM E—RTEBREL %9, . &
ZR1TT BHE.

e BYO ENAIWTNARDT TV T —2DtFxa) T4+ %5RET S
e IVA—TSAXENAINT T %M=D
s TX)DAOAVIELVT—RDTA TERITTS

TNRAR%E MDM ICE|RT B LIFTIT HFEA

CDERETILTIE. XenMobile Server #F2& L. NetScaler Gateway % Z @aiICEEE L T. XenMobile # &
SICRELED,

MDM+MAM £—F

MDM £E—RF & MAM E—RZHATI L. ENALT TV ET—2OERBICMATENTILTNA ZEEEZITS C
ENTEET, 7S5V R TA—LDOHYR—MIOVWTE THR—FINETNA AR L =T VIR T L) 2B
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—RTRBALET, FLexIE. ROLSICLIWeLFT,

« MDM ZfEB L TO—RL— rRITOTNA X EZEET 3
e TNARARIS—TFTTIVZRERHATS

e TEYRAIIURYMNUEEET S
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e PN ZOAVILTTNARLEDT—R2%ZT71TF3
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HEEMETILTIZ XenMobile tr—/N\—% DMZ |CF2& L .NetScaler Gateway % Z O #iICEEE L T.XenMobile
DBMREZRHELE T,

Ay k7 —2 0 XenMobile: ©5—D2DEEA 7> 3 >id. DMZ TIEBR<ARRY FT—JICAYTFL IR
® XenMobile Server BB L 9, CORRIE. XY b T—0F7FSAT72RADH% DMZ ICRRBETE 345+
AT RIS —PROZBEICERINE T, COREBTIE. XenMobile —/\—i&. DMZiZH D £FtHA. D
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p= N
CDFEEETIE. XenMobile Server10.11 ®> X 7 LEH Bt IC DWW THBAL £9, Endpoint Manage-
ment O X FLBHIZDOVWTELL I T XTLEH] Z28BLTIIEIW,

EHCEREBRICOVTHLCIE. ROZBEZBRBL TSI L,

+ XenMobile o B4

o HR—FINBTNARARL =T VI RAT L
o R—rEH

« RT—SEUT~1

s TT1TEVX

o FIPS140-2 N #EHL

-

o« E@EYAR—F
XenMobile 10.11 #1793 7D DTN AT LEHIZUTOLED T

e LFOWVWTNHADY—N—FARL—FT0 VI RT LA
- Citrix Hypervisor 8.0 #7zi& Citrix XenServer (#7R—+r3Ihz/N—3>: 6.5x 7.0, 710 7.2
7.3. 7.4, 7.5 7.6). 2L <I& ™XenServery ZBBL T,
- VMware (#7R—bk3hz/N—3>: ESXi5.5 Update 3. ESXi6.0. ESXi6.5.0 Update 3. %17
l& ESXi 6.7 Update 2 patch 10), %L <i& 'VMwarel 8B L T2 W\,
- Hyper-V(#R—t3h3/N\— 3 >:Windows Server 2012 R2, Windows Server2016. Windows
Server 2019), %L <I& THyper-V1 #8RBLTET W,
- Endpoint Management J%4% %: Exchange ActiveSync /& 10.1.9.24
- Citrix Gateway x4 %: Exchange ActiveSync /& 8.5.3.19
e TaTLATIOLYY
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TV ERRATB-DICE
HAEnExd,
XenMobile & Nexmo
SMS Notification
Relay RISkt 6
HAEnh&xd,
t¥al 7o TRESN
%y LDAP #Z#£TICER S
n¥xd,

Android 8& T
Windows Mobile %
BHLUI -V RR
EICFERAINET,
Android 5 & T
Windows 7/3- X,
XenMobile Web > v
—JL. 5&U MDM
Remote Support
Client 0E#H LU T—
IV MREICERTN

9,

XenMobile

XenMobile

XenMobile

1TY2—=Fv b

1Y8—%y kAN &
& U Wi-Fi

ax.apps.apple.
comB &
Ux.mzstatic.com;
vpp.itunes.apple
.com;
login.live.com;
*.notify.windows
.com;
play.google.com,
android.clients
.google.com,
android.l.google

.Ccom

Nexmo SMS Relay
Server

LDAP Skt — N —F fc

I& Active Directory

XenMobile

XenMobile

© 1999-2019 Citrix Systems, Inc. All rights reserved.

47



XenMobile Server: g#HU 1) —X

TCP R—

1433

2195

2196

5223

8081

8443

A

TIFIWETUE—T
—BAR—=YF—=/N—AD
BEHICERINET (4
7Fiav).

i0S 7N 2 Di@HIB &
UTFNARRIS—DF
vadic®
MDgateway.push.
apple.com~® Apple
Push Notification #—
E X (APNs) ixfgiEfuic
FRASNFT,

i0S 7\ ZDi@HIB &
UTNARRVS—DF
SZ=N0Y 1)
dfeedback.push.
apple.com~® APNs
KEEGICERINE I,

Wi-Fi v D=2 £D
i0S FNA ZD5*,
push.apple.comn
@ APNs X {siE#tic A
INEY,

F7F>a>ao MDM
Remote Support
Client 577U ko=
JICERTNhES, 77
#JL & 8081 T,

i0S & & T Windows
Phone /N1 X D&%
ICfERSINET,

XenMobile

XenMobile

Wi-Fi =z bo—2 D
i0S 71 X

JE—FFR-F

1Y8—%y kAN &
& U Wi-Fi

SQL Server

1B —xy bk (XTY
v IP7RLZ
17.0.0.0/8 ZERA L TL
% APNs KX i)

18—y bk (XTVU
v IP7RLZ
17.0.0.0/8 = ERA L TL
% APNs KX k)

XenMobile

XenMobile
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BEMRHY —EXOEGOR— EHS

C DR— &R TIE. Secure Hub for Android » 54t 9 % Android /N1 X TRE X v k7 —2H 5 Citrix
ADS (Autodiscovery Service: BEIREHY—ER) ICT7IEZRTERL3ICLET. ADS 2N L CRIAAREL
FaUTF4BHIOISLEZRZIO—RTBZEI, ADSICTIVERTBENISEETY,

F:

ADS ##HiTIZ7OF > —N—DHR— b SNABVEREDHD £, COTF AT, ADS#EHEATOF
SH—N—ZNANNRTBCZAREICLET,

AEAEE VBOZBMICT BHRIE. ROFERZFGHZRITLEY,

« XenMobile +—/\— ¥ NetScaler DiFFREZ#INE L £ 9, HFAEIF PEM TR T, MBF— TR QK
SERETHZIHBELHD £Y,

o MUY I RYR—MNIGRAZE >V EHOEMUERBELET, COTOEXT. AAZDREERO SN FE
ERS

HEBBEE VO TIE. TN RZERFNIC ADS ICEHTIHENHD T, COEHFICLD. TN REFERT IR
BORHOLF 1) 7T 1EHRN Secure Hub TRIRTE 3 e MRS £ §, Secure Hub TN X% &R T
3%a. TINAIANADSICT VLR TEIZHELRHBD T, Lich>T. WERY 8T—TJARATADS 7O %M
BEICT B LIF. TNTRDERZEMICTILHICEETT,

Secure Hub for Android IC ADS ADT7 o X %HFA T 3ICiE. UTD FQDN ELTIP 7RLXDR—k 443 %
BBRLET:

BN AT VA IP7RLZX R—bk IP & X—roER
ads.xm.cloud.com 34.194.83.188 443 Secure Hub - ADS &z
ads.xm.cloud.com 34.193.202.23 443 Secure Hub - ADS &3
E:

10.6.15 £ b ETD Secure Hub /N\—> 3 > Tl&. FQDN (Zdiscovery.mdm.zenprise.com, IP 7KL
X 52.5138.94 & 1052.1.30.122 BHICAR— 443 =R £ 9,

Android Enterprise ox v fU— B

W< Dh D REESIZ. Android Enterprise % b T —JIREBORERISEFENBE T,

TINA ZRDR— FEH
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BGRR R b A=k A

*.googleapis.com TCP/443 Google Mobile Management.
Google API. Google Play <
7 APl |Z{ER

play.google.com. TCP/443 Google Play 8 & U

android.com android.clients.google.com #&

google-analytics.com. HOEMICERT 7). B,

android.clients.google.com Google Play X k7 APl 240 >
aO—F

cm.googleapis.com TCP/443 Firebase Cloud Messaging iZ
f&F

android.apis.google.com. TCP/5228. 5229. 5230 Firebase Cloud Messaging @

cm.googleapis.com EE. TN RO Wi-Fi T >
2—2y MEBEICER

connectivitycheck.android.com TCP/443 CloudDPC v470 & D iz

www.google.com F v IfER N MR LED
Android #&i4F = v 7 T,
https:

IC7UERT
E3H. FBESINL Wi-Fi xw b
J—0TT7 ot RakER PAC 7 7
TIBEEINTWVIHRELDHD
£7,

XenMobile oR— FE#

EMM O>vV—ih#4> 7L 2 RHBHBE. Managed Google Play Enterprise %= 1£m L T Managed Google
Play iFramelc 7 7R § 3ICid. ROBEHEXEIMIRY FT—IHSBT7IVEATIZHRELNHD £9, Google
Tld. 77 ORRL ZRBEBRNT 370, Managed Play iFrame # EMM BIR&EHAFIATE 3L 5ICLF LT,

BHSTRR b R—h B2l

play.google.com TCP/443 Google Play X + 7. Play
Enterprise 4t > 7w ZIZEH

accounts.youtube.com. TCP/443 Thor NeBEEICfER
accounts.google.com
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BGRR R b A=k A

apis.google.com TCP/443 GCM r Znfth Google Web +—
E X ICEEA

ogs.google.com TCP/443 iFrame Ul EXRIZfFEH

notifications.google.com TCP/443 TR~y TEAE E/NAILER
ICfER

fonts.googleapis.com. TCP/443 Google Fonts 2—%'—4%ma>

*.gstatic.com. TIUVICER, Tt xiE. AT

*.googleusercontent.com ROT77UOTY

cri.pki.goog. ocsp.pki.goog TCP/443 SEBAE DRI

A=) T4 eNT+—<T >R

January 10,2020

XenMobile 1 > 75X S0 F v DIRIEEER T 5 Z & id XenMobile # BB LER T 325 EERETS5XTE
BRQEEZRLLET, COREY IR IMREDSKRIRA A > FL = X XenMobile T>4—75 1 XERAT/N
TA—XVABLUVRT—ZEUT DAV IT RN VFvEGZHAMTILDD. AT—FEVT4TA DT
—ABLUFIETHERINTLET,

CCTRT—ZEUTqlE. BREBRICEICERINTVWS TN XD ERICERICEESR T 28BNICL > TEERS
nNTVET,

o AT —=ZEUT IRRBAICERINLETNA RORABE LTERINET,
s OJAYL—MREFEOTNA RDNBRIRICBIER TE2RAL—FTT,

COREYIDTF—2IE 10,000 ~ 75,000 T NN1 ZADBEREOBATTACINERTY, TX NI BERDOD
—O0—REFEALEENTILTNA ATERINATVWET,

FTARTDT R k. XenMobile Enterprise Edition TE{fTeh £ L1

7 2 biZ NetScaler Gateway 8200 =R L TRITINFE LTz BHFED. £ldTnU EOBE%#D NetScaler
TISATYADGE . AROFEENUEDORT—FEU T4 BLUNT -V X %ZRMBT B HFEE
nxd,

AT—ZEU T4 TAMERDENIZUTOEEDTY,
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BK 75,000 5DOTNA RZRBATBHEDAT—FEU T4 T X MDEROETE

OJ1>L—b+ BEI-H—0BEGEL—F) -1KEICRK 9,375 BO7T /N1 X

ERINZEM:
+ NetScaler Gateway
« MPX 8200
« XenMobile Enterprise Edition & T9,
o 7 /—RTHERIN3 XenMobile Server 75 2% —

o F—HAR—2X: Microsoft SQL Server 4pZfF—%2~R—X

TNATRABELUN—RITT7HEBREDT R MMER

FINT R 12,500 30,000
1BREHDDEEE 1,250 3,750

FINAT A DB

L—k

XenMobile 2Zv ROV TSRA—
Server - E—F

XenMobile - 3

Server- 7> X4

XenMobile XEU—=8GB XEY—=16GB
Server-{k¥87~ RAM. vCPUs=4 RAM. vCPUs=6
A7 VR

XE)—=8GB
RAM. vCPUs=4

XE)—=4GB
RAM. vCPUs=2

Active Directory

XEU—=8GB
RAM. vCPUs=4

XEU—=16GB
RAM. vCPUs=8

Microsoft SQL
Server 4MERT— %

N—2X

R7r—=ZEUT«7O7 71

60,000

7,500

IIRE—

XEU—=24GB
RAM. vCPUs=38

XE—=16GB
RAM. vCPUs=4
XEI)—=24GB
RAM. vCPUs =16

75,000

9,375

VIRE—

XEU—=24GB
RAM. vCPUs=8

XE—=16 GB
RAM. vCPUs=4
XE)—=24GB
RAM. vCPUs =16
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Active Directory #m% FRLEZO771)L
Al=rg= 100,000

gn—-7 200,000
ANFEIED L AL 5

XenMobile Server MR =X 1—%-—-C¢
RS — 20 20
77 270 50
NTUy o7 200 0
MDX 50 30
Web & &£ U SaaS 20 20
Toray 50

TUN)—=TN—TF 20

TUN)—=TIN—TH=OD 10

Active Directory 7' )L—7

SQL

TF—ER—DH 1

TNARAEGES ST IV T7OT14ETa
CNEDRT—ZEUTTALTIE. BETERINATNA AN S BRI %@E L THIES T 10T —4
EIRELTVWET,

TARE TNRNAZADRITARTOBEELFa2) TR —%#MEBTEII2BEGRARE>Ia2L—>a>YLET,
XenMobile Server / —Rif. BELDHEVERRKETICEINET, UROBEHTIE. TEINLRU S —,
FRFFHLVWRUS—DHHI0S TNARICT vy adnBdizH. XenMobile Server / — ROBFEIIEBRINF
9,

FRAMIERINZDIE. 50% Hi0S T/ X T 5D D 50% H* Android F/81 X T,
N5DOT R Tld. BiES T 2 Android 781 2D, Ffiic GCM BMEZELTLWRHDELFET,
DT X FRERH. UTOT7 FVEEDT I T ETADRELFT,

« Secure Hub W' —EE& L. HRT7TU—BEZRRLEY

« 220 SAMLWeb 77U hERE#L £
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e 4 DO MAM 77U E D >O—REINET
o Secure Mail TERT3 120 STARER I ZET

« 240 ® STAF47 v b O#EEIE. <20 VPN B0 Secure Mail 0BG R> ~ZXiZ. 129 DRIT
INEY,

VDI7LYRT7—=FTIF v

2T7—=SE)TF4TFRAMTHERATINZIBEDI 77 LY AT —FFIFXICDWVWTE TH YT LI RIEEDOU 77 L
VRT7—=%FTUF %1 @ TA7MAM+tMDM U 7 7 LY A7 —F%F U0 F v] #BRBLTLLIEIL,

HIPRSEIR

COREYIDRT—ZEUT TAMDHERZREFTHETIC. UTITERLTLIESW,
e Windows 75w r 7 #—LIEFTFARLTVWEE A,
e RUS—DFwald. i0S LU Android TNA XA TTFAMINE LT

« & XenMobile Server / — RI3&A 12,000 TN\ 2 EFERFICHR—MLE T,

ZIEVR

January 10, 2020

XenMobile TiZ. Citrix 12> A —N—%FE>TS51 VX% EEL £9, XenMobile Server & & O
NetScaler Gateway IZIE5 12> AHBUBETY,

NetScaler Gateway 51> RIZDWTa¥ L < IF. NetScaler Gateway k¥ a1 X> FEBBL T 723 W, Citrix
SR —N—IZDWVWTEL <&, The Citrix Licensing Systemy #8B LTI L,

XenMobile Server #BAT 3. SAEYADT I T« TUFIBICOVWTEDNISEHEZE A —ILX v 2—IHiE
SEINFET, FIRERIR. STEUXTOTSLEERLTHSEXEZTOSIHELNDHD £F, XenMobile St
ZETILE LV TOTS LICDWVWTIE. XenMobile S14 2> 2X%#BBLTLLIET L,

2

+ XenMobile Server DR&#HN—Cavic 7y ITF— I BHNIC. Citrix St XY —/N—% 11.145.x 1L
BBRICTY7T—RLTLKETL, ZNELDFRION—Sa3 DS Ab—N—F. EBIN—-3>0D
XenMobile ¥t R— kL EH Ao
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o XenMobile S 1t >X%#H4o>O0—-—R$3E0Z. CitriXx 12 A —N—% A1 VA =L TEHELRD
DET, ALY RT 7L EERTBICIE. Citrix STV A —N—% 1 VX =LLIEEY—N—FHW%
BrishF7d, XenMobile 21 > X b—ILFT3HBE. TOH—N—ICIET T )L+ TCitrix Z 12> X4 —
N=DA YR =ILEINET, FFid. BED Citrix S>> I —N—El% > T XenMobile nZ 1+
VAEEEBTIEEY, Citrix A2 A —N—D1 VA =)L, BR. BLUTEBIIOVWTELLCIE TG
Aty 20EMNI EBRLTIESL,

+ XenMobile®/—F (1 >XE2>R) U FR2—KT3HEE. VE—rY—N—LTCitrix 1> X
Y—N—2FRAITIHVELFHD X7,

e ZIT ST IRTDOTFAMEVRT77AINDAE—ZO—HILICHFELTEL L ZE#8OLET. BRI 71
NWONY O Ty FTAE—ZRETRIE. IRTOTFAEYRAT7AINBNYITYFICEEFNET, =720,
BUINCER 7 71 ILENY I T v €T IC XenMobile #8B1 > X =L T 3EBIE. TOSTEVRT 71
IWHREBIZERED £T,

XenMobile S+ > XIcODWTOEEREIE

STV RNHRWVWEE. 30 BRIFEBE— KT XenMobile D IR TOMEEX RIETZ LA TEET, COHAT
—REFERATITZDIE. XenMobile 1> X ~—JLEA S 30 HRED 1 [ERD T, A% XenMobile 51> X
EEATIZNESMCEREZ <. XenMobile Web OV —)LAD7 ot ig7Ov o EhEHA. XenMobile
d>Y—ILT, AFEPEOED BESETI £,

XenMobile TREHDS 1> R%ET7yTO—RTEEITN 7IOT1 TUTIZ 51V RE—EICT1 D1EHT
ED

XenMobile St XOEMHARITINBZ . TARTDT/NAT AEBHEEERITTIAEDET, L ZIE
LWIA—H—FETNA REZBRITZENTET, FLEERBEATNTRICERSINLET TV —2 3 0B
EERTIEHEA. XenMobile SAEYXEFILE LV TOY S LICDWTIE. XenMobile St > 2% 8B LT
<123,

XenMobile I>V—IILT [S1tEYX] R—TEELICIF

XenMobile 21 Y Z r—ILFBRERIIC [Z1EVR] R=JHHEI. 774+ 30 HEABE-—RTS 1>
ABREINFTTH. FLEFAEVRIIBHINTVEEA, COR—JTSAIEVAZEMLTERTE XY,
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Licensing

Default license Evaluation license

Trial period 30 day(s) left
Configure license

Expiration notification

1. XenMobile A>V—IILT. BLEOEWEF7IAVEIVYILET, [EBE] R—IHEETET,

2. [504E€YR] #20Vy I L&Y, [S1EYR] R=ZHPEETET,

A—ALSIEYRZEMT BICIE

HLOWSAEREZEMT 2. FEOSTEVRIERICRRINET, RMICENMLEES Y XEEENICT VT
17k nEd, A7) (Enterprise #Y) BLUVBEIPRAL STV XZEHEMLIHEE. XRTIECNS50DS
TEVANT DDITE LTRRINE T, COBE. [T AHEs] ¢ [EAS] I, £BT351EVRD
SEEHHARTINE T, [BHHRE] 0BTIE. HEITZ3517E>XDSERLEOEMHERERLET,
O—AILSA Y XDE’EIE. $ART XenMobile >V —ILTITFVWET,

1. Sy REBO>Y—ILEN LT Simple License Service ih5. F7zid Citrixcom o7 Ao > k6 HE
B SAEVRT7ANEAFLET, 5L <IE CtriX SAEY RO RFa XY b ZSBLTLLETWL,

2. XenMobile >V —LT. BLOEEFrIA>ZIUvILET, [RE] R—IHHEIET,
3.[504EYR] #U0VyILEY, [F1EYR] R=ZHPEHEET,

4. [S1EVR%=ER] Z [#V] IRELEY. [STItEYROEE] Ry IR0 BNl RE2>. [S51t
YR] ORDBERRINET. [F1EVX] RICIE XenMobile TERALES 1Y IMEENTVET,
Citrix 27> X Z ZLZEBML TLWAWES. CORIEEATY,
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Licensing

Default license Evaluation license

Trial period 30 day(s) left

Configure license m

License type Local license =

Product Name Active Total number of licenses Number used Type Expires on w

No results found

Expiration notification

5, [51t> 20 E] N [A—ALS1tErX] ICREShTWS e xm@BL T, Bl #oUvoLE
T HLWSrtE>XoEM] F047AJRKy I ADEIET,

Add New License

License File Choose File | Mo file chosan

Cancel

6. (LWt RDEM] #4700 RYIRT. [T7MIDER] #0)v oL, S4EVRT71ILD
BErEB8RLET,

7. [7v7O—R] 20Uw I L&ET, FAEZPO-RIICT Yy TO—- KT, RICKRRINET,
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License type Local license ¥
Product Name Active Total number of licenses Number used Type Expires on W
Citrix XenMobile Enterprise Edition|Davice v 15002 0 Retail 01-DEC-2015

Expiration notification

8. FAEVAN [FAEVR] R=PORICRTINES, SAEVRETIT4THULET, STEVIDR
DRMCHBIHE. FTEVRRBEIHNICT VT TUIIET,

VDE—bSAEYRZEMTBICIE

DE— @ Citrix S XY —N—%2FAT 25513, Citrix S I —N—Z2FALTIRTOS IR
ERARRZEELE Y, FLUI THETIy20EME) 28RLTIRI L,

1. SR —N—0DiAZE% XenMobile Server icr>R— L ZT ( [BE] > [EIEAE] ).
2. T 74 ;TiE Microsoft PKI 4 —N\N—%2 B < EEEG TR FROBIALEHTT, KX FRDBIEICK

S TREBEMEAEDNZBEIF. H—/N—70O/8T7« disable.hostname.verification % true I(CEXEL £
o COTONT4 DT T #JL ~MElZ false TT,

RZAMBOFEICKMT B, B—N—0OJIC VPP H—N—IEHTET LA KX FE192.0.2.0 1ZET
&> TRETNIGEIAZTOT IO/ hE—HBLEEAI OLSBIFT—HMRBBINET,

.[517EYR] R=JT. [S1E>2%#EH] & [FV] IRELEY, [S1EYRAOTE] Ky IR,
BEM] "2y, [ST1tEYR] ORPRRINET, [S1tErR] RiCid. XenMobile TERALLS 1t
VADEFENTVWET, Citrix SV X E £FEBMLTLWAWVES. CORIFTATY,

4, [Z14E > ADEE] = [VE—LZ01EVX] ICRELEFT. [BMN] RE2UH. [S1EYIXH—/1N—]
T14—=IREKLY [R—F] TJo—ILRE. [EGEOTAR] REVICESDD FT,

License type Remote license -

License server”

Port™

na
=~
=]
=1

Product name Active | Total number of licenses Number used | Type Expires on ~

1001 0 Retail 01-DEC-2015

5 ROREZEELET,

e SAEVRY—N—! UE—+FAEVIAY—N—DIP PRLIAFIIZLEHM X127 (FQDN)
ZANNILES
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e R—b: FI7HIIR—bZZOFEERATEID. FAEVRY—N—LOBEICFERTZHR— FES
ZENHDLET,

6. BEHGEDTRAL] U I LET, EGHPHRINLIES. XenMobile 351> X —N—I2#E5 L. £
ARBRSAIEY ATV RDRICKRTIEINE T, STEYIAN 1 20HDBEIE. BENICT T+ Tk
INEY,

HEHoT IR #2Uw o332, XenMobile TUTOZ e HERINE T,

« XenMobile *S1 Y XY —N—BETE3Zh%
e SAEVAY—N—DS1EREBEHTHSH%
o St IAY—/N—IF XenMobile & BialEnH 3 H

BHICKBLISEIR. RRCNEIS—Xvt—272#EL. RELBEZMATHS. BEHEOT I ]
Z0)vILET,

XenMobile Analyze Manage configure % BENM administrator v

Perform various connectivity checks for XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected features within the console, clear the selections to
speed the process.

Perform connectivity checks
v f v @ Cluster
for
15
18
Connectivity to IP address or FQDN 18 v
License Server 22 v
Successful Connection x
Showing 1 - 1 of 1 items
Connectivity results for“ 187

Clear Results
22

Server is reachable
Port 27000/TCP is open.
The server is a valid license server.

MOZA Y R2T 071 THTBICIE
BHOSA VAN BEBE. TOTAIUIT BTV RZBIRTEIE T, iEL. TOTAIHTIBS1E>
ZE—EIZ1 2723 TT,

1L [Z14EYR] R=PDIAEVIADERT, PITA4TUTE3S51EVADTEIVYILET, TOMEICTY
T TUHERS 1 7O DBRTEEINET,

©1999-2019 Citrix Systems, Inc. All rights reserved. 59



XenMobile Server: g#HU 1) —X

Product Name Active Total number of licenses Number used Type Expires on ~
Citrix XenMobile Enterprise Edition|Device v 15002 o Retail 01-DEC-2015
Citrix XenMobile App Edition|Device 2 {':. o Retail 01-DEC-2024
X
1-2 v

Expiration notification

2. 70747k ZzoUwoLEY, [(7O9T107k] FA700RYIIDEEIET,
3.[7U0F70T7H] ZOVYILET, BRLIESAIEVIDBTIT THTINET,
BE:

BIRLIESAEYRET0T47UTB8. RETIT«TBIAEVRFETITTICHDET,

BMHARERN = BEIL T 3 IciF
DE-FIMEYRELBO-ALIIEIRET VT T LR, SV ROEHPERMEIVE SICESD
FTFEELIBEHNINS & 512, XenMobile #8323 e TEFEY,

L [Z14EYR] R=UT, [BHHARICOVTOBEN] Z [F2] ICRELET. BHICEETS 71—
PHTCICRRENE T,

Expiration notification m

Notify every™ 7 day(s) 60 day(s) before expiration
Recipient™
Content* License expiry notice

2. ROREZBELET,

o BRI READLET:

o BRINEESNBEE (THICRY),

o BHDXEZRAT BEH (S IEMHRD 60 HAEAIR ),

¢« BfEE: BRFRRBIAIEVRBHEOXA-IILTRLIAZANNILET,
s AVTVY: REENOEHHRENX v E—JORETZANAILET,

3. [RE] 20V v I LET. REICEDVWT. [REE] ICAAOLEREEAD. [AYT2V] ICANALET
FRMZECA-IMRAYE-—COEENRIBEEINE T, RE LIBETEAIEEINE T,
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FIPS 140-2 NDZHL

May 21, 2019

KEIZEFMEAZA (National Institute of Standards and Technologies: NIST) #'%47L TW3 FIPS
(Federal Information Processing Standard: KEDOERLIEZE) 3. tF¥a2 VT« AT LTEAINZES
WED2—ILotEFa T EHZHRELTWVET, FIPS140-2 IZCDIEED 2 DBD/N—2 3> TT, NIST #&:E
FEH FIPS140 EZ 2—ILICDWTEEL < I&. NIST Computer Security Resource Center® 8B L T 2T,

BE:
« XenMobile FIPS E—RiZ. #E1 > X b—ILEICOABEMELTEI X9,

o HDX 77U BMERINAEVLED . XenMobile ENAILTF N XEBEBDHAH. XenMobile ENTILT7 TV
BIEDHA. BLU XenMobile MDM+MAM (&3 AR T FIPS IC##ML TWLWE T,

i0S Tld. IRTORET — 2B SLVEEPT -2 DOBESWHIRIET. OpenSSL 8& U Apple Ic& bR T h i
FIPS REEHESUES 2a—ILHMERINE T, Android Tid. IRTORET -2 DBESKIBESLTENTIL
FINA ZH5 NetScaler Gateway ND IR TDEZEHRT — 2 DEESHIRMET. OpenSSL i & DRI 1tz FIPS
REBAESUEY a—IILDERINE T,

#H— kT3 Windows F/51 X TlE, E/SCILF/S1 REE (MDM) OLBHOTRTORET — 45 & U
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XenMobile MDM O §RTORET — 2 E L VEGRFT— 2 DESHIRIET. OpenSSLIC& DIREEIni- FIPS 32
EEAESUET 2 —IIHIERINET, MDM 70— IRTORET—2ELVEEFRT—2 (3. FIPS XD
SUED2-INEIVRY—IVRTHERALE T, 20EFa)TrIlld. ENCILTNA ZBD LEDBSHIRE
. ENAILTINA XL NetScaler Gateway DB SIRENSENE T,

iOS. Android. & & Windows £/ JLF /N1 2 & NetScaler Gateway D IR TDEZXEHT— 2 DEES
IRIETIE. FIPS BEEABESUES 2 —IILHMERAINE T, XenMobile (&, RBEEH FIPS EVa—ILEED
DMZ »*7=Z k93 NetScaler FIPS Edition 7 754 7> X2 EHL. ChoDT—2%2RELET, 5L <&
NetScaler D k£ a2 X> kD TFIPS) #8BLTL LT,

MDX Vault iZ. OpenSSL IC& > TIRM I FIPS BEFAHBSUET 2 —ILEFE>T. iIOSTNARELV
Android 7N1A X LD, MDX TS v 7Enic7 FUELVEID B ToNRET -2 ZBSHULF T,

B —2ATHERINZBEDEY 2—I)L%EE XenMobile FIPS 140-2 05eeAH I FSA T Y RAATF— kX2 b+
IZ2WVWTiE Citrix BEEICEHVWEDE T LT,
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EBERENALT7ZUE LU XenMobile > Y —LIEFEZBUNOSETOFERICODBERL TVWET,
R—hICWE 77D I —DBESHBICO—NFAIIINTLVAEWVWBETH, BEUIIOXEE &
UFx—R—RANNDBEENET, 22U IRBROITO-NILEYR—MIZDOVWTEEL < IE https:
//support.citrix.com/article/CTX119253% 8B LT 3L\,

CCTiE. &#U ) —XD XenMobile THR— T3 EmERLET,

XenMobile O> v —)L& & U Self Help Portal

e 75 V2R5E
o RV

o ANRA VEE
« HA#EE

- FREZER

o RILEAILEE
o BEFHEE

EBRENTCILT IV

Wi, EOERNEECT IV Tr—>a 2ERATIE 2R LTVET,

iOS Z7-i1% Android

Secure Secure
=i Secure Hub  Secure Mail  Secure Web  Notes Tasks QuickEdit
BZAEE X X X X X
HEFPEZE X X X X X X
EFHhEZE X X X X X X
PAMPS X X X X X i
R YEE X X i X X X
ARA V5 X X X X X X
REEEE X X X X X X
RILEAHILE K X X X X X
FZHEE X X X X X X
1R TEE X X i X i X
ToI—vE N X X X X X
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Secure Secure
=8 Secure Hub  Secure Mail  Secure Web  Notes Tasks QuickEdit
2orx—7> K X X X X X
B
NTS1:E X X X X X i0S9 D&
TSETEE X X X X X X
O 7&8 X X X X X X
LR X X Android @ - - -
&

Windows

=8 Secure Hub Secure Mail Secure Web

TS5V REE X X

R iE R X R

2RA V3 X X X

AR TE X X X

FIUI—UEE X X X

2T —FTVE X X X

BESTDEBOTR—F

RDEIZ. XenMobile 77U DEEEDE TS, Rid. 7S5V F 74— LT ICHBTERERIAET T, Windows
FINAATIE. AHBEALERTZEBOTR— MIFEATITEEA

77 i0S Android
Secure Hub X X
Secure Mail X X
Secure Web X X
Secure Tasks X X
Secure Notes X X
QuickEdit X X

© 1999-2019 Citrix Systems, Inc. All rights reserved. 63



XenMobile Server: g#HU 1) —X

1V R =)L EERK

January 10,2020

IEL®HIC

ROFTwvIURLZFERLT. XenMobile 24> LI XTI YR =L T 31-DDRIZEZMULH L BEXIETS
9, BRAVFRITFEICIE. BEHPBERINZ IVR—RY MEISH#EEZ RITDHD 9,

XenMobile BR% st E T 315813, Z< ORAFBENH D £, T2%H XenMobile IRIBEOHREEE, L<H3H
. BLVPI—RT—XIZ2WTlE. IXenMobile BBENY R T v o1 #BBLTLIETIL,

AV ZL=ILFIEIZOWTIH. TOEETERLTWVWS XenMobile 1> b—JL1 ZBBLTLET W,
AVAL=IIEIFTVIIURE
BEARNBRY b T — T8

Tk XenMobile VU a—>avicbhBLRRY hT—IBETT,

SRRGELEE OV K—RVRE

am|

E 7= I3 RE BREDER
JE—hI1—H— XenMobile ¥

HELE T BB NetScaler

Bi kX128 Gateway

(Fully Qualified

Domain Name:

FQDN) =ss&L

EC

NIV IELY
O—ALDIP 7R
LAZETEHF

ED
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FREHERIEE dVE—RVbE
E To it BE DT

T77AT 74— XenMobile & & T
ZHRELTRY b NetScaler
J—J7RLZRZE Gateway

% (NAT) =2RET

BICIF. 5D

IP 7 R LRBURE

T,

HITRYy YR XenMobile & T
ZETEO W NetScaler

T Gateway

DNSoIP 7KL XenMobile ¥
ICERLTLE NetScaler
T Gateway

WINS 4—/\—d NetScaler
IP7RLZ%ZEE  Gateway
BoHEd (FHT3

580

NetScaler NetScaler CoIERIX FQDN  NetScaler
Gateway KX &  Gateway TlEHO EFE A Gateway
ZRELTESY FQDN (. %84
HEJ, —N—=IZNA VR
Th, I—H—h4%
BYBEBINS.
H—N—3ERZEIC
BEhEY,
NetScaler
Gateway otz v k
Ty T4 —F
ZERAL TR+
EZRETITET,
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&l IP7RLZR
Z1D2FHLET,
IS RAEERT
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RTOIP7RLZR
ZETEDHZET,
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v IP7RLZR
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Gateway D 1D
DI DNS T
)
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N=DIP 7KL X,
A=k, 7AOF IR
ARUR B LY
BEEQI—H—
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ETHEDEFT, =V
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S —N—% R
ERCE =1 4R
DHREFT T3
>TY (ZEHT 3%
Ao
BEDT—+rU T
T1IP7RLR%RE
TEHET,

dAVR—xVhE
7o I3 RE

XenMobile

NetScaler
Gateway

NetScaler
Gateway

NetScaler
Gateway

XenMobile &
NetScaler
Gateway

=
174

DECER

it

Web 7O+>n1 XenMobile &
—F—BERET NetScaler
& ElE. sAMAc- Gateway
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Principal Name)
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TEET,
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zETEDFET,
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zEIEDFET,
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Z1EYX

XenMobile Ti&. NetScaler Gateway & & U XenMobile DS 1> XA F> a> 2 BATIHELRHD £,
Citrix 1> A —N—IZDW T L <&, The Citrix Licensing System) 8B LT 723 L,

AR E M dAVR=—2Tk GFEsR L &9,

A=ZN—HIILF1t> A% Citrix  NetScaler Gateway.

Web 1 kDS ANFLET, 2L  XenMobile. &0 Citrix 51
< I, NetScaler Gateway ® k' Y ZH—/N—

FaxX> b TLicensing) =%

BLTLIETL,

AEERE

XenMobile & & U NetScaler Gateway (&, IEFHDS by I RBEELVI—HF—FTNAADT7 T LIEHTS
eI, EAENUETY, L <IE. XenMobile D RF a2 X> b THEEAZ S LU Z8RBLTET W,

AR E M JVR=—22k *

PERIFAEEAFLTIYZX L XenMobile &
—JLLEY, NetScalerGateway

R—b
XenMobile Y R—%>Y FEBETIZLSIC. R— 2B FET,
AR E M JVR—2> b+ *

XenMobile BicR— +ERES F XenMobile & NetScaler
ED Gateway

F—BR—2Z

XenMobile Tld. F—aR—IEHEEBR T IVEHNHD £9, XenMobile VRS U TIE. TP RTLEHCE
Bl ICRBEINEUTOYR— FRIEN—S 3000 nhTEHEE L TW3 Microsoft SQL Server ¥ —2~R—2
MRBTY, Citrix Tld. Microsoft SQL %) E— +THERATZ = HE1H L £7,. PostgreSQL & XenMobile
ICEEFN Y, PostgreSQLIEFT X MRIETOAO—NILEIE) E— M TERIZFEHLET.
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1 > X b—=JLIC Microsoft JDBC RS/ /N\—%ERAJ 3ICik. FSQL Server D RS+ /\—1 #BEL TSIV,

AR E JAVR=—2T b p=

Microsoft SQL Server ® IP 7 K XenMobile
L R R— bk, XenMobile T

Tha SQL Server ot —E X7

A > hiZ. DBcreator &2t

BhdHd xR LET,

Active Directory 0%

AR E M JAVR=%2k =
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L¥d, R— bk 636 ZFEAT 315

Ald. CADSES L7/l — HEERR
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L. [EFa7E5%=ER] 7>

3>z [IFV] ICEELFT,
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AR E M
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NetScaler Gateway & & O
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% fEH L T Active Directory (2
JITULFEY,

IIN—THEETZTLI MY
LRILTHBYIN—FX—X DN
ISER LT3 L, NetScaler
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Z o DN ZfEA L T Active
Directory ICo TURTWE T,
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XenMobile & NetScaler
Gateway

XenMobile & NetScaler
Gateway

XenMobile ¢ NetScaler Gateway DR D#E4:

AR E

XenMobile 7R FE%EHEFEL F

Yo
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TRLZRZEELES,
A—H—hT7oLZXTEBT7 S
ZHRLE Y,

J—J)LNNy 2 URL #5288 L £ 9

a—'—$&45: Citrix Virtual Apps and Desktops & & U Citrix Secure Hub A7 ot X

NetScaler ® Quick Configuration 7 #'— Kz L T.XenMobile & NetScaler Gateway @ f&.XenMobile
¥ Secure Hub ORI DFGHREZBRITZ ez BBDOLE Y. F 2 OREBY—/N—% KL T, Citrix Receiver
BLUWeb 7505 —hs5na1——EGEEEMLFEFT, h5ik. Virtual Apps and Desktops @ Windows
R=ZADTIVr—=>avEIRBT I by TADELHTT, F7=. NetScaler ® Quick Configuration 7«

AVR—x> b
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XenMobile

NetScaler Gateway
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HP—FZEALT. CNODOREZERIT B Z2EBHOLET,
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AR E M

NetScaler Gateway @K + 3
ELVINEB URL 288 L £ 9, 4b
8 URL (3. 21—H—h4E4%i9 %
Web 7KL 2T,

NetScaler Gateway J—JL/\vw
27 URL z2 8L £,
REF—N—DIP 7RLRBLT
HIxy YRV ZRRLET,
Program Neighborhood T—%
T > bk F7zid Virtual Apps and
Desktops -1 D /XR &R L
=

Secure Ticket Authority (STA)
% %E17LTW3 Citrix Virtual
Apps and Desktops #—/t\—o
FQDN #7213 IP 7 KL X %5283
L9 (ICAOxo>a>onigés
DH)o

XenMobile ®/\7'") v~ FQDN
ZERLET,

Secure Hub @/¥7'J w4~ FQDN
ziERLE 9,

XenMobile Bl 7O0—Fv—+

JVR—22 b+ R DR

XenMobile

XenMobile

NetScaler Gateway

NetScaler Gateway &
XenMobile

NetScaler Gateway

NetScaler Gateway

NetScaler Gateway

Co70-Fv—kiE XenMobile ZBH Y 3BEDERFIEBZRLTWET, EFIEO EYID > U IFNIC
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NetScaler Gateway, Active Directory, and
Microsoft SQL Server

Review System Requirements for XenMobile,

See supported Xenl obile components for
XenMobile with NetScaler Gateway and
the M DX Toolkit

Check on supported device platforms.

@ Note the settings you need for Xenldobile

IP addresses:

¢+ Public and local
DNS servers
WINS Server
XenMabile
Default gateway
NSIP and subnet

N

Subnet mask
FQDN
XenMobile host name

Microsoft SQL Server IP
address and port

Complete XenMobile configurations in the
XenMobile console

Configure licenses

—

Import APNs and SSL
Listener certificates

|

Configure NetScaler Gateway

|

Configure LDAP

Configure the notification server

@ Install software, licenses, certificates

Download XenM obile
product software

l

Download NetScaler
Gateway

R S

Acquire licenses

N T

Acquire certificates

@ Note the settings you need for

MNetScaler Gateway

+ Hosthame

+ FQDN or IP address of
XenMobile

+ Callback URL

+ For XenDesktop, XenApp,
and Secure Hub

Gonfigure XenlMobile in the CLI

IP address and subnet mask, default
gateway, DNS servers, database
connections (Citrix recommends SQL
Server remotely), XenMobile host name,
and communication ports

Set Public Key Infrastructure (PKI)
server certificates passwords

Optionally, enable FIPS

Use the NetScaler Gateway
wizard to configure XenMobile
connections

Open ports in your firewall for user connections from
Secure Hub, Citrix Receiver, NetScaler Gateway Plug-
in through XenM obile to StoreFront, XenDesktop,
XenMobile NetScaler Connector, and intranet sites.

FINISH
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LET.

Hyper-V 0#iig% ., XenMobile % Hyper-VIZ4 > X b—ILF 3. UTERITITIHBENRBD T, #L<
& HyperVORFa XY bZSRBLTIZEL,

s TRBIRTLIY—RADHB AV E a1 —4—IZ. Hyper-V £ &&= HF%IC L7z Windows Server 2008
R2. Windows Server 2012. %7:i& Windows Server 2012 R2 #1 > X b—JLL £9, Hyper-V D&z
ZAVRAM=ILTBREEIEF RERY hT—I%ZERT B370IC Hyper-V TERAIN3H—1N—LDO NIC %=
BFEELTLETWL. D NIC IF. R MRICERTE £,

« Virtual Machines/<build-specific UUID>xml| 7 7 1 L= ¥R L £ 9

+ Legacy/<build-specific UUID>.exp 7 7 JL% Virtual Machines IZ#81L £ 7
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Windows Server 2008 R2 % 7-i1& Windows Server 2012 #1 > X b —IJL 3 3FAIF. UTDREZTVET:

VM #EE%ERT HyperVIXZ 7T R b7 71ILICIE 2 DDERZN— 3> (exp exml) BH3H. Thsm
FIBIZ%ETY, Windows Server 2008 R2 ¥ Windows Server 2012 @ 1) 1) — X id.exp DHEFR— L ET,
NEDOU)—=RTlE. AYAL=ILHICEXpRZT IR 771 IILDSHEEINTVBIHRELRHD £7,

Windows Server 2012 R2 Tld. Th5DEBMFIEIZHEH D £E Ao

FIPS 140-2 £— R, XenMobile Server # FIPS E— R Tr > X b—JLL &S & T BHEEIE. XenMobile TD
FIPS ®##r1 TEHEAINTVLWE3—EOFIREZHF /I —T2RTIEET,

XenMobile #ZV 7 roz 704 O—R

ISV I bz 73 ) v ZWeb 4 b SATYO—-—RTEFEI, 1 bcOgd# > L. &kic [Downloads]
DY OFERLTEIYO0—-—RIBYVILNITT7EEUR—JICBHLET,

XenMobile DYV 7 + oz 7% 4o >O0—-R§3ICIE
1. by 2ZWeb o MIZF7IEALETD,
2. [Search] Ry o 2D [LogOn]l o Uy o LTF7AYY MIOIAYLET,

3. [Downloads] #7%27Uwvo L%,

N

. [Downloads] R—J & F—ET. [XenMobile] %#®ERLET,

[]
CITRIX  solutions Products Downloads Buy Support Partners Log Out Q
L]

Downloads

XenMobile v

5.[Go] #oUwo LY, [XenMobile] R—IHBE £,
6. [XenMobile Server] =ERL %7,

7. [Product Software] =EBL %7,

8. [XenMobile Server10] %o U v oL %7,

9. [Jump toDownload] X=a2—%21)vZo L. XenMobile #1 > A r—/LF37=DICFERT 3 ETA
REAA=—JZRERLFET, TR XR—PZFAFAEICRZ7O-LLT AYAF=IILTBEAAX—TD
[Download File] R4>%RDIF%7,

10. BEOIETRICE>TY 7 b0z 7E4T7O—-RLTLLETWL,
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avy ROV F o1 > RoTh XenMobile D#5g

1. XenMobile fr#8< > > % Citrix XenServer. Microsoft Hyper-V. #7:i& VMware ESXi i1 > R— kL
9. L <IE. XenServer. Hyper-V. &7ldVMware® RFa XY hZSRBLTLLETWL,

2. NAIN=NAH =T, 1 >R—k L7 XenMobile (Rl8v>>#BRLTCIAY Y ROV rE 2 —%EFL
F9, FLIE NAN=NAHF—DRFa X FEBRBLTLIEIL,

3. NMMIN—NAF—DaAVY—IR=UHS, OV RTFAOYT T4 > RIT XenMobile 0EBEDI—H
—BENRT—RENAOLTEBET7HU Y M EERLE T,

BE:

ORYRTOVT N TERTZEBETAYY b, ABF—E8 (PK) H—N—3HE. LU FIPS
DINRT— REEREFIEFEET 5 L. XenMobile TIFUTD#RA% Active Directory 21— —%B&

KERTOI—Y—ITBAL £9, Active Directory 2—#'—n /XX 7 — K& XenMobile 04N TE
BINXI,

o XAT—RIE 8 XFULTHRIFNUZARD £H A
o XAT—RIE UTOEMEOREDSE 3 DULEBLIHBENBD £7,
- AXF (A~ 2Z)
- IZ\XF (a~12)
- #¥F (0~9)
- BHXFE (I ## $ %RY)

Username: admin
New password:

HLWARRT—RZANNTREE. TREAVRIVBLEDXFIEFRRINEE A,
4. ROy bT—UBBREANALTHS, Tyl ZANANLTEREZIIVMLET:

a) XenMobile —N—® IP 7 RL X2

b) xv kw2 Y

) T7FNLTF—=roz4 ODMZRDF IS — T4 DIP 7RLR)

d) 751<U DNSH—/N\— (DNSH—N—0D IP 7RL X)

e) EAYHUDNSH—N— (FTF>3Y)
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IP address: 192.0.2.0

Netmask: Z25.225.225.128

Default gateway: 203.0.113.3

Primary DN3 server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [usml1: ulj

:
COEBRBLVRDEBZRICRINTUVEST7RLRIFEELTEST . Al LTREEINTULE T,

5Tyl ZANHNLT. EFaU 712803 DICT VA LBBESHUNRTL—XZ2ER TS, Tny ZANHLT
HWEONRTL—XZANNILET, Y1 ZANALTSUALBNRTL—XEER TR z68HLET,
CDONRRTL—XIF, BT — 22 RETILHICERINIBSUF—DOREFED 1 DX LTFEAINE
To U—N—DT7AII AT LICRESNIENRTL—XDNy a2, T—H2OEBEHRrESKTE—%
BETREIICFERAINET, CONRTL—XERRITBZEIFTETFEFE A

E:

RIBZIRL CEMOY —N—ZBH T 35513, HMBONITL—XZHEELE T, TUHLHR/INR
TL—XZBRLTIIBE. TONZXTL—IERREINEE A

Generate a random passphrasze to secure the =server data? [ysnl: y

6. 772 32T, EMBERNIBFE (FIPS) 2BMICLE T, FIPSICDWTEELLIE TFIPS) #28BL TR
TLo F7o. TXenMobile To FIPS oiEpil THEASNTWVWE —EDRIRFHE TR T SIEIBELHD£T,

Enable (yrsn) I[nl:

7. UTOBEREANALTT—EIR—BELGZEBRLE T,

Local or remote [l/rl: r
Type (Hicrosoft SQL, Postgre3QL or MySQL) [mispsmyl: mi
Use S3L [ysml: n

SETUET ! .10
Port: 5432
Username: postgres
Password:

o CEADT—ER—RF. O—ALTHUE-LTHDEVEFA. O—HILDFER TUL VE—FD
HBEIE Tr) ZAHNLET,
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o FT—AN—ZADEEEEIRL £F, Microsoft SQL Di5&1E Tmly 2 NHL. PostgreSQL @A
P ZANHLET,

BE:

- Citrix Tl&. Microsoft SQL # ) E— b THERTZ e x H8H L £ 9, PostgreSQL &
XenMobile ic&&h £9, PostgreSQL 37X MRIETOAO—AILEFId!) E— M THE
HI3FERALET,

- FT=EAR=ZADBTIEFHR—FINTUVEFA, TR MERRETER LT —2R—2% EK
BIRIBEICERITI B CLIETET £ A,

BE. Tyl 2EALTT—4RX—XTSSLEBi=ERALET,

XenMobile D% 23 —N—DF—EZRXR—IH—N—DOFZLEM K X+ >F (FQDN) ZAHL£F. C
D1D2ORAMF—=N—lF TNAREBY—EIRe T TUEBRY—EXOEAEZREL X,

o T—AR—ZADKR— FBENT T4 LDR— FBSLELRBZBEIIANNDLFT, Microsoft SQL oF
7 # )L hAR— & 1433 T. PostgreSQL @77 # )L hAR— b & 5432 TF,

¢ TAR—RBEBEOI-—H—BEANNILET,
o THAR—IEBEBEDNIAT—REZEANNDLET,
o TAR—ZBENNILZFT,
s Enter ¥— %z L TF—4RN—ZXREZWEL X7,
8. BEIZRL T, Nyl #AALT XenMobile / —RF7ldA Y REVADI S AZ2LEBMCLET,
BE:

XenMobile 75 X2 ZBMICT BHEIE. I FREAVYN—BOUTILEA LBEZEHICT B0
IS YRTLEMETRT LICRTR—-F 80 ZBIRMLTLLTLV. §RTDIITREZ/—RTID
REZTTLET,

9. XenMobile r—N—D5E2EHM R X1 >& (FQDN) ZAAL£7,

Hostname: justan.example.com

10. Enter *—%#H L REEEEL X7,
N. BER—FEERELEFT. R—bBLUVZOFEEFEICOVWTHLLCIE. TTR—FEH] #8BL TV,
F:

Enter +— (Mac ®iF&IE Return £—) %L T, TIAIN MR-+ EZOEEFERALET,
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HTTP [BO1: 80
HTTPS with certificate authentication [443]1: 443

HTTPS with no certificate authentication [B84431: 8443
HTITPS for management [44431: 4443

12. 71T XenMobile #1 > X F—JLLTWBDT. LUHID XenMobile VU —XHh 507 v I L—RICET
BZROEMEAFXFYILET,

13. 2AF—E& (PKI) sIEEZNTNICRALC/NRT— RE2ERT 3581 Tyl ZAFAL £7, XenMobile PKI
HWERICDWTE L IE. TREFAZED 7y 7O—F) ZBBRL TS,

Do you want to wuse the same password for all the certificates of the PRI [yl:
New passuword:
Re-enter new password:

BE:

XenMobile d/ =K (1 YREZVR) BFELHTYTRAEZ—KTZHEIE. B/ —RTRLC/NRT—
FEANNT2HEDHD T,

14, FILWARXT—REANAIL. BROEHICHLWART—REBANALE T,
HLOUNRT—REZANNTREE. PTRARAURAIVBEDXFIEFRRINEHE Ao
15. Enter *—%#L CHREXZBEL £,

16. Web 75 5#% —% R LT XenMobile >V —JLICOJA YT 30D BEBETHI Y M EERLET,
BRTHEAITSIDIC. INSDERBRZLIEERL TSI,

Username [administrator]: administrator
Passuword:
Re-enter new password:

:
FLOWNART—RZEANNTREE, FTARVRVBREDXFIERRINEFE A,
17. Enter *—Z L TREZEBELFT. RO AT LEBRIFEINE T,

18. 7w T L—RhESHEHEBITBZIX Vv E—IUDRRINLS, FIRAVIAS—ILTHBH. Tnl ZAAL
9,

19. BEICR RSN URL 2% JE—LT. Z® XenMobile ¥z Web 75 o —THITL X7,
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riting iptables configuration...
festarting iptables. ..

Upgrade from previous release (y-n) I[nl:

Stopping configuration app...

Btarting configuration app...
application started successfully

Stopping main app...

Ftarting main app...

application started successfully

To access the console, from a web brouser, go to the following location and
log on with your console credentials:
https:rr/203.0.113.85:4443~

Ftarting monitoring. ..

Web 75 o#'—Td XenMobile 0#&5§
NTN=—NAHF—DIAI > RTOYT T4 > RYT XenMobile BROBHOHELHNZT Lz, Web 759+
—TE*DNEBEZTLET,

1. Web 7S9#%—T, ARV RFOVT o4 Y RYTOEBROBREBICREINTIBFAABEILE T,

2. Oy RFOYT I RUTHER L. XenMobile 3>V —IILBBET7HY Y FDI—HF—REI/NRT
—REANDLETS,
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XenMobile

User name

Password

3. lEL®Ic] R—=>T [BR] #oUvILET, [Z1EVR] R=IHEITET,

4, SA4tEVR%EBHELET, 7t X &7y FO—-RLAVES. 30 HEBWAFMR 1T X EFEBL
£9, SAEVADEBMEER. BLUOEMERINBHOBRICOVWTELLLIE S22 #8BLT
<TETV,

BE:
XenMobile DS x42—/—K (122> R) %BIMLT XenMobile 75 X42 U > I %=ERY 315
Bld. VE—bH—N—LTCitrix 1> AY—N—%FHATIHNELHD T,

5.

[GEEAZE] R—=2T [1YR—F] #oUvILET, [A12R=—b] ZATOTRY I IDBEEIET,

APN & SSL URF—3ERE %=1 > R— kL& T, iI0S 7 /N1 REEIZIZ APN SEBAEHNBE T,

HERAE
DEOJ/WNMCDOVTEL I, TEEAZE ] Z2BBLTLRET L,

P
COFIBICIFY—N—DBEREHIEVE T,

BIENZET 55 51E. NetScaler Gateway %= #pk L £ 9. NetScaler Gateway O#ICDOWVWTHL <
l&. TNetScaler Gateway & XenMobile; & T XenMobile IRIEDREDHEMI #BBL T ETL
pE

+ NetScaler Gateway I&. RERY FT—2 (FFT1>VrIxy ) OBRTEMATIEY. B
FE. WERY FT—JICFETRIH—/N—. 7T, 2OMORY bT—0 )Y —XIREIZT
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JERXTEZE—DRAY MDREINET, CORBATIFE. IRTOUE—bI—H—H. W
Fy RI—UDFEBDD Y —RIZT VLT BH1IC. NetScaler Gateway IC#EGTT 2 HEHH D
9,

+ NetScaler Gateway 37 7> 3 Y ORETITH. R—ITOT—FNNERICEDR—I D 5HEE)
TBICIE BETr—ILREEETEIDNATIHNELRDHD £,

8. Active Directory 5D A—H#—JIN—TIZF7 VX9 37-8. LDAP M %=T L %9, LDAP &40
BEICDOVWTHLLIE TLDAP #1 #BBLTLLLETL,

9. BMY—N—%BHELT. I—H—IcAyt—CFZFETEIBLSICLET BRI —N—BERICOWVWTEHL
i DEfl) Z2BRLTLETE L,

Post-requisite, XenMobile Server #Ei28 L T. (RAZEEAMCLE T,

XenMobile T® FIPS D1&

October 25,2019

XenMobile OkEDIERMIEIZE (FIPS: Federal Information Processing Standards) £— Rid. 9XT®D
ESIRIMEICX LT FIPS140-2 sEFREA 51 TS5V DA ZERAL T RKEBFOHNRE2Y—2FR—FLE Y,
XenMobile #—/N\—% FIPSE—RTA Y X r=LFTB L. TRTD XenMobile /517> heH—N—DF—
4% FIPS140-2 ICREICENIEIZI N TEET, COAVTIATVRIF, BLET—REPDODBOINET—
FICBERAINE T,

XenMobile #—/\—% FIPS E— R TA YR b—ILF BHIIC. ROFTREHERTIEET,

« XenMobile F—#~R—XICI35MEBD SQL Server 2012 F7-1% SQL Server 2014 =&AL £9, F7= SQL
Server #t %217 SSLEERICER T Z2HEHHD £9, SQL Server AORe%4 SSLBEDEMICDW
TlE. TSQL Server Books Onlines #8BL T T WL,

o tF 27 SSLBEZRITY BICIE. SQL Server [CEEHID CA (GEERHES) NS DEE IS SSLEEEAE = 1
VRAM=ILTBRBENDD FY, SQL Server2014 3T IL R A— FEEBAZEZRIF[HIFTZ CLIFTET HEHEA,
Z07=8%. SQL Server ® FQDN 4 SSLAIFEEZBERT 22D L FT,

FIPS €— R DK

FIPS €— Kid. XenMobile # —N—DHEILY b7y TRICOABMICTIET, 1 VR M—IMNTT LS.
FIPSZBE#MICIZTE £t A. TDD. FIPS E—ROEAZFEL TWBHEIE. XenMobile 4y —N—Z&¥H
5FIPSE—RTAIYRA =L BIRBELDHD £, £7z. XenMobile /524 DHFE. IRTODIFRZ/—RT
FIPS BBEMICB > TV EIHELBD 9, B—2 5 XZAIC FIPS &3k FIPS XenMobile 4 —N—%BESE 3 C
CIETEEE A
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AEHTHL XenMobile Av > RS1>1>4—7 1 RiZiE [Toggle FIPS mode]l # 7> 3> h®%Hb %9,
COFTS 3 VI HBENO O DERBEBEEAOL DT, EHREEBIETO XenMobile H—N\—TlEHR—r &
nF¥tA.

1. M8ty b7y 7ERHC FIPS E—RZBHICLE D,
2. SQL Server B@JL—~ CAGEREE%® 7y FO— KL £7,

3. SQL Server ot —/N—RrKR— . SQL Server icO¥ 1 > § 310 DERIGIR. &L XenMobile (o3t
LTI B3T—ERN—XBEZEELET,

pE
SQL Server iZ7 o7t ZX ¢ 3ICid. SQL O # > F7:i4 Active Directory 7 Ao > boWIFnh & E
RATEETH. FRT IO 74 ERERICIE DBcreator REIHNHUETY .

4. Active Directory 7ho > b= ERT3IC1E. TRXN\2A——F) R TERBREANNDLE T,

5. ThSDOFIENTT L5, XenMobile 0¥ty b7 v FE#RITLET,

FIPS E— ROBREADPRINL - e 2R T BIClE. XenMobile Av Y RSA>r>va2—TJ xR icOd 4> L ZF
¥ OF7F>/N+—IZ [InFIPS Compliant Mode] *&{RRFRINFJ,

SERB O > K— b

UTFT. VMware N1 N—N1H—%FRT3HBEICHBEL B B:EAZ%Z 1 > K-k LT XenMobile LT FIPS =
BT 3EICDOVWTHEAL XY,

SQL oFiRF M4

1. XenMobile "5 SQL 1 X2V 2DEHEEF 2 T+ TREL. SQL Server /X\— 313 2012 %7
£ 2014 R ETY, EHixRET BICIE. Microsoft B>y —)L%&#HE L T SQL Server o1 > 24
V20 SSLEEShEEMICT 54 #BRBLTLIEIL,

2. H—EXPEIICEESH LA WVIESIE. Services.msc ZBIVWTRDELSICFT v I LET,
a) SQL Server f—EXTEAINOT A > THU Y MEREIE—LE T,
b) SQL Server © MMC.exe ZBE 9,

C) [Z7Al] > [RFYTIDEMEBEIR] DIEICERL. SFRE7ATLEHTILY ) v LT
EXFyvSIUEEBMLES, V4 F—RD2D2DR—-STAYEa—4—7AhHo>hbeO—h/LaY
Ea—2—%3FRL T,

d) [OK] 220w L&,

e) [flFAE (O—A/avEa—%—)] > [{EA] > [FEAZE] DIBEICEIRL. 1 >AR— k& hiz SSLEERR
ERRLET,
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f) 1VR—bINEAZEZEI U YO LT [TRTOEZRY] > [MBF—DEE] DOIEISERLET,
g) [FIN—TR%iEFaA—¥—8] OFICH3 [BM] #I/UvoLET,
h) BIOFIETIE—LESQLY—ERXRT7HIY bEEANNLET,

i) [(ZavbrO—zHFa] A7>a3>%27U7LET, TIAILETR Y—EXTHIY MIETIL
OV FA—IILEHRAMOEROELE 5HMMTE5TNETH. BEBEF—DOHAMDEIFHBETT,

j) MMC%ZBLCTSQLY—EXEBBALET,

3. SQOLY—EXHBERBICHABINIOEEL £,

A=Y MY TAAX=23>05—ER (IS) OHIREH

1. JL—hiEBAZE (base64) 24> O—RL%ET,

2. L—riEEE ISH—N—LDFT T 4L+ k (Chinetpub\wwwroot) ICOE—L %9,
3. F7#)Y ML T [Authentication] FrvwIRwIREAVIZLET,

4. [Anonymous] % [enabled] ZFBEL £,

5. [Failed Request Tracking] REIF v IRy IREFVICLET,

6. .cerp7Ov I TNTVWEVLWIERLET,

7. O—AI)LH—/N—o Internt Explorer 75 5% —T.cer DFFRESBL T (https:
Yo L— FMAEBRETHF X AT SUH—IZRRINE T,

8. JL— ~EEFAE N Internet Explorer 75 U# —ICRRINAWVWIHBE. ASP RIS H—N—THHMEINhTL
BlrE. ROLSICLTHERBLET,

a) Y—N—IR—Jv—%2HIT£T,
b) [Manage] > [Add Roles and Features] ®DJEICBEL £3,

c) H—N—ni&EIT. [Web Server (11S)] . [Web Server] . [Application Development] @
IBICERLT [ASP] %#ZRL %9,

d) [Next] 20Uy I LTAYAR—ILERTIEET,
9. Internet Explorer #gW\ Thttps: zESRBLEY,
L <& TWeb Server (11S)) #8BLTLEI L,
pE

hEERFTTBICIEE. CADISA YRRV 2 #FRATEET,
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#1148 FIPS #8pR D)L — FEEBAE D1 >R — b

ARV RSA4>aAVY—ILTHSHT XenMobile 2T 37-HDFIEERTITZHBE. CNOSDREETTIIET
JL— REERREZ A VR— F T B3BEBRHD X T, 1V X M—ILFIBIZDWVWTEL < IF. XenMobile 1> Z k—)L]
#BBLTLEIL,

« FIPS oB\zL: 1w

o JL—MEERAEZED 7y FO— R {FL

e OE— (0) FRlEr>R—k (i

e 1VR—brTBHTTPURL ZAH: https://<FQDN of IIS server>/cert.cer
o H—/\—: *SQL Server ® FQDN *

« Port: 1433

o A—H—F: T—ER—AEERTIZHT—EXT7HT> b (domain\username),

e NAT—R: U—EXT7HIYEFD/INRT—R,

o TEN—RF: ERLIRH

ENCILFNAZTFIPS E— REBMICTS

T AT ENAILTNARTFIPS €= RIBEMICZ>TWET, FIPS E—FZBHICTBICIE.  [RE]
> [U514F7> b FONT 1] OIBISERL. [FIPS E—ROBEME] 7ONTr ZHEEL T, E% true IEREL
F9. HL<E U507 R 7ONT 11 2BBLTIEIL,

TSRAZN) T DIER

January 10, 2020
IS 22) T EERTBICIE. UTD 2 20EBFEHEIRE IP 7 KL X% NetScaler TR L £3,

o ENTITNAREE (MDM) BFSEHIREIP 7RLX: 3 X2—RNICHEE I Nz XenMobile / —F
LiEET3ICIE. MDM BESBIRE IP 7 RLXABRETY, CO&RESEIESSL 7Y v E—RTiTbh
E

s ENALT IV r—3>ERE (MAM) BESBIREIP 7KL X: U5 R2—RICHEE Iz XenMobile
/ — k¥ NetScaler Gateway Hh@F 9 3 Icid. MAM BESBRE IP 7 KL XU ETY, XenMobile T
&5 7 #JL b T. NetScaler Gateway "5 DITRTD ST 1w U IdR— b~ 8443 TEARADEBRE IP 7 K
LRI =T TNET,

COEEOFIETIE. #L L XenMobile fxf<s > (VM) ZfER L. #L UL VM ZEEED VM ICBIMS € 3 7574IC
DWTHBALEY. CN5DFIETY ZXFZREMELINE T,
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ElEats

« %E7% XenMobile / — RHZEEICEBERINTLWS L

¢ TRTDISRE/—RL XenMobile F—42~R—XTNTP ##ERTZ L, ChHDTRTOY—/N—T
BZINEB o TRV, 95 RXFZUVTIFIELKHEEL FEA

« MDMO—RNS>H—FADT12ONTV YT IP7RLRAE MAMBD 120754 R—KIP7RL R

o H—/\—:iIFFE

+ NetScaler Gateway {R#8 IP 7 KL ZBD 1 2DFEF IP 7KL X

+ XenMobile # MDM-only E— R #7723 T>2—F5 1 XE—F (MDM+MAM) OISR E—tv ~7 v
JTERY 354 NetScaler g RTD MDM O— RN — DEDHR— 8443 viR— b+ 443 AIC
REINIAREY—N—IZEETIP ON—2XF Y X% FERT S & 51, NetScaler BEOEBEBDHER%Z
TELET, A—H—FTNARZIOSNIZFTYTIL—RTBHIC. COBREZTTLTIREIL, #LL
i, Citrix Knowledge Center ®i2% (https://support.citrix.com/article/CTX227406) #8BL T
72E W,

« i0S 11 F/N\1 X LD XenMobile Store 577U %1 > X k—=ILF 3ICIE. XenMobile Server TR—+
80 ZAMICTIHNENHD X7,

S22 —1EBRICEITE XenMobile 10X DU 77 L YR T7—FFIOFYRICOVWTIE. [7—F T 0 F v #8818
LTLETL,

XenMobile VS x4 —/—RDA>ZX =)L

BER/ — FOBICEIWVWT, XenMobileVM Z1Ep L &9, HiLLW VM ARLT—ER—X%ZHEIT L S5ICL. AL
PKIZEBAED/NR T — R ZEEEL £T,

1. HILWM OO Y RS>V Y—IILzHE. BEETHIYFOHLWART—RZANLET,

Hode ) U

B R S S

Thiz wizard guides pou through t
he initial configuration of nMobile. Accept tions offered by pres=zing Enter~s
Return or type wour own response and then press EntersReturn.

ComHand prompt dWindow administrator account:
Thi=s i he user name and password you wuse when logging on to XenMobile at the c
OHM

1

H

1eW password: _

2. ROBUCTRI LSS, Ry bT—VBHROFMEANNILE T,
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Network settings:
IP address
NetMask L[1:
Default gate !
Primary DHS wer [1: 18.147.75.248

secondary DN5S serwver (optiowal) [1:

Commit settings (ypsn) [ypl:
Applying network settings..
ethB: intr type 3, mode B, 3 vectors allocated
ethB: NIC Link is Up 18888 HMbps

3. T—HREDDICTIAINMDONRT—RZ2ERAT3HE. Tyl EABDLET, E5TRWVWESEIE Tny &
ANILTHLWANZRT—REZEANALET,

Encryption passphrase:
Generate a random passphrase to secure the server data (ysn) [ypl:

4. FIPS 2RI 315E1E. Tyl £7id Tny EAHLET,

Federal Information Processing Standard (FIPS) mode:
Enable (yrsm) I[nl:

5. URIICREICBHR TN VM B BRBRIZIDERELT—ER—XZ2BRBITZLSICT—ER—XZBHELET,
RDOAYyE—IBREINET: TF—ER—IDERICEELEFT 1

Database con
Local or
Typa (M
U=ze 35:

Commait settings

Ch i dat

Da

10 enable realtime communication between cluster mermbers please open port B8 us
ing Firewall menu option in CLI menu once the tem configuration is complete

Sawving server and client certificate passwords.

6. RAD VM ICHEE LIEEEAZICH L TRL AR T —RZAHNLE T,
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=Postgre3(L) [mil:
Use 33L (y-n) Inl:

Server [1: =qlZ201Z.wg.lab

Port [14331:

Username [sal:

Password:

Database name [DB servicel: DB 51

Commit =settings (yrsnl) [yl:

Checking database status...
Databa=ze already exists.

Saving server and client certificate passwords. .

HARHNING: Fleasze enter the same passwordz uzed to generate internal Public Rey In
frastructure (PHI)
om want to 1 | ard for all the certificates of the PRI [ypl:

tting :
configuration...
ptables. ..

7. BEDPET I3 —N—DEEHEIN. O F 0 F4 17O Ry I IABRRINET,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 89



XenMobile Server: &) U—X

thiz may take a few seconds
application started

application started

To access the console, from a web browser, go to the following locatiom and
log on with your console credentials:
https: -10.147.75.59:4443~

Starting monitoring. ..

ms51.wg . lab login:
E:
AJF>ZA 700Ky 7 RAFRVIDVM 0O A A4 7O Ry 7 ALRLETY, AL THBH.
mADVM TRLT—EZR—ZXH—N—ZFALTWVWE I ERBTETET,

8. XenMobile n5E£E8i K X1 >%& (FQDN) #ERL T. Web 7574 T XenMobile >V — L Z@E £
Jo

9. XenMobile a>v—IT. BEOL>FF7ra>%E Vv I LET,

L]

[(PR—F] R=DHPHESTFT,

10. [£%&] @ [95R&2—1E®R] #20)yIL&ET,
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XenMaobile Analyze Manage Configure & BRSl administrator v
Support
Diagnostics Support Bundle Links
NetScaler Gateway Connectivity Checks Create Support Bundles Citrix Product Documentation
XenMobile Connectivity Checks Citrix Knowledge Center
Log Operations Advanced Tools
Logs Cluster Information APNs Signing Utility
Log Settings Garbage Collection Citrix Insight Services
Java Memory Properties Device NetScaler Connector Status
Macros
PKI Configuration
Anonymization and De-anonymization

IIRE—DAYN— TNAREHER. ZRIBLE VF7ZX2—ICBT B3 IRTOBRIRTINE T,
LW/ —RDRISRE—DAYN=IZHEDET,

Cluster Information

* Custer Members

e 10 s A B L Firl - Pl S £
irradeiii MCTE rod Binald.22 18 HLBLETT B D27 0% 02 043 D)
1772232 BCTIE OUDEST F0H G- 22 & HDRLAT ETHG-DL-22 020E

Mo/ —RZEBINYT3HED. FIREELTY, 77 XAZ—ICBMEINRYD ./ — FO%KEIZ OLDEST T
¥, TOREBMINK/ —RFOKEIE NONE £7id null e RRSNE T,

NetScaler T XenMobile 7 S X2 —DafEHEZ BRI 3ICIF

WER /—R%E XenMobile VS XZ—D XY N— LTEBIMLEE. VSXE—ICT7I9ERTERZLSIC/—RD
BESEEITVET, BEOEHEITSICIEZ. NetScaler THIEABEL XenMobile Y« ' — RZR1FLET, XRDF
JETIE. T+ F—R%E3R{TL T XenMobile D&REZHDET B AEICOVWTHBLETD,

1. NetScalericog#>L %9,
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User Name

2 CITRIX En—

F

2. [Configuration] 27T [XenMobile] Z#-Uwvo L. [GetStarted] 22U v L%7,

Dawnlnads

MetScaler for
XenMobile

# Mathcaler Gatwwy

Shawr Uslicemed Fratures Wel{o rT‘Ie‘I

N This wizard gubdey yos thiosgh e cznligeration of MetSoaler daabures for your XenMabile deployremt.
Integrate with Citrix Preducts

o M

4 Tmipp and XenDeikicg il ko= SR WA W hich o e gl g MetSoaler,

3. [Access through NetScaler Gateway] FrwvZ7RvZ- ¥ [Load Balance XenMobile Servers]
Frv IRy I RZERLTH S, [Continue]l 2o v oL %d,

Dashbegard Contiguiatess Repoiting Do WA EIT 00

MeanScatar Tor Xon Mok nstallation Checklist

Iaka nurm yoo have the folloming infommabicn mady befors you vt yoer configuntion

— Agoess through MetScaler Gateway

¥ Areess through NetSesler Gateway

¥ Load Balanse XenMobde Servers

Load Balance Micresolt Exchange Servers

Load Ealance ShareFile Storagefones Cosirollers
sFibe Sronagelores Controflers based o the nype of contsnt Lead Balaree XenMobile Servers

E =

+ Lead Balance Microeoft Dxchange Servers
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4. NetScaler Gateway @ IP 7 RL XZANALTHS

[Continue] #2Uwo L%,

heticaler Gateway Configuration

HetScaler Gaseway Settings

5. RowghhuERTL T Y —/N—iEBHZE % NetScaler Gateway O {R#E IP 7 R L RIZ/N1 >~ KB L.
[Continue] 227U v o L%7,

+ [Use existing certificate] T. UX rH 54— N—dEBAZEHERL T,
+ [Install Certificate] =z v oL T, HILLWH—N—GAEEZ 7Yy 7O—-RFL&E T,

# Back

Meticaler Gateway Configuration
Meticsler Gateway Settingn
XanMobileGateway

18147, 75.84

441
Server Certificate for MeiScaler Gateway
= Uge existing certificate matall Certificats
"'-;d'.-.".--\:l-l:lcr'-_-:E*'_\E-
Contimee Do It Listar
6. B —N—DzFE NS L. [Continue]l 20Uy U LT,
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HAuthertlcrtion Settings

pE
[Server Logon Name Attribute] #* XenMobile LDAP #R T EEL7-b DR TH S & ZHER
LTL7iEa Ly,

7. [XenMobile settings] T [Load Balancing FQDN for MAM] #X# L. [Continue]l %21 v o
LET.

Menhobile Settiengs

Slwmgiab

A
MAM &= o8iRE IP 7 KL XD FQDN & XenMobile ® FQDN ""BEIL TH 23 Zr #BL T2
(AR

8. SSLT7UwE—R (HTTPS) =AY 314, [HTTPS communication to XenMobile Server]
EEIRLEF T, L. SSLATO— REFERAT 3B81F. LORICTKR L& S5 [HTTP communication
to XenMobile Server] %#®iRLFd, CO v IAICIEZ. SSLTVvIE—R (HTTPS) #48iRSHh
F9,

9. —N—3fEZE%* MAM B8F98RE IP 7 KL XIZN1 >V R L. [Continuel 7wy o L%E9,
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RemMebile Sutiings s
Loasd Dylsncing FOM dor WAL WS 1w sk 551 Tewsc Cortiguention. HTTPS dodsminication 10 XMS Server
Lot Baisncing 7 soneem for el 10417535 Spitt Tunnel GFF
Part Ay Sgiit Bhes UEL L]
Server Certificate for MAM Load Balancs
A gerver DrSTicale s kb U0 SulraiculE Snd identily 3 Sarver in o 551 handshake, & Jerver certTcate & isusd By & busted C4 s i sent oan by the sever 12 3 Chent whe uges T 10 aumhenticans the server
U exiting cortilicate ' Install Centificate
Sarver Cart fiowis®
wikdogin-vey lbpls CERT EEY 7
i JEETEEN
10. [XenMobile Servers] o F < [Add Server] =21 % LT XenMobile /—rZEMLZT,

Serser Certificate for MAM Load Balancing

=000 wildcert-mg-labpte CERT ME g
= B8 wakiceriwgrlab phe CERT_KEV

Xendobile Servers

Fort

I fadress
Fentobie Server P Aggrers b st configened Plesse oilck on Aukd Server i3 confiparne

11. XenMobile /—RD IP 7RLZXEANAL. [Add] 22U wv o LET,

‘EerMckuis Server [P Adderuey
MenMobiie Server IP Addresies
Ertar the IF acinesuies) ol tha Xenkiokils ververt) a8 you want o fosd e,

Nardohie Serve: P Add
L P A |

12. FE10 B LT 1T #4&0DRL T, XenMobile 75 x4 —iC& %N 3 XenMobile / —REBIML £7, BN
L7 ARTD XenMobile / —RHBRTFINFE T, &7 22Uy I LET,
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Server Cortificate for MAM Load Balanding rd
e
oA

Xenbtobile Servers

Asd Serves

1P fidress ot

13. [Load Balance Device Manager Servers] %21 w % LT MDM BESHOBRELEFITLE T,

EenMokile Sarvers rd

IF Aress Fart

14. MDM &9 IP 7 KL RICERAT S IP 7 RLXEANAL. [Continuel ZoU v oL EY,

Load Balancing Xenhtobile Server Network Traffic

Lead Balsncing Wirbwal Server

15. —&iZ XenMobile / — kAR TENi5. [Continuel] %2 wZLTHS [Donel #oUvoLTH
BrsETLEY,

Load Balancirg Xenkobile Sarver Meteork Traflic

Load Balancing Virtual Server Configuration
WD _enMcbil-MO M TRAT55S LBz HTTPS commurication te Xenldobile Sorver

Kerddebile Senvers
Ackd Gerser

P Adinest Port

[XenMobile] R=JICRIEIP PRLADRATF—EZIBRRINE T,
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Durhbaaed Ceafiguratica

Raparting

MetScaler Gateway

Dacumeniatios Downicsds

vl ormes HIE Semiong

# Retiomier Ganway

Shueas Mslicerered Festires
Indegratn with Citris Froducts

d4kmMobie 202000 e

a NoSADE and Realeiblop

XenMobile Server Laad Balancing

CNECH The CORNEITRS 10 Ve Nenillobie,
wcation and Sharshile servers,

Tewi Canracinsy

i HI Bnamiornn

RartSraler Gatmaay

10147, T5.54
M3 @lp

Lk BatanCing TRETLg PEut et
a3

[J‘;"n qusen []“j"n

0% 0%

T T Tt

L] BSLIEAD TRVELRR A 0T
Bu3

Mirrmed! Eachange Lead Balaning with
Ervail Security Fiteing

Hot Cenfigured

16. &M IP 7 R L ZDMERATRE TEIEREICAR > TWBHE Sh &R T 5icid. [Configuration] 27% 21
[Traffic Management]. [Load Balancing]l. [Virtual Servers] DIBIZZ U v L%d,

v L.

Davabaard

Canfigaraiica Fepariieg

Dounenistian Dawalveds

+5 Soa ars £ Virtual Servers o 8 H
sutirta | | Acton & Seanm
Sivbe | [fsctiosSists | (Piddesn | Port | Protecs) Wathas Panittenos
@lir @l R H]
TSR gl @l 1755
14855 @U@y LA

Shaw Uik froure)

NetScaler ® DNS T~ ~UH MAM B8R DERBIP 7 RLXZB8BLTWS b RINE T,
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[EERENT R

May 21, 2019

TOT47 [Ny 2T T AINF—N—EIEEER L TEEY 1 FORERE%Z 297 XenMobile BRIRIE Z #5
L. BRTE£Y, %L <IE. XenMobile BNV R T v I DEZELED FEY I ZBBL T I L,

7OF>H—N—DBMKL

January 10, 2020

REAVE—XY NS T v oBFHTZEDIC. ZTDORS T v I EFKET S 7OF> % —/N—% XenMobile
Iy R 7y I TEET, XV RITAIV2—71x—X (CL) #ERLTZOF>— - H—N—%tyv 7y TLEZE
T FOFIH—N—DtY 7Y IS AT LOBESHNETT,

1. XenMobile CLI X1 > X=a2—T. T2) ¥ AFILT [System] XZa—%BIT£7,

2. [System] XZa2—7T. 61 ¥ AHLT [Proxy Server] XZa—%2FERLFT,
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[2]1 System

[3]1 Troubleshooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Memu
[1]1 Display System Date
[2] Set Time Zone
[3]1 Display System Disk Usage
[4]1 Update Hosts File
[51 Diznlau Device Management Instance Name
[6]1 Proxy Server
Lfl HAMIN LLLl) rassword
[B] Restart Server
[9]1 Shutdown Server
[10]1 Advanced Settings

3. [7OF o] X=a—7T. M1 tAALT [SOCKS] Z#ERLEY,

COREZRFTBHIIC. HTTPS HER T Z2HENHD £9. SOCKS & HTTPS OFREZF L#EMK THR?F
LBEWRD, 7OF 3L T A

Choice: [0 - 191 6

Back to System Menu

[1]1 S0CKS

[2]1 HTTPS

[3]1 HTTF

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

4. 7O0FH—N—0DIPT7RLZR, R—brES. 8LUE—7T v bEANALET, TOFIH—N—DEEHH
D, BR—bEINBZ2—7 v FOBEICOVWTIUTORZSRL T ZTL,

PAREDAOY & HYR—bEN32—7v b
SOCKS APNS
HTTP APNS. Web. PKI
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HTTPS Web. PKI
FEETE HTTP Web. PKI
LT E HTTPS Web. PKI

Back to System Menu

[11 SOCEKS

[2]1 HTTPS

[31 HTTP

[4]1 Exclusion List

[51 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy informationm
fiddress [1: 203.0.113.23
Port[]1: 1080

Target — APNS

fAre you sure to restart the system? [ysnl:

5. Thi . T2) ABALT [HTTPS] Z#RL. 7OFH—N—DIP 7L R R—bES. 8LUPZ2—Tv
FEANALET,

6. 7OFIH—N—ICHEAOI—HF—BHLUNZIT—RZEBRT 3551 Tyl CAAL. A—HF—8BLN
AT=RZANALEY,
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[0] Back to System Menu

[1]1 SOCKS

[2]1 HTTPS

[31 HTTP

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 6] 2

Enter hitps proxy information

Address [1: 203.0.113.23

Port[1: 4443

Configure usermame & password [ysml: y
Uzername: Justaname

Password:

Target - WEB
WEB proxy configured. Override proxy settings?ly-nl: |

7.7yl EANNLTREZREFLET,

SQL Server &g

August 22,2019

#> 7L X 20 XenMobile Server 115 SQL Server (LIS 3BEIE. T7 AL MO RSAN—T%H3 jTDS. &
f=l& Microsoft Java Database Connectivity (JDBC) RSAN—%FERATEF X9, jTDS K1 /\NIE. ROIBE
DTFTAILEDRZANTT:

o Y7L I XD XenMobile Server 21> X +b—JLLE T,
o jTDS RSANEFERT 5 &S ICRESI N XenMobile —N—Hh5T7vFIL—RLET,

550 RS—0/N—Tb. XenMobile Ti& SQL Server B3 £ 7% Windows SEEH U R— I FE T, R K
SAN—DINSDEAEDLETIE. SSLZAVFEATICTEZIEHTEET,

Microsoft JDBC K5 /N\—T Windows :BiE% R 354, RS /\—I% Kerberos ¥ &&RI =R L £
3, XenMobile i& Kerberos ¥ D EYD % L T. Kerberos ¥ —fgfat >4 — (KDC) OFABHREIREL 9, &
BRI B TITHRWVWIEAIE. XenMobile CLI T Active Directory #—/N\—®D IP 7 RL 2EANHNTE LS ICR
HHENFET,

jTDS RS A4 N=H5 JDBC RSAN—ICHIDB X BICId. TRTD XenMobile Server / — K2 SSH Z@&/ L.
XenMobile CLI ZEA L THEA L £9. RD&LSIC. B|ED JTDS RSAN—DEBRICE > TFIEHNEAED £7,
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Microsoft JDBC ADt1D & X (SQL Server :2:ik)

ROFIEZ5TT T 3ICIE. SQLServer 01— —RE/NRXT— RHBARBRETT,
1. §RTD XenMobile Server / —RiZ SSH Z#@RAL £,
2. XenMobile CLI X1 > X=a—T. 21 ¥ AALT [System] XZa—%@EEF %7,
3. M2; #A AL T [Advanced Settings] #3&ERL 7,

4. T7) ZANALT [Switch JDBC driver] %:#{RL. Microsoft ®i5&ld 'Tmy ZAAL &7,
[12] Aduvanced Settings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

S5L protocols

Reset 33L Certificate
Reset pki.xml

Server Tuning

Switch JDBC driver

hoice: [0 - V] 7
JDBC driver type (JTDS or Microsoft) [1:

5. 7OV rBRREINLS. Tyl ZAHNLTSQLBEAEZEIRL. SQL Server DA—H—BE/NNXT—F%
ANAILET,
6. & XenMobile Server / —RICH L TFIEEZEDIELET,

7. & XenMobile Server / —REBEEL X9,

Microsoft JDBC ADt10 &z (SSL i34 7. Windows :Z:)

ROFIB%E5ET §3ICIE. Active Directory @ 1—#—ZF /X2 — K| Kerberos KDC $8igl. & U KDC D1~
H—EHBETT,
1. §RT?D XenMobile Server / —RiZ SSH = @R L £,

2. XenMobile CLI X > X=a—T. 21 ¥ AALT [System] XZa—%#@E %7,
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w

10

. M2 #XALT [Advanced Settings] ##RL 7,

. 71 #XALT [Switch JDBCdriver] Z:#RL. 'my ZAAL % T,

SQL Server Btz AT 2 DESHZHRBI B A Vv E—IUHREINLS. Thy EAALET,

JOryFehRmaEnic 5. SQL Server BICHA & iz Active Directory @ A —H#—B Y NXXT—R%EA
HILET,

XenMobile T Kerberos KDC sl h*BE#&HE I ha WESIE. SQL Server @ FQDN % &€ KDC dz4H
EANNTBLSICKROSNET,

. SSLEERTAINESIHERRBIZXAvE—IHRTFINSES. Tni EANALET, XenMobile ic&>THE

BOMRESINE T, T5— D7 XenMobile BBl ZRETIAVEEIRF. TF7—XvtE—JCNALIHF
WHRTEINET,

& XenMobile Server / —RIZH L TFIEEEDIRLE T,

& XenMobile Server / —RrkzBEEHIL XY,

XenMobile F—2RX—ZXDNZAT—RZZEETB3ICIE

XenMobile DF—2ZR—X/INZT—REZZEFFTBICIE. COHA RSA VIR TLEET W (Citrix HR—rh5
NRAT—ROEERIERINTIBERLE),

BE.

2.

o T—=AR—ANRAT—RETZEITBZODFESNIAVTF VATV ROEHBEBLET, YXATLD
AOVRALRICNZAT—REEETIHRENHD £9,

e NAT—RZTEFTBZ L FIE. TARTOD XenMobile /— Ry hD—JICEHFHINTVBE Z L 2R
LTLIET W, NRT—REZEL]=5. XenMobile #Bi2& L £,
N2 — RIE#(IC XenMobile #Bi2g LaL e, XenMobile i) ANUE—RICAD £, TDIF

&li%. SQL Server THW/YXT—RIZER L. XenMobile #BiE£g L T. NXT—RE=BEELTET I N
ERBHDET,

+ SQL Server #* Windows Rt % /A L TW355a1d. Windows Active Directory TF—4~X—2Z®
NAT—REZBELFT,

. IRTOD XenMobile 4 —/N\—/ —RARITINTWVWBR I ZRBBLET, VT RZEBETIZ. TRATD/ —

FzEsILEd,
vServers #E#ICT B ick o T, Netscaler O— R/N\S >4 —T XenMobile ICEETZ3TNTITI LS
TJaevoEJOVvILET,

SQL Server TF—42AR—ZDNXAT—REZEFT 31, ROFIEEERITL £ XenMobile CLI icO¥
1> L. [Configuration] > [Database] (C#&L. 7OV 7 rHRRINS. BEERONIT—R%E
ANILET:
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Server []: <ipAddress>
Port [1433]: 1433
Username [sa]: <userName>
Password: <xxxx*x>
4, YZERLTH—N—%=BEELET,
5, 93 X2ROMBDITARTD/ —RICDWT, FIE3 ¢ 4 %4EDRLET,

6. NetScalerO— RIS > —TvServers #EEMICLT. BEETNTRA NS 70wy oD Oy I &BBRLE
ERS

H—N—ONT+

January 10, 2020

XenMobile iCi3. H—N—2EDBEICERINZZLOTANTAa B ET, COXRETIRHRIZTIEHT—N
—7anNTa . Y=N—7ONT1 ZBI. &wE. BIFRTIHECOVWTHBLE T,

—HMOTONT A FARXAZLF—TY, AREZLF—ZEMTBICIF. [BIN] 202Uy L. [#-=] »5 [AR
FLF—] ZERLET,

FRINZZeAZVIONTICDWVWTHEHL < IE. XenMobile RNV RTw oD TH—N—70ON7T11 =%
BLTLIETL,

H—N—FONT 1 EE
BICTNA X%&IBM

« true ©iF4. XenMobile 17 /v X% XenMobile >V —JLICEML £, FDT=®H. BEFICKBLTH.
BEBRLEISELETNAIRAZBERTIET, 774/ ~id false T,

AG 7517 > hERRE DO EITRERMR

o AEFAEDOEROEFHM T, COMMRICED. XenMobile TREEFRIICT /N1 X DIEBAENERIER I NS
CrEBEEY, COMBREELBVTLIEE V. T74ILME30495TY,

BEEOJOY) 27y TRITHE

« BENS V) —VT v TERAT 36 (THH:MM AM/PM1 of=). fi: 04:00 AM, 77 )L +iZ 02:00
AM T,
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BEEns/os)—>7y 7R (8)

+ XenMobile ICEEEOI/MWMEFINBAHTI, 774N FE1TT,

Audit Logger

« False iga. 1——1>4—Tx1 R (Ul) /1R MIAJICERBINEFEA. T7 #J)L MMElZ False T
ERS

BEOJ OFRFERE (8)

« XenMobile ICBEEO/MRFINZAHRTT, 774 MIT T,

auth.ldap.connect.timeout & & ¥ auth.ldap.read.timeout

* LDAP O RIGHEWVSZEICIL T BICIE. ROARXEZLF—DOT—N—TONT1ZEBMIT B eHEDL
£9,

*—! WRZLF—

- % —: auth.ldap.connect.timeout
- f&: 60000

- #=%: auth.ldap.connect.timeout
- i8A: LDAP #5021 LTV b+

- F—! ARZLF—

- *—: auth.ldap.read.timeout

- f&: 60000

- ®T%: auth.ldap.read.timeout

- 5tFA: LDAP s5i&HBO DR LTI b

AEAEDETHMR ()

. FEREDEHHRHLEIN B HIIC. XenMobile HERBEDEHZRIAT BT, e xIE. FMBREN 128
30 BICHARYINICR B FETCOTANT B 30 HICRESNTUWBHE. TNIRD12H1BHS5 128
30 HOMICHE#T S 5 & XenMobile [SFEPAEDEHZHAE T, 77 #JL ~F 2592000 #2 (30 HRE) T
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BRE1 LTIk

o ERERETEYYIVNEA LTI MIRZETORE (HDBA) T, COHIR%AE % . XenMobile
TN ZIAND TCPEGZBALCET, Ty avidEW i FIcAD FY, Android F/81 X, Windows
CE 781 X Remote Support iZBRINE T, 774 ME5EPTT,

Microsoft tFFEZEH — N —ADIELZ 1 LTI +

+ XenMobile HGERRE Y —N—H 5 DISEZFHE T ZHETY, dEAEY —N—OEGEEREHNE. 5T
v INEWNEER. COfEZ 60 MU EICLET, sEAZET—N—1 120 WB > THRELBVETIE. RTDH
WETT, 774/ MFE15000 S UF (15%#) T,

FI7AILEDERFYRIL

« XenMobile TOFNAZAD)Y —XOREHE: 21— —L~JL (DEFAULT_TO_USER) rF /N1 XL AR
LDOEBE5TIS>h%EIBELET. 774/ & DEFAULT_TO_DEVICE TY,

BEOsos)—>7wv7(8)

+ XenMobile ICBEOJMRFINZARTT, 774 MIT TY,

R B DIREE = L

o 77 4L ETId Microsoft PKI #—/N\—%R < REEL TR FEORBEDBEMTT, KX SBOREEICK
BIdr. H—N—0OJIC WPPH—N—IZEHRTIEEA: FXFF192.0.2.0 ZETIC& > TRMHI N
SEBRZDH I e —HLEEAI DESBIS—HREREINET, "X MNBORIEICK > TERLIER
HONBFEIE. CoTANTsEZ true ICEBLE Y, 74/~ false TY,

SSL #—/N\—Di&il = E3h il

o True DIFE. UTORGENIARTHELIND & SSL H—/N\N—FEERZE DIRENERICHED £7,
- XenMobile Server THEBAZER—XDREZHEMCLTWS
- (EBAEHITEIC Microsoft CA—N—%IEELTWL3
- JL—k XenMobile Server iZfEfaT N TULWARWVWAEE CAICK DEEFAZICEZLTWS

FI7 4 kix True TY,
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aAVY—IILOBEMK

o true ®B4. Self Help Portal 3>V —ILADIA—H =T O XATREICARD T, T72/)LiEtrue T
ER

Enable Crash Reporting

« true ®FA. Secure Hub foriOS & & ' Android TORIED FSTIL>a—FT+« 7 =B E LT, Citrix
IC&D oSy aliR— b IERPINETh T, false DIFEE. T—RIFWNEShFEHA. TI4IE
{&iL true T3,

Zrn =6 d Hibernate st 00 OB/ EML

e True iIZg32. 77U —>a>RT+—VADBED ST a—F1 I %%ET 5. Hibernate
IC& BRERZEtOI D EMICAD £3, Hibernate iZ. Microsoft SQL Server A® XenMobile 04 d
TEDICFERINZAVR—FRVNTY, AJFT7TVTr—23>0ONT+—I 2V RICEEZRIFT D, T7
I ETIEEMCE>TVWET, BAAROT 7 7AMILMER SN2 O%ZEITZ 0. OJEBMICTZ0IF58E
HRIIZIFIC L T 23 L. XenMobile IZ. /opt/sas/logs/hibernate_stats.log icOJ %2 &I AHET, T
7 # )L MMElS False ©9,

Enable macOS OTAE

« false @154, MmacOS FN1 XRBOER) v OEANEZLETN. mac0S A—H—DEFRHENBEFBE
ROAHIRESNET, T7 =3/ ~E true TY,

B8R~ A— 0B/

o SecureHUb S 7> b OBMZ B EIXEIICLE T, Etrue ZI5E T3 . BHLEEICKRD £35
F7 4L k& true T,

force.server.push.required.apps

e RDESEIBEIC. Android ELTIOS FNA XA THRELRT U DBFIBEZEMICLET,
- 7y 7O-BRLEHLWZ U EBBLRT7T ) LTI -7 LIcHE.

BEOT7 TV ERERT IV LTIY—U&F LIRS,

WERT )7 1——HEIR LSS,

Secure Hub o EFh\FI B 8ER B S
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HET ) OBGIERIG. TT 4TS false T, JBEREAZEMICTZICIF. DAZLF—%ZERL TEZ
true IZEREL £9, s@FIRBEATICIZ. TF2—FSAXT7 T/ T 1) v App Store 77 1) 2D MDX sHisd
REBRTSIIE BIRT7Yy FOL—RENnEd, 7y 7IL—RiE. 77U OEFHBEFHED MDX R > — % 5K
L. A—H—DBTT7 V7YoL —RTBCEBRLICBETHLERELE T,

o F—! NRELF—

« ¥—: force.server.push.required.apps
. f&: false

« ®£T%: force.server.push.required.apps
o HiEA: MAET U EBFNICERTS

HAlE L UEIESI N7 ActiveSync 21— — DRt

+ XenMobile H'#Fal & & VR IE I 17z ActiveSync I —H—DR2%B—8 (R—IXFT1Y) 2T 3R
(FbBfI) TS, 774/ +IX28800F T,

hibernate.c3p0.idle_test_period
o 2O [HhRELF—] W5 XenMobile Server Z7O/X7 « Tl EHENBBMNICKRIETNZIETOTTR
B ERBEMTIEELET. COF—BRDLSICHEELET, 774 ME30 T,
o ¥—:! WRARLF—
« ¥ —: hibernate.c3p0. idle_test_period
. 1&: 30
« &% hibernate.c3p0. idle_test_period =nnn

+ #i83: Hibernate idle test period

hibernate.c3p0.max_size

o ZDHRELF—TIE. XenMobile T SQL Server ¥ —2ZR—=IZx L THL C D TEZRAELNEE
ELF7F. XenMobile Tid. COARFLF—ICHBELLEN LR LTERINE T, ERIIVERIES
DOHFEINET, HIF. T—ER—ZAP—N—DIIBENICEDLE THREL £9, L <IE. XenMobile ®
EDHE] ZBRLTLETV, COF—IFRDLSICBRLET. 774/l MMEIF 1000 TT,

« *—: hibernate.c3p0.max_size
- {&: 1000
« &% hibernate.c3p0.max_size

- #iEA: DB connections to SQL
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hibernate.c3p0.min_size
o ZDHRELF—TIE. XenMobile »* SQL Server ¥ —2~R— 23t L TR B/ MEGBEIELE T, C
DE—IFRDLSICHEELET. 774/ MIE100 TT,
+ ¥—: hibernate.c3p0.min_size
- fB: 100
« &% hibernate.c3p0.min_size

« #i83: DB connections to SQL

hibernate.c3p0.timeout

e COARFLF—TIE. 71 RIVREORZA LTI FEMEMATIEELET. 774/ 8E120 TT,
o F—1 HRELF—

« ¥—: hibernate.c3p0.timeout

« fE: 120

« &% hibernate.c3p0.timeout

o A T—AR=XTARINEALT I

TLANUDEND ZRELET

o FIAGEER (WREX—ITIVARUIVRALETOTS L. THos CEIP) iEMHESHEIEELET,
XenMobile D1 > XA b—ILExHIET v FIL—REICCEIPICA I hr> T3 ENTETF X3, XenMobile
HEHZELTISETY Yy 7O—- REEXRLIES. FBESHERIZEYICEDFT, 774/ ~iZ false TF,

ERERRBICEZ2 LTI (53)

o H#—/N\—70/%7+ WebServices timeout type #' INACTIVITY_TIMEOUT IC&RESNTWVWBIBE:
DTONT 4 T, ROEMEFLTIET T« THREEEN XenMobile 5O 79 hShB3ETOHEE
BELET:

- REST #—£ ZXB®d XenMobile /X7 w & APl #{EB L T XenMobile >V —JLIc7 X LT
- REST #+—E ZXH® XenMobile /X7 w & APl #ERLTH—RNX—Fc 7 TVICT V€A LT &
TLT7IMENO DFE. 7 VT4 T BRI —3OJ 1V LIFRICADET,

TI7#IEIFS5TY,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 109



XenMobile Server: g#HU 1) —X

i0S 7N\ XREBBEF: BHT VI L—ILEZEMCTS

o true MIFE. COTOANTAIETNA RADEFRICHERI—F—Ii2EOEFHRBLET, 21— —I1& [JL
—rCADIYRE=IL] WKEIZSELT) 8&U IMDM 7O0771ILDA YR N=IL] 0V v Id 30
BEAHDET,

i0S 7N\ XEBER: RYOFIEDET

o COfETIE A—F—DTNA XAERTERBREZANNLIRICL—F CAZERIZ XAy E—IHRRIN
ZETOFRBBZIEELE T, Co7ONT 3. XY FI—JBEZIIIAE—FOBENHBHEDH
METHLEDEDLET, BETIHSIE. 5000 T UF Gf) 2B ZEZRELBWVTLETL, T
Z#ILEIZ1000 S U (7)) TT,

i0S 7N\ XBEBER: KREOFIEDRIE

s TNARDERHP. COFONT A DOEFEIMDM Z7O771ILDA VA M=IHSTNAZATI—VT> b%
RT3 E TOFEBEZEELE T, COTANT s Id. Ry T —JBEXIEIAE— FORERH 35
BOARETELEHEDLET, RETZHSIF. 5000 S UF G) 2BR2EZRELAHEVWTE
TV, T7AIKIE1000 U (1FY) TT,

iOS TN REE: IDTFUNY—F—R
+ XenMobile ix. SCEP (t¥a )5 E#REIND) F7:13 PKCS12 #EHA L T MDM iEBBE% 7 /N1 X
it dh%EEELEd, PKCS12 E—RDIFE. T—N—TF—RT7HEFRIN. DI IT—> 3 VIXET
INEHA. T7A4IIL ML SCEP T,

iOS TN XEHE: ID *—H1X

+« MDMID. i0OS 7O7 71 /LY —E R, XeMobileiOST— x>+ ID OMEF—DH 1 XEEELET. T
74 kIE1024 TY,

i0OS F/\r X & ID EFHBEHK

o HERRZEDOBEMHARN N ZE1IC. XenMobile AERREDEHH BT MW EREL £ 9, fr 2. I
EMN10 BHRICHRRNUICAED, 2o7ONToH 10 BEICEREINTWVWBRBEE. 7T /N1 XD EARYTIND 9
BANICIES 9 % & XenMobile (337 L VVEBBE#RITLE T, T 74/ ME30 BRITY,
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iOS MDM APNS #&+— 0D /XX T — R

o« ZOFANTxICId. XenMobile 1t Apple H—N—IBH%Z Ty > 2§ 570HICHER APNs /XXT—R
hEENET,

TNA RO ENB ETOIT U 7+ THAM

o 7\ ZXH' XenMobile h 51 I3 FTET V7« TRE (REOFAZEL) TLONBHAMZEEL
9, 774 NI THBETY,

MAM O # D7 /N1 A DEKE
o COHRZLF—TlE. EFA—H—HEETfELR MAM-only N1 ZDHEFIRLET, COF—IFRDK
SICHERLET, EZ0ICT3E. TN RERE/EIRICERTETET,
« *—=number.of. mam.devices.per.user
« fE=5
o "B =MAM OHDT N1 RDRKIE

 HFA=RI—F-DERTETS MAM TN+ XOEHEHIRL £,

MaxNumberOfWorker

s ZBDOVPP StV REA VR 2RICERTBZALY RETY, 774 I3 TY, THICRENK
PREBERIZEIF. ALY FEEEP TN TEERT, el ALY FHEKRSI<TS (6 4K) . VPP
FAEVRADAVR—KIELD CPUBRERMNERICE<ADFT,

NetScaler > >t > 4>

+ False @54, NetScaler 5 XenMobile AD > > T L1 7 VBHC XenMobile 3—)L/\w iEENE
MIcIhEd, I—IL/Ny UiEEld. NetScaler Gateway O#RTa—I/L/Nw o URLABREIN TV 35
&IC NetScaler Gateway ot v > 3> ID O#EEICERINE S, 774/l hMEIX False TY,

EHLTRBLE7y 70— RO

s NZAAY—IVZARIVIYREEFOSGZ L (CEIP) 7y FO— FHROEGERREHZRRLET, 7y 7O
— RBKBLT-HBE. XenMobile " DfExEPLET, 7v7O— KA 15E%KT 3 L. XenMobile iZ
&> TCEIP (FIE#KsHER) MEMUINET, HFLIE Y—N=TONT1D IFL XN UDBEUDIZH
ET31 #BBLTLLEIV. 7y 7O—RAEINLEBE. XenMobile IC&>TZDfEIZ O ICUEY b T
n¥xd,
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FNARZEDI—H—DE

o ENAILTNAREE (MDM: Mobile Device Management) ICEILTNA REERTE 31— —0DR
A#. fE0 I3, EFROBOI—HF—HDELTNARAEBERTIZLEERLET, 774 L0 TT,

RS LUVREIN O —DESTEDOHYE

« ActiveSync /N1 ZDEHEEYST 3 PowerShell v > & ETT 3 £ 2. XenMobile Btk X1 > h
SOREZRFETINHTT. 774 MZ60FTY,

Microsoft :EFAZEH — /N —ADFHAED 211 LTI +

A D 2 R1TT 5158, XenMobile A :EAZEY —N—D S OBEERFOMWKTY, MEAZFH —/N\— DL
EEMNEC. FST70v oD BVGA. COEZ 60 U EICTZIENTEEY, MBAZFT—N—H 1207
42

BoTHRELRVSRI., RFVUETYT, 774 ME15000 U (15F) TY,

REST Web #+—t'x

o RESTWeb r—EX%#B#ULET. T7 4/ hiktrue TT,

BESNT A XDF v I TT N RERZET S

o ZOMEIF. TNARADIVRAR—MROTILFRLw FUEBTABNICERAINE T, COEBEAICTIL.
B—QRLY RTHEIATEZTNARBIENMLET, COEZNSTEIE TAAIRZEZTTVvFIBRL
W REAEBIMLET, COEENICTRE, TVRR—bBLUVTNAIRAVI DT TYFDONT +—I >
ZAELETBAREMD B O FTH. FATERAEUHNHDT ZEAEEDHD £9. 774/ FE1000 T,

vyravasoou—>7v 7 (H)

« XenMobile ity > 3>yOIMRFESNBZBHTT. 774 MIT T,

H—N—E—F

o« TTUEE, FNAREE, £RIFTIVELVOT N RERBICHIEL T, XenMobile # MAM. MDM. %
TIEENT (IR —T 510 X) OVWTNOE—RTEITITIDNEZRBELE T, ROKRICTKT LSS T/NATR
DOEFFHAICIHLCT T—N—F—RrR7ONTsZRELEF T, T—N—FE—FOBRE[EIF. F 12 XDE
B|cHHH57 ENT T,
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XenMobile MDM Edition S 1> XA HB3BEEIE. T—N—TANRTAICBRET I H—N—FE—RiZhHhbH5
. BB —N—F—RIZEICMDM TS, k. MDM IF 1 >3 > DS, —N—F— K% MAM F71&
ENTICRRELTH. 7TVEBZEMITIRVICZEKLE Y,

REDSAIEYRDIT1>3Yy TNAREERTZIE—NR MERY—N—F—RFONT 1
DHRE

IVA—TFS51 X/ Lk MDM E—FR MDM

IVEA—FS1 X/ Lk MDM+MAM £—F ENT

MDM MDM E—FR MDM

BB T—N—F—RLIE T—N—F—REAYZA+=ITNhTVBR SV ROBEOHEAEHLETY, MDM
St ADBER. Y—N—F—RIIHDD5Y. BB —N—FE—FREEICMDM TY, T>%2—-TF51XE
SULERZ AL ADBE. BHBEY—N—F—RRE@HF—N—F—RII—HLFT (H—N—F—FHENT F7id
MDM 0155&), —/N—EF— D MAM Oiz&. BMAET—/N—FE—RIZENT TY,

SAECRADT VT4 7. S XDHR. LU —N—7ONT 4 TOH—N—F—ROTENTHN BT
Tic, H—N—OJIc—N—FE—FPEBININEF T, O 77T ILDERERTOFMIOVWTIE. TOT ) LU
NXenMobile TOOZ 7 71 IILORTE LODI ZBBLTLLIET L,

ShareFile D/ OTESE

« ShareFile DX L —YOBEZEBELF T, [IT>HZ—TF51X] Tid. ShareFile Enterprise €— rH
BMICHEDEY, [Ox74] TR 7ot X%H XenMobile 1>V — )L TER L 7= StorageZone %%
2OHIHIRINES, T7AIME [AL] T [#8pk] > [ShareFile] BEOMBRIIRRINET,
ZoBEmE Tld. ShareFile Enterprise ¥ %I 2 DEREFTVWET, 77+ ML [BL] TT.

BRI LTI (9)

+ WebServices timeout type #+—/\—70/%57 1 #* STATIC_TIMEOUT IC®RESThTWVWBIBE: D
O/NT« T, BEEENROVTNHDDREEITo/-1BIC XenMobile 50570 F I3 FTORREIEE
LET,

- REST #—£ ZXB® XenMobile /X7 w o APl %R L T XenMobile >V —JLIc7ot2X$3
- REST #—tE ZXB® XenMobile /XT ) w o APl #EBLTH—RKNRX—F« 7 TVICTIERT3

T4 K360 T,
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I—CIVhXyte—U0EMbz ) H—-93

o Secure HUb 7 S4 7> FDOX v E—SHBMELISEMCLET, E%x false ICBETZ L. XvtE—In
BMCBDET, TT7A4IMEtrue TY,

I-JI>bOYIROEMNKE NI H-T3

o SecureHUb 547> DY I Y REBMEIZEMNCLET, E% false ICRET B L. TUYRAEER
ICBRDET, 774 kI true TY,

FEEsnTUWA W Android SN XBE7 UL >yO—R

« True OBA. LILTHRR kI N7 7 %, Android Enterprise #3247 L TW3 Android /N1 XIZHY
YO—RTEFFET, 2O FO/NT 7 & Google Play Store THEfIC4 7 > 0O— K URL %129 % Android
Enterprise # 7> a > BMICH > TWBIBEICHBLBRD Y, COFE. 47>0— K URLICEREE ~—
2 >% &8 (XAM One-Time Ticket ¥ —N\N—7ONFT s IC& > TEEINS) TVEALFTY b EED
BZlrlETEERA. T7#J)L MBI False TY,

ZEETNTULAL Windows TN XBE7 FUDA o >O0—R

« IVRALFTy bHRIETHAEVEW Secure Hub N—C 3> TosERAINE I, False DIgA.
XenMobile 5 Windows /A1 X, RBEEDT7 TV A I VO—RTEE Y, 774/l MMEL False T
ERS

ActiveSync ID %=/ L T ActiveSync /N1 2% J1 793

+ true ®i5 4. Endpoint Management O+ 4 #: Exchange ActiveSync f &, ActiveSync 5 F %
asWipeDevice XV v FD5I8 LTERLE T, 77/l ~id false T,

A—H—FHEDT/NX7O/XT+1 N

o Windows CE N1 RICOAFERALET, COAREZLF—%FEATS L. WindowsCEFN1 2L
2 RUTHERLEZONT« ZEETE £ 9, XenMobile 7—2AR—XICCNBDTFONT 1 E&E LT 5.
TONT 1« DEICESVWTERRBEZERTI X9,

o F—! NRRZLF—
« ¥—: device.properties.userDefinedN

. B BEEEER
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o R BEEEER

o SiPA: EEETESR

Exchange 0 &M 1—4—

« true 0354, Exchange ActiveSync 2 —#— (I 9 23 1—H -z | L £9. 77 #J)L +iS false
TY,

VPP /R

« XenMobile B VPP St > 2% Apple 5B+ VR~ FF3RNIERTT. STV RBEREEHTZC
riz&h. XenMobile CTARTOTEARMINET (1> K— FIN7=7FU% VPP HSFBHTHIR L
BEBY), T7 4L LT, XenMobile iE VPP S €Y ZAN—2 51 % BE 120 HTCICEHLE T,

ZHDVPP SV RAEA VA =)LLTWVWEEE (FcrxiE 50,000 BULE). N—=X51 VRERELIF TS
CUREAVR— T RBEBEEA—N—AY REHS T E2EBOHLET, Apple "5 DIEER VPP S1t> 2
EEAFRINZFEIE. TEICH LT XenMobile " RITREXEFTIT3L5. COEEXETF3cxb8HL
£9, 2D0DR—R51 VEDOR/NERIZ 60 9 TI, £7. XenMobile 160 BT EICER TV R—b2RTFLT
BIRD1 Y R— A SDEEZMBLET, JD7H. VPP OR—XZ 1 VRN 60 DDBE. R—X 51 VED
BfRIEEHRA 119 PR AIREMD H D £ 7,

WebServices Timeout Type

o NT U wo API 5B Z:8:E b— 2 VO HARRYINIC R B 55 %EIEEL £ 9. STATIC_TIMEOUT 055,
% —/N\—70/8F « Static Timeout in Minutes (CfEHEE TN 5 & XenMobile I$385E — 2 > % HAIR
TUheRBLEJ,.

INACTIVITY_TIMEOUT D384, %—/N\—70/87 « Inactivity Timeout in Minutes ([CiEE S 7=f3ET7 &
T 1 7 ThNIE. XenMobile IFFB3E ~— 0 >V #HRTINE BRHRLE T, 77 #JL ~ik STATIC_TIMEOUT T9,

Windows Phone MDM iIBBZ DL Ri%:E (5 4F)
o Windows Phone $&U4 7L v cTMDM A SRITEINIT /N1 RFBEDEMERT T, T/V1 i,

FINA REBRIZT/NA REHBEEFEA LT MDM 4 —N—ADZEE#ITVE T, true DIBS. BRHEARIX
S5 EMICAD £T, false DIFE. BMHARIZ 2 ERICHRD £T, 774/ M true TT,

Windows WNS Channel - Number of Days Before Renewal

o ChannelURI 0E#HREfE. 77 #/L M 10 HRE T,
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Windows WNS Heartbeat Interval

« XenMobile T3 BT DF /N1 AANDELE 5 BT/ BICBUT/NA ANEL T3 X TOFEBERTY,
FTIAIL ML 6 BRERETY,

XAM > &4 LF7Tv b

s FTTURAIVO—RTEZLIDIT VA1 LRIL+—2 > (OTT: One-Time Authentication Token) @
BREE (SUR) TF, 2oFONTrid BIEINTLAL Android TN ZRB7 U DA O—R
TONRT 1 BLUREINTULEWL Windows TN ZRB77UDAIYO—RIONT1 L EBICHERS
NEdT, CNSDOTONTAICED. KBAT FVDRETVO—REHFATE2HEIDZEELET. 77+
JL ;133600000 T9,

XenMobile MDM Self Help Portal 1>V —LORAIET 7 7+ TRIFE (9)

o 7 U571 TmaA—H—hH XenMobile Self-Help Portal 505 77 b INZETORETT. X1 LT
TN 0 DIFE. ETITTRI—H—FOTA O LIEFFICARDET, 774 MEF30TY,

H—N=T0ONT 1 ZEM. fR&E. TLIZHFRT BICIE

XenMobile T, H—N—=IC7ONRT 1 #BHATI X T, TERIF. TRTD/— KT XenMobile #BEE L. TE
EFRELTEMEL TS,

pE
XenMobile #BE& T 3ICIE. NTN—NAHF =BT R7OV T hEFERALEZT,
1. XenMobile >V —IT. BLOEE7rI>%E2 IV v I LET, [BE] R—CHEEFT,

2. [b—N=] OFD [B—N=TOnNT«] 20V v L&Y, [H—N—TONT1] R=IPHATET,
:@’\0_9“_6‘;\ -lj-_/\“_jl:ll\oj__’r %ig_ﬂu\ ﬁﬁ%\ ir:‘iﬁ%ﬁf‘?f ij-o
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XenMobile

Analyze Manage

Configure

admin

£ N

Settings > Server Properties

Server Properties
©
Add

Display name

NetScaler Gateway Client Cert Issuing Throttling
Interval

Number of consecutive failed uploads.

Sharefile byPath API fields

Sharefile configuration type -
ENTERPRISE/CONNECTORS/NONE

Connection Timeout

Identifies if telemetry is enabled or not.

Length of Inactivity Before Device Is
Disconnected

User-Defined Device Properties 1
User-Defined Device Properties 2

User-Defined Device Properties 3

Showing 1 - 10 of 111 items

‘You must restart XenMobile on all nodes to commit and activate your changes to the server

Key

ag.client.cert.throttling.minutes

ceip.consecutive.upload failures

com citrix sharefile bypath fields

com citrix sharefile config type

CONNECTION_TIMEOUT

console ceip participate

deviceinactivity days threshold

device properties userDefined1

device properties.userDefined2

device properties userDefined3

To restart use the prompt through your hypervisor.
Search Q
Value Default value Description v
30 30 Throttling interval for issuance of NetScaler Gateway client
certificates.
0 o
odata Id,  odata Id, Comma separated set of fields (case-sensitive) that need to be
url url extracted from the complete sharefile byPath API response
ENTERPRISE NONE Sharefile configuration type . Possible values being ENTERPRISE or
CONNECTORS or NONE
5 5 Session inactivity timeout, in minutes, after which the TCP
connection to a device will be closed (by default 5 minutes).
true false
7 7 Length of inactivity (in days) before the device is disconnected.

User-defined device properties

User-defined device properties.

User-defined device properties

Showing | 1 | of12 <[>

H—N—ONTa ZEBINTBICIE

1. 8l #22Uv o L&Y,

XenMobile

Analyze

Manage

LW —N—7O/N7« 0Eml ~

Configure

—UHHEET,

Settings > Server Properties

Add New Server Property

Add New Server Property

Key

Value*

Display name*

Description

Select an option

2. ROREZEBHELETo
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o F—! —ENS. BYBRF—ZHERLET, F—TIRAXFUNNFLPXFIENET. TONT 1 DfE
ZHRETBENCO M)y I XY R—MIBWEDE S FHF—EUIITI LTS,

o flB: BRLICF—ICIECTEZEANNILET,

« RTA: [Y—N=-TONTa] ORICKRTEINB. HILLWIONTAEOZRIZANALE T,

o HHPBA: EET. HILWH—N—TONT 1 OFHBAZANALET,

3. RE] 20U wILETD,

Y—N—TANT 1 ZRETBICIE

1. [—N—=7ONT«4] ORT. HBETHH—N—7ONTs EERLET,

Y—N—TONT A DEICHZF TV IRV IREF VTR, Y—N—TFAONT1—BDOLICA T3>
XZa—hPRERINEFT, —BEBTEEZIZVYILT. Z0EBOAAICA T 3> XZa—%2BZZ%Y,

2. RE] 200w o LEY. IHLWH—N—TONTr DRE] XR—IHHIET,

XenMobile Analyze Manage Configure O A, admin v

Settings > Server Properties > Edit New Server Property

Edit New Server Property

Key ag.client.cert.throttling.mi
Value™ 30 B}
Display name™ NetScaler Gateway Client
Description Throttling interval for i
issuance of NetScaler E|

Gateway client
certificates.

(4

Cancel Save

3. BEIINLCTUTOBEREZEEL XY,

o F—! TOT—ILFREETTFHEA,
o {E: JONT 1 DETT,

o XRF: TANT1DEBITY,

o FEA: ONT 1 OHATY,

4. [RE] 20y I LTEEZRETSZD. [Fvotil] 270y oL TT7ONTA2EELETEZOFXIC
L&E9,
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Y—N—TANnNT 1 ZHET B3I

1. [—N—=7aN7T+4] ORT. BT 2 —N—7ONTa EBRLE T,
B7ONT A OEOF T v IRy I REFVICLT. HIBRT 3 TO/NT 1« ZEHRBIRTET X9,

2. [HIFF] 20U v o LEY, BRI TOAIRY I IDHEET. B5—E [HIF] 20Uy ILET,

OARYRZAAR—=TTARF T3>

January 10,2020
XenMobile Server A4 > 7L T XA VA M=JLICDWVWTIE. UTFOESICCLIAZ> a3 U FIBETEET:

« XenMobile Z1 > X b—JLLTeNA X=NAHF—=Hh 5 NA/NX—NAHF—T. «>R— kL7 XenMobile
REY> VEERLTOY Y ROV rEa—%EE L. XenMobile pEBET7HU > MMcOJdA > L&
Fo FLLIE NAN—NAF—DRFaXbZBRBRLTILEIL,

o J7AT7 7 x—)LT SSHAEMEHE. SSHZFERAL£9: XenMobile EBET7HU > MMcOd+>L
x7,

CLIZRALT. TETEBBHERIP IS TN a—T1 VT ZRTTEET. UTORIEF CLIo by TFLA
IAXZ2—T79,

Bt 7 ay

L TFiE. [Configuration] XZa—¥. 47> 3 VICRRINBZRETT,
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[1] Network

{for imitial staging)} HTTPES service
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[3] Database

[Clustering] # 7> 3>

L Fid. [Clustering] X=Za—¥X. 47> a3 VICRFINBBRETT,
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[1] Show Cluster Status

[2] Enable/disable cluster

VIRZN) T DEMUEERTZE. ROAyE—IDHRTINET,

To enable real-time communication between cluster members, please open port
80 using the Firewall menu option in CLI menu. Also configure Access white

list under Firewall settings for restricted access.
ISR2) T DEMUEFEIRTZE. ROAYE—IHRIRTINET,

You have chosen to disable clustering. Access to port 80 1is not needed.

Please disable 1t.

[3] Cluster member white list

[4] Enable or disable SSL offload

SSLATO—-RFOBMURIFEMUZHEIRTEL. ROXYE—IHRRTINET,

Enabling SSL offload opens port 80 for everyone. Please configure Access

white list under Firewall settings for restricted access.

[5] Display Hazelcast Cluster

Hazelcast 7S X #—DERTFZEIRLIHBEIE. ROA TS a3 URARTFINhE T,

Hazelcast Cluster Members:
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[IP addresses listed]
pE

BRINT/ — RIS X2—0—ETIFHWVIEE. €O/ —FZBEEHL T T,

[System] # 7> 3>

[System Menu] 15, > XFLLARILDOBERORRPHRE H—/N—DOBEEFFIF> vy 4T >, [Advanced
Settings] "7 I ERERTTITET,

“
3
Pl

o

-]

NTP #—N—%ZELT. NTP H—N—1EREZIEETET Y, XenMobile DB N1 NX—N1HF—DREPATE
1LY —>OBBIEET 554, XenMobile X NTP H—N—%28BF 3L 5L T ChEEBTIET, 0
FTaVEEBELLRIEE. IRTOISRET—N—ZBEHLET,

[5] Display System Disk Usage X =2 —71 T LERKLT. T4 RIAR—AEWRTZLHTITET,
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[12] Advanced Settings

[12]1 Advanced Settings

-3oE~3aE~3oE~3JoF~JoF~Jof~of~JoF~JoFJoF~of~of~of—JoFof—of—of—of—ofafofuf—ufuf—uf—Tufef -3 3oE3oE3of~of—of—3ofofof—ofof—3of—3of—of—ofoEeEoE-E-

Back to System Menu
Toggle FIPS mode
Custom Ciphers

55L protocols

Rezet 55L Certificate
Reset pki.xml

Server Tuning

Switch JDBC driver

[SSL protocols] # 7> g b, §RTOFATINALTORIILDOT T +ILMIHED £9, [New SSL protocols
toenable] 7OY 7 ro#&ic. BMICTZTOMINLEANALET, XenMobile FZD L FICANALAED ST
ORJINZEMNCLET. e xIE TLSVI ZEMIC T BICIF. TTLSVIL2,TLSVI.1) E AAL. Tyl EAALT
XenMobile Server #BiE2#I L £ 9.

[Server Tuning] # 7> 3 icid. Y—N—EGEDOZA LTV b BAEHHE (R—FZJX). BARAL Y R (R
— k) BEENZET,

[Switch JDBC driver] # 7> 3 >iZid. jTDS & Microsoft IDBCHAHB D 9, T 7+ bD RS /N—I%TDS
TY, Microsoft JDBC RSAN—ADYIDEZICDOWVWTIE. FSQL Server D RS+ /N—1 #BEL TSIV,

[Troubleshooting] # 7> 3>

LTIk, [Troubleshooting] X=—a2—r. &4 7> aVICRRINZIRETT,
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[1] Network Utilities

=
]

ShareFile z FTP 47 F LTERALTHR— NV RILZT7Yy 7O RT3

HR—NYRILOT7 Y FO—REREAT SE0C. ShareFile TROBIREGZERL 7!
1. FTPOJ A > 0% BEREL £ Y,
a. Web 7554 —7T. https://citrix.sharefile.comzB = £7,

b. MAARE] . [BELESR] OIBICIUYILET,
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Citrix ShareFile

@ Dashboard
Folders

on |

b - Workflows

Personal Settings
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Citrix ShareFile

Edit Profile
Two-5tep Verification
My Connectors

. Advanced Connections

My Apps & Devices

<

c. [FTP Server Information] T. [Username] ICEKFOI—H—ID T T4 bOHTRX1>/0
—H—BOFHMANRTIINTVWEIZzBRLE T,
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You can connect to your account using an FTP client such as WS-FTP or FileZilla. To connect using an FTP client, use
the settings below.

Your FTP user name includes your account's subdomain to the left of your e-mail address. If you are unable to log in,
or your FTP client does not allow you to enter the / and @ characters as part of your user name, you can use the
shorter, alternate form to the right of your full user name.

Detailed Set-up Instructions

FTP Server Information

Security: Standard (Port 21) or Implicit SSL/TLS (Port 990)
FTP Server: citrite.sharefileftp.com

User name: .com or

Password: (vour ShareFile password)

Both secure and standard FTP are enabled for your account.

pE

e A—H—FBIINYIRSyia () LTy RT—2 (@) XFTEEHBZCIETIELA. Ch
i3, Linux CLIR—2® FTP 254 7> kTH% XenMobile 57 71L& 7 vy 7O~ RT3

TC&J_C“?_O
o BHFDI—H— D ARFINTULAEVWEEIL. ShareFile 32#& £ 7-1% ShareFile 7k— ~IC
BULWEahETLLET L,

2. ShareFile —/N—TFTPS & FTP @EHAEMICHE>TVWBR I #HRB L £, alaeTHhE. ShareFile
BEEEIXFTP EEAHFRINA—F—TAHI V2B ZENTEFET, =7 L. BEICE>TIEFTPS
BEOAHDHFITINET,

BEEEREZF O OI—Y—F. [RE] . [BERE] . [FE4LRKE] . [ShareFile V- =EHIcd 3]
DIEICTZ VI LT, COREZWRLTEIUTZHTITET, N7 TU] @ [FTP Access] T.
(B3] Fzv IRy IREFVICLET,
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Citri ShareFile

3. FTPOSA T A7 7ALTy JTO—RFADTA LI M JE LTHEATZHET £ LZ—% B L E T,
h=L] ¢ [ZxLE=] . EABZ7#LE—] DIRICZUYILET,

4. AHRDTZRES () 20Uv oL, [TAINA—DER] £#0Vv I LTI FINA—ICNTEERIEANN
L£I,
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Create Folder

" Required

Name: * upload

Description

Add Users [ ] Add People to Folder

Storage Zone ShareFile EU v @
Create Folder Cancel

5. XenMobile Server CLI ©. [Main Menu] »'5 [Troubleshooting] > [Support Bundle] ®JEiC
BIRLFY, &IZ. [Support Bundle Menu] T [Generate Support Bundle] %EiRL F7,
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Configuration
Clustering
System
Troubleshoot ing
Help

Log Out

[0 - 5] :

[B] Back to Main Menu
[1] Network Utilities
[Z] Logs

[3]1 Support Bundle

Choice: [B - 3]

Support Bundle Henw

[8] Back to Troubleshooting Mena

[1] Ge at pport Bundle

[£] Up ort Bundle by Using SCP
[3] Upload Support Bundle by Using FTP

Choice: [© 311
support bundle exists. Uuverwrite 1t7 [ysnl: y

Support Bundle generation iz in progress. This could take a while

Support_Bundle successfully generated: 201511123 1450866290591

b o
BEOYR— LNV RILLHZHEE. 7OV T RORIC Ty ZASALTNYRIILZEESLET,
6. HR—bNYRILE FTPHY—N—IC7yv7O—-RLET:
a. [Upload Support Bundle by using FTP] #3&RL %7,

b. [Enterremote host] o 7O0> 7 tdi#&iC. FTPH—N—R% AN/1L %9, ShareFile % FTP #—/\—
E LTERT 3B, 2R n%IC Sharefile FTP %1 fEEANAL ET, f: citrix.sharefileftp.com,

c. [Enter remote user namel] O O> 7 tD#E&IC. BHRFOI—H—IDEANAILET,
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d.

[Enter remote user password] O7O0> 7 +D&IC. NXXT—REANADLET,

e. [Enter remote directory] 70> 7 td#%IZ. ShareFile THERLIZHE T # LA —FEANALT

Enter *—%=#L %7,

support Hundle Heno

ot ing Henu
rt Bund le
Bund 1l ]"::_4 U=si Tj C
Upload Support Bundle by Using FIF

6 - 313

Cholice :

Current support bundle: 2015111723 1456866449650

.Sharefileftp.com

» httpi:ss or host name. Path

Eu-west—1 LCORpULE .
- lished from (unknown) [
areE connecue
Test Account
1

AU current dirPrlnrut
y Data oo £ pEN.

Shou ld

FIP site.

+: 1 operations Time:

relative to ftp r

7w IA—REINfHR— /N> RILA ShareFile THERELIEHRBI LA —ICRTINE T,

Citrix ShareFile
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ShareFile FTP icoWTa L <&, CToCitrix Support Knowledge Center st E%2 8RB LT T W,

FA4 RIAR—ZAEMERTBICIE

CLITYRATLTARIDT 4 RV AR—IAEHERT BICIE. UTOFIEERTLET:
1. X1 XZa2—0 System Menu ##RL £,

2. System Menu T Display System Disk Usage # 7> 3 > %#&RL £ 7,

T71INDY T LIEBRDIRRIEINET,

XenMobile O>V—J/LODENT—o70O—

October 25, 2019

XenMobile 1>V —JLi%. XenMobile D#&EE Y —IL T, T TO:HAAIL. XenMobile H*-1 > X b—ILiEH
Ty VY=L THEETIZREBICA>TVB I EHFIREA>TWVWEY, XenMobile Z 721> X k—JLLTWL
HRWESEIE. XenMobile d1 > b—JL1 BB L TLEI W, XenMobile >V =IO T ZIH#—HR—kIC
DWTEHL <& XenMobile oE#E #8B LTIV,

VHEARED T —o 70—

BRMICOYYRZS0>0>Y —)LT XenMobile o#mi%zR=T L7z5. &iZ XenMobile >V =L & w > 27R—
RARMEET, MEBREEICRZ CCIETIEFEA, TV M—IILBRZ—HIT Yy ILEBE. ROREEZI Y
VI THERTIEd, 2—H— 7FUsr—>3> TNAAROEBMZREAT 3. 501 Y M—ILE&E
ERT TR ECZERBLTIKEIV, REEZHBTSICIE. AV —IOELICHZIRET7AA>Z20 ) v I LET,
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pE

TAEYRIBMFVTWBERIRA TS 3> T,

Import certificates
(trusted SSL, APNs, Configure LDAP™*
client certificates)

Initial install settings
to configure now

Configure Configure SMTP & SMS
MNetScaler Gateway™ notification servers

BEREOHMAE AENBFIBICOVTIE. UTO Citrix "B RFF 2 XY FOREPEISaVESRLTILETL,

B
NetScaler Gateway & XenMobile
AN

Android. i0S. Windows 7S v k7 #—LEYR—LFT3ICIE. UTOTHIY FEEDEY 7Y THURET

ER
Android
+ Google Play EMIEHEER L £9. L <I&. GooglePlay®!) J—X%#BBL T ET W,
+ Android Enterprise BI2E7HV > bEERL £9, 5L <& TAndroid Enterprise] Z28BL TS
Lo
+ Google TORXAVBHEMELE T, 2L <IE. TG Suite D R X1 VEIBIEDHR] ZBBL T I,
« APl ZH%iZ L T Android Enterprise Dt —EX7HY > b E1ER L £ 9.5%L < (&.TAndroid Enterprise
NILT) #BRLTLLIETWL,
ioS

Apple D 8L URBERETH I EERL £, #L <Id. Apple Developer Program® Web % k%
SRLTIETL,

Apple 7w z@HItr—E X (APNs) :EEAZE%1ER L £9. XenMobile Server BETIOS N1 X% 8
B3 rxsE L TWSHEIE. Apple APN SEFAZEHHETY, Secure Mail DEBETY v 2@ % E
B354, Apple APNs SEBEZNKE T, Apple APNs SERAZ QBB AEICDWTEEL < IE. Apple
Push Certificates Portal#8B L T< 723 L\, XenMobile & APN ICDWTEEL < IE. TAPNiEBAZ] &
U FSecure Mail fori0OS o 7w 2i@H) #BBLTLILETW,

Volume Purchase Program (VPP) ot #¥ b —2 > % B L 9. 5% L < & TApple Volume Purchasing
Programi 28R LT T,
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/ja-jp/xenmobile/server/authentication/netscaler-gateway-and-xenmobile.html
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https://developer.android.com/distribute/googleplay/start.html
/ja-jp/xenmobile/server/provision-devices/android-enterprise.html
https://support.google.com/a/answer/60216?hl=en&ref_topic=3035788&vid=0-635786172084405398-1386602762
https://support.google.com/work/android/answer/6095397?hl=en
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/ja-jp/xenmobile/server/authentication/apns.html
/ja-jp/citrix-secure-mail/push-notifications.html
https://vpp.itunes.apple.com/?l=en
https://vpp.itunes.apple.com/?l=en
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Windows

+ Microsoft Windows X F 7REET ATV bEERLE T, FHLIE T7AY Y FOEE. 5. e %=
SELTIZTW,

+ Microsoft Windows 2 b 7%477¢ ID Z AF L £9, 3#L <Id. TManage account settings and profile
info; #8BLTIEEW,

« DigiCert 5T >4 —F S A XEFAEZANF L £ T, %L <. 'Windows Phone D E1t7 71 OE#
zBRL TS,

+ Windows Phone & m 7= XenMobile BE&tH %z &M L7 WE&IE. /X7 v o4 SSLAFREZF|
BATE3L5ICLET, 2L <& ™XenMobile AutoDiscovery H—E 2y #2BL T LI,

s FIU—aYERN—TY (AET) ZEBLET, 2L <& TWindows Phone B 77U sr—> 3>
BRN—OVEERTZHE EBRLTIEEW,

aAVY—IIoOFiREHFDT—o 70—
COT—=770—F TFIVTr—oa3> e T NARZEBMY 3HICEBR T IHRENHIaREZEFZRLTVWET,
P

TRAZ)ZVHPMTVWTWBIEBIFF 23> T,

©
N/
Recommended Undat " Check i i Configure ShareFile
prerequisites Add users & Add delivery Assign roles to pda _E or create eck enrofimen Add workflows for Enterprise
. notification modes for
before adding groups groups users & groups™ 3 =G — app approvals™® or StorageZone
apps and devices emplates invitations Connectors*

BRTEOHME AANAFIEICOVWTIE. UMTO Citrix B RF a2 XY FOREPEI V3 Vv ESRLTIRETL,

o A—H—THUV b BE. HLUER
o UV —2DER

RBAC = {EMA L =& EI DR

o @

e J—070—-DERE LUVER
ShareFile # XenMobile ¥ £AE 3 %

T r—oa oBEmno—o 70—
CDT—2o70—E XenMobile Ic77UFr—o 3 v BMT 3 SRS Ce MR EINZIEFZRLTVET,
pE

TRAE)ZVHPMTVWTWBEBIFF T3> T,
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https://docs.microsoft.com/en-us/windows/uwp/publish/account-types-locations-and-fees
https://docs.microsoft.com/en-us/windows/uwp/publish/manage-account-settings-and-profile
https://docs.microsoft.com/en-us/windows/uwp/publish/manage-account-settings-and-profile
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj206943(v=vs.105)
/ja-jp/xenmobile/server/provision-devices/autodiscovery.html
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj735576(v=vs.105)
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj735576(v=vs.105)
/ja-jp/xenmobile/server/users.html
/ja-jp/xenmobile/server/deploy-resources.html
/ja-jp/xenmobile/server/users/rbac-roles-and-permissions.html
/ja-jp/xenmobile/server/users/notifications.html
/ja-jp/xenmobile/server/apps.html#create-and-manage-workflows
/ja-jp/xenmobile/server/apps/files-and-xenmobile.html
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()

_
Wrap apps with
) Configure app Add app Deploy apps to
Add apps [oiizaliies Add apps policies categories™ Spoivjesikion delivery groups
necessary

BRTEOH ML EFNAFIEICOVWTIE. MTO Citrix B RFa XY FOREPEI 3 Vv ESRLTIRETL,

« MDX Toolkit icoW\T

« 77UDEM

o« MDX R > —DE

s J—UT7O—DERS LVEE
o )Y —2DEM

TN ZADEMOT— 70—

ZDT7—r 70—, XenMobile ICFN1XZEBMLTER TR IS e’ HREINBZIEFEERLTVET,
F:

TR ZRVPMTVWTWBIEBIFF 23> T,

O,

Configure client settings, such as
beacons, Citrix Secure Hub support,
and ActiveSync Gateway™

Upload Configure device Deploy device policies to
provisioning file policies delivery groups

Create automated
actions for devices*

Add devices

BRTEOHME EANAFIEICOVWTIE. UMTO Citrix B RFa XY FOREPEI V3V ESRLTIRET L,

o TINAZX

o HR—FINBZTNARARL—FT1 VI RT LA
o Y —XDEH

o EZR—tHR—F

BEIfL SN IiR(E

A—HY—FTNARADEHZRDOT—U 70—

ZDT7—r 70—, XenMobile ICA—H—FNA RAEZEB TR IIRS e’ HEINBZIEFERLTVET,

(5
>/
Enroll dovi Check enrollment Send enrollment
nrofuser devices meodes for invitations invitations
BREDFHME AEMAFIBEICOVTIE. UTO Citrix BRERFa XY b EBRBRLTLIZIL,
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/ja-jp/mdx-toolkit/10/about-mdx-toolkit.html
/ja-jp/xenmobile/server/apps.html
/ja-jp/mdx-toolkit/10/xmob-mobile-app-policy-defaults.html
/ja-jp/xenmobile/server/apps.html#create-and-manage-workflows
/ja-jp/xenmobile/server/deploy-resources.html
/ja-jp/xenmobile/server/provision-devices.html
/ja-jp/xenmobile/server/system-requirements/supported-device-platforms.html
/ja-jp/xenmobile/server/deploy-resources.html
/ja-jp/xenmobile/server/monitor-support.html
/ja-jp/xenmobile/server/automated-actions.html
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e A—H—=TAHIUY K BRE. BLUERE
o BA

TIVr—=2arELUTNA AORGENRERDOT—o 70—

CO7—7 70T, IVY—ILTRITARER, TTUT—2avBLUTNT ROEBEEERLET,
p
TAAYZIDMTVWTWBIEBERIEA T3> T,

o
| 6 \
A A

N

View notifications and
Ongoing app and monitor devices and apps
device management on the dashboard

Issue security actions on Do connectivity checks, create
devices as necessary support bundles and view logs*

AVV=IOELEDLYF7AAVE I )Y I TBERTEINBZIFR— AT aVICODVWTHLLIE TEZF2—¢
HR—b1 ZBRL TSIV,

ALRAE & 583

January 24,2020
XenMobile O&ETIF. OOV HR—%> bHEBEICEAS L £,

+ XenMobile Server: XenMobile Server Tid. BFICET3txaU T L BBOMEEERLF T, &
AT 31— —DFEREFZICITRDEENET !

- BRESBICA—TUICT DD, £LIEIBEFEOHICTIH.
- 2EBERFIZI 3 BRI EXAICTEINE DD XenMobile oS 7> c7OnNFT1E#N LT,
Citrix PIN sZsE%2 B%hL LT, PIN OEMECEVHREER TE £,

+ NetScaler: NetScaler ig¥r2OVPNSSLEw> a>va#®&TEE %9, NetScaler gy b7 — 2%
FREFal)FoHRMHL. I——DRT7 VLT IR TR LVICERAINBZBIET I ARV IV AEZEET
TBREIICLEFT,

+ Secure Hub: Secure Hub & XenMobile Server (&, EZIETEE L £9, Secure Hub & NetScaler
CEETEITNAIRALEDIVT 4T TY, Ly arhERIINICE S . Secure Hub (% NetScaler h
SEEEF Ty FZEEBLT. MDXTFTVIEF Ty rZEBLEY, PRBREZMN IS 3HEL > EDOER
EEEOHLET, s£L< Ik Secure Huby I2H2RDEo>a >8R LTLLIESW: BIFEZEEY V)

Secure Hub TIEMDX X aUF s AT FHFHBRICHED £F, Secure Hub i, RU>—%Fwal.
FTIUBREA LTI 3B NetScaler Tewv>a>EERL. MDX 21 LTI NBLUVRBEET I ARU T
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/ja-jp/xenmobile/server/users.html
/ja-jp/xenmobile/server/users/notifications.html
/ja-jp/xenmobile/server/monitor-support.html
/ja-jp/xenmobile/server/monitor-support.html
/ja-jp/citrix-secure-hub/overview.html#certificate-pinning
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VREEHLET, SecureHub i3, Pz AL T L+ Ui, #IBUEBERF v Y. BLVEATBZIRT
DRYD—ZIEBEBHLET,

¢« MDXRUZ—: MDXRUI—iF. TNARXLEILT—2BMIGFHRZERLET. MDXRU P —id. 170
VPN ##tIC NetScaler 8B, #7351V E—RHRZJ/EIL. Z1T LTI RBEDI AT MR
D—ZEELEY,

1ERFRIE2BRICLZRBAHZOBMEA L. RAEOBERICDOWVWTEEL < IE. TDeployment Handbooks @:Z
FBECRAT B hEYvIEBRL TSI,

XenMobile TIZEBAEZEMAL. ¥ 2T« TRESNERZERL TI—H—ZRELE T, COLEDE
DDOEZTIE. EEEAFICDOVWTEHALE T, ZDREDOBREICOVTHLCIE. UTOREZERLTIET L,

o RAXAYVERRERXAY+EFa)Ta0 b= VRS

o USA TV MEERE. FRIFEAB L KX VBt DEAEHE

e PKIZTVFT 1T+

« BRBERIONAH—

« APN iEFRZE

o ShareFile To SAMLIC& B> VIV F >

» Microsoft Azure Active Directory #—/\—3&7E

o FERAEE TN ZUSEE LT Wi-Fi B —N—%B5E9 3 iCid: Wi-Fi 781 2R > —

o BAPREDR S —DIDIERTNTVWAVW—EDIHREZ Ty a9 3Icid: ERERT /N1 IR

SEERE

XenMobile Tld. H—N—"DOBE7O—%2RETZH. 1A —ILHRICEHZESR SSL (Secure Sockets
Layer) sEFAENEMINE T, Z SSLiAE .. BEHID CA (Certificate Authority: HEBA#EE) S OEES
N3 SSLAAEZICES R ZIMNELNHD XTI,

XenMobile I % 7. ME® PKI (Public Key Infrastructure: 2B*—D1>75X 50 F v) H—E X% FEH
T30 CANSISIT7Y MERAEEZMELET, TARTO Citrix B TT 1)L K A— RiEBAE L SAN (Subject
Alternative Name: #7219 bDRIR) :EAZEMN Y R— I, IZLALCOEBTIE. 2 20T 1ILRA—
REREEF 7=13 SAN SBEED A DK ET T,

547> MERERAMZFER TR L ENMIILTTIDOEFa) T h@bIn. 21— —F>—LL XICHDX 7
TVICTOERATEES, U547 MEAERAENBRINTVBIHBE. 1— —I& XenMobile #0777V AD
YUY >FY (SSO) 7o ERICKE Citrix PIN ZAHLE Y, F7 Citrix PIN 2k D 2—H—RiETEH
Rk INE Y, CitrixPINIE. 517> MEBEZEF ) 7 TRET 370, 713 Active Directory &
BERE TN R LICO—DILICRET 3 1-DICERINET,

XenMobile TiOS F/\1 =& L TEET 3IC1&. Apple @ Apple Push Notification Service (APNs) &ERB
EERESLUVERLET, FIBICDOWTIE. TAPNEEEE] 28BL T30,

ROFRIE. & XenMobile A>R—x> FOIEFAEOHR L BEZRLTUVWE T,
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/ja-jp/xenmobile/server/authentication/credential-providers.html
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/ja-jp/xenmobile/server/authentication/saml-sso-sharefile.html
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XenMobile I HR—%> SERRZE DI WERIEAE OESE
NetScaler Gateway PEM (BASEG64). PFX (PKCS # SSL. JL— (NetScaler
12) Gateway IC & > TEHEIMIC PFX
M PEM ICEMINET)
XenMobile Server .p12 (Windows X—2pa>t  SSL. SAML, APN (XenMobile
2—42—0.pfx) &1 YR b= LEBFIC SR

PKIB&EMLEY) EE:
XenMobile Server Tld. #iRF
l.pem) DHEFAEIEHHR—FIh
FtHA. .pemitBAEEFERT S
ICId. .pem 7 7L ZEERRE L
F—IZHREL. Eheh%E
XenMobile Server IZ1 > R—+
LE7,

StoreFront PFX (PKCS#12) SSL. JL—+h

XenMobile (& SSL U X+ —3iEFRES LUV U 517> bEAEZ Y R—F L E T, Ev bRIZ 4096, 2048 LU
1024 T3, 1024 £ b OIEPAZIFBEICHIATND ZCITERLTLRT L,

NetScaler Gateway & & U XenMobile Server ®&1Z. Verisign. DigiCert. Thawte X oEE CAh 54
—N—HFAEZ IS T3 e 2 8D L F7, NetScaler Gateway F7:1& XenMobile R 1—F« U F 1 H5iE
BAEZEERZER (Certificate Signing Request: CSR) Z/ER T 9. CSR DEME. CANBREDIHITEEL
¥9, CANSERZANDIIAZE%®FITE o725, NetScaler Gateway F7:1% XenMobile ICFFBEZ%# 1> X =)L
TEET,

FE: i0S13 LU mac0S 15 TOEEINIEREZEDEH

Apple (&, TLSH—N—GEBAZDH LV EHEZREL TVET, TR TOERAENHFH L L Apple DEH
ICEHRLTVWE e EBRBLET, L <. Apple @ R 2 X > ~https://support.apple.com/en-
us/HT210176 %8B L T 723 L\,

XenMobile ToiEREED 7 v FO— R

7w 7O—REBZZMAEZIE. FIAE] OXRTID2DIV R EEHE, ZORABHELHENTVET, HAEHY
ELPKIHEIAVR— Y b EERTIETIE. AVTEFIMEORGEB LT —N—IAEZRIRLET,
¥ ziE. XenMobile % Microsoft CA L iE T2 &SI T 3BENH D £9, Microsoft CA NDELIZ T 51
7> MERREZFRA L TR N E T,

COEITarTR SRAEEZTY ORI —MRHNABFIRICOWTHBALEY, 75177 MEREDOER. 7
v FO— R, BRICOWTEHE LR T 507> baEAE. EGEEAE C R A1 VElEEDEAsabhtE ] 28RBLT
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WExr—0EH

XenMobile (&, FEDIEAF I L THEXF—ZMEIZHALAAELBVSENHD £9, FKIC. XenMobile
& 7y 7O-F33EABTICH L THET —Z2BRITBHEELERLBEVGENBD ET,

AV —IADHREEDO 7y 7O— R
AVY—ILICHBEZ 7w 7O—RI3FE. FIC220F T a>hHb 7!

e J)w I LTHF—RNT7EAVR—FITBIEWTEET, RICAVAS=ILTERIXFE—XLTURIS IO

YhUE#BILET (PKCSHI2ERZ 7y 7O—RT3HE8%ERKR<),

o V)W LTHPEER A VR—FTEEY,
CARUIIRMNCERIDEIICERTS WEBEXF—HLD) CAHBEEERE7Yy I O—RIBZHTEXS, 775
A7 RBIAEAD (MBEX—ID) SSLIVSA 7Y MEBEER2 7Yy O—RIB3HTEET,
Microsoft CAT> 5« T« =T 3553, CAHIEREZIEEL 9, CAHFAZETHBZ IRTOY —/N\—3EEAE
DO—EBNS CAMFRAEZEERIRL 9, BRIC. 7507 > FRIZ R T 35a1E. XenMobile " Zx—%#F-T
WBIRTOY—N—IFED—EBHSEIRTETET,

F—RETEAVR=-FTBICIE

HEtE. EFaUTAHAEOURS MU THZF—XLTICR. BHROIVFIDNEFEFATVBILAHBD £,
CDD. F—RAETHLEHARLE SIS, HARXCIV MU ZHRTEZIIVFII AV T IAOEEZRDBZAYvE
—IUPRTINET, TAUVTFXZEBELABRVMES. X TORYIOLIY FUDGRAAENET T, PKCSH#12 T 7
JWMCEENBI Y MUIRRE 1 DRIITHB D, F—XA T OEFL LT PKCSH#I12 Z#RL 156, T1UT R
T4 —ILFRERRENEEA

1. XenMobile 3>V =T, BLOWEETII>%2I Vv I LET, [RE] R—IHHEITHT,

2. [6EBRZE] #20 Vv I L &Y, [GEEAZE] R—JHRATET,
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XenMobile Analyze Manage Configure f-l A, admin ~

Settings = Certificates

Certificates

You must restart XenMabile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

Import Add
MName Description Status Valid from Valid to Type Private key v
¥MS.example.com Self Signed/Generated Up to date 2015-11-16  2025-11-13 SAML v
* agsag.com & Expired 2013-10-23  2015-10-23 SSL Listener (v
cacerts.pem self signed/Generated Up to date 2015-11-16  2035-11-14 Devices CA
ent-root-ca Up to date 2012-02-22  2017-02-21 Root or intermediate
APSP-3623302e-7che-4df8-aa @© 22 days left 2015-09-30  2016-09-29 APNs v

Showing 1 - 5 of 5 items

B MYR=F ZOVvILEYS, [1VR—-F] 44700 K I IDBHEEET,
4. ROREZEBHRL T,

s 1VR—b: RyIRO—EHS. [F—X+7] ZBERLEY, [12R-F] 44709 KvIX
M EREREAF - TA T a v EZRBRLULRTICEDD £9,
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Import
You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.

Import Keystore i
Keystore type PKCS#12 ¥
Use as Server -

Keystore file®

Password ™

Description

Cancel

s F—R+TOEE: Ry IRD—ENS5. [PKCS#12] ZF|RLXT,
o ERABEM. —BHS. AAEOEAAEEEIRLET, UTOBENSERTEEY,

H—/N—, H—/\—HEBAEIL XenMobile Server Tt LR I 1L 3:EBZ T. XenMobile Web
VY=L 7yFO—RENEd, —N—dAZEICIE. CAGEAE. RAGERE. LUr1>7
ZRALZIOFYDIFLIDOAVR—Y R TOI A7 MREEROMRAEN S ENE T, £l T
NARICEHTIAAEDZA ML —J LTH—N—GAEZFERATI A TEI XY, NI
IS TNAATEBEYZRIITSOICERINS CAISERTINE T,

SAML, Security Assertion Markup Language (SAML) #fREE %= ERT 3 & —/\—. Web
YA b BLUVTTIADSSO 7O R%ZRETEET,

APNs, Apple @ APNs sEREZ %9 % £ . Apple Push Network =R L TENAILTFNT
AZEBETEFT,

SSL ) X+—, SSL (Secure Sockets Layer) U 2+—(%. XenMobile i SSLEESH®T7 77«
EFrz@BMLET,

¢ F—XbTFT7AL: AVKR—bFTBZT7AILERXPI2 (FflE. Windows R—2pavEa—%2—
T.pfx) DF—XFTESBLTEELE Y,

e NZAT—R: FERBICEIDYTONINRT—FRZANAILES,

o FBA: ERT. F—XLTOHBZANLEFT, COHBIF. EFDPDOF—IA T EXRT D FICRIL
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5&7,

5 [MYER=F] 20Uy I L&ET, F—X+TH [GAZ] ORICEBMINET,

HAERREZ AT Y AR— b T BICIE

77N ERIEF—ITIY MU SHAERZ 1 Y R— T3 EIC. XenMobile GFAANSHAEF T —>D
EREHTLE T, XenMobile IFZDF T —> D IR TOIAER 1 VR— LT BIAZEDOH —/N—3EBFET
YhUBREBRLET, COREIR. 77U FRIEF—XNTIVNDMAENAF I — 22T T 35EICDHE
BELE T, e RE. Fr—YHOESG T 3 BHEAENFIOMAZTRITETHIHBERLTT,

A YR—bENIEIAEICA T2 3V THAZEBMTIET, HARFI—>0 1 DEOEREICOHEMENE T,
EDDOEAZE DOFHEAISEBNSEHR TSI XY,

1.

2.

XenMobile >V —JILT. BLoEmE7raAVEI Yy o Lk, [#EE] 20Uy o LFT,
[GEREZE] R—IT [1VR—F] ZOUvILEY, [AVR—F] 44700 RvIIDPEETEI,

[1YR=F] 4700 RyIZD [12R—b] O—EBHIS. TIGBERLTVERWGEIZ [GEAE] =&
RLET,

LN VR=b] 24700 Ry VRN ERARBRELS T a e RBRLAERTICEDD XY, [#EHABR

M) T. ¥F—XTOEAAEBERLET, UTOBENSBRTI T,

o H—/N\—, H—/\—3EBAZE % XenMobile Server THEEEFER I N3 EBAZ T, XenMobile Web O
VV=ICTyFO—REh&E T, H—N—iEBAEICIE. CAGEBAE. RAGEFAE. BLUT1VY 75X+
SUOFvDIEPOAVER—RY b TOI A 7Y FBEBOIAEN S ENE T, oo TN RIZE
MAIBHAEDOI ML - LTH—N—GAEZFEATIENTE XY, COF T2 avidEic.
TNAXTEEMZBILTZHICFERINS CAISERAINE T,

« SAML. Security Assertion Markup Language (SAML) :fEAZ%ERYT 2 . H—/N\—, Web
1 he BLVTTUADI VT A1 >4 (Single Sign-On: SSO) 7V RAERETEFET,

« SSL )X+ —, SSL (Secure Sockets Layer) U2+ —I%. XenMobile i SSLEES* 7T ETF
1 ZBMLET,

L AVR=FTBZ3T77AIUER.PI2 (FfiE. Windows R—ZXD OV Ea1—2—T.pfx) OF—X ~T7%BE

LTHEELEY,

. EET, APREOMEXF—T 7ML EZSRL THEELE T, WEFT—E ARECHICHESHEESHTHER

INEY,

EET. AFAZEDOHPBZEANNLET. COHPAR. FHDIEPRZE XA T B FICRIEET,

LAVR=B] ZOU YO LEY, iEAED [GEEAE] ORICEMINE Y,

SERAE D EHT
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XenMobile TRAKICEETEZ3DIX 1 DORBAF—ICD2ZF 1 DDHERAEDH TY, BEICT Y R—INTVWBEERA
ErXrELF—RT7OHMPEZ I VR—FLEST3HE6: BEOIVNIEBIMZ I, £HISHBTZI D
TEET,

XenMobile >V — LT, (BAZEERHHERMICEHRTBICIE. UTOFIBICKWET, AV —ILOAREICHS
WE7OAVE Uy LT [BRE] R—TJ%HASE. [GIAEE] 20Uy o LFET, [1VR—F] 414700 Ry
JRXT. HILWEERAEZE =1 VR— ML E T,

H—N—HEAEEFEH I, UBDHRAZEFERAL TV LIV R—RY MO LWERAZ%2FERA T3 &£ 5 ICEHEM
ICHIDEDLD £9, BERRIC. TNARICH—N—iEFAEZERL TVW3IHEE. SAZSIIXEIERT 2 & SICBENIC
BHINET,

ARRED U L wia

XenMobile Server (&, REBEYIC PKI O 7= IR DRBAMEBEEFER L ET: JL— bk CA. TNA1XCAl BLUH—
N—CA, EN50D CAIGRIBSIL—Te LTHESIN, JIL—TE8MR5Z 561 %7, L L XenMobile Server -
YREAVZNTOAE Y gy I Ende. 320 CABERIN. FIL—FEN Tdefaulty icab £7,

HR— LT TWV3iI0S. macOS. &Y Android /N1 XD CA #B#H T 3IClE. XenMobile —nN—a>v
—LEIEAB RESTAPI ZEB L EY, BEA Windows FN1 XDBE. I—H—IdHLWLWTFNI X CA%2F
FIBEDICTNAREBEREIZIHNERHDET,

XenMobile #—/N\—THE PKI CA z B F 72 IFBEMR L. N5 OHEREBICE > TRITI N T /N1 REERE
ZEMTBICIE. RDAPI ZzfERHLE Y,

o LW IL—TiERAMRS (CA) Z1ERILF Y,

« ILWCAZT7ITo7ICL. VW CAZEMICLET,

e REEFADTNARIVZANTTNAZAGREZEFH L X7, BRICEREADT/NA RIE. RT3 % <H
ELERITE T, TNA XD —N—ITEHT D& TN REEAENEITINE T,

s TV CAZFRHLTLWATNTIADURMERLET,

e TRTOTNARICHLWCADEIDH TSNS, HWCAZHBRLET,

#L<IE TRESTH—E2m7i=6pd XenMobile Public APl @ PDF ®xpt o> 3> #8BLTLETV:
- %$3.16.581 I'F N+ XGEBZE D E A

- %3.231E XenMobile CAZ I — 7 ® U 7 L v > aj

COWED—BE LT HILLWEF AU T IRETHIAZTOEZTMAZ [TNAADOEE] VYV —ILHEET
TITEYd, COREIF. ZOTNA A LEOEFIAEZEHRLE T,

o FTAILTIE. COHAPEDESMIMEEIIEICE > TUVWET, AR DE M WEEEFICT B ICIE.
#—N\—70O/N7« refresh.internal.ca &% True ICREL £7,
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BE:

NetScaler TSSLA 7O —RAREINTVRFEIF. FTLVWIEHEZER TR FIC. BFHLL
cacert.perm 2> TO—RNSUH—%2EHL T LIV, NetScaler Gateway DREICDOVWTEEL <
I&. TTo use SSL Offload mode for NetScaler VIPs) #&BL TSI\,

US5R2/)—RFOH—N—CAGEAENRT—RFRZUEY T3 CLIA T3>

1 2® XenMobile ##—/N\—/ — R TH—/\— CAZEAEZ £ L 7= 5. XenMobile CLI ZERL T o 5 X4 /
—ROFMRAZENRT—FRZYEYFLET, CLIOXA U XZa—hb60 [PRTL] > FFMERE] > [CAGEREE/N
RT—REVtEY T3] ZBRLET, HLL CATERAEN BV SICANXT—RZ Uty b LTH. XenMobile
BNRT—RFZUEY FLERA
[12]1 Advanced Settings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

55L protocols

Rezet 55L Certificate
Reset pki.xml

Server Tuning

Switch JDBC driver

XenMobile :FFREZ D EE

XenMobile BRI THER ¢ 3:IFAZDER. FICEYHRCBEENIT—RERBTIc2E58HLET, Ot
2> 3 >lE. XenMobile TiEFAZ % K DBHICEER T3 HEICDOVWTHBELE T,

CEAORIBICIEUTO—E. £ETRTOMAENEENTLSHREESHD F7:

« XenMobile Server
- MDM FQDN o SSL sEfRE
- SAML iiEBEZ (SharefFile A)
- FRHAESLUEOMORE) Y —X (StoreFront »70O0F>74) HDJL— ~ CARERZ L B/
CAiERZE
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- i0S ¥\« X EEAD APN ifRAZE
- XenMobile #—/3— Secure Hub @1 D AEE APN iFBAE
- PKIIZ#EST 370D PKI 21— —3EERE
« MDX Toolkit
Apple Developer :tBAZ
Apple 7o az=>o707740)L (FF)r—o3> k)
Apple APNS :E#A& (Citrix Secure Mail TfER)
Android #—X b7 T 71
Windows Phone - DigiCert :EBAZ
« NetScaler
- MDM FQDN o SSL zERgE
Gateway FQDN o SSL 3fegZ
ShareFile SZC FQDN o SSL :FBgZE
Exchange &8 Ad SSLAERAE (# 70— RiER)
StoreFront &= # A SSL sEEAE
- LEEEFAEOJL— MEERAE S L U CA SERRZE

XenMobile :EEFE DB HHARKR ) > —
SERRZEDEMEBARENTIN S &, AEEHNEMICED FT, BETEZER NS OY IO vEaRITTZI P,
XenMobile YUY —XIZT7 7R TR eNTEI R AEDET,

E:

BRhEARATIC. SERAES (CA) D5 SSLEIRREZEM I 3L SRHDS5NE T,

Citrix Secure Mail ® APN :FE=

Apple 7> a @MY —EX (APNs) :EEAZERBEEMHMRAMINE T, EAZEOEMHARAINBHIIC. APNS
SSLEERAZZER L. Citrix R—2JL CHAZEZEHM L T LTV, MAZEOHRM’INIHE. Secure Mail 7
DaBAIC—BULN R AEDEY, Fee TTVOT YL aBMEEETE b TIRADET,

i0S 7/\1 X EEA D APN iFFAE

XenMobile TiOS ¥\ 2= &F L TEE Y 5IC1E. Apple @ APNS SFAZ % REH L MER L £ 9, sEBAZ D HA
RO INTIHZE. XenMobile ICERLIED. iIOS TNAREBFEBLED TIHRLBDET, s£L <k, TAPN A
=1 28R LTIETWL,

Apple Push Certificates Portal icOZ'#4 > L T. APNS:EBAZED R T — 2 R EMBRERTTI £9, HE
ZERLIEBCRELCI—H—RBTAOIA > TEHLIICLTLREIL,

7o BXMHAR® 30 Bl 10 BEGIC. Apple 5 X—JLBMZZEL £T. COBRICIE. ROBHRLISENET:
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The following Apple Push Notification Service certificate, created for
Apple ID CustomerID will expire on Date. Revoking or allowing this
certificate to expire will require existing devices to be re-
enrolled with a new push certificate.

Please contact your vendor to generate a new request (a signed CSR),
then visit https://identity.apple.com/pushcert to renew your Apple
Push Notification Service certificate.

Thank You,

Apple Push Notification Service

MDX Toolkit (iOS E#rsERAE)

¥IIE7Z i0S N1 R (Apple App Store D7 7V LN ETRITTZ 7T DEZEHIFRDLED T

o OB IS FOT7FAITT TIVICERZRLET,
o WILT BEWARAETT TUICEBRLE T,

B i0S BELEIFAE D' H 2 D 2 R T B(1C1E. UTOREZITVET:

1. Apple Enterprise Developer R—# L5, MDX Toolkit T35 v 7§ 3&7FUTHLWLWOEY 3=
> 707 7ML —BTHRNA App ID Z1EB L £9. B4 App ID Ofl: com.CompanyName.
ProductName

2. Apple Enterprise Developer R—#JLh 5. [Provisioning Profiles] > [Distribution] (Z#8)L T.
#HATOES 3= 5707 7V EERLE T, sIROFIETER SN App ID Cric. COFIEZED
RLET,

3. IRTOFAED 3=y 7O7 724 O0—RLET, #LIE NOSENAMILTTUIDOTvEY
71 #BRLTIETL,

FTARTD XenMobile Server sEFELEM TH B L 2R T 3ICIE. UTOREETVET,

1. XenMobile a>v—JLT. [E&E] > [EEE] DIBICIV v I LET,
2. APNs :EREZ. SSLEIERZE. U X+ —3IBRE., JL— FIEEE, FREGIEEZ STV IR TOIEBEELIENTH S
CeEERLTLLETL,

Android £— X ~7

F—X+7IEANdroid 77U ICER T3 DICERTRMHEEST I 77 TY, F—OEMPEERNMINZ . 7
TUDOFHLWN=J3 VICy—LLRICT Y TIL—RTERLLAD T,
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DigiCert ® Windows Phone AT>%—735 1 XGEfAZE

DigiCert i%. Microsoft App Hub —E XD I— R EZHAELRETIH—DTONTIE—T7, HEES &
UV 7 U T 7 OFETTId Microsoft App Hub &L T. Windows Marketplace 54> >O0—rEh3
Windows Phone & & U Xbox 360 77U —>a > %EHm L £, DigiCert RFaX> MIDWTEHL < IE
Windows Phone B DigiCert 1— REZFFAEEBRBL T LT,

HAERRZE DB HERA N =B E. Windows phone 2 —H'— 3B B TI EFHA. I—F—IZREHRBELERZ LK
TFUDA YA R=)L. Windows phone (21 Y X b= LS NSO T T OERFH TI R ARD X,

NetScaler

NetScaler M:EBEEZ D EMHARIC D WV T L < Ik, Citrix Support Knowledge Center T MHow to handle
certificate expiry on NetScaler; #8BL T LT W,

NetScaler SEFAZ DEMHARITINZ . A—HF—IFR R FICER LD, 7OERTRZIEHTIARLKRDET,
Citrix Gateway :EBBZOEHARNYINS £« 21— Secure Mail ZER 7 % & ZIiZ Exchange Server 1214t
THEDHTEIRRDET, oo A—H—I13 GEAZOBEMHRIINICE >T) HDX 7 FUz—BICL7DHES)
TBEDHTERLLBDET,

Expiry Monitor & & t* Command Center IZ& > T. NetScaler sEBBE DR MBETI £9, HABEDOHEMH
RAINS & Command Center H5@HMAREINE T, Tno5DY—ILiE. LUTD NetScaler sEBAZ D ERIC
(AVRSE: - a

« MDM FQDN @ SSL 3FFEZE

« Gateway FQDN o SSL :fBgZ

« ShareFile SZC FQDN o SSL :FBgZE

+ Exchange &8 M d SSLEERAE (#F 7 O0— Fi#pk)

« StoreFront &5 8Ad SSL iEEAZE

o LEEHEBAE DL — MEBRE S LU CAGERAE

NetScaler Gateway * XenMobile

January 10, 2020

XenMobile %z L T NetScaler Gateway Z#d23 &, UE— b TNAXTHRBRY bT—VICTIERT
BLODBAEXNZILHEIINE T, COWEZFATI L. ENMILTNARLEDTFUTIV SRy b
RICHZHAY—N—ICT7IOERTZEHTEFET, XenMobile ick b, FNRN1XEDT7FUH 5 NetScaler
Gateway ~"® Micro VPN "MER SN E T,

XenMobile TR 9 % NetScaler Gateway = #m 3 3 (CId. NetScaler Gateway TR1T§25X U T+ %
XenMobile 5T XRK—F LT,
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NetScaler Gateway #EE X7 ) 7~ ER T 3 fcHDHIRE MY

NetScaler 0 &

NetScaler (&/)h/1\—>3>11.0. EJLK 70.12)

NetScaler @ IP 7 R L AW ERFEATH D LDAP r—N—Il#ELTE S (LDAP AEFIEIhTLAL
Ha)

NetScaler % 7=%w k IP (SNIP: SubnetIP) 7 KL AN HERFAHTHD. BBHRNY I I RHY—/N—
ICIEGE TS, AR— b 8443/TCPEBATNR IV IR Y b I —UICTOERTES

DNS TNRTV I RXA VERATES

NetScaler iC7S v b 74 —L/AZN—HILSAEVRFRIFNSATILSI IS INTWVWS, #
L <&, Thttps://support.citrix.com/article/CTX126049) #&BBL T I\,

NetScaler Gateway @ SSL sEFEZ % NetScaler T7y 7O—R LA YA F—JLLTW3, 8L <&
https://support.citrix.com/article/CTX136023% 88 L T 23 L\,

XenMobile &%

XenMobile #—/\— (&/\—23>10.6)
LDAP tf —N—Hh'"BREATH 5

RERY bT—IAD) E— FTNART IR T BBIALDER

1.

2.

3.

XenMobile >V -/ T, BLOWEFAA>%Z I Vv I LET, [RE] R—IPHAITET,

[—/N—=] ©®TF®D [NetScaler Gateway]l #2UvoL%9, [NetScalerGateway] X—HE=
9, RoFITIE. NetScaler Gateway ¥ > X2V AN 1 DEFEELTWVET,

Authentication @GR )

Deliver user certificate for authentication [ on @S

Credential provider -
Select an option

Name Default External URL Logon Type # of Callback URLs )

@ testns v, https://testns.domain.com Domain

ROBEZBHEL LT,

o SBEE: REZEBMICTBHESHZEBRLET. TIAIUME [F2] TY,
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o MIADOI—H—FRAEZE #EES: XenMobile T Secure Hub ¥ :RiF:iFBAZ #HH L. NetScaler
Gateway TU S 7> MIAERIMZNIBTERLSIZTEIHESHEERLET, T 71/ ME

[#7] TY,
« BREBWIOAONASE —: Ry IXD—ET. FRIZIERBRIONIE—EEIRLFT, FLL
& TERBHRT7ONTIEZ—1 ZBBLTIIEI W,

4. RFE] =oUv o LET,

NetScaler Gateway 7 > X% > X DB

AR EDRER. NetScaler Gateway ¥ > X% > X% XenMobile IZEBINL 9,
1. XenMobile 3>V =T, BLOWETII>%ZI Vv I LEY, [RE] R—IHHEITHT,

2. [—=n=] OTFTd [NetScaler Gateway] #21Jvo L %9, [NetScaler Gateway] R—IhBE=
F9,

3. Bl #ovUwoL%d, [FLL NetScaler Gateway DiENM] RXR—THBEHITET,

Add New NetScaler Gateway

Name™
Alias
External URL
Logon Type Domain only

Password Required (@I )

Set as Default

Callback URL Virtual IP

4. ROREZBHRL XY,

o Za1: NetScaler Gateway ¥ Y X2V ADEZBIENILE T,

o ITAUTFR: #7>3>T. NetScaler Gateway DT+ U7 XZEANHILET,

+ 5N URL: NetScaler Gateway . N7V w2Il7 o XTEBZ URLZAALET, T zIE
https: DEIICHEDET,

s OJFVORE: OIFVOBEZRRLET, BEICKE. [FX1>0Hk] ¢ [EFaUTFs =7
YDH] o [RXAVBLVEFaUTob—o2] o [EAE] . [EERAES LU RXr>] o [GEFA
EBLVtEFaUTab—0V] BHBDFET, [NAT—RHBBE] T —ILRDOT T 3/l FREIE
BIRRLE [OJFA>0EE] ICBESVWTENLET., 774 ME [FX1>DH] T,

RXAUhEHH 2583, BIAES IV RXT1>] ZEMALF9. XenMobile & NetScaler Gateway
TERBR XA VBB T B HEICDVWTIE. MEER X1 VREDHER1 28R LTIETW,
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[Certificate and security token] %=/ 5154, NetScaler Gateway T Secure Hub AR —+ &
N3ELS5ICTBICIE. BIMORENBBEHD £Y, #L< I THERERES L UVEF2U T b—7 VERE
D= D XenMobile miEpk) ZBRBL T T L,

FHL<IE BNV Ty oD T8GR #BRL TSI L,

e NRAT—RHYURE: NXT—RBEEZHEBICTINESHZBEIRLE T, 77+ /L MBEIE, ZFIRL:
(O #>ofEE] ICHCTERLET,

e TTFI ML LTHEE: Zd NetScaler Gateway 27 7+ L b LTHERTIHESHEREIRL £
o T77AIWKNE [FT7] TT,

o« BRRAVUTEDIVRR—br: BRNVYRILEIVRAR—FTIHBEEFOREZVEIU I LE
¥, TV RAKR— b L7IHA/N> RILIE NetScaler Gateway 127w 70— K L. XenMobile ®:&E%
FRALTHEMLET. #LIE. CN50FIEDHT XenMobile Y —N—THERT 34> TL I D
NetScaler Gateway O#m1 Z8BLTIEIL,

¢ [A—=LNyZ URL] r [REIP]: ChonT7+—ILRZEBMY BHICREZRFL T LIV, 3%
L<id CoEED Ia—JL/Nwy o URL & T NetScaler Gateway VPN 0 fR#8 IP DB %= SR
LTLETL,

5 [FE] 20UvILET,

# LUy NetScaler Gateway HEMI N, RICKRRINE T, 1V RZVREHEEIZHIRT B2 KT
BRIz I LET,

XenMobile +—/\—T#EH 9 % NetScaler Gateway D#EFg

XenMobile #—N—TERAT 34 > 7L I 2D NetScaler Gateway ##mM 3 3 ICIZUTO—RIARFIEZ RITL
£9. CNOSOFIEDFMIF T THALF T,

1. XenMobile 4t —N—HmBXI U T eBEEIT 7L ERATYO-RLET. BROFIBBICDOWVWTEL < I
ZOYFRIBT 3 readme 771 ILEBBLTLLIETL,

2. REDFHRZEHZBLLTVWR L ZRHRLE T,
3. RIBICEDLETRIU S hzEHLET,
4. NetScaler TROU T +ERITLET,
5 EEETAMLEY,
2717 rIz& b XenMobile Ic4E# Zh 5D NetScaler Gateway ORENERINE T,

+ MDM & MAM (227 NetScaler Gateway R84 —/\—
+ NetScaler Gateway 8% —N—FAtv>a>R) > —
« XenMobile Server o z¥4H
o NSGRIEEH—N—DRBIARY > —TI> 3>
29T MMZ&>TLDAP OEREEDLSAINE T,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 151


https://support.citrix.com/article/CTX215200
https://support.citrix.com/article/CTX215200
/ja-jp/xenmobile/server/advanced-concepts/xenmobile-deployment/authentication.html

XenMobile Server: g#HU 1) —X

s OFIH—N—-DOrZTxwIT7oaveR)I—
« USATVNLRTOERTIOT 71

+ NetScaler o&#yO0—4JL DNS L O—k

e MDONA>Ta 2T H—EXRUI—, CAERE

DRI )T HILUTOBREICIEIB L TUEE Ao

+ Exchange &9k
+ ShareFile &2
o ICAZOFIEE
« SSLAZO—F

ROV T Ao >O— R, B, R1T33ICF

1. NetScaler Gateway #iEiHDHEIE. [FL L NetScaler Gateway 0iEfl] X—JT [#BHRIXI) T
FOITORR—K] Z20UwILET,

Add New NetScaler Gateway

Name*

Alias
External URL*
Logon Type Domain only
Password Required

Set as Default

Callback URL* Virtual IP

NetScaler Gateway 1 > X2 >R &EBMLRAI U T FDI I RR—bEIC [RE] 20Uy oL TWEE
&ld. [&E] > [NetScaler Gateway] IZRD. BM® NetScaler #3IRL T BRIV T DTy
ZR=Fr] BZZUyIL, [Fo>O-R] 20Uy LET,
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NetScaler Gateway

Authentication
Deliver user certificate for authentication

Credential provider = - o
Select an option

Name Default External URL Logon Type # of Callback URLs )

BRIV TEODIIRR—F] 2OUwoF32. XenMobile ic& b targzERXDR IV TNV RIL
PMERINET, CORIVUTRNYRILOABITIRDEED TY,

o BB E D readme 77 1)L

+ NetScaler D#%EIVR—%> bOEREICERT S NetScaler CLI x> rEEL R T

+ XenMobile #—/N—D/XTUwo)L— CA (REHE: Certificate Authority) sERAZ S & U
CAGEFAE (REDVUV—X T SSLA 70— ROBEINSOHAZIEIFTETY)

« NetScaler D#EmOHIRICERT % NetScaler CLI x> REEL RO U T

2. 27U 7k (NSGConfigBundle_CREATESCRIPT.txt) Z#&EL. TR TOTL —IAKRILA —Z BB DOER
TEIRIET,

Ht <LDAP_SECURE_PORT> —— LDAP Server Secure Port.

H <NSG_ROOT_CA_CERT_TAG> —— MetScaler ROOT CA Tag.

it <RADIUS_KEY> —— Radius Key.

it <XMS_CERT_TAG> —— XenMohile Certificate Tag

it <MAM_LB_IP> — Uirtual IP Address to he asslgned for MAM Load-Balancer and this IP must follow the RFC 1918 standard o
f private IP addresses.

it <MDM_LB_IP> — VUirtual IP Address to be assigned for MDM Load Balancer and this IP must follow the RFC 1918 standard o

f private IP addr s.

it {RADIUS_SERVER_IP> —— Radius Server IP Add

it <LDAP_PASSWORD> — LDAP Service Account Pa d.

it <NS_SERUER_CERT_TAG> —— NetScaler Server Certificate Tag

it <NSG_UIP> —— Uirtual IF Address to be asslgned to the NetScalel Gateway virtual server. This IP address must be reachal
ble from your devices either directly or via a

3. AV TNV RILICEENS readme 7 7 T ILDFHRBBICHKE > T, WEFHD XU U 7 % NetScaler »
bash > T TEITFLET, RICHlIETRLET:

/netscaler/nscli -U :<NetScaler Management Username>:<NetScaler Management
Password> batch -f ”/var/NSGConfigBundle_CREATESCRIPT.txt”
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login as:

FEERERERFEEEEES

REATESCRIPT.cXt"

BROT R b

1. NetScaler Gateway fR#8H —N\—DRERTN [UP] THBZrzHRBLET,

X NetScaler Gateway Virtual Servers
System NetScaler Gateway Virtual Servers
AppExpert
Add Statistics Action - Search ~
Traffic Management
Optimization Name State IP Address Port Protocol Maximum Users Current User:
Security up 443 ss

NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

User Administration
KCD Accounts
Policies

Resources

2. Proxy BEDBERRY —N—DOREXRTD [UP] THZrzHBLET,
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% Traffic Management / Load Balancing / Virtual Servers

System Virtual Servers

AppExpert

Add Statistics Action - Search «
Traffic Management

Load Balancing Name State Effective State IP Address Port Protocol Mett
Virtual Servers up up 8443 ssL LEASTC
Services
Service Groups

Monitors

Metric Tables

Server

Web 7 5o #—%B\W\ T NetScaler Gateway @ URL IZ#E4t L. Refx A £ T, RANKKL 715
&. THTTP Status 404 - Not Found) W3S X yE—SHRERINET,

TNA X2EH{ELT. MDM & MAM OB A ICBRIN-C 2B LE T,

d—JL/Nw 2 URL & & U NetScaler Gateway VPN 0 {x48 IP ®iEn

NetScaler Gateway ¥ > 242> 2 #=iBiNL 7% T. I—JL/\v %o URL #EML NetScaler Gateway {48 IP 7
RLREZEETEET, COREFEA T 3> TTH $5IC XenMobile Server B DMZ ICEEE SN TV 3IHE. 18
MIBdeTEFalrrzRUTIET,

1.

2.

[%2%E] > [NetScaler Gateway] <. HAID NetScaler Gateway #EIRL T [RE] 20V v I LFT,
x®T [BmM] =zoUvILFT,

[3—JLNw 2 URL] (C5E2f8fi kX1 >& (FQDN) ZAAL &, COI—JL/Nv o URLICED. ERT
' NetScaler Gateway TH 3 Z e hHEBHINE T,

AAL=O—=LNw 2 URL B XenMobile H—N—m57 0 AR IP 7 RL RICHERINBZ C L &
BLET, O—JL/Nv o URLIZIE. 9MB NetScaler Gateway @ URL %11 URL HIEETE £ 7,

NetScaler Gateway @ R IP 7 RLXZANALTHS [RE] 20U vILET,

BER XA VEBEE DB

TR MRIE. BRRE. L URBEAREL CDELHO XenMobile Server 1 Y 22> AW H Z15E1E. BIIDRE
RBICF& T NetScaler Gateway ##m L £9. (NetScaler for XenMobile 7« = RiZ 1 BIOAHERTEE T ),

NetScaler Gateway #5i

B R X1 VBRI T NetScaler Gateway sBiER U > —e v 3 >R U S —%HEBR Y 31213

1.

NetScaler Gateway #BI1—7T VT D [#] 27T [NetScaler Gateway] > KU >—] > [R
i ZERLET,
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2. FEF=23>R1>T [LADP] #0U vy I L&Y,

3. Uy LTLDAP 7O7 7ML R&ELE T, [H—N—0OFF>ZDEM] % userPrincipalName,
FIERRICEATIBEICEELE Y, BEELLBMEZERLET, OB, XenMobilea>v—JL
TLDAP SR EZEBHT DL SICERTIHENHD X,

Other Settings

Server Logon Name Attribute

sAMAccountMName ¥

Search Filter

Group Attribute
memberof ¥
Sub Attribute Mame

n ¥

4. ZLDAP KU —ICH L TINSDFIEZERDELET, FXA Y ITEIZ@RID LDAP R L —HHBETY,

5. NetScaler Gateway R —N—ICN1 Y Rahiczv > a>iR)>—T. [Edit session profile] >
[Published Applications] (C#& L 3, [SingleSign-OnDomain] E=HICLTLZT W,

XenMobile Server O#Er%

LDAP ### K X1 > D XenMobile BEICER T 3 I1C1E:

1. XenMobile 23>V —)LT. [&RE] > [LDAP] IIHFL. T« LI bUZBMEIIBELET,

LDAP

Support nested groups

2. BRERELE T,

e [RXAYIAUTR] TA—H—RAICERATIZERAIVZEBELE T, RXAVIFOVITRYID,
RXA URBICIERR—ZEANABWVWTL I W, fil: domainl.com,domain2.com,domain3.com

o [A—t—REE%E] T —)L RN NetScaler Gateway LDAP R > —TigEInf [H—N—OY
FURDOEM] C—HTBLSICLTLLIET W,
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XenMobile Lockout Limit o
XenMobile Lockout Time 1
Global Catalog TCP Port 2268

Global Catalog Root Context

BFED URL NDZEERGERZ R
CERDIRIE® Citrix Gateway 7' SSL AZ 70— FAICEBHE TN TV RIERIE. 77— U217 THED URL ADFE
EEGERDPEESNDLSICTEZENTIET,

COFETEX 2T 28U T ZHRELNHZHEIL. Citrix Gateway T2 &0 MDM O— r/N5 >4 — vServer
(R—b~ 443 HEeR—+ 8443 ) ZHBHELET. UTOBRZHREDT > TL— b LTEALTLIZEUWL,

BE:
LUTFOEHIE. SSL A 70— RAICHRE SN Citrix Gateway EFETY .
1. BEIXMS_DropURLsDNEZ—>t vy FEERLE T,

add policy patset XMS_DropURLs

2. HLWAEZ—21y MIRDO URLZEBIMLET, BEBICKRLTID—EZHAZIAILTLETL,

bind policy patset XMS_DropURLs /zdm/shp/console -index 6

bind policy patset

bind policy patset

bind policy patset

bind policy patset

bind policy patset

XMS_DropURLs

XMS_DropURLSs

XMS_DropURLs

XMS_DropURLs

XMS_DropURLs

/zdm/login_xdm_uc.jsp —-index 5

/zdm/helper.jsp -index 4

/zdm/log.jsp —-index 3

/zdm/login.jsp -index 2

/zdm/console -index 1
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3. BEERMEESINIT T2y hHSEETNTLEVRD, CThS5DO URLADIRTDO RS T v I %K
BI3HORU—ZERLET,

add responder policy XMS_DROP_pol “CLIENT.IP.SRC.IN_SUBNET
(192.168.0.0/24) .NOT &&
HTTP.REQ.URL.CONTAINS_ANY(” XMS_DropURLs” )” DROP -comment ”Allow

only subnet 192.168.0.0/24 to access these URLs. All other
connections are DROPed”

4, HILWARUS—%EAD MDM O—R/NS > —vServer iC/N1 > RLEFT (R— bk 443 & 8443),

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_8443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

FXAYVETERAXAA > +EFa)T0 b= V58

August 22, 2019

XenMobile (. LDAP (Lightweight Directory Access Protocol) ICE#LL TW3 1 D EHOT L7
IZHT B R XA UR—ROBAE S R— ~ L TUWET, XenMobile Tid. 1 DEIIEHDO T+ L T b UADIES
ziE L. LDAP#EREFERALT. JIL—F I—H¥—TFAhHI> b BETZTONT 121V R—+FTBTENT
EEER

LDAP (. #—F YV =X THEDARVA—IEKEFLEVWT T r—23>7OrLTHD. 10E2—2y 70O
FIL (IP) Xy hD—OBHTHET A LI MUVBRT—EXNDT I IPEERZITSLDDHDTY, Tr L
JhUBHRY—EXRIG Ry bT—ITEAAGRR, 1—F— PRTL XY FT=0 —ER BLUTTUT
—2avilEAT3BReHEBE I B LDHIFERINE T,

LDAP i3—fEMIC. > > J L1 >4 > (SSO) 22— — |l HICHBINET, SSO Tk (2—%—-CT
i) 1T2DNRRT—REEHOY—ERABTHELE T, YV I Y1 oA ic&b, 2a—H—3atto Web 4o
MI—EOJA>93c. HRA VSR Y EADTIEIADBIINE T,
ISAT7V D TaL O MU ZXFLI—YT b (DSA) ciEEn s LDAP r—/N\N—iZ#E4: L C. LDAP v
AavERBLET, RIC. 7507 MIREEREZ Y —N—IZXEL. —N—I3EERBATIHELE T,

BE.

XenMobile Tld. 2—%'—Hh' XenMobile ICF /N1 X&=ZEEEL7BIC. BIEE— R%E R XA VBEEH St ER
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HE-—RICEETZ @Y R—FIATLEEA

XenMobile T LDAP 1Z4:%3EINT 3ICiE

1. XenMobile 3>V =T, BLOWETIIAV%ZI Vv I LES, [RE] R—IHHEITFT,

2. [¥—=N—=] OF®D [LDAP] #2)vo L&Y, [LDAP] R—IHHEEY, COLETHETSLSIC.
LDAP ##ln 7« Lo b % [BM]. [l [BIR] §5 e TEET,

XenMobile Analyze Manage Configure <3 %, admin v

Settings = LDAP

LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
[
Add
Directory Type Domain Name Server:Port User Base DN Group Base DN Default v
Microsoft Active Directory agsag.com 10.199.225101:389 dc=agsag,dc=com dc=agsag,dc=com v

Showing 1-1 of 1 items

LDAP #EHLD T« L7 b 1) ZIBINY B ICIE

1. [LDAP] ~—>7T. [&m] #oJvo L&Y, [LDAP DEM] R—IHHEEIEY,
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XenMcbile Analyze Manage Configure el A, admin v

Settings = LDAP > Add LDAP

Add LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Directory type* Microsoft Active Directory -
Primary server™ IP Address or FQDN
Secondary server IP Address or FQDN
Port™ 389

Domain name™

User base DN* de=example.dc=com @

Group base DN* de=example.dc=com @
User ID*
Password ™

Domain alias™

XenMaobile Lockout Limit [} @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 3268 @
Global Catalog Root Context de=example.dc=com @
User search by userPrincipalName h
Use secure connection NO

cance' m

2. ROREZEELET,

s FALUKN)OEER: —BHS. BIRTALYN)OBEEERLET, T 71/l M [Microsoft
Active Directory] <9,

o F3ATUY—N—: LDAP TERTZ TSI IH—N—%ZANALET, IPT7RLIAEFRIITLEM
KX1>% (FQDN) ZANHTEET,

s TAVHAVY—N— EHVFIH—N—DEEINTWVWBIHEE. EETEAAZIHF—N—-DIPT7
FLRFHEIFFQDNZANALE T, SOV —N—lE. TSIV —N—DMERTIHVEEICERT
27xMIINA—N—F—N—-T7,

e R—k: LDAP H—N—THERTIZIR—+rESEANNLET, 774 ETIE EFaU T REIN
TWARL LDAP #Z#5ADR— FES 389 ICRESNTWVWET, EXxa T rFREINI LDAPEHT
I#7R— ~ &S 636, Microsoft D+ a1 71 FEINTLAL LDAP #4iTld 3268, Microsoft @
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tFxal) T REINT LDAP $Z45iTIE 3269 Z#fEEL %95,

o RXAYE: RXAYEEANALET,

¢ 1—#—~_—XDN: Active Directory HTOI—H—DUEBEZ—EDHANFTAALE7. B
IR EENFET: ou=users. dc=example. dc=com

o J)L—FR—XDN: Active Directory ®J )L —FDFZMEANILE T, fce xIE cn=users, dc
=domain, dc=net®H&. cn=usersiFFIL—FD > T+ & Tdcld Active Directory @ K X
AYAVER—Y T,

« 2—4—ID: Active Directory 7A7 > bCEEM TSN —F—IDEANALET,

e NRT—F: I—H—ICEEMITSNINRT—REANAILET,

o RXAYIANTR: RAAVEDIA)TRZANNILET,

+ XenMobile Oy - 77 b#IRR: O > ORITRKEERE LT, 0~ 999 OHEEANALET, 0]
DEICKET DL A—HF—HOJF>ORATERRICEL > TAYITIRINBZCIEHB<AED XS,

+ XenMobile 0w o 7Y rEfE: Oy o7 bHIREBR LBICI—Y DR T IHRENHZ 0%
£9. 0~99999 DHEEZANALET, 101 DEICRET D L. I—HF—H0Ov I T7T MEIZEFIR
ICEFHIEONZ CidB<aD &Y,

e JO—NIAZOY TCPAR—bt: JO-NILAZ2OJH—N—D TCPR—+ESENHILET, T7
)L b Tld. TCPR— b &ESIE 3268 ICREINTUVE T, SSLIESHKTIE. R— MBS 3269 %M
LEJ,

e JO-NIAEOJIIL—FOYTHX L EET. Active Directory T/ O—NILAZ O BEREZ
BMCLIEESICERTS. JO—NUIL—rIVTEFINMEZANNLE T, COBETIFE. ZEOD
LDAP RZRICIMA T, REFORX AV BZHRETE LR ERDO ANV ZRRTEET,

o« A—H—1ERE: —EBH 5. [userPrincipalName] %713 [sAMAccountName] #%:®iRL
¥9, 7=/ +ix [userPrincipalName] <%,

s TXFaTEGEMER: EXaAV T RESNERZFRATINESHEBERLET. 774N
[NO] T7,

3. RE] 20U wILETD,

LDAP EHDF 1 L7 kU RBET 31213

1. [LDAP] OXRT. H&EITZT LI MU ZBERLET,

TALIMIDHBICHBZF v IRy IRZFVICTBE. LDAP —EDOLEICA TS 3 XZa—HRRSHh
9. " BEOEBZIVUYITRL. TOEBOAAICA T a v A a—HRETNET,

2. m&E] 20Uy L%EY. [LDAP OiEE] R—JHHEITXT,
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Edit LDAP

Provides connection to one or more LDAP-compliant directories, suich 25 Active Directory, toimport groups, user accounts, and related properties

Microsoft Active Directory

ssssss

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context

3. BEICBLTUTOEREZZEELE Y,

TaLON)OBE: —BNS. BYBTa LI N OBEZERLET,

T4 UH—/N—: LDAP TERTZ ST IH—N—EANALET, IP 7 RLZAELIITLEM
FX1>% (FQDN) ZANTEEY,

ThHYHE )Y —N—: FET. €AV AVH—N—DIP7RLZXFIZFQDN ZANAL T (B
NTULBEE).

R—b: LDAP 5—N—THERAITZR—+ESEANALET. 774 ETIE EFaUTrRESHh
TWALW LDAP #65ADR— FES 389 ICERETNTVET, EFal) T REINT LDAP 4T
IFR— + &S 636. Microsoft Dt ¥ a7 REINTLAL LDAP 45 Ti% 3268, Microsoft o
TFaUTRESNT LDAPEATIE 3269 ZEAL £,

RXAVE: TOT4—ILRIEEFETIEHA.

d—#—~_—2X DN: Active Directory R TOI—H—DUBX —BD#IFTANILF T, BXHIC
IR EENFT: ou=users. dc=example. dc=com

JN—FR—=ZXDN: Tcn=groupnamel] O&SIZEETNDZ. JIL—FDR—XDNJIL—TZ%
ANHILET, fee zId. Ten=users, dc=servername, dc=net] T. lcn=users] (&J)L—
78 T9. DN & U servername (F. Active Directory #R1TLTWAH—N—DEFIEXRLE T,
a—#—1ID: Active Directory 7hv > MCEERIFSNI—F—IDENALET,

NRT=F: A—HY—ICEEMITSNTNRT—RFZANALET,

RXAYITAVTR: RXAVBDIAVTRZANNDLET,

XenMobile Ov o 77 rEIRR: OJF > OFRITRKEFHE LT, 0~999 O¥EZANALFT, 0]
DEICKETD L. A—HF—HOJF>OATRRICEL>TAYITIRINBZ I CEZHBBEDET,
XenMobile Oy o7 bERE: Ov o 77 bREBR LRICI—F—DFETIXELDH S D%
KT, 0~99999 OEZANALET, 01 OEICEKETD . A—HF—HOv I 7V MMRICEFIH
ISR SEONZ C 3B B EY,
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« JO—-NILAZOJ TCPR—b: JO0-—NILHhE20O7H—N—D TCP R—+ESZANNLET, 77
FIL b Tld. TCPAR— b &ESIE 3268 ICRREINTUVET, SSLIEHTIE. R— MBS 3269 %M
LEd,

« JO-NIAEOYIIL—FaYTFHFR L FET. Active Directory T/ O—NILhZOJ%E%:
BMCLELSICERYTS. 7O0-NLIIL—FOAVTEIANMEZANALE T, CORETIE. ZED
LDAP BZRICIA T EBORX AV EZIBET IR ERD XAV ERERTETET,

o« A—H—1aERE: —EBH5. [userPrincipalName] %73 [sAMAccountName] #%:®iRL
x9,

e TXaVT A TRESNIESREZFER: X2V T RESCNEGZERTEINESDZERLES,

4, [#7F] #OUw I LTEEZRETZH. [Fvotll] 22Uy oL TTAONTA2EEETEOTEIC
LET,

LDAP FEHD T« LU b ) Z KR T 3113

1. [LDAP] DOFXRT. HIBf9 3T L I MU EBEBRLES,
ETONTADBEDF T v IRV I R%EFICLT, HIBRT2 TONT1 Z#EHERTI XS,

2. [HIBg] 20w o LET, BRBAATOIRY I XDEETET, B5S—E [HIFK]l 20UV ILET,

BER A1 EBEAE DI

XenMobile Server =15 L T LDAP OB TEBDO R X1 >4 T 1 v o XEFERT 3 IC1E. Citrix Endpoint
Management RF¥ a2 X> bD MEHE X1 VEBEEDER) TFIEZSRLTLETV. COFIEIF. A TLIX
Hz® XenMobile Server & & T Endpoint Management 2 57 KRR E#HTY,

RXA>+EXxa)Ta b= VR DHER

RADIUS 7O+ /L% ERAL T, LDAP BERBHRE 7V Z A LNAT—RICKZRBHAE I —F—ICERT DL SIC
XenMobile Z#BH T £7,

A—Y—EUFs2RBICT B0, ToEr% Citrix PIN % Active Directory ®/XX7—R¥ v v a L&
EHOEZENTEERT, COBERICED. I—H—IFLDAP I—H—RBENXT—REEDIRLANITZ2HEHLA
KBDFET, 2L, B NRAT—REM. $LUO7H7> 0OV o770 FOBEIR. 2—F—BENXRT—R
ZANALET,

LDAP 52E DR

EREEIC LDAP 2 {EBE T 3154, SEPBI%EIH S XenMobile |C SSLEFFAZ%# 1Y X M—ILTA3RERHD £T, L
<lF. ™XenMobile TOIEERED 7w 7O— K] #8BLTLET L,
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XenMobile Server: g#HU 1) —X

1. [(8%€] T [LDAP] ZoUvoU L%,
2. [Microsoft Active Directory] #3®RLT [fRE] 2o UvILET,

XenMobile Analyze Manage Configure M %, admin ~

Settings > LDAP

LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
A%d ‘ E.;;t Ll ‘ De\aete
Directory Type Domain Name Server:Port User Base DN Group Base DN Default v
Microsoft Active Directory xmlab.net 10.207.86.51:389 dc=xmlab,dc=net dc=xmlab,dc=net v

3. [[R—F] *636 THRAZEHERBLEYT (EXxa)FTo THREINK LDAPEHDIZE). X2 )T+ TR
# N7z Microsoft LDAP #4354 13 3269 T,

4. [EFa U7« TRESNIEGZEA] 2 [3V] ICEELXY,

Port* 636

Domain name* net
User base DN* de= de=net @
Group base DN* de de=net 1 @

User ID* administrator@ et
Password™

Domain alias* et
XenMobile Lockout Limit 0 @
XenMobile Lockout Time 1 ®@
Global Catalog TCP Port 3269 @
Global Catalog Root Context dc=example.dc=com @

User search by userPrincipalName =
Use secure connection |
Cancel E

NetScaler Gateway R EDHER

XD FETIE. NetScaler Gateway 1 > X% > X% 9 TIZ XenMobile ICEML THZ L BELTWVWE T,
NetScaler Gateway ¥ > X4 > 2%BMY 12k, TNetScaler Gateway 1 > 24> ZDiEM) #BBLTLE

eI AN
1. [(8%€] T [NetScaler Gateway] %2 Uwv oL %7,

2. NetScaler Gateway Z#IRL T [4m&E] 2oV v I LFET,
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3. [AV#>o®E] T [FAAYBLVEFaUTrb—02] Z#ERLET,

Add New NetScaler Gateway

Name THA
Alias
External URL
Logon Type Domain and security token A
o @)

Password Required

Set as Default

Callback URL* Virtual IP

Cancel

CitrixPIN r 22— —NNXT—Rx v v a0BEML

Citrix PIN 2 —H—NXT—R*x v v azEGMkT3ICIE. BE] > [V507> 7O0NTa] ICB#HL. F
Twv IRy X [Citrix PIN ZBiE0EMK] &V [2—F—NXT—RF*v w208k Z42ICLET,
FHLIE 5097 b 70O0NTr1 EBBLTLETV

RXA>ELUVEFaUTr b= BN 76D NetScaler Gateway D15k

NetScaler Gateway twv> 3 >0 7O7 71 ILEIVRY > —% XenMobile TEAINZREY —/N—RICHE
ML ET, L <&, Citrix NetScaler Gateway ® K¥a X hESBBL T TV

924147 J_E; EH . Tl DEEEEC\: R X1 /u:quE@‘%HrﬁAbﬂ'

January 10, 2020

XenMobile 57 #JL b#EAiId. I—F—RBLNRXRT—RIC&ZRETT . EiFH & U XenMobile BEEAD 7 &
CLROEFa2V T 2RUTBICIE. AAER—IXORBAEOERZERL T ZI L, XenMobile BIETId. 0
BRIEEF2VTr A HF—ITIIRVIVIADRBLBEAEDETT, sEAE L R X1 VRAZFA TS
NetScaler @ 2 BRI CTREINZ X2V T L e HICSSO OREOTRESEESIFHLET,

I—H—EUTFrEZRBICTBHIC. TOHAE L K X1 V% Citrix PIN % Active Directory ®/¥27— K
Ty v atHBEDEZCHNTEET, TOER. A—H—IF LDAP 2 —H—Re NXT—REEDRLAAT
BMENBLAEDERT, L. BR. NXT—REMH. $LUT7AHAY> 0Oy I 7Y OBER. 1—H—8L
NZAT—RZANHLET,
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BE:

XenMobile Tl&. 22— —H' XenMobile IcF /N1 X &2 B L1-BIC. BEEE— K% B X1 V8D S5 MHD:R
HE—RICEETBR I R—rINTULEEAS

LDAP % XY — b H— RDEAZ/IXEAEOAZEZHT LA WVES. HAZ%#EM T 3 £ XenMobile icx<v—+ 7
—REERTEET, I—HF—IFFhICELD. XenMobile "ERT2—=D PIN #FRLTEBETIEd, 21—
—hT7 O RIEZEE T D . XenMobile (. XenMobile 1818 %R ¢ 3 - OICHER INZHAAEEER L TER
LF¥d,

NetScaler for XenMobile 7+ #— R#FER T3 . NetScaler sEFAZ D H DBEE £ /- IFEFEAE ¥ R X1 VEBHD
BAHAADLEZFERT 35S, XenMobile ICXEABRZRITTE £, NetScaler for XenMobile o+ #—Rik 1
ElOHARITTEIET,

BEFaAVTAOIRIETIE. NTUv IRy b= FIFRESATLRVLRY NT—J THEIND LDAP EigE
WzFETI LI ABICHTIRAOEFAVTABREABINET, BEFaUTDERIETIH. 7717
VHMIBECEFaUTa b= R FERT R 2EBRBINA TS a> e D ET, L IE MRERERES LUt
Fal)Tq b—=0 VRO THD XenMobile 0iErk) 28R L TS

U547 ~EBAERRHE L. XenMobile ® MAM €— K (MAM-only) & U ENT E—RTERTEEY (2—%
—H MDM ICEFEL TW3HEE). 2—F—HRED MAM E—RICEFELTWBRIBE. 751 7 MEBAZEREIE.
XenMobile ® ENT E— R TERTE £t Ao, XenMobile ENT & U MAM E—RTU S 7 > MIRAERA % &
ABY3IClE. Microsoft #+—/\—. XenMobile Server ##p L THh 5. NetScaler Gateway ##Eml T 3 U EH H
DEd, CORBICHAINTWVREED, ROFIEIE>TLETWV

Microsoft 4 —/\—DiE4&:

1. EFEZED R+ v 71 > % Microsoft Bl B>V —JLIcEBmL £,
2. T 7L — b%ERAERE (CA) ICEBIML£T,
3. CAy—N—h5 PFXEEPREZ1ERRL L £ ¢,

XenMobile Server 054
1. iEBAZE% XenMobile IZ7 v 7O—RL £,
2. ARREICEDWIRRED DI PKI T T T ZERL £ 7
3. BERBERIONTI A —ZBRLE,
4. NetScaler Gateway z#pk L T. sBEADI—H —dBAEZRiEL £ 9,

NetScaler Gateway OERICDWVWTEH L < & KD Citrix ADC RFa XY bEBRBRL TSIV 751
TYRREE. SSLTAT77AINA VTSR NI OF v, 54T > MEEAZERER ) > — OB L TUN1 >
Fo
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XenMobile Server: g#HU 1) —X

ElEats

o Microsoft sEEAZH —E XD I YT T4 TV L — b E2ERT 315813, BRFAT/NA XDOZEICET3
BB T2 0. BHRXFEFEALBAVWTLLRETW, Lz, TY7L—bRICIBUTOXFEFERLE
WTLEIW: 0 LS O## %+« ~ 2 | {3} []

o HFRAEFZHIS LU SSL A 70— RAEMFERAT 3 Windows Phone 8.1 7/ 1 Xdi54&. NetScaler RO™EH D
BESEREY—N—LDR—r 44312323 SSLE v a VBRFAZEMICLTLLETIV, 5932,
vserver L CAR—k 443 IC3 L TROOAT VR ERITLET:

set ssl vserver <ssl 1b vserver> sessReuse DISABLE

SSLEvy avBENREEEMICT 5. NetScaler TIRM TN 3 BB LO—BHEXICAH D, NetScaler £
DINTA—IXVIABPMBET TR EHHD £,

+ Exchange ActiveSync iZxt L TREFAER— X DR Z 8RS 31213, SDMicrosoft 7O/ =8B LT

T,

o ISAR— Y —N—3EBAE%ERA L T Exchange Server An® ActiveSync bS5 7 1 v U 5 1RET 3HE
e ENALUTNARCTRTOI— MEEAZES S UHREEIEAEDN H 2 C e 2B L TV, TNH5DEE
BIEHN AR WBE. Secure Mail TOX—ILRY U RBERHC, FEBAER— X DRENKK L £3, Exchange
ISAYY =TI ROZEHRBETT:

- XenMobile %# Exchange A9 37D Web # bzBINL. Web 4r—/N\N—ZEBAZEZ N1V R L
E

- R—hr9443 =ERAL £,

- Z® Web % ~icxt L T. Microsoft-Server-ActiveSync B EWS BiZ. 2 207 U4 —> 3
VEBMTZIHELNHDET, TNSOMAD TSI r—>a>Iicxt LT, [SSL Settings] T
[Require SSL] %##IRL £,

o BRAETHERIZEIF. Secure Mail ’&# D MDX Toolkit TS w 73N TWB e ZRRBL T ZS L,

HFERE D X+ v Fr > % Microsoft B> Y —ILICIEINT 3

1. AYV—=ILZEWVWT, [RFvTF1>DBMEHKR] #00 v LFET,
2. RORF v T %=BMLET:

o ;ERETF VL —

o :fFAZ (O—AHJLaYEa—%—)

o FERRE - HEDII—H—

o EERAMRES (CA) (O—AHJL)
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Add or Remove Snap-ins I

Wou can seleck snap-ins for this console from those avalable on your compuber and configure the selected set of snap-ins, For
extensble snap-ins, vou can configure which extensions are enabled,

fvailabde snap-ins: Selected snap-ins:

| Snap-in Yendor - Tl Consale Root Edit Extensions. .. |
= Ackived Control Microsoft Car, .. 3 certificate Templates

[Edauthorization Manager  Microsoft Cor... Gl cCermificates (Local Computer) Remove |
] CertFicate Termplates  Microsoft Cor. .. ECEltificates - Current User

ﬂ(erl:‘icates Microsoft Car., .. '_f_hJCertiflcatlun Augthority (Local)

LlCertFication Autherity  Micrasoft Car...
.**-Cc:mpment Services Microseft Car. ..

zgc::-mm.r.er Managem,.,  Microsoft Car, .. Add =
ﬂt‘-wu:e Manager [icrosoft Car., ..
=t Disk Management Micrasoft and. ..
5"5 Enterprise PKI Microsoft Car, ..
[3] event viewer Micrasoft Car. ..
| Felder Micrasoft Car. ..

_..’ Group Policy Object ... Microsoft Cor, ..

SDinternet Information... Microsoft Car. . LI Advanced. ..
Description:
The Certificate Templates snap-in sllows you to create and manage certificate templates,
ik Cancel

3. [fRET>FL—F] ZRELET,

Terplate Display Heme = i Chs | Versin | Irkended Pupases
& Cartificats Templates (DCD1. testprise net) & Enraliment Agent Windews 2000 4.1
1 [ cerificatss Local Computer) 5 Envailmenit Agant (Canputar) Windows 2000 5.1
@ (gl Certificates - Currenk. User = Envalmenit Agant vi Windows Server 2008 En..  100.2  Certficabe Request Agent
(8] Lg) Certification Atharity {Local) Hruch et Agant (0 5 . 41

changs Envalmert Agent 2 (0fine request) Windows Server 2003 £, 1003 Certficans Requast Agent
change Signature Criy Wndows 2000 &l Mora fiions: "
change Lisor wAnGows 2000 71

Fsec wandows 2000 a1

Fec (Offine raquest) Vandows 2000 1

(tveros dustherticetion Windows Server 2009 Bk 1100 Clent duthenbication, Server Authenticatian, Smart Cand Logan, KDE Auth
¥ Recovery dgent Vindows Server 2003 Erk.. 1050 Key Recovery Agent

ekile Deathskar Cert Vindows Server 2003 Erk.. 1003 Chenk Authentieaticn, Sseure Emal, Encrypling Fie Syskem

tekile Liser Cert Windowe Server 2003 Ent...  100.3 Cheri fuhentication, Secure Emal, Encrypling File System

CSP RESPONEe Signing WNGoWE Server 2008 Ent... 1010 QTSP Sning

RAS and TAS Sarvar windows Server 2003 Ent... 1010 Cheri: Authantication, Sarver Authentication

Fipat Certification Aukhority Vindows 2000 51

Router (Offine requsst) windows 2000 +1

vAndows Server 2003 Erk.. 1002 Chenk Authentication, Secure Enval, Encrypting Fie System

wAncows Server 2003 Ere.. 1002 Chenk Authentication, Seaure Emal, Enrypting il System

wincows Server 2003 Ere.. 10003 Encrypting File System, Secure Emad, 9 sanuriy IKE mrermediate, Ciant &

Wincows 2000 61
Windowes 2000 w1
Windows Server 2003 Bt 1005 Cherk Authentication, Secure Emil, Encrypling File System
Windews 2000 S

indowe Server 2003 Ent... 2002 Clen Authenticaticn, Sacure Email, Encrypting File Systen
VANGOREServer Z003 EC.. 1002 Chen Authentication, Secure Enil, ENcrypting File Systen
windows Server 2003 Eri..  100.7  Clent Authentication, Secure Email, Encrypting File System
vindows 2000 31

wAnGows 2000 41

VAndows Server 7003 Ere... 1003 Clenk Authanbicabion, Secure Emal, Encrypting File System

Viindows Server 2007 Ere_. 1007 Encrypling File System, Secure Ema, Cient Authentication

Wiindows Server 2003 Ere.. 1002 Clen: Authenbication, Secure Emsil, Encrypting File System

Windows Server 2008 Erk... 3002 Clenk Authenticaticn, Secure Envil, Encropting File System

Windons 2000 41

3 woekstation Aukhentication windows Server 2003 Ent.. 30L0 Clen Authenticaticn -

bl J i

50 cortificate templates

4. [2—H—-] FrTFL—br [FYTFL—LOER] ZBRLET,
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3 Trust List Signing
B —
3 Web Server All Tasks .
ﬁ“\‘ﬂmmm - P o

Help

5. [7>7L—Fr] ORFBZNALET,
BE:

HERIBEDH. [Active Directory DFFFAEZ % H1T93] FTv IRV IREAVIILET, TDF
T2 avhAroBE IRTOI—H—U 517> MEAED Active Directory TIER I 1. Active
Directory ¥ —2~R—2%FB$ B EEEMELH D £9,

6. 7oL —hOEHE LT [Windows 2003 Server] %#3&ERL %9, Windows2012R2 H—nN—d [E

mE] T,

[:EPAMRE] %3ZEIRL T Windows 2003 228X L TREL £,

7. [2*aU7«] T @AY —D ] Flo [BR] #7232 Z8RLET,

St Masies Seved | lsnce Regaements |
Coenpatibaliiy [Eemd Fresquast Handing Il:r,'pltwapl'ql jl‘fq-.ﬁ.ﬂﬂlm
J Superseded Templates |_ Esenmn | Secunty

G0 of used riaine
-uﬁ-:.ﬂ'\-eﬂlrﬂd Llz=is
1 Setrrarwiiiator [AcirerestighonZla sipecs nel]
B Domain Ackvir [TESTPRESE\Domain Admans)
!Dm\bﬁu:ﬂ: [TESTPERISE D o Lseis)
E Embarperva fidins [TESTFFFSEME nderpripe dadmins|

[ g [ Bomern |

Perrizsions b Sutrenticated Uien Al Dl

Fudll Ciontocd O 0

Foad v 0

Wweits 0 [

Enecd -.:". 0

Augperosl O O
Foo spescial pesminions of sdvanced pettngs, bk A —

| or [ Camel |[ oo | Hee

8. [BBSH] IC. BTF—DHF A XZH/WEL T,

9,

& T. XenMobile DR HICF—DH 1 XEANSIL
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SubjectMame | Sevw | Inmﬂu.i'mﬂ

Superreded Tamplaing | Esterwme: |
Compatibaly | Genessl | Frequest Handing | Ciytogspiy IL
Erirvaer e LW Cryphographes Sernce Provede o
Algorither, rusmes: |D:ﬂm-¢udbyl:‘ip vl
Blrwenen sy 42w ]

Choose which copplographc prosidess can be uped fos regussts
C'Emmthuww:rmﬂa vl o Lha jubbescl’s compuer
il Requeits fustt e ore ol e lolowrsg povaden:

Priovgders
WA Micinzoft Eranced Creogapte: Privader 1 0 ~ [#]

Ribapans hasky [ Detemmed by C5F -]

[ Tillse sterrste signashune fommat

[Cow [ Coesl |[ oo |[ Hee |

9. W7V hR] T, [BRICEFEFND] ZBRLET, EEZHEALT. RELET,

! Properties of New Template 1EL]

| Supermeded Tesplstes | Estérmors | Secusdy
Gerersl | Request Harddirg | Crptogrechy | Koo A
SubectHame | Server | lsewecs Foqueenen:

=) Supoly in the raquett

1Lze subgesct imfoamation from esitting cemificates for subceniodment
“teremwal tequet: 1)

17 sl Irsem thes At Directony mdoemation
Seleck they optaon b endorce cordislency among tubect names aed 1o 1

Ciarrent vektrigd Por thag certifachte temiplate allow & lhent ba dulbmn 5
certificate request using amy subject name and does ot requine
appreval by o cetdhoate manager, Combiring thede cethcate ogiiand
iy create 3 secunty risk and iz not recommended.

=1

it Auithe

" Contsol is divshiad dus o compastiadiey pattingr

oK) [onee ] [ ooy ][t ]

TT  Pliasvt Barthanbis afinr Dacairs Ernill Favnmsin Fda trbarn

7L — b%ZERA%E (CA) ICIBINY 3

1. [GEPAt4RE] (BBl T, [GERET Y7L — K] Z#;RLEY,
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2. BRI yzH IV YO LT [FR.

[RITYZMBAZET > TL— ] DIEICERLET,

[} Consale Root
5 Certificate Templates (D007 bestprise.net)
b G Certificates (Local Computer)
I '_';l] Certificabes - Current User
4 I Certification Authority (Local)
4 g bestprise-TESTPRISECAZ-CA
[ Revoked Certificates
[ Issued Centificates
[ Pending Requests
[ Failed Requests
[ Certificate Templates

Mame

) Copy of Web Server

E Copy of Computer

G Mabile Deathstar Cert

3 Mabile User Cert

= Tday

& Thour

5 Directory Ermail Replication

1 nomain Controller Authentication
E Kerberos Suthentication

5 EFS Recovery Agent

5 Basic EFS

5 Domain Contraller

T eb Server

= Computer

.E User

) subordinate Cettification Suthority
5 administeator

Intended Purpase

Sepder Authentication

Server Authentication, Client Authentic...

Client Suthenticstion, Szcure Email, En...

Client Authentication, Secure Email, En...

Encrypting File System, Secure Email, Cl..
Client Suthentication, Secure Email, En..

Directary Service Ernail Replication

Client Authentication, Server Authentic,.,

Client Buthentication, Server Buthentic..,

File Recovery

Encrypting File Jystem

Client Authentication, Server Authentic...

Server Authentication

Client Authentication, Server Suthentic,.,

Encrypting File System, Secure Email, Cl...
<Alls

Microsoft Trust List Signing, Encrypting...

Manage |

Mew 3 || Certificate Template to lssue ||

Refresh

Export List..

Wigar ]
Arrange lcons 3
Lire up lcons

Help

[OK] #2Uwo LT [ZEPAKE]

IZBBMLEY,

3. FIOFIETIER LT > T L— bz=BRL.

Select one Certificate Template to enable on thiz Certification duthority.

Mote: If a certificate template that was recently created does not appear on this ist, you may need bo waik untl
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ca.

For more information, see Certificate Template Concepts.

M arme

-'E tong

-'E Trust List Signing

.@ IJzer Signature Only

-'E |Jzer-RequesterM ame-'2
] User-RequesterN ame 3
5] yser2

5] user3

T workstation Authentication

vobile_Templats

Intended Purpose
Client Authentication, Secure Email, Encrypting File System
icrozaft Trust List Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrypting File System
Clignt Authentication, Secure Email, Encrypling File System
Client Authentication, Secure Email, Encrypling File System
Encrypting File System, Secure Email, Client Authentication
Client Authentication
Client Avuthentication,

cure Email, Enciypling File System
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CA—N—1h5 PFXGEBREZER T %

1. Q1> Lt —EX7hU Y T A—Y—.pfxcert Z#ER L £, ZD.pfx 77 /Li& XenMobile iZ

TyZFO—REN. TAARZEBRIZ1—HF—DHic1—H—RAEZERLET,

2. [REO2—%—] T. [GEEAZE] ZEREALZI,

3. BRTYTEI Uy oL, [HLVEBBOER] 25UvoLET,
a . consolel-[Console RootC

aFile Action  View Faworites  Window  Help

«o nE 06
[] Console Root

E Certificate Terplates (DCO1.testprise.net)
I G Certificates (Local Computer)
4 (¥ Certificates - Current User
4 [ Persanal
| Certificates
I Trusted Root Cerification Authorities
b Enterprize Trust
b Intermediate Certification Authorities
I Active Directory User Object
b [ Trusted Publishers
I Untrusted Certificates
I 7 Third-Party Root Cerification Authorities
b Trusted People
O Client Suthentication Isswers
b [ Certificate Enrolliment Requests
I 2 Smart Card Trusted Roots
b E_I Cerbification Authority (Local)

4. [FEFAEOER] BEN/HEI T,

Before You Begin

-

|ssueed To
ii'.f\.d rnistrator

Issued By
testprise-TESTPRISE_CA-CA,

Expiration Date  Intended
IM11s2m6 Encryptin

Al Tasks

E H Regquest Mewr Certificate..,

Refresh
Expart List..

Irnpart..
Advanced Operations

Wiew

Arrange lcons

Line up lcons

Help

DRAN] Z#0Uw o L&Y,

The following steps will help wou install certificates, which are digital credentials used to connect o wareles:
netwiorks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer i3 connected to the netuark
You have credentials that can be used to venfy your right to obtain the certificate
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5. [Active Directory EigRU>—] #BIRLT [RAN] 20U v I L%T,

Select Certificate Enrollment Policy

Certificate enrcllrment policy enable: enrallment for certificate: based on predefined certificate ternplates
Certificate enrollment policy may already be configured foryou,

Configured by your administrator
Aitive Directory Enrollment Policy
Configured by you

6. [2—4%—] TUTFL—hrZBERL. [BR] Z27UvILET,
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Request Certificates

You can request the following type: of certificates, Select the certificate: yvou want to request, and then
click Enrall,

[ User JJSTATUS: fuzilable Details ~

[Juser? @SIATUS: Deailable Details
ﬁ More information is required to enroll for this certificate. Click here to configure settings.

[ user3 A STATUS: Zuailable Details w
B, More information is required to enroll for this certificate. Click here to configure settings.

[ User-RequesterMame-y2 @SI&TUS: Aaailable Details »

[ Show 2l termplates

| Enroll | | Cancel

7. BIOFIETHERLI.pX 771 ILEZ IV ZR—LET,

Y

lssued Ta lssued By Expirstion Date  Inter
?:l.ﬂ.dm inistrator testprise-TESTPRISE_CA-CA 1142016 Encr
Oipen
All Tasks ] Open
Cut Request Certificate wath Mew Key...
Copy Pernew Certificate with Mew Key...
Delete Advanced Cperations *
Properties | Exgort..
Help I

8. [iFW WBF—2IIVRKR—bLET] £2VUvILET,
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Export Privata Eey
ol can choose b export the private key with the certificate,

Private keys are password protected. IF vou wank to export the private key with the
cerkificats, vou musk bype & password on & lster page,

Do o wank ko export the private key with the certificate?

(®) es, export the private heyi

(Z) Mo, do nok export the private key

9. GIFADNRICH BHEEAZZ TR THNLTARNTEL] ZERL. [IRNTOBRIONT 1 Z2TIAR—+T

3] FIwIRYIREFVICLETD,
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Export Fik Format
Certificates can be exported in a variety of File formats,

Select the Formak you want bo use:
) DER encoded binary ¥.500 (.CER)
() Base-&4 encoded %.509 {.CER)

() Cryprographic Message Syntax Standard - PKCS 27 Certificates { FPE)
] inchude &l certificates in the certification path if possible

(®) Perspnal Information Exchangs - PKCS #12 (PR
Include = certificates in the certfication path if possible

[ Deletes 2he privete ke if the expart is successful
[ Export gl extended properties:

() Micrasaft Serialized Certificate Stere (LS5T)

10. XenMobile ICcCDiFREZE# 7w TO— R TR L EICERTEINIAT—REZHRELE T,
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Security
T mairtarn security, you must protect the private key ko a security principal or by
wsing a password,

[(JGraup ar user names {recommendzd)

[w] Password:

Confirm passward;

N. #EEZO—HILDN—RRSATICRELET,

XenMobile ADiFBEED 7y FO— R

1. XenMobile A>V—ILT. BLoEE7rI>%2 IV v o LET, [BE] BEHIFIRTINET,
2. [(3EBE] #2 U w I LTHSE. [A1VER—F] ZIUYILET,
3. UWFDONSA—2—FEANHLET,
o A{VR—F: F—X+T
o« X—ZhTOEE: PKCSH12
o FHBM: HY—/N—
o X=X LTI I [BE] 2UUv LT, BIOFIETER L 7.pfX SIAZ % BIRL £ 7
o NXT—R: CZOAZERICERLIENRT—REZANALET,
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Import
You can import certificates or keystores used by PKI components. You can import several certificates,

e5
but you can only have one certificate activ

= at a time.

Import Keystore =
Keystore type PKCS#12 -
Use as Server -

Keystore file*

Password”

Description

Cancel

4. [1YKR=K] 20Uy ILET,

5 EEAENEBICA VA P—ILETNTVEDRALET. EBICA VX ML ENTEEBREN 1 - —GRE L
LTRTEINED,

SERRAEICE DW= 0 PKI T> 7« 7 DERR

1. [RE] T, [F4] > GIREEE] > [PKIZ>To 7] DIEICBEHLET,

2. [&m] #2UwsLTHS. [Microsoft sIEBEH—F XT>FoT«] #2UwoLET., [Microsoft
HERAEHY —EXI VT T —RARER] BEL’EIET.

3. MFONSA—2—2NALET,

- BHi: EREOBFZNNILET,

« Web &2t —tE XJL— bk URL: https://RootCA-URL/certsrv/ (URL/XXDBREICZAS v
a2 (/) ’HB e EBRLTIIEIW,)

« certnew.cer R—JF: certnew.cer (F7 %/l ME)

« certfnsh.asp: certfnsh.asp (F7# /L ~i#)

o BHEOEE: U5 T MEAE
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« SSL U147 > hEFAE: XenMobile 751 7> MEFAEZRITT 3 7cOICFER T 21— —HEAE

ZEIRLE T,

Microsoft Certificate ~ Microsoft Certificate Services Entity: General Information
Services Entity

Name *

Web enrollment service root URL* tps:/f
t page nam
certfnsh.asp* ertfrish.asy
Authentication type Client certificate
SSL client certificate Select

Import S5L certificate

4, [FFL—F] T. Microsoft sEFAZ%# R L 1c e SICER LT FL—FZEMLE T, AR—X%ZB

MLABVWTLIET W,

Microsoft Certificate  Microsoft Certificate Services Entity: Templates

Services Entity

1 General
Templates

MdTemplate

5. HTTP NS5 X—=%—%X*vFL. [CAGEERE] Z2oUv oL ZEY,

6. IRIFATEETS/L— b CAGERAZDORFIZHIRL £ T, CDIL— b+ CARERREIR.
MERRED S Y R— b ShicFz—>D—ETY,

XenMobile 517>

Microsoft Certificate  Microsoft Certificate Services Entity: CA Certificates

Services Entity

1 General

2 Templetas
Name Serial mamber
HTTP Parametars
§ raneter B  tsining-AD-CA

Valia from Valid 1o

O2/22/3013 02222023

1. MRE] 200w o LED,

BERER I ONA S — DR

1. el <.
2. Em] 2oV voLET,
3. [8%) T. RONSA—F—EANNLET:

o BEl: EROBFZANNLED,

(F¥48] > [GIFAEERE] > [ERBHR7ONI42—] DIEICEEL KT,
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o HiFA: EEOHAEANNILET,

s BITIVT 4T« AICEHLIEPKI TV T T ZBRLE T,

« ¥17A=: SIGN

o« TUTL—bF: PKIZVFasTalilBMENTYL—FEBRIRLETD,

Credential Providers  Credential Providers: General Information

Name* Xenkiablia_FH

Description Eerkabiia FKI Gorfiguration

WS FKI

SIGH

XMTempiate

4, [FGIRAZEREX] #I7Uv I LTHSE. RONSAXA—F—2NILZET:
o ¥—7JLdUXL: RSA
o F—HrX: 2048
o 7L XL SHAIwithRSA
e I TV F: cn=Suser.username

(72O boRE] © LBl 20Uy LTHE. RONFTA—Z—ZANALET:

o B I—HY—-TFUYINILE

e fBOT—4: Suser.userprincipalname

Credential Providers Credential Providers: Certificate Signing Request
1 General
Key algorithm ASA -
Signing Request
Key size* 2045
ity
Signature algorithm SHATwithRSA =
- Fiu!ljl:(.“ narme™ cn=Suser usamamea
i 1 PK
Subyect alternative namas
1
Type Value* r+ Add
Usar Principal name Suser. usarprincipainams

5 [&A] 20Uy I L. RODNFRX—=F—2ANHILET:

o }¥17 CARAE: ZELFHD XenMobile 751 7> FEFRAEDFIT CA #BIRL £ 5,
e TAARJEaA—I 3 VE—RDER: [EhEEL: —N—floF—45£mH] Z&ERLET,
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Credential Providers Credential Providers:

1 General

2 Certificate Signing Request

3 Distnbution

Distribution

Issuing CA certificate CN=training-AD-G#, Serial:

Select distribution mode

Frefer distributed: Device-side kE}' geneua‘.i:n

Only distributed: Device-cida key generation

@ FPrefer centralized: Server-side key generation

6. RD 220U 3>, %k3h XenMobile X &%) PKI TREARNSX—4—%2RELET, JOFITIE. ¥
5504 TarvbIAFyFLET,

7. (@] 2oUvoL

9,

8. [(BHARM N SELAEZEH] T [Fr] ZBRLE T,

9. ZDIEFHLDREIETARTZDEXICTSH. BELRTEEMIET,

Credential Providers

1 General

2 Certificate Signing Regquest
3 Distribution

4 Revocation Xenhobile

5 PRevocation PKI

6 Renewal

Credential Providers: Renewal

Fenew cerificates when they expire m

FRenew when the certificate comes within® 30

D not renaw cartiicates that have alrsady expired

Send notification OFF

Notity when the certificate nears expiration OFF

days of expiration

10. [frR¥F] =2V voL

£

SFEAZEAR— X DR #FEA T 3 & S5 iC Secure Mail Z#E/K v 3

XenMobile iZ Secure Mail #iBiNY 33H4a. &3 [App Settings] T Exchange OsRE%E#ER L T 2T W,

XenMobile Analyze
Device Policies Apps Actions
MDX

1 App Information
2 Platform

} ios
Android
Windows Phone
3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Manage Configure

ShareFile Enrollment Profiles

App Interaction

Explicit logoff notification

App Settings

‘WorxMail Exchange Server

WorxMail user domain

Background network services

Background services ticket expiration

Delivery Groups

Shared devices only -

mail testlab.com:9443

testlab.com

mail.testlab.com:443,ap-southeast-1.pushre

168

]

<]

&}

®

]

L= N

admin v
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XenMobile To NetScaler sFFRZEDEEDHER

1. XenMobile a>v—LicOg#4> LT, BLoEE7rA 27Uy oL ET, [BE] BEIVRTINE
T,

2. [¥—=n—=]1 OT® [NetScaler Gatewayl = U v L7,
3. NetScaler Gateway A2 BIMINTWAWES. [BM] 27Uy I LT ROLSICREERELE T,

« 9B URL: https://YourNetScalerGatewayURL
s OJAYDOFEE: FIAEELTV R X1
e NRT—RFHRE: F7
e TIFILMELTERE:
4. [RtAO1—Y—itBAEZmRE] T [(F>] ZERLED,

XenMobile Analyze Manage Configure el A, admin v

Settings = MNetScaler Gateway

NetScaler Gateway
When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network. If you use
NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m

| Deliver user certificate for authentication m |@J

Credential provider

(8
Add

Select provid... =

Name Default External URL Logon Type # of Callback URLs ~

5. [EE®RIONA4—] TTONIF4—2BRL. [REFE] 2oUvILET,

6. A—H—TFU>)N)ILE (UPN) o L Ta—%—:FHE0 sAMAccount EMZ SEE T 31213
XenMobile @ LDAP a2 2% KD &SICHEELET: [BRE] > [LDAP] (ICEIL. T LU hU%EER
LT R&E] 2oVvoL. [OA—¥—&EEE] T [sAMAccountName] ##ERLZFT,
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XenMobile Analyze Manage Configure E 3l A\ admin v
User base DN* @
Group base DN* @
User ID*

Password*

Domain alias*

XenMobile Lockout Limit 1] @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 2268 @
Global Catalog Root Context dc=example,dc=com @
User search by sAMAccountName -
Use secure connection NO

cancel E

Citrix PIN Xt 2—%—/X\2T7—RF v v 210K

Citrix PIN e A—H#—NRT—RF vy azBWUTBICE. [BRE] > [V517>7OnT+] ICBEL. F
v YRy [Citrix PIN BE0EH] &V [A—H—NRXXT—RFv v a0FML] #AVICLET,
LI TS0 7y r70ONT11 2BRLTET WL,

Windows Phone BT > 2 —F5+14 XNTR) S —DIER

Windows Phone ¥ /N1 XDIFE. TV F—FSAINTTFNARRI) S —#ERLT. AETX 7 71L&
Secure Hub 5S4 7> 2 EET3HRERHD 7,

pa N

AETX 771 JLX Secure Hub 7 7 1 ILOTEAHRDHDEFHL TWB ZE ZRR L T3 L
o AAETONA A —DRL I Y2 —TF 51 XGRS,
+ Windows 2 r 7HEETHY > FORLHETE ID,

1. XenMobile a>v—JLT. [#ER] > [FNARKI>=] £V UvILET,

2. Bl #oVwoLig. [4] > XenMobileT—> x> ] OFD [ZvH2—FS5SA4INT] #51)
v LET,

3. RUS—ICREIZEMITIET. TV2—FS514INTIC L TEYARAETX 7 71 ILE BL - Secure
Hub 7 7 ##RL £,
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XenMobile Analyze Manage Configure # % admin v
g 9

Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups

Enterprise Hub Policy ~ Policy Information x

To create the Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you

need the AET (.aetx) signing certificate from Symantec. You also need to have obtained and signed the Citrix Company Hub

1 Policy Info app using the Microsoft app signing tool (XapSignTool.exe).

2 Platforms Upload .aetx file

Upload signed Enterprise Hub app

I Windows Phone

3 Assignment

4. RUD—TUNU—=JNL—FICEDHT, RELET,

I3A4T7 Y NEABBHD F S TN a -T2 T

%179 3#m & NetScaler Gateway OEEHIEINT I L. A—H—T—JTO—FRD&LSITHD ET,
1. A—H—DRENAIUTNARZERLET,
2. XenMobile p*a—4'—ic Citrix PIN #{Ef T3 L SRHF T,
3. a—#—H'XenMobile Store iIcU XA LU bIN % T,

4. Secure Mail mi2ghks. XenMobile lEX—IL Ry 7 ZDEBRTI—H—ERBEREZERL LA, TORD
h (. Secure Mail i& Secure Hub h'5 Do 51 7> MEBAEZEEER L. B D 7291 Microsoft Exchange
Server I#fsL £ 9, 21— —n' Secure Mail Z&& L7z & FiC XenMobile TEEBERE RO SNIIHE
I3 BRERERL TIES W,

I—H—|& Secure Mail 245 >O0—RLTA YR b—=ILTEBN. Secure Mail TX—JLR w7 ZIEREFICHER
ERTTEIRVGE:

1. Microsoft Exchange Server ActiveSync 751 R—k SSLHY—N—iEBAEEFEAL T S T7rv o %
RELTWVWBHE. )L— MEEREXBPEEERENENAUTNARICA VI =L ENTWVWS C L ZHER
LTS L,

2. ActiveSync iZxt L GEIRS MR 0EED (05172 MEBEZEKRTS] THI e zWBL T,
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Microsoft-Server-ActiveSync {(Default Web Site) Properties

General Authentication | Remote File Servers |

Select the authentication method or methods that this vitual dwectory accepts.
To enable authentication between the Exchange server and a mobile phone,
either Basic authentication or Chent certificate authentication i required.

[T Basic authentication [password is sent in clear text]

Client certificate authentication;
" |gnore client certificates

.rﬂ- .
* Require client certificates |

(i ) To configure S5L settings for this ActiveSync virtual directory, use the
~ Intemet Infarmation Services [I1S] snap-in.

] 0k | Cancel Apply Help

3. Microsoft Exchange Server T. Microsoft-Server-ActiveSync 1 c Do 51 7> bEBAET v E Y
TRIADNBMCHE>TWVWB e Z2BBLET . T4 ETIE. 7507 MERET Y BV JEREEIIERNIC
BoTWEY, # 7> 3>id. [Configuration Editor] > [Security] > [Authentication] &% b *
ER
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&9 Configuration Editor

Section: |system.webServersecurity fauthentication/clientCertificateMappings| =

B Deed F- 3 system.webServer -
enabl [=1-- security

=4 authenkicakion

anonyroussuthentication

biacisfikbhasbie skiae

clizntCertificateMappingAuthentication

JJI:MHI.ILI =T IILGLILN T
isClientCertificateMappingAuthentication
windowsAuthentication

f access

f applicationDependencies

/

L N S

authorization
ipSecurity
requestFiltering
[# 4 tracirg

[+ webdav

/' asp

caching

g
defaultDocument
directoryBrowse
handlers

-
FEFRFvrmpe a—

e o 8

e

El Deepest Path: MACHIMNE/WEBRDOT /APPHOST /Default Web Site/Microsoft-Server-ActiveSync
N - E

[True] ZEERL71IS. &3 [ERA] 27V v I L TEEZRBMLTIETL,

4. XenMobile I> vV —JL T NetScaler Gateway £E=HRL £3: [RRHEAOI—Y—itAEZERE] H
[F>] T, [BERER7ONAE—] TEIATOT77AIHERINTVE ZEEZRRBLTLIET WV,
DA T Y MEAZENENTILTNA RICEESNEHLESHZHET BICIE

1. XenMobile >V —JLT. [BE] > [TN1R] BELT. TNAIXEBRLET,
2. [4mEE] Fid [FERERT] 20Uy ILES
3IFIUNV=IN=T] v a>icBEHL. UTOIY MU ZRELET:

NetScaler Gateway EigiEiHR: HELEKIFR. Certld=

ISAT Y MEAERIS I -2 3 VHAEMDE S IR T SIS

1. TOnetshdT Y RERTLT. ISWeb H+ bI/N1 > RS s SSLAAZEEMZRTLF 7,

netsh http show sslcert
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2. [9547 Y rEEBAEOR D> T— ] OfED [ER] OBE. ROIIYVRZRITLTEMBLET:
netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert dipport=0.0.0.0:443 certhash=cert_hash appid={
app_id } certstorename=store_name verifyclientcertrevocation=Enable
VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck=Enable

clientcertnegotiation=Enable
RICHlZRLET:

netsh http add sslcert ipport=0.0.0.0:443 certhash=609da5df280d1f54a7deb714fb2c54
appid={ 4dc3el81-el4bh-4a21-b022-59fc669b0914 } certstorename=ExampleCertStoreNan
verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly

=Disable UsageCheck=Enable clientcertnegotiation=Enable
XenMobile #7\ L T Windows Phone 8.1 /31 XIZ)L— MEBAE & fo (3HRIFAZE # BE TSI R VIS

o BFX—JLEANLTWindows Phone 8.1 F/31 XICJL— MEERAZ F /- IXRRIEERAE (cer) 77T IL%EIE
L. BIETVXAF=ILLET,

Secure Mail #* Windows Phone 8.1 ICEEEICA Y X =LA WVESIE. UTEERBLTLIETL:

+ Enterprise NTFNA XK > —%ERALT. XenMobile BHTT7FU s —> 3 >»&EL—o> (AETX
T7AI) DEETNTWVS,

o TV —2a ERM—U VP Secure Mail 035 v FH KU Secure Hub 7 7V O EZICER I LT
BREZONAE—DS5DIVE—FSA GERELRILHDZFEAL TERTh TV S,

+ Secure Hub. Secure Mail. 77U —>a>EBr—o>D5 v T ERICA—ORETE ID HMERIN
TW3,

PKIZT>F7+ 7+«

January 24,2020

XenMobile @ PKI (Public Key Infrastructure: ABF—01 > ISR S 0Fv) TV T« T+ HERId. RED
PKISLER (17, 30, REBR) #RTT3I>HR—VbaRLET, NS5OV HR—%> ME. XenMobile
IS L TR HIEIIEBOLESHTY, AEIAVR—RY ME. FRELTERINF T, MFIVR—R> ME
BEAVTSAMIIVFvO—ETY,

XenMobile IZxDEED PKIT>F 4 T & R—ELET,
« JAF PKIs (GPKIs)
XenMobile Server @iALA PKI #7R— kiZik. DigiCert ¥=— R PKID&EENE T,

« Microsoft sFBEEZH —E X
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« 12 CA (Certificate Authority: :FPR#RS)
XenMobile Tig. D CAH—N—DHR—rThFET,

« Windows Server 2008 R2
« Windows Server 2012
« Windows Server 2012 R2

HiED PKI 8=

BREICEFER. IRTOPKI IV T« To ICBUTOHMEED Y Ty MH B D X7,

o ER: iIFAZELER (CSR) ICED<H L VIIFRAZDOHT
e JxvF: BREFEOMAEL F—RT7OEYN
o K% USA TV NERREDRW

CAGtERZE

PKIT>T4 T4 ZBHTBEEIC. EOIVTATAILEDRITINDG (FRIEFEOIVTA T H5EININDB)
FAPREDEZETH S CAIIBEZ XenMobile ICRLET, ZOPKI IV T T h5. BRORLES CANER
Lice (DzyFInich. ELBHLICERTNL) SPRE’RINBZILHHD EY,

oD CAZENZNDIERAE R, PKIZ> T T BRO—BE L TRHBLET, CNZTS570HIC. EEE%E
XenMobile ic7v7O—RLT. PKIZVFos T4 TENSEBBLE T, £E CADIBE. APZISERMICESR
CAGERBETY, MBIV T T+ DIHBEIF. iIBEEFHTIEETI2HELNHD £,

BE:

Microsoft sEFEEH —C RDI> T« T4 TV 7L — b EERT 3541 BREAT /N ROBIEICET
FIEE BT 370, TV 7L — FRICEBHXEEEALAEVTIRT W, L XIE UTFRMEALAVTL Y
Lol s S ()## %+ %~ 2 | { Y]

AR PKI

U PKI (Generic PKI: GPKI) ZO0RJJLIE. SEIEHPKIVYa—o 3 enf—ShicEEEZEmMELT
SOAPWeb H—E XL 1¥—TETFEN3JMED XenMobile 7O +JJLTF, GPKI Ok a)LiF. UTFD 32D
BEAPKINEBEEEZELET,

o« BR. T7HTZ—IECSRZRIGL. TNoDEKRZ PKIIZEEL T, iLVWERADEIRAEZRI ZENT
TEY,

e JxvTF: TETE-RBBREDHBAEL F—RT (NINFTA—F—I&B) Z PKIHSEIETET XY,

o R¥: THATIZ—IEPKI THREDIRAEZRMEEEZ LN TEET,
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GPKI 7O 3L OZEANZ GPKI 74 T2 —T9, GPKI 7R T2 —IC&>T. BEFRUEBREDTH T2 —HMER
TNIAFEDOEED PKIHICEMENE T, fcr X RSA® Entrust BD GPKI 72 742 —H6% D &7,

GPKI 74 7 & —I&. SOAPWeb #—EXDI Y RKR1> b LT, BESRRE D Web Services Description
Language (WSDL) E&Z2ML FT. GPKIPKIZ> 7+ 7+ OERIZ. URLZBLTEEIET7MILEDDHD
7w 7A—R LT, XenMobile IZZD WSDL E&E#RHEITZ %2 BKRLF I,

TETEZ—TOE PKIREDYR—MIA TS a>TY, 7HTEZ—HREEDNEEHR— T IHE. T4 TH—
ICIEITIS T 2188 (BR. 7T vF. &) HHILREINET, ChoDREEF—EDI—HF—/NFTX—4—
ICBEEIF SN TWVWBRBELHD £7,

A—H—=NFA—F—lF, HEDLEBIZDOWT GPKI 74 72 —TE&HINZ /N5 X—F—T, XenMobile &%
RETIBELNHDES, 7HTEZ—NRTTILIBE BUIBICHERR/NT X—42—IF. XenMobile (&b WSDL
T7AILEBHLTRESINE T, BIRLIIBA. SSL U517 > MBEEIC &L o T XenMobile ¢ GPKI 74 74—
DEDIFHZNRESNE T,

AR PKI ZBIMY 3

1. XenMobile a>v—JLT. [RE]. [PKIZT>F1s5T«] DIBICVVYILET,
2. [PKIZT>Fo57«0] R=JT. [EBmM] #oUvyoL%xd,

PKIZTOF4 T4 21 TDOXZa—HRRETNET,

XenMoaobile Analyze Manage Configure

Settings = PKI Entities

PKI Entities

("
Add
Generic PKI Entity
Microsoft Certificate Services Entity

Discretionary CA

Microsoft Certificate Services Entity

3. CRBPIKI>T1T+] 20y U L&Y,

CREPKI T 7« 7o —RER] R—-CHPRETEI,
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Generic PKI Entity Generic PKI Entity: General Information x
The Generic P! P otoc ap Xen a o] vith

eric PK

GPKI) pro apr

WSDL URL

Authentication type None v

4. CREPKITZ> 7« 71 —RIFHR] R—IT. UTFZFTVET,

o Bl PKIZT>FT a0 T+ DHREMABZBIZNALET,
« WSDLURL: 74 7Z—ICDWTsEiRLTW3 WSDL OFFrE NN LET,
o BIDTELE: R T BRI AEERIRLET,
« L
« HTTP EZ&: 74 T2 —AOEHKICHERI—Y—RENAT—REZEELET,
o USA TV NIEREE: BEYAHSSLYSA Ty NEREETIRLET,

5. D'l O woLETS,

CREBPKIZ>T o 71 7 TEZ—DiRE] R—IHHAZTET,

6. CREPKIZT>T1Ta: PFATRZ—DMEE] R—IT. PATEZ—ICEAEMITOENTHEEE NS X—42—%
HBRBLT. RNl Z0UwoLEY,

CREBPKI Y77« CAFEBAEZEDRIT] R—IHBRRINET,

7. CGREBPKI Z>F« F: CARERARZDHREIT] R—IT. IVT 1T« CHERATIHAPEEZBIRLET,
IVTaT7a4h61d BHZ CAICL > TERBINIGEAENRINZFELHD £TH. HEDEE IO
NAEA—DSEEREINZHAZEDERIFZ. IRTAL CAICE>TIThNEZURELHD XY, LI >T &
RIS IONT S —B[EEEBR TR EIC. [ToXARMJEa—>3ay] R=IT. STTHERLI-LWTID
DIEFAEZZEIRL T Z3 L,

8. [R%E] #oJUwoLFd,

[PKIZ>FoT7v] ORICIVT1 T HRRTNET,
DigiCert ¥—> K PKI
XenMobile Server @A PKI #rR— ik, DigiCert v%— K PKI (MPKI 2 £MIEN3) BE&FEFhET, C

Dt 3> Tid. DigiCert vx=— K PKI BIZ Windows Server £ XenMobile Server 2w b 7w 79375
EICDVWTHBALE Y,
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[l

« DigiCert Y=Y RPKI 1> T75ADTIER
o ZORETHALE. XOAVKR—2Y hH1 VX b—)LE Tz Windows Server 2012 R2 #—/\—:
- Java
- Apache Tomcat
- DigiCertPKI 235 17> +
- Portecle
+ XenMobile #7>O0—KRHY 1 bADTIER

Windows Server A® Java O > X k=)L

Java #https://java.com/en/download/fag/java_win64bitxmln 542 >O0—RKR LT, 1 YR b=J)LLF
T [EFaVTr0EE] 4470 Ry I XT. [ET] #2UvILET,

Windows Server |- Apache Tomcat #r > X +t—JLT 3

Apache Tomcat 32 Ew b & 7ix 64y FNN—=Y 3Y) @ Windows #—E X1 > X k=35 —%https:
//tomcat.apache.org/download-80.cgin* 54 >YO—RLT. 1A b—ILLET, [EFaVTrDEE] &
170Ky IRT, [RfT] 20UvILET, ROGIESEICL T, ApacheTomcat oty F 7y 7ERET L
E

Apache Tomcat Setup - | B -

Choose Components

Choose which Features of Apache Tomcat you want bo inskall, fd@\

Zheck the components you wank to install and uncheck the components you don't want ko
inskall, Click Mext to continue.

Seleck the bvpe of install: |N0rma| W |
2r, seleck the optional +- 4 Tomecat Description
components you wish to Start Menu Tkems
inskall: ; ;
-- Documentation

: Manager

|:| Host Manager

[ Examples
Space required: 11.4MB

< Back. || Mext = | | Zancel
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Configuration
Tomcat basic configuration.

Server Shukdown Port
HTTP/1.1 Connector Pork

AJPIL.3 Conneckor Port

windows Service Mame

Create shorbouts for all users |:|

Tomcak Administrator Login User Mame |
{optional)

Password |

Raoles | manager-aqui

Mullsoft Install System v3.01

| < Back || MNext = || Cancel

Java ¥irtual Machine
Java Wirtual Machine path selection,

Plzase select the path of & Java SE 7.0 or later JRE installed on vour swstem,

| “\Program Files'Javaijrel . 8.0_144

Mullsoft Install System v3.01

< Back || MNext = | | Cancel
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Choose Install Location
“hoose the Folder in which to install Apache Tomcat,

Setup will install Apache Tomcat in the Following Folder. To install in a different Falder, click
Browse and seleck another Folder, Click Install to start the installation,

Destination Folder

iZ:\Frogram FilesiApache Software Foundationt Tomecat 3.5 | Browse. ..

Space required: 11.4MB
Space available: 62.0GE

Mullsaft Install Systerm w3.01

< Back. || Install | | Zancel

|

Completing Apache Tomcat Setup

Apache Tomcat has been installed on yvour computer,

Click, Finish to close Setup,

% [w]Rrun &pache Tomcat

[w] show Readme

/ /tomcat.apache.org

http

Apache Tomcat 8

| < Back. || Finish | | Zancel

RiZ [Windows #—E 2] IZB8ILT. [XR4—+Ty7ORBE] = [F8] »5 [BF] ICEBELET,
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Senvices
File Action View Help
Y EEEEN RS
i, Services (Local) <. Services (Local)
Apache Tomcat 8.5 Tomcat8 Marne = Description __Status Startup Type  Log On s ~
rApache Tomcat 85 Tomeat8  Apache To..  Running  Manual Local Syste...
Stop the service T App Resdiness Gets apps re.. Manual Local Syste.. =
Bestart the service % Application Experience Processesa..  Running  Manual (Trig..  Local Syste.,
(i Application Identity Determines .. Manual (Trig..  Local Service
Description: (% Application Information Facilitates t... Manual (Trig... Local Syste...
Apache Tomcat 8.5.20 Server - < Application Layer Gateway ... Provides su... Manual Local Service
hitp://tomcat apache.org/ O Application Management  Processes in.. Marual Lacal Syste..
C: Appi Deployment Service (.. Provides inf... Manual Local Syste...
% Background Intelligent Tran... Transfersfil.. Running  Manual Local Syste...
% Background Tasks Infrastru.. Windows in.. Running  Automatic Local Syste...
+: Base Filtering Engine The Base Fil.,  Running  Automatic Local Service
C: Certificate Propagation Copies user.. Running  Manual Local Syste...
(% CNG Key Isolation The CHG ke... Manual (Trig..  Local Syste..
(7 COM+ Bvent System Supports Sy.. Running  Automnatic Local Service
(5 COM+ System Application  Manages th.. Manual Local Syste...
J Computer Browser Maintains a.. Disabled Local Syste...
(% Credential Manager Provides se.. Manual Local Syste...
C: Cryptographic Services Provides thr..  Running  Automatic Netwiork S...
C: DCOM Server Process Laun... The DCOM..  Running  Automatic Local Syste...
Navsica Nccaciation Saniira Erishlac maiv RA= il | Trin Lacal Sicta h
Y, Extended A Standard

Apache Tomcat 8.5 Tomcatd Properties (Local Comput...-

General | Log O I Recoveny I Dependencies |

Service name: Tomcatd
Dizplay name: Apache Tomcat 8.5 Taomcatd
Description: Apache Tomecat 8.5, 20 Server - ~

http: /ftomcat. apache.argd

Fath to executable;
"C:AProgram Files'bpache Software Foundation' Tomcat 8.55%bin'Tomcat S ¢

Startup tpe; Autamatic hd

Semvice status: Running

Start Pause Resume

Y'ou can specify the start parameters that apply when pou start the service
from here.

ok || Cancel || Apply

Windows Server | DigiCert PKI Client zr > X ~—JL$ 3

PKIManager 3>V —Ih 514X —=5—%24 O >YO—RLET, COOAYY—ILIZT7I7EIATETHRWVIEEIE.
DigiCert o R—r~_—2 (DigiCert PKI V547> FDA T YO—REFE) BhEA YA M=5—%24D>O—R
L7, EMERLTTI YA M—5—%ZRTLET,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 194


https://knowledge.digicert.com/solution/SO25938.html

XenMobile Server: g#HU 1) —X

10 A | Compressed Folder Tools symantec-pki-client-2-17-0 \L‘i-
GO Home  share  wiew Extract 0
:(—) - 1‘| 1 » ThisPC » Downloads » symantec-pki-client-2-17-0 » v C.-‘ ‘ Search syrantec-pki-client-2., P ‘
o Favories Narne - Type Compressed size Password .. | Size Ratio Date madified
B Desktop 2 win-x64 File falder 11072017 %18 AM
4 Downloads . win-x88 File folder TA02017 318 Al
%l Recent places @ pi-client-std-adrmin-guide Chrorne HTWL Docurnent 2667 KB MNo 311BKE  15% TA02017 318 Al
@ pki-client-std-scripts-quide Chrorne HTML Docurnent 287 KB Mo A0BKE 3% TA02017 218 Ak
1Ml This PC =] Symantec-PKI-Client-2,17.0 Application 2791 KE Mo 28026 KB 4% TA0/2017 218 A4
| Symantec-PKI-Client-x64-2.17.0pkg PG File 12,2682 KB Mo 12,282KB 1% TA0/2017 918 Ak
€ Metwark

Compressed izipped) Folders -
Thiz application may depend on ather compressed
. fileg in thig folder,

Far the application ta run properly, it is recommended
that pou firgt extract all files.

| Extract all || Run || Cancel |

[EFxaVTsDEE] 40470 RKYIRT. [FT] #9VvILET, IV —F—IR>TEY T Y T%
RTLET. IYRAM—5—HRTTRL. BEFHTILSICRODESNET,

Windows Server (- Portecle #1 > X +—JL T3

https://sourceforge.net/projects/portecleinstall/files/h 54 > XA b= —% 4o >O— R L. BELTT>
Ah=—7—%FTLET,

DigiCert v —> K PKI &% (RA) :EAEZ4EMT S

U547 MEAEREADOF —X b 7IE. RAjks WS ZRIOEREE (RA) SASICEENTVET, ROF
IETI&. Portecle ZfER L TEDMAEREMT 3 XICDOVWTHAL £T, Java CLI #FEAL T RAGIFAEZ &
BMI3IeHTEET,

Free RAUNT VY GERREZ 7 Yy 7O— R 33 HEICDVTHEHALE T,

1. Portecle © [Tools] ® [Generate Key Pair] (C#&1L. RELERENILTEF—RT7EERLET,
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Examine Help

O3 R || @
El impt¥ Trusted Certificate. . cil-T
.l L \mport Key Pair... Crl-K Last Modified
©P get Keystore Password...  Cil-P
m Change Keystore Type b
Keystore Report Cirl-R
BZ options...

Generate a key pair with self-signed cerificate in the loaded keystore

2. ¥—R7%EHVVwo L. [Generate Certification Request] %EIRL £7,
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7 [Untitled] - Portecle E|E@

File Tools Examine Help
Ba @88 8B RK @

| Alias Name Last Modified

% xenmaphila Jan 3, 2014 9:13:52 AM PST

B Certificate Details

i Export

Eﬁ. Generate Cerificaion Request
& |mport CA Reply

&2 Set Password
i Delete

[ Clone
Rename

|Generate a cerification request for the key pair entry

3. CSRzIE—LZE9,

4. DigiCert PKIManager T RAGEBAEZ 49 5: [Settings] . [Geta RA Certificate] dIEICo )Y
2 L. CSREBDFF. [Continue]l 27 UvILET,

earch aperations: 2cAs 1.Chs setectea
Wvailabie CAx are diaplayed.
Symantec Test Orive C... Dowstond oot corsRcst Vadd trom: (@ Symantec. pxi CERTIFICATE SERVICE
w Test Orve - Acce CAT Doveniosd certficate revocation st s 18, 2018 120000 M
Ache =
Expres on:
o Symanie: Managed PX... g 7. 2021 115859 PM
§ Towi Dewe - PRIVATE C. [P Get an RA certificate
v

H you arw sefling up PKI Enlerprise Gateway or PKI Wb Sarvices., you must install an RA certilcal 10 secure

Cersficate revocation ist [CRLJ:
COMPAICATENS WN Symantss.

i ipki ! syt comica_CadiTBE 111 Mea s M adchasS 7B atestCR]

 you are ot sefing up these services. or have siready potien your FiA carificate, you o not need Lo compiete fis
process.

Enter Certificate Signing Request (CSR)
Ak your server admistrator 10 generate a CSR for your RA cerificala. Your administralor must generas ihe CSR
ACEONEG 16 the NsruCcSOnS in e instalition Guite for your Sevice

You can co6ss M fes0urces Bage By chaking onme @ Ko on e sasnooar

“Pasto your CSR:
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5. [Download] Z#27Uwvo LT, £ RAGIBEEZA T O—-RLETY,

(¥ Symantec. pKi CERTIFICATE SERVICE

Your RA certificate is ready
Your RA cerificate must be installed on the server where your PK] Enterprise Gateway or PKl Web Services is
installed.

Install your RA certificate
1. Download your RA ceriificate.
Issued to:
Citrix

Expiration date:
Jul 2, 2014

File format:
PKCS #7

2. Forward the RA certificate to your server administrator. Your administrator must follow the instructions in the
installation guide for your service.You can download the appropriate installation guide from the resources page

by clicking on the @ icon on the dashboard.

Done

6. Portecle TRAGIHZR 1 R—+F5%: F—X7EHIJVvI L. [Import CAReply] %EIRL %Y,
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File Tools Examine Help

e @& 58 8 EB 8K @

M| Alias Name | Last Modified
=
Xen Jan 3, 2014 9:13:52 AM PST
= BY Certificate Details =
il Export

Eﬂ Generate Cerification Request

&2 Set Password
il Delete

[y Clone
Rename

|Impnrt a cerificate authority (CA) reply into the key pair entry

7. DigiCert PKI Manager 054

[Resources]. [Web Services] nJEICTESL. CAMRE=L Y>>0
—RFLXEY,
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* Product Documentation
* PKI Client Symantec™ PKI®E Web Services
* PKI Enterprize Gateway
* Web Services

* Mobile Device Solution
* |ntegration Guides

Use PEl Web Services to integrate with your RA application and
perform cerlificate management operations for end wsers.

+ Symantec™ PKI Web Services client package {.zip file}
e _Symantec™ Weh Services Developer's Guide (PDF format)

Syma‘ﬁ'tec'“ PKI® Transaction Signing API

Managed PKl Transaction Signing APl provides the ability to

use a web applicaticn to securely authenticate and =ign
transactions.

Mote: If you are setfing up PEI Enterprise Gateway for an

application that uses the Managed PKIl Transaction Signing

AP, you must enrcll for a Signing Authority cedificate. You may

glzo need to download and import the root CA that issued the [
Signing Authority cedificate.

cioss |

8. Portecle T RA fSfIBAZE S & UL — FEBAER X — X M TICT Y R—+F3: [Tools] . [Import
Trusted Certificates] DJEICHBEHL £3,
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File - Examine Help

@ &Q Generate Key Pair...

i | Last Modified
& Jan 3, 2014 9:19:40 AM PST
€ et Keystore Password...  Chl-P
@ Change Keystore Type b
Keystore Report Ctrl-R
B- Options..

|Impur’[ a trusted cerificate into the loaded keystore

9. CAnyR—rE. F—X 7% RAjks £ W5 E#FIT Windows #—/N\— C:\DigiCert 7 # L4 —IZ1R
FLET,
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7 [Untitled] - Portecle = e

Ele| Tools Examine Help
[ New Keystore... Cirl-M @| B ®
= Open Keystore File... Cirl-O
= Open CA Certs Keystore Ciil-y

| LastModified
ite certificate authority (sym...  Jan 3, 2014 %23:37 AM P3T

Save Keystore S-S brtification authority - g5 Jan 3, 2014 9:23:07 AM PST
[ S@EK&]I‘REDTE As.. Jan 3, 2014 9:19:40 AM PST
= 1al2 jks “

€ 2123

=4 3 PKITESDRIVE jks
=1 4 Symantec-RA jks

@ Exit

|Sa'u'e the loaded keystore to disk as a different file

Windows Server T DigiCert PKI 74 72 —% M7 3%

1. Windows Server ICBEBEZr L CcOd4>L %7,

2. #ioto 3> TERLIERAJKS 77127y 7O—-RL&ET, 7. Symantec MPKI #—/\—D /X7
1w U3EBAZE (cacerts.jks) 7y 7O—RL%d,

3. XenMobile Server10 @47 > O0—RFR=JT. [V—JL] ZREBL T Symantec PKI Adapter 7 7 JL
A4 >O—-RLET, 771I/IRIE XenMobile_Symantec_PKI_Adapter.zip T%., 771 L% K
L. 2hH5o770)L% Windows Server ® C RS JicaE—L %9,

« custom_gpki_adapter.properties
« Symantec.war
4. custom_gpki_adapter.properties # X ERTRF. KOEEZHEEL £,

Gpki.CaSvc.Url=https://<managed PKI URL>

# keystore for client-cert auth
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keyStore=C:\Symantec\RA. jks
# truststore for server with self-signed root CA

trustStore=C:\Symantec\cacerts.jks

5. Symantec.war Zz<tomcat dir>\webapps7#/ILFZ—IZaE—L. Tomcat zE8IL £,

6. 7= arvhBRINEZ L EREBTS: Web 7504 —%#F &, https://localhost/
SymanteciCBBIL £7,

7. <tomcat dir>\webapps\Symantec\WEB-INF\classes7 # /L& —I %8 L.gpki_adapter.properties
EIRELE I, KICET & 312, CustomProperties 7O /v 5 « #* C:\Symantec 7 # JL & — D cus-
tom_gpki_adapter 77 1 L& T LSICEEL T

CustomProperties=C:\\Symantec\\custom_gpki_adapter.properties

8. Tomcat #Bie# L. https://localhost/SymantecilBE#LT. TVRRAIV D7 RLR%ZIE
—LET, "ROEo>a>T. PKITHETE—%2BRT I IICCOFT RLRAEMDGITET,

[} Chrome ' Symantec Managed PKISe X ) [ OfF - Service list x

< C | A Notsecure | b#pE://localhost/Symantec

Available SOAP services
SymantecGpkiAdapter

Endpoint address: http: Symantec/SymantecGpkiAdapter
+ ping WSDL : {hrtp:/goki-adapter _ com/symantec}GpkiAdapterService
o signCertificate Target namespace- http-//gpki adapters zenprise.com/symantec

Available RESTful services:

XenMobile Server % DigiCert v x— K PKI BICH#ER T3

XD XenMobile Server 0% 2179 %a11c. Windows Server ot w 7w FEFZT LTLIETI L,

DigiCert CAGEFAZEZ 1 >R —FLTPKIIY 7« 71 ZHR T 3 IC1F

1. ROFIBERTLT. T RaA—H—:IAE% K179 % DigiCert CAZIFBE% 1 > 7K— kL £9°: XenMobile
Server A>V—JLT. [RE] > [FZIFAE] DIEISERL. [1YR—F] 29Uy ILET,
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2. XOFIEZETLT PKIZ>TFs T ZBMBLUERLET:

Settings > Certificates
Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMabile, use the hypervisor console or command-line window.
& | 57
Import Add
Name Description Status Valid from Valid to Type Private key ~
XMS.example com Self signed/Generated Up to date 2017-04-27 2027-04-25 SAML v
Upto date 2017-01-10 2018-12-16 SSL Listener v
cacerts pem Self Signed/Generated Upto date 2017-04-27 2037-04-25 Devices CA
© 9 days left 2016-09-09 2017-09-09 APNs. v
Upto date 2011-05-03 2031-05-03 Root or intermediate
|5ymante( Managed PKI Online Test Drive Root | Up to date 2009-08-31 2037-12-31 Trusted

[RE] > [PKIZT>F0FT+] DIEICE
RLU. [Bm] #zo2VvyoL7T. CRBPKIZ>T17v] =#RL %Y, [WSDLURL] (I, giots>
IYTPKI7H 72— %BRTHLIICOAE— LIV RKRA Y E T RLZZMD I THS. UMTFICRT &
Si2?wsdlZEBMLET,

XenMobile Analyze &

Manage Configure

Settings > PKIEntities > Edit Generic PKI Entity

Generic PKI Entity: General Information
The Generic PKI {GPKI) protocol is a proprietary XenMobile protocal running over a SOAP Web Service layer ta provide uniform interfacing with various PKI solutions. The GPKI

Generic PKI Entity

adapter. as a SOAP Web Services endpoint, publishes a self-describing Web Services Deseription Language (WSDL). You can create a GPKI entity to provide XenMobile with the WSDL
+ 1 General through a URL.
2 Capabilities Name* Symantec
3 CA Certificates WSDLURL*  http://<IP of PKI adapter>/ i ®
Authentication type None = @

3. kAl 200w LEY, XenMobile i, WSDLAS/NSX—2—EHANNETNFE T,

Settings > PKI Entities

Generic PKI Entity

1 General
+ 2 Capabilities

3 CA Certificates

4. Dr~N] =0V v o L. @)% CAGERAE Z#RL T,

Edit Generic PKI Entity

Generic PKI Entity: Adapter Capabilities

View the capabilities of the adapter this entity operates with, as well as the parameters the adapter defines for each capability.
- sign certificate: http:// »/Ssymantec/SymantecGpkiAdapter

certParams

certificateProfileld

[(RF] 200w o L&D,
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settings > PKI Entities > Edit Generic PKI Entity
Generic PKI Entity Generic PKI Entity: Issuing CA Certificates
Indicate the certificates you want to use for this entity by selecting or clearing the check boxes. An entity is only valid when you select at least one certificate. Add all CA certificates
that might be signers of certificates returned by this entity. Although entities may return certificates signed by different Cas, all certificates obtained through a given credential
1 General provider must be signed by the same CA. Accordingly, you will have to select one of the certificates configured here in the Distribution page of the Credential Provider setting
2 Capabilities
Import CA certificate
» 3 CACertificates
Name Serial number Valid from Vvalid to ~
05/02/2016 05/02/2036
08/31/2011 08/31/2021
[[symantec managed PKi Online Test Drive Root 08/17/2011 08/17/2021

5. 8E] > PKIT>Fo4T+«] R—2T BMLEPKIZ>Fo 70D [REE] # [BW] THB =k
%mbi?’o

XenMoabile Analyze Manage Configure &

Setting’ PKI Entities
PKI Entities
©
Add
Name Type Capabilities Description ~
Symantec GPKI SIGN hitp:/ /Symantec/SymantecGpkiAdapter

DigiCert v — K PKI 0&EBBERTONA 4 —ZERT BI1E

1. DigiCert PKI Manager 1>V —IL T, #BAET> L —rHhSPAEIOT7 77O OID ZOE—L &7,

B Manage certificate profiles | 7 Add certicats proties 1 Mamage custom seripes

23 e octirn
Saarch opesatioas: 2 cortlicate prties § cortificate probies seecied —

_— L™ Ctrix Trial2
Search by | CRTTR Customize options. o x‘?;’li:;n

. Froducton Rl Shabus dciwe

e | Sunpmnd proste Certificase Prose OO0 2 16 540 1 113731 1 96,112 6 1 280367681
s . - e 2

B e (o Persding pcku O

“a (Fest D)

€ 7 s Revekad 0

Manage this profile

T30 Wt Siprviet w8 piar end-ulet coticie minagement Mppbatr

Yiw will s b
" oty S

I

Sietect whern Y] Mariger sbtarri identiiery for B wri St i) 1 e Io ity ety the wser 3P0 Managie. Liser srmad . secud
ot 1z34r searchet and i configuned, io Send sotficaton 1o e mie

i profbe 11 et be o vk Bt usaguily kerihes B ey computer

Seut Lot Iy

— = —

L[y P 0 s ceriicate notsratens

Emas. Templates:
Caraficate revoed

Fopcpients Contifcate user
Fihnl O oo aemenders, [ ]

2. XenMobile Server I>v—JLT. [RE] > [BERERIONIE—] DOIBISERL. [BIN] 20Uy
LT ROKSICREEERLET,

o ZHI HLLWTONA A —ERO—BDOZHEANNLET, ZDLHIIE XenMobile I>vY —JLoiEh
DED THEREBRBTZDICERAINET,
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o #HBA: BRBHRIONA A —DHBETT, COTs—ILRIEA T3> TN, TOERBRIONT
A —DFHENNER E SICHANRIIBET,

s RITI VT a7« MAERTIVTA T ZEIRLET,

s BITAR: BESNAEIV T« T D SAZEZBIR IS OICERTSHAEL LT [ER] Z2:FRL
=

« certParams: LI FTOE%EEML %3 :commonName=${user.mail},otherNameUPN=4%{user.userprincip:

« certificateProfileid: FIg1 TaOE—L7=ERETO07 77J)LD OID ZBED T £ 7,

Credential Providers Credential Providers: General Information

fou can define one or more crede providers for device certificate issuance and lifecycle. The credential providers control the certificate format (subject, key, algorithms) and the
‘ conditions for the certificate renewal or revocation, if an;
| Name Symantec-CP

Description tec-cp
Issuing entity symantec
Issuing method SIGN
Parameters
Name Value

mail, userprincipalname}, mail=${user.mail Save  Cancel
3 princip: 3

certificateProfileld 2.16.840.1.113733.1,16.1.3.2.6.1,250531744

3.0RAN] #0 VYO LET, HDDER—Y (ESMRICLZIAZTOEZENR) TR TIAIL FOREZE
BLEY. =TLES. RE] 29Uy I LET,

BRETAMSEIVONS TN a—FT1 20T 3IC1F
1. ROFIEERITL. BRERT N IRV —2ERLET: BR] > [FACIRUS—] DIBISERL.
el 20Uy o LT, TERBHRI cANALTHS [BERER] 20Uy ILET,
2. RUL—B=IBELET,
3. 73y b7 x—LOEREE. ROELSICHERELET,
- BREHROES: [(BRBERIONI4—] ZBRLET,
o BRBEHRIONC S —: DigiCert 7ONAF—%ERL £7,
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Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups.

Credentials Policy Credentials Policy

This policy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For Windows Phone,
the policy is supported only on Windows 10 and later supervised devices.

1 Policy Info
Credential type Credential provider -
2 Platforms
Credential provider® Symantec-CP -
i0S
Policy Settings
Mac 0S X Remove policy & Select date
Android Duration until removal (in hours)
Android for Work
L
Windows Phone
Allow user to remove policy Always - ®

Windows Desktop/Tablet

4. 759 b T —LORENTET LIS, 5IEHE [BIDHT] R=JIIBFHL. TINIV—=TI—TFICRU>
—ZEFOYTT. ®E] 20Uy ILET,
5. RUS=BTFNA RICBASNIC e 2RBI3ICIE. [BE] > [TNAR] DIEISERL. ZHTBTNA

RERLT. RE] . BIDHTEARIS—] DIEICOVYILET, ROFIE. K> —DREBDE
BICIToNiCrERLTVWES,

XenMobile Analyze Manage Configure & A administrator v

Devices Users Enrollment Invitations
Device details rd@xmtest.net | iPad %
1 General . ..
Assigned Policies
2 Properties Deployed (1) | Pending (0) Failed (0)
3 User Properties Name Type Last deployed ~

SymantecCredentials Credentials 18/08/2017 15:54:13
} 4 Assigned Policies v /08/.

5 Apps Showing1-10f 1 items
6 Media

7 Actions

Delivery Groups

9 i0S Profiles

10 iOS Provisioning Profiles

11 Certificates

12 Connections

13 MDM Status
Back GRS

RUS—BBEThTULWARWESIE. Windows Server ica4 4> LT, WSDLAS@EYICO—REINTW3
hESHEERBLETD,
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FSTILNSa—T1 T DFMCOVTIE <tomcat dir>\logs\catalina.<current date>T Tom-
cat oOJZRRL T L,

Entrust PKI 74 7% —

DigiCert v — K PKI oK DI Entrust PKI 7R T2 —% A Y XA h—ILTEET, PETZ—%Z AV X —
LI BEIC. CDFEED MDigiCert vx— K PKLI £ 3> T Windows Server (Z Java & Apache Tomcat
ZAVZAM—ILTBFIEZSRLTILET L,

Entrust PKI 74 72— > X b=l

1. https://www.citrix.com/downloads/citrix-endpoint-management/product-
software/xenmobile-10-server.htmld TEntrust 74 74— 2> 3>h 5. Entrust PKI
FHATEZ—%HAo7>O—-FLET,

2. #o>vO—RLT.zip 771 IILH5 entrust.war 7 7 7 L& HH L T. ProgramFiles (x86)\Apache
Software Foundation\Tomcat 8.5\webapps T« L2 FJICEZT £,

3. C:\Program Files (x86)\Apache Software Foundation\Tomcat 8.5\webapps\Entrust\WEB-
INF\classes T. entrust_adapter.properties # # % L. CustomProperties Zc:\\zenprise\\

custom_entrust_adapter.propertiesiZiBREL £7,
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g entrust_adapter - Notepad
File Edit Format View Help
# $Id: entrust_adapter.properties 31447 2013-84-17 17:17:34Z bsafinejad $

# custom deployment properties override the settings in this file
CustomProperties=c:\\zenprise\\custom_entrust_adapter.properties

4. C: K517 T, zenprise ¥« Lo bU%{ER L. custom_entrust_adapter.properties & L35 Z#DH
LWI71ILZER L FT,

5. UFTORBTT7 71l Z4mEL £9, Entrust MdmSvc.URL. AdminUserld. & & ¥ AdminPassword
ITBETNCEIMZ TLETL,
# set the following to the proper URL for AS/IG
Entrust.MdmSvc.Url=https://pki.yourcorp.com: 19443 /mdmws/services/AdminServiceV8

# set to 1 or true to force user creation from passed user and
group parameters 1if using IG and user does not exist
CreateUser =

# set the credentials for the endpoint
AdminUserId=¢[User ID]¢
AdminPassword=*¢[password] ¢

#5472 MBSO F — R b7

#keyStore=

#keyStorePassword=

#keyStoreType: JKS. JCEKS. & U PKCS12 - .p12 &L V. jks 7 7 1 ILICIFRE

#ECERZRDIL—F CAZFOY—N—-D SR +I LT

#trustStore=

#trustStorePassword=

#trustStoreType: JKS, JCEKS and PKCS12 - not needed for .p12 and .jks files

6. Tomcat ¥ —E X2 BEEB L £ 9, C:\Program Files (x86)\Apache Software Foundation\Tomcat
8.5\logs Ic## L. Catalina_201x-MM-DD.log & %9, T5—H% <. ROTHRRFINTWVE L
ZHBLET:
13-Nov-2018 09:02:35.319 INFO [localhost-startStop-1] org.apache.cxf
.endpoint.ServerImpl.initDestination Setting the server’s publish
address to be /EntrustGpkiAdapter

7. http://localhost:8080/Entrust/EntrustGpkiAdapter?wsdlE iz —N—D/NNT v
2 URLIZBEIL. ELWXMLARTZINTVWR e ZzBRLET,
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localhost8080/Entrust/EntrustGy X T

&« c @ localhost:8080/Entrust/EntrustGpkiAdapter?wsd w e

This XML file does not appear to have any style information associated with it. The document tree 15 shown below.

s:soap="http:
chemas.xmlsoap.org/wsdl/" xmlns:xs
/gpki-adapters.zenprise.com/entrust”>

s:itns="http://gpki-
wW.w3.org 2001/ XMLSchema™

adapters._zenprise.com/entrust” xmlns:wsdl="htt
name="GpkiAdapterService” targetNamespace="http:/
¥ <wsdl:documentation>
<adapterVersion xmlns="http://schemas.zdm.zenprise.com/gpki/">my_version</adapterVersion><interfaceVersion
xmlns="http://schemas.zdm.zenprize.com/gpki/">1.0</interfaceversion>
mentation>

a xmlns:xs="http://www.w3.org/2001/XMLSchema” elementFormDefault="qualified"
ace="http://schemas.zdm.zenprise.com/gpki/">
Type name="targetAdapterVersion”>
¥<xs:annotation>
¥<xs:documentation>

Type name="userCertificate”>
¥<xs:annotation>

¥<xs:documentation>
The parameter value will be set to a certificate, depending on the context. - In the revokeCert method, this will be the
certificate to revoke.

entation>

ction base="xs:baset4Binary"/>
ype>r
v<xs:simpleType name="csr">
¥<xs:annotation>
¥<xs:documentation>
The parameter value will be set to the CSR blob. This parameter type is not allowed in any "part” element but those in messages
used for the signCert operation.

XenMobile T Entrust PKI 74 74— %57 3

1. XenMobile a>v—juicagdr> L. [RE] > [PKIZ>Fr7+] ICBBLFEY. [B] > CAAPIK
IYTa47«] DIBICOVYILETS,
2. ROBWRENADLET:
o ZHi: PKIZ>T4 T DBEIZNNDLEFT,
« WSDLURL: H#—N—DNTVv 2o URLEANALET,
o EEDER: FRHTBIAEZBIRLET,
- &L
- HTTP &4 EHEICHWEBERI—F—RBLNXAT—REZEELET,
- U547 MRS @A SSL S 7 Y MEEEEBIRL £ 9,
e UY—XOFF: [R1VY—IDIFER] ZERLET,
o FFEI 9 BHMEXF/NR: JEntrust/*E#ANALEFT,
3. PKIZTOF 1 T+ DBHEHIET LIz, [BRE] R—JICRD. [BRERIONIE—] ZBHLET,
4. [2f8] 27T, [BTI>T1T+] LTEntrustT>7r 70, [BITARX] LT [SIGN] %R
L7,
5. FIFAZEERER] 27T, ROLSICREEERLET:
e ¥—7J)LOdUXL: RSA
o« F—HX: 2048
Z27)L3J XL SHAIwithRSA
#7771 o b&: cd=Suser.username
IV MDRIE: #7230 TY, UTEEE8HLET:
- B/E 1-Y-TU>INILE
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- f#: Suser.userprincipalname
P
TRATZ—DREZLBELIIGEIF. COFIEICK > TERBRONA X —ZBERL &
ER
6. ERBERIONA S —DOBHEDTET Lics. [#BR] > [N RV —] ICBFL. BERERRVS—%E
mLEY.
7. FRFEDOS DRV —%ZHEELEFT, FO0OSHERR—TJT. [BEREROEE] (LT [BERERTO
NAZ=]%BRLET, [BRERIONAE—] XZa21—7T. FRICERLI-ERBERIONT X —%%
RLET.

Microsoft :FEAEZH —E X

XenMobile iz, Web B8 >%#—7 1 X%i@L T Microsoft Certificate Services £ &# L £ ¥, XenMobile
B> 2—TJx1 X (GPKI BEELEZFDOHKEE) 2EALILHLVEREORETOAFZYR—FLET,
Microsoft CA H* NetScaler Gateway 1 —+ —:FBAZE %2 £/ 5154, NetScaler Gateway I 2N 5 DHEBAZ D
EfeRmedR—FLET,

XenMobile T Microsoft CAPKI T>F « 7« #1Ep$ 3 ICld. Certificate Services d Web 1 >4 —7 1 XD
RN—ZXURLZIEETIMELRDD 9, BIRLIIBEE. SSLY S 17> MREEIC & > T, XenMobile & Certificate
Services ® Web 1 > 42 —7 21 Rx DREDEHGIREINE T,

Microsoft Certificate Services T> 57« 7« ZEMT 3

1. XenMobilea>v—I)T. ELowE7raI>E2 7Yy o LizE. [PKIZ>FrT70] 20Uy ILET,
2.[PKIZ>FT170] R=TT. [BN] ZoUvoLET,
PKIZ>TF14 T4 81 TDRZa—hRRINET,
3. [Microsoft :IFAZEH —EXT>F1Tr] Vv ILET,
[Microsoft sEBAZH —EXRIT> T+ 71 —MHARIER] R—IHHATEI,
4. [Microsoft sEBAZEH —EXIT> T+ 71 —MHBIER] R—JTROBEEZEEL EJ,

e BEi: MLLWIVT AT DEBENNILET, COBFRRETEDIVT AT 2BRIZ7HICE

ALET. IVTAT1RI—RBOBFICTIHNELHD 7,

Web %84 —E XJL— k URL: Microsoft CA Web &84 —t£ 2D ~X—2X URL (https:
BE) ZEANALET, URLICIE. HTTP £71& HTTP-over-SSL = 68

LEd,

+ certnew.cer X—F: certhnew.cer R—C D Efl, ASHOEBRATEFZEELILHEERE. 7
T EEEFERLEY,

+ certfnsh.asp: certfnsh.asp X—0&#l, ASHOEBEHTEFEEBELBEERE. T4/
bEEFERLET,
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10.

11.

o SREALDER: AT RBARETHRLET,
- &L
- HTTP &% BGICHMERI—HF—RBENRT—RFEEELET,
- U347 hilBAE: @Y SSL US4 7 Y MEAERERL £,

BEGDOTAR] Z7)w I LT Y—N—ICT7IECXTIZ %2 RLET, 7IVEIXTEARVIESIX. B
GHRBLIECEEZRTA Y E—UDRRINET, BRREEERLTLET L,

RN "O U O LETD,

[Microsoft :FFAEH —E X TV T T+r: TV FL—F] R—IPEEET, TDR—TT. Microsoft CA
P R—bTE3T7TL—rORABRZIBELFT. ERBFERITONA A —ZERTH I, CCTEELE
FTUTL—rE—EBTERLEY, COIVTA T EFERATZIRNTOERBRIONAE =D, DL
BrFro7L—rE1D27FIFEALES,

Microsoft Certificate Services 7> 7L — FDEHIC DWW TIE. BELD Microsoft Server N —> 3> d
Microsoft R a X > rEBBL T IV, XenMobile iZid. TiFEAE)] TH#HAL TWAERAEDF KU
Sh. BCfR 9 BEBRZDEHRIIH D FH A

[Microsoft :FFAEH —E XTIV FTo T+ TV FL—F] R—2T [LEBMN] #22JvoL. T>FL—FrD
ZEIZANDLT. [RE] 20Uy o LEY, BMTZ3ET>IL—MID2WT. COFIEZEEDRL XY,

RN " U O LETD,

[Microsoft fFFBEH —FE XTIV T4 T4 HTTP NS X—42—] R—SHEEFF T, CDR—T T Microsoft
Web B« >4 —7 1 Xt d 3 HTTP ERIC XenMobile BB 3 DR ZLNSA—F—%IEEL &
To BRBALINTGA—=R—|F. CATEITINTVWBRAREZIAAINRAT ) T FTOHEWNTY,

. [Microsoft ffFAZEH —EF XT>Fo T+ HTTP XS X—%—] ~—<T [BM #oJvyo L. BMNT3

HTTP NS X—42—DEFICEZEANNILT. RNl 20Uy I LET,

[Microsoft sIFAZEH —E XTI 5«1 T CAMEBAE] R—TUHHIET, COR—I T TOIVTo
T4 ZBULTORTLNEET BMAENDELZE%® XenMobile IBHNT3HENH D 3, CABENE
mani=5. XenMobile TEH#H L 9, XenMobile 3EEE® I > 5T+« T I0EZBNICERLE D,

[Microsoft :fBAEH —E X T > 51T : CARIFAE] R—CT. COI VT« T« CERAITZMAEZEE
RLE,

RE] 20V v o L&D,

[PKIZT>F4T«] ORICIVT14 T4 HRRINET,

NetScaler ;FFAE%%—% (CRL)

XenMobile . t— R/X—F 1 iEBARE T DO HEPAERM—E (CRL) ZHHR— KL %9, Microsoft CA B’ =
NnTW3iE4S. XenMobile ix NetScaler ZEFRB L TEMEEEL X T,
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DS54 T NMERER— DR =T 3354, NetScaler sEFAZE4L 31— (CRL) %E [CRL B#HEHZE
] #ERTIHDESIEFLET. COFIEZFERT S . MAM-only E—RDFNA 2DA—HF—MRFN1 X E
DERFOIREE*FAL THRIATEI R AED FT,

A—H AL RH L THA—F—ICEKBERPEIEINZ DI TIEARLH. XenMobile (35 L WiIBHEZ B
RBITLEd, COREIF. CRLAERIIND PKIT> T+ 7 2HERBT 258 PKIZT>Ts700EFal)7r%
BILLET,

1£2 CA L. CAIEAZ r EDOMWEF—% XenMobile ICIRM Lz SICER SN E T, XenMobile i, EEEN
FBELENTA—F—|ZRE> T, EBAZDHFHIT. K. BLUVREBREADBTLEL £,

BECAZMBR T EFIC.ZD CAICX LT OCSP (Online Certificate Status Protocol) 4 7/R— k&2 7o 57« T
TEF£Y, OCSPHR— b ZBMICLIBEICERO. CAIZFITT B:EBHEICid-pe-authorityInfoAccessii
REEBIMLEY, COMERIZ. RDIBFRICH 3 XenMobile D& OCSP L ARV A —%2 8B LET:

https://<server>/<instance>/ocsp

OCSPH—EXR%ZHEHTH L IIC. ZHOEEI> T+ 7D OCSP EZIIFAEZIEETIHENHD £Y, CALE
BAEZODHDZERBL L TUFERATEEY, CAMBEF—DOFRHUERRIVEZFHCICIE (#5E): CAHAETERS
Nnfc. EF OCSP BRHBEXEM L. 1d-kp-0CSPSigning extendedKeyUsagelhiRE&H X T,

XenMobile OCSP L Z R A —H#—E XiF. BED OCSP BELEROUTO/Ny>a7IIUXLEYR—-FL
E

+ SHA-1

« SHA-224
+ SHA-256
+ SHA-384
+ SHA-512

5&Id SHA-256 8 LU ESZAEZEF—7I/)LIJ XL (DSA. RSA £7clZ ECDSA) TEBIhET,

AR CA%ZEMTS
1. XenMobile 3>V =T, ELowWETI A2 Uy o LI, [F4#E] o [PKIZ>TFr70] 201
v LET,
2. [PKIZ>F17+0] R—=TYT. [BM] 22UvILZET,
PKIZT>F4 T4 21 TDRZa—hRERINET,
3. [EECA] 20V wvoLZET,

[(f8= CA: —RIEH|] R—IHHETEI,
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4. [BE CA: —fRBHR] R—JTUTFZEITVET,
o 2l BN CA OFHBHBERIZNILE T,

o GEAEERICER 570D CAGIAE.: —EBH 5. FIAEERICER TS OICERAITZHEECAD
AEEAE T BRL &9

COFEREN—H(F. [#R] > [RE] > [FEBEE] 5 XenMobile IC7 v FO— K L7, MEF—
=D CASERAED SEHTNE T,

5. [kA] #OUwOLET,
[fEE CA: XSA—F—] R=IHPEITFT,
6. [(EE CA: NSAX—F—] R=T T, UTEFTVET:

« DUTLESYIRL—F— HBECARBREITIRMRAEOIIVTILESZEHRLET, —ET [¥—
Trovl] Fld @BV —7rivil] ZBIRLT. BESOERAEZEELE Y,

¢« RDIUTIES: EZANNLT RICRITEINBZESZIEELEF Y.

o GERAEDOBEMEAR: FEAEOEMHAM (HE) ZAHNLET,

o F—ERE: BYBF—% [£] ICRELT. BECADRITIZAAZTOEMZHEELE T, RE
T35, CAICKBBAZDORITNENSOENICRESNE T,

o YRRF—EERE: TSICNSA—F—ZEBIMTBICIE. [BM] 20Uy oL, F—RBZEANLT R
7l 2oV vILEY,

7. DRAN] 00w oLED,
[EECA: T4 XAMUEa2—>3Y] R=IUHEAZTET,
8. [ECA: T4 ArJEa—>3aY] R—IT. BHRE—RZHEIRLET:
o i H—N—flOF—4ERK. COERBEA S a>azEE8HOLET, T—N—LTHEEX—HIER
BLUVERESHh, I—H—FNARBHEINE T,
« DEL TNARAOF—4% M. A—F—FTNAXRLETHEF—DERINET, COPHE—
Rik SCEP A L. keyUsage keyEncryptioniiikiC &k 2 RABESHEHE r keyUsage
digitalSignaturediiRiC &2 RAEZIAENBETY, BESHE EZ TRLHPEZHFEATS
F S I
9. [RAN] #OUwOLETY,
[fEE= CA: Online Certificate Status Protocol (OCSP)] X—UHBEEZXT,
(&= CA: Online Certificate Status Protocol (OCSP)] ~—oT. UF&TFVET:

o ZCANER T BiBAEICAuthorityInfoAccess (RFC2459) fiR%=BMT 3B&IE. [CD
CA D OCSP HR—raEMICTS] # [F>] ICBELET. CDIERIE. CAD OCSP L ARV 4
— (https://<server>/<instance>/ocsp) #BRBLET,

c OCSPHR—rZzHBMICLIHEIF. OSCP E& CAERAEZHIRL £9, COMEHAEE B
XenMobile ic7wv 70— R L7 CAGEBEZEA B ERINE T,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 214



XenMobile Server: g#HU 1) —X

10. IRFE] =zoUvo L&Y,

[PKIZ>T1Tr] ORICEAR CADRRRINE T,

BERBHwRIONT S —

January 10, 2020

BERBERTONAT S —I3. XenMobile Y XF LT FIEABH TEAT ZERBEOMAEDERTY . BRIERTS
ANAE =3, FEEAEDY — R NIA—=F— BLUTFATHAILZERLET. CNS5DRMEIR. HAENT
NA RBED—WTHZDRAEZYRT7OY (DED. TN RCEZDFET Y2 aTN3) THAIMCEADSTHEE
LEI,

TNRAZRBRICE > THRAEDO S 7 7ILIRINTNE Y, 2D, BERAICERASEIEITINIZ LAY BR
D—E e L T—HMOAABEDEITINBIGEDHD ET, T 1EDEROIVTF X FATHE PKI HS5RITE
NIEERRE IR, ERPRMTHICRMLE T, EEBRENMET I3 . AAZORMMIIERITNELE A

1 DDOERBERTONAF —DOEREEROZFATHERAL. 1 DOBRICL > TEROROIAEZRKICEET 3 C
ENTEERT, COFE. CORFIIERRAVY —XBIVRALICHD F9, L XE BERBERTOANIZ—PH
B CO—BMLTTNIRDICERINIIZEE. DICEBBATNBERAEL P ORITREICI>TREDEY, B
IS, CHEHSNIIHAIE D OEHMBENEASNE T, Fieo CHHIBRSIN. £IE D AR LIBAEICIE
D 0ERMBEDBEAHINE T,

C DIBANICHE - T, XenMobile DERBHRIONA X —BRICEDUTHRED 7,

s HEBAEDY — R,

o HERAE OIS AE: MLWEEAZICER 72D BEFEOHRAZELF— X727y F (ER) LFT,

s BITERIBEBONTIA—F— F—HAX £F—TIdUIL, iEAELRREG L DOMEREEZEK
(Certificate Signing Request: CSR) XS X—&2—hHD £T,

o HERREE T NA RUCEET B A%

o K&, BEEEIKDNS L XenMobile D IR TOEAENKML £9H. BRICK > TIE. RHOD
KWZBETHIHEDHDET, I RE. BETZITNA IABEADBIBRI NI SITHPEENKRD TS &
SICIEETE £, £7. £MHICL o TIE. XenMobile TEE[ T SNIEBREOERMANYIIVRD
PKI (Public Key Infrastructure: A£—D1>T7S5A LS F¥) ICREINZEAHBDET, O F
h. XenMobile D3EBAZELIMICE D PKI THEBAZERMHRET IHBENHD £,

e VZa—TIIRE, BEODERTIONA Y —=BL TESSN/EEEAZEIZ. BMERINED < & BEMICER
TNET, FhlE. TOESBRREIFRNC, BIERNEIC LB ZHT CEHTEET,

BEA 7o a v OrARREIL. ERERIONA I —ICH L TGERLEPKI IV T« T+ OBEEEITHEICE >
TEZD X,
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SEERZE DRITH A

AERREIZ 2 DOFETEIGETE. CNZHITHECFUET,

o BR: ZOHAETIE ILLWMEF—%ER L. CSR%Z/ M L T CA (Certificate Authority: sEBRH#RE) |Z
EiEL. BRALTHHWVWET, XenMobile TIZ3 2D PKIZT>F 47+ (MSHBEY—EXI>VFT 171,
AAPKLL BBRE CA) OEBEFENYR— TN TULET,

e JIwF: ZOHETI. FHITIE XenMobile D7D H DT, BEDF—XRF7OEIEX*EKRL £,
XenMobile IZiAB PKI TO&H 7 v FORAZEEHR—FLE T,

BERBRIONA L —RBERE LRI Ty FORTHEZERAL XY, ERLULFEERTRLERA T avic
FELIT. HIC. CSREBHRCOHEEIR. RITHENERDERICOAERTI XTI 7 v FINIERAZIFE
ICPKCSHI2 L LTTNA RICIEKETNEY (BEAHEOEFEEFEE-—RFERAL)

SEERE DECIE

XenMobile TOMEBEDEEICIE. ERFETED 2 ODDE—RAH D £9, D8E— K& SCEP (Simple
Certificate Enrollment Protocol) %W\, S5S4 7Y bARZOFORINEYR—FFEZRATOAMEETE F
T (I0SDH)o BAICEK > TIEDEE—RPRABERDFT,

BERBHRIONA A —THE8(SCEP 2R L ) BEZ Y R— 351213 FRlaEMFIEL LT, RA(Registration
Authority: ZRE) MEREORENBETY, RAGHENBELRDIE. SCEP 7O I 2 ERAT 3154,
XenMobile H'SRIED AR ICT T 201 (BERMKRE) L RIRICHKEET 3720 TY,. XenMobile id. 2D & 3117
BT AEREF S TWBILE TSI T Y MIHBT3HENH D £9, TOMHERIE. XenMobile ICgiRDEEAE
7Y TO—RTBZLICEDBEILIINET,

RAZZ2Y RABSHKD 2 DDERBZIMAZEDOREINVUETY (1 DOMAZETEAOEGZBII LN TIET ),
NS DRENUCIZUATORKINBD £9,

« RAZERIIAZEICIE. X509 F—ERAETVRILERDUETY,
« RABSIERAEICIZ. X509 F—FREF—DBESHUIBETT,

BERBERIONTH—0 RAGERAZEZ B 31013, TS5 D:EBAE % XenMobile 27y 70— K L. BRERT
ANTIHE—TENSDHEAZIC) VI LET,

BEREIRIONA A —ICHREZEORKRENIC OV THER SN TV REIRAEN H 3155, DREEOA»ZEHR— LT3 H
BREINEY, BERBRIONA I3 EFE-—RZBETZID. DHE—FZBET I FLRIBE—FZ
WERETBESICEHTEET, KEOLERREIVTFIMIGLTERDET, AVTHEFIMOHE—FZTR
—bLABWVCDODDDST . BRERIONA S —ICHHE— FABELRIGS. BRIKKBLET. EKIC. I>7
FRMIOHE— FHPBERIZFETH. ERBRIONA I —DORE—FZ2HR—FLTLRITNE. BRIIRKK
LET, BROINTDIZE. BERKEN’EHINE T,

RDERIZ. XenMobile £&IcH1+3 SCEP fgiz L TVWE T,
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aAYFFX b SCEP oK —h SCEP o E
i0S 70771/ —E X [FWn (ZqW

i0S ENAILTNA REEER (ZqW (A1A)-4

iOS#m 70771 Fn A1V
SHTP &$% LWz (AIAYS
SHTP m##Enk (AIAY (AIAYS
Windows Phone & & U (AINY-4 (AINY-4
Windows 2 7L v b D&E$R

Windows Phone & & U LWWX, 7272 L. Windows (AINV-3

Windows 27 L v k D#&r

Phone 8.1 & U'RH®D

Windows 10 U ) =X THKR— bk
N3 Wi-Fi FX1 RRU S —%
Br<o

SERRE DK

KHICIEUTO 3 20EEHHD £,

« WEK2N: XenMobile THIFIN TV SEEBAZEDRREICHKEL £9, XenMobile 3. RRINiiIAE %=
THEYT D T FILHEAED OCSP R 7 — 2 RIGHEREIT I TS, CORT—EREZERBLET, Eig
BHRIANAE—BRICED. TEIEFHREHTTIORENEDLSICHEZRITZINDNREDF T, &
ZIE. BRIERIONA A —I3. SEAEDTNA D SHIBRS NI SICKRWBEAD T F T ZIUTD LSBT
TRBENHD XTI,

SNEBICIRET NB K% k% XenMobile r HIFIEN 2 Z ORBEDKRMIE. I8 PKI h5ENE L 7-3EEAE
ICERINET, BERBERIONA A —BRTERINEHETT. XenMobile TIEBAEHL AL TS L.
ZOEREIF PKI THERMLET, KMNERITITIOOFUH LETSICIE. K#xdi GPKI (General
PKI: SR PKD) T>F1 714 HBETT,

HIMBTHEEINDZRM: K& PKI & HEIN 2 COBEORIE. M0 PKI 1 SENE L FHEFAZ D A 158
B3N F 9, XenMobile THEDIAEDREIHEI NS 7-TIC. TOREIZOVWTPKIIZBEIhE T,
PKI TIERRE N KH L TL 315E. XenMobile THEBAZED AL L £F, COXH=ZXLTIEOCSP 7O
FODMERINE T,

5D 32051 I3 TIZR. CLAERICERINE Y, MR ELIERNDOREICED. WK
DEETZHELHD T, NEEINIFZ. IMBERINICKET ZTEEMELHD 9,
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SERAZDE T X

SERAEDE T MR L Id. BEFDERAZ DR LR DHFREDHITZMATTS LTI,

XenMobile Tid. REITHRBLIIBEICH —EXD RSB WL SIC. UFIOAEN KT BHICETHLL
SEEAE OESZHITL &9, N8B (SCEP W) ERIEDIHE. MAZED TN XICERICT Y X h—)LEThi&IC
DHKRIIDPITONE T, ENLSIMDIHHIE. HLVEERED T N1 RICEESNBRNCKRIDRELE T, TDLS
BRMS. FEAEDA VX b—IL ORI KRR L IFHEBEETT,

KMDEHRTIZ. HEDHBZHEMNTHEETSHEDNHD T, TN ANEHRIND . SEAEDONotATterd
Bfdh5 CDEELIEZ5IVWT. REOANEDBICHE>TVEDHES MDY —N—ICE>THREESNE Y, i
BAENCOEHEFHLLTWVWBHEE. XenMobile (FZFFAEDEFHZHTL 9,

BRB|RIONAT X —DIERK

BERBRIONIZ—OEAIE. IS, BRERIONA L —ICH L TGERLERITIV T T PRITHAICED
EAEDET, ABI> T T Z2ERATIERBRIOANA L —CINBIY T« T+ 2ERAT2ERBRIONA S
—ZXBTEET,

+ XenMobile IZ¥ L TR CTHIMEL VT Trld. ABIVTA T4 T MEIYT 1 T DEITHE
IEBICERZRTY, BERLIZ. BFRTIRET. XenMobile T > F 4 Faicx L TRIRS N7z CASERRETH
LOWE—RFICBRBTDHFETT. F—RTHBTNARFREH—N—DEE5TERINZ M. FERL:
PDEBEICE>TERDET,

o PEAVISACSIFvO—HBTHIMELYT« T ICiE. Microsoft CA»RAE PKI K& ENET,

BERBERIONAZ—D1ER G D DigiCert Yx— R PKI OREICDOWTEHLLIR, TPKIZY T 711 @
DigiCert Tx— R PKII ZBB LT T,

1. XenMobile A>V—IT. ALEOEE7rOV%E I Uy o L%, BRE] 0 [BRERIONIE—] %
Uy O LEY,

2. [(BEHRIONIHZ—] =T, [EBM =#2VvoLET,
[(BRERIONAH— —fRIER] R—JHEAITXT,
3. [BRBRIONAY— —RIFH] R—IT. UTZEELET:

o Rl FHLLWIONA A —BRO—EDEZENNLET, COZHFE XenMobile 3>V —jLoiEh
DER THERZEET D -HICETHERAINE T,

o #BA: BREHRIONA A —DHBETT, ST —ILRIFA T3> TN, TOERBRIONAT
A —OFADPVER Y FITHBALIRIULBET,

e BRITIIVT 147 HAERITIVT1 T EZERLET,

o BITAIN: [BE] FiF [BUS] 20Uy oL T BRShEI> T T hSHPAZEZRIE T3
DIERIBHEERRLET. 75172 MERERIOHREIE. [BR] 2FALET,
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o TUTL—F—BHINERATEIBEIR. ERERIONAIS—DPKIZTVF 1T TEMLETFYFL
—FEBIRLET,
nsnFyIL—hE [BELNIPKIZTYT o T+] DIEICZY v o T 3B R—2 T, Microsoft
SEREY —ERXRI VT4 T M BMETNTWVWRISEICERAREICAD £7,
4, [RN] OV wOLEY,
[(BERBEHRIONA A —: GIAEBRER] XR—IHPRRINET,
5. [ERRBHR7ONA S —: sIFAZEZER] R—I T, (AZEOBRICIGCTUTEZEBELES:
o F—TIIdUIL: HLLWF—RT7DF—7IJUILEERL 9, EAATEERMEIE [RSA] . [DSA]
. & [ECDSA] T3,
o F—HAX: F—RT7DOHAX (Ev B ZANALET, COT o —ILRIIKETT,

HFRMERF—FATICEL>TEBRDET, L RIE. DSAF—DERTFIXIF1024 EY FTY, &I
BBEN—RIITHELVY T I TICKET BREMEZEET 570, XenMobile TIxF—#—1X
NEFINEEA. ERBERTONAZ— DB ZREBRIETT V71 JICTBHIIC. BTTIMR
BTTFRARLTLET W,

e ZRTVILIVIL: FILVGEAZEDEZBIRLE Y, BRRF—TILIVILICE>TERED XY,

s BTV MR MATYT, MLWIEAEOH IV o o#AE (Distinguished Name: DN) %
ANDLFET, RHlZRLET:
CN=${ user.username } , 0U=${ user.department } , 0=${ user.companyname

} ,C=${ user.c } \endquotation
e RE. 05472 MERRERAEICIFRDOREZFRALE T,
- ¥—7J)L3dVJXL: RSA

- ¥—H%1X: 2048
Z2L27)L3J X L: SHAIwithRSA

HIJP U & cn=Suser.username

« (W72 bDRIR] ORICHLWLWIY MU ZEBIMY ZICIE. [BIN] 22Uy o LET, HIROEE
ZEIRL T, 2 DBDFICEZANSNILET,

U547 MERAEREETIF. ROLSIEELE !
- B/E -4 —-FUYINILE
- fBEOFT—4: Suser.userprincipalname
YT U bRLEKIC. 7« —JLRT XenMobile v/ O0% AT 9,
6. RNl 20Uy LEY,
[(BERBERONAE— ToRMJE2—23Y] R=IUDPHTZXT,

7. [BREHRIONASE— T4 XARJUEa—> 3] R=IT. UFEFVET:
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o [317 CAGEERE] 0—EH 5. IBHIhic CAGEBEEZRIRL 7. ERERTONT A — 3R CA
IVTATr2FRT3D. BERERIONAL—0 CAGIRAEREEICIY T+ T TDHDICHER
INTWS CARERREICAD £9, T TR MBI > T T 2ERTIER L OEEHDTHIC CA
HEEREZERLE T,

s [FARRMIE2A—Y3YE-—FROER] T F—Z2ERL. BHEIZHZEL LTUATOVThLOEZE
z7VvILET:

- &hEES Y—N—floF—4%K: SrIYIRTRIOERF T VEHERELTVE
¥, DA S>3 vid XenMobile THR—FEINBZ3IRTOT Sy T x—LEHR—tL.
NetScaler Gateway i 2 AT B HEIFHUETT . F—N—LTHEF—DERS L VCRED
. A—H—FNA RCEHRINET,

- DEEBK TN RAOF—ER: BEF-—EFI-YF-FNAIRLETERIN,. REIILE
T COFEE— FIZ SCEP #EA L. keyUsage keyEncryption IZ& 3 RABSSLAIFAZ &
KeyUsage digitalSignature iZ& % RA ZZHAENBETY, BSUEBEZ TRILCHHASZE
HTE£Y,

- DDA TNARBOF—4E: COF T avid [HE8EER: TN AAOF—4%K] CH
CESICEEL FTH MBI TIdA< TDOH) THB7SH. TNAZRATOF—ERHKREL T
SE. ERLERATIAVESICIEA TS a>EERATIAVANERD XY,

[(BESE: TNARAOF—ERK] FeiF [DBOH: TNAAZRAOF—E/K] 2BRLIBSIE. [RAES
SEEA] o—EHS5 RAEZAEZZEIRL. [RABSKIRE] O—EHN S RABSHKIRAEZHRLE Y,
AAICECAREZFERATEE Y, CNSDMAEDLODH LV T+ —ILFDPRTINE T,

8. RNl #0UwILET,

[BRERIONTHZ—: ki) XenMobile] R—JHEETFT, CDR—IT. XenMobile 7o+
HA—BRICE DRITINIERAEZICRBTERND 7S/ RETIEGEBRLE I,

9. [BRRIBERFIONT A —: k%h XenMobile] ~—>T. UTFTZFTVET,
o [RITOINTEEHEZEDERY] T, MAZEHV DKM T E3HERITVITNHDA T a v ERIRLET,
o HEBRENKRI L7 FIZ XenMobile h 5@ %IXET 3541k, [BHORE] ofEZE (4] TR
ELT. BHIF>FL—bEEIRLE T,
o XenMobile TIFEREN LM LIz EFic. PKI THIERAZ# LT 35S [PKI L OiFEEE D3]
(V] ICEREL. [>T T70—8] o707 L—r%BRLET, ITVTaT71—BICIE.
KIEEETHERATIZIRTDOGPKI TV F o T RRREINET, XenMobile THEHEN LTS
Y. IVTA T4 —EBHSTIRLE PKI IS, £ECHLAREEINE T,
10. RA] Zo U v o LET,
[BERERIONIEZ— K PKI] R—JHEITET, COR—I T, SEAERRM LIz ZIZ PKI TITS
TooaAVvERELET, £, BMXvE—CFERTE3A SO eHnET,

1. PKI TEEAEZRMEE 3156, [BERER7ONAEZ— K PKI] R—JTUTZITVEY,
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12.

13.

o MR F v O DBEMU] OREET [(F2] ICEELEY. K3 PKIICEET 35HMET « — LD
RREINET,

« [OCSP L 2R >4 — CAGEAE] 0—BH 5. SHEDOY T o ~0#FE (Distinguished Name:
DN) =#RLE Y,

DN 7« —JL RD{EICIZ. XenMobile v/ O%#ATE£T, XICHZRLET: CN=${ user.
username } , 0U=${ user.department } , 0=${ user.companyname } , C=
${ user.c } \endquotation
o FERAENRZLICIHE] O—BN S, fMAEFKRMLECSICPKIZIY T T4 TITSROVTHD
DOT7oavEERLET,
- 15_[:6 Lza\/\o
- HEFAZEDEIM]Z,

- TNARDKIMETA T,

o FEBAENRI L 7o& FIC XenMobile i 5@MzEE9 3B5E: [BMOREE] OfEz [F] ICRE
LET,

2DODBMA T a > EEIRTEET,
o BANTYTL— bR ZBIRLEBSIF. X221 XARERSIEREABRNA vt — 2 %8R
TIET, CNBDTFYTL—hE. BHNTF>YTL—R] O—BICHD X,
o [BRIOFAEANN] ZBRLALBEIZ. HMBOBMX v E—S#ERTEE T, SEEDOX—ILTRL
2R Ayt =Y DIBEDIEFMI. BHARESNZIEEERETETET,
DRA] #0)woLEY,
[(BRERIONA A —: B R—SHEIET, COR—I T, XenMobile 8L TADI L ®ETT
SRR

o SEAEDETMR, HEIH LT, EMRICENZEELLD. HRTNOAREZRIEN ST S
CEHTEEY
o HARRAMAWVEEEAEICRA S BB DOET (EHEIDE) .

AERAENKRI LI OEHT 35/, [BRBERIONAS - EFf] XR—JTUTZTVET!
[(EMHRMIINT-SEEREZ B T (4] ZBRLET, FMlT7 1 —ILRBIRTINE T,

o [FHHMMERBVERETOE] 7o —ILRIC. BAROMBRICEEEZEHRITINENILET,

e MEICIGLU T, [BEICEMEARISMTINTVRHAERIERLAWV] Fv IR IXZAVICLET,
CDFED TERICEMERAIINTWS] ik NotAfterMBEDHNTHZ Z e =Bk L. MHE
BERBLTVWBE VWS EKTIZH D £ A. XenMobile Tid. WERLN L HERZISEHRL FH A

FEREDLEIH SN L TIZ XenMobile 1 5@z EEY 354 [BHORE] £ (V] ICRELEFY,
SERRE DHARRANE L & FIC XenMobile h' 5@Hz X159 2155 [FEBAZOBMHAMRIE IV 5&EH] %=
(] ICRELE Y,
EE5DFRRICOVNTH. UTFD2 D0BHMA T a3 v 5VWINHZERTERT !
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« BT FL—bZER HWXETA IAREGEANEREABAA Y E—JZBIRTEEY, 50D
TYTL—hE BTV TL—F] 0—EICHDET,

o BHOFMZENS. HEOBHIX Y E—JZEHTIET, BEEDEFX—ILTRLR Xyt—2,
BELVOBHIOXEHREZEEL XY,

CEMAVELIIAZEOEMHBRETOEKR] 7+ — LT, APAZOHROMBEFICEMZXET 2N EAN
NLES,

14. [fr%E] 20V v o LEY,

[BRERT7ONIE -] ORICERBRIONAE—HEBIIENE T,

APN ZEERE

October 25,2019
XenMobile TiOS FN1 X% &EL TEREY 3ICIE. Apple @ Apple 7w 1@FH%—E X (APNs) iFEFE %%
ELEY,

P

« Apple ® APN iEBRZ% R 9 % & . Apple Push Network # B L TENTILTNA REEETE
To SEFAZEZERNTE D L. BRTH > THHETH > TH. TNAXAZBETIHLLADET,

+ Secure MailforiOS T7v > 2 BM%EFERAT 5555, XenMobile T APNs (EBAZEAKE T,

+ i0S Developer Enterprise Program %{Ef L T Mobile Device Manager 7w > a5EFAE = 1R L
12354 BRFDIAE % Apple Push Certificates Portal 18179 270D 7 o> a > HREICHR S C
EHhHDFET,

FIBEOWMEZHRAT S FEV I ERLET, COBBETRITLTLLETV, TOLXROBEEUTICRLET,

FIE1: Windows @& s, Windows Server 2012 R2 % 7=i1x Windows 2008 R2 Server & Microsoft IIS %
FARALTCSRZEMLEYT, Mac D&, Mac O Ea2—2—TCSRZEMLET, CORZEEFERATSZ L
EBEOLET,

FIE2: >rUwIRZCSREZZEELE T ENTILTNA REROEZMAES2ERAL TEZINnr.plist EXD
T AIBRESNET,

FlIE3: EREFEHD CSR % Apple IiEfEL. Apple @ APNs sEAZ%2 40> O— R L £ T,
FIE4: (IS, Mac. %7z1& SSL T) APNs iEBAZ% PCKS #12 (.pfx) #FBEX LTI I RR—bLET,
FIE5: APNs itBAZ% XenMobile i21 > R—r L %9,

BE:
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SREOERICER SN Apple ID OB % L ZBENB D £, £7-. Apple ID IHEA ID TEH< 23t

ID THRIFNIEED FE A

Microsoft IIS =R L T CSR #ER ¥ 3 121

i0S /N1 XD APNs HEBAZEERZ M T 5 1Cld. £9° CSR (Certificate Signing Request: BAZEZER) %
ER L £ 9, Windows 2012 R2 % 7#=i% Windows 2008 R2 Server Tl&. Microsoft IS %= L T CSR #4£ /R

TEEXT,

1. Microsoft lIS #BZ £ 7,

2. ISOY—N—FRE7r 2> %IV v I LEY,

3. [U—N—3EAE] 7+ > FIT. [BIRZEOERDMER] £2IUv I L& T,

4, @wN7#BI2& (Distinguished Name: DN) #AALT [DRA] 2#OUw oI LET,
5

. [BSkr—ex7ONs4—] T [Microsoft RSA SChannel Cryptographic Provider] #3&RL T.

Ev hRELT [2048] ZFRL. DRAN] #oUvoLET,
T71INREANNLTCSRZRETBBFAzEEL. [ET] 20UvILET,

o

Mac J>EFa2—42—TCSR ZE T BICIX

1. macOS #1793 Mac I>vEa—4%—d [7FXVs5r—>3>] > [A—F4)F«] T F—Fx—>77

ERXTFTUVT—arEEBLEY,
2. [F—Fz—rT7I7tR] XZa—%2HAVT [RERE] ZBRLET,

3. [;tBAE] #7%#2o Uy o LT, [0OCSP] LU [CRL] A7 arz [ ICEEL. RIERE] V-

YEUEBALE T,

4, [¥—Fx—>70tR] XZa—7T. [FEAET7I XL ] > BIARBICGIAZZER] DIEICEIRLE T,

5. SAETCREY MCED. ROBEROANNERDSNET:
e X—LT7RLZR: MPEOEEAEYTIEAFLERETHATY FOX—LT KL,

o HifF: RRAFBELUVRXAI VR LTHEZZER LT, Jhid. BE. 'www.website.com}
F7:-13 Twebsite.comy DLSICRZ 7, HBRIF. Y1 MIIES TR IICTIERTS Web 7

FLRERILTHRRENBD £,
« CADX—LTKELR: BERDA—ILT KL R,

6. [T RVICRE] Z0Vwo L. [BRTBEREZEE] FvIRvIRZF LT, HGiF3] 200y

JLEY,
7. CSR7 71 DERIEANALTOAVE2a—2—ICT7 7L EREL. [RE] Z|RLET,

8. ERT7BEREIEE: [BOYrX] T [2048Ew ] Z#RL. 7ILTVXLIC [RSA] ZEFERLTHS
(%t73] 200y o LEY. APNEEEAEOERO—IRELTCSR 77127y FO— R BEMHEHT

TFEL
9. FEETIREZVRICLBZ CSR 7O RBRTLTHS [RT] #9UvILET,
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OpenSSL =fEHE L T CSR Z{Em 3 3 ICid

Mac v a—4—FfigHR— T TW3 Windows Server £ Microsoft I1S ##EB L T CSR 24/ TE 4
WiHE: KHhiZ OpenSSL #ERATE £,

OpenSSL # AL T CSR 2Em 9 3 iCid. £7. OpenSSL @ Web - kh5 OpenSSL =4 —>O—R LT
’l’\/x l‘_}lflzia-o

1. OpenSSLEA VX b—)ILL7cdYEa—4—T, AV ROV TR ERIFD TN SROOAT Y RERT
L&,

openssl req -new -keyout Customer.key.pem -out CompanyAPNScertificate.

csr -newkey rsa:2048
2. AEFREDRFICEATIRDOX v E—UHRAINE T, BRIhBHREANILE T,

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name

or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:RWC

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Customer

Organizational Unit Name (eg, section) [:Marketing

Common Name (eg, YOUR name) []:John Doe

Email Address []:john.doe@customer.com

3. ROXytE—IUhHRRENS. CSROWMBEF—DNIT—REANALET,

Please enter the following ’extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

CSRICERTBICIX

#EBAE %, Apple ICiX{E9 a0 Citrix ISEfE L. BE %517 T XenMobile TFERATE 3L 5ICLET,

1. 759 —7T. XenMobile APNs CSR Z&Web 4 ~icBEIL X7,
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2. [Uploadthe CSR] o U wv o L%,
3. MEFREICHEIL TGERLE T,
HERAEIE T.pem/txty B THIBELRHD £,

4. XenMobile APNs CSR EER—U T, [EBR] #0VvILFT, CSRABEINT. BRINTWLEH
UYO—RI7AIILE—ICEEMICEREINE T,

EHZAD CSR %z Apple (215 L T APN SEFAE 2 NS 9 51213
EEZAD CSR (Certificate Signing Request: FFFAZEERZER) 2> v I XN 52T >7-5. 1% Apple
ICIEfE L CAPNSEEFAE ZEEL £ 7,

pE

—ZBoa——h5. Apple Push Portal N0 5 1 VEOBEMNREIhTLET, KOO DFERL LT,

FIig 1 < identity.apple.com U > 2272+ X9 3#iiC. Apple Developer PortalicOs/ 4+ > L TH#EWL
Ft Ao

1. 75o#—7. https://identity.apple.com/pushcertiZ#&& L £ 9,
2. [GEFAERBIBRZER] 20V v I L&Y,

3. Apple THIH THEBAZZER § 3154 [(FIARNZHAE L. NBICARBLET.] FIv IRy IX%
F2ICLT. [AELEY] 20Uy ILET,

4. (770 DER] 20Dy oL, AVE2—2—LOEZEAND CSREIEELT [Fv7O—F] £29Uvs
LEF. 7y 7O—ROBHNLAECEZTRIRBXA Y E—IDRRRINES,

5 [4v>rO—F] 20Uy o LT, pemitBAEZEIELE Y,

Internet Explorer R L TWT. 7 7 TILIGRFABRVWEEIF. [Fvy>otwl] 228Uy ILT K
DU RIS EIYO-RLET,

Microsoft lIS %= &AL T.pfx APN iEFEZ % BT B ICI
XenMobile T Apple @ APNs :EBAZE%# R T 51CId: Microsoft IIS THBAZERZ M I € T, EBAZE% PCKS
#12 (pfX) 770l LTITIRAR—rL. D APNiEFEZE% XenMobile ic1 > R— LT,

BE:

CDRRVICIF. CSRZEMTBDICFERLIT—N—CBELCISHT—N—ZFRALET,

1. Microsoft lIS B Z £,

2. U—N—GEBE7ra>%Z o Uv o LEY,

3. [—N—itBAZE] v« RUT. [FEAZOEXRDORT] #0UvILET,
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4. Apple o Certificate.pem 7 71L& ELE T, LY RUBRFIFHAZEEZAALT [OK] £UU

v LET, BRICEAPRAXFIIEDHRVTIZIL,

5. FIE4 TEELHAZEZEIRLT [TVRAR—F] 20Uy I LET,

6. .PIXIEBREDBFRE 7 7T ILBELUVUNRT—REIEELT [0OK] #0Uv oL,
XenMobile @1 > X b —JLHRICC DIEFRED/NRT— RHABBIZAED £7,

7. .pfx iEBAZE% XenMobile #1 >ZA k=)L F 3 —N—ICaE—L %7,

8. XenMobile >V —ILIZEBBE LTH1>A Y LET,

9. XenMobile >V —ILT. ALOEWE7AA>%2 7y LET, [RE] R—IHHEIET,

10. [GERRE] =0V v o L&Y, [GERAE] R—IPHSTFT,

N [A>kR—=r #OUvILET, [1VR—F] 470Ky IIDBHEITET,

12. [1>R—F] XZa—Hm56. [F-X+7] ZBRLET,

13. [EABEM] 5. [APNs] ZERLZEY,

14, [¥—X+7] Z700LT. [BR] 20Uy I LTAVR=—bIBF—X T T 71ILDGFRICTEE L.

T I ZBEIRLET,
15. [IXRT—R] Ry IR, sERAEICEIDHTHNTNRT—REANALE T,
16. [1>R—bk] Z20UwoL%ET,
Mac O Ea1—4%2—T.pfx APN :EFRZ % EF§ 3 IC1E

PR2IFANEPX T 7 CLFALLOTHD . BSHRARLTT.

a0

1. macOS #R17¢ 3. CSROERICEALALHDEEL Mac I Ea—%2—T. Apple " 5ZITEI - 1&

Production identity (.pem) sEAZ%2REDIT 7,

2. SAET 7 AIINESA TNV Y I LT, T7MIINEF—F—VICAVER—FLET,

3. REDF—FI—UADIAEDEMZHEE T X v E—INKRTEINLIBEIZ. T4 EOBRENO
JAF—F—rzHLT [OK]l 20Uy I LEY, FICBMENIEEAZ I EAZEO—BICRT S

nEJ,

4. HEEAZE VUYL T, [774)L] XZa—T [TURKR—F] %FERL. :EBAED PCKS #12 (.pfx) i

BEADI UV RKR—FZRBLET,

5. XenMobile Server TEATBICIE. HAZ T 7 M IILIC—EDORBHIZMITR LS ICL T, BHEIICT ARk
XZEIFEDHBVWTLIEI WV, RIC. RETBHABPED T LY —DIEFEES. .pIXx 771 ILERERIRL T

[RE] 200w oLET,

6. NAT—RZANNLTERAEZ IV RAR—bLET, —BETRNBNRT—RZ2ERAIEcZ2EBHLET,

Ffe. BTHERASIUVESRISOICHERECNRT—FELR2IRETSLSICLET,

© 1999-2019 Citrix Systems, Inc. All rights reserved.

226



XenMobile Server: g#HU 1) —X

1. F—Fx—2T70CVRAT7TIVT5—2a32Ic&>2T AFAYNRT—REFRIGBRLcF—F = — > 2R
BAYE—CHRREINET, NRXT—RZANALT. [OK] #21)voL%3, XenMobile Server TF
FEONTEIRRE*FHI I EEITET XL

A

CSREEMLTHHEEDIVAR— b IO R ERET LIz AYEa—42—a1—HY—7HhHo %
FEFLAWESG: O—AWILP AT LOEAF—CAHF—ZRETINIIRR—FTEZICZHED
LE¥d, 25 LaiThniE. BRED=HD APNS sEFAZEAD 7 7t X IEMICA D, CSR XUV APNs
7Ot XefZEDRINENHD £,

OpenSSL #{#A L T.pfx APNs iEBAZ # BT 3 ICI

OpenSSL %f#ERA LT CSR (Certificate Signing Request: :EBAZEEZER) %{EM L 7-%. OpenSSL #fERAL
T.pfXxAPNs SEBRE# E T3 HTE £ T,

1. A R7OYFRERIEDTIT, ROATYY RFERTLET, Customer.privatekey.pemid CSR
H5DMEF—. APNs_Certificate.pemid Apple " 5ZITE > EEBHETY,

openssl pkcsl2 -export —-in APNs_Certificate.pem -inkey Customer.privatekey

.pem -out apns_identity.pfx

2. PpIXEEBEE T 7AIILDIXRT—REANDLET, TD/NRT— R iEBAE%# XenMobile ic7y 7O—R ¥
BLIICBUFERATAIOTERATEVTLRETL,

3. .pIXEBAE T 7ML DIBFIEHEL £, RIC. XenMobile A>V—IL2FERALT7 v 7O—-RTEZ LS
IC XenMobile Server iIcaE¥—L £ 9,

APN :iFEEZ% XenMobile (1> R—+ 3311

LUV APNS GEBAEZBER L TRIFE o7 5: Zd APN iEBE % XenMobile (21 >R — F LT, RYIDREL
LTEMYT 3h. BREFOMRAEZETHMZIET,

XenMobile A>V—ILT. BEOWEF7AAVE U Uy I LET. [BE] R—IJHEITFET,
[GEFAZE] =0V wv o L&Y, [GERAE] R—JHPHTFT,

[1>R—bF] Z20Uwo L&Y, [(VR—K] Z4700Ry I ZIDEIET,
[1YR—F] XZa—h5. [F-X+T] ZBRLET,

[(EREm] 5. [APNs] %##EIRLZET,

AYEa—2—0.pIX 77 1L EF.PR2 T 7L ENRRELET,

INZAT—=RZNALT, [AYR—=F] 20V LET,

N ok W =

XenMobile DFFAZIC DWW T L < 1k, TEEBAZ) #BBL T I,
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APN SERRZEZ E# 9 3 1C13

APNs :EFAEZ BT 3ICIE. SEFAEEER T 3BELRLFIBEZRITL T, TD%. Apple Push Certificates
Portalic7 /&R LT, HILWEEAZA 7w 7O—RL T, OJF> T3 L. BEDIAE (£, 8o Apple
Developers 7hW > hh 54 ViR— b INTHAE) HRTINET,

NRAEE FI T BI5E813. HFAEEER T B3IEE L OE—DE WV LT, Certificates Portal T [E#H] #Uw
27 L &7, Certificates Portal Ic7 7€ X 3IC1d. COY A FORBERETHIY CHRUETY, HAZEEEHTS
CEFE. BUAEBZ L Apple ID #ERALTVWB ZEERRBL TV,

APNs GEBRZ OB MEARZ FAN B I1CId. XenMobile 2> v —JLT [#mR] > [ERE] > [FAE] OBV v oL
Y, el AZDEMERNMIN TV THIRAEZ R T ELRVTLLIZT L,

1. IS (Microsoft). OpenSSL. #7lg*—Fz—>7ItX (macOS) #FEALTCSREERBL£T,

2. XenMobile APNs CSR £&Web #+ +T. [Fv 1 BHHAZEOERER] EBIRLET,

3. [+Uploadthe CSR] #J U v o L%¥, KIS, 47O Ry I XTCSRICBEL. [FE<] . [EA]
DIEICZV Yy I LET,

4. plist 771 L E2ZELISRELET,

5. Apple Push Certificates Portal o) v o LTHr>F > LE T,

6. B Y BHAEEEIRLT [EHM] 20V vILET,

7. plist 7717y 7O—RLET, HAXLT.pem 771 EZELET, .pem 771 ILE2FREFELE
ERD

8. Zo.pem 77 EERAL. (FIE1TCSRZERTB7HICHERLIFEICRK>T) CSRZETLET,

9. sIAEE PIX 77 MILE LTIV RAR—FLET,
XenMobile >V —LT.pfXx 77 1%L VR—FL. UTOFIEERITLTERERTLET:

[RE] > [GIFAREEE] ICBEL £,

[GEEAZE] R—DT [1>R—F] Z0)voLEFT,

[1>R—F] XZa—Nm560 [F-Xb+T7] ZBRLES,

[(F—X +T70fEE] 5. [PKCS #12] ZEIRLET,
(EEEm] h5. [APNs] %#BRLET,
[F—XrT7T77a00] TR [FF9H—-] 200y I LTIT7AILICEBILES,
[RZXT—FR] Ry o RIZ, SREONRT—RENALET,

MHBIZHCT [BEBA] 1AL ET,

[1>R—F] ZOVYILET,

© ® N0 bk w2

XenMobile T [FEBRE] R—JICUACL I hEThET, [l « RE] o [BERERK] . $&0 (B3
RET] Za—ILEDEHINET,
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ShareFile T SAML (&3> VT ILGo1>H Y

January 24,2020

XenMobile ¥ ShareFile ##m L T. SAML (Security Assertion Markup Language: £%a U5« 74—
2avI—oF7v TS5 —) ZER LT ShareFile Mobile 7 7UAD> > J L1 ># > (SSO: Single
Sign-On) 77X zRMI3 e M TITH9. MDX Toolkit ZEM L TS v FE N ShareFile 77U x. Web
H#+ k. Outlook 73551, Sync /517> b AREDS Yy FINTHL ShareFile 7 51 7> 2 0igseD
WREBDFET,

¢ 5w FEhTW3 ShareFile 77U 04, ShareFile Mobile 77U %#7y L T ShareFile icOJd#> %%
dA—H—iF. A= —RBED7DHIC Secure Hub icU X 1Ly . SAML b—0 > %BEL £T . B:E
AT L7=%& <. ShareFile Mobile 7 71 5 ShareFile IZ SAML r—o Uh R EThEd, RMNOOY
F>mE. 2—4—I& SSO %47 LT ShareFile ENAIILTTVICT VI TEEY, £/, BROIA L
< TH. Secure Mail ® X —JLiZ ShareFile 5 RF¥a XY FERLTTI £,

« Sy ZFanTtuiL ShareFile /517> b DHE, Web 7505 —%7131E3Hh @ ShareFile 517>
k%7y LT ShareFile icOJ#4 > ¢ 32— —I& XenMobile icU &1L o k&3 %d, XenMobile TR
HEINB . I—4—Id ShareFile ICEfE3hfz SAML b—0 V2B L £, RYOOTA > DkIF. &
EOJ 4> LA THA—H—12 SSO £/ LT ShareFile 514 7Y M7 IR TEE T,

XenMobile % ShareFile ® SAMLID ZON+A4— (IdP) £ LTERT3ICIE. CORETHET I L3I,
XenMobile % ShareFile Enterprise 2R3 23 & 3 ICHEBRT 2HENHD £9, F7id. StorageZone I+ 2
A TOHENET 5 & 51C XenMobile #1833 HTE &9, %L <Id. ShareFile = XenMobile &9
%1 eBRLTET W,

R I 7L AT —FTIOFYRICOVWTIE 7—F77F v 2BRLTLIEETL,

RIRE S

XenMobile & & Uf ShareFile 772 SSO Z#/¥ 3HiIC. UTORREGEBIITHENHBD T
+ MDX Service £7:i3E#f4HH 3 /\— 3 > @ MDX Toolkit (ShareFile Mobile 77U &)
2L <IF. ™XenMobile 0E#E] #BRLTLLEIL,
o BN SH B /N— 3 >0 ShareFile Mobile 7 71) & Secure Hub
+ ShareFile EBE7HU >

« XenMobile ¥ ShareFile BED®R S N i-1E4:

ShareFile 77t X =K T 3

ShareFile ®7=®1Z SAML 2382 E $ 3801 LUTFD & SIC ShareFile 77 X 1EHRENDLE T,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 229


/ja-jp/xenmobile/server/apps/files-and-xenmobile.html
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1. XenMobile Web o>V —JLT. [#58] ® [ShareFile] #2Uv2- L %3, [ShareFile] #p~—
HEE £F, >V —JLIcid. ShareFile Tid# < Content Collaboration ¥ W5 AEAKRTINZHBEH
HHFERJ,

Analyze Manage Configure Monitor

Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Content Collaboration v
Confugure settings to connect to the Content Collaboration and administrator service accounts for user account managemeant.

Domain * .sharefile.com

Assign to delivery group: Tvpe to search Q

AllUsers

Local Policy
087

Local

Content Collaboration Administrator Account Logon

User name * .com
Password * Enter new password
User account provisioning OFF
App Internal name ShareFile_SAML
SAML certificate
Name .example.com

Advanced Content Collaboration Configuration

2. ROBEZEELET,

o BX>: ShareFile 4 7R XA >&ZANFILET, fl: example.sharefile.coms,

o FUNY—=FIIL—TIZEIDHT: ShareFile t#i2 SSO # RT3 TN —FIL—T & BIRE I
BERELET,

+ ShareFile BEB&7HV> bOJA Y

« 2—#%—%&: SharefFile BBEOI—HF—BZAANLEFT, COI—H—ICIZBEHENKETY,

e« XZT—R: ShareFile BBEDODNRT—REANALET,

o A—H—TFTHUYrDFOEY 3= XenMobile Ta—H—7OEY 3= >F%BMCT BT
COREEEMILET, I—H—TOL T3 =7 ShareFile User Management Tool % £/
TBICIF. COREZEMDEIICLET,
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E:

BIRL7-%EC ShareFile 7 Ao > haEf-aWaI—H—2EFh. [2——ThHho>ro7OEY
aZ >y NEMRIES: FOo1——IcBFMIC ShareFile 7ho >y bR 7O 3 =>4 3nEd,
WRZTANTREDIZ AN—DDRVKREIZFERTZICEHEIOLET, CNICED. LD
a—#—h ShareFile 7HDU > hEFLAVTREEERBITZZENTETET,

3. EFEDTR] #UUw o LT, ShareFile BIBET7H U Y FOA—H—R L /XXT— RH4EED ShareFile
TATY ML TERAESNA e E&HELE T,

4. RF] =2oUvoLET,

« XenMobile #* ShareFile ¥ F#8L T. ShareFile @ ShareFile #17&/T>F« T« IDr OF 1>
URL D ENEHINE T,

« [# 5] > [ShareFile] R—JICT77VDODABERRTINE T, 7T7UVORHFBRIZ. BRD
FShareFile.com @ SSOREE#XTET 31 THPEIZFIEERT TRDICHBEICHKRD FT,

SwFani- ShareFile MDX 77U RBE® SAML O%E

UTOFIEH I0S HL U Android D7 7UBLUT NI RICEHTIFED 7,

1. MDX Toolkit © ShareFile Mobile 7 7U% 5w 7L %9, MDXToolkit ic&kZ3T7FUDS v FICDWVWTE
L<iE. TMDXToolkitic&k27F7UDS v 7] #BBLTLIEETL,

2. XenMobile 3>V —JLT. 5w FEhi:- ShareFile Mobile 77U 7w FO—RLEJ, MDX 7 FU %
TPy TO—R$B3HEICOVTEELLIE. T™XenMobile |2 MDX 77U %BIMT %ICld) #28BLTLEITWL,

3. SAMLEBED#IE: FRROFIETERLI-BBEDI—H—LL/NXT—RT ShareFile icag#>L %9,

4. ShareFile & U XenMobile EIL#21 LY —> THERINTWB It #BBLET, BHRLILE21TLY —
VICEL T, XenMobile ICELWVWEZIARRINTWVWBR I ZRRBLET, €5 THWVWIES. SSO ikl
ZOEEMEDHD £,

ShareFile Mobile 7 7 % #if 3 %

1. A—%—F N1 RIC Secure Hub #r > X —JLLTHERELE T,
2. XenMobile Store 15 ShareFile Mobile 77U 45> O0—RLTA VX M=ILLET,

3. A—H—8BPNRAT—ROANNERDSNTIC ShareFile iEaINE 9,

Secure Mail |- &k 21&:E

1. FRT->TVAEVESIK. 22— —F N1 X SecureHub Z21r > X b—ILLTHERL £ 9
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2. XenMobile Store 15 Secure Mail #4 o >O—R, 41X h—JL. BLUVHRELET,

3. FRX—)LZEWT [ShareFile h"5Hfd] 22y TFLET. X—ILICHRNANTE3 777 1—H—Kr
NZAT—REANALBLTHRRINET,

iZh @ ShareFile 751 7> tD7-8%I- NetScaler Gateway # &3 %

Web # - k. Outlook Plug-in. Sync 547> rhrn>yFanTWiaW ShareFile 754 7> bAD TS
L 2EHEET BICIE. LUTD & 51 NetScaler Gateway ##p L T. SAMLID 7O/ 4 —¥ L T®H XenMobile
OEREYR—NTI2HRELRHD £,

o R—LR=JDOUAALT +ZEMZT B,
» ShareFile vy > a>RU>—7OT 71 ILEERT 3o
+ NetScaler Gateway fR#8H —/N\—IZKRU > —%HBRT 3.

R—LR=JDVLEALY bZEMCTS
/cginfra XZAHBESNBZERICHTZT T4 FOBEZEMICLET, CORMEICED. I—H—F BRIN
e R—LR=—DDADDICEREREINICAF URL ZRZ LD TEIBLSICHEDET,

1. XenMobile oas =+ »icfEB 3 N3 NetScaler Gateway (R —N—DREZ4HEL £9, NetScaler
T. [Other Settings] (C#&) L T [Redirectto Home Page] Fxv /Ry I XEATICLET,

Other Settings

2. [ShareFile] o TFIc XenMobile DA —N—BELUVR—+rBESEANALET,

3. Citrix Endpoint Management ©. XenMobile ® URL # AL £¥, AT 3/N\— 3 >0 Citrix
Gateway . L& HZ AppController 28R L TW3BENRHD £,

ZOBRICED. /cginfra XZXENLTANILT URLICH T ZERDERBINET,

ShareFile 0t v ayRUS—rERIOT 7ML 2EHRT 3

UToHEEEHR LT ShareFile vy 3>RS —eBRZO7 71 IILEERLE T,
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. NetScaler Gateway M1 —7« U7+« OEBRDFES —> 3 >~ > T, [NetScaler Gateway]. [Poli-
cies]. [Session] DIBIZZV YT L%,

LBy ayRUS—%EERLEY, [Policies] 27T [Add] #0U v o L%,
. [Name] v x(Z TShareFile_Policy; * ANAL %73,

L[] oUW LTRIEEERL £, [Create NetScaler Gateway Session Profile] ~X—Ih s
9,

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Clobal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters

Metwork Configuration Client Experience Security Published Applications
Accounting Policy

Owverride Global
Display Home Page &
Home Page
mane

WURL for Web-Based Emai

Split Tunnel™

OFF i
Session Time-out (mins

1 b

Client Idle Time=out (mins)

Clientless Access®

Allow -}
Clientless Access URL Encoding®
Obscure .
Clientless Acoess Persistent Cookie®
DENY ¥
Plug-in Type*

Windows MAC 05X 3

# Single Sign-on to Web Applications =
Credential Index*

PRIMARY | ¥
KCD Account

Llonle © cm actln WMl e ¥

ROBREZBHELET,

« Name: T[ShareFile_Profile; t N\HL %7,
+ [Client Experience] #7% 20U wo L. UTOREEZERLF7:
- Home Page: "none; Xt AN\SHILZET,
- Session Time-out (mins): My “AHLZET,
- Single Sign-on to Web Applications: Co®E% o voLET,
- Credential Index: [PRIMARY] %20 Uv o L%,
« [Published Applications] #7%2s U voL %7,
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Cateway Paramaters

Metwark Configuration Client Experience S&curity Published Applications
Dwerride Global
ICA Proxy™
ON t W
Web Interface Address
https:/ fxms.cltrix.lab: 8443 v
Web Imerface Address Type*
1Py ]
Web Interface Portal Mode®
NORMAL 5
Single Sign-on Domain
citria -f

Citrix Receiver Home Page

Account Services Address

o

RORE=ZBHELET,
« ICAProxy: [ON] Z#ERL %,
+ Web Interface Address: XenMobile +—/\—® URL # AH1L £
+ Single Sign-on Domain: Active Directory K X1 >&&EANHLET,

WNetScaler Gateway tv>a>7O7 71 ILz#Ke 5 F. [Single Sign-on Domain] A
NEBRXA>H T4y 2% LDAP ICEZE T 5 XenMobile RXA YT A1) 7R —HIEZHEN
HOET,

5. [Create] ZoUwo LTy a>ryO771IzE&ELET,

6. [Expression Editor] =0 v oL %7,
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+ Back Aad Expression M a
Create NetScaler Gateway Session Palicy
Sedect Expression Type: | Genera
Sharelle_Fulicy
REQ
Sharefile_Profile ||+
HTTP Edi
a - || Sarendd [ = Chaar
HEADER
COMTANS
Value®
E = NSC_FSAD
conki
S Ty AL =
ROBEZEHL £,

o Value: "TNSC_FSRD) “ ANALZET,
+ Header Name: TCOOKIE; “ ANALZ T,

7. [Create] #oUwoLTHh5. [Close] #0UvoLET,

Create NetScaler Gateway Session Policy

Mame*
ShareFile_Policy

Action®

¥
)

Sharefile_Prafile
wpression® OPSWAT EPA Editor  Expression Editor
Chear

Diperatars = || Saved Palicy Expressinsg - ||Freguantly Used Expressions -

REQHTTP HEADER COOKIE CONTAING NSC_FSRD

NetScaler Gateway RA8H—/N—IZKRU > —% BRI 3

LT DE% NetScaler Gateway fRAEH —/N—ICHEE L £ 7,

1. NetScaler Gateway #MI1—7« U T 1 DEFOFES —> 3> R1> T, [NetScaler Gateway] o
[Virtual Servers] o0 w o LF7,

2. [Details] ~<-r>7T NetScaler Gateway RIS —N—%T ) v I LT,

3. R&E] zoUvILES,
4. [Configured policies] ® [Session policies] #2Uw2 L. [Addbinding] #oUv o L%,
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5. [ShareFile_Policy] #&RL %7,
6. CORIS—DBEIBAN—BRTIINZIFHDRIS—EDHELHZILSIC. BIRLERUS—IIHLT
BEEmIN3 [Priority] 0BFSEZRH/NTVEBICEELET, RICHIERLET:

VPN Virtual Server Session Policy Binding X
Add Binding Edit = Search =
Priority Policy Mame Expression Action
10 | ShareFile_Palicy REQ.HTTP.HEADER Coakie OOMTAINS MSC_FSRD Sharefibe_Pralile

100 § PL_OS_10.217.232.36 REQ.HTTP.HEADER User-Agent CONTAINS CitrixR AC_05_10.217.232.36_A_

100 PL_WB_10.217.232.36 RECLHTTP HEADER User-Agent MOTCONTAIMNG C AC_WB_10.217.233.36_4_

100 PL_AG_PLG_10.217.232.36 RECLHTTP,HEADER User-Agent MOTOONTAINS C AL AG PLG_10,217.232,.36_4_

Clase

7. [Done] %#%1)w2 LT, NetScaler g =RELET,

ShareFile.com © SSO HBE#TET 3

MDX & & ©'4E MDX ShareFile 7 7V 0@\ AICH L TUTOEEZITVE T,
BE.
XenMobile T ShareFile 7 7V ##R&E £ 7= 1ZBER L 7= D ShareFile DREZZTBE L7 3702, SR

TTVRICHLWESHEMINET, ZDizs. ShareFileWeb - rtOs 1> URL HEH L T. T
N7 TVEBERMT ZHENHD FT,

Chrome #7:1Z FireFox T. ShareFile h"5B8BRA YA —MEEINBLBRD E LT LK TUU—
2/ — k. ShareFileWeb 77U —> 3> v19.17) #8BLTLLETL,

1. ShareFile 7 A9 >+ (https://<subdomain>.sharefile.com) IC ShareFile @&y L TO4
FZ2LET,

2. ShareFileWeb 1 >%2—7 x4 XT [BIE] #0UvoL. [T A>DER] E&ERLET,
3. [A4 1> URL] ZUTO&LSICEHEELET:

wmEMO [OF 0> URL] offlizxneHsHTY: https://xms.citrix.lab/samlsp/websso.
do?action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1
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Password Policy Basic Settings

Enable SAML: a
Configure Single Sign-0n
Edit Super User Geoup ShareFile |sswer f Entity ID: = XMS. example.com
Reporting Your IDP Issuer / Entity 10:
Notification History

¥.509 Certificate; = Saved Change @

Admin My Settings

Login Code Samgple
Login URL:* nitpssiEms. citr. lab/samispiwebaso.dotaction=auth @
Remaote Upload Wizard

Wiew/Print Recedpts Logout URL:

ADI

« NetScaler Gateway 484 —/N—D M FQDN & T T/cginfra/https/1 % XenMobile #
—/\—® FQDN oafic#EA L. XenMobile ® FQDN #ic 8443 %#BiIL £9,

mEL URLoBlIZRD B D TY: https://nsgateway.acme.com/cginfra/https

/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML_SP&reqtype=1

o )XZX—H&—&app=ShareFile_SAML_SP%. ShareFile RE7 7URBICEEL £9, ARIET
7 #I)L T TIShareFile_SAML] TT, 2L BRZEE T3 7-NC. RERICHEIEMINET

(f5l: ShareFile_SAML_2. ShareFile_SAML_3)., 7 U DREZBZIL.

R=ITHARNB LN TEET,

[#&r] > [ShareFile]

mEL URLOBlIERD B D TY: https://nsgateway.acme.com/cginfra/https

/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML&reqtype=1

o f&nssso=trues # URL D\EICEML X7,

BRI E URLofligkor&DTY: https://nsgateway.acme.com/cginfra/https

/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML&reqtype=1&nssso=true

4. [#7> 3 RE] OFTD [Web BEEDEMK] FrvIRyIR=EFUICLET,
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Optional Settings

Require SSO Login: ?
350 P Range: ?
SP-Initiated S50 certificate: | HTTP Redirect with no signature : ?

Enable Web Authentication: M 2

SP-Initiated Auth Context: | User Name and Password = Minimum 32 ?

Active Profile Cookies: 7

4 Save Cancel

BRZRIT 3

UTDRIEEERITL THERZIREEL £9,
1. 759H%—Thttps://<subdomain>sharefile.com/saml/loginiZ7ZE€XL %7,

NetScaler Gateway dOJF > T+ —LICUZA LI ENET, VAT L Y FThABWSEIFRIOEMAR
EEBEL£T,

2. NetScaler Gateway & &K U#m L 7= XenMobile BRIEQ 1 —H—B & XX T—REZANALF T,

<subdomain>.sharefile.com® ShareFile 7 # L4 —HER RN 3, ShareFile 7 /L4 —H%&K
RONBVWESIE. ELVWAOSF VERBREANALEDNE SHHERBLET,

IDP ¥ L To Azure Active Directory

August 22,2019

Azure Active Directory (AD) % ID ZONA4— (IDP) t LTHMT 3. 21— —IFZBED Azure BRREHR %
> T XenMobile ICERTT X7,

iOS. Android. &' Windows 10 ®F /N1 XD R— bk INTLE T, i0S &L Android /3 X & Secure
Hub #@ L TEELE T,

Azure % IDP & L TH# 9 3 ICiE. [ERE] > [ER:E] > [IDP] DIBISERL 9, [IDP] R—TiF. ToN—=
3> ® XenMobile T#H L EBMINTWE T, XenMobile dLFETID/N—2 3 > TlE. Azure OERKIZ [BE] >
[Microsoft Azure] TiTULWFE L7
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2

s N=2arBLUITT1EUR

- i0S ¥\ X F7f=ix Android /N1 X% &89 31C1E. Secure Hub 10.5.5 "R Br b £7,
- Windows 10 /N1 X & &$2 9 31ClE. Microsoft Azure 7L S 7 LSA Y ADBRBELHRD £T,

. T*flzﬁl")")“ txt:uuu

- XenMobile #—/\—id. FEFEER—IXDBHAAICERTIHELHD £7,

- #R:EIC NetScaler #fEB L TW3BE(1E. NetScaler IFEIBAZER— A DREAICHER T 2HENDH D
£9,

- Secure Hub B3Fid Azure AD ZfER L. Azure AD TEZEINI-BEE— REBITLE T,

- XenMobile #—/\—i&. LDAP %/ L T Windows Active Directory (AD) ICiZ4: 9 2 BN H D
£9, A—AJL LDAP H—/\—% Azure AD *FHAET A LS ICHBELE T,

SBEET O—

FINA XD Secure Hub ERA L TEEEIN. Azure % IDP ¥ L TEAT % & 51C XenMobile B s 354

1. A—H—ZBH DT /N1 XD Secure Hub ICRFI /- Azure AD O5 1 VEET. I—H—RKL /N2 T—
REANALETD,

2. Azure AD Ix#Da—4%—%BiL. ID =0 ERELET,
3. Secure Hub i ID k—% > % XenMobile —N\—tHBELF T,

4, XenMobilelz. ID k=2 > 2. ID b= > DD I—H—{EiR%EFERL £9., XenMobile lztv> 3> ID
ZIRELE T,

Azure 7ho 2 bR

Azure AD % IDP £ LTEBT3ICiE. 9 Azure 7Aoo > McAOd1 Y LTUTOEEEZLE T,

1. ARBZLRAAVEERLT. FXIVZEELE T, 2L <& TAzure Active Directory ICIRE D R X
VEZEMYT 21 25BL TV

2. T4 LU MNIBRAEY—IEZFRLT. 7> FL T XDF« Lo ~U% Azure Active Directory IZ¥E5R L £ 9
HELLIE T Lo UGSl #8RLTLCIED

Azure AD #ER L T Windows 10 TN X & EET 3ICIE. Azure 7HT Y MCUTOEEE LT,

1. MDM % Azure AD OEFETERN—FT1—ICLE T, TDEHICIZ. [Azure Active Directory] > [7
FUr—>3>] #OUwoLT. Bl ZoUvILET,

2. ¥FvSU—@ [FTV5—a3>%zBMT3] ZFIRLET. [ENTILTNARER] ICBHLT 707
LEXOMDM 7 U r—> 3 a&ERLEYT, REEZRELE T,
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Citrix XenMobile 755 RO % LIBETH. AV FLIRT7FUr— a3 o %&ERL £ 9, Microsoft
DORBTIRIETILFTF T IV =g, 7 FLEXMDM 7 U r—2 3> T9,

3. 77Ur—> 3T, XenMobile —N—#. FAKXKHEIVFEC> b LT APPID URI 2L
ERS

« MDM#%it URL: https://<FQDN>:8443/<instanceName>/wpe
« MDM FE#E4 URL: https://<FQDN>:8443/<instanceName>/wpe/tou
« 77U IDURI: https://<FQDN>:8443/

4, FIB2 TER LAY TFLIZMDM 77U r—> a3 v %#RIRL £F. [Manage devices for these
users] A7 aXEBRMILT. INTOI-—HY—FL@HFEOI—Y—J I -7 LT MDM EiE%H
MICLET,

Windows 10 F/31 XIZ Azure AD ZFEBE T3 Z 2 ICDWTE L < 1. Microsoft ®:2%E TAzure Active
Directory ¥ MDM 0#%i&1 Z28BLTLET W,

Azure AD %= IDP & L TH#EmY

1. Azure 7AD Y bHSUTOLS ICHEREHREZRL TERLE T,

e T2 hID-Azure 77V —2 3 VEBRER—ICEKHE

o Azure AD ZER L T Windows 10 TN\ X5 Z8R T 3B EE. UTICOVWTHHETT,
- 771U IDURI: XenMobile #%=f7LTWsH—/\—n URL
- 93472 ID: Azure DEER—C DT T O—BOHFF

- F—: Azure 7V r—> 3 VERER—JICEEE
2. XenMobile >V —IT. BLO®ETAOAVE2 IV I LET, [BE] R—JHEETFT,

3. [8ik] oTFa [ID Z7aN14— (IDP)] #oUvyo L&Y, [IDFONIE—] R=IHHEET,

Identity Provider (IDP)

Configure an identity provider (IDP) to use federated identity on Win 10 MDM and Secure Hub clients.

The IDP you configure will override your default enroliment mode

IDP Name IDP Type v

No results found,
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4. BEmM] =oUvILET,

5. IDP QLT DR#HZBEL 9

« IDP &:

 IDP nfE4:
e 7Y hID: Azure 77U —2 3

Ay al—l

VERIE

[IDP #a] XR—IHHTEI,

ER L TW3 IDP SO ERIZ AN L £,
IDP o#&fE ¥ L T Azure Active Directory #3&RL £,
DR—IUHSEZIE—LET, TSTVHF—DTRLIN

—ICRTEINTVE, BFEXFI OB HRZIE—LET,

7=z ZiEhttps://manage.windowszaure.com/acmew.onmicrosoft.com##workspaces
/ActiveDirectoryExtensin/Directory/abc213-abcl23-abcl23/onprem... TixT7+
YhIDIERDEEDTY: abcl23-abcl23-abcl23

Identity Provider
(IDP)

Discovery URL

Set up a connection to your identity provider (IDP).

IDP Name*

IDP Type*

IDP Configuration

Tenant ID*

Azure AD Config

Azure Active Directory

® These fields are filled in automatically when you provide your tenant ID.

OpenlD Connect Discovery endpoint (URL)

Authorize endpoint (URL)*

Token endpoint (URL)*

Jwks_uri (JSON Web Key Set URI)*

End Session endpoint (URL)

https://login.windows.net/

https://login.windows.net/

https://login.windows.net/

https://login.windows.net/commonydiscovery/keys

hittps://login.windows.net/

6. TODT 1 —ILRIZFEFMICANINET, NHE.

DRN] #0Uw o LEY,

7. Azure AD =R L T Windows 10 /N1 X% MDM %439 3 7= IC XenMobile ##&E$ 3IC13. UTD

REZBELET. COEBDFIEZXF v T3,

o 77U IDURI: Azure BEDHEREICAA L. XenMobile t—/N\—dD URLZANHLE T,

[Win10 MDM] z#7ICL &Y,

¢« V347> ID: Azure BROR—IHSEEZ IE—LTHDRIFES, 517> ~IDIZT7TUD
—ROHAF T,
o ¥—! Azure 77U =2 a vREDR—IUHSEEZIL-LET, [F—] OTFTT. —EHSHRH%
BIRL. REEZFREFELET, F—3. AE—LTIOTr—ILRICEEDMITZIEHTIET, F—Id

Microsoft Azure AD T7 U NRT — 2 EHRAN TN EZTAARLD TEHBEICKETT,
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XenMobile Analyze Manage Configure 3

Settings > Identity Provider (IDP) > Add IDP

Identity Provider Win 10 MDM Info *
(lDP) Integrate XenMobile with Azure Active Directory to let devices running Windows 10, enroll with Azure as a federated means of Active Directory authentication
App ID URI* hitp://www.example.com @
1 Discovery URL
Client ID* asdf-123-example-client-id @
2 Client Type
Key* | svessssssesensd | @

} Win 10 MDM
Secure Hub
3 IDP Claims Usage

4 summary

N -]

8. A1l =#oUw o LEY,

Citrix |& Secure Hub % Microsoft Azure L HICERE L. TOBEWREX VT FH VAL TVWET, COEMEIF.
Secure Hub #* Azure Active Directory i@ 2 DICERT 33 MIERERTLET. OR—JIFEXR
COBHREZEFTZCCHBEICASTBBICERINE T, COR—JE Citrix P EE D@ Z LI Fi
DHELET,

9. DrN] =0V wv oI LEY,

Settings > Identity Provider (IDP) > Add IDP

Identity Provider Secure Hub Info x
‘|Dp) Configure details that Secure Hub mobile client in Android and iOS platforms can use to authenticate using Azure AD.

" ® Citrix has provided this information for Secure Hub to use to authenticate with Azure Active Directory.
1 Discovery URL

2 Client Type Client ID* @ m

Win 10 MDM Redirect_URI* com.citrix.securehub://cauth/redirect_uri @

} Secure Hub
Scopes* | openid @
3 IDP Claims Usage

4 Summary

Back Next >

10. IDP pMEE T 51— —#B FOBERZERL X I,

o A—H—#AIFOEE: VX5 [userPrincipalName] %:EIRLEY,
o I—H—FHRFOXFF: TOT1—ILRIFBBANNTINET,

M. DAl #2) v o L%9,
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XenMoaobile An; Manage Configure -l A, admin v
Settings > Identity Provider (IDP) > Add IDP

Identity Provider IDP Claims Usage x
(lDP) Choose the type of user identifier that IDP is providing.

1 Discovery URL ® XenMobile uses the 'upn' key to retrieve the user information from the jwt token provided by Azure Active Directory.

2 Client Type User Identifier type* userPrincipalName ~

Win 10 MDM User Identifier string* | s{id_token}.upn

Secure Hub
} 3 IDP Claims Usage

4 summary

Back Next >

12. [REDER] R—STREZHERL. [RE] 20VvILET,

XenlVicbile Analyze Manage Configure o

https://loginwindows.net/

Token endpoint (URL) /oauth2/token

jwks_uri JSON Web Key Set URI)  https://| windows. [

End Session endpoint (URL) https:/Aloginwindows.net)

Identity Provider /oauth2/logout
(IDP)

Win 10 MDM
1 DiscclveryURL App ID URI http://www.example.com
2 Client Type ClientID  asdf-123-example-client-id

Key =~ *reswexsas

Win 10 MDM

Secure Hub Info
Secure Hub

Client ID

3 IDP Claims Usage Client Secret (optional)  N/A

} 4 summary Redirect_URI  com.citrix.securehub://oauth/redirect_uri

Scopes  openid

IDP Claims Usage
User Identifier type userPrincipalName

User Identifier string  S{id_token}.upn

A—HF—TIRRVIVRLIF

1. Secure Hub %281 L £9, &ic. XenMobile t—N\N—DRLEM R X1 >%& (FQDN), 2—%—-FJ>>
NILE (UPN). FlEXA—=IL7RLAZANALET,
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12:32 PM

CiTRIX
Secure Hub

Please enter the credentials provided by your
organization.

gkios.xmtest.net

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?

Yes, Enroll
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2. RIS [EW BRLET] 29Uy I LET,
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10:20 AM

Sign On

xmslab

Sign in with your organizational account

[ someone@example.com

[ o
Fasswo d

© 2016 Microsoft
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3. Azure AD BB =R LTOJA Y LE T,
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No SIM = 10:21 AM

)
./

Enrollment in progress ...
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No SIM = 12:32 PM

& gkios.xmtest.net

Enroll Your iIPhone

Enrolling your iPhone prepares it for
corporate apps.

o [

1

©1999-2019 Citrix Systems, Inc. All rights reserved.
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Safari ¥ 12:54 PM

Cancel Install Profile

XenMobile CA
XenMobile

Signed by *gckr.net
Verified v

Description XenMobile Authorities

Contains 2 Certificates

More Details

Install

©1999-2019 Citrix Systems, Inc. All rights reserved.
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4, Secure Hub IC& 3 ZDtDFER R L HETERFIEEZRTLET,
E:
XenMobile I$ZBFIRD Azure AD I & BBiEE HR— b L TULWEH A, B URL 280 E BB
REI-—HY—|2IFET5H3a1E. I—F—IE Azure AD DRH DI LDAP =R L TERsEL £ 95

IREB R

January 10, 2020

REBRBRICE > T ENAMILTNARICEABI-Y—FEAHEONE T, BERERIT. AV—FA—FH5
KELTEHDT, A—RFORDDICENTILTNA ROPICFEELFE T, RY— A— R Personal Identity
Verification (PIV) #1—R T,

IREERERIE. UPN 2 o1—4—#RF22CERABETI. XenMobile i3, HgBERTO/NA L —H 5
BLILEBBRE., TN ROEFaT7HRR-IMNREFELES,

XenMobile Tid. FNA ROBBREBHEICREERBRECEHATITET, REERBERBICERINLIBE.
XenMobile TIFERIBHFRPHOBFRE—RIYR—rIhFEHA. iI0S OERTREEEEREFATIEI,

T—*FUF v

EZF0EEIE. XenMobile Server (. UTORICRI@ED. AVR—RY MIIEHKLET,

Active Directory
service (optional)

Secure Metscaler XenMaobile

Hub Gateway S pmeaimy Active Directory

Trusked CA&

Derived Credential Derived
credentials = management -—— credentials PKl

app server provider

You can use the same server for
Credential management and PKI
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TN REERFIC. Secure Hub IXREERBRT 7D SHAEEEEL 7,

IREBERIERT TV I3, BRPICERBEREREY —N—CBELEY.

BERBHREEBEY —N\—CH—RN—77 PKI ORI HE—ICOVWTIE. A—DH—N—%FRATZCH. 5l
DY —N—%FRTZILCHTETET,

XenMobile Server (g% — R /)X—F ¢ PKI H—/N\—IZ#EH L T, sEBAZEZEEL £ 9

2

o Citrix Secure Hub #4 o >O0—RLTA YR b—ILLET,
o IREERBHREFERLT. 7V EA T O—-RLTHERLET:

- Entrust Datacard 0154
* XenMobile & #R#iic. 7 /3 X T Citrix Derived Credentials Manager 7 7U %z 4> >0
—RLTA >R b=JLLZFJ, Derived Credentials Manager 77Ut > tUwo 2D ID 7
ONAE—FF7UTY, UFd. COFFIVDOOITTY,

t e moonly eplable on P App oy e WS Do

Derived Credential Manager

it Systems

pE
Citrix Derived Credentials Manager 7 7 U ld. SiLWEROAHEHFR—ELET, TN
1 RA—H—ZBERTIVELDHD £7,
* XenMobile Server N—< 3> 10.8 LI,
* XenMobile Server I Enterprise E— R THBINTWLS ZEHRBE,
- ZOMOREBRER TONME —: TOMOERBTRY Va—2a>DIFrALIE. 5L
XenMobile t BN H D £H. EBRBIEZFNCHET AR EL TSI L,

o ERBERIONAS —H—N—ICFIAEZRITY 2AKEDI — MEIREZHOBENHD ET. EORTE
IZ& o T, XenMobile BBERPICT I 2INEBREADMLPZEEZZEIZENTIEY, AAZOEMICD
WTELLIE TEERECTEE 28R LTIRT L,

- A—H—DXA—=I)LREXAYHLDAP R XA Ve BHEZHBEIE. X—IL R X1 V%, [&%E] > [LDAP]
RAXASYVIA VT REBEICEDE T, T ZIE X=ILT7RLRAD R XA UHcitrix.comT. LDAP
KXo >vEhsample.comDBEIE. RXM>IT 1) 7 X% sample.com, citrix.comilz®RE
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L¥Y,
- XenMobile IEEBEF N1 XA TREBRBROERE T R—FLTLEEA,

« 1—%—ID:PAE

- ISz bORNBET v — L RO - —FIE. SujectAltName #5358 ® otherName 7 + —JL
K. rfc822Name 7 «+ —JL K. 7l dNSName 7+ — /LR DR TH I BB H D XTI, #
DT+ —ILRIEHR—bFINATVWEEA, TP I FDRIBICDOWVWTEEL < IE. RFCC
https://www.ietf.org/rfc/rfc5280.txtE= BB L T £ L\,

- X=)FLECNOH TSI T4 =L FROI—HF ID IFHR— TN TULELA,

o FPRAERGI - IFEIAZE + X2 ) T b— 2 VEBERICHER & i Citrix Gateway

IREBRIBROBINL

T 74 FRETIE. XenMobile >V —JLiCiE.  [RE] > UREERER] OR—IHHO A
TREBRIBERD M V2 —T 1 ZZEBMICT BICIE:

o [BBFE] > [H—N—7FO/NNT<] OIEICHKESHL. H—/N\—EH4 derived.credentials.enable #EmML T
ONT« % true ICERELE T,

Edit New Server Property

Key derived.credentials enable
value* true
Display name* derived.credentials.enable

Description

IREBERBERDOIER

XenMobile ¥ D& &% HEL TWAIREBKRISHRIONAE —AITOERMNAERPH I EZFTIRELTUVETD,
XenMobile ##H 33 . H—N—r OBEHLTBEICAED £F, F7=. XenMobile IZBIMFAHDIREBIRIERD
CAGERRE % EIRI 3 h. CAEREE%R 1V R—hTEEJ,

ZD CAFRRZ DA > S ViFBRZRETO )L (OCSP) HR— b2 70570 JICTB3eNTEEd, OCSP
IZDOWTEELLKIE TPKIZY T 701 @ TMEECAl Z8BLTIEIVL,

1. XenMobile a>vV—ILT. [BE] > [i0S OiREERISHR] DIEICEIRLFT,

2. DREBRBFBRO FONT X —%:8R] DiFS&. Entrust Datacard T [Zoftt] ##ERLEFT, [7FUT
—> 3> URL (i0S)] (cdcapp: ZANNILET,
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XenMobile Analyze Manage Configure o

Settings > Derived Credentials for iOS

Derived Credentials for iOS

Configure a derived credentials provider to enable iOS users to enroll with a smart card.

Provider
Choose derived credentials provider * Intercede
& Other (tech preview)
App URL (i0S) * dcapp://mode=SecureHub @
Optional parameters ()
Name * Value 4 Add
Details
Issuer CA * C=US 0=Entrust.OU=Demonstration and Evaluation.OU=Cert... - Import @
CAlnfo
Name: C=Us,0=Entrust,0U=Demonstration and Evaluation, OU=Certificate
Authorities, OU=Entrust Demonstration and Evaluation Issuing CA
Expire: 2024-08-14
User Identifier field * Subject name @
& Subject alternative name
User identifier type * UPN - ®
OCsP
OCSP Check OFF ®

3. A7 IaONTX—F— REERBRIONA L —OHRIZIF. BEDODNSX—F—%IEET I2NEHLH D
HDHEHDET, e RIE ARUA—DPNYIITVRGF—N—DURLEZIEETZIIEEERTZIIFEEDLHD
£9, [BI] ZIU v I LTNRIXA—FZ—%RKRELET,

4, REBIRIBMOIIBEDIEE: EFAEHNEEIC XenMobile ic7y 7O—RINTWVW3IESIE. [H{TE CA]
HhS5DMHEERIRLE T, TNUNDBEIE. [1VR—+] 20Uy LTEEHEEZEBMLEY, [EE
BRZEDA vR—b] #0700 Ry IIDEIET,

5. GERZED1 >vKR—Fr] Z47A9KRyIRT. [BR] 20Uy oL, #EEEERLFI, RIS, [BE]
BT woL. MBEXF—T70ILEERLE T,

Import
You can import certificates or keystores used by PKI components. You can import several certificates,
but you can only have one certificate active at a time.

Import Certificate

Use as Server

Certificate import™

Private key file

Description

6. RDOREZHBHL ET
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« Citrix Derived Credentials Manager 7 7U 0ig&: [A—H—#BIFOT7r—ILR] @dHIoxs
boBIET. [A—H—HBIFDREHE] Ik userPrincipalName T3,
o ZOMODIREBRBBRIONA L —DBERICOVTIE. YZTONTE—ICERLLTILET WL,

7. SEAERMDOF v VICOCSP LRRY A —%FATH B TEEXY, tFal) 7 LDEENS. OCSP
LRRVA—%2ERTEZee2SBHDLET. 774 ETRE OCSPF v IRFA 7ICB>TVET,

o CAGERAED OCSP HR—bZT7 071 JICT 3155, [OCSP DA X4 L URL ZfEM] 0473
VEFERLET, 774/ FTIE XenMobile (& OCSP URL Z:EBAE ( [k D:EPAEEE % FEH]
F7Foay) holmHLEYT. LARYY—URLZIEET BICIE. [(hRXEZL%Z®E] 20y o LT
URLZABDLET,

¢« LRARYE—CA: [LRKRYH—CAl holBREZERLET, Fld. [AYR—-K] 20Uv7o
L. RiC [GEEAEDTVR—F] 14700 Ry I R=FEAL THBREZRELE I,

8. [REFE] #0Vvo L&Y, [REBERBRZEMICTS] 2170 RYIIADNKRRINET,

@ Enabling Derived Credentials

To enable the derived credentials provider you configured,
configure it under Settings > Enrollment.

Cancel m Save and Go to Enrollment

o REBRBREERZEMNCTBICIEE. RE] 22Uy I LEY, REBRBRZEAT3ICE. BER
REDBHTBHENHD ET,

o IREBRBHRERZAMICLT. T0FF [RE] > [BR] IOECIKE. [RELTERICEY] %=
Vv I LET,
9. IKEBRBREERDOILOICEMICTBICIE. [RE] > [BR] R—J0 [FHEBER] OTICHZ RKEE
BER (I0SDH)] ZB|RLT [Bak] 20Uy o LEd,
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XenMabile Analyze Manage Configure (-l A\ administrator v
Settings > Enrollment
Enrollment
Enable and disable enrollment modes for users. You can also enable the Self Help Portal to allow users to generate enrollment links that let them download Secure Hub and enroll their devices, or to
send themselves an enrollment invitation.
Enrollment for other platforms< A Enrollment for other platforms will be available here. X
Name Enabled Default Self Help Portal Expire after Attempts PIN length PIN type Templates ~
User name + Password v v
High Security v 1 dayls) 3 g numeric
Invitation URL v 1 day(s)
Invitation URL + PIN v 1 day(s) 3 8 numeric
Invitation URL + Password v 1 day(s) 3
Two Factor v 1 day(s) 3 8 numeric
User name + PIN v 1 day(s) 3 8 numeric
Showing 1-7 of 7 items
Advanced Enrollment
Name Enabled Default ~
Derived Credentials (i0S only) v v

10. #RBEA 7O Ry I ANRAT XY, IREBRBRZEMICTBICIE. Frv IRy I XZERL. [BH]
Z0)vILET,

£\ Enable Derived Credentials for iOS.

New Enroliments for iOS
All new 105 enrollments must use derived credentials.

Other platforms:
This does not effect new device enrollments on Mac, Windows 10, and

Android.

Are you sure you want to enable derived credentials for iOS?

Yes. This will be the default for iO5 enrollments.
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N IREBERBEREROOHICH TS aVEHFEETBICIFE. [BE] > [BR] OIEIEIRL. DREERER
(i0So#H)] ZERLT. [RE] 20Uy ILEY,

TREBRBREEDICLIZE: TNIRERLAR—T. [BEE—R] 7iC derived_credentials #*&RRE N
F7,
BE:

IREBRBIRIONT A —DiBI%E. XenMobile Server #B&E& L £ 9

Secure Mail Bic XenMobile Server &3 3

Secure Mail MREBRIBEMTELLIET R LSICTBICIE. LDAPEBMD IS 7> FONToEEBML F
o V547N TANT a4 DEBMICDOWVWTEHLLIE 750970 70T 11 Z2BBLTLEIL,

ISATY R TONTICIE. ROBREFEALET:

e *—: SEND_LDAP_ATTRIBUTES
« flEDFT —A: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName } ,mail=${

user.mail }

XenMobile Analyze Manage Configure W . administrator

Settings > Client Properties > Edit Client Property

Edit Client Property

Key SEND_LDAP_ATTRIBUTES
value * userPrincipalName=5{user.userprincipalname},sAM
Name * SEND_LDAP_ATTRIBUTES

Description * SEND_LDAP_ATTRIBUTES

Cancel m

iOS 7/V-r X T Entrust Datacard X158 %=2 777+ T3
E:

Entrust Web #rr 2B T 3184
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s PVA—R%27O0553>59 3 EIC. Internet Explorer 7504 —T Java ZBMICL T ET
(A
e PVA—RZEBETZLEICIF. T —FvylazBELTIIETL,
1. HILLWRY— FERBRZERTZICIE. TR by THETNA REFEBLTEntrust 47 MicOJ 1>

LEd, R—IJTED “Smart Credential LogIn” oR4 > FERALTOJIYLET, TRY by FIC
BORFoNcRY— b A—FR U —A—IC 32— —HEEDOH—RZHBALET,

Log In

Sign In Using:
[ Corporate Domain Password .]

* User Name:

* password:

Log In

W Forgol your password?

wp Perform SAML login

a Forgot your smart credential PIN7
B Lot me use an OTP 1o log In.

Smart Credential Log In

Ensure your smart credential can be read by your computer, then click
this button 10 kg in.

Login|

Close your web browser when you are done.

2. “Self-Administration Actions” T “I’d like to enroll for a derived mobile smart credential”
#EFL. "Done” = Uw I LET,
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Self-Administration Actions
Please select one of the actions below or click Done if you're finishad:
 I'd like to update my personal information.
* I'd like to change my question and answer pairings.
= I'd like to request a grid.
* L'd like to change my Entrust IdentityGuard password,
* |'ve forgotten my Entrust IdentityGuard password.

o |'d lik f

Dane

3. “Derived Mobile Smart Credential” @@ <. “ldentity Name” #\AHLx¥, 21— - IDHF
SOESL—RBOBHIZRIRTETEXT,

4. REEEERT 7)) X =2 —7T Citrix DCAPP Z3#RL. “OK” 20U v o L%,

Derived Mobile Smart Credential

Eritar any nams you would §ke 1o use 10 i0entify your new Oerved mobils sman credental deniy.

* ldentity Name:

Choosa which Bpp you wan! 1o B3S0Ciate with your new derived maobile sman credential,

* Derived Mobile Smart Gredential App:
Cigriz DCAPR

Wou will recoias &N emall Message, 10 Do OpEned on your mobie devion, hat contains a nk hat will launch the derved mobile smart credential 3np with the approprate
actvation data

To uniock the activation data, you will be sequined to enter & password that will be provided on the next page.
The activation email massage will be delivared to the account associated with citix.com.
fou will have approximately 50 minutes to completa the activation of your derived mobie smart cradential.

(=L} Cancel
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QRIO—ROT7I T« 7HEEHIHAI. ENTILTNARATIA—REIF Y VTEL5KODENFET,
pE
FI7 AT, IREBRBRD QR I— ROBEMERIE3 DT,

5. 7)\1 20 Derived Credential Manager 7 7U R LTQRI—KEXFv> L. 7UT7 1 TbER
TLED,

Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the QR
code balow.

complete activation, you must provide the Citrix DCAPP app with the password displayed above.
You will have approximately 60 minutes to complete the activation of your derived mobile smart credential.
Print Based Activation

If you don't have your mobile device with you, you can choose to print the QR code and scan it later.

Print QR Code

e activation passwond displayed above will not be printed along with the QR code. You must recond it separately.

Done

TINA REER
ROty b Ty TORETHE. - —IEREBEBBRTT NI R EERTEE T,
E
ZDEIYaYDRIY—> 3y T fle LT Entrust Datacard ##BLTWVWE T,

1. v 7L TSecureHub 2@ %9, YOV 7 rHRRINS. XenMobile Server D= &EHi K X1 >
BENALT RNl #0U v oI LET,
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2. I3V, E8EL 9] #oU v I LET, Secure Hub TN RDEENBHATNE T,

citrpx
Secure Hub

Please enter the credentials provided by
your organization. (i)

0

Enroll Your iPhone

Enrolling SacUnEs. wour IFnone and your Work
apps. Do you want 1o ennoll your devica?

o

Yes, Enroll

XenMobile Server TIREZRIFHRN Y R— b Th3H4E. Secure Hub g2 —4'—I(Z Citrix PIN O 1L &

BEKRDHEY,
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citrx

Secure Hub

Confirm your Citrix PIN

1 2 3

ABC DEF
4 5 6
GHI JEL MHD
7 8 9
PORS TUVY WXYE

0 &

Citrix PIN om2R%. REERERtEY 7Yy 7O TS vy aBEIEIET, IERICKE>TAY— MERK
FRETIT1 THLET,

3. “Scancode” #42 v L9, EHEFOHNASHEELET,
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Derived Credentials Setup

Follow the instructions sent by your admin 1o
satup your Derived Cradentials.

=Scan Code

A
QRIO—FRZRXX ¥ 2T BICIE. AAXZTEIATIDBEMNT. CNSDIEBEERFER T 3 OICRERT I
RIERDHZ CCZR LTI L,

4. REBERBRT TV T, IROFIETERSNEQRI-—FZIF vV LET,
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Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the QR
code below.

complete activation, you must provide the Citrix DCAPP app with the password displayed above.

You will have approximately 60 minutes to complete the activation of your derived mobile smart credential.
Print Based Activation
If you don't have your mobile device with you, you can choose to print the QR code and scan it later.

Print QR Code

activation password displayed above will not be printed along with the QR code. You must recond it separately.

Done

5. QR O—RDXF ¥ >#%. “Import New Certificate” BED/NXXAT—RA 1 7OJRY I RIZNRT—R
ENALTUOK’ 200w o LET,
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Password Required
Please enter the url password

Cancel

1121314516 7]18]9]0

-1 i) 8@

- f L] L]

mport New Certificate” BmD 7+ —JL KD SNEI,
“] New Certifi » ‘EEAS
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Marme

DCDemo

Frovider

- I.. M I..

Credential 1D
FTO1

Import Certificates

Below are the details of certificate that you are
importing into the app. Click done to confirm.

Import Certificates
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6. MFRAENBIMEI =%, “Derived Credentials” EE T “Continue to Secure Hub” #5J w 7 L %
ERS
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Derived Credentails

You have three authentication and signining
certificate for authentication

@ 23 December 2018

Enrollment Cert

Authentication

@ 23 December 2018

SMIME Cert

Signing

@ 23 December 2018

Encryption Cert

Encryption

Continue to Secure Hub
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7. Secure Hub ©. 7OV 7 hARFEINLSH LWL PINZASLET,

PIN 0zBzE#&IC. Secure Hub iIC& > THEAEN A U O—REh&E 9, BITOV T MR > TERERT
TEET,

XenMobile >V —ILTTFNT RIERERTT BICIE

o [BXE] > [FNAR] DIEICEEL. OV RRYIRERTTBZITNARAZERLET, [FART] 27
Uwo L&Y,
o [9H] > [HFwvPaR—R] DIEICHEEILET,

7w ITIL—R

September 24,2019
B> k: XenMobile Migration Service

XenMobile Server ## > 7L = X TfERA L TWLW 3155 XenMobile Migration Service (& > T Endpoint
Management OER%ZRIAT 5 Z e M TE £, XenMobile Server i Citrix Endpoint Management
ADBITTIE. TNA R Z2BERTIUEIEIHD FEA,

FELIE MO MU I REBERELE DRXRTLIVIDZT FEP M)y IIN—-FF—IZBBVED
#<ETV, UMTFD 704 T, XenMobile Migration Service ICDW TR L TWET:

New XenMobile Migration Service (5

Making the Case for XenMobile in the Cloud (338

XenMobile10.11 ic7 v 75 L — R 9 BRI

1. XenMobile Server 10.11 OF&HFHN—-S a3 V7 v ITF— b § 3R, Citrix S>3 —/1N—% 1115 U
FBRICT Yy TTF— bR LTLESTL,

SHN—2 3 >0 XenMobile Ti&k. Citrix 51> X —/N\—11.15 LEAKRETT,

XenMobile 10011 AR 2T —H o X —E XD A (LUFTD Subscription Advantage @ Bf) 1.
2019 489HTY, Citrix 1> RONWREI—H VLI —EXDOAMNIE. COENEDETHZH
ENBHDET, BIFR. FTEVRY—N—DF1EYROBICRTINTLE T, XenMobile D&#H/N—
PIVEHVWIAE YRV —N—RIRIES TR BRTF v IDKBL. SAEVIT—N—%HEBR TS
Ft Ao

SAtEY2ROBMEEFHTZICIK. Citrix R—2IHDSBHOSAEY AT 714 o>vO0—KL, 51t
VRAY—=N—ICT AN ETyTO—RLET, LI THRET—H I —EX] #8BLTLEET
(AN
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2. VS RAUSINERIEDOBE: IOSNUEEERITIZTNAIANDIOSRKRU S —ELUTT7 TV DOERIC
& ROBHEHLHD £9, NetScaler Gateway H* SSL AGHEICREIN TV BIFE. $TD XenMobile
Server /—RTR— bk 80 zR<KBENHD F£T,

3. 7w FJL—K¥ 3% XenMobile Server #2179 3RE<> > D RAM #* 4GB k& DB 4E. RIK 4GB I
RAM #1888 L T TV, EREIBIETIF. #HBEINZIR/NRAM BEIX8GB THB L ICEEEVWET,

4, #BEE: XenMobile DEHE A VA =T 3HIIC. REVS VOMEEZFERALT. SXTLDRAF VS
2ayv hEREBELTLREEV, o YATLEET—EIR—Xb NI 7y FLTLESTW, Py TFL—
RTRELIHELBETH. RE2BNYIT Y IHRBNEIETETSENTEET,

TyTITL—RTBICF

XenMobile 10.10.x £7=1310.9.x » 5% XenMobile 101 iCEHIET7 v I L —RTE 9, 7V S L—REET
F3ICIE Citrix DA T O— RR=ISTHETIZRHO 10N NI F U EFERALET, 7Yy TIL—RET7VS
O—R3$3ICiE. XenMobile a>v—ILT [UU—XEEB] R—IEFALET,

) —REER-VZFEALTTYYTIL—-FT3

[Release Management] X—J%FERAL T, &H/N—T 3 >0 XenMobile Server IZ7y I L—R L% T,

o T 27 LEH) ZHERLTLETL,
ISAA—RBEDEBE. COMEYIDREICHZFIEEZSBLTLEIL,

1. CitrixWeb 41 b7 AT > MO A Y L. 40 >O0— RR=JICHEHL £, XenMobile Upgrade
(bin) 77L& @ENRBERICAT>O-RLET,

2. XenMobile a>v—I T, ELOWEFAI>%EZIVvILET, [BRE] X—IHEETET,

3.I[VU—REE] 2IUwILEY, [VI—XEE] R—IHPRREINFET,
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XenMobile Analyze Manage Configure el A, admin v

Settings > Release Management

Release Management
View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Current Release 10
Name Release 10,
Description Software release build 10.

Install date and time Oct 26,20 1241 PM

Updates

©
Update

Name Release Description Install date and time Type ~

No results found.

4. [Updates] o Fo [Update] o voL%d, [Update] #170O0JKRyIINEETET,

Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file* Browse

Cancel

5. [BB] #21JvoLTCitrix.comHh540>0O— K L7z XenMobile 7v 75 L— R 771 JLDBFRFICTEE
L. Z71ILEBIRLETS,

6. [Update] ZzoU v o L. Xyt—IHRRINI5 XenMobile zBEFHL 7,

FAISHOEHTEMRAERICTET LAY > BalE. MBEZTRI IS —AyE—IPRFEINET, 2T L
IFEHZHAITT BHDREICRD £T,
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TyvITIOL—RLEE
7w I L—R#%, XenMobile ZBESH T ZHENDHD £J, XenMobile CLI #fEFH L T XenMobile Server %
BEHLTLLIEIV, PXATLOBEBEBICT VY —DF v v a%EBHEITBEHEETY,

EGOEBRZEE L TOAVDISEEELGICEE L o EDBIEL & < B> 118813, XenMobile Server oo %
FTART, WPPH—N—|JIEHGETIEHA: mX LR 192.0.2.0 ZETFICK > TR I N EHRZED Y TV TV b E
—HBLEEAI DESBEABDIS—HAHEENTVEVHEERLES

HERAE DREET 5 —Id. XenMobile Server TR b ZOREEENICTIMBELNH B EZRLTWET, T+
JL kTl Microsoft PKI = N—% <R EEGE TR FRORBIELEHTT, KX MRBOREICEK > TEBHIE
Rbh3igalE. —/N\—70/357 « disable.hostname.verification # true ICZE L %3, COFO/T+
D57 #)L MMl false T,

Citrix 1. XenMobile dFiLWN—C 3> FHIEEEAEH %= Citrix.com ICABELTWE T, FEEIC. BECCIC
B INTERLICEBRAREINE T,

75248 —tasni- XenMobile BEEICT7 v I L —RT3ICIF
BE.

XenMobile DE#HZ 1 VX b—ILT3E0IC. RETSY (VM) OEeRFERLT. YXATLDORFTY I3
W EEIBLTLIET W, £ YRATLBET—EZRN—BH NI 7 v TLTLEETW, 7y YL —RTH
BENRELIBAETH. BEBNYI T Y IR BNIETEITS N TETET,

SRAFLNISZRZ—E—RTHERINTVWRIBEE. UTOFIEICH > T XenMobile10 V) —Xh 58/ —REE
mLED,

1. [Settings] > [Release Management] n'5. §RTO/—RThbin 771LE27yv7O-RL%ET,
2. CLIT. [System] XZa2—DFRTD/—RE>vy ATV LETD,

3. CLIT [System] XZa—H»5120/—RZEFHL, Y—EXDBRITINTULWEHEELET,

4, i/ — k12 OEBLET,

XenMobile K"E#ZZT TEHH o iFEIF. BEETRI LI —XyvtE—IMNRRINEY, XenMobile i
Lo TYRTLISEHZHITT BRIDKEICERD £7,

XenMobile MDM Edition »'5 Enterprise Edition N7 v 7L —R

i0S & M Android /31 R BIZ. XenMobile MDM Edition % XenMobile Enterprise Edition (27 v 75 L
—RTBIENTETET,
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« @)% Enterprise 71> X
+ NetScaler Gateway WiEEATHD &

Ty ITL—RTBICIF

1. [B&E] > [S1E>X] ICBEL. Enterprise Edition @A S 1 2> AOBENT v 7O—RINATL
BrEBRLET,

2. [&%E] > [U—nN—7ONT+] ICBEL. [Server Mode] FmO/X7+«% [MDM] H5 [ENT] ICXE
L&,

3. [&%E] > [Netscaler Gateway] (C#&1L. NetScaler Gateway D% HEH L £7. BIET— K%,
MDM Edition & xR L kX (Active Directory) sRHEICEREL £ 9. XenMobile Tid. 2—%—
BREDODEE—FOEEZHR—FLTULWEEA.

4. x7>av: [&E] > V707> r7OnNT1] (Z#BBL. Citrix PIN B2 BMICL £ 7,

FROFIEORET®IC. 2—H—HF /N1 X% Enterprise T—RIZYIDEZ 3ICi1d. ROFIEERITTIHEHLD
D&7,

i0OS 21 —#'—

1. Secure Hub #BL3%: TN RXDE—LREZ>% 2[E (FIEPL) #vFL. Secure Hub 77U —>
avaRRLED,
2. Secure Hub #B= %9,

Android 21— —

1. Secure Hub ZFA= %79,
2. [BAHE] > [FNr RS8R ICBEILET,
3. [RUL—EH] #oUvwoLET,

Citrix PIN sB:sE% B#hiC L7=384. Secure Hub TIZ2—%'—IC PIN Ol %ERDZ X v E—CHRRRINET, 2
—%—H PIN 2¢ER T 5 £. XenMobile ZEFDFNARELVZ—T51 XE— R THEREL £, XenMobile O
V=L [BRE] > [FN1R] R=TJIZ. MDM & MAM OFBADRTFNARATT I T 1 FICHR>TWB e R
~eENnEd,

January 10, 2020
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XenMobile a>v =L [BX] 278LV [BRE] R—IT. A—H—T7hHhor b, &2 BEEERLET,
AEEBEH TN TVARWED, CTTIRUTOEZRVDFIE=HBLET,

e A—HY—TFTAIIELVITIL—T:

- [BE] > [2—%—] T, A—H—7HI7VrEFHTEMTSH. .csv 7O Z>I T 71l %
FRALTTZAD YR EAVR—FL, O—AILTIL—TEEELET,

- [®E] > [v—270-] T, 9—270-%2FALT. 2—H—=TAY> FOERS L VHIREZERE
LEd,

o A—H—TFThHIVEBELUVTIL—TDKE

- [BRE] > [REIR—IDT7 7 EZFIH] T, EROEEFALY bTHEZKFEZI—F—TIL—TIC
EOHETET, CNODIERICE ST, PXTLBEBICHTZA—H—DT7I7EILRILZHEL T,
L <& TRBAC ZfEA L 7-&E|DHER1 28R L TETL,

- [BF] > [@ANT>7L—F] TEHMTYIL—bEERELIGERL. BB INLEREE BR &
KUVA—H—ICREINZTEBEBNMA Yy - TERTIT £9, Secure Hub, SMTP, SMS® 35D
BRB3FvRINBHTAYE—CZRETEOOBHMT Y FL— 2@ LET, 5L <IE BT
VTL— OB LUENR 28RL TSI,

o BERE-RBLUBHFR

- [BRE] > [Bff] T &K T 20FRE— FOBRCBRIBROXEZTVET, SERE—RICHAE
DEF2VTALRNILE, A—HF—DBTNA ABERFICRTTIVEOHZFIEZRELF T,

- XenMobile Toa—#—ERFOBEEBHREEEMCTS

O—AILaA—HF—=7ho> FZiB. wE. £ISHIERT S ICIE

O—ALI—H¥F—FhHU> ~% XenMobile ICFBTEMLD, O3 =VI 7 7ML 2ERLTTAT Y b
ZAVR—bLIEDTBIENTEEY, 7OED a2 J 770 H521—H -1V R—bTBFIRICOVT
i 1A= —=T7AHI DA YR=—b1 ZBRBLTIET W,

1. XenMobile aA>v—JLT. [BE] > [21—H—] DIBICZUYILET, [1—¥—] R—CHEETET,

Users

Uders Q

User name First name Last name User type Roles Created Last authenticated v
administrator ADMIN 11/08/2017 08:11:00 14/08/2017 20:02:00

awsuserl5 testuser AD USER 11/08/2 11/08/2017 18:14:00

awsuserl0 testuser AD USER 11/08/2 17 12:00:00

awsuser78 testuser AD USER

2. [74a—%RF] 20Vv I L T—8BZT1ILE—LET,
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A—AIaA—H—=7HhU > bZEMT BICIF

1. [2—%—] R—=I 7T, [A—AlLa—Y—pEM 2oV vILEY, [A—AILI—F—DBIMN] R—IH

HEET,
XenMobile Analyze Manage Configure
Devices Users Enroliment Invitations

Add Local User

User name* Enter user name
Password Enter new password
Role* ADMIN -

Membership local\Device Enrollment Manage Groups

Program Group

local\MsP

- User Properties Add

2. ROREZBELE T,

e A—H—F: BRIEANLET. COT1—IILRRIBEAETY, BHICIFAR—IAPAXF, INFEE
HBEHTEET,
e NZAT—F: BT, I—H¥—DNRRT—FREZANALZET,
o RE: —EBHS. Y —DOREEBRLET, BENCDODWTHEHL . TRBAC = fEA L7c&E D
1 ZBRLTLLIEETV, BIRTIZA T2 aVIEUTOEHEDTY:
- ADMIN
- DEVICE_PROVISIONING
- SUPPORT
- USER
o XIN=2v T —BHS. A—H—%EBMTZTIN—TZERLET,
e A—H—TJONT: AETI—H—-TONTsZEMLET, BMTII—H—FONTr J I,
LBl 20Uy o LTUTOREZITVET,
- A—H¥-7ONTx: —EHSTONTZERL. 7TONT OEO T« —)LRICI—H—TF0O
NT1BEZENSILET,
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- [EZ7] 2oy o LTA—H-TaONT1 ZREFIEID. [Fvotl] 2oV vILET

BEOI—Y—ONT1 ZHRT3ICIE. 7AONTAHEFENBZTOLICYNVRARA O Z2—2BE,. AHOD
X]I 200w oLEd, 7ONTA BT CICHBRINE T,

BEOCI—H—TONT2HETBICIE. TONTA 2 #RLTEEZMRAEY, [ET] 29JUvoLT
EELILEEZREFEIZHD. [Fvotll] 200y L TRAZEBETZOERRICLET,

3. RE] 20U wILETD,

A—ALA—H=ThU Y b Z2RET BICIE
1. [2—#—-] R=JOoa1—H——ET. I—H#—2J Vv I LTERLTH,S [BE] 20VUvILET,. (O
—ALA-—H—DEE] R—IHHEITET,
XenMobile Analyze Manage Configure

Devices Users Enrollment Invitations

Edit Local User

User name™ administrator
Password Enter new password
Role* ADMIN h

Membership local\Device Enrollment Manage Groups

Program Group

local\MSP

- User Properties Add

2. BEICWCTUTOBEREZEELFT,

o A—H—F: AI—H—BEFEETTFHA,

e NXT—R: A—HY—NRATD—RFREZTFFIFBMLFET,

o &E: —EBAS, - —DREERIRLET,

o AVYN=2w S —EBHS, A—HF—-ThHIOV rZEBMERBRETZIIN—T2#RLET, 21—
—ThO rETIN—THhoHIBRTBICIE. TIL—TRDBICHZF VIRV IREFTIZLET,

o« A—Y—FONT+: ROVWThHEITVET:
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- BETHI1—H—TONTr ZCis. TAONTA ZBRLTEEZMRET. [ET] 20Uy
LTEELLEERRETSZD. [Fvyotwl] 20V v I L THEEE2EEETEOEXICLET,
- BMY3a1—H—ONTrleic. BBl 27Uy LTUTOREETVET:
FaA—¥-—7ONTa: —EHSTONTsERERL. TAONT A OBEO T —ILRICI—Y
—7ONTsBlEZNALET,
*IET] 2OV LTCA—H—TONTcERETIHD. [Frotl] 27U ILET,
- Hlg 9 3BEFEQI—HY—FONTs JCIZ. 7ANTAHEFNBTOLEICNIRRAVEZ—%E
TG0 X zoUv o LET, TAONT DT CICHBRINE T,

3. [fRF] 20V v I LTEEEREFETEZD. [Fvotl] 200y oLl TA—HF—2EEETZOEFHICL
9,

O—ALaA—H¥—T7HDO> b ZHIBRT 311

1. [2—¥-] R=POA-HY-FHUY =BT, A—F-THU2 2T )y I LTEIRLET,
EA—HY-—TAIVEOEOF TV IRYIRZEAVICLT, HIRT 21— —THhUY b Z2EHEIRTETET,
1. [HIER] 22V wILET, BRBLITOIRY I IDEEET,

2. [HIRgl 20U w o LTaA—Y—7hHOY bZHIKTZD. [Fvotl]l 209Uy ILET,

Active Directory 1 —H'—% B89 3 i

—EIC 1 AFTI3EED Active Directory 1 —H—%ZHIF T 31013 ZEHTB1—F—ZFERLT [HIFR] 22V
vIL&ET,

BB L= —H—PAFNA ZZ2BEBLTVT. CNSDFNA AZEERITINENH I 5E. BERFICHROT
NAR=ZHBRLTLIZET W TN REHIBRT 2121E. [BIE] > [T/A1X] DIEISERL. WEROT /N1 X% ER
LT [HIR&] #oUvoLEY,

A—HY—=TFHAIY DA VR—b

O—AILdA—H—ThHIY X TONTFc %, FOES I ZVF T 7AILEFEND.CSV T 7AIUDEAVR— KT
XY, COT7MINEFFHTERTETEY, 7OEDa=Z>I 771 ILOERICOWVWTEHLL K TFOEY 3=y
771U ER] 28RBLTLLIETIL,

E:
e O—ANIA—H—DFEIF. A1 VR—FT77MILHOI—HY—BEEDHIIRXAIVBEFRBLEYS, &
£ zZIE. username@domain D& SICIEEL £, ERF/IE1 v R—rLEO—AILI—H—H

XenMobile DEBEWR R XA VATH3HE. COI—F—IdxT5d 3 LDAP BEgIEHRZE > TERT
BILIETETEH Ao
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« XenMobile DAZPI—HF—F 1 LI MIICA—H—THU Y b EAVR—bTIHEIE. 1 VKR—T
Ot ROBRER EIF2720. TIFILEDRXAVEEDCLET. R X1 VOEMLICK > TERENE
ErZRIBZehHBDFET, TDRH. ABI—H—DAVR—bZRT LB T74ILEDRX1Y
THEEMITIBNENHD £7,

o« O—AA—Y—Fa—H—=F1) > /XILZ (UPN: User Principal Name) R TIEETE X9, 7o
L. BEMRRAIVIEERALAVWC L ZEBOHLET, fcr xIE. example.com HEBEWRTH
314, Tuser@example.com; W3 UPNFERXOO—AILI—H—IFERLABVWTLZT L,

TOES I I 77N EEE LB, UTOFIBICK>TTZ 77 )L% XenMobile iIc1 > R—rLF T,
1. XenMobile aA>v—JLT. [BE] > [21—H—] DIBICZUYILET, [1—¥—] R—CHEEET,

2. [A=ANA—H=D12ER=FK] Z27VvoL&ET, [FAEDaZ>IT7IID1>KR=F] 1470
TRy I ZANNHET XY,

Import Provisioning File

Format @ User @

User property &

Cancel

3. AVR=b+9B7OEY 30O 77 LORERE LT [A—%—] Ffid [FONTr] ZBRLET,
4. [B8] =20y I L TERTZ7AES 3=V J 771 ILOBANBEIL. TOT71IILEERLET,

5. [1YR=F 20Uy ILET,

JOESa=>I 7 71IILER

FEFTER L. XenMobile AOD2A—F—7HU Y e FONTF4 DAV R—MIMERTZIAES 3 =T 774
NLiE. ROWTNHDOFERTHIBENHD £7,

e A—H—FOEY3=>FT771ILDT 1+ —ILK: user;password;role;groupl;group2
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o A—H—BMEFOES3=>F 771D T 1 —)L K user;propertyNamel;propertyValuel;propertyName2;prope
P

s FOEDIAZVITF7AILAD 74 —ILRIFEZOOY () TRYDEFT, 70— ILRO—Fr LT
TOAOYVHEENZHEE. NvIZATv>axXF () 2F > TCIRT—TI2HBELNHDET, o
ZlE. ZFO/NT« propertyV;test;1;2 (4. 7O 3 =>4 7 71 )LTid TpropertyV\;test\;1\;2,
ENALET,

o REIX LTEAWREIR. EREFADKEITHS USER. ADMIN. SUPPORT. DEVICE_PROVISIONING
DIFH I—F—DEHELLKEITT,

s JIL—TOREBBEEERT I LOHOXYIDNXFL LTEUAR () ZEALEY, JIL—FRICEV
FRIFEALBEVWTLIETL,

e BEZOES 32U 7 7MIILHOTONT 1 BHICIFNIXFZER LTIV, T—IXR—IDAX
FUNIXFIIRAEINET,

dA—H—AOES g I 771 IILOREH

I > k1) Tuser0l;pwd\\;o0l;USER;myGroup.users0l;myGroup.users02;myGroup.users.
users0l) OEk:

o 1—4—: user01l

« XZXT—FK: pwd;01
#%#): USER

« Groups:

- myGroup.users01
- myGroup.users02
- myGroup.users.users.users01

Aloff) TAUser0;1.password;USER;ActiveDirectory.test.nets DEK:

« O1—14—: AUser0

o /XX —FE: l.password

« %% USER

« JJL—7: ActiveDirectory.test.net

I—H4—BNETOrsaz=> I 771 IILOREH
Ik Tuser@l;propertyN;propertyV\;test\;1\;2;prop 2;prop2 valuel DE:

o O—%—: user0l
o JONT7 1t

- A#i: propertyN

- f&: propertyV;test;1;2
« JONT 1 2:
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- &gi: prop2
- {#: prop2value

ERETE-FZBRIBICE

FNAIEBE—REEBRELT. 2—F—DF /N1 X% XenMobile IcE$gTE 3K S5ICL £, XenMobile icix 7
DODE—RAHD. ENTRICHBEDOEXF 2T LARNILE, A—F—BFNA RXAEZBERTIEESITSIHELND S
FIBLH D £9, —ZDE— FiF Self Help Portal TERTIEEICT R A TEE T, A—HF—IFZDR—FILICO
JAYLT. TNAREZERTIZER)VIZERLIED. BREBEREZEDICEELEDIBZEHTEED,
EIFE— FOERIZ. XenMobile >V —ILd [FBE] > [BiF] R—IHETVETD,
ERIBEOREIE. [BIE] > [BRIBE] R—IDBITVET, #LIE TEEREEF0REE] 28BLTLLEIL,
E
DRAZLEINT T — b EERITZ3FEDHEIE. BREE—RZEBRITIEIICTYL—rE2RELTHL
MEBAHDET, BT TL—RIDOWTELLIZ. NBRMT> 7L —bOERFISEH 28BL T
e A

1. XenMobile 3>V =T, BLOWETII>%ZI Vv I LEY, [RE] R—IHHEITHT,

2. (B8] 20Uy I LET, [BR] R—PHPEE. IRTOFERARGERE— FORIRRINET, 77
FILETIE. IRTOERE—RHBBEHTY,

3. —BOSBRE—FREBERLTUBELEY. REDVTT LIS, GEEBDOE—FZT I LTRET S
. EMCTBH. Felda—y—h SelfHelp Portal 5 702X TEBLS3ICLET,

pa
BRE—ROEOF v IRV IRAEERTZIE, BRE—RFR—BOLICAT>a o AZa—HKRRS
NEd, —BTHEEEZVVYILT. TOBEBOAAICA T a3 XZa—%KRRTIET,
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XenMaobile Analyze Manage Configure el A, admin v

Settings = Enrollment

Enroliment

Enable and disable enrollment modes for users. You can also enable the Self Help Portal to allow users to generate enrollment links that let them download
Wonx Home and enroll their devices, or to send themselves an enrollment invitation.

Name Enabled Default Self Help Portal = Expire after = Attempts PIN length PIN type Templates |~
User name + Password w/ v

High Security V4 1 dayls) 3 8 numeric

Invitation URL V4 1 day(s)

Invitation URL + PIN v 1 dayls) 3 8 numeric

Invitation URL + Password 1 dayls) 3

Two Factor v 4 1 day(s) 3 8 numeric

User name + PIN V4 1 dayls) 3 8 numeric

Showing1-7 of 7 items

ROBERE—RHOSEBRLET,

o A—H—-FBLUNZIT—F
s BEFXaUF~a

+ B#F URL

+ BFURLELTUPIN

e BREURLBLUNZT—FR
« 2BH

e A—H—FBELUPIN

ERBHRZERATI . BRREFH DAY -LINERTESLSICHIRTE XS,

7 >4&4LPIN (OTP: One-Time PIN) ZB#KIE. 2 BRI L THERTE 9, OTP E81BEHK
Tld. I—H—HEBERAELTNT ADOHREFRTI X,

RIEOEFa U T EHNERICELWVWESEIE. SN. UD. F£7id EMElI 2R L TERIBFERE TN X %Z
BEMITE A TTF £, Active Directory ONXXT— R OTP ZR8% 2 BEA T 3 VHABINT
W&,
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BERT-F2HRETBICII

1. [B8] 0—BTERE—FZHERL. [BE] 20VvILEY, [BERETE-—FORE] R—IDPHETET,
BIRLEE-RICE ST, BBB3F T2 a VHRRINBIHEDHD X T,

XenMabile Analyze Manage Configure PO A, admin ~

Settings > Enrollment > Edit Enrollment Mode

Edit Enrollment Mode

Name High Security

Expire after” 1 Days 7 @
Maximum attempts® 3 @)
PIM Length* 8 Numeric =
Notification templates
Template for enrollment URL -- SELECT OME -- -
Template for Enrollment PIN - SELECT OME -- -
Template for enrollment confirmation -- SELECT ONE -- -

Cancel Save

2. BEIZBLCTUTOBREZEELE Y,

s BMHEAR: 2—Y—-DTNAXZBRTEIL< LS. BHERZEANLEYT, COEIRF. I—H—-6&
VTN —FOBEFBFRBER—JICRREINE T,

BEOBMERMING VWL SICTBICIZ0 ZANAILET,
« B: —HHS. [BHEIR] Ry I CANDLICBEMRICISC T [B] &3 [KE] Z#RLET,

s EAETH: ERUEANSOVITIRINBZETICA—HF—DRITTEIZEROATEREZANALF
To COfEIF. I—HF—ELUVTIL—TOBFIBHFRBER—JICRTINET,

EHRICHITTIELIICTBICIZ0ZANLET,
* PINK: £HEh3 PINORTZREIBHFEZANNLET,
 HF: —EHS. PINOBEC LT, [HBF] Fhid [EHF] Z2FRLED,
s BHITYIL—b:

- ZRURLATYT7L—+: —Eh5. BRURLICERISTYIL—bZBRLET, 7tk
A BREBETVTIL—FTR. 23— —ICX—ILERLIF SMS X EINE T, BHAER.
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XenMobile A\OFNA ZOERICER T3 TV 7L — FOBERBICE > TRED £9, BT
YFIL—FMIOWTEHLL I BEMNT Y TL— FOERFIEEH #8BLTIEIL,

- ZRPINAT>7L—F: —EHS5. BERPINICERAISZ TV IL—FEBERLE T,

- BRERATTIL— b —EhS. BRIEILIEC Y —ICBMIT B SICFERTET
YTL—rEBERLET,

3. RE] 20U wILETD,

ERE-FZT 74P LTRET ZICIF

BRE-RETIANPELTRET S L. AOFRE—RFEBRLBVIERD. TOE—RATRTOTFT/NA RBER
ERICHLTEASNET, 77 PELTRESNTVBRIERE— RAGVHEER. TN RBRICICERD
EREZFRTBIHBENHD XY,

pE o
TI7AIEDERE—RELTERTEZ0DIF. [I——BBLUNRT—FR] . REHR] . [21—H—-F
BLUPIN] onwFnhDHTI,

1. [2—Y—RBBLUNZXT—F] . REZE] . [A—HY—RELUVPIN] oVnWsThhrET 7+l NOFERE—
RELTHRELET,

E—RZTI7AILMELTERATSICE. ETEOE—RZENLTIRELRHD XTI,

2.[FT7A4ILER] 22Uy ILET, CHICED BIRLEE-RATIHILMNIAEDET, BHOFRE—RH
TI7ANLPELTRESNTVIBE., EOE—RRETIAILETRIBRDES,

BERT-FZzEMUTBICIE

ERT-RE2EHUTI . ZOERE—RIE. JIL—7EEBERTH Self Help Portal THERTEHRARD F
T HRIERE—REENU L THOBTRE—RZENUTEI T, A —DBTNAXEBRTEIZHEELE
TEET,

1. BRE—FZERLEY,

TI74IEOBERE-—FRBENUTETHZEA, 774N FOBRE-FEEUMUTBICIE. BRE-FOTT
T MREZ ZTRIFTIREDBD XY,

2. [BHk] 20y ILET, BRE-FDIBUTHLADET,

Self Help Portal TEBRE— R2EMHT 3 ICIE

Self Help Portal TE#RE— RZzHMU T B . I—H—HMERICT /N1 X% XenMobile ICEFETIT X9,
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+ Self Help Portal TEBRE—RAFEHATEZL3ICT3ICIF. BERA/AEMUIN. BTV TL—MIC
NAYREINTWVWRIRENLHD £7,
+ Self Help Portal Tl&. BRE—REZ—EIC1 DOHEHUTEE T,

1. BRE—FZHERLET,

2. [Self Help Portall] #oUw o L%d, BRLEBERE— K% Self Help Portal ta—%—HERTE3
&3 b £9, Self Help Portal TEEICESL SN TV E—RAH - BE. I—F—IFZNEFEATS
B<RDFT,

JIIL— T DB & 7o IZHIER

TN —TDE®’EIZ. XenMobile aA>V—IILD [FIL—TEE] 44700 RyIATHIVES, SO 7O0R
v R, [A—H—] R=, [O—HIla-—H—0EM] R—J, FiF [O—HILI-—H—DKEE] R—IH
STPIEATEET, JIL—TREITVRIEHD £H A

IIN—TZHIKRT 256, JIL—TZERLTHEI—H—TAU Y MIRBFELAVRICEELTLREE W, JIL—
TZHBRLTH, 207 —F 21— —OREEMITDEBRINE LT TY, . 2—F—k. 20JIL—TICHE
EMIFoNTUWETUNY—=TIL—FICE>TIRESNTWVWBR 7 7R IO 7T I ERATELLED ET,
izl E0EHIOTIL—TEEMITIZZOXREFR®RIFEINE T, EHoO0—ALTIIL—FICEERMFSATLEREVLD
—H—id. REMULANILTEHESITSNET,

A—ALTI—TZEMT B3I
1. ROWTNDZITLWET:
s [2—Y—] R=TUT. [O—HIWITIL-TOEE] /)y I LET,

Users

c [O—AIIA—Y—0DBM] R—TFF [O—AILI-—Y—DHKEE] R—IT. [JI—TOEE] %
Uy I LEY,
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User name™ User01
Password Enter new password
Role* SUPPORT -

Membership local\MsP Manage Groups

[JIL—TEE’] 414700 Ry I XDREIET,
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Manage Groups

2. JIN—TDO—EBDOFT. HILWIIL—TRZANNLTTSZRES () 20Uy ILET, 2—HF—JIL—T
MH—BICEBMEINET,

3. [BAt3] #oUvIL&ET,

IIN—T=HBR9 B

IIN—TZHBRLTHI—F—TAVY MIRBFEEHD EEA. JIL—TZHIKRLTH, 207N —Te1—H—-0D
BEMITHERINZ LT TY, e 2—H—F ZOTL—FICAEMITSNTVBTUNU=TIL—-TIC&L>
TRHEINTWVWBTTIRTOT7AIICT IEXTEBLKBRDET, el ZDIELIDT N —TEEMFIZEZD
FERFINE T, FroO0—-RILIJNL—TFICEEMIFONTOLEVI—H—F REULANILTEEMITSNET,

1. ROWTFhHhEITWET:
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o [1—H—] R=—TT. [A—HITIL—TDEE] #oUvILET,
e [O—AILaA—F—DEM] R—TFfiF [O—HILIA—F—DwE] R—2T. [FIL—T0EE] %
JUwoILEY,

[JIL—TEE’] 44700 Ryv I IDEETET,

Manage Groups

2. [N—TEE] 44T7O0 RV I XT, HIlRT3TIL—F=2EIRLET,
3. FN—TROEAIDCHFET A= 0V LET, MBAATOTRY I IDHASTFET,
4. [HIBR] 22Uy o L TREZRERL. JIL—TEHIBRLET,

BE:

COBREZTICR I CLIFTETFEA
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5 [JL—-TEE] 417O0JRyIXT, [BAL3] 29Uy ILEY,

D=0 7O0—DERE LUVER

J—070-%FALT. A—YF-—TAV Y FOERBLVHIRZEETETEY, 77/ T70—%=2FAY3HIIC. 2
—F—TAU Y FEREER T BERZFDABRNOI-—F—ZREITIHENHDET, EDERT. 7—270—
TUFIL—brEFERLT. A —ThUY FEREZERBLUVERTEET,

XenMobile Z¥]®THRETZ L IIC. T—IT7O—DA—IILBEZERLET. ChiF. 7—o70—%FEHT3
BIICERETAMELRHDET, 7—77O0—DEFAXA—IKREITVDOTHEETTET, CNSDREICIE. X—IL
H—N—, R—b. X=ITRLZ, BLUVI—F—THT > FDERERICEBHUBREHNE S HEREDRESENET,
XenMobile XD 2 DDAZFETTI—o 70— %ERTEET:

o XenMobile a>v—iLo [D—o70-] R=Y, [7—270-] R=IJTE. 7FXUDEBHRTHERT
BROT—o 70— %2BRTIET, [D—2o70-]1 R—STO—070—-%ERTIeE. 77U EERT
BRrIOT7—0 70— %ERTITET,

o PTG =g AR RAEEBR TR, PFIUT, 7—o70-B%N\AHL. - —THO Y NEX%E
ARTEIZA—H—%#EBRLET. XenMobile A7 7 DEMZZBBLTLLIETL,

A—H—THU Y FOBBEERRERBAILANILETEODYTEZIEHTEET, FHrhroaI—H—Il2—H—THD
VErERBLTHESISBELRHDIBEIE. BalEFIEIA—ILTRLATA—Y—%2BREL GEIRLEY, 2—H—H
Bohofcb, #F0A—H—%2TU—2o70—IZBMLET, 7—270—DIRTOIA—H—H, FriLLwai—H4—7
DO b ZERBELISEANTTRODDEFX—ILEZITERD X7,

1. XenMobile >V —ILT. BLOEE7rI>E# IV v I LET, [BE] R—CHEZZT,
2. [9—o70-] #2)voLEd, [D—o70-] R—ISHHETET,

3. &ml 200y oLEY, [7—2070—0EIMN] R—IHEEET,
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XenMobile Analyze Manage Configure

Settings = Workflows > Add Workflow

Add Workflow
Name*
Description
Email Approval Templates Workflow Approval Request 7 ©
Levels of manager approval 1 level "
Select Active Directory domain agsag.com -

Find additional required approvers Q

Selected additional required approvers

Cancel Save

4. RORE=ZBHRLE T,

« BHI: T 70-0BEBORFENNLET,

o HiEA: ERT. 70 T70—0HBEENALET,

« X—LERFYTL—b: —BH5. BDUTEZEFA—NERT Y TL— b EERLET, BFA—
ILF>FL—OfERIE. XenMobile I>v—/iLo [EE] © @HMF>7L—k] €£9>3>TH
WEY, COTr—ILRDAILHZ. BOTAOA>%Z2 I ) v d3L. BEFOTYIL—rDFLE
2A—HRRINET,

o VX—T v —AEBDOLANI: —EMS. COT—J7TO—THRERIR—T v —ERBD L AN)LE = FEIR
LET. 774 ME NIDOLARIL] TY, BIRTETZF T2 aVIEUTOLEDTY:

- ARE
- 120LANJL
- 220LARIL
- 320LARIL
+ Active Directory K X1 > DiEiR: —EBNS5. 77— 70— THERT &% Active Directory K
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XA BEIRLET,
o BMONBERRBEZRR: BRI —ILRIZ2—F—RBEANANLT. BR] 20Uy I L%T, BF
i& Active Directory TERBE £ 9,
s A—H—DBFD T —IILRICRRINLDS. BRIOBICHBZIFIVIRYIREFVICLET, 21—
H—DEBEX—IILT7 KL N [BRLICBMOKERRE] O—BICRRINET,
- —EHNSI-H—BEHIRTIICIE. ROVWTNHLDBEEITVET:
*RER] By ILT BRLERXAIVADTRTOA—HF—D—BERRLET,
* ZRIORRELIE—BERRRYIRICANALT [BRE] 20Uy oL, BRERERERDA
HFET,
* CERLIZBINOBEERRE] O—BICRFNZA—HF—Id. FR—BICKRTINIBIOH
ICFTvIR—IUBHDET, —BZXoO-)L. HRTZ2ENENOZFOEDF T VD
Ry OXZAFTICLET,

5. 87l #oVUwoLEd, fERLI-D—2 70— [D—270-] R—JICRRINET,

J—O70-%ER TR, 7= 70—-0FAERRLIED. D= 7O—ICEERITSNETFUERSRLIED.
D= 70—%BBRLIEDTEET, 7070 %R LB TU— U 70— %2RETICIETIEHA, &R
LRNIWEEIGARENRRZT—0 7O0—-DNRERFEIE. BlOo7—270—-%ZEHLET,

D—2 7 O—OFMORTE S UVHIBRETSICIE
1. [9—2o78—] R=POBEFEOT7T—V70——BTHEDT—I7O0—%2FRLET, COFERZITSICIE
ROFNEDVIVYITED. 7—070—DBICHZFTvIRYIREAIZLET,

2. D=0 70-%HIRTBICIE. [HIER] 20Uy I LEY, BRBAATOIRYIRDNESTET. B5—FE
[HIBR] 200w o L&D,

BE:

COREZTTICRI CLIFTEEE A

RBAC ZfM L 112 EI DB

January 10,2020

EHRFADRER—ZDT 7t 4% (Role-Based Access Control: RBAC) O&R&ZEICIF. —EDT7 I RIEL
HEEERDEEMITONTUVWET, COMEYITIE. ChODERTEITTEIINRICOVWTHALE T, Hir
HDREN DT T AL MERICE T 35%ERH—EIE. FRole-Based Access Control Defaultsy (&) =4 >
O—RLTLETL,

HER%Z#EAT 5 T. RBAC OREINEER T 2B H 21— —JI—T2EELET. T 74/ FOEEEIL.
BRASNIAERREZEETIRVILICERELTCET WV, TI4IILMTR. BRSNIERIZIRTOI—H—
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JI—FIBRTNE T,

BOYHTZERITLT. RBACOREIZVIL—TFICEIDHTT, 20— —J)L—TH RBAC DEEEERZH DL
SICTEET,

CORERF. ROEIa > THEINTLEY,

o Admin &2l

« Device Provisioning ®%&%|
» Support D&zl

« User 01&z|

« RBAC =R L =& BI DR

Admin 0&Z|

EHEBFAD AdmMIin OREZF OI—H—HT7 IR TEFS. £IF7I7EXTITAHL XenMobile D% LITIC
TLET. T72IW T [ERBFAHT7 U1 R] (Self Help Portal #fx<). [A>V—I/LoHEE] . LT [FE
B¥ER] DBEMIHEDFT,

ABEAT IR

BEIOVY—IADTIER EEE|L XenMobile >V — LD TR TDEEEICT
JLERATEET,

Self-Help Portal n@»7 £ 2 &1 (3 Self-Help Portal IC7 /2R TEFH A

HETFNA A DERILEE BEEIIHETNA ROERBEEIC T /LA TEEE
Ao THUF. I—H—DEHETNA XAZERT 7D
DHEET T,

JE—FHYR—FT7oEX EREIF)E— MR- MIT7IERTEET, *

INTVy I APIANDT7 IR BEEIINT ) v APLIC7 12X LT, XenMobile

J>V =)L THRARRERNLEZ TOJ S5 LWICEITT
TEY. ChSDMIBICIFFEERE. 77U, TN R,
TUNY=FI)L—=T, O—"Ila1—HF—DEEHERX
nEy,

FUE— MR- bEFERATIE. ALTTIIOBHERIBEENRO Windows CE & & Android ENAILTN
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DE—FTTFNAIREDEEDOYFTFEOVILE
ER
DE—RFTTNARALEDOBEDOYTFOOY I %R
BRLEY,
TEDOIAVTFONIAT—REZUtEYy LLET,
TITa4R—=2a YOy IDENRIEE. BIRETRD
iIOS TNA RICNANROA—REBMLET, T/INT
ZDEENRERIGEIF. COOI—REFERATZET
ITFaR—=a Oy IhBFNICHERINE T,
)E— T, Windows @5 /N1 XDER%E 7)LK
a—LT5SREBESLETD,
Windows ¥\ X=#Bi&Es L £3,

FNARCA VA R=ILINTVWBRY I NI T7HRR
~LFET,

A—H—FfFaA—HY—JIL—T\OEFIBFREE
MEIFHBRLE D,
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O —H— B A—HY—FfF2A—Y—JIL—TICERBFREEE
L£Y,

IIN—=TT7 0t ZDHIR

4D2F 74N EDREDIRTT, COERNETIAILETREIN, IRTOA—H—JI—FICERATETET,
RENERETZEIITETEE A

RBAC 7z L 112 E| DIERL

XenMobile ®&EIR—XD 7ot 24 (Role-Based Access Control: RBAC) #EETI. HEEDEHEAH T Y
FTHBZIEENEA——CTII—FICEDYUTEZIENTEET, CNESDHERICE > T, PRXTFTLHEEEICTTZ
—H—DTFIERLANILEZEIEL £,

XenMobile ICi3. X TFLDHEEEAND 7 VX ZHRENICKD TBR-HIC. 4 D2DTFT 74/ DI —HF—FEHRE
EINTVWET,

o BIEE: SRATLADILTIELANHFATINET,

o FNARFOET 3= Windows CE FN\1 R TEEMNETNA ABEBADT IV INHFTEINE T,
e HR—b: UE—FMHR—bADT7IEIDHFTINET,

o A—H—: FNARAEEFETE, SelfHelp Portal Ic7 02X TEZ1I—H—hMEBL X,

TI74INbOREZETVTIL— b LTHERTZECHTEET, 7V FSL—bZ2AXEIAALT. 774D
REANCK > TEERIN TV RIS EFNRVEED S AT LBEEIC TV ERT5H0EREZRFD. ilLLa—
H—DREZERTIT T,
‘EEO—HILIA—HF—IC (A—HP—LARILT) EIDH TS . Active Directory ZIL—FICEIDHTBZ Z e h
TIEY (FOUNL—TROIRTOA—HY—HRELCERZFL £9). I—F—H4EEHD Active Directory /L —
FICBLTWBIBEIE. IRTOERIMMESNTEDOI—HF—DHERIERINF T, 7o XX, ADGroupA D1
—H—HIR—T v —DTNA XEHRRETE, ADGroupB 01 —H—HREEDTNARETA T TEI3HE. @
FOTIN—FICBT2A—H—E. YX—Cv—BLUVRESDOTNARZBREL. 71 TTE2EHNTEET,

P

H—ANLI—H—|CBID Y TR N TEZRENE 1 27T T,
XenMobile ® RBAC st = FRT 3. KDL EZR{TTEF £,

o FILWRBIZIER T %,

o BENCTIL—TFHEBINT B

s O—AINA—H—%RBNEEMNIT S,
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1. XenMobile >V =T, ELOWEF7rI>%2 Vv I LET, [BE] R—IHEITZET,

2. [REIN—ZXDT77ERHH] Z20UvILET, [REN-RDTILIFIEH] R—CHES 42077 %
I hoa—H—KEr. UAEICEMLEENRTINE T,

XenMobile Analyze Manage [ POl A, admin v

Settings = Role-Based Access Contro

Role-Based Access Control

¢
Add
+ADMIN
)"
+ DEVICE_PROVISIONING
)"
+SUPPORT
l"
+USER
l"

REDED TSRS (+) 280 UvITdr. RORD LS ICREHDEEIN. TORED TR TOERIE
RENET,

— DEVICE_PROVISIONING

Authorized access
Console features
¥ Devices
Edit device
Add/Delete device
Setting
Restrict group access

3.08m] 22Uy LTHLLVWA—Y-KRENZEMLIED. BEORIDORICHEZRVTAAVETIVIL
TREZHELLD, LRIERLREDBICH B CHETrAVZI Vv LTREIZERLED LED,
TI7ANEDOI—F—REZHIFETECIETTEEEA,

o (BIN] FFBRITAAVZEIIvITRE. [REDEM R-DFF [REDOEE] R—IH
AE I,

s CHETAAVEIIYITRE. BRBAATOATRY IINEETET, [HIlR] £2oVvoT3L.
BIRLREIDHBRINE T,

4. HLOWIA-—HF-REZERT 5D TRIIBEFEOI—HF—KEZHFETBICIE. ROBBEANNILET,
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« RBACE: HILLWI—T—REDHANBRZFZANNDLE T, BEORIORFIRIEETE XA
* RBACT>7L—+t: 8T, fiLLWRBIOFEBRETETTL—h2ERLET. BEOREZHR
K£93%BE8. TVTL—MIBIRTET FE A

RBACF> 7L —hid. T7A4NLDI—H—KETY, RBACTF>TFL—hI&>T. TDRENBIEN T
BNTWVWRI—H - AT LOHEEICH L THOT7 I/ XEZEELEFT, RBACTYFL—r2HEIRTS
& [BBEAT7IER] BLU [AVY—ILOHEE] T+ —ILET. ZORINEEMTSNTVBEIART
DIEREZSBTEET, 7V L—rOERIFA T3> T, [EREFATIER] LU [TV —-ILD
HEE] 7 —JLRT. RBUCEIDHTEA T vz EFERIRTZ N TEET,

Select a template -

Select a template
ADMIM
DEVICE_PROWVISIONING
SUPPORT

USER

5. [RBAC7>FL—Fr] 74— IROAICHZ [EA] Z20Vv o LT #RLETY>IL—FTEBEINT
W3R 7 RIECHMEEIERZ. [ARBEFAT7I7ER] LU [AVYV—ILOHEE] ICHZFT v IRy I RIS
RMEEET,
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XenMaobile Analyze Manage Configure W A, admin v

Settings = Role-Based Access Control = Add Role

Add Role Role Info x
b 1 Role Info RBAC name™
2 ASS\QHITIEITTI RBAC template DEVICE_PROVISIONING - Apply
Authorized access Admin console access

Self Help Portal access
Shared devices enroller
Remote Support access

Public api access

Console features Dashboard -
Devices

App
Delivery group

Support

»

4

4

3 Smart action
4

» Setting

»

Enrollment

Apply permissions @ To all user groups
© To specific user groups

6. [BBEATIER] LU [AVYV—IDEEE] OF T v IRV IREAVERIEATICLT, &EEHX
BAI1XLET,

[AYY—ILOWEE] OBICHZ=A%EIVvITIL. TOREICEBOERNIRRIN. AV FE4 7%
BIRTEEY, REUDFIVIRYIRZAVIITRE, TOAVY —IUEBRIIHTEITF IR ERILTE
F9, REMULARNILEDOTOA TS o EEMITRICIE. TNSDF T a>HRBRICAVICT Z2HELH
DET, L ziE. ROMDBZE. RENCHDHETENATWRZI—HF—DIVY—JLIC [TN1RDEEHED
17] 772 a>BLY [FNAROFEROHIR] # 7> avidRRINEFLA, — AT, FIvIHRYIR
DA UNICHE>TWVWBRA T a VERRINET,

Console features Dashboard
hat Devices

Full Wipe device
Clear Restriction
Selective Wipe device
Y View locations

Lock device

7. HEROER: EEEN’EETEIZIIIL—TZ2HIRIT3ICE 12U LI —JIL—T=zERLFET, [IF
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EOI—H—JIN—T] 200033 TIN—TO—BHHAS. 1 DFLRBEHOIIN—TZ2EIRTITEXT,

fze z1E. RBAC EEEH ActiveDirectory 8L U MSP 2 —H—J L= 357V 2 X1ER%EIF> T
WBIHH!:
- EIEHEIL. ActiveDirectory JIL—7 MSP L= &3 Z0EFDIIN—TICBT 2 1—H—
DBERICOHBTILZRATEET,
o BEEZEE. oO—AINI—HY—FHIEAD I—H—%ERRTIZILIFTTEEA, BEENRRTE
BDlE. WITNDDIIN—TDFIIN—TDAYN—THZ1—H—T7,
s BEEFIIRODIIN—FIBEREEZENTET X!
- ERIIN—TCZDFIIN—TF
- ERINL—TOAYN—THZ1—HF - ZDFIIN—T

Apply permissions © To all user groups
@ To specific user groups
search for user groups
b ActiveDirectory

LocalAdmin

MSP

8. ANl =#0 ) woLEY, [EIDHT] R=IPHAETEI,

XenMobile Analyze Manage Configure Eel %, admin ~
Settings = Role-Based Access Control = Add Role
Add Role Assignment X
Assign the RBAC role to user groups
1 Role Info Select domain testprise.net ~ Selected user groups:
| 2 Assignment Include user groups Q

Back Save

9. A—F—JIL—-TFIREZFDHTEHHDRODBERENILE T,

o FXAVZER: —BHN5. RAMVEERLET,

e A—HY—JN—-T=EH%: RBE] 27V v I L TEATRBIRTOIIN—TO—EEZRTT B\
IIN—TEDEEFE—BZANA L TEZOEFAZRHDIIL—TDHC—BEZRDAHET,

s RNCN—EBT. KEZFODHTZAI—HF—JI—TZERLET, 21— —JI—-TZ#ERTB L.
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CERLIcI—H—J I —T] O—BICTI—THRRINET,

XenMobile Analyze Manage Configure -l A, admin v
Settings > Role-Based Access Control > Add Role
Add Role Assignment x
Assign the RBAC role to user groups
1 Role Info Select domain testprise.net - Selected user groups:
} 2 Assignment Include user groups user x testprise.net
. - Remote Desktop Users
testprise.net\Remote Desktop
Users El

Performance Monitor Users

testprise net\Performance
Monitor Users

testprise net\Performance Log
Users

Back Save

pE
BIRLIDA—Y—TI—T] O—BISI—H—JI—TFZHRTSICIEF. I—H—TIL—TEDHEIC
H2 Xl z0)voL%Fd,

10. RF] =0 Uvo L&Y,

BN

August 22,2019
XenMobile TOBEHMISUTOENTHATEEY,

o ZLDYRTLEEHEEICEAL T, BRLAIINL—T02A—H—ICEBELET, F/. TNSDBEMONR%E
HEDI—H—IZTEZEHTIET, LZIE IOSTFNAREHFOTARTOIA—H—, AVTS1T7>VR
ZRHELTVWRVWTNA ROI—HF— BAFRMBOTNA XZ{HOII—F—RBLTY,

o A—Y—YFNAIREBERLET,

o« BEDRMGIELINEEFIC (BBUINBEEFERLC) I—Y—ICEBNISBRILE T, RICHER
LFT:

VISATVAOBBICED A—HF—FNAIDBEERXA NS5 TOvIENESLTVRL

o

W LI

- TNARBBESNIEDIL— FENTD LIHE,
B SNIAREICOVWTEL I, TEEREINIRE Z8RL TV,

XenMobile TEMZZEETBICIF. = F VT A B LB —N—%2BRTIBENDHD £9, XenMobile T&
MY—N—%RELT. SMTP (5 X—/LE&X 70~ 3JJL: Simple Mail Transfer Protocol) #—/nN—%> 35—
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FXyt—IH—EX (SMS) 07— bz H—N—Z2#BRL. EFA-ILPTFI L+ (SMS) BHMZ1—H—IC
KETBHEHNTEET, BAITIEZ. SMTP £/23 SMS O 2 BEHOF v RILBHTX v —JZKETE X T,

o« SMTP1ZO% 0> a3 BOTHFIMR—7ORIJLT, BEIE TCP (Transmission Control Protocol)
BHT X—LEEENIVY RXFIHERTL REART —FE2H®HE L. X—ILZEEBELET, SMTP
tyoarid SMTPIS47> b (XyE—UDRFEE) MOoZXEINLITYRE, ATV RICHIGT 3.
SMTP H—N—D'5DIGEICL > THERINE T,

o SMS &, EE. Web. FHIFENMILBEESATLOTEI X yE—JH—EXIVR—V FTY, 2
BYINBEION DL EZERL T, BEEEFRBEFTEERARATYI—FTFFIAMX Y E—JEIIRT
REXR

F7c. XenMobile TFx+ )7 SMS#— bz #REL T, BEFESHD SMS 7'— ~ 7 T BHATREEINSIEH
EEHRTR2CHTIET, EEIMIEISMS Sy — oz Z2FEALT. BERY FT7—JHEICSMS Xyt —2
ZEZELET. CNSDTHFRAM—IXyE—ITld EREAMINALBEIONINZERAL T BEBEFEE
FEBEERAR T I— T F R MY U TEET,

GlEats

e SMSF—bT A BRI BF1IC. PATLEBEICHAVEHDETH —N—BHRZEREL TSIV, SMS
P—N—DHAY—N—THEILINhTLED. KX TN TVWEIEFX—IT—ERICEENTVEh &
RTBZCHEETYT, BEDFESIE. Y—EXFONTAE—D Web # 1 kH 5 DIERMNABETT,

e Xyt—C%a—H—(ZEET B0 SMTP BRI —/N—Z#EBE LTIV, H—N—DtH—/N—T
RIAFINTVBRHEIE. PRATLEBEICBHBRZEVEHLETIEZTV, F—N—D0 "I TN TL
BZBFA—INY—EROFEIE. —EX7ONAE—D Web H ~ TEYIABRIFHRZHRL TIZIL,

o SMTP f—N—¥¢ SMSH#—N—lF. ThZh—EIC1 D2DHDTIT1 TICHBELSICL TSI L,

o« 2wy k=2 @ DMZ A®D XenMobile hr57R— k 25 #fE. ARy b7 —o @D SMTP #t—/NN—IZR1 >
YOI LTLESTV, THICED. XenMobile (ZiBMEZEEICKETEET,

SMTP 5 —N—8B&LU SMS ' — + T =1 DR

1. XenMobile >V —ILT. BLOEE7rI>E# IV v I LET, [BE] R—CHEEZET,

2. @H] oFo [BEHMY—N—-]1 22Uy oLET, BHMY—N—] R—IHPESIET,

Notification Server

‘ou can add and configure SMTP and SMS gateway servers to send email and SMS notifications to users.

Active Name Notification Server Type ~

No results found
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3.068mM #oUwILES, SMTPH—N—BLKUVOSMSH¥— b1 %2BRTR-HDDAF T arhEazEn
FeXZa—hBEEF£EY,

Notification Server
You can add and configure SMTP

SMTP Server
5MS Gateway

MLLveE

o« SMTPH—N—%EMT3ICid. [SMTPH—N—] ZBRLET., COREEER T BFIEICOVT
& TSMTP 5 —N—%ZEMT 313 ZBRL TSIV,

e SMST7—hrT A ZEMIBICIE. [SMSST—FDxA] ZBRLEY, COREZEBRY BFIREIC
DWTIE TISMS 7 —bD A ZBIMT 312131 ZBBLTRTI W,
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SMTP —/\—DiEM

XenMaobile Analyze Configure Ol A admin v

Settings = Notification Server > Add SMTP Server

Add SMTP Server

You need to configure the SMTP notifications server to send messages to users. If the SMTP server is hosted on an
internal server, you get the server information from your IT department. If the server is a hosted email service, you can
find information from the service provider's website. Only one SMTP server is activated at one time.

Name*

Description

SMTP Server”
Secure channel protocol None g
SMTP server port™ 25
Authentication OFF

Microsoft Secure Password OFF
Authentication (SPA)

From name™

From email®

Test Configuration

» Advanced Settings

Cancel Add

1. ROREZBHLET,

o ZHi: COSMTPH—N=7AhHD Y ~MIBEEMITZERIZANALET,

o A EET. Y—N—0DHBEZANILEXT,

¢« SMTP 5—/N\—: H—N—DRIALZZEANNDLET, R LRI, 2B R Ar>& (FQDN) %
i3 IP ZEETEE T,

s EXaTFerITOMIN. (H—N-DR2LFEZFEAIZLSBRAINTVSIHE) —BEHS.
Y—N—DMERTZENREFaT7FvxILFOMILELT [SSL] ¢ [TLS] . &F7lE [#L] %=
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BIRLEXd, 774 ME [B&L] TY.

e SMTP #f—/N—FR—k: SMIPH—N—HERATIHR—bZANALET, TT7FIETIE RA—K&
D5 ICRESNTVETY, SMTP#EHTSSLEXxa7FvR/I7AOMINZERT 355, A— M
465 ICRETNE T,

o BE:  [A>] Ffid [#7] #BRLEFT, 774 ME [F7] TT,

o [REE] ZBMCLIIBEIE. ROZEZEAL E7,

- A—H%—-7: BEICERTZIAI—H-—BZANNLEFT,
- NAT—R: BEIFERATZI—H—DNAT—REZANHLET,

+ Microsoft t21) 7 TREIN/NRT—RBEE (SPA): SMTP #—/N\—H SPA ZERL TV
38 Y] 200w oLET, 774 0ME [F7] TT,

e EER: VSATUVEHNIDY—N—DSBHMA-INEZRZELEEI. X—ILOEEFEBL L TRRIN
2RAENNDLET, 7z xIE. TCorporatelIT) TY,

o EEX—IT7ELR: SMTP H—N—IC&k > TEEFEINBHIC. X—IILZEEINRETIHEICHER
INBAX=ILTFRLRZANALET,

2. [BEDOTAE] 27Uy LT, TRAMOX—LBHMZEELET,
3. [FFMlistE] zBRALTUTOREZEHLE T,

« SMTP Bi&1T#: SMTP H—N—D50X v t—COREVPRMLEHBEICBAITIEHREANSIL
£F9, 774 MF5TT,

o« SMTP 21 L7 k. SMTP ERXERHIFHH T 585 (7)) ZANLET. BELTLEXyE—-
B FALTTMCERLTRBLAITZHEICE. COEZARIKLET, COEZNL<TREH
TL7D EBNEARD, BESNAVXYE-—UHERIZ5EDHBcH. FBLTREI WV, T
TZ#ILMZ30BTY,

s ZASMTP ZEEH:. SMTP H—N—IlL > TEETNBZREBEFX—IAVE-—CDEAREEHRZ
ANALET. 774/ MF100 TY,

4. Bm] zoUvoILET,
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SMS 7' — kU - DB

XenMobile Analyze Manage Configure

Settings > Notification Server = Add SMS Gateway

Add SMS Gateway

Please consult with your IT department about the server info if the SMS server is hosted on internal corporate server; if this is a
hosted email service, the info is available from the service provider's website. Only one SMS server is activated at one time.

Virtual phone number®

Use Carrier Gateway

admin w

Name*

Description

Key*

Secret”

HTTPS OFF

Country code Afghanistan +93 <

Test Configuration

Cancel Add

A

XenMobile & Nexmo SMS X vt —S D& EHR—ELET, Nexmo XwE—SEEREITZ00T7HY
YRR EREBVEEIF. Web U1 M7 ERLTT7 AT Y FEERLTLET UL,

1. ROREZHWELET:

Zai: SMS7—hrU T A BROBHIZANILET. COT 1 —ILRIFHETT,

HBA: ERT. EROHBENALFT,

F—: AUV ETITA4THITREIICORTLEEEN SREIN. BERROHBINFZANS
LEd. COTr—ILRIFHETT,

—=ULv b RRT—REHERLIZBEPEBENTBEICTHIY CADT I RRIERT S, ¥R
TLAEBEMNSREBEINES—ILY M EANALET, COT 1 —ILRIEHEAETY,

REBEES: COTr—ILRIF. LKROBHFEES (FLITr v I XD +) NOXERICERAINE
o Nexmo RIEEBFEESZANNTIVELHDET, COTr—I/LRTHERATETZDIF. HFDAHT
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T, RAEEZESIZ Nexmo ® Web 1 FTEATEET,
« HTTPS: Nexmo A®D SMS R DEIEIC HTTPS #EARA T3 ES5Hh 2 EIRLET, T 74/ M
[#7] T9,

BE:
HTTPS 1. [#>] ICEZELTL LTV (Citrix U R—bkn5 [F7] ICKETBRLOIETIH o1
BEERKRL),

e EO—R: —EBh5. HEANZEEDOTIAI MO SMSEOI-RIL I v IRERIRLET, CD
T4 —ILRIEEIC+EBESTHREDET, TIAILNE [7I7HZXEZ>+493] T,

2. BROTAM] 200w oL, REOEHZEALTT A Xy E—UZRELEY, BT 5 —PREES:
BESIS—RY, ERIS—HPEEICRETh, RESNET, XvtE—Ji BEEERTEEINGS
CEROMERBTREINE T,

3. Bm] #oUwILET,

%17 SMS & — k7 T DI

XenMobile THFv¥ U7 SMS 75— r Uz ZREL T, BERHLD SMS &' — ~ T T M BHTREINZ BN HEK
TEFET, BERHRBYa— Xyt —EX (SMS) ¥—hrUzr2FRALT. By b7 —JCHEEIC
SMS Xyt —CZEZRELET, CNEDTFIAM—IAyE—ITIR BEKTNBEIONILEZFERL
T, BEEREF IR EFERAR T I —FTF I AV E—IEZIATETEY,

1. XenMobile >V =T, BLOEETA A& Vv I LES, [RE] R—IHPHEITFI,

2. @H] OFD [FvUF7SMSS—+DxA] 20Uy LET, [FvUTSMST—FozA] R=IH
RETET,
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XenMobile Analyze Manage Configure admin ~
Settings > Carrier SMS Gateway
Carrier SMS Gateway
(] | w}
Add Detect
Carrier SMTP domain Country code Sending prefix v
Alltel message.alltel.com +1
AT&T txtatt.net +1
Boost Mobile myboostmobile.com +1
Bouygues Telecom mms.bouyguestelecomn.fr +33
Cingular cingularme.com +1
Metro PCS mymetropcs.com +1
Nextel messaging.nextel.com +1
Orange websmsmms.orange fr +33
Powertel ptel.net +1
SFR sfrfr +33
Showing 1 - 10 of 16 items Showing 1 of 2 < | >

3. ROVWThHZEITVWET:

e F—hUIAZEFNICRETSICIE [EH] 22Uy IL&ET, HILLFvUTHREShED o1
CEERIAATAIRY IR, ERFEBEREFAOTNA ABTRESNIHLVLF v U7 2—8BRT
L1700 Ry I AHHET £,

o BfN] #oVUwILEY, [FvUTSMST—rDUTADEM] H417AJRyIIBEITET,
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Add a Carrier SMS Gateway

Converts email messages passing through the gateway to a pre-defined format, such as an instant message.

Camer™
Gateway SMTP domain™
Country code™ United States +1 -

Email sending prefix

E:
XenMobile & Nexmo SMS Xvt—SDaEHR—FLET, Nexmo XwtE—%ERT 5700
THOY bR ERABVESIE. Web B MCT7 IR LT7HY Y FEERLTLIEE L,

4. ROREZBHRLET,

s ¥y U7 BHESMOBFEANNLET,

e F'—bhUxA SMTP RX1>: SMTIP =k Iz ICBEMITONIERXI>EZNALET,
e EO—F: —EH5. BESHOEI—REZBERLET,

o X=)LEETL T4 v IR FET. X—IEXESLTrvIREIBELET,

5 [Bm] 20Uy LTHLLWFYUFZEBNT D, [Fvotil]l 27Uy I LTRIEZRDELED,
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BAT > T L— DR S LU EH

XenMobile TiE&M T > FL — b EEREIGEH L. BEILINIZRE BB, $LU0I—F— IR BEINBZEE
BRAIXvE—STERATEET, Secure Hub, SMTP, SMSD 3 DDEAZF v RIBHTRAvE—SEZEETS

fcHOBHNT>TL—bEEBRLET,

XenMobile iZig. ¥ XFLADITARTDHT/INA XIZxt LT XenMobile B"BEEMICISE T 3 EFIDBED I +
ERMLTE. EREFADBENT YL —MDZHAREINTVLETD,

A

SMTP &7cid SMS Fv RIL AL T2 —F—ICBNZXE T 35513 7T THTBRICF v RIL%

RETIVENHDET, BMNTVTL—rZBMTBEIICF v RILDELRED

TRETDEORDBAvE—IDNRTEINET,

1. XenMobile a>yV—ILT. ELowE7rI>E# IV v I LET,

2. (BHT>FL—F] #OVUYIOLET,
XenMcbile

Analyze Manage
Settings > Notification Templates
Notification Templates
(81
Add
Name Channels
ActiveSync Gateway Blocked Worx Home
Android Download Link SMTE SMS
APNS cert expiration SMTP
Certificate renewal Worx Home
Enrollment SMTR, SM3
Enroliment Confirmation SMTF, SM5
Enroliment Invitation SMTE SMS
Enroliment PIN SMTE SMS
Failed Samsung KNOX attestation Worx Home
i0S Download Link SMTE SMS
Showing 1 - 10 of 25 items

(&)
LBH7T>FL—h] R=IHNRETET,

Configure

Create notification templates to use in automated actions, enrollment, and standard notification message delivery to users.

Type Deletable

Activesync Gateway blocked device

Android Download Link

APNS Cert Expiration

Certificate is renewed

Enrollment Notification

Enrollment Confirmation

Enrollment Invitation

Enrollment PIN

Failed Samsung KNOX attestation

i0S Download Link

R=—IHHETET,

o N

Manual sending supported

Showing | 1 | of3

ncuwgne, Fyxil

admin

<

BT > 7L — hDEM

1. Bl #22UvoL&EYS. SMSHTF— bAoA £E SMTP H—N—BRESNTLARWVIESE. SMS LUV
SMTP BHICBET B X v E—IDRRFREINE T, SMTPH—N—FHIFSMS S — bz 125 T<RET S
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METRET AN EEIRTEET,

SMS 7zl SMTP HH—N—% S <CRETDICEBINLEBEIE. [RE] R—J0 [EMY—N-] R
—JICVEAAL I MINET, FRTZ3FrILERELEE. BHMTYTL—F] R=IJICR-T. BHM
TUTL—rOBIMERIEIEEELHEITZIEHNTEET,

BE.

SMS £7IE SMTPH—N—0DREZETITS e zERLIGE. BT L — FOBMEZIZ4E

EDEIIIINESDFYRIVNETIT4THTBIILIETETEFHA, 2FED. - —BHDEEFICC

NEOFvyRIWLEFRAHTZCHTETEHA.

2. ROBEXEBHRLET,

o« ZHI: TYTL— OB AZTFZEANNLET,

o HBH: T TL—bDHAEANSALET,

o BfE: —EBhHS. BHOBELERLET, BRLABETYR—FINZ3FryRILDOADBRRINE
T ERBEATYTL—THZ [APNSERRZEOBEMEAR] 7> 7L — MME 1 DEIFERTEEY, D
F0. COBEOHFLLWTFYTIL—MIEBMTEEE A

E:

FTYOTL—rOBEO—ITIE. BEOTIC [RZaT7ILEERYR—FINTVET] ARRINE

o CHE. TOTYTL—RD [FyParh—R] LU [FNA1R] R=J0 [EH] —BICEKT

TN, FHTA—HF—ICBHNERETIZCE2ERLEYT, WThoFvYyRILDBED. [HR] T«

—ILRERIE [(XvE—] J0—IILRICUTORZO0MEDLNTWVWSE T FL— Tl FENHEEI

FRATEI A

+ ${outofcompliance.reason(whitelist_blacklist_apps_name)}
+ ${outofcompliance.reason(smg_block)}

3. [Frxi] T COBMTHEATNZEF v RILOBREBRLEY, —BELFZIRTOF v RILEERT
TEY, BIRIZFvILIE. BHZEETBHECE>TERDEY,

« [Secure Hub] %#:#RL7IFE. I0S TN XE LV Android F/N1 XD &HEHZZE L. @l

TNAZOBHI M LA ICRREINET,
« [SMTP] Z#RLTI5E. BLALDI—HF—RBA—ITRFLIAZE>TERT B, IFLALDD

—H - Xyt - FELET,
o [SMS] #ZBIRLEIBAE. SIMA—RHAEHIN TN RAOA—H—DAHDBREZELE T,
Secure Hub:
o PUTa4T: OV O LTGEMFYRILEEMCLETD,
o Xyt—Y: A—H—IIEEINZXvtE—FEANNLET, Secure Hub 2 BT 3H848. CD 7«
—ILRIZNEBETT, XwvE—IJTORIODFERICOVWTHELLCIE. TvoO) #8BLTLETL,
« BEEIJ 7M. —EBHS. A—H—HBHEZELECIICBETNZIBENEEZRIRLET,

SMTP:
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o TUTa4TW: U I L TGEMFYRILEBMICLET,
SMTPH—N—%ty r 7y LIz TDH. SMTPEHNET7 VT4 THTETET,
o ZEHA: EET. BHOEEE (Bal. X—ILT7RL X, FLIZEOEA) ZANHLET,

s BEE: 0T —ILRICIE T RERY VERERS IRNTOBER T, BHAHEL L SMTP Z5E7 K
LRCEETNBZLSICTBeHOIIONBRRESNTVET, TV7L—rOIIOREELR
WTLET W, ZRLREEIOAY () TRY->TEMTZZickD. - -2 ESE (Gt
AOEBERY) ZEBMIZCHTIEFET, 7RERYIVBHEXETIICIE. COXR—JTEICE
BEEEANNTZH. [BE] > [TNAR] R=JTTFNAIREHBRLT 2Ch5@HMEEELET,
FHLLIE PNy Z2BRLTLESL,

o & BRHIOHPNBHRERZANNLET, COT 1 —ILRIFHBETT,

o Xyt—Y: A—H—(ZRXEINZIXAYvE—CEANNLET, XAvE—JTOYIOOFERICDOVWTE
L<iE TvoOg #8RLTLIETL,

SMS:
o TUTa4TW: Uy I L TGEMIFYyRILEBMICLET,
SMTP #—N\—%ty b7y FLIHETOH. SMTPBHET V71 THTEET,

e ZEH: DT —ILRICIE TREYVBEMZRES TRTOBNT. BHAELV SMS ZEET R
LRCEEINBZLSICTREHOIYIVONFFREINTVET, 7V 7/L—hOYI0OREELSE
WTL T W, 7 RERy ZBMZZEET BICIE. @EICREEZANNTEIH. [BE] > [T/N1R] R
—STTFNA ZERIRL £

o Xyt—Y: A—H—|CEEINZIXAvE—SEBNALET, COT—ILRIEHETT. Xvt—
TOYIZODERICOWTEHLL X TvoO1 #8BLTLETL,

4. [iBm] #IUVvILEFT, IRTOFYyRIDELLERINTWBIBE., EMT>FL—K R=JC,
SMTP. SMS. Secure Hub ®JBICRTREINE T, ELLBHRINTLWAWLWFyRILABNIE. ELERE
NTVWBF Y RILDEBICRRINET,

BT Y7L — hOiwE

1. BT FL—hZ2BIRLEY, BIRLIETYTIL— MCEBOHRER—HEES. [BE] 7« —JLRLSH
DIRTZEETEUEDNTEET FYRIVETITA TUERRBIETITcTHTBEHTEET,

2. RE] 20U wILED,

BHT > 7L — OBk

EBMLCBANT > 7L—bOAZRIFTEEY, FREREAOBHT > TL—MIEIBFTEZEA.
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1. BFEOBMT>FL—rZ2BRLES,
2. [HIRRl 20U w o LEY, BRBAAT7OIRY I ZADHEETET,

3. [HIER] =20V w o L TBAITYIL—rzHIBRT 3D, [Fvotil] 20Uy I LTEBANT>TL—FO
HIBRZEXDHEL £,

FNAT X

August 22,2019

CitrixXenMobile Tid. E—DBEI>Y —ILAT. BEVWEZA TOTFNA ZDER, tF¥a )71 RE. 1oRY
FUETTSZEHTETES,

XenMobile H —N—DF—E2R—=RIZlE. ENTILTNAZAO—BHREINE T, FENTILTNTRIE —EOD
) 7L ES £#1% IMEI (International Mobile Station Equipment Identity) /MEID (Mobile Equipment
Identifier) #ABSICE > TEEINE T, XenMobile >V —JLICF N Z%ZBINT 3IC1E. FETT/NA X%
EBMT20 771D STNARO—EEZAVR—bLET, TNARTOEDIZV T T 7AIERICDOVWTE
L<id. BRD TNAR7AOED 3 =Z>d 770 )R] 28RBLTLREIL,

XenMobile A>Y—ILD [FNAR] R=JF ETNAXAELUVUTOBERERTLET,

o REE: TNARDBTCTANTLAIIhTVED, BEIhTWSH. Active Sync Gateway HMERRTEED
BLUTNA RAOBHBREOREREERTTAIVTY,

e E—F: FNAROE—FHAMDM. MAM, FZZ0o@EAEHIZRLFT,

¢ FDMS ROESHBTNARADBERERTTIET: I—HY—R. TNARTSY T +—Ly ARL—TFT 1
VOVRFLN=T3a > TRARETI. RETFTIVEZXBE. #7077+ 7B¥. ChooRELIE. 77
FILETRREINET,

[TNAR] DRZEHDREZIAZTBICIE. RELOBHOTRSIKRENZI Vv I LET, RIS, EDORICKRTT BB
MORHLZAICT3H. TIFHFRIZIRHELZATICLET,
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Last access Inactivity days ~

+ Status

v Mode

» User name
Serial number
IMEI/MEID
ActiveSync ID
WiFi MAC address
Bluetooth MAC address

+" Device platform

«" Operating system version

+" Device model

+ Last access

+ Inactivity days
Shareable
Shared status
DEP registered

FINILBZTNARADEM. TNARTAES I =TT 7AUDEDTINA ZADA ViR— . TINA ZADFHMDER
£ X2V T DBREDET. TNAIRNDBHIORXEZTS N TEET, TNAXARDT—FLF%Z.Csv 7
FAIWIIORR—ELT COT7ANDSNRZLLR—bEERTZECHTEET, H—N—FITRTODOT
NAIRBMETIVRAR—LET, T IILZ—%BHLTWSHE. XenMobile 1F.csv 7 7 1L OEREFICZD T

1IN E—%ZFEALET,

FENC L DT /N1 RDIEM

1. XenMobile a>v—JLT. [BE] > [TN1RX] DIBICZUYILET,

[TNAR] R—SHEEET,

Devices Users Enrollment Invitations

Devices show flter

[t | Q@ | @ | 2

Add Import Export Refresh
Status Mode User name Device platform Operating system version
EREE Android 502
[ 5] i0s 841

2. Bm] #oUvILEY, [TNARXDEM XR—IUHEIET,
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XenMobile Analyze Manage Configure €& N\ administrator v

Devices Users Enroliment Invitations

Details

Add Device

Select Platform e 105

Android

Serial Number*

3. ROREZEHEL T,

o 73y b7 x—L3ER:  [i0S] #7:d [Android] ZERL %,
s DUTNES: TNAADIUTINESENALET,
« IMEI/MEID: Android /X RIZBRD. EET. 7/81 Z® IMEI/MEID B&ZENAL £ T,

4. Bl #oUvILET, [TNAAR] ORICRENZ—BO—FTIC. BMLETNA IADBRTINET,

BMULAETNARZBERLTRTEINEAZ2—T [HFE] 20Uy o L. TNAROFM=RTL THEBL
3

=
TNTRADEICHBZFTVIRYIREFNCTRE. TNAA—BOLEIZA T3 X a—hKRR
INEFY, —BTHEEHZIUYILT. 2QEEHOAERICA T a VA Za—%2RRTCEET,

+ Enterprise (XME) £— K #7:i1Z MDM E£— R THmR I 17z XenMobile Server
» B I LDAP

s O—AWYN—FBLVO—HIL1—H—%2ERTZHE:

- 12FkiFREoO—-hILIIL—T,

- O—ALJI—=FICEbE TSN fcO—ALaA—H—

- TUNU=FII—FEO—-AIWTI—TBEEMIFTONET,
« Active Directory Z{ERd 3355

- FUNU—=Z)L—TI% Active Directory )L — 7 BBE[IF 5N E T,
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Devices
Device details | iPad x
General
Identifiers
Serial Number
IMEI/MEID  NONE
Activesync ID
WiFi MAC Address  2C:1F:23:28:C1:22
Bluetooth MAC Address  2C:1F232B:.C1115
Device Ownership Corporate
BYOD
Security
Strong ID
Full Wipe of Device  No device wipe
Selective Wipe of Device
Lock Device  No device lock
Device Unlock  No device unlock

5. [—f&] R—=JIClE. U T7ILES. ActiveSyncID. 75 v b7+ —LOBHEICET 3 T OMDBERELE. T
NA ZDOBRFHARREINE T, [T RFAEE] T [O—FRL—Fr] F#kid [BYOD] Z&ERLZJ,

[—f%] R=JICiE. TNTIRD [EFaUF+] FONF+ ([StrongID]. [FNrxpOvy]. [7UF
AN—=2a>OvINANZ] TV b T+—LOBEICET 3 Z0MOBEREY) bRAINET, [FN
ARADRERTAT] Ta—ILRIZIE. I—H—DPINI—RHBEENET, TNA DT TEIN/E. 2
—H—ECOOA—REANNTIHELRHD X, I—HF—HI—RzEniHEeld. T55THRIETIET,

6. [ZONT1] R—=TICIE. XenMobile 7O 3 =2 F923FNA RO FANT A HAREFINET, TD
—BlE. TN ROBEMICERINZ TOES I Z VI 771 ICEEFNZTNAROTONT 1 ZRRLF
T, FONT EEBMT3ICIE. [BM] 20Uy I LT—EBAISTONTs2ERLET, E7ONT1 D
BWREICELTIE. 7N ZOTONT v ZE(EICET S PDF Z8BL T T WL,

TONTZBMT 3. RAMICEBMLAEATIVICRTZEINET. RNl 200wy o LT [FANT 1]
R=PICR% . TONT 1 3B E—BICRTINET,

TONT« ZHIBRT3ICIE. BEOLICYIXA—YVILEZBEWVWT. Bl [X] #2U v o LET, XenMobile
TNARADEDEEEHEHLE T,

7. %O [FNAAZFHM] o> avicid. TN ROBEIRREINET,

e A—H¥-ONT . I—H—0D RBACDKE JIL—TFAN=2vF VPP 7HU Y B LT
TAONT1ZRERLET, COR—DTA IRV RIS VPP 7ADY FEHIBRTEE Y,

s EIDHTEAHRUD—: EBHEH. REP. KELIERIVS—0HZET. DI THFARU S —DOH
PRIETNEY, BRUI—DERL. BE. RFEBOBRIRTINE T,

« 77U AR b—ILEH. REP. RROTTUVERBZEC. RO ARV NIEROT T
PHERRENEY, 77UE, ID. B, ZOMOBRIERRINET,

« X747 REAEH REP. KBOXT 1 TRFARZST. BHOA RV MUBRDAT 1 7HH
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RREINET,

o BME BREA. REP. RBROTIIaVBEEL. T IVEARTINES, RNBEOT Y
I VEBLREPRRINE T,

o FTUNY—=FII—"T: B REP KBLITIUN)—=FI—TOEPBPREINET, EEFAOTV
NY—=F I —FREBHBENRRINE T, TUNU =TI —TZREIRT 3. K&, 7o>a>. F
YR, FR A -BEOHBLBERERTTETET,

« iI0S 7O77)L: BEl. BE. B8, HBPLRL. BFHOIOS 7OT7 711 YRy NULRREREINZE
ED

« i0S 7OEY =>4 707 71)L: UUID. MR, BEMKHCShARLE. TV42—T51 b
w7OEDa=Z>J 0771 ILOBHRERTLET,

o FEEAE: BMAREAS CHARTINE IFL LISEAENRTIN. BE. JON14— BTE. >
D7IILES. HRTUNETORARBEDBERORTINE T,

o R RYOEGREBEREOESREIRREINET, FEROI—F—B. RENS 2 EBORGE
K. RBOFARHEARTINET,

e« MDM X7—4X: MDM X7—4% . RREBEOTv> 1k, REOT /N1 ACERREL Y DBIRAE
TENET,

« TouchDown: (Android /N1 2D &) REDT/NA RBH L RED I —H —FRIOFRNMNARTS
NET, TNETNZETIRUS—RBERUS—EIRTIINET,

FNARTAES I =TT 71D EDTINA DA VR— bk

ENTINBEEPTNA ABETHRBEITZ 771 EAVR—FLTED, BEBOTNA RO 3=V T 774
IWEERLT=D T2 D TEET, LI BRRD TN R7OED 3 =207 70IILER] 28BLTLE

LY

1. [BE] > [TNACR] IZBBLT. [12R—F] ZBRLEY, [FOEDIZ2IT771LD1VR—-K]
HALTOTRy I AREEET,

Import Provisioning File

File Choose File | Mo file chosen

Cancel

2. [7717ILD=BR] ZBRL T AV R—FTB3T771ILETHBHLET,
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B YR=F] VU ILET, 1VR—bSINLT7AIUD [FNAR] ORICEMENET,

4. TNRAADBEREHFET BI1CIE. [T ZFM] 2:BIRLT HE] 27Uy I LET. [TV 4]
R=JIZDVWTEHLLCE TFEICEL BTN ZDEMI 25BLTIET L,

TNA RTBHZIXET S

[TNRAR] R=IT TRAARCBHZEETETET, BRICOVTELCIR. NEHI Z28BL TS L,
1. [BE] > [TNAR] R=DT, BRIZEETSTNARZERLES,

2. BAN] 22Uy LET, [BA] 417O5Ry s ZNEIET, [BEE] To—LRIC. BAESET
BINTOFNA ZAD—BARTINET,

Notification
Recipients CMWWEE X D664
Templates Ad Hoc -
Channels sMTP sMs

SMTP

Sender

Subject

Message

3. ROREZEHEL T,
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e TUTL—h: —EHS. EETIBMOBEZHRLET, [VRRyI] ZFRLIGEZRE.
8] 714 —IILRELT [Xyt—2] To—ILRIZIE BRLETYTL— b TEREADTF R
EAIANATNET,

e FyRll XytE—CORXEREZBIRLET, 774N [SMTP] LT [SMS] TY, &F
YRILDAYE—VDFRERTIBICIE. 2TV vILET,

o EHA: 723V TEEEZANNLET,

s R [TREYI] Xut—C0igE. EZANALET,

s Xyt—2 [FRAYI] XvtE—C0iFE. XvtE—IZANALET,

4. EF] zoUwvILET,

[TNA1R] DROIY RKR—k

1. TVAR=FT7AILTREIBRABICE T, [TNAR] ORICTIILEZ—ZBAHALET,

2. [FN1R] ORDLEICHS [TIRKR—K] #TUvoLET, XenMobile Ic&k>T [FNAT1R] DRD
FHRAHEIN, .csV T FAILICERINE T,

3. .csv 7RSO, ®RELED,

A—H—FNA ROFEE T F1F

ROWTNHDAET. XenMobile DF N1 XICFEITEIMIFT TR N TETE T,

o BERICE S ERLIEH

« Self Help Portal Zg4E+

o TNARDFIBEEZTNAZXTONT1 & LTEMTS
HBETBBEAFRBOVWTNNL LT, NS RICEZIR}ITEF T avhABINTLET, Self Help Portal
ZEOTT NI RZBEBHERT B L EIC. HBZLRBEARBEOVWITINE LT, TNARICEZT2[FIT B ENT
TET, UTOLSICFHTTNARICFTZFIFTREDHTEEXT,

1. XenMobile a>V =L [FNAR] 2TH5. 7ONXTFsETNT RICEBMLET,

2. [FREE] cWSEFIoFONTcZEBML. [O—KRL—Fr] o [BYOD] (EAFE) OLWSThhZEERL
=
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Devices
Device details | iPhone x
1 General .
Properties
+ Battery Add
+ Location information Add
+ Network information Add
+ Security information Add
+ Storage space Add
- System information Add
pa - Corporate
BYOD
Active iTunes account Yes
Baseband firmware version 21600
Cloud backup enabled No
I ACK
DEP
01/0

FNARFOES I =T T771IILER

BEEEEAHFRIEITNA AUEEEDZ D RBOENTINTNARAO—BZBHELTVET, CO—BZFEAT
BIET. ENTILTNAIAODEVW—BEFEFHTANTZI 2 BITZ N TEET, XenMobile (. Android.
iOS. Windows @ 3 BBEDOHR— FXRTNA RAITARTICHBOA VR— b7 7 ILERXEHR—MLTVWET,

FEFHTIER L. XenMobile AODFNA ZRDA Y R—FMIERT37OES 3=V I 771 ILIRROFER TH B HE
BHb £,

SerialNumber;IMEI;OperatingSystemFamily;propertyNamel;propertyValuel;propertyName2;propertyValue2;
... propertyNameN;propertyValueN

RO EITFELTL IV
e BETONT A DEMBEICEALTIEX. TN\1T2ADOTONT ZEEICEETS PDFESBLTLIEIL,
e UTF-8 EROXEty b2 FERALET,

s JOEDIZVITF7AIIATIE. Zo—ILEZEIO0Y () TRUIDEY, Jr—ILRO—& LTt
IOYAEENBHBEIE. NvIRTvoaXF () 2o TIRT—TI3BELHBDFT,

BIZIE. COTANT 1 DEGIFRDELSICBRDET:
propertyV;test;1;2
UTFDOESICIRT—TFLET:
propertyV\;test\;1\;2
e JUTFTIINESIZIOS TNA ZOHRFTH D78, i0S TN RICIFZ U TILBESHHETT,

s EOMDTNA TS Y b TA—LDIFE. U TIES I IMEIDKETY,
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« OperatingSystemFamily 0&#7% &£, WINDOWS. ANDROID. i0S oL\WFhHh T,

FNAR7AES 3 =TT 71 ILOF:

‘1050BF3F517301081610065510590391;15244201625379901 ;WINDOWS jpropertyN;
propertyV\;test\;1\;2;prop 2
2050BF3F517301081610065510590392;25244201625379902 ; ANDROID;propertyN;

s 2 2

propertyVs$*&8&ééétest
3050BF3F517301081610065510590393;35244201625379903;10S;test;
4050BF3F517301081610065510590393;;10S;test;
;55244201625379903 ; ANDROID; test.testé;value;©

T71INDEITICTNA ADHADNEENTVWET, LOT UV FILORVIOI LJIRUTEEKRLTWVWET:

e JUFIES: 1050BF3F517301081610065510590391
« IMEI: 15244201625379901

o ARL—FT 4T RAFTLT7E1): WINDOWS

o« JONT1H: propertyN

o FONTr1{BE: propertyV\;test\;1\;2;prop 2

ActiveSync ' — koo

August 22, 2019

ActiveSync I3, Microsoft BRRLIENCILT—2REAETO L TILTY, ActiveSync &, /N\Y BAJLRFNA
ZARTRI by T (FESyFhy D) AvEa—42—T7—2ZEBLET,

XenMobile T ActiveSync 7 — kU =1 DRAZ R TIT £ 9. Ch5DHRANCEIVT. F/N1 2D ActiveSync
T—AANDT I REZHAELIFERTTZCHTITET, L zE [(REHETIV] ORNETF I 71T
L7z$B&. XenMobile ZHBT7 7VDT7FVF7oEIARI S —%2Fzvo L. RBT7TVHRRLTVRBEEIE
ActiveSync 7—2ADT7 I REIET L £, RAIC IS, [BFal] F7cid [Bu] ZBRTIFEd, 77406
®EK. [FFE] TY,

TIIVTFOERRI—IZDWTEHLLIG TTUVTFIERTNAZRR) S —] ZBRLTIEIL,

XenMobile Tid. RORAIHHYR—rIhET,

BEZ2TNTR:. TNARADPERBE—RTIIAWHERRBLET. COFTvIiE. TNTRDBEGEAITLEES
IC XenMobile 2 —H—%2BRATIRVMERICERTEX I,

Samsung KNOX #RZEEFRICRRI L £ L7z: 7/8 XA Samsung KNOX #8EZEEFR Y —/N\— Do T UICKL T
WEWAEERBLET,

BWT7TV TNAREETFITORRR) S —TEERSNILBLET TUHRBVWH EHELE T,
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BRNFAE L TES: J070>avid ActiveSync¥—h U1 DFT T4 ETT, ZOMD T 1 )LZ—HRA]
ZHICERLABVWIRTOTNA RO—EIMER TN, CO—BICESVLWTESENTFI £LIFETINET, LWIh
ORANCHERLBWEE. T7 2L MIRTHAFFAITY,

70T TTNAR: [H—N=FONT«] TTNARD [T V7T« THBHDOL I VME] ICESINI-HIR.
k70T T ThHoI-DEERBLET,

REMBT ). TNART TV TIERR) S —TCEEBINTBEBT7 TV DRERBRVWHERERLE I,
IR T I TNART TV T IOERAR) O—TERSNIIEHERT7 U VWH ZHEEBELE T,
EEMNRT—R: I—HF—NXT—RHRELLHIZERLE T, iI0S FN1XE LT Android /81 X T, TN
AREOREDNRAT—RHB, TNARTEEFEINBZ/INRO— RARY S —ICEHLL TWLWBH % XenMobile B8R T
T F Y, FlZIE. i0S Tid. XenMobile AT\ RIC/NAXDA—RAKRU S —EZEETBRIHEE. 1—F—13 60 KT/
2AT—REZETIVELDDE T, I—HF—DHNXAT—RZRET3ETTOM. /N O— RIFIEERIC A B ATREM
HHDET,

AVISATUVRINTNAR: [AVTSATVRINTFNAR] ZAONRTAICBETVWT, TNV TS04T7Y
2ERDESHEEDBLET, BE. COTONTs IXEBUINREICEDEEINS . XenMobile APl %
FATEIH—FRN—TFTaICLDEEINET,

KIIREE: TN ADFAAZEHR L TOVWRWHERERLE T, BFDEHINET N RSB INZ FTEERET
TEEA

L— eI i Android &KUY 1L T L1 L712i0S /N1 Z: Android £7:13 i0S FNA ZANT Tz 1ILT
L1oanTVWauLWh L E7,

EBEEFTNA R TN ZADESR XenMobile DEETFICH 20 EHRBLET, FZIE. MAM E—RTRTINT
WBTNA ZPEREZEEDOTNA AIEBINTLEE A,

Android K X >1—#—% ActiveSync Gateway (Zi%Xf5: XenMobile iZ& - T Android F/31 R DIEHN
ActiveSync #— r Uz A ICEEINBLSICTBICE. [EW] 2oUw oL FET,

ActiveSync ¥ — b U T REZER T B ICIE

1. XenMobile >V —ILT. BLOoEE7rI>%# U v I LET,. [BE] R—CHEZZT,

2. [4—n—=] OoFo [ActiveSync7—+v ] #oUvoL%d, [ActiveSyncs—+oz1] R—
PHETET,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 332



XenMobile Server: g#HU 1) —X

XenMobile Analyze Manage Configure

Settings = ActiveSync Gateway

ActiveSync Gateway
Allows or denies access to devices and users based on rules and properties.

All devices
Activate the following rule(s) Anonymous Devices

Failed Samsung KNOX attestation
Forbidden Apps
Implicit Allow and Deny
Inactive Devices
Missing Required Apps
Non-Suggested Apps
Noncompliant Password
Out of Compliance Devices
Revoked Status
Rooted Android and Jailbroken iOS Devices

Unmanaged Devices

Android only

Send Android domain users to ActiveSync Gateway @ @

Cancel Save

1. DRoOFRNZT T4 TH] T BMCTRIIN—IZ 1 DFRBERAVICLET,

2. [Android »#] @ [Android Kk X >1—1#—% ActiveSync Gateway IZizfg5] T [lZW] #o U v o
L. XenMobile iZ & > T Android 7/31 X D1E#RH Secure Mobile Gateway ICEfEIND L SICL T,

3. RE] 20V wILED,

Device Administration »*5 Android Enterprise ND#1T

January 10, 2020

ZDEETIE. KD Android /31 & H 5 Android Enterprise ADBITICEET 32 EBBEIB L HRRIEICD
WTHEBAL £ 9, Google i& Android Device Administration APl ZBE1lE L £9, Z® APl i&. Android F/31
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2EDIT>VHE—TSA X7 ) EHR— L TWE LT, Android Enterprise I&. Google ¢ Citrix '3 3 &%
MOEBEY)1—3>T9Y,

XenMobile 1& Android Enterprise ICEE I . Thpt Android FNAZDFT T +IL bOERAZEHRD £,
Google Z ® APl ZE&IE L7=#&IZ. Android Q 7 /N1 XIFT N1 REBE— R TERTIRARDES,

Android Enterprise Tld. RE2BEBTNAXE—RCAFERIOT7IILTNAIRE—REYR—rETIF
¥, Google ® k¥ a2 X> k FAndroid Enterprise Migration Bluebooks T. #RDF /N1 A& Android
Enterprise @ WDV T L <AL TWVWE T, Google MR 2BTICET 2 BHREBRBL TWELECZL
zEBHLET,

CORFaAXYETIE. TATIREEBOBITOA4 D207z —XICDOVWTHHBALTED, XORHIPESENRTVLET,
CDRFEICIF. BITT7 T —XD XenMobile ICEEDEREFEIAE TN TULET,

Analysis

Requirements mapping

Proof of concept

Deployment

FAndroid Enterprise Migration
Bluebooky (Z#E&H NN
Google DFAI %18 THHIT.

TNA AEEDRILEDOTE

Google i&. RDF /N1 REE APl ZBEIEL £ 9, Secure Hub % Android Q APl LRI ERRIZCLTT v FI L
—R9g32. LUFD APl X Android Q ' 5@ 3 37 /\1 X TISMEEL < AD £7:

s NASOEMU: TNARDAXIADT IV EIZFIEL £,

+ Keyguard tge: EEFEEPNZ—2BE. TNAROOY VICBET Si%EZHIEL 9

o NXT—FOBEHRIN . REFELHEENET 5. I —F—IINXT—-FOEEZRFHINE T,
e NAT—ROFIR: NZT—RFOFIREGZRELFE T,
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C o APl oL IE. Citrix MAM-only €E— R TERINT N1 RICIBFEEDH D FE A

HREIR

ROFREE X, Android ORRDTFNA ABEE— RTERICEBEINTVWBE TN R, KEEDTNA R, LU
Citrix MAM-only €E— R TERINTWVLE T /N1 XA TY,

TNARBRIAT—2 X

BEOTNA ZADTNA ZAEEE— R TERINTS
b, Android Q IC7 v 74 L — RalE,

BEODTNA ZADNTNA ZABEBE— RTERINTL
%0 TN RIEANdroid QIc7y FFL—RTER
Lo

BEOTNAADNTNA AEBE—RTERINTS
b, AndroidQ IC7v I L—R3Ih3,

Android Q BEEE I N, TN REEE—RTESR
INFFHLWLWTNA Zo

Android Q &I N/, £/l Android Q IC7
T L—RAlgeRIH L VLT NT R TN RUIEKEFE R,

Google #* APl ZBELE L 7=%(CId. Android Q A #&#
NI ERBEFEOTNA RETNA ABEBE—
RTERINET,

Citrix MAM-only €— R TERINI-HR & 72138
DT INA o

of

BITORM 7 T —XTIEUTZITVWET:

« #€R® Android REZ IR Y B

HREINZRF

FNNA 2% Android Q IC7 v 7 L — R § 380IC.
FINA ZAEEE— RN 5 Android Enterprise 12517
LEd,
TNARRITNAREBE—ROEFICTEEY, -
2L TNA ZOEFEFHZT /N1 20 Android
Enterprise AO#iTZeEIL T T L,

Google h* APl ZBELL 9 3RiIC. TN XBEE—R
75 Android Enterprise IZ#1TLE T, Ch5DT
N1 ZADELE Xy —JH XenMobile 3>y —JLIC
RRINFT,

Google ' APl ZBELL 9 BRiIC. TN XBEE—R
m5 Android Enterprise ICBfTL £, ChHDT
NA ZDEE X yt—Ih XenMobile a> v —JLic
RRINET,

# L WF /N RICiE Android Enterprise ZfER L £
ER

Google APl OEELE DR ZE%ZEE T 3 7=®IZ. Google
M API #BE1E 9 3 1i0lC Android Enterprise (2179
PlreEbEHLET, ELAMUEICE. Choo7
N RDBFRIFKBL F 7o

SHSIFRETY, D Google APl DBEELEIZ.
MAM-only E— RDF /N1 RICIEEZEH D £H A,

« fEskDiEEL Android Enterprise OigEE T v EY I TEB LS50, RFKOREENENKT S
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WEINZ 9
1. XenMobile =T Android Enterprise Z:HEiL $9: Z2EE. #FH7O07 7L TORLER. EAT
N1 R, FERFO7 7))L (BYOD),
2. BEDOT /N1 REEEER Android Enterprise L LbE L THORL £ 7,
3. TNAREBOI—RT—AZXEWLET,
TNAREBDOA—RT7T—AZ2NENT B
1. 7Ly R>—r%ERL. XenMobile >V —JLIZREDR) >—FIL—TERRLET,
2. BEORVS—JIL—TICEISVWTERNOI—-X T —ZER L £7,
3. A—RT7T—RTLIZ. UWTFEXERLET:

s Bai
s ERIBRE
« I—H4—IDETI
o TNARDEMH
- Exall5«
- B2
- FELpTE
s TNARAIRY
- WHETEETIL
- OSonN—o3>
« 7T

4, 7FX)Ziz. UTFERLET:
o TTUE
o Nwr—=TF
o RAF 4 VIHE
o FTXUBRNT VIO TSTAR— LD
o TTUBKEBEHLESH (E/tA)
BHEIVvEYY

PEERICE TV T, Android Enterprise O#EEEMGZREL £ 9,

WRINZEGTYEYY

1. EEE-—RCERREZRELET:

- £EA7O0771)L (BYOD): BEENIVETY., THHERKY Y MIFETY,
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- 2B THREFERY Y FMWETY, QR O— R EEESEEGERE (NFC) N> TN IR
Y=y tOo—3— (DPC) ID. £O2yFEFRALTTNIIAZERLET,

2. 77 OBITHEZERLE T,

3. 21—/ —XZE#% Android Enterprise ##Icv v E> I L& T, BH L ZNICHGET S Android N—2
IVIERD—HI BTN RE#CICHEEEXEKLET,

4. HWEEEHICESVWT Android &/ OS #REL £ (7.0, 8.0, 9.0),
5. IDEFILZBERLET:

+ #3E: managed Google Play 7ho > k

+ Google Cloud Identity D B&E#DBEDH. Google G-Suite 7HU > b ZFERALF T,
6. TN AHEEIERLET:

o 7Uavil: TNARDERNOS LRIVEHZBRZLTVSIES

e T FIL—R: TNAZRDPYR-EWROSZHR—LLTHED. TNICEMTET 358

o Bt TINARZHR— IR OS LANILICEH TERWVES

HRINZT7 7 BITHEE
BEHOIVEYINET LIS, 77U % Android 735w k7 +—LH5 Android Enterprise 75w b7+ — L
ICBITLET. 77UOAROHEMICOVTIZ. T77UDENMN £8BLTIETIWL,

« RTUYIRRTFTY

1. BIT92377UREIRL. 77URHEL T Google Play stz U7 L. 75wy bT#+—LELT
[Android Enterprise] %®EIRLEJ,

2. FURNV=IN—T=BRLET, 7TIVHNBEDZE. TUNV=JI—T0 [WET7FI] VX
W7 TUZBITLES,

TV ERETZ L. GooglePlay R FFICRRINET, AERTOT 71D HZHBE. 7SV IIHER
707 71I)L®) Google Play X k 7ICRTFINET,

o TI3AR=k (ZVHE—=TFF4X) 7TV

TSAR=—FT7FIVIE HATHEINZD b—RN—FTr OREEICL>THEINET, Google Play
ZEALTT AR T TIERRTZ L ZHEDHLET,

1. BIT937TURERL. 77UERELT. 75 v b T7+—Lx LT [Android Enterprise] %
BIRLEY,

2. APKTZ 7107y FA—FRL. 7T7VDOREZBRLE T,

3. BEBERHTUNU =TI =TT TV RAELET,
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« MDX 77V

1. BIT927TURERL. 7PUERELT. 75 v b T7+x—L¥x LT [Android Enterprise] %
BIRLET,

2. MDX 77027y 7O—RLET, 7TVOERTOELRZRITLETD,
3. MDXRU > —%BIRLE T,

IVA—TFSAXIMDX 7T DFE. MDXICEETZCzHEHLET, SDKE—FDSvTEINKT
AN

- A7 av 1 ABICEABMTEDETONIBAEETH YUY b= ER L T Google Play TAPK %
KRR +F%, MDX 7 71 L% XenMobile TABL %9,

- *#7>3>2: XenMobile "5 T2 —FS54 X7V LTT7 7% RET %, XenMobile TAPK
ZRBEL. MDX 771D 75w b7 +—L4IC [Android Enterprise] %#3#RL %3,

Citrix =/\1 RS — DT

Android 73w k7 #—LX Android Enterprise 73w b7 # — LO®EA THERARIRERR) > —DFE: KUY
—%REL TS5y 7 +—L [Android Enterprise] %#EiRL %7,

Android Enterprise 0i5&. ERE—RERFHFLTEIV, —HORU>—FTF>a>id. AZR7OT7 71
E-FERIIE2EEE-—RFOTNARATOAEATITEXT,

B RAE

771 % Android Enterprise ICB{TL 75, BRILZEEDICHEETZ L AR T 37-0DBITT XA M ERET
EESER

RO R

ek

RS

E58E

1. BRA>YT SRS OFvZRELET:
+ Android Enterprise TR FEDFT U NI =TI —THERL £9,
« XenMobile T Android Enterprise Z#m L ¥

2, A—H-TTVEHRELFT,

3. Android Enterprise #ge = # L £9

4. ;K1) >—% Android Enterprise 7 U N\NU = IL—FICEID Y TE T,

5. #eez TR ML THERBLED,

6. I—RT—RTLITNRAREY TV TIx—IAN—%EFRTLET,
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7. 19—ty h 7y TFIEZXEURLE T,

R

CMT. Android Enterprise £y c 7y 7ZEBRL. I—F—OBITEFN TITE LT

W SN 2[RRI

Citrix |$EF¥EE ¥ LT, Android Enterprise D&&E> X7 LEIRTTFRAMLIEBT. TNARE2BITTBZL
ZERELEXY,

¢ COYVFVATIH A—H—ERROTNA XA ERMOBETHEVEITZ e HTE £9, Android
Enterprise BEEBRAICHFLLWT NI R EEY Ty T LET,

s Ty 7T L—RERIGEDBELRISRICOH. BEFEOTNARZBITLET,

« BEDZAT7HAUILDREIC. BEDT /N X% Android Enterprise BEICBITL £9. Eld. %P
BIED T DICIMDPBRERIBEICT NI RZ2BITLET,

Android Enterprise

January 24,2020

Android Enterprise i&. Google ' Android /N1 ZBEO LY 2 —F 54 AEEBY ) a—>a e LTRHET S
Y=L —EXROE Y FTY, Android Enterprise Ti&. XenMobile #H L T. £¥FRE® Android 7/3-1
Z2ea—%—FRED (BYOD) Android NI RZBEBLEY, TNTRXLEEEETZIH. T/ X LOMER]
OFO7 7MLV EEBTZCHTEET, COEBOTOAT7AILTIE. ESRIRBAOT7AHIV M 7Y T—
SEHMBEANDT AT b TTU T—REDBINTVET, HEEELL. 1EOAHOEAEROT/NA RZzEEY
BEHTETETD,

XenMobile THR— TN TW3B Android 7RL—F 4 VIS X FLICDWVWTIE, THR—FENETNA AR
L—=Ta >0 27 L1 28RLTLETL,

Android Enterprise ICBIE T 32 BEB L EED—BICDWTIE. Google Android Enterprise BIREH 1 K1 @
FAndroid Enterprise ®FE1 28BL T3 L, Google IZC NS DRABEMERICEML £ T,

XenMobile # managed Google Play #& L T Android Enterprise 2R 9 31548, T>4—751 X%k
BL&%d, Google 3T>A2—TF51 X%, MBIV 2—T5AXENAIIILER (EMM) YUa—>3> 0D
NADT4 VT EEELTVWET, BBHYVa—23 2BLTEETZIRTOA—HY—TNA R EOI
YE—TS1RABLET,
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Android Enterprise DT> 42 —75 4 XiclE EMM YU a—> 3> FNARKRU>—a> rO—5— (DPC) 7
T, &V Google TVE—TFSAXT IV TSy b T +—LD3DODAVR—2Y hHH D £9, XenMobile
% Android Enterprise L& T3 L. EEINEY U a— 3 ICi@ROIAVHR—2Y bHREENET:
+ XenMobile: Citrix EMM, XenMobile i3, REAHETFIZILT—I AR—ZADIHDHEEINFZTY RRA
VBBV a1—232TY, XenMobile i3, IT BBEVEBOTNA R T T BB T 3FRZRHEL
F7,
« Citrix Secure Hub: Citrix DPC 7 1), Secure Hub (%, XenMobile ®x%— ~/Xv RT¥, Secure
Hub 7 N\1 RICRU >—%BALE Y,
+ managed Google Play: XenMobile t#&73 3% Google T>2—TFSAXT7TVTS v b7 x— Lo
Google Play EMMAPI 7 ZURD S —%REL. 77U EBREHLE T,
RO, BEEENCNASOIAVR—RY MEPOBDT3HZEL. IVR—RY EBEWIP DD T3 HE%2 R
LET:

V-

Purchase SecureHub
and (DPC)
Approve

Managed
APpS Google
Play

XenMobile ©a» managed Google Play O/
A
EIEWFR Google Play #7:1d G Suite A L T. Citrix # EMM ZO/\r #—x LT Google Play IZ &%
TIFET, COLETIE. BEXWR Google Play T Android Enterprise B9 3 A5AICDWVWTEHAL &

Yo AN GSuite ZERALTT7 FUADT VR ERMHE L TWSEE. Android Enterprise TERTE £
¥, G Suite 21— —M@IFTDOREFKD Android Enterprisez S8 L T 723 L\,

HIEMR Google Play #EAT3HBA. T/NMRE LV Iy RI—H—|CEEWR Google Play 7hw > +%& 70O
ECazZ>JLEY. BEWR Google Play 7HhV > b i, BENR Google Play A7/ X &R L. BEE
PRBAEEICLIET IV 21— —H1 VX b—JLL. FRATEZ3LS5ICLET, @8I —RKN—FTrDIDH—E
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2A%ERAT3HE. EPRAAIT GooglePlay 7HU Y beBEED ID 7HD Y b 2BERITEZIEHTIET,

COBEOIVA—TFAXIF R XA VICEAEMITONTUWAEWS, 1 DOEBAICT DERBEHROT>2—T
SARXEERTEIET, e zF ABOZHIERIEMFIELZIOE2-T51 I LTERL. TNIRE
U7 TVDEREY b LTEETEEY,

XenMobile 0 EEE D -®IZ. managed Google Play Ti&. Google Play pa—#'—T o XRUIT>V R 77
DZMT7OWEN. To2—T714XAIFICKFAINTEEKELY heHAEDINTVE Y, EZXRIEIT
Google Play ZER L T. 77U %ZBM. BA. BLUHER L. 7/ 2D Android Enterprise 7—2 2~_R— X
BRL %9, Google Play AL TNRIT VY IT7TU FSAR—bT7 T, BLUY—RN—F1o 77U ER
TEFEY,

BEWRTNA ADI—F—DHE. BENER Google Py "I >4 —T 514 X7 VR LT TE, A—H—id. 7
TUOBE. 77U OHMORR. TTUDA VA =)L ERITTE Y, Google Play o/X\TVwoN—-Ua>r
FEAED, I—H—FEBEIFBAEICLIET TV DOHE L DR XA Google Play h51 YA h—ILTE £,

TINAREED T ) CBREE—FR

TNAREBESF VA BRIBZTNAROMBELTNA ROEEFEZ2TLET, RIFE—FIZ. DPCHTN
TRADR) S —ZERBIURMT 57552 LET, BIEFE—FIE. TNAIIABES T UAZTR—bLET,

TEATO771J)L: BYOD SN\1 RDOER. 7O7 71 ILFREEE—R

BYOD BRI+ U A Tid. REBNMBEAFRBEDOTNARZRHERAH. ENSOTNA RZ2FEAL TEHOBHRY 77
Dy—2a Iil77EXTEEXT,

707 7 IILFREERET—FIE. BYOD BHEZUR—rLEY, BERBDPCZALT. TNAARLEDTZ1TV
A—H—TAHOYMIAERIO7 7ML EBMTECICED. BABTNA REZASETHERATESL5ICLET,
CORAFERTOT77AILTIE EPRABOTHIY M TV, T=2BMEADTATV A 7T T—2H
BINTWEYT, RO 7ML TZA7 - —ICENO O 7L L CEEMIFSNET, DPCIE
TO77AIBBL LTTNAREOGER7OT7 7 1IILO&ZEE L. AFEATO7 71 LU OFIEIZHIR S
NTLWEY, AERA7O7 71 ILOFEMIZ DOV TIE. Google Android Enterprise DAL FrEw Y (FEATO
TrAILeld) 2BRLTIESIL

T\ ZH XenMobile ICERINZ . TOT7MIILFIBEE— RBBMICHED £9, DPCIETNA XLETIEH
KHEFER7O77 MV OHZEETZcH. TOT71ILRBEEE—RTERINALT /N R IR EIFTIHSH
HRUEY FTHEIBERHD EHA.

TO7F7AIFFEEE—ROTNARIF. AERAFOT77AIUNTNA R EBFENE T, TOT77ILFIEEE—R
g, FFERE7O7 7ML E—REFEREFEERKR IO 77 IILE—REBMEIENE T,

A

XenMobile Tld. 7O 7 71 ILFFEEE— R D Zebra T N\1 REHR— I FH A, XenMobile TlZ.
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Zebra TNA RAERLSICBEINETNARE LT BLUTNTARERE—R (NI IABEEE-—RECD
W3) THR—rINET,

ERICEEIN: RERBTNAXORM. TN XREEE—F

EEMEORRASFTVATIR. TVE—TFSAIDMEATBTNAXZRBEL. BR2AICHBLET, BE. TN1X
Rz BERICERELVEETIHBENHBIHTIC. HBISERAET NI IZERALE Y,

TNA AFMBEREE— R EERMBORBEEZE T R—FLET, TN ZXFBEEE— R TIE. DPCIZT /N1 X2k
ZEEBLEY, DPCRTINAZAFABELLT. TNARX2EDT I aVEZRITTEEY . TN1 XLEDEHDOE
. 7O—NILREDBM. THEERREAD Y bRETY,

TNAZRFRBEE—ROTNARE. REICEEINLTNAIRTT,

FTNAZFEEBE— NG TN XOMEREY b7y THRICEMICED 9. T/ RFFIBEEE— FT XenMobile
ICERTEZ0E. LW TNA XX LB THHAEROREICU Y bEhETNAIDHTY,

ERTNA R BERBETNARORER. N1 AFEEE—R

BERTNA R BRICBEEINTNARTY, TN AABEBEE—FTETTINTVWBIREMBET /NI XTI,
BRATNARE TIOZATAR—=0 F7v bOHR FEEEREOEROHFRINLTIUEY b2RHELE
Yo BRATNARZTOEY 3 =00 9355. RERTTUDOHZRML. 12— —DMOT7 T ZEBMTIHW
LIICLET,

BERTNA R EXABEOE—ER (COSU) TN1REBFINET,

EROTNA RDOERH. ERE—F

TERBEASFUFIE 5.0 £D#FID Android N—=I 3 Y HARITINTVBE TN ZEITOSF U F T, 50 &
DEid Android N\—2 3> Tk, TN ZAFBEE—RE 7O 7 A IILREEE—RIEYR—FINhTULEH A,
Android N\—23> 51 TlE. TN ZFIEBEBE—RIEYR—FINTVWETH. 7OT7 71 ILFREEE— RIFYR
—rETNTLEEA

ERBEE—RIITNAREEEE—RCDFEN. LAY —FTNAROBAZEYR—FLET, REKRE—FTIE
DPC iZ7 N+ ZDHIEH SR I NE T, DPCIE. TNAARDTA T XXAI—ROER, £IERU L —DORE%Z
TS5CeHTEFET, ROTNARTT I ERZRMES 31213, Google Play AL T. 21— —n' Google
THUY bEBINTESL3ICLET. DPCHEER Google Play 7 h oY b ERKDT/NA RICEBMNT S &5
ICERETHEDHTIET,

RRE—FRIF. TNARFABEE—RFRR 7O 7MIILABEE—FERETIZBAICKEREIAZEA,
Google Tld. RFRATV—FTERLARLDOY U 2a—2a3 Vv EFERTZDOTIEARLS. TELARIEELARILOTN
1 AEBZFERATZI L Z2HBHDLET, RE—RIPESTNAIAMBEBEBE—RELIETOT7MIILFAEEE— A
OBATOFMIC DOV TIE. TDevice Administration 7v5 Android Enterprise AD#471 ZBB LTI L,
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PN
> b w2 2TH. managed Google play Tid7% < XenMobile % G Suite ZEAT 2 EFHKICOWT, F
ToIXBER O Android Enterprise /81 ZICDWTE S BEICRRE WS BREEFEALE T,

SOBETT

XenMobile &, Android /N« X% MDM+MAM E€— R £7-1& MDM E— RICER L £9, 1—H—IF. FET
MAM-only E— R TER IS HTE Y, XenMobile i&. MDM+MAM E— K ® Android 7 /3 I3t L T
ROBEERFEZFR—ELET, FL LI TEEAZ G 28RLTLZTL,

o RX1Y
« BXAY+EFaUTA =D
s US4 T MRS
¢« USAT YV MIBBEBLU R AT
o IDZFONAH—:
- Azure Active Directory
- Citrix ID Z7ON1 4 —
ERBEDNDBRVRIORBEESEICIE. 7517 MEREBLEF ) To b=V DBEAEDOEDRHBD T, F#L <
l&. Thttps://support.citrix.com/article/CTX2152001 #&8BLTL T W,

24

Android Enterprise OFER %[BT 3I1C1E. UTHRBEAD £
o THUY b BERER:

- BIEXR Google Play T Android Enterprise Zt v k7w 733558, % Google 7AV > +
- RO MDX 771 Led v >O0—R$ 355, Citrix hXE<Y—-7hHho vk
- ISAR—FFTVERHETZIHE (FF>aY). Google @EETHI > b

« Samsung Knox Mobile Enrollment ®3%& (#7>3>). Knox 7LE7LS 1tV R

XenMobile ® Google Play N4t

4% o Android Enterprise 2w b 7w 73 3113, BEX R Google Play »* 5 Citrix # EMM 7O /N1 4
— LTERLET, ThickD. managed Google Play ¥ XenMobile 'E#: & 11. XenMobile T Android
Enterprise DT> 42—+ XHMERINE T,

Google Play icH 1 > 1 >3 370D ¥ Google 7HV Y FHUETT,

1. XenMobile 3>V =T, BLOWETIIA>%2I Uy I LES, [RE] R—IHHEITHT,
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2. [(8€] ~—>7T. [Android Enterprise] #2) v o L%,

Settings
Authentication Notifications Server Frequently Accessed Items
dentity Provider (IDP) Carrier SMS Gateway ActiveSync Gataway R
Android Enterprise
Notification Server Endpoint Management Tools
Certificate Management Certificates
Notification Templates Enroliment
Certificates .
et Enrollment
Experience Improvement Program
Credential Providers Platforms
Licensing
Google Cloud Messaging
PKI Entities Android Enterprise
elease vV agem
Loap Release Management
Apple Configurator Device Enrollment
Client Licensing
Apple Device Enrollment Program (DEP)
Client Branding
Mobile Service Provider
Google Play Credentials
Client Properties
NetScaler Gateway
i0S Settings
Client Support
e Network Access Control
Samsung KNOX
Release Management
Role-Based Access Control
Server Properties

3. XenMobile :#&%E® [Android Enterprise] X—> T, [#&4] #01) v o LF7,Google Play iBZF £,

Android Enterprise v
To set up Android Enterprise for your company, you need to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through Google

Play

® If your're a G Suite customer, it's recommended to use legacy Android Enterprise settings to manage Android. Click on button ¥ to switch back.

We are taking you out to Google Play to register Citrix as your EMM provider

When you click on 'Connect’ belo 'll see a pop-up window open. If you don't see it, please check your pop-up settings.

]
Sign in to Google Play with your carporate Google |D. Enter your arganization name and confirm that Citrix is your EMM provider.

4. 1% Google 7AY > FOEREIB|MT Google Play icr>r> L £Ed, AEEEANAL. Citrix #* EMM
TONA LA THZD e =B LET,

5. Android Enterprise iCT> 52 —75« X ID pYBI I % 9, Android Enterprise ZH%1IC9 3 IC 3.
[Android Enterprise &3] % [3W] ICIDBEZ £7,
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Android Enterprise

set up Android Enterprise for your company, you need to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through
Google Play.
Enterprise ID Name Created Time e
xm tools test enterprise %/26/18 5:06:04 pm
Showing 1 -1 of 1 items Items per page: 10w

Enable Android Enterprise )

XenMobile >V —ILicT>H2—7FS514 XD BERRINE T,

Android Enterprise

To set up Android Enterprise for your company, you need to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through Google Play.

Enterprise ID Name Created Time

com 5/13/19 11:46:24 am

Showing 1 - 1 of 1 items Items per page:| 10+

Enable Android Enterprise

AT BIRIED Google ICEFHIN. TNARZBEEITZEENTIE T, ChT A—H—ICTTUERHTES
£IICBEDFE LT,

XenMobile #ERLT. 2—H—IC Citrix #BBENCILTTU. MDX 7 TU. XTU I T7FUITT T,
Web 8&tUSaaS 77V, T4 —FS54 X777V Web UV U TEEd, ChooBEo7 I erIins
DT TV DA—F—ADREDFHFMCDOWVWTIE. T7TUDIENMI ZBBLTLLLETL,

MROEI>arTR EBRAENANT TV ZRETZHEERLETD,

Android Enterprise Z1—4'—|C Citrix #BBENTILT7 T RT3
Android Enterprise 2 —1%—|C Citrix #BAENCILT7 TV ERET 3IC1E. UTOFIEERITTIHELNHD &
ER

1. BEXWR GooglePlay X 7T, A—H—ICHELT PV EFERBL 9, EENR Google Play T77U%
ARBITBEBRLTIETL,

2. XenMobile >V =T, 77U ENITVIT7FTIVRART7TIELTARLES, 7FUERNTUv D
TTUVRTZTFUELTHER TS 28RLTIETL,
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3. XenMobile 3>V —ILT . ALT7FV%E MDX 77U LTBEARL. 77UNMDX RS —%ZETE
BELSICLET, PTUZEMDX 7TV LTHEHTZESRLTILET L,

4. XenMobile >V =T, A—H—DTFNA XA LOGERTOT 7 AIICT VLR T2DICERTZF
AT EEOIL—IZBELET. EFaVTrBBRIS—Z2BRIE2ZSRLTILEL,

AT 377 )IE. Android Enterprise T4 —TF 514 RZERINTWVWESTNI X THBETEEY,

&% Google Play T7 7 &R 3

7 71 % XenMobile (BT 3 Cl&. £ managed Google Play R b 7 T7 1) # %8B L £ 9, managed
Google Play R b 7 T7 U A FERBLTLWAWEE, 7FUEBMLELS £ F5 L. XenMobile 3>V —ILTHRD
IS—HRRINEFT:

£ Error

Product has not been approved. Please contact the administrator.

FIEWR Google Play R b 7ICT V2R LT TVE—T 54 ATRICARINTWTHARBER T 7 2B L
ESERS

1. Google 7hU > ~D&EEIERE A L Thttps://play.google.com/workicOd 1> L &7,
2. [RABEMRT7TIV] 20Uy LT A—HF—ICWHLTEBINTWVWEIRTOT7 IV ERTLFT,

Google Play  search | Q| @
NAME COST LICENSES STATUS DATE
ly managed apps
hop M Gmail Approved  June 12,2019
pdates
. Google Chrome: Fast & Secure - Approved June 4, 2019
fimin Settings i Microsoft Outlook - Approved May 13,2019
Elp Center
E Citrix Secure Mail - Approved May 13,2019
m Citrix Secure Web - Approved May 13,2019

FIEW R Google Play R h 7 TF7 7 BERT BICId:

1. BEXR Google Play icOJ 1 > LTREET, HEBIEZ 7TV EBERLE T, WMRT SV OR—JIC [#:R]
REVHRRINET,
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Managed Google Play store

&

Citrix Files

Citrix - June 27, 2019 - B Everyone
Productivity

APPROVE

@ This app is only available in certain countries

*kk ok (2 197)

&

T TH THB |
)
: r®| ¢
-1
7

Description

Designed for business, Citrix Files is a file manager that offers secure data sharing and storage, customizable usage and

2. [BR] #0VwILES,
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Citrix Files

Citrix

This app has access to:

2 Identity

Uses one or more of: accounts on the device, profile data

B Contacts

Uses contact information

|B® Photos/Media/Files

Uses one or more of: files on the device such as images, videos, or audio, the

ou are accepting these permissions on behalf of your organization.
CANCEL APPROVE
3. [FR] =#BEIVYILES,

4. [TV L WMERZER LI TICIIERZHER T3] Z2FRLEY. [RE] 20Uy ILET,
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APPROVAL SETTINGS NOTIFICATIONS

Citrix Files

Citrix

How would you like to handle new app permission requests?

© Keep approved when app requests new permissions.
Users will be able to install the updated app.

Revoke app approval when this app requests new permissions.

App will be removed from the store until it is reapproved.

CANCEL SAVE

TIVENTVy T TURNT T T LTHERET 2

Citrix ShareFile % Android Enterprise X7 U w7 7V 777D e LTHERT 3 ICIE:

1. XenMobile a>v—J)L T, [l > [FFV] #0UvILET, [FTTV] R=IHBEITET,

Device Policies Apps Media Actions ShareFile Enroliment Profiles Delivery Groups
AppS Show filter Q
(i | =] | Q@
Add Category Export
Icon App Name Type Category Created On Last Updated Disable v
3? Citrix Secure Web - VPP Public App Store Default 7/21/17 1:49PM 7/21/17 1:49PM
Citrix Secure Hub - VPP Public App Store Default 7/21/17 1:49 PM 7/21/17 1:49 PM
Ll Classroom - VPP Public App Store Default 7/21/17 1:49 PM 7/21/17 1:49 PM
@b MRF Android Enterprise TD Enterprise Default 7/21/17 1:49 PM 7/21/17 1:49 PM

2. Bm] =2oUvoLEY, [TFUDEM H4r7O0Ky I IBETET,
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

3.NNTVYyoTFFVRLT] #0Uv o LEY. [FTTUBR] R—IHPEEET,
4. [TV —2a iRl R—=IT. UTOBERZEANLET:

o BEl: TTUOHBHNEERIZEANALET., CORFIE. [TFVU] 0RO [TTURE] OTFICRRTE
nFv,

o HiEA: EET. 7TUDHBEENALE T,

« 7FVATIU: EET. —EBNS. TTVERBMIZATIVERIRLES, 77VATIVICDOV
TELIE 77U A7dUDER] #BBLTIIEEL,

5,001 Z0)woLEd, 7FVDTSY T 4—LR—SHHEETET,
6. [75v +r7#+—L4L] T [Android Enterprise] %®ERLET, DTS v b T+—LEIUTLET,

7. [Android Enterprise] OFT. 7F7UDNYRILIDEANALT [BRE] #0UvoLEzT, 77U ID
I&. GooglePlay R r 7077 ® URL RICRINET,

Apps

Public App Store Android Enterprise

Type an app name or keyword in the field and search for your desired app. When you click

1 App Information com.citrix sharefile m

2 Platform
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8. 77UH Google Play R b 7 THEBINTLAWVWI EAIVY —ILICRRINTWVBRBEE. [Fw] &2
vy LTISICHERLET,

App is not approved

App is not approved on the managed Google Play store. You can approve the app
now or later. Do you want to approve it now?
=]
9. PFUEBRL TEBMLET, DAl #OUvILET,

Device Policies Apps Media Actions ShareFile Enrollment Profiles Delivery Groups

Public App Store Android Enterprise

Type an app name or keyword in the field and search for your desired app. When you

1 App Information com.citrix.sharefile X

2 Platform Clear All ' search results for com.citrix sharefile in Android Enterprise
iPhone
Citrix Files
iPad Citrix
Google Play

Didn't find the app you were looking for?
® Android Enterprise

10. COFPFUETIDULEDFUNY—FIL—FIEDLTET,
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Policies Apps Media Actions ShareFile Enrgliment Profiles Delivery Groups
Public App Store Delivery Group Assignments (optional)
Assign this app to one or more delivery groups.
1 App Information Choose delivery groups o sear Q m Delivery groups to receive
2 Platform / Allusers Allusers2
Allusers2
e AllLocalusers
000
3 Approvals (optional) ¥ Deployment Schedule
Deploy N )
Deployment Schedule Now
Later
Deployment condition On every connection

N MfRE] 2oUvoLES,

Citrix Secure Mail & Citrix Secure Web TCnS5DFIEEZDERLE T,

77U MDX 77U LTHERY S

E¥BRAENAILTIUTIE. ZA T 7O ANdroid Y= 7z X MIFERASNERA. 7TV EI—F—ICEBHATS
HIIC. S50 T7FU%Z MDX 77 FU e LTEML. MDXRU S —ZBR T 2BENBD XY,

MDX 7 7V #BINY 3 #ilc. &#D Android MDX 7 71 ILEA D >O—RL &9

1. L TD XenMobile ¥ v >O0—RR=—S 77 XRL T Citrix o EERBEREBER O Y

> L % ¥ https://www.citrix.com/downloads/citrix-endpoint-management/product-
software/xenmobile-enterprise-edition-worx-apps-and-mdx-toolkit.html

Android MDX files v19.5.0 V1

May 8, 2019

2.18 MB - (.zip) 5 Download File

The MDX files included in this distribution are for use with the Citrix Mobile Productivity Apps distributed through the Google
Play.

Checksums

SHA-256 - 9d9d95f90bl ffedcfaldba099fa01427680221belf470c830371d12a224410ce

2. 8O- RLET7AIZBRL. ZORBzHELE I,
MDX 77U ZiBiN L THEAY 3 (CI3:
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1. XenMobile a>v—JLT. [l > [77VU] 20Uy o L&ES, [7FV] R—IHETXT,

Apps
Apps a
Icon App Name Type Category Created On Last Updated Disable v
3? Citrix Secure Web - VPP Public App Store Default 7/21/17 1:49PM 7/21/17 1:49PM
H Citrix Secure Hub - VPP Public App Store Default 7/21/17 1:49PM 7/21/17 1:49PM
Ll Classroom - VPP Public App Store Default 7/21/17 1:49 PM 7/21/17 1:49 PM
b MRF Android Enterprise TD Enterprise Default 7/21/17 1:49 PM 7/21/17 1:49 PM
2. el 20Uy o LEY. [PFUVDEN] 47O RyIIBEEET,
Add App
Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps
3. [MDX] Z2UwvoL&ET, [7TIVER] R—IHRATET,
4. 7FV7=2aVICBEIEMIIT RNl #0Uv I LED,
Device Policies Apps Media Actions ShareFile Enrollment Profiles Delivery Groups
MDX App Information x
Name Secure Web ®@
Description ®
Y
App category All Selected ~
5. &A1 #2Uw o LTAndroid 75y b7 —LOERZIEBLET,
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6. [7vy7O—F] #oVv o LET,

Android MDX App

Select an .mdx file to upload | Upload |

MDX 7 7 1 ILDIZFRICIZEI L. 1A h—JLF 5 MDX 771 ILZERL £,

v [ Android_19.5.0_PlayStoreMDX_V1 May 13, 2019 at 10:39 AM - Folder
securemail-playstore-19.5.0.mdx May 2, 2019 at 1:08 PM Micros...DX File
secureweb-playstore-19.5.0.mdx May 2, 2019 at 1:07 PM Micros...DX File
QuickEdit_for_XenMobile_7.6.2_19.3.5.mdx Apr 23, 2019 at 3:53 PM Micros...DX File
CitrixFiles_for_XenMobile_7.6.2_19.3.5.mdx Apr 23, 2019 at 3:53 PM Micros...DX File

ShareFile_Workflows-playstore-1.10.1.5.mdx Oct 30, 2018 at 4:51 PM Micros...DX File
SecureNotes-Playstore-10.8.5.2.mdx Mar 22, 2018 at 1:08 PM Micros...DX File
SecureTasks-Playstore-10.8.5.2.mdx Mar 22, 2018 at 1:08 PM Micros...DX File
ShareConnect_PlayStore_3.5.1863.mdx Oct 12, 2017 at 11:27 PM Micros...DX File

8. —WOTFIDRY bT—UFILREFTIAIETIOAVIENET, XY bT—UT7 IR EBMICLEF
T, X=a—%JUyy LT [~>x)L-WebSSO] %ZEEIRLET,
App Network Access

Network access Blocked -

Use Previous Settings
micro VPN session required Blocked
Unrestricted
Tunneled - Full VPN
Tunneled - Web 550

Block localhost connections Tunneled - Full VPN and Web 550

9. DrRA] =2V w o LT TIAILRUSDR=UZBBL. [TUND—=TI—TDEIDHT] R—JICELE
TBHETHITET,

10. XNTVYIT7TIRLTZF7FVELTARLEESICEIDYETROLRLTUNY —JIIL—FICT FUEEID
HTEY,

N MREFE] 20Uy oLET,
COFIEZZEDRL T, FBRENCILTFUZCICMDX 7 U ZEBRLE£Y,

TXaVTARBRIS—ZHBETS

XenMobile /X2 O— R F N1 KU —Tld. A—H—HF/N1 X &F7d7 /81 X LD Android Enterprise Ot
ER7O77AMIIICTIERTB100Fa ) T HBOIL—ILEY b EBELET, EFaUTrHERIF/NRO
— FDEREBEETY, NRO—RARUS—OFAICOVWTE. TNNRO—RTFNAZRU > —] ZBRBLTIIEIL,
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Android Enterprise ®EBIC BYOD T\ AW & N3 HBE. AZR7O7 71ILONZXI—RRY > —%HEA L
F9, BRICEEMBORLEETNA ABEENZHE. TNAIXBERONRI-RFRUS—=2BELET. BH
ICABDRATDTNA ZADEENDIZE. MADZA TONIIA—RFRIS—Z#EHRLET,

NZO—RRUS—ZEBRT BICIE:
1. XenMobile a>v—LT. 8] > [FAARRUS—] ICBELE T,
2. Ml #oUvILES,

3. [TalBZ—%KER] #UVvILT. [RUS—TSvrTx—L] RAVERAETET, [RUP—TFSv
74#—L] R1>T. [Android Enterprise] %ERL %7,

4, ERAVT [NRO—FKR] #UUvwoLFET,

Device Policies Apps Media Actions ShareFile Enrollment Profiles
Policy Platform Clear A Add a New Policy

i0s 10

Windows Desktop/Tablet 11 L

Policies most often used

Android 11

macO5s 8

Windows Mobile/CE 8

Windows Phone 9

5. [RU>—8] ZANLET, [RAN] 20V v I LED,
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Device Policies Apps Mediz Actions ShareFile Enrollment Profiles Delivery
Passcode Policy Policy Information
This policy creates a passcode policy based on the standards of your organiz
rules, such as the grace period before device lock.
Policy Name Passcode - AE
Description

6. NZO—RRUS—RE=ZHEHLE T,

e TNARBFEDEF 2 T BRICERATIZIREZWRT 312K, [TNITRONRO— REEK]
 [A2] ICRELEFD,
s FER/OT77AIINDEF ) T BRBICERTEZREZTHEIBICIE. (EERA7O77 1)Lt
FaUTo8R] & [A2] ICRELET,
1. DRAN] OV woLEY,
8. CHRIY—%E1DULEDTUNI—=FTIL—TICEIDYHTET,

9. &RF] =0V v I LEY,

Android Enterprise TOMER7O7 71 ILTNA RO FAEY 3 =>5

Android Enterprise fER 7O 7 71 ILTFNA RiE. 7OT7 71 ILFAEEE—RTERINE T, ThHDTFNA
i FLOWTNA RE B THEFROREICUEY FShicTNA X THZIHEIFHD FHA. BYOD 71X
i EERTO7 77U TNA R LTEBREINE T, BiRFIEIE. XenMobile T Android #&429 3158 L Bk
TY, 1—1%—I% Google Play "5 Secure Hub 24U >O0—RK L. N1 XEFERLET,

TN 2P Android Enterprise THER7O7 71T LTFNA R LTERINTWVWBRHE. T 74/ ~TIE USB
TNRYTBLURRAERY —XREIFEMICHE>TUVET,

Android Enterprise 7N 22AFERTOT 7M1 ILTF N1 R LTERT 3HEIE. %7 Google Play ic 74
EALTLESTW, Z2THHE. A—HF—DEATOT 7L TD Secure Hub OFRTEBMICL £,
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Android Enterprise D=2ICEBINTF NI A0 FOEY 3=V

BDEIa > TRELEERRAIC. BRICBEINAETNAAEERTIET, BRAICBEINET N RISTEEFRR
BTFNARAT. TN RAFFEEE—RTERINET, TNATAFEEZEE—RTEBETIBZ3DIE. HILLTNIRZF
TIZTBEEREOREICU Y FSNETNAXDH T,

TNRAZRBEE-—RTTNA RZBRT BICI1F. ROBEJRFEOVWIThhZFERALET:

DPCID =2 >: ZOBERAZETIE. I—F—HRTFNA XORERIC TafwH#xenmobile; W5 X
FEANADLET, afwi#xenmobileld Citrix DPCID k=20 >Td, CO M=o VIZ&D. TNARD
XenMobile DEEMRTH 3 L #AlI . Google Play X b 7H'5 Secure Hub B4 o >vO—RIh£d,
Citrix DPC#BIF r—0 Y EFRHLIETNA ZOEREZBRB LTI,

nEEREEAERE (NFC) N> 7 NFC AV T7OERAETIE, AERERBEEZFERAL T2 DO7 /N1 XM
TTF—42%EELET, MLLTNA RELIFIHBHFREREICU 2y bINFT /N X TId. Bluetooth,
Wi-Fi. 8&UZDIEDNORBEE—FREHICE>TVWET, COREBOTN IAMERTZBE7ONIIL
lENFCD#TY. NFCAYTEFBRALTTNA ZEZERTZ3ZB8RBLTIEIL,

QR I—FK: QRIO—KREFIF. NFCEHR—FLTVWHRWVWEZTL Y b ARZDODBEEREZZRT ZDICER
TEFET, QRI—FRICLBBHEAETIH. By TPV T HF—RAS5QRI-—FEIF VYU FTBHLICEK
ST TNARTAT7AILE—RERESLUVERLET, QRI-—FZFEALTTNIREZERTEZ2S
BLTLIET W,

YOy F: EO4yFERTE. RUICERZAVICLIEEIICEHTERIND L SICT /NI XZEERT
FFEJ, YOXvFEERIE Android 8.0 LIBENEET 3 —ED Android F /N1 A THR— TN TULET,
TO2yFERZERL TRV,

Google 7HU > k: aA—H—Id. Google 7HVU > rOBERBER/RENLL T, FOEYa=>J 7Ot %
BIBLET. cOATF>arvidk. GSuiteZFERALTWVWRIVZ2—T51 XAITTY,

Citrix DPC #3IF b — 7 > & FERA L -7 /N1 RDER

By b7y ITHLLWTFNA REZLIZTHHEEROREIC) Y ST NT ROERE A%, Google
THYY FDODANAERDSNT=5 Tafwixenmobiley EANHLET. TDREICED. Secure Hub 4w >0O—
REhas>Xb=)lEchFzd, 1> b—JL#E. Secure Hub DBEZOV I M- TEEFEERTLE T,

Z DE|RFETIE Secure Hub &#i/N—2 3 >h Google Play R k7540 O—REINZ1oH. IFLALD
SERICHEREINET, hOBERAZELIEERD., Xen