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StoreFront i&. Citrix Virtual Apps and Desktopst# - b & & UCitrix DaaSh 67 PV r—>a> e 7RI by
T2EHL T FURPTVE—DI T L THETEZIIVE—TFSA X7 U LT TY,

StoreFront AT 1 DU LD R 7 ZBHTEE T, BERMTICIZUTOL S BIREOEHADLH D £

e A—H—DMERATEIBZ7 VT RI by T25ETB1-60DU T ) % StoreFront "ETF3VYV—X T+
—FDUX ks

o ARNTADTULERATHERY S Web 41 ~DIMR,

e A—H—HOJA T ROIERT BB 7%

« NetScaler Gateway &ZHDIMBT 7t R,

Citrix 2—%'—&. O—AJLIc1 >R b—=JLEnfCitrix Workspace 7 71) #3&L T StoreFront X 7270 &
2F3Brd. F7UH—RTHTMLS EiF Citrix Workspace 77U #ERALTT7 V2 RA TR DHTEET, of
LLidg TMD—H—702247> 3> #8BLTIIEIW,

FIRAZRIAT BICIE. StoreFront OREsHEZILITT. Y AT LEGZERLTH S, StoreFront o1 > 2 +—
ILETVWETD,

i AE

AR, HAERMK. RSN, BERIORIREIC DO W TEHL I3 &Y U — X0 Heel 28R L TIRTE L,

BEiD 1)) —2X

REFRATEERMO) ) —IXORFa XY MITESIZHD T,

EID ) )= 5 7y T L—RIBFIBICOVWTIE. 7y 7oL —F1 #8BLTIIZEW,
HR—bDSATHIUIL

StoreFront ®&#H U —X (CR) BLURY—ERUU—2 (LTSR) &GRS 7451 U JLEIE. Lifecycle

MilestonesTEHEAL TWETo BROTA IH A VI L HIEMIOVTHLIE CTX200356%88B L TL
ke ] A
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2407
StoreFront @i+ Citrix Gateway +—t X (Technical Preview)

StoreFront @i+ Citrix Gateway H—E X3 MBOT7—r 71 ZHRI M TIBERL UY—XAD HDX JL—
T4 ERHLET, 3L <IE. TStoreFront @miF Gateway #—tE 21 & TCitrix Gateway #—E 2 D&
1 Z8RLTLEZEL,

StoreFront 2311 & 7-i& 2402 <StoreFront @7 Citrix Gateway #—E 2 (Technical Preview) #i#ERL.
CloudGateway ##m L 1o355&. Z DM IE StoreFront 2407 TIXEMTIFARLKAD ET, EFINLRFa X
YhCR- T BEOT—hU A ZHIRL. ILWS— Uz 2B 2BEDHD T

Citrix Workspace Web 135144

Citrix Workspace Web #:3R#58EI1Z. PowerShell =65/ L T StoreFront = FETHER T I3HEBRL. TARTD
TR R=ILTERICHED £7,

Windows Server 2016 0O R— ~ DIk
StoreFront 2407 & Windows Server 2016 i1 X k—JLTE £ A, Windows Server 2019 % 7-13 2022

IC StoreFront =1 VX b—=JLL &9, BIETNIETATLICDVWTEELLIE. TEIEOSHSE] 28BLTLED
(AN

HTML5 HDX - 51 7 > ~@&i} Citrix Workspace 7 7\

oY1) —=iZiE& HTMLS HDX 2 S 7> t@Els Citrix Workspace 771 2404.10& TV E T,

RS NT-RERE

e ARTDUI O ZR) TIPS Ul ettt Ul o TUIDEZ 53, A NTEHIBRLTEEEML
7% < Th. Citrix Workspace 77U D REIEH I N SICEFHRMINE T,

+ Mozilla Firefox ZRIL b HILE (TS5TIL) TERTZHBEDI A7 MEHEEBOBMREZEHRL £9,
[STRFRNTUI-564]
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+ XenApp Services URL = L T StoreFront 2402 234t 9 % & Fic. Windows [+ Citrix Workspace
771 2309 LRICRTINZBMOBMZHIBR L 9 [WSP-23122],

+ StoreFront Web APITId. BRICADHBEMICH D TLEZIHESHICH LT, —BOIY RAKRT> b+
TisSubscriptionEnabled%#®REd3HEHIHO £9, [WSP-22503]

« Store Services API Tig. UV —ZFIEDIY RRA Y MME. BRICADDBEMCH > TVBINE S DTG
CTHIRIVTSa v OREERET IHELHD £9, [WSP-22503]

« HTML 7 7 7 )L® http-equiv 2 TEEINTWS. 1 VFIYRAY )P h%ETOvo$3aA0TFoUt
FalFaRUS—DEHRINE LT, eval 2FEATZMN DOMICA >S4 VROV TR 2BIIT3HET
StoreFront Zh X2 A XLFHmE. COT7 72 avICEDENSDARZTA XIEEKBMLFT,

s HLWUITI PITAETAIR—v—DEKICHIETEZMEDBEZLDIY - T+ — R ZMIET
FBRLSICBDET, [WSP-24122]

EER Dl RE

o [FERARRELIZEE] B [RBEOH] THZ7— b1 %EET S L. [Secure Ticket Authority] %27
NRTINEFTH. EEANTILTOHRESNERA. 517> bOBHEEEMICT 37-0IC Secure Ticket
Authority E AS1 T2 RENRHZHEIF. HDXIL—TFT 1 VIHBURBELRWVEETH. [ERRREIZEE] %
(RS LT HDX IL—TF 1 > J] IZEBLFET, [WSP-24682]

2402

NA Ty RiEEEFICdca 77 MILOZ I >O—REREIET S

A—AILSRATLTR.UCA 7 7IINDATO—RICE>TRETZHEEMDH 2 X2 ) T ) XU ZR/NRICHD
ZB1HIC. ROBEDEANINE LT, BEEIF. AU >O—-R L@ 77 1IILORBEHLSHDFMHEL L
T. StoreFront BV YV —ILDS NS DREZBRTE XTI,

CNSDREICIEUTHEENET:

« USATYMBER—JIZ AV R M—ILEH] Voo ERRLET
¢« TRTDTSY T A—LTICADE Y O—REZIELET
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Edit Receiver for Web site - /Citrie/Store\Web

StoreFront Deploy Citrix Receiver/Workspace app
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Ul Experience users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Category Settings B B By - .
Deployment option: | Use Receiver for HTMLS if local Citrix Receiver/Workspace a...

Customize Appearance | Launch applications in the same tab as Receiver for Web
Featured App Groups | Show ‘Already Installed’ link on client detection page i ]
Authentication Methods __| Prevent ICA dawnloads on all platforms Li ]
Website Shortcuts V| Allow users to download HDX engine (plug in) @

Deploy Citrix Receiver/ | Upgrade plug-in at logon @

Workspace app ° P ?

Source for Receivers/Workspace a
Session Settings P PP

Windows source: [ Local files on the StoreFront server - l
Workspace Control
) . Windows Installer: @  No file available in the directory.
Client Interface Settings
Mac source: [ Local files on the StoreFront server - l

Advanced Settings

Mac Installer: @ Mo file available in the directory.

HELCR TICAZ 71 ILDE T yO— LT 21 2BRLTIREE W,

PowerShell D7 > kEFERALTHLVWUIZEMICT S BTEEIZ. KD PowerShell <> kSet-
STFWebReceiverServicezfEBALT. TV RI—HF—lcx@dLTHLWUIZEMICTE X9,

5

Srfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"
Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperence
Workspace

LUV ULICOLTHL U, LU Ul #BRLT RS

TRTDRAMTOEEBANLAF IV IZEMCTS HEMZALIESZLOHIC. IRTOBEFER N T TRERBA
LR FTyvIDEBMIAEDE LT BEBANILIF v IICE&D. StoreFront i Delivery Controller ofE% &
DERICFTVITEET,

Citrix Desktops as a Service TERT3HBa. BEBANILIF IV IICED, UY—XOBHRICHZ AT ZDIB
MERMREINE T, CNREFLEORICKRIEEY, 21— PNV —-IXZzEFHITZE. O—AILEIbFrv>
2AZFEALTYY —RZEHT 570 0@EAR IR ZHEINISERINE T,

TRTDRARTDEEBANINRATF v I EHICT BBEIE. XD PowerShell 22U +%#EBTE£T:

foreach (Sstore in Get-STFStoreService)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/deploy-workspace-app.html
https://docs.citrix.com/ja-jp/storefront/current-release/new-ui.html

StoreFront & ) —X

Set-STFStoreFarmConfiguration -StoreService $store -
AdvancedHealthCheck $False

A
StoreFront 2308 &3 U — XU, BEBAILRAF IV IIETI7AILETHLOLWIA N7 TEMICR>TUVE
T,

Windows Server 2016 DOBELEICBIT 3155

Windows Server 2016 A® StoreFront @1 ¥ X k—=JLDHR— kiF. BFRDOU U —XTHIBRINE T, HR—+
EHEGi T B3I, Windows Server OFiLWN—2a Vil 7y FIL—R$3eesb8HLET, BLEINT:
TATLICDWTELL L. TEEDOBHSE] Z8BLTLIETL,

fERIN-fIE
o #iLWUI (Technical Preview) TIS Y RBEZET 7 AIMIRETS . WUl DF T #J)L hDEEED
BWRINET, [WSUI-8930]
o StoreFront 4 —N\N—ToD 7 7 OFIENMGIICER T 3580 H D £, [CVADHELP-23196]

« OJT7U M YIBREDT VT 1 ET 4 X*Z—2 v—0EIEIE. App Protection /R > —HE#ICH > TW
377U r—2a>TlEYR—kINEtA, [WSP-21324]

o BUIOJREZLTET BICIE. PowerShell /X5 X—2—-overrideMBRETY, [WSP-22214]
o BMNFEESURBE [BE] ROV IEIUAXZa—TELLRRINABEWVEEHHD £, [WSP-22210]

o 2—H#—H ChromeOS LD TS UH—THHTX 7D Web 1 b EREC L. I—H—dI 517> M&
HERITTILSICROSNEFTH. ChromeOS mis Citrix Workspace 7 71U 130 51 7> bMEHE SR
—bLTWVWEEA, TOBER. 71472 FOBENKREB L. I—HF—3HTT27DIC [V R —ILiEH]
BV ITINEHHDET, COBEICED. Web - k& ChromeOS Do 517> hEH%E X+
w7L%Ed, [WSP-22390]

o StoreFront N—> 3> 2311 0BE&. ¥—FU T/ EBTERIZI—F—ICOFHBERIN S Studio THE
HaInfzRUs—H, IBI—F—IcbBEREINE T, [WSP-22766]

BERN D R RE

+ Windows mi# Citrix Workspace 77 7°1J 2309 L{p&hH* XenApp Services URL =R L T StoreFront iZ
BHESNTWRIBEE, VY —XEEHT 2 LBMOBHMIRRINDG ZehH b £9 [WSP-23122],
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2311
StoreFront T Citrix Secure Private Access

# LU PowerShell o< > R %714 StoreFront 3 Ul O ~O—JL% M L T. Citrix Secure Private Access
AVTLIAY—N—ICEHETERLSICABDFLT. ThICED. I—%—I% StoreFront #3&LT Web 77U
¥ SaaS T IVICRBICTIVERATERLSICHBDET,

FELLIE TARTICRTTZI Y —ROEE] 2BRBRL T,

FAS 4 —N—DFHETERWVEATH VDA =itk < &8

FAS H—N—DFETSTHRWEETH VDA OEBIDHINT 5 & 5 IC StoreFront z#H TSI 2 &5 IR D & L.
CDEOIBHZE. IR AI—H—-FBSDOI—HF—BENRAT—RZFERALTH A1V TEET, LEIE. FASH
—N—IZEETEARVEE. VDA oEHIFEKL TVWE LT,

CDHEEIZT 7 AL FTIESNICAR > THE D KD PowerShell v > REFHLTEMICTETE I,

Set-STFStorelLaunchOptions.t3X—%—FederatedAuthenticationServiceFailover
=fEMA

PHEBEIZELT. BLOY Y REEAL TIDBEEEMICTZENTEET,
FEHICDWTIE. TFAS) Z8B LTI,

A—H—D7OvRCETIOFDKRE

LENET 7 ) b TIS—DAHHAJICERINTVWEL. 774U bOOJLARNILHAEEIN, BEL ML —X
BERAEENDZILSICHEDE LI, IH6IC. O XvE—CbBHEINE LT, - —ICAITZEATOLRD—
BTHEZIRTDIRY MHOJICERBEINDZILSICHEDE LT T2 bOOTT71ILOY 1 XD H—ER
ZZIZ 1GB (5*200MB) (ct#EMML £ L7z @EHE. ChICIE1GB (O—X > J 9 —EXA) + A7 ZTCIZ3GB (@
. BZLTH—ERICIINBT BBELY — E X & Receiver for Web 4 —EXHEHET Z728) HUETY, +9
BT ROBBN B CEBBLTILT V. EBICOVTIE. 28001 2BRLTIETL,

Citrix Workspace Web #:3R1&%AE - —AgR

Citrix Workspace Web #:3k#8EH* StoreFront TERATE 3L 5ICBD £ L. Th 5D Web HEIRIEAEE IS,
Workspace Launcher Z2FWzh. .icaZ 7 EZF4D>O-RLEDTZHOTOY T rERRFETIC. O
—HILIZ1 Y X b=JLani: Citrix Workspace 77U TU Y —R%EETEDICRILE. KDL TEEEDOEV
IUARYIVINAEEICHRD £9, FAICDWTIE. MCitrix Web #R3RIE&RE) #B8BL T ET W,

StoreFront ##i#R-1 > X k=)L 371N, Citrix Workspace Web #hiRI&BEDERHT 7 4 )L k TEMICHRD £
Fo Tefele IVRIA—H—DCOWEZFRTSICIE. IBREEZA V> O-FTI38ENRHD T,
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PN

Citrix Workspace Web #isR#gEI&. StoreFront N—2 3> 07y 70 L — RRICEESNICEDICAED £
Ao 7Y T L—REINCCOEEEDNF T IR > TWIEHBE. N—2 3> 7 v 77— hEBRICKREBOFFICH
DEFT, BROVU—ZXTRIRNTORBET OHEEDNBICBRZFETT,

BEOREZT7Y T L—RT38. ROOYV REFEALTCOMEERMICTIXT:

Add-STFFeatureState —-Name "Citrix.StoreFront.EnableBrowserExtension "

-IsEnabled S$True

A> 7L 22X 7o LWL Ul (Technical Preview)

WLOWUIDRAYTLZZRAMTTHATESLSICEDE LT, COUIIE HEIIRY 5T R M7 TOAHFIFAREE
TLRAN ISV RIAMTEAYTLIRRAMT2ET—EBLIIMRCIREEZRTFELE T,

FLLUITIE ROEELHEDMTONTVET !

e A—H—TJLYRU—Z Ul HENTEMIZERL. EELOMEICHEICTIERXTERLS5ICLET, #
HICDOWVWTIE T =0 ZAR—ZDBWERTE LA T T LDORE] 2BRLTIRETL,

e TUOTAETARX=v— TOTATRBRETIVETRI MYy T TORBVWT V2 a v EBEICETT
EUY—REZEHHL NT IV RAZRBULFT, FHICOVWTR. 79T ET0 Y%= v—1 %
BERLTIEIW,

s PTVDREOL: T RI—Y—DBEET A XICRETERLARNILD T £+ )LE —1#EiE, FHICOWT
E 770 05n%E 28BLTIRETWL,

o REWEEDOA L HILVRREEEICE D KDBEIHORELERIESNE T, FMICOVTIE, MEEAT

Tav] ®BRLTLETL,
COTLEa—DEMICDOWTIE. TE LW Ul (Technical Preview) 1 #8BLTL TV,
pE

CDPodio 74 —L%EFRALT. COEEICHTEZ 74— RNV IERETEET,

HTML5 HDX & 51 7 > &+ Citrix Workspace 7 71

o) —2IZid. HTMLS @7 Citrix Workspace 7 71) 24020 & &N TLWE T,

RN T-ERE

« StoreFront X k 7IC#8459 % £« Mac @is Citrix Workspace 7 7 UM AU —FE— RN S5ERLIZEIC
JU—X$3HEaHH £, [CVADHELP-23217]

o MAWBEICK D, StoreFront #—/\— LT Citrix Subscriptions Store Service A& X vE—J e H
ICFHETERT T30 HD £9, [CVADHELP-23326]
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EER D&

s BBRXFZELI—H—RIFE. [RE] ROV FIEIUAZa—TELLRRINBWVWEBELHD £7,
[WSP-22210]

« Tracelevel BE#ZZE Y 3ICI13. PowerShell /X5 X—%—-overrider%ETY, [WSP-22214]

o StoreFront N\—> 3> 2311 0BE. ¥— I/ BATESRTZ1I——ICO&HBEHINS Studio THE
BRI o—m, RE1—H—ICbBRINET. [WSP-22766]

2308.1
FERENT-RE

e COUY—RIZED, BRIAVA—XVIMAOEFaU T LOMBEOBEMNMFRINE T, 3L <K
CTX583759 #&8B L T &L, [CVADHELP-23724]

2308
N1 7w Riiggio App Protection

App Protection i&. #—OA—CBEF v 7F¥r2JOv I 93T, IHHZEFalTr2RMHLET, YU
HilE C oigaeld. Windows. Mac. Linux @it Citrix Workspace 7 7 URBL TR R FPICT I ERTEHEIDH
FAABET LTz Web IS —TR b T7ERRTZ L. REINLTTUHRRINEFLATL ., ZOUU—2
TiE 2—HY—DT7 TV ORBICERT 37HICHRICHLWA—2 3 >0 Windows, Mac, 71 Linux @Y
Citrix Workspace 7 7U bt Y A b —ILENTWB Z % StoreFront & L7=BEICRD. 7SO —TRR
L7z &FIZ App Protection #Br 37 U ERTRTBILSICA T Web 1 FEBRTEZ3LSICHDFL
Tco

L <& TApp Protectiony Z8B LTIV,

TI7HIETEYCE>TVWEIBEBANILRFI VY

CDU)—ZLUE. BEBANINIF T v IBENT 7L ETHLWOWR N7 TEMICAD £9, UaIEFEITEMIC
TRIMNELHD X LT
CitrixDaaS b T3 . BEBANILIF T vIICED. UY—XDIFERICIFEES % 21T 2 StoreFront 1238

HINET, FEIRELIES. - —PHUY—-XZkFHT 3. StoreFront IFO—AHILKZA Fyryva®k
FALTUY —REBHNTZ-O0BYHIRI2ZRIRLET,
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R NIMERE

DI —=RICIF 2203 CU3 DTARTOREIEICMZ T, ROBENSENTULET !

« [CVADHELP-22435] 2—#'—#* Citrix Workspace 7 77U 1 YA h—=ILdhTWB e 2RELTHMS 1
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$store = Get-STFStoreService
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BETZD XenApp 6.5 VYV — 7 —Rid. EBOVY —IIEZFERALTEETIEY,
P
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BIZ7OERTE3EL5ICAD, StoreFront 77U DT O ZARUIVADAELELE T, RETZ VTR YT
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£9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14



StoreFront & ) —X

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront el

) Unified experience
o Enables the Unified Ul experience, Select this option if you need to use Workspace Control,
Ul Experience - S
featured app groups, or you have JavaScript or css customizations.

Category Settings

Customize Appearance ®) Next generation experience (Preview)

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.

Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

FLOWUIZEMICLTHLWI R 7EER LS. Web U bEFRIAMTOU YOI RI—HF—rHETS
BELRBD Y,

e IVRA—Y—HDRAT ITF7 IV =23 FERLTVWREEIE. HILLWANT UV oZTY RO—H—
CHBEITIZRELNHD £T,

8 Citrix StoreFront ' - o x
File Action View Help

L AR:alalll 7 Mo

§ Citrix StoreFront Actions
E Stores 5 B ~
ES Server Group S
Name Authenticated | Subscription Enabled Access Create Store
NextGenUIStore Yes fe Internal network only Export Multi-5tore Provisioni...
Store Yas Yes Internal and external networks Manage Citrix Gateways
Manage Beacons
Set Default Website
View ]
Details - NextGenUlStore G Refresh |
Dctats | DefveryContoter | Receer or e stes | B nee
= | NextGenlUlStore -
© Storefront using HTTPS. Manage Delivery Controllers
Configure Unified Experience
Store URL: | nttpsz/ front, ple.com/Citri Jistore | E Manage Authentication Met...
XenApp Services URL: XenApp Services not enabled . .
Remote Access: Disabled Manage Receiver for Web Sit...
Advertised: Yes Configure Remote Access Se...
Unified Experience: Enabled ; Configure XenApp Services 5...
Authentication Service: Used by this store only Confi Store Setti
Authentication Methods:  User name and password P oriigure Store setings
| - | » Export Provisioning File w

« IVRIA-H-HTSIF—EALTHI V1Y LTV BAR. FLLWeb 1 roU>sETy Fa—
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-
File Action View Help
e A6 o
8 Citrix StoreFront Actions
Bl Server Group
Mame Create Store
These sites allow users to access the store "NextGenUIStore' through a webpage. | i .
Export Multi-Store Provisioni..
Sore Web sites: Manage Citrix Gateways
Web site URL Store Authenticated Mansga Eescons
https://storefront.example.com/Crirg/NextGenlISton  Yes Set Default Website
| View »
Details G Refresh
Details @ tep
NextGenUlStore -~
9 s Manage Delivery Controllers
Add... Configure... Remove
: Configure Unified Experience
Store | Manage Authentication Met...
XenAg
Manage Receiver for Web Sites
Remot T
Advert Configure Remote Access Set.
Unified Experience: Enabled Configure XenApp Services 5.
Authentication Service: Used by this store only - I
Authentication Methods: User name and password ul myiguna Store Sellinge
. v Export Provisioning File
Configure the Receiver for Web sites available for this store.

PowerShell v > REFHLTHLLWUI EEMIZTS
BIEHZIZ. XD PowerShell v > kRSet-STFWebReceiverServicezffEBLT. TV K 1—H—iCxlL
THLWUI ZB®ICTEED,
i
Srfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperence
Workspace

FReAdZHhRAEIAXTS
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o A—H—JLYRU—H Ul BENLBEMIZERL. EELEEICEEICTIEATESLSICLEY,
MICOVWTIE, TD—OZAR—ZDIVERTELAIT I LORE] 28BLTLEIL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16



https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/customize-appearance.html

StoreFront & ) —X

e PUTAETARR—Cv—: POTa7RRET7T VTRV MYy TTOERRVWT I a>%zagEICL. 1
V—REBHL. NT7+—IVRERBULET, FMICOVWTIE T7IT1ETr I*x—v—1 28R
LTLETW,

s PXVOHNEDRN: - —D'EEY 1 XIS CTERLRILDO T £ IILE —iEiE, s#lICD2WLWTIE 77U
DOHEI EBBLTIETW,

o BEWEEDE L ILVBRRBEEICED. KDBEIHORELERIESNE T, HMICOVTIE. TBREAT
vayv) 2BRLTIEIL,

D= AR—ADHERTEL AT T L DRE

HLOWIA—HF—IIRRUIVARF, BERNTHEUSNEI VARV IV AZREITBZ LS ICRFTNTVET,
TIVETRI by Hd. FETF=2a VHEBRICRBZ LSS [R—L] [TV [TRI by T] R=IJICEE
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70N OHEFERTE S Citrix Workspace 7 71 1¥ StoreFront IC3##4: T & %9, XenApp Services URL %
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HF—N—=TIN—TRDITRTOD StoreFront 5 —/N\—id. BLARL—FT 4 VI RTFLDON—-C 3>, T:B. OF
— IV ZERTIHRENHD £T,

StoreFront B&IfET 2 —N—LDARL —FT 4 VIS RTLETYTIL—RIBRIEEPR—FbTNTLEE
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and Desktops 1 > X b—5—%FE{7L. [H3RERM] T [Citrix StoreFront] ZERL %9,

12 b=)lOd

O 770ILICDOVWTELL IR T4V h—LO71 #8BLTLEIL,

StoreFront D&%

AR M=LHET IS L. Citrix StoreFront B>V —IILAEFNICEEBL X T, £/, [EFH] X=Za—»H5
StoreFront #B< T HTE £ 9, Citrix StoreFront B> Y — JLOVIEIREERSIC. 2 DDA T 3 VHRRS
nxd,
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StoreFront & ) —X

= Citrix StoreFront - |
File Action View Help

e[  HE

¥4 Citrix StoreFront T Actions
- Citrix StoreFront =

Wiewy »

6 Refresh

Welcome to StoreFront B Hep

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 3 server to an existing load-balanced group.

o BEODOIEM. L\ StoreFront BRIEBEORIIOY —N—%=EH L £, StoreFront #5EEL7=0D. V&
BERRRIBEZERLED T30, B—H—N—IRIEHBEENTY, RO StoreFront —/\—%#Eai L
72 TlE. WOTHH—N—%JIL—TIZEBIML TRRREBEDHFRENEIRTIET,

e EFEOY—N—=JI)L—TADZ. BEED StoreFront BRRIRICHIDOH—/N—%EBML £9, StoreFront
ERBRBOHFBRENZ TIECIERTIICIE. COF T2 a>EBRLET, BT —/N\—DREREICIE.
INBOBTDEIENNBETT, H—N—%ZBIMTIEEEICE. BRREANOBREDOY—N—IIXNTE7Y
T AENVETT,

I—H—FTSUY—FiEFO0—hIic1 > X b—JLEhiz Citrix Workspace 77U AN L TR M FICTIVERT
TBRLSICHBDFELT HILLKREI—H—HAFZERLTIIETL,

Citrix H 22X —I O ZARYITVZRALFOF 5 A

September 19, 2023

Citrix DA XEI—IT UV ZRRVI>RALETOY S L (CEIP) IZBMT 3. EROHHS LCEARRERD.
Citrix NRORBESLUNT +—I VR ZA LT EZENTREINET,

StoreFront zr > X b—JLF 3 & CEIP ICEEINICERINSZ L S5ICAD £ LT, StoreFrontdr > k—JL
hob&Z2 7THRIC, YIET—27 Yy 7O—RHRfTbNhET, COTT7AINMILPAMIRETEETEEY,
StoreFront D1 > X b —JLORICL P A MUREEZEET B . ZOEMNMEATNE T, StoreFront 07 v 74
L—ROHICILSRANIREEZERETD L. EDEIMERAINET,
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StoreFront & ) —X

I3

H .
=1

LPZMIIT42—DFRAZRD . FAGEENRE T BEAEUDHD. AL —FTo VIO XTLOE
AVAR=IDREBICRBZBEDHDET, LIRMNIITa2—DORBICKLZEZEICX LT, Citrix Tld—
PEAZEVWERA. LYRAMNIITr2—Id. BEROBEFLHIMOBEATIEALLIEI WV, Feo LYX K
U77AINDNYy Ty TRERLTHSE. LEXRUERELTILET L,

AROBE Ty TO—RZ2HHIEZLOIMNIRE (F74ILE=1):

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled

77 #)L 5T, Enabled 7ONXT 1 EILO X MVICRTEINER A, KIEEDZEDIHE. BET7 v 70— MiiE
3EWTY,
PowerShell ZER 9 3154, ROV KL v MM CEIP AOBERZEMICLET,

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name
Enabled -PropertyType DWORD -Value 0
pE 2

COLYRMUERETIE. A—Y—N—EIZHBZTRTOIAVR—2>Y FOERZDOFHHER L ERARTERD
B8 7y 7O—R%zHIfHL £9, 7=k zxiE. Delivery Controller ¥ [@ L #—/\— _LIZ StoreFront %=1 > 2
F=ILL. LZZXMURET CEIP AOEMZEHICLIHE. BADIVR—> ~TCEIP ADOSMAER)
ICBDET,

StoreFront T3 CEIP 7—%

RORIC. WETNIELZBROBEOHZRLET, T—FTIE. BEREZRETEIIRNTOFMAISEINEE
Ao

T—8 A

StoreFront o/ N—> 3> AV =LENTWS StoreFront DNN—2 3 V%R
ITXF5, fl: 3.8.0.0,

AT BRRBICEENZIA N TTHERT LIV 22—,

H—N—=TIN—TROHF—N—# B—N—=TN—FICEENZ T —N—BzRTHI V4

Z k7 Z e @ Delivery Controller & ERRIBENOSE X b 7 THAREE% Delivery

Controller o= R E#HEDO—E,
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F—4 88

HTTPS &% EETHTTPS A EMICIhTWLWBHhESH (True £
f-l& False) =R XE5,

Citrix Receiver for Web @ HTML 5 &% & Receiver for Web #-r k@ HTML5 Receiver &

(Always. Fallback. #7:i% Off) 2RI NXFID—E,
Citrix Receiver/Citrix Workspace 77U 7 -2 & Web Receiver T T7—o 2=y tO—)Ly H
R=ZIA> bO-ILOBEMK BicanTunahrsh (True £7:zid False) 57
T—ILEDO—E,
ZALT7OUE— LT IEROBHML ERROZEZXLT7T TUE—RT7IER1 DEMIETN
TWahHhE>5h (ENABLED %7:1% DISABLED) =R¥
XF5n—%,
TF—hrozAH ERRIETERINTWS Citrix Gateway o#iz &R
o> —,

Citrix Analytics Service

August 27,2024

EZ4—BEETA > 7L I XD StoreFront BRIREZ 55 DHE. T—2 M Citrix Cloud o Citrix Analytics
Service ICXEE N3 & 5IC StoreFront 2R TE £ 9, #mE&IE. Citrix Workspace 77U B LU Web 75
DH—HRA—HF - R FEIIET S 7202 Citrix Analytics IZXfEL £ 9, Citrix Analytics I&. 2—%—. 77
Dir—oay, IVRERAV M Xy bT—0, 7—2ICBATIHEEZENL T, I—HF—DTEICET 3 EEN
BOFERERMEL £, Citrix Analytics R¥a XY b TIOHEEIC D W THERRT % ICId. StoreFront Z#fE/H L
7z Virtual Apps and Desktops 1 bADA Y R— R #BRL TV,

COWREZBR Y BICIF. UTZRITLET:

« Citrix Analytics "SR 7 7 1ILEF 7> O—RLET,
« Citrix Analytics ¥—%% PowerShell ZfER L T > 7L = 2® StoreFront BRAIC > R— L% T,

StoreFront ®#m&i%. Citrix Analytics Service HER L 7zF§iC Citrix Workspace 7 71U At StoreFront ® X
F7HET—2ZEETETET.
BE:

StoreFront ERIE. Citrix APl —ERICEG TSI Z3HENH D £9, TAnalyticsdxw bT—0EH) %
SRLTIETL,

Citrix Analytics "SR 7 7124V >O—-RKT3
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StoreFront & ) —X

BE:

ERERLIC I, WEBRESTER I 7MLV ETT, 4V VO—REEF I 7ML ZRE|IFELTLLRES
Wo COT7AINZHEBIDANCHBLBVWTL TV, BB COT71IILIFHRTIEY, O VI
BREBBERTZ2HENHZHE1E. Citrix Analytics Service BBV Y —ILh 677 ILEBES Y >O
—RTEEY,

1. BBETHYYTEZ4— (https://citrix.cloud.com/) Ic@*>LET,
2. EZH—BEETERLEY,
3. [&1] ®0) w2 LT, Citrix Analytics Service BIEI>Y —ILERT X7,

ol = 177

Analytics

srurity nerformance and tsane insabits

SECULY, pe =

How to Buy | _Learn more
Ik Launch Demo

4. Citrix Analytics Service ¥ >Y —JLT. [Settings] > [Data Sources] %i#ERL 7,

5. Virtual App and Desktops 71— kT, (B) X=z2—7-13>. [Connect StoreFront deployment]
DIEICERL £,

6. [Connect StoreFront Deployment] ~—<>< [Download File] %3%iR L T StoreFrontConfigura-
tionFile.json 7 71L& O0— KL %Y,

BT 71 ILDf)
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/<

yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn - - .. T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"
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customerld (5. RHFOE=ZXZ—EEHROD—E®DID TY,
cwsServiceKey i3, BRFODE-4—BEEEBETZ—REDF—T7,

instancelD 3. Citrix Workspace 7 71 m5 Citrix Analytics 123 L TEEINZBRICER (EFXa VT 1F
EERH) TREDICERINKID T, O StoreFront 4 —N—F 23— N—J N -T2 T2 —IZBHET
32, Th?NIC—ED instancelD HEID Y THN T,

Citrix Analytics = —#% % StoreFront EfiC1>FR—+93

1. StoreFrontConfigurationFile.json 7 7 V& # > 7L = Z® StoreFront #—/\— (&F7zi& StoreFront
Y=—N=TI—=TFOVWThH DT —/N—) QBRI ANA—ICIE—LEYT, UTOATVRIE. 771
NTRT by FICREFESNTLRIHEETY,

2. PowerShell ISE #BAE. [BEEL LTERIT] ZBRLE T,
3. ROV RZETLEY:
Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop)\

StoreFrontConfigurationFile.json"
Get-STFCasConfiguration

4, ZOARYRIFAVR—rEINFT—2DIF—%IRL. #h%E PowerShell 2>V —ILICRRLE T,

CustomerId E
EnablementService : https://
CwsServiceKey =

EnablementServiceStatus :
Instanceld -
Mame : CASSingleTenant

i

Windows Server 2012 R2 (21 > X =L TWB# > FL = X StoreFront f —/X\—Tl&. C++ 5> 4%
ALY 7Tz 7AVR—F b ZFHTAIVAM=)LLTCASICERTEZLDICTIHRELHD £7,
Citrix Virtual Apps and Desktops @1 > X b —JLHIC StoreFront i > X b—JL I h315&. CVAD X
BAVAR=F—PNCH SUFALAVR—2 2 b EA VA N=)LTBTH. COFEIFFRETT, CH+ T
2+ L7\ CitrixStoreFront-x64.exe X2 -1 > X k—5—T StoreFront #'«1 ¥ X b —)LTN TV BB E.
CASHBR 771D VR—rE, EZZ—ADERICKKRTIBENHD T,
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Citrix Analytics 07 —%% StoreFront +—/\—J)L— I zET 3

StoreFront 4 —N\—FJL—F TINS5 DIREEERITL TV BBEIE. 1 >R— kIhi Citrix Analytics ¥—4 %
F—N=TIN—TDEXN—IEETIHBRELNHD £, COFIEIK. BE—0 StoreFront H—/N\N—REBETIIHE
HHFHEA

TAEEET BRI UTOVWThh DA EEFERALET:

o StoreFront B>V —ILEFERALET,
« PowerShell a<> kL v + Publish-STFServerGroupConfiguration =B L £,

StoreFront t—\—4 JL—7ID %89 3

Citrix Analytics Service ICIEBICERINHE S H ZHR T 5121, PowerShell zfEH L TEE® Server-
GrouplD Z#&HE L &7,

1.

2.

StoreFront #—/N\—. FEH—N—JI—TRHD 1 &D StoreFront —N—|cOJF> LT,
PowerShell ISE #RE. [BIEEZYr LTRT] Z&RLET,
ROAY Y RZRTLET:

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject. framework.properties.property

feziE. ThS5DOAR Y FIIROEL S BHEAERZERLFT:

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1
AdminConsoleOperationMode Full

StoreFront »* 5 Citrix Analytics NOF—2DEE%ZFILET S

1.

2.

PowerShell ISE #Bi. [BEEYr LTET] #BIRLET,
ROARV RERITLET:
Remove-STFCasConfiguration
Get-STFCasConfiguration

W > R— k3 hi Citrix Analytics 7—4 OHIBRICAKTIN L 72154, Get-STFCasConfiguration (%
BZRLFEA.
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3. StoreFront t—N—JIL—TF TIN5 DREEZRTLTVWSRHEIE. BEEEGREL. 1V R—FINE
Citrix Analytics F— 2% —N—=FI—TFDEX I N—HDSHIBRTRZBRENRHD £T, Y —N—FIL—TK
D1IBDOH—N—T. ROOAIYV REZRTLET:

Publish-STFServerGroupConfiguration

4. O —N—JIN—FAN=TROIT> FEEI{TL T, Citrix Analytics RN T IL—THRDO TR TOH
—N—DSERICHREINCE 2BALETS:

Get-STFCasConfiguration
5. BBETHU Y TEZZ— (https://citrix.cloud.com/) icAd#*> L %9,
6. E-H—BEEEERLET,
7. [ =0 1)vo LT, Citrix Analytics Service B>V — L= £ 7,
8. Citrix Analytics Service 821>V —JLT. [Settings] > [Data Sources] %:ERL £,

9. Virtual App and Desktops 71— K T. StoreFront ®@RI%k %R £9:

Virtual Apps and Desktops

1site | 2 users | 1 StoreFront deployment

10. FRX rR—=Z URL & U ServerGrouplID =58 L THIBRM RO StoreFront BRZHEL £,

11. (B) X=a2—7T. [Remove StoreFront deployment from Analytics] %:®EiRL £7,

StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected. @

STOREFRONT DEPLOYMENT
https://sf1 bvt local/ 3db073f2-211f-479¢c-99d3-ef185cadf4be Success Jun @ 2019 12:06 PM

Page 1 of 1 5ro0Ws W

PN
H—N—BITHERZHIRT 2—7. Citrix Analytics h* 5 138k L 7 W54, StoreFront BBEEO T > kUi

Citrix Analytics I3 36D d. StoreFront 5137 —42%Z{E L £t A. Citrix Analytics n 5D » %
HIbR 9 3355, StoreFront BEOI > M UIZREIOT 7)) 7—ILOBFAK (ISOUtLy M £73EH
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T24HERECY) ICBEEBMEINE Y,

Web 7Ox># AL TE=Z4—IC#E4 L. Citrix Analytics (CE$829 % & 5iC StoreFront #18mL
%)

StoreFront " Web 7O+ > D&E&DHRR k Web h—N—ICEBINTWSHA. Citrix Analytics ADE#RId%
B L £9, StoreFront EB&E D Citrix BT HTTP 7Ox > 2R Y 3B4&. >4 —% v bA® StoreFront ~
S 71 v oido 57 RRA®D Citrix Analytics ICEiZd 3 80IC Web 7OF > % @B T 38BN H D £9, StoreFront
. FZAFROSO7OFCRELZEHMICERALELA. Web 7OFENL TS Tr v I ERETELS
ZARTICETT3ICIE. SHICEBEIABETT,. A 7O web.config 771 ILICRLWES > 3> &BIIL
T<system.net>7OF P REEEBRTIT £, Citrix Analytics ADF—2EEICER I NS StoreFront
—N—EDITRTODRLTZIZHLTINEREITLET,

5% 1: PowerShell T1 DF /I3 EHOR N TIOFUEBRERTET S (HE)

PowerShell 27 1) 7 k Config-StoreProxy.psl #4793 ¢, 1 DELIFEROI T TIO IO ZBEL
L. <system.net>%#l 9 3E%4% XML ABEINICIEATNE T, /oo ORIV T MEIREOI—H—D
FRY MY FIZR 7D web.config 77 A ILDONY O 7w TR IER L. BELRBEEEINTWLEAL web.config
771N ZEBTTESLS5ICLET,
7
Z0) P hEEHLORITI S . EHo<system.net>XMLoaE—HMEMEINEzT,. X7
IC<system.net>DI Y rJE 1 DDHICTEIHENHD ET, EHROIL—ZEBMTZE. X TDT
OF @A ELKHEEL RS BD T,

1. PowerShell ISE #BiE. [BEBEYr L TRIT] ZRIRLET,
2. $Stores = @("Store","Store2")#RELTWeb 7OF > THERITEZIA N TERDET,
3. RowsFnhrxEeELET:

s IP7RLR &flF
+ Web ZO=*> o FQDN

4, o PowerShell #217L %7

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"
$ProxyPort 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN

{
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[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
array]SStores,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
string]$ProxyIP,
[Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
string]$ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)

foreach($Store in $Stores)

{
Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"

Write-Host " 'n"

if(! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)\
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType "Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to Senv:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null

if(Test-Path "S$Senv:UserProfile\desktop$Store\web.config")

{
Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
}
else
{
Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"
}

Write-Host " 'n"
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Write-Host "Setting the proxy server to $ProxyAddress for
Store S$Store..." -ForegroundColor "Yellow"
Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://SProxyIP"+":"+SProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$SProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element","system.net",
mnn
)
$DefaultProxy = $XMLObject.CreateNode("element","
defaultProxy","™")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer'")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store S$Store"+":
"+ $ConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

}

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
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IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -
ProxyPort S$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. C:\inetpub\wwwroot\Citrix< Store>\web.config T web.config 7 7 1 LOREICFH L L\ <system.
net>Eo>ashiaEnTuna e zBRBLET,
</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>

</system.net>
</configuration>

6. 'Citrix Analytics ¥—#%% StoreFront BRIIC >R — b 931 ORBBICHE > T. Citrix Analytics 7 —4% %
’(‘/71"\’— |‘ L/ij-o

Bi%2: F#HT <system.net> o> 3>% X 7D web.config 7 71 JLICIBINT 3

Zhud. Citrix Analytics ICTF—2 %2R ET 3 -OICERINS StoreFront T —N—EDITRTOR L 7ITHH LT
ETTIHRENHDET,

1. Z b 7 ® webconfig 7 7 1 LD Nw o 7 v 7% MR L. Clinetpub\wwwroot\Citrix<
Store>\web.config ISP DBIDBERICIE—L £ 96

2. FQDN ¢ R— +rBESOHEAEDED IP & R— +ESOEAEDEZFERAL T, UTO XML T7OFRE
ZHRELE Y,

fer 21, FQDN & R— M BESOHEAEHLETIE. UTD&SH<system. net>BEEZFHLET:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>

e ziE IP L R— FESOHAAEDLETIF. UTOLSh<system.net>BX=FEALET:

<system.net>
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<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>

3. X+7® web.config 7 7 1 ILOREIC. UTFOL S ICER<system.net>BREZHEALET:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name='"Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>

4. TCitrix Analytics 7—#% % StoreFront BRAIC1 > R— 931 DOFHBAICHE > T, Citrix Analytics 7—%%
’(‘/71':— |\ Li?o

HTTPS Ic & 3% StoreFront otz 2 1) 71 {R:E

April 17,2024

StoreFront £ A—H#—F N1 XDOEDBEEIF. HTTPS TRETZ 2 HBEDLET, ChiZLkD. 5170k
¢ StoreFront DEITREEINZINRAT—RFH LUV ZOMO T —FHERICESKINE T, TSI, BHL HTTP
EHZ. PEERBREOIEFIEFRRBICE > TEBRICTSINZABEMELH D £9, IS, EHEHNAE WI-Fi K
yv ARy FREDELIFTHRWVWEMDSITONIBEIFEOREELHB O 9, ISTHTTPS AR INTULA
WE&. StoreFront O&EIC HTTP AMERATHh E Y,

BRICIHL T, I—F— @y — bz £REO0-RNS >3 —8&H T StoreFront IC7 7€ XTE £ 9, HTTPS
BTy — bz E£3O0-RNZ O —TRTTEEY, 7L, COBETH. HTTPS 2EBLTY — D
1k StoreFront Ot F a7+ TREINIEGZRREIZICZEHOHLET,
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StoreFront #* HTTPS BICER TN TULARWES. ROBERRRINET:

4\ StoreFront using HTTP not HTTPS.

SERRE DIER

» StoreFront N7 o XICERAINS FQDN A, #7220 hDF)E (SAN) ¥ LTDNS 71 —ILRICE
FNTVWBReZBALEFT, O— NSO —Z2FRALTVWEEEIFE. B4DT—/N—D FQDN xO—F
NSoH—DFQDN Z#@EABEBHEDHET,

o H—R/NN—F+ CA (Verisign B¥) FBBEBICHIFTZ3240)IL—F CAZERL THRASBICERZLET,

c WEX—ZAHT. COiAEE PRXEERTIVRR—FLET,

IIS # HTTPS BIC# 7 %
StoreFront 4 —/\—® Microsoft 1 > 2 —%w b1 > 74 X—>3>H—E X (IIS) THTTPS Z#K 3 321
UTFOFIEICRNET:

1. 12—y b7 X=2a 0 —EX (IS) ¥%2—Jvy—2VY—ILOREA

2. Eflov) —RERTH—N—%EBIRL £,

3. Afllo~-1>T [Server Certifcates] #4TILo U v I LET

¥ Internet Information Services (IS) Manager
(& €3 ) storefront-eu-1 » & el 7 e

Eile  View Help

I : 1T 5
@- | eg' storefront-eu-1 Home
€.~ [ L
- Start Page Filter: - % Go - (G ShowAll | Group by: Area -E-
43 storefront-eu-1 (XAEAADjon|
ASP.NET -
: £ & ® =
'% Nz & U _gef ab, [ =5
.NET NET MET Error NET NETTrust  Application Connection MachineKey Pages and
Authorizat.. Compilation Pages Globalization Levels Settings Strings Controls
2 & &
v =

Providers  Session State SMTP E-mail

Iis -
hl sy oy = & =]
L e & B &€ B § B
Authentic..  Default  ErorPages  Handler HTTP HTTP ISAPland  ISAPIFilters  Logging
Decument Mappings ~ Redirect  Respon..  CGlRestri...
= [ [Pt = o
i B % = 3
Jl <\;[| g”& o= 8 Ty
MIME Types ~ Modules  Output Request Server Warker
Caching  Filtering || Certificates | Processes
Management ~
3
B &
Configurat..  Feature Shared
Editer  Delegation Cenfigurat..
| < 5| [E]Features view |7 Content View

Ready €

4, [Server Certifcates] BEH 5. BFEOMREE 1 Y R— b330 FILVLIPBAZZER T3 e AT ET,
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¥ Interet Information Services (IIS) Manager - ] x
& |9 storefont-eu-1 » by @ -
File View Help
' @9 server Certificat
i = erver Certificates
@- i [} é’
- Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Reques
~ 83 storefront-eu-1 00 : iictc
Complete Certificate Reg
L} Application Pools Filter: » 0 Go - GyShow All | Group by: No Grouping - ———
3 Sites Create Domain Certificat
Name Issued To Issued By Expiration Date Certificate H e ———
) 4 k Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert... DC=Windows Azure CRP Cert...  6/15/2024 851:31 ., it
DigiCert TLS RSA SHA256 202..  10/13/2023 11:59:5... Encble fulomatic RENE
Renewed Certificate
@ Help
< ¥
= 5| [ Features View | = Content View
Ready &
\ —_— o e - ~ S
. A Y PARY AN [ N o
5. o) —&kRT. [Default Web Site] (F7-i1&&E% Web 1 b) #BIRLET
. o o~ . .
6. [Actions] ~-r>7T [Bindings:--] #2Jvo L%,
¥ Intemet Information Services (1IS) Manager - u] X
& | @ » storefront-eu-1 » Sites » Default Web Site » T RESR A 2 S
File View Help
- faul b Si -
ST a Default Web Site Home e
o Ep

€5 Start Page Edit Permissions...

v 83 storefront-eu-1 L = ¥ Go - (g Show All | Group by: Area - -
L} Application Pools ASP.NET . N
(&) Sites = . . F By 8 P
= Iy = 12N 4
+ ¥ Default Web Site 2 2 0 B é‘q& f.?_,
NET NET  NETEmor  NET  MNETProfle MNETRoles NETTrust .NETUsers Application pplications

rtual Directories

_.L.‘ ;5? E‘FE} 1?9? > & A Manage Website 5

Connection Machine Key Pagesand  Providers Session State SMTP E-mail & Restart
Strings Controls 4

Authorizat.. Compilation  Pages  Globalization Levels Settings

IS L) o

-
- ! = = = = Browse Website
o & @ 8 =
r @ frd o @ I Browse 80 (http)
Authentic..  Default  ErrorPages  Handler HTTP HTIP  ISAPIFiters  Logging  MIME Types A
Document Mappings ~ Redirect  Respon.. aoianss oL
Configure
é{?ﬂ ifﬂ o= % Limits...
Modules Output Request  SSL Settings HSTS...
Caching  Filtering ®
Management ~
Configurat..
Editor
3 5| [E]Features View |i72 Content View
Ready LB

7. NAYRU4YFYT [Add] 20Uy o LET,
8. [Type]l rOv 74 >T [https] ZERLE Y,

9. Windows Server 2022 L} Ti4. [Disable Legacy TLS] #2Jv o LT 12 KOH WL TLS ZESICL
9,
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H W Windows Server A—2 3 > Tid. Windows LY X MUREEFEALTLAY—TLS N—C 3%
EHCTBENTEET, Windows Server D R+ a2 X > hEBBLTLIETIL,

10. WENICT vR— b LIRS = #RL &9, [OK] Z#L &Y

Type: IP address: Port:
https ~ | [All Unassigned v| |443 |
Host name: [

] Require Server Mame Indication

[ ] Disable HTTR/2
[] Disahle OCSP Stapling

55L certificate:
el Select... View...

QK Cancel

11. HTTP 72 2 %Ki ¥ 3Ickd. [HTTP] %#%2{RLT [Remove]l 5 vo LET,
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https://learn.microsoft.com/ja-jp/windows-server/security/tls/tls-registry-settings?tabs=diffie-hellman

StoreFront & ) —X

Site Bindings ? x
Type Host Mame Port IP Address Binding Informa... Add...
https 443 = -
Close

StoreFront  —/\—D~X—X URL Z HTTP »'5 HTTPS ICZE

BWICSSLEEZ %21 > XA =L L UEHE FIC Citrix StoreFront 21 > X =L B LK UHER L IEE.
StoreFront (:3&EIC HTTP #EAL £ 7

#Bh 5 SSLERREZ 1 > X b—ILL T 35513, ROFIEZRITL T StoreFront £ £DH—E XA HTTPS
BHzERTALSICLTLRET WL,

1. Citrix StoreFront 812>V —ILOERIORA VT [H—N—FIL—TF] #FRLE T,
2. [321e] Rr>®D [R—XURLOZEE] #&ERLFT,

3. https:Tt#x3~X—X URLZEHL. [OK] 20Uy L&ET,

Change Base URL

Madify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:ﬁrnystorefrcmﬂ)‘

"o I
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HSTS

H—N—RITHTTPS ZBMICLIBTH, A—H—DIZAT7 Y b TNA RFHIETT, 7L xiE. PEERES
i&. StoreFront H—N—ICB@DTHFLA—HF—%ELFL T, BEL HTTPRZETHRD THELY—N—ICEHRIES
AIREMD B D £9, ChICL> T HBERFI—HF—DERBRBUEOEBBRICT I/ ELATEBZLIICHBDET,
fEREIE. 21— —DTSUH—HHTTP&ZHATRIWeb H—N—IZ7 VA LABVWLSICTEZ L TY, Zhild.
HTTP Strict Transport Security (HSTS) 2R T2  TRETI £,

HSTS B"E#MIC > TWBHBAE. —/N—IF. Web H+ FADERIGF HTTPS BRTOATSBELHZ 5T S
DH—ICRLEY, 22— —-HBHTTPZEALTURLICTIEALLS T2 TS —I3BENIC HTTPS
OERICTIDBELDET, ChICED. ISTOEF 2 7REGICEL TY —N—RIOREELEIT TR, 75172k
BIOBEEDFEERICREINE T, 75U 3. B ITNIHRE. COREIZRHBLAITET,

Windows Server 2019 LIFEDIRE:

AVE—2y bV TxAXA=a30H—EX (IS) YR2—v—%ZHETET,

[Default Web Site] (F7zig@EtN%4 Web 47 ) Z#EIRLE T,

Afllo [Actions] )R> T, [HSTS] 2oV w o LT,

[Enable] (CFzvoE NN, BRABEMEE (Fl: 1 FROHEIF 31536000) ZAFH L. [Redirect HTTP
to HTTPS] (IF v o ANNE T,

5. [OK] ##®L &7

> wnh e

Edit Website HSTS [ >

Enable
Max-Age:
[ IncludeSubDomains
[ Preload

Redirect Http to Https

P
HSTS #BMICT 2. BLRXA>DIARTO Web 1 MIEELFI, fr ziE https://ww

w.company.com/Citrix/StoreWebd Web # 1 ~c 7 o2 X TE 3/ &, HSTS R > —dhttps:
//www.company.comDFTDFRTD Web 1 MIBERAINETHN. CHIFEEFLLAVEELRHD £7,

StoreFront EfIRIEOEX a2 T+

August 27,2024
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ZDREY I TIE. StoreFront DBRAB LUBHRICERINRE, PXTLDEF2) T ZRET B 7-HDHEE
ICDWTEHBBL £ 95

I RkRa1—#—r StoreFront 0iEE

J—H#—F /N1 X StoreFront DEDEEIE. HTTPS TRETZ L= HEHLET. Chickh. V51TV K
¢ StoreFront DEITREEINZINRAT—RFE LUV ZOMDT—FHERICESHINE T, TSI, BHL HTTP
BEhd. PEERBACOIEIEFRRBICL>THBIRICISINZIAEEELHD 9. 1FIC. BHEHF AR WIi-Fi K
W kAR FREDELIFTHRWVWEMDSITONIBEIFEOREELHB O 9, IISTHTTPS AR INTULA
WEHE. StoreFront O&EIC HTTP AMERATHh E Y,

BHRICIKSLC T, A=Y= —bo o 30— RN —EHB T StoreFront Ic7 22X TE£9, HTTPS
BTy — bz £3O0-RNZ O —TRTTEEY, 7L, COBETH. HTTPS 2EHBLTY — D
T EIFO0—R”RNS =¥ StoreFront Bt £ a2 ) 7« TRESNIIBEGEZBRIZICZ2BE8OHLET,

HTTPS zB&#ICL. HTTP Z@&EMIC L. HSTS Z2B#ICT BICid. THTTPS I2&% StoreFront o+ 2 U 7« (&
#] ZBRLTIET WL,

StoreFront ¢ Citrix Virtual Apps and Desktops +—/\— ¥ D&z

StoreFront r Citrix Virtual Apps and Desktops @ Delivery Controller DRI CEEINZ T — 2% FET 57
HIZ. HTTPS 7O L2 FERTZ e E=SE8H L ET, TLS —/N—5EAE®D Controller Ad 1 > X k=L
EBEBLTLLEIV, KHDIC. IPSec #RALTH—N—FID@EREZRET 3L S5 IC Windows ##Eme 5 Z e
TEET,

fE% T = % StoreFront # —/\— @ & H* Delivery Controller £ & T F % & 5 I Delivery Controller &
StoreFront ##BTE£d, TEFaU T F—DEBE] EBRLTIEIW,

StoreFront ¢ Citrix Desktop as a Service ¥ Di&fs

StoreFront & Cloud Connector I CTF—42DZITELZRET3ICIE. HTTPS 7O 2ERT3 %6
#gHLET, THTTPSH#ER) 2BBLTLETV, KHDIC. IPSec ZFEAL TH—N—RBOBEE%*RETDLSIC
Windows #8323 e N TEET,

fE% T = % StoreFront # —/\— @ & H* Delivery Controller £ & T & % & 5 I Delivery Controller &
StoreFront Z#MTI 9, tFxa T F—DEE] Z2BRBLTLIEIW,

VE—rT7IEXR

Citrix TI&. StoreFront H—N—% 1> &2 -2y MCEELARTZCiXSHBO LEEA, UE—FI—H—|Z5R
He 7o AERMET BI1C1E. Citrix Gateway #EFB T3 e xHEIOHLE T,
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https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https.html
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html#https-configuration
https://docs.citrix.com/ja-jp/citrix-daas/manage-deployment/security-keys.html

StoreFront & ) —X

Microsoft 1> 42—y b1 T X—>3>H—EX (IS) OtFalFr3kk

IR N7z IS #A T StoreFront 2l TI &3, CNRT7AIL D IISHEETIEH D FHA

7 7 IHRRF

BERT4NLEZ—%ZFALT, FAINET7MIIUERFO—EZEHL. —BICBEWI 7rILBIRFZRIEICTE
EYo ISORFaXYEZBRLTLREZTW,

StoreFront TiE. RO 7 7 1V RILRFNUETT:

o . (FHOWRT)
« .appcache
+ .aspx

o .Cr

e .CSS

. .dtd

* -png

o .htm

o .html

. .ica

. .ico

* .jpg

. .js

.+ .png

. .Svg

o txt

o .xml

Z +7 Web # - + T Citrix Workspace 7 7V 0 &0 > O—R/T7v I L—RBEHICE>TUVWBIHA.
StoreFront TIZXRD 7 7 A IWERFHHETT !

+ .dmg
. .exe

HTML5 @7 Citrix Workspace 7 7 U B E#ICH > TV 3B A, StoreFront TIRRD 7 7 1 ILIRRFHHBET
ER

» .eot

o ttf

« .woff
« .wasm
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£
BRTqILE2—2FALT. FATN3PAO—EZzHEHL. —BICBRVBFEZRELEICTERT, ISORFFa XY
FESRLTIIET W,

« GET
« POST
« HEAD

URL M D3k ASCII X7

ZbT7EE Web #+ +RICASCI XFDOH%FEAT 5154, StoreFront URL ICid ASCII XFHEEhF A, B
KT Z—Z2FERAL T, EEASCI XFZRILEICTEFT, ISORFFa2 XY FEBRLTIEIL,

MIME %1~

UTD7 71 IVERFICHETS 0S >zl MIME 24 FZBIRRTES£9:

. .exe
o dll
« .com
« .bat
« .csh

HSDRFaXY bZBRLTIETEL,

X-Powered-By v 4 —%HlpRd 3

F7AILETIE IS 1E. BASP . NETZ&TX-Powered-By~nw 4 —%3BIM9$ % T. ASPNET 2R L T
WBZEELAR—bLET, CONVA—ZHIBRTEILSICIUS ZBRTEE T, ISOHAREZLAYAZ—ICEAT SR
FaXyhEBRLTETW,

NS N—2 3> % {ERT 3 Server A4 —%HIRd 3

FI7A4IL T LISIEServerny A —%#BMT3 T IISN=—arELR—RLET, COANY A —EHIBR
FTBESICINSZBHETEET, ISOERTAILFZ—ICEATEZIRFaXYFESBLTLEIV,
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StoreFront Web 1 25D /N—F 1> a VICBHTS

StoreFront ® Web 41 h 2 XF LT 7AILEIERIDN—F 4> a > THRAMTEE T, IISKHT. StoreFront
BEBEZERT BF1IC. BYIR/N—FT« > 3> T Default Web Site 2813 3h. BlOY 1 FEERT IHNE
hHD £,

IS DaE

StoreFront IC& > TA VX b—ILELMERTINS ISHEEED—BICOWVWTIE. T XTLEH] #BRL TS
W oD 1IS AEZ HIBRTE £ 95

StoreFront [ ISAPI 7 14 JLZ2—%2EHEFER L FHAD . COHEeld ASP.NET ICHEBERT-H. 7V1VXE—=ILT
TEtEA
NYRS—DIvEYYT

StoreFront ICIFRDNY R S—DIRvEVITHRETT, fIONYRZ—DIYVvEVTIFHIBRTEET,

« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

HSONYRZ—ICETERFa XY F2BRLTIET L,

ISAPI 7 1 )L 5% —

StoreFront (X ISAPI 74 L2 —Z B LEEA. IRTDISAPI 74 L Z—ZHIBRTET XTI, IS D ISAPI 7«
INE—ICBT2RFaXY FZBRLTIETL,

NET sBSEDFA

T7 I ETIE NS H—/N—@ T.INET BEEDHA ) & [TARTOI—H—%FA] ICRESATVWET, 774
kTix. StoreFront "ERT 3 Web 4 I ZDOERZHEAL X3,

H—N—LANJLTNET ZEDRAEHIEF - IZEE I 31551, StoreFront iMER T 2% Web 1 ~D3iRE% L&
FLT TIRTOI—H— OFFRAEEML. ZOMORAEZHRT ZHBENHD £7,

Retail €E— R

Retail E— RZBMICTEZIZENTEE T, IIS FFaxXY FEBBLTIRIL,
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TIVIr—=3>r=)

StoreFront (XD T7 TV r—>a > T—ILEERL 9!

« Citrix #8588 API

« Citrix Delivery Services sB3E

« Citrix Delivery Services UV —2
« & & U Citrix Receiver for Web

ENSTFVT—2avhMERIEZT7 TV —2a>F—IIeE&7—ILOID BEELEVWTLETWV, EHOY 1+
ZEALTWVWBIES. SV MMERMOT TV —2 3> F—IILEZERATELSICEBRTE B TEEEA

DHAIIRETIE. 7TV —23> =IO T7ARILEZALTU MEREXEYDFHIRERETIT £9, MCitrix
Receiver forWeby 77U —>a>F—iIntudaollahs e, Web JSoH—ZRcAJ/r> L TWE1—

HF—=HOJ 7T REIN3D. TTAI LTI FlERIBRICINZZ7-HICERFRI2EICUTII7ILEN3E L5
ICREINTVWET, UTTVIIREDVWT A ZEE TR, I—HF—IEZDOHDRDRR-ICOI A 7 INSAEE
HhHBDET,

WBBRTE

o ISFRARERFEELAHEWVTLIZE W, StoreFront IZ:3:E2 EE L. StoreFront 4« D7 LI MU ZE
Y7 ERAEeR E TR L £ 7,

« SSL #%Ed StoreFront 41 kT [Client certificates: Require] %3%R L AL TL 723 L\, StoreFront
DA YZAL=)LTIE. CDOHRET StoreFront 41 FOBENHR—CZEBRLE T,

« StoreFront Tld. Ty aYRES LU Zzotmo#selc Cookie "UETY, HEDT AL I FUT
i&. [Session State]. [Cookie Settings]. [Mode] % [Use Cookies] ICRRETIHELHD £,

« StoreFront Tid. [.NETEfELNJL] % [Full Trust] ICSRETEHEHHOD £, NETEELANILEM
DEICRELANWTLZT

Services

StoreFront #1>X +b—JLF B . &D Windows 4 —EXDMER S £ ¢!

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
o Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

hoD7ho > ki Network ServicerLTOd 4> LEd, COBRIFEBELAHEVWTLLRET L,
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XenApp 6.5 (C StoreFront Kerberos #l#{4 S ZE = #m 9 3 £. & 5IC Citrix StoreFront Protocol Tran-
sition —E X (NT SERVICE\CitrixStoreFrontProtocolTransition) RN Ed, DY —E XIFNT
AUTHORITY\SYSTEM: LTEFEINEzT, COBRITIEELAVWTL TV

- —1ERDEIDHT

IA—H—¥ERDOEDYTET IAILEHSEET B L. StoreFront TRIENRE T I AREERH D £, FISRD
HEERLET:

+ MicrosoftlIS i&. StoreFront h*r ¥ X b—JLINBZ e BMELEINET, Microsoft ISIC& D, AHAHY
JW—=TINS_IUSRS iIciEN\NwF2aJe LTOIF> 2004 VHER. BLURARICT Z17 > b athiE
TRHENMTSSINE T, Zhid Microsoft ISHA YA r—ILShBZ L EOBBEBETT, Ch5DI1—Y
—EFIEEBELAVWTLREET W, #L<IE Microsoft D R¥a Xy bESRBLTIETV

o StoreFront 1A b—=LEchd . 7V 5= a>F—ILHMER SN ISIC&>TH—EXR LTOY
T, TORXDXEV I +—F2DEM. EFa2 VT BEOERM. $LU07OELILRILF—I>DEFR
ADI—HF—IERIMIESINET,

s BHZERELRBEETZICR. BEER I 7MILETA LI NI ZERTZERZRF >TLBZHRENHD &
ERS

o H—N—FH—N—FIIL—FICBIMIE3IiE. Administrators ZIL—FICT7 7L T Lo MU DETT.
XYy b= BTOAVE2—F2—ADT771X BLUVEECEFa2V T O OEEOERIHBETT,

e A—H—HIA1-—HF—RFrNX7T—RFRE (BEFIF Gateway &H) ZFHLTOT A>T 3IC1d
StoreFront £t Delivery Controller BB T/NR T — REGHET 2 &S IR L TLAWRED. TOD—HLo
OJF>%#HAIT 3] EREF > TVLWIRELRBHD £,

CNIREENE—ETRABV S, TN —HF—DOT7 7t ERNMBEICHRBIZEDH D £7,

TIN—=TF XU N=2y TOWEEK

StoreFront t—N\—JIL—T%# BT 2. ROY—EXDBBEEBEELF 1 UTcJIL—TICBMINET:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
o Citrix Cluster Join (NT SERVICE\CitrixClusterService), COH—EXIETIL—FICBT B H—/N—T
DHRREN. SMLERICOAHRITEINET,

StoreFront A’IEL < BfEL TRDIBIEZITSICIE. TNEDTIN—TAVN=2y THRETY

o EEFAEDMER. TV RR— b 1 VR— b HIFR. BEVERAEANDT V€ XIERDERE

« Windows LY Z b OFRAID ELUVEIAHL

+ Global Assembly Cache (GAC) T Microsoft .NET Framework 7t > 7' Bl & TR
« 77L& — **Program Files\Citrix\**<StoreFrontLocation> "D 7 7t R
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c IS7TFUT=ILIDBLUIISWeb 77V r—> 3 >0iBiN. 8. Hikg

e O—ANtEFaUTaIIL—FELVT7A 7T +—ILIL—ILDEIM. TE. HIf

« Windows #—E X« PowerShell 23w 7 > DiEiE & TR

+ Microsoft Windows Communication Framework (WCF) T RKa > bD%EF

LERRIED—E L. StoreFront DEH 7OV S LATTFERKTEINZ e HD T,

StoreFrontz/ > XA =)L F3c. UTOEFa2UTsJI—THERINET:

« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

+ CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSReplicators

« CitrixPNRSUsers

« CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers

« CitrixSubscriptionsStoreServiceUsers
« CitrixSubscriptionsSyncUsers

StoreFront id. TNS5DEFXF 2 VT IIN—TDAN—2y TEFEIFLET, XV /N—2w Fid StoreFront R
TOT7IEREHEOI-DICFERIN. Z71IUP T +IE—4HED Windows )Y —RICIFBERAINEFRA. CDY
W—=TAN=2y FIFBEELBEWVWTLEIL,

NTLM

StoreFront iz —NN—FI—TRHOH—N—RDBEIC NTLM ZER L £.NTLM Z#&E%4hiZ 9 % £ . StoreFront
lgH—N—JIL—7HRD StoreFront 4 —N—RBITTF—2=REATEI R AD £,

NTLMV2 & ZEFEHEL. NTLMV]1 23EET3L5ICH—N—%#BRTETF T, Microsoft DRF a2 XY FZ2ERBL
TLIETL,

StoreFront CTOifEEE
H#— /)\—EIPAZE

StoreFront Tl&. I>Ea—42—m#Bl e Transport Layer Security (TLS) @EDRED & ICH —/N—3HEPA
EFEALET. ICAT7MILOERBKEZEMICT 315513, StoreFront THFAEZFERLTICATZ 7ML ZT
CHINERTBELHTEET,

HELLIE TZY Ra—tH—k StoreFront DEfEl LU NCAT71IILDER] ZBRLTLLEIL,
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StoreFront & ) —X

b—2 VEBDIAE

T —ERERARTOENENIC, b—0 BEBOOOIAENNETY, BT —EXEXEIIXNTEERT
3r. StoreFront IC& D BCERIHAENER INE T, StoreFront Ic& D ER TN ZECERAEZIZHD
BERTHERLAEVWTLET L,

Citrix Delivery Services D:iFEFE

StoreFront I&. 71 2% L® Windows sEBFZE X k7 (Citrix Delivery Services) 2. W< DH DIEBAE % (R
L TW& 9, Citrix Configuration Replication #— & X, Citrix Credential Wallet # — £ . & & ¥ Citrix
Subscriptions Store f —EXid. ThoDAEZFERAL 9, ¥ 7 X2—HR0DE StoreFront #1—/1\—i%. Th
SOHAEDIE—%2F o> TVWET, CNH5DH—EREEFa7ABEICTLS ZERAEY. CN5DMEBEEIFTLS
H—N—3EBAE L LTHERAINEREA. CNS5DHEAZIE. StoreFront X b7 O 1ERES & 7 id StoreFront o1 >
2 b—LEICER SN E T, O WindowssEBAZX F 7DV TFUVIREBELHEWVWTL T L,

O— FERGRE

StoreFront (&, <InstallDirectory>\Scripts ® 7 # L4 —I2%#® PowerShell X7 U 7+ (psl) Z2&#H £,
T 7 2L bo StoreFront 1 X b —JLTiE. TNSDR VU P MIERATNEREA. CNSDR VU FRIED
HKTRIBEDOZ RV OBRFIEBNERUINES, XVUTMIBZINTWVWS 78, StoreFront T PowerShell
RITRV O —FHR—TEEZLSICHRD FT, AlSigned R > —%H&H L £T (PowerShell 71U 7 +d
RITHHIF 5378, Restricted K1) > —FHR— TN TLEEA). StoreFront i& PowerShell £f7R1)
P—EBBELFEA.

StoreFront TIFEBTIZRITTA M FICO— FEZHMBAZR VI —ILIhFE AP Windows TI—RE
ZifBAEX BFMICBINT 3 A TEE T, ik PowerShell 71U 7 ~A Always run #+ 72 3 > TR1T
INBCT. OEEICAEDEYT, (Neverrun # 7> 3 V% BR3¢ EHEINTULWAWVIIBEX b 7IZEREED
Bl . StoreFront PowerShell 27U 7 M3RITEINELA)e A— RERTERENEEINLRKTITI LTI
BiMdhz . Windows IZEMEAREREL R < ARD £9, StoreFront 2RI BET LS. EETI3RTT
ARTH5 ZOEAEZHIBRTET £,

TLS N\—> 3>

StoreFront i%. Delivery Controller & & tf Cloud Connector & ®i@{5ic TLS 1.2 LIpEEFERAL £ 9,

Windows Server 2022 LIETIE. 751072 MEHICHLTTLS1.0 8LV 1.1 ZEMICT B L SIC IS #HER T
IFEJ, FLIFE THTTPS 2k 3 StoreFront otz 2 71 {F:E] #BBL TV,
TIN—FR)>—FlF Windows LY X MJREEFERLT. Y —N—C 0307 OEATTLS1.0 LT
lL1Z\EWCTRENTEIET, Microsoft DRF a2 XY FEBEBLTLEIL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 69


https://learn.microsoft.com/ja-jp/windows-server/security/tls/tls-registry-settings
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StoreFront 021 T BRICK D 0E

StoreFront tFAL Web KXY (RXAYBEAR—bF) ICWeb 7FUsr—>a>z2RBHEATZL. Ch5o Web
TV —2 3> OMEE%ICK D StoreFront BRIREBELEOEF 2V T MET T3 0EMD B D £, EF¥al
FTABEREDBELTEX 2T 28T ED. Web 77U —> 3> e 843 Web R X1 >iC StoreFront %
BRIzl Ed,

ICA7 71 ILDEZ

StoreFront IZi&. H—N—EOREDHMBEERFEALTICA 7 7ML ETIENERTEZ A SoarhHn. o
WaEZ 7 R— b 935/N—23 >0 Citrix Workspace 77U Tld. 771 ILORITEEBETI3HESHERIET
T£7, SHA-1» SHA-256 %, StoreFront 4 —N—DARL —F 1 VI XTFLTHR—bINBZEDNY Y
AF7ILTdVRXLTH ICAT 7ML EBRTEIET, FLLX TICAT71ILEZDOEMNI 2BRBLTIETL,

A—H—ICLBNRAT—FDEE

Active Directory R X1 > 0&E®REREFEB LT Web 7505 —EHRTOIF > 31—H -1 BEICEHLC TN
RTV—RELEFETCEISZELSICRETDIECHNTEET, /2L, TV —ERZFERITZIRANTICFTIEZATE
B3IRTOIA—H—IC. BEICHRSRSTEFaU T BENRBEINDI ZICADEd, ABotFxalraRI>
—IC&D. A—Y—NRRT—REBREFNIERDAHICHRINIBETIE. HAXY FT—J0MINSENS
DARTIZTIERTEIHEVWI L ZBR LTIV, R —EXZERLIZCETDOT T 4L FOERTIE. VR
T—RAEMLTH, AP —FNRT—RZEETTFEHA 2L IE I —HDHNAT—RZEETETSL5
129531 2BRLTLEETL,

AREIAX

txal)FoBknid. BOPEBLTOVAVWY—N—A5IYTFIOVELIIRIU T E2O0-RTEZHRETA
FTHOBVTLEIV, AVTFUVERIBRIUTME. HREIAX%ETS Web 1 F DA REZLT A ILE—
ICaE—LTLET W, StoreFront B HTTPS B4 AICEE SN TWVWBIES. AXZLIVTYYRARZLRY
DZrADI)YIHITRTHTTPS ZERALTWVWA ZEFRR LTI L,

tFxalranvd—

Web 7594 —TX b7 Web 1 hERRT 3 . StoreFront id Web 754 —ICkIRZER T3 R0t Xa
D7 BEAYA—%ERLET,
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Ny S —F

f&

G

content-security-
policy

X-Content-Type-
Options

X-Frame-Options

X-XSS-Protection

frame-ancestors 'none

nosniff

deny

1; mode=block

ChUSED. oo bA
StoreFrontWeb - 2T L — L
RICEDAL e TIHRAD,
VoI vy R IRENERE
nEY, I5I1C0 HTML R—=2ZIE
XSSHBEZBEHTBHDICRT VT
bV —XZHIRTBcontent-
security-policyz&
TmetagIMEaFhTVET,
Zhickb. MIME 217D =y
T4 EBENET,

CHUSED. oY kA
StoreFrontWeb 41 b= 7L — L
RICEDAL e TIHRLAD,
Uy F U TREN S
N9, CTOHEEIF. content-
security-policyit&k > THE
lkxnframe-ancestors '
none ' IZ& 0D £ LA
content-security-
policy&HR—kLTULWALW—E
OHWI ST —TRBHEINET
XSS (vORYA ROV TT1 Y
V) WBZERTBoHIC—EHDT
SUHF—THERAINET

Cookies

StoreFront 13##® Cookie #EFAL £9, Web 4 FrDEEICFERAINS Cookie D—ZIIXDEHDTY:

Cookie

A

ASP.NET_SessionId

Rz SO I -0ty a Y EBHLET,
HttpOnlyh&REINTWVWET,
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Cookie LHER

CtxsAuthId Ty aVEEREEFH < HIZ. StoreFront i3T5
IZ. 2@ Cookie Z2FR L TA—H—HREInTWVS
hESHhEBHLET, HttpOnlyABEINATUE
ED

CsrfToken BEDCookie Moy HZ—AD =TV INZ—IT&
BU0XBAMIIVIRAM 7= ) ZBRSTDICHE
Bah#xd, —/N—ik Cookie i h—o>%BELF
To V517> i Cookie s h—o > EFHHED.
ZOR—02 VT IXFHNEITEDEDERDAY
A—IZBHFF, Zd Cookield. /517D
JavaScript B'5HEB N TEB L SIS,
HEttpOnlyARESINTVWAW EHBETY,

CtxsDeviceld TNARZHRILET, HttpOnlyHRESINATULE
ED

StoreFront . Z—H'—DREZIBIT 37-0HICfthd % < D Cookie #:_E L £, Cookie dS5E5DWL DhiE
JavaScript IC& > THAMSNZMENH B 76, HttpOnlyZREL £ A. Th 5D Cookie IZid. FBEEIC
ET3EmCZOMOBHBFRIISENEE A

X2 T ICET S5

A

COBRISFEHLLEEINZIeHHDET,
WBHE EDBRENS. StoreFront Dt F a2 T XXy U ERITIDIEEZHHOLET, LROREA T avE
FRTZZET. EXxa) T4 AX v VOBRHERD—EHEZLR—EHSRINTZENTEET,

TFXaUTFo XFvF—r StoreFront DEICS — b ADHBNEL TV IR HE BHERDH S H DIk StoreFront
BATRAGLK TS — Iz MICEAETIRETHITREIHDET, EFaV T AF Vv VOLER—FTIFBEECN
SOERBREBINEFLA (e xiE. TLSHER). 0O, EFaUT1 XAFx v U LR— FOREKHIRHRAICKD
EEHIELIBENDHDET,

AXA=)T7RLRICLBTHY Y MR

August 27,2024
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A=)LTRLRICLBZTHI Y rMEHEEMICT S L. T/31 R Citrix Workspace 77U #3381 > XA b—JLL
fea—H—1 A7 URLEZHS B THEIDA =T RLREANATEZETTAYY F2EENICEY b7
yITEET,

Citrix Workspace 7 7\ O#IEIEMEIC. 2—H—DX—ILT7RLZXFLRFIIA ST URLZANATZDDH A
TATRY IZABEEET, I—F—DMRA—=ILTRLXEANADT B L. Citrix Workspace 7 7 IZIEEDIFFAT X
—ILEXA > ZzEEL. StoreFront H—N—Z8REL £T, K. RRTNTWVWBITARTOR T7EI—H—HHE
IRTEDLSIC—BICFLHET,

Global App Config Service ZER L TX—LI&HEERITZ 2 HBDOL£T, £7ld. DNSSVRLI—KZ
T EDNS ZAU T ROWVWThHZFERL TA—JLBEZBR TSI ET,

Global App Config Service

Glboal App Cofig Service R L TX—JLIEHEER T DICIE. TX—LT7 RLRICEBEEEEY F Ty Td
%1 ZBRLTLLET W,

DNSSVR L O—F

Global App Config Service @t 0 iZ. DNS SVR L O— k% {#ER L T. Citrix Workspace 7 71U H X —JL K X
A L TED StoreFront 4 —N\—%=FERT3HEEBRTET £,

BEVDX—ILREXAL>YDDNS H—N—iZ. XOTONT%2ED>SRV L I—RZEBIMLET,

ZONT+ 1

H—EX _citrixreceiver

Proto TCP

=Ty bk Citrix Gateway 7 725147 (A—AILELVUE

—boa—H—HR—-rT3I58) FiF
StoreFront —/N\— (O—AIL2A—H—DHZEHR—
b 3HBE) . servername.domain:port FXRX T
TR R X1 VB AR— b,

AEE DNS 7 —/N— 2588 DNS f —N—OEADRIRICE EFN TV B HEIE. StoreFront —/N\—d FQDN %315
E¥ 3 SRV L O— R%EREE DNS —/N—iZiBfIL. Citrix Gateway @ FQDN %Z3EE 3 55D SRV L I— R &4
EBH—N—ICBIMTEZCHTIET, COBERICED. UE—bI—H—IZi& Citrix Gateway DE&IFRH IZH
TN, O—AHJILI—H—ICIF StoreFront DIEGIBHRMRBHINE T,
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DNS DiscoverReceiver L 1— R

HDFHEANDT =Ly 7L LT X—JLE X > E®D StoreFront —/X—discoverReceiverAm DNS
IAVTREERTIET, L ZE. X—JILR X1 >hexample.comDiFd. discoverReceiver.
example.comz W3 DNSTAUT7REZERLET. FEEIN R XA VIZSRV L O—RHARDOHSHWVBEA.
Citrix Workspace 7 7 J & TdiscoverReceivery ¥ W3 ZHiDY > > &% L T StoreFront r—/N—%&H L
£7

COXNDZXL%ZEART D5 AL StoreFront 4 —/N\—@ HTTPS sEBREICH Tz 7 FD R E L
TdiscoverReceiverhHE&EnNTVWB I E#BRBLTLIETL,

# L LWERRIRIEOERN

August 27, 2024

1. StoreFront ®-r > X k—JL1&IC Citrix StoreFront 812>V — LA TV A WIES. Windows @
[X4#— ] B&ET Citrix StoreFront Z3#RL £ 7

= Citrix StoreFront =g
File  Action  View Help
%@\
& Citrix StareFrant Actions
Citrix StoreFront -
Wiews »
[cil Refresh
Welcome to StoreFront B Hep

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Setup a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

2. Citrix StoreFront 812>V —ILOERR1 VT, [HLVEBBEOER] 27V v I LET,
3. RO IS HA A HBHEIE. ST o ROY FETIUDSERATEI YA FERIRLET,

4, B—o StoreFront —N—%FERT3EEI1F. ¥ —"N—URL®D [R—X URL] ZAALFT, O— KNS
D —DERICEED StoreFront —N\—% BRI 3E& L. B98O URL%Z [R—X URL] £ LTA
FALET,

BESEIRBEZLY 7Yy LTV ARWMESIE. T—N—D URLZANLEY., BEIRIEOAN—X URL (ZW
DTHEETETET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 74



StoreFront & ) —X

Create New Deployment

StoreFront Enter a Base URL
Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.
Base URL
Getting Started Base URL: | https://storefront.example.com/

Store Name

Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

5. &N 200w o L. TR 7 DER1 OFHBICE> TRVIDRA M7 ZHBHELE9,
6. IRTOBEFIENTT LIS, fER] 20Uy o LTRBRIRE X M7 ZERLE T,

7. StoreFront ix. ERL7E=X T OBMEEXRRLET, [T] 20V vILET,

PowerShell SDK #EARA L TH LV ERREZER T 3

PowerShell SDK% R L TERBRIEZERT 5ICId. A< FLw FAdd-STFDeployment#MUH L £,

BROIVEZ—2y b1 TxX—=2a> H—EX (IIS) Web H

StoreFront Tix. Windows #—N\—CCICE4HZ ISWeb 41 FTEAZ XN T7EEETIE Y, ChickoTh
AT TEICENENRRA MR EFBEDONA Y RZRFOENTEET,

BE#D Web 4 b ZERRT 31C1E. Microsoft ISORFa XY FEBBLTLLETL,

BEIVY—IILEFERL TERD StoreFront BRIRIEZER T3 Z I3 TE £t A, PowerShell SDK B¢
BURERHDET, ez, 77U —2a>yAeT X by 7AD 2 20 IS Web 4+ FEBEZEERT BIC13.
KOO RZzERALET:

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"
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Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"

BROY T FEEMICT B . StoreFront IFBEOYY —IILEEMICL. StoreFront #8—4+ FE—RICRT
Crl3TEI R AED T, StoreFront SDK #EHELTH 1 FZ2#EEL. FATYRICSTteIDEEHZIBENLD
hxEd,

BEEDY—N—TIL—FADE

December 8, 2023
JIL—FICiBIMY 3 —/N—|C StoreFront 1 > X b—=JL$3HIIC. RO #HERBL T IV

o JI—FITEBMT2H—N—DARL—FT 4 VI RATLON=30ELUO7—ILRED. JIL—TAD
EFLOH—N—CELTHB e ZMBLTLIET W, StoreFront —N\—JIL—TATHARL—TFT 1 27
SRATLDON=T 3O —ILREDNRRZI T —N—ZRETEZI LIEYR—FIhTLEEA.

« BiNg 3% —/N—0 StoreFront @ IIS TOEM /AR iF. JIL—TRDIFH DY —N—LRALTY,

pE

Y—=N=TI—TOH 1 XICBET Z#HREFIEICOWVWTIE. TStoreFront r—/N\N—J)L—7) #8BL TS
\I\O

BN % StoreFront —N\—HH—N—JIL—FICB L TLWTHIBRINBE. AL —N—JIL—TF£RIZER
B —N—JII—TICBEBMINSEIC. BERFOTI7HILEREICUEY b ITI3HRELAHDET, MMT—/N—%H
HWEOT 7 AL EREIC) Y b ZBRBLTLETL,

BE:

H—N=TIN—FIZHLVWH—N—%EBMTIL. TOH—N—0DO—AILEEBEEITIL—FIZVWDOHD
StoreFront 4 —EX7 AU Y FHEMENE T, CHE. T—N—=TJII—FIC&mMLhERZzEMALIED T
BHIC. TNSDT—EXTO—NIIEBEERDUBEICARZDTY, JIL—FRI>—TO—NILEE
BIIN—TADOTATY FOBMARLESATWVWEHE. £REY—N—0O—AIILEEESIL—TOERN
HIRINTWBIHE. StoreFront TH—N—%H—N—JI)IL—FIZBMTET £ Ao

1. :rILWH—/N—_LET Citrix StoreFront BI2O> YV —I)L%=BEZT £ 9, ChEITSICIE. Windows d [R&—
b BEZ7IE [77V] B@ET Citrix StoreFront 21 J)LE 2w o L,

2. Citrix StoreFront B3> Y —ILDERRT VT, [BEOY—N=JIL—FAD5MN] 20U v I L£T,

3. BN 3 StoreFront BEAIEIE O —/N—IcOF 74> L. Citrix StoreFront 812>V —/LZ@E£d, O
DYV=IDERA VT [H—N—=TI—TF] /—R%EBERL T, [&E] R1>T [H—N—0EM 27w
JLET, RATNBZARI—REXAELTHEZTET,
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4. FILWH—N—ICRD. [B—N—TL=TADEM] 17O Ry IO [ERY—N—] Ry IR, BE
FOY—N—DBFIZEELET, TOY—N—HDSBELILARI—-RFZAALT (BN 2oV vyoLZE

ER

Y—N—ZBEEFEOTI—FICEBMTEE. TOT—N—DOEENIIL—TOERFEOT —N—DOHERE—HT S
LSICEFHINFE T, Flew JIL—TROBEDPDOIRTOHF—N—E FiLLWF—N—DsFEBEHRTEH N

9,
Join Server Group
To authonize this server, first connect to a server in the group and choose "Add
Server™. Enter the provided authorization information here.
Authorizing server: | 2012R2-A
Authorization code:
S
Join Cancel

Add Server

o "2012R2-B" added to Server Group

Details

Servers
2012R2-B

Status

Completed

B —N—BHIREZBEI354. EARICEROY —N—LTH—N—JI—TOBEEZTELHEWVTLLIETU,
EBRERDIEH, DY —/N—_ET Citrix StoreFront B>V —IILERABICEITLTVWAVWZ E ZREBLTLEI L,
Fro. RERBAT—EBLIEERZRE OO, BROEERNETZJIL—TADIEFLI DT —N—IIRBREIEIZIHBREHLDH

D&Y,

StoreFront o7 v ~>4J L —FR

August 27,2024

Ty FTL—RT 3L, StoreFront Bl HRESIN. I—HF—DERICADNREDE £ £9, —7. StoreFront
DT oAV A =)Lk, StoreFront & UVEEY —E X, 1 b, BKICAD (REZY R7OYH—N—DIFA).

EEEMZHIBRL £5,

YR—bENBZT7YvTIL—FRNR

LUFHh 5 StoreFront 2407 ic7 v UL —R T 9

« StoreFront 2402
o StoreFront 2311
o StoreFront 2308

« StoreFront 2203 LTSR (\Wg'hihd CU)
o StoreFront 1912 LTSR (#1#AY U —X Ffigwdnhr o CU)
o StoreFront 3.12 LTSR CU9
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312CUQ & D FIODN—=2 357y FIL—FF3ICIE. £7 StoreFront3.12CUS ICT7 v FIL— R T34
ENBOET,

R -
= .

i

VL2 YUFION=2a3 6Ty I L—RT28 BRRADTRI by TT7 75472 X1 MMIEEIICH]
BranEd, KhbiZ. Citrix TIER X1 >FRBMD 21— —XTlE FCitrix Workspace 7 71) Desktop
Lock) RT3 cxz&8MOLET,

» StoreFront Tld. BBORRN—J 3 VHEET 3BT —N—ORAREN T R— rINBWVH, —
N=TN—=—TARAODITRTODY—N—ZFELN=2aVICTyFIL—RLTHSE. A—H—DHERIREICT Y
TRATEBLDICLTLETL,

s BEY—N—FERRIETIF. ART7YFIL—REHR—rIhEFRA, BY—N—%IEFBICTYSIL—F
TIHIMRENHD X,

« StoreFront @7y 7Y L —RZRITT3HIIC. Ty FIL—REIFTvIERTLES, Ty FIL—FEi
FzwIDhKRBLISGE., Ty 7 L—RIERBREINT. I5—ICET@HAMNKRTINE T, StoreFront
DIVRAL—VIFEESNEEA. TZ7—DFREEZEBELTHNS. 7Y FIL—RIZRD T,

» StoreFront 7w 7J L — RBEEHEDNKKT B &, BEED StoreFront @1 > X b — L THIHAEE AR DN S
RIREMNH D £F, StoreFront D1 > X b—ILZHEET 2 REICEITL THS. Py TIL—RZHEERT
LTL IV, StoreFront #i%EET 2 RBEICEITT BICIE. ROAZEERT LTI LN

- Py FIL—REICER LIRETYS YR Fy Foay hE8TT 3.

- 7y I L—REICI YV AR— bk L1 StoreFront #pk %=1 > R— 9% (TStoreFront il T o X
R—beAaYR—1r1 288).

- IStoreFront 7w 75 L —ROMBICET 2 SN a—FTa >0 O ITNSa—FTa20h
EERITI %

« Citrix Virtual Apps and Desktops Metainstaller T StoreFront 07 v 75 L — RHKB L FBE. 4
TOJTHRESNEETZTS—OJANDOU Y IDREHINET,

Ty TIL— ROEE

TwTIL—REBIBETBEIC. Ty T L—RFORBZEHSIEOHICRDFIEORTZEBHLETY !

o 7Y TIL—FREICNY I Ty TESEBLED,
e HIR—KINTLBN=a3 0BTy TIL—RLTWBZEZRBEBLTLIETU,
o StoreFront 1 > X k—5—% Citrix Web 4 k547 >O0—-RLE T,
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g—o StoreFront t—\—7 v 7SI L—FR

1. REYS VAT T2 a3y bERLTY—N—ONv I Ty T2 ERL £,

2. BEFo StoreFront #liz TV AR —FLET, H—N—JIL—FIZERDH—N—"HZHF5F. 1 20
—N=D5DHT—N—TIN—TEEEIIRR—LET, T—N—RTIRTOEEZRELTWVBR L
ZHIRE L TWABTeD, HT—N—FIN—THOIRTOY—N—IFFA—IE—DBERZHIFLE T, DNy
TN ED HILWH—N=JI -T2 BRICEBETT 57D, BEIEELLBETOLERZHEICE
TTCEEY, CONYITYTIE TIZAR—bTEBUEN=23 0 2RITLTVBRT—N—ICOHETTS
9,

3. default.ica* usernamepassword.tfrm & .C: \inetpub\wwwroot\Citrix\<StoreName
>\App_Datad 77 ILE2ZEELBEIF. ANTTEIINYIT v TEERLET, 7vFIL—R#E
FENSZB/TLT. EEABZTICRICEDTEET,

4, O—RNFH =I5B —N—ZHFT2D. ERZTOYITEILICED. A—HF—PEHTIHVELDS
ICLFET,

5. U—N—zHEH LFT:

6. StoreFront B>V —JL. AX>Y RS>, PowerShell 71> RukY. StoreFront 7 7r/Lx0Ow
VEBAEMDHBIZINTOT TV Tr—2ayhEFTENTVAVCEZRERLTLIEETW, ThiZ&b. 7
VT IL—RBIZA YR =5 —HFRTOD StoreFront 7 7 1 JLVICHERICT VLA TEZ LSICAD FT,
AVAM=Z—DTF7AINCTIERTIRVEE. TN5DT7MILEBEIRMADZENTIRVED, 7
w U L— RIZKK L TEEE®D StoreFront #AAEIBRINLE T,

7. StoreFront 77 1 IL2&ATWVWS T Lo FUT Windows TV X7O0-5—%av7 > RO 7 +HEIL
TWEWI e ZRAL TRV

8. VANAMNEKT IV r—>a> eI NRTEMCLET,

9. BERN—T3 >0 StoreFront BO1 > X —=ILT7 71 1L ZETLE T,

StoreFront H—N\—J I —TF%=F7v I L —KR T3

StoreFront 4y —N—JIL—TDT7 v FI L — R Tl WFnHhoHF—N—%FERLTHOYT—N—%JIL—ThHh
SHIBRL £, HIBRSNT—N—d. JIL—TICEETBIERERTLTVBR D, HILLWF—N—=JIL—T
ICBMTEIRLABDET, ILWH—N—JI—TZBRITZLHICBFABT3E1IC. £EFI2>R7OV0
StoreFront 4t —/N—¢ LTHMABAT3HIC. HIRINcY—N—2Z2HERFOT 7L FREICULEY bTE3H £
7=i& StoreFront ICB1 Y A =L 2RENH D £7, StoreFront H—N—JIL—TDH—N—DREKT7 v TJ
L—RIEHR—FINATULEEA,

1l R a—IIINEXYTFIRETIVEALRIZ3 /— RO StoreFront —N\N—J)IL— 7% 7 v 7oL
—RLZEY

T a—-ILInd o 210 L. 380 —/1N—A. B. Cic&3 StoreFront 4 —N—JIL—F%=7vFoL
—RLZEFY,
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. BESBURL ZEMICLT. U—N—JIIL—TA Q21— —T7IOEXZ2BHLET, TNICLD. 21—

=BTy I L— R 7O ARICERRRBICESATIRCRD XY,
H—N—AZFEALT. Y—N—Br CEIIL—THSHIBRLET,

B—N—Be CiEk H—N=JI—H5 Mli1 LTVWET,

rg—o StoreFront 4 —N—07 v 7L —R1 OFIRICHE>T. Y—N—AZT7vTFIL—FLET,
H—N—ADERBICTY I L—RINIEEBRL TSI,

H—N—Br CT. BEAIVR =T TW3 StoreFront # 7> > X k—JLL. FILLWN=C3 00
StoreFront #1 > X r—JILLE T,

TYTITL—REN—N—JIN—TEERT DI Ty TITL—RFEhic—N—AICH—/1N—B
ECEBMEEEYT, COY—N—JIL—TF. TyvFIL—rREnikl 8o —N— (A) L2580 LL
AYAb=lEhfeb—N— B C) THERINTLETD,

BEFEOT—N—TIL—TAOSM7TOt AEEFMICTRTOERT -2 TRV TFoa>rsT—42%25HL
WH—N—BE& CICImELE T,

IRTOY=N—DELHELTVWS e ZMIBL T LT,

 BESURLZEBMICLT. 7y FIL—REhich—N—JI—TIA\D21—H—T7 I/ EIRZ2EBMILET,

Bl2: R a—ILEINFO>E21LELT3 /— RO StoreFront 1 —N\—J)IL—TF27vFJL—RLEY

AT a—=ILInN=Ed o210 L LT, 380 —/N1N—A, B. Cick3 StoreFront —N\—JIL—F%T7vTJ
l/_l“\\l./ij—c

Y—N—IN—TZ2T7vTFIL—FTBHIC. UTERITLET:

1.

Export-STFConfiguration # B L T. StoreFront #mMz T/ X RK— L ET, CONYIT v T
H—N—DTOCROBFETIHBHERREIC) LY FINTEBRT—2DBIBRINTLES . BEICH
h*xd,

Export-STFStoreSubscriptions # B L CTH—N—AHWSH TR ) T a>F—2%EIT I XR—K~L
£, CONYITY TR B—N—DT7O0CA0BRF TIHUAERKEIC) LYy bThTHTXIU TS
DT=APEBREINTLES e BEICHED X T, [ ANTOHTRI) T a>7—420EE] 28RBLT
<L,

B—N—=—CzO-—RNZH—DBHKRLT. H—N—CADI—H—TIEXZEMLEFT, CNIZK
D, A—HY—&E7v7IL—RTOLXPICH—N—CICERTIARLADES, O—RNFUH—FH—N
— A BICERZZXELAGITET,

L IN=TD oY —N—CZHRTBICIZ. T—N—AZFERALET,

H—N—Ar B BIEH/EEI—HY—DUY—XANDT7IVERAEZRMBELET, H—N—ClEH—N—-FIL—
TH oML, DHEHERSREIC)EY hShE LT,
Clear-STFDeployment #{FB L T, ML L7cth—N—CEZHREHOT 7 4L FREICUEZY FLET,
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6.

10.

11.
12.

13.

Import-STFConfiguration %A L T. LUEIICH—/N— CICIT o RKR— b+ L7i=Z e h®H 3 StoreFront 18
BEa>R—rLET, TNT. H—N—CIRERUFIOY—N—FI—TRALCEBRICED £T, BHE5DF
EZ4EDIRTMEBIEHD FtHA. BDERDIFH—N—1E820EET—20OIE—THO. JIL—FIZBML
TWBZDMDY —N—IZET—FDMETNE T,

r#—aq StoreFront ¥ —N—07 v FJL— R OFIBEICK>T. ¥—N—-CZ7vTFJ/L—FLET, C
NT. Y—N—CRURIDTF—N—=FI—FBUL#RICHED. HILLWN—2 3 >0 StoreFront iI27y 74
L—RFREINhEd,

EHCH —N—CIEIVRR— b LI TRV T ay7—a%21VR—bLET. BOSZOFIEZHED
BIBBREHD FHA. BERDOIEH—N—1850H TR0V T a>7F—20aE—-THH. JIL—TIC
BMLTVWBEDMOY—N—IZET—aNMmEINE T,

H—N—BZEALT. FIE3. 4. 5. TZ#BEDRLFT (FIE6 IFEDRIBVWTLLIEETW), O/ 21—
HF—FH—N—ADVY—RIDOHTIELRXTEET, EDHIDFIEIF. StoreFront —N—-FIIL—7F
DEFAIPRMIBZEFRINS. EEOLBVHREICRITIZ L zHE8D L ET,
BEOY—N—=JIL—TA0&M7atXzFEALT. Y —N—BZH—N—J)I—FCIIBMIE£T, =
nic& b, StoreFront DIREDN— 3 > THE—H—/N— (H—/N—A) %, StoreFront oL WVW/N— 3
PTHLW2 /=R —N=TN—TF (B—N—B&LVC) ZRBEATZTF,

HT—N—Be CZzEFIRT—ERIZEBMILT. H—N—ADS5|SHRCIENTETELSICLET,
P—N—AZO-FENZFOH—DSHRLT. I—H—DHMLLL Ty FIL— RN —N—-B&HLUC
ICEGINDELSICLET,

F—N—AZFERLTFIES, 7. 10, 11 Z&DRLFT (FIE6 IFEDRIBVTLEIW), —N—F
W=D 7yvFIL—R7OEIDETTRE. H—N—A B. CiZld. TDIIL—TRILCERS LUV T
2T arT—2hBEINET,

E:

H—N—APE—T I IAgR Y —N—THIEWVERERIC. YT RXIU T arhkbn3algElEssH b
9 (FlE9), ChICE2T. 7Y FIL—REDH LW —N—FJIL—FIIEFEETZHTTRIV T a>T
—AR=ZPLBHEVWEDICAED, FILWH TR T3y L OA—RIFITARTEROLNBZEREEDHD £,

BIROV T2 ay7—22—F—HO7F 2 L TVY —RZEHTEIBLSICTIEDICFRARBRERT
IEBWes. CNICKDEENDERIZHD FHA. L. T—N— ARTHEFERORTEIC) Y T h,
MLy TIL—REINTTIN—TIZBMLIET,. I—HY—EVY—XZBEY IRV 14T IT3HEHN
HDET, 4224 L7 LT StoreFront EB@IRIEEZ 1T TPV 7L —RFF3L. ZHTIIEVDHOD
D. WSDOWDOYTRo) T a>yLd—RAkbn3aEENHD £7,

Ty T L—RRRBLIGE

1. C:\Windows\Temp\StoreFront T&#H® CitrixMsi*.log #FE. FISPT S —HHEVWHERBLET,

Thumbs.db Access ® il 5h: EER & C:\inetpub\wwwroot\citrix 8 KV ZEDH T T« LI FURD
thumbs.db 7 7 1L T, BEINFTRTD thumbs.db 7 71 ILZHIBEL £7,
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Cannot get exclusive file access \in use Ofl5h: FEFERIBERFT Y I ay NNy I Ty TaTE
TR —N—=FBEHL. TRTD StoreFront t—EXEZFHTELELE T,

Service cannot be started O fIsh: FIBEFEERIBERF v I ay NNV IT v IR ETIZD (U5
147> 7O7 71 TIE%ERL<) NET framework45 07/ N—2 3> %21V XA —ILLET,

2. CitrixMsi*.log ICBISh TS —DHWEE. H—N—0D [ARXYrEa—T7-] > [FUNU—H—EZX] TL
ROFIIS— Ay E—IDNEENBZ IS —DBVHERLET. WHETBTRNARZRITLES,

3. ARV REa—T—ICHHIT S —DHWEE. Admin O @ C:\ProgramfFiles\Citrix\Receiver Store-
Front\logs TEEDHIILI S — X v —IHEENZ TS —DEVWHERLET, THHETEI7RNARER
TLEY.

O 770ILICDWTELL IR, T4V h—LO71 #8BLTLEIL,

HP—N—ZHEROT 7L FREICUEY b

July 19, 2024

BEICE > TIE StoreFront 1 > X b= LZHWHRA VXA L= J)LREBICVEY FTRIMRERHB D £T, ik
StoreFront 4 —N—%H—N—JI—FICBEEMTZ3RABLICHBETT, FHTT7 VI YA M—ILELUE
AVAL=ITBILFTETETH. BEADILD. FHLAVEEZSISECTAEENHD £7. Kb DIC.
PowerShell ##FR L THERET 7L MUY b TEET,

1. StoreFront B>V —ILABALSNTWE & ZHEBL TET L,
2. PowerShell SDKO< > KL w kClear-STFDeploymentz®R{TL £,
Clear-STFDeployment -Confirm $False
3. OV RAERICTET L. StoreFront BV Y —ILEZRHZE. IRTOREN VLY SN2

BLET. IHLVEBRRROMEN] i3 [BEEOY—N—JIL—TFADOEM] ZuRICTEF T arh
FMATEBLSICHEDET,
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= Citrix StoreFront =@

File Action View Help
Actions
Citrix StoreFront =
»

Y A=
Wiew

& Citrix StoreFrom

0| Refresh

Welcome to StoreFront E Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up 2 deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 2 server to an existing load-balanced group.

StoreFronto7>1> XX =)L

September 19, 2023

StoreFront # 7>+ > X b —JL 9 % X. StoreFront Bi&xmIEh . BHEH —E X X k7. Citrix Receiver for
Web 41 . XenApp Services -1 b® URL. L UBEET ZEEANEIBEINET, I—F—DF7 V-3
DHITROV TS aVT—RFZEATWBRH TRV T3 ORI TH—EXBEIBRINE T, B—H—N—-RIET
B, ChICEDA—HF—DHBTRIV T3> T—2MHIBRINTLEVE T, BT —N—DOERHEREDHREII.
NS5O T—2ERBAREARDIFNOY—N—ETHRIFINE T, .NET Framework oigsex Web t—/x— (lIS)
DO/EY—E X% L, StoreFront 1 Y X b —=Z—IC & DBERICH > fo b BERIE. StoreFront # 7> 1 >V X k—
JILLTHEMICERD £ A

1. O—ALOBBEEREIFOT7HU > hT StoreFront H—/N—icOJ#+ > L9,

2. StoreFront B>V — LAV TWRIEEIFEAL £,

3. PowerShell SDK % f#8 L T StoreFront 0 ERICERIN TV EEEED H % PowerShell by g > %
INRTHLET,

4. [ZB—F] XZa—%2@S. [BE] @E71IY) 28LT [7FV] ICBBILES,

5. [7OJ 5 LeiEE] o+ > RUT. [Citrix StoreFront] ##RL T [FYr1YRA=I] 20Uy ILF
T ChIZED. H—N—D5FRTO StoreFront A K-> FHHIBRINE T,

6. [Citrix StoreFront 7> 1> X b—)L] 414 700Kv I RT IEFW] 20V w o LET, FVIVA K
—ILHET LS. [OK]l 20Uy o LET,
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F&hT StoreFront ZHIf2 9 31C1E

StoreFront # 7>+ > X k—JL L 7=%. StoreFront »'52
F9:

. Web #—N—0&EIZHIBRL 95

1
2
3.
4. C\Inetpub 7 x LA —%BBRL £7,

StoreFront #B4 VA =)L TEBZELSICHD F LT,

A4V =)LOd

ZICHIBRINICEZRRBY BICI1E. ROFIEZETL

C:\Program Files\Citrix\Receiver StoreFront 7 # JLZ —%HlIBR L £ 9,
C:\Program Files\Citrix\StoreFront Install DT RTDHTF1 LU M) EHERL £9,

OJ770ILICDWVWTEHLLIE. T4 o2 b—LO7 ) #8BLTLIEIL

05L& AT DB

February 22,2024

BROEHICK > T EHORLEEEEZARANHD 9,

&

SREEDHERL

AY— b H—RERE

d—4— %t\:/\x'j I‘D:L.u

RXA Y NRZIL—5RE

SAML B3

717 L—2 3 VY —E RDER

Bt

Citrix Workspace 77U/ L Ca—H—N
StoreFront IZOJ 1 >3 1cHICERTE 2 H5E%H#
HLET,

Xv_hb_}“wquE% bi?o

a—+4'—ht Active Directory 92— —F & /XX T —

REFBALTERIETIBLSICL. NRT—ROEEP
IR — REMEAROENICRETE4+ TS 3 V% ERT
I5ELOIELET,

Windows 7 /31 24 Windows Et&1E#HRE R L T>
DONHA DA TEBZELSICLET,

SAML 2B L TH—RF/X\—F« ID 7ONAF—IFR

AFEEELFT,

VDAANDO VTN A oF DItz TL—>3 >
AT —EREHET B &SI StoreFront ##M 9 %
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SEE DB

February 22,2024

SOREADEE

Z k7 iz, Citrix Workspace 77U BL TR M FICAT A VT3 SICERTE 3BMAZE%E 1 DU EER
TEET,

1. Citrix StoreFront B>V —ILOERCI VT [R+T7] /—RZ&ERL T, 2E] RT>0 [ERIAEHZED
BB ®OUvILET,
2. A—H—|IIHATEITIERAAEERELE T,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

| Method Settings

User name and password m
[[] SAML Authentication —

[+ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

| | Srmart card

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+* Pass-through from Citrix Gateway
Ins.tallmg ar:ld unlns.talllng Fhe EUth[EHtICEtICIF:I metheds and the _
authentication service settings are included in the advanced options.

o R

+ Active Directory 0 1 —H#—BE XXV — ROIEEI—HF —BAEBENICTBICIF [1—H—BLNRT—
Rl Fzv IR IRZFAVICLET, #FLLIE M- —Be/NZRT—FZEE 28R LTLIZT W,

o« SAMLID ZONA A — OFEZBMCTBICIF. [SAMLREE] Fxv IRy I XZFUICLET, ##L<
&, TSAML 5851 28R LTS,

o 2—H—F /N1 XH'5 Active Directory F XA VERIBERD /NI ZIL—TNBELSICT B [FXAUN
RZAN=] ZAIZLET, FL I TRXA YNNI ZIL—5B5E #BBLTIIETL,
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o AX—bHA—PRBEEZBAEMICTBICIE [RAX—FH—FR] ZFICLET, L <IE TRY— R — REREE
ZERLTCETV

o HTTP E&RiEzBMICT BIC1E. [HTTP BAX] =4 >icL 9, 21—H—&REEE. StoreFront —/\—
@ IISWeb H—N—TE7EN %,

+ Citrix Gateway "5 D/XZA X IIL—RiE=BMICT B1CiE. [Citrix Gateway 'S5 D/XX XJL—] EF VI
L*9, Rz Bk L7 Citrix Gateway & T2 —#'—h StoreFront ICIE#:§ 215 &1E. ChEBMIC
LEY, 2L <IE. TCitrix Gateway B 5D/XZZJL—1 ZBEBLTLIZI L,

A+T7D wquH/f%EE?%t Web 77'7# %)I LTRKTIZT 7"223—5& q"hﬁﬁﬁ?%uuu[Eﬁ/f%E%ﬁ*h
F9, Web IS0 —%2NLTOJA VTR EORAFLEEZETETBICIE. [FilAE] 28BLTI IV

PowerShell SDK %/ L TERE 552 BT 5

PowerShell SDK%=#ER L TRIALZ W T B IC1E:

1. Get-STFAuthenticationServiceZ U LT, R 7 EHIEERET LU b)) ORBIEY —E X #EE
ZOREDEBREZRRLET,

2. WA —EXRT, HERBAETONINZEHEISEMICLE T, FRATEA7OMNINLO—EZERETS
ICIZ. Get-STFAuthenticationServiceProtocol#RTL £, 7O EBMICTSICIE. BMCTS
7O+ 3L O—8%38%E L TEnable-STFAuthenticationServiceProtocol#R1TL £¥, 7O ML %EE
MICTBICid. EMICT RO O—E%IEE L TDisable-STFAuthenticationServiceProtocol# 3
TLFET,

3. BMICLARETO NI EZEBALET, LR FS7ORILDORFaXY FESBLTETV

HEFEAT —EXR

HEFNT—ERBEFR IV EFE> TR MTPEIBEEL. ANTRTO VI YA A E2BMICTRRAET—ER%E
HELEY,

1. Citrix StoreFront B> Y —ILOERI>T [R+T] /—REBIRL T BRI VT MT7ERIRL
F9. URE] R1>T [FREEFZEOEE] 20Uy I LET,

2. [#l] FOvTE U AXZa—h5. [HEFREIY—EIRE] 2#RLET,

3. [RBEFIY—EREZFEATS] Fv IRy IRZ2AVICLT [RET] BROY AT IAZa—HN5ER
FTEBIRLETD,

i

;:gﬁgggﬂgﬁj-_tz K%%D/LDE‘U— E X *A% E’Jz} WEdHh b £t Ao 2 OL/(J:U)Z k771 Ji’)f;ﬁiﬁ*néum
AE—E X, HEFZET—ER LTHRDODN, BROEBIFVWINOHEHERMT —EXZFERTZ2IANRTD
AR7ICRHLTERINE T,
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2Y— b H— R

April 17, 2024

A—H—F R+FIETIERTBEEIIC. A¥N—A—FE PIN ZFER L TRIESTNE Y, StoreFront Zz1 > X
F—ILFBBE. XX —rA—RBEEET 7 4L b TEMICHE>TVET, AY— b H— ReB:EiE. Citrix Workspace
77U Web 75 0% -5 KU XenApp Services 1 bH 5 X b 7ICEHRT 31— —ICH L TEMICTEI L

NTEET,

AR—bA—RREAZFEATSH LT, A—HF—0oOJd x>0t X z88BU LD I—HF—IlLB1VT5X b
SOFYADTIERIBEVTEF 2T 2ZRUTEIIENTEEY, HARY FT—IANDTIERIF. AFF
—DAVTSANSIFvZERALGIAER—XD 2 BERDELICE > TRETNE T, MEBEFXF—IF. N\—FD 7
TREINDZ D, AX—FA—FRDIMIRNBZ ZEIEHD FEA, I—H—IF. AX—bH—FE PINZFERALT
TEIELROD-RL—bTNRAZRDSTRI MY FTET IV Tr—2 3 VICT7VERTEBRLSICHRDET,

2% — bk A— K& Citrix Virtual Apps and Desktops TIRIESNZ TR by T 7PV r—S3>0a—4

—&RiE%Z StoreFront BRI TITS 1= HICEATE £9, StoreFront iCXA<x—rh—RTOJF>FT521—H -4
Endpoint Management TIREINZ 7TV —>a VBT IVERATEEY, L. 7517 MEAER:
%fEAT % Endpoint Management Web 77U —> 3 U IZ7 02 R T 3ICI1d. BERTEEZITIHELRDD £
ER

AX— hH—RBEAEEMICT B5%E. StoreFront —/N\—1E L TL3 Microsoft Active Directory kK X >
M ZORXA DV ECEEONAHOGEEERNEEINATVLS RXSYOoVnFhMII——DTHhTY HELT
WBHEBEDNHD EFT, WARDEEEREEATVWSYILF 7+ L X FEBAREN T R—FIhET,

StoreFront D XY — F H— RFEDERIE. I—H—FTNA A 1 VZAL=ILTNTWVEZISAIT Y b BLUT
NAZBRAXAVIZBMLTVRIDESMCE > TERDFT, RXAVIZBMLTWS T /N1 Rl StoreFront
H—N—%EATWLS Active Directory 7+ L X FHD R XA VIZBLTWETNA RZERKL T,

FCItrix IREBOHDRAY— FH— R OERHI TiE. CitrixIBEBETAY—FH—RZFEHATIHEIC. BEOBEDX
R—FA—RPMERAINZESICBRTZHEICOVWTEHBLTWET, AROFIEDIEFHDOR VA —DIAT— A
—RIZHBERINET,

Gk it

« StoreFront #—/\—% EB 9 % Microsoft Active Directory R X1 >h\. ZDR X1 Ve EHEOWAED
EEERNIRESNTUBRXTIYOVTRANMCIRTOIA—Y—THIY EHRBLTVWE I E#BRLE
ED

o AN—hFA—FNRRIN—RBAZEMICT 2B EIF. AN— b A—RU—F—DFE. T RILTT7OREE
Bl. BLUIFILTZT7OPINOFv vy aR)S—TNIRRI—RIADFAIINBZ e 2B LET,

¢ A—H—DFRI by TRTIIVr—2 30 ERMHET S, Virtual Delivery Agent & Es 3 R8T > > %
MBI VI, AR— b H—RORVA—HRBETZI LI T7EAI VA —ILLET, Citrix Virtual

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 87


https://docs.citrix.com/en-us/storefront/downloads/smart-card-configuration-for-citrix-environments.pdf

StoreFront & ) —X

Desktops BIETANY— M A—REFEATZHZEICOVTE. TAY—FH—F1 28RBLTET L,

s BEVDARAF—EBINETICEEINTWBR L ZHABLET, 7AVY I VvEY T DB DFRHEEN
Active Directory BRIBICI L TELKBRINTH D, 22— —HAEORAEELRITTIZ 2
RBLET,

StoreFront DR

o AV —MH—RPBEZEMICT B3ICIE. StoreFront ¥ 21— —F N1 XBD@EET HTTPS BMEAIN B &
SICEBRTIHRENHD FT, THTTPS ZEH L7 StoreFront otz 2741 28BLTLKETV

+ Citrix Workspace 77U E N LR M T ADEGRHIC R Y — b A— RBEEEMICT IS, [FREEAE]
T [AX—FA—R] ZFzvIEANNZD. FzvIEIILET,

¢ FIAINIFTRMTDAR—bH—RBIAZEMCTZE. TEDXALTDIRTDH Web 1 FTHRXY—+
H— RIZBEAEICHED £F, [Receiver for Web 4 FDEIE] @ [BEFH%] 27T BED Web
I‘@X? Fjj l*muuﬁ%@ﬁ]kﬁx‘ﬂitliﬂxﬂh_f*fi?o

s BEENAT— M H—RIBEAS SV —BENRT— RFEEOEAZEE L IEE. I—F—ERAICX
R—bH—FEPINZE-7OT A ZERTINETH. AX— b A—FTAOTF > TERVIERIEEEL
— R EEIRT BN TEET,

StoreFront % {489 % & 5 IC Delivery Controller = ¥ 3%

AR— b H—RRiA=ERAT ZHE. StoreFront IFZ1—F—DERBERICT I XTEAH WS, Citrix
Virtual Apps and Desktops ICFRETE £ A, Lich>T. StoreFront 5 DER%EFET 5 & 5 1C Delivery
Controller ##m 3 2 HBHH D £, Citrix Virtual Apps and Desktops @ Mz 27« ICEAT 2EEBEED
FURZANTZ U740 21 #ZBRLTETVL

Citrix Gateway Z/" L7z E—+ 7t X

UE—- T RDHE. Citrix Gateway TRAY— b HI— REBMICL TH S, StoreFront AD /X2 X)L —R3
ZEAFBATEMICTZ DN TETEY, FMICOVWTIE. TGateway /X2 ZJL—1 ZBRLTLLIEIL,

Y = ZNOEGHIBUL SN SICA—H—DREY —N—TERBREZERITZEMO IOV S FEZELEV
L3I BIid. REF—N—%H5 1 DfEp L. SSL (Secure Sockets Layer) /XS X—4—TU 517> bR
HEEBAMICLE T, 3¥L<IE TRAY— MO — FEBEEDHER) 28R LT TV, AX— M A—RBHTT—bU

ZRML T StoreFront IC7 72X 388G, ARTICHLTTRIZ by PR 7 U —2 3 VR T 3EHA
DEHDIDIC. CORBY—N—ZBHT IHER Cltrleateway}L TAvIERELET, #FLE TR H
7 D&E% HDX IL—F ¢ > T Dig) Z28RLTLZTL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 88


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/secure/smart-cards.html
https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https.md
https://docs.citrix.com/ja-jp/storefront/current-release/configure-authentication-and-delegation/
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/authentication-methods.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/secure/best-practices.html#xml-trust
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/secure/best-practices.html#xml-trust
./gateway-pass-through.html
https://docs.netscaler.com/en-us/citrix-gateway/current-release/authentication-authorization/configure-client-cert-authentication/ng-client-cert-smart-card-tsk.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/optimal-hdx-routing.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/optimal-hdx-routing.html

StoreFront & ) —X

VDAANDS VTN F Y

A—H—DRAIY— b A—REBRBRONZZI—ICE>T VDANDS VTN A VAV ZBMICTEeNTEE
To A RTICIE Web 754 —F7:(d Windows @i+ Citrix Workspace 77U B L TF7 VR TEETH. U
v — i3 Windows [+ Citrix Workspace 7 71 THK BEDR B D £9, DI RL—FT 1 VISR T LDIFE.
FRRBISVH—BATUY—RITIVERTBI5E. 1—F—E VDA ICEHT 2 & SICEBBEREBANT 24
ERHDFT,

1. Windows @i+ Citrix Workspace @1 Y X b—ILBSICS VTN H A VA Y AVKR—2 Y FEEH T 2V
WHAFVBICEBRLET. TRXA Y /NZZIL—BAEDER] 2BRL TS

2. TEARIT42—%FEALT. AT7Ddefaultiica 77 1L ZBEF £, T4/ bDica) 28BLT
<FETwn

3. Citrix Gateway ZBHLAWTR MFPICTI7ERTEHA—H - LT AY¥—FH—ROERBHRTD/IN
AZ—=FBMITBICE. [TV r—>3>] 02 avIilRoRERBMLES,

DisableCtrlAltDel=0ff

CORERRAMTOIRTOA—H—ICBRAINET, TRV MY TELUVTTVT—2a VI TE AT
\//\OZZ}I/—DIL,\EJ—.EKZV I‘jj "/\ZZ}L_WUEIE@ﬁE%ﬁXﬂ‘uTé‘t—tix k—hb@wun]‘fﬁ/i‘&—ob\—cﬂﬁlgu
DRALTZERTBIHBEDRDD £, COFE. EORMTPICTIERIRENZI—H—ICBRIL TLET
LYo

4, Citrix Gateway #82H L TR M7IC7IERT 32— — I LT AY—bH—FOERBERTD/INXX
=BT RICIE. [TTVT5—>ar] 02 avIiDROREEZBMLEY,

UselLocalUserAndPassword=0n

REFRASTDIRTOA-—F—ICEAINE T, —HOI—F— I L TOHNIX IR ZEHIC
TREGIE. NSO -RBICERDI T ZERTILENHD ET. CDHFE. LORAMTICTIE
RAIRENZA-—H—ICBAL TRV

FAS ZERA LI VDANDS VTN >F >

#F7-. HTMLS5 @i¥ Citrix Workspace 7 71 Tld# <. O—AHIJLIC1 >R b—JLE iz Citrix Workspace 7 71)
%ﬁ%?éiﬁAths 7ITL/ /E/DLD[E-'j— EZ’& VDAAU)V/@)L#’(/Z’/T*%EB?% tﬁ—c:&ijo
BELIREH

StoreFront TOA—H'—BEEICANY— FH— REFERT3BEI1F. ROBHLHIRIPHD £,

¢ AN— M A—RFETRBTSAR— b2y bT—2 (VPN) brxILEFERT 3ICIE. 12— —7H Citrix
Gateway Plug-inZz1 > X h—J)LL T Web R—SBHTOIF > IIRENHD T, COFE. SFIET

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 89


https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-single-sign-on-authentication
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/default-ica.html

StoreFront & ) —X

AX— b A—REPINICLZBADPBEICHED FF, A¥— bH—RFa1—H—(%, Citrix Gateway Plug-in
#{EMA L7- StoreFront AN XL —RAEFRATI £ A

o A—A—HY—FNAALETERDAI—FH—RPIXI—bH—RU—4SF—%FEHTZENTITEITH.
I—hA—RTONIRZRIN—BHEEMNCTIHEEIE. A—F—DBTFXI My TR T r—oa3 il7o€
XRTBRLEZICANVN— M= R LI HMOAMEANITNTWVWE EZRBTIHRELHD £,

e VIV —23aYATAR—bA—FZEATSHE (TOZINEBELILIBBSAKELY). AX—bA—
FOBANEIEPIN DANERDZXyE—IHREINBZ D HD ET, Chid. RARICERORT—
FA—RFDBATHTVRBEICRELE T, £l BARE BEINL-—TRUS—=2FALTERINDS
PIN¥vyoaREDIRILIITRE) NEETHETEZILHHDEY, BYBAY—bA—FZEHAL
TULBICHDDDETIAY—FH—FOBAZRDBZ Ay E—IDRRTINIIZEE. [Frot] 271
VITRBRENBDET, 2L PINDAADRD SNTI5EIE. PIN ZBAATIBELRHBD £,

o RXAVBMFTNA X%ZERT S Windows At} Citrix Workspace 7 71 2 —#'—#* Citrix Gateway %
NLTRMFZIZT77EZALARWEEIC, Citrix Virtual Apps and Desktops ADZAY— ~H— K TD/XRR
—RAETENCTRE. COREDNX M TOIRTOA—H—IZBERINET, TAI MY TEIVCT S
T=2avIcHTBRXA Y NRARI—BEEE AR — b A= NN —FEOBEAZEBHICTBICIE. Ch
SOFEFEICDODVTEBDR 7 ZER T ZHBELHD ET, COBE. EORXRMTFICTIEIATRENZ
I-—HF—Z@BRL T RZETW

o RXAUBMFTNA A%=FERT S Windows @i+ Citrix Workspace 7 71 2 —4'—#* Citrix Gateway %
ALTRTZICT o2 RXT 354, Citrix Virtual Apps and Desktops A XY —kH—RTD/NRXZJL—
REEBEMCTRE. COREHNRMTOIRTOA—H—ICERAINE T, —HOI—H—ICx L TDH/N
AR ENCTBHEIE. TN5OI—F—RICERDOR FT7E2ERTIRENHD £T., CDIFE
EDRANTICTIVEATARENZA—HF—IBRHIL TSIV,

« & XenApp Services 11 MCHETI 3RAFELEZR M7 THERATE S XenApp Services 41 ME.
NENL1DEITTY, AV— M O—RRBIAICMZ TIED DRI T EZZBMCT 2HENH 21FE1F. RiEAE
CCIERDR FTERER L. ENENADR L TIC XenApp Services 11 +%& 1 DT DEID Y TEIREHDH
DET, COHBE. EDRMTPICTIVERATRENZ I—HF—ITBAML TET U,

+ StoreFront ¥ > X k—JLE®D Microsoft 1 >4 —%w b1 > T3 X—=>3>H—E X (IIS) OF 7 #)L &
B Tld. StoreFront Bt —E X DHEBAEREE URL AD HTTPS E45i TDH YU 5+ 7> MEBAENER I N
9, ENLID StoreFront URL ICIED 517 > MERRE IR EH D £ A. COBRICED. BEEIF.
ANY— b A— R TOREICRBENE L BEICEELI—Y — R ZFEATE 3L SICRETITHT, BASTN
% Windows R > —BEICE > T I—H—DERERLICAI— M A—RERDHETEHTIET,

FARTD StoreFront URL AD HTTPS $#4:TU 5«1 7> MEBELNMREICARDZ L SIC IS #BRT 256
i3 BT —ERCZX M TZRLCY—N—LICERETZ3HENHD X7, COHFE. IRTOIMTICEDSR
U472 MNIBERFERIZVELNHDEFT, CcOISH MERTIE. XY —~AH—RIa2—%—5 Citrix
Gateway BETESATIHAD, BEI—H—FRAEICH T+ —INYIETNER A, oo AX—MH—
FeTNA RSO ETBEIBEOS A>T 2I3HELRHD £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 90



StoreFront & ) —X

R XA > INZ )L —BEE

April 17,2024

A—H—(F R X1 iz MLTW3 Windows > Ea—42—23 L CeRiE% TV, EgiEH %= @M L T Citrix
Workspace 7 7V ICBEIMICOY 1 > L £9. Zhik. Windows @i Citrix Workspace 7 71 & & f Windows
oD Web 7S5 0H#—THR—rIhFT:

« Internet Explorer
+ Microsoft Edge

+ Google Chrome
+ Mozilla Firefox

StoreFront 15}

Windows @i+ Citrix Workspace 77U @ R XA YRR R —%GMICTBICIFE. [RiEAZE] T [RX121R
ZIL—] ZEIRLFT,

TIHILETRMTORXAYNRZAZRII—BHAEBNCTZE. EDZXRTDOITRTOD Web + b HTMLS @i
Citrix Workspace 7 7 TH. AY¥— b h— RBEADEMICHD £9, [Receiver for Web 4 D ERE] o [52
HEAE] 27T BED Web 3 FD RX1 YRR ZIN—RBEEBEIICENEFIEEMICTITET,

StoreFront %z %9 % & 5 |C Delivery Controller =& 3 %

RXAYNRNZAXN—RiEz2ERT 256, StoreFront 32— —DERBERICT 72X TEFH W&, Citrix
Virtual Apps and Desktops ICFRETE £ A, Lich>T. StoreFront 5 DER%EFET 5 & 5 i Delivery
Controller ##EmM 3 3 BENRH D £, Citrix Virtual Apps and Desktops @ Mz a5 ICBT 2 EEEES
FURZANTZ 07021 #BRLTIETL,

VDAANDL Y ITINGA>F Y

VDA YT BA A>T B3I [T o > F > oBMk] 2V R—%> &fEX 7z Windows @i Citrix
Workspace 77U ERTRI3RERH D T, TR X1 VN2 —FEDERMI #BRBLTLL LIV, HTMLS &
i+ Citrix Workspace 7 7V 2R ¥ 315&1E. 75 7H—Tld%A < Windows [+ Citrix Workspace 7 71 @
DY —RIERT DL ICERTIHEDNHD £,

Windows @17 Citrix Workspace 7 7') D&

Windows @i+ Citrix Workspace 77U ERL TR b 7E LUV VDAAND S VT IY A2 F VT RXAVINRR
=BT Bl Windows @lT Citrix Workspace 77U D RF a2 XY bEBRLTLLIESI L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 91


https://docs.citrix.com/ja-jp/storefront/current-release/configure-authentication-and-delegation/
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/authentication-methods.html
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/authentication-methods.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/secure/best-practices.html#xml-trust
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/secure/best-practices.html#xml-trust
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-single-sign-on-authentication
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication

StoreFront & ) —X

HTML5 (7 Citrix Workspace 7 7\) &%

RXA Y NRZAZIN—RiEZ AT BICIE. 21— —D Web TSI HF—BROBHDNBERBENH D ET, RX1Y
RNAZN—%FEALT. Web 75— 5 R RTFICHA VAV TEET, VDAICS VT A A>T BICIE 2
—t—ix Web 75745 —Tig% < Windows @i+ Citrix Workspace 77U TUY — X 2B BEBRH D £7,

Internet Explorer. Edge. Chrome (FxA YD Web 75 +H—%. Windows Internet Explorer v —>
BRZERALT. ST A A EZBHICTINESDZRELET. 774 ETIE O—AILAY TRy
FY=2DHA MM LTOHA. COREIFEMTT, UM bEAV SRy MY —VICEBMT 321 ROFIEZ
RTLET:

[A>rO—ILNFRIL] ZRETET
[1o&—Fy AT a>V] ZEZT£ET,
[EFXaUFa] 27ICBEMLET,
[O—AL1>rS%y ] ZFERLET
(1] 200w o LET,

[FuseE] 2oV woLED,
StoreFront @ Web +rr h&BIML £,

No ok~ N

INSDREF. FIN—TRIS—2FERALTREATIEY,

Firefox < >4 )L%+>7>HIC StoreFrontWeb 1 @ URI #5533 &SI, 759 —DFAREEZLT
FLEY,

R .
=RA-

FEREZR > THREIT S E. RZBEEDNRETSZEHHD FT, EEROBR L HIBTOEE THREL T
<TITL,

1. RXAYNRRZN—%ERALCRATZ A E2—42—T Firefox ZRE £ 9,
2. 7RLZN—IZ Tabout:configs ¥ AAL %7,

3. TRRMZAMOLTERAYT S 20V vILET,

4. HEN—IC Tnegotiate; tAALFT,

5. 'network.negotiate-auth.delegation-uris; #47)LoU v o L £,
6. %D Windows KX >&ZANALET (Hl: mydomain.com),

7. [OKl 200w o L&Y,

8. 'network.negotiate-auth.trusted-urisy 24 7)o Uy o L£F,

9. o Windows RX1>&%ANALFY (fl: mydomain.com),
10. [OK] 22V wv o LFT,

11. Firefox zFAC THBEHL 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 92



StoreFront & ) —X

FAS ZERA LI VDANDS VI INFA 2 F >

#7z. HTMLS5 @i Citrix Workspace 7 77U Tld#% <. O—AJLIC1 > X k=)L a3 nfe Citrix Workspace 7 71
EERTRHBEIC. 77— a vt —EZZ VDAANDS Y TIIWHA VAV THBRTZCLHTEET,

Citrix Gateway »5 D /XX X)L —

August 27,2024

J——I& Citrix Gateway ICOJF > 92 L SICBAETNE 7. A NFICT O LR T3 SIEEFNICOITF >
T %7, Citrix Gateway "5 DX ZX R —8B5Ed. AR TADUE— PV ERERIICEBRTIEIICT 7 4
JLETEMCED FT, I—H—IF. O—HILICT >R b—)LEhiz Citrix Workspace 7 71 713 Web 75
H—%MHL T, Citrix Gateway ZR TR F 7ICEHTIT £9, Citrix Gateway zfFER T 578 d StoreFront @
HBRICDOWTEEL < IE. TCitrix Gateway gy #8BLTLETWL

StoreFront (3. & Citrix Gateway SBEEAETD/NZARIL—=2HR—bLET,

o KXY, 2A—%—I%. Active Directory pa1—#—RFe/NRAT—REFERALTAOI AV LET,

« RSA, 2—H—l&. €FaUTa b—I2VICE>TERINDE F—I>O—RHSHBESNZNRI—RFZFER
L T Citrix Gateway icOJ 4> L %9, b—o>OI—RUBEEES (PIN) 2AAEHET/NRI—RICT
BHBELHDET, EFXaUTa b= DHITELBINZAZIN—BZzBMNCT2HEIF. I—F—ICRET
%1)YV—RTIEFNDRELA % (Microsoft Active Directory R X+ > DERIBERE YY) MERAINhAWVWLS
iIKLTrEEn

e AN—bhA—R, A—H—RFRAY—rAH—RZEFERLTOJ AV LET

+ RSA+ R XY, Citrix Gateway ICOJ# > 9232 —H—Id. FXVERBRCEFaAU T =02 N
AA—ROBEAZNNTBIHERHD £,

Citrix Gateway TERHEZEMICL TWVWBRIHBE. FRIFIVIUYAVFVEE ML TVWRIHE. NARIL—IFE
Aahiunics. MOBRERZEDOWVWT NN 1 DEERTIHVELDHD £7,

Citrix Workspace 7 7URTR b 7ICT7 U2 RF3 ) E— h2—%—IZxt L T Citrix Gateway TD 2 BRRHE %
BHICT 3% E1E. Citrix Gateway T2 DDA O —%ZER T2 BENHDE T, TSIV ORAAEL
L T RADIUS (Remote Authentication Dial-In User Service) %##m L. Hh> &) ORBiEA#% L LT LDAP
(Lightweight Directory Access Protocol) Z#mL &9, tva>r7O7 7ML TEAY A ORIERELE
BAIN3LS5ICERBRT>YT v I XZEEL T LDAP EigIEH StoreFront IZBIN 3 & SICL &, Citrix
Gateway 775 7> X% StoreFront #mICENY 3%BA. [OJF VO] 2 [FXAVELUEFaT
4 b= ] IZRELET, 2L <&, http://support.citrix.com/article/CTX125364% 8B LT TV

Citrix Gateway m 5 StoreFront ADEE K X1 VREEZ2BMICT 3121E. & K X >0 Citrix Gateway LDAP
SRER 1) & —T [SSO Name Attribute] % userPrincipalName IC®REL £ 9, AT NS LDAP R o —H4FE
Tnd &SI, Citrix Gateway 0OJ F Vo R—JTA—H—ICR XAV EZBESE I A TIT £, StoreFront

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 93


https://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-citrix-gateway.html
http://support.citrix.com/article/CTX125364

StoreFront & ) —X

ICEHTES & SIC Citrix Gateway £y a>7FO7 7ML EBRT 258 VT FAVF Y RXA V%
ELBEWTLIETW, EBEIZ. SRXMVBOEERREZERTI2HBENHD £9, BRHNICEBEINDI R X1
DHNT 7 ZAEFHBEET. I—H—HED R X1 UHh5H StoreFront AOJF > TEBZL5ICLET,

Citrix Gateway BRRIETH/R— 3TN 3H&1E. SmartAccess #aE% /A L T. Citrix Virtual Apps and
Desktops UV —Z2AD1—#—7 U+t X% Citrix Gateway v > 3 VRU S —ICESWTHIEITE £9,

Gateway /XX X )L—DEL

Workspace 7 7 &/ LT 3E5BE D X b7 D Gateway /NI R L —BaE 2 B F o IFEMICT BI1C1E.  [FREEAE]
U4 > RUT [Citrix Gateway 5D/ R)L—] IZFTvIEANNZI D FTvIBHILET,

77 #J)L kT Citrix Gateway O/XR 2L —RBHAEEBMCTI L. TDALTOIRTD Web 1 b THRT— K
H— RBEEDEMICHRD ET, [RiEAZE] 27T BEDOWeb 1 b2 H#—FL /XX T — RRBEEEICT
TEY,

BEEINZI—H— R XA DOER

Citrix Gateway »' LDAP sB3EZ2 AT 2 & SICHBINTWVWIBEIF. HED KX A ADT I X %ZFIRTSE &
ER

1. BREAZDER] v > RUT, [Citrix Gateway 5D /XX XJL—] > [BRE] ROv 4 I XZa—
Mo [EEINZ RXAVOER] ZBIRLET,

2. [(BEEARXA>DH] 20wy o LT BN 20Uy oL, EEINZRXIVOZBIENALET, O
ORI —EREFRATEZITARATOI LT TIE. CTTEBMLAERXIYDT7AY Y hTOTFT Y TEET,
RXAVEZBEETBICIE. [(BECNDZIRXrY] O—EBTIVRIEBRLT [BWE] 270V v o LFEd,
BERXA>YOIA—HY—THIYFTOTIERZRILTRICE. —BETZORXAVEBIRLT [HikR] %
Iy LET,

BEEEDN A VBZERETBHEICEID A—F—DERBRONADRICERIAREEANREDET, 2
—HF—IC R X1 —BREATERBRZANTESICIE. —EIC NetBIOS 2ZEMLFT, 1—H—
ICA—H—TFU VI NILEBEATERBREANNSEZICE. —BICRLBH N A >BZEBMLEYS, 21—
P—DREXA 21— —BRATHI— YTV VI NILEREATOHERBREANITEBSLSICTBICIE
—HEIC NetBIOS B 2B X1 > BOEAZEBINT ZHENHD T,

3. BHEINZ XA VEERBRT3BEIE. - —POJ 4> TR FICTIAINFTBRTINDI R XY
 [TIAILNMRAXAY] Ry XO—EBHSTRLET,

4. OUAUR=DIBEEINBE R XAV Z—BRTTBICE. [OTFIR=—JICRXAV—EERTTZ] F
TVIRYIREFUICLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94


https://docs.citrix.com/ja-jp/storefront/current-release/configure-authentication-and-delegation/
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/authentication-methods.html

StoreFront & ) —X

Configure Trusted Dormains

Allow users to log on from: =) Any domain

@ | Trusted domains only

Default domain: | example - ]

%! Show domains list in logon page

o R

BRRIEm L% Citrix Gateway I(CEFT 3

77 # )L b Tl&. StoreFront i& Gateway 525 L7c1—H—RBL/NRAT— R &KL £9, Citrix Gateway »*
AR— A= RBEDNRT—RLRBIAAZEZFERT 3 LS ICBRINTWVWSEEIL. StoreFront i&EKBER%E
BEHEE Y. Gateway OFBEEICHKEFET B L SICHER T IHRENDHD £9, CDFE. Gateway O#EREFICI—IL/NY
2 URL ZA\A1L. StoreFront &' Gateway 5DV I I X =B TIZL5ICTE e E2BBOHLF T, MCitrix
Gateway OEE] ZBRBL TSI,

1. BRELAZEDEE] D+ > RUT. [Citrix Gateway "5 D/NXZI)L—] > [BRE] ROV IE I XZa—
Mo [FREEOZEEER] ZBRLET,

2. [BRIERO®I % Citrix Gateway ICEET 3] #ERLET,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Eully delegate credential validation to Citrix Gateway

o
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STFCitrixAGBasicOptionsz B L TCredentialValidationMode®AutollREL £ 7, BRERE
BT B &£ S IC StoreFront ##93iC13. CredentialValidationMode%®Passwordic®BEL F
ERS

A—Y—AOTF VBICNNRATD—RE2BETI3L3ICTS

Citrix Gateway #* LDAP (2—#'—Br/NZXT—FR) Rz FERATZ LS ICEBEINTWVWBIEEIX. OJ 1 VEIC
HARYINONR T — R EZBTEFS L S5IC NetScaler B TEF £,

NetScaler &2 Web 1 kAOY 1 >

H#4 R X=a2—7T [Authentication] > [Dashboard] (Z#&L %7,
WAL —N—%20)v I LFd,

[Other Settings] T [Allow Password Change] IcF v xANET,

> wn e

A—F—HOTAVBICNRT— RETETE35L5127 3

A—H—HOTF P RBICNAT—RZEETEF 3L 5IC StoreFront Z#BTEEJ, COHEEEIK. ©Y'— b1 H
LDAP it AL T. O—AJic1 > X k—JLE i Citrix Workspace 7 7 Tldi <. 750 —%NLT
StoreFront DX b 7IC7 0 AT BB EICOAERTIET,

StoreFront @77 #JL b O TId. NZXT— RFOBHEARIINIHZETH, I—HF—RBNXT—RZEETSE
FtHA. COWEEZEMITIHEEIF. T—N—DBLTLWERXIYORIS—TA—HY—IZLB/NAT—REE
PRI TRV EERBRLTLIEET VW, I—H—ICLBZNRT—ROEEEZEFMICT R . TORIAT—ER
ZEATEIRMTICTIELATEZIARNTOI—H—IC, BEICERSARFEF1 ) T EDNRETNZ ZCICAD
9, HBOEF AV TR —ICED. A== /XA T— REBHENRABERDOHICHRINZBETIE. 1T
ARy b= DIMIDEZNEDI M PICTVERITEIRVWI EERBL T,

1. BRELAZEDERE] T+ > RUT. [Citrix Gateway 5D /XZAZ)L—] > [BBE] ROV TE I X Za—
Mo [INRT—RFTFa>DEE] Z#RLET

2. A—H—ICE&BNRAT—ROEEEHAITBICIE. [A—F—ICNXT—ROTEZHA T3] FrvIRy
DAz AUICLETD,
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StoreFront & ) —X

Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

F
[A—H—ICNRTD—ROETEXHA T3] ZRIRFIGBRER TR, [1—F—RBE/NXT—R] BID
[INRT—RATaVDERE] OREICHFEZE5ZX Y,

PowerShell SDK

PowerShell SDK # A L TN R T —REEFEA 7> a2 EXF T 3ICIF. IX Y KL v kSet
STFExplicitCommonOptions% B L £,

StoreFront %% 9 % & 5 |C Delivery Controller =& 3 %

Citrix Gateway ' LDAP RRif = L THRB I N TW3 B 4E. Gateway IFE 8B % StoreFront IZE L %
¥, MORBILEHEDHZE. StoreFront F1—H—DERBRICT VR TEAHVLE®. Citrix Virtual Apps and
Desktops ICEBAETE £ H A, L7zh>T. StoreFront 5 DER% 5889 % & 512 Delivery Controller %185
TERENHD £, Citrix Virtual Apps and Desktops @ T2 ) F v ICBT 3 EBBESLUORA TS
TRl #BRLTIREL,

Jx7L—oa i —EXZFEFBLIEVDAANDS VIV F Y
=TI xa4H LDAP Rt EAL TERINTWBRIBE. ¥'— U o1 I3EKIEHR% StoreFront (2L T. VDA
IOV AU A TERLSICLET, MORBIEAZDHE. StoreFront IZBRIBHRICT /XA TI RV,

TIHIWETIEI VTN YA VA VIZERTEERA. 727 L —2a Vil —ERZERAL T VI LY > F
VERMTETED,

SAML 5%5

June 6, 2024
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SAML (Security Assertion Markup Language: a7« 7H—>3>ox—07v 7505 =) 1E. ID&
SURMRETHERAINTWE A -T2V X244 —RTY, SAML ZEAT 2 . RO HICI—HF—%IMEB ID
TONAE—=IZV AL LT T BL5IC StoreFront Z#BRTIF £

7
AE 7o XA SAML Btz ER L T StoreFront Z#8m L £, M7 7 XDi5E1E. SAML sRB5EZ &
AL T Citrix Gateway ## L. RIZ7— b1 /XXZ)L—R:E%EHA L T StoreFront ##8 L £9,

StoreFront (ZiE. XD & 5% SAML 2.0 o ID 7ON1 4 — (IdP) HUETY:

o SAML N+ > RZERT S Microsoft AD 7z 7L —>a>H#—EX WST7xFL—>a>yN1 Y RIR
m). #L<IE. TAD FS Deployments && T TAD FS Operations) #8BL T ZT W

« Citrix Gateway (IdP & L TH#H).

« Microsoft EntraID, ##L < I&. CTX237490%&BBLTLLEIL

SAML 7H#—>3a>vilid. 2—%#—0 UPN #&¢saml:SubjectBMIEFNTVIRELHD £7,

Workspace 7 71 N LTEGERFO X S 7D SAML B2 B £ 72 d\EMICT 3103, [BaEA#E] DY ROT
[SAML :B:E] %BIRT 2D BIREMIRLET, TIAIIMTRET7O SAMLRBEEZEMICT I L. TDR LT D
FTARTO Web 1 b TH SAMLBERERICRD £9, [BEAA] 27T HED Web - o SAML % 1{@E5!
ICEBRTEEY,

StoreFront SAML T> RRr> b+

SAML z# 9 37c®ic. ID TAONAZ—BRDIY RRA Y b2 BB TBHADHD ET:

e IVF 171 IDDURL CHIZR b7 DIRBHY —E XD /S TY)@EE IF.https://[storefronthost]/Citrix/[StoreName]/
« Assertion Consumer Service ® URLGE® IZ.https://[storefronthost]/Citrix/[StoreName]Auth/SamIForms/Asse
o XATF—2Y—E RG@EE . https://[storefronthost]/Citrix/[StoreName]Auth/SamlForms/ServiceProvider/Meta

TBISTARIYRETY bHB O £TGER I https://[storefronthost]/Citrix/[StoreName]Auth/SamlTest)
XD PowerShell 27U 7+ %#FEHALT. EELIEAMTOIVRKRAY M E—BRRITIET,

# Change this value for your Store
$storeVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath S$storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService'")

$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + "/SamlTest")
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Write-Host "SAML Service Provider information:
Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: S$md

Test Page: $samlTest

7

SAML Service Provider +information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

XBT—2DORMEFERL THERT S

BREZEEICTZEOIC. ID 7ONAF—cH—EXF7ONAH— (ZDHEL StoreFront) OB TX 2T —4)
ID. FEFAE. TV RARA Y b ZOMOER) ZXMTIET,

ID 7ONAHZ =D RXETF—2DA Vi R— bEHYR—FLTWBIFEIE. StoreFront MetaData T> KR > +TiE
ETIET, ;3: COREITHTTPS ZN L TITSHELRHD F T,

D7ONAE—HH5DXEF—2%FEHL T StoreFront # B ¥ 3 IC &, &R D & 5 icUpdate-
STFSamlldPFromMetadataav> KL v r&EFERLET:

Get-Module "Citrix.StoreFront*x" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath S$StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService S$store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata —-AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:
# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService S$auth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"

ID 7ONAHZ—%=1BHT %

1. [SAML %3] fToREROY FE OV Uy oL, [(ID 7ONAE2—] 20V v I LET,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

| Method

¥/ User name and password

SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver ey e
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[v/ Pass-through from Citrix Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

o I
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post

Address o

Signing Certificates

Subject Name | Thumbprint

o [

2. [Post] #7:i% [Redirect] ® [SAML N> R] ZZRLET,
3. I D7and44—o [7RLZX] ZANALET,
4, SAML =0 > DEZRICERINZEEZ 1V R—MLET,

5. [OK] Z#BLTEEZRELE T,

H—EXTFONA A —ZEBHKT 3

1. [SAML B3] fTOREROAY FE U= v oL, [F—EXTFOANAE -] 20U v I LET,
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: € | Browse...
Export Encryption Certificate: (i ] Browse...
Service Provider Identifier: @ https://storefrontlb.xaeaad.com/Citrix/StoreAuth
e - .
OK Cancel

2. BREIZIHLCT. ID 7ANAEZ—ADXyE—JICER T3 HICFERATNS [BEREBPBEDIIRAR—K] %
BIRLET,

3. BEIKISL T, ID7ANA T —DERELIEXyE—OZBSUBRIZDICERINS [BSKIIREE
DIV RR—b] ZFRLED,

4. [B—EX FONA4—1ID] IZid. R +TOFEESF —EXDEFICAATNES,

5. [OK] Z#LTEEZRELE T,

PowerShell SDK

PowerShell SDK o fEF:

o BEZHMBAEE A VR— T BICIE. OYY KLy Mmport-STFSamlSigningCertificate = U H L £ 95

o BESWIIAEE 1V R— T 3ICId. O FLw Fmport-STFSamlEncryptionCertificatez Ut L
E
TA K
SAML #t&%Z2 757X b9 3IC1d:

1. SAML 7 X bR=2(CF8ENL. TStoreFront SAML T RAR1 > by ZBBLTLIEIL,
2. CHUICED. IDFAONAE—=ICUA ALY REINET, BERBRENILTLLIESIL,
3. IDUL—LETH =23 HERRIZTAR=JICVAAL I LEINET,

StoreFront %z {59 % & 5 (C Delivery Controller Z &/ 9 %

SAML itz EA$ 3/ a. StoreFront (32— H—D&ERBRICT /X TEHWV&, Citrix Virtual Apps and
Desktops ICERAETEF £ A, LIch > T, StoreFront 5 OEKR% 5889 % & 52 Delivery Controller %= #85§
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StoreFront & ) —X

TERIHELRBHD £, Citrix Virtual Apps and Desktops @ Tx 2 ) F 4 ICBT3EESTEELUORINTFS
TR EBRLTLIZTVL

TJ7xT7L—2 a3Vl —EXZFERLEEVDAANDS VTV F >

SAML BEE% AT 3355, StoreFront 32— —DERIBRICT VLI TEHRWEDH. T7 4L L TIEVDAAD
SVGNYA VT VIRERATEE A, 727 L —2 a3 VRV —E2EFERAL TV IIIN S VAV ERMETESE
ER

A—H%—RFE/INXAT—RBE

February 22,2024

I—H—RFE/NZXT— KRBT, 2—H—IF Active Directory 0 &E#&EHRZ NI L £J,

citrix | StoreFront

domain\user or user@domain.com

o

Workspace 77U Z N LEGROZX R TOI—H—R N7 — RBHZ2 B E FI3EHICT I3, [BEA
El a4V RUT [A—H-RBENRT—R] EFzvIzZNNZD FzvIEHLET,

FTIAIRTRIT7DA—HF—RBENRT—RBIAEEEHMICTRE. TDRALTDIRTDO Web 1 FTHI—H
—BEYNRT— REZBELEMICHED £9, [Receiver forWeb 41 FOEBIE] 0 [IEEH#E] 27T EED Web
"JL’f I“(DJ_—-U'_% (‘_’./\°Z'7— qu\uE%ﬂE)‘btu—C; i?o
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EREINZI—F— X1 OB

R X1 > OERIBRERTRINICASD L TEZEF 21 Citrix Gateway ZN LI NNRZ L —FREETcOS 4 >4 51—
—DALTADTIERZHRTEE Y,

1. Citrix StoreFront Bl 2>V —ILOERTA VT [A+T7] /—REFERLT. ERRA VTRIAHEEZER
LEd. 2] R1>T. FRAHFZEDEE] #0UvILFET,

2. [A—H—BENRT—F] > [RE] O—EH5. [EBEINSZ X OEEK] ZFRLET,

3. EEEARXI>DA] 20U wo LT B #0Uvy oL EEINZEXAIVOZFENALET, &
ORHIY —EREFRATEZITARATOX LT TIE. CTTEBMLAERXSIYDOT7AY Y hTAOYFT Y TEET,
RXAYBETETRICIE. [(EEINZIRACY] O—EBTIVMUAEERLT MRE] 20Uy oLET,
RHERXAIYOIA—HF—TADYFTOTIEREREILETZICIE. —BTZORXTVEBRLT [HkR] %
v LET,

BEENRXAAVBZBETDIHEICED. A—F—DEBBRONAFICERIANIEAINAEDXT, O
—HF—IC R XA —FEATERBTREZANIIEZICIE. —EIC NetBIOS BEBML£FT. 2—H—
A=Y= O NILBHER TERBREANANIERICIE. —BICR2BHR X E&%ZBMLET, 21—
=D RXA VA —-BEATHA—HF—TV IO NILBERATHLERBRENNTESRLSICTBITIE
—H&IC NetBIOS B RLBHi K X1 > EZDOESZEBMTI2HELHD £7,

4. EETNB RAM Y Z2BBBRT 3561 21— —DOJF VIR EICTIAIETERINE X1
Z [TIAINPRXAY] Ry I ZRO—BNSERLET,

5, QA YR=JIEFEINZ XA VZ—BRRITDICIE. [ATAR=JICRAALV—EBERRTB] F
TVIRYIRZFICLET,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

®) Trusted domains only

Trusted domains:

xample

Default domain:

example

+| Show domains list in logon page

o R

A—H-—HBNRXT-FZEETETBLSICTS

A—H—DRVWDTHENRT—RZRETIBZLSICTBENTEEY, iz, NXAT— ROBMERI TN
—HF—ICDANRAT—ROEEZHFATEEDHTEEY, CNULED. A—H—DBNRT—RORHICEDTRY
by TR T IS —2avIilT7 IO ERXTIRARBZILEZHSENTEET,

NZAT—REBHEEIE. ROIVSATY STHRHETEEY:

Citrix Workspace 7 71

StoreFront THE#ICH -
TW3iHs. 1—Y—1'F
SEARRIN DN T — R %
TETED

INZAT— R DBEXEARA Y]
nfes, A—%—IBHT
na

StoreFront TEMICH >
TWBEEIF. NRT—R
OB HEARI N B FIIC,
A—HY—HRENELETE
%

Windows
Mac
Android
i0S
Linux

Web

(&L

&L

L

&L

L

Ly
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FTIAILEDOBRTIE. NXRT—EHEMLTH. Citrix Workspace 77U E LU Web 75 0% —na—4—I&
NAT—RZBETTEHA. COBREERMCTEZIHEIE. T—N—DELTVWBRXAIYORIS—TI1—H—
ICEBNRT—REEHNBETNATVAVWCEZBRA LTIV, A—H—ICLBNAT—ROBEEBEMICITS
E. CORAY—EREFRTEIANTICTIVERATEZIARTOIA—H—IC. BEEICHKRSARSIEX2) 70 HEED
NAINBZCICHRDET, HEOEF 2V T RUD—IZ&D I—H—NZT— FEEHEENNIBFER D HIH]
RINBIRIETIE. HARY FT—TDIMIDSENSDIAMTICT VLA TI AWV EZEABL TSIV,

A—H—HNDODTHENIXT—RETETIZLSICKRELTH3HBEIE. NXT— ROoFEMERTIA I EVO—AI
A—H—HOJA Y LI ZICBERRRINET, T 74/ MTlE. I—F—ICW 9 2@HMEEIL. BRINS
Windows RS —DRBREICE>TREDF T, F/ld. HRAZLOBEHEREZEBHITZIENTEET,

1. [BEEAFEDEE] V4 Y FUT, [A—H—BENRT—F] > [RE] FAYTHEIUAZa—n5 [INRT
—RATaV0EE] EBRLET,

2. A—H—IC&BNRAT—ROEEZHOTBIIE. [A—F—ICNXT—RFROEEZHA T3] FxvIRy
DA AICLET,
F:
CDFATOaVEBRLAVESIZ. NAT—RHPRHLTTRI by IRT7FVTr—oavil7ot
ATERVI—HY—2EDLSICHR— b TE3HhERFLTEHBELRDD T,

3. A—H—HNRT—RZEETEZ0NEMHRRDBINS L ZIDAHICTEDN. WO THICTEMERLET,

4. NRT—FOBEMHARIMINZFICI—F —ISBHTIHESHZEEIRLE T,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

|:| D i: At any time (only available when using Receiver for Web)
C Remind users before their passwords expire:

|:| Sr Do not remind
C

= ® Use reminder settings from Active Directory group policy
L] H
Use customized reminder setting

v P

Remind users |10 = |+ | | Days * | before expiry

b |
Installi —
e e

o R

F1:

StoreFront Ti&. Active Directory OINVEREDAIRER/NR T — RARU S —EHR—rThEE Ao

A 2:

StoreFront H—N\—LIZITRTOIA—H—D AT 7 I ZFRETZ-HOTITEBIENH 2 AL T

<f2& 0, StoreFront TIEA—H—D/INXT—ROEKHHIEVWHDE SHEERT 37D, H—N—LIZ&1—

HF—0O—AIL7OT77AILDMERINE T, I—F—DNXT—RETET 3ICIE. StoreFront IZ R X1 >

> bO—S—CBETIVENHD FT,

=3

FEDQLFIINRAT—RETBEOREENEITEMICT 5 . [Citrix Gateway H'5D/NX Z)L—] FBHED
[INZT—=RATFa>nEE] ORTEICHFELXT,

BERIEHR/N R T — R DIREE

@& . StoreFront | Active Directory ¥ B#Z@(5 L TEBIEREZFIEL £,

StoreFront A* Citrix Virtual Apps and Desktops £ @ L kX1 >RIc% <. Active Directory Of=5EREHZFI A
TELHWEEICIE. Citrix Virtual Apps and Desktops Delivery Controller #ff> CTa—H—R £ /XX T— R &
IR E RIS 5 & 5 IC StoreFront T £7:
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1. FREEAEDEBIE] I« Y RIT, [A—H—BENXT—R] > [BE] ROy LI AZa—H5. [/SRT
— RERRDOERH] =#ERLET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i ]

Method Settings |

User name and password m
[] SAML Authentication £~

|v/ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[  Pass-through from Citrix Gateway
Installmg ar_u:l unlns.talllng jche authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o |

2. [X27—RigiEA%] 0—&H 5 [Delivery Controller] #:&RL. [#BR] 20U v oL %T,
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. [Delivery Controller D] EB&EICHE->T. 1 DE7id#E% o Delivery Controller ziBfnL T. 21—
H—ERERERIEL. [OK] 20Uy o LFET,
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Edit Delivery Controller

Display name: I CVAD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5
Servers deliverycontroller.xample.com =
(load balanced): _
| Add.. || Edit. || Remowe

o' Servers are load balanced

Transport type: | HTTPS -

Port: 5443 |

Active Directory 0 f&F
1. [RAEAZEOER] R—J T, [A—H—BeNRXT—F] > [RE] O0O—E»5. NXT— REROHEK] =8
RLET,

2. [XRT—RiRHAE] ROy FEd o> X=Za—h5 [Active Directory] %#:&RL. [OK] #0U v oL F
ER

VDAANDL Y IINGA>F Y

A—H—Hp)Y—XEEEHT B . StoreFront [F2—H—HBR ETADY A U F VICERLIEERBSHREFEALT
VDAIZS YOI YA >A Y LET,

OJ# YEEDOARZIAX

OJ4YEmEiET > 7L—rhoERIn. BEIZROBFRICHD £7, Cinetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\Templates\UsernamePassword.tfrm, BEE% HXZ<X1 X TE£7,
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21 RILDOTFR

FTI7AIETIE A== +7ICOJA Y LTH, QT FE4 7O Ry I X211 FILTFIMNEIRRTN
FtHA, TOJALTLETV] EWSTEIRERRLED, ARZLAXYyE—D%ERLTED 28R TEE
ER

l. FER+ITF02—%FEAL T, RBEY—E XD UsernamePassword.tfrm 7 7 1 L ZBE £ 7

2. 77 1ILATRDITERDITE D,

@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@

3. KEO @ LRKEBD*@ ZHIFRLT. CORT— XY FOOXY MEMBRLET,

@Heading("ExplicitAuth:AuthenticateHeadingText")

Zhniuck . CitrixWorkspace 77 A—H—HZORX MFICAT AV LIZE SIS, TIAILEDEA R
XF5THS MPleaselogony F#ld T A LTLIEIV BEHRRINET,

4. 24 FIXFHEZEESTZICE. TFRAMIT 1 2 —%F > TREEY — E XD ExplicitFormsCom-
monxx.resx 7 7 AL EBEET, ZD 7T 7 IiEEE. Clinetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\resources\T« Lo ~kUJIiC&HD £,

5. 77 MILATROEBZRZHRRLF T, <value> BRENOXFHIZHEL T, ChICLD. TOXMTOOY
FURAATOATRY I ZADEA MLHAEEIhET,
<data name="AuthenticateHeadingText" xml:space="preserve'">

<value>My Company Name</value>
</data>

EArOOT—ILICVWRA—Y—BICOJF Y EATAIRY I ZAD2A MLOXFHNEEET 3ICIF. WRE
%% =8BhRD ExplicitAuth.languagecode.resx 7 7 1 )L z#w&E L £9., T languagecode (3. O
—ILERFTY,

Windows @17 Citrix Workspace 7 7 TONXRXT—RELVI—HF—RDF v v aiEEDEML

Windows @7 Citrix Workspace 7 7 @5 7 #+JL b Tld. 22— —h StoreFront X b 7iIcOJ A4 > Lz 3D
NRRD—Rhxvv>adnFzd, Windows @it Citrix Workspace 77U TaA—H#—D/)NXZAT—REFvwva
LBWVWESICTBICIE. B —ERDT 71 L ZmEL £ T,

1. ¥ XA +IF 1 &2—%E> Tinetpub\wwwroot\Citrix\[ 2 + 7&]Auth\App_Data\Templates\UsernamePassworc
T EREET,

2. 77MIATROITZRDITET,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))
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3. ROESICRT— R XY MIOXYELETD,

<!-- @SaveCredential(id: @GetTextValue('"saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->

CHUCED, COMEH—ERORMFICOF A>T 31— —F. BENIT—ROANIDBBREICHED £7,

77 %)L b TlE. Windows [@is Citrix Workspace TIZBREBICAA TN I—F —FHESMICHEINT
ADENET, [A—H—RB] T —ILFROBIANNZEMNICTBIHE. FLBENRT—RFOF vy 1z EY
ICT3HDOREXDZXLIZDVWTIE. TWindows @lF Citrix Workspace 7 71 TO/NZAT—RE LV
A—H—E0F vy a0 EN L] 2BRL TSIV,

Citrix Gateway #/'L7zUE— 71X

A—H—DPRACDOA—HF—BENRT—REFERAL TS — I 1IZH 1> F>9 3 & 51 Citrix Gateway %=
BRTIFET., ChoOERBRIS StoreFront ICETN. A TICY > F>TEFT, LDAP I—H—FL/NX
7 — REBEEAIC Citrix Gateway Z# 9 5 ICi. NetScaler R+ a X > @ TLDAP :B5E1 #8B LTI L,
StoreFront ##m 9 % Ci&. TCitrix Gateway h'5D/VZZ)L—1 ZBBLTEI L,

77 L—> 3V REEY —E X DB

April 17,2024

SAML & ¥, a—4—7t Citrix Workspace 7 7V ICEREREEZENN LB WRIAIAEEERAT 3546, T 74/
FTIIVDAICO VI A VA TEEF A, COLIBBEE. 77— a3 VRt —E X (FAS) =FERAL
T, FEERERRAEICE B VDANDY VWA VA U ZRIBTEE T,

StoreFront T FAS % f§ 9 % IC I&. PowerShell SDK% f 8 L T StoreFront 2 2 B EHL &
b % 9, Set-STFClaimsFactoryNamesz B L T¥ L — L 7 7 ¥ + U #FASClaimsFactory
IC 8% & L. Set-STFStoreLaunchOptions# EFRH L TVDA OS> F—420a x> 7aNA 4 —
%#FASLogonDataProvideric®®EL 7,

feeziE. ARTICH LT FAS 2EBMICT 3356

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "
FASLogonDataProvider"

X L7 D FAS ZEMICT BICIE:
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Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "

[VirtualPath] #@axiE/N2 (fHl: /Citrix/Store) ICBSMIFT,

FASH—N—0O—EBELUVZDOMMDOREZBHT BICIE. JIL—TRIS—2ZERIZBENHBDEI, FL A
FAS FaX>Y hEBRLTIETL,

T2 —BHATRAA Y NARI—FRBRAY— b O—R2ERLTRELT 3155, FAS IERTNEEA,

FAS 7 —N—DFAETE AW

FAS H—N—DFIBETIHWEE. T 74 FTREICKKLE T, 772l FASH—N—DFETEIRVGEE. 1
—H—HERBHRENSILTVDAICH A > F > TE S L 51 StoreFront Z#EM TE £9, PowerShell ZEAL
THREEZEETZICIF. N5 X—F2—FederatedAuthenticationServiceFailover#igELTO
I Y RLw kSet-STFStoreLaunchOptionszEAL &9, L z2E. AMTOTT—ILA—N—ZEMIT 35

P
=.

SstoreService = Get-STFStoreService -VirtualPath [VirtualPath]
Set-STFStoreLaunchOptions $storeService -
FederatedAuthenticationServiceFailover $True

A 7 DB EE

October 3, 2023

Citrix StoreFront Ti&. Citrix Virtual Apps and Desktops 577U —> 3o TR by THFLHB R
F7ZERLTEEL. I—H—ICVY - TR N TV —ERTIERZF > TIV R TRBETEE T,

22D B2

2 k7 DIERL MBYr g3 TERERITE<OEMX NT7ZEBRELET,
2 N7 D R N TEREDERK

2~ 7 DHIBx ANEBERIANT7ZHIBRLET,

A—H—FADALT77OEY 3=V I 77O R R LT7ICH L THER S N Citrix Gateway ERvE—
R—hk JVBE. ARTICHT 2EGOHFAZEATWS T 7
TILERLET,
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https://docs.citrix.com/ja-jp/federated-authentication-service/current-release/install-configure#configure-group-policy
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/Set-STFStoreLaunchOptions.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/create-store.html
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B2

EE]

I—H—IZHT 3R b7 OIERTS & ViRl

Kerberos ZED1ERL

ALTICRTRTEVY —XDEE

Citrix Gateway N LIc XA R 7ADUE—RT7IER
DEE

AEEAELM—E (CRL) oFzvy

HEOH TR T arTF—2ANT7EHETZ 2D
@ StoreFront X b 7 DK

BERUND DB EIZEML

ZALTOH TRV T a3y T—20ER

HBOY TRV T avT—2ANT7EHETSZ 2D
@ StoreFront X b 7 DK

Microsoft SQL Server #ER LB RICADT—ED
Rz

Citrix Virtual Apps and Desktops D ##m
2+ T OFMERE
=g HDX IL—F 1 >4

FTI7AIbDicaBmE
ICAZ71ILDESZ

Windows > 3—kAhw k

A—HF—DBXA=ILTRLRIZEZTHT > MEHHEE
feldseeEti k X7 >& (FQDN) %fE-> T Citrix
Workspace 7 7 2 M T 3HB4E. 1—F—ICRKRI
NTWVWBRZXLTHRI—HF—DT7H T MMIEBEMINZL
&OICLZFET,

StoreFront H* Delivery Controller ADzRsEIC
Kerberos ZE% RT3 S EBRL £,
ZrTHED) Y — DB HIER

REOQFRY FT—IH5FET B I —IIHLT
Citrix Gateway ZW L7c X b PAD T 7 X Z AL L
E

StoreFront ©. CVAD Delivery Controller hMER ¢
% TLS sERAZ O REZ AR SN I-EEASZ K —&
(CRL) =R L THRTZLSERLET,

HBEOHY TRV T3V T—E2ANTEH-RETSZ 2D
@ StoreFront X ~ 7 DB

ARTOERICAND ZBEIFEMICLET,

BITROV T ar7T—42 (BRUCAD) ZRR. 1Y
R—b. TVZAR—b BLURDHEELET,
HBOY TRV S a3 v7—aR—2#HET32D
DX ~T O

BITRoVTFoay (BRICAD) T—2%RET BT
®HIC. 9B SQL Server F—2R—X = FEAL £ T,

Z+7 WebH#+ bTOUY —ZXDRRAEICELT
Citrix Virtual Apps and Desktops st %L £ 9
FRIATREEERLET,

EDTF— I TARLED)Y —INDEGHICERT 2N
ZHERELES,

HDX #& &% default.ica iciBIML THR L £7
iCAa77IILDEREZBEBRLET

Windows ais Citrix Workspace T. H&RICAD & &
URMEBET7TIVDO 3—bhyb%z [RE2—F] XZa—
BLUOTRI by AR T 35 EBRL 9,
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https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/manage-controllers.html
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https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/store-subscription-data-in-sql-server.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/store-subscription-data-in-sql-server.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/cvad.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/advanced-store-settings.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/optimal-hdx-routing.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/kerberos-delegation.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/ica-file-signing.html
https://docs.citrix.com/ja-jp/storefront/current-release/configure-manage-stores/ica-file-signing.html
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2 b7 DIERK

December 8, 2023
A RTIIREBEREEIFERTEE T, ez BHEOA—H—FJIL—THICANT7ZERLED. BHEDUY -+
v EENTIZIIXNTEIERLIEDTEEX Y,
B5E:
BET—N—ICLZEBRRIETIE. BT —N—LTREBICH—N—JI—TDERELTELHEVTLLED
W BRARDIEFH DY —/N—_LET Citrix StoreFront B>V —LZEFICRITLTOWAVWI e 2B L T
TV, BEHET LIS,
BHROTEZH—N—JIIL—TICRBTET. BERDIEFIOHT—N—%2FHLET,

ZLTERERTBICIE. TORTOI—H—ICUY —RERETIH—N—%EELT. ZOBEERETVED,
RiZ. Citrix Gateway BHTODRX F7ADUE— PO REZRELEFT (ER).

1. (8] RA2T. [RTOEE] 22Uy I LET,

Create Store

StoreFront Getting Started

StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (Saa$) applications, and internal web
applications through a single portal from all their devices,

Getting Started

Store Name

Delivery Controllers e StoreURL @ ——
Remote Access : bt
Authentication Methods . Receiver

XenApp Services URL

Receiver for Web Site | .
smmay | L) -ttt (@]

| ]
ﬁ Browser E End User
- :
- H
" | ]
o g s R R @ -
PMAgent

RN] 200w o LED,

2. [R+TE] ZTTROESICANALET:
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o« ARTRDANS

o A—HY—PERELIFRESNTOAVRETAMPICTIEATESZLSICTEBEIE. [CORMT
ANDT7 VAR (BR) I—H—ICOAFAT3] ICFTv Iz ANET, RAHDFRERI ST
ZER T3 . [BaEAE] R—IUBLT [VE—FT7UER] R=JIEFFETEIHRAD, £fllo [H
—N=FN—F/—R] Rt [&E] ROV [R—XURL OEE] ICBZMDOFT (RXT
JIZBEMLTWEWY —N—TRY—N—JIL—TZFETIRVED. CNHERTIZHE—DFT
>3>TY),

Create Store

StOI’EFI’Oht Store name and access

Enter a name that helps users identify the store, The stere name appears in Citrix Receiver/

Workspace app as part of the user's account.
¥ Getting Started
Store Name @ Store name and access type cannot be changed, once the store is created,

Delivery Centrollers

Remaote Access Store Name: | Store2

Authentication Methods
2 || Allow only unauthenticated (anonymous) users to access this store
XenApp Services URL e Py. { Y ) : y
Unauthenticated users can access the store without presenting credentials.

Summary
Receiver for Web Site Settings

| Set this Receiver for Web site as 115 default
When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S
sites.

Back | m | Cancel |

DRN] 200w o LED,

3. [Delivery Controller] %7 T. Virtual Desktops t 77U —>3>DUY—RX T4 —REBMLET,
FHLLIE TARTICRTI A Y —ROEE] 28RBLTLLIEIW,
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Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Controller

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Add.. || Edit.

| [ Remove

DRAN] #0)wv o L&Y,
4. [VE—-+T7oER] 27T, Citrix Gateway BH T b 7ZFIARIREICT 2D ESHEBRL & T,

i&. TCitrix Gateway ZNM LI A R 7ADQ U E— R 772 ZADEE] #BRLTLLETL,

#L<
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Create Store

StOI’EFFOF‘It Remote Access

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

+ Getting Started

v
S s Enable Remote Access

o Delasine Controlla: Select the permitted level of access to internal resources
ivery Control

SR #) Allow users to access only resources delivered through StoreFront (No VPN tunnel) i ]

Authentication, Methods ) Allow users to access all resources on the internal network (Full VEN tunnel) @

XenApp Services URL Users may require the Citrix Gateway plug-in to establish a full VPN tunnel
Summary
Citrix Gateway appliances: | [ Gateway [ ]

Default appliance: [ - ]

5. [BiEFH#E] 27T, A—HF—DBRAMFICT IR T BB EZEIRL. [RAN] 20Uy I LES,

ERTRERERE A EICDWTEE L I3 THEEDER) 28R LTI ET L,

CDR T ORI EEERICHER T 2D TIERL ., BEOBHREZRDA ST EHRBEITZENTEFEI, &

NZfT5ICid. [HEFBAY—ERZFER] ICFTvIZANT. BFEOIMT7ZERLED,
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Create Store

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources, [ ]
+ Getting Started | Method
_\/ User name and password &
+ Store Name i 5 : y
i || SAML Authentication
i trol =
+ Delivery Controllers | [ Domain pass-through
+ Remote Access Can be enabled / disabled separately on Receiver for Web sites
Authentication Methods L] Smartcard ; : ;
| Can be enabled / disabled separately on Receiver for Web sites
XenApp Services URL [ HTTP Basic
Summary T f

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

LOre name: 2t

CRA] 200w o L&Y,

6. [XenApp Services ® URL] #JT. PNAgent s % B §3LH>—F N1 INH3HEIE [XenApp
Services D URL #BICT 3] ICFTvIEANNEEFICL. TS5 THRVWBAREF I v IENILET,
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Create Store
StoreFront Configure XenApp Services URL
URL for users who use PNAgent to access applications and desktops.
« Getting Started [] Enable XenApp Services URL
¥ Store Name F
«" Delivery Controllers

+ Remote Access

«" Authentication Methods
XenApp Services URL

Summary

|
e =

[ER] 20w o LET,

7. ATHRMERE NS, [RT] 20U vILET,

HLOWRMPHMERINZ L. A—H—HDBRXMFICTIERATIZELSICTEHD0FH LWL Web 1 bBIERTH
F9. COWebtr hzEHERLED. Blo Web 41 FEERLIEDTEET,

PowerShell SDK

PowerShell SDKZERL TR b 7Z1ERT 31213

1. Add-STFAuthenticationServicez R L TR —EXEER L T, BHRICKD. RENIITEE/
Citrix/[StoreName]AuthTd, £7I%. Get-STFAuthenticationService%#RH L TEEEDRE
Y—EXZRETZHTEET, ERAMTOHRE. COFIBIEIHNEHD FHA.

2. BREICIGCTRAY —EXZBRLET, RALDER] 2B L TLETL,
3. Add-STFStoreService# U L £ 3,
o AT DRENIEREIRL. ThEz-VirtualPathNSX—4— LTRELFT, BE. Ch
i&/Citrix/[StoreName] T¥,

o FE1 THER LB —EXIC-AuthenticationServices8EL T, k. E®X b+
7 DBAIE-Anonymous $TruezRELEY

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 120


https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site.html
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¢ 1DDVY =T —RFOFHAZEDBZEDTEIET, TNUEOUY—R T4 — RIXMERICHERT
BREDNBDET,

2 N7 DR

September 19, 2023
ANTEEETBICIF. UTZETLET:

1. Citrix StoreFront 21>V —JILOERA VT [R+T7] /—RFZERL T, BE] R1>T [RETRE
DRl 20U v I LET,

2. [A—H—0H9T2IUToav] ZTICBHLT. BRUADZEMICTBIHESHZBRLE T,

3. Delivery Controller ®R:EIC X b 7hiKerberos ZEEFERAT 3N S HZRET I3, [Kerberos &
£l 27ICHBLE T,

4. [&i#E% HDXIL—F 1 > 7] 27ICBEL. BFAICRLTTZ TUET RO by T7ORBICEDTF — o o1
ZERAIILZEBRELES,

5 [ZArT7OT7RENEZAX] 2TICBE L. 2—F—H FQDN £7/IFX—IILT7RLAZANALRE S
Workspace 7 7D A—H#—ICH L TR M TFERRTIDESHEBELET,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscnptions, the Mandatery store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.
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2 k7 OHIBR

September 19, 2023

AT ZHBRT BICI3:
1. Citrix StoreFront BB I>YV —ILOERA>T [R+T] /—RZEBRLET,
2. [12fE] R1>T. [R+TOHIR] 22Uy o LET,
3. ROV« RIT [IEW] 20U v I LET,

Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store.

Yes | | Mo |

ZrT7ZHBRT B, EEMGIFSNTVS Web 1 FHIRTHIBRINE S,

A—H—FAOX+7FOES 3=V T 74IILDI Y AR—

September 19, 2023

2 k723 L TR S 7z Citrix Gateway BRI E - ARY. A AP T3 EGEDOHMESATVE 771
LWEERTEET, I—H—ICFOESa =Y I 771 ERET 5. 21— —H Citrix Workspace 77 1)
ZEBEICERTEZLSICADET, I—F—d Web ISIUHF—BHTIMPICTIERT 3 EFIc. Citrix
Workspace 7 7UD7OES 3 =Y I 772X YO— RT3 HTIET,

HE:

BET—N—ICLZBRIRETIE. RO —N—LTRRIIT—N—JI—TOERZEELBWVWTL LT
W BERDIEADH —/N\—_ET Citrix StoreFront B>V —I)LZERFICRITLTVWARVWI E ZHERL T
IV, BEMNRET LIcb.

BROEEZY—N—JI—TICRBREET. BHRDIEFHIDOT—N—ZFHLET,

1. BHOX M7 OFMABERNAERSINLTOED a0 771V 2ERT 213 [RIE] X120 [EHR
F7OTFOEDIZVIT7ALNDIIRR—F] 20Uy o LT WROY 1 b2ERLE T,

2. [TORKR—=F] 20Uy I LT HRFA.cro/OESa->d 771 ExRy b= LO@EYIHIERIC
RFELET,
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A—H—IIXTBR+T7OERTE L VREME

September 19, 2023

A—H—HBX—ILTRLRICLDZTHIY FEEBEELIITL2EH X1 >8 (FQDN) % fF > T Citrix
Workspace 7 7V # KT 3B EIC. I—H—ICRTINTVWB X L 7HI—HF—DT7HT > MBI NEHY
SHEENRET, HRICERTZZATDOT 7 +)L bTIE. 21— —»h Citrix Receiver T StoreFront X 7 %38
MTBEEIC AT VELTEDRMNTTHARREINE T, AMT7ZIERRICLTH, I—HF DR MT7ICT S
CRATEBLARZIDITITIEHD FEA. A—H—lF. X—=ILT7RLRICEZT7HU > MaE#EEDRH D IC Citrix
Workspace 77U TD R b 7% FEETHER LD, £y 7y FURL®FOEY 3 =>J 771 L= ER
LD T 3HRELNDHD £,

HE:

BET—N—ICLZBRIRETIE. RO —N—LTRRICT—N—JI—TOEREEELBVWTLET
W BERDIEFDDH —/N\—_ET Citrix StoreFront B>V —I)LZERFICRITLTVWARVWI E ZHRL T
KTV, BENTT LIS,

BROEEZY—N—JI—TICRBRETET. BEHRDIEFHIDOT—N—ZFHLET,

1. Citrix StoreFront 813>V —ILOERAL>T [A+T7] /—R%ZBIRLT. ] RT1>T [RNTEHEE
D] > [RFTPOT7RNEZA4X] DIEICZ) v I LET,
2. [RRTDT7RNEZAX] R=OT [RRTOT7RNZA4X] £l [RTOERT] 2FINLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 123


https://docs.citrix.com/ja-jp/storefront/current-release/configure-server-group.html

StoreFront & ) —X

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

When this option is selected, the store will be presented as an option for users to add when they

e — configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation

Hide 5t
Optimal HDX Routing IEBEEREOTE

When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/

Workspace app with connection details for the store, either manually, using a setup URL, or with
a provisioning file,

Advanced Settings

ﬁ[ Cancel ] [ Apply

Kerberos Z1{F

April 17,2024
P

Kerberos ZfEIZBEIE I . XenApp 6.5 UIBITOAERTEF £9, TR—rIhTWVWE/N— 3 >0 Citrix
Virtual Apps and Desktops TIZERTE £ Ao

RXAYNRRZIN—FIERAT— M — RREEZ B#% £ 7213 Citrix Gateway BB THER$ 53545, StoreFront
ICIFI—Y—0BERBHRI BV H. - —DEERBEHR~EER L T Delivery Controller IZFBET I £ Ao
XenApp 6.5 LiFi% fE/A L TL 35513, Kerberos ZE% G312 L T, StoreFront i*a—+—(24% L T Delivery
Controller ICFRETEBRLSICTH LN TEET, CDFdHITiE. Active Directory RTEFEE BRI 3 HEN
HOEJ,

1. (8] RAVTRALT7ZERL. [RETREDHER] 20V VI LET,

2. [Kerberos ] 27 %#EIRL £7,
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3. [Kerberos ZE#HG%IC 93] ». [Kerberos ZT%#EiICT 3] hESHERIRLET,

4. (EA] #7213 [OK] 2L TEEZRFLET,

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be

S sEL L~ configured in Active Directory to support delegated authentication.

Kerberos Delegation

Disable Kerb Delegati
Optimal HDX Routing Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

ﬁ[ Cancel ] [ Apply

PowerShell SDK

Kerberos ZE# M T 3 I1C1E. /X5 X —4%—-KerberosDelegationzigE L=< > KL v kSet-
STFStoreServicexf#ERL £

ARTICRTRTB)Y —RDEE

August 27,2024

[Delivery Controller &1#] &E &% £/ L T. Citrix Virtual Apps and Desktops. Citrix Desktops as a
Service. & & U Citrix Secure Private Access IC& > TIRIESNBZ VY —X T« — RZBI. ZE. HIBRL F 7,
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Y =274 —RDORR

1. Citrix StoreFront OV —ILRADERTI>T [R+T7] /—REBRIRLET,
2. BERERAVTRMNTZERLET
3. [i#f8] ~r>d [Delivery Controller n&1] #o) v oL %7,

PowerShell SDK # L TUY—X 74— R%EXRRT3

PowerShell SDKT. a< > RGet-STFStoreFarm#ZHAL T, IRTOUY—X T4 —RFLIIHEFEDODIYV —X
J14—RE—BRRLET,

)Y —27«4—RFDIEM
Citrix Virtual Apps and Desktops ©J Y —2 7« — R DiBfN0

1. [Delivery Controller »&12] Em< [BiN] 20Uy LFET,
2. 74— RZHBRITZOICKID [REB] ZANHILET.
3. [#&#] r LT [Citrix Virtual Apps and Desktops] %3®RL %7,

4. [¥—n—=]1 T [Bm] #5Jvo L. Delivery Controller ®&#iZ AN/IL £9, & Delivery Controller
ICHLTHEDIRLET, BESRELIFI T —N—0DHIC. LBCEDH2EDOT—N—2Z2HETSC
EEHEHLET,

5. [V—N—%BRESHTZ] 773>z BRIZczbBMHLET, Chick b, StoreFront i, EEhEF
ICEBRI—ENSH—N—% S5V H LISERL T, $XRTO Delivery Controller £#idax o 2B Tcaf%E
DBLET. COF T aryHMERENTVLRVGE, Y—N——BREBEEEOC7 T —ILA—N——8BCL
THEELET. CDBE. —BORMODT Y7 7% Delivery Controller #7:130% 2 2T 100% D&
PRELEFT, TOHY—N—DFTSAVICHo7HBEIF. —ED 2 FB® Delivery Controller T 100%
DEBHFEE L. LUERRICIEEICEELE T,

6. [FSYRR—+DFELE] O—BH 5. StoreFront TH—N—r DBEICERAT 3 EGOBEEERLET,

s BSUINTVLWAWERTT —4ZXET3ICIE [HTTP] ZFIRLEZ T, COF T2 a>zREIRTS
Hald. StoreFront & —N—fEOESHZRSHDHETHRET S ZHAFLTLRT L,

s BEAINIERTT —2%2XET 31013 (#E). [HTTPS] %®IRL £, Citrix Virtual Apps
and Desktops —N\—ICx LTI D 7> 3 V% EIRT 35 5(1&. Citrix XML Service B R— %
IS (Microsoft 1 > #—FRy b1 YT A X=> a3 H—ER) LHETZREICH->TWB L. IS
MHTTPS ZHR—h 3L SICHRTNTVB CEZRRBL TS L,

pa

StoreFront £ #— -0 DEEZ HTTPS TRE T 3HEIE. [—N—] Ry IRO—HIEEL
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e —N—RBBZDOH—N—DHAZEDOH —N—RBE—HITBZ e EEAL TV (KXF/IWXF
EXBIENET),

7. StoreFront B’ —N—CHEBRT DL SICEAITBR—bZEELE I, T 74 MTRE HTTPEL T
80. HTTPS ##4:Tid 443 MMEA I & 9, BE L7cKR— M. Citrix XML Service TERINZHDTH

BHRENHDEY,

8. [OK] Z#L &¢

Add Delivery Controller

Display name: CVAD
Type: 'l Citrix Virtual Apps and Desktops
() XenApp 6.3
Servers cvadl.example.com -

fosd alancey >

|| Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o .

9. tFaUT s F—EBRLTWVWBIESE (#E). PowerShell 2 ERL TH—%BMTIHENHD £, fil:

Sstore = Get-STFStoreService -VirtualPath [Path to store]

Sfarm = Get-STFStoreFarm -StoreService $Sstore —-FarmName [Resource
feed name]

Set-STFStoreFarm —-Farm $farm -XMLValidationEnabled $true -
XMLValidationSecret [Security key]
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Citrix Desktops as a Service D)V —X 71— R DB

1. [Delivery Controller »&E] EEm<T [BiM] 22Uy I L%,
2. 74— FZHRTBDICKID [REE] ZANHLET,
3. [E#E] r LT [Citrix Virtual Apps and Desktops] %®EiRL £7

4, [r—N—]1 T [&mM] #2J v L. Cloud Connector D&#IZANALET, H—N—F/izqxI2L
ICEEDIRLET, MRMDIEDIZOBCLH 2 DO0ARIVFZABRTI L2 HEHLET, BHOVY—X
DBFAHHZHEIE. TRTOUY—IDFFHM S Cloud Connector B L T. FLEARELIIBEIC
StoreFront "O—AIN KA bF vy azERAL CETARBATVDAZEEITIZL5ICTE =8
HLET,

5. EHOBEAIHN SO ART Z2HH 35 51F. StoreFront H —N—ADEBEHNHZHEVWIRIZZ—EBD—F L
ICEWTC, [ N—Z8ToHTB] 7 7/2a>zATIlT5cx2b80LET, IxT2IFERZ Daas
Delivery Controller ic7O% > 371 THZ7H. BEIBEERTEIAU Y MIRENTI .

)]

RS RR—-bOBE] 0—BH 5. StoreFront TH—N—r OBEICERATIEGORBEZBIRLET,

BStINTLWAWESRTT—2EXE75I1Cid [HTTP] Z#RLET, COFF>avEERTS
#/&1%. StoreFront & Cloud Connector B D#E#HZ@MSH DA ETRET S L 2T L TIES
Lo

s BSUUINIESTT —2ZXETBICIE (R). [HTTPS] 228IRL T, COF T2 avzBRL
f=#5&ld. Cloud Connector " HTTPS BICEBINTVWS L 2RI IUENHD 7,

F:
StoreFront £ H—N\—DOEDEREFE %= HTTPS THRET 3551, [T—N—] Ry I XDO—&IZIEEL

e —N—BHEDOH—N—DAZOH —N—BL—HITICEBRLTLLLEIV (ANF/IXF
BXAEINET),

7. StoreFront B’ —N—ICIEG TR IICERITIR—rZ2BELEFT, T 72/ ~Tld. HTTP E&KTIE
80. HTTPS #4i Tl 443 pMEAT N E T,

8. [OK] =L &7,
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Add Delivery Controller

Display name: Daas
Type: 'l Citrix Virtual Apps and Desktops
() XenApp 6.5
Servers connectorl.example.com E

GREIE e L Bl onnector?.example.com -

| Add. || Edit. || Remove

[j Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o |

9. tFaUTrF—ZHBRLTLBIEE (). PowerShell zEAL THF—%=2BMIZHBELBD £, fi:

Sstore = Get-STFStoreService -VirtualPath [Path to store]
Sfarm = Get-STFStoreFarm -StoreService S$store —-FarmName [Resource

feed name]
Set-STFStoreFarm —Farm $farm —-XMLValidationEnabled $true -

XMLValidationSecret [Security key]

XenApp 6.5 DYV —X 71— RKDIEM

XenApp 6.5 (& Citrix TIEHR— TN TULWEH A, StoreFront 2308 LIpETIE. BEOYY —ILZFERBLT
XenApp 6.5 UV =74 —RZBMIZCIFTERADE LT, 7=7ZL. PowerShell IZ5|1FHSFEATEE

ERS
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Citrix Secure Private Access ©'J Y —X 71— R DiBMN
StoreFront #—/\—2?* Citrix Secure Private Access AICH#p S TW33H&E L. Citrix Secure Private Access
JY—RT4—RFZEMTIXT,
1. StoreFront® [X +7] > [Delivery Controllers] (Z#&L %7,
2. Bm] 2oUwoLET,
3. [Delivery Controller ®iBiN] V1> RUT, 704 —REHJTZHD [RRA] 2IEELET,
4. [#17] LT [Citrix Secure Private Access] %iEiRL £,
5. [Citrix Secure Private Access] OH—N—BZANHL T,
6. [FSYZAR—rOFEE] ROV TEIUHS, H—N—COBEICFERATI 3 EHOBELERLET,
o HTTP: BSA I TV ARWMERTT — 22X ELFT:
i
HTTP %:8iR9 335513, StoreFront & 5 —N—EOERZ A SHDHEETHRE TS EZRFTL T
<TETLY,

« HTTPS: SSL (Secure Sockets Layer) #7:zi& TLS (Transport Layer Security) %R %17:&
SN HTTPEGRTT—2ZXELE T,

7. Y—N—AOEGICFERAITZR—bZ2EELET, HTTPOFT 7 )L FR—KE 80 T HTTPS 77 %L
bR— ki3 443 T,

8. [OK]l 20UwILEY,

PowerShell SDK # L TUY—X 74— REERT 3

Y —X 70— RKEEBMT3IICIE. Add-STFStoreFarmav > REFERALET

« Citrix Virtual Apps and Desktops # 7: & Citrix Desktops as a Service ® % & i&. FarmType
ZXenDesktopltl®EL £,

« XenApp 6.5 0i5&Id. FarmType%zXenAppIlsREL £7,

« Citrix Secure Private Access i5&Id. FarmTypeZSPAICREL £,

VY =27 4—RDEE

[Delivery Controller &E] EBE T Y —X 71— REERL. [RE] 20V v ILFET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 130


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/add-stfstorefarm

StoreFront & ) —X

PowerShell SDK # L TUY—X 74— R%ETET3

PowerShell 2R LTUY—X 74— R%E2ZTEJI 3ICId. I< > RSet-STFStoreFarm=#ERAL £

Y —27 14— ROHIBR

[Delivery Controller DEE] BE T Y —X 7+ —R&EERL. [HFF] 20V v o LFET,

PowerShell SDK #ERH L TUY —X 71— REHIBRT 3

PowerShell #EBLTUY —X 71— REHIRTBICIF. O< > KFRemove-STFStoreFarmZzERAL £¢

ANIWLRF v —N—/N1INZADEIE

DY —2ERETZIH—N—DO—ZFHERATIARL B2 TONTA—I VR EALIEZLHIC. BRELABEWVY
—/N\—H StoreFront IC& D —BFRIICNAINZRINET, NA NIz —/N\—(& StoreFront IZ& D ER I,
DY =D 77 RIFERAThEFEA. CAICED, FATEAVWT—N—ICEHLLS L TIEEDEEZOET
IE9,

CONANZOEAREIE. RDNFA—Z—TIEELFT:

e NWIUTSTYRANILRF Ty IR—1)IEM - StoreFront A& —N—HDERaAENESHEF T VD
TRHEEZIEELE T, 774N MEILIHRTT, TNEBRTBICIE. TNV ITTTVREAILZF Ty IR
— UV JHRE] Z#BRLTIETL,

o« NANRBE-NYIT STV RANILRF Ty IDRBRCHE>TVWBIGEE. TNEeRETHR—U 2 JHBIC
WETIHENDDETH ZOEBEBIIBETH. BRIMLEDBZLIFHDFEFEA. NvITFTTVEA
WAF Ty IDNEDIR>TVWRIHE QEER). CORBAMRTIZETY—N—ENINRIAENET, T7
#IL~E 60 2T,

o IRTDEKBMDONANREE - NV ITTITYRANILZAF Ty IDNENCHE>TVBRBEICOAFERINET
(JEH#ESR) . 45 D Delivery Controller D R TOH—N—HBNANXZAINTWBHEIC N1 /NREEE] ©
RODICBATNZEVWEREZ. SBATEELET. 774/ MI02T. Chid StoreFront i ot
—N—BNANZALBVWIEZEKRLET,

NAINANSA—Z—%TEFBICIE

BE. CNOOREZEETIHERIHD EEA,

1. Citrix StoreFront 22>V —ILAODERA VT [R+T7] /—RZEBERLET,
2. BERRAVTRNT7EERLE T,
3. [i#ff] ~r>® [Delivery Controller n&E] #0) v oL %7,
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4, > +rO-5—%B|RLT [wE] #2) vo L. [Delivery Controller ir&E] EBET [BRE] 20U v
ILET,

5. [F¥MlizgE] T [RE] 22Uy I LET,

6. [FHERTEDER] 41 T7OJRY I XT. ROBIEETVWET !

a) [TRTOKBONTNREAE] OITT2HEBEDOINE I U v I LT, IRTOY—N—HIEELEHE>
7=t#%IC Delivery Controller "4 754 Y RA TN 3R ESBEMATANILE T,

b) [N+ NZBEER] DT T2HEBDHEI UV ILT. 1 20H—N—DBE LB B> LBICAT T
CRASTNZREEDEMTANLES,

A—H—%EUY—RT4—RIEXYEVT TS

TI7HIETRE. ARFIZTI7EZALTWVWRI—H—ICId. EDXMTRICEBRINTVWEITARTOIY —XT1—
ROSEAARBRIRTOUY —ABEHNINTERAINE T, I—H—JCICERZ )Y —RZzEMHETBICIF. R
k7% StoreFront EFIRIEAZERICHER TSI £, F7id. Microsoft Active Directory Z)L—FDa—4%—X
YN=2yFICEDVWT, BEDERBRIBEANDT7 I/ A ZRMIBZIEHTIEFT, ChICED BE—DX 7T,
A—Y—FIN—TFTCICBBRII VARV IV AZERTI £,

fceZlE, TRTOA-—HY—ICHBEBTZVY—XZ2 1 ODORHERBRETIIL—TL. JNOERRE TIXEE
(Accounts) ZBFIRICEAB T TV r—>a>z 0 —TH L ET, TOLSHHEETIE. Accounts 2—H—45)L—
FJICBELTWAWI—H—F CORXMTICTI7EALTHHBY Y —ALDIRTINFEFEA. Accounts 1—H—
TIN—TDAYN—ICIF. HBVY —RCMBT7 IV r—>a3>0@BNRRINE T,

AOFE LT, KOBETHRABN—RI T 7EFERTZINT—1—F—BAOERBELXERL T, ErOERIRE
CRILVY—ZZRMBLET, CHICED. ITEIToTF—LARY, ESRRIVTALBRI—HY—-DIIX
RUIVZRZALEIEZEHTIET, COXMTICTIERTRE. TRTOA—Y—ICALTRI by TR7
TVr—2avhRREINETH. Executives I—HF—JIL—TDX U N—lF. NT—21—H—HOERIERED!
V= RUBENICESRINE T,

p

CHNIZED VY —RTa—REER T ILRZUVTENET, THIC. UY—XT 1 — AT Citrix
Virtual Apps and Desktops Studio RO 21— —J I —FTF7TUIr—>3>E T4V VI TEE
ER

BEDIA—F—TI—FICHEDIY —R T —F2BR I 3ICId. ROFIRZRITLET:

1. [Delivery Controller »&12] EEH 5. [1—H— IvEVITEIUTILF Y CEEEER] @ [#EAK]
OV ILET, COFTavid 220U ED )Y =X T4 —RBBERINTVWBIGEICOAFERTEE
ED

CHICED, [A—TF—IvEYIEIUTILFI A FESHROER] BEIHAI Y,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.

Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers

Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
& Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources,

o

2. [A—v—%a>+rO0-F—I%v T 2OV v I LET, RUDIVEVITEERT 370D [2—F—T v
IR BELEEET. BTESICRYEV IR ERTAENTEIET,

Create User Mapping
StoreFront Srer Sanis
Specify the user groups that will have access to the centrollers.
User Groups ® Everycne
Controllers

) Specific User Groups

Add... Visn Remaowve

v

3. [IRToaI—H—] ZBRT BN FEDI—H—JIL—T] ZBRLTIDOULDOTIL—TZEBMLET,
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Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers,
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4. DrN] #2200 v o LEY, [OAvbO—F5—] 2THRREINET,
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Create User Mapping

StoreFront

+ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resource from one of the controllers chasen at random in order to balance the load.

Controller | Aggregated | Type

5. (&m] 2oVvy o LT 12Uk bO—-5—%ZEBMLET,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. [fER] 20w o LET,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controlierd ]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups , Controllers .
DesktopOnly Users CVAD site A -
| Add. || Edit. || Remove |
.ﬁ Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BBICHLCT, BEMI--] 22Uy I LTESICRYEYTZERLE Y,

PowerShell SDK 2L Ta1—H—%2UY—-RIIXv ST 3

PowerShell SDKEEBLTI—H—%UY—XIIv I TIET

1. UY—XT7+1—RZkil. EquivalentFarmset ZEBL £ 9, IRTOUY—RTr—RIET77—Ltv
DO—THIBENHDET, £5THVE, LDA—H—HUY—Ts—REFATIHRLARDET, X
DINZ A—2—%=ERL TNew-STFEquivalentFarmset =M U L £9°:

« Name - EquivalentFarmSet D—E D& #)
« PrimaryFarms -&EQHVY - T4 —K (77—L) OEH,

2. EBBVY—RT4—ROEY MITIERTERIRELNHZI—HF—DEy FTLIZ. Eh501—H—r&
EquivalentFarmSet oo < v E> I % EMR L £9. UserFarmMapping ZERd 3 IZId. RD/NZ X —
2 —%$5%E L CAdd-STFUserFarmMappingz M UH L £9°:

« StoreService-UserFarmMapping %iBil¢ % Store #—tE X,

« Name-3TvEYTDO—EDEH,

« GroupMembers-YvEYID—WTHZ3A—HF—FIL—TDRFL SID #ZL Ny a7—T
o BHIFRTROAICERAINET, SIDIFTIN—TZERBLET, IRNTOI—H—ZEBMT BICIF.
Zrih'Everyone, fEMEveryone@BE—OI Y bV ENY S aT—TILIERL £T,
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« EquivalentFarmSet - sioFIBTER S 17 EquivalentFarmSet,

TRTONVY—RT14—R (T7—L) ibia<ed 120 UserFarmMapping ICEFNTWS Z L R
TEIBENHDET, £5LAVE. I—H—FZDOVY —RIZF VLI TIHLADET,

TLF A st

StoreFront D77 #IL b TE R RTIZTRI My T T TVr—2 3> %ZRET 2 IR TOERREDFIE SN,
ZOIRTOYY—ZPMERICHRONET, SO, EHRORBREANSALYY —XHRE LR TREIN TV
TH, VYR TFAAVHRREINE T, ANTOBARECTILFY A MEREBWCTIE. RLTRY
by FPERIGT T —> 3 > %BE{ET 3 Citrix Virtual Apps and Desktops O BEIRIER J)IL— LT, N1
5PNV —2ZEH L TCA—HF—ICIRETIE T, JIL—THINEBRRIRIIA—THIHVEIEZHD FEAD. &
HAR/RDIY —RF. EF—N—LTEFHENIDPALTHIBENHD £,

TILFHA hESHIE D, 8D Citrix Virtual Apps and Desktops DBBREBETREINTWVWE TR by 7%
IV =23 IR TRAMT7TEAIN. I—H—ICIF 1 207 AVEITHARREINET, 21— —DEHS
NV -z 88y 3. StoreFront IROmZZERL T, I—F—ICE > THRLBYBI Y —XRDIVREZY
2ERELET:

o Y—N—0a A,

A BT O T TRy S 3 Y RBENE 5D,
« Primary&&tUSecondary¥—7—K,

. DV — B,

R THER LIRS 7 1 — K DI

StoreFront Tid. BERRE. £E—RNICERTIRVREACS TERICISETERVY —N—DERICER
INET, TOH—N—CDBEIBREILIINDET. O —N—LDVY—IA YV REZY AP I—HF—|ZiRHES
NEd, VY —XORMPHY—N—THR—LINTLWREEIF. I—F—DEM) Y —XZEEF LI FII. BED
dA—H—tvia oBiBEIATINET, COH. I—H—INERL BNV Y —ZD, 2021 —H—0DEE
Dty avEERITLTVWIERHRETRHINTULWSHE., 0Ly a>RTEMYY —IWEHLET. Ch
IC&D. EA—H—DEy > a YEHRNRICINZSNZ D, BIMOTRAI by FRF7FUr—> 3 > 0OREEICH
W BEEIEEIN. @RS A LD MENICERTETET,

Citrix Virtual Apps and Desktops THfsIh 3 Y —XTld. —ETOEHBEOIEFEZ&ERL T, 21— —
MREDRBARIEOTRI My IR T TV = a VICERINDLSICRETIET, CNUSED. HEDTR
by TIRTTIVS—2 a3 TRERAORBARBICBENICI—F—PEREINDLS5ICLT. EHOUY—2
TIRAOBRBRBICEMINISLSICERTEEY, COLSICERTZICIE. BETIRBMABEOTRI by
IR T7 7= 3> 0HEIC TKEYWORDS::Primarys WS XFF%EML. BORBRED Y —XIC
TKEYWORDS:Secondaryl £ WSXFHZzEBMLET. COBHE. BEENMEE LRBRREDIEFICHND
59, A—HF—IIMBEINIEFERE (F517V) IERINET, BAEINIERRENMMEATIRVES. €
AVAV )Y — = RETZEBRBICEGINE T,
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StoreFront VY —X 74 —RF#EBRO—ZE LT. TNE5DOUY —XBEDY —ICHIh%EIBETIEY, 21—
—h* GSLB &2HB T StoreFront iIc7 0t X 384813, V-V BEBEAVA—%2ENTSL5ICGSLB ##EHTE
9, StoreFront iZ. HOERICIES T BH1IC. BETNZBETRIAMINTWR 7 U r—oa>xEFHL &
St LEY,

ZOMODERZF v L. StoreFront IJIBESNAIEFBICEOVWT,. I—HF—H1EHTI2ERRELZRE
LEd, I—H—HERATEI2EFORMIRENMERH ZH58IE. EEEOERICESTVT. —BEORV0OEHREE
FRIEROERMERENMEREINE T, —BECRIICFEAMTELBFRRENERINS L SICER TS . REDD
—H - L TERFORBRIEOH ER/NRICINZZ2 N TEET, —BELNSRBHREN T VA LICEIRSQ
3&5 TR, FERUEARHRBER TV —EREY—ICOBSEI LTI ET,

1. [Delivery Controller »&] BET. [1—H— I vEYIBLUOIIILFH 1 bEESEER] 0 [#ER] =
DU OLET, COFTTavide 22O0UEDIVY —R T4 —RHBIBRINTVWEIBEICOAMERTIET,

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

oK [ Cancel |

2. [WY—R2&EHNTB] 20y o LET,. ChicE-T [UY—XE2&ENTB] BEAVPRTINET,
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[] CvADsite A  Citrix Virtual Apps and Desktops

[ CvADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;lats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o [T

3. ALUY—RZHIVY - T4 —Rz&ERL. [EHN] 20y ILET,
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated

None

L Aggregate | [E:ﬂotaggregaij

Aggregated Controller Settings

These settings apply to all controllers marked as Aggregated

[ ] Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4. RBIIBLT [EHFAIVMO—F—0ORE] /a3 VEBRLET:

e I MO—F—HA—DUVY—XEZRBELET -FICTB L. StoreFront IC& DENFAH Y ~C
HaIVWIID 120> bO—F—DOUY—IADHNFESNET, FTICTHE. FIATEZUY—
20— -0ty b 2EFEENTZDHIC) ENEALY MIHZIRTOIAY FO—5—DU Y —
Z2h StoreFront IC&DFIEETNET, COA T2 a>vEFVICTRIEVY —RFBRONT+—<T >
APAMELET, L. VY —RO—EBIELNEADITRTDT —RTHE—THDCHHEETH
WIRD., BB L EH A,

s BHOOFO—F—TUY—REERISHLET -FUICT . FIAAERIY FO—F—Il&EH
PEY—icpBINnNEd, 7 7ICT3. EFE1I—H—<IvEYIH41rT7OJBE TIEESNI-RIID
Ay hA—Z—CEDYETH N, ZOEHMNKRLAFBEIIUEOIY FA—F—ICT7 2 —I)LF—/N—
LE9d,

5 [0K] 27Uwy o LT, [A—¥—IvEYIBLVOILFY A CERRKROHEEK] BEICRDEFT, [VV—2X
ZENTB] ICFTvIR—IDMIETE LTS
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6.

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

Y —ZDENEINZE. TITAILETRUVY —RIITIEIATEZ - - niced, 1——-3vtE
VOEBMY BHBENHDE Y, [A—H—220bO-F—IYvT] 20Uy ILET, [A—H—TvE
> 7 OfERL] BEAFRTE 3,

Create User Mapping
StoreFront Eraroups
Specify the user groups that will have access to the controllers.
User Groups (=) Everyone
Controllers ) Specific User Groups

Add.. ™ Vien Remuowve

7. [IRXTOI—HY—] ZFRTBH. IFEDI—H—JI—T] ZFRLTIDO2ULDTIL—TZEBMLEY,

e zZE BEDOBMICWEI—H—%2RITIL—TZBRLICWVGEDLHD FJ,
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8. EWNEHADUY—RXT1—RZEMLET. ENEADIVY - T4 —RZITRTENTIHELHD X,
BENTUVRWVWT ¢ —Rid. [EHBL] IKBDET EHTNTLWARVWIY - ZBHBZLHTEET,

9. ¥ O—F—TNY—XREEBEHSMLET] ICF v IEZANNED > FEIE. StoreFront A1) Y
—2EBELTREFTIIEFZEIRTETET,

Create User Mapping

StoreFront

+ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

‘When an aggregated resource is available from multiple controllers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated i Type -~
CVAD Site A Yes Citrix Virtual Apps and Desktops E]
CVAD Site B Yes Citrix Virtual Apps and Desktops

Remove

10. [#ERE] Z3BL T, [ —TvEVITBLUTILFY A FESEDER] ICRDEY,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups Controllers .
CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.

11. BEBICHLTEBICIYEYIEZEBNLET, TRTOUY —X T4 —RR21—HF—-FIL—FIcIvbErIT
NTWBRZEZBRLTLETV, YvEYIINTULAWES., Th50)Y —XEXo1—y—3EAT
IRCKEDET,

12. [OK] 20U w o L&Y,

PowerShell SDK % & L 1B E B8

StoreFront B3>V —JL T, Z<O—MHNARTILTFH A bELUVUSTRAMIREEERTE £33, PowerShell
SDKZ(FEHE L T StoreFront Z#8md 3 8 HTIF9d, CNICED. ROEBMEEENIRHEINET:

o BEONRE L TEROERRIRIRY IL—TZI8E T 51488

- BEIVY-IITRERRREZE—DJI—TFICELHBZ L LNTEIEEAD. KEHDFEIFIH

T+4TT.
- BILTVEBWIY =Rty FEROERORBBENSS X L7 TlE, BRI N—TIEED /8T 5 —

IVABEETEIHENHD £T,
o ENEHERREICT L TERLBLIBUETIEET 31, EBOVY—IL T, ENEAOERIREZER

DELED, B—DT7z—)LA—N—UX b LTERALEDTE XY, PowerShell 2ERT 3. B8RS
BN T —FOERDITIL—TZERL. BE3TIIL—THATIz—ILA—-N-TEXT,
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A .
= .

I

VEEBEITBILIETETEEA,

PowerShell ZER L THABRIILF YA AT a>a2BlLTIc&IZ. BBIYY I E2ERALTAH S>3

1. EO77VFr—=oa> I —T2ERT20ERELET, 79 U5—2a> JIIL—FATIE. RR|HLEL

FIVr—=oa3 1 2OF7AAVICENINET, ET7T VS5 =23 0 —FICEBeHUNETY, B2
=g dI—T%2E&HTITET,

2.

VY —ILTIE B TER 75 V5 —2a>ydIL—713 1 2213 TS, PowerShell Z{ER L TEED 74

FOVF=2a> )=l EHTEVY—RX T+ —R (SDKTIFT77—LCEINET) z—BRT
¥3% 12l Eom EquivalentFarmset 2k L £ d, 7 U5 —>a>dIL—TRADERZ VY —R T 1 —
RAELZI—H—ICEIDYUTS5NBHEEIF. ACAggregationGroupNamezEET 51— -0+t

RDINT X—2—%$5E L TNew-STFEquivalentFarmsetz U L £5:

w kT XICfER) o EquivalentFarmSet Z 1k g 2 BENH D £9, EquivalentFarmSet Z1EmL 9 3 ICId.
Name - EquivalentFarmset —& 0 & &1,

AggregationGroupName-77—Lty FHABLTWE 7T VS —> 3> JIIL—FDEH
LoadBalanceMode - LoadBalancedZ7:ldFailoverowghhy,

PrimaryFarms - ®8L7&W7 7 — L, LoadBalanceModes’FailovernB&aid. 77
—LABERIEFTRREINTVA L ZRBLTI LT W

o PV =3 I I—TICERD
EquivalentFarmSet % 3% 4&. VY —ZADEBICEDVY —R T — REFERAT3HEFET I L
ED

FiZ. ZolBFEH UserFarmMapping TEZI N7z IndexNumber t &5 h £,

BackupFarms - 7543V 7 7—LHFATIHRVBRICERTZ 77— LDO—8, ZOHMEEIIE

IEIhFL KHDIC. £ AEFL IndexNumber #iF23BMMD EquivalentFarmSet %38 L %

TV —=2a v —TO—ETIERWVWIY - T s —RT LI, AggregationGroupName%igE

£9IC EquivalentFarmset #1ER L £ 9. TRTDUY =R T4 —RiET7—Lty FO—ETHIHE
+ Name - EquivalentFarmSet D—E D &Hi

B ET, RDINT X—2—%FHAL TNew-STFEquivalentFarmsetz M OH L £7:

« PrimaryFarms - E&E47 7 — LD EHi.

BBV —RT714— ROty MIT7IERTERIRENHZ1I—HF -0y FJTLIZ. EA501—H—rE
EquivalentFarmSet oD < v E> I & ER L £, UserFarmMapping ZEM 9 3 ICid. RD/INT X —
2 —%$5%E L CAdd-STFUserFarmMappingz M UH L £9°:

+ StoreService-UserFarmMapping %iBfl9 % Store #f—E Z,
« Name-TvEYTD—EDEHI,

« GroupMembers-YwvEYJO—HBTHZA—HF—JIL—FOEF SIDEZEL Ny 27—

o BEIIRTROAMBATNE T, SIDIFITIL—TZERLET, IRTOI—H—ZEMT BIZI3.
ZrintEveryone. fENEveryoned®BE—0I > bUZNY S 2 T—TILICERLE T,
« EquivalentFarmSet - giOFIETIER SN/ EquivalentFarmSet,
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o« IndexNumber-UY—7 4 —RHPHMAINBIEFERELE T, ChiCED. UY—XDIEEIC
EDVY—RT4—REFERATIHDDBEIBBUNREINE T,

TRTDOUY—RT1r—R (T7—L) Hibia<rsd 1 o0 UserFarmMapping IC&ENTWVWS Z L #FER
TRIMRELHDET, 25LAVE. A—H—IFFDVY —RIZTIVERATERLADET,

V- BEE

B3 1) —2a VIl CVAD BV H 25%BE1E. 21— —HB5%k T % CVAD EBR% StoreFront iCiBH35 &5
IC NetScaler ADC Z#mTE £9, L <& TO—NIL—N—&7%&28 (Global Server Load Balancing:
GSLB) I2&2ERY —>) #BRLTLIIEIW,

'@ CVAD BRAICE DY —UhE&EFNTVWEH % StoreFront ICFEHTHER T 23X ERHD £ 7

1. Citrix StoreFront B>V —ILADERA>T [R+T7] /—FREBIRLET,
2. ERRAVTAMTEREIRLET,
3. [##1F] Rr>®d [Delivery Controller 0&E] 20w L%,
4, O +O-S5—%B|IRLT [RE] #2) v L. [Delivery Controller 0ip&E] BET [BRE] 20Uy

L&D,

~N O O

£

(0]

Display name:

KXenDesktopCAM-A

o enDesktop (7.0 or higher)
XenApp (7.5 or higher)

Type:

XenApp (6.5 or lower)
HenMobile (9.0 or lower)
VDl-in-a-Box

. [FEmRE] T [RE] ZOUvILET,
. [FFREO®RE] 4r7AJ0 [V—2] 17T 2BBDHNZI Vv I LEY,
. BBl 22U o L, V=282 ANHALT [OK] Z#LET. BEARDOEY —VICHLTIhZEDERL

Edit Delivery Controller

Servers
({load balanced):

wendesktopa.  .com

| Servers are load balanced

ww_<Ja

Transport type:

Port:

Advanced Settings

advanced settings using the 'Settings' dialog.

Configure delivery controller communication timecuts and other

o

. FHEREOER] 41700 Ry RT, [OK]l 20Uy I LET,

Configure Advanced Settings

Configure advanced settings with caution,

All failed bypass duration

Bypass duration

Maximum failed servers per request
Ticket time to live

Zones

Zones

through which a user can access the store.

0
60
0
100

CAMZone

The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled MNetscaler Gateway

o

7

Clear

le controllers.

o
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A—F—HELFADUY — %8 T 3 . StoreFront IdX-Citrix-ZonePreferencenv & —RnY
—VD—BERAN, ZOV—-—VRBTREINEVY —X 71— RE2BRLET. —HIZ3b0rHNIE. 20 CVAD E
HICEEBIERZEXELEFT, —HI 30N RVEE. MOBRRATBERITLEY,

CVAD ERICEHRDY —UHEENTLBIEE. ZORBAOHEDY —VICERERZEEITSLIFTIEE
Ao

Citrix Gateway # " LA R PADU E— R T7IEIXDERE

February 22, 2024

AHEOXY FT—Uh5ELET B2 —H— I3 L T Citrix Gateway 2N LTEX FTPAD T IR Z AT 31
3 [VE—FT7OEREBE] 2RX0%2FEALET, BEFAELX 7 TIE. Citrix Gateway #/ LTV E— T2
TRAREFRATNEFE Ao

BE.

BRET—N—ICLZ3ERRIETIE. BHOY—N—LTERKICH—N—JIL—TOEREZEEELHEVWTES
W BERDIZEDDH —/N—_ET Citrix StoreFront B>V —I)LZERICRITL TVWARWI E ZHRL T
KTV, BENTET LIS,

BROEEZT—N—JI—TICRBRESET. BHRDIEFIDT—N—ZFHLET,

1. Citrix StoreFront B 2>V —ILOBERA VT [A+T] /—REERLT. ERRIVTR M7 EERL
F9, [l RA>T [VE—FT7IVEIBEDHER] #0V v I LET,
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+ Enable Remote Access

Select the permitted level of access to internal resources

® Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) 0

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway i )

Default appliance: [ ProductionGateway "’ ]

2. [VE—FF7OERBEDER] F41 70Ky I AT AFEDO*RY b 7—2 Lo a—1#—I(C Citrix Gateway
ENLIETOERZREIINESH. BLUZOHEERELE T,

o« NEDXRY FI—=ULETA—H—PRRALT7EZFERTIRVKLSICTSICIE. [VE—RT7IEXDER
] FxvIRYIREATICLET, CHhICED. ARy FU—20O0—hH/ILaA—HF—DHHNR +
FICTFIOEATEBRELSICHEDET,

s UE—LTUERZEMUTBICIE. [VE—FTIEIOEMK] 2FICLET,

- Citrix Gateway BHT7 7€ R 2321 —ICX 7OV Y -0 A ERMET SI1C1E. [VPN ~
xILAEL] BERLET, 2—H—IX ICAProxy £7i&2 517> L X VPN (cVPN) ZfEH
L T Citrix Gateway icO4' 7+ > ¢ 3 7. Citrix Gateway Plug-in # B L T%£ VPN £/
ATBIHNEIIHD FE A

- Secure Sockets Layer (SSL) R FS A R—bxwv k7—2 (VPN) b>xL%ES L THER
FYRT—ULEDRTELVZDIENDNY —IADT IR ERMETZIC1E. [522 VPN ~
vxI] BBRLET, COBE. I—H—Id VPN b XILERILT S 720IC Citrix Gateway
Plug-in R332 BN HD £7,

ARTADUE—RTOEREBMICTZ L. RifAZEL LT [Citrix Gateway 15D /X2 ZJL—]
HESICEMICED £9, 21— —Id Citrix Gateway IcOJ 4 >3 L SICREINBeoH. X b
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TICTIERT B EREABNICOITA Y TEERT,

3. UE—RT7UEREEMICLIEBEIF. A—F—DRMTICTIER TR SICERT 3EMERELE [Citrix
Gateway 7 7517V R] —EBHhSERLEFT, CO—EBIZIE. COXNTRIENLDX M T OIEREICE
ML — bz RIEDNKRTRINET, —BIF— b AREZEBMTZHEIE. BN 2oUwv s
L. TCitrix Gateway O##1 OFIBICHWVWET,

4, —BTEHOIVMUERBIRLTEROT7 IS4 7Y RENLET V2R 2BHICT 3581, Citrix
Workspace 7 7UNSZX R TADT I ELRIERIND [TIANNTTSA47VR] ZBELED,

5. [0K] 200y o LTHEREREL. [VUE—FT7IEXOER] 447008y I XZBLET,
Citrix Workspace 7 7Uid. 2—H—HO—AILEXY hT—JEREDXY FT—IDCESICELKLTVSOHD

ZE—JVRAY b 2FERALTHAL, BRI/ IR EZERLET, E—JVRIY POEBICOWVWTEFHLLC
& TE—2R1 > ORI 28R L TRV,

77 #J)L LTI, StoreFront 32 —H—H X 7ADEHTEHL TLS Gateway AL TUY —XziEFHL
7, StoreFront ')V — Xz i8I T 2 7-0HICHKE Gateway zEHT 5 H Gateway ZEB LAWK S ICHERET
3mald. T&iER HDX )IL—F7 1 > 71 Z#8RBLTIIZT L,

FEEAEXRM—E (CRL) OoF v o

April 17, 2024

IEL®HIC

StoreFront ©. CVAD Delivery Controller »*ER ¢ 3 TLS sEFRZ DREZ AR I NT-GEAEAM—% (CRL) %
FERLTHEETZLSBHTEET, RDFE. dBAEANDT I/ L RORDELIBELRI LD HD T !

. REE—PERESNLATEEN DS
. CAHRESNL

. FEAEEINL

o HEFAENE IR SN

p= N
ZD kEw %, StoreFront & Citrix Virtual Apps and Desktops Delivery Controller x @< HTTPS

BENERINBEDHZY L £, Delivery Controller Ad HTTP Z4ICFIBAZIIHNEH D £ A. £
DfeH. T THBAI NS X b7 D-CertRevocationPolicy sSRENFET S idH D £ A

StoreFront (&. CRL E2#p7R-+ > b
(CDP) O¥isREBES KU O—HILICA Y X b—=IL I NT-EEERELR—E
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(CRL) ZERALIGEERERMF T v o2 R— L&Y, StoreFront (3522% CRLDAZEYR—FLTUVE
Fo TILZCLRIFHR—FETNTULEEA,

CRL EEfmR-r> ~ (CDP) #isRi%ie

Citrix Virtual Apps and Desktops Delivery Controller ' L TW3EERAEN R L. AT hiz CRLIZ>
TIILBESHRRINTWVLSIHA. StoreFront i&Z @ Delivery Controller o)V — X% 5% L £+ A. StoreFront
MR LU T-EEAE 2 H 9 31C1E. CDP SEFAZIAREETER SN TVWALWThh O URL 2ERAL T, AN
CRLIZ7VERT2HELNHD £,

File Action View Favorites Window Help
e nm 4EIXEEH

| Consale Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
v & C_E"F‘f'“t“ ‘("““‘ Computer) 21 .com -DCO1-CA 26/04/2021 Server Authenticati.. wildcard. .com Web Server
v E"g”:_f - @I XenDesktopSSL. .com -DCOI-CA 18/06/2021 Server Authenticati..  ddcrevoked. .com Web Server Ex...
ertificates
= 2;1XenDesktopSSL. . -DCOI-CA 18/06/2020 Client Authenticati... <N Comput

| Trusted Root Certification Authorities gl XenDesktop com ! ent Authenticati..  <HNone> omputer
| Enterprise Trust
| Intermediate Certification Authorities & Certificate 4
| Trusted Publishers
7| Untrusted Certificates General Details  Certification Path
| Third-Party Root Certification Authorities
| Trusted People Show: | <All> &
7 Client Authentication lssuers
*| Preview Build Roots Field Value "
| Remote Desktop [&iEnhanced key Usage Server Authentication (1.3.6....
| Certificate Enrollment Requests @KEV Usage Digital Signature, Key Encipher...
“| Smart Card Trusted Roots 55| Application Polices [1]Application Certificat Palic...
“ Trusted Devices (53 |subject Key Identifier cfe27513520100 117422,

Web Hosting [55]subject Alternative Name Other Name:Principal Name=X...,
= Windows Live ID Token lssuer @Auﬁ'\nriw Key Identifier KeylD=6e 12 43 2861b562 ...
B @CRL Distribution Points [1]CRL Distribution Point: Distr...

Jél fusthrwity Tnformation Arress 1141 itharity Infn Acress: A o
[1]CRL Distribution Paint
Distribution Point Name:
Ful Name:
URL =\\dc01\CRLDisty  -DCO1-CA.al
URL=http:ffrl. - faldist) -DCO1CA.crl
Edit Properties... Copy to File...

CRL 2R

StoreFront L5 8 < Delivery Controller ED%kzh L 7sEFAEZHREHTE 3£ 512931213, CATO CRLOR
FEEZERT IHELHD F9, CLREHRRT > MEREEDO TONT« ZHEL T, FRAPOAREF—EBICK
HiEL CRL ARHARMEZREL £95
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Revoked Certificates Properties ? X
CRL Publishing Parameters \fjaw CRLs

A Cedificate Revocation List (CRL) describes cetificates that clients should
consider invalid.

CRL publication interval: i Hours 7
Next update: 27/06/2019 16:28

[] Publish Defta CRLs
Publication interval: 1 Days

Next update:

93147 FDCRLFv Yo

Windows AR+ —&HBDIS17> hd. CRLZO—HIILICFvyvoalLlEzd, BHOCRLIZ. O—HILICF v
v adnf CRLOBMERIMTINZ EFTHIA—RINEFHA.

EFEAZESENY X b (CRL) ~A® StoreFront 077t X

SEBRERMTFT T v I D=®iCiE. StoreFront A CRLICT7 VX TEZHMERHD £79, StoreFront »* CRL #4
B9 3 Web —/N\—%:FERi%RS (CA) Y@IET3H%EP. CRLOEHZZETBZHFICOVWTHEEICHERZELTLE

T

Delivery Controller tORIEL> 4 —FS5 1 X CABLVTFTAIR— rilFAE F514R— bk CABLUHERE
ZfERAT 3i5E. StoreFront ICBRBLHDRELKEBREINTIVE2—TFSA X CA L. HBBROABRY bT—2
M7 IEATEZRHAINSCRLTE, T>Z—F51 X CAN CDP HRIEEER AT 3 & SICHER T 3 1EIRIC
DWTIE. Microsoft RFa XY hEBBLTLEIL, CAHR

CDP {LiRi&REZ SO & S ICHEm I B HiIC Delivery Controller B L TULWZAEBAZ IZ. BEITHMRERBS
HbET,

StoreFront #+—/X—& & U Citrix Virtual Apps and Desktops ' —/N\—I3E&E. 1> 22— v MEGO ARV IRHT
INFTZAR— bRy D=V EICFELE T, COBE. 771 R—~CAZFRIIZIVELNHD £7,

Delivery Controller L4 E8/XT U w o CAE LU /NT ) v UiEBAE  StoreFront 4+ —/N\—& & U Citrix
Virtual Apps and Desktops Delivery Controller iz, /871 v o CAICL > TRITINIHABEEFERTI £,
StoreFront (3. CDP #isRigRETER I/ URL 2 AL T 12 —2y MEHTNT U v CAD Web -,
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—CBIETIZHENHD T, /NT U v IEBRENEKI L =1, StoreFront #* CDP URL AL TCRL DO
— %A O—RTERWESE. StoreFront I CRLF v I %2RTTIHL<ADET,

FEERERZNR ) & —DRE

Citrix StoreFront @ PowerShell 1 ¥ >~ k L v + Get-STFStoreFarmConfiguration & & ¢f Set-
STFStoreFarmConfiguration # A L T. A 7 OHBEELHR) > — % RE L £ 7. Get-Help
Set-STFStoreFarmConfiguration -detailed # £ 17 9 % £. PowerShell D AN JL 7 *+ 7> 3 >-
CertRevocationPolicy offl# &=L £9, ZNn50D StoreFront PowerShell x> KL v MMZDWTEL < I,
Citrix StoreFront SDK PowerShell Modules#&8B L TL 723 L\,

-CertRevocationPolicy + 7> 3 Vg, UTOEICRETI£T:

RE B

]

NoCheck StoreFront i%. Delivery Controller EDzEFAZ D%
MREEF vy LEHA. StoreFront if, &L 7
iEBAZE % EA 9 5 Delivery Controller 50U Y —2
ZHBELEITET, DT I EDRETT,

MustCheck NiRZdbReEBF S>3 > TT, StoreFront i3,
Delivery Controller EosEREE D CDP #i5RIEHETS
BENTWB URLIC7VEZX LT, CRL DEEZH A
¥9, CRLAFIATEHRWEE. 713 Delivery
Controller TERAINTWBEAZENERML TV S5
#&. StoreFront i Delivery Controller h*5 D %Z(C
KL &9, URLIZ. FERREN TS RX— hDBFEIEH
B Web r—/N\—%$5 L. #BAZEHNTU v CAICK
STEITINIBEIFNT Vv o1>2—2y ~ Web
T—N—%ELFT,

FullCheck StoreFront i%. Delivery Controller EBEZ o CDP
IRRIEEETABIN TV S URL ADESFZRAE T,
StoreFront *C 5D URL 25 CRL @ OE—DEE
ICkML7=3B&TH. Delivery Controller 5 )Y
—Z2DFEEFAI L £9, StoreFront #* CRL #IEEIC
EY¥8 L TH. Delivery Controller @zEBBZEH KN L T
W3iHE. StoreFront i3 Y —XZ5E L FH A
URL I&. (EBAEN T S 1 R — b DIFEIFAE Web H—
N=7%R L. ;AEHNTU v o CAICE>THEITTh
FBERINT Uy o182 —%y k Web —/N—%15
L&,
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E AR

s

NoNetworkAccess StoreFront #+—/\— Lt Citrix Delivery Server sEP8
EXr7ICO—BNICA VR— bk ENhiz CRLOAHBF
TV 3INEY, StoreFront ix. CDP ¥hIRIERETIERE
anf- URL Aozl A £ A, StoreFront A
CRLOO—HIILIE—DBEICKB LIS T,
Delivery Controller 5D 1) Y — X DFIEE AT L £
¥, StoreFront #* Citrix Delivery Server sEBAZE X +
7Hh5 CRLOO—AHIILIAE—%Z2ERICEELTH.
Delivery Controller ®zEBEZE AR L TV BB E.
StoreFront (VY —XZFIEL FE A,

AT THRERMNF TV I ZEHT S

AETOMBAERMARI S —ERETDICIE. [BEEL L TR T PowerShell ISE Z#BW T, XD
PowerShell v > Ly b ERTLET. RO NT7HHZHBE. COFIEETRTOI T TERDRLET,
-CertRevocationPolicy i&. $StoreVirtualPath TisEIh7c X b 7ICHEE I n 79 R T Delivery Controller
ICHEBZEZB3 X7 LARILDEETT,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

RENELBRAINAZ RT3, £IERED
-CertRevocationPolicy #p %= RR Y BICIE. REERTLET:

(Get-STFStoreFarmConfiguration -StoreService $StoreObject).
CertRevocationPolicy

StoreFront —/\—TO—AJLIC1 >VR— k3= CRL ZERT3

O—7LIZ YR— b Ehiz CRLOFERIEHR— bThTUWETH, Citrix TIFEREIATLEHEA,
UTIEZDEHATY:

o RFBRIRIETIFRED StoreFront 4 —N—J I —FHEBR T 206D B 2 7. BEPEMHIEHICH
D&EJ,

o RERAENERHMT B UICTRTO StoreFront #+—/N—d CRL #FETEH I 5 . Active Directory k X
1 > 28T CDP L3RIEAEES LU ARSI N7 CRL ZEA Y 3I5RICLEAR T, KIBICHEMETLE T,
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-CertRevocationPolicy #* TNoNetworkAccess) ICRETNTUWBHE. O—AILTTI VI =TTV
felgEHFH SN/ CRL #FERA L T, CRL Z I RTO StoreFront 4 —/N—ICHEMICEFTETE T,

O—AIicAYR—bEnic CLR ZER T 3IC1F

1. CRL % StoreFront 4 —N\—DF X by AIZaE—L %9, StoreFront H—N\—bHtF—N—F)L—TD—
BTHBEEIFE. FIL—THDOITARTO StoreFront —/N—ICaAEF—L £ 7,

2. MMCR+y 71 %#BVWT [Z7a)L] > [Ty T >0EBIMCHIBR] > [FEBAZE] > [AYEa—42—T7h
> k] > [Citrix Delivery Services M:iFFAE X ~ 7] #EIRL £,

3. AU ILT [TRTDOERYV] > [1vKR—k] ZFRL. .CRL771IL%EZ8BLT [TRTOT71IL]
> [BI<] > FEAEE TR TROX L 7ICEEET 3] > [Citrix Delivery Services] %i#RL 7,

E Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]

iFile Action View Favorites Window Help

s 2@ B8 é.:lﬂ'ri:

| Cclmsola Root lssued By h Effective Date Next Update
v [V Certificates (Local Computer) ] -DCDI-CA com 04/07/2019 04/07/2019

w || Personal

" Certificate Revocation List

| Certificates
v || Trusted Root Certification Authorities

_ Certificates

| Enterprise Trust

| Intermediate Certification Authorities
_| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication |ssuers
Preview Build Roots
~ | Citrix Delivery Services
| Certificate Revocation List
_ Certificates

| Local NonRemovable Certificates
| Remote Desktop

| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

_| Web Hosting

| Windows Live ID Token |ssuer

PowerShell £7:/30< > K5 >T CRL % Citrix Delivery Service :FBAZE X k 7IZBINT 3 IZi&

1. StoreFronticOsr> L.
CRLZ 71 EREQDI—H—DFT XU by /ICAE—-LFT,

2. PowerShell ISE #i=. [BEEr LTRIT] 2BRLET,
3. UT%=RTLET:
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certutil -addstore "Citrix Delivery Services" "$env:UserProfile\
Desktop\Example-DCO1-CA.crl"
EBICEITEINZ L. ROENRINET:

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.
CertUtil: -addstore command completed successfully.

COAXYRIE. RV) T MERTEHNICIRIED TARTO StoreFront
H—N—ICCRL 2B 9 2 HBEICERTEEY,

Delivery Controller % &/ L 7= XML 523

StoreFront ##m L T. 2—%'—R:E% Citrix Virtual Apps and Desktops Delivery Controller ic&ZFETE &
¥, Delivery Controller ®iEFBAE N K LIz E. 21— —Id StoreFront icH 1 >4 > TERBD X J, 8
HE# 1B 9 B Citrix Virtual Apps and Desktops Delivery Controller LD iEREE AN R L TW 34, Active
Directory 2 —+—% StoreFront IZH 1 > 1 > TIHRL T RIMRENHZ72H. CHRFEFLVLEETT,

a—+'—3Zir % Delivery Controller (cEF 3 3 i1

1. giotEs> a3y TR THBERNF T v I ZHBRT 51 THALKEELSIC. R M7 THAZEDORIZHER
L£d,

2. XML #—E 2= 031 OFIEICHE > T. Delivery Controller © HTTPS OfER%#EL £ 9.

XML nlunE-'j- E X'Cuﬁﬁﬁigixjﬁ"l v %*ﬁﬁﬁ?‘%

UTOFIEIZ. BATXMLZEZFERBL TLWBIHERICOHAKRETT,
F:
StoreFront Tld. X b7 %EFBHT—ERIIXYE T TRDIC2 DD EZFEBETIEY, HETIDA

ElEF. ARTE DIL.\D.L—t-lj— EXDO1WF1DIYE>TTY, ZDHBEA. IRTDR FT:‘:F;?]E DIL.\DE-U- EX
LT COEIDa>VDFIEZRITITIHELNHBD FT,

XFT&:DILDE# tx@ﬁﬁ—c\ DEEHEQE;UJ:E_FD\EU{E :EQE; TLTL\% t%ﬁﬁm{?bT(T;éL\ 337’:\
IARTORA S THE—DOREBEZFERB L TVWBRHE. EHOXNTHE—DFMT—EXZHETSL5IC
BHRTEET,

Y —E XD PowerShell <> KL v kiZix Set-STFStoreFarmConfiguration (C/8% 9 2 Eh' AL fo .
PowerShell DfERAEIEZLEBRD £, BIOEI> 3V THALZHD LA CHASZEEMNA) > —ORELZER
LEd,
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1. PowerShell ISE zR&. [BEEL LTET] 2#RLET,

$SiteID = 1
S$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"

2. XMLRBIEETHERAINBZ R b 7H—E X BiEt —E X Delivery Controller #i#3R L % 9, Delivery
Controller BBEICX F 7 TR INTVLR ZE ZRBLTIEI L,

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SitelID -
VirtualPath S$AuthVirtualPath

3. 8B —E X d CertRevocationPolicy
TONTr zBEREELE T,

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService
$AuthObject -Farm $FarmObject

4. ELVEERABRME-—RFZRELICCCZRBLTIETL,
$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath

$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy

Windows T RAY hE 2 —7—TFEINBZIS—
CRL FxworBE®AIBEE. T5—I& StoreFront —/N\—d Windows 1R bE A —T7—THREINE T,
ARV EEa—T7—%RALICIE:

o StoreFront —/N\—TRuUn E AL £
o eventvwr X ASJL T, Enter ¥—%#L 9,
o [7TUr—>a>yet—ER] T, Citrix Delivery Service 1 R> &R L £ T,

I5—fl: R bT7HERMLIEEBAE %R L T3 Delivery Controller (CiEH TSI AL

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.

This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.
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The specified Citrix XML Service could not be contacted and has been
temporarily removed from the 1list of active services.

I 5—fl: Receiver for Web T XML :Z:FOKKICE D I—F—HO5 1 > TSI HVES

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null

General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary’2 postParams)

HBEOY TRV T a>oT7F—2ANT72HEFTS 2 D0 StoreFront X ~ 7 D1ER

January 25,2024

StoreFront @ > X b—JL 7Ot X Tik. & StoreFront #+—/N—iC Windows ¥ —4# X b 7ZO—HJLICI VR
F=ILLT. $TRIV T a>T—4%2ERLET, StoreFront —N—J )L —TRETIE. EF—N—T. ¥
DTF—BANTHMERTZHITRIV T2 a>rT—200E—bBEEBINET, COT—FE 1FHOH—N—IZR
MIh, JIL—T2ETI—HY—DH TR I aVvHEBINET, T 74/ ~Tlk. StoreFront 3&X ~7
ICHLTLIOOTF—2ZAMTPZERLET, EF TR0V T2 a>T—2A LTI AT ICICRIZLTERHRIA
E

BRZERRENVERIEES. —RIICIZ. BEEHN 2 DDEL S X L7 T StoreFront 2L ET, X +7D 1
D& Citrix Gateway 2R L T Y =X T7 o T30, 5 121da1t0 LAN 2FERL TR 7€
2FBHICRELFEFT. X +7HAweb.config 7 7 MIILICEBEAEEXMZ 32T, FBEOY IRV T> 3>
T—ARALTEHEETZLSIC. M) R b7 TRE) R E7OBEAEEBRTI T,

2DDRMFEENUCKRIBT BT TRIVTSarT—2AMTF2ECT I DI FIATIR 2—H—RRAL
YUY —=RZ2EHTRISATIEHENDBDET, HEOTFTRIV T 307 —ER—XZHETE L5102 D
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DALTEBETRE. I—F—DPRALVY—RIISHDORY b T—T R SEHEICT I EITITELSICHD,
O—IYJIVRRVIVIDALLET, REFTRIUTa>TF—2IAMT7=2FERTZ . filLLWY—%
BT TRISA4TTBEIIC 2—H—D TN R T7E2FERALTVWS0H TRE A MT7EEALTVWSD
MMIFEEICHD FE Ao

« & b7 ® web.config 7 7 JLiZ C:\inetpub\wwwroot\citrix<storename> (2% D £ 7,
o X k7D web.config iZid. Subscription Store Service DS54 7Y FIY RRA Y MAREENTULE
ER

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="
Streamed'">

BANTOY TRV T 30 T7—RI3RDGHRICHD £,

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>

2DDRANTFTHIRIV T aVT—2ANT2HETBICIE. —FODRLTH B5—FDXALFTOH TRV
ToavY—ERIVRRAIV L ZBRIBELSICRELET, T—N—JIL—TEBBRETR. IRTOY—/N—
M EBINE—DHEAEDEDILTE. TNEOERAMTHRETZHET -2 MTOR—DOIE—%#Hb
7,
7
& X k7o Citrix Virtual Apps and Desktops O FO—5—D#EEIE—H L TWIHELRH D £9, B
P—HLTVWAWEE. EXRTTONVY —ROHF TRV TS 3o —BLAEL BRI LB ET, T—
2T OHBIF. 2 DD MTHEL StoreFront H—N—F7EH—N—J I —TRRBAREICEETT 515
BICOHFTR—EINET,

StoreFront 4+ 7 X0 o3 >F—2XNT7DOIYRRI>VE

1. #— StoreFront BEAIRIETIE. X ERZEAL THNEBX k7D web.config 7 77 JLZBS. clientEnd-
point z#=&EL £9, fi:

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed'">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

2. IEBRETIVRRAY P ZERBA LTIV RRA D PE—HITBELSICEELET:

<subscriptionsStoreClient enabled="true">
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<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

3. StoreFront 4 —N—JIL—TEFERALTWBREEIE. T4/ —FD web.config 77 1Lt d 3%
BZIEDDIRTO/—FICRMEIEZF T,

BRARTHABI S TOF TRV T a3y T—2 AT eHBEITBZLSICRESNE LT

ARTOERUAND ZEIET S

June 6,2024

PowerShell %> RLw rEFERLTR M 7OH TRV T avyT—42 (BKICAD) 2BELFET,
A

StoreFront &3O >V — )L %71 PowerShell D5 5h = FERA L T, StoreFront # BB L %9, mA%
BIERICERALBRWVWTLS SV, StoreFront iz EE 3 %55, StoreFront E3 231>V —ILZzFALTH S
PowerShell #RL T I W, BEOHYIRIV T2 a>T—2%2 KB 5KE. EEFMOREICO—IL
NI TEBESICNY I Ty TZERL THLL e zHB8HLET,

BYITROV T arT—20REHEE

YITROVT2a>T—RBMTETANA—BLVT -2 TIE BEFEOREOEX MTICFEELET,

1. StoreFront # —/\— Lk . Citrix Subscriptions Store #—E X %#{E1E L £ 9, Citrix Subscriptions
Store H—ERDFRTHRIE. AMFOHITRI) TS a>yT—2%FHBRTEEE A

2. StoreFront 4 —NN—ET. 3T ROV T3>y AT 74 —%2#BE£79: C:\Windows\
ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore
\1l__Citrix_<StoreName>

3. HTROUTFL VRN I ANE—HOITRTO T 7NN ZHIBRLET, 7A4ILE—BEIFHIBRLEWVWTL
723,

4. StoreFront #+—/\—_LET. Citrix Subscriptions Store —E X = Bie&8 L £7,

StoreFront 3.5 LIBETIE. LT PowerShell X2 U 7 #FERALT. ARTOH TRV TFarTF—2%%E
HETEET, Y—EXBELEFRIFBEBLED, 777ILZHIBR LD TE3EEEERTI O PowerShell #%
FLEY, 2D PowerShell 7 U7 id. LR THELI-FHOFIEE EHFICHEEEL X,

XY RLy hEBERCETT SICiE. ¥ —/\— LT Citrix Subscriptions Store t—EXMRRTETN TV S %
ENBHOET,
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function Remove-SubscriptionData

{
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

YITROV T arT—EDIIAR—F

PowerShell Y>> FL Y rZ2FEALT. ANTHIRIVT 3V T—2ONY I Ty T22TRYDD TXT 7
FAIWEATERIRTEXT,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath '"$Senv
:USERPROFILE\Desktop\Subscriptions.txt"

EHT—N—ERBREEEELTVW3HE. Z0 PowerShell av> kL v k%, StoreFront 4+ —N\—JJ)L—7R
DEBDY—N—LETEITTEET, Y —N—JIN—TOEHF—N—& EF7HhSREBESNEY TRV T a>T
—42OE—IE—%2RFLE T, StoreFront 4 —N—BTH IRV 7> a>oRBPICEELHZHBE. JIL—7F
DIRTOY—N—DS5T—FEITIIR— LT EEELTLLIZEL,

YITROV T a>T—20ER

BEOY IR I a>yF—4% EEF9 314, Restore-STFStoreSubscriptions #ERL £7. #IRD LS
IZ. Export-STFStoreSubscriptions 2R L TER L2 TRTID D TXT 7 7 1 LERONY I T v IThib0 R
FFPOYTRIN TS a3V T—2EETTEES,
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$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "
$env:USERPROFILE\Desktop\Subscriptions.txt"

Restore-STFStoreSubscriptions ICDWTaEL < it REBBL T3V, https://developer-docs.citrix.
com/en-us/storefront-powershell-sdk/current-release/Restore-STFStoreSubscriptions/

1 >0 StoreFront 4 —/\— - T5F—4%ETT 3

B—pH—N—EIRET. Subscriptions Store ¥ —EX &> v A OVTRIRBIEH D £ A £l BT
oUFayT—20ERRICEEOH TRV TS a>T— 3 ETINEDLHD £ A,

StoreFront 4+ —N\—JIL—F L TF—4%1ETT D

H—N—=TN—FICHT ROV T3V TF—E2%2ETT3ICE. ROFIBICKSBELHD £,
f5: 3 20 StoreFront 4 —N—% &L H—N—FI)L— TR,

o StoreFrontA
o StoreFrontB
o StoreFrontC

1. 320 —N—ounWInhh s BEOH IRV I a>T—20ONv o7y T2 ER LT,

2. H—/\— StoreFrontB & & Uf StoreFrontC © Subscriptions Store t—E X% {F1EL £ 9., ZDERIEICK
>7T. StoreFrontA OFHFHP. H—N—@dHTRI VT a>TF—25RSETEENTEIRARDET,

3. #—/\— StoreFrontB & & U StoreFrontC 54 7RO U Foa>7F—a2ERe2EELEFT, ChicLk>
T ERENH TRV T a>T—20FR—HHBPRELBVWELSICLET,

4. Restore-STFStoreSubscriptions 2% > KL v kT StoreFrontA LIcF—2%1E7x L £9, Subscrip-
tions Store t—E X %&fZIEL 7D, StoreFrontA TH TRV ) P> 3> TF— 452 EETIHEIIHD
FEA (ETRERICEESTIhET),

5. % —/\— StoreFrontB & & U StoreFrontC ET. Subscriptions Store tt —E 2= BE£&#L £9, NI T.
COH—/N—iF StoreFrontA B 57 —2DIL—%2ZETIT XY,

6. IRTOY—N—HTREIRBEINZIOER/FEET, COEDICHEREFREIL. StoreFrontA ICFET 2
LO—RCL>TERDET, IRTOY—N—PO—A/xy hT—JEFHTHhNE. BERBRIERRERIC
ThnEd. WANESGTOY TR U 7o 3 > oRMRICIEK. ZLRE/DIDBZEERHD T,

7. StoreFrontB & U StoreFrontC 57 —4% TV AR— LT AR T L ZHBLE T, 1
ERNFH IRV T a>vhora2—a2RRLET,
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HBITRONV T a>T—201VR=-F

ZARTICHT RO T a3rT—20%0iE4. Import-STFStoreSubscriptions ##EL £3, COITYUR
Ly MI&->2T TRV T2 ayT7—22ANTETEELED, Y70V T arr—4azHL< 7O
azZ>ryJani StoreFront 4 —N—|ZAVR—bL7EDTEZE T,
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv
:USERPROFILE\Desktop\Subscriptions.txt"

Import-STFStoreSubscriptions ICDW T L < 1. RZEBEBL T ZE W, https://developer-docs.citrix.
com/en-us/storefront-powershell-sdk/current-release/Import-STFStoreSubscriptions/

YITROV T a>T—2T7 71 ILOFH

HITROVTFaoTF—2T770)F EFTIC1 20— - TRV T a VPRBHINETFI LT 7AILT
To BITICIE. UTOENZ T TRYSNTERBINET:

<user-identifier> <resource-id> <subscription-id> <subscription-
status> <property-name> <property-value> <property-name> <property
-value>

ZEHEBOEKRIZRDEHD T

« <user-identifier>: KBAFXF—T. I—¥F—%2HBHTEIXFITI. COBIFICIF. I—F—D
Windows £z U5« ID iMERHINE T,

« <resource-id>: BEFXF—T. YTRISATINBVY—XEHNTIXFITT,

o <subscription-id>: #BFx—T. HITRIV T a>rx—RICENTIXFINTT, ZDEIFER
IhEFtA (L. 727 71IILAICEIEFEET IREIFHD £T).

« <subscription-status>: ®BEFX—T. ¥TXT TS 3> DRKE (subscribed F7z1% unsub-
scribed) ©7,

o <property-name>&&U<property-value>-#7> 3>, 0EU LD TONT « B/{EDBEAHE
HHETY, StoreFront 751 7> + (@&Id Citrix Workspace 7 7U) IC& 3B TR0V TF>a>orOnN
T1ERLET, BHOEEFE O TONT 1 1E. AL ERIOEHD T<property-name> <property-value>]
R7TrENnEd (MyProp #'2 DDfEA & B #2551 T---MyProp AMyProp B -1 %),

51

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel ~ 21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1
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StoreFront  —\—DOF 1 XV LICHZ T TRV Foa>7—20H 14X

Ld—Fo¥% #-1 X (MB)
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

TYR—bBLVIVRR=bIBTFIALT7MILOH AR

L d—Fo¥ #1 X (MB)
0 0.00
1,000 0.13
10,000 1.30
100,000 12.80
200,000 25.60
500,000 64.10
800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00
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ZANTOBTROVTavho>E—

Microsoft Windows X7 =YY REZZ—Hho 42— ([RE—F+] > [BREORK] Ry I Tperfmony
ENA) ZEALT —N—LOHY TR U T3> L - RFOEasHEk. StoreFront f—/N\—4 )L — 7R TRER
INFLO—REREZRRTEEY,

PowerShell zER LY 7ROV T a>AT>2—DRR

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store))\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

Microsoft SQL Server #{EA L= T XU F> 3> T—2DRE

April 17,2024
pE o
CDORFaXY BRI MSSQLServer & T-SQL 7T UICREEAT 2 EAMAFNFHERIRE LTLWET, BEEN
CORFaXYEBRT3ICIE. SQL Server = RE%R < . FH. BIETISLIICTIHRELNHBD FT,

1L ®HIC

ESENT i&. Windows TERTE3IBHAAARER NS VT IS 3V F—ER—2T VIV TY, StoreFront @
TRTON=Tavid. T7FIETHBHAZD ESENT F—ER—XDFEAEHR—FLTWVWET, /e X7
A SQLEGXFIEFERT AL ICER TN TUVLSIBES. Microsoft SQL Server 1 Y 22V XCEHT B d
TEFEY,

StoreFront = ESENT TI3% < SQL ZFEAT 2L S ICHIDBER 3 e DdELF =L T-SQL @ UPDATE 57—+
AV hZEFERALT ¥7R00 7o ayLd—RzEE, BB, LEBHEBFTEIZCTY, SQLZEATH L. ¥
TROVT2arvT—2ThyDREBENERITEINBLCICESENT H T RO U TS 3>y T—2efz2 T 0 AR— k.
TE BIYR—bI2HERBDEHEA
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BEOYITRI) T3 >T—%% ESENT H 5 Microsoft SQL Server IC#17¢9 3 1CiE. StoreFront 5T &
ZR—=bENFEESENT DTS5y bF—2%, —FEAYR—FADSQL 7L Y RU—BERICERT ZHEHLHD
¥, MLWHITZROU T2 arvT—20BWVHLVWERDZE. COFIBRAETY, T—2ERFIENBEL
DIEF—ERIF TS, TITlE. BEBLTWVWS-STF PowerShell SDK BN I NF=N—2 3> 3.5 LUBEDTARTD
StoreFront N—2 3 Y TERTE 3. HR— MRIKROBRICOWTEHAL T,

i

v b= DEIEHERERAT StoreFront A 7200 723> 57 —42%2FRETHHICERT 3 SQL
Server 1 > X2V ANDEFHUICKB L 7HE. StoreFront BRIZFIAREEL LTRRINEFEA. FLEIE
A—H—TOARIV IV A% —BEMICRTIE 317 TT, 2—H—Ii%. SQL Server ADIEGENETINS £
Ty BRUANDDOUY —Z =B BIFR. FRIFRRTIERA. VY —XE FLETHIESSOERH TS E
T FRAITNSZEEIE. ESENT fERIC Citrix Subscription Store # —EXMEIET B HBELRAL TY,

B b

1)y — 2 ht KEYWORDS:Auto Z 7-i& KEYWORDS:Mandatory TH#B I T3 . ESENT F7z1% SQL
THAZFERTZHELRALCELSICEELFT. WITNHD KEYWORD Ha—H—D UV —XIZEENTULS

BE.

ESENT & & U SQL Server OF|=

dA—H—HIRMWOTF TR HILWSQLYTRIU T3> L OA— RABBMICERINE T,

ESENT

SQL

F7#I) k. StoreFront %= Tz F %, EFHIZ:D
BINEBRIZFETY,

YITROV T a>ORBBEBERTYa—IL2ERL

T BERB3Y—N—JI—TETLFVr—>a> %z

BICHERTEEY, TI7R7) T2 a3V ABADIER) %
BRLTETW,

EEICEELPTV, T-SQLIVTUEFERLTH I RS
U7 ayr—2BRICREFRLIIERTIEYd, 1
—H#—CrOL - RFZHIBREIIEHARE, 7TUT
—> 3. Delivery Controller, F7ziga—%—Ct

ICEBICLO—REATY LTI ET, BE/ESN, S
BLicd—Y—0FRERI—Y—FT— 2 ZHHRICHIRT
TEY, BEEENTIVS -2 a3 OFERICTIDER
rE%, #HL W Delivery Controller *7O0E 3=
Janfce Ehe. Delivery Controller 88 % f
ICEMTEET,

StoreFront 51D B I TV S 7. StoreFront

ET7YIUL—REBEICH TRV I avT—4%
Ny OTvTTIREFHD FHEA. T—2IFRID SQL
Server THFEINE T, YTRIU T a>onNyy

7w 7i& StoreFront IZfkEFEET. SQLONY I Ty
HERE XN =X LEFERALET,
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ESENT

YITRU) T a EELVFERSE. SQL IZRET
To WITRIVTL a0 T—22FHMYT 2BEN R VG
&. ESENT 0B BEEO = —XISBEL TWS AT
mL<AEDEY,

ESENT & & U SQL Server Ox s

ESENT

IRV T arT—2%zBEIDEIHANEET
BPEELFRIIHD FHA. TTVRR—FEINftxt 7
FANTH TRV T2 a VDBRERZTSHRENHD £
o HIRIUTS 3V T7—ER—ReRfEZITY AR—
FELUBAYR—LT3REBERHD Y, HBEICE
T AFHOLIA-RZRREBROFEZFEHALT
TEIZIHENHD T, COFRIFEIPHMDIS
—OTEERDELLED FY,

HF—N—TJI—THDE StoreFront H—/\—T
ESENT 7—4R—20AE—%ZFRFTIHENHD
To FNIC. TODTFT—ER=APY—N—FIL—TRHZE
TEB BB —N—JII—THTRBLAESRZZH
HOET,

RE>FUAL

E:

SQL

F—N=TN—TFOIRTDAYN=DBHETBZ T TR
VI aryyF—208—0— Y—N—fDT7—%
DEWVWPT— S FAHOBENRLE T ZAIREMEAME< AD
9,

SQL

BEAp7%4 SQL OFMMBE MV TSR NIV F v
ETY, SQL MY ROBANBEICLZI5ED'DH
b, StoreFront BEADARBEIX FAMEML £ 9, 7t
72 L. Citrix Virtual Apps and Desktops ¥ —4&~—
Z2Aq > X7 X% StoreFront e £B L TIX EHIR
THEELHTEFET,

Y—N—=TN—FETOH TRV T 3>F—2DL
TVr—2avid. EERREESZXITY, ®#HO SQL
AVREAVRYE, T=REVA—TUILBEA VARV R
Moz o8o2a>olFVr— a3 vhBETY,
ZhiZik. MSSQL OEFMA#HMNABETT,

ESENT 505 —2#81TE LU SQL 7L > R U —4F
ANOEMHAUBETY, COTOELIDURELDIZ—E
7217 TY,

BiD Windows #f—N—2 51t 2R BIZH 35
EhHO £T,

StoreFront %= BT % /=% OBIMFIE,

A—H—H TR T g uEHR— T 3ICiE. StoreFront TR INZ X 712 ESENT 7F—42 R —
A F 7zl Microsoft SQL F— 2 R—XBYBETE, BT RI U TS 3T —2DRERZEIE. StoreFront i

DRARTLANILTHREINE T,
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BEOEMRTZERL. BRI XOXA—-TZ2REHSTLHIC. TRTDRXNT7T—E2R—Z%EF L Microsoft SQL
Server 1 Y X2V RICEET 3 % Citrix Tlabs#o L £ 9,

ITRTEALEGXFIZERTILS ICBEINTONIE. BROX NP TRLT—2R—XAZHEFTETET, ER
% Delivery Controller 2R L TWTHREH D FHA. BRORXTRTF—ER—XE2HEETZ I ORAIG
BHIZROV T3y L A—RREDR MTICHBT Z2HEMBZAEIEVIETT,

BEOR L7 EEFOE—O StoreFront BETIE. BFMICIE2 DOTF—2 R ML= HEOEBSEHENERET T,
ESENT 2R3 LSIC1 DOX 7L, IO M7 TIESQLZFERTALSICHEBRTEEY, chld. &
BOERI BRI ADRO—-THH23 088D L EFHA

SQL
Server lICH TR0 ) 723 TF—2%2RETRHE. 420 FUARHD £T:

7% 1: ESENT =B 58— StoreFront r —N\N—F i3t —N—FJIL—7F (FT7+IL L) F7FILbE
TIEN—=2 3> 2.0 LIED StoreFront D gRTON—Ta>vid. 75y b ESENT 7—2R—XzERAL T H—
N=IN=TDAYN—BTH TRV TS a>T— 2R ESLIVERLET. U—N—TIL—TOEX/N—IE
IRV TFa3>TF—EAR—ROFE—OAE—%ZFF L. CHEH—N—JIL—FOMDTRTD X > /N— L FHE
ThEF, COTF VAT, EBMOEEFIBIINESHD FHA., ZO>F A Delivery Controller &wi%
BERICRELAVSERP. VI —HTXIU TS 3V DHIBRPENRARL. Y TRV T3> T—2DEE
BRYERBICET I IBENBRVAREOSERICELTVET,

>F 1)+ 2: B—a StoreFront +—/\—¥r O—7#JL Microsoft SQL Server 1 > X2V XH1 VX h—=)LEh
TWw3 StoreFrontidA—AICAr YR =L 3N/ SQL Server 1 Y A2V Xz FERALET,. mMADIAVHR—F
YRERLY—N—FEIZHD FT, TD>F AL Delivery Controller DR pi#SBEICEET T 3 HBELHZEH
e, gVWI—H—HITXIV TS 3 VOHIRPERGLE. YITRIV TS a3y T—20EBI RV ZEEICETT
IRENHZHDD. BEAM StoreFront BREIIHELR VWS ERD > > )L E— StoreFront BRICEL TWE
o TDIFUAIE. Microsoft SQL F—EZR—XA Y REVABZKRA N T B —N—=FIL—TF XA N—|CB—EE
REERT 37D, Y—N—TIL—TIZEEBDLEFLA. COPFIFIE. ABBEAI > 4—TF51 XRRAICIZE
LTWEt A,

>FUA 3 SUAMRICER SNz StoreFront 4y —N\—2)L— 75 K UTERD Microsoft SQL Server 7 >~
A2V (#E)  FARTO StoreFront —N—FIL—F X N—IF. BLEAD Microsoft SQL Server 1 > X
AYRFRIFSQLT T — A —N—=0 52—l L& T, Chid. Citrix BEEH Delivery Controller &
HAERICEETAHENEY. VI ——HTRIV T 3V OYIBPERRE, $ IRV T3 >TF—20E
B2V EBICETIIHEENHD. BRAMMBBE ShEZABRRLAI V4 —FSA XBRICELIEETILT
ED
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StoreFront Server Group

\‘h :
[+
\% SAL Server
OR
StorefrontSQL1 S0L HA Cluster
o
SQL Server

StorefrontSQL2 SOLInstance

StorefrontSQL3

>F A 4 88O StoreFront 1 —N—J)L—F BLUVHF—N—FTN—TFTDET— 2LV 2—HADEHR
Microsoft SQL Server 1 > X2 > X

pE o
CHISBEREBH T, hIo¥ o> ar L TUr—o g i@ LcEEBREE%R SQL Server BI2E W FE
L. ERBICERITZDICBERIFILDDHZBEICOARITLTLLET L,

NEESFTUA I CEFDOSFVATEN, BERBZUE—bT—2E>22—THEHOD StoreFront 4 —N—J)L—7F
DPRELRRICH L THRINTWE T, Citrix BIBE}R. Y IRV T3V TF—25ALT—4EV42—HADE
BRH—N—JI—TETRRETZIH. BR23T7—FE>2—RDOERZH—N—JII—TETEPTI2H%EERT
TET, TEHEVE-HNOET—N=TI—TiF. ARM. TZz—ILF—N— NTF+—IVADHI. ERD
Microsoft SQL Server 1 ¥ X2 > XKL £, DT F A TIE. Microsoft SQL Server #mie1>75 X
FSUFRICKIBREBIINBRETT, $TRIV T a>7—2r2DSQL cSoH oYL TUr—ay
I&. Microsoft SQL 77/ OJICREICKREFELTUVWET,
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Load Balancer

UK StoreFront Server Group

UK Citrix ADC
StorefrontSQL2

Instance

_
4

°
S

StorefrontSQL3

UK 5QL Server

OR

UK SQL HA Cluster

)

§QL Server

US StoreFront Server Group

US Citrix ADC
Load Balancer

StorefrontSQLS  USSQlinstance

StorefrontSQLE

US SQL Server

OR

US SQL HA Cluster

SOL Server

-

Publisher

Publication

—

Distributor

Subscriber

-

]
-

L3 "
Publication Subscription
Database Database
Distribution
A 4 1 Agent
Logreader

Information

Distribution
Database

vy—X

https://github.com/citrix/sample-scripts/tree/master/storefronth 5D 2o 1) F b2 4o >O—RTSE
£7:

BT

+ Set-STFDatabase.psl -&X k 7®D MS SQL #E5XFH%#RE L £9, StoreFront t—/N\—TERTL F
Jo

+ Add-LocalAppPoolAccounts.psl -O0—7#JL StoreFront #—/\—0 7 71) 7—)LiZ. SQL F—2~—
ANDHZABOBLUVESTAATIERZHFALE Y, SQL Server ToFU A2 #ETLET,

+ Add-RemoteSFAccounts.psl -t —/\—4 )L—TRD T RT®D StoreFront #+—/N—|Z. SQL F—& A~
—ZNDHRAD B LUVEZT AT IV AZHFTLET, SQLServer T+ VA3 ZRITLET,

+ Create-StoreSubscriptionsDB-2016.sql -SQL ¥ — 42X —R & XX —<I %R L £, SQL Server
TEITLET,

TEOERMBELUVAVR—RTUT R

+ Transform-SubscriptionDataForStore.psl -ESENT ADEEDOH TR FoavTF—2%1 VKR
—rHEOSQLILY R —BERICTIRR—FLTERLET,
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+ Create-ImportSubscriptionDataSP.sql - X ~ 7 R 7O > — 2 ¥ # £ i L T Transform-
SubscriptionDataForStore.psl TE#aI N fc7T—2 %« >R — b L £ 9 .Create-StoreSubscriptionsDB-
2016.5ql #EFRLTCF—42 A —< %= 1EM#%. SQLServer TCORV U T+ ERTLET,

SQL Server T StoreFront t—/\—oO—A)ltExa VT4 JI—TZBRT 3

>+ U#A 2 B—o StoreFront +—/\—r O0—7JL Microsoft SQL Server 1 > X2 A1 >R k=)L h
TWw3

Microsoft SQL Server ©<SQLServer>\StoreFrontServerstwsO—AaltxalFcJIL—7F
#E L. IIS APPPOOL\DefaultAppPools &T*IIS APPPOOL\Citrix Receiver for

WebdDRET7AHT Y rEEMLTO—AIICT VX =)L E iz StoreFront &' SQL ICEEA D B LUVEFAH
TOEZRZHALES, COLFaUTIIN—TE ARTH IRV T3y TF—aR—AREF—IZERT
3SQLROUVVTF+TBRINS D, JIL—TENR—HTZ e xBBLTILEIV,

2% 1) 7 +Add-LocalAppPoolAccounts.pslz 4w > O— R TE T !

Add-LocalAppPoolAccounts.ps1 Z2') 7 ~ %= R479 3#iiC StoreFront 21 > X h—JLLEF, COXIU Tk
&, StoreFront B’r > X b—ILENERINBZ £ TEELAWVWIIS APPPOOL\Citrix Receiver for
Web{RB IS 7HU > b =BT 3HEEICIKET 370 TT, IIS APPPOOL\DefaultAppPoolid. IIS
Web #—N—0®&ENEA VA —ILTEZZ L THENICERINET,
# Create Local Group for StoreFront servers on DB Server
$SLocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts"

# Check whether the Local Group Exists
if ([ADSI]::Exists("WinNT://S$env:ComputerName/$LocalGroupName"))

{
Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local security group" -
ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$SLocalGroup = S$Computer.Create("group",$LocalGroupName)
$SLocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()
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Write-Host "$LocalGroupName local security group created" -
ForegroundColor "Green"

}

$Group = [ADSI]"WinNT://$Senv:ComputerName/$LocalGroupName,group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

$DefaultSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$DefaultSID"
$Group.Add(SAccount.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID = $objAccount.Translate([System.Security.Principal.
SecurityIdentifier])

SWebRSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$WebRSID"
$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group" -
ForegroundColor "Green"

SQL Server B ~Y 2 —Yvy—%FEALT. A—AILSQLA YR EZ Y ZARNDBEIRFEINA THEEHICLE T,
StoreFront & SQL Server @ 70t XE@FEICIFBFTE /N THRETT,
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i 5ql Server Configuration Manager
File Action View Help

&= 2|Hd:= H

ﬁ SQL Server Configuration Manager (Local)
& SQL Server Services
_E_ SQL Server Network Configuration (32bit)
w % 50L Native Client 11.0 Configuration (32bit)
=L Client Protocols
& Aliases
w i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration
2L Client Protocols
5 Aliases

Protocol Name Status

Shared Memo Enabled

& MNamed Pipes Enabled

BEDR— b FIIBMR— b EER LT SQL Server #&5i %5095 & 51, Windows 7 71 70 #+ —JLiRAIN
ELLBEINTWB I ERELET, FAFOBETINERITISAEICDOVWTELC IE. Microsoft #to K

FaAYbEBRLTIRETW,
Erb:

O—AILSQLA > X EZ Y ZAANDEHZICKKRTZ5E

(&, localhost £ 3 EHXFEF THEREIN 3L

hostname>HMIELWIPV4A 7 RL RICRERINTWBR Z e 2B L £9, Windows I& IPv4 b D IC
IPv6 fER% st &, localhost @ DNS fi#iRiE StoreFront & & 0f SQL Server ®IEL W IPv4 7 R L X Tl
Bl ZRICEHHDFET, COBEEMRT Z72DIC. BEICE>TUIRA M —=N—=TIPv6 xv 7

— VA I RRICEMCTIBEDNDD T,

>+ U= 3: StoreFront #—/\—7)L—7&E L UERD Microsoft SQL Server 1> 242>

Microsoft SQL Server ©<SQLServer>\StoreFrontServerstignzo—nlt*xall 7«5 IL—
TEAER L. StoreFront H—N—J I —FDIRTOAYN—%EBMLET, COEFaVTasTIL—TIF &
M5 SQLRICH T RO T3>0 F—2R—IXARF—I%ER T % Create-StoreSubscriptionsDB-2016.sql

ROV T HTBREINET,
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& Computer Management

File Action View Help

e 2R XE= HE

A< Computer Management (Local) Name Description
~ m System Tools & Access Control Assistance Operators Members of this group can remot...
. .Er:i:‘s;:‘::::” *Admim;tratnr; Administrators have complete an...
Shared Folders % Backup Operators Backup Operators can override se... StoreFrontServers Properties 7 x
% Certificate Service DCOM Access Members of this group are allowe...
v @ Local Users and Groups 3 K X
9 Users & Cryptographic Operators Members are authorized to perfor... General
= Gro\.lps %Di;{ributad COM Users Members are allowed to launch, a...
@ Performance *—Event Log Readers Members of this group can read e... % StoreFrontServers
M Device Manager *Gue;ts Guests have the same access as m...
v 3 Storage % Hyper-V Administrators Members of this group have com... - -
> Y Windows Server Backup & is_usrs Built-in group used by Internet Inf... Descnption: g;:ag: mags;wsse”a‘ WMachine Accourts or
™ Disk Management &% Network Configuration Operators Members in this group can have s...
> f, Services and Applications &E—Perﬁ:rmance Log Users Members of this group may sche... Members:
%P:rfurmmc:Mumtur Users Members of this group can acces... \StoreFrontSQL1
*;Puwer Users Power Users are included for back... \StoreFrontSQL2
*«Print Operators Members can administer printers ...
*:RDS Endpoint Servers Servers in this group run virtual m...
*—RDS Management Servers Servers in this group can perform ...
B RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
*Rep\i:atnr Supports file replication in a dom...
* Storage Replica Administrators Members of this group have com... Changes to & user's group membership
*—-System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
% Users Users are prevented from making ... userlogs on
S0l Sener200990) BrowserUserSSHAREDSQL ~ Members in the group have the re...
I Contains StoreFront Server Machi.., Cancel o EEp

TARTO StoreFront ¥ —N—=J I —T DR XA >aAYEa—42—7Hho > k%LSQLServer>\
StoreFrontServersZIIL—7ICBIL £9. SQL Server #* Windows :Bif#ER L TW3BE. COJ )L
—FIZEREINTWS StoreFront H—N—D R XA >V Ea—F2—T7AO > bDAHH. SQLTHTZRO VT
IYLOA—RERAEBEITEE T, X2 7 FAdd-RemoteSFAccounts.ps1 TRE ST 1 5k D PowerShell B
g, O—AlLtExaUFoFIL—T%=ER L. StoreFrontSQL1 & & Tf StoreFrontSQL2 ¥ WS &EID 2 DD
StoreFront #—/\—IZEBML £,

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)] [string]$Domain,
[Parameter (Mandatory=$True)] [array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts"

# Check whether the Local Security Group already exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$LocalGroupName'"))

{

Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"

else

Write-Host "Creating $SLocalGroupName local group" -ForegroundColor
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"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$LocalGroup = S$Computer.Create("group",$LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "S$LocalGroupName local group created" -ForegroundColor "

Green"

}

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group" -

ForegroundColor "Yellow"

foreach ($StoreFrontServer 1in $StoreFrontServers)

{

$Group = [ADSI]"WinNT://Senv:ComputerName/$SLocalGroupName,group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"

$Group.Add(SComputer.Path)
}

Write-Host "$StoreFrontServers added to $LocalGroupName'" -

ForegroundColor "Green"

}

Add-RemoteSTFMachineAccounts -Domain "example'" -StoreFrontServers @("

StoreFrontSQL1","StoreFrontSQL2")

Microsoft SQL Server AT F 72 CICH TRV ) T 3o F—ER—ARF—I%2HEHRT 3

StoreFront TERA 3 % Microsoft SQL Server ICREISE 1V A2V X2 ERLET, FHAT3 SQLON— 3
HA YA R=ILINTWBER. £EZEDOT—EIR—=XT7AIIDFESNTVBRIBFRICEET S L5120 .SQL
ZOVTEFRADONRRAEBRELET, > FILAT 1T ~Create-StoreSubscriptionsDB-2016.sqlid SQL Server

2016 Enterprise ZERALTWE Y,

[F—a~R=2] #HEIVvILTHSE HLLWF—2R—2] #ERL. SQL Server Management Studio

(SSMS) #EFERLTEDT—ER—X%EERL £,
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

Select a page
K General
J Options
J Filegroups Database name: “

[+ =

LT Scipt ~ @ Help

Owner: | <default>

Database files:
Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
ROWS.. PRIMARY {8 | By64MB, Unimied 7]
_log LOG Not Applicable [ 8 By 64 MB, Unlimited | q

| Connection

Server:
STOREFRONTCAM24STOREFR(

Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

ZALTI—ETD [F—EZR—RB] #ANATBh. STFSubscriptions D& > HELZBEERIRL FJ,

X)) 7 ERTTBE1IC. StoreFront BRIRIBOZX N7 TH Y FILZA I U T hDBB%EZEL T StoreFront
BB SQLERE=—BItEET, crxlE. ROBEBZ2LEELET:

e ERTBET—2R—XICUSE [STFSubscriptions]® StoreFront DX 7R —Hd 5R81%
FIF£7,

o F—AR=Z2O.MAf 771 ldf 77 AMINADNRE, F—ER—IAZRETIEMIBELET,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
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STFSubscriptions.ldf
o X7 ZFKRATSQL Server DRFINDESEBEZRELFT !
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

AT ERFTLET, AF—IHPHEBICERINDI L. RD3 D2DT—ER—AT—TIHIERINE 7!
SchemaDetails. Subscription. User,
= Databases
System Databases
Database Snapshots

**§ STFSubscriptions

# Database Diagrams
= Tables
System Tables
¥ FileTables
External Tables
B dbo.SchemaDetails
7 B dbo.Subscription
+ B dbo.User

|

[+

[

+

RDT—2~R—2MIL. Create-StoreSubscriptionsDB-2016.sql 2 71) 7+ hMER L e TR0 ) Foa>r5—
BR—ZZXF—TTI,
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SchemabDetails

major_version
minor_version
details

User

Subscription

% id O —'e

username

% id
subscription_ref
resource_id
user_id
status
metadata

secure_metadata

& StoreFront X ~ 7® SQL Server i#5XF5| = 18M T 3

SFUF1

B b

ESENT 7 —4R—XDT7T 14 AVIFRESNTWVWBR DT TRV T a>7—21d. BEFIFERINEE
Ao Microsoft SQL Server "5 ESENT fFBICRTIBE. X M 7EHEXFEIEHIBRLT. TOTF—2DE
BICTIDEZX 2N TEET, AT TSQLAERINTVLWABICERINBIMOY TR I) 7 avid
ESENT ICFEEET. A—H—IZIZINS0HMLWH T RO T gy L d—RIERRINEFLEA. TOH TR

2073y L I—FRIRBIRT, 5ISHIFELET,

ZrT7TOESENT H IRV Toav=BEGMICTSICIE PowerShell ISE #F . [BEEY LTRERT] %

HERLEY,

-UselLocalStorage # 7> 3> FEHEL T, ESENTHITROUTS a>2BEEMICTZANTEIBELET:!

$SiteID = 1
$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
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$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

SFUF 2 3. 4

PowerShell ISE #pg=. [BEBEYr LT21T] &ERLET,
$StoreVirtualPath Z A L TIERXFIERET I AT EIEELE T,

$SiteID = 1

SVirtualPath= "/Citrix/Storel"
SDBName = '"Storel"

SDBServer = "SQL2016Ent"
SDBLocalServer = "localhost"
$SQLInstance = "StoreFrontInstance"

# For a remote database dinstance
$ConnectionString = "Server=$DBServers$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

FrlE

# For a locally installed database 1instance
$ConnectionString = "$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/
Citrix/Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

TRTORXMT7TSQLEGXFIEFHETIELSICHERT 2581F. BEROIARTORXMFICHLTIDFOE
2EEDRLET,

ESENT 55 Microsoft SQL Server |[CEEZ0T—2 %1179 3

BEED ESENT 7—4%% SQL IC#TT 31013, 2EEOT— 4T TOCINBETY, CO—EDHDIREERIT
TRDICKRIUD2DDRV ) T RHREINTUVWE T, StoreFront 14X F5e SQL1 > X2V AHELL
BRINTWRBA. ILLWITZRIU TS aVIiEIANTSQLRTELWER THBMICER SN E T, B1TE. B
EDESENTH T2 UF>a>7—2d SQLERICERIN, 2—F—@FUEICYTRIS14T LYY —XD
RRTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178



StoreFront & ) —X

Bl: ECRAA>2A—H—D 420 SQLYTRIUT> 3y

L

F& 1 Transform-SubscriptionDataForStore.ps1 X ) 7+ #EB L T. ESENT F—4%—§&1 >VR—k
BoSQL LY RY—ERICEIMTS ESENT 7—4%zZ#ad 3 StoreFront —N—i2Oos 1> L %7,
B—N=TIN—TDITRTOXN—=IZALCERDOY TRV T3 LI—-RRAEENTVBRHEE. EDOXY/N—T
HFEATEXT,

PowerShell ISE #=. [EBEY LTET] #8IRLET,

2 21) 7 kTransform-SubscriptionDataForStore.ps1# 2179 % . <StoreName>.txt7 71 LA ES-
ENT 7F—42R—=ZINSHEQI—H—DTRI by FICT IV AR— SN &7,

PowerShell 7 U 7 rid. TNy I E#ZEL. BEOHINETHE T 3 DICRIBINZ YT IO U T2 3 U171
B35BT — RNV I ZRELET, CONBIZIIREADDZBEDRHBD £T,
TMINET—RIERX TV TP RET LR BEOI——DTFRXI by FD<StoreName>SQL.txticE
FHINFET, COXRTVTRI. —BEOI—4—LOA—RFHCNBIN-H TRV T a >0z edHF
ERS

SQL Server IZ#B17¢ 2 X 7 CEICCDMIBEZEDRLE T,

FIE2T-SQLX 7R 7O —CvZFERLTEBRINT—2Z—4ESQL YV R—+r923 —EIC1D2DX
TDT—2DHEAVR—TIBRENHD ET,

FE 1 TR T hic<StoreName>SQL.txt7 7 JL% StoreFront H—/N—DF X7 kv FH 5 Microsoft
SQL Server »C: \iZaE—LT. SubscriptionsSQL.ixt IcRZ#%ZXEL £,

Create-ImportSubscriptionDataSP.sqlR o U 7 RE T-SQL A F 7 R 7O> = v ZERL T, B TRV T
AVT—RE—FEAVR—bLET, " BOI—H—CCICERTZIIV NUHBHBRI N8, &R0 SQL 7—
FIFELLLERUIN. ELVWT—TIIZHEIIhET,

Create-ImportSubscriptionDataSP.sql #3179 % #ilc. USE [STFSubscriptions]%#ZEL TR +7
R7OY—OvZERT 2T —IN—RI—BEEE T,

SQL Server Management Studio %/ L T Create-ImportSubscriptionDataSP.sql 7 7 1 LS. €D
DIA—RERTLET. CDRY )T & ImportSubscriptionDataSP 2 =7 R 7OY—2 v = LUENCER L7127
—ANR—ZIZEMLET,

ZbT7RZOS—JS v HEBICERINZ L. SQLOIYY —ILIZRD X v —IHREI N, ImportSubscrip-
tionDataSP X b7 R 7O —J v BT —ER—IZEBMETNET:

Commands completed successfully.
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StoreFront &%) —X

= Databases
System Databases
Database Snapshots
W STFSubscriptions
] Database Diagrams
= Tables
System Tables
FileTables
External Tables
B dbo.SchemaDetails
FR dbo.Subscription
FR dbo.User
3] Views

52

= &

+ [+ [+

[

& External Resources
Synonyms
= Programmability
= Stored Procedures
£3] System Stored Procedures

& E dbo usplmportSubscriptionData

7 RTOS—2vZEEI )Y LTERITL, [RET7RTOS—2v0ET] 2RL [OK] 22Uy I LE

i Create-lmportSubsc...ad
1 USE [STFSubscriptions]
2 GO
3|
4 - DECLARE @return_value int
5 | EXEC @return_value = [dbo].[uspImportSubscriptionData]
6 SELECT 'Return Value' = @return_value
7
g GO
133% ~
B Results g Messages
| Relun Vakse |
;o

RDMEO IF. TRTOTF—ENERICTAYHR—bEINIeERLET, 1 VR—MIETIMBEIITARTSQL O
DV=ILIZEBEINE T, AT RO HAEEICRITINE. TRV T3> L a—-RFoastie it
TD 22D SQLYITUDEERY £ bicTransform-SubscriptionDataForStore.ps1h2t g 3 —B D 21— —%k
ZHBLET, 2 DO E—HITIBENHD £,

MRV T DD TRV T a 0B, SQL D SHETNIEHRE—RIBIHENHD £T,
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SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]

TR ) T D5 0—BOI—F—Hid. SQLHSHEETNS User 7—T I DL - FRE—HITZHELHD
£,

SELECT COUNT(*) AS TotalUsers
FROM [User]

T2 FET100 D—BD21—H—¥ 1000 D&Y TRI U T3> L aA—RERTFINBE. BITHHIY
L7c#. SQL TRAL 2 20OHEHRRINZIBELRHD £7,

StoreFronticOs' 1> LT, BEOI—F—HHTRI) T a0 TF—2ERRTEZIHNESHERIBLEFT, 2
—H—N)Y—=REGTRISATLED, YTROV T a E@EBRLIEDTRE. BEOT IRV TVl
O—RASQL TEHINEFT, HILLWI—HF—rHTXIU T3> L I—RH SQL TERINZE T,

FIE3 1A >AR—bSNFcT—2TT-SQL IV %ZRTITS
i

Delivery Controller ® &#ild TR TAXF L NXFEHRXB I . StoreFront ATERAINZBHIH LUK
NFECINXFICIERIC—RT IRENHD £7,

-— Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]

-— Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-— Get total number of Subscription records for a particular user SID

Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-— Get all subscription records for a particular delivery controller
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'
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-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

SELECT * FROM [Subscription]

9 WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

(oo BN I e)]

11 -- Get all subscription records for a particular application
12 Use [STFSubscriptions]

13 SELECT * FROM [Subscription]

14 WHERE [resource_id] = ' DeliveryController.Application'

T-SQL zEA L TBREDH IRV T3> L OA— RZzEMELI3HIBRT S

RE:

TARTOY > 7L SQLUPDATE & U DELETE RF— b X > b3, REICEBEHROBFEICEVTHEAINE
T, Citrix (&, BHINIFZR - TERLALCLICEBZ T TRV T a0 TF—2DERELIFBRENAE
BICOWTEEZEVEFFA. UTDOT-SQL AF—h XY b, BHEABHEZRITTIEZLIICTRHDH
IRELTREINTVET, HTRIUT>a>oBHELIFHEVL I- FOlBRERa4 5. SQLF—
AR—ZADTENYITYTTIRTOY TR I3y T—2ONyv I Ty TEERL TLREIV, BE
BN I TY TORITICKBMT DL, T—HDERFLIFHELNRETSA8EMELHD 9, MED T-SQL
UPDATE £7:1& DELETE 27— b XY FZRBET —FIRX—XICKRT T 3 HIIC. RBOERFEEHT—2RX—2X
DoBNTH I —T—2 £ EEBB T —2ORNRIE—TTAMLED,

A

Delivery Controller D&#iIZ TR TAXF L/ NIXFHXF SN, StoreFront AITHERINZERiIH L TK
XFUNXFICERI—HITIBEL DD 7,

-- Update the delivery controller used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
NewDeliveryController.")

WHERE [resource_id] LIKE 'OldDeliveryController.%'

B WN

(6]

-- After enabling multi-site aggregation, update the resource_-id

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'0OldDeliveryController."',"’
DefaultAggregationGroup.')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

A WN R

(6]

-- Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]

DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

A WN R

1 -- OR for aggregated resources use the name of the aggregation group
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Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-— Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

-- Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application'

-— Delete all subscription records for a particular user SID

-- relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-- Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0.

-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)

BEUND OB K TCISERK

December 8, 2023
A—HY—HIRoV T a>vEmEZFEFRLT. UTOF S a>nrsohz#ERLET:

o A—H—DERICADEERSSVHBRTIZLSICLET (BILTH—EXRX L) A== 7F7UD
RANDEZIV I LT TV EBRUCADIZEBMTEEXY, b53—EEZIUWITRE. 7TV EER
ICADDBITENTEE T, BRUANDDTFUIE [F—L] 2TICREFINE T,
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o BRICADZEMICILET WBRXRT)o A—F—EZT7TUEBRICADICER LD, BKUICADH BN
7D g2 IdTEEFHA. [F—L] 2TEREINEFEA

BITROVTavENCLTH. ARNTOTFTRIUTaryT—2I3HBIhELEA. ANTOHTRIUT
SaVEBERMCTRE. A—HF—DREIOJA Y LERICBRICADICERINET TUD [BRICAD] IZR
RINET,

1. Citrix StoreFront B>V —ILOERTI>T [Rb+T] /—FRZBERL T BRIV TINTEZERL
9, [12F] R1>T. [RETREOEE] ZRIRLET

2. [A——@HBTROVTav] 270y ILT, A—HF—DERUICANDEEED AT T A V2D EX &
ED

3. [A—HY—DHTRIVFa>OEME (BILT7H—EXX+T7)] ZERLT. BKRICADZEHICLET,

4. [A—Y—0HYITROV T a>OEME WMEXRT)] ZFERL T, BRICADZEMCLET,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
ser ubscriphions subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store ‘When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

HBWiF. PowerShell v > kL v +Get-STFStoreServicezZERL T, ROFDESICR MTDI—H—HT
RO FoarvEBRTZCHTEET:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown S$True -
Confirm:$False
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Citrix Virtual Apps and Desktops D#&5g

April 17, 2024

Citrix Virtual Apps and Desktops # 7z1& Citrix Desktops as a Service T7 U —> 3> 1—H—ICFEfE
TREEE ANTOF7 IV —2aVIl7o08R§23A—HF—DIJARVIVAZRALEIEZDHIC. KOA
FToavIiloVWTHREILET, PIUTr—2a > OREICOVWTELCIE, 77U r—oay) #28RLTRES
Lo

« [Application name (foruser)] 7« —JLRIZ. X +bT7D Web 1 FRICKRRITZ 7TV r—>a>g
ZANNDLET,

+ [Description and keywords] 7+ —JLRiZ. 77U DO#HBERBALIZCSICANTO Web 1 b
keywords O#ICRRINZHBAEZANALET,

o« 21— —N StoreFront Web 41 b EDT7 U5 —>a v BENICHNTES LI B I
Applicationicon %##ERL 7,

o« XEICISLT. [Application category]l 7+ —JLRICATTIVENALE T, 74N A—REEERT S
ICIE. AT TVRIC\EEDET, L ZIE 7FVr—aryaEBEIIcTIL—7kLizb. BBRD 21—
H—DRECCICTAINA =R LD TZeHTEET, AL7WebHr b [7FU] 279D [A
T3Vl Ea—iZiE. AFIVEEATIVOT T O—EBHRRINET,

F—7— R

77— 3 0HRBICXFFIKEYWORDS : [keywordname] ZBIMT3ZLIC&>TT7FURTRI by
FNCF—T—REEBMTI XY, EHOF—7—REEBMT 3EE1F. KEYWORDS:Accounts Featuredo
ESICAR—ATXYIDEY, F—T—RIETEIERFETHERATI XY

s IV —=3>&BITANZIVITTE - TRETOFHMRE] 2BRLTZTW
s BITHDOTTVIIN—T=2EHT %,
o —EDF—T—RICIFFREERDHD 7,

F—TJ—F% A

EE TFUg—arve [KR—L] ZTICEMLET, K
ICADEIZERBRD, MWEDTFUT—arvze [R—L]
LTDSHBRTZ IR TIEEA. ARTOBRICA
DOEMICE > TVWBIHRIIHMRDHB D FHA
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F-TJ—F3F

BE

TreatAsApp

«

prefer=" application

Primary ¢ Secondary

August 27, 2024

A

I—H¥—PR+T7ICATF TR TTVT—23>
FRFTRI MYy TIEEBNICERUICADICERS

. [F—L4] 27I128MINET, TEDLSBRTTUT
—2aVEBTIANDDSINT ZENTETET, XbT
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MEESINIHDLDBHEICBEINET,

[(RETREOHEHE] O FFHRE] XR—CZ2FALT. ANT7OFHBATONT A ZBRTIET, —HOREI.

PowerShell ##FB L TOHEETEE T,

HE:

BHY—N—IC&3ERERETIE. BHOY—N—LTRBFICY—N—FJI—TOEBRZLTELEVWTLIET
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KTV, BENTET LIS BROEEZY —N—JIL—FICRMEIET. BEROEIOT—N—ZFfHL

9,

1. Citrix StoreFront B>V —ILOERA VT [ALT] /—FRZ&ERL. FRORT VTR M7 EERL
T. [B1E] R1T [RETREDER] #BRLET,

2. [ART7REDER] XR—2T [FERE] Z#&RL T BEGEBZMIET,

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing

Advertise Store

Configure Store Settings - Store

Advanced Settings

Advanced Settings

Configure advanced settings with caution.

Address resolution type DnsPort

Allow font smacthing

Allow session reconnect

Allow special folder redirection
Background health-check polling pericd 00:01:00
Communication timeout duration 0
Connection timeout 6
Enable enhanced enumeration [v#]
Enable socket paoling ™

Filter resources by excluded keywords

Filter resources by included keywords

Filter resources by type

Maximum concurrent enumerations 0

Minimum farms for concurrent enumeration

3

3. [0K] 200wy LTEEZREFLET,

7 R L XOBROTESE

P—N—ICERTZT7RLADBEXIEETEEY, T 74/ & [DnsPort] T3,

FERE] D Y ROT, [7RLAOEROEE] rOY ATV I MO SEEERLET,

* Dns

» DnsPort
« IPV4

« IPv4Port
» Dot

» DotPort
o Uri
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BRODT A INA—HFELFET,

GHARTE] YoV RUDS, BHBIAINA—DUEAAL Y EHRTB] 772 arE&REIFIVT7LTE
HERITAINE—DIAC LT rEEEIZEMCL. [OK] 22Uy o LET,

SEBANILRFTVY

StoreFront i&. & Citrix Virtual Apps and Desktops @ Delivery Controller. Cloud Connector. & & U
Secure Private Access TERIRICAIRF Ty I ZETL. Y—N—OaARICH T IMGENLFEZERIE £
To BEBANILZAFTvIZFERTZ L. StoreFront i3 & DR F T v /2 RTT 37D, MEERE T ZAEE
MHEL<HDFT,

Cloud Connector #( T Citrix Desktops as a Service (DaaS) ICE# T 3HBE. BEAENILIF T v I TIE
Cloud Connector £ B UBFrIC#% 2 VDA ICBAY 2 BMERZMIBTIZ L VS XUy bHBD F9, Cloud
Connector #* Citrix DaaS Ic#E&H TE R WiESE. Cloud Connector I3O—AIIEKRI rF v v a%FERHLT. E
CIBFTICEEE SN TULS VDA IS TE 3£ 5ICLEJ, StoreFront 3. BEBAILIF v IICE>TRLNT:
EMERZFEALT. 7FIVETRI by T2EIHT I DICROBEY A VS VARG LFT,
TRTOY—> (VY —ZDFAT) TUY—RZARTZ B BLERICUVY —ROTAMERERT ST T
RTO StoreFront #—/\—T. gRTOU Y —ZXDFFRIZTARTD Cloud Connector & ENZL5ICUY—2X
T4 —REEBEL. BEANLIF Y IBEZEMICLTILETL,

StoreFront 2308 LIfE. EEBANILRF Ty IR TIAIETHLLWIAM T TEMICA>TWVWEY, 2402 LDFID
N=23rh 52402 LUEICTYTIL—FT3L. BEOILTICHLTEERANLIF Ty IBEMICRD &
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T BEBANILRF Ty I ZBHELIZEMNICTSICIE. NFX—2—AdvancedHealthCheckz#EL T
PowerShell <> KL w kSet-STFStoreFarmConfigurationzZ R L £F. BEBANILIF T v I RENICT
32ClF. DEUEELESTHEEOHLEFEA

Ny DT TV RENILZAF Ty IR—1) 2V JHM

StoreFront . #& Citrix Virtual Apps and Desktops @ Delivery Controller. Cloud Connector. & &
Secure Private Access TERIFICANIRF Ty I Z T L. H—N—OaAYICN T IMGENLFEZERIE £
Fo TN MFLIHTE (00:01:00) TY, [FHRE] Vs> FODS. INVITITVYRAILIFIYIR-
U] oREEREL. [OK] 27Uy I LTALRF Ty I DBEEEZFELET. NLAF v I E2EMIC
T3ICIE. K= TR % 00:00:00 ICHELFTH. ChIFHEDTETEHA. BEBANILIFTYIDNEMIC
BoTWBRHE. NT+—IVRIEEZSZ 20D H 570, R—U Y JHBEZRWMEICEET 3 id&EH
HTETEEA

BIEDZ A L7 MHAR

FIAIETIE. RRTICUY —R%Z21BMET B9 —/N—~AD StoreFront "5 DEXRIZ. 30 THEA LTI MLE
o BEOATHNIMOEKKTI . Y—N—bIFEATETEVWERBRINE T, BHARE] VoV RubsS. 777
FOBRICEEEITVL. [OK] 200y I L TINSDREEZLTELEXT,

B2 LTI

Delivery Controller TRAIDIEFZHILY 3 & FICFHE T IR R EZIBETI X T, 774 MI6TY,

[(FFERE] VY RUDS. BRYIOEGEMIITZ L IICHRT M EREL. [OK]l 20Uy LET

Ry ZEZ2 8T S

DA T 3> Tk 8 EO Citrix Virtual Apps and Desktops 1 MMCH T2 TTF7 TUR TR by TRGIET
3184, StoreFront #* Delivery Controller i23 L TO T U 2 RICRITT ZH. ELHL TRITTZ3h2HETSE
£9, FRYIZEIEG. BHY A FMEOVY —XREENTIHEIC. I—HF—DI7IVICEDBRICHETEIDIVELSIC
LETS, (F7AIET) TOFT>arhBIRINTWSIEE, StoreFront i3 3R T Delivery Controller (Z[F]
BRICTIBEERZEEL. IRTONEZRERICEEEZENLET, [EAFFEORAK] LU [ARYIEORNT
F—L¥] FT7aveFRALT. COBEEZRBTIET,
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ZALTOVTYy R T—ILBEEIFT 7 AL FTIREMNICHE > TVWET, VI y b T—ILEEEEMICT S L&,
StoreFront TV 7w FOT—ILHBMREFINE T, CHICED. BEIZRBZ LTIV 7Y b ZERL TEGHELC
EZIFRL—TA VI IRATLIZRTEVWSEBAREBICAD £9, COMEEZEMICT S . 552 SSL (Secure
Sockets Layer) #HTNT -V ZADALELET, V7Y b T—ILBEEEBEMICTZICIE. A NTORBRT 71
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T 7AILEA T OREEMT
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ETRWEO—ALT7AIE HYTRISATEADT S ) 5r—a 0 TRRINET, 771721 TOEEN

ITOEMUEEMICT BICIE. PowerShell 2<% > kSet-STFStoreFarmConfigurationzER L £9, fi:
SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
sfalse

VY =R E—T—RTIqILE—F 3

—HITBVYV Rz, RIMF—T—RTITALEZ—TEET, BRI —T—FZEET S L. TNETHERINATL
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StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions

Communication timeout duration 30 T
Kerberos Delegation Connection timeout b
Optimal HDX Routing Enable enhanced enumeration i

Enable socket pooling

onertse Store Filter resources by excluded keywords

Advanced Settings Filter resources by included keywords

Filter resourc

Filter Resources By Excluded Keywords
Maximum co
Minirmum far
Override ICA Enter a semicolon-separated list of keywords for matching

resources to exclude from resource enumeration. If no keywerds
are specified, no exclusion filtering is applied. =

Reguire toke

Server comm|

FiII.J-er res;urcei Keywords: || |

Keywords for m rds
removes any pr pes

ﬁ Cancel |

PowerShell #ER L TREEZEET 3121k, NTX—4— -FilterByKeywordsExclude#xigELTO
<> R Lw kSet-STFStoreEnumerationOptionsZ AL £95

UTFDF—T—FREFHATINTED, COTAIILEZ—THERATEZIEEITETEEA:

. BE
« Mandatory (#78)

VY —R=zBEF—T—RTIqILE—F%

—HTBIVY—R%E, BEF—TJ—FTIAIEZ—TTLJ, 88F—TJ—FZHEETI L. ENETHERIN TV
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c UST77UBLUTRI Ny T (O—AHIL)
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UKZ =+ z1id. UKD StoreFront #EELT. ZF7URTRI by TRED UKBRIA LTIV Y —IAD
DE—RT7IERAERHELET,

UK @ StoreFront iZ1&. UK & T US R— @A O EE S hic Citrix Gateway . Delivery Controller —
BIZUK &LV US Controller ' b £ 9, UKDa—H—I%, HENICRACBRICEEShTY — T v.
StoreFront. 8&UVT77—LEZFHELTYE— MUY —RIZ7IEIALET, UKD Y —IHDMERTREEICH - 7215
Bld. 7= ILA—N—C LT—HHNICUSDIY—RIZTIERTESLSICHRDET,

RABT—MITAIN—T 0 2T BRVEE. IRTO ICAREIX. VY —IAHHIBMICE ZICUEL TWLWSHICH
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e 7T UwY (UK): PFFUBELUTRI YT
e 74— bO—4—FT—)L (USEE): 7TVELVTRI by
e NAO-IL (AVR): PTIESLUVTRI YT

1xFTLZone -> 2xUS StoreFront

e Jx—bO—4F—F—J)L (USEE): P7TVELUVTRI YT
o I UwY (UK): 7FVELVTRI LY S
e NoAO-IL (1VR): PTUBELUVTRI YT

1xBGLZone -> 2xIN StoreFront

o NAO-I (AVR): PIUVELUVTFRI YT
o ryJUwY (UK): 7F7UELUVTRI MY
o Jx—bO—4—F7—)L (USEHE): 7FVELUVTRI YT
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XD Site B
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o
HDX @ N
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mEs HDX )L—7 « > J DR

1. Citrix StoreFront 82>V —ILOERA VT [A+T7] /—RZBRL T, BRIV TIAMTEZERL
9. [BF] R1>T. [RETREDHEE] #FIRLET,

2. [REBHDXIL—FT1>7] 2T #BIRLET,

3. F—bUzAEERLET,

a) $¥E o Delivery Controller 5 U Y —RICT7 VL RATEZL SIS — b1 % ERT 3I1C1E. [De-
livery Controller &3] #21) v LT1 DU E®D Delivery Controller icF v o & AN ZE
ED

b) vV —>®R Delivery Controller DFIL—FH5UY —RICT7 VAT R IIF— U1 %ERAT
BiciE [V—20BE] 20Uy LT1I2UEDY—>FZANALET,

C) 77 #JL Tl Delivery Controller £7zi3V —>%BMT 3. [BEET7IVERICFT v IHADF
To Chd. =TT Z&HL T StoreFront IZES L TWB 1 —H—IIxt L TDH. StoreFront
Pr—bo A% ERLT StoreFront #2813 e 2 BW%LET, Y~ bU T/ EBHTIIL A
< StoreFront ICEEEG LI —H—D U Y —XZEEFHTZDICHT— bV E2FRALIEVIGS
& [BEE7I7ER] OF v IEHNLET,

4, A—H—H5— b EZRT StoreFront ICVE—F 7R TBHBATH. ¥—rI T E2EREETICHE
EDQUY—RICEICHEESLIEWSESIE. (F—btozos2EALAEV] Z2BRL. W< 2H 0 Delivery
Controller £7cigV —>%&&RL F 9,
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Configure Store Settings - Store’

StoreFront Optimal HDX Routing

HDX connections can be routed through gateways based on delivery controllers or XenApp/
KXenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation

3 Optimal Gateway External only € Delivery Controllers =~ Zones @)
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway 4 CAMZane
FTLGateway v FTLZone

Advertise Store

BGLGateway v BGLZaone

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

PowerShell # £/ L T&E% Citrix Gateway L—F 1 > I % #EE T 3IC1F

o ANTFICRBERT — LI TAII—T 1 VI EEET BIC1E.Register-STFStoreOptimalLaunchGateway#%
FERALE Y,

o ANTICRERYT —r U T MIL—T 1 I %HIBRT BICId.Unregister-STFStoreOptimalLaunchGateway#%
FRALEI,

o AMTICRERIL—T 1 IR RTT BICIE. Get-STFStoreRegisteredOptimalLaunchGateway# i/
L&D,

Y IRV TFL a>oEH

November 16,2023

StoreFront I&. StoreFront r—N\N—F I —THOH—N—RTH IRV T a>#BFNICAEAL £T, £
DY —N—=TI—THH3 (BFIIHIBNICREBZIBRICH D) BE. B4 StoreFront BEROX L 7H 51—
HF—DHITRIU T a U EHNICEEING LS IR TI £9, Zhik PowerShell #ER L TITSHELH
hxd,
7
StoreFront 833>V —JL ¥ PowerShell >V — /L zRARICE CIETET £H A, StoreFront 12
V= ILEBLTH S PowerShell 2>V —IILEBEVWTL LTV, BRIC. PowerShell D3 RTor >4
VREERALTHS StoreFront EIO> YV —ILEBEWTL T L,
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StoreFront & ) —X

BTV T a>oREE®IT 3L Sk AT 3 X ~7RTHER SNz Delivery Controller 2 E—a & i
(AXFeWXFEEX) ICTZHBENRDD £9, Delivery Controller BHE4HRZ . B FREATERZ T T X
D)7 arvhMERINZBEDHBDET, ENAINIY—INSHTRI) T a > zEHT3HEE. mADX
FPTERINZTIVF—2 3> I —7ORFH—HLTVIHENHD 9, Delivery Controller & 74
UF—=> 3 —TETRANFUINXFHRAINE T, fmrzid. CVAD_US & Cvad_Us Iz2% D £7,

1. O—HIILEEEERZF>7HY Y EFEBLT. Windows PowerShell ISE #&81L 9,

2. AfA%EEMR Y BIC1E. Publish-STFServerGroupConfiguration <> REFERL £9, BIRRXICEDR
LRIFR. FR3RRIO—EEIEETIET, fexid. 08:00 ICAHAERMBL. TD&IE30 DT CICAMY
35A!

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime
08:00:00 —-RecurringInterval 30

200 —N=FIN—THREWNHTRIV TS 37— 22RAKBICERBLAVLSIC. FILRTTPa—I)%
THTLEBEDLET, LR EF—N—TIN—THh5600CICT—2EZRETEZRT7>a—)
E ROLSICHEEEENE T, —N—JIL—-TF1H $—N—JI)L—F2 455 01:00. 02:00. 03:00 D&
SBRATDVa—ITT—R2ZBWELET, Y—N—JI—-TF21F. H—N—=7)L—TF1H5 01:30. 02:30.
0330 D& S5HRRTTa—ILTT—2EBHBLET,

3. AEACHEZAT7EET ) E— Ik StoreFront BRZIEET 3I1CIE. RO REANNDL £9, StoreFront
Y—N—TI—THEETEZIT 22—l hE#ERLT. OV E—rT—2tE>42—D5BHTR
JYToarT—2ERETIZLSICTRIRERDDEY, XOKES LIUVREDTF—2tE>2—0flzE
BLTLIZTW:

o KET—42t>%—0 StoreFront 4 —N—TETL T, BRET—2E>Z—DH—N—DHhb67—%%
BELET:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.
com"

o WEF—FZEZVH—0 StoreFront H#—/N—TRITL T, RKET—EF2E>2—DH—-N—DhS67—%%
BELET:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUSStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "USloadbalancedStoreFront.example.
com"

C CT. FriendlyName 13 €— b OBRIBIEZ#AI T 57 HICEEHT &A1 T. RemoteStoreFrontAd-
dress |Z StoreFront 4 —N—F 3BT IET—N—FIL—FD FQDN T, 7 FUr—>a >4 I 2y
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D73 EEROX NTRTEET3ICIE. BEINZ ITARTOX L 7HENRZNO StoreFront ERIELE
TRLRZpZEOVELRHD 7,

4. BEQY—N—_EoO—A1JL Windows 12— —4'JL— 7 CitrixSubscriptionSyncUsers iZ. UE— &
FIDE StoreFront #—/V—d Microsoft Active Directory R X1 ><x>>7ho > h&BILE Y,

CNUCED BERTS a— L2 HEET 5 & BEDOH—/N\—Id. CitrixSubscriptionSyncUsers IcRR=3h
TWAUE— M —N—DSHRELIFERSINLY TRV SO 3> 7—2%72BBTEXY, O—AHJ)La—
H—JI—FOEEIZDLWTIE. https://docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11)# B8R L T &L,

TR o T e — =

I File Action View Help |
e 2EXEE HE |

g.'-- Local Users and Groups (Lecal) || pame Description * || Actions

‘ tl=ers ék Event Log Readers Members of this group can read event... Groups re .
| Groups % it

Pl Maore .. »
ég- Hyper-V |
|15 _IUSRY General CitrixSubs... &
é.E:Network More .. P
‘E_Ej Perform % CitrixSubscriptionsSyncUsers
ég- Perform -
ék—' Power U
%: Print Op Diescription: Memberships of the group denctes pemissions to
%: RDS End synchronize subscriptions between remote StoreFront
BIRDS Man
HRDS Re
B Remote
e Remote
ég- Replicat
%—' Storage
ék- System N
B Users
& CitrinClu
i CitrinC
B CitrinC -

Changes to a user's group membership

é_g: CitrixDel Add... Remave are not effective until the next time the
ég- CitrixDel user logs an. |

B CitrieP N

B Citrinsto Cancel Apply Help

EE:CitrixSubscriptionServerUsers Members of this group can can access..,

CitrixSubscriptionsSyncUsers Properties ? X

Members:

éﬂ‘{: CitrixSubscriptionsStoreServiceUs...  Users authorized to access the Citrix 5...

& CitrixSubscriptionsSynclsers I Memberships of the group denotes pe...

5. EEICXT P a— L= L%, Citrix StoreFront 83 23>V — L £ 713U T d Powershell #{EB L
T IRV TOa VAR TS a—IILey =X =TI —TAOMD IR TOY —N—ICRIRL £ 9,

Publish-STFServerGroupConfiguration

B\ —N\—THEmIN3 StoreFront ERIREBEAOEEDEBRICDOWTELLCIE. TH—N—=JIL—TDiE
Bl ZBRBLTLIETL,

6. BEOHIRIUTaVABPITIZa—ILEHBRT 2ICIE ROOATYY REZAAL. ERREDIEFHD
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StoreFront 4 —N—ICHEROEEZRMIE £,

Clear-STFSubscriptionSynchronizationSchedule
Publish-STFServerGroupConfiguration

7. FEOY TRV T avEHY —XZHIBFY3ICIE RO Y F2ETL. RRARIEDIEH @ StoreFront
F—N—ICBROEEZRMIEXT,
Remove-STFSubscriptionSynchronizationSource -FriendlyName "

SyncFromUKStore"
Publish-STFServerGroupConfiguration

8. IRTOBEEDH IRV )T a VY —XZHIBERTBICIE. ROOAYY REANDL. ERBREDIZHLD
StoreFront 4 —N—ICHEBROEEZ RMTE £,

Clear-STFSubscriptionSynchronizationSource
Publish-STFServerGroupConfiguration

9. StoreFront BEBICEREBRINTWVWBRH IR I IO a VA a—Il2—8XRRITDICIE. RDO
IYRERITLET,

Get-STFSubscriptionSynchronizationSchedule

10. StoreFront BEARICREEBHINTWVWR Y TRV T a VEIRY —X2—BRRIICIE. ROATUR
RITLET,

Get-STFSubscriptionSynchronizationSource

February 22,2024

A—H—hF7FVr—> 3 v %iEET S L. StoreFront i&. Citrix Workspace 7 7Uh 2Dty > 3> %iEEL
THERTITEHITBERIRTOREESTC RFa XU (ca77MILeMEhEzY) EERLET,

@&, Citrix Virtual Apps and Desktops K1) > —F fzidCitrix DaaS R > —#FERAL TE Yy a VR EEE
BI23Zzb8OLET, L. BEICEL>TR. BFEDA LM TDOINSOREZLESTITBEHAETT,
Chid. ARTHEROY A LS UY—RZEHLTED, EOAMTFOIRTOV Y —RICEAILREZERLE
WBEICEF T,

ART7OEYDaAVEEEERT DICIF. ROVWThHZEEITLET:
+ Global App Config Service R L £9, ZhixCCitrix Cloud Lot —EZXTY, 2L < Ik TGlobal

App Configuration Service %8 L 7= Citrix Workspace 7 71 ##m1 #8BL T T W,
« StoreFront #—/1\—T. X ~7® defaultiica 7 7 1 ILICEREZBML £,
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StoreFront & ) —X

StoreFront # — /\ — @ defaultiica 7 7  JL ix\inetpub\wwwroot\Citrix\[StoreName]\
App_DataF«s Lo rUICHDET,

FIFERTEERRED—BICDWTIE, TICAEEY 77 L >R #BBLTLIEIV, —EOREIXITO—NILICERS
NEd, Studio TERLAET IV Ir—2 a3 BRI —HT 38D a v EBMTRZIET. BEDT S
DICEBT3EI a>vEBMI3dHbTEET,

Bl: XEWRZE D4V RIE—RTEFHT S

DAV RUE—RTREHTRESICT U —> a2 ERT 5ICIE. defaultiica ICRDBEESRL T FUT —3
ayvotooarEBEMLETY:

« TWIMode -« Y RIE—REBMCTSICIE. Off ICREL XTI,
o DesiredHRES - kFEAEOE I EILE (XT3 >),
o DesiredVRES - EHEAMOE I EILE (FF>ay),

3

[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O >

File Edit Format View Help
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ICA771ILDER

August 27,2024

StoreFront iZi3. ICA 7 7 1ILICT P HIINEBEZEBMT2F T a3 VHRABRINTVET, CHICED. TOHEER
EHR—bg31N—3 >0 Citrix Workspace 77U T, ICA 7 71 ILBMEBES N B3 B —N—D5DHDTHZ
CEBITEIZEL5ICHBDET, StoreFront T 7 M IILOERZRZEMICTR L. A—H -7V Ir—>a %L
B3 TICEMIND ICAT 71ILH. StoreFront —N—DEAGEBBE R b 7ICH ZHAEZFERBLTERS
N9, StoreFront 4 —N—DAXRL —F 1 VIS RXTFLTHR—FETNBZEEO/NY a7V I L%ZFEST
ICA7 71V EEBRTIEET, VA7V MY IR THRIOHEEEZHR—FLAVWEERICA T 71 ILOEZH
ICBRINTUVWARWES, TOHIILEZIIERINE T, BRUBICKKLILEEER. TO2ILEBREBLTICAT 7
1B SN, Citrix Workspace 7 7V ISR EINE T, RERBD T 7 1IILEZIFANSI DL SHME. Receiver
BITOBRICEDRESNE T,

StoreFront @ ICA 7 7 1 JLOEBZEEETHERA T ZAAEICIIMB X —DNEFh. FIIN-EVHBRNTHIHNE
BHD ET, FAAZICF—FEREIDIRAEENZHE. F—ZTVRINEBRICERATEISZLSICTIHRELRHD
To IRF—EFEREIIXT OO UDREENZHEIE. I—RERFHIEEY—N—ABICRESNTULEIHER
HOERT,
ICA7 712 ERT 355, MADEAEE £ IZEBRN OB OIRR#EN SEE L/ O— RERZ F/-IX SSL &
ZiFAEXFER T2 BEOHL £, EAEEAHN SEYARAZEZIETEIAVBEIL. U—N—FRAEDN LS
BEEFED SSLARRE ZFRA T 50 FLWL— MEBEEAEZER L T2 ——T N1 RICBHIT DI LN TE
F S I
ICA7 71 IILDEZEEEIZT 7 I FTIXEMICHE>TWVWET, ICAT71ILOEZMEEX BMNICT B ICI1E. LA
EX%MYVAM—=ILL. ZOHBEEEFATEILSICA N T EZBRTIHNELRHD T, ICAT71ILICERL TH.
Windows i Citrix Workspace 7 7V THEAZEZER I3 & SICHEB L BVRODEEL £ A, L <IE. TICA
T71ILDEZ] #BRLTIIEIW,

pE

StoreFront B3 3>V —JLx PowerShell 3>V — L #REICE Z I TE £H A, StoreFront 12

>V —ILZBEALCTHS PowerShell 2>V —ILZEVWTL TV, EIC. PowerShell D3 RTH1 > X%
VAEEFLTHS StoreFront EI2O> YV —IILEZBEWTLET L,

1. StoreFront #—/Y—T. [Manage computer certificates] #= %7,

2. Citrix Delivery Services :FFAE X ~ 7T, R :ASEZEBML 9,

3. iEBAE %[, [Details] 2 7ICBEL. YLTU Y FEEIEDTHITET,

4. Set-STFStoreService PowerShell Av> KLy r2FERALTEREBMCLET:

SstoreService = Get-STFStoreService
Set-STFStoreService $storeService -IcaFileSigning $true -
IcaFileSigningCertificateThumbprint [certificatethumbprint]
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StoreFront & 1) —X

$certificate = Get-DSCertificate "[certificatethumbprint]"
Add-DSCertificateKeyReadAccess -certificate $certificate[0] -
accountName “IIS APPPOOL\Citrix Delivery Services Resources”

Z C T [certificatethumbprint] (3. Ny > a7 dUXLICEDERSNBERET —2DE1P TR
b (EfIKBED) T,

SHA-1 BNy > a7 DU XL EERT 3HBEIE. BEICISL T sha256. sha384. #7:i& sha512ic
®RE SN 7--IcaFileSigningHashAlgorithm /X5 X —42—%BiML £7,

Citrix Workspace 7 7\) O#&5g

February 22,2024

Global App Config Service

Global App Config Service i%. Citrix Workspace 7 7 Uiz BB T 570DV 5T R —E X TF, Citrix
Cloud 7AD> AT, AL7URLEERL. BALTOBHEERTIET, FLE AV TLIZZAMTD
REDER) ZBRLTILETL,

5

ALTTATY FRE

K

Global App Config Service ®f{hbiZ. R RT77HU > FREZEL T Citrix Workspace 7 7U # R TE %
To A—H—PO—HIIC1 VR k=L Ehiz Citrix Workspace 7 7UICZ b7 HBMT 3. ARTTFTHI> b+
RE StoreFront KBS SN E T, ZhiCiE. Windows @i+ Citrix Workspace 7 7VICT7 U DR A — X =2
—2a—bAY BT EDESHEIBRIBREDEBRTONT A ZEDBZ N TIEY, TONT 1 DFA
IZ2oWTik. Workspace 77UDRFa XY D 77U a—rhy bEHRAEZYA AT B8O StoreFront
TAUY FREDFERI BEEBRLTIETL,

CNEDREZEETBICIE. UTOFIEZRTLET:
1. C:\inetpub\wwwroot\Citrix\Roaming<T web.config 7 7r/L&BZ %7,

2. <Accounts>to>3>T. BEFTBZX 7DEX<account ... name="Store"... >R
2FFY,

3. Accountt 4 ¥ 3 ¥ T. <annotatedServices>/<annotatedServiceRecord>/<
metadata>/<properties>to>a>#RBoOIr%7,

4, <clear />EBZ&En%IC. <property name="[name]"value="[value]"/>oEXTraON
ToEBMLET, F:
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<properties>
<clear/>

<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>

</properties>

B

BRY—N—ICLZERERIETIE. BHOY—N—LTRBICH—N—JI—TOERELTBELRVWTLLET
W BERDIFH DY —/N—_ET Citrix StoreFront B3>V — L ZERFICRITLTOWAVWI E 2B LT
{IEEWV, BENRT LS. BROEEEZ T —N—JIL—FICRBEE T, BERDIFIOY —N—%2FHL

i?o

Workspace 7 7') ® Web - k

O—AJIIZA ¥ R b—JLE iz Citrix Workspace 77U T d Web # 1 FERDERAIN I D2 ERT 3IC
l&. TWorkspace 771U Web 1 %8 T 21 #BBLTLILTL,

Web 1 FDEIRE

September 19, 2023

Z2b7lic. A—%—HnWeb 75 I —F & Citrix Workspace 77V ENLTF7 IR TE 5. 1 2UED

Web 1 b2 #ER TSI £ 7,

StoreFront B>V —ILEFE>T. RDERIERTLET:

BRY

EE

Web - ~D1ERK

Web - ~DiEpk
Web # - ~ DHIBR

Workspace 7 71 ® Web #+ ~ &R 3

a—4—h Web XR— #7z13 Workspace 7 71 &7t
LTRARFPICTIVERATEDLS1CH3B. Web 1 bz
ERR L £,

Web #1 FOREEZTELET,

Citrix Receiver for Web # - + dHIi&

Citrix Workspace 7 7 URIh 5 R % Web #1 +
ZERLEY,
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StoreFront & ) —X

Web 1 ~ D1ER

December 8, 2023

ARTERERTZE. TDARTD Web H 1 FHEBMICERINE T, BEEFEORX L 7ICWeb - FEBINTE £
To CHUIZED. BEHIERBZHD URL 2 1—H—ICRBTZHTEET, 7272 L. Citrix Workspace 77U
EARTZIZOWT 120 ED Web 41 b2 FERTZLSICEBRINTVET, CD7DH. EHO Web 1 kA
DT IERIEWeb 7575 =N L TOAMTIS A TEFET, #L <& MWorkspace 771U D Web - ~d
1) ZBRLTIETL,

BE:

BEY—N—ICLZEHRIRIETIE. BHROY—N—LTREBICH—N—JI—TOEREETE LRVWTLET
W BRERDIEFH DY —/N—_ET Citrix StoreFront B3>V —LZEFICRITLTOWAVWI E #HBL T
<IEEV, BENTET LIS,

BROLTEEZY—N—JI—TICRMTET. BEROIEHIOT—N—%ZFHLET,

1. BBO>Y—ILHh5. Web U F2ERTZI MT7EBIRL. [121E] Xr>® [Receiver for Web -
FOEEE] EUUwILET,

2. Bl 22y oL, DRN] 200w o LET,

Add Receiver for Web site

StoreFront Getting Started
Receiver for Web sites enable users to access stores through a webpage.
Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods.

Authentication Methods

Summary

Store Browser End User
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3. B Web 1 FONRXZEANAL. ChER—ZIURLOTT7 4L bD Web 1 MMZFTEHESHEEIRL
T ANl 200w o LET,

Add Receiver for Web site

StoreFront it
Allow users to connect to a store through a webpage.
v Getting Started Ease URL: https://storefrontlbeu.xaeaad.com/
Site URL Web Site Path: | /Citrix/StoreWeb3]

Authentication Methods

[] Set this Receiver for Web site as [I5 default
When this is checked, the Receiver for Web site created with the store will be set as the default
115 website. This setting will override any previous defaults configured for the 1S sites.

Summary

4. FEIBRAFAEICTFIVIZNNED. FTvIZHLET, —BOHFERF. X ETRICERINTWVLSS
RICOAEATITET, DAAN] ZHHLET,
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Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

+ Getting Started

i | Method
# Site URL | @ User name and password

Authentication Methods SAML Authentication

Summary |
i ] Domain pass-through
To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

| Smart card

| Pass-through from Citrix Gateway

5 A bMMERSNS. [ET] 200y ILET,

6. MLMERMLIT o baBIRL. [RE] 2L THEICIEL T Web 1 bz LE g, TWeb 41 ~oiE
Bl ZBRLTIET L,

PowerShell SDK z R L T Web 1 ~ZzEfk ¥ 3

PowerShell SDKEER LT Web ¥ cEERT B iCIE. Add-STFWebReceiverServiceaw > KL w kZIED
HLEY,

Web - ~ DiER

January 25,2024
Web - b BRI 3ICIE. UTOFIEERITLET:
1. ERA4>T [X+7] /—R%EZBIRLT. [#2E] 1> 7T [Receiver for Web 0&IE] #o) v L%,

2. Web - b&#IRL. [RE -] ZHLEY,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront i

) Unified experience
E o Enables the Unified Ul experience. Select this option if you need to use Workspace Control,
featured app groups, or you have JavaScript or css customizations,
Category Settings

Customize Appearance ®) Next generation experience (Preview)

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

3. BB T TREZEELET,

s UlTORRVIVZR

e ATIVUERE

e IMROD X AT A X

s BIITHTTVDTIL—TF

o FEEFHE

e Web# 1 bd>a—rAavy bk

« Citrix Receiver/Workspace 7 7 O [ER
e Lyl I VDRE

e J—UANR—I> kO-IL

¢« UIATV M URA—T 1 ADHKE
o MR

4. BENTET LIS, [OK] 20Uy I LET,

5. App Protectionz#m 9 31213, PowerShell zER 924 ENHD £9, PowerShell A7 > FERTY
3Hilc. StoreFront BV Y —ILEFALZBELBHD £7,

BE.

BT —N—ICLZRBARIETIR. BROY—N—LTHEKICY—N—JI—TOEREEELHEWVWTL T
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https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/session-settings.html
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/workspace-control.html
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/client-interface-settings.html
https://docs.citrix.com/ja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/app-protection.html

StoreFront & ) —X

Vo BEADIEHN DY —/N\—_LET Citrix StoreFront B 20> Y —LEREFICRITLTVWAWVWI E ZERL T
<12V, BENRET LIS,
BROTEEH—N—JI—TICRMIETT. REARDIFLIOHT—N—%EHLET,

December 8, 2023

(7 70r—>3>) OREBETHRBEINTLS & S5IC. Citrix Virtual Apps and Desktops RT&7 S U r—2>
IYEATIVICEDETRICHTEET, AT7IVDTAINA—BEBEZIERT 3ICIE. \BBSE2FEAL £,
StoreFront IT. COT7AINF—BEBORTHEZBRTIE T,

Application Settings X
IE11 Cloud
Identification Delivery
Delivery Specify how this application will be delivered to users.
Application icon:
Location -
Groups Application category (optional):
Limit Visibility Browsers\Legacy

The Category in Citrix Workspace app where the application appears.
File Type Association

(] Add shortcut to user's desktop
Zone -

How do you want to control the use of this application?

(@ Allow unlimited use

HAFIVBREELTET 3I1CIE. [Receiver for Web -1 bD4rEE] ICEBIL. [hTFTVURTE] 2 T2 BINLET,
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StoreFront

Category Settings

Customize Appearance
Featured App Groups
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix,/StoreWeb

Category Settings
Use these settings to configure categories.

Category view
O Expanded

All sub-categories and apps under a selected top-level category display on one page.

® Collapsed

Only the immediate contents (sub-categones and apps) of the selected category or sub-
category are displayed.

[] Move uncategorized apps into an "Uncategorized” folder.

ATIVORT

BEINTE 2—Tlx. StoreFronticky 7L RILOATI)O—BHRTRINE T, 22— =Dy TLARILD

AFdVEIVYIFTB L. StoreFront 3T AR TOY T ATITVDIRTOT IV E 1 R—=JICRRLET,

feeziE. ¥ 7H73Y Tlegacyl =8>A 7Y TBrowser) h'#% 3158, TLegacyl O FICHB T I —%&
CIRTOT SV D1 R=JICRRINET:
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fnl
HOME DESKTOPS
Apps
All (39) Favorites (2) Categories w  Collections w
X
= Browsers (3) DeepFolderStructure (1) Office 2016 (3) PowerShell (2) Uncategorized (30)
~
Browsers
i g
Chrome Cloud Firefox Cloud
L Legacy
o
)
L — 4

IE11 Cloud

v

O ff-gnfcE 2a——7Tid. StoreFront IZBFICb Yy TLARILOATIVDO—EBEEZRRL. A 7>a3>TIRTD
XPFEOT IV ERRLES, A——DHATFdV %R o) vo 35k, StoreFront IHBIRLA=AFTIJVOEEDO

Y (BTATIVETI) OFFRTLET, A—Y—EFE Y THTFIVZI Uy I LTIV T Y ZER

TV
TEET,

Apps

All(39) Favorites (2) Categories Collections

["] > Browsers

Legacy (1)
\? \?
¢ ()

Chrome Cloud Firefox Cloud
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ROEDOT TV

WOit-EnfcEa—T. RKDEOT7 T )% KD 7ANA—IIBHNTB] 7723 4TI, BID
Ea—IilATIVDBRVWIRTOT7 VTR by TIHRERINE T, ZOEEIL. StoreFront o UFID/IN—

IYEMTVET,

HOME

O

DESKTOPS

citnx | StoreFront
Apps
All (39) Favorites (2) Categories Collections w
Browsers (3} DeepFolderSt...ure (1)
\? \?

E B O

Access 2016 On Acrobat Reader DC
Prem ©on Prem

Calculator Cloud

® ©

Excel 2016 On Prem FakeApp1- Firefox On Prem

WillNotLaunch

Office 2016 (3)

Calculator On Prem Chrome On Prem

A A

% &

Microsoft Teams On Notepad Cloud

Prem

3

A

PowerShell (2)

Citrix HomePage
Content

{

Notepad On Prem

Command Prompt

S

Notepad++ Cloud

TORfENEa—T, [ROBOT7 TV % KD 74N A—ICBETE] 24 2icdde. ATIVOEWVWT
RTDTFVETRI Sy THRD TROE TN E—ICBBLE T,

citnx | StoreFront

L

Apps

All(39) Favorites (2) Categories Collections w

Browsers (3)

Uncategorized (30)

DeepFolderst...ure (1)

DESKTOPS

Office 2016 (3)

PowersShell (2)
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PowerShell SDK #EB L THTIJUREEZERT
PowerShell SDKZERAL TATI U L a—2BMEIBEMICTBICIF/NFX—F2—EnableAppsFolderView
ZIEELTIOYY RLw kSet-STFWebReceiverUserIinterfacez O L £ 9,

PowerShell SDK 2R L TAHTIVE 2 —%2EE T 3ICld. /NTX—4—CategoryViewCollapsed%ig
FLTIOYY RLw kSet-STFWebReceiverUserinterfaceZ UM L £ 95

GMRDHRETA X

December 8, 2023

Z+h7DOWeb % FRTHERATNAOIr@EEETCIET,

Odranikms

SREHXZTA XTBICIE. [Receiver for Web - bD4REE] ICHEEIL. IMEDHRETAX] 2T%&ERL
F9, UTFELTETETET:

s OJAYTSrrOd-OJ4 VEmEICKRTRINS O, Citrix Gateway BB TOJ A > T 3B8IFRTS
nEtA. [BE-] 2L T, .jpg. .jpeg. .png. .png. Ffld.bmp 21 70T 7 1L EZBIRL£T,
350px x 120px D 1 XDEEREERT 5L = HEHLET,

e AYA—TJ5>R0Od, O F VEOEERBICRTIINZOD, [BR-] 2L T, .jpg. .jpeg. .png.
pNng. £7ld.bmp 21 TDT 71 ILEBIRL £, 340px X 80pX DY 1 XDEGEERET 5 - L 2 H8HD
L&,

o« HEA -R—JEBOFETF— a3 I avOERR,
e TEXRMETAAVDE-R=J EEHOFES =233 DTFAMNETAAVDE,

s U2IDE-REBRINTVWET7A TLZRARTI BHICFERINSG &,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding
Loga: Upload from local computer | Browse... l
(350 x 120 px) =
Featured App Groups ' P This logo appears on the Receiver logon page

Header branding (Post logon)
Authentication Methods

Logo: Upload from local computer | [ Browse...
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: _|Z|
Session Settings cifrix | StereFront Text and icon color
Text and icon color: |Z|

Workspace Control

Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings Link color. -|Z|

Beset to default styles

[ Cancel ] [ Apply

PowerShell SDK 2L COJr &% RET S

PowerShell SDKEERLT. aAv > KL w kSet-STFWebReceiverSiteStylez U H L £9

SMRETIAILMCUEY TS

AJeBET 7 MIRTICE. [TIHILRIZIILICUEY M ZHLES,

PowerShell SDK # R L TIHMRET 7 4L MCUEY RT3

PowerShell SDKZERLT. OY > KL w kClear-STFWebReceiverSiteStyle= U L £,

JavaScript & CSS (CLZBMDHRETA X

StoreFront 254 7> ~ Ul h 2427+ X APIEFERALT. Web ¥ F 2 ET5ICAXEIAXTEET,
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EIIDTTIDITIN—=T

January 25,2024

BEOHATIVICEETZXIEENEBETAII Y R —ICWT2388ODT TV —> 3> I —T2ER
TIET, LrxiF. BEWMICEIODFERAINZ T IV —2 3 vEET. BESICEEOOT TV r—>3>JiL—
TEERTEET, 7TV r—>3v&%E>70, Studio AV Y —IILTEERINIF—T—RELET IV —
2avAFOdUEESFD LT, StoreFront BEEOY Y — L THEDDT IV —2 a2 FEHXTITET,

BEODOT TV r—2a I —T DR

1. [Receiverfor Web - FD4RE] BET. [$EDHOTIUr—2 3> TdIL—TF] 2T%ERLET,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.

Category Settings
Custamise A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
i s Workspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Name Definition Method Cantent .
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings
Create...

Advanced Settings

[ Cancel ] [ Apply ]

2. [fER] 200w o LT 88DOT7 TV T—2 a3 I —T2EELET,

3. BT IV r—2arvII—TE S (ER). BR. 8LUEHOOT IV -3 II-TEZER
TBREEBELET, F—T—R. 7FVIT—23 V& &RBET7IVr—>arhA7dUEERLES,
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TFVr—arhaTdy

TIVr—o3>3

A

TTUDHBRBICF—T—RZEHBIZL T,
Studio TEEINIF—T—RIZEDSVWTT U R
BLET, fl: TEFAXA—ILOEZEFICER
KEYWORDS:collaborationy

Studio ICAASINIFED T U r—> 3> AF73N
DT FVEBELET,

FIVTr—2a> @ FE>TEE@OOT7 IV r—>g>
IIN—TZEELET, [BBOOTIVTr—>a3>d)L
—TOER] AAT7ATRY I RADIIICEEFNTWVS
BEIC—HTRZIRTOT7 IV Tr— 3> FE B8O
DT TVr—aydI—TFIZEENn£7, StoreFront
E7 V5= B TIOAIIRA—REHR—MLE
Bho —HITEABTRAXFLIXFRKAIIhEE
AD 2EDP—RTIBNENHDET, 7L X

I&. TExcely & ANF19 % & StoreFront TIERR7 7
7—< 3 820 Microsoft Excel 2013 A*—Hr A& b
IH. TExcl EADLTH—HTZHDIFHD F£EA,
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Create Featured App Group

Mame: | | | (i ]
Qesc.ription: (i )
(Optional)

Background style:

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method: [Keyword - ] i ]

Keyword: | |

Keywords should be defined in the application properties dialog of Studio
console or the XenApp Delivery Services Console, Use the same keyword
for each application to display in the same app group.

o IeEm

4. [OK] 200w o L&Y,

5
2D00BEHDT I3 -T2 LEL:
« O5KRL—> 3> -Studio @ Collaboration h5JUICEENZ 7TV Tr—> a3 e D—HEIEET ST
CIck>TERR L £ L7
e AR -T IV —= g I —TICBEEMITT. 7TV T5—23>F00L 0 a3V EEETS I CIicE»
TER L £ L7
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@ Citrix Receiver x -+

< C G Search Google or type a URL (2]

Citrix StoreFront

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

CE| oﬁa j

Favorites
i ®
|
Calculator Outlook 2016

PowerShell SDK # R L TH#IOD 7 TV r—>a v FIL—T%ERT 3

PowerShell SDKE R L TE8HOT7 IV r—>a > IL—7F%2BMT3ICE. I > R Ly FNew-
STFWebReceiverFeaturedAppGroupz B L £9,

BEODOT TV r—2a I —TDiRE

[Receiver for Web 1 FD4RE] BET. [(BBODOT7 T IVTr—avdIL—T] 2T7%FBRLET, HETZY
W—T%=BERLT. [RE -] #0VvILFET

PowerShell SDK # R L THEDHD T U r—>a > d I —T2EETD

PowerShell SDKEFER L TH#SHO 7 I U r—>a3 > J I —F2ETEFT3ICIE. ATV R L v kSet-
STFWebReceiverFeaturedAppGroupz B L £9,
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OO T TV r—2 a3y IL—T DIk

[Receiver for Web 1 FD4RE] EET. [BBOOT T r—>avdIl—7] 27%FRLET, HIRT 35
IW—T%ERL T, [HIFg-]1 220w o LET

PowerShell SDK ZER L THEEOHDT SV r—>a>FIL—F=ZHIKRT 3

PowerShell SDKZERH L THESHOT 7V —>a>JIL—TZHIBRT 3ICIE. 7YY KL v fRemove-
STFWebReceiverFeaturedAppGroupzERL £ T, TRTOEEHHDO T TV r—> 3> F I —T5HIBRT 31
&, A< > RLw kClear-STFWebReceiverFeaturedAppGroupZzER L £ 7,

DIL:\ DIEH /£

April 17,2024

2 N7 TERARERRAEAEE R Y BICIE. TEREEDEM) 28R L TLLEETV, HED Web 1 O Zh 5Dk

—HHELEFITEEI, NH5DEESFE. Web 75745 —&HET HTML5 @17 Citrix Workspace 7 71U %
FRTIHBEICOFBERAINE T, O—HILICT >R ~—ILaniz Citrix Workspace 77U 1&. Web # 1 +Ti&
BCRANTPOREZFRALE T,

R4

/_-I:
ART OB F2EETDE. FDRARTDIRNTDO Web 41 FOBENEICLESITNB -, BEZH
BRATIBENHD T,

A EETET BICIE.  [Receiver for Web 1 FémgE] ICHEIL. [BEEAE] 2T #BIRLET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Category Settings -
tegory i | Method

Customize Appearance 4 User name and password

Featured App Groups

Authentication Methods i [] Domain pass-through

i To provide good user experience, all Windows dlient devices need to be domain-
Website Shortarts i Joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [] Smart card
Workspace app i

£

Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

s BEI—HY—REEEMCTRIE [A—HF—BENZXT—R] FIvIRYIREAVIILES, 1
—BENRT—RBEE Z2BRBLTKETV, COFFavid. AT TEMICHE > TWVWBRHEICOHER
TEFY,

SAMLID 7ONA 44— DHEEEBMCTSICIE. [SAMLEBEE] Fxv IRy I REAVICLET, [SAML

el ZBRLTLIEIV, TOFF2avid. AT TEMCE>TWBBEICOAMERTIT XY,

o A—H—F /N1 N5 Active Directory K X VEREBRINIZIL—INBELSICTBITIE [FXATIN
RZN=] #AICLET TEXAM Y NZAZL—FEE 28RLTLKET WV, COFTF2arid. ALTTH
MICBE > TWBRIBEICOAERTETET,

o AV—hFA—RPBHAEZBMICTBICIE [AX—FH—F] Z2F2ICLET, TRY—bA— R 28R L

TLIREL,

Citrix Gateway 5D /XX Z)L—RiE= BT ik, [Citrix Gateway h5D /XX ZJL—] & ViC

LF9. Rtz EM LT Citrix Gateway B Ta1—4—»4' StoreFront IZIEH T 3 B&1E. ChaBMIC

L %9, MCitrix Gateway 5 D/NZZJL—1 ZBELTLEETW

PowerShell SDK =R L TH#EK T3

PowerShell| SDK%fER L TR AIREARRIEAZE# BT 3 ICIX. O > R L v kSet-STFWebReceiverAuthenticationMetho«
FRALEY,
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Web 4 ~rD>a—krAv b

December 8, 2023

ALY FT—I ETHRIARINTWVWREETEZ Web 1 bh BT RO MYy FRT IV —2a il Tide< 7
JEATEZLSICTBICIE Web B b 3— Ay bEFERAL E7, Citrix Receiver for Web 4 + Tl
T353UY—ROURLEZEMRLT. Chom>o% Web 1 MMIIBOHAARET, A—F—NU> IR IVITS
. ReceiverforWeb - bICUH LI banEd, T T. 2——nh' Receiver for Web - bicOd+ >
LTWAWEEIZOT 4> L£T, Receiver for Web 1 +Tid, VY —XHBEBMICEBILET, 2—H—HY
T2O9SA4TLTWAWT U r— 3> 081 BENICH TRIS178ET,

Y —20>3—bkhy bEERTBH0IC. Citrix StoreFront 81 3>V — )L £ 713 PowerShell #ERAL T, &
Z2hWebt bt URL%Z ME8ETE3 URLI —BICBINT3HERHDFT,

FI7AILETIEE. EETERVWeb B kA SDUY - 3—bhy FERBEBLLSETZ2——ICBEN
StoreFront IC&DRRTINFTH, A—F—F5|IHIVY —XAOEHEBIRTETET, CNHDEEHRRTN
BWESICTBICIE [RE7] R1>T [Receiver for Web 1 FDEIE] #o)wo L. ** K] ** T [#
MIERE] ZBIRL T, ** [BETIARVY I —bAY MIDWTXyE—CRRTR] Ao arvaAFJICLE
ED

t¥aUTFr LOEAICED. Internet Explorer 2 —H—I(2ld. ¥a—+thy FEAT7IEZXLRZYY—X
DEHEHRBITIXVE—CHRAINZIBEDHDFT, COXVE—IHRRRINBLBBZLSICTBICIE
Internet Explorer ® [O—AIL1 > bS2y b £l [EEFAY 1 ] OV —>IC StoreFront #—/N\—®d
FODN ZEBMe 3 &5 A—H—IZHERLE T,

BRIV - ZERLTEETE 2 Web 71 ~ziBINT S

1. [ReceiverforWeb #r b4l BET. [Web ¥ rD>a—rhy k] 2T7E&ERLETD,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published rescurces on your corporate websites. Your users
will be able to launch these resources from your corporate websites.

Category Settings

. Add the URLs for websites which will host rescurce shortcuts.

VS o https://portal.example.com

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... l [ Edit... l [ Bemave
Workspace app

i

Session Settings Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control
Client Interface Settings

Advanced Settings

'O | cancel | | Apply

2. (Bl #oVwo LT Ya—bhAybERIAMLESETE WebHr b URLZANSL £7. URL I,
http[s]://hostname[:port] DR TIEE T Z2HENH D £, T T. <hostname> (& Web - k7R
FOFTLIEM R X1 VB TY, <port> ZFEATIARVIORINDT 7 4L bAR— DRI b DBEICHE
BE3R—rTT, Web 51 FOBEDR—SADNIAZIEETZIHEIIHDEFFA. URLEZEETZIC
& [Web# ] o—BTIYMUEBRLT [4E&E] 22 v L%, Citrix Receiver for Web
FDVY—=ZADY3— Ay b ZHIRT3ICIE. —BTWeb 1 FZEIRL T [HIBR] 20U v o L& T,

3. [¥a—tAyrzEEE] 20Uy oL, Web ¥+ MIHEBERURLEZIE—LEF Y,
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i) Citrix Receiver x B - O x
@ ) https/y [Cit.. 2 A Y = % z. ﬁ/b )

App Shortcuts

My apps and desktops
H Calculator Cloud tps:/, s/ Citrix/StoreWeb/#/launch/

Cloud Desktop | JCitrix/StoreWeb/Z/launch/C

* 3 Excel 2016 Cloud https:// /Citrix/StoreWeb/#/launch/Es
FakeDesktop1-WontLaunch https:// /Citrin/StoreWeb/#/launch/F:
Win10Pooled Cloud 1 https:// {Citrix/StoreWeb/2/launch/W

Win10Pooled OnPrem1 {Citrix/StoreWeb/2/launch/W

Others

a8 Access 2016 On Prem b /Citrix/StoreWeb/2/launch/4

PowerShell SDK # &R L CEfETE % Web 1 FZEBINT 3

Set-STFWebReceiverApplicationShortcuts PowerShell A< > R L v b #FERAL TEETE S URL ZBMT
EEESER

Citrix Workspace 7 7 O &R

August 27,2024

T 7+ TlE 2—H—DRIIC Windows. macOS £7zif Linux Lo Web 7S5 0H%—%ERAL T 7%
Bi< k. StoreFront ix Citrix Workspace 7 7U AR O—AIICA YA R=ILETATVEIHESHEHFILELS &
L&d, O—AILICERSI N Citrix Workspace 7 70 piigtH S LwWig&id. Citrix Workspace 77U &4
UYHA—RLTAYAL=ILTBESROENET, T 74/ DT >0O— RBERIE Citrix Web 1 kTEHN
StoreFront 4 —N—F 73 ZDOMDBEATAI VA —5—%FRIALTBZILHTITET, IVXM—IDETTS
. A—H—lFO—Aicr > X k=)LE i Citrix Workspace 77U ZBIVWTR R 7ICEET 20 T50H—
T HTMLS5 i+ Citrix Workspace 7 7 U A L T#T L. O—AJLIC1 > X k=)L & iz Citrix Workspace
TTUHDX OZSAT7 Y bTT V=23 TR My T2 THENTEEXT,
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#7c. CitrixWorkspace 77V O—ANICA VA =)LTERVI—H—F. A FTORTASLITHDX VS
17> b LTOEAIC HTMLS @ir Citrix Workspace 7 7 2 ERTE £ 7,

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac O35 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Category Settings users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Customize Appearance . - = e - .
Deployment option: ’Use Receiver for HTML) if local Citrix Receiver/Workspace app is u... v

Featured App Groups [ Launch applications in the same tab as Receiver for Web

Authentication Methods
v Allow users to download HDX engine (plug in) (i ]

Upgrade plug-in at logon @

Website Shortcuts

Source for Receivers/Workspace app

Session Settings Windows source: lCitrix webszite - l

Workspace Control

[ ey - R
Mac source: llC|tr|x website - ]

Client Interface Settings

Advanced Settings

B | e | [ ery |

BEA TS avETETBICIE. [Receiver for Web 7 ~d4EE] B L. [Citrix Receiver/Workspace
T7UVDOREM] 2T7E#ERLET,

EBREA S>3y

 Citrix Workspace 77V AO—ANICADYO—RLTA YR b= TBZIERDHZ IOV T FERR
IS BICWeb 50 —%2FRALTYY—RITI/EATESZL3ICT 321k [EIC Receiver for
HTML5 % EH] #8RLEFT. COFT>a>%EIRT 3. Workspace for HTMLS a2 —+'—(3&EIC T
SUF—ZBLTUY—RICEET7IERALET,

« [O@—#JL Receiver H*{ER T4 Li54 Receiver for HTML5 % fF/H] #3#3iR L T. Citrix Workspace
T7UEO=AIMAIYO—RLTA YA L=ILTBEHDRXyE—IHZ 7O Web 41 MMZRERIH
B3EL5ICL. AYRAM—LTERVWEER TSI —ZNLTVY —RIZTFIVELRATESRLSICLET, COD
#H&. Citrix Workspace 7 7U %k« > X k=)L L TWaWI—4—7h Receiver for Web #« ~icod =+ >
57U, Citrix Workspace 77U A VO—RLTA YR M=ILTEILERDBZ Xy E—IHERR
Th&Ed,
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o [A—AINICA >R E=)L] ZFERL T, BicO—AI)Lic1 > X k=)Laniz Citrix Workspace 7 71U 5
TOERARTBELSICLET, I—HF—IFEBLTWVWE TS v b7 +—LICxR L7z Citrix Workspace 7 71
EATYVAO—RLTAYRAL=ILTEL5RDENET, I—H—IE5|E45F Web TS5 —%2AL TR+
FICTOERTEETH. VY —IZEEF TR L. O—HIICA >R b—I)LEINiz Workspace 77 TR
9,

BLETTT7FUTr—2a>zi8Es 3

[%1- Receiver for HTMLS5 = {&fA] £7#i& [O—7JL Receiver iEMA T4 LI54 Receiver for HTMLS %
fEH] Z#ERLIIES. 774 TR TS50 —TEIHEINLVY —RZEDFHLWI SO -2 THRIT £,
Y —2%RLAZJTTHE. HTMLS @i Workspace 77U & E=#z 5iC1E. [Receiver for Web *FAL 27
TT77IUTr—>a EERTE] RRLET,

IIAT Y MEER=ZIC [ YR b—ILER] 7T aVZRRELEY
P
COFEEIF. Windows, MacOS. Linux F/1\1 RIZOHBERAINF T, 1—H—H" Workspace Web #i5R

WEEZ 1 VR R=ILLTWBIBA. 75172 bOGE CiEE (& Web RRIEREICK > TUIEBINE T, D
£5HRIBE. COREITEBAINEE A

I Ra—#—n Windows. macOS. 7l Linux LOTSUH—THHTIX L 7EBEL . Web 1 ~i&
Citrix Workspace Launcher 2R LTO—AIICA YA M=)LENET7 U EBRHL LS LET, ZD%. 21—
H—HUY—%iEE T3 . Citrix Workspace Launcher izO—hJLic > X k—JLE itz Citrix Workspace
TFVCBELES, I—H—D [1>XAN—IEH] 7F2a>z0 )y o 77147 MMEETOER
RBRFyTEINET, TOBR. I—H—-HUYV—-XZEEFHITZ L. .dcaZrrpduyrO—RrIh, 1—H
—EFO—AJLIc1 > R b=)LEnt: Citrix Workspace 7 7U TR ZEHTEFFE T, KXV /NZRIL—% App
Protection X OEEIEH R— TN EHA,

Please wait while we confirm that Citrix Workspace app was
installed...

" _ Note: Clicking Already installed allows you to bypass running the client
citnx | Workspace detection. However, you lose features like domain pass-through

authentication, which requires the native Workspace app detection to
complete successfully.
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AUYO—RINEID.icaZ7IILEEFaVTr LDV RV 2B 5 ITRIEEMDH D £, Citrix TIE. [1>
ZAb=IVEH] AT a>RERRICTRIREDIC. [VF1TY MEER—JIZ TR M—ILiEHI UV IZRRL
FY] FxyvIRYIREATICT BRI 2b8HLET,

IRTDTZY b T+—LTICADA Y >O—RZRIELFT

CHIZED, TRTOTSY I 4x—LT.icaDAI>O—RARLICTOY I TN, ISICBEVLRILORFRED
Rt nE 9, Citrix Workspace Launcher 14 i0S. Android. Chrome TIZFIBATE AWz, I—H—I3F
BAgEABSIRBEEN—a>2ERATEIN. O—HILICT >R —)Lanf Citrix Workspace 7 7UICX 7%
EBMY3BELNBD X,

BE.

COFTavid (V347 MEER—JIZ TA VA b—ILEH Z2RRLET] F 723> clAHEDE
TERALABVTLETL,

a—#—h'Windows *7:i& Mac &7 Citrix Workspace 7 740V O—RTEZL3ICT S

[O—Aic1 > A =)L) F721& [O—7JL Receiver K ER T =4 L5E Receiver for HTMLS5 % {E/] %%
R [A—H—ICLBZHDX T VDY (FS5501Y) DAY >O—REHFATB] #83ICL T HTMLS @7 Citrix
Workspace 77U HhO—AJLIC1 > X k=)L E iz Workspace 7 7 ) ##& i L R WiFEIE. Windows AT £ 7
(& Mac mi¥ o Citrix Workspace 77U 24U > O—R$3A4 T2 a vhHRRINE T,

O4# > #&iC Workspace 7 7 U7 v I L—K$3%

(OJA VBT ST >% Ty TIL—R93] %R B L. HTMLS A+ Workspace 7 71U TtO4J 7 VEIcO
—HILIZ1 Y X b—=JLan CitrixWorkspace 7 7V 0S4 7 > b a7y 7L —REINESHEI—F—HE
RTEFET, A—H—F7vTIL—REAFYTTEIHTE T5UH—0 Cookie BNEHETNARWERD., 7
IO L—REROZAVE—HBERTINDIZLIIHD FHA. COEEEZEICT SICIF. StoreFront #
—/\—_L£T Citrix Workspace 77U 7 71 L2 ERATES L SICLTLIET L,

V—Z20A7>O—R

IVRIA—HF—PBREo>O—RKRE2>EI)voT3BE, CitrixWeb 1 MMCUEAL I FEINBZH. H—N—H5
TP EHIEAYYO—RTB3HEBIRTET £, [Citrix Web 4 ~]. [StoreFront H—/\—oO—#HJL7
7], FlE [VE—r—N—DT771JL (URL 2fER)] =&IRTEFJ,
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PowerShell SDK
PowerShel| SDKZERL TINS5 DREZEAET SISOV > KLy ~Set-STFWebReceiverPluginAssistant%
ERLEY,

ICAZY>O—ROBLEZERTBICIE. N5 X—%—PreventIcaDownloads%zigELiIT >V RL Y
kSet-STFWebReceiverUserinterfacezfEBL £ 7,

Yy avREDEK

August 27,2024

Ty avBEETETSICIE. [Receiver for Web 1 bRl BEICEEIL. [EvavBE] 2 7%%ER
LZxd,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user expernience and specific timeout durations when the
inactive users are logged off.

Category Settings

Customize Appearance Server Communication atternpts: i )

Featured App Groups

Authentication Methods Communication timeout duration: €
Deploy Citrix Receiver/ Session timeout:

Sign in timeout:
Workspace Control - i

el
Client Interface Settings =. IS

Advanced 5Settings
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StoreFront & ) —X

H—N—BEETEE

StoreFront REBD. Web 7OF S & X 7 H—EXABOREOH L OHITEI. BE. CORTE2LTEIINEITH
DA

BIEDZA LT MEAR

StoreFront REBD. Web 7OF S & X 7 H—E OV LICFI S NZ /M, 8. COREETET %
BlI3HO FEA

v a YT IOTATEA LTI

Web 75 0#—%EL T StoreFront A k7772 LTVWB E EFIZ. —EHBET7 I 7+ TREL G &, Y
AVPREALT I MDD A—Y—POJ T rINET, Web R—JSEFH LD, UY—RUIHLTTI>
IVERITLIEDT R, vy avhERINE T, 2TBOBEBAL. XY bT—UF7 VT ET1ICDHNS
BVWI—H—T023>TlE EyvPaYRBERINELEA. By a>OBMHRIMTINBZERIIC. I—H—ICt
oI VERERTDISLDICKROZAVE—CHARRINET, I—F—DFEANEZ—VICIGLTEY S a Y21 LT
VhEEETEEYT, Chid. O—HJLICT X b—JLani Citrix Workspace 7 7 U ICIFREL £ 8 Ao

F7:1%. PowerShell #FEB33 b TEF£Y, fcr zld. Web - ~ [/Citrix/StoreWeb); &1 L7 +%
30 DICHRET BICIE. ROFIEZERITLET:

Srfw = Get-STFWebReceiverService '/Citrix/StoreWeb'
Set-STFWebReceiverService $rfw -SessionStateTimeout 30

Ty avRALTIORE S — b TADEY IV FALTIREDDRECAZLSICEET Z1551F. NI
BLTT—bozA 0ty ar 21 L7 b2 BOTHERBDEY, By a VB LTI RERIEN—I D
BB LR NIV ORAEMHBLIDDBRECBRBILIICEET S L. ENICEDETRIEL—T > DB
B RABEMEES BERICEML £ 9,

YA DEA LTI

Web 75o#—0OJ 1 YEET. —EREIRBT 2071 N2 A LTI MMIBRD I—HF—IIXyE—IH
RRINEY, A—H—& [OTF V] Z2BIOJF VEREICRD CENTETET,

SRk b — 2 > OB ERR

A—H—hT 5o —BHT StoreFront AR 7ICT7IERTBHL. TTAILTIE. PO/T1ET 1 ICBEEL,
A—H—E 8EMBICAI7U FINET, k. O—AILIC1 VX k=L Ehiz Citrix Workspace 7 7 U Il
HELERA. CORMLTTLZEBRTICIE. ROFIEZETLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 228



StoreFront & ) —X

1. StoreFront ©. c:\inetpub\wwwroot\Citrix\<StoreWeb>ICHB&L £7,
2. web.config7r»aILzBE£7,
3. oIV FUEHELET: <authentication tokenLifeTime="08:00:00"method="

Auto" />
4, pExEIctokenLifeTimezZEL £, 1AULOEEANATBICE. d.him:soFEX=zEALE
ERS

Tyl arEA L7 e 20 KU EICECTIHSIE. BT —EXD =7 Y ORXEBVHBLECTHREND
D&Y,

Citrix Gateway 0 %1 L7V k

Gateway O Z 1 LT MIDOWTEELLIE. Gateway D RF a2 XY FEBRBLTIIZTL,

Ty arorALTU L

BESNERERICRY FTI—0T7 071 ET4 D RWER, v arv 21 L7 M BAINEY, Web R—2
ZEHLED, VY —RIIWLTTI2avERTFLEDT R, tyParyhiERSNET, 2 TEOBEHL L
XY RT=OTITAETAICDBASBVI—F—T I 3> TR. By aYFERINEE A

Web 75 5% -7t 20154&. Citrix Gateway ot v > 3> %1 L7 b% StoreFront w3 > 81 LT7D
FEDBOTNCBWMBEICRET 2HBEDNHD 9, Chid. StoreFront oty 3>hE2A LTI RLTTY— K
TVIAICBHINIEEIC. T r I AHBEOEY S 3 Y OBEMERIMINZEICERICHA >V TIRTESR &
SICTBREHTT,

StoreFront X F7ICEH T B . O—AILICT VR b—JLE iz Citrix Workspace 7 7 UIGIET O 71 T 21 L
TOREEBLERA. LED>T. 79T T RA LTI M 2ERTIHVEOHZEMET— T T A1 DHT
o 7TZVIEEHNICVY —RO—BZEHLET, CNZBMCTRICE. By a>yFA LTI T7TTUD
EHHELDBELCBITNERD EFEA. T74IETIE. Z7TVOERBEIZ60 2 TY., ChzEETBHE.
CTX221465% 8B L T T L,

EHINAE R LTI b

Citrix Gateway Tid. A—H#—D7 771 ET v ICBGREL. —ERERICEY > a> 2T 38151 LT
FERETETET,

AL —E XD b —7 > OEARBREAE

BT —ERE. ANTICEBGIBESICERASNB b= 2 RITLET. TI7A4ILETR. =213 20 B/
BICHRIN e BD, 2—H—3OJ 7T FENET,
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I —4—# Citrix Gateway IC & > TR I NciBE. StoreFront ~—2 > OEMEARHMIN S L. StoreFront
i Citrix Gateway ICF ¥ LY PZREITLET, ¥~ bz 1Dy a YR ERET I T+ 74155EIE. StoreFront
ICBEOJA VT 31-00BERBHRMEBINE T, CNEBSICE. Y= b I 1 ORI ALT I E =T
DRABHHARCEICEICAED LS ICRETIHELNHD FT,

BE. Web 7594 —TIXFPEERTZHBE. FT7IT 1 TEALTIRIED. =0 OERITINZFIICE
wiayAOd 7o rINBH. h—o oEMEBIEEICO—AILICT > X k=)L E it Citrix Workspace 7
TVICERLET, b—0 Y ORREVREEHBRT BICIE. ROFIEZRITLET:

1. StoreFront —/\—iZ+1 > X k=)L I TW3 Citrix Workspace 77U 03H&. R 7 ORES —E
Zcs\inetpub\wwwroot\Citrix\<Store>Autho XXICBBLEFYT (R ETOHKICKEL T,
BHOFY—ERD 1 D BZuREMNHD £9).

2. web.configZ 7 « JL A T. Authentication Token Producer ¥ —E X% R2 7 C. £ H
T1id#nt Authentication Token Producer b D r —H 9 daddIL XY b ERLE T, ROFITIE.
id="f7cacl85-57c1-4629-a33c-88a89dd4295d"encipherId="2948f7ad-735
e-4e03-8e01-8d4f5d3ca75b" ##EDaddEEZNUETT:

<service id="f7cacl85-57c1-4629-a33c-88a89dd4295d" displayName="

Authentication Token Producer'">

<relyingParties signingId="2948f7ad-735e-4e03-8e01-8
d4f5d3ca75b" defaultLifetime="01:00:00" maxLifetime="
01:00:00">

<clear />

<add id="f7cacl85-57c1-4629-a33c-88a89dd4295d" encipherId="
2948f7ad-735e-4e03-8e01-8d4f5d3ca75b" defaultLifetime="
01:00:00" maxLifetime="20:00:00" />

3. RELEICmaxLifetimezTE LY, T4/ ~F20:00:00TT, 1 AULDEE NAT BICIE.
dd.hh:mm:ssoFRX=FERL £,

4, iisreset OY Y RZ2EFLTCEEZEALEF T, COAXY REERTT B . 21— — i3 Citrix
StoreFrontWeb irsnd47chzdh. BEDICAEy S a3 VICIFRELEE A

D—UXAR—> tO-J)L

April 17,2024

T—JZAR—AY FO—LEREZBMICT R L. -ty a3 0RFTTNAZZYIDEITH. HLL
TNARALETEZOT7 SV r—>a>TOEEEZBRGTEET, I—F—F FILLWINARICAT A>T BUGICT
RNTOT7FVr—2a>zBEMNTIHEN LG BROTNARZTDEBEZIBHASELC T IV r—>a>1 >4
VRAEFERATEET, ChICED., L ZRRTHREREN 7 —I X T7—>a V2D BXTEET—RICT VLR
THREIORBEEZHOTETET,
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A—H—HOJA>T3e. RITLEFZFOT7 IV r—2 a VICHBNICBESINE T, ezl 2—¥—H2X
FPICOTA>Y L. WKODDT IV r—>avaRELIce LET, 0%, I—F—DUDOFNTIITRELT Y
T2AFEFERALTACLIMTICOIF YT, RTROTTUTr— 3 VA EBNICH LWT /N X TERRTEE
ICBRDET, A—Y—HIX 7 TEBLETRTOT FUTr—>avid. EOXLTH5054 77 % L BBMICH)
BIINET, 5L, v v b2 VEINERA. Web TSSO 2N L TR RNTICT V2R T 38481k ALY
Su—FRALTOYA Y. 7FUr—2 3 YO, BLUOTFTETSHENRHD T,

HTMLS5 [&i7 Citrix Workspace 7 7 TU—U XR—XJ>¥ hO—LEHERT S

StoreFront 81 Ba>YV —ILRDT—I AR—I> bO—ILEEIF. Web TSI —ENA LTI MTICTIERT
BBEICOMBEAINET, ChIZIE. ROBHCFIRIAEREINET:

« HTML i+ Workspace 7 Z7UNRRA CEINFTFRI My FTERIET IV =23 Y RTRITIA TV SIS
B T—UZAR—AY FO—ILIIERATE FHE A

+ Windows /81 Zh'5 Web # 1 M7 02X F32—H—ICD2W Tk, 2—%—F /31 RIZ Windows [
i+ Citrix Workspace 77U B A YA —ILINTWVWBR I 2T FTHRETEZHE. LT HTMLS E
I+ Citrix Workspace 7 7UHMERINBZBEICDH. T—IAR—AY bO—ILBEICHRD 5,

o YIBFL 727 SV —2 avICBIEET 51C1E. Internet Explorer TWeb 1+ MMZ7 02X T3 21—H—|k
[B—Alr> Sy R] £E EEEAYAR] OV —2ICHA M ZEBMT2RERHD T,

o T2l T=UZR=ZOA> FO-LDBEMCHE->TVTH, Web 1 FTHERTELAT XV by TH 1D
DHDBEICZFDTRY by THEBMICEETELSICER TR L. 7AVr—>avidBERIhEFE A

o PV —o a3 uEYIMiTREEIC. EEICERLIE Web 7S50 —%ERTIHELHD £9, 5D Web
TSog—TRELEEY—Z%. TRI by TP [RE2—1+] XZa—h5 Citrix Workspace 777U Tig
L)Y —XI&, HTMLS @it Citrix Workspace 77U THIBiL7cD > v v RE OV LD TE EH A

s UY=ZAALTZVH—L2THATHVTWVRIFE, T—JAR—XOAY FO—JLIRERATIEFEA. Ch%E
BT BICik. TCitrix Workspace 77U OERI1 #BBL TSI L,

ZRTADTIHEZINTZ Web T7S5SUH—2NLTITONBIBEDT—IAR—XAV FO—IILOBEELTETS
ICi&.  [Receiver for Web 7 FD#&E] BET [D—I7ZAR—XO> bO-)L] &&ERLET,
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StoreFront

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Logoff

Logoff acticn | Disconnect V] L ]

Workspace Control
+| Enable workspace control
Automatic reconnection when users log on
#| Automatically reconnect to the sessions when users log on
Reconnect and Disconnect Button
Show reconnect button

Show disconnect button

Cancel

D= ZAR—AAV MO—ILOBREEZRDESICHEBEL £

 [ATAT702 3] ZHELET, ATATT7 023V ROEEDTY !

- [l . A SO TA T TR TTVETRI My TRy aVIZISATURTNA IS
BEICTEISNE I,
- [&T]: U505 FT7TB. TTVETRI My FOEY S 3 VIdH—N—LTEEBMNICET

L£d,

- [BL]: o500 FTLTH. PFVETRI by TOEYy > a VIFEIEHRIRITINET,

StoreFront

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/

ALl

Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Logoff
Logoff action [Discunnect 'j i ]
Workspace Control Terminate g

N
+| Enable worL,_E'rjf ________

o [T—=URR=OA>O=ILEBWICTD] FTv IRV IREAIZLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 232



StoreFront & ) —X

o [A—H—OJ A VEOBEEBES] O [A—Y—HPOJA > L SICAEFNICE Y a VICBERT ] F
TV IRy I REFAICLET,

PowerShell SDK # B L T -V XAXR—XO> bO—-ILZEBRT S

PowerShell <> kL w kSet-STFWebReceiverUserInterfacez{ER LT —I XAR—X QY bO—JLZ K
TZEFY,

Windows @7 Workspace 7 71 T — U ZAR—J> bO—LE#BRT S

Windows @i Workspace TO—9 XR—XI> FO—=ILEBRT 3ICIE. -0 2R—20> FO—)LBiEs
DEHE] ZBRLTLLET W,

Mac @i Workspace 7 71 T —J ZAR—XAY bO—ILEEKT 3

Mac @i Workspace 77U DT —I XR—=XAY A= EBRT 3ICIE. (T—0ZR—=20Y FO—LERED
1Rl ZBELTLET L,

TRTCODTFVTI—IZAR—RAY FO—)LZEMICT S
Workspace 7 71) £k T StoreFront TOt v > a VEBEGZEMICTIICIE. COLSHEBRTH > TH. [FH4
BE] 27ICBEL. [y a>0BEREZHNTE] Fv IRy IRZATICLET,

I3AT7 AV E =T 11 ADRE

August 27,2024

[Receiver for Web #1 F D4RE] BENSISA TV RAVE—T A RABREETETBICIE. (V51T
VR—TT1MADKRE] FTEHEIRLET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings

; Web sessions
Customize Appearance
| Auto launch desktop @
Featured App Groups

| Show desktop viewer
Authentication Methods Tk

| Enable Receiver/Workspace app configuration @
Website Shortcuts

Multi-click duration: @ 3 Eﬂ zeconds
Deploy Citrix Receiver/ -
Workspace app
Session Settings Applications and Desktops view on Receiver for Web
Workspace Control Select View: [Sho‘w Both wviews - l
Chient Interface Setti Default view: [ﬁutc - l'ﬂ

Advanced Settings

[ Cancel ] [ Apply ]

TRV Ny TZEBBNICERT S
CORENEN T, I—HF—DT Y by TH 1 DRFOBE. I—HF DY V1> TBLTRY by THEEL
£,

PowerShell SDKZER L TF XY by 7OBBESREZLEE T 31013 /N7 X—F2—AutoLaunchDesktop
#IELTOAVY Y RL v kSet-STFWebReceiverUserInterface#IFUH L £ 95

CDREF. Web 7505 —n5 )YV —EEBHTIEIICEAINE T, k. O—ALICI YR b=)LENnf
Citrix Workspace 7 7Uh'6 0 )Y —ROREENICIFER INEE Ao

Desktop Viewer #&XR9 3

Desktop Viewer |&. HDX SBEICBEICT I ERATEZY—ILN—TJ, COREEZFMALT. TNERTI 3N
C5hEEIRL £9, Desktop Viewer iZ&@HRI—H—T I IRUIVRERET 20 T 74 MTEBICH
Drb\i?o

COHEIF. Windows, Linux. 8&UEZ0MOO—AILICA YA b—ILIN7mHDX 517> b EFERL T,
Web 759 —m5UYV—%ZN1T )y FEHTEHBEICOHFBERAINES, 1—F—HHTMLSHDX 7517
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StoreFront & ) —X

YhEFERALTWeb 7595 —TUY—X%2BEHTI L. COREICEFRBREICY—IIN—DRRINET,

') v U ORRE

BRINTHERNIC I —PRCT7 I r—>a 2 BHERHTEIRVWELSICLET, Chid. A—AILic1Y>
Z k=)L &tz Citrix Workspace 77U H'5Tld#<. Web 7505 —h50UY —XOEEFOHIERAINE
ED

PowerShell SDK R L THEEZ U v 7RRELEE T 311, NSX—2—MultiClickTimeoutZzEL
TIOY Y RLvw kSet-STFWebReceiverUserinterfacez U L £ 95

COHRTIR. Web TSI -5 )Y -2 BHTRLEIICOFAEAINET, TN, O—AHILICTI VA —ILE
Nz Citrix Workspace 7 7UICIGBERAI N E B Ao

Receiver/Workspace 7 7 VR EBEMNICT 3

A2 F 3. HTMLS @i7 Citrix Workspace 7 7Uic &b F7OES a > d 7y 1 IHRMHechE T, 21— —
d. COT77AILEFERLTHRA T+ IO Citrix Workspace 7 71U TR b 72 BEITHERTEE T, coyOEY
IZVT T 7AIICIE. D Receiver for Web 1 b U Y — %R T 25 R b 7ICHELGTT B 720 Ds#4 (Citrix
Gateway BFIRIECE -V OFMARY) HERXRINTVET,

PowerShell SDKE R LTI DA I a v EET 3ICIE /N5 X—4—ReceiverConfigurationEnabled
ZIEELTIOY Y kL v Set-STFWebReceiverUserinterfacez U L £ 9,

TIVr—=2a BLUVTRY by TRE

FROMYFETTIr—2a>OmAICT IR TESHE. Citrix Workspace 77U ICIEF 7 4L b TTFRY
by PeT7TVr—2a hlaOE a—TRRINE T, BRUCADIF [F—L] Ea—IZRRINET, 1
ICOJ#>93c. RMNIC [F—L] Ea—DRRINET,

[Ea—0DER] FAYTIETIVUR DS, FTIVETRI My TOEE5E2RRT DN FIEEAERTTSH
EERIRLET,

[T7#IE] Ea—FROvFEoYUR DS, A—H-—HPOJA 2 LIcE FICRFEINBZE2—ZFRLE T,

FFoav B

B [R—L] Ea—%ZKRTTS
7Y TTIEa2—2RTITHB
TR YT TRy TE2—2RTT S
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StoreFront & ) —X

PowerShell SDK # B L T DA T2 a Y ETET 3ICIE. /N5 X — 4 —ShowAppsView,
ShowDesktopsViews &tDefaultViewziEEL TITY Y FL v kSet-STFWebReceiverUserlnterface
MUHLEY,

App Protection

August 27, 2024

App Protection i&. ¥F—OF > J e BEF Yy FrE2 OV ITEILT. THoRZJEFaUTrZRELES,
L <I&. TApp Protections @ RFa XY rZEBBL T,

Workspace 7 71)

App Protection (&, Windows. Mac. Linux @7 Citrix Workspace 7 7V ZBLTA R FICT I EZRTR &
ICT 7 # )L b TRIFAREETT,

N1 7y Riggho App Protection

Web 7504 —@BHATIM7ICT7 VLR 5L, App Protection # 8B 377U IET 7 + )L b TIERTICH
D £¥, StoreFront 2308 Lg%, Citrix Workspace 7 7 ORDBR/NN— 3 U BH LI S0, REIN
FTTVERRTDELSICHERETET !

7 N—=23ay
Windows @+ Citrix Workspace 7 7 1912
Mac @7 Citrix Workspace 7 71 2001
Linux @i+ Citrix Workspace 77U 2108

Lain/N—2 3 >0 Workspace 77U ERLTWVWEHBE. £721i0S. Android. ChromeOS ETFERAL
TW3HBAE. £71& HTMLS5 @i Citrix Workspace 7 7V #ER LTI S0 —TT7 7V 8L TL 3K A,
StoreFront I3fRESNIT TV ZRRLEE AL

HR—bTNhTWLS Workspace N\—2a > TREINLT S % StoreFront "RRTET 3L 51273 IC13
PowerShell SDKOw > K L w kSet-STFWebReceiverAppProtection% B L £,

A—H—NT S0 —4ZHA T Workspace 77U 81T 3 e #ERLBE (BEEBRICL > T, Fida—
H—H [BEN—Ta>zFER] Z#EIRT 3L >T). App Protection IZFIETEF £ A. O—AILIZT VR
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StoreFront & ) —X

r—JLE itz Citrix Workspace 7 7V 2R L THICEHN T 5L SICX 7B TS £ 9, Citrix Workspace
7T DER] #BRLTIEI L,

StoreFront (&, Citrix Workspace Web #E5RIEREDFIBRIRES SUBRINTWBHE. ThEEAL T, Citrix
Workspace 77U DN—=Ca>vaHLET (DS —IREER—ZDI 17> Mat) 28RBLTLE
TV, NI BE. StoreFront iZ. 2—H—HX 7D Web 1 MO TT IR L ZIDISAT Y
rEHO—E L LT, Citrix Workspace 77U DN—=J 3> &HMLET, 2—F—H [1 VX F—ILEH] &R
RLTHEEXFy FLIFEE. StoreFront (377U ON— 3 oz TSI HVWED. RESNT U ITr—2
IVIFRRINEHA, LIED 2T [AVRM—ILEH] 723> 2EBEMITZ 28O LET, MCitrix
Workspace 7 7 @ ER1 #BRBL T W,

T

5 A
=

Citrix Workspace Web ¥i3RigEENFIR T I W 5E. StoreFront (&, 21— —»" Web 1 MZHIHTT
g LTz EIZ. Citrix Workspace 77U DN—J 3 V& HBILE T, 20%. 2—F—HRloN—-U 3>
® Workspace 77U %A > X b—I)LF 3. StoreFront IdZDEE#RBH LBV, REST TV
DEEENN R > THAI RSN B AEEMN H D £, App Protection DtFa ) 7 BBF v I %
B L T. App Protection 4 7KR— kL TOWAWUEID/N— 3 >0 Citrix Workspace 7 71 i 5 ORET
TURTRI My 7ORBE IOV ITEI L 2BEBDOLET,

Web 1 ~ DHIBR

September 19, 2023

1. Citrix StoreFront 8BI1> YV —ILDERA VT [R 7] /—R%ZERL T, Citrix Receiver for Web
1 EERTBZRAMT7EZIRL. [181E] Rr>d [Receiver for Web 47 FOEE] #0UvoLET,

2. B bEBIRL. [BIBR] 22U v o LET, ¥ bEHIBFT B, I—F—I32D Web R—2ZFAL TR
EPICTOERATERSBDET,

Workspace 7 ~7') D Web - b %189 3

September 19, 2023

StoreFront ZfE-> TH LW b 7ZER T 5. Web 4 bHABEBIMNICHER I L. X EFICEIDETHENET, R
b TICEERD Web H1 B % 3354, 21— — Citrix Workspace 77U EERL TR M PIC7 IR LI &
ICED Web 1 b ERTTINERIRLET,

1. Citrix StoreFront 812>V —ILDOERAI>T [A+T] /—R&EERLET,
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StoreFront & ) —X

2. FRRAVTRAITZBIRL, 7923 0RAVT [AZT7ARIVARVIVIAOER] #20)v o L&
FYER 3 hu iz Citrix Receiver for Web @ Web #r bh & WVEE L. Receiver for Web 4+ kDB
HF—RADY VI ZET Ay E—IUHRRINET,

3. A—H—HIDRLTIZTIER LT EIC Citrix Workspace 7 7V 9S4 7Y bHBRTRTBE5ICT D
Web 41 F&ZBIRL £,

4. [OK] 20Uy o L%Ed,

H—N—=TIL—T D&

April 17,2024

UTDOEZITiE. BT —/N—0 StoreFront RHRBEOREZXREL£7, EHY—N—-BRREZEETS
. BRICEBOY—N—ETH—N—JIL—TOBEZEBELRVTLLRETV. BERADIEIrDOY—N—LT
Citrix StoreFront B>V — LZRABFICKRITL TVWAWVWI C ZBRBLTLET W, £ RERIERNT—EBL:
BRZROH. BROETERNRZ I —THDIEFLI DY —N—ICRMEEZIHBELNHD X7,

StoreFront 4 —N—FIL—FiIc&F 35 —/N—IE. StoreFront ®1 > X ~—JLIBFrDREL IISWeb 4 D
BRE WENXPHALIDARY) OmAHLPECICED LS ICHERTIHELRHD £7,

H—N—FIL—FADOHF—N—DEM

[F—N—mEMl 2X7%ZFEALT. LAV X +—JLLT StoreFront 4 —N—%BEEORBEREICEBMNT 31
HOERI—RERBLET, LW —N—%BEEED StoreFront BFIRIBICEBINE 25X DWTEEL <&, TBE
FEOY—=N=TIL—TA D&M Z2BRBLTLIETV, JIL—TAOWVW DD —N—IZT7 IR TIHERHZH
IZDWTIE. TStoreFront o ERstEL @ TR —ZEUT 11 OFHAZSBL T IV,

Y—N—=TI—TH 5D —/N—DHIk%

BEHY —/N— StoreFront RFIRIED S —N—ZHIRT 31213, [T—N—0DHIRR] 2XIZ2FEALEY, CDX
U T, StoreFront B>V —ILERITLTWBH—N—RIMNOREBOY —N—%Z2 T IL—THSHIRTET XY,
fefeL. BBY —N—-DORBREN S Y —N—ZHIFRT 3L, 2OV —N—ZEBRIBIRED SHIBRL TEBE
BHOEY,

HlIkR S M StoreFront ¥ —N—H RALY—N—JIN—TFERIFZELZT—N—JI—TFICBEEBMENBHIIC.
HEROT I A EREICVEY FTB3REDHD FT, - N—ZEFRHOT I AL EREICUEY b1 2BEBL
TLRE W,
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StoreFront & ) —X

HF—N=JI—FAOO—HIOEED R

BEOY—N—LTI>EERNEZ. B —/\—0 StoreFront BEIREARADIEFND IR TOHY —/N—ICRME
H3IC}. [EBOGEE] 2X0%2FALET. BRIBROGEIFETHIIBIND LD JIL—THOH—N—1E
BMEETEHINZZAI VI ERRAZHETEE T, COXRIDERTHIF. FIL—THOIRTOH—/N—H'EF
MENZET. BIMOEEZMABZEIETETHEE A,

BE.

CHICED, EERICTIL—TARADIENI DY —N—ETIToIRTOEEIHEINE T, T—/N—DHER
EEHTREE. BEZJIL—THOMOY —N—ICRMRTZ T, BTREDHDOY—N—DE50EE%
M ZIBETHINSDEERRDNBVWELSICLET,

TIN—TRHOY—N—BTRBRENZERICIT. ROBEFEENET:

+ StoreFront #EE%E &L ITNTD web.config 7 7 1 LORE.

« C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients
\Windows\CitrixWorkspaceAppWeb.exe®C:\Program Files\Citrix\
Receiver StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb
.dmgn & 5 #A#C:\Program Files\Citrix\Receiver StoreFront\Receiver
ClientsoR&.

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contribnRz,

o AE—3Nf+1 X—T% customisation.js 7 7 1 ILdD & 5%C: \inetpub\wwwroot\Citrix)\
StoreWeb\Custom\custom folderoRz%.,

s FEITH VR— bOIhiEEAER—E (CRL) ZB&<. Citrix Delivery Services sEBAZ X k7 ODAE, O
—#HJL CRL OEERICDOWVWTEH L IF. TEERAZERZ—% (CRL) oF v 71 28RLTETWL,

F:
HITROV T ayvT—421F. BEEORMXADZILCIZEBGRICHOY—N—ABRINET, CNIZEH
HICTThh. TEORMEZIIDBHIBAINZ ZCIEHD £FHA.

BERREON—X URL OZEE

StoreFront BRIRIRTHEX T3 X FT7XRIEH D StoreFront H—EXdDJL— k URL & L TR—X URL HMEH
INEFY, BT —N—0DRFIREDHFSIE. BEIB URLZIEBELET,

N—ZXURLZZET3ICIE. UTOFIEZRITLET:

1. Citrix StoreFront 2OV —ILOEFORA>T [H—N—FI—TF] /—RFREERLET,
2. 81E] R1>®D [R—XURLODOEE-] #oUvILET,

3. ILWURLZAALEY

4. [OK] =L %7,
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Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:.-";"mystorefn:rnﬂ/

o |

Citrix Gateway & & Uf NetScaler ADC ¥ 0&i&

June 6, 2024

Citrix Gateway % StoreFront & —#IZf>T. #tR* v k7—2 ¥ NetScaler ADC OSMAlICW B 21— —(c&
FaTFRVE-MTIERZRHEL. BEIHERTLET,

B2

EE

Citrix Gateway @ > 7R— b

Citrix Gateway &2

NetScaler ADC IC & 3 BEHER

DFA B® NetScaler ADC & &£ U StoreFront &g

BB RXAA A LR:

E—JYRA> ~DERK

RES L VIMBTERINSE—D FQDN O1ER

Citrix Gateway " 5#8%Z TV XK— kL.
StoreFront iIC1 > R— L ET
Citrix Gateway DGR EZIEM. HIbR. WELFT

StoreFront 4 —N—FI)L—FDaicO—RNT > —
¥ LT NetScaler ADC ##/H L 9

StoreFront & Citrix Gateway ##m L T. 21—%—
MNEFT 120K X1 >0 Gateway TRRIEL TH S, &
IZRID K X >0 StoreFront TRRET 5L SICL£T,
AR Y FT—T ORIFIINEDE IR T BT
Citrix Workspace 7 7UhMERTE 5 —a> URL
ZHERELEY,

#HARY FTO—IRMSERE. F7id Citrix Gateway
ZBATUE—FDISANTPICTIVERTES. B—0D5E
2B R X1>% (FQDN) Z{ERL 7,
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Citrix Gateway D#&ng

August 27,2024

Citrix Gateway Z R L T. StoreFront & &t Virtual Delivery Agent (VDA) AR E— 7O R%E
RIEL F9, Citrix Gateway l&. N—Roz7 %73V 7 b7z 7d NetScaler ADC ETER{FENE T, Citrix
Gateway #—E XiF Citrix IC& > TEEINTED. HDX IL—FT 1 Y JICIFERTIT £ 9 StoreFront AD:R
AR E— T ERICRERTI A

Gateway O#ERICDOWVWTEEL < IF. TNetScaler Gateway & StoreFront o#i&1 #8BL T L,

StoreFront ' — b T A BBEDO 7V X% HFA T BH1IC. StoreFront I T/ — b U1 Z R T 2REHLHD
F9,

Gateway O& =

StoreFront I TR I N7 — Uz 1 2R T 3IClE. Citrix StoreFront B>V —ILOERTI VT [+
7] /—R#%EERLT. [Citrix Gateway OEIE] 20 v o LET, ZNIC&>T. [Citrix Gateway D EE]
T4V RIDNEITET,

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sto... | URL

Authenticati... Yes https://gateway.example.com/
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PowerShell

T—bozA e Z2OBRO—EZIIFT 5ICIF. Get-STFRoamingGatewayzHUH L £7,

Citrix Gateway 7 751 7 >~ X DiBHI

1. [Citrix Gateway 0&EE] U Y RUT. [BiN] 2oV voLFET,

2. [2RRE] FTTREZANAIL. [RAN] 28 LET,

Citrix Gateway BRERIBICI—H —ICL > ThH D P TVRTEEIBELX T,

I THRETRIRR"ENI—H— Citrix Workspace 77U IZRTINE T, TOLH. I—H—H
FRITIERMREZHBMLYPTUVLSIC. BRIICAEBRRZEDIVENHD FY, fezidF. 21—
— MBSOV BHBICERDEF 4 Citrix Gateway ZHEICHETE 3L 510, RRBICHEBERZS
HBEEHTETET,

[7—bo 1 DfEE % [Citrix Gateway 7 751 7> X] ICRELE T,
JF—broxzA1DURLEZANALET,

StoreFront ERiEE® FQDN (Fully Qualified Domain Name: £k X1 > &) IF—ET.
Citrix Gateway g8 H—/N\—®D FQDN t 242 H D THIHENH D J, StoreFront & Citrix
Gateway R —/N\—ICE L FOQDN ZER3 5 i3 R—rThTOWEREA. ¥— Tz 1Id3 URL
ZX-Citrix-ViaHTTP Av & —IZEBML £7, StoreFront iZZ DAY H—EFERLT. L0
—bUTADERTATVEINMFELE T,

GUITIE. ¥—hrJxzA URLZ 1 DEIFTEBMTEEFT, F— Iz AICERO URL NS F7IERT
T3581d. URLUSMDE—DEHTHIELT— T Z 2EEMTIHENHD £, HHEY
BROEDIC. T— b AANDT I RRIFEAINZEHAVHF) URLZEBETEET. COF TS
a iz GUI TidERTE4RWeo. PowerShell 2R L THERT 2 HEHHD £9, PowerShell
IRV RZERTIBR0IC. BEIVY—LZRALZHBERHDEY, crziF. 7O-NILT—N—
BEIBOBRICEROTS—r UMD H 2358, BEEF. TAMP ST a—FT I OEH
T. GSLBURL &\ HEDN =3 FIWT— b Iz ENBNUIT IR TZEOHICERTES URL
DOEFZEBMT B LERNTY, Y= rIxAZERLIS. Set-STFRoamingGateway %A
L. EA>4 1) URLIC-GSLBUr NS X—4—%FEALT. URLZEBMNTEET, CD/INFA—4
—IGSLBurleMigh £eh. Chix2FEBHD URL #BMT3H 50BN RICHERTIT £, Fi:

Set-STFRoamingGateway -Name "Europe Gateway" -GSLBurl "
eugateway.example.com" -GatewayUrl "gslb.example.com"

A

COFTIFERICR LT, GSLBUrl/XS X—2—I2idU— 37 )L URLAAEERTLWEIH,
GatewayUrlNS X—4—IC&FNTLEDIE GSLB D URL TY, IFLAXDEMICEWVT,
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N5 URLIFEIC &S Ickbh. X E7ICWeb 7508 —DaEN L TT7 V2RI 35513
CBE5NHETHERTETEY, 7272 L. Citrix Workspace 77U Z# L T StoreFront ic 7%
29 3HE1E. StoreFront 5GatewayUrlz &AM ->T. ThEUBEOUE—RT7oO¢
ATEARALET, D= BICGSLBD URLICIEHT B LS ICHERTDICEHEELELVLWTT,

3DUED URLBHREBRIFEIZ. ChZEFMEDT— U1 LTHERT3HBENHD ET,

o BERARREIIFREIZERLET:

ERRREI3KRE

A

BB LT HDX V=T 2T

SRRED H

HDXL—F 1 2T D&

StoreFront AO U E— ~ 77 XD VDAAND T
JEZOBMBDFEHIC. F'— b1 EFERALET,
7'— ko1 h StoreFront AQUE—+T7 I ERD T
DICDAHEAINZEEIF. ChEBRLET, COF
T aviz&b. Citrix Workspace Launcherh‘&hfe
LB<BDET, LEch>T N1T Uy RiEEEFER
TERIMRENHZFEIF. = I HRENCDAER
TIN3BETH. RS ST HDX IL—TFTr > ] %Zi#
RLTLESL,

StoreFront ¥ > X2 > XMW LY. VDAAD
HDX 7 V2 Z R T2 DIZDHT— b T =1 HYE
BA3h3i5813. CNZBERLET,
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Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to
Gt SO unauthenticated stores.

Secure Ticket Authority

Display name: | Europe gateway
Authentication Settings k § -

Summary Citrix Gateway URL: | https://eugateway.example.com

Usage or role: @ Authentication and HDX routing >

3. [Secure Ticketing Authority] %7 Tt&EZANLE T,

Secure Ticket Authority i3, BHOERICHELTEY > a>YFry b 28 TLES, ChootEy> Iy
F4 v biE. Citrix Workspace 77U OB E LV VDAAND T I R % RIS L VER T 3 D DEAHE
‘H‘ET“?O

+ Secure Ticket Authority ot —/N\— URL % 1 DA EANAL £ 7, Citrix Virtual Apps and Desk-
tops #fEA L TW3H& k. Delivery Controller # STA ¢ L TERTE £9, Citrix Desktop as
a Service #fEA L TW3HEIE. Citrix Cloud o F v FETEEADER%Z 7O+ > 3 Cloud
Connector #EANATEEY, CO—EBDI> kUi Citrix Gateway TR I X b EREIC—
HeZBENRBHBDET, GUI ZFERLTEF2) T F—%BMTZLIFTEEE A, PowerShell
ZEALTEXF2 )T F—%REBMTIHEICOVWTIE. BROFIEZSERL T ZEL,

o [BEHDOSTAY —N—%28EIETZ] ICFzv Iz ANNB L. STAY—N—FTEREDHL X9,
FrwvoEHT . StoreFront IZI—BDIEBECEDICH—N—%=HTLE T,

o StoreFront B STAH—N—IZT7 7 XATERWVES. —EHEBZOY—N—OFEREEELET, T
TAILETIECOHBIZ1IBETIN. COEZHDAEIIAIXTZIEHTIET,

« Citrix Virtual Apps and Desktops #*BEIMICBIESi = R1T9 2MIC. T L7zt v > 3> % Citrix
Workspace 7 7 THWEE FICT3ICE. [y avEROFRFEEEMICTE] ZFRLET,

« BB STAZBHLIRIETE Y Y 3 VEHORFKEZEICERATI L 5ICT 3013, [ATRERS
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BIE2D2DOSTAICF Ty b Z2ERTB] Z#RLET,

[(AIEEAIZEIF 2 DD STAICF Ty hZ2ERTZ] ZBRTIL. £y a>oEPT 1 o0 STALE
AT a<boThba—¥—tvaryhhirdhaundk SIiZ. StoreFrontiZ&D 2 DD&%4 3 STA
oty aryFry hHRBEINET, StoreFront 550 STAICH 7 VX TERWVBEIE.
B— STAZFERTEZELIICTA—INYIINET,

Add Citrix Gateway Appliance

StoreFront Cloud Connectors

StoreFront uses cloud connectors to reach the cloud ticketing authority and Citrix Gateway Service
configuration service, Enter the FQDN of atleast one cloud connector. Add multiple connectors for
resiliency.

Settings

v enera

Cloud Connectors
Cloud Connector URLS @

Summary

Add...

¥| Load balance multiple servers
— — —
Bypass failed connector for: |0 |hours |5 |minutes |0 |seconds

| Enable session reliability @

Request tickets from twe cleud connectors, where available 0

Back ' | cancel |

BREDANIDTT LIcS. RAN] Z1BLEY

4. [tF] 220y O LT OBEREBEBRALEY,
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Add Citrix Gateway Appliance

StoreFront

+ General Settings
+ Secure Ticket Authority
+ Authentication Settings

Summary

o Gateway "Europe gateway" added successfully

Add beacen points

Beacons are required to determine user network availability. Manage beacons

Enable remote access to stores through this appliance

In the Stores node, select a store and click Enable Remote Access.

5. BRIRIEHERAINES. [ET] 20Uy ILET,

6. tXal) T F—%EBELTVWEES MR, BBI>Y—ILEBHL. PowerShell 2B L T+ —%EN

TRERENHBDET, i

$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1l URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway S$gateway -SecureTicketAuthorityObjs

$stal,$sta2

7. 1—H#—H Gateway ENML TR MFICTIERATERLSICTBICR. VE—FI—H—TIE2XZHEBAL

£,

8. ¥ 7 #JLrTIlF. StoreFrontid. YUY —ZADOHDXIIL—F ¢ > FIca—H—%RELEY— I %E
BALEFY, #7>a>T. @B HDXI)IL—FT 4 > & FERLT. BEDVY —RICTIERT R IICTr—
b TA%2FERTDELSIC StoreFront 2#mM 5 HTIFET,
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PowerShell SDK

PowerShell SDK Z R L T — r Uz 2BMT 3ICIE. <> KL w ENew-STFRoamingGateway% MU

LET,

Citrix Gateway +—t X D&M

Citrix Cloud <StoreFront [als Citrix Gateway #—E 2% &% L TWBHAIK. Th%i StoreFront RT4'—
FOTAE LTHERTIHEDRDHD £,

1. [Citrix Gateway 0&EE] U > RUT. [Bi] 2oV voLFET,

2. [2RRE] T TREZANAIL. [RAN] 28 LET,

« Citrix Gateway BFIRIBICI—H—ICC > ThHDO P TVRTEZIBEL X,

CITEETIRTFADI—H—0 Citrix Workspace 7 7VICKRTRINFE T, TDH. I—H—n
FRITIERBRIEZHHLPTVLSIC. BRIICAEBRZEDIVENHD Y, e ziF. 21—
—HBERDOVBIBRICRD EF % Citrix Gateway ZEHBICHETI 3L 510, RRBICHIEEREZS

HBLNTEET,

s [F—bozr0fEE %= [Citrix Gateway r—EX] ICRELFT, ChickD. [ERRRTELIX
#El] 2 HDX IL—F > DH] ICHRESN. Citrix Gateway URL B EMNICH D £,

Edit Citrix Gateway - CloudGateway

StoreFront

General Settings

Cloud Connectors

General Settings

Complete these settings to cenfigure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to
unauthenticated stores,

Display name: | CloudGateway |

Gateway type: [Citrix Gateway Service b ]

Usage orrole: @  HE

Citrix Gateway URL:

B [ el | [ ey |
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3. [Cloud Connector] 27 THREENILET,
Cloud Connector =¥ % . StoreFront & Citrix Cloud IZ7 2 X L T Gateway iz ®R&EL. ¥
SURDFTY FREITEEBICT /LI LTy a >y Fry b ZERTEEY,

o« bM< rdH 12D Cloud Connector #—/N\— URLEZANALZ T, GUI ZFERALTEFaUFrF—
FEBMTBR3IIITETEFA. PowerShell 2 EBLTEFXF a2 U T+ —%BIMT3HEICDVTIE
BROFIEZBEL TLEIL,

o [BHOY—N—%ZEFDEITS] ITFTvIEZANNT, Y —N—FTERESBLET, FrvoxI
g . StoreFront IZI—BDIEECEDICH—N—%HTLE T,

» StoreFront M —N—ICT7 VLR TEHWVWHEE, —EHREZOY—N—DOERZEBLET, T+
IWETIRCOHEIE L FETTD. COEEARAFIIRIATEIENTIET,

o« BIC [y a EAEORFzEMCTS] Z#RLET,
H1z. Citrix Gateway #—EX Tt v 3 YEAORFHIBETT, ChIFBEROU ) —-ITEE
INBEREMDL B D F7,

o [AJEERIZEIE 2 D0 Cloud Connector (ZF 47y FEZERT 3] ZFERLAWTL I,
TRTOARIVEHDRL T ZV RF7y FRITHBEICES T 270, RERTIE [AIRAGHESIF220

Cloud Connector iCF4 vy FE2EXRT ] 2RBIRTZ AU Y MMIHD FtHA. CHISERMICIITE
INZAEEEDHD £7,

Add Citrix Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests. These session tickets form the basis of authentication and authorization for
access to Citrix Virtual Apps and Desktops resources.

¥ General Settings
Secure Ticket Authority i .
Secure Ticket Authority URLs: i ]
Authentication Settings X
https://ddel.example.com/scripts/ctxsta.dll Il ‘J
Summary 2 | —
hitps:/fddc2 example.com/scripts/ctista.dil || =

1

[ Add. || Edit. | [_Remove |

| Load balance multiple STA servers
Bypass failed STA for: i 1 I hours !0 J;minutes l 0 I seconds
| Enable session reliability @

] Reguest tickets from two STAs, where available @

Back _I L Cancel -
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BEDANIDTT LIz, RA] ZHLET
4, [FBIARTE] 2T THREENILET,
o NetScaleroN—>a>#BIRLET,

e AL URLZHFOBHEODTZF—bU M hH2eE (—RWICIETO—NILF—N—DOO—RNF 4% —
ZEALTVBIHEE) I J—INY I URLZAALESZER. T—r Iz 1OREBIP 7RLZXZAN
NITBIBELRHD EFT, ChickD. StoreFront IZERDEDTF— bV 50HLDTHEIh%EH
MTEBRLSICBD. Z20HER. I-INY I URLZFERALTEDOY—N—CBETINEHHTET X
T TNLIMDIFEIF. THOXETHEULEEA

« [OJF>nEE] 0—8h 5. Citrix Workspace 77U A—H—@AIFICT ISA 7V A LETHER L
A EEBIRLE S,

Citrix Gateway 7 751 7V RICET 2 BRERIG. A b7 7O aZ>J 7 71ILICBMEINET,
Zhniuc kD, Citrix Workspace 77U ig. 7754 72 ANDHIEEGH OB R EGEREZRETES &L
SICHEDET,

« 2—%—o Microsoft Active Directory k X > OERIBERENNIEZHEIE. [RX1>] &ER
L&,

e LXaUTa b—UUDSBETR =02 O—REANANTEZHEIF. [EFaUTr b—02] ZE
RLET,

e A—H—DRXAVERBEREEF VT =0 VHERETRF—IYO—RFOEFEZNATES
BER. [RX128LU0EFaVT7o =0 >] ZBRLET,

s TERAMXYE—ITEEINDITUEALNRIAT—RZANATEBHEIE. [SMSBEE] Z#RL F
ERD

o AV—hA—REZHBALTPIN ZANTEZHEIE. [RY—FH—F] 2BRLFT,

AX— b A= RTOREICREAEDNE TGS ICRBORBIER EEEATEI B L5ICTBICIE. [RR—FA—
RTZ4x=INRy o] O—BLISHBEORLHEZERLET,

e BREIZHL T, REWICT 7 EXAIgERT— b7 zrD URL%Z [O—J)L/Nw P URL] Ry I RICAH
L&, Chic&b StoreFront (% Citrix Gateway sB5EH — & XiC###t L T, Citrix Gateway » 5
DEROEETHNEDT ISATUVATHZ L eBRBTEEY, Chid. AX— b7 IEI &R
ARX—bH—F® SAMLBEDNRT—RLRAFGED S T FIIHETT, ZNLUIOHREIE. =D
FETHULEEA. AL URL 21 21E#Ho Citrix Gateway % 3%&. CO URLIFFEDT — 7
I —N—FBObDrHEDET,
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Add Citrix Gateway Appliance

StoreFront

+ General Settings
+ Secure Ticket Authority
Authentication Settings

Summary

Authentication Settings

These settings specify how the remote user provides authentication credentials

Version:

VServer IP address:
(optional)

Logon type: @

Smart card fallback

Callback URL: @
(optional)

| 100 (Build §9.4) or later - |
[10.1.018 |
[Domain = ]
|https:.-"fcallback.example.com | /CitrinAuthService/AuthService.asmx

BREDNIDFET LIcS. RAN] Z8BLEY

5. [fkEE] 20y I LTI OEMEERLEY,
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully
Add beacen points
+ General Settings Beacons are required to determine user network availability. Manage beacons

+ Secure Ticket Authority
o . Enable remote access to stores through this appliance
+ Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

6. BRIRIEN BRSNS, [ET] 20Uy ILET,

7. txa) 7T F—#BRLTVWRES (8. BEO>V—ILEBEL. PowerShell 2B L Tx—%38BM
TERIRELRHD FY, F:
$gateway = Get-STFRoamingGateway -Name [Gateway name]
$stal = New-STFSecureTicketAuthority -StaUrl [STA1l URL] -
StaValidationEnabled $true -StaValidationSecret [secret]
$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway S$gateway -SecureTicketAuthorityObjs
$stal,$sta2

8. ¥ 7 # )L kTiE. StoreFront IFFREEICERINI-Q ALY — bz 2 FEALTIV—RIITIERTS
7o, Citrix Gateway H—EXIZER I EH A, StoreFront A Citrix Gateway H—E X ZFERT 5%
1IVI%ERT BRI [REARHDX =T+ 7] 2ERTIHELHD T,

PowerShell SDK

PowerShell SDK 2R L T — kU £BMT 3ICIE. <> KL w ENew-STFRoamingGateway% MU
L. -IsCloudGateway Struez®EL %7,
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Citrix Gateway ni%E

1. [Citrix Gateway 0EHE] V1V RUT. EETZ5— U122 Uv o L. RE] 2HLES,
INT X—Z2—DHBBIC DWW TIL, TCitrix Gateway 7 751 7> XD 28BL T TV

2. [REF] 2L TEEZRELE Y,

PowerShell SDK

PowerShell SDK # R L TY — b T/ #8MEEET 5ICI1d. a7 > KL w kSet-STFRoamingGateway% I
UCHLZEY,

Citrix Gateway D #!i%

1. [Citrix Gateway OEE] Y+ >V RUT, EEIT35—bUx120U v o L. [HIR] ZWLET,

2. BBOU T [IFVW] ZRLEY,

PowerShell SDK

PowerShell SDK #fER L T4 — k7 =1 % HlkR T 31Ci&. Remove-STFRoamingGateway#MFUH L £,

Citrix Gateway o1 > R—k

November 16, 2023

Citrix Gateway B>V —ILO U E— ~ 77 XREIF. StoreFront TR TWVWEHDLREL &S ICHEK
TRIRENHDFJ. CDLETIE. Citrix Gateway & StoreFront % @tICHAL L TEE I & 3 72®IC Citrix
Gateway R¥EH—/N—%Z 1 > R—rFTBHEICOVWTHBLET,

2

o BHOT — bz AREY—N—% ZIP 771 JLICT Y RFR— h$ 3121k, NetScaler 11.1.51.21 LUFEA
ET“?O

A

Citrix Gateway I&. Citrix Virtual Apps and Desktops 7« %' — R&#FEBL TERINTr— o
1R —N—DH%E LTI XR—rTETET,
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« Citrix Gateway IC& D ER I N3 ZIP 7 71 JLIAD GatewayConfig.json 7 7 1 LICEBEINTWLETA
To STA (Secure Ticket Authority) #—/\—® URL % DNS #iR T =, StoreFront A7 X T=
BIRENBHD FT,

« Citrix Gateway TR I N3 ZIP 7 7 1 JLAAD GatewayConfig.json 7 71 JLiCid. StoreFront #f—/\
— EiZ®H 38k 0 Citrix Receiver for Web 1 k® URL B"& FN TV S HELH D £, Citrix Gateway
N=23> 111 LRI T RR—MRAD ZIP 7 71 )L Q4RI StoreFront 1 —N\—IC7 X L TEE
E®D R k7 & Citrix Receiver for Web 1 b2 FARTHIE L. CONEEBEEHTITVET,

o StoreFront ©. 1 >AR—br LT — b1 ZERALTRIETESL5IC ¥— b7 VPN REH—N
—DIP7RLZADDNS 0O—JLXwv Y URL ZfBRTEZIHNENHD XY,

StoreFront T4’ — kU1 URL ZfRTE 3355, AT 3 1—IL/N\v o URL & R— ~DBEHEDEIR.
BE. 7~ bz URLER—bOBEAEDELRLDHDICLET,

E el

IRIRATINEBE NEBICIE S DNS BrRi=E%ZFRAY 335513 J—I)ILNN\v T URL & R— +DaELEET
— bz URLER— FDHEAEDEEIZERZHDICLTHEBVERA. ¥— V1% DMZ AICEE
LT<example.com>® URL ZERALTE D, StoreFront 3751 R—rDHRF Y FT—JICEEL
T<example.local>® URL ZzfEHL TW3HE,. <example.local>d—JL/N\v % URL ZfEH
LTDMZADT — bz {REY—N—A~ARIY NV IFTRZIEHTEET,

Citrix Gateway » 5#E@% TV XKR—

1. Citrix Gateway icOJ 4> L %9,
2. [#BR] 2718l ET
3. [Integrate with Citrix Products] @ F® [XenApp and XenDesktop] %=#iRL £,

4, 5+o [Downloadfile] 2o Uw oL %3,
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Citrix. ADC VPX AZURE BYOL (100000) b N e S
Dashboard Configuration Reporting Documentation Downloads {}
Search Ment %, Download file
Favorites e
Universal Licenses. HDX Sessions. L]
AZURE >
System 3 i 3 STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 — ey
Traffic Management > \
dckoindrdciniolobdoiiobodvioloiobd. -1
15 Jul 13 Jul
Optimization >
Security P Current Universal Licenses Current HDX Sessions
Citrix Gateway >
o CPU Usage Memory Usage
Authentication >
Integrate with Citrix Products 100 100
é Unified Gateway 75 75
32 XenMobile
In XenApp and XenDesktopI 25 25
[ Y
3 el dedoivdcdobdobsbobcbdoldbah. 2
Show Unlicensed Features 13 Jul 13 Jul @
Requesting Citrix Gateway Virtual Server... aa-

1. IRTOT— I A OEREHE T YO—RI3D HEDTY— bV 1OBHEZEL Y O—R¥ 30 %EER
L£d,

a>vY—I)IL%EFERLTCitrix Gateway 71 > R— 93

BLAYR— b7 70 EFERALT. 1 2L Citrix Gateway REH —/N—#Bl%E1 >V R— b TE£ET, Bh3
Citrix Gateway "5 DEHD T — T T REY—N—DHZBEIE. BROAVR— LT 712 ERTIHE
RHOEY,

BE:

Citrix Gateway "5 IV RR— IR T 7ML EFEBTHET S LI TETEE A

1. Citrix StoreFront BEa> YV —ILOERA VT [A +7] ZFRL T, [21E] 1 >D [Citrix Gateway
DE®’] 2o Uv I LET,

2. [Citrix Gateway O E®E] BET. [Z7MIDSAVR—F V2OV ILET,
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Manage Citrix Gateways

Citrix Gateways:

Alternatively, Citrix Gateway appliances can be imported from file.

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Display Mame

Role

Used by Sto...

| URL

Close

3. Citrix Gateway R84 —N—#ER 7 71 LEZBRBL X7,

4. BIRLIZIP 774 WICEENZ T — b A REY—N—D—BIRRRINET, 1 >R—brT35—+D
TAREBY—N—ZFRL. [1VR=-F] 29Uy ILET, REY-—N—ZEODEBLTAVR-—+T515

A [TV R=F] REVE [EF] REVICBEDET, [EF 20Uy oLk
FTBDHRICHERT B A TIET,

Import Configuration File

1. Select a Citrix Gateway Configuration zip file:

Zipfle: [N ip ]
PR s
P i
©  hipsss s Import

==

me. BTY—bUz1ZLE

5. BRLIY—bozroO00F > 0BEZEAL. KBICKRLCTI—INYI URLZEEELEY, (OTF Y
ofEE] o—8h 5. Citrix Workspace 77U a—#—m@ific Citrix Gateway |k THERE L 72385 574 % 2

RLET, OFFVOBEICE > TEO—INv T URLHBHBEICED £T (RESR),

o [FER] #oUwo LT, d=IL/Nv2 URLDEHTHD StoreFront —N—H S RERRETH S

CEFIvILED,
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Import Citrx Gateway Configuration

StareFront Select Logon Type

Review the logon type for the gateway you wish to
smartcard fallback option.

Select Logon Type

Secure Ticket Authorities

Review Changes

Summary

© This s the intemaly accessible URL of the 3pp
ate from t

received from Citrx Gateway originate from th

import. Smartcard logon types include 2

[CitrixAuthService/AuthService asmx

Jiance. This s used to verfy that requests
at appliance.

Jvvy=lTcoai4>a24~

X1

RX1>ELTEFaUTo =7

~

b

LF2UFA =Y
RI—FA—R-TA— LAy IH
BOEEA
RI—FA—R-RXTY
ZI—FA—R - RXA Y ELUE
FalUFq b=
AX—hH—R-t£aUFq b=
72

23—k H— R - SMS s

SMS %3

JSON 7 7 1)L TD LogonType

RXA>
DomainAndRSA

RSA
SmartCard

SmartCardDomain

SmartCardDomainAndRSA

SmartCardRSA

SmartCardSMS
SMS

J—J)L/X\v 2 URL B4R

LWL x

(A1AYS

=4a

=4A

=4a

=4A

L

=4A

L

aA—ILNy 2 URLDBRERIFE. ZIP 771 IILICEEHINTWS S — oo URL ICEDWT StoreFront
IC&Dba—=)LNy o URLHBEEITAATNET, Z@ URL 1. &% Citrix Gateway VIP (2R > kX
9238 URLICEETEZXd, GSLBY—hr Iz 1DBE. 1 VKR—b§B35— Oz ZCICBARD

J—)LNvy 2 URL BRETY,

ARX— LTIV RELIFNRAT—R L XBE2ERT 355 3—J/L/Nv 2o URLIZWHETT,

6. DRN] 20w I LET,

7. StoreFront 4% ZIP 7 7 1 JLICEBE TN TLWB TR T?D STA (Secure Ticket Authority) #—/1—o URL
ADNS zERALT7VEZAL. Th5DY—N—DEERD STAF Ty T —N—THB =R L
9, WFhH o STAURL BEMTHIHEE. >R — MIRiEnE 4,
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Import Citrx Gateway Configuration

StoreFront Secure Ticket Authorities

The import process has detected the following Secure Ticket Authorities

Edited URL | STA ID

8. [AN] 20w o L&,

9. 1VR—rOFEMERRAELF T, YF— bV URLER—tolAEDE (F— Uz URLIR—F) OF
LT —bUTAHERICEFEET B35S Ry I RO—EHIST— UM 2BRLTLEESTED. HifRT —

bozrzERLEY,

Import Citrx Gateway Configuration

StoreFront Review Changes

Review these changes before importing,

Callback URL
Secure Ticket Auth

httpsi/ Jscripts/ctxstadil

g one before importing

bt/ ——cripts/cbsta

© A gateway using at least one of these addresses already exists Select o create 2 new gatewa
or ovenwrite the existing one b

StoreFront Tid IF'— ko x-f URL: R— ) OBEAEDEZERALT. 1>R—bT235— vz 1H (B
MDREIZHRD) BEOTS— bV A1 T3NSI EHAELET ¥— b1 D 55—+ URL:
R—b1 OEAEDEHELRDZHE. StoreFront TIEC DS — bz A1ZHB5— b1 LTHRWVETD,
ROT— I TAREDRIC. BHABEAREERLET,

F—RrITHADEE

F— ko URL: R— by OEAEDE
GSLB @ URL

Netscaler DIEFEEPAE & #RED
d—JL/Nv 2 URL

Receiver for Web - k® URL
F—b+tozA1DT7 KL ZX/NVIP

STADURL&B&LU STAD ID

EEAORIES

(RIN}-4

Ly

[FLy

[FL

[FL

[FL

[Fwn
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T=hrOIADRE EElORIES

IARTOOTH > DiESE [=4a

10. [1>R—F] #O)w o LFT, StoreFront —N—H G —N—FIIL—FICEFTNTVBIFEE. 1 VR—bk
LT — b AKZEZ I N —THROMO Y —N—ICRMIEDLSICKODZI A v E—IHRRERINE T,

11. [E7] 20Uy o L&Y,

MOREY —N—BHRZ 1 VR— T 2581F. LEOFIEEZZEDIRLET,
F:

M7 — Tz %ERT 3L SIC Citrix Workspace 77U B L TVWAWEE. ARTOTF T3 RS
— b zaH Citrix Workspace 7 7 WE&ICHER I 35— b Uz 1 B0 ET, AT — oA
PRBEINTULWAWES, ZIP 77161 Y R— 3N 1BBHOS — b1 Citrix Workspace

TUNMERTEZ3T 74N T — b AIC%B0DET, BTT— Iz ZAVR— L TH, R MTICHRE
BHADT 7AW T— b I IEEEINEE Ao

PowerShell % £ L T#&# @ Citrix Gateway =1 > R—+~93
Read-STFNetScalerConfiguration

« MEOTA>LTWVWS StoreFront BEBEDT XV by FICZIP 771 Lz IE—L T,
« Citrix Gateway RIEEH —N—ERI7 71D ZIP 7 7 ILORABTE XA EVICHEHAH. 1 VT v AE%RE
BLTI77MLICEENBE 3 DD —h U1 2#BRBLET,

$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"

Read-STFNetScalerConfiguration J<> KL v bR L T, Netscaler ® ZIP 1 > R— b Xy =I5
AXEBEVRICHARAARE I DD — b Iz A ATV b ERRELET,
$ImportedGateways.Document.Gateways[0]

$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

Callbackurl 2

GslbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:443
Gs'lbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas R

STA298854503, STA909374257 }
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StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites HE

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl :

Gs'lbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:444
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas ]

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites ]

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

CallbackUrl ¢ https://emeagateway.example.com:445
Gs'lbAddressuUri ¢ https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
Gs'lbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas HE

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites |

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }
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CallbackURL %#5%E L %) Import-STFNetScalerConfiguration

RWEOS 1> LTWS StoreFront BIBEDT XV by A ZIP 771 )L2aE—L %9, Citrix Gateway #mR 0
ZIP 1 Y R— b NNy = XEBVICHRAAHS. ATy I REEFRALTI7MILICEEFNZ 3205 — oA
ZHERLEY,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration <Y > KL v b EERL. BERT— I A1VTVvIRERELT
StoreFront ICH LW 3 2D7 — bz 1% 1 > R— kL %9, -Confirm:$False /X5 X—%2—%E@AT5 L T,
Powershell GUI 547 — bz A D1V R— % 1D 1 DHATELSICKROSNBLEDET, 1EIC1 205
—hrITA A VR—FTRIHE. CDONTA—FZ—IFHBRL T TV,
Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False
Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

£2 o CallbackURL #35%& 9 % Import-STFNetScalerConfiguration

Import-STFNetScalerConfiguration <> KL v kr-callbackUrl XS5 X—4—%ERAL. FEOI—ILN
w2 URLZEEL T3 20 LWI'— kU % StoreFront A1 > R—kL &,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -CallbackUrl "https://emeagatewaycb.example.com:443 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl "https://emeagatewaycb.example.com:444 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 —-CallbackUrl "https://emeagatewaycb.example.com:445 -
Confirm:$False

Import-STFNetScalerConfiguration #fER L T1 > R— b7 71 JLICRMI N TV RS ZE EZF L.
£Eo CallbackURL %35

Import-STFNetScalerConfiguration <> KL v kr-callbackUrl XS X—4—%ERL. AFEOI—ILN
w2 URLZEBEL T3 20 LWI'— oz 1% StoreFront A1 > R—kL &7,
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$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaychb.example.com:443" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:445" -Confirm:SFalse

NetScaler ADC (C & 2 ETFHHEL

August 27,2024

CITH. TRTOT7I T TRBRIEERIC 2 DL ED StoreFront +—/\—% &1 StoreFront —/1\—4'JL
—7EEBETIHEICOVTHBLEY, H—/N—2JL—To StoreFront #—/X—fT Citrix Workspace 7 7
ETSOUF—HSOZEEREEBEDET 37, NetScalerADC 7 7S 7V A& T B AEICDOVWTHEHLL
AL 9,

BESHEINZEFAOY —N—FREDEH

P FIEERRRA D SEFRAZ # BN T 3. FHEXI V2 — 7S5 JHBBHEALISRITLLS ET3HIIC. XDA T3>
ICDWTHRsTL £ 9,

s 773> 1: “example.com 7 )L KA— RiEBAE % NetScaler ADC 7 751 7> X &5 EUREHY —
N—t StoreFront  —N\—J)L—7F/ —FO@EATHERT %, CHICEDEBEHERLI N, FRMICIEEE
BEZEIMZ Z3MNELREBMD StoreFront —/N—Z B 3d N TETET,

e #7322 7PV +DRIE (SAN) Z&TiEAE% NetScaler ADC 7 75+ 7 > R GRS EIRE Y
—/\—& StoreFront ¥—N\—JI)L—7/ —FOEAE TERAT %, IRTD StoreFront H —/\— DL {&Ef
RX—1>%F (FQDN) & —3¢ 2:iEAZRDEM®D SAN (4 7> 3> TIH. Zhic& b StoreFront ER
RIBICERUND 5 IND 0. HEINXT,

StoreFront H—N\—J )L —7&&EH28HEO DNS L J— FDER

BIRL7-HA FQDN BIZDNSAB LU PTRLO—REERLET, XY T—ORDI S 7> MEZD FQDN
#EAL T, NetScalerADC 7 7SS4 7> RA— KNS —%#ERT 3 StoreFront 4 —N—IC 7o XL F
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ED

fl: storefront.example.combBRIBREY —N—DRAE P (VIP) (BRI F T,

StoreFront +—/\—D &R

BRAE =TS IARTO StoreFront f—/N\—id. Y—N\—ROERZRPL TCR—ICERINDLSICLTWS,
StoreFront t—N\—JIL—FD0—Zr L THER T ZIBELHD 9, H—N—FJIL—TADHF—/N—DEMIZD W
TEHLLIE TBRFEOY—N—=JIL—TADE&1 ZBBLTLIEIL,

O—RNZ > — StoreFront H —N—ROBEIESHKINZ LS. EF—/N—% HTTPS BICHER T 2 HE
BHD FJ, THTTPS IC&L B StoreFront otz 21) 71 {RE)] #BBL TSIV, FEBAZEIL. HiER (CN) F7:
7oz bDRIZ (SAN) & LTERIE SN FQDN 28T HEAHD £,

H—N—IL—FDODR—IURLZO—RNS>H—DO URLICEBELEFT. R—XURLZZTFEJ 3IiCiE. Citrix
StoreFront B> Y —IILADERIDORTL VT [H—N—FIL—TF] 257 Jvo L. [R—XURLOEE] %7
JwoLEd, O—RNFoH—DREY—N—D URLEZANALET,

HBIZH LT HTTPS AIC Citrix Y —EXE=42—%#H7T 3

StoreFront @1 > X k—JLiClE. Citrix H—EXE=Z4— Windows H—EXREEFNTVE T, COHY—EXZ
fhDH—E RUZIFKRFE T tMOEEL StoreFront H—EXDAIL X ZER L £F, itk D. NetScaler ADC
BLUOMOY—RNX—F 0 7TV r—> 3 >h StoreFront 4 —N—REDHEGH RN I EZBR/TIT I LSICHKD
F9,

774N TR EZE—I37R— 8000 THTTP ZEAL &9, LBICISLT. COREZR— 443 THTTPS
ZERATBRLSICEETEET,

1. 754 <V StoreFront #+—/\—T PowerShell Integrated Scripting Environment (ISE) ZB&. LT
QAR Y RERITLTTIAINMEZR2—% HTTPS 443 ICEEL £7:

$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. TEHET LS. StoreFront H—N—JIIL—THDID IR TOY —N—ICEEEXRRIE X T,

3. EZA—TUAMYvITRAMEREITTBICIE. StoreFront —/N—. F7=1& StoreFront f—/\—A % v k
D—OF7 It RXT3ELPDEEDIIVTITISTIOF—ICKDODURLZANADLET, TS5 —F. TRTD
StoreFront —E X DIREICDODWVWT XML BT —%IRLE T,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus
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NetScaler O— RS U H—DHER
NetScaler ADC T® SSL #FFAZ DHERR

1. NetScalerADC 7 751 7> REEGUI IcOJA > LT,

2. [Traffic Management] > [SSL] > [Certificates] > [Server Certificates] %#®iRL 7,

3. [Installl 27Uy o L%,

4. [Install Server Certificate] X—J T, ;BB F—DRT7DEZFIZ A L. [ChooseFile] 271 vo
LTHEAE D 7ML ESRBL Y, sAZE T 7 M LICHEF—HDEENTVLAWVEEIE. BMTF—T7 71
ZEIRTIHBENHD X,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @)

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File v wildcard.example.com.cer Add @

Key File Name

Choose File ¥  wildcard.example.com.key Add @)

Certificate Format

@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

Notification Period

30

" Y

&% o StoreFront +—/\—_/ — KR d NetScaler ADC 7 7S 7> XO— KNS U —A®DIEM

1. [Traffic Management] > [Load Balancing] > [Servers] DJBIC#EL 9. [Add] 22 v L.
BR9ET 5 StoreFront —N—% ZhZhiBML £7,

{5l = StoreFront-eu-1 & & U StoreFront-eu-2 £ L5 &HiD 2 5® StoreFront H—/\—
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2. IPR—XDH—N—#EEFEHRAL. & StoreFront / —RDOH—N—IP7RLXZANDLET,

Traffic Management > Load Balancing > Servers

Servers @
Add Select Action ~
NAME STATE IPADDRESS / DOMAIN
StoreFront-eu-1 @ENABLED 172.16.010
StoreFront-eu-2 @®ENABLED 172.16.0.102
Total 2 25 Per Page

W)
a0

TRAFFIC DOMAIN

StoreFront E=4#—%F&LT. Y—N\—JIL—THDOTARTOD StoreFront / —R=Fxv I LET

1. NetScalerADC & GUI IcOF 4> L %3,

2. [Traffic Management] > [Load Balancing] > [Monitors] > [Add] DIEIZZEIRL. Storefront %

WUOHITHLWEZZ—ZEBML. TRTOT I bOREEZZITANET,
3. [Typel rOvFH o> 0—&H S5 [StoreFront] Z#ERL 7,

4. StoreFront E=4#—% HTTPS BICHER LTBEIE. [tFa7] #72aroMNMBRINTVWB e 2REL

TLET W, ZNLSOMDIBEIZ. COF T2 a vz BRERLAERICL. K— 8000 ZANALEY,

5, Wy IITVRY—EROER] #7>avEBERLET, COF T a>vickb. StoreFront —/N\—TE
B/BY—EXDORITHEMICHED £9, StoreFront H—/N—TxE179 3 Windows H—EX%#7FO0—JL T

StoreFront 4 —EXHDERIN. KDY —EXDREIRINE T

W3SVC (lIS)

« WAS (Windows 7Ot X707« 7t —ER)
CitrixCredentialWallet
CitrixDefaultDomainService

IARTO StoreFront H —N\N—%E5TH—EX T IL—TDER

1. [Traffic Management] > [Load Balancing] > [Service Groups] DJEIC#EL £7, [Add] %iF

L&d, HTTPS M T StoreFront 4 —/N\—iC##5i 931213 SSLOTOMILZBERLEY, HOREIF

TI7#INEDEFRICLET, [OK] 2L FT,
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2. Y—ERTI—TRD [H—ERTIL—TRAYN=] T [H—ERTNL—TAVN—-%L] 20V vILET,

a) [—EZRR—=X] #OUvILET,
b) LANCEE LI —N—F IR TRRLE T,

) O—RNS>H—r StoreFront 4 —N—DRITSSL#FER T 3ICI1d. R—F 443 %#ANALET,

NLBSMDIHEIE. R—F80ZANALEY,

Create Service Group Member

|P Based .@. Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 2 ‘ Add ‘ ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A (domain name of the [P address)

443 @
Weight
1

Server Id

Hash Id

State

3. [E=42-] o> a>xzEML. mifER L 7 StoreFront E= 4 —%#RL £ 9,

Monitors

Add Binding

0 MONITOR NAME WEIGHT

O StoreFront

Close

STATE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

266



StoreFront & ) —X

4. [GIRE] oY a>zEBMLET,

a) VATV MEBAEENI Y RELETD,
b) WEHA > R— b LIt —N—IREOERICER SN CASEAE L. PKI F -V EEO—HOH
BEMDHBEDIFHD CAZNTVRLET,

ServiceGroup Client Certificates Binding X

Add Binding

CERTIFICATE

5 [REIELI>a>ZBMLETVZATY MPAYA—DOBAN]IZERL AV SH—F L LTX-Forwarded-
For sEXNALE9, CHUCKD. 517> b IP 7 R L X%ECitrix Virtual Apps and Desktops R > —T
FERATIZELSICHDET,

A—H—b3T7 ¢ v I/BAEIBIREY —/N\— DR

1. NetScalerADC 7 7S+ 7> XEEGUIicOA > LET,

2. [Traffic Management] > [Load Balancing] > [Virtual Servers] > [Add] DJEIZERL. FHL L
R8T —N—ZEHLE7,

3. BEiZAAL. SSLOTORINEZBRLTR—FZANALET, [OK] 20U v o LTREBY —N—Z1ER
L£d,
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIF)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

MName*

StoreFrontLB (D

Protocol*

S5L e @

IP Address Type®
IP Address v (D

IP Address®
(T A | S @D

Port*

443

b Maore

«

4. IR LIc —ERT I -T2 B/ OBIREBY —N—ICNXTY FLET,
5. URNCH—ERTIL—FICNA Y RLIcOERL SSL 5LV CAGERAEZNT Y FLE Y,

6. [AE] to avEEML. BEO8AEERIRL £, StoreFront o8 cHiEDERIZ. [round
robin] %7:i& [least connection] T3,
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Method x

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
reqguest. In addition to selecting a method, you can specify a delay in accepting requests on a new service.

Load Balancing Method*

LEASTCONNECTION v (D

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Request unit®

PER_SECOND v

Increment Interval

7. IN=>RFVR] €023 =ZEBMLET,

a) X—>2F7>2AR% COOKIEINSERT IC:2EL 7,

b) #1 L7U %, StoreFront ROt v> 3> E1 LTI (F7+ILETIE209) tRCREICLE
ER

C) cookie ICBAIZEMITE T, L ZIE. TNYIBICEDIFR T L& SIC NSC_SFPersistence r
SEREMTET,

d) Nwo7vTFNRN—o257>2% [NONE] ICBRELEY.
A

547> A HTTP Cookie ZREFETIRWVWIHEIE. UBDOERIC HTTP Cookie & EFn A< &
D, N=2 ATV RFBBRINEE A
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types. you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type*

() SOURCEIP {@ COOKIEINSERT OTHERS O

.

Time-out {mins)*
2

Cookie Name

NSC_SFPersistence

Backup Persistence

Backup Persistence”

NOMNE v
Backup Time-out {mins)
2

[Pvd4 Netmask
255 . 266 . 28R | 2hb

IPvE Mask Length
128

StoreFront JL—7/\v U DHER

R=T7 RLZBO—RNZH—THBHE. StoreFront 4 —EXBORIFBEETIE. T T v ohO—RN
SO —ICI—Tae 2T, BEICL > TR Y —N—IZI—TFT 0 VT INZAkEERHD £T, chickD.
NT+—XZADNMET L. FHHLABVLWEMEDRREL T, ChzlBET 3ICiE. StoreFronts&ED [UL—FN\Nv o
BEEEWCTS] 2FALET, 774 ETIE. T [F2] IEREIATVET, k. XF—< (HTTP
FIIEHTTPS) 2D F#FLANS. Y —EXTRLADKRA BRZIL—F/Nv P IP7RL X 127.0.0.1
BEIMIZZEKRLEY, CNIBE—H—N—BABLVIESSLEATO- RN VY —DHIBATHEEL £
ER

O—RNSH—HSSLTERT L. HTTP BT StoreFront ¥ @53 3154 (JEH#EEE). StoreFront JL—F/\w
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2 i&E% OnUsingHttp ICIBR T3 HENH D £9, "Nk, StoreFront K2F—<% HTTPS A5 HTTP ICZ
BET3cRERLET,

1. Citrix StoreFront #B= £ 9,

2. 27 iz, [Receiver for Web 17 FDERE] ICBBIL£9, Web 1 bz, [HBR] ICBEBILF T,
3. [FHMERE] ICHE

4. DL—=TNyUBEEBMCTS] #E% OnUsingHttp ICZEL £,

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Advanced Settings

Configure advanced settings with caution,

Category Settings Enable Fiddler tracing

Customize Appearance Enable folder view
Featured App Groups Enable loopback communication .Dn -
Enable protocol handler o

Atithentication Methods Enable strict transport security

Website Shortcuts ICA file cache expiry a0

: ( 1
Deploy Citrix Receiver/ Icon resolution 128 2
Workspace app Loopback port when using HTTP &0

Session Settings Prompt for untrusted shortcuts v

Prompt to install Citrix Recenver/Workspace app after logon

WMerkopser Gantan! Protocol handler skip double-hop check
Client Interface Settings Resource details | Default - |
L Ad ed Setti - Strict transport security policy duration 090.00:00:00

Enable loopback communication
Enables communication with StoreFront services using the loopback adaptor. Disable this when
using Fiddler debugging. Default: On

.

O— KNS Y —H SSLTERT L. HTTP &E T StoreFront £3@53 335848 (JEHE). StoreFront JL—F /N
23&fE% OnUsingHttp ICHER T3 HENSH D £9, Zhid. StoreFront A2+ —<% HTTPS 75 HTTP 1%
FIBZ3xERLEY,

Y—N—=FI—TEDOYFTRo T 3 FELA NetScaler ADC O— R/NS > —D#ERL

2 DL ko StoreFront  —N—JIIL—FTHEREINBZTILFH A FERDH35EIF. BDBRLATPa—ILT
TIWEEEFERALT. TN5ORBTH I ROV IS a>7—4%L )5 —rTE£T, StoreFront 477251
ZFoarL V=23 i TCPR— 808 zFAT 578, BECARDEHREY —/N\—% HTTP R— 80
FIFHTTPS 443 TER T2 LIdTETEFHA. COY—ERIIH L TEVWITRALZIRHET 2ICIF. BERNOE
NetScaler ADC 7 7514 7> R T2 DEBDREY —N—%{EM L T. & StoreFront 4—N\—4J)L—F® TCP R
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— 808 NEFHELET,

YITROVTavRAAOY—EXTIL—T DK

1. NetScalerADC 7 751 7> REBGUIIcOJA > LT,

2. [FZ 70w o EHE] > [BESE] > [P—EXTIL—T] > [Bi] OIBISERLET,

3. ¥—ERFIL—FREANHL. 7OLOL%E [TCP] IZEEL. [OK] 20Uy I LTHRELET,

4, [H—ERIIN—FAN=] o> a>YAT, [H—N=] €72 a>TURIESELITRTOD StoreFront
BH—N—/—RzEMLT [[R—F] =808 ICHEELXT,

5. [E=4%—-] o> a>z=EMLEY,

a) INA Y REBRIZY—ERTIL—THHBDEFEAI ERRINTVBRBFREI) YOI LET,

b) 1Bm] #vUwvoLEd, E=4—0 [&H] EANAL. 20 [BHE] = [TCP] ICRELFT. [F
Bl 200y o LET,

c) [Bind]l #22Uwvo L%,

Monitors p
Add Binding
MONITOR NAME WEIGHT STATE
StoreFront-SubSync 1 W

BT 20T 3 EPREFESBIREAY —/N\—DfER

1. NetScalerADC 7 7S+ 7> XEEGUIIcO A > LET,

2. [+S5T0voERE] > [BfEsE] > [REY—/N—] > [EM] DIEISERL. LW —EXTIL—TZ1E
L&Y,
3. [&7A1] OAD

4. FObrd)Lz [TCP] ICEELET,
5. IP7RLREANNLET,

6. [K—F] &L T808ZANSLET,
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Load Balancing Virtual Server

Basic Settings

MName*

StorefrontSubSynclb O
Protocol®

TCP v (D)

IP Address Type*

IP &ddress A

IP Address®
172 = 16 = 0 - T

Port*

©

808

» More

«

7. [OK] 20Uy o L&d,

8. [BFEIMREBY—N—DTF—ERTI—TFNAVFHRL] 27Uy oL, BICER LT —ERTIL—T% %
RLT INTUR] 20Uy I LET,

9. [F&] v/ avzemL. [aE2#SR] Z [ROUNDROBIN] (CRELXY

10. [Done] #o Uy LTEEZTTLET,

O—RNSUY—BBATHYIRIU T3 0T—2%RET5 L 52 StoreFront 2#E 93

3720072 3 RIOER] 28RBLTIEEWL,

LIV —23> 2502 2iBRT 3%, YITRIUTL avEBERBY—N—DREBO—RNZ>5—IP
TRLRE—HBI BT —N—TI—TFT7RLZAZEBELET,
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DFA B Citrix Gateway & & Uf StoreFront D&

November 16, 2023

YRIREBEIMAEIC L D Citrix Gateway & & U StoreFront @ 7 # — LR —RBEE %IRRT B /=D DE—DHRXE T
1ARAY HREINE T, ERBAE SDK ZFER LB Y ) a—> 3 Y ERHET 31213, Citrix Gateway &
StoreFront ofEic Delegated Forms Authentication (DFA) Z#mR 92 4ENH D £9, DFA ORI &S
BT2r. BRERIEHTRE DT A — LOERENIBZFNDAVR—R Y MIBEETEZIECHTEIET, L
zIE. Citrix Gateway 13585 % StoreFront ICZfE L. StoreFront (&4 — K/X—F « ORI —/N— F F I3 REE
T—ERE®DEDOLET,

Citrix Gateway To DFA O#RICDWTIE. CTX200383%28BL T2V

IV M—ILICEET BEEIR

« Citrix Gateway & StoreFront OEDREEZHEEICHFET B ICIE. HTTP YO J)LoRHDICHTTPS &7
OrILZEERLEY,

o VS RA—BRIRIETIE. IRTO/—FRICACHY—N—GAZEE 1> X b—)LL. ISHTTPS X1 > FZiE
BRLTHS. BEFIEZRITIEHENHBD Y,

« StoreFront T HTTPS %##m 9 % & Zid. Citrix Gateway I StoreFront Ot —N—HEAZOREITERE
BINTFEREHEL L TRETBIHENHD X,

StoreFront /S X4 —1 VX +—JLICEAS 233 BEHIE

s IRNTD/—RICH—RN=FTADRAT 7121V A =ILLTHSE. INED/—REITFTZXZ—IC

BMLEY,
e 1 DD/ —RTIRTDO DFAREREZEBR L. ZORBZIFHD/ —RICRBIEEY, TDFA OBFK]
EBRBLTILEIL,
DFA o &M

StoreFront iCi& Citrix SERIEE T+ —RBEERTET 5 GUI VWD T, PowerShell 2>y —JL%#&ERL T DFA
A VAR=ILLZXY,

1. DFAA4 X b—=JLLET, DFAIZT 74 b TIEA VX =L hBEWVWO T, PowerShell 2>y —IiL%
FRALTIYAN—ILTBRERDD FT,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl
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Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bfe94fbc-aea-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27
a5980f716¢c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39¢c8-4f2c-928d-34251102
b840

Data ]

}
ReadOnlyData {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39c8-4f2c-928d-34251102
b840] }

ParameterData ]
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
ParentInstanceId, 8dd182c7-f
970-466c-ad4c-27a5980f716c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102b840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True

FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

2. Citrix Trusted Client #3&inL %9, StoreFront  Citrix Gateway OB THES—IL v b¥— (XX 7
L—X) 28R LET, NXTL—X o507k ID 4. Citrix Gateway THRL7H DL E—TH 3%
ENHBDET,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -
passphrase secret
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3. DFA Conversation Factory Z82ELT. SRTD ST v IZAREZ LT A—LIZIL—T1 VI LET,
Conversation Factory # R oI+ 3ici&. C:\inetpub\wwwroot\Citrix\Authentication\web.config T
ConversationFactory Z8R L £9, RIZKRTFIERLET,

<example connectorURL="http://Example.connector.url:8080/adapters-
sf-aaconnector-webapp">
<routeTable order="1000">
<routes>
<route name="StartExampleAuthentication" url="Example-
Bridge-Forms/Start">
<defaults>

<add param="controller" value="
ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />

<add param="cancelAction" value="CancelAuthenticate"
/>

<add param="conversationFactory" value="
ExampleBridgeAuthentication" />

<add param="changePasswordAction" value="
StartChangePassword" />

<add param="changePasswordController" value="
ChangePassword" />

<add param="protocol" value="CustomForms" />

</defaults>
</route>

4. PowerShell ©.DFA Conversation Factory #:&%E L £ 9., Z OfjiTid. ExampleBridgeAuthentication
ICRELTWVWET,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell D31 TIEFAXE L /IWXEHNKF S £ A. -ConversationFactory (£ -conversationfactory
CARTY,

StoreFronto7>1>X +h—=JL
Y—RN—T 1 DRIET S5 1 >Id StoreFront DIEEICHEEXEEXZD T, IRTOY—RKRN—T 1 DRSS

A>T AR R=I)LLTH S, StoreFront#7>1 > X b=JLLE T,

BB X1 VZERALKRE

November 16, 2023
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BEEICE > TR T—FNA—Tr OBEEPENHBICEFBRIETRREVY —INOT7I7EXEZRV S —THRLEL
TWBBEHHD £9, I Tid. Citrix Gateway BHT 1 DD R XA VIZFREET R L TT A MREBETOARAY
V—ZANDT IR %HAT2HEEHALET, CHICL>T. BERZ FX1 V% ERAL T StoreFront &
Receiver for Web 4«1 hADRIEERITTI£9, C Z TeHBAS h e Citrix Gateway ZHDREIL. Receiver
forWeb 1 MEHTOI A > 921 —HWERTT, CORHAAZEIF. RAT1TDTRY by TELIFENA
JL Citrix Receiver %7z Citrix Workspace 7 7U 01 —H—|3FEBTE £t Ao

FRAMEREBEOEY LTV

Z ZTl&. production.com & WS @ R X1 > & development.com WS F X R X1V EFRALET,

production.com R X >

ZoflTiE. production.comR X1 >EZUTOLSICEY 7Y T LET:

« production.com® LDAP SRR & —hiEp S h iz Citrix Gateways
+ production\testuserl 7A VY FELUNRT—REFBL TS — b =1 BHTREL

development.com K X1 >

ZoflTciE. development.comR XAV EUTFOLSICEY b7y FLET:

« StoreFront. Citrix Virtual App and Desktops. & & T VDA Idg R Tdevelopment.comR X >
LIZHDFET,

« production\testuserl 7A7w > t&EKV/XRXT— R %R L T Citrix Receiver for Web 1 ~ 53,

¢ 2DD R AL OMICIE. EREEFRIEHD FHE A

Z k7@ Citrix Gateway D&

Z k7o Citrix Gateway 289 3 121

1. Citrix StoreFront B3>V —ILOERL > T [X +7] ®ZFRL T, [21E] R1>D [Citrix Gateway
DEE] #UoVyvILET,

2. [Citrix Gateway 0&2] mET. [BmM] 22Uy I L% T,

3. £Mk=K[E. Secure Ticket Authority. BEEFIEZ=T L £,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through MetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores,

Secure Ticket Authority . -
Display name: | PreductionGateway |

Authentication Settings

MNetScaler Gateway URL: | https://gateway.production.com |

Summary
Usage or role: @ [Authentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
ity Secure Ticket Authority URLs: @

Authentication Settings

https://stal.development.com/scripts/ctxstadll =

5
e https://sta2.development.com/scripts/chesta.dll -

Add.. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: E hours E minutes E seconds

[+ Enable session reliability @

] Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer P addracs: | |

Logon type: @ [Domain - ]

Smart card fallback None hd

Callback URL: @

(optional) | https://callback. production.com | JCitrixAuthService/AuthService.asmx
optiona

o IS T

A

BHDRXA > TEAFRD DNS H—N—hMAD KX+ > D FQDN Zf#RTE 3£ 5. DNS HKHMHE T+
-2 —QBMNAKRERIGENHD £7, Citrix Gateway I&. production.comd DNS #—/N—%f
BLT. development.comk X >TSTAH—/N\—® FQDN 2R TE3 L SICTIHRENRHD £,
StoreFront i%. development.com® DNS #f—/N\—%FEAL T, production.comR X >TO
— )Ny URLZRRTEZ LT ZIHRELHD £9, £7ld. development.comn FQDN % £/
L T. Citrix Gateway fr#84%—/\—virtual IP (VIP) ¥ LTABERTZHTEFXT,

Citrix Gateway h"'5D /XX XIL—%=BHICT S

1. Citrix StoreFront BB I>YV —ILOERA VT [X+T] /—RZBRL T ORE] R1>0 [FBREHAZED
EBIE] 20Uy o LET,

2. [+ DER] EET. [Citrix Gateway "5 D/NZZJL—] #BIRLE T,

3.[0K] #0UwoL%T,
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. i ]
Method Settings |
User name and password m
[[] SAML Authentication -
[ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[+# Pass-through from Citrix Gateway
Installlng ar_u:l unlns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

NetScaler Gateway = EH L7V E— 7 EZXEX N7 THEBRT S

1. Citrix StoreFront B>V —IILOERA VT [A+T] /—REBRLT. BRIV TIMT7EBERL
9, [B1E] R1>T [UE—FTIVEIREDHER] 27y I LET,

2. [VE—+7UERDBEMUE] ZFRLET,

3. Citrix Gateway B X b 7ICB BRI N ZFRB L £7, Citrix Gateway B&ERIhTLAWLWE, STAF
Ty SFEITHEEEIFHEEL £E A
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access
Select the permitted level of access to internal rescurces

® Allow users to access only resources delivered through StoreFront (No VPN tunnel) 0

) Allow users to access all resources on the internal network (Full VPN tunnel) Iﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliamce: [ ProductionGateway ~ ]

o |

= D—BMEEMZTS
1. Citrix StoreFront B>V —ILOERAI VT [R+T7] /—REERLT. BRERAIVTIAMT7EERL
£, [21E] RAVT. [ANTHREDHER] #ERLEFT,
2. [RAFTREDER] R—IT. [FERTE] #F/IRLET,

3JIb=0>0—B4ZERTB] Fxv IRy IRZ2FTICLET, s#FLIE TERIMTRE] 288BLT
<TETLY
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Configure Store Settings - STORE

StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions LONNEeCHon umeout o .
. Enable enhanced enumeration [+
Kerberos Delegation Enable socket pooling O
Optimal HDX Routing Filter resources by excluded keywords
Advertise Store Filter rescurces by included keywords
Filter resources by type
Maximum concurrent enumerations 0
Minimum farms for concurrent enumeration 3
Override ICA client name O
Require token consistency O
Server communication attempts 1
Show Desktop Viewer for legacy clients O
[

Treat desktops as apps

Require token consistency

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

“l Cancel ] [ Apply

4. [OK] #oUvoLZET,
=

(=02 D—BUEZERTB] REFT 72 ETEUICHE>TVET, COREEEMICT S L. Citrix
Gateway End Point Analysis (EPA) SmartAccess ##EhME1E L £ 9. SmartAccess ICDWTEEL < I&.
CTX138110=&HL T 2T L,

Web # - + T Citrix Gateway 5D /XX ZL—%EMICT S
BE:
Citrix Gateway " 5 D /XX R )L — & EMIZ T 5 . Web # 1 ~ A Citrix Gateway 5 E I h
feproduction.comR X1 > DR > - ERBEREFEALAVELSICTEE Y, Citrix Gateway h5 D /¥
ZZN—EENCT B L. Web ¥+ A —H—ICEBBERONNZRDE T, hsDERKERIG. Citrix
Gateway TOJ A > 9 358ICERAT 2ERBREIZELD XTI,
1. Citrix StoreFront B2 I>YV —ILOERA>T [R+T] /—RZBRLET,
2. EETBRRMTEBEIRLET,
3. [#&1€] )1>7T [Receiverfor Web # ~rDOE®E] 27Uy I LET,

4. F;EEAET. [Citrix Gateway "5 D/NXZXIL—] #F TICLE T,
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5 [0K] 22Uy o L&Y,

Edit Receiver for Web site - /Citrix/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. @
The authentication methods will be specific to the website,

Customize Appearance

| Method
Featured App Groups [#| User name and password
Authentication Methods
Website Shortcuts [] Domain pass-through

Te provide good user experience, all Windows client devices need to be domain-
Joined and have single sign-on enabled for Citrix Receiver/Workspace app.

|| Smart card

Deploy Citrix Receiver/
Workspace app

Session Settings

Pass-through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

production.com 1—#—&H L UV/XX7— R%EAL T NetScaler Gateway (cO 54> 53

FR DS, production.coma—4—FHLU/NRXT—R%EMHERL T, NetScaler Gateway icO4' #
YLET,

Please log on

User name devuserl

MetScaler with

Unified Gateway Password

OJ#*>%. a—#—lddevelopment. comDERBRENNTELS5KDE5NET,
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developmentidevuseri

CiTRIX

StoreFront

StoreFront TEEEFA KX ROV FIE IV I NEBINTS (AT 3YV)

COREEA TS a>TIH. ZhiZk > T Citrix Gateway BHODBH TR T R XA VD ANNZEE TS 3155
NHbEI,

BHEDRXAVTRALI—H—RBZFERTIHEE. R0 RXAVEANNTIAREEIECADET, BhTuhin
a—4—4 Citrix Gateway BZEHTAJ AV T30 RXTVONNEREETEZcdHD £, €DE. Receiver
forWeb 1 MCOTA>T2L3RHENZ L. RXAYTRAXAN\I-HF—RBDODANNEGNZTREMHHD £
ED

1. Citrix StoreFront 82>V —ILOERA VT [R+T] /—REBRL T, [B2E] R1>D [BEHZED
B #OUwILET,

2. [A—4—BENZXT—F] OBEOTRAIRENZEIRLFT,

3. [Bmn] #FERLT. development.comzfE@EEA R XA LTEBML. [ATFYR=JITRXTY
—BZRRTB] FIvIRYIRZEFVICLET,

4. [OK] #oUwo LET,

Configure Trusted Domains

Allow users to log on from: Any domain

®) Trusted domains only

| Add.. || Edit. || Remove

Default domain: [ development.com ~

Show demains list in logon page

o |
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devuser1

CiTRIX

StO I’e F ro nt development com

3
COREEFETIE. T TH—DNRT—Rx v vy aREIIFERALBAVWTLETV, 2DDEABRBZRAAVT
AV MMIBRBZNRAT—RDHBZIEE. NRT—RFyv v alld > TREDNERICKRIAREELDH D £75

NetScaler v 3> DR > —

+ Citrix Gateway v > 3>RS —TWeb 77U —> 3> DI VT A A4 UBEEDNEMICHE ST
W3 k. Citrix Gateway 15 Web t-1 MZREEINLEL K AVERBRIFERINET, Thid. Web
H#+ T [Citrix Gateway 15 D/XZA X)L —] BIAEDEDICHE > TVWBRHTT, COF T arvh
EDESICHEINTVWTH, Web ¥ MMIBRBERERDET,

« Citrix Gateway @ [Client Experience] & &' [Published Applications] #7 Tt > J I to>% >
ZIRELTH., CCTHAITNIEIEIREEZZITEEA,
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Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration = Client Experience  Security =~ Published Applications

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings
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Unchecked Override Global check box indicates that the value is inherited from

Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security

[CA Proxy™

OFF v

Web Interface Address

https://sf.development.com/Citrix/S

Web Interface Address Type®

IPV4 v

Web Interface Portal Mode®

MORMAL v

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

E—2YRA > D&

August 27,2024

5E.

Override Global

T4

Y

O

O

O

Published App

http://ping.citrix.comFREFMBATIHWVEH. KDOODOE—OVERETIHENRHD £,

FRELTWARWG—RN—=F 4D Web 0 hEHIFE—I> > LTHERLAVWTL IV, KDDIC. FIEY
BHBHEETSZ Web 7 bEFAHAL TSI L,
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[E—J>0EBE] BET. E—AYRAIY e LTERTS. ARy hT—2J0RAIC MO URL ZIBEL 7,
O—AJLic1 > X k=JLE i Citrix Workspace 77U k. 2—H—HO—ALRY bT—=02NT Vv oy b
T—IDCE5ICERELTVWAOLEE—OVRA Y b EFERLTHILET, I -—DRFXI by TRT7FUT
—2avilT7oERTBRE. TOVY —ZAZRETIH—N—DHZ20 1 —DUBBIRICED VW TEY AR ELE
% Citrix Workspace 7 7UICIRL &9, CHICED A—HF—HBTFRI by FERIETIVTr—>avIcT7oER
Lz EICBOSA Y T3HRENR A £9, HTMLS @is Citrix Workspace 7 7 TldE—aVIEERINE
Ao

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resclved from the Internet are
required.

Internal beacon:  (®) Usze the service URL

Specify beacon address:

External beacons: | [gasedfdallsRali b faely

https://mygateway.example.com

e ZE. IBE—JVRA Y MITIERARERBE. EOI—HF—EO—-NILRy FT—JICEFLTVWS R
Banxd, JnicxL. Citrix Workspace 7 71U TREE -V RA Y MITIEATEY, 2 DD —3
YRAY D SDOREEZELLEE. TOI—H—IF3HARY FT—0DHD 51 V2 —F2y MERTEGEL TV
BZrlBHINET, COfieH. A—H—IZF Citrix Gateway BHTT XV by PR 7TV =23 VIZERT I8
ENHDET, A—H—DBTFRI MY TIRTFIIT—=2a 2 IT70ERTERE. FOUY — &M 20 —/1\—
M. EREINBZAE Citrix Gateway 7 751 7V RAD#HMBHERELE T, JD7H. I—F—HZD NetScaler
Gateway 7754 7V RO F VT RIREIZH D FH A,

T 74 L TiE. StoreFront IZUTZ2HRELET:

o REDOAR—X URLAOREE—2>,
« http://ping.citrix.comnoigEe—a>r. K|IICEMT 3 Citrix Gateway ER® URL,
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E—JYRA2 b ZEBHTBICIE. UTOFIEZRITLET:

1. Citrix StoreFront 8>V —ILOERTI VT [R+T7] /—R%E&ERLT. 2] RT7>0 [E—3> 0D
B #oUvILEY,

2. AEBE—YRA > b LTERATS URL ZIBEL 9,

« StoreFront BRIIRIETH —/\—® URL £7=38F28 URL 2ERAY3IC1E. [H—EX URL ZEHA
T3] ZBERLET,

MO URLZFATSICIE. [E—OYT7RFLRXZEBETS] 2BIRL T ARy bT—JROETAM
DEWURLEZANALET,

3. MERE—OY R DO URLZANATZICIE. BBM] 20Uy I LET, E—AVRAVFEEETBIC
F. OMBE—23>] Ry RO—ETURLZBIRLT [MR&E] 20Uy I LET, E—JVRI>bELT
ZOT RLZBMELONBVESICTBICIF. —BETURLZERLT [HIRR] 20Uy o LET,

REQRY bT—J L THRATE, TRMOBWIMIE - R1> bzbaed 2 DIBETIHENHD
£9, TNS5IEHTTP HEAD BRICKRE T3 HBENHD £9, E—> URLIE. http://examplek
DRI NIz NetBIOS B TlE%R <. http://example. comBRE DELEME X1 > BICT 34
ENHDFERT, CHICED. BERY FT—2a—H—DFIC. BTV E—Ry AT zHRE, 1Y
B—2y bRAT A=)l (BHOEE) HH3Hh 5 h% Citrix Workspace 7 7 THIBITE 3L SICAD F
To AIVA—2Y MRATF—IUDBHIHE. TRTOIBE—OVRA Y AR FAOFDICEGEINE T,
H—RNX—F 1D Web H#+ b TIEAR<, BBICK >TEEINTVLS URL 2ERTI3HBHHD 7,
E—QYRAY bOREEZEETZHEIE. TOE—IVRA Y bEI—F—(Z@BHIL T Citrix Workspace 7 71)
DREETBILIHBELNDHD £, T—H—I&k HTMLS5 @7 Citrix Workspace 7 71U i 5 E# & hi 7 Citrix
Workspace 77U 7OESa=Z>d 771 ILENFTE 9, Receiver for Web 1 FHEBREAHTHWES
F. BEENZANZOTOED I 220770 ET 0 AR—FLTA—H—ICRELET,

PowerShell SDK

HEOE—O>EBIET 5ICid. Get-STFRoamingBeaconzERAL £,
E—J>%EMT BICid. Set-STFRoamingBeaconz AL £,

E—2>%F 74 MMIRET SICIE. Clear-STFRoamingBeaconZERAL £7,

RNEfE L VIMNETER TN 2 E—0D FQDN DER

February 22,2024

#HARY FT—OANSEE. £72d Citrix Gateway BHTU E—MS XA MTFIZT VLR TE S, BE—DELE
Bk Xr>% (FQDN) R TE %7,
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UTFDORFaX TR FlE LTROKSICEALET:

« https: 11—t —hH StoreFront IC7 VXT3 HICFERIN
32— URLE LTEALET, XY hT—JRTIE. Thik StoreFront —N—FldO0—RNAZ2H
—ICHRENET, XY FT—JDIMAITIE. F— b Iz AICHREINET,

« J—J)LNwvZ URLZ LTohttps: o CHUIRHETT — U
TICBRINET, THd. AN— TP IEREFLIEINRAT—RL ABHADBEICOAMMPETT, ¥'— o
1 LOIAZBICCOTRL AN SAN E LTEENTWVWEZEZRB L. TR A— REBEEER T 24
ENHDET,

H—N—=J)I—FD~X—Z URL

N—ZURLZHB—D URLICEEL &Y, EFREDON—-Z URLDZEE] ZBRLTILEE L,

O—AJLIc1 > X k=JLE iz Citrix Workspace 7 71 Bd StoreFront £ —1 >

O—AhJc1 > X b=JLaniz Citrix Workspace 7 PU . 2—H—HO—HILFRy b T—JeNRTUv IRy b+
T—IDEE5IEELTVWEDOLEE—OY R b 2FERALTHILET,

T 74 )L b TIiE. StoreFront iz —N—2 )L —FDR—X URL #REE—I> URLE LTEALE T, COERK
TlE. EIL URLAARZIBLEIMNBOBAE TENTHSH. E—A e LTEATETEFHA. LA >T, ABE—TOY
. AR TOHRT7IERETRETHZ D >TWB URLICRETIHBELRHD £7,

NE—a>niEm #8RLTIETWL,
4ME8 DNS

« storefront.example.com (. Citrix Gateway R —/N\—DIMNBIIFT B IP ICBRINF T,

AZE DNS
« storefront.example.com i& StoreFront dO— R /NS >4 — F =3B —D StoreFront #—/\— IP ICfi#
REINFET,

« storefrontcb.example.com i3, Gateway RAEEH—/N—DRHE IP 7 KL XICFERINF T, DMZ t =4t
DA=AILXY bT—=ODBICT 7AT7 I+ —IHEFEET B5EIE. ChEFAILET,

StoreFront DT/ R R— b A VR— b

September 19, 2023
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pE

A VR—=bFTEZDIE. TWRD StoreFront 1 X b—JLEBLE/N—2 3 > D StoreFront 8D A T,

StoreFront ERIRIEOBR LA E TV XR— b TIFET, ChiliF. B—H—N—RBCH—N—JIL—TERD
mAENEENET, BEOEREBRELN A VAR— M —N—ICBICEELTWVWEIES. BEOEBIHEINTH S,
NYITFYTT—HATRICEEFNTLWEIERTESIBRISNET, 4= v b —N—D0 ) -2 LR THHERD
TIFILEA YR E=ILDBE NV I Ty TRIZRESNTVWS A VR— bINEBREER L THLWVLEREHLME
MEINEFT, TVRKR—FINTBRONY I Ty Fd. B—D.zip T—H1 TR BSUIATLAWVES) F
fold.ctxzip XX (FERRBSIC N O 7w 77 71 LOBSHEERL-HBE) T,

BEOIIRAR— A VR—h2ERTESYFUF

 StoreFront ERIRIZISEEL. EHETIZRBOBEDAINY I Ty ITHMEREINE T, BREEEL G
Bld. AWNY I Ty TEBIRZZTHOICH LWV I 7y TRERT ZREHNHD £, backup.zip 7
TANDT 7AIWNY D ADBEZEFE0. BEONYITYTZEETILIFTITEEA.

« StoreFront #7 v 7/ L —R9SHIICEZELQERONY I 7Y TEERLE T,

« BEZ0 7 X b A StoreFront Bz B L TEBRBIRIZICREL £7,

s RBEEREEZ T A MRBICERN TR CICLD, A—H—FRREXERL £ 7,

« OS #1378 (Window Server 2019 A5 Windows 2022 ADKRRF 1 I D7 v T L—REBE) 1T,
StoreFront z#&1L 9. OSDA>TL—XT7vFIL—RIEHR—EINhTLEEA.

s BROT 2LV H—2RHORBELRY. BIECHH TORBETEMOY —N—JIL—TZHEBRL T,

StoreFront B O TV X R— b H LV VR— NEDORETEIE

+ IR7E Citrix K288 L TWL338:E SDK ffl (Magic Word Authentication #¥) #7id—R/NX—F 1 DR
HHNREZIAXZFEALTVETD. FALTWVWBRHEIE. CN5DONYT—2Z2FRTOAVR—MF—N
—ICAYRR—=ILLTH S, BMOBEAXEBCHERZ 1V R— FT3XELRHD £7, HELITEE SDK
NYT—=IREDAVR— b —N—ICHA VX =ILINTUVWAWVGEE. BROT VR— MMIEBLET,
BREY—N—TIN—TIZAVR—bT3HFEIE. TIL—TDITRTOXN—IIBHEN YT —S %21V X
—JLLET,

o« BRONYOT Y TRBESUEIIBSUMBRTEET, TIXKR— BT >KR—k~ PowerShell O%
YRLy MMIEESDIA—RT—ZXBHYR—ELET,

s BSEININY I Ty (ctxzip) (3EDSESHUMRTE £9H StoreFront IZEESHIhTLAHRULN
wOTvTI77AI (Zip) ZBEESHUTIEFHA. BEUININY I Ty THRERIBEIE. BIRL/N
27— REEE PowerShell BE#HRA 7o/ rEFEBLTHS—EI IV RR— b ERITLET,

« StoreFront MBREA VI b—ILENTWB IS (T XK= bxtF—nN—) IZH51F3 Web 41 + o SitelD
& Ny o7y TEniz StoreFront lE VX 793 IS (4 VR—bEY—N—=) IZEIFZE2—5 v+
Web %1 ko SitelD Ic—H T 2 HBELHD £,
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PowerShell a<v>RL v

Export-STFConfiguration

NTA—52—

-TargetFolder (3ZF5%)

-Credential (PSCredential # 7~z 7 K)

-NoEncryption (X v F)

-ZipFileName (X¥5%))

-Force (7—/L2)

BE.

A

NYITYTT—HATADIYT ZR—kINZ, "
Senv:userprofile\desktop\”
IYRR—bRICEShEIN.cixzip Ny I Ty TT7
— N1 7= ER T 2ERIBRA TV bEIBELE T,
PowerShell &E&fEIER4 7 o bCik. BBESHLES
WHEBRICERINANZAT—RAEENET,
-Credential = -NoEncryption /X5 X —4—r —4
ICERALAVTLEST W, fl: SCredObject

NI Ty TT—haATZBSUTNTUVWARWVZIPICT
32 ruIEELET,. -Credential /X5 X—4%—
%-NoEncryption /X5 X —4% — ¢ —#ICERALAWVT
<IETLY,

StoreFront #m D /Ny 0 7w 7 —h A T DEHi, .zip
P.oXzZip BEDT 7 AIIIRRFZBMLAWTL S
Wo 77 ILIERFIE. T RKR— ~Hic-Credential
F7ciZ-NoEncryption 055 D/INS5 X—2—%$EE
Lichic &> TEBMICEMINE S, fl:” backup”
CONFR=F—F. NvITvTT7—hAT% #8%E
NIV RR— bNERICHIEEFEONY I T T T 74A
IWERL 7 7MIILETEBNICEESLET,

StoreFront 3.5 (& o 7= SitelD XS X —2—{d. N\— 3> 36 THRIEShEFL NvITyvI7—hA
JiIc&ENS SitelD NEICHERAINZ LS IChofcfcdd. 1VR—bERTTDHEICSitelD 2I8ET S
REBIEHCHRD F LTz, SitelD #. 4> KR—bEH—N—0 IS W TEEICER I TLWBBEFE®D StoreFront
Web %+ MMZ—HT 3 #RRBLET, SitelD 1 15 SitelD 2 ADERD 1 > R— ~IHR—kIhExt

AIO

Import-STFConfiguration
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NTA—5—

-ConfigurationZip (2F3%!)

-Credential (PSCredential # 7>z 7 ~)

-HostBaseURL (x=%1)

Unprotect-STFConfigurationBackup

NTA—5—

-TargetFolder (3zF5%)
-Credential (PSCredential # 7> x4 ~)

-EncryptedConfigurationZip (xzF3%!)

A

AVR=—bSBINYITITT—HAATADTILINR,
T7MIERFHEDHET. BSUINTLEWES
i&.zip. BSUINENYITYITT7—h1TDBE
ld.ctxzip #ERALE T, fil: Senv:
userprofile\desktop\backup.ctxzip
1 VR—bRICESHINNY I Ty TEEBSLER
THRERERA T L EEEELE T, fi:
$CredObject

CONFA=F—DEEND L. BELIERAIR—X
URL AT Y ZR—bH—N—DHKRZX X=X URL DK
DHOICERSINE T, ffl: https://<
importingserver>.example.com

A

NYOTYTT—HATADIYTRE— XX, fl:
Senv:userprofile\desktop
CDONFA—FZ—ZFRALTEBSHKINNYITY S
T—AATOBSkINTVWAVWIE—%2ERLE T,
BESMERICERT /Y27 — RE&T PowerShell &
BEHRA TV b ERELE T, i
$CredObject

ES W T BESUININYITYTT—HATD
TILINRe 7 7 A IHIRRF.CIXZIp ZIEE T 2 HEHLH
h%d, fil: Senv:userprofile\\desktop
\\backup.ctxzip
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NTA—B— B7EL]
-OutputFolder (z=F35!) BESIhic (ctxzip) NwoT7vFT7—hA+ATh o8
-Force (7—JLB) ShIhTuwhnar— (zip) #ERT /2. TD

ESINN\Y I 7y 7OOIE—RFRESCNh. BEH
TEFd, BShThTLWALWIE—DT71ILELE T
71 IRRFIFIBE L BWVWTL S W, fi:
Senv:userprofile\desktop

CONFRX=F—d. NvIT7vIT7—hn+1T%. I8E
NIV ZAR— L EICHIREFEONY I T T T 71
LWeEL7 7B TEBNICEESLEY,

BROITI RR—rELUVT VR—
H1ED PowerShell v 3 >A® StoreFront I< > RLw hD1 VR— bk

StoreFront #+—/\—T PowerShell Integrated Scripting Environment (ISE) =&, UTERTL T,

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath
', "Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront)\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.
Authentication.psdl" -verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -
verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -
verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.
psdl" -verbose

Bt —N—0>F %
H—N— A TEREOBHEOESHKINTUOLWARWNY I 7Yy T2ERL. TNZRICIKRIEICETTS NvIT7vrd
BPY—N—OBERETIRXR—LLET,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption

backup.zip 7 7 1 LA REBRBFRICAE—LET, CONYI Ty TERBELETERL T, ¥—N—%2LUEIOR
REICTRTTE XY,
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Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://storefront.example.com"

H—N—ADBEFOHERZNY I Ty T L. Y—N—BICET L THEFEOY—N—D/O—->%2ERTS Ny
TYTIRY—N—DEEEIIXAR—FLET,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption

backup.zip 7 71L& —N—BDFRI by FICIE—L £ T,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://serverB.example.com"

StoreFront (3 11S D H X% L> Web # MIBRICEREINTWVWS, COBRZERDN RS L Web +-1 MRIFIC
Brdd HY—/N—ATiEStoreFront % lISHOBEDT 7 4L D Web 1 b TIFARL ARE LD Web 1
FDOIBFRICERL TWE T, ISHICERI -2 DBD Web % ~o 1IS SitelD (&2 T9, StoreFront Web +
1 ORI, d\BERIOSITFLUID RS A TELIETIAIL LD C\TRXTFLRSATICBEL N TS
FIH. 128X 3 lISSitelD 2 FRTIHVELHD £,

StoreFront ¥ WS #H LWL Web #rr k', SitelD=2 2R3 3 ISHTHEBINTWLWET, StoreFront ix. K
S 7d:\inetpub\wwwrooot@¥E/XZAT IS ADHRXZ L Web 1 MIERICERINATULET,

Add Website | X Browse For Folder -

Select a directory for the application.

Site name:
|Storefront | |Storefront | | Select... |

Content Directory | Documents ~

Physical path: 4 Downloads

I
3

| | EI I Wt Music
3

Pass-through authentication =| Pictures

I B Videos

b iy Local Disk (C:)

4y Mew Volume (D¢)

Binding el Inetpub

Type: IP address: Port: . wwwroot

[nttps v | [Ail Unassigned v] [4s | b 3 CD Drive (E)

Host name: he
| | Make New Folder | | OK || Cancel

[] Require Server Name Indication

S5L certificate:

|Not selected V| Select...

Start Website immediately

[} Application Pools MName * D Status Binding Path

416 Sites € Default Web Site _1 Started (http) =80 (http) ZeSystemDrive %\ inetpub\wwwroot
I 9 Default Web Site @ Storefront Started (http) *:443 (https) Dihnetpubwwwroot
9 Storefront

1. Y—N—ADBEOIE—%2IT I XR—rLET,
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2. H—/\— B T. SitelD 2 z{EA 33 StoreFront ¥ LS5 &H L L Web -+ % IIS THERELET,

3. H—N—ADEREY—N—BICAYR—bLET, N ITvTICBEEFNZTCIDZEAL. CDID
1t StoreFront M D1 >R — b5k Web 41 MI—HITIRENHD 7,
Import-STFConfiguration -configurationZip "$env:userprofile\

desktop\backup.ctxzip" -HostBaseURL "https://serverB.example.
com"

Y—N—=TN—=TF>FUHF

SFHUF L BEOY—N—JIN—TERZNvIT7v T L. BTEONY I 7y TZRALY—N—FII—TIRIE
TETTS BIDOBR/NYIT v lE. 2 D0 StoreFront +—/\— (2012R2-A ¥ 2012R2-B) & hitF—/N—
TIN—TDAVN—THBIEIICMEINE LT NI Ty TT—hA1TAICIE. TDOH—/N—2012R2-A &
2012R2-B &%= &L, Ny o7 v ITHEEBEhiciFad CitrixClusterMembership oL J— kA& N F
¥, StoreFront #f —N—JIIL—TIRETIE. EPXILOFEICHL. TONY I Ty THBREINERELD
BAXDPEIGHEITTVWET, LA >T, BIMD/ — K 2012R2-C A —N—=FIL—FIZEBMINTVE T, /\
wITY FICERRTNTWVWBR Y —N—JIL—TOEICH S StoreFront BRIBEESIA TUWEE A 2 DDTD
H—N=—TIN—TF/—FROHEZECHEWNYIT Y THAYER—FEINTWVWRIFEETH. 320 —N—0DRE
o CitrixClusterMembership Z #1532 REHHD T, 1V R—FRIZ. REDISREZ—AXAYN=2v T
PREFEINT, BEA T SAT VY —N—ICEBICAVR—FINERBIZTA NNV IEINET, TONYIT
v IHREBINLRBICH—N—TIL—T /) —RBF—N=FI—TFh 5l INHEE. 1 >R— FTIFRED
CitrixClusterMembership HREFIN E T,

1. ¥=N—ZL—7 1 DA% 2012R2-A BN 5T K~k LE T, 2012R2-A I3 —N—F L — T2 lh% g
BT 3HICEAING TSI IS —N—TT,

ﬁ:' CitrxClusterMembers
CitrixClusterMembers Properties _

General
% CitreClusterMembers

Description: Memberships of the group denotes membership of the
citrix Cluster

Members:

[ "2012R2-A
1 “2012R2-B

2. ®T. BMOY—/N—2012R2-C ZBEFDH —N—JIL—FIZEBML £ Y,
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I CitrixClusterMembers
CitrixClusterMembers Properties _

General

% CitreeClusterMembers
i

Description: Memberships of the group denotes membership of the
citrbe Cluster

Members:
1 2012R2-A
1 “2012R2-B
1 2012R2LC

3. U—N—JN—TOERZBEROFIDIEEREICETT ZHELHD 3, StoreFront TlEL 1V R—+F
A+ 20R1THIC 3 20 —/N—DBED CitrixClusterMembership B’'/N\w o7 v 73h. 1 VR—+D
RINBICETINE T,

4, Y—N—=JI)—7 1 0EE% /—F 2012R2-A 21 >R—rLTRLZET,

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroupl.
example.com"

5 iL<AYR—bLIEERZET—N—JIL—T2EIIRML T, 1V R—FRICTRTOY—N—DiERHI—
HyaL3ICLET,

SFIF 2 BEFEOEBKE T —N—JI—FL1HoNY I Ty T L. EONy I 7y T=FERL THOTHEREROT
THIMRRICH LW —N—T I —TZERT %, IEFDDOHLVWT—N—=TI—TAN—ZHLWTZITUYH
—N—IZEBIMTES HMLW2DO0DH—/N—2012R2-C & 2012R2-D #&TH—N—TJIL—T 2 hMEE TN £ 7,
Y—N—TIWN—T2 DERIIBEFREBEO Y —N—J I —T 1 OBRICESIETEd, H—N—JI—T1IH2D0H
—/\—2012R2-A £ 2012R2-BHA"EFEFNTVE T Nv I T v FT7—h1 JIZ& Fn 3 CitrixClusterMembership
iE FHLWH—N—=FI—TOERBICIEERShEE A, BED CitrixClusterMembership A& IC/NNv o7y
TEN, 1 VR—bFORNRICETINE T, 1 VR—rINERZERAL THLVERREZERT 3 . B0
H—N—BFLWIIL—TIZih 3 £ Tk, CitrixClusterMembership tx a2 U 74 JIL—FI2id 1 201 VR—
FF—N—DHIEENET, T—N—JIN—TF2IEFHLVERIET. Y —N—JI—-T1HEFETBZZBHNL
LTWET, -HostBaseURL NZA—2—%ZBELE T, Y—N—JIIL—TF21F. HILLWIHBEEFROT 7 4L+
StoreFront IRIEZEA L TERINE T,

1. ¥—N=JL—71 0% 2012R2-AD5 TV AKR— L ET, 2012R2-A BT —N—J I —T24k%zE
BY3OICFERAINE TSIV —N—-T7,

2. Y¥—=N—=JI—71DtEr%Z /— K 2012R2-Cicr>R—rL&FF, 2012R2-C IZFH L WH—N—=TIL—TF
20754V —N—T7,
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Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroup2.
example.com"

3. LW —N=JI—T2RIEO—E B ZEMOY—N—ZEBMLEY, T—N—JIL—TF1Hh55—/N\—
IN=T20HLWIRTOAYN—ICH LA VR— IR ESNICRMEINE T, ChRBFHLL
P—N—DEMENL EDOREDBMTOLRDO—EBICAD EJ,

2F A 3 BEFEOEREY—N—TIN—TADPSNYITYv T L. TEODNvIT7y T2FEBLTHREOY—/N—
LN—TBOERELEZTSZ H—N—JIN—T1eH—N=FI—TF2EEIZ2 DDERDT—R2E>2—I1F
LY, <0 StoreFront BROEBEIFH —N—FIL—F 1 TiITbNn. $5—ADT7—4t>2—0H—N—4
N—=T2IZBATZIVELNHBDET, U—N—JIN—T1DEEEG—N—TII—T2ICBETIFET, H—/\—
TIN—=F2DNy o7 v T7—h+1TAT CitrixClusterMembership #EBLAEWVWTLL TV, 1 YR—
IC-HostBaseURL NS X—4—%Zi8EL T, H—N—FIL—T2DHRI X=X URLIF H—N—-F)IL—T1
TIREFAINTLWAREL FODN IZEETE £ A T—N—JI—72 IFBREDRIETT,

1. $=N—2)L—7 1 D% 2012R2-A 5T RK— b LE T, 2012R2-A lFH—N—F L —T25%E
BY3LHICERING TSI T —N—TT,

2. Y—N—2JL—F 1 OHM%E /— K 2012R2-C D THEHFEOF 7 # )L FBEICT VR — FLET.
2012R2-C E#H LW —N—ZIL—F 2 DT 51T UH—N—TF,

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.zip" -NoEncryption -HostBaseURL "https://
servergroup2.example.com"

H—N—BROBSKINTNY I T v TZ2ER

PowerShell &#&1&#®A4+ 7> 2 biciE. Windows 7HD Y bOIA—H—RBE/NXRT—ROEAIEEINTVE
9, PowerShell BH&IEHRA T T MMCED. WAT—RAXEURNTHREINE T,
E:
BRNYITYTDT—H1T%2BSHTBICIE. BSUCESKERERTIZOD/INAT—ROHNE
TY, BREBRA TSV PRICEEINATVWR I —RIIERINFELEA. PowerShell tv >3 >wic
ELNRAT—REZECERBRA TV b E2ERTB2RELRHDEFT, ChlF. TIVXR—bH—N—FK
DA VR— b —N—0DEFTHERINE T, BERBHRA TSIV FRTIE. EOA—H—THIEETITET,

PowerShell Tix. iLVWERBRA TS 1 b2 ERT 2SI A—H—RIEETIVENHD FT, FHLE.
DOI—REITIEFREOS 4> LTWS Windows 21— —%#E{EL 3,

I AR—bH—N—d Powershell v 3 > AT PowerShell Ei&iEHRA 70 b EERLE T,
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SUser = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name
$Password = "Pa55wQrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force
$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

ESINfzip 7 7 1L THS backup.ctxzip ICHERE TV ZAKR— ML ET,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -Credential $CredObject

®1 viR— b —/1—® Powershell £v < 3 >RTE—® PowerShell &Ei&iIEHRA T 0 b EERLE T,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.ctxzip" -Credential $CredObject -HostBaseURL "https://
storefront.example.com"

BEOESKININY I T v TT7—H+1 T DREZRIFT 2 -
$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name
$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:

userprofile\desktop\backup.ctxzip" -credential $CredObject -
outputFolder "c:\StoreFrontBackups" -Force

TYRI—H—HA R

December 8, 2023

ZDtv T3> TlE. Web 7504 —% 7% Citrix Workspace 7 7V #BL TRELFEZE ST DR b 7 DHEE b
BICOWTHAL £,

aJ# >

BEAEAEICE ST FRRIVINGA A DBEMHES ML >T, O F VDB EICBRBIELRHD X T,
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citnx | StoreFront

Citrix Workspace 7 71) @&t
pE
COFIEIE. O—AILIZ1 >R ~k—JLE iz Citrix Workspace 7 71 Tlg7 <. Web 75 UH#—%i@L TR

EPICT ORI BBEICOMMEAINE T, COFIEE. BRICHLTOT A VORI CIFRICEITTER
ED

BRICIHSCT. Web 7S50 —%2BL TR MFPICHOTT7IVERT RS, £7id Cookie #o) 7 L#EIC
Citrix Workspace 7 7UA& S5 Z %1 BEIRTINZIBELRDBD T, ROLESHERIRLET:

o O—AJICH > X b=ILE 1t Citrix Workspace 7 71U TU YV — X %iEE& ¥ 31551 [Citrix Workspace
TIUEGEH] BV Uy I LET, CHEREROIIVIRVIVIAERZLOICHEINET,
e BIZTSUHY—RTUY—RZEHTZICZIE. [BREN—Ca>zER] FIRTERES) 29Uy I LFEY,
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Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

cifrix | W
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

[Citrix Workspace 7 7 a#H] 20U v o 3. O—HILIC1 > X ~—)LEni Citrix Workspace 7 71)
OEHARITINE T, £, Citrix Workspace Web iR EDFERERAE T, MBIV —ILTNTLA
W&, £id0—AILIC1 > R =)L E iz Citrix Workspace 7 71 oi&HICk B L 7=35 4. Citrix Workspace
77DV R—2> T#HS Citrix Workspace Launcher Z5Z 5 & L 9, Citrix Workspace 7 71 hi-(
YR R=ILINTVWBIESIE. 758 —IC Citrix Workspace Launcher OR172RDHZ3 T« RUhRy F
Ty ITRRINET, [Citrix Workspace Launcher #5<] 7z [V>7%[<] # (FSIH—ICIELT)
IO LET, UY—REEEFTZILPICCOT 1 Y RIDRRINAWVWLSICT 3701, [Always allow
domain to open links of this type in the associated app] ICHF T v IEZANNBZ 2 BEHLET,
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

cifrix | W e detection. However, you lose features like domain pass-through
authentication, which requires the native Workspace app detection to
complete successfully.

M | agree with the

O—AJLZ1 > X b—JLE Nz Citrix Workspace 7 7V HigH S nfif&1d. B BICROBEICEAET, T
BIVY—Z2%EHTI . BREINERICEL T, Citrix Workspace Web #iaRig%4EE & 7= 1% Citrix Workspace
Launcher oWghh #ER L T. A—AILICT YR b—=)La iz Citrix Workspace 7 7URD Y — X %BS %
ED

Citrix Workspace 77U H A Y X b—ILTNTVWRWESE, £ESVFr—%2F v )L LIBEIE. BRICK
LTrROA T avhedbx7d:

o #y>0O—NR - Citrix Web - + £7z1Z StoreFront t#—/X—MH 5 Citrix Workspace 7 7U %4> >0O—

RL#F9J, Citrix Workspace 7 7U%s 1> A r—JLLT %, [BHRE] 200y o LET,

B - O—Aic1 > X k=)L nf Citrix Workspace 7 7 0B#RE =& F 7,

s BEN—-U3V%FEMAY S - Workspace 77U 0#tEE R Fv L. BICWeb 75T —TUY—X%zH
TFET,

o 1> b—)LiFH - Citrix Workspace Launcher %71 Citrix Workspace Web #E3RIg#ER 7R — ~ L T
WaWHWAN—2 3 >0 Citrix Receiver 1 Y X = )LINTWVWBRBEIF. COFT>a>E=FALET,
COATL 3>z BRTBZHE. RET7FVERIETRI by 288§ % & FiZ. Citrix Receiver THIL
ZehtEZT77v) launchica 7SI —IC&>TH I YO—REIhET, COFF>aVaBIRTS
CHEEDREIND =D, BEIODTET£EA,
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[R—L] 27

[R—L] 2TICIF. BBHOTTIVT—2a>dI—Te. BRICNDDOT7 TV FHIIBEB7 TIELIVTRI by
THERRINET, [F—L] 27 AP TERUICADDBERICHE S TVBRBRSICOARTINET,

citnx | StoreFront

Welcome Joe Bloggs!

Browsers Office 2016

xH NG wE

*
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud

Office 2

(7] 27

[77U] 2TICBUTOEROT TEa—DHD £ !

o [TRT] -IRTDTTUERRLED,

o [BRICAD] -TRTOBRUANDDOT TV ZRRLET,

o [AFTV] -AFTUERERL. ZOATIVRDTFVHRRLET, ATIJVORTAZEIE [H7TY
DERE] ICL>TERDET,

e [ALoYay] BEOOT T r—vavdILl—-TERRLED,
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HOME
Apps
All (39) Favorites (3} Categories Collections w
g g g
22 - a =+
Access 2016 On Acrobat Reader Acrobat Reader DC Calculator Cloud
Prem Cloud On Prem
N
ﬁ? '::}f irg irg
Chrome Cloud Chrome On Prem Citrix HomePage Command Prompt
r r Content
irg irg g irg

[F27hyT] 27

[TRI by T] 2TICBUTD2 2003 TEa—DHDFT:

o [TRT] -FTARTDTFRI by THERTRLET,
o [BRICAD] -BRUNANDDTRI Yy TERRLET,

TIVETRI Ly TFDRAIL

TAAYEIVY I LTTTIVEEIETRI My T2 EBILE S,

FRICAD

TATLEBRUNDICERTBICIE. B2V Vv I EBEyTLET:

Calculator On Prem

Excel 2016 Cloud
e 201
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: El -

Calculator Command Prompt

FHACARFORT

BF7AAVOTONRINZREALT. 7FUDOHRBALIRFERTTETET,

Citrix StoreFront [

DESKTOPS

Welcome

Favorites

—
L_el

Calculator

Calculator Other

Actions:
[4 o©pen

Description:

* Remove from favorites

UTFD7ooa b FfATERSREHD X!

o [BAK] -T7TURTRI MYy IZEETEIH. BIEHELET,

o [BRICADIZENM] -T7ATLDNBRICAD THL, BATREL, AT TBRICADDEHICHE>TWVS
BEIF FTTVERETAI by TESTUCADIZEML £,

o [BRUCADDSHIR] - 7A TLBERICAD T, BETIEEL. ARTTERUCANDDBHICHE>TWVWSE
Bld. TIVERBE TR by T2 BRUANDDSHIBRLF T,
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o [BED] - BEBNTERFDETONLTRAI by TDHE. TR My T2BEFHLET,

S

HERFE7MAVEIV VI L TRERYIRERRLET, IRTOTIU. TR MY AFTVEERL THE
HLET:

BREAZ2—E Web IS5 UK —ZBL TR MTICT VLR T BHEICOAERTI XTI,

ale]

Joe Bloggs

Account Settings

About

Log off

BEXZa—ICI3ROA T a>hiHhET:

e [FHAUYMRE] -RER—TEEZTET,
o [N=UaviER] -7V —oaVICETAERERTLETD,
e [OF#47] -Web #5047 LF7,
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TAHAIY SEE

1

HOME

Settings i —
ACCount
About
Log off
Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

UTDA T areERATERSREHDET!
B, e nicty arzBRELEY,
T, MEDIRTOEY > av=L. OJFTLET,

Citrix Workspace 7 71U D7 U5« e TDRX T7%ZO—AHILD Citrix Workspace 7 7VICEBMT 37 710
LA >O—-RFLETD,

Citrix Workspace 7 7U &8, O—HJLIC1 > X k—)L&niz Citrix Workspace 7 7 U #RBT 3 R—J%
MEEdT, ChicL>Ta—H—hrO—AIic1 >R h=)LEnf Citrix Workspace 77U ER LU Y —XD
e Web 7504 —TOUY —R0OBEEEIDBEXBZ I HTIXT,

aJ#*7

A4 7330 REAZa—ZRE, [AVF 7] 20V vIL&ET. CNUCEDANTHEATFTINET,
DY —=RSEFALTVBEEIF. BRICIEE TROVWTIODTONET !

¢« UY—RZHETT 3,
s VY —=XD Y3
o VY —REEHLIEFICT B,
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StoreFront SDK

July 19, 2024

Citrix StoreFront ix. %< @ Microsoft Windows PowerShell o/N\—> 3> 2.0 EYa—)LZ~R—X & L1 SDK
ERELTVWET, 2D SDKIZ&LD. StoreFront MMC Y Y —JILERILZ X7 THELS. AV —=ILEIFTIE
RITTEIHRVWRXIDHEITTEET,

pE o

PowerShell SDK (& PowerShell 6 g & Bt hH D £ Ao

SDK Ic2W Tk, StoreFront SDKEZBLTL T LY,

SDK o fER

CDSDK . T %4 StoreFront AV R—RV b EA VA =L LUVBRTZEEIC. TV M=l
—RICEDBEFNICT YA =ILENT=%< D PowerShell 2+v 71 > TEBEINTULWE T,

ARYRLY MIT7OERLTRITTRICIE:
1. StoreFront B>V —IILABHLSENTVWR e EZBRL TSI L,
2. BIEyr LT PowerShell av> rSr>7FO> 7+ £7ix Windows PowerShell ISE =i2& L 3,

StoreFront 4t —N\N—0O—HILDBEEBEITIL—TDXIN—%FE>T. PTIFRERI) T+ %2R1TT3
MEHHD FT,

3. 20U Z7+RATSDKaR Y kL wy bEERAT 3ICIE. PowerShell ®%E177R1J > —% RemoteSigned I2:&
ETRIHBRERDD FF, PowerShell RIFR) > —ICDWTEFE L IE. Microsoft D RFa Xy hEBEL
TLREL,

SDK OE AN

RO YT EERT BICIE. ROFIEZRITLET:

1. StoreFrontiZ & - T %ProgramFiles%)\Citrix\Receiver StoreFront\PowerShellSDK\Examples
THIWNE—RHICA VR b—ILENTe I8ED SDKY > FILO—D2%2ETLET,

2. WBORV VT EDAREIIAAZBRICTBD. YT ROV T 2L Ea— LT, FIBORTARBIC
DLWTIBEL Y, #L<Id. R U T FORTRBICOVTOFMAZHAL TV S ERGIZSBL TS
Lo

3. BRIV T+ ELDEBROBRIRICIEC THRELFT. CNZIT5ICIF. UTOFIEICRHWVWET:

+ PowerShell ISE 7= l3ERDY —ILZFE> TRV U T b Z2HmEL X T,
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THzFE->T. BEAFLRBEETI-HDOEZEIDHTET,

o RERIOATYRZHBRLET,

StoreFront Av> RLw MMEFL T4 w I XSTRICEDHBITZENTEET,

Get-Help YV KLy b EFE-T. BEDITY R EICLDARBROIHOAT VLY +EEH
KU -FUll XS X—2—%IgEL £,

5l
P
SDK IZHRER@BEDNBINETNTWVWR A HE7H. FIORI) T2 AE—LTHDHITZDTIERL, 5
BN TWVWSFIBZRBICRITIZCczHEHLET,

1 A

BERBTERDIER 2 1) 7+ BE—@ XenDesktop #—/N\—TH#RIh
7= StoreFront Controller 0% 2 @& L ERE%Z ERL L
F9,

UE—FT7OE 2ZEBRDER ZOUT R UHIORZ ) T+ EICHEEL T, EBEICY

E-—FF7OEXREEBMLET,
RELGEEST - bV ADBHBZIVE-—LTIOERIBAO ROV TR: LEIORTY) T EICBELT. 2—H—
ER% IVARYIVRZELDRVBDIZRS =8, BETS
RBAGEES— bV T ZBMLET,

Bl: BRGERDOIER

ROFTIE. 1 2D XenDesktop Controller TR I Ni-BEREROERAZETRLET,

9. ISDKDOEN] THEASNTWVWEFIEZETLTEHBEDNHD £9, StoreFront BEZBE#HKTZ T
ThOERICDOWTHALIcFiEzE>T. COBZNREIAIITEET,

E:
SDK ICHRERCEBENEBIMINTWBRZEDH BT, CORFaAXEDRZY T RlE IE— L TRED T
BOTIFELS. CORFaAXYMTHETINTWAFIEEZERICEITIZ 28O LET,

X)) TrDEBE I TlE. StoreFront ICEDERTINZI XTI ) T EOBETHAEZRITL TVBHICDWTEHA
LEXY, CNEEETZCT. RUTREBMICISCTHREIAATERLSICAD £,

s IS—MNIBEHEZEL. BEL StoreFront EXa—-ILEAVR—bLEFT, EDFLLUN—-3>0
PowerShell Tig1 > R—+rOXBEBIZHD FE Ao
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Param(

[Parameter (Mandatory=$true)]

[Uri]$HostbaseUrl,

[long]$Siteld = 1,

[ValidateSet ("XenDesktop",'"XenApp","AppController","VDIinaBox
|l)]

[string]SFarmtype = "XenDesktop",

[Parameter (Mandatory=$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers = $false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP","HTTPS","SSL")]

[string]$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

+ 5 $StoreVirtualPath = X —x r L TRk & & U Citrix Receiver for Web #—E X D {R#8/X 2% B
BLLET, RE/NXIEICIS DN TH B8, $StoreVirtualPath i3 $StorellSpath *FAL TT,
L 7=h*> T Powershell Tiz. T/Citrix/Storel. T/Citrix/StoreWeb; F7:1& /Citrix/StoreAuth; o & >
REMEASINES,

# Determine the Authentication and Receiver virtual path to use
based of the Store

SauthenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"))Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"'))Web"

o MEAR StoreFront —EXDEBMEFICHEZ THLLVWERZERLET (FEEELTVLVARVES)
-Confirm:$false iz. BRZEDBZ W TER L ZRBIZLOOEGEEMCLET,

# Determine if the deployment already exists
$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{

# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -
Confirm:$false

}

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{

# The deployment exists but it is configured to the desired
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hostbase url
Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

+
else
{
Write-Error "A deployment has already been created on this
server with a different host base url."
+

o MILLWRBHY—EREIRESNARENITHERLET (WNRICRHEY—EIDRBFEELAEVER), 21— —
BUENRT—REFE 21T 7 4L DRI EDEH T,

# Determine if the authentication service at the specified
virtual path exists

Sauthentication = Get-STFAuthenticationService -VirtualPath
SauthenticationVirtualPath

if(-not Sauthentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
Sauthentication = Add-STFAuthenticationService
$authenticationVirtualPath
+
else
{
Write-Output "An Authentication service already exists at the
specified virtual path and will be used."
+

o IEESNTRE/NR T, B5 $XenDesktopServers TEE I Nt —/N—H'% 3 1 DD XenDesktop
Controller TR TNAF LW FTH—EXZERLEY (FLEFEELTLEVESR),

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not S$store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService $authentication -FarmName $Farmtype -
FarmType $Farmtype -Servers $FarmServers -LoadBalance
$LoadbalanceServers °

-Port SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType
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else

Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store."

# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.
Count

# Append the farm to the store with a unique name

Add-STFStoreFarm -StoreService $store -FarmName "Controller$(
$farmCount + 1)" -FarmType $Farmtype -Servers S$FarmServers
-LoadBalance S$SLoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType

o #8ED IIS 1x#8/V X T Citrix Receiver for Web +—EX%EML T. LR THERINZX M7 TRBEI N
TV —=o a7 ALETD,

7
# Determine if the receiver service at the specified virtual path
exists
Sreceiver = Get-STFWebReceiverService -VirtualPath
$receiverVirtualPath
if(-not Sreceiver)

{
# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store
Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService S$store
}
else
{
Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."
}

o« ZbTICX LT XenApp H—E ZX&F#IZL T. & Citrix Receiver F7zi& Citrix Workspace 7 71 &
SATY NIRRT TV r—2a VIR TEE T,

# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store
if(-not $storePnaSettings.PnaEnabled)

{

# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

}
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Bl UE— b7 REEOER

ROFILUBFIDR ) T EICHBELT. VE—FTFIEX0OHZEMAZEMLET,

F9. [SDKDEN] THEASN TV EFIEZRITLTELENHD £, StoreFront RFEZB#LI ST
TrOERICDOVWTEHALcFEZFE>T. COBIZHREIAITEET,

i

SDKICHRRPEEMEBMEINTWVWE Z A BB D, CORFaXYMDRIUT Mz JE—LTD T
BDTIFHL. CORFaXYFTHATN TV B FIBZERICETITZ L ZzHE8HDLET,

X)) 7D T TlE. StoreFront ICEDERINZ XV ) T DB TEZRITL TVWBIHMICDWTEREA
LEd, CNEEBRTZICET. RV EBEMICRECTAREIAATESRLSICARDET,

e IS—MIBEHEZ/EL. BEL StoreFront EXa—-JLEAYR—bLFET, EDFLLUN—-3 >0
PowerShell Tig1 > R—+rOXBEIZHD FE Ao

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=S$true)]
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]$GatewayName

)

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = S$true
$ReportErrorShowInnerException = S$true
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# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

s URIOH > TINRZ) T ZHUHL T, AET7 It XD StoreFront BREZER L &9, X—XEBDHLR
The UE—RT7IEIBYR—FEINET,

# Create a simple deployment by 1invoking the SimpleDeployment
example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory "SimpleDeployment.psl"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype S$Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -

SSLRelayPort $SSLRelayPort -TransportType $TransportType

¢« VE—FT7IEIDBYR-—bENBLSICEMITIHBENHZD. BREBEBATERINY —EXZIRE
L&,

# Determine the Authentication and Receiver sites based on the
Store

S$Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauthentication = Get-STFAuthenticationService -StoreService
Sstore

SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

+ Citrix Gateway 2R L =) E— b 77 £ X T E % Citrix Receiver for Web #—E X £ T, CitrixAG-
BasiczBICL £ 9. Y R— I TWB 7O kLN 5 Citrix Receiver for Web o CitrixAGBasic &
& U ExplicitForms Bt A% B L £7,

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
$receiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match "Explicit" -or $_ -match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods
SreceiverMethods

o B —E R T CitrixAGBasic #BWMICLE T, CHhIFUE—RF7IEXATHRETT,

# Get the CitrixAGBasic authentication method from the protocols
installed.
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# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
Sauthentication —-Name S$citrixAGBasic

s MILWUE—FTPIVERS—bhUzA% 723> Txy MIPT7RLRZIEELTEML, YE—F
TV IERTBRATICERLET,

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScalerlOx" -LogonType Domain -
Version Versionl®_0_69_4 -GatewayUrl $GatewayUrl '

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUr1ls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object

if($GatewaySubnetIP)

{

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

}

# Register the Gateway with the new Store
Register-STFStoreGateway -Gateway S$gateway -StoreService S$store -
DefaultGateway

Bl RELEES— bV IHHB)E- T I EXREDER

ROBFNIURTDR I U T EICBELT, 2723 0BT — VA VE— 7O EIROBZRAZEML E
ERS

¥9. TSDKDEN] THATNTWLWEIFIEZERTL T BELHD £, StoreFront BFZBEIks 23X
TROERICDOWTCEBAL7=FE%FE>T. COHEHREIAATEET,
E:
SDK ICHRRPEBENBMINTWRZERHBH. CORFaXY DRI T RGlEIE— LT T
B3OTIEAHL. CORFaAXYFTHAINTVWRFIBZERICETTE 28O LET,
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XO) DB T TlE. StoreFront ICEDERINZ XV ) T DB TRAZRITL TVWBHMICDWTEREA
LEd, CNEEBRTZCET. RV EEMICR L TAREIIAATESRLSICARDET,

s IS—MIBEGEREL. BER StoreFront EXVa—IILEZr Y R—FLET, EDHLLN-300
PowerShell Tig1 > R—+rOX%BIZHD £H Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUr1,
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet ("HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=Strue)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=S$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=$true)]
[string[]]$GatewaySTAUrls,
[string]S$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]S$GatewayName,
[Parameter (Mandatory=$true)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=Strue)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=Strue)]
[string]$OptimalGatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = S$true

$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

c UE—FT7IERERRAIUTFRICHUHL. EXERZERL. VE-FT7IERZEMLET,

# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory '"RemoteAccessDeployment.
psl"
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& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype S$Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -
SSLRelayPort S$SSLRelayPort -TransportType $TransportType °

-GatewayUrl $GatewayUrl -GatewayCallbackurl
$GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName $GatewayName

s BENTRERES: 7 — VT 1ZEBML. BEEAT— I T1O—EBNSENZIELET,

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

s RBEAT—bIIAZERAIBZOHICAMTH—ERZBEL. T—rUIAZ 77— LD SOEHICEID
TTERLEY,

# Get the Store configured by SimpleDeployment.psl
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# Register the Gateway with the new Store for launch against all
of the farms (currently just one)
$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {
$_.FarmName }

)
Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -

StoreService $store -FarmName S$farmNames

StoreFronto ~>JI)ILa—F0 25

February 22,2024

AR =)LOd

StoreFront @1 Y X b —ILEF®P 74 Y X b —ILEIC. 1> X b—5—I2& b C:\Windows\Temp\StoreFront |2
UFToasd 771 IIBMERSNhE T, chooOd 7 70ILICiE. ERTOIYR—3 Y h e HRERT 77 1ILR
MIFon£s,

« Citrix-DeliveryServicesRoleManager-*.log: StoreFront 01> 429571 714> X b—JLEICIER T
nxv,

« Citrix-DeliveryServicesSetupConsole-*.log: StoreFront dH AL > b1 YR M—ILB, 12250 T
A TTIOAVRAM=E. BLUHALY TV M= ILEICERINE T,
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« CitrixMsi-CitrixStoreFront-x64-*.log: StoreFront 01> 4250571 71V A L—JLB HAL VT
A=, 1225 09T4TTUoARA M= LT LY MUY I M—ILBICER TN E T,

IR> Oy

StoreFront OB:EH —E X X b 7. LU Receiver for Web 1 fD 1 R ~&k. Windows 1 R> O
ICEZIAFNE T, ERINTcARY M StoreFront o 77U r—>a>OJiIcEsAEnExd, COoOJzk
TEBICE ARV Ea2—TT [FFUFr—>a>etr—Ex04] > [Citrix Delivery Services] *7:1
[(Windows 071 > [F7FU4s—>a>] OIBIGERLET, B—r AR MIHLTELOIIY UL AELES
RAFENBVESICTBICIE. BHY—E R, R 7. KU Receiver for Web 7 bR 7 71 L EMHELTO
JREEEBRLET,

1. BIEH —E R R b7, F£7Id Receiver for Web 1 ~® web.config 7 7 1 L 2T F AT T«
Z—THEET,. CN6DT7 71 IILIEEFE. Thzhn Clinetpub\wwwroot\Citrix\Authentication.
C:\inetpub\wwwroot\Citrix\storename. C:\inetpub\wwwroot\Citrix\storenameWeb\ 7 + L& —
ICHDFEJ, T T. storename lEX 7 OIERBFICIEE LTcRAI T,

2. 77MIARTROBERZBRRLET,
<logger duplicateInterval="00:01:00"duplicateLimit="10">
StoreFront 77+ )L b TiEk. ERITZO00 T CUOBD 1 9H7D 10 B ETICHIBRIN T,

3. duplicatelnterval BEDEAXEEL T, BRI Y b OEEHEEZEM. 2. B TREL £7, duplicate-
Limit BEDEZEEL T, IBEELABERPRANICKBRINZIEEIVMJOBHERELEF T, COHERBX
BZLORBHETINE T,

OJVRELNRTEINDI . BELHZBRPEEOJI I FUMMIHISN, EhERTESTA v - RN
Y9, BRAMIMRIBEYT 2. OTREENEMRIN. ENETIBBRX v E—IHRBINET,

Powershell *t B>V —)LoOs

PowerShell £#I2BEO>Y —IILEN L TITONEEEOZEOOIHC: \Program Files\Citrix\
Receiver StoreFront\Admin\logsitsERINEd, COOJ 7 7IIILDOEFIE. RITINITUR
IR, R, BLUETIEFZHET3-OOBRTERINET,

O

StoreFront (& 2 #r O & #c:\Program Files\Citrix\Receiver StoreFront\admin\
tracellETAHEFT
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StoreFront 2311 N—2 3 YLUBROBE. T 7 1)L T LAJL Error. Warning, 5& U Info D X v t—Jh
OJICRFEINE T, FEALDBE. CNICIFREZZMT3DICHRBIERNIEENTVET,

E:
StoreFront @ 2308 LEID/N—2 3 > Tld. T 74 ETError LRNILOAXA vy E—SDAHADEREINE T,
FSTINoa—FTo Y JDBMNT, BMOFMOTZENCTZENTEET, hid. Citrix HR—rHS5ER

INFEIBEICOIMBETY, CNIINT =TIV RICHEESZ ML H DD, FSTIL>a—FTao v Ihw
TLESTracelLevelzInfollRIBERHD £T,

HAOT #BMCTBICIE. UTOFIEEZRITLET:
1. O—HILEBEEREZFIOD7HU > 2R LT, Windows PowerShell #8281 L %9
2. ARV REANHNLET:

Set-STFDiagnostics -All -TracelLevel "Verbose" -Override -confirm:
SFalse

pE

-Override/t 5 X —% — & StoreFront 2311 DHBEICOAFBET T, TDNTA—F— %
StoreFront DERON—2 3 VH SHIBRINBFETY

ZHICED., BERERDZ OV TR ERTETIC. IRTOY—ERD M) OIHEMICED XS, =
DRV RENHAT B L. Storefront —E XM BEGFHINE T, PowerShell 7OV 7 +HRO. H—
EXOBEHMHDRET LI ZERIZETHEBET, oo —EXRBESHLTVWSIHE. I—F—IF
StoreFront H—N—IC7 0 X TE £t Ao

3. MEEZBERLTOJEZERLE T,

4, IRTOY—EROOTEEET 7AILFLRILIZRLET

Set-STFDiagnostics -All -TracelLevel "Info" -Override -confirm:
$False

E:

-0verride/NS X—4—(% StoreFront 2311 N—2 3 YV DBEHICOABETT,

PO Z3IS5ICHAEYAIATEET:

o StoreFront I3 —ERXRZCICEBNDOT T 71 ILICEZTAAZE T, T 74 ETIE. FOT 77 1IILIERK
200Mb T#b. StoreFront 3&HW\OJ 7 7 1 ILZHIBRT BHIICH —EXCLICRAS 20O 7 71 ILICE
FAHET, ETAFNZOT DO XFLIEHENAEIAIT2HENHB3HEIE. —FileSizeKbs
LU-FileCountNNSA—2—%FRALTINETS LA TEET,

o« ~Tracelevel2FALTAJICERINZIFMELANIILETEL Y, FHTE3MEIF. Off. Error.
Warning. Info. ##idVerboseTd,
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« N5x—2—-AlUlZFERATEL. TRTOH—ERDOINTX—Z—HRETNET, ~Service [
Service name] AL T. BLOH—ERDOTENIEIIAATIET

Set-STFDiagnosticsav> RLw RZDWTa#L I StoreFront PowerShell SDKD RFaxX> %
SRLTLLIETW,

Launch.ica 7 7 r/Lo0s

A—H—HBT7FTVEREETRAI by T2EET 3 . StoreFront #* launch.iica WS 77 1L 2SR L ET,
D7 741, Workspace 7 7UHHAM 2T 7TURTRY by IADEBHRAEEZRODDZDICFERAINE T,
BRRICE ST COTF7IILRBXEVICHRESN. BEET7I/EITIRVAEREENSD £9, BBITS— %27
3IZid. launch.ica DRBERRTZONRICILIBET,

547>k PCTlaunchiica 771 )LoOJEl%EBMICT 3ICIE. ROFIEZZTLET:
1. LPZAMIVIF 4 2—%FALTRDOLS I N X—%28BLET:

32w b7 L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine
\Configuration\Advanced\Modules\Logging

64wy > X5 L HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\Logging

2. RDO2DODOXFHF—EZREL T

+ LogFile= T 7 71 JLADI/NZR]
+ LoglICAFile=true

1

LogFile=C:\ica\ica.log
LogICAFile=true

i

ST a—T > JBHMIINTRIETICA 7 71IILZ2EAT3H5SICDWVWTEHL <IE. CTX200126% 5
BLTLIET WL,

BELEOHH 5

August 27,2024

CORER. PERNMEEESXILOREZTEEILSIC. BENICELINE TSy 7 +— L. Citrix &,
BEEICOVWTHIB > THHMSE T E31HDHDTY, Citrix TESEROFEHRRE T+ — Ny IEF v I LT,
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BTZw b T74—L4L, Citrix Bf. BEEZRET2HESHZHMLTVET, SHSETIABIEUEOU Y —X
TEDZeHHD. BLESNIBED TR TEFNIDITTIEHD FHEA. HRTTITHA TP R—MIDOWVT
FELCIR TRES A TH AT R—FRUY—) ORBFZERLTLLETIV, REF—EZXVU—-Z (LTSR) #
—EXA T avIzoWTE https://support.citrix.com/article/CTX205549% 8B L T £ L\,

BELE

RUESHITATLIZTCICIZHBREINEEA. SIFHRITR-—rINETH SBOVI—ITIBHIRINSZFE

T9,

EH

XenApp Services (PNAgent &% 2308

HEn3)

HBR

HIFR IS, HIFRS eI R—

HH

Windows Server 2016

Microsoft .NET
Framework @ 4.8.0 &
DEION— 3> DY R—
ko

FIEDERININ—D3 Y

REFE

Workspace 7 71 AT, XenApp

Services ® URL TIxHR<K X +T7
URL #ERL TR MTICEGELET

FENGL<BTCIEETTY,

RIEHREREINN—D 3

> HiBgEhrioN—o 3>
2402 2407
2407 2407

REFE

Windows Server 2019
LIpEA~A D StoreFront @
LT

.NET Framework /N\—
32480 UBERICT YT
L—RFL%x9d, (NET
Framework 4.8.0 #¥-r >
Zh=LETNTVRWVES
lF. A —5—IC&>
TEFNICI VYA M=ILE
nkd,)
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1HH

HTML5 a3 Workspace
I eFERLTUY—X
(ot =5 7 Y el 010))
Internet Explorer 11

XenApp 6.5 UV —X7T«
- Po

TILTH—EZXNRT—FR
Jtw bk (SSPR) oK
-k

Citrix Virtual Apps and
Desktops & Citrix
Workspace 7 71) £ DS
D TLS1.0BLUTTLS
ll17OoJ)OHR—
Fo

Windows Server 2012
R2 A StoreFront @
A=)

RIENMEREININ- 3

%

2308

2308

2203

3.14

2203

BRI hrienN—2 3>

2308

2308

2203

2203

2203

REFE

HR—bIhTW3 Web
TS0 —%FERTBH\
Windows @i+ Citrix
Workspace 7 7 %A >
ZAR=JLLEY,

Internet Explorer 11 %
FRALTRITICTIER
TBILIFEISHSEHET
I VY —RERET S
IZlE Windows @l
Citrix Workspace 77
NIV E=ILTATVS
BELRBHD £,

&#i o Citrix Virtual
Apps and Desktops ic
Ty FIL—RLFEY, F
fzi%. PowerShell % &
LT XenApp6.51UY
—X7«14—R%ZEMTS
CHAEETTH. XenApp
6.5 IFHR— bR TIEH
DEHADTITIFECES
L

Citrix Receiver #. TLS
1.2 #47R— 1~ 3 Citrix
Workspace 7 77w
TUOL—RLEY,

PR—FThTWVWBAFRL
— T VTP RTAIC
StoreFront z-1 > X k—
IWLFET,
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1HH

Microsoft .NET
Framework @ 4.7.2 &
DEIODN— 3> DT R—
ko

RORFTAERTHRDS
Delivery Controller #
7 a v EYIk:
VDl-in-a-Box 8 & U
XenMobile (9.0 LL&#h),
Internet Explorer9 & &
10
TRINYTTTSAT Y
AHA S EDTRI YT
ANDTIEZADYR—+
Citrix v 52w o T U AR
VIvX (Mol 1
—H—a>H2—T 1A R)
Windows Server 2012
H & U Windows Server
2008 R2 |Z StoreFront
ZAVAL=ILLET
(Service Pack #& 1),
Citrix Online
Integration (Goto &&)

P
A

StoreFront 2.0, 2.1.
25. LU 252Hh50
AVTL—RTvTIL—
R,

32Ew bk (x86) ¥
I StoreFront 1> X
h_)l/'./ij-o

RIENMEREININ- 3

%

2203

1903

1903

1811

3.12

3.12LTSR

3.11

3.9

3.8

BRI hrienN—2 3>

2203

1903

1903

1912

1903

3.15

3.12

1818

3.13

REFE

.NET Framework /\—
IvAT2URICT YT
L—RL&EY. (NET
Framework 4.7.2 i*r >
Zh=LENTVRWVES
lF. A= —IC&>
TEFHNICTAI YA M=ILE
nxEdo

RXA2ICBMLBWEES
i&. Desktop Lock% /R
LEJ,
maUlz@RALEY

HR—FTNhTWVWBFRL
—F 4 YIYRFLICAY
R bRV =)L
LET.

CHBEON—Ya YOV
nrE 31217y TIL
—RLTHE, BEN—Y
AVIETYIIL—KLE
5

#H— FTNTL3 x64
ARL—F 4 TSR Ls
I YA —ILLET,
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HTML5 i Citrix Workspace 7 71 TOBELERBICDOWTHEL < IE TEELE] Z8RBLTIETW,

H—RN—=T 1 ®ZmIiC DLW TOIEA

June 6, 2024

StoreFront IZld. UTFOEE TS A Y ABENIR 2TcH—RN—FT oV I R I7HEENTVWIEEENEL B
DEd, CO—EIF. —BOERERROY—FN—FTs VT Iz 7Z2EALTERINTVET, CO—BIFR
MDON—J I VIR L TEESNBZ D HDET, CO—EIE MRROF X RESINZ3HDTHO. BRESIC
EDFBRTNBREICSVWT. CITRX B LU ZORBMEEIL. —BEEIF—BOERYS LLIZR2EICOVT,
HB3WVNI—EBDOEAEIRERICL>TELIERICOVWT, BRELIEERRERHLT. ESLEZOMUVWH RSB IRT
FREEADLEERICHETR2HDTIEHD EFEA. CO—EBEZFRAFLIFBHITILICED. BEKIE. LWHE
PHEBICEVTH, —BOFERAELIFERAEICE > TEL 0. HZN. BHEN. FREHENEE. $23LEZ0
DIBEICDOWVWT. CITRXAEFRZEDBVWILICART BN LET,

Castle Windsor 3.3.0

Copyright 2004-2013 Castle Project - http://www.castleproject.org/
Apache License. Version2.0ic&35112> X

Microsoft Unity Application Block (Unity) 2.1

Copyright © 2011 Microsoft Corporation.

Microsoft Public License (MS-PL) i2& % 5t > Xhttps://msdn.microsoft.com/en-us/library/hh237
493.aspx

Microsoft Patterns & Practices: Prism 2.2

Copyright © 2010 Microsoft Corporation.

Microsoft Public License (MS-PL) I2& % 5+ > Xhttp://compositewpf.codeplex.com/releases/view/
46046

Microsoft & Practices: Common Service Locator 1.0

Copyright © Microsoft Corporation.

Microsoft Public License (MS-PL) ic&351t> X
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Microsoft .Net Reference Source

Copyright © Microsoft Corporation. MIT 51> XL 511> R,

REx—YREHV)—X1.9.4

Copyright © Microsoft Corporation.

Microsoft Public License (MS-PL) I2&% 5> ZXhttp://managedesent.codeplex.com/license

jQuery Ul -v1.10.4 - 2014-03-12

http://jqueryui.com/

Copyright 2014 jQuery Foundation and other contributors; Licensed MIT

jQuery JavaScript Library v1.12.4

http://jquery.com/

Sizzle.js #& ¢

http://sizzlejs.com/

Copyright jQuery Foundation and other contributors
MIT S E>RICEBDF1EVR
http://jquery.org/license

Hft: 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 http://jscrollpane.kelvinluck.com/
Copyright (c) 2010 Kelvin Luck

MITELUGPL 12> RDTaT7ILZ1EY R,

jquery.contextmenu.js

jQuery Plugin for Context Menus

http://www.JavascriptToolbox.com/lib/contextmenu
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Copyright (c) 2008 Matt Kruse (javascripttoolbox.com)

MIT LUV GPLZ1EYRDTaTILI1EV R,

jQuery plugin for Hammer.JS - v1.0.0 - 2014-01-02
http://eightmedia.github.com/hammer.js

Copyright (c) 2014 Jorik Tangelder j.tangelder@gmail.com;
MIT 12> R2EKBZT1EVR

jQuery MouseWheel

Copyright (c) 2011 Brandon Aaron (http://brandonaaron.net)
MIT 51t > X (LICENSEtxt) &35 1> X,

WPF Toolkit 3.5

WPF Toolkit (http://wpf.codeplex.com/) Copyright (c) 2006-2014 Microsoft

MS-PL 5+t > zhttp://wpf.codeplex.com/license

Extended WPF Toolkit 3.0

Copyright (C) 2007-2013 Xceed Software Inc.

Zn7OY S Ll http://wpftoolkit.codeplex.com/license TR I 1 TW3 Microsoft Public License
(Ms-PL) O&%HFICEDVWTIRHEINET,

BMoiE., J> hO—JL. BEARFOT7 v a3 FIIYR— DWW TIE. Plus Edition (http://xceed.com/
wpf_toolkit) ZERELT IV

RfER: Twitter © @datagrid # 7 x0—9 % hhttp://facebook.com/datagridsTtuynval LTI WL

WiX Toolset

Copyright (c) Outercurve Foundation. Common Public License Version 1.0.

CLR Security

Copyright (c) Microsoft Corporation. Microsoft Limited Permissive License (MS-LPL)
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Stack Exchange Redis 1.1
StackExchange.Redis.StrongName 1.1 https://stackexchange.github.io/StackExchange.Redis Copy-
right (c) 2014 Stack Exchange

MIT S1E>RICEBF1EVR

Newtonsoft JSON

Copyright (c) 2007 James Newton-King

MIT S1E>RICLBTI1EV R,

jQuery JavaScript Library v3.7.0

https://jquery.com/

Sizzle.js #&T

https://sizzlejs.com/

Copyright JS Foundation and other contributors
MIT S>> RcLB51E2R
https://jquery.org/license

Hfd: 2020-05-04T22:49Z

jQuery Ul -v1.13.2 -2022 -07-14

http://jqueryui.com

Copyright jQuery Foundation and other contributors; Licensed MIT

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS -v2.0.8 - 2016-04-23
http://hammerjs.github.io/
Copyright (c) 2016 Jorik Tangelder;

MITSAtE>RELB51E2R
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VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 Julian Shapiro.

MIT SAEVRICEBFT1EVR, s#LLIF FOP I MIL—bDSAEY AT 7L ZEZBRL TS,

slick.js - 1.8.0

MITS1t>Z (MIT)

Copyright (c) 2013-2016

jQuery Ul Touch Punch 0.2.3

Copyright 2011-2014, Dave Furfero

MITELUGPLN=23> 251> RDTaTILF1EV R,

MITS>1t>X

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"),
to deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell

copies of the Software, and to permit persons to whom the Software 1is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be 1included
in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY

J
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN
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THE SOFTWARE.

Apache License. Version 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an 1individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications
)

including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, 1including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether 1in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object

form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications

represent, as a whole, an original work of authorship. For the
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purposes

of this License, Derivative Works shall not include works that
remain

separable from, or merely link (or bind by name) to the interfaces
of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for 1inclusion in the Work by the copyright
owner

or by an dindividual or Legal Entity authorized to submit on behalf
of

the copyright owner. For the purposes of this definition, "submitted
n

means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to

communication on electronic mailing lists, source code control
systems,

and issue tracking systems that are managed by, or on behalf of, the

Licensor for the purpose of discussing and improving the Work, but

excluding communication that 1is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution.
n

"Contributor" shall mean Licensor and any 1individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made

)
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.
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4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of -ts
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, 1if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for -inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing
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the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this

License.

8. Limitation of Liability. In no event and under no legal theory,
whether 1in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (dincluding but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derdivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license,
do not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derdivative works,” and
distribution” have the

same meaning here as under U.S. copyright law.

“

A  “contribution” 1s the original software, or any additions or
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changes to the software.

A “contributor” 1is any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’ s patent claims that read
directly on 1its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, 1including
the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free
copyright license to reproduce its contribution, prepare derivative
works of dits contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under
its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software

or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are 1infringed by the software, your patent license
from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy
of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using 1it.
The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your Tlocal

laws which this license cannot change. To the extent permitted
under your local laws, the contributors exclude the implied
warranties of merchantability, fitness for a particular purpose and
non-infringement.
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