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« StoreFront r—/N\—TZ DBWEEEBMICL £,
o JSUY—IRMEEE IV SAT Y R TN RICEBELE T,
« Windows 2303. Mac 2304. %7zl Linux 2302 LUEE® Citrix Workspace 77U ERL £ 9.

HR—bTNTWVWETSY 73 —LTA—HF—DRI -7 Web# 1 MIHHTTI/ERTZE. O—AILICTVR
F—JLEIhTW3 Workspace 7 7V #ktH g3 LS ICkdonE T, £9 Web IiRigeEDFERZE L. Thhtk
B L7=3% &%, Citrix Workspace Launcher #& L £ 9., Workspace 7 7 0B #BRICET L TWBEEEIL—
H—lg. [7hYY h&RE] ICBF L. [Citrix Workspace 7 7 2L 8] % - 1) w2 LT Workspace 7 7! %
BRETEET,

COWEEIZT 7 AL ETRA TICAR>TWET, BEHIZ. StoreFront 4+—/N\—THxd PowerShell 72U 7 +%
FRALT. COMEEZEMICTEEd: Add-STFFeatureState -Name "Citrix.StoreFront.
EnableBrowserExtension'"-IsEnabled $True,

Internet Explorer

a—1—7hInternet Explorer TR b 7D Web # b= #& TR . Internet Explorer A Citrix ICA 2 51 7
Y b7 RF>EEE Citrix Workspace 77U EA VA =L 3 L5RDENET, TFTA VDA VI —ILT
N3, A=A > X b=)LEhi: Citrix Workspace 77V EBL TT7 TURTRY by THEEFHT S 720HIC
FRINEFT,

ICA7 71 I)ILDA T >>O—R

HTML5 rai7 Citrix Workspace 7 U A O0—HJLIC1 > X b—JLE iz Citrix Workspace 7 7\ #7535 T
HTEFARWES, I —DT7TVELR TR by T2EE TR L. .ica 77 E U yO—-RIhEY, 21—
—iE. O—AIZr>Z ~=JLant: Citrix Workspace 77U ERLTID 7 7 L2 e TEFE T,

DY =D a—rAy

AT THRAARET A by TELVT TV =23 AO7 7R ZRMHET2 URL ZERTE£9. ML
URLZAE xRy k7= ETHRI TN TULS Web 41 MIEHRAAT, I—H—HDFIEPVY—RIITIER
TEBLSICLET, ANV I%EIUvITERe. ARTOWeb 1 MZUAIL Y hEhEd, CTT
dA—H—hWeb 1 MMIOFA > LTVWRWEEROIF Y LET, X ~TD Web H#+ FTid. VY —XHEEHN
ICEBLET, UVY—RD>a— Ay FOERICDVWTHEHLCIE. TWeb 7 b a—Fhy b1 288BLTL

2EL,

TIVT—300 3 —bAY FEERTBREEIF AT TREINTVWE T U r—2 3 Y OERINEERLT
WEWIEZHR LTIV, a—bAy hTIE RACREIZF D7 TV T—2 a3 v OBBOA VA2 X %K
ATETEEA, BRI B—DTRI by TITIN—TOERDTRI by TA Y RAE Y X2 X ST TRIEY 358,
AVREVRATEICERDa— Ay b 2ERT 23 TEEEA, a—bAY TR ARV RS UNS
A=B—%T7FVr—23VICET LR TEEEA.
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FTrIr—=23>Da—rhy bEERTBICIE. TEOPa3—bAHY FERIMTZRE Web 441 @ URL %
StoreFront T—&ICEBMLE 3, 2—F—HWeb U1 b D> a—+rhy rESZUYI TS L. StoreFront iz
D—EBZEBEL. ERNMEETEIZWeb U1 D 5DHDTHEINESHERLET,

A—HY—A2F—TITAADARXEZIARX

Citrix StoreFront Tld. A—%—aA Y2 —T A1 REHRXAEIAXTEET, Zh5idk. Citrix Workspace 77
UHSRMFICTOERATEZHETH. Web IS0 -5 MFICT7 IR TRIHBETOERINET, R-dh
BXFH. hRT—F 4 VT REZAIN— b, LU JavaScript 77 1 L ERETET £9, £ OJF VR1%O
X I7BICARZ LOEAEZRTLIED, BNV IZBMLEDTZIEHTIEHET, #LR MMEROoHREY
TX1 Z2BRLTET W,

XenApp Services t-1 k@ URL

Ty TTL—RTERVEWN=a3 >0 Citrix 9547 bOIA—H—d. ATV b EBRTIESICAMT
@ XenApp Services 1 bD URL ZIEETE3LICED. A MTICFIERTEIZL5ICADET, £ B
HlF. RXAVIZBILTVWBRTRI by I 7 IS4 7> R0 2—H— KU Citrix Desktop Lock #EfTLTWL
2BENKINT PCoa—+—21 XenApp Services -+ MEBETIXMTFICTVERTERLSICERTILD
TIFET, RXAICBMLTWE TN X Lid. StoreFront #—/N\—%&A TWL3 Active Directory 7 + L X
FRORXAVIZBLTWRT NI REZEKLE T,

StoreFront Tid. Citrix Workspace 7 71 h'5 XenApp Services 1 FADIEEH— REE > 7/XXZIL—5R
HEDHYR— TN ET, Citrix Fast Connect APl ZEB ¥ 3 Citrix Ready /8— ++—8&Tid. Citrix Receiver
for Windows % 7=1& Windows [@t3 Citrix Workspace 7 7'J 15 XenApp Services 1 k%77 L THEMNIC
ZLTFICOAYTEET, A—H—IF EEA—FEFE>TT7—IXF7—>3>icOd 7 > L. Citrix Virtual
Apps and Desktops hhSRREINZ TR MYy IR 7TV =S a VICARICERTEF T, FLIE B
dWindows @Al Citrix Workspace 77U D RFa XY b EBRL TSI,

TI7FILETIE BEELFPHLOWANTEERT DL ZIC. EDX 70D XenApp Services URL BE#1ICH D
#9, XenApp Services # - k® URL iZ. http[s]://serveraddress/Citrix/storename/PNAgent/config.xml
OFHTY, I T. <serveraddress> & StoreFront BFIIRIBEOH — N — £/ I3BFIHRBEOTLMEM B X
>8R T, <storename> [3X b 7 DIERBHCIEEL/RAITY, CHICED. PNAgent 7O L DA ZEFERATE
% Citrix Workspace 7 71 bt StoreFront ICiE#i T £ 9, XenApp Services URL #BHL TR M7ICT7 o &
ATEBZITAT7YMIOVWTUE TO—H—7 N1 2DEH] #BBLTIIETL,

BEERIRERE

XenApp Services #-1 k@ URL i%. Citrix Workspace 77U IC7 vy FFL—RTEP. RBEOT7 IR AEERE
BTIRVI—Y—%HR—rT3LDICERINET. UTOFRIEFEEEEEL T. XenApp Services 4 T
A—H—ICRSTPADTIERZRETEZDNESHEREL TLIET L,
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e X7 ® XenApp Services URL IFEZEETEF £H Ao

o 187 7L config.xml Z#EE L T XenApp Services URL RE#EET3 L IFTET X Ao

« XenApp Services # o b Tld. FBEI—HF—REE. F X1 VNI —RiE. AX— ~A— RBIE. 7
—brA—RNRRRIN—FZEADNYR—rTNET, TT7FIILETR BELA-Y—RALEICHEDEFT, &
XenApp Services % MIEMTEZRAFELEZX M7 THERTET S XenApp Services 1 b d. 21
ZFN1DRETTY . EBROBHAEEEMCTSICIE BRIOX M7 EMER L T, 5D XenApp Services
B N TERBZBEFZEZBIICLET, COHFE. EOXMFIZTIERIARENZI—H—(IT@BHL T
2TV, 3L <IE. XML Y —EZR— D5 2BBLTEI W,

« XenApp Services H1 b TlE. T—0ZAR—=AY +FO=LUDBTF T3 L TEMCHR>THED, BRELTE
LIEDEMICLIED TR LIFTETEEA.

o A—H—O/NIXT—REEERIF. StoreFront OB —ERENLT. AMTIZTRI by FeT7 YT
—> 3 > %iRM#T 3 Citrix Virtual Apps and Desktops H—/N—h'5 R X1 > O bO—S5—ICEEREET
nEJ,

AT LEHR

June6, 2024

StoreFront Z-r > X b—JL$ 380IC. TStoreFront OEEEtE] ZBBL T TV,

StoreFront —\—DEH
VA vk 4

Citrix £ TlE. UTFTD TS w b7 #—LAD StoreFront D1 > XA F=ILBEFIXFINTED. HR—HREST N
9

« Windows Server 2022 @ Datacenter. & ¢f Standard T5«r> 3>
« Windows Server 2019 o Datacenter. & ¢ Standard T5«r> 3>
« Windows Server 2016 @ Datacenter. & ¢ Standard T5«+> 3>

A
StoreFront iZi& Windows ¥ 22 kv 2R RETH 3 7=%. Windows Server Core ICix1 > X k=)L
TET XA

HF—=N=TI—TRDITRTOD StoreFront H—/N—id. ALARL =T VI RTFLDON—-U 3>, F:&. O
—ILEFERTINELRHBD XY,
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StoreFront B&NET 3 —N—LDARL —FT o VI RATLZTY I L—RTBZLIF T R—bIhTLEE
Ao CitriX TIFFHILK A YR =)LLTeARL =T 1 VT R TLIC StoreFront 1 Y X h—ILT 52 B8
LEd,

StoreFront -1 > X b—JLF 3 H1IC. Web #—/N\—TXxd Windows #Ee2BICT IHRELHD £, hbd
DOOAVER—%> bE. FriLW Windows 1 Y X F—=JLTIFT 7 2L b TEMICE>TWVWS 7S, BRIICT V1>V X
F=ILLABWRD. BERIHBEDHD FE A

« NET-Framework-45-Features
- NET-Framework-45-Core
« PowerShellRoot

- PowerShell

AVAR=ILEINTWAB.NET Framework d/NN—2 3 >0 4.7.2 KO FHWEE. 1 VX =5 —IZBHMIC.NET
Framework4.7.2 %4> X —ILLE T, Zhicld. NET-Framework-45-Core Windows #EEHEEIC T > X b
—ILTNTVBRRERH B CITEFRELTLET L,

StoreFront 1 > X k=S5 —H KOWThHD Windows HeeME TN TLWAWVWI L Z BB LIIES. EN5iE
BEICT VA M—IL3INET:

« Web-Server

- Web-WebServer

* Web-Common-Http

- Web-Default-Doc

- Web-Http-Errors

- Web-Static-Content

- Web-Http-Redirect
* Web-Health

- Web-Http-Logging
* Web-Security

- Web-Filtering

- Web-Basic-Auth

- Web-Windows-Auth
* Web-App-Dev

- Web-Net-Ext45

- Web-Applnit

- Web-Asp-Net45

- Web-ISAPI-Ext

- Web-ISAPI-Filter
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* Web-Mgmt-Tools
- Web-Mgmt-Console
* Web-Scripting-Tools
+ NET-Framework-45-Features
- NET-Framework-45-ASPNET

- NET-WCF-Services45
* NET-WCF-TCP-PortSharing45

StoreFront #1 > X =)L 3HIIC. ISWebH 1 rEHDTFA LI R)EEIIRSATICBHITZLHTEE
9o StoreFront @ IS TOE /SR, H—N—FI—THDIRTOY—N—TELTHIBEHLRHD £7,

N—RKJxT7

StoreFront —/N\—id. XOEHZHE L TWVWIHRELHD £

« Ot vH: 2EUEDRE CPU. 4 EDRf8 CPU & #1E
« RAM: 4GB, T 5Ica—H—CCICFBREERY Y —XZIZ 700 /N1 b,
e AL =

- StoreFront B{&iZid 250MB,

- 2b7Zic 120 Web 1 b ERBELBE. X 72 30MB,

- BRICADDECE->TVWER AT IEIZ5MB, T 512, HBKRICAD 1000 iz 8MB,

- BHICRLCREINSOJ 7 7MIILBEOFRRESIRE ISOJT77MILA ML —C0ERICET S
Microsoft R¥a X > FEBEBLTLIEI L,

- StoreFront MOV BO+RHBEIFE, 77 4/ ~Tid. StoreFront idtr—EXZIZ1GB 0O
Tz RFLET, StoreFront BREICIZERE. A 71l 200—-2JH—EXIZMZA T3 2D
H—ER (R+TH—E R, BHEF—E R, LU ReceiverforWeb #—E'R) i&FEn£d, Nt
TINoa—FTa>7) #2BRLTIEESL,

*y bD—9

StoreFront Tl&. UTOBER— EHIFERINET, 7717041 —IRIEHLDXRY FT—IFNAXT. Thb
DR—bADTIEZIDHFRIINZIZEEBRBLTLIET L,

s TCPR—1F 80k 44313, TnZNHTTP LUV HTTPS@EFEZERAL TY 51 7> hH StoreFront (Z#
B BrOICERTINET,
o TCPR—k 808 id. #—/N—=2IL—TFAD StoreFront 5 —N—FOBETERINE T,
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o U—N—=JIIL—TAD StoreFront  —N—EDBETIF. IRXRTOREDHETTCP R—bH5FVHLIC
BIREINBZHR— hHMERINE T, StoreFront o > X b—)LEICER S5 Windows 771 7o +—)L
HRANC KD, StoreFront ORITAIEET 7 A ILADT I L ZADBEMICHD £, cfEl. 2O IICFERAIN
BR—MITZVALICEIREINDZ . ABRY bT—0 LD T 7A T 74— IRIELDRY 8T—TFNA
AT, IRTOKREIDHTTCP R—=bAD ST v oHTOYVITNBVWI L ZHEBTIHEDHD ET,

« HTMLS @i Citrix Workspace 77U, &7zidBzh4aB&. Citrix Workspace 7 71 O # R — bxtR/N—
Ty ARy bO—otoO—ANI—HY—hSTFRI MY TR T IV r—a v aRET S —/N—
ADEETTCP R— 1~ 8008 # AL £,

StoreFront Tld. Ea7 IPV6 Xy D=0 B LUV TaT7ILZXE v IPV4/IPV6 BIROEA DY R— ~Th&d,

Active Directory

StoreFront ®% < DiEETIF. StoreFront A'-r > X k—JLENTWL3 Windows Server % Active Directory K
XA VICBNSEZIBENRDHD £7,

R XA 280 TWARWY —/N—(C StoreFront 1 Y X b—ILg 2 2. ROBEEIFFIATI R AD FT:

o B—N—=JIL—7F

¢ BRUCAD

o BARMAI—HY—B NI T — RUINORBEEA A (StoreFront ICE#E. £7-1% Gateway &H), StoreFront
% ¥R L T, sB#E% Delivery Controller ICEET 3 HELHD £7,

Microsoft SQL Server 2R L 7= 7RI U F> 3> TF—2DR%E

Z 7> 3> T, Microsoft SQL Server #ERE LY TR0 1) T a>rT—42%FEFTEEY, StoreFront T2+
7o ayhtiR— k3 n3 Microsoft SQL Server /X\—2 3 V&, Citrix Virtual Apps and Desktops TF—4~
—RUCB L THHR— T h3 Microsoft SQL Server N\—2 3 Y AL T, Citrix Virtual Apps and Desktops
D TORTLEH, O T7—2R—21 202a>z8RLTIZEW,

1VITSAMSIFvDEH

Citrix Tlx. LT Citrix 1 > 75X SV F v BB TO StoreFront FEALTI FINTED., HR— FHRMH
IhZEd,

Citrix Virtual Apps and Desktops

StoreFront (&, @ /N— 3 > @ Citrix Virtual Apps and Desktops ##7R— L TWET:

« Citrix Virtual Apps and Desktops 7 2203 LTSR
« Citrix Virtual Apps and Desktops 72112
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Citrix Virtual Apps and Desktops 7 2109

« Citrix Virtual Apps and Desktops 7 2106
Citrix Virtual Apps and Desktops 72103

« Citrix Virtual Apps and Desktops 72012

« Citrix Virtual Apps and Desktops 7 1912 LTSR
+ XenApp & & U XenDesktop 7.15 LTSR

EHEY—EXUU—X (LTSR) BBETOZOU U —XDFERICDOVWT, LUV ZOMDEL HBZEMICDOVWTIE
Knowledge CenterditE=E8BL T I L,

Citrix Gateway

DRy FTD—U EDa——H StoreFront IC7 VXA TE3LS5ICTBEE. UTO/N— 3 >0 Citrix
Gateway ZfFTZT 7,

« Citrix Gateway 14.1 (2203 LTSR CU4 LIFETHHR— )
« Citrix Gateway 13.1
« Citrix Gateway 13.0
+ Citrix Gateway 12.1

Citrix Gateway B D#EFIE. ICA FOFx >, Citrix Gateway Plug-in. #7:1&2 517> L X VPN (cVPN)
ZERALTRITTEEY,

A-—H—TNA ROEH

StoreFront . A—H—HBFRI MY TRFFUVT—2a VT IERTREHOIETIEHRA T avERHL
9, Citrix 2—%—l&. A—AHIIC1 >R t=)LShi:z Citrix Workspace 7 U BL TR +FICT V2R3
Zrb. 75U —RTHTMLS mi7 Citrix Workspace 7 7V 2 RT3 HTEE T,

O—AJLicr > X k=)L niz Citrix Workspace 7 7V

REYR— TN TWVWBETRTO/N— 3 > D Citrix Workspace 7 71 T, REB% v kT — 24 & Citrix
Gateway omAH 5 StoreFront X F7IC7 o2 XTEF £ Y, Citrix Workspace 77U D51 744 7 JLHREIC
2WTiE. https://www.citrix.com/support/product-lifecycle/workspace-app.htmlz 2R LT £
(AN

Web 7354 —17n HTML5 @i+ Citrix Workspace 7 71

HTMLS5 @7 Citrix Workspace 7 71U % fEHL T, Web 7S 0= S X N TICTIVEATEET, 7TVELTR
I by FlE. AT TICA X b=)LE i Citrix Workspace 7 7UEHT (N1 7V REBIEMFENET).
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iz Web 7505 —HTEESHTE &9, Web 1 FOBRICE > TR TV FI—H—H'2 DOEEHEZTID
BZB3IEHTEET,

UTDT S0 —DRMN—2a>yEFERLTIIEIWD,

Windows 05

+ Microsoft Edge

+ Google Chrome

+ Mozilla Firefox

Internet Explorer 11 - CU2 L&, X b7 OMBOHICFERIN. VY —INQOEFICIFERINEE A

Mac D&

« Safari
+ Google Chrome
+ Mozilla Firefox

Linux o354

+ Google Chrome
+ Mozilla Firefox

HTML5 @i+ Citrix Workspace 7 7 U R LT Web 7S5 UH#—&HTU Y —XICEH T Z7HDEHIZDOVT
L <l&. HTMLS @7 Citrix Workspace 77U D RF 2 XY FEBBL TSI W,

LAS—FNA X

Citrix DL H>—2o 517> hid. XenApp Services ® URL =R L T, #EEHPRE T N7iRAET StoreFront X
FT7ICT VR TEET, XenApp Services @ URL (& PNAgent &2 0kt &% 7R — 9 5 Citrix Receiver
3.4 Enterprise LUV ZNLURIDO Y 517> I K DEFIT LT BAEMBEOH I LAY —HR— rZiRHLE
ER

AX— b Oh—ROEH
22X — k#—RIZ& 3 Citrix Workspace 7 71 fEF
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EDDBEDAT— rH—RU—4— dEEmMil) —4—, LU Trusted Platform Module (TPM) Fv FIcE
DRI — A= R R—bTNFEEA.
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Card) BEAKRICESVWTVWET, BINERFLLT. AN—FH—RELVRI—+rH—RU—LZ—BFARL—F~
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D T2%—kH—R1 B&Chttp://www.citrix.com/readyz 8B L T 723 L,

Citrix Analytics Service D Eff

Citrix StoreFront % #m L T. Citrix Workspace 7 71 1t Citrix Analytics Service Ic7F— 42 %2 RETIT £ 7,
B oM. TCitrix Analytics Service] #8BLTLET WV, JOMEEIX. KOS FUATHR—FINTWVE
ER

s Web 759H#—TT7 VXT3 7
« Windows @7 Citrix Workspace 7 71) 1903 LD S 7 VXA TNB R 7,
« Linux @i+ Citrix Workspace 7 71) 1901 LN S 7 VL AINB A T,
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StoreFront =« > X b—JLL THE T B ICIE. ROFIBICREWVWET :

1. X7 LEHZEEBLTIETL,
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ICkb&Ed, COR— k. H—N—FI)IL—TROD StoreFront 4 —N—RBDBETHEASINE T,
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StoreFront 1 Y R b —LEICI 5 — T —XDEEINELET 2D ZERT 57cHIC. TRTOT TUT—
VAN TUVT, =T v b AT ALALETHORZ R IRREAERITINTVWAVWCC ZHERLET,
1. 39>0—RR=JHhE5AVYRA—F—%FZo>O0-RLET,
2. O—AILOEBEEERZIFOTH VY LT StoreFront r—nN—icOs 4> L &7,

3. Windows 2016 =R L TW3iEaId. .NET Framework 4.7.2 Lg% 1 > X —JLL £9, Windows
Server 2019 LIBETIX. T 7 4L b TEMICAR >TW3 Windows O#EET I,

4. CitrixStoreFront-x64.exe ##&&EL. BEBEC LTEITLET,
5. A4V RBHERGH RETDICEERLT. RNl 20U w o LET,
6. [INBRHEOREDR] R—JHBVWEHEIE. RA] 20Uy ILET,

1. [1 VA F=ILORE] R—J T, 1 VXM=V RONBEBEEZES LU StoreFront AV R—%> bz HERL
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—

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Infarmation Services (IIS) installed successfully.
& StoreFront installed successfully.

& Citrix StoreFront 2203.0.0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish,

9. StoreFrontid. 1 YA F—IILERT T2 DICBREZERTZeHHBHDET. STSHBRETSICIE
EW] #2oUw o LEY,

10. Microsoft 1> &2 —%w b1 > T aX—>g3>H—EX (IIS) THTTPS ##H L £33, FIEICODWT
l&. THTTPS &k % StoreFront otz 2 71 1R#E) #8BLTLIETL,

avw>yrR7Oor7eh5 StoreFront #1 VX b—JLE 3 ICIE

1. O—HIDEEEERZFD>7HU > +T StoreFront —N—icOd+> L £,

2. StoreFront #«1 > X b—IL 9 BHiIC. StoreFront 01 > X F—=IILEBERFE TN TWVWBR I e #ERBLE
o MV AL—ILELVER T ZHIIC] ZBBBLTIEIL,

3. IVAM=IUAXTa TORBEBRBTZIHMNvTr—2% 470 >0O— KR LT, CitrixStoreFront-x64.exe % 1
—N—LEOFEED T A IILE—IC—BHICOE—LZ T,

4, A< R7OYFIETAYRAM=ILT 7D EENZ 7 AIINE—ICBH LT ROOAT > RERTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 33


https://docs.citrix.com/ja-jp/storefront/2203-ltsr/install-standard/configure-https.html
https://docs.citrix.com/ja-jp/storefront/2203-ltsr/install-standard.html#before-installing-and-configuring

StoreFront 2203

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]

<!--NeedCopy-->

StoreFront £ Z DBIIREZEGOH ALY bI YA b—ILERITTSZICIE. -silent 5|52 FEBL £7,
StoreFront i&. 77 = JL kT C:\Program Files\Citrix\Receiver StoreFrontic1 > X k—J/LEh £ J.
72 L.-INSTALLDIR 3% R L TRD 1 > X b—ILIBFR%EISET 5 Z £ H TS £ 9,installationlocation
ICid StoreFront D1 Y A b —JILED T # ILF—ZIBELE T, T—N—%FF—N—JI—-TICEDBHE
i&. StoreFront -1 > X b—JLIZFREL IISWeb #1 FREDEA T, WENZAELUY T~ ID 2—H
THIBEBELBDET,

F7 4 bTlE. 2—H—H Windows £7z1d macOS T Web 7 5o —%BZ. Citrix Workspace 77
DEBHTIAWEES, RO TS v b7+ —LICKIE L7 Citrix Workspace 7 71 % Citrix @ Web +
AEDSATYO-RLTAYRM—ILTEESIXvE—IMRRINET, COBEZEEL T, Citrix
Workspace 77U DA > X b—JL7 71 )L% StoreFront —N—h'6 4TV O—RTEZ L SICHERT S
CCHTEET, ¥l T2 =1 T2 VY —RDORRAXNDIERI] ZBRL T I,

COBREEET 35515 -WINDOWS_CLIENT & & U -MAC_CLIENT 3|#% 8% L T. Citrix Receiver
for Windows Z 7z 1% Windows @i+ Citrix Workspace 7 7. & & U Citrix Receiver for Mac %7z 1
Mac @7 Citrix Workspace 77U D1 > X b—JL 7 71 L% FNhZ 1 StoreFront B DB IHETIC
JE—L £7, filelocation ® AE—F9 31 YA L—ILT 71 ILDBEENZTAL I MNIBICESTHRZ.
filename 24 > XA =L 7 71 ILOZBICE SRR £9, Windows @7 Citrix Workspace 77U, &
U Citrix Receiver for Mac % 7-i& Mac @7 Citrix Workspace 7 7 @1 > X k=)L 7 7 JLiE. Citrix
Virtual Apps and Desktops 1 > X =L XF 1 FICEENTVE T,

12 =)oy

O 771 DWTELCIE T2 b—)LOd) 28RLTLLIES L,

StoreFront DR

AR M=ILHRT TS, Citrix StoreFront BB O YV —IILHABFNICEEBIL X T, £/, [EFH] X=Za—H5
StoreFront #f< & HTE £ 9, Citrix StoreFront B> Y — LOYIEEERIC. 2 DDA T2 3 VHRRS
nxd,
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= Citrix StoreFront - |
File Action View Help

e[  HE

¥4 Citrix StoreFront T Actions
- Citrix StoreFront =

Wiewy »

6 Refresh

Welcome to StoreFront B Hep

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 3 server to an existing load-balanced group.

o EFIRIEDOEMR. #rL L StoreFront ERREBEORO Y —/N—% R L £9, StoreFront ZzFML 7= D.
INBIELRREIBEBEEER LD T3ICIF. B—0—N—IREHBENTY, RO StoreFront —/N\—% 18
B L7EETIE. WOTHBY—N—%2JIL—TICENL CERRIEBEDHFAREIZIGRTI £,

o BBEOY—N—TIL—TA D&, BEFED StoreFront BREREBICRIOY —/N—%EBIML £9, StoreFront
ERBRBOHFBRENZ TIECIERTIICIE. COF T2 a>EBRLET, BT —/N\—DREREICIE.
INBOBTDEIENNBETT, H—N—%ZBIMTIEEEICE. BRREANOBREDOY—N—IIXNTE7Y
T AENVETT,

A—4—F7 5T — &7 iF Citrix Workspace 77U AL TR M PICT VR TER &L SO £ LT 3L <
& 1—H—HA1 FZ8RLTIETL,.

Citrix H 22X —I O ZARYITVZRALFOF 5 A

October 3, 2023

Citrix DA XEI—IT UV ZRRVI>RALETOY S L (CEIP) IZBMT 3. EROHHS LCEARRERD.
Citrix NRORBESLUNT +—I VR ZA LT EZENTREINET,

StoreFront zr > X b—JLF 3 & CEIP ICEEINICERINSZ L S5ICAD £ LT, StoreFrontdr > k—JL
hob&Z2 7THRIC, YIET—27 Yy 7O—RHRfTbNhET, COTT7AINMILPAMIRETEETEEY,
StoreFront D1 > X b —JLORICL P A MUREEZEET B . ZOEMNMEATNE T, StoreFront 07 v 74
L—ROHICILSRANIREEZERETD L. EDEIMERAINET,
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I3

H .
=1

LPZMIIT42—DFRAZRD . FAGEENRE T BEAEUDHD. AL —FTo VIO XTLOE
AVAR=IDREBICRBZBEDHDET, LIRMNIITa2—DORBICKLZEZEICX LT, Citrix Tld—
PEAZEVWERA. LYRAMNIITr2—Id. BEROBEFLHIMOBEATIEALLIEI WV, Feo LYX K
U77AINDNYy Ty TRERLTHSE. LEXRUERELTILET L,

AROBE Ty TO—RZ2HHIEZLOIMNIRE (F74ILE=1):

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled
<!--NeedCopy-->

F7#JL T, Enabled 7ONT 1 IZL A RMVICRTRINE LA, RKIEEDFFDIHE. B 7 v FO— Ri¥aE
I$BE%HTY,
PowerShell # B9 3184, XOIY Y RL v MMECEIP ADEBEEEMICLE T,

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name
Enabled -PropertyType DWORD -Value 0

P
COLPZRRMURETIE A——N—LIZHBZITRTOIAVR—RY FOEZOFER L EARRTERD
BE 7y 7O—R%zHIEL £9, 72k zxIE. Delivery Controller ¥ [@ L H#—/\— LI StoreFront =1 > 2

f=ILL. LR FURET CEIP AO&MZEMICLIHE. @ADIVR—%> T CEIP AOSMAES)
ICBDET,

StoreFront Tii&E N3 CEIP 7—%

RORIC, WESNZEZBEROBEOHZTLEY. T—F Tl BEREZRBETZIIRNTOFMAIESENEE
Ao

F—4 Bz

StoreFront o/X\—> 3> 4> =J)LETNTW3 StoreFront o/N\—> 3> %R
ITXF5, : 3.8.0.0,

X LT BRREBICEFEFNZ A NTHERT A VE2—,

Y—N—=TI—TADY—/N—% Y—N—=TN—FIEFNBI—N—ERTHIVHZ

Z k7Tt ® Delivery Controller %k EFIRERDE X k7 THAREEZ Delivery

Controller xR EHEDO—E,
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F—4%

HTTPS &%

Citrix Receiver for Web @ HTML 5 82%&

Citrix Receiver/Citrix Workspace 7 7U D7 —o 2
R=22Iy +,O-JILOEMKL

ALTDOUE- LTI ERDEML

F—roTHAE

Citrix Analytics Service

April 17,2024

A

BHETHTTPS BMIIINTVEHESH (True &
=13 False) =3 xXF5,

%& Receiver for Web -1 k@ HTML5 Receiver :2E
(Always. Fallback. #7:i% Off) 2RI NXFID—E,
& Web Receiver T My —o 2=y bO—JL1 B
BicanTunahrsh (True £7:zid False) 57
T—IILED—E&,

BRAAODEALT7T TUE—rT7I7ER1 BEMICTH
TWahHhE>5h (ENABLED %7:1% DISABLED) =R¥
XF5 00—,

ERRIETERINTWS Citrix Gateway o#iz &R
o> —,

Citrix Cloud # CHBHTH > 7L = XD StoreFront BHERIEZ B1550HE. T—4 1 Citrix Cloud o Citrix
Analytics Service IZEfE T3 & S51C StoreFront 2R TE £ 9. #m#EI3. Citrix Workspace 77U B & U
Web 75 oH—Ha—4—aR> b &LET Z7-8IC Citrix Analytics 125 L £ 9, Citrix Analytics &, 21—
P— T7IVT—23 > IVRRAV M 2y bT—0, T—2ICEATIRAEBZENLT. I—HF—OTICEAT
SEENROFERERMEL £, Citrix Analytics RF a2 XY b TTOHBEICDWTHEERT 5ICIk. StoreFront
%Z{ER L7z Virtual Apps and Desktops 1 kADF Y R—R] ZBEBLTLIEEL,

COWEEZET B, UTZERITLET:

« Citrix Analytics SR 7 71ILEHo>O—RLET,
« Citrix Analytics ¥—#%% PowerShell #fER L T#* > 7L = 2® StoreFront BRIC1 > R— L £T,

StoreFront o#m&I%. Citrix Analytics Service HER L 7=F§IC Citrix Workspace 7 U 4t StoreFront ® X

PO BT —FZEETEELT,

BE:

COWBENELSEEL. E=ZX—T—EXZHET3ICIF. ERAPOD StoreFront BEA R— k 443 ORD

TRLREBETEBLDILTRHENHD T

« https://*.cloud.com
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« https://*.citrixdata.com

Citrix Analytics "S#BR 7 71 ILEH4 O >YO—RT3
B5E:
VIHAREARICIZ. BWEBREZSTHER T 7 MILDBETYT, 4V VO-RRIFT 7ML ERSICREL TLES
Wo COT77AILEHBIMNDACHEBLABVWTLIET W, BRE. COT771ILIFERTEE T, oI VIl
EREEERT 32HWENH BHEE. Citrix Analytics Service B>V —ILh 5771 ILEBEY > O
—}\“Tikia—o
1. BEEFAYY FTE=4— (https://citrix.cloud.com/) iIc@J#*>LET,
2. E-A-BEEEBIRLEY,
3. [&#E] #201)vo LT, Citrix Analytics Service B>V —IILERET X7,
0\{? = 177
ha

Analytics

SECUrNLY, permormance and usage insignts

How to Buy | Learn more
» Launch Demo

4. Citrix Analytics Service 88>V —JLT. [Settings] > [Data Sources] %=EiRL 7,

5. Virtual App and Desktops 71— KT, (B) XZz2—7-3>. [Connect StoreFront deployment]
DIRICERL £

6. [Connect StoreFront Deployment] ~—<> < [Download File] %3%iR L T StoreFrontConfigura-
tionFile.json 7 7 V=4 0O—RL £ T,

W7 71 ILOf
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/<

yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",
"cwsServiceKey": "PFJTPn - - .. T4=",
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"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instancelId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

}

<!--NeedCopy-->

customerld iz, EFOE=F2—DEERO—E®D ID TY,
cwsServiceKey i3, BRFOE-Z—DBEZ*HETZ3—EDNDF—T7,

instancelD 3. Citrix Workspace 7 1) m»5 Citrix Analytics 123 L TEESNIEBERICER (ExaU T« 1R
EEH) TREDICERINID T, EEHD StoreFront 4 —N—Ffcld B —N—J I -T2 EZ2—ICERT
3. TN'NIC—ED instancelD KEIOHTHNE T,

Citrix Analytics ¥—% % StoreFront BRI > HR— T3

1. StorefrontConfigurationFile.json 7 71 L% # > 7L X X® StoreFront #—/N— (% 7zid StoreFront
B—N=TI—TOoVWFhh DY —/N—) OBENBRT AINF—ICAE—LET, UMTFOIATYFIE. 771
NTFRU by FIRETNTVBHEETY,

2. PowerShell ISE #BAE. [BEEL LTET] ZRL T,

3. ROOARVR=ERITLET:

Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop)\
StoreFrontConfigurationFile.json"

Get-STFCasConfiguration
<!--NeedCopy-->

4. COARYVRIFAYR—rENeT—20IE—%RL. £11%Z PowerShell 3>V —JLIZRRLET,

CustomerId 2
EnablementService : https://
CwsServi ceKey F

EnablementServiceStatus : https://
Instanceld E
Name : CASS5ingleTenant

E
Windows Server 2012 R2 I/ > X F—JLENTWB A > 7L I X StoreFront —/\—Tl&. C++ 5> %
ALY 7 bz 7AVKR—2 b EFETAI YA LR=ILLTCASICEBETERLSICTZINELRHD £,
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Citrix Virtual Apps and Desktops @ > X b —JLHC StoreFront i1 > X b—JL T h33HEE. CVAD X
BAVAR=F—PNCHH SUFALAVR—2 2 b EA VA=) 37D, COFEIFFETT, CH+ T
2+ L7\ CitrixStoreFront-x64.exe X 21 > X k—35—T StoreFront B’ ¥ X b—JLETNTUWBIEE
CASHERB 7 71ILOA VR— Mg, EZH—ADERICKMTIHEDHD £,

Citrix Analytics ®5—% % StoreFront 4 —N\—J/L—FIzET 3

StoreFront 4t —N—JIL—T TINS5 DREERITLTWVWEHBEIE. 1 VKR— k& niz Citrix Analytics 7 —4 %
F—N=TIN—TDEXN—IEETIVRELNHD £, COFIEIK. BE—0 StoreFront H—/N\N—ERETIIHE
HHFHEA

T—RERETBICIE. MTOWThhOEEZERALET:

o StoreFront B>V —ILEFERALET,
« PowerShell a<> kL v + Publish-STFServerGroupConfiguration =B L £,

StoreFront r—\—4/L—7ID =89 3

Citrix Analytics Service ICIEBICERINIDE S H Z R T 5ICI1E. PowerShell z A L TEE® Server-
GrouplD ##&H L £7,

1. StoreFront t—/\—. F£HEHF—N—JIL—THD 1 &0 StoreFront H—N—ICOJF > L £,
2. PowerShell ISE #Fi=. [BEEr LTRIT] ZB/IRLET,
3. ROOAT Y RERTLES:

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

<!--NeedCopy-->

feeziE. Tho@AR Y FIFRDESBHNEREERLET:

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteld 1
AdminConsoleOperationMode Full

<!--NeedCopy-->

StoreFront » 5 Citrix Analytics N\OF—2DEEZFIET S

1. PowerShell ISE zR&. [BEEL LTET] 2#RLET,
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2.

10.

11.

ROARV R ZRTLET:
Remove-STFCasConfiguration
Get-STFCasConfiguration

BUBIIC 1 >R — kI n e Citrix Analytics 7 — 2 OHIBRICRIN L =354, Get-STFCasConfiguration (3
BEZEL FH Ao

StoreFront 4t —N—JIIL—TF TINS5 DREZRITLTVWEIESIE. EEEZGEL. TVR—bINE
Citrix Analytics 7—42 % —N—JI—TFDEX VY N—HDSHIBRTIHRERHD £F, y—N—TIL—TA
DI1IEOH—N—T. ROOAY >V RZETLET:

Publish-STFServerGroupConfiguration

MDY —N—=TI—TF A N—=TROOAT> FERFTL T, Citrix Analytics EHI T IIL—THRDITRTOY

—N—DSERBICHBRINEICEZRABLET:

Get-STFCasConfiguration

BEBETHUY FTEZZ— (https://citrix.cloud.com/) icAd#*> L %9,
E-X—BEEEERLET,

[&1] %#21)wo LT, Citrix Analytics Service B>V —ILERT £,

Citrix Analytics Service €>Y —JLT. [Settings] > [Data Sources] %#®iRL 7,

Virtual App and Desktops 1— K T. StoreFront O @B ZEIRL £7:

Virtual Apps and Desktops
1site | 2 users | 1 StoreFront deployment

HRRX MAR—=X URL & LU ServerGrouplD Z&8 L THIFXRD StoreFront BEZIFEL 7,

(B) X=a2—7T. [Remove StoreFront deployment from Analytics] %3®RL £7,
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StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected @

STOREFRONT DEPLOYMENT
https://sf1.bvt local/ 3db073f2-211f-479c-99d3-ef185ca4f4be Success Jun 9 2019 12:06 PM

Page 1 of 1 510Ws W

7
H—N—RITHEREHIPRY 5—7. Citrix Analytics » 5 I3HIFR L & W54, StoreFront BEOIT> MU I
Citrix Analytics IZ% 2 D ?D. StoreFront h 5137 —42%F{5 L £ A. Citrix Analytics 15 D # 18R %

HIpa 9 2334, StoreFront BT bUIREIDO 77U 7—I)LOBFIBEE ISty . /88
T2AEECY) ICBEEBMINET,

Web 7O > %M L T Citrix Cloud (234 L. Citrix Analytics (2E429 % & 5 (- StoreFront
ZIBRT 3

StoreFront " Web 7O > 0 BE% DX b Web —N—ICEBINTWSHE. Citrix Analytics ADER x5k
ML x7, StoreFront & Citrix BT HTTP ZO* > 2 FHT3HE. 7> 2 —* v kA StoreFront +
574 vy 57 RARAOD Citrix Analytics ICEZS 3 87IC Web 7OX > %2 @B T 3 HENH D £9, StoreFront
i RZFO0SO7OFx BREXEHEMNICERLEEA. Web 7OF S HENL TS T v I RRETZILS
ZALTICHETRTRICIE. TEOICHERDPBETYT. A7 web.config 77 riLicFiLWEo>a>&BML
T<system.net>7OF REEZBHTE £, Citrix Analytics N F—2ZEICERHINS StoreFront #
—N—LEDITRTDRATIZHLTINZRITLE T,

5% 1: Powershell T1 D7 I3EHDA T TFOFIHERERET S (5R)

Powershell x~ 1) 7 + Config-StoreProxy.psl #1792 . 1 DI EBDOI L7 TIO IO = EEL
L. <system.net>%#m T 2E%%4 XMLABBNICHEATNE T, /oo COXIZVTMIREOI—H—0
FTRU MYy ZICX T D web.config 77 A ILDONY O Ty TEER L. BEHIBELEINTULAL web.config
T771IEB/ITTESLSICLET,

pE

Z20) T hEBEHLORITI R . EHo<system.net>XMLoar—rEmMENEzs, X7 &

IC<system.net>DI > hUIF1 DDAICTEIHENHD XY, #HOIE—ZEMTEZL. A TDT
AF A ELCHEELEEDET,

1. PowerShell ISE #BgE. [BEBEYr LTRIT] ZRRLEY,

2. $Stores = @("Store","Store2")#RELTWeb 7OF > THEAITZI AN T7ERDET,
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3. ROWThhZEELEY:

« IP7RLZ. £7i3
« Web 7%+ ® FQDN

4, o PowerShell #217L %79

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN "proxyserver.example.com"
$ProxyPort = 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN

{

[CmdletBinding()]
param([Parameter (Mandatory=S$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
array]S$Stores,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
string] $ProxyIP,
[Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
string] $ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)

foreach($Store in $Stores)

{
Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"

Write-Host " 'n"

if(! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType "Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to $env:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null
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if(Test-Path "S$Senv:UserProfile\desktop$Store\web.config")

{
Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
}
else
{
Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"
}

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for
Store $Store..." -ForegroundColor "Yellow"
Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty ($ProxyFQDN))

{
$ProxyServer = ("HTTP://SProxyIP"+":"+$SProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$SProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element","system.net",
mnmn
)
$DefaultProxy = $XMLObject.CreateNode("element","
defaultProxy","")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer'")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)
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}

$XMLObject.configuration.AppendChild($SSystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store $Store'"+":
"+ SConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -

ProxyPort S$ProxyPort
# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort

$ProxyPort

<!--NeedCopy-->

5. C:\inetpub\wwwroot\Citrix< Store>\web.config T web.config 7 7 1 LOR&ICFH L L\ <system.
net>Eo>arvhEdsEnTuna e zERLET,

</dependentAssembly>

</assemblyBinding>

</runtime>
<system.net>

<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"

bypassonlocal="true" />

</defaultProxy>

</system.net>
</configuration>
<!--NeedCopy-->

6. FCitrix Analytics 7—%% StoreFront ERIC >R — ~9 %1 OHBBICHE> T, Citrix Analytics 7 —4%
1YR—bLET,

Bi%2: FBT <system.net> o> 3>% X 7D web.config 7 71 JLICIEBMT 3

Zhiz. Citrix Analytics ICF— 42 %22 ET 3 7=0ICERA I NS StoreFront ' —N—EDTRTDR F7ICxFL T
RITTIHNELNBD £,
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1. 2 b 7 ® web.config 7 7 1 LD N w o 7 v 7% MR L. Clinetpub\wwwroot\Citrix<
Store>\web.config LS DBIDIBFRICIE—L 7,

2. FQDN ¢ R—+ESDMEAELED IP & R—rESOHEAEDLEZEAL T, UTO XML TZOFRE
ZHRELE T,

fcr Z1E. FQDN t R— +FBSDHEBELE TIE. UTDLS5%H<system. net>BEZ+#HEAL £

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
<!--NeedCopy-->

feezid IP e R—rESOHEAEDETIE. UTOLSH<system.net>BR=zFERALET:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>
<!--NeedCopy-->

3. X+7® web.config 7 7 1 ILOREIC. UMTFOLSICER<system.net>BREZHEALET:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>
<!--NeedCopy-->

4. TCitrix Analytics 7—% % StoreFront ERIC >R — t 9 51 OFREBICHE> T Citrix Analytics 7 —4% %
’r\/j—‘\)_ |\ [/ ij-o
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HTTPS Ic & 3% StoreFront otz 21 71 {R:E

April 17, 2024

StoreFront £ A—H#'—F N1 XDOED@EEIF. HTTPS TRETZ 2 HEDHLET, ChiZkD. 51470k
& StoreFront DEITREEINBZINRAT—RE LUV ZOMOT—FHERICESKINE T, TSI, B4R HTTP
B, PEERBREOIEFIEFRRBICEI > TEBRICTSINZAEEMELH D £9. IS, BEHEHIARE WI-Fi R
v ARy FREDELIFTHRWVWEMDSITONZBEIFEOREELHB O 9, IISTHTTPS AR INTULA
WEE. StoreFront ©&fEIC HTTP iMERATh E Y,

BRICISC T, A—Y— &7 —bozrFkiEO0—-RNS 5 —&HT StoreFront iIc7 X TE £, HTTPS
BEETS— bz £EO0-RNS U —TETTEEXY, L. COHBETH, HTTPS #ERAL TS — Y
T & StoreFrontlOtEF 2 7+ THRESNEGEZBRERIZCZEHHLET,

StoreFront B HTTPS IR I N TULWARWEE., ROBERRRINET:

44 StoreFront using HTTP not HTTPS.

SERAZE DR

o StoreFront A7t RIEHAINS FQDN A, #7207 FDFIE (SAN) LTDNS 71 —ILRIZE
FNTVWBRCZRRBLET, O—RNSUH—ZFHALTVWSEHESIFE. @20 —N—D FQDN xO—F
NZoH—DFQDN #EAEHEHE T,

o B—F/N—F CA (Verisigh B¥) FRBEBICHITZ24DIL—F CAZERL THRAEZICEELET,

s WBFXF—%2BHT. COiEPEEZ PXERATI IR R—FLET,

1S Z HTTPS RBIC#EmT %

StoreFront #+—/\—®d Microsoft 1 > Z—%w k1> T4 X—>a>H—E X (IS) THTTPS ##p9 313,
LUTFOFIBICTEWVET:

1. 12—y b7 X=2a =X (IS) xR2—Jv—a>V—ILOEHA
2. BV ) —RRTH—N—%RIRL T,

3. Afllo~R-1>T [Server Certifcates] #4 T oV v I LET
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5. EfloY ) —RRT.

6.

¥ Internet Information Services (IS) Manager - ] x
Ll €5 ) storefront-eu-1 » Moty @
File  View Help
Connections Actions
- cil storefront-eu-1 Home
€,- [ (-8 P Manage Server
»
5 Start Page Filter: - % Go - [ Show All | Group by: Area = ¥ Restart
5 storefront-eu-1 (XAEAAD\jon »
ASP.NET ~ e
= ¥ & [ ] S :
® & ¢ 9 W B
NET NET  MNETEwor  NET  .NETTust Application Connection MachineKey Pages and
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Controls
. = o Components
.fis?; & 3] @ nep
Providers  Session State SMTP E-mail
IS %
el i, =
B e i e & ¢ B
Authentic..  Default  ErorPages  Handler HTTP HTTP  ISAPland  ISAPIFilters  Logging
Document Mappings ~ Redirect  Respon..  CGIRestri..
= M g = 1 @
J’] 4=l ?ﬂ o= Lugh €ty
MIME Types ~ Modules  Output Request Server Waorker
Caching  Filtering || Certificates | Processes
Management ~
B %
Configurat..  Feature  Shared
Editor  Delegation Configurat...
. :
Ready &

[Server Certifcates] BEH 5. BFFEOMEREE 1 VR— L350 FILVLIBAZEZER T3 e TE £,

¥ Intemet Information Services (1IS) Manager - u] X
& |8 sorefront-eu-1 » oo @
File View Help
smene ¢ ifi :
i 11 Server Certificates
@- i 8 i’ -
...... {5 Start Page Create Codtcatan z
@j S Np— Use this feature to request and manage certificates that the Web server can use with websites configured for S5L. Create LEUE G
o2 Complete Certificate Request..
L2} Application Pools Filter: » v Go - GyShow All | Group by: No Grouping - —
> i Sites Create Domain Certificate...
Name Issued To Issued By Expiration Date Certificate H
: ' ; Create Self-Signed Certificate..
TenantEncryptionCert DC=Windows Azure CRP Cert...  DC=Windows Azure CRP Cert...  6/15/2024 8:51:31 .. ]
i Enable Automatic ind of
DigiCert TLS RSA SHA256 202, 10/13/2023 11:59:5... )
Renewed Certificate
@ Help
< ¥
e 5 Features View
Ready &

[Actions] R4 >T

[Bindings-] U v o L%,

[Default Web Site] (F7=13:&Et)7%4 Web 1 ) #3BIRL £ 7,
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¥ Internet Information Services (IS) Manager
—
& | @ » storefront-eu-1 » Sites » Default Web Site »

File View Help

- faul b Si
I @ Default Web Site Home
8 Start Page =
i Filter: - Go ~ g Show All | G by: - 5
- B ilter: Go ~ I Show Al roup by: Area
L Application Paols ASP.NET
v [&] Sites = & p— F . . P
=0 Iy L \ = —
& Default Web Site 5 N~ “ a= B gﬁf La_a =
NET NET  MNETEwor  NET  NETProfile MNETRoles NETTust .NETUsers Application
Authorizat.. Compilstion  Pages  Globalization Levels Settings

= % B B & &

Connection Machine Key Pages and Providers  Session State SMTP E-mail

Strings Controls
s
| & = Ht ; d = i
i& o =il Ees) = 8 JE
Authentic..  Default  ErorPages  Handler HTTP HTTP  ISAPIFilters  Logging  MIME Types

Document Mappings ~ Redirect  Respon..

M o= & §

Modules  Output  Request  SSLSettings
Caching  Filtering

Management

E|

Configurat...
Editor

< 5| [ Features View |2 Content View

Ready

Actions
@ Explore

Edit Permissions...

Manage Website A
& Restart
[ 2
B Siop
Browse Website
@ e *80 (http)

Advanced Settings..

Configure
Limits...
HSTS...

@ Help

&

7. NAYRU4YFIT [Add] 200y o LET,

8. [Type]l rOvT742o>T [https] ZERL £,

9. Windows Server 2022 L& TiZ. [Disable Legacy TLS] #2Uw o L T1.2 KOHWTLS ZEMICL

9,

H W Windows Server N—2 3 > Tid. Windows LY X MURBEEFALTLAY—TLS N—C 3> %

ENCTBENTEET, Windows Server D RF a2 X > hEBBLTLLIETIL,

10. BAENICT »R— b LTEEBREZRL £9, [OK] ZRL &Y
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Add Site Binding 7 b4

Type: IP address: Port:

|https V| |AII Unassigned v| |4-'H

Host name:

] Require Server Mame Indication

[ ] Disable HTTR/2

[] Disable OCSP Stapling

55L certificate:

WA R et e || Select.. View...

OK Cancel

11. HTTP 77X %zHIkks 3ICid. [HTTP] #2RL T [Remove] =7 JvoLFT,

Site Bindings ?
Type Host Name Port IP Address Binding Informa... Add...
htt 443 =

P Edit...
Remove
Browse
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StoreFront +—/\—dD~X—X URL %# HTTP »*5 HTTPS ICZXE
BHICSSLEERAZE R 1 VX b=l E L VBB I Citrix StoreFront 21 > X r =L B L VHER L =35 4.
StoreFront I&i@{EIc HTTP #ERL £ 9,

#Bh 5 SSLERREZ 1 > X h—ILL THEHY 35513, ROFIEZRITL T StoreFront £ 2D H—E XA HTTPS
B zERTALSICLTLREE WL,

1. Citrix StoreFront 82>V —ILOERORA>T [H—N—FI—F] #FEKRLFT,
2. [125] R1>D [R—XURL OZEFE] #&EIRLET,
3. https: T3 ~R—XURL%ZE#HL. [OK] #oU v LET,

Change Base URL

Modify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:_f.f'mystarefronﬂf

HSTS

H—N—@ITHTTPS ZBMIC LB TH, A—H—DIS1T7>Y TN RIMB T, L ziE. PEBERES
i&. StoreFront H—N—I2BDFTHLIA—HF—%ELFL T, BEL HTTPRZBETHRD THELY—N—IZEHRIES
FIREMD B D £9, ChICL > T HBERFI—F—DERBERBUEOEBBRICT I ELATESLSICBDET,
FREREIE. 21— —D TSI A HTTP&ZHATRIWeb —N—IZ7 VA LAVWLSICTZ T TY, Zhid.
HTTP Strict Transport Security (HSTS) 2R3 2  TRERETI £,

HSTS BE#MIC > TWBHBAE. —/N—IF. Web 4+ FADERIG HTTPS BRTOATSHBEBELHHZ 5T S
DH—ICRLEY, - B HTTPZEALTURLICTIEALLS T2 TSUH—3BENIC HTTPS
OFERICTIDBELDET, ChICED. ISTOEF 2 7REGICEAL TY —N—QIORELEIT TR, 775172k
BIOBEEDFEERICREINE T, TFUH 3. Bl ITNIHE. COREIZRHBLAITET,

Windows Server 2019 LIFEDIRE:
1. 7128—y b4 T74X=2a3 =X (IS) vRx—Jvy—%F@HETZ9,

2. [Default Web Site] (F7:i1&&Et%4 Web 1 ) Z3EIRLE T,
3. Afllo [Actions] R+ >T. [HSTS:-] 20U v I LET,
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4, [Enable] icF v oz AN, BAEMEAR (Fl: 1 EBDEEIE 31536000) #ZA L. [Redirect HTTP
to HTTPS] IcFxzvoEANNE S,
5. [OK] =L ¥

Edit Website HSTS ? *

Enable
Max-Age:
[ IncludeSubDomains
[ Preload

Redirect Http to Https

i
HSTS #BMICT 3. BMLRXA>DIARTDO Web 1 MCEELE I, 7z https://ww

w.company.com/Citrix/StoreWebd Web 1 MIZ7 o2 X TE 3% &, HSTS /R U > —dhttps:
//www.company.comD FTDETARTD Web 0 MIBBREINEFITN. CHIFBEFLLBRVEERHD £,

StoreFront EHIRIEOE+ 2 T+

June6, 2024

CD MY TIE. StoreFront RS L UBREFICERIARE, S XTLDEF 2 T 1 HRET D -DDHEE
ICDWTEHBAL £,

I > Ra—#'—¥ StoreFront O&EE

d1—%—F /)N« Rk StoreFront DEID@EIF. HTTPS TRETZ e ZHEDHLET, CNUTED. IF1T7 2k
¢ StoreFront D TEEFEINBZINAT—RELUVEOMDT—ZHHEEICESHINE T, T5IC. Bk HTTP
Ehd. PEERBAEDOIEIERRBICL>THBIRICISINZAEEULHD £9. 1FIC. BHEHFAR WIi-Fi K
W kAR FREDEREIFTRWVWEMDSITONIBEIFTEOREELHB D 7, IS THTTPS AR INTULA
WiEH. StoreFront O&EIC HTTP AMERATh E Y,

BRICISL T, 22— — @Y — oz ££E30-RNS 5 —&HT StoreFront I 77X TE £ 9, HTTPS
BHEETS— bz £3O0-RNS U —TETTEEY, L. ZDHBETH, HTTPS #ERALTY — Y
T FIFO0—RNS o=k StoreFront Bt *a2) T TRESNIIEGERRIDZc2E8HHOLET,

HTTPS #&#hic L. HTTP Z#|3hic L. HSTS ZBMICT 3I1Cid. THTTPS (&3 StoreFront ot a2 7« 1&
Bl EBRLTIIET L,
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StoreFront ¢ Citrix Virtual Apps and Desktops +—/\— ¥ D&z

StoreFront & Citrix Virtual Apps and Desktops @ Delivery Controller DRI TEEINZ T —2 % FET 57
HIZ. HTTPS 7O L2 ERTZ 2 S@8H L ET, TLS H—/N—5EAE®D Controller Ad 1 > X k=L
HBRLTEET W, StoreFront 1. StoreFront & Delivery Controller < TLS 1.0 #7132 TLS 1.1 YO ~O
IWEHYR—FLEEA. KHDIC. IPSec #ERALTH—N—FD@EEZRET 5L 5IC Windows #HEme 5 &
NTEET,

5% T & % StoreFront # —/\— @ & ' Delivery Controller & 3&15 T & % & 5 (Z Delivery Controller &
StoreFront Z#RTE £ 9, TtFa U7+ F—DEE] 28BLTIEIL,

StoreFront ¢ Cloud Connector 0&fE

StoreFront £ Cloud Connector I TF—2 DR HEL 2 RETZICIE. HTTPS 7O~ JLAFERTZ %S
gL E9, Cloud Connector TSSLZEMICLTXML 574w o RETZH%E1 #BBLTLILETIL,
StoreFront i%. StoreFront & Cloud Connector I ¢ TLS 1.0 £7#(d TLS 1.1 O )L EHR— L EH A
Kb DIZ, IPSec ZERALTH—N—FRIDBEERET 3L S5IC Windows R TZ e HTEET,

DE—F7IEX

Citrix Tl&. StoreFront —N—%1 > 42—y MCHEARTZCiXEHBO LEFA, UE—FI—H—|ZR
HEE 7Ot AERMT BICid. Citrix Gateway #ERHT5 e HEHLE I,

Microsoft 1> 42—y b1 T X—>3>H—EX (IS) OtFa T3k

BRI N7 IS AT StoreFront ZBlTE£9, cUET 7LD IISHERTIEH D £ A,

7 7 IWHRRF

BRI NE—%EALT, HFAINST 7 UEEFO—EZHEML. —BICRWT 71 LRBEFERLEICTS
9, ISORF2X> FEBBLT RS,

StoreFront Tl&. RO 7 71 L BILRFHNHBETT:

o . (ZEADIRTF)
« .appcache

+ .aspx

. .cr

* .CSS

. .dtd
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. .png
o .htm
o .html
. .ica
. .ico
. .jpg
. .js

. .png
. .SVg
o Ixt

o .xml

Z k7 Web %« kT Citrix Workspace 7 77U 0 Ao >O—R/7yv7JL—RBEMIIHE>TVIIHEE.
StoreFront TIZXRD 7 7 1 IWERFHHETT !

+ .dmg
. .exe

HTML5 @7 Citrix Workspace 7 7 U B E#ICH > TW 3B E. StoreFront TIRRD 7 7 1 ILIRRFHHBET
ER

» .eot

o ttf

o .woff
« .wasm

E2)

BRI4INEZ—%2FAL T, FAINZ2HFO—BXZEH L. —BICBVERAEZIEICTEEd, ISORFa XY
FEBBLTLIEIL,

« GET
« POST
« HEAD

URL R D3F ASCII 32

Z+T7EE Web #1 +RICASCI XFDAH%FERAT 5154, StoreFront URL ICIZ ASCII XFHEEhFtHA. B
KI4NZ—2EALT. EEASCIXFZRILEICTEERY, ISORFa XY FZBRLTIRZTL,
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MIME %1~

UTDT 71 IIERFICXRT S 0S > )LD MIME 21 FZBIBRTI £7:

. .exe
 dll
« .com
« .bat
« .csh

ISDFFa2XYFEBRLTIEE L,

X-Powered-By N & —%HIlxd 3

F7AIL RTINS 1 EASP .NETZ&TX-Powered-ByAy#—%3BIF 3 Z & T. ASPNET ZERAL T
WBZeZLR—bLET. CONYHA—ZHIRTBLSICIS ZHWETEET, ISOHRELAYHA—IZEATS R
FaXhEBRLTIET L,

NS N\—2 3> %ERT 3 Server Ny 4 —%HIiRd 3

FI7AIETIE lISIEServerny A —%2E8BMe23 T IISN=2arvELR—NLET, TOANYE—EHIER
FTBEIICINS ZHBHRTEIET, ISOERT A ILEZ—ICEATEIRFTa XY FEBBLTLEIV,

StoreFront Web #1 2Bl /N—F 1> a VICB#T3

StoreFront ® Web 41 h &S XF LT 7AILEIRBIDN—FTF 4> 3> THRAMTEE T, [ISHT. StoreFront
EBEBEZERT F1IC. BYIR/N—T > 3> T Default Web Site 2813 3h. BOY 1 FE2ERT IHNE
hHD £,

IS Diae

StoreFront IC& > TA VA = ILEFIVERIND ISHEED—BIZODWTIE. X7 LEMH) #8BLTLET
W oD 1IS AEZ HIBRTE £ 95

StoreFront |2 ISAPI 7 1 L2 —%2EHEFEB L AP, Ol ASP.NET ICHERT-H. 7V1VXE—=ILT
IEtA

NYES—DIvEYY

StoreFront ICIFRDNY RS —DIYvEVITHRETT, fIDONYRS—DIVvEVTIFHIBRTEET,
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« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

HSONYRZ—ICETERFa XAV F2BRLTIET L,

ISAPI 7 1 )L 52—

StoreFront (X ISAPI 74 L2 —Z B LEE A, IRTDISAPI 74 L Z—ZHIBRTET XTI, IS D ISAPI 7«
IWE—ICBT2RFaXY FZBRLTIETL,

NET sBSEDFA

T7 I ETIE NS H—/N—@ T.INET BEEDHA ) & [TARTOI—H—%FA] ICRESNATVWET, 774
kTix. StoreFront "ERT 3 Web 4 M ZDOERZHEAEL X7,

H—N—LANJLTNET ZEDRAEHIEF - IZEE I 315513, StoreFront iMER T 2% Web 1 ~D3iRE% L&
FLT, TIRTOI—H— OFFRAEEML. ZOMORAEZHRT ZHBENHD £7,

Retail €— R

Retail E—RZBEMICTBEMNTIHT, IS FFaxXY FESBLTILETW,

TIVr—=aryr=I)

StoreFront IERDT7 IV r— 3> F—ILZERLE T :

o Citrix #85% API

« Citrix Delivery Services sBsE

« Citrix Delivery Services U —2X
« & & U Citrix Receiver for Web

BNSTFVT—2avMERTET7 T Tr—2a>F—IIe& =IO ID IBEELHEVWTLRET V. EHOY 1+
ZFERALTVWEHRE. ST MMEMNOT TV —2a3 >y T—ILe2ERT3L5ICERTZCIETE A,

DHAIIWERETIE. 7IVT—23> =IO T7ARILEZALTY CCREXE)DHIREERETET £, MCitrix
Receiver forWeby 7 Z7Usr—>a>7—ARtuHsa10)L3hs . Web 7505 —ZATOIr>LTWE1—
HF—POJT7 T EENB720H. 77+ ETE P2 RICINZ 2 7-DICBAFRI2FICUTIIILEIN3 L5
ICBREINTVWET, UTAMIILREODVWITNAZEFET R, I—H—IFZOBRDRORREICOI A 7 I 3008
HHHD ET,
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BB

o
A% AE

IS SRR EIFEE LB WTLEE LV, StoreFront (3585 = & L. StoreFront 4 b7 Lo M) EE
PR RAERE TR L £ 7,

SSL &%E o StoreFront 41 kT [Client certificates: Require] %3%R L AL TL 723 L\, StoreFront
DA YA =)L TIE. ZDHRET StoreFront 4+ ~ DB HBR—C R L £,

StoreFront Tld. v > a Y RES LUV Z0thD#EEIC Cookie "BETT, HEDTALIMUT
i&. [Session State]. [Cookie Settings]. [Mode] % [Use Cookies] IC:RETIHELHD £,
StoreFront Ti&. [.NETEEL~NJL] % [Full Trust] ICRETZIHBEHRHD £9, NETEFELARILEA
DEICKRELBEVTLIZT W,

Services

StoreFront #1 > X b—JLF B . XD Windows 4 —EXBMER S £¢:

Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix Cluster Join (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

hod7hor ki Network ServicerLTOF A LET, COBRIFEBELAHEVWTLLET L,

XenApp 6.5 IZ StoreFront Kerberos #1434 S ZE %= #mMK9 % &. & 5Ic Citrix StoreFront Protocol Tran-
sition —E X (NT SERVICE\CitrixStoreFrontProtocolTransition) RN E 3, CDOH—E XIENT
AUTHORITY\SYSTEM: LTETENEzT, COBRITEELAVWTL T,

- —1ERDEIDHT

A—H—ERDEOYETETIAILEHSEET B L. StoreFront TRIBENRE T I AIREERH D £, FISRD
mEHERLET:

Microsoft IIS I&. StoreFront i1 > Z k—La N3 BMUINE T, MicrosoftlISIC&D. HAHRAHT
IW—=TIS_IUSRS iCigN\NwFoaJe LTI A >3O0 4 V#ER. BLURIRICI 17> b aa
TRHENMTSINE T, Zhidk Microsoft ISHA YA r—ILENBZ L ETOBEBETT,. Ch5D1—Y
—HEFEEBLAVTLETV, 3L <IE Microsoft DRFa XY rEBRBL TSI,

StoreFront "1 > X k=L B . 7TV 5—>a > F—ILPMER S, lISIC&>TH—EXR L TOY
I, TOERXDXEV I 4A—F2DEM. EF2 V7 BEOERN. LU 7OEILRILF—T>DEFHR
ZADIA—HF—ERIMGEINET,
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s BRZEREIIEETBICIE. EEEBR T 7IILETA LI M) ZERITZEREZFE >TVWILENHD F
ERS

o H—N—%H—N—2)IL—FICBMETE3ICIF. Administrators ZIL—FICT 71l T4 Lo ) DIET.
XY hIT—O8BTOAYE2—F—ADT7I7EX BLVEELEXFa2 VT O OEEOERIHBETT,

e A—H—HPIA-HF—BENXT— R (BE I3 Gateway BH) ZFRLTOTF > T 3ICId
StoreFront #* Delivery Controller BT/ T — RZ&IET D L SICHER L TOWHRWERD, TO—HILOD
OJF>%&Had %1 1ERZFH>TVBIRELHD X7,

CHIFEBENA—ETIERWLD. TN ——DT7 IV AERDPHREBICRIBENHD £,

TIN—FAN—w FOERK

StoreFront 4 —N—J L= RT3 . ROV —EXNBERBELT 1) T JIL—FICEBMETNhET:

+ Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService) COH—ERIEFIL—FICBTZH—/N—TD
ARTIN. BINEBRICOARITEINET,

StoreFront AIEL < E1fEL TRDIBIEEITSICIZ. ChBDTIL—TAN=2y THRETY

o RERAEDMEM. TV RR— b 1 VHR— b HIFR. BLVERAEAD T V& XERDEE

+ Windows LY X b OFAERD S LUVEFIAA

+ Global Assembly Cache (GAC) T® Microsoft NET Framework 7+t > 7'\ BN & UHIBR
o 77 )L4— **Program Files\Citrix\**<StoreFrontLocation> "D 7 7t R

e IS7TFUTZ—=ILIDELVIISWeb 77— 3 >oiBin. T8, Hik&

e O—ANEFaVTAIN—TFELVT7AT7T4—)LIL—ILDEI. TFE. HIf

« Windows #—E X & PowerShell 27w 7 > DB & UHIE

« Microsoft Windows Communication Framework (WCF) T RR- > ~DE$E

LiRigEn—&lL. StoreFront DEH IO S LTIELKEBEINZ eHHDET,

StoreFront =1 VX b=l 3. UTFTOEXxaUTFosJIL—TBERINET:

« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

« CitrixDelegatedAuthenticatorUsers

+ CitrixDelegatedDirectoryClaimFactoryUsers
+ CitrixPNRSReplicators

« CitrixPNRSUsers

o CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers
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« CitrixSubscriptionsStoreServiceUsers
o CitrixSubscriptionsSyncUsers

StoreFront id. TNS5DtEFXF 2 )T IINL—TDAIN=2y THEFEFLE T, XV /N—2w 7 StoreFront &
TOT77EZEEDEHDICERIN. T7AILe T AILE—2ED Windows UY —XUZIFBEHAINEEA. DY
W=FAIN=2y TIEEEBELHEVTLET L,

NTLM

StoreFront ix. —N—JIL—THOH —N\—RBIDBEIC NTLM ZER L £9.NTLM &I 9 3 & . StoreFront
I —N—JIL—TH®D StoreFront 4t —N—RBITF—42%ZREHATEIR<RD £ T,

NTLMV2 &% ER L. NTLMV1 #EEF T35 &S ICH—N—%2BRTEF £ 9, Microsoft D RFa x> +EBEBL
TLIETL,

StoreFront COifEEE
H—/\—:IREE

StoreFront Ti&k. > Ea1—2—D#H5 & Transport Layer Security (TLS) B@EDRED =B — /N —3EBR
EZFERALEFT, ICAT71ILOERBKEEZBMICT 35513, StoreFront TIERAEZFRALTICA T 71ILET
CHNEBRTBLHTEET,

LI Ty Rra—H—k StoreFront DEfEl] LV MNCAT 71 ILDER] ZBRLTLLEIL,

b—2 Y EBDOIRE

BT —EREXARNTOENENIC. =0V EBOODIEENNETY, B —EXFHIFXNTEERT
. StoreFront IC& D BCERIAELVERINE T, StoreFront IC&EDEMINZBCERBEEX IFHD
BARTHERLAEVWTLLETL,

Citrix Delivery Services D:iFFFE

StoreFront iZ. 1 X% L® Windows #EBEZE X k7 (Citrix Delivery Services) (2. W< DH DEBAE & 71
L TW# 9, Citrix Configuration Replication #— & Z. Citrix Credential Wallet #+— £ Z. & & T Citrix
Subscriptions Store #—E ¢, N5 DEAEEFERAL T, 77 XF—RODE StoreFront f—/N\—id. Th
SOHAZED I —ZHF>TVWET, ChoDH—ERFEFa7HBEICTLS ZFEBET. INSOERAEIF TLS
H—N—HAEL LTERIhEEA. TS5 DEAZIE. StoreFront X b 7 O1EREF & 7z Id StoreFront o1 >
R b—ILEICER TN E T, SO Windows sSEFAZER 7DV T U YREELBUVTL I,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59
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J—RERZGRE

StoreFront (3. <InstallDirectory>\Scripts ® 7 # L4 —IZ%%® PowerShell X7 U7+ (psl) Z2&H %Y,
T 74 k@ StoreFront 1 > X b—JLTld. SNEDRTU T MEFERHINERA. TNODRIUTMILD
KTRIBEDZ RV DERFIEBNERLINE T, RVUTMIBRINTWVWS78%. StoreFront T PowerShell
RITRV O —%EHR—rTEEZL5ICHD T, AUSigned R > —%E&H L £F (PowerShell 2 7 +d
RINHIF 5N 3 -5, Restricted K> —igHR— I TLERA). StoreFront i& PowerShell £171R1
S—ETELFEA

StoreFront TIFEETIZRITTA M FICO— FEZHBAZR VX —ILIhFE AP Windows TI—RE
ZIBAEX HHMNICIEMT 3 M TEE Y, Zhid. PowerShell 7 U 7 +Ht Always run 4 7> 3 > TRfT
INBET. AlREICAD £9. (Neverrun A 7> 3> %EIRT 2. EREINTVAWVIEAEX ~ 7ICEEAED
Bina . StoreFront PowerShell 27 U 7 MERITINEEA)e I— FERMIAEMEBINARITTILTIC
BiMdhz . Windows IZEMEAREREL R <ARD £9, StoreFront 2RI BET LS. EETI3RTT
ARTH5 CORAEZHIBFTEEY,

ERD TLS N—2 3 > DEME

Windows #—N\N— LD IS T7 Y MBECY—N—BEOEATTILS10ES LV 1L #EHICTI 268D
LEd, Chid. JIL—TRUS—%=FERATZH. Windows LI MUBEZFHALTEITTARENTEET,
Microsoft D RF a2 X > FZBEBLTLEIL,

StoreFront Ot 1 ) FBERICK D 0E

StoreFront LA Web RXA> (RXAYBLAR—F) ICWeb 77U —>a>zRBATZ L. Cho5o Web
TV —2 a3 DlfEsEHIC & D StoreFront BRIRIEEADOEFa U T PMETI2F8EMAHD T, EFal)
TAERESEBLTEFaUTr2BUTEIHD. Web 77U —> 3> e BA % Web B X >iC StoreFront %
BRATZCczHEHLEFET,

ICAT771ILDER

StoreFront iCid. H—N\—LOREDHAEZELFERALTICA 7 7ML ETORIEBRTZ AT arhHb. 2D
Weex 7 R— b33/ —2 3 >0 Citrix Workspace 77U Tld. 7 7 1 ILORTTEEBETIZINESHERIET
T FEJ, SHA-1 % SHA-256 i StoreFront 4 —N—DARL —FT 1 VI RXTLTHR—FINBEDNY Y
AFILIdVIXLTH ICAT 7N EZBRTIET, HLLIE NICAT7MILERZOBEMNI 2B LTIETL,

A—H—ICLBNAT—FRDEE

Active Directory K X« > 0EKIBEHZFEAL T Web IS0 —HTOV A > T51—H—H BEICIHL TN
AT—RZBEETIBZSLIOICRETDIUNTETET, 2l ZOFEIY —ERZFRHTBZIANTICTIERTE
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https://learn.microsoft.com/ja-jp/windows-server/security/tls/tls-registry-settings
https://docs.citrix.com/ja-jp/storefront/2203-ltsr/configure-manage-stores/ica-file-signing.html

StoreFront 2203

BZTRTOIA—Y—IZ. BEICHSIANTEF 2V T HEINRBEINZCICADET, BBOEF2 VT RU>
—IZ&D. A== N7 — PEFREHVRIBFEADAHICFIRINZBIETIE. HARY bT—JDMIDEENS
DARTICTIVERTEIHEVWEZBRL TSIV, BT —EXZER LI ETDOT T4 FOERTIE. /XX
T—RAERPLTH, I—HF—FNRT—RZEETITEH A 2L <IE I —DNAT—RZEETETS5L5
12931 ZBRBLTLIEIV,

HREIAX

TFXa2) T8O H. BODWEELTVWAWG—N—D5a TV ERIGFRIV T bZO—-RTE2HREZIA
AFTOEVNWTLEIV, AVTIVERIFRIV T MME. hREIAX%ETS5 Web 1 FDHREZLT +ILE—
ICOE—LTLREEL, StoreFront A HTTPS #£TRICER SN TV SIS, AXZLOAYTYYRHAREILRY
DFZEADIYIHFTRTHTTPS ZFALTWVWR 2B L T ZT WL,

tXallTanvE—

Web 759 —TX 7 Web 4 b EXRFRT B L. StoreFront i Web 754 —IC&IRZER T3 X0t +a
DT BEEAYA—%RLET,

Ny H—F fig iEA
content-security- frame-ancestors 'none ChICE D, DT bA
policy ! StoreFront Web 41 k& 7L — L

RICEBEDAL e TIHRAD,
VIR IHENERE
n%x9y, StoreFrontizr>>—1>
2OV TR ERZINEFERT BT
. hoxJOvo$3
content-security-policy #ER Y
B rl3TEFE A, StoreFront
Web # MMZIFBBEHLRE LD
PTFIUYVOARHERRIN. - —
PAALEEIYTUVIRRREING
Wi, 151 YROUT =D
Ov o3 3RBIEHD FEA
X-Content-Type- nosniff UL b. MIME 24 7D =y
Options T EEINES,
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https://docs.citrix.com/ja-jp/storefront/2203-ltsr/configure-authentication-and-delegation/username-password.html
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Ny E—F

R

X-Frame-Options

X-XSS-Protection

deny

ChUSED. oo bA
StoreFrontWeb - 2T L — L
RICEBHAD D TERARD,
T ISy F U TRENEEE
nxv, COMERIE. content-
security-policyic&k > TEE
lExhframe-ancestors '
none ' IZ&D £ LA
content-security-
policyZEHAR—kLTUWALW—E
OEWIT S —TIdRHINET

1; mode=block XSS (UORYA LRIV TTFa Y

J) RBEERIBDIC—HBDT
SUY-THRAINET

Cookies

StoreFront i3#%kd Cookie ZfFAL £3., Web 4 FDEEICFER TN 3 Cookie D—ZIIXDrHEH T :

Cookie

A

ASP.NET_SessionId

CtxsAuthId

CsrfToken

CtxsDeviceld

FPREZZC I -0ty 3V ZBHLET,
HttpOnlyh&REINTWVET,

v a BEEREERH S HIC. StoreFront 3T 5
IZ. T Cookie #fEA L CA—H—HBEINTWVS
HhESHhZBEHFLET, HttpOnlysREThTULE
ER
ZEDCookie Ay A —AD k=T Y RE—2Izk
BV0XAYAMIIIR 74— UZBESDHICE
Bahxd, y—/N—I& Cookie I h—U > EBELF
To V517> & Cookie 5 h— > EFHED.
ZOR—02 VT IXFHNELIZEDEDERDAY
A—Il&DET, D Cookield, V517> bD
JavaScript B AHERBZ e R TE B LS IS,
HttpOnlyhBESNTUVANI EHFRUETT,
FNAREHBLET, HttpOnlyhBESNATUE
ER
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StoreFront . I —H%'—DIREZBH T 5 7-DICfthD%E < D Cookie Z:RE L £, Cookie d5E5DL\ DhiZ
JavaScript IC& > THASNZUEAH B 78, HttpOnlyZREL £t A, Th5 D Cookie IZid. EBEEIC
B9 3 EmMPEDMOMRBRIISENEE A,

TFal) T ICREY BEFAA
pE o

COBRIFFERKEBEINZ CCHHD T,

RE| EnERHN S, StoreFront DtEF 12U FA XXy U ERITIZILE=SEFOLET, LBOB/EL T avE
FRTAET. EFXal T AF vV OBRHERD—BELR—EDSBRINTZEHTEET,

TF 2T RFvF— StoreFront OBICT — T T HBNTEL TV BRHBE RBERDH 5 DI StoreFront
BARTRAGLK TS — I AICEETI2RETHITRMEDPHDET, EFaV T AF vy VDOLAR—FTIFBEECN
SOREBIFXAINEFLA (e zId TLSH#ER). T, EFXa )70 XF vV LER— bOENARHRAIZED
ERIPELCEIBENLBD FT,

X—J)L7RLRICKZTHT> MEH

January 25,2024

X=TRLRICKZTHU Y EEEBEMICT S 2. T/31 RIC Citrix Workspace 77U #3381 > XA b—JLL
fca—t—m. A7 URLZHSAHSTHERDA—INT RLAZANATZETT AU Y b 2EEFNICEY A7
wITEET,

Citrix Workspace 7 7 \) O #IEI#EREHIC. 2—H—DX—)LT7RLRFLIERA 7D URLZNATZHDE A
TATRY I RBEEET, I—F—HRX—=ILTRLREANANT B L. Citrix Workspace 7 7 IZEEDIFFRAT X
—ILEXA > ZBEL. StoreFront —N—ZRBEL T, R, RATNTVWBIIRTOR M 7EI—H—HHE
IRTIBLSIC—BICFEHET,

Global App Config Service R L TX—)LiEH=BR T2 SO L £F, £7-ld. DNSSVRLI—r %
72iEDNS IA U7 ROVWT A EFERAL TX—)LIEHEZBR TE£7,

Global App Config Service

Glboal App Cofig Service ZfER L TA—ILIZHEBE T BICId. TX—ILT7RLRICLZBEEEY FT7vTd
%1 ZBRLTIEE W,
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DNSSVR L O—F

Global App Config Service @£+ 0 iZ. DNSSVR L O— k% {ER L T, Citrix Workspace 7 71U H X —JL kK X
A IZx LT D StoreFront 4 —N\—%ZFEHT 2D ZHEETIT £ 7,

BFEVDX—=ILEAXAL>D DNS H—N—|2. ROFONT%2F D SRV L O—RZEMLE T,

JONT« &

H—EX _citrixreceiver

Proto TCP

2—4y k Citrix Gateway 7 7517V X (A—AILBLUVUE

—bOA—HY—FEHR-FT3HE) F£/iF
StoreFront 4+—/N\— (O—AILI—H—D&H%EHR—
g BBE) . servername.domain:port XX T
FEREM R X1 VR EAR— bk,

REE DNS 4 —/N\—r 9N DNS Hf—N—D@EAHREBICE FN TV BHS(1E. StoreFront +—/V\—® FQDN %35
£33 SRV LO—R%ERE DNS #—/N—IZ8iL. Citrix Gateway @ FQDN %$5E 9 3 5d SRV L O— R %4
EBH—N—ICBIMTEZCHTIET, COMERICED. UE—bI—H—(Zi& Citrix Gateway D#E&IFRH IZH
T, O—H)La—H—I(CiF StoreFront DEFEFIERMIIREINE T,

DNS DiscoverReceiver L 1— R

HDHEND T +—)LNy 72 LT X—JL R X > EdD StoreFront #—/N—discoverReceiverA® DNS
IAUTRAEERTEE T, 2 xIE. X—ILR X1 UHexample.comdiza. discoverReceiver.
example.com&W> DNS ITA U7 XZERLE T, BEINA R XA VIZ SRV LO—RHERDOHSHVIEE.
Citrix Workspace 7 71 1% TdiscoverReceivery ¥ WS ErIDY > > %1#&ZE L T StoreFront h—/N\—%#&H L
£9,

COXNMWZXL%ZEART D% AL StoreFront 4 —/N—@ HTTPS sEBREZICH Tz FD BB E L
TdiscoverReceiverhEEnNTWVWE I #MRBLTLLIETL,

# L VWRRRIEDIER

December 8, 2023

1. siLWH—/\—_LET Citrix StoreFront BI 2>V —I)LZEI £ 9, ChEITSICIE. Windows d [ 42—
M BEZ7E [77)] @ET Citrix StoreFront 21L& 27U v oL ET,
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2. Citrix StoreFront 812> Y —JILOERRT > T, [HLLREBEOER] 20U v I LET,
3. BB IISH1 A HBFEIE. IS o ROY FEIUDSERATEI Y1 FEEIRLETD,

4, B—o StoreFront H—N\—%ERT 3551, T —N—URL® [R—XURL] ZANAOLEFT, O—RKNZ
U —DBERICERD StoreFront —N\—% BT 3551, BES8D URL%E [R—XURL] tLTA
FALEY,

BEHMBHEE LY F Ty TLTOEVWERE, ¥—/N—0 URLEAAL T, BHEBHEOR—Z URL iF0
STHEETEE T,

5. &A1 20V v o L. TR 7 DER1 OFHBICE > TRVDRA M7 ZEHEL £ 9,
6. IRTOBEFIENTET LS. ERl] 20U v LTRBRIRE X R 7 ZEBLE T,

7. StoreFront (3. LR b7 OMEZRTLET, [ET] 20Uy ILET,

PowerShell SDK # A L TH LV EREBEZER T 3

PowerShell SDK#% R L CERBRIEEER T 3ICl&. IY > KL v FADd-STFDeployment=MEUH L £ 9,

BROIVE—2y b1 TxX=2a> H—EX (IIS) Web H

StoreFront Tix. Windows H—N\—CtICE4HZ ISWeb 41 FrTEABZXMNT7EEETIZ Y, Chicko T
AT TEIZENBNRRA MR EHBBEDNA Y REFOZENTEET,

BED Web 4 b EER T 31213, Microsoft ISDORF a2 XY hEBBLTLLIET L,

BEIOVY—IIL%EFERL TERD StoreFront BRIRIZZER T3 Z I3 TEF £t A, PowerShell SDK B¢
BURERHDET, fezid, 7FXUr—2a>yAeT X by Z7AD 2 20 IS Web 4+ FEBEZEERT BIC13.
KOOI RZEALET:

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"
Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"
<!--NeedCopy-->

BROY1 EERICT B . StoreFront BBV Y —ILEEMIC L. StoreFront #8E—4% 1 FE—RICRT
CriITEIHRLCAEDET, StoreFront SDK R L TH - FE#ERL. FOATYRICSTteIDEEHZHBRELD
hxd,

BEEFEOY—N—JIL—FADEN

April 17,2024

JIL—FIZiBMY B2 —/N—|C StoreFront 1 > X b—=JL$3HIIC. RO E#HERBLTL IV
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o JI—FITEBMT 2 —N—DARL—FT 4 VI RATLON=30ELUO7—ILRED. JIL—TAD
EDOY—N—CRALTHZ e ZHBRLTILEI W, StoreFront ¥ —N—J I —FHTHARL—FT 1 >J
SRATLDON=T 3O —ILREDNERRZI T —N—ZRETEZILIEPR—FIhTLEEA.

« BiNg 3 —/N—0 StoreFront @ IIS TOEM /AR iE. JIL—TRDIFHDHY—N—LRALTY,

i

H—N=J)I—TOHA XICEATBEREBEICOVTIE, StoreFront f—N—J)L—7F) Z25RBL TS
Lo

1BiN9 % StoreFront ¥ —N—HBH—N—JIL—FICELTLTHIRENISE. ALY —N—JIL—TERIZEL
BHY—N—JN—TICBEEBMNENBHIC. HEROT AL EREICUEY FTBHBEDHDET, TT—/N—ZH
FEOTI7FILEREICUEY b1 ZBRBLTIET WL,

BHE:

F—N=TIL—=TICFH LW —N—ZEBMT I, 2O —N—0O—HILEBEIIL—TICVWDHD
StoreFront r—EX7HU Y FAEBIMSINE T, Chdk. T—N—JIL—FIZE8MLIEDERZEBLED T
BHIC. CN5OH—EXTO—NIILEBEERIBEICRZEHTY, JIL—FRUS—TO—AIILERE
BIIN—=—TAOTATY FOBMARILESATVWEHE. £REY—N—0O—AIILEEES IL—TOERN
FIFRINhTWBIHE. StoreFront TH—N—%H—N—JIL—FICEBIMTIT £t A,

1. siILWH—/\—_LET Citrix StoreFront BI2O> YV —I)LZBEI £ 9, ThETSICIE. Windows D [X&—
b E@EFE7id [77V] &@@ET Citrix StoreFront 21L& 2 ) v o L&,

2. Citrix StoreFront 32>V —ILOERRAL VT, [BEOY—N—=FIL—F~AD&M] #0J)v I LT,

3. BN 3 StoreFront BEAIBIE DY —/N—IcOF 74> L. Citrix StoreFront 823>V —J/LZ@E£d, O
IV=ILDERA VT [—N—=FJI—T] /—RE&ERLT. [l R1>T [H—N—0E&Mm 27w
JLFET, RARTNBZEZRI—REXELTEZTET,

4, FHILWH—N—IZRD. [H—N=FIL—TA08MN] 447A0R8y I XD [FERBY—/1N—] Ry RIZ. BE
FOH—N—DOZ%ZIEELET, TOU—N—rSBELAFARI—-RZAALT [BM] 220y oLF
ERS

HB—N—ZBFEDTIL—TIZEBMT 3. ZOY—N—DOBRHTIL—TOBREFEDOY —N—DBRE—HT 3
LSICEHINE T, Fow JIL—THDIEDDIRTOY—N—F. LW —N—DFABERTEFRIN

£9,
Join Server Group Add Server
To authonize this server, first connect to a server in the group and choose "Add o "2012R2-8" added to Server Group
Server”. Enter the provided authorization information here.
Authorizing server: | 2012R2-A | Details .
Authorization code: Servers Status

2012R2-B Completed

Bl - o]
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B —N—EHBEZEIET 354, ARICEROY—N—LTH—N—FI—TOBEZEELAEVTLLETI L,
BEAODIEHN DY —/N—_LT Citrix StoreFront B>V —JLZRRICERITLTVAEVWI E EZRBRB L TLET L,
Ffe. BHIRBEAT—EBLAEBRZR DD, BROZTERNEEZ T IL—THDIEFLI DT —N—IIRMIEIHNEHLDH
hxEd,

StoreFronto7v 75 L —K

February 22,2024

Ty T L—RIBL. StoreFront B HMERESN. A—HF—DERICADDED X FHRD £9, —A. StoreFront
DT A4 R—=)Lid. StoreFront 8L UVBEEY—E X, ¥ k. BRICAD (XEZ>R7OVH—N—DFE).
RAEEREHIRL X9,

Ty ITTL—=RNZDOYR—k

UTFH 5 StoreFront 2203 &#H CU ICTYv FIL—RTE£T:

« StoreFront 2203 LTSR (#1#AV U —X Ffigunwghh o CU)
o StoreFront 1912 LTSR (#1#AU U —X £figWwdhh o CU)
o StoreFront 3.12 LTSR CU9

3.12CU9 & DHIDN—=23>h 57y FIL—RT3ICIE. £9 StoreFront3.12CUS IC7 v FI L — R T34
ENBHOET,

e g==N
= .

IR

DI2 UFEION=23 6Ty FIL—RT28 BRROTRI by TFT7FS547 > 251 MMIBENICH)
prINET, Kb DIZ. Citrix TIE R X1 YFREBMD1— X7 —ZTld FCitrix Workspace 7 71) Desktop
Lock) RT3 a2 HEHLET,

 StoreFront Tid. BEORGEN—2 3 VHRET 2EET —N—ORARELS T R— FShaunico. ¥—
N=TN—THOIRTOHF—N—ZFLN=a IZT7yv I L—RLTHhL. - —HERIRIBICT Y
TRXTEDELDICLTLIESE L,

« StoreFront id. EA 3% —/N\— 0S 2STEHOY—N—EBHREEZHR— L TLWAWVWED, H—N—F
IL—=TAHDITRTOH—/N—EF L Windows Server 0S L TERITINTVWEIRELRHD £,

o BEY—N—FERIRIETIF. ART7Y I L—REHR—rENhEFRA BY—N—%IEBICT7TYSIL—F
TIHIBENHD XY,
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« StoreFront @7y 7Y L—RZRITT3HIIC. Ty FIL—REIFTv I E2RTLES, Ty I L—FE
FrwIDEKRBLIEE., Ty 7 L—RERBRINT. I5—ICBT@HMMNKRTINE T, StoreFront
DAIVAL—VIFEESNEEA. TZ7—DFEEZEBELTHIS. PYFIL—RIZRD T,

» StoreFront @ 7w 7J L — RBEDNKKT 3 . BEEFED StoreFront @1 > X b — )L THIHAER AR DN S
AIREMN H D 7, StoreFront 1 > X b—ILZHEET 2 REICEITL TH S, 7y TIL—RZzBERT
LTL S W, StoreFront #i%EET 2 RREEICEIT T BICIE. ROAZEERT LTI L

- Py 7L —REICERLIREYS YAy o gy b EETT 3.

- Py 7Y L—RENIIY XR— kL7 StoreFront iz > R— k93 (IStoreFront @D T X
R—braYR—t1 288).

- IStoreFront 7 v 70 L —ROMBICETZ b TILa—Ta 201 DS TINoa—FTaV0h
EERTT B

« Citrix Virtual Apps and Desktops Metainstaller T StoreFront 07w 75 L — RHKB L FHE. 4
TOJTHRESNEETZ IS —OJANDOU VIDEHINET,

Ty TIL—RDEE

TwTIL— Rz T3EIC. Ty T L—FORBZEHSIEOHICRDOFIEORTEZEBHLET !

o PYTIL—RENINY I Ty TEABLET,

» StoreFront DBEERT LB ST N—J 3D 5T v T L—RLESE LTVWARVLWI EZHBRLTETL,
L <IE. CTX200356%Z 8B L T T,

e Y R—FINTWVWEN—T3 >0 StoreFront B SRIN—I 3 VICOAHTY FITL—RLTWS Z L 2R
LTLETL,

» StoreFront 1 > X k—5—% CitrixWeb %41 k254U >O0—-RLE T,

g—o StoreFront t—\—7 v 75 L—FR

1. (RERSVRF v T ay b 2B LT —N—DONv 7y TZERLE T,

2. BE7F o StoreFront #mz TV AR— b LET, H—N—FIN—TIZEBHBOY—N—DH2HEIE. 1 DD
—N=D5DHF—N—TIN—TEEEIIRR—LET, T—N—RTIRTOEEZRELTWVBR L
ZHIIRE L TWABTED, HT—N—JIN—THOIRTOY—N—IFFA—IE— DB ZHIFLET, DNy
IT7YTICED LW —N=J I —TZBRICERETIT 37D, MEPRELIBETHORRZBEICE
TTCEFET, CONYITY I TIRR—bTEALN=3 V2 TLTVWR T —N—ICOHETTE
x9,

3. default.ica* usernamepassword.tfrm ' .C: \inetpub\wwwroot\Citrix\<StoreName
>\App_Datad 7 7ML EZEBLEFEIF. ARTILIINYv I T THERLET,. 7y TIL—KRE
FENSZB/TLT. EEABRZTICRICEDTEET,

4, O—RNFoH =D —N—ZHFT2H. ERZTOYVITILICED. A—HF—PEHTIHVELD
ICLET,
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5 ¥—N—zBEHLF7:

6. StoreFront B>V —JL. AX Y RS>, PowerShell 71> Rk y. StoreFront 7 7r/Lx0Ovy
VEBAEMEDHBIZIINTOT IV r—a VB ETFEINTVAVIEZBRLTLIEETVL, ThiZ&b, 7
WwIIL—REIZA VXA N=F—DFTARTD StoreFront 7 7 1 JLICERICT VX TEBZLSICKRD T,
AVAR=F—DBT7AINICTIVERTEBWEG., TN5DT 7N ZEIRNAZCHNTIRVTDH. 7
w I UL — RICKE L TEEE D StoreFront b BRI L E 7

7. StoreFront 7 7 1 ILEEATWVWE T« LY FUTWindows TZX7AO—-5 =Y > R 7OV 7 AL
TWHRWIEZzRBLTLEETY

8. VANAWET TV r—>3 g RTEMILET,

9. MEHN— 320 StoreFront A1 VA =7 7ML EZRITLET,

StoreFront H—N\—J I —TF%=F7v TSI L—KRT3ICIE

StoreFront 4 —N—JIL—TDT7 v FIL—RTlF. WFnhrotr—N—%zFHLTHOY—N—2J)L—Th
SHIBRL E T, HIBRI e —N—d. JIL—TICEETIERERFTLTWVSR D, HILLWF—N—=FIL—T
ICBMTEIHLBDET, MILLWH—N—JIN—TZBRTZ-HICEBIATZEIC. £IEFXAE2RE7O00
StoreFront #—/N\—¢ L TEBFATHIC. BRI Nc—N—ZHEROT 7L FREICU LY bTE3H. F
7zl& StoreFront ICBM > XA =L 2RENH D £9, StoreFront H—N—J I —TFOH—N—DREKT7 v T
L—RIEFHR—FINTULEEA,

Fll: R a—ININFAVTFVRE T RZA LRIZ3 /—RD StoreFront —N\N—JIL—TF%=T7v TSI L
—RLET

T a—ILINFAT R LFRIC. 38O —/N—A. B. Cick3 StoreFront 4 —N\—JIL—TF%27vToL
—RLZEY,

1. &8FSBURLZEMNCLT. T—N—JIIL—TAD2A—HY—-TIELIZEHILEFT, ChicLD. 21—
=TT L - RO RRICERRBRRBICESRTERBD T,

2. U—N—AZFALT. —N—Be CZJI—THSHIRLET,

H—N—Br ClEk. H—N=F)IL—T7H5 M1 LTLWET,
3. TE—q StoreFront 4 —N—07 v 7/ L—F] OFIBICRE>T. T—N—AZT7vTJL—FRLET,
4, Y—N—ADEBICT Y FIL—RINCeZBABLTIIZTL,

5, 4—N—Br CT. BEAIYR+=ILThhTW3 StoreFront #7 >4 > X —JLL. FILLN—=S3 0D
StoreFront =1 > X b—ILLE T,

6. VTvTTL—RENET—N—JI—T=ERITBDIC. Ty TTL—REhiF—N—AICH—N—B
ECEBMEEET. COU—N—JL—TR 7yvFIL—FEnicl &oH—N— (A) £ 280HLL
AV b=Lenfcb—N— B () THEHINTLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 69



StoreFront 2203

BEEOT—N—=JIL—TA0SM7Ot XAZBEHMNICITRTOEBRT -2 TRV T arTF—2%5HL
WH—N—Br CICmELET,

7. IRTOH—N—DELHELTVWBR I EZEBLTLETL,

8. BFESBMURLZEBMICLT. Py FIL—FENic—N—TN—TFAD21—HY—-TFT I/ EXZBMILET,

fl2: T a—-IINfE o021 L LT3 /—RD StoreFront t—N\—JI)IL—F%7vFIL—RLET

RTTa—IENiZ o221 LB LT, 380 —/N—Al B, Cic&3 StoreFront 4 —N—J I —TF&27 v FJ
L—FL&ET,

HY—N=TN—T=T7yTIL—FT3HI. UTZRTLET:

1. Export-STFConfiguration %= /B L T. StoreFront#ms T/ XAR—rLET. CDNY I T v Tl
H—N—D 7O XOEFTTHBEFERRREICU Y FINTERT—2DHBRINTLES ). BEICA
D&,

2. Export-STFStoreSubscriptions #EE L TH—N—AHNSHTXI) Foa>F—2%2 TV XKR—K~L
F9. CONYITY IR H—N—DTOELX0BFTIHBEAREZEICUEY FTATHITRIU TS 3
DT—ABEBRINTLES . BBIZRD X T, IANTFOH IO T a>y7—20EE] 28RBLT
<FEEL,

3. H—N=CZO—-RNSUH—DS5HRLT. T —N—CAQI—H—-TIEIZEBEMICLET., Ik
D, A—HY—lE7v 7oL —R7OEXPICH—N—CIEHTEIRADET, O— RN T —lFH—N
— A BIZERZZXELSGITET,

4. =T —N—CZHIFTBICIE. T—N—AZERLFT,

H—N—ACBlE 5IEHII—H—DUY—INDT7IVRZRHLEFT, T—N—CREIF—N—-FTIL—
THolizl. TIHHERREICUEY FENE LT,

5. Clear-STFDeployment #{FAL T, M L7c—N— CEZREEOT 7+l FREICUEZY FLET,

6. Import-STFConfiguration ZEM L T. LUBIICH—/N\— CICTY RKR— kL1 Z e h@H B StoreFront 18
1> R—rLET, TNT. T—N—CRUBIOY—N—FI—TERLCEBRICHED X7, BHSZDF
BZ4EDRTHREBIEHD FHA. BDERDIFH—N—1E820BET—20OIE—THO. JIL—FIZBML
TWREDMDH —N—ICIFT—FZDMEEINE T,

7. TB—o StoreFront 4 —N—0 7y FIL—F] OFIBICE>T. ¥—N—CEF7vFJIL—FLFT, C
NT, —N—=CRUFIOY—N—TIL—FRUCERICED . FiLWLWN—2 3 >0 StoreFront (27w 75
L—RrREhFd,

8. MAENCH—N—CIZZIRR— LI TRI VT a v 7=z VR— L ET, BSOS ZOFIEZED
BIMBEBEHD FEA. BEBOIEH—N—1820H TV Fo3>7—20aE—THH. JIL—FIC
SMLTVWBZOMDY—N—ICET—2IMEINE T,

9. ¥—N—BZFEHALT. FIE3. 4. 5. TZ{EDRLET (FIE6IFEDRIBVWTLIEIW), OB 21—
H—EH—N—ADVY—RIZDHT IV ELRATEET, €DHOFIEIF. StoreFront H—N—JIIL—7F
DEFIRMIBDZEFRINS, EEOLLGVERBICEITT 2 EHEHLET,
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10. RO —N—JIIL—TA0O&M7O0tReFEAL T ¥—N—BZH—N—JIL—TFCIZBMETEET, C
Uz &b, StoreFront DIRED/N— 3 > TBE—H—/N— (H—/N\—A) %, StoreFront dFFLWLN— 3
STHLW2 /=R —N—G)I—T (H—N—B&LUC) ZEHETETZXT,

11, H—N—B e CZEBEIHT—ERICEBMICLT. 3 —N— AL S5|STRS A TESZLSICLET,

12, 4—N—AZO—-FRNF Y —D5HIBRLT. I—F—DFHLL TPy FIL—FEINEH—N—-B&LUC
ICEESNDLSICLET,

13. H—N—AZERALT. FIE3. 4. 5. TZ#EDIRLET (FlE6 IFEDRIBVWTLIZETW), H—N—=F )
—JO7yvTIL—R7IAEANRET TR, H—/1N—A. B. CillE. T T I —FeRELEHRELTHTTX
VI avT—ahREINE T,

pE
H—N—APE—T I XTGBT —N—THIEWVIERIC. BTV TS arhikbnsagEr®d b
9 (FIB9)s CHIZL>T. FYTIL—REBOHLWH—N—FJIN—FIZEFEETZH TRV T a>T
—AR=ZANLENEVDDIZAED FILWHITRIU TS a >y L - RIFITRTERDLNZTREMELH D £7,
BIROV T ar7r—22—F—HO7F > LTIV —REZEHTIRLSICTIEDICFRARBRERT
IFBWIs. CNICKDEEANDERIEHD FHA. L. T—N— ARTHBHEROKTEIC)ZY FEIh,
MLy TIL—REINEITIL—TIZBMLIEET. A—F—EVY—RZBEY TRV 51T 23HEN
HDFET, VA L7 LT StoreFront EFEIREZ 1 T TPV FIL—RT3L. ZETIEHELVDHD

D. WKODDHTROV T a>yLaA—RAKRDNZAEEDHD £,

Ty I L—RDBRELIGE

1. C:\Windows\Temp\StoreFront T&#H® CitrixMsi*.log #RE. FISPT S —HHRVWHERL £7,

Thumbs.db Access o ffl 5h: RER Z C:\inetpub\wwwroot\citrix 5 SV 2D TFc LI FURD
thumbs.db 7 7 1 JL T, BEINLTARTD thumbs.db 7 71 ILZHIBEL £F,

Cannot get exclusive file access \in use O fI5h: FBFARERIBEERF Y I ay NNV IT7 v TR
TTIBH. H—N—FBEFHL. IXTO StoreFront H—EX%=FHTELELE T,

Service cannot be started O fl9: FIBEFERIBERF v I a v NNV IT v TR ETIZD (U5
147> 707711 TIE%<) NET framework4.5 D7 IWN—S3 > %1V XA M—=ILLET,

2. CitrixMsi*log IZBISNT 5 —DHRWBE, H—N—D [A1RYrE2—7-] > [FUNU—H—EX] TE
ROFNIS—XvtE—SHEFEFNZ IS —HEVHHERBLET, WRITBT7RNTRERITLET,

3. ARV PE =TI IS D EVEHEE. Admin O4 @ C:\ProgramFiles\Citrix\Receiver Store-
Front\logs TEEZDHIII S — X v —IChHEENZ TS —HNEVHERLET, THHGTEI7RNARER
TLEY.

OJ770ILICDWVWTEHLLIE. T¥ 2R b=)LO7 )] #8RBLTLLEIL,
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T—N—ZzHEROT 7L bREICUEY

April 17, 2024

BEICK 2 TlE. StoreFront 1 VX b= ILZ B> A F—=ILREICVEY T EIRELRHD £9, i,
StoreFront 4t —NN—%H—N—FIL—FICBEEMT3RACICHETT,

FETT7 VA VA=A ELUVBAI VAN TEZIERETET I BESH»DD. FHLAVEEZSISECY
AIREMEN B D £, KD DIZ. Clear-STFDeployment PowerShell av> kL v %#E{TL T. StoreFront
—N—%HBFEFOT I EREICVEY P TEET,

1.

2.

StoreFront B>V —ILABAL SN TVB L ZREBL T ET L,
PowerShell ISE R &, [BE&EL LTRIT] Z#RLET,
PowerShell X2 %Z%EL £7:
Senv:PSModulePath = [Environment]::GetEnvironmentVariable('

PSModulePath', 'Machine')
<!--NeedCopy—-->

Citrix StoreFront €2 a—J/LZ1 > R—LLET,

Import-Module citrix.storefront -verbose
<!--NeedCopy-->

EVa-)LD1 >R—+#%. Clear-STFDeployment <> R %#R47L T StoreFront 4 —N\N—%57 #
ILEOREICUEY MLET:

Clear-STFDeployment -Confirm $False
<!--NeedCopy-->

OV Y RBPEEICTET L1, StoreFront B>V —IILERSEI. IRTORENIEY FENI &R
BLET, FAILVLVERRIBOER] £/ [BEEOY—N—JIL—TFADEM] %Z8EEICTZA T gD
FIETE3LS5ICHDET,
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= Citrix StoreFront =@

File Action View Help
Actions
Citrix StoreFront =
»

Y A=
Wiew

& Citrix StoreFrom

0| Refresh

Welcome to StoreFront E Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up 2 deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 2 server to an existing load-balanced group.

StoreFronto7>1> XX =)L

October 3, 2023

StoreFront # 7>+ > X b —JL 9 % X. StoreFront Bi&xmIEh . BHEH —E X X k7. Citrix Receiver for
Web 41 . XenApp Services -1 b® URL. L UBEET ZEEANEIBEINET, I—F—DF7 V-3
DHITROV TS aVT—RFZEATWBRH TRV T3 ORI TH—EXBEIBRINE T, B—H—N—-RIET
B, ChICEDA—HF—DHBTRIV T3> T—2MHIBRINTLEVE T, BT —N—DOERHEREDHREII.
NS5O T—2ERBAREARDIFNOY—N—ETHRIFINE T, .NET Framework oigsex Web t—/x— (lIS)
DO/EY—E X% L, StoreFront 1 Y X b —=Z—IC & DBERICH > fo b BERIE. StoreFront # 7> 1 >V X k—
JILLTHEMICERD £ A

1. O—ALOBBEEREIFOT7HU > hT StoreFront H—/N—icOJ#+ > L9,

2. StoreFront B>V — LAV TWRIEEIFEAL £,

3. PowerShell SDK % f#8 L T StoreFront 0 ERICERIN TV EEEED H % PowerShell by g > %
INRTHLET,

4. [ZB—F] XZa—%2@S. [BE] @E71IY) 28LT [7FV] ICBBILES,

5. [7OJ 5 LeiEE] o+ > RUT. [Citrix StoreFront] ##RL T [FYr1YRA=I] 20Uy ILF
T ChIZED. H—N—D5FRTO StoreFront A K-> FHHIBRINE T,

6. [Citrix StoreFront 7> 1> X b—)L] 414 700Kv I RT IEFW] 20V w o LET, FVIVA K
—ILHET LS. [OK]l 20Uy o LET,
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F&hT StoreFront ZHIf2 9 31C1E

StoreFront # 7>+ > X k—JL L 7=%. StoreFront »'52
F9:

. Web #—N—0&EIZHIBRL 95

1
2
3.
4. C\Inetpub 7 x LA —%BBRL £7,

StoreFront #B4 VA =)L TEBZELSICHD F LT,

A4V =)LOd

ZICHIBRINICEZRRBY BICI1E. ROFIEZETL

C:\Program Files\Citrix\Receiver StoreFront 7 # JLZ —%HlIBR L £ 9,
C:\Program Files\Citrix\StoreFront Install DT RTDHTF1 LU M) EHERL £9,

OJ770ILICDWVWTEHLLIE. T4 o2 b—LO7 ) #8BLTLIEIL

05L& AT DB

February 22,2024

BROEHICK > T EHORLEEEEZARANHD 9,

&

SREEDHERL

AY— b H—RERE

d—4— %t\:/\x'j I‘D:L.u

RXA Y NRZIL—5RE

SAML B3

717 L—2 3 VY —E RDER

Bt

Citrix Workspace 77U/ L Ca—H—N
StoreFront IZOJ 1 >3 1cHICERTE 2 H5E%H#
HLET,

Xv_hb_}“wquE% bi?o

a—+4'—ht Active Directory 92— —F & /XX T —

REFBALTERIETIBLSICL. NRT—ROEEP
IR — REMEAROENICRETE4+ TS 3 V% ERT
I5ELOIELET,

Windows 7 /31 24 Windows Et&1E#HRE R L T>
DONHA DA TEBZELSICLET,

SAML 2B L TH—RF/X\—F« ID 7ONAF—IFR

AFEEELFT,

VDAANDO VTN A oF DItz TL—>3 >
AT —EREHET B &SI StoreFront ##M 9 %
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SEE DB

April 17, 2024

SOREADEE

Z k7 iz, Citrix Workspace 77U BL TR M FICAT A VT3 SICERTE 3BMAZE%E 1 DU EER
TEET,

1. Citrix StoreFront B>V —ILOERCI VT [R+T7] /—RZ&ERL T, 2E] RT>0 [ERIAEHZED
BB ®OUvILET,
2. A—H—|IIHATEITIERAAEERELE T,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

| Method Settings

User name and password m
[[] SAML Authentication —

[+ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

| | Srmart card

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+* Pass-through from Citrix Gateway
Ins.tallmg ar:ld unlns.talllng Fhe EUth[EHtICEtICIF:I metheds and the _
authentication service settings are included in the advanced options.

o R

+ Active Directory 0 1 —H#—BE XXV — ROIEEI—HF —BAEBENICTBICIF [1—H—BLNRT—
Rl Fzv IR IRZFAVICLET, #FLLIE M- —Be/NZRT—FZEE 28R LTLIZT W,

o« SAMLID ZONA A — OFEZBMCTBICIF. [SAMLREE] Fxv IRy I XZFUICLET, ##L<
&, TSAML 5851 28R LTS,

o 2—H—F /N1 XH'5 Active Directory F XA VERIBERD /NI ZIL—TNBELSICT B [FXAUN
RZAN=] ZAIZLET, FL I TRXA YNNI ZIL—5B5E #BBLTIIETL,
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o AX—bHA—PRBEEZBAEMICTBICIE [RAX—FH—FR] ZFICLET, L <IE TRY— R — REREE
ZERLTCETV

o HTTP E&RiEzBMICT BIC1E. [HTTP BAX] =4 >icL 9, 21—H—&REEE. StoreFront —/\—
@ IISWeb H—N—TE7EN %,

+ Citrix Gateway "5 D/XZA X IIL—RiE=BMICT B1CiE. [Citrix Gateway 'S5 D/XX XJL—] EF VI
L*9, Rz Bk L7 Citrix Gateway & T2 —#'—h StoreFront ICIE#:§ 215 &1E. ChEBMIC
LEY, 2L <IE. TCitrix Gateway B 5D/XZZJL—1 ZBEBLTLIZI L,

A+T7D wquH/f%EE?%t Web 77'7# %)I LTRKTIZT 7"223—5& q"hﬁﬁﬁ?%uuu[Eﬁ/f%E%ﬁ*h
F9, Web IS0 —%2NLTOJA VTR EORAFLEEZETETBICIE. [FilAE] 28BLTI IV

PowerShell SDK %/ L TERE 552 BT 5

PowerShell SDK%=#ER L TRIALZ W T B IC1E:

1. Get-STFAuthenticationServiceZ U LT, R 7 EHIEERET LU b)) ORBIEY —E X #EE
ZOREDEBREZRRLET,

2. WA —EXRT, HERBAETONINZEHEISEMICLE T, FRATEA7OMNINLO—EZERETS
ICIZ. Get-STFAuthenticationServiceProtocol#RTL £, 7O EBMICTSICIE. BMCTS
7O+ 3L O—8%38%E L TEnable-STFAuthenticationServiceProtocol#R1TL £¥, 7O ML %EE
MICTBICid. EMICT RO O—E%IEE L TDisable-STFAuthenticationServiceProtocol# 3
TLFET,

3. BMICLARETO NI EZEBALET, LR FS7ORILDORFaXY FESBLTETV

HEFEAT —EXR
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Desktops UV —Z2AD1—#—7 U+t X% Citrix Gateway v > 3 VRU S —ICESWTHIEITE £9,

Gateway /XX X )L—DEL

Workspace 7 7 &/ LT 3E5BE D X b7 D Gateway /NI R L —BaE 2 B F o IFEMICT BI1C1E.  [FREEAE]
U4 > RUT [Citrix Gateway 5D/ R)L—] IZFTvIEANNZI D FTvIBHILET,

77 #J)L kT Citrix Gateway O/XR 2L —RBHAEEBMCTI L. TDALTOIRTD Web 1 b THRT— K
H— RBEEDEMICHRD ET, [RiEAZE] 27T BEDOWeb 1 b2 H#—FL /XX T — RRBEEEICT
TEY,

BEEINZI—H— R XA DOER

Citrix Gateway »' LDAP sB3EZ2 AT 2 & SICHBINTWVWIBEIF. HED KX A ADT I X %ZFIRTSE &
ER

1. BREAZDER] v > RUT, [Citrix Gateway 5D /XX XJL—] > [BRE] ROv 4 I XZa—
Mo [EEINZ RXAVOER] ZBIRLET,

2. [(BEEARXA>DH] 20wy o LT BN 20Uy oL, EEINZRXIVOZBIENALET, O
ORI —EREFRATEZITARATOI LT TIE. CTTEBMLAERXIYDT7AY Y hTOTFT Y TEET,
RXAVEZBEETBICIE. [(BECNDZIRXrY] O—EBTIVRIEBRLT [BWE] 270V v o LFEd,
BERXA>YOIA—HY—THIYFTOTIERZRILTRICE. —BETZORXAVEBIRLT [HikR] %
Iy LET,

BEEEDN A VBZERETBHEICEID A—F—DERBRONADRICERIAREEANREDET, 2
—HF—IC R X1 —BREATERBRZANTESICIE. —EIC NetBIOS 2ZEMLFT, 1—H—
ICA—H—TFU VI NILEBEATERBREANNSEZICE. —BICRLBH N A >BZEBMLEYS, 21—
P—DREXA 21— —BRATHI— YTV VI NILEREATOHERBREANITEBSLSICTBICIE
—HEIC NetBIOS B 2B X1 > BOEAZEBINT ZHENHD T,

3. BHEINZ XA VEERBRT3BEIE. - —POJ 4> TR FICTIAINFTBRTINDI R XY
 [TIAILNMRAXAY] Ry XO—EBHSTRLET,

4. OUAUR=DIBEEINBE R XAV Z—BRTTBICE. [OTFIR=—JICRXAV—EERTTZ] F
TVIRYIREFUICLET,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

@ | Trusted domains only

Default domain: | example - ]

%! Show domains list in logon page

o R

BRRIEm L% Citrix Gateway I(CEFT 3

77 # )L b Tl&. StoreFront i& Gateway 525 L7c1—H—RBL/NRAT— R &KL £9, Citrix Gateway »*
AR— A= RBEDNRT—RLRBIAAZEZFERT 3 LS ICBRINTWVWSEEIL. StoreFront i&EKBER%E
BEHEE Y. Gateway OFBEEICHKEFET B L SICHER T IHRENDHD £9, CDFE. Gateway O#EREFICI—IL/NY
2 URL ZA\A1L. StoreFront &' Gateway 5DV I I X =B TIZL5ICTE e E2BBOHLF T, MCitrix
Gateway OEE] ZBRBL TSI,

1. BRELAZEDEE] D+ > RUT. [Citrix Gateway "5 D/NXZI)L—] > [BRE] ROV IE I XZa—
Mo [FREEOZEEER] ZBRLET,

2. [EERO%E% Citrix Gateway ICZE93] 20U v I LET,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Eully delegate credential validation to Citrix Gateway

o
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PowerShell SDK

PowerShell SDK #ER L TRAEZ S — b I T M ICEEITBZLSICAMT7EER T ZICIE. ATV R L v kSet-
STFCitrixAGBasicOptionsz B L TCredentialValidationMode®AutollREL £ 7, BRERE
BT B &£ S IC StoreFront ##93iC13. CredentialValidationMode%®Passwordic®BEL F
ERS

A—Y—AOTF VBICNNRATD—RE2BETI3L3ICTS

Citrix Gateway #* LDAP (2—#'—Br/NZXT—FR) Rz FERATZ LS ICEBEINTWVWBIEEIX. OJ 1 VEIC
HARYINONR T — R EZBTEFS L S5IC NetScaler B TEF £,

NetScaler &2 Web 1 kAOY 1 >

H#4 R X=a2—7T [Authentication] > [Dashboard] (Z#&L %7,
WAL —N—%20)v I LFd,

[Other Settings] T [Allow Password Change] IcF v xANET,

> wn e

A—F—HOTAVBICNRT— RETETE35L5127 3

[Citrix Gateway h 5 D /Y X X JL—] Tid. Citrix Gateway WRIEDMIBHEEY L £T, 21— —HOs+ >
BICNRT—RZLEETEBLS5IC StoreFront z#RTET £9, COMEEIZ. O—ADILICT > b—LENnik
Workspace 7 7V Tld# <. 7505 —% AL T StoreFront X~ 7IC7 VRT3 BEICOAERTE X7,

StoreFront @77 #JL b O TId. NZXT— RFOBHEARIINIHZETH, I—HF—RBNXT—RFRZ2EETSE
FtHA. COWEEZEMITIHEEIF. T—N—DBLTLWERXIYORYS—TA—HY—IZ&B/NAT—REE
PEIEIN TRV EERRLTLIEET VW, I—H—ICLBZNRT—ROEEEZEFMICT R . TORIAT—ER
ZHEATEIRMTICTIELRATEZIARNTOI—H—IC, BEICERSARFEF1 ) T EDNRETNZ ZCICAD
9, HBOEF VTR —ICED. A—H—/XRAT— REBHENABERDOHICHRINZBETIE. 1T
ARy b= DIMIDEZNEDI M PICTVEITEIRVWI EERRBL TSI,

1. BRELAZEDERE] T+ > RUT. [Citrix Gateway 5D /XZAZ)L—] > [BBE] ROV TE I X Za—
Mo [INRT—RFTFa>DEE] Z#RLET

2. A—H—ICE&BNRAT—ROEEEHAITBICIE. [A—F—ICNXT—ROTEZHA T3] FrvIRy
DAz AUICLETD,
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Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

F
[A—H—ICNRAT—ROEEEHFAT D] ZBIRFFIOBRBRT I, [A—HF—RBE/NXT—R] BHD
[IXZAT—=RA T2 a>nEER] OREICHEEEZS5ZIET,

PowerShell SDK

PowerShell SDK # A L TN R T —REEFEA 7> a2 EXF T 3ICIF. IX Y KL v kSet
STFExplicitCommonOptions% B L £,

StoreFront %% 9 % & 5 |C Delivery Controller =& 3 %

F—bro A LDAP RiEZFEA L TER TN TWBIHFE. F— T o1 I3ERIEHRZ StoreFront ITE L &
¥, MORBILEHEDHZE. StoreFront F1—H—DERBRICT VR TEAHVLE®. Citrix Virtual Apps and
Desktops ICEBAETE £ H A, L7zh>T. StoreFront 5 DER% 5889 % & 512 Delivery Controller %185
TERENHD £, Citrix Virtual Apps and Desktops @ T2 ) F v ICBT 3 EBBESLUORA TS
TaR ZBRLTLLETWL

Jx7L—oa i —EXZFEFBLIEVDAANDS VIV F Y
=TI xa4H LDAP Rt EAL TERINTWBRIBE. ¥'— U o1 I3EKIEHR% StoreFront (2L T. VDA
IOV AU A TERLSICLET, MORBIEAZDHE. StoreFront IZBRIBHRICT /XA TI RV,

TIHIWETIEI VTN YA VA VIZERTEERA. 727 L —2a Vil —ERZERAL T VI LY > F
VERMTETED,

SAML 5%5

April 17,2024
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StoreFront 2203

SAML (Security Assertion Markup Language: a7« 7H—>3>ox—07v 7505 =) 1E. ID&
SURMRETHERAINTWE A -T2V X244 —RTY, SAML ZEAT 2 . RO HICI—HF—%IMEB ID
TONAE—=IZV AL LT T BL5IC StoreFront Z#BRTIF £

7
AE 7o XA SAML Btz ER L T StoreFront Z#8m L £, M7 7 XDi5E1E. SAML sRB5EZ &
AL T Citrix Gateway ## L. RIZTF— b 1 /XX Z)L—R:E%EHA L T StoreFront ##L £9,

StoreFront (ZiE. XD & 5% SAML 2.0 o ID 7ON1 4 — (IdP) HUETY:

o SAML N+ > RZERT S Microsoft AD 7z 7L —>a>H#—EX WST7xFL—>a>yN1 Y RIR
m). #L<IE. TAD FS Deployments && T TAD FS Operations) #8BL T ZT W

« Citrix Gateway (IdP & L TH#H).

« Microsoft EntraID, ##L < I&. CTX237490%&BBLTLLEIL

SAML 7H#—>3a>vilid. 2—%#—0 UPN #&¢saml:SubjectBMIEFNTVIRELHD £7,

Workspace 7 71 N LTEGERFO X S 7D SAML B2 B £ 72 d\EMICT 3103, [BaEA#E] DY ROT
[SAML :B:E] %BIRT 2D BIREMIRLET, TIAIIMTRET7O SAMLRBEEZEMICT I L. TDR LT D
FTARTO Web 1 b TH SAMLBERERICRD £9, [BEAA] 27T HED Web - o SAML % 1{@E5!
ICEBRTEEY,

StoreFront SAML T> RRr> b+

SAML z# 9 37c®ic. ID TAONAZ—BRDIY RRA Y b2 BB TBHADHD ET:

e IVF 171 IDDURL CHIZR b7 DIRBHY —E XD /S TY)@EE IF.https://[storefronthost]/Citrix/[StoreName]/
« Assertion Consumer Service ® URLGE® IZ.https://[storefronthost]/Citrix/[StoreName]Auth/SamIForms/Asse
o XATF—2Y—E RG@EE . https://[storefronthost]/Citrix/[StoreName]Auth/SamlForms/ServiceProvider/Meta

TBISTARIYRETY bHB O £TGER I https://[storefronthost]/Citrix/[StoreName]Auth/SamlTest)
XD PowerShell 27U 7+ %#FEHALT. EELIEAMTOIVRKRAY M E—BRRITIET,

# Change this value for your Store
$storeVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath S$storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService'")

$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + "/SamlTest")
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Write-Host "SAML Service Provider information:
Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: S$md

Test Page: $samlTest

<!--NeedCopy-->

7

SAML Service Provider +information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

<!--NeedCopy-->

AET—2DOXMMEER L THEKRT %

BREBEICTZEOIC. ID 7ONAF - —EXF7ONAE— (COHEL StoreFront) OB TX 2T —4)
ID. FEPAE. T RRA> b TOMDER) ZIRTEEY,

ID 7ONAE—DBAXRT—2D 1 ViR— bz R—FLTW3IEEIX. StoreFront MetaData T> RR1 > L Tig
ETIET, ;3: COREIFIHTTPS ZN L TITSHELRHD F T,

D7ANAE—HDB5DAETF—2%FEH L T StoreFront # # i 3 % IC 1E. K D & 5 IcUpdate-
STFSamlldPFromMetadataa~v > RLw b EEBL X :

Get-Module "Citrix.StoreFront*x" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata —-AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService Sauth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"

<!--NeedCopy-->
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ID 7ONAHZ—%=18RT %

1. [SAML %3] fTOoREROY FE OV Uy oL, [(ID 7ONAE2—] 20V v I LET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i ]
| Method | Settings
[v*| User name and password
SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver G arviee Prowiler
(] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[#/| Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o T
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post Z

Address o

Signing Certificates

Subject Name | Thumbprint

o [

2. [Post] #7:i% [Redirect] ® [SAML N> R] ZZRLET,
3. I D7and44—o [7RLZX] ZANALET,
4, SAML =0 > DEZRICERINZEEZ 1V R—MLET,

5. [OK] Z#BLTEEZRELE T,

H—EXTFONA A —ZEBHKT 3

1. [SAML B3] fTOREROAY FE U= v oL, [F—EXTFOANAE -] 20U v I LET,
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: € | Browse...
Export Encryption Certificate: (i ] Browse...
Service Provider Identifier: @ https://storefrontlb.xaeaad.com/Citrix/StoreAuth
e - .
OK Cancel

2. BREIZIHLCT. ID 7ANAEZ—ADXyE—JICER T3 HICFERATNS [BEREBPBEDIIRAR—K] %
BIRLET,

3. BEIKISL T, ID7ANA T —DERELIEXyE—OZBSUBRIZDICERINS [BSKIIREE
DIV RR—b] ZFRLED,

4. [B—EX FONA4—1ID] IZid. R +TOFEESF —EXDEFICAATNES,

5. [OK] Z#LTEEZRELE T,

PowerShell SDK

PowerShell SDK o fEF:

o BEZHMBAEE A VR— T BICIE. OYY KLy Mmport-STFSamlSigningCertificate = U H L £ 95

o BESWIIAEE 1V R— T 3ICId. O FLw Fmport-STFSamlEncryptionCertificatez Ut L
E
TA K
SAML #t&%Z2 757X b9 3IC1d:

1. SAML 7 X bR=2(CF8ENL. TStoreFront SAML T RAR1 > by ZBBLTLIEIL,
2. CHUICED. IDFAONAE—=ICUA ALY REINET, BERBRENILTLLIESIL,
3. IDUL—LETH =23 HERRIZTAR=JICVAAL I LEINET,

StoreFront %z {59 % & 5 (C Delivery Controller Z &/ 9 %

SAML itz EA$ 3/ a. StoreFront (32— H—D&ERBRICT /X TEHWV&, Citrix Virtual Apps and
Desktops ICERAETEF £ A, LIch > T, StoreFront 5 OEKR% 5889 % & 52 Delivery Controller %= #85§

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 92


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/import-stfsamlsigningcertificate
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/import-stfsamlencryptioncertificate

StoreFront 2203

TERIHELRBHD £, Citrix Virtual Apps and Desktops @ Tx 2 ) F 4 ICBT3EESTEELUORINTFS
TR EBRLTLIZTVL

TJ7xT7L—2 a3Vl —EXZFERLEEVDAANDS VTV F >

SAML BEE% AT 3355, StoreFront 32— —DERIBRICT VLI TEHRWEDH. T7 4L L TIEVDAAD
SVGNYA VT VIRERATEE A, 727 L —2 a3 VRV —E2EFERAL TV IIIN S VAV ERMETESE
ER

A—H%—RFE/INXAT—RBE

April 17,2024

I—H—RFE/NZXT— KRBT, 2—H—IF Active Directory 0 &E#&EHRZ NI L £J,

citrix | StoreFront

domain\user or user@domain.com

o

Workspace 77U Z N LEGROZX R TOI—H—R N7 — RBHZ2 B E FI3EHICT I3, [BEA
El a4V RUT [A—H-RBENRT—R] EFzvIzZNNZD FzvIEHLET,

FTIAIRTRIT7DA—HF—RBENRT—RBIAEEEHMICTRE. TDRALTDIRTDO Web 1 FTHI—H
—BEYNRT— REZBELEMICHED £9, [Receiver forWeb 41 FOEBIE] 0 [IEEH#E] 27T EED Web
"JL’f I“(DJ_—-U'_% (‘_’./\°Z'7— qu\uE%ﬂE)‘btu—C; i?o
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EREINZI—F— X1 OB

ALTADT I R%E. BREDEEINL R XA VOERBERZERALTOJA Y LTVWESI-—F—REICTEZX
ER

1. Citrix StoreFront Bl 2>V —ILOERTA VT [A+T7] /—REFERLT. ERRA VTRIAHEEZER
LEd. 2] R1>T. FRAHFZEDEE] #0UvILFET,

2. [A—H—BENRT—F] > [RE] O—EH5. [EBEINSZ X OEEK] ZFRLET,

3. EEEARXI>DA] 20U wo LT B #0Uvy oL EEINZEXAIVOZFENALET, &
ORHIY —EREFRATEZITARATOX LT TIE. CTTEBMLAERXSIYDOT7AY Y hTAOYFT Y TEET,
RXAYBETETRICIE. [(EEINZIRACY] O—EBTIVMUAEERLT MRE] 20Uy oLET,
RHERXAIYOIA—HF—TADYFTOTIEREREILETZICIE. —BTZORXTVEBRLT [HkR] %
v LET,

BEENRXAAVBZBETDIHEICED. A—F—DEBBRONAFICERIANIEAINAEDXT, O
—HF—IC R XA —FEATERBTREZANIIEZICIE. —EIC NetBIOS BEBML£FT. 2—H—
A=Y= O NILBHER TERBREANANIERICIE. —BICR2BHR X E&%ZBMLET, 21—
=D RXA VA —-BEATHA—HF—TV IO NILBERATHLERBRENNTESRLSICTBITIE
—H&IC NetBIOS B RLBHi K X1 > EZDOESZEBMTI2HELHD £7,

4. EETNB RAM Y Z2BBBRT 3561 21— —DOJF VIR EICTIAIETERINE X1
Z [TIAINPRXAY] Ry I ZRO—BNSERLET,

5, QA YR=JIEFEINZ XA VZ—BRRITDICIE. [ATAR=JICRAALV—EBERRTB] F
TVIRYIRZFICLET,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

®) Trusted domains only

Trusted domains:

xample

Default domain:

example

+| Show domains list in logon page

o R

A—H-—HBNRXT-FZEETETBLSICTS

A—H—DRVWDTHENRT—RZRETIBZLSICTBENTEEY, iz, NXAT— ROBMERI TN
—HF—ICDANRAT—ROEEZHFATEEDHTEEY, CNULED. A—H—DBNRT—RORHICEDTRY
by TR T IS —2avIilT7 IO ERXTIRARBZILEZHSENTEET,

NZAT—REBHEEIE. ROIVSATY STHRHETEEY:

Citrix Workspace 7 71

StoreFront THE#ICH -
TW3iHs. 1—Y—1'F
SEARRIN DN T — R %
TETED

INZAT— R DBEXEARA Y]
nfes, A—%—IBHT
na

StoreFront TEMICH >
TWBEEIF. NRT—R
OB HEARI N B FIIC,
A—HY—HRENELETE
%

Windows
Mac
Android
i0S
Linux

Web

(&L

&L

L

&L

L

Ly
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FTIAILEDOBRTIE. NXRT—EHEMLTH. Citrix Workspace 77U E LU Web 75 0% —na—4—I&
NAT—RZBETTEHA. COBREERMCTEZIHEIE. T—N—DELTVWBRXAIYORIS—TI1—H—
ICEBNRT—REEHNBETNATVAVWCEZBRA LTIV, A—H—ICLBNAT—ROBEEBEMICITS
E. CORAY—EREFRTEIANTICTIVERATEZIARTOIA—H—IC. BEEICHKRSARSIEX2) 70 HEED
NAINBZCICHRDET, HEOEF 2V T RUD—IZ&D I—H—NZT— FEEHEENNIBFER D HIH]
RINBIRIETIE. HARY FT—TDIMIDSENSDIAMTICT VLA TI AWV EZEABL TSIV,

A—H—HNDODTHENIXT—RETETIZLSICKRELTH3HBEIE. NXT— ROoFEMERTIA I EVO—AI
A—H—HOJA Y LI ZICBERRRINET, T 74/ MTlE. I—F—ICW 9 2@HMEEIL. BRINS
Windows RS —DRBREICE>TREDF T, F/ld. HRAZLOBEHEREZEBHITZIENTEET,

1. [BEEAFEDEE] V4 Y FUT, [A—H—BENRT—F] > [RE] FAYTHEIUAZa—n5 [INRT
—RATaV0EE] EBRLET,

2. A—H—IC&BNRAT—ROEEZHOTBIIE. [A—F—ICNXT—RFROEEZHA T3] FxvIRy
DA AICLET,
F:
CDFATOaVEBRLAVESIZ. NAT—RHPRHLTTRI by IRT7FVTr—oavil7ot
ATERVI—HY—2EDLSICHR— b TE3HhERFLTEHBELRDD T,

3. A—H—HNRT—RZEETEZ0NEMHRRDBINS L ZIDAHICTEDN. WO THICTEMERLET,

4. NRT—FOBEMHARIMINZFICI—F —ISBHTIHESHZEEIRLE T,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

|:| D i: At any time (only available when using Receiver for Web)
C Remind users before their passwords expire:

|:| Sr Do not remind
C

= ® Use reminder settings from Active Directory group policy
L] H
Use customized reminder setting

v P

Remind users |10 = |+ | | Days * | before expiry

b |
Installi —
e e

o R

F1:

StoreFront Ti&. Active Directory OINVEREDAIRER/NR T — RARU S —EHR—rThEE Ao

A 2:

StoreFront H—N\—LIZITRTOIA—H—D AT 7 I ZFRETZ-HOTITEBIENH 2 AL T

<f2& 0, StoreFront TIEA—H—D/INXT—ROEKHHIEVWHDE SHEERT 37D, H—N—LIZ&1—

HF—0O—AIL7OT77AILDMERINE T, I—F—DNXT—RETET 3ICIE. StoreFront IZ R X1 >

> bO—S—CBETIVENHD FT,

=3

FEDQLFIINRAT—RETBEOREENEITEMICT 5 . [Citrix Gateway H'5D/NX Z)L—] FBHED
[INZT—=RATFa>nEE] ORTEICHFELXT,

BERIEHR/N R T — R DIREE

@& . StoreFront | Active Directory ¥ B#Z@(5 L TEBIEREZFIEL £,

StoreFront A* Citrix Virtual Apps and Desktops £ @ L kX1 >RIc% <. Active Directory Of=5EREHZFI A
TELHWEEICIE. Citrix Virtual Apps and Desktops Delivery Controller #ff> CTa—H—R £ /XX T— R &
IR E RIS 5 & 5 IC StoreFront T £7:
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1. FREEAEDEBIE] I« Y RIT, [A—H—BENXT—R] > [BE] ROy LI AZa—H5. [/SRT
— RERRDOERH] =#ERLET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i ]

Method Settings |

User name and password m
[] SAML Authentication £~

|v/ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[  Pass-through from Citrix Gateway
Installmg ar_u:l unlns.talllng jche authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o |

2. [X27—RigiEA%] 0—&H 5 [Delivery Controller] #:&RL. [#BR] 20U v oL %T,
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. [Delivery Controller D] EB&EICHE->T. 1 DE7id#E% o Delivery Controller ziBfnL T. 21—
H—ERERERIEL. [OK] 20Uy o LFET,
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Edit Delivery Controller

Display name: I CVAD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5
Servers deliverycontroller.xample.com =
(load balanced): _
| Add.. || Edit. || Remowe

o' Servers are load balanced

Transport type: | HTTPS -

Port: 5443 |

Active Directory 0 f&F
1. [RAEAZEOER] R—J T, [A—H—BeNRXT—F] > [RE] O0O—E»5. NXT— REROHEK] =8
RLET,

2. [XRT—RiRHAE] ROy FEd o> X=Za—h5 [Active Directory] %#:&RL. [OK] #0U v oL F
ER

VDAANDL Y IINGA>F Y

A—H—Hp)Y—XEEEHT B . StoreFront [F2—H—HBR ETADY A U F VICERLIEERBSHREFEALT
VDAIZS YOI YA >A Y LET,

OJ# YEEDOARZIAX

OJ4YEmEiET > 7L—rhoERIn. BEIZROBFRICHD £7, Cinetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\Templates\UsernamePassword.tfrm, BEE% HXZ<X1 X TE£7,
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21 RILDOTFR

TI7HIETIR A= =B bTICOIF 2 LTH. ATAVLAATATRY I RUCEZA MILTEIMEIRTEIN
FRA. TATAYLTLKIETWV] EVSTHFRMERTLIED, AREZLAYE—CZEHLIEDTB A TEE
ER

l. F*RAPIT+2—%FEAL T, BEHY—E XD UsernamePassword.tfrm 7 7 1L ZBEE £,
2. 771ILRTRDITZRDITET,

@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
<!--NeedCopy—-->

3. KB @* L RKED *@ #HIEL T CORXRTFT— XY rOOXY E@EBRLET,

@Heading("ExplicitAuth:AuthenticateHeadingText")
<!--NeedCopy-->

Zhic& b, Citrix Workspace 77U A—H—HTOI+TICATA Y LIZEEIS. TTAILEDEA NI
XF5THS Pleaselogony F7zld TOIA Y LTIV REARTINET,

4. 214 FIXFHNEEETBICIE. TFAMI T« 42— %> TRIAEY — £ XD ExplicitFormsCom-
monxx.resx 7 7 AL EBETFT, T DT 7 IIEEE. Clinetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\resources\T« Lo ~UJIiCH D £,

5. 77 1ILATROBEEZRELEX T, <value> BERNOXFFERELET, CNICLD. TOXMTFOOY
FOHEATATRYITADRA FILHBEEINE T,
<data name="AuthenticateHeadingText" xml:space="preserve'">
<value>My Company Name</value>

</data>
<!--NeedCopy-->

FEX0O7—ILICWAA—H—BICOJ A VA TFOJRY I ZADEA MLOXFHEEETSICIE. WHRE
%% =BhRD ExplicitAuth.languagecode.resx 7 7 1 )L z#w&E L £9., T languagecode (3. O/
_)ngﬁﬁJ?—C—g_o

Windows @17 Citrix Workspace 7 7 TONRXAT—RELVPI—H—RBDF v v > 2D EML

Windows @+ Citrix Workspace 7 7U dF 7 #JL b Tldk. 22— —4' StoreFront R b 7icO5 4> LIz ED
NRAT—REhFvrvadnEzd, Windows @EiF Citrix Workspace 7 7 TA—H#—DNRT—REZFvyva
LBWVWESICTBICIE. SRR —ERDT7 7L ZmELE T,

1. X MIF 1 &2—%E> Tinetpub\wwwroot\Citrix\[ X + 7&]Auth\App_Data\Templates\UsernamePassworc
T71IILERTET,

2. 77 MIATROITZRDITET,
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@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))

<!--NeedCopy—-->

3. ROESICRT— R XY MIOXYELETD,

<!-- @SaveCredential(id: @GetTextValue('"saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->
<!--NeedCopy-->

CHUIZED. COREY—ERODIMTZICAOTA YT 22— —|d. BEINIAT—ROANIHBREIZHED £,

F 7 4Lk TlE. Windows @i+ Citrix Workspace TlEFRZBICAANINfA—H—FZNBEBMNICHEINT
ANIENET, [A—F—B] 70— ILFROBBANAZEMNICTIIHE. FLBNIT—ROF v v aZ2E\M
ICT3HDORBEXNZXLIZDVWTIE. TWindows @iF Citrix Workspace 7 71 TO/NZAT— RE LV
I—H—BADOF vy atleEn®Eutl 28RLTIEIWL,

Citrix Gateway #'L7zUE— 71X

A—HY—HRAA DAY —FENIT—REFEALTTY— bz >7F > 93 & 5IC Citrix Gateway %
BRETIET, INSOERBERIG StoreFront IZESN. A LTICHA>F>TEEFY, LDAP 2—H#—F /X
7 — REREAIC Citrix Gateway % #d % 1C1d. NetScaler R a2 X > ~d TLDAP :B:F1 8B LTI L,
StoreFront ## 3 3 Ik, TCitrix Gateway 5D /¥ 2 Z)L—1 #BEBLTLLET W,

77 L—>3 VREY —E XDBK

April 17,2024

SAML A& ¥’ a2—4—7t Citrix Workspace 7 7V ICERBEREEZEANN LB WRAISZEEHT 354, 774/
FTIEVDAIZO VI AV F Y TEERA. COLSIHBE. 77— a3 Vi —E X (FAS) =ERL
T, HEFAERAEIC L B VDAANDS VI WA U F VR REBETE £,

StoreFront T FAS % & B 9 % IZ I&. PowerShell SDK% £ L T StoreFront # 2 X BN &
b % 9, Set-STFClaimsFactoryNamesz B L T&¥ L — L 7 7 ¥ b U #FASClaimsFactory

IC 8 & L. Set-STFStoreLaunchOptionsz B L TVDA O A > F—420oO0J 4> 7ON1 4 —
%#FASLogonDataProviderics®&8EL £,

feeziE. ARTICH LT FAS 2BMICT 3356

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]
Sauth = Get-STFAuthenticationService -StoreService S$store
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Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"
Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "

FASLogonDataProvider"
<!--NeedCopy-->

X L7 D FAS ZEMICT BICIE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider "

<!--NeedCopy-->

[VirtualPath] =&t RiE/8X (ff]: /Citrix/Store) ICESBZIXT,

FASH—N—0O—BELUVZOMDREZBHRT BICIE. JIL—TRIS—ZFERIZBENRHBDEI, FLIE

FAS R aX>Y hEBRLTIETL,

T2 —BHATRAA Y NARI—FBRAY— b O—R2EBLTRELT 3155, FAS ZERTNEEA,

A T DB EE

October 3, 2023

Citrix StoreFront Ti&. Citrix Virtual Apps and Desktops 577U —> 3o TR by THFLHB R
FPEERLTEEL. —H—ICVY—RIIW{ITI I T —ERTIVERZAVTIV R TRETET XY,

22D B2

2 k7 DYERL MBY§3TEZREITE<OEMX NT7ZEBRELET,
2 N7 DR R N T REDERK

2~ 7 DHIBx AUREBERIANT7ZHIBRLES,

A—H—AOA+T7IOESIZ>IT7IILDIIR
A=k

DT B R T OIERTE & VIR

Z b 73 L TR S hufz Citrix Gateway BRI E—
JVBE. ARTICHY 3G OFAZEATWS T 7
TILEERLET,
A—H—DPX—LTRLRICL BT AT MEHEE
o3k Xr>& (FQDN) ZfE-> T Citrix
Workspace 77U ¥ 3358, 1—H—ICRRS
NTVWBRZXLTHI—HF—DT7H T MIEBEMINZEL
FOICLFT,
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B2

EE]

Kerberos ZED1ERL

ARTICRTTB VY —RDOEE

Citrix Gateway ZNW LTc XA R TFADUE—+T7O£ X
DEE

SEEAERM—E (CRL) oFz vy

HEOH TR T arTF—2ANTEHETS 2D
@ StoreFront X b 7 DHERY

EUND DB X IZEML

ALTOHTZRO )T a3 T—20ER

HEOH TR T aryT—2ANT7ERETZ 2D
o StoreFront X k 7 D1&RL

Microsoft SQL Server #FR LB RICADT—2D
Rz

Citrix Virtual Apps and Desktops D ##m
R b7 OFMERE
&A% HDX W=7+ > J

FI74ILbDicaBE
ICA771ILDERZ

Windows > 3—kAw k

StoreFront »t Delivery Controller ADzRsEIC
Kerberos ZF =R 3h SN EEBRLET,
ZRTHE5DYY — DB HIBR

DEORY FT—IHSEET B I —IIHLT
Citrix Gateway N LTc X b PAD T I X ZHEALL

=

StoreFront ©. CVAD Delivery Controller #MEmH 3
% TLS sERAZ ORREZ AR SN I-EEAE K —&
(CRL) =fEHL THRIZLSEHELET,

HBEOY TRV T3V T—E2ANTEH-RETSZ 2D
@ StoreFront 2 ~ 7 D8R

AT OBRUCAD ZBHEIZEMICLET,
YITROVToaryF—42 (BRICAD) ZRE. 1~
R—bk. IIZAR—b. BLUELHEELET,
HBEOHYITRIV T a3 T—EAR—EHETZ2D
DR T DHER

BITRoV T3y (BRICAD) T—2%RET BT
®HIZ. 9B SQL Server F—2R—X = FEALE T,

Z b7 Web#1 FTOUY —RORRAEICEALT
Citrix Virtual Apps and Desktops st E% L £ 9
ERZA S TREZWELET,
EDT—hITAZED)Y —ANDEGICERY 3H

ZBRLEY
HDX &%& % default.ica ICBML THR L £9

iCAa77TIDEZEERLET

Windows @7 Citrix Workspace T. ERICAD & &
URBT77)Da—bAy bz [RZ—F] XZa—
BLUVTRI by IR T B 5% EBR L £7,

A b7 DIERK

April 17,2024
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XA NTIIRBBRIFIFERTIET, e ziE BEOA—F—JI—TBICA M T7ZERLIED. HEDUY —Xt
W N EENTIANTEERLIEDTEET,
BE.
BET—N—ICLZEREBETIR. BHROY—N—LTREICY—N—FI—TOEREEELARVWTLET
W BRRDIEFH DY —/N—_LET Citrix StoreFront B>V — L ZEFICERITLTOWAVWI e 2B LT
<IEEV, BENTET LIS,
BROTEZH—N—JIIL—TICRBTET. BERDIEFIOH—N—%2FHLET,

2 RTEERTBICIE. TOX L TOA—H—|ICUY—XERETIH—N—%EELT. TOBEEEREZTVED,
i, Citrix Gateway 2 TORX FPADUE—F 7O EXEZRELEFT (ER),

1. (8] RA>T. [RRTOEE] 22Uy ILET,

Create Store

StoreFront Getting Started

StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (Saas) applications, and internal web
applications through a single portal from all their devices,

Getting Started

Store Name

Delivery Controllers e §t£>rf _UE‘\:__ _______ @ —
Remote Access : st -
Authentication Methods : Receiver

XenApp Services URL

Receiver for Web Site - .
Gummary:,. 0 B L) meermmmemnctdmns o QA | S emenatin

| ]
ﬁ Browser E End User
. [}
- :
[ [ ]
[ g s R R @ —
PMAgent

[RA] O Uw o LEY,
2. [R+T7R] 2TTROELSICNALET:
¢« ARTRDANS

o A—H—HBRELIITIETNTULAWVRETI MNPICTIERATESRLSICT 3581 [COXLT
ANDT7 O RZIERA (BER) A—H—ICDAHHAI T3] ICFTvIEANNE T, DN RERA LT
EER T2 . [FBEEAZE] R—PH LV [VE—LT7IER] R=JIFFBETEHRAED, £l [H
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—N=TN—=TF/—F] Ro>r [#BfF] R12D\ [N—XURL OEE] ICEZMDDET (KX
VIEBMLTWEBWT—N—TRY—N—JI—TZ2FETIRVD. ChHERTIZHE—DFT

°/E|‘/T“?')o

Create Store

StOI’EFFOHt Store name and access

+ Getting Started

Delivery Controllers

Enter a name that helps users identify the store, The store name appears in Citrix Receiver/
Workspace app as part of the user's account.

Store Name @ Store name and access type cannot be changed, once the store is created,

Remote Access Store Name: | Store2

Authentication Methods
XenApp Services URL

Summary

Receiver for Web Site Settings

sites.

|| Allow only unauthenticated (anonymous) users to access this store
Unauthenticated users can access the store without presenting credentials.

[ | Set this Receiver for Web site as |5 default

When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S

DRN] 200w o LED,

3. [Delivery Controller] #7 . Virtual Desktops t 77U r—>3>D Y- 71— REBMLET,

FHLLIE TARTICRRTZ VY —ROEE] 28RL TSI,
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Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Controller

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Add.. || Edit.

| [ Remove

DRAN] #0)wv o L&Y,
4. [VE—-+T7oER] 27T, Citrix Gateway BH T b 7ZFIARIREICT 2D ESHEBRL & T,

i&. TCitrix Gateway ZNM LI A R 7ADQ U E— R 772 ZADEE] #BRLTLLETL,

#L<
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Create Store

StOI’EFFOF‘It Remote Access

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

+ Getting Started

v
S s Enable Remote Access

o Delasine Controlla: Select the permitted level of access to internal resources
ivery Control

SR #) Allow users to access only resources delivered through StoreFront (No VPN tunnel) i ]

Authentication, Methods ) Allow users to access all resources on the internal network (Full VEN tunnel) @

XenApp Services URL Users may require the Citrix Gateway plug-in to establish a full VPN tunnel
Summary
Citrix Gateway appliances: | [ Gateway [ ]

Default appliance: [ - ]

5. [BiEFH#E] 27T, A—HF—DBRAMFICT IR T BB EZEIRL. [RAN] 20Uy I LES,

ERATRE AR AIC DWW TR L <. TRREET —E 2 DiEm %=

LTLIESE W,

CDR T ORI EEERICHER T 2D TIEARL ., BEOBHREZRDA ST EHRBEIZENTEFET, O

NZfT5ICid. [HEBAY—ERZFER] ICFTvIZANT. BFEOIMT7ZERLED,
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Create Store

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources, [ ]
+ Getting Started | Method
_\/ User name and password &
+ Store Name i 5 : y
i || SAML Authentication
i trol =
+ Delivery Controllers | [ Domain pass-through
+ Remote Access Can be enabled / disabled separately on Receiver for Web sites
Authentication Methods L] Smartcard ; : ;
| Can be enabled / disabled separately on Receiver for Web sites
XenApp Services URL [ HTTP Basic
Summary T f

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

LOre name: 2t

CRA] 200w o L&Y,

6. [XenApp Services ® URL] #JT. PNAgent s % B §3LH>—F N1 INH3HEIE [XenApp
Services D URL #BICT 3] ICFTvIEANNEEFICL. TS5 THRVWBAREF I v IENILET,
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Create Store

StoreFront Configure XenApp Services URL

URL for users who use PNAgent to access applications and desktops.

« Getting Started [] Enable XenApp Services URL
¥ Store Name
+ Delivery Controllers

« Remo

«" Authentication Methods

XenApp Services URL

Summary

|

(ER] 20w o LET,

7. ARTHMERE NS, [BT] 20U vILET,

MLWREPHMERSNBZ L. A—HF DR LFILTIERATEZELSICTEDDF LWL Web 1 FBIERTH
F9, COWebt+ bz LD, Bld Web 1 FEMERLIEDTIT &Y,

R T DI

April 17,2024

ALT7REETBICE. UWTEETLET:

1. Citrix StoreFront B>V —ILOERA VT [A+T7] /—RFEBIRL T, 2] R1VT [RETRE
O] 2oy LET,

2. [A—H—0HTRIUTIar] ZTICBELT. BRUANDZEMCTEINESHEEBELET,

3. Delivery Controller ®B:iEIC X b 7hiKerberos ZE=ZFERT BN ESHZERE T BICId. [Kerberos &
£l 2T7ICBBLET,

4, [®EHEHDXIIL—F7a 0] 2TIZBEFHL. BRIHLCTTZIVETRI by FOREBICEDT— oA
ZERATIDZEBRLES,
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5, [RETOT7RNEZA4X] 271288 L. I—HF—HFQDN FHIEX—ILT7RLZXAZANALRLLEFIC
Workspace 7 7N A—H—ICRH L TR M TFERRTZIDESIHEEBRLET,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

®) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

2 k7 OHIBR

April 17,2024

A LT EHIRT BICIE:
1. Citrix StoreFront B>V —ILOERA>T [A+T] /—RZEBRLET,
2. H&1E] RAVT. [RETFOHIBR] 200w o LET,

3. BT >RUT W] #OUYILET,
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Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

' Yes | | Mo |

ZrT7ZHBRT B, EEMGIFSNTVS Web 1 FHIRTHIBRINE S,

A—F—AOI+77AED 3=V I T 7MILOII AR—h

October 3, 2023

Z b 7ICx LT S 1z Citrix Gateway BRI E -2 R Y A MFICHTIEGOHFMBAZZATVDZ T 71
LEERTEET, A—H—ICFOEYa =Y I 771 ERET S . 21— —n Citrix Workspace 7 7 J
HEBEICERTESLSICRDET, I—H—d. Web IS U —BHTIM7ICT IR T % & Fi. Citrix
Workspace 77U D 7OES 3 =>J 77240 O—RIBHTEED,
BE:
BEY—N—ICLZBRRIRETIE. EHOY—N—LTRARKIIT—N—TI—TOERZEELBVWTLLED
W EBRERDIZELDH —/N—_ET Citrix StoreFront B2 20>V —I)LZERICEITL TOWARWI 2R L T
{TETW. BENTET LIS,
BROEBEZY—N—JIL—FICRBMEIET. BEROIEI O —N—ZBHMLFT,

1. EHDOX L7 OHBBERIEB SN TOES I = VI T 7L EERTBICI1E. [HRIE] RToD [E#X
FPOFOESI =TT 7AINDIVRR— ] 200y I LT WROY A b ZEIRLET,

2. [TORKR—=F] 20U I LT REFN.Cro7OES a=>F 7700 ERY D —0 EOBEYRIGHTIC
RELET.

AT B X T DIRTE L VRME

April 17,2024

A—H—HBA—ITRLRICEZTHI Y M BREBEELITL2EH N Xr>& (FQDN) % fE - T Citrix
Workspace 7 7V # BT 3B EIC. I—HF—ICRTINTWVWB X M 7HI—-HF—DT7HT > MBS NEHY
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SHEBERET, FBRICIERTZ X MT7DT 7 #)L b TlE. 22— —»4* Citrix Receiver T StoreFront X k7 %38
MTBLEIC. 7723V LTEDIMNTHARRINET, ATZIFERRFICLTH, I—F—HRIXLTFIZT S
TRATEBLLBEZIDITITREHD FHA, I—H—ld. X—ILT7RLRICLZTHU Y Eb#gaEDH D IC Citrix
Workspace 77U TDR b 7Gx FEETHEMRLZD. vy 7y URL®FOEY 3 => 771V EER
LD 2RELRHD X7,

B5E:

BEY—N—IlLZBRIRETIE. EHOY—N—LTRARKIIT—N—JI—TOEREETELRVWTLLED

W BRERDIEDDH —/N—_ET Citrix StoreFront E22O> Y —I)LZERICRITLTVWARWI E ZH#RL T

TV, BENET LIS,

BROEEZH—N—JI—FIIRBIET. BHADIE O —N—%2FHL £,

1. Citrix StoreFront 81>V —ILOERTA VT [R+T] /—R%EERL T, 2] RT1>T [R+TRHRE
DER] > [ARTOT7RNEZAX] DIEICZV I LET,
2. [RARTDT7RNEZAX] R=DT [RA+TDOT7RNEZAX] F1id [RAT7OIERT] &FRLET,

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

When this option is selected, the store will be presented as an option for users to add when they

e i configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation
Optimal HDX Routing Hide Store
When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/
Advanced Settings Workspace app with connection details for the store, either manually, using a setup URL, or with

a provisioning file,

ﬁ[ Cancel ] [ Apply
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Kerberos Zf

April 17,2024
pa o

Kerberos i& XenApp 6.5 LB TOHERTI £,

RXAYNRRRI—Ffld A< — b — ReBaEZ2 B £ 714 Citrix Gateway ZH TR T 315 4. StoreFront
ICIEA—Y—0&EERBHRIBVH, - —D&EBHREER L T Delivery Controller IZFBET I £ Ao
XenApp 6.5 LFiz A L TL 35513, Kerberos ZE % E31C L T, StoreFront i —+—(24% L T Delivery
Controller ICEBEETEI 3L S5ICT B EHTIFET, TD®HICIE. Active Directory RTEEEER T 2 HEN
HHET,

1. [381E] RAVTRMTPEERL. [ATREDER] 20U VI LET,
2. [Kerberos ZF] # 7%= #RL £,
3. [Kerberos ZE=HG%IC 93] H. [Kerberos ZE%EICT 3] hESHEREIRLE T,

4. (@Al 73 [OK] ZL TEBZREFLE Y,

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be

ok i configured in Active Directory to support delegated authentication.

Kerberos Delegation

Disable Kerb Delegati
Optimal HDX Routing Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

[ Cancel ] [ Apply
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PowerShell SDK

Kerberos ZE %2 #mM 3 3 I1Cld. /X5 X—4—-KerberosDelegationzfgE LY > KL v kSet-
STFStoreServicezfERL £

ARTICRTRTB)Y —RDEE

April 17,2024

[Delivery Controller D &3] @& % /8 L T. Citrix Virtual Apps and Desktops. Citrix Desktops as a
Service. & & U Citrix Secure Private Access IC& » TIRMEINBZ UV —X T+ — RZEM. BE. HIFRL X7,

Y —2RT 14— RDRTE

1. Citrix StoreFront 22>V —ILAODERA VT [Rb+T] /—RZEBERLET,
2. BERRAVTRMNTZBERLET
3. [i#ff] "1>d [Delivery Controller nEE] #0)w oL %7,

PowerShell SDK 2L TUY—X 74— RERRT3

PowerShell SDKT. Ov > RGet-STFStoreFarmzBLT. IRTOIVY—X T —RFHIEEFEDIY—X
J4—RE—EBRRLEY,

DY —X7«4—ROIEM
Citrix Virtual Apps and Desktops ©'J Y — 2 7« — R DiBfN

1. [Delivery Controller »&E] mEm<T [BMl 22Uy I L%,
2. 74— FZHATBDICKID [REE] ZAHILET
3. [E#E] r LT [Citrix Virtual Apps and Desktops] %#EiRL £7

4, [—n—=]1 T [&m] 2w L. Delivery Controller D&gi%Z N1 L £9, & Delivery Controller
IS LTHEDIRLET, BRESHELIFITI—IA—N—0DHIZ. LECEDH 28D —N—Z2HETSC
CEHEHLET,

5. [F—N—%2BFESHTS] 7723 zBRTI 28O LET. Chick b, StoreFront i3, EEHEF
ICBO—EN S —N—% S5V FLISERL T, $TO Delivery Controller #7zid 3%/ 2B Taf%
DMLET, COFTIIUANBRINTVWEAWVEE, H—N——EBREIBEEBEO 7z —/ILA—N——&Br L
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THEELET, COBE. —BORWDT YT 774 Delivery Controller £7zi30% 2 4T 100% Di#cE)
PRELET, TOY—N—DFT 51 VICh>7BEIE. —BD 2 EHO Delivery Controller T 100%
DEBHRE L. UUEERICIERICEELE T,

6. [FSYRR—bDREE] O—&EH 5. StoreFront TH—N—r OBEICERTIEGOBEEERLE T,

BStIhTULWAWESRTT —2ZXE75ICid [HTTP] ZERLET, COF TS a>E&EIRT S
Hald. StoreFront & —N—EOERZRSHDHETHRET S ZHTFLTLET L,

» TLS#EHTT—2%i%(=9 3113 [HTTPS] Z32IR L &9 (#22), Citrix Virtual Apps and Desktops
H—N—IZHLTIDF T 3 0% ERT 3HEIE. Citrix XML Service B'R— % IIS (Microsoft
AVE—RYy AT RX—=2 3 —ER) tHETEIREICH>TWVWB L. ISHHTTPS #4
R—bFT3LSICBRINTVBEEZRBL TSIV,

E:

StoreFront & H—N\—DEDEBE% HTTPS THRET 35E1E. [T—/N—] Ry I XD—BIZHEEL
Te—N—ZBRZOH —N—DHAZDOH —N—RBE—HITBZ e E#BAELTLEIV (KXFE/INXF
IEXRISNET),
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Add Delivery Controller

Display name: CVAD
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers cvadl.example.com —

fosd balnce) -

[+ Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o R

1. StoreFront B’ —N—ICEHRT B SICEATEIR—bZEELE Y, T74/)MTiE. HTTP#E4GTIE
80. HTTPS 4 Tid 443 MER TN & 9, BE L 7R — Mg, Citrix XML Service TERIN3HDTH
BHENDBDEY,

Citrix Desktops as a Service DUV —X 71— R DB

1. [Delivery Controller »&12] Em@m< [BM] 20V v I LET,
2. 74— FZHBRITBOICKID [REEB] ZANNLET
3. [##] v LT [Citrix Virtual Apps and Desktops] %i®EiRL 7,

4, [—n—=] T [Bm] #& Vv L. Cloud Connector DB#IZNADLFT, H—N—FfclgaRo 2L
ICEDIRLET, TEMODICLACEDH 2 OO IRV FEZHETZLESEBHLES, BHOVY—X
DBFIDH ZFEIE. TRTOUY —ZXDFFHH S Cloud Connector ZBIL. BEBANILAFTVIEE
MICTREEEBOLET. CUIED. FIEFIC StoreFront AO—AN KR bF vy a%FERALTE
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P75 T VDA ZEEEITE 3L SICHED Y,

5. BROBFAN 5D AR 2HH B5EIE. StoreFront H —N—ADEBEARLHEVWIXR I 25 —BEDOD—F L
ICEWTC, [H—N—Z8FSHTE] 772324792280 LET, IxT2IFEREZ Daas
Delivery Controller ic7O% > 93717 TH 5720, BEIEEERTEIAU Y MIRENTI .

6. [FSYRR—+DFELE] O—BH 5. StoreFront TH—N—r DBEICERT 3 EGOBEEERLET,

s BEAINTLWARWERTT —2%2XE95I1C1E [HTTP] Z8IRLET, COF TP a>%ERTS
H&1%. StoreFront & Cloud Connector B0 #ESiZ@MSH DA ETHRET B EFRFT LTS
Lo

e LXaFHHTTPSESRTT—42EXET3ICid [HTTPS] ZEIRLFJ, COF T3> &E#RL
7=/ &%, Cloud Connector A HTTPS BICHEB TN TWR e 2RI 3 HNELRH D £7,

E:
StoreFront & H—N\—DEDEBE% HTTPS THRET 35S E. [T—/N—] Ry I XD—BIZHEEL

e —N—BHZOY —N—OiAEO Y —N—BL—HIT B 2MRBL T LTV (KXF/IXF
BERITNET).

7. StoreFront " —N—ICIEHRT I FIFERAITBZR—bERELEFT, T 74/ T HTTPIESETIX
80. HTTPS 4TI 443 MERT N F I,
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Add Delivery Controller

Display name: Caas
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers connectorl.example.com E

R ETIE L Bl o nnector?.example.com .

| Add. || Edit. || Remove

D Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o IR

XenApp 6.5 D)V —X 71— RFDEM

1. 74— RZHNTZ0ICKIULD [RTRB] EANALFET,

2. [#1 7] LT [Citrix Secure Private Access] %:ERL £7,

3. [Citrix Secure Private Access] DH—N—ZEZANHLET,

4. [FSYRAR—+DOEE] O—EBNH 5. StoreFront TH—N—r DBEICHERT 3 EGOBEEERIRLET,

¢ BSUINTULARWMEGRTT —2%2XE9 31013 [HTTP] Z#RLEY, COF TP a3V zBRTS
&l StoreFront e F—N—ROBGZASHDFETHRET DL ERETLTLILETL,

« SSL (Secure Sockets Layer) #7-i& TLS (Transport Layer Security) 2R § 3 REI i
HTTP#E#HTTr— 2z x5 9 5ICid. [HTTPS] %=ZERRL 9,

« Citrix Virtual Apps 4 —/N\—2 Di#EfET SSLRelay IZ& B KR MR L T— X DIESUERITT BIC
l&. [SSLRelay] %#:#RL F9., SSLRelay R— rHANATIHRENRHD T

5. StoreFront B’ —N—ICESIT B L EIFERATBR—bEEELE Y. T 74 MTIE HTTPEG X
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SSL Relay #4:Tld 80, HTTPS &4t Tld 443 MERINE T,

Add Delivery Controller

Display name: Henlpp
Type: _) Citrix Virtual Apps and Desktops
. Henhpp 6.5
Servers xenl.example.com —

(load balanced): cenZ.example.com -

[+ Servers are load balanced

Transport type: HTTPS - S5L Relay port:  |443

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o [

PowerShell SDK #ERH L TUY —X 74— REERT S

Y —X 70— REEBMT3IICIE. Add-STFStoreFarma~v >y REFALET

« Citrix Virtual Apps and Desktops % 7z i Citrix Desktops as a Service ® 5 & &, FarmType
#XenDesktopllsBEL £,
« XenApp 6.5 0i5&Id. FarmTypezXenAppIicREL 7,

Y —RT4—ROEE

[Delivery Controller »&] EETY —X 71— RZERL. [BE] 27y I LFT,
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PowerShell SDK # L TUY—X 74— R%ETET3

PowerShell 2R LTUY—X 74— R%E2ZTEJI 3ICId. I< > RSet-STFStoreFarm=#ERAL £

Y —27 14— ROHIBR

[Delivery Controller DEE] BE T Y —X 7+ —R&EERL. [HFF] 20V v o LFET,

PowerShell SDK #ERH L TUY —X 71— REHIBRT 3

PowerShell #EBLTUY —X 71— REHIRTBICIF. O< > KFRemove-STFStoreFarmZzERAL £¢

Y —IN— N1 INZABEDIERL

DY —2ERETZIH—N—DO—ZFHERATIARL B2 TONTA—I VR EALIEZLHIC. BRELABEWVY
—/N\—H StoreFront IC& D —BFRIICNAINZRINET, NA NIz —/N\—(& StoreFront IZ& D ER I,
DY —=2QT7 0 RFERAINEFTA. CONT/INADOHBIE. RDINSTX—2—TIEELET:

o [TRTOEKBD/NANZEER] TlE. $FED Delivery Controller D 3R TOH —N—=H N1 /RXZTATW
BBAIC INANREE] oRXhDICERAINZRVEHRE. DEUTEELE T, 774 MI09TY,

o [INANZEERE] Tl BEDO Y —N—ADEFFUIKML BT, StoreFront 2D H—N—%EN1/XRXT3
HREEDBEMTIEELE T, 774/ bONT/NREERIE 60 DETT,

[T RTORKBDNT NRER] e OEBEE

[TRTOEKBDONANAER] 2R<BET L. HED Delivery Controller # B TE RV CICKZHE
ENIKTRIEHNTEETH. —BHNERY FT—IBEPY-—N—BED%ET. 32— —H I ® Delivery
Controller VY —2% ZOHBERTI B AL WS EBERELHD £9, £< @ Delivery Controller =8 —
DA LT7BICEELTWRIEE. HIC. EBICEETIER L Delivery Controller ig&1d. [T TOERBD /N
INREFRE] DEZREIDICTDI L ZET LTS,

[TRTOKREDN/NRER] %255< §5 2 ZD Delivery Controller TRtz UV —XOuAMIFEED £
TH. B—DX +7EHEET 2% < D Delivery Controller 5 5 DEHAIERTIARWEEIC. 7717 M
TEALTIRDRELPTADET, MHOT77—LEBRLTVT. E8ICEER Delivery Controller 05
Bl TIFILMED O DEFERATBZLEHEOLET,

INANANTA—F—%TEFTBICIE

1. Citrix StoreFront B> Y —JLADERI VT [RA+7] /—REZRIRLE T,
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N

L BRRAVTRINTZERLET

. [1218] Rr>® [Delivery Controller D&E] #01Jv oL %T,

4, O +rO-5—%FRLT UrE] #2U v L. [Delivery Controller 04E] BET [RE] £#0 Uy
JLFET,

. [FHERE] T [RE] 20V vILET,

. [HEREDOER] 41 T7OJRY IR T, ROBEEZTVET:

w

o

a) [TRTOKBONANREAM] OITT2HEBDOINEI U v I LT, IRTOY—N—HIEELEHE >
7=1#%IC Delivery Controller "4 751 Y RN 2R DBEATANILE T,

b) N1 NREEE] OIFTT2HRBEDTNZ VYO LT 120 —N—DEELBRL BoFBICAT ST
CRLTNZREZPEMATANLET,

A—H—D)Y—XT1s—RIZXVvE>TTS

TI7HIETR. ARTZIZT7I7EZALTWVWRI—H—ICId. EDOXRTRICERINTVWEITRTOIY —XT1—
ROSEAARBIRNTOUY —IABEHNINTERAINE T, I —JCICERZ )Y —RZzEMETZICIF. R
k7% StoreFront BEIRIEZERICHER TET £9, F7ik. Microsoft Active Directory ' )L—7D 2 —4— X
YIN=2wFICEDVT, BEODRBRIEADT7 I/ LR ZRMIBZ A TEIET, ChICED. B—DX 7T,
A—HY—JI—TFTCICBEBRBIITIVIRV IV IZEBHETETEY,

fceZlE. TRTOA-—H—ICHBTZVY—EZ 1 DORBEBETIIL—TEL. JOERRBE TXEE
(Accounts) ZBFIRICEIBE 7 TV r—>a> &0 —FhHLET. COLS5AERTIE. Accounts 2—H—F)L—
JICBLTWAWI—H—iF. COXMTIZTI7EILTHHEY Y —ALHKRRINEE A, Accounts 21— —
TIN—FDXIN—IZIF. HBVY—REMBT TV Tr—> 3> o@mARNKRRINE S,

OBl LT, £DBETEABN—RIV I T7EFERTZNT7—1——BORRRELERL T EHLDOERMAERE
CRALVY—RZRHBLET, CHICED. IIEIToTF—LARY. ESRIRIVTALBRI—HY—-DIIX
RYIVZREBLEICZEHTIET, COXMFICTIERATEIE. IRTOA—H—ICRALTRI by o7
TUir—oarhRREINETH, Executives I—H—JIL—TDA U N—F. NT—2—H—BHOEMRED)
YV —RTBENICESGINE T,
E:
CHICED, VDY —=RTa—R2GFR T LRV VTINET, I5IC. VY —RXT 10— RRTIL Citrix
Virtual Apps and Desktops Studio #AD I—H—JIL—TFTT7 IV =23 > T LRI TEE
3_0

BEDIA—F—JI—FIHEDIY—R T4 —FZ2BHT3ICIE. ROFIEZRTLET:

1. [Delivery Controller »&12] EEH 5. [I—H— IVvEVITELUTILF Y CEAEER] O [#EAK]
ZOUYILET, COFTavid. 2DO0UED )Y —RXR T4 —RHAEBREINTVWIIBEICOAMFERATET X
ER

ChICED, [A—¥—IvEYITEIUTILTFT A FESKOER] BEIHESIET,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.

Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers

Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
& Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources,

o

2. [A—v—%a>+rO0-F—I%v T 2OV v I LET, RUDIVEVITEERT 370D [2—F—T v
IR BELEEET. BTESICRYEV IR ERTAENTEIET,

Create User Mapping
StoreFront Srer Sanis
Specify the user groups that will have access to the centrollers.
User Groups ® Everycne
Controllers

) Specific User Groups

Add... Visn Remaowve

v

3. [IRToaI—H—] ZBRT BN FEDI—H—JIL—T] ZBRLTIDOULDOTIL—TZEBMLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 123




StoreFront 2203

Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers.
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4. DrN] #2200 v o LEY, [OAvbO—F5—] 2THRREINET,
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Create User Mapping

StoreFront

+ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resource from one of the controllers chasen at random in order to balance the load.

Controller | Aggregated | Type

5. (&m] 2oVvy o LT 12Uk bO—-5—%ZEBMLET,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. [fER] 20w o LET,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controlierd ]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups , Controllers .
DesktopOnly Users CVAD site A -
| Add. || Edit. || Remove |
.ﬁ Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BBICHLCT, BEMI--] 22Uy I LTESICRYEYTZERLE Y,

PowerShell SDK 2L Ta1—H—%2UY—-RIIXv ST 3

PowerShell SDKEEBLTI—H—%UY—XIIv I TIET

1. UY—XT7+1—RZkil. EquivalentFarmset ZEBL £ 9, IRTOUY—RTr—RIET77—Ltv
DO—THIBENHDET, £5THVE, LDA—H—HUY—Ts—REFATIHRLARDET, X
DINZ A—2—%=ERL TNew-STFEquivalentFarmset =M U L £9°:

« Name - EquivalentFarmSet D—E D& #)
« PrimaryFarms -&EQHVY - T4 —K (77—L) OEH,

2. EBBVY—RT4—ROEY MITIERTERIRELNHZI—HF—DEy FTLIZ. Eh501—H—r&
EquivalentFarmSet oo < v E> I % EMR L £9. UserFarmMapping ZERd 3 IZId. RD/NZ X —
2 —%$5%E L CAdd-STFUserFarmMappingz M UH L £9°:

« StoreService-UserFarmMapping %iBil¢ % Store #—tE X,

« Name-3TvEYTDO—EDEH,

« GroupMembers-YvEYID—WTHZ3A—HF—FIL—TDRFL SID #ZL Ny a7—T
o BHIFRTROAICERAINET, SIDIFTIN—TZERBLET, IRNTOI—H—ZEBMT BICIF.
Zrih'Everyone, fEMEveryone@BE—OI Y bV ENY S aT—TILIERL £T,
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« EquivalentFarmSet - sioFIBTER S 17 EquivalentFarmSet,

TRTONVY—RT14—R (T7—L) ibia<ed 120 UserFarmMapping ICEFNTWS Z L R
TEIBENHDET, £5LAVE. I—H—FZDOVY —RIZF VLI TIHLADET,

TLF A st

StoreFront D77 #IL b TE R RTIZTRI My T T TVr—2 3> %ZRET 2 IR TOERREDFIE SN,
ZOIRTOYY—ZPMERICHRONET, SO, EHRORBREANSALYY —XHRE LR TREIN TV
TH, VYR TFAAVHRREINE T, ANTOBARECTILFY A MEREBWCTIE. RLTRY
by FPERIGT T —> 3 > %BE{ET 3 Citrix Virtual Apps and Desktops O BEIRIER J)IL— LT, N1
5PNV —2ZEH L TCA—HF—ICIRETIE T, JIL—THINEBRRIRIIA—THIHVEIEZHD FEAD. &
HAR/RDIY —RF. EF—N—LTEFHENIDPALTHIBENHD £,

TILFHA hESHIE D, 8D Citrix Virtual Apps and Desktops DBBREBETREINTWVWE TR by 7%
IV r=2a i IRTRAMT7TEAIN. I—H—ICIF 12071 AVETHRREINET, I—HF—DHEHY
V—RZRETRE. Y—N—0uB%. 202A—H—DRT7 o071 ThEy > a>vERILFEADESH. BLUVER
EMEE LEIBRBICESVWT, WRUY —IWSRJBAET Y RZ Y IMBRINE T,

StoreFront Ti&. BEERE. FLIF—RNICEATIAVREBRE TERICGETI ALY —N—DBIBICER
INET, ZOT—N—COBENBHEIINZET, HOT—N—LDVY—RXA Y ZXEZY AP 1Y —|CRHETE
NExd, VY—XORFH—N—THR—FINTVIHEEIF. I—HF—DEBMVY—EZBE LI TIC. BED
A—H—tyv>a>oBIAI’ATINE T, COH. I—F—IERLZEMD Y — D, 201—H—0DEE
Dty aYvERFTLTVWIRHARKRTREINTULSIES. €Oy aYATEMI Y —IDEFHLET. Ch
IC&D, BA—H—DtEyvda VEHIFRNRICHZ SN T2D. BMDTRI by TRT7 S r—2 3 > OREIch
HE3EEIEEIN. MRSV AELDDENICERTIEI,

H—N—OBAMLBEEOI—Y—t v 3 zRR L%, StoreFront IJIEESINIZIEHBICEO VT, 21— —
NEGITIERBREZRELE Y, I—H-—HFERATEI3RFORMAIRENER S 358 . SEEOHERICEDV
T. " EORVORAREFLRIERORARENERINE T, —ETRUICFEATRLCEBHARRNAERINSG &
SICBRY L. REQOI—F—HIW L TERAFORARROKZRNRICMZIZZENTEET. —ENSEH
RIEBNS VA LIGEREINB LS ICHER T3 . FRTRERTERREE CI— Y —E#aE—ICa8IEs I ed'T
TEY

Citrix Virtual Apps and Desktops TEEd N3 Y —XTld. —BETORMBREBEOIEFZERLT. 1—H—
PMEEORBRIEDT X by TR T7 V=23 IlERINZLSICRETEET, ChIZED. FHEDTX
IhyIRT IV =23 TREAORARBICBANICI—Y —IEHEINBZLSICL T EHLrOUY—R
TIRAORABRBICERINDILSICHERTIE T, COLSICHERTSICIE. BETIEBRHRBEOT A by
FTRT7 7= 3> HBIC TKEYWORDS::Primarys WS XF5%EML. BORBERED Y —XIC
TKEYWORDS:Secondarys tWSXFF%EBML£d. COBE. BEEENIEE LERREDIEFICH D
5%, A—H—IMBEINIEMERE (F517)) IBHRINET, BEINIERREIERATIHVEEA.
AVHEV Y —zRET3REREICEGINE T,
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1. [Delivery Controller »&] BET. [1—H— I vEVIBLUOTIILFH 1 bEESEER] 0 [#ER] =
DUy ILET, TOFTIVIE 2 DU EDI Y =X T4 —RHBRINTVIBEICOAERTEIE T,

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

o T

2. [WY—REEHNTB] 20y o LET, ChcE->T [UY—XE2ENTB] BEAIPRTINET,
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[] CvADsite A  Citrix Virtual Apps and Desktops

[ CvADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;lats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o [T

3. ALUY—RZHIVY - T4 —Rz&ERL. [EHN] 20y ILET,
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated

None

L Aggregate | [E:ﬂotaggregaij

Aggregated Controller Settings

These settings apply to all controllers marked as Aggregated

[ ] Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4. RBIIBLT [EHFAIVMO—F—0ORE] /a3 VEBRLET:

e I MO—F—HA—DUVY—XEZRBELET -FICTB L. StoreFront IC& DENFAH Y ~C
HaIVWIID 120> bO—F—DOUY—IADHNFESNET, FTICTHE. FIATEZUY—
20— -0ty b 2EFEENTZDHIC) ENEALY MIHZIRTOIAY FO—5—DU Y —
Z2h StoreFront IC&DFIEETNET, COA T2 a>vEFVICTRIEVY —RFBRONT+—<T >
APAMELET, L. VY —RO—EBIELNEADITRTDT —RTHE—THDCHHEETH
WIRD., BB L EH A,

s BHOOFO—F—TUY—REERISHLET -FUICT . FIAAERIY FO—F—Il&EH
PEY—icpBINnNEd, 7 7ICT3. EFE1I—H—<IvEYIH41rT7OJBE TIEESNI-RIID
Ay hA—Z—CEDYETH N, ZOEHMNKRLAFBEIIUEOIY FA—F—ICT7 2 —I)LF—/N—
LE9d,

5 [0K] 27Uwy o LT, [A—¥—IvEYIBLVOILFY A CERRKROHEEK] BEICRDEFT, [VV—2X
ZENTB] ICFTvIR—IDMIETE LTS
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6.

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

Y —ZDENEINZE. TITAILETRUVY —RIITIEIATEZ - - niced, 1——-3vtE
VOEBMY BHBENHDE Y, [A—H—220bO-F—IYvT] 20Uy ILET, [A—H—TvE
> 7 OfERL] BEAFRTE 3,

Create User Mapping
StoreFront Eraroups
Specify the user groups that will have access to the controllers.
User Groups (=) Everyone
Controllers ) Specific User Groups

Add.. ™ Vien Remuowve

7. [IRXTOI—HY—] ZFRTBH. IFEDI—H—JI—T] ZFRLTIDO2ULDTIL—TZEBMLEY,

e zZE BEDOBMICWEI—H—%2RITIL—TZBRLICWVGEDLHD FJ,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 132



StoreFront 2203

8. EWNEHADUY—RXT1—RZEMLET. ENEADIVY - T4 —RZITRTENTIHELHD X,
BENTUVRWVWT ¢ —Rid. [EHBL] IKBDET EHTNTLWARVWIY - ZBHBZLHTEET,

9. ¥ O—F—TNY—XREEBEHSMLET] ICF v IEZANNED > FEIE. StoreFront A1) Y
—2EBELTREFTIIEFZEIRTETET,

Create User Mapping

StoreFront

+ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

‘When an aggregated resource is available from multiple controllers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated i Type -~
CVAD Site A Yes Citrix Virtual Apps and Desktops E]
CVAD Site B Yes Citrix Virtual Apps and Desktops

Remove

10. [#ERE] Z3BL T, [ —TvEVITBLUTILFY A FESEDER] ICRDEY,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups Controllers .
CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.

11. BEBICHLTEBICIYEYIEZEBNLET, TRTOUY —X T4 —RR21—HF—-FIL—FIcIvbErIT
NTWBRZEZBRLTLETV, YvEYIINTULAWES., Th50)Y —XEXo1—y—3EAT
IRCKEDET,

12. [OK] 20U w o L&Y,

PowerShell SDK % & L 1B E B8

StoreFront B3>V —JL T, Z<O—MHNARTILTFH A bELUVUSTRAMIREEERTE £33, PowerShell
SDKZ(FEHE L T StoreFront Z#8md 3 8 HTIF9d, CNICED. ROEBMEEENIRHEINET:

o BEONRE L TEROERRIRIRY IL—TZI8E T 51488

- BEIVY-IITRERRREZE—DJI—TFICELHBZ L LNTEIEEAD. KEHDFEIFIH

T+4TT.
- BILTVEBWIY =Rty FEROERORBBENSS X L7 TlE, BRI N—TIEED /8T 5 —

IVABEETEIHENHD £T,
o ENEHERREICT L TERLBLIBUETIEET 31, EBOVY—IL T, ENEAOERIREZER

DELED, B—DT7z—)LA—N—UX b LTERALEDTE XY, PowerShell 2ERT 3. B8RS
BN T —FOERDITIL—TZERL. BE3TIIL—THATIz—ILA—-N-TEXT,
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A .
= .

I

VEEBEITBILIETETEEA,

PowerShell ZER L THABRIILF YA AT a>a2BlLTIc&IZ. BBIYY I E2ERALTAH S>3

1. EO77VFr—=oa> I —T2ERT20ERELET, 79 U5—2a> JIIL—FATIE. RR|HLEL

FIVr—=oa3 1 2OF7AAVICENINET, ET7T VS5 =23 0 —FICEBeHUNETY, B2
=g dI—T%2E&HTITET,

2.

VY —ILTIE B TER 75 V5 —2a>ydIL—713 1 2213 TS, PowerShell Z{ER L TEED 74

FOVF=2a> )=l EHTEVY—RX T+ —R (SDKTIFT77—LCEINET) z—BRT
¥3% 12l Eom EquivalentFarmset 2k L £ d, 7 U5 —>a>dIL—TRADERZ VY —R T 1 —
RAELZI—H—ICEIDYUTS5NBHEEIF. ACAggregationGroupNamezEET 51— -0+t

RDINT X—2—%$5E L TNew-STFEquivalentFarmsetz U L £5:

w kT XICfER) o EquivalentFarmSet Z 1k g 2 BENH D £9, EquivalentFarmSet Z1EmL 9 3 ICId.
Name - EquivalentFarmset —& 0 & &1,

AggregationGroupName-77—Lty FHABLTWE 7T VS —> 3> JIIL—FDEH
LoadBalanceMode - LoadBalancedZ7:ldFailoverowghhy,

PrimaryFarms - ®8L7&W7 7 — L, LoadBalanceModes’FailovernB&aid. 77
—LABERIEFTRREINTVA L ZRBLTI LT W

o PV =3 I I—TICERD
EquivalentFarmSet % 3% 4&. VY —ZADEBICEDVY —R T — REFERAT3HEFET I L
ED

FiZ. ZolBFEH UserFarmMapping TEZI N7z IndexNumber t &5 h £,

BackupFarms - 7543V 7 7—LHFATIHRVBRICERTZ 77— LDO—8, ZOHMEEIIE

IEIhFL KHDIC. £ AEFL IndexNumber #iF23BMMD EquivalentFarmSet %38 L %

TV —=2a v —TO—ETIERWVWIY - T s —RT LI, AggregationGroupName%igE

£9IC EquivalentFarmset #1ER L £ 9. TRTDUY =R T4 —RiET7—Lty FO—ETHIHE
+ Name - EquivalentFarmSet D—E D &Hi

B ET, RDINT X—2—%FHAL TNew-STFEquivalentFarmsetz M OH L £7:

« PrimaryFarms - E&E47 7 — LD EHi.

BBV —RT714— ROty MIT7IERTERIRENHZ1I—HF -0y FJTLIZ. EA501—H—rE
EquivalentFarmSet oD < v E> I & ER L £, UserFarmMapping ZEM 9 3 ICid. RD/INT X —
2 —%$5%E L CAdd-STFUserFarmMappingz M UH L £9°:

+ StoreService-UserFarmMapping %iBfl9 % Store #f—E Z,
« Name-TvEYTD—EDEHI,

« GroupMembers-YwvEYJO—HBTHZA—HF—JIL—FOEF SIDEZEL Ny 27—

o BEIIRTROAMBATNE T, SIDIFITIL—TZERLET, IRTOI—H—ZEMT BIZI3.
ZrintEveryone. fENEveryoned®BE—0I > bUZNY S 2 T—TILICERLE T,
« EquivalentFarmSet - giOFIETIER SN/ EquivalentFarmSet,
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o« IndexNumber-UY—7 4 —RHPHMAINBIEFERELE T, ChiCED. UY—XDIEEIC
EDVY—RT4—REFERATIHDDBEIBBUNREINE T,

TRTOYY—RT14—R (T7—L) ibia<ed 120 UserFarmMapping ICEEFNTW3 Z L R
TRIREHHDEY, E5LHBVE. I—H—FEOVY—RIITIVERATEIHRLADES,

Citrix Gateway "N LA R 7ADU E— R 7V IDER

April 17, 2024

RNEORY NT—U D 5ELHETSI——IZx L T Citrix Gateway 2N L7mA M 7ADT7 O X Z R T 51
g [VE—FT7OEREBE] 2R 0%FEALFE T, BAARELRX b7 Tld. Citrix Gateway #n4LIcUE— TS
ERIFFHFATNEE A

BE.

BHY—N—ICL2ERRIETIE. BHOY—N—LTRERKICH—N—JIL—TOEREEELHEVT S
W BERDIZFDDH —/N—_ET Citrix StoreFront B2 a2V —I)LZERFICRITLTVWARVWI E ZHERL T
KTV, BEATET LIS,

BROEEZY—N—JI—TICRBREET. BHRDIEFHIDOT—N—ZFHLET,

1. Citrix StoreFront B>V —ILOAERAI VT [ART] /—REZFRLT. BRRAIVTIMT7EERL
F9, [l RAVT [VE—FT7IVEIBEDHER] #0V v I LET,
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+ Enable Remote Access

Select the permitted level of access to internal resources

® Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) 0

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway i )

Default appliance: [ ProductionGateway "’ ]

2. [VE—FF7OERBEDER] F41 70Ky I AT AFEDO*RY b 7—2 Lo a—1#—I(C Citrix Gateway
ENLIETOERZREIINESH. BLUZOHEERELE T,

o« NEDXRY FI—=ULETA—H—PRRALT7EZFERTIRVKLSICTSICIE. [VE—RT7IEXDER
] FxvIRYIREATICLET, CHhICED. ARy FU—20O0—hH/ILaA—HF—DHHNR +
FICTFIOEATEBRELSICHEDET,

s UE—LTUERZEMUTBICIE. [VE—FTIEIOEMK] 2FICLET,

- Citrix Gateway BHT7 7€ R 2321 —ICX 7OV Y -0 A ERMET SI1C1E. [VPN ~
xILAEL] BERLET, 2—H—IX ICAProxy £7i&2 517> L X VPN (cVPN) ZfEH
L T Citrix Gateway icO4' 7+ > ¢ 3 7. Citrix Gateway Plug-in # B L T%£ VPN £/
ATBIHNEIIHD FE A

- Secure Sockets Layer (SSL) R FS A R—bxwv k7—2 (VPN) b>xL%ES L THER
FYRT—ULEDRTELVZDIENDNY —IADT IR ERMETZIC1E. [522 VPN ~
vxI] BBRLET, COBE. I—H—Id VPN b XILERILT S 720IC Citrix Gateway
Plug-in R332 BN HD £7,

ARTADUE—RTOEREBMICTZ L. RifAZEL LT [Citrix Gateway 15D /X2 ZJL—]
HESICEMICED £9, 21— —Id Citrix Gateway IcOJ 4 >3 L SICREINBeoH. X b
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TICTIERT B EREABNICOITA Y TEERT,

3. UE—RT7UEREEMICLIEBEIF. A—F—DRMTICTIER TR SICERT 3EMERELE [Citrix
Gateway 7 7517V R] —EBHhSERLEFT, CO—EBIZIE. COXNTRIENLDX M T OIEREICE
ML — bz RIEDNKRTRINET, —BIF— b AREZEBMTZHEIE. BN 2oUwv s
L. TCitrix Gateway ®iEMM1 OFIBICHWVWE T,

4, —BTEHOIVMUERBIRLTEROT7 IS4 7Y RENLET V2R 2BHICT 3581, Citrix
Workspace 7 7UNSZX R TADT I ELRIERIND [TIANNTTSA47VR] ZBELED,

5. [0K] 200y o LTHEREREL. [VUE—FT7IEXOER] 447008y I XZBLET,
Citrix Workspace 7 7Uid. 2—H—HO—AILEXY hT—JEREDXY FT—IDCESICELKLTVSOHD

ZE—JVRAY b 2FERALTHAL, BRI/ IR EZERLET, E—JVRIY POEBICOWVWTEFHLLC
& TE—2R1 > ORI 28R L TRV,

77 #J)L LTI, StoreFront 32 —H—H X 7ADEHTEHL TLS Gateway AL TUY —XziEFHL
7, StoreFront ')V — Xz i8I T 2 7-0HICHKE Gateway zEHT 5 H Gateway ZEB LAWK S ICHERET
3mald. T&iER HDX )IL—F7 1 > 71 Z#8RBLTIIZT L,

FEEAEXRM—E (CRL) OoF v o

April 17, 2024

IEL®HIC

StoreFront ©. CVAD Delivery Controller »*ER ¢ 3 TLS sEFRZ DREZ AR I NT-GEAEAM—% (CRL) %
FERLTHEETZLSBHTEET, RDFE. dBAEANDT I/ L RORDELIBELRI LD HD T !

. REE—PERESNLATEEN DS
. CAHRESNL

. FEAEEINL

o HEFAENE IR SN

p= N
ZD kEw %, StoreFront & Citrix Virtual Apps and Desktops Delivery Controller x @< HTTPS

BENERINBEDHZY L £, Delivery Controller Ad HTTP Z4ICFIBAZIIHNEH D £ A. £
DfeH. T THBAI NS X b7 D-CertRevocationPolicy sSRENFET S idH D £ A

StoreFront (&. CRL E2#p7R-+ > b
(CDP) O¥isREBES KU O—HILICA Y X b—=IL I NT-EEERELR—E
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(CRL) ZERALIGEERERMF T v o2 R— L&Y, StoreFront (3522% CRLDAZEYR—FLTUVE
Fo TILZCLRIFHR—FETNTULEEA,

CRL EEfmR-r> ~ (CDP) #isRi%ie

Citrix Virtual Apps and Desktops Delivery Controller ' L TW3EERAEN R L. AT hiz CRLIZ>
TIILBESHRRINTWVLSIHA. StoreFront i&Z @ Delivery Controller o)V — X% 5% L £+ A. StoreFront
MR LU T-EEAE 2 H 9 31C1E. CDP SEFAZIAREETER SN TVWALWThh O URL 2ERAL T, AN
CRLIZ7VERT2HELNHD £,
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Server Authenticati...
Server Authenticati...
Client Authenticati...

Friendly Name
wildeard, .com
ddcrevoked. .com

<None>

Status  Certificate Te...
Web Server
Web Server Ex...

Computer

StoreFront L5 8 < Delivery Controller ED%kzh L 7sEFAEZHREHTE 3£ 512931213, CATO CRLOR
FEEZERT IHELHD F9, CLREHRRT > MEREEDO TONT« ZHEL T, FRAPOAREF—EBICK
HiEL CRL ARHARMEZREL £95
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Revoked Certificates Properties ? X
CRL Publishing Parameters \fjaw CRLs

A Cedificate Revocation List (CRL) describes cetificates that clients should
consider invalid.

CRL publication interval: i Hours 7
Next update: 27/06/2019 16:28

[] Publish Defta CRLs
Publication interval: 1 Days

Next update:

93147 FDCRLFv Yo

Windows AR+ —&HBDIS17> hd. CRLZO—HIILICFvyvoalLlEzd, BHOCRLIZ. O—HILICF v
v adnf CRLOBMERIMTINZ EFTHIA—RINEFHA.

EFEAZESENY X b (CRL) ~A® StoreFront 077t X

SEBRERMTFT T v I D=®iCiE. StoreFront A CRLICT7 VX TEZHMERHD £79, StoreFront »* CRL #4
B9 3 Web —/N\—%:FERi%RS (CA) Y@IET3H%EP. CRLOEHZZETBZHFICOVWTHEEICHERZELTLE

T

Delivery Controller tORIEL> 4 —FS5 1 X CABLVTFTAIR— rilFAE F514R— bk CABLUHERE
ZfERAT 3i5E. StoreFront ICBRBLHDRELKEBREINTIVE2—TFSA X CA L. HBBROABRY bT—2
M7 IEATEZRHAINSCRLTE, T>Z—F51 X CAN CDP HRIEEER AT 3 & SICHER T 3 1EIRIC
DWTIE. Microsoft RFa XY hEBBLTLEIL, CAHR

CDP {LiRi&REZ SO & S ICHEm I B HiIC Delivery Controller B L TULWZAEBAZ IZ. BEITHMRERBS
HbET,

StoreFront #+—/X—& & U Citrix Virtual Apps and Desktops ' —/N\—I3E&E. 1> 22— v MEGO ARV IRHT
INFTZAR— bRy D=V EICFELE T, COBE. 771 R—~CAZFRIIZIVELNHD £7,

Delivery Controller L4 E8/XT U w o CAE LU /NT ) v UiEBAE  StoreFront 4+ —/N\—& & U Citrix
Virtual Apps and Desktops Delivery Controller iz, /871 v o CAICL > TRITINIHABEEFERTI £,
StoreFront (3. CDP #isRigRETER I/ URL 2 AL T 12 —2y MEHTNT U v CAD Web -,
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—CBIETIZHENHD T, /NT U v IEBRENEKI L =1, StoreFront #* CDP URL AL TCRL DO
— %A O—RTERWESE. StoreFront I CRLF v I %2RTTIHL<ADET,

FEERERZNR ) & —DRE

Citrix StoreFront @ PowerShell 1 ¥ >~ k L v + Get-STFStoreFarmConfiguration & & ¢f Set-
STFStoreFarmConfiguration # A L T. A 7 OHBEELHR) > — % RE L £ 7. Get-Help
Set-STFStoreFarmConfiguration -detailed # £ 17 9 % £. PowerShell D AN JL 7 *+ 7> 3 >-
CertRevocationPolicy offl# &=L £9, ZNn50D StoreFront PowerShell x> KL v MMZDWTEL < I,
Citrix StoreFront SDK PowerShell Modules#&8B L TL 723 L\,

-CertRevocationPolicy + 7> 3 Vg, UTOEICRETI£T:

RE B

]

NoCheck StoreFront i%. Delivery Controller EDzEFAZ D%
MREEF vy LEHA. StoreFront if, &L 7
iEBAZE % EA 9 5 Delivery Controller 50U Y —2
ZHBELEITET, DT I EDRETT,

MustCheck NiRZdbReEBF S>3 > TT, StoreFront i3,
Delivery Controller EosEREE D CDP #i5RIEHETS
BENTWB URLIC7VEZX LT, CRL DEEZH A
¥9, CRLAFIATEHRWEE. 713 Delivery
Controller TERAINTWBEAZENERML TV S5
#&. StoreFront i Delivery Controller h*5 D %Z(C
KL &9, URLIZ. FERREN TS RX— hDBFEIEH
B Web r—/N\—%$5 L. #BAZEHNTU v CAICK
STEITINIBEIFNT Vv o1>2—2y ~ Web
T—N—%ELFT,

FullCheck StoreFront i%. Delivery Controller EBEZ o CDP
IRRIEEETABIN TV S URL ADESFZRAE T,
StoreFront *C 5D URL 25 CRL @ OE—DEE
ICkML7=3B&TH. Delivery Controller 5 )Y
—Z2DFEEFAI L £9, StoreFront #* CRL #IEEIC
EY¥8 L TH. Delivery Controller @zEBBZEH KN L T
W3iHE. StoreFront i3 Y —XZ5E L FH A
URL I&. (EBAEN T S 1 R — b DIFEIFAE Web H—
N=7%R L. ;AEHNTU v o CAICE>THEITTh
FBERINT Uy o182 —%y k Web —/N—%15
L&,
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E AR

s

NoNetworkAccess StoreFront #+—/\— Lt Citrix Delivery Server sEP8
EXr7ICO—BNICA VR— bk ENhiz CRLOAHBF
TV 3INEY, StoreFront ix. CDP ¥hIRIERETIERE
anf- URL Aozl A £ A, StoreFront A
CRLOO—HIILIE—DBEICKB LIS T,
Delivery Controller 5D 1) Y — X DFIEE AT L £
¥, StoreFront #* Citrix Delivery Server sEBAZE X +
7Hh5 CRLOO—AHIILIAE—%Z2ERICEELTH.
Delivery Controller ®zEBEZE AR L TV BB E.
StoreFront (VY —XZFIEL FE A,

AT THRERMNF TV I ZEHT S

AETOMBAERMARI S —ERETDICIE. [BEEL L TR T PowerShell ISE Z#BW T, XD
PowerShell v > Ly b ERTLET. RO NT7HHZHBE. COFIEETRTOI T TERDRLET,
-CertRevocationPolicy i&. $StoreVirtualPath TisEIh7c X b 7ICHEE I n 79 R T Delivery Controller
ICHEBZEZB3 X7 LARILDEETT,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

<!--NeedCopy-->

RENELBRINLCCZRABYT S, FRIFRED
-CertRevocationPolicy #pi = RR9 3ICIE. REERTLET:
(Get-STFStoreFarmConfiguration -StoreService $StoreObject).

CertRevocationPolicy
<!--NeedCopy-->

StoreFront 4 —/\—TO—AJLIC1 >R— k3= CRL ZERT 3

O—7JLICA YR— b Ehic CRLOFERIYR— FThTUWE A Citrix TIFERIATLEHEA,
UTFIEZDEHATY:

o KHELIRIETIIERD StoreFront H—N—JIL—THER I 3 AN B 37, EECERLIEEICH
DERT,
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o FEBAENKHM T BT TR TD StoreFront Hr—/N—d CRL #F&TEFH$ 5 & . Active Directory K X
1 V25T CDP IERIEAEES LU NI N CRL ZFEAT 3B IR T, KIBICHEMETLE T,

-CertRevocationPolicy ' TNoNetworkAccess) ICRETNTVBHE. O—AILTTI VI =TTV
feldEF N CRL ZERL T CRL Z R TO StoreFront #—/N—ICHFEMICEHBTI XY,

O—AILiC1 Y R—bEhi- CLR Z2FERAT3IC1F

1. CRL % StoreFront —N\—D5F XY by FicaE—L £ 9, StoreFront 4 —N\—HDH—N—FIL—TFD—
HTHZBEIE. TIL—TARDTARTO StoreFront —N—iCaAE—LF T,

2. MMC X+ w71 o%BVWT [Z7a)] > [RFyv 0 > DEMEHIE] > GEAZE] > [AvEa—2—Th
> k] > [Citrix Delivery Services MiIFAE X ~ 7] #&IRL £,

3. AU ILT [TRTDOERYV] > [1KR—k] ZFRL. .CRL7Z 71 %Z8BLT [TRTODT71IL]
> [BA<] > FEAEE IR TROX L 7ICEEET 3] > [Citrix Delivery Services] %i#RL 7,

E Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]
i File Action View Favorites Window Help

s 2@ B8 é.:lﬂ'ri:

| Console Root lssued By - Effective Date Next Update
v ¥ Certificates (Local Computer) B -DCOI-CA  com 04/07/2019 04/07/2019

w || Personal

| Certificate Revocation List

_ Certificates
» || Trusted Root Certification Authorities

_ Certificates

| Enterprise Trust

| Intermediate Certification Authorities
_| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
Preview Build Roots

~ | Citrix Delivery Services

| Certificate Revocation List

_ Certificates

ocal NonRemovable Certificates

| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
_| Web Hosting
| Windows Live ID Token |ssuer

PowerShell £7:/33< > K5 > T CRL % Citrix Delivery Service :FBAZE X k 7IZBIMT 3 ICI

1. StoreFronticoZr> L.
CRL7Z 71 I ZREDQDI—HY—DF XY by FICOE—L &9,
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2. PowerShell ISE #Fi=. [BEEL LTRIT] ZBIRLET,
3. UFERITLET:
certutil -addstore "Citrix Delivery Services" "$env:UserProfile\
Desktop\Example-DCO1-CA.crl"

EBICEITINZ . ROEHIREINET !

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.
CertUtil: -addstore command completed successfully.

COOXRYVRIE. RV U T MERTEHEMNICIRIED TARTO StoreFront
H—N—IC CRLZEHFTIBSICERATETET,

Delivery Controller % &/ L 7= XML 523

StoreFront ##m L T. 2—%'—R:E% Citrix Virtual Apps and Desktops Delivery Controller ic&ZETE
¥, Delivery Controller ®iFBAE N LI L f-3B&. 2 —H —Id StoreFront IZH 1> > TI R BD £, 8
HE#$B Y 9 B Citrix Virtual Apps and Desktops Delivery Controller EDiEBEZE A k3 L TW 354, Active
Directory 21— —% StoreFront IZH 1 >« > TEAL TIMRENRH 57D CHIFEFLVEETT,

1—4'—3B:t % Delivery Controller (cZF 31
1. sioEs>ay TARTTHAERMFT v I ZEMT 51 THALILE SIS, X T THBAZORMEHER
L&,

2. XML #—E 2= 0OR:E1 OFIEICHE > T. Delivery Controller © HTTPS OfER%#EEL £ 9.

XML SB35 —E X TRERER M F T v I 2 1B T %

UTOFIEIZ. BRATXMLBEZFERL TLWBIHERICOHAMBETT,
i

StoreFront Tld. A b7 EFBIAY —ERIIRYEY T TRDIC2 DO XE%2FETIEY, HEINDAH
5£‘3:\ Z"TKDIL.\DE-U— tZ@lXTl@?‘/t/OT‘é‘o g.@’ﬁl:lx IARTDALT KF*% jéutuuﬁﬂ l:Z
IXFLT. SOOI a>DFIEERITTI2HELNHD £,

A FT&DILADE# tx@ﬁﬁfs DEEHEQE)(I]:E l\b\m L{E‘uﬂlr‘-‘ TL'CL‘% K%EEDE LI_C<7‘:_ L\o i‘/‘t\
TRTDRA S T7HE—DRABRZFEAL TVWIIHEE. EROX N THE—DREY—EXZHETEL5IC
BRTEET,
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Y —E XD PowerShell <> KL w kiZix Set-STFStoreFarmConfiguration (C/8% 9 2 Eh' AL fo 8.
PowerShell DERAEIEZLEEDET, B0 3V THALLLDLRLHHAZEMNR Y > —DOEEZER
LET.

1. PowerShell ISE #BgE. [BBEYr LTRIT] ZRRLET,

$SiteID = 1

S$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"
<!--NeedCopy—-->

2. XML RBIETHERATINZ X 7H—E X, Rt — £ X, Delivery Controller #3#3R L £ 9, Delivery
Controller B*BEICR P 7 TR INTLR e #RRBLTLIEI WL,

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath $AuthVirtualPath

<!--NeedCopy-->

3. 8BEEH —E 2@ CertRevocationPolicy
TONT 1 = BERELEZ I,
$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()
Enable-STFXmlServiceAuthentication -AuthenticationService

$AuthObject -Farm $FarmObject
<!--NeedCopy-->

4, ELWVGERAERAMNE—RZRELLZCEBRBLTIEEWL,

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath

$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy
<!--NeedCopy-->

Windows XY hE2—F7—TFETN3ZITS5—

CRL Fx wohEMEIEES. T5—Iid StoreFront —/\—® Windows 1 XY hE 2 —7—THRETNh T,
ARV MEa—T7—%RALICIE:
o StoreFront t—/N\—TRun & ASJL 9,

- eventvwr “t A\AL T, Enter ¥—%2#L %7,
o [7FUr—>a>et—ER] T, Citrix Delivery Service 1 R> & RL £ 7,
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IS5—fl: R h7hH%kxL7HBAZE % A L TL 5 Delivery Controller [ZiE5 TSI 4L

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.

This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the list of active services.
<!--NeedCopy-->

I5—1f): Receiver for Web T XML ZBIOEKICE D I—HF—H O 1 > TEHWVES

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null

General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary 2 postParams)

<!--NeedCopy-->

HBEOY TR T gq>oT7F—2ANT72HETS 2 D0 StoreFront X ~ 7 D&k

October 3, 2023

StoreFront @1 > X k=)L 7O€ X Tld. & StoreFront #—/\—IZ Windows F—42 X b 7ZO—HILICA > R
F=ILLT. TRV T a>T—2%2EBLET, StoreFront —N—JIL—TRIETIX. EH—N—T. ¥
DTF—BANTHMERTZHITRINV T a>yT—200E—bBEBINET, COT—2E 1FHOH—N—IZR
MEn, JILl—FeAfTaA -0 IRV T aUHERBEINET, 774/ MTIE. StoreFront I3ZX ~7
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ICXHLTLID2DT—2RAT72EFRLET, VTRV T2 a>7F—2IAMTR AT IEICHILTERTN
£,

BRZEBEURENVERIBEE. —RIICIZ. EBEN 2 DDERZ X L7 T StoreFront ##mML £3. X +7D 1
DI Citrix Gateway ZERLTUY —RIZHNHBT7 IR T3 5 121FR40 LAN ZERA L TAHAZBT 7€
2TBHDICRELET. X ~THweb.config 7 7 1 ILICEEARLEEEZMR 5L T, EBOY IRV T3>
T—ARARTEHERBEITZLSIC. T9MF) X b7 TS R FPOEAZBRTIEY,

2DODAMFEFNUCHIGT IV TRV T2 a>T—2IANT7ZECT 74N MO FUATIE. A—HF—IEEL
DY —RZ2EBYTRISATTIRELNHBDET, HEBOH TRV T3 >T7—ER—XeHETEL51C2D
DRALT7EEETZE. A—HF—DHRALVY —RIIEHOXY FT—ORIDSBEEICTIELATIZRELSICHD.
A—SYJIORRYVIVIAPEELET, EEV TRV T3 >7—2ANT2ERTR . iLLWIY—2%
RWICHTRIOSA4TTHLIIC. IA—H—H THMEB) A T7ZERLTVWDON THE A NT7ZFERALTVWS0
MIMEICHRD FE A

o &2 7D web.config 7 77 JLiZ C:\inetpub\wwwroot\citrix<storename> IZ%# D £ 9,
« & b7 D web.config iZid. Subscription Store Service D17V FIY RRA Y MAEERTULE
Jo

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="
Streamed">

BANTOUYTROV T a0 T7—2I3RDGMHICHD £,

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>

2DODRNFTHIRI) T a>yT—R2ANT72HEETBICE. —ADIXLTH. BS5S—FADIATDOHTII )
T vt —ERIVRRA D EBRIBZLSICRELET, U—N—JI—TERRIETIE. IXRTOH—/N—
P EERSNEE—DOHAEHLEDI N7, CNSOHAMTPHHEETEZIHET—FINT7ORE—OIE—%F5
F9,
F:
&2 k7o Citrix Virtual Apps and Desktops O3> FO—5—DEAIE—H L TVWEHERDH D £9, B
H—HLTVWERWEE, EBALT7TOUY—XOY TRV T aoh—BLAELLRZIZHhHDET, T—
ZZARTOHEFIX. 2 DD L T7HEL StoreFront 4 —N—F fid—N—JIL—TEEIRBICEFET 25
BlICOAYR—EINET,

StoreFront 47 X0 o a>5F—2XMT7DIYRRTI Vb

1. 88— StoreFront BEAIRIZTIE. X ERZEAL THNEBX k7D web.config 7 77 )LZBS. clientEnd-
point Z&&EL 7, fi:
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<subscriptionsStoreClient enabled="true'">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

2. EBRETIVRRAY S ZRBRA T IV RRA D PE—HITBELSICEELET:

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy—-->

3. StoreFront 4 —N—JIL—TEFEALTVWBRHEEIE. T51<U ./ —F0D web.config 771 LIZxH T 3%
BZIFHDDIARTD/ —RICRBMIEET,

BARTHABISTOF TRV T a3y T—2 AT eHBEITZLSICRESNE LT

ART7DOERICAND ZEET S

June 6, 2024

PowerShell av> Ly bEFEALTR M 7OH TRV TS a>F—42 (BRICAD) 2BEBLET,
PN
StoreFront 31>V — )L £7-id& PowerShell D5 5h % FERAL T, StoreFront 2B L %9, A%
BIERICEALBRWVWTLS RSV, StoreFront iz ZXE 9 %55, StoreFront E3 21>V —ILZFALTH S

PowerShell 2B LT RETW, BEOYIRIU T arT—42%2TE T 36T, TEFOREICO—I
NYITEBEIIINYI T TRERLTELL e ZHBMOLET,

BYITROV T arT—2DOREHE

YTV TarT—2B M3 T74NE—ELVT -2 T3 BEFEOREOEX TICEFEELET,

1. StoreFront #+—/\— E . Citrix Subscriptions Store #+—E X% &1 L £ 9, Citrix Subscriptions
Store t —ERDETHIF. A LTOHTZRI VT 30 T7—2%ZHIBRTETHEA.
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2. StoreFront 4t —NN— LT, ¥ 7ROV T2 a3 >R +b77 4204 —#BEx7: C:\Windows\
ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore
\1__Citrix_<StoreName>

3. HTROV TR IANEA—ROITRTOT 7 ILEZHIBRLE T, 74INA—BEIFHIBRLEWVWTL
72E W,

4. StoreFront #—/N\—_LE T, Citrix Subscriptions Store t—EX = Hi2&8 L £ 7,

StoreFront 3.5 LIETIE. LUTF® PowerShell R U 7 h%#EBLT. XANTOHTRIV TS arTF—2%5%SE
HETEET, Y—EXZELEFAIEEEALED. 777 ZHIKRLED TEZEEEERTI D PowerShell #%
TLET, 2D PowerShell 27U 7 kg ERRTHALIEFHOFIBEE EHRICHEEL £,

ARV RLy hEBERCETT 3ICiE. B —/N\— LT Citrix Subscriptions Store 1 —EZXRRTFETN TV Z %
EAHDET,

function Remove-SubscriptionData

{
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"
<!--NeedCopy-->

HIRo) T a>yTF—2OIT I AR—b
PowerShell a<> kL v rEFERALT. XARTH IRV T a>vTF—2DONvIT7 v TEZTRIOD TXT 7
7I1IERATEIETEEY,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
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Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env
:USERPROFILE\Desktop\Subscriptions.txt"

BEY—N—ERRIEEEELTVW3HBE. C0 PowerShell ax > RL v k% StoreFront —N—FIL—T7R
DEBEDOH—N—LETRITTETET, Y —N—JI—TFOEH—N—lf ETHSRABINY T IOV T a>T
—2ORE—AE—%FFL £, StoreFront —N—BTHIT XU T  a>oEBICEENHZBE. JIL—7F
DIRTOY—N—DS5T7—F2EITIXR— LT EEELTLLIZEL,

HITRONV T a>T—20ERT

BEOY IRV FoaryT—4% EEZX9 3IC1d. Restore-STFStoreSubscriptions R L £¥, siidkD & S
IZ. Export-STFStoreSubscriptions Z R L TER L7=2 TXTO O TXT 7 7 A ILERDONY I 7y ThE. R
FPOYTROV T avT—2%2BRTEET,
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "

$env:USERPROFILE\Desktop\Subscriptions.txt"
<!--NeedCopy-->

Restore-STFStoreSubscriptions ic2W T L <&, RESBL T LTV, https://developer-docs.citrix.
com/en-us/storefront-powershell-sdk/2203/Restore-STFStoreSubscriptions/

1 >0 StoreFront Y—/\— L TF—42%E7xTd3

B—@t—N\N—REHRIET. Subscriptions Store ' —EX%> vy AUV TIRBIFHD FR-A. Flee TTR
YT 3T —2OERHICEEDOH TRV TS a3 >oT— 3 ETINEDLHD £ A,

StoreFront 4 —N\—JIL— L TTF—4%1ETTS

Y—N=TN—FIIHT ROV T>a>rT—2%8rd 3. ROFIBIZRSHBEHLHD £7,
ffl: 3 2D StoreFront —N—%&TH—N—FI)L— 185,
« StoreFrontA

» StoreFrontB
o StoreFrontC

1. 320 —N—0WVWIFhhh s, BEOY TV TS a>vT—2ONv I Ty TEERLET,
2. % —/\— StoreFrontB & & U StoreFrontC < Subscriptions Store f —E X %#EIEL £§, ZDRIEICE
>T. StoreFrontA OFE#HAF. H—N—EH TRV T2 a>T—a%ZEZZETZ DN TIRLAEDET,
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3. #—/\— StoreFrontB & & U StoreFrontC 534 7RO U T2 a>r7—2=RL2EELEFT, ChUlE-
T BREINHY TRV T2 a3y T—2DFR—HDPRELBVWELSICLET,

4. Restore-STFStoreSubscriptions O~ > KL v T StoreFrontA LIZF—% %187t L $9, Subscrip-
tions Store 4t —EXZ{ZIEL 7D, StoreFrontA THIT XV ) T2 a T — 22 RLHEETIHERHD
FHA (ET@ERICEESTINET),

5. #—/\— StoreFrontB & & U StoreFrontC £ T. Subscriptions Store t—E 2= BE&8L £9, ZNhT.
COY—/N\—id StoreFrontA B 57 =42 D IE—%ZZETT X,

6. TRTOY—N—RTEBEIHBINDZIOERFEET. COEDHICHELREFMIE. StoreFrontA IZEET S
LO—FRHUCK>TELBDE T, TRTOY—N—DO—-HIFRy bT—2EGTHNL. BERHHITRERIC
fIbnEd. WANEBHRTOY T ROU 7> 3 > oRMICIE. ZLEBMINIBENRBD £,

7. StoreFrontB & U StoreFrontC 57 —42%Z TV RKR— LT AEPRT LIS EZRBLET, £t
R ETFH TRV T3y a2—%2KkRLET,

IR0V T a>yT—20142KR—-

A LTI T ROV T a>rT—2h0iE4E. Import-STFStoreSubscriptions #EAL %3, coaITV R
Ly bMI&>T TRV T3y T—22ANTETEELED, TR0V T a>F—2z2zHL<FOEY
a=>vJanf StoreFront —N—IZA Y R— LD TEET,
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv

:USERPROFILE\Desktop\Subscriptions.txt"
<!--NeedCopy-->

Import-STFStoreSubscriptions ICDW T L < &, RZBBL T ZE W, https://developer-docs.citrix.
com/en-us/storefront-powershell-sdk/2203/Import-STFStoreSubscriptions/

HITROVTa>T—2T7 71 ILDOFHH

HITROVFoar7—2770)E EFIC1 20— —HTIRoV T aroh@INcTEFX N7 71IILT
To HTICIE. UTOENZ T TRYISGNTEEINET:
<user-identifier> <resource-id> <subscription-id> <subscription-

status> <property-name> <property-value> <property-name> <property
-value>

REEOEKIIRDODLEDTT:
« <user-identifier>: MAFXx—T. I—H¥—%2RHBATIXFHTY. COBAFICIE. I—F—D

Windows £ a5« ID iMERINE T,
o« <resource-id>: WEBEFX—T. YIRISATTNB)Y—-IX=HINTEIXFEYTT,
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« <subscription-id>: BEFXF—T. YTRI VT2 a3VE—RICHHTINFINTY., COEIXER
INFHA (L. 727 71IILRICEDNFETIHEEEHD £7),

+ <subscription-status>: %BFXx—T. T XU F> a3 >DIRE (subscribed # 7=i& unsub-
scribed) T,

o <property-name>&&U<property-value>-47> 3>, 0 AU LD TONT « B/{EDHEAE
HHETY, StoreFront 751 7> ~ (@4 Citrix Workspace 7 7U) Ik 3B 72O UTFoa>aorOon
T1ERLET, EROEERHOTONT 113 AL EFIDEEOD T<property-name> <property-value>]
R7TRENET (MyProp 22 DDEA & B 28 25HB&I1E T--MyProp AMyProp B -1 % &),

51

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel = 21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1

StoreFront 4t —N\—0DF 1 XV LILHZHTRO) T a>rT—20H1X

L d—Fo¥% H1X (MB)
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

TYR—bBLVIVRR=bIBTFILT7MILOH AR
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L d—Fo¥% H#—1X (MB)
0 0.00
1,000 0.13
10,000 1.30
100,000 12.80
200,000 25.60
500,000 64.10
800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00

ANTOUTROVToarhAo R~

Microsoft Windows X7 #—Y Y XEZZ—ho 82— ([RE2—+] > [BREDOREK] Ky I Tperfmon,
ENN) ZEALT, Y—N—LOHTRoU T3> L - RoasE. StoreFront 4 —N\N—4 )L — 7B THEE
INFELO—RPEREERRITETET,

PowerShell 2R L/ TRV T a Ao 2—DRE

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store)\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"
<!--NeedCopy-->
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Microsoft SQL Server #{ERA L= T RO F> 3> T—2DRE

April 17,2024
pa o
CDORFaXY BRI MSSQLServer & T-SQL 7T UICRET 2 EAMAFNHERIRE LTLWET, BEEN
CORFaXYEBRTSICIE. SQL Server =R < 8. FH. BIETESLIICTIHRELNHBD T,

IEC®HIC

ESENT (. Windows TEBTE3EOAAARER NS VIS 3V F—ER—RIT VPV TY, StoreFront @
IARTON=T3>id. T7 AN ETEHAFAZD ESENT 7—E2R—XOFERAETR—FLTVWET, £/ X7
M SQLEBLGXFF#FERAT S LS ICEBRINTWVSIFE. Microsoft SQL Server 1 Y X2V RICIEHETZ I d
TEET,

StoreFront = ESENT Ti37%< SQL ZEA T3 & SICIDEX 3 e DELFRIE. T-SQL @ UPDATE X 57—k
AV hZEFERALT ¥7X007FoayLd—RzeEE, EB. LEBHEBFTEISCTY, SQLZEATR L. ¥
TROVT2arvT—2ThyDREENERITEINBLVICESENT H T RO U TS 3>y T—22fz2 T 0 AR— k.
TE. BTUR—FTB3HERBD A

BEOYITRU) T3 >5T—%4% ESENT 55 Microsoft SQL Server IC#179 3 1CiE. StoreFront 5T
AR—=FENFTESENTD 75y hT—2%, — 1 YKR—FHEOSQL 7L > FU—BERICEIRTIHELDHD
X, MILWHITZROU T2 ary7—20BWHLVWERDZE. COFIBRARETY, 7—2EMRFIENBEL
DIF—EFL I T, T TlE. BEBLTWB-STF PowerShell SDK B EAN SN —2 3> 35 LUEDTARTD
StoreFront N—2 3 Y TERTES. Y R— FEROBRICOVWTEHAL £,

P

Fw kD= DEIENRET StoreFront "9 TR0 72307 — 2% REFETHHICHERT S SQL
Server 4 Y 282 Y ANDEHICKB L 755, StoreFront BRIZFIATEEL LTRRINEFE A FLEIE.
A—HY—TIIRRVIVRAEZ—RFWIZETIE 317 TY, 2—%—Ik. SQL Server NDEHENETIND £
T. BRUAND DY =B, HIFR. FLIERRTIEEA. VYV —XRE FLETHIESLVRB TS X
T FRAITNZEEIE. ESENT o fERIC Citrix Subscription Store #—E XWMEIET ZHBELRAL T,

B>k

1) — 2 H* KEYWORDS:Auto Z 7-i& KEYWORDS:Mandatory TR It TWa & ESENT F7z1% SQL
THAZFERTZHSLRELCELSICEELET. WInHD KEYWORD a1 —H—D )YV —XIZEENTULS
Ba. AP0 4 >d3e. HLLWSQLT TR U 7o 3> L I— ROEEEFMNICERINE T,

ESENT & & U SQL Server OF)=
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ESENT

F7#I)L bk, StoreFront# Tz F %) ERTZD
BINERIZFRETT,

HITROVTSa v OEBERBRT Y a—ILzfERAL
T, BRBY—N—JIL—THEATLTIVT—>a> %G
BICHEMTIEEY, MTIR0U T a v ERADER) %
SRLTRTET W,

BT RT3 VEEHNFERISA. SQLIZFET
Yo UTRIVTL a0 T—22BHMI B2BENBRWVES
A, ESENT 0B EEDO = —XISEL TWS ATk
=m<BDEY,

ESENT &5 & U SQL Server 0x 5

ESENT

IR0V TS a>T7—2=HEIDODITDHMEN EET
BEELFRIEHD FHA ITVRR—rINftxt 7
FAIWTHIT RO T a VDR EZTOSRENHD £
o HITRIV T2 aVT—ER—ReFEZT I IR~
FELUBAVR—MTI3RELHBD XY, BEICE
TiF. AFHOLO—-RERREBBROFXEFERALT
TEITIHRENHD £T, COFEEFRERIINMDIS
—OuEEMBIE<RD X7,

SQL

FERBICEELY®TV, T-SQLYTVZFERLTHIRY
D7 ayr—2ZzBBICREEIZERTEEI, 1
—H—roL - FZHREIIENATRE 7IUT
—> 3. Delivery Controller. F7ziga—%—C"t
ICEBICLO—REATY L TEET, DE/EESN, S
Bl —0FREBELI—H—FT—2EHHEICHIFRT
FET, EEENTI VS -2 a3V OFERICHIDER -
r &%, #HL W Delivery Controller *7OEY 3= >
Janfzr sk, Delivery Controller 888 % s
ICEHTEET,

StoreFront B 581D BTN TV B 7. StoreFront
27V TOL—RIBHICH TRV I aryr—42%
NV ITYvTTIREIFHD FHA. T—2IFRID SQL
Server THIFEINE T, TRV T a>onNyy
7w 7i& StoreFront IZ&kEE T, SQLONY I TS
HIECANZILZFERALET,
P=N=TIN—TFDFTRTDAYN—HDHEETEIH TR
oI ayr—20E—a—, ¥—N—fD7—%
DEWVWP T — 2 EHAOBENRE T ZETREEIMELS 4D
R

SQL

BAM% SQL 0FMAH#E 1> TSR ST F v his
ETY, SQL SV ROBADBBIZHRZIHEDDH
b, StoreFront BREDAMEIX FHABIMLE Y, 7
72 L. Citrix Virtual Apps and Desktops ¥ —4&~X—
2Aq VA2 > % StoreFront e £E LTI X M EHIRE
THEELHTEET,
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ESENT

H—N—JIL—TFHADE StoreFront 4 —/\—T
ESENT F—2R—2DAE—%RFTIHEHLHD F
To FNUS. DT —ER=IAPY—N—=FIIL—TRZE
TERERZY—N—JI—TETHEBALAELLBZ D
HHET,

SQL

Y—N—JIN—TETOHF TRV T a>TF—2DL
TVr—2avis. EBRREAZZXITY, &8O SQL
TVRRVRYE, T—EEVE-TUILEIVRAVR
MOLZoH o3>0l TVTr—2 3V METY,
ZhisiE. MSSQL oEMMEBHIBRETT,

ESENT h5 05 —28B1TE6 LT SQL 7L > R U —4H
KANOEMABETY, COTOCLIDBERDIE—E
23T,

D Windows 4 —N\—Y2 Sty 2BRBEIZHR S5
ENHDFT,

StoreFront = &3 % 7c® DEIFIE,

BRE>FTUF
=
A—HF—HTX0) T a>rEHR— T 3ICIE StoreFront R THERINIRZ X L 7IC ESENT 7—42 A~ —

2 F7=1& Microsoft SQL ¥ —ER—XBMBEBETT, Y IXI ) T a3 >T—2DREFERZEIZ. StoreFront B
DARTLRILTREINE T,

BEOEMIZERL. BRI ADXOA-T2ESTLHIC. TRTDRX MTTF—2R—2%E L Microsoft SQL
Server 1 Y XAZ >V XICERE TS Z & % Citrix TIXHEHL £,

TRTALEGXFINZERT LS5 ICERINTUVNE. BHOXA NP TRILT—EAN—XZ2HETITET, ER
% Delivery Controller 2L TWTHEED D Ao BROI N THRTF—ER—E2HET S DX A
BYIZROU T3y L A—RREDR MTICHRT 2HEMBZHEI RV L TT,

BHEOR FT7ZFDE—O StoreFront BB TS, HWHICIZ 2 DDT—R2 AL —UFEDHAAEHEDAIEET Y,
ESENT 2B 95L& 5IC1 DD M7 ZHEBAHL. BIOX L7 TIESQLZERTALSICBETEET, Chld. B
BOBHS BRI ROROA-THH23 =886 LEEA,

SQL
Server ICH TR T2 a>rT—2%RETIHE. 42D FUARHD£7:

7% 1: ESENT =R 9 28— StoreFront r—N\—F gt —N—JIL—F (FT7+I L) F7FIbE
TIEN—2 3> 2.0 LD StoreFront AR TON—= a3 >iE. 75w F ESENT 7F—4R—XZERAL T, H#—
N=TN—=TDAYN—BETHITRIV T2 a7 22 R®RESLIVERLET, T—N—TIL—TOEXDN—IF
YITROV T2 ayT—ER—ADE—OIE—ZFFE L. ChIET—N—JIL—TOMDOITRTOX Y /N—[EHA
TINET, COTFUATIE. BINOEEFIEIIHNEDHD £ A, CD>F 1) A& Delivery Controller o &gi%
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PEEICTBELAVEERP. VWA —H TRV T a YV OHIBRYEFRRE. Y TRV T arTF—20EE
RRYEERICRITIDMNELRRVAFOESERICELTVET,

>+ U+ 2: B—o StoreFront +—/\—¥x O—7#JL Microsoft SQL Server 1 > X 2> X1 VX —=)L3h
TW3 StoreFrontizA—AJIC1 VR F—ILENT=SQL Server 1 Y X2V Xz FEALET, mMADIAVHR—F
YRERLY—N—EIZHD £T, ZDF AL Delivery Controller DR Bi#SBEICEET T 3 X EBELH I EH
Be. VI —H—HTXIV TS 3 VOHIRPERGL. YTRIV TS avT—20EBI R ZEEICERTT
PZHELHZHDD. BFEM StoreFront BRIZHRERBVWEERKRD S > )L — StoreFront BRICEL TW &
o TOIUFUAIE. Microsoft SQL F—ER—RA VY RE VY RAERZA T B3 —N—FI—T A N—ICB—EE
REERT 37, H—N—TI—FICEEBDOLEEA. COPFUFIF. ABRERI >4 —7 50 XERICIEE
LTWEEA.

>FUA 3 SUAMRICER SNz StoreFront 4y —N\—2)L— 75 K UTERD Microsoft SQL Server 7 >~
A2V (#HE)  FARTO StoreFront H—N—FIL—F X N—IF. BLEAD Microsoft SQL Server 1 > X
BYRFRIFSQL T T — A —N=0 52—l L& T, Chid. Citrix EEE D Delivery Controller &
FZERICEFETAHENY, VWA —HTIXIU TS 3V OHIBRPERGYE. Y IRV T3> T—4208
B2V EBEICETIIHEENHD. BARAMMBBE ShEZABRREI V-5 XBRICELIEETILT
ED

StorefFront Server Group

b 4 4
= .
3]
\‘% SAL Server
OR
StorefrontSQL1 50L HA Cluster
,-_'.. e
SQL Server
StorefrontSQL2 SQLinstance
b 4 4
e
~ |
]
=
StorefrontSQL3

SFUF 4 D StoreFront H—N\N—J )L—7 BLUVH—N—FIN—TFTDET—EFE>EZ—HOEHR
Microsoft SQL Server 1 > X% > X
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pE

CNIEBEREBRTT,. 2o 3> L FUsr—2avIilEB L BREEL SQL Server BIBENFE
L. ERICERATZDICBERIFILDHZHBRICOAEITLTIRTI L,

CNESFVA I CAZFDOSFVATEN, BRBZUE—bT—2E>2—THEH®D StoreFront 4 —N—J')L—7F
PHREBEARRRICIHEC THRINTWET, Citrix BEBEEE. Y TR0V 2 av7—2z2zRALT—4EV2—RORE
BRIHY—N—JI—TETRPETZIH. BRZ3T—FEV2—ARDERZH—N—JI—TETEPTZ2HEERT
TET, THEVE—ROZY—N—JI—TiF. ARM. Jz—ILFA—N— NTA—IVRO=HIZ. EFD
Microsoft SQL Server 1 Y X2 > RIIELG LT, TDUF 1) A TlE. Microsoft SQL Server #mr > 752
FZOFwICKIBHREBINABRETT, HYITROV T a>r—42 20 SQL NS o3> LU r—>3y

&, Microsoft SQL 52 / OTICERICKELTWE T,

UK StoreFront Server Group

UK SQL Server
OR
UK SQL HA Cluster

S

y-

UK Citrix ADC SQL Server

Load Balancer StorefrontSQL2

—

UKSQlinstance

~
S5
o

StorefrontsSQL3

US StoreFront Server Group

US SQL Server
OR
US 5QL HA Cluster

27

#

US Citrix ADC SQLServer

Load Balancer

StorefrontSQLS  USSQlfinstance

StorefrontSQLE

Jv—2X

QL Tr

Publisher Distributor Subscriber

-

Publication
B

Publication
Database

Distribution

https://github.com/citrix/sample-scripts/tree/master/storefronth5xD 2o 1) Fh& 4o >O—RTSE

F9:

1 S A A

+ Set-STFDatabase.ps1 -& X ~ 7® MS SQL #5iXFh%%E L £9, StoreFront #—/N\—TRITL *

ED
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« Add-LocalAppPoolAccounts.psl -O0—#)JL StoreFront ¥ —N\N—D7 71 F—JLiC. SQL F—4~R—
ANDFHARD B L VEIAABT IV EAZHFTLET, SQLServer T+ U A 2 E2RITLET,

« Add-RemoteSFAccounts.psl -tt—/\—4 )L—T7HD $RT®D StoreFront #f—/N—iZ. SQL F—4& A~
—ZNDHRAD BLUVEZTAH TV AZHFTL£T, SQLServer T FUA 3 ZRTLET,.

+ Create-StoreSubscriptionsDB-2016.sql -SQL ¥ —2~X—X & X —<I%#EM L £ 3. SQL Server
TRTLET,

TEOERMBELUVAVR—RTUT R

+ Transform-SubscriptionDataForStore.psl -ESENT AQBREEFEDH TRV ) 7> a>rF—2% 1 VR
—rEAOSQLILY RU—BEHICTIIR—-FLTEHRLET,

+ Create-ImportSubscriptionDataSP.sql - X + 7 K 7O > — ¥ ¥ % fE & L T Transform-
SubscriptionDataForStore.psl TE#adhi=F—2 %1 >R— b L £ 9 .Create-StoreSubscriptionsDB-
2016.5ql #EFRLTF—42 A —< %= 1EM#%. SQLServer TCORI U T+ ERTLET,

SQL Server T StoreFront t—\—oO—A)ltExa VT4 JIL—T=ZBRT 3

>+ A 2 B—o StoreFront +—/\—r O0—7JL Microsoft SQL Server 1 > X2 A1 >R h=)L3h
w3

Microsoft SQL Server ©<SQLServer>\StoreFrontServerstWwsO—hltFa)FcFI—7
#EMR L. IIS APPPOOL\DefaultAppPools & T'IIS APPPOOL\Citrix Receiver for

WebdDRET7HT Y rEEBMLTAO—AIICT VX =)L E 1/ StoreFront &' SQL ICERA D B LUVEFIAH
TOEZRZHALES, COLFaUTTIN—TE ARTH IRV T3V TF—ER—ARE—IZERT
3SQLROVVTF+TBRINSFD. JIL—TENR—HTZ e xBBLTILEIL,

24 1) 7 +Add-LocalAppPoolAccounts.pslz 4w > O— R TE T !

Add-LocalAppPoolAccounts.ps1 Z21) 7 ~%=R479 3HiiC StoreFront 21 > A b—JLLET, COXIV Tk
I%. StoreFront i'r X b—ILENBRINBZ E£TEELAWVWIIS APPPOOL\Citrix Receiver for
Web{RB IS 7HU > b= BRE T 3EEICIKET 370 TT, IIS APPPOOL\DefaultAppPoolid. IIS
Web H—N—®&EE=1 VI M—ILTEZE TEHIFMICERINE T,
# Create Local Group for StoreFront servers on DB Server
$SLocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts"

# Check whether the Local Group Exists
if ([ADSI]::Exists("WinNT://S$env:ComputerName/$LocalGroupName"))
{
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Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"

}

else

{

Write-Host "Creating $LocalGroupName local security group" -
ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://S$env:ComputerName,Computer"

$SLocalGroup = S$Computer.Create("group",$LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -
ForegroundColor "Green"

}

$Group = [ADSI]"WinNT://S$Senv:ComputerName/$LocalGroupName,group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

$DefaultSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$DefaultSID"
$Group.Add(SAccount.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID = $objAccount.Translate([System.Security.Principal.
SecurityIdentifier])

SWebRSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$WebRSID"
$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group" -
ForegroundColor "Green"
<!--NeedCopy-->

SQL Server i~ —> v —%FEALT. O—ALSQLA VX E2 Y RAHRDEZEHENI T2EMCLET,
StoreFront & SQL Server @ 70t XE@FEICIFBFT I /N1 THRETT,
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i 5ql Server Configuration Manager
File Action View Help

&= 2|Hd:= H

ﬁ SQL Server Configuration Manager (Local)
& SQL Server Services
_E_ SQL Server Network Configuration (32bit)
w % 50L Native Client 11.0 Configuration (32bit)
=L Client Protocols
& Aliases
w i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration
2L Client Protocols
5 Aliases

Protocol Name Status

Shared Memo Enabled

& MNamed Pipes Enabled

BEDR— b FIIBMR— b EER LT SQL Server #&5i %5095 & 51, Windows 7 71 70 #+ —JLiRAIN
ELLBEINTWB I ERELET, FAFOBETINERITISAEICDOVWTELC IE. Microsoft #to K

FaAYbEBRLTIRETW,
Erb:

O—AILSQLA > X EZ Y ZAANDEHZICKKRTZ5E

(&, localhost £ 3 EHXFEF THEREIN 3L

hostname>HMIELWIPV4A 7 RL RICRERINTWBR Z e 2B L £9, Windows I& IPv4 b D IC
IPv6 fER% st &, localhost @ DNS fi#iRiE StoreFront & & 0f SQL Server ®IEL W IPv4 7 R L X Tl
Bl ZRICEHHDFET, COBEEMRT Z72DIC. BEICE>TUIRA M —=N—=TIPv6 xv 7

— VA I RRICEMCTIBEDNDD T,

>+ U= 3: StoreFront #—/\—7)L—7&E L UERD Microsoft SQL Server 1> 242>

Microsoft SQL Server ©<SQLServer>\StoreFrontServerstignzo—nlt*xall 7«5 IL—
TEAER L. StoreFront H—N—J I —FDIRTOAYN—%EBMLET, COEFaVTasTIL—TIF &
M5 SQLRICH T RO T3>0 F—2R—IXARF—I%ER T % Create-StoreSubscriptionsDB-2016.sql

ROV T HTBREINET,
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& Computer Management

File Action View Help

e 2R XE= HE

A< Computer Management (Local) Name Description
~ m System Tools & Access Control Assistance Operators Members of this group can remot...
. .Er:i:‘s;:‘::::” *Admim;tratnr; Administrators have complete an...
Shared Folders % Backup Operators Backup Operators can override se... StoreFrontServers Properties 7 x
% Certificate Service DCOM Access Members of this group are allowe...
v @ Local Users and Groups 3 K X
9 Users & Cryptographic Operators Members are authorized to perfor... General
= Gro\.lps %Di;{ributad COM Users Members are allowed to launch, a...
@ Performance *—Event Log Readers Members of this group can read e... % StoreFrontServers
M Device Manager *Gue;ts Guests have the same access as m...
v 3 Storage % Hyper-V Administrators Members of this group have com... - -
> Y Windows Server Backup & is_usrs Built-in group used by Internet Inf... Descnption: g;:ag: mags;wsse”a‘ WMachine Accourts or
™ Disk Management &% Network Configuration Operators Members in this group can have s...
> f, Services and Applications &E—Perﬁ:rmance Log Users Members of this group may sche... Members:
%P:rfurmmc:Mumtur Users Members of this group can acces... \StoreFrontSQL1
*;Puwer Users Power Users are included for back... \StoreFrontSQL2
*«Print Operators Members can administer printers ...
*:RDS Endpoint Servers Servers in this group run virtual m...
*—RDS Management Servers Servers in this group can perform ...
B RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
*Rep\i:atnr Supports file replication in a dom...
* Storage Replica Administrators Members of this group have com... Changes to & user's group membership
*—-System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
% Users Users are prevented from making ... userlogs on
S0l Sener200990) BrowserUserSSHAREDSQL ~ Members in the group have the re...
I Contains StoreFront Server Machi.., Cancel o EEp

TARTO StoreFront ¥ —N—=J I —T DR XA >aAYEa—42—7Hho > k%LSQLServer>\
StoreFrontServersZIIL—7ICBIL £9. SQL Server #* Windows :Bif#ER L TW3BE. COJ )L
—FIZEREINTWS StoreFront H—N—D R XA >V Ea—F2—T7AO > bDAHH. SQLTHTZRO VT
IYLOA—RERAEBEITEE T, X2 7 FAdd-RemoteSFAccounts.ps1 TRE ST 1 5k D PowerShell B
g, O—AlLtExaUFoFIL—T%=ER L. StoreFrontSQL1 & & Tf StoreFrontSQL2 ¥ WS &EID 2 DD
StoreFront #—/\—IZEBML £,

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)] [string]$Domain,
[Parameter (Mandatory=$True)] [array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts"

# Check whether the Local Security Group already exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$LocalGroupName'"))

{

Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"

else

Write-Host "Creating $SLocalGroupName local group" -ForegroundColor

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 162


https://raw.githubusercontent.com/citrix/sample-scripts/master/storefront/Add-RemoteSFAccounts.ps1

StoreFront 2203

"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$LocalGroup = S$Computer.Create("group",$LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "S$LocalGroupName local group created" -ForegroundColor "

Green"

}

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group" -

ForegroundColor "Yellow"

foreach ($StoreFrontServer 1in $StoreFrontServers)

{

$Group = [ADSI]"WinNT://Senv:ComputerName/$SLocalGroupName,group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"

$Group.Add(SComputer.Path)
}

Write-Host "$StoreFrontServers added to $LocalGroupName'" -

ForegroundColor "Green"

}

Add-RemoteSTFMachineAccounts -Domain "example'" -StoreFrontServers @("

StoreFrontSQL1","StoreFrontSQL2")
<!--NeedCopy-->

Microsoft SQL Server AT F 72 ICH TRV ) T30 F—ER—ARF—I%2HEHRT 3

StoreFront TR ¥ % Microsoft SQL Server ICRHITEF A VX2V AR LE T, FATS SQLON—T 3
YHBA VR R=LINTWBHBF. £HRETDOT—EZR—X 771 ILHMRESNTVBRBRICHIET S L 512, .SQL
ZOVTEADONRRERELET, > FILRZI 1T ~Create-StoreSubscriptionsDB-2016.sqlid SQL Server

2016 Enterprise ZERALTWE Y,

[F—aR—=2] #HIVvILTHSE FHLLWF—2X—2] #ERL. SQL Server Management Studio

(SSMS) ZERALTZEDT—EN—RZEHL F9,
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

Select a page
K General
J Options
J Filegroups Database name: “

[+ =

LT Scipt ~ @ Help

Owner: | <default>

Database files:
Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
ROWS.. PRIMARY {8 | By64MB, Unimied 7]
_log LOG Not Applicable [ 8 By 64 MB, Unlimited | q

| Connection

Server:
STOREFRONTCAM24STOREFR(

Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

ZALTI—ETD [F—EZR—RB] #ANATBh. STFSubscriptions D& > HELZBEERIRL FJ,

X)) 7 ERTTBE1IC. StoreFront BRIRIBOZX N7 TH Y FILZA I U T hDBB%EZEL T StoreFront
BB SQLERE=—BItEET, crxlE. ROBEBZ2LEELET:

e ERTBET—2R—XICUSE [STFSubscriptions]® StoreFront DX 7R —Hd 5R81%
FIF£7,

o F—AR=Z2O.MAf 771 ldf 77 AMINADNRE, F—ER—IAZRETIEMIBELET,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
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STFSubscriptions.ldf
o X7 ZFKRATSQL Server DRFINDESEBEZRELFT !
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

AT ERFTLET, AF—IHPHEBICERINDI L. RD3 D2DT—ER—AT—TIHIERINE 7!
SchemaDetails. Subscription. User,
= Databases
System Databases
Database Snapshots

**§ STFSubscriptions

# Database Diagrams
= Tables
System Tables
¥ FileTables
External Tables
B dbo.SchemaDetails
7 B dbo.Subscription
+ B dbo.User

|

[+

[

+

RDT—2~R—2MIL. Create-StoreSubscriptionsDB-2016.sql 2 71) 7+ hMER L e TR0 ) Foa>r5—
BR—ZZXF—TTI,
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SchemabDetails

major_version
minor_version
details

User

Subscription

% id O —'e

username

% id
subscription_ref
resource_id
user_id
status
metadata

secure_metadata

& StoreFront X ~ 7® SQL Server i#5XF5| = 18M T 3

SFUF1

B b

ESENT 7 —4R—XDT7T 14 AVIFRESNTWVWBR DT TRV T a>7—21d. BEFIFERINEE
Ao Microsoft SQL Server "5 ESENT fFBICRTIBE. X M 7EHEXFEIEHIBRLT. TOTF—2DE
BICTIDEZX 2N TEET, AT TSQLAERINTVLWABICERINBIMOY TR I) 7 avid
ESENT ICFEEET. A—H—IZIZINS0HMLWH T RO T gy L d—RIERRINEFLEA. TOH TR

2073y L I—FRIRBIRT, 5ISHIFELET,

ZrT7TOESENT H IRV Toav=BEGMICTSICIE PowerShell ISE #F . [BEEY LTRERT] %

HERLEY,

-UselLocalStorage # 7> 3> FEHEL T, ESENTHITROUTS a>2BEEMICTZANTEIBELET:!

$SiteID = 1
$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
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$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

SFUF 2 3. 4

PowerShell ISE #@=. [BEEYr LTET] #8IRLET,
$StoreVirtualPath # £/ L TEANFIERET B L TEEELE T,

$SitelID = 1

SVirtualPath= "/Citrix/Storel"
SDBName = "Storel"

SDBServer = "SQL2016Ent"
SDBLocalServer = "localhost"
$SQLInstance = "StoreFrontInstance"

# For a remote database instance

$ConnectionString = "Server=$DBServers$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

<!--NeedCopy-->

il

# For a locally installed database 1instance
$ConnectionString = "$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/
Citrix/Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

TRTORAMT7TSQLESGXFIEFERETEIELSICHEMT 25815 BEROIARTORMFICHLTIDFOE
2EEDRLET,

ESENT 55 Microsoft SQL Server |[CEEZ0T—2 %1179 3

BE7F D ESENT 7—%% SQL BT 31213 2EBEOT—2TMTOCLIIURETT, CO—EDHDIRIEZET
TREDICKRID2DDRIVY T EMREINTUVET, StoreFront oEHixF5e SQL 1> X &> IHIEL L
BRINTWLWBEE. HILWIITRIU T aviddART SQLRTE L WER TEMNICERINE T, B17E. B
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EDESENTH TR0V T2 ar7—2E SQLERICERS N, 2—H—RBUFICHTRXIS1T LUV —RD
RLRTEET,

Bl: AL REAXAA>2A—HF—D 420D SQLHFTRoUTFo a3y

F|i& 1 Transform-SubscriptionDataForStore.ps1 X ) 7+ #ER L T. ESENT F—4%—&1 > R—k
BoSQL LY RY—FRICEMdS ESENT 7—2%XZi#ayd 3 StoreFront —N—icOs 1> L%,

P=N=TIN—=—TFDITRTOXN=ICALCEDOYTRIU T3 L I—RAEENTUVBRIFEE. EDOXVN—T
HLERATEET,

PowerShell ISE 5=, [BEEL LTERT] #RRLET,

Z 1) 7 +Transform-SubscriptionDataForStore.ps1%# 32179 % &£. <StoreName>.txt7 71 JLH ES-
ENT 7—4R=ZIDSREQI—H—DTRI by FICTIRKR—LENET,

PowerShell 27U 7 bid. TNy TR L. RIEOHINZTHET 3 cDICWIBINZEH T I ) T 3 UAT7IC
B3 T7r—RFNAv I ZRHBLET, COWNBICIREAIDDBHBEDHD 9,

TMENLT—FRRAIVT BT LB REOI-—F—DTRI by FD<StoreName>SQL. txticE
FHINET, CORTUTHE —BOIA—H—LI—-FRECMBINY TRV TS a0z enH
ER

SQL Server IZBIT93 X M7 CICCOMBEEDIRLE S,

FIE2T-SQLR b7 RO - vEERALTERINET—2%E—ESQLI>KR—+93 —EIC1D20X
TOT—RDHEAVR—ETIHEDRHD FT,

FE 1 TER I nfc<StoreName>SQL.txt7 7 JL% StoreFront ¥ —N\N—DF X7 kv FH 5 Microsoft
SQL Server ®C: \IZCOE—LT. SubscriptionsSQL.txt ICEZRIZEEL £7,

Create-ImportSubscriptionDataSP.sqlX 2 U 7 & T-SQL R 7 R 7O> =Y v ZERL T, B TRV TS
IVT—EFE—{EIVR—bFLET, " BEOI—H—-CCIZEETIIY MNUDHIBREINS 0. &R0 SQL 7—
FARELLERKIN, ELWT—TIICREETNET,

Create-ImportSubscriptionDataSP.sql %# %179 gilc. USE [STFSubscriptions]#ZX&ELTX+7
RO =D v BT 2T —ER—RI—HIEE T,

SQL Server Management Studio %/ L T Create-ImportSubscriptionDataSP.sql 7 7 1 L2 E. €D
DIA—RERITLET. CDORY )T & ImportSubscriptionDataSP 2 ~7 R 7OY—2 v ZUENCIER L 12T
—AR—=IZEBMLFT,
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E7 RO HREBICERINZ L. SQL OV Y —ILIZRD X v —IhRER I . ImportSubscrip-
tionDataSP X r 7 R 7O —J v AT —EZR—IZEMINE T !

Commands completed successfully.

= Databases
System Databases
Database Snapshots
W STFSubscriptions
] Database Diagrams
= Tables
System Tables
FileTables
External Tables
B dbo.SchemaDetails
B dbo.Subscription

[

B

M E

+

+ BEf dbo.User
@ Views
# External Resources

Synonyms
=] Programmability
= Stored Procedures
® Systemn Stored Procedures

[ E bo usplmportSubscriptionData

FPRZOS—VveHEI Uy I LTRITL, [RETRTOD—-DvDET] 2BIRL [OK] 20Uy I LF

SOLQuery19.cql - 5...administrator (59))* & X QNN EETERS| EET 1) TT TE E1LT g T ) Create-ImportSubsc...ad
USE [STFSubscriptions]
GO

- DECLARE @return_value int

EXEC @return_value - [dbo].[uspImportSubscriptionData]

SELECT ‘Return Value' = @return_value

[

B0~ & W B W N

GO

ROMBOIF. IRTOT—FZHEBICAVR—bEINLICZTLET, 1VR—MIETBEBEITIRTSQL O
DV=NLICEBREINE T, ANT ROV HAERICETINER. YTV T3> L I—RFOEEEM
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TD 22D SQLYITUDEERY £ bicTransform-SubscriptionDataForStore.ps1ht g 3—B D 21— —%k
ZHBRLE T, 2 D0EHBIE—HITBIRENHD FT,

TRV T D EDOHB TRV T a 0B, SQL D SHETNIEHRE—RIBIHENHD £T,

SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]
<!--NeedCopy-->

TRV T D5 D—BOI—F—4#id. SQLHASHEETNS User T—TILDOL I— FRE—BITZHELHD
£,

SELECT COUNT(*) AS TotalUsers
FROM [User]
<!--NeedCopy-->

TR UTFTL00 D—BOI—H—¥ 1000 DEHT T RO U T2 3> L - RAPRRINIIHE. BITHRD
L7%&. SQL TEL 2 2OHENRRENBZBEDNHD £,

StoreFront icOJ 41> LT BFEOI—HY—HH TV Fa v TF—2EZRTTEZDNESHERIBLET, 1
=PIV —=REYTRISAT LD YTROV TS aVeiLicbdde. BFEOY TRV T avL
J—RASQLTEHINET, HILLWI—H—HFTRI/U T3> L I—RH SQL TERSINEF T,

FIE3 1V R—bENicT7—42TT-SQL IV EETT S
P
Delivery Controller ®&#ild N TAXF L /NWXFEHKF I . StoreFront ATHERAINZ BBIH LUK
NFCNXFICERIC—HTIBENHD £,

-— Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]
<!--NeedCopy-->

-— Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT (Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]
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14 WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=
XXXX '
15 <!--NeedCopy-->

1 -- Get all subscription records for a particular delivery controller
2 Use [STFSubscriptions]

3 SELECT * FROM [Subscription]

4 WHERE [resource_id] LIKE 'DeliveryController.%'

5

6 -- OR for aggregated resources use the name of the aggregation group
7 Use [STFSubscriptions]

8 SELECT * FROM [Subscription]

9 WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

10

11 -- Get all subscription records for a particular application

12 Use [STFSubscriptions]

13 SELECT * FROM [Subscription]

14 WHERE [resource_id] = ' DeliveryController.Application'

15 <!--NeedCopy-->

T-SQL 2B L TEEDY I Ro ) 73> L aA— REEMELIFHIRT S

RE:

IRTOHY>TFIL SQLUPDATE 8L U DELETE RF7— b XY MME. REICEBEHRDOEFRICEVWTERINE
T, Citrix (&, REINIZHER > TERLIEIEILEZ T TRIU T a o T—20BREFLIIBENBRET
BICOWTEEZBVFEFBA. UTDOT-SQL ZF— b XY b, BHEABHEZRTTIZLIICTRROHDH
ARELTREINTVET, TTRIUT>a>oBHEfiFaVL I—-FolkrRadaic. SQLF7—
BAR=ZADTENY I T YT TIRTOY IRV T ayT—2ON I Ty TEEFR LTIV, BE
BNV I Ty TORITICEKMT I, T—HDOBEEFLIIHBEIRET ML HD £, MBED T-SQL
UPDATE %7:1& DELETE X7 — b XY b ERBET —2N—XICRITT 300IC. REOERBEFH T —24~N—2X
WoBNTHE I —T—2£IIEFEH T —FORRIE—TTAMLET,

A

Delivery Controller D& #iIF TR TANF L/ NXFHXF I N, StoreFront A THERAINZZRIHE LUK
XFENXFICERIC—HTIHELRDHD £,

1 -- Update the delivery controller used in all subscriptions.

2 Use [STFSubscriptions]

3 UPDATE [Subscription]

4 SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
NewDeliveryController.")

5 WHERE [resource_id] LIKE 'OldDeliveryController.%'

6 <!--NeedCopy-->

1 -- After enabling multi-site aggregation, update the resource_id
Use [STFSubscriptions]
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UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',’
DefaultAggregationGroup."')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

<!--NeedCopy-->

-— Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]

DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

<!--NeedCopy-->

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

<!--NeedCopy-->

-- Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

<!--NeedCopy-->

-— Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application’

<!--NeedCopy-->

-— Delete all subscription records for a particular user SID

-- relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S-=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

<!--NeedCopy-->

-- Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0.

-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]
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DBCC CHECKIDENT ([User], RESEED, 0)
<!--NeedCopy-->

EUND OB X T2ISEML

April 17,2024
A-—Y—HTROUTL aVEEEEALT. UTFOF T a>0rs5hEERLET:

o A—H—HDBRICADZERE LVHIBFRTESRLSICLET (BILTH—EXXLT) A—H—Ild. 7FUD
AANWDEEZIN I LTT TV EERICADICENTEEXT, b5—EEBRIVYITIL. 7V EER
ICADD ST ENTEET, BRUIANDDT7TTVIE [R—L] Z2TICRRINET,

o BRUCADZEMICLET (MBXRT)e A—F—ET7TUVEBRUCADICERLIZD. BRUITAD MBI
g3 iETEERA. [F—L] a7ERRINEFH A

BITROVTOavENCLTH. ARNTOTFTRIUT>arT—2FEKBShEEA. ANTOHFTRIUT
SaVEBERMCTRE. A—HF—DREOJF Y LERICBRICADICERINET FUD [BRICAD] IZR
RINET,

1. Citrix StoreFront B>V —ILOERTI>T [R+T] /—RZBERL T BRIV TITEBERL
F9, URMF] RTUT. [RETREDER] #BIRLET

2. [A—H¥—H TRV T Y] 27200y LT A—HF—DERICADBEEDA T AV EZ D EX F
E

3. [A—HY—DHTRIVFa>OEME (BILT7H—EXXLT7)] ZERLT. BRICADZEHICLET,

4. [A—H—0HBTZROV T3> DE MY WEIFT)] ZFRLT. BRUICADEEMCLED,
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

®) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
ser subscriphions subscribe to applications before they can use them. Any previcusly specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

ﬁ Cancel Apph

#»3WiE. PowerShell a<v> KL w ~Get-STFStoreServicezERAL T, ROFIDLSICA C7DaA—H—HT
ROV Toa =z BRTBECHTETEY !
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
Set-STFStoreService -StoreService $StoreObject -LockedDown S$True -

Confirm:$False
<!--NeedCopy-->

Citrix Virtual Apps and Desktops D #&5g

April 17,2024

Citrix Virtual Apps and Desktops % 7z Citrix Desktops as a Service T7 7 U r—> 3 v 1—H—I(CHfs
TREEWE ARTOT7 IV r—2aVIl70ERT2A—HF—DIVIRUVIVRAZALIEZHIC. ROF
F2avIiloVWTEELEYS. 77U Tr—>aYOREICOVTHLIE 77U r—2 a3y 28BLTRS
Lo

« [Application name (foruser)] 71 —J/LRIZ. ALT7DWeb %1 FRICRRTEZT7 IV r—>a >R
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ZENNDLET,

+ [Description and keywords] 7+ —JLRiZ. 77U QO#EBERBALILCSICANTO Web 1 b
keywords O#ICRRINBZHBAZANAILET,

o I —H —n StoreFront Web 1 b LD 7 75— 3> #REMNICHNTEZ L5127 3121
Applicationicon % #ERL £ 7,

o BREIZISLT. [Application category] 74 —)LRICATFIVEANALET, TAINA—BEEIERT S
ICIE. AT TVRBIC\EZEDET, e ZIE 7FVr—arysEBEICTIL—7k LD HBRD 21—
H—DREICCIZT A INAE—%ERLIZDTEZIEHTEET, AT Web 1t [7FU] 270 [AH
73Ul Ea—iZiE. AFIVEEATIVOT T O—EHRRINET,

F—7— R

T7Vr—2 3 0HRBICXFFIKEYWORDS : [keywordname] #BMT3ZLIC&>TT7FURTRI by
FICF—T—REEBIMTI XY, EHOF—7—REBMT 315413, KEYWORDS:Accounts Featuredo
ESIICRAR—ATXYIDET, F—T—RIETEIERFETHERATI XY

s FIVF—23 TNV T TS - TAETOFHMERTEI 2BRLTIETL,
s BITHDTTVIIN—T=2EHT %,
o —EDF—T—RICIIFREERDHD 7,

F—TJ—F% A

EE TIUr—2arv% [F—L] 2TIZEMLET, R
ICADCIEB%BD. MBDT TV r—>a>z [R—L]
BAIDBHIBRT R CIEFTEEFRA. ARTDERICA
DHEMICHE > TVBIHBEIEMRL DO FH A

BE I—H¥-—PR+T7ICATFYTRE. TTIVT—23>
REFHNICBRUCADICERIN. [R—L] 27I2EM
TNET, TOESIBTTUT—aVEBRICAD D
SHTENTEET, ANTOBRICADDEMICA
STWBBEIIUMRDRHD FH A

TreatAsApp FTAY My IZEAT B . StoreFront "7 X kb
TET7 TV LTRSS £SISEHIINE T, 7RI by
TiE [TRO My T] 2T TIERLS [TFU] 2TI1CF
RINES, Ffow TOTRI My AFX 70 Web
Y4 bAOOT 7 VEICEEIREE . Desktop
Viewer T7 XA TEEH Ao
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F—TU—F% A

prefer=" application “ Z ZT. application lgO—AILIZ1 R k=L SNz
TIVr—>a ERELEY. Windows Lo Citrix
Workspace 77U ICo&HBRAINET, Thidk. O—
BICA VR M=IILENET TV Tr—23>DN—2 3
e FNUICHETBEESNIA VY XZ Y ROEAD
FERTRERIZEIC. O—AILICA YR b =LENET S
V=23 UHBRNICERSNZ L 2BH®RLE T,
HLCR TO—ALTIVTIEROT IV r—> 3>
DIERI ZBRL TRV,

Primary ¢ Secondary Multi-Site Aggregationz BT 35%H&. F—7—K
primary H8E L. E&Z . F¥—7— K secondary
MEETNIHDLDBLEICBETNE T,

April 17,2024
[ARTREDHER] O [FERE] R—JEFEALT. ANTOFMATONTZERTETE T, —HDORTEIF.
PowerShell 2R L TOAEETEET,
BE.
BEY—N—ICLZ2ERRETIH. EHOY—N—LTEBICY—N—JIL—TOBRETELAHVTLET
W BEARDIEN DY —/N\—_ET Citrix StoreFront B 20>V —)LEREICRITLTVWAWVWI E #ERL T

KTV, BENTET LIS BROEEZ Y —N—TIL—FICRMEET. BEROEDIOT—N—ZFML
£,

1. Citrix StoreFront Bl 2>V —ILOERA VT [A+T] /—REERL. FRORT VTR T EERL
T. [2E] RA>T [RETREDEH] #BIRLF T,

2. [ARTREDER] XR—2T [FERE] Z#RL T BEGEBZMIET,
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Cenfigure Store Settings - Store

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing

Advertise Store

Advanced Settings

Advanced Settings

Configure advanced settings with caution,

3

Address resolution type DnsPort =

Allow font smaoothing

Allow session reconnect

Allow special folder redirection
Background haalth-check polling period 00:01:00
Communication timeacut duration 30
Connection timeout 6
Enable enhanced enumeration '?

Enable socket pooling

Filter resources by excluded keywords

Filter resources by included keywords

Filter resourcas by type

Maximum concurrent enumerations 0

Minimum farms for concurrent enumeration 3 -

3. [OK] 20Uy L TEBEZREFELE Y,

7 R L ZDERDIELE

P—N—ICERTZT7RLADBEXIEETE XY, 774/ i [DnsPort] T,

[FRE] VY FUT, [7RLADEROER] POV TEI VU D SEZERLE T,

« Dns

« DnsPort

« IPV4

+ [Pv4Port
« Dot

» DotPort

« Uri

+ NoChange

T3V b RL—=D V7 %ZHTT S

HDXtwv2a>TI4Y b RL—DY

GRISHESHEEETIET. FT4ILME [FV] T,
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[FRE] Y Y FUDS. [TAYMRL—DVT%FATB] #7232 %%ERL. [OK] 20Uy I LET,

tyla OBEGEHFAITS

HDX v a i BEGINELSICTEINESHEIBETEIEY, T 74N [FV] TT,

ERTE] D> RoDb6, [EyvPavoBEGESHFT] A7 a>E2RIRLET,

BHEIAINA—D)AA LY ~EHRTS

A—H—TAIE—DUAA LY MEEEICED. H—N—LD Windows 4% 7 # L4 —hpO—AH/LaAVEa—4
—EDTANE =RV TEINET, I—H—TANA— VWS EEIE. [RFaxXV ] [FRILYT] BRE 2
—H—EE® Windows 7 #JLE— (%7 24 —) ZIETHDT. Windows DN— 3 VHRE>TUWTHE
BOT7 A NE—HEELET,

GEARE] Vs Rob o, BHETANIA—DUEAA LI b 2HATB] 772 avz@RELEBIVFTLTHE
BRI ANA—DIVAA LY b EBMEIBEMICL. [OK] 22Uy I LET,

SEBANILAFTVY

StoreFront i%. & Citrix Virtual Apps and Desktops @ Delivery Controller ¥ Cloud Connector TEHiH
IEANLRF v I2RTL. T—N—OR BRI TGN AR EZBRTEET. BEANILZAFIvIZER
F3r. StoreFront IE& DML F v I EETT 570, BEZBRETZA8EELIE<EDET,

Cloud Connector #( T Citrix Desktops as a Service (DaaS) ICE#i7T3HBE. BEANILIF T v I TIE
Cloud Connector t A UHZFIC$H 2 VDA ICEE T 2 BMBHRENBTIZ VWS XUy bHHD 7, Cloud
Connector #* Citrix DaaS I2#E& T F R W i54E. Cloud Connector IEA—AILER rF vy a%ZFEHALT. B
CIBFTICEEE SN TL3 VDA ICIEGTE 5L 5ICLF 9, StoreFront 3. BEBAILZIF v IICE>TRLN:
EBMEHREZFEALT. P7FVETRI by TZ2RBITBDICRLBEYBRA > SV IR ZIHEGELET,

IARTOYV—> (VY—XDIHFR) TUY—RERETZ B, BLERICVY —XOTAMZEBRERTZICIE. §
ARTO StoreFront H—/1N—T. IRTDI Y —XDIBFFICTANTD Cloud Connector & FN3 L3IV —2R
T4—RZBHEL. BEANLAF TV IEEEENCLTLIEIL,

BEBANLZRFIVIE. TILILETEMCHE>TULWET, TRTO StoreFront EBE TEERANILRF T
vOERBHICTREICESEHOLET, BEBANILRAFTvIEZEHICT SICIE. PowerShell O< > RSet-
STFStoreFarmConfiguration= R ¥ 2 REHHD £, fi:

SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -AdvancedHealthCheck $true
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/Set-STFStoreFarmConfiguration.html
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/Set-STFStoreFarmConfiguration.html

StoreFront 2203

N DT Z T RENILZAF Ty IR—1) 2V JHE

StoreFront i&. #& Citrix Virtual Apps and Desktops @ Delivery Controller % Cloud Connector TEH#Y
WAL RFzyvI2RTL T—N—OARICH T IMEN A ELZRBIEET, 7740 MF1HTC
(00:01:00) TY., [FFMAEE] Y Y RIDSE. (INVITFITYRALNIFTYIR—UVTHE] OREZIEE
L. [OK] Z2U v I LTALRF IV IDEEZFIELET. BEEANLIAF Ty INBEMILE>TVBRIFEE. /N
TA—XVRCHEEZSZZA8MDH DD, R—) VJHEZRMEICHRET D L IEBEDTIT A

BEDRA LT HARE

FIAIETIE RARTICUY —RERBHT B35 —/N—AOD StoreFront B 5DERIZ. 30 TEA LTI FLE
o BEORTNIEBEKTI . Y—N—HDEATERVWERRINE T, FEARXRE] o Roub5. 741
FOBRICEEZITVL. [OK] 27U w I L TINSDEREETELE Y,

BHiYA LTIk

Delivery Controller TRV DIZGHEZMIITI L SICHFR I 23U REEETEET, T 74 ME6TT,

[FFRE] VY RUDS. BRYOEGEHIITS L IICHR T MHzREL. [OK] 20Uy LET

IR ZEZ2EMICT S

DA T 3> Tld. BH@ Citrix Virtual Apps and Desktops # 1 MZh 7> TT7 FURTRY by TRFIET
%154, StoreFront #t Delivery Controller i23 L To T ZRBICRITT 5H. ELHL TRITTHh2HETE
9. RARTIEEE. EHY MOV Y —XZ2&HNTIHRIC. I—F—DIITVICEDBRICHFETIBZVLSIC
LET, (F74IET) COFTTavhBEIRINTWSBIHE. StoreFront id3 R To Delivery Controller iZ[E
BRCFIBBERZEEL. IRTOLBELZZERICDEEZENLET, [FARFIBEORAHK] LU [ARFIEORNT
F—LE] A7 a3 =FRALT. COBEZRAETI XY,

[FFERE] T > RUDS. BERVEZEMICTE] A 7> a>%&&R (F3oU7) L [OKl 20Uy o L&
¥o

Vi b TR BRMICT B

ZARTOVTY R T—ILBEEIGT 7 AL MTIREMNICHE>TVWET, VIy b T—ILEEEEMICT 3 L.
StoreFront TV 7w FOT—ILHBMRIEINE T, CHICED BEBICHRBZ LTIV Iy FEERL TESEHBE L
CZARL—T A VI IRATLICRTEVWSUEBAREICAD £9, COMEEZEMICT S L. 4512 SSL (Secure
Sockets Layer) #HTNT A=V ZADEELET, VI v b F—ILBEEZEMICTRICIE. AMTOEET 71
IWERELET, [FHERE] Vr Y RIDS, [VIy b T—LigEZEMICT 3] 77> a>%#ERL. [OK] 22
Uy LTY Ty b T—ILRERERICL £ T,
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T 7 AINEA T OEEMTF

ALTOT77AINEA TOEEMFIE. T2 ETERCH>TWEY, O I—HF—H1—H—FN1 X
ETHEWO—HLT 700 YT RISATEHOT TV r—a > TERREINE T, 770721 TOEEN
T oESEEEMICT BICIE. PowerShell a< > kSet-STFStoreFarmConfigurationzfERL £9, fi:

SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
Sfalse

<!--NeedCopy-->

VY =R F—T—RFTIT1ILE—T 3
—HIBVY—R%E FHIF—T—RTITAILNE-TEXT. FIF—TU—-FZEEITB L. ENETERINTL
BEF—T-FREBRINE T, BEE: [70L2—%L] (KoY -IX0OBELRIIShELA),

FHESRE] T4 Y RUDS, [UY—RZRINH—T—RFRTITILE—TF3] 2BIRL. 20RAMEIVYILT. &
SOOYTRY 2 F—T—ReF—T—RANARYIRANALTHS [OK] 20Uy I LES,

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions

Communication timeout duration 30 T
Kerberos Delegation Connection timeout b
Enable enhanced enumeration <

Optimal HDX Routing
Enable socket pooling i

| onertise Store Filter resources by excluded keywords

Advanced Settings Filter rescurces by included keywords

Filter resourc[
Filter Resources By Excluded Keywords
Maximum co

Minimum far
Override ICA

| Enter a semicolon-separated list of keywords for matching
|
[ Reguire toke

resources to exclude from resource enumeration. If no keywerds
are specified, no exclusion filtering is applied. =

Server comm

Fill;-er res';urc.es Keywords: || |

Keywords for m rds
removes any pr pes

PowerShell #EA L TREEZEET 3IC1E. /AT X—%— -FilterByKeywordsExclude#xigELTO
<> R Lw kSet-STFStoreEnumerationOptionsz AL £9,
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UTFDF—T7—FRFATNTHED, COTAIIEZ—THERATEZILETETELEA:

- B
o BEE

VY —R=zBEXF—T—RTIqILE—F3

—HIBHVYV -z, BEF—T—RTI«ALEZ—TEXT, BEF—TJ—FZEEITH L. TRETERIATL
TeBRIbE—T— RIGHIBRS N E T, BIEM[E: [TrILE—RL] (EOUY—-IROBEDRINENEEA).

1. [BHERE] 9V RIT [UY—RZBEF—T—RTI1INLE—F3] T2RI1T%7,

2. Ao ES VY I LT, [VY—REGEF—T—RTIAINE—F3] V1V RIERRLET,
3. F—TU—RANRYIRCEZTIOVTRYISGNcF—T—RO—EBEANALET

4. [OK] zoUwvo L&,

PowerShell 2R L THREEZE T 3IC1F. NTX—2— -FilterByKeywordsInclude%xig®E LTI
<> R Lw kSet-STFStoreEnumerationOptionsz AL £9,

UTFDF—T—FREFHAINTED, COTAIILEZ—THERATEZIEETITEEA:

. B
. BEIE

DY —X%BETTIAINEZ—T3
Y —XDFEICESHZ Y —XDBEZRIRLE T, BEE: [Z0ILE2—%RL] (TRTOUY—ROBEHEF
nEd),

[HARE] Vv YRS, [VY—RZBETIAINE—93] Z#RL. TOEAIZI )y I LT, FIBICEDS
DY —Z20EEZ#ERL. [OK] 20Uy I LES,

PowerShell 2B L TREEZLEET IClE. /NS5 X—2—-FilterByTypesInclude®xigELTav>v R
L w kSet-STFStoreEnumerationOptionszERA L. UV —XOBE (7 FUr—>a>, TR by Flid
FEaxX>bh) OitdlziEEL 9.

ERFIZEDERALL

IRTO Delivery Controller I(CXET 2RRERODEABMEZIBELF T, COF T avidk. HRRIEZEMIC
T3] A7 3 HBHCBR>TVRHBEICHELE T, 774)LMEIZO (HIFRAEL) T,

(FHERE] Vo 2 RUh 5. [ARFIZEORA] Z:ERL. [OK] 20Uy ILET,
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BIRSIEDR/NT 7— L]
BEFIZ%E b H—F 3701 E % Delivery Controller DR/ EIEELET. DA T 3 Vi, [FERFIE
EEMCTR] AT a3 hBEMCAR>TVWRBEICKELET, T74ILME3TT,

[FHERE] Vo2 Foh s, [ARINEORNT 7—LEK] ZFRL. KEZANDLTHS [OK] 20Uy I L&
¥o

ICAVSA7> 0 hEELEESTS
JCcaBEM T FAINDISATY EREE. Web TS0 —THERTN/—EDID TEESFLXT, EMCTI L.
Citrix Workspace 7 7VIC& > TOSAIT7 Y READEESNE T, T 74N [F7] TT,

[FHRE] Vo RUDS. ICAOSA T BZLEEETE] #7723 z&RL. [OK] 20Uy I LET,

b= D—BMEZERTS

BHMICT B L. StoreFrontiC& > T RBEAICERINZI TS — bV T A LR NT2EDOTF— b7z 1 L OBEESHED B
FEINET. CNODEICFEEDHZHE. I—F—IFEREZTOIVENH D £3, Smart Access TIFZ DA
T a EBHICTIBRENHDET, A—H DBz E N LTy — b1 ZN L TR NTPIZT VR RT 315
B3, COF T 2ENCTIBENRHDET, 774 NF [F] TT,

[FHRE] V1 RO B, [b—0YD—BEMZBERTB] #7723 >ZERL. [OK] 20Uy I L&Y,

H—N—REHITEE
Delivery Controller IR v —2 &3 £TD. Delivery Controller r oi@fE% 179 2@ zcEL
o T7FIEFL1 T,

[FERE] UV Y Fohs. [(Y—N—@EHTEH] Z#RL. HEBZADLTHS [OK] 20Uy I LET,

Desktop Viewer #5519 %
A—H—PRHWISAI TV EHETRI by AT IR T BEIC. Citrix Desktop Viewer 71 > RoE LU —
IWNR—ZRTIBNEIDEEBELET. TI74ILME [£7] TY,

[FERTE] T Y Rubhs. [HWI S 7> T Desktop Viewer #8735 %] 77> 3> %%RL. [0OK] %
Uy LET,
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TR My TeT7 T LTHRS
ARTILTOERALILEEIL. TRIMYTZTRI by TRETIRBLK T TIRTTRITBHDESHZIREL E
To TN [F7] TY,

[FFRE] Y Y RODB. [TRI My TEZTTVELTHRS] 772 a>%FRL. [OK] 20Uy o LET,

A b7 DO&ER HDX IL—T 1 > J DB

April 17, 2024

&i#E7% Citrix Gateway JL—F 1 > I %8 L T. HDX T> 2> h 5 StoreFront =R L T Citrix Virtual Apps
and Desktops DRBET7 7V —>a Vit 7oL A7 3 ICAEGOWER RBEBULET, B, Y1 LORELYT —
FU i3, FACHEBNAIZMICEEINE T,

F&i@% Citrix Gateway 7 751 7> R &, A—H—H StoreFront IC7 /X §2 e SFICRBBRT— Tz
MEAThEBVERRETOAERLEY. BRERZZOERTOS — MV T/ BHTRETIMNEDNHBIHE.
StoreFront A hzBEIMICITTVE T,

7= b 1% HED Delivery Controller £7z1dV —>IicxvEY I TEE T, YV — I Delivery Controller
HEIIL—FULIEHDT. BFIEHBNRBRICHZ 1 2OF—2Er2—%2KRLET, VY — & Citrix Virtual
Apps and Desktops TEZ& I . StoreFront TEZI N7V —>id. Citrix Virtual Apps and Desktops T
BINLY - VREERIC—RITIVENRBD T, 1 DOBRBERT — I T12EHOY -2V EYITB
ENTETETH. BERFE—DY—VEFERALTLLIETV, — KIS, V—2I3H 2 HBNRIBAICHS 1 DOT7—4&
tYa—%RLET, Y —2ICIFL%B<LH 1 DOFiEA Citrix Gateway H&% b, £ Citrix Gateway H* 2D
V—2RDUY —ZAD HDX BHICFERINS CEMEESIhET,

V=IOV THEHLCR TV =21 28RBLTESL,

77— LERDY T A

IxUK %' — ko =1 -> 1xUK StoreFront

s UK7ZUBLUVTRI by (O—AIL)
s USTFVELUTRI MY T (UKA—H—-DT7xz—ILA—N— L)

1xUS #— k7 = -> 1xUS StoreFront

c UST77UBLUTRI Ny T (O—AHIL)
e UK7F7UBLUVTFRI by Y USA—H—DT7z—ILA—N—¥LT)

UKT— b2 x1id. UKD StoreFront 2L T 77URTRI by FRED UKDHRI T B )Y —IAD
DE-—bT7IERZRHELET,
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UK @ StoreFront iZiE. UK & T US XR— @A D ESE S hic Citrix Gateway . Delivery Controller —
I UK& & US Controller &b £ 9, UKD —H—ik HIEMICECEBRICEBEINZY — T 1.
StoreFront. &V T77—LEFERALTIYE—MIYV—RIIT7IERLET, UKD Y —IHDMERTREEICH - 7215
BlE. 7= LA —N— LT—RHIZUSDODVY—RIZFIELRATEIZLSIZHBDET,
RBET— I TAIN—T 1 TP BRVEE. IRTO ICAREEL. VY —IHDHEBWICE ZICAEL TLSHICH
Mh5g. BBMERZT>FL UK — bz Z28BLET, 774/ 0T EBERRICEZOERTOS — Y
T h StoreFront IC&K DEIMICHBI SN E T, REBT— bV AI—T o VIBRICED COBELNERTIN
US VY —=ZAD#EGHH US 7 7 — LICHIEBNISEWS — bz AZ2BHT DL 5ICHBD X,
p=

BERT -, I LTIy T TEZDIE. Y41 ~d StoreFront X A 7IC2WT1D2DH T,

= ERDT T FHI
1xCAMZone -> 2xUK StoreFront

o ryTUwT (UK): 77UEBLUVTRI MY
o Jx—bO—4—F7—)L (USEZ): 77VELUVTRILY TS
e NAHO=I (AVR): PTUELUVTRI YT

1xFTLZone ->2xUS StoreFront

e Ja—bO—4—F7—)L (USEE): 7TUELVTRI YT
e 7T UwY (UK): PFFVBELUTRI YT
e NIAO-IIL (AVR): PTTISLUVTRI YT

1xBGLZone -> 2xIN StoreFront

e NHO-I (AVR): PTUELIUVTRI YT
o Iy (UK): 7FXUELUTRI LY
o Jx—brO—4—FT—)L (USEE): 77VELUVTRI LY

M1l ®BTRBVWS—hDzAII—TFTa2T
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Delivery Controller 0V —>ADOEE

V—YRICERE T % $NTOD Delivery Controller icxL T, V—VEMEERELE Y,

1. Citrix StoreFront B>V —ILOERA VT [ZR+T7] /—REERLT. [i&F] R1>d [Delivery
Controller 0EE] 20wy o L%,

2. A rO-S5—%FRLT [4RE] 22 v L. [Delivery Controller 0i&E] BET [BRE] 29Uy
JLFET,

3. Zones 11T, 2EBHDHZI VW ILET,

4. [Delivery Controller V—>&] mE® [EBM] 27Uy oL T V—VBZEBMLET,

Edit Delivery Controller Configure Advanced Settings
Display name: YenDesktopCAM-A Configure advanced settings with caution.
Type: HenDesktop (7.0 or higher)
ype g Yenhpp l--‘,v; or higheg All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
XenMaobile (9.0 or lower) . R X
Ticket time to live 100
VDl-in-2-Box = CAMZone
|
Servers xendesktopa.  .com | =
(load balanced): Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.
— o JEE.
OK Cancel
¥| Servers are load balanced

7

Transport type: HTTP - le controllers,
i & Clear

Cancel

Advanced Settings
Configure delivery controller communication timeouts and other Settings

advanced settings using the 'Settings’ dialog

Cancel

mEs HDX )L —7 « > J DER

1. Citrix StoreFront B> Y —ILOERTI>T [R+T] /—REBRL T BRI VT MT7ERERL
9, [BfF] R1>T. [R+TREDOHERK] #ERLET,

2. [RBELHDXIL—TFTr>J] 2T7%FRLES,

3. =M EBIRLET,

a) ¥ ED Delivery Controller "5 Y —RIC7 O ERT R SIS — b1 2 ERT 5I1C1E. [De-
livery Controller &3] %2 1) v LT1 2 LD Delivery Controller icFz v o AN ZF
ED

b) v —>m® Delivery Controller DZIL—TFHh 50 Y =T V€ RTRESICTF— U1 2 ERT
BiIciE [V—208E] 20Uy I LTLI2MEDY —>ZANALET,
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C) 77 #JL LTI Delivery Controller £7zi3V —>%BMT 3. [BEET7IVERICF T v IHADF
To CHUF. F'— b Tz ZEHL T StoreFront IiEFH L TWB3 21 —H—Ix L TD . StoreFront
Pr— b1 ZERALT StoreFront ZEE T2 ZB®KLE Y, Y— U T A ZBHIZ LA
< StoreFront ICEIFEGS L/ I—H—DUY - X282 1-HICHTS— b Tz 1 Z2EFERALEVES
& [BEE7IER] OF v IEHNLET,

4, A——HP5— ko EHRT StoreFront ICU E—F 7O ERTBHBATH, ¥'— bz 2 ERETICHE
EDUY—ZICBICHEEESRLLLVWESIE. (F—rUzqr2ERALAEV] 2BIRL. W< DH O Delivery
Controller £7cigV —>%&&RLFJ,

Configure Store Settings - Store’

Optimal HDX Routing

StoreFront
HDX connections can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones, Typically resources should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre,
Kerberos Delegation
= Optimal Gateway External only @ Delivery Controllers ~ Zones @
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZone
. FTLGateway v FTLZone
Advertise Store —
BGLGateway v BGLZaone

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

PowerShell =&/ L T&E# Citrix Gateway )L—F 1 > I %R T 3 ICIF

o AMTICRBERT — b I T AI—T 1 I KT 3ICIERegister-STFStoreOptimalLaunchGateway#%
fFRALEY,

o AMTICRBERT — bz AII—T 1 T EHIRT BICIE.Unregister-STFStoreOptimalLaunchGateway %
FRALEXY.

o ANTICRBERI—T 1 VI ERTTBICIE. Get-STFStoreRegisteredOptimalLaunchGateway% &
LET,

HYITRXT) TS a>nFEH

April 17, 2024
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StoreFront ix. StoreFront 4—N\—ZIL—7ROHY—N—RTH IRV T a>2EBHMICABHL ET, B
DY —N—=TI—THH3 (BEIIHENICERZIBFRICHD) BE. BA S StoreFront BEEROX k7H 51—
HF—DHTRT) T a3 UHERNICEHEINS LS ICHEE TSI £9, Zhid PowerShell #EB L TIT S HELD
D£d,

pE N

StoreFront 833>V —JL ¥ PowerShell >V — L ZRARICE ZIF TSI £H A, StoreFront 12

oV —=ILZBALCTHS PowerShell 3>V —ILZBVWTL 2TV, @EkIC. PowerShell D3R TH1 > X%
V2L TH S StoreFront B>V —ILEZEWVWTLIET LY,

HIROUTSa>OREEEREIT L T, RT3 X M 7RETER I iz Delivery Controller ZE—D & #i
(AXFeIWXFEXR) ICTIHENHD £7, Delivery Controller GHELZ . EEAY 1 FETEARZ Y IR
)72 arvhMERINBBELHBD ET. ENSNIY—INSHTRI )T a>zET35E @ADX
PP TERAINZTIUTS—2 3 I —FOERH—BLTVWBHRENHD £, Delivery Controller 574
YF—=> a3 I —TETRAXFUINXFHRAINE T, =2 ziE. CVAD_US & Cvad_Us IZE#D 7,

1. O—HIILEEEERZF>7HU > EFEBLT. Windows PowerShell ISE ##&1L 9,

2. A#AEER T B ICiE. Publish-STFServerGroupConfigurationa< > REFRAL £, BBRZICEDIR
LM £EBRO—EZIBETETEY, cexid. 08:00 ICHAHAZMBL. £0RIF 30D TEICHEERY
35a!

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime

08:00:00 -RecurringInterval 30
<!--NeedCopy-->

220U —N=FJN—THREVICHTRIV T3> 7—22zABICEEBLAVESIC. TILRTYa—Il%
THTLEHEDLET, LR EF—N—TIN—THh5600CICT—4ZWMETEIRT>a—)
3. ROLSICHEEEINE T, T—N—JIL—TF1H $—N—JI)L—F2 55 01:00. 02:00. 03:00 D&
SBRTVa—ITT—R2EBELET, T—N—JIL—-TF2iF. T—N—-7)L—T1H5 01:30. 02:30.
03:30 DES5BRRT T a—IILTT—2EZRELET,

3. AEACHE R A RT7EET ) E— Ik StoreFront BRZIEET 325 XA REANHDL £9, StoreFront
Y—N—TI—THEETEZIT 22—l hE#ERLT. OV E—rT—2tE>42—D5BH5TR
IYTarT—2EREBTIZLSICTRIRERDDEY, XOKES LIUVREDTF—2tE>2—0fFl%S
BLTLIZTW:

o REF—2E>52—0 StoreFront H#—N—THRTL T, RET—EF2E>2—DH—N—DhoE7—%%
BELET:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.
com"
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<!--NeedCopy—-->

s KET -2t >%&— StoreFront ¥ —N—TETLT. KET—FEVE2—DHF—N-NH5T7—-%%
BigLET:
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"
Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUSStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "USloadbalancedStoreFront.example.

com"
<!--NeedCopy-->

C CT. FriendlyName £ €— b O RBRIBEZ#MAT 57 HICEET 3 BHIT. RemoteStoreFrontAd-
dress |& StoreFront 4 —N—F I 3EBHFIET—N—FIL—FD FQDN TS, 7 FUTr—>a >4 IRy
V723> aEROXNTETHEEYT3ICIE. BRINZIRTOX FT7HERZNID StoreFront EBEIIRIE
TRLBRZFOVENHD £,

4. BEQY—N—_EoO—A1JL Windows 21— —4'JL— 7 CitrixSubscriptionSyncUsers iZ. U E— &
FIDE StoreFront #—/V—d Microsoft Active Directory R X1 > >7ho > h&BIMLE Y,

CHICED EAR T a— L2 #BR T 3 & RWEO Y —/N—I&. CitrixSubscriptionSyncUsers ickRrIh
TWAYE— M —N—DEHRELIFERSNLYTROV SO 3> 7—2%2BEBTEEY, O—AH)La—
H—=JI—FOEEIZDLWTIE. https://docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11)# B8R L T T L,
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| &8 lusrmgr - [Local Users and Groups (Lecal)\Groups] — O x
: File Action View Help
= 25 XE = HE

&- Local Users and Groups (Lecal) || pame Description * || Actions
| Users

= % Event Log Readers Members of this group can read event... Groups re .
|"| Groups %_ it
%-: Hyper-V |
IS IUSRY  General CitriSubs...
“-_kaEt""c"k More .. P
% Perform @,‘l Citrix SubscriptionsSynclUsers
égf Perform L
EE-: Power U
%-: Print Op Diescription: Memberships of the group denctes pemissions to
%_j RDS End synchronize subscriptions between remote StoreFront
S8RDS Mar]
22 RDS Ren]
ék-: Remote
EE-: Remote
ék Replicat
%-: Storage
é.k-: System N
%—: Users
& CitrinClu
B CitrieCW]
e Citrincw - :
Changes to a user's group membership

% i Add... Remove are not effective until the next time the |
ékf CitrixDel user logs an. !
B CitrieP N
& Citrixsto S Foply Help

.%—: CitrixSubscriptionServerUsers Members of this group can can access..,

CitrixSubscriptionsSyncUsers Properties ? * Mare .. }

Members:

%—: CitrixSubscriptionsStoreServiceUs...  Users authorized to access the Citrix 5.
Iﬁ CitrixSubscriptionsSynclsers I Memberships of the group denotes pe...

5. ERICZAT Y a—I)L%z#m L%, Citrix StoreFront 8> Y — )L £7=13LL T dD Powershell ZfEA L
T BITROVTOa VAR TS a—IILeyY =X T I —TARAOMD IR TOY —N—ICRIRL F 9,

Publish-STFServerGroupConfiguration
<!--NeedCopy-->

BT —N\—THER I N3 StoreFront ERIRBEAOEEDBERICDOWTELLIE. TH—N—=FIL—TD1E
Bl ZBBLTLIETUL,

6. BEOH IRV a AT a—ILEHIBRYTSICIE. ROOAY Y REANAL. BREEDIZHLD
StoreFront 4 —N—ICHEBROEEZRMIE £,

Clear-STFSubscriptionSynchronizationSchedule
Publish-STFServerGroupConfiguration
<!--NeedCopy-->

7. BEDOH IRV T avEEY —X%HIRT3ICIE. RO Y RERTL. REBEDIEFH @ StoreFront
Y—N—ICEROEEZRMI T XTI,

Remove-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore"
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Publish-STFServerGroupConfiguration
<!--NeedCopy-->

8. IRTOBEDOHITRIUTavRAAY —XZzHIBFRT3ICIE. ROITYY FEANL. BRHEREDEHOD
StoreFront —N\—ICHEOEEZ RMEIE T,
Clear-STFSubscriptionSynchronizationSource

Publish-STFServerGroupConfiguration
<!--NeedCopy-->

9. StoreFront BEBICEREBRINTVWBRH IR IO a VA a—I)IL2—8RRIDICIE. RDO
IYRERITLET,

Get-STFSubscriptionSynchronizationSchedule
<!--NeedCopy-->

10. StoreFront BERBICEREEBHINTWR Y TRV a VEIRY —X2—BRRISICIE. ROOATUR
ERITLET,

Get-STFSubscriptionSynchronizationSource
<!--NeedCopy-->

v a VREDEK

April 17, 2024

A—H—R7FUr—> 3 %L d 5 . StoreFront i&. Citrix Workspace 77U b Entzyv > avEE#L
THBRTZEDICHEBRIRTOREZSURFaXYE (771 EIENET) ZERLET,

@& &, Citrix Virtual Apps and Desktops RUU > —#F7zidCitrix DaaS RU > —%2FERALTEY > a VREEE
B3 zBEDLET, il BEICEL>TE BHEDX M TOINSDEXTEZ LEZITBZCHARETT.
chid. ARTHEBOHA LHSUY—RZEHLTED. ZOXAMTFOIRTOV Y —RICELREZBERLE
VIZEICEFI T,

ART70EY S aVREEEET DICIE. ROVWThHEETLET:
+ Global App Config Service R L £9, ZhixCitrix Cloud Lot —EZXTY, 3#L < Ik TGlobal

App Configuration Service % f#f L 7= Citrix Workspace 7 71U 0##m1 #8BLTLLET W,
« StoreFront —/N\—T. X 7 ®d default.ica 7 71 IJLICREZEBML £ 9,

StoreFront # — /N — @ defaultiica 7 7 1 JL iZ\inetpub\wwwroot\Citrix\[StoreName]\
App_DataF« LI UICHDES,

FIARREARED—BEICDOVWTI TICAREY 77 L 221 28RLTLKETWV, —HOREIRI/O—/NILISERT
N9, Studio THEELET IV r—>a YR R2IC—HIZEOEI a3V Z2BMIZLT. HEDT T
VICERT3tI>a>veEEMy3cHTEET,
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Bl: XEWRZ T4V RIE—RTEFHTS

VAV RUE-RTEHTILSICT IV —>a>vzBmd 303, defaultica ICRDREZRTT TV —>
3ot avEEMLET:

« TWIMode -« Y RIE—REBMCTSICIE. Off ICREL XTI,
« DesiredHRES - kFEABEDE I EILE (T a3>),
o DesiredVRES - EEAMOE I EILE (X F>ay),

[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768
<!--NeedCopy-->

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O >
File Edit Format View Help

ICA771ILDER

April 17,2024

StoreFront iCid. ICATZ 7 M ILICTORIEBEZEBMT 3 L aYHRABINTVET, ChICED. COHEE
EHR— b33N —T3 >0 Citrix Workspace 77U T, ICA7 71 LHMEEESNEZ T —N—D5DHDTHB
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CEBIETIBZELSIC%HDET, StoreFront T 71 IILOERZEMICTI . A—H -7 FUsr—>a vz
B9 B IICEMIND ICA T 71ILht StoreFront f—/N—DEAGIHAZEX F 7ICH SHAEEFEH L TEZ S
nx ¥, StoreFront 4 —N—DARL—F 4 VI AFLTHR—FEINBZERONY 27TV XLEES>T
ICAZ77 1IN EZBRTEET, VATV IR T7HIOEEZYR—FLAWEER ICAT 71 ILOEZH
ICEEINTLWRWES, TOXIIEZRIERINE T, BRUBICKRKLABER. 7O22ILEBRELTICAT 7
TIHER SN, Citrix Workspace 7 7VICEREINE T, REBD 7 71 IILEZRIFANZHE S Hik. Receiver
BITOBRICEDRAESINE T,

StoreFront @ ICA 7 7 1 LD ERBHEETHER Y BHAZTICIIWEF —DE N, FASNIBEVHRRATHZHE
NHDEY, AMABICTF—ERZEDILRNEBENDIHE. F—2T PV FINBRICEATIBLIICTIHRELNHD F
To MBRF—FEREIIZXT I aVNEENSHZEIF. I FEBREXLRT—N—FERICRETNTVIHED
HHEY,

ICA7 71 2EBRY 355, BAOAKEICIIEHRNOINE OERKEHI SIS LI I— FER XL SSLE
BilBAEZEATA 288D LT, MEAKEN SBYAREZIIRTEIRWVSEIE. Y—N—iREDLS
RBEFD SSLARRE Z A I 3 h\ ML WL — MERARBERERAE Z R L T2 — ' — T NA RICEEHTH LN TE
£,

ZARTDICAT77AIDEZHEEEILT 7L TIFEMIBE>TWVWET, ICAT7 71 ILOERBEXEMICTSIC
IE. AT OEKT 71 L EH&HE L TH S Windows PowerShell %> R#E1TL £3, Windows @i+ Citrix
Workspace 77U TICA 7 7 A ILEZZEMICTBHE0FMCOVWTIE. TICAT71IILER 2B8BLTE

TL,
pE o
StoreFront 833> Y —JL ¥ PowerShell >V —ILZRARKFICE CIZTI £H A, StoreFront B2

VYV —ILZBALCTHS PowerShell 2>V —ILZBVWTL IV, AKIC. PowerShell D3R TH+1 >4
VREELTH S StoreFront B>V —ILZBHVWTLL TV,

1L ICA7 71 ILOBRICFERAT ZHEAEN. BEOI—F—DHAZER 7 Tid% <. StoreFront H—/N—oD
Citrix Delivery Services sEFAZE X 7 THERATIZ L EMBL £,

2. Set-STFStoreServicePowerShell v RL vy hEFERLTEZXEZEMCLET,

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true -
IcaFileSigningCertificateThumbprint [certificatethumbprint]

<!--NeedCopy-->

Z Z T [certificatethumbprint] (3. Ny a7 dUXLICEDERSNBEBRET —2DE1P TR
b (F7=IXIBED) TY,

SHA-1 BNy > a7 DU XL EERT 3HBEIE. BEICISL T sha256. sha384. #7:i& shab512ic
®RE SN 7--IcaFileSigningHashAlgorithm /X5 X—4&—%BiL £7,
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Citrix Workspace 7 7\) 05K

February 22,2024

Global App Config Service

Global App Config Service i&. Citrix Workspace 7 7V Mz BB 570D Y 57 R —E X TF, Citrix
Cloud 7AY > AT, A7 URLZERL. EXLTOBEEERTIE I, #LE AT 2T D
HEDIER) ZBRLTIETL,

ALTTATY FRE

K

Global App Config Service Db D ic. X 77 Ho > ha&E%EL T Citrix Workspace 7 7 U 28T £
T, A—H—HPO—HILIZT >R b—LE N7z Citrix Workspace 77U ICX R 7RBIMT 2. ANTT7HTY K
/7€ StoreFront A*ERIE I h E 9, ZhiCiE. Windows @it Citrix Workspace 7 7UICT7 FU DR A —hXZa
—2a—bAY P ZERTEDESHEIBRIZDRLEDOERTONT A Z2EDB N TIEY, TO/NTr DA
IZ2WTid. Workspace 77UDRFa XY b I7 7)o a—bhy bEAREZTA T 370D StoreFront
TATY FREDFEH] BRLEERLTIREZTWL,

CNEDREZEETBICIE. UTOFIEZRITLET:

1. C:\inetpub\wwwroot\Citrix\RoamingT web.config 771 /LZREE %7,

2. <Accounts>to>3>T. BEFTBZX~7DEXHE<account ... name="Store"... >R
DIFFEJ,

3. Accountt 7 ¥ 3 ¥ T. <annotatedServices>/<annotatedServiceRecord>/<
metadata>/<properties>to>a>#RBDOIF%7,

4, <clear />EBZR0D#%IC. <property name="[name]"value="[value]"/>ofxXTcrO/N
ToEEBMLET, f:

<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>
</properties>
<!--NeedCopy-->

BE

BHY—N—ILZEREBRETIE. BHOY—N—LTRBICH—N—FJI—TOEBRZEELEVWTLIET
Wo BRERDIFHDH —/N—_ET Citrix StoreFront B3>V — L ZEFICERITLTOWAVWI E 2B L T
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KTV, BENTET LIS, BROEEZ Y —N—JIL—FICRMEIET. BEROEIOT—N—ZFML
9,

Workspace 77 ® Web +- k

O—ALicH >R ~—JLE Nz Citrix Workspace 7 7 T ® Web 41 bMERDERIN I D ZERT SIC
l&. TWorkspace 77U Web #+1 b8 T2 #BBLTLLIEIL,

Web 1 ~DEIE

October 3, 2023

Z b7 Teic. A—%—H Web 75— F 714 Citrix Workspace 7 7V AL TT7 IR TES. 12U ED
Web 1 r &R TI %7,

StoreFront B>V —ILZF>T. RDEARXIV%EERTLET:

22y =

Web # - ~DER a—4—h Web R— % 7:1% Workspace 7 71 &7y
LTREPICTIEATEE L5143, Web o1 +%
ERL £,

Web # + D1ERg Web 1 FOBREZEELF I,

Web # ~ DHIB& Citrix Receiver for Web -1 ~ D Hlp&

Workspace 77U ® Web # 1 F =R 73 Citrix Workspace 7 7URH 5ERT 3 Web # +
ZERLE Y,

Web - ~ DIER

April 17, 2024

ZARTRERTDE. TDXRTD Web H 1 FHBEBMICERINE T, BEEFEOX M 7ICWeb 4 FZBIMTE £
T UKD, BEHIERBZHDO URLZI—H—ICRBTZHTEET, 7272 L. Citrix Workspace 77U
R ETIZOVWT 1 20HED Web 41 b2 FERHTELSICEBRINTVET, TD7H. EHO Web 1 kA
DT IEREWeb 7575 —ENLTOAMISEHTEFET, #L <& TWorkspace 77U D Web 1 ~d
1#Ep) ZBRLTIETL,
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BE:

BEY—N—ICLZERRETIE. BHOY—N—LETRRKICY —N—JIL—TOEREEELHEWVWTLZE
W EBRERDIZEDDH —/N—_ET Citrix StoreFront B2 >V —I)LZERICETL TOWERWI 2R L T
KTV, BEATT LIS,

BROLZEZF—N—JI—TIIRBMIET. BERDIEFIOY—N—%EFHLET,

1. EEOYY—IILHh 5. Web ¥+ FEERTBZINTZEIRL. [1B1F] ~r>d [Receiver for Web + -
FOER] B UwILET,

2. &l 200y oL, DRAN] Z20Uw o L&D,

Add Receiver for Web site

StoreFront Getting Started

Receiver for Web sites enable users to access stores through a webpage.

Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods,

Authentication Methods

Summary

Store Browser End User

v

3. O Web 1 FONXZEANAL. ChER—ZIURLOFTT7 AL D Web 1 T EHESHEEIRL
T ANl 200w o LET,
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Add Receiver for Web site

StoreFront RS
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefrontlbeu.xacaad.com/
Site URL Web Site Path: | /Citrix/StoreWeb3

Authentication Methods

Summary || Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the [I5 sites.

4, FERYBRAFAEICTFIVIZNNED, FIvIZHLEY, —BOHERF. A FTRICEBEEINTWVLSIS
BICOAEATEEY. [AN] 2L ET,
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Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

+ Getting Started

i | Method
# Site URL | @ User name and password

Authentication Methods SAML Authentication

Summary |
i ] Domain pass-through
To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

| Smart card

| Pass-through from Citrix Gateway

5 A bMMERSNS. [ET] 200y ILET,

6. MLMERMLIT o baBIRL. [RE] 2L THEICIEL T Web 1 bz LE g, TWeb 41 ~oiE
Bl ZBRLTIET L,

PowerShell SDK z R L T Web 1 ~ZzEfk ¥ 3

PowerShell SDKEER LT Web ¥ cEERT B iCIE. Add-STFWebReceiverServiceaw > KL w kZIED
HLEY,

Web - ~ DiER

April 17,2024
Web - b BRI 3ICIE. UTOFIEERITLET:
1. ERA>T [R+7] /J—R%EZTRL T, [12E] 1> T [Receiver for Web 0 &1E] 2o U v o L£7,

2. Web - b&#IRL. [RE -] ZHLEY,
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StoreFront

Category Settings

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix/StoreWeb

Category Settings
Use these settings to configure categories.

Category view
O Expanded

All sub-categories and apps under a selected top-level category display on one page.

®) Collapsed

Only the immediate contents (sub-categories and apps) of the selected category or sub-
category are displayed.

[ Move uncategorized apps into an "Uncategorized" folder.

3. LT TREZEELFY,

- nFIUBRE

s IMRDOHZXETAX

s BIITHTTVDITI-T

. B
« Web¥o b a—tA

v bk

« Citrix Receiver/Workspace 7 7' D &R

e Ly aVDRTE

s J—URR=ZOrbO-)L
¢ UIAT UM VE—T 1 ADRE

o FHARTE

4. BENTET LS. [OK] 20y I LET,

5E:

BT —N—IC&L 2 EHIRIETIE.

IV, BEDTET LIS,

EBROY—N—LETRBICH—N—TIIL—TOEREEBELAEVTL DS
W BRERDIEFH DY —/N—_ET Citrix StoreFront B>V —LZEFICRITLTOWAVWI E 2B L T

BROEEZY—N—JIL—FICRBIET. BERDIEFIOY—N—%2FHLET,
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April 17, 2024

T770r—>a>) OREBTHAINTWVWS &SI, Citrix Virtual Apps and Desktops I T&7 U r—2>
IVEATIVICEDY TR LN TEES, ATIVDTAINS—MEZIERT BICIZ. \BBEEZFEALET,
StoreFront I C. COT7ANA—BREDORRAEEZEBHRTI X7,

Application Settings

IET Cloud

Identification
Delivery

Location

Groups

Limit Visibility

File Type Association

Zone

ATIVREZEET BICIE

Delivery

Specify how this application will be deliverad to users.

Application icon:

g

Application category (optional):
Browsers\Legacy

The Category in Citrix Workspace app where the application appears.

(] Add shortcut to user's desktop

How do you want to control the use of this application?

@) Allow unlimited use

[Receiver for Web 7 ~D4RE] ICBEIL. [ATTURE] F 7= BIRLET,
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StoreFront 2203

StoreFront

Category Settings

Customize Appearance
Featured App Groups
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix,/StoreWeb

Category Settings
Use these settings to configure categories.

Category view
O Expanded

All sub-categories and apps under a selected top-level category display on one page.

® Collapsed

Only the immediate contents (sub-categones and apps) of the selected category or sub-
category are displayed.

[] Move uncategorized apps into an "Uncategorized” folder.

ATIVORT

BEINTE 2—Tlx. StoreFronticky 7L RILOATI)O—BHRTRINE T, 22— =Dy TLARILD

AFdVEIVYIFTB L. StoreFront 3T AR TOY T ATITVDIRTOT IV E 1 R—=JICRRLET,

feeziE. ¥ 7H73Y Tlegacyl =8>A 7Y TBrowser) h'#% 3158, TLegacyl O FICHB T I —%&
CIRTOT SV D1 R=JICRRINET:
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fnl
HOME DESKTOPS
Apps
All (39) Favorites (2) Categories w  Collections w
X
= Browsers (3) DeepFolderStructure (1) Office 2016 (3) PowerShell (2) Uncategorized (30)
~
Browsers
i g
Chrome Cloud Firefox Cloud
L Legacy
o
)
L — 4

IE11 Cloud

v

O ff-gnfcE 2a——7Tid. StoreFront IZBFICb Yy TLARILOATIVDO—EBEEZRRL. A 7>a3>TIRTD
XPFEOT IV ERRLES, A——DHATFdV %R o) vo 35k, StoreFront IHBIRLA=AFTIJVOEEDO

Y (BTATIVETI) OFFRTLET, A—Y—EFE Y THTFIVZI Uy I LTIV T Y ZER

TV
TEET,

Apps

All(39) Favorites (2) Categories Collections

["] > Browsers

Legacy (1)
\? \?
¢ ()

Chrome Cloud Firefox Cloud

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 202



StoreFront 2203

ROEDOT TV

WOit-EnfcEa—T. RKDEOT7 T )% KD 7ANA—IIBHNTB] 7723 4TI, BID
Ea—IilATIVDBRVWIRTOT7 VTR by TIHRERINE T, ZOEEIL. StoreFront o UFID/IN—

IYEMTVET,

HOME

O

DESKTOPS

citnx | StoreFront
Apps
All (39) Favorites (2) Categories Collections w
Browsers (3} DeepFolderSt...ure (1)
\? \?

E B O

Access 2016 On Acrobat Reader DC
Prem ©on Prem

Calculator Cloud

® ©

Excel 2016 On Prem FakeApp1- Firefox On Prem

WillNotLaunch

Office 2016 (3)

Calculator On Prem Chrome On Prem

A A

% &

Microsoft Teams On Notepad Cloud

Prem

3

A

PowerShell (2)

Citrix HomePage
Content

{

Notepad On Prem

Command Prompt

S

Notepad++ Cloud

TORfENEa—T, [ROBOT7 TV % KD 74N A—ICBETE] 24 2icdde. ATIVOEWVWT
RTDTFVETRI Sy THRD TROE TN E—ICBBLE T,

citnx | StoreFront

L

Apps

All(39) Favorites (2) Categories Collections w

Browsers (3)

Uncategorized (30)

DeepFolderst...ure (1)

DESKTOPS

Office 2016 (3)

PowersShell (2)
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PowerShell SDK #EB L THTIJUREEZERT
PowerShell SDKZERAL TATI U L a—2BMEIBEMICTBICIF/NFX—F2—EnableAppsFolderView
ZIEELTIOYY RLw kSet-STFWebReceiverUserIinterfacez O L £ 9,

PowerShell SDK 2R L TAHTIVE 2 —%2EE T 3ICld. /NTX—4—CategoryViewCollapsed%ig
FLTIOYY RLw kSet-STFWebReceiverUserinterfaceZ UM L £ 95

GMRDHRETA X

April 17, 2024

Z+h7DOWeb % FRTHERATNAOIr@EEETCIET,

Odranikms

SREHXZTA XTBICIE. [Receiver for Web - bD4REE] ICHEEIL. IMEDHRETAX] 2T%&ERL
F9, UTFELTETETET:

s OJAYTSrrOd-OJ4 VEmEICKRTRINS O, Citrix Gateway BB TOJ A > T 3B8IFRTS
nEtA. [BE-] 2L T, .jpg. .jpeg. .png. .png. Ffld.bmp 21 70T 7 1L EZBIRL£T,
350px x 120px D 1 XDEEREERT 5L = HEHLET,

e AYA—TJ5>R0Od, O F VEOEERBICRTIINZOD, [BR-] 2L T, .jpg. .jpeg. .png.
pNng. £7ld.bmp 21 TDT 71 ILEBIRL £, 340px X 80pX DY 1 XDEGEERET 5 - L 2 H8HD
L&,

o« HEA -R—JEBOFETF— a3 I avOERR,
e TEXRMETAAVDE-R=J EEHOFES =233 DTFAMNETAAVDE,

s U2IDE-REBRINTVWET7A TLZRARTI BHICFERINSG &,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding
Loga: Upload from local computer | Browse... l
(350 x 120 px) =
Featured App Groups ' P This logo appears on the Receiver logon page

Header branding (Post logon)
Authentication Methods

Logo: Upload from local computer | [ Browse...
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: _|Z|
Session Settings cifrix | StereFront Text and icon color
Text and icon color: |Z|

Workspace Control

Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings Link color. -|Z|

Beset to default styles

[ Cancel ] [ Apply

PowerShell SDK 2L COJr &% RET S

PowerShell SDKEERLT. aAv > KL w kSet-STFWebReceiverSiteStylez U H L £9

SMRETIAILMCUEY TS

AJeBET 7 MIRTICE. [TIHILRIZIILICUEY M ZHLES,

PowerShell SDK # R L TIHMRET 7 4L MCUEY RT3

PowerShell SDKZERLT. OY > KL w kClear-STFWebReceiverSiteStyle= U L £,

JavaScript & CSS (CLZBMDHRETA X

StoreFront 254 7> ~ Ul h 2427+ X APIEFERALT. Web ¥ F 2 ET5ICAXEIAXTEET,
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EIIDTTIDITIN—=T

April 17, 2024

BEOHATIVICEETZXIEENEBETAII Y R —ICWT2388ODT TV —> 3> I —T2ER
TIET, LrxiF. BEWMICEIODFERAINZ T IV —2 3 vEET. BESICEEOOT TV r—>3>JiL—
TEERTEET, 7TV r—>a3v&%E>70, Studio AV Y —IILTEERINIF—T—RELET IV —
2avAFOdUEESFD LT, StoreFront BEEOY Y — L THEDDT IV —2 a2 FEHXTITET,

BEODOT TV r—2a I —T DR

1. [Receiverfor Web - FD4RE] BET. [$EDHOTIUr—2 3> TdIL—TF] 2T%ERLET,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.

Category Settings
Custamise A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
i s Workspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Name Definition Method Cantent .
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings
Create...

Advanced Settings

[ Cancel ] [ Apply ]

2. [fER] 200w o LT 88DOT7 TV T—2 a3 I —T2EELET,

3. BT IV r—2arvII—TE S (ER). BR. 8LUEHOOT IV -3 II-TEZER
TBREEBELET, F—T—R. 7FVIT—23 V& &RBET7IVr—>arhA7dUEERLES,
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TFVr—arhaTdy

TIVr—o3>3

A

TTUDHBRBICF—T—RZEHBIZL T,
Studio TEEINIF—T—RIZEDSVWTT U R
BLET, fl: TEFAXA—ILOEZEFICER
KEYWORDS:collaborationy

Studio ICAASINIFED T U r—> 3> AF73N
DT FVEBELET,
FIVTr—2a> @ FE>TEE@OOT7 IV r—>g>
IIN—TZEELET, [BBOOTIVTr—>a3>d)L
—TOER] AAT7ATRY I RADIIICEEFNTWVS
BEIC—HTRZIRTOT7 IV Tr— 3> FE B8O
DT TVr—aydI—TFIZEENn£7, StoreFront
E7 V5= B TIOAIIRA—REHR—MLE
Bho —HITEABTRAXFLIXFRKAIIhEE
AD 2EDP—RTIBNENHDET, 7L X

I&. TExcely & ANF19 % & StoreFront TIERR7 7
7—< 3 820 Microsoft Excel 2013 A*—Hr A& b
IH. TExcl EADLTH—HTZHDIFHD F£EA,
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Create Featured App Group

Mame: | | | (i ]
Qesc.ription: (i )
(Optional)

Background style:

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method: [Keyword - ] i ]

Keyword: | |

Keywords should be defined in the application properties dialog of Studio
console or the XenApp Delivery Services Console, Use the same keyword
for each application to display in the same app group.

o IeEm

4. [OK] 200w o L&Y,

5
2D00BEHDT I3 -T2 LEL:
« O5KRL—> 3> -Studio @ Collaboration h5JUICEENZ 7TV Tr—> a3 e D—HEIEET ST
CIck>TERR L £ L7
e AR -T IV —= g I —TICBEEMITT. 7TV T5—23>F00L 0 a3V EEETS I CIicE»
TER L £ L7
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@ Citrix Receiver x -+

< C G Search Google or type a URL (2]

Citrix StoreFront

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

CE| oﬁa j

Favorites
i ®
|
Calculator Outlook 2016

PowerShell SDK # R L TH#IOD 7 TV r—>a v FIL—T%ERT 3

PowerShell SDKE R L TE8HOT7 IV r—>a > IL—7F%2BMT3ICE. I > R Ly FNew-
STFWebReceiverFeaturedAppGroupz B L £9,

BEODOT TV r—2a I —TDiRE

[Receiver for Web 1 FD4RE] BET. [(BBODOT7 T IVTr—avdIL—T] 2T7%FBRLET, HETZY
W—T%=BERLT. [RE -] #0VvILFET

PowerShell SDK # R L THEDHD T U r—>a > d I —T2EETD

PowerShell SDKEFER L TH#SHO 7 I U r—>a3 > J I —F2ETEFT3ICIE. ATV R L v kSet-
STFWebReceiverFeaturedAppGroupz B L £9,
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StoreFront 2203

OO T TV r—2 a3y IL—T DIk

[Receiver for Web 1 FD4RE] EET. [BBOOT T r—>avdIl—7] 27%FRLET, HIRT 35
IW—T%ERL T, [HIFg-]1 220w o LET

PowerShell SDK ZER L THEEOHDT SV r—>a>FIL—F=ZHIKRT 3

PowerShell SDKZERH L THESHOT 7V —>a>JIL—TZHIBRT 3ICIE. 7YY KL v fRemove-
STFWebReceiverFeaturedAppGroupzERL £ T, TRTOEEHHDO T TV r—> 3> F I —T5HIBRT 31
&, A< > RLw kClear-STFWebReceiverFeaturedAppGroupZzER L £ 7,

DIL:\ DIEH /£

April 17,2024

2 N7 TERARERRAEAEE R Y BICIE. TEREEDEM) 28R L TLLEETV, HED Web 1 O Zh 5Dk

—HHELEFITEEI, NH5DEESFE. Web 75745 —&HET HTML5 @17 Citrix Workspace 7 71U %
FRTIHBEICOFBERAINE T, O—HILICT >R ~—ILaniz Citrix Workspace 77U 1&. Web # 1 +Ti&
BCRANTPOREZFRALE T,

R4

/_-I:
ART OB F2EETDE. FDRARTDIRNTDO Web 41 FOBENEICLESITNB -, BEZH
BRATIBENHD T,

A EETET BICIE.  [Receiver for Web 1 FémgE] ICHEIL. [BEEAE] 2T #BIRLET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Category Settings -
tegory i | Method

Customize Appearance 4 User name and password

Featured App Groups

Authentication Methods i [] Domain pass-through

i To provide good user experience, all Windows dlient devices need to be domain-
Website Shortarts i Joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [] Smart card
Workspace app i

£

Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

s BEI—HY—REEEMCTRIE [A—HF—BENZXT—R] FIvIRYIREAVIILES, 1
—BENRT—RBEE Z2BRBLTKETV, COFFavid. AT TEMICHE > TWVWBRHEICOHER
TEFY,

SAMLID 7ONA 44— DHEEEBMCTSICIE. [SAMLEBEE] Fxv IRy I REAVICLET, [SAML

el ZBRLTLIEIV, TOFF2avid. AT TEMCE>TWBBEICOAMERTIT XY,

o A—H—F /N1 N5 Active Directory K X VEREBRINIZIL—INBELSICTBITIE [FXATIN
RZN=] #AICLET TEXAM Y NZAZL—FEE 28RLTLKET WV, COFTF2arid. ALTTH
MICBE > TWBRIBEICOAERTETET,

o AV—hFA—RPBHAEZBMICTBICIE [AX—FH—F] Z2F2ICLET, TRY—bA— R 28R L

TLIREL,

Citrix Gateway 5D /XX Z)L—RiE= BT ik, [Citrix Gateway h5D /XX ZJL—] & ViC

LF9. Rtz EM LT Citrix Gateway B Ta1—4—»4' StoreFront IZIEH T 3 B&1E. ChaBMIC

L %9, MCitrix Gateway 5 D/NZZJL—1 ZBELTLEETW

PowerShell SDK =R L TH#EK T3

PowerShell| SDK%fER L TR AIREARRIEAZE# BT 3 ICIX. O > R L v kSet-STFWebReceiverAuthenticationMetho«
FRALEY,
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Web 4 ~rD>a—krAv b

April 17, 2024

ALY FT—I ETHRIARINTWVWREETEZ Web 1 bh BT RO MYy FRT IV —2a il Tide< 7
JEATEZLSICTBICIE Web B b 3— Ay bEFERAL E7, Citrix Receiver for Web 4 + Tl
T353UY—ROURLEZEMRLT. Chom>o% Web 1 MMIIBOHAARET, A—F—NU> IR IVITS
. ReceiverforWeb - bICUH LI banEd, T T. 2——nh' Receiver for Web - bicOd+ >
LTWAWEEIZOT 4> L£T, Receiver for Web 1 +Tid, VY —XHBEBMICEBILET, 2—H—HY
T2O9SA4TLTWAWT U r— 3> 081 BENICH TRIS178ET,

Y —20>3—bkhy bEERTBH0IC. Citrix StoreFront 81 3>V — )L £ 713 PowerShell #ERAL T, &
Z2hWebt bt URL%Z ME8ETE3 URLI —BICBINT3HERHDFT,

FI7AILETIEE. EETERVWeb B kA SDUY - 3—bhy FERBEBLLSETZ2——ICBEN
StoreFront IC&DRRTINFTH, A—F—F5|IHIVY —XAOEHEBIRTETET, CNHDEEHRRTN
BWESICTBICIE [RE7] R1>T [Receiver for Web 1 FDEIE] #o)wo L. ** K] ** T [#
MIERE] ZBIRL T, ** [BETIARVY I —bAY MIDWTXyE—CRRTR] Ao arvaAFJICLE
ED

t¥aUTFr LOEAICED. Internet Explorer 2 —H—I(2ld. ¥a—+thy FEAT7IEZXLRZYY—X
DEHEHRBITIXVE—CHRAINZIBEDHDFT, COXVE—IHRRRINBLBBZLSICTBICIE
Internet Explorer ® [O—AIL1 > bS2y b £l [EEFAY 1 ] OV —>IC StoreFront #—/N\—®d
FODN ZEBMe 3 &5 A—H—IZHERLE T,

BRIV - ZERLTEETE 2 Web 71 ~ziBINT S

1. [ReceiverforWeb #r b4l BET. [Web ¥ rD>a—rhy k] 2T7E&ERLETD,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published rescurces on your corporate websites. Your users
will be able to launch these resources from your corporate websites.

Category Settings

. Add the URLs for websites which will host rescurce shortcuts.

VS o https://portal.example.com

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... l [ Edit... l [ Bemave
Workspace app

i

Session Settings Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control
Client Interface Settings

Advanced Settings

'O | cancel | | Apply

2. (Bl #oVwo LT Ya—bhAybERIAMLESETE WebHr b URLZANSL £7. URL I,
http[s]://hostname[:port] DR TIEE T Z2HENH D £, T T. <hostname> (& Web - k7R
FOFTLIEM R X1 VB TY, <port> ZFEATIARVIORINDT 7 4L bAR— DRI b DBEICHE
BE3R—rTT, Web 51 FOBEDR—SADNIAZIEETZIHEIIHDEFFA. URLEZEETZIC
& [Web# ] o—BTIYMUEBRLT [4E&E] 22 v L%, Citrix Receiver for Web
FDVY—=ZADY3— Ay b ZHIRT3ICIE. —BTWeb 1 FZEIRL T [HIBR] 20U v o L& T,

3. [¥a—tAyrzEEE] 20Uy oL, Web ¥+ MIHEBERURLEZIE—LEF Y,
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i) Citrix Receiver x B - O x
@ ) https/y [Cit.. 2 A Y = % z. ﬁ/b )

App Shortcuts

My apps and desktops
H Calculator Cloud tps:/, s/ Citrix/StoreWeb/#/launch/

Cloud Desktop | JCitrix/StoreWeb/Z/launch/C

* 3 Excel 2016 Cloud https:// /Citrix/StoreWeb/#/launch/Es
FakeDesktop1-WontLaunch https:// /Citrin/StoreWeb/#/launch/F:
Win10Pooled Cloud 1 https:// {Citrix/StoreWeb/2/launch/W

Win10Pooled OnPrem1 {Citrix/StoreWeb/2/launch/W

Others

a8 Access 2016 On Prem b /Citrix/StoreWeb/2/launch/4

PowerShell SDK # &R L CEfETE % Web 1 FZEBINT 3

Set-STFWebReceiverApplicationShortcuts PowerShell A< > R L v b #FERAL TEETE S URL ZBMT
EEESER

Citrix Workspace 7 7 O &R

April 17,2024

F7 ) bTlE. 2—H—HR¥IC Windows., macOS F7zid Linux L@ Web 75 0% —%2FRHL TR 722
#8935 . StoreFront ix Citrix Workspace 77U D O—AILICA YA =ILENTWVBHE S hEBERICHF
LEY,

O—AJLICERS 1t Citrix Workspace 7 77U piigE ShAaWSESIE. Citrix Workspace 77U 4o >O— K
LTAYRR=ILTBLS5KROONET, T7 4 bOFT>0O— RFFF Citrix Web 1 kT8 StoreFront
H—N—FIFZDMDBHATI VA —5—% KA MTEZIHTEET, Citrix Workspace 7 7 xO—A)L
A YR M= TEFHRVWI—F—d. Web 75U —%i@L THTML5 @i Citrix Workspace 7 7 U ZERTE
£9,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac O3 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If

Category Settings users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Customize Appearance s - : G ; .
Deployment option: ’Use Receiver for HTMLS if local Citrix Receiver/Warkspace app is u... ¥

Featured App Groups [ Launch applications in the same tab as Receiver for Web

Authentication Methods
"4 Allow users to download HDX engine (plug in) @@
Upgrade plug-in at logon @
Source for Receivers/Workspace app

Website Shortcuts

Session Settings Windows source: lCitrix webszite - l

Workspace Control

| :
Mac source: llC|tr|x webszite - l

Client Interface Settings

Advanced Settings

B [ cone | [ eny |

BEA T avETEITBICIE.  [Receiver for Web 1 ~D4EE] (I L. [Citrix Receiver/Workspace
TTUDORER] 27 E#ERLET,

BREA a3y

« Citrix Workspace 7 7V O—AIICADYO—RLTA YR b—ILTBZIERHZ IOV T ERTR
IS, BICWeb 7505 —%2FRALTUY—RIITIV/EATESZLSICT3ICIE. [EIC Receiver for
HTML5 % EMH] ##RLEFT. COAT>a>%%EIRT 3. Workspace for HTMLS 2 —+H'— (32T
SUF—ZBLTUY—RICEETIERALET,

« [BA—#JL Receiver ' {EA T A LiE4 Receiver for HTML5 % F/H] %#:#3iRL T. Citrix Workspace
FTZVEO—-AICAEDYO—RLTA YA L=LTEHDAvE—IH I 7D Web 1 MiZRTRTHh
B3EL5ICL. AYRAM—LATERVEERTIOH—ZNLTVY —RIZFTIVERATESRLSICLET, COD
B4, Citrix Workspace 7 71U %1 > X b—JLLTWHRWI—H—H Receiver for Web # ~cOos =+ >
37, Citrix Workspace 77U AU YO—RLTA YR b—ILTBZILERDZ Xy EZ—IHERR
Ih%xd,

o [B—ANICA YA b—)L] ZBIRL T, BICO—HILICT >R =)L n: Citrix Workspace 77U H 5
TOEATBELSICLET, A—HF—IIFERLTVWE TS v b7 +— L3R L7z Citrix Workspace 7 71
EAIVO—RLTAYRAM—ILTEZL5ROENET, I—HF—I135|FHF Web IS5UH—ENL TR+
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ICT7IERTEETH. VY —REZEETR L. O—HILICT VR h—)LEhiz Workspace 7 71) THE
7,

BLRTTT IV r—2a>ziEFd s

[%/C Receiver for HTML5 % /] %7-i& [O—7#JL Receiver h*ER T E & L\i54 Receiver for HTML5 %
] ZBERLIEES. 774 TR, T30 —TEHENLVY —RIEDHLWI SUH -2 THRETET,
Yy —2%ERLAEZJTTHEE. HTMLS @i Workspace 77U & =#: 2 3iC13. [Receiver for Web R 47
TPV —>a3 ziEsdsd] 2FRLET,

a—%'—hH Windows % 7-i& Mac @17 Citrix Workspace 77U %4> O—RTI3L51293

[O—AIZT>Z ~=)L] &7id [O—7)L Receiver HER T E A4 L5E Receiver for HTMLS /] %%
R [A—H—IZ&BZHDX I >y (F351Y) 47> O—REHATS] 2FMIC LT, HTMLS @it Citrix
Workspace 77U O—AJLICA > X =)L E iz Workspace 7 7V gt L AWEEIE. Windows @iF 7
i& Mac mi¥ o Citrix Workspace 77U 24UV O— R 934 T2 a VhHRRINE T,

044 > E5iC Workspace 7 U 7 v 7L —KR$3

([OJF VRS TSTA 25Ty I L—RT3] 2#RT S, HTMLS @i+ Workspace 77U ©tO4 4 VECO
—HILIZA Y X b—=JLanif Citrix Workspace 77U 0 SA 7> b BTy 7T L—REBI3NESHEI—H—HE
RTEFET, A—Y—R@BT7YTIL—FREIFYTTZILHTE TS57H—0 Cookie WEEINHWVERD., 7
wITIL—RERDZIAVE—IHNBEERRINDICIIHD EFHA. COBEBEZBEMICT SICIE. StoreFront
—/\—_LT Citrix Workspace 77U 7 71 LEFERTEZ L SICL TS

V—20A7>O—R

IVRIA—HF—REo>O—RKRE2>EI)voT3E, CitrixWeb 1 MMCUAEAL I FEINBZH. H—N—H5
Tr7IIIEHEAYYO—RTB3HEBIRTET £, [Citrix Web - ~]. [StoreFront H—/\—oO—#HJL7
7], E&lE [VE—r—N—0DT771JL (URL 2EMH)] &&RTEZJ,

vy a VREDEK

April 17,2024

vy a vBEELTET BICIE. [Receiver for Web # 1 bD4mE] BEICEEIL. [ty arVBiE] 47 %%ER
LEd,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific timeout durations when the
inactive users are logged off.
Category Settings

Cmstemrine Agpest s Server Communication attempts: i )

Featured App Groups

Authentication Methods Communication timeout duration: @
Website Shortcuts [EIE] Minutes El — || Seconds
Deploy Citrix Receiver/ Session timeout: @

Workspace app -
T e @ JETR] e
B » .

Sign in timeout:
Workspace Control = o

5 Jels]
Client Interface Settings inutes

Advanced Settings

ﬁ Cancel App

B —N—BEHTEH

StoreFront REED. Web 7OF S & X 7 H—EXBOREOH L OHITEIE. BE. CORTEE2LEIINEITH
DA

BIEDZA LT HARE

StoreFront REBD. Web 7OF S & X 7 H—EXAOPVH LICHFIT S NZ /M, 8. COREETET 3%
BlI3HO FHA.

tya I TITATEALT UL

Web 7504 —%@L T StoreFront A b 7IC7 VAL TWR L EIZ, —EHRET VT« TREDVFHC & 7
D717 TRHRVWIED. Ly a i E A LTI LE LT WS XyE—Uha—H—ICRRINET, 2—H—
DFERANEZ—VIHRLTEY S a Y EA LTI M ETETEEYT, Znid. Citrix Workspace 7 7V ICIFHEL £
HAo
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F7:-13. PowerShell # RT3 cHTEET, 7z ziE. Web #r ~ [/Citrix/StoreWeb) &1 LT 7 +%
30 DICERETBICIE. XDOFIEERITLET,
Srfw = Get-STFWebReceiverService '/Citrix/StoreWeb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30
<!--NeedCopy-->

tylara1L7U e B b—2o > OBFMEE] £id [BEREMHEE] EDDBRETLBELSICEETSH L.
ENCEDE TR b — 7 > OBEWHPREPRABMHABOEHRINE T,

ST +— 2 > DA AR

A—H—NTSToH—ZHRT StoreFront A b 7ICT7 XT38, FTAINLTIE. PO9TF0ET 0 ICBEREL.,
I—H—d 8BMEICOJ 7V hENET, Thidk. Citrix Workspace 7 7UICIXEELEHA. COEATLTY
FEELTICIE. ROFIEERITLET,

1. StoreFront T c:\inetpub\wwwroot\Citrix<StoreWeb> |Z#&1 L 7,
2. web.configr 71 ILZRE£7,
3. ko> U EEELEY: <authentication tokenLifeTime="08:00:00"method="

Auto"/>
4, pELEICtokenLifeTimezZTELXd., lHULOEEANTSICIE. d. him:sOFERE2FERALE
ERS

Tty aryEALT7Y e 20 U EICEY IIEEIE. BT —ERDF—J VORREHBEDIBECTHREDDH
D&Y,

WAL —ERD b= > ORAXEMHEAE

PWELY —E X%, Web 754 —Z 714 Citrix Workspace 7 7U ML TR L 7ICEL T B L SICERINB b
— U ERITLET, Citrix Workspace 77U 0BE. CNEEHTIVENHZIE—DOTAVEZALTILT
To 7TUH—%BLT StoreFront IC7 VX9 3/BE. COZA LTI MIMOZA LTI EHICERTH
£, COR—IJTHEATNTLIMORELIFEARD. TN FTOITARTO Web #1 MIBRAINE T,

StoreFront ic Citrix Gateway Z %4t 9 2154, Citrix Gateway (32— —&BiEHR = F5. StoreFront 1Zx¢
L TSSO #x17L &7, StoreFront b—2 > 0BEZERATIN S . StoreFront (& CitrixAG Basic ¥ v L >
& #47 L. Citrix Gateway (& StoreFront icOJ 1 > 23O DERBEREZREL £9. L7ich > T Citrix
Gateway HFERAL TW3HEIE. MBOEY I 3 V21 LTV MHERTIBENHD £T,

1. StoreFront #—/N—|Z1 > X b—=JLEI N TW3 Citrix Workspace 77U D&, R 7 ORIEY—E
Zcs\inetpub\wwwroot\Citrix\<Store>Autho I ICBELEFT (X ET7OEICIHL T,
BHRORBIAT—EXD 1 D RBEEEEDHD £7),
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2. web.configZ 7 « JL A T. Authentication Token Producer 4 —E X %# R2 7 T. ZDH
<1idn* Authentication Token Producer DH D r —H 9 ZaddIL XY b EZRLEFT, RDOFITIE.
id="f7cacl85-57c1-4629-a33c-88a89dd4295d"encipherId="2948f7ad-735
e-4e03-8e01-8d4f5d3ca75b" ##H2addBRENNETT:

<service id="f7cacl85-57c1-4629-a33c-88a89dd4295d" displayName="
Authentication Token Producer">
<relyingParties signingIld="2948f7ad-735e-4e03-8e01-8
d4f5d3ca75b" defaultLifetime="01:00:00" maxLifetime="
01:00:00">
<clear />
<add 1id="f7cacl85-57c1-4629-a33c-88a89dd4295d" encipherId="
2948f7ad-735e-4e03-8e01-8d4f5d3ca75b" defaultLifetime="
01:00:00" maxLifetime="20:00:00" />
<!--NeedCopy-->

3. BELEICmaxLifetimezZTELEY, T 74/ FF20:00:00TY, 1 HULDEEZANNT BICIE
dd.hh:mm:ssoFREFERLE T,

4, iisreset vV REZEFLTEEZEARALEY, COOITYREERITT B . 21— —I1Z Citrix
StoreFrontWeb irsn0d47chzdh. BEDICAEy S a VICIFRELFE A

D= ZAXR—3> kO-)L

June6, 2024

TD—JZR—AY FO—LEEZEMICT R L. -ty a3 0RFTTFNAZZYIDEITH. HLL
TNARETEDT7 TV r—2 3 > TOEEERGTIE T, 22— —E FILLWTNARICOTA > TBRVICT
RTCODT7 IV r—2 3> zBRETIHVEN G BROTNA RZYDEIBASEL TSI Tr—a Y1 VR4
VAEFERATEET, ChIZED., L ZRBRTHEEREN 7 —I X T7—>a V2D BITEET—RFICT VLR
THREITORBEEZHOTEET,

A—H4—HPOJ4>92c. ETLEFFEFOT7 SV r—2a VICBBNICBERINET, L. I—H—12X
F7IicOd2a> L. WO o7 TN r—2a vzl LET, 20%. 2—H—DOT NI IXTRLT7 Y
t2AFFEZFERALTRACLIMTICOIF YT, ETROTTUT— 3 VA EENICH LWT /N X TERRTEE
ICARDET, A—F—HDARTTERELETRTOTZ U Tr—avid. EOXLTHE054 7935 L BEMICH)
B3I Ed, 2l vy rETVIEENEEA Web TSUH—%NL TR NFICTIERT3BE5I1E. ALY
SOY—ZFERLTOT A, 7FVT5—2a3 0. BLUOTFT7ZT5HRENHD £T,

HTMLS5 [&(7 Citrix Workspace 7 7 TU—U XR—XJ>¥ hO—LEERT S

StoreFront 8BI> YV —ILRDT—IZIAR—X QY O—ILBEF. Web 7595 —2NALTAMPICTIERT
BBEICOAEHINET, CNICIE. ROBHLEIRAPERAINET:
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« HTML B+ Workspace 7 7UN KRR FSINIeTFRI by FERRT IV —2 3 Y RTRITINTWVWSIE
B, T—=UZAR—AY FO—JLIEERATET FtH Ao
o Windows ¥\ XHh5 Web 1 MMZT7 72 RT31—H—ICDVWTIE. 12— —F /N X2 Windows @

i+ Citrix Workspace 77U B A YA b—ILTINTWVWBR I &Y FTRIETE 3545,
i7 Citrix Workspace 7 ZUNMERINZBEICOH. T—IAR—OAY bO—ILHEMICHRD £9,

5 & T HTMLS |

o YIMTL 77 ST — a VICEIELT 31CiE. Internet Explorer TWeb %+ MZ7 o2 RT3 2—H—|k
[B—Alr>bZxy R] £E [EEEAYAR] OV —2ICHA M EEBMT2HERHD £,
o el D=0 RR—=2ZOAY hO—LBEMICHE>TVWTH. Web 1 FTHERAIEELRT XV by FH 1D
DHDBEICEDTRY by THEEMICEEFTELSICEBRTI . 7AUITr—>avidBEGFINEE A
o PV —o a3 YT REEIC. EBEICHERALIE Web 7S50 —%ERTIHELNHD £9, 5D Web
TSI —TRELILUY—RP. TRI by TR [RE2—+] XZa—h5 Citrix Workspace 7 71U Ti2
L7z Y —Xid. HTMLS @i Citrix Workspace 7 7V THIBi LD vy AUV LTDTEEH A,
e UY=XARALTZVH—ETATHVTWVEIFEE, T—IAXR—XOAY FO—JLIRERATSI&EA. Ch%E
B9 3ICIk. TCitrix Workspace 77 &R #BBLTLIET W,

RARTADTIEZANTZ Web TS50 —%2N L TITHONBIBEEDT—IAR—AIY FO—-ILOBEELEET S
I21&. [Receiver for Web #r F#&E] BET [D—27ZAR—XA>bO-)L] &&ERLET,

StoreFront

Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control
Client Interface Settings

Advanced Settings

Workspace Control

Configure default settings for workspace contral. Workspace control allows users to manage their
client sessions,

Logoff

Logoff action | Disconnect V] o

Workspace Control
#| Enable workspace control
Automatic reconnection when users log on
+| Automatically reconnect to the sessions when users log on
Reconnect and Disconnect Button
Show reconnect button

Show disconnect button

ox I

D= ZAR=XAY FO-ILOREZRDESICHEHELET:

e [OFAFTF70>ay] #BELET, QFAT T aVIFRDEEDTY:
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- Wl A BSOS ATTRE. TTVETRI MY TDEY S aVIEISAT Y RTFNA DS
BERICTIIEINE T,

- [B&T]: Yo bhBOiA4T7TBRE. TIVETRI by Oy 3 vidt—N— ETEHBIMNICKRT
LE,

- [#BL]: 40 b2B500FTLTH PTVETRI by DYy aVIEE| EHEIRITINE T,

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups age
Logoff action [Discunnect A ] i ]
Authentication Methods
Website Shortcuts Workspace Control Terminate !!
Deploy Citrix Receiver/ +| Enable \.'.'Grl_r:\l o

ALl

¢ [T—UZAR=OA+O-LNEZBMICTE] FTv IR IREFTVICLES,

[A-Y-0OJF UROBBBEGS] O [1-Y-HA0JF LI SICEBNICE Y aVICBERT 3] F
TVIRYIREFVICLET,

PowerShell SDK # AR L T - XAXR—XO> bO—-ILZEBRT 3

PowerShell <> kL w kSet-STFWebReceiverUserInterfacez{ER LT —I XAR—X QY rO—)LZ K
TZEFY,

Windows (@7 Workspace 7 71 T — U XAR—XI> bO—/LE#ERT S

Windows @ Workspace TO—9 XR—XI> bO—=ILEBRT BICIE. -0 2R—20> FO—)LBiEs
DEE] ZBRL TSI,

Mac @i Workspace 7 71 T —J ZAR—A> bO—ILEEKT 3

Mac @i Workspace 77U D7 — 0 XR—XAY bA—ILEBRT SICIE. TT—UZXR—20Y bO—LERED
Al EBBLTLETIWL,

ITRTDTIIVTITI—=OZRR—=AY +O—IILZENICT S

Workspace 7 71) £k T StoreFront ToOt v > a VEBEGZEMICTIICIE. COLSHERTH>TH. [FH4
BE] 27ICBBL. (Evia>oBERZHATR] FTv IRy IREZFTICLET,
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StoreFront 2203

DSATIO AU E—T 1 ADERTE

June 6, 2024

[Receiver forWeb 1 FD%RE] BEHNSISA TV RAVEZ—TIARABEETETBICIE. (V51T
VA—T A ADRKRE] 2T ERIRLET,

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings
. Web sessions
Customize Appearance
|| Auto launch desktop @
Featured App Groups -
%] Show desktop viewer
Authentication Methods i
[#] Enable Receiver/Workspace app canfiguration @@
Website Shortcuts

Multi-click duration: -H seconds
Deploy Citrix Receiver/ i i - H.

Workspace app

Session Settings Applications and Desktops view on Receiver for Web

Workspace Control Select View: [Sho‘w Both views - l
Default view: [Auto - lﬁ

Client Interface Settings

Advanced 5Settings

B [ e | [ ony

TRV by T ZEENICERT S
CORENEHT. 2—HF—DTFRXI My TIRLDEIFOHAE. - -1 TB3TII My THESFL
E

PowerShell SDKZERL TTF XY by 7OBBEEMEEZLEET BIC13./¥F X—F—AutoLaunchDesktop
FIEELTIYY KL v kSet-STFWebReceiverUserinterface# U H L £ 9,

ZDOREIE. Citrix Receiver for Web 41 MZT7 V€ XT3 BRICOHMBEAINE T, “hid. O—HILICTVR
k—JL3n iz Citrix Workspace 7 7UBH TR M FICT VXT3 BAICITERINE Ao

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 222


./configure-receiver-for-web-sites.html
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/set-stfwebreceiveruserinterface

StoreFront 2203

Desktop Viewer #&XR9 3

Desktop Viewer i&. HDX &REICEHEICT I/ LA TEIZY—ILN—T9, COREZFEALT. ThERTT 3D
ESHEBERLET,

') v U ORERE

BRINEHBERIC - —DPRCT7 IV —2a v 2R/BERFHTEILVESICLET. N HTMLS [miF
Citrix Workspace 7 7UICoHBRAI 1. &1 7+ 7 Citrix Workspace 7 7V ICIZ BRI N EE Ao

PowerShell SDK #fFR L THEHI VU v VRREZET 301, /N5 X—2—MultiClickTimeoutZigEL
TaxX > RLw kSet-STFWebReceiverUserinterfacez U L £

ZDOREIZ. HTML5 @iy Citrix Workspace 7 7V ICOAHBERINE T, Thid. O—HILICT VX b—ILEhiz
Citrix Workspace 7 7V IZIZ @RI N EE Ao

Receiver/Workspace 7 7 U Rz EICT 3

A2 ¢ 3. HTMLS @i7 Citrix Workspace 7 7Uic& b F7OES a > F 771 IhRMHechET, 21— —
& COT77AILEFERLTHRA T+ T Citrix Workspace 7 71U TR b 72 BEITHERTEE T, coyOEY
I=ZVT T 7AIICIE. D Receiver for Web 1 b U Y — %R T 3R b7 IS T B 720 Ds#4M (Citrix
Gateway ERIRIEPE— IV OFHMABRY) HERINTULET,

PowerShell SDKZERL T DA F>a v 2 EBE T 3ICid. /N5 X—4—ReceiverConfigurationEnabled
ZIELTIY Y FLw kSet-STFWebReceiverUserinterfacez MU L £7,

TIVTr—oa3>08LUV0TRI My TRR

TRV FET IV r—2 3> OmEAICT VX TES5E. Citrix Workspace 77U ICIET 7 # )L TTFRY
by FeT7TVT—2 a3 VHRROE 2 —TRREINET, BRUICADIFZ [FR—L] Ea—ICRFTNET, Y1k
IO >33, RIS [R—L] Ea—DRRINET,

[Ea—0FR] FOYTEIDVUR DS, TTIETRI by TOEE5%2KRRT DD FIFEAFERRT BH
ZERLEY,

[T7#)KR] Ea—ROYTEIVIREDS, A—HF—DOJA YV LELSICRTENBZE2—ZFERLEY,

FTF>ayv Bz

B [R—L] Ea—%KRRT3
77 FFIE2—%KRRTS

TR YT FROMYTEAa—%#RRTS
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PowerShell SDK # B L T DA T2 a Y ETET 3ICIE. /N5 X — 4 —ShowAppsView,
ShowDesktopsViews &tDefaultViewziEEL TITY Y FL v kSet-STFWebReceiverUserlnterface
MUHLEY,

Web - ~ DHIR

October 3, 2023

1. Citrix StoreFront 8BI1>YV —ILOERA VT [R+7] /—R#%#ZEIRL T, Citrix Receiver for Web
1 b EERTBIAMT7EEIRL. 18] R1>D [Receiver for Web - FDEIE] #oUv oI LET,

2. B hEBRL. [HRR] 20Uy LET, Y1 h2HEIBRT R, 21— — 320 Web R—I=FEHALTX
EPICT7OERTERCBEDET,

Workspace 771U Web # 1 ~ =7 3

January 25,2024

StoreFront > TH LW b 7EER T 5. Web 7 EHABEBIMICHER SN, X MTICEIDHTHENET, R
k7 ICHEE D Web 1 2B 3184, 21— —h Citrix Workspace 77U A ERBLTA M FICT VAL E
ICZD Web 1 b ERTTEINEEIRLET,

1. Citrix StoreFront B>V —ILODERAIVT [A+T] /—REBERLET,

2. ARRAVTRIFPZEBERL, 7023 >oRAVT [AZT7A R IVARVIVIOER] 20Uy o LF
FER 3 17z Citrix Receiver for Web @ Web 41 bh' AR LEE L. Receiver for Web -1 b DBINY
F—RFADU VI EZETC Ay E—UHRRINE T,

3. A—H—HMNRIDRLTFIZTIER L FIC Citrix Workspace 77V IS4 7Y bHBRRTBESICT S
Web 41 rEBIRL £ 9,

4. [OK] zoVwvoL&ET,

Y—N—=T I —T DI

April 17,2024

UTDRRUTIE. EEHT—/\N—0] StoreFront BHIREDREZLZELEFY, EHT—N—ERRBEZEETS
Ao BRICEROY —N—LTH—N—FJI—TOBEZEELRVWTLEIV. BERDIEFLIDOY—/N—LT
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Citrix StoreFront BIE >V — )L ZRAKICEITL TOWEWVW I E 2B L TRV, . BRRIEAT—ELL
BRERDOD. BROZEERNEZ /I —THADEHI DT —N—ICRMSEZURELHD 7,

StoreFront H—N\—2IL—FIC&Fh 35 —/N—IF. StoreFront 1 > X b—ILBFRDHBEE [ISWeb 1 LD
BRE WENZARHARIDARY) OFEAHLFRLCICEZ L SICHERTIHNELNHD T,

H—N=J I —FADH—/\—DIEM

[P—N—DEMN] 22 VZFALT. LAY X b=JLLT StoreFront 4 —N\—%BEEORRIRIEICEBNT 37
HOFERBI—RZERELEFT, MLWLWH—N—%EEED StoreFront BRIRIZICIEBNT 3 /5AICDWTEEL <&, TEE
FOY—N=TIL—=TA D&M Z2BRBLTLLIEIV, JIL—THOW DOHF—N—ICT7 72X TIRENRHBZH
IZDWTIE. TStoreFront o ERIEtEL @ TR —FEUT 11 OFHBAZSBLTIETL,

Y—N—=FI—Th 5D —/IN—DHIkR

B —/N\—o StoreFront BREEIRIEN S —N—%HIBRT 3I1CiE. [F—N—0DHIR] 2XI7%=FRALET, DX
X7 TlE. StoreFront BB Y —ILEZRITLTVWB Y —N—LNDEED T —N—%2JIL—THh SHIBRTEE9,
7= L. Y —N—0ORRIREL S —N—%HIIRT 2H1IC. TOY—N—%2BRDHIRELNSHIRL TEHBE
BHb £,

BRI N7z StoreFront r—NN—3b ALY —N—J I —TFEEERBRZ T —N—JIL—FICBEEMTNBHIIC.
HERDT 7 A MREICVEY b TRZRELRHD FI, - N\—ZHEROT 7 AL FEREICUEY ~) 2BEL
TLIET L,

HF—N=JI—=FAOO—HIDEED KM

BEOH—N— LTI >IEERNR%Z. B —/\—0 StoreFront REIRERNDIEND IR TOH —/N—ICRME
H3ICid. [EBOGRE] 22X 0%2FALET. BRIEROGEGIFETHIBIND LD JIL—THOY—N—1E
BMEBTENINZIZAIVIERAZFETIES, COXIXTDORITHRIE. JIL—THRHOTRTOY—N—HE
MOINZET, BIIOEFZMABZCIETEEH A

BE:

CHNICED, EERICTIL—TRDOIFD DY —N—ETIT 21 IRTOEEHIEEINE T, T—N—0DHEK
TEMIBREE. TEEZTIN—TRHROMOY—N—ICRMTSZ T, ETERDONOY —N—D5DLES
RTBBETHINSDEENEODNABVWLSICLET,

IIN—THOY—N—FTRMINZBERICIE. ROBEEHFEENET:

+ StoreFront #E%E &L TNTD web.config 7 7 1 LORE.
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« C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients
\Windows\CitrixWorkspaceAppWeb.exe®C:\Program Files\Citrix\
Receiver StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb
.dmgn & 5 #C:\Program Files\Citrix\Receiver StoreFront\Receiver
Clientson®.

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contribmoR®&,

o« AE—3Nf+a X—2% customisation.js 7 7 1 )LD & 5%4C: \inetpub\wwwroot\Citrix\
StoreWeb\Custom\custom folderoR&,

o FHTA VR— b INTFEAELRM—E (CRL) %BR<. Citrix Delivery Services HBAE X F 7ORB, O
—7JL CRL OEEFHICDOVW T L < I3, TEERAERZ—E (CRL) oF v 71 28RLTET WL,

pE

HITZ20V)TFoarT—213 EEORMAAZILEIZEBERICMOT—N—CRAASNET, ChIZEH
HiICThN. ZEORMEZZINERINZ ZCIEHD EH A

RFIRIEDON—X URL OZEE

StoreFront RRIRIE TR bTNB X ET7XRIEH D StoreFront H—EZXdDJL— k URL & L TR—X URL H'EH
INFEY, BT —N—0DERRIREBEDEFESIX. BEIB URLZIEELET,

N—XURLZZEEI3ICIF. UTOFIEZRTLET:

1. Citrix StoreFront B>V —ILOEGDORA>T [H—N—=JNL—TF] /—RERRLET,
2. [121F] R1>®D [R—XRURLQEE-] 200 woLFET,

3. ILWURLZANALEY

4. [OK] z#L %7,

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:f.-’rnystorefmnﬂ)‘

o IR
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Citrix Gateway & & U Citrix ADC L O#&

June 6,2024

Citrix Gateway % StoreFront &t —#&ICfE>T. #R* v k7 —2 & Citrix ADC OIMAlICW B 21— —IZtFa
TRIVE-RTIVERZRMHML. BEIBERTLET,

22U EE

Citrix Gateway o1 ¥ R— k Citrix Gateway H5#8p%E LU XK — kL.
StoreFront (Zr > R—+bL &7

Citrix Gateway 0 &E Citrix Gateway DFGRTE =B, HIFf. BELFT

Citrix ADC I & 2 &TF 78K StoreFront 4 —N—JIL—FOaITO—FNZ > H—

r LTCitrix ADC ##m L x 9
DFA B o Citrix ADC & & U* StoreFront o1&k

BHRD XAV %ER LR StoreFront & Citrix Gateway Z#m L T. 21—%—
MNEFT 1O R XD Gateway TRAEL TH S R
IZBID R X1 > @ StoreFront TRIETZLSICLET,

E—J>RA1> DK HARY FT—T ORIFMINEDE LM T BT
Citrix Workspace 7 7UhMERTE 35—~ URL
zHERLEY,

AEH L PINBTHERAINZE—0 FQDN OfEsk #HAFRY bT—URMSERE. F7i Citrix Gateway

BZEATUE—MDSIARNTICTIERATE 3, B—DR%
2B R X1 >%& (FQDN) ZERL T,

Citrix Gateway o1 >7R—~

April 17,2024

Citrix Gateway B>V —ILOUE— ;T I L RHKEIF. StoreFront TERINTWVWBIHLDLRL & S ICHEBHK
TEHIMRENRHD T, TDLETIE. Citrix Gateway & StoreFront % @tNICHER L TEE € 3 72®IC Citrix
Gateway RBEHY—/N—%2 1 >R—rFTBHECODVWTHBAL T,

2

s BHOT— Iz REY—N—% ZIP 7 71 ILIZT Y ZAR— ~F 3121, NetScaler 11.1.51.21 L&A &
BT,
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i
Citrix ADC 7 75« 7> Zid. Citrix Virtual Apps and Desktops 7+ #— R &R L TER I 1L o
T=rIzAREY—N—DHZITIRAKR—LTETET,

+ Citrix ADC 7 754 7Y RIC& DERINS ZIP 7 7 1 JLAD GatewayConfig.json 7 7 1 JLICEEE I 1
TW33ARTOD STA (Secure Ticket Authority) #—/\—® URL % DNS @R T, StoreFront H'7
JERATEZIRELNHDFT,

+ CitrixADC7 754 7Y ATERINS ZIP 7 7 1 )LD GatewayConfig.json 7 7 1 JLiC I . StoreFront
H—N—_EIZBH BBE7F0D Citrix Receiver for Web 7 fd URL A& EN TV R HEBLHD £T, N— 3
> 11.1 L&D Citrix ADC i&. TU XR—RAD ZIP 7 71 JLOERFIC StoreFront +—N—IZ7 o2
L TEEED X b 7k Citrix Receiver for Web 41 k2 §ARTHIEL. JO0EBEZBHTITVE T,

o StoreFront ©. 1> R—br LT — b1 ZERALTRETES LSS = b7 VPN REH—N
—DIPF7RLZAADDNS ®dO—JL/Nv Y URL ZfBRTEIMEHLHD £,

StoreFront T4 — bz URLZRERTE3HBE. FHITS3—I)LNv Y URL t R— bDiEAEDE X
BE. Y— b,z URLER—FOHEAEDLEERLDBDICLET,

E el

IRIRATIMNEBE AEBICIES DNS BrRiI=E%ZFRAY 335613 J—I)IL/N\v T URL & R— +oaEbEET
— bz URLER— FDHEAEDEEIZERZHDICLTHBVERA. ¥— V1% DMZ RICEE
LT<example.com>® URL ZERALTE D, StoreFront 3751 R— DR F Y FT—JICEEL
T<example.local>® URL zfEHL TW3iHE. <example.local>d—JL/N\v % URL =R
LTDMZADT — bz {REY—N—A~ARI YNV ITEZIEHTEET,

Citrix Gateway » 5#m % LU XR— k

1. Citrix ADCicOs 7+ > L9,
2. [1BR] 27188l ET
3. [Integrate with Citrix Products] ®F® [XenApp and XenDesktop] %##iRL £,

4, 5+o0 [Downloadfile] 2o Uvw o LET,
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Citrix. ADC VPX AZURE BYOL (100000) b N e S
Dashboard Configuration Reporting Documentation Downloads {}
Search Ment %, Download file
Favorites e
Universal Licenses. HDX Sessions. L]
AZURE >
System 3 i 3 STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 — ey
Traffic Management > \
dckoindrdciniolobdoiiobodvioloiobd. -1
15 Jul 13 Jul
Optimization >
Security P Current Universal Licenses Current HDX Sessions
Citrix Gateway >
o CPU Usage Memory Usage
Authentication >
Integrate with Citrix Products 100 100
é Unified Gateway 75 75
32 XenMobile
In XenApp and XenDesktopI 25 25
[ Y
3 el dedoivdcdobdobsbobcbdoldbah. 2
Show Unlicensed Features 13 Jul 13 Jul @
Requesting Citrix Gateway Virtual Server... aa-

1. IRTOT— I A OEREHE T YO—RI3D HEDTY— bV 1OBHEZEL Y O—R¥ 30 %EER
L£d,

a>vY—I)IL%EFERLTCitrix Gateway 71 > R— 93

BLAYR— b7 70 EFERALT. 1 2L Citrix Gateway REH —/N—#Bl%E1 >V R— b TE£ET, Bh3
Citrix ADC 7 7S5 A4 7Y A5 OBBDT — 7 1 {REBY —N—DH2HEIE. BHO1VR— T 71 L%z EH
TREBEDBDEY,

BE.

Citrix Gateway 5TV RR— b TN 7 7 1 L2 FETHET 2 LIFTT £ Ao

1. Citrix StoreFront B3>V —ILOERAL > T [X +7] ®ZERL T, [21E] R1>D [Citrix Gateway
DEE] #UVwILET,

2. [Citrix Gateway OEE] BET. [Z77ILHS5AYR—N UYIZI IV ILET,
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Manage Citrix Gateways

Citrix Gateways:

Alternatively, Citrix Gateway appliances can be imported from file.

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Display Mame

Role

Used by Sto...

| URL

Close

3. Citrix Gateway R84 —N—#ER 7 71 LEZBRBL X7,

4. BIRLIZIP 774 WICEENZ T — b A REY—N—D—BIRRRINET, 1 >R—brT35—+D
TAREBY—N—ZFRL. [1VR=-F] 29Uy ILET, REY-—N—ZEODEBLTAVR-—+T515

A [TV R=F] REVE [EF] REVICBEDET, [EF 20Uy oLk
FTBDHRICHERT B A TIET,

Import Configuration File

1. Select a Citrix Gateway Configuration zip file:

Zipfle: [N ip ]
PR s
P i
©  hipsss s Import

==

me. BTY—bUz1ZLE

5. BRLIY—bozroO00F > 0BEZEAL. KBICKRLCTI—INYI URLZEEELEY, (OTF Y
ofEE] o—8h 5. Citrix Workspace 77U 2—#—m@lific Citrix Gateway 7 751 7> X ETHER L

TR FEEBIRLET, OJF 2 OBEICL > TRII—IUNYy I URLDBEICHRD T (RZ2E5R).

o [FER] #oUwo LT, d=IL/Nv2 URLDEHTHD StoreFront —N—H S RERRETH S

CEFIvILED,
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Import Citrx Gateway Configuration

StareFront Select Logon Type

smartcard fallback option.

Select Logon Type

Secure Ticket Authorities

Review Changes

Summary

Review the logon type for the gateway you wish to import. Smartcard logon types include 2

© Thi isthe intermaly accessible URL of the sppliance. Ths is used to verfy that requests
receved from Citrix Gateway originste from

[CitrixAuthService/AuthService asmx

hat appliance.

Jvvy=lTcoai4>a24~

X1

RX1>ELTEFaUTo =7

~

b

LF2UFA =Y
RI—FA—R-TA— LAy IH
BOEEA
RI—FA—R-RXTY
ZI—FA—R - RXA Y ELUE
FalUFq b=
AX—hH—R-t£aUFq b=
72

23—k H— R - SMS s

SMS %3

JSON 7 7 1)L TD LogonType

RXA>
DomainAndRSA

RSA
SmartCard

SmartCardDomain

SmartCardDomainAndRSA

SmartCardRSA

SmartCardSMS
SMS

J—J)L/X\v 2 URL B4R

LWL x

(A1AYS

=4a

=4A

=4a

=4A

L

=4A

L

J—INy o URLDRERBE. ZIP 771 LiICEEH TN TWS S — oo URLICEDWT StoreFront
IC&Dba—=)LNy o URLHBEEITAATNET, Z@ URL 1. &% Citrix Gateway VIP (2R > kX
79288 URLICEETEXYT, GSLBY— Uz 1 DFE. A1 >HR—rT235—hTzACICEED
J—=)INv2 URLBBETT,

ARX— LTIV RELIFNRAT—R L XBE2ERT 355 3—J/L/Nv 2o URLIZWHETT,

6. DRN] 20w I LET,

7. StoreFront 4% ZIP 7 7 1 JLICEBE TN TLWB TR T?D STA (Secure Ticket Authority) #—/1—o URL
ADNS zERALT7VEZAL. Th5DY—N—DEERD STAF Ty T —N—THB =R L
9, WFhH o STAURL BEMTHIHEE. >R — MIRiEnE 4,
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Import Citrx Gateway Configuration

StoreFront Secure Ticket Authorities

The import process has detected the following Secure Ticket Authorities

Edited URL | STA ID

8. [AN] 20w o L&,

9. 1VR—rOFEMERRAELF T, YF— bV URLER—tolAEDE (F— Uz URLIR—F) OF
LT —bUTAHERICEFEET B35S Ry I RO—EHIST— UM 2BRLTLEESTED. HifRT —

bozrzERLEY,

Import Citrx Gateway Configuration

StoreFront Review Changes

Review these changes before importing,

Callback URL
Secure Ticket Auth

httpsi/ Jscripts/ctxstadil

g one before importing

bt/ ——cripts/cbsta

© A gateway using at least one of these addresses already exists Select o create 2 new gatewa
or ovenwrite the existing one b

StoreFront Tid IF'— ko x-f URL: R— ) OBEAEDEZERALT. 1>R—bT235— vz 1H (B
MDREIZHRD) BEOTS— bV A1 T3NSI EHAELET ¥— b1 D 55—+ URL:
R—b1 OEAEDEHELRDZHE. StoreFront TIEC DS — bz A1ZHB5— b1 LTHRWVETD,
ROT— I TAREDRIC. BHABEAREERLET,

F—RrITHADEE

F— ko URL: R— by OEAEDE
GSLB @ URL

Netscaler DIEFEEPAE & #RED
d—JL/Nv 2 URL

Receiver for Web - k® URL
F—b+tozA1DT7 KL ZX/NVIP

STADURL&B&LU STAD ID

EEAORIES

(RIN}-4

Ly

[FLy

[FL

[FL

[FL

[Fwn
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T=hrOIADRE EElORIES

IARTOOTH > DiESE [=4a

10. [1>R—Fk] #O ) w o LFT, StoreFront —N—HBH—N—FIIL—FICEEFNTVIIES

LIS —h Iz ABEEZ TN —THROMD T —N—ICRMEEZ L SICRDZIX v E—IHRAINET,

11. [E7] 20Uy o L&Y,

MOREY —N—BHRZ 1 VR— T 2581F. LEOFIEEZZEDIRLET,
F:

M7 — Tz %ERT 3L SIC Citrix Workspace 77U B L TVWAWEE. ARTOTF T3 RS
— b zaH Citrix Workspace 7 7 WE&ICHER I 35— b Uz 1 B0 ET, AT — oA
PRBEINTULWAWES, ZIP 77161 Y R— 3N 1BBHOS — b1 Citrix Workspace

TUNMERTEZ3T 74N T — b AIC%B0DET, BTT— Iz ZAVR— L TH, R MTICHRE

BADTIAIN M T— U TAIZEEINEE A

PowerShell % £ L T#&# @ Citrix Gateway =1 > R—+~93
Read-STFNetScalerConfiguration

« MEOT AL TWS StoreFront BEBEDFT RV by FICZIP 771l JE—LE T,

« Citrix Gateway RIEEH —N—ERI7 71D ZIP 7 7 ILORABTE XA EVICHEHAH. 1 VT v AE%RE

ALTI71ILICEENE 3 DD — o1 =HBLET,

$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:

USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

Read-STFNetScalerConfiguration I > KL v b &ERL T, Netscaler ® ZIP 1« VA R— b Xy r—2h5

XEBVAICHEARAARLE 3 DOTF— Iz 14TV beRRLET,

$ImportedGateways.Document.Gateways[0]
$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

Callbackurl :

GslbAddressuUri ¢ https://gslb.example.com/
AddressUrii ¢ https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:443
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas H
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STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites HE

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl 2

GslbAddressuUri : https://gslb.example.com/
AddressUrii : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:444
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas I

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites R

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl ¢ https://emeagateway.example.com:445
GslbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:445
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites HE

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }
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<!--NeedCopy-->

CallbackURL %#$5%E L %) Import-STFNetScalerConfiguration

WEOQS 1> LTW3 StoreFront BEEDT XV by AIZZIP 771 )LZaE—L &7, Citrix Gateway #m o
ZIP A YR= b Ny T =P XEBVICHARAA. ATy I REEFEALTI7IILICEENS 3205 —ho o
ZHERLET,

$ImportedGateways = Read-STFNetScalerConfiguration -path "S$Senv:
USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

Import-STFNetScalerConfiguration <Y > KL v b EERL. BEART— bV A1VT VI RERELT
StoreFront IC#Hi LW 3 DD — kDT 1% 1 Y R— kL %J, -Confirm:$False /X5 X—4—%EATZ LT,
Powershell GUI B 54— b1 D1 VR—bE 1 D1 DHAITBLSICKOENBLLEDET, 1 EIC1 204
— b, TAEAVR—FTBRHEE. CONTA—F—IFHIBRLTLIEIU,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

<!--NeedCopy-->

£2 o CallbackURL #35%& 9 % Import-STFNetScalerConfiguration

Import-STFNetScalerConfiguration <> KL v kr-callbackUrl XS X—42—%ERAL. FEOI—ILN
w2 URLZEEL T3 20 LWS'— DU % StoreFront A1 > R—~L &,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -CallbackUrl "https://emeagatewaycb.example.com:443 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl "https://emeagatewaycb.example.com:444 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -CallbackUrl "https://emeagatewaycb.example.com:445 -
Confirm:$False

<!--NeedCopy-->
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Import-STFNetScalerConfiguration 2B L T1 Y R— b7 7 1 JLICERMIN TV SRR ZE EEF L.
F2Z o CallbackURL #3857

Import-STFNetScalerConfiguration <> KL v kr-callbackUrl XS5 X—4—%ERAL. FEOI—ILN
w2 URLZEBEL T3 20 LWI'— kDU % StoreFront A1 > R—kL &,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:443" -Confirm:S$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:445" -Confirm:SFalse

<!--NeedCopy-->

Citrix Gateway D #&ng

April 17,2024

Citrix Gateway ZfH L T. StoreFront iZx#d 23U E— 7o XERMHL £9, Citrix Gateway &, N—FD
7 FEY 7 bz 7o Citrix ADC #7214 Citrix Gateway 7 7514 7V XA L TRITINE T,

Gateway OHRMICDWTEEL < k. TNetScaler Gateway & StoreFront o4& Z8BL TSI,

StoreFront "' — b T/ BBDT7 IV X% HFA T BE1IC. StoreFront I T/ — b Uz 1 2R T 32BEHLDHD
F7,

Gateway O&RR

StoreFront I TR I N7 — r U1 %2R KT 3 ICIE. Citrix StoreFront B3>V —ILOERTI VT [X b
7] /—BR#%EBRLT. [Citrix Gateway OEHE] 20 v I L%T, “hiZ&>T. [Citrix Gateway D EHE]
T4 RODRAZTET,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sta... | URL

Authenticati... Yes https://gateway.example.com/

|| Remove

PowerShell

T=rUTA L ZDOEBEO—EBZIIFT BICIE. Get-STFRoamingGatewayZMFUH L £,

Citrix Gateway D3

BE:

BEY—N—ICL2ERRIETIE. BHOY—N—LETRARFICH—N—JII—TOEREZEELHEVWTL S
W BRADIEFH DY —/N—_ET Citrix StoreFront B>V —ILZEFICRITLTOWAVWZ e 2B L T
IV, BENRET LIzb.

BROTEHXH—N—JI—TICRMIET. BRARDIEFIOT—N—ZFHLET,

1. [Citrix Gateway 0EBHE] V> RUT, [BM] 27Uy oL %d,

2. [#RBE] 2T TREENSIL. RA] #BLET,

« Citrix Gateway BFRIBEICI—H —ICC > Thh DO P TVRTEZIBEL X T,

CCTHETEIRRZNI—H— Citrix Workspace 77U ICRTINE T, TDFH, I—H—NH
FRITIRHARBEZAMLPYPTVELSIC. BHICEEBRZEDZIVELNHDFT, L F. 21—
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—NBEDDOVBHFICRDEF 4 Citrix Gateway ZEEICKETEI B L S0, RRBICHIEERZ S
HBEZEHTETEY,

T—bOzADURLZANALES,

StoreFront ERIEEE® FQDN (Fully Qualified Domain Name: SZ2E&fik X1 > &) &—&ET.
Citrix Gateway R84 —/N\—D FQDN t BAR 2 HDTHEIHEBEHLH D £9, StoreFront & Citrix
Gateway fr#8H% —/N\—ICEL FQDN zERT2 L idHR—FIhTOWEEA. ¥— Tz 1Id URL
ZX-Citrix-ViaHTTP Ay & —IZEBML £¥, StoreFront iZZDAYH—%#ERLT. D4
—rITADERINTVEIIMFELE T,

GUITIE. —bT 1 URL%Z 1 DFZIFIBMNTEE T, F— U AICEEDO URLDSTIEXT
T2%B&13. URL UM E—D#ERTHBIFELTY— b1 Z 2[EEMT 38BN HD 7, HEE
BROLDHIC. T— I TAANDTIERIFERATNZEHYFZ) URL ZBRTEET, COF T
a >3 GUI TIIMEATE RV o, PowerShell zfER L THER T 2 HBELH D 3, PowerShell
IRV RZERITTZE0C. BEIOVY—ILZHALIBENHD T, ftezid. JO—NILYF—/N—
BREPBOBRICEHOT— Iz H 356 BER. TAMPRS T a—FToYJOEN
T. GSLBURL &\ BEDV =23 FINT— I A ENENICT VLR TBHHICHEATES URL
DOEEZEMT B LENTY, Y— b7z %Z2ER LS. Set-STFRoamingGateway =M
L. €A% U URLIZ-GSLBUr NS X—42—%EMALT. URLZBMTI &9, CO/NFTX—H
—IEGSLBurleMign£9s. Thid2FZBD URL ZBMT2H5DZRRICHERATIET, Fi:
Set-STFRoamingGateway —-Name "Europe Gateway'" -GSLBurl "

eugateway.example.com" -GatewayUrl "gslb.example.com"
<!--NeedCopy—-->

P

COBTIFERICR LT, GSLBUr XS X—2—(2idU— 37 )L URLAEENRTULE IHN
GatewayUrlNRXSX—42—IC&FNTWVWBDIZGSLB D URL TY, IFLALDEMIZEVT,
5o URLIFRAIL &SIk R ETIZWeb 7508 —0aE N LTT7 IR T 3551
EE5DHAETHEBMTEE T, 7272 L. Citrix Workspace 7 71) #4 L T StoreFront IZ7 &

29 3HEE. StoreFront hr5GatewayUr LA > T, ENELUBROUE— 7o &
ATHEALET, CO7d. BICGSLB D URL ICIEGH T B L SICHEMTDIENERELWVTT,

32U ED URL BREBERIBEIF. ChEFMEDT— U1 LTHEETZHENHD T,

o ERARREIITEZERLET:

ERRR E131& 2 Bz
BABS LU HDX IIL—F 1 > StoreFront AU E— b+ 77 XDIRME VDAADT

BEDH

TJEZAOBEEDEDIC. ¥'— Iz AEFERALET,
H— ko xAh StoreFront A\OUE—FrT7 O EXD 1
DICOHAEAINZHEIF. CNZBIRLET,
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{ERIR £ 7o 1 3&E Bz
HDX IL—F a4 > T D StoreFront 1 > X2V ZXH W1 Ry, VDA AD

HDX 07 7t XA 2RI T B 1cDICDAT— b 1 HME
BEhai5ald. CNZEBRLET,

Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

§ unauthenticated stores.
General Settings

Secure Ticket Authority ’ T
Display name: Europe gateway
Authentication Settings ' § -

Summary Citrix Gateway URL: | https://eugateway.example.com

Usage or role: @ Authentication and HDX routing =

3. [Secure Ticketing Authority] 2 7 TREZANALE T,

Secure Ticket Authority &, EHEOERICIEL TEY>a>Fry baRITLET, Ly a>yFry b
i&. Citrix Virtual Apps and Desktops YV —ZADT7 U 2% RBiEE L UVERT 3= DEIEEET T,

 Secure Ticket Authority @4 —/N\— URL % 1 DL EANAL %9, Citrix Virtual Apps and Desk-
tops #fEA L TW3H5Id. Delivery Controller # STA ¥ LTHERTE 9, Citrix Desktop as
a Service #fEA L TW3HBEIE. Citrix Cloud o F v FHETEBEADER%E O+ > 3 Cloud
Connector Z AXAATE %9, CO—EDI > MUIE, Citrix Gateway TR Iz X b IEREIC—
HIBIBEHHD XY,

o [BHDSTAH—N—%Z&FASBT 3] ICFzvIz AN STAY—N—RBTEREZSBHLET,
FrvoEIT . StoreFront IZI—BDIEBCEDICH—N—%=HTLE T,

o StoreFront B STAH—N—IZT7 XA TERWVES. —EHEBEZOY—N—OFEREEELET, T
TAILETIICOEBIX 1 BTN, COEZHDRAIIAIXTEZENTEET,
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Citrix Virtual Apps and Desktops h"BEIICBIES 2 RT3 SRIC. kL 7=t v > 3 > % Citrix
Workspace 77U THWEE £ICT3IIE. [Ey>aYERBORBEZEMCTE] FvIiRy IR
ZAUICLET, RO STAZBRLLRIETE Yy > 3 VEEORFEZBICFERTESL51CT%
ICid. [ATREAIZEIE 2 DD STAICF Ty b E2BRTB] Fxv IRy IREAVICLETS,

[(FAIREAIBEIZ 2 DD STAILF Ty b ZERTB] FxvIRvIREFVICTRE, Ly avDE&
FT120 STANMERTE AL BoTHIA—H—tyvarhdiIhiaung 5Ic. StoreFront IC&
D2Oo0REZSTANSEYS3YF7y bHEIEINET, StoreFront A 55D STAICHT Y
LRTIBRWVEEIE. BE—D STAZERATZLSICT+—ILNYITNET,

Add Citrix Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests. These session tickets form the basis of authentication and authorization for
o Gonrsl et access to Citrix Virtual Apps and Desktops resources.

Secure Ticket Authority i .
Secure Ticket Authority URLs: @
Authentication Settings —

https://ddcl.example.com/scripts/ctrsta.dll = J
1

]
|
hitps:/fddc2 example.com/scripts/ctista.dil ! -
| Add. || Edit. || Remove |

Summary

- Load balance multiple STA servers
Bypass failed S5TA for: i 1 I hours !0 J;minutes l 0 I seconds
| Enable session reliability @

] Reguest tickets from two STAs, where available @

[ e | SN [ conce |

BREDANNIDFET LIcS. DRN] 21L& T

4. [BIFRE] 2T TREENALET,

NetScaler DNN—> 3> %#BRLE T,

FL URL Z2H28EHOT — Uz AH 3T (—RMICIFITO-NILF—N—0O—RFNZ>H—
ZEALTVSEHBE) I =NV URLZAALIEBER. F— b7z DREIP 7RLRZAN
NITBIBELRHD £FF, ChickD. StoreFront ZERDEDTF— IV H50HDTHEIhEH
AMTEZLSICHRD, ZOER. O—IINy I URLZFERLTEDH—N—CBETI2HhEHMTETF
o TNLIMDBEIF. TEHDOXETHEULEEA,

o [OTF>0fEE 0—&H 5. Citrix Workspace 7 7 A—H—@HI T 7517 A ETHER LT

SREEREEERL KT,
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Citrix Gateway 7 7514 7V RICE T 3 ERFERIE. A T7OFOES a=Z>J 7 71ILICEBNINE T,
Zhnick b, Citrix Workspace 77 Uik 7754 72 ANDHIREGH OB A EGEREZRETES &L
SICHEDET,

« 21— —o Microsoft Active Directory kK X > OERIBERENNIEZHEIE. [RX1>] &BER

L£d,
s EFXaUTA b= DBBIETBZ b= I-REANATERZHGIR. [EFaUTrb—02] 238
RLET,

s A—H—DORAAVERBREEF2AUT A I VDSRIBIBZ =Y I—FOEAZANATES
BRI, [RX1YBLVEFa VT b—o2] Z#RLET,

s TFRAMRAYE—UTEEINEITUZALNAT—RZANNSEZ5EIE. [SMS B 2RRLF
ER

¢ AR— b A—FZEALTPINZAANTEBHZAIF. [AX—FA—F] ZBRLET,

AX— b A= RTOREICREDNE IS ICRBORIE R EEEATEIBL5ICTBICIE. [RR—FA—
R7x—INRv o] O—BLSHBEORLHEZERLET,

MBEICH LT, ASBMICT 7 X8RS — b7z DURL%Z [O—)L/Nw 2 URL] Ry RICAD
L&, Chic&b StoreFront ix Citrix Gateway e85 H — & XIC#E#: L T, Citrix Gateway » 5
DERODEERNEDT FSATVATHZ L 2BRBTERY, Chld. AR—FT7 IR
AX—bA—EP SAMLBZEDNRT—RLRAFTEED S F U FICHBETT, ZhUIr0BEId. EHO
FETHULEEA. AL URL 21 01EHo Citrix Gateway #’#% 3%&. TO URLIFFEDS — 7
ITAH—N—BHOHLDEHDET,
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Add Citrix Gateway Appliance

StoreFront

+ General Settings
+ Secure Ticket Authority
Authentication Settings

Summary

Authentication Settings

These settings specify how the remote user provides authentication credentials

Version:

VServer IP address:
(optional)

Logon type: @

Smart card fallback

Callback URL: @
(optional)

| 100 (Build §9.4) or later - |
[10.1.018 |
[Domain = ]
|https:.-"fcallback.example.com | /CitrinAuthService/AuthService.asmx

BREDNIDFET LIcS. RAN] Z8BLEY

5. [fkEE] 20y I LTI OEMEERLEY,
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully

Add beacen points
¥ General Settings Beacons are required to determine user network availability. Manage beacons
# Secure Ticket rity

) . Enable remote access to stores through this appliance
« Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

|

6. REIRIENERINLS. [ET] 22Uy I LET,

7. 1—H—H Gateway ZENLTRAMTICTIEXATESRLSICT RIS, VE— I -7 I ZHEBHL
=

PowerShell SDK

PowerShell SDKZ R L T — kU £EBMT 3ICiE. <> FLw ENew-STFRoamingGateway% MU
L&Y

Citrix Gateway 0 4%

1. [Citrix Gateway DEHE] 71> RYT, EBTZS—hIx(%0Uv oL, [ 2FLET,
INTA—2—DHBEIZDWTIE. TCitrix Gateway DBl ZBBL T LTV

2. [RF] 2L CEBEZRELE I,
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PowerShell SDK

PowerShell SDK #R L T — b A BEEZET 3IC1E. OV KL v kSet-STFRoamingGateway % if
UL ET,

Citrix Gateway D #!ik

1. [Citrix Gateway OEHE] V1V RUT. EETZ5—rUz1227Uv oL, [HIR] 28BLES,

2. BRBOU42RIT [IFW] Z8LED,

PowerShell SDK

PowerShell SDK # B L T4 — b o =1 %4k T 31C1d. Remove-STFRoamingGatewayzMUH L 7,

Citrix ADC (C & 2 BT

April 17,2024

CITE. TRTOT7 I T+« TREBELSEEMRIC 2 DL ED StoreFront —/\—%&¢ StoreFront —/1—4'JL
—JZBRETIAEICOVTHALE T, H—/N\—JJL—Fd StoreFront #—/\—RT Citrix Workspace 77V
TSI —H SO EEREEEDET S0, Citrix ADC 7 7S 7V R EER TR HEICDVWTHELCEHBEL
F S I

BEIBUINIERAOY —N\—EAEDEH

IR D SEERRE RN T 3. FIEI V2 — 51 XEIAMEDN S HITL LS L T3H1IC. RDAF T3>
ICDOWTHELE T,

o 723> 1: *example.com 74 )L K H— RiEBAE % Citrix ADC 7 75+ 7 > 2B A 8REY — /N —
¢ StoreFront 4 —N—JIIL—T/—ROBEATERT 3. UL DIBRAIBRUEIN. FRMICIIEHBS
EETMZZVERGBINO StoreFront H—/N\—% 8P T e HTEFET,

« FT73arv2: 7Tz U +DRIA (SAN) & TiAE% Citrix ADC 7754 7 > RBRSHBREY — N
— StoreFront 4 —N\—JIL—TF/— FOEA THERAT 5, ITD StoreFront H—/N—DFELEH K X
1>% (FQDN) —® ¢ 3:iBEERDEBM®D SAN (&4 T 3> TIH. TniC&D StoreFront BEIRIE
ISR D5 IND . HREINXT,
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StoreFront 4 —/\—J)L—7&&G958A® DNS L O— FOERL

BHRL7=HA FQDN BICDNSAB LU PTRLO—REEBLET. XY cT—ORDIS1 7> MMEZ D FQDN
#FEAL T, CitrixADC 775047 RO—RNZ > —%FEB$ 3 StoreFront —N—IC 70X L £ T,

fl: storefront.example.combBREIHREY —N—DRAE P (VIP) ICHERINhZ T,

StoreFront +—/\— D&

BRAEZETS IARTO StoreFront H—/N\N—iF. Y—N\—FROERZRABL TCR—ICEBRINZELSICLTWS,
StoreFront 4 —N—J )L —FD—Er L THEBRTIHVEIRHD £, H—N—JI—FADH—/N\—DEBIIZDWL
TEHLLLIE TEEFEOY—N—=TIL—TADEN] 2B LTLLETIL,

O—RNS 2% —r StoreFront  —N—FDBELESHKINE L SIS, B —N—%2 HTTPS BICHER T 2L E
MBHOEY, THTTPS ICL B StoreFront D+ 2 7+ 7€l 2SR LT RET VW, MBAZIF. HBEH (CN) Fic
B 72 boRE (SAN) LTafmascnic FQDN 22T HELNHD 9,

H—N—FI—TOR—XURLZO—RNSUH—D URLICERELET. N—X URL ZZET 3iciE. Citrix
StoreFront B2 Y —ILROERIORL T [H—N—JIL—T] 257Uy o L. [R—XURLODOEE] %7
Dy LEd, O—RNSoH—DRET—N—D URLZANALET,

HEIZS LT HTTPS Bic Citrix Service Monitor Z#&rd 3

StoreFront @ > X k—JLiCid. Citrix Service Monitor Windows H—EXAR&ENTVE T, COY—EX
It —E RICIFREFEE . tDEEL StoreFront H—EXDAIIRXEZERLFT. Chickb. Citrix ADC &
ST — RNN—F 4 7TV —> 3 > StoreFront 4 —N\N—BEOHETHNEBANIIL R ZER/TERLSICHED F
9,

T7AIETIE EZ2—I3K—F 8000 THTTP 2fEAL 9. HEILIELT. CORE=ZR— b+ 443 THTTPS
ZERITBLIICEETEET,

1. 75 < ) StoreFront #+—/\—T PowerShell Integrated Scripting Environment (ISE) B, LT
DAYV REEITFTLTT 74 EZZ2—% HTTPS 443 |CEEL X7 :
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor
<!--NeedCopy—-->

2. TENET LI5S, StoreFront 4 —N—FIL—TFHDIDITARTOY —N—ICEBEERIBRIEF T,

3. EZH—TU1MvITRAEETTBICIE. StoreFront —/N—. F7=1F StoreFront —/N\—A X v +
D—OF7 RT3 IFHLDEBDOIVTITISOHF—IZROURLEANALET, T5THF—F. IARTOD
StoreFront t—EXDREICODWVWT XML BT U—%IRL 9,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus
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Citrix ADC O— RNNS > — DRk
Citrix ADC TH— /\—iFERE%# R T 3

1. Citrix ADC 7751 7>REEB GUIIcOJ* > L £F,

2. [Traffic Management] > [SSL] > [Certificates] > [Server Certificates] %#®iRL 7,

3. [Installl 27Uy o L%,

4. [Install Server Certificate] X—J T, ;BB F—DRT7DEZFIZ A L. [ChooseFile] 271 vo
LTHEAE D 7ML ESRBL Y, sAZE T 7 M LICHEF—HDEENTVLAWVEEIE. BMTF—T7 71
ZEIRTIHBENHD X,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @)

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File v wildcard.example.com.cer Add @

Key File Name

Choose File ¥  wildcard.example.com.key Add @)

Certificate Format

@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

Notification Period

30

" Y

@4 o StoreFront —/N\—_/ — R® Citrix ADC 7 7S+ 7> RO— RNNS Y H—ADIEN

1. [Traffic Management] > [Load Balancing] > [Servers] DJBIC#EL 9. [Add] 22 v L.
BR9ET 5 StoreFront —N—% ZhZhiBML £7,

{5l = StoreFront-eu-1 & & U StoreFront-eu-2 £ L5 &HiD 2 5® StoreFront H—/\—
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2. IPR—XDH—N—#EEFEHRAL. & StoreFront / —RDOH—N—IP7RLXZANDLET,

Traffic Management > Load Balancing > Servers

Servers @
Add Select Action ~
NAME STATE IPADDRESS / DOMAIN
StoreFront-eu-1 @ENABLED 172.16.010
StoreFront-eu-2 @®ENABLED 172.16.0.102
Total 2 25 Per Page

W)
a0

TRAFFIC DOMAIN

StoreFront E=4#—%F&LT. Y—N\—JIL—THDOTARTOD StoreFront / —R=Fxv I LET

1. Citrix ADC BB GUIIcOJ# > L &7,

2. [Traffic Management] > [Load Balancing] > [Monitors] > [Add] DIEIZZEIRL. Storefront %

WUOHITHLWEZZ—ZEBML. TRTOT I bOREEZZITANET,
3. [Typel rOvFH o> 0—&H S5 [StoreFront] Z#ERL 7,

4. StoreFront E=4#—% HTTPS BICHER LTBEIE. [tFa7] #72aroMNMBRINTVWB e 2REL

TLET W, ZNLSOMDIBEIZ. COF T2 a vz BRERLAERICL. K— 8000 ZANALEY,

5, Wy IITVRY—EROER] #7>avEBERLET, COF T a>vickb. StoreFront —/N\—TE
B/BY—EXDORITHEMICHED £9, StoreFront H—/N—TxE179 3 Windows H—EX%#7FO0—JL T

StoreFront 4 —EXHDERIN. KDY —EXDREIRINE T

W3SVC (lIS)

« WAS (Windows 7Ot X707« 7t —ER)
CitrixCredentialWallet
CitrixDefaultDomainService

IARTO StoreFront H —N\N—%E5TH—EX T IL—TDER

1. [Traffic Management] > [Load Balancing] > [Service Groups] DOJBIC#BEIL 9, [Add] %=
L%d, HTTPS ZH T StoreFront #—/N\—IZ#E# 9311, SSLOTO ML EBERL FT, MORER

TI7#INEDEFRICLET, [OK] 2L FT,
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2. Y—ERTI—TRD [H—ERTIL—TRAYN=] T [H—ERTNL—TAVN—-%L] 20V vILET,

a) [—EZRR—=X] #OUvILET,
b) LANCEE LI —N—F IR TRRLE T,

) O—RNS>H—r StoreFront 4 —N—DRITSSL#FER T 3ICI1d. R—F 443 %#ANALET,

NLBSMDIHEIE. R—F80ZANALEY,

Create Service Group Member

|P Based .@. Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 2 ‘ Add ‘ ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A (domain name of the [P address)

443 @
Weight
1

Server Id

Hash Id

State

3. [E=42-] o> a>xzEML. mifER L 7 StoreFront E= 4 —%#RL £ 9,

Monitors

Add Binding

0 MONITOR NAME WEIGHT

O StoreFront

Close

STATE
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4. [GIRE] oY a>zEBMLET,

a) VATV MEBAEENI Y RELETD,
b) WEHA > R— b LIt —N—IREOERICER SN CASEAE L. PKI F -V EEO—HOH
BEMDHBEDIFHD CAZNTVRLET,

ServiceGroup Client Certificates Binding X

Add Binding

CERTIFICATE

5 [REIELI>a>ZBMLETVZATY MPAYA—DOBAN]IZERL AV SH—F L LTX-Forwarded-
For sEXNALE9, CHUCKD. 517> b IP 7 R L X%ECitrix Virtual Apps and Desktops R > —T
FERATIZELSICHDET,

A—H—b3T7 ¢ v I/BAEIBIREY —/N\— DR

1. CitrixADC 775147V RERB GUI IcOJF > L& T,

2. [Traffic Management] > [Load Balancing] > [Virtual Servers] > [Add] DJEIZERL. FHL L
R8T —N—ZEHLE7,

3. BEiZAAL. SSLOTORINEZBRLTR—FZANALET, [OK] 20U v o LTREBY —N—Z1ER
L£d,
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIF)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

MName*

StoreFrontLB (D

Protocol*

S5L e @

IP Address Type®
IP Address v (D

IP Address®
(T A | S @D

Port*

443

b Maore

«

4. IR LIc —ERT I -T2 B/ OBIREBY —N—ICNXTY FLET,
5. URNCH—ERTIL—FICNA Y RLIcOERL SSL 5LV CAGERAEZNT Y FLE Y,

6. [AE] to avEEML. BEO8AEERIRL £, StoreFront o8 cHiEDERIZ. [round
robin] %7:i& [least connection] T3,
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Method x

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
reqguest. In addition to selecting a method, you can specify a delay in accepting requests on a new service.

Load Balancing Method*

LEASTCONNECTION v (D

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Request unit®

PER_SECOND v

Increment Interval

7. IN=>RFVR] €023 =ZEBMLET,

a) X—>2F7>2AR% COOKIEINSERT IC:2EL 7,

b) #1 L7U %, StoreFront ROt v> 3> E1 LTI (F7+ILETIE209) tRCREICLE
ER

C) cookie ICBAIZEMITE T, L ZIE. TNYIBICEDIFR T L& SIC NSC_SFPersistence r
SEREMTET,

d) Nwo7vTFNRN—o257>2% [NONE] ICBRELEY.
A

547> A HTTP Cookie ZREFETIRWVWIHEIE. UBDOERIC HTTP Cookie & EFn A< &
D, N=2 ATV RFBBRINEE A
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types. you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type*

() SOURCEIP {@ COOKIEINSERT OTHERS O

.

Time-out {mins)*
2

Cookie Name

NSC_SFPersistence

Backup Persistence

Backup Persistence”

NOMNE v
Backup Time-out {mins)
2

[Pvd4 Netmask
255 . 266 . 28R | 2hb

IPvE Mask Length
128

StoreFront JL—7/\v U DHER

R=T7 RLZBO—RNZH—THBHE. StoreFront 4 —EXBORIFBEETIE. T T v ohO—RN
SO —ICI—Tae 2T, BEICL > TR Y —N—IZI—TFT 0 VT INZAkEERHD £T, chickD.
NT+—XZADNMET L. FHHLABVLWEMEDRREL T, ChzlBET 3ICiE. StoreFronts&ED [UL—FN\Nv o
BEEEWCTS] 2FALET, 774 ETIE. T [F2] IEREIATVET, k. XF—< (HTTP
FIIEHTTPS) 2D F#FLANS. Y —EXTRLADKRA BRZIL—F/Nv P IP7RL X 127.0.0.1
BEIMIZZEKRLEY, CNIBE—H—N—BABLVIESSLEATO- RN VY —DHIBATHEEL £
ER

O—RNSH—HSSLTERT L. HTTP BT StoreFront ¥ @53 3154 (JEH#EEE). StoreFront JL—F/\w
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2 i&E% OnUsingHttp ICIBR T3 HENH D £9, "Nk, StoreFront K2F—<% HTTPS A5 HTTP ICZ
BET3cRERLET,

1. Citrix StoreFront #B= £ 9,

2. 27 iz, [Receiver for Web 17 FDERE] ICBBIL£9, Web 1 bz, [HBR] ICBEBILF T,
3. [FHMERE] ICHE

4. DL—=TNyUBEEBMCTS] #E% OnUsingHttp ICZEL £,

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Advanced Settings

Configure advanced settings with caution,

Category Settings Enable Fiddler tracing

Customize Appearance Enable folder view
Featured App Groups Enable loopback communication .Dn -
Enable protocol handler o

Atithentication Methods Enable strict transport security

Website Shortcuts ICA file cache expiry a0

: ( 1
Deploy Citrix Receiver/ Icon resolution 128 2
Workspace app Loopback port when using HTTP &0

Session Settings Prompt for untrusted shortcuts v

Prompt to install Citrix Recenver/Workspace app after logon

WMerkopser Gantan! Protocol handler skip double-hop check
Client Interface Settings Resource details | Default - |
L Ad ed Setti - Strict transport security policy duration 090.00:00:00

Enable loopback communication
Enables communication with StoreFront services using the loopback adaptor. Disable this when
using Fiddler debugging. Default: On

.

O— KNS Y —H SSLTERT L. HTTP &E T StoreFront £3@53 335848 (JEHE). StoreFront JL—F /N
23&fE% OnUsingHttp ICHER T3 HENSH D £9, Zhid. StoreFront A2+ —<% HTTPS 75 HTTP 1%
FIBZ3xERLEY,

H—N—JIN—TEOY T2 7> 3 »FALAA Citrix ADC O— KNS >4 — DR

2 DL k@ StoreFront —N—JIL—TFTHEEINZTILF I FERDPHZHEIF. BODRLATZ2—IILTT
IEEREZERLT. ENSOBTHY IRV 73 >7—42%2L U r—~TE &Y, StoreFront 472017
LTV T—23 > i ETCPR— 808 zER T 27, BEOAFSEREY —/N\—% HTTP R—~ 80 £7id
HTTPS 443 TEATZ CIdTEEFH A, COY—ERICH L TEVWIAMZRMET 312K, BREROE Citrix
ADC 77547 RT2 2BDOREY —N—%{ERL T. & StoreFront —/1\—5)L—FD TCP R— + 808 A&
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HOMLET,

YITROVTavRAAOY—EXTIL—T DK

Citrix ADC 7 75147 RBEB GUlIcOJ 4> L £,

[FST0voBE] > [BESE#] > [(Y—EXJIL—T] > [EM] OIEICERLET,
P—ERFIL—TFE&%EANAL. 7ORIL%E [TCP] ICZEEL. [OK] 20U v LTRELET,
[(P—EXRTIN—FXAN=] €23 >YRT. [H—N=] €23 > TUFHIEE LTI RTOD StoreFront
BH—N—/—RzEMLT [[R—F] =808 ICHEELXT,

5. [E=4%—-] o> a>z=EMLEY,

> wn e

a) INA Y REBRIZY—ERTIL—THHBDEFEAI ERRINTVBRBFREI) YOI LET,

b) 1Bm] #vUwvoLEd, E=4—0 [&H] EANAL. 20 [BHE] = [TCP] ICRELFT. [F
Bl 200y o LET,

c) [Bind]l #22Uwvo L%,

Monitors p
Add Binding
MONITOR NAME WEIGHT STATE
StoreFront-SubSync 1 W

BT 20T 3 EPREFESBIREAY —/N\—DfER

1. Citrix ADC 775147 RBE GUIIcOJ AV L&Y,

CARST v oEE] > [BESE] > UREY—N—] > [EMN] OIEICERL. HILLWY—ERTIL—-T=F
L&Y,

N

3. [&7A1] OAD
4. FObrd)Lz [TCP] ICEELET,
5. IP7RLREANNLET,

6. [K—F] &L T808ZANSLET,
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Load Balancing Virtual Server

Basic Settings

MName*

StorefrontSubSynclb O
Protocol®

TCP v (D)

IP Address Type*

IP &ddress A

IP Address®
172 = 16 = 0 - T

Port*

©

808

» More

«

7. [OK] 20Uy o L&d,

8. [BFEIMREBY—N—DTF—ERTI—TFNAVFHRL] 27Uy oL, BICER LT —ERTIL—T% %
RLT INTUR] 20Uy I LET,

9. [F&] v/ avzemL. [aE2#SR] Z [ROUNDROBIN] (CRELXY

10. [Done] #o Uy LTEEZTTLET,

O—RNSUY—BBATHYIRIU T3 0T—2%RET5 L 52 StoreFront 2#E 93

3720072 3 RIOER] 28RBLTIEEWL,

LIV —23> 2502 2iBRT 3%, YITRIUTL avEBERBY—N—DREBO—RNZ>5—IP
TRLRE—HBI BT —N—TI—TFT7RLZAZEBELET,
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DFA A ® Citrix ADC & & U StoreFront D&

October 3, 2023

VRAREREEMEEIC & D, Citrix ADC 77514 7> 2B KU StoreFront © 7 + — LR — B R IER T B e HDHE—
DHREAIAXRA Y CHRBEINET, KRB SDK #FRA LRIV V2 —> 3 v ERET BICE. Citrix
ADC 775« 7> Rt StoreFront ®fic Delegated Forms Authentication (DFA) %#mM T 3HENH D *
. DFAZOJIZERT R L. BREHREIEAE ORI T + — LOERCNEBZIZFND IV R—RY MIEFET
5N TTET, fcr zid. Citrix Gateway 13585 %= StoreFront IZZE L. StoreFront igH—R/N—F 1 D
BT —N—FRBFBEET—ERE®PDEDLET,

Citrix Gateway To DFA O#RICDWTIE. CTX200383%28BL T2V

IV M—ILICEET BEEIR

 Citrix ADC 7751 7> X & StoreFront DD BlEZzHEICHET 2ICIE. HTTP 7O )LD DIC
HTTPS 7O rJ)LZFERAL XY,

e USZAA—RBRRIETIE. IRTO/—RICALY—N—3EAEZ 1> XA ~—=JLL. ISHTTPS N1 > R%iE
BLTHhE. BRFIEZETITIHENHD £,

« StoreFront THTTPS =¥ % & Fld. Citrix ADC 7 75+ 7> XIC StoreFront @t —/N—3EFAZ D H
TEZEEINIIIAEHELE L TRETIHENHD X7,

StoreFront /S X4 —1 VX +—JLICEAS 233 BEHIE

s IRNTD/—RICH—RN=FTADRAT 7121V A =ILLTHSE. INED/—REITFTZXZ—IC
BMLEY,

¢« 12D/ —RFTIRTODFABEEREZEBR L. ZORNBZIEFHD/ —FICRMSE£9, TDFA DB
ZBRLTLET W,

DFA &3k

StoreFront iCi& Citrix SERIEE T+ —RBEERTET 5 GUI VWD T, PowerShell 2>y —JL%#&ERL T DFA
A VAR=ILLZXY,

1. DFAA4 X b—=JLLET, DFAIZT 74 b TIEA VX =L hBEWVWO T, PowerShell 2>y —IiL%
FRALTIYAN—ILTBRERDD FT,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 257


https://support.citrix.com/article/CTX200383

StoreFront 2203

Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bfe94fbc-aea-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27
a5980f716¢c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39¢c8-4f2c-928d-34251102
b840

Data ]

}
ReadOnlyData {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39c8-4f2c-928d-34251102
b840] }

ParameterData ]
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
ParentInstanceId, 8dd182c7-f
970-466c-ad4c-27a5980f716c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102b840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True

FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

<!--NeedCopy-->

2. Citrix Trusted Client &ML £ 9., StoreFront & Citrix ADC 7 7SS4 7Y XD THES—ILw b*
— (NR7L—=X) ##EBHRLET, XRTL—X 05147 >+ ID & Citrix ADC 7 7514 7> XA THER L
TeHbDER—THZINELRHD FT,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-

DSCitrixPSKTrustedClient -clientId netscaler.fgdn.com -
passphrase secret
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<!--NeedCopy-->

3. DFA Conversation Factory 288 L T. IRTD LS T4 v IEARB LT +—LIZI—T1 I LET,
Conversation Factory # 22113 ici&. C:\inetpub\wwwroot\Citrix\Authentication\web.config <
ConversationFactory Z# L £9, RICKRTHIZRLET,

<example connectorURL="http://Example.connector.url:8080/adapters-
sf-aaconnector-webapp'">
<routeTable order="1000">
<routes>
<route name="StartExampleAuthentication" url="Example-
Bridge-Forms/Start">
<defaults>

<add param="controller" value="
ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />

<add param="cancelAction" value="CancelAuthenticate"
/>

<add param="conversationFactory" value="
ExampleBridgeAuthentication" />

<add param="changePasswordAction" value="
StartChangePassword" />

<add param="changePasswordController" value="
ChangePassword" />

<add param="protocol" value="CustomForms" />

</defaults>
</route>
<!--NeedCopy-->

4. PowerShell ©.DFA Conversation Factory Z&E L & 9. C DI TId. ExampleBridgeAuthentication
CERELTWVWET,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-

DSDFAProperty -ConversationFactory ExampleBridgeAuthentication
<!--NeedCopy-->

PowerShell D3| TlEAXF L /IXEHLXBIT T £ A. -ConversationFactory (% -conversationfactory
LRETT,

StoreFronto 7> 1> XX k=)L

—RN—FT 1 DRVAE TS S5 1 1% StoreFront DEEEICKEEZSZ 2D T, IRTOY—RN—FT 1 DRIAT Y
VETIUAVAR=ILLTHS, StoreFront 71> X F—=JILLE T,
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B3 RX1 > ZERLRE

April 17, 2024

HBICK S TIE Y—FN—T 1 OREBPROHBICEBFRIETAR Y —INDOT7 IR 2RI —TRIEL
TWBEEHHD £9, ZTid. Citrix Gateway BHT 1 DD R XA VIZERHET 2 TT R MRIEBETORRY
V—ZNDT7 I R%ZzHaT25HEZHALET. ChICE>T BAR2Z R X1 >z FERAL T StoreFront & U
Receiver for Web # 1 hADRBEAERITTE £, - THBAI Nz Citrix Gateway ZH DREEIE. Receiver
forWeb 4 MEHTOI A > 9231 —HWERTT, CORHAAZEIE. RAT1TDTRY by THEEIFENA
JL Citrix Receiver %71 Citrix Workspace 7 7 @ aA—H—3ERATE £ Ao

TAMREOLY T VT

Z Z Tl production.com & WS @ R X1 > & development.com WS F X MR X1V EFRALET,

production.com R X->

ZofFITIX. production.comRXA>EUTOLSICEY b7y FLET:

« production.com® LDAP SRR & —hiEp S h iz Citrix Gateway.
« production\testuserl 7h o> bELUNRT—REFEBLTY — b U 17 EH TR

development.com K X1 >

ZofTik. development.comR XA >VZUTDOLSICEY 7Yy FLET:

+ StoreFront. Citrix Virtual App and Desktops. & & T VDA Id3g R Tdevelopment.comR X >
LIZHDFT,

+ production\testuserl 7 AU > rHELU/NRT— R %&ER L T Citrix Receiver for Web 41 Z585E.

e 2D RXA>OMICIE. EEBFRIEHD FH A

Z k7@ Citrix Gateway D&

Z k7o Citrix Gateway 2R 9 3 I21d:

1. Citrix StoreFront B3>V —ILOERA T [X +T7] ®ZFRL T, [21E] R1>D [Citrix Gateway
DEE] =V I LET,

2. [Citrix Gateway 0&12] mET. [BM] #2Uv I L% T,
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3. £M&k=RE. Secure Ticket Authority. BEEFIEZ=T L £,

Add MetScaler Gateway Appliance

StoreFront

General Settings
Secure Ticket Authority
Authentication Settings

Summary

General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied
to unauthenticated stores,

Display name: | ProductionGateway |

NetScaler Gateway URL: | https://gateway.production.com |

Usage or role: @ [Authentication and HDX routing hd ]
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Add MetScaler Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
nity Secure Ticket Authority URLs: @

Authentication Settings
https://stal.development.com/scripts/ctxsta.dll =

5
ummary https://sta2.development.com/scripts/ctesta.dll -

| Add. || Edit. || Remove |

Ij Load balance multiple STA servers

Bypass failed STA for: El hours El minutes El seconds

[+ Enable session reliability @

O Request tickets from two STAs, where available €

Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

joencrall Settings Version: (100 (Buiild 69.4) or later -
Secure Ticket Authority VServer P addracs: | |
Authentication Settings (optional)
Lagon type: @ [Domain - ]
Smart card fallback Nane hd

Callback URL: @

(optional) | https://callback. production.com | ACitrixAuthService/AuthService.asmx
optiona

B (e | [ eeey |
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A

BHEDRXA > THERFD DNS H—/N—DMIAD R X1 >D FQDN ZfBRTE2 L5 DNSEH[LETT7+7
— 2 —DBMABERIBENHD £9, Citrix ADC 775+ 7> RlF. production.comd DNS #—/n\
—%FEALT. development.comR X+ >TSTAH—/N\—D FQDN #fBRTE 3 L SICTIHELD
h %9, StoreFront iX. development.com® DNS #—/N\—%fERL T. production.comk X
A TOA—INy Y URLEBRTEZLSICTIRBELNHD £, £7c1%. development.comd FQDN
ZfER LT, Citrix Gateway {81 —/X— virtual IP (VIP) ¥ LTHBRTZHTEET,

Citrix Gateway 5D /XX X)L—%=BIZT S

1. Citrix StoreFront B>V —IILOERA VT [R+T] /—REBIRL T, [B2E] R1>D [BEHZED
EE] Vv I LET,

2. [+ nERE] mET. [Citrix Gateway S5 D/NXZIL—] #BIRLF T,

3. [OK] 200w oLET,

Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. (i ]

Method Settings

User name and password m
[] SAML Authentication o X

[ ] Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[]  Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTP Basic
[v  Pass-through from Citrix Gateway
Installmg ar_u:l unlns.talllng jche auth[entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |
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NetScaler Gateway = ERH L7V E— 7 EZXEX N7 THEBRT S

1. Citrix StoreFront B>V —ILOERA YT [A+T] /—REERLT. BERXITVTIMTEEBERL
9, [2F] R1>T [UE—FFIELIREDHER] 27U v I LET,

2. [VE—+7OEROEMN] ZFRLET,

3. Citrix Gateway B’ X F7ICEBRI N e 2R L £9, Citrix Gateway #BEEIhTLWAWLE. STAF
Ty SFEITHEEIFHEEL FE A

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access

Select the permitted level of access to internal resources

&) Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) i |

Allow users to access all resources on the internal network (Full VPN tunnel) @)

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway (i ]

Default appliamce: [ ProductionGateway hd ]

"o I

F—O D—BMEEMITS
1. Citrix StoreFront B>V —ILOERAI VT [R+T] /—REERLT. BRI VTN EERL
9, [21E] RTUT. [ANTHREDOHER] &EIRLET,
2. [RETREDER] R—JT. [FHERE] 2FRLET,

I =0> 0—BUZERTB] Fryv IRy IRZ2FTICLET, sFLIE TERIMTEREI 288BLT
<TETL,
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Configure Store Settings - STORE

StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions LONNEeCHon umeout o .
. Enable enhanced enumeration [+
Kerberos Delegation Enable socket pooling O
Optimal HDX Routing Filter resources by excluded keywords
Advertise Store Filter rescurces by included keywords
Filter resources by type
Maximum concurrent enumerations 0
Minimum farms for concurrent enumeration 3
Override ICA client name O
Require token consistency O
Server communication attempts 1
Show Desktop Viewer for legacy clients O
[

Treat desktops as apps

Require token consistency

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

“l Cancel ] [ Apply

4. [OK] #oUvoLZET,
=

(=0 >D—BMZBERTB] RERT I ETHUVICB>TVET, COREZEMICT B L
Citrix ADC End Point Analysis (EPA) SmartAccess ##EhMZ1E L £ 9. SmartAccess ICDWTEL < I&.
CTX138110=&HL T 2T L,

Receiver for Web 1 ~ T Citrix Gateway h'5D/XX 2 )L—%EMIZT B

5E:

Citrix Gateway » 5D /X Z X JL—% 3T 5 £ Receiver for Web #* Citrix ADC 7 754 7 >V XHh 518
Ihicproduction.comk X1 > DR > ERERZEALAVLSICTET F9, Citrix Gateway 15
DINA R —%EHICT B . Receiver for Web B2 —H —ICERIBBONNEROET, TN5DERE
#iF. Citrix Gateway TOJF VT 358ICHERT 2ERBREISERD £,

1. Citrix StoreFront B2 I>YV —ILOERA>T [R+T] /—RZBRLET,

2. EETBRRMTEBEIRLET,

3. [#&1€] )1>7T [Receiverfor Web # ~rDOE®E] 27Uy I LET,

4. F;EEAET. [Citrix Gateway "5 D/NXZXIL—] #F TICLE T,
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5 [0K] 22Uy o L&Y,

Edit Receiver for Web site - /Citrix/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. @
The authentication methods will be specific to the website,

Customize Appearance

| Method
Featured App Groups [#| User name and password
Authentication Methods
Website Shortcuts [] Domain pass-through

Te provide good user experience, all Windows client devices need to be domain-
Joined and have single sign-on enabled for Citrix Receiver/Workspace app.

|| Smart card

Deploy Citrix Receiver/
Workspace app

Session Settings

Pass-through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

production.com 1—#—&H L UV/XX7— R%EAL T NetScaler Gateway (cO 54> 53

FR DS, production.coma—4—FHLU/NRXT—R%EMHERL T, NetScaler Gateway icO4' #
YLET,

Please log on

User name devuserl

MetScaler with

Unified Gateway Password

OJ#*>%. a—#—lddevelopment. comDERBRENNTELS5KDE5NET,
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developmentidevuseri

CiTRIX

StoreFront

StoreFront TEEEFA KX ROV FIE IV I NEBINTS (AT 3YV)

COREEA TS a>TIH. ZhiZk > T Citrix Gateway BHODBH TR T R XA VD ANNZEE TS 3155
NHbEI,

BHEDRXAVTRALI—H—RBZFERTIHEE. R0 RXAVEANNTIAREEIECADET, BhTuhin
a—4—4 Citrix Gateway BZEHTAJ AV T30 RXTVONNEREETEZcdHD £, €DE. Receiver
forWeb 1 MCOTA>T2L3RHENZ L. RXAYTRAXAN\I-HF—RBDODANNEGNZTREMHHD £
ED

1. Citrix StoreFront 82>V —ILOERA VT [R+T] /—REBRL T, [B2E] R1>D [BEHZED
B #OUwILET,

2. [A—4—BENZXT—F] OBEOTRAIRENZEIRLFT,

3. [Bmn] #FERLT. development.comzfE@EEA R XA LTEBML. [ATFYR=JITRXTY
—BZRRTB] FIvIRYIRZEFVICLET,

4. [OK] #oUwo LET,

Configure Trusted Domains

Allow users to log on from: Any domain

®) Trusted domains only

| Add.. || Edit. || Remove

Default domain: [ development.com ~

Show demains list in logon page

o |
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devuser1

CiTRIX

StO I’e F ro nt development com

3
COREEFETIE. T TH—DNRT—Rx v vy aREIIFERALBAVWTLETV, 2DDEABRBZRAAVT
AV MMIBRBZNRAT—RDHBZIEE. NRT—RFyv v alld > TREDNERICKRIAREELDH D £75

Citrix Gateway #2517 > ~LZXVPN (CVPN) v 3> DigER) > —

+ Citrix Gateway v > 3>RS —TWeb 77U —> 3> DI VT A A4 UBEEDNEMICHE ST
W3 k. Citrix ADC 7 751 7> Xh 5 Receiver for Web ICEEINEL K BVWERBRITERINE
¥, "k Receiver for Web T [Citrix Gateway h'5 D /XX ZJL—] FBEEHENEMICR>TWSB D
TTo COATaVHEDLSITREINTVWTH,. Receiver for Web (3B EHRERD £ T,

« CitrixADC 7751 7> Z® [Client Experience] & &0 [Published Applications] 27T > J L4
AUFAVEBELTH. CCTHASNLBEREEBZRITEE A
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Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration = Client Experience  Security =~ Published Applications

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings
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Unchecked Override Global check box indicates that the value is inherited from

Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security

[CA Proxy™

OFF v

Web Interface Address

https://sf.development.com/Citrix/S

Web Interface Address Type®

IPV4 v

Web Interface Portal Mode®

MORMAL v

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

E—2YRA > D&

Juneo,

BE:

2024

Override Global

T4

Y

O

O

O

Published App

http://ping.citrix.comFEREFATIAVH. KDOOE—OVERETIHRENHD £7,

FRELTLWAWVWG—RN—F 10D Web 4 hEIFE—IDE LTERALAVWTLRETW. RKDDIC. FIET
BUEBHEIET S Web 41 FEEHALTLRETL,
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[E—J>0EBE] BET. E—AYRAIY e LTERTS. ARy hT—2J0RAIC MO URL ZIBEL 7,
O—AJLic1 > X k=JLE i Citrix Workspace 77U k. 2—H—HO—ALRY bT—=02NT Vv oy b
T—IDCE5ICERELTVWAOLEE—OVRA Y b EFERLTHILET, I -—DRFXI by TRT7FUT
—2avilT7oERTBRE. TOVY —ZAZRETIH—N—DHZ20 1 —DUBBIRICED VW TEY AR ELE
% Citrix Workspace 7 7UICIRL &9, CHICED A—HF—HBTFRI by FERIETIVTr—>avIcT7oER
Lz EICBOSA Y T3HRENR A £9, HTMLS @is Citrix Workspace 7 7 TldE—aVIEERINE
Ao

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resclved from the Internet are
required.

Internal beacon:  (®) Usze the service URL

Specify beacon address:

External beacons: | [gasedfdallsRali b faely

https://mygateway.example.com

e ZE. IBE—JVRA Y MITIERARERBE. EOI—HF—EO—-NILRy FT—JICEFLTVWS R
Banxd, JnicxL. Citrix Workspace 7 71U TREE -V RA Y MITIEATEY, 2 DD —3
YRAY D SDOREEZELLEE. TOI—H—IF3HARY FT—0DHD 51 V2 —F2y MERTEGEL TV
BZrlBHINET, COfieH. A—H—IZF Citrix Gateway BHTT XV by PR 7TV =23 VIZERT I8
ENHDET, A—H—DBTFRI MY TIRTFIIT—=2a 2 IT70ERTERE. FOUY — &M 20 —/1\—
M. EREINBZAE Citrix Gateway 7 751 7V RAD#HMBHERELE T, JD7H. I—F—HZD NetScaler
Gateway 7754 7V RO F VT RIREIZH D FH A,

T 74 L TiE. StoreFront IZUTZ2HRELET:

o REDOAR—X URLAOREE—2>,
« http://ping.citrix.comnoigEe—a>r. K|IICEMT 3 Citrix Gateway ER® URL,
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E—JYRA2 b ZEBHTBICIE. UTOFIEZRITLET:

1. Citrix StoreFront 8>V —ILOERTI VT [R+T7] /—R%E&ERLT. 2] RT7>0 [E—3> 0D
B #oUvILEY,

2. AEBE—YRA > b LTERATS URL ZIBEL 9,

« StoreFront BRIIRIETH —/\—® URL £7=38F28 URL 2ERAY3IC1E. [H—EX URL ZEHA
T3] ZBERLET,

MO URLZFATSICIE. [E—OYT7RFLRXZEBETS] 2BIRL T ARy bT—JROETAM
DEWURLEZANALET,

3.IMBE—VRAY PO URLZANAT SIS, [BI] 20Uy o LET, E-QAVRAVFEEETBIC

F. OMBE—23>] Ry RO—ETURLZBIRLT [MR&E] 20Uy I LET, E—JVRI>bELT
ZOT RLZBMELONBVESICTBICIF. —BETURLZERLT [HIRR] 20Uy o LET,
AHOFRY FT—U L TRRTE, AAROBWIIMEE—IY R b ELBREH 2 DIEET IHEND
DEdg, E—a> URLIE, http://exampleir oEBEfSnr- NetBIOS & Tid%m <. http://
example.COMBEOTEREM R XA VRICTIBENHDFT, ChickD, ARy bU—Jra1—H
—DORIZ. RTIURAYEZ—y b AT IBE AVF—2y bRAT =)L (BEODEE) HHBIHLES5Hh%E
Citrix Workspace 77U THIBITE 3L SICARDET, 12—y MRAT A+ —ILHHBZHBE. TRTO
IMBE—DVRr Y MR TOFVICESRINET, T—RN—F 1D Web Hr b TIE%H < BBICE -
TEEINhTWS URL ZERTZ3HENHD FT,

E—OYRAY bOREEZEETZHEIE. TOE—IVRA Y bEI—F—(Z@BHIL T Citrix Workspace 7 71)

DREETBILIMBELNDHD £9, T—H—I&k. HTMLS5 @7 Citrix Workspace 7 71U i 5 E# & hi 7 Citrix

Workspace 77U 7OESa=Z>d 771 ILENFTE 9, Receiver for Web 1 FHEBREAHTHWES

F. BEENZANZOTOED I 220770 ET 0 AR—FLTA—H—ICRELET,

PowerShell SDK

HEOE—O>EBIET 5ICid. Get-STFRoamingBeaconzERAL £,
E—J>%EMT BICid. Set-STFRoamingBeaconz AL £,

E—2>%F 74 MMIRET SICIE. Clear-STFRoamingBeaconZERAL £7,

RNEfE L VIMNETER TN 2 E—0D FQDN DER

February 22,2024

#HARY FT—OANSEE. £72d Citrix Gateway BHTU E—MS XA MTFIZT VLR TE S, BE—DELE
Bk Xr>% (FQDN) R TE %7,
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StoreFront 2203

UTFDORFaX TR FlE LTROKSICEALET:

« https://storefront.example.com%a—4—n StoreFront IC7 /X T5DICFERII
BE—DURLE LTHEALFET, Xy FT—JATIE. Chid StoreFront H—N—F7idO— KNS 2H
—ICERINE T, Ry FT—TJDIMAITIZF. T—bI T AICBRRTNET,

« =)Ly URLZ LTohttps://storefrontchb.example.coms ChIEFAZBTY—FTx
TICHREINE T, Chid. AN— b7 ERERIENRT—RL ARBADHBEICOHBETT,

H—N—=J)L—TFD~X—ZX URL

R—ZURLZE—D URLIZEEL Y., TEBFEEOR—ZURLDZEE] 28R LTLIZT W,

Citrix Workspace 7 7'J Bo StoreFront £ —1>

O—7AJLIZ1 > X b=JLanf: Citrix Workspace 7 Uik, 2—H—HO—hlxy b T—0eNTU v o3y b+
T—IDCELICEGELTVRONZE—OY R b 2ERALTHBILET,

T 7 #JL kTl StoreFront gt —N—4)IL—FDAR—X URL ZRZE—> URL ¥ LTHEALE T, OB
Tld. B URL AR IMNBOBEA TEMTH B, E—I e LTERATEEFEA. LIeAH> T, WEE—T>
. R TOAT7IERAEETHZehHh>TWS URLICERETIHELRHD £,

NE—a> 0] Z8RBLTLIETL,
9hEE DNS

« storefront.example.com (%, Citrix Gateway {R#E8H —/N\—DIMNBICIFT S IP ICHRINFE T,

& DNS
« storefront.example.com % StoreFront @ O— R/NNS >4 — & f- (38— StoreFront #—/\— IP |Cfig
RINET,

+ storefrontcb.example.com (%, Gateway R —N\N—DREIP 7 KL RICfERINE T, DMZ it
OO—AILXY FT—ODBICT 7A T I 4= D EETZHEIF. ChzsFalxd,

StoreFront {80 TV X7 R— b1 >R— bk

April 17,2024
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pE
A VR— b TEBZDIE. FRD StoreFront 1 X =L REICEIL/N— 3 >0 StoreFront # O & T
To COEIRICED., REBEH IOV SLIIERRZIURN-a>edRINEd,

StoreFront ERIRIEOBA LA EZ TV XR— b TEFET, Chilid. B—H—N—REBELH—N—JIL—TERD
MANEENE T, BEORBEBEN VR— b —N—ICRICEELTV3IBE. BEOERISEEINTHS.
Ny ITYFTT7—AATRICEEFNTVREBETESIRASNET, 4—F v b F—N—HD0 ) -2 RTHBHERD
T2 YA L=ILDBE. Ny IT7y TRICRFEINTVS A VR — b Thic@Bmlz R L TH L WRIEHDME
RINEFT, TVRR—FINTBRONY I Ty Fd. B—D.zip T—H1 T BSHINATLAWVES) F
fold.ctxzip X=X ((ERBSICN Y O 7y 77 71 ILOBESHEEIRLICHBES) T,

BRDIIRAR—bEAVR—b2ERTESRSF VA

« StoreFront BFEIRIBIIEMEL . EETIZREOBEDAN Y I Ty ITHMERINE T, BREZELE
Bl HWNY I TV TEBESRIZTHDICHLWNY I 7Y TRERT ZHENRH D £, backup.zip 7
FAINDT7AINY D A BEEZIGITEI-0. BEONYITY TERETEZLIFTETEEA.

« StoreFront 7w 7 L — R I 3EICEERERONY I 7Y T2 ERL £,

« BEED 7T X M A StoreFront Bz B L TEBREIRIZICREL £7,

o REEREE T MRBICERTZCICED. - —EBBREEERLE T,

o OS #1378 (Window Server 2019 A5 Windows 2022 ADKRRF 1 I DT v T L—REE) T,
StoreFront Zz##L£9, OSDA VL —RXT7 v TIL—RIFHR— TN TLEEA.

s BROT -2tV H—%2FOoRBELRY., RIEH TORBTEMOY —N—JIL—TZHERLET,

StoreFront B0 TV X R— B LUV VR— MNEDOKRETEIE

o 37 Citrix BAABI L TW 384 SDK o5l (Magic Word Authentication &) F7zldt — R/IN—F7 1 DR
HARZIAZAZFEALTVETH, FHALTVREEIE. CNS5DONYT—JFTARTOA VR— =N
—ICAYR=ILLTHS. BMOBEAXEBCHEEZ 1V R— T 2HELNHD £9. HELFEE SDK
NVIT—OHREDA VR— b —N=IZHA VA M=ILINTVERWVES, BROT VR —MIEKKLET,
BRzY—N—TIN—TICAVR—bT3HFEIE. JIL—TDIRTOXN—IIBHENY T —J %21V X b
—JILLZFET,

o BRONYIT Y TEBENEIIBSUBRTEES, TV XR—bEHLTC > HR— PowerShell O%
YRLy MEIEBESDA—RT—RBYR—FLET,

« BSWUINhINY I Ty T (ctxzip) 3ENSESWUERTT £9H. StoreFront IZEESHIATULARWLN
wOTyIIT 7 (zip) ZBRBESHUTIEFEA. BSUININYI Ty THRERIZEIE. BIRLEN
27— R%EET PowerShell ERIEHRA 7P/ b FERALTHS—EIVRR—bEERTLET,

o StoreFront M"IREC VX L—ILEINTVWB IS (T RR— b —/N—) IZH51FT5 Web H +d SitelD
& Ny o7y Tani StoreFront lE )X 793 IS (4 VR—bES—N=) IZEIFZF—4 vk
Web %1 o SitelD Ic— g 2 HBEHLHD £,
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PowerShell a<v>RL v

Export-STFConfiguration

NTA—52—

-TargetFolder (3ZF5%)

-Credential (PSCredential # 7~z 7 K)

-NoEncryption (X v F)

-ZipFileName (X¥5%))

-Force (7—/L2)

BE.

A

NYITYTT—HATADIYT ZR—kINZ, "
Senv:userprofile\desktop\”
IYRR—bRICEShEIN.cixzip Ny I Ty TT7
— N1 7= ER T 2ERIBRA TV bEIBELE T,
PowerShell &E&fEIER4 7 o bCik. BBESHLES
WHEBRICERINANZAT—RAEENET,
-Credential = -NoEncryption /X5 X —4—r —4
ICERALAVTLEST W, fl: SCredObject

NI Ty TT—haATZBSUTNTUVWARWVZIPICT
32 ruIEELET,. -Credential /X5 X—4%—
%-NoEncryption /X5 X —4% — ¢ —#ICERALAWVT
<IETLY,

StoreFront #m D /Ny 0 7w 7 —h A T DEHi, .zip
P.oXzZip BEDT 7 AIIIRRFZBMLAWTL S
Wo 77 ILIERFIE. T RKR— ~Hic-Credential
F7ciZ-NoEncryption 055 D/INS5 X—2—%$EE
Lichic &> TEBMICEMINE S, fl:” backup”
CONFR=F—F. NvITvTT7—hAT% #8%E
NIV RR— bNERICHIEEFEONY I T T T 74A
IWERL 7 7MIILETEBNICEESLET,

StoreFront 3.5 (& o 7= SitelD XS X —2—{d. N\— 3> 36 THRIEShEFL NvITyvI7—hA
JiIc&ENS SitelD NEICHERAINZ LS IChofcfcdd. 1VR—bERTTDHEICSitelD 2I8ET S
REBIEHCHRD F LTz, SitelD #. 4> KR—bEH—N—0 IS W TEEICER I TLWBBEFE®D StoreFront
Web %+ MMZ—HT 3 #RRBLET, SitelD 1 15 SitelD 2 ADERD 1 > R— ~IHR—kIhExt

AIO

Import-STFConfiguration
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NTA—5—

-ConfigurationZip (2F3%!)

-Credential (PSCredential # 7>z 7 ~)

-HostBaseURL (x=%1)

Unprotect-STFConfigurationBackup

NTA—5—

-TargetFolder (3zF5%)
-Credential (PSCredential # 7> x4 ~)

-EncryptedConfigurationZip (xzF3%!)

A

AVR=—bSBINYITITT—HAATADTILINR,
T7MIERFHEDHET. BSUINTLEWES
i&.zip. BSUINENYITYITT7—h1TDBE
ld.ctxzip #ERALE T, fil: Senv:
userprofile\desktop\backup.ctxzip
1 VR—bRICESHINNY I Ty TEEBSLER
THRERERA T L EEEELE T, fi:
$CredObject

CONFA=F—DEEND L. BELIERAIR—X
URL AT Y ZR—bH—N—DHKRZX X=X URL DK
DHOICERSINE T, ffl: https://<
importingserver>.example.com

A

NYOTYTT—HATADIYTRE— XX, fl:
Senv:userprofile\desktop
CDONFA—FZ—ZFRALTEBSHKINNYITY S
T—AATOBSkINTVWAVWIE—%2ERLE T,
BESMERICERT /Y27 — RE&T PowerShell &
BEHRA TV b ERELE T, i
$CredObject

ES W T BESUININYITYTT—HATD
TILINRe 7 7 A IHIRRF.CIXZIp ZIEE T 2 HEHLH
h%d, fil: Senv:userprofile\\desktop
\\backup.ctxzip
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NTA—B— B7EL]
-OutputFolder (z=F35!) BESIhic (ctxzip) NwoT7vFT7—hA+ATh o8
-Force (7—JLB) ShIhTuwhnar— (zip) #ERT /2. TD

ESINN\Y I 7y 7OOIE—RFRESCNh. BEH
TEFd, BShThTLWALWIE—DT71ILELE T
71 IRRFIFIBE L BWVWTL S W, fi:
Senv:userprofile\desktop

CONFRX=F—d. NvIT7vIT7—hn+1T%. I8E
NIV ZAR— L EICHIREFEONY I T T T 71
LWeEL7 7B TEBNICEESLEY,

BROITI RR—rELUVT VR—
H1ED PowerShell v 3 >A® StoreFront I< > RLw hD1 VR— bk

StoreFront #+—/\—T PowerShell Integrated Scripting Environment (ISE) =&, UTERTL T,

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath
', "Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront)\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.
Authentication.psdl" -verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -
verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -
verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.
psdl" -verbose

<!--NeedCopy-->

B —N—DIF T

H—N— A THEFOBROBSUINTVWAEWNY I 7Yy TZ2ER L. ThZzRCEREREICERTTS NviT7vTd
B3H—N—0OERZIIIAR—rLET,
Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -

zipFileName "backup" -NoEncryption
<!--NeedCopy-->

backup.zip 7 7 1 L2 REABFFICAE—LET, CONYI Ty IEBELETERAL T H—N—%2UEHOR
REICIEITTEE T,
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Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://storefront.example.com"
<!--NeedCopy-->

H—N—ADBREOERENYITY T L. Y —N—BIZET L TREOY—N—DoO0—-2%2ERTSD NvD
TyTTRY—N—DEEEIIZAR—FLET,
Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -

zipFileName "backup" -NoEncryption
<!--NeedCopy-->

backup.zip 77 1)L EH—N—BDF AU by ICaAE—LE T,

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\
backup.zip" -HostBaseURL "https://serverB.example.com"
<!--NeedCopy-->

StoreFront (3 IS D7 X2 L0 Web 1 MMIEEICEBBEINTWVWS, COBRER DAL Web -1 MMRIEIC
e H—/N\—ATid StoreFront % lISHDOBEEDT 7 # )L kD Web H 1 b TIZH < hRZ LD Web
FOBARICEBALTWET, ISHICER Iz 2 DBD Web 4 +o 1IS SitelD & 2 T3, StoreFront Web #
1 b OYIEENRIE. d\BRERDSRATFLUIID RS A TELIET T2 LD\ ATFLRSATICBL UM TE
FIH. 1 &#Bx 3 lISSitelD 2 FRTIHVELHD £,

StoreFront £ W53 LWL Web 1 k', SitelD=2 2EB33 ISHATHEBEINTWLET, StoreFront iz, K
S 7d:\inetpub\wwwrooot®¥IB/XZAT IS ADHRXZ L Web 1 MMZERICEREINTULET,
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Add Website ?] x Browse For Folder .
Site name: Select a directory for the application.

|St0refr0nt | |St0refr0nt | Select...

Content Directory I | Documents ~
Physical path: b g Downloads
| | D b [ Music
Pass-through authentication b [&] Pictures
I & Videos

b iy Local Disk (C)

4 5 New Volume (D)

Binding el Inetpub

Type: IP address: Port: . wwwroot

[hitps v [All Unassigned v] [ | b 2 CD Drive ()

Host name: hd
| | Make Mew Folder | | OK || Cancel

[] Require Server Name Indication

SSL certificate:
| Mot selected v | Select...

Start Website immediately

b} Application Pools Mame = D Status Binding Path

;1-- 8| Sites @ Default Web Site 1 Started (http) *80 (http) FeSystemDriveFhinetpubiwwwroot
D@ Default Web Site @ Storefront Started (http) *:443 (https) Di\Inetpubwwwroot
,@ Storefront

1. Y —N—AO¥EOIr—%2IT UV XKR—btLET,
2. H—/\— B T. SitelD 2 A3 % StoreFront ¥ LS5 &H L L Web 4 % IS THERL 7,

3. U—N—ADBRET—N—BIZA>YR—btLET, NwIT7vFAIEENZI I IDEFERL. D ID
H StoreFront #E D1 > R— k& Web 1 MC—RIT3HELRHD 7,

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://serverB.example.
com"

<!--NeedCopy-->

Y—N—=JN—TFFUHF

SFHUF L BEOG—N—JIN—TERZNvIT7v T L. BTEONY I T7yvFZRALT—N—JI—TIRIR
TETTS HIDER/NY I T v FlE. 2 2D StoreFront #+—/V— (2012R2-A & 2012R2-B) @A hiH—/N—
TIWN—TDXYN—THBEIICMESNE LT NV I TV TT7—HATRICKIE. TOHF—/N—2012R2-A &
2012R2-B &%= &T. Ny o7 v ITHEE I nicBEad CitrixClusterMembership oL J— kA& ENnF
¥, StoreFront 4 —N—JIIL—FRIETIF. EPRIALOFREICHV. TONY I T v ITHREBINEILD
HAXDWEIHEITTVWET, LD >T BIMD/ — R 2012R2-C A —N—=FIL—FIZBMINATVET, N\
O Ty TICREINTVWER Y —N=JIL—TDEICH S StoreFront BRIFEETN TV EEA. 2 DD7TD
B—N—TN—T /) —RO&ZECHEWNY I T TIHRAVR—bEEINTVBRFEETH. 320 —N—0DHRE
o CitrixClusterMembership Z #3132 UEBEAHD £ 9, 1V KR— rFIZ. BEDISAZ—XVN= v
PREFINT, BEDP TSIV —N—ICEBICAVR—bINTRBIZTAMNYIEINET, TONYIT
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v IHREBEINERBICH—N—JIL—TF /) — B —N=JIL—TFHhS5HIBRINFEEE. 1 VR—FTIHXRED
CitrixClusterMembership HREFEINE T,

1. $=N—=2J)—7 1 D% 2012R2-A 5T U ZR— kL £ T, 2012R2-A Y —N—J)L—T24h% &
BY3DICERATNE TSI —N—-TY,

ﬁ CitrixClusterMembers

Description: Memberships of the group denctes membership of the
citri Cluster

Members:

& \2012R2A
& \2012R2-B

2. BT, BMOY—/N—2012R2-C ZBEHFDH —N—JIL—FICEBML £,
ﬁ CitrixClusterMembers

Description: Memberships of the group denotes membership of the
citroc Cluster

Members:

& \2012RZ-A
i~ \2012R2-B
N \2012R2C

3. Y—=N=JIIN—TOERZEHMOBIDOIEERREICETT IHENHD £, StoreFront TiEL. 1 >HR—+F
O+ 2ORTHIC 3 20 —N—DBED CitrixClusterMembership B'/X\w o 7w Fah, 1 VER—+D
BIICEETTEINE T,

4. H—N—JI—71 DK%/ —F 2012R2-AIC1 > R—FLTRLEY,

1 Import-STFConfiguration -configurationZip "S$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroupl.
example.com"

2 <!--NeedCopy-->
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5 iL<AYR—-bLIEBRZT—N—TI—T2FIIRML T, 1V R—FRICTRTOY—N—DERH—
HIBLSICLET.

SFIF 2 BEFEOEBKE T —N—JI—TFLIDoNY I Ty T EONy I 7y T=FERL THOTHERFEROT
7AW MREBICHLWG—N—=TIL—TZ2ERT 5. IEFDDFHLVWH—N—TI—FXN—ZHLWISI<TUY
—N—ICIBIITE3 #MLW2 oD% —/N\—2012R2-C £ 2012R2-D Z &L H—N—JIL—T 2 BMERINZE T,
B—N—=TN—72 OBBIEEEFEREOY —N—JIN—F 1 OBRICEDETET, Y —N—TIL—T1IZH2D0DH
—/\—2012R2-A £ 2012R2-BH'EFEFNTVE T Nv I T v FT7—h1 FIZ& Fn 3 CitrixClusterMembership
i FHLWH—N—=FI—TDERBICIEERSINEE A, BED CitrixClusterMembership A& IC/NNv o7y
TEN, 1 VR-—bFORNRICETINE T, 1 VR—rINTEBZERAL THLVERREZERT 3 . B0
H—N—BFH L WS IL—TIZi 3 £ Tk, CitrixClusterMembership tx a2 U F 4 JIL—FICid 1 201 VR—
fF—N—DHIEENET, T—N—JIN—TF2IFHLVERIET,. Y —N—JIL—T1HEFETBZCZENL
LTW&d, -HostBaseURL NS X—2—%=i8ELFT. H—N—FI—TF21F HILLWIHHEROT 74+
StoreFront IRIEZEA L THERINE T,

1. ¥—N—2L—7 1 DR% 2012R2-A 5T 2K~ b LET, 2012R2-A H —N—2 L—T2Hh%E
B9 5L0ICERINETSTIUH—N—TF,

2. Y=N—=JIL—7 1 DtEm%Z / — K 2012R2-C 21 >HR— b L% d, 2012R2-CIFF L WH—N—=FIL—TF
20734V —N—T7,
Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroup2.

example.com"
<!--NeedCopy-->

3. HLWH—N=JI—TF2RIEO—E BRI EMOY—N—ZEMLEY, T—N—JIL—F 155 —/\—
TIN—TF20HLVWIRTOXIYN—ICHLL A VR— FSNIcBDESNICRMINE S, CNIEFHLV
P—N—DEMENIcE TOREDBMTOLRDO—EICAD 9,

2FH A 3 BEOERZEY—N—FTIN—TADPSNYITYv T L. TEDNvITYyT2ERBLTHREOY —/N—
N—7BOEHZLEEZTE H—N—TIN—T1H—N—FIN—TF2FEIC2 2OENDT—2E>Z—I_F
ELZEY, <L StoreFront BROEBIEH —N—JIL—F 1 TiHbN. H5—ADT—2t>2—0H—N—4
N=T2ICBATIHVELNHBDET, U—N—JIN—T1DEEEG—N—TI—T2ICBETIEY, —/N\—
TIN—=F 20Ny o7 v T7—h+4 AT CitrixClusterMembership #ERA LAV T STV, 1 VR— kR
IC-HostBaseURL NS X—2—%ZiEEL T, T —N—FJIN—TF2DKRIXAR=XURLIF H—N=FIL—T1
TIREFHAINTVLWSREL FQDN ICEETET FEA. T—N—JI—72 ZBEEFEDRIETT,

1. $—N—2)L—7 1 OER%E 2012R2-A H 5T K~k LEF, 2012R2-A 3H —/N—J L—T2EEE
BY30ICERING TSI —N—TF,

2. U—N—=JNL—TF10OHEK%ZE /— K 2012R2-C 0 TIFHBERO T 7 4 )L FRIBICA Y R—FL £ T,
2012R2-C I3 L WH—N—=JI—TF2DTF AU HF—N—-T7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 281



StoreFront 2203

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.zip" -NoEncryption -HostBaseURL "https://
servergroup2.example.com"

<!--NeedCopy—-->

Y—N—BROBSKININY I Ty TZE

PowerShell E#&1553A4 7> 2 MiciE. Windows ZAS Y bOA—HF—BE/NNRXT—ROEAPEEThTVE
9, PowerShell E&IEHRA T T MMCED. WRAT—RAXEURNTHREINET T,

F:

BRNYITYTDT—H1 T 2B TBICIE. BSUCESLERERITIZLOD/INRAT—ROHANE
TYo. BRERA TV FPRICEEINTVWRI—H—RIIERAINEE A, PowerShell v 3 >RIC
BLNRT—RESCERBRA TSV b EERITZ3BELNHD T, Chid. TIRR— b —N—8&
VA YR— Y —N—OEATERATINE T, BERBERA TSI FRTIE. EOA—H—THIEETTE I,

PowerShell Tig. ILLWEBRBRA TV 17 b2 ER T3 SICA— Y —%2EETIHENRHDF T, EELE.
DI—REITIFREOSIA > LTW3 Windows 21— —%BEL £ T,

I RR— kY —/N\—dD Powershell v 3 >RT PowerShell E&15H®R4 7> 7 b EERLET,

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

<!--NeedCopy-->

S E N zip 771 TH3 backup.ctxzip ICHEE%E TV AAR—LET,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -Credential $CredObject
<!--NeedCopy-->

A VR— kY —N—0 Powershell t v 3 >RTE—® PowerShell EREHRA T U b2 ERL ET,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.ctxzip" -Credential $CredObject -HostBaseURL "https://
storefront.example.com"

<!--NeedCopy-->

BEFEORSKINNY I Ty T7—h+A1 T OREEZHEETZ

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent() .Name
$Password = "Pa55w0Ord"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force
$CredObject = New-Object System.Management.Automation.PSCredential(

$User,$Password)
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Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:
userprofile\desktop\backup.ctxzip" -credential $CredObject -
outputFolder "c:\StoreFrontBackups" -Force

<!--NeedCopy-->

Ty RI—H—H1 R

April 17,2024

Dty 3> TlE. Web 7504 —F714 Citrix Workspace 77V #BL TRERLIZE I DR b 7 DHEEC b
BICDOWTEHAL T,

OJ#>

BEEFEICE 2T RIS VIS A A BEHDESIMNCEL>T AT F VDB BEICHBBZZEDHBD E T,

citnx | StoreFront

Citrix Workspace 7 71) @&t
pE

COFIEIF. O—HILIZT VX b=)LE i Citrix Workspace 7 71 Tlgz <. Web 7505 —%@LTX
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ETPICT7 IR TBBRICOFBEBAINE Y. COFIRIF. BRICISLTOI A Y ORIE/IFRICRITTE X
ER

BARICIEL T, Web 759 —%2BL TR MPICHOHTT IR B E. &7k Cookie 2o ) 7 LIS
rCitrix Workspace 7 7 UA& 5 C 21 BENKRTINZIBEADHBDET. ROLE5HEBIRLET:

o O—AIIICA Y X k=)LE N Citrix Workspace 7 71 TU Y — 2 %289 55413 [Citrix Workspace
T EBH] 20 )v I LET. CNEREDIVIARVIVAZRBIHICHEREINET,
e BICTZUH—ATUY—XEEETZICIF. [BREN—Ta>zER] FIRAERESE) 200y LET,

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

[Citrix Workspace 7 7V ##&H] #0Uvod3 . O—HIIZ1 >R b—)LEni: Citrix Workspace 77U
OmHHEITINE T, £, Citrix Workspace Web #5RSEEDERZRAE T, DT VI F—ILTATLE
WBE. £idO0—hI)Lic1 > X k=L Ehi Citrix Workspace 7 71U oIk L 712354, Citrix Workspace
FFUDaAVR—2> ~TH3 Citrix Workspace Launcher #5535 ¥ L £9, Citrix Workspace 77U #*r
YR R=ILThTWBIEEIE. 755 —IC Citrix Workspace Launcher ODR172RDZ3 T« RUb Ry 7S
7y IRRINET, [Citrix Workspace Launcher 28<] F7ix [U>o%R<] & (FSUH—IISLTQ)
UV ILET, VDY—RERBEBITZLLICIDTr Y RIBRRINBWVWESICTE70IC. [Always allow
domain to open links of this type in the associated app] ICHF T v IEANNZ 2 EHHLET,
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

cifrix | W e detection. However, you lose features like domain pass-through
authentication, which requires the native Workspace app detection to
complete successfully.

M | agree with the

O—AJLZ1 > X b—JLE Nz Citrix Workspace 7 7V HigH S nfif&1d. B BICROBEICEAET, T
BIVY—Z2%EHTI . BREINERICEL T, Citrix Workspace Web #iaRig%4EE & 7= 1% Citrix Workspace
Launcher oWghh #ER L T. A—AILICT YR b—=)La iz Citrix Workspace 7 7URD Y — X %BS %
ED

Citrix Workspace 77U H A Y X b—ILTNTVWRWESE, £ESVFr—%2F v )L LIBEIE. BRICK
LTrROA T avhedbx7d:

o #y>0O—NR - Citrix Web - + £7z1Z StoreFront t#—/X—MH 5 Citrix Workspace 7 7U %4> >0O—

RL#F9J, Citrix Workspace 7 7U%s 1> A r—JLLT %, [BHRE] 200y o LET,

B - O—Aic1 > X k=)L nf Citrix Workspace 7 7 0B#RE =& F 7,

s BEN—-U3V%FEMAY S - Workspace 77U 0#tEE R Fv L. BICWeb 75T —TUY—X%zH
TFET,

o 1> b—)LiFH - Citrix Workspace Launcher %71 Citrix Workspace Web #E3RIg#ER 7R — ~ L T
WaWHWAN—2 3 >0 Citrix Receiver 1 Y X = )LINTWVWBRBEIF. COFT>a>E=FALET,
COATL 3>z BRTBZHE. RET7FVERIETRI by 288§ % & FiZ. Citrix Receiver THIL
ZehtEZT77v) launchica 7SI —IC&>TH I YO—REIhET, COFF>aVaBIRTS
CHEEDREIND =D, BEIODTET£EA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 285



StoreFront 2203

[R—L] 27

[R—L] 2TICIF. BBHOTTIVT—2a>dI—Te. BRICNDDOT7 TV FHIIBEB7 TIELIVTRI by
THERRINET, [F—L] 27 AP TERUICADDBERICHE S TVBRBRSICOARTINET,

citnx | StoreFront

Welcome Joe Bloggs!

Browsers Office 2016

xH NG wE

*
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud

Office 2

(7] 27

[77U] 2TICBUTOEROT TEa—DHD £ !

o [TRT] -IRTDTTUERRLED,

o [BRICAD] -TRTOBRUANDDOT TV ZRRLET,

o [AFTV] -AFTUERERL. ZOATIVRDTFVHRRLET, ATIJVORTAZEIE [H7TY
DERE] ICL>TERDET,

e [ALoYay] BEOOT T r—vavdILl—-TERRLED,
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HOME
Apps
All (39) Favorites (3} Categories Collections w
~
g g g g
@ . . !_B. !_B.
Access 2016 On Acrobat Reader Acrobat Reader DC Calculator Cloud Calculator On Prem
Prem Cloud On Prem
N
¢ it it it
Chrome Cloud Chrome On Prem Citrix HomePage Command Prompt Excel 2016 Cloud
r r Content fice 201
irg irg g irg ird

[F27hyT] 27

[TRI by T] 2TICBUTD2 2003 TEa—DHDFT:

o [TRT] -FTARTDTFRI by THERTRLET,
o [BRICAD] -BRUNANDDTRI Yy TERRLET,

TIVETRI Ly TFDRAIL

TAAYEIVY I LTTTIVEEIETRI My T2 EBILE S,

FRICAD

TATLEBRUNDICERTBICIE. B2V Vv I EBEyTLET:
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: El -

Calculator Command Prompt

FHACARFORT

BF7AAVOTONRINZREALT. 7FUDOHRBALIRFERTTETET,

Citrix StoreFront [

DESKTOPS

Welcome

Favorites

—
L_el

Calculator

Calculator Other

Actions:
[4 o©pen

Description:

* Remove from favorites

UTFD7ooa b FfATERSREHD X!

o [BAK] -T7TURTRI MYy IZEETEIH. BIEHELET,

o [BRICADIZENM] -T7ATLDNBRICAD THL, BATREL, AT TBRICADDEHICHE>TWVS
BEIF FTTVERETAI by TESTUCADIZEML £,

o [BRUCADDSHIR] - 7A TLBERICAD T, BETIEEL. ARTTERUCANDDBHICHE>TWVWSE
Bld. TIVERBE TR by T2 BRUANDDSHIBRLF T,
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o [BED] - BEBNTERFDETONLTRAI by TDHE. TR My T2BEFHLET,

S

HERFE7MAVEIV VI L TRERYIRERRLET, IRTOTIU. TR MY AFTVEERL THE
HLET:

BREAZ2—E Web IS5 UK —ZBL TR MTICT VLR T BHEICOAERTI XTI,

ale]

Joe Bloggs

Account Settings

About

Log off

BEXZa—ICI3ROA T a>hiHhET:

e [FHAUYMRE] -RER—TEEZTET,
o [N=UaviER] -7V —oaVICETAERERTLETD,
e [OF#47] -Web #5047 LF7,
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TAHAIY SEE

1

HOME

Settings i —
ACCount
About
Log off
Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

UTDA T areERATERSREHDET!
B, e nicty arzBRELEY,
T, MEDIRTOEY > av=L. OJFTLET,

Citrix Workspace 7 71U D7 U5« e TDRX T7%ZO—AHILD Citrix Workspace 7 7VICEBMT 37 710
LA >O—-RFLETD,

Citrix Workspace 7 7U &8, O—HJLIC1 > X k—)L&niz Citrix Workspace 7 7 U #RBT 3 R—J%
MEEdT, ChicL>Ta—H—hrO—AIic1 >R h=)LEnf Citrix Workspace 77U ER LU Y —XD
e Web 7504 —TOUY —R0OBEEEIDBEXBZ I HTIXT,

aJ#*7

A4 7330 REAZa—ZRE, [AVF 7] 20V vIL&ET. CNUCEDANTHEATFTINET,
DY —=RSEFALTVBEEIF. BRICIEE TROVWTIODTONET !

¢« UY—RZHETT 3,
s VY —=XD Y3
o VY —REEHLIEFICT B,
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StoreFront SDK

April 17, 2024

Citrix StoreFront ix. %< @ Microsoft Windows PowerShell o/N\—> 3> 2.0 EYa—)LZ~R—X & L1 SDK
ERELTVWET, 2D SDKIZ&LD. StoreFront MMC Y Y —JILERILZ X7 THELS. AV —=ILEIFTIE
RITTEIHRVWRXIDHEITTEET,

F:

PowerShell SDK (& PowerShell 6 g & Bt hH D £ Ao

SDKIZDWTlId. StoreFront SDKZHBRL T T L,

SDK o fER

CDSDK . T %4 StoreFront AV R—RV b EA VA =L LUVBRTZEEIC. TV M=l
—RICEDBEFNICT YA =ILENT=%< D PowerShell 2+v 71 > TEBEINTULWE T,

ARYRLY MIT7OERLTRITTRICIE:
1. B8E¥r LT PowerShell v > RS> 70> 7 k715 Windows PowerShell ISE #i2&1 L £ 3,

StoreFront 4t —N\N—OO—HILDBEBETIL—TDXAYN—%FE>T. YT FLIERIV T +2RTT3
MEHHD XY,

2. XV Z7FRNTSDKOT Y RL Y b&ERT 3IICIE. PowerShell 217R) S —%2BETINERHD 7,
PowerShell 217 RV —icD2WTEH L < IE. Microsoft HO RFa XY FEBBLTLET L,

3. Windows PowerShell 1>V —JL T Add-Module 7> K%ZFE->T. BREBHREY 2—JL% PowerShell
BRIBICEBIMLE T, L zIE "DESICANAOLET:

Import-Module Citrix.StoreFront
IARTOIIVRLY A YR—FFTBICIE ROELSICAALET:

Get-Module -ListAvailable | Where-Object { $_.Name.Startswith("
Citrix.StoreFront")} | Import-Module

AIYVR=IDRETITBRL FEAXVRLY MEZDANILTIZTIERATEET,

SDK &N

ROV T M EERT 31213 ROFIEZRTLET:
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1. StoreFrontiZ & T %ProgramFiles%)\Citrix\Receiver StoreFront\PowerShellSDK\Examples
TAINA—RIZA VA M=)LEINf. IBED SDKH Y TILD—2%ERITLET,

2. MEDRV VT FDAREIAXEBRZICTERD. YT R0V T rELE2—LT. EBORTABIC
DVWTIBEL £9, 2L <IF. RV T FOETABICOVWTOFHMAEZHBAL TLWBERFZSRL TS
Lo

3. BRI T2 LDRBORIBICIGC THRELEFT, COEHICIF. UTOFIEZETLET:

« PowerShell ISE 7 I3EHDY—ILZ2E>TRIU T ERELE T,

s THZFE-T. BERAFILIEIEETZ/-HODEEZEDHTET,

s REZRIOTYRFZHBRLE T,

StoreFront A¥ > FLyw MMEFL T v I X STRICEDHBITEHENTEET,

Get-Help YV RLy b EFE-T. HEDITY REICKDARBROIHOAT U RL Y FEE
SV -FUll XS X—2—%$EEL £,

5l
pE o
SDK ICHRERPEBENBMINTWVWE A H 270, ORI T hE2IE—LTHOFIT2DTIFE<. &
BINTWVWRFIEZRBICKITIA 2z HEHLET,

15 B

BRBRERBAOIER 2 1) 7+ BE—@ XenDesktop #—/N\—TH#EmIN
7= StoreFront Controller 0 % 2 &4 ERE%Z 1ER L
F S I

JE— 77t 2EBEDER 27k UEIOR2) TR EICHEEL T, BEICY

E-+T7OERZEMLET,
REGEET— bV ADBHBZIVE-—LTIEIBRAO XTUTR: UEIORVY) T EICEBELT. 2—%—
ERK IVRRVIVRAEEDRVWHDIC|RS oD, BT S

RELEBS -tz EBIMLET,

Bl: BRGERDIER

RDFTIE. 12D XenDesktop Controller TR I N-BERERDOIERAZETRLET,

£9. TSDKOBEAN] THATNTWEFIEZEITL TEHENSHD 9, StoreFront BREZE8IKIT ST
TrOERICDOVWTEHBALcFEZ2FE>T. COBEHAREIAITEET,
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pE
SDK ICHERPEENBMINTVWE WD BTcD. CORFaXY DRI UTMMIEIE— L TEED fFHF
ZDTIFHRL. TORFaAXYMTHATNTWLWSFIEEREICEITTR e E2BEOLET,

Z271) 7 +DEME I TlE. StoreFront IC& DERTNBZI XTI U T ORI TRIZERITLTLB MDDV TEREA
LEd. CNZEEITZCT. RIUTFZENICSLTHAREYA X TIBZLIICHBD £T,

e IS—MNBEHEZREL. BEL StoreFront EXa—-ILEAVR—bLET, EDFHFLLUN—-3>0
PowerShell Tidr > R— FOXKEIFHD £ Ao

Param(

[Parameter (Mandatory=Strue)]

[Uri]$HostbaseUr1,

[long]$Siteld = 1,

[ValidateSet("XenDesktop",'"XenApp","AppController","VDIinaBox
ll)]

[string]SFarmtype = "XenDesktop",

[Parameter (Mandatory=Strue)]

[string[]]$FarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers = $false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet("HTTP","HTTPS","SSL")]

[string]lS$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

<!--NeedCopy-->

o 5D $StoreVirtualPath #~\— Xz ¥ L TEEEH & U Citrix Receiver for Web #—E XD {R#8/N X% 8
BLLET. RENSEEICIS DX THB 9. $StoreVirtualPath (& $StorellSpath *FEL T,
L 7=h*> T Powershell Tig. [/Citrix/Store,. T/Citrix/StoreWeb, #7:i& T/Citrix/StoreAuthy o &>
BEIMERINE T,

# Determine the Authentication and Receiver virtual path to use
based of the Store
SauthenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"))Auth"

SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"'))Web"
<!--NeedCopy—-->

« HWEL StoreFront Y —EXDEBMERBICEX THLLVBHZERLEYT (FEEELTVLARWVESR) .
-Confirm:$false (3. BREZEDBZ W TER L ZBBIZOOEREEMICLET,
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# Determine if the deployment already exists
$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -SiteIld $Siteld -
Confirm:sfalse
+
elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
# The deployment exists but it is configured to the desired
hostbhase url
Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."
b
else
{
Write-Error "A deployment has already been created on this
server with a different host base url."
+

<!--NeedCopy—-->

o MILLWRHY—EREFIRESTNIREBNAITHERLET (WNRICRHEY—EIDRBFEELAEVER), 21— —
BUENRT—REFE 1T T 4L b DRI EDEH T,

# Determine if the authentication service at the specified
virtual path exists

$authentication = Get-STFAuthenticationService -VirtualPath
S$authenticationVirtualPath

if(-not Sauthentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
Sauthentication = Add-STFAuthenticationService
$authenticationVirtualPath
+
else
{
Write-Output "An Authentication service already exists at the
specified virtual path and will be used."
+

<!--NeedCopy-->
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« IBEINRE/NZ T, B5 $XenDesktopServers TEZEI - —/N\—H% 3 1 DD XenDesktop
Controller THERINAF LW FTH—EXZERLEY (FLEEELTLEVESR),

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers
$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService S$authentication -FarmName SFarmtype -
FarmType $Farmtype -Servers S$FarmServers -LoadBalance
$LoadbalanceServers °
-Port $Port -SSLRelayPort $SSLRelayPort -TransportType

$TransportType
+
else
{
Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store."
# Get the number of farms configured in the store
$farmCount = (Get-STFStoreFarmConfiguration S$store).Farms.
Count
# Append the farm to the store with a unique name
Add-STFStoreFarm -StoreService $store -FarmName '"Controllers$(
$farmCount + 1)" -FarmType $Farmtype -Servers S$FarmServers
-LoadBalance SLoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType
+

<!--NeedCopy-->

o #8ED IIS {x#8/V X T Citrix Receiver for Web #—EX%BML T. LR THERINIZX 7 TRBEI N
TV =2 avIilT7oERALET,

7
# Determine if the receiver service at the specified virtual path
exists
Sreceiver = Get-STFWebReceiverService -VirtualPath
SreceiverVirtualPath
if(-not Sreceiver)

{

# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store

Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService $store
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else

{

Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."

}

<!--NeedCopy-->

o« ZT7ICX LT XenApp H—E X EHB#HIZL T. & Citrix Receiver #7zi& Citrix Workspace 7 71 &
SATYRRIRBAT IV T —2avIilEGETEE Y,
# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService S$store

if(-not $storePnaSettings.PnaEnabled)
{

# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

}

<!--NeedCopy-->

Bl: VE— b7 O XEEDIER

ROFUILUFIDR ) T EICHEBELT, UE—FT7I7ER0H2REZEMLET,

£9. TSDKDOBEAN] THATNTWEBFIEZERITL TEHENHD 9, StoreFront BEZBEEIKI BTV
ThOERICDOWTHPALIcFiEzeFE>T. COBZHRETAXTEET,

i

SDK ICHRRPEBENEMINTWE LD H 3D, CORFaXY ORI T MilzaE— L TRED T
BZDTIFHL. CORFaXYFTHATN TVBFIBEZEREICETIZ L zH8HDLET,

XO) DR T TlE. StoreFront ICEDERINZI XV T DR TRAZRITL TVWBHMICDWTEREA
LEXYd, cNEEETZET. XU EZENICICTHREIAATEZLSICHBD £,

s IS—MIEBEGEREL. BER StoreFront EXVa—IILEZ1 YV R—FrLET, EDHLLUN-S300
PowerShell Tig1 > R—+rOX%BIZHD £H Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=Strue)]
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 296


https://docs.citrix.com/ja-jp/storefront/2203-ltsr/sdk-overview.html#get-started-with-the-sdk

StoreFront 2203

[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,

[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = S$true

$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

<!--NeedCopy-->

o LBIDY Y FILRI ) T RERUE LT, WET7 7D StoreFront BEEEER L £9. X—XEBEDILR
TN, UE—FT77EADBYR—bTNET,

# Create a simple deployment by 1invoking the SimpleDeployment
example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory "SimpleDeployment.psl"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -

SSLRelayPort $SSLRelayPort -TransportType $TransportType
<!--NeedCopy-->

s VE—RTPIEIDBYR-—bENBLSICEMITIHXBENHZ7D. BREBERTERINY —EXZIRE
L&,

# Determine the Authentication and Receiver sites based on the
Store

S$Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

$authentication = Get-STFAuthenticationService -StoreService
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Sstore
SreceiverForWeb = Get-STFWebReceiverService -StoreService S$Sstore
<!--NeedCopy-->

« Citrix Gateway =B L7 U E— b 72 £ A TR E#% Citrix Receiver for Web #—t£ X £ T. CitrixAG-
Basic#BICL 9. Y R— I TWB 7Ok ILN5 Citrix Receiver for Web o CitrixAGBasic &
KT ExplicitForms sBaE A= BE L £ 9

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
$receiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match "Explicit" -or $_ -match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods
SreceiverMethods

<!--NeedCopy-->

o BEEY —E X T CitrixAGBasic ZBMICLEY. CHhIFUE—FTFIEITRETT,

# Get the CitrixAGBasic authentication method from the protocols
installed.
# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic 1in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
Sauthentication —-Name S$citrixAGBasic

<!--NeedCopy—-->

s ILWUE—RTPIERS—hUzA%. T3>0 Ty MIPT7RLRZIEELTEML, YE—F
TT7IVERTBALTICERLET,

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScalerlOx" -LogonType Domain -
Version Versionl®_0_69_4 -GatewayUrl $GatewayUrl '

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUr1ls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object
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if($GatewaySubnetIP)
{

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

}

# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway S$gateway -StoreService $store -
DefaultGateway

<!--NeedCopy—-->

Bl RELEETS— bV IHHB)E- T I EXREDER

ROBFNIURTDR I U TS EICBELT, #7230 — VA VE— 7O/ EIROBHZRAZEML £
ERS

£9. TSDKDEN] THEATNTWLWEIFIEZETLTEBELRHD £, StoreFront BFZB&Iks 23X
TROERICDOWTCEHBAL 7=F%FE>T. COHEHREIAIATEET,

P

SDK ICHRERPEBENEBIMINTWVWER ZEDH B 7D, CORFaXVEDRT) T RG%EIE—LTRED F1F
BDTIFHRL. TORFaAXYMTHATN TULWSFIEERERICRITTR e x288HOLET,

X)) TrDEBE I TlE. StoreFront ICEDERTINZIRI ) T EOBETHAEZRITL TVBHICDWTEHA
LEd, CNEEBETZET. XAZUTREEMICIGLTAREIAIATEBRLSICHDET,

e IS—MNIBEHEZ/EL. BEL StoreFront EXa—-JLEAYR—bLEFT, EDFLLUN—-3>0
PowerShell Tig1 > R—+FOXBEIZHD FH Ao

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=Strue)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
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[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]$GatewayName,
[Parameter (Mandatory=Strue)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=Strue)]
[string[]]1$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=$true)]
[string]$OptimalGatewayName
)
Set-StrictMode -Version 2.0
# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = Strue
$ReportErrorShowInnerException = S$true
# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
<!--NeedCopy—-->

s UE—FTOERERRAIUTFRICHUHL. EXERZEBRL. VE- 77X ZEMLET,

# Create a remote access deployment
$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent
$scriptPath = Join-Path S$scriptDirectory "RemoteAccessDeployment.
pslll
& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers S$FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -
SSLRelayPort S$SSLRelayPort -TransportType $TransportType °
-GatewayUrl $GatewayUrl -GatewayCallbackurl
$GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName $GatewayName
<!--NeedCopy-->

s BENTRERESHT— bV TAZEML. BEEAT -V T 1O—EBINSENZEELE T,

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

<!--NeedCopy—-->

s RERT—bIVIAZFERTBLDICA ST —ERZRNRL. ¥—bU T 12T 7—LD50EFCEID Y
TTERLED,

# Get the Store configured by SimpleDeployment.psl
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Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
# Register the Gateway with the new Store for launch against all
of the farms (currently just one)
$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {
$_.FarmName }

)

Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -
StoreService $store -FarmName $farmNames

<!--NeedCopy-->

StoreFronto ~>JI)IL>a—F0 >

April 17, 2024

AR =)LOd

StoreFront @1 VA b= LB T >4 Y X b= LBFIC. 1 VX b—F—IZ& D C:\Windows\Temp\Storefront |2
UFoOd 7 71 ILBMERSNE T, ChooOd 7 70ILICiE. ERTTOAYR—R > b HEETRI 7 71IILE
PMFFENET,

« Citrix-DeliveryServicesRoleManager-*.log: StoreFront 01 > 25071 74 > X b= LEBFICIER S
n¥xd,

« Citrix-DeliveryServicesSetupConsole-*.log: StoreFront dH AL > b1 YR M—IJLB. 12250 T
A TTPIAVRAM=IE. BLUOHALY T XM= ILEHCER I NE T,

« CitrixMsi-CitrixStoreFront-x64-*.log: StoreFront 01> 4250574 71V Ab—JLB HAL Vb1
Ab—IE AR50 T74TTIAVAM—IE. LUV ALY TV M—LEICER TN E T,

IR ~OY

StoreFront ORI Y —E X, X~ 7. & & Receiver for Web 1 kD1 R k& Windows 1 R> rO4
ICEZAFNFET, ERINTcARY ME StoreFront o7 U r—oa>OJiIcEEAENEd, COATZR
TR ARYIE2—7T [7FVTr—> 3> e—E2x0O%] > [Citrix Delivery Services] 7%
[(Windows O] > [77U4sr—>3>] QIBISERLET, B—IARY MIHLTEALAOIIY NUHREHES
RENBVELSICTBICIE BHEY—E R, R 7. KU Receiver for Web 4 r bR 7 71 /L E#REL TO
JHREEERLET,

1. 8BiEH —E R R b 7. F7id Receiver for Web 1 k@ web.config 7 7 1 L2 FF A I F 1
A—THIFET, Cho0T7 71 ILIEE. £h2h Clinetpub\wwwroot\Citrix\Authentication.
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C:\inetpub\wwwroot\Citrix\storename. C:\inetpub\wwwroot\Citrix\storenameWeb\ 7 + L& —
D Ed, T, storename lZX 7 DERBFICIEE L-RRITS,

2. 771IILHATROEBRZRELEF T,
<logger duplicateInterval="00:01:00"duplicateLimit="10">
StoreFront ®F 7 4 /L b Tld. EETZO0T )OEN 1 9H70 10 ETICHRINE T,

3. duplicatelnterval BDEAXEEL T, BRI Y b OEEHEEZEME. 9. W TREL £7,. duplicate-
Limit B40fEZZEL T, EELILERPBRNICERINZERI VNV ORERELE T, COHEEBR
ZLOUMABHEITINE T,

OJRBARITINDZ L, BELLBEZBAZ2EEOJIY FUHMREITSN, ThzRIESXvE—UHERIN
9, BERPAAIEB I 2. OVRBHBEERIN. ENZRIBERAvE—CHERINE T,

Powershell * EEJ>YV—)LoOs

PowerShell #7ZEBIO> Y —IILEZN L TITbNEEBROZEOOS/HC:\Program Files\Citrix\
Receiver StoreFront\Admin\logsilstEen£zd, CoOJ 7 7 1ILOZEIE. RFSnfaTVR
IR, WR, BLURTIBFZHB T 5D OBRTERINET,

ZoYy

FTI7AILETIE ZMOJIEIS—DHFERB]LET, PL—XOJEFHMICTRICIE. O—HILEESE
VEEADBZT7HU > bEFERL T, Windows PowerShell #2881 L. RDNSAX—4—%iEEL-OT Y
RSet-STFDiagnosticszEALET:

e Al 735713 IRTDA YV REVRABE LUV —EXTHL—REFHTIBELRH I ERLTVWETD,

+ -TraceLevel, tL —X DAL NILAMEWVIBEICRDEN-TraceLevel ICEFRIIhTWLWE 9 : Off. Error.
Warning. Info. Verbose, kD7 —2h4EmEn3 . kL —I& StoreFront /X7 +—< > X
BARTERSZ ZTEMENHD £ Info LRJLF 1L Verbose LRILOERIGF. S TN a—Fa >
TEESINBEZRVTISEID L EEA.

FF 3 DINTA—F—:

+ -FileSizeKb, FL—ZX7 7LD X (KB),

+ -FileCount, ¥+ X7 L TEBICFEETER L—X T 71 LDE,

+ -confirm:$False, Windows 70> 7 bh&RRIhAWVWK SICL T, EE StoreFront A< > KL v
ZRITTEIBLSICLET,

L= Aikc:\Program Files\Citrix\Receiver StoreFront\admin\traceiZi
bNEY
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|£ ¥ | trace
“ Home Share View
“- v » ThisPC » Local Disk (C:) » Program Files » Citrix » Receiver StoreFront » Admin » trace
I Desktop * A Name Date modified Type Size
¥ Downloads o | AGServices000:svlog 15/10/201815:37  SVCLOG File 4KB
5| Documents o |_| ConfigurationReplication000.svclog 16/10/2018 0&:32 SVCLOG File 0 KB
= Pictures o || CredentialWallet000.svclog 16/10/2018 SVCLOG File 0 KB
StoreWeb _‘ DomainServices000.svclog 16/10/2018 SVCLOG File ) KB
| PeerNameResolutionServiceD00.svelog SVCLOG File 0 KB
£ This PC | ReadMe 12/10, Text Document 1KB
[ Desktop | Roaming000.svclog SVCLOG File 295 KB
|=] Documents || ServiceMonitor000.svclog 16/10/2018 SVCLOG File 0 KB
& Downloads "] Store000.svclog 17/10/2018 SVCLOG File ) KB
D Music ] Store2Auth000.svclog 16/10/2018 08:32 SVCLOG File 0 KB
S | Store2Web000.svclog 17/10/2018 SVCLOG File 0 KB
= Pictures
) | Store2000.svclog 17/10/2018 SVCLOG File D KB
EVIdEDS i o N
|| StoreAuth000.svclog 6/10/2018 SVCLOG File D KB
“ie Local Disk (C:) = R _ ——
|| StoreWeb000.svclog 1 SVCLOG File 79 KB
inetpub | ] SubscriptionStored00.svclog 16/10/2018 08:32 SVCLOG File 0 KB
Logs
PerfLogs

Program Files

51

TN T DI=DIC. TRTDOT/NA XTVerbose LRNILD L —XEGEICTBICIE:

Set-STFDiagnostics -All -TracelLevel '"Verbose" -confirm:$False
<!--NeedCopy-->

IARTOY—ERXTVerbose LRILD FL—REEHICLT. FL—XLANILET T AL MEREICRTICIX:

Set-STFDiagnostics -All -TracelLevel "Error" -confirm:$False
<!--NeedCopy-->

Set-STFDiagnostics A< > KL w MMZDWTEL < Id. StoreFront PowerShell SDKO RF a2 X> cE2BBLT
<TET L

Launch.ica 7 7 r)Loos

A—HY =7 FUERIETRAI by 72T 5 . StoreFront #* launchiica t WS 771 ILEERBLET,
D7 71 I)id. Workspace 77 UBFHABM T 7TURTRY by INQEGHEEZRDZDICERAINET,
BRICE>TIE. COT7IILIIXEVICRESN. BEE7IEITIRVARELRHD £Y, BEIZS— %27
3IZiE. launch.ica DRBERRTZONRICIBET,

launch.ica 7 71 Lo OJERZEMNCT BICIE. ROFIEERTLET:

1L LYZRAMIIT 42— %2FRLTRDODLPR M) F—28RBLET:!
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2y > xF L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine
\Configuration\Advanced\Modules\Logging

64w k> X5 L HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\Logging

2. RDO2DODOXFHF—EZRELFT:
+ LogFile= TOMJ 7 71 ILADINR]
+ LoglICAFile=true
B
LogFile=C:\ica\ica. log
LogICAFile=true
<!--NeedCopy-->
7
oINS a—FT1 > JBHUINTIRIETICA 7 7ML ERAT3ZEICDWVWTEL <& CTX200126% %
BLTLIETW,

Y—RN—=FT s ERICDVWTDB

February 22,2024

StoreFront iZId. U TFORBTSA Y RADBENI BT —RN—FT VT FIT7HEENTVSHEENHLD
DExd, CO—EBIF. —BOERERAOT—RFN—FT VIO T7Z2FERLTERTNTVET, CO—EIIFH
MDON—Ja VIR L TEESNBZ A HDET, CO—EBIX MRROF X BRESTNZ3HDTHO. BRESIC
EDHFBRTINBREICSVWT. CITRX B LU Z0RRMEEIL. —BEXIF—BOERYSD LLIFR2EICOVT,
HBEIZWEI—BDOFEREIIRBICE > TELZERICOWVWT., BATRERIEERZRAH Y., ESLEZOMUVH R ZREE
FREERAEDLEERICHET2HDTIEHD EFHEA. CO—BEZFRAFIFEH TSI LICED. BEKIE. LWHE
BHBEICHEVTH, —BEOFRAIIFMRABICE > TEL 35 HIEN. BIEN. £EOHINIEE. H$30IEZ0
DIBEICDOWVWT. CITRXAEFRZEDARVWLICARTZ BN LET,

Castle Windsor 3.3.0

Copyright 2004-2013 Castle Project - http://www.castleproject.org/

Apache License. Version2.0ic&35112> X

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304


https://support.citrix.com/article/CTX200126
http://www.castleproject.org/

StoreFront 2203

Microsoft Unity Application Block (Unity) 2.1

Copyright © 2011 Microsoft Corporation.

Microsoft Public License (MS-PL) i2& % 5t > Xhttps://msdn.microsoft.com/en-us/library/hh237
493.aspx

Microsoft Patterns & Practices: Prism 2.2

Copyright © 2010 Microsoft Corporation.

Microsoft Public License (MS-PL) I2& % 5+ > Xhttp://compositewpf.codeplex.com/releases/view/
46046

Microsoft & Practices: Common Service Locator 1.0
Copyright © Microsoft Corporation.

Microsoft Public License (MS-PL) ic&351t> X
Microsoft .Net Reference Source

Copyright © Microsoft Corporation. MIT 51> RIZ&3511EV R

Y3r—TREHV)—2Z1.9.4

Copyright © Microsoft Corporation.

Microsoft Public License (MS-PL) &% 5t > Xhttp://managedesent.codeplex.com/license
jQuery Ul -v1.10.4 - 2014-03-12

http://jqueryui.com/

Copyright 2014 jQuery Foundation and other contributors; Licensed MIT

jQuery JavaScript Library v1.12.4

http://jquery.com/
Sizzle.js #&¥

http://sizzlejs.com/
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Copyright jQuery Foundation and other contributors
MIT >S4 E>RICEBZFT1EVR
http://jquery.org/license

Bft: 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 http://jscrollpane.kelvinluck.com/
Copyright (c) 2010 Kelvin Luck

MIT LU GPLZMEYRDTFa7ILF1EY R,

jquery.contextmenu.js

jQuery Plugin for Context Menus
http://www.JavascriptToolbox.com/lib/contextmenu
Copyright (c) 2008 Matt Kruse (javascripttoolbox.com)

MITHLUGPLZ 1> RDT7TaT7ILZ1EV R,

jQuery plugin for Hammer.JS - v1.0.0 - 2014-01-02
http://eightmedia.github.com/hammer.js

Copyright (c) 2014 Jorik Tangelder j.tangelder@gmail.com;
MIT 12> RZEKBZT1EVR

jQuery MouseWheel

Copyright (c) 2011 Brandon Aaron (http://brandonaaron.net)
MIT St > X (LICENSEtxt) &35 1tE> X,

WPF Toolkit 3.5

WPF Toolkit (http://wpf.codeplex.com/) Copyright (c) 2006-2014 Microsoft

MS-PL 5t > Zhttp://wpf.codeplex.com/license
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Extended WPF Toolkit 3.0

Copyright (C) 2007-2013 Xceed Software Inc.

Zn7Og 3 Ll http://wpftoolkit.codeplex.com/license T AR I L TWLW 3 Microsoft Public License
(Ms-PL) O&HICESWTREINE S,

BMO#EE. J> O—)L. BAEARFOT7 v > aFIIHR—MZDWTIE. Plus Edition (http://xceed.com/
wpf_toolkit) #ERLTLETW

BHiER: Twitter T @datagrid # 7 #0—19 % hhttp://facebook.com/datagridstuynial LTI L
WiX Toolset

Copyright (c) Outercurve Foundation. Common Public License Version 1.0.

CLR Security

Copyright (c) Microsoft Corporation. Microsoft Limited Permissive License (MS-LPL)

Stack Exchange Redis 1.1
StackExchange.Redis.StrongName 1.1 https://stackexchange.github.io/StackExchange.Redis Copy-
right (c) 2014 Stack Exchange

MITSAtE>RELB51E2R

Newtonsoft JSON 9.0

Copyright (c) 2007 James Newton-King

MIT S1E>RICLBTIEV R,

jQuery JavaScript Library v3.7.1

https://jquery.com/

Copyright OpenJS Foundation and other contributors
MIT St RNZKBF1EVR
https://jquery.org/license

Bft: 2023-08-28T13:37Z
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jQuery Ul -v1.13.2 -2022 -07-14

http://jqueryui.com

Copyright jQuery Foundation and other contributors; Licensed MIT
Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS - v2.0.8 - 2016-04-23

http://hammerjs.github.io/

Copyright (c) 2016 Jorik Tangelder;

MITS1E>RICEBZ TR

VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 Julian Shapiro.

MITSA 2> RCEBS1EVR s LKIE. 7O ML= D1 EYRT 71N ESRLTIIZEL,
slick.js - 1.8.0

MIT S>> (MIT)

Copyright (c) 2013-2016

jQuery Ul Touch Punch 0.2.3

Copyright 2011-2014, Dave Furfero

MIT LT GPLN—=23 > 230> RADT7aT7ILF1E> R,

I8: sB>1tE2X

MIT>rt>X

Permission is hereby granted, free of charge, to any person obtaining a

copy
of this software and associated documentation files (the "Software"),
to deal
in the Software without restriction, including without limitation the
rights
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to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell

copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be -included
in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY

)

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN

THE SOFTWARE.

<!--NeedCopy-->

Apache License. Version 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an 1individual or Legal Entity
exercising permissions granted by this License.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 309



StoreFront 2203

"Source" form shall mean the preferred form for making modifications

)
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, +including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether 1in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object

form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications

represent, as a whole, an original work of authorship. For the

purposes

of this License, Derivative Works shall not include works that
remain

separable from, or merely link (or bind by name) to the interfaces
of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for 1inclusion in the Work by the copyright
owner

or by an individual or Legal Entity authorized to submit on behalf
of

the copyright owner. For the purposes of this definition, "submitted
n

means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to

communication on electronic mailing lists, source code control
systems,

and issue tracking systems that are managed by, or on behalf of, the

Licensor for the purpose of discussing and improving the Work, but

excluding communication that 1is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution.
n

"Contributor" shall mean Licensor and any 1individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
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worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derdivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made

)
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (dincluding a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution dincorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4., Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of -its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
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that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing

the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this

License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even 1if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derdivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
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of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
<!--NeedCopy-->

Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license,
do not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and *
distribution” have the

same meaning here as under U.S. copyright law.

A  “contribution” s the original software, or any additions or
changes to the software.

A “contributor” 1is any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’ s patent claims that read
directly on 1its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including
the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free
copyright license to reproduce its contribution, prepare derivative
works of dits contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under
its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software

or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are 1infringed by the software, your patent license
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from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy
of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using 1it.
The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your Tlocal

laws which this license cannot change. To the extent permitted
under your local laws, the contributors exclude the implied
warranties of merchantability, fitness for a particular purpose and
non-infringement.
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