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https://docs.citrix.com/ja-jp/session-recording/service/configure/policies/event-response-policies#create-a-custom-event-response-policy
https://docs.citrix.com/ja-jp/session-recording/service/management-dashboard
https://docs.citrix.com/ja-jp/session-recording/service/activity-feed
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https://docs.citrix.com/ja-jp/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription.html
https://docs.citrix.com/ja-jp/session-recording/service/configure/policies/event-response-policies
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Downloads

Server connection guide X

Step 1: Download the Session Recording cloud client to the target server

Coomiend )

Step 2: Install the Session Recording cloud client on the target server

Launch the cloud client msi file and provide your Citrix Cloud credentials.
Installation Guide

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session Recording
service. Click Refresh to update the list of connected servers. It might take a few minutes for your servers to be
detected,

I ®

3. RO&S5HITY REMEALT. Session Recording V5o RISA 7o b EA VA M—)LLET:

1 msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud
customer ID>" CLIENTID="<secure client ID>" CLIENTSECRET='"<
secure client secret>" CUSTOMDOMAIN="<a custom domain name
of the Session Recording server>" PROXYMODE="<set the value

to 1 or 2>" PROXYSERVER="<http://proxy.example.com:
proxy_port_number>" PROXYSCRIPT="<script address>"
PROXYBYPASS="<entries separated by semicolons (;)>" /1lxv "<
log path>" /qgn+

2 <!--NeedCopy-->
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server

v SOFTWARE ~
7-Zip
Business Objects
v Citrix
Citrix Desktop Delivery Controller
InstallAgent
Metalnstall
v SmartAuditor
Server

XenDesktop
XenTools
XenToolsInstaller
XenToolsNetSettings

Classes

Clients

DefaultUserEnvironment

dotnet

GitForWindows

Google

Intel

JavaSoft

JreMetrics

Microsoft

MorzillaPlugins

ODBC

OpenSSH

Partner

Policies

Python

Qualys

RegisteredApplications

Setup

Name

ab| DatabaseFailoverPartner
2b|DatabaseName

1| DeferredHashCalcFileSizeThreshold
$|DormantTimelnHours
#4|EnableAnalytics

£ EnableAzureSQLService

EnableRecordingActionLogging

EnableSRStorageLogging

4 EnableWebBasedSrPlayer

3] LinkEmail

ab)LinkExpire

2b)LinkHost

ab)LinkSalt

#4)LoggingBlockState
ab]LoggingDatabaseFailoverPartner
b LoggingDatabaseName

4 LoggingLoggingState

3 MaxOpenFiles

3| MaxRolloverFileSizelnMB
PlaybackProtection
4|PlayerUserRBACEnabledKey

ab) PolicyFilePath
$i%|PolicyFileRefreshPeriodInSeconds
1 RoleBasedSecurityEnabled
RolloverFileSizelnMB
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243 SkipReceiverVersionCheck
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WebPlayerDisableAllRecording

WebSocketServerVersion
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REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ

Data

CitrixSessionRecording2
0x00200000 (2097152)
0x00000030 (48)
0x00000001 (1)
0x00000000 (0)
0x00000001 (1)
0x00000001 (1)
0x00000001 (1)

1728000000000
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CitrixSessionRecordingLogging
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0x00002710 (10000)
0x0000012c (300)

0x00000001 (1)

0x00000000 (0)

C:\Program Files\Citrix\SessionRecording\Server\A...
0x0000012c (300)

0x00000001 (1)

0x00000032 (50)

0x0000000c (12)

0x00000001 (1)

10.108.92.40

0x00000000 (0)

20

WaEID/N— 3 > 5 Session Recording 2103 LUIBEIC T w I L—RA >R b=ILF 3. Web TS5 TH# -4
Python R—=Z2dWeb X b U—3>5H—EX (N=U 3> 1.0) ICEHEINET, ISTRIrIhTWS Web X
MU= JH—ERICEST 3ICIE. <Session Recording Server installation path>\
Bin\SsRecUtils.exe -enablestreamingserviced~v> RuaE{TL£T,

Btz Session Recording #F —/N\—D ¥ 57 R ADEH:

May 22,2024

1912 LTSR. 2203. #7:=l3ZNLUPEDER T Session Recording #—/\—% Session Recording #— £ X 2%

BTEEY,

BHRT38Y—N—TCUTOFIBICEDHEIC. Session Recording 4 —N—0EGHICETIET A2 B S

(AN
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CIlIIX

*:
2023 £ 7 A& D. Microsoft & Azure Active Directory (Azure AD) ®&#i% Microsoft Entra ID I2ZF

BLELR, CORFaX>bTIdE Azure Active Directory. Azure AD. F7z13 AAD ANDERIF TR T,
Microsoft Entra ID # B9 3 & ICHD £,

FI&E

BE7Z D Session Recording #—/\—% Session Recording #—E RIZIEH T 3 ICiE. H—N—TROFIE%R RIT
LET:

1. 95O RISATYIDON=2a VICEDVWTEER—FEHFAILET,

c UIURISATYRDON—23 7.40.13020.11 IEZFERL TVWBRHEIE. EER— 443 0H
ZFEILE Y,

e N—=2327.40.13020.11 £ DHEDISTRISAT7Y bFEALTVWESEIR. EER— 80,
443, 8088. & T9090~9094 =FFAIL £

2. Session Recording 73 o R SA47> b EADYO-RLTAYZX—=JLL£J, Session Recording
IIIRISATYRDA YR =IHRT TR, 2—4' v b —/\—I% Session Recording #—E X
BHETNEY,

E:
VORI ZATVFDORITREZHEFTIEZ3T—EVIE V59 RISATVFON—2 T3>
7.38.10030.16 LIBETHERATEE 9. T—EVIF. V5TV RIIAT7Y MO EELREEZ LIIBRICH
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BHICBEL X9

a) CitrixCloud icrr>r> L %9,

b) £EDX=a2—T. [¥1H—EX] > [DaaS] #&RL T,

c) [&1] »5 [Session Recording] %i®EIRL £,

d) Session Recording #—EZXDERIFES—> 3> T [HBR] > [F—N—8BE] 2#RLET,

e) [f—N—#GH+1 Rl XR=IT [4Y>O0-KR] 20Uy I LET,

M e
Downloads
Server connection guide X
The following steps gh Recording sarver to the Session

Recording service.

Step 1: Download the Session Recording cloud client to the target server

Step 2:Install the Session Recording cloud client on the target server

te a command and then use the command to install

Generat

Guide.
Generate command

Step 3: Refresh

‘Adter the Session Recording cloud client completes installation. the target server is connected to the Session Recording

s
service. Click Refreshto update the list of connected servers. It mght take a few minutes for your servers to be
detected

B bk

o Azure AD J)L—T7ZBLTEBMSNILEEE L. V5V RISAITU MY —ILD [T
RYRDEM] REVZFERTEEE A

o [AyrO—FR] RE>e [ATYYFOER] K2 VIiCid. Session Recording #—E 2 ®
[£5C2%] R=2T [BRAOHIT] 20y I LTHTIERTEEY:

Configure Session Recording X

Connect to Session Recording servers
© senercomecion

“The following steps walk
the Session Recording service

@ Recording polic tep 1: D¢

Step 2: Install the Session Recording cloud client on the target serv
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f) 259K 547 > k% Session Recording f—N—IZA VX b—=JLL&E T, ThETSICIE. LET
KA YO—RLEISORISATORDO.MSI 771 IILOBFAHSERBE LTIY Y RERITLE
RS
ARV REZFHTAATED. [P—N—EHZEAC ] R=J0 [AYVFOER] 22Uy oLTaX
VREERLET.

Downloads

Server connection guide X

‘The follawing steps walk you through the procedure of connecting a Session Recording server 1o the Session
Recording service.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server
Generste a command and then use the command ta install the cloud client. For more information, see the Installation

Step 3: Refresh

After the Session Recording cloud client complates installation, the target se
service. Click Refresh to update the list of connected servers. It might take a
detected

[AX Y ROEM] R—TT. BEICEAZL. BEICISCTEREANALEFT, 20%. [ATYRDE
Bl RE2>%o)yoLET,

Downloads

Generate command

Togenerate a command, answer the fellowing.

Has certificate binding been addsd?

@Yes ONo

Wihat does the certificate specify?
O Local FODN @ Custom domain

© Tohave your properly.edit before
installing For
here.

Are you using a proxy setup?
O s

8 Ensble verbose logging

Logpath

CAProgram Files\Citrix| SessionRecording ]
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Session Recording #f—E X

Generate command

@ ke

m the location of the.msi fils.

®

[V ROER] RE2>%H IV LB TRZEEZZELED. JIOBHRENADLED TR EHS
NEOATY RIFZFNICICTEEMNICEHINE S, [AXY ROER] RE2ViE. —EY1>7U ML
T CitrixCloud ICBEY1>1 >332, BOEBRAIREICAD X,

ORVRIERDESICHEDET:

msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud
customer ID>" CLIENTID="<secure client ID>" CLIENTSECRET="<
secure client secret>" CUSTOMDOMAIN="<a custom domain name
of the Session Recording server>" PROXYMODE='"<set the value
to 1 or 2>" PROXYSERVER="<http://proxy.example.com:
proxy_port_number>" PROXYSCRIPT="<script address>"
PROXYBYPASS="<entries separated by semicolons (;)>" /lxv "<
log path>" /qgn+

<!--NeedCopy-->

LEHOEKIIRDEEDTT:

+ SRCloudClientService.msi (3. Citrix Cloud & ®i@fs% aJ#IC 9 % Session Recording ¥
SURISATY AV A M—ILLET, 9 3E Session Recording #—/X—(Z.msi 7
FrIEAdorO—-FFEIFOE-LET,

A

757 RYS4 7> F—E X (CitrixSsRecCloudClientService) % {Z1k L 7z #. Session
Recording #t — N —0REHD [F 750 V] KELSAHAVIEHHBDEFT, #L<
l&. TSession Recording #—/\—D#mk1 Z8BL T ZIL,

Citrix I&. #> 7L = Z2® Session Recording 4 —N\—IZA YR —=/LETNTVWB IS
ROSATURDSFL—XZNEL. TEDML—RZFRALTLS TN a—TFT120%
TVWET,

+ CUSTOMERID (3#478/85 X—%2—T7F, Citrix Cloud g% ID i&. Citrix Cloud 2>V —JL
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OHELEBICRREINET, (EFaT70531T7> R 27 (IDBLUVTUEREE] > [API 72
TX] > [EFaTFIZ4T7 VR IKHBRRINET, fle LT LFORIU—>2 3y bz
BLTLSETWL:

=  citnix £ e o v

« ldentity and Access Management

Authentication ~ Administrators APl Access Domains ~ Recovery
Secure Clients. Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs.

Touse a secure client in a silent Cloud Connector install or to access Citrix Cloud APls, use 20k9h8n3pizo as the customer ID parameter

Create Client

Name

Named D Created By Creation Date Last Used Date Actions
4:20:13 PM Mar 2, 2022 o]
2:02:39 PM Mar 7, 2022 5:10:29 PM Mar 7,2022 @
4:22:24 PM Feb 8, 2022 1:35:13 PM Mar 30, 2022 o]

o CLIENTID ZZBENFRXA—2—TY, €EFa7I35347>YIDIE €Fa70517> FDOER
BrCEEIMICER INZABA—EH5F (UUID: Universally Unique Identifier) ©9, &+
272547 bix Citrix Cloud APl t @EICERL £,

o CLIENTSECRET (37BN SX—=F—T9, €FaF7 o347 b—=OLy ME 9507
FOERERRIC 1 BT RIRSNE T, EFaT7 05172 bAMER TS, [4U>O0—-R] %
VI LT EFa7053472o0bDeEFaT7oS5A4T7 V=0 Ly bOEEET T
ICRELEY,

Secure Clients are used to interac! with Citrix Cloud APls. Leam mare aboul the APls.

Touseasecy % Dparameter

Named D @ Last Used Date

6:57.19 PM Jan 5, 2022
ID and Secret have been created successfully s

210:22PM Jan 19, 2022

+ CUSTOMDOMAIN {34 7> 3 > D/IXFX—2—TF, Z1d. Session Recording #—/\—n*
HTTPS ZRICERAT 3. SSLEEFREDNA Y RZEBMLAENZIZ LR AV EZIBELE T, 15
ELABWEE. 773 ETREBM R XMV EMERINE T,
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E:
ISIRISAT Y RON— 3> 7.37.9010.3 LUBEIL. Session Recording #—/\—o
O—AJLEREICHKTFE §. CUSTOMDOMAIN X5 X—4%—%HR— L EEA.

o NRBLRXAAVEZEBICHEES B IC1F. Session Recording /SO R SA 7> b1
ZAF—ITBEISROVWTND DA EEZFERLET:

HEL ()

i. Session Recording #—N\—% A Y X r—JLLFIYI VT LZRMIIT2—%RTF
ED

ii. ROLSZ M) F—%#BELET:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
\MSV1_0

iii. MSV1_0 252U v LT, EHEITXFIEZERL 7,
iv. iEDZai%* BackConnectionHostNames (C3EL. EOT—RICHRZLRXAVE%
ELEER
A
ARBZLREXAVZIFRIDITICAALTLIZT W,

BackConnectionHostNames L > X + U {E»'%%E REG_DWORD ¥ L THE#EY
35a. HIbRL TEHRITXFIEZBIERL X7,

V. LYZMUIT4E—%BTLET,

Vi. YU UZzBEE LTS,

7k 2:
A
COFETIE BEN—TNYIF Ty IDNENIBBD. EFa )T DREMHIEL
BOET,

i. Session Recording f—N\—%A YA b—JLLFEII VT, LIRAMIITr2—%2HTF
ED

ii. ROLSRb)F—%BRELFET:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

ii. LsazgoJwvo L. DWORD fE%=1Em L £9,

iv. {En&Zei% DisableLoopbackCheck IC3REL. EDT—42% LICRELX T,

V. LYZMUITF42—%ETLET,

Vie IO UEBRHLTLIEIW,
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PROXYMODE (34 7> 3> DN X—42—T7F, fE%Z 1 £7I13 2 ICHE L T. Session
Recording 4t —EXDOFEF I3BBO TOF P RELZENTNEMILE T, NTX—4—%
BELAVWE, TIAIMEFOICAD XY, CHud. TOFIHEMICHE->TVWB I ZEBKL
£9

PROXYSERVER (34 7> 3> DNNFX—4—T7, 7=7=L. PROXYMODE %= 1 |Z527E L 735
Bld. CONSRX—2—HRABICEDET, TOFSH—N—FELRIFIPTRLIBLVIOF
SR—bEEZEELE Y, Bl http://proxy.example.com:proxy_port_number,
PROXYSCRIPT (374 7> 3> DNFXA—R2 =T, TAF RV VT T RLAZIBEL £7.61:
https://node-cluster143516-swg.ibosscloud.com/95rc2MBacUpwBGlI/v2/proxy.pac.
NSA=Z—FIELBVE, 7OFSOBEEBREDNEICHED £,

PROXYBYPASS (34 7> a>DNFX—H2—TF, EELILIVMUTHES. 200> ()
TXYLGNET RLRAZBEWT, 7OF> 9 —N—Z2FEALET,

[V IEA TS 3o DINTA—E—TF, CHICEDFHAE—RTOIIRBEINET,

[qn+ IZHBNSZA—F2—TF, hdk. RBEICA—HY—TOV T E2RFIZB VALYV LIV
F—ILZziEELE Y,

Session Recording 7 SO RO SA 7Y bDA YR M=ILHRTTEHL. 2= v bH—N—IF
Session Recording H—E RIS SN E T, [H—N—FE] R—20 [FHf] 2oV v o LT, &
MEINTUVWBIY—N—D—BZFHLET, T—N—DPRHEINZ X TIZHD DD IBELHBD £,

i v
lemium 5 O [hs
~ Monitor Downloads

Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.
+ createsite (¥ Refresh

> W2K16ST-DKV2QD5 (Empty) 0 server, 0 available <z

Isite-1
v Site.1 description 1 server, 1 available V4
SERVER Server version Cloud client version
test server 22.6.0.0 7.35.25251.5683 O hvaable 8

> testdescriptain (Emply) 0 server, 0 available V

> Site-4 3 servers, 0 available 174

> Fat1912 1 server, 1 available V4

W2K16ST-UKISDOE (Empty)

> o 0 server, 0 available V4

> WEEKLYSERVER2 1 server, 0 available V4

> Site-2 1 server, 1 available 4 @

TESTSERVER:

H—N—EE

BHOY A FETH—N—DBEFZHHI S IC&D. Session Recording #—N\—%ZEBETEFEJ, 1 hIC
l&. @A Session Recording 7— 4 ~X—XIZi&#i 9 188D Session Recording 4 —N—%&H3 e TEF
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ED

Session Recording #—/\—% Session Recording # —E X IZ###i 9 % & #—/\—IdF L Session Recording
T—AR—RICEHINTUVER YA MIEBNICIIL—THEINET, TOLS BT A FHARVESE, F—N—DY
1 RBEERICAED, T FBRET—N—DBRNIHRD £,

H—N—BETIE. ROBEERITTETEY:

s NRELOEFEHPEFERLTY A FEERBLUHBEL F T

o« B bERBELT. ¥ FAD Session Recording H—N—IC7 V2R LFT,

+ Session Recording 4 —N—%ROY A MIRZYI TR ROV ILES, Y—N—ORETFA IV %Y
Uy LT U—N—0DF A b Z2BEITZEHTIEY, REF IV EREAELGT—N—ICOAHRT
IhEd,

o H—N—REEBRLF7, 5L <Ik. TSession Recording #—/\—D#Em1 ZBBL TV,

7> RRH 5D Session Recording tH—/\—D—1 > X k=)L

May 22, 2024

Btz Session Recording 4 —N\—% 2 57 RIZEGTEI T, 57 RAD S Session Recording #—/N—%
BEAVRAM-ILTBEIEDHTIET,

Z OHEEIC & DL Citrix Virtual Apps and Desktops @ 1 > X k — 5 — % SessionRecordingAdministra-
tionx64.msi 77 1L ZH4 TV O— REIREBEHEBDET, Ffee RXIVEMOF v IdbThNd7D. &
%81 Session Recording #f—/N\—h4EEL AR < R 3 ATHEM D B 2 RIEEZ AT £ 9

CDEETIE. 757 RAD S Session Recording F—N—%+A4 > b—ILF3 7O %ZIEZE>THAL, &
SICA YR = ILEDRIEDA A X RBIRMLF T,

E:

2023 £ 7 A& D. Microsoft & Azure Active Directory (Azure AD) @ &#i% Microsoft Entra ID (2%
BLEL/M. CORFaX>YTIE Azure Active Directory. Azure AD. %7:1Z AAD ANDERIFTAT,
Microsoft Entra ID ZEMk 93 Z X ICRD 7,

12X M=ILFIE

2579 RAH S Session Recording —/\N—% 1 > X k=)L 3IZId. ¥ > % Session Recording #—E X
EHLTH S, 757 RRANS Session Recording —/IN—% > b—ILL £7, BERIRE:
1l o2z #EBLET,

2. USORISATYRON=2aVICEDOWTEER— b EEFAILE T,
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« USYURUSATYRDON—3> 7.40.13020.11 LUEEFEAL TWVWBIESIF. EER—F 443 0

ZHAILET,
e N—=2327.40.13020.11 £ DHEDISIRISAT7Y bFEALTVLRHEIR. EER— 80,

443, 8088. H&£ U 9090~9094 ZHA L £ 7,

3. Y>viZ SessionRecording V3o RS54 7> b AT YO—RLTA YA M—ILLET,

pE
ISORISATVEFORTREEHRIZTTZT—EVIF VT RISAT7TVRON=D3 Y
7.38.10030.16 IR CTHERTI X9, T—EVIE. ITVRISAT Y WD EEREERE LI-BEICEH

BICBIEL X9,

a) CitrixCloud IcHr>r>L &9,

b) EEDX=a2—T. [¥WrH#—ER] > [DaaS] #&RL £,

c) [E¥] »5 [Session Recording] %##EIRL £3,

d) Session Recording ¥ —EXROEMFES—> 3> T [#R] > [P—N—FBE] 2BERLET,
e) [P—N—8HEH1 K] R—=JT [Fo>O0—KR] #2000y ILET,

Downloads
Server connection guide X

Recording sarver to th Session

The following step: h
Recording service.

Step 1: Download the Session Recording cloud client to the target server

ession Recording cloud client on the target server
For

nd and then use the command toiinstall

P
detected

B> b

o Azure AD J )L — 7= BL TEBMSNILEEREIR. V7V RISATU AR S=ILD [T
JIYRDER] A2V EFERTEEE A

o [Ao>O—R] Ra>e [OTYROER] RE22ICid. Session Recording #—E X d
[&£5C2%] R=2T [BEOKHIT] 22V v I LTHTIELRTEFY !

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Session Recording #f—E X

Downloads

Configure Session Recording X

) Connect to Session Recording servers
Server connection

The following:

ep 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

For more information, seathe.

Instalaton Guide.
Generate comma nd

Step 3: Refresh
Ater the Sess

Iemight take a few

Connected servers

2 Unsliocated servers 10 Servers.
> 20100P1 1 Servers. 0 Available

S smaes

(- =) ®

f) ISUVICOSURISATUREA YR M=ILLET, ThETSICIE. MBI >YO-RLEIS

>
TRISATYEO.MSI 77 AINOBFANSEREL LTIY Y FERITLET,

ARV REFHTANTZH. [HT—N—EHEHT K] R—=J0 [AYVROER] 2oV yoLTaAV
VREERLED,

Downloads
Server connection guide X

“The following step: ough a Session ng server 10 the Session
Recording service.

Step 1: Download the Session Recording cloud client to the target server

o)

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install For

Suide

Step 3: Refresh

After the Session Recording cloud client completes installetion. the target server is connected to the Session Recording

sarvice, Click Rofresh to updata the ist of connected s6rvers. It gt t9ke & few minutes for your servers tabe

detected.

[AT Y FOER] R—I T, BEICEEL. BBICSLTERZAALE Y, 0%k [ATVF0E
W] REVEI )y I LET,
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Generate command

@ Make sure torun the command 83 an sdrminisrator from the location ofthe msifle.

(- ®

[OXYROER] REV%EIU Yo LIETEEEZEELRED., JoBHREANNLIED TR . ERE
NEOATY RIEZNICIGC TEHEMNICERINE T, (AT ROER] REViEF. —BEH1>T7 oML
T CitrixCloud ICBEHY 11 >33, BUOFEBERIREICED T,

pE
ISURISAT Y RON—2 3> 7.37.9010.3 LIBEIE. Session Recording #f—/N\—oO—
HILVEERRE IC#k7EE . CUSTOMDOMAIN /X5 X—42—%HR— kL EE A

HRABZLR XA O Z%BENCHEES E 31215, Session Recording /5o RUSA 7Y a1V K
— LI BRISROVWT IO OFAEEFERLET:
BHE1l (%)

i. YUVT LYPRMIIT2—2HT£J,
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ii. ROLSR M F—%RRLET:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\
MSV1_0

iii. MSV1_ 0262w LT, EHITIXFIEZIERL T,

iv. En&ai% BackConnectionHostNames (CEBEL. DT —RICHAZLRXLVEEEDH
£9,
E
DRABZLRXAVZIEBDITICANALTL TV,

BackConnectionHostNames L > X U {Eh'7&3E REG_DWORD ¥ L THEE Y %15
. HIbR L TEHITXFIEZBIER L £9.

V. LYZRMUIT452—%8TLET,
Vi. I VEBREHLTITL,
FiE 2.
7
CORETIE BEIIN—TNY I F Ty IDNEMNCRBZH. EFa )T DLIVEIMELS D
9,

i. IVT LYRMNIIT o 2—%BEEY,

ii. ROLSZAMYF—%2RELET:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

iii. Lsaxzfo v L. DWORD %= ER L £7,

iv. iEn&ai% DisableLoopbackCheck I(Z:®REL. EDT—4% LICRELXT,

V. LYZMUIT452—%8TLET,

Vi. YO UEBEELTIRTL,

4, v onREN [Ready toinstall] ICAR->TVWB I ERRL. 1 VYAL=ILT7raAV%E Vv I LET,
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i i v
emium (] eI
r Downloads
Server Management @
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide
=+ Createsite (™ Refresh
Unallocated servers
v
Servers that do not belong to any load-balancing site. 1 server
I 1l
AUTOSERVERL Server version Cloud client version O Ready to install <]

7.37.8000.2

5. U —RIZE> T, Session Recording H—N\—Y K-V b EIZVICAI VR M—=ILLE T,

Downloads

Install Session Recording X
sr-p2uyo2e-0

° Overview Prerequisites

@ Server in avalid domain

@ Databases and logging Load-balancing site
@ Create a new site [ srtest ]
@ Summary Add to a non-empty site
Components to install Version:| 2308 v

Session Recording server
Session Recording broker and storage management

Session Recording administrator logging
Administrator logging captures Session Recording server configuration changes and recording
activities to the session recording database

Session Recording database
Session Recording database

Installation location
Specify the location for the installation

C:\Program Files\Citrix ] Check path

@ Path valid

a) [BE] R—JT. ROFIEERITLET:
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i FIvIERGTLT I UDBHBRXAIVICHEET B ZHABLET,

HIREHF v UIE. E458IC Session Recording #—/N—h'EE L% < 72 2 A REMED B B %R
ZHE<STeHDHDTY,

i, YVAICY A M EERT 2D BEOETHEVWY A MYV ZEBMLET,

i, 1A=L B3H—N—DN—-Ua>ZBERLETS,

V. TYRE—ILNZZIBEL. EONIDEHTHEEZRABLET,

V. DRA] 200w o LT, [T—ER—=] R—=TJIIEHET,

b) [F=4R=R] R=JT. VSV RTF—ER—REFEATZINESIHEREIRL. ZRICBLTT =L
RICAAL. [EHOTZA ] 20U wo LT, Session Recording F—4~R—R e EBEOT 7—4
N—ZNDEHETALET,

CNENG5REQMKF8PX
o Overview

@ Databases and logging

@ Summary

LY

= CCID:

Install Session Recording

Databases

Downloads

X

We will create 2 SQL databases for recording and logging data, respectively. Specify the

instance name and customize the database names as needed.

() Use cloud database

Instance name

Session Recording database name
Administrator logging database name

Test connection

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

Enable mandatory blocking

Lets you allow or block changes to policies and server properties if logging fails.

®

N N

o LUENIZ TRVEEFEDT A MIRIVZEDHTTWBREBEE. [T—32FR—X] R=JDT

—ILRIFEBNICAATNE T,
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s RDU SR SQLF—2~R—XH—E X T Session Recording 7 —2~R—X & BHEATE &
EN
Azure SQL Database

Azure SQL Managed Instance

Azure fr¥E<> > (VM) o SQL Server

AWS RDS

Google Cloud SQL Server

Install Session Recording X
serverl
0 Overview Databases
. We will create 2 SQL databases for recording and logging data, respectively. Specify the
@ Databases and logging instance name and customize the database names as needed.

@ Summary Use cloud database

Database service type

{ Azure SQL Managed Instance A4 ]

Instance name

[ Enter instance name }
User name

Enter user name ]
Password
{ Enter password ]

Session Recording database name

[ Enter database name ]

Administrator logging database name

Enter database name ]

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

¢ IVRAVRZ: T—EAR—RAVAFAYADFZRMNTEA VX2V ATHWES. SQL Server @
OAYEa2—4—Z0IHEFERATIEYT, 1VAZVA0EY b7y TH, FHEIFSA X220 D
HB3BEIE. T—ER—RAVRAEAVRZE LT TRX\ AV Ea—42 -8 2FRHLET, &
ARt —N—a Y22 AZ%HRY 3IC1d. SQL Server T select @@servername %32
TLEI, RDMEIF. EEAT—ZR—A VX2V XZTT, SQLServer "7 7 # )L bR— b+
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1433 DA REZLR—ETURYTBESICBBETNTUVWREHEEIF. 1Y XAEZYXZICIVY
ZBIMLTHRELY AT —R—bEZRELET, L zE [1YREVRB] TER bRV Y
2T TDXSBC-SRD-1,2433) “ NALFJ, AT DED 24331 i&. HRAZ LY X F—KR~—
FeRLFET,

+ Session Recording 7 —4#~R—2&: WRZLT—ER—ZAZEANNLET, IPVITIE T—
AR—2Z @ sysadmin O—JLIERHMNMBETT, TNUIDEBEEIE. T—2R—IEEEICIERD
FOHTEEKELTCLESIWV, BEHEOTIN £y LT, SQL Server 1 > XZ Y IAD
BT —IR—2Z20BEMEZTAMLET,

s BEEOJT—AN—2E: BEEOY T—42~R—XZIF. Session Recording 7—42~R—2 &
CIIRBBHDICTBIHENHDET, BEEBEOIT—EN—IXBEANALLS. EHGDOT X ]
27V LTEBBEOJ T —EIRN—INDEHGREZETANMLET,

o« BEENSEEMICTE: FT 4/ Tl BEEOFKEIZEMICHE>TVWEDT, FTvoRY
DR%EF7ICL T DOWBEEEMNICTET XY,

s BHEITOVF I EEMICTS: TIAIINLTIEEF TOvF > IDREMICE->TWS D, O
DEMTZEBEBEOHEEN T OV ITNZZEDHDEFT, FTv IRy IREATICLTHET
Ov¥E>yd WEADTOvY) #EHICTIET,

C) [HE] R—CTREEWRELT. [1YX =] 20w I LET,
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sr-p2uyoze-0
0 Overview

Q Databases and logsging

@ Summary

@D

Install Session Recording

Summary

Component
Session Recording server
Session Recording administrator logging

Session Recording database

Version
2308

Installation location
C:\Program Files\Citrix

Databases

Instance name

tcpisessionrecording-p2uyo2eunvalo.database.windows.net, 1433

Session Recording database name

sessionrecording

Administrator logging database name

sessionrecordinglogging

CCID:

Downloads

X

d) [ YR b=ILBEITHTY] OBICHZTAIIVE IO LT TV A—ILOETREERRL £

ERS
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

+ Createsite (O Refresh

v Unallocated servers

Servers that do not belong to any load-balancing site. 1 server

Cloud client version

AUTOSERVER1 Server version 297.26476.47456 B Installation in progress.

Downloads

@

1Y A =L OEAIDFIENETHRDHE. COLSICRRINET,
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Install Session Recording X
AUTOSERVER1
Step 1 of 4: D i i dingAdministrati 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site srtest on the Server Management page.

®

1YRAL=IHEEICKET T3 L. ¥ >k Session Recording # — E R IC##4t & i Session
Recording f —N\—IicB D £9, H—N—id. ERELIBIBELLY A P TRRBTI X, [H—N—

BE] R—IUEEHITBHL. BESNTVBIRTOY—N—BRRINET,
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Downloads

Server Management @]

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide

=+ Createsite (™ Refresh

Unallocated servers (Empty)
> Servers that do not belong to any load-balancing site. 0 server
v srtest 1 server, 1 available
Server version Cloud elient version
AUTOSERVERL

22.10.0.8 7.37.25476.47456 9 Avitable [

®

AVRAR=UNCKRBLISGEIE. [ M—JUCKRBLELE] OBICHZT7raAVEI Uy oL, &

MERTLTEISNZHEZRELEF T, MBELHBZHEIFMEEL. I VzBEEHLTHS. TV
A= - R EBERBLET,
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Install Session Recording pd
TESTBEL

0 Installation failed

Run diagnostics to identify possible issues. Restart the installation wizard when you are ready to retry.

S

A

Restart installation wizard %

122 ~—)L1BDERE

257 RN S Session Recording H—N—% A Y X b—JLLT=5. ROBEERITLET:

¢ LA >R ~—JLLT Session Recording #—/\—% #—%"w k@ Session Recording T—> x> k
ICEHLET, 42— v bD VDA £7:13 VDI v > > IZ#%E L. [Session Recording Agent @ 70O0/%7
<] ZBT %7, SessionRecording Hf—N—%Z A YA b—JLL7ER> YDAV E2—2—BZNNILET,
Session Recording —N\—2 0EHFOTO L DL ER— MEHRENAILET,
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e BEICHL T, T—N—FE. RU>—, BEERZERLET,

s Tyl alZEEHLT, Ly a i BREINTWVWE L ERELET,

s BEBEEOJT—HERRLET,

+ Session Recording B4 v > 2 R— RICBEL T, REODMIERERBLET. FHRI VI M—ILOF
B, TRRICICRIA Y aR—FIZRTINFE A

Session Recording )V —X%& U SO RY TR )T a VBRI S

May 22,2024
ZDEETIE. Azure 725 1) 7 31z Session Recording )YV — X =BT 35 AICDOWTEHAL 9,

Session Recording # —E XM 5. kD Session Recording UV —2% Azure 720U P> 3 VICBRATE
9

Session Recording #—/\—
¢« F—ER=2

« AbL—Y

e O—RKNZUH—

Session Recording UY —X% Azure 4 7R ) 7> a VICERT 3 5% 2 0HD £

s Azure 7RO U T aVICERIT BRI MEGEEAL XY, RAMEGZERT BICIZ. Y TRV TS
AVBEREREITIVLENHD EY, #L<IE. CORFORFD DRI MEGRBTY 1 FZ2ERBLUVE
Me51 2BRLTIETL,

e HIXRV )T aVBHRERBLIECBRWVWESIE. BAT2AE )Y —XHE £Nn3 Azure Resource
Manager 7> 7L —F (ARM7>7L—bF) ZERLET, s¥L<IF. CORBEOHBFD TARM 7> 7L
—rEFERALTHT FEERBSLIUVERT S #8BLTLIETL,

TR MEGRERATY A FZ2FE L UVERT 2

CDEITa VT R MEGRBATHY Y FEERBLVRETSFIEE. COFETRBEINIY A L TRITT
IBZROBEICOVWTEHAL X!

o Azure ICRBATNTBEEOT 1 MIUY —X%EIEBINT S
e O—RNSUH—ADTIEADNHFITETNB IP7RLREEETS
o Azure DERICKHEREEBOIRX MERTT S

COEITarTi RAMEGZEMY 3FIEICOVWTHHEBALE Y,
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R MEGEHTY A bZEHE L VRAT S

1. Session Recording 4 —EXDAERIFES —> 3> T, [HBR] > [H—N—8E] Z:BRLET,

Femium D‘ @ e
3 Monitor
Server Management @

Manage your Session servers by load-bal sites and ing server settings.
To add Session Recording servers, follow the server connection guide,

+ Createsite (¥ Refresh

‘s
=~
/[\

No data available.

2. [U—N—EE] R=IT, [ +DERK] 20V vILET, [V LOERH] R—IODPHESET,
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Create site ¢

Site information
@ What would you like to do?

iR Create an empty site
L Create a site and add servers later.

(\_\ Create and deploy a site through a host connection
@ Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

— Create and deploy a site through an ARM template
_un Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name

Description (optional)

- 1D ®

3. [RAMEGEBTY A b ZERSLVREMATS] ZERLEY, THFIEREAOFES -2 aVIC—BRT
TNTLWET,
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)

ONONONCONOC)

® ©

@

Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

What would you like to do?

I"__|_‘| Create an empty site
L) Create a site and add servers later

Create and deploy a site through a host connection
Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

&7

— Create and deploy a site through an ARM template
-EID Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name

[ J

Description (optional)

Host Connection

[ APIAutoTestTurnkey v ]

Add connection

©

4, A FRBEHBEEANAL. Azure BT X0 U TS a VICEGT 3R MEGEREIRL, U—I 3V EIBELE

ERS

o RRMEGHBVIBEIZ. COLEORFD R MEGZEMNT 31 28R L TR MEgGzEML

9,

o Azure Government U= g Vg R— I TOLEEA,

5. A1 MEREANALES. AAN] 22Uy I LTHITLET,

6. (#723Y) VMBIURX ML —CEBROBREEZNGEY 3101 FEO=Z—XICEAT3BERzRML T

EEW,
COFIEERFYTTBICIE [COFIEERAFYTILET] 20V v o93h. AHERETIC DrN] %
Uy I LEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 47



Session Recording #f—E X

Create site

Site information

About your deployment
Optional

Netwol
Virtual machines

Domain and certificate

Database:

Load balancer

ONONONONONONONON -

t]}:tj\éwval

Secure client

® ®

C- Y

Tell us about your recording needs, so we can provide some recommendations for your
VM and storage configurations.

X

The following information helps determine the recommended number of Session
Recording servers.

How many cencurrent sessions do you have at most?

4.000-6,000 v

Recommended number of servers: 3 ") reset

The following information helps determine the recommended storage capacity.

How much visual movement do your sessions typically have?

‘ Some, the display changes but not drastically % ‘

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB "] reset

®

FOYTEOURI DB T arzZBRTB e, BRIISCIHERESENRTINE T, [VtEy ] K%
VIIHRBEOBICHD ET, CORZVT. 0T a v OBREMIGT ZHBEFEEZ V) 7 TEET,

7. Session Recording 4t —N—H8M$ 3 REERY bT—o ¥ TRy FEEBEL 9. VDA B Session
Recording #—N—CIZBIDRER Y bD—V EfldA Y TL IRy FT—JICEET 3B, Bz
B3z L T Session Recording #—/\—H' VDA L BETE 5L 5ICLE T,
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Create site

Site information

About your deplayment
Optional

Network

Virtual machines
Domain and certificate
Database:

Load balancer

ags
Optional

Secure client

(GNGNONONONONONONON I J

X

Specify the virtual network and subnet for your Session Recording servers to join.

Virtual network

Select a virtual network that your VDAs can connect to.

Subnet

| v

Select a subnet that your VDAs can connect to.

®

8. Session Recording #—/N\—¢ L TREY> > (VM) ZERL ET,
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Create site X

° Site information
Create virtual machines as your Session Recording servers.

About your deployment
o Op'.\cmar pioy Session Recording server version toinstall: | 2311 v |
° Network
Image

@ Virtual machines ‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘

@ Domain and certificate Size

‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
Number of VMs

Databases
@ ‘ 3 BC o Recommended for you: 3
Load balancer

Estimated cost (per month)

Tags

@ Optional $812.16

@ seouectent

@ S Create an administrator account for the virtual machines.
Summa

Administrator account username

Password

\ ° |

Confirm password

| ° |

@ ®

pE

s RETL>OH] 71 —ILRICIE. HEINZH (RESNTVRIEE) DEFAICANTATUVE
To BEICDL THZZEBLEY,

o AXMRFEL D IFEEMBICETVTED, BEIFERINTVERA, REOIXMIRFEDHD
EODBEVWIENFRINET,

9. Session Recording #f—/\—% VDA LB L K X1 VIZ&ME . Session Recording #—/N\—0DilAE %
BELEY,

+ VDA ' Active Directory K X > IiZ##: 9 3B & (3. [Join servers to an Active Directory
domain] Fxv IRy I XEFVICL T, BEEREANALET,

+ VDA #* Azure Active Directory (AAD) K X > iC#E4i9 335 4a1d. [Join servers to an Active
Directorydomain] F v IRy I REFTICLET, BEDY 1 FOERHZT L7255, Session
Recording #—/\—%R L AAD R XA VICFETEMIE T ZET W, 41474 AAD ERId. Session
Recording 2402 IR TOAERATI B LICTEELIET L,
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Create site

Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load balancer
Tags

Optional
Secure client

Summary

SSEONONMONONON - I 3 < I J

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site ¢

Site information ;
0 () Join servers to an Active Directory domain

ébOUT %’E’Uf deployment o Supported only on Session Recording server version 2402 or later. Please select a
ptional compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Domain and certificate

Databases | @

Load balancer
Tags

Optional
Secure client

Summary

SESEONONONONON I - I J

®

A

2023 &£ 7 B& . Microsoft (& Azure Active Directory (Azure AD) ®&gi% Microsoft Entra ID
ICEBELF Lo TORFa XY TIE. Azure Active Directory. Azure AD. 713 AAD ADEX
&g ART. Microsoft EntraID #EKkg 3 ICARD 7,

10. BE 7 7AINERETZEOHOIC. Azure ANL—=2THO YV b7 71 IILEEZ#BRL T, MREHRICOV
TlE. TAzure Files ffitg)] ZBBL T I,
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®©® 0000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Load balancer

Tag
Optional

Secure client

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does
not generate any cost if not used
Storage account

Performance

®) Standard: Recommended for most scenarios (general-purpose v2 account).

Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS) v

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares

‘ 6 BC o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)
$0.06 per used GiB. actual cost depends on your usage.

®

11. Azure i22 20 SQL ¥ —4a~R—X%1ER L £ 9, 1 Did Session Recording ¥ —% X — X (session-
recording £ WS ZF) ¥ LTHERAIN. S 1 2IFEEEDYS 7 —F2~—2 (sessionrecordinglogging
EWSEF) CLTERATNET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

53



Session Recording #f—E X

Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

@ Q0000000

Load balancer

Tags
Optional

Secure client

@ Summary

® @

@

Create 2 SQL databases for recording and logging data, respectively.

Compute + storage

Service tier
General Purpose

Compute tier
Provisioned

Hardware configuration
Standard-series (Gen5)
Up to 128 vCores, up to 625 GiB memory

vCores
o 2 B
Data max size (GiB)

0 ‘_32\/

Estimated cost (per month)
$441.3

Database administrator

Username

‘ dbadmin1 ‘
Password

‘ ................ ® ‘
Confirm password

[ o |

12. O—RKNSoH—%1ER L T, Session Recording t—N\—BT7—o0O0—REDHL £, [O—KNF>
Y—DT7IERZUTOTRLRADAHICHIRT B3] 71 —ILRICVDAD IP 7 R L X E3EEZANAIL. O

VR (,) TRYID FT, MEBFRICDOVTIE. TLoad Balancer offité) #BBLTLIEEI L,
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

©@ 0000000

©]

ags
Optional

Secure client

® ®

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
Public

Tier
Regional

Estimated cost (per month)
$189.6

Access

Restrict access of the load balancer to only the following addresses @

®

13. (7> 3Y) EMT 3 Azure UV —RIZ2TZBRAL Y,
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Create site X

o Site Information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
o About your deployment
Optional

o Network Name Value
+ Add
o Virtual machines

o Domain and certificate

o Storage
o Databases

o Load balancer

Tags

Optional

@ Secure client
@ sumer

- 1= ®

14. Session Recording #—/{—% Session Recording 4 —E R ICEBRET 370D X2 T7 o517 bEE
BELEY,

(V517> bDER] 22 Uwod3r. Citrix Pa—H—Icb>TEFa7o514 7Y FEERLET,
F7-13. CitrixCloud >V —IILD [IDBLVT7IEXEE] > [API 701 X] 272 &L TEXa705
17 bEERL. UTOBEHRENNTIET,
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®©®0000000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

m Cancel

Create a secure client to onboard the Session Recording servers to the Session
Recording service.

Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Create client

D
| 6b63afdi-d048-49e1-b27d-781bffead7a2 ‘

©

15. fET 391 bOBBZRTLET BEICRCTHRETMAVZI U I L TREZRET HD REV%
72Uy L TRAZHABLET,
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Create site X

Site Information Here is a summary of the resources we will create for you using your subseriptions.

Export to JSON
About your deployment e

o Optional
Region  US East V4
° Network
o Virtual machines Resource group
° Domain and certificate [ Virtual machine &) Vi
Image  Windows Server 2022 Datacenter: Azure Edition-x64 Gen2
0 Storage Size Standard_D4s_v3-4vcpus. 16 GiB memory
° Databases
O Storage account V7 3 Storage account (for archive)
o Load balancer Performance  Standard Performance ~ Standard
Redundancy LRS Redundancy LRS
° Tags
Optional )
File shares @ File Share
o Secure client Masximum capacity 5 TiB Maximum capacity 5 TiB
@ Summary
B Databases e V4 o& Load balancer Vz
Service tier General Purpose SKU  Standard
vCores 2 Type Regional
Datamax size 32 GiB Tier
Estimated cost (per month) $3286.26
Virtual machines $812.16 Databases $441.30
Storage $1843.20 Azure load balancer  $189.60

Start deployment

RIS, BEZ7OER0fFlZRLET:

REDEITH:
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remium

e

Monitor

Server Management

Manage your Session servers by load-bal sites and
To add Session Recording servers, follow the server connection guide.

+ Createsite (¥ Refresh

My test site (Some description for my test site.

A 7 site deployment i progress

ing server settings.

View status

Y1 FERADETHRIC. REBORTR] 20Uy I LTETRAZRTTER Y,

REDRK:
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remium ﬂ
e Monitor

Server Management

Manage your Session servers by load-bal sites and
To add Session Recording servers, follow the server connection guide.

—+ Createsite (¥ Refresh

My test site (Some description for my test site.

A @ Site deployment failed

ing server settings.

View status

BRRZOCIRICTIS-—HRELIBEIE. REBORT] 20y I LTI —OF@lZRTLET, T5—
DDA
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Create site X

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N/

\

Back to configuration

[(BRICRZ] £/-ik [BRAExXvy> T3] 20 ) v I TEEYS, BRICRD] 20Uy odde. (U1
FDIERR] R—JIZRD., ZCTHEREZZEELTERITTEEY. BRAOF v VI WURERGEIE. V1
—RIZE->THA b Z2DY 1 MRICER SN Azure VY — X &ZHIBRL £ 9, 41:
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Cancel deployment X

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

RO/

Y1 FORBEDPRTITBE. U1 FEEIFT. ZOTICERSNED Y —RERTELVEETEIBLS5ICHR
D&Y, REDORTR] R22H [RE] ICEDDET, Azure 71 J2Id. Azure ICRESN T 1 be R
TIDICHERTETEY,

A EREICDODVWTHLLIE A e —N—DFE] 28BLTETL,
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D
@
<

remium

e Monitor

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)
Settings

M 2servers, 2 available 2 storage locations Cost (current month):

Azure ICEBINEBREFEOY 1 MIUY—X%ZBMT 3
R MEGHRAT Azure ICEBRSNEBREFEOY 1 FDIFE. T—N—PX L —=JRHEDUY =&Y MIEBINT
IFEJT, CODLEHICIF. KOFIEZRTLET:

1. Session Recording #—EXDARIFES —> 3> T, [HBR] > [H—N—BE] Z:BRLET,

2. [F—N—BE] R=IT. 25y +IA +ZRDOIFTEREALE T, Azure 71 O i3, Azure ICEBT N
YA hZERICDIERTETET,

3.[WY—ZnEm] 2oy LET,
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"emium
3 Monitor
Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.
+ Createsite (¥ Refresh
My test site (Some description for my tes!
N R Settings
A 2 servers, 2 available 2 storage locations Cost {current month): $746.47
£ Servers
srserverl Server version Cloud client version
Availabls
Server description goes here. 230501 739.16000.1 @ Availzble
srserver2 Server version Cloud client version
Availabls
Server description goes here. 230501 739.16000.1 © hvailsble
[ storagelocations  Storage maintenance
Maxi t:
\\test.file.core.windows.netirecordings1 AL
ETiB
Maxi t:
\test.file.core.windows.net\recordings? AL
ETiB
& Databases
Ty Pricing tier
e General Purpose: Serverless, Gens5, 1 vCore
R Pricing tier
E=ht General Purpose: Serverless, Gens, 1 vCore
o& Load balancer
sr-load-balancer o]
> Site 1 (This is the description for Site 1.}
Settings
3 servers, 1 available
> Site 2 (This is the cription for Site 2.)
Settings
1server, 1 available

4. [VY—208EM] R—2T BEBICHLT [F—N—0EM &V [REL—C0EM] 27Uy I LET,
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Add resources
My test site

-+ Add server

-+ Add storage

o H—N—ZEBMTBICE. [F—N—DEM] 20V vI L. ROFIEERITLET:
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Add resources X
My test site
Server  Estimated cost (per month): $83.51 O 1 6
Image Size
Windows Server 2019 Datacenter -x64 Gen?2 Standard_D4as_v4-4vcpus, 16 GiB memory
Domain Secure client ®
test.net (10.10.10.10)  Edit credentials Create client

Session Recording server version to install
23.05.0.1 @

-+ Add storage

a) BME 30 —N—D%EEELET,

b) [BERIBRERMTZ] 27Uy I LT HLOWT—N—ZEEFEOH—N—CEL R X1 VIC8Mms
'F9,

) [U547> rDfER] 20wy LT HLWLWH—/\—% Session Recording #—E R IZ&1M
LET,

d) [BB%=R®BTE] 20V VI LET,

s BB 7ANEREFTBZLODIASL—IUZEMT BICIE. [REL—U0BM] 20Uy o L. £hIC
INCTROFIEZRITLET !

a) Y1 hHEEZI ML —CTAHYY b EERALTERINTVRESIE. BT 7 71 ILEEDOHK
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ZIEETDLOICROONET, f:

Add resources X

My test site

-+ Add server

File shares  Estimated cost (per month): $307.20 (max.) @ O 1 ®
Tier Maximum capacity
Transaction optimized 5TiB

Start deployment

b) #- k' Premium Storage 7hV > b EFERAL TERINTWBHEIE. BMT37 71 ILHE
BEOHZEEEL. ET77TIHEODBEENIIIAATEET, fi:
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Add resources
My test site

-+ Add server

File shares  Estimated cost (per month): $819.20 @ O 1

Provisioned capacity (GiB)

5120

Start deployment

c) [BRZzRBT 3] £V UvILEY,

A
- ROFEHFEOVWIT NN E-INZEE. [BEZHABTS] "2 UAMERTRRICAD £7:

* bECEH LI DOH—N—DEEIN. RXA2etxaT70514T7 Y D EBRIN
TW3,
* DERCH 120771 ILHEEIEEINTL S,
- UY—XORENETHOBEEG. O—RNSUH—0 [RE] REVIFEMICED T,

- BmETnicUY—X0REAMNEKK L. Session Recording f—EXNRINE5DIY—2X
ZH TR0V TS a oD SHIBRTERVEELHD XY, COBE. 7I2aVeaETT

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68




Session Recording #f—E X

BRDHIC. RDESHBTOAVT RRRFINET !

Resource deployment D
My test site

0 Deployment failed. Resolve the issue and try again.

o

Some resources have been created and we were unable to clean them up. Check in your Azure portal to make sure that the

following resources have been deleted to avoid unnecessary costs.
In resource group: citrix-session-recording-dov3h6mvvzxn5

[ Virtual machines (2)
srserver3

srserver4

M File shares (1) In storage account: srstoragern2olxc980bfr

recordings3

.. Y=

O—RNSUH—ADTIEIBHFRIINZIP 7RLAEZEETS
R MEGEZERAT Azure ICEBBESNTBEEZOY 1 FDBE. O— KRNSO —ADT7 I IDHFRIINB IP7RL
AHETETEET, CODEHICIE. ROFIEEZRTLET:

1. Session Recording #—EXDARIFES—> 3> T, [BR] > [H—N—BE] Z:BRLEI,

2. [U—N—FBE] R—IJT. 22—y b1 r2RDOIFTRALE T, Azure 71 a>i&. Azure ICEBRE I N
YA b ERTODICERTEET,

3.[@E—RFNZUH=] 23> [RE] RE2>eos)v I LET,
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A 'S v
remium L
e Monitor
Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.
~+ Createsite (O Refresh
My test site (Som ption for my test site.)
' ; . . Settings
A 2servers, 2 available 2 storage locations Cost (current menth): $746.47 Add resources
8 servers
srserver] Server version Cloud client version
Availabls
Server description goes here 23.05.0.1 739.16000.1 @ Aaiable
srserver2 Server version Cloud client version
Availabls
Server description goes here 2305.0.1 739.16000.1 @ Auiable
[ Storage locations  Storage maintenance
: Maximum capacity
\\test file.core.windows.net\recordings1
5TiB
: Maximum capacity
\\test file.core.windows.net\recordings2
5TiB
& Databases
sr-recordin; LT
& General Purpose: Serverless, GenS, | vCare
S Pricing tier
BEINE General Purpose: Serverless, GenS, 1 vCore
o Load balancer
sr-load-balancer
Site1 (This is the description for Site 1.)
) Settings
3 servers, 1 available
Site 2 (This is the description for Site 2.)
) Settings
1server, | available

4, [O—RNSVH—] BER—CT. [O—RNSUH—DT7IEREZUTOT7RLXOHICEIRT B3] 71—
JILRICVDADEFLWIP PRLZFEEHEEAD L, I>< () TRYID X,
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Load balancer settings

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24, 192.168.103.0/24

5. [Save] 27 Uw I LET,
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Azure OFERICHELRRIREODIAR FERTRT S

RAMMEGEBRT Azure ICBRSNICY A FOFEIZ. AXAMOEEZI VY I LTIRMOFMAERTLET,

5

um

Monitor

Server Management

Manage your Session servers by load-bal

+ Createsite (* Refresh

sites and ing server settings.

To add Session Recording servers, follow the server connection guide.

My test site (Some description for my tes

A 2servers, 2 available 2 storage locations

Cost (current month): $746.47

B Servers

sr-server-01
Server description goes here.

sr-server-02
Server description goes here.

[ Storagelocations ~ Storage maintenance
\\test file.core windows.netisharel

\ltest file.core windows.netishare2

B Databases

sr-recording

sr-logging

& Load balancer

sr-load-balancer

Server version
221200

Server version
221200

Maximurm capacity
5TiB

Maximurm capacity
5TiB

Pricing tier

oo

Settings

Cloud client version @ Hvsitabl
wailable

7.36.25412.54733

Cloud client version

Availabls
7.35.25358.46145 @ Available

General Purpose: Serverless, Gen5, 1vCore

Pricing tier

General Purpose: Serverless, Gen5, 1vCore
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Cost analysis

$0

My test site
March 2023
Accumulated cost Forecast
$746.47 $809.12
$900 [ Virtual machines
$263.64
S600 | B SQL database
$203.15
Mar 14
$300 Accumulated cost  $510.06 @ storage
Increment $29.75 $152.81

B Load balancer

Mar 1 Mar 10 Mar 20 Mar 31 $126.87
History
$1.2K
$800
h Sep 2022
$400 - @ Total $629.90
@ Virtual machines $172.99 /
B SQL database $182.14 _
S0 - @ Storage $175.80 -
Mar Apr May Jun Jul Aug Sep @ Load balancer $98.97 Jan Feb
2022 2022 2022 2022 2022 2022 2022 zuze zuzz zuze 2023 2023
@ Total @ Virtual machines B SQL database B Storage B Load balancer
Month Virtual machines SQL database Storage Load balancer Total
Feb 2023 $349.16 $361.66 $311.85 $61.90 $1,084.57
Jan 2023 $243.51 $251.47 $248.40 $116.35 $859.73
Dec 2022 $170.11 $137.90 $253.64 $119.56 $681.21

KEOARXR M ERRTBIHDOEY

« SHOEJ S 7 LIRVRZHET3. AN EOHOT—2OEERNF—N—L 1L LTRRINE T,
o TETFERVYV—RDARMBENMINEY ST TRRSNE Y, INBRIT 7. ba<rd 2rARDT
—ADBHBHBRICEATIET, TNEISTDOLICRVZRZEC L. EDBOEEFL AR CORRL A —
N=LA L LTRRINET, BFEDIYV—ADHDITNET ST ZRTTBICIE. VY —IXDEICRVR%Z

BEZEY,
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KRR MEGRZIBEINT %

R MEGZEEBINT BICIE. ROFIEZERITLET:

1 [U1 O] R—PD R MEGREHRTY A F2ERS LUBRAT 3] MNBIRSNIRET, [E4
ml 200y o LEY, £leld KRR MEG] R—IT [EHOEM 27Uy ILET,

D&

[ bDIERR] R—ICT7 V2T 3ICIE. Session Recording 4 —EXDERIFES —> 3> T [HER]

> [U—N—BE] ZBRL. [V bOER] 20Uy ILET,

Femium

3

Monitor

Server Management

Manage your Session servers by load-bal sites and
To add Session Recording servers, follow the server connection guide.

+ Createsite (¥ Refresh

ing server settings.

No data available.

R MMES] R—JICT V€ R T 3IC1E. Session Recording 4 —E XD ERIDFES—>a>h5 [

Bl > R MEG] Z2ERLE IS
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DaaS Premium

Overview Manage Monitor

Dashboard

Host Connection ®@
@ Recordings Connect to your Microsoft Azure subscription to deploy Session Recording resources with it. Learn more
= comments + Add connection (> Refresh

Policies
[Ed  Activity Feed 7

N7
[ Notifications y —
~
Fg Admin Logging >
133 Configuration v

Server Management
Host Connection
Playback Permissions

Preferences
You have not added any connections.

«

2. EGHDEM] R—IT. fILWAR MEGUCBRIEHAZANALEY (FF>ar). Azure ¥ TR TS
avIDe, 7FUT—2a 0ERICEATEIROUBERRENILET:

« TV —=23y (UFAT

e H—EXFVIININATY
1o +o D)

e ToLUKY (FF>H) ID

« UZAT VI —=ULy bk

o —=U Ly OBEMAR

>~ k) ID
TV bID (FFVT—2avIiICEEGF SN —EX T O NILAT
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Add connection

Name

[ Name this connection

Description (optional)

Enter description

Subscription ID

[ Enter subscription ID ]

Use the subscription with which your VDAs are deployed.

Application (client) ID

[ Enter application ID ]

Service principal object ID @

[ Enter service principal object ID ]

Directory (tenant) ID

[ Enter directory ID ]

Client secret

[ Enter client secret value ]

Secret expiration date

[ Select or enter date )

Complete the following fields to add a connection. You can obtain the information from your Azure portal.

Azure 7RV T> 3> ID #HEBIBICIE. ROFIEZRITLET:

a) Azure Portal icrr 1> L% 9,

b) [Azure t—EZX] £o>3>T. [H¥TRIUT>a>] ZFRLET,

) —BTHIRIUT avEROT. 2EBDIICRRSINTWVWERH IR UF a>ID%aE—-L

9,
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TV a 0ERICEAL THABRZEET 3ICId. ROFIEZRITLET !

a) BICT7FUr—2arveBERBLTVWAIERIR. COFIEZRF Y FLTLEETW,) AzureAD 7+ > k
W7 TV —oavEBERLET, IDEBLUT7 I XEBMEES Azure AD ICEET 3ICIE. 77UT
—>avEBRIZHNENBDET,

TTIT—2a Y BRIBICIE2DOHFELHD X7,

bz
i. o Citrix 2o X2 ) F b IE—L. 7 X AppRegistration.psl % X D&% (F17 £
ER
<#
.SYNOPSIS
Copyright (c) Citrix Systems, Inc. ALl Rights
Reserved.

.DESCRIPTION

Create Azure app registrations and give proper
permissions for Citrix Session Recording service
deployment

.Parameter azureTenantID
.Parameter azureSubscriptionID
.Parameter appName

.Parameter customRole

#>
[CmdletBinding()]
Param(
[Parameter (Position = @, Mandatory = $true)] [String]
$tenantld,
[Parameter (Mandatory = $true)] [String] $subscriptionId
b
[Parameter (Mandatory = $true)] [String] $appName,
[Parameter (Mandatory = $false)] [Switch] $customRole
)
# Import the Azure module
try {
Get-InstalledModule -Name "Az.Accounts" -ErrorAction
Stop
}
catch {

Install-Module -Name "Az.Accounts" -Scope CurrentUser -
Repository PSGallery -SkipPublisherCheck -Force
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+
try {
Get-InstalledModule -Name "Az.Resources" -ErrorAction
Stop
}
catch {
Install-Module -Name "Az.Resources'" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force
}

# Prompt the user to sign in with their credential
Connect-AzAccount -TenantId $tenantId

try

{

# Create a new app registration with a display name

Write-Host "Create a new app registration for Citrix
Session Recording service" -ForegroundColor Green

$azureAdApplication = New-AzADApplication -DisplayName
$SAppName -AvailableToOtherTenants $false

# Create a service principal for the app registration

SazureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.
AppId

SazureAdApplicationServicePrincipal = Get-
AzADServicePrincipal -DisplayName SappName

#Attempt to give role assignment
if(ScustomRole)
{

SrootPath = Get-Location

$SroleDef = Get-AzRoleDefinition -Name "Citrix
Session Recording service"

if($roleDef -eq $null)

{

ScustomRolePath = $(Join-Path -Path $rootPath -
ChildPath "sessionrecording.json") | Resolve
-Path

$customRoledson = Get-Content $customRolePath |

ConvertFrom-Json
$customRoleJson.AssignableScopes[0] = "/
subscriptions/" + $subscriptionId
$customRoledson | ConvertTo-Json -depth 32 |
Set-Content $customRolePath -Verbose
# Create custom role
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try

New-AzRoleDefinition -InputFile
$customRolePath.Path

}
catch
{
Write-Host "Failed to create custom roles
$_" -ForegroundColor Red
}

# Assign this custom role to newly created
application

Write-Host "Try to assign session recording service

custom roles to the above app" -ForegroundColor

Green

New-AzRoleAssignment -RoleDefinitionName "Citrix
Session Recording service" -ApplicationId
$azureAdApplication.AppId

}
else
{
Write-Host "Try to assign builtin contributor roles
to above app" -ForegroundColor Green
New-AzRoleAssignment -RoleDefinitionName "
Contributor" -ApplicationId $SazureAdApplication.
AppId
}

Write-Host "Tenant ID: $tenantId" -ForegroundColor
Green

Write-Host "Subscription ID: S$subscriptionId" -
ForegroundColor Green

Write-Host "Application ID $($azureAdApplication.AppId)
" -ForegroundColor Green

Write-Host "Service principal object ID $(
SazureAdApplicationServicePrincipal.id)" -
ForegroundColor Green

catch
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105
106

107

108

109
110

}

Write-Host "Fai

led to assign role assignment to this

app $_" -ForegroundColor Red

Write-Host "Ple
has permissi

<!--NeedCopy-->

ase make sure the current azure admin
on to assign roles" -ForegroundColor Red

ii. ROHZXZLEEIT 7)L% JE—L. sessionrecording.json £ WS Zaix{HI£d, DA
REALEET 7 BERIZ TSV —>a VIR ROERZED L TEDICKRIEF T,

A WN

O o N o U

10
12
13
14
15

16
17

18
19
20
21
22
23
24
25
26
27
28
29

30
31

{

"Name": "Citri
"Description":
service",
"AssignableScop
n
/
1,
"Actions": [
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

)
"Microsoft.
ll’
"Microsoft.
"Microsoft.
ll,
"Microsoft.
write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
action",
"Microsoft.
"Microsoft.
"Microsoft.

x Session Recording service",
"Custom role for session recording

es": [
subscriptions/*"

Authorization/roleAssignments/write",
Authorization/roleDefinitions/delete",
Authorization/roleDefinitions/write",
Compute/availabilitySets/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/read"

Compute/virtualMachines/extensions/write

Compute/virtualMachines/read",
Compute/virtualMachines/runCommands/read

Compute/virtualMachines/runCommands/

Compute/virtualMachines/write",
CostManagement/forecast/read",
CostManagement/query/read",
KeyVault/locations/deletedVaults/purge/

KeyVault/vaults/read",
KeyVault/vaults/write",
ManagedIdentity/userAssignedIdentities/

assign/action",

"Microsoft.
read",

"Microsoft.
write'",

"Microsoft.

ManagedIdentity/userAssignedIdentities/
ManagedIdentity/userAssignedIdentities/

Network/loadBalancers/

backendAddressPools/join/action",

"Microsoft.
"Microsoft.
"Microsoft.

Network/loadBalancers/write",
Network/networkInterfaces/join/action",
Network/networkInterfaces/read",
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32
33
34

35
36

37

38
39
40
41
42
43

44
45

46
47
48

49
50

51
52
53
54
55
56

57
58

59
60
61
62
63
64
65
65
67
68
69
70
71
72 3
73

"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Network/networkSecurityGroups/join/
action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/write",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/
action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Resources/deployments/operationstatuses/
read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/subscriptions/resourceGroups/
delete",
"Microsoft.Resources/subscriptions/resourceGroups/
read",
"Microsoft.Resources/subscriptions/resourceGroups/
write",
"Microsoft.Sql/servers/auditingSettings/write",
"Microsoft.Sql/servers/databases/write",
"Microsoft.Sql/servers/firewallRules/write",
"Microsoft.Sql/servers/read",
"Microsoft.Sql/servers/write",
"Microsoft.Storage/storageAccounts/fileServices/
shares/delete",
"Microsoft.Storage/storageAccounts/fileServices/
shares/write",
"Microsoft.Storage/storageAccounts/listkeys/action"

)
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write"

1,

"NotActions": [

1,

"DataActions": [

1,

"NotDataActions": [
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<!--NeedCopy-->

iii. AppRegistration.psl r sessionrecording.json #E L 7+ /L4 —ICEEEL £7,
iv. BEBICGLT ROIYY FOWTNAZERITLET,

TIVIr—>avEERL. fROH 22 LEEIT 71 )L (sessionrecording.json) =fE/AL
TEROERZRIDHTSICIF. ROOAXY RZEERTLET:
.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -

customRole
<!--NeedCopy-->

TIUr—2a EERL. ENiC Azure AL HD HEEREDREZEID HTBICIE. XD
IRV RZRITLET:
.\AppRegistration.psl -tenantId <tenant ID>-subscriptionId

<subscription ID>-appName <application name>
<!--NeedCopy-->

FE2:

Azure Portal IC7 7R L. BATFZ U —2a>vEERLET, 77U — 3 VICBYHIER%
F5L%7d, BELRNEOERICOWVWTIE. A% 1 0 sessionrecording.json 7 71 )LE B L
TLIET L,

b) 77U -3 0RFEREIUYILETD,

s o 1)

App registrations 2

) MER—UT,. 7FV5—v3y (US47yR) IDeF«Lobr) (FF2R) IDERDIFF
¥, [Managed application in local directory] D#EicH 2> 0% o U v o LT, 7FUT
—2avICEAERIFSNTVWR Y —EX TV NILF TSI D ID RO £T, [Client
credentials] D#ic#2)> 0% 00w o LT 95147 b>—0L vy~ ID L ZDEXMEAR % HE
BLET.
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= Citrix Provisioning Service # *
B

P search B oviete © endpoints B Preview: festures

B Ovenvew

~ Essentials

B Sranding & properties rectory tenant) 1D [ e ]
D Authentication SUpported account types
Cortficates & secrets @ Siorting June 30th, X add ony new feot Uibrory ure AD Geaph. We willcontioue: otz but e will no longer 0

be upgraded o Microsoh Authenticatian Library (MSAL) and Micros

Il Token configuration yseh. Lagen more.
> APl pemissions

A Suaring November St 2020 usrs wll s longe bt abe 1o gran omsent MEN D toverfysbiner

@ erposean el

Ao
pp e Getstarted  Documentation

2 owners
& Roles and administrators

Build your application with the Microsoft identity platform

B Manfest

The Mirosafi idenity pltiormis < cation management toos. Yo authenticaion sohions,
Support + Troubleshooting accest and protact ADi, 3nd 364 signinfor your users and custemers. Lea morecy

& Toubleshooting

B Newsupport request a qs, o F o«
o . "@

call APIs sig Configure for your organization

Build more powerful apps with rich user and Ve our SDKS 10 Sign in users and call APIS in a few ‘Assign users and groups, apply conditional access
business data from Microsoft services and your own Steps. Use the quickstarts to start 2 web app, mobile policies, configure single sign-on, and more in
company's data sources. 20, $PA or doeman 3pp. Enterprise applications.

feeziE. ZXU = avIilBERIFoNY—EX TV O NILATS o b ID:

Home > Citix Provis

ning Service >

Citrix Provisioning Service | Overview x

Enterprise Appiica

B Overvien Properties
[ Oeployment Pian e O
o B
X Diagnose and solie problems Citrx Provisioning Senice [
Appication D €
Manage s

Il Propertis
" " Object ID
2 Ouners

&, Roles and administrators

Getting Started
2 Users and groups

D singe signeon

> Provisionin ) 5 B )
ersenng & 1. Assign users and groups (2 2 Provision User Accounts © 3.Seffservice
B Aoplcatonproy e speic usrs an goups s Yoult neet 0 et s scoumts Erale s o requestacces o he
to the applications the application application using their Azure
© settsorvice <redentials

Security

What's New
& Permissions
Sign in charts have moved!

@ Token encryption t
The new Insights view shows sign ninfo slong with other useful applicaton data. View insights

Aetwity Delete Application has moved to Propertics
5 sioninoos You can now delete your appliation from the Properties page. View
i Usage &insights Getting started has moved to Overview
The Getting Started page has been replced by th seps above
& Auditlogs

fcezid. 05478 —0Lw b ID C2DOERHAR:

Home > Ctrx Prowsioning
Citrix Provisioning Service | Certificates & secrets = X

£ search A Got feedback?

B Ovenview

& culcksant Credentils enable confidential applictions to dentity themseives to the authentcation senice when receiving tokens at 2 web addressable locaion (sing an HTTPS

scheme. For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Integation assistant

Manage

[ e

e in e abs belw,
B 8randing & properties
D Adthentication .
3 Centificates (0)  Client secrets (1) Federated credentials (0)
Centcate & secrets —
Asacret string tht the applicstion uses t prove s identity when f2questing 3 token Also can b refeed to 33 applicaion passuerd
11! Token configuration

> APl pemissions + New cient secret

@ Bxposesn Pl Description Expires Value ® SecretiD.

App roles Nodescription spa123

& owners

2 Rolos and acmiiststors
| anies

Suppart » Troubleshooting
2 Touseshooting

& Newsupport request

3. RE] 20V w o LT, BELIRX MEGHMERRIREDESDETRAMLET,
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BE LIOR R MEGIMMERFARERIZEIE. R MES] R—JICRIN. R MEGHERICEMINIZ L
2RI BRYE—IHRREINET,

Session Recording #—E X, HRTIND IS4 T7> b>—o Ly FCHRINDEVI ST b —
JLybE TNENIS—TFAOAVCEETAAOAV2FEALTBANLET, WIKTB3 R MNMEGEI U VD
L. BEG0FM] R—2T [—ILy bOEE] 20V vITRL. VATV =Ly bEZDER
HRzEHTETET,

Download:
Host Connection Connection details X
Connect to your Microsoft Azure subscription to deploy Session Recording resources with it. Learn more
efresh Name
BDTestTurnKey 2
Name * Description Secret expiration date
AJJTEST test 8/30/2023 Deseription
APlAutoTestTurnkey APIAutoTestTurnkeyDescription 8/25/2023 testing0628 V4
APIAutaTestTurnkey APIAutoTestTurnkeyDescription 8/30/2023
BDTestTurnKey testing0628 71221202 A
curry B 78i2023| @ Subscription ID
eb089a2e-52b0-4492-9e24-7bf579cff14f
Hui s 7112023 @
Hu TS 628202 & Application (client) ID
UlAutoTest202306261702 8/25/202 79282451-c782-4734-832c-48e594a5ce08
UlAutoTest202306261721 812512023
UlAutoTest202306261733 82512023 Service principal object ID

da94dBae-55¢8-4d9d-9213-68d9de63c33

B2 5 > (Doms v)

Directory (tenant) ID
03eacdh3-8322-4854-8219-30b052626428

Secret expiration date

712212023

A These

ARM 7> 7L —+rZERLTY T bzfE. BHETS

Azure Resource Manager 7> 7L —+ (ARM 7> 7L — ) %{ER L T. Azure C Session Recording ) v
—XERHATIEY, CNZERTIHOERFIBIIROEEDTT:

1. Session Recording t—EXTARM 7> 7L — b E{EBLET, ARM T 7L —hiE. BROAZEZUY
—22H& £n 3 JavaScript Object Notation (JSON) 77 1J/L T,

2. ARMF7>7L—bzZo>O0-RLTERLET, BRALLETYIL—FI4IIE—RHROBRERXIU T+ %
ETLT. 7Y FL—hTHRESNLUY —ZXD Azure NOEBRZBBL X7,

3. Azure TOERHOETIRAEZRRB L £9. BRANMTET L7z5. Session Recording Ztw k7w 7L TRIT
L %79, Session Recordingztw b7 v 7d3ICIE. >R =)L 3 Session Recording #—/\—®
N—2 3 0%IBE LT, resourcelnfo.json 7 7 1)L 7y O—RTEHEBLHD £,

BHENBFIEIIROEED T

1. Session Recording 4 —EROERIF LS/ —> 3> T [#] > [H—N—EBE] ZBRLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 84



Session Recording #f—E X

D
S
<

Femium

3 Monitor
Server Management ®
Manage your Session servers by load-bal sites and iguring server settings.

To add Session Recording servers, follow the server connection guide

+ Createsite (¥ Refresh

No data available.

2. [—N—EE] R=IT, Y1 +DER] 20V v I LET, [V LDER] R—IDPEEET,
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Create site

@ Site information

m Cancel

What would you like to do?

i +‘| Create an empty site
L Create a site and add servers later.

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

(\_\ Create and deploy a site through a host connection
®

— Create and deploy a site through an ARM template
_un Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name

Description (optional)

©

3. [Create and deploy a site through an ARM template] %%RL 9, ERFIETEMDFESF—>
IVIL—ERTINTVLEY,
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Downloads
Create site X

Site information -
@ What would you like to do?
@ About your deployment

Optio -

Optional "+"| Create an empty site
@ ) \ =2  Createasite and add servers later.

Network
@ Virtual machine (\‘ Create and deploy a site through a host connection

@ Deploy Session Recording resources using a host connection that connects to
@ Domain and certificate your specific cloud subscription. Learn more
@ . — Create and deploy a site through an ARM template
El}n Create an Azure Resource Manager template (ARM template) to deploy Session

@ Databases Recording resources in Azure. Learn more
Load balancer
® L :

Optional Site name
@ Secure client ‘ ‘
@ Summa Description (optional)

Region

| v

All your resources will be created in this region.

@ ®

4. YA bREHBPEANSDL. DRA] 20w I LET,

5. (#723Y) VM BIUR ML —CEHOBREEZNGEY 301 FEO=—XICEAT3BERZRML T
2TV,

COFIEERF Y TTBRICIFE [COFIEERFYTSLET] 20Uy I93h, AHERETIC RA] %
0w LET,
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6.

Create site hd

Site information
Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
About your deployment ® 8

Optional I'm good. skip this step.

Virtual machines The following information helps determine the recommended number of Session
Recording servers.

Domain and certificate

How many cencurrent sessions do you have at most?

Storage 4,000-6,000 v

Database:
Recommended number of servers: 3 ") reset

Load balancer

ONONONONONONONON -

t]}:ié\val

The following information helps determine the recommended storage capacity.
Secure client
How much visual movement do your sessions typically have?

® ®

‘ Some, the display changes but not drastically % ‘

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB "] reset

C- Y ®

FOYTEOURI DB T arzZBRTB e, BRIISCIHERESENRTINE T, [VtEy ] K%
VIIHRBEOBICHD ET, CORZVT. 0T a v OBREMIGT ZHBEFEEZ V) 7 TEET,

Azure R—Z)LICBBL. BRLI) -2 avICHLWMRERY bT7—0ZEm L. FILWMRERY hT—2
EVDADEGHREINTLBRERY hT—JOBICRER Y bT—JETV U IZRELET. RIS FHLL
RIERY bT—2ICH TRy bEEMLES, TRV MIDZRDIFTAALES,
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Create site

Site information

About your deplayment

Optional
Network

(GNGNONONONONONONON I J

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
resources to connect to

How to find the subnet ID?

Subnet ID

[ Create private endpoints for storage and databases

0 Use this option if you need to keep the connections between resources within the
private network.

®

To2AR— bRy FT—=JRDOUY —XABOEG =BT B ICIE

storage and databases] Ftv /Ry IXEAVICLET,

[Create private endpoints for

[Create private endpoints for storage and databases] F v Rv I X%EAVICLIE. RDE
ZEZEBLTHOYTRY MIDZANTEINESHZRELEFT:

+ Session Recording #—/\—% Active Directory K X+ Y IZBMI B3 FENBVBEIE. TRy

MIBEBHWD, TRV MID T4 —ILRIZEOFXHICLTEEET,

s HI7xy rIDT71—ILREZTDF FIZT S L. Session Recording # — /¥ —H* Azure Active
Directory KX >i28ML£7,
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Create site

Site information

About your deplayment
Optional

Network

Virtual machines

Domain and cert

Load bala

Tags
Optional

ure client

Summary

(GNGNONONONONONONON I J

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
resources to connect to

How to find the subnet ID?

Subnet ID

Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and enter its ID
below.

Note: If you do not plan to jein your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet ID

Estimated cost (per month)
$182.5

7. THA >R =)L g3 Session Recording # —/N\—DEMEZIEEL £,
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Create site X

o Site information
Create virtual machines as your Session Recording servers.

o f;bt_)ui ?/our deployment Image
Optional
‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘

o Network ' ’

Size
Virtual machines

@ ‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘

@ Domain and certificate
Number of VMs

@ Storage ‘ 3 BC @ Recommended for you: 3

@ Databases Estimated cost (per month)
$812.16

Load balancer

@ O‘;:'j%ml

N Create an administrator account for the virtual machines.
Secure client

@ Administrator account username

@ Sumir
You will be prompted to set the password for this administrator when you run
the template

C- e ®

pE

o REETS VO] T+ —ILRICIE. HESINBZH (RESNTWVBIHR) NERIICAATATLE
To BEICHLTHZEELERT,

o X LRBED D IFREMEICEIVTED, BSIIFERINTVELEA. REDIXMIRFEDHD
EODBEVWIENFRINET,

8. Session Recording ##—/3—% VDA Y EU K X VIZBMMI . Session Recording 4r—/N\—DiiFfAE %
BELET,

+ VDA 7 Active Directory K X v IZ##%i 9 25 & (3. [Join servers to an Active Directory
domain] FTv /Ry I XEAVICL T, BEBRZANALFT,

« VDA #* Azure Active Directory (AAD) R X1 > IZiE4i9 33841, [Join servers to an Active
Directorydomain] Fx v IRy I REFTICLET. BEDY 1 FOERHET L7=5. Session
Recording —/N\—%R L AAD R XA VICFBTEMIE T 2TV, 474 AAD BRI, Session
Recording 2402 LI TOAERATEI B LICTEELIES L,
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Create site

Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load balancer
Tags

Optional
Secure client

Summary

SSEONONMONONON - I 3 < I J

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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® 6 @O0

Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Database:

Load balancer

ags
Optional
Secure client

() Join servers to an Active Directory domain

0 Supported only on Session Recording server version 2402 or later. Please select a
compatible version in the previous step. Go back

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®

©

9. BEI 77T EREFETREHIC. AZUre AL —ST7AHI Y MDA IIVEEEZEBRL £9, ERERICOL
TlE. TAzure Files 0ffitg) ZBBL T I,
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®©® 0000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Load balancer

Tag
Optional

Secure client

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does
not generate any cost if not used
Storage account

Performance

®) Standard: Recommended for most scenarios (general-purpose v2 account).

Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS) v

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares

‘ 6 BC o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)
$0.06 per used GiB. actual cost depends on your usage.

®

10. Azure i222® SQL F—4a~R—X %R L £ 9. 1 Did Session Recording ¥ —% X — X (session-
recording £ WS ZF) ¥ LTHERAIN. S 1 2IFEEEDYS 7 —F2~—2 (sessionrecordinglogging
EWSEF) CLTERATNET,
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Create site

Site information

About your deployment
Optional

Network
Virtual machines

Domain and certificate

©B0 00000000

C- e

Create 2 SQL databases for recording and logging data, respectively.

Compute + storage

Service tier
General Purpose

Compute tier
Provisioned

Hardware configuration

Storage
Standard-series (Gen5)
Up to 128 vCores, up to 625 GiB memory
Databases
vCores
Load balancer A
o lz ¥
Optional Data max size (GiB)
A
Secure client R | 2

Estimated cost (per month)
$441.3

Database administrator

Username

dbadminl

e prompted to set the password for this administrator when you run

©

11. O—RNZS>H—%EM L T. Session Recording #—N\—BTo7—Y/0O0—REDHELET, [O—KNF>
Y—DT7 I RZ2UTOT RLRDHICKIRT B] 7 —ILRICVDAD IP 7 FLXE3EEZADL. 3

VX () TREYID F£¥, MRBERICOVLWTIE. TLoad Balancer offitg) #BBL TSIV,
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

@O OOOODOOOOO

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
O Public
@ Internal
You need to assign an IP address to the internal load balancer. Enter an

unoccupied IP address in the subnet that you created for your Session
Recording resources in the Network step

Tier
Regional

Estimated cost (per month)
$189.6

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24 |

©

12. (A7>3Y) BT 3 Azure UV —RICE2 T2 BRAL £,
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Create site X

o Site Information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
o About your deployment
Optional

o Network Name Value
+ Add
o Virtual machines

o Domain and certificate

o Storage
o Databases

o Load balancer

Tags

Optional

@ Secure client
@ sumer

- 1= ®

13. Session Recording #—/{—% Session Recording 4 —E R ICEBRET 370D X2 T7I51T7> bEE
BELEY,

(V517> bDER] 22 Uwod3r. Citrix Pa—H—Icb>TEFa7o514 7Y FEERLET,
F7-13. CitrixCloud >V —IILD [IDBLVT7IEXEE] > [API 701 X] 272 &L TEXa705
17 bEERL. UTOBEHRENNTIET,
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Create site X

Site information Create a secure client to onboard the Session Recording servers to the Session

Recording service.
About your deployment e
Optional Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of

the Citrix Cloud console and then fill in the information below.

Virtual machines Create client

Domain and certificate

Network

D
| 6b63afdf-d048-49e1-b27d-781bffead7a2 ‘

Storage

Databases Secret

Load balancer

Tags
Optional

Secure client

®©®0000000000

« o ®

14, ERT3IVY —XOBMEBEZRIL. BEBICKUCTHET7IIVE2 IV I LTREEZRELE T, TO
#. [Download template] 20Uy o LFd. BHAZCRBETZIVY —IXESTAEM 7> 7L — A
ROVOATVO—RIFNA—IZHATO—-RENET, FLERINY A MME [T—N—BE] R—
CTHHRBTITXY,
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Create site X

o Site information Here is a summary of the resources that will be created when you run the template in

your Azure portal. Download the template and follow the instructions in the product
° About your deployment .
Optional documentation to deploy your resources

Network Region USEast

Virtual machines
Resource group

Domain and certificate

[ virtual machine € vz
° Storage Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2
Size Standard_D4s_v3-4vcpus, 16 GiB memory
o Databases
° Load balancer [ storage account V74 [D Storage account (for archive)
Performance  Standard Performance ~ Standard
Tags
o D;;—%;ml Redundancy LRS Redundancy LRS
° Secure client File shares @ File Share
Maximum capacity 5 TiB Maximum capacity 5 TiB
@ Summary
& Databases e V74 o& Load balancer vz
Service tier General Purpose SKU  Standard
vCores 2 Type Regional
Datamaxsize 32GiB Tier
Estimated cost (per month) $3468.76
Virtual machines $812.16 Databases $441.30
Storage $1843.20 Azure load balancer $189.60

DNS private resolver  $182.50

®

15. o>O0—RI7AIIE—ICBEL. ARMFTUFL—r2RBELET, BRALET7 7L 7 AIIE—5ERAE. 7
kL ZX/N—IC TPowerShelly ¥ AN#H7LTEnter *—%##L %3, 207 #)IL4—H5 PowerShell 7>
RIDBECETHEBET,

16. DeploySessionRecording.ps1 & \\35 Z#id JavaScript Object Notation (JSON) XU F %=X
TLET, BERININIA—L—DEZANALET, EEONFTX—F—d. T>FL— ~OEREICIEE
LERREICE>TEARD XY, fl:

PS D:\Downloads\Edge Downloads\U47la@ec3-f680-Ud33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1
Supply values for the following parameters:
TenantId: |
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PS D:\Downloads\Edge Downloads\U71la@ec3-f680-U4d33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1

Supply values for the following parameters:

TenantId: ©3eacdb3-8322-U4854-8219-30b0526a6U428

AzureClientId: 59e6dfu8-2aeb-487b-95b8-b95c6Ub8c8IT

Azureclientsec]_‘et TORAARAAKAAKRAAAAAAAAA AR R AR AR AR AR kkhkk

SubscriptionId: eb®89a2e-52b0-Uu92-9e2U-Tbf579cff1uUf

ResourceGroupName: a-xinzhang-rg-1

DomainPassword: **xkkkkkkkkkkk

VmAdminPassword: #skikdkskkskkkkskk

SqlAdminPassword: #kkkkkkkkkkkkk

WARNING: The provided service principal secret will be included in the 'AzureRmContext.json' file found in the user
profile ( C:\Users\xinzh\.Azure ). Please ensure that this directory has appropriate protections

Account SubscriptionName TenantId

nme
nt

ResourceGroupName : a-xinzhang-rg-1
Location eastus
ProvisioningState Succeeded
IEH {admin}
TagsTable

Name Value

n xinzh

Resourceld : /subscriptions/eb889a2e-52b0-U4492-9e2U-Tbf579cFf1Uf/resourceGroups/a-xinzhang-rg-1
ManagedBy

17. Azure R—2I)LICEHL. BEAESEFNTVWBR Y —XTIL—TERDI13T. BREOETRIEZEELET,
B2 T TSucceeded) ¥ RRINZETHEET,

Resource groups 4 a-sr-rg | Deployments| #*
=)

Deployment name Status Last modified Duration

18. Session Recording t—E 2D [H—N—FBE] R—JIIRDFT, HLLIERINY 1 M ERTTI L.
Setup RE U HFIEAIEEICHE>TWET, Setup £ 1) v LT Session Recording £tz k7w L.
RITLEY,
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mium -] SRTDEV
Downloads
Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.
—+ Createsite (¥ Refresh
Unallocated servers (Servers that do not belong to any load-balancing site.) (Empty)
> 0 server
v [0] Session Recording Si Settings
2 servers, 0 available
Servers
Server version Cloud client version
sr-ehlsdbh-0 N 7.42.26125.388 O Ready toinstall
Server version Cloud client version
sr-ehlsdbh-1 N 7.42.26125.388 O Ready toinstall
N [1] Session Recording Site (Public access) Settings
2 servers, 2 available
bmium a 0 SRTDEV i v
Downloads
Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

O Checking prerequisites...

Session Recording Ztw 7w 79 3I21E. 1>~ ZX ~—JLF B Session Recording #—/\—D/N— 3
> %IEE LT, resourcelnfo.json 7 71L& 7 v 7O—RTIUBHBD 7,
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»
()

SRTDEV

Downloads

Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file

CifrIX | Daas Premium SRTDEV

Manage “  Monitor

Downloads
Set up Session Recording X
€ Open X
& 5 v A4 T TisPC > Data(D) > Downloads > Edge Downloads > 61515241-127d-4072-ba1a-ee6221669060 > v G ScacheiSIsAI2IGA0L. P
lete necessary configuration tasks to get Session Recording up and running.
F———— -aoe
Rrcues  + Name Date modified Type Size
Ttoinstall,
Owusic  + T parameter 4102024 2180M  File older |
.
& videos » 3 template 4/10/2024 215 PM File folder
T 9e21d1c8-5664- ] resourcelnfojson 4/10/2024 231 PM JSON Source File 4KB
5 captura deployed resources, we need some information about them. Upload the
S ARM template and enter the administrator credentiels for your databases.

2 rebase-merge

@ OneDrive - Citrix
> mmisec
> WNetwork

B tinux

Fiepome:esourliojon <] sonie cjson S

reT— cmea

T—ER—RDERBREZNNILE T,
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CifriX = Daas Premium

»
(]

SRTDEV | (0, v

Manage ' Monitor Downloads

Set up Session Recording X

Install the Session Recording server and complete necessar tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file resourcelnfo.json @

Instance name

database.windows.net

Session Recording database name
sessionrecording

Administrator logging database name
sessionrecordinglogging

username.

XenAdmin

Password

Start setup

[Start startup] 27U v oL EY, T0®R. [T—N—FBE] R—JTEy F7yTORITRAEZEETS
9,

SRTDEV

ceiD:

r Downloads

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

—+ Createsite (™ Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.) Empty)

2 oserver
o [0] Session Recording Site Settings
2 servers, 0 available | () Setup in progress
Servers
Server version Cloud cient version
sr-ehls4bh-0 N 7.42.26125.388 B Installation in progress [6)
Server version Cloud client version
sr-ehls4bh-1 N S YoYoo Tt 5s O Ready toinstall
N [1] Session Recording Site (Public access) Settings

2 servers, 2 available
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2 0 SRTDEV co v

Downloads

Set up Session Recording X

Step 1 of 2: Install the specified version of Session Recording server on the VMs

You can view the installation progress of individual servers in the server list.

©

F—N——BTEL2OT—N—D1 VA= LOEITRAZERETIE Y,

2 0 SRTDEV | op v
Downloads
Install Session Recording ¢
sr-ehls4bh-0
Step 1 of 3: D i i ing. ini i 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site [0] Session Recording Site on the Server Management page.

®

FARTOD Session Recording # —N—D'—BICERATREL L TRRI N5, Y1 FOERRIETET L. 18E
L7c UV —2H Azure ICBBETh EJ,
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2 0 SRTDEV o v

Downloads

Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: D i i ing ini i .msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under
Site [0] Session Recording Site on the Server Management page.

©

VIO RIZATURETYTITL—RITBRTDa1—ILRE

May 22, 2024

757 RIZESTT & Session Recording #f—/\—(Z. Session Recording 75V RISA 7Y hEAVR h—
JLL &Y, Citrix IX. Session Recording 7> v RISA 7> hOT7vFIL—REBBMTFTvILET, 75
DRISATURZEIICITYIIL—FT3rd. REZHEELTENICT Y TIL—RIBIHTER
ER

IIORISATURETIC. EFRIEBZEFNICTYTIL—FTB

IIIRISATY R IC FREBBMICT vy TIL—RT3ICIE. ROVTNDDOHEEZERLEY !

Bk 1: R0 Session Recording 1 —N\N—DTICHBITIRISA T RON=I3>%EIVv 93

1. Session Recording 4 —EXDAEBDOFEF—> 3> T [#R] > [F—N—BE] £ERL. FROD
Session Recording 4t —N\—%Z R DI+ £ 9,

2. Session Recording #—/\—DREEH TERAAIRE] THB 2B LTIIESIL,
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3. Session Recording 4 —N\—D1TICH D [VFTRISATYrON=a>] 20Uy I LET,

H—N—DREH MERAFRE THRWEE. [IFTVRISAITYON—23V] BIVYITEEEA

Downloads
v SR1912 1 server, 1 available Settings
S s S, © o ®
v SR2203 1 server, 0 available Settings
S, @ o
> gr:f;}escnplion justo eget magna fermentum iaculis. 1 sarvar, 1 available Settings
v STANDALONE2209 1 server, 1 available Settings
STANDALONE2209 262”;'; i’sm I %ﬁez @ Avilable I &
> W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K19ST-74G7GI6 1 server, L available Settings
> W2K19ST-DRVS12 1 server, 0 available Settings
> W2K19ST-GA37VLG 1 server, L available Settings
> W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers, 1 avalable Settings

4. [Ty TIL—FR] &3 [BEI7YvTIL—ROHEE] 20y ILET,

Cloud client version

Current version  7.37.25459.8745
Latest version 7.37.25542.42517

o Upgrade available.

Upgrade now ( Configure automatic upgrade )

e [T TYSIL—R] ZOVUvILET,

ISORISATURDODN=J3a VDT TICRFOBE. [$93<¢T7vFIL—FR] FFREBETEEE
bo [BIKCTYTIL—R] #OUw oI LTH, Py FIL—REBRBIZ 7OV T MERRFINFE
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Ao
s (BT TIL—FROER] 2OV ILET,

(BE7YTIL—RFOBR] 20Vv 0938 [O5VRISATU DT v TIL—R] R=IHK
TEN. ISURISATY R EBENICTY Yy 7L —RI3REZIEETIET,

Smium & e / v
Downloads
Server settings 4
STANDALONE2209
General Cloud client upgrades
Recordings We check for upgrades for your cloud client automaticall atime to upgrade
tomaticall take effect the next day. You can also upgrade

nowif a new version s available.

Playback Latest version

7.37.25542.42517
Logging

[ Y
Cloud DB

Enable automatic upgrade
Upgrade

cel

e ®©

FI7AIETIE BEI7 Y TIL—ROREMCHE->TED. BEFR 2 BH 5551 3 HOBICKTSN
£9, [BB7YFIL—REBWITR] FzvIRvIRZFXTICLT. FE8T7YvTIL—RDA%Z
HATEENTEFES,

(BE/77Yy I L—REBMCTE] Fryv IRy IRZFAUICTRE. Z—XICIG LA RS LOKRE
HERIEETEET, CIICRTINBEE/IE. Session Recording #f—/N\— LB T,

Downloads
Server settings X
STANDALONE2209
General "
Cloud client upgrades
Recordings We check for upgrades for your Session a time to upgrade

take effect the next day. You can also upgrade
nowifa new version i available.
Playback Latest version

7.37.25542.42517

© Upsrade available Upgrade now

Logging
Cloud DB
@ Enable automatic upgrade
Upgrade Upgrade time (UTC-05:00)
[(#00 am-500am V]

CEP 400 AM - 5:00AM

12:00 AM-1:00AM

1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM
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BTy 7L — FRERZBRICBMICEDE Y,

7% 2: RO Session Recording # —N\—DITICHIRET7AAVE IV VI TS
1. Session Recording 4 —EXOERIOFES—> 3> T [MER] > [H—N—EBE] ZERL. XKD
Session Recording 4 —/N\—%RDI1 %7,
2. Session Recording #—/\—DREEH® TEMATIAE] THB L ZRBL T,

3. SR ? Session Recording #—N—DITICHBZRET A AV IV VI LET, [H—N—DRE] V1~
FOAREIET,

lemium &~ o CeiD: e
Downloads
v SR1912 1 server, 1 available Settings
Server version Cloud client version
SRe0a2 19.12.6000.24093 7.37.25642.42517 O icti &
v SR2203 1 server, 0 available Settings
Server version Cloud client version
SR2203 22.3.2000.36 7.37.25542.42517 ootz
> SRS-7 1 server, 1 available Settings

Site description justo eget magna ferms

v STANDALONE2209 1 server, L available w

STANDALONE2209 S yersien e o © Available @@
> W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K19ST-74G76GI6 1 erver. 1 available Settings
> W2K19ST-DRVSI12 1 server, 0 available Settings
> W2K19ST-GA37VLG 1 server, 1 available Settings
> W2K19ST-YMODNLK 1 server. 0 available Settings
> WEEKLYSERVER2 4 servers, 1 available Settings

4. ERIOFEF—>a>T [Py FIL—R] 20Uy o LET,
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a~ e cein 2
Downloads
Server settings X
STANDALONE2209
General

Cloud client upgrades

We check for upgrades for your Session Recording cloud client automatically. You can specify a time to upgrade

Recordings
Automatic take effect the next day. You can also upgrade
now if a new version is available.
Playback Latest version
7.37.25542.42517
Logsing
@ Upgrade available. Upgrade now
Cloud DB
Enable automatic upgrade
Upgrade
CEIP

e ®

5. [83<T7yFIL—R] i3 [BEI7YTIL—REEMCTE] 20UvILET,
e [BITYTIIL—R] 20UwILES,

ISORISATUVEON=2 3BT TICEHDBE. [SI<STyTIL—FR] BREBETEEE
Ao [TV TIL—R] Z0VvI$BL. TyTJL—RZBRBTZ IOV T EHRTENET,

c [(BETYTIL—REEMICTBE] ERELET,

Downloads

Server settings X
STANDALONE2209

General Cloud client upgrades

Recordings We check for upgrades for your Session atime to upgrade
tomaticall take effect the next day. You can also upgrade

nowifa new version i available.
Playback Latest version

7.37.25542.42517

Logging
© Upsrace vaisbl
Cloud DB
@ Enable automatic upgrade
Upgrade Upgrade time (UTC-05:00)
[(#00 am-500am V]

Jm
CEP 400 AM - 5:00AM

12:00 AM-1:00AM

1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM

pE

ISV RISATUEDOEF Ty T L—RICRET 2EED. REBOBE T —N1 T BEH
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PRICRETDRMEIDBRVCEZHAL TRET WV, 25 LARVE, BEIT—H1 7 L BEHIBR
MNRE T BRIEEMED B D £

(109

February 20,2024

COEIarTIE UTZRITIBFIRZHALET !

[

Session Recording —/\— D&

. KU —DRE

- Session Recording 7K1 > — DR
- ARY MREARU S —DERK
- ARV MHERD S — DB

.

BEERDOWER/RK
o A—F a4 )T 1 DK

A e —N—DHRE

August 4, 2023

1. Session Recording #—EXDARIFES' —> 3> T, [k > [H—N—BE] Z:BRLET,

2. 8=y b1t [RE] 20y ILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110


https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-recordings-on-schedule.html
https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-recordings-on-schedule.html
https://docs.citrix.com/en-us/session-recording/service/configure/configure-session-recording-servers.html
https://docs.citrix.com/ja-jp/session-recording/service/configure/policies.html
https://docs.citrix.com/ja-jp/session-recording/service/configure/policies/session-recording-policies.html
https://docs.citrix.com/ja-jp/session-recording/service/configure/policies/event-detection-policies.html
https://docs.citrix.com/ja-jp/session-recording/service/configure/policies/event-response-policies.html
https://docs.citrix.com/en-us/session-recording/service/configure/configure-playback-permissions.html
https://docs.citrix.com/en-us/session-recording/service/configure/utilities.html

Session Recording #f—E X

v Downloads

0server, 0 available

> N e -
> . -
> T -
P i S -

Seeme Dorae setines
A -
> SERVER-3 i

1 server, 0 available
Site

SERVER22-SIN

Set
> 1server, 1 available et rgs

SERVER2206A

> 1server, 1available Settings
> e -
> T e -
Lty Y —
> SRN1912 sotine

1 server, 0 available

Azure 7 diE. Azure ICEBBEINIY A F 2RI DICERTT £,

v Downloads
Server Management @]
Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the Server.
~+ Createsite (¥ Refresh

N Unallocated servers (Servers that do not belong o any load-balancing site)
3servers
0server, 0 available Settings
0 server, 0 available Settings:
0server, 0 available Settings
2308SRN

> 1server, 1 available Settings
ATEST

> 2servers, 0 available Settings

S AutoTestApiSite202306301601 Settngs
2 servers, 0 available

> AutoTestSite202307031440 Settings
2 servers, 0 available &
B1F4AB4E37B7

> 100 servers, 0 available Settings

stTurnKeyMul ( Do Not Delete)
Setti

> @ser.’ers Oavailable | 1 storage location | Cost (current month): $36 74 ettings
bettycsg st @
0server, 0 available Settings

3. BEILWLTH A bORAIZZEEL. FLVSHBZEML XY,
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Site settings X

®

4. YA PLRLDERIZRTPa—)LLT. BEZBHTT— AT TELVHRLET, #L<IE X7 Y2
—JUCEDCFREOEE] 25RBL T T,

Site settings X
ervRanan

— ®

5. Y1 bORBEZBETBICIF. VFVRTIL—V— AVTLIXTFL—V— FEZEO@EmAZEELET,
TI7HIWETIE 9FTRTL—V—AYTLIRTL—V—OEAIBERINATVWES, FVTFLIRXS
L —¥—IZiE. Session Recording Player (Windows) & & T Session Recording Web Player h'& &
NEY, #FLIE A DT L—V—%iEEI 2BRBLTZT W,
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Site settings
ERVER22-SIN

Player selection

a
Playback e

Downloads

X

H—N—RE

1. Session Recording —EXDARIFES—> 3> T, [ > [H—N—BE] Z:BRLEI,

2. 1 +FERBBELTEZ—4 v hd Session Recording t—/N\—%2 B2, TOEORE7rAVE I Vv L
FY. RET A AV FEATTRLBREDOY —N—ICOARRINET,

Server Management

To add Session Recording servers, follow the Server connection guide

+ Createsite (> Refresh

3 servers

[Xin Zhang] 0707 (test)
0 server. 0 available

[Xin Zhang] 0707 (test)
0 server. 0 available

[Xin Zhang] 0707 (test)
0 server. 0 available

2308SRN
v
1 server, 1 available
B Servers
2308SAN Server version
22.3.3000.4
> ATEST
2 servers, 0 available
> AutoTestApiSite202306301601
2 servers, 0 available
> AutoTestSite202307031440

2 servers, 0 available

N Unallocated servers (Servers that do not belong to any load-balancing site )

Manage your Session Recording servers by load-balancing sites and configuring server settings.

Cloud client version
7.39.25758.25384

Saved to this PC

@ Available

Downloads

®

Settings

Settings

Settings

Settings

°®

Settings

Settings

sm%

E:

259 R0 547> ~F—EX(CitrixSsRecCloudClientService) z {21k L 7= #%.Session Recording

H—N—DOREH [FT751V] ICEDLSBRVIELHD FT,
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3. [#f&] <)— T, Session Recording #t —N\N—D&FHBEEANND L. H—N—ZROH 1 MBEHLEFT,
Session Recording 4 —N\—%BIOH 1 MRS I 7Y RROYTTEZICHTEED,

Server settings

Blayback

®

4. [RE] BLUTZOMOR—I T, RORICKRRINTVBRT—N—REZHEEL 7!

7 7 1 L DIGARIZFR

AERAE

JrAoO—)LA—/N—

@A

T—=HATERT 71 ILDETIHR

Sty avoBE

198

BELEYS a3V I 7ML RETIHMEEELE
T, EROBFAERELT. BESBLTI7TILER
FETEET,

REICEZRTZODOVY VHREZBIRTI £, if
BHEMEETNTLAWMEE, BEFOMIILELT
HTTP iMERTNE T, COHZE. RO ZMWABLT
<f2xw: (1) & Session Recording #r—/N\—®
Microsoft Internet Information Services (IIS) T
Secure Sockets Layer (SSL) HEZHICA > TWL

%, (2) Session Recording Agent @& 70O 1)L
ELTHTTPABIREINTWD, #LLIE THTTP %
BESONINICERT S 28RLTIETWL,
O=)LFA=—N—D22DLEIWME (77ILH1 XL
BEE) ZEEETIET,
IVRIA—HY—ICEBEINBIAXYvE—CZHIXETAX
LT, EyParvhigEINTWE I EIY RI1—H
—ICBAML XY,
ANty Y3 vigEE—RNICREL. B
Y TEBLSICTIHEZIBELET,
BREISNTULWAETHROLE Y 32— —HBEET
TBRLOICTERINESHZERELFT,
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]

H—N—RE

FE 7 7T1ILOESK

Citrix Workspace 7 7V ON—= 3> F vy

Web Player 0 F—LR—=J D> TV EIERT

BEEOY

HAEOTOvY

23798 SQL oY R— K

IIORISAT DT TFTIL—R

CEIP

H—/N— DYk

A

TL—Y—IlH4TYO—- R 3HICRET 7 TILZES
KTBHhERELET. BSKICEID. 77 1ILzRY]
A >O—RLEEA—Y—-roa—H—nRT7 71
ZAE—LI=DBEELEDTEIENTIHRIBEDET,
CDOFREIZ. Session Recording Player 2D #&EH &
nxd,

Session Recording Player h'i2@Ei% B4 § 2 HiIC
Citrix Workspace 7 7UDN—2 3> Fz v o X%
wITERHhZERELET. COREIF. Session
Recording Player iIco & BRI N £ 7,

Web Player o7 "—LR—=JIZOAV T YDRRTINAG
WESICTEhERELFT, TREICIE. URLZALT
DHTIERATEET, COREIRF. T LIZD
Web Player ico#BERINE T,
BEEOJY—ERZBMCTEINESHERELFT,

BEEOJORRICKBLIBEIC. RUP—cH—N
—DREXBEZRIL TINS5 ZRELE T,
7R SQLZBMFIFEMICTIET,
ISIURISAT Y N EEBBNICT Y ST L— T BE
BZIEETETEY,. BET7YSIL—RICLBZEEIFE
BICEMICED £9, fiLLWA\—2 3 UHFIEA B4R G
Bl TRIETYFSIL—RTBEHTEETY,
Citrix Customer Experience Improvement
Program (CEIP) IZBMT3HhESHERELE T,

Session Recording #—E X i, #B#=21kD Session Recording 4 —N\—%2 BB L VERT57HD. HES
NEIVRURA YR ERBEIZISITIRTSY R ITA—LTT, [FTFAV] [TYAYRA—IER]. BLU
(1R b—JLIZKRBL £ LT] REOY—N—%T 57 RH5HIERL T, BE4A Session Recording #—/\—D &

ERRCIET,

E:

Session Recording #—/\—% k&L TH. Session Recording Hr—/N\—IgBlfrI NG, /5T RI1—H—

AVEZ—T A AN SIERRICEBIEITTY,
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W2K19ST-VMODNLK
2 servers. 1 available

8 Seners

W2K19ST-S2N3DM7

W2K19ST-VMODNLK

W2K22ST-TB81E13
1 server, 0 available

8 Senvers

W2K22STTBB1E1L3

WEEKLYSERVER2
4 servers, 1 available

8 Senvers
SR-Server

SR-Server2
1213

W2K19ST-GBVQ3PL

WEEKLYSERVER2

Server version
22.10.0.8

Server version
22902

Server version
23500

Server version
22310005

Server version
22.3.1000.5

Server version
22.10.0.8

Server version
22120844

Cloud client version
7.39.25738.41023

Cloud client version
7.39.25771 65403

Cloud client version
7.39.25726 60926

Cloud client version
7.36.25431.20278

Cloud client version
7.36.25410.34348

Cloud client version
7.36.25431.20278

Cloud client version
7.36.7020.11

@ Available

© Offline

© Offline

@ Uninstalled
@ Upsrading
@ Ofiline

@ Available

Settings

Settings

o)

Settings

s 754> TOIRRED Session Recording t—/\—Id. Session Recording #—E X ST LT L

9,

o FUA YA L—=)LiEH: TOREED Session Recording F—N—ld. 5V RISATY BRIV RA =)L
Th, ZOBT7VA YR —ILEINEH—N—-T7,
o AYRM—JLIZKELF LT TORRED Session Recording F—/N\—1d. V5T RALSDA VX =)L
ICRB LI —NN—T%, s¥L <k T 5T RAHL 5D Session Recording # —N\—D+1 > k=)L) %

SERLTRTL,

RS — DB

November 10, 2022

Session Recording  —EXZN LT HEDT 1 bty 3 VRE. 1RY MEH, BLTARY MHERU >
—ERNBSLUBRTIET, FREFLIET VT TULIEERY > —E B+ FDFTARTO Session Recording

P—N—ICBEREINET,
FHLCIE. RO MY O EBRBL T IV

+ Session Recording /K1) & — DR
o AR MRER S —DERK
o ARV MEERY S —DHEK

RUS—DBRICEET3ETH:
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CIlIIX

Session Recording 'K') > — D&

May 22, 2024

PRTLEEDORBER) S —TIT14TICTBILD, HBOARZLRERY S —ZERLTT7IT1 7193
CEHTEFET, PATLERORERIS—ICED. £y a 2 KIlE—0RAZERL £, ARZLERER
o—it&b. BETREY a3 VEZEBELET,

TOT4TBBRERIS—ICE>TRETZ Y aVHREShET, —EBILTIT07ICTE3RER) > —&
1271 TY,

!
BER) S —EERELRITITThHTIE. RUS—IFBIRLI-H 1 DI ARTOD Session Recording
H—N—ICBRAINE T, U1 FSCICEMNORER) S —2ERLTT7 T THUTIET,

PRTLEERDOFER S —

Session Recording IZid. RO AT LEEDRER ) > —HH D £
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Femium 4. (-] ~v

CCID:

r v Downloads

Policies | Awsrs 3 ®

Recording policy Event detection policy Event response policy

Addpolicy JENIeY

Do not record
System-defined

This policy means no sessions will be recorded.

Record entire sessions excluding audio (for everyone, with notification)
This policy records entire sessions (screens and events), excluding audio. Users receive recording notifications in System-defined

advance.

Record entire sessions excluding audio (for everyone, without notification)
This policy records entire sessions excluding audio (screens and events). Users do not receive recording System-defined
notifications.

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with
notification)

System-defined

essions (screens and events) and using lossy screen recording mode to encode
rding notifications in advance.

This policy record:

screens. Users rec

P
Session Recording /N\—< 3> 2308 LI T, AP EERE L KBV INTVWAVWHDX A —Fr A 0F
— T ARBOEAHDFAERTETT,

e BEILAEW. TIAILEDRIYS—TT, IFHDRUI—EBELRIFNUL. Ly avidREINEEA

s A—FaFEBR<EY aveEERELET (21— BHHD), ORI —IF. Ty araik
(BERLARY FZEUH BEIFRL) 2REBLFT, 1——REFAICREENZZITED £7,

s F—TaFdeityiarverERELFT (21—H—. BHAEL), CORUI—F. By araik
(BELARY M ZECH. BFEIFRC) 2RELFT, I—H—IREBMNZZITRD £t A

o FAIEEREEZBENCLTCA—Tr A 2Rty avefzREal xy (22— —. BHHD). COR
Do—lF. Evrared @meaRY EF0H BFRIFRL) 2REBILEFT, RET 7101 %
HIR T 270, IEREEERENBIICE>TVWET, I—H—EEFICREBMz=ITRD £7,

o FAIFEEREEENLTCA—TrA72R<Ey>avefzRELEY (22— —. BHAL). COR
=i, Evared @aeARY a0 8FI3RC) 2REBLET. BEBI71IILOY1 %
BT 2 7®IC. FAIFEEmRENBEMCHE>TVET, I—H—3REBNZZITED £HA.

s F—TaAZEDTEY YaveFheRELEY (21— BHNHD), CORIVI—E By arak
ZRELEY @RE. 1RV~ BEZET), I—HY—FFMICRERNEZZTRD £Y, RBUIhTLA
WHDX A =T F DA —T 1 BB ZBEMCTETE T, REUINTVWAEWHDX A —FrFrid. VDA L
THIBE . Citrix Workspace 7 7UH A Y XA F—ILINTWBISA T OB TRESNZ A —T«
AEIBLET, REXINTULWAVHDX 4 —F 1 F L IEHBHIC. RBEUINIZHDX A —F 12 TlE 73
oHaAryFovA4L o+ (BCR) &&U Microsoft Teams dF@ERD S+ 1) 4T, WENRISA Tk
ICA70—REN&ET,

s A—TAAEZEDTEY Y avEFZRELEY (21— BHNAEL), CORVI—EF £y avaiF
=RELEYS (@E. TRV BEEZEY), I—Y—IREBEMNEZITED £ A
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s IRV MDHERET S (£1—H—. BHIHD). CORII—IF. 1R MEHARU S —THHREINLAAR
VhDHEFRELEFT, BECERIIREINEFEA. I —EEFIcREBHNZZITED £7,

¢ IRV DHERET S (2I1—H—, BHAEL)e CORUD—E ARY MEHAR) O—TIREINLAAR
PhOAZRELEFT, BECEFRIRESINEEA, I—H—IIREBNZZITED £E A

PRTLEZRORER) D —IIEEXIFHRTE FE A

HRE LFER S — DR
AREIR

BEQI—HY—FEIIN—TF. ZRT7 IV 5= 37ROy I TUNU =G I —TF £ VDA T
v 8L U Citrix Workspace 77U S4T7 Y D IP 7RLZEZEETIIE. Ty avERETIEFT, A
REINTWBRT7 IV —2a > F TR by TR, FUNY—=FIL—TF£IEVDATS Y O—EZEET 3IC
& U1 FEEBEEORAWMDIERIBETY, ¥ ~d Delivery Controller TEEEDHARDIEREEBM L £
ER

AZZLTRER) S —2BATZIRA-—TE L TERTZRAV— PV ERETEZBETBCHTEIET, COH
BElE. Session Recording 2402 LIETHIATE£d, ADLSAI—H—T /XD IV TFIMIETVTRY
S—EBEATIET:

o 2A—Y—OFEH

o IP7RLREH

e TUNU=FI—TF

o TN ROTELE

e IVRAM=IENETT) =23y

BT 3RRRICCIC. BRERESLIUVRAOII-TZ2EEL 7, RERERRMOXI-TzHltstyiay
ICERSNE Y,

MAIC CICRERFZ 1 DFERLET !
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= | CifrIX | paasPremium

Manage “  Monitor Downloads

Add rule

Name and description Recording action

Rule name

Description (optional)

Scope

O Users and user groups

O Published applications and desktops

O Delivery groups and VDA machines

O 1P addresses and IP address ranges

O Fitter

®

« BHILTEY aYvERET D, COA TP avid. tvrared (@EmeAR>V ) #RELEFT, 21—
H—I3FRICREBHZZITRD X9, T5IC. A—Tr 7RBELIFETFEMBREZENCT D& SICE
IRTEFT,

« BHILAWTEY Y a VA RET S, COA T avid. tydarveE (@EcARNVE) #8BELET,
A—H—IREBHNEZZITRD FRA. TSI, A—Tr AREELIFEAFEEREBZENCT I LS ICE
IRTEFT,

¢« BHILTARY FOHDE Y>3 VERET S, HEDIARY FDOAHERET S L. DIRFEBRT 200K
U5%ET, CDATTavid. By arERBLTARY MRERU S —TEESNIRY FOAHERE L
£9, BEIFREINEFEA. I—HF—FFFICREBNZZITERD £7,

s BAILBWTARY FOHDE YL aVERET %, BEDIRY MOAZRET S L. LEFEMBT 0D
ICRIUBET, COATTavid tydaraz@BLTARY MEHR) S —TEESINLARY bDHER
BLEY, BEIIREINEFEA, I—F—[SREEMNZZITED FHA.

e Lyl arERELAEWV. COFTTIaViE Ly arvhiBEINBVWCECEEKLED,

RATEICROBEROWT N ZL A< ED 1 DBIRL T RAUDRI-TZ2ERL £, RANBERAINBEIC
i&. TANDJ & TOR) OEADOHBEEFH. RENET I aVEHBT3HICEDNET. —MHIC. TOR)
BEFIIRWEERICEDN. TAND) EBEFIIERNORUEEBICEONE T, ERH true THNIIL. Session
Recording RU > —IT VI VHZDHRAIDT I a>ELDET, €5 TRIFNUE. ROBAICEH. WEEEDIR
LET,

s RRATFVT—2a>e TRV My, RADRIEZEBRTZARAT7T IV —>a>BLUTRI Ny TO—
BEERLEI, 774U ~TiE Citrix DaaS (IB#R Citrix Virtual Apps and Desktops #—E ) #-
EHRIRSNTWE T, Citrix Virtual Apps and Desktops i&. 7 R—rIhTULWEHEA.

e TUNV=TI—TFEVDAXR> Y, RAUOEBRFZERIZTINI—TIN—TFELIZVDATI >V O—EZF
L&Y,

¢ IP7RLREIP7RLREEH, RUDIREEERATZIP7RLIABLIVIP 7RLADEHRDO—E%ERH L
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¥9, O IP 7RrLRIZ Citrix Workspace 77D IP 7KL 2T,

o T E—, HADIREEBERTZAN— T IERETD—EBEER L £9, Citrix NetScaler px<v—~
7ot AR —, Citrix Device Posture t—tE X, 8&U21—F—DX Yy FT—JDFBFRICEDVTH
TTF4 770 2%EALT. AVTFRAMIEILKT7I9ER (R¥— b7 I1R) #BRTETET,

Select tags

pl tags. Select from defined tags or enter custom
ore about Citrix-defined tags and their definition, see the product documentation

Gitrix-defined tags
0O ™ Description

() LOCATION.INTERNAL Tag sent by default when the networ etas INTERNAL.

) LOCATION.EXTERNAL  Tog sent by defeult when the

Tog sent for an P address th
() LOCATION_UNDEFINED L Launch for
@

up-
O compuant com
O NON-COMPLIANT For non-compliant devices.
Custo tags
Enter your custor tags separated by commas().

. 1= ®

AVFFRMIBEICTIER (RX—F727+€2R) 4. Session Recording 2402 LIfA TFIBTI 9,

o A—H—rad—H—JII—F, HUOREE*ERT 321 —HLV01—HF—FIL—TO—BEERLET.
Azure Active Directory (Azure AD) & Active Directory @A ® ID EELSHR— I TLET, 2
=TI =TDFUFDHNOVWTI, T2 —JIIL—TDER] & 12— —DRT+1 )X MMy Z

BEL TSI,

= CilnX  DaaSPremium

Manage ~ Monitor v Downloads

Add users and groups

Identity Type

[ Azure Active Directory ~]

. Active Directory

Azure Active Directory
Bd x
8D X
[N
801011 X

A
Azure AD @R — k& Technical Preview #88 T3, Session Recording /N\— 3> 2402 LIBET
FMATEFT,
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https://docs.citrix.com/ja-jp/session-recording/current-release/configure/policies/session-recording-policies.html#white-list-users
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Technical Preview #gEi1d. —ZHEEBEOFFDHBENHD T, T/ EEEBBELINTOERZS
gL FET, Citrix 7oALY R— ki, Technical Preview #gE TR O o clEE= HR— ML ZF
Ao

SRS TEETERRIY - BEEREER T 5700 Azure AD ID H7R— 2 T2ICHEMICT BIC
3. ROFIEZZTLTHS5 VDA zEREL£T:

Citrix Virtual Apps and Desktops ¥ >~ X k=5 —%fERH L T. Azure AD &< > > IZ Session
Recording Agent # >R b—JLL & T, 1> X b—JLHIC [Azure AD OHR— ~E2HHMIZT 3]
TERLET,

FNLINDBE T > R k=)L L7 Session Recording Agent 15413 HKEY_LOCAL_MACHINE\SOFTWARE
ICRDLT X EERELTAzUure AD D R— b EBMICLET:

* CommunicationProtocalToggle %= 1 Z:2E L % 9(0 id..Net Remoting.1 i3 Websocket
ZEKLEY),

* AuthType % 1 IZ:8E L £ 3 (0 |% Active Directory. 1 & Citrix Cloud SB3E#E%RL £9),

* SmAudidpEnabled = 1 IZEREL £9 (0(d MExI. 1% T3 Z2EBKKLET)

MSI X —2%ER L T, Azure AD i< > I Session Recording 1 —/N\—% A4 > X b—JLF
BZeHbTEEY, MSIr> X h—JLHiC [Azure AD OHR—~Z2BHICT ] ZFRLET,

Citrix Cloud %# Azure AD IC#& L £ 9,

- [ReBBRAE2—T 1 R] ODER—LR—2IC#%E L. Technical Preview a7 3> d

SessionRecordingSupportAAD 4/l ¥ Send User Identity Info In Prepare Session -
TLEBMILET, [REAEER] 1V F—T A ROR—LR=JIZTI7ERT3ICId. ROFIE%R
EITLFT:
1. Citrix Cloudictrr>1r> L £,
2. EEOXZa—T. [¥1H¥—EX] > [DaaS] ZFIRLFT. T 74/ b TiE. [ZLBER]
DEA—=TIAADR—LR=—IRIRRINET,

BER) S —ICEBORBZERT 35513 BRORUFMHIC—HIZ Ly arh'H3aellsh &9, 20
£ 5BI5EI. BRBAI/ROEVRAINE Yy 3 VICBRETNEY,

RAICELDRITEINZBREREICK > TZDEFIRMUNRED 96

s Tty avERE LBV 7U2avEECRAIOBEIBUNMRDBCBDET,

s MBRIL Tty avzREd 51 RAUOBEIRUNRICESBD T,

s MBRILBWTEY>avZREY %) RAUDEBKIEUDL 2 FEBICEIBRDET,

e MBAMILTANRY FDHDEY I3 v 2RET Z) RADBEEIRFEETY,

s MBRILBWTANRY DA&EDE YL a v ZRET 5] RUOBEEIRHMIADET,

gER) > —

ORADOVTNICHEHTRES BV YL a VBB EEARMDHDET, 2DLS5BEYya>icon

T 7A=Yy IRAOBEDNBERINE S, 7Ny I7RAORERIBIC TEya>zRELAWL T
To TA—INY IRAUIEEXIFHIFTET EE A
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FIE

1. CitrixCloud ictrr>r> L9,

2. EEOXZa—T, [¥rH#—EX] > [DaaS] ZERLET,

3. [&1] »5 [Session Recording] %#EIRL £,

4. Session Recording H#—EXR—JOEAOFES—>a>h5 [RUP—] ZFRLET,
5 WMROYA L EFEIRLET, 774 TR [BERUD—] 2THRRINET,

6. [Add policy] 22 Uv oL %7,

7. LWRU S —0EFICHBEANAL. BRAIDEM] 20Uy o L&D,

8. MADEFEHBAZANALET., REREZIEEL. ROBEEOL A<D 1 2ZERLTRAUNOZI-T%
ERL £,

MAICCIC, BERFEIEELET:

BALTEY>avERET S
BALBEWTEYY 3V ZRETS

s BAILTARNY FDAHDEYS 3 VZRET S

s BAILBWTARY FOAHDEY I aVZRET S
s Ty arERELAL

RAICCICRDIEEOWIT MDA ZL B LD 1 DFIRL T RADXI—TZER L £,

s NET IV —23a>eTRINY T
o A—H—raA—H—FI—7

e TUNU—=FI—T VDAY

« IP7RLREIP7RLREH

s TJaIlLE—

9. ILWRUS—HIERINS. [BERYS—] FTTEORUS—ERBDIF. MILEFICLTRY D —
EEMICLED,

A—H—=JI—TDER

J—4—J)I—T%EHL T, Session Recording R > —%ERTE £, HLOI—HF—TldAH< 21—~
IIN—T=ERTZE. RAUWER) S —2BHBEIERLILDBEBELID TIHT, 1L X MEBFHOI—H—1
Finance ¥ L\3 &#iD Active Directory 7 )L—FIC& Fh TWBIHEIE.

A« — R T Finance J)L— 7% ERTZL T, TOTIL—TDITRTOX Y N—ISBERAINZRAEER
TEFET,
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A—H—DRTA MU MY

BEEAO—HFOI—F—DE v a3 v ERRICBEXNERD S5RINT S, Session Recording RU > —%ER TS £
Jo i

A—HF—DFRTA MU X MEREEINE T, EABRENORSHECPBEDOREOREE LY., tyvi aveRE
TRIRSITREBVWI—H—EFRTA M) X MNIERT D CEFTT,

TARTOLBHEER D Executive ¥ L5 1D Active Directory FIL—7D X U N—TH 3154, Executive 7
JL—7® Session Recording Z &9 2RAZER L T. TS50 —H—DEy > aYhRLTREINAEL
LOICHRETTEY, CORUEBRTRUS—DT U7+ THMEIE. Executive FIL—TDXYN—DE vy avid
BREINFHA. HBARADIENDODXN—DEYIaViE, TOT1 BRI —DIEIDORAICESVTREIN
£9,

O—ILA—N\—OEIE

RIS =TT TICTBREE. ENETTITa TR D=3y a VYORBENMERTTEET. £
Ty a OBETFAIDLERIGETZETHHEREET, O—ILF—N—F. 7717ILY A IHLERISETS
CEFTINET, BRE T 71O A XDERICOVWTELL K TEE 7 71 IILOT 1 XDIEE)] ZBBLTLRES
(AR

RORT, LyParyoREHRICHLVWERERY S —Z2@ALTO—ILA—N-—DRILEIICELBZRRIOVT
AL FT:

LEIORERY > —: mLOWRERY S —: A=A —N—DEOFER > —:
#iE L4 FEHDRY > — TEZL, A—F—DPFLWLWEY>

AVICOJA VTR TDOHITHL
WRUS—DEBMICRD 9,

BAILBAVWTRETY S gELau gEMELELET,

BAILBAVWTRETY S BHLTREY S BREZHITLBMX Yy E—C 2R
L£Y,

BAILTRET S gE LBV BREtMMELELET,

BAILTRET S BHLBVWTRETY S BEIHETEY, 21— —»RicH
A TBEEIRAvE—UHKRT
TNFEEA.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 124


https://docs.citrix.com/ja-jp/session-recording/current-release/configure/settings-on-session-recording-server/file-size-limit.html

Session Recording #f—E X

RUS—DBHRICEETZETH

CIlIX

ARY MREAR & — D8R

May 22, 2024
Session Recording #f —EXTAARY bEHARU S —Z2#BR L. BEBShicty > 3a>YDE—7y RV 2O
JICERTEE T, PATLERDANY MEHARY D —E M@HELAEWVW] TT. 774 MTIFET VT4 T TS,
TOT4TDHBE. ARXY bOOJIFRBINEEA.

pE N

ARY MEHARU > —E. BHEDOH 1 FDFTARTO Session Recording H—N—ICBAINET, 1+

CICERDA Ry MEHR) S —ZER L TT7 I T« THTETE T,
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2mium a (-] v

CCID:
v~ Monitor Downloads
Policies | site1 v | ®
Recording policy ~ Event detectionpolicy ~ Event response policy
Add policy ‘ Q
Do not detect

System-defined
This policy will disable logging of all events

BETEZ 1A~

Session Recording Tld. WERDAARY hZEHE L. BENTEDIRY MIZIHIFLT. BTRESLUBE
TESCUHTEET, KEDHREDSELDH B IR b ZRELED. BERICZDAIRY FZERDIFEDTS
CENTEEY,

2T LEEDAAY b

Session Recording Tid. BEINct Yy a Y TRELIERDIRATLERDIRY FEREL TOJICRET
TET:

« USB RBERLBEET /N1 XD

s PV — a3 OiEEEKRT

o« 7TIIS—

e TTVDAYRE=ILET VA VZA =)L

« 77 MILOZRMEE. . BIbR. BBOL Y 3 VRERME

e tyiaryiRZX b (VDA) EOSATURTNAR (RYTENISATUMRSATERBUE ALY b+
ZEALCABELRBEET NI REZEYL) LOBD T 71 )LERE

« WebBB7 071 ETr

s RAIADVAYRIDARY
« YUY T R—ROT7IT1ETr
+ Windows LY X b DEE

e A—H—THIVFDEE

« RDP 1%4:

e NTA—IVRAT—4 (BEINI-EY>avVICEAETEZIT—2RIK)
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e Ry TT7 VT I4VRIARY b

NRELARY MEEARY S —RERT B E 0. BRTEE—7 v M AY MERIRT 570 0RAIEEMTE %
T

o Downloads

Add event detection policy X

Name

Deseription (optional)

Rules

No rules configured

+ Add rule

Y ©

Manage v Monitor v Downloads
|Add rule

Name and description Events to log

Rule name O App start events

App monitoring list:

Description (optional) O Clipboard operation
O sensitive file events

File monitoring list.

O User account modification
4 O Registry modification

Registry monitoring list
Scope

O Top-most window activities

O CDM mapped USB events

O Users and user groups e O Generic redirected USB events
O Web browsing activities
O Appinstalls and uninstalls

O Published applications and desktops O App failures

O Performance data

O ROP connections

O Popup window

O Delivery groups and VDA machines

O IPaddresses and IP address ranges

S ©

ARELFRER) S —2ER T 2IHEEAKIC. 1 DU EDORRNEZFHZBIRTIET, #L<IE THREZLFERY
T—0OER1 B2 a Y TFBRZSRL T WL,
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RUS—DBHRICEETZETH

CIlIX

ARY FRBRY S —DIER

May 22,2024

ARYEBER)S—TIEFARYMIE2TRIA—INZTIOa Vv EBRTE SO RO EHEREICAHD £
E

s TYYIVHIBANY MREETNESICT I — MBHIEX—ILTERELED,
s MEISNEY D3V TAIRY MBREENTIIZEIE. ROT7 I a Y2 ERBICHAEDETEITLET !

- X—=IL7Z—rOEE

- EEEEZ I <ICHBLET FEFEmiRai’Ems > MIBEFRE )
- tyiaronvy

- tyviaroOosd#7

- Ty 3 ol

SRTLEBDIRY FRERIS—E TIRELBWV] OATY . BEICHLE T ARZLAIRY MRERUS—%
ERTEET, —EBILTIT1TICTER IRV MMEERI S —F 1 DRI TY, TTIAINTIE 7OT1TRBA
RY MRERIVS—EHD € Ao
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=
ARV EREBERVS—%EREFRIITITaTHTRDE, RUS—IHBRLI=H 1 D TARTOD Session

Recording # —N\— BRI E T, Y+ FCCILBRIDARY FEERU S —ZERLTT O T+ THTE
F7,

|% Citrix Session Recording Policy Console - O X

File Action View Help

o nE 0 @BE

B Session Recording Policy Console Policy Name Description

v B Ecording Policies [= Do not respond This policy will disable all alert notifications.
E Do not record ngaw event response policy
[ Record event only for everyone with notification [= New event response policy(2)

[= Record event only for everyone without notification
@ Record everyone with notification
[& Record everyone without notification
v [& Event Detection Policies
E Do not detect
[ New event detection policy
v [ Event Response Policies
[E Do not respond
[ New event response policy
E New event response policy(2)
[%) Recording Viewing Policies

SRATLEEDANY MHER)S—

Session Recording I3, 1 DD AT LEEDARY MLER D —%ZRELET,

e BELAEWV, T7AILMTIE BRETOJERINIARY MIGL TRIFAEITINDZZCIEHD £ Ao

NAZLARY MSER) O —OVER

1. [Add policy] #oUw oL %9,

2. [1TRY RMSZERY—DEMN] R—IJ T, HILWRUS—DOERIEHAZEELE T,
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Add event response policy X

Name

Description (optional)

Rules

No rules configured.

~+ Add rule

®

3. FRAEIDEM] 20Uy LET,

4. RAUBRCHBEANNLET,

Add rule

Events and responses

Configure

O Delivery groups and VDA

O IPaddresses and IP

O Fitter

®

50, [MIRVYERUHA=] >30T [BR] 27V vIL. AIRVMMILDTRUA—INBZT7I> a3 V%8R
TR, RO EHHEEEICARD 9!

s EYLIVBRAINY FRETNEEICT I — MBMZEX—ILTEELE Y,
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s REISNIctLY Y 3> TAIRY MRESNIIZEIF. ROT I avzERICHASHOETEITLE
+

- X=J)L7Z—bDEE

- EEFEEZ I ICHBLET FEr¥EEmRai’ gz > MoBEFRE )
- tyvraronvy

- tyraryoOd#o

- Ty arot

ARY S MUA—ZRDSERT BRI (IR RUA—DEN] 22y I LET, &ld [T2F
L—r08H] 20Uy I LTREOANY M MIA-FUTL—F2BIRL. TOEXEEALIEDARET
1XLIDOLET,

Configure event triggers and responses ¢

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event is detected.

+ Addeventtrigger 2= Browse templates

No event triggers configured

®©

[V RUH—DEM] 20Uy I T3 FTORIVICHLWARY M) H—DEREh T, 8
WRE2YZ Iy I LT, BEOARY MM H—DEREERTZEDHTEET,
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the event is detected.

If event type is |
Then Send email alert

Description:

If event type is |
Then () Send email alert

Description:

@

Configure event triggers and responses

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when

-+ Addeventtrigger 2= Browsetemplates [} Saveastemplate

v ]

and ‘ None %

I |

and Start screen recording v

None

Start screen recording
Log off session
Disconnect session

Lock session

X

O w

O w

©

DRCED LI DDARY M MIA—DEEDRT LIS, [T TFL— b LTRETS] 20Uy oL T o
RN b bIH-Z2TTL— b LTRELEY, 208E. [IRXYMRUA—FTYTFL—F] R=PD [My

organization] 27 THLWTF YL —+bERDIFZ N TEET,

[IRYFRUH=FYTL—F] R=JIZTIVERFBICIE. Session Recording #—E ZR—JDAERID

FeEF—rarR1Uns [FUTL—FOD

£

o]

=N

1 #21) v 3 3%h. [ResourceLibrary] #o1 v oL
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Event trigger templates

My organization Community

Q

Theme ~  Eventcategory v  Created by ~

X

Submission history

TemplateAutomateTest20240418134 1Edit1 @] AutoTestCustomTrigger1202404181341Edit 0
Security Productivity Application Security Productivity Application

Created by L W Created by L W

AutoTestCustoniTrigger20240418134 1Edit @] bdtest0418 (]
Application Productivity ~ Application

Created by L W o Created by L W 3

mul template @] bdtest0418 O
Security Productivity Sensitive file Web browsing Troubleshooting Performance Sensitive file

Created by L W o Created by L W 3

ajjtest @] bdtest0418 0O
Application Session start Security Productivity use

Created by L W g Created by L W 3

®

[IRYERUH=FYFL— ] R=DICIE. BOOMHEB L Cloud Software Group BiAZ&Tfthd 13 2
ZTAXYN—DOEHFICELDE. TIRTDOARY NN A—FTUTL—EREENET,

[IRYERUH=F>FL—+] R—=T@ [Myorganization] 27 TlE, 7> FL—hr203a=F1IC
NHEITBE T, OBEENBRTT /LI TEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 133



Session Recording #f—E X

Publish template X

Publishing your template allows other Session Recording administrators to view and
use itin their configuration.

Template summary

Summarize the event triggers in this template to help others find it easily.

Publish as
®

(O Anonymous

@ We will review the template after you submit. Make sure the template does not
include any sensitive information.

By submitting this template, you acknowledge and agree that this template is considered
"Feedback” in accordance with the End User Agreement, with all rights and obligations
associated therewith.

pE

TV 7L—bEREETSHIC. TEnd User Agreements 288 L T30,

[IRYFRUH=F>YFL—F] R=TD [My organization] #7:iZ [Community] 27 Tid. F—
T—R, 7—X ARV rATI), BRBHCHEDARY FMIH—FY L — b EZBERETE Y, B
DHZ3TYTL—+bETYvII—ULED, BRUICADICLIEDTEZHTEIET,

—BICERDARY N MNIH—=FT L — b EBIRTEET, BIRLAETYFL—NE [ARVE MUH—
DEM] R—JIZRRIN. BEBILGLTHREIAIITEET,

RF] 20Uy I LTREZHREFLET, BELLARY FMUA—DREINTVS [V PERE] X
—JICRDET, B 22Uy I LT ARYEMIH—ZISICHABLET, WTNHDIRYEMUS
—IZHLT [75—FEHAIZA-IITEETS] £/ [EEOREZHBT 2] 77U aVEBRLIGE
iE. GUIHCRE> TAX—ILRECREA T a B LT,
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Events and responses

Event triggers (6)

Gonfigure event triggers to trigger actions when certain events are detected

Event type Email alert Action

Client drive mapping @ vYes Lock session

File deletion @ ves Start screen recording
App start @ No None

Append @ Ves Start screen recording
App start @ No Start screen recording
Client drive mapping @ No Start screen recording

@ For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection policy.

Email settings

Applicable if you enabled send email alert in your event triggers.
To configure the email sender and content,go to site settings in Configuration > Server Management

Recipients

Recording options
Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @
0 AN
v
Screen recording time span before an event is detected (sec) @

0 N
v

[ Enable lossy screen recording

Session operation options

Applicable to the log off session, disconnect session, and lock session actions.

Delay before session operations begin (sec) @

AN
o |5

©

TIOTATRBRARNY MRER) S —DOTICRBET 2Ry FOBEZERTIBEDNHD £J,

pE

[FREA] BUCARY B RUA—ZEERLIZD. COFNESOEFICLIEDTEZIEHTIET, ERLIZARY
b RUA—DHRAIE. [X—ILDRE] ZBRLZOBEDAARY FHOJICEBINIBEIC. 75— b X—
ILTRHEINET, [BEEOREZMIAT 3] MBERTNTWVWRIEEIE. COLETERTILSIC, BEETS
NFIA—F—ZRELET, EDE. ARV OAOREFICHEDAANY FHRETZ . BNEERED
BEMICHBINE T,

YR—bPTNTVBARY FOBEOL—EICDWVWTIE, ROREZSBLTIET L,
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ARY hDOTESE FAAXT 7Y A=
1w FR— RigE
F—ADEE RIZHELW (TFFX M. 770
Evbk<y)
7Ot X$E REST, RIZHELVL. RI—HT
%)
% REEL RICFLVL, RI—HT
=)

6. (FT723aY) X—IRERF. ARXYERIA-T [75—MBHZEA-ILTEET 3] 2#RLIBRICFAY
BEICBRDET, UTORTU—=r2ay bMEl X—=LF75—+DfITY:

Citrix Session Recordin

File Message Help @ Tell me what you want to do

]ﬁ[ Delete ~ | =] Archive ElFI Move ~ 6_) Reply <é_) Reply Al —> Forward E\l’-ITodo = E Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

e SR-ALERT <srt-no-reply@outlock.com=

This email comes from Citrix Session Recording to notify vou that a Tophost was detected:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Uszer Name adminiztrator

Domain Mame HAXVE

Start Time 117972020 315:06 &M

Diglivery Group Rz Desktop And fppGroup

Application H¥Desktop,

WD Machine

Plavback LIRL hittpes: wehp laver /3D laver £
Event Text Topfpp: regedit

Event Time 117952020 21761 BM

Youcan find the session recording video and more information here.

This is an automated email from Citrix Session Recording Do not reply:

B> b

BEURLEVVwI TR, #>FL I XA WebPlayer TSREIN LYY 3 Y OBER—IUHHET
£9, CCEIVYITB. A FL I X WebPlayer ® [IRTOFE] R—UHESTET,

BHINIEARY MIBLTX =T S—hZ2XET BRI, ROREZTTLET:
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a) [V FEBE] R—20 [Recipients] £7> 3> T, WEREEDOX—ILTRLIEANNLET,

b) [+ rRE] @ [FF—FX—)L] R=IT. X—)LOREEELABTEEELET,

Site settings %
SRN2203
SMTP server
General [ bd
Storage maintenance Port
I Email alerts @ Enable SSL

Display name
E l

Email address

i@citrix.com l

Password

Email subject Email body

User name [ User name
® Domain name ® Domain name
(O Start Time ® Start Time

() Delivery group [ Delivery group
() Application (O Application
(D VDA machine (O VDA machine

[ Recording URL

®

c) 7> 7L =X WebPlayer ic7 02X $3DDLIR NI ERELET,

To5—hX=)LOB4E URL ZEEICH#EESE 5 I1CiE. HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\ServerpL X rUF—%2BEDI3T. ROFIEXETLET:

o LinkHost g5 —%%. #> 7L =X Web Player A\ 7 ot XIZERT 3 R X+ > URL
ICHRELEY, L zid https://example.com/webplayer/#/player/o#>
7L =X Web Player ic7 27+ 2X¥ %(2id. LinkHost g7 —4%https://example.

cCOmIZERELEJ,

« EmailThreshold ¥ WS fEZEML. ZDET—42% 155 100 DEEOHEICHEL I,
ETF—2lE. X=IREETHIY R 1IPURICEETZT7 I - X—ILOBAEEZREL T,
COHREIE. EEINZA—IILOEEINZ. CPU EEFRZHETIDICKRIEET, BT —4%
BELBWEFICTSD. SEIIOBREICKRET D, ET—FIE 25127 4—INNvILET,

A
o X— LY —N—IlE. X—=ILEET7HIYbEINLRY b LTHRWL., X—ILDEEZELE

TRAABEMDRBHDET, 7THITY M TA—ILEZEETEDZLSICRBHEIC. TEDTATY
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PABDOI—H—ICL > THERINTWVWES L 2R T 5726IC. Outlook B D X—JLY
AT D OERDBEZHZENHD ET,

o —EHEINICA—ILZIXRET B EICH T BHIRDHD &9, e 2IE. 1 HOFIRISEYT S
. ZHORIBETA—ILZEETITEFEA. COFE. HIROBHAEHERNICERE TN TL
2Ly a3 OBEBITVWS L EREEBL TSI,

7. (FF23Y) ARV EFDOADBEFICHEDAIAY FARELLEESICTCICEAREZEBT 3ICIE. 53
EA 7> ay] U3y TENEEREOROA T a Vv ERELET:

o ARY b+ ID REBOEERERE (9): 1AY MREINRICEERZRE Y 36E (9) Z#8K
TIFET, BZEELBAVEFICTI . BRETNEY I 3 VAR T I3 ETREAOFENGITSN
£9

o IRY MRESINZFOEERTEOHRE ) 1R M BE INZE1ICHRIFT 2 EEERE ORI
() =TT X, EOHHEIE 1~120 TT, EZ 1 15 10 DVLWTIANICRET B L. E 10 HER
ICARDET, BEEELBWVWEFICTD L. BEEIFBEMICHD £ Ao Session Recording hYR#Fd
ZEEREDOREORTIE. BEELDL LR BBZIZELRHD ET,

o FAMERREEZBENCTS: EyvdavaIRY MIREIN e SICERYERREEZBENICT SN
ESNEIEETETEY, FrYEEBRELZERTZE. EEAF 7> a>ORBICE>TRET 71ILO
YA XIDHRETN. BEFORBELY I VRELIDTIEPKBEITIZLSICHD FT, COHERIL.
Session Recording 2308 LI TRIATE £, s¥L < I3 TR EEZRE OB ML E 2 IEEML
ZBRL TS,

8. (ATF>ay) Ly a iRMENBHIRINZ ETOEE () 2ELEFT, BEShfctEYyI 3> TOJRE
INFARY MIB L TROWT MO DREZIBE LGS, I——ICREZSFICBRTE £ !

s Ly z>oOdvy
s Lty avoOsAT
LI A=Y )

f1:
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137
A (-] v
Downloads
Event type Email alert Action
Append @ No Start screen recording
App not responding @ No Log off session

@ For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection policy.

Recording options
Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @

0 }A
v

Screen recording time span before an event is detected (sec) @
~
0 v

[0 Enable lossy screen recording

Session operation options
Applicable to the log off session. disconnect session. and lock session actions
Delay before session operations begin (sec) @

o ~
2

P
% 0 ICBELIBE. ChiE Bty avIicbLWTaA—¥—%20Ov o, O 47, FIERL
TH, I—H—ICBHNINBVWICEZEBEKRLEY, I—F— I8 T 3ICIE. BAEBEERELTLE

TL,

Ble LT MTFTORI)—=>> 3y b aSRLTRT W

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG" from C:\Test to C:\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

9. HAIDZXI—T=BRL THEEL F I,

HRZLFER) S —ZERT HBEEEARKRIC. ROBEEDOL%HB D 1 D2E#RL TGRO X I—-TZER
TTZXT:

e A—H—ra—H4¥—-JI—T RAOREZERATZI—H—JI—TO—EZERLFT. Azure
Active Directory (Azure AD) & Active Directory @A ® ID OfEMN Y R— I TVWET,
L<IiE ThRE LggER) > —0EfR) €723 TFIBEZSRLTIZSI WL,
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s XTIV —2a>eTRI by RUDREZERIZRHMT7 TV r—23a TR by 7D
—BZMERLET,

e TUNV=TJI—TVDATL Y, RAIDGEZBRATSZTIN)—JIL—-TF VDAYV DO—E%
ERL &9

c IP7RLREIP7RLRBERUNDOIGEEZERA TS IP 7PRLIABLVIP 7RLIADEHRD—EZE
MLET. T IP7RLXRIE Citrix Workspace 7 7UD IP 7 RL X T,

o Ja4IIE—, MAEFERIZANVN—LT7IEIXRITD—EEERL £, Citrix NetScaler b x<v— ~
7ot AR — Citrix Device Posture t—E 2, &1 —H—D%y b T—=TDIFFRICETV
1747747708 2FFEALT. AVTFIMIEDIKT7I/ER (RAX— 7€ R) #BH TS

Select tags X

tage. Select from the Citrix defined tags or enter custom
tags. To learn more about Citrix-defined tags and their definition, sce the product documentation.

Gitrix-defined tags

[ - &= ®

AVTHERARMIEDILC TR (AX— 71 R) 1&. Session Recording 2402 LIfA THIATS
£9, ROLSBIA—H—TIOLAODAVTHFIAMIEODVWTRY S —EBHETEXT:

- A—Y%—DFRTEH

- IP7RL REH

- FUNV=TIL—TF

- FNARDFEE

- AYVRAM=IENETTVr—23>
P

Ty arvELRBAARY MBE—DAARY MRER) S —TEBOFRAZE L TVEHE. RHEHWV
RAIDBRICHED 7,

10. D1 —ROERICR > THERZRTLEY,

11 HILWARY BB RV —%T7 0T TICLET,
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RUS—DBHRICEETZETH

CIlIX

BEER

May 22,2024

Session Recording E12& ¥ £ DB 4AER

Session Recording &##&ld. Session Recording #—E X277 X4 21&RHEID HT 517 Citrix Cloud
BEETY, Session Recording B2E & ZOBEEROMBICOVTIE. ROXRESBL T LT

Session Recording EBEDEHE  BAEER

Citrix Cloud BEBEICEIDYTE N ITARTOBREZBETEET
1277 Ut RIER

[Cloud Administrator, All] ® TFTARTOBEEZBETIET
®&EI%=%b Y T5N Citrix Cloud
EEE

AR

Session Recording #—E X ®
[BEER] R—JICRE2REREL
LTRRSNZET

Session Recording #—E X ®
[BEHER] R—JICR2REEEL
LTRRSNZET
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Session Recording EE2& D iEE

[Session
Recording-FullAdmin, All]
&EIHEID YT 5N Citrix Cloud
EEE

[Session Recording-
PrivilegedPlayerAdmin, All]
D&EEIHEN D BTSN Citrix
Cloud &%

[Session
Recording-ReadOnlyAdmin,
Alll OEBIDOANEIDH TSN
Citrix Cloud &12&

BAEER

TRTOREZHBETETEY

TRTOBREZBETERT

77 LTI KR EFRE =R
CIRTOBBEZHETEEI, F
fold EBELEA—Y—8BLUTIL
- RT3 rE4T
TRy T FUNI=TN—TF
LUV VDAL S DREDHEBE
TEFT,

AR

Session Recording #—E X ®
[BEER] R—JICE2BEEEL
LTRRINEY

Session Recording #f—E X ®
[BEHER] R—IT, HEOHZ
—HF—Y LTRRTIEY

T 7 4L~ TlE. Session
Recording t—E 2 ® [BEER]
R=—JICREHLEEEL LTRRT
nNExd, XA—7Z2BET B L.
Session Recording #—E X ®
[BEER] R—JICHANDEAD
BEEL L TRRINFT,

o FIRMHEEEICOVWTIX. TEEADT7 7 IFIEDRERTEI #BBLTLIETIL,

+ [Session Recording-ReadOnlyAdmin, All] 0&E0AHHEID LT 5hiz Citrix Cloud EEBEIZ. D
SLEDEY T Session Recording siAB D FRABEE L WIEh F 9, %L <Id. Session Recording &2
EDREHE] BB LTLEI W, Session Recording O#AHER D ERTEENTRY 1 ~H SIFEDRE D
AEBETTDLS5I1IC. BEERZFPRTET £,

Session Recording 04RO EREEEDBEERZHIRT S

Session Recording O&iAE D EHBEEBEEDBEEREZFIRY 31213 ROFIEZRTLET:

1. Session Recording #—EZXDAERIFES'—> 3> T, [HBR] > [BEER] Z#ERLF T,

E:

« Session Recording 4 —EZXOERIOFES—>a>ilHhd [BEER] X=a2—IF. Azure AD
JIN—TZBELTEBMINEBEICERTINEE A, £/ Thid Session Recording &t
BOERAEEEICHBRRINELE A

o [BEER] R—TIZ. $RTO Session Recording BEENKRTINE T,
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Femium i 9 ceip: ~
Vv Monitor Downloads
Playback Permissions SERVER . ®

View, grant, and edit permissions to play recorded sessions.
To manage authorized users, go to Identity and Access Management

C Refresh
Name Type Role Playback Permission
User Read-only Admin Full V
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full

Sp2)

2. WROY A FEERLET,

3. [BEHER] R—JTHROBEEZREL £79, BEIEE% Session Recording O#HAMD EREEEICT S
IZId. ROFIEZEITLET:

a) CitrixCloud a>v—ILo [ID E&VT7I/REE] > [BEE] 2T ICBHLET,

b) HROBEEEEZRDIF. BERSREZVEIUY I L. T7/ERD [MRE] ZERLET,

= citnx e v
« |dentity and Access Management
Authentication  Administrators  APlAccess  Domains  Recovery
Select an identity provider
Add administrators from.. | G Refresh
[ Types Display Name Email Status Access Identity Provider
O  user Active Custom Citrix Cloud
O  use Active Ful Citrix Cloud
O user Active Ful Citrix Cloud
User Active Full Citrix Cloud
Copy Email Address
O user Active Full Gitrix Cloud Delete Administrator
EdihAccess
O user Active Ful Citrix Cloud @
O user Active Full Gitrix Cloud
User Active Full Citrix Cloud
o Aot P S "

C) [hRALTVER] %ZBIRLET,
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= cinx

« Edit access for @citrix.com

. e

(O Fullaccess

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access

Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.
® Switching to custom access will remove management access to certain services.

Deselect All

General | Allroles selected

xaxd-xaccpiNew | Al roles selected

= cei:

d) Wh>Z%IVyI LT, IRNTOREZERELET,

e) [Cloud Administrator, All] . [Session Recording-FullAdmin, All]l . & & ' [Session
Recording-PrivilegedPlayerAdmin, Alll D#&ICH3F v Iv—I%F7ICL £, [Session
Recording-ReadOnlyAdmin, Alll D#&IcHZF v IN—0%AVICLET,

(O Fullaccess
Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.
@ Customaccess

Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.

@ Switching to custom access will remove management access to certain services.

Select all | Deselect All

General | Alloles selected

B xaxdxaccpiNew | 9of 1 oles selected

(J Cloud Administrator, All

Delivery Group Administrator, All

Full Monitor Administrator, All-Access to'Monitor' tab only
Help Desk Administrator, All-Access to 'Monitor tab only
Host Administrator, All

Machine Catalog Administrator, All

Probe Agent Administrator, All

Read Only Administrator, All

Session Administrator, All - Access to 'Monitor' tab only

< < NN <N}

SessionRecording-FullAdmin, All

@1 SessionRecording-ReadOnlyAdmin, All

f) [Save]l #oUw o LT,

g) Session Recording 4t —E 20D [BAEMER] R—JICR>TEML X T,
(3. Session Recording OFHAMOBEABEREL LTRRINET,

#mge L7z Citrix Cloud &12
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'emium

v Monitor

Playback Permissions SERVER

View, grant, and edit permissions to play recorded sessions.

O Refresh

Name

To manage authorized users, go to Identity and Access Management

Type

User

User

User

User

User

User

User

4 o CCID:
Role Playback Permission
Read-only Admin Full Vza
Full Admin Full
Full Admin Full

Read-only Admin Full ?

Full Admin Full
Full Admin Full
Full Admin Full

Downloads

@

4. Session Recording O#A#R O ERABEEDITICHZHETIA>Z7 Vv I LET,

7 N

Session Recording OFHAB D EHEEREEIZ. IRNTORBEEBET 3 LHOTLEAERZIFOBE.
BEDRBEDHZBLET ZHDOFIRMIDERZRHDHE. FRIIBREZBET B DO DEREHF
RWBEHLHD F9, FICIBENRUVLRD. Session Recording OFAB D EREEEICIE. TARTD

REZBETZODTLBIERD DD £,

5. Session Recording O#HiA#R O BERTEEHNBETIIREZHIRT 3I1CIE. [BEEROREE] R—IT

[FIRRMTE] ZBRL 9, [BEEROERE] R—JIC

[(RO=T] €02 avhiRRENET,
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Downloads

Edit Playback Permission X
Playback Permission
O Full
@® Limited
O None
Scope
Playback is allowed if a recording meets any of the following criteria.
Users and groups Configure

and Configure
Delivery groups and VDA machines Configure

®

6. (Bl 20V v o L. EEENBETIZREDII-—TZEELEFT. FEHAUTOVWTIhDLOFHZE
TIHE. BENFHUIINET,

o A—H—ra—4—2)L—F, Session Recording D#HEABMHERAEEREN. BEDNDI—H—5H&
VaA—H—JIL—TIl&>THINEEEY S 3 >DHZBETEDLSICHREL £9, Azure Active
Directory (Azure AD) r Active Directory @74 ® ID OFBEN Y R— I TWVET,

= cilnX | paasPremium " e ceip: -

Manage »  Monitor v Downloads

Add users and groups

Identity Type

Azure Active Directory v ]

. Active Directory

Azure Active Directory

Bd x
80 X
801011

A

- BEERZHEMT 37K DAzure AD IDD % K — b+ &,
Session Recordingt — N —2402 B TH B TS £ ¥, C
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N 1Z Technical Previewi# 8 T 3. Technical Previewi# g

F. —HBHPEEBFBOEXFFOBEBEENDHD £ 7,
BUSTOERZEHD L £ 9, CitrixT 2 = 8 L H K —
k i&. Technical Previewi# g6 TR o h o B E % # K —

L EE A

- @K TAIDOBEEFE. 1 b HCitrix ClouddIDs & T 7
7t ZE®E (IAM) # N L TADZX 7z (ZAzure ADIC ¥ 4t T n

E

TW3BAICDODEFRRINZE T, Citrix Cloudd IAMD  *x*

[BEE] ** 2 T THEIETIT & T

s RETFVIr—>a>eTRY kv, Session Recording sAE D EREEEN. FEDT TV

T=2arELUTRI MY Ty 3 DAIEBETESLSICRELET,

o TUNU—=FII—T2 VDA T >, Session Recording AR D BERATEEH . HEDTU/N)—

IIN—TELVVDADE YL 3 >DAEBETEIBZLSICRELET,

REN [BEER] R—JICRRINAVICHHD £, ZORIEIG. Session Recording 2204 £7zi&
Session Recording 2203 LTSR IRV U —RICT7 vy T L— R LERICRELE S, CORBEZRRT S
IZI&. Session Recording 7—42~— X3t 9 % SQL Server Management Studio (SSMS) TXRdx

)T eRTLEY:

ALTER procedure [dbo].[EnumPlayerUserDeliveryGroupPoliciesOnCloud]

as
begin
set nocount on

select 3 as RoleType,

.ID as RoleAccountID,

.principleName as PrincipleName,

.IsEnabled as IsEnabled,

.name as PolicyType,

.DeliveryGroupID as AccountMemberAccountID,
.Name as AccountMemberName

M O Y 5o

from PlayerUserCloudAccountRoleConfigure a,
PlayerUserPolicyConfigSetMember b,
PlayerUserPolicyDeliveryGroupSetMember d,
PlayerUserPolicyType e,

DeliveryGroup g,

PlayerUserCloudAccount h

where e.id=5

and b.PlayerUserPolicyTypeID = e.ID

and a.PlayerUserPolicyConfigSetID = b.PlayerUserPolicyConfigSetID
and b.PolicySetID = d.PlayerUserPolicyDeliveryGroupSetID

and g.ID=d.DeliveryGroupID

and h.ID=a.CloudAccountID

end

<!--NeedCopy—-->
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[SRT-8028]
EEEER

April 3,2024

EEEEROEDET

BEEICHERZZ DY TSICIE. CitrixCloud @ [ID LUV T7 7 IEE] R—JIChB [BEE] 27ICB#HLF
ED

EREANDOERDEIDHTICEAIZETH:

CIlTIX

Session Recording 7 5 R EEEDELE

#51C Session Recording ' —E X DIFE. 3BED ISV REBEEHLEELEFT. ChiEk. ELZREEEDOHT
BLETREINET:
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Session Recording 7 57 R EREEDELE B

EEBREEE Full access. Cloud Administrator, All D#%&El. %
fziZ Session Recording-FullAdmin, All & EIA
£)b Y TN Citrix Cloud BIEEZIELE T,

HHEOH B 1—F—BEE Session Recording-PrivilegedPlayerAdmin,
AN DEEIDH. F7-I% Session
Recording-PrivilegedPlayerAdmin, All D&%
Session Recording-ReadOnlyAdmin, All 1i&3E|
HEID YT 5N Citrix Cloud EBE#IEL £,

A EREEE Session Recording-ReadOnlyAdmin, All D&
DHHEID YT 5Nz Citrix Cloud BEBEEZIEL £ T,

&

Azure AD J )L —T7ZBLC TBMLLEEEICIE. RUISERDHD A, BEEEICERZEDHTBITIE.
HBRNOBEEEDRINCEDELNRAZLT I EAZBELE T,

Add an administrator or group X

@ Jdmnistrator Set access for ADSyncPasswordSet.
details

@ setaccess @ Azure Active Directory groups are not permitted ta have
full access.

(@ Revewand
confirm

lows you to determine the exact part of Citrix Cloud
manage.

sstom access will remove management access to

0 e >

O el 2
() secure Private Access] | Norolesselected >

[J xexd-xaccpl | Nerolesselected >
3] -

Azure AD H 5 EEE®IBINT %

Session Recording # —EXADEE T - Zid. Azure Active Directory (AD) 1—H—H LU IL—Ficxt
LTEMTY,

CDEEERFERATZHDO—RNAT—o 70—IZRDEED TY:

1. CitrixCloud 7417w > % Azure AD 185t L £ 9, 5#L <&, lCitrix Cloud % Azure AD |C#4:9 %1 #
BEL TV,
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2. Azure AD 5 Citrix Cloud icBEZE#EBML 3,

Citrix Cloud Ti&. BEE=MENIEM. F7zid Azure AD JIL—T L TEMTE 9,

« Azure AD h'5E4ZDEBEXBMT3AEICOVWTIE. MHLVLWEEEXENT %) #8RL TS
W, BEEZEBMY 3. Citrix 0 SHBFICBREX—IDREEINET, BESBIZ. Y1217 50
ICHBFZRETIHENHBD X7,

« Azure AD % )L— 7% Citrix Cloud I23BI19 3 il ME1EE S )L— 7% Citrix Cloud 12T
%1 #BRLTLLIEIW, Azure AD JI)L—7%EL CTEBMLBEAICIFBRGEEINT, BINE
g <z Citrix Cloud iIcH 1> 1> TE£Y,

3. BINY 3 EBEEDERZEELEX I,

F5IC Session Recording &, 3BEOBEENGFHELE T, Chid. BEAZREZFOHTEZILTRE
HWINFEJ, #L<IE. TSession Recording BEEEDEH #8RBLTLLIL,
A

o Azure AD J )L —T7ZBL TEMLEEEICIZ. RUISIERDHD EEA. BEEICERZED
HTBICIE AHEBRNOEEEDREICSOELARILT VLR ELE T,

Add an administrator or group X

@ st Setaccess for ADSyncPasswordSet.
details

® setacoess @ e
full access.

@ Reiewand
confirm

[ securePrivate Accesql | Norolesssiectsd | >

<] - |

+ Session Recording ¥ —EXDERIDFESF—> avicHh D [BEER] X=a2—Ii%. Azure AD
JIN—TZBLTEMEINIERBEICEIRTINEE Ao

e Azure AD J L —F%ZBL TEMSINERBEIZ. VTR ISAT7Y A=)l [OATY
FOER] K22 ZFERATETEEA

Session Recording Z1EE DHERR

Session Recording BEEDIERICDO WV TIE. RORESBL T LTV
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TERERE

Ay aR—RR— B
SANDT IR

H—N—REDHER B

RUS— DMK B3
BEANOTI7EXE B
RDORE
BEQTILIFHR A
DHIBR
BREOFHCLET AW
— 51 T HIBR
REOBBT—HT AW
76 L UHIER

BLEERZEH TS A

BEOHD1—H—
sEE

Ei3y)

E:3y)
E:3y)

B

B

B

23]

3]

A D FREERE

E3Y)

£ 3y)
£ 3y)

B

i3]

i3]

i)

)]

Session Recording OFH A O EREEEDEROERICOWVWTIE. MEEER] 28RBLTIETL,

BEAREZHBNT S

September 21, 2023

Session Recording ODEAZEZHEMT 3I1C1d. EAIOFES—>a>T B > [2—T+ U TRE] Z#R

L£Y,

~

Utility Settings

Set your preferences for Session Recording.

Player cache

Set the cache size you want the player to use for playback

 ——— 32 & MB

Seek options

@ Enable fast seek

Select this check box to improve the seek perfermance during playback

Downloads

€]

Session Recording Tl&. ROEXREEZBRTI£7:
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« Player*vv>a, X514 —% RSy LT, Player "BEICERT S vy a1 XE2RELET,

s BEY—V, | IL—LOERIBEZEH T I T, ICABEREICLZHES— I ZEMITZIENT
FEJ, COBBEICEID BEY—IDIIRRYIYIHNKIIEICALL. Session Recording 2308 LIk
TEATEET,

BRE DRI

July 15, 2022

SA7EviavoBEEZEMICLTEY Y a v ERET 3561 ETROotyarz 1~2WENRTERER
TEET,

BEY 7 7ML XDLEREEBX 2ty avid. oty a Y7 7MIILICRIITRRINET,
pE

BESNTVDADEY S 3 UADT I AEZ - —ICHE5LTLRETL,

BREORE

September 26, 2022

BREORE

[(RE] DT ITR—IUT, ROLSICHEEL TREZRETIXY !

« WEDHM. 7Y arvilid. [$H]. (BXT7BME]. 8% 30 HE]. [@%90 Bl [BE]. [HXEL]
BHDET,

o 1 DFLIFEEBDOY A b,

o TANB—ICR RARE ISATU MR A—H—B TV r—>3>, 547V FIP7RLZA A
RNYRTEIR ARV LOEE. RABREDHBDET,

s BERRESH.
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Downloads
v 2206 ~ Q @
Today
% Hostname AR username pr
Last 7 days N . o “ E
ecording Site ser ost
Last 30 days 3 Application ) Client name
qage  )2210:49AM 2206 administrator AAGENTFORSTG c
§ @ Client P address (B Ever
)2210:01 AM 2206 administrator AAGENTFORSTG A
& Event type & puration
April 13,2022 9:47 AM 2206 administrator AAGENTFORSTG A
Q Advanced search
April 13,2022 9:33 AM 2206 administrator AAGENTFORSTG A
April 12,2022 711 PM 2206 administrator AAGENTFORSTG AGENTFORPRO 0
April 12, 2022 6:56 PM 2206 administrator AAGENTFORSTG AGENTFORPRO 0
March 23,2022 11:27 AM 2206 administrator AGENT CNENGKFZNAXM4XD 28
March 23,2022 1118 AM 2206 administrator AGENT CNENGKFZNAXM4XD 3
March 23,2022 11:15 AM 2206 administrator AGENT CNENGKFZNAXM4XD 2
March 23,2022 1110 AM 2206 administrator AGENT CNENGKFZNAXM4XD 4
1-100f 19items < [ 2 > [(10/page

RRIBINEEEIT S LDBTEEY,

Downloads

Alltime 2206 - a ®

m -nn]w—.m»rw

Start Time. Recording Site User Host Client <
“ Columisto display

13.2022 10:49 AM 2208 AAGENTFORSTG

@ Recording Site

A 2206 administr ator AAGENTFORSTG
@ User
H;
13 2022 2206 ‘administrator AAGENTFORSTG 8 Host
® Client
April 13,2022 8:3 2208 edministrator AAGENTFORSTG ® Events
Events Only
12.20227:11 2206 adminiatrator AAGENTFORSTG Recording server
2208 administrator AAGENTFORSTG
March 23, 2022 1127 AM 2206 administrator AGENT NAXMAXD 28

March 23. 2022 111

2208 adminis

March 23, 2022 2206 administrator AGEN CNENGK

March 23, 2022 11:10 AM 2206 ‘administrater

v10crronems < [§ 2 > [ 10/poge

Ty ayDITRTOEEDRT

BEZERL. [720-7Tv 7] 72 #RLTREEAEY 3 VOIRTOREZRTTIET,
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Downloads

Recordings of the selected session X
This session starts from April 13, 2022 10:49 AM and including 1 recordings

Start Time User Host Client Events. Duration Action

April 13, 2022 >
1 e YUMWOD O 00:0954 (b)

FBEANDT I AFHIROHRE

February 20,2024

=

Session Recording #f —E WM SBIRLIZBEBAD 7 I/ X2 FIRTIT £, BEERICMZA T, COHMETEK
DB T I ABHA TS ET,

ROT I ZEROWVWThHHEID YT SNt Citrix Cloud BIEE L. FEICT I/ REIRERETCIET:

e JITUER

+ [Cloud Administrator, All] ®%&2|

« [Session Recording-FullAdmin, All] 0#&%|

+ [Session Recording-PrivilegedPlayerAdmin, All] ®i&3|
+ [Session Recording-ReadOnlyAdmin, All] ©7&Z|

HIFR{T F8REICIF. Session Recording mFHAMO EHEEE ([Session Recording-ReadOnlyAdmin, All]
DEBIDHHED BTSN Citrix Cloud BIEE) IET7 72X TEF £ A, Session Recording 04D HRAE
BEICIE. [BIR] R=JICTF7IERALIED R=JOT7 I ZHIREMBELI-D TIERNHD LA,

A

o COOEEICIZ. Session Recording t#r—/\— 2209 LIEMNKRETT,
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o FATRENDT VL AFIRIFYR— TN TLEEA

BEANDT 7t AHROKRES & OHIER

1. Session Recording 4 —EROERIF S —> 3> T, [RE] > [IRTORE] ZFRLET,

2. Session Recording #—/\— 2209 LI THMIN3 41 b ZBIRL £ 9,

pmium
Alltime 2209(TESTSER... |
SERVER-C1 ( dfsdfsadfhyth
(D Columns to displa
SERVER-3
Start Time
SERVER-2
February 22, 2( )
10:16 AM SERVER-1

February 21, 2(
826 PM

February 20, 2(
5:01PM

February 20. 2(
455 PM

February 20, 2022
4:38 PM
February 20, 2022
418 PM

February 20, 2022
4:00 PM

February 20, 2022
3:31PM

February 18, 2022
10:37 AM

February 17, 2022
2:33PM

2209(TESTSERVER)

Jser

Jdministrator

2209(TESTSERVER3)

TESTSE

1912(EUSERVER1 TESTSE

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

\dministrator

\dministrator

administrator

administrator

administrator

administrator

administrator

administrator

Host

Client

Events

0

0

0

FUNN — v

Downloads

[a @

0 selected

Events Only Recording server Duration Action
)
False TESTSERVER3 00:14:11 \’/
N
False TESTSERVER3 00:03:03 )
2\
False TESTSERVER3 00:10:39 \’/
False TESTSERVER3 00:02:54 )
D
False TESTSERVER3 00:15:46 )
False TESTSERVER3 00:17:09 )
False TESTSERVER3 00:14:36 )
False TESTSERVER3 00:26:03 ©)
~
False TESTSERVER3 00:16:14 )
False TESTSERVER3 00:12:50 ©)
1-10 of 22 items 2 3 > 10/page v |

3. [TRTOFE] R—IT. 1 2FLIFEBOBREEZEIRLE T,

A

—EICHERT B REIZ. 40 BZBRABVELSICTEIezs8OLET, €5 LAVE. TIEXFIR
ICRB T 25EDHDET,

4. [TOERFIRZRETS] 20V vILET,
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bmium

Downloads
i a o
[ Columns todisplay  [5) Followup () Place accessrestrictions & Archive T Delete 2 selected
Start Time Recording Site User Host Client Events Events Only Recording server Duration Action
felvan2zian22 2209(TESTSERVER3)  administrator 0 False TESTSERVER3 00:14:11 @
10:16 AM
e 2ie2 2209(TESTSERVERS)  administrator - e L 0 False USRS C0302 @
Zeg;”;:: 20.2022 2209(TESTSERVER3)  administrator u [ | mmmE 0 False TESTSERVER3 00:10:39 @
5“;’;";3 20.2022 2209(TESTSERVER3)  administrator n L] 0 False TESTSERVER3 00:02:54 @
:”;’Q’;a 202022 2209(TESTSERVER3)  administrator ErEE 0 False TESTSERVER3 00:15:46 @
:”;’;‘;a 20,2022 2209(TESTSERVER3)  administrator L] T SN O False TESTSERVER3 00:17:09 @
February 20,2022 2209(TESTSERVER3)  administrator n 0 False TESTSERVER3 00:14:36 @
;f;’;“;a 20.2022 2209(TESTSERVER3)  administrator (B 0 False TESTSERVER3 00:26:08 @
i“ub;”;:":a' 2022 2209(TESTSERVER3)  administrator ] = w 0 False TESTSERVER3 00:16:14 @
February 17. 2022 2209(TESTSERVER3)  administrator n 0 False TESTSERVER3 00:12:50 @

11200t 22items < (@2 3 > [ 10/page v

5 7OY7hzidk. [HR] 20w I LET,

Downloads

A\ Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted r are ible only to players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all
other recordings of the same session.

D

6. 7O RHRERELIGERLIERED. [IRNTORE] R—IH5 [HIR] R—JICBEHL I 2R
LE9,

7. [BIRR] R—I T BBICWLCTT7 IV RFIRZHEL X T, 7O/ XFIRVEFIND E. BEIE [TRTOD
gE] R—JICRDFEY,
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) LR
pmium 2 o o ¥
Downloads
Alltime 2209(TESTSER v Q ®
(D Coumnstodisplay  [B) Followup % Remove access restrictions [ Delete 1 selected
Start Time Recording Site User Host Client Events Events Only Recording server Duration Restricted by Action
. \
Yorch22.2022  2209MESTSERVERS yministrator 24 False TESTSERVER3 003832 »)
’;“Ig"p:f 2022 ?ZOS‘TES‘ SERVERS gministrator 19 False TESTSERVER3 120355 >»)
g‘f‘;';:‘s 2022 ?ZOQ‘TES‘SEWEN administrator 6 False TESTSERVER3 00:02:39 >»)
;e,‘"s”;ﬁ 22,2022 ?ZOS‘TES‘ SERVERS _ dministrator 34 False TESTSERVER3 00:06:31 >»)
;e;'l”;ﬁ 22,2022 ?ZOS‘TES‘ SERVERS dministrator 51 False TESTSERVER3 00:09:20 >»)
1-50f Sitems 10/page v

FEEZHEVTEE

February 20, 2024

BEzFHVWTHBE

SATEREBEBETI T, [TRTORE] LU [T—H1TEH] R—YOESREICIT [BBERE] BEOR
BUCBERZ VDB £,

B b

FOBYIHRBETIARYIVZADT=HIC. GPU Z#BEH L= > FERALTLIETU,

BERZ>ZIUvILET, BER—JHRRINET, AEVF vy a0RICBENBIBINE T,

FEB 23,2021

11:;10:58-00:07:32-11 Events

-

Host name:

Client name:

Sort by All Categories v
- Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

.+ Please wait for the Citrix Profile
" Management

00:01:00 App Start:8416:
conhost: 5692: 172\C:\Win

00:01:36 Session Pause:sk;;

00:02:27 Session Resumerl;;

00:03:02 Session Pause:/help;;

» f7) 00:00:04/00:07:32 B Comments 7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi
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B>k

s Tyl arvolETHEZIUYITERE. Ly atARESNIENARICTIDBXZ N TER

3_0

o IRY MDADTREDIZE

Player 7 > R DHIfH

 EERBOBETAAAVIIERTEEFE A

Player 71 > RUDHBIZDOVWTIE. RORESRL T LTL:

Player =71 > K i

BEREY
Ta— N Za-EBREY

TR/ —

BREBLEOREMUE

aX2 b

#*E

st /T

Mt ZIERT
BERE

LEH
EEERTRZ Y

A

BRLAERET 7 1IILEBELE T,
BERICA—T A T 2RI BDESHERELET,

BERICETRREN—Z RSy I TIFET, RBINT
Ty aro7A RIVBBIEBERICNT ST AN
ED

REBLORAUE SstREREZRLE T, KEO
ezl HH:MM:SS T9,
BREOBERICIZU I LTAXY b ZBMTZICH

TEET,
BEEHRGE U >0 FEHRELY > L LTRE
TEET,

BEINctY > aVICEETET 2RIV bERED
F—N—LA1=2RRLET,

Ty arTF—EF—N—LAZERRILET,
REOBEFEREZRLEY, 7ra>Z7UvyoILT.
X0.5. X1. X2, X4 AT a>v=OEZIE T,
LEECHBEZRTLET,

Web R—SRTBEZRRLET,

BER—JOARAIUTIE AIRYETANE—EOAAXY R TANLNE— JAVIREBERY IR, —HBORET —4

ZfERATEET:
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=  CilrIX | DaasPremium - e v

Overview  Manage “~ Monitor Downloads

Round trip time oms.

0Kbps
0Kbps JUN 13,2022

0% 19:06:05 - 00:03:04 - 18 Events
0/0 MB (0%)

Entire data

No data. Please make sure 'Log performa s checked in the Policy Console.

s

11424

window:explorer,
00:02:05 File Create:11424
C:\Users\administrator h

00:02:06 Top-most
window:WfShell, ICA
Seamless Hos.

00:02:07 Top-most
window:explorer,, 11424

00:02:12File Delete:11424:
C:\Users\administrator

> 00:00:00/00:03:04 & Comments X1 Hide stats 52 FULL SCREEN @

+ Player v> > 0BG Bz, COFITIE. JUN 13,2022 &0 19:11:02,

o BEROREOKRE, C0fFITIE. 00:03:04,

s BENDAANY M, T0fFITIZ. 18 EVENTS,

s tyiarhiRE NI -,

s BFEISNtEYI 3R FTNTVS VDA DRI b&,

s EYLIUBRITEINTVBYSAIT Y TN ZDER,

e MERERZUANBZZAT a3y [TRTL [IRVE] Fid [OXY ] 2BRL TREEGRELERER
=

s IRNYETAINE—s BROTILZ—Z#ERLT. REOREADINY FZBRERETIET,
TAAYZEI Uy I LT, ARV FORFRZREALEZ T, I

00:01:00 App Start:8416:

00:01:00 App Start:8416: conhost: 5692177
conhost: 5692: \?MCAWIn... \C:\Windows\system3 2\conhost.ex

e0xd

¢« INYVIE—HE, —BEDANRYrZIUvITRE. BERDAIRY FOUBICEELET,

e VAVIBRERRY IR, [MIRVEEBRR] V1V IBRRRYIRIL>T BEDRETIRNY F—EBZ T
PLBDIANC LD TEET,
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BEZ) O LTHETS
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s UYOZEICEMWAREZRELF T,
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Generate recording link

General access
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TRLIN=IZU YO ZBEDITB . URLU Y IR A —ENISBRRICS v I TEX T,
p= =N

o EHEIRDOU YU ZFERALTREZRTT DICIE. I—F—ZBHEZANNITBIVELNHD XTI,

o EEIRDY VI ZEMTEZT7ooavid [TIT14ETAT4—F] O [V 2TICEH
INEI,

o EERDOFTEOHETIF. EEIRORE) VI/DNERTNIE SIS, BEDOREEICA—ILBNE
HRITTBNEINZIRELE T, FLLIE NEHI Z28RBLTIRET L,

EBHIRD) VI =2EETS

COFRENEFIRD) 7 LTHEINTULWSB N ZRTT S

CORBEBONEFIRD) VO LTHEINTLEIHOMBZRRT 31213 [TRTORE] X—Y 0 [Links] 7%
)y ULET, [Links] FIBKRRIhBWEER. [RRIB5] 20Uy LTH5 [Links] Z8RLET,
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Session Recording #f—E X

Start Time User Hoest Client Events Events Only Recording Server Duration Action
April 6, 2023 10.38AM 0 False 00:00:27 )
April 6, 2023 10:28AM ] False 00:09:41 \.”
April 6, 2023 10:17AM 0 False 00:11:45 \’.
March 15,2023 431PM 0 False 00:0213 O
March 15, 2023 407PM 0 False 00:03:28 »)
February 28, 2023 4:47PM 8 False 00:02:01 q P_'
February 28, 2023 9:59AM 0 False 00:04:50 >
February 28, 2023 9:32AM 0 False 00:02:33 >
February 28, 2023 9:31AM 0 False 00:00:53 P:
February 28, 2023 9:19AM 0 False 00:40:20 L >
February 28, 2023 6:33AM 0 False 02:46:00 (»
February 13, 2023 2:22PM 0 False 00:04:26 >
February 13, 2023 2.11PM ] True 00:10:52 q ’/

BREICHIET DIV IDT7AA02I Vw033, REOREICKH L TEMRSNIEFIROY > 7ICEY 355480
RREINET, fl:

Downloads

Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

(™ Refresh W Clear invalid links

Generated at (UTC+08:00) Generated by Justification Status
Jan 24,2024 5:39:31 PM @citrix.com test Expired
Jan 25, 2024 2:45:45 PM . @citrix.com a Revoked
Jan 24, 2024 5:30:54 PM :@citrix.com Expired
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BEOREDEHIROU VI ZRTELVEETS

1. [BHIROV > Iz ERBT 3] R—PZHETFI,

BEL [TRTORE] R—IT. FEDOREDHEICHS [Links] oV > o071V %20 )y I LET,

Start Time User Host Client Events Events Only Recording Server Duration Action
April 6.2023 10:38AM linlin_s_MacBook_Pro ] Felse 00:00:27 £
April 6. 2023 10:17AM linlin_s_MacBook_Pro 0 False 00:11:45 L2
February 28, 2023 9:32AM QHPLAY 0 False 00:02:33 &
November 30, 2022 3:01PM APACPMD2221 1 False 00:32:15 &5
September 21, 2022 11:37 AM NKGWYUCHUNJOL [ False 00:14:59 &

FE2. [BEYYIDERM] 41700 T [WYI0EE] 200w I LES,

Generate recording link

2. [BHIRDY VIR ERT 3] R—JTRITZRBATZ . BEOREICH L TERINEFIED) > oI
IRHALVRTINE T,
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Manage unrestricted links

View and manage unrestricted links generated for this recording. Expand each row to view details.

C> Refresh W Clearinvalid links

Generated at (UTC+08:00) Generated by Justification Status
Apr 10,2023 4:18:42 PM WA9KL\Administrator Expired

Apr 10, 2023 4:10:22 PM WASKL\Administrator Expired

URL

http://10.108.4.136/WebPlayer/#/player?key=al7c89a63c3f4976b12559e2bdB884ee

Viewed by Time Playback justification
WA9KL\user® Apr 10, 2023 5:45:37 PM user0's view
WASKL\Administrator Apr 10, 2023 5:45:18 PM administrator view
WASKL\Administrator0 Apr 10, 2023 4:53:13 PM administrator0’s view

Apr 11,2023 3:30:45 PM WA9KL\Administrator Expires in 3h37m
Apr 10,2023 5:46:11 PM WASKL\Administrator Test Revoked

(FF>ay) VoIzBOETICR. U IZBIRL. RRENn3 [BDHEL] 20Uy LET,

Manage unrestricted links

View and manage unrestricted links generated for this recording. Expand each row to view details.

C* Refresh W Clearinvalid links @ Revoke

Generated at (UTC+08:00) Generated by Justification
Apr 10,2023 4:18:42 PM WA9KL\Administrator

Apr 10,2023 4:10:22 PM WASKL\Administrator

Apr 11,2023 3:30:45 PM WASKL\Administrator

URL

http//10.108.4.136/WebPlayer/#/player?key=4382625b428748b590chcc0ff8d8f2de (B

Apr 10,2023 5:46:11 PM WASKL\Administrator Test

Status

Expired

Expired

Expires in 3h37m

Revoked

X

~

[BYDEL] 20Uy o33, 7o2avzBRT2 IOV T MBRREINET,
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A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

DO

4. (X7 ay) BRTNICARSTEU VO RRIBBRDEEINL) VO ZEBRT B3I, [EMRUYI%201) 7]
Z0)vILET,

Y1 hDTL—V—%ZiEE

August 4, 2023

W
1 FOBREEBETZHIC. VFTRTIL—V— FOTLIXTL—V— FLIEZOHFZIBETETDLS
ICED&E Lo T7AILETIE I3 RTIL—V—AYTILIRTIL—V—OFEAERINTULET,

pE

C DiREIE. Session Recording #—/\— 2308 LD A THERATET X7,

> TL TR FL—¥—ICId. Session Recording Player (Windows) & & Uf Session Recording Web
Player & Eh 7,

1B

1 FORBOBEICEATEZ IL—V—2IBEIBICIE. ROFIEEERITLET:
1. Session Recording 4 —EROERIF LS —> 3> T, [#] > [H—N—EBE] #BRLET,

2. Z=7wbHYA b0 [RE] 22V I LET, [V bRE] R—IDPHEET,
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e =e v

v Downloads

0server, 0 available

EUSERVER2
4 1server. Lavailable Settings

SERVER 2305
> 1server. 0 available Settings

SERVER 2305-2

> 1server. Davsilable Settings
SERVER-1

> 1server, 0 available Settings
SERVER-2212 st

0server, 0 available

SERVER-2305
> 1server, 0 available Settings

N SERVER-3 st

1server, 0 available
SERVER22-SIN

Set
> 1server, 1 available et rgs

SERVER2206A
> 1server, 1available Settings

SR2303
> 1server. Lavailable Settings

SR2305
> 1server. 0 available Settings

SR2308LB
2servers, 0 available

SRN1812
> 1 server, 0 available sam@

Settings

3. [V FRE] R—UT. [BE] XZa—%8RLET, TL—V—DBRR-IHPHEAIEY, 774ILLT
¥ mHEDOA TS 3 VHEIRTNTVET,

Downloads
Site settings x
Ganerst Player selection

Storage mainte

Playback

®

4. BEICIWLTA TS arvzbn<ed 1 28R, [EEOEA] 20Uy I LET, KERIE AVTLIX
TL—VY—DHEERLET:
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ceip:

Downloads
Site settings X
SERVER22-SIN

General Player selection

rols which player is available to play the recordings of this site.
Storage maintenance
The cloud player

Playback @ The on-premises players

Applychanges  JECECI) @

TL—VY—HEMCHE>TWVB BIRIATLAL) B

s A FOREBEICH LTSI RTIL—V—DEHICBR>TWVWBIHE, T D SORBOBLERY VTR
N—ICEBEY FTRERATEEEA

lemium cc: v
v Downloads
All time v [ Q ] ®@
@ Columns to display 0 selected
Start Time Recording Site User Host Client Events Duration Action
July 14,2023 11:24 AM SERVER22-SIN administrator WINLOEN-4PVEICQ NKGWYUCHUNIOL 0 00:00:59
July 14,2023 1114 AM SERVER22-SIN administrator WINLOEN-4PVEICQ NKGWYUCHUNIO1 0 B [
July 14,2023 1109 AM SERVER22.SIN administrator WINLOEN-4PVEICQ NKGWYUCHUNIOL 0 00:04:45
July 14,2023 1103 AM SERVER22.SIN administrator WIN1OEN-4PVEICQ NKGWYUCHUNJO1 0 00:00:41
July 14,2023 1048 AM SERVER22.SIN administrator WINLOEN-4PVEICQ NKGWYUCHUNJOL 0 00:01:04
July 14, 2023 1040 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ NKGWYUCHUNIO1 0 00:02:20
July 14, 2023 1030 AM SERVER22-SIN administrator WINLOEN-4PVEICQ NKGWYUCHUNJO1 0 00:05:44
luly 14, 2023 10:06 AM SERVER22-SIN administrator WINIOEN-4PVEICQ NKGWYUCHUNIOL 0 002354
July 14,2023 945 AM SERVER22-SIN administrator WINIOEN-4PVEICQ NKGWYUCHUNIOL 0 00:11:08
July 14,2023 922 AM SERVER22-SIN administrator AWTSVDA-0001 NKGWYUCHUNIOL 4 0016:28
[1-10 of 58 items 23456 >
®

c FVTILIRTL—V—HY A1 FOREBEICH L TEMNCHE>TWVWSRIHAR. 1 FORBEZEIRTZ LS
IOV T RARFEINET, 7OV T FORYE—JICIE TREOTL—V—TR. COT—N—0DRED
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BEMNEMICH>TULET ) ERRINET, 4> 7L XD Session Recording Web Player o 70>

TrXytE—J04:

cilrix | Session Recording

[®] Recordings ~
@ Recording playback has been disabled for this server in the current player.
All Recordings
Manage links
Restricted
Comments - Start Time User Host Client Events Events Only Audio Recording Recording Server Duration
Administrator Logging v Jul10,202311:07:18 AM administrator SR2308VDA APACENGVSUIATH8 0 False Enabled NewTest 00:03:27
Configuration . Jul10,2023 1047:11 AM administrator SR2308VDA  APACENGVSUIATHS 0 False Enabled NewTest 00:03:23
1ul10,2023 10:45:15 AM administrator SR2308VDA  APACENGVSUIATHS 0 False Enabled NewTest 00:01:37
Jul10,202310:32:41 AM administrator SR2308VDA APACENGVSUIATH8 0 False Enabled NewTest 00:07:59
Jul10,202310:23:15 AM administrator SR2308VDA APACENGVSUIATH8 0 False Enabled NewTest 00:01:18
1ul10,202310:13:52 AM administrator SR2308VDA  APACENGVSUIATHS 0 False Enabled NewTest 00:02:59
Jul7.2023 6:31:45PM administrator SR2308VDA  APACENGVSUIATHS 0 False Disabled NewTest 00:09:27
Jul7,2023 6:17:55PM administrator SR2308VDA APACENGVSUIATH8 0 False Disabled NewTest 00:09:38
Jul7,2023 4:26:46 PM administrator SR2308VDA APACENGVSUIATH8 0 True Disabled NewTest 00:02:10
1ul7.2023 401:46 PM administrator SR2308VDA  APACENGVSUIATHS 0 True Disabled NewTest 00:03:10
116, 2023 8:14:34PM administrator SR2308VDA  APACENGVSUIATHS 0 True Disabled NewTest 00:04:00
Jul6,2023 8:12:04 PM administrator SR2308VDA APACENGVSUIATH8 8 True Disabled NewTest 00:01:84.
Jul 6, 2023 8:09:00 PM administrator SR2308VDA AP, JIATH8 31 True Disabled NewTest 00:02:32

—F. Y1 bOFREHURNIC) > LTHRETATUVE

e MEENREICTIEITEHICIVI%Z

UL SIC, TEEZFATIHEEAI CVSXYE-—UDRRINET,

74 FILEREDNA Z 1 b

July 15,2022

Session Recording i£7 1 RILA XY %8RB L. Player T7 RILEABZ /N 51 FTEE T,

TARILARY FiEE DR ZT A X T 3IC1d. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\SessionEventsicHzZUTDOLS I MUF—%2REL T,

LUR MY F—

DisableldleEvent

T4 ME

G

TARILARY MEREREMICT S
I3, EZ LICRELF T, 71K
IARY MEREZEIICT BICIE
Bz 0 ICRELET,
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LYZAbUF— T7#IMME Bt

IdleEventThrottle 30 # LPZ M) E£—THRESNHED
LEWMELDRCA—H—T U7«
ET1 (37149 I7DEEPF—
R—R/XTINAZET) HHRWE
B, TATRILARY MHREINE
9. BESINIEY a N
Session Recording Web Player
THETNZ . 71 RILEEDYN
121 hENET,
IdleEventActiveThrottle 2% BESNHEOEESNIHDOS
ST vIDEEQAHNI—H—T
IT1ETHRESNET, T7
FIL BT 28RO RS
320ONTy b A—H—=T U T«
EFs tRBIh&xd,
IdleEventActivePktNumThrottle 3 2d/N4w EBESNIEBEOEE SN IO S
ST4YvIDEEOHDI—H—T
ITAETAERBENET, 77
L TlE 2FRICLERCED
32o0ONTy b A—H—T U T«
ET1 ERBTNhET,
IdleEventActivePktSizeThrottle 300 /N & F—ELDBNETVWIST v I N
v MMIERTSN, BET M
TARIRECRBEINET,

ARV REOXY MDEA

November 14,2022

BER=—COERAI YT [TRYER] Ja)lE—2 [AXV ] T4 2—%FERATE XY, Web Player T~
VhEOXY M EFERLT. REINTcEY a3 v RAZBREICBITIET,
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CifrIX | DaaSPremium A G v
Overview  Manage “~ Monitor Downloads
Round trip time Oms
Network (send) 0Kbps
Network (receive) 0 Kbps JUN13, 2022
CPU usage 0% 19:06:05-00:03:04 - 18 Events
Memory usage 0/0 MB (0%)
Q. User name: administrato
Last30mins  Last10mins  ([Entiredata -
@ Host name:
Nodata. Please make sure 'Log performance datal is checked in the Policy Console.
() Client name
Q Au v
Events
Comments

® window:explorer, , 11424

00:02:05 File Create:11424:
C:\Users\administrator

00:02:06 Top-most
window:WfShell, ICA
Seamless Hos.

00:02:07 Top-most
window:explorer,, 11424

00:02:12 File Delete:11424:

L] C:\Users\administrator ~
> 00:00:00/00:03:04 (= Comments X1 Hide stats 52 FULL SCREEN @

BEADOIXY L

BEISNEYy 2 aVABESTNhB L, [OXVKR] FLAV—04 Y RIZI)y I LTIXY ZEML. OXY
FOEZEZRETEEXT. EEEICIE BE]L [H]. [B] B0 EY, [&] X2 by [H] XY HE E0
ENKREALYZDORY FTRENET, Ly a 0OBEPR REICHTEIIRTOIXY M ZRFTEEY, B
SHBMLIEOXY FZHBRT BICIE. Web R—JZFEHLIX Y b Z2RBEALT. [HIR] 20Uy L&ET,

CifTIX | DaaS Premium 2 0 ccin:

Downloads

Overview Manage v Monitor

€ Player
>

JUN 13,2022
19:15:32-00:03:04 - 18 Events

2, User name: administrato
@ Host name:
3 Client name

View: All

v
00:02:12 Top-most
window:notepad, New Text v
Documen
00:02:13 File Create:11424
® CiUsers\administrator.

00:02:15 Top-most
® window:explorer, , 11424

» 00:00:00/00:03:04 & Comments X1 Show stats 52 FULL SCREEN Se: Hos. @

00:02:
* wind

fShell, ICA

XY bZIUY TR, OXY MHEBMENTBRICOS v > T TIET, [NAOAXYER] R=JTITRTOIOX
VhERTTEEY,
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CilTIX | Session Recording

Recordings

e N
Comments (a )
N J
| =) comments ~

My Comments

Acministetor Logging Q Q Q

Configuration v Please take a look shell Session quit

Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete
* %

OX > MEEEZ ERICEESE 5121, Session Recording #—/\—_E® Server Manager @ [Add Roles
and Features] v —RT [WebDAV Publishing] v Ry I REATICLET,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

574 I ARY MMEFTORT

November 14, 2022

ARV T—EORBEUIE. BRECCICFIATEET, 371 ALBARY MREFHIEL D REICEASNIAAN
VEETIERIBETEE Y,

T34 ANBARY MG ZRTT BICIF. ROFIBZRITLET:

1. FEZEVWTHEELE Y,
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2. BER-—VOELBICHZGRAT I ZIVVILET,

AUG 20, 2021

Q Hostname: ANTSVDA-0001

Session Recording

Your activity with the desktop or programis) you recently started is being recorded. f
you object to this condition, close the desktop or program(s).

=

3. [BERTEE]. [771L&X]. [OYY R [1RYR] 2728082 T SEIELEADSGEZR
TLET,
o RV)=2BA L

[EERTEE] 27 TE 7FU5—23 00 Y RO T+—ARATNTVWE RBERREZzMB &b’
TEEY (FOT47 71V RD)

€ Player
l> Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSISS 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
Sessionmsg 00:00:14
setup_wm 00:00:12
WifShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

BT TV —oa > 0BICKEDRA LN=—DHDFET, N—&I7UvITBe. 7FXUr5r—o30h
T+—HNAINBZEVICHABRRBEYE 74 —AXDEE%ZRRTEET, 774 LD [TRT] 7>
IVLINDEARDEREIEE TR CICL D, REHEREKDAT W TEET, fl:
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€ Player
|> Screen time File transters Commands Events CoErE ><
— as the top-most window
() (= 20 minutes ) ( 5-20 minutes ) ( <5 minutes )
Start time Duration
XenDesktopVdaSetup 00:20:52
explorer 00:19:14 Mzl L
00:28:25  00:00:08
chrome 00:16:52 002002  0000:15
firefox 00:11:55 00:30:04  00:00:03
carss 00:10:30 00:30:20  00:00:02
o 00:30:38  00:00:01
ConfigurationWizard 00:07:46 003041 0000:02
powershell NS 00:03:00 00:3043 000007
emd 00:02:58 00:31:05  00:00:04
00:31:49 000001
mme 00:00:35 00:3338 000008
iexplore 00:00:35 00:3353  00:00:09
Taskmgr 00:00:16 > 00:3e38 000006
L 003707  00:00:03
JonasAgentSystray 00:00:15 Ty e
sessionmsg 00:00:14 003742 0000.02
setup_wm 00:00:12 00:42:38 000021
WiShell 00:00:11 fradss oo
wmplayer 00:00:10
CitrixFiles 00:00:07
OpenWith 00:00:06
mspaint 00:00:05
msedgewebview?2 00:00:05

o 771 ILERE

[Z7a)ER%] 2712 £y a>oEEERIA ML TWB VDA rty s a yARITFINTVSE S
SATYRTNAREDBONAET 71 IEEICEBT 3T 5T« HILBHKENRRRINE T, RDHB
EEFEALT. REAKEZHREIIAXATEET !

- BB 19Zk] [1095T¢]. [1EHIL]

- 77 AIERRE: [TRTOEER]. [RR SIS T Y bADEE] [V51T7Y b5 ERR
ADERIX]

- EERINLT 7 AILDOEEIEY X (N1 M ETld MB)

X#hig, 24 BT TOENKRHZRLE T,
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€ Player
D Screen time File transfers Commands Events
Per 1 minute A All transfers A
N

File size (Bytes) ; T
File size (MB) 6
6 -
5
5
4 <
4 -
3 4
3 -
2 =
2 4
1 -
S L
0 - T T T T T T T T T T T T T T
10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30
. Transfer from host to client . Transfer from client to host
e OXVE

[O% Y R] 270l BEShIzEy > a >FRICRITENS CMD O< > K& PowerShell <> kA
RAINET, [MRFLBRER] ICHRXEZLBREZENATEID. [RELEER] MoRELILERRER
RTBET. T—HDRRZENDRAEIIAATEEY, TOR) RIBEETFIF. RET7IaVzd8T
BrHICERINET,

€ Player
>

Screen time File transfers Commands Events

Custorn search

Saved search [ |

un

15/15 Commands IPvd Address

E-mail Address
powershell: power

00:01:14 cmd CDFTraceTask.ps: compmgmt

) taskmgr

00:01:23 powershell logman: "C:\Windc
mmc

00:28:16 cmd mspaint: mspaint  yinyer

i control
00:28:38 cmd control: "C:\Windo
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system32\sysdm.cpl”.
00:30:37 cmd mmec: "CAWindows\system32immc.exe” "C\Windows\system32\lusrmgr.msc”

o IRVE
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[ARY ] ZTICIE. BESNEY S a3 YDIRTOBEDTIARNY FOREEBIRRTEINET,

€ Player
Screen time File transfers Commands Events

M Top-most window

W Web browsing

[ Clipboard Operation
App Start
App End
File transfer

nd
25(7%)

App Start
25(7%)

Clipboard Operaticn
36(10%)

Top-most windaw

- 1 203(57%)
Web browsing
51{14%)

INT A—X VAT —RRALY FOERT

May 22,2024

BEARIC, [BsteRm] 2> hO-ILEI VY I TBIET BREShcEy Y I VICEETZROT—2R1> b+
EA—N—LATRRTCETET:

. fEEE

« Ry RT—2 (EE)
c Ry RT—2 (BME)
. CPU A%

. XEUEAE
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=  CilrIX | DaasPremium - e v

Overview  Manage “~ Monitor Downloads

Round trip time oms.

0 Kbps
ki JUN 13, 2022

0% 19:06:05-00:03:04 - 18 Events
0/0 MB (0%)
Entire data

checked in the Policy Console.

00:02:07 Top-most
® window:explorer, , 11424

00:02:12File Delete:11424:
C:\Users\administrator

> 00:00:00/00:03:04 & Commen ts X1 Hide stats 52 FULL SCREEN @

« Session Recording (&, 15 M ICEEEEEZNEL. BODOT—2RI> bz 1T CICEL F
ER

o ERMICIE. Session Recording (3 5 # S ICEERBOT—22BMLET, 2L, TERET—
3. WEH A IIILDTe. REFICIZ IS EICEHRINE T,

+ Session Recording &, D DT —HRA > bESMICICEHML. ThSOFHEZ A —/N—L I
R"RLEY,

F—N—LAIE¥BATY, BELLD. ERFICLEDITBZEHTEET,

o A—N—LAZBHTBICE. YTVRZ8DDORY FOLICEWTHAS. RSy I 7ROy TERTLE
ED
o F—N—LAZERTICTBICIF. [HstziERT] 29V vILET,

ARY MEHRU S —ZERTBE IS, (INT =XV RT—2%20JI88RT 3] 2BIRTZE. T—N—L1%
BMICTEEY, #LIE TARY MEHAY O —0iEml) 28BL TV,

REDEE

November 25, 2022
COEIavTIE UTEERTISFIEZHALET:

o BRRLIHREDERE
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Session Recording #f—E X

- BEOFHT—HAT
- FEOFHHIS

o 27T a—I)LICEDKREDERE

- RTTa—LICBED KRBT — 11 T CHIBR

ERLIBEOERE

November 14, 2022

T—hA178LVHIRT 2REZFHTHRIRTEEY,

BEOFHT—H1T

BREEFEHTT— D1 TTBICIF:
1. Session Recording 4 —EROERIF S/ —> 3> T, [RE] > [IRTORE] ZFRLET,
2. 1 2FIFEROREZZERLET,
3.[7—h4147]1 #0Uv o LET,

u
mium FURNY ¥
Downloads
Altime SERVER-3 v Q ®
(D Columns to display @ Place access restrictions [ Archive T Delete 2 selected
Start Time Recording Site User Hos! Client Events Events Only Recording server Duration Action
September 7, 2022 )
T SERVER-3 administrator 10 False Server-3 00:03:08 )
September 6, 2022 o)
T SERVER-3 administrator i0 False Server-3 00:00:32 O,
r )
592":2;;’9 62022 gepvers administrator mm m o False Server-3 00:01:41 »)
. )
Septamber 6, 2022 SERVER-3 administrator J False Server-3 00:02:06 >
9:21 AM \
September 5. 2022 )
3:40 PM SERVER-3 administrator m | 0 False Server-3 00:02:16 )
)
September 5, 2022 SERVER-3 administrator L B " o False Server-3 00:02:02 >
3:38PM
)
September 5, 2022 SERVER-3 administrator J False Server-3 1.00:42:44 >
3:38PM N
<
September 5, 2022 SERVER-3 administrator 0 False Server-3 00:02:17 >
3:36 PM N
o)
z";;e;““' s SERVER-3 administrator 0 False Server-3 00:02:19 »)
September 5. 2022 )
A SERVER-3 administrator ) False Server-3 00:02:19 »)

1100f26items < [ 2 3 > [ 10/page v

pE
RD&EE|D Citrix Cloud BIEED AW EEE T —H1 T TIT X!

s JINT7UEX
+ [Cloud Administrator, All] D&2|
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https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-selected-recordings.html#archive-recordings-manually
https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-selected-recordings.html#delete-recordings-manually
https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-recordings-on-schedule.html
https://docs.citrix.com/ja-jp/session-recording/service/manage-recordings/manage-recordings-on-schedule.html#archive-and-delete-recordings-on-schedule

Session Recording #f—E X

+ [Session Recording-FullAdmin, All] D&
« [Session Recording-PrivilegedPlayerAdmin, All] ®#&E|

BEOT—NATHEBICET LAWSGA. 7T— A1 TRFRORVO 24 KEREIREZBEXIIEIRTSEE
Fuo

120ty a Yy TERHOBREBZER TSI &7, 2FPERINEY IV OREOAEZET—HTITTIET,
tya OREZBERTZL. ALEY Y a Y OMDIRTORED T —H1TINET,

—EIC1 DU EOREZBFRLTT7—HATTEEY, BEZT7—N1TI356. TOREFSHLIIHIDIZICER
B7 7 EBEIEC2BRTEEXT,

« 887 7 )LER L Session Recording #—/N\— L ORIDBFRICKEE T 315EIE. 7—Hr T SniiRE@%:
FAHET T ZHERE System & & U Network Service 7HU > M5 LET,

o B 7 71 UNC NRICEENT BIHEIE. 1 MROTRTOOAYE2a—F—TAHAIV NI 7—HAAT
INREOFAID L EZTAAHDIERZMNS L FT,

FEDFBHIER

REZFHTHIRY 31213

1. Session Recording #—EROERIF S —> 3> T, [RE] ZFRLET,
2. [TRTORE]. [7—H1TEH]. [HIR] R—=COWVWTNH T, 1 d2FFEHROBEZRELF T,
3. [HIBR] 22U v o LET,

= CilrX | Daas Premium " o - v
Manage ~  Monitor Downloads
© Recordings _—
Altime [ severs <] Q | ®
All Recordings
D Columns to display % Remove access restrictions ] Delete ted
i Start Time Recording Site User Host Client Events Events Only Recording serve
(s @  September6,20224:30PM  SERVER-3 0 Fal Server-3
& comments >
September 6,2022 340PM  SERVER3 ) Fal Server-3
ol
September 62022 10:44 AM  SERVER-3 0 Fal Server-3
Admin Loggins
‘8 ossns ’ September 6,2022 1038 AM  SERVER-3 ) Fal Server-3
&% configuration .
September 1,2022 357PM  SERVER3 ) Fal Server-3
September 1,2022327PM  SERVER3 ) Fal Server-3
1-60fGitems < [E] 10/psse v |

pE
xn&E| o Citrix Cloud BEBE DAV BFEZEIFTIET !

e JILT7UVER
+ [Cloud Administrator, All] D&%
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+ [Session Recording-FullAdmin, All] D&
« [Session Recording-PrivilegedPlayerAdmin, All] ®#&E|

1200ty ayTRHBOBEZERTEE T, 2R INEY I3V OBREOHZHFTEEZ T,

Ty a vOREEBRRTZE. ALY aYOMDIRTOREDHIKFRINET,

—EIL1 2N LtoREZERL THIRTE XY, REZHIRT3HE. BET7 7ML E2T—42X—LO—Frd

ICHIBR 3L ZBIRTETE Y,

27T a—ILICED K REDERE

May 16, 2023

HAMLARILDZRIZR 72 a2—I)LL T, REZEHNICEE T —D1TELVHIBRTEET,
7
RD&EID Citrix Cloud EEEOANZR I ER T a—)LTEFET !

e JILT7UER
+ [Cloud Administrator, All] ®7&2|
+ [Session Recording-FullAdmin, All] D&%

2T a—LICEILKBEDO T —H1 T EHI

1. Session Recording —EXDERIFESF—>3>T [#ER] > [T—N—FE] £BRLET,

2. WRY A LOBICHBEELS () 20V vILET,
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bmium

Server Management

+ Createsite (™ Refresh

> 1912(EUSERVER1 TESTSERVER1)

> 2209(EUSERVER2 TESTSERVER4 CloudDB)
> 2209(TESTSERVER3)

> AutomateTestSiteEdit (Empty)

AutomateTestSiteDescriptionEdit

> SERVER-1
> SERVER-2
> SERVER-3
5 SERVER-C1

dfsdfsadfhythtyhthytry

> SERVER-C2

To add Session Recording servers, follow the Server connection guide.

Manage your Session Recording servers by load-balancing sites and configuring server settings.

2 servers, 2 available

2 servers. 2 available

1 server, 1 available

0 server. 0 available

1 server, 1 available

1 server. 1 available

1 server. 1 available

1 server. 1 available

1 server. 1 available

Downloads

@

Site settings

3. [ FRE] R=T T [REL—IUXYTF U] ZBIRLET,

Site settings

ERVER22-SIM

General

Storage maintenance

Playback

Executee,

A [ 0:00.am v |ure

ding fles 10 a different location

1 [21[ oay v

Downloads

X

4, BREICHRLTERIEZRTa—)LL., [EEQERA] 27Uy I L&Y,

E:

B8 7 —H1JCBBHIRICRET 2RI V7V RISAT7YNOBE Ty FIL—RIRET S
BELDDESITIVEDNHDET, 25 LBVE. BEI7—H T BEHIRD KK T 3 A8EMN 5

D&,
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https://docs.citrix.com/ja-jp/session-recording/service/get-started/schedule-cloud-client-upgrades

Session Recording #f—E X

EEEOY

May 16, 2023

Session Recording #—/\— 2204 L% FERAT 5 &, Session Recording H—E X% N L TEEZEOOS T —
AEBRTEIET,

pE

SQL Server % Session Recording # —N\—( B VICA YR b—ILF B, BEEOS T—2HFA
TEBRWSEEDNBHD. MEATIZT—2D'HBDEHAI EVSRAYE—IDRRINEY, BEEOIT—4X
ERRTEFSL3IC9 312, Session Recording 7 —4#~X—2(Z NT AUTHORITY\SYSTEM 21—+ —%
BMLT. £1Uc db_owner #ERICEID HTE I,

Configuration Logging | serverezos v ®
Log of adm

All time v Category Action Action taken by

n Name Logging time: Category Action Action taken by Authorized

409 SERVER2209 12/6/2022 2:29:00 PM SRCloudUser/c True.

408 SERVER2209 12/6/2022 2:29:00 M SRCioudUs Tru

407 SERVER2209 12/612022 2:28:00 P SRCloudl T

408 SERVER2209 120612022 2:27:00 M SRCoudUsaric Tive

405 SERVER2209 12/6/2022 2:27:00 M Policy change SRCloudUserle T

408 SERVER2209 12/612022 226:00 P Palicy changs SRCloudUseri Tru

403 SERVER2209 120612022 226:00 M Tou

402 SERVER2209 12/6/2022 2.26:00 PM Policy change SRCloudUserle Tou

401 SERVER2209 12/6/2022 2:26:00 PM Policy change SRCloudUser/c True

400 SERVER2209 12/1/2022 5:41:00 PM Policy change Save policy document SRCloudUser/iv Tru

1100180 2 3 45 6 7 8 >
®

TILT O REEHOEBREIZ. BBEOI/2RFTEIET, 7T/ RERERHS5T BIiCiE. Citrix Cloud @
[(ID LUV T7 o REE] ICBBLET,

N—23> 2204 £ DHEID Session Recording f —N—HEENZH 1 FZFEIRT S L. RONF—HRRIN.
T—RIBFATEZEA.
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SR CCID:

~  Monitor Downloads

Configuration Logging ®

Log of administrator activities.

6 To use the administrator logging feature through the Session Recording service, upgrade the selected Session Recording servers to version 2204 or later.

\7/

% No data available.

0I5 —2DHE

EREOOY T —ZOBHEARTIFRDEEDTY:

« BAY
- BEOEHOOY
« BEICETSAY

B# o Session Recording 4 F&BIRL TOJEZRTTEI £,

Daa$ Premium

Manage ~ Monitor Downloads
Dashboard . . .
Conigurtion Logsing o
@ Recordings > Log of admi tivities. UPDATEL
a Commes & SERVER2209
; Altime v i
aesn] At @ tes Luvo g FatETS

Polcies © AuTomsTALLZ

n Name Category Action Action taken by Authorized
P JPDATES

g Admin Logging
09 SERVER2209 Palicy change Save policy document SRCloudUssr/curry.bigeitrix com True
Configuration Logging
408 SERVER2209 Policy change Save policy document SRCloudUser/curry bigeitrix com Tve
Reason Logging
407 SERVER2209 12/672022 228:00 P Policy changs Set act SRCloudUssrlcurry.bigeitrix com True
Playback Logging

406 SERVER2209 12/6/2022 227:00 PM Save policy do SRCloudUsericurry. bigitrix.com True
38 configuration

405 SERVER2209 12/6/2022 227:00 P Policy changs Sava policy documant SRCloudUssreurry Digeitrx com True

404 SERVER2209 12/672022 226:00 PM Policy changs Save policy document SRECloudUser/curry bigeitrix com True

403 SERVER2209 12/6/2022 226:00 PM Palicy changs Save policy document SRCloudUssrcurry.biggitrix com True

402 SERVER2209 12/672022 226:00 P Policy changs Save policy document SRCloudUssreury bigeitrix com True

401 SERVER2209 12/6/2022 2.26:00 PM Policy changs New policy document SRCloudUssricurry.bigeitrix com Tove

400 SERVERZ209 12/1/2022 5:42:00 PM Policy changs Save policy do SRCloudUssr/Muins Wanggeirix.com True

1200180 n(?,.:Q7;7>

« %
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320Ry bk () 2OUwodRe. EOYVOHBENRTINET,

= inqmiag

COEDIE. ROEBETV VT ETcZOJICKERLET !
« RIS —DEE - Session Recording R >—a>Y —)L & 7% Citrix Director TOR U > —ADEE
o H—N—REDEE - Session Recording —N—D7ONT 1 ICH T ZEE
o OJDHRAWMD - EROBVWEEBEODS Y —EXADT 7 XRT
[Logging time]. [Category]l. [Action]. &4 T [Actiontakenby] 7 /L42—T. BREEHKDAL

TEEY, TAND) BEFIE. RRT7 I aVEHBETRRDICT I 2—BTERINE T,

:mium a @ & v

Configuration Logging | veosreyserv. - ®

Log of administrator activities

~  Category - Action . Actiontakenby

 Log reading
» N time

95 S Apply  Clear 122 2:41:00 PM

SERVER2209 10/8/2022 2:41:00 PM

%2 SERVER2209 10/8/2022 2:41:00 PM

9 SERVER2209 10/8/2022 2:41:00 PM

90 SERVER2209 10/8/2022 2:41:00 PM

89 SERVER2209 10/8/2022 2:41:00 PM

2 SERVER2209 9/28/2022 3:27:00 PM

SERVER2209 9/28/2022 2:41:00 PM

naoaso < 12 3 4 s o 7 @

EREDTITAETZOJICRERT 3IC1E. ROFIEZRITL T, Session Recording #f —N\—TEE&EOY
EHEMILET,

1. Session Recording 4 —EROERIF LS —> 3> T [#] > [H—N—EBE] ZBRLET,

2. Session Recording 4y —N\—%8B2I+ %7,

3. & Session Recording 4 —N\—ICMG 2EET7rA>%2 7y I LET,

4. [F—N—8FE] R—=2T. ElloFrE7r—>arhs [AY] 2BRL. [(BEBEOJZEMICTB] 2R
L£d,

(MEOTOY IHEZEMICTS] 2BIRTZ. QOFDPKRBLIEESITROT I T« ET4 D TOv oSN
FYo YVATLARYFBHARY D600l TOVICEBRINFT:

+ Session Recording K1) > —2>Y —)L F7zi4 Citrix Director TORER) > —ADEE

+ Session Recording f—N\—DFONT 1 ICHITIEE
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tydarvORERBVBEADTOYVIREILLDIXEZRITEE A
B>k

BEHEOYIE. Session Recording #—E X & Session Recording %t —/\—® 70O/ T+« OEA TEMICT
F %7, Session Recording tH—N\—07ONT1 ZEHAL TEREOQS ZBMCT B HECOVWTE. ME
BEOJOEMUEIZBEME 2SRBLTILTL,

TFXa) T Z2RUTBDHIC. BBEQIY—EXTAV VL EBRITBZEHTEET,

FEOEROOY

COHHE. EORIVS—DFEZ b AH—LIchZOJICERLEY,

CilTIX | Session Recording

——
Lo saue

2% 292021 121 AM

292021 1:18 AM ~ Applications = GDDC/Desktop #£Desktop.

CDWEEEBEMICT BICIE. Session Recording f —N\—TEBEOJ CREBOEHOOJ OBAEBEMICL
T, [BEBEEOJEEMCTZ] MEIRTATLWAWVNSE. BREOEBROOJZEMICLTHBERINELA.

FBEOEBHOOS ZEMCTIAEICOWTIE. MBFEOEBEHOOY OEMLELIZEWL] ZBBLTETIL,

BEICETS0Y

COEDIS. BEEEDREZOJICERLET. 32Dy b () 20Uy o33, EOJDFMAPRTINK
ERS
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https://docs.citrix.com/ja-jp/session-recording/current-release/administrator-logging.html
https://docs.citrix.com/ja-jp/session-recording/current-release/administrator-logging.html
https://docs.citrix.com/ja-jp/session-recording/current-release/administrator-logging.html#configure-an-administrator-logging-service-account
https://docs.citrix.com/ja-jp/session-recording/current-release/administrator-logging.html#disable-or-enable-the-recording-reason-logging

Session Recording #f—E X

CilTIX | Session Recording ¢ Er—

D Logging Time File ID. Action Action Excuted By Authorized

1/4/2022 2:42PM 76c9705b-2202-47¢4-bBdc-edd 3823506b0

Playback Logging

Configuration

BAEEMZOYICERY 1013, Session Recording 4 —N\—TEREQJ L BEERAOJOEAZEMICLET,
BEEEOIHEDICR>TVIIHE. BEEHOJ/ZBMICLTHEAShEEA.

i

B4EAOY G Session Recording —/N— 2212 IR TOAERATET £, N—T 3> 2212 £DOEID

Session Recording 4 —N\—H& &N 351 F2BRLIBE. 1 FROEOY—N—THEEEHROI D
1Xx—T7S—3FERATETEE A

BES Y aR—F

May 27, 2024

e

Session Recording B4 v aR—Rid. P RTLICET39EREBIDICRIBET, UTE28L. ¥
TLOTETERAEZHERTEIEY:

Y —N—DIREE

. BEORYE

e ANL—JHER

o v OKEHER

o US4 TV RTNA RIER

Ay aR—Rofle LT MTFORI)—r> 3y b ESRLTRE W
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EX

Downloads
DASHBOARD101202 -~ @
Servers O Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions
-
DASHBOARD191201 3% b ) 501 Kbps — 24Kbps 0
~
DASHBOARD191202 10% ) 48% 48 Kbps 25Kops 1
7-
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 ce 12868% 107.33 e M2771% 15.33 @ 21.47
Total size of all recordings (GB: Al locations Size of generated recordings (GB)
150 48
100 32
50 16 I
o o | I I
Oct27  Oct28  Oct29  0ct30  Oct31  Novl Novz Oct27  Oct28  0ct29  0ct30  Oct31L  Novl  Nov
Fri Sat Sun on Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Storage locations Total size Storage locations 7-day avg. Weekday avg.
Socatoe LELrEy B \idashboard1912011191 Zsharedirecord... 11.2 GE 156GE
\\dashboard1912011191 2shared\recordingst 81.8GB B \dochboard 1912021191 2recordingssha. 4.2 GB ssen
\\dashboard19 12021191 2recordingssharedirecordings: 29.2GE
Sessions Oct 27-Nov 2, 2022
Total number of sessions Average session duration Longest session Average file size by session Largest file size by session
23 00:36:14 29:06:21 0.22487 s 32.69959 s
Number of Sessions Sortby: Duration Number of VDAS
30 30
20 20
10 10
o - | - o | | - - -
Oct27  Oct28  Oct29  0ct30  Oct3L  Nevl  HNow2 Oct27  Oct28  0ct29  0ct30  Oct3L  Novl  Nov2
Fri Sat n Man Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Duration Number of Sessions %
<ih 6 26%
B L4n 1 a5
8 csn 6 26%
8 -sh 10 43%
Clients Oct 27-Nov 2, 2022
Device Workspace app version
Sessions
[ e 3 86% B 2208 18 78%
L ” %
CNENG4UHLYUMWOD * e ® 220 3 Lo
B 2207 2 9%
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pE

ROFZFHENFBLINTWVBIHE. BEOHHEY P Ty b

o USTURYISATIYN—2327.42.15010.4 LIEZERLTW 3,
o MAFBERY—N—DBZ3HA MMIL1DEFTHD. TOHA DAY a R—REBEER—ITT 04—
Fy—hrJILEAICLTWVS,

[—N—] o> a>otEicRiInEd:

Cifrix | DaaS Premium
Overview Manage Monitor
Dashboard
‘ Site 1 v @
(© Fecordings
=) comments Servers (¥ Refresh  Last refreshed: Sep 8, 2023, 11:45:53 AM Recording success rate
Policies Server name 1 CPU usage Memory usage Network (send) Network... Number of liv... C Refresh
Latest: Sep 8, 2023, 4:00 PM
. server! o 80% , 65% = 680kbps = 980 kbps 13
53 Activity Feed
B Ay © 100.00%
server3 J 56% N 26 — 321kbps . 749 Kbps 15 Sessions recorded: 5/5
) Notifications
serverd ® on e = 825kbps = 1,142kbps 10 Last 12 houks
P@ Admin Logging > LIS . FLI
server2 (Offline) - - - - . o
938 configuration > &
4:00 AM 10:00 AM 4:00 PM

Ay aR—FOERICETSE>H

o 4w aR—RiE, Session Recording f—E XYY —ILOFHLWVWE—LR—I T,
F=E b HTo5N T Citrix Cloud BEBEEDOANMERATEI £

- U7X
- [Cloud Administrator, All] D#%&Z|
- [Session Recording-FullAdmin, All] ®i&3)

ROVWTNH DR

o Ay aR—RIZIE ELBOROY A I AZa—D5BIRLIcY 1 MIBEET 3T —2DBRTINET,

Downloads

DASHBOARD191202 v @

Servers C¥ Refresh  Lastre 1/4/2022, 2:52:31 PM

Server name CPU usage Memory usage Network (receive) Network (send) r of Live

DASHBOARD191201 3% ) 40% 501 KbpS — 24KbDS o

DASHBOARD191202 o 10% ) 48% — 48 KbDS o 25Kbps 1

Storage Oct 27-Nov 2, 2022

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

2 110.98 e 12868% 107.33 s 12771% 15.33 s 21.47

e [U—N=]1 €02 32T 1208 TCICT -2 EIFNICERINE T, v daR—RR=IZH<DN
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YA LEBRTBZHD. Ehld [EF] 20Uv 0938, ISICT—2DEMEINE T, RIROEHRNTTT

BET. ROT—2BHIIEBEINELA, TDORSO. T—HEHHRIC [EFH] 20Vv o538, BTHER
TIBESICKROBRYTTV T4 Y RUDRRTEINET,

2 mium 4. e GOID: M
Downloads
DASHBOARD191202 - ®
Servers ¥ Refresh |Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions.
DASHEOARD191201 ™ sw ) 40% — 501 Kbps . 24Kbps 0
DASHBOARD121202 ™ 0% ) 18% — 48Kbps — 25KBPS 1
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 ae 12868% 107.33 e 12771% 15.33 ¢ 21.47

s [REL=Y]0 [Ey>aYv]. LU [9530472 M €232 TR T—23BEEEOKRICEEMIC
BEHRINET, YA FEBIRT B Ay aR—RR=IT [EHf] 20Uv 093, $RUICT—ENE
wEnEd,

FOYFATVI)Z DT b 2BIRL. P20 ) v I LTH Y aR— FREERTE S UL
7,

lemium ;. ° i N
Downloads
| pAsHBOARD1 21202 v / ®
Servers C¥Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions
-
DASHBOARD191201 3% D 0w . 501Kbps — 24Kops 0
DASHBOARD191202 =~ 0% D sen . 48Kbps . 25Kbps 1
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 e 12868% 107.33 s M2771% 15.33 21.47
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Dashboard settings X
Servers
CPUusage Mamary usage
‘Warning threshold (%)  Critical threshold (%) ‘Warning threshold (%)  Critical threshold (%)
65 =~ 0 = 75 =~ 50 -
Network {send) Matwork (receive)
Warning threshold (kbpsl  Critical threshold (kbps) ‘Warning threshold (kbps]l  Critical threshold (kbps)
10000 = SO000 10000 sl 50000

o o e et

Recording success rale

Collect and show recording success rate

Storage

Storage location Warning threshold
Naervernameisharenameidireciony

iservernama\sharenamadirectory]

Viservernamasharenamedirectiory2

Visdrvainamaiaharenama dirsclorn3

B RS

Visarvernamssharonamatdirectonyd

] Enabie sterage consumption forecast

Ay aR— REETIRROBENTRETT:

- UTOEELIUTAALDLEVMEZRET B!

* CPU fE@Ex
* XEUFEEE
* 2y 7= (%)

* 2y hT—7 (ZME)
- BEMINERZIG L TRT I SHEZEMICT %,

- AL =Y OEMTREOERMICERTELERY A XZEDET, SLVEHOERAEOESLEL
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=

=

BZRET Do BEELETWVMEXLIIERLSWMEICET 2. BREICALYPBELEFROTIVH
Th

Storage

Storage location Warning threshold

\\sacwpbwpvacsr01\sessionrecordings\recordings\ 929 }%{ % of [ 13999 }%{ GB v X

O Enable storage consumption forecast

- ARL—YHEEDOTFTHZEMICLET, ANL—JHEBEDFRAICED, VY —XOFEREZFRIL.
BANCFHREBLZ A TEE T, COBWBEZEMITRL. NW1IHDAPOTRREEERET —
FICEDWT, SBRTHEOX ML —JEBEEFRAZERTIEY, [(RbL—=] €02 3> [IR
TOREBOEHYA1X] JS T TFRERBTEIET,

AL —=UHEBEDOFHHNBEMIZHE > TVLWRWMEE. [TRTOREDEATIX] OF>7I121E. BETH
BROERBOHBEET —2DHINRRINE T,

Jan17-23, 2024

Storage

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

1 13970.77 e M1% 31395.81 s 121% 4485.12 e 4078.43

Size of generated recordings (GB)

Total size of all 1
14,200 5,544
14,050 3,696
13,900 1848 I I
13,750 0
Jn17  Jan18  Jan19 Jan 20 Jan 21 ln2z  lan23 Jn17  Jan18  Jen1®  Jan20  Jan21  Jn22  Jen23
Wed Thu Fii Sat sun Mon Toe | f— Wed Thu Fri sa Sun Mon Tue
Storage locations Total size Storage locations 7-day avg. Weekday avg
All locations 13970.8 GB B \\sacwpbwpvacsr01\sessionrecordingsirecor... 4485.1GB 4285.9 GB
A 1 13970.8 GB

2L —UHEBEDOTALIEMCHE>TVRBE, [TRTOREBOGHYIX] /5 7I1CiE. B 7 BED
EROEEBEET AT THL., S 7 HREOBEEEOFADRTINE T, fl:

Jan17-23,2024

Storage
Storage locations Total size of all recordings 7-day total 7-day average Weekday average

1 13970.77 e M1% 31395.81 s 121% 4485.12 e 4078.43 e

Size of generated recordings (GB)

Total size of all : 1
14,200 5,544
14,050 3,696
13,900 1848 I I
13,750 0
Tni7 Jani8  Jnio 20 Jan T2 Jen2d Jn25  Jn26 lm27 Jan28 w29 Jand0 Jan17  Jan18  Jan19 Jan 20 Jan21 Jan22  Jan23
Wed T Fi o Sat S Toe  Wed Tha  Fn Sat S Mon  Tue Wed The i Sat Sun Mon Tue
Storage locations Total size Storage locations 7-day avg. Weekday ave.
All locations 13970.86G8 @ \\sacwpbwpvacsr01\sessionrecordingsirecor... 4485.1GB 4285.9G8
A 1 13970.8GB

A

HEEOTAICIE. W1IHLADDTRNBEBET —FBUETYT, X ROLSIBAXyE—IHK
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TONET:

Storage Jan 17-23, 2024
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
1 0.02 e 1100% 0 e 10% O e 0 e
Total size of all recordings (GB): c:\sessionrecordings\ Size of generated recordings (GB)
100 24
16
You do not have sufficient historical
50 data to generate a forecast.
8
0 k17 Jn18 ln19 Jn20 ln2l n22 Ln23 Jn24 n25 n26 Jn27 Jn28 In29 Jan30 o Jan17 Jan 18 Jan19 Jan 20 Jan 2 Jan 22
017 lni 10 n20 hm2L ko2 k023 hn2s hn25 ka2s m27 n2e kn20 jan 1 jan 1 jon 1 jan 21 Jan
= il S e F - N e U S Wod T i s s T
Storags locations Totalsize Storage locations 7-day ave. Weekday avg.
Alllacations o.068 @ casessionrecordings\ 0,068 0.0G8
cisessionrecordings\ 0.0GB

o [H—N—] Y>3 >TlE.
o fill:

A7ty a oz v ITRE. STy aeRUWTEETER

Downloads
DASHBOARD191202 ~ ®
Servers C¥Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPUusage Memory usage Network (receive) Network (send) Number of live sessions
.
DASHBOARD191201 3% Y sox . 501Kops . 24Kbps [
DASHEOARD191202 ™) 0% ) 489 o 4BKbps o 25Kbps
Storage 0Oct27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 e 12868% 107.33 e 12771% 15.33 ¢ 21.47
at v
. ceID:
Downloads
Live sessions X
DASHBOARD191201
Start Time User Host Client Events Events Only
November 4,2022 3:13PM administrator AGENTO1 HTML-2672-7522 1 false }

o [BEOMIHE] €02 3> TR REOY A FOBREBORNEZTI VT

v bDRRTENE T, BEDK
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WRIFIRDELSICFHEIINET !

BREORINE =EBICRBIN Yy a Y B/RBET I/ T« 7ABRERY > —IL—HT 3y 3 v Oa:

#®

A

ROFHEDNBZINTVWBRIFEE. BEORNIET Py MME

F9:

- USORISATYMN—=23> 7.42.15010.4 LIREFER L TWLW3,
- FEFERYT—N—DHB2HT 1 ML 1 DEFTHD, TOHA FDE Y a2 R—RRER—ITY
14—Fv—rJILZAICLTWVWS,

1

[—N—] €U a>oEicRRTh

== Cilrix | DaaSPremium
Overview  Manage  Monitor
Dashboard
Site 1 v

() Recordings
=) comments Servers
Policies Servername + | CPUusage
. serverl o 80%
[ Activity Feed

serverd ) 56%
L) Notifications

serverd ™ 0%
PE! Admin Logging >

server2 (Offline)
@ Configuration >

Memory usage

' 65%

N 26x

™ e

C* Refresh

Network (send)

= 680kbps

— 321kbps

= 825kbps

Last refreshed: Sep 8, 2023, 11:45:53 AM

Network...

= 980 kbps
— 749 kbps

= 1142 kbps

Number of liv...

Recording success rate
C* Refresh

Latest: Sep 8, 2023, 4:00 PM

© 100.00%

Sessions recorded: 5/5
Last 12 hours

o o ) Iy
o o

.

10:00 AM

4:00 AM 4:00 PM

o [TRTOREODAFHTIX (GB)] €02 3> T AL—UDGMEYDEI THET —4ZRRCEE
Yo JI27DLICH—VIZEOEZ L. HEDHOIRNTOREDEHAT A A ZRTITBZCEDHTITET,

Total size of all recordings (GB): All locations

150
100
Oct 28,2022
50 tal s
Total size 81.819GB
0
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31
Fri Sat Sun Mon Tue

Storage locations

All locations
‘"dashboard191201\1912shared\recordings\

‘dashboard191202\1912recordingsshared\recordings'

Nov 1
Wed

Nov 2
Thu

Total size

111.0GB

81.8GB

292GB

e [(EINEFEOY 11X (GB)] 03 Tld. HEDBHOEI S 7D LEICA—YVILZEHhEZ . ZDH
ICHLLERINBEOY A XEZRTTEET,
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Size of generated recordings (GB)
48
32
Oct 28,2022
Total 46.636GB
16 - B \dashboardl..ings\ 46.636GB
o ._l_l;
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Nov 2
Fri Sat Sun Mon Tue Wed Thu
Storage locations 7-day ave. Weekday ave.
B ‘dashboard191201'1912shared\record... 11.2 GB 156GB
B dashboard1912024191 2recordingssha... 4.2 GB 58GB

e[ty ayv] £ arTiR. [BREDEY aY] & [EydayIleDRARI7IIWYIX] #OUv YD
TR, Ly a oElERLRITETED,

Sessions Oct 27-Nov 2, 2022
Total number of sessions Average session duration Average file size by session
23 00:36:14 29:06:21 0.22487 e 32.69959
Number of Sessicns Sortby: Duration Number of VDAs
30 30
20 20
10 10
0 I I " = 0
Oct27  Oct28  Oct29  0ct30  0ct31  Nowl  Nov2 0ct27  0ct28  Oct29  Oct30  Oct31  Novl  Nov2
Fri Sat Sun Mon Tue Wed Thu Fri sat n Tue Wed Thu
Duration Number of Sessions %
W <in 6 26%
8 14n 1 4%
® asn N 26%
8 -8h 10 43%

Downloads

Session details X
The session starts from Tue Nov 01 2022 10:41:55 GMT+0800 (China Standard Time) and includes 30 recordings

Session duration

29:06:26

File size

14.78606 GB

Recordings

Start Time User Client ©  Host Events 5 Events Duration

Only

gm’smw 120223041 qosgnadministrator AGENTO1 CNENG4UHIYUMWOD 11 false 01:00:07 @
:h":e’“b” 120221142 posgN\administrator AGENTO1 CNENGSUH1YUMWOD O false 01:00:00 @
g;;“e”‘w 120221242 poagNadministrator AGENTOL CNENG4UHLYUMWOD O false 01:00:01 @
November 1. 2022142 gosgNiadministiator AGENTO1 CNENG4UHIYUMWOD 1 false 01:00:00 @
November 1. 2022242 gq3gN\administrator AGENTOL CNENG4UHLYUMWOD 0 false 01:00:00 @
g;;“e”‘w 12022342 posgadministrator AGENTOL CNENG4UHLYUMWOD O false 01:00:04 @
g&vemw 12022442 osgNadministiator AGENTO1 CNENG4UH1YUMWOD O false 01:00:20 @
November 1. 2022542 go3gNadministrator AGENTOL CNENG4UHLYUMWOD O false 01:00:00 @
November 1. 2022642 gosgN1administiator AGENTO1 CNENG4UH1YUMWOD O false 01:00:00 @

FETTTY"

e [UFAMTUR] BT aVICE BRBIYIVBDTIL T4 v IREREDISAT

BB3N—=23 >0 Ci

YETNAZADEIEE. B
trix Workspace 7 7 TRITINTWB v 3 v OEEHRRINET,
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Clients Oct 27-Nov 2, 2022

Device Workspace app version

B HTML 6 86% ® 2208 18 78%

= %
CNENG4UH1YUMWOD t 1% | 2210 3 13%

| 2207 2 9%

TIT14ETA4T 14— R

May 22,2024

=

Session Recording 124 v > 2R — RDEM#EEL LT, Session Recording #—ERICIE 7T ET 17
41— RPEANTH, T—HORRET—HZOREUPALELTVETS,

TIOTAETA 70— RE BEICRELIEARY M2 ZVICETZEHREZRMBLES,

7OTAET1 74— RTRRTESIRV b

CPU EREANA LI WVMEXZBITVLWET

o XEUFERAEMNLEIWVEZBITVWETY

e Xy hT—UFRHE (EE) HALIWVMEZBITWET
e Xy hU—UERE (FE) HALEWMEZBITWET
o REORHIET Z— b

e ANL—UHEHAENLIVMEZBITVET

o H—N—DREOLE

o EHROBEY VO DOHE

A
BEORINET7Z— DL IFWMEL LI Session Recording A w > a/R— RO SRETET£T, 5%
L<id T8y aR—ROFERICETZEY R E02 30 TR Y aR—RREEZSRL TSI,
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FIOTA4ETA4 74— RTRRTIBHRY

BE7—Hh17
« BEHIER
s FBU-HAT
o FEHIBR

o #REt

.

s T—AATBLVHIRT 3REZFETRIRTIEI. T1MLANLDERIZRT P a—)LLT. FE
ZHEBTTY—NATBLVEIBRTZCDHTERY, #FL<IE. NERLABREOER LU X7
2—I)LICEDCREOER) ZSRLTLETL,

o MEtLiF. RAFL—UHEE, Tyray, BLUVISATYMTNARICEATE3T—2ZINETB7D
ICe PRTLICE>THERINZBRDEZ XV ZIELE T, 3BEDT—42(E. Session Recording &
By aR—RFOMBTZ LI aVICRTEINET,

TOTA4ET14 74— RERRTD

1. CitrixCloud Icrr> 1> L &9,

2. EEOX=Za—T. [¥rH#—EX] > [DaaS] ZERLFJ,

3. [&HE] »5 [Session Recording] #&RL £,

4. Session Recording ¥ —EXDEMRIFES—>a> T, [FOTAET1T714—F] Z#ERLZF T,

5. [4RY I #T7¢ [2R0] 2T%ZYDEZ T BEICRELIARY PRI VICEAT 3ERERTLET,

[(7OTA4ET4T4—R]I-[1RV ] 27
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(7071 ET74 71— R]-[2X0] &7

Events

Activity Feed

Tasks

Last 7days v Event v Site v  Server v
C Refresh () Export @ Dismissall
Time (UTC+08:00)

January 30, 2024 6:33 PM
January 30,2024 6:33 PM
January 30, 2024 6:33 PM
January 30,2024 6:33 PM
January 30, 2024 6:33 PM
January 30,2024 6:33 PM
January 30, 2024 6:33 PM
+ January 30, 2024 6:33 PM
January 30, 2024 6:33 PM
January 30, 2024 6:33 PM
January 30, 2024 6:24 PM
January 30, 2024 3:34 PM
January 30,2024 3:33 PM
January 30, 2024 3:03 PM

January 30, 2024 3:03 PM

Severity v

Event
Server status change
Server status change
Server status change
Server status change
Server status change
Server status change
Server status change
Server status change
Server status change
Server status change
Unrestricted playback link sharing
Memory usage exceeds threshold
Memory usage exceeds threshold
Memory usage exceeds threshold

Memory usage exceeds threshold

site

Server

B2:3¢5

Severity
@ o

@ o

@ o

@ info

@ o

@ info

@ o

e o 1
@ o

@ o

@ o

A Warning

A Warning

A Warning

A Warning

55 > | 15/page v

Downloads

Event Details X

[@Copy  ® Dismiss

Time (UTC+08:00)
January 30, 2024 6:33 PM
Event

Server status change

site
SR2405

Server
SR2405

Severity

@ info

Server status
@ Available

Version
7.42.14010.7

Events

Activity Feed

Tasks

Last7days v Task v Initiastedby v Site
C Refresh () Export  ® Dismissall
Task Initiated by

Manual archive @citrix.com
Manual archive dcitrix.com
Statistics System

Statistics System

Statistics System

Statistics System

Manual delete acitrix.com

Manual delete i@citrix.com
Manual archive i@citrix.com
Manual delete i@citrix.com
Statistics System
Statistics System
Statistics System
Statistics System
Statistics System

v Sever v Status v

site

Server

Start Time (UTC+08:00) +

January 30,

January 30,

January 30,

January 30,

January 30,

January 30,

January 30,

January 30,

January 30,

January 30,

January 29,

January 29,

January 29,

January 28,

January 28,

2024 211 PM
2024 153 PM
2024 12:10 PM
2024 12:10 PM
2024 12:10 PM
2024 12:10 PM
2024 10:30 AM
2024 10:22 AM
2024 10:16 AM
2024 10:14 AM
2024 12:10 PM
202412:10 PM
2024 12:10PM
2024 12:10 PM

2024 12:10 PM

End time (UTC+08:00)

January 30,
January 30,
January 30,
January 30,
January 30,
January 30,
January 30,
January 30,
January 30,
January 30,
January 29,
January 29,
January 29,
January 28,

January 28,

2024 2:11 PM

2024 1:53 PM

2024 12:12 PM

2024 12:12PM

2024 12:13PM

2024 12:13PM

2024 10:30 AM

2024 10:22 AM

2024 10:16 AM

2024 10:15 AM

2024 12:12PM

2024 12:12PM

2024 12:12PM

2024 12:12PM

2024 12:12 PM

status
@ Completed
© Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
© Completed
@ Failed

© Completed
@ Completed
@ Completed
@ Completed

@ Completed

2 > [ 15/page v

Downloads
Task Details X
(BCopy @ Dismiss
Task

Manual archive

Initiated by
@citrix.com

site
SERVER

Server
SERVER

Start Time (UTC+08:00)
January 30, 2024 2:11 PM

End time (UTC+08:00)
January 30, 2024 2:11 PM

Status
@ Completed

January 30, 2024 2:11 PM
Archiving 1 recordings (1.71 MB)...

January 30, 2024 2:11 PM
Successfully archived 1 recordings (1.71 MB).

TOTAETA 74— RZRRTREZIE. ROEY MIFELTLEIL:

"R

BEDAIRY FEREZRIZT 1 ILZ—IBL TRR

IBICF

1B1F

[TRYR] Foid [2R9] 2T TRIETET1ILE2
—EBRLET, L zid BETERE] 071 LE2—
ERLT. BETHRICEELEARY FERIEER
IDHERTLET,
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22U
AR FFERIFFZRID—EEZ T CICERTBICIE
AR MRERFEIFFZRIVLERICET 3= -7

Bl

ARY MRERFERIZZRI2EEZHALCBICIE

BERDARY b EIZE T DFMBERTI BICIE

BRDARNY FEIZEZRT OFMBE IE—F BT

BERDARY bFIFEZAVZEALBICIE

May 22, 2024

X —)Li@H

e

121F

[IRYE] &g [2R0] 27T [E#F] 20Uy
JLET,

[TRY K] £l [2RX7] 27T [T RKR—HK]
27Uy I LET,

[1ARY ] £7id [222]1 27T [Dismiss all]
Yo LET, [Dismissalll #20Uwo 33k,
BIEZHERTBLO5KROBENET,

—BROIRY EEE2RIZIUvILES, AL
B, U1 b T—N— EXEDOIRV N 1DDL
J-RiCkedon. BRTRETRTOARY h ek
TCEET,

[ bOFME] £lE [ZFRUDFHM] R—IT
[OE-]1 22Uy I L&D,

[1RY DM FlE [FRIDFMA] R—T
(BAL3] #oUwoL%d, [BALB] #OoUvoLT
b, BBEROBZ IOV T REIRTFINEE A

BEDAARNY R EIVICEAT BB E XA —ILTRITIBICIE. X—LBHICYTRISATLET,

BITRISA4TI3L. ROBEICBNZRITIZ N TETXT !

e VDY—FEARRTZ—b: VY —FEARRTOL I WMEZBRLHE

DY —ZOERRRICIFUATHEENE T

- CPU fE@Rx
- XEUFERAR
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- Xy hU—UFERE ()
- XY ND—UFERE (BRE)
- AL —=CfEA=E

oif

)y —ZERRREO L FLVMEIE. Session Recording B4 w2 R— RO SRETIF9, sFL<Id M4
v aR—ROERICETZEY b 923> TH Y aR—REREZSRLTIETWL,
o H—N—DREDEE: Session Recording ' —/N—DREHTWK LIHBE

H—N—DREIF. ROLSICELUTIAEMEDLHD FT:

- F751>

- &

- fEMAEIRE

- HIBRE#

- PUAYAM=ILEH

- 7y FIL—RLTWET

- 1> M=ILORA

- A M=ILDETHRTY

o REIORMET 5 — b FEDORINEH 100% & DEVIGS, BEDRINRICET 5 XA—/LBNZBRICRE
TEIBL3ICTBICIF T PDOA YL aR— FRER—JTHEZEMCLET, HFLR MEEBY Yy
R—F1 Z28RLTRE W,

¢ AML—=XUTFUZADER: BREZEH T —NATELVHIRT 2R IDBERICEIBZZIP TR b

ARL=—SXYTFFIVRBERIDAT S a—ILEBEICOVWTIE, TRV a—)LICED<EEOEIE) &#50
LTLIETL,

o EHROBE) VI OHE: EFIROBLEY VIHNHEBEINTVSES

FHLCR MgEZ ) Y7 LTHET S 28RBLTIRETL,

A—=BHNH TR Z14T

1. CitrixCloud icr>1> L £,

2. EEOXZa—T. [¥1H—EZX] > [DaaS] ZEIRL £,

3. [&#E] h5 [Session Recording] #&ERL £,

4. Session Recording #—EXDEMlFES—> 3> T, (B #BIRLET,
|7 N

Session Recording H—E X1 5&A 500 FDO X — L BHEZZITRZ LA TEET, BHAO YV +—
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AHMEVWRTINB L. Session Recording r—ERiE HILLWADE1HE (UTC) FTX—)LiBAM
DEEEELELET,

5 HITRISATLTVWBIRTOATIVICERATERZT 74 FOZSEEZBRELE T,

Notifications
Email
Quota usage
You're entitled to 500 email notifications from the Session Recarding service per month. View your email queta usage below
426/500
W Resource usage alerts 22
W Server status changes 388
B Storage maintenance results 10
B Recording success rate alerts 3
8 Unrestricted playback link sharing 3
Subscription
Send email based on your ions below.
Default recipients (0) Manage recipients
Subscribe to
O Resource usage alerts
Send a notification when resource usage exceeds the threshold.
(O Server status changes
Send anotification when the status of a server changes.
(O Recording success rate alerts
Send anotification when recording success rate is below 100%
O Storage maintenance results
Send a summary of the results of automated tasks for archiving and deleting recordings.
O Unrestricted playback link sharing
Send anotification when an unrestricted playback Link is shared
Manage default recipients X

Emails are sent to the default recipients if no recipient is specified for a subscribed category.
Recipients (0)

+ Add

e |
L e

YITRISATLIATIVICREEIEESNTULAWEE. X—ILRBT 7L FOREEICEEINET,

YITRISATLEATIVDOREEZEETBICIE. [TIAILNOREEEZFERTS] FzvI RvIx
ZzA7ICL. [RIEEZEETB] 20y I L TREEZEBMLET,
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Manage default recipients X

Specify email recipients for recording success rate alerts,

D ®

6. ROATIAVDKEICHBZIFTVvI Ry IX%EFICLT. WEFNNIHTRIS1TLET:

o UY—RERKRTS— b

o H—N—DREOLTE
BREORINET 5 — b
AML—=IXVTF Y ROER
EHROBEY VI OHE

7

o [DY—XERARRETZ— K] ZBRLIIGER. 75— FOBRLEXREZERELE Y. I4—FDEE
AeRBUTBHIC. 73—F2D50% 2BR25E. BRETESET — MMRESNE T,
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Notifications

Quota usage

You're entitled to 500 emai notifications from the Session Recording service per monith. View your email quota usage below

338/s500

o
68% B Resounceusagsalets 108
used W Serverstatus changes 136
W Storage maintenanca results 14

8 Resource usage alerts

Send a netification when resource usage exceads the threshold.

Alert type

All selected

. @ CPUusage
| @ Momoryusoge
| @ Notwork (send) usage

{8 Notwork (rocaive) usage ‘ming alerts are withheld sfter you exceed 50% of your quots until the end of the month.

| 8 Storage usage

@ Use defauitrecipients

8 Server status changes

Send a notification when the status of aserver changes.

Send email when a server's status changes to
All selected

Recipients

) Uso defauit recipionts
8 Storage maintenance results
Send a summary of the results of sutomsted tasks for archiving and deleting recordings.

Recipients

8 Use default recipients

March 2023

Notifications

Email
Duuscipuun
‘Send email notifications based on your subscriptions below

[t rciients (7

‘Subscribe to

8 Resource usage alerts

Send a notification when resource usaga exceeds the threchold

Alert type
[ Allsetected

Severity
® Critical
8 waming

lerts ara withheld after you excead 50% of your quota until the end of the month. X

© Tooptimize your quota usage. v

Use default recipients
Manage recipients (1)

8 Server status changes

Send a notification when the status of a server changes

L)

o FIARAEERY —N—DREICDODWVWTIE. ROXIU—> 3y b EBBLTIETL:
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Email

Notifications

Quota usage

Youlre entitled to 50D email notifications from the Session Recording senvice per month. View your email quots usage below

338/s500

W Resource usage alerts 188
B Server status changes 136

W Storagemaintenance results 14

Subscription
Send email notifications based on your subscriptions below.

Default recipients (6)
Subscribe to

8 Resource usage alerts

‘Send a notification when resource usage excaeds

Alert type
All selected ~
Severity
| @ offline
| @ Discovered
® Auilable ring slets are withheld aftor you excoed 50% of your quotaunti the end of the month
| @ Deleted
| @ Uninstalled
8 Upgrading
8 Ready toinstall

server changes

Installation in progress
.8 i 1anges to

Allselected ~

Recipients

8 Usedetaui recipients

8 storage maintenance results

Sond a summary of the results of automated tasks for archiving and deleting recordings
Recipients

8 Usedefault recipients

March 2023

®

o A= HTRISATLIATI) SCIERICEEETNE T, Tt X VY —ROEARIRIC
B3 XA—LBRIZRDESICHED £

Session Recording resource usage alert (&l D inbox

loud.com

cifrix.
Session Recording - Memory usage alert (Critical)

Gustomer name:
Organization 1D |

Memory usage has exceeded Critical threshold,
Site:
Critical threshold: 75%

Time (UTC-05:00): 2023-03-28T19:41:51.514996

server:

Memory usage: 76%

This is an automated email from

ing service. Do not reply.

#00AM (6hoursago)  fy €

April 28,2022
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T—ZINE

Session Recording #—E &, Citrix Cloud I2xD 3 BEOBEET — 2% INEL 7!

+ Session Recording #—E x>V — L& & U Session Recording 1 > 75X SO FvH—E XN BN
gxnos

« BIEEICL > TEEINI: Session Recording H—E XDHERE R > —

« Session Recording  —/N\—ICEE T 3 &5t

T2 OHE R

0774, RTOOT T 7L Splunk ICXEIN T,

Session Recording +—E XDHERE R > —, BRI ZTARTORELR) > —IF. 7> 7L I REMD SQL
Server F—EZR—XURESLUEMHINET,

Session Recording t —/\—IZB8&E§ 3 #ist. Session Recording #—/N\N—ICEEM T 5N TWVE TR TOHK
td, Ny I IV RO Azure F—EN—RICRES L URMINE T, BRIZTNSOT—RICTI/ERTEEE
Ao

T — 2 REF

Session Recording 4 —EXICEETZBEET — 4. Citrix IC& > TRIFIN 7, EFPERIE. T—20EHE
ICE->TEADET:

s OJ77A)IE T7#IL LTI HEREFEIh, ZORAIRIINES. TNhooOJ 7 71L&k ET 5H

BOAZRZIAAFTEEE Ao
+ Session Recording # —/N\—ICBAEF Shickistid. 77 4)L ~TO0 HERIFI N, ZORHBRINE

April 3, 2024
ST a—F 1 Y JERICIZ. Session Recording # —E X DERABFICEAE T SR 8EMN H 2 BBOMREN
EENTVET, LLRIF. ROELSBHOHHDFT:

e UZIURDEDY—N—DZTINa—FT12T
o U—N=HBIFTRIZRRETNEL
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VIO —N—DEZ TN a—TFTa>7

August 4, 2023
Session Recording 4 —/N\—H2 50 R TERTAIBEERRINTVWTHERICEELAWVWEEIR. 75T RH5L
KOPDEFTNSa—FTa I 7023 VERTTIEY!

1. Session Recording 4 —E ROERIF LS —> 3> T, [#] > [H—N—EBE] #BRLET,

2. Y1 bERBBEALTEZ—4 v @ Session Recording 4 —N\N—%2RDiF. TZOED ST a—F1>2 07
1A%V I LET, [FZTNPa—FT12J] R=DHEEET,
B>k

ST a—Ta 2070 ERARBREOY —N—ICOHRTINE T,

2308SRN
v Settings
Lserver, 1 available

S servers Troubleshooting
&

Gloud client version

Server version
2308sRN 22.3.3000.4 7.39.25756.25384 O Gt
ATEST

Setti

~ 2 servers, 0 available &
8 Servers
79880BFEB8I1 @ Ofline w

Cloud n

AUTOSERVER3 7.39.25754.46001 0 Uninstalled @
AutoTestApiSite202306301601

v . Settings

2 servers, 0 available
B Servers

Server version Cloud client version .

ACSEER 22.10.0.8 7.39.25758.25384 @ Offline w
Server version Cloud client version

AUTOSERVERZ N o Sevee s @ Uninstalled

3. BBEICKHL T, 24— Ty bF—N—TROCSTNZa—T 1 VIIBREERTLET:

a) [T—EXER] £ 3> T, Session Recording #—/N\—ETRITINTVEZRDY —E X ZHER
LTEEHSLET:

« IS,

« Citrix Session Recording Analytics #—E X (CitrixSsRecAnalyticsService).

+ Session Recording X kL —Yvx— v —H%—E X (CitrixSsRecStorageManager). & &
(6}

» Citrix Session Recording 7 57 ko 51 7> rE#EH —E X (CitrixSsRecCloudClientMon-
itorService).

3
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Troubleshooting

Log uploading

Downloads

eeeeee

......

Y—EXNERBICEESTIND L.
FUNRRINET,
Y—EXDOBEFHICKRLISEA.
nEJ,

=PI

RAIC KM oREHRRINL RIS

[(BEFHINELE] OREBHARTIN. RIS

(BiEg] R

[(BiEg] R2UhHRRE

b) [LYZbUI £0>3>T. [LYRMUZRRIBZ] 20Uy LT BEIBZLIRIEZRR.

EE. BIUERLET,

FOYFEIDURSDS LRI MU F—Z2BIRLET,

Check registry

Specity a registry valus to

®

LR MUEZANNILT. ZOENFETZINESDZBBLET. AALRELI NI EHIEFEELA
WSEIE. BEICISC TFIBICR > TERTE XY,
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Check registry

Specify a registry value to check or update its dats

Registry key
SOFTWARE'Citrix\| SmartAuditor\Server v

Value name

[ installation

Check value

| The specified value does not exist. You can create it by specifying its type and data. |

Registrykey ~ SOFTWAREIGitrix\SmartAuditariServer

Value name installation

Type
® Sting

O Muti-string

®

ADLELOZNVENFET BHEIR. TOBEREZRTL. BEICWLTET -2 ZEETETET,

Check registry

Specify & registry value ta check or update its deta.

Registry key
SOFTWARE\Citix|| SmartAuditoriServer v

Value name

[ratstiocation

( Checkvalue )

(Checkvalve )

‘SOFTWARE\Citrix\SmartAuditor\Server

Registry key
Valuename  installiocation

Type String

Data Ci\Program Files)\Citrix\SessionRecording

You can change the value data in the following field and then click Save to apply.

) [AJD7vy7O—R] €023 > TREAY—EREERLT. ZOY—ERICEATZIO0%2 05K
IC7v7O—RL&EY, OJI Citrix ’'EEZRET2DICRIBEY, BIRETo1%E. [RE] %=

JUvILEY,
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Downloads

Troubleshooting X

2308SRN

Service name CPU usage Memory usage Action

0.0% 30.9MB Restart

0.0% 46.6MB Restart

Cloud client 18.7% 98.5MB Restart

Cloud client monitar 0.0% 18.8MB Restart

Registries

Log uploading

H—N—D U FTRICRRINAL

April 3,2024
#4t L7z Session Recording H—N\—H0 50 RICRRINABWEEDH D £7,

EZZ25N3FERA: Session Recording #—/N\—h'R— b 443 F7i3R— b 80. 443, 8088. ¥ &1 9090~9094
BH (VFIRISATYRON—=230IckB) T Session Recording H—E RICEIET 5 7HDEERT T v
wIODMERETNTWVET,

IIIORISATbDN—2 32 7.40.13020.11 LIFETIE. BERICECBEDHZR—ME 1204 (TCP R
—+~443) TY, N—23>7.40.13020.11 KDEIDIZTRIZAT Y LTId. THICELDR— b ZRAHE
NHDFET, FHLIE R—F1 ZBBLTIIEIW,

IIIRISATYRDN—-2 32 7.40.13020.11 LiIFEZFEAL TWVW3I5EIE. ROFIEZETL THEICHLL
TLRE L

1. Session Recording #f —/\N—TRDX VU T+ ZRTLT. R—F 443 HPEAVTVEDESHZRRBL &
ER

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

<#
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.SYNOPSIS
CORIVYUTEFE. R—F443PBEHVWTWEDAESHZHEERET 31D
IKERSTHh F 7,
A ORIV TMED VFTOURISATYNEAYR =L ER
PUYDNBERITLEI,
#>

$SR_CLOUD_DOMAIN = '"srs.apps.cloud.com"
function Check-PortStatus {

$ctResult = tnc $SR_CLOUD_DOMAIN -port 443
if(SctResult.TcpTestSucceeded -ne S$True) {

Write-Host "Error : $SR_CLOUD_DOMAIN : $_ s unreachable"
-ForegroundColor Red

+
else {
Write-Host "S$SSR_CLOUD_DOMAIN : 443 4is open" -
ForegroundColor Green
}

Check-PortStatus
<!--NeedCopy-->

The output of the port checking script can be srs.apps.cloud.com <port number> is unreach-
able or srs.apps.cloud.com <port number> is open.

2. Session Recording #r—/N—H'7R— ~ 443 £ZH T Session Recording # —E RICELET 370 DEE S
Ta4vIzHFALET,

3. Y59 RYS14 7> k% Session Recording H—N—ICBA X —JLLE T,

Session Recording V5V RISATY DA YR =M TET TR L. Z—4 v bH—/V—IZ Session
Recording 4 —EXICEHEINE T, [H—N—BE] R—J0 [EHf] 27Uy I LT BHRchTLaY
—N—D—EBZEMLET, T—N—DRUETNZEXTIZHRDDBREZEDHDFT,

N—23>7.40.13020.11 £DFIDI TV RISA 7> b EFERALTVSRHEIE. ROFIEEZEITL THEICHA
LTSV

1. Session Recording # —/\—TRD XY ) 7 +ZR{TL T K— b 8088, 443, 9090. 9091. 9092, 9093.
BELUV 9094 HEVWTVWB I ESHERBLET:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
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.SYNOPSIS
This script is used to check whether or not ports
8088,443,9090,9091,9092,9093,and 9094 are open.
Note: Execute this script from the machine where you installed
the cloud client.
#>

$SR_CLOUD_DOMAIN = "sessionrecording.apps.cloud.com"
function Check-PortStatus {

(8088,443,9090,9091,9092,9093,9094) | ForEach-Object {

$ctResult = tnc $SR_CLOUD_DOMAIN -port $_
if(SctResult.TcpTestSucceeded -ne $True) {

Write-Host "Error : $SR_CLOUD_DOMAIN : S$_ 1s
unreachable" -ForegroundColor Red

}
else {

Write-Host "S$SSR_CLOUD_DOMAIN : $_ is open" -
ForegroundColor Green

}

Check-PortStatus
<!--NeedCopy-->

R=—rFzvoDRU)F+DHEAIE Tsessionrecording.apps.cloud.com < K— ~rBES\> [CEET
FFtH AL £k Tsessionrecording.apps.cloud.com <;R— +FES\> (FBVTWVE T DL SICHED
x9,

. Session Recording #—/t—h%7K—  80. 443, 8088. ¥ &1 9090~9094 &ZH T Session Recording
Y—ERICEETRLODEENS T v I ZEFHALET,

. V39K Z47> % Session Recording H—N—ICB1 Y X —=ILLET,

Session Recording V3 U RO SA 7Y hDA YR M—ILHRTITB L. 2—45 v b —/\—(F Session

Recording t—ERIESHINE T, [H—N—FBE] =0 [EH] 20Uy I LT BEHRINTWVWEY
—N—D—BZEMLET, T—N—DPRETNDEXTICHRHDBREEDHDFT,
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