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O—AIILEEBET7HT Y MZMEAL T, Session Recording IV R—% Y b EAYIM—ILTEII VIS
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CDU =R ROFEEDSENBBICHIELTWS D, LDBNEI—HF—TIOIRRUVIVIFZRHELE
ER

Session Recording ¥ —%#~— 2. Session Recording t+—/\—DWHBDY THEEICHRD F L1

Session Recording #H—/\—% 1 > X b—)L3t&R & L TEIRT 5 £, Session Recording ¥ —42~R—XH BEH
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L1 ZBRLTETWL,

AX— b7 OERBZIR=RDAVTFIMIEIK Y 3 VRE
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Azure Active Directory (AD) ®#7R— I (Technical Preview)
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AD DHR— b ZBHICTBEHNTEBRLSICRDE LT BTISTVRDSIEIERRI S - BEEREB
Y 3EEIC. Azure AD B Oh 6ty 3V ZRIAT 5 Azure AD 21— — 2 JIL—TFZEETET £ Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6


https://docs.citrix.com/ja-jp/session-recording/2402-ltsr/whats-new/fixed-issues.html
https://docs.citrix.com/en-us/session-recording/2402-ltsr/install-upgrade-uninstall
https://docs.citrix.com/en-us/session-recording/2402-ltsr/install-upgrade-uninstall
https://docs.citrix.com/en-us/session-recording/2402-ltsr/configure/policies/session-recording-policies
https://docs.citrix.com/en-us/session-recording/2402-ltsr/configure/policies/event-detection-policies
https://docs.citrix.com/en-us/session-recording/2402-ltsr/configure/policies/event-response-policies

Session Recording 2402 LTSR

Session Recording @1 Y X b —JLIZDWTEHLLIE T Y2 =)L, Ty TIL—R, BLVT V1Y ZA =)L)
ZBRLTESL,

ISV RDEDRI - BEEROBRICOVWTHLCE, Ty aVFER) S —0DERI LTV TBEER)
ZBRBLTET W,

ETD 1Y) — R DFHEE

1912 LTSR~2311 o\#H'IU—X (CR) £DEDUU—IXDOHFHEEEICDOWVWTIE. THiEDERE)] Z28BL TR

:_k L\O

fERENT-EE

July 5,2024
Session Recording 2311 £ D Lb#s
Session Recording 2402 LTSR D41 ) — X Tid. ROEEHIBMINTUWET:
e MOKRATIE. JUVTR—ROT7 T4 ETADF v TF v SNBRVATRREDAHD £7:

- BESNEY Y a v BRI IcER,
- JE-CNITF XA 1,024 XFZBR3BE BETOJVILICED. COLKSBARY ME 800
NFICRET N, BREINET),

[SRT-11805]

s Ly a BREOBHIX Y-k Windows ORREEBRE TIEESNSETERTINEE Ao
[SRT-11539]

s REORBER)S—ZBHT L. RORUFHORENENICASBVEENHD 7!

- RAT TV =23 FRIBTRIMYTS
- TUNU=TIN—=TFERFIY

EOHER. FHIC—HTIREZREIT S LIITEEEA,
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CDY—XTlE. ROBBEHLERINTWET:

s JL—V—THREZRTIDE. BB TOCLRTT—EHNXBLTVWBILEZRITII— Xy E—IDRRT
1. Session Recording f—N\—D1R> rOJ (AR~ ID: 2005) 27 —42BROBEHNRTINDS
BEDHDET ROFETLIZA NI ZEBT B L. MEIBRY ZEIEMDHD FT:

1. VDA® L ¥ X k1) % — HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent
®D T DWORD fi& DisableDataAlign =&ML, EOTF—42% LICRELF T,
2. Session Recording Agent f—EX=BREEHL £7,

[SRT-12682]

« CVE-2021-44228 Difs55!% % 283 HYIC4EF 9 5 7= I Citrix Web App Firewall (WAF) >0 %Fv%fE
AL TW3H5E,. Session Recording B IEEE ICHEE L A VWATREM D H D 3, CORBEERRT 3113,
Session Recording #+—/X— IP 7 k L X% NetScaler #8lo> mitigate_cve_2021_44228 ;K1) > —H
S5kRoMNL 9, [CVADHELP-24365]

+ Session Recording R > —HREERELLS LTI EKT2HEEHHD. CDFControlz RT3 &R
DIZ—AyE—UHRRINZIBEDHD£T !

This operation is blocked. Session Recording Administrator
Logging failed. The formatter threw an exception while trying
to deserialize the message: There was an error while trying to

deserialize parameter http://tempuri.org/:operation. The
InnerException message was 'There was an error deserializing
the object of type SmAudLoggingInterface.lLogOperation. The
maximum string content length quota (8192) has been exceeded
while reading XML data. This quota may be -dincreased by
changing the MaxStringContentLength property on the
XmlDictionaryReaderQuotas object used when creating the XML
reader. Line 186, position 62.'. Please see InnerException for
more details.

<!--NeedCopy-->

CORBBICHHN T BICIE. ROWTNHDIREERITLET:

- Session Recording #—/N\—&EY 57®IC. lISICHTTPS 40 kA FEEBMLE Y, F:
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Site Bindings
Type Host Mame Port IP Address Binding Informa...
https 443 *
http 80 *

Add...

Edit...

Remowve

Browse

Close

- Z&n17% C:\Program Files\Citrix\SessionRecording\Logging ® Web.config 7 7 rJLiciBfiL

F9:

maxNameTableCharCount="16384" />

<!--NeedCopy—-->

<readerQuotas maxDepth="32" maxStringContentlLength="5242880"
maxArraylLength="16384" maxBytesPerRead="4096"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.




Session Recording 2402 LTSR

| "Web.config - Notepad - O X
9 P

File Edit Format View Help
<?xml version="1.0" encoding="utf-8"2> "
<configuration>
<system.serviceModel>
<protocolMapping>
<add scheme="http" binding="wsHttpBinding" bindingConfiguration="MessageSecurity” />
<add scheme="https" binding="wsHttpBinding" bindingConfiguration="TransportSecurity” />
</protocolMapping>
<bindings>
<wsHttpBinding:»
<binding name="TransportSecurity”»
<security mode="Transport”:»
<message clientCredentialType="Windows" />
securit
kreaderQuotas maxDepth="32" maxStringContentlength="5242880" maxArraylength="16384" maxBytesPerRead="40896" |
maxMameTableCharCount="16384" />
</binding>
<binding name="MessageSecurity”>
<security mode="Message">
<message clientCredentialType="Windows" establishSecurityContext="false" />
securit
<readerQuotas maxDepth="32" maxStringContentlength="5242888" maxArraylength="16384" maxBytesPerRead="4896" |
axMameTableCharCount="16384" />
</binding>
</wsHttpBinding>
</bindings>
<behaviors>
<serviceBehaviors>
<behavior>
<serviceDebug includeExceptionDetailInFaults="False" />
<servicefuthorization principalPermissionMode="UseAspletRoles” roleProviderName="AuthorizationStoreRoleProvider”

/>
</behavior:
</serviceBehaviors>»
</behaviors>»
<serviceHostingEnvironment multipleSiteBindingsEnabled="True" />
</system.serviceModel>
<system.web>
<compilation debug="False" /> v

Ln 14, Col 4 100%  Windows (CRLF) UTF-8 with BOM

[SRT-11791]

« ICLDB DORMANT XYY RZFEALT. RELAWVWS A IRE X IZKRLERED S TREZBHE I
FETHALLS TR, RETZBENHDET, COMBIF. RV M—ILEZRTIZDOTIRIEL.,
Session Recording % 2308 I(CEH T 3BEICKELET, COMBEMAT 3(21E. Session Recording
H#—N—3> > T PowerShell TRDX V1) 7 +%EfTL. Session Recording 7 —2R—XADEET U
TREN DB AL E T,

Add-Type -AssemblyName System.data

SregistryKey = [Microsoft.Win32.Registry]::LocalMachine.
OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")

$dbName = S$SregistryKey.GetValue("DatabaseName")

$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")

write-host "Connecting to $dbInstance$dbName"

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=$SdbInstance;persist
security info=True;initial catalog=$dbName"

$conn.Open()
$cmd = Sconn.CreateCommand()
$cmd.CommandText = "use [$dbName];if not exists(select * from [

dbo] . [EndReason] where ID=5) begin insert [dbo].[EndReason]
values (5, 'Dormant') end"

$cmd. ExecuteNonQuery ()

<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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[SRT-11119]

+ Session Recording (3. £v>3>HRZ b+ (VDA) LORAF1TT1 RO V54TV 5ty > 3
VIR TINT A RIDOBD T 71 ILEEEF v 7F v LEEA. [SRT-10514]

+ Session Recording ZJR#FiN—JaVICPy FUL— RT3, Y EEGEOEGRRBREGER r—1) >0
REIFEDN, T4 MMELOICRD £9, [SRT-10130]

+ Session Recording R > =YY =)L TO—AILBEEERZIFORX > 1—H—F O—H)L1—Y
—ERXA2A—H—2RUP—RAOT7 I a>YOBEAMNRE LTEMTEET, L. O—HILEE
EERZFOO—HILI—HF—F O—ANLI—HF—DAZEMNTE. FXMYI—HF—IFEBIMTTELEA
[SRT-5769]

e N—=23> 2009 LEIiN5 Ty T L—RIBE. WebPlayer PIEEL K #EEL AW A BD FT, TOM
BEEET3I1CIE. Web 7508 —0F vy oz U7 LET, [SRT-5624]

o« HRB LR S—DHEAE, Session Recording # XenApp and XenDesktop 7.6 LTSR IC& £ 3 /N —
TaAVHSRMN—JaAVICEMTRE. RONW3ZehHD Y. COMEZREET SICIF. XenApp
and XenDesktop 7.15 LTSR 0 &# CU ICEFNZN—2a VICEHRLTH S, B U—ICEHLF T,
[SRT-4546]

+ Machine Creation Services (MCS) #7zi& Citrix Provisioning (PVS) T. « > X k—JLi&&®D Microsoft
Message Queuing (MSMQ) %=ER L THEEHD VDA ZERT B . 5o VDA OQMIdARELICH S
AlREMA B D T, COREII. ROLSBIEIELMBELESISECTAEELHBD 7!

- BEOREMNMESNTULWTH, By avhiBREINEWVWBELHD £7,
- vy aryond 4 7E5H Session Recording H—N—iC& > TRfEINT. Ly a3 >DRT—
AIBEIC [Z1T] ICh>TLESHBELRBD £,

EREICDODVWTELLCIE T7 YR b=, 7Y TIL—R, 8LUOT7U1 YA =)L) #BRBLTLEI L,
[#528678]

H—RN—=FT 1 ERICDVWTODIBEH

July 5,2024
Session Recording /\—> 5> 2402 (PDF o4&~ >0O—K)

Session Recording dZ DU —RICIE RORFaXY FTERINLEHFOTTTA Y ADNEMICHR > 7Y
—RN=FT1DVIT I ITHEENTVBEREEDRHD T,
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Session Recording iZ. Session Recording Administration O3> 7R—=x> k. Session Recording Agent. &
& U Session Recording Player i 5# I TL & 3§, Session Recording Administration I>R—%> k
(Session Recording 7 —#% ~X— X, Session Recording #—/\—. Session Recording KU >—>vY —)L)
F 180 —N—ICA YA R=ILTBH. BRBT—N—ICAVRAL—IILTEZIEHAEETT, T &
Session Recording > R—%> FOEHICOVWTHLHBELE T,

REBY—EZXU U= (LTSR) RIETO D&M —X (CR) OFERICOVWT. BLUVZDMOELL HIEMICD
WTlE. Knowledge CentermstEx SR LT ET L,

Session Recording 7 —42~X—2X

UTFDARL =T« VTS AT LT R— SN TWVWET!:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

HR— kTN TWL3S Microsoft SQL Server d/X\—> 3 >t

« Microsoft SQL Server 2022 Enterprise. Express. & & tf Standard Edition
+ Microsoft SQL Server 2019 Enterprise. Express. & &tf Standard Edition
+ Microsoft SQL Server 2017 Enterprise. Express. & &t Standard Edition
+ Microsoft SQL Server 2016 SP2 Enterprise. Express. & &t Standard Edition

HR—bFINTWVW3 Azure SQL 7—EZR—XHP—E X

+ Azure SQL Managed Instance
o Azure R#8<> > (VM) Lo SQL Server

FEROYR—FETNTVBEN— 3 2D Microsoft SQL Server ZERL £75)
« Azure SQL Database

HR— T TWE AWSRDS 7F—42R—XH—E X:
« SQL Server

Z#: NET Framework 4.7.2
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Session Recording t—/\—

UTFDOARL =T« VIS ATF LD R— SN TWVWET:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

ZODELIDOEMH:

o IVA—RY MY T A= 3>H—ER (IIS) 10, 8.5, 8.0 £7=1&7.5

+ .NET Framework Version 4.7.2

+ Session Recording #—/N\—T. BE7O LI LTHTTPS, 8L UBMBAEEERT 35 E.
Session Recording Tid. 77 #4JL +TCitrix R 7O TH S HTTPS iMERIN EJ,

+ Active Directory #i& % 83l L. MSMQ HTTP # 7R — k2 & %hiC L 7= Microsoft Message Queuing
(MSMQ).

o BIEBEOJDHE: Chrome. Firefox. F7zi% Internet Explorer 11 o&#H/N—2 3>

Session Recording -Ry>—a>v—)L

UTFDARL =T« VTS AT LB R— SN TWVWET:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

Z: NET Framework 4.7.2

Session Recording Agent

Session Recording Agent %, v > a>%ziREd 39 ~XTD Windows Virtual Delivery Agent (VDA) (2
YAR=ILLET,

UTFDOARL =T« VTS AT LD R— SN TWVWET:

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

+ Windows 10. &/\/\—> 3> 1607

« Windows 10 Enterprise for Virtual Desktops

B4
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Citrix Virtual Apps and Desktops 7 2203 Premium 1+t > X

« Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 Lif&® Platinum S 1> X

« XenApp & & U XenDesktop 7.15 LTSR CU8 Platinum 51> <

« .NET Framework 4.7.2

+ Active Directory #i& % #3hic L. MSMQ HTTP #7R— k& H%hiC L 7= Microsoft Message Queuing
(MSMQ)

E:
Session Recording (33R7£. Citrix DaasS (IB#F Citrix Virtual Apps and Desktops #— £ X) @ Advanced.
Advanced Plus. Premium. Premium Plus A DI F > a>aHR—rLTVET,

Session Recording Player

UFDARL =T« YIS RT LN R— TN TVET:

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

+ 64 £ Mk Windows 10, &/\Y—2 3> 1607

=4: .NET Framework 4.7.2
pE
32 Ew ik Windows 10 T. SessionRecordingPlayer.msi 7 7 1 LR L TD & Player &1 > X

—J)LTEFFJ, msi 77 7)Lid. \x86\Session Recording o Citrix Virtual Apps and Desktops ISO T
ROlF3ehTEET,

RER/NT +—I Y X%Z183IC1d. Session Recording Player Z A TOEMDT—I XA F—> 3 VIZA VA =)L
LETY:

+ 1024 X 768 O EEREE

¢« 32Ev FULEDEE

¢ 2GBRAM (&/No 374 v INERENTVEIREZELET3HE. FICREICTZX—23VH%E<E
FN3HBAICIE. RAM LU CPU/GPU UY —XZEBMT L. NT+—IVZHALLFT,

=V DREREE. BEOY A XPILVDON—FI T T7HKRICE>TERDE S,

A
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Session Recording (&5 2D aYR—% >k SBRINET:

Session Recording J>7R—x>

Session Recording I3 DIV R—%> b THERINET,
+ Session Recording Administration J>R—x> k

- Session Recording K> —a>V—)l, 892ty avaiEEId Ly a v —#%
EDOR) S —% BT IEDICERINDI AV =), sEL<IE TRUD—1 ZBRBLTIEIL,

- Session Recording #—/\—, RDY—ERZ KRR T E2H—/IN—T7,

*x JO—H—: UTOEMICEIDIS6.0 ETHRRMINE Web 77U r—> 3!

- Session Recording Player £ Web Player 5 0#EI IV 771 E o> O— REXR
DAL,

- Session Recording ;K1) > —a>Y —)Lh 50K O —BEBERDILE,

- Citrix Virtual Apps and Desktops & 7z & Citrix DaaS (IB#F Citrix Virtual Apps and
Desktops —EX) 0&L v a > OFERY > —OF .

* AhL—YIx—v—: Windows #—EXTY, Zhickbh. Session Recording B4
VDANSRETS. v a>yoRE T 71 IILHEBEINET,

* FEEHE O, Session Recording f—N—TA YA b—LEN 3. EBT7IT1ETr%0O
JICERTZIEHDOEEDOH TAVAR—RVETY, OFT—2IEITART TT7FIL LT
CitrixSessionRecordingLogging & \\ 5> Z#iD{ERI D SQL Server 7 —2 X=X &M h
F9. T—EAR—RBIFHRAEIIAXTEZ LN TEET,

- Session Recording ¥ —4~R—2, Ly > a>YORET—FEEMT 570D SQL T—F~R—2
ZFEBTZAVEAR—RYEFTT, COAVR—FZV DRIV IAM=ILETATVWBR Y, TT7FILLT
CitrixSessionRecording X L3 ZRIDT—EZR—ZADMERINE T, T—ER—RBIFHRETA
ATBENTEET,
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a) Microsoft ODBC Driver for SQL Server \—> 3> 11 LEZ AV X —ILL £,

b) .NET Framework®&HDHry 704 v I AO—ILT7 v 7E=EBLET,

) FALTWA.NET 7L —LD7—0DON—2a VIcETIWTADOLNET - SqlClient®zory
Zb=JLL &Y, 3L <IE https://support.microsoft.com/en-us/kb/3135244% B8 L T
<FETEL,

d) HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFramework\v4.0.30319 & &£ ©
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
D TFic. DWORD f& SchUseStrongCrypto=1 #BfIL £ 9.

e) I rEBEHLTILZIL,

2. Session Recording RU>—a>VY—ILERI T2 IO 4> L %9, .NET Framework
DORFOFRY b 7w 20O0-IL7 v 7%EEBL. NET Framework (/A= 3> 4 L) IZxL T3
EHRESERELF T, BERESERET 25%F. TUFIEL-4 5LV 1-5 AL TY, Session
Recording #f—/\—¥ @ L3> Ea—%—T Session Recording R >—>Y—JLEA VR b—
IWTBESICERLTVBEEIF. CNSDFIEZETTILERHD FHA.

2016 £ DEiD/N— 3> @ SQL Server (2339 3 TLS 1.2 47R— & #m T 3 ICid. https://support.microsof
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t.com/en-us/kb/3135244% BB LT 23 W, TLS 1.2 2fEAT 3 ICid. HTTPS %, Session Recording O~
A= bDEHOBEETORIILE LTHERLET,

AT—ZEUT 1 ICBET 3 FEEE

July 5,2024

Session Recording &, T D, £R¥BEOLY> a3V ENBITEZIERT—F 7B XF LT, Session
Recording @ > X k=)L RfFDF=&IC. Citrix Virtual Apps and Desktops #7zi& Citrix DaaS (IB#F Citrix
Virtual Apps and Desktops #—EX) ORTICHEAN—RIzTEHEBI T, ISICUY—IEEBNT 34
BIRIFEACHD FEA. Il ZLDEY Y aVERET 35513 SRATLONT #—IVREERTBL
ZEEOHLET, F/ld. BREITIFEDLY > IVICL>T. By aryI 7MDK EKBRZehHBOET
(T RE 9370w 0%ERATBT7IVT—>3>),

Z C Tl Session Recording IC& > THEWRT—FEU T 2RHL. RMEBROIX FTRES X T LERKR
ISERTE3AEICOVWTHIAL XY,

Session Recording D X —ZE) 71 H'E W EH

Session Recording BAFKOMHMBRLLERTEVWRT—FEU T ZRETIZDICIEK. EIC2 DDEBHALHD
9

s INEBTFAINTFAX

Session Recording THER TNt v > 3 Y ORE T 7 1 ILIZKBI/NS B 1 X TS, RIU—-VRTL
TESTICEBZY ) a—2 3 Y TERSNEEROETARBEICLENZ E IFRIMNISINES B AT, &
v I VORET 7 I EEE/MEMT BOICHERRY FT—IHBHE. T RIZXR—R, T4 XY |I0PS
BEE. AHROETE T 7LD 108D 1UTTY,

Ty IaYORET7FAILOYAIDNNTWVWE ETATL—LOLYEIVITHEIDERI DR L
—RICBEDET, F. REIZEBRT, KFEDONETLET A IOETARATRELDELRTDEDS
DEOMBEDLHD FEA. BREDODHROTHFIAIMI, BERFTHTTOEY a2V ERALELLSVEHEARD
PIVWRETY, 7711 XDNSI I 2RI 58T Session Recording 137 7 1 LA T
—7L—L%Z#REL FH A, Session Recording Tld. EFFZ2XT9 3ty a>oREFIC H.264
N Tr—CHROYyTTERRD. RET7AINDOH A I ZNIKTRIENTEET, CDIEE
%R T %1, Session Recording Agent THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Agent\DropH264Enabled#1lic®&E L. [ERICETAI—FT v I % FERT 3]
OfEx [BERETIT1 TICEE] ICRELET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26


https://support.microsoft.com/en-us/kb/3135244
https://support.microsoft.com/en-us/kb/3135244

Session Recording 2402 LTSR

g Create Policy

AL »
Edit Setting
Policy0 Use video codec for compression
{Overvi:w|5eﬂingswmimn‘lh| -
= = Value: | For actively changing regions ¥
}» Use video codec for compression
User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server OS, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o 77 AILDERICHERLIEBH DAL

Ty avoRET 7 ISR RENICREROEATHESIALEY 3> ICATONILT—42HE
Fhxd, 771)Lid Citrix Workspace 7 7V e@BELTWEICAZORINT =2 M) —LEX v S
FrLEd, UT7INEFALTT—22RRTIEHDICEME NSV XOI—RFRPIYO—-REOY I M7z 73
VR—R b ERTIIZIHEEHDEFCEA, VDADRT—SEY 71 Tld. MIBOEZMZZCHEET
To CHIZE>T. AL VDARSEZLL DYy avhiREINBETH, IV RI—HYF—TIIARUITY
ZAhMERFEINE T,

oo BEDAER ICAREF vy RILOADREIND . ISICRENIMBESNE T, Tz TV
A= FAT Y ERIATIVEYIDOF v RIIRETNEFEA. TNSDOFvRIIG. ETHTOBE
ICADX ) bHBL<, KEDQDT—REERTZAEENRHD £,

T—EDANNRES S ULIEREREDHEE

Session Recording #—/N\—iF. £y a>ORET 7ML Z2—TWICINETBHBHATY. YILFEyI 3>
OSVDA #xRfTLTW3B &Y > T Session Recording #B#iCd 2. v 3> DRET— X% Session
Recording #+—/N\—IZiXfEL £ 9. Session Recording i3, REDTF—2%ZMBTE, N—X MPEZICHGETS
£FY, 2l 1 205 —N—DMUIEBTET 37— X2 ICIIYEBENLBRADH D £,

%& Session Recording H—N—ICEET 3T —FRICOVWTHREF L T TV, H—N—DNF—2ELES L TR
FTIZEEZRBODEY, RET—FEERMITIRED T —INNEELIDBRTHIVENHD 7,

TEANNEEZRBEDBICIF. ROFEEZTVET !
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1. BESNhlcty > ayORICFEEY S a T IZ8TES,
2. TORBERZ. Ty a vERETAHETEDET,

7 z1E. 5,000 D Microsoft Outlook Dty 3 > DFEHYHr XA 20MB v LT, BEXAIC SBHREE T 3
tLEY, COBE. T—2DN/EREIZH 3.5Mbps TY (5,000 v > 3> x20MB+8 K§fg +3,600 #) , EE.
100Mbps LAN iZ#E# S h. BREEFAT — X Z1ENT 2 +98T + X9 AR—IH'% % Session Recording #—/\
—lF. T—2%#5.0Mbps THETE T, COEEF. T4 XRIELUHRY 77— |OPS I & 22 A HIFR
ICEDCHUBERETY, COBITIE. JIBRE (5.0Mbps) (FANEE (3.5Mbps) £D&EWMBETHS78. 5,000
%o Outlook Ly > a > %RFEY 3 Z L HAIEET T,

tydarHithDoT—28R. BERNBICLE>TAEIKELDEYT, BEOREE. BFRE. V571 vIE—FK
BEDMDERDFELEFT, CADDEGFTINTLEEYy > ar TR, 2—H—p' Outlook TX—ILZXZET S
Tty arEDH KIBICKIBY A XORET—FDERTNBZ N FRTITET, LieH>T ALHKTD
CAD vy 3 YREBWANEREEZMKEL L. Session Recording #f—N—DFERAEXHEL<AD £T,

N—R SPEE

FRDBITIE. SV TINTH—BT—2DORIN—Ty b2BELE LD BOBBICEVWT 7T ET A HRET
BN—RAFEVWONBZREZDIATLDPMETZHEICOVTIE. FHEBZDFT, N—IXME IRTOI—H
—HEHOELCKBIC—FICOI A>T OREDT v a) ICRETDABEENDD 9, F7. Outlook
DEERLATRALBFXA—NZ—EILZELEBRICODREETITREELIBDET, COLSABRBBREICIE.
Session Recording #+—/\—® 5.0Mbps & W\ S 4URRE TIERBHAR+2ICHD £5,

& VDA TEITINTW3 Session Recording Agent 1. Microsoft X vt —J% 21— (MSMQ) %fEA L TRE
EHT—A2% Session Recording #—N—IZEEL&E T, T—2IF ANTFYRI+T—RARTEEINE
Fo THUE. A—ILHREEE. X—IY—N— ZEELOBMTEZEINZIAELMLSHARTY, Session
Recording 4 —N\—%% v FT—IHBN—X FRORBOT—2Z2NEBTIHWEE. RET — 2 IE—RKHNICRE
TNET, 2y FT—IHBRELTWVWBEHE. T2 XvE—YIE VDA DEEF 21— IC—HNICERESNZ ZLHD
DET, BS 1207 -, T—E2HRRrY bT—IF@BBLED. AL —OIX—Jv—DHMIOXyE—T DM
BTES—RETHIHBETT. COBAE. T—2Xvt—F Session Recording 1 —N—DZfsF 2 —ICRE
INET,

MSMQ ZT7 #—ILb FL SV ZRXAZILE LTHHEEL £9, Session Recording 4 —N—H 4o >923H U >
IHHELTVWRBAE, BEEAT—2IEEVDADRKEF1—ICLCE0DFT, BENEEINZ L. F2—DTA
TOF—EZPN—EIZREINE T, MSMQ IC& . Session Recording #hlfL7=DF—42%%k-71=DFTEHIrhH
CH—N—ZFTFAVTTYTITL—RPAYTFIRATBEHTETET,

MSMQ O X% HIRIF. T—E2XvE—JD—RAML -8 LTDT 4 RTVAR—IADBBRENTVWEZETT, D
HIFRDT. W= b BE. FRREXVTFHFYIARY MHRIICIFEE. RENICT—40KbN2 ehH b £
To TRERBLRENAS AT LIFHELAITETH. CORRTIIENORERNTT —20—HhkbnFzd,
T KRONT 7 IILITBEARTTN. RIICKDONET—2OBFME TECEBENELELET. UTOR
IEBLTLSETL
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o ZH—/N—. FC Session Recording #f—/N\—IZT7 1 ¥ XR—Z%ZBMLTMSMQ THERTIF L3I
TBHL. N—RASPEERFOFRENLFLET,

+ & Session Recording Agent TX vt —J OBEMEEZ B A L NILICEREY 3 ZEHEETT ([Session
Recording Agent o 70O0NF ] & [&E4] 27). 77 )L MBIX. 7,200% 2B58) TY, 2D, 52
BINTET—EZAvE—JIF AL—IIR—Jv—ICEET S ETIC2BEMDD. TDOB. AL —
IRX—Prv—DNEDXRYE—DERELTRE T 7 MILICHEEEZEE5X £, MARRERT « XTI ZAR—ID
BZ3r (FRRBRETZ LY a>ZHIRBTZ L), COEEZEPICCZBIRTT XY, mAfEIF 365 H
T9,

MSMQ D EDMDFIRIF. T—FDNYIVOIDMERIND L. T—E2XvE—JDHRANMD L EZTIAADI-HICE
MOT+ RV IOPSHRETHEVWS L TY, BE. AL—IYR—TJvy—@3Ry FT—UHSEHET—4%2%
BFELTUIEL, 72Xy E—Ih T RVICETAFNBZIEHD EEA. T—FEBMTIDICIE. v
IYORETFIINEZEBINTREHICT A AIND—EDOEZIAARENMBEICAD EY, T—2ON\yvoOTHME
BINBZE. T AT I0OPSHIFBIZHRDET, TN EXvE—IH T XVICEZIAEFN. T XATD 55
HEEN. T7TIIIEZTATNIBELHBZ7T-DTT, AL—IR—T v —IF IOPS ICKIBICKEZRIT2 1
&. Session Recording # —N\—QWUEBEEIEX v E—JONy VOTHEEINZETRTLET. COEBMD
IOPS O EZEMT 2. UTOWREEZHFALEY:

s MSMQ ARy E—UZBMT DT+ RTIF. RET 7 1ILEMT LA —CIZBRBZ T+ AU ZEALTL
TV, IOPSNAZR+Z T4 v I 3EICH>TH, REOUEBEDETITRABDDICIEHRD £ Ao

o FLEIBE—IBLIMILEUSELET, FHEOFRICE >TIE. STARY —N—0OBETRIEEFAD7 70O
—FEFEALEY, Co77O—FICid. BEEBREE (UPS). 7a7ILNIC. RRESNARAM Y F. K
W b RTY TR A EV T« AV DERANEENF T,

WIRRES = B L okt

ty a ORBET—IDH—THB I LIELHR N—ZXMPEENRET ZAHEENHD. XvtE—JDNv Y
OJDEAIE IOPS #8IMI L £F, TN, & Session Recording #—/N—I3IBEENICRMBE D > TRETL
£9, BOtEIPa Y THIATSZLSIC. T—N—ZEBMTEHEFOH—N—DHERERETSZ T, £hEL
DIIBEEN 2 BB TI £9, —MNABRIZ. & Session Recording #—/\—% GsHLIEEESI DRA 50% TRIT
TEHILTT, BIRDBIDOLSIC. H—/N—H 5.0Mbps THIETZ e HATEBRHE. ¥ AT LIE2.5Mbps T
RTTB e EBZICLET, 1 D0 Session Recording #—/\—7T 5,000 #® Outlook v > a3 > DRE T
3.5Mbps T H 3,500 Dt w3 >Icilz b 4 2.5Mbps 124D £7,

NyonJde>4784%

SATBECE. By a7 o7 TR SICHEE MY a3 Y ORBERAWVWTEBETS L TY, 2178
4. Session Recording Agent " 20ty > 3O M) =V JE—RICHTIDEDD £5, RET —F 3.
ABNY T 77U THLT, TCICA ML= v —ICREEINET, RE T 77ILIEEICEHRIN. Player
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FBEIEMEISATEY I a VD SORMT—2ZBIELET, Agent SR L —IIR—T v —ICEEINT—
Zi1F MSMQ Z2ZH L. FIROF 2 —DRAUPEAHINE T, COPFUF TR, BEIRETBZAEENHD £,
MSMQ o/\woOJPMEENB &, S TBETHAARAHLLVRET -3, HOITRTOT—2XAvtE—
DESICF2—ICBERTNE T, MEEDN T 7ML ZBETZILRTEEIN SATTRESNEHOT—%
OEBICIIEBENREELEF T, S TBELVBEERICE >TEELBETHIHZEIR. Ny IOJOBEMECHD
LOICRFFLTLREE W, IRIETUIREEA P T A —IL b FL SV XZRETEE T,

YATLORT=ZE) T«

Session Recording B’z w > a>DONT7+—I Y XEZ /TSI LD, BREEAT—FONYIOTADIEETE Y
IVEEFBLETEEDTEIILIBRLTHDFEFEA, TVRI—HY-—IIVARVIVIRE—H—-N—-DRT7—7E
T« 2459 5 ehl Session Recording > X7 LDRCEWTHAL D HBEINE T, BRED X T LMK
A¥NICABFICAR S, BESh Ity a DT —2IdHEINE T, ICAt v 3> 0iRED VDA D/X7T
F—RVRERT—=FSEUTAICE5RBHERBASK DD FEA, REOKRZITIE. 75v T +—L. FIARTER
AXEU. BBSNIcEY Y3V OBEROMEICE>TEAD XY, UTOBETR. B—F—N—-0DX7—FEUT
1 ADFEIFE 15N BELFEINET, DF D, Session Recording 1 > X b—JLLAWSAIZ 100 21—
—ZRALTEBZT—N—DIFE. VA L—I/L#EIF IS5~ A1 —ZRIATEENTETFT:

e YIFEva> OSVDAZEITLTWS 8GBRAM D 64 Ew b —/N—

+ Office ##%7 7 —> 3> (Outlook % Excel) #R{FTLTWBIRTOEY> 3>
s TV —>a v OERLAIREETHIFIND

¢ TRTOE w3 >h Session Recording K1) > —DERICHE > TREINS

BETINTWVWS Y a >R DaVD, #RINZ Ty a>YT7ITrET VLB <EENTH NG, 2
RKELBOEEA, ZLDFE. AT—FEUTANOHBIIERTIZHEET. Y—N—HDbOI—HF—-FEIC
TWIEHD A, BIRLI-LSIC. HENDLBRVLODIEE VDA © Session Recording IV R—% >  DMIBEH
MOV TNTHBHTT,. BREEFADT—2IE ICAEYS a3y o omETh. T0xx MSMQZHAT
Session Recording H—N—IZXEThET, AR MDD BZT—FZOI>I—RIIEELEEA

Ly a hAREIINTUAEWEETH. Session Recording DFERICIEZLDA—N—AY RDREELF T,
EDOH—N=—D50ty>a>ERELBEVESIF. TOH—N—TORBZEMNTICHTIET, Session
Recording it g 2 A%bHND £7, LDFEDLAVWTFO—FIE. [Session Recording Agent o 7/
711 @ [Session Recording] 27T [COVDAX> YTy avaBETR] FIvIRvIRELTIC
TBRETT, HEDHEYSIAVOREDVVEICHE >IHBE. COF VIRV IRZBEAVIILET,

2 =Ty FDORIE

v a>oiRET—42% VDA »5i%fE LT Session Recording 4 —N\N—TRETIHEDRIL—Fy FEHIE
TEEJ, BEI777ILOY A X LU Session Recording f —/N—TT 1+ R AR—ZAWHEBEINZEE=
ETB0N POFINTHRNABTIO—F T, T RAVICEZTAFENBZT—HDEIF. ERINZRy T—2
FST710vIDEXEIFIFRMLTULWETY, Session Recording TIRESNZ AT > 2 —ICMZx T, Windows /¥~
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F—XVREZZ—Y—JL (perfmon.exe) ICi&. BRARERIZES R TFLHIVEZ—HDHBODET, o> F—Id.
ZN=Ty FORERIFTHELS, RRLR YIRS X TLOMELZRET ZOICERATIEY, ROKTIE. £
BRABNIA—IVRAATVEZ—D—HxFrodF Lo

NITA—=IVRFTZTU b+

Citrix Session Recording Agent

Citrix Session Recording Agent

Citrix Session Recording X kL
—IRE—Tr—

Citrix Session Recording X L
—ITFR—T v —

LogicalDisk

ho>E—%

Active Recording
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Bytes read from the
Session Recording
Driver

Active Recording
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Message bytes/sec

Disk Write Bytes/sec

R

R, BT VDA ICEETNhTWS
t v >3 \/o)gio

tysa TR BICKRELRH—
FIILAVR—F> b H S DOFHED
NA RETY, EOY—N—TRE
INTVBITRTOEYS 3> TH
—VDALWER T 2T —2EERE
TRIEHICRIBEET,

Session Recording #—/\—% k&
LTI Citrix Session Recording
Agent DAY Z—LEKTT. B
T TRTOY—N—THEINT
WadtwvaroEst#zerlEzd,
ITRTOFREIN-EYZaI VDR
N=Tv ke ARL—IR—T v
— T —AZWIET ZREZRET
B-HICERATE T, MSMQ TX
yvE—IONy IO MER TN T
W35HBEIE. A L= —Dy
—ET7INRE—RTEELE Y. C
DfEE. AL —IIYR—Tv—0
RAUBREZ T ILOICERATS
ZENTEEY,

TARIDZA MRIL—NT+—<
VREAET BIDICERTETES,
ZhiZ. Session Recording #—
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DODNTA—IVZBAETZH
TEET,
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NIT+—IYRATZxIk ho>8—% Bt

MSMQ 2 — Bytes in Queue CitrixSmAudData Xy t—>% 2
—ATNy IO MEREhicT—
HDEZRETBLDICERTEE
T, BEOZBE L HICTDEDE
MLT/mE. Ry bT—Uh SRE
TREREITBEERF. AL —
IRR=V vy —h T2 ENETSE
BZEELDDHAEIBDFET, TOD
AoV B—F. T—E2N—ZPE
EOXBEAESBLDICBERTY,

MSMQ #2— Message in Queue Fa—RONA ATV E—LIF
BFECTIA XvtE—T %Al
ELEY,

XY RT=04VBZ—T 1R Bytes Total/sec D>oomflT. Ly a  DRE

BHIER SN2 T—2DEZAET
B1-HICERATE T, Session
Recording #—N\—THIET 3 .
COAVE—RBRET—2ZRIT
B3 EREEZRLET, T—FDONE
WE% AIET S Citrix Session
Recording R hL—I3R—T ¥
—MMessage bytes/sech
Tra—riE. HBHBHTVE—
TYo XY bT—UDORENCDE
EDHRIVFEIF. XytE—IN
Xyt—IFa—IIBRINET,
Oty % Processor Time CPU DR MLy Z17%3 B RIREMD
BWEETH., COEEEHETZC
CIFRICIB XD,

Session Recording H—/\—D/N\—Ro 7
Session Recording 4t —N\—ON—R I T7ZEEIBIRTZ T, BEOWNIBENZIMATET £9, BIREIS.

2T=ILTv T (BY—N—0DMWNIBEEHZIEPLT) NRXT =TTk (T5ICH—N—%EBINTS) D2DTT, &
BROIR N TR —SEUT A #EPT L ERBIC. L5560 ZERLET,
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RT=ILTvT

B—q Session Recording # —N\—DBE. FERNTRBBNT +—IVAEBRTZIRORINTS VT4 %
B LTSIV, TOYVRTLIF 2y MT—IDST 14 XN BEEAT—HDBRIN—TY hEHRTES
IOPSICHFLE T, TD®dH. BHNERY FT—IR T RIDN—RITT7IKRETEZCHEETT, 5L/
7 #—< > RO Session Recording #—N\—0F&. 727 CPU £#lE727)L07 CPU 2880 L £9H%
NZBRABZARCLTHTIFENT =YV ARG ERELEFEA. 64 EY Oy Y2 EEH L £TH. x86 7O
Ty THEEDD FHEA. 4GBORAM ZHEH L FTH. CNZBRIAKRICLTHNT +—I Y RICKIBHE
wigd b £ A

RT=ILT7Tk

RT=INTYTDORINT S0 T4 R%ZFEALTH, ZL Oty a v 2REY 3HE. 1 DD Session Recording
H—N—TRNTF—IVRERT—FEUTAICREDRHD £9, BEICHIET 37HIC. BMOT—N—HDK%E
BRBEHHD £, D Session Recording H—N—%2BHBBZISVICA VA M—ILTEI LT, BESHT—
L LTHREESEZ LA TEET, X1 F7OEETIE. Session Recording f—N—lg R L —J . F—4
R—2EHBLET, BEEZIET 5I1d. Session Recording Agent Z &R A8 ZEY T3 O— KNS VT —IC
EIOHETEY,

v hT—U DIERE

Session Recording #—/\—IZ#&#t 9 3 (21& 100Mbps %y b T—2 UV IMRBLTWE T, FHEY b1 —H
Y MERTRN T+ —I Y ABALTZDD LhEEAN 100Mbps DU > oD 10 fEDNT +—I Y INES
N3DITTIFHD FEA. ERRICIF. ZIL—TFy FOBMEIXMETLET,

Session Recording TEAT 2y b T—U X1 v F%. FRATIZ XY T —UFHEZ RO THRET S08EH
DHZFT—REN—F®/(OF7 TV r—>a>eHEHELAWVWLSICL T, Session Recording f —N—BEBDx v
FO—ORAyFERBRTZCCHERNTY ., 2y bIT—JDRBMENRMLRY I THBEHBALLBE. *v b
D—ODF7YvFITL—RESRATLORT—SE )T ZALEIE S5 A THBRNEZMEFETT,

AL =Y

TFTARIEAR L= N=RITT7ADEKEIFZ. T —N—DRT—SEUTFAICEVWTHBMTRHEERERTY,
FARINDT—EZDEIAFRBEEHNEWNMIE, PXTLREONT +—<IVIPAELELET, AFL—SV ) a—
OaVvEBIRT 358, SiARDONT =TIV REIDBEFTASNT F—IVRAICEREBEVTLIET L,

RAID £7I& SAN ICT7—2%ZREL £ 9
E:

SMB® NFS D7 714 IAR—XO 7O TNASICF—E2EIBMTRE. NT+—<I>RetEFaUTF
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« LOBEAELETZREMDSHBD £, &R/N—23>07OrJLZ2FEALTEFa ) T LORMEZE

L. AT—ITREZRITLTEYBNT -V RAZBIERLET,

A—ALRSATEFERTIHBE. Fr v aXTUNEFRAFALT XA FO—5—%BEFLTIEIL,
FrvialldoT A2 bAO—F—@F T NV IRICRIBICEREZZ A TEET, ChICED. T RD
ANy ROEBIZIZRNRICEED. YMEBT 1+ AT DBREPRT TI30ZFETICETAARMEEZRTTEIET, O
. RNEOEMIRXR M TKRIBICEZIAANT A —IVAZALIEZENTEET, ELF vy a1 %2FEHT
358, FERICT —2EAIRETIMEERATIMEDHDFT, T—FL T 7ML AT LOEEHZRF
TREHIC. Fr vl aled ST XA MA—F—IINY TNV I 7y THEEFERTZCE2HTLT

<TESEL,

BY)RRAID AL =2V ) a—2 30 FERTRE5ICLTLIETV, NT+—I Y AETREDEHICHIGL T
ZLDRAID LRIDBD £9, KDOEKIF. & RAID L)L BIZ#EH Session Recording Ic D &S ICERAI N

2hERLET,
RAID L RIJL ] BRINT 1 AU
RAID 0 NIUTFAHRLDRLSTE 2
VIRE
RAID 1 NUF4HBRLDOIS—-UY 2
JRE

59

TREZLOEVWNT +—
RYRAZRHELET, W
nho7a AUhkbns
ET7LADEIELET,
RAIDO X, v 3>d
BT 71 ILEISINT B
ARV )a—23>THh
D, T—R2EBROFZELID
ZABNET, ISICTa R
J%BMY 3T, BHHE
IKNT =XV R%ZRT—
W7y TTEET,
12071 RUTIRINT #
—IYVAOEENRE SN
ER i S NOTSTAN
Ja—>3>Td, mLiL
NI ORERENVELIZE
IZDH. ZDY)a—3
YEERLEY.
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RAID L ~JL

RAID 3

RAID 5

RAID 10

e

FEANUTAHODDRES
TEVIRE

SBNIUTAHBODR LS
TEVIRE

BNT A R

3

A

RAID 5 ICEEMAL TR
HET. BVEZAH/NT
A—IVRERELET,
RAID 3 (3. EFAHIfEX®
SATRNI—=22T7F
U—2a>THEINE
9, Session Recording
3. COBEDT S Ir—
23> THhBH. RAID
SHEDERINFTH
—RREVEIRER TIEH D &
Ao

TRMEDH ZEVEHAID
NT =XV 2=RMLE
TH. EFAHEENEL
B EYI, RAIDS IF. A
FARETRD—RHNTT,
TRRLEIRAHANT =X
Y ZADEL . Session
Recording ICid#ER T h
Et A, RAID 3 1%, [EiZ
EDIR D DORFH/INT
FT—NYVATRATEE
ER

RAIDODNT #—< >R
e RAID 1 oREMD
Xy bzRMLEY, O
AbomVwWYl)a—-ay
T. Session Recording
ICIIHRINEEA,

RAID 0 & RAID 3 4\ ®RH#EINS RAID LNILTY, RAID 1 & RAID 5 I&—REHIZARIZE TS A, Session
Recording ICid#R I hEHA. RAID10IE. NT74—IYIEOWVWKDHDX Yy hERELTLETH. IR
NI =T RIMELEDES,

TARIRSATORBEPHERZREL £9. IDE/ATA K5+ T oMI1+ USB F 7213 FireWire k51 713,
Session Recording TOMEAICEL TWHEH A, TAHEREIF. SATAH SCSI T, SATA K51 Tid SCSI kS
A7 CHBR LT, MBEOIX FAMIZ SNIcHABVEEEREZRHELE Y, 722l SCSI FS1T7I3&DEN
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TENT =RV RzRML. T—N—BETEID—KNTY, ¥ —N—RAIDYUa—>3>id. EICSCSI K
TeYR-—bLEITH. —&D SATARAID HREOFIARIGEICAD LT T4 XV R 1 TREOLHRZ T S
e 71 AT DEERES SUTMONT +—I V RFFEZERL T,

—BHEOHTOLy Y avOREIR. HUYEDT 1+ R IAR—IAZHET SFHEENH S 0. RENRNIEHE
ENTA—IVADEE W ZEIRTBUENHD 9, FiROFITIZ. BEZEHIC 8 K. 5,000 0 Outlook
tyrarzRETSL. #100GB oIiEEEEHEL £9. 10 BHEORE (50,000 40ty 3> 0RET 71
L) Zi&#NT BICIE. 1,000GB (1TB) BMBETT, T4 RIAR—RIINTB IS5 LIeTL v v—id. dLRE
ZET7—NATEIFHIRT 20 OREHHEZEBIT I TEMTEIET, 1TBOT 1+ R RR—ZAHFHETS. 7
HEOREHENENRIZE. T X9 AX—XOfFERIZA 7T00GB #2E(ICL T, 300GB RZILHBHONY T 7L
THMRL £9, Session Recording Tld. 7 71 ILOT7—hA TRHIBEA ICLDB 2—F« UFT« THR—FINT
WET, REFEHAIZ2 BETY, NV IISTVRERIZRTPa—LRELT. E—JRUIMI1IBICLE
RITTETFET, ICLDB OYY FH LUV T —HATICDWTEHLCIE T7F—4X—=ZL - FDEE] 28R L TL
7230,

O—ALRSA7%aY rO-5—%2EAT3R0DIC. TOVILRILDT A RITIEIAR—ZD SAN X kL
—JY)a—->a>vEFRATEEY, Session Recording 4 —/N—Illd. T XA 7LCEO—AILRS1TEL
TRAINEY, SANZEY R 7y FICOX BB DDETH. T RITLABHEThBZ . EEAFBZHS
Nh—hIheWVWS XUy B BD ET, SANIZIE. Z7ANFrRILLISCSI WS 2 DOELEENHD £7,
iSCSI IEAMIC TCP/IP 2 L7 SCSI T, FAE Y b —H Ry FOBANLURT 7 A NF v RILEDH—MHIC
HToTWET,

T—RARN—ZADRT—ZEU T+«

Session Recording 7 —42R—XIZIEBRBEI N Y Y I VDX EZT—2DHDIBMEINZTH. COT—2AN
—RCEBEINZT—HERLVLBBDFET, Eva>OREI7AILBEIEOTr RTICEZIRAEFNF T,
Session Recording 1 "> b API 2R L T v a VICKREAIRER IR Y L EEANT 2D THITIIE. Session
Recordingl i 2 7T —AR—XUIHKEBERREIZBE 1KB DA T,

Microsoft SQL Server 2019.Microsoft SQL Server 2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014, Microsoft SQL Server 2012, & & Microsoft SQL Server 2008 R2 o Express Edition Tid. ¥—#%
R—=2% 14 XD LRIF 10GB T9, 1 %D Session Recording $7-:0 1IKB DF—4ahEZRAFEFhd e ghid. C
DERDED>TH. dBABDOEY S aVET—ER—ITHZOTLTEE9, Microsoft SQL Server dIFHh D
IF4>a>TRT—EIR—IAFAIOHRITHEL FATIZ3 T RIBEBICL > TOHLERWMRESNET, T
—AR—ZROE Y I VHMBINTBICONT, T—IR—RADNT F#—IVALBRREIFS<DITMIMETL
E3

Session Recording 1 R > k APUC & 2 AR ETA A ZTHHEVBEIF. BEtLY> 3 YERThICOVT. BRE
FISABFIC 2. I—H Dy avIicOd4a >3 SIC 1 BLUREBLTHRIC1HFD. 8hET4HDT—
BAR—=ZALSIH I aUhERINET, Session Recording 1 R> M API ZFERLTEYS a3 Y EHREZIA
29 3BEIE. BRARGREARY FENZNUIOVWTLIHDO SIS a v ERThEY. RLELXNGRA
XTEREALLET—2R—XT, 1BBHLOAEHEEVS FS2H T2 a3 v E2HIHITE 3. T—EIXN—RDNER
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NS RZAEEIFIFLACHD FHA. BEMN+ICINT W&, Citrix Virtual Apps and Desktops &5 —
BRARNTTF—EAR—2ZEDIEFHDT—FR—LEL SQL Server T. Session Recording 7 —42~R—2X %X
TTEET,

Session Recording ® 7 —4#~RX—XXTAEH L W5 Session Recording s h 2 OJ T3 HRENH B BEIE.
SQL Server DX —SEUF ¢ ICBY 3 Microsoft D H 1 RS 4 VICRRWE T,

AVRAb=Ib. Py TTL—R XUV T7V1V =)L

July 9,2024
A

o 2402 1)) —LUBE. Session Recording 1 > A b—)LL7D. BREDA VA M—ILEZBHLIZDT
3Icid. O—AIIEBEET AT ~ZERAL T, Session Recording I>AR—%> bEA VI ~—ILT
BIIVICOTAVTEIHRENHD EY, ThxE(T5ICid. Citrix Virtual Apps and Desktops > X
b—>—F7-l& Session Recording msi X\wirr—S%HFo Uwv o L. [BEBEL LTERT] 2BRLE
ER

 BESBICED Y —N—OBAAKZER T ZHFEICOVTIE. TRECRETOEFHIMOBAE H&
U TAzure T Session Recording ZBBAL TEREAET 51 2SRL TV,

+ Citrix Session Recording & & T Citrix Session Recording 4 —EXZR&EICtzw b7 v 7L THER
T37HEICDOVWTHL < IZ, Citrix Tech Zone m52% TPOC Guide: Citrix Session Recording1 %
SRLTIZTV,

« Azure AD &< > >iC Session Recording —N—¢I—Y x> hEA YA R—)LL. ENBICXTL
TAzure AD DU R— b ZBMITEIENTEIET, BTUITUVRDSIEIFAR) - BEE
Rz T DL TIC. Azure AD BIIY > i oty 3> Zmiad % Azure AD 2—H—rcJ I —T%
IEETET £7, Citrix Virtual Apps and Desktops 1 > X b—35—%{ER L T Session Recording
—N—ZA>YZL=)LT35HE. GUIT [Azure AD O R—rZBMICTD] A7 aVIdFERATE
Ft Ao

ZORFIE. ROEITa > THEBRINTULET:

ATYA=ILFzv IR

Citrix 7 1) 7 b= EA L7z Windows D& EIC EEDBIIRZMH D1 > X b—)L

Citrix Virtual Apps and Desktops ¥ > 2 k—35 —% i/ L = Session Recording ®-1 > X k—JL
1A= ILOEEK

2579k SQL 7F—2~R—Z%—E ZXTO Session Recording 7 —42~R—Z2D1 > X k=)L
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Session Recording 7 v 7o L—R
Session Recording @7 > 1 > X k—JL
Citrix Analytics for Security ¥ o#4&
AVRAM=ILFzvIIXE

AV M=ILZBDHBZHIC. UTOU X MIZHTNTWVWSEEEITVWET:

® FIig

Session Recording D&Y R—R> b EA VX b—
LIBIIveBRLEYT, EAVvEa—4—DHr1VX
F=IF2OAVR—XVFDODN—RIZT7HELVY Tk
DT OBEHEZFHLTVWA I ERIABLETD,

Citrix 7~ > ~&EBRZMER L T, Citrix Virtual
Apps and Desktops d4# o >O—RR—=JIZTIER
LT BROISO 771 zdo>O0—-RLET, ISO
Tr7AIINERRTBH. 771)LDDVD ZEHLE T,
Session Recording a>R—% > FREDEEFIC TLS 7
OcJLZEFERTZICIE. ELVWGEREZIRIRICT VX
F=ILLET,

Session Recording J> R —*> MM E% Hotfix %
1Y b=JLLET, Hotfix &Citrix H7R—FHBANF
TEET,

Citrix Director Z#p% L T. Session Recording K1)
BB LUVT I T THLET, ¥LL<

i3, Director Z#p% L T Session Recording #—/\
—%ZERT51 #BRLTIETEL,

e BEIRUS—ICEDWT, AT TV r—2aYZEROTIN)—=JIL—TFICRETE e zHEdL
F9. MET7 TV =230ty a HEER BCTUNV—JIL—TADT I T« TRRIS—k
ME I DEEEMNH D £9, Session Recording Tld. 77« TR S —r A—HF—HRIICFEAL
TeRET7 TV r—2a>ZRBELET, 7.18 U U —XLE, IMAtya>yoRaEeEz@FERAL T, €
Y I VRV DTHEY S IV OREZMBEIIELETEET, COMERIZ. 7TO/T7r BRI —L
DHEDEBZERT B1HICRIIEET, #LIE MFMNety>a>oRE] 25RB LTIV,

+ Machine Creation Services (MCS) & 7zi& Provisioning Services Z#fEB ¥ 3 FEHI H 3 HE 3.
—EOQMId zEEHL 9. COFIEORITICKRT L. BET—FNBRTIHEMLHBD ET,
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o SQL Server Tl& TCP/IP £ 7% ® SQL Server Browser 4 —EXHHNETH O, F£7= Windows B
HENBMUEINTVBIRELHD X7,

o HTTPS AT 3ICi&. TLS/HTTPS % —/N—:FERE%#EBHL £,

o [O—Hla—H—rFI—T] > [F)L—T] > [2—%—] oa—H—(cC:\windows\Temp7 =+
WA —IC T 2EZTAAERMIETNTVWE e ZzBLET,

(msi TV X = I)LDBEDAHE) Citrix X271 7 +%=FEE L7 Windows D& E| ¥ #EEDRTIRZ D
1Y +=)L

LT o Citrix 71U 7 +%ZERL T, Session Recording A’ 1E L < EifF 9 3 = ICHEA Windows D& EIE L T
HWEEDRIRE G Z T VA R—ILLTHS
Session Recording #1 > X b—JLL£9:

+ InstallPrereqgsforSessionRecordingAdministration.psl

<#
.Synopsis
Installs Prereqs for Session Recording Administration
.Description
Supports Windows Server 2022, Windows Server 2019 and Windows
Server 2016.
Install below windows feature on this machine:
-Application Development
-Security - Windows Authentication
-Management Tools - IIS 6 Management Compatibility
ITIS 6 Metabase Compatibility
IIS 6 WMI Compatibility
IIS 6 Scripting Tools
IIS 6 Management Console
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>
function AddFeatures($Sfeaturename)
{

try

{

$feature=Get-WindowsFeature | ? {
$_.DisplayName -eq Sfeaturename -or $_.Name -eq $featurename }

Add-WindowsFeature $feature

}

catch

{

Write-Host "Addition of Windows feature $featurename
failed"
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Exit 1
X

Write-Host "Addition of Windows feature $featurename
succeeded"

$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like 'xMicrosoft Windows Server 2022x') -or (
$system -Like '*Microsoft Windows Server 2019%') -or (S$system
-Like 'xMicrosoft Windows Server 2016%x')))

{
Write-Host("This is not a supported server platform.
Installation aborted.")
Exit
b

# Start to install Windows feature
Import-Module ServerManager

AddFeatures('Web-Asp-Net45') #ASP.NET 4.5
AddFeatures('Web-Mgmt-Console') #IIS Management Console
AddFeatures('Web-Windows-Auth') # Windows Authentication
AddFeatures('Web-Metabase') #IIS 6 Metabase Compatibility
AddFeatures('Web-WMI') #IIS 6 WMI Compatibility
AddFeatures('Web-Lgcy-Scripting')#IIS 6 Scripting Tools
AddFeatures('Web-Lgcy-Mgmt-Console') #IIS 6 Management Console
AddFeatures('MSMQ-HTTP-Support') #MSMQ HTTP Support
AddFeatures ('web-websockets') #IIS Web Sockets
AddFeatures ('NET-WCF-HTTP-Activation45') #http activate
<!--NeedCopy-->

+ InstallPrereqgsforSessionRecordingAgent.psl

<#
.Synopsis
Installs Preregs for Session Recording Agent
.Description
Supports Windows Server 2022, Windows Server 2019, Windows
Server 2016, windows 11, and Windows 10.
Install below windows feature on this machine:
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>
function AddFeatures($Sfeaturename)
{

try

{
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$feature=Get-WindowsFeature | ? {
$_.DisplayName -eq $featurename -or $_.Name -eq S$featurename }

Add-WindowsFeature $feature

}
catch
{
Write-Host "Addition of Windows feature $featurename
failed"
Exit 1
}

Write-Host "Addition of Windows feature $featurename
succeeded"

# Start to install Windows feature
$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like 'xMicrosoft Windows Server 2022x') -or (
$system -Like '*Microsoft Windows Server 2019%') -or ($system
-Like 'xMicrosoft Windows Server 2016%') -or ($system -Like 'x
Microsoft Windows 11x') -or ($system -Like 'xMicrosoft Windows

10x")))
{
Write-Host("This is not a supported platform. Installation
aborted.")
Exit
}

if ($system -Like 'xMicrosoft Windows Serverx')

{
Import-Module ServerManager
AddFeatures('MSMQ') #Message Queuing
AddFeatures ('MSMQ-HTTP-Support')#MSMQ HTTP Support
}
else
{
try
{

dism /online /enable-feature /featurename:MSMQ-HTTP /all
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catch
{
Write-Host "Addition of Windows feature MSMQ HTTP Support
failed"
Exit 1

}

write-Host "Addition of Windows feature MSMQ HTTP Support
succeeded"

}

<!--NeedCopy-->

Windows D& MEEDRIRE M Z 1V A F—ILTBICIE. ROFIEERTLET:
1. Session Recording Administration > HR—%> b EA YR b—ILTBZFEDIL Y TUTEITVET:

a) PowerShell ®%177R1J > —h' RemoteSigned 1 Unrestricted IC:RESNTWB e %2 HEL T
<FETEL,

Set-ExecutionPolicy RemoteSigned
<!--NeedCopy-->

b) avrr7OrvFhaEEEr LTiEFL.powershell.exe -file InstallPrereqsforSessior
pS1OY Y REEITLET,
ERICEMINTULWAEEENRRIN. ATV TMIELELET,

C) RV VT bDRITH. RIR) S —DHAR) O —ICE B ABICRESNTVWA I A BRLE
ED

2. Session Recording Agent A>AR—R> b EA VXM= TEFEDIL Y TUTZITVET:

a) PowerShell ®%177R1J > —h RemoteSigned 7 Unrestricted IC:8ESNTWB e %2 HEEL T
<FETEL,

Set-ExecutionPolicy RemoteSigned
<!--NeedCopy-->

b) av>yr7Oy 7 raEBEEr LTEE L.powershell.exe -file InstallPrereqsforSessior
PpS1OVYYREERTLET,
EBICEBMEINTVWAHEESRTIN. RTUTMIELELFT,

C) RV UTbDORITH. RITR) D —HHAR) S —ICESCGBIIABICRESNTVS I 2 MBL £
ERS

Citrix Virtual Apps and Desktops - >~ X k—5 —% f&H L 7= Session Recording O > X k—JL
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pE
Session Recording Administration. Session Recording Agent. & & Tf Session Recording Player @
BAVR=—Y L ERROY—N—IZA VR =L TEeHEDHLET,

Session Recording Administration O >R —% > k%, Session Recording 7 — % X — X, Session
Recording #+—/\—. & & U Session Recording R > —a>Y —)Lh S INTWE T, BMRRETIE.
CNSIRTOMEEZHE—H —N—ICA > X b—ILLTHEWEEA, 272L. Session Recording R —
VY= NLZROY—N—IZ1 > X =)L L. Session Recording #—/\—, BEEOY . LU Session
Recording 7 —42~X—X QYR —2Y rZRIDRIOY —N—ICA VR =L TE ez HEBHLET,

Session Recording #—/\—% 1 > X k=)L g3 L. Session Recording Web Player = BE&ic1 > R b
—JILTEEY,

Session Recording Administration > HR—%> kD1 > b—JL

Session Recording Agent o1 > X k—JL

Session Recording Player @1 > X k—)L

Session Recording Administration J>R—%> bD1> X b—)L
P

TLS 1.0 B &2 7% > TW 3 Windows Server 2 Session Recording Administration I>R—%> b %
1Y Zh=ILF 350, K .NET Framework 1 4.6 & D#EIDHE. ROFIEZRTLET:

1. OLE DB Driver for SQL Server #1 > X b—JLL ¥,

2. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319
LY Z k1J)F—T. SchUseStrongCryptoDWORD (32 Ew k) EZEML T, fE% 1IZHRE
LFEd,.

3. Windows Server #Bi£& L 3,

#L <&, T.NET Framework T@O rS > RAKR—bEEFaU T+ (TLS) DRI TS UF 4 Ry #HEL
TLIET L,

Session Recording Administration >R —=*> ki, Session Recording 7—%~X— X, Session Recording
#—N—. LU Session Recording RU>—aYY —IHSHEREAINTVES, OAVR—FY FEBRLTH—
N=ICAVRA=ILTEFT,

FIEL: RV I bz 7220 O0-FLTOs - FZ2EHTS

1. Citrix 7ho > +EBEHREMERL T, Citrix Virtual Apps and Desktops 04— >O—kR—=JIZT7 o+
ZLT HRDOISO 77 EZTYO—RLET, ISO 77 ML E2f@ETZHh. 771l DVD Z{ER L
9,
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2. O—HILDOEBETHU Y hEE>T. Session Recording Administration IYR—%> bD1 > X b—
WER O F > LET, DD Z RS TICHATZDN ISO 77 1L EYTIVMLET, 1V =3
—HEEFNICER LA LESIE. AutoSelect 77U r—> 3 v ERIEY UV RSN RSATEEZTILOY
v LET,

ATYA =L F—RHEELFT,

Deliver applications and desktops to any user, anywhere, on a

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Vil‘tual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

citrix

FIE2: M VA =L TREREREIRT D

1> b=)LF 38 (Citrix Virtual Apps %7:i% Citrix Virtual Desktops) Di#ic# 2 [BitR] =0 U vy
LET,
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
single-session OS virtual machines c

Extend Deployment

Citrix Studio

F/Ig 3:Session Recording % &R 3 %

Session Recording T> ~U%EEIRL £,
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

FlE4: 51t ARHNEZHHFAETS

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the en
the providing Citrix entity (the applicable providing entity
"CITRIX"). This AGREEMENT includes the Data Proce
Services Security Exhibit and any other documents incorporz
location of receipt of the Citrix product (hereinafter "PR
(hereinafter "MAINTENANCE") determines the providing

www.citrix.com/buy/licensing/citrix-providing-entities. html.
USING THE PRODUCT, YOU AGREE TO BE BOUND

AGREEMENT. IF YOU DO NOT AGREE TO THE TERM
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothi
order or any other document submitted by you shall in an
terms and conditions contained in this AGREEMENT. This £
to third party products sold by Citrix, which shall be subject
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Custome
| have heard, understand, and accept the terms of the licens
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back

(V7LD T751EY R R—I T4V EHH BELT RNl 29Uy I LET,
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Citrix Virtual Desktops 7 Core Components

censing Agreement

Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FIES: AR =ILFZAVKR— ELVT VX M—ILIBFI%EIRT D

[O7ayR—2 k] R—STROEEZTVWET:

o BFF: 77 )L b TiE. C:\Program Files\Citrix IC& 3> R—% Y bHRA YA R—ILTINET, IZLALD
BETIEINTTATY. FROI VA M—IIGMZEIEET S CHTETEY,

e AVR=RUbr: TITAILETIH AZAM=ILTBAVR—Y FOBOTRTOF TV IRY I IDA >
ICBES>TWVWET, 1Y b—=F—& EITTNTVWBDHS Y IIItysa> 0S ERDONMTILFEYS 3>
OS tHohz#HH L £9, Session Recording Administration I>KR—%> b HA VI =L TEIBZ0
id. RILFtEv>a> 0SDHTY, Session Recording Agent b4 > X =L TEF3DId. VDA D1 >R
E=ILETNTWVWBEITYDHTT, BRI VDAL VI b—ILINTWLWAHRLT S VI Session Recording
Agent 1 > X k=)L %154, Session Recording Agent 04 7> 3 VIFFIATE £E Ao

[Session Recording Administration] %Z#RL T [RA]l 20U v o LET,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

¥ Licensing Agreement Feature (Selzct all)

¥ Cors Con et
v Core Components . ) )
Session Recording Policy Console

v

Features Citrix Session Recording Policy Console
Database and Server
= : & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
& Session Recording Database

Citrix Session Recording Database

Back

FIE6: 1> X =LY BHEEZHIRT 2
[HEE] R—IUTROEEZITVET:

e TIFIBNTIE A VRM=)LTBHEDHDIRTOF IV IRYIIDBA VIR >TVWET, BIEE
Tl ChSTRTOHEEZ 1 DO —N—IZA YA —ILLTHBVEEA. KRELRERBRIETIE.
Session Recording R > —a>Y —)LERIOHF—/N—IZ1 > X ~—=JLL£F, Session Recording #—
N— BEBEEOYJ. BLUVT—ER—RZROY—N—IC1 > =ILLET,

+ Session Recording #0414, Session Recording —N\—0# 7> 3> 0% JH#EETY, Session
Recording B12& 05 % %IRT 380, Session Recording #—/N\—%3RL £7, Session Recording
F—H~R—2I&, Session Recording #—/N—DOHBEDH THEET T, Session Recording #r—/\—% 1
YA L=IAMRE LTERT 5. Session Recording ¥ —42R—2H BEIMISRIRS N, BIRMEHRT S C
CIFTETEEA.
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Citrix Virtual Apps and Desktops 7

Features
Summary
Install

Finish

Features

Feature (Select all)

Session Recording Policy Console

x Session Recording Policy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management

Back. Cancel

Citrix Virtual Apps and Desktops 7

ore Compc
Features
Database ang Server

Summary

Features

v

Feature (Select all)

Session Recording Pelicy Console
Citr Console

x Session Recording Policy C

Session Recording Database
Citrix Session Recording Database

Back Next Cancel

+ Session Recording #—/\—%i#iR¢ 3 . Session Recording Web Player 61> X b—ILEN £ T,

o WREEFEIRL TA YR b—ILLTch . RICY—N—ICHEEZIEMT 3ICid. MSINY r—C%FERY3HE
PHDET, IVA—F—ZBRTITBLIITITEEA.

+ Session Recording t—/\—

Session Recording r—/\—i&. UTFEKRZX +TBH—N—T7:

- JO-hH—: UTFOEMICEIDIS6.0 UETHRI rIN3 Web 7 r—> 3>

* Session Recording Player ¥ Web Player " 50#&ERI/ TV 7 71 ILE D> O— RERODL

,

* Session Recording /K)o =2V —)Lh 50K S —EFBERDILIE,
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* Citrix Virtual Apps and Desktops # 7zi& Citrix DaaS (IB#F Citrix Virtual Apps and Desk-
tops H#—EX) 0oFtvI 3 >ORERY D — O,

- AbL—=3%—Yv—: Windows f—EXTY, CHIZ&D. Session Recording h*E%h% VDA
NoZETE. Ly avoRET7IILHEEINET,

- BE#&NOJ: Session Recording 4 —N\—TA YA b—ILdh3. EET7VTrETr20OJIRK
BIBLHOEBROYTIAVR—FY FTY, OJT—2IFITART. 77 #JL T CitrixSession-
RecordinglLogging ¥ \\ 5 ZaiDERID SQL Server F—2N—UIBMEINE T, T—ERN—2IF
EHAREIAZATDENTEET,

» Session Recording ¥ —%2~—2X

- Session Recording ¥ —4R—RFRBDT—ZR—ITIEH D £ Ao 1 > X b—)LHIC Microsoft
SQL Server 1 Y A2V RICHBRT —EZR—XEZEF L THER T2V KR—%> FTY, Session
Recording Tid. Microsoft SQL Server ICES <K F—2R—XOFAHAEDHD 3 DDV 1) 2—
a3 EYR—FLTVET, FLE TT—2XR—20OFaAME] 28R LTIIETL,

- ROU UK SQL F—4~R—ZH#—E X T Session Recording 7 —4~R—X %AV X b—)LTEZ
ED

* Azure SQL Database

* Azure SQL Managed Instance

* Azure RS> (VM) Lo SQL Server
* AWS RDS

* Google Cloud SQL Server

Session Recording ¥ —#~—2X & Microsoft SQL Server ®@BICIZ. BEUTO 3BELHD £7:

- BRI 1: Session Recording #—/{—X Session Recording 7 —42~R—XZF LI VICTA VR b
—JLL. Microsoft SQL Server # U E—bIIVICA VR —ILT B HER),

- BRI 2: Session Recording #—/\—. Session Recording ¥ —#4~X— 2. & & U Microsoft SQL
Server ZE LY VICA YA E—ILT B,

- [ERA 3: Session Recording #f—/\—% % 3% —/N\—IZ1 > X k—JL L. Session Recording 7—#
~R—2Z ¢ Microsoft SQL Server ®/5% . Session Recording 4 —N\—%+4 > b—JLLIER> Y
CIFRDIIVICA VR M=ILT S BRINEFEA)

+ Session Recording EiE& 074

Session Recording &12& 04 £ Session Recording Y —N\N—%ERHCT YA =L 3 &EDOL
9, EEREBEOJBEZENCLEBVESIE. BOR—JTEMCITEEY, L. BRUICCOMEEZ 1>
ZR—ILLAVERZ L. B TBINY 3%4&1E. SessionRecordingAdministrationx64.msi zfEHL TF
BTEMTT XY,

+ Session Recording ;RJ>—a>v—)L

Session Recording RU>—a>Y —ILEFEAL T, R —%ZEBRTIEI,
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FIE 6.1: Session Recording #f —/N\—. F—4R—2, HLUVEBEOTDTY I b=

IRD & S

IZ. Session Recording ¥ —# X — X & Session Recording 4+ —/\— D RED Y THEETH 7=, Session
Recording # —/\— L [EIC Session Recording BIBEOJ/ Z A YA b—ILT3zBEHLET, Lih -

T, COEI23>TiF BALIIVIC3 20V R—RY AV M—ILTBFIRICDOWTHEAL £,

1. [##E] )—> <. [Session Recording ##—/\—] ¢ [Session Recording BE&EOJ] %#ERL £,
Session Recording # —/\—%3&iR¥ % . Session Recording ¥ —2~N—XHL BHMIEIRS I £
To RNl 200w o LET,

Citrix Virtual Apps and Desktops 7

Features

Database ang Server
Summary

Install

Finish

Features

Feature (Select all)

7 Session Recording Server

Citrix Session Recording Broker and Storage Management

configuration changes and

& Session Recording Database

Citrix Session Recording Database

Back Next

Cancel

2. [T—AR=RB KUY —N—0MHEMR] X—I T, Session Recording 7—4R—ZDA Y RZVRBLT—

IN—ZZZIEEL. HEICIHL T SQL Server Bk zHB UL T. DRAN] 20U v I LET,

Citrix Virtual Apps and Desktops 7

Database and Server
Administrator Logging
Summary

Install

Finish

Database and Server Configuration

Specify the instance name and database name of the Session Recording Database.

Configuration

Enable SQL Server authentication

Instance name:

Database name:

CitrixSessionRecording

[ Back

Cancel
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[T—EZR=RELUVY—N—DHEHE] R—IT. ROERZITVET !

« SQL Server Btz BHK: COA T a>EFERT S L. SQL Server R:E= A L T Session

Recording 7 —2R—XUZEHETIT £ I,

Citrix Virtual Apps and Desktops 7

Database and Server Configuration

Configuration
¥ Features

‘ CitrixSessionRecording

SQL user name:

[

SQL password:

Back |

Database and Server Enable SQL Server authentication

Administrator Logging Instance name

Sumsrian [ Example: ASQLEXPRESS,computer-name\SQLEXPRESS, computer-name
Install

Finish Database name:

Specify the instance name and database name of the Session Recording Database,

Show password

|e

i Cancel |

e AVRABAVREZ: T—HAR—RAVRAZVADNZHMTE AV A F VX THRWES. SQL Server >
Ea—42—B0IHEFEATIET, 1VRXEZVADOEY Ty BRIGEA VX2V DD 2158
. T—EAR=ZAAVREVAZE LT TRXAA\QAVE2a—2—F] 2FRALEY., FRABOY—N
—A VARV AZEHERT BICI1E. SQL Server T select @@servername #3217 L 9., RDE
g, EBBRT—EIR—RA Y XEZVAZTY, SQL Server 77 #JL bR— b 1433 LISbDH R B L
R—brTUZRYTBLSICBATNATVRIRER. 1 VXXV IZICOAVIZBMLTARZLY XS
—R—brERELET, e [T RXE2VREB] 7FX Ry XT TDXSBC-SRD-1,2433; ¢

ANALEY, AUIDED 12433] 3. HRAEZLVZXF—R—rZ2RLET,

o T—AR—2RFZ: [T—ER—ZZ] TEIXMRYIIATREDT—ER—ABZENITEIMN. £ET
FRMRY IV RICERMRESNTVWETIFIL DT —ER—RZ%EFEALET, BHOTRN] %275

1)wo LT, SQL Server 1 YA Z Y ANDELHE T—ER—RZDEMNEET I LET,

i

Session Recording 4 —/IN\—DF 7 # )L bDA VX =)L TId. BEELF21)T1 THRETD
7e®IZ HTTPS/TLS ZERA L £9, Session Recording 4 —N\—0OF 7 )L bD1 >R =%y
b7 X=>3>H—EZX (IS) 41 ~TTLS BERINTULARWESIZ. HTTP ZEAL
¥9, CNERITIBICIE. Session Recording Broker - iZ#&L TS EEO>Y —IL
T SSL #EERMR L. SSLREERME. [SSLEZMEL T3] Ry IREFTICLETD,

BE:
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FERDT—EIR—RZIEATETB3XFIF. A~Z, a~z, 0~ e 7 YA —XAT7DHT. 123X

FEBRTIIEDFEA

SQL Server - > X% > X T securityadmin & &£ U dbcreator # — N — DR EDERHIHKE T,
ERABVESIE. RETVET:

- TEAR—REBEICA VA —IILOERZEDETTHSVET, TV F—ILDOTETEIZ

securityadmin & £ U dbcreator  — N —REWERISFTEICHRD . T2ICHBTEIET,

- F7zi&. Citrix Virtual Apps and Desktops ISO ¥ Xx—>m\x64\Session Recording iZ#% %
SessionRecordingAdministrationx64.msi /Xy 7 —JZERAL £3, msi O > X ~—JLAH,
securityadmin & & Uf dbcreator # — N—REMER L HIZ. T—ER—IBEEEDERIER

ZROZFAATOTRY I IABRTEINE T, BRFRZEEICADLT,

1T A=LEHITLET,

[OK] 22Uy oL,

1> X h=JLIZ& D Session Recording 7—%2~R—XXHMERL I 1. Session Recording #—/\
—DI>7hor b db_owner ¥ L TEMINET,

3. [EEEOJOBEN] XR—I T, EEEOJREOBRZIEELEY,

Citrix Virtual Desktops 7

Agreement

« Database and Serve
Administrator Logging
Summary
Install

Finish

Administrator Logging Configuration

Specify Session Recording logging configuration

Configuration

The Administrator Logging database is installed on the SQL Server instance:

Administrator Logging database name:

CitrixSessionRecordinglogging v

Test connection...

¥ Enable Administrator Logging
This option enables the Session R

Enable mandatory blocking

is option blocks policy and server property changes if logging fails

v

Back | [RLE [ Concel

[BIBEOJ DOHEER] R—J T, ROEEZITVET !

« BEEEOJT—IN—XIFZSQLServer 1 Y AZVRAIA VA=) EINET: COTFIAMRYD
RIHRETT A, EEEOST—ER—ID SQL Server 1 Y22V RAZE. [T—ER—E L

VO —N—DHER] R—CTANALA R E2 AP EFMICERINE T,

s BEEENOST—2~R—2F: Session Recording BEIREOJ/#EEE TV XA F—ILT3ICIE. ZOTF
2Ry I RATEBEOIT—IR—RADEBRDT—ER—RZEANATEIH FL@FTFI Ry
ZICERIRESINIET 7 2L DT —2R—2 % CitrixSessionRecordinglLogging =B L £,
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i

BEEOJT—ER—RZE [T—ER—RH—N—0DBH] R—J0D [7—3F2ZX—XZ] 7
FRA MRy T XTREL T Session Recording 7 —4R—XABLERBZHDICTZIHELDHD
=S

s BEEOJT—EN—XBZEANALLS, BHEOTIN] 20Uy I LTEBEOQI T —2N—IA\D
BT AMLET,

o BEEOJZAWICTS: T74ILETIX. BEEOJEEIIENICHR>TVWET, FTvIRvIR
EATICL T OBBEEEMICTTET,

e BETOVFUIZEMICTS: TIAIITERFTOYF O IDNEMICH>TWS s, OTHK
M2 BEOHENTOVITNBZIEDHDET, FIv IRy IREAFTICLTHERFTOVF>
J WEOTOVY) ZEMCTETET,
RN] 2Oy I LTAYRb—ILZGITLES,

4, 1A M—I)LEIICEIIRZ G ZRIBLET,

Citrix Virtual Apps and Desktops 7

Summary

Licensing Agreement

Review the prerequisites and confirm the components you want to install.

Installation directory

C:\Program Files\Citrix

Prerequisites

v Administrator Logging
Microsoft Message Queuing

Summary
Core Components
Install
Session Recording Administration
Finish

Features

Session Recording Server
Session Recording Administrator Logging
Session Recording Database

e EEE—
Back Install | Cancel |

[BE] R=JICA VAP LOBERNMERTINET, [RB] 20V v I LTRIOD 4 —RFR=JICRD,
BIREZBIBZH. [TV b=L] 22Uy ILTAVRA =L ZRIATEEY,

5, 1YAb=ILzE"TLEY,
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Citrix Virtual Desktops 7 Finish Installation
' Licensing Agreement The installation completed successfully. v Success
Core Components

Core Components
v Features

v Session Recording Administration Installed
v Database and Server Post Install
v Summary v Companent Initialization Initialized
v Install
Finish

=

[T R=ILDOTET] R—=JIZ, IRTOFREFEERBICA VA MBIV EINIVR—R2 -
PEREDFTYvIN—J TREINET,

[527] #21) v LT Session Recording #—/\—. F—2~R—2, BEBEOJDIVAL—ILERTLE
ER

FIE 6.2: Session Recording K> —J>Y =)L >R k=)L Session Recording R >—>YV—IL%
AVRAR=ITBICIF ROFIEZETLET:

1. [iae] )—2T [Session Recording ¥ —4#~R—2] #&ERLT RNl 20Uy o LET,
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Citrix Virtual Apps and Desktops 7
Features

Feature (Select all)

Session Recording Policy Console
Citrix Session Recording Policy Console

Features

Summary
Install — Session Recording Server
i Citrix Session Recording Broker and Storage Management

Finish

Back | [ [ Concel |
2. AV h=ILElICHIRFMFZRRBL T,
Citrix Virtual Desktops 7 Summary
+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components r y
Installation directory

+ Features
CA\Program Files\Citrix
Summary
Core Components
Install . P
el Session Recording Administration
Firish

Features

Session Recording Policy Console

) I (o |

E] R—JICA VYA —ILDERARRINE T, [RB] 27U v I LTHOUAF—RR=JICRD.
BRETETEIHD. [TV b—IL] 2OV ILTAYRM—ILZBBATEET,

3. AVYAb—ILZRTLEY,
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Citrix Virtual Desktops 7 Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
+ Features + Session Recording Administration Installed
¥ oummary Post Install
" Install + Component Initialization Initialized
Finish
]

[1YRR=ILDOTET] R—=JIZ, TIRTOFREFEERBICA VA MBIV EINIVR—RV
MREDF v II—J TRINET,

[52T7] #&) w4 LTSession Recording /RU>—aA>VY =LAV A =ILERTLET,

FI|E7: Broker_PowerShellSnapIn_x64.msi 1> X ~—JL$3
5E:

Session Recording R U > —2> vV — L% EAT 3 IC I3 Broker PowerShell 2 +v 7 1 >
(Broker_PowerShellSnapIn_x64.msi) #F#$HT+ > X ~—JL L %9, Citrix Virtual Apps
and Desktops @ ISO (\x64\Citrix Desktop Delivery Controller) TR+v 71 %
BREL. BRICESTA VA M—IILTBRIHBEDRHD F9, OBWVIFE. T5—DEETIAREDNDHD F7,

Session Recording Agent 01 > X k—JL

Session Recording Agent (3. YILFEv>a> 0S £#fld> > Ity 3> OSHIEVDAICA Y X =LY
. BEEZBWCTZIAVR—RXVFTY, ChICEbtydaryTF—4rEEINET,

FIEL #RKYVI LI T72Hd OO0 RFLTUsF—FZEHISZ O—NIOEBETHI Y bZfE>T,
Session Recording Agent 1 X b—JL%EI > icOd 4> LET, DVD Z RS JICEATSH. ISO 77
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TINEITVELET, 1Y —F—HEBNICESH L BVIEEIF. AutoSelect 7TV r—> 3> Ehigvvy
FENIERSATZ2HTINI)YILET,

AVA =T F—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1> X +—ILTZHMmZEIRT B

12 h—=ILg38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o##&ic# 2 (BBl #0U vy
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
¥ Llicensing Agreement Configuration
RS R E e
Soor Tpren Session Recording Server name:
Agent
Summary
Install Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,
Finish
Protocal:
|RTTRS
Port

FlE6:Agent DR ZIEET S
I—2IY MERR—DT. ROBEZTTLETY:
+ Session Recording 4 —N\—% A4 >R b—JLLY> YDAV Ea—%2—F ¥, Session Recording #—

N—rOEHOTO NI ER— MEREANSLE T, Session Recording @1 > X b—ILHAEATLAL
B&IE. % T [Session Recording Agent D 7O0/8F ] TChHDIBEHREZETEE T,

+ Azure AD &< < I Session Recording Agent 1 > X k—JLLTW3HA. [Azure AD 0t HR— K
EEMCTE] ZERLET, V5V RMSBEERE I £ £4 Session Recording R > —%# T 3
7= ® Azure AD ID H7R— FZR2ICEMICTBICIF. ROFIEEZTLTHS VDA ZHBESL £

i
Azure AD @R — k& Technical Preview #8£T 9, Session Recording /N\— 3> 2402 LIBET
FMATIET,

Technical Preview #gEi1d. —ZHEEOFFDHBENHD £T, T/ EEEBBELINTOERZ S
#oHLEd, Citrix 77 = ALY HR— ik, Technical Preview #ge TR OD > 1-fIE#HR— L F
Ao

- MSI Xy —%GR LT, Azure AD i< > viC Session Recording H—N\—% 4 > X h—JL g
B3LHTEFET, MSI 1> X b—)LHiC [Azure AD OH7R— b EEMICTZ] Z2BIRLET,

- Citrix Cloud % Azure AD IC#& L £ 9,
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- [(R2BBHT > E2—T 1 R] OFR—LR—JICEB L. Technical Preview gt o> a3 >0
SessionRecordingSupportAAD ~Z')L ¢ Send User Identity Info In Prepare Session ~
TILEBMILET, [REAER] 1V F—T A ROR—LR=JIZTI7ERT3ICIF. ROFIE%R
ETLET:

1. Citrix CloudicHr>1r> L %9,

2. EEDAXZa2—T, [¥1H—EX] > [DaaS] Z&RLET, 772/ bTlE. [T2BER] 1
VE—TIAADR—LR—SHARTRINE T,

pE
AVAR—=5—DOT X MEGHKEEICISHIRABHD £9, THTTPSH TLS 1.2 #Br 5] >+ UFIFHR—
FLTWERA, COTVFUATA VAN —5—%2FERAT3HEIET A MEGRICKBLEFTH. KBZERL

T RNl 200w oL ARSI ZEITTEET, CNICEL>TEEDHENEEZRITZILIFHD
FEA

Citrix Virtual Desktops 7 Summary

¥ licensing Agreement Review the prerequisites and cenfirm the components you w

+ Core Components P .
Installation directory

" Agent . o
C\Program Files\Citrix
Summary
Core Components
Install . .
Bl Session Recording Agent
Finish

FIET: 1> A F—ILBNCHIREHZERT S

BE] R=DICA VA= LOBRVERTEINE T, [RB] 20Uy I LTHIDVAHF—RFR=JICRD, BREE
BE3H [1YZA =] 20Uy I LTAYRA =L ZBBTEIET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.

+ Core Compaonents
Core Components

+ Agent v Session Recording Agent

¥ Summary Post Install

v Install v Component Initialization
Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7zi& Citrix Provisioning T, YRAZ—A X—J 1Y R b—JLiF
#® Microsoft Message Queuing (MSMQ) %M L T#E#® VDA Z1Ep 9 % . VDA ® QMId IZRE L
ICBRBAEEMD B D ET, AL QMId 3T £ FHMBEZSISRE AL BD £T, RICHZERLET:

s MEIDREMNMESNTULWTH, v aVIREINBVBELHD 7,
s Ly a>ondF 7ESH Session Recording H—N—IC&k > TREINT, Ev>a>ORT—
ZZAMNEIC [ZAT] ICH>TLESARELNBD 9,

ARG VDA CEICEB D QMId ZER T2 e TIH. D AIRBHAAAICE > TEAD XY,

Session Recording Agent i1 > X k—JLahic> > ULty 3> OSVDA %, PVS 7.7 LI & f=1d MCS
TOUBON—a>zEALTENTRI MYy TE-—RTERT 358 (KL xiE. IRTOEEHNFOD
Personal vDisk 713 VDA 0O — AT« R U TEKEMICHE D L SICHEKRT 1558) . BMOBRIEIIRET
ED
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TILFEv 3> OSVDAHL MCS £721& PVS e > > J Ll y> 3> OSVDA #ERA L TERI N, 21—
—HOTFT7ITBLIRTOEBEHERIND LS ICEEINTWLWSHEIE. GenRandomQMID.ps1l X%
D7 hEFERALTORTLEERICQMId ZEEL 9, BREEHZZEEL T, 2—H—HO0J1 > %EH
TI3FICTRHEDO VDALRETEINTLBEELSICLET,

GenRandomQMID.ps1l X7 ) 7 b &ERAT 3ICIE. UTOFIBEICRE > T IEI 0

1. PowerShell @278 > —H' RemoteSigned » Unrestricted iC:RESNTWE Z # MR L £
ER

Set-ExecutionPolicy RemoteSigned

2. 7T a—IENZROZERL. bUA—%7 [T LESR] ICRELT. PVS £7#IZMCS X
B—A X=XV VT SYSTEM 7 A O Y b 2o TEITLES,

3. AZ—hrT7yTRRVC LTIV RZEMLET,

powershell .exe -file C:\\GenRandomQMID.psl
GenRandomQMID.ps1 X7 1) 7 ~ DIFE:

1. L MUNSIRED QMId ZHIBRL £7,

2. SysPrep = 1#HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICIBINL £75

3. CitrixSmAudAgent » MSMQ X OREEHY —E X% FIEL £ T,

4, SUE L QMId ZERT 27Dl ZIFLFLELAET—EXZRBLET,

5l GENRANDOMQMID.PS1:

1 # L2 bMYUDS5HWVWQMIdZE Hl Bk LSysPrep” 5 4 2MSMQIC R E ¢ %

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -
Name "SysPrep" -Type DWord -Value 1

# KEBEGREPSH BT —EXZWMEFET B

O 00 N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # MSMQzBE& L TH L WQMId%z B #E 7 3
ig Restart-Service -force MSMQ

ig # KEERLPD BT —EXZHBIT D

i? if (S$depServices -ne $null) {

18
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foreach (S$depService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = 'S
($depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

}

<!--NeedCopy-->

Session Recording Player 01 > X k—JL

Session Recording Player i¥. £v > a>YORBI7 7 (I EBETRILEDICT—VRT—>a>TT7IERTS
A—H—A>B—T 1 XTY, Session Recording H—/N—F g K X1 YADT—U XF— 3 I Session
Recording Player 21 > X b—JLL £ 7,

B>k

+ Session Recording #—/\—%+1 > X k=)L 9§ 3 . Session Recording Web Player %= B
YAR—ITEED,

+ Session Recording Player # 1 > X b —JL ¢ % B £ 7 1Z% 2. VC_redist.x86.exe & L\ 5> &
® Microsoft Visual C++ BHEGAIGEEN Yy —J% 1 YA h=)LLE T, TO/NvT—T U, \Sup-
port\VcRedist o Citrix Virtual Apps and Desktops ISO IZ#& b £7,

FIEL #RVI LI T72H T O0-RFLTUsF—FZEHISZ O—NIOEBETHI Y bZfE>T.
Session Recording Player YR —%Y DA YR =LA VICOTF Y LET, DVDZ RS JICEANT
M. ISO 771 EIYTYRLET, 1 VR —F—HEBNICEE L AVEEIE. AutoSelect 77U —> 5
VERERIUVY SN RSAT2Z TN I LET,

AVA =T F—FDEBLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 67



Session Recording 2402 LTSR

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,
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Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.
+ Core Components
Core Components
M EaLImImary: v Session Recording Player
sl Post Install
Finish v Compaonent Initialization

FIET: AR —IILERTTS

[1YRA=ILDET] R=TIZ. IRTOFREHFEEEICAT VA M=ILELUCMEBELINZOVR—3 > MHRE
DFTYvIR—YITREINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording &, # 7> 3 >Z@EHTZIHALY MY R b—ILZYR—FLTWVWET,

Session Recording Administration J>R—%> b1 Y b—ILEZBET S

B—@Iav > R%uERAL T Session Recording Administration > R—x> toxehty bEIY I M=)
T3 frzid ROVWFNHDITY RZEERTY B L. Session Recording Administration > R—%> +®
TEBEYPZEAVIA =Ll IR —I)VERZET3DHICOJ 771 ILEERLET,

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /q /1l*vx "yourinstallationlog"
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<!--NeedCopy-->

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" SERVICEKEYAUTHENABLE="1" /q /1
*vx "c:\WithLogging.log"

<!--NeedCopy-->

i

SessionRecordingAdministrationx64.msi7 71 /LiZ\x64\Session Recording
@ Citrix Virtual Apps and Desktops ISO &% D £7,

EFHEBOEKRIZRDODEHD T

+ ADDLOCAL |3:®IRT BHEET . DT 7> 3 V& BIRTE £9, SsRecServer (&, Session Recording
#—/\—T7, PolicyConsole i&. Session Recording K1) >—2>Y —JLTF, SsRecLogging i&. &
BENOJHEETY, StorageDatabase I3, Session Recording ¥ —#~X—XT¥, Session Recording
FEEOYF. Session Recording 4 —N\—D# 7> 3> D4 TH#EET T, Session Recording EE& O
J%3%IR$ 37012, Session Recording Hr—/N\—%3#IRL £,

+ DATABASEINSTANCE (. Session Recording 7 —4RX—Z D41 > X2V XZTY, =& zIE. Azure SQL
Managed Instance 2R L TW3 % &1E. \SQLEXPRESS ,computer—-name\SQLEXPRESS,
computer-nameZzidtcp:srt-sql-support.public.ca7bl6b60789.database
.windows.net,3342T79,

« DATABASENAME (3. Session Recording 7—4X—X2DT—2~R—XZTT,

+ LOGGINGDATABASENAME (3. BEEOJ T —4XR—XHTT,

+ AZURESQLSERVICESUPPORT iC&>T. 737 R SQLAYR—+INBZ3HESHHREDET, 75
TR SQLZFEATSICIE. ChELICRELET,

+ DATABASEUSER (3. Session Recording #—/N\—@®I>YEa2—4—7HIU > T,

« AZUREUSERNAME (3. 7357k SQL 0EEEETT,

+ AZUREPASSWORD &, 757 K SQL BIEED/NXT—RKTY,

+ SERVICEKEYAUTHENABLE (3. Session Recording Agent & Session Recording #—/N\—f® % —
EXF -2 BMICLET, CONTA—%2—F. Azure AD ODHR— b2 BHICT BHEICOABETH
D, LICREIBHEDHDET, ENLUIIDIFEIF. CONFTX—2—ZEBMLBVTLLESIL,

e JqiE. HALY R E—REEELETD,

o [PV RAyFICKDEATE—RTOIDERINE T,

+ yourinstallationlog i3. 1> X b—ILOJ%ER T ZHBFATT,

Session Recording #f — N —%Z2BH I 37-0DDIYRZ—1 X—J%ZER TS Session Recording 7 —
AR—ZABELVERBEOQI T —ER—IANBEFORRBICEEIZIAREDL’HDET, COLSBBHIE
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SessionRecordingAdministrationx64.msi % &/ L T Session Recording Administration > R—%> k
ZEAYVRAM—ILTBRESIIL, T—EAR—AF v IEZEBTEBLSICBDE LI YREZ—AX—DEERT S
Z & T. Session Recording 4 —N—%ftDEZ< OIS Y L THBICERTEE T, YREZ—1X—J% AL
TH—%'w b VIZ Session Recording #f —/N\—%zB&. Y>> TIYY REETLT. BEED Session
Recording 7 —aN—X L BEEOI T —ER—RIEHELEFT, YREZ—AX—JOHR— MILDREFEALES
IZARD. AWIS—ICL > TREEZZ I IUREIR/NRICINZ SNET, CHIFHRT VI F—ILICOHBERAI N,
ROFIETEITLET:

1. axyr7Oory7rzRE#L. ROLSHIATVFERTLET:

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="1localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy-->

0T Rid. Session Recording 7 —4R—XBLVBEEEOY T —IR—INOEGREZBRE LUT
Z bEFIC. Session Recording Administration > R—%> b1V —=ILLET,

IGNOREDBCHECK /t5 X —%—% True |Z:27%E L. DATABASEINSTANCE. DATABASENAME. LOG-
GINGDATABASENAME T3> >4 LxfEZFERAL £,

2. BELTVBII Y EICRRZ—A X—D=ERLE T,
3. Session Recording ## —N\—%BHT370DIC. YREZ—AX—T%MOITVICERLET,
4, EXOVT. ROES5HBIAR YR EETLET:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

OO RIE BENCA > R b—JLE iz Session Recording #—/\—%BE7F® Session Recording 7
—AR—ABLUVEBEOIT T —EN—XIEGELET,

SsRecUtils.exe7 7 1 JLig\Citrix\SessionRecording\Server\bin\ic&% b £,
WHEIZIS L T. DATABASEINSTANCE. DATABASENAME. # & Uf LOGGINGDATABASENAME /X3 X
—2—=RELET,

Session Recording Administration I> K-> b D71 VX = LBICT—2N—2X %1% KEEPDB
% True IZRET B & Session Recording Administration > R—%> bDT7 Y1 Y X b—JLEFISRO T Y
KT Session Recording 7—2R—X B LVEEEOI T —IR—XZR/IFLET:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
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<!--NeedCopy-->

Session Recording Player & &0 Web Player 1 > X b —ILZ BEILT 3

ez, RO RizEhzh Session Recording Player & Web Player #1 > X b—JLL £,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

E

SessionRecordingPlayer.msii&\x86\Session Recording® Citrix Virtual Apps
and Desktops ISO ic& b £ 9,

SessionRecordingWebPlayer.msiiz\x64\Session Recording® Citrix Virtual
Apps and Desktops ISO 2% D £,

FEBDOEKRIFRDODEHD T

e Jqid. BALYFE—REEELET,
o [V Ay FICEDFHEBAE— R TOIHERINE T,
« yourinstallationlog i3, 1> X b—ILOJ%ER T ZBFITT,

Session Recording Agent 07 > X F— LBk TS  for xiE. ROOT > K TIdE. Session Recording
Agentz1 VX b—JLL. 1 YA b—ILBRZIET 57:0ICOT T 71 IILZER L & T,

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport
SESSIONRECORDINGAUTHENTICATION="Citrix Cloud" SESSIONRECORDINGRPC="
Websocket" SESSIONRECORDINGIDP="IDP"

<!--NeedCopy-->

i

SessionRecordingAgentx64.msilE\x64\Session Recordingo Citrix Virtual Apps
and Desktops ISO 2% b 7,

BEEHEOEKIIROEEDHTY:
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« yourservername (. Session Recording 4 —/\—%KZX 937> >D NetBIOS & £7#-1& FQDN T
¥, IBELAHWMEESDT 7 #+)L MMEld localhost T3,

+ yourbrokerprotocol (. Session Recording Broker & @3i&f5ic Session Recording Agent TER S
N3R—bE2RT HTTP £/IF HTTPS TY, I8ELAWVIFEDT 7 4L MEIFZ HTTPS TY,

» yourbrokerport (. Session Recording Broker & ®i&fsiC Session Recording Agent TERIN3
R—rERTEHRTYT, BELAWEEDOT 74 MEFO T, BRLAEZONIILDOT I L FDR—+
BS#EMAT 3 &S Session Recording Agent I8~ L £9, B&EMICIZ. HTTP Tid 80, HTTPS Ti&
443 T,

+ SESSIONRECORDINGAUTHENTICATION (&, Session Recording Agent & Session Recording #
—N—RIDRIDEETT, CD/INTX—Z—IF. Azure AD DHR— b ZBMICT ZHBEICDABETT,
Azure AD DY R— b EEIZTBICIE. ZD/NFX—2—%BIL. Citrix Cloud IZ:REL £,

+ SESSIONRECORDINGRPC 3. Session Recording Agent & Session Recording #—/\—BDi&E7A
ETTo CONTX—F—IF. Azure AD DY R— rZBMICT I HBEICOHMETT, Azure AD OHR—
FEBMICTSICIE. TONTA—2—%=BiML. Websocket iZz2EL £7,

+ SESSIONRECORDINGIDP (3. ID 0FEEEIEELFT. CONTX—F—F. Azure AD o R—bt%2H
HICTBHEICOAMBETT, Azure AD D R—FZBIICTBICIE. TONFX—2—%EML. IDP I
BRELED,

e JqiE. HALY R E—REEELED,

o [V Ay FICEDFHHAE— R TOIDERINE T,

+ yourinstallationlog i3. 1> X b—ILOJ%ERT ZHBFATT,

Session Recording 7 v 75 L— R

WLOUN=Ua>ovi oo bzty b7y TETIC. —BOBRBEZ 7Y FIL—RFRIBIEDNTEET,
XenApp & & U XenDesktop 7.6 LTSR o &#id CU IC& £115 Session Recording d/\— 3 > 5. Ehld
D /N— 3 >h 5 Session Recording DRV U —RICFY FIL—RTEFET,
pE
Session Recording Administration % 7.6 75 7.13 B IC 7 v 74 L — K L. Session Recording
Administration T [ZE] &R L CEEEOJ/ Y —EREBMLBE. [BEEOJ DER] R—2IC SQL
Server 1 Y X2V ADZHNKRTINEE A AN] ZI VY ITEHLRODIT—AyvE—INRRINZF
T IF—ER—ZEFEGFHTAMIKBLE LT ELWT—ER—ZA Y RZYZZZNSLTLIEE W, (Ol
Hr LT, localhost 2—%—m&5AE D ER%Z XD SmartAuditor H—N—L X LU 7 3 )LA—IZBINL
#9: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N—> 3 oh5iE7y 7L —RTEFEHE A
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2.

ZH. BLURIR

Session Recording Y R—%X Y bOF7 v 7JL—Rid. AYR—FXVrEAVIF—ILLEEIT VT,
Session Recording 1 YA b—=5—DIZ T ANAVA—T A RFRIEARYRSA VAV E—T A
AEFEALET,

Ty L—RERBRTBEIIC. SQL Server -1 > X4 > 2T CitrixSessionRecording £ W3 ZHiD T —
AN—RZNYITYvTLET, CHICED, T—ER—IRDT7 v FI L — REICEENREELHBEICTO
REICETITZIEHTEES,

Session Recording AYR—%>Y h&2T7 v I L—RTBICIE RAMYA—HY—THBLICMR T £
DI YOAO—AINEBETHIVELHD X,

Session Recording #—/\—¥ Session Recording ¥ —4Z X=X HRALH—N—IZ1 VX b=JLThTL
HmWBE, Session Recording 7—42R—X%& 7w 7L —RT3ICId. T—EIRXR—ROKENERDPHUET
¥o THLSMDIZE. ROZENTEIET !

- F—ER-EBEIZBEAT. 7v 7 L—RDf®HIC securityadmin & & U dbcreator +—/\—
REEREZZDLUTTHEVET, 7y I L—RD5ET#IE. securityadmin & &£ U dbcreator
Y—N—REERISAREICARD ., RRICHFRTI T,

- #F7:1d. SessionRecordingAdministrationx64.msi /Xy r—S#FEHLTT7 Y 7oL —RLET,
msi ®7 v 7oL — R, securityadmin & & U dbcreator +—N—1&EIERZIFOT—EZN—2X
BEEOERBRERDZI A TOJRY IV IDBRRINEY, BERBEREERICANLT, [OK] %
IUwo L. Py TTL—FREFITLET,

3 ARTO Session Recording Agent ZRIBFICT v FUL—RLBWVWKSICTEZI N TITHT, Session
Recording Agent 7.6.0 LU I3 &# 1) U — X @ Session Recording # —N\— MR H D £9, 72721,
—ERDFEBEP NI BIEIIRS AWML HD £,

Session Recording 4 —N\—07 v 7Y L — RRICREBINIzEy Y aviEREINEH A
TROMYTAVRS I VVEA LI M E—REDOERYGZHEITTIOIC. MR VA M—IILERIET Y
74U L—R#&IC [Session Recording Agent o 70ONT ] @ [J5T71 v ¥l x7>a>nTI+)
FTEMICHES>STWVWET, COF T avid iA=L ELE Ty FIL—REICFHTEMICTS
£9,

BEEOJHEEIL. COWEEEFERTIRVLEIO U ) —2H 5 Session Recording # 7w 7 L— R L1
BIBAIVIAM—ILTNEEA. COWBEZEMTBICIE. 7Yy FIL—REBICA VI M—ILZBELET,
Ty L—RTOCXORBRICT A TREL Y >3 VHAETIN TV IHE, REZET TIT 20EEHIF
BEAEBHD EEA.

YA hMELTREEICEI TREZRRBTZHIC. UTOT7y T L—ROIEFRZRERL T,

7y FIL—RDIEF

BEDT VA M—ILET v I L—RT3ICiE. Session Recording AV R—Y hHA YA R=ILTNTUVBEE
I UIc#E L. Citrix Virtual Apps and Desktops ISO #R1TL £,
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B>k

Citrix Virtual Apps and Desktops @4~ > O— K R=JICHES L T, @)/ —2 3 >0 Citrix Virtual
Apps and Desktops #47>>0O—RLF7,

BEOA VR S—ILOT Yy FTL—RITBE. ROIEFICREVET,

1.

Session Recording #—N\—2JYR—%> rZ2T7YvFJL—RLET,

B D Session Recording ' —/\—1'% 2155 1&. |AIC Session Recording 7 —2~R—ZX AV R—%Y
AV R=ILETNTVWBY—N—%2TvTIIL—RLET, ZD%. 7%&D D Session Recording #—/\
— %27y ITIL—RLEY,

CDDICIF. ROFIEZRTLET:

a) Session Recording #+—/\—T Session Recording Storage Manager #—tE X = F&TEIEL F
ED

b) 1>4—%vb1>TxX=>a>H—EX (IIS) Y%x—+¥—T. Session Recording Broker 1
ETINTVWB e zHBLET,

c) Citrix Virtual Apps and Desktops ISO #%17L. 7w 74 L — K9 3 Session Recording T> k
DZBRLE T,

. Session Recording 4 —N\—D7 v 7J L —RHRET § 5. Session Recording #—E X ISBEHICH

IAVICRD FY,
(RZAH—1 X—TD) Session Recording Agent 27w 7o L—RL%T,

Session Recording #—/N\— & —#IC. #7-Id Session Recording #f—/N\—m#IZ. Session Recording
RIS—=aAYVY—ILeT7yvTIL—RLET,

Session Recording Player 7w 7 L— R L %9,

257 R SQL F—A2~R—XH—E XTO Session Recording ¥ —2Z~RX—2D+1 > k—JL

ZOEITIVTIE. KDY F7 R SQL F—2~R—2#—E 2T Session Recording ¥ —2~R—X %A1 VX b—
IWIBHEICOVWTHALE Y,

Azure SQL Database

Azure SQL Managed Instance
Azure VM Lo SQL Server
AWS RDS

Google Cloud SQL Server
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Azure SQL Database i- Session Recording ¥ —42~X—X %1 > =)L 3

1. Azure SQL 7 —2R—X%=1ER L £9,

a) Azure 7ho > rEERL T Azure Portal i1 1> LE TS
b) Portal D X=a—h5. [UY—ZXDEM] %#BIRLET,

c) Portal oZER v I XIC TSQL F—EZ~R—2Z) EANHLET,
d) REEROUI N5, SQL T—ER—ZEIRLET,

e) [fEf] #2Uwo LT, Azure SQL F—A2~R—X#EH L £ 3,
f) [SQL F—2~R—ZDER] o> a>T. ROBHRENALET,

e IRV UTFT gy BHD Azure IR0 T avEERLET,
o UY—=RTIN—T: [FRER] ZBIRT I BEFEOVY - JIL—TZHERLET,
o T—AR—ZZ: —ROBFHHIHBETT,
o H—N—: [FRER] =&RL. FHLWH—N=] T3 —LIDRDEENDLET,
- H—N—F: —BOZREANALET, t—N—RlE. Azure RO TR TOH—/N—IZFL T
JO—NILIC—BETHIBELNHD £T,
- B ROV TEIY VXD SIBFHAEERLE T,
- aEAE: [SQLEBEIZERT 3] Z#IRL F7,
- B—N—BEEOJ1>: V5V SQLEBERZAILET,
- NRT—R: BEhzHls o7 R SQLEBENRT—RZANAL. [NZXT—ROER] 7
14— ILRICBEANALED,
- [OK] Z#IRL %7,

FIRDBREND LS. THRBEERI 20Uy o LET, [ER] RE2>% 2w LT, Azure SQL
F—AR—AETRIEE T,
2. FIE1%##&DRLT. ALY —N—LIZBID Azure SQL 7—2RX—XZ1ERE L £ 9
3. BBt Azure SQL F—ER— DY — N—$E45F 5 ZBE L £ 7,
a) Azure Portal ©. fEB L7z Azure SQL F—2R—2DWV\WThhEBRELTIUYILE T,
b) EfloFES—>a>ohb BHEXFI] 20V v I LET,

c) #%7T Session Recording ¥ —#~—2& & U Session Recording O F—2R—ZXDA Y RAZ >V R
B LTHERINZ Y —N—XF5%2DEBLTEITET,

4, RO &S5HIATY FERTL T, BIICFER L7z Azure SQL Database iZ Session Recording ¥ —2#~X—2X
Z1YAM=LLET,

A
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Azure SQL Database Tid. MO LS5HIATY RERTT B LICL>TDH. Session Recording
T—ER=ZADA VA F—ILZTSEHTEET,

msiexec /i "SessionRecordingAdministrationx64.msi"ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"DATABASEINSTANCE
="DatabaseConnectionString '"DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"AZURESQLSERVICESUPPORT
="1"CLOUDDBSUPPORT="1"AZUREUSERNAME="CloudSQLAdminName"AZUREPASSWORD
="CloudSQLAdminPassword"/q /1lxvx "c:\WithLogging.log"

REHOEKIIRDEEDTT:

+ ADDLOCAL (33#IRJ 2HEET . BEDF 7> 3 V2 BIRTT £ 9, SsRecServer (E. Session
Recording #—/\—T79, PolicyConsole i%. Session Recording K1) > —>Y —JL T, Ss-
RecLogging i&. BE&OJ#AETY ., StorageDatabase (%, Session Recording 7 —42~X—X T
¥, Session Recording EE& N4, Session Recording —N\—DF 7> 3> DY THEETY,
Session Recording E2& 07 % #IRT 3Hi1IC. Session Recording #—/N\—%3#RL £9,

+ DATABASEINSTANCE /& Session Recording 7 —42~R—Z2D+A Y 22V XZTH O, Azure SQL
Database ##XFHIC &L > TIRESINE T,

« DATABASENAME (4. Session Recording ¥ —2~R—ZADF—ZR—XZ T,

+ LOGGINGDATABASENAME (3. EIEENJ T —2RX—XETY,

+ AZURESQLSERVICESUPPORT iC&>T. 73U R SQLAYR—FINBDESHIRED X T,
720K SQLEFERAT3ICIF. Tz LICEELET.

« DATABASEUSER (4. Session Recording f—N\—D 1> Ea1—4—F7HhU >V TY,

+ AZUREUSERNAME (3. 757 F SQL 0EEEE T,

+ AZUREPASSWORD (. 757k SQL BIBED/NXT—RTT,

o Jqik. YLV NE—REEELET,

o [V Ay FICEDFHHAE-FTOIDRERINE T,

+ yourinstallationlog (3. ¥ > X F—ILOJEER T ZHBFATT,

Azure SQL Managed Instance % 7-|& AWS RDS T® Session Recording ¥ —2~RX—XD1 > X =)L
[ N
Azure SQL Managed Instance #7zi& AWS RDS T® Session Recording 7 —4# =D >R k—JL7
b
+ SessionRecordingAdministrationx64.msi X\w4s —S% 2TV ) v LTRITLET,
s RDELS5BIARYRERITLET:

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
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DATABASEINSTANCE="CloudSQL" DATABASENAME="

CitrixSessionRecording" LOGGINGDATABASENAME="

CitrixSessionRecordinglLogging" AZURESQLSERVICESUPPORT="1"

AZUREUSERNAME="CloudSQLAdminName" AZUREPASSWORD="

CloudSQLAdminPassword" /q /1l*xvx "c:\WithLogging.log"
<!--NeedCopy-->

1. Azure SQL Managed Instance #{Em 3 % h. Amazon RDS 3> —JLh 5 SQL Server 1 > 24 > X%
ERR L £,

2. (Azure SQL DBEDH) TONT 1 NRILIZRTINS Server DX FH=mBFLTHETET, COXFS!
i&. Session Recording 7—4RX—ZD1 Y ZXZYZXZTT, Fle LT UFORIU—>> 3y hESR

LTS,

ADO.NET JDBEC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint
Server=tcpisr-sqglinstance.3141e49e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

ADO.NET (SQL authentication) - public endpoint
Server=tcpisr-sglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username}Password=
{your_passwordhMultiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (AWSRDS 0iBE&DH) TV RKRA Y heR—bOBREZTBLET. CHIET—ER—IXDIVIXEZVRZ
LT <SIVRRAVE, R=b>WSHERTHEALET,
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'E._“_V.S Services ¥

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu
Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint
Reserved instances database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com
Proxies
Port
Subnet groups 1432

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)
Q

Security group

db2sg (sg-00fbd0fee602a731hb)

db2sg (sg-00fbd0fee602a731h)

4. SessionRecordingAdministrationx64.msi %217 L T. Session Recording 7 —4#~X—X%& A VR b—
LWLET,

[O5URSQLEBMICTB] Fxv IRy IRZFVICLT. 75U RSQLOBEEZLNRT—RFEAN
HLET, EOMOBELBRZITVET,
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ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

[+] Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain\computer-name

<Back [ MNet> | = Cancel

pE

U5 RSQLOEEENRT—RE2EET 35515, [Session Recording r—/N\N—D70/8F ]

TRRT—REBHTZIHEN DD £9, [Session Recording F—N—D7O/NF 1] L. T
TRyt —UHRRINET, [OK] 20U v o LTHEITL. [9FTFDB] #7Z#RLET, R
12 75K SQLOFHLVWEERE/NIT—REANSLFT, Citrix Session Recording Analytics
—E X, Citrix Session Recording Z L =YY%= v —H—EX BLVIISH—EX=EEFHL

9,

Azure AD FEEIFHR— F TN TULEHEA,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

257 K SQL Managed Instance AD#+ > 7L = XF—ER—2DBIT

1. https://docs.microsoft.com/en-us/data-migration/ % ziZhttps://docs.aws.amazon.com/pres
criptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.htmlcft>T. > TL I XF—ER—EBITLET,

2. #178IC Session Recording #1E L < #BES B 31C1&. Session Recording #—/\—T SsRecUtils.exe
ZRITLED,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. Session Recording #—/Y—"C. Citrix Session Recording Analytics #—£ Z. Citrix Session Record-
iNgAPL—II2—Tv—H—EX BITISH—-EXRZBEFHLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 85


https://docs.microsoft.com/en-us/data-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-to-amazon-rds-for-sql-server.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-to-amazon-rds-for-sql-server.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-to-amazon-rds-for-sql-server.html

Session Recording 2402 LTSR

Azure SQL Managed Instance h'54 > 7L S X7 —2R—IADEFBH T —FIRX—IADHBT

1. https://docs.microsoft.com/en-us/data-migration/iZf¢>T. F—ER—X%BITLET,

2. $B171&IC Session Recording Z1E L < #BE T 3 121&. Session Recording #—/\—T SsRecUtils.exe
ZERITLES

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } iisreset /noforce

3. Session Recording #—/\—. Citrix Session Recording Analytics #—t X Citrix Session Record-
iNg ARL—II%—Jv—H—ER BLVIISH—EXZBEBL £,

Azure VM o SQL Server To Session Recording ¥ —2~_X—XD+1 > X k=)L

Azure VM to SQL Server Tid. SessionRecordingAdministrationx64.msi /X\w7r—S %24 IO U w oL
TRF79 3. Citrix Virtual Apps and Desktops 1 > X b—5—%fERH L T. Session Recording ¥ —4% X —
REA VA= TEET,

1. Azure SQLVM z®sB L £7,

2. VM ##mk L. Session Recording AY R—RY bEAVIL=ILTERXAVIZEBIMLET,

3. Session Recording 7 —#~R—ZD1 > X b—JLEFIZ. VM D FQDN #1 > 242> XZ L LTHERALET,
*: > Z b—JLIC SessionRecordingAdministrationx64.msi AL TW3HBEIE. [257 F SQL
ZEMCTB] FIvIRYIRZFATICLET,

4, 1A= )LA—H—a>Z—T 1 A>T, Session Recording F—ZR—ZADA VX b—JLEZET
LET.

Google Cloud SQL Server T Session Recording ¥ —2~_X—XD1 > X b—JL
B> bk

Google Cloud SQL Server Tl&. Session Recording ¥ —4#~R—XD1 YA b—)Lid. KDL 54TV
RERITT 3. SessionRecordingAdministrationx64.msi /Ny r—S% 4TIV ) w o § 3 TRIT
TEET, AVYRNIA—E—DOHRBICDOVWTIE. COZBORIO 1A +—ILOBEIK) £/ a>%eES
BLTLREEW,

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
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'Logll
<!--NeedCopy-->

Z D> 3> TlE. \x64\Session Recording ® T o Citrix Virtual Apps and Desktops ISO 24 % Ses-
sionRecordingAdministrationx64.msi ZEA L1 Y X b—ILAEICDWTHLEHBLE T,
1. Google Cloud 2 SQL Server 1 > 242> X %& L £,
a) Google Cloud >V —JLic#&L. SQLA Y REVADR—JEFHEET,

b) [CREATE INSTANCE] #2oUwo L %9, fi:

= Google Cloud - QSearch | B & o ® .
g sa Instances I3 CREATEINSTANCE 3% MIGRATE DATA [E) HELP ASSISTANT  SHOW INFO PANE
= Filter Py M
O instancel °@ 1

O @ sessionrecording

C) T—AR—ZRT>Y>r L TSQLServer #ERL £,
) for resources, d yroduct ore Q search | T} [J 0@ H .

[E) HELP ASSISTANT

Google Cloud R v S

saQL & Create an instance

«

Choose your database engine

£ MysaL £ PostgresQL £ SQL Server
Versions: 8.0,5.7,5.6 rsions: 14,13,12, 11,10, 0.6
Choose MySQL Choose PostgreSQL Choose SQL Server

Want more context on the Cloud SQL database engines? Learn mor

d) [Instance ID] 71 —JLRICAAL. A—HF—DNRT—RKEANALET, /NRAT—REZHRELTEL

TLEETW, 41X Z VXD SQL Server N—C g3V EERLET, BDEICIGL THOBREZ RV EE

TLEY, B
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= Google Cloud H Sear

< Create a SQL Server instance

Instance info

Instance ID *
testinstance

se lowercase lette umbers, and hyphens. Start with a letter

Password *
sesesesssnces &  GENERATE

Database version *
SQL Server 2019 Standard -

Choose a configuration to start with

These suggested configurations will pre-filthis form as @ starting point for creating an
instance. You can customize as needed later.

@  Youve made changes that override the selected configuration. RESET

@ Production

ptimized for the cal workloads. Highly available, performant, and durable.

O Development

Pes tbi
v CONFIGURATION DETAILS

Choose region and zonal availability

For better performance, keep your data close to the services that need it. Region is
permanent, while zone can be changed any time.

Region
us-centrall (lowa) v

Zonal availability
@ single zone

f outage, no failover. Not nded for productios

O Multiple zones (Highly available)
PR o ancte 2 WY ted region. Recommended fo
juction inst Incr

Primary zone

Any v

A HIDE ZONES

Summary

Region

DB Version

VCPUs

Memory

Storage

Network throughput
(MB/s) @

Disk throughput (MB/s)
2]

oPs @

Connections
Backup
Availability

Point-in-time recovery

Q Search

TQ@o @

[EJ HELP ASSISTANT

e) TYRAVRIZNTU YU IPTRLRZEIDET, A Y RAVREHTI 2ERBINRY hT—0

®/ELFT, [Network] 7 r—JLRiZ. Session Recording #—/N\—H40 > X b—JLEThTW3

RIVDIPT7RLZAZANALET, fl:
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Google Cloud > -
< Create a SQL Server instance

Customize your instance
You can also customize instance configurations later

Machine type

Machine has 4 vCPUs and 26 GB of memory.

Storage

Storage

Storage size is 100 GB, and will automatically scale as nee:

Google-managed key enabled (most common)

Connections

Choose how you want your source to connect to this instance, then define which
networks are authorized to connect. Leam more

You can use the Cloud SQL Proxy for extra security with either option. Learn more

Instance IP assignment

[ Private 1P
an intemal, Goo

Assigns

quires additional A

pe s. Cantbe more
Public IP
Assigns an external, inte Requires using an auth
or the Cloud SQL Proxy nce. Learn more

Authorized networks

instance. Learn more

New network

YYou can specify CIDR ranges to allow IP addresses in those ranges to access your

Search (/) for resources, docs, products, and more Q search

Summary

Region
v DB Version

vCPUs

Memory

Storage

Network throughput

(M8/s) @

Disk throughput (MB/s)

(]

ors @

Connections

Backup

Availability
Point-in-time recovery

Name
[ test

Use CIDR notation 2

ADD A NETWORK

Authentication

No Active Directory domain selected

Data Protection
Auta tic

Instance deletion prote

ckups enabled. Point-in-time recovery

tion enabled

ia transaction logs) disabled

CANCEL DONE

v

us-central1 (lo

ver 2019 dard

ite: 3,000 of 15,

Public IP

Automated
Single zone

Disabled

Qo : P

{5) HELP ASSISTANT

f) [CREATE INSTANCE] 22U v L. BOMEEET,
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Customize your instance
You can alse customize instance configurations later

Machine type
Machine has 4 vCPUs and 26 GB of memary.

Storage
Storage type is SSD. Storage size is 100 6B, and will automatically scale as needed.
Google-managed key enabled (most commen)

Connections
Public IP enabled

Authentication
No Active Directory domain selected

Data Protection

Instance deletion protection enabled

Maintenance

Flags and parameters

Labels
Nolabels set

A HIDE CONFIGURATION OPTIONS

CREATE INSTANCE [IIVNY=2TH

Automatic backups enabled. Point-in-ime recovery (via transaction logs) disabled.

Updates may occur any day of the week Maintenance fiming set to Later!

Add any database flags or parameters you'd like to apply to this instance. Default ™
collation is SQL_Latin1_General_CP1_CI_AS. Timezone is UTC.

g) ML LTcA Y REYRADR=S T, NTUw I IP7RLRAERDIFTTREELET,

= Google Cloud

g sa

PRIMARY INSTANCE
B Oveniew

9 Connections

it Users

[l  Databases
)  Backups
i=  Operations

- ‘ Search (/) for resources, docs, prod

cts, and more

Overview /' EDIT & IMPORT & EXPORT ) RESTART
Allinstances > ftestinstance
@ testinstance
SQL Server 2019 Standard
Chart
CPU utilization
utces S00PM  1000PM  Mays  200AM  400A
<) Connect to this instance
Public IP address
1]
Connection name
1]

Need help connecting?

Review the documentation to learn about the many ways to connect
1o your instance. Learn more

31 Suggested actions

- Create abackup

~> Enable high availability

Q_ Search

m sTOP W DELETE

@ o : P

B) cLoNE

[E) HELP ASSISTANT

1hour 6hours + 1day 7days 30days Custom w

1000AM  1200PM

A configuration

VCPUS Memory
4 26 GB

Qxli
2009 400Pw
SSD storage
100GB

@ Database version is SQL Server 2019 Standard CU19

«» Auto storage increase is enabled

@

Automated backups are enabled

Point-in-time recovery is disabled

Instance deletion protection is enabled

Located in us-central1-b

Not highly available (zonal)

| > & @

Database flags and parameters

h) SessionRecordingAdministrationx64.msi %47 L T. Session Recording ¥ —4~X—X %1 >~

Ab=ILLET,

AU ZA=ILRISRDR—T T, ROBEZITVWET,
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« [Enablecloud SQL] F v oRwIREAVIZLET,

« [Instance name] 7 —JLRIZ. LENICIER L7 SQL Server 1 > X 2> XDNTV v IP 7
RLXEANALED,

e USURSQLEEBERENRT—REANALET,

ﬁ Citrix Session Recording Administration Setup — *

Database and Server Configuration

cifrix

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name |

Example: \SQLEXPRESS, compufer-name\SQLEXPRESS, compuier-name
top:xxxx. daiabase windows.net, 3342

Enable cloud SQL

Database name |

[]Use default database name

Cloud SQL admin |
name

Cloud SQL admin |
password

Session Recording
Server computer
aCCDIJI'It E"!'E“'I'nj."'E.' JOCANOSL 99'ﬁ5‘|r‘-£‘ﬂT|PL'|'E"-“ETrE

< Back Mext = Cancel

Session Recording 07> > X ~—JL

H—N—%T7—UXF—>3>h5 Session Recording > R—x> #HIT 31C1d. Windows 0> +O
—IRFNDOTOATSLDT VA VR M—ILETISHIRA T a >z ERL 9, Session Recording 7—42~—
2EHBIBRT BICIE. 1V X F—ILEECRA L SQL Server »#&%EIER securityadmin & £ U° dbcreator BA%ET
ED

tFXalTq LOBHICED, AVR—RY ATV YR M—LENRBICIZEREODI T —2R—XUFHIR I N
Ft A
Citrix Analytics for Security r o#&

Session Recording 4t —N\—%#m L T. 2—4%—— x> k% Citrix Analytics for Security IC2ETE £ 9,
Citrix Analytics for Security IZ. COA—H—aIRY FEUIEL T, I—H—0OEEICET 2 RAMNARR L IRME
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L£Y,

FtRREIIC. UTFZREEL T ETL:
+ Session Recording #—/\—ld. ROT7 KL LTI ZHELHD T
- https://*.cloud.com
- https://*.citrixdata.com

- https://api.analytics.cloud.com

+ Session Recording BRTId. REE1 V2 —3y MEGAICKR— ~ 443 ZBM T IBELHDET, xv k
D—oEOFRTOTIOFIH—/NN—IE. T Citrix Analytics for Security £ DEE%HFA T I HEHL H
D&ET,

« Citrix Virtual Apps and Desktops 7 1912 LTSR #FB L TW3 B &, HR— kT TW3 Session
Recording ®/N\—2 3 1% 2103 LI T Y,

Session Recording *—/\—% Citrix Analytics for Security |Ci£45: 9 %

1. CitrixCloud icr>1> L £,
2. Citrix Analytics for Security # 8213 T. [Manage] #2Uv o L %7,
3. by ZN—h5 [Settings] > [Data Sources] 2w oL %Y,

4. [Virtual Apps and Desktops- Session Recording] *+-r ~ 71— R . [Connect Session Recording
server] z7 Vv I L&Y,

Session Recording G
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5. [Connect Session Recording Server] X—>T. Fx v U+ ERRAL. INTOXBEBEHZERL
9. HABHFZERLEZWVES. [Download File]l 7> 3 v IdEMICHD X7,

Connect Session Recording Senver X

6. Fy b7 =2 7OF>HY—N—1H3HEId. Session Recording # —/\—d SsRecStorageMan-
ager.exe.config 7 7 A JLICFOF 7 RLAZENALET,

7 71 ILIZRDBFERICH D £9: <Session Recording server installation path
>\bin\SsRecStorageManager.exe.config

frrezld. RO &S3IC D F£d: C:\Program Files\Citrix\SessionRecording\
Server\Bin\SsRecStorageManager.exe.config

|1 SsRec StorageManager exe config £ | %

<?xml version="1.0" encoding="utf-8"?>
'L<::nflqura:1c:>
<startup useLeg
<supportedR
<supportedR
</startup>
<appSettings>
</appSettings>
<system.net>
<mailSettings>
<smtp from="yourEmailfaddress.com">

tionPolicy="true">
v4.0.30319"/>
v2.0.50727"/>

<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
</smtp>
</mailSettings>
<defaultProxy en ed="true">
<proxy usesy
</defaultProxy>
</system.net>
=] <runtime>
<generatePublisherEvidence enabled="talse"/ﬂ
</runtime>
</configuration>

default="False" proxyaddress=" bypassonlocal="True"/>

7. [Download File] #%1) w4 LT, SessionRecordingConfigurationFile.json 7 7 (L& & > >0O—R
L&Y,

A

COT7AILICIIERIBRIASENTVWET, 77 1IN E2LR2RIBRICEELE I,

8. Citrix Analytics for Security (23479 % Session Recording 4 —N\—IC7 71L& IE—L £ T,
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9. BRICEE® Session Recording # —N\N—H% 315813, #EHEITZIEY—N—ICT77ILZIE—L. FIE
IS TEY —N—ZBHTIVEDNHD X T,

10. Session Recording #f—/\—T. ROAIYY RERTLTREEI>R—rLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>
<!--NeedCopy—-->

f51:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json
<!--NeedCopy—-->

11. ko—ExzEBEEHLFT:

« Citrix Session Recording Analytics #f—E X

+ Citrix Session Recording Z kL =YY %—J v —

12. BEHAEREICSET Lz, Citrix Analytics for Security IC#881L T, #EIhTL 3 Session Recording
H#—N—%FKLL %7, [Turn On Data Processing] - 1J w4 LT. Citrix Analytics for Security nF
—AEMIBTEIBZLSICLET,

i

Session Recording #—/N\—/\— 3> 2103 #7213 2104 ZER L TW3HEId. &I Virtual
Apps and Desktops v > 3 > % &8 L T. Citrix Analytics for Security TE#HIhTWV3
Session Recording # —N\N—ZRRTBBEHHODFT, T5LARVE, HEHEINTLS Session
Recording #t —N\—HRRINFEA. COEMHIE. Session Recording #—/N\—/N\—2 3> 2106
DRgICITERA TN EE Ao

BGICNIBRZRTI S

H—N—DRERIE. BRHIPRILIZHBEICDH Session Recording 1 b A— RICRRINFET, Y1 FH—RIC
i, Citrix Analytics for Security & DGR L iBREA Y —N—DHEHRRINE T,

HEID'RIN L e B Session Recording # —N—H'&RRSNBWBEIE. TiERME# Session Recording 7 —/\
—NEGICKB T2 ORSTNa—FT12I0EI2 a3y eB8RBLTIEIL,
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Session Recording G

Y4 hH—RTEBDE%E ) v LT, Citrix Analytics for Security TES SN TV R —N—=FIL—TE R
L%d, = xiE. 1Session Recording Deployment =27 1) v o LT, #EHINTWVWS 1 DEIFEROY
—N—=JIL—TERKLET, & Session Recording tH—/\—id. X—2Z URL & ServerGrouplD TRRIN &
ER

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

Page 1  of1 Srows v

RELIEARY FERRT D

T b A—RICIE. G TN Session Recording BRE. ChoDERNSEBE 1 BEICRELLIAY MHR
RENEF, ThiE. T7 4L bOROERE T, 18H (1W) £BIRLT. T—22RRTZCHTEE
Fo BELIEARYLOEZIVYI LT, LT —EIBRER—DICTARNY FZRELET,

F—RNBEEMICT R . Y1 H—FKIC Nodatareceived X 7 — 2 ANRRINBBEENRHBDET, DX
F—RRE KD 2 DODIBHTRRINZT:

1. IHTT—ZUBEFVICLEBE. 1Y LA Citrix Analytics D1 RY CNTICELRET 3 F TICEEREM
b £F, Citrix Analytics I R> 2 FEF 5. R 7—4% X Data processingon iZXEH D 7,
LIFS KB ->THRAT—E AW T S5AHVESIE. [Data Sources] R—JEFEFH LTI L,

2. Citrix Analytics i3, BE 1BRICT—42Y —INSARY M EZELTLEEA,

Session Recording #—/\—%3EMY 3

Session Recording #—/\—%BIMT 3ICIE. ROVWFIHERITLET:
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+ [Connected Session Recording Deployments] X—> T, [Session Recording Server N DiE4:]
20V vILET,

“ Connected Session Recording Deployments

« [Virtual Apps and Desktops- Session Recording] #-f hh1—R T, #DEKIES W) #oUwoL
T [Session Recording Server ANDiE#E] #EIRL T,

Session Record Turn off data processing

0S
' Connect Session Recording server

Received Events: 0 H W

No data to display

FIBICRE > THER 7 71 )LEH 7 >O— K L. Session Recording #f—/N\—%#EL £,

Session Recording #+—/N\—%Hlfx9 %

Session Recording #—/\—%HIB&d 3 ICIE:

1. Citrix Analytics for Security T. [Connected Session Recording Deployments] X—J(Z#8#L.
HIRR 9 30— N—EBEZERLEX T,

2. #ito&wgsEs () 221w o L. [Remove Session Recording server from Analytics] %R L £
ER
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“ Connected Session Recording Deployments

Session recording servers

3. Citrix Analytics »* 5 HIBR L 7= Session Recording #f—/\—T. ROIAY Y RERTLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
<!--NeedCopy—-->

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations
<!--NeedCopy-->

TR —RQOT—RNBEAVEIFFTICTS

HEDT—2Y—2 (Director 5LV Workspace 7 7V)) OF—ZBHZ WO THELETEET, T—F2YV—XD
YA b H— R THOLIEES (B) £ v o L. [Turn off data processing] #3%RL 7, Citrix Analytics
. ZOTF—EY—ADOT—2QUNEBEEIEL F9, Virtual Apps and Desktops 1 kh— RHh 5 F—240E%
FIETZIcHTETET, JDF TS 3 >id. Director ¥ Workspace 7 7V OBADT—H2Y — A TERTE F
ED

F—2NBEEBEAMICT SICIE. [Turn On Data Processing] #2Uw o L %9,

¥ & h7- Session Recording t —/N—HEFHICKK T B
#¥mi#&. Session Recording #+—/\—#t Citrix Analytics ICIE#TE £ A. L7zh>T. Session Recording
A M A—RIZEBREAOY—N—DREINEE A,
COMBDNZINSa—T4 7% 1T5I1CIF. ROFIEBZETLET:
1. #mE# D Session Recording #—/N\—T. &® PowerShell v FERFTLTIZAITY RISV
ID (CMID) =FERL %7 :

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid
<!--NeedCopy-->
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2. CMID A= DHEIE WELIENRICRDOL A MY T 7L ZEBMLET:

LYZRVUE LPZRJDINZR -3 &

AuditorUniqueID Computer\ XF5 UUID ZEXAHILE T,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCdmgpubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/

3. RO —ERzBREHLET:

+ Citrix Session Recording Analytics #—£ <

+ Citrix Session Recording Z kL =YY% —J v —

FEtE Y g OEE

July 5,2024

nETtyYayoREid. BERYY—ICARLEE Y Y a Y OBBRICERRICEAIN. Eyia hRTT
BLEBBIELELE LTS
7.18 U —2 LR, Citrix TldgMAtEy > a3 Y OREEENENTNTVET, COMEEEZFERTI . Evia
YHWDTH, BEDI—H—DEHITIBIED LYy a v EdEROtE Yy a v OREEHREIIEFLETEE
ED

E:

WEEN ERICEIET B 7-IC. Session Recording. VDA. Delivery Controller #/X\— 3> 7.18 LIB&IC
Ty TTL—RLTLREE L,
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BNty a v OREZEENIIIBENICTS

Session Recording Agent IZ. #EEx BN EIFEMNICTEIHDL I A M UEHBIIEIATVWET, JOLTR
FUEIET 74 ETLICRESINTWVET, 2F0D. COBEIZT 74 FTEMICHE>TULWETD,

COWEREZ BN EIZEMNICTBICIE. ROFIEZRTLET:

1. Session Recording ®-f > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLY> Y DE
BErLTOIAYLET,

2. LYZAKIIT A Z—ZHEET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor) #&2BL %7,

4. DynamicControlAllowed &% 0 ICRET 3D T 74 MED 1 %#FRALET,
1. NLREEEINICTS
0. FNLBREZEMNICT S

5. Session Recording Agent Z B2 L T. REZMEESE X7,
MCS 713 PVS 2R L TEBEL TV 3BEIE. YXFZ— I X—JTREZLEEL. EMERTLTEEZ
BMLFET,

T

A .
=

LYZAMIIT 42— DhmEERZ L. RAUGMENREET ZA8MENH O Windows DF-1 > X b—JLH
MBEBIZBDIHBEDLHDET, LIRMIITA2—0OFRICELZEEICH LT, Citrix TRR—IEEZEVL X
Tho LIXAMIIT1E—Id. BEROEFRLAMOEETIHERALLIEIV, Floo LI MU T 71ILON
WITYTRERLTHS. LIRMIERRELTIEIL,

Citrix SDK T PowerShell 27> RZEBL THNICEEZREIIAE/-I3ELETS

Z OEIRY7: Session Recording #gkld. # > 7L = X¥EtE L Citrix Cloud BIEOmA THERATE £ T, 70 FL =
ZIRET C DaexE R 3 ICiE. Citrix Virtual Apps and Desktops @ PowerShell SDK % L £ 9, Citrix
Cloud IRIETZ D= FEAT 5IC1E. Citrix DaaS Remote PowerShell SDK (IB#F Citrix Virtual Apps and
Desktops Remote PowerShell SDK) ZERL 7,

AYRM=ILLTHERATS SDKZRET BICIE. SRERY > —%IER T 5 & FICHEE L7z Delivery Controller 2
EBELTLETL, CitrixCloud BT v 3 % 8E T 57-0IC [Citrix Cloud Controller] ¥ v oKy
9 2% F I LTEEIE. Citrix Cloud BEiRIEHRE R T 2 HEBLHD £,
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@ Delivery Group or Machine Mame Cueries

[El Create Query et
Site: Address: Citrix Cloud Cortroller
Erter 3 sfe addess
(@ Delivery Groups () Machines
|&ma&mWGmwmm
Create Cancel
Close

A

Citrix DaaS Remote PowerShell SDK # Citrix Cloud Connector ¥ >IicA > XA b—=JLLAEWVWTL IS
Wo BILUY —XDJEARD K X1 VU BINFEAY S VIClE. Remote PowerShell SDK &« > X b—)LTE &
T, COSDKDIOAT>Y KL v kid. Cloud Connector TIzERTLAVWC e EZHE#HLET, “nid. SDKD

1#21£1C Cloud Connector B8R L AW®H T,

RORIZ. IWEEYya > oBEEDOHICEAD Citrix SDK TEERETE 3 3 20 PowerShell v > RT9,

avrr

B2Ek]

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

REDTIT«7Btysav. 707« Bty 3
V—HE. FRBBEOI-—H—ICLoTHEI Nt Y
2avOREEBRBTEET, L <L Get-Help
Start-BrokerSessionRecording%z®1{T
LTORYREDFAYZAIANILTEZERLTLIET L,
BEDT7IT17Btyiary. 707« %Btvea
V—E., FRIEFEOI—H—IlLoTHEBIN LY
LavOREEELETEET, #L I Get-Help
Stop-BrokerSessionRecording%®f7L
TAXYERDAYZA AT ZBRLTLIEIW,
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avrk

Get-BrokerSessionRecordingStatus

A

REDT V71 7ty a>yoREBREZRSTE £
T, L <& Get-Help Get-
BrokerSessionRecordingStatusz®fTL
TIOIYRDAYZAUANILTZBRLTIEEE L,

e ziE. A—F—HREEZREL. 21 LU —BFR— FHPBERISEE. COMEZERAL THNICI—F—D
TOTA4TBEysavOREHRIIATEEY, STTREZBEL T FHAIS TN a—TFTr VI 2RTTE

9. UTORMEZRITTTET:

1. (Citrix Virtual Apps and Desktops PowerShell SDK o5& 0 #) Citrix Studio 2> v —JLh5 Power-

Shell zE2gL 9,

CommonTasts | Actions | Powershol |

e [actors |
LM CITRIX Gitr Shudio (V1_08) -

i) Refresn

B e

(=]

2. 8=y rA—HF—DIRTDT7ITF1THhtyIareERETSICIE. Get-BrokerSessiondvy

FeERALEY,

EX Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe

Files\Citr
Files\Citri»

Files\Citrix\Desktop S

Dt_asktcxp
lAppTication

Program Files\Citrix\Desktop Studio:

ws 2016
ws 2016

C:\Program Files\Citrix\Desktop Studio>

t-brokersession WKAOE\testusert
d

s.sessjonstate

\Program Files\Citrix\Desktop Studio: - . sessiontype

3. Get-BrokerSessionRecordingStatusa~v> rREFERALT. IBELTEY S a > ORERESE

BELET,

PS C:\Program Files\Citrix\Desktop Studio>

ssionNotRecorded

C:\Program Files\Citrix\Desktop

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop

Get-BrokerSessionRecordingStatus

> Get-BrokerSessionRecordingStatus
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:

-Session /NS X—%—|Cl3. —EIC120tv> 3> UID oaxEFERTIZXT,

4. Start-BrokerSessionRecordingdY>Y REFEALT. BEZHALE T, T 74 FTIE ]
ERMEZBIMNT B2 A v E—IPNA—HF—ICRRFINET,

xOEIE. Start-BrokerSessionRecordingadvy kRT3 —MRIEFAERLTVED,

avUR A

Start-BrokerSessionRecording - DomainA £ WS E#ID K X+ >ADI—H— (UserA)

User DomainA \ UserA DIRTOEYIa>OREZRMEBL. UserA (B L
E

Start-BrokerSessionRecording - DomainA £ WS FFID R X1 YADI—4— UserA

User DomainA \ UserA -NotifyUser DITRNTOEYyIa>oRFEzmMigL. UserA [ZBRIL

$false FtAo

Start-BrokerSessionRecording - $SessionObject Lt WS BHIDF TSI FDITARTOD

Sessions $SessionObject Tyl avoREzhEL. I—H—ICBHLET. 7

7212 bk $SessionObject #EET 3 ICid.

$SessionObject=Get-BrokerSession -

username UserAzR{TLEY, 7721V RD

BIICIRRLERS (§) PMIFEd, #L< FIE2EL

VARV RDOAYSAINILTEZBRBLTIIEST W,
Start-BrokerSessionRecording - tv>3> (UID1,UID2,--,UIDn) oiRE %Rk
Sessions uidl,uid2,--,uidn L. A—H—IS@HLET,

5. Get-BrokerSessionRecordingStatusav>y rREFERALT. §4—7v by 3 Y ORER
REEEEL £9, IRREIL SessionBeingRecorded X > TW3 139 T,

6. SA7REFEIFTEREEZBEL. HFHL NS TN a—Ta VI ERITLED,
pE
Stop-BrokerSessionRecordingd~v > RTET LIc=L2REEZBE 95 L. Player 0
TTRREN—TEA LA VOREBEOEID A VHIMBRRICHED EDHHBDET, LT, BREINTE
Ty avOREBOEI I VUNTA RIREICAE>TVWEYT, BFESINEY > aVI—EDTIT
1 ET D HZBEIE. HSHTIEHD £ A,

7. MESNMBEIMLEINHRINZHE S, Stop-BrokerSessionRecordingav >y R%EfE
BALTREZELELEY,

ROFRIE. COARY RZ2EAT 3 —ROLHZRLTVET:
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avrk

A

Stop-BrokerSessionRecording -User
DomainA\ UserA

Stop-BrokerSessionRecording -
Sessions $SessionObject

Stop-BrokerSessionRecording -
Sessions uidl,uid2,--,uidn

DomainA t WS ZEID R X1 YADI—H— (UserA)
DIRTOEYIaVOREZFELELET,
$SessionObject DITRTDEY S 3> DFEEFIEL
£7,

w3y (UID1,UID2,--,UIDn) DiFE%ELE
LF¥J,

CitrixStudioons @@ Tld.Start-BrokerSessionRecordingadv > R Stop-BrokerSessionRecordi

ARVROHEROVERRTEEY,

=139

July 5,2024

& Citrix Studio - X
File Action View Help
o= xm
[ Console Root . Actions
Logging =
LD Search
Machine Catalogs || Adminisirator Main Task Start t | End Status ’ Preferences
£ Delivery Groups * Today [E] Create Cust...
] Applications APRO\gh Stop Recording of Session 'SDAEQ3ES-E14E..  820/2020:3:56:13...  8/20/2020: 356:13...  Successful $¢ Delete Logs
f"""_e‘ APRQ\gh Stop Recording of Session "4DDS7787-DDE...  8/20/2020: 3:56:00...  8/20/2020: 3:56:09...  Successful View ,
s oggint
v 8 Co?'l?ig?ration APRO\gh Start Recording of Session '5DAE93E5-E14E..  8/20/2020 : 3:56:05...  8/20/2020: 3:56:05...  Successful Refresh
- £ Administrators || 4PROAgh Start Recording of Session '4DD67787-DDE...  8/20/2020: 3:56:02...  8/20/2020: 3:56:02...  Successful & Refres
Controllers APRQ\gh Stop Recording of Session "ADD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful Help
Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
¢ Licensing APRQ\gh Create Machine 'Styx VDA1_1" in Delivery G...  8/20/2020: 1:22:55...  8/20/2020: 1:22:55...  Successful
g ;“"E;';’"LI vil| APRQ\GD Create Delivery Group 'Styx VDAT' 8/20/2020 : 1:2254...  8/20/2020: 1:22:55...  Successful
a ublisnir|
0 Zz:as APRQ\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
5 B Citrix StoreFront APRO\gh Create Machine ‘Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRQhgh Create Delivery Group "Styx VDA2' 8/20/2020: 1:19:59...  8/20/2020:1:20:02...  Successful
APROQ\gh Create Machine Catalog "Styx_VDA2' 8/20/2020 : 1:18:30...  8/20/2020:1:18:51...  Successful
b ‘esterday

CDEITa>TIE ROREZEHT BHDFIEZHAL E9:

+ Session Recording Agent Dz&7E

- BREOBEMUEITEIKL
- Session Recording #—/\— & OIZEGHDIER
- BEZ7OMIILOER

+ Session Recording #—/\—DH5E

- 1—H%—0DER
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BREBHIAYE—CDHRXEZIT1X
BREDRFIZFIDIEE
BREIDT 71 LA XDIEE
TORIWNEBRZOEML I TISEML
CEIP ¥ Google Analytics

o KYs—

Session Recording K1) & — D&k
BREORER > —OHERK

AN MEHRY > — DR

- ARY MRER) S — DB

s SAAMCEREDTE

- Session Recording # —/\— D &R 5EK
- TAR—IEAREOHEK

Session Recording Agent DR EDERR

July 5,2024
COEIIaVTIE ROBEICDODWTEHBLET:
o BREIDEIEIISEIK

» Session Recording #—/\— & OEHDOIERR
o BETOMIILOEBR

BEOBMUIITEIL

July 5,2024

RILFEya> OSVDA o> JILtwy 3> OSVDA OFEAIC Session Recording Agent 1 > X k—JLL
T. ThoDVDATHRAPEINZ LY 3V ZRETEEY, 1A M—IL%ED VDA TREZBMICTBHESH
DFEIF. Session Recording Agent TITWF 9, BREZEMICT B L. Session Recording ic& b7 o717
BREBEARU S —DFHEINET. ORIV P—ICEDBRERROEY > 3 VHREINET,

BREXMRUIDO VDA TEEY > a v ORBEZEMNCTZL2HEHLEY, BENMTONRITH. NT+—T Y
AR BZE5ZFT,
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% Session Recording Agent Properties — -

Recording Connections  Lossy Video

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording
Select this ophon to allow third party applications to inject custom data

into the recorded session while recording 15 in progress. This data is
available during playback.

] Allow third party applications to record custom data on this VDA
machine

Compressed recording

Select this option to enable compressed recording for parts of Thinwire-
transmitted session screens that are not H.264 compressed.

Enable compressed recording for Thinwire-transmitted session
[ screens on this YDA machine

0K Cancel
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LII!E'_; Session Recording Agent Properties — >

Recording Connections Lossy Video

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option 15 not selected, session recording i1s disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording 15 in progress. This data is
availlable during playback.

Allow third party applications to record custom data on this VDA
L] machine

Compressed recording

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

] Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine
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Recording Connections Lossy Screen  Player

Video fluency: Low
Videc image quality: Low
[-Frame interval:

Image resolution scaling: 1.0
Cursor refresh rate: Low
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E’: Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Codec settings

Video fluency: Low e

Wideo image quality: Low w

[-Frame interval: '

Image resolution scaling: 10 -
Cursar

Cursor refresh rate: Low -

Cance

BEICIGCTEEA T3 zfABTIES, RRIEZEEITIHENBWVRD, T MEZERTZ %
BEIHLET,

EfEA T3 YOHBICOVTIE. ROKRZERL TRET L.

EEA T ay A T7#ME AR

ErtndshE (FPS) Low: 1. Medium: 5. Low -
High: 10

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Session Recording 2402 LTSR

EEA T3>

ETFFoE&E

| 7L — LR ®)

ERDBBEEDI T —1) >
5

h—vVioUTLyal
— bk A #&H7hDE)

A T7#IME

Low: bitrate:140 Low
(kbps). Medium:

bitrate:280 (

kbps). High: v+

L—t: 420 (kbps)

60. 120. 300. 600. 600
1200. 1800. 3600

1.0. 0.9. 0.8. 0.7. 1
0.6. 0.5. 0.4

Low: 3. Medium: 5. Low
High: 10

AR

Session Recording T
iF. EFFOEY FL— K
DIYI—RICHIEY b+
L—bk (ABR) ZfEAL %
To EHARZTVEE. E4E
EHMEL<BDET, ROL
DR UzEEL T,
40kbps~80,000kbps @
HRAZLBEZRET B
HTIET:
HKEY_LOCAL_MACHINE\SOFTWARE
| 7L —LEROENKRE
WEE. EEEhicETH
N ZEEAINET<H
D&Y, | TL—LERO
BEAVNETWEE, ¥—0D
BFE (BEDEEER
L) pALtLET,
FRESNCEEOREGEZ
N—t>T—THRIFSC
EHTEIEY, fcERIF.
0.9 13 90% Z =Mk L &
Yo BEEZEEBLILA
WEER. 77 2L MED
lLOZEALEY, RDIG
FAITLY R MU ZREL
T, BGOBGEDRT—
V2T ZRETBEDT
TFET:
HKEY_LOCAL_MACHINE\SOFTWARE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

111



Session Recording 2402 LTSR

BRI =T BT B

July 5,2024
BEY—7ICED. BEFRICICABEREDTES—>a>Z25RUTIET, ChUSED. BEY—ITIoZRY
IVZABKIEICALELET,
A
S&E>—Ulk. [Session Recording Agent 0 700 /X7 ] THEENBEMICAR >7cBICBEIhIcEY> 3
VI L TOHBEMTT,

BRY—IZEBMICTB

BRY—IEZBMCTBICIE. ROFIEZRTLET,
1. [Session Recording Agent o707 <] @ [FL—V—] 24T72RI £,

2. [BE—IUZEBMCTB] ZFRL. | TL—LZERTZEEZEHEL I,

SATFLEED | 7L —LRERERINT3ZrdH. HREL|1 7L—L (FEfL, 10~1,800 #&E) %13
M3 HTEES, T7A4INMTIH SRATFLEED | 7L —LRER [F] 60#) BRSO TULETD,

SRATFTLEZED | 7L —LBROHBICDOWVWTIE. RORESBL TSIV

SRFLEHED | 7L —LRIE 198
Low 300 %
i 60 7
High 30

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112



Session Recording 2402 LTSR

s Session Recording Agent Properties =
5 Sessi ding Ag perti X
Recording Connections Lossy Screen Player

[~] Enable fast seeking
Seek settings

(@) System-defined |-Frame interval:

(O Custom |-Frame interval:

OK Cancel Apr
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Cifrix | Session Recording

Recordi
ecordines Preferences

Set your playback preferences.
Comments v

Administrator Logging v Player cache

Set the cache size you want the player to use for playback.

{8 Configuration ~ ———0 —o— —o— 32 }% MB

Seek options

Preferences

Enable fast seeking

Select this check box to improve the seek performance during playback
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77 #JL b Tl 2 —4 —Id Session Recording @ > X k—JLEFIC CEIP ICEEITEML £, Session
Recording 1 > X b—ILh5EB&Z 7T BEIC. IET—427 vy 7O—- R TbhEd,. CEIPOHITZXoU T3
DEMBBRTBICIE. UTZRITLET:

1. Session Recording #—N\—%KZX rF35I IO F >V L& T,

2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—D7O/F ] #RIRLET,

3. [Session Recording #—/\—D7O0/X7 ] T. [CEIP] 2%y oL%7,

4. [ARER—T VARV IYZAAETOTSLICBMTE] Fv IRV IREFTICLET,

5. Citrix Session Recording Analytics +—E X = BiEeg L T. REEZEICLE T,
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i_lzﬂh Session Recording Server Properties — >

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

Google Analytics DR E

Google Analytics zHE%1129 % . Google Analytics & Session Recording #—/N\—C OED/N—FE— T
— AN SR CICIETNE S, Web Player 01— —17817—4 % Google Analytics ICEfEdh&xd, 1
—H—178ICId. Web Player Zf<. Web Player TREZBES L URRIT B REDTITAETAHEENE
ED

Google Analytics 277 # L b TEMICH>TVEY (EU 0&EFHRZRR<). Session Recording d1 > X k—
IVEHTBIR L Tc 21 LY — Y FHidiga EU ICB L TW3EE. EU osEH L BAIh. Google Analytics 1
TIAIETEMIAR>TVET,

Google Analytics Z B EIFBMICTBL X MURE:

#%BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
#Z#i: CeipHeartBeatDisable

fEDT—%: 1=8%H. 0=H%

Google Analytics Z&#ic g 3ICld. UTE2RTLET:
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[y

. Session Recording 4 —N\—%2KZA T3 ICOTF >V LET,

2. LPZARIITF12—2HTET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\s 28BL£7,

4. LY X kU1E CeipHeartBeatDisable Z#Z /- IZBML 7,

5. CeipHeartBeatDisable 0% 1 ICBREL T,

6. Citrix Session Recording Analytics 4t —EXZBEEH L T. REZEMLF T,

Google Analytics ZB#ICT BICIE. UTERTLET:

. Session Recording #—N\—%KZX rF3I> IO F >V L& T,

1

2. LYRAMIITA2—2HTET,
3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\1 #8BL %7,
4. LY U fE CeipHeartBeatDisable #§|iz 330 EOT—2% 0 ICREL X T,

5. Citrix Session Recording Analytics t —EXZBEE L T. REZBMLFT,

Session Recording —N\—H'S5INEINZT—4

MORTIF. PESNZEBOBROBEOHZEBNLET, T—FTE. BEREZRETZIXRTOFHAIIEFN

FEA
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machine_guid

0S_version
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T—RDRETOI > V= #HA,
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b7 —% 1 Google Analytics (2i%
EENhET,
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SRS_version

application-recording
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dynamic-recording-
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recorded-agent-number

event-logging-enabled
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event-logging-
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admin-logging-status
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INET,
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Analytics ¥ CEIP o@AH G %
BaE. TANREINES,
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BaE. TANREETNET,
(OVRBBINTARY FERD) ]
B7 71Oz RTER, Google
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F—gAA Y b
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OJsERSNicA R O

ARZ LR —D¥

aEDIBOBEIL

BREOHER > —0EMY

collected-events-
number

customized-policies-

number

load-balancing-status

rbac-status

OJ@BINTcARY FOBETRT
B#., Google Analytics & CEIP
OEADBEMRIZE. T—FHNEE
INFEY,

7124 Ly Session Recording K1
S=BLUVAIRY ORI —D
xR I EH, Google Analytics
& CEIP o@mAHEMRIZE. T—
SHEEINET,
BESBOBMUERIEF. T1)
3Bx%E 101 BEDZEEHERLEFI,
Google Analytics & CEIP @7
DEPEHBE. T-2HEEINE
ERS
BREOBER) > —0BEMHERY
#F. T 3Bz 101 I3EDER
kL %9, Google Analytics &
CEIP omAMBHEHBE. T—%
MNEEINE T,

BREBHAYEL—SDHRXEZIAX

July 5, 2024

TOT a4 TRFBRER) S —DBMNA YORETEY >3 Vv eRET BHE. 1—F—BERBEREANDLIRICRE

BHZRITED X7,

+ [Session Recording #—/N\—7O0/X7«] © [@H] 27T [T rRI1—-H—btv>a>oiRExE
BTEBLSICTB] HEMIHR>TWVWBRIFEE. T4 FOBHIX Y E—JIFRDELSICRREINET !

Session Recording

Your activity with the desktop or program(s) you recently started is being recorded. If

you accept, click "OK", if you deny, click "Cancel” and the session will be disconnected.
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IVRIA—H¥-—DPEyla OREZEETIEZLSICTS, COMREICED, IR 1—H¥—-FtvaYy
EHTTBAICEY S I VBREORERHEICHATHNICAR I ZHENHD EFY, TV RI—HF—HEEFIEIC
EEd 3 L. Session Recording "E#MICA ST RETE Yy > a v GiTeINES, TV RI1I—H—HRE
FEEZESTLIEEES. 0ty a i3 TLET,

e [TV RIA—H—HEyv a > oRBEESTTEDZLSICTE] HEMTHR>TLWARWES. T74ILLDE
MAyE—JIF ROLSICRAINET, REMBLTVWSB TR by T LIZTOT 5 LTOREERE
LTVWET, COEBFICRIRTHIHEEIF. TR MYy TERRIETOTTLZEAL TSIV, I—H—H
[OK] 20w o3dc. D4 RUPBHLCLEY 3 >ZHITTIET,

T2 bOBHIX =2 VDADARL —FT 1 VIV AT LOEEBTRRINE T, BEICIHLT. 774
FOXyE—221 MILEAXA Y E—JANEEBTIET,
BIRLAEREOEETEBMAYE—CHERTEEHTIET, TOB XvtE—2081 ML XyE—IUFX
HBHREAIAXATEET, (ETIR3BAMA v E—CREERBILICLI DDA TYT, A—H—Ilid. I—H—HERL
EO—ALEEDSEBTBEHNA v E—IHRRINET, SEEEOBHX Yy E—JIF 774 FOBHIX vt —
TEDBERINZET,

BREBHNA v E—COHREZIAX

1. Session Recording 4 —/N\—%HKZA b FBIIICOTA Y LET,
2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—D70O/F ] #RIRLET,

3. [Session Recording f —/\—7O/NF ] T, [@HM] 275200 v o LFET,
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[% Session Recording Server Properties

Default message

Title

Storage  Signing Rollover  Playback Motfications  CEIP

[] Allow end user to deny recording of their session

Logging RE 1

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. i you ohject to this condition, close the desktop or programis).

Language specific messages

empty. Only the default notification mess

be used.

List of language-specific notification mess

T
Jcs 15

g
ge will

Add...
Madify...

Remove

Apply

X

k

4. Ly areREYIRICHATHLI-F—DORBZEMICTBICE. [TYrFI-—F-DtviaroiE

ZIEBTEIBLS5ICTD] Z2BIRLES,

[TV RI—H-—DEya>OREZELETEIBZL5ICTE] Z#IRTBE. TIHILEDOAYyE—IUAXH

WIELIcHDICEETINET !
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% Session Recording Server Properties — -

Storage Signing Rollover Playback Motfications CEIP Logging RE Y Y

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Allow end user to deny recording of their session

Default message
Title

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. K you accept, click "OK", if you deny, click "Cancel” and the
session will be disconnected.

Language specific messages

Add...
List of language-specific notification messages is
empty. Only the default notification message will Modfy...
be used.
Femove

Corcd | [ ool

5, T4 FOBRAX Yy E—CFEATZIHEIE. BEICIECTT 74U DX vE—IJ 21 MLEXyE—D
mxXELTEL. [OK] 27Uy I L TREEZTTLEY, sBEEOENX Yy - EAT BRI RO
FIBICEAF T,

6. [EEBEEOXYtE—Y] £ a>T Bl 22y LET,

7. Xwt—COEEEBIRL. XvtE—J 21 MLEEAXENALET, 1 DOSEBICOZIERTI S XA vE—
JIE1DTY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 126



Session Recording 2402 LTSR

Language-Specific Motification Messages

Select language:

Title

Motification message:

Cancel

HLOWAYE—YZRFANNTTIT 71928, ERFEOBAIX v E—U Ry I RCRETNET,

FORINBROEME T IAmM L

July 5,2024

Session Recording #—/\—X Session Recording Player £« > X b =)L LT VI, sEAE 21 VX ~—JL
TEEJ, slAZEE VX ~—JL T3 L T, Session Recording ICT 2L BRBEFID YT, BEEOEFaUT
1 ZBRUTEEY,

TIAIET, TORIILBRIZEMCHS>TVEY, REICER T S:EAEEHEIRY B L. Session Recording h
5 Session Recording Z b L—I YR —2 v —H—EXICHAMOIERMTE TN F T,

TORINEZDOBMK

Session Recording 4 —N\—% KX +g23I> O 4> LT,

[(RE—F] REVEIU v L. [Session Recording H—N—D7O/NF+] #BIRLET,

[Session Recording #—/\—D70O/XF«] T. [BR] 4720w o LET,

Session Recording Y R—3 Y b EA VR b—ILLEI S VOB TRESNBEZEMICT SHEHEZ
BRLEY,

> wnh
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795 L BEOFM

1. Session Recording H—N—%KX b 3T IcOFA > LET,

2. [RE—F+] RE>% V1) L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. [Session Recording #—/\—D7O/NF«] T. [BR] 4720V v o LET,

4. CEE] =20V v o LED,

AR MGELR— b

July 5,2024

HE

AR ESELR— b EX—)LTEREIIBEZITRAZZENTEET, IRV KEELR—FCIE. X—=ILOZK
X LTRAP AT STHEEN. CSVI7AIIUDRE T 7L LTEENE T, CSV I 7AILICIF. TS
FRARYISEE FVH—LIEZORERIGBEDIRY FOREHE—BHFEENTVET,
:
DRABLARY MEERIS—TARY MRBE LTA—IILBHEEIRLIZBETH. BROIRY NOFEE
ICEAT 2 EMEZITA N TEET, THHNRARY MOBELR— b, EROBH. FIXZF0mA % 1ER
TEET,

LT BRELVBEOARY MEELR—MIBENZFIP AN S TOHTY:
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citrix cifrix.

Session Recording Event Response Report
Aug B, 2023

Stataticn on responses SNgEeed by your et reRponas By,

Session Recording Event Response Report
Aug 7-Aug 13, 2023

Satisticy 6n retponses trigpered by your event responss policy

Databuis fil sde name selalonisdsntding -t
Derlnksase iNSLARCE NAME SESSHareeding-Ob

il Al et b E—— |
Email alerts Web Browiing IE— 5 Emadl alorty ferton w'$ .
TR —
Fils deleton S 15
157 Berlomence data - 12 23 ““"";‘: 2- 2
Anher 3%
DA SEreEn recodings Appvint oa— Dynamic soreen recordings m.ﬁppﬂal ._‘. [
Sassion locked Appuet o Sesgion kacked Popup window T 4
App wlarg -
‘Web browing = 15
50 Popasp wendow - 11 ‘IQ Web Eroweirg & 1
nher 3 Othed T
Basshand dehoonnedied Fg frangler T Seisions discannected Fie transfer & |

25 1

Soniand logped off My — 22 Sessions bogped off

45 Parirmance data & §

@=L ou can find the full list of events and responses attached 1o this email il Youcan tind the fulllist of events and responses attached to this email
T 4 s F ol re T 0 i fram C = 0 [ f

ARV EBELR—MIUYITESR CSV 77 LOFICOVTIE. MTFTORIU—>2 3y hESRLTES
(AN
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-~

& |2 EventResponses_9 21 2023.csv Open with v

A

User Trigger time Trigger description  Recording file Trigger type Trigger detail Event detail
XF4B5\Administrator 9/20/2023 3:21:50 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/20/2023 3:26:53 A perf C:\SessionRecordings\2023\09\19\i_fab04 and start screen recording when a is deteq
XF4B5\Administrator 9/18/2023 8:52:36 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 8:53:09 A perf C:\SessionRecordings\2023\09\18\i_3c71% and disconnect session when a isdetecte!
XF4B5\Administrator 9/16/2023 3:03:56 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 3:09:06 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 6:58:15 A web C:\SessionRecording WebBrowsing Email alert and lock WebBrowsing<SPLT
XF4B5\Administrator 9/20/2023 5:41:04 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:50:37 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:51:07 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:14:43 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:26:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:56:26 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:28:23 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:30:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:25 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:44:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:46:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:33:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:19:45 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:20:15 A perf C:\Sesi0nRecor®ngs\2023\09\19\i798cd( and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:26:17 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:18 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:52:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 5:41:33 A perf C:\SessionRecordinas\2023\09\19\i 98cdc and start screen recordina when a i

101

X=LTEESNARY FRELR— b2 ARFIFBERTRET 3ICIE. Session Recordingﬂ—/\‘—d)?"l:l
NTFERALTLA— 2T Pa—)LLET, [Emaill 27 THEEX—ILRELZEBRL TS

P

Session Recording #f —N—H'BESEAXTERINTLEHBEIF. Y—N—D1DTLR—+bEITY
a—)ILLET, ZNLYMDBEIE. & Session Recording #—N\—TX7 P a—ILEERL T,
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| Session Recording Server Properties - X
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud|*

Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email
O Daily
@ Weekly Thursday v

Email recipients: ||

Cancel Apply

Session Recording X kL —LK—

July 5,2024

=

Session Recording Z kL —J LAR— b g, B—F 3 EROBFHE S iz Session Recording # — /N — D&
EFEICEAL T, BRASHZRMLET, X—ILTRIETBIDOLR—FCIE ROESBEAAD T I MFv— A

EXUEER
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= SERVER

Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A 4% over previous week
1 6 O G B W -14% 1 234 A 170%
Slorage used Sessions recorded

Total size of all recordings (GB)

501 oy
454
407
360
Apr G Apr 7 Apr g Aprg Apr 10 Apr 11 Apri12
Wed Thu Fri Sal Sun Maon Tue

Storage usage per day (GB)

a
Lo FEPEEPEEEEEEEE  SEEEEREEEEEREEY BRI
| I I
0 I
Apr G Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr12
Wed Thu Fri Sat Sun Mon Tue
— J-day average @o====-- Weekday average

MNumber of sessions recorded per day

213
142
TI I I
0 |
Apr 6 Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr 12
Wed Thu Fri Sal Sun Man Tue
- J-dayaverage  ===-=- Weekday average
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101

X — )L TEfE I N/ Session Recording R bL—SYLAR— b EBEXRELIFBERTEET 3IC1E. Session
Recording 4 —N\—07ONT1 ZERALTLA— 27 Pa—I)LLET, [Emaill 27 THREEX—ILREE
MR LTS IZT W,

A
Session Recording #t —N—H'BEHHHARX TERINTWVWIEEIF. T —N—D1DTLR—rERTY
1—I)LLET, ZhIMDBEIE. & Session Recording H—N—TR7 a2 —I)LZER L £7,

|35 session Recording Server Properties - x
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud |4 %

Storage report

This option allows you to receive s!orage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

[ Send storage reports by email
O Daily

@ Vieekly Thursday v

Email recipients: ||

BED T 71T 1 XDIEE

July 5,2024

BRET 7 TINOTAIDBKRELABZICONT, 40O FICEELADHD. BERICO—IRF14—%2FALT
BEEMEEEIDLSICRIGINBLARDEY, 771U Y A AZ2HHAITBICIBT7IIILOLEWMEZERELE Y,
BRET 71D ORRISET B L. Session Recording IC& > TT7 77 IILHEAL 5h. REEZFITT S7HICE
M7 7AIDMERSNET, COREEO—ILA—N—CHFVET,

O—)ILA—N—Dk®H. 2 DOOL I VMERIEETETET:

e T7AINY AR, COYARITETZERED T 7AIUHIEALC. FILWI 7AILHEEET, T7 4L FTlE
O—J)LA—=N—lgH 1 XN 50MB 2B 2 e RELEFT, HR—FIN3EIZ. 0~300 TY,

o B CORREIET B, MEDT7AUDLELC. HLLWI 7AIDHEEET. 774 ETIE £y 3
VH 12 BEREINZLO—-ILA—N—HDRELET, P R—rIN3MEIE 1~24 TT,
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A=A —N—IF. LD 2 DDEHDORD 1 DHBLINTESICRELF T, e xIE 1 X LTI17TMB,
B LCOBREIEEL-E LET. BE T 77ILH 3BT 1TMB IZ:E9 % £« Session Recording ic& b 7
FTIHEHALSN. MLWIT 7AIILDREHT,

ZELDNE BT 7AIDMERSNBWVE SIS, 77T BESNLEICHDNDL ST, Dard 1 EEHIE
BYBETA-INA—N—IFEID FEA. CORUMDHISMNE. T 71 ILH 1 XH 300MB 2B R 1355 T,

BRED®RAT 71 IV 1 XDIEE

1. Session Recording H—/N\—%2HKZA b3 ICOTA Y LET,
2. [RE—F+] RE2>% V1) v L. [Session Recording H—/NN—D70O/F ] #RIRLET,

3. [Session Recording 4 —N\—O7ONF«] T, [O—ILA—N—]1 2T=IVvILFT,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. 1055 300 OEDEHZANALT. 771ILY 1 XDLERZE MB B TIEEL £,
5. 15524 OFOBHZANN LT, REKEO LRZRKHEMLUTEELET,
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BREORFHZPIDIEE

July 9,2024

A=A RZ0T7. SANKRYa—L. BLTUNCRY FT—I NI THEET ZHMICRBZEMTI £9. Azure
7 741 )LE£E% Amazon Simple Storage Service (Amazon S3) ICERE=RETIEHTEIET,

E
e SMB® NFSHBED T 7 IAR=—ZXODT7ORIILTNAS ICTF—E2EBMTRE. NTH—I VRt F
a) T LOMEIRETZABEMDLHD £, FFNA—Yaroy/OrJLEFEFRLTEFa) 70 £

DEEZEE L. XT—=ILTAMZETLTEYABNT A=V AZBERELET,
e Iy AINET—HA4T793. £IFHBESINET7 7L 28T 3ICIE. ICLDBOY Y REFEARAL XY,

CORETIF. ROFIBICOWTEHEBLET:

+ Session Recording #—/N\—0 70O/NT « THREDRFHAZIEET 3
o Azure 7 7 T IILEBICRBEZREFT 2

« Amazon S3 ICHREZRFT S

o XY RI—UHETFIE—IREERET D

Session Recording # —/\—® 7O/NT 1 TREDFREFESAEIEET S

ZDtE U 3> TiE. Session Recording 4 —N—D7ONT « TREBFAERET 32— BN AFIEEHAL
ED
1. Session Recording —N—%KRZA +$3IIIcAOTA Y LET,
2. [RE—F+] RE2>% V1) L. [Session Recording H—/N—7O//NF+] #BIRLET,
3. [Session Recording #y —N\—D7O0/XF ] T. [B#MBFR] 2720V v I LT,
4. [771IWRBMT A INE—] Ry I ZADO—BZFEALT. BREZRMTZTAILI—=2EELET,
TANA—ZBIRTZL. TENSDTAINA—ICTILIY FO—IILEROY —EXIDBMIEIIE T,

77 £ )L kT3 $R&ElE Session Recording f —\—% KX 357> >l <drive>:SessionRecordings.
THNZ—ICBMSNhE T, BEZRETZI7HINA—ZZELLD, BHOR) 2 — LB TAEIHZ TS
e, F1FEDELLDBREEFRTIEDIC. TAHINE—ZEBMLIEDTEET, BEROTAIILA—HN—&
ICHZHBEIE. RED T AINA—BTEAIHINTVWEI L ERLET, BRSHREE 7 LT —ZBRL
TiThbhEd,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
in 3 load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders 1s empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK || Cancel |  Apply

5 [7=HATFEHRT77AINDETITIAINE—] T14—ILRT. 7—HA T BABREEETT ST +ILA—%I8E
LET. 7—HA T ENBEZETTRLODICEEETIZT74INA—I13 1 2RIFTT,
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F7FIN LTI 7—Hh+a7iEHREIE Session Recording 4 —N—% KA +FT3Z3I>2D
r<drive>:SessionRecordingsRestore; 7+ /L4 —ICETINET, JANA—%52EETE£T,

Azure 7 7 1 L HBICREZRET 3

Azure 7 71 ILEBICEBZRET BICIE. ROFIEEZRITLET:

1. Azure PortalT. X bL—ST7HDO Y REERLTH S, Azure 771 IILVHEBEEERRL T,

DAY RZ—EHA RIZDWTIL. Azure Portal 2R L7Azure 7 7 1 LEBEDER S L UEEE S

LTLfEs

BE771ILY
11X (MB/BsRS)

<6.37

<6.37

<6.37

<6.37

%10

%10

%10

Ty avi

<1,000

1,000~2,000

2,000~3,000

3,000~4,000

<1,000

1,000~2,500

2,500~4,000

TJ71ILEES
17

HDD Standard
(StorageV2)
SSD Premium

SSD Premium
SSD Premium
HDD Standard
(StorageV2)

SSD Premium

SSD Premium

Yo MOKRIF. B ITRETHENODHER T,

Tr71ILHEEBY
+—42 (TB)

10

Session
Recording #—
N—DE

Session
Recording #—
N=—DH1 X

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7AINHEEIx—ZIE. 1BH7=0D 8. 1HhBAH7=D 23 EXH. FSRE 771D 1 HhBOREEM
ICEDVWTEHESINE T,

2. Session Recording #f—/N\—%A > ZX rb—JLLTRR bIZ. Azure 7 7 1L HBOERIBEHRZEML £,

a) BEBr LTIy 7OV 2B L. K51 J% <Session Recording t—/\—»/{X\>\Bin

THINE—ICEELXY,

7 7 # JL b T &, Session Recording # — /X — [&C:\Program Files\Citrix\
SessionRecording\Serveric4 YR b—JLETNTWE T,

b) 'SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName> <ac-
cesskey>| OV RERITLET,
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FEHORKIIROEHBEDH T,

» <storageaccountname> (&, Azure DX L =T AT FDEFITY,
+ <filessharename> (3. AL —CT7HIY MIEEFNZ 771 ILEEORZRITY,
+ <accesskey> (&, 77 MIEEADT7ILRIERATEZRA N —JST7HUY F—TT,

AbL=STFATY bFR—ZRIET BT RD2DDFENBD T

e AML=T AUV RE—E. 771ILHBR—0 [Connect] 71OV EIUyILIEE
ICRRINBBHEXFHHDSBETEET,

1docs (G+/)

Connect X

sessionrecordings

& sessionrecordings
SMB File share -

« ?

A\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this

Upload -+ Add directory
share must support SMB protocol version 3 or higher in order to handle the encryption

R Search (Ctrl+/)

. q Click here to learn more.
& Overview [P search files by prefix
fa Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found.
m
It Properties To connect to this Azure file share from Windows, chose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)

Operations PowerShell terminal:
@ snapshots Drive letter
& Backup | z v
Monitoring Authentication method

- QO Active Directory
fil Metrics

(® storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access
Utilizing Active Directory allows to ifferentiate file and folder access, per AD account,
within a share. Leam more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445

if (SconnectTestResult. TepTestSucceeded) {

# Save the password so the drive will persist on reboot

[

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

YhR=JoEfOFESF—>avicHhHB [Accesskeys] U1 w I LT,
VhEF—ZREIZICDHTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 139



Session Recording 2402 LTSR

Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\<filessharena

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
.l

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IBMTAINE—] 414700 KRy 2T [OK] 20Uy o LET,
v. [Session Recording ' —N\—07ONFT+«] D1 > RUT @R 20V vILET,
vi. (BR] Y L—FRRIChR-756. [OK] 20Uy o LET,

vii. SessionRecording X L —IIR—J vy —H—EXEBEHMT I LSRN, [IZVW] %
JUvILED,

Session Recording Server Properties

The “Citrix Session Recording Storage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Amazon S3 (CEEEERET S

1. Session Recording #—/\—% t2.xlarge £7l3ZNZBX 3OO AWSEC2 1 > XZ Y RIZA VR
F=ILLET,
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2. XytE—IFa—-DXML—THIR%E 4,194,304KB (4GB) WA LICEEREL T,

File Action View Help

L e A IERCEEN

| Message Queuing Properties ? X

3— Computer Management (Local ons

v [} System Tools General Storage Server Securty Security - ~
@ Task Scheduler =t
] Event Viewer = STANDALONE2209 More Actions ’

2 Shared Folders @

& Local Users and Groups
@ Performance ID {6EFD71E3-4A09-4397-8B45-FAD0B25F0CSD}
A Device M
Gm iy Uevice Vanager Computertype:  Independent client
v &5 Storage

@ Windows Server Backug

= Disk Management Storage limits

v Services and Applications Limit message storage to (KB): 4194304|
\’:ﬂ, Internet Information Sel
Eg) Routing and Remote Ac [ Limit joumal storage to (KB): 4194304
% Services
& WMI Control

[Tﬂ' SQL Server Configuratic
& Message Queuing

< > Concel || sl

3. Session Recording Agent ® 7O0/7 1 T, Xvt—JFa—EDOXvE—J0BEMERE%Z 14,400 % (4
BifE) ICRELE T,
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E@; Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Session Recording Server: W2K155T-Q5KIDYM bt local

Session Recording Storage Manager message gueue

Protocal : TCP s
HTTR/HTTPS port: Default
Port Mumber:

Message life specifies the penod during which data remains in the
MESSE0E qUELE.

Message life (seconds): 7200

Session Recording Broker

Protocal: HTTF W
HTTR/HTTPS port: Custom W
Part Mumber: a0
Ok Cancel Loply
A

AWS Storage Gateway OFH £7zlg X > T F > X, @7 71 JLH Session Recording #—/\
=D FAIIHBICRESNBWVBELHD 9, T—RIBRDRETZAREENHD X7,

FIE

Amazon S3 ICRBEZRET DICIE. ROFIEERTLET:
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1. Amazon S3 N7 w b EER L F T, L <IE. Amazon D RFa XY T INTw FOERI 2BBLTL
EEW,

v Account snapshot View Storage Lens dashboard

r 22, 2021, 10:43:00 (UTC-05:00)

2. Amazon S3 7 7AW TF— DA ZERLTT7 o970 THHLET, ChiZk b, LEIHIIER L 7= Amazon
SANTY hEDBEDT—REENFREICHRD £9,

HLOWFIBICOWTIE, RO Amazon R¥aX> h&BBLTLKETV:

e AmazonS3 7 7AW TF— bz A 2 ERLTT7 VT4 Td 3
o F—RDITADTUVTa T HF—%EUET S

3. RNV ERTI7 71 INHEZERLET, 777 IEEZERT S & =, LEICIER L 7= Amazon S3
T7AINT— b0 %8IRL. 771)LHEE% Amazon S3 N7 w McEG L3, 3#L <13, Amazon
DRFAXIET D71 IILHEBOER] #8BLTLEITL,

4. Session Recording #—/N\—% 1 YA r—JL LTI VICBEL. ROFIEZRTLET:

a) 771 ILHEEOERERE Session Recording —N—IZBIML£9, CODHICIF. EBEL LT
XYRFOV T +%iEE L. RS 1 7% <Session Recording H+—/N\—D -1 > X ~k—JL/XX\>\Bin 7
FIA—ICEBLEY, 774 b TiE Session Recording 4 —/N\—IZRDBFRICA VX =L TH
%9 : C:\Program Files\Citrix\SessionRecording\Server, ’xiZ. SsRecUtils.exe -AddAwsS3
<GatewaylPAddress> <S3Path> <GatewaylID> <Password> O<v > R #ETL £,

REHOEKIIRDEEDTT,

+ <GatewaylPAddress> (. AmazonS3 7 71 ILF—bD 1D IP 7KL X T,
« <S3Path> (&. Amazon S3 N7 v FDREFITT,

« <GatewaylID> (3. AmazonS3 771 Is—brT 1D ID TY,

« <Password> (3. 77 1 ILHBEDOERBFICKRE LT XA FNXZXT—RTY,

TRAMNRT—=RZBRSIRTOERIE. ROLSBT 7 A INHEBER—STAFTEET, YA MNR
T—RIZDWTIE. CESTEEICRHRL TS HBELHD ET,

Example Commands

You can use the following example commands to connect to the file share

On Microsoft Windows: net use [WindowsDriveletter]: \\ \citrixsessionrecording /user:sgw-56599C3F\smbguest
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Session Recording 2402 LTSR

b) REZRETIHME LTI 7L EEEREL XD,

i. [Session Recording —N—n7O/F ] #EIT £,
ii. (E#ZET] 27T LBl 22Uy o L&Y,
iii. UNC X2Z# RO TANL 9, \<GatewaylPAddress><S3Path>\< 77 3 L& — >,
BRET 71N ZRETIHEAELT. T7MIEBOTICHZ YT TANA—%ZBELE T, €5
¥ % k. Session Recording #—N\—hBEMNICH T T 3 LA —=1ERL £ T,

2y I =OHETHINE—ICREZREFT S

7
s TULRAABERRY bT—IHBT +ILF—DIFE. Session Recording H—N—gF 7 #J)L b T
SMB&HT77EXLFT,
¢« SMB® NFSHBEDT7 7 A IUR—=ZADFAOLIILTNAS IZTF—2EBINTH L. NTF—IXVRLEF
2T« LOMBHIRET BRIEMNAHD T, RFN—arvo7OrdlLzEALTEXFa2 YT L
OFEZEEL. RT—ILTREZZTLCEINRNT IV XAZ2BRLEFT,
FlE

Fy RT—OHET A A —ICREZREFT BICIE. ROFIEZETLEY:

l. BTERT 3y b T7—OHE T NE—D. HANDELIUVEZTAAERZFTOT7THI Y M EERLET,
ZDr=oicix. Windows GUI #ER$ 2 Hh. D& >S4 PowerShell v RERITLET:

New-LocalUser -Name "YourUserName" -Password (ConvertTo-

SecureString -String "YourPassword" -AsPlainText -Force)
<!--NeedCopy-->

2. FY D= HRETAINA %R L. TOHET 5 I)LA—H Session Recording #—N\—H57 U+ X7
BETHZcEBRBLES, Cofr®dilid. Windows GUI BT 3h. RO K 5% PowerShell a< >
FeRTLEY:

New-SmbShare -Name "YourShareName" -Path "YourSharePath" -
FullAccess "YourUserName"

Grant-SmbShareAccess -Name "YourShareName" -AccessRight Change -
AccountName "YourUserName"
<!--NeedCopy-->

3. Session Recording #f—N\—% A YA b—JLLTRIVICEBL. ROFIBZRITLET:

a) B L7 HY Y bD&EKIERE Session Recording Hr—N—IZBML £3, ORI BEE
rLTcaxyrR7Oy7h%E#L. K51 7% <Session Recording 4 —/\—dD - > X k—JL/X
Z\>\Bin 7 # L —ICEBEL %9, 774/l TlE Session Recording #—/\N—IdRDIBFRICA >
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Z k=JLanFd: C:\Program Files\Citrix\SessionRecording\Server, xiZ. SsRecUtils.exe
-AddSharedFolder <IPAddress> <ShareName> <Protocol> <Username> <Password>
IR RZEETLED,

ZEEDOEKIFRDEHD T,

<IPAddress> (3. £EET7+ I A—HEETEZIIVDIP 7PRLATY,
<ShareName> ZH£E5ZTY,

<Protocol> | SMB ICEIE SN TWE T,

<Username> (. HET7 A LA —ICRELLI—HY—RTT,
<Password> (&, £EE7 + LA —ICRELT/INRT—RTT,

fce z1E. £57 L4 —1\10.100.100.100\myshare 0iF& . XD LS5 HAT Y RER
f7cE %79, SsRecUtils -AddSharedFolder 10.100.100.100 myshare SMB myusername
mypassword,

b) BREEZREITZIHALLTHET A LA —ZRELE T,

AR S —

July 5,2024

[Session Recording #—N\—70O/N7 ] #RT £,

(f&#smPR] 27T LBl 20U v o L&D,

UNC /x2%. \<IPAddress><ShareName>\<subfolder> X TAAL 7, RE7 7
WERETIBAE LT HETANWA—DOTILHZ YT T INI—%EBELET, €57T3 L.
Session Recording # —N\—D'BEIMNICH T 7 2 LE—EERL £,

Session Recording RU S =YY —ILZFERL T, BEBRUS—, ARY MEHKRY D — ARV MEERY >
— BLURBOBER) > —ZERLET, KU —OEREHE. CitrixCloud e A > 7L 2 XBROEAN S
Delivery Controller #fsE T %9,

BE.

Session Recording KU > —a> Y — )L&EERY %I, Broker PowerShell X v 7 >~ (Bro-
ker_PowerShellSnapin_x64.msi) #7zi& Citrix DaaS Remote PowerShell SDK (CitrixPoshSdk.exe)
EFHTI VA L—ILTEIRELRH D £7, Citrix Virtual Apps and Desktops ISO (\x64\Citrix
Desktop Delivery Controller) T Broker PowerShell Z+v 71> aBERLFd. £l
Citrix DaaS (IB#F Citrix Virtual Apps and Desktops #—E'X) @4~ >»O—RkR~X—Ih5, Citrix DaaS
Remote PowerShell SDK= &> >O— R L %9,

B b
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https://www.citrix.com/downloads/citrix-cloud/product-software/xenapp-and-xendesktop-service.html
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LY Z M) Z4E L T, Session Recording 4 —N—ICFHLBVWEENEELLBRICT 7 1ILHK
ODh30%EBE<C A TET £, Session Recording Agent Z2 1 VX h—ILLEIYIVICBEEELC L
TadA> L. LYZRMVITF 1 2—%BWT. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix
\SmartAuditor\AgentoFic DWORD f&DefaultRecordActionOnError =1%iEmML %
ER

RUS—=DF7 0T+ 7%

1. Session Recording KUY =YYV =LA YA R—LLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)L=zE#L £,

3. [Session Recording #f —/\—~A D4l 7 > RUHFEW=5, Session Recording #f—/N\—D&#i. 7
Ok, BLUVR—FHPELWC e ZHBLET, [OK] 20Uy ILET,

4. Session Recording RS> —a>Y =)L T, HROR) > —OBEERI £,

5. 70T47HTBZRUS—ZFIRLES,

6. XZa—N—=T [RUP—D7IF71TH] ZFRLET,

RIS —DEE

1. Session Recording KU =YV =LA YA R—ILLEEIIVICEBELLTOJF Y LET,
2. Session Recording RU>—a>yY—Lz@EHL £9,
3. [Session Recording t#f—/\—A0D#E#HT] V1 > RUHBL 5. Session Recording #—/\—D&gi. 7
Ok, BLUVR—FHPELWC e Z2HBLET, [OK] 20Uy ILET,
4. Session Recording R >—a>Y —ILT. JHROR) S —OEEERIT XTI,
5. BEETZRUS—EBIRLET, RUS—ORADBERT VICRREINET,
6. RAIZEBM. TE. FIFHIBRT BICI3:
e XZa—N—T [FHLVRADEM] ZFRLET, KUS—DTI T TRBEREIRYTTY T I«
YRUDHEE. BIEOEIBZRIAVE—IHRTINET, KAV HF—FZ2FERALTHLVWRAZ

ERL £,
s TEIBZMAUEEIRL. HI/VUwILT [FONTa] ZBRLET, RNV« — FEERALTRAY

ZEBLEY,
« HIFf9 2R ZHRL. 52V v I LT RADHIER] ZFRLET,

RS —DHIRE
E:
SDATLAEBEBDOR) S —FIETOT4 THRAR)D—ISHBETE XA

1. Session Recording R > =YYV —)LEA YA R=LLIERIVICBBELLTOYF Y LETD,
2. Session Recording RU>—a>Y —)LZ&EBL £,
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3. [Session Recording #f —/\—~AD#E4] 7 > RUHFEW=5, Session Recording #—/N\—D&#i. 7
Ok, BLUVR—FHPELWC e ZHBLET, [OK] 20Uy ILET,

4. Session Recording R >—>Y =)L T, HROR) > —OBEERI £,

5. ERAVTHIBgT 2RI —2BIRLET, RUS—DBT7 I T4 TBFEIF EDPORIS—&TFIT1TIC
TRIHEDBDET,

6. XZa—N—=T [RUI—DHIR] ZERLET

7. 03W] 20Uy o LTREERREL X7,

Session Recording K') > — D&

July 9,2024

PRTLEEDORBER) S — T IT14TICTBILD, HBOARZLRERY S —ZERLTT7IT1 7193
CEHBTEEY, YATLEROBRERI D —ICED. Ly a eflB—0RANZERALEY. HRYLRER
o—it&b. BETR2EY a3 VEZEBELET,

TOTATBHBRERIS—ICE>TRETZ Y aVHREShET, —EBILTIT07ICTE3RER) > —&
1271 TY,

S RAT LEEOFRER) S —

Session Recording ICl&. RO R T LEEDFRER) > —HHD FT:

[ Citrix Session Recording Policy Console
File Action View Help
L ANl 7 o

|5 Session Recording Policy Console
v [&) Recording Policies

Rule Name Description Action
3 System defined rule This rule wil disable the recording of all sessions. Do ot record

[ cutom session recording policy

[& Do not record

Record entire sessions excluding audio (for everyone, with notification)

Record entire sessions excluding audio (for everyone, without notification)

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with notification)

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, without notification)

Record entire sessions including audio (for everyone, with notification)

Record entire sessions including audio (for everyone, without notification)

[E Record only events (for everyone, with notification)

= Record only events (for everyone, without notification)

) (0 (0 (=) ()

&

(=

[ Event Detection Policies
[ Event Response Policies

s BELEWV. TIAIEDRUS =TT, FHORII—ZEELAZTNUE. EviaviBREINEE A
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s A—TaAdEeHR<tEyrareFERELEY (21—Y— BHHD), CORIVI—F. Ly a vk
(BEEARY FZ2ATH BEIERKRC) 2REBLEFT, 21— RFERICREBRHZZITED £7,

o A—FaFdEB<ty arvekEFELET (21— —. BHMAEL), CORUD—IF. By arveik
(EBECAARY REEUH. SEERL) 2BELET, 1—H—3BE@BNEZITED £E A

o FRAIFEEREZENLTA—Tr A2ty arvefhzRELEY (22— — BHHD), COK
Uo—id. Eviarvek @aerRY b Z2aTH BFEIERC) Z2RELET, RET71ILOTF1 X%
BIR g 37, EREREZRENEMICAES>TVEY, I—F—EEMICREENZZITIO £9,

o A EEFEEEENC L TA—Tr A 2Bty arvetziEal sy (21— —. BAAEL), COR
D—lE. tyraraE @EcARY ESOH. BEIRERL) 2BEBLET, BET71ILOY1 %
BT 3oic. EREEERENEMICE>TVWET, I—F—IZREEMNZZ T £ A,

e A—TaAEEDHTEYIaveFERELEFYT (21— — BAHD), CORVI—F Lyviarve
FRERELEFT (BEH. TRXVM FEEZE0), I—F—3EFFICKRBBEMNZZITROD T, mBEkIh
TWHRWHDX A —F 4 A DA —FT s ARFEEMITITZL5ICRD F L, VDA LTSI 1. Citrix
Workspace 7 7UNA YA —ILINTVWBR V517> e OBTREINZI BRI, RELINTLAL
HDX #—F 1 A& iFhFz T, RBUEINTOWAWVWHDX A —F A IdB%bD, F75oHFa>7ov U4+
L2k (BCR) && U Microsoft Teams OR@BHD>FUFICRSNZ LS5IC. RBEHIN HDX *—F
4 ZTIFIBN O S T7Y A T7O—-RENET,

c F—TAAZEDTEY aveFeRELEY (22—Y—. BNAL), CORVI—E Ty araik
zRELZY (@E. 1RV h BFZA0), - —3REENZRITED €A,

s IRV IDAHERET S (21—H—. BHHD), CORUD—F ARV MRERY S —TIEEShIAAR
VhOAHEFRELET, BEVERIRESNEEA, I—F—RBERICREENZZITERD 7,

s IRV IDHERET S (2I—H—. BHAEL)e CORUD—F ARY MEERY S —TIEEShIAR
VhDOHZERELET, BEVPERERBEINIZEA. I—F—REREBMZZ T ZEA.

PRTLERORERY S —ZEBEIZHIBRTI FEA.

HARELFER S —DIERL
ARER

BWEQI—HY—FEIIN—TF. ZRT7 IV r—>a3a> 3Ty TUNU =G —TF £ VDAY
v. 8L U Citrix Workspace 77U S14T7 Y bDIP 7RLZEEETIIE. TRy avERETIEFT, A
REINTWBRT IV —2a>yF TR by TR, FUNU—=FIL—TF£IEVDATS Y O—ERZEET 3IC
& U1 FEEBEEORAWMDIERIBETY, ¥ ~d Delivery Controller TEEEDHAIRDIEREZEBM L £
ER

ARZLBER) S —%ZBHATZAI-TELTHERATEIRAR— TPV LRI ZEETELHTEET, O
fEix. Session Recording 2402 LI THEATE£T, RDELS3AI—HF—T7I/EXDAVTFHEX MIBETVTR
UY—%ZBATEEY:
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o A—H—DFffEH

o IP7RLZEH

s FUNU=TIN—TF

o FINNA ADTELE

s AVRN=INEINET IV =3y

Session Recording RU =YY —JLICIEV P — RBBEINTED. 2OV ¥— RICR> THAIZERL
79, T BRAUNCCICRBRES S UVRAEZGZIBEL 7, RERERRAIFGEZELI LY aVICERT
nFxd,

MAIC CICRERFZ 1 DFERLET !

B Rules Wizard .

Step 1: Select a recording option to specify if and how a session is recorded.
.@ Erble sassen recardng wih rebficstion

[ Enabls mudc reconding

[7] Eriabie lossy screen recordng
() Enable sessen recordng wihaul nothestion

Eruat s recnrdinsg
Enabds mudis recording

() Enabhe event only seaskon recording with notfication
() Erable avant snly sesssn, reaomdng wihout notfcaten

Cance

c BEHMILTEYYavERBET D, COA T avid. tyiareE (@HEARVE) #RELET, 1—
H—IEMICBEENEZITRD £, IS5, A—T o ABEFLIFETEEEBEEZENCTILS IR
RTEFET,

« BHILABWTEY Y3 VEBET S, COATTavid. tyiarvaix (EEHzAIRNVE) #8EBLET,
A—H—IREBENEZITED FtHA, TBIC. A—TABFFIFEAMYEEREZEMNCTILSIE
RTEFET,
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s BAILTARY FDAHDOEY S 3V ZERET B, HEDIANY FDHZRET B L. LEHZHBRT 20K
U5FT, COFTavid. By avERBLTARY MEERY S —TEESNLARY FOAHZRE L
Y9, BEHIFRESNEEA. I—F—RIEFICREBENZZITRD T,

¢« BHILBWTARY bDADEY S 3V ZRET . HEDIARY MDA ZRET L. LEHAZHERT 5D
ICRIUBET, COFAT>avid tyvda z@BLTARY MREHRY S —THEESNLARY FOAHZR
BLFET, BEIFREINEFEA. I—H—IXREBENEZZITED £t A

s EYIaVERELEV, COFTavid EydaviREThBVWIELEEKRLET,

s BEARERICHEDT FUVT—2 a3V ZERTICT D, COWEZFERTSICIE. FFYEEREREZBIC
T3] ZBIRITZBENDHDFT, BEAREFICLAIV—YRITHEDT U —>a vz ERRICLET,
LAVY—IRIDBIE. B, JL—. FLIFEZRETIET,

feeziF. BEOBERICT TV T—2a VHERTICHESTVWB b D £

Citrix | Session Recording

Session inf fo View playlist

@
(D Client name:

Recording 1/1
Nov 8, 2023 5:08:52 PM
00:03:12- 0 events

View All

n & —e D) 00:02:00/00:03:12 & Comments () Share X1 Show stats 53 FULL SCREEN

RAICCITRDEBEBEOWIT A Z LA D 1 DFIRL T, RAIZMGZIERLET:
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@‘ Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[[] Published Applications or Desktop
[ Delivery Groups or Machines

[] 1P Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
|IP Address / IP Range: All IP Addresses

< Back Next > Cancel

o A—H—FfFTIN—T, RUOREEZERTZIA—H—FIETIL—TO—EBRERL £, Session
Recording (2 & > TActive Directory /)L —7H LV 1—H—DHRT1 FU X MMbEFATEEY,

s RBATTVIT—2avELRETRI by, RAOBREZERT B 2B 7 TV r—2a Y37 o by~
O—BEERLET. HADA P —RT, 7IUITr—>3 > TR by TEERTE S Citrix Virtual
Apps and Desktops % 7zi& Citrix DaaS (IB#F Citrix Virtual Apps and Desktops +—E R) #3®RL %
ED

o TUNU—=TN—TFHRIETT Y, RAUDBRIEEBEITZTIUN) =TI —FFIETI V> 0—BEERL
Fo MAIY s —RT, TUN)—=FI—T£IEIO >V DBFRZRINLE T,
e IP7RLXERIZIPEE, RUNOBREZEATIIP7RLRAEFRIIP 7RLROBEO—E%ERL F

T [(IP 7RLZRELIZIP QOEEDEEIR] BET. BEDBUNEIFEMICHR B RIP 7RLI&F
IP&ERE%ZEBMLET, ZDIP 7KL X Citrix Workspace 7Z7UD IP 7RLXTY,

o TaILE—, BADIBEEBERTZIAY— LTI EXZTD—8%EH L £, Citrix NetScaler dx<— ~
TIOERRYS—EFEALT. AVTHFIAMIBICT7I79ER (RAYX—F771R) 28R TEEY,
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B Specify Tags X

Enter custom tags separated by commas:

0K Cancel

i

Session Recording K1) > —>Y =)L Tld. 1 DORAUATEROEZHEZEBR T £, RAUMNBHINDS
BRiCid. TAND) & TOR1 Oo@ADOHBEEFN. RENBT I/ a3V EHABTIOICEONET, —KHN
IZ. TOR) BEFIEI—EOHRHERDOERICHEHN. TAND) BEFIEE-1-EROFHICY TIIXZEBICED
nNEd, RN true THNIE. Session Recording RUS—T VI UNZORADT IS a>me DT,
F5TRITNUE. ROBANIEA, NIBZEDIRLET,

BER S —ICEBORBZERT 35513 BRORUFMHIC—BIZ Ly arhH3aellBh &9, 20
£ 5BI5EIE. BRBAI/ROEVRAINE Y a VICBREINEY,
RANC L DRITINBREIRIEICL > TEDBRIBGIRED 7,

s Tty arveERELEVW] TIL a3 EECRAOBEIRUNMRDECHRD T,

s MBAMIL Ty arveEREYT %) RAUOBRIBEUNRICESEDET,

s MBRILBWTE Y aYZREY %) RAUOEBTIEMUL 2 BBICESBRDET,

e TBHMILTARY FOAHDEY S a v ERET B1 RADBEEIRIFEETT,
e TBHMILBVWTARY FOHDEY > a v Z2REY S RUOBEERIRDMIAD T,

BERY S —ORAZFHEOVWTNICHETEESBVEY S I VDG BAIEBENHD FT, 2DL 5BV aVIC
DUWTIE 74—y IRAUOEBREINBERAINE T, 74—V IRUOBEIEIC TEy avzRaEliwg
TYo ZA—IUNy IRANIEBEXIZHBFRTIT EEA.

FIE

ARZLFER) S —ZERT B ICIE:

1. BREFHOR) L —EEBEL LT, Session Recording RS> =YYV —IHRA VI b—LETNTWVWEH—
N—=IlCAJd* > L&Y,

2. Session Recording RU> =YV —)LEREL T, EAORT>T [BEARVS—] ZBRLES, X=
2—N—=T [FLWRU>—0.m] Z#RLED,

3. HLLWRUY—Z2E Uy LT FRAIDEM 20Uy o LES,

4. R« HF—FT. REA T2 av2#RL. [RAN] 20U v I LET,
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B Rules Wizard =

Step 1: Select a recording option to specify if and how a session i recorded.

(W) Ersble sassen rcordig wih nobficstion
[ Enable s recondng
[ Enable lossy screen recondng
C:l Ensble session rcm'\:i'igmm.lrﬂﬁcdu'l
Erable mucha reconding
Enable bosgy screen neconding
() Enable event only session reconding wih notfication
() Enable avert only session reconding without notfication

Cancel

BMLTEYy>a>ZREY 3] £hid BALAVWTEY 3 Y2REYZ] 2BRIB . S5ICF—T
< ARBELRAIEEEREZENICTEIHESHZERTEET,

A EERFEEEZEMICTZ L. I5IC [EBEEFEERICEEDT7 IUr—>avz2ERTICLET.] EiFR
L REDQT7 TV —>a > ERTICT R EDICHERTEILAV—IRIDBEIEETEET, L1V—<T
2U0EIE. B, JL—. £LIEATY,

5. HAKGEBERLET - 1 DU LORAIEHEEIRTES 7!

o A—H—FRiFINL—-TF

s NET IV —2a>vERETRI YT
s TUNU—=FN—TFfld<> >

e IP7RLXEFIFIPEH

s TJaIlLE—

6. RARGDORE -HETBICIE. TREAZTOEZIV VI LEY, AIOFIBTERLAFHICE DS, @EICT
B/HEIhNE T,
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:

(AT IVT—oarERkiETROMYT] OTFEGTOEZRIRLIEBE. [T 7 RLR] EIP
7RLZX, URL, £F&iFa>yrO0—>—AO—-hAIRxy b=V EICHBZBERIETAVE2—F—RILK
DEd, [7TUVTr—>2a3> DR VAMIRRADRRIINET,

(RBEAT7 V=23 B TRy ] £RiE [TUNV=TIL—FEET> V] 2EIRT 31548,
Session Recording R > —> Y — )L T@EICER T 3 Delivery Controller ##8E L £7,

Session Recording KU > —2a> v —)Lid. Citrix Cloud 8& U4 > 7L = XEEH 5 Delivery Con-
troller IZBE 93— DF v RILTY,

@E’ Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[7] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Deskiop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

feezE [FUNV—=FNUN—=T&fET I V] ZBRTIHE. LORXIU—> 3y FTHETSZ/\1/8—
> o%xBERLT BN] 22 wvo L. Delivery Controller Ao T %iBIIL £F,
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[El Create Query x
Site Address: Citrie Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

=R

#+ > 7L = Z Delivery Controller

Citrix Cloud Delivery Controller

#> 7L = X Delivery Controller 15 Citrix Cloud
Delivery Controller ict1h &z 3

BN E

a)

Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 2. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix DaaS Remote PowerShell SDK % -1 >~
A +=J)Lg 3, 2. CitrixCloudd7hHo > +E
BIBRERIL T %, 3. [Citrix Cloud
Controller] FTv IRy IRZEFVIZT B,

Broker_PowerShellSnapln_x64.msi % 7 >~

AR =ILLTIY >V EBREHT %, 2. Citrix
DaaS Remote PowerShell SDK 1 > X k—

JL¥ 3, 3. Citrix Cloud @ 7 #17 > ~ BiglER

%1%t d %, 4. [Citrix Cloud Controller] 7
IVIRYIREFICT %o
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fERA BRIENWE

Citrix Cloud Delivery Controller 54> 7L =2

. a) Citrix DaaS Remote PowerShell SDK % 7>
Delivery Controller ictIh &z 3

AVRAR=ILLTYY V=2 BiEET 5, 2.
Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 3. [Citrix Cloud Controller]
FIVIRYIREZTICT B,

Citrix Cloud @& RIERDIRIE

Citrix Cloud TR X k&N TWL3 Delivery Controller ico T g 3I2id. Session Recording R & —
AVY =B YR =TT > TFHT Citrix Cloud EREREREL 9. COEEZTHAEL

B.A.

&, T7—HHREL Session Recording RS —a2Y —ILHERICHEEL B AZ DB FT,
FETHRIET 31213

a) CitrixCloud a>v—jiicod4> L. (ID 8LV TR EE] > [API 701 R] ICBEL T,
APl 7ot 2Btxa70517 > eERL T, Citrix Cloud @RI 7O 7 b2 B TI 385
O77 MLV ERBLET. EFa70347> 24U O- R L. BFZ2ZEEL TLRERGAICERT
LET, T74IL DT 71ILAIE secureclient.csv T,

= Citrix Cloud

< |dentity and Access Management

Authentication ~ Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* ' ' .asthe customer parameter.
Nama your Sacura Client Create Client

Named: Id Creation Date Actions

secureclient o e T 3:53:01 PM Dec 3, 2018 o)

b) PowerShell tv > a>#BVWTRDITY FZRTL. FIOFIETIRELL) FETAT7(IL%EE
MCLET,

asnp citrix.x
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->

KHEIZIHLE T, Customerld & SecureClientFile #8F L £9., FEOIOYY RT. BEZEADT Y
AL EDBIHETOT 7rIlcitrixdemobMER I . LUEDTARTD PowerShell twv > 3> TR
SOV RHEEINET,

7. D4 —ROBRICE> THERERTLET,
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A BaREINALTIVT—a vty arIiICEY 3HIREIE:

o PUTATRBRI—DBTFTTVr— 3 >R D—RzRAIEHE. BRESHINty > a>TRM
TWBT7 )= eid—HLEFRA. TOHER. FaiEHShicty > a VIFBETET FHE A

o PUTATRR)—DNIRTOT7Z TN r—23>0%2FE L TVWT, £y a Y OEFIESHNEMICHE >
TW3Ealk. 2—4—h Windows @7 Citrix Workspace 7 7UicOd 4 > Lic e FiC. FE@EHA
PRRINE T, FFiEFHInk (BD) tyvrarye. oty a > TSBEHINZ T TIr—>
IVHRBEINET,

nzEEETBICIE. BERYS—ICRSTIHOTIUN)—=FIL—TFTT7 T r—a >z @l Ed, 8#E
FHICT TV =23 0F3FFEALBRVWTLLIESTV, CO77O0-FICL-T, BEmiE#HIN LYy avE
FBEITEET, 7720, BHIERRINET,

Active Directory 7' ). — 7D ER

Active Directory 7' )L—7%fERH L T. Session Recording DR > —%EETEET, BLADI—H—Tld%H<
Active Directory )L —7% RT3 . AR —2BHRICERLIEDERBLADTIEY, L zid. B
#F9p 21— —4* Finance &£ W5 Z#id Active Directory 7L —FI&EFN TV BB EIE.

[RAI] Y — KR TFinance J)IL—7%BIRTZIL T, TOTIL—TOIRTOAIN—ICHEAINSRAZE
RTEFET,

A—H—DHRTA UMY

HBAO—HBOI—H—DL vy > a>EREICREXNRN SIS, Session Recording R > —ZERTE &
o ChZ

A—H—DERTA b MEEFENE T, BAABRZMOKRSHECHEDEBORRELY, tviavzeiE
TEHERESTRAVI—H—ZKRTA MR MIBEFT 3 E@BRTT,

e 2. TANTOLREERE A Executive X L5 1D Active Directory JIL—F DXV N—TH 3B E.
Executive 7' )L—7® Session Recording Z &I T 2 RAEER L T, EN5OI—HF—DEv> avhiRL
TRESINBVLSICRETT XY, CORNZELRUS—HT o7+ THREIE. Executive FIL—TF DA N—
Dty arvidREINEFHA. BEBRDIEDNDODXN—DEYS I VE. TOT1 BRI —DIFHIORAICE
DVWTERETINE T,

Director ##m L T Session Recording +—\—% B9 3%

Director 3>V —IL%ZEALT. BER) Y —E2ERELUVT7IT0 THTET T,

1. HTTPS #&i0i5& 1%, Director —N\N—o [fEFINz)L— FEERAZE] IC Session Recording #—/\—%
BRI BEBAEE TV R M—ILLE S,
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2. Session Recording 4 —N\N—%EB 9 3 & 5 IC Director t —N—%#m 3 31CiE. C:\inetpub\
wwwroot\Director\tools\DirectorConfig.exe /configsessionrecording
IRV RZERITLES,

3. Director # —/\—7T. Session Recording #—/\—® IP 7 K L X £7z13 FQDN. R— +ES. & U
Session Recording Agent h* Session Recording Broker & OIZ&ICER T 3ELOEHR (HTTP £/
HTTPS) #AAL %Y,

O—JLA—N—OEIE

RUS—%TI0T17ICT3HE. TNETTITA TR =3ty a>oRENETITEET. £
Ty a vORETFAIINDLRISETZETHNEZREET. O—ILF—N—F T7 0T XEIZREHMH
MERICETZERTEINE T, O—ILA—N—LITWMBICDOVWTEHLL G THET 71ILOY 1 XDIEE] 258
LTLEES W,

RORT, Ly a>OFEHRICHLVWERER) > —2B8HAL TAO-ILA—N—DEI L IICELZRRIIDOVWT
SEAL X9

LEIORERY > —: WLOLEER) D —: A=A —N—DEOFER > —:
gELBW FHDRY > — TERL, A—H-—DHFHLLEy>

IVICAT A TBEETDHICHL
WRUS—DBIICRD ET,

BAILAVWTRETY S gELau gEMELELET,

BAILBAVWTRETY S BHLTRETS BREZHITLBMX Yy —CZ2KRR
LEY,

BAILTRET S gE LBV BEMEFLELET,

BAILTRET S BHLBVWTREY S BEZHITLET, 12— —dRIC
A>3 IRXyvE—IH%
TENFEA.

BREDORER S —DEBRK

July 5,2024

Session Recording Tld. &EIR—ZXDT7 I RHHBHHR— TN TWET, Session Recording R >—1
YV—IILTREORMERY S —ZER L. B8RS —ICERORAZEBMTE XY, FRAZ. BEORBEELLT
A—H—FBEI-—F—JI—TZERL. ThOREZ TOHEENKRTTEINEREIBDICRIBET,
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N2 LBREBER S —DOER

BREOBMER > —EERT B80S, ROFIETHEEEZEMICLET:
1. Session Recording —/N\—%KIX g3 icOdF > LET,
2. [R&—F] RE>HEIU v L, [Session Recording t—N—D7O//NF 1] #ERLET,
3. [Session Recording #—/N\—D70/87«] T. [RBAC] #7% 0 Uv o L%d,

4. [REORER) S —DOBREHFTIB] FIv IRy IRZFVICLET,

iﬂ] Session Recording Server Properties — *

Storage  Signing Rollover Playback Notifications CEIP Logging RBAC
Recording viewing policy

Thiz option allows you to configure recording viewing policies in the
Sezsion Recording Policy Console.

Allow to configure recording viewing policies.

HZE LBRERERY) S —ZERT BICIE:
A BEBRVS—BLVARY MRERY D —CIZRAD, FEBOMERI S — (RUS—RIZEMLEITRTOR
BIZEY) 13 TR LEBICTITATICBDET, BN TIHNEEZHD FEA,
1. ZRFHDOR) O —EEEL LT, Session Recording RS> =YYV —IHRA VI b—LETNTWVWEH—
N—=ilcgd#> L &7,

2. Session Recording RUS =YY —IILZEBELET, T 74/ FTiE BEOBERY>—IEHD EFHEA
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

*: [BEOMEBERYS—] 2FERATEZL3IC73IC1E. R¥IC [Session Recording #r—/\—@70O/X
Ta] TTOWREREBMCL TSIV,

3. ZAORA>T [REOBERIS—] ZFRLET, XZa—N—T FHLWLWKRUS—0BM] Z2BRLT
BREOMBER) > —ZERLET,

4. (7> 3y) HFLLVRBEORERYS—2E57U v oL T, BHizEELEY,

5 #iLVWRUS—Z2EIUy LT FRAIDEM 20Uy o LET,
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@‘ Rules Wizard X

Selected user or user group who can view recordings

‘ ‘ Add...

Next > Cancel

6. GBml 2oV woILEY,
7. [A—HY—JI—T0:&ER] 4470 T. REOFBEL LAY —FkiE1—H—JI—TZERLFE
ER
A
BELcty> a3 aERRIBICIE. Ea—T7—IC Player D&EZE DY TIRELNHD ET, 5L
iF. MA—H—&ERB) 28R LTIV,
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[Ek Rules Wizard >
Selected user or user group who can view recordings
‘ Add...
Selected users and user groups whose recordings can be viewed
Add .
Remave Al
< Back Mext = Cancel

P

ZRHAT, REOBEBEL L TEIRTEZ0R 1 A0 —H—FiF 1l 202—H#—JIIL—TFEIFTT,
BROA—F—FE2A—H—JIN—TZBRLBEEIE. RFOBEROHDEHIZED. 7FI R
w I ACRREINF T,

BREOBEEEZIEET S FIE. BEEICPlayer 0O—I)LZEDHTTWVWRZEEBRBLTLIET L,
BEISNTcEY D a>ZBET2EBRIAZVI—H - BREINELYy> a>zBELELSCTBL
IZ—XyE—IHRRINET, LK TI—H—D&ER 28RLTIIETL,

8. [OK]. [RAN] 20U v o L&Y, RAFKHEZREIZH 1 T7OIDHETET,
9. RAFRGZERLTREL., FIROBEBEENBE TIZ2REZIEELE T,
o A—H—FRFINL-T

s NET IV —2 a3 ERETRIMY T
s TUNU=TN—=TERFIY
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users

Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

pE
TOR) #MIBEBEFIL. RUZHROERB @R ORAEHEBOmES TERASNET,
HERGEIBELBRVWTHELC L, BIRDIEELEABEICIKEEROFEENRTINEE A

10. D4 —FROERICE->THERZRETLES,.
3
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups | Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

AR MEHR & — DB

July 9,2024

Session Recording (&1 XY MMEHARY & —D—BER%E 7 R— L& T, Session Recording R~ —1
DV=ILTRIS—ZER LTI I ER/IRY M Z2OJRBETIET,

BRETEBZ IRV E

Session Recording Tl WERDA XY hEREHL. BERNTEZDIRY MIZIFT LT, BTRESLUVEBE
THESCEHTEET, KEDFREDSELDH B IR b ZBRELED. BERKICZEDAIRY FZRDIFEDTS
CEHTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 165



Session Recording 2402 LTSR

SRTLEREDANRY b

Session Recording Tid. BBIN/ct Y>3V TRELILRDIATLEBRDIARY b 2ZELTOJICRET
TFET

o USB RBREEBEET /N1 RDFEA

s TV —2a B KT

s 7TUIS—

s TTUDAYVAM=ILET VAV =)L

« 77 MILORMEE. . HIbR. BEIOL v 3 VNERME

s £y aYiRA L (VDA) EISATYRTNAR (RYyTENTISATYMRSATERBUA ALY
ZFERALEABECREET NI ZXZET) LOBDT 71 ILERE

s WebBE7VF71ET«

s REIADT AV RIDARY K

s YUY TIR—RDT7 VT4 ET~

+ Windows LY X b DEE

e A—HY—THIVIDOEE

« RDP ##4:

s RNTA—IVRT—4 BRIy aVICBEETEIT—FRIUN)

c Ry TT7vT T4V RIARY K

+ Web Player TR FOHDRED ARV I
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€ session Recording | Player x 4+ v.oo= @B X
< C @ 10.108.77.51/WebPlayer/#/player QB K & i
€ Player

Screen time File transfers Commands Events MAR 7,2022

07:56:39-00:19:22

R, User name: administrator

@ Host name: |
) Client name:

View: All
N Q v
A
Py 00:00:24 Tc
S X :24 Top-most
SRy % windowssessionmsg, , 2548 ¥
el
O EST
N KPS
\ Fedn yx 00:00:49 Top-most
~ & ey window:explorer, , 5100 e
Topmostwindow AL 1
46(51%) P
Py 15 00:01:05 Top-most
See window:SearchUl, , 1796 N
FEFE e 1
Sesda
e
PCN . 00:01:15 Top-most
St .
Clipbosrd Operation S Y window:explorer, , 5100 v
o Nl
6(7%) SEs 1
SN 1
Popup Window Ea s
B RS 1y 00:01:16 App Start:10072:
SIS regedit: 6296: "C:\Windo...
S
¢ S
T
& \; 00:01:32 Top-most
window:rezedit. Registry >
~ = = SN .
« Web Player ToE@RED 1>
v = (m] X
€ Session Recording | Player X +
<« C @ 10.108.77.51/WebPlayer/#/player Qv a i
< Player
> MAR 7, 2022
08:01:47 - 00:01:00 - 22 Events
R User name: administrator
@ |
= oot on [ 2 Host name:
e e om © Ctient name: [N
o T s ook o P "
* Quickacees Py -
v o B a2 o View: Al
T 2
- B LT —
xp CopStagDepHundi .
o Q v
@ settings P oot et
o G 00:00:12 Registry
* create:1380: e
C:\Windows\explorer...
G 00:00:L2 Registry set
value:1380: e
C:\Windows\explo...
L 00:00:12 Registry
create:1904: C:\Program ~
Files\Ci...
00:00:12 Registry
create:1904: C:\Program N
Files\Ci...
Don't miss what's happening 00:00:12 Rey
 00:00:12 Registry
eople ot e e st o eom, W create:1904: CAProgram v
Files\Ci...
g 00:00:12 Registry o
create:1904: CiProgram
Files\Ci..
g 00:00:12 Registry
create:1904: C:\Program N
Files\Ci...

Show stats 54 FULL SCREEN

| 3 D) 00:00:07/00:01:00 & Comments {4} Share Current Playback X1

+ Session Recording Player 1 R>
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£ Session Recording Player
Fle Edt View Pay Toos Hep

B b 11 @[3 |» | Search ~ [Anytime <9 (4 | [ Advanced Search..

Workspace x
Now Playing x
© 11704 8M App Start 10072 regedit 6295 "C:AWindows\regedit eve” a

© 1:17:04AM Topmost window: explorer, , 5100

© 1:17:20 AM Topmost window: regedit, Registy Editor, 10072

@ 1:17:33AM Top-most window: regedt, , 10072

© 1:17:36 AM Topmost window: regedit, Registy Editor, 10072

© 1:17:36 AM Registiy Create: 10072 C:\Windows\regeditewe: HKEY_LOCAL_MACHINE\SOFTWARE Viegest\New Key #1

© 1:18:00AM Topmost window: regedt, , 10072

© 11802 AM Topmost window: regedit, Registry Editor, 10072

© 111806 AM Registy Rename: 10072: C:\Windows\regeditexe: HKEY_LOCAL_MACHINEASOFTWARE Yiegtest\New Key #11 name
@ 1:18:16AM Top-most window: regedt, , 10072

© 1:18:20 AM Topmost window: regedit, Registy Editor, 10072

@Q 1:18:20 AM Registry Set Value: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \iegtestiname| New Value #1
© 1:18:36 AM Registiy Delete Value: 10072 C:\Windows\regeditese: HKEY_LOCAL_MACHINE\SOFTWARE Viegtestinamel New Value #1
© 11836 AM  Registiy Set Value: 10072 C:\Windows\egedi exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel version

© 1:18:47 AM Topmost window: regedt, , 10072

© 11850 AM Topmost window: regedit, Registry Editor, 10072

© 11850 AM. Popup Window: 10072, Fegisty Ecior, e you sure you wank o permanenty delets tis key and all of i Sibkeys?

© 1:1851 AM  Registy Delete: 10072: C:\Windows\regedit exe: HKEY_LOCAL_MACHINE\SOFTWARE\REGTEST\NAME

Q 1:119:14 AM Top-most window: WiShell, CtxDnDSourceProxy, 7260

© 1:19:14 AM App End: 10072 regedit

© 1:19:25AM Topmost window: explorer, . 5100

@ 111926 AM  Unexpected App Exit: 744: C:\Program Fil cati exe: CAWi RNELBASE.di
© 111927 AM  Unexpected App Exit: 5084; C:\Program Fil \ppication’ch CAWi y LBASE dl
© 1:1923 AM  Unexpected App Exit: 4860: C:\Program Fil \pplicationich CAWi LBASE dl
© 1:19:30 AM  Unexpected App Exit: 9864: C:\Program cati CAWi LBASE di
Q 1:13:30 AM Top-most window: chrome, Untitled - Eangl= Chrome, 744

© 11930 AM  Unexpected App Exit: 6644: C:\Program F cati CAWi INELBASE.di

© 1:13:32 AM Top-most window: chiome. All in one Workspace Solution for Secure Access to Apps and Data - Ciix - Google Chrome, 744
O 1:1%:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chiome

Q 1:1340 AM  Top-most window: WiShel, CtxDnDSourceProxy, 7260

Q 1:19:53AM Top-most window: explorer, , 5100

O 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2)tst: 0 Bytes

@ 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document (2).tst | document bt

@ 1:21:09 &AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:11 AM File Move: 5100: C:\Windows\ék t | C:\Usershadmini G p\d i 0 Bytes
@ 1:21:11 AM Clipboard Operation: Text, explorer, ,
£ 1:21:98 AM_Eila Dalata: E100: Tau D, bk 1) Dk o

Session Recording 7L — VY —DZ DDA RY MIDWTIdE. CORREBETERYT I IR ~OHAZESR
LTkezn

A

Web BB 79T ET A LRBIEOT A Y RIDARY b EBHTEZT7IT10 THRRIS—DHBHEE.
PowerBuilder iC& > THBEINLT TUr—S a U FBRETRTIZEAHDET, COREELOET
3i21%. PowerBuilder 2019 R3 #ERLT7 IV r—>a v EHEELE T,

USB KRB ECBEET /N1 XDEN  Windows @i £ 7:1% Mac @i+ Citrix Workspace 7 7U b1 > X b—JL
TNTWVWBISAT7URT. 9347V MRI14TTvEYSY (CDM) TYwEY TSNz FRIGABUVZAL Y
FEFEA L. USB KBEXIBEET /N1 XDEATNB L. Session Recording IZ& D ZDT/NA DR S
fnLE ¥, Session Recording i&. BERDARY MIZIHFIFLET,

() 1:2654 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt -~
(3 1:27:03 &AM File Transfer: 7260: Client:Applicationhang.exe: Host:Applicationhang.exe: 7.5 KB

(O 1:27:09 &M Top-most window: Applicationhang, Form1, 3996 I

Q 1:27:21 AM  Top-most window: WerFault, , 5956

() 1:27.58 AM Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\sers\administrator XF4B5\D esktop\dpplicationhang. exe

( 1:28:034M Top-most window: explorer, , 5100

() 1:28:03 AM Top-most window: Taskmar, Task Manager, 6844

napping: D

A

BATNI- USB ABERLERET /N1 X2 EAL TRAIARY &Y 3ICid. Citrix Studio TV 517
YRUSBTNARVAAL Y MRS —% [FFA]] ICRELE T,
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RE. USB RBEREEET /N1 X (USBClass 08) OBADAHDEHINET,

TIVr—>a 0BT Session Recording &, 77U —> 3 v ORECETOEADEEE Y R— K
L9, 7O0tX% [F7UERHR—E] ICEMNT L. BMLAE7OLREZOFAOERICEDETEINE TS
PEMINE T, Session Recording AEITTNBRNCHBT IR TALADFIOLRBF ¥y IF v TEET,

Session Recording ¥ 7Ot X&cmd.exe. powershell.exe. wsl.exexz [FTUEHE—B] 177
FIETEBMLET, IRV MRERVS—T [TTVEBARY FOOJEZERTB] LU [TTIETARY
hoOJ %8BT 3] ZERTZ . v RFOV 7 . PowerShell. Windows Subsystem for Linux (WSL)
T7UORBESLUVRTH. Choo7OEIELFHT [TTUVER—E] ICMX5hTLEHESMCHD DS
¥ OJICEBRINET, 774N bOTOLRBR. [FTVER—E] ICRRTINELA.

I 5IC. Session Recording (3. OJICRBINEET TUEB AR FORLBIAIY RS V2 RMLET,
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Session Recording Player
Fle Edit View Flay Tools Help

(E R | @“’3" F | Search: - Amytime - [t 5 Advanced Search...

Workspace »

[E5 Workspace - administrator
| Search Results

[ Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in

) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

TIVr—23arvIs— ARNYMRHRUS—OERBIC. [77VIS5—207ICR8Y 3] 2RRIT B L.
Session Recording 377U DERTERELAVWT IV ERBELEY, [FFVIS—%20JIC8ETT 3] FRAZ.
IRTOF7FVICERATNE D,

) 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744

@& 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\&pplication\chrome.exe: C:\Windows\System32\KERNELBASE il
© 1:19.32 &M Top-most window: chrome, &ll in one Waorkspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744

O 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome

© 1:19:40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260
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TIVDAVZA L= ETYA VA=) [FFIVDAYRE=ILET YA YR E—IL] FRAE TRTOF7FY
ICBERTNE Y,

@ 1:22.03 AM New App Installed: 7-Zip 19.00 (x64): Igor Pavloy: 19.00

O 12205 AM Top-most window: explorer, , 5100

() 1:2208 M Top-most window: SearchUl, , 1796

() 1:2208 AM Top-most window: explorer, Downloads, 5100

© 1:2210 AM  Top-most window: ShelExperienceHost, Windows Shell Experience Host, 8332 %
() 1:22154M Top-most window: explorer, , 5100

( 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 (x64) Uninstall, 6172

O 1:22:28 &AM App Uninstalled: 7-Zip 19.00 (x64): lgor Pavlov: 19.00

A—H—F7Ho Y bOEE Session Recording &, 7HU > bDIER. BRiL. B3, HIBR. BBIOEE. &
FUNRT—REBORITEZRETETET,

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl WISy alid QIVURS |[LUCAVWISTIS L, QUWIVITT QU 1w Quiinmiisusinyg e Cuniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)\Users], Builtin account for administering the computer/

® 1:23:09 AM User Account Modification: testuser: A user account was disabled.

RDP ##%: Session Recording &, ESh7icty > 3>%KRI ML TWS VDA D SBKE I h - RDP #4i% 1%
HTEET,

P — s . e — e e e mrseps s e s

O 1: 24 49 AM Popup Wlndow 21 92 Flemote Desktop Connechon The lemote computer could not be authenticated du

& 1:2450AM RDP Connection: 2192 R [[Perklices

€ 1:2519 &AM Top-most window: cmd, Administrator: Command Prompt, 10776
) 1:25:38 AM Top-most window: explorer, , 5100
(3 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator XF4B5\Desktophconfidential docx,

Ty aYATOI 7AIILOBFIEE. ERk. HIbR. BBIO®RME. LU0ty a>RI~ (VWDA) £ I517 >k
FNAREDEDT 71 )LEX  Session Recording &, [7 77 ILER—B] THRELLZ—T Y I 71IlEL
V74 E—DEZFEB. 15l HIbf. BLUBEIRIEZHRETI 9, Session Recording i&. £y > 3> RX b+
(VDA) € OZAT7YRTNAR R TEINISATYMRSATERBIEAL Y b 2FERLIEABRERIEEE
TNAZRZEEL) LOMDT 7 AIIVEEERETEICHTIEY, BET7MILIRY b OOJZRRT ] 77
avEBERTIE. [T7MILER—E] ZEETINCEFELELS. 77 MIIEEOBRENA N - ET,

) 1:20:33 &M File Create: 5100; C:\Windows'\New Text Document [2).tzt: O Bytes

O 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).tst | document. tt

) 1:21:09 &M Clipboard Dperation: File, explorer, C:\Windows'\document.tst,

£ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 &M File Move: 5100 C:\Windows\document.tst | C:\Users\administrator XF4B5\Desktop\document.tst: 0 Bytes
3 1:21:11 &M Clipboard Operation: Text, explorer, |,

O 1:21:26 8M File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes

@& 1:2545 AM File Transfer: 7260: Host:C: .U*erc‘.admlnl"lralor /F4B'5\Desklop\uonhdenllal docs: Cllenl confidential. docx: 0 Bytes
O T2ZET8 M Top-most window: WiShell, Ct=DnDSourceProxy, 7260

(3 1:2619AM Top-most window: explorer, , 5100

(@ 1:26:21 AM File Transfer: 7260: Client confidential docx: Host confidential docx: 0 Bytes

() 1:26:54 &M Clipboard Operation: Test, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Tlansfer 7260: Client: Appllcallonhang exe. HostApplicationhang.exe: 7.5 KB

4 A A ala T ' x e e - 4 Anne
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pE
774N DORSYIF7RRAOYZZEMHICL. RV IT7URROY AR b EXVv TF VT 3IC1E
Citrix Studio TRSwIJ 7Y RROV IR —% [Bi] ICRELET,

Web & 727 T SessionRecording ic& b, #R—rIhTW3 Web 75U —Ta—#—-7o7F
1ETAZREL. |REPICAANY MIEIRITTEES, 7705 —8. URL. R—=T &1 MLAOJICREIN
F9, Fle LT LTFDORIU—>2 a3y hzBRLTIESIL,

Events and Bookmarks

Ak web browsing https:Adwiaw. google.com, Google - Google Chrome, chrome

T73—h2ADH 3 Web R—=Ih5h—VIIEghTE. ZDOWeb R—JOBELEZIHIFINETH. TS5 —
BIEFRRINELA. COWEEIL. 2—F—H Web R—JICHETIREEHT T I1OICFERTEIEI, fllcL
T UTORIV=22 3y b EBRLTETL,

Events and Bookmarks

2 2:01:43 Ak Web browsing: https:/ v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 2:02:00 Ak Web browsing: hitps: / fweae facebook. com, Facebook - Log In or Sign Up - Google Chrome: :

HR—rTATWE T SO —D—&:

+ Google Chrome
+ Microsoft Edge Chromium
+ Mozilla Firefox

F:

C DAEICIE. Session Recording /N\—< 3> 1906 LA RETT,

REIEDT 1 Y RODAR> b+ Session Recording Tid. 77V DT 1Y RUDBMMOITRTOY 1 > RUDEIE
ICHBEZICARY M ERETEIEY, 7OLRE. 21 ML, 7OERESHOJICRBEINET,
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Events and Bookmarks b4

) 1:56:08 AM Top-most window: EXCEL, Book2, 2S00

() 1:56:22 4k Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
% 1:56:36 AM Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

3 1:56:55 &M Top-most window: notepad++, . 4340

(r 1:56:59 &AM Top-most window: explorer, Deskiop, 7212

) 1:57:08 A Top-most window: WINWORD, Bisjisbb | docx, 8296

(2 1:5713AM Top-most window: notepad++, , 4940

(2 1:57:20 &AM Top-most window: Taskmar, CdiSve.exe, 9275

(3 1:57:34 &M  Top-most window: Taskmar, CiixAuthentication. VitualSmartzard. exe, 9276
(% 1:57:51 &M  Top-most window: regedit, FileOperationtonitorList, G584

3 1:58:04 AM Top-most window: notepad++, shi, 4940

3 1:55:25 &AM Top-most window: explorer, Task Switcher, 7212

(3 1:55:26 &AM Top-most window: EXCEL, Grid, G350

Uy TR—ROT7UT 1T+ SessionRecording Tid. 2 Uy THR—REFEALE. TFX b, B 77
TIOAC—REEBRETEE T, 7OCXBT7IIUNRIE. 7Z70)laAE—pOJ e LTEBINET, 7O
TLABLZA ML, TFAMIE—0OJE LTERBRINE T, 7OLXRBIF. BHEIE—DOJE LTERRIN

£,

A AE—SNETFAMOARBE. 77FNbTROJICERINEFEA. TFAMOABTEZOJICE
%9 % ICI%. Session Recording Agent Ic# & L. HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\
SmartAuditor\Agent\CaptureClipboardContent#1lIZBEL T (F7 2/l MEIFOTT),

[= I

User Name Appication Satus Star Tene: Dumbon  Delvery Group VDA Machire Sze
B scmnisrotor Deskiop. Complete 11717200 427AM 002744 DG_TSVDA EBSDK-TSVDA- 1579KB

_TSVD#A
EBSDKTSVDAT
Site: BVT_DB
Status Camplete
Stait 11772020 427 AW
Login 111772020 4:27 AW
End. 1772020 455 4M

onz7a

Sessiort ICALEPH0
ClientName:  NKGWLINLINKTT
Client Addiess 101571376

Events and Bookmarks
© 43822 AM_Diphs
© #3250 AM Cipbos

@ 45353 AM Cipboard Opsration: Bilmap, ex;

11/17/2020 4:39:30 AM
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Windows L X FUDEE /N— 3> 2109 LIBE. Session Recording &, v > 3 > OREFRIRDL TR
PUEEZBE L TOJICERTEIET:

LY X NULEE BT BRI~

+— 3B LR R - B

BB LR R - EDRE

F—DERIDEE LYY - BRIOEE

fEDEZFIDIEE LIZ LU -EOHBRE LR M - EDRE
BEEDOEDEE LR b - EDRE

*—DHIBR LI Z MY - HiBR

EDHIRF LR b - EDHIBR

i

Events and Bookmarks

© 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\esrss.exe - HKEY_LOCAL MACHINEASOFTWARE \Microsoft\windows\Tablet PC] 15T abletPC

© 10:3055 PM  Registy Create: 8452 C:\Windows\System32\cerss.exe: HKEY_LOCAL_MACHINE\S OF TWARE \Microsoft\windows\T ablet PC

O 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE WDWE432Node\Microsoft\windows\T ablet Tl IsT abletPC

O 10:3055 PM  Registry Create: 8452 C:\Windows\System32\csiss.exe; HKEY_LOCAL_MACHINE\SOF TWARE \WOW6E432N ode\Microsoft\windows\ T ablet PC

© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\w/indows\CurrentVersion\dutoR otation| LastDrientation
® 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\csrss.exe: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Currentersion\&utoR otation

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss exe - HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurrentVersion\AutoR otation\NonPreserve| LastdutoRequest
O 103055 PM  Registry Create: 8452 C\Windows\System32\csrss exe: HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows\CurrentVession\AutoR otation\NonPre ser ve

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\AutoR otation| LastOrientation
O 10:3055 PM  Registry Create: 8452 C\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\CurreniVersion\AutoRotation

© 10:30:55 PM  Registry Set Value: 9392 C:\Program Files\CitrsAHDM\bin\CtxGx.exe : HKEY _LOCAL_MACHINE\SOF TWARE \Citriee\Graphics\3\LLIndicator] LLIndicator

© 10:3055 PM  Registry Delete Value: 9332 C:\Program Files\Citis\HDX\bin\CtGfi ewe : HKEY_LOCAL_MACHINE\SOFTWARE\Citris\Graphics\3| SessionHeight

O 10:3055 PM  Registry Delete Value: 9332 C:\Program Files'\Citix\HDX\bin\CtxGx.exe : HKEY_LOCAL_MACHINENSOF TWARE\Citrix\Graphics\3 Sessioniwidth

O 10:30:55 PM  Registry Delete Value: 9392 C:\Program Files\CitrisAHDX\bin\CtxGx exe : HKEY_LOCAL_MACHINEA\SOFT\WARE \Citris\Graphics\3 NumMonitors

O 103055 PM  Registry Create: 9392 C:\Program Files\Citrix\HDX\bin\CtuGfx exe: HKE'Y_LOCAL_MACHINE\SOFTWARE\Citiiv\Graphics\3

COLYRMUERBERZEMICTBICIE. IRV MEERUY—0 [LPXANIOEBZOVICERY 3] 477>
aveEBERLEY,

NITA—=IVRT—4H (BREENEY I VICEAETEZT—RRAIUE) ARV MEERY S —ZER T E
I INT =Y R7F—E2%Z0OJI0RIRT 3] ZFRL T Eydarr—2F—N—LrigEEsEMLET, C
DOHBETIZ. Web Player Tty 3 VBERICEEA —/N—LAHEATNTUVET, CHIFFEERAOA—/N—
LT, BEILIDIERTRICLIEDTEET, A—N—LAICIF. BRESN LYy a VICEETIROT—2KRA
YEhHBDET:

o R

v hTU—=2 (XE)
v bT7—=2 (%18)
CPU A%
AXEUFBAE
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(—\ P

> © et x|+ B - a8 x NOV 18, 2021

== 11:41:52-00:13:33- 32 Events.
a f o

(4}

78 Kbps
- 35Kbps
32%
2989/4088 MB (73%)

00:00:48 App Start9632.
conhost: 2748: \ZA\CAWN...

vvvvvv

tart:2748:

00:00:48
cmd

C:\Win

=)
£ y 00:00:48 hpp Start 11232
¥ o powershel: 2748:pawers
o
-

00:00:55 App End:9632:
theguardian.com nsrtaszet.com conhost
What lies beneath: the secrets of Learn the Cost of a Financial

France's top serial killer expert v Advisor
An intre ipert with dozens. 0ks to ot al Find infor:

00:00:55 App End:11232.
powershel

— 00:00:55 App End:2748:
> “7) 00:05.06/00:13:33 @ Comments [ Share Current Playback x1 Hide stats 50 FULL SCREEN omd

RyTTFYT T4V RIARYE A—H—DEBET 7 ILEZRWVEDEALCED, 74IINAICTFTIEILEDTS
Es Ry TFT7v T o0 Y RIDBREREIN, TOVTEBRREINLD NRAT—RFDODANAZRDSNT=DTBIHED
»HbD %7, Session Recording id. Ty a>ORERICCOLSABRY T TV TI4 Y RIARY M EEETS
BEL5ICBDE LT Web TS5UH—DRyTT7yv T o0 Y RURERINEEA.

TOERERTOYTEORBRE. Ry TFT7 v T 04V RIARY CORBEDPRESNET,

@ 1:23:43 AM_Popup Window: 2192, Remote Desklop Connection, Connecting to: | [[DERREERS) Initiating remote connection.
© 1:24:05 AM Popup Window: 2132, Remote Desktop Connection, Remote Desktop can' connect to the remate computer for ane of these reasons:\nin1) Remote access to the server is not enabled\n2) The remote computer is tumed off\n3) The remote.

ARZLANRY b

Session Recording Agent id. H—RNX—F 4 77U r—>a >Rt 7 75— avBEOARY b TF—4%, ]
BINfcty P aVICBMT 28 IICERATES IUserApiCOM 1 2 —TJ A RERMBLET, IRV FDAR
A1 XIZEIWVWT, Session Recording I3#ZEH®REZ 7O v I LD, Ly avO—RELEIRY Py Y
IVBRAAINY FZOJICERLIEDTEET,

WEBRO IO v Session Recording TlE. BEOFRERICHEOHEZRF v LD, Ly a>oBE
FICHEDHBOKRERE IJOv I LD TEI e TEET, COMEELEFERT 3IC1E. Session Recording
2012 UpEEFERALE T,
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
&=, 1@ [T |5 | Search - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j:;“:s” . B administrator Desktop Complete  11/17/2020309AM  D0:00:46  TSClient AWTSVDAD00T 10,422 KB
B sdministrator Desktop Complets  11/17/2020 306 AM 000241 TSClient AWTSVDA-G0D1 10,428 KB
B scministrator Desktop Complets  11/17/2020 303 AM 000330 TSClent AWTSVDA-G0D1 6,064 KB
B scmiristrator Desktop Complets  11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G0D1 11,940 KB
E scmiristrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-00D1 40057 KB
El administrstor Desktop Complets __11/16/2020 217 AM__ 000242 T5Client AWTSVDA-00D1 4405 KB
Events and Bookmarks x

©) 30655 AWM Motepads+Sensitive content detecte.
) 30851 AM  Motepad++Sensitive content detecte

Content blocked

Sensitive content detected

10| |||

[> Size: 10.428 KB

© 3:06:55 AM Notepad++ Sensitive content detected:: 11/17/2020 3:07:13 AM

Playing

COMEEZEFERT3ICIE. ROFIEZEITLET:

1. [Session Recording Agent D 700/X7 ] T [COVDAXRS Y TH—RN—Fs BT T r—>avic
KBNREALT—RDERZHATS] FrvIRvIRE2F2ICLT [BRA] 29Uy o L&Y,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. Session Recording ¥ x> k APl (IUserApi COM >4 —7 x4 X) #MUETHERE 1—H—IZfF5L0
£9,

Session Recording i&. N—2 3> 715 TARY M APICOM 1 > &2 —J = RIZT7 U =B L
LT SFRAISNIEI—H—DIHD. ARV M AET—F%ZREICTENT IWELEFVEIT N TEIET,
O—AILBEEERTOI A>T —F—ICIE. 772 TIOERIMIEINTVET, oI —H—
ICCDT7 o RAFT=F5T BICIE. Windows @ DCOM O#EmY — /L= ERLET:

a) Session Recording Agent T comcenfg.exe #%=47L T. Windows & DCOM #mY —IL =B E &
ER

2 Run X

77 Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

Open:

=
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# Component Services - ] X
%. File Action View Window Help - &%
e | amXE 6 BE DX

[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. # | Actions

v i Component Services Manage.. Windows .. HxHelpPan... Activatio.. Frame Host Service

DCOM Config -

v ] Computers
e | % % & & & & & & &

| COM+ Applicatio| AppVClient appwiz.cpl Authentica.. Authentica.. Authentica.. Authentica.. AuthHost AvailableN.. AxlnstSv

| DCOM Config Ul CredUl ... UlCredUl.. UlCredUl.. UlTerminal..

=] Rum-m Processt

| Distriquted Trans:| ﬁ’ ﬁ’ ﬁ’ ﬁ’
g Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve  CFmlfsEng... Citrix Agent  Citrix EUEM Citrix Citrix
£, Services (Local) Intelligent...  Image host COM Server ImeMsgFor.. LogonCs...

¥ & & & & @&

Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. CloudExper... CloudExper... CloudStor...
Recording .. Change W... Broker ApplD Create Syst...

& & & & & & @&

CMLUAUTIL CMSTPLUA Color COM~+ Event ComEvents... ComEvents... Connected COpenCe... CortanaExp..
Management  System User Store

2B B & & & @&

< Run x
CheAudioC... ChVideoC.. ChideoC.. CustReg  Databxcha.. DEFRAGSVC
Class service

& & &

[ DevicesFle... DfsShiExdll DictationH... Dockinterfa... DsmAdmi... DVCRender...
Open: | decomenfgend | ~ Class  COM server

& This task will be created with administrative privileges. ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ

EditicnUpg... Elevated  Elevated-U.. EmailClient EnhancedS.. EntAppSvc

Cancel Browse... System S...  Explorer Fa... Class v

& iz
Bii® @

@
@

/=7 Typethe hame of a program, folder, document, or Internet
=l resourceand Windows will open it for you. ﬁ ﬁ

@

RXAVEBEIIN—TOAYN—TIRIHEWI—H—I|ZHER%Z 5 L. Session Recording Agent A*
Windows Server 2019 LAf& & 7= 1% Windows 10 LIETERITINTVWBIESIF. FIED ICEAE T,
ZNLINDIEEIE. FIEb #XF¥ v L TFIECICEEEAF T,

b) EloFEr—>a>h5 [AVY—ILIL—F] > [AVR—FY rH—ERX] > [AYEa2—%2—] >
[x1ad>Ea—%2—] DIEISERLET,

[RravEa—%—] z&7Vvo L. [TONTr] Z2BRLET,
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.'ﬂwComponent Services X
%. File Action View Window Help 8 X
e 2R XE Q= Dl
(21 Console Root Name Actions
v v d i”";:‘:;‘ :rz”ices “|COM+ Applications i -
1R My Commitar | DCOM Config More Actions 14
> @ Event Viewer ( Refresh all components

. Senvices (Loca .
View

New Window from Here

Export List...

Properties %

Help

on Coordina...

Opens the properties dialog box for the current selection.

[COM tExaTs] 2TEFIRLET, RIZ. [BEIETIT4THDOTI/ERHFA] €023 >T

RE@BORE] 27Uy oL, [O—AADSOT I T+ Tk] HERZHFODI—HF—ZEMLET,

My Computer Properties ? x
General Options Defalit Properties
Default Protocols COM Security MSDTC

Access Pemmissions.

You may edit who is allowed default access to appiications. You may
also set limits on applications that detemine their own pemissicns.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

‘You may edit whe is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their owin permissions.

Caution: Modifying launch and activation pemissions can
! affect the ability of applications to start, connect, function
andlor un securely.

Edit Limits... Edit Default...

Leam more about setting these properties

OK Cancel Apply
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Launch and Activation Permission ? X
Default Secuity

Group or user names:
S8 SYSTEM

©

SR INTERACTIVE

Add... Remove

Pemissions for SYSTEM Deny

Local Launch
Remote Launch
Local Activation
Remote Activation

DeOo|§
oooo

[ o | conn

¢ EloFES—vavhs [AvY—ILI—F] > [AVR—2bY—EX] > [AvFPa—%—] >
[¥rd>vEa—%—] > [DCOM D1Epg] DIEISEIRL T,

% Component Services

%. File Action View Window Help
e 2@ XEB. BHE O

(23 Console Root ~ | Actions
v B Ctj:mponent Services ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ DCOM Config -
v ] Computers Ro.. Ro.. Y. 0... 3% 0... 32-bit Preview Accessibilit..
v & My Computer

Handler Surr... More Actions >
> [] COM+ Applications

- ocomconts & &« § § & & & @

> ] Running Processes

- Account AccStore acppagedll  AcroBroker  AcroDistX AcroPDF  Activatable..  Activation
> [l Distributed Transaction Coo||  Manag. Class Manage..

> 2] Event Viewer (Local)

g -siow & & & & & & & &

Add to AdobeAcro..  ahadmin APClient  AppActivati.. ~ AppCom  Application  Application
Windows ... HxHelpPan.. Activation... Class

ication  Applicati \ppReadin.. AppService.. AppVClient — appwizcpl Authenticati.. Authenticati..

Frame Host Service Ul CredUl O.. Ul CredUI O..

Authenticati.. Authenticat.. ~ AuthHost ~ AutoMdmN.. AvailableN.. AxinstSv

Background BannerNotif...
Ul CredUI O.. Ul Terminal...

Intelligent...

& &« § § & &

Battery BDEUlLaun..  BdeUISrv Bitmap Bluetooth Bluetooth
Notificati... Class Image AVCTP Service  User Service

& &« & § & & .

®
®

Bonjour  BrowserBro...

®
®

Citrix Session Recording Agent 50U v o L. [7ONXTr] &ZBIRLE T,
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— Fai . s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authertication Level: | Default w

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

d) [tFaUF«] 27%BRLET, RIS, [BEIET7IT« ThOT7IERET] o2 a3>T [MRE]
Uy L. [O—AIDS5DT7 I T4 T] EEEZF>A—H—%EBMLET,.
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e
Launch and Activation Permission ? > ) CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

Group or user names:
HR SYSTEM
a Administrator

= e N1 W E =]

i DAL i
l guoxiangzh (UGYEB \guoxiangzh)

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

A
DCOM D8RSI CICBMICED £J, T—EXPIT U EBRETIVNEIIHD FHA.

3. Citrix Rty avemBELEd,

4, PowerShell z#28L THRED R 51 7% <Session Recording Agent -1 > X k—)L/XZ\>\Bin 7 =
LA —IZZEE L. SRUserEventHelperSnapindll €2 a—ILx1YR—+rLZET,
5. Session-Pause& & UfSession—-ResumedvY Y KL v b 2R1FL. EBEROITOvIE FIAH
—FTBNTA—EFZ—FRELFT,
INTA—=R— sREE WMABERIEA T aY
-APP Session-Pause JY >V RL v +E KA

& U Session-Resume <>V K
Ly b EFEVDHT 7 ) DEH
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NS R—B— HEA WBEEA T3>
-Reason aAvFovhOvoInsEmR, FTFoay

CDONFTA—Z—ZRELBWEE

I aAvFrusTOvsIhTu
BB LUBBBRIEFEL. T
OvI3SNTWBIEZERIT I 4
IWEREFPRTEINET. CONT
X—R—ZHRETD L. Eyday
OBERICTOy I ShiHABICH
L TIC. BELLEALVETR
INET, CONTX—F—F
Session-Pause <Y > KL v tr
Session-Resume JY > RL v +
OEATHERATEET,

-AheadSeconds CDNTA—Z—I&, FFoav
Session-Pause <Y > RL v kT
DHEATT F7, WEBERIHREH
INB3ETOEAEFEZ/NT/NRT
SREEEETEEd, 774+
ElZ1#TY,

-—

fce ZIE. RO &SI Session-Pause 2T TCI X7 :

EN Select Administrator: PowerShell — O X

ion-Pause

on-Pause

on-Pause [-App] <string> [[-Reason] [<CommonParam

use it to pause current session.

in» Session-Pause pp Motepad++ -F
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BINMEARY oIt BEOREREBE

BIRFEFARY TREEREKTS  Session Recording Player # R 35 . 27 EF 1R ~DRE% 34
ICRETEET,

1. [Session Recording Player] T. W—IN—0 [BEBBRR] 27Uy 3230 [V—I] > [BER &
] DIEICERLET,
2. [BELRBRR] 4170V Ry IR TREFHZERLE T,

[IARYER] 2TTlE. By ayRADEIHEAARY R EZAARY FTF R M ERRIEIARY FOBERIC. £ld@A
ERETEFT, [TV K] @l [A/ER]. [20Eh] OB T IILE2—%HEAEOETERLT. £4%5E
I REEZRETETET,

Advanced Search X

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix_ Evert Monitar AppEnd

Citrix. Evert Monitor. App Start

Citrix. Event Monitor CDMUSE Drive Attach
Citrix.Evert Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Evert Monitor. File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericUSBDrive Attach
Query Builder Citrix. Evert Monitar TopMost

Citrix. Event Monitor. WebBrowsing

Find the 200 most relevant re[BuraIE S to aRe
Citrix.Uzerfpi. SessionResume

Any Citrix-defined event

o [IRY bOEE] —BICIE. TRTOARY FOBENERNICRINTUVEY, BRI B> ~DFRE
BEBERTIET, (AR Citrix EBOARY K] BFRT B, 1RV FOBEICH DD 5T Citrix
Session Recording (& > TAJICRBINLIRTORBZREL 7,

e IRVEITFFRNIANRFBL—HEHR—ELTVET, TAILRA—RETR-—FIhEEA
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s IRYETEILTAILE—TIE BERKICANF ENXFHKFETNEE Ao

o ARV FOEEDApp Start. App End. Client drive mapping. File Renamet
WOXFIEARY ETHEXNTHRRET 256, BRICEASINEFEA. LA 2T [V ETFEX ]
Ry Z2iIZApp Start. App End. Client drive mapping. #7:iZFile Rename%
AT BRIPRODD FEA

ARV ZFERLTEY 3 VORERNEBE LD, ARV SBZTRHITTINTUVBRAY MIRRAZEHTEE

ED

SRTLERDAANRY MEHRY > —

DRTLEEDAIARY MREHARUS—F TRELARW) TS, TIAIWITRIIFTITATTY, 7IT1 TDHA.

IRY FOOJRBERINFEA.

|% Citrix Session Recording Policy Console
File Action View Help

= 5@ 6 B

B Session Recording Policy Console

v [ Recording Policies
E Do not record
[E New policy
[&% Record event only for everyone with notification
E Record event only for everyone without notification
[& Record everyone with notification
[= Record everyone without notification

v [Z Event Detection Policies
E Do not detect
[#% New event detection policy

v [ Event Response Policies
E Do not respond
E‘) New event response policy
[E New event response policy(2)

[% Recording Viewing Policies

Rule Name

5% System defined nule

Description

Action

Logs no events

SRTLERDAANY MEHR) O —IEEXIFHBRTET EEA.

AR LA R MMRERY > —DIER

OJICRT BTV M EIBETEE T, Session Recording /R >—a>Y —)LICidV s F—RAEAAEINTS

D, SOV —RICH>TRAZMERL X T ERITHRATEICOTICKERT BTN FEFERL. HAUFEHR
EzBLCTHRAZERAIZ Y avEEELET,

RACCITRDEBEHOWIT MO Z LR ED 1 DBIRL T, RAIFGZERLET:
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o A—H—FRFIN—T, RUWEZBERI31—F—FBITIL—TO—B=ZEHELET.

s RBAT TV —2avERIBTRI v T, RAZBRIZRAE7 IV r—>a> &3 TRI by TO—%8
ZERLE Y,

e TUNV=TIN—=TFFIZTR> Y, RBAZBRIZTINI—TIN—TELBII 2 O—BZEHLE T,

s IP7RLRERIZIPERE, RAUEZBERATZIP 7RLRAFREFIP 7RLAOEEO—BEZERLET. D
IP 7 kL Rid. Citrix Workspace 7 7U®D IP 7 KL X T,

s T E— HRAZBEATBZAN— T IERE2TD—BZERL EJ, Citrix NetScaler D2<v—+70+
ARV —%ZFEALT. AYTEFIAMIBEICTIER (RRX—KTIER) ZBRATEEY,

B Specify Tags X

Enter custom tags separated by commas:

OK Cancel

AVFHFRAMIBEICTIER (AX— 7 U1R) 15, Session Recording 2402 LI THIETE 7,
RDESBA—H—TIVLAOAVTEFIAMIEBEIDVWTRU S —ZBHTET X!

- 1—%—OFfTEM

- IP7RLREEHA

- FUNY=TI—TF

- TNA 2D

- AYRb=LENET T ITrT—2a>

FlE

ARZLANRY MEHR) S —Z R T BICIF:

1. ZRFHDOR) O —EEBEL LT, Session Recording RS> =YYV —IHRA VI b—LETNTWVWEH—
N—=lcadx> L &7,

2. Session Recording RU>—O>Y—LzEEHL £7,
TIFIWETIE FITATRARY MEHARV S —EHD £ A,

3. ERAYT [AIRYMREHRU Y —] ZBRLET, XZa—/N—T HFHLWRUS—0EM] Z8RLTT
Ny haHR) S —ZERLE T,

4. (X723 y) HILLARY MEHRU S —2HI )y I LT, BRizEELET,
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|% Citrix Session Recording Policy Console
File Action View Help
= 2E 4

[Ep session Recording Policy Console
v [ Recording Policies
g Do not record
= New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
g Record everyone with notification
[E Record everyone without notification
v E? Event Detection Policies
|§ Do not detect
[#% New event detection prline
v [Z Event Response Policies
@ Do not respond
[ New event response p:

Add Rule
¥ Activate Policy

[ New event response p: Copy Policy

B Recording Viewing Policie: Delete Policy

View Policy

All Tasks >
View >

Renal

Refresh

Help

Rule Name

_-@New rule

_-;% System defined rule

Description

Renames the current selection.

Action
Log CDM mapped USB evei
Logs no events

5, fiLWwARY MRHRD > —=2EIY v o LT FRAIOEM 22y I LET,

a) BEIRYEOBEOF v IRYIREAVIZLT, BT S 1 DELIFERORRIARY b EIBEL
F9, Vs YRIETABRICZAZO-ILLT, FERATEAIRTOIRY FOBEERTLET,

¥ CirixSession Recording Palicy Console

File Action View Help

wep | 2|m| G| B

p Session Recording Policy Console || Ruls Name
~ [ Recerding Policies 2 System defined nic
(& Do not record
[E Record everyone with notif|
Record everyone without n
v [ Event Logging Policies
[E Donot log
[E New event logging policy
(% Email Alert Policies

Descrption Action

Logs no events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[] Log generic redirected USB everts
[ Log app gtart events
Log app end events

App monitoring list

Type the process names of target apps. Separate the names wih 2 semicolon ().
[] Log sensitive file events

File monitoring list

Type the absoluts paths of target files. Separate the paths with 2 semicolon ()

[ Log web browsing activties
[ Log topmost window activiies
Log clipboard activiies

Next >

Cancel
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@f Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list: A
Type the process names of target apps. Separate the names with a semicolon (;).
[ Log file operations
File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).
[ Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modfications
[] Log RDP connections

[ Log app installs and uninstalls

[ Log perfformance data v

Next > Cancel

¢« CDM TYvEYIINT-USB ARy bOJ %2829 5: Windows @I % 7-1& Mac @i+
Citrix Workspace 7 7UB A Y XA b= ILINTVWBISA TR T IS5AF7VRRSATRY
E>4 (CDM) 2ERLIABRELBEET NI IDBBEATNZ L. OJICREERLET,

« RAUSB UL LY haOJICEETS: Windows @it # 7z i& Mac @7 Citrix Workspace
TIUDRA VI =ILENTWVWEISA 7Y T ARAVEALY b EERLIEARERIERET
NAZBBASINB . OJICERLET.

s TTUEBARY FOOJERFETSZ: 24—y b 7TV =2 a>0RBOOT %2R LET,
o TTVRTARY FOOJZRBFTE: 42—y TV r—23>08T7T0OOJ%208RLET,
P
[FTVERTARY FOOJZREFTZ] Fov IRy IRd [FFVEESHARY rOOY
ZiRT 3] OBERFIFKERRICE>TUVWETD,

 THVEHR—B.: [THAVEHFHARYDOOJZREETSZ] LU [FTFVERTARYFOOT%E
FIRT D] TBRLIBE. [TTVEE—8] TE2—S vy 77U r—> 3> %28 L TERL.
BRERNICBEICARY FZREIERVELSICLETD,
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i

- PV —2a RSB TEZEF v ITF vy 31013 [FTVER—B]l 77V r—>
IVOTOLRBZZEBMLET, e xiE UE—LTRI by TEGOREINY b %
Fr7FrI3IClE. TOERBmstsc.exex [FFUERE—HE] [CBMLEY, 7O
2% [F7UER—E] BN, EMLATOLREZDOFIOERICLDET
INBZ7TVr—> a3 UHEEINE T, Session Recording I3 70+ X&cmd . exe.
powershell.exe. wsl.exe%r [77UEE—HE] 774/ bTBMLET,
ARy MEHR) S —T [FTURBAARY COOSERRTZ] BLU [FTTIRT A
Ry OOV %EERTZ] 2BIRTZ . A > R 7O> 7 . PowerShell. Windows
Subsystem for Linux (WSL) 77U OEBIS LVETH. ThoDTOERELFH
T [F7VER—E] MRS TULRHAE S Dh5d. OJERINET, 77
I bDTOERZIF. [FTTVER—E] ICIIRRINELEA.

- 7O0€XLZEtEza0r () TRYOET,

- BE—HOADYR—EINTVET, TIILRA—RIEFHR—FINEEA

- BMY370EREBTIR. AXFUNMNFIEXFTNEE A

- BERICAEICARY FERETERVLSIC. YATLTOERE (explorer.exe #
) »Web 7505 —% LI X MJIZEBMLAVWTLIET L,

s TP MIIWREOOJ ZRRT S [T7MIILER—E] 0&%—7 v 77 TOREOOJ ., &
wavyhRZAk (VDA) Y OSATYRTFNAR (RyTENISATYMRSATERAUS
1L b EERLIERBEXRBEET /NI REZEYL) COMO 7 7 IEGEOOI ZmEFL T,
COATa eBRTBE. [T77IER—E] 28EI3HNICEERL. 77 LEEOO
JRBNANUHA—INET,

- Web Player ICRRENZ T 7 1ILARY K
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Sort by All Categories w

00:04:04 File Create:32:
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404-:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sin: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player ICRRINZ T 71 ILAR> b+

| Events and Bookmarks

() 5:55:38 PM File Create: 32: WAClienthC$\Personality. ini: 33 Bytes
(3 55744 PM  File Transfer 6404: HostC:\Users\ddministiator FMFPAAD esktop\EndProcessMonitorH ook sin: Client:\E$5E ndProcessMonitorH ook sle 1010 Bytes
( 5:57:47 PM File Create: G404 \\ClisntE $\EndProcessMonitorH ook sl 1070 Eytes
() 55339 PM File Transfer 2836 HostC:\sers\Administrator, RMFP&AD esktop\EndProcessMonitorH ook sln. Client EndProcesstornitorHook sl 1010 Bytes

s J7MLER-E: [T7MLEFzOJICKERY 2] 28RBS, [T77LER—E] Z2&
BLTERNROTI7IIILZEELE T, TAIINF—ZRETRE. THILI—HDIRTDT 7
TNEFvTFYTEIET, TIAIETR. Z7MIBMEEShTOWAEW S, T71ILIEF v
TFrvIhEtA.

pE

- 77 OBFEE. . HIfR. BEREZF v TF v 95013 [T71ILEE K]

TI7ANTAINE—DNAXFY] (T7AINERT7AILT LA —D)IL— /)N T
37 <) ZBMLFET, fcezxid. C:\User\Filemsharing.ppt771/LDAE
RIZEEE. 1EER. HIFR. BENRMEE X v TF v 931013

[Z71IILER—E] TNAXF

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

191



Session Recording 2402 LTSR

FIC:\User\FilezEmLx9d,

- O—ALIT7AUINRELVVE-—MREETAILI—NAOBHEZFERTETET, L
ZIE. \\remote.address\Documents” # /L4 —® RemoteDocument.txt
T7AINTEREE T v 7F v I5IC1E [T 77 )LER—B] ©/X2xXFF\\remote.
address\Documents#iEmL £¢,

- EzJay () TEHENXEZEXTIDET,

- BE—HOANYR—FINTVET, TIILRA—RIFFR—-—FINEzEA

- NAXFINEIAXF L NIXFEXFIL EFE A

HIPRSEIR:

- BRINMTVR 7AIIA—D5BRINTUAVT A INAE—ADT7AILEIET A ILE —
DOIAE—RFvFTFrIhEtA.

- T7ANLNERET AN —NRIC, 260 XFZBRXBBRIDT 71 EET #ILF—HE
EFNTVBREBE. 770U ERETAIINE—DREEF ¥y TFryrInEtAa.

- T—AR—ZADB A XITFELTLKET V. KEDARY MYFXF v FF v INBVLSICTS
ICId. EHAMIC TEventy T—J I ENY I 7 v TS 3hHIBRLE T,

- ERBETREDARY FF vy IF v I 3BE. Player TORTRE LUV T—EZR—AD
BRIEBECCICLI DDAIRY bOHICHED. A L= DIEARZEREL £,

s Web BB 77 ETr 2OV ICHRTS: HR— TN TWVWE T SO —CaA—H—F7 U7+
ETFrz0JE& L. BREICT S VY —F. URLL R=J 21 MLOET=2[MTET,

Events and Bookmarks

Ak Sweb browszing httpz:/dwvaw. google. com, Google - Google Chrome, chrome

HR—bIhTWB T SUH—D—&:

- Google Chrome
- Microsoft Edge Chromium
- Mozilla Firefox

e RAIEANTA Y RIARY FEOJICEERTS: REEDO T Y RIDAIRY bEOJICEEL
T. BEICTOERZ. 21 kL. 7OEXBSORITZEBMLET,
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Events and Bookmarks

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

e V)Y IR—RODT7IT1ETZOJICRTRTS: Uy TR—FZFERALE. TFI M BB
77N OAE—REEOJICGERLES, OB T 7MIUNRIE. Z70)LaE—0OY
CLTERINET, 7OCRBE MG 7FIAMIE—0OJE LTEBEINET, 7O
T2RZIF. BRIAE—DOJ LTERBINET,

e LYRMNUDEEEOYICEEEFETS: Windows LI MY DEE (F—F7I3MEOEM. F—F
FIKMEDRBROTE., FEOEOEE, F—F7/IZMEDHIR) #OJICEBLET,

s LPRMNUEBH—E: [LPAMNJVOEEZOJICERT 2] 2EIRTZ5E1F. BRI
LAY /NZENAL. AREEZO0OY () TXHYD £9, HKEY_USERS.
HKEY_LOCAL_MACHINE. %7zl HKEY_CLASSES_ROOT THRRERIBLF T, Tz ZIE R
DE3ICANHLET: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
sHKEY_CLASSES_ROOT\GuestStateVDev, CO—B%ZEELBVWEFICTS L. L
CRMUBERFYIFrINEEA

e PXVIS—%OJICEERTS: FHLAWFTUDRTPRELAEWIZ U EZOJICGEHRLE
To CORANIIARTOT7FVICEBREINE T,

e A—H—FTAHOYCOEEEOJICEHRTD: 2——THIOVEOEE (FHOYNOERK. B
. |k, HIBR. Ov o 7o b, BHIOTE, NAT—FEEORTT) 2OJ7ICEHELET,
« RDP#E&H=OJICEIET S BE SNy 3> ERAMLTWS VDA D SEBEI - RDP

BHrOJICsRLED,

s FTVDAVAR=INET VAR =ILE2OJICRETS: BESN Y>3 FO7TUD
AVAL=NNETUAVA=IILEOJICERLET, CORBIEIRTOT7IVICEAINE
ERS

e N7 F—IVRT—R%EOJICEETS: Ty arrT—24—N—LA#EZEMICLET, 8
B3Nty aVICBETZT—RFRA Y EERRTBICIE. COFT Vv IRy IRERRLE
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ERS
e Ry TT7w T IV ROEOJICEERT . A——DER T 71 ILEZEWVWEDEHALED. 7%
BICTOERALIED TR ETICRRINZ D H IRy T T7v T RoZ0OJICEELE
ER
b) RAIEHHERIRL THRELET,
AZZLTRER) S —%2ERTIHEEEKRIC. 1 DU LEORAEHZRIRTI £
o A—H—FfFTINL—TF
s NET V=3 ERIEITRINYS
o FUNU—=TIN—=TFIET Y
« IP7RLRFHIZIPEH
o JaILZ—
NHEHINTWB TIN5 —2a>FRETIRIO My TR FUND)=FIL—TF£7IEVDAT> > D—
BEEET 3. 1 MEBEEOHRASMODIERIBETT, 1 ~D Delivery Controller T&EE
DA IERZERLE T,
LI THZRZLFRER) —DOER] 023> TFIBEZSRLTIETUL,
pE
AR MMEHAR) S —DRUREOWVWTNICHETEES BV Y a VB BREEDHD £
T, INHDEYIaYDFE. 74—y IHAORE (B THRELAZWV]) AEREINE
To =Ny IHRAEEEXIFHBFTET EE A

C) VY- FOERIC> THEMZERT LE T,
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Session Recording 2402 LTSR

@ Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this rule:

a1

Provide a description for this rule:

| Speciic user nie fitet

Enable this nile
Summary (click Back to edit):
Log &CDM mapped USB events

Users / Groups  Published Resources  Delivery Groups / Machines

IP Address / IP Range

MName Location

& user JZUAI-SRS-1

< Back Next > [ Fnsh ]|

Cancel

ARV MRERVS—IC—HT2tyv arviBBEchde. tv>a >y DEeE0ARY LI MUED

Session Recording Agent IR " h &9, fi:

I Regatry Edeor - o
File Edt “iew Fvertes Help
Computed HEEY_LOCAL MATHINE SOFTWEARE Citrn' SmartAuditod Seidicnbventd’ ]
CteHeck & || Mame Tepe Dists
:'::fnr. 5 ettt g 5T femban nct et]
Graghas o5 hppdigniorlist G AT ST Tyt the procers rarma of baeget spp Separste the raevs wath 8 semi.
’ o £ Ensbiesgpplaunchivents B BWORE D050
T —— 55 Enablel DAL B Dol venty FEG_DWORD w0000 ()
- 5% Ensbiel hproandbvenis [RES_WVORD D000 (1)
tesCang To E¥ Ensbief deOptmnhioa o vints FEG_OWORD: DWDOO000 (0
Losidm ER EnableGenerrUSBIneEveat [FEG_IWWORD D000 (1)
gty R EnabitidieE e FEG_IWWORD 00000001 (1)
o [E% EnsbaeRegiitr e Mzrased FEG_IWNORD 00000001 (1)
InstalSgent R EnableSeidienbvests [FEG_IWVORD DeDO000001 (1)
Locatios R EnableTophderitEventy [FEG_IVORD DaO000000 (0
MachmeldontitySorvic: B2 EnableWekBrowiingActaition [FEG_NVORD D000 (0
Hetatet gl + Faelpruborbiontar i FEG_MILT] 52 Typer the abrchute paths of target fes. Separste toe pathy with g temico_
PertiCa 2% idisbvntActrelithiomTheottls FEG _IRVORD [ iilii]
Praril =% idisbvntActrePia e Thaottle BEG_DWNORD: (e iilii]
vl 5% idbebvantictive Throttle BEG_EWORD B0} 10
L Smarthiafier 2% el vent Theceie B EWORDY DR £
Agant [ Ragran Operationhorior it B AT ST FEGETE SR REGIS TRV MAC I S TWARL RECS TRV MACHL. |
4 Seigeenbvents . ’
3
Stwtkhgensinlo
Suchios
Telernetry
Uiy pPrintirrepr
‘WelsCEIP
Verssgng
virualllei e pigens
Webhurrnlkad P
Bl L o
L4 »
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LR MUK DE#RE

Session Recording "#iL< 1 Y XA b= IL S NiBE. FET7vFIL—RENnk

ma. 724 b

THERTIZITITATRARYMRERU S —EHD FH A, CDIFE. Session Recording Agent
I¥HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEventsolL X k
VBICRE> TREAARY FOOJZEZRTBHNESIHERELEY. LA MIVEDOHBICOVWTIK. ROKRZER

LTS

LY MUME

EnableSessionEvents

EnableAccountChangeEvents

EnableAppChangeEvents

EnableAppFaultEvents

EnableAppLaunchEvents

AppMonitorList

35t°8

1. 1RV roEHEEITO—-NILIC
BMZTE. 0. ARV MOBRHEEY
O—/NILICEICT S (T7#)L K
DEDT—45),

1 O—H%—7hH7Y OEEDE
HEBMIZTS. 0: 21— —ThHhY
YEOEEOBREEREMICTS (7
THIMEDT—H),

1. 77001 YA M=LET7 A
YA L= OBREEEMICT S, 0:
TIIDAYRR=LET VAR
F—ILOBHZEMCTS (T 74
ILMMEDT—4),

1. 77UIS—0HEEMICT
3.0 77VIS—DEBEEMIC
T3 (TIHIMEDT—4),

1. 77U 0RSOAHDELEZEM
I3, 2: 77U OEBCELTOM
FOEHZEMCTS. 0. 7TUD
EBCETORHEZEMCTS (T
THILEDEDT—2),

BWRTBY—Tv T TUEEEL
£9, TIFIETIE 7TUNE
EEINTWVWEEA, EDR. 77
UDARY MEF v TFvEInEt
Ao
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LYZMUME

EnableCDMUSBDriveEvents

EnableClipboardEvents

A

1: C(DMTtvyvE>yani USB
ABELBEBET /N1 IDBADRKR
HeBEMICTS. 0: CDMTY VK
v anf- USB KBRERIBEET
NA ZDBANOBEEENICT S
(F7AILEDEDT—4),

1: VDY IR=ROT7ITF14ET+
ORHEEEMICTS. 0: J1U v TR
—RDOT7 T4 BT« DI %EES
1293 (T74ILbDEDT—H),

EnableFileOperationMonitorEventd: 7 7 1 JLIZED&EEBMICT

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

3. 0. 771 )R EOBH = EMIC
T3 (FTIAILLDEDT—H)o

BRI —T vy T IA—%1E
ET 5. TI7AINETIE THILE
—MEEINTVEEA. TDTD.
T7MIIRER vy TF v InEkt
Ao

1: ARVAIL Y b EFERLE
USB KB EIBEE T /N1 XD
OEHZEFMCTS. 0: RAUAT
Lo buER L] USB RBERIE
EETNA ZADEANORL = EMIC
T3 (FI74ILEDEDT—42),

L.tysayF—24—N—L 11
BEEBEMICTR. 0. Eyayvr—
BA—N—L 1T EMICTS
(F7AILMEDT—4),
LARYTITYTO4VRIARY
DBREEEMICTS. 0: Ry T7y
TI4 2V RIARY OB EEN
I3 (T74ILMEDT—4),
1: RDP #ZHniEtHE g T 3.

0: RDP E5iniatl = EMICT S
(FI7AILEDEDT—2)0
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LYZMUME

A

EnableRegistryOperationMonitorEtektndows L X b OZEE D%

RegistryOperationMonitorList

EnableWebBrowsingActivities

LTI B0 H32F+UFTY:

+ Session Recording B"#i L < 1 Y X b—ILEINTBE. Flold. IR bEE (OJRR) 2HR—
L1811 £DEDUY =AM 5T v FTL—FThich
DiEET T )L METT. F7 )L kTl

IFEERINEE A

+ Session Recording B*-f R> k1) 1) — X & H R~
B&. 7w U L—RENZC OWEEE B|MICT 5. & Session Recording Agent DBIE
TN EDFRIZHEDET, 774 ETIE

JRERINEE A

HEEMICT S, 0: Windows L
ZM)DEBEOREEEMCTS
(F7AILMEDT—H),

BRTZ3Z—7T v LT MUEE
T3, T7AINETIE LR B
UABEEINTULWEE A, TD®H.
LRV DEEDAARY MMEF v
TFrvInEFtA.

1: Web B 7071 ET+ DigaH
EEMICTS. 0: Web EE7 2
1ETrOBREEEMCTS (77
I EDEDT—42),

L%

&. & Session Recording Agent BIEL 2 X b
TOTATHBARY MEHARY =BV, 1RY hoOd

b33 1811 KDHEIDU N —ZNSTvTIIL—RENnrk

L2 ~UERT

TOT4TRARY MEHAR) O —HRWH, 1R> DO

+ Session Recording B’ 1 XY Mg EHR— 93 1811 £ OFIOU N —INMET7 v oL —RENIBEE
Ty FUL—RENCC OBEEE I DMICEIFRRICEMICT B L. & Session Recording Agent D&

LR MUEEEESNEEA. T FTIE

REOEBEIIEESINZEA.

+ Session Recording #* 1811 »5 7 v 7o L— REInfBE
E (AU’ RUS—IE5|E

3 =

AR

AT L
DEEEL
3_0

MESEAINEY,

Ear—]

ax AE

TOTATRARY FEHAR) O—HRWTDH, 1RV~

RUS=OVY L THEEINEARY ME

EEFLRBADRAZLOARY MEERVS—2T7 071 7IZ9 3. & Session Recording Agent
CPAMUBRENERINET, CAEITS L. ARV MRBICLZZ MY

ZERATIRBDZE
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AR MGERD) S — DB

July 5,2024

Tyl a ORBEIBEHINIEEIICA=ILTS—rEEEL, iRty a>oOdIlE8InfcaX> b
I TRDT7 I3 ERTTEET,

o X—I)LT7S5—bDiEE

s BEREEZX T CICHIBLEY FFREREmRENEMDE S HICERFRAE)

e Lty a>odvy

« Ty avonOsAT

IR A= DOV

3

tyiaroOy 7ERERICHEELAWVESIE. VDA LDORDL S I M) F—2HEL. FOFICLTY X

FJEAREBWVWC . FHIFMEDODT—EH0ICEHRETNTWVWBAR I ZERLTLLIETUL,

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
« HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

PRTLEBRBDANRY FRERIS—E TIRELBWV] OATY. BEICHLET. ARFZLAIRY MRERUS—%
ERTIET, —BICT VT4 JICTEBIRY MEERUS—IF 1 DRIFTT,

BFORZU—>2ay bE A—LT75— OBITY:
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Citrix Session Recordin

File Message Help @ Tell me what you want to do
]ﬂ[ Delete | ~  [=] Archive E\I?I Move ~ 6) Reply <é) Reply Al — Forward Elf'ITodn = EE Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

Thizs email comes from Citrix Session Recording to notify vou that a Tophlost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Daomain Mame KEHTE

Start Time 115872020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application R Desktop,

DA Machine

Flavback LIRL hittpis:, wehplaver S/ plaver £
Ewent Text Topfpp: regedit

Event Time 11872020 %1751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording. Do not reply:

b

BEURLZIUvUFZ2. WebPlayer CRESN-E Yy a >y OBER—IUHHAIES, CZx2IUVY
33, WebPlayer ® [XRToRE] R—IHHITFT,

Session Recording i&. Session Recording # —N\—DFA XL —F 1 YIS RTFLERBTA—ILT 5 — b 2iXE
L&d. 7=7ZL. Session Recording 4 —N\—DF XL —F 1 >J > R7LOFEN. Session Recording H+
R=—brTR3ROEFBOVWITNTHRWER. X—ILT77—MIT 72 FTERBTEEINET,

o ANRAVEE
o HZS:E
o BAFHEE

X=ILT75—b+b2EEITIZIEEBZNRAEZIAXT BICIE <Session Recording server
installation path>\Bin\templatesoTFichztemplate.en.htmleWS X—=ILF>TL—
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F2REDOHT. TYTL—FROTL—VTF I EZBHNOFEICEELET, fl:

<> template.enbiml X

1 DOCTYPE html

2 html lang="en" xmlns="http://www.w3.org/TR/REC-html4@" xmlns:m="http://schemas.microsoft.com/office/2004/12/omml" xmlns:w="urn:schemas-microsoft-com:off
3 head

4 meta http-equiv="Content-Type" content="text/html; charset=utf-8"

5 head

6 body lang="EN-US" link="blue" vlink="purple"

7 iv class="WordSectionl"

8 p

9 span_style="color: M#803399"

10 $SINGLE_RECEIVERS

11 0:p=</o:p

12 span

13 p

14 p

15 span_style="color: M#003399"

16 h 11 comes from Citrix Sessio at g <strong>$ALERT_REASONS</strong
17 €0:p></0:p>

18 span

19 p

20 table width="8" class="MsoNormalTable" ::L_,‘m:'.vmtn:l?.ﬂin;rrarg)n-left:55.’/bpt;hackgrounﬂ:Dnhlta;nur‘ﬂsrucnllapse:collapse border="8" cellspac
21 tbody

22 tr

23 td style="padding:@in 8in 8in @in"

24 P

25 strong><span sfyw:‘1Dmtfslzs:1D.but;|nntf|arrilv:”Ver‘dana“,sansfserif;cnlnr:-ﬂbbb!ﬂ‘?‘ span></strong
26 [}

27 td

28 tr

29

30

31 thody

32 table

33 p

34 span style="color: M#003399"

5 (o0 Fird e < essTon TeEoNERFG VEAEE SR ORE TRFRREEIS o - su1seLAv.Linws frere] /o

36 span

37 p

38 div

AT LEEDARY MEERY S —

Session Recording (3. 1 DDV XATFLEREDAIRY RERU S —%RELET,

e BELAEWV, 774 MTIE BETOVERINIARY MIGL TRIEAEITEINDZ L IEHD £E Ao

HRABZLARY FGER) > —O1ER

1. ZRBEAHOR) S —EEBE L LT, Session Recording RU>—a>YV—IHR1 Y b—ILTNTWVWEH—

N—=ilcad#4>L £,

2. Session Recording RU>—a>Y—ILZBELET. TIAIN T TIT1 TBRARY MHERD

—lEHD FE A
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[ Citrix Session Recording Policy Console

File Action View Help

&= 2F 6 BE

[Ep Session Recording Policy Console Policy Name Description
~ = Recording Policies [ Do not respond This policy will disable all alert notifications.

(5% Do not record
[E Record event only for everyone with notification
[E Record event only for everyone without notification
E{ Record everyone with notification
E Record everyone without notification
v [ Event Detection Policies
E Do not detect
v [} Event Response Policies
[& Do not respond
v [ Recording Viewing Policies
‘i New policy

3. ERAVT [AIRYFEERUS—] ZBRLET, XZa—/N—T HFHLVLWRUS—DEBM] Z&RLET,
4. (X723 y) HILLARY MEERUS—2HI7 )y I LT, BRizEELET,
5, FiLWARYERBERVS—=E7) v o LT RADEM ZFRLET,

6. [Lya Yy REHSNICE SICX—ILTEBMLEYT] &lE [V PUA—ZFERALT. Eyo 3
VARV EORESNIE EICRETBHEZRELET] ZBIRLET,
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@ Rules Wizard X

Step 1-1: Select one or more of the following options_

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.
Email recipients:

| Tipe the email addresses who will receive alerts scoomding to this nule. Separste the addfesses with 3 samicolon (1. |
Screen recording time span after we detect an event:

|HowmmymMes do you want us fo recond the screen affer we datect an event? |
Screen recording time span before we detect an event (available only for vitual desktop sessions):
|Howmmysecona&ofbﬁesam recording do yow want us fo keep before we defect an event ? |
Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)

|Howma1ysecmaka’owuwaﬂm!oha¢das&s&‘m aperation after we issue the nofice 7 |

Mext = Cancel

7. (FF2ay) A-IOREBCEEEDOTONT 1 Z2RELE T,
a) BRAI] Y H#—RT, 75— FZEEDOX—ILTRLRAZANALET,

b) [Session Recording 4 —/N\—D7O/XT 1] TEEA—ILDOREEZEHEL ET,
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[y Session Recording Server Properties -

Rolover Playback Notfications CEIP  Loggng RBAC Email

SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL
[ Allow sending email notifications
OK Cancel

A

X

oD

[X=ILEZARIL] £023>T3D2UEDA T30 #RTIE. X—ILOKENRTESH
BEMNH D 2RI EEIATOATHRRINE T, [(X—JLBROREEZHAIT3] ZiERL
T L#ER] 2o U v o 9d5L. Session Recording lE X —LDREZRERT 2 X—ILEZREELF
To REANRT—RPR—FREREHEL L HWVIHBE, Session Recording (T 5 —Dz¥4
ZECIT—AytE—C%EBLET,
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

A—IBEDPERNCHDZIETHUSAIIDET, X—IIBREZTSICBHICTZBE. &
FRBEEICE S TA—IIDEEINBVEBEZEBETSHEEIF. AL —2IR—D v —
(Citri xSsRecStorageManager) H—EXEBEBLET, Fleo N—2 322006 L
BDSRMII—RIIT Vv TIL—RTB5EIE. A L—IIR—Cv—T—EXZHBiRE#HL
TLRE L,

c) WebPlayer ic7 729 37-0DL A M) ZRELE T,

TS5—hX—J)LOBEYE URL ZIEEICH#EES € 321, HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server®dL X rUx—%2RDIF7T. ROFIEERTLET:

+ LinkHost 0fa57—%%. Web Player N\O7 72 XICERTE R X1 > D URLICEREL £7,
fer 218, https://example.com/webplayer/#/player /o Web Player 27
72§31k, LinkHost fEF—42%https://example. comiZBEL £ Y,

+ & EmailThreshold ZiBiML. TDET—%2% 1 H5 100 DEHEDHKMEICREL FT, ET—
Ald A—IEETATY MR LIBLUAICKET 27— b X—ILORABERELF T, COH
Eld. EESNBZX—ILoHEIMRZ. CPU BEREZHIRTZDICRIILbET, BT —XZIEEL
BOWERICTEH, BEIMOBBICRETD L. BT —HF 2517 +— NV I LET,

pE
o X— LY —N—lE. X—=ILEET7HTYbE2INLRY b LTHRWL., X—ILDEE%ZELE
TRAREENDDET, PTHIUVETA—ILERETIZLIICRBHIC. TDTHIV L

PABDOI—HY—ICL > TERAINTVE L ZRRBT 370, Outlook B DX —ILY
AT YD BERDHBHEDBHD £,

o —TEHIBMNICA—ILZREETEZICICTTIHIBAHD £9, fce zIE. 1 BOFIPRISE
FHOBBETX—ILEZEETIEFEA. COBHE. FIEOHAHBRICEEINTL
P2y avoMEBITVWA I EBERLTLIES

8. (FF>3ay) ARVEIIA—EARYMNEEEERLET,

[Trigger response actions when a session event is detected] %%®iR¥ % . [Configure event
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triggers and responses] RZ VHERATREICAD T, ThEIUYILT ROBETI>avE b+
UA—TEZO07RBINTARY MEIEELET:

o X=I)LT7Z—hDEE
o ML FRE DA

s Eyiaroovy

s Lyl aronOsA T
s v 3Ol

Event Triggers - X

Eventtypeis  FieCreate  ~ and Path - Equals
Top Most ~ |and  App name ~ | Equals
is CDMUSB

File Rename - I

[ Confm | [ Cancel |

SATFLEENRAVE. 75V R5B. FIEARA VEDIFE. YO VDKEHRDOREED 1700
ECIULETHZ e EZBBLTLETL, Z5LARVE, TFRMDYIDETSN, IRV RN
H=—T—TINDIHREICZRTINEE A

TOTATRARY MEHRY S =D OTICER T 2 IRY COBEZERTZBEDNHD F9, 1&1F
MET LIS, [BR] 20y I L&ET,

FOYFEIVI)IRDSARY FOBEZERL. mEREEFZEAL TESINE 2207 r X3
VENLTARY FRAZERELE T, RUS—RAICEICRR T DDIRY M MUA—ZRETETEI, F
foo [BREA] BUCANRY B RUAH—ZERLID. COFETOERFRICLIEDTEZICHTITET, ERLIA
RNy b MUA—OHRBIF. [X—ILDXE] ZFRLEZOBEDOAARY MHAOJICRBINLHEIC. 77—+
A=) TREINET, [EEOREZMKRT ] ZFIRL TVLBRIFEE. IRV FOHORERIFED TNV
EOIRETZ . BNEERENEBNICHBINE T, F¥EERREZEIC LT, BNEEEREOHER
ZRETITET:
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@' Rules Wizard X

Step 1-1: Select one or more of the following options.

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:
| TNipe the emai addresses who will receive alerfs according fo this e, Separate the sddresses with 5 semicolon (7. |

Screen recording time span after we detect an event:

| How many minutes do you want us fo recond the screen affer we dafect an event? |

Screen recording time span before we detect an event (available only for vitual desktop sessions):

| How many seconds of the screen recording do you want us fo keep before we defect an event? |

Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)
|Hmvma1ysecona‘fsa"oyvu want us fo hold & session aperation after we issue the nofice 7 |

Mext = Cancel

s IRV MBRETNBROBEFREOHE: 1RY MIBRETNE. BEEEZRET 2 0WEEH TS
9, EZEELAVERICT L. BRESNIcty L a v RT3 ETEERORENGITEINE T,

o IRNY MBRESNZEOEEFREOHRE: TARY MAREINZFICFRE T 2BERENREERT
FET, COWEIR. RETXI My TETIUVOEADEY S 3 Y THETE XY, EOHHEIZ 1~
120 T9, EZ 1 H5 10 DVWTIhMNIRET D L. B LODEMICAED FT, BEEELBVWERICT
e, WEEIXEMICHD £H A, Session Recording WMRIF T 2 EEBREDREORIIE. BHLD
DR BB2HELRHD FT,

s BEIINTEYS 3> TAOIRBINIARY MIBRLTROVWT A DREEZIBELEES. [y
I VREOBEMNSRITETORMBREMR] 71 —J)LRICANTZ LT, I—H—ICREEEHMTEE
ER

- tyiaronvy
- tyiarond#7
- Ty 3> o
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:
T4 —ILREIETZ7A4ILEFTOTY, chld REEYy > avIcWaA—HY—2z0Ov o, OJF

T, FRBUMLTH, - —ICBHTNBVWIEZERLE T, I—H—ICBHMT 3ICId. &
P71 —ILREZREL TLET W,

Fle LT MTORI U= a3y bZBRLTIETL

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG” from C:\Test to C:\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

c FAEEEREEZENCTS: FAULEEREZERTR L. EELT T2 a Y ORBICL>TRET 7
TILOYAIDEFEIN,. BEFOREL Y I VRAZEIDTIERBETESLSICHRDET, FL
<id. THEREEEFEOB M /2 IEEML] ZBBL TSIV,

BR—FTNTVZIRY FOBEOE—BICDOVWTIE. ROREZBEL TLET L,

IRy bDOESE FA4AIT Y FTToav
7 ) Ba
VK REESC. RIZFLVL. RI—HT
%)
LA VER 1Y REESD. RIZFLWVL. RI—HT
%)
TTIVERT
VAL REST, RIZHELVL. RI—HT
%)
B
TTUE RESO. RIZEFELVL. RI—HT
%)
T4 RODEA ML REEL RIZFLVL, RI—HT
Web B
URL REEL RICFLVL, RI—HT
%)
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IR ~DEE

771 IILDYER

T7IILEDEE

T71ILDIEE

7 71 ILDOHIRR

CDM USB

A USB

7 A RILKREE

7 7 JLERIX

Pl O 2=

2T

PATAT A ]

INZR

7741 %1 X (MB)

V—NX

2=y kXX

771 %1 X (MB)

NZR

771 %1 X (MB)

RS1TXF

FINARZ

7 A R LBEERS (BFRS)

’

N

Joay

=

REST. RIZHELWL, RIC—HT
%)
RzEE. RIZFELWV. RI—HT

=

3

S

ReBT. RTHFLL. RI—HT
3

Rz tOs. ROFHDOE. RZET

S5
~t
o

T RIZELVL. RI—ET

=
ReEC. RISFLV. RIS—HT

REEST. RIZHELLVL. RI—HT
%)
REST, RIZHELVL. RI—HT

Rz LEB. ROFHEDOB. RET
B

REST. RIZHELVL. RI—HT
%)

Rz LEB. ROFHEDOB. RET
B

RICELWL

RESD. RIZFELWVL. RI—HT
%)

Rz LEB
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IR ~DEE

Pl O 2=

T71ILY—2X

771+ X (MB)

FT7ay

RICELW (DRZ by FRE T3

72 0))
R EEB

T71ILE REEZL. RIZHELWL. RI—HT
%
LY MU - 1ER
*—3 REET. RICFELWVL. RI—HT
%)
LY R - BBk
*—3 REET. RICFELWVL. RI—HT
%)
LYR MU - EDRE
-3 REEBO, RIZFLWV. RI—HT
%)
BEBDZHI RZET, RIZFLVL. RI—HT
%)
LR kY - B
-3 REEST, RIZFELVL. RI—HT
%)
(EEET] REZSO. RIZHFLVL. RIC—ET
%
LR - BEIOESE
*—3 REEO RIZFLVL, RI—HT
%)
A—HY—=T7HO >V NEE
1—H-—3 REEZO. RIZFLWL. RI—HT
%)
FHLBWT FURT
AR REEZO, RIZFELWV. RI—HT
%)
77VIERE
VAR REEBO, RZFLV. RI—HT
%)
LW FUDIYR =L
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IR ~DEE

TIVDTUAYR =)L

RDP ##4:

Ry FTTv IO RD

NITA—IVRT—4H

1)y TR—FME

TIIE

IP7RLZ

JO€XF

T ROAVTIY

CPU % (%)
XEUEAE (%)
2y MEERE (MB)
vy FBERE (MB)
RTT (ZU#)

T—H2DTEE

TO€XF

9. [RN] 20 v o LT, RAURHKHEZERELVHELET,

FT7ay

A1 BN

Rz LES
R LEB
Rz LOB
Rz LHB
Rz LEB

RICELLV. RIC—T

RICELL. RIC—HT

RICELL. RIC—HT

RI—HT B

RICELL. RIC—HT

MICELW (TFI T7AIL

Ev by
A=Y PN
)
A=Y PN
)

)
RICELL. RIC—HT

RICELL. RI—HT
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@P Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

o A—H—FRIFINL—T, RWZBEARI 31— —FBITIL—TO—BZEELET,
s KBTIV —2a E BTNy RAUZERI BB T TV r—2a >y &eid3TRo by
D—EZERLET,

s TUNV—=IN—T&IFI Y, RAUZBERTEZTINI—JI—TEREBIIVO—BZERLF
ERS

« IP7RLREAIZIPEHH, RAEZBERITZIP PRLRERLIFIP 7RLAOEFRO—BZERL £7,
ZoIP 7KL XiF. Citrix Workspace 77UD IP 7 KL 2T,

o Ja4IIAE—, MAUEBERITZAYN—LT7IEIXZITD—E%EML £, Citrix NetScaler px<v—~
FOEAR)S—%FEALT. AVTHFIAMIEBEIKT7IER (RYX—rT7VER) #HEHTI T,

¥ Specify Tags X

Enter custom tags separated by commas

OK Cancel
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AVFFRANMIEILCTIER (R¥— b7Vt R) 1&. Session Recording 2402 LI THIFA TS
£9, RDELSBIA—HY—TI/ELADAVTHEFA MBIV TRY) O —%BATEET:

- A—Y—OFrEH

- IP7RL REH

- TUNU=GI—-TF

- TINAROEE

- AYVRAM=)IENET T r—23Y

A
Ty avERIFARYME—DARY MRERY S —TERORZE L TVWSRIHEE. RHHV
HEIDEMICARD 9,

10. Do —ROIERICK>THERERTLET,

11 HILWARY BB RV =T 0T TICLET,

SN R =P

July 5,2024
Ot arTR. ROBEICOWTHALET:

« Session Recording #—/\— D &R 5 EK
o T—HAR—IABZAAMDOHEMR

Session Recording +—/\—D&RHHE

July 5,2024

Session Recording i&. Session Recording #f —N\—Mo&fEa8E Y R— b LET, CDsEETIE. Citrix ADC
zfHle LTEALCARIBUBHZHAL TVWET, # LI TRFORIETOSRIHOERI LU TAzure T
@ Session Recording D@ BEHHI EBRLTLET W,

FARTOD Session Recording #f—/N\—ET. BRESBHEREZRATET XY,
pE

CoarSEigEEZER Y 31213, Session Recording —/\—& & U Session Recording Agent d /X —
23> 71.16 NENMBETT,
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BRSEE Y R— T 3540 Session Recording D EERZA:

+ IARTO Session Recording #f—N\—1' BET7 7ML EREFITD 1207+ ILE—=2HBLET,

+ $RTO Session Recording #—/V—#% 1 D® Session Recording 7—4RX—X=HBL £7,

o (#%) Session Recording R —a>Y—)L%& 1 D231V X h—JLL. $RTOD Session Recording
F—N—DTOAVY—IEHEITBELSICLTLEI L,

BREDBDEM

COWEEEMEA T 3ICid. Citrix ADC & & £ & %74 Session Recording AV R—% > FTUTOFIBEZITVE
ER

aREIBOER (Citrix ADC )

aESHT—N—0E)  Citrix ADC RO &R 5S# T —/\—IC Session Recording #r—/N\—%ZEBIML 7,

BEOMY —EXDHER

1. zhzho Session Recording 4 —N—THEBHE 7O b JLICEESIBEY —EXZBMLET,
2. (%) EY—EIXEZE—IINAIY RT3 BEITZ 7O INEZZ—ZBRLE T,

BREOBREY —N—DEK

1. KEATORJLICEDSVWT, BL Citrix ADCRAE IP 7 R L 2 Z#F2REY—N—Z2ER L. 2h5DRAE
Y—N—ZEETZEFIHT—EXINTIVRLET,

2. BRBY—N—TN—2RTVRZBRLET,

3. (%) aEIBOAZEICIE. 774 DA% (LEASTCONNECTION) Tid#<. LEASTBANDWITH &%
7cid LEASTPACKETS Z#IRL £ 9,

4. HTTPS REBY—N—ZBE@EE 2O DIREZERL 9,

BRI DER (Session Recording )

Session Recording 4 —/\—H' 1 VX b—)LINT=EH—N—T. UTERTLET

1. (#%8) Session Recording #—/\—® - > X b—JLEHC. AL Session Recording 7 —4#~X—2X&% N7
LET,

2. BEEOJMEEZEIRL2BS. & Session Recording 4—/N\—0D+ > X b—JLEFICIEE L-BEEBEOS T
—EN—ZAZLBLBAZANNTEH L 268D LET,
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3. Z7MLRL—=S T A —DHRAEMD [EFAHERE. TTD Session Recording H—/nN—v> >
THOYreHBELEY, £D%. [Session Recording —N—D70O/XF7«] T, Z71ILAKL—
TANE—%HEETAINA— LTERTRLSICEBELF T, 2L <k MBEOETRDIEE] 28RBLT
<TEEW,

4, HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N\—DL X U F—(ZfEZEBML £,
fEn&ni: EnableLB
fEnF—%: 1 (DWORD. o%b rg%)

5. Session Recording R hL =Y —J v —D Xyt —IF 2 —(C HTTP 721 HTTPS 70 ~ JJL%3%84R
L7354, Citrix ADCRAEIP 7 RLZDRR L O—REEM L. C: \Windows\System32\msmq
\Mapping\sample_mapicU#1L o bZEMLET, ZDE. Message Queuing #—E Xz B
BLEY,

DALY MIUTOLSICLET:

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http://<ADCHost>*/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>*/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy—-->

<ADCHost> (2 {Em & 117z Citrix ADC g% IP 77 K L X® FQDN T. <LocalFqdn> (zO0—#J/LKX D
FQDN T4,

6. (#%)1 Do Session Recording #f—/\—L Y X b Z#8m#&. X~ 1) 7 k**\Scripts\SrServerConfigurationSync.ps:
1 ZEALT. SOY—N—LZRMUHSHERZE LY AR— LT, oD Session Recording #—/N\—L
SRMVICAVR—TEET, XU T+ ™*SrServerConfigurationSync.psl™ #BALT. Xvt
—CFa—QUEALIMIVEVTEEBMTZEHTEET,

a) 1 Do Session Recording # —/V—T. EnableLB L ¥ X ~ ) a%x#m%E. EEEHL LTIV
v rR7O>7 ~%i2g L. powershell.exe -file SrServerConfigurationSync.psl -Action
Export,AddRedirection -ADCHost <ADCHost> v > R%#®R{FL ¥, ZZT. <ADCHost>
I&. ¥EA L7z Citrix ADC{&#8 IP 7 KL X® FQDN T3,

b) X417 +tnX1T#%. SrServerConfig.reg t WS 7 7 M ILBDIT Y RAR— FFHL IR M DER
Ih. sr_lb_map.xml ' C:\Windows\System32\msmq\Mapping /S X IZBIIS N £ T,
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c) Zofthd Session Recording %+ —/N\—T. LOFIBETHERK I N7z SrServerConfig.reg = J&
—L. BBErlLCcavx >y r7Or 7 +%iEEs L. powershell.exe -file SrServerConfigura-
tionSync.ps1 -Action Import,AddRedirection ~ADCHost <ADCHost> Ov > R%EZRTFL £
¥, ZZT. <ADCHost> i&. fERZ L 7= Citrix ADC{R#8 IP 77 KL 2™ FQDN T¥,

d) 22U 7 +DRf71%. EnableLB {Eh'fthd Session Recording #—/N\—L X b £—(ZBINE N,
sr_lb_map.xml ' C:\Windows\System32\msmq\Mapping /X2 IZEBIMI N7,

Session Recording Agent 7' > X k—JLa i< > > D Session Recording Agent 700/X5 + TUT%1T
W&y

+ Session Recording R AL =YX =T v =Xy E—IDF 2 —IC HTTP £71& HTTPS %:#IR L 7215
&. [Session Recording #f—/\—] 7+ X bRv o RiZiZ Citrix ADC A8 IP 7 KL 2D FQDN % A\ 71
LET.

+ Session Recording A FL—I Y%= v =Xyt —JOFa2—ICT74/)LbO TCP 7O JJLEEIRL
f=#5&. [Session Recording #—/\—] F* X bR o ZIZIE Citrix ADCIRAEIP 7 KL XZANSL £,

Session Recording Player 11 > X b—)Lah e > TUTEITVWET  Citrix ADCRE IP 7 KL X F7
(&€ ® FQDN %, #E&iI Nz Session Recording #f—/\—t L TEML 7,

Session Recording ¥ — 2R —22h 1 > X k=)L E - SQL Server TUUTF2{TVWEd #4H Session
Recording & — 42 R — X2 § R TP Session Recording 4 —N—<>>7ho Y b2EBML. EN5IC
db_owner #E[RzZIDHTE Y,

5 — 8 N— A AN OB

July 5,2024

Session Recording i%. Microsoft SQL Server #RXR— ¢ LfcT—2R—20OFTBMICET I ROV ) a—>
ayvEHR—LLTWET, FU2/NIL SQL Server £7z13 751 <) SQL Server DN\N—RD 7 £V 7
FYTTICEENRELIIBE. T—ERX—RBBFNCT T —ILA—N—FBREMIHD LT,

+ Always On aJ B IL—7

Always On T MY )L — TieElId. BRAIAMS LUBEREY Va2 —>3 YT T—4R—ZADI5-UY
IR TR LY E2—T A ILRILDY—ERXTY, ChICED. BEO—EDI—H—FT—FZR—2
OUAEIRAKEINE T, COHEETIE. Windows Server Failover Clustering (WSFC) /— Rk EiC
SQL Server 1 Y X2V ANEFHETZHRELH D £9, 2L <IE. TAlwaysOn JREMES IIL—7: SaAES
JURBEREY Ua—>ay) Z8RBLTLIREEWL,
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« SQL Server 52>y

Microsoft ® SQL 7 524U Y5570 /O —%FERALT. FROY—N—ICEELESZHBEICHOY —
N—DEBNICZRIVPETHEEZS|IFRCKSICTEET, L. COVUa—>a>yoty b7y
13T, SQL Server 7—4AR—R=ZS5—) VI REEFEHIDY ) a—-a3>EDHEE T —ILA—/N—
ICIE—MREVICERIM D DD £ 9, L <IE TAlwaysOn 7z — /LA —N—=0 54 —1> 22> 2 (SQL
Server) 1 ZBRLTLLETL,

« SQL Server 7—2R—X=5—-Y >

T—EAR=ZADIZF—UVIICL>T FITATHRT—EAR—IAF—N—DELELTHHEHNTEIFNICT
— WA —=—N=—DRTINET, T —FR—XHP—/N—LIZ5EL%4 SQL Server 1Y AHBREIZHR BT
H. FLD 22DV a—>a>EDHBRANE DT £Y, SQL Server Express T+ > a>EFERALT
T—AR—RZZIZ—UITFTBLIFTEIERA. HLIE T7—4ER—=2=5—1 > (SQL Server) 1

Session Recording T —42~R—20EIREEERT 3 5%

Session Recording T7—4RX—XOERAIARZHERT 3 ICIE. ROVWThHERTLET,

« &A#IC Session Recording #—N\—JYR—%>Y b A VX r—)LL. RIEBR LT —ER—ZADT—4
N—2ERAZEELE Y,
#EH L SQL Server 1 Y XAV RIZT—AR—=IBA VA= LEI N3 L SICHEM L T Session
Recording Administration I>R—%> r 24 Y X b—ILTE T, RIS MEBRLIET—2R—ZDT—
AN—AEAALZERTEE I,

- Always On AR IIL—TE LUV 5 22 1) I niEE Ik HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaseInstanceT.

SQL Server 1 > 22> 22 #AAM T IL—FDU X F—DEH. F7=13 SQL Server xv kT —2o D
BHICEELET,

- F=EAR—ZADIF—)>IDFEIE. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\DatabaseFailoverPartnerHKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner
T T—EAR=ZADTx—I)IF—N—N—FrF—%ZEBML£T,

s RIICEDT —ER—ADT—EIR—XBIAMEZ#EH L. RIC Session Recording Administration 3>
K= bEAVIM=ILLES,
HBE L7 TS0 SQL Server 1 > 24> RIZ. Session Recording 7 —42~R—XH L VEEREOT T —
AR=—RELTEDT—ER—% 22 L. BOAMZEE TSI £9, RIC. Session Recording #—
N=—AVER—bEAVAM=ILTBEEIC. SQLServer D1V X2V ABZENILE T,

- Always On I M IL—TFY U a—> a3 eFERAT 310} AR IL—TDU XS —0&FZENS
L&,
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- FT=EAR=ZADIZ—U2IYVa—a aEFERTBICIE. T2 /NIL SQL Server &g E AN
L£Y,
- O9SRA)GYYa—a EFERTBICIE. SQL Server DRy kT —URZ%FANALET,

BFEORT
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Session Recording Player %7zi4 Session Recording Web Player 2R L T, RELIzEv> 3V ERR. &
R BLUVTYvIX—ITBIENTEET,

SA7Eya oBE#EEZEMCLTEY a2 RET 2551F. BETHoEy> a3 e 1~2 ENTRR
TEET,

BEY 7 7ML A XDEREBZ 2y avid. BROEYy > a3 > T77MIILICD I TRRINET,
pE o

BESNIVDADEY > aoADT7 IR EZI—H—ICHELTLIZT L,

Session Recording Player

July 9,2024

Session Recording Player i&. £y > a>vORE 7 7ML 2RAETZ1——H. BEZBEITZHICT—7
AT—=23VTTPIERTZA—H—AVE—TITARXTY, COEI>a>TR UTZRTIZFIEZHBLE
ER

+ Session Recording Player o2&

s SATEYIavOBEDOBEMLELIZEML
s BET A OREOEMN EIIFEMK

o REIDRE

s BEZRVWTHE

o REIDF Vv

o VA FILEAEDNAT Z 1 k

s IRV METYIR—UDER
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Session Recording Player o2&

July 5,2024

Session Recording Player o2&
b
s BEICTOw I EINIAVTYYDEEFNTWVSIHEE. Session Recording I3Z2hEXF v FLET,
fefeLe 70w o SnERICBE LB EIE. BEICEVEREL. T0I>TrYHA 7Oy o TATL
BZIEERTAVE—INRRINET, COWEERFERT 3ICIE. Session Recording 2012 L%
FRALET,

« Session Recording Player 2009 LiFiz A L TREZBELTVL3HE. RDIT—XytE—IH
RRINET, Web Player I3 2% Z 7 £ Ao

Errcr Playing File *

The recorded session file requires a newer version of the
Session Recording Player for playback,

s BEOIEAOJZAMICT R L. BREZBETZLUICHAITAT Ry 7 ABRTIN. BEDOERZA
NTBESIKROENET, #LLIF TBEAY] 28RBLTIEE L,

1. Session Recording Player B 1 ¥ X b—/LEINTWVWBT—IRTF—>avicOdF >V LET,

2. [R&#—+] X=Za—a [Session Recording Player] #3%iRL £9, Session Recording Player h'%
TENET,

7 o

e RN BNZHAREIIAXTBICE. ROANYH—=2H5I)vILET,
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———— e -
— e @ e . -
| = . -
1] .
g =
2= -
B —
|- =
] - -
H - ~ —
] o T r S——
- - == = =
— - E " .
e - .
C g - - = —
e g = - - -
- 8 = -
= B- = - -
= 5
[ —

o [A—T 1 A{E] IR BEShIEY >3 >OF—T AHBERICFATET 3N SHDT
ThEd,

« £>k: EventOnly 7lid. EEZEEEIFARY bOAHDEFZRLET,

MDA —>% v TFvid. Session Recording Player TBE TN TWVWE IR Y FDAHDLER
DHERLTVET, [TV T v IT—=0] NRILICTRTDARY HARFI . Session
Recording Player 0 FHICEBVLWR TRRINE T,

39 Session Recording Player - o x
Fle Edt View Flay Tools Help
[SEN e | e@é | Search: - Anytime - [ Advanced Search
‘Waorkspace x | Search Results x
51 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine EvenrtOnly ~
Search Resu
j i B administrator Deskiop Complete  5/14/2021444AM  00:0033  DeskiopVDA No
T edministrator Deskiop Complete  5/13/2021 1058PM  00:0340  TSAgeri0 No
B administrator Deskiop Complete  5/13/20211057PM 000106  TSAgent0 Yes
O administatod  Deskiop Complete  5/9/2021 5:35 FM 042128 TSAgent0 Yes
O administratod)  Deskiop Complete  5/9/2021 5:35 AW 120001 TSAgent0 Yes
B Deskiop Complete  5/8/2021 5:30 PM 120501  TSAgentd Yes
How Playing X || B adninistratord  Deskion Complete  5/8/2021 5:27 AM 120202 TSAgentd Yes
U it o || B sdminsiod  Deskton Complete  5/B/2021 5:23 AM 000254 TSAgentd No
D“' i E HTE: rator T administrator Desktop Complete  5/8/2021 5:18 AM 000444  TSAgertd No
A“":f"";,m —~—m B administrator Desktop Complete  5/8/2021 516 AM 000140  TSAgertd No
D"'I’_ real o T;Z “'Dm T administrator Desktop Complete  5/8/2021 2:27 AM 000220  TSAgertd
EOSEDILLE Vst Complete  5/8/2021 2:17 AW

VDAMachine: W2K1B5T 738056 ©

Events and Bookmarks x

© 22056 AM App Start 10832: firefox: 2336 "CAP.. A
© 22056 AM Top-most window: explorer, test, 2336

© 22058 AM App Start: 4420 fiefoxe 10832 "CAP.
© 221:05MM App End: 10632 firefox

© 22107 &M Topmost window: fiefor, 22 H] Firef

© 2:21:08AM App End: 4320 frsfox

© 221:09AM Top-most window: explorer, . 2336 Event Only Recording
© 221:15AM App Stark: 8404 fiefox: 7928 "CAPL
© 22115 AM App Stark 7328: fiefox: 2336 "CAPL
© 22121 AM  Topmost window: fiiefos, 2% ] Firef
© 22121 AM App End: 7328 firsfox

© 221:26AM Tapmast windowr explorer, , 2336

© 221:26AM App End: 8304: frsfox

© 22236 AM App Start 10600; firsfox: 10484; "C:A..
© 22236 AM App Start: 10484 fiefox: 2336 "C:AP.
© 22240 AW Topmost window: firefos. 35H] Firef

© 2:2240AM App End: 10484: firefox NIFEmrs +0h01m +0h02m +0h03m +0h4m +0h0sm O
© 2:22454M App End: 10600 firefox (o] w o@ o 00 OO0COOD ©MOCo Q000

© 22243M Topmost vindow: explorer, . 2336 v Deskiop © 22249 AM explorer. . 2336 5/8/2021 22256 AM
End of file

s REFATYIIVOIRTORET 7MILZRTTBICIE. VXA LTREZGZ Yy oL, [T
7O0—7v 7] Z#RLET,
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Fle Edt View Play Tools Hep

= | b [ Q@] [»] seacn

~ Anytime

-9 7 Advanced Search

Workspace

&3 Workspace - administrator
& Search Results
(T Favorites

x ‘ Search Results

User Name Application

Now Playing

User: administrator
Domain:

Applicator  Desktop

Delivery Group: TSClient
VDAMachine: AWTSVDA-0001
Site: BVT_DB

Status: Complete

Start 12/13/2020 8:50 PM

Copy to Folder.

2] Propetties

Events and Bookmarks

Status  Start Time

Complete 12/13/2020 8:51 PM
Complete 12/13/2020 8:51 PM
Complete  12/13/2020 8:50 PM
Complete  12/13/2020 8:49 PM

Duration Delivery Group
00:00:46  TSClient
00:00:37  TSClient
00:00:31 TSClient
00:01:30 TSClient

VDA Machine

Size
8.627 KB
12,029 KB
11,786 KB
10456 KB

End of file

T4 Y ROBRORTEIFERT

Session Recording Player iZid. RINTE2NESHEYIDEZZHDV 1V RIBRLRHD T,

W

NTVWsZremrmLET,

Session Recording #—/\—A®D#EH:

Session Recording Player B4 Y X k—ILENTWVWBET—IRXTF—>3vicOd4 > LET,
[R&#—F] X=Za—o [Session Recording Player] %#3EiRL %7,
Session Recording Player D X= 21— /N\—7T. [&F] Z&RLE T,
RINTZ2ERZERLEY, BIRTZEICICZDERDPRTINE Y, FIvIN—TVIFZDERNERS

B# o Session Recording #—/N—IC#&#%: 9 % & S5 IC Session Recording Player #8828 L TH 5. EHT D
Session Recording # —/\—%38IRT I £ 9, Session Recording Player 5 FIEFIC#E %D Session Recording

H—N—ICEHRTBCIFTTEEA,

1. Session Recording Player B’ 1 ¥ X b—LEINTWBT—IRF—>avicOdF > LT,

2. [2#—1+] X=a—n [Session Recording Player] #3#RL %7,
3. Session Recording Player D X=—a—/\—7T. [V—JL] > [# 7> 3>] > [E4] OIBISERLET,

4. #4579 % Session Recording 4 —N—%3EIRL £,

STty a oBEOBEMLTIFEMK
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SATBERREZBEMCLTEY Y aYZRETHL. REFELEIBERICEY 3 VERRTEERYT, Ty 3
VERELADNSRRIZLIF. ST TEYYaYZ2RB3ES5HBHDTY, ciZl. VDAL ST—EHEETh
BERBICIE 12 PDOBENRELF I,

SAT7BEtY Y avERTIB5E. —HMOBEBRIERATEIEA:

c REINTETIBETTVRILGAZEZEIDHETED, SIAEZRTIB LB TEEEA

s RENTTTBET. BET—XDOREBITEATIFEA. BET—XORELNEHNLBEG. 17y
VEBETEEY, L. By a R TI3FTIIBSHUINEEA

« MEINTTIBET, 77 MleFvyiaTEEEA

FIAIERT, STV a>OBEEFBMICE>TULWET,

1. Session Recording #—N\—%KZA g2V Ea—2—IcOJF > LT,

2. [RE—F+] RE2>%U1) v L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. [Session Recording #—/\—D7O/NF«] T. [BE] 247200 vwoLFET,

4. [Z14 7y a>oBEEHFATI] Fv IRy IREAVERIFAFTICLET,

BET -2 OREOBMUIIISEML

July 5,2024

¥z T0 LORED®H. Session Recording Tid. Player TRRT37OHICHA TV O— RINRET 7
TIIFEBNICESHINE T, BSUINT7 7L EDPOTV—IXAT—> 3y EEaA—%—7HAo>
TIEOAE—FEBETIEEA. BERINET 7oLk, iclefliRFTHASNE T, BELINTLAWL
T7ILiE. i cURRFTHAISNE T, Player ®%localAppData¥%\Citrix\SessionRecording
\Player\Cachelc®% 3. 771 )lid. ERZFOI-—HY—HDH I 71 ILEB EFTESUINILEET
ED

HTTPS ZfER L TEET -2z REITZ L Z2HBHLET,

BET—20RFREIRR. TTFILETEMICADET,

1. Session Recording #—N\—%HKZX L F3I> IO F >V L& T,

2. [R&#—F] RE>HEIU Yo L, [Session Recording —N—D7O/F 1] #ERLET,

3. [Session Recording #—/N\—D7O0/NF ] T [BE] 295200 v o LFT,

4. [BEDOEHAIO—RENZ LYy a>YORET 7N EBSKTBE] Fov IRy IREA U EEAT
ICLET
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BREDORE
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Session Recording Player Tid. 71 v /BREERTTIIrH. EARREZETL TRRISBERT 247> 3
VEEETHCLHTEET, BERLERIE Session Recording Player 0ELERDEHICKRTINE T,

E:
Player 1 > X k—JLTld. #H. Session Recording Player & Session Recording # —/\— & DR D%

MERETTET, COEGOREICKBLIGEIF. MIOTT7MIILERRT B ETIC. EHEREIT DL
EREINE T,

FRURGFE SN cEY a2 % 1EORRFTRLATIZ LYY a VD ERETINTRRETSICE. &
RNTA—RZ—ZHEELETICRRZEITLE T,

1Y VIRRDRET

1. Session Recording Player B’ > X b —LTNTWBRT—UXT—>avicdd4 > L £ T,
2. [R#—F] X=Za2—n [Session Recording Player] #3E{RL %7,
3. REZMHEERLFT:

s BRE] Ry I RIREFHENNILET,

o [BRER] SNILDLEICRVRARA U Z—Z2BHTEHE. ANNTEBNIA—2—D—BIRTTNET,

o« BER] Ry I XEGRAOKRENEI ) v I T3, BEICERLIEREXFINEHD 64 ETRRTN
9,

o (BRER] Ry iZ2ER00 Oy FEI VUM 2EALT. tyda vy RESNICBRZEETE XY,

4. FOYFEI U SARBIONRTO T A2 )w I LT, BRZMIBELET,

BESRRDORT

BEASRERETIE. BRIC150,000 @28 LY T TAHEENTVBZHE. BEINS ZTICEKR 20 WH 1315
Ar'H O EY, Citrix TIRENEEPI—HF—BrOLDEELRREFHZEAL T, GROBZRSI L z26H
HLET,

1. Session Recording Player B’ > X b—JLETNTWBRBT—UXT—>avicOd4 > L£ET,
2. [R&2—F] X=Za2—n [Session Recording Player] #3E{RL %7,

3. [Session Recording Player] W+ > RUT. V—IN—0 [BELRE] #0UvIT3h. XZa—N
—T [V—I] > [BEBRE] OIEICERLET,

4, [BERBBRE] 41707 RKyIRD2T TREZER®EELET:
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o [HB] 27T RXAVERIETHTY FORER. 1 . FIL—TF IIILFEv>a> 0S s
VDA, 77— a3y, 1771 ID #ERAL THRETEEY,

o [BfE/EH] 27Tk BfY. BR. LUK EERLTRETEET,

o [ARVE] 2TTIE By avIBASNIE CtriX EBAIARY FEARBLAIRY R ERETEET,

o [ZDIEHN] 2T TR By v a YR I5AT7U MR V5147V M7 RLR, $&UBRERMEEZER
LTHRETIEY, COYT TR RRTNIBREERBOLBRELUVT A1 TEFADT 71 %1%
RICEDBINESHDBIEETEET,
BREEUZIETETZICONT FERLTWBIIUNRE A 7OTRY I A TFEDORA VICKRRINE T,

5 BF] 20V v I L TREZMIALE Y,

BEAREDIIVIF. RELTHEVWTETERETZ LN TEERY, [BEARER] 41700 Ry I D
[(REF] 20Uy o LT  BAEODIIVZRELE T RELLITVZIEY3ICIE. [BERRER] 4170
IRy IZD [BK] 20w o LES, RELLIIV I 71ILOIKRFIF. 1sqTY,

BERA T2 a>DRE

Session Recording Player &+ 7> a vic& b, RRSNBZREERBO LRSSV T — A1 TEHDT 71
ILWERRICEDINESHDBIEETETET,

Session Recording Player B Y X k—ILENTWVWBET—IXF—>3vicOd4 > LET,

[Z4#—1t] X=a—n [Session Recording Player] #3%{RL %7,

Session Recording Player X=a2—/\—7T. [V—IJL] > [#T7>3>] > [BRER] OIBISERLET,
[(REERORTHBRDOLR] Ry IR, RRTIBRFEERBENNTLEY, &AT 500 FoRFERz R
TCEFET,

5. 7—NhAT7EHDT7AINERRICEDBZINESHZRETBICII. [T—HhA1TEAT71IL2EDHB] F
IVIRYIREFVERIEFTTICLET,

A

BRENADT 71 AHIRDOHRE

July 5,2024

BREOMER) S —ICLBRER-IDT I IHEICMZ T, WROBEICT 7L XGREZREL £T, HIRMGS
$##Ecld. Citrix Session Recording #s2 1> Y —JL T PrivilegedPlayer 0% EIHEI D Y To5Niza—H—F
LV —-TIN—TDHEBTIEITITET,

pE o

SATREANDT 7L IGRIETR—FINTLEE A,
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E Session Recording Authorization Console

File  Action View Help
ez 2@ XE = HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

RDETLa>TR WROBREICHT BTV RFIRERES L VHIFRT 2 7OCRICOVTHALFT,
1. Session Recording Player i'r ¥ Z k=)L TWVWBIIVICOJ AV LET,
2. [R#—F+] X=Za2—n [Session Recording Player] #3ERL %7,
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This option permits the playback of session recordings while recording 1s
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Playback protection
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Player 7+ Y FURICYIRARA V2 —%BEL. BV I L TAZa—%2RRLET,

RDBFZET. TIAIWLDOIRNI Ty o—20) TTYII—UZEBMTEHN. IXVEEERLET:

o AW

e TIANMDIRNI Ty ov—2) TIvoI—U%ZBMTBICIF. [Tvov—o%BMN] ZFERL
E N

¢ TEIRSRIUMEIOTvII—T%FBMTSICIE. [AXY FOEBM] ZBIRLET, TvIv—2IC
EODHTEBZTFRAINILZRR 128XFTANALET, [OK] 20Uy I LET,

OXY bDBMEIZESE

TwIR—UZERLICBTIAX Y FZEBIMLED. OAYMEEBLEDTEET,

1. Session Recording Player B’ 1 Y X b—LEINTWBT—IRFT—>avicOdF > LT,

2. [R#—F] X=Za2—o [Session Recording Player] %#3E{RL %7,

3. TvIR—UZBLHRELEYS 3 VOBEERIBLET,

4. [IRYbETYIR—=0] O—BTITYvIR—IDNRRINTVWB EZHIBLET,

5 [MRYbeTvo—0] O—EBTITvIR—I%BERL. GOV I L TAXZa—%2RRLET,
6. [AX>Y hDiRE] ZBRLET,

7. D4 RORRRINSS. FTLWLWIAXY RZEAALT [OK] 20Uy o LET,

Tv o= DHIRR

1. Session Recording Player B’ 1 ¥ X b—ILENTWB T = RF—>a>vicOyF > LT,

2. [R#—F+] X=a—n [Session Recording Player] #3#{RL %7,

3. TvIR—7v%8CRELY I >OBEERIBLET,

4. [AIRV b TvIX—0] O—EBTITVvIX—IDNRRINTVWBR e ZzBRALES,

5 [RY eTyvIv—0] O—ETITvII—I%BRL. GV I L TAZa—2RRLET,
6. [HIFR] ZERLE T,

ARV LERIFTvIR—INDIEH

ARV MR TvIR—VICBHTR L. ENSHBATNTVWB RSV FETRESN LY > a Y AZBET
TETS

Session Recording Player #'f Y X k—)LENTWVWBET—UXF—>3>vicOd#F > LET,
[2#2—+] X=a2—n [Session Recording Player] #3ERL %7,

ARV RERBTvIR— V280 RELY S a Y OBEZRKBLET,

MDFET. ARV EERIBTvII—0ICBBLET:

> w N
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s Player 7+ Y RUDTETAIRY FERIETVIR—IZRTENZI Vv I L. ARV NERIET VY

V_QL:-*%@jLIiTO

o [IRYVIPETYIR—U] O—EBT. IRV EERIZTYvIR—0%FTINI )y I LET, ROAAN
VRERIFTvIOI—TICBEITRICIE. —BHSIRNY ERIETvII—I%&ERL. GoUY Y

LTXZa—%ZRTL. [Tvov—oAs—=0] Z#ERLET,

Session Recording Web Player

July 5,2024

Web Player Tid. Web 75 U#—%2FHL T, BBINtEy > aY2RRELUVBETI £, Web Player
ZfERATR L. UTZeRITTEET:

T2 —%2FRALTHREZRRETIET,

BEE ST T, FLIEREBICARIVICZINZIANY hERRLTBETEET,
BERICREERETZLODF vy aXEUZBRTIET,
TARIEEZENA S R TEET,

BREICOVWTIXY M EEL. OXYMOEEEEZRETIEJ,

#E D URL ZHEBETEFT,

BREDT ST HILBAIRY MistERRLED,

BEINEEY Y aVICEAETET 2RIV FERTLET,

Web Player iC70tX9 3%

July 5,2024

Web Player » Web # ¥ ~ @ URL izhttp(s)://<FQDN of Session Recording server
>/WebPlayertd, HTTPS #BRICER T 5 I1C1E IS Ed Web #« ~i2 SSL N1 >~ REBM L.
SsRecWebSocketServer.configR7 71 /L &EHML£7,

pa o

« Web Player ® Web 41 MMCOJ A Y388, KXY A—H—3EEBRENNTIHEIEFIHD F

BAho RAAYA—HF—LUIMNINIDHBETT,

o BR—FINTWVET ST —Id Google Chrome. Microsoft Edge. Firefox T9,
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« Web Player #1E L < #aES & 3 1C1d. Firefox T©WebGL A EMICA->TWVWE e H#BRL TS
(A

ZDEETIE. WebPlayer 21 > X b—=)LLTEMICTZ 7O, HTTPS ##/M3 % 7Ot XD W THIEA
LEd,

Web Player 1> X b—)LF 3

Session Recording #—/\—Tn# Web Player 1 > X k—JL L £, SessionRecordingWebPlayer.msi %
AITNIVy I LT, FIBICK>TTIYZX—IILZTT LEY, Session Recording @1 > X k—JLICDWTEHL
KRCTAYZA b=y Ty TTL—F BLUVT7YA YR =)L) ZBRLTLLIET W,

N— 3> 2103 L&, Session Recording I& WebSocket #—/X\—% IS I2#1TL £9. Web Player 1 >
k—JL#&. SessionRecordingRestApiService. SessionRecordingWebStreaming. WebPlayer 771
T=2a IS ICRREINET,

@3 Internet Information Services (1IS) Manager
-

- X
« € ) » & D @-
File Help
Connections - Actions

(&) F
Lo 23 Manage Server
4 Start Page Filter: o ~ G Show All | Group by: Area 4 .
v &3 ini 3 : : g C
22 Application Pools C Pages Levels Settings Strings Controls " B s
v (8] Sites = .
v € Default Web Site "3\?; 2;; o i
| aspnet_client Providers  Session State SMTP E-mail
P MsMQ
P SessionRecordingBroker
P SessionRecordingLogging Iis i i - © Get New Web Platt
P SessionRecordingLoggingWebApplicat @ ~2 ey a ) = Y i’u &E Components
¥ SessionRecordingRestApiService = [ = L] = 404 _x] = )
9 SessionRecordingWebStreaming ASP Authentic... CGl  Compression Default  Directory ErrorPages  Failed FastCGl
3 WebPlayer Document  Browsing Request Tra... ~ Seftings
@ g 44 8 ¢ 8 = H
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Mappings ~ Redirect  Respon..  CGlRestri... Caching
o= | <
o= 8 @y
Request | Server Worker
Filtering | Certificates | Processes
Management -
: 7 0
R = O
Configurat..  Feature Shared Web
Editor  Delegation Configurat.. Platfor...
v

Ready

%

Session Recording 2103 LIBE%##RE1 > X ~—ILg B L. Web Player ® Web 1 M7 72X LI ENIST
AR REINTWLB WebSocket —/N—IZ Web 750 —nEHRINET, IS THEI bThTWLS WebSocket
H—N—FN—3>2.0THH. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
Serveric®3L YA RUx—DL T X +J{E WebSocketServerVersion TRIhTWE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 239


https://docs.citrix.com/ja-jp/session-recording/2402-ltsr/install-upgrade-uninstall.html

Session Recording 2402 LTSR

B Registry Editor - X
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip ab| DatabaseFailoverPartner REG_SZ
Business Objects ab| DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 8| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller || 2 pormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent 24| EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall 24 EnableAzureSQLService REG_DWORD 0x00000000 (0)
v SmartAuditor 4| EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Se"’i" 4| EnableSRStoragelogging REG_DWORD 0x00000001 (1)
ier‘?es‘ °p 4| EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
en 0o 28] LinkEmail REG_SZ
XenToolsInstaller -
: a5 LinkExpire REG_SZ 1728000000000
XenToolsNetSettings )
a5 LinkHost REG_SZ
Classes .
Clents ab]LinkSalt REG_SZ kk20d974
DefaultUserEnvironment #|LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet ab]| oggingDatabaseFailoverPartner REG_SZ
GiForWindoms ab]LoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
Google #|LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel 24 MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics PlaybackProtection REG_DWORD 0x00000001 (1)
Microsoft #4|PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins a5 PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC #|PolicyFileRefreshPeriodInSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH 4| RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies #4|RolloverTimelnHours REG_DWORD 0x0000000c (12)
Python 24 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys 2b|SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications 24| WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup ML) WebSocketServerVersion REG_SZ 20
< > v

LID/N— 3 > h 5 Session Recording 2103 LIBEICT v FIL—RA YR =)L 5L, Web 7504 -4
Python X—2x®» WebSocket #r—N—il#EHahE 9, IS TR I TLS WebSocket #—/N\N—IZ#E4i9 %
IZlZ.<Session Recording t#—/\—d -1 > X k—JL/YX\>\Bin\SsRecUtils.exe -enablestreamingservice
O RERITLET, Python R—2 D WebSocket #f—/N\—ic#E4 LE 7 ICIE. <Session Recording t—/\
—01 >R k—JL/XX\>\Bin\SsRecUtils.exe - disablestreamingservice 1< > k#x17L £9, Python
~—20 WebSocket y—N\N—D/N—2 3213 1.0 TT,

Web Player o5t

Web Player iZ7 7+ L b TEMICHE>TUWE T,

« Web Player #&siC ¢ 3 iCid. Windows Y > R7O>Y 7 hzEEL T<Session Recording
Server dinstallation path>\Bin\SsRecUtils.exe -disablewebplayerad <
YRERITLEY,

« Web Player #8%iC9 3iCid. Windows OY> R 7O 7 hzEEL T<Session Recording
Server installation path>\Bin\SsRecUtils.exe -enablewebplayeraw>
FeRITLET.

HTTPS =189 %

Web Player @ Web # « + @ URL lxhttp(s)://<FQDN of Session Recording server
>/WebPlayert©d, HTTPS #BRICHER T 5 1Cik. IS £ Web 1 IZ SSL /N1 > REEBML.
SsRecWebSocketServer.configim7 71 IL2EHLET,
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A

Web Player ® Web 4 MZOJ# > T 3BE. RAAMYIA—H—|3BRBRENNTIHEIEH D £FH A
RXA > aA—H—DISMINADRBETT,

HTTPS %##/H L T Web Player ® Web #«1 M7 o€ RXF3I2I1d. UMTOFIEEZTLET:
1. USIZSSLANr> RZzEBMLET,

a) EETE3REE (CA) 15 PEM o SSLAEBRZE#ENEL £ 7,
7
Google Chrome * Firefox AL DIFL AL D—RM AT SV —Id, MEAZBEZER (CSR)
OHBEOHR—bEFELELE L, IRTOEESNEEALSDIRAEICIET IO I RO
A& (SAN) MERINZET, HTTPS &H T Web Player #ER 3 3 ICld. RKIRISH L TRD
BIEEERTLEY:

« BE—q Session Recording #f —/\—p"EA TN TWL 3B 5. Session Recording #—/\
—OiEBAE%Z SAN GEPAEICER L £ 7,
Chrome Firefox
HTTPE

HITPS HTTPS

-% SAN Certificate
HITTES SR Server

VDA

I
()

o]
22

s BEIHEERALTVL3HEEIE. Citrix ADC £ & Session Recording 4t —/N\— 0@ A T
SAN GEBAEDIMERFIRETH B CE EMABL TS LY,

© ©

Cheome Firefox

% HTTPS HTTPS HTTPS
° SAN Certificate
LL
VDA
?L S
S ' &
Ry L O -
! SR Server
VDA Virtual Server SAN Certificate '
OnHTTPS '

b) ISTWeb#+ rzeHI v I LT NIV RDEBM] ZFRLET, [V NIV R] 41707
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Ry ADBRRENET,
c) LMo Bl 2oy LET, [H1 NA Y RDEBM] 41 700Ky I IADBRRINET,

d) [ RvoR0—EH 5 https 2:8IRL. SSLAAZEZERL T,

Add Site Binding ? *
Type: IP address: Port:
http e |AII Unassigned v| |B|} |
httE l
Exarmnple: www.contoso.com or marketing.contoso.com
OK Cancel
Add Site Binding ? >
Type 1P address: Port:
https | |All Unassigned v| |443 |
Host names;
] Require Server Mame Indication
55L certificate:
Mot selected Select... View...
OK Cancel

e) [OK] #o v o L%T,
2. SsRecWebSocketServer.configBm7 71 aEHMLET,

a) SsRecWebSocketServer.configBm7 71RO THREET,

SsRecWebSocketServer.configi# i 7 7 1 JL i3 i® E<Session Recording
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Server installation path>\Bin\7z#/lL&4—iCHD %7,

b) TLSEnable=1 %#& L T TLS #&%I- L. ServerPort. SSLCert. £ &0 SSLKey 7 —JL Ri
\mELES,

C) TEZREFELET,

Web Player D7 R—LR—JSOOAV TV EERTELIEGRRT S

July 5,2024

OJ#* > L7zt%. [Session Recording t—/\—D70O0/8F 1] TUTDA TS avhBRINTLEHE SHIC
EOWT. WebPlayer D R—LR—STAVTFUYDNERTELBIRRICEDIZEDHD T,

i% Session Recording Server Properties — >

Notfications CEIF  Logging RBAC Email Cloud DB ¢

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

o A7 a3 EEIRT B L. WebPlayer O R—LR—IJTIRTOIAVTUYDERTRICHD £9, BEICIE.
URLZALTOAT7IEXTERTY, &l URL (F. BESNLREZICEEINS X7 57— hTRRHS
NEFTo X—IUTF—MIDVWTHEHLLIE TRV FERERY S — DRI 28RBLTLETV. BREBHEN
-2 [REOBEZHETS] I rO-LzfALT. BB URLZHEIZLHTEEXY, COLHE
DEFOHAZSRLTIRLTE L,
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CifT1X | Session Recording n

AN

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recerding Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

o A7 a3 EBERLEWVWEE. Web Player 07 R—LR—J(CIF. RORVV =23y bo&S5HaAVTY
YNRRINET, EDFEF—>a>N—T [TRTORE] 20U v I THLR—IHEHRIN. FHLL
BEHEETZIHEERTINET, WebR—I%ETFICRIO—-)LL T, RETIRELERRTIH. T+
LWE—%ERALTREERENREZIIILET., STIREOHE. [HBERH] Jlic [S17] cRRS
n. BERFZVUDRICEDD 9,

[] Recordings ~ Start Time user Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator 0 Live:
Comments - February 23, 2021 3:05 PM administrator ) 00:08:14 "P/
Administrator Logging v February 23, 2021 2:55 PM ah 0 00:03:12 I\bx
Configuration . February 23, 2021 2:50 PM ah 0 00:01:54 |!‘
February 23, 2021 2:43 PM gh 0 Live

BEEALYYIVDITARTOBEI 7AILERTTBICIE. —BTHREEERL. [740—7v 7] 71 AV%%E
RLES, [7x20—7v 7] 71k, BEDBRINTLWEBEICOAMEBETI XY,

CifriX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

(3 Raconsngs
Start Time

Start Time

User Host Client Events Duration Action

All Recordings

February 24, 2021 9:57 AM February 9, 2021 5:22 PM ah 5 00:30:07 @
Comments v —

. February 24, 2021 9:56 AM

Administrator Logging v
Febvuary 9,2021 5:22 PM

February 9, 2021 5:21 PM

O} Configuration v

February 9, 2021 5:20 PM

FEIEEOHBICDOWTIE, RORESHBLTLLLET L,
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TAT L Bl

EEpliSaE| REOMBRE, EREPTRENZIU v LT, 8
ZRRVIBICRTTEED,

d—4— vy g yhARBREINfI—H—, EREIPTREN%E 2
Dy LT, A—H—-CrilFEz frHTHRRL. O
— =TT 7Ry MEICERZ D TEET,

KA+ FEIN LY 3 AR MINTWVS VDA DRR
bE. EXREIPTRENZS UYL T, VDARZI &%
TILT 7Ry MEICHERDZ ZENTETF XD,

I3A4T > Ty avHRTINTWBISATY TN ZADE
fle ERENPTRENEI VWO LT, 953147 KRR
FEZTILT 7Ry FMBEICHERZZENTEES,

IRk BEHNOARY FDE, EREPTRENED ) w2 LT,
—EBOREZARNYNDETURBZEHTIFET,

AR bDH EEFRE IR FOADOFEETRLET, Web
Player THEINBZTAY FOZHOREICIE. 1>k
ORI Z T A NI S LDEENRET, HI ST
LER NI S LG BERIFENRKRETT,

fRE— /N — VDA h S RE SN iRE T — 2 Z 0 F % Session
Recording #+—/\—,

L BREOKEORY, LR TRENZI Uy I LT, —
BOREXREORI TERZ N TEFT,

FRE| DR

July 5,2024

71V —Z A LI.REDIRER

Web Player Tid. 71 L2 —%2FEALTREZRRTIE T, KA MR IFA TV RE A—H—& TTUT—
23y VATV RIPTRLAL ARYETHRIM ARV OB BRIBED T I EZ—%2FATITEY,
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CilriX | Session Recording

[»] Recordings ~ Start Time Host name User name vehts Duration Action
All Recordings ebruary 9. 2021 522 Application Client name 00:30:07 )
. i )
Comments v Febru 0 Client IP adldress Evont toxt 4 00:29:26 »)
8,20 d ) o
Administrator Logging Februery 8, 2021 520 Event type Time: ) 00:30:45 Z/
o
- ) Fabruary 8, 2021 5{1 9w AnmunisTTaTyr . " 00:32:27 »)
Configuration v — 2/
s
February 9. 2021 5:19 PM userz 12 00:32:39 )
February 9. 2021 5:18 PM usel 10 00:33:03 »)

e RIE RAME TN E—2EIRT B, RDFAATOTRY I ABRRINET, REShict v arhiR
AN VDADKRZI bEZANLT BR] 20Uy oL, BELAVREZRFGERD SMHINL THEEY 24
RoHeRRLET,

FILTER Clear All
| |

UTDRZ)—=>ay bD&SIC, BERBIRINTWS KRRl 200 v 093, BIOTAIILZ—ICEET
TET, [RRLR] DOV wIHB TRTDITAILEZ—D—BRRINET, BEICGLTITIqIILEZ—EBRLF
ED

FILTER Clear All

o] |
& Host name @

> User name

User Host Client Events Duration Action

Hf Application
o P gh 5 00:30:07 @
' Client name
@ Client IP address P dzl 14 00:29:26 @
T Event text
— P dlg 14 00:30:43 @
~— Comments
&= Event type P administrator 9 00:32:27 @
] Time

Lohriary U 2021 519 D user2 12 00:32:39 @

+] 20UV I L TTAINE—ZEMTBILEHTEETD,

FILTER Clear All
| |

e i3 [FE] 700220 TORIV—>23y FOLSICEMTEEY,
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FILTER

Host name ~ ‘

Start date

Start Time

Duration

At least v

Start Time

February 9, 2021 5:22 PM

User

gh

End date

End time

Seconds

Host Client Events

(B 7 LZ—ICISREORRA. RIRAR. ZaKEIHD X7,

Ty arDOIRTOREDRT

Session Recording Web Player Tzw>a>DFRTOREERTT BICIE 2 DOHENHD £9:

babr o

BREZERL. [720-T7v 7] 7 AV BRLTREFTAEY I VOIRTOREEZERTLET,

FiE 2

BET3®REZERL. BER—COELRBICHS [BEVRMORT] 27Uy I LET,

BREADT T XHIPRDHR

July 5,2024

E

m Clear All

Duration

00:30:07

Action

FREDOEER) Y —ICKBRER—ROT7 I AFIEICMZ T, WROBENCT VL AFREREL T, FIRGE
& C1E. Citrix Session Recording &z 3>V —JL T PrivilegedPlayer 0@ EInE b Y Tonfca—H—8
SUPA—HY—IIN—TDOHDNTIERTEZXT,

E:

SATHREANDT IV ZAFRIFHR— TN TVEEA,
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Session Recording Authorization Console

File  Action View Help

9| 2@ XE Gz HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

RDOEIL3>TE REROBENCKHTEZ 7 I AGFRERES LVHIRT 2 7OEICOVWTHAL T,
1. Y R—FINTVWB TSI —DF7 KL ZX/N—IZ. Web Player ® Web 47 @ URL ZEANSHL T,
URL ofzzlid. http(s)://<Session Recording +—/\— FQDN\>/WebPlayer T,
HR— kI TWVWE TS5 UH—Id Google Chrome. Microsoft Edge. Firefox T9,
2. Web Player R—JOERIOFES—> 3> T, [RE] XZa—%2BHALET,
3. [TRToRE] R—IT. 1 2FIFERBOREEERLE T,
4. RE—BOLRICHS [7I/ERFIReRETS] FraAVEI Vv I LET,

Player #7:i3 PrivilegedPlayer o LWIhh DREINE D YT 5nfcd—HF—ELVPA—HF =T IL—Fid.
BEICTVEAFIRERETEE T, [HIR] X=a—Id. PrivilegedPlayer 0&EINE DY TE5Nfc1—
HF—8LV 21— —TIN—TFOAIMERTITEFT,

PrivilegedPlayer O&E|OE 1 —:

[¥] Recordings ~ < Followup (3 Place access restrictions
All Recordings Start Time User Host Client Events Events Only Recording Server Duration Action
Restricted N
August 30, 2022 12:02 PM 0 False AUTO_INSTALL 00:00:27 >
Comments v .
August 30, 2022 12:01 PM o False AUTO_INSTALL 00:00:35 \ »/
Administrator Logging v
Configuration v
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Player o#EoE 2 —:

€ session Recordings x  +

<« cC O = [ /WebPlayer/#/recordings/all 2 % * O 2

[¥] Recorcings Start Time User Host Client Events Events Only Recording Server Duration Action
All Recordings
August 30, 2022 12:02 PM administrator SEE—— 0 False AUTO_INSTALL 00:00:27 ®
Comments v
August 30, 2022 12:01 PM administrator i . 0 False AUTO_INSTALL 00:00:35 @

Administrator Logging v

Configuration v

5. [FR] 20VwILET,

€ Session Recardings X+

<« C 0O = = Bem sm i/ WebPlayer/#/recordings/all » X ® O3 &

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply toall
other recordings of the same session.

e

6. 7O RHIRERELIGERLIERED . [TRNTORE] R—IH5 [HIR] R—JICBEHL I 2R
L&E9,

[FIFRFEE] FICIE. BETIREICIENDS T I IFRERE LD RRINET,

€ session Recordings X o+

<« C O m = Ealmam =i/ WebPlayer/#/recordings/restricted 2 % * O 2

[®] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration Restricted by Action
All Recordings IS
August 30,2022 12:02PM  administrator = == 0 False AUTO_INSTALL 00:00:27  XSEPW\Administrator ()
Restricted
August 30,2022 12:01 PM  administrator = =5, 0 False AUTO_INSTALL 00:00:35  X8EPW\Administrater @
Comments v N

Administrator Logging

Configuration v

7. [HIFR] R—IT. BEIZRLTT7 I RFREBRLET, 77 XGBRIERINZ . BEIX [TRTD
BE] R—JICRD T,
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<« C O = W B B/ WebPlayer/#/recordings/restricted

[*] Recordings ~ [® Followup | 5 Remove access restrictions
All Recordings Start Time User Host Client Events + EventsOnly Recording Server Duration Restricted by Action
Restricted . S
August 30,2022 12:02 PM  administrator o False AUTO_INSTALL 00:00:27  X8EPW\Administrator  ( B*)
Comments v _
S
August 30, 2022 12:01PM  administrator = = 0 False AUTO_INSTALL 00:00:35  X8EPW\Administrator (D)

Administrator Logging v

Configuration v

FEZHEVTEE

July 5,2024

Web Player Tld. S 7 BEEZBETEET, FER—JOZREICIE [ZBFHRE] BEOAAICBEREZ VN
HOEF,

E Recordings A Start Time User Host Client Events Duration Action
Al Recordings February 23, 2021 3:17 PM administrator 0 Live
Comments v February 23, 2021 3:05 PM administrator 0 00:08:14 @
Administrator Logging February 23, 2021 2:55 PM gh - 0 00:03:12 @
Configuration . February 23, 2021 2:50 PM gh - 0 00:01:54 @
February 23, 2021 2:43 PM gh 0 Live

[ O

Player 0&g0i5E&. AROFETS—>3>0 [RE] X=a—I2iF [TRTORE] Y ITAZa2—DHH
RRINET,

PrivilegedPlayer 0#&EI0i5&1E. [BE] XZa—IZid [TRTORFE] ¢ [HIR] OFmADTIX =2
—hRRINET,

BEREZDZIVY I LET, BER—IDRTINET. XEVF vy aDBRICBEDBBINE T,

EEFREDBE:
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FEB 23,2021

11:10:58-00:07:32-11 Events

Host name:

Client name:
Sort by All Categories v
- Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win...

. Please wait for the Citrix Profile - o
b 00:01:00 App Start:8416:
Management conhost: 5692: \22\C:AWin..

00:01:36 Session Pauseisik;;
00:02:27 Session Resume:l:;

00:03:02 Session Pause:/help;;

| 4 7 00:00:04/00:07:32 & Comments (2 Share Current Playback X1 FULL SCREEN 00:03:19 Session Resume:his;

ARY NDOHDFREDEE:

Web Player TBEINZ 1R FDHDFEICIE. TRV MEFHOAI ST EXA NS LNEENET, AIS
T EXR NI S LI BERITENARETT, GREIORTVHISFEDARY MIBHTEET,

Event Only Recording
MAY 8, 2021

14:38:27-00:02:20 - 47 Events
MM Top-most window
S User name: administrator
App End Host name:
Web browsing

File Rename Client name;

Sort by All Categories v

00:00:29 Top-most
window:Bginfo, , 3196

00:00:31 Top-most
window:wfshell, ICA Seamless
Hos.

App Start
12/26%

00:00:46 Top-most
window:explorer, , 10772

00:00:50 Top-most
window:ShellExperienceHost.
Wind.

00:00:50 App Start:10160;
firefox: 10772: "C:\Prog.

00:00:52 App Start:860: firefox:
10160: "C:\Progra.

» ¥7) 00:00:29/00:02:20 G Comments (7} Share Current Playbac X1 FULL SCREEN

s Lyl aroETKBEI )Y ITRE. EydaryMRESNIENBARICTIDEZS LTS
3—0
s ANV FDHDREDHZE. ELBOBET7 A AVIIERTET XA

Player 71 > RUDHBICOVWTIE. RORESRL T LTL:
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Player =71 > Ko 0ifE

>
Il

o

—
|| 1)

00:01:29/00:07:32

£7)

-

00:00:00/00:02:17
= Comments

-

[~} Share Current Playback

Show stats

Hide stats

X1

FULL SCREEN

Exit full screen

A

BRLICRE D 7 ILeBELE T,

BEZ—RELELET,

BEOBETIa— M Ia—MEBRERITL. X514
—ZERALTEEZHELET,

BERICETRAN—Z RSy I TIET, REINTK
Ly aro7A FILEBIEBERICNT ST FEINE
ER

TREINS—O L%,

REBLOREMEL 5sHREREZRLE Y. BEOD
fzxid HH:MM:SS ©T9,

FEOBLERICIZ) I LTAXY FEEMTSCeH
TEET,

WrEOREO URLZIU v LToO Uy FR—RIZO

E—T&%9d,

BEINtY S aVICEET R T 2RIV bERED
F—N—LA=2RRLET,

Tyl arTF—RF—N—LAEEFRRICLET,

REOBEFEREZRLEY, 7ra>Z7UvoLT.
X0.5. X1, X2, X4 AT a>v=OEIE Y,
SEETBEZRTLET,

Web R—SRTEEZRRLET,

BER—JOARAIUTIE ARYETANE—E ARV TAILE— JAVIRERRY IR, —BORET —4

ZEATETEY,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

+ Web Player v~ > o Bt Bxl, CofliTid. AUG 20,2021 ¢ 18:50:50 T9,
s BEPROFREODORRE, COfITIE. 01:37:00 T,

s RERDAANY M, CTofFITIZ. 359 EVENTS T3,

s tyiariREINI-H -8,

s RESINEYIaVHARISEINTWLS VDA DRR L&,

s Ly aVHARITINTVBEI ST Y TN DRI,

s MERERZUANBZZA T a3y [TRTL [ARVR] Fid [OXY ] 28R TREEGRELERER
£
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e AIRYETAIINE— BHEROT 1 IIL2—ZFRL T REOREBADIRNY FEBRETET LT,
TAAYZ )Y I LT, ARV ENDODRRZRBEALET, H:
00:01:00 App Sta|18416

00:01:00 App Start:8416: conhost: 5692:\
conhast: 5692: \?MC:AWin_.. * \CAWindows\ 3,5191132 \conhost.ex

elxd

o« AIRVI—E, —BOIRY EIUYITRE, BERNOIRY FOUEICEHLE I,

¢« VAVIRRRY IR [ARVIERE] V1Y IBRRRYIRCL>T REDRETIRY b—EZ T
PLBDRACZEDTEFES

BEXREZHENT B

July 5,2024
Web Player 0EAXZE%ER T 31213, Web Player x—>T [#mR] > [BEXRE] ICBEL T,

CilrIX | Session Recording hiaes
Recordings v Preferences
Set your playback preferences.
Comments v
Administrator Logging v Player cache

Set the cache size you want the player to use for playback.

| {5} Configuration N

Preferences

Rendering options

Enable the optimized graphics engine
Clear this check box if you encounter compatibility issues that cause recording playback failures

Web Player DR DEAZEZEHRTI £

« Player ¥ vv>a, A5144—% R5v LT, Player "BEICFERTEF vy a1 XERELET,

s RBUINIISTAvIIVIY, 570 v I IO VRREK LT, WebPlayer o X7 +—< > 2%
MESEHLI. REUINEIVIVIET I NTEMCA>TVET, BRMPZOMOMEIEEL
1malE. FIVvIRYIREFTICT B TRBUSNIEI YDV ZEMICTETERT,

Web Player 0#mix/Nry YA X %IEBPT

July 5,2024
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1. <Session Recording installation path>/WebSocketServeric#%2 Web t#&rK >

7AILERDITET,
2. Web R 771 LZBEZT £,
3. BlockSizeMultiple fa%=#mEL £7,

T A NMEE L (4KB) TY, fE%Z 8 (32KB) ICRET B ZE#BOLE Y,

&, Regittry Finder - Adminastrator - [Lo<al Regittry]
Filg Edt %Wepw Foeorter Window Help

HKEY_LGCAL MACHINESOFTWARE Citri'Sessionfecordng’ CloudChent Servioe
Ha Local Reghary x|
Eeys % | Marme B Ty Dats
v | Gk & | (Dl pult] kEG_SE
- Ausite Cloud 3 Bilorituaebiul pie REG D08
CleudChentierace 5| SssignRacordingUUiD
Citsix Dingktep Dielivtry Cor
I alliigeny
Kledalnstall
w SessonReconding
CleudChentSernce
w Semartiuditer
Sarwer
XenTook
XenTooklnstaller
KerToohMASAtng:
Clazees
Clrts
bt
Googh
Iritsl
Mool
Monlly
OO6C
Faring
Pelizien
Chanhys !
€ ¥ €

HEEY_LOCAL MUBACHENE SOF TWARE Citre Serianf e ording\ CloudC heniSenace

Keyn 0 Valuew: 2 Selected: |

74 RILEBEID /N1 T 1 b

July 5,2024

Session Recording 171 RIL1 R b %§RE L. Web Player 07+ RILHAEE NS hTE £,

Erbk:

TARILARY MMIBERBE 7 717)L (.icl7Z 7)) TiE#A&< Session Recording 7 — 2R — X UZRTE

Ih37®. Session Recording Player iR RINEE Ao

TARILARY FEEZ DX Z 1 XF 3I21d. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\

SmartAuditor\SessionEventsicH3UTDOLS I bUF—%2RELET,
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LYZAbUF— T7#IMME Bt

DisableldleEvent 0 TARILARY MEREZENICT S
ICI3. BZ LICRELE T, 7R
AR MEREZBICT BICIE
Bz 0 ICREL £,
IdleEventThrottle 30 # LR MU F—TRESNHEOD
LIWVMELDODRSA—HY—707+
ETas (3714 vIDEEPH—
R—R/RIINAZEL) HBRWVE
B, PT1TRILARY MHABRBEINE
T, BEISNEY S avh
Session Recording Web Player
THETNZ . 71 RILEBEAY/N
171 bhENET,
IdleEventActiveThrottle 2% EBESNIEEOEESNICED S
ZT74vIDEEQHNI—H—T
IT1ETH L REBESNET, 77
LR TlE. 2FUARICLAECED
32ONTy b A—H—=T I T«
ETFr CRBRThFd,
IdleEventActivePktNumThrottle 3 om/X4 v EBESNIEHEOEESNIcBD S
STy IDEEQHNI—H—T
IT14ETHLRBENET. 77
L TlE. 2FBARICLARCED
320ONTy b A—H—-T U T«
EFr tRBEIh&xd,
IdleEventActivePktSizeThrottle 300 /X1 & F—ELOBNIWVWITSTrvIN
v bFERTIN, BEET S
TARIVKEBEREBESINET,

AR FEOXY ~DOER

July 5, 2024

BER—JOERA VT [IRV ] Ja)lEZ—2 [AXV ] T4 2—%FERATE £, Web Player TR
YhEOXY M EFERALT. REINcEY a3 v RAZBRICBETIET,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost; 5692: \22\C:AWin...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

BEADIXY L

BESNcEYYavBEINZ L, [AXV K] FLAY—D0 Y RISy LTIAXY EBML, IXY
FPOEBEZRETI T, BEEEICIE (B [Pl [E] B®H0DFd, [B] aX> b [l aAXY NI 2he
N/REALYZORY FTRINET, Ly a>oBEP REICETZITIRNTOIXY MERRTEET, BH
PEBMLIEIXY FEHBRT ZICIE. Web R—JZBHLIXY EREALT, [HR] 22Uy o L%,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

» f7> 00:00:12/00:00:14

(4 Share Current Playback X1 FULL SCREEN

XY EIUYITEE. AR MEBMS MBS v > T TEET, [RTIAAY M R—UTFRTOIR
Y FERFTEET,

CilrIX | Session Recording Q v w I

Recordings

Comments

>

| =] comments ~

My Comments
U Q Q Q

Configuration v Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete
x

OIXY MEBEZERICEMESE 3121E. Session Recording #—/Y—_E® Server Manager @ [#&F & a8
DEMm] 7« —KrT [WebDAV Publishing] ¥t v Ry I RX%E=FTICLET,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

gEZ ) O LTHETS

July 5,2024

=

BEZz) O LTHET L, O -—DSHROBREDFHSRET S LB<. REICHETYIEZATES
LOICBDEY, BEZHRMIV O IELEHRELU YL THETEZT, BEZFIRNLES )7 LTH
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BY3L. RICBEEREZR >TWVW3 11— —0DHNED) VI ZFEAL TREZRTCEIET, REZEHRD
YO LTHETBE. AD RAMVADHEDDEDO VI ZERAL THREEZRRITCIET,

|HRDY VI DOBEBEERRBICT S7=8HIC. Session Recording TIZRD Z L HATEET T,

L]

Do e ICBMHAREREL 9,

(AFvay) UoorERTRCEICEBAEANALET,
COREHDEFROY >V LTHEITNTWVWRILNOBMEZREL X T,
REDRBEDINTOEFRD) >V IZRRLET,
EDQA—H—HEFIRD U > IICT7 72X LIh ZIBREL T,
BHHARITIN TUVRWESIBROU > I ERDEL £ T,
HARREINIC R S To A BX DS NI B R ) Y U ZHIBRL £ T

« BEEZEFIRD) VI LTHEL. EFRDOU VU5 EET 51215, PrivilegedPlayer O— )L H'E|
DHTENTVWBIRENHD £,
o BEIRD VI EFRAL TREZRTT ICIE. I—F—IFEBEZANNTIHELNHD 7,

BEZHRIRNSU I LTHAETS

BREEZGRLESU 7 LTHETBICIE. ROFIEZEITLET:

1.

2.

3.

4,

Web Player ©. #8533 RE.2MLVTHBELET,

BEOBER-IT [HE] 20Uy ILEY, [BE)YI/0ER] 414707 NRRINET,

Generate recording link

General access

[—&77t€R] rOYTFEIUNS [HIRME] 2BRLET,

(V>opae—] 20y LET,
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[(U>onaE—] #0Uv I LB ROXAyvE—J00WEFnhhRRIN, BIEFRIINEBADRINE
EIN
s HEINHBEED URLARAV Uy T R—RICOE—ChFELE
« §%E URL OREFIZKBL £ LT
5, T—N—=LRNILTReBHEZERALET,

E*a7Ic#ETBICIE. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\
ServeriCROLSA NI EZRELET:

LR R{E Bl T4 NME AR

LinkExpire EEnf URLU > A 1,728,000,000,000 (& -
HABREINIC 72 % £ TODHA T4 MEIE2BTYS,)
o 10 v 7 OFBEMT

A REINET,

LinkSalt ti£o URL oB#HAREZ  Kk20d974 TIHILMEZ. HFTE
ESKTEtFa )T X H3 (HE) FROXFT!
vy R ICEELEY,

6. EENIURLY > O %, BEERZEICH >TWSI—F—cHBELET,

TRLZNR=ICV O ZBDMITZ . VIR OAE—SNEBMICS v T TEE T,

BFEETEFROY > LTHETS
pa o

BEZEFIRD) > LTHET 3ICIE. PrivilegedPlayer O—ILAEID HTHENTVWERELRHD £9,

BEZERIROU 7 LTHETSICIE. ROFIEZERTLET:

1. Web Player T. #633REZHLVTHEEL X7,
2. REOBER—IT [#HE] 20Uy ILEY, [BEYVIDOER] 41 7A7DRRRINET,

3. [|R7IER] ROy TFEIUNS [HIRGL] ZBRLET,
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Generate recording link

4. (72 aY) BEEHETHERZNAILET,
5 EmEni ) o 0BMERERELE T,
6. [V>yrnaE—] #oUv o L&Y,

[(V>onaE—=] Z0V v o LB ROXYvE—J0WTNADRRIN. BIEDBRIINKBDIDRINE
g

s HEINEREO URL AV )y FR—RICOE—Ch&ELE
« #&E URL oHBICKKLE L
7. £EENURLY > % AD RX 1 YAOMOI—H—rHBLET,
TRLIN=IZU YO ZBEDITB . URLU Y IR A —ENISBRRICS v I TEX T,
p= =N

o EHEIRDOU YU ZFERALTREZRTT DICIE. I—F—ZBHEZANNITBIVELNHD XTI,
o BHIRDOUYIDERETIVERDT I avid, EEBEOJOBEOJ/ /2 —ICHFEINE T,

\EEIRD VIO ERT S
F:

\|EPRD ) > 0% EET SIC1E. PrivilegedPlayer O—JLAEID TSN TWEIHELHD £7,

COFRENEFIRD) 7 LTHEINTULWSB N ERTT S

COFREHNERIRDO ) VI LTHETNTVWEHOMBZHRT ZICIE. [TRTORE] R—COELERBICH S
(VYO DER] 20y I LET,
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Session Recording 2402 LTSR

Start Time User Hoest Client Events Events Only Recording Server Duration Action
April 6, 2023 10.38AM 0 False 00:00:27 )
April 6, 2023 10:28AM ] False 00:09:41 \.”
April 6, 2023 10:17AM 0 False 00:11:45 \’.
March 15,2023 431PM 0 False 00:0213 O
March 15, 2023 407PM 0 False 00:03:28 »)
February 28, 2023 4:47PM 8 False 00:02:01 q P_'
February 28, 2023 9:59AM 0 False 00:04:50 >
February 28, 2023 9:32AM 0 False 00:02:33 >
February 28, 2023 9:31AM 0 False 00:00:53 P:
February 28, 2023 9:19AM 0 False 00:40:20 L >
February 28, 2023 6:33AM 0 False 02:46:00 (»
February 13, 2023 2:22PM 0 False 00:04:26 >
February 13, 2023 2.11PM ] True 00:10:52 q ’/

[(VYIDEE] 200w o33, BHROU VI L THETNTLIREOADN—EBRTINET,

Start Time User Host Client Events Events Only Recording Server Duration Action
April 8, 2023 10:38AM linlin_s_MacBook_Pro 0 False 00:00:27 o
April 6. 2023 10:17 AM linlin_s_MacBook_Pro o False 00:11:45 &2
February 28. 2023 9:32 AM QHPLAY o False 00:02:33 1
ver 30,2022 3:01PM APACPMD2221 1 False 00:32:15 L5
September 21, 2022 11:37AM NKGWYUCHUNJO1 o False 00:14:59 F1

REDREDEFIRD) VI 2 RRELVEET S

1. [BHROU >V Z2ERTB] R—CZHATEI,

FEL [IRTOFE] R—2PD [F7o2aV] FHB I o772 VvIT3

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6.2023 10:38AM linlin_s_MacBook_Pro o False 00:00:27 &£6
April 6.2023 10:17AM inlin_s_MacBook_Pro 0 False 00:11:45 &2
February 28, 2023 9:32AM QHPLAY [ False 00:02:33 1
November 30, 2022 3:01PM APACPMD2221 1 False 00:32:15 Ps
September 21, 2022 11:37 AM NKGWYUCHUNJO1 o False 00:14:59 L1

FE2 [BEYYIOER] 44700 T [UYI0EE] 20Uvod3
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Generate recording link

General access
unre

Justification

test2

Link valid for (hours)

2]

2. [BHIRD) >V 2EBEBYTB] R—JTEITZRATZ . BEOREICH L TERTNERIRDO > U ICE

TRHEPRTEINET,

Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

O Refresh W Clearinvalid links

Generated at (UTC+08:00) Generated by Justification Status
Apr10,2023 4:18:42 PM WASKL\Administrator Expired
Apr10.2023 4:10:22 PM WASKL\Administrator Expired
URL

http://10.108.4.136/WebPlayer/#/player?key=al7c¢89a63c3f4976b12559e2bd884ee7

Viewed by Time - Playback justification
WA9KL\user0 Apr 10,2023 5:45:37 PM user0's view
WA9KL\Administrator Apr 10,2023 5:45:18 PM administrator view
WA9KL\AdministratorQ Apr 10,2023 453:13PM administrator0's view
Apr11,2023 3:30:45PM WA9KL\Administrator Expires in 3n37m
Apr10.2023 5:46:11 PM WA9KL\Administrator Test Revoked

3. (#TFvay) U2 UZEBDETICIR. VY IEBRL. RREns [BDHEL] 20Uy I L&Y,
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C¥ Refresh W Clearinvalidlinks (@ Revoke

Generated at (UTC+08:00) Generated by Justification Status

Apr 10, 2023 4:18:42 PM WAZKL\Administrator Expired

Apr 10,2023 4:10:22 PM WA9KL\Administrator Expired

Apr 11,2023 3:30:45 PM WASKL\Administrator Expires in 3h37m
URL

http://10.108.4.136/WebPlayer/#/player?key=438a6a5b428748hb590chcc0ff8d8f2de [

Apr10,2023 5:46:11 PM WASKL\Administrator Test Revoked

[BYDBL] 20Uy 093, 7O2avelRd3 AV T ABRFEINET,

A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

DO

4. (7> ay) BRPNICBR ST VO EIBMDESNI) YO ZHIRT 31013 [BHRV>0%20 1) 7]
27V ILET,

BEBEDT ST HILBARY MNEstERT TS

July 5,2024

IRV b F—2OREKIE. Web Player TREICEICFIATEE T, 371 ALBARY MEFHCE D, REIC
BATNIcARY P ZTIFP<BETER T,

IS3TAANBARY MRS EZERTT BICIF. ROFIEZRITLET:

1. #EZEVTEELETD,
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2. BER-—VOELBICHZGRAT I ZIVVILET,

AUG 20, 2021

Q Hostname: ANTSVDA-0001

Session Recording
Your activity with the desktop or programis) you recently started is being recorded. If
you object to this condition, close the desktop or program(s).

=

3. [BERTEE]. [771L&X]. [OYY R [1RYR] 2728082 T SEIELEADSGEZR
TLET,
o BEXRTKRE

[EERTEE] 27 TE 7FU5—23 00 Y RO T+—ARATNTVWE RBERREZzMB &b’
TEEY (FOT47 71V RD)

€ Player
l> Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSISS 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
Sessionmsg 00:00:14
setup_wm 00:00:12
WifShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

BT TV —oa > 0BICKEDRA LN=—DHDFET, N—&I7UvITBe. 7FXUr5r—o30h
T+—HNAINBZEVICHABRRBEYE 74 —AXDEE%ZRRTEET, 774 LD [TRT] 7>
IVLINDEARDEREIEE TR CICL D, REHEREKDAT W TEET, fl:
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€ Player
|> Screen time File transters Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
csrss 00:10:30
ConfigurationWizard 00:07:46
powershell NS 00:03:00
cmd 00:02:58
mme 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16 .
JonasAgentSystray 00:00:15 }
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07
OpenWith 00:00:06
mspaint 00:00:05
msedgewebview?2 00:00:05

powershell

as the top-most window

(an) (=2
! \

N —
0 minutes ) ((5-2 nutes

Start time Duration

00:20:50
00:28:25
00:29:02
00:30:04
00:30:20
00:30:38
003041
00:30:43
00:31:05
00:31:49
00:33:38
00:33:53
00:36:38
00:37:07
00:37:20
00:37:42
00:42:38

011331

00:00:04
00:00:04
00:00:15
00:00:03
00:00:02
00:00:01
00:00:02
00:00:07
00:00-04
00:00:02
00:00:08
00:00:00
00:00.06
00:00:03
00:00:11
00:00:02
00:00:21

00:01:27

o 771 ILERE

[Z7a)ER%] 2712 £y a>oEEERIA ML TWB VDA rty s a yARITFINTVSE S
SATYRTNAREDBONAET 71 IEEICEBT 3T 5T« HILBHKENRRRINE T, RDHB

EzFEALT. HEKEAREZIAZATEET:

- B8 15T¢] [108T¢]. [1E/EIL]

- T7MIINERE: [TRTODERX], [RX ST T7 Y MADEE]. (V5

NDERIE]
- BXINET 7 AIILOBERIET A X (N1 b &7E MB)

X#hig, 24 BT TOENKRHZRLE T,

_1

7

>

D S5ERR B
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“
>

Player
Screen time File transfers Commands Events
Per 1 minute A All transfers A
N

File size (Bytes) ; T
File size (MB) 6
6 -
5
5
4 <
4 -
3 4
3 -
2 =
2 4
1 -
S L
0 - T T T T T T T T T T T T T T
10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30
. Transfer from host to client . Transfer from client to host
e OXVE

[O< > R] 271CiE. BESNhfcEv S 3 hicRiITINS CMD Ov > ke PowerShell aw > R
REINET, [HRELBE] ICHRZLBEENDT 3D, FELIERE] »SRELBREREEE
IRTBET. T—EDRTRENDAEZIAATEEY, IOR) HRIBEEFII. RETIVaVEFHET

BIHICERTINE T,
€ Player
D Screen time File transfers Commands Events
Custorn search
Saved search [ |
Ty
15/15 Commands IPvd Address
E-mail Address
N powershell: power
00:01:14 cmd CDFTraceTask.ps com pmgmt
) taskmgr
00:01:23 powershell logman: "C:\Windc
mmc
00:28:16 cmd mspaint: mspaint  yinyer
i control
00:28:38 cmd control: "C:\Windo
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system32\sysdm.cpl”.
00:30:37 cmd mmec: "CAWindows\system32immc.exe” "C\Windows\system32\lusrmgr.msc”
o IRVE
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[ARY ] ZTICIE. BESNEY S a3 YDIRTOBEDTIARNY FOREEBIRRTEINET,

€ Player
Screen time File transfers Commands Events

M Top-most window

W Web browsing

Bl Clipboard Operation
App Start
App End
File transfer

nd
25(7%)

App Start
25(7%)

Clipboard Operaticn
36(10%)

Top-most windaw

203(57%)
Web browsing
51{14%)

BESNELY Y aVICEAETET—2RIV b ZERTTS

July 5,2024

BEARIC, [BsteRm] 2> hO-ILEI VY I TBIET BREShcEy Y I VICEETZROT—2R1> b+
EA—N—LATRRTCETET:

. fEEE

« Ry RT—2 (EE)
c Ry RT—2 (BME)
. CPU A%

. XEUEAE
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“ w
> [ x|+ ] - 6 x NOV 18, 2021
== 11:41:52-00:13:33- 32 Events.
al a
bockmaks... @ Getting Stated & User name:
@ % M

(4}

5t
L — . dowexplorer. . 7508
a ' ip time 303ms ) 4 .
78 Kbps
- 35Kbps
a2%
2989/4088 MB (73%)

T | Network(ecews) Ao d6Khos TEUU T R

00:00:48 App Start9632.
conhost: 2748: \ZA\CAWN...

00:00:48 App Start:27:
cmd: 7508:

C:\Windows\sys.

-
- ! 00:00:48 App Start:11232
7/ £ powershell: 2748 powers..
=N
ma

00:00:55 App End:9632:
conhost

Learn the Cost of a Financial
Advisor .
Fiod ictormaiion o 00:00:55 App End-11232
powershell

00:00:55 App End:2748:
emd

> ¥7) 00:05.06/00:13:33 @ Comments [ Share Current Playback x1 Hide stats 50 FULL SCREEN

« Session Recording (3. 15 # T ICEERMZINEL. BDDOT—2 R b2 1BTCICNELE
ER

o EAICIE. Session Recording (& 5 # e ICHERMBOT—2EEHML T, fcifL. FERET—
I WEY A VIO, RERICIF IS ICEHRINE T,

+ Session Recording I&. O DF—4KR1 > b ESHICICEHL. TNSOFEEZ A —/N—LTIC
RRLET,

F—N=—LAIE¥BATY, BELLD. ERFICLEDTBZEHTEET,

o FA—N—LAZBHTBICIE. YTRZ8DDORY FOLEICEWTHAS. RSy I 7Y RFrOyTEETLE
ED
o A—N—LAZFERTICTBICIE. Btz ERT] 20UvILET,

AR MEHARU S —HRERT R EEIC. INTA—I U RAT—R2E20OJII0R8RT 3] 2ERTZ. A—N—L1%
BMICTEE T, #L<IE TRV MMEHARY > —D#E) 28BLTLIETIL,

FEDEE

July 5,2024

ICAOYF7—%~_—=2X (ICLDB) i&. T—EARX—ZRADIAY YRS >A—Ta4UT1 T, Ly a v OREODT—4
R—ZLOA—RZRETZDICERLET. COI—FT T3 Session Recording f —N\—%HKZ 93
H—/N—m<Session Recording Server installation path>\BinZ=#JL4—IiZ. Session
Recording t &h#TA >R b—ILTh % T,
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F:
ICLDB%#EHL TAzure 7 7 1 ILEBICREINATVWS vy a > oRE 7 71 IL 2 BB T 35515

SsRecUtils.exe —-MountAzureFilesadvy R%#=1TL %7, SsRecUtils.exe ¥ ICLDB ixEL
TANE—ICFELE T,

TJA4voVT7LUR

RORIC ICLDB 2 =T U T TEATES AV ReA T2 avo—8ZRLET, ARV FIIROERXTAN
LEI,

ICLDB [VERSION | LOCATE | DORMANT | IMPORT | ARCHIVE | REMOVE |
REMOVEALL] command-options [/L] [/F] [/S] [/?]

A

FHL<IE =T VT BEEDAILTZBRL TSIV ALTIZT7I7ERTBICIE. A R7O0Y T+
m5\Program Files\Citrix\SessionRecording\Server\Bin7#/L¥—.

icldb /?DIBICAALET BEDIYYRDAYSAIUANILATIERTBICIE T

icldb <specific command> /?1 tAALZET,
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avrk

ARCHIVE

A

BELty a>oRE I 7L ET7—h1TLET,
FILEID NS X—%2—%fERLT. 7—h17334—7
v by a ORETFMILEIEETETET,
RETENTION NS5 X—2—8 LUV FILTER /X5 X —%—
FIF RULES NS X—%2—% AL T. 4—7v bt
v aVORETFIINEIBETDICHTEERT, 2
HBHDT —ATlE. RETENTION /X5 X —& —|3H%7AT
T, CNICE- T EBESNIFEFAELOBHVE Y
2avoORE T 7FAINEZIRETITET. BUHAREIEHN
133 2HETY, LeA>T. RETENTION %
2 ED=—XIZE S FfEICEREL TL 2T W, FILTER
INTA—=Z—Y RULES NS X—Z2—g4 > 3> T7,
FILTER NS X—2—IC&> T TAIWRA—R Tx1 &
KU M) #EFEBLT 770N ZT 1 ILEZ—UET
FE9, RULES NT X—&—&.
/RULES:FIELD-In-["CONDITION","
CONDITION"];FIELD-NotIn-["
CONDITION","CONDITION"] jHesbicaZIchit
STERO 71 N2 ZHAEDETEER T ILE—%
BELET, ##L<IF. TnFDE®D NCLDB ARCHIVE
aAv>Y RELVICLDB REMOVE O< > Fd RULES /X
SA—Z—] BBRL TSIV, RULES X5 X—%
— Y FILTER NS X—42—ZEKRICERT S CIFTE
Ft Ao FILTER /NT X—%—%7=13 RULES /N5 X—
X—%iBMd 3. RETENTION & FILTER o@A £7
IERULES &g v a v ORBE T 71 ILDAHEER
ETTET, BEILBREBADIRY FOBEAZT7—HA
JTEF£9, 1R kiE ArchivedEvent ¥ —42~R—2
T—TNIZF—haTEN%7, ICLDBARCHIVE O<
> Roff: ICLDB ARCHIVE /RETENTION:<
days> [/LISTFILES] [/MOVETO:<dir
>] [/NOTE:<note>] [/FILTER:<file
path filter>] [/RULES:<advanced
filters>] [/L] [/F1 [/S] [/7?]
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avrk

DORMANT

IMPORT

A

RIEREE IR ELBVWERABINZ 1 TRE T 7
ANZRREFRIFHTYLET, BEINEFEINE
BLTHEHLLWT—EDBRE T 71ILICESTAETARW
BE. STTRENSELEVD. KIERETHZ LR
BINEY, FILEID N X—%2—%FHALT. 4—7v
byl a>oRE 7 71ILEIEETI £9, KIEKREE
DEYyIVORET FIILOBRERRE LT, T—4
RN—22FZEETScH. B, BE. £do8
T, FEDMTONHEEZIEETZLDHTEIFT, B
f/8Z X—%2— (DAYS. HOURS. && ' MINUTES)
D55, —EBICIEETETSDIF 1 DEITTY,
CLOSEFILES NS X—42—%ZEMT B L. IGELEWVS
1 7REPKRIREDO S 1 THREZFEHTHLZ 2N
TE %9, F7. Session Recording y—/\—n 7O
NTF1D [REL—=] 2T TREO LI WVMEERE L.
LIWMEZBR L FICRELAVS 1 TREPHKLER
RO 7REZBEMNICALSCHTI XY, L
<IF. CORETHERTSZ TRELAVSIIREFH
RIREREDOS 1 TREZBAL 21 2BRL TSI,
v 3> ORE 7 7 /L% Session Recording 7—
AN—ZZAVR—bLET, COOITYRZEFEHALT,
T—EANR—RL A= ReKoL ST —ER—%ZH
WELET, £oo COOATYVRZFEALT, 74X
—XZX—LET, 20DT—EAR—IAWHZHEIE.
—FHDT—ER=ZADNST7AIN AV R—bFbTEFT,
2303 U 1)—XTi&. IMPORT Ov > RiZ RELOCATE
INTA—=BZ—PBANETNTWET, RELOCATE /X5 X
—2—%ZiEELBZWVL. IMPORT OvY > Ridtwvi 3
CORE T 7 INEE N T B0, BELSHDND F
9o RELOCATE NS AX—4—%FERT35. IMPORT
ARV REtEY >3 YORE I 7IILDT—2R— L
d—REKREBEL. TN5DT77MILNIRZEERERL F
9, ICLDB IMPORT a< > Roffl:

ICLDB IMPORT [/LISTFILES] [/
RECURSIVE] [/RELOCATE] [/L] [/F]
[/S] [/?] [<file>] [<directory>]
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avwYR Bz

LOCATE 771N IDEHEHBFELT. Ly a>voRE T 71 %E
BELIINZAZRRLET, COATYVRFZEALT.
Ty a ORET 7 AILDBMIGEZRERELE T,
DAY RIF BED 7 7N EZHICT—2R—D
RMORENE SH ZRIAETIFRELTHERTIE
9, ICLDB LOCATE <> rofil: ICLDB LOCATE
JFILEID:<4d> [/L] [/F] [/S] [/?]
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avwYR Bz

REMOVE Sl a>ORET 7 AINADBRBEET—ZR—IH5
HIBgL &9, COOAXYREFALT. 7—4R—X%
DU—=2TFwTLET, FcfEL FBELTHERLTLE
TWV, BAEMITOSNTVWIMET 71ILZHIBRTSZ L
HTEFXY, REMOVE OY > RZERAT 3HA.
FILEID NS X—2—%Z2 AL THEROEY > 3 VD8R
771 EIEET SN RETENTION XS X—2—%
KU FILTER NS X—4—% 7213 RULES NS X—%—
ZFEALT. BRHORB I 7 MIILEZEBETET T, 2 &
BD47—2TlE. RETENTION /X5 X—&—IHBT
T ChICE- T, EESNEFPERLOBFVEY
SavORET 7 AIINERETE T, BMREREEM
b 2BETY, LA >T. RETENTION %=
2 EO=Z—XICE S TBEICREL T T W, FILTER
NTA=BZ—Y RULES NS X—=Z—|g4 T2 3> TT,
FILTER NS X—=4—IZ&>T. TAILREA—R T &
SU M) ZEALT. 77 MINRZT 1 LZ—EBT
FE 9, RULES N5 X—&—d.
/RULES:FIELD-In-["CONDITION","
CONDITION"];FIELD-NotIn-["
CONDITION","CONDITION"] ;RzIchE %t
STERO TN 2 ZEAEDETEER T ILI—%
RELET, #LLIE. 20o&DED TICLDB
ARCHIVE Ov> & & U ICLDBREMOVE <> R®D
RULES NS X—%—] #BBL TSIV, RULES /Y
FA—=Z—Y FILTER NS X—2—%=[REKICERT 3 C
CIFTEFFEHAL FILTER NS X—&2—F7l& RULES
INTAXA—2—7%ZBMdS&. RETENTION & FILTER @
mAF7IERULES #ffcd v a>voRE 771
DHERETETET, ICLDB LOCATE a< > Rofjl:
ICLDB REMOVE /RETENTION:<days> [/
LISTFILES] [/DELETEFILES] [/
FILTER:<file path filter>] [/
RULES:<advanced filters>] [/L] [/

F1 [/s] [/7]
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avrk

REMOVEALL

VERSION

/L

/F
/S
/?

A

Ty g ORET 7 1ILADTRTOEE%E Session
Recording 7 —42 =N 5HIBRL. T—FXR—X%TT
DREICRLET, REOYET 71 LISHIFFRIhEE
Ao T=12 L. Session Recording Player T7 71 L%
BMERITBLIFTETHLLADES, COIYYFZ2EA
LT 7—9R=RZzI)—=2F7vTFLET, 2L,
ARLTEAL TRV, BRSNS RBIENY T
W IHSETLERVRD TICRE £ A

Session Recording 7—4R—XDXF—I/N—T 3
YERTLET.

HERrT5—% Windows d1rR> FOJICEERL F
ED

IOV ERFEFICATY REEHINICEITLES,

BFEOXA Yy E—JZFRTICLET,

IRVEDAYSFAUNILTERRLET,

ICLDB ARCHIVE <> R&E LU ICLDB REMOVE 07> R®D RULES NS X—%—

RULES /85 X —#% — & /RULES:FIELD-In-["CONDITION","CONDITION"];FIELD-NotIn
—["CONDITION","CONDITION"]; . ERICR > THBICERD 7 s L2 ZHIEDETEELR T«

WE2ZRELET,

TFIELDJid. 7 — LR ZFRALTIAILEZ—ERELF I 71 —ILRiZIZTpathi Tuseri. Tgroup..de-
liverygroup,. application,. Tserveri. Tclient;. #7:i% dbo.ICLFile t W5 F—4~N—XF—7
ILHDZDMDEREDTIZIEETE XY,

Mny E. |RET 7 1IILDMRIERRE BB TDIC. D> IHD T L EEZFHOLLELL LD 1 D72 FHITHED
HBZBHELEY,

Notiny (3. > CAD T s LEZFHOVThD E/IcTRE T 7 1 IILDRIEDSRINENB L ZEKRL
9,

TCONDITION, (&, dbo.ICLFile £ W3 F—2R—XF—TIJLROLO—K (F7I3fT) #EALTI 1)L
F—FZUhERELEY,

A—HY—BLVTIL—FDL a—RKiE<domain>.<name>DFERXTANNTIRELRDHD £7,
XL O—FKiE. Windows 71 IILRA—REFRALTIAILEZ) VI TEET,

% TCONDITION. IEBZZF5|H%F (""'") THA. 2 20 TCONDITION] BEEZH> Y (,) T34
ENBDET,
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« TCONDITION) EEB®KICZAR—ZIHBEFNTULWARWRD. TCONDITION; HBEZANAT B L SIICRR—
AZEMLBEVWTLEZTV

« TCONDITION] EERIC1 2B Endr I EaENSHEIE. TCONDITION) EEZ _E5|AFTHEHA. €
DRICIRT—7FenlicZEs|BF""""""2HiTE I,

s MERDTANE—2TEIFIHAEDOETHERATEEY, 7«02 —FEz10Y (;) TRTLET,

« TAND) #EEEFIR. BHOTAIINE—ZHB T2 OIFERAINE T, T2 —DICHIRIEH D £t
AD. RULES 0&sHRIZ 2,048 N1 b Z2BX TIZAHD €A,

5

+ /RULES:group-In-["BUILTIN.Guests"];

+« /RULES:path-In-["S:\SessionRecordings\2023*"] ;group-NotIn-["
Mydomain.Suspicious",'"Mydomain.Persistence"];

+ /RULES:deliverygroup-In-["RdsDesktopAndAppGroup"];user—-In-["
Mydomain.AdminA","""Mydomain.Admin,,,B"""];

+ /RULES:EndReasonID-In-["1","2"];

Ty a vORETFAINDT—HAT

REORMIZATICETIRLANILOEI T RVBEZHEIFTTBICIE. By a>oRE 7 7ML EERNICT—HA
TLEYT, BRAERT s AVBRECEENBRRBE 7 71IILOH A XIZR LT, 7—HA1THERIEIERD £9, ]RE
FIEED S 2 BUEZB T, v a>ORE T 7AILET—ACJulgEe b £9, COHAIF. T TRE
PRTITIFICT—ACTINBVWKLSICTEIEHDHDTTY,

Session Recording # 7 —h1-1 79 3IC1d. 2 DDAELHD 9, RET 71 IILHREOEMIBETICHDMIC. ]
B77ANDT—ER—ALA—RZBHLTT—HAATEFADRXAT—FRCTEZHTEEY, COHEZER
$3r. Player TOBRFERZRSITIEHTEET, B3 1 20AFIF. BET71IILOT—EZ~R—ILI—K
T —NATEHDIAT—RXICEH L. 207 71 I ZREOEMZIAD SR DIZFRICHE L TREX T« 7ICNY
9Ty TIBHETT, tvavoRETI 7ML eHEHTEIHE. ICLDBA—FTr UTr 3 ZN5DT71I)l%
E[BIAOTD T 7ML T #NH —BENFHE LB BoTIBESNITA LY MUICBEILET,

Session Recording 7 —42R—Z2Dt vy > 3 VOREL I—RiZid. 7—ACTICEESTZ 22071 =LK (7
—HATHBEET—HATXE) BEENTVET, 7T—Hr BRI REDT7—DhA T SnRmMOBRERL
F9. PT—HAATXEE. T—AATHICEMTEZEEDTFIAIXETT, CO2D20T7 1 —JLRIE FREHNT
—hAt7Enfle. BLUVT-HArTOERERLET,

Session Recording Player Tld. 7—hA1 7ty a>ORBICT A1 TEFADIAT—RRALT—HA7T
HBEDNRINET, 77 7IUDBEL TWAL TH, 7—H1 T INf Session Recording IFBE SN Ed, 7—
AACTHRICEY S I VORET 7AIILDBELIBE. (777D RODDERAI CVWSIS—HMERRINET,
Tyl a ZzBETRICE Ev P avORBI FAINZERTIUENHDET, Lyl a>oRE I 71ILZ1E
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FTTEBICIF BE T 7LD T 7AILID e 7—hA47BBEIEELE T, 7T—h17 N7 71 ILDETICOVWT
& UTD Tty a>oRE 7 77ILOET] 293> THELIEHEBLTWVWES,

ICLDB 2—7« U7+ ® ARCHIVE O > FiZlE. ROES BT XRTEBNIA—F—DHOHFT:

o [FILEID:<id>- 22—y by a Y OBRE T 7ML ZEETIEI. Ly a>ORET 71O ID &
Session Recording Player (Windows) THRTI &9, B#ET7 7 1ILBZ 7 71ILID E LTHERTZC
EBHTETET,

+ |[RETENTION:<days> - Session Recording O REHK (B¥) . IEESNI-BEZEB L ]RE I
Session Recording 7 —4R—XT7—HA TEFEHII—VINET, REHMIE2 BULOERE T34
ENHDET,

o [FILTER:<filter>: D1 JLRA—R T*) LU M2 Z#FEAL T 771N RZTAINZV VI TEET,
FITER NS A—%2—d* 7> 3> TY, FILTERNSX—4—%iBNF % &. RETENTION & FILTER O
Fefwlcdtyla ORE T 7AINDHET—A1TTEED,

+ /RULES:<advanced filters>: /RULES:FIELD-In-["CONDITION","CONDITION"];
FIELD-NotIn-["CONDITION" ,"CONDITION"] ;HRICEZEIC > TEERD I IIL2EEIHE
DETEER 7 INZ—ERELEFT, RULES NS X—2—Y FILTER NS X—42—%ZERFIZERT3 &
[FTEEHEA 2L <IE. TDEEDEID NCLDBARCHIVE O< > RE KLU ICLDBREMOVE a< > FD
RULES NS X—%4—] ZBRLTLEI L,

o [LISTFILES - v > a>ORE T 7M1 ILDOT— A1 THORER T 7AINAL T 7ML e—BRRLET,
CDONFA—=B—FF T2 3>TY,

+ IMOVETO:<directory>- 7—h1J3hict vy a>oRE7 7ML e YBNICBBIT3BBIET AL O
o BESDLDEFEETZTALI MNIEEBETZIHRELRHDEFT, CONSTX—F—|EATF>3>TY, T
4 LY FUDEESNTUVAWMEE. 771 ILIZTTORMIBERICTED £95

+ [NOTE:<note>- ¥ —4Z~R—X L O—R|ZIBMETN 3. 7—H+ T Ini=& Session Recording ®7+F X
FZEBOXE, COXEIFZEFIAFTHATLIETW,. CONFA—FZ—RBFF TS 3>TT,

o [L-Windows 1R rOJIC. P—H1 7Sty a > OBE T 7MIILOERE IS —DHERELE
To CONTA—=B—FA T 3>TY,

o [F-7OY7rERRETICarchive A7 Y REBHINICETLET. CONTA—E2—RFAF T3> TY,

Session Recording ¥ —%#~—2|C Session Recording = 7—h-1J L. £v>3a>DRET 71 L& WEN
ICBENT BICIE
1. Session Recording —/\—h' 1 > A F—LINTWVEH—N—IZ. O—HILEBELTOJFVLET,
2. ARy ROV T+ ZBBLES.

3. BEDEET« LU ) H 5, Session Recording 4 —/N—DA4 > XA = JLIXZRDBin T LI MU
(<Session Recording server Installation Path>\Bin) ICZEEL %Y,
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4, ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/MOVETO:<dir>]
[/NOTE:<note>] [/FILTER:<file path filter>] [/RULES:<advanced
filters>] [/L] [/F] [/S] [/?]1aX>EFERITLET. Mo IHWDNTX—F—FF >3
OTYo ARV RZETITBILERED > ZZHBRLTLKILT W, RULES XS X—4—¥ FILTER /X5 X—#
—3—#EICERATE £ AL daysidty > a > ORET 71 IILOREHRM. directory 37 —h1Jahic
vy arvoBE T 7IIILOBEET LU L), note FF—2R—ILI—RIZEBMINTz. 7—H1T
SNy 3 Y ORE T 7AILICETAEIXETT, YENALTT—Ar7Z2zBELET,

Session Recording ¥ —%#~X—2X T Session Recording 07 —H+1 T DAH%T3 I

1. Session Recording #—/N\—H«1 > X b—ILINTWBHF—N—IC. O—AHILEBELLTOJFVLET,
2. ARV ROV T EBBLET,

3. BEDEET « LU ) H 5. Session Recording 4 —/N—D«4 Y XA = JLIXZRDBinF1 LI MU
(<Session Recording #r—/X\—d -1 > X b —JL/XZX\>\Bin) ICEEL 7,

4. ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/NOTE:<note>] [/
FILTER:<file path filter>] [/RULES:<advanced filters>] [/L] [/F]
[/S] [/?2]axyRERFTLET, Mo HDNTA—E—EA T3>0 TT, AV RERTTZLE
iEm > ZEHIBRL TSI W RULES XF X—42—Y FILTER X5 X—2 —l3—4&ICFERATI £ A, days
I& Session Recording O RE . note 37 —2~RX—XLO—RIZEMSNiz. 7—A1T ISty
SaVOREIT7AIICEATEIAXETT. YEANALTT—HATZ2BELFT,

Ty aroiRE 7 71ILDET

Session Recording 7 —42R—XIZT7—H+ T Eh., REOEMGFAN SBELIRE T 71 ILERTT BT 7
FTANEETLET, 7—h1 TRICRBEOEMBFRDSBEIINARD > 7 —h+1 TEHD Session Recording
i&. Player TE|EHI 7O/ ATEET,

BEIhicty>a>0RE T 7L EZETTIICIE. 2D0FEDHDFT., HELREYaYORET 71IL%Z.
T—hAATEHT7AINDETI WA —ICAE—LET, Fid. ICLDBA—Fr UTFrZFEAL T, BEBLEY
> a > DiFE 7 71 L% Session Recording 7 —2R—RUTAYR—bLET, 7—hH1TINicy > 3> iR
B771IOETICIE. RUIOFEZSEBDHDLET, 7—ATTEAT7AINOERTAIINA—ICAE—LET 71
JLiE. REICH SIS, HIBRLE T,

Session Recording Broker Tid. v 3 Y ORE T 7 1 LA TORMBAICROD S BRVEE. T—H1 TEH
T7ANDET I ANE—%2FALET, COT—Rid. Player sty a>0RE7 71 ILOBENERI N
BEICKREL £7, Session Recording Broker IZR#]IC. TOBMBRATEY > a Y ORBI 71 IILERLET,
7 71D T ORMIBETICR DD 54 WS, Session Recording Broker 1R, 7—H+1 TEH 7 71 ILDET
TANA—%FTv I LES, 77 MIDERT 2 ILE—ICHEET 3HBEICIE. Session Recording Broker (B4
TBHICEDT 7AIL% Player iZEELET. 771D RODS5HWEEIF. Session Recording Broker i
T771ILHROHIDEREAI WS IT5—% Player iZEfEL £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 279



Session Recording 2402 LTSR

T—h4ATEHORE T 71L& VR— T BL. Session Recording ¥ —Z~R—ZXH D7 71 )LD Session
Recording 158k (ML LML) TEHINE T, 717Nty a>ORBI 71 ILEA VR —k
LTH. 7 7ILiL Session Recording B DTTDEMIBFRICIFRINEH Ao

FaAvAR—baNhicty > a>oRE T 7 LICIE. Session Recording F—42R—XATHEHESINIT—H1 D
BEL7—HAATXELNEEFNTVET, XICICLDBARCHIVE O Y RERITLIL I, 1V R—rShitty
2avORBIFAIIVHBET—HA1TENBZehAHD FT,

ICLDB IMPORT <> Rid. 7—AATENZHROBRE T 7ML EA 2V R—bTB3DICRIEET, ChicL
b. Session Recording 7 —4#~X—ZXHD:R > K& L TW3S Session Recording 7 — 2 %GB £ /- IdBH TS
£9, &7, Session Recording ¥ —/\—_ LD B 1E4HIHBFIH 5 B DIEHIZFTIC Session Recording 7 7 1)L %
BEIT35BSICDHRIE£Y, ICLDBIMPORT Iv > Rik. ICLDB REMOVEALL 07> kD317, Session
Recording ¥—#%~—X|(Z Session Recording Z#BEDIAH T3 DICHERATE £ T,

ICLDB2—7« U7« ® IMPORT Y > RIZIE. 7—AATENRE T 7 IILOETICERATET ST HFIEAHN
SRX=2—DHDFT,
o [LISTFILES- v 3 Y ORE T 71 ILD1 VHR— FROTLB I 7AINAL T 7ML E2—BRRL &
To CONTA=R—FFF2a>TY,

 [RECURSIVE - $RTOHTFo4 LI RITEY I VDBEI7IIILERELET, CONTXA—F2—F
73> TY,

+ [RELOCATE -RELOCATE XS X—42—%$EELAWVE, IMPORT XY Ridty>avoRE I 71IL2
RERBINT 570 BEHNDDD £, RELOCATE NS AXA—42—%FEAT B L. IMPORT Ov> Ridty>
AVORET7IIDT—ERN—ALOA—RFZREL. TS50 T 71N ZEHEEMLE I,

o [L-Windows 1 R> rOFIZ. A Y R— SNy a OBE T 7IILOERE IS —0HELRLE
To CONTA—R—FA T 3>TY,

o [F-7OYF+ERFETICIMPORT Ov Y REBBIMICEITLE T, CONSA—F—EA T3> T,
E:
ICLDB2 =5« U T4 ® IMPORT OY > RiClF. BE 777 ILOBREBICFEFRTIZF T3>0

RELOCATE XS X—42—bH D FJ, L <IF. ZDX—T 0 Session Recording 7 7 1 ILOBEE]
72avEZRLTILTL,

T—AATEINLT7AINDERT AINA—=2FALTEY > a > ORET 7L Z2ETT S

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBELTOJA Y LET,

2. Session Recording Player o 7ON7 1 T, 7—AA7dNfcty > a>oRET7AILOT71ILID &
T—h1 TREERELE T,
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3. Session Recording Player o 7O0NX7 1 TIELZ7 7L ID ZFERALT. Nv I Ty TAHOEY> 3
YORE T FAILERLET, & Session Recording 7 71 JL&Id1_<FileID>.iclTd, ZI T
FileD idtv>a>nRE 7 7LD ID TY,

4, Ly a oR@I 7N %E. NV ITVvIDST—AATEAFT77AIDETIT LA —ICIE—-LE T,
T—AATEHT7AINDETT VA —Z5ET ICIE:
a) [RE2—K] XZa—h5, [RE2—K] > [TARTOFOS S L] > [Citrix] > [Session Recording
HF—N—0T7ONT+] DIRISERLET,

b) [Session Recording t—/\—D7F0O/XF 1] T. BB 2 TEBRLET, [T—H1TEHT
FAIILDETRTAIINAE—] T4 —ILRICREDCETT LI FUDRRRINE T,

ICLDB IMPORT OY > FZERAL Ty a>0RE T 7ML ZETT S

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBEELTOJA Y LET,
2. Qv ROy hzEBRLETD,

3. REDEET « LU ~UhH 5. Session Recording 5 —N—D1 Y X b—JLIXZDBin T+ L7 U
(<Session Recording server installation path>\Bin) ICEELZY,

4. ROEBE5H0EERLET:

« ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>av>R#®R{TLZ
¥, CTCT. directory i3ty 3> OBETFAILEZT 1 OUEDTA LI MUD (RR—RATKX
snt) T, YEANNLTAYR—bERELET,

« ICLDB IMPORT /LISTFILES /L <file>avw>Yk%xRfTLFF, T, fileid 1ol

oty a>oRET 7LD (AR—IATXYISNT) BEITY. Ly a>voRE7 71 ILDE
EICid. DAL RA—RXFE2FEATAEHTIET, YENALTAYR—F2BELE T,

Session Recording 7 7 7 LOBEEE

Session Recording 7 7 T L BRSEP Z OO BN TR OBMNICBETIEY, 777 E5|SHIFE
TIBL 5129 3ICIE. Session Recording 7—ZR—ZADFHLWAREZEHITZHELNHD £F9. hETS
(IZi&. ICLDBIMPORT Y > FEFRALE T, 7 vAR— MUIEBEZERKT S(CIF. ICLDBIMPORT <> R
RELOCATE NS X—4—EML XY,

E:
RELOCATE NS X =2 —dAF> 3> T3, RELOCATE NS X—F2—%$gELAEWE., ICLDBIMPORT O
IVRIEtEYy S a>DRE 7 7 ILEEZEBIRT 570, BRELDHDD £, RELOCATE NS X—F2—%(FH
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¥2%&. ICLDBIMPORT O > FidtE v a>ORET 7MIILOT—EZRX—ILI—-FZREL. ThE5D7
FAINNAZEEEHRLE T,

LT OFIEIE. RELOCATE /X5 X—4—% R L T Session Recording ¥ — 2 RX—XADFH LW ZEHT 3

FEERLTWETD,
1. BEIZISE LT, Session Recording 7 7 1 L& RIDIEM/NN R ICHEEN L £,
2. Session Recording #f —/\—H'1 YA b—/LINTWVWBH—N—I. O—HILEBBELTOJFVLET,
3. A ROV I ERBLET,
4. REDOEET 1L U LU h 5, Session Recording b —N—D 1 > X b= JLNXZXDBinFs LT LU
(<Session Recording server installation path>\Bin) iCZEELFY,
5, Rors6hEEIRLET:

o« ICLDB IMPORT /LISTFILES /RECURSIVE /RELOCATE /L <directory>O
YYRERITLET, ZCT. directory i3ty a Y OBEIZ 7 MIILESL 12U EDTs LI R
D (AR—IATREIS5NT) BEITT. YENALTTIVR— b E2RBELET,

o ICLDB IMPORT /LISTFILES /RELOCATE /L <file>avwykR#%#=Z{TFLZFJ, CC
<. filelx 12Uty aYOBET 7LD (RAR—IATRYISNT) BRITT, £y a>vn
REIT7TINDEEICIE. TNV RA—RXF2FERATZICHTEEFT, YEANHNLTAVER—F%Z
BELXY,

PN

+ RELOCATE /85 X—%—Ii&. Session Recording 7—#%~—XZ|Z Session Recording 7 7 1)L L
JI—RAITICHFERET B ZRIRELTVE T,

+ Session Recording 7 7 1 JLid. BET3HIICBETETHIMNELNHD £, ZNUNIDEE
RELOCATE /X5 X —& —(3tREL £ € Ao

+ Session Recording 7 7 1 JLD# L LWig#K/X X iE. Session Recording 4 —N\—H'RBE TIT ZHEN
HOET, TNnslk. [Session Recording Server D 7O0/X7 ] @ [#&#IFFT] 27T eh
TEFT,

RELBWVWS A TREXIIRIERED S 7 TREZFHL %

TI7AIETIE 24K LVWT—2DRE T 7 AIILICETAFNED - LHBE. Z1 TREISIRE LZWVD. KLE
RETHZ L REINnFT, Session Recording H—N—D7ONXF+ D [ArL—] 2T THEOL I VVEx:
BEL. COLIWVMEZBRILESIICNE LAV TREPARLERED S TREZBBNICEHLZ A TEE
¥ RETET3H:/MBEIX 12 (B§R) T,
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[E Session Recording Server Properties = %

Siorage  Signing  Rollover  Playback  Nofications CEIP  Logging Ril*

Recorded session filesarestored inhe iroctoies specified. Tostore s
. specify multiple directories across different

Add.

Modify

rchived session recordings and make

Browse.

ding file is cons dredd rmant if no new data is writien after the set
period of e has laps

Recarding file dormant time (hour) 24

ICLDB DORMANT O7 Y FZEALT. RELBVS A TREECBARLEREDO S TREZFEHTHALSZ L
HTEET, f:

ICLDB DORMANT [/DAYS:<days> | /HOURS:<hours> | /MINUTES:<minutes> | /
FILEID:<id>] [/LISTFILES] [/CLOSEFILES] [/L] [/F] L[/S] [/?]
<!--NeedCopy-->

FILEID NS AXA—4—%FERATR L. 2—7v by a>ORE T 71 IILEBETE. CLOSEFILES NFX—%—
ZEATH L. BELLERELAEVWS A TRBELIIRERED S TREZFHTHLZ LA TEET,
[ O
v aroRE 7 7L ID &, Session Recording Player (Windows) THRTExd, #5771
WEZT7AILIDELTERTZEHTITET,

BEEOJDEEBLER

July 5,2024

EEEOIT—F2DBR

2

+ LoggingReader r Player 0@ A DKEICEID BT oM BEEE G, EBEOJ 2R CIET, 1—H
—ICI&B = EID YT SICIE. Session Recording &R > Y —ILICHEEIL £7,

o BEENOIR—TIE Web Player tfachTVWE T, EBENIZ2BET 321 Web Player 1> X
F—ILT2RERBHDET, TR L—ILLABWVEE. 404 (R—=JHBRONDEHEA) I5—HRETSH
e B D £7,
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« Web Player 75 o4 — |8 E I Ni=5:8Id. Session Recording Administration I R—%> b&1>
Zb=)LLIe SICBIRLEERBE L TVWBAHBELHD £,

[IS £o SessionRecordinglLoggingWebApplication # - k& Web Player ® SSLZENRL TH B

CEHRL TSV, BLTIRARWVSE, EEEOJVT—IANDTIERZERLICEEIC403 T5—H'%
ELET,

€5 Internet Information Services (1IS) Manager

- X
= S ‘b Sites » Default Web Site » gl » ) N O
File View Help

@- » |8 " /SessionRecordingLoggingWebApplication Home
! ! ] 2

65 Start P am
o Filter: 50 -~ G Show All | Group by: Area e
v &3\
(7 Application Pools ASP.NET A A
v .[8] Sites =0 $ vy “ | { 9’ A’
v @ Default Web Site 8 404 | i A\ LEV R Manage Application A
| aspnet_client NET NET NET Error NET NET Profile .NET Roles  .NET Trust .NET Users -
3 MSMQ sthorizat... C Pages Levels Browse Application
3 - . 0 e tt
2 SessionRecordingBroker F= " = 2 X ry
¥ SessionRecordingLogging =] ab) ¥ & Y > 7]
5 Application  Connection MachineKey Pagesand  Providers Session State SMTP E-mail
P SessionRecordingRestApiService Settings Strings Controls
P SessionRecordingWebStreaming s . )
P WebPlayer 2 :
= 6 - _
() n m h| B i ﬂ L
= () &“ 9 S o4 X
ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed
Document  Browsing Request Tra...
| R & i e ] die o=
« <3 = ” JE &l Fi =
Handler HTTP HTTP Logging MIMETypes Modules  Output  Request

Mappings  Redirect  Respon.

3

SSL Settings

Caching Filtering

Management

[ view] 2 Contene view

Ready

FIE

HP—N—ZRIALTEIII MO VOFEmAN S, Session Recording H—N—ICET 3 EBEOI T2 %
BaTT£Y:

R d Session Recording #—N\—% KX ML TVEIIVET
1. [R&—K] RE>%ES5Uwo L. [Session Recording EIEEOJ] #&RL £,
2. LoggingReader 1—#'—D&EEIERENILET,

Web Player e figacn/i-BEBEOS D Web R—ISMRRRINE T,
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T Session Recorting

Recordings v D Logging Time Task Category Component Affected
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player
| [EX Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player

o<V ET

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

+ Action =

Task Details

Session File Path and Size Query ..

Session File Path and Size Query

Session File Path and Size Query ..

Session File Path and Size Query ...

Session File Path and Size Query

Session File Path and Size Query ..

Session File Path and Size Query ...

Session File Path and Size Query

Session File Path and Size Query ..

Session File Path and Size Query

1. Web 75 o#—%BW\WT, BEEOJ DO Web R—JIZT7I/ERL & T,

+

Task Excuted By

1-100f18

Authorized
true
true
true
true
true
true
true
true
true

true

@

« HTTPS T#E#Hi 93184 https://servername/WebPlayer/#/logging/config
https://servername/WebPlayer/#/logging/record(Z ZT.servernamei
Session Recording 4 —/\—% KX+ §B3I YV DOEFTY)

« HTTP Ti##4i 9 %3/ &: http://servername/WebPlayer/#/logging/config
http://servername/WebPlayer/#/logging/record (ZZT. servernamei
Session Recording 4 —N\—% KX T3V DEFTY)

2. LoggingReader 1—#'—D&EEIEFEHRENNILET,

O0J7—42 OE

EREOOI T —2OBRAABIBROLEDTT:

« #BAY
. BEOEHROOY
- BEICEY 307,
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Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized

Comments v 18 2/22/202110:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Fi Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Record Reason Logging

15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f18 2 >
= qmbag

COEDIE. ROBBETITAETw2OJICEERLET !
« RIS —DEE - Session Recording R > —> Y — )L &7 1& Citrix Director TOR U > —ADEE
o H—N—REDEE - Session Recording —N—D7ONT 1 ICHE T ZEE
o OYDHAIWD - 1EROBVEBEOI Y —EIADT It IR{T
BEETIVTAET+20OJIC5RRY BI2IE. Session Recording f—N\—TEBEOJ 2EMICLE 7. #L<

. TE@EEOJ/ oEMbEIFEMK] ZBBLTLIETV. EXaUTo 28T 370HIC. BEEEOIH—EX
THIY N EERTZICHTEETD,

7 O

BEHEOYIE. Session Recording #—E X & Session Recording % —/\—0 70/ F « OFH TEMICT
TET

CilrIX | Session Recording Q hiAPRQah
Recordings . » Logging Time Task Category Componcat Actsd Task Detats Tusk Exented By s
Comments v 2 292001 126 00 EveatL + Appicatons - GDDC Deskiop/###Desiop

.

N 31 292021 1:26 AM Email Alert Reason ~ Applications = GDDC/Desktop/=<Desktop.
Configuration Logging 30 292021 126 AM Record Reasor Applications = GDDC/Desktop/#4£Desktop.
Record Reason Logging .

Eve Rea = Applications = GDDC Desktop #=4Desktop

Configuration v
Email Alert Reason

Record Reason

Session R Agent Appl SDDCDesktop#4Desk
7t Record Reason Session Recording Agent ~ Applications = GDDC/Desktop #££Desktop.
Event Session Recording Agent ~ Applications = GDDC/Desktop#=Desktop.

FEOEROOY

COBRE. CORIVS—DREZE VA —LichEOJICRERLET,
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REOEHROOY ZEMICT BICIE. Session Recording H—N\—TEBREOJ L REOEHOOJ OEA %G
ICLET, EBEQINENICH>TVWRIFE. REOEAOOJZEMNICLTHHREHD FEA. REDOEHD
OJ%#BMCTZHECOVTIE. MREOEROOJ OEMLFEIFEMNL EBBLTIEIL,

CilTIX | Session Recording

hi XF4B5\Administre

Playback Logging

Configuration

BEICETS0Y

COEDIS. BEREORMEZOJICEERLET. EOJLI—FICDOWTHLLIE UREDOFM] 0T > 2ES
(+) 20y ILET,

BEEHRZOJICHERT IC1E. Session Recording 4 —N—TEBEOJ EBEOBAOJOmAEZEMICL F
T, BEEEOJLNENICE->TVWSIHA. BEOEHOJZEMICLTOERAShEEA.
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&beSSiDrI Recording Server Properties - *
Swrage Signing Rollover Plwyback Notfications CEIP  Logoing RE* | *

This opbion enables the Session Recording Administrator Logging Service.

[+] Enable Logging Service

This opbion Blocks policy and server properties changes if logging faals

[=] Enable Mandatory Blocking

This opbon requines users 1o enter the reason when playing a recording

[] Enable Playback Justification Logging

T =T

BEOEROJZAMCT L. BEZBEITSLTICHI 7O Ry I ADKRTEN. BEDEHRZANTS LS
KROSNET, Fle LT UFDORIU—22 3y bZBRLTIRETL.

Web Player TOB%ICHERIEH:
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Play recording

To continue, you are required to enter the justification for playing this
recording.

Enter

D

Session Recording Player TOB4LICHELRIER:

[ Session Recording Player
Fle Edt View Py Toos Hep
& b O] @@ |» | Search: - Anytime - (9 (4 | [T Advanced Search...
Worspace XSehRests
L\*‘g‘;v:: - administrator User Name Application Status Start Time. Duration  Delivery Group VDA Machine Recording Ser. Sze FielD
3 Favortes onds B administrator Desktop Complete  11/4/2022213PM 000855  VDA22SIN VDA22:SIN Server22:SIN 1,067KB 4502244 badc-417e-9a7392055621bb
] Restricted B administrator Desktop Complete  11/4/2022212PM 000048  VDA22SIN VDA22:SIN Server22SIN  10.329KB 8715bd68-1e78-4fed-89e6-1c5067d535¢9
inistrator top. e 74/ h13: - - - X cf -t £ fc:
I admi Deskt Complete ~ 11/4/2022159PM 001311 VDA22SIN VDA22:SIN Sever22SIN  10.812KB  c54d5dfb-530c-4517-9679-54bb ¥c3a388
inistrator top e /. A - - - A - c
admi Deskt Complete  11/3/2022508PM  00:0025  VDA22SIN VDA22'SIN Server22SIN 7.788KB  478ab02d-1527-473-9d05-8b0ee 156 1cSa
inistrator top e 1 1 2 -Sli -Sli X b fe- -badl-aad! a3
admi Deskt Complete  11/3/2022506PM 000152 VDA22SIN VDA22:SIN Sever22SIN  10690KB b19c9989-4bfe-460e badl-aadddbd2caas
administrator top lete n ™M 81 -SIN -SIN rer22-SIN 1.951KB bbc ch 1
Deskt Compl /2/2022 5:46 P 00:18 VDA22 VDA22S Server22:§ 951 KB 0349-ach6-4262-86c-46bbbBe81638
inistrator top. e )/31/. - - - i adal’
= Deskt Complete  10/31/2022322PM  00:0028  VDA22SIN VDA22:SIN Server22SIN 312KB  146b7392-17-4822-ada1-Tdedd53b0c62
inistrator top. e 14/ 3 2 ¢ ¢ - Fecdf-: -
1 admi Deskt Complete ~ 7/4/2022 3:15 PM 00:0210  VDA22:SIN VDA22:SIN Server22SIN 544KB  SaTecdf-581f-428-89d-33b/b5%b 170
inistrator top e 7/4/ 3 :01: X X X -4034-228d-a4 ace:
admi Deskt Complete ~ 7/4/2022 3:12PM 00:0145  VDA22:SIN VDA22:SIN Server22SIN 360KB  8180de80-465-4034-228d-a47Tbdaace20
administrator top lete 14/ X 1:1 -SIN -Sli rer22-S! 412K 746d-Sadf-deed fc
Deskt Comol 7/4/2022 309 PM 000115 VDA22S VDA22:SIN Server22:SIN 2KB  2de9746d-Sadf-deed-83 18064652 1
I administrator Desktop Ca Play recording X N 665KB 907220574735-4446 bicc-4e Taed4ds5
inistrator top L le! c. L1
I admi Deskt Co N 281KB  321e%11-8634-41c24f5e <8483 14aack
Now Playing x || B administretor Desktop Co ) o o iN 581KB  5340b29-1fa9-4d 16-997-0027a5211%
a administrator Desktop Co To no:}nnue you are required to enter the justification for playing this I 86KB d7925056-93a1-4fecbdc7-a7c75dG 4638
Desktop Co —‘—k recording. N 125KB  dda7504-eddc-45%-9547-95 791560222
Desktop Co BN 139KB bB588c30-7%8-480a-b6b-764b4 cSe 141
Events and Bookmarks

Session Recording # —N\—THE£OEHOIHEMICE>TUVSRHEIE. BEOEBRZFERATZHDRDAIC
ARLTLRT W

+ Session Recording # —N\— Il T2 7L —V—%Z2EAT3HEIF. O—AILNRET>O-RFLER
B 71 TH> THERAPBETT,

77A0LOO=ILF—=N—IZ&D. 1 D20y a Y TREUOBREINERINZHZELHDEFT, COLSIC
BESIN LYY avzBEETZE IR TOREBCCICEBAZANNTIHELRHD £,
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BEEOT OEMLEIIBE
1> X k—)Lf%. [Session Recording tf—/\—D70O/87 ] T Session Recording BIEE O /i s B %
TIEBMICTEERT,

1. Session Recording EBEOJH A VI b—ILETNTWBIIVICEBEL L TOVF VL&D,
2. [R&2—F] KRE>HEIU Yo L. [Session Recording t—N—D7ONT 1] ZFRLET,
3. 8791 27200y oL%d,

Session Recording BEBEOJ/ Z\/MICTH L. MLWTFITrETrROJICERINEEA. BEFEOOTZ
Web R—Z2p Ul h5BETEF £,

[(KEOTOY JEEEEMNCTSR] KA >DBE. QPRI I EUTOT7 VT ETa RN JOvoSngd, &
ATFLARY FHAARY FID6001 TOYICEBINET:

+ Session Recording KU >—2>Y —JL %% Citrix Director TORER > —ADEE,
+ Session Recording 4 —/N\—07ONT 1 ICHIT B EE,

Ty a oREIFHAEDTOY IREICLIFEEZITEE Ao

BEEOIY—EXTHI Y DOERK

FIAIETIE, BEEQITIZAVEZ—R Y b1 T X=23 05 —ER (IS) dWeb 7F7Usr—> 3> LT
RT3 THDO. ID I Network Service T, Exa T 1 LRILEBRT3HIC. COWeb 7FUsr—> 3
SOIDEY—ERTHI Y MERIBBEEDRAA Y THO Y MIEETEET,

1. Session Recording #—/N\—%KX F B3I VICEBELLTOJA Y LED,

2. IS%—=Sv—T. [7TUVr—>a>T—I] 20 )y LET,

3. [7FUr—>a>F—I)] T. SessionRecordinglLoggingAppPool #5201 v o LT [FHERE] %=
EIRL &Y,

4. BEID =, ERIIREDT AV MIEELET,

5. db_owner #ER%. Microsoft SQL Server ®7—%~—XZ CitrixSessionRecordingLogging © 7
T M5 LET,

6. LY X k1 +— HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server 0 #E1 D 1%
[Rz7ADY MIE5LET,

R .
= -

I

LPZARIIFT o Z—DFER%ZR3 . FAUREEIRETZAEELHD. ARL—Fao VIR T
LOBA YA M=IBEREBICRZIBEEDIHDET, LIRAMNIITa2—0ORAICKZEEICH LT,
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Citrix TIZ—HIEFEZEBVEEA. LZRAMIIT v 2—d BEFROBECHETOSEETIEALE
TWo e LYPRAMUT7ANDONYITy TfEBLTH S, LYRBUZREL TS,

BEOEROOY QOEMPUITIZBEML

FIAI LT, BEEEOI TR —IJITURTEDIRTOFEEDERNAOJICEEINE T, COIEICKD.
ZL OO ERINBDGEDRHDET, NTA—IVREBALEIETAMNL—UEBRTSICIE. LZXARUTS
OREEOOTZEMILET,

1. Session Recording H—N\—%2KZA LRI VICEBELLTAOIF Y LET,

2. LPZAMIITF12—2RTET,

3. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server (&L £7,
4. EnableRecordingActionLogging fEr LT. UTE2REL£T:

0: REOEHROOT OEMY
1: FEOEHOOTDEML

RIANTS U974 R

July 5,2024

Session Recording BB BESHOBRICOVTIF. RORI N TZITFA ADRFaXY bEBRBLTLE

T

¢ BEOREBETOARDBDER
» Azure T Session Recording # BB L CTEARIE T S

BEfF DIRIE TOEE DB

July 5, 2024

B77 0 Session Recording 1815 T Citrix ADC ZEA L TEBRESH/ — FZBMTI 9, Hle LT ROY—N
—%ERALEF, Azure T Session Recording # BB L CTEBREIH IS ZLHTIET,

+ Session Recording

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 291


https://docs.citrix.com/ja-jp/session-recording/2402-ltsr/best-practices/configure-load-balancing-in-an-existing-deployment.html
https://docs.citrix.com/ja-jp/session-recording/2402-ltsr/best-practices/deploy-and-load-balance-session-recording-in-azure.html
https://docs.citrix.com/ja-jp/session-recording/2402-ltsr/best-practices/deploy-and-load-balance-session-recording-in-azure.html

Session Recording 2402 LTSR

R RFE

SRServerl

LBDC
TSVDA

SRSQL

H—N—D1EE

Session Recording #—
N—

X1 bA—5—
Session Recording
Agent

Session Recording 7—
BER=RET7AINTF—N

0S

Windows Server

Windows Server

Windows Server

Windows Server

IP7RLZX

10.63.32.55

10.63.32.82
10.63.32.215

10.63.32.91

IARTO Session Recording AV R—% Y b RXA> > bO—5—F Lb.comBE DR X1 >z
BLEY, Lrzid. RXTVEBEET7THYY o Tib\administrator) (& 4 —N\—OFF VEICHERLE

ER

« Citrix ADC

KA +E

NetScaler

L <3 TCitrix ADCVPX 1 ¥ 242> 2z EfT 51 ZBRLTIZIL,

H—N—D1EE

Citrix ADCVPX ¥ > 2%
VR

BIEIP 7RLZX (NSIP)

10.63.32.40

FIEL: 770G —N—IcHEE T IS —%ERT S

HIRYMIPT7RLZR
(SNIP)

10.63.32.109

1. RX1VEBET7HY> L (F: Ib\administrator) 2EBALTI7 7ML b—N—lcOJ 4> LET,

2. BEERMTEZ 7 AILE —%ER L. SessionRecordingz WS &K £d fl: C:\
SessionRecording) 744 —DHAED /EFAHMER% Session Recording #—N—cHEL
9, fle LTSRServerl#zEAL. TLB\SRSERVER1S) ¥ NALET, RILEBESIIHETT,
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Y + | Windows (C:) — [m] X
Home Share View 2]
« v 4 e > ThisPC » Windows (C:) » v & Search Windows 2
-
Name Date modified Type Size
# Quick access
46c2a726daB69f96b3bBc 54582202 File folder
[ Desktop
Perflogs File folder
‘ Downloads Program Files File folder
=] Decuments Program Files (x36) File folder
=| Pictures SessionRecording File folder
Open
[ This PC SQLServer2017Me 1 File folder
Users Open in new window 1 File folder
¥ Network Windows SRR I File folder
&l ip Give access to > Remove access B
Restore previous versions 2 Specific people...
Include in library >
Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Yitems 1 item selected =
Home Share View 0
<« ~ 4 & > ThisPC » Windows (C) v & Search Windows (C:) P
Name Date modified Type Size
s Quick access
46c2a726daB69f96b3bBc 54586202 10, File folder
[ Desktop
PerflLogs 10, File folder
‘ Dawnloads Program Files 11 File folder
= Documents Program Files (x86) File folder
=] Pictures SessionRecording I File folder
[0 This PC SessionReco™ Eil- s B g “
SQLServer20
& Network Users & Metwork access
Windows
Elip .
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write »
§2 Administrators Qwner
\SRSERVE Read/Write v _|
|
10items 1 item selected I'm having trouble charing E =

Cancel

G Share

3. SessionRecordingZ # LA —RICH T 7+ ILE—%EM L. sharex WS ZrixFiFF£7 (f:
C:\SessionRecording\share),
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] + | SessionRecording

Home Share View [7]
Search Se

« v » ThisPC » Windows (C) » SessionRecording »

Name Date modified Type Size
s Quick access
share

11/25/2020 5:24 AM  File folder
[ Deskiop
¥ Downloads
|2 Documents

&= Pictures
[ This PC

¥ Network

litem  State: 3R Shared |E| =

4, F—hAATENREZETTZO 7 I 4 —%ER L. SessionRecordingsRestoredz s
ZeixftirEd (fl: C:\ SessionRecordingsRestored), 7 #/LE—DFHEAHED [EZAHIE

fR% Session Recording 4 —N\—c H£EL %7, fle LTSRServerl&fERAL. TLB\SRSERVER1S]
EANALET. RILESSEBBETT,

5. SessionRecordingsRestored7 # /L4 —WICH T T # LA —%ER L. sharex WS EFiz
79 (fl: C:\SessionRecordingsRestored\share),

Flg2: otz YR— 93 &5ICBED Session Recording 1 —/N\—%#EmR 73

ZOFIBETIE. BRIEETR— T3 &L 5ICBEFED Session Recording 4 —/N—% 8T 3 5AICDWTEHEAL
9, FlE 7Tl BEFEDIRIEIC Session Recording 4 —/N\—%BMT 3 FIEICOVWTHLLKHBLED,

1. RXAVEBETHYY b ZERL T, Session Recording 4 —N\—icOJ 4> L& 9,

2. [Session Recording r—N\—D7O0/NF ] 2RI £T,
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Session Recording 2402 LTSR

Windows Server
Citrix
Ceccio Ci i inis C >_
Session Recording Administrator L... )_
Windows Windows

Session Recording Authorization C... Server Manager  PowerShell PowerShell ISE

Session Recording Policy Console

Session Recording Server Properties ‘ @

Windows
Administrativ... Task Manager Contrel Panel

Firefox

3 g r

Google Chrome Event Viewer File Explorer

Microseft SOL Server 2019
Search
Server Manager

Settings

Windmwe Arreccnnas

A

3. BE 7 7 MIILEBME L TMETT 50D, FIBE 1ITER L UNC (Universal Naming Convention: iR
BEETRA) XZXEBMLET (CoflTid \\SRSQL\SessionRecording\shares &t
\\SRSQL\SessionRecordingRestored\share), SRSQLIZZ 71 /LY —N—DHKIXALZT

ElD
=
Session Recording Player 3. RS54 IXFEE7IERILES ($) 2L NATI 7L EBETE
FtH Ao, Session Recording Player & Session Recording #—N\—%ZE LI VICA YA =LY
BI5EIEBISNTY,
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Session Recording 2402 LTSR

% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motfications CEIP Logging RE Y| *

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

4SR50 WSession Recording \share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I"-."-.SHSGL“-.Sessil:unHecnrdingsﬂestnred"-share l Browse...

Corca | [IIESB%

4. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N\—OL X U F—(ZfEZEBML £,

fBn&A1: EnablelLB
EnT—%: 1 (D_WORD. o%b TH%h)
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B Registry Editor

File Edit View Favorites Help
ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer MName Type Data
HKEY_CLASSES ROOT 28] (Default) REG_SZ (value not sct]
2 :E;—Eggii”;f;:?m 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
o SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
- Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnalyt\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
2:?;;:”**”"”””““ ab] LinkSalt REG_SZ kkZoda74
Intel i’ﬁ]LDggnglo(kState REG_DWORD 0x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. Citrix Session Recording R AL = Y%= v—H—EXZBEFHL 7,

FliE 3: Citrix ADC TEREIHEZERT S

Citrix ADC TEESEEBRT 37555182 250 %7, TCP KRZIL—t SSLAT7O—RTH,

TCP N —ZN L TEEIHEZHERT

Ko bAROZIE. TCP XXX —%2N L TEEIBZBKT 35 %2 R"LTVWETD,

« Python X—2z®» WebSocket t—/\— (N—=23>1.0) #ERALTV3RBE:
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

VDA ] E
|
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o IS (N—23>2.0) THIX TN TWS WebSocket r—N—%#FRELTVW3EE:

i- Mfé\g? ADG Load Balancing 5
. | e
T HTTPS) TcP ‘ 1301‘ 443 ‘ 80 “ """" *‘ 1301‘ 403 ‘ 80 ‘ ; HTTPS 443
o : SAN Cetificate
MSMQ 1801

Session Recording Server

SAN Certificate

-
. ] @
L |

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

TCP XA —ZN L TEFDH BRI 5ICIE. ROFIRZRITLET:

1. Citrix ADCVPX ¥ > R&Z>RicAQd 4> L& T,

2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DIEIZZEIRL %7
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
System ~ .
I: Settings
Licenses
Settings Modes and Features

Configure Modes

Diagnostics
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow | E )y Configure ADM Parameters

3. [Load Balancing] %i#iRL. [OK] 20Uy L&d,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o IR

4. BERET—N—%ZEBMLET,

[Traffic Management] > [Load Balancing] > [Servers] OlEIZ#ERL. [Add] 22U v L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @
(Q Clck heretorsearchar you can enter ey - Vlue formt 10

NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN

| ¥ sivl @ENABLED 10633255 0

5. WebSocket f —/N\—/\— 3 > 1.0 DiFE. Session Recording ' —/N— & (278 — + 80, 1801, 22334,
443 DBEFSEYT—EXEBML £9. WebSocket r—/N\—/1\— 3> 2.0 ®IFAE. Session Recording
H—N—CTrIZR— bk 80. 1801, 443 nEFIHT—EXZEBML £,

[Traffic Management] > [Load Balancing] > [Services] 0JEIC#ERL. [Add] 22U v o L&Y,

Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services / Services
System b .
Services
AppExpert >
ﬂTraﬂic Management ” Services a Auto Detected Services 0 Internal Services G

Load Balancing | )
I he Add ‘ Statistics | | No action

Virtual Servers

: Click here to search or you can enter Key : Value format
Services O\ e : et :

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes )]
Prionty Load Balancing |E| >
Content Switching @ >

BIIT288FMHT—CEX0RMENALET, [Existing Server] %3ERL. 2—4 v kD Session
Recording —N\—D IP 7 RLZAEEIRL £, &I, B—N—=FOr3J)Le LT [TCP] ZFRL. K—
FESEZANNLET, [OKI 20Uy I LET,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

TCP Z7ORINEZF—%2ZBEBEFHSHRT—ERICINTIVRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

EERBICHBZRETIAVEIVYILT. BEZREFELET,

Traffic Management / Load Balancing / Services / services

Services (@)

Services 4 Auto Detected Services « 0 Internal Services « 6

[(oa | [eot | [ pete | [ statisics | | [ aqon  ~ Search v
a Name State IP Address/Domain Name: Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
O sv-1-1801 our 10633255 1801 TCP 0 0 SERVER 0
[m] sv-1-22334 OUP 10633255 22334 TCP o 0 SERVER 0
[m] srv-1-443 ouP 10633255 443 TP o 0 SERVER o
(] sv-1-80 oUP 10633255 80 TCP o 0 SERVER o
Bk

R— b 22334 oafEsEY —EXi&. WebSocket —N\—N—=23> 1.0 ICOABETY,

6. BESERET—N—ZBML XTI,

WebSocket === 3> 1.0 DBE. ROFIEZERTL T, K— b 80. 443, 1801. 22334 &y
HEURBEY —N—%BIML X9, WebSocket t—/N—/1N—2 3> 2.0 DiEE. R— bk 80, 443, 1801 n&
AREREY —N—%BMLF I, fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers ) ®|:|
Add Edit Delete Enable Disable Statistics Action - Search ~
[m] Name State Effective State IP Address Port Protocol Method Persistence % Health Traffic Domain
a vsrv-80 o ouP 10.633260 80 TCP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/O DOWN [
a vsiv-1801 oUP @UP 10633260 1801 Tcp LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/0 DOWN o
[m] vsrv-443 oupP ouP 10633260 443 TP LEASTBANDWIDTH SOURCEIP % 1UP/0 DOWN o
[m] Vsiv-22334 ouP ®UuP 10.63.3260 22334 TcP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/Q DOWN o

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIERL. [Add] 21 v o
L&,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action
I Load Balancing I i = o
Q:, ck here or you can enter Key : Value format
Virtual Servers
NAME STATE EFFECTIVE STATE IP ADDRESS
Services
. No items
Service Groups
Total 0

Monitors

Metric Tables
Servers
Persistency Groups

Radius Nedes

Priority Load Balancing [

W

Content Switching

TCP 7Ok JJLIZESWT Citrix ADCVIP 7 KL R T, {REH—N—%BML 7,
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

EREY—N—2FLHR— bOBEIET—ERIINAIVRLET, f:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation Downloads

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80 Listen Priority -

Protocol TCP Listen Policy Expression NONE

State ®DOWN Redirection Mode P

IP Address 10.63.32.60 Range 1

Port 80 IPset -

Traffic Domain 0 RHI State PASSIV
AppFlow Logging ENABLI

Retain Connections on Cluster  NO
TCP Probe Port -

Services and Service Groups

A service is a logical representation of an application running on a server.
A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services
Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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BESHOBEEZERLET,

Service Binding / Service

Service @3

m P

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

E]SDUHCEIP RULE

Time-out {mins)*

2
IPvd Metmask

255 . 285 . 25h
IPvE Mask Length

128

OTHERS

@

7. BXr>3>btO—5—7TCitrix ADCVIP 7RLZOKRR L O—RZERL 9,

2, DNS Manager X
File  Action View Help
s pmEXE = Hm 83
£ DNS Name Type Data Timestamp
hd j LBDC 37m5dc5
v [ F(_erard Lookup Zones j sites
> _;J _msdes.lb.com j_tcp
> = lb.com j_udp
» | Reverse Lookup Zones —
s 7% Trust Points jDDmamDnsZones
. ™ Conditional Forwarders || —JForestDnsZones
Q (same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
Q (same as parent folder) MName Server (MS) Ibdc.lb.com. static
Q(same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
=[S Host (A) 10.63.32.82 static
ElLepoc Host (A) 10,63.32.11 11/19/2020 11:00:00 PM
Host (A) 10.63, 0
E SRServerl Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Q SRServer2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
ElsrsaL Host (A} 10,63.32.91 11/23/2020 3:00:00 AM
QTSVDA Haost (A) 10.63.32.215 11/23/2020 2:00:00 AM
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 308



Session Recording 2402 LTSR

8. HTTPS &@mT Web Player ic 77+ X9 3Icid. Citrix ADC £ & Session Recording #—/\—®O&EA T
SAN GERRENERATRETH 5 C E 2B L T 2T WV SAN ZERAZICIE. Citrix ADC & & U'& Session
Recording #H —N—DRZLEHM R X1 VEHEENTLET,

n  Certificate >
General Cetals  Certification Path

Show: | <all= e

Field Yalue 6

.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ab. ..
CF‘.L Distribution Paints [1]CRL Distribution Point: Distr. ..
@.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
wvd| Subject Alternative Mame DS Mame=netscaler.lb.com, ...

D umnbprint ceaabf2r434becle 388000904, ..

DMS Mame=netscaler.|b.com
DMS Mame=10.563.32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5RServer 1.lb.caom
DMS Mame=10.63.32.55

IP Address=10.53.32.55

DMS Mame=localhost

Edit Properties... Copy to File...

SSLATO— R TEEDHEERT 5

RO RRAZIE, SSLAT7O—RTCEBEIEZEMRITZHEETRLTVETD,

+ Python X—2®» WebSocket #—/\— (IN\—=23> 1.0) 2FEALTVIIHEE:
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ADC Load Balancing

=

SAN Certificate

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

Session Recording Server

e IS IN—>3>2.0) TERIX TN TWS WebSocket —N—%FHLTWVWRES:

MSMQ
1801
VDA

HTTPS|
—

VDA

ADC Load Balancing

SAN Certificate

TCP |

HTTPS/WebSocket(WSS) 443
Certificate

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

1. Citrix ADCVPX ¥ > R&Z>2icAd 4> L& T,

Session Recording Server
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2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DJEIZERL £,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System [/ Settings
System e .
I: Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration >
Authentication 5
Auditing >
SNMP > ADM
AppFlow |E| N Configure ADM Parameters

3. [SSL Offloading] ¢ [Load Balancing] #3®#iRL. [OK] #oU v oL %7,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o .

4. aFOBRT—N—%ZBMLEY,

[Traffic Management] > [Load Balancing] > [Servers] OIEIZ#ERL. [Add] 20U v o L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0
25PerPage v P 1 of1

5. BIOFIETIB L =& Session Recording 4 —N—DBEIEH—EXZEBML £9,

%& Session Recording # —N\— IR DEREIET—ERZBML £

+ (WebSocket H—N—N—2 3> 1.0 #EALTVRBEICOAMBE) TCP EZZ—IINTV RT3
R— 22334 @ SSL &fFH78—EX

e HTTPS E=#— N1 Y RENTR— b~ 443 @ SSL &FH#MT—EX

e TCP EZZ—ICNI > RENnfR— b+ 1801 @ TCP &fFHEY —E X

Traffic Management / Load Balancing / Services / Services
Services
Services (3] | AutoDetected Sevices (0 Intemal Services | ¢
Statisti rch =
(] Nam: State Port Protocol Max Clients Max Requests Traffic Domain
®e0 vi o =t
O our P
O ouP 7334 L

Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Services /[ Services
System > H
Services
AppExpert >
ﬂ Traffic Management v Services i)  Auto Detected Services 0 Internal Services 6

Load Balancing e
I o8¢ Baancing | e Add ‘ Statistics | | No action

Virtual Servers

- Click here to search or you can enter Key - Value format
Services O\--' ere 10 search or you can emter key . Value Tormat

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes @)
Priority Load Balancing |E| »
Content Switching @ >
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(WebSocket F —/N\—/N\—> 3> 1.0 2FERA L TLWBHEEICOHBE) Session Recording F—/N\—CT&
ICR— 1 22334 0 SSL &R SHT—EXZBML T, BEIBEY—EXD&ZFIEANALT [Existing
Server] %#iRL. Session Recording t—N\—o IP 7RLZEBIRL £, RIS, H—N—=7FOrIL
LT [SSL] ##RL. R—+&ES 122334 ZzAHLT [OK] 20U wo L%,

frezlE WTFDRI =223y hESRLTLEEI L,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name*
srv-1-22334 @D
Mew Server e Existing Server

Server®

srv-1(10.63.32.55) e

Protocol*

SSL v (D
Port*
22334 @D

» More

o I

TCP £E=&2—%., BML7 SSL TR —ERICNA 2V FLED,
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

% Session Recording #—/\—|ZR— 443 @ SSL BEOE Y —EXZBML 7T, BEFIET—EX
DO&#ENSLT [Existing Server] %3#iRL. Session Recording 4 —/N\—D IP 7 KL 2%#IRL F
Yo RIS B—N=TOrJJLE LT [SSL] #ERL. R—b&FES 14431 2 AHLT [OK] 22Uv oL
*9,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

HTTPS E=4#—%. EBIML7 SSL &FA#8T—ERICNTIYRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

%& Session Recording #—/\—(Z7/R— 1801 ® TCP &R 4 —EXZEBML £5, BEIHYT—E
2D&‘ENSILT [Existing Server] %3®iRL. Session Recording 4 —/N\—d IP 7 KL 2 %:&RL
F9, R H—N—=7FOrJLE LT [TCP] ZERL. R—+&HES 18011 ZAALT [OK] £0Uw
JLET,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentat

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

TCP E=%—%. BMLETCP BHIEYF —ERIINTIVFLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (WebSocket t—/N\—N—2 3> 1.0 ZFEALTWVBIBEEICOABE) R— | 22334 @ SSL BFHE T —
EXZEICHTTP Z7O7 71 IIL%EBMLE T,

[System] > [Profiles] > [HTTP Profiles] DIEISERL. [Add] 20U v o L%ET,
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
Settines TCP Profiles 13 HTTP Profiles @E]) | Database Profiles = 0 SSL Profil
Diagnostics Add
High Availability b
MTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v vy
User Administration > nshttp_default_internal_apps v v
Authentication >
Total 3

Auditing >
SNMP b

[Enable WebSocket connections] ¥t v 7Ry I X%&EFVICL. HOBEICDOVWTIFT I AILLDF
FICLZEY,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams
100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20
HTTP/2 Maximum Header List Size
24576

HTTP/2 Maximum Ping Frames Per Minute

HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid
| Drop extra CRLF

Drop extra data from server

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enable WebSocket connections (D |

| HTTPWeblogging

Drop invalid HTTP requests
Mark TRACE Reguests as Invz
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

Adaptive Timeout

HTTP ZO7 71L& FiEANALE£T (ffl: websocket_SSL),

R— k22334 0& SSL &RV —ERICRD £F (fl: srv-1-22334), [+Profiles] 2o vo
LE9,
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Citrix ADC VPX (1000) g Partition | ngroot v

Not configured default

Dashboard Canfiguration Reporting Documentation Downloads -ﬁ-

G Load Balancing Service

Basic Settings Ve Help
Service Name srv-1-22334 Traffic Domain 0
Server Name srv-1 Number of Active Connections - Advanced Settings
IP Address 10.63.32.55 Hash ID -
Server State @®DOWN Server ID None =+ Thresholds & Timeouts
Protocol SSL Clear Text Port -
Port 22334 Cache Type SERVER + Profiles
Comments Cacheable NO
Health Monitoring YES -
AppFlow Logging ENABLED +  Policies
Monitoring Connection Close Bit NONE
4+ SSL Profile
Service Settings VAR
4+ SSL Policies
Sure Connect Use Source IP Address  NO
Surge Protection  OFF Client Keep-Alive NO + Certificate
Use Proxy Port YES TCP Buffering NO

HTTP ZO7 7rJL (ffl: websocket_SSL) #:&RL. [OK]. [Done]l DJEICZU Y I LET,

Profiles
Met Profile

w | 4+
TCP Profile

w | 4+
HTTP Profile

websocket 550 1 +

DM5 Profile Mame

L

Done

7. (WebSocket H—N\—N—23> 2.0 2FEAL TVIBRICOAHME) R—~ 443 O SSL BREL/HT—E X
CCICHTTP 707 71 )LZEBML £,

8. RXr>1>tO—5—TCitrix ADCVIP 7 RL ZDHRRX ML O—REERL £J,
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E:, DMS Manager

File  Action View Help

e« | HEXE= Hml 8 86

2 DNS

v

~ § Leoc

Forward Lockup Zones
=) _msdeslb.com
=/ lb.com

" Reverse Lookup Zones

Trust Points.
Conditional Forwarders

Narne

_P—_Lmsdcs

j_sites

—tep

i
jDomamDnsZones
:]FnrestDnsZnnes
E—|(same as parent folder)
E—l(same as parent folder)
E—l(same as parent folder)
Elibdc

ElLeopc

E-| SRServerd
ElsrsaL
ElTsvoa

Type

Start of Authority (SOA)
Mame Server (MN5)

Host (A)

Host (A)

Host (A)

Host (A)
Host (&)
Host (A}
Host (A)

Data

[47], Ibdc.lb.com., hostma...

lbdc.lb.com.
10.63.32.82
10.63.32.82
10.63.32.1
10.63.32.60
10.63.32.55
10.63.32.68
10.63.32.91
10.63.32.215

Timestamp

static

static

11/18/2020 2:00:00 AM
static

11/19/2020 11:00:00 PM

11/18/2020 2:00:00 AM
11/18/2020 11:00:00 PM
11/23/2020 3:00:00 AM
11/23/2020 2:00:00 AM

9. BESEIREY —N—ZEBMLET,

Citrix ADCVIP 7 R L X T, ROBHEDEREBT —N—ZEBML £,

o (WebSocket r—/N—N—2 3> 1.0 ZERAL TV RIBAICOAKE)

BESBREY—/N—
o SSLICEDCR—+ 443 oafmmaiirBy —/1N—
o TCPICEDC/R— b 1801 o&afmasREAY —/N—

freziF. WTFORIV =223y bSRLTIETL,
Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Statistics Acion -
(] Name State Effective State 1P Address Port
[m] oup our 1801
(] oup oup 44
o oup our 23

Method Persistence

% Health

SSLICED<R—+ 22334 D

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIZ#EIRL. [Add] #21)v o

L£Y,
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ciftrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert
iTrafﬁc Management | e | Add ‘ ‘ Statistics ‘ | Select Action v

I Load Balancing I b N o
Q) Click here to search or you can enter Key : Value format

NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Menitors ToEl@
Metric Tables
Servers

Persistency Groups

Radius Nodes

Priority Load Balancing [

W

Content Switching

Citrix ADCVIP 7 FL X T, &REY—N—%ZBMLEY, T—N—BZAHL. TCP £71% SSL Z:E&RL
T, PO THALILELSICEEY B R— FESZERLEY,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publ;
network (WAN), the VIP is usually a private (ICANN non-routable) IP address
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsry-80 @
Protocol*

TCP v ®
IP Address Type*

IP Address v

IP Address*
10 63 32 60 ®

BREY—N—ZBELR—- ~OBFIEY —EXICNT Y RFLET, A
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B2 bk

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R— b 22334 0ERSET —E . WebSocket H—N—N—T 3> 1.0 2ERTZHEICOHH

2T,

BENBOEEEZERLET,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)
Time-out (mins)*
2

IPv4 Metmask

255

(]
Ma
£
]
Ma
[
tn

25
IPvE Mask Length
128

(WebSocket #t—=/N—N—2 3> 1.0 2R L TV IIBARICOHBE) R— b 22334 oBFSHEREY —N
—QHTTP 707 71 )LZEML £,

Profiles x
A profile is a collection of settings that can be applied to a MetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ ~ ||ﬂ| | [websucket_SSL \'I| + || /’|

TCP Profile DB Profile

| v+l E3d

LB Profile DN5 Profile Name

| d E3(P2 *| 4]

10. Citrix ADCIcH 7>z o bDjIE (SAN) FEBAEZ A VX b—ILLE T,

53T 510818 (CA) h'5 PEM 2> SAN SEFAE % BN L £ 9. [Traffic Management] > [SSL]
> [Server Certificate Wizard] ®JEIZEIRL T, Citrix ADC OiFFRZE S K UMBEF—D T 71 /L& Hi
LT7y7O—RLZEFY,

FL<IE TSSLEAEEAZE ) Z28RL TS L,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

Choose File w ‘Ihcard.cer |

Key File Name™

| Choose File w ‘Ihcarr:l.kegrr |

Password™

[....| ]

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. SANEBARE%Z& SSL 8FEDBREY —N—ICNTYFLET,

[Traffic Management] > [Load Balancing] > [Virtual Servers] DJBIZZ#IRL £9, &iZ. SSL
BREIBREY—N—%%IRL. [Server Certificate] 0V v o L £,
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

giiRd SAN sERAEZEBML. [Bind]l 22U v L&Y,

FlE4: BESEEYR— T3 & 5ICEEED Session Recording Agent 2R 3

1. RXAVEBETHYY baFERL T, Session Recording Agent icOos 4> L £,
2. Session Recording Agent 0 7ONF« #FT £,

3. TCP & T Microsoft Message Queuing (MSMQ) %R 3B Ed. COFIEERITL TSI,
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[Session Recording Server] 7R 2 XIZ Citrix ADCVIP 7 RL DB R X1 B ANALET,

LE} Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

%& Session Recording # — /\ — £ T, HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parametersic®#3IgnoreOSNameValidationd DWORD f#ic 1) %#BMLTREL
7, #L <I&. Knowledge Center ®z2ECTX248554% 8L T 123 W\,

4. MSMQ over HTTP F 713 MSMQ over HTTPS 2R ¥ 315513, COFIEZRITLTLIET W,

(COFIBARTLTWREEIFZAFvS) RXr>a>+O—5—7TCitrix ADCVIP PRLZDRZX kL O

—RzERLEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

330


https://support.citrix.com/article/CTX248554

Session Recording 2402 LTSR

@

7, DNS Manager - m] *
File  Action View Help
= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
v & Lsnc ——_Lmsdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

& Session Recording ¥ —/\—T.powershell.exe -file SrServerConfigurationSync

.psl -Action AddRedirection - ADCHost <ADCHost>aw > K% %17 L T. Citrix
ADCHh5O0—ANLKRIMMIVAALY FEBIMLEY, <ADCHost>& Citrix ADCVIP 7 R L 2D Z£1(E
MiRXAYBTT, UFALI LTIl (fl: sr_lb_map.xml) AC:\Windows\System32\

msmg\MappinglicEMIh £ ¥,

E¥ Administrator: PowerShell

rverConfigurationsync.ps

1b_map.xml

er.lb.com

i*: PowerShell.exe #%179 5 &, SrServerConfigurationSync.pslhFEET 37 +)L4

—ICBEBLET,

[Session Recording Server] R < ZIZ Citrix ADCVIP 7 RL XDZLBM R X1 V&EANHLET,
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1
[%> Session Recording Agent Properties — 4

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocol: HTTP ~
HTTRHTTPS port: Default ~
Port Number:

Message life specifies the period during which data remains in the
Message gueLe.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS ~
HTTR/HTTPS port: Custom ~
Port Number

Corcel | [ sy

FIES: BRESEEYR— T3 & 5ICEEED Session Recording Player Z#m 9 %

Session Recording Player > R—3%> bZ A Y X b—ILLIEY L VT EHI iz Session Recording #—
N—r LTCitrix ADCVIP 7 K L X %7=i& Citrix ADCVIP O£ K X1 > Z=ZBML X7,

FIE 6: BMFEADEEFED Session Recording # —/\—TEEDEIEET 2N E SN ERERT S
1. Citrixfrf8twv>a>vzR@#L£7,

2. Ly 3 EBRETIZINESHZEHEALE T,
3. Web Player & Session Recording Player '$R& 7 7 1 L2 BETI3HhE SHhERRBL 7,

FIE 7: Session Recording 4+—/\—%iBiI¥ %

1. AL RXAUICRS vz #ERH L. Session Recording #—/N\—E¥a—JL & Session Recording &0
TJEIa—INDIHEIIVICA VA R=ILLET,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. BEF0 Session Recording # —N—YELTF—2X—XB&FEAL £, i
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Citrix Virtual Apps and Desktops 7
Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

Enable Administrator Logging
This option enables the Session Recording Administrator Logging service,

Enable mandatary blacking
This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. IVYDRY T—UT7AT A= L2 BEMLET,

4. Session Recording 7 —4#~X—X % > X k—JL L7 SQL Server T. §RT®D Session Recording #—
N=I > T7ho> kEHEE Session Recording ¥ —4#~RX—ZIZBiML. db_owneri&ERzE O YT
Io fil:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | a2 New Cuery P I o | - - | b | Generic Debugger -
gl v X @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ %
L © piclecta poge IT Scipt ~ @ Help
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ I ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&2 INFORMATION_S Server:
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - e
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. #L L Session Recording r—N—D< > >7ho > b (l: LB\SRServer2$) &. SEDOKMIBFT
BLVETTAINE— (ffl: SessionRecordingskt*SessionRecordingsRestored) @
MAHMD [EEFAHEREHEELET, RILESSIIBETT,

6. FIE3%4DIRL T, #L L Session Recording f —N—AO&BRESHY —EXZEML. BEEFEOREY—
N—ZHREL T, BESHT—EXIINA Y FZEBMLET, REY-—N—ZEBNT2HEIHD FHA. I
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. Session Recording &R > Y — )LD 7 7 1 )LSessionRecordingAzManStore. xml% Bk
Zd Session Recording #—/N\—h' 5% L L Session Recording 4 —/N\—icJE—L %9, 771l
<Session Recording Server 1installation path>\App_Dataicéb %7,

8. # L L Session Recording #—/\Y—IZ MSMQ over HTTP % 7z1& MSMQ over HTTPS /B9 3 ICId.
ROFIE#ERITL T, BHAEWMAEL TL 3 Session Recording —N—DL PR MUBRER A VR—ELET,

Bt %7 @ Session Recording # — /\ — (fl: SRServerl) T. powershell.exe -file
SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >
OV RERFTFTLET, TTT<KADCHost> &, Citrix ADCVIP 7 RL RDFZLEM K XA > & T, TV
ZAR=—bENFELIPR MU T 7o)l SrServerConfig. reghEmangd,

SrServerConfig.regZ 7 JL%&# L\ Session Recording —/N\—icdJE—L.powershell.

exe -file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost>avx > k% xRfTL %79, EnableLB f&i&. HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server# L \L Session Recording 4 —/\—aDL TR
bUE—ZBMEIh. sr_lb_map.xml7 7 J)LiEC: \Windows\System32\msmg\Mapping
DTFICEMENET,

9. FlE%#4DIRL T, Bl Session Recording H—/\—%BIIL £7,
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cSIdNWNoa—Fa>T
+ Session Recording #—/N—|C CNAME L O— R £/ Id ALIAS LO— R %2 ERT3HBE. Ty avidi
BINFHA. 2L <IE. Knowledge Center mzEECTX248554% BB L T LT,

e BEIZ 7AILIEO—NIICEATEITETHA. UNCNHNRICHBHTZCIETEEFEA. COMBEICTLT B
i&. Citrix Session Recording Z L —I Y32 —2 v —H—EXOBBE— FZ B8 (BIEH®K) ICEEL

=

Azure T Session Recording =B L TR T 3

July 9,2024

GlEes

« Azure iZ Citrix Virtual Apps and Desktops # 7=z Citrix Daa$S (IB#F Citrix Virtual Apps and Desktops
BY—ER) 24X =ILLTHSB,
e Azure 7H oY b ZFE>TWS,

FIE 1: Citrix Virtual Apps and Desktops -1 > X k—5—% Azure |[C7v 7O—R ¥ 3
PN
Citrix 7 hw > bEEB#HREER L T, Citrix Virtual Apps and Desktops 4o > O— RR—=JIZT7 o0&
ALT HEDISO 771 )L%Z Azure DVM (AT > O—R 33551 FIEL1ZXAF vy FLTIETL,
1. Azure PortalT [general-purposev2] X bL—S7HUY REEHBL. T4 EDNRT =TV RD
EETHh2 [Standard] O EFICL £,

Azure Storage NOITARTDT7 IV ERIE. AML—=2T ATV R EEHLET
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

AR LA U L YA L LA U VA [ YA 1 IS S I 0§ IR R LA Ry Al L A LAy S URA ARy S i

redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.
Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * | (s) East us v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. HILWRAML—T7H9 Y MC#EEIL. [Blob service]l] £ 3> T [Containers] ##EiRL T T 7
ERRL £,
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= Microsoft Azure O Search resources, services, and docs (G+/) iEs) @ & 2 ©

tome > (D
— [ | Containers  # -

Storage account

[0 search (ctrl+) | « v O Refresh

Access Keys

Bl [ Search containers by prefix ° Show deleted containers
® Geo-replication

@ CORs Name Last modified Public access level Lease state

& Configuration You don't have any containers yet. Click '+ Container’ to get started.
A Encryption

@ Shared access signature

‘8 Networking
O security

@ Static website
1! Properties

A Locks

Blob service

B Custom domain
@ Data protection
& Object replication
& Azure CON

3  Add Azure Search

3. Citrix Virtual Apps and Desktops 1 ¥ Z k=S5 —% > FHIC7y FO—RLFT,

= Microsoft Azure P Search resources, services, and docs (G+/) e [‘9 33 ? ©
Home > yuchunjstg1 > Upload blob «
— yuchunblob/

Container Files O
‘P Search (Ctrl+/) ‘ « T Upload (3 Change accesslevel () Refresh [i] Delete 2 Change't & Acquire lease &7 ‘ “Citrix_Virtual Apps_and_Desktops._.. ‘E
F1 Overview Authentication method: Access key (Switch to Azure AD User Account) [ Overwrite i files already exist

Location: yuchunblob
A2 Access Control (IAM)

Vv Advanced
Search blobs by prefix (case-sensitive) J (

Settings

@ Shared access signature Name Modified Access tier Blob type Size T
Access policy No results -

1} Properties

O Metadata

FlE 2: Azure ;R—%)JL T SQL Managed Instance = {Ef{d %

LK Azure SQL YR =Y RA Y 2R EZ Y ZDEREBRB LT IET L,

FIE 3: Azure REE<> > (VM) Z{ERY 3

[Image] T [Windows Server 2019 Datacenter -Genl] %:#RL. [Size] T [Standard_D4as_v4 -4
vcpus, 16GiB memory] %#IRL £9, 5L <&, TAzure Portal © Windows Ri8< > > % Efi 3 %1 BBL
TLRE L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 342


https://docs.microsoft.com/ja-jp/azure/azure-sql/managed-instance/instance-create-quickstart
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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FIg4: VE— TR~y FICL. Citrix Virtual Apps and Desktops - > X k—5—% Azure i

7w7O—R9$3

Pt e R e

— x
T Upload (3 Change accesslevel () Refresh [ Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
B3 overview DL nt)
A2 Access Control (IAM)
| search blobs by prefix (case-sensitive) ° Show deleted blobs

Settings
@ Shared access signature Name Modified Access tier Blob type size Lease state

Access polic %) Citrix_Virtual_Apps_and_Desktops_7_2012.iso 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 Viewsedit
I
O Metadata

25 Properties

@ Generate SAS

7N View previous versions
7 View snapshots

(5 Create snapshot

2 Change tier

& Acquire lease

[i] Delete

FIES5: 1> XA —5—%RfTLT. Azure VM (C Session Recording O R—%x> bE1 >V =)L

ERS)

2L <&, TSession Recording Administration I R—%> FDA > X k=)L) #BBLTLEIL,

FE6: BFEEREFETSZ-0D Azure 7 71 ILEEZER TS

BEZREFET SO0 Azure 7 7 1 IVEBZER T BICIE. ROFIEZERTLET:

1. Azure PortalT. AL =7 AT Y REERLTH S, Azure 771 IILEEZERL £,

4w I RE—RHA RICDWTIE. Azure Portal 2R L7Azure 7 7 1 LEBEDER S L UV EEE B

LTLRT W, RDOKRIF. B ITREESEHDEHTI

185770 0% Session Session
BRI 7Y EINfcty> TraAEELZ TrAaIHEEBES Recordingtt— Recording #—
1 X (MB/BSR) 3 ># 17 +—% (TB) N—D N=—DHA X
<6.37 <1,000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1,000~2,000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2,000~3,000 SSD Premium 5 1 Standard
D4as_v4
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Session Recording 2402 LTSR

RE 77 MILY
11X (MB/BRS)

<6.37

%10

410

410

1BH=bniE
Binftty>
EDZ ¢

3,000~4,000
<1,000
1,000~2,500

2,500~4,000

Tr71IEES
17

SSD Premium

HDD Standard
(StorageV2)
SSD Premium

SSD Premium

T AINEES
#—%5 (TB)

6

3

6

10

Session
Recording t—
N—0D¥

Session
Recording #—
N—DH1X

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7IINHEEI+—2E. 1BHD SEM. 11BAHD 23 EBXH. FBRE 771/l 1 HBOFREHM
ICEDVWTEHEINE T,

2. Session Recording #f—/N\—% 1 Y b—JLLTHRZ MZ. Azure 7 7 1 IILHBOEEIER=ZEML T,

a) BEBELLTIAYYRIOYTREREL. RS T% *\Bin*™* 71 )L4—ICEBLET,

7 7 # JL b T &, Session Recording # — /X — [&C:\Program Files\Citrix\
SessionRecording\ServericA X r=ILETNTVET,

b) r'SsRecUtils.exe

cesskey>| OY Y RERTLET,

FEEHORKIIRDODEHBEDH T,

» <storageaccountname> 3. Azure DX L —CTHTY FORFITY,
+ <filessharename> (3. X FL—CT7HUY MIEEFNZ T 71 ILEBEDRRITY,
+ <accesskey> (g, 77 MILEEADT7 I EZRIERATEZRA N - T7HUY F—TT,

AbL=SFATY bF—ZBIST B3I RD2DDFENHBD T

-AddAzureFiles <storageAccountName> <fileShareName> <ac-

« ANL—=T AUV RE—E, T7AMILHEBER—0D [Connect] 71OV U I LIS
ICRRINBEGEXFIHSEETEE Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

345



Session Recording 2402 LTSR

1docs (G+/)
Connect X
i sessmnrecordlngs sessionrecordings
SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS

Settings No files found. -
m
iIt Properties To connect to this Azure file share from Windows, choose from the following

authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& sackup | z v
Monitoring Authentication method

QO Active Directory

Al Metrics
(® storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {

# Save the password so the drive will persist on reboot

Juser:“Azure
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

¢ ARL=UTAVYMR=JOEAOFES—>avicHD [Accesskeys] Zo v o LT,
AL=CF7AT0Y R F—%2BET2HTEXT,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\<filessharena

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IEMTAINE =] 414700 Ry V2T [OK] 20Uy o LEY,
v. [Session Recording —N\—07ONT<] D> rUT [BRE] 20Uy o LET,
vi. (BR] I L—FRRIChR-750 [OK] 20Uy I LET,

vii. SessionRecording R L —IYX—J v —H—EXEZBEFHITIL5ROSNLS. [BW] =
Vv LET,

Session Recording Server Properties

The “Citrix 5ession Recording 5torage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Yes Mo

FIET: O—RNZ>H—ZEMT S

B D Session Recording # —N—HDH2HE. TNSORICO— RN UH—%BINT3 = H8DLET,
Azure TlE. b7 vV EROBREDHEZITZHOF T a VHSHARINTVEY, COtEI>a YT
Azure T Citrix ADC. Azure Load Balancer. Azure Application Gateway # {95 7Ot XIZDWTEHAL
9,
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F 73> 1: Azure T Citrix ADCVPX ¥ > X2V X %Z1EKT B

1. Azure PortalT. &R v o XIZ TCitrix ADC1 EANHILET,

2 drixanc

Services Marketplace Seeall

Rece oy |ivenrena Broadcast By Citrix ADC

Name Resources B4 Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

No results were found.

yu 2w seconds ago
By Citrix ADC VPX FIPS

(%) yu 3w seconds ago
Documentation See all

= yu minutes ago
Tutorial: Azure Active Directory single sign-on ..

@ = ) ) minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& § Azure AD secure hybrid access | Microsoft Docs R29°

4> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

&1 No results were found. 1eeks ago

= leeks ago

Didn't find what you were looking for?
, e " o+ oo

() s Try searching in Activity Log g

> Vb & Try searching in Azure Active Directory 10nth ago

(%) in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. [Citrix ADC VPX Bring Your Own License] 75> #%3%iRL. [Create] 0V v oL %7,

(= voootawe [ g ® 6 2

Home >

Citrix ADC  »

Citrix

Citrix ADC o add 1o ravorites
Citrix

cifrix. 00 0 ratings)

Azure benefit eligible 7

Select a plan | Citrix ADC VPX Bring Your Own License

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business’ unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a c izati system, and or ion and automation for
applications across cloud or hybrid environments for greater agilty. Citrixs all-in-one solution brings point solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.

o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.

Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

o Famtealinad Mamamamants St malis hobeid o danlamant aaciar tn manamn sith ~ cinsla nana et neaidac

i misbmmatin Amraee All v fartare

3. DY—RIN—T&EREIIMER L. [Basics] 2T THOREEITVE T,

4. [VM Configurations] Z®EL 9,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
oS disk type (0 (®) premium_LRS
i i - (o)
Assign Public IP (Management) (O (@) Yes
) ) i - @
Assign Public IP (Client traffic) © (@) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5 BBICIEL T, 2y bI—VREEBBSSVCEBELE T, NTU v IRER—~Zid. [ssh (22), http
(80), https (443)] %=#ERL %7,
REXY b7 —OHBEBMICERINE T, Session Recording IREMBEICT > X F—ILETNTWVWBIHEIE.
ZOREBRY hT—0 e —N—DOH T2y FREZFEATIT XY,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© O o
Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. [Next: Review + create] =42 1) w2 LT Citrix ADCVPX ¥ > X2 > X %Z e L. BEFARTT30%EF
5%,
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. 7%y ;IP (SNIP) 7RL X Citrix ADCVIP 7 RLRZRE LY Ty b EICEEL £ T,

SNIP7RLZREVIP7RLRIZELT Txy b EICHZBENRHD £T. COBITIE VIP 7 RL X% SNIP
TRLROY TRy FEICRELET,

a) citrix-adc-vpx R8> > EELELET,

b) VIP7RLROYTxy bEEBELET,
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Microsoft Azure

Home > srib )|

Network interface

|p Search (Ctrl+)) ‘

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ Add E O Refresh

IP forwarding settings

IP forwarding

Virtual network

IP configurations

l Enabled)

srazureautovnet

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type

vip 1Pv4 Primary

Private IP address

192.168.2.4 (Dynamic)

Public IP address

Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nicl1

citrix-adc-vpx-nic11 | IP configurations

Network interface

P Search (Ctrl+/) «

@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations
B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Ad X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

IP forwarding
Virtual network

IP configurations

Subnet *

e )
(QEEEED Enabled )

srazureautovnet

srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic)

c) citrix-adc-vpx REY> > & EEL 7,

* 7> 3> 2: Azure Load Balancer =3 3

Public IP address

Unassigned (citrix-adc-vpx-vip)

Azure Load Balancer iZ. TCP /XX ZIL—H—EXTY, XDORIE. TCP NXXIL—IC L3 EBEHEERLTVLE

ERS
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sricpruled43

/ \
/ srtcprule80

LoadBalancerFront...

sricprule22334 -

', - /
M, - -

\“\gncpru le SQ}’;

1. Azure Load Balancer #fEf L £

a) Azure Portal T#&Z L. [Marketplace]

SR-Server

SR-5erver?2

SRBackendPool

T [Load Balancers] ##RL £7,

= Microsoft Azure £ load balancer

YuchunJiang@citrix.com 7|
aTRIX

B & Q &

? ©

Services

Azure servic
& Load balancers

+ Load balancing - help me choose (Preview)

Create a
resource

Application gateways
pp gateway:
@ Front Doors
(@ Web Application Firewall policies (WAF)
# CloudAMQP
Recent resot
# CloudMonix
Name & Workload Insights
@ srappavi | = CloudSimple Nodes

€S CloudSimple Services
(%) yuchunjiang

& SRloadBalan =>0Ures

No results were found,
4> SRVnet

(%) srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— % Try searching in Azure Active Directol
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest

[Create load balancer] x—>®

Seeall Marketplace Seeall

9 KogSistem Azure Load Balancer Management

Y Load Balancer / ADC

9

Y aiScaler Load Balancer & Site Acceleration
More services

£ Ishlangu Load Balancer ADC IS-5000 (5Gbps)
Documentation See all
Load Balancer | Microsoft Docs

What is Azure Load Balancer? - Azure Load Balancer

Azure Load Balancer concepts | Microsoft Docs

Quickstart: Create a public load balancer - Azure portal .

Resource Groups

No results were found

Virtual network amonth ago

[Basics] ZT7T. RORDEHBDICHELET:

RIE

&

Subscription
Y —=RIIWN—7F
2l

=3y

SKU

BTV T avEBRLET,
fee zid micfER L7 [sribtest] Z:ZERL £,
r'SRLoadBalance; * N/JL %7,

[(US) East US] %=:®IRL %7,

[Internal] zERL &7,

[Standard] #%=:;&iR
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RE &

ARy bT—2 7o ZIE. mIICER L 7= [srazureautovnet] #%:%iR
LE7,

e SRS =& 2. BCtERL L 7= [srazureautosubnet] #%3%

IP address assignment

TRASEUTFA—>

RLEYS

[Dynamic] #ERL %7,

[Zone-redundant] %#RL £7,

e

Home >

Create load balancer

15 accessible via pUbiC ¥ addresses, or INternal where It 15 only accessible from a virtual network, Azure 102d Dalancers also
support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

Mame *
Region *
Type* @

SKU* (@

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

< Previous

| cse-dev-03-ca ~ |
| sribtest ~ |
Create new

| SRLoadBalance J|
| (US) East US v |

O Basic Standard

o Standard Load Balancer is secure by default. This means Network Security
Groups (N5Gs) are used to explicitly permit and whitelist allowed traffic. If you
do not have an NSG on a subnet or NIC of your virtual machine resource,
traffic is not allowed to reach this resource. Please configure an NSG to ensure
communication if needed. For outbound cemmunication, an explicit
outbound rule is needed. Learn more about outbound connectivity &

| srazureautovnet v |
| srazureautosubnet (192.168.1.0/24) v |
Manage subnet configuration

O Static @ Dynamic

| Zone-redundant v

Mext : Tags > Download a template for automation

b) NwOIIYRT=I. ARTFO-T, BEASBOBRAHREDOO—RNS Y —UY—I%BINLET,
e NwUIVRT—I)LZEBMLET,
Y =YX bH5, FERLEEO—RNS Y —%8IRL. EfloFES—>3>T [Backend
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pools] 22w o L&9d, [Add] 20Uy I LT NyIIVRT—ILZEBMLET,

Ll e ey

Home >] SRLoadBalanc

SRLoadBalance | Backend pools

Load balancer

£ Search (Ctrl+)) «

& Overview

B Backend pool Virtual machine Virtual machine status
Activity log

No results
Ao Access control (IAM])

® Tags

/? Diagnose and solve problems

Settings

B Frontend IP configuration

' Health probes

7= Load balancing rules
B Inbound NAT rules
Il Properties

B Locks

Menitoring

K Alerts

fil Metrics

@ Insights
Automation

Za Tasks (preview)

! Export template

MLWNY I IV R T—ILOEFIZNADLTH S, [Add] 20y oLET,
£ Search resources, services, and docs (G+/)

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|

Name * | SRBackendPoal I 4
|

Virtual network (@) srazureautovnet (sribtest)

1P version ® 1pus

O v

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or ne public IP configuration.
All 1P configurations must be on the same virtual network.

Virtual machine Ty IP Configuration Ty Availability set Ty

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

@ o virtual machine scale set is found in eastus that matches the above criteria

|

e NLZRFO—-TZEMLEY,
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JY—YR 5, ERLIEO— RN OH—%EIRL. EfloFrES—>3>T [Health
probes] #0 Uy o L%Y,

p e e e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

P Search (Ctrl+/) « t add

& overview
Activity log
Ao, Access control (IAM)

¢ Tags

Z? Diagnose and solve problems

Settings

& Frontend IP configuration

% Backend pools

robes

Y= Load balancing rules
Ed inbound NAT rules
il Properties

E| Locks

Monitoring
BN Alerts
fil Metrics
9 Insights

Automation

% Tasks (preview)

' Export template

Support + troubleshooting

|P Search probes

Name

No results.

4 Protocol 1y Port

[Add] 22U wv o LT, R—k 80, 22334, 1801, 443 icAILRTFO—-TZEBML £,

= Microsoft Azure

Home > SRLoadBalance

P Search resources, services, and docs (G+/)

® SRLoadBalance | Health probes

Load balancer
[ search (cui+n | «

Settings
B2 Frontend IP configuration
%/ Backend pools
 Health probes

%= Load balancing rules

B inbound NAT rules

Il Properties

B Locks

Monitoring

& Diagnostic settings

® logs

B Alerts

Al Metrics

@ Insights

Automation

iGa Tasks (preview)

) Exoort temolate

+ add O Refresh

(25 Pt by mame.
Name
Seathproberson
R——
E—

SRHealthProbe80

Protocol

e

cp

e

cp

Used By

SRICPRule1801

SRICPRule22334

SRICPRule443

SRICPRule80

ferzid. ROBFEZFEAL T R—F 80 ICAILRTO-TZERLFT,

fig

'SRHealthProbe80, “ ANALZ9,

[TCP] ZBRL £ Y,
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RE &

R—F r80; ALY,

fErR 5

Unhealthy threshold VMABERETHZ LHMEINBZFICHRTRET S, ER

BRLEIVME, FEHITZTO-TIS5—08HL LT,
272 ERLE T,

= Microsoft Azure 2 Search resources, services, and docs {(G+/)

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance
Save >< Discard

Name *
pscill

i Delete

|l sreealtherobeso] |
e |

Protocol ()

TP v
Port* ©
(L2 | |
| 1

Interval * @

E |

seconds

Unhealthy threshold * @

[2

Used by @
Mot used

consecutive failures

s BESBORAZEMLET,
DY —=RUZ M5 ERELEO—-RNSOH—%FIRL. £AOFES—> 3> T [Load
balancingrules] #27U v 2o L9, [Add] 20U vo LT, BEISBORKRANZEML F7,
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Session Recording 2402 LTSR

e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules

-
-

| 2 search load balancing rules

Load balancer

|,D Search (Ctrl+/)

Q Overview

Activity log Name 4 Load balancing rule

Ao Access control (1AM} No results.
€ Tags

pa Diagnose and solve problems
Settings

B Frontend IP configuration

B} Backend pools

T Health probes

Bl inbound NAT rules

Il Properties

E| Locks

Moenitoring

R plerts

fd Metrics

@ Insights

Automation

% Tasks (preview)

5! Export template
Support + troubleshooting

[Add] =2y o LT, R— 80,

= Microsoft Azure

22334, 1801. 443 o&EIHORAZEML 9,

0 search resources, services, and docs (G+/)

Home > SRLoadBalance

= SRLoadBalance | Load balancing rules - x

Load balancer
+ add

O search (Ctrl+/) «

Settings [ search load balancing rules

B Frontend IP configuration
®/ Backend pools

Health probes

Load balancing rules

Inbound NAT rules

=K i =

Properties

B Locks

z

onitoring
& Diagnostic settings
#® Logs
W plerts

Wil Metrics

@ Insights
Automation
i Tasks (preview)

) Export template

e ziE. ROBREZFEAL T, K-+ 80 DAFIHMORAZERLET,

Name N
SRTCPRule1801

SRTCPRule22334

SRTCPRule443

SRTCPRule8O

Load balancing rule
SRTCPRule1801 (TCP/1801)
SRTCPRule22334 (TCP/22334)
SRTCPRule443 (TCP/443)

SRTCPRuleS0 (TCP/80)

N
2

Backend pool
SRBackendPool
SRBackendPool
SRBackendPool

SRBackendPool

N
2

Health probe N
SRHealthProbe1801

SRHealthProbe22334

SRHealthProbed43

SRHealthProbe80
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E

s

Bl

IP Version

Frontend IP address
JOokr3dlL

R—b

Backend port
Backend pool

Health probe

Session persistence
Idle timeout (minutes)

TCP reset

EETRY T —2UF7 RL XXM (SNAT)

&

TSRTCPRule80; HrXrD&FIZANILET,
[IPv4] Z#ERLZE T,
[LoadBalancerFrontEnd] %i#RL %7,
[TCP] Z#RL XY,

80 U ANALZET,

801 U ANALZET,

[SRBackendPool] #3ERL %7,
[SRHealthProbe80] %#:#RL £7,
[Client IP] %=3®IRL £,

TIAILEREDEFICLET,

[Enabled] 22Uy oL %97,

[(Recommended) Use outbound rules to
provide backend pool members access to the
internet] ((#3R) ZERAUEERAL TNV IIV RS
—ILDAYN=IZA VB —Fy bADT I XEZMS
T3) 2FERLET,
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

| srrceruleso |
| e —
IP Version *

® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd) ~

[ Harorts @

Protocol
(®1ce (uoe
Bort *

30 | |

Backend port * (D
[ | ]

Backend pool @

| SRBackendPool ~ |

Health probe @
| sRresithprobeso (e | v
1

Session persistence (@
| cientie | M
—_——

Idle timeout (minutes) &
o [+]

TCP reset

Floating IP @

z

+ Session Recording # —/\—h'1 > X k—JLEThTWVS Azure VM 2\ T R 7—)LICIBM
LETY,

S
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

e @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O e aderess Virtas machines st have  tandard SKU pbic 1 or o publc P
P Version locton == emstus Vet network == SRVnet  Resourcegroup =il Avalabiy st == o
o
O ms 0 " woow o yset t  Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Azure Load Balancer #5F X kL %9,
H—N—FENYIIVRT—ILICBMTEY. ROILS—Xvt—IC NetworkinterfaceAnd-
LoadBalancerAreInDifferentAvailabilitySets * & RSN 3E&IE. Y—N—F v b T—0 1>
BA—=TTARONT VI IP 7RLIOBEEMITERERLE T,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

aadress

aa 14

[Xa
Ti

723> 3: Azure 7 U —2a S — U1 2EHT B
[ N
Application Gateway V2 (&, NTLM IS 7OF >N LTl —T 1 VI BRZHR—F LTV EEA.
1. Azure 77U —=>ay7F— b1 =ERLET,
TTITG—=2a - b TA2ERT B LI ROREZEHEL X,

« [Basics] #7T. [Tier] # [Standard] IZ:REL T,
« [Frontends] %7 T. [Frontend IP address type] # [Private] IC&RELXT, HILLWT TV
FT—=avir—brozAlE. ABO—RNZ Y- LTERINE T,

2. NYyIIVRT—ILZEMLES,
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoac

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. HTTP REZER L £ 9%

Azure Application Gateway Tld. ERAENY I IV R —N—ICIL—FT1 T FT3HICHTTP &
HTTPS omiA =R TE£Y, KA— bk 80, 443, 22334 D HTTP REE1ERL £,

« R—b80Z/TLAHTTP
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Home > SRApPGV1

v— SRAppGV1 | HTTP settings

Application gateway

P Search (Ctrl+/) « + Add

A ACCESs COnuon Ay

Add HTTP setting p

HTTP settings name

[P search HTTP settings

® Tags
Name Port
£ Diagnose and solve problems
I SRHttpSetting80 80
Settings =
SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall

% Backend pools

Y= HTTP settings

B Frontend IP configurations
33 Listeners

= Rules

¥ Health probes
1} properties

B Locks

Monitoring

KB Alerts

Metrics

B Diagnostic settings

o« R—b 443 2 LIt HTTP

Application Gateway V1 TNy I I Y R —N—%FAI$ 3 IC13. REEIRENBE T,

Backend protocol
® ure O wrres

8ackend port ¥
80

Additional settings
Cookie-based affinity ©

O Enable (®) Disable

Connection draining @

O tnable (@ pisable

Request time-out (seconds) * @
20 |

Override backend path ©

Host name

8y default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

SEAE

=13

£(3. Base-64 tT>a—rE N X509 ((CER) e Ny I Ty R —N—:ERAZEDRRAF—T
9o TLS/SSLEFEAZEN S ABEF —2 TV XAR— T BAZXICDOVWTIE. TRBERGHEAED T ZKR— k

(VISKU ) 1 Z2BBLTLRE W,

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

[2 search (ctr-, « + Add

4 ACCESS COUOn Ay

O Search HTTP settings

@ Tags

Name port
&2 Diagnose and solve problems

SRHttpSetting80 80
Settings

SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools
7= HTTP settings
B Frontend IP configurations
22 Listeners
Rules
' Health probes
1l Properties
8 Locks
Monitoring
0 Alerts
fifl Metrics

& Diagnostic settings

Add HTTP setting

HTTP settings name

RHttpSettin

Backend protocol
QO urIP @ HTTPS

Backend port *
443

Backend authentication certificate
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of
the backend servers to this HTTP setting

Use for App service

O Yes ® No

Certificate

srib .

Additional settings
Cookie-based affinity ©
® enable O Disable
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S wvem i g G

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

Add HTTP setting

Connection draining ©

(O Enable (®) Disable

Request time-out (seconds) * @
[20 |

Override backend path ®

[0 search (cu+ « + Add
R AL Conuor “

P Search HTTP settings
@ Tags

Name Port
&2 Diagnose and solve problems

SRHttpSettingg0 80
Settings

SRHtUpSetlingd43 443
& Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools

= HTTP settings

& Frontend IP configurations
33 Listeners

L Rules

1 Health probes

1l Properties

B Locks

Monitoring

N Alerts

il Metrics

B Diagnostic settings

o R— b 22334 Z/ A L7 HTTP &7l HTTPS

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host name

Host name override
(®) Pick host name from backend target

(O Override with specific domain name

&.g. contoso.com

Use custom probe @
Yes (® No

e

WebSocket * HTTP 2B T 3541k, KR— b+ 80 rALHREEFEALE T,

WebSocket #* HTTPS %R 3 35813

4. 7OYFIVRIP7RLRZEMLES,

A

b443 CRILREZEALE Y,

H Microsoft Azure £ Search resources, services, and docs (G+/)

Home > SRAPPGV1

&5 SRAppGV1 | Frontend IP configurations

Application gateway

O Search (Ctrl+/) | « (L2 search frontend IP configurations

2 ALLESS LONUOI UAM)

Type Status. Name 1P address Associated listeners
@ Tags

Public Not configured
& Diagnose and solve problems

Private Configured appGwPrivatefrontendip 10.7.06 SRListener80, 2 more

Settings

& Configuration

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

' Health probes

11! properties

B Locks

Monitoring
B Alerts
il Metrics

B Disgnostic settings

5. URF—%=EBmMLEY,

ROFDE SIS, R— b 80 443, 223341 XF—

ZBMLEY:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay -
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

Metrics
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

B Diagnostic settings - TLS ECDHE RSA WITH AES 128 CBC SHA

e R—=r80DJZRF—

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > SRAppGV1 >

SRListener80

SRAppGV1

SRListener80

Frontend IP* (i)

| Private ~ |

Bort* (&)

HTTP TTPS

Associated rule
SRHttpRules0

Additional settings
Jre ©
O Multi site

Error page url

O Yes @ No

« K=k 443 DU RF—

HTTPS UX+—%1Efd 5 E. BOERAZEEM L TAzure Portalic 7y 70— R L E¥, 5%
L<IE TTLS iR THR— FINZHEE] LU TECEZNBEEDIERI ZBBLTLLIEI L,
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

e R—122334 D) ZXF—

WebSocket W HTTP BT 35alE. R— 80 FAILBEEMFEAL £3, WebSocket i HTTPS
HEATZ5EIE. R— 443 tELCREEFERLET, RDOFIE. K— b+ 22334 TO HTTPS U X
FT—DHREERLTVWET,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
_ Z‘Llst9|;|2i,;4

Frontend IP* (i)

| Private s |
Port* (@
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. ERIL—T I ORAUNEEHLET,

ROBIDEL SIS R— b 80 443, 22334 ORBNZIERR L £7:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1 | Rules

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

o K=+ 80 DIL—F 1 >F DIFAI
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

sl
=]
m
&

me SRHttpRuleg0

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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s R— 443 DIL—F 1 > DFA|
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o R—F 22334 DIL—T « >J DFRAI
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

i N
Listener * SRListener22334
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SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection

Backend target * (D) | AGbackendpool hd |

HITP settings * © | SRHitpSetting22334 v |

7. Session Recording #—/N\—#'1 > X h—)LENTWVWS Azure VM Z Ny O TV R F—JLICBML %9,

8. Knowledge Center ®z2ECTX230015IC%¢ > T Session Recording #—/N\—%Z R L %7,

(A | = Rl @274

July 5,2024

SOOI a—T1 > JERICIE. Session Recording AV HR—%>Y bDA YR b—ILHRERIEFAI YR =)L
BICHETZAREEDOH B, RDOLSBEBICH T BBRENEENTLET,

R4 .
El=K

LPZAMIIT42—DFRAZRD . RAGEENRET BEEUDHD. ARL—FT0 VIO XTLOE
AYAR=IHRBRBICBZBELHDET., LYAMNIIT 4 2—DRBICKZEEICH LT, Citrix Tla—
EFZEVE A, LYZARNIIT 1 2—Id. SEHOEFLAIMOTLERTIEAL LTV, £zl LYK
D77 AINDNY I 7y TEERLTHSE. LYZ M) ERELTLEI L,

H—N—AVR—2 rZEA VA =ILTEIHL

July 5, 2024

Session Recording 4t —N\—JYR— Y bDA YA h—JLH T5—0—F 2503 &0 2502 TEEL 7,
iRk C:\Windows\Temp 7 # LA —0 7o XFf#U R ~ (ACL) 2Fzv o L. O—Ala—H—rO—hl
IN=FICCDTANZ—ICH T ZESASERDITETNTVE L ZRABLE T, FE5TNTVRVESIE. &
ZAHERZFHTHELE T,
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AZAM=ILHRICT—EIRN—ZANDEGEDT A MK L 1=

July 5,2024

Session Recording 7 —#~—2X £7zid Session Recording #f —/N\—®D 4 > X b —JLEIZ. T—ER— A1V R
BAUZABPELLTH, IT7—RXyt—9 T7=aR—FEHTAMIKBLEF LT ELVWT—4R—X 1V RH
YRABENAILTLIES VW) BRETNTESR TR MHRBLET,

ZFDOLSRHEIFR. REOI—F—IZ. #ERFRIS—ZBETSDHD/NTY v SQL Server DR EIERD B 3
CrERBBLTIRETL,

Agent A — N—CEGETI AL

July 5,2024

Session Recording Agent 1 5 Session Recording #f — /N —ICiE#HTE 2L &, Session Recording
Broker (CR— /L Xy E—CZBREELTVWET - COMBORITRICHNDPREOMD E L ol EVWSAIRY Xyt
—THN FISDTFRIPEEHICOVICREBINE T, HISDOTFR MMIIFEGICKRLICRELNZHINE T, X
DESBRALHD £9:

s BENBHLONE LT SSLITLS DRELABF v RXILZHBIUTIEFHATL . COFISL Session
Recording 4t —N\—TEAL TV 3:EAEZER L 7= CAH Session Recording Agent h'&hEg 54—
N—IZEETnTWALS, Session Recording Agent H'&1Ed 54 —/\—IC CASERAEN 1 VX =)L T
NTVWRWIEZRLEY, £id. SAZFOFMRRITINTVEHERML TWBHEEDN DD £,

iRk Session Recording Agent R X 23 H—/N—ICIELWV CAHIRREZ T VX L—JLLE T, 588
TN CAZBRLTIETWL,

e UE—FH—N—DIZ—%RLFLT: HTTP403 (77 XFRA), COEREDHTTPST>—IF. £*a
U7 TRESNTVARVWHTTP Z2FERAL TEHLLS E LIt FICHE L £9, Session Recording #—
N—ZRALTBIIVIE LFa) T4 TREINEGOAHEZITHIT2 0. COBRGIFESTEINE T,

fig;Rsk: [Session Recording Agent ® 7/00/X7 1] %R L T Session Recording Broker ® 70 ~ O
Lz HTTPS ICZEEL %9,

o LO—RRYS—oTDKEEHIC. Session Recording Broker A REBHR TS —%#BL % L7 T5—1
—R5 (ZOEZXMEEINE L), #L<IL Session Recording #—N\N— LD~ bOJESEL
TLETW, COIZ—R. By arhBEBRINRERY S —OHEERNEEFEINZERELFT. CO
I 5—Id. Session Recording &R >V —ILOKETHZ RIS —ITVORENS. TIAIL DAY
N—T#%3 Authenticated Users Z )L —7HBIBR S NI ERREL X T,

fi@iReE: Authenticated Users 7 )L— 7% C D&REICHIBINT 3h. & Session Recording Agent =R X
FE2EY—N—%2RUS—ITUDREEBMLES,
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s BEHBLONE LT BIRTNBIBELRD >FEGD. U—N—ICL>TTENE L. COIF—I3
Session Recording #f —/N\—HMELEL TWB D BEREZIFFISNABVIEZRLET, ISHFTF1>
FEBEBIND. T—N—2FDF TS THIEEMEDDHD £,

fi#iReE: Session Recording #—N—HBAINMTVTRY FT—JICEHKL TVWBS e 2RRBLE T, IS
M —N—TEITINTVB I ZHERBL TLTI L,

e VE-MY—N-DI5-ZRLELTH 401 (REARTI7ER)e COIF—ICED RDESBERHEE
L&EY:

- Session Recording Agent 1 —E XD X2 — b 7w FBHI. 401 TS —HA RV bOJICEBRINE
ER

- Session Recording Agent TRUS—% T TEEE Ao

- v aronRE Session Recording Agent T v 7F v I EH Ao

figiksk: NT AUTHORITY\Authenticated Users /)L — 1% Session Recording Agent oO—AJL®
Users JIL—DXYN—THZD L ZRRBLE T,

3" Computer Managemen
File Action View Help

e« 7B XE = HE

_k Computer Management || Name Desc[iption
« [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
> @ Task scheduler 2 Backup Operators Backup Operators can override security restrictions for the sole purpos..
. pp p Up ty purp
’ E E:‘em:f\':r;' & Cryptographic Operators Members are authorized to perform cryptographic operations.
i : Loz:Us:rs :;Z Gr 2 Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
I
4 Users & Event Log Readers Members of this group can read event logs from local machine
- .
@J Groups il?;&EZRS Users Properties ——— — &u by defau..
» ) Performance - - B
& Device Manager & Network Configuratiq | | General es to ma...
4 5 Storage & performance Log Use ) e counter...
{=F Disk Management || & Performance Monitol k‘l Users locally a...
i &y Services and Applicat &Power Users pssess limi...
& Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
# Replicator | N system-wide changes and can run mestapplications
& Users E_ > | }stemfwid...
$ HelpLibraryUpdaters M Members:
2 Message Capture Usg(| | | S CTRITE\Domain Users IMicrosoft ...
# sQLServer2005MssQ] ;f Bs to beas..
FsQusener2005mssQl{ | |y :I d‘z:THOR"“'NTERACTNE (&1 s to be as...
SQLServer20055QLBr ||es to be as...
&ISQLServerDTSUser$N| les to be as...
sQLServerFDHostUsel ||es to be as...
& sQLServerMSASUsery) \les to be as...
I SQLServerMsSQLSendy ||es to be as...
SQLServerMSSQLUsel ||es to be as...
Changes to a user's group membership
:E.SQLSENNREPORSE W ’ Add... ] [ Remove are noteffective until the nexttime the user s to be as..
B sQLServersQLAgentl)| logs on. les to be as...
B WinRMRemoteWMIU| \lgement p...

[ OK ] [ Cancel I Apply

& vmware__
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Session Recording #+—/\—%'5 Session Recording 7 —#R—XUTEHTIHALLE I ROVTIAHLIDX v
—UHRRINBZeHHDFT:

AR FY =R

FSQL 4 —N—ADEFGHEIURICR Y hT—VBEEE I VR Z YV ABABOIS—HEELEF L.l COIS—
(& ID2047T 7 7V —>avARY bOJICRREINET, TOARY +OJIE. Session Recording #—/\
-0 [IRYhEa—7—] THRATITXT,

ICitrix Session Recording R L —Y Y —2 v — DB T—R—BHEZWILTVET - CONEBOR
THRICHISDRDODD £ LTed DI S—IF. Session Recording r—/N\— [V b2 —T—] IZHZT7
Ur—avARY bOJICRRINET,

Session Recording tf — /N —ICiE4I T £ Ao Session Recording tf —N—HARITHNMERL T LIV,
ZDIZ—Xvt—Tlk Session Recording /R >—O> Y — LOEERHICRTIINE T,

FRRER

o R RF7OYH—/N—IZ Microsoft SQL Server - > X b—JLL & L7=h'. Session Recording ®IEL
WH—ERFIEREEBHTIEFLATLI, Y—/N—TTCP/IP 7O ~a)LEHZNIZ L T SQL Server
Browser 4 —E X RTTIHBEL BN £T, CNE5DREEBMICT BHEICDOVWTHL < IE. Microsoft
HORFaXY FZSRLTIRET W,

+ Session Recording BEY —JLDA Y X b—LHIZ, H—N—ETF—ER=IIDVWTR> IBHRNMIEES
N & L7, Session Recording 7—4~R—XZ7>A VX r—JLL. ELWMEREZIRELTHA YR =)L
L&,

+ Session Recording 7—2~R—XH—N—HELELTWVWET, H—N—ICEHTIZCE2RBIDET,

+ Session Recording #—/\— & 7zi% Session Recording 7 — 4 R—ZXH—N—% KA FTBZILVT. H
5—7® FQDN %7-1Z NetBIOS B2 R TIT £ Ao, ping AV RZHAL T, BRIZBRTIZL %
BBl ET,

+ Session Recording 7—4R—XD T 717U+ —ILDOEREF v L. SQL Server SN A &
NTWBZexBBLET, #£L <IE. Microsoft #tdhttps://docs.microsoft.com/en-us/sql/sql-
server/install/configure-the-windows-firewall-to-allow-sql-server-access?redirectedfrom=
MSDN&view=sql-server-verl5Z 8B LT T L,

r1—#'— ‘NT_AUTHORITY\ANONYMOUS LOGON’ OJ 7 V41 CHIS—XvtE—Jik. y—EX00O
JH > T7hoy R o T \administrator ICB>TWB T E#EKLE T,

fERE: O—NWINPRTFLA-F—e LTH—EXZBEFHL. SQLY—EXzEHEEHL X7,
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BRE D RINER DR

July 5,2024

BREORINEZF VI LT TIOT4THBRER) S —II—HTEIIRTOLY S I VHRETNATVWEIHE SH
ZHETIET, BREORIRIZROLSICHETNET !

BEORINE = EBICRESN Ly > 3 V87T TRBER) S —IC—HIT 3y avOaE

GlEes

« COMEEICIZ. Session Recording #—/\— 2203 LIEHAHETY,

« FRASBEOLDICY A MERE Y>3y T—2ERET 3IC1E. Broker PowerShell 2 +v 7 >
EAVAM—ILTEIHENHD £9 (Broker_PowerShellSnapln_x64.msi). Citrix Virtual Apps and
Desktops @ ISO (\x64\Citrix Desktop Delivery Controller o FicH D £9) TRF v 1 oEREL.
BRI TFHTIVAM=ILTEEXT,

o« > 7L = 2® Delivery Controller @354 &, Citrix Virtual Apps and Desktops PowerShell SDK
A VAM=)LLTHERL %Y, Citrix Cloud @ Delivery Controller @154 1%. Citrix DaaS Remote
PowerShell SDK%# 14 >R b—JLLTHERALET, 1Y X b—ILLTHERT S SDK ZRET 254, FER
> —%ERY % & FIZIEE L7z Delivery Controller i3FEEL T 723 L,

FIE

BANRREATOREOREEZERT BICIE. ROFIEZERITLET:

1. Session Recording 4 —/N\—% A Y X r=)L LTI VICOT A>T 37O DB BIERZIFORX 1>
—H—=ThoYhEFRALET.

2. PowerShell ##281 L T]RE®D K 51 7% <Session Recording t—/\—d -1 > X b—JL/XX\>\Bin 7 =
IWA—ICEELET,

3. BROBEICESVWTIOY Y RERTLETY:
+ 7> 7L X X0 Delivery Controller & 1d. BBICHLTROIYY FOVWThHERITLET:

- Session Recording #—/X—® FQDN A Session Recording #—/N\—iCN\1>Y RINTW3
SERAZE @ FQDN R TH 5B E1E. **SsRecUtils.exe -CalcRecSuccessRate ** #=17L £
o

~-HFEAENAS VYRTHRIEZL RXAYRBERTEL KBS IE **SsRecUtils.exe -
CalcRecSuccessRate - SRBrokerURL < A X Z L R XA V&> #ETL £3d, B R
BLRXALVZ >
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« Citrix Cloud @ Delivery Controller &4, RO REIERICEITLETS:

Add-PSSnapin Citrix.Broker.Admin.v2

- **Set-XDCredentials -Customerld “”

-SecureClientFile ”” -ProfileType CloudApi
-StoreAs default**

get-xdauthentication

SsRecUtils.exe -CalcRecSuccessRate CloudDDC

4. BEORHWEEZF TV I LTIRIL

o METIT 4 TRBEARY S —I—HTZIRTOEY Y 3 VI RE
TNTWVW3IEE. REDORHEIZ 100% TY, ENLSNDHE. BREOMIIZEIZ 100% L DR BD, €y
LA VOFERANRH SN T AL TRELICREZHE T 5L 3 ICKRDENET, I

100% DSREDRHHE

50% DiREMINEK
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B Administrator: C:\Windows\system3Z\cmd.exe - a X

Ty arvhiREINGRL
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TIVr—rareyayAERICREINAWVEEIE. Session Recording Agent & Session Recording +
—N=—DEETBARYEE2—T—T. 7FUT—2a>vARY b OJZBBLET, COOJICIIERAZENE
WOABEFENTULED,

tydaryhiBREINBVWSEE. RORENEZSNET:

o dAViR—%> MEADEGCHEBAE, Session Recording IV R—%> FORBTEEHNTIRVESIE. Y
aVOREICKHMLET, REOMED FZ TN a—Ta 209 %T3IIF. IRTOAVR—RY FHE
PICRESNTVWTELVLWI S Y ESBRBRLTWVWAI L. IRTOHBAENEMTEINICA VI F—ILEIAT
WBZeZHIDET,

o RXAVIEBMDTT >, Session Recording l& K X VIRIETEIMET &L SICReINTWE T, Active
Directory #7:13 Azure Active Directory IRIZETER L TWAWIESIF. RETHENREE T 384D
HH E9d, Session Recording DIARTHIVR—2> bid. &7 Active Directory 713 Azure Active
Directory XA VIZBMLTWVWEYS Y TEITLTLIES L,

s Ly aYHEENRTIT 4 THRIS—HAELTWS, Session Recording Tld. 7o 71 FHAR > —
CA—HF—HIRUNAVWRBT7 TV r—>a > z2RBELET. ACEy a>YETRO7 U r—>av%
<L RMOT FUTr—2 a3 VI LTEMBRI =D "ROF7 SV r—avicbBERIhEd. Ty
PAVHEDRTIOTA TBRUS—EHETEICZHICIE. METHT TV ITr—>a>vzRovILFEY
3> OSVDA TARLFY,
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o BENEMCH>TWEW, YILFtE v 3> OS 3 VDA IC Session Recording Agent £ > X k—JL
TB5L. TI74ILETVDADBRENEMICARDEY, BREZHTIE7 VT TLHBRER ) —ZRET S
FTR. REIFSNFE A

s TUOTa TRFBER) D—ICE > TREMNFASINGW. By avid, 7IT7« TREHRAR) > — DA%
Tyl aUHELELTVWABEICOARETETET,

+ Session Recording #t —EXHARITTNTLARW, Ly aYERET SICIFE. YILFEv> 3> OSVDA
T Session Recording Agent #f —EXHMEITEINTH O, Session Recording 4 —N—%2 KX ~F3T>
> T Session Recording R b L =Y —J v —H# —EZXDEITINTVWIURELH D 7,

« MSMQ #':&EINTWAL, Session Recording Agent h&hfEd % —/\— & Session Recording +—
N—ZRZA+T3BI>TMSMQ BEICEEINTVWARWVESIE. REOBENES 2L HD £7,

ATy aveBETEAL
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Session Recording Player TREZBETIAVWETIE. ROIS— Xy E—IHRRTNZIeHHDHET:

Tyl DBEE T FAINELATVO-RTEEHATLE, 97ty ayoBEEFHFIIATOVEREA, —
N=—DCDOBEEEH T LAVEREICES>TWET COIT—F. Y —N—DIOREEZHFITLAEVKLSICHRESN
TW3ZexERLET,

figikek: [Session Recording H—N\—070O0/7+] T [BE] 247200y o L. [S147Ev>a>oBE%
FAT3] Fryv IRy IRZAUICLET,

BREHDEEL TVWS T ETTE
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« Player T, WigL 7. FLEFEL2BBEZRTT L. Session Recording H—N—D1R> bOJ TE
HEHRRINBeHBHBD T,
1R kY —2: Citrix Session Recording Z kL =% — v —
HEA: T AL 2 BEBROT - 2R

COMEIE. MCS 721 PVS THBEADIY ZZ—1 X—J 1 Y X b= ILEHD Microsoft Message
Queuing (MSMQ) = fEHL TVDA RT3 BEICREL £9. CORRTIE VDA TMSMQ ©QMIdAH
RLCICHED ET,

CNZEEY BICIE. FVDAICKH L. —BEOQMIdZERL &Y. #L<IE TV b=l By FT7 v,
BLUOTYA VA=)l 2BRLTIEET L,
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« HEDRE 7 71 IILEBELTWB L EIC, Session Recording Player B’ X wt— TBAFD T 71 )LIC
&D. BB RTLIZ— (T5—3—F:9) HORERICEELCUHPBRESNEL, TF7—DRE
LEBIFECTIIBETEF 7.0 Z2RTNLTHABIS—%Z2LR— T3 eHHBDFT,

COBEIE. 3571y rEAEtE Y>3 > OREHIC Session Recording Agent d /Ny 7 7 —H 1 AR
+ﬁt§~7":&)‘u§%$bij—o

Ch#x O 3%, Session Recording Agent THKEY_LOCAL_MACHINE\SOFTWARE\Citrix
\SmartAuditor\SmAudBufferSizeMBZ KD AZHREDT—RICEBELTHS. I¥ U2 HiE
L%,

:I \//—J_\ * S I\ Fﬁo)?ﬁn\)bo)ﬁﬁgg
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Session Recording oty b 7w ZHICOAVR—2 Y FEDOEHKICRII LBV EDBD FT, IRTOIAVR—
# > b ht Session Recording #—/\— (Broker) X&EZ{TVWET, T 74 LTI ISOOYR—Y FTH
370-HA—0tFaUTrid. ISOEED Web H bOEFAZEZEHAL TREINE T, H5AVKR—R> b
5 Session Recording # —N\—ICEHTI AV FE. IFDOIAVR—RY b SEHFZHAITLTOEARTSZ L
RHDET,

Session Recording Agent & Session Recording # —/\— (R bL—IIR—Jvy—rJO—H—) OEHIS
—lE TIUVT=avARy rOJICEBEINET, COOJId. Session Recording —/N\—%HKZX L TWS
ROVD [ARY M Ea—T—] THRRABTE £, Session Recording K1) >—1>Y —)Lr Session Recording
Player Tld. #EGICKB LA FICEEICI S — X v E—IHRRINES,

Session Recording Agent MiZHE I N TS Z & DHERR

Session Recording Agent A1 ¥ X h—LEINTWBH—N—ICOJF Y LE T,

[(Z&#—+] RE>EU1)vo L. [Session Recording Agent d7O0/X7 1] #ERLET,

[Session Recording Agent 0 7O /X5 «] T. [{&#] 20V woLFET,

[Session Recording ##—/\—] 71 —JLRIZELVWESEM R XA YERANATNTVWBE e ZRRL &
ERD

5. [Session Recording #t—/N—] OfEX LTAAINTWEH—/N—IZ. JILFE v 3> OS 36 VDA i
SBT7UERTIZeEMBLET,

> w N

FELLIE TAgent A —N—IZiEGTE AL Z8BLTRETV
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=3
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LYAMIIFTZ—DOFERICE>T. RAUBBEIRETZAEELNHD. ARL—TFT0 VY ITXTLDBE
AVAM=IBRBICAEZBEELHNFT, LYAMIITFTAE—DRAICKBZEZICHLT. M)y IR
TIE—IEEZEVEFRHA, LA MNIIT 4 2—d. BEFROSECHIOEFRTITHEARALLIEI LN,

Session Recording #f—N\—%Z KX bg33>vicOd4 > LET,

LPZAMUIT2—2REET,
THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Servers 22BL %7,
SmAudDatabaselnstance OfET. SQL Server 1 > X4 > X2« > X k=)L L 1= Session Recording
T—EAR—ZAELLERINTVWS ZH#R L &Y,

> wnN e

FLLIR TH—N=DTF—aRX=XIEGETITHV] ZBRLTIESL,

Session Recording ¥ —2RN—XHEHIN TS Z X DRERR

1. SQL &Y —JLEfE>T. >R k—JLL7= Session Recording ¥ —2~R—X%Z&ZL SQL1 YR E >V %
HEFEY,

2. Session Recording ¥—2~R—2® [EXalUF+] EEZHI£I,

3. Session Recording I>Ea—2—FADVY MIT—ER—ZAADT I AHFANEZ 5N TVWE L 25
MO ET, f-& ZIE. Session Recording 4 —/N—%KX T3>V DEZFIN MIS K X1 > 7D SsRecSrv
THBFEE. T—ER—RICAYE2—2—THU > LTMIS\SsRecSrv$ #iEETI3RENRDH D 7,
C OfEld Session Recording 7 —4R—ZD1 VX —ILHICEREL £7,

IS o#EGDT X b+
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BEICHEN RIS, MECFERAN 7O JILORKEBON. EREOMBEBON. Session Recording
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P33 VDREFTY,)
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HRAEOMED NS TN a—Ta T
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(Certificate Authority: :EPA#RE) MHUETY., COHMAZTE VI M—ILLAVE, AVR—3> FEDOBERESIZ
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*> hTFQDN ZERT3RENHD £9, B —/N—FEBAED NetBIOS B2 FEAL THER TN TV BIFE.
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