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tyla ERETRRICATNICI—F—DREZES
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LABTD Y 1) — 2 DEHEEE

1912 LTSR~2308 CR D371 U — 2 (CR) & DD U—XDFMEEICDWTIE, THilEEDEREl 288 L TL
I,

RS NI
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Session Recording 2308 ¥ dth#k

Session Recording 2311 iCid. UTFOBENEBMINTVET:

o COBIEICED. BRXA>O—hILYJIL—TFH Session Recording THR—bTNB&LSICAEDELT,
[SRT-11194]

BERI DA

May 22, 2024
COUY—ZTE. ROBENERSNTVET:

o CVE-2021-44228 Dife551% % 283 HUIC4EF 3 5 7= 1 Citrix Web App Firewall (WAF) >0 % Fv%fE
AL TW3H4E. Session Recording WIEEICHEEL A WAREMEDAHD £F, COBBERRT 3 IS
Session Recording #—/\—® IP 7 k L 2% NetScaler i mitigate_cve_2021_44228 K1) > —H
Sk9NL £ T, [CVADHELP-24365]

+ Session Recording R L —REZREFEL LS TBRKT35aDH D COFControlzERAT 3 &R
DIZ—Ayt—IPRTEINBGEENHBDET !

This operation is blocked. Session Recording Administrator
Logging failed. The formatter threw an exception while trying
to deserialize the message: There was an error while trying to

deserialize parameter http://tempuri.org/:operation. The
InnerException message was 'There was an error deserializing
the object of type SmAudLoggingInterface.lLogOperation. The
maximum string content length quota (8192) has been exceeded
while reading XML data. This quota may be 1increased by
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changing the MaxStringContentLength property on the

XmlDictionaryReaderQuotas object used when creating the XML

reader. Line 186, position 62.'.
more details.
<!--NeedCopy-->

COMBICHLT BICIE. ROVWThHDERIEEZRITLET:

Please see InnerException for

- Session Recording #—/N\—&EY 57®IC. ISICHTTPS 40 AT FEEMLE Y, fi:

Site Bindings

Type Host Mame
https
http

Port

443
80

IP Address
*

*

Binding Informa...

? X

Add...

Edit...

Remowve

Browse

Close

- Z&n17% C:\Program Files\Citrix\SessionRecording\Logging ® Web.config 7 7 rJLiciBiiL

x9:

<readerQuotas maxDepth="32" maxStringContentLength="5242880"

maxArraylLength="16384" maxBytesPerRead="4096"

maxNameTableCharCount="16384" />
<!--NeedCopy—-->
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| "Web.config - Notepad - O X
9 P

File Edit Format View Help
<?xml version="1.0" encoding="utf-8"2> "
<configuration>
<system.serviceModel>
<protocolMapping>
<add scheme="http" binding="wsHttpBinding" bindingConfiguration="MessageSecurity” />
<add scheme="https" binding="wsHttpBinding" bindingConfiguration="TransportSecurity” />
</protocolMapping>
<bindings>
<wsHttpBinding:»
<binding name="TransportSecurity”»
<security mode="Transport”:»
<message clientCredentialType="Windows" />
securit
kreaderQuotas maxDepth="32" maxStringContentlength="5242880" maxArraylength="16384" maxBytesPerRead="40896" |
maxMameTableCharCount="16384" />
</binding>
<binding name="MessageSecurity”>
<security mode="Message">
<message clientCredentialType="Windows" establishSecurityContext="false" />
securit
<readerQuotas maxDepth="32" maxStringContentlength="5242888" maxArraylength="16384" maxBytesPerRead="4896" |
axMameTableCharCount="16384" />
</binding>
</wsHttpBinding>
</bindings>
<behaviors>
<serviceBehaviors>
<behavior>
<serviceDebug includeExceptionDetailInFaults="False" />
<servicefuthorization principalPermissionMode="UseAspletRoles” roleProviderName="AuthorizationStoreRoleProvider”

/>
</behavior:
</serviceBehaviors>»
</behaviors>»
<serviceHostingEnvironment multipleSiteBindingsEnabled="True" />
</system.serviceModel>
<system.web>
<compilation debug="False" /> v

Ln 14, Col 4 100%  Windows (CRLF) UTF-8 with BOM

[SRT-11791]

« ICLDB DORMANT XYY RZFEALT. RELAWVWS A IRE X IZKRLERED S TREZBHE I
FETHALLS TR, RETZBENHDET, COMBIF. RV M—ILEZRTIZDOTIRIEL.,
Session Recording % 2308 I(CEH T 3BEICKELET, COMBEMAT 3(21E. Session Recording
H#—N—3> > T PowerShell TRDX V1) 7 +%EfTL. Session Recording 7 —2R—XADEET U
TREN DB AL E T,

Add-Type -AssemblyName System.data

SregistryKey = [Microsoft.Win32.Registry]::LocalMachine.
OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")

$dbName = S$SregistryKey.GetValue("DatabaseName")

$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")

write-host "Connecting to $dbInstance$dbName"

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=$SdbInstance;persist
security info=True;initial catalog=$dbName"

$conn.Open()
$cmd = Sconn.CreateCommand()
$cmd.CommandText = "use [$dbName];if not exists(select * from [

dbo] . [EndReason] where ID=5) begin insert [dbo].[EndReason]
values (5, 'Dormant') end"

$cmd. ExecuteNonQuery ()

<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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[SRT-11119]

+ Session Recording (3. £v>3>HRZ b+ (VDA) LORAF1TT1 RO V54TV 5ty > 3
VIR TINT A RIDOBD T 71 ILEEEF v 7F v LEEA. [SRT-10514]

+ Session Recording ZJR#FiN—JaVICPy FUL— RT3, Y EEGEOEGRRBREGER r—1) >0
REIFEDN, T4 MMELOICRD £9, [SRT-10130]

+ Session Recording R > =YY =)L TO—AILBEEERZIFORX > 1—H—F O—H)L1—Y
—ERXA2A—H—2RUP—RAOT7 I a>YOBEAMNRE LTEMTEET, L. O—HILEE
EERZFOO—HILI—HF—F O—ANLI—HF—DAZEMNTE. FXMYI—HF—IFEBIMTTELEA
[SRT-5769]

e N—=23> 2009 LEIiN5 Ty T L—RIBE. WebPlayer PIEEL K #EEL AW A BD FT, TOM
BEEET3I1CIE. Web 7508 —0F vy oz U7 LET, [SRT-5624]

o« HRB LR S—DHEAE, Session Recording # XenApp and XenDesktop 7.6 LTSR IC& £ 3 /N —
TaAVHSRMN—JaAVICEMTRE. RONW3ZehHD Y. COMEZREET SICIF. XenApp
and XenDesktop 7.15 LTSR 0 &# CU ICEFNZN—2a VICEHRLTH S, B U—ICEHLF T,
[SRT-4546]

+ Machine Creation Services (MCS) #7zi& Citrix Provisioning (PVS) T. « > X k—JLi&&®D Microsoft
Message Queuing (MSMQ) %=ER L THEEHD VDA ZERT B . 5o VDA OQMIdARELICH S
AlREMA B D T, COREII. ROLSBIEIELMBELESISECTAEELHBD 7!

- BEOREMNMESNTULWTH, By avhiBREINEWVWBELHD £7,
- vy aryond 4 7E5H Session Recording H—N—iC& > TRfEINT. Ly a3 >DRT—
AIBEIC [Z1T] ICh>TLESHBELRBD £,

EREICDODVWTELLCIE T7 YR b=, 7Y TIL—R, 8LUOT7U1 YA =)L) #BRBLTLEI L,
[#528678]

H—RN—=FT 1 ERICDVWTODIBEH

May 22, 2024
Session Recording /\—> 5> 2311 (PDF &> >0O—K)

Session Recording dZ DU —RICIE RORFaXY FTERINLEHFOTTTA Y ADNEMICHR > 7Y
—RN=FT1DVIT I ITHEENTVBEREEDRHD T,
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2T LEH
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Session Recording iZ. Session Recording Administration O3> 7R—=x> k. Session Recording Agent. &
& U Session Recording Player i 5# I TL & 3§, Session Recording Administration I>R—%> k
(Session Recording 7 —#% ~X— X, Session Recording #—/\—. Session Recording KU >—>vY —)L)
F 180 —N—ICA YA R=ILTBH. BRBT—N—ICAVRAL—IILTEZIEHAEETT, T &
Session Recording > R—%> FOEHICOVWTHLHBELE T,

REBY—EZXU U= (LTSR) RIETO D&M —X (CR) OFERICOVWT. BLUVZDMOELL HIEMICD
WTlE. Knowledge CentermstEx SR LT ET L,

Session Recording 7 —42~X—2X

UTFDARL =T« VTS AT LT R— SN TWVWET!:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

HR— kTN TWL3S Microsoft SQL Server d/X\—> 3 >t

« Microsoft SQL Server 2022 Enterprise. Express. & & tf Standard Edition
+ Microsoft SQL Server 2019 Enterprise. Express. & &tf Standard Edition
+ Microsoft SQL Server 2017 Enterprise. Express. & &t Standard Edition
+ Microsoft SQL Server 2016 SP2 Enterprise. Express. & &t Standard Edition

HR—bFINTWVW3 Azure SQL 7—EZR—XHP—E X

+ Azure SQL Managed Instance
o Azure R#8<> > (VM) Lo SQL Server

FEROYR—FETNTVBEN— 3 2D Microsoft SQL Server ZERL £75)
« Azure SQL Database

HR— T TWE AWSRDS 7F—42R—XH—E X:
« SQL Server

Z#: NET Framework 4.7.2
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Session Recording t—/\—

UTFDOARL =T« VIS ATF LD R— SN TWVWET:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

ZODELIDOEMH:

o IVA—RY MY T A= 3>H—ER (IIS) 10, 8.5, 8.0 £7=1&7.5

+ .NET Framework Version 4.7.2

+ Session Recording #—/N\—T. BE7O LI LTHTTPS, 8L UBMBAEEERT 35 E.
Session Recording Tid. 77 #4JL +TCitrix R 7O TH S HTTPS iMERIN EJ,

+ Active Directory #i& % 83l L. MSMQ HTTP # 7R — k2 & %hiC L 7= Microsoft Message Queuing
(MSMQ).

o BIEBEOJDHE: Chrome. Firefox. F7zi% Internet Explorer 11 o&#H/N—2 3>

Session Recording -Ry>—a>v—)L

UTFDARL =T« VTS AT LB R— SN TWVWET:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

Z: NET Framework 4.7.2

Session Recording Agent

Session Recording Agent %, v > a>%ziREd 39 ~XTD Windows Virtual Delivery Agent (VDA) (2
YAR=ILLET,

UTFDOARL =T« VTS AT LD R— SN TWVWET:

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

+ Windows 10. &/\/\—> 3> 1607

« Windows 10 Enterprise for Virtual Desktops

B4
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Citrix Virtual Apps and Desktops 7 2203 Premium 1+t > X

« Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 Lif&® Platinum S 1> X

« XenApp & & U XenDesktop 7.15 LTSR CU8 Platinum 51> <

« .NET Framework 4.7.2

+ Active Directory #i& % #3hic L. MSMQ HTTP #7R— k& H%hiC L 7= Microsoft Message Queuing
(MSMQ)

E:
Session Recording (33R7£. Citrix DaasS (IB#F Citrix Virtual Apps and Desktops #— £ X) @ Advanced.
Advanced Plus. Premium. Premium Plus A DI F > a>aHR—rLTVET,

Session Recording Player

UFDARL =T« YIS RT LN R— TN TVET:

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

+ 64 £ Mk Windows 10, &/\Y—2 3> 1607

=4: .NET Framework 4.7.2
pE
32 Ew ik Windows 10 T. SessionRecordingPlayer.msi 7 7 1 LR L TD & Player &1 > X

—J)LTEFFJ, msi 77 7)Lid. \x86\Session Recording o Citrix Virtual Apps and Desktops ISO T
ROlF3ehTEET,

RER/NT +—I Y X%Z183IC1d. Session Recording Player Z A TOEMDT—I XA F—> 3 VIZA VA =)L
LETY:

+ 1024 X 768 O EEREE

¢« 32Ev FULEDEE

¢ 2GBRAM (&/No 374 v INERENTVEIREZELET3HE. FICREICTZX—23VH%E<E
FN3HBAICIE. RAM LU CPU/GPU UY —XZEBMT L. NT+—IVZHALLFT,

=V DREREE. BEOY A XPILVDON—FI T T7HKRICE>TERDE S,

A
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Session Recording (&5 2D aYR—% >k SBRINET:

Session Recording J>7R—x>

Session Recording I3 DIV R—%> b THERINET,
+ Session Recording Administration J>R—x> k

- Session Recording K> —a>V—)l, 892ty avaiEEId Ly a v —#%
EDOR) S —% BT IEDICERINDI AV =), sEL<IE TRUD—1 ZBRBLTIEIL,

- Session Recording #—/\—, RDY—ERZ KRR T E2H—/IN—T7,
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t > [Ry k=21 > [SSLEBRRE] ICBEBLE T,

2. [SSLEESOIEN] KU —% [Bi#] ICRELET, . TI74ILETIE CORUS—Id FRER] I
BREINTULWET,

3. RC4ABESZXA—bZzTRTHIRLET,

s BET—2DREMEEEERT 3. BET — 2 DREIL Session Recording O#EED 1 DT, ZhiZ&LD.
Session Recording Player ic4 0> O— RTNBE0C. £y avORE T 7 ILHBESKINET, ZO
A7 a>iE [Session Recording H—N—7O/NXF 1] IZHD. TITAIILETEMCREINET,

s BEUF—RELVBESHTILIVZILO NSIT HIE YRRV ET,
« TLS 1.2 @ Session Recording #7R— =ML £ 7,

Session Recording AV R—RY bOIVRY—IVREFaU T EBRICTZHICIE. BETOND
LWELTTLS12 %2FERACNE e z288HLET,

TLS 1.2 o Session Recording 7R— ~ 28R T 3 IC1d:

1. Session Recording —/N—%RR+F2ZI>IcOJ 4> LET, BN% SQL Server 517>
FAYR—RVPERSAN—%1>YZX+=)LL. .NET Framework (N—23 > 4 BURE) ICxL
THRERBSERELE T,

a) Microsoft ODBC Driver for SQL Server \—> 3> 11 LEZ AV X —ILL £,

b) .NET Framework®&HDHry 704 v I AO—ILT7 v 7E=EBLET,

) FALTWA.NET 7L —LD7—0DON—2a VIcETIWTADOLNET - SqlClient®zory
Zb=JLL &Y, 3L <IE https://support.microsoft.com/en-us/kb/3135244% B8 L T
<FETEL,

d) HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFramework\v4.0.30319 & &£ ©
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
D TFic. DWORD f& SchUseStrongCrypto=1 #BfIL £ 9.

e) I rEBEHLTILZIL,

2. Session Recording RU>—a>VY—ILERI T2 IO 4> L %9, .NET Framework
DORFOFRY b 7w 20O0-IL7 v 7%EEBL. NET Framework (/A= 3> 4 L) IZxL T3
EHRESERELF T, BERESERET 25%F. TUFIEL-4 5LV 1-5 AL TY, Session
Recording #f—/\—¥ @ L3> Ea—%—T Session Recording R >—>Y—JLEA VR b—
IWTBESICERLTVBEEIF. CNSDFIEZETTILERHD FHA.

2016 £ DEiD/N— 3> @ SQL Server (2339 3 TLS 1.2 47R— & #m T 3 ICid. https://support.microsof
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t.com/en-us/kb/3135244% BB LT 23 W, TLS 1.2 2fEAT 3 ICid. HTTPS %, Session Recording O~
A= bDEHOBEETORIILE LTHERLET,

AT—ZEUT 1 ICBET 3 FEEE

May 22,2024

Session Recording &, T D, £R¥BEOLY> a3V ENBITEZIERT—F 7B XF LT, Session
Recording @ > X k=)L RfFDF=&IC. Citrix Virtual Apps and Desktops #7zi& Citrix DaaS (IB#F Citrix
Virtual Apps and Desktops #—EX) ORTICHEAN—RIzTEHEBI T, ISICUY—IEEBNT 34
BIRIFEACHD FEA. Il ZLDEY Y aVERET 35513 SRATLONT #—IVREERTBL
ZEEOHLET, F/ld. BREITIFEDLY > IVICL>T. By aryI 7MDK EKBRZehHBOET
(T RE 9370w 0%ERATBT7IVT—>3>),

Z C Tl Session Recording IC& > THEWRT—FEU T 2RHL. RMEBROIX FTRES X T LERKR
ISERTE3AEICOVWTHIAL XY,

Session Recording D X —ZE) 71 H'E W EH

Session Recording BAFKOMHMBRLLERTEVWRT—FEU T ZRETIZDICIEK. EIC2 DDEBHALHD
9

s INEBTFAINTFAX

Session Recording THER TNt v > 3 Y ORE T 7 1 ILIZKBI/NS B 1 X TS, RIU—-VRTL
TESTICEBZY ) a—2 3 Y TERSNEEROETARBEICLENZ E IFRIMNISINES B AT, &
v I VORET 7 I EEE/MEMT BOICHERRY FT—IHBHE. T RIZXR—R, T4 XY |I0PS
BEE. AHROETE T 7LD 108D 1UTTY,

Ty IaYORET7FAILOYAIDNNTWVWE ETATL—LOLYEIVITHEIDERI DR L
—RICBEDET, F. REIZEBRT, KFEDONETLET A IOETARATRELDELRTDEDS
DEOMBEDLHD FEA. BREDODHROTHFIAIMI, BERFTHTTOEY a2V ERALELLSVEHEARD
PIVWRETY, 7711 XDNSI I 2RI 58T Session Recording 137 7 1 LA T
—7L—L%Z#REL FH A, Session Recording Tld. EFFZ2XT9 3ty a>oREFIC H.264
N Tr—CHROYyTTERRD. RET7AINDOH A I ZNIKTRIENTEET, CDIEE
%R T %1, Session Recording Agent THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Agent\DropH264Enabled#1lic®&E L. [ERICETAI—FT v I % FERT 3]
OfEx [BERETIT1 TICEE] ICRELET,
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g Create Policy

AL »
Edit Setting
Policy0 Use video codec for compression
{Overvi:w|5eﬂingswmimn‘lh| -
= = Value: | For actively changing regions ¥
}» Use video codec for compression
User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server OS, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o 77 AILDERICHERLIEBH DAL

Ty avoRET 7 ISR RENICREROEATHESIALEY 3> ICATONILT—42HE
Fhxd, 771)Lid Citrix Workspace 7 7V e@BELTWEICAZORINT =2 M) —LEX v S
FrLEd, UT7INEFALTT—22RRTIEHDICEME NSV XOI—RFRPIYO—-REOY I M7z 73
VR—R b ERTIIZIHEEHDEFCEA, VDADRT—SEY 71 Tld. MIBOEZMZZCHEET
To CHIZE>T. AL VDARSEZLL DYy avhiREINBETH, IV RI—HYF—TIIARUITY
ZAhMERFEINE T,

oo BEDAER ICAREF vy RILOADREIND . ISICRENIMBESNE T, Tz TV
A= FAT Y ERIATIVEYIDOF v RIIRETNEFEA. TNSDOFvRIIG. ETHTOBE
ICADX ) bHBL<, KEDQDT—REERTZAEENRHD £,

T—EDANNRES S ULIEREREDHEE

Session Recording #—/N\—iF. £y a>ORET 7ML Z2—TWICINETBHBHATY. YILFEyI 3>
OSVDA #xRfTLTW3B &Y > T Session Recording #B#iCd 2. v 3> DRET— X% Session
Recording #+—/N\—IZiXfEL £ 9. Session Recording i3, REDTF—2%ZMBTE, N—X MPEZICHGETS
£FY, 2l 1 205 —N—DMUIEBTET 37— X2 ICIIYEBENLBRADH D £,

%& Session Recording H—N—ICEET 3T —FRICOVWTHREF L T TV, H—N—DNF—2ELES L TR
FTIZEEZRBODEY, RET—FEERMITIRED T —INNEELIDBRTHIVENHD 7,

TEANNEEZRBEDBICIF. ROFEEZTVET !
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1. BESNhlcty > ayORICFEEY S a T IZ8TES,
2. TORBERZ. Ty a vERETAHETEDET,

7 z1E. 5,000 D Microsoft Outlook Dty 3 > DFEHYHr XA 20MB v LT, BEXAIC SBHREE T 3
tLEY, COBE. T—2DN/EREIZH 3.5Mbps TY (5,000 v > 3> x20MB+8 K§fg +3,600 #) , EE.
100Mbps LAN iZ#E# S h. BREEFAT — X Z1ENT 2 +98T + X9 AR—IH'% % Session Recording #—/\
—lF. T—2%#5.0Mbps THETE T, COEEF. T4 XRIELUHRY 77— |OPS I & 22 A HIFR
ICEDCHUBERETY, COBITIE. JIBRE (5.0Mbps) (FANEE (3.5Mbps) £D&EWMBETHS78. 5,000
%o Outlook Ly > a > %RFEY 3 Z L HAIEET T,

tydarHithDoT—28R. BERNBICLE>TAEIKELDEYT, BEOREE. BFRE. V571 vIE—FK
BEDMDERDFELEFT, CADDEGFTINTLEEYy > ar TR, 2—H—p' Outlook TX—ILZXZET S
Tty arEDH KIBICKIBY A XORET—FDERTNBZ N FRTITET, LieH>T ALHKTD
CAD vy 3 YREBWANEREEZMKEL L. Session Recording #f—N—DFERAEXHEL<AD £T,

N—R SPEE

FRDBITIE. SV TINTH—BT—2DORIN—Ty b2BELE LD BOBBICEVWT 7T ET A HRET
BN—RAFEVWONBZREZDIATLDPMETZHEICOVTIE. FHEBZDFT, N—IXME IRTOI—H
—HEHOELCKBIC—FICOI A>T OREDT v a) ICRETDABEENDD 9, F7. Outlook
DEERLATRALBFXA—NZ—EILZELEBRICODREETITREELIBDET, COLSABRBBREICIE.
Session Recording #+—/\—® 5.0Mbps & W\ S 4URRE TIERBHAR+2ICHD £5,

& VDA TEITINTW3 Session Recording Agent 1. Microsoft X vt —J% 21— (MSMQ) %fEA L TRE
EHT—A2% Session Recording #—N—IZEEL&E T, T—2IF ANTFYRI+T—RARTEEINE
Fo THUE. A—ILHREEE. X—IY—N— ZEELOBMTEZEINZIAELMLSHARTY, Session
Recording 4 —N\—%% v FT—IHBN—X FRORBOT—2Z2NEBTIHWEE. RET — 2 IE—RKHNICRE
TNET, 2y FT—IHBRELTWVWBEHE. T2 XvE—YIE VDA DEEF 21— IC—HNICERESNZ ZLHD
DET, BS 1207 -, T—E2HRRrY bT—IF@BBLED. AL —OIX—Jv—DHMIOXyE—T DM
BTES—RETHIHBETT. COBAE. T—2Xvt—F Session Recording 1 —N—DZfsF 2 —ICRE
INET,

MSMQ ZT7 #—ILb FL SV ZRXAZILE LTHHEEL £9, Session Recording 4 —N—H 4o >923H U >
IHHELTVWRBAE, BEEAT—2IEEVDADRKEF1—ICLCE0DFT, BENEEINZ L. F2—DTA
TOF—EZPN—EIZREINE T, MSMQ IC& . Session Recording #hlfL7=DF—42%%k-71=DFTEHIrhH
CH—N—ZFTFAVTTYTITL—RPAYTFIRATBEHTETET,

MSMQ O X% HIRIF. T—E2XvE—JD—RAML -8 LTDT 4 RTVAR—IADBBRENTVWEZETT, D
HIFRDT. W= b BE. FRREXVTFHFYIARY MHRIICIFEE. RENICT—40KbN2 ehH b £
To TRERBLRENAS AT LIFHELAITETH. CORRTIIENORERNTT —20—HhkbnFzd,
T KRONT 7 IILITBEARTTN. RIICKDONET—2OBFME TECEBENELELET. UTOR
IEBLTLSETL
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o ZH—/N—. FC Session Recording #f—/N\—IZT7 1 ¥ XR—Z%ZBMLTMSMQ THERTIF L3I
TBHL. N—RASPEERFOFRENLFLET,

+ & Session Recording Agent TX vt —J OBEMEEZ B A L NILICEREY 3 ZEHEETT ([Session
Recording Agent o 70O0NF ] & [&E4] 27). 77 )L MBIX. 7,200% 2B58) TY, 2D, 52
BINTET—EZAvE—JIF AL—IIR—Jv—ICEET S ETIC2BEMDD. TDOB. AL —
IRX—Prv—DNEDXRYE—DERELTRE T 7 MILICHEEEZEE5X £, MARRERT « XTI ZAR—ID
BZ3r (FRRBRETZ LY a>ZHIRBTZ L), COEEZEPICCZBIRTT XY, mAfEIF 365 H
T9,

MSMQ D EDMDFIRIF. T—FDNYIVOIDMERIND L. T—E2XvE—JDHRANMD L EZTIAADI-HICE
MOT+ RV IOPSHRETHEVWS L TY, BE. AL—IYR—TJvy—@3Ry FT—UHSEHET—4%2%
BFELTUIEL, 72Xy E—Ih T RVICETAFNBZIEHD EEA. T—FEBMTIDICIE. v
IYORETFIINEZEBINTREHICT A AIND—EDOEZIAARENMBEICAD EY, T—2ON\yvoOTHME
BINBZE. T AT I0OPSHIFBIZHRDET, TN EXvE—IH T XVICEZIAEFN. T XATD 55
HEEN. T7TIIIEZTATNIBELHBZ7T-DTT, AL—IR—T v —IF IOPS ICKIBICKEZRIT2 1
&. Session Recording # —N\—QWUEBEEIEX v E—JONy VOTHEEINZETRTLET. COEBMD
IOPS O EZEMT 2. UTOWREEZHFALEY:

s MSMQ ARy E—UZBMT DT+ RTIF. RET 7 1ILEMT LA —CIZBRBZ T+ AU ZEALTL
TV, IOPSNAZR+Z T4 v I 3EICH>TH, REOUEBEDETITRABDDICIEHRD £ Ao

o FLEIBE—IBLIMILEUSELET, FHEOFRICE >TIE. STARY —N—0OBETRIEEFAD7 70O
—FEFEALEY, Co77O—FICid. BEEBREE (UPS). 7a7ILNIC. RRESNARAM Y F. K
W b RTY TR A EV T« AV DERANEENF T,

WIRRES = B L okt

ty a ORBET—IDH—THB I LIELHR N—ZXMPEENRET ZAHEENHD. XvtE—JDNv Y
OJDEAIE IOPS #8IMI L £F, TN, & Session Recording #—/N—I3IBEENICRMBE D > TRETL
£9, BOtEIPa Y THIATSZLSIC. T—N—ZEBMTEHEFOH—N—DHERERETSZ T, £hEL
DIIBEEN 2 BB TI £9, —MNABRIZ. & Session Recording #—/\—% GsHLIEEESI DRA 50% TRIT
TEHILTT, BIRDBIDOLSIC. H—/N—H 5.0Mbps THIETZ e HATEBRHE. ¥ AT LIE2.5Mbps T
RTTB e EBZICLET, 1 D0 Session Recording #—/\—7T 5,000 #® Outlook v > a3 > DRE T
3.5Mbps T H 3,500 Dt w3 >Icilz b 4 2.5Mbps 124D £7,

NyonJde>4784%

SATBECE. By a7 o7 TR SICHEE MY a3 Y ORBERAWVWTEBETS L TY, 2178
4. Session Recording Agent " 20ty > 3O M) =V JE—RICHTIDEDD £5, RET —F 3.
ABNY T 77U THLT, TCICA ML= v —ICREEINET, RE T 77ILIEEICEHRIN. Player
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FBEIEMEISATEY I a VD SORMT—2ZBIELET, Agent SR L —IIR—T v —ICEEINT—
Zi1F MSMQ Z2ZH L. FIROF 2 —DRAUPEAHINE T, COPFUF TR, BEIRETBZAEENHD £,
MSMQ o/\woOJPMEENB &, S TBETHAARAHLLVRET -3, HOITRTOT—2XAvtE—
DESICF2—ICBERTNE T, MEEDN T 7ML ZBETZILRTEEIN SATTRESNEHOT—%
OEBICIIEBENREELEF T, S TBELVBEERICE >TEELBETHIHZEIR. Ny IOJOBEMECHD
LOICRFFLTLREE W, IRIETUIREEA P T A —IL b FL SV XZRETEE T,

YATLORT=ZE) T«

Session Recording B’z w > a>DONT7+—I Y XEZ /TSI LD, BREEAT—FONYIOTADIEETE Y
IVEEFBLETEEDTEIILIBRLTHDFEFEA, TVRI—HY-—IIVARVIVIRE—H—-N—-DRT7—7E
T« 2459 5 ehl Session Recording > X7 LDRCEWTHAL D HBEINE T, BRED X T LMK
A¥NICABFICAR S, BESh Ity a DT —2IdHEINE T, ICAt v 3> 0iRED VDA D/X7T
F—RVRERT—=FSEUTAICE5RBHERBASK DD FEA, REOKRZITIE. 75v T +—L. FIARTER
AXEU. BBSNIcEY Y3V OBEROMEICE>TEAD XY, UTOBETR. B—F—N—-0DX7—FEUT
1 ADFEIFE 15N BELFEINET, DF D, Session Recording 1 > X b—JLLAWSAIZ 100 21—
—ZRALTEBZT—N—DIFE. VA L—I/L#EIF IS5~ A1 —ZRIATEENTETFT:

e YIFEva> OSVDAZEITLTWS 8GBRAM D 64 Ew b —/N—

+ Office ##%7 7 —> 3> (Outlook % Excel) #R{FTLTWBIRTOEY> 3>
s TV —>a v OERLAIREETHIFIND

¢ TRTOE w3 >h Session Recording K1) > —DERICHE > TREINS

BETINTWVWS Y a >R DaVD, #RINZ Ty a>YT7ITrET VLB <EENTH NG, 2
RKELBOEEA, ZLDFE. AT—FEUTANOHBIIERTIZHEET. Y—N—HDbOI—HF—-FEIC
TWIEHD A, BIRLI-LSIC. HENDLBRVLODIEE VDA © Session Recording IV R—% >  DMIBEH
MOV TNTHBHTT,. BREEFADT—2IE ICAEYS a3y o omETh. T0xx MSMQZHAT
Session Recording H—N—IZXEThET, AR MDD BZT—FZOI>I—RIIEELEEA

Ly a hAREIINTUAEWEETH. Session Recording DFERICIEZLDA—N—AY RDREELF T,
EDOH—N=—D50ty>a>ERELBEVESIF. TOH—N—TORBZEMNTICHTIET, Session
Recording it g 2 A%bHND £7, LDFEDLAVWTFO—FIE. [Session Recording Agent o 7/
711 @ [Session Recording] 27T [COVDAX> YTy avaBETR] FIvIRvIRELTIC
TBRETT, HEDHEYSIAVOREDVVEICHE >IHBE. COF VIRV IRZBEAVIILET,

2 =Ty FDORIE

v a>oiRET—42% VDA »5i%fE LT Session Recording 4 —N\N—TRETIHEDRIL—Fy FEHIE
TEEJ, BEI777ILOY A X LU Session Recording f —/N—TT 1+ R AR—ZAWHEBEINZEE=
ETB0N POFINTHRNABTIO—F T, T RAVICEZTAFENBZT—HDEIF. ERINZRy T—2
FST710vIDEXEIFIFRMLTULWETY, Session Recording TIRESNZ AT > 2 —ICMZx T, Windows /¥~
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F—XVREZZ—Y—JL (perfmon.exe) ICi&. BRARERIZES R TFLHIVEZ—HDHBODET, o> F—Id.
ZN=Ty FORERIFTHELS, RRLR YIRS X TLOMELZRET ZOICERATIEY, ROKTIE. £
BRABNIA—IVRAATVEZ—D—HxFrodF Lo

NITA—=IVRFTZTU b+

Citrix Session Recording Agent

Citrix Session Recording Agent

Citrix Session Recording X kL
—IRE—Tr—

Citrix Session Recording X L
—ITFR—T v —

LogicalDisk

ho>E—%

Active Recording
Count

Bytes read from the
Session Recording
Driver

Active Recording
Count

Message bytes/sec

Disk Write Bytes/sec

R

R, BT VDA ICEETNhTWS
t v >3 \/o)gio

tysa TR BICKRELRH—
FIILAVR—F> b H S DOFHED
NA RETY, EOY—N—TRE
INTVBITRTOEYS 3> TH
—VDALWER T 2T —2EERE
TRIEHICRIBEET,

Session Recording #—/\—% k&
LTI Citrix Session Recording
Agent DAY Z—LEKTT. B
T TRTOY—N—THEINT
WadtwvaroEst#zerlEzd,
ITRTOFREIN-EYZaI VDR
N=Tv ke ARL—IR—T v
— T —AZWIET ZREZRET
B-HICERATE T, MSMQ TX
yvE—IONy IO MER TN T
W35HBEIE. A L= —Dy
—ET7INRE—RTEELE Y. C
DfEE. AL —IIYR—Tv—0
RAUBREZ T ILOICERATS
ZENTEEY,

TARIDZA MRIL—NT+—<
VREAET BIDICERTETES,
ZhiZ. Session Recording #—
N—DOBRT—ZEV T 2ERT
BI-HICEETY, AXORZ1T
DODNTA—IVZBAETZH
TEET,
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NIT+—IYRATZxIk ho>8—% Bt

MSMQ 2 — Bytes in Queue CitrixSmAudData Xy t—>% 2
—ATNy IO MEREhicT—
HDEZRETBLDICERTEE
T, BEOZBE L HICTDEDE
MLT/mE. Ry bT—Uh SRE
TREREITBEERF. AL —
IRR=V vy —h T2 ENETSE
BZEELDDHAEIBDFET, TOD
AoV B—F. T—E2N—ZPE
EOXBEAESBLDICBERTY,

MSMQ #2— Message in Queue Fa—RONA ATV E—LIF
BFECTIA XvtE—T %Al
ELEY,

XY RT=04VBZ—T 1R Bytes Total/sec D>oomflT. Ly a  DRE

BHIER SN2 T—2DEZAET
B1-HICERATE T, Session
Recording #—N\—THIET 3 .
COAVE—RBRET—2ZRIT
B3 EREEZRLET, T—FDONE
WE% AIET S Citrix Session
Recording R hL—I3R—T ¥
—MMessage bytes/sech
Tra—riE. HBHBHTVE—
TYo XY bT—UDORENCDE
EDHRIVFEIF. XytE—IN
Xyt—IFa—IIBRINET,
Oty % Processor Time CPU DR MLy Z17%3 B RIREMD
BWEETH., COEEEHETZC
CIFRICIB XD,

Session Recording H—/\—D/N\—Ro 7
Session Recording 4t —N\—ON—R I T7ZEEIBIRTZ T, BEOWNIBENZIMATET £9, BIREIS.

2T=ILTv T (BY—N—0DMWNIBEEHZIEPLT) NRXT =TTk (T5ICH—N—%EBINTS) D2DTT, &
BROIR N TR —SEUT A #EPT L ERBIC. L5560 ZERLET,
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RT=ILTvT

B—q Session Recording # —N\—DBE. FERNTRBBNT +—IVAEBRTZIRORINTS VT4 %
B LTSIV, TOYVRTLIF 2y MT—IDST 14 XN BEEAT—HDBRIN—TY hEHRTES
IOPSICHFLE T, TD®dH. BHNERY FT—IR T RIDN—RITT7IKRETEZCHEETT, 5L/
7 #—< > RO Session Recording #—N\—0F&. 727 CPU £#lE727)L07 CPU 2880 L £9H%
NZBRABZARCLTHTIFENT =YV ARG ERELEFEA. 64 EY Oy Y2 EEH L £TH. x86 7O
Ty THEEDD FHEA. 4GBORAM ZHEH L FTH. CNZBRIAKRICLTHNT +—I Y RICKIBHE
wigd b £ A

RT=ILT7Tk

RT=INTYTDORINT S0 T4 R%ZFEALTH, ZL Oty a v 2REY 3HE. 1 DD Session Recording
H—N—TRNTF—IVRERT—FEUTAICREDRHD £9, BEICHIET 37HIC. BMOT—N—HDK%E
BRBEHHD £, D Session Recording H—N—%2BHBBZISVICA VA M—ILTEI LT, BESHT—
L LTHREESEZ LA TEET, X1 F7OEETIE. Session Recording f—N—lg R L —J . F—4
R—2EHBLET, BEEZIET 5I1d. Session Recording Agent Z &R A8 ZEY T3 O— KNS VT —IC
EIOHETEY,

v hT—U DIERE

Session Recording #—/\—IZ#&#t 9 3 (21& 100Mbps %y b T—2 UV IMRBLTWE T, FHEY b1 —H
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FEICDWTEEL <&, Citrix Tech Zone @32 TPOC Guide: Citrix Session Recording) &8 L T<
2,

CORER. ROEIa > THEREINTULET:

AAb=IFzv IR

Citrix Virtual Apps and Desktops ¥ > 2 k—35 —%f§H L = Session Recording ®1 > X k—JL
1V =ILOBEEK

227K SQL 7F—42~R—H%—E ZXTO Session Recording 7 —2~R—XD1 Y X k=)L
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ATYA =L F—RHEELFT,

Deliver applications and desktops to any user, anywhere, on a

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Vil‘tual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

citrix

FIE2: M VA =L TREREREIRT D
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
single-session OS virtual machines c

Extend Deployment

Citrix Studio

F/Ig 3:Session Recording % &R 3 %

Session Recording T> ~U%EEIRL £,
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

FlE4: 51t ARHNEZHHFAETS

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the en
the providing Citrix entity (the applicable providing entity
"CITRIX"). This AGREEMENT includes the Data Proce
Services Security Exhibit and any other documents incorporz
location of receipt of the Citrix product (hereinafter "PR
(hereinafter "MAINTENANCE") determines the providing

www.citrix.com/buy/licensing/citrix-providing-entities. html.
USING THE PRODUCT, YOU AGREE TO BE BOUND

AGREEMENT. IF YOU DO NOT AGREE TO THE TERM
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothi
order or any other document submitted by you shall in an
terms and conditions contained in this AGREEMENT. This £
to third party products sold by Citrix, which shall be subject
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Custome
| have heard, understand, and accept the terms of the licens
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back

(V7LD T751EY R R—I T4V EHH BELT RNl 29Uy I LET,
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Citrix Virtual Desktops 7 Core Components

censing Agreement

Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FIES: AR =ILFZAVKR— ELVT VX M—ILIBFI%EIRT D

[O7ayR—2 k] R—STROEEZTVWET:

o BFF: 77 )L b TiE. C:\Program Files\Citrix IC& 3> R—% Y bHRA YA R—ILTINET, IZLALD
BETIEINTTATY. FROI VA M—IIGMZEIEET S CHTETEY,

e AVR=RUbr: TITAILETIH AZAM=ILTBAVR—Y FOBOTRTOF TV IRY I IDA >
ICBES>TWVWET, 1Y b—=F—& EITTNTVWBDHS Y IIItysa> 0S ERDONMTILFEYS 3>
OS tHohz#HH L £9, Session Recording Administration I>KR—%> b HA VI =L TEIBZ0
id. RILFtEv>a> 0SDHTY, Session Recording Agent b4 > X =L TEF3DId. VDA D1 >R
E=ILETNTWVWBEITYDHTT, BRI VDAL VI b—ILINTWLWAHRLT S VI Session Recording
Agent 1 > X k=)L %154, Session Recording Agent 04 7> 3 VIFFIATE £E Ao

[Session Recording Administration] %Z#RL T [RA]l 20U v o LET,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

+ Licensing Agreement Feature (Select all)

¥ Core Components . i )
Session Recording Policy Console

v

Features Citrix Session Recording Policy Console
Database and Server
= - & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
& Session Recording Database

Citrix Session Recording Database

Back
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Session Recording R > —a> Y —LZROHY—N—IZ1A > X b—ILLEJ, Session Recording #—
N—, BEEOY. BLUVT—IR—RZROF—N—ICA VX +=ILLET,

+ Session Recording E& O J'1&. Session Recording t—N\—0 74 7> 3 > 0H J#EET9,. Session
Recording BBE& 04 % %R BrilC. Session Recording #—/N\—%3#IRL 75

+ Session Recording #—/\—%3#R¥ 5 . Session Recording Web Player 61 > X b—JLEN T,

o WREEBEIRL TA YR b—ILLTch . ALY —N—ICHEEZIEBMT 3ICI1d. MSINY Tr—C%2FERY3HE
BPHDET, 1VA—F—ZBRTITBZLIETTFEEA,

AR L—ILTBHEEZHEIRLT DRAN] 20U v ILET,
FIE 6.1: Session Recording ¥ —4~RX—2XD1 > k=)L
7

+ Session Recording ¥ —ZR—RFRBEDT—EZR—ATlEHD FHA. 1> ~—ILHIC Microsoft
SQL Server 1 Y X2V RICHEBRT—EZR—XZER L THER T2 I VKR—%> L TY, Session
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Recording Ti&. Microsoft SQL Server ICED<K F—4R—AOBEABMED-HD 3 DDV 1) a—>
IVEFR—FLTVET, #LIE T7—2R—XOFTAY] 28R LTIEI W,

o« RDUZ R SQLF—EZ~R—2H—E X T Session Recording ¥ —42~R—X%& 1 VXA M—IILTEET,

Azure SQL Database

Azure SQL Managed Instance

Azure k<> > (VM) Lt SQL Server
AWS RDS

Google Cloud SQL Server

Session Recording ¥—#~—2 & Microsoft SQL Server ®ERICIE. BEUTO 3BELBHO £

« BB 1: Session Recording #—/\—X Session Recording ¥ —4#~"N—X&R LI VICA YR M=)LL.
Microsoft SQL Server # ) E— hY I VICA VYA L—ILT 3 (#R),

+ JBF3 2: Session Recording #—/\—. Session Recording ¥—4#~—2. & & " Microsoft SQL Server
ZRAILCIIUICA VA M=ILT B,

+ /BB 3: Session Recording #—/N\—% &% %% —/N\—IZ1 > X k—JLL. Session Recording ¥ —%~—
2 X Microsoft SQL Server ®@7%. Session Recording #—/\—% 1 > X r—JLL7I >V EIERIDT
DUICAYVRAR—IILT R (EEINEEA),

1. [iae] )—2T [Session Recording ¥ —4#~R—2] #&ERLT RNl 20Uy o LET,

Citrix Virtual Desktops 7 Features
¥ Licensing Agreement [l | Feature (Selectall)
v Core Components . . .
— Session Recording Policy Console
Features

Citrix Session Recording Policy Console

Database and Server

— Session Recording Server
Summary Citrix Session Recording Broker and Storage Management.
Install
Session Recording Database

Citrix Session Recording Database

<

Finish
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2. [F=ER=ZABLUVH—N—D#EM] R—IT. Session Recording 7—4R—XDA YV AZVAZLT—
AR—2FZ. &V Session Recording H—N—DaAYE21—F—ThHUY b EEELET, [RA] #01

v LET,
Citrix Virtual Desktops 7 Database and Server Configuration
¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the

computer account of the Session Recording Server

+ Core Components

v Features Configuration
Database and Server Instance name:
Summary Example: NSOLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database name:

CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back I | cancel |

[T—ER=RE IV —N—DERH] XR—2T. ROERZTVET !

e AVRABAVREZ: T—HAR—RAVRZAVADZHIMTE A VA F X THRWES. SQL Server >
Ea—42—B0IHEFEATIET, 1VRXEVADOELY Ty BRIGEA VX2V DD 2158
. T—ER=ZAAVREVAZE LT TRXAA\QAVYE2a—2—F] 2FRALEY, FRABOY—N
—A VARV AZEHERT BICI1E. SQL Server T select @@servername #3217 L 9., RDE
&, EBBRT—IR—RA Y XEZVAZTY, SQL Server 77 #JL bR— b 1433 LISbDH R B L
R—brTUZRYTBRELSICBATNATVRIRER. 1 VXXV IZICOAVIZBMLTARZLY XS
—R—brERELET, X [1RXE2VRB] 7FX Ry XT TDXSBC-SRD-1,2433; ¢
ANALET, aA><DBD 12433) 3. HREZLVRFT—KR—bZRLET,

o T—AR=ZZ: [T—ER—ZZ] TEFAMRYIRATREDT—ER—RBZEANNTZIH. £ridT
FRMRY I RIBRMREINTVET I DT —ER—IZE2FALET, BHOTIAN %75
Jw2o LT, SQLServer 1 YR Z Y ZADTEEHGE T —EAR—IAZDENIMZTIMLET,

BE:

FEEDOT—EIR—RZBIFERATEIEINFIF. A~Z, a~z. 0~ 7VA—RAT7DHT. 123 X
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FEBRTIFBEDFEA

F—AR—Z2DY—N—DREIER TH 3 securityadmin & & U dbcreator AU ETY, HERHNA
WBEIE. RETVWET:

- TAN—REBEICA VIS —IILOERZEIDETTHOVET, TV M—ILOTETEI
securityadmin & £ 0¥ dbcreator  — N —REWERIIFTEICHRD . T2IHIBTEIET,

- F7zi&. Citrix Virtual Apps and Desktops ISO ¥ Xx—>m\x64\Session Recording i#% %
SessionRecordingAdministrationx64.msi /Xy 7 —S % ERL £3, msi D1 > X b—JLH,
securityadmin & & Uf dbcreator # —N—REIMER L Hi. T—E2R—IAEBEEDERER
ZROBZFZATATRY I ADBRREINET, BREREZERICADILT, [OK] 27Uy oL,
AVAL=ILEGFITLET,

1 YR h=JLIZ& D Session Recording 7 —42~X—XHMER I 1. Session Recording #—/\
—DI>v7horhdb_owner X LTEMINET,

« Session Recording r —/\—DaAYEa1—2—F7HhU > k!

- BB 1 rER2: [Session Recording #—N\—DaA>E1—2—ThHUY ] FEXKRYY
Z T, localhost) t AL %,

- BRI 3: Session Recording #—N\—%HKX+FBIIVOBRIE. TRX\DYEa—4—
%1 OB TAAL £, Session Recording t—N—D > Ea—4—7H7 > hid. Session
Recording 7—4R—RIZTF IR T23HDI—HF—THI>Y L TT,

i

[Session Recording # —N\—DaA>E21—2—T7HUY b TFEFIERY T RIZR XA VEH
REINTWVS L FIZ, Session Recording Administration Y R—%> rEA1 VI =)L
L&S5ed2c. T5—O—R 1603 TEMTZehHO 9, ElEEL LT, localhost *
fold NetBIOS R X1 >\v> &% [Session Recording H—N\N—I>E1—42—THhHD
VRl FERARRYITRICANATLTLET W, NetBIOS R X1 > BZ%EEET BIC1E. Session
Recording #—/\—|Z#& L. PowerShell T f'$env:userdomaini #2379 %H. O%
YR7OY 7T Ffecho %UserDomain%) #=17L %9,

3. A1V A= ILENICHHRFH 2R L £ 7,
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Componeants . .
Installation directory
+ Features . .
C\Program Files\Citrix
+ Database and Server .
Prerequisites

Summary Microsoft Internet Information Services
Install

feta Core Components

Finish

Session Recording Administration
Features

Session Recording Database

1
]

E] R—JICA VYA —ILDERPARRINE T, [RB] 27U v I LTHOUAHF—RR=JICERD,
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

4. 1R —ILETETLET,
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Citrix Virtual Desktops 7 Finish Installation
The installation completed successfully. v Success
Core Components
v Session Recording Administration Installed
e Post Install
St v Companent Initialization Initialized
Finish

[T R=ILDOTET] R—=JIZ, IRTOFREFEERBICA VA MBIV EINIVR—R2 -
PEREDFTYvIN—J TREINET,

[527] 221w o LT Session Recording 7 —4RX—Z2DA YR b—ILZZTLET,

FIE 6.2: Session Recording ##—/\—®-1 > X k=)L Session Recording #—/\—i&. UTFEKRZ ~T35H
—N—TY:

o JO—H—: UTFOEMICKRIDIS6.0 UETHRR rINd Web 7T Ur—> 3>t

- Session Recording Player & Web Player h5 ORI TV 7 71 L4 DT> O— REROUE,

- Session Recording R > =YV —IH 50K > —BEEROIUNIE,

- Citrix Virtual Apps and Desktops % 7zi& Citrix DaaS (IB#F Citrix Virtual Apps and Desktops
H—ER) 0FEvIa>ORER D —OFHE,

¢ AL =% =Y v —: Windows H—EXTY, Thickh. Session Recording h*E#h% VDA h 55
B93. EvoavoRET 7 AIIHNEEINET,

« BEEEOY: Session Recording b —N—TA YR b—ILINZ. BET7ITET 2OV ICRBRTE70
DEBEDHTAVR—%RY b TT, O F—RIEFTRT. T 7+ )L kT CitrixSessionRecordingLogging

EVWSERIDOMERD SQL Server F—2R—UBMINE T, T—IN—XBIIAREIIAITBIEHT
TEI,
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Session Recording t—/N\—% 1 > X k=)L 3 . Session Recording Web Player # B&hf9ic1 > X b—JL
TEEY,

Session Recording #f—/N\—% 1 > X b—JLF 3 ICId. ROFIEZRTLET:

1. [#8&E] )—>T. [Session Recording +—/\—]  [Session Recording EE&O0J] %#:EIRL &
To [AN] 200w I LFET,

Citrix Virtual Desktops 7 Features
¥ Licensing Agreement O Feature (Select all)

+ Core Components . . )
O Session Recording Paolicy Cansole

Features _ Citrix Session Recording Policy Console
Database and Server
— Session Recording Server
Administrator Loggin 4 Citri F F . F
gging Citrix Session Recording Broker and Storage Management.
Summary
- Session Recording Administrator Logging
Install | Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.
= Session Recording Database
_ Citrix Session Recording Database
e
E:

« Session Recording B##& 04 d. Session Recording 4 —N\—0A 7> a> 04 THEETY,
Session Recording & 04 %2R T H1IC. Session Recording #—/N\—%3&RL £7,

« Session Recording & 074 & Session Recording f —N—%@BFICA >V XA b= LT
3CrzbEdLET, EEEOIREZEMNICLAVEESR. BOR-—JTEMICT
TEJ. L. BRUICCOEEZAI I M—IILLARVERZL, BTEMT ZEFS I3
SessionRecordingAdministrationx64.msi =B L CFETBIMITEF £9,

2. [F—AR—ZBLVF—N—OBR] R—IT. BREEELET.
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Citrix Virtual Desktops 7 Database and Server Configuration
Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
e computer account of the Session Recording Server.
Core Components
Features Configuration
Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS computer-name\SQLEXPRESS, computer-name
Summary
Install Database name:
Firish CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[F—EAR—ABLUVY—N—DHER] X—JT. ROEEETVET:

o IVRAAVAEZ: [ XA RAR] ICSQL Server DEZRIENNLE T, BEIASA VA EZ Y A%EH
LTWBIBEIE. TRX2\DYEa—4—8) ZAHLET, FALTLAWESIE. TOYEa—%
—Z1 P ENSIILEY, SQL Server ’7 7 # )L biR— b 1433 LISMND AR B LR— TV RT3
KOICBRTINTVBRBEIF. 1Y RXFVIABICAVIRZEBMLTHRRZLY ZF—R—rZ28RELF
To L RIE [TV REVRE] THERX MRy o XT IDXSBC-SRD-1,2433; * \AL %9, OAVX
DEOD 2433) 3. HRFLYRFT—R—+bERLET,

T—ER=RE: [T—ER—E] TEIAMRYIIATHEBDT —ER—IXBEANATBH £ET
FRAMRY I RICERREINTWVE T 7 1)L bDF—42~— 2% CitrixSessionRecording %= &
HL&ET,

o F—ER—2DOY—N—DKEIERTLH 5 securityadmin & & ¥ dbcreator "YU ETY, HEREHI A
WIEEIE. RETVWET:

- TAR—REBEICA VA L—IILOERZEIDLETTHS5VET, TV F—ILOTETHII
securityadmin & & Of dbcreator  — N—REERISABICHRD . REICHRTEXT,

- F7lE. SessionRecordingAdministrationx64.msi /X 4 — 2%/ L T Session Record-
ing—N—%1>X+b=JLLET. msi D1 >R =)L, securityadmin & & Uf dbcreator
P—N—REMEREHIC. T—IRN—IBEEEOERBEREZRDBZHZ 1 T7OT Ry I IBRRIN
£9, BERBEHRZEBICAALT, [OK] Z0Uwo L. 1R =ILEHFITLET,

s ELVWAYREYRABET—ER—XZZANALIS. EHOTRE] 221 v o LT Session

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 52



Session Recording 2311

Recording ¥ —4ZR—XAD#EHEZTA M LET,
+ Session Recording —N\—@QaAYEa2—4—THOY bENALT. [RAN] VU v I LET,

3. [EEEOJ DB R—2 T, EEEOJHEBOBRZEELEY,

Citrix Virtual Desktops 7 Administrator Logging Configuration

+ Licensing Agreement Specify Session Recording logging configuration

R e e i 3
+ Core Components Configuration

¥ Features The Administrator Logging database is installed on the SQL Server instance:
+ Database and Server VDFX-SRD-1 v
Administrator Logging

Summary Administrator Logging database name:
In=tll | CitrixSessionRecordinglogging v
Finish

Test connection..

7 Enable Administrator Logging
This opticn enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blecks policy and server property changes if logging fails.

<

Mext Cancel

[(BIBZEOT OHER] R—2 T, ROEEZTVET:

o BEEOJT—EN—X|ESQLServer 1 VXAV AICA VA L=ILENET: COTFRRY D
RIBETIE A, EBENI T —EZR—XD SQL Server 1 Y XRZ Y RZIE. [T—E2R—=2E &L
UH—N—0D#EE] R—PTANAOLEA VX2 IZPEFNICERAINE T,

« BIEENOST—HE~N—X%F: Session Recording BI2EOJHEELZ 1 VX F—ILTBICIE. CDOTF
ZbRYy VA TEBEOV T —EAR—IADEEBEDT—IR—IBEANNT B FLETFINRY D
ZICERREINT 7 4L DT —2~—2 % CitrixSessionRecordinglLogging Z AL £,

A
BEEOT T —EIR—XBIE [T—ER—IR P —N—0DEH] R—JD [F—E2R—ZZ] F

FR IRy I ZXTHRELT Session Recording 7—2R—XZLBBZDHDICT IZHENH D
95

o BIEENIT—ER—RZENNLES. EHEOTIX] 27Uy LTEEBEQS T —ER—IAD
BHETAMLEYD,
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« BEEEOJZEMICTS: T 74/ ETiE, BEEOTBEIIEMIE>TWET, FvIRvIR
ZATICL T DHEEEMICTET T,

s BBHITOVF I EEMICTS: TIAIETIERBHTOVE VI EMILR>TWS O, OFhik
WIBZEBEOHEENTOVIINBZEDHDET, Frv IRy IREATZICLTEHEHITOYFY
J WEBEDITAYVY) ZEMITEED,

RN] 20V 9O LTAYRb=ILZ2GITLES,

4, AR S—LAEICHHRZEH ZHBLET,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components . .
Installation directory
" Features i o
C:\Program Files\Citrix
+ Database and Server
Core Components

+ Administrator Loggin . e -
bl o99ing Session Recording Administration

- Features
Install Session Recording Server
Finish Session Recording Administrator Logging

[ Back II Cancel |

E] R—JICA VYA —ILDERPARTRINE T, [RB] 27w I LTHOUAHF—RER=JICERD.
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

5, 1YXAb—ILZERTLEY,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Past Install
+ Administrator Logging v Companent Initialization Initialized
+ Summary
+ Install
Finish

e

[1YRP=ILDORT] R=JIZ. TIRTOFREZHEEEICAI VYA M—IILBLUBL TNy R—%V b+
MREDF TV II—I TRINET,

[%eT] 0 1)w& LT Session Recording H—N—D1 > b—)LEZTLET,
A
Session Recording 4 —N\—DFT 74 rDA YA =)L TIE, BEEZEFa2 T+ TRETZ7D
HTTPS/TLS =R L £9, Session Recording ¥ —N—DF T AIL rDA Y HF—Fy b1 2T F X
—>ayH—EeX (IS) o FTTLS AR Ih TLWAEWEEIF. HTTP ZERALEFT, CTNEETT

%113, Session Recording Broker # - ~C#EL TIIS BB Y —)LT SSL % 8RMARR L. SSL
REZHE. [SSLZREBETB] Ry IRZEFTICLET,

FIig 6.3: Session Recording KJ>—J>Y—JILO+1 X ~—JL Session Recording R >—a>yV—)L%
FRALT. RUL—ZBHTETET,

Session Recording R > =YV —ILEA YA =)L BICIE. ROFIBERTLET:

1. [##E] X—>T [Session Recording 7—4~—2] #FERLT [DRA] 20U v o LET,
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Citrix Virtual Desktops 7 Features

W Licensing Agreement |:| Feature (Select all)

+ Core Components . : .
| Session Recording Palicy Cansole

Features Citrix Session Recording Pelicy Console
Surnmary
0] Session Recording Server
Install o Citrix Session Recording Broker and Storage Management.
Finish

0] Session Recording Database
Citrix Session Recording Database

(oo )N

2. AR = I)LENICHIRF G ZHR L £ 7,
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components . .
Installation directory

+ Features
C\Program Files\Citrix
Summary
Core Components
Install ; P
e Session Recording Administration
Firish

Features

Session Recording Policy Console

[BE] R=JICA VAL OERNMRTINET, [RB] 20V v I LTRIOV P —RFR=JICRD,
BIREZEBIBZH. [V =] 22Uy ILTAVRA =L ZRIRTEEY,

3. AVAb=ILZERETLEY,
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Citrix Virtual Desktops 7 Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
+ Features + Session Recording Administration Installed
Y- summary Post Install
" Install + Component Initialization Initialized
Finish
]

[1YRR=ILDOTET] R—=JIZ, TIRTOFREFEERBICA VA MBIV EINIVR—RV
MREDF v II—J TRINET,

[52T7] #&) w4 LTSession Recording /RU>—aA>VY =LAV A =ILERTLET,

FI|E7: Broker_PowerShellSnapIn_x64.msi 1> X ~—JL$3
5E:

Session Recording R U > —2> vV — L% EAT 3 IC I3 Broker PowerShell 2 +v 7 1 >
(Broker_PowerShellSnapIn_x64.msi) #F#$HT+ > X ~—JL L %9, Citrix Virtual Apps
and Desktops @ ISO (\x64\Citrix Desktop Delivery Controller) TR+v 71 %
BREL. BRICESTA VA M—IILTBRIHBEDRHD F9, OBWVIFE. T5—DEETIAREDNDHD F7,

Session Recording Agent 01 > X k—JL

Session Recording Agent (3. YILFEv>a> 0S £#fld> > Ity 3> OSHIEVDAICA Y X =LY
. BEEZBWCTZIAVR—RXVFTY, ChICEbtydaryTF—4rEEINET,

FIEL #RKYVI LI T72Hd OO0 RFLTUsF—FZEHISZ O—NIOEBETHI Y bZfE>T,
Session Recording Agent 1 X b—JL%EI > icOd 4> LET, DVD Z RS JICEATSH. ISO 77
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TINEITVELET, 1Y —F—HEBNICESH L BVIEEIF. AutoSelect 7TV r—> 3> Ehigvvy
FENIERSATZ2HTINI)YILET,

AVA =T F—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1> X +—ILTZHMmZEIRT B

12 h—=ILg38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o##&ic# 2 (BBl #0U vy
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
tion Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
" licensing Agreement Configuration

#" Core Components . .
3 P = Session Recording Server name:

Agent

Summary

Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,

Install
Finish

Protocol:

|RTTRS

Flg6:Agent O#ERZIEET S

[Agent #R] X—T. Session Recording 4 —N\—%1 VX b—)LLEI>>OOAYEa—2—F ¥, Session
Recording # —N\—r &0 70O M D)L R— MEERZNSL 9, Session Recording d-1 > X b—ILHYEA
TLWAWEEIE. BT [Session Recording Agent 0 70O0/X7 1] TINHSDEHREZEETTET,

i

AYVZA—5—DT R MEGHEEICIIRADHD £9, THTTPSHATLS 1.2 #H%EBEE T3 o+ FldHR—
FLTWERA COVFUFTA YR M—5—%FRATZIERIET I MEGRICKBL ZTH. KREEEHEL
T RA] 00wl AYAM=IZHEITTIET, CNICE > TCEEDIRENFEEZRITDZCIEHD
FtAo
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Citrix Virtual Desktops 7

v licensing Agreement
v Core Companents
v Agent

Summary

Install

Finish

FIRT: > X b —ILENICRIRFH 2R T 5

Summary
Review the prerequisites and confirm the components you w
Installation directory
C\Program Files\Citrix

Core Components

Session Recording Agent

Bac

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE

BEBH [ =] 20Uy ILTA VA= ZRIRTEER Y,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.

+ Core Compaonents
Core Components

+ Agent v Session Recording Agent

¥ Summary Post Install

v Install v Component Initialization
Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7zi& Citrix Provisioning T, YRAZ—A X—J 1Y R b—JLiF
#® Microsoft Message Queuing (MSMQ) %M L T#E#® VDA Z1Ep 9 % . VDA ® QMId IZRE L
ICBRBAEEMD B D ET, AL QMId 3T £ FHMBEZSISRE AL BD £T, RICHZERLET:

s MEIDREMNMESNTULWTH, v aVIREINBVBELHD 7,
s Ly a>ondF 7ESH Session Recording H—N—IC&k > TREINT, Ev>a>ORT—
ZZAMNEIC [ZAT] ICH>TLESARELNBD 9,

ARG VDA CEICEB D QMId ZER T2 e TIH. D AIRBHAAAICE > TEAD XY,

Session Recording Agent i1 > X k—JLahic> > ULty 3> OSVDA %, PVS 7.7 LI & f=1d MCS
TOUBON—a>zEALTENTRI MYy TE-—RTERT 358 (KL xiE. IRTOEEHNFOD
Personal vDisk 713 VDA 0O — AT« R U TEKEMICHE D L SICHEKRT 1558) . BMOBRIEIIRET
ED
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TILFEv 3> OSVDAHL MCS £721& PVS e > > J Ll y> 3> OSVDA #ERA L TERI N, 21—
—HOTFT7ITBLIRTOEBEHERIND LS ICEEINTWLWSHEIE. GenRandomQMID.ps1l X%
D7 hEFERALTORTLEERICQMId ZEEL 9, BREEHZZEEL T, 2—H—HO0J1 > %EH
TI3FICTRHEDO VDALRETEINTLBEELSICLET,

GenRandomQMID.ps1l X7 ) 7 b &ERAT 3ICIE. UTOFIBEICRE > T IEI 0

1. PowerShell @278 > —H' RemoteSigned » Unrestricted iC:RESNTWE Z # MR L £
ER

Set-ExecutionPolicy RemoteSigned

2. 7T a—IENZROZERL. bUA—%7 [T LESR] ICRELT. PVS £7#IZMCS X
B—A X=XV VT SYSTEM 7 A O Y b 2o TEITLES,

3. AZ—hrT7yTRRVC LTIV RZEMLET,

powershell .exe -file C:\\GenRandomQMID.psl
GenRandomQMID.ps1 X7 1) 7 ~ DIFE:

1. L MUNSIRED QMId ZHIBRL £7,

2. SysPrep = 1#HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICIBINL £75

3. CitrixSmAudAgent » MSMQ X OREEHY —E X% FIEL £ T,

4, SUE L QMId ZERT 27Dl ZIFLFLELAET—EXZRBLET,

5l GENRANDOMQMID.PS1:

({13

LY X rUDS5EHWL QMId ZHIERL SysPrep 754 % MSMQ IC:RET %

Remove-ltemproperty  -Path  HKLM:Software\Microsoft\MSMQ\Parameters\MachineCache
-Name QMId -Force

Set-ltemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name “SysPrep” -Type
DWord -Value 1

KEEAEDDHZT—EXZEIETS
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SdepServices = Get-Service -name MSMQ Select -Property Name
-dependentservices

MSMQ z&E&& L THL WV QMId ZEW§9 3

Restart-Service -force MSMQ

KEFRAGRNHEZ T —EXZRMIET S

if (SdepServices -ne Snull) {

foreach (SdepService in $depServices) {

$startMode = Get-WmiObject Select -Property StartMode
win32_service -filter “NAME =

39

‘S(SdepService.Name)

if (SstartMode.StartMode -eq “Auto” ) {

Start-Service SdepService.Name

Session Recording Player 01 > X k—JL
[ O
Session Recording #—/\—% - >~ X b—)L§ % &. Session Recording Web Player # B&##ic1 > X

—ILTEFYd, TOEU>a>TIE Session Recording Player Z1 > X b—JL g 3 AAICDWTEHIAL £
ED

Session Recording Player i&. £y > a>YORE 7 7ML 2BETZHICT—IRT—>aYT7IERTS
A—H—A>B—T 1 XTY, Session Recording H—/N—F g K X1 YADT—U X F— 3 I Session
Recording Player 21 > X h—JLL &Y,
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FIEL HRVI LIV T7Z2HdTO—- LTI« —FZEHISZ O—NIOEEETHI Y bZfE>T.
Session Recording Player Y AR—2 Y bOA YA b—LEIIVICOI AV LET, DVD Z RS TICHEAT
M ISO 7712 T b LES, 1 VYR M—F—HEEFNICES LHVESIF. AutoSelect 77U —2 3
VERBIYUVYEFEINERSATEZATILIV I LET,

AVAb=LTsF—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Vil‘tual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

citrix

FIE2: 1> X =L BHAZRIRT S

1V ZXb=ILFBHR (Citrix Virtual Apps % 7-ix Citrix Virtual Desktops) o##icH 2 [BiR] 20 v o
LEY,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

70



Session Recording 2311

FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,
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Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.

¥ Core Components
Core Components

e LTINERY + Session Recording Player
Y Ietal Post Install
Finish v Compaonent Initialization

FIET: AR —IILERTTS

[T E=ILDOTT] R=VIZ. TARTORRFHEERICT VI M=ILELVTMRUI NIV R—3 > HRE
DFTYII—VTRINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording i&. # 7> a>#FEHTZF ALY FA YA h—ILEYR—FLTVEY, HALYFTIVX
b=z ERT3R7)FhziRL. BEIZIVVRERITLET,

Session Recording Administration J>R—%> bD1 > X =)L =B8N T S

B—pav > R%uEALT Session Recording Administration J>R—x> roRehty b EAV I =)L
T3 frziE. ROVFhhroIaT>Y RERITT S L. Session Recording Administration > R—x> +®
FeBEY A=, A2 IUERZBBIZOICOT T 7ILEERLE T,

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
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pE

LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /l*xvx "c:\WithLogging.log"

SessionRecordingAdministrationx64.msi” 7 /LiE\x64\Session Recording
@ Citrix Virtual Apps and Desktops ISO i2&% D £7,

FHEBOEKRIZRDODEHD T

ADDLOCAL (333#R 9 B HEET S, WD T 7> 3 »ZIRTE 9, SsRecServer (E. Session Recording
#—/1\—T7, PolicyConsole i&. Session Recording ;K1) >—1>Y—JLTY, SsReclogging Ix. &
BEOJEETY, StorageDatabase (&, Session Recording ¥ —4#~X—2 T4, Session Recording
BEENOJIE. Session Recording 4 —N\—DF 7> 3> DH Ti#EETY, Session Recording &0
% EIRY 3H1IC. Session Recording #f—/N—%3ERL 7,

DATABASEINSTANCE (4. Session Recording ¥ —2~R—Z2D41 Y X E Y RBZTT . & I Azure SQL
Managed Instance # A L TW 35 &1E. \SQLEXPRESS ,computer—-name\SQLEXPRESS,
computer-nameZfzidtcp:srt-sql-support.public.ca7b16b60789.database
.windows.net,3342T79,

DATABASENAME (%, Session Recording ¥ —4~R—XDF—ER—IXZ T,
LOGGINGDATABASENAME (3. BEBEOJ T —42X—XETT,

AZURESQLSERVICESUPPORT (&> T. 75V R SQLAYR—EETNB3HESHHREDET, 75
7R SQLZFRATRICIF. ChZzlICRELET,

DATABASEUSER (4. Session Recording tt—N\—D 1> Ea1—42—7HhU > T,
AZUREUSERNAME i&. 757k SQL 0EEBEZTY,

AZUREPASSWORD (. 757 K SQLEBED/NZXT—RTY,

|qid. LY FE—REEELET,

v 21y FICKDEETE— RTOIDRERINE T,

yourinstallationlog (3. > X ~—LOJ % ER T 3BFATY,

Session Recording 1 —"\N—%2BHE T3 DDIRAFZ—1 X—J%ERT S Session Recording 5 —
AR—ZABLVERBEOI T —ER—IANBEFORRICEEIZIARMELHDET, COLSBBHIE
SessionRecordingAdministrationx64.msi % /8 L T Session Recording Administration 2> R—%> +
BAYVRAM—ILTBESIIL. T—ER—AF v IZEBTEIBLSICBDE LT YAZ—AX—DEERT S
C & T. Session Recording # —N\—%DZ< OIS Y ETHBICERTEE T, YRZ—1 X—J%ZFERAL

s

7w k> vIC Session Recording #f —N\—ZB#%&. <Y > TIAYY RERITL T, BEED Session
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Recording 7 —aN—X L BEEOI T —IR—REHELEFT, YREZ—AX—=—JOHR— MILDREFALES
IZAD. AWIS—ICL > TR EBZZITBAREIR/NRICINZSNET, CHIFFRI VI F—ILICOHBERA TN,
ROFIETEITLET:

1. Oy r7Oy7rzEEL. ROLSBRIAT Y RZRTLET:

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="1localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

0T Rid. Session Recording T—4R—ABLVEBEOY T —IR—INDEGREBRE LUT
Z kI, Session Recording Administration > R—%> bEA VA R—=ILLET,

IGNOREDBCHECK /Y5 X —%—% True |Zs27E L. DATABASEINSTANCE. DATABASENAME. LOG-
GINGDATABASENAME T3> >4 LxfEZFERAL £,

2. BELTVWBIYO YV EICRRE—A A=V ERLET,
3. Session Recording 4 —N\—% BT 37DIC. YRZ—A A= ZMOITVICBRELET,
4, EXP VT ROES5HBAR YR EETLET:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce

OO RIE BENCA > R b—JLEhiz Session Recording #—/\—%BE7E M Session Recording 7
—ERN—ABLVEREOT T —ERN-RIEGLE T,

SsRecUtils.exe7 71 JLIE\Citrix\SessionRecording\Server\bin\iZ&% b £,
MEIZIG L T. DATABASEINSTANCE. DATABASENAME. & & U LOGGINGDATABASENAME /Y5 X
—A—ERELET,

Session Recording Administration I>R—> b D71 VX = ILBICT—2~N—X %1% KEEPDB
% True IZ:RE 9 3 . Session Recording Administration > R—Z > bOT7 >4 Y X M= JLEHIRO O Y
KT Session Recording 7 —4R—ZX B LVEBEOT T —2R—IZRIFLET:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"

Session Recording Player & &0 Web Player 1 > X b —ILE BEILT 3

fee ziE. RpII > RidEh2h Session Recording Player £ Web Player 1 > X b—JLL 7,
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msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"

:

SessionRecordingPlayer.msil&\x86\Session Recordingo Citrix Virtual Apps
and Desktops ISO (& b 7,

SessionRecordingWebPlayer.msil&\x64\Session Recordingn Citrix Virtual
Apps and Desktops ISO & b £,

FIEHOERIIRODEHDTT:

e Jqid. HALY RE—REREELED,
o UV RA Y FICLDHMATE—RTAOIHRBINE T,
+ yourinstallationlog (3. > X b—)LOJZER T BBFATT,

Session Recording Agent 01 > X F—LEBEK TS  Ffor xiE ROOT > KR TId. Session Recording
Agentz1 >R b—ILL. A YR M—ILEREBRGTZ3DICOJ 771 ILZERL T,
msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

pE o

SessionRecordingAgentx64.msiiE\x64\Session Recording® Citrix Virtual Apps
and Desktops ISO ic& b £,

ZEHOEKIIRDEEHED T :

+ yourservername . Session Recording 4 —/N\—%KX +337>>® NetBIOS %713 FQDN T
¥, IBELAHWEEDT 7 #)L MMEIS localhost T,

+ yourbrokerprotocol (. Session Recording Broker & @i&f5iC Session Recording Agent TER S
N3R—bERYT HTTP £7IE HTTPS T3, IEELAVSGEDT 7 #J)L MEIEHTTPS T,

+ yourbrokerport (. Session Recording Broker & ®i&fsic Session Recording Agent TERIN 3
R— b eRTEHTY, BELBVWBEDT 74/ MERK O T BERLAZOMINOT 7L EDR—F
HBS%ZEMAT 3 &S Session Recording Agent icigR L £9, B&EBICIE. HTTP Tid 80. HTTPS Tl
443 TY,

e Jqid. BALY R E—REEELET,

o 'V RA Y FICLDHMAE—RTOIHRBEINE T,
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+ yourinstallationlog |3. 1> X F—ILOJEERT ZHBFATT,

Session Recording 7 v 75 L —R

MLOWN=—Ya>oroodabzty b7y TETIC. —BOREZTY FIL—RFRIBENTEET,
XenApp & & U XenDesktop 7.6 LTSR o &#® CU IZ& £ 5 Session Recording p/X\—2 3 > h 5.0 Fhll
BD/N—2 3> h 5 Session Recording ORI —RIZT Y FIL—RTEET,
E:
Session Recording Administration % 7.6 75 7.13 UBEIC7 v 74 L — K L. Session Recording
Administration T [ZF] Z#R L CEBEEOJ Y —EXEBMLEHE. [BEEOS OB *—2I2 SQL
Server 1 Y RZ Y ADBRIDRTEINE Ao [RN] ZIV VI TRERDIS— Ay E—IHRTINK
T IF—aR=EBEHT A MMIKBMLELTce ELWT—ZR— AV XEZ Y RBZ NI LTLLIETE W, [EE
g LT, localhost 2—%—DFHABM D ERE XD SmartAuditor H—/N—L I X MU T 3 )LAZ—IZBML
#9: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N\— 3 oh 5137y 79 L—RTEEFH A,

2. B, BLUHIR

+ Session Recording Y R—% > rDT v I L—RiE, IYR—FXY A YA =ILLEEII VT,
Session Recording 1 Y X b—5—DI ST ANAYEA—T A AELIFAR Y RSA VAV BZ—T A
AEERALET,

o 7y UL —RERIBTBR1IC. SQL Server 1 > X% > 2T CitrixSessionRecording ¥ W3 ZHiD T —
BAR—RZNYITYTLET, CNUSED T—ER=RADT7 v T L — REICEENRELIBEICTO
KRREICBITT BN TEFT,

+ Session Recording AY R—RY b7y TV L—R$BICIE. RXAYA—HF—THBILICMR T,
DI >OO—HAINEBETHIVELHD £,

+ Session Recording #—/\—¥ Session Recording ¥ —2~RX—XHEALH—N—IZA VX k=L TV
BWEE. Session Recording 7—42R—X%&27 v 7L —RT3ICIE. T—EAR—ADEKEIERIPBET
To ENLIMNDZE. ROZEHTETET:

- F—AR—-AEEEIBAT. 7y 7T L—RD®HIC securityadmin & LU dbcreator +— /31—

REEREZDYUTTHEEVET, 7y I L—RD5ETHIZ. securityadmin & &£ U dbcreator

BF—N—KEERIIFREICHD . T2ICHRTI T,

- F7l&. SessionRecordingAdministrationx64.msi /X r—S2FRALTT7y I L—RLET,
msi D7 v 7o L— R, securityadmin & & U dbcreator 4 — N—REIEREFOT—ER—2
BEEOERBEREZROZ A TOIRY IV IDRREINEY, BERBEREZERICANSAILT. [OK] %

Vv oL, TyTIL—RZEHEITLET,
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+ TARTO Session Recording Agent £EBICT v 7L —RLABEVELSICTEZ A TEF T, Session
Recording Agent 7.6.0 LI IZ&#!) 1) — R Session Recording  —N\— BE#fatehiH O £5, 770
—ERDFEEE P NI BEIERMINABWVWAREEDHD £,

+ Session Recording #—N\—07 v 7 L— RHiCBBShizty > avidREINEL A

e TRU MY FAVRI S IVUAAL I ME—REOEBRMZHEITFTIDIC. TR VI M—ILERIZTY
74 L—R&IC [Session Recording Agent 0 70ONT 11 @ (U571 v IRE] #T7>a3>h7FT7 1)L
FTEMICBE S TVWET, COATTavid. A VA M—ILERRBT Y T L— RRICFHTEMICTE
£9,

s EEEOJHKEEE. COBEEZFERTIAVLURIOU ) —XM5 Session Recording 27w 7o L— K L7
BIEAVZA—ILEhEEA. COWBEZIEMT BICIF. PYTFITL—RBICA VA M—IILZBELET,

s PYTUL—RT7OLIORBRKICS A TREtL Y 3 VHRTEINTUWILIGE. REZRET TET 584
IFEAEHD EH A

o A MHELETIHEICEI THELERTZHIC. UTOT7 YT L—ROIEFEZBRL T I,

7y 7 L—ROlER

BEDT VA M—ILZ2T7 v I L—RKd 31 Session Recording IV R—%> rH A Y X b—ILTNTWVWBEE
I ic#E L. Citrix Virtual Apps and Desktops ISO #=1TL £ 9,

ek

Citrix Virtual Apps and Desktops @4~ > O— K R—=JIZ#HBH L T, @I/ —2 3 >0 Citrix Virtual
Apps and Desktops #4>7>O0— KL &7,

BEOAVRA—ILDOTyFITL—RIZBE. ROIBFICEWVET,
1. Session Recording H—N\—aYR—%> b ET7YvTIL—RLET,

¥ D Session Recording 4 —N\—1h'% 33/ &1E. |AIC Session Recording 7 —2R—XJVR—F >
AV I b=ILENTVWB Y —N—%2TvTIIL—RLET, ZD%. 7D D Session Recording #—/\
— %27y TIL—FLED,

CDDHICIF. ROFIBZRTLET:

a) Session Recording #—/\—T Session Recording Storage Manager #—tE X = F&TEIEL %
ER

b) 1>48—%ybar>TxX—>3>H—ER (IS) Y*x—T+—T. Session Recording Broker £t
ETINTWB I zMBLE T,

c) Citrix Virtual Apps and Desktops ISO #%f7L. 7w 7% L — K33 Session Recording T> +
DZ#ERLEY,

2. Session Recording #—/N\—D7 v FJ L —RH5ET 93 . Session Recording #—E X IZBEEMICH
VIAVICRD ET,
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3. (RRE—1 X—=T M) Session Recording Agent #7v 7oL —RL%T,

4. Session Recording t#—/\—r —#IC. F7zId Session Recording #—/\—m#I(Z. Session Recording
RUS—AVY =TV TIL—FLET,

5. Session Recording Player # 7w 74 L—RL %7,

257K SQL F—2~R—H#—E X Th Session Recording ¥ —2Z~R—2D1 VX k=)L

CotEUa>TR RDUFT R SQL F—2R—H—E X T Session Recording 7 —2R—X%&A VX k—
LT BAEICOVWTHALET,

« Azure SQL Database

+ Azure SQL Managed Instance
« Azure VM Eo SQL Server

« AWS RDS

« Google Cloud SQL Server

Azure SQL Database i- Session Recording ¥ —4~X—X &1 >R +—)LT3

1. Azure SQL 7—A2R—ZX%Z1ER L £9,

a) Azure 7ho > hEERAL T Azure Portal icrr 1> L&,
b) Portal dX=Za—m5. [UY—DER] ZFRLET,

c) Portal oZ=Rw 7 XIC TSQL F—2Z~R—2Z] EANHLET,
d) REERDUX N5, SQL F—EZR—XEBIRL £T,

e) [fem] #2Jw o LT, Azure SQL F—EZ~R—XZER L £ 7,
f) [SQL F—2~R—XDER] £ a>T. ROBHREANDLET,

« HITRUUTT 3y BHD Azure 4 7RV ) I a> = BIRLE T,
o UY—=RJN—T: FRER] ZBIRT 2D BEOVY—-XJIL—TZ2HERLET,
e TAR—EZ: —BOBFHNBETT,
Y—N—: FERRER] &R, FLWH—N=] JA—LICRDEEANAILET,
- H—N—F: —BOZFENALET, H—N—FlE. Azure RO TR TDH—/N—IZ¥F L T
JO—NILIC—ETHIVELHBD £7,
- B ROy 7E O DR D SIERZERLET,
- SRafAA: [SQLBEEERT 3] #BRLE T,
- B—N—BEEOJ1>: V5TV RSQLEBEZZANILET,
- NRT—R: Bz @Bs o5V R SQLEBENRT—RZAAL. [INZXT—ROFER] 7
1—ILRICBENALETD,
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- [OK] Z#ERLE Y,

BIRDIBEHRENSI LS. THERBEERI 27U v o LES, [ER] RE2>%& 2 1) wo LT, Azure SQL
F—AR—XAETEHEIEET,

2. FIE1z#0RLT. ALY —N—LICHID Azure SQL T —ZRX—XZER L £ T

3. BT f- Azure SQL 7 —ER—R DY —N—EGEXFII B LT,

a) Azure Portal T. fEB L7z Azure SQL F—ZR—Z2OWVWFThhERELTIV I LET,

b) EfloFrEr—>avh5 BEEXFI] 20Uy ILET,

c) %7 Session Recording ¥—4#~—2X& & T Session Recording 07 F—2~R—22D1 Y RZ >
B LTERINZ T —N—XFI TR L THEIET,

4, ROES5HIATY RERTL T, BIICFER L7z Azure SQL Database iC Session Recording ¥ —42~X—2X
Z1YAM=LLET,

pa
Azure SQL Database Tid. RO &LS5HITY RERTT B LICL>TDH. Session Recording
T=ER=ZADA VA =ILZ{T52NTETET,

msiexec /i "SessionRecordingAdministrationx64.msi"ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"DATABASEINSTANCE
="DatabaseConnectionString "DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"AZURESQLSERVICESUPPORT
="1"CLOUDDBSUPPORT="1"AZUREUSERNAME="CloudSQLAdminName"AZUREPASSWORD
="CloudSQLAdminPassword"/q /lxvx "c:\WithLogging.log"

ZFEEHORKIIRODEHDHTT:

» ADDLOCAL i33EIRS 2HEET T, BEDA > 3 V& EIRTET 9, SsRecServer iE. Session
Recording #—/N\—T79, PolicyConsole I%. Session Recording ;K> —a>Y —JLTF, Ss-
RecLogging . BEEOJ#EETY ., StorageDatabase (%, Session Recording ¥ —42~X—2 T
¥, Session Recording & 0O741&. Session Recording 4 —N—0# 7> 3 >0 JHEETT,
Session Recording B#& 04 %3%IR$ 3801IC. Session Recording Hr—/N—%ZIRL £7,

+ DATABASEINSTANCE (& Session Recording 7 —4RXR—XD+A Y X2V RZTHD. Azure SQL
Database X FHIC L > TIRESNE T,

+ DATABASENAME (3. Session Recording 7—4R—X2DT—2~R—XZ T,

+ LOGGINGDATABASENAME (3. EEEEOJ T —4X—XHTT,

« AZURESQLSERVICESUPPORT iC&>T. 75U R SQLAYR—FINBIDESHIRED XT,
227K SQLEZFERT3ICIE. chz LICKRELET,

+ DATABASEUSER (3. Session Recording #—/N\—@®I>YEa2—4—7HTU > T,

+ AZUREUSERNAME (3. 7357k SQL 0EEBEETT,

+ AZUREPASSWORD i, 757 kK SQL BIEED/NXT—RKTTY,
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e lqld. YALY FE—REEELET,
o [V Ay FICEDFHHBAE— R TOIHERINE T,
« yourinstallationlog (&, 1> X F—/LOJ % ERT BB TT,

Azure SQL Managed Instance % 7-|% AWS RDS T Session Recording ¥ —42~X—22D-1 > X =)L
[ N

Azure SQL Managed Instance #7:i& AWS RDS T Session Recording ¥ —4~R—XD+ >~ X k=LA
A

+ SessionRecordingAdministrationx64.msi /Xwsr—S% 2TV ) v LTRITLET,
e RD&KS57%AT Y RZETLET:

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="
CitrixSessionRecording" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging" AZURESQLSERVICESUPPORT="1"
AZUREUSERNAME="CloudSQLAdminName" AZUREPASSWORD="
CloudSQLAdminPassword" /q /l*xvx "c:\WithLogging.log"

1. Azure SQL Managed Instance #1Em g % h. Amazon RDS J> Y —JLh 5 SQL Server 1 > 24 > X%
ERL £7,

2. (Azure SQL 0BZEDH) FONT 1 NRILIZRIINS Server DX FH =B LTHETET, COXFS!
i&. Session Recording 7—4RX—ZDA Y XZYZXZTY, Fle LT UFORIU—>> 3y b SR
LTLIEE W,

ADO.NET JDBC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sqglinstance.3141e49e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

ADO.NET (SQL authentication) - public endpoint

Server=tcpisr-sglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username}Password=
{your_passwordhMultiple ActiveResultSets=False;Encrypt=True; TrustServerCertificate =False;Connection Timeout=30;

3. (AWSRDS ©iBE&DH) TV RKRA Y FeR—bOBRETBLET, CNET—ER—XDIVIXEZVRZ
LT <SIVRRAVE, R=b>cWSHERTHEALES,
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'E._“_V.S Services ¥

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu

Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint
Reserved instances database-2.ccjfaeooggOg.us-east-2.rds.amazonaws.com
Proxies Port
Subnet groups 1432

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)
Q

Security group

db2sg (sg-00fbd0fee602a731hb)

db2sg (sg-00fbd0fee602a731h)

4. SessionRecordingAdministrationx64.msi %217 L T. Session Recording 7 —4#~X—X%& A VR b—
LWLET,

[O5URSQLEBMICTB] Fxv IRy IRZFVICLT. 75U RSQLOBEEZLNRT—RFEAN
HLET, EOMOBELBRZITVET,
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ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

[+] Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain\computer-name

<Back [ MNet> | = Cancel

pE

U5 RSQLOEEENRT—RE2EET 35515, [Session Recording r—/N\N—D70/8F ]

TRRT—REBHTZIHEN DD £9, [Session Recording F—N—D7O/NF 1] L. T
TRyt —UHRRINET, [OK] 20U v o LTHEITL. [9FTFDB] #7Z#RLET, R
12 75K SQLOFHLVWEERE/NIT—REANSLFT, Citrix Session Recording Analytics
—E X, Citrix Session Recording Z L =YY%= v —H—EX BLVIISH—EX=EEFHL

9,

Azure AD FEEIFHR— F TN TULEHEA,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

257 K SQL Managed Instance AD#+ > 7L = XF—ER—2DBIT

1. https://docs.microsoft.com/en-us/data-migration/ % ziZhttps://docs.aws.amazon.com/pres
criptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.htmlcft>T. > TL I XF—ER—EBITLET,

2. #178IC Session Recording #1E L < #BES B 31C1&. Session Recording #—/\—T SsRecUtils.exe
ZRITLED,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. Session Recording #—/Y—"C. Citrix Session Recording Analytics #—£ Z. Citrix Session Record-
iNgAPL—II2—Tv—H—EX BITISH—-EXRZBEFHLET,
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Azure SQL Managed Instance h'54 > 7L S X7 —2R—IADEFBH T —FIRX—IADHBT

1. https://docs.microsoft.com/en-us/data-migration/iZf¢>T. F—ER—X%BITLET,

2. $B171&IC Session Recording Z1E L < #BE T 3 121&. Session Recording #—/\—T SsRecUtils.exe
ZERITLES

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } iisreset /noforce

3. Session Recording #—/\—. Citrix Session Recording Analytics #—t X Citrix Session Record-
iNg ARL—II%—Jv—H—ER BLVIISH—EXZBEBL £,

Azure VM o SQL Server To Session Recording ¥ —2~_X—XD+1 > X k=)L

Azure VM to SQL Server Tid. SessionRecordingAdministrationx64.msi /X\w7r—S %24 IO U w oL
TRF79 3. Citrix Virtual Apps and Desktops 1 > X b—5—%fERH L T. Session Recording ¥ —4% X —
REA VA= TEET,

1. Azure SQLVM z®sB L £7,

2. VM ##mk L. Session Recording AY R—RY bEAVIL=ILTERXAVIZEBIMLET,

3. Session Recording 7 —#~R—ZD1 > X b—JLEFIZ. VM D FQDN #1 > 242> XZ L LTHERALET,
*: > Z b—JLIC SessionRecordingAdministrationx64.msi AL TW3HBEIE. [257 F SQL
ZEMCTB] FIvIRYIRZFATICLET,

4, 1A= )LA—H—a>Z—T 1 A>T, Session Recording F—ZR—ZADA VX b—JLEZET
LET.

Google Cloud SQL Server T Session Recording ¥ —2~_X—XD1 > X b—JL
B> bk

Google Cloud SQL Server Tl&. Session Recording ¥ —4#~R—XD1 YA b—)Lid. KDL 54TV
RERITT 3. SessionRecordingAdministrationx64.msi /Ny r—S% 4TIV ) w o § 3 TRIT
TEET, AVYRNIA—E—DOHRBICDOVWTIE. COZBORIO 1A +—ILOBEIK) £/ a>%eES
BLTLREEW,

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
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'Logll

Z Dt a>TiE. \x64\Session Recording ® T o Citrix Virtual Apps and Desktops ISO 24 % Ses-
sionRecordingAdministrationx64.msi ZEA L1 Y X b—ILAEICDWTHLSHBAL XD,

1. Google Cloud 2 SQL Server 1 > X4 > X &L £,

a) Google Cloud >V —JLic#&IL. SQLA Y REVADR—IEFEET,

b) [CREATE INSTANCE] =0 Uw oL %9, fi:

Google Cloud - -

g saL Instances [} CREATE INSTANCE = MIGRATE DATA

T > LTSQLServer Z3#EIRL £7,

Google Cloud > v Search (/) for reso oroduct

LT

saL & Create an instance

Choose your database engine

£ MysaL £ PostgresqQL
rsions: 14,13,12,11,10, 9.

Versions: 8.0,5.7,5.6

Choose MySQL Choose PostgreSQL

Want more context on the Cloud SQL database engines? Learn mor:

Qsearch | ff & 0 ® .

[E) HELP ASSISTANT

£ sqL Server

Choose SQL Server

d) [InstanceID] 7«1 —JLRICAAL. 23— —DNNZXT—REANHLET, NAT—RERZFELTEL
TLET VW, 1 2RZ2V D SQLServer N—2 3 % #ERLET, BEIHLE THOBRZ AV ZR

TLEY, B
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= Google Cloud H

< Create a SQL Server instance

Instance info

Instance ID *
testinstance

Database version *
SQL Server 2019 Standard

instance. You can customize as needed later.

@ Production

plimized for the m cal workloads. Hi

O Development

Pe bt

v CONFIGURATION DETAILS

Region

us-centrall (lowa)

Zonal availability
@ single zone
n case of outage, no fail N
O Multiple zones (Highly available)
PR o ancte 2 WY
juction inst Incr

Primary zone

Any v

A HIDE ZONES

ha lette

&  GENERATE

Choose a configuration to start with

These suggested configurations will pre-filthis form as @ starting point for creating an

@  Youve made changes that override the selected configuration. RESET

Choose region and zonal availability

For better performance, keep your data close to the services that need it. Region is
permanent, while zone can be changed any time.

docs, products, anc

Summary

Region

DB Version

VCPUs

Memory

Storage

Network throughput
(MB/s) @

Disk throughput (MB/s)
2]

oPs @

Connections
Backup
Availability

Point-in-time recovery

i more

Q Search

TQ@o @

[EJ HELP ASSISTANT

e) I1YRAVRIZNTUYIIPTRLRZEDHT, 1V REVRERTIZIRRBINIRY FT—2
®/ELFT, [Network] 7 r—JLRiZ. Session Recording #—/N\—H40 > X b—JLEThTW3
ROVDIPTRLRZEANSILET, fi:
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Google Cloud > -
< Create a SQL Server instance

Customize your instance
You can also customize instance configurations later

Machine type

Machine has 4 vCPUs and 26 GB of memory.

Storage

Storage

Storage size is 100 GB, and will automatically scale as nee:

Google-managed key enabled (most common)

Connections

Choose how you want your source to connect to this instance, then define which
networks are authorized to connect. Leam more

You can use the Cloud SQL Proxy for extra security with either option. Learn more

Instance IP assignment

[ Private 1P
an intemal, Goo

Assigns

quires additional A

pe s. Cantbe more
Public IP
Assigns an external, inte Requires using an auth
or the Cloud SQL Proxy nce. Learn more

Authorized networks

instance. Learn more

New network

YYou can specify CIDR ranges to allow IP addresses in those ranges to access your

Search (/) for resources, docs, products, and more Q search

Summary

Region
v DB Version

vCPUs

Memory

Storage

Network throughput

(M8/s) @

Disk throughput (MB/s)

(]

ors @

Connections

Backup

Availability
Point-in-time recovery

Name
[ test

Use CIDR notation 2

ADD A NETWORK

Authentication

No Active Directory domain selected

Data Protection
Auta tic

Instance deletion prote

ckups enabled. Point-in-time recovery

tion enabled

ia transaction logs) disabled

CANCEL DONE

v

us-central1 (lo

ver 2019 dard

ite: 3,000 of 15,

Public IP

Automated
Single zone

Disabled

Qo : P

{5) HELP ASSISTANT

f) [CREATE INSTANCE] 22U v L. BOMEEET,
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Customize your instance
You can alse customize instance configurations later

Machine type
Machine has 4 vCPUs and 26 GB of memary.

Storage
Storage type is SSD. Storage size is 100 6B, and will automatically scale as needed.
Google-managed key enabled (most commen)

Connections
Public IP enabled

Authentication
No Active Directory domain selected

Data Protection

Instance deletion protection enabled

Maintenance

Flags and parameters

Labels
Nolabels set

A HIDE CONFIGURATION OPTIONS

CREATE INSTANCE [IIVNY=2TH

Automatic backups enabled. Point-in-ime recovery (via transaction logs) disabled.

Updates may occur any day of the week Maintenance fiming set to Later!

Add any database flags or parameters you'd like to apply to this instance. Default ™
collation is SQL_Latin1_General_CP1_CI_AS. Timezone is UTC.

g) ML LTcA Y REYRADR=S T, NTUw I IP7RLRAERDIFTTREELET,

= Google Cloud

g sa

PRIMARY INSTANCE
B Oveniew

9 Connections

it Users

[l  Databases
)  Backups
i=  Operations

- ‘ Search (/) for resources, docs, prod

cts, and more

Overview /' EDIT & IMPORT & EXPORT ) RESTART
Allinstances > ftestinstance
@ testinstance
SQL Server 2019 Standard
Chart
CPU utilization
utces S00PM  1000PM  Mays  200AM  400A
<) Connect to this instance
Public IP address
1]
Connection name
1]

Need help connecting?

Review the documentation to learn about the many ways to connect
1o your instance. Learn more

31 Suggested actions

- Create abackup

~> Enable high availability

Q_ Search

m sTOP W DELETE

@ o : P

B) cLoNE

[E) HELP ASSISTANT

1hour 6hours + 1day 7days 30days Custom w

1000AM  1200PM

A configuration

VCPUS Memory
4 26 GB

Qxli
2009 400Pw
SSD storage
100GB

@ Database version is SQL Server 2019 Standard CU19

«» Auto storage increase is enabled

@

Automated backups are enabled

Point-in-time recovery is disabled

Instance deletion protection is enabled

Located in us-central1-b

Not highly available (zonal)

| > & @

Database flags and parameters

h) SessionRecordingAdministrationx64.msi %47 L T. Session Recording ¥ —4~X—X %1 >~

Ab=ILLET,

AU ZA=ILRISRDR—T T, ROBEZITVWET,
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« [Enablecloud SQL] F v oRwIREAVIZLET,

« [Instance name] 7 —JLRIZ. LENICIER L7 SQL Server 1 > X 2> XDNTV v IP 7
RLXEANALED,

e USURSQLEEBERENRT—REANALET,

ﬁ Citrix Session Recording Administration Setup — *

Database and Server Configuration

cifrix

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name |

Example: \SQLEXPRESS, compufer-name\SQLEXPRESS, compuier-name
top:xxxx. daiabase windows.net, 3342

Enable cloud SQL

Database name |

[]Use default database name

Cloud SQL admin |
name

Cloud SQL admin |
password

Session Recording
Server computer
aCCDIJI'It E"!'E“'I'nj."'E.' JOCANOSL 99'ﬁ5‘|r‘-£‘ﬂT|PL'|'E"-“ETrE

< Back Mext = Cancel

Session Recording 07> > X ~—JL

H—N—%T7—UXF—>3>h5 Session Recording > R—x> #HIT 31C1d. Windows 0> +O
—IRFNDOTOATSLDT VA VR M—ILETISHIRA T a >z ERL 9, Session Recording 7—42~—
2EHBIBRT BICIE. 1V X F—ILEECRA L SQL Server »#&%EIER securityadmin & £ U° dbcreator BA%ET
ED

tFXalTq LOBHICED, AVR—RY ATV YR M—LENRBICIZEREODI T —2R—XUFHIR I N
Ft A
Citrix Analytics for Security r o#&

Session Recording 4t —N\—%#m L T. 2—4%—— x> k% Citrix Analytics for Security IC2ETE £ 9,
Citrix Analytics for Security IZ. COA—H—aIRY FEUIEL T, I—H—0OEEICET 2 RAMNARR L IRME

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 90



Session Recording 2311

L£Y,

FtRREIIC. UTFZREEL T ETL:
+ Session Recording #—/\—ld. ROT7 KL LTI ZHELHD T
- https://*.cloud.com
- https://*.citrixdata.com

- https://api.analytics.cloud.com

+ Session Recording BRTId. REE1 V2 —3y MEGAICKR— ~ 443 ZBM T IBELHDET, xv k
D—oEOFRTOTIOFIH—/NN—IE. T Citrix Analytics for Security £ DEE%HFA T I HEHL H
D&ET,

« Citrix Virtual Apps and Desktops 7 1912 LTSR #FB L TW3 B &, HR— kT TW3 Session
Recording ®/N\—2 3 1% 2103 LI T Y,

Session Recording *—/\—% Citrix Analytics for Security |Ci£45: 9 %

1. CitrixCloud icr>1> L £,
2. Citrix Analytics for Security # 8213 T. [Manage] #2Uv o L %7,
3. by ZN—h5 [Settings] > [Data Sources] 2w oL %Y,

4. [Virtual Apps and Desktops- Session Recording] *+-r ~ 71— R . [Connect Session Recording
server] z7 Vv I L&Y,

Session Recording G
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5. [Connect Session Recording Server] X—>T. Fx v U+ ERRAL. INTOXBEBEHZERL
9. HABHFZERLEZWVES. [Download File]l 7> 3 v IdEMICHD X7,

Connect Session Recording Senver X

6. Fy b7 =2 7OF>HY—N—1H3HEId. Session Recording # —/\—d SsRecStorageMan-
ager.exe.config 7 7 A JLICFOF 7 RLAZENALET,

7 71 ILIZRDBFERICH D £9: <Session Recording server installation path
>\bin\SsRecStorageManager.exe.config

frrezld. RO &S3IC D F£d: C:\Program Files\Citrix\SessionRecording\
Server\Bin\SsRecStorageManager.exe.config

] SsRec StorageManager exe corfig (1 | s
<?xml vers 1="1.0" encoding="
'L<::nflqurau1c"
<startup useLe
<supported
<supportedRuntime vers
</startup>
<appSettings>
} </appSettings>
I
I

olicy="true">
v4.0.30319"/>
"v2.0.50727"/>

<system.net>
<mailSettings>
<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
</smtp>
</mailSettings>
<defaultPr
<proxy u v
</defaultProxy>
</system.net>
=] <runtime>
<generatePublisherEvidence enabled="talse"/ﬂ
</runtime>
</configuration>

oxy en d="true">
default="False" proxyaddress=" bypassonlocal="True"/>

7. [Download File] #%1) w4 LT, SessionRecordingConfigurationFile.json 7 7 (L& & > >0O—R
L&Y,

A

COT7AILICIIERIBRIASENTVWET, 77 1IN E2LR2RIBRICEELE I,

8. Citrix Analytics for Security (23479 % Session Recording 4 —N\—IC7 71L& IE—L £ T,
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10.

11.

12.

%=
B s

BRI D Session Recording ' —N\—H'$H 315513, EHI 2 —N—ICT771)LzaE—L. Fl&
IS TEY —N—ZBHTIVEDNHD X T,

Session Recording #f—/\—T. ROIAIYY RERTLTREEZ I >R—rLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>

f51:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json

ROF—EXRZBEBLET:
« Citrix Session Recording Analytics #f—E X
+ Citrix Session Recording Z kL =YY% —J v —
BRMERICTET L7z5. Citrix Analytics for Security IC%81L T, #E&HIhTWLS Session Recording

H—N—%KRLZET, [Turn On Data Processing] ') w4 LT, Citrix Analytics for Security »*F
—HEHIBTEBZL5ICLET,

7

Session Recording #f—/N\—/\—2 3> 2103 713 2104 #EA L TV 3B EIE. RIS Virtual
Apps and Desktops v > 3 > % & L T. Citrix Analytics for Security THEHiIzhTW3
Session Recording # —N\N—%ZRRIBIBEHHODET, T5LARVE., FEHRINTLS Session
Recording #f —N—HRRIhFEA. COEMHIE. Session Recording #—/\—/N\—2 3> 2106
PREICITERINEE Ao

nrERERTT 3

H—N—DREBIE. BRHISMINLIZHBEICDH Session Recording ¥ b A—RICRRINFET, Y0 FH—RIC
i, Citrix Analytics for Security & O#E#i = I L 7-iBREH Y —N—DOBHRRINE T,

HBEID'RIN L - B Session Recording # —N—H'&RR SNBSS E. TiERMEA Session Recording 7 —/\

—h'E

GUCRKBT 21 DRZTINoa—Ta070Eo2aryeBRLTIESIL,

Session Recording @

1
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Yo hH—RTEBEDEHE ) v LT, Citrix Analytics for Security TES SN TV R —N=TIL—TE R
L9, 7z zl£. 1Session Recording Deployment 4 1) v o LT, #EHEINTVS 1 DFIZEHRDY
—N—=YJI—FERKLFT, & Session Recording #r—/\—id. X—2Z URL & ServerGrouplD TRRINL &
ED

« Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

RELLEANY ~ZERTT S

B b A—RIZIE. #EHE I NI Session Recording BRL. ChoDRANSBE 1RHEICERELILARY MR
TEINET, ChiE 774 bORBORERETY, 1EH (I1W) ZBRLT. T—4ERRIBZEHTTE
To BELIEARYFOEEI VI LT BT —EIRBER—JICARY L ZRRLET,

F—RNBEEMICT B . Y1 FH—FRIC Nodatareceived X 7 — 2 ANKRRINBBEENHBDET, DX
F—RRE. RD2 OOEBHETRRINET:

1. 1 TTF—20BE A VICLIZBE. 1 R> B Citrix Analytics 1 R> N TICELET 3 & TICR—A
b £9, Citrix Analytics 1 R> b2 FET 5. R 7—4 XN Data processingon iZZEhH b 7,
LIESKE>THRAT—E AN EDL5AVESIE. [Data Sources] R—JHFFH LTI L,

2. Citrix Analytics i3, BX 1BRICT—2Y —INSARY M EZELTVLEEA,

Session Recording #+—/\—%iBi17 %

Session Recording #—/\—%BIM$ 3ICIE. ROVWFhHERITLET:

» [Connected Session Recording Deployments] X— . [Session Recording Server N D#E4:]
ZOVvILET,

“ Connected Session Recording Deployments

Session recording servers
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« [Virtual Apps and Desktops- Session Recording] % th—R T, #DEKIES W) #oUvoL
T [Session Recording Server AN0iE#E] ZERLF T,

Session Record Turn off data processing

0S5

Connect Session Recording server

Received Events: 0 H W

No data to display

FIBICRE > THER 7 71 )LES U >O— R L. Session Recording #f—/N\—%#EL £,

Session Recording #+—/N\—%Hlkx7 %

Session Recording #—/N\—%HIkR 9 3 Z1&:

1. Citrix Analytics for Security T. [Connected Session Recording Deployments] ~X—J(Z#E81L.
HIBR g2 —N—BREZBERLET,

2. #toEmEs (K) #2J v L. [Remove Session Recording server from Analytics] #3%RL %
ER

“ Connected Session Recording Deployments

3. Citrix Analytics » 5 ¥k L 7= Session Recording 4 —/\—T. ROIIYV RERTLFET:
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<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations

5l

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

TR —RQT—RWBEAVEIFIFTICTS

HEDT—2Y—2 (Director &0 Workspace 7 71)) OF—2BE VWO THELETEET, T—F2Y—XD
Y b H— RTHDEIRES (K) 22 1J w2 L. [Turn off data processing] %#3®iRL 7, Citrix Analytics
. ZOTF—EY—ADOT—2DMUEB=EZEIEL £9, Virtual Apps and Desktops 1 kh— RHh 5 F—2401E%
FIETZeHTEET, DA T 3>k Director & Workspace 77U OmADT—2Y — X THERATE
ER

F—20EEBEEICT 5ICiE. [Turn On Data Processing] 22 J v o L%,

A T /- Session Recording r—/\—HME5ICKKT B

#mi#%. Session Recording #—/\—#t Citrix Analytics ICIB#TE £ A. L7zh>T. Session Recording
A b A—RICEBREADOT—N—DRFINFLEA.

COMBED STV a—T1 Y IZT3ICIE. ROFIEZRITLET !

1. ¥miEA®D Session Recording #—/X—T. x® PowerShell ¥ > RERITLTIZI TV I VD
ID (CMID) %=mEsRL &7 :

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid

2. CMID = DIFEIF BELENRICRDL A M) 771l ZEBMLET:

LYZMUE LZZRJDNR F—B &

AuditorUniqueID Computer)\ XF5 UUID ZABLF T,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor)
Server)\
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LYZMUE LYZXRUDINZR -8 &

EnableCASUseAudi toCompubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE/
Citrix/
SmartAuditor/
Server/

3. RO —ERzBREHLET:

« Citrix Session Recording Analytics #—£ X

« Citrix Session Recording X L =YY% — v —

(113

Rty a3 ORE

May 22,2024

CNETEYaYoREIE. FER D —ICERL LYY a Y ORBRICEZICHRBIN. Tyl arh&Td
5&@@‘:%&[;35 L/TL__O

7.18 WU =LA, Citrix TREEN ALY > a Y OREMENENTNTUVWEY, COREEZFERAIZI . Ty 3
YHWDTH, HEDI—H-—HEHITEIREDE Y avELIFIEROE Y a v OREZHBEIIFLETEE
ED

P
WEEN ERICEET B 7-®IC. Session Recording. VDA, Delivery Controller #/\— 3> 7.18 LIB&IC
TwTITL—RLTLIESL,

gLty a3 OREZENTIEEMICTS

Session Recording Agent I, HEEXBMELIIBEMCTRHOL P MUEHBMEINTUVET, COL IR
RUEIET 74 ETLICRESNTWET, 2FD. COBWEIIT 74 TEMICH>TVET,
COWREZBMEISEMNICTBICIE. ROFIEERITLET:

1. Session Recording @1 > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLTY> YV DE
BErLTOIAYLET,
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2. LYZARIITA2—ZHETET,
3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditors #&8BL*9,
4. DynamicControlAllowed 0% 0 IZHRETZH\ T 74/ MED 1 ZFERALFET,
1. BNLREEENICTS
0: FNBEREZENCT S
5. Session Recording Agent ZEi2g L T. REZMAES L X T,
MCS £7=IE PVS ZFERAL TRBAL TWVW3IFEId. YRA—AIA—JTREZEEL. BEMZzERTLTEEE
BMCLFET,

gt

H .
=

LPZAMIVITF 42— DREEZRD . FAUBRBEDNRET ZEEENHD. Windows DB > X b—JLAH
REBIZBZBEDIHDET, LIRMIIT2—DERICLZEEICH LT Citrix TIER—IEEZEVE
Hho LIRMNIIT 1 42—Id. SFHROBMLAMOEBHE TIHERALEIV, Ffow LIZ MU T 71ILON
VOTYTRERLTHS, LEX M) EBEL TSI L,

Citrix SDK T PowerShell 27> R ERAL THNICEEZRBIAE/-I3ELETS

Z OB Session Recording #gkld. # > 7L = XIBtE L Citrix Cloud BEOWA TERATE £ T, 70 FL =
ZRIB T OWEER FEMR T 51Cid. Citrix Virtual Apps and Desktops @ PowerShell SDK #{EB L £, Citrix
Cloud BIETZ Digae=EMA T 3IC1E. Citrix DaaS Remote PowerShell SDK (I8#F Citrix Virtual Apps and
Desktops Remote PowerShell SDK) #ERL 7,

AYZAM=ILLTERT S SDKERET ZICIE. REIR > —%(EHT 2 & FIHEE L7z Delivery Controller 2
AELTLESI W, CitrixCloudBETt v avERET 50IC [Citrix Cloud Controller] v oKy
2% AN LTEEIE. Citrix Cloud BIEREZRIET ZRENHD £7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 98



Session Recording 2311

@ Delivery Group or Machine Mame Cueries

[El Create Query et
Site: Address: Citrix Cloud Cortroller
Erter 3 sfe addess
(@ Delivery Groups () Machines
|&ma&mWGmwmm
Create Cancel
Close

A

Citrix DaaS Remote PowerShell SDK # Citrix Cloud Connector ¥ >IicA > XA b—=JLLAEWVWTL IS
Wo BILUY —XDJEARD K X1 VU BINFEAY S VIClE. Remote PowerShell SDK &« > X b—)LTE &
T, COSDKDIOAT>Y KL v kid. Cloud Connector TIzERTLAVWC e EZHE#HLET, “nid. SDKD

1#21£1C Cloud Connector B8R L AW®H T,

RORIZ. IWEEYya > oBEEDOHICEAD Citrix SDK TEERETE 3 3 20 PowerShell v > RT9,

avrr

B2Ek]

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

REDTIT«7Btysav. 707« Bty 3
V—HE. FRBBEOI-—H—ICLoTHEI Nt Y
2avOREEBRBTEET, L <L Get-Help
Start-BrokerSessionRecording%z®1{T
LTORYREDFAYZAIANILTEZERLTLIET L,
BEDT7IT17Btyiary. 707« %Btvea
V—E., FRIEFEOI—H—IlLoTHEBIN LY
LavOREEELETEET, #L I Get-Help
Stop-BrokerSessionRecording%®f7L
TAXYERDAYZA AT ZBRLTLIEIW,
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avrk

Get-BrokerSessionRecordingStatus

A

REDT V71 7ty a>yoREBREZRSTE £
T, L <& Get-Help Get-
BrokerSessionRecordingStatusz®fTL
TIOIYRDAYZAUANILTZBRLTIEEE L,

e ziE. A—F—HREEZREL. 21 LU —BFR— FHPBERISEE. COMEZERAL THNICI—F—D
TOTA4TBEysavOREHRIIATEEY, STTREZBEL T FHAIS TN a—TFTr VI 2RTTE

9. UTORMEZRITTTET:

1. (Citrix Virtual Apps and Desktops PowerShell SDK o5& 0 #) Citrix Studio 2> v —JLh5 Power-

Shell zE2gL 9,

CommonTasts | Actions | Powershol |

e [actors |
LM CITRIX Gitr Shudio (V1_08) -

i) Refresn

B e

(=]

2. 8=y rA—HF—DIRTDT7ITF1THhtyIareERETSICIE. Get-BrokerSessiondvy

FeERALEY,

EX Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe

Files\Citr
Files\Citri»

Files\Citrix\Desktop S

Dt_asktcxp
lAppTication

Program Files\Citrix\Desktop Studio:

ws 2016
ws 2016

C:\Program Files\Citrix\Desktop Studio>

t-brokersession WKAOE\testusert
d

s.sessjonstate

\Program Files\Citrix\Desktop Studio: - . sessiontype

3. Get-BrokerSessionRecordingStatusa~v> rREFERALT. IBELTEY S a > ORERESE

BELET,

PS C:\Program Files\Citrix\Desktop Studio>

ssionNotRecorded

C:\Program Files\Citrix\Desktop

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop

Get-BrokerSessionRecordingStatus

> Get-BrokerSessionRecordingStatus
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:

-Session /NS X—%—|Cl3. —EIC120tv> 3> UID oaxEFERTIZXT,

4. Start-BrokerSessionRecordingdY>Y REFEALT. BEZHALE T, T 74 FTIE ]
ERMEZBIMNT B2 A v E—IPNA—HF—ICRRFINET,

xOEIE. Start-BrokerSessionRecordingadvy kRT3 —MRIEFAERLTVED,

avUR A

Start-BrokerSessionRecording - DomainA £ WS E#ID K X+ >ADI—H— (UserA)

User DomainA \ UserA DIRTOEYIa>OREZRMEBL. UserA (B L
E

Start-BrokerSessionRecording - DomainA £ WS FFID R X1 YADI—4— UserA

User DomainA \ UserA -NotifyUser DITRNTOEYyIa>oRFEzmMigL. UserA [ZBRIL

$false FtAo

Start-BrokerSessionRecording - $SessionObject Lt WS BHIDF TSI FDITARTOD

Sessions $SessionObject Tyl avoREzhEL. I—H—ICBHLET. 7

7212 bk $SessionObject #EET 3 ICid.

$SessionObject=Get-BrokerSession -

username UserAzR{TLEY, 7721V RD

BIICIRRLERS (§) PMIFEd, #L< FIE2EL

VARV RDOAYSAINILTEZBRBLTIIEST W,
Start-BrokerSessionRecording - tv>3> (UID1,UID2,--,UIDn) oiRE %Rk
Sessions uidl,uid2,--,uidn L. A—H—IS@HLET,

5. Get-BrokerSessionRecordingStatusav>y rREFERALT. §4—7v by 3 Y ORER
REEEEL £9, IRREIL SessionBeingRecorded X > TW3 139 T,

6. SA7REFEIFTEREEZBEL. HFHL NS TN a—Ta VI ERITLED,
pE
Stop-BrokerSessionRecordingd~v > RTET LIc=L2REEZBE 95 L. Player 0
TTRREN—TEA LA VOREBEOEID A VHIMBRRICHED EDHHBDET, LT, BREINTE
Ty avOREBOEI I VUNTA RIREICAE>TVWEYT, BFESINEY > aVI—EDTIT
1 ET D HZBEIE. HSHTIEHD £ A,

7. MESNMBEIMLEINHRINZHE S, Stop-BrokerSessionRecordingav >y R%EfE
BALTREZELELEY,

ROFRIE. COARY RZ2EAT 3 —ROLHZRLTVET:
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avrk

A

Stop-BrokerSessionRecording -User
DomainA\ UserA

Stop-BrokerSessionRecording -
Sessions $SessionObject

Stop-BrokerSessionRecording -
Sessions uidl,uid2,--,uidn

DomainA t WS ZEID R X1 YADI—H— (UserA)
DIRTOEYIaVOREZFELELET,
$SessionObject DITRTDEY S 3> DFEEFIEL
£7,

w3y (UID1,UID2,--,UIDn) DiFE%ELE
LF¥J,

CitrixStudioons @@ Tld.Start-BrokerSessionRecordingadv > R Stop-BrokerSessionRecordi

ARVROHEROVERRTEEY,

=139

May 22, 2024

& Citrix Studio - X
File Action View Help
o= xm
[ Console Root . Actions
Logging =
LD Search
Machine Catalogs || Adminisirator Main Task Start t | End Status ’ Preferences
£ Delivery Groups * Today [E] Create Cust...
] Applications APRO\gh Stop Recording of Session 'SDAEQ3ES-E14E..  820/2020:3:56:13...  8/20/2020: 356:13...  Successful $¢ Delete Logs
f"""_e‘ APRQ\gh Stop Recording of Session "4DDS7787-DDE...  8/20/2020: 3:56:00...  8/20/2020: 3:56:09...  Successful View ,
s oggint
v 8 Co?'l?ig?ration APRO\gh Start Recording of Session '5DAE93E5-E14E..  8/20/2020 : 3:56:05...  8/20/2020: 3:56:05...  Successful Refresh
- £ Administrators || 4PROAgh Start Recording of Session '4DD67787-DDE...  8/20/2020: 3:56:02...  8/20/2020: 3:56:02...  Successful & Refres
Controllers APRQ\gh Stop Recording of Session "ADD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful Help
Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
¢ Licensing APRQ\gh Create Machine 'Styx VDA1_1" in Delivery G...  8/20/2020: 1:22:55...  8/20/2020: 1:22:55...  Successful
g ;“"E;';’"LI vil| APRQ\GD Create Delivery Group 'Styx VDAT' 8/20/2020 : 1:2254...  8/20/2020: 1:22:55...  Successful
a ublisnir|
0 Zz:as APRQ\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
5 B Citrix StoreFront APRO\gh Create Machine ‘Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRQhgh Create Delivery Group "Styx VDA2' 8/20/2020: 1:19:59...  8/20/2020:1:20:02...  Successful
APROQ\gh Create Machine Catalog "Styx_VDA2' 8/20/2020 : 1:18:30...  8/20/2020:1:18:51...  Successful
b ‘esterday

CDEITa>TIE ROREZEHT BHDFIEZHAL E9:

+ Session Recording Agent Dz&7E

- BREOBEMUEITEIKL
- Session Recording #—/\— & OIZEGHDIER
- BEZ7OMIILOER

+ Session Recording #—/\—DH5E

- 1—H%—0DER
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BHIAYE—CDHREZIAX
BREQRFHPIDIEE

TRED T 7 ILY A XDIEE
TUZINELZDEML T I ENL
CEIP otk

o KYs—

Session Recording K1) & — D&k
BREORER > —OHERK

AN MEHRY > — DR

- ARY MRER) S — DB

s SAAMCEREDTE

- Session Recording # —/\— D &R 5EK
- TAR—IEAREOHEK

Session Recording Agent DR EDERR

May 22, 2024
SOOI a YT ROBEICOVTHALET:
. FEOENLE ST

» Session Recording #—/\— & OEHDOIERR
o BETOMIILOEBR

BEOBMUIITEIL

May 22, 2024

Session Recording Agent id. v > a>%RETEIILFEy> 3> OSVDAICA YA M—ILLET, 1V b
—IL%D VDA TREZEMICT SHE S HDREF. Session Recording Agent TiITW£ 9., REZEMICT S
¢. Session Recording Ic& D 7o 7« THBERY O—HHEINE T, ORI —ICEDBEFNROEY >
AaVHRETNET,

BREXMRUIDO VDA TEEY > a v ORBEZEMNCTZL2HEHLEY, BENMTONRITH. NT+—T Y
AR BZE5ZFT,
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https://docs.citrix.com/ja-jp/session-recording/2311/configure/policies/recording-viewing-policies.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/policies/event-detection-policies.html
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https://docs.citrix.com/ja-jp/session-recording/2311/configure/high-availability-and-load-balancing.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/high-availability-and-load-balancing/load-balance-servers.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/high-availability-and-load-balancing/session-recording-database-high-availability.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/settings-on-session-recording-agent/disable-enable-recording.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/settings-on-session-recording-agent/connection.html
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VDA ToOREDEINN X 73BN

1. Session Recording Agent B’ Y X b—JLEhTWBH—N—IIcOF 4>V LET,

2. [RE—F+] RE2>%EU 1w L. [Session Recording Agent 0 7O0/8F7 1] %#EIRL £,

3. [Session Recording] T [COVDAX> > Tty avaRETS] FTv IRy IRREAVEfIEA T

ICL. COVDATEY Y3V ZRETIELDICTEDEEELET,

% Session Recording Agent Properties — -

Recording Connections  Lossy Video

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording
Select this ophon to allow third party applications to inject custom data

into the recorded session while recording 15 in progress. This data is
available during playback.

] Allow third party applications to record custom data on this VDA
machine

Compressed recording

Select this option to enable compressed recording for parts of Thinwire-
transmitted session screens that are not H.264 compressed.

Enable compressed recording for Thinwire-transmitted session
[ screens on this YDA machine

0K Cancel

4. BRXvtE—IHRRINBD T, Session Recording Agent f —EXZ2BEE L TEEEZITANE T,
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PN
Session Recording Z 1 > X b —JLLTcE FICT O T4 TICH>TWBRI O —id

MgE a0 RUY—TY, EOY—N—Dty>avbREINIEEA. BEEZBKATSICIE.
Session Recording R =YY —ILFEALTHDORI > —2T7 071 TICLE T,

ARAZLARY DEROBEMK

Session Recording Tld. H—RKRN—F1®HOT7 V75— 3V FRAL T ARV M LTHNSNEZ D RELT
—HEREINICEY I IVICHEANTEZENTEFET, CNSOIRY M BRESN Y3 YA BETIND
EIICRRINET, IRV MIEYIIVORET7IILO—BTHO., v a Y OREERICEETSZLIET
IEtA

e ZIE. ARV MC TA—H—h Web 7SO —%2BEIEL EVLWSTFRIEEFNZELHBDET, By
S VOBER. I—HF DTS —%2B<TIC. SOTFIMPEEICEAINE T, BEEIRE NIt
v avEBETREIICVN—N—DOHEXAELTHE ., A— =PI SO —EBVEERERZZ N TS
F7,

H—N—LORBEUAHIZLARY FZEBANTBICIF:

+ [Session Recording Agent 0 700/X7 1] 2FEALT. HAFLARY FEBANTIEY—N—TREE
BMCLET, H—N—XERICEMICLET. T FROITRTOY—N—ZFLHTEMCITBHLIFT
TFEEA

o IRVKAPHZEDK 7V =23 vzRRELET, COTFTVT—> 3 2&T Y Fa1—H—0RELY
23 TEITL. BREICT—XZEBALET,

Session Recording @1 > X b—JLiZid1 R ~EE COM 77U —> 3> (APl) B&FEFhTED, H—R/X—
TAHOT IV r—a s THA M EREICEANTZICHTEIET, Visual Basic. C+. F£7zld C# 28T,
ZLOFOVFIVIEBTAPI ZFERTE£Y, #L <& Knowledge Center @2 ECTX226844% 88 L T
<f2& W, Session Recording ¥ X ~ APl @ DLL i& Session Recording d—Zr L TA YR h—ILENF T,
DLLizC:\rogram Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi
LALLTRDIFZ N TEET,

Y—N—THIXEZLARY FOBREZEMICTBICIE. LTOFIEZRTLEY:!

Session Recording Agent B4 > X b—LTNTWBH—N—icOJF >V LET,

[RE—F] REV%EIU v L. [Session Recording Agent D 7O0/N7 1] ZEIRL £,

[Session Recording Agent 0 7O0/X\F«] T, [BE] 27%0)v oL %7,

[ARFLARY DOFER] T [COY—N—TH—RN—FTA®,T7TVT =23 VICLBNDRELT—E2D
RREHATE] Fryv IRy IREFUICLETD,

> wnN e
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EREZFE OB
Thinwire EZEtv>avEETH.264 EEINTOVAWVWBSOEREFEEEMCTIET, COEEEICKD. B#E
T771INDHA XDKIBICEIEINE T,
E:
o CODIEEIZT 7 AL M TIXERICHE > TULWET,
o VDA ICHERR/NN—23>1d 2303 TY,

ERFEZEMICTBICE. UTOFIEEZRTLET:
1. Session Recording Agent b1 > X b—LEThTWBH—N—iIcOJF> LT,
2. [R2—F+] RE>HEH1J Yo L. [Session Recording Agent d7O/87 1] #EIRLET,
3. [Session Recording Agent 0 7O /XF ] T. [B&E] 2750wy IL%T,

4. [E#eiRE] T. [COVDA Y>> T Thinwire x5ty avBROEEREZEMICTE] Fy IRy
VREFUICLET,
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LII!E'_; Session Recording Agent Properties — >

Recording Connections Lossy Video

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option 15 not selected, session recording i1s disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording 15 in progress. This data is
availlable during playback.

Allow third party applications to record custom data on this VDA
L] machine

Compressed recording

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

] Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine

0K Cancel

FAFEI-T v I EEFEZEBNEISENICT S

May 22, 2024

ErFEEREZFERTZ . ERA T2 a3 0ORBICL>TRE T 7 ILOT A IDHIBSh. BEFORE L v
LavRAEEIDTIFCBETESRLSICAD Y, FEEBEREIS. ROGEICERTZOICELTVWET,
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s BEBUBLOORE T 7MIILOY A INKETES. Fld
s BEBERICEEDOPEZIRLEZT DI, BELVEET 3,

ROWTNDDFETETEEEREZEMCTESLSICARDE LT
o FAIFEEERELNBMICHE > TVWE DX TLEED Session Recording RUS—%7 071 TICLE T,

« AZ4% L Session Recording RU S —%ZERLTT VT« THL. WRELKRUS—%ERT B FICHT
[HEF¥EmREZ BMICTB] ZFRL T I,

o AIRNYVIEBRERI)D—Z2BH TS EIC, [FEEEREZEMICTS] ZBERLET, BERTROIAT b+
MHETHREINS . FFTEEERED NV A-SNET,
F# L <IE. TSession Recording R o —miEpl LU T1RY FEER) o —0iEpl 28BL T,

727« 7% Session Recording R > — F 7 iZA R MSERY S — TIHRFEEBERBREHDENICHE > TLWEWES
B, EREA T aVIMERATEEEA

E’: Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Video fluency: Low
Videc image quality: Low
[-Frame interval:

Image resolution scaling: 1.0
Cursor refresh rate: Low

Cance

79 T+ 77 Session Recording /R & — F 72l A RY MGERYU S — TR ¥E@mBENENICH->TVZE
&. [Session Recording Agent 0 700/X7 ] o [FFE¥EmE] ¥ 7 TEES T a2 ERATEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 108


https://docs.citrix.com/ja-jp/session-recording/2311/configure/policies/session-recording-policies.html
https://docs.citrix.com/ja-jp/session-recording/2311/configure/policies/event-response-policies.html

Session Recording 2311

E’: Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Codec settings

Video fluency: Low e

Wideo image quality: Low w

[-Frame interval: '

Image resolution scaling: 10 -
Cursar

Cursor refresh rate: Low -

Cance

BEICIGCTEEA T3 zfABTIES, RRIEZEEITIHENBWVRD, T MEZERTZ %
BEIHLET,

EfEA T3 YOHBICOVTIE. ROKRZERL TRET L.

EEA T ay A T7#ME AR

ErtndshE (FPS) Low: 1. Medium: 5. Low -
High: 10
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EEA T3>

ETFFoE&E

| 7L — LR ®)

ERDBBEEDI T —1) >
5

h—vVioUTLyal
— bk A #&H7hDE)

A T7#IME

Low: bitrate:140 Low
(kbps). Medium:

bitrate:280 (

kbps). High: v+

L—t: 420 (kbps)

60. 120. 300. 600. 600
1200. 1800. 3600

1.0. 0.9. 0.8. 0.7. 1
0.6. 0.5. 0.4

Low: 3. Medium: 5. Low
High: 10

AR

Session Recording T
iF. EFFOEY FL— K
DIYI—RICHIEY b+
L—bk (ABR) ZfEAL %
To EHARZTVEE. E4E
EHMEL<BDET, ROL
DR UzEEL T,
40kbps~80,000kbps @
HRAZLBEZRET B
HTIET:
HKEY_LOCAL_MACHINE\SOFTWARE
| 7L —LEROENKRE
WEE. EEEhicETH
N ZEEAINET<H
D&Y, | TL—LERO
BEAVNETWEE, ¥—0D
BFE (BEDEEER
L) pALtLET,
FRESNCEEOREGEZ
N—t>T—THRIFSC
EHTEIEY, fcERIF.
0.9 13 90% Z =Mk L &
Yo BEEZEEBLILA
WEER. 77 2L MED
lLOZEALEY, RDIG
FAITLY R MU ZREL
T, BGOBGEDRT—
V2T ZRETBEDT
TFET:
HKEY_LOCAL_MACHINE\SOFTWARE
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BRI =T BT B

May 22, 2024
BEY—7ICED. BEFRICICABEREDTES—>a>Z25RUTIET, ChUSED. BEY—ITIoZRY
IVZABKIEICALELET,
A
S&E>—Ulk. [Session Recording Agent 0 700 /X7 ] THEENBEMICAR >7cBICBEIhIcEY> 3
VI L TOHBEMTT,

BRY—IZEBMICTB

BRY—IEZBMCTBICIE. ROFIEZRTLET,
1. [Session Recording Agent o707 <] @ [FL—V—] 24T72RI £,

2. [BE—IUZEBMCTB] ZFRL. | TL—LZERTZEEZEHEL I,

SATFLEED | 7L —LRERERINT3ZrdH. HREL|1 7L—L (FEfL, 10~1,800 #&E) %13
M3 HTEES, T7A4INMTIH SRATFLEED | 7L —LRER [F] 60#) BRSO TULETD,

SRATFTLEZED | 7L —LBROHBICDOWVWTIE. RORESBL TSIV

SRFLEHED | 7L —LRIE 198

Low 300 %
Medium 60 7
High 30
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s Session Recording Agent Properties =
5 Sessi ding Ag perti X
Recording Connections Lossy Screen Player

[~] Enable fast seeking
Seek settings

(@) System-defined |-Frame interval:

(O Custom |-Frame interval:

OK Cancel Apr

3. (# 7> 3>) Session Recording Web Player (3t L TEERY— 7= BMICT BICIE. Web 7L —v—~
—oT [ER] > RERE] CBEHL. (BRI —IJEEMICTE] MNBRINTVEZ L EHBRLET,
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Cifrix | Session Recording

Recordi
ecordines Preferences

Set your playback preferences.
Comments v

Administrator Logging v Player cache
Set the cache size you want the player to use for playback.

{8 Configuration ~ ———0 —o— —o— 32 }% MB

o m

Seek options

Enable fast seeking

Select this check box to improve the seek performance during playback

Session Recording t —/\— X DIZGDIER

May 22, 2024

Session Recording Player »'5 Session Recording  —/\—ADELH DR

Session Recording Player Tt w3 > B4 9 380IC. BEShicty > 3> %84T 3 Session Recording
H—N—r DEFEEHEB L £, Player Z & IC#8#® Session Recording H—N— DEFEERTIFTH. A
RFIC1EE D Session Recording #—/N\—IC##i 95 C L IETE £ A, Player Z18%® Session Recording
—N—CEHGTERLSICEBMT 358, 1——IF Player @&k d Session Recording 4 —/N\N—%2ZETE
ESENS

Session Recording Player B'f Y X k—ILENTWVWBET—UXF—>3>vicOd# > LET,

Session Recording Player z2&L 7,

Session Recording Player DX =2 —N—T, [Y—IL] > [#7>3>] DIEICERL Y,

[#g] 27T [Eml 22Uy o L&Y,

[RR b&] 71 —JLRIC. Session Recording —/N\—% KX 33T >OERIHDIP 7RLZEANFIL,

TORINEBERLET, T7AIL LTI EF a7 TREShIBEDS HTTPS/SSL 2R 3 &

51Z Session Recording "M I £ 9. SSLABRINTLAWSSIE. HTTP ##RL £9,

6. Session Recording Player h'#8# @ Session Recording # —N—CEHTIF B & SICHER T 31213,
Session Recording H—N—CCICFIB4 H LTV 5 2EDRLET,

7. #4519 3 Session Recording ¥ —N—DF Ty IRy I RBFUICHE>TVWE L ERRBLET,

ok w e

Session Recording Agent »'5 Session Recording # —/\—ADIZEHDHER

#&4t13BE. Session Recording Agent 1 > X b —IL9 3 & SIS E T, Session Recording Agent =
IYAR=ILLIBTIDELSZRET 5IC1E. [Session Recording Agent 0 700 /XF+] #FERALET,
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[y

. Session Recording Agent B’ Y X b—)LENTWBH—N—IcOJF >V LET,
2. [RE—F+] RE>%21) v L. [Session Recording Agent D 7O0/857 ] #EIRL £,
3. B4t 27020 )y o LET,

4. [Session Recording #+ —/\—] 7 1 —JL K T. Session Recording f —"N—DRLEMRE X1 > F
(FQDN) ZAAL &9,

P
HTTPS S TX vy~ Fa—%EHT 3ICIE. [Session Recording tf—/N\—] 71 —JLRiZES

BHiR XA >ZZANSILET (F7 4L MTIETCP 2EM). ANILAWES. Session Recording I£
RELET,

5. [Session Recording X L —2 Y% —I v —X vt —JDFa2—] T. Session Recording Z kL —
RA—Jv—DBEICERAT 7O ILZERL. BETHNET 74 EOR— b ESEEELET,

E:
HTTP XU HTTPSBHTXA vy —SFa—%FEATBICIE. ISHREBEZIRTI A N=ILL
=

6. (Xyt—20FMHME] 7 —I)LRT. BEIS—HDRELLLSIICF2—ICBEX v E-—D2REFTIMHHE
LT T4 D T7,200% 2B 2RIFANZD. HILWMEZANALET, COHBPMEBT B . X
vE—JIFHBREIN. 7ML EBETEZ0RT—FPRbNIRRETICED T,

7. [Session Recording Broker] T. Session Recording Broker p@{SICER T2 70 )L %EEIRL.
PBETHNET IAINFOR—FBESEEELEXT,

8. BRBAvE—INRFINZDT. Session Recording Agent f —E X =B L TEEEZITANE T,

BE7OMIILOEE

May 22, 2024

t¥Xal 7o LoBENS. HTTP Z@E /O JLICERTZ I Citrix TIESEBHLERA. TT7AILET
i&. Session Recording (F HTTPS AL TEBIE T3 L SICRESNE T, HTTPS TIEZH< HTTP 2EAT 3
BEIE. WK ODOREZBZETIHNELNHD 7,

HTTP z®E70OFJLICERT S

1. Session Recording H—N\—% KX +g3<3>>icOs 4> L. IIS T Session Recording Broker & 0%
BUCEAL TV EFaU T TRESNIEGZEMNCLET,
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2. Session Recording Agent i1 Y X k—=ILEINTWVWEEHF—/N\—D [Session Recording Agent » 70O
NTa] TZORINLREE HTTPS 55 HTTP ICRDOFIBICRE > TEEL £ 7!

a) Session Recording Agent B'f ¥ X b—)LINTVWEEH—N—IcOJF >V LET,

b) [R#—1Kr] Ra>u21) v L. [Session Recording Agent 0 700/X7 ] %&IRL £,

c) [Session Recording Agent D 700 /X7 ] T. [E#] 2T #BRLET,

d) [Session Recording Broker] T [ZOkJJL] Ry RD—EN5 [HTTP] %:ERL. [OK] %
Uy I LTEEZRITANET T, T—EXOBEHZRIXvE—IhRAINES, [IFWVW] 201
v L&ET,

3. Session Recording Player ®s%E <. 7Ok JJL% HTTPS 15 HTTP ICEEL £7:

a) Session Recording Player B' 1 Y X b—LEINTWBET—IZXTF—>3vicOd 4> LET,

b) [R#—Fr] X=a—® [Session Recording Player] %i#EiRL £,

c) [Session Recording Player] X=a2—N\—T [V—Il] > [#F>3>] > [{&] OIBICSERL.
H—N—%BRLT [EEFE] 29VvILET,

d) [ZOordL] Ry o 2R0—8h5 [HTTP] £#RL. [OK] 22E7 Uy I LT EEEZZIFANT
HA47O0Ry I XA%ZFALET,

4. Session Recording R L=V —JILOKRET. 7OLIL%ZE HTTPS 5 HTTPICEEL £7:

a) Session Recording RU>—a> Y —IhA YA R—ILTNTVRHF—N—ICOJF > LE T,

b) [R&—Kr] Ra>u21) v L. [Session Recording K)o —a>vV—)L] #BIRLET,

c) [ZOrIL] Ryo20—EH5 [HTTP] Z:ERL. [OK] 22U v o LTEGRL £T. EHENREL
T3 OREDREFESI N RIC Session Recording R > —>Y —ILZEET B FICHERAS
nFxd,

BEZORILZ HTTPS ICRY

1. Session Recording 4 —N—%7KZ ~F3<> >icOd#> L. lIS T Session Recording Broker & @i
BICERALTWAEFXa) 70 TRESNIEGZBMICLET,

2. Session Recording Agent B'f ¥ X k—JLINTWLW3EH—/\—D [Session Recording Agent ©» 7’1
NTa] TTORILREZ HTTP A5 HTTPS ICEEL £7:

a) Session Recording Agent B’1 ¥ X b—LINTVWBEH—N—ICOJF >V LET,

b) [x&2—Kr] Re>%o1)wo L. [Session Recording Agent O 700/87 ] #BIRL £ T,

c) [Session Recording Agent 0 700/X7 ] T. [E4] 27 & BIRLET,

d) [Session Recording Broker] T [FO kL] Ry o XR0—EHh5 [HTTPS] %#:&ERL. [OK]
zOVy I LTEEZZITANNE T, Y—EXOBE#HZREITXvE—IUhRRINES. [IBW] 27
DwoL&ET,

3. Session Recording Player @& <. 7Ok JJL%E HTTP 25 HTTPS ICEEL £7:

a) Session Recording Player "1 Y2 h—=LENTWVWEET—U X F—>avicOd+ > L £ T,
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b) [R%—Fr] XZa—n [Session Recording Player] %##EiRL £7,

c) [Session Recording Player] X=Za—N\—T [V—I] > [# 7> 3>] > [3&&] OIBISERL.
F—N—%BRLT [EE] 20VvILET,

d) [ZOra] Ry 20—8h5 [HTTPS] #ZRL. [OK] 22EIU v I LT EEEZZIFAN
THAT7A Ry I XZFALE Y,

4. Session Recording /K> —>Y—JLOKRET. 7OLIL%E HTTP 15 HTTPS ICEEL 7!

a) Session Recording RU>—a> Y —IhA YA R—ILTNTVWRHF—N—ICOTF > LET,

b) [R&—Kr] Ra>u21) v L. [Session Recording K)o —a>vV—)L] #BIRLET,

c) [ZOrIL] Ry ZD—8H5 [HTTPS] %:EIRL. [OK] 20U v LTEGEL £, EHENHE
MY B IOREMVRESN,. RIC Session Recording RS —a>Y — L% EET 3 L FICHER
Th&Ed,

Session Recording t —/\—DRE DR

May 22, 2024
CDtEITa VT ROREICOWVWTEHBLET:

o A—H—0DER

e BHIXYE—CDAHREZIAX

- REDRFHAOIETE

o BEIDT 7AITAIDIBE

s TULINEBZDOEMUEIFEINNL
o CEIP #8H

d—H—DER

May 22, 2024

I—H—ICHER%Z 57 BICid. Session Recording r—/N\—% 7K~ X 933> E 1—4—T Session Recording
ARAVY I ZERALTEE (O—J)L) ZBOHETEY, 5o200-IAHDFT:

BE.

X274 LOEADNS. By avOREBORTHEY. BEDKEZRITT DICOICKNELRIERDAZ L
—HF—IH5LET,

+ PolicyAdministrator. FER > —DRR. ER. HE. BlR. BLUOEDUERITTIET, 774
kTiE. Session Recording #—N—% KX~ 93XV OERENCOO—ILDAY/N—TT,
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PolicyQuery. Session Recording Agent # kX k33 —N—TRER) > —DiHEEERTEF £,
T7AILETIE BHA—F—HZOO-ILDXAYN—TT,

LoggingWriter, EEEOJ 2 EIQATCERENELET, T 74 MTE. O—HILEBES LUV
Network Service Z)L—FHZDO—=ILD AV N—=TF. 77 +JL D LoggingWriter X>N\—> v F%
TEFHL. OV DEZTAADRBT BRRE B BAEENBD LT,

LoggingReader. BEOJ 2RI 3EREZMELET, TI7AILFTIOO—IDAYN—ICHZ1—
T—EHO A,

PrivilegedPlayer. $2ED 7 7t RHIRERES L VHIRT D1ERE. BEEZT7—N1 TELVHIRT 18
ReM5LEY,

Player. & L 7z Citrix Virtual Apps and Desktops & & U Citrix DaaS (IB# Citrix Virtual Apps and
Desktops H—ER) Tv a3 RRTIERELGELET. T 74N TIOO—ILDAYN—ICHEZI
—H'—I3H D £ Ao, Session Recording DF 7 +JL FRETIF. LOA—HF—ICHBELILEZYIVE
BYETIERIEIHD £ A, RELIEYS 3 VZ2BETIERI VI —DPRELEEEYS 3 >ZEBE
LESETRLRDIZT—AyE—UHRRTINET !

Search Failed

IQI Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security,

OK

A—H—2O—JLICEIDHETBICIE. ROFIEEZERITLET:

ok wph e

Session Recording 4 —/N\—% KX+ B3I VICEBEL LTOYF Y LET,
Session Recording &>V —ILzE#L £7,
I—H—%ZROETHO0-)ILZERLET,

XZa—=N—T. [l&F] > [2—H—JI—TDEDOLET] DIEISERLET,
A—H—rJI—TZEBMLET,

Session Recording Tld. Active Directory TEEINZ31—H—ELUIIL—THYR—rThEd,

BEIVY - TMREEBIF 1 PEROEMEHIEMICAD £9, 721906 U ') — X LI, Session Recording
RUS—OVY— )L TREOBEBRY S —ZERTETE T, #L L TBFEOREBERY > —1 28RBLTIET WL,
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CEIP & Google Analytics

May 22,2024

Citrix h 22X —IT OV RRUI>YZRALEFOSF L (CEIP) (BN 2. ERBOBRT -2 LVERRRT—2
MESLVEEINET, 743 BROGBENT+—I Y ROBLICKIEET, COBERT—XDIE—
(& & OBRERDDOMEMICHTY B 78I Google Analytics ICHEETB N TIH T,

CEIP 0=7E

77 #JL b Tl 2 —4 —Id Session Recording @ > X k—JLEFIC CEIP ICEEITEML £, Session
Recording 1 > X b—ILh5EB&Z 7T BEIC. IET—427 vy 7O—- R TbhEd,. CEIPOHITZXoU T3
DEMBBRTBICIE. UTZRITLET:

1. Session Recording #—N\—%KZX rF35I IO F >V L& T,

2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—D7O/F ] #RIRLET,

3. [Session Recording #—/\—D7O0/X7 ] T. [CEIP] 2%y oL%7,

4. [ARER—T VARV IYZAAETOTSLICBMTE] Fv IRV IREFTICLET,

5. Citrix Session Recording Analytics +—E X = BiEeg L T. REEZEICLE T,
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i_lzﬂh Session Recording Server Properties — >

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

Google Analytics DR E

Google Analytics zHE%1129 % . Google Analytics & Session Recording #—/N\—C OED/N—FE— T
— AN SR CICIETNE S, Web Player 01— —17817—4 % Google Analytics ICEfEdh&xd, 1
—H—178ICId. Web Player Zf<. Web Player TREZBES L URRIT B REDTITAETAHEENE
ED

Google Analytics 277 # L b TEMICH>TVEY (EU 0&EFHRZRR<). Session Recording d1 > X k—
IVEHTBIR L Tc 21 LY — Y FHidiga EU ICB L TW3EE. EU osEH L BAIh. Google Analytics 1
TIAIETEMIAR>TVET,

Google Analytics Z B EIFBMICTBL X MURE:

#%BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
#Z#i: CeipHeartBeatDisable

fEDT—%: 1=8%H. 0=H%

Google Analytics Z&#ic g 3ICld. UTE2RTLET:
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[y

. Session Recording 4 —N\—%2KZA T3 ICOTF >V LET,

2. LPZARIITF12—2HTET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\s 28BL£7,

4. LY X kU1E CeipHeartBeatDisable Z#Z /- IZBML 7,

5. CeipHeartBeatDisable 0% 1 ICBREL T,

6. Citrix Session Recording Analytics 4t —EXZBEEH L T. REZEMLF T,

Google Analytics ZB#ICT BICIE. UTERTLET:

. Session Recording #—N\—%KZX rF3I> IO F >V L& T,

1

2. LYRAMIITA2—2HTET,
3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\1 #8BL %7,
4. LY U fE CeipHeartBeatDisable #§|iz 330 EOT—2% 0 ICREL X T,

5. Citrix Session Recording Analytics t —EXZBEE L T. REZBMLFT,

Session Recording —N\—H'S5INEINZT—4

MORTIF. PESNZEBOBROBEOHZEBNLET, T—FTE. BEREZRETZIXRTOFHAIIEFN
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machine_guid
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k7 —4h Google Analytics 2%
ECNhET,

TV =3 oREIT 7LD
¥z R9EH. Google Analytics
& CEIP o@mADEMRIZE. T—
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BaE. TANREETNET,
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S=BLUVAIRY ORI —D
xR I EH, Google Analytics
& CEIP o@mAHEMRIZE. T—
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kL %9, Google Analytics &
CEIP omAMBHEHBE. T—%
MNEEINE T,

BREBHAYEL—SDHRXEZIAX

May 22,2024

TOT a4 TRFBRER) S —DBMNA YORETEY >3 Vv eRET BHE. 1—F—BERBEREANDLIRICRE

BHZRITED X7,

+ [Session Recording #—/N\—7O0/X7«] © [@H] 27T [T rRI1—-H—btv>a>oiRExE
BTEBLSICTB] HEMIHR>TWVWBRIFEE. T4 FOBHIX Y E—JIFRDELSICRREINET !

Session Recording

Your activity with the desktop or program(s) you recently started is being recorded. If

you accept, click "OK", if you deny, click "Cancel” and the session will be disconnected.
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IVRIA—H¥-—DPEyla OREZEETIEZLSICTS, COMREICED, IR 1—H¥—-FtvaYy
EHTTBAICEY S I VBREORERHEICHATHNICAR I ZHENHD EFY, TV RI—HF—HEEFIEIC
EEd 3 L. Session Recording "E#MICA ST RETE Yy > a v GiTeINES, TV RI1I—H—HRE
FEEZESTLIEEES. 0ty a i3 TLET,

e [TV RIA—H—HEyv a > oRBEESTTEDZLSICTE] HEMTHR>TLWARWES. T74ILLDE
MAyE—JIF ROLSICRAINET, REMBLTVWSB TR by T LIZTOT 5 LTOREERE
LTVWET, COEBFICRIRTHIHEEIF. TR MYy TERRIETOTTLZEAL TSIV, I—H—H
[OK] 20w o3dc. D4 RUPBHLCLEY 3 >ZHITTIET,

T2 bOBHIX =2 VDADARL —FT 1 VIV AT LOEEBTRRINE T, BEICIHLT. 774
FOXyE—221 MILEAXA Y E—JANEEBTIET,
BIRLAEREOEETEBMAYE—CHERTEEHTIET, TOB XvtE—2081 ML XyE—IUFX
HBHREAIAXATEET, (ETIR3BAMA v E—CREERBILICLI DDA TYT, A—H—Ilid. I—H—HERL
EO—ALEEDSEBTBEHNA v E—IHRRINET, SEEEOBHX Yy E—JIF 774 FOBHIX vt —
TEDBERINZET,

BREBHNA v E—COHREZIAX

1. Session Recording 4 —/N\—%HKZA b FBIIICOTA Y LET,
2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—D70O/F ] #RIRLET,

3. [Session Recording f —/\—7O/NF ] T, [@HM] 275200 v o LFET,
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[% Session Recording Server Properties

Default message

Title

Storage  Signing Rollover  Playback Motfications  CEIP

[] Allow end user to deny recording of their session

Logging RE 1

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. i you ohject to this condition, close the desktop or programis).

Language specific messages

empty. Only the default notification mess

be used.

List of language-specific notification mess

T
Jcs 15

g
ge will

Add...
Madify...

Remove

Apply

X

k

4. Ly areREYIRICHATHLI-F—DORBZEMICTBICE. [TYrFI-—F-DtviaroiE

ZIEBTEIBLS5ICTD] Z2BIRLES,

[TV RI—H-—DEya>OREZELETEIBZL5ICTE] Z#IRTBE. TIHILEDOAYyE—IUAXH

WIELIcHDICEETINET !
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% Session Recording Server Properties — -

Storage Signing Rollover Playback Motfications CEIP Logging RE Y Y

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Allow end user to deny recording of their session

Default message
Title

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. K you accept, click "OK", if you deny, click "Cancel” and the
session will be disconnected.

Language specific messages

Add...
List of language-specific notification messages is
empty. Only the default notification message will Modfy...
be used.
Femove

Corcd | [ ool

5, T4 FOBRAX Yy E—CFEATZIHEIE. BEICIECTT 74U DX vE—IJ 21 MLEXyE—D
mxXELTEL. [OK] 27Uy I L TREEZTTLEY, sBEEOENX Yy - EAT BRI RO
FIBICEAF T,

6. [EEBEEOXYtE—Y] £ a>T Bl 22y LET,

7. Xwt—COEEEBIRL. XvtE—J 21 MLEEAXENALET, 1 DOSEBICOZIERTI S XA vE—
JIE1DTY,
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Language-Specific Motification Messages

Select language:

Title

Motification message:

Cancel

HLOWAYE—YZRFANNTTIT 71928, ERFEOBAIX v E—U Ry I RCRETNET,

FORINBROEME T IAmM L

May 22, 2024

Session Recording #—/\—X Session Recording Player £« > X b =)L LT VI, sEAE 21 VX ~—JL
TEEJ, slAZEE VX ~—JL T3 L T, Session Recording ICT 2L BRBEFID YT, BEEOEFaUT
1 ZBRUTEEY,

TIAIET, TORIILBRIZEMCHS>TVEY, REICER T S:EAEEHEIRY B L. Session Recording h
5 Session Recording Z b L—I YR —2 v —H—EXICHAMOIERMTE TN F T,

T RINERDBEK

Session Recording 4 —N\—% KX +g23I> O 4> LT,

[(RE—F] REVEIU v L. [Session Recording H—N—D7O/NF+] #BIRLET,

[Session Recording #—/\—D70O/XF«] T. [BR] 4720w o LET,

Session Recording Y R—3 Y b EA VR b—ILLEI S VOB TRESNBEZEMICT SHEHEZ
BRLEY,

> wnh
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795 L BEOFM

1. Session Recording H—N—%KX b 3T IcOFA > LET,

2. [RE—F+] RE>% V1) L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. [Session Recording #—/\—D7O/NF«] T. [BR] 4720V v o LET,

4. CEE] =20V v o LED,

AR MGELR— b

May 22, 2024

HE

AR ESELR— b EX—)LTEREIIBEZITRAZZENTEET, IRV KEELR—FCIE. X—=ILOZK
X LTRAP AT STHEEN. CSVI7AIIUDRE T 7L LTEENE T, CSV I 7AILICIF. TS
FRARYISEE FVH—LIEZORERIGBEDIRY FOREHE—BHFEENTVET,
:
DRABLARY MEERIS—TARY MRBE LTA—IILBHEEIRLIZBETH. BROIRY NOFEE
ICEAT 2 EMEZITA N TEET, THHNRARY MOBELR— b, EROBH. FIXZF0mA % 1ER
TEET,

LT BRELVBEOARY MEELR—MIBENZFIP AN S TOHTY:
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citrix cifrix.

Session Recording Event Response Report
Aug B, 2023

Stataticn on responses SNgEeed by your et reRponas By,

Session Recording Event Response Report
Aug 7-Aug 13, 2023

Satisticy 6n retponses trigpered by your event responss policy

Databuis fil sde name selalonisdsntding -t
Derlnksase iNSLARCE NAME SESSHareeding-Ob

il Al et b E—— |
Email alerts Web Browiing IE— 5 Emadl alorty ferton w'$ .
TR —
Fils deleton S 15
157 Berlomence data - 12 23 ““"";‘: 2- 2
Anher 3%
DA SEreEn recodings Appvint oa— Dynamic soreen recordings m.ﬁppﬂal ._‘. [
Sassion locked Appuet o Sesgion kacked Popup window T 4
App wlarg -
‘Web browing = 15
50 Popasp wendow - 11 ‘IQ Web Eroweirg & 1
nher 3 Othed T
Basshand dehoonnedied Fg frangler T Seisions discannected Fie transfer & |

25 1

Soniand logped off My — 22 Sessions bogped off

45 Parirmance data & §

@=L ou can find the full list of events and responses attached 1o this email il Youcan tind the fulllist of events and responses attached to this email
T 4 s F ol re T 0 i fram C = 0 [ f

ARV EBELR—MIUYITESR CSV 77 LOFICOVTIE. MTFTORIU—>2 3y hESRLTES
(AN
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-~

& |2 EventResponses_9 21 2023.csv Open with v

A

User Trigger time Trigger description  Recording file Trigger type Trigger detail Event detail
XF4B5\Administrator 9/20/2023 3:21:50 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/20/2023 3:26:53 A perf C:\SessionRecordings\2023\09\19\i_fab04 and start screen recording when a is deteq
XF4B5\Administrator 9/18/2023 8:52:36 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 8:53:09 A perf C:\SessionRecordings\2023\09\18\i_3c71% and disconnect session when a isdetecte!
XF4B5\Administrator 9/16/2023 3:03:56 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 3:09:06 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 6:58:15 A web C:\SessionRecording WebBrowsing Email alert and lock WebBrowsing<SPLT
XF4B5\Administrator 9/20/2023 5:41:04 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:50:37 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:51:07 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:14:43 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:26:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:56:26 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:28:23 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:30:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:25 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:44:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:46:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:33:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:19:45 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:20:15 A perf C:\Sesi0nRecor®ngs\2023\09\19\i798cd( and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:26:17 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:18 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:52:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 5:41:33 A perf C:\SessionRecordinas\2023\09\19\i 98cdc and start screen recordina when a i

101

X=LTEESNARY FRELR— b2 ARFIFBERTRET 3ICIE. Session Recordingﬂ—/\‘—d)?"l:l
NTFERALTLA— 2T Pa—)LLET, [Emaill 27 THEEX—ILRELZEBRL TS

P

Session Recording #f —N—H'BESEAXTERINTLEHBEIF. Y—N—D1DTLR—+bEITY
a—)ILLET, ZNLYMDBEIE. & Session Recording #—N\—TX7 P a—ILEERL T,
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| Session Recording Server Properties - X
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud|*

Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email
O Daily
@ Weekly Thursday v

Email recipients: ||

Cancel Apply

Session Recording X kL —LK—

May 22, 2024

=

Session Recording Z kL —J LAR— b g, B—F 3 EROBFHE S iz Session Recording # — /N — D&
EFEICEAL T, BRASHZRMLET, X—ILTRIETBIDOLR—FCIE ROESBEAAD T I MFv— A

EXUEER
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=) SERVER
Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A 4% over previous week

.I 60 GB ¥ -14% 1234 A 170%

Slorage used Sessions recorded

Total size of all recordings (GB)

501 oy
454
407
360
Apr G Apr 7 Apr g Aprg Apr 10 Apr 11 Apri12
Wed Thu Fri Sal Sun Maon Tue

Storage usage per day (GB)

a
Lo FEPEEPEEEEEEEE  SEEEEREEEEEREEY BRI
| I I
0 I
Apr G Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr12
Wed Thu Fri Sat Sun Mon Tue
— J-day average @o====-- Weekday average

MNumber of sessions recorded per day

213
142
TI I I
0 |
Apr 6 Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr 12
Wed Thu Fri Sal Sun Man Tue
- J-dayaverage  ===-=- Weekday average
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101

X — )L TEfE I N/ Session Recording R bL—SYLAR— b EBEXRELIFBERTEET 3IC1E. Session
Recording 4 —N\—07ONT1 ZERALTLA— 27 Pa—I)LLET, [Emaill 27 THREEX—ILREE
MR LTS IZT W,

A
Session Recording #t —N—H'BEHHHARX TERINTWVWIEEIF. T —N—D1DTLR—rERTY
1—I)LLET, ZhIMDBEIE. & Session Recording H—N—TR7 a2 —I)LZER L £7,

|35 session Recording Server Properties - x
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud |4 %

Storage report

This option allows you to receive s!orage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

[ Send storage reports by email
O Daily

@ Vieekly Thursday v

Email recipients: ||

BED T 71T 1 XDIEE

May 22, 2024

BRET 7 TINOTAIDBKRELABZICONT, 40O FICEELADHD. BERICO—IRF14—%2FALT
BEEMEEEIDLSICRIGINBLARDEY, 771U Y A AZ2HHAITBICIBT7IIILOLEWMEZERELE Y,
BRET 71D ORRISET B L. Session Recording IC& > TT7 77 IILHEAL 5h. REEZFITT S7HICE

M7 7AIDMERSNET, COREEO—ILA—N—CHFVET,

O—)ILA—N—Dk®H. 2 DOOL I VMERIEETETET:

e T7AINY AR, COYARITETZERED T 7AIUHIEALC. FILWI 7AILHEEET, T7 4L FTlE
O—J)LA—=N—lgH 1 XN 50MB 2B 2 e RELEFT, HR—FIN3EIZ. 0~300 TY,

o B CORREIET B, MEDT7AUDLELC. HLLWI 7AIDHEEET. 774 ETIE £y 3
VH 12 BEREINZLO—-ILA—N—HDRELET, P R—rIN3MEIE 1~24 TT,
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A=A —N—IF. LD 2 DDEHDORD 1 DHBLINTESICRELF T, e xIE 1 X LTI17TMB,
B LCOBREIEEL-E LET. BE T 77ILH 3BT 1TMB IZ:E9 % £« Session Recording ic& b 7
FTIHEHALSN. MLWIT 7AIILDREHT,

ZELDNE BT 7AIDMERSNBWVE SIS, 77T BESNLEICHDNDL ST, Dard 1 EEHIE
BYBETA-INA—N—IFEID FEA. CORUMDHISMNE. T 71 ILH 1 XH 300MB 2B R 1355 T,

BRED®RAT 71 IV 1 XDIEE

1. Session Recording H—/N\—%2HKZA b3 ICOTA Y LET,
2. [RE—F+] RE2>% V1) v L. [Session Recording H—/NN—D70O/F ] #RIRLET,

3. [Session Recording 4 —N\—O7ONF«] T, [O—ILA—N—]1 2T=IVvILFT,
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% Session Recording Server Properties

regardless of the duration.

File size threshold (MB):

Recording duration threshold (hours):

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

12

OK

Cancel | Apply

4. 1055 300 OEDEHZANALT. 771ILY 1 XDLERZE MB B TIEEL £,

5. 15524 OFOBHZANN LT, REKEO LRZRKHEMLUTEELET,
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BREORFHZPIDIEE

May 28, 2024

A=A RZ0T7. SANKRYa—L. BLTUNCRY FT—I NI THEET ZHMICRBZEMTI £9. Azure
7 741 )LE£E% Amazon Simple Storage Service (Amazon S3) ICERE=RETIEHTEIET,

E
e SMB® NFSHBED T 7 IAR=—ZXODT7ORIILTNAS ICTF—E2EBMTRE. NTH—I VRt F
a) T LOMEIRETZABEMDLHD £, FFNA—Yaroy/OrJLEFEFRLTEFa) 70 £

DEEZEE L. XT—=ILTAMZETLTEYABNT A=V AZBERELET,
e Iy AINET—HA4T793. £IFHBESINET7 7L 28T 3ICIE. ICLDBOY Y REFEARAL XY,

CORETIF. ROFIBICOWTEHEBLET:

+ Session Recording #—/N\—0 70O/NT « THREDRFHAZIEET 3
o Azure 7 7 T IILEBICRBEZREFT 2
« Amazon S3 ICHREZRFT S

Session Recording # —/\—) 7O/XF7 1 TREDREFESAEIEET S

DY 3> TiE Session Recording H —N—O7ONT 1« TREZBFAEZRES 52— RN EBFIEZHAL F
ED

1. Session Recording H—/N\—%2KZA b3 ICOTA Y LET,

2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—7O/F«] #RIRLET,

3. [Session Recording f—/\—D7O/NF ] T. [B#WIHFR] 27200 v o LET,

4. [Z71IWRBMT +ILE—] Ry O XDO—BZFEALT. BREZRMHTZTAILI—=2EELET,
TANA—%FEIRT R, EN6DTANA—IZT7)INAY FO—ILIEROH—EXDMISTNET,

77 £ )L b T3 SREE Session Recording f —N\—% KX b F 57> > Dl <drive>:SessionRecordings.
THINE—ICBMTNET, BEZREISZT7FINA—EELLD. #HOR) 1 - LETAESHZ TS
e, FRIFEDELDBEEETFRTBLDIC. TAINA—ZEMLIEDTEET, BROT LA —D—&
KHB3HBEIE. BED T AIIA—HTAFIHINTVEILERLEY, BFIHIEE 7 ALY —2RIERL
TIIbhZFET,
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Session Recording 2311

% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
in 3 load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders 1s empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK || Cancel |  Apply

5 [7=HATFEHRT77AINDETITIAINE—] T14—ILRT. 7—HA T BABREEETT ST +ILA—%I8E
LET. 7—HA T ENBEZETTRLODICEEETIZT74INA—I13 1 2RIFTT,
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F7FIN LTI 7—Hh+a7iEHREIE Session Recording 4 —N—% KA +FT3Z3I>2D
r<drive>:SessionRecordingsRestore; 7+ /L4 —ICETINET, JANA—%52EETE£T,

Azure 7 7 1 L HBICREZRET 3

Azure 7 71 ILEBICEBZRET BICIE. ROFIEEZRITLET:

1. Azure PortalT. X bL—ST7HDO Y REERLTH S, Azure 771 IILVHEBEEERRL T,

DAY RZ—EHA RIZDWTIL. Azure Portal 2R L7Azure 7 7 1 LEBEDER S L UEEE S

LTLfEs

BE771ILY
11X (MB/BsRS)

<6.37

<6.37

<6.37

<6.37

%10

%10

%10

Ty avi

<1,000

1,000~2,000

2,000~3,000

3,000~4,000

<1,000

1,000~2,500

2,500~4,000

TJ71ILEES
17

HDD Standard
(StorageV2)
SSD Premium

SSD Premium
SSD Premium
HDD Standard
(StorageV2)

SSD Premium

SSD Premium

Yo MOKRIF. B ITRETHENODHER T,

Tr71ILHEEBY
+—42 (TB)

10

Session
Recording #—
N—DE

Session
Recording #—
N=—DH1 X

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7AINHEEIx—ZIE. 1BH7=0D 8. 1HhBAH7=D 23 EXH. FSRE 771D 1 HhBOREEM
ICEDVWTEHESINE T,

2. Session Recording #f—/N\—%A > ZX rb—JLLTRR bIZ. Azure 7 7 1L HBOERIBEHRZEML £,

a) BEBr LTIy 7OV 2B L. K51 J% <Session Recording t—/\—»/{X\>\Bin

THINE—ICEELXY,

7 7 # JL b T &, Session Recording # — /X — [&C:\Program Files\Citrix\
SessionRecording\Serveric4 YR b—JLETNTWE T,

b) 'SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName> <ac-
cesskey>| OV RERITLET,
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FEHORKIIROEHBEDH T,

» <storageaccountname> (&, Azure DX L =T AT FDEFITY,
+ <filessharename> (3. AL —CT7HIY MIEEFNZ 771 ILEEORZRITY,
+ <accesskey> (&, 77 MIEEADT7ILRIERATEZRA N —JST7HUY F—TT,

AbL=STFATY bFR—ZRIET BT RD2DDFENBD T

e AML=T AUV RE—E. 771ILHBR—0 [Connect] 71OV EIUyILIEE
ICRRINBBHEXFHHDSBETEET,

1docs (G+/)

Connect X

sessionrecordings

& sessionrecordings
SMB File share -

« ?

A\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this

Upload -+ Add directory
share must support SMB protocol version 3 or higher in order to handle the encryption

R Search (Ctrl+/)

. q Click here to learn more.
& Overview [P search files by prefix
fa Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found.
m
It Properties To connect to this Azure file share from Windows, chose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)

Operations PowerShell terminal:
@ snapshots Drive letter
& Backup | z v
Monitoring Authentication method

- QO Active Directory
fil Metrics

(® storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access
Utilizing Active Directory allows to ifferentiate file and folder access, per AD account,
within a share. Leam more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445

if (SconnectTestResult. TepTestSucceeded) {

# Save the password so the drive will persist on reboot

[

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

YhR=JoEfOFESF—>avicHhHB [Accesskeys] U1 w I LT,
VhEF—ZREIZICDHTEET,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\<filessharena

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
.l

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IBMTAINE—] 414700 KRy 2T [OK] 20Uy o LET,
v. [Session Recording ' —N\—07ONFT+«] D1 > RUT @R 20V vILET,
vi. (BR] Y L—FRRIChR-756. [OK] 20Uy o LET,

vii. SessionRecording X L —IIR—J vy —H—EXEBEHMT I LSRN, [IZVW] %
JUvILED,

Session Recording Server Properties

The “Citrix Session Recording Storage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Amazon S3 (CEEEERET S

1. Session Recording #—/\—% t2.xlarge £7l3ZNZBX 3OO AWSEC2 1 > XZ Y RIZA VR
F=ILLET,
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2. XytE—IFa—-DXML—THIR%E 4,194,304KB (4GB) WA LICEEREL T,

File Action View Help

L e A IERCEEN

| Message Queuing Properties ? X

3— Computer Management (Local ons

v [} System Tools General Storage Server Securty Security - ~
@ Task Scheduler =t
] Event Viewer = STANDALONE2209 More Actions ’

2 Shared Folders @

& Local Users and Groups
@ Performance ID {6EFD71E3-4A09-4397-8B45-FAD0B25F0CSD}
A Device M
Gm iy Uevice Vanager Computertype:  Independent client
v &5 Storage

@ Windows Server Backug

= Disk Management Storage limits

v Services and Applications Limit message storage to (KB): 4194304|
\’:ﬂ, Internet Information Sel
Eg) Routing and Remote Ac [ Limit joumal storage to (KB): 4194304
% Services
& WMI Control

[Tﬂ' SQL Server Configuratic
& Message Queuing

< > Concel || sl

3. Session Recording Agent ® 7O0/7 1 T, Xvt—JFa—EDOXvE—J0BEMERE%Z 14,400 % (4
BifE) ICRELE T,
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E@; Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Session Recording Server: W2K155T-Q5KIDYM bt local

Session Recording Storage Manager message gueue

Protocal : TCP s
HTTR/HTTPS port: Default
Port Mumber:

Message life specifies the penod during which data remains in the
MESSE0E qUELE.

Message life (seconds): 7200

Session Recording Broker

Protocal: HTTF W
HTTR/HTTPS port: Custom W
Part Mumber: a0
Ok Cancel Loply
A

AWS Storage Gateway OFH £7zlg X > T F > X, @7 71 JLH Session Recording #—/\
=D FAIIHBICRESNBWVBELHD 9, T—RIBRDRETZAREENHD X7,

FIE

Amazon S3 ICRBEZRET DICIE. ROFIEERTLET:
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1. Amazon S3 N7 w b EER L F T, L <IE. Amazon D RFa XY T INTw FOERI 2BBLTL
EEW,

v Account snapshot View Storage Lens dashboard

r 22, 2021, 10:43:00 (UTC-05:00)

2. Amazon S3 7 7AW TF— DA ZERLTT7 o970 THHLET, ChiZk b, LEIHIIER L 7= Amazon
SANTY hEDBEDT—REENFREICHRD £9,

HLOWFIBICOWTIE, RO Amazon R¥aX> h&BBLTLKETV:

e AmazonS3 7 7AW TF— bz A 2 ERLTT7 VT4 Td 3
o F—RDITADTUVTa T HF—%EUET S

3. RNV ERTI7 71 INHEZERLET, 777 IEEZERT S & =, LEICIER L 7= Amazon S3
T7AINT— b0 %8IRL. 771)LHEE% Amazon S3 N7 w McEG L3, 3#L <13, Amazon
DRFAXIET D71 IILHEBOER] #8BLTLEITL,

4. Session Recording #—/N\—% 1 YA r—JL LTI VICBEL. ROFIEZRTLET:

a) 771 ILHEEOERERE Session Recording —N—IZBIML£9, CODHICIF. EBEL LT
XYRFOV T +%iEE L. RS 1 7% <Session Recording H+—/N\—D -1 > X ~k—JL/XX\>\Bin 7
FIA—ICEBLEY, 774 b TiE Session Recording 4 —/N\—IZRDBFRICA VX =L TH
%9 : C:\Program Files\Citrix\SessionRecording\Server, ’xiZ. SsRecUtils.exe -AddAwsS3
<GatewaylPAddress> <S3Path> <GatewaylID> <Password> O<v > R #ETL £,

REHOEKIIRDEEDTT,

+ <GatewaylPAddress> (. AmazonS3 7 71 ILF—bD 1D IP 7KL X T,
« <S3Path> (&. Amazon S3 N7 v FDREFITT,

« <GatewaylID> (3. AmazonS3 771 Is—brT 1D ID TY,

« <Password> (3. 77 1 ILHBEDOERBFICKRE LT XA FNXZXT—RTY,

TRAMNRT—=RZBRSIRTOERIE. ROLSBT 7 A INHEBER—STAFTEET, YA MNR
T—RIZDWTIE. CESTEEICRHRL TS HBELHD ET,

Example Commands

You can use the following example commands to connect to the file share

On Microsoft Windows: net use [WindowsDriveletter]: \\ \citrixsessionrecording /user:sgw-56599C3F\smbguest
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b) REZRETIHME LTI 7L EEEREL XD,

i. [Session Recording —N—n7O/F ] #EIT £,

ii. [1&4IFR]1 27T [BM] 20Uy o L%Ed,

iii. UNC X2Z# RO TANL 9, \<GatewaylPAddress><S3Path>\< 77 3 L& — >,
BRET 71N ZRETIHEAELT. T7MIEBOTICHZ YT TANA—%ZBELE T, €5
T3k, Session Recording 4 —N\—h'BEMICH T T 3 LA —EERL £ T,

RS —

May 22,2024

Session Recording RU> =YYV —ILZFERALT. BERY > —. ARY MEHKRY S — ARV MRERY >
— BLURBOBER) > —ZERLET. KU —0EREHE. CitrixCloud e A > 7L 2 XBROEAN S
Delivery Controller s & T %9,

5E:

Session Recording RU > —> Y —I)LZER Y 3 ICId. Broker PowerShell X v 7 > (Bro-
ker_PowerShellSnapln_x64.msi) #7ziZ Citrix DaaS Remote PowerShell SDK (CitrixPoshSdk.exe)
EFHTAUVRAN—ILTZIHENHD £, Citrix Virtual Apps and Desktops ISO (\x64\Citrix
Desktop Delivery Controller) T Broker PowerShell Z+v 71> aBERLFd. £l
Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #+—E'X) 4o >O—RrR~R—IH 5, Citrix Daas
Remote PowerShell SDKE &~ >O— R L %9,

B b

LY X b E#HEL T, Session Recording 4 —N—ICFH LB WVWESNAEELLBEICT 7 1ILHK
BDNZ3DEBSC I LN TE 9, Session Recording Agent 21 VX b —JLLeI P VICEEBECL
TadA>y L. LYZRMVITF 1 2—%BWVWT. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix
\SmartAuditor\Agento i DWORD f&DefaultRecordActionOnError =1%iEML *
ED

RUS—D7 07474

1. Session Recording R >—aYYV—)LEA YA R=LLIERIVICEBELLTOYF Y LET,

2. Session Recording RU>—a>yY—LzEEL £9,

3. [Session Recording tf —/N\—A0DEHE] 71 > R UMW 5. Session Recording —/N\—D&Zgrl. 7
OkJ. BLUVR—FHRELVWI e ZHRBLET, [OK] 20Uy LET,

4. Session Recording /K> —>Y—JLT. WHROKRY > —DOBEEZRIET,

5. 70714 7hTBRIS—%ER LET,
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6. XZa—N—=T [RUP—DF7IT71TH] ZFRLET,

RUS—DEE

1. Session Recording KU =YV =LA YA R—)LLEERIVICEBBELLTOJF Y LET,

2. Session Recording RU>—a>yY—Lz@EHL £7,

3. [Session Recording t —/N\—A®DEH] 71 > RUHMREW 5, Session Recording #H—N\N—D&gFl. 7
O3 BLUVR—FHRELVWC e ZHBRBLET, [OK] 20Uy L&D,

4. Session Recording RU>—a>Y =)L T, JHROR) S —OEEERI X,

5. BEETBZRUS—EBRLET, RUS—ORADBERT VICRREINET,

6. RAIZBM. TE. FIIFHIBRT BICI3:

e XZa—N—T FHLVRADEM] 2BIRLET, RUS—DBT7IT 1 TRBERBRY TT7v T+
YRUDNEE. BEOHEEBZRIAVvE—IDNRTINET, RAVsF—RFzFERALTHLVWRAIZ
ERL £,

s TEIBZMAEEIRL. HI/VUYILT [FONTa] ZBRLET, RNV« — FEERALTRAY
ZEBLEY,

« HIFf92RAZHRL. 52Uy I LT FRADHIER] ZFRLET,

RS —DHIRE
E:
SATLEBEBDR) S —FIETOT4 THRAR)D—ISHBETE ZH A

1. Session Recording R —aYV =LA YA R—ILLERI VICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)Lz&BL £,

3. [Session Recording t —/N\—A0D#EHE] 71 > RUHREWE 5, Session Recording #H—/N\N—D&gi. 7
OkJ. BLUVR—FDRELVWC e ZREELEY, [OK] 20U v oL ET,

4. Session Recording K> —O>Y—JLT. WHROKRY > —DOBEEZHIET,

5. ERAVTHIBgT 2RV —%Z2BIRLE T, RUS—DT7 I 71 TBRBEIF. FHDPORVS—%TFIT717IC
TRIMRENHDET,

6. XZa—N—=T [RUI—0HIR] Z:BRLFEI,

7. 03W] 200y I LTRIEZREL Y,

Session Recording 7R 'J > — DR

May 22, 2024
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SRATLEBOBRER)S—2T7I0T147ICTBI8D. BEDHRZLBER) S —=2ERLTT7IT171C9%
CEHTEFET, YATLERORERI D —ICED. Ly a efilBE—oRAZERALET, HRYLTRER
o—ic&b, BT EY a3 VEEBELET,

TOT147RBERIS—IZE>TRETS Y aVHREShET, —EBILTIT07ICTE3HER) > —F
12T,

PRTLEEREDFER > —

Session Recording (Zid. ROY AT LERDFER) —HHDFT:

[Ep Citrix Session Recording Policy Console - a] x
File Action View Help
e 2@ 6| HE

|[El Session Recording Policy Console Rule Name Description Action
v [& Recording Policies

431 System defined nule This rule will disable the recording of al sessions. Do not record
[ cutom session recording policy

[= Do not record
[E Record entire sessions excluding audio (for everyone, with notification)
[E Record entire sessions excluding audio (for everyone, without notification)
[E Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with notification)
[E Record entire sessions excluding audio with lossy screen recording enabled (for everyone, without notification)
() Record entire sessions including audio (for everyone, with notification)
[E Record entire sessions including audio (for everyone, without notification)
[E Record only events (for everyone, with notification)
[E Record only events (for everyone, without notification)
[ Event Detection Policies
[ Event Response Policies

s REILEW. TIHIEDRUS—TT, FHDORIVI—ZEBELAITNI, Evia RBREINEE A

s A—TaAdEeHR<tEyrarefERELEY (221—Y— BHHD), CORIVI—F Ly arek
(BEEANRY Z2ATH BEIERKRC) 2REBLEFT, 21— RFERICREBRHZZITED 7,

s F—FTaF Ry avefkERELEY (21— BRHAL), CORUP—F Eyviarei
(BEHEAANY rZ2BTH BEIFRC) 28a8LFY, 21— 3REENZZITID T A

o FRAFEEREZBENLTA—Tr A2ty arveheRELEY (221—F— BHHD), COK
Uo—id. Eviarvedk @AY bZETH BFEIEKRC) 2REBLET. BRET 71O 1%
HIR S 37=0iC. FFFEERENEMICHE>TVWET, - —FBRICREBNZZITED £7,

s FRAFEEREZEMNLTCA—Tr A2ty arveheRELEY (22— — BHBRL), COR
V=g, Eyvrareth @EcARY 20K IR Z2REBLEY. B8 71ILOY 1%
HIR 9 370Ic. EERMEBRERENEMICR>TUVWET, I—F—REREENEZZITED £HA.

s A—TaABH Ty arveheRElLFY (221—H—. BHHD), CORUP—IF tyvarve
hERELEFT (EE. IRV BEZEY), - —REFAICREBNZRITRD £9, RBEHUIH
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TWRWHDX A —F 4 7 DA—FT 1 7FZFEENICTITEZELSICBD F L, VDA ETRIET . Citrix
Workspace 7 7UHA YA R—ILTNTVWE IS4 7> OB TRIESINZIERIG. REHXIhTLAL
HDX #—7 1 A EhEz T, REUEINTVWARWVWHDX A —Fr A IFERD, F7ZoFa> 7oy U4a4
L2k (BCR) & & U Microsoft Teams OR@HD>FUFICRENZ &S5 IC. REHIN HDX +—F
A A TR SA TV MIAT7O—-RINE T,

o A—F4FEEZDHDTEY I VEFRERELET (22— —. BHMAEL) CORUD—IF. By arRiK
#RELEYT (BE. 1RV BEEZED), A—HY—3REBHNERITED £H A,

o IRV IDHEFRET S (22A—H— BHHD). TORUI—IE. 1RV MMEHERY S —THREINLAAR
VhDHAEFELEFT, BEPESIIREINEFHA, - —IIFaIICEREBEMNZEZITED £,

o IRVINDHERETD (221—H—. BHIHRL)e CORUD—E, ARY MMEHARD S —THRESINAAN
VhDOHEFELET, BEVCEEIIREINERA, - —3FEENEZITED £HA.

PRTLEZRORER) D —IZEEXIFHRTE EE A

HRE LFER S — DR

A—HY—FkFIN—T RAT7 TV r—2a3> & E3 7RIy TUNV =G —F&IEVDAT > V. B&
U Citrix Workspace 77U 0547V rDIP 7 RLZAEIETIE. TOEyv>a>E2RETI£Y, Session
Recording RU > =YY —ILICIET 1 = RABEINTED. TOV = RIS THRAZER L £, 25
INTWBR TP TV —a > EiETRI by PR, TUN)—=TN—FFLIEVDAT S Y O—BZEFT 3121
H4 FEBEEDOGHRDERIUETT, - ~d Delivery Controller TEEEDFABMDIERZEBML £,

ER 9 2 RACCICHRERFE SURAFHZEEL 9. BRERFIBUNEHZHBILTEY a3 VICERINZE
¥o

RACCICREREZ 1 DFERLET !
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e Rules Wizard by

Step 1: Select a recording option to specify if and how a session i recorded.
(W) Ensble sassen recordng wih rotficatian

] Enabls audc reconding

] Enable lossy screen reconding

'D Enable session reconding without notfication

() Enable event only session reconding wih notfication
() Enable avert anky session reconding without notfication
':J Cisable session rmcording

Cance

s BEMILTEYYavERBET D, COFXTavid. tyiareik (@EHEARNVE) #BELET, 1—
F—I3BHICREBRNEZITRD £9, IS5IC. A—T AFEFFIXETEEERBEZBMNICT DL SICE
RTEFET,

o« BHILAEWTEY Y3 VEBEET S, COATTavid. tyiaradixk (EBEHEIRNVE) #8#EB8LET,
I-H-RFREBFNEZIIMD A, I5IC. T—T ARSECRFTEEARBEEZENICTHELSITE
IRTEET,

¢ BHILTARY FDHDT YL 3 VERET %, HEDIARY FOAEFET L. [LIEHEEKTZDICE
UbET, COF T aviE. EydarvEBLTARY MEHARY S —THRESNAIRY FOIHZIREL
9, BEIFREINEFEA. I—H—I3FFICEEBMNZZITERDO £7,

« BAILBWTARY FDAHDEY S I VZFET S, HEDAIRY bDOAZIRET D L. SLEHAZTHERT 2D
IR BET, COATIaviE. Ty arxEBLTARY MEHER) O—THRESNIEARY FOAEER
BLXY, BEIIBFEINEFHA, 2I—F—IREENZZITED £ A,

o Lyl avERBBELAEVL., COFTTaviE. Ly arhBRESINAEVWIEEZEKRLEY,

s BERERICHEDT FUT—2 a3V ZIFRTICT S, COREZERTSICIE. FTYEEREZEIIC
T3] EBRIZVEDNHDET, BEREFICLIV—IXXITHEDT VT —2avzERRTICLET,
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LAV —IR7DBI. B JL— FLIFEZRETETET,

feezid. BEOBERICT TV =23 VHERRICHE>TVWB A bbb 7!

Session inf fo View playlist

e v

Recording 1/1
Nov 8. 2023 5:08:52 PM
00:03:12- 0 events

View: All

] & —o D] 00:02:00/00:03:12 E Comments

(2 Shere X1 Show stats 5 FULL SCREEN

RAICEITRDEBEHOWIT MO Z LR ED 1 DBRL T, RAIZGZERLET:
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E“* Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[[] Published Applications or Desktop
[ Delivery Groups or Machines

[] 1P Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
|IP Address / IP Range: All IP Addresses

< Back Next > Cancel

o A—H—FflFTI—T, RADOBREEERTZ1I—H—FIETIL—TO—E%2ERL £9, Session
Recording (2 & > TActive Directory /)L —7H LV 1—H—DHRT1 FU X MMbEFATEEY,

s RBATIVIT—2avELRETRI by, HRAOBREZERT B 27 TV r—2a >y 3T by
O—BEERLFET, HADHF—RT, 7IUT—>a3 > FETRI by TEERTE S Citrix Virtual
Apps and Desktops % 7zi& Citrix DaaS (IB#F Citrix Virtual Apps and Desktops #+—E R) #3®RL %
ED

s TUNV=GI—TFHIFT> >, HRAUNORIEZHER I DTN =TI —TF&FEIS >V 0—BZEHL &
To MDA H—RT TUNU=TI—TELIFIVOBFRAEERLET,

« IP7RLRERIZIPERE, HAUOBREZBERTAIP 7RLIAEXRLIEIP 7RLADEERO—EZERL £
Fo [IP7RLRFLIZIP OFEEDEIR] BET. REDENFIIEDICHESTBHRIP PRLIERIZ
IPEE=ZEMLES. CDIP 7KL XiE. Citrix Workspace 77UDIP 7 RL XTI,

E:

Session Recording R > —> YV —ILTiE 1 DORBIRNTEBOKGHZER TS £, RANBEARAINDS
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BRiCid. TAND) & TOR) O@ADHIBEE TN, RENABT I3 VEHETIOHICEODNET, —HKHN
IC. TOR] BEFII—EOEXMHROERICELN. TANDI EEFILE - EROEHICY T FEZERICHED
nEd, &ENM true THNIE. Session Recording RS —T VI UHZORADTI>a>uELDET,
Z5 THITHUE. ROBANCES, WIBZEDRLET,

BER S —ICEBORBZERT 35513 BRORAUFHIC—HIZ Ly arhH3aetlsh &9, 20
£ 5BI5EIE. BRBA/ROEVRAINE Y a VICBRETNEY,
RAICL DRITEINZRERIEICK o TEZDEBEIRMNRED £95

s Tyl arveERELEVW] T7IL a3 edCRAOBEIRUNMRDECRDET,

s MBRIL Ty a3 v2REY 51 RAUOBEIRUANARICESBD T,

s MBAMILBWTE Y 3 vZRET %) RAOBRIEMUH 2 FBRICHRSBED XY,

s MBRILTANY bOHDOEYI aVZ2RET 51 HRADBREIZIFEETT,
e TBRMILBWTARY FDHDEY S a v ZREY S RUDOBEERIRDMESADET,

BERY S —ORAIZFHEOVWTNICHETEESBVWEY S 3 VDG BARBENHD FT, 20L 5BV aVIC
DUVTIE. 74—y IRAUOEBRENBERAINE T, T+r—ILNY IRUNOBEIEIC TEy arvzRaEliwg
TYo ZA—INY IRANIEBEXIZHBFRTI EEA.

ARZLBER) S —EERT B ICIE:

1. ARBEHDRY S —FEE L LT, Session Recording K> —aYY—I)LHBA YA =)LTATWVWSH—
N=IlcAJF > LET,

2. Session Recording RU>—a>Y —)LZzEHL T £RAIORT>T [BERV>—] Z#RLET, X=
2—N—=T [FHLWRU>—0EM] ZF#RLET,

3. ILWRUS—%FIUw o LT RAIOEBM] 20Uy I LET,

4. BT« F—F T, BEA T2 a>z#RL. RNl 20Uy LET,
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B Rules Wizard by

Step 1: Select a recording option to specify if and how a session i recorded.

(W) Ersble sassen rcordig wih nobficstion
[ Enable s recondng

0] Erabie lossy scrsen reconding
O Ensble session recording without notfication
Erable mucha reconding
Enable kossy screen neconding
() Enable event only session recording weth notification

() Enable avert only session reconding without notfication
() Disable session recording

Cancel

BRIL Tty avERETS] ik [BRLAVWTEYS 3 V2RET 2] ZBIRTB L. S5ICFH—T
< ARBELRAIEEEREZENICTEHESHZERTEET,

FrRFEEREZEMNCTS L. TH5IC [EBEAEREDRICKEDOT FUTr—2a v 2ERTICLET] ZFiR
L. BEDT7 IV Tr—2 a2 2 FRTICTBEDICEATELAV-—IRXIDBZERETEEI, LI1V—<
208 B JL— FIZATY,

5. RAFRGDER -RD 1 DR1ISEBORAUNFRHZERT B LA TEXY !
A-—H—FRFINL-T
PERT TV —2aVERBETRINY T
FTUN)=TI—TFERIFTIY
IP 7 RLRERIZIP OEHE

6. RARGDOHE - HETBICIE. TREZTOEZIV VI LEY, FIOFIBTERLAFHFICE DS, @EICT
BH5I M NE T,

A
[(RBET7FVTr—>a & iET ROy 7] OTHRAETOEZERLIEEBSE. [P 7 RLZR] EIP
ZRLZ, URL, £x&IFa> bO—F—DO—HAILRYy bT—0LICHZHEIEIAVE2—2—RIIR
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DEY, [TTVT—23>D&EF] VAMIRRENRIINE T,
(REAT V=23 B TRy T] £Rid [TUNV=TIL—FEET> V] 2EIRT 31548,
Session Recording R > —> Y — )L TEEICER T 3 Delivery Controller ##8E L £7,

Session Recording KU >—2a> v —)Lid. CitrixCloud 8& U7 > 7L = XEEH 5 Delivery Con-
troller IZBE 93— DF v RILTY,

H Rules Wizard by

Step 2: Select the rule criteria.

[ Users or Growps

[=] Publshed Appications or Desktop
] Debvery Groups or Machines

[ 1P Address or IP Range

Step 3: Edit the rule criteria.
| Selecting = rule eriterion above sctivates the option here. To sdit, click the undarlined valye,

Users | Groups: All Users

Published Resources: Select Published Apolications or Deskiop .
Delivery Groups | Machines: Select Delivery Gigups of Machines. .
IP Address | IP Range: Al IP Addresses

T v Cacs

fee g [FUNV—=FUN—=T&fE< > V] Z#RTIHE. LORXIU—>2 3y FTHETSZ/\1/8—
>o%xBRLT BNl 22 wvo L. Delivery Controller Ao T %iBIIL 7,
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C.

[El Create Query x
Site Address: Citrie Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

=R

#+ > 7L = Z Delivery Controller

Citrix Cloud Delivery Controller

#> 7L = X Delivery Controller 15 Citrix Cloud
Delivery Controller ict1h &z 3

BN E

a)

Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 2. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix DaaS Remote PowerShell SDK % -1 >~
A +=J)Lg 3, 2. CitrixCloudd7hHo > +E
BIBRERIL T %, 3. [Citrix Cloud
Controller] FTv IRy IRZEFVIZT B,

Broker_PowerShellSnapln_x64.msi % 7 >~

AR =ILLTIY >V EBREHT %, 2. Citrix
DaaS Remote PowerShell SDK 1 > X k—

JL¥ 3, 3. Citrix Cloud @ 7 #17 > ~ BiglER

%1%t d %, 4. [Citrix Cloud Controller] 7
IVIRYIREFICT %o
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fERA BRIENWE

Citrix Cloud Delivery Controller 54> 7L =2

. a) Citrix DaaS Remote PowerShell SDK % 7>
Delivery Controller ictIh &z 3

AVRAR=ILLTYY V=2 BiEET 5, 2.
Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 3. [Citrix Cloud Controller]
FIVIRYIREZTICT B,

Citrix Cloud @& RIERDIRIE

Citrix Cloud TR X k&N TWL3 Delivery Controller ico T g 3I2id. Session Recording R & —
AVY =B YR =TT > TFHT Citrix Cloud EREREREL 9. COEEZTHAEL

B.A.

&, T7—HHREL Session Recording RS —a2Y —ILHERICHEEL B AZ DB FT,
FETHRIET 31213

a) CitrixCloud a>v—jiicod4> L. (ID 8LV TR EE] > [API 701 R] ICBEL T,
APl 7ot 2Btxa70517 > eERL T, Citrix Cloud @RI 7O 7 b2 B TI 385
O77 MLV ERBLET. EFa70347> 24U O- R L. BFZ2ZEEL TLRERGAICERT
LET, T74IL DT 71ILAIE secureclient.csv T,

= Citrix Cloud

< |dentity and Access Management

Authentication ~ Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* ' ' .asthe customer parameter.
Nama your Sacura Client Create Client

Named: Id Creation Date Actions

secureclient o e T 3:53:01 PM Dec 3, 2018 o)

b) PowerShell tv > a>#BVWTRDITY FZRTL. FIOFIETIRELL) FETAT7(IL%EE
MCLET,

asnp citrix.x
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->

KHEIZIHLE T, Customerld & SecureClientFile #8F L £9., FEOIOYY RT. BEZEADT Y
AL EDBIHETOT 7rIlcitrixdemobMER I . LUEDTARTD PowerShell twv > 3> TR
SOV RHEEINET,

7. D4 —ROBRICE> THERERTLET,
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A BaREINALTIVT—a vty arIiICEY 3HIREIE:

o PUTATRBRI—DBTFTTVr— 3 >R D—RzRAIEHE. BRESHINty > a>TRM
TWBT7 )= eid—HLEFRA. TOHER. FaiEHShicty > a VIFBETET FHE A

o PUTATRR)—DNIRTOT7Z TN r—23>0%2FE L TVWT, £y a Y OEFIESHNEMICHE >
TW3Ealk. 2—4—h Windows @7 Citrix Workspace 7 7UicOd 4 > Lic e FiC. FE@EHA
PRRINE T, FFiEFHInk (BD) tyvrarye. oty a > TSBEHINZ T TIr—>
IVHRBEINET,

nzEEETBICIE. BERYS—ICRSTIHOTIUN)—=FIL—TFTT7 T r—a >z @l Ed, 8#E
FHICT TV =23 0F3FFEALBRVWTLLIESTV, CO77O0-FICL-T, BEmiE#HIN LYy avE
FBEITEET, 7720, BHIERRINET,

Active Directory 7' ). — 7D ER

Active Directory 7' )L—7%fERH L T. Session Recording DR > —%EETEET, BLADI—H—Tld%H<
Active Directory )L —7% RT3 . AR —2BHRICERLIEDERBLADTIEY, L zid. B
#F9p 21— —4* Finance &£ W5 Z#id Active Directory 7L —FI&EFN TV BB EIE.

[RAI] Y — KR TFinance J)IL—7%BIRTZIL T, TOTIL—TOIRTOAIN—ICHEAINSRAZE
RTEFET,

A—H—DHRTA UMY

HBAO—HBOI—H—DL vy > a>EREICREXNRN SIS, Session Recording R > —ZERTE &
o ChZ

A—H—DERTA b MEEFENE T, BAABRZMOKRSHECHEDEBORRELY, tviavzeiE
TEHERESTRAVI—H—ZKRTA MR MIBEFT 3 E@BRTT,

e 2. TANTOLREERE A Executive X L5 1D Active Directory JIL—F DXV N—TH 3B E.
Executive 7' )L—7® Session Recording Z &I T 2 RAEER L T, EN5OI—HF—DEv> avhiRL
TRESINBVLSICRETT XY, CORNZELRUS—HT o7+ THREIE. Executive FIL—TF DA N—
Dty arvidREINEFHA. BEBRDIEDNDODXN—DEYS I VE. TOT1 BRI —DIFHIORAICE
DVWTERETINE T,

Director ##m L T Session Recording +—\—% B9 3%

Director 3>V —IL%ZEALT. BER) Y —E2ERELUVT7IT0 THTET T,

1. HTTPS #&i0i5& 1%, Director —N\N—o [fEFINz)L— FEERAZE] IC Session Recording #—/\—%
BRI BEBAEE TV R M—ILLE S,
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2. Session Recording 4 —N\N—%EB 9 3 & 5 IC Director t —N—%#m 3 31CiE. C:\inetpub\
wwwroot\Director\tools\DirectorConfig.exe /configsessionrecording
IRV RZERITLES,

3. Director # —/\—7T. Session Recording #—/\—® IP 7 K L X £7z13 FQDN. R— +ES. & U
Session Recording Agent h* Session Recording Broker & OIZ&ICER T 3ELOEHR (HTTP £/
HTTPS) #AAL %Y,

O—JLA—N—OEIE

RUS—%TI0T17ICT3HE. TNETTITA TR =3ty a>oRENETITEET. £
Ty a vORETFAIINDLRISETZETHNEZREET. O—ILF—N—F T7 0T XEIZREHMH
MERICETZERTEINE T, O—ILA—N—LITWMBICDOVWTEHLL G THET 71ILOY 1 XDIEE] 258
LTLEES W,

RORT, Ly a>OFEHRICHLVWERER) > —2B8HAL TAO-ILA—N—DEI L IICELZRRIIDOVWT
SEAL X9

LEIORERY > —: WLOLEER) D —: A=A —N—DEOFER > —:
gELBW FHDRY > — TERL, A—H-—DHFHLLEy>

IVICAT A TBEETDHICHL
WRUS—DBIICRD ET,

BAILAVWTRETY S gELau gEMELELET,

BAILBAVWTRETY S BHLTRETS BREZHITLBMX Yy —CZ2KRR
LEY,

BAILTRET S gE LBV BEMEFLELET,

BAILTRET S BHLBVWTREY S BEZHITLET, 12— —dRIC
A>3 IRXyvE—IH%
TENFEA.

BREDORER S —DEBRK

May 22, 2024

Session Recording Tld. &EIR—ZXDT7 I RHHBHHR— TN TWET, Session Recording R >—1
YV—IILTREORMERY S —ZER L. B8RS —ICERORAZEBMTE XY, FRAZ. BEORBEELLT
A—H—FBEI-—F—JI—TZERL. ThOREZ TOHEENKRTTEINEREIBDICRIBET,
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N2 LBREBER S —DOER

BREOBMER > —EERT B80S, ROFIETHEEEZEMICLET:
1. Session Recording —/N\—%KIX g3 icOdF > LET,
2. [R&—F] RE>HEIU v L, [Session Recording t—N—D7O//NF 1] #ERLET,
3. [Session Recording #—/N\—D70/87«] T. [RBAC] #7% 0 Uv o L%d,

4. [REORER) S —DOBREHFTIB] FIv IRy IRZFVICLET,

iﬂ] Session Recording Server Properties — *

Storage  Signing Rollover Playback Notifications CEIP Logging RBAC
Recording viewing policy

Thiz option allows you to configure recording viewing policies in the
Sezsion Recording Policy Console.

Allow to configure recording viewing policies.

HZE LBRERERY) S —ZERT BICIE:
A BEBRVS—BLVARY MRERY D —CIZRAD, FEBOMERI S — (RUS—RIZEMLEITRTOR
BIZEY) 13 TR LEBICTITATICBDET, BN TIHNEEZHD FEA,
1. ZRFHDOR) O —EEEL LT, Session Recording RS> =YYV —IHRA VI b—LETNTWVWEH—
N—=ilcgd#> L &7,

2. Session Recording RUS =YY —IILZEBELET, T 74/ FTiE BEOBERY>—IEHD EFHEA
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

*: [BEOMEBERYS—] 2FERATEZL3IC73IC1E. R¥IC [Session Recording #r—/\—@70O/X
Ta] TTOWREREBMCL TSIV,

3. ZAORA>T [REOBERIS—] ZFRLET, XZa—N—T FHLWLWKRUS—0BM] Z2BRLT
BREOMBER) > —ZERLET,

4. (7> 3y) HFLLVRBEORERYS—2E57U v oL T, BHizEELEY,

5 #iLVWRUS—Z2EIUy LT FRAIDEM 20Uy o LET,
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@' Rules Wizard X

Selected user or user group who can view recordings

‘ ‘ [ Add. |

Next > Cancel

6. BNl #2)wvoL%E9,
7. [A—HY—JI—T0:&ER] 4470 T. REOFBEL LAY —FkiE1—H—JI—TZERLFE
ER
A
BELcty> a3 aERRIBICIE. Ea—T7—IC Player D&EZE DY TIRELNHD ET, 5L
iF. MA—H—&ERB) 28R LTIV,
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[Ek Rules Wizard >
Selected user or user group who can view recordings
‘ Add...
Selected users and user groups whose recordings can be viewed
Add .
Remave Al
< Back Mext = Cancel

P

ZRHAT, REOBEBEL L TEIRTEZ0R 1 A0 —H—FiF 1l 202—H#—JIIL—TFEIFTT,
BROA—F—FE2A—H—JIN—TZBRLBEEIE. RFOBEROHDEHIZED. 7FI R
w I ACRREINF T,

BREOBEEEZIEET S FIE. BEEICPlayer 0O—I)LZEDHTTWVWRZEEBRBLTLIET L,
BEISNTcEY D a>ZBET2EBRIAZVI—H - BREINELYy> a>zBELELSCTBL
IZ—XyE—IHRRINET, LK TI—H—D&ER 28RLTIIETL,

8. [OK]. [RAN] 20U v o L&Y, RAFKHEZREIZH 1 T7OIDHETET,
9. RAFRGZERLTREL., FIROBEBEENBE TIZ2REZIEELE T,
o A—H—FRFINL-T

s NET IV —2 a3 ERETRIMY T
s TUNU=TN—=TERFIY
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users

Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

pE
TOR) #MIBEBEFIL. RUZHROERB @R ORAEHEBOmES TERASNET,
HERGEIBELBRVWTHELC L, BIRDIEELEABEICIKEEROFEENRTINEE A

10. D4 —FROERICE->THERZRETLES,.
3
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups | Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

AR MEHR & — DB

May 22, 2024

Session Recording (&1 XY MMEHARY & —D—BER%E 7 R— L& T, Session Recording R~ —1
DV=ILTRIS—ZER LTI I ER/IRY M Z2OJRBETIET,

BRETEBZ IRV E

Session Recording Tl WERDA XY hEREHL. BERNTEZDIRY MIZIFT LT, BTRESLUVEBE
THESCEHTEET, KEDFREDSELDH B IR b ZBRELED. BERKICZEDAIRY FZRDIFEDTS
CEHTEET,
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SRTLEREDANRY b

Session Recording Tid. BBIN/ct Y>3V TRELILRDIATLEBRDIARY b 2ZELTOJICRET
TFET

o USB RBREEBEET /N1 RDFEA

s TV —2a B KT

s 7TUIS—

s TTUDAYVAM=ILET VAV =)L

« 77 MILORMEE. . HIbR. BEIOL v 3 VNERME

s £y aYiRA L (VDA) EISATYRTNAR (RYyTENTISATYMRSATERBUA ALY
ZFERALEABECREET NI ZXZET) LOBDT 71 ILERE

s WebBE7VF71ET«

s REIADT AV RIDARY K

s YUY TIR—RDT7 VT4 ET~

+ Windows LY X b DEE

e A—HY—THIVIDOEE

« RDP ##4:

s RNTA—IVRT—4 BRIy aVICBEETEIT—FRIUN)

c Ry TT7vT T4V RIARY K

+ Web Player TR FOHDRED ARV I
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€ session Recording | Player x 4+ v.oo= @B X
< C @ 10.108.77.51/WebPlayer/#/player QB K & i
€ Player

Screen time File transfers Commands Events MAR 7,2022

07:56:39-00:19:22

R, User name: administrator

@ Host name: |
) Client name:

View: All
N Q v
A
Py 00:00:24 Tc
S X :24 Top-most
SRy % windowssessionmsg, , 2548 ¥
el
O EST
N KPS
\ Fedn yx 00:00:49 Top-most
~ & ey window:explorer, , 5100 e
Topmostwindow AL 1
46(51%) P
Py 15 00:01:05 Top-most
See window:SearchUl, , 1796 N
FEFE e 1
Sesda
e
PCN . 00:01:15 Top-most
St .
Clipbosrd Operation S Y window:explorer, , 5100 v
o Nl
6(7%) SEs 1
SN 1
Popup Window Ea s
B RS 1y 00:01:16 App Start:10072:
SIS regedit: 6296: "C:\Windo...
S
¢ S
T
& \; 00:01:32 Top-most
window:rezedit. Registry >
~ = = SN .
« Web Player ToE@RED 1>
v = (m] X
€ Session Recording | Player X +
<« C @ 10.108.77.51/WebPlayer/#/player Qv a i
< Player
> MAR 7, 2022
08:01:47 - 00:01:00 - 22 Events
R User name: administrator
@ |
= oot on [ 2 Host name:
e e om © Ctient name: [N
o T s ook o P "
* Quickacees Py -
v o B a2 o View: Al
T 2
- B LT —
xp CopStagDepHundi .
o Q v
@ settings P oot et
o G 00:00:12 Registry
* create:1380: e
C:\Windows\explorer...
G 00:00:L2 Registry set
value:1380: e
C:\Windows\explo...
L 00:00:12 Registry
create:1904: C:\Program ~
Files\Ci...
00:00:12 Registry
create:1904: C:\Program N
Files\Ci...
Don't miss what's happening 00:00:12 Rey
 00:00:12 Registry
eople ot e e st o eom, W create:1904: CAProgram v
Files\Ci...
g 00:00:12 Registry o
create:1904: CiProgram
Files\Ci..
g 00:00:12 Registry
create:1904: C:\Program N
Files\Ci...

Show stats 54 FULL SCREEN

| 3 D) 00:00:07/00:01:00 & Comments {4} Share Current Playback X1

+ Session Recording Player 1 R>
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£ Session Recording Player
Fle Edt View Pay Toos Hep

B b 11 @[3 |» | Search ~ [Anytime <9 (4 | [ Advanced Search..

Workspace x
Now Playing x
© 11704 8M App Start 10072 regedit 6295 "C:AWindows\regedit eve” a

© 1:17:04AM Topmost window: explorer, , 5100

© 1:17:20 AM Topmost window: regedit, Registy Editor, 10072

@ 1:17:33AM Top-most window: regedt, , 10072

© 1:17:36 AM Topmost window: regedit, Registy Editor, 10072

© 1:17:36 AM Registiy Create: 10072 C:\Windows\regeditewe: HKEY_LOCAL_MACHINE\SOFTWARE Viegest\New Key #1

© 1:18:00AM Topmost window: regedt, , 10072

© 11802 AM Topmost window: regedit, Registry Editor, 10072

© 111806 AM Registy Rename: 10072: C:\Windows\regeditexe: HKEY_LOCAL_MACHINEASOFTWARE Yiegtest\New Key #11 name
@ 1:18:16AM Top-most window: regedt, , 10072

© 1:18:20 AM Topmost window: regedit, Registy Editor, 10072

@Q 1:18:20 AM Registry Set Value: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \iegtestiname| New Value #1
© 1:18:36 AM Registiy Delete Value: 10072 C:\Windows\regeditese: HKEY_LOCAL_MACHINE\SOFTWARE Viegtestinamel New Value #1
© 11836 AM  Registiy Set Value: 10072 C:\Windows\egedi exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel version

© 1:18:47 AM Topmost window: regedt, , 10072

© 11850 AM Topmost window: regedit, Registry Editor, 10072

© 11850 AM. Popup Window: 10072, Fegisty Ecior, e you sure you wank o permanenty delets tis key and all of i Sibkeys?

© 1:1851 AM  Registy Delete: 10072: C:\Windows\regedit exe: HKEY_LOCAL_MACHINE\SOFTWARE\REGTEST\NAME

Q 1:119:14 AM Top-most window: WiShell, CtxDnDSourceProxy, 7260

© 1:19:14 AM App End: 10072 regedit

© 1:19:25AM Topmost window: explorer, . 5100

@ 111926 AM  Unexpected App Exit: 744: C:\Program Fil cati exe: CAWi RNELBASE.di
© 111927 AM  Unexpected App Exit: 5084; C:\Program Fil \ppication’ch CAWi y LBASE dl
© 1:1923 AM  Unexpected App Exit: 4860: C:\Program Fil \pplicationich CAWi LBASE dl
© 1:19:30 AM  Unexpected App Exit: 9864: C:\Program cati CAWi LBASE di
Q 1:13:30 AM Top-most window: chrome, Untitled - Eangl= Chrome, 744

© 11930 AM  Unexpected App Exit: 6644: C:\Program F cati CAWi INELBASE.di

© 1:13:32 AM Top-most window: chiome. All in one Workspace Solution for Secure Access to Apps and Data - Ciix - Google Chrome, 744
O 1:1%:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chiome

Q 1:1340 AM  Top-most window: WiShel, CtxDnDSourceProxy, 7260

Q 1:19:53AM Top-most window: explorer, , 5100

O 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2)tst: 0 Bytes

@ 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document (2).tst | document bt

@ 1:21:09 &AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:11 AM File Move: 5100: C:\Windows\ék t | C:\Usershadmini G p\d i 0 Bytes
@ 1:21:11 AM Clipboard Operation: Text, explorer, ,
£ 1:21:98 AM_Eila Dalata: E100: Tau D, bk 1) Dk o

Session Recording 7L — VY —DZ DDA RY MIDWTIdE. CORREBETERYT I IR ~OHAZESR
LTkezn

A

Web BB 79T ET A LRBIEOT A Y RIDARY b EBHTEZT7IT10 THRRIS—DHBHEE.
PowerBuilder iC& > THBEINLT TUr—S a U FBRETRTIZEAHDET, COREELOET
3i21%. PowerBuilder 2019 R3 #ERLT7 IV r—>a v EHEELE T,

USB KRB ECBEET /N1 XDEN  Windows @i £ 7:1% Mac @i+ Citrix Workspace 7 7U b1 > X b—JL
TNTWVWBISAT7URT. 9347V MRI14TTvEYSY (CDM) TYwEY TSNz FRIGABUVZAL Y
FEFEA L. USB KBEXIBEET /N1 XDEATNB L. Session Recording IZ& D ZDT/NA DR S
fnLE ¥, Session Recording i&. BERDARY MIZIHFIFLET,

() 1:2654 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt -~
(3 1:27:03 &AM File Transfer: 7260: Client:Applicationhang.exe: Host:Applicationhang.exe: 7.5 KB

(O 1:27:09 &M Top-most window: Applicationhang, Form1, 3996 I

Q 1:27:21 AM  Top-most window: WerFault, , 5956

() 1:27.58 AM Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\sers\administrator XF4B5\D esktop\dpplicationhang. exe

( 1:28:034M Top-most window: explorer, , 5100

() 1:28:03 AM Top-most window: Taskmar, Task Manager, 6844

napping: D

A

BATNT- USB ABERERET /N1 X2 FEB L TREANIARY bE#&E Y 321, Citrix Studio T T35+
YRMUSBTNRARUAEALY b1 RUS—% [FFA]] ICREL &Y,
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RE. USB RBEREEET /N1 X (USBClass 08) OBADAHDEHINET,

TIVr—>a 0BT Session Recording &, 77U —> 3 v ORECETOEADEEE Y R— K
L9, 7O0tX% [F7UERHR—E] ICEMNT L. BMLAE7OLREZOFAOERICEDETEINE TS
PEMINE T, Session Recording AEITTNBRNCHBT IR TALADFIOLRBF ¥y IF v TEET,

Session Recording ¥ 7Ot X&cmd.exe. powershell.exe. wsl.exexz [FTUEHE—B] 177
FIETEBMLET, IRV MRERVS—T [TTVEBARY FOOJEZERTB] LU [TTIETARY
hoOJ %8BT 3] ZERTZ . v RFOV 7 . PowerShell. Windows Subsystem for Linux (WSL)
T7UORBESLUVRTH. Choo7OEIELFHT [TTUVER—E] ICMX5hTLEHESMCHD DS
¥ OJICEBRINET, 774N bOTOLRBR. [FTVER—E] ICRRTINELA.

I 5IC. Session Recording (3. OJICRBINEET TUEB AR FORLBIAIY RS V2 RMLET,
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Session Recording Player
Fle Edit View Flay Tools Help

(E R | @“’3" F | Search: - Amytime - [t 5 Advanced Search...

Workspace »

[E5 Workspace - administrator
| Search Results

[ Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in

) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

TIVr—23arvIs— ARNYMRHRUS—OERBIC. [77VIS5—207ICR8Y 3] 2RRIT B L.
Session Recording 377U DERTERELAVWT IV ERBELEY, [FFVIS—%20JIC8ETT 3] FRAZ.
IRTOF7FVICERATNE D,

) 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744

@& 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\&pplication\chrome.exe: C:\Windows\System32\KERNELBASE il
© 1:19.32 &M Top-most window: chrome, &ll in one Waorkspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744

O 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome

© 1:19:40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260
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TIVDAVZA L= ETYA VA=) [FFIVDAYRE=ILET YA YR E—IL] FRAE TRTOF7FY
ICBERTNE Y,

@ 1:22.03 AM New App Installed: 7-Zip 19.00 (x64): Igor Pavloy: 19.00

O 12205 AM Top-most window: explorer, , 5100

() 1:2208 M Top-most window: SearchUl, , 1796

() 1:2208 AM Top-most window: explorer, Downloads, 5100

© 1:2210 AM  Top-most window: ShelExperienceHost, Windows Shell Experience Host, 8332 %
() 1:22154M Top-most window: explorer, , 5100

( 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 (x64) Uninstall, 6172

O 1:22:28 &AM App Uninstalled: 7-Zip 19.00 (x64): lgor Pavlov: 19.00

A—H—F7Ho Y bOEE Session Recording &, 7HU > bDIER. BRiL. B3, HIBR. BBIOEE. &
FUNRT—REBORITEZRETETET,

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl WISy alid QIVURS |[LUCAVWISTIS L, QUWIVITT QU 1w Quiinmiisusinyg e Cuniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)\Users], Builtin account for administering the computer/

® 1:23:09 AM User Account Modification: testuser: A user account was disabled.

RDP ##%: Session Recording &, ESh7icty > 3>%KRI ML TWS VDA D SBKE I h - RDP #4i% 1%
HTEET,

P — s . e — e e e mrseps s e s

O 1: 24 49 AM Popup Wlndow 21 92 Flemote Desktop Connechon The lemote computer could not be authenticated du

& 1:2450AM RDP Connection: 2192 R [[Perklices

€ 1:2519 &AM Top-most window: cmd, Administrator: Command Prompt, 10776
) 1:25:38 AM Top-most window: explorer, , 5100
(3 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator XF4B5\Desktophconfidential docx,

Ty aYATOI 7AIILOBFIEE. ERk. HIbR. BBIO®RME. LU0ty a>RI~ (VWDA) £ I517 >k
FNAREDEDT 71 )LEX  Session Recording &, [7 77 ILER—B] THRELLZ—T Y I 71IlEL
V74 E—DEZFEB. 15l HIbf. BLUBEIRIEZHRETI 9, Session Recording i&. £y > 3> RX b+
(VDA) € OZAT7YRTNAR R TEINISATYMRSATERBIEAL Y b 2FERLIEABRERIEEE
TNAZRZEEL) LOMDT 7 AIIVEEERETEICHTIEY, BET7MILIRY b OOJZRRT ] 77
avEBERTIE. [T7MILER—E] ZEETINCEFELELS. 77 MIIEEOBRENA N - ET,

) 1:20:33 &M File Create: 5100; C:\Windows'\New Text Document [2).tzt: O Bytes

O 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).tst | document. tt

) 1:21:09 &M Clipboard Dperation: File, explorer, C:\Windows'\document.tst,

£ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 &M File Move: 5100 C:\Windows\document.tst | C:\Users\administrator XF4B5\Desktop\document.tst: 0 Bytes
3 1:21:11 &M Clipboard Operation: Text, explorer, |,

O 1:21:26 8M File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes

@& 1:2545 AM File Transfer: 7260: Host:C: .U*erc‘.admlnl"lralor /F4B'5\Desklop\uonhdenllal docs: Cllenl confidential. docx: 0 Bytes
O T2ZET8 M Top-most window: WiShell, Ct=DnDSourceProxy, 7260

(3 1:2619AM Top-most window: explorer, , 5100

(@ 1:26:21 AM File Transfer: 7260: Client confidential docx: Host confidential docx: 0 Bytes

() 1:26:54 &M Clipboard Operation: Test, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Tlansfer 7260: Client: Appllcallonhang exe. HostApplicationhang.exe: 7.5 KB

4 A A ala T ' x e e - 4 Anne
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pE
774N DORSYIF7RRAOYZZEMHICL. RV IT7URROY AR b EXVv TF VT 3IC1E
CitrixStudio T TRS w7 ROV RUS—% [BM ICRELET,

Web & 727 T SessionRecording ic& b, #R—rIhTW3 Web 75U —Ta—#—-7o7F
1ETAZREL. |REPICAANY MIEIRITTEES, 7705 —8. URL. R—=T &1 MLAOJICREIN
F9, Fle LT LTFDORIU—>2 a3y hzBRLTIESIL,

Events and Bookmarks

Ak web browsing https:Adwiaw. google.com, Google - Google Chrome, chrome

T73—h2ADH 3 Web R—=Ih5h—VIIEghTE. ZDOWeb R—JOBELEZIHIFINETH. TS5 —
BIEFRRINELA. COWEEIL. 2—F—H Web R—JICHETIREEHT T I1OICFERTEIEI, fllcL
T UTORIV=22 3y b EBRLTETL,

Events and Bookmarks

2 2:01:43 Ak Web browsing: https:/ v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 2:02:00 Ak Web browsing: hitps: / fweae facebook. com, Facebook - Log In or Sign Up - Google Chrome: :

HR—rTATWE T SO —D—&:

+ Google Chrome
+ Microsoft Edge Chromium
+ Mozilla Firefox

F:

C DAEICIE. Session Recording /N\—< 3> 1906 LA RETT,

REIEDT 1 Y RODAR> b+ Session Recording Tid. 77V DT 1Y RUDBMMOITRTOY 1 > RUDEIE
ICHBEZICARY M ERETEIEY, 7OLRE. 21 ML, 7OERESHOJICRBEINET,
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Events and Bookmarks b4

) 1:56:08 AM Top-most window: EXCEL, Book2, 2S00

() 1:56:22 4k Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
% 1:56:36 AM Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

3 1:56:55 &M Top-most window: notepad++, . 4340

(r 1:56:59 &AM Top-most window: explorer, Deskiop, 7212

) 1:57:08 A Top-most window: WINWORD, Bisjisbb | docx, 8296

(2 1:5713AM Top-most window: notepad++, , 4940

(2 1:57:20 &AM Top-most window: Taskmar, CdiSve.exe, 9275

(3 1:57:34 &M  Top-most window: Taskmar, CiixAuthentication. VitualSmartzard. exe, 9276
(% 1:57:51 &M  Top-most window: regedit, FileOperationtonitorList, G584

3 1:58:04 AM Top-most window: notepad++, shi, 4940

3 1:55:25 &AM Top-most window: explorer, Task Switcher, 7212

(3 1:55:26 &AM Top-most window: EXCEL, Grid, G350

Uy TR—ROT7UT 1T+ SessionRecording Tid. 2 Uy THR—REFEALE. TFX b, B 77
TIOAC—REEBRETEE T, 7OCXBT7IIUNRIE. 7Z70)laAE—pOJ e LTEBINET, 7O
TLABLZA ML, TFAMIE—0OJE LTERBRINE T, 7OLXRBIF. BHEIE—DOJE LTERRIN

£,

A AE—SNETFAMOARBE. 77FNbTROJICERINEFEA. TFAMOABTEZOJICE
29 % 1ZIk. Session Recording Agent iC#% &1 L. HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\
SmartAuditor\Agent\CaptureClipboardContent#1lIZBEL T (F7 2/l MEIFOTT),

[= I

User Name Appication Satus Star Tene: Dumbon  Delvery Group VDA Machire 5
B scmnisrotor Deskiop. Complete 11717200 427AM 002744 DG_TSVDA EBSDK-TSVDA- 1579KB

_TSVD#A
EBSDKTSVDAT
Site: BVT_DB
Status Camplete
Stait 11772020 427 AW
Login 111772020 4:27 AW
End. 1772020 455 4M

onz7a

Sessiort ICALEPH0
ClientName:  NKGWLINLINKTT
Client Addiess 101571376

Events and Bookmarks
© 43822 AM_Diphs
© #3250 AM Cipbos

@ 45353 AM Cipboard Opsration: Bilmap, sxplarer, ,

= |« b

11/17/2020 4:39:30 AM
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Windows L X FUDEE /N— 3> 2109 LIBE. Session Recording &, v > 3 > OREFRIRDL TR
PUEEZBE L TOJICERTEIET:

LY X NULEE BT BRI~

+— 3B LR R - B

BB LR R - EDRE

F—DERIDEE LYY - BRIOEE

fEDEZFIDIEE LIZ LU -EOHBRE LR M - EDRE
BEOEOEE LY R - EORE

*—DHIBR LI Z MY - HiBR

EDHIRF LR b - EDHIBR

i

Events and Bookmarks

© 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\esrss.exe - HKEY_LOCAL MACHINEASOFTWARE \Microsoft\windows\Tablet PC] 15T abletPC

© 10:3055 PM  Registy Create: 8452 C:\Windows\System32\cerss.exe: HKEY_LOCAL_MACHINE\S OF TWARE \Microsoft\windows\T ablet PC

O 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE WDWE432Node\Microsoft\windows\T ablet Tl IsT abletPC

O 10.3055 PM Registy Create: 8452 C:\Windows\Spstem32\csiss.exe; HKEY_LOCAL_MACHINE\SOF TWARE\WOWB432N ode\Microsoft\Windows\ T ablet PC

© 10:30:55 PM  Registy Set Value: 8452 C.\Wrdows\SyswnZZ\,cslss exe : HKEY_LOCAL | MACHINE\SIJFTWARE\Muosdl\Wrdmvs\CuraWusm\Auuﬁo!M LastOrientation
@ 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\ KEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\&utoR atation

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss exe - HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurrentVersion\AutoR otation\NonPreserve| LastdutoRequest
O 103055 PM  Registry Create: 8452 C\Windows\System32\csrss exe: HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows\CurrentVession\AutoR otation\NonPre ser ve

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\AutoR otation| LastOrientation
O 10:3055 PM  Registry Create: 8452 C\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\CurreniVersion\AutoRotation

© 10:30:55 PM  Registry Set Value: 9392 C:\Program Files\CitrsAHDM\bin\CtxGx.exe : HKEY _LOCAL_MACHINE\SOF TWARE \Citriee\Graphics\3\LLIndicator] LLIndicator

© 10:3055 PM  Registry Delete Value: 9332 C:\Program Files\Citis\HDX\bin\CtGfi ewe : HKEY_LOCAL_MACHINE\SOFTWARE\Citris\Graphics\3| SessionHeight

O 10:3055 PM  Registry Delete Value: 9332 C:\Program Files'\Citix\HDX\bin\CtxGx.exe : HKEY_LOCAL_MACHINENSOF TWARE\Citrix\Graphics\3 Sessioniwidth

O 10:30:55 PM  Registry Delete Value: 9392 C:\Program Files\CitrisAHDX\bin\CtxGx exe : HKEY_LOCAL_MACHINEA\SOFT\WARE \Citris\Graphics\3 NumMonitors

O 103055 PM  Registry Create: 9392 C:\Program Files\Citrix\HDX\bin\CtuGfx exe: HKE'Y_LOCAL_MACHINE\SOFTWARE\Citiiv\Graphics\3

COLYRMUERBERZEMICTBICIE. IRV MEERUY—0 [LPXANIOEBZOVICERY 3] 477>
aveEBERLEY,

NITA—=IVRT—4H (BREENEY I VICEAETEZT—RRAIUE) ARV MEERY S —ZER T E
I INT =Y R7F—E2%Z0OJI0RIRT 3] ZFRL T Eydarr—2F—N—LrigEEsEMLET, C
DOHBETIZ. Web Player Tty 3 VBERICEEA —/N—LAHEATNTUVET, CHIFFEERAOA—/N—
LT, BEILIDIERTRICLIEDTEET, A—N—LAICIF. BRESN LYy a VICEETIROT—2KRA
YEhHBDET:

o R

v hTU—=2 (XE)
v bT7—=2 (%18)
CPU A%
AXEUFBAE
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(—\ P

> © et x|+ B - a8 x NOV 18, 2021

== 11:41:52-00:13:33- 32 Events.
a f o

(4}

78 Kbps
- 35Kbps
32%
2989/4088 MB (73%)

00:00:48 App Start9632.
conhost: 2748: \ZA\CAWN...

vvvvvv

tart:2748:

00:00:48
cmd

C:\Win

=)
£ y 00:00:48 hpp Start 11232
¥ o powershel: 2748:pawers
o
-

00:00:55 App End:9632:
theguardian.com nsrtaszet.com conhost
What lies beneath: the secrets of Learn the Cost of a Financial

France's top serial killer expert v Advisor
An intre ipert with dozens. 0ks to ot al Find infor:

00:00:55 App End:11232.
powershel

— 00:00:55 App End:2748:
> “7) 00:05.06/00:13:33 @ Comments [ Share Current Playback x1 Hide stats 50 FULL SCREEN omd

RyTTFYT T4V RIARYE A—H—DEBET 7 ILEZRWVEDEALCED, 74IINAICTFTIEILEDTS
Es Ry TFT7v T o0 Y RIDBREREIN, TOVTEBRREINLD NRAT—RFDODANAZRDSNT=DTBIHED
»HbD %7, Session Recording id. Ty a>ORERICCOLSABRY T TV TI4 Y RIARY M EEETS
BEL5ICBDE LT Web TS5UH—DRyTT7yv T o0 Y RURERINEEA.

TOERERTOYTEORBRE. Ry TFT7 v T 04V RIARY CORBEDPRESNET,

@ 1:23:43 AM_Popup Window: 2192, Remote Desklop Connection, Connecting to: | [[DERREERS) Initiating remote connection.
© 1:24:05 AM Popup Window: 2132, Remote Desktop Connection, Remote Desktop can' connect to the remate computer for ane of these reasons:\nin1) Remote access to the server is not enabled\n2) The remote computer is tumed off\n3) The remote.

ARZLANRY b

Session Recording Agent id. H—RNX—F 4 77U r—>a >Rt 7 75— avBEOARY b TF—4%, ]
BINfcty P aVICBMT 28 IICERATES IUserApiCOM 1 2 —TJ A RERMBLET, IRV FDAR
A1 XIZEIWVWT, Session Recording I3#ZEH®REZ 7O v I LD, Ly avO—RELEIRY Py Y
IVBRAAINY FZOJICERLIEDTEET,

WEBRO IO v Session Recording TlE. BEOFRERICHEOHEZRF v LD, Ly a>oBE
FICHEDHBOKRERE IJOv I LD TEI e TEET, COMEELEFERT 3IC1E. Session Recording
2012 UpEEFERALE T,
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
&=, [ @[T |5 | Search: - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j;m:s” . B administrator Desktop Complete  11/17/2020309AM  D0:00:46  TSClient AWTSVDAD00T 10,422 KB
B sdministrator Desktop Complets  11/17/2020 306 AM 000241 TSClient AWTSVDA-G0D1 10,428 KB
B scministrator Desktop Complets  11/17/2020 303 AM 000330 TSClent AWTSVDA-G0D1 6,064 KB
B scmiristrator Desktop Complets  11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G0D1 11,940 KB
E scmiristrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-00D1 40057 KB
El administrstor Desktop Complets __11/16/2020 217 AM__ 000242 T5Client AWTSVDA-00D1 4405 KB
Events and Bookmarks x

©) 30655 AWM Motepads+Sensitive content detecte.
) 30851 AM  Motepad++Sensitive content detecte

Content blocked

Sensitive content detected

10| |||

[> Size: 10.428 KB

© 3:06:55 AM Notepad++ Sensitive content detected:: 11/17/2020 3:07:13 AM

Playing

COMEEZEFERT3ICIE. ROFIEZEITLET:

1. [Session Recording Agent D 700/X7 ] T [COVDAXRS Y TH—RN—Fs BT T r—>avic
KBNREALT—RDERZHATS] FrvIRvIRE2F2ICLT [BRA] 29Uy o L&Y,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. Session Recording ¥ x> k APl (IUserApi COM >4 —7 x4 X) #MUETHERE 1—H—IZfF5L0
£9,

Session Recording i&. N—2 3> 715 TARY M APICOM 1 > &2 —J = RIZT7 U =B L
LT SFRAISNIEI—H—DIHD. ARV M AET—F%ZREICTENT IWELEFVEIT N TEIET,
O—AILBEEERTOI A>T —F—ICIE. 772 TIOERIMIEINTVET, oI —H—
ICCDT7 o RAFT=F5T BICIE. Windows @ DCOM O#EmY — /L= ERLET:

a) Session Recording Agent T comcenfg.exe #%=47L T. Windows & DCOM #mY —IL =B E &
ER

2 Run X

77 Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

Open:

=
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Cancel Browse...

® co - [m] X
%. File Action View Window Help - &%
e | amXE 6 BE DX
[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. Actions
v & c‘.omponengemes Manage.. Windows .. HxHelpPan... Activatio.. Frame Host Service e N
~ ] Computers
e | % &% &% & & & & & & ot >
| COM+ Applicatio| AppVClient appwiz.cpl Authentica.. Authentica.. Authentica.. Authentica.. AuthHost AvailableN.. AxlnstSv
| DCOM Cenfig Ul CredUl... UlCredUl.. UlCredUl.. UlTerminal...
=] Rum-m Processt
| % & & & & & & & &
g Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve CFmifsEng... Citrix Agent  Citrix EUEM Citrix Citrix
& Services (Local) Intelligent... Image host COM Server ImeMsgFer.. LogonCs.
Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. Cloud CloudExper... CloudExper... CloudStor...
Recording .. Change W... Broker ApplD Create Syst...
CMLUAUTIL CMSTPLUA Color COM~+ Event ComEvents... ComEvents... Connected COpenCe... CortanaExp..
Management  System User Store
2 2 2 & & 4 & & &
< Run x
CheAudioC... ChVideoC.. ChideoC.. CustReg  Databxcha.. DEFRAGSVC
Class service
/=7 Typethe hame of a program, folder, document, or Internet
=1 resourcefand Windows will open it for you. ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ’
[ DevicesFle... DfsShiExdll DictationH... Dockinterfa... DsmAdmi... DVCRender...
Open: | decomenfgend | ~ Class  COM server
%) This task will be created with administrative privileges. ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ
EditicnUpg... Elevated  Elevated-U.. EmailClient EnhancedS.. EntAppSvc
System S...  Explorer Fa... Class

RXAVEBEIIN—TOAYN—TIRIHEWI—H—I|ZHER%Z 5 L. Session Recording Agent A*
Windows Server 2019 L& & 7zid Windows 10 IR TRITIN TV S B EIE. FIBb ISEH £ T,
FNLOINDGEIE. FIEbEZRXEX Y L TFIBECICHEEAXT,

b) EloFES—>a>h5 [AYY—ILIL—FK] > [AVR—Y Y —ERX] > [AYFa—%—] >
[xra>vEa—%2—] DIBISERLET,

[RravEa—%—] z&7Vvo L. [TONTr] Z2BRLET,
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= R on Coordina..
~: Services (Loca

View

New Window from Here
Export List...
Properties %

Help

Opens the properties dialog box for the current selection.

.'ﬂwComponent Services X
%. File Action View Window Help 8 X
e 2R XE Q= Dl
(21 Console Root Name Actions
v v d i”";:‘:;‘ :rz”ices “|COM+ Applications i -
1R My Commitar | DCOM Config More Actions 14
> @ Event Viewer ( Refresh all components

[COM tExaTs] 2TEFIRLET, RIZ. [BEIETIT4THDOTI/ERHFA] €023 >T

RE@BORE] 27Uy oL, [O—AADSOT I T+ Tk] HERZHFODI—HF—ZEMLET,

My Computer Properties ? x
General Options Defalit Properties
Default Protocols COM Security MSDTC

Access Pemmissions.

You may edit who is allowed default access to appiications. You may
also set limits on applications that detemine their own pemissicns.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

‘You may edit whe is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their owin permissions.

Caution: Modifying launch and activation pemissions can
! affect the ability of applications to start, connect, function
andlor un securely.

Edit Limits... Edit Default...

Leam more about setting these properties

OK Cancel Apply
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Launch and Activation Permission ? X
Default Secuity

Group or user names:
S8 SYSTEM

©

SR INTERACTIVE

Add... Remove

Pemissions for SYSTEM Deny

Local Launch
Remote Launch
Local Activation
Remote Activation

DeOo|§
oooo

[ o | conn

¢ EloFES—vavhs [AvY—ILI—F] > [AVR—2bY—EX] > [AvFPa—%—] >
[¥rd>vEa—%—] > [DCOM D1Epg] DIEISEIRL T,

% Component Services

%. File Action View Window Help
e 2@ XEB. BHE O

(23 Console Root ~ | Actions
v B Ctj:mponent Services ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ DCOM Config -
v ] Computers Ro.. Ro.. Y. 0... 3% 0... 32-bit Preview Accessibilit..
v & My Computer

Handler Surr... More Actions >
> [] COM+ Applications

- ocomconts & &« § § & & & @

> ] Running Processes

- Account AccStore acppagedll  AcroBroker  AcroDistX AcroPDF  Activatable..  Activation
> [l Distributed Transaction Coo||  Manag. Class Manage..

> 2] Event Viewer (Local)

g -siow & & & & & & & &

Add to AdobeAcro..  ahadmin APClient  AppActivati.. ~ AppCom  Application  Application
Windows ... HxHelpPan.. Activation... Class

ication  Applicati \ppReadin.. AppService.. AppVClient — appwizcpl Authenticati.. Authenticati..

Frame Host Service Ul CredUl O.. Ul CredUI O..

Authenticati.. Authenticat.. ~ AuthHost ~ AutoMdmN.. AvailableN.. AxinstSv

Background BannerNotif...
Ul CredUI O.. Ul Terminal...

Intelligent...

& &« § § & &

Battery BDEUlLaun..  BdeUISrv Bitmap Bluetooth Bluetooth
Notificati... Class Image AVCTP Service  User Service

& &« & § & & .

®
®

Bonjour  BrowserBro...

®
®

Citrix Session Recording Agent 50U v o L. [7ONXTr] &ZBIRLE T,
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— Fai . s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authertication Level: | Default w

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

d) [tFaUF«] 27%BRLET, RIS, [BEIET7IT« ThOT7IERET] o2 a3>T [MRE]
Uy L. [O—AIDS5DT7 I T4 T] EEEZF>A—H—%EBMLET,.
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

Group or user names:
HR SYSTEM
a Administrator

= e N1 W E =]

i DAL i
l guoxiangzh (UGYEB \guoxiangzh)

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

A
DCOM D8RSI CICBMICED £J, T—EXPIT U EBRETIVNEIIHD FHA.

3. Citrix Rty avemBELEd,

4, PowerShell z#28L THRED R 51 7% <Session Recording Agent -1 > X k—)L/XZ\>\Bin 7 =
LA —IZZEE L. SRUserEventHelperSnapindll €2 a—ILx1YR—+rLZET,
5. Session-Pause& & UfSession—-ResumedvY Y KL v b 2R1FL. EBEROITOvIE FIAH
—FTBNTA—EFZ—FRELFT,
INTA—=R— sREE WMABERIEA T aY
-APP Session-Pause JY >V RL v +E KA

& U Session-Resume <>V K
Ly b EFEVDHT 7 ) DEH
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NS R—B— HEA WBEEA T3>
-Reason aAvFovhOvoInsEmR, FTFoay

CDONFTA—Z—ZRELBWEE

I aAvFrusTOvsIhTu
BB LUBBBRIEFEL. T
OvI3SNTWBIEZERIT I 4
IWEREFPRTEINET. CONT
X—R—ZHRETD L. Eyday
OBERICTOy I ShiHABICH
L TIC. BELLEALVETR
INET, CONTX—F—F
Session-Pause <Y > KL v tr
Session-Resume JY > RL v +
OEATHERATEET,

-AheadSeconds CDNTA—Z—I&, FFoav
Session-Pause <Y > RL v kT
DHEATT F7, WEBERIHREH
INB3ETOEAEFEZ/NT/NRT
SREEEETEEd, 774+
ElZ1#TY,

-—

fce ZIE. RO &SI Session-Pause 2T TCI X7 :

EN Select Administrator: PowerShell — O X

ion-Pause

on-Pause

on-Pause [-App] <string> [[-Reason] [<CommonParam

use it to pause current session.

in» Session-Pause pp Motepad++ -F
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BINMEARY oIt BEOREREBE

BIRFEFARY TREEREKTS  Session Recording Player # R 35 . 27 EF 1R ~DRE% 34
ICRETEET,

1. [Session Recording Player] T. W—IN—0 [BEBBRR] 27Uy 3230 [V—I] > [BER &
] DIEICERLET,
2. [BELRBRR] 4170V Ry IR TREFHZERLE T,

[IARYER] 2TTlE. By ayRADEIHEAARY R EZAARY FTF R M ERRIEIARY FOBERIC. £ld@A
ERETEFT, [TV K] @l [A/ER]. [20Eh] OB T IILE2—%HEAEOETERLT. £4%5E
I REEZRETETET,

Advanced Search X

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix_ Evert Monitar AppEnd

Citrix. Evert Monitor. App Start

Citrix. Event Monitor CDMUSE Drive Attach
Citrix.Evert Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Evert Monitor. File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericUSBDrive Attach
Query Builder Citrix. Evert Monitar TopMost

Citrix. Event Monitor. WebBrowsing

Find the 200 most relevant re[BuraIE S to aRe
Citrix.Uzerfpi. SessionResume

Any Citrix-defined event

o [IRY bOEE] —BICIE. TRTOARY FOBENERNICRINTUVEY, BRI B> ~DFRE
BEBERTIET, (AR Citrix EBOARY K] BFRT B, 1RV FOBEICH DD 5T Citrix
Session Recording (& > TAJICRBINLIRTORBZREL 7,

e IRVEITFFRNIANRFBL—HEHR—ELTVET, TAILRA—RETR-—FIhEEA
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e IRYETHFIALTAILE—TIR. BERICAXNFENXFAXFTINEE Ao

o ARV FOEEDApp Start. App End. Client drive mapping. File Renamet
WOXFIEARY ETHEXNTHRRET 256, BRICEASINEFEA. LA 2T [V ETFEX ]
Ry Z2iIZApp Start. App End. Client drive mapping. #7:iZFile Rename%
ANNTBL. BRPREONDFEA.

ARV ZFERLTEY S a VOREBAZEE LD, ARY MAZTHITENTUVBRAY MIRRAZEHTEF
ER

SRTLERDAANRY MEHARY > —

SRTLEEDAIARY MRERU S —F TRELAWVW] TY. TIAIWMTRIIFETITATTY, 7IT1 TDHA.
IRV ~OOJIFERINEE A,

|% Citrix Session Recording Policy Console
File Action View Help

o= x5 6 BHE

(5 Session Recording Palicy Console
g Folicy

v & Recording Policies
\g Do not record
[E New policy
[&% Record event only for everyone with notification
[& Record event only for everyone without notification
[= Record everyone with notification
[E Record everyone without notification

v [& Event Detection Policies
[= Do not detect
[ New event detection policy

v [Z) Event Response Policies
g Do not respond
[ New event response policy
[E New event response policy(2)

[% Recording Viewing Policies

Rule Name Description Action

J% System defined rule Logs no events

SRTFLEBEBDAIARY MEERY SO —ZEBEIFHIBRTI £ A

NAZLARY MMEHAR) O —O1ER

HARZLANRY SMEHAR) S —Z R T BICI3:

1. ZREFHDOR) L —EEEL LT, Session Recording RS> =YV —IHRA VI b—LEThTWVWEH—
N—=icOJ# > L&Y,

2. Session Recording RU>—a>Y—ILzEELET,
TIFIWETIE FIOT10TRARY MEHR) S —EHD £HA.
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3. ERAYVT [IRVIMRERUS—] ZBIRLET, XZa—N—T FHLWRUS—DEM] Z#RLTA

RNy MMEHRY S —ZERL £,

4. (7> 3y) FLVARY MEHRV S —Z2HIV v I LT, BRiZzEELET,

|% Citrix Session Recording Policy Console
File Action View Help

== 25 & BHFE

[Fp session Recording Policy Console
v 5 Recording Policies
E Do not record
|§ New policy
[ Record event only for everyone with notification
[= Record event only for everyone without notification
E Record everyone with notification
@ Record everyone without notification
v |%) Event Detection Policies
E Do not detect
[#% New event detection polins
~ [ Event Response Policies
|§ Do not respond
[ New event response p:
[ New event response p

Add Rule

¥ Activate Policy
Copy Policy

=] Recording Viewing Policie: Delete Policy

View Policy

All Tasks 4

View &

Renal
Refresh

Help

Rule Name Description
4§ New rule

55 System defined rule

Renames the current selection.

Action
Log CDM mapped USB evei

Logs no events

5, filLWwARY MRERDV S —%EI) v o LT FRAIOEM 27y o LET,

a) BAIRNYFOBEOF IV IRYIREAVICLT, BRI 3 1 DELIIEHOTRIANY M EIEEL
F9, UrYRIETAMAICZRZO-ILLT. ERATREAIRTOIRY FOBEERTFLED,

% Citrix Sessien Recording Policy Consele
File Action View Help
e 2F GIHm

Fp Session Recording Policy Console || Rue Name
v [ Recording Policies 2 System defined e
(& Do not record
[E Record everyone with notif|
[ Record everyone without n
~ Event Logging Policies
[= Do netleg
[ New event logging pelicy
[ Email Alert Policies

Description Action

Logs no events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log CDM mapped USB events
[ Log generic redrected USE events
[ Log app start events
Log app end events

App monitoring list

Tipe the process names of taet apps. Separate the names with @ semicolor ()
[] Log sensitive file events

File monitoring st

Tipe the absolute paths of target files. Separate the paths wih a semicolon ().
[ Log web browsing activiies
[ Logtop-most window activities
Log clipboard activiies

Next >

Cancel
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@f Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list: A
Type the process names of target apps. Separate the names with a semicolon (;).
[ Log file operations
File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).
[ Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modfications
[] Log RDP connections

[ Log app installs and uninstalls

[ Log perfformance data v

Next > Cancel

¢« CDM TYvEYIINT-USB ARy bOJ %2829 5: Windows @I % 7-1& Mac @i+
Citrix Workspace 7 7UB A Y XA b= ILINTVWBISA TR T IS5AF7VRRSATRY
E>4 (CDM) 2ERLIABRELBEET NI IDBBEATNZ L. OJICREERLET,

« RAUSB UL LY haOJICEETS: Windows @it # 7z i& Mac @7 Citrix Workspace
TIUDRA VI =ILENTWVWEISA 7Y T ARAVEALY b EERLIEARERIERET
NAZBBASINB . OJICERLET.

s TTUEBARY FOOJERFETSZ: 24—y b 7TV =2 a>0RBOOT %2R LET,
o TTVRTARY FOOJZRBFTE: 42—y TV r—23>08T7T0OOJ%208RLET,
P
[FTVERTARY FOOJZREFTZ] Fov IRy IRd [FFVEESHARY rOOY
ZiRT 3] OBERFIFKERRICE>TUVWETD,

 THVEHR—B.: [THAVEHFHARYDOOJZREETSZ] LU [FTFVERTARYFOOT%E
FIRT D] TBRLIBE. [TTVEE—8] TE2—S vy 77U r—> 3> %28 L TERL.
BRERNICBEICARY FZREIERVELSICLETD,
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i

- PV —2a RSB TEZEF v ITF vy 31013 [FTVER—B]l 77V r—>
IVOTOLRBZZEBMLET, e xiE UE—LTRI by TEGOREINY b %
Fr7FrI3IClE. TOERBmstsc.exex [FFUERE—HE] [CBMLEY, 7O
2% [F7UER—E] BN, EMLATOLREZDOFIOERICLDET
INBZ7TVr—> a3 UHEEINE T, Session Recording I3 70+ X&cmd . exe.
powershell.exe. wsl.exe%r [77UEE—HE] 774/ bTBMLET,
ARy MEHR) S —T [FTURBAARY COOSERRTZ] BLU [FTTIRT A
Ry OOV %EERTZ] 2BIRTZ . A > R 7O> 7 . PowerShell. Windows
Subsystem for Linux (WSL) 77U OEBIS LVETH. ThoDTOERELFH
T [F7VER—E] MRS TULRHAE S Dh5d. OJERINET, 77
I bDTOERZIF. [FTTVER—E] ICIIRRINELEA.

- 7O0€XLZEtEza0r () TRYOET,

- BE—HOADYR—EINTVET, TIILRA—RIEFHR—FINEEA

- BMY370EREBTIR. AXFUNMNFIEXFTNEE A

- BERICAEICARY FERETERVLSIC. YATLTOERE (explorer.exe #
) »Web 7505 —% LI X MJIZEBMLAVWTLIET L,

s TP MIIWREOOJ ZRRT S [T7MIILER—E] 0&%—7 v 77 TOREOOJ ., &
wavyhRZAk (VDA) Y OSATYRTFNAR (RyTENISATYMRSATERAUS
1L b EERLIERBEXRBEET /NI REZEYL) COMO 7 7 IEGEOOI ZmEFL T,
COATa eBRTBE. [T77IER—E] 28EI3HNICEERL. 77 LEEOO
JRBNANUHA—INET,

- Web Player ICRRENZ T 7 1ILARY K
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Sort by All Categories w

00:04:04 File Create:32:
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404-:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sin: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player ICRRINZ T 71 ILAR> b+

| Events and Bookmarks

() 5:55:38 PM File Create: 32: WAClienthC$\Personality. ini: 33 Bytes
(3 55744 PM  File Transfer 6404: HostC:\Users\ddministiator FMFPAAD esktop\EndProcessMonitorH ook sin: Client:\E$5E ndProcessMonitorH ook sle 1010 Bytes
( 5:57:47 PM File Create: G404 \\ClisntE $\EndProcessMonitorH ook sl 1070 Eytes
() 55339 PM File Transfer 2836 HostC:\sers\Administrator, RMFP&AD esktop\EndProcessMonitorH ook sln. Client EndProcesstornitorHook sl 1010 Bytes

s J7MLER-E: [T7MLEFzOJICKERY 2] 28RBS, [T77LER—E] Z2&
BLTERNROTI7IIILZEELE T, TAIINF—ZRETRE. THILI—HDIRTDT 7
TNEFvTFYTEIET, TIAIETR. Z7MIBMEEShTOWAEW S, T71ILIEF v
TFrvIhEtA.

pE

- 77 OBFEE. . HIfR. BEREZF v TF v 95013 [T71ILEE K]

TI7ANTAINE—DNAXFY] (T7AINERT7AILT LA —D)IL— /)N T
37 <) ZBMLFET, fcezxid. C:\User\Filemsharing.ppt771/LDAE
RIZEEE. 1EER. HIFR. BENRMEE X v TF v 931013

[Z71IILER—E] TNAXF
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FIC:\User\FilezEmLx9d,

- O—ALIT7AUINRELVVE-—MREETAILI—NAOBHEZFERTETET, L
ZIE. \\remote.address\Documents” # /L4 —® RemoteDocument.txt
T7AINTEREE T v 7F v I5IC1E [T 77 )LER—B] ©/X2xXFF\\remote.
address\Documents#iEmL £¢,

- EzJay () TEHENXEZEXTIDET,

- BE—HOANYR—FINTVET, TIILRA—RIFFR—-—FINEzEA

- NAXFINEIAXF L NIXFEXFIL EFE A

HIPRSEIR:

- BRINMTVR 7AIIA—D5BRINTUAVT A INAE—ADT7AILEIET A ILE —
DOIAE—RFvFTFrIhEtA.

- T7ANLNERET AN —NRIC, 260 XFZBRXBBRIDT 71 EET #ILF—HE
EFNTVBREBE. 770U ERETAIINE—DREEF ¥y TFryrInEtAa.

- T—AR—ZADB A XITFELTLKET V. KEDARY MYFXF v FF v INBVLSICTS
ICId. EHAMIC TEventy T—J I ENY I 7 v TS 3hHIBRLE T,

- ERBETREDARY FF vy IF v I 3BE. Player TORTRE LUV T—EZR—AD
BRIEBECCICLI DDAIRY bOHICHED. A L= DIEARZEREL £,

s Web BB 77 ETr 2OV ICHRTS: HR— TN TWVWE T SO —CaA—H—F7 U7+
ETFrz0JE& L. BREICT S VY —F. URLL R=J 21 MLOET=2[MTET,

Events and Bookmarks

Ak Sweb browszing httpz:/dwvaw. google. com, Google - Google Chrome, chrome

HR—bIhTWB T SUH—D—&:

- Google Chrome
- Microsoft Edge Chromium
- Mozilla Firefox

e RAIEANTA Y RIARY FEOJICEERTS: REEDO T Y RIDAIRY bEOJICEEL
T. BEICTOERZ. 21 kL. 7OEXBSORITZEBMLET,
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Events and Bookmarks

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

e V)Y IR—RODT7IT1ETZOJICRTRTS: Uy TR—FZFERALE. TFI M BB
77N OAE—REEOJICGERLES, OB T 7MIUNRIE. Z70)LaE—0OY
CLTERINET, 7OCRBE MG 7FIAMIE—0OJE LTEBEINET, 7O
T2RZIF. BRIAE—DOJ LTERBINET,

e LYRMNUDEEEOYICEEEFETS: Windows LI MY DEE (F—F7I3MEOEM. F—F
FIKMEDRBROTE., FEOEOEE, F—F7/IZMEDHIR) #OJICEBLET,

s LPRMNUEBH—E: [LPAMNJVOEEZOJICERT 2] 2EIRTZ5E1F. BRI
LAY /NZENAL. AREEZO0OY () TXHYD £9, HKEY_USERS.
HKEY_LOCAL_MACHINE. %7zl HKEY_CLASSES_ROOT THRRERIBLF T, Tz ZIE R
DE3ICANHLET: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
sHKEY_CLASSES_ROOT\GuestStateVDev, CO—B%ZEELBVWEFICTS L. L
CRMUBERFYIFrINEEA

e PXVIS—%OJICEERTS: FHLAWFTUDRTPRELAEWIZ U EZOJICGEHRLE
To CORANIIARTOT7FVICEBREINE T,

e A—H—FTAHOYCOEEEOJICEHRTD: 2——THIOVEOEE (FHOYNOERK. B
. |k, HIBR. Ov o 7o b, BHIOTE, NAT—FEEORTT) 2OJ7ICEHELET,
« RDP#E&H=OJICEIET S BE SNy 3> ERAMLTWS VDA D SEBEI - RDP

BHrOJICsRLED,

s FTVDAVAR=INET VAR =ILE2OJICRETS: BESN Y>3 FO7TUD
AVAL=NNETUAVA=IILEOJICERLET, CORBIEIRTOT7IVICEAINE
ERS

e N7 F—IVRT—R%EOJICEETS: Ty arrT—24—N—LA#EZEMICLET, 8
B3Nty aVICBETZT—RFRA Y EERRTBICIE. COFT Vv IRy IRERRLE
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ER
e Ry TT7w T IV ROEOJICEERT . A——DER T 71 ILEZEWVWEDEHALED. 7%
BICTOERALIED TR ETICRRINZ D H IRy T T7v T RoZ0OJICEELE
ER
b) #FAIKHEERL THRELE T,
HRBALBER) S —DERERERR. XD 1 DFHIFEHOBBIEHZERTEI XY 2—F—FfF
IJIN—T. ZRT7 IV =23 FkETRI My FUNV—=TI—FFRIE<TI 2 IP7RLZR
FIEIP OFHE, ABRSNTWVWBRT7 T r5—2 3> hETFXI My IR TUND=FIL—-TF
VDAY Y D—BEZEEBTBICIFE. V1 FEEBEEDGANDERIPBETYT, H1 D Delivery
Controller TEBEDHGARDIEREEZEBRL £,
LA THRALFRER) —DOER] €723 > TFIBEZSRLTIIETUL,
E:
ARY MEHARY Y —ORAIFHEOVWTNICHHETIEESHRVE Y a v H B RIEELH D
To ChBDEYIavDIBEE. 74—y 7RADORE (BiC TEHELAEV)) AERINE
To ZA—INYIRAIIEEXLIFHIFRTEEE A,

C) V- FOERIC> THEMZERT L&,
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@ Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this rule:

a1

Provide a description for this rule:

| Speciic user nie fitet

Enable this nile
Summary (click Back to edit):
Log &CDM mapped USB events

Users / Groups  Published Resources  Delivery Groups / Machines

IP Address / IP Range

MName Location

& user JZUAI-SRS-1

< Back Next > [ Fnsh ]|

Cancel

ARV MRERVS—IC—HT2tyv arviBBEchde. tv>a >y DEeE0ARY LI MUED

Session Recording Agent IR " h &9, fi:

I Regatry Edeor - o
File Edt “iew Fvertes Help
Computed HEEY_LOCAL MATHINE SOFTWEARE Citrn' SmartAuditod Seidicnbventd’ ]
CteHeck & || Mame Tepe Dists
:'::fnr. 5 ettt g 5T femban nct et]
Graghas o5 hppdigniorlist G AT ST Tyt the procers rarma of baeget spp Separste the raevs wath 8 semi.
’ o £ Ensbiesgpplaunchivents B BWORE D050
T —— 55 Enablel DAL B Dol venty FEG_DWORD w0000 ()
- 5% Ensbiel hproandbvenis [RES_WVORD D000 (1)
tesCang To E¥ Ensbief deOptmnhioa o vints FEG_OWORD: DWDOO000 (0
Losidm ER EnableGenerrUSBIneEveat [FEG_IWWORD D000 (1)
gty R EnabitidieE e FEG_IWWORD 00000001 (1)
o [E% EnsbaeRegiitr e Mzrased FEG_IWNORD 00000001 (1)
InstalSgent R EnableSeidienbvests [FEG_IWVORD DeDO000001 (1)
Locatios R EnableTophderitEventy [FEG_IVORD DaO000000 (0
MachmeldontitySorvic: B2 EnableWekBrowiingActaition [FEG_NVORD D000 (0
Hetatet gl + Faelpruborbiontar i FEG_MILT] 52 Typer the abrchute paths of target fes. Separste toe pathy with g temico_
PertiCa 2% idisbvntActrelithiomTheottls FEG _IRVORD [ iilii]
Praril =% idisbvntActrePia e Thaottle BEG_DWNORD: (e iilii]
vl 5% idbebvantictive Throttle BEG_EWORD B0} 10
L Smarthiafier 2% el vent Theceie B EWORDY DR £
Agant [ Ragran Operationhorior it B AT ST FEGETE SR REGIS TRV MAC I S TWARL RECS TRV MACHL. |
4 Seigeenbvents . ’
3
Stwtkhgensinlo
Suchios
Telernetry
Uiy pPrintirrepr
‘WelsCEIP
Verssgng
virualllei e pigens
Webhurrnlkad P
Bl L o
L4 »
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LR MUK DE#RE

Session Recording "#iL< 1 Y XA b= IL S NiBE. FET7vFIL—RENnk

ma. 724 b

THERTIZITITATRARYMRERU S —EHD FH A, CDIFE. Session Recording Agent
I¥HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEventsolL X k
VBICRE> TREAARY FOOJZEZRTBHNESIHERELEY. LA MIVEDOHBICOVWTIK. ROKRZER

LTS

LY MUME

EnableSessionEvents

EnableAccountChangeEvents

EnableAppChangeEvents

EnableAppFaultEvents

EnableAppLaunchEvents

AppMonitorList

35t°8

1. 1RV roEHEEITO—-NILIC
BMZTE. 0. ARV MOBRHEEY
O—/NILICEICT S (T7#)L K
DEDT—45),

1 O—H%—7hH7Y OEEDE
HEBMIZTS. 0: 21— —ThHhY
YEOEEOBREEREMICTS (7
THIMEDT—H),

1. 77001 YA M=LET7 A
YA L= OBREEEMICT S, 0:
TIIDAYRR=LET VAR
F—ILOBHZEMCTS (T 74
ILMMEDT—4),

1. 77UIS—0HEEMICT
3.0 77VIS—DEBEEMIC
T3 (TIHIMEDT—4),

1. 77U 0RSOAHDELEZEM
I3, 2: 77U OEBCELTOM
FOEHZEMCTS. 0. 7TUD
EBCETORHEZEMCTS (T
THILEDEDT—2),

BWRTBY—Tv T TUEEEL
£9, TIFIETIE 7TUNE
EEINTWVWEEA, EDR. 77
UDARY MEF v TFvEInEt
Ao
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LYZMUME

EnableCDMUSBDriveEvents

EnableClipboardEvents

A

1: C(DMTtvyvE>yani USB
ABELBEBET /N1 IDBADRKR
HeBEMICTS. 0: CDMTY VK
v anf- USB KBRERIBEET
NA ZDBANOBEEENICT S
(F7AILEDEDT—4),

1: VDY IR=ROT7ITF14ET+
ORHEEEMICTS. 0: J1U v TR
—RDOT7 T4 BT« DI %EES
1293 (T74ILbDEDT—H),

EnableFileOperationMonitorEventd: 7 7 1 JLIZED&EEBMICT

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

3. 0. 771 )R EOBH = EMIC
T3 (FTIAILLDEDT—H)o

BRI —T vy T IA—%1E
ET 5. TI7AINETIE THILE
—MEEINTVEEA. TDTD.
T7MIIRER vy TF v InEkt
Ao

1: ARVAIL Y b EFERLE
USB KB EIBEE T /N1 XD
OEHZEFMCTS. 0: RAUAT
Lo buER L] USB RBERIE
EETNA ZADEANORL = EMIC
T3 (FI74ILEDEDT—42),

L.tysayF—24—N—L 11
BEEBEMICTR. 0. Eyayvr—
BA—N—L 1T EMICTS
(F7AILMEDT—4),
LARYTITYTO4VRIARY
DBREEEMICTS. 0: Ry T7y
TI4 2V RIARY OB EEN
I3 (T74ILMEDT—4),
1: RDP #ZHniEtHE g T 3.

0: RDP E5iniatl = EMICT S
(FI7AILEDEDT—2)0
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LYZMUME

A

EnableRegistryOperationMonitorEtektndows L X b OZEE D%

RegistryOperationMonitorList

EnableWebBrowsingActivities

LTI B0 H32F+UFTY:

+ Session Recording B"#i L < 1 Y X b—ILEINTBE. Flold. IR bEE (OJRR) 2HR—
L1811 £DEDUY =AM 5T v FTL—FThich
DiEET T )L METT. F7 )L kTl

IFEERINEE A

+ Session Recording B*-f R> k1) 1) — X & H R~
B&. 7w U L—RENZC OWEEE B|MICT 5. & Session Recording Agent DBIE
TN EDFRIZHEDET, 774 ETIE

JRERINEE A

HEEMICT S, 0: Windows L
ZM)DEBEOREEEMCTS
(F7AILMEDT—H),

BRTZ3Z—7T v LT MUEE
T3, T7AINETIE LR B
UABEEINTULWEE A, TD®H.
LRV DEEDAARY MMEF v
TFrvInEFtA.

1: Web B 7071 ET+ DigaH
EEMICTS. 0: Web EE7 2
1ETrOBREEEMCTS (77
I EDEDT—42),

L%

&. & Session Recording Agent BIEL 2 X b
TOTATHBARY MEHARY =BV, 1RY hoOd

b33 1811 KDHEIDU N —ZNSTvTIIL—RENnrk

L2 ~UERT

TOT4TRARY MEHAR) O —HRWH, 1R> DO

+ Session Recording B’ 1 XY Mg EHR— 93 1811 £ OFIOU N —INMET7 v oL —RENIBEE
Ty FUL—RENCC OBEEE I DMICEIFRRICEMICT B L. & Session Recording Agent D&

LR MUEEEESNEEA. T FTIE

REOEBEIIEESINZEA.

+ Session Recording #* 1811 »5 7 v 7o L— REInfBE
E (AU’ RUS—IE5|E

3 =

AR

AT L
DEEEL
3_0

MESEAINEY,

Ear—]

ax AE

TOTATRARY FEHAR) O—HRWTDH, 1RV~

RUS=OVY L THEEINEARY ME

EEFLRBADRAZLOARY MEERVS—2T7 071 7IZ9 3. & Session Recording Agent
CPAMUBRENERINET, CAEITS L. ARV MRBICLZZ MY

ZERATIRBDZE
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AR MGERD) S — DB

May 22, 2024

Ty a vORBIBRHINZEIICA=ILTS—rEEEL. BNty a>yoOJiia@ZinicaiRy
I TRDT7 I3 ERTTEET,

o X—I)LT7S5—bDiEE

- BEREZ T ICFIBLEY FF¥EmRELEMHE S MIBEFREL)

s Ly a>oOdvy

« Ty avonOsAT

IR A= DOV

3

tyiaroOy 7ERERICHEELAWVESIE. VDA LDORDL S I M) F—2HEL. FOFICLTY X

FJEAREBWVWC . FHIFMEDODT—EH0ICEHRETNTWVWBAR I ZERLTLLIETUL,

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
« HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

SRTLEBRBDAIARY FRERIS—E TIRELBWV] OAHTY . BEICKL T ARFZLAIRY FRERUS—%
ERTIET, —BICT VT4 JICTEBIRY MEERUS—IF 1 DRIFTT,

MFORIY—>ay MMi. X—LT75— ORITY:
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Citrix Session Recordin

File Message Help @ Tell me what you want to do
]ﬂ[ Delete | ~  [=] Archive E\I?I Move ~ 6) Reply <é) Reply Al — Forward Elf'ITodn = EE Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

Thizs email comes from Citrix Session Recording to notify vou that a Tophlost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Daomain Mame KEHTE

Start Time 115872020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application R Desktop,

DA Machine

Flavback LIRL hittpis:, wehplaver S/ plaver £
Ewent Text Topfpp: regedit

Event Time 11872020 %1751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording. Do not reply:

b

BEURLZIUvUFZ2. WebPlayer CRESN-E Yy a >y OBER—IUHHAIES, CZx2IUVY
33, WebPlayer ® [XRToRE] R—IHHITFT,

Session Recording i&. Session Recording # —N\—DFA XL —F 1 YIS RTFLERBTA—ILT 5 — b 2iXE
L&d. 7=7ZL. Session Recording 4 —N\—DF XL —F 1 >J > R7LOFEN. Session Recording H+
R=—brTR3ROEFBOVWITNTHRWER. X—ILT77—MIT 72 FTERBTEEINET,

o ANRAVEE
o HZS:E
o BAFHEE

X=ILT75—b+b2EEITIZIEEBZNRAEZIAXT BICIE <Session Recording server
installation path>\Bin\templatesoTFichztemplate.en.htmleWS X—=ILF>TL—
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F2REDOHT. TYTL—FROTL—VTF I EZBHNOFEICEELET, fl:

<> template.enbiml X

1 DOCTYPE html

2 html lang="en" xmlns="http://www.w3.org/TR/REC-html4@" xmlns:m="http://schemas.microsoft.com/office/2004/12/omml" xmlns:w="urn:schemas-microsoft-com:off
3 head

4 meta http-equiv="Content-Type" content="text/html; charset=utf-8"

5 head

6 body lang="EN-US" link="blue" vlink="purple"

7 iv class="WordSectionl"

8 p

9 span_style="color: M#803399"

10 $SINGLE_RECEIVERS

11 0:p=</o:p

12 span

13 p

14 p

15 span_style="color: M#003399"

16 h 11 comes from Citrix Sessio at g <strong>$ALERT_REASONS</strong
17 €0:p></0:p>

18 span

19 p

20 table width="8" class="MsoNormalTable" ::L_,‘m:'.vmtn:l?.ﬂin;rrarg)n-left:55.’/bpt;hackgrounﬂ:Dnhlta;nur‘ﬂsrucnllapse:collapse border="8" cellspac
21 tbody

22 tr

23 td style="padding:@in 8in 8in @in"

24 P

25 strong><span sfyw:‘1Dmtfslzs:1D.but;|nntf|arrilv:”Ver‘dana“,sansfserif;cnlnr:-ﬂbbb!ﬂ‘?‘ span></strong
26 [}

27 td

28 tr

29

30

31 thody

32 table

33 p

34 span style="color: M#003399"

5 (o0 Fird e < essTon TeEoNERFG VEAEE SR ORE TRFRREEIS o - su1seLAv.Linws frere] /o

36 span

37 p

38 div

AT LEEDARY MEERY S —

Session Recording (3. 1 DDV XATFLEREDAIRY RERU S —%RELET,

e BELAEWV, 774 MTIE BETOVERINIARY MIGL TRIEAEITEINDZ L IEHD £E Ao

HRABZLARY FGER) > —O1ER

1. ZRBEAHOR) S —EEBE L LT, Session Recording RU>—a>YV—IHR1 Y b—ILTNTWVWEH—

N—=ilcad#4>L £,

2. Session Recording RU>—a>Y—ILZBELET. TIAIN T TIT1 TBRARY MHERD

—lEHD FE A
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[ Citrix Session Recording Policy Console
File Action View Help
e 2E 6 HE

[Ep Session Recording Policy Console Policy Name Description
~ [ Recording Policies [ Do not respond This policy will disable all alert notifications.

& Do not record
E Record event only for everyone with notification
E Record event only for everyone without notification
E Record everyone with notification
[= Record everyone without notification
~ | Event Detection Policies
E Do not detect
v | Event Response Policies
[& Do not respond
v | Recording Viewing Policies
\i New policy

3. ERAVT [AIRYFEERUS—] ZBRLET, XZa—/N—T HFHLVLWRUS—DEBM] Z&RLET,
4. (X723 y) HILLARY MEERUS—2HI7 )y I LT, BRizEELET,
5, FiLWARYERBERVS—=E7) v o LT RADEM ZFRLET,

6. [Email alert when a session start is detected] #7:i3 [Use event triggers to specify how to
respond when a session event is detected] %#®RL 7,
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@ Rules Wizard X

Step 1-1: Select one or more of the following options_

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.
Email recipients:

| Tipe the email addresses who will receive alerts scoomding to this nule. Separste the addfesses with 3 samicolon (1. |
Screen recording time span after we detect an event:

|HowmmymMes do you want us fo recond the screen affer we datect an event? |
Screen recording time span before we detect an event (available only for vitual desktop sessions):
|Howmmysecona&ofbﬁesam recording do yow want us fo keep before we defect an event ? |
Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)

|Howma1ysecmaka’owuwaﬂm!oha¢das&s&‘m aperation after we issue the nofice 7 |

Mext = Cancel

7. (FF2ay) A-IOREBCEEEDOTONT 1 Z2RELE T,
a) BRAI] Y H#—RT, 75— FZEEDOX—ILTRLRAZANALET,

b) [Session Recording 4 —/N\—D7O/XT 1] TEEA—ILDOREEZEHEL ET,
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[y Session Recording Server Properties -

Rolover Playback Notfications CEIP  Loggng RBAC Email

SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL
[ Allow sending email notifications
OK Cancel

A

X

oD

[X=ILEZARIL] £023>T3D2UEDA T30 #RTIE. X—ILOKENRTESH
BEMNH D 2RI EEIATOATHRRINE T, [(X—JLBROREEZHAIT3] ZiERL
T L#ER] 2o U v o 9d5L. Session Recording lE X —LDREZRERT 2 X—ILEZREELF
To REANRT—RPR—FREREHEL L HWVIHBE, Session Recording (T 5 —Dz¥4
ZECIT—AytE—C%EBLET,
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

A—IEBEDNDEMICHEBZETHASADIDDET, X—IZEZITSICEMICTBZHE. &
FRBEEICE S TA—IIDEEINBVEBEZEBETSHEEIF. AL —2IR—D v —
(Citri xSsRecStorageManager) H—EXEBEBLET, Fleo N—2 322006 L
BDSRMII—RIIT Vv TIL—RTB5EIE. A L—IIR—Cv—T—EXZHBiRE#HL
TLRE L,

c) WebPlayer ic7 729 37-0DL A M) ZRELE T,

TS5—hX—J)LOBEYE URL ZIEEICH#EES € 321, HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server®dL X rUx—%2RDIF7T. ROFIEERTLET:

+ LinkHost 0fa57—%%. Web Player N\O7 72 XICERTE R X1 > D URLICEREL £7,
fer 218, https://example.com/webplayer/#/player /o Web Player 27
72§31k, LinkHost fEF—42%https://example. comiZBEL £ Y,

+ & EmailThreshold ziBiML. €DET—%2% 1 H5 100 OEEDHKMEICREL FT, ET—
Ald A—IEETATY MR LIBLUAICKET 27— b X—ILORABERELF T, COH
Eld. EESNBZX—ILoHEIMRZ. CPU BEREZHIRTZDICRIILbET, BT —XZIEEL
BOWERICTEH, BEIMOBBICRETD L. BT —HF 2517 +— NV I LET,

pE
o X— LY —N—lE. X—=ILEET7HTYbE2INLRY b LTHRWL., X—ILDEE%ZELE
TRAREENDDET, PTHIUVETA—ILERETIZLIICRBHIC. TDTHIV L

PABDOI—HY—ICL > TERAINTVE L ZRRBT 370, Outlook B DX —ILY
AT YD BERDHBHEDBHD £,

o —TEHIBMNICA—ILZREETEZICICTTIHIBAHD £9, fce zIE. 1 BOFIPRISE
FHOBBETX—ILEZEETIEFEA. COBHE. FIEOHAHBRICEEINTL
P2y avoMEBITVWA I EBERLTLIES

8. (FF>3ay) ARVEIIA—EARYMNEEEERLET,

[Trigger response actions when a session event is detected] %%®iR¥ % . [Configure event
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triggers and responses] RZ VHERATREICAD T, ThEIUYILT ROBETI>avE b+
UA—TEZO07RBINTARY MEIEELET:

o X=I)LT7Z—hDEE
o ML FRE DA

s Eyiaroovy

s Lyl aronOsA T
s v 3Ol

Event Triggers - X

Eventtypeis  FieCreate  ~ and Path - Equals
Top Most ~ |and  App name ~ | Equals
is CDMUSB

File Rename - I

[ Confm | [ Cancel |

SATFLEENRAVE. 75V R5B. FIEARA VEDIFE. YO VDKEHRDOREED 1700
ECIULETHZ e EZBBLTLETL, Z5LARVE, TFRMDYIDETSN, IRV RN
H=—T—TINDIHREICZRTINEE A

TOTATRARY MEHRY S =D OTICER T 2 IRY COBEZERTZBEDNHD F9, 1&1F
MET LIS, [BR] 20y I L&ET,

FOYFEIVI)IRDSARY FOBEZERL. mEREEFZEAL TESINE 2207 r X3
VENLTARY FRAZERELE T, RUS—RAICEICRR T DDIRY M MUA—ZRETETEI, F
foo [BREA] BUCANRY B RUAH—ZERLID. COFETOERFRICLIEDTEZICHTITET, ERLIA
RNy b MUA—OHRBIF. [X—ILDXE] ZFRLEZOBEDOAARY MHAOJICRBINLHEIC. 77—+
A=) TREINET, [EEOREZMKRT ] ZFIRL TVLBRIFEE. IRV FOHORERIFED TNV
EOIRETZ . BNEERENEBNICHBINE T, F¥EERREZEIC LT, BNEEEREOHER
ZRETITET:
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@' Rules Wizard X

Step 1-1: Select one or more of the following options.

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:
| TNipe the emai addresses who will receive alerfs according fo this e, Separate the sddresses with 5 semicolon (7. |

Screen recording time span after we detect an event:

| How many minutes do you want us fo recond the screen affer we dafect an event? |

Screen recording time span before we detect an event (available only for vitual desktop sessions):

| How many seconds of the screen recording do you want us fo keep before we defect an event? |

Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)
|Hmvma1ysecona‘fsa"oyvu want us fo hold & session aperation after we issue the nofice 7 |

Mext = Cancel

s IRV MBRETNBROBEFREOHE: 1RY MIBRETNE. BEEEZRET 2 0WEEH TS
9, EZEELAVERICT L. BRESNIcty L a v RT3 ETEERORENGITEINE T,

o IRNY MBRESNZEOEEFREOHRE: TARY MAREINZFICFRE T 2BERENREERT
FET, COWEIR. RETXI My TETIUVOEADEY S 3 Y THETE XY, EOHHEIZ 1~
120 T9, EZ 1 H5 10 DVWTIhMNIRET D L. B LODEMICAED FT, BEEELBVWERICT
e, WEEIXEMICHD £H A, Session Recording WMRIF T 2 EEBREDREORIIE. BHLD
DR BB2HELRHD FT,

s BEIINTEYS 3> TAOIRBINIARY MIBRLTROVWT A DREEZIBELEES. [y
I VREOBEMNSRITETORMBREMR] 71 —J)LRICANTZ LT, I—H—ICREEEHMTEE
ER

- tyiaronvy
- tyiarond#7
- Ty 3> o
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:
T4 —ILREIETZ7A4ILEFTOTY, chld REEYy > avIcWaA—HY—2z0Ov o, OJF

T, FRBUMLTH, - —ICBHTNBVWIEZERLE T, I—H—ICBHMT 3ICId. &
P71 —ILREZREL TLET W,

Fle LT MTORI U= a3y bZBRLTIETL

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG” from C:\Test to C:\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

c FAEEEREEZENCTS: FAULEEREZERTR L. EELT T2 a Y ORBICL>TRET 7
TILOYAIDEFEIN,. BEFOREL Y I VRAZEIDTIERBETESLSICHRDET, FL
<id. THEREEEFEOB M /2 IEEML] ZBBL TSIV,

BR—FTNTVZIRY FOBEOE—BICDOVWTIE. ROREZBEL TLET L,

IRy bDOESE FA4AIT Y FTToav
7 ) Ba
VK REESC. RIZFLVL. RI—HT
%)
LA VER 1Y REESD. RIZFLWVL. RI—HT
%)
TTIVERT
VAL REST, RIZHELVL. RI—HT
%)
B
TTUE RESO. RIZEFELVL. RI—HT
%)
T4 RODEA ML REEL RIZFLVL, RI—HT
Web B
URL REEL RICFLVL, RI—HT
%)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 205


https://docs.citrix.com/ja-jp/session-recording/2311/configure/settings-on-session-recording-agent/enable-or-disable-lossy-screen-recording.html

Session Recording 2311

IR ~DEE

771 IILDYER

T7IILEDEE

T71ILDIEE

7 71 ILDOHIRR

CDM USB

A USB

7 A RILKREE

7 7 JLERIX

Pl O 2=

2T

PATAT A ]

INZR

7741 %1 X (MB)

V—NX

2=y kXX

771 %1 X (MB)

NZR

771 %1 X (MB)

RS1TXF

FINARZ

7 A R LBEERS (BFRS)

’

N

Joay

=

REST. RIZHELWL, RIC—HT
%)
RzEE. RIZFELWV. RI—HT

=

3

S

ReBT. RTHFLL. RI—HT
3

Rz tOs. ROFHDOE. RZET

S5
~t
o

T RIZELVL. RI—ET

=
ReEC. RISFLV. RIS—HT

REEST. RIZHELLVL. RI—HT
%)
REST, RIZHELVL. RI—HT

Rz LEB. ROFHEDOB. RET
B

REST. RIZHELVL. RI—HT
%)

Rz LEB. ROFHEDOB. RET
B

RICELWL

RESD. RIZFELWVL. RI—HT
%)

Rz LEB

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

206



Session Recording 2311

IR ~DEE

Pl O 2=

T71ILY—2X

771+ X (MB)

FT7ay

RICELW (DRZ by FRE T3

72 0))
R EEB

T71ILE REEZL. RIZHELWL. RI—HT
%
LY MU - 1ER
*—3 REET. RICFELWVL. RI—HT
%)
LY R - BBk
*—3 REET. RICFELWVL. RI—HT
%)
LYR MU - EDRE
-3 REEBO, RIZFLWV. RI—HT
%)
BEBDZHI RZET, RIZFLVL. RI—HT
%)
LR kY - B
-3 REEST, RIZFELVL. RI—HT
%)
(EEET] REZSO. RIZHFLVL. RIC—ET
%
LR - BEIOESE
*—3 REEO RIZFLVL, RI—HT
%)
A—HY—=T7HO >V NEE
1—H-—3 REEZO. RIZFLWL. RI—HT
%)
FHLBWT FURT
AR REEZO, RIZFELWV. RI—HT
%)
77VIERE
VAR REEBO, RZFLV. RI—HT
%)
LW FUDIYR =L
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 207



Session Recording 2311

IR ~DEE

TIVDTUAYR =)L

RDP ##4:

Ry FTTv IO RD

NITA—IVRT—4H

1)y TR—FME

9. [RN] 20 v o LT, RAURHKHEZERELVHELET,

TIIE

IP7RLZ

JO€XF

T ROAVTIY

CPU fEBZE (%)
XEVERE (%)
*v hEfEEE (MB)
v hREERE (MB)
RTT (V)

T—H2DTEE

TO€XF

FT7ay

REST. RIZHELVL. RI—HT
%)

ReEC. RICFLVL. RI—HT

REeEC. RICFLV. RIS—HT

Re&T. RI—HT3

KRBT, RIFLVL. RIS

Rz LES
R LEB
Rz LOB
Rz LHB
Rz LEB

RIZFELW (FFZM T7A1)L.
Evkvwv)

ReE&T. RICFELV. RI—HT
)

Re&dT. RICFLVL. RIHT
)

ARE LFRERY) S —DIER Bk, XD 1 DELIBEBORAUNFZMGZERTIEY: 21— —FRRIIIL—
T BRET7 TV =23 ERRB TR T FTUNV =TI —TFELRBIZV IPPRLRAERIZIPD
&HE, FL<IE THXEZLFER) D —OER) €72 a>TFIEZSRLTIEEL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

208


https://docs.citrix.com/ja-jp/session-recording/2311/configure/policies/session-recording-policies.html#create-a-custom-recording-policy

Session Recording 2311

@ Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

A

Ty avELRBARY ME—DAARY MEER) S —THEEORAZE L TVEHE. RHEHWV

RADBRICED £,

10. D1 —ROERICR > THERZRTLEY,

11 HLWARY RRERV =TT TICLET,

SR R =T CiPa

May 22, 2024
SOOI aVTH. ROBEICOVTHALET:

« Session Recording #—/\—D &R DE
o THAN—EZAIAMDOER
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Session Recording  —/\— D &R HHEX

May 22,2024

Session Recording &, Session Recording #—N\—REO&FHHEFR— b LE T, CDEETIE. CitrixADC
ZH LTHEALCBEIBEBREHALTVET, # LR THRFEORETOaEIHMOENI LT TAzure T
@ Session Recording @R BEHEI ZBRBLTLET W,

FARTOD Session Recording Hr—N\—[T. BRESBERZRATE X7,
P
COEEHEIEEE ERA Y 5IC1E. Session Recording #—/\—% & Uf Session Recording Agent @ /¥ —

23> 7.16 LBENMBETY,

BRSEE Y R— T 3540 Session Recording D EERZA:

s IARTO Session Recording #—N\—H' BET7 7ML EREFTD 1 D207+ ILA—%ZHBLET,

+ TARTO Session Recording #r—/\—H% 1 D® Session Recording ¥ —4~RX—X&HBL £7,

o (#%) Session Recording R —a>Y—JL%& 1 D231V X b—JLL. $RTOD Session Recording
F—N—DZ0AVY—ILEHETELSICLTLES L,

BRDBDEM

COWEEEMEA T 3ICid. Citrix ADC & & £ & %74 Session Recording AV R—% > FTUTOFIEZITVE
EN

aREoBOERE (Citrix ADC )

araEt—N—0#Em Citrix ADC RO &R 2 E —/V—IC Session Recording #—/\—%iBML %9,

BEOMY —EXDHER

1. #hzho Session Recording 4 —N—THEAZTO M DLICEBREIHY —EXZEBML £,
2. () EY—EIXEZE—IINAIY RT3 BEITZ 7O INEZZ—ZFIRLE T,

BREOBREY —/N—DHEK

1. KEATORJLICEDSVWT, BL Citrix ADC R4 IP 7 R L 2 Z#F2RET—N—ZER L. Zh5DRAE
Y—N—ZEEIT RIS —ERIINTIVFLET,
2. BEREY—N—TN-XTVRZBRELET,
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3. (%) BaRIBOAEICIE. 77 4L bDAZE (LEASTCONNECTION) Tid7% <. LEASTBANDWITH #*

4,

713 LEASTPACKETS 23R L £ 9,
HTTPS (REH —N—%z BB E 3D DIEBPEZERL £

BRSBOHER (Session Recording fl)

Session Recording 4 —/\—H'« X b—)LIN=&H—N—T, UTERITLET

1.

(#%2) Session Recording #—/\—d+ > X k—JLEFIC. FL Session Recording 7 —42X—ZX&%A\H
LET.

BIEEOJHEER EIRL .54, & Session Recording #—N\—0+1 > X b—JLEFICIEE L EBEOI T
—AR—RZEELBHIZEANNTEI L2 HEDLEFT,

T7ANREL—=2T 2 LA —DHAMD [EFTAHERZ. §TD Session Recording #f—/N—<> >
ThovheHEBLET, TD%. [Session Recording #—N\—D70O/F«] T. 771ILA L=
TANA—ZHBETFNE - LTERTRLSICEELE T, # LI MFEOETEDIEEI 28RLT
<IEE W,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N\—0DOL IR U F—|EEBML£T,

fEn&ni: EnableLB

fEoF—%: 1 (DWORD. 2% %)

Session Recording Z kL —J Y% —J v —OXytE—IFa—IC HTTP £/2d HTTPS 770 ~ JJL %R
L7354, Citrix ADCREIP 7 RLZDRR L O—REEMR L. C: \Windows\System32\msmq
\Mapping\sample_mapicU4 Lo rZEMLE . D%, Message Queuing #—E Xz &Hi2
LI,

UEALT MEUATOLSICLET:

<redirections xmlns="msmg-queue-redirections.xml'">
<redirection>
<from>http://<ADCHost>*/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFgdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>x/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/privates$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy-->
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<ADCHost> (2 {Em & 117z Citrix ADC k%8 IP 77 K L X® FQDN T. <LocalFqdn> (zO0—#J/LKX D
FQDN T7¥,

6. (#5)1 D Session Recording ' —/\—L I 2 b 2 #&. X ¥ 1) 7 kM *\Scripts\SrServerConfigurationSync.ps:
1 ZFERALT. SOY—N—LIXMUHSHEH%EIY XRKR— kLT, fd Session Recording #—/\—L
SZMVICAVR—=TEFET, XU T+ ™*SrServerConfigurationSync.psl** #BALT. Xvt
—CFa—QUAALIMIVEVTEEBMTZCHTEET,

a) 1 oo Session Recording # —/\—T. EnableLB L ¥ X ~ U a%x#mM%E. EEEHL LTIV
vrZ7Oy 7 +%iEs L. powershell.exe -file SrServerConfigurationSync.ps1 -Action
Export,AddRedirection -~ADCHost <ADCHost> J<v > R%#3R{FL ¥, ZZT. <ADCHost>
I&. fER L7z Citrix ADCR#8 IP 7 KL X® FQDN TY,

b) X417 tnE1T#%. SrServerConfig.reg t WS 77 M ILBDIT Y XR— FEAHL TR MUDER
. sr_lb_map.xml »* C:\Windows\System32\msmq\Mapping /XX iZBIIET N T,

c) Z o ftha Session Recording #+—/N\—T. LOFIBTHR I iz SrServerConfig.reg # Ot
—L. BBErlLCcaOvx >y r7Or 7 +%iEEs L. powershell.exe -file SrServerConfigura-
tionSync.ps1 -Action Import,AddRedirection ~-ADCHost <ADCHost> Ov > R%EZRFL £
¥, ZZT. <ADCHost> i&. fERZ L 7= Citrix ADC{R#8 IP 77 KL 2™ FQDN T¥,

d) 2217 +DRf71%. EnableLB {Eh'fthd Session Recording #—/N\—L T2 b £—(ZBIN3 N,
sr_lb_map.xml ' C:\Windows\System32\msmq\Mapping /X2 IZEBIMI N7,

Session Recording Agent 41 > X k—JLa i< > > D Session Recording Agent 700/XF + TUT%1T
WEy

+ Session Recording R AL =YX =T v —XwvE—JDF 2 —IZ HTTP £721& HTTPS %:&IR L 7215
&. [Session Recording #f—/\—] F¥ X bRw o RiZiZ Citrix ADC 48 IP 7 KL 2D FQDN = A\ 71
LET.

+ Session Recording A hL =R R—S v —XwtE—IOFa—ICF74)L O TCP 7O JLEHERL
f-#5&. [Session Recording #—/\—] FF X bRw o ZIZIE Citrix ADCIRAE IP 7 KL XZANAL £,

Session Recording Player 11 > X b—)LEh o> > TUTEITVWET  Citrix ADCRE IP 7 KL X F7
I&Z D FQDN %, ### i3 niz Session Recording #—/\—¥ L TEBML 7,

Session Recording ¥ — 2R —22H 1> X k=)L E 7 SQL Server TULTF2{TV\WEJ 745 Session
Recording & — 42 R — X2 § R TP Session Recording 4 —N—<>>7ho Y bE2BML. EN5IC
db_owner #E[RzZIDHTE T,
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T—RAR—AERBMEDIERR

May 22, 2024

Session Recording . Microsoft SQL Server #R—2 & LT —42RN—20OETREICETZROY U a—>
ayvEYR—LLTWET, FU2/NIL SQL Server £7z13 75 1<) SQL Server DN\N—RO 7 £7=1&V 7
O TICEEDNRELEE. T—EXR—ZXBBENICT T —ILA—N—TF 304D HD £7.

« Always On af Ao IL—7

Always On B MY L — THEEId. BATAMSLUBEEREY Ja—>3 YT T—ER—ADI5—-UY
TICH>TRDBZ IV F—TFFAILANILDY—EZXTY, CHUSLD. BEO—EDI—H—FT—E~R—2X
ORRAMNRAKINET, ZOHEETIE. Windows Server Failover Clustering (WSFC) /— K LI
SQL Server 1 > 22 ZAWEETIHELH D £9, #L <Id. MAlways On aJ@EMETIL—7: SaIAMES
FUEELREYVz—>3>) Z#BRLTLIETW,

o SQLServer o522 >5

Microsoft ® SQL 2524V > 0570 /O —%ERALT. FROY—N—ICEENRIHBEICHI 0T —
N—DBEHFMICZRAIVRETABREZS|IHCKIICTEEXT, fEL. OV Va—a>otey b7y
I$1EHM T, SQL Server 7—AR—XZS—YVIBEEFEIDY I a—>a3 VLD BE#H T —ILF—/N—
ICIE—RRBICEREA DD D £5, LK TAlwaysOn 7z — LA —N—05242—1 > 2% > 2 (SQL
Server) | ZBRLTLESW,

o SQL Server 7—aR—2X=5—- VY

T—EAR—ZADIZF—UITILE>T TITATHT—ER=IY—N—DMELLTHHHTEENICT
— LA —N—DRITINET, FFT—ER—XY—N—LII5TL7% SQL Server 51> ABMKREICHR BT
. FEHID 20DV a—>arEhHBRANES DT £Y, SQL Server Express TF > a>EFERALT
T—AR—REZIZ—YITFTEZLIFTIERA sfLIE T7—a2R—=2=5—1 >4 (SQL Server) 1
ZBRLTIEIV,

Session Recording T —4~R—X0OEIREEERT 3 5%

Session Recording T7—42X—XDOEEAMZER T 3ICIE. ROVThHEEITLET,

+ ®A7IC Session Recording —N\—YR—% Y b A YA r—ILL. RIZEB LT —ER—ZADT—4
RN—2Er At ZEELE T,
ZHELI-SQLServer 1 Y A BV RICT—ER=IABPA VX b=ILT N3 &S5ICHEBEL T, Session
Recording Administration Y R—%> rEA VXM= TEET, RIC. EELIET—ER—XDT—
AN—AEARAMZEBRTEE T,

- Always On TR IL—TE LUV 522 1) I nE &I HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaseInstanceT.
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BRIICEBELET,

- F—ARN—ZDZIS5— VI DBEEIE. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\DatabaseFailoverPartnertHKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner
T T—ER=ZAD T =LA —=N—=N—FrF—%BMLEY,

s BUICEDT —ER—RDT—2N— @Atz L. RIC Session Recording Administration >
K= bEAVIM—ILLET,
BELIZFS1< SQL Server 1 > X4 > RIZ, Session Recording 7 —4~R—XBLUVEBREOQS T —
AR—ZELTEDT—ER—%Z 2 DER L. BRIAMZEMTE £, RIC. Session Recording #—
N=AVR—RV ,EAVRL=ILT R EIZ. SQLServer D1 > RAZ YV XZZANNDLET,

- Always On afAM S IL—TFV ) a—>a>EFERT3ICIE. TR IL—TDU XF—0EFZ A

LET,
- T=AR=RDIZ=D2TYVa—2arefERYTBICIE. T2 NIL SQL Server O&FIE NS
LEI,

- O9SRA)GY Y a—a EFERTBICIE. SQL Server DRy kT —URZ%FANALET,

BFEORT
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Session Recording Player %7zi4 Session Recording Web Player 2R L T, RELIz:Ev> 3V TR, &
R BLUVTYvIX—ITBIENTEET,

SA Ty a v OBEREEEMICLTEY S 3 VERET 3HAIE. BITHOLYS 3 V% 12 BB TRR
TEET,

BRI 7 7M1 XOLEREEBR 2y avid. oty a> 771 IILICRITTRRINED,
pE o
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Session Recording Player
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Session Recording Player &)
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Session Recording Player 0itc#)
pE
s BEICTOwIZEINIAVTYYNEEFNTWVSIHE. Session Recording I3Z2hEXF v FLET,
ezl ZJOv o SnizHEICEE LIEEId. BEICEVERYL. 0> 7oy 7OyoTntuw
BRI AYE—INRRINET, COWEEZFER Y 321, Session Recording 2012 LI %
BRLET,

« Session Recording Player 2009 LiFiz A L TREZBELTVL3HE. RODIT—XytE—IH
RRENET, Web Player I$8 2% Z 17 £t Ao

Errcr Playing File *

The recorded session file requires a newer version of the
Session Recording Player for playback,

1. Session Recording Player B’ 1 ¥ X b—/LENTWBT—IRF—>avicOd 4> L&Y,

2. [R#—+] XZa—a [Session Recording Player] #3%iRL £9, Session Recording Player h'%
TENET,
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