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g Create Policy

AL »
Edit Setting
Policy0 Use video codec for compression
{Overvi:w|5eﬂingswmimn‘lh| -
= = Value: | For actively changing regions ¥
}» Use video codec for compression
User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server OS, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.
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THMRL £9, Session Recording Tld. 7 71 ILOT7—hA TRHIBEA ICLDB 2—F« UFT« THR—FINT
WET, REFEHAIZ2 BETY, NV IISTVRERIZRTPa—LRELT. E—JRUIMI1IBICLE
RITTETFET, ICLDB OYY FH LUV T —HATICDWTEHLCIE T7F—4X—=ZL - FDEE] 28R L TL
7230,

O—ALRSA7%aY rO-5—%2EAT3R0DIC. TOVILRILDT A RITIEIAR—ZD SAN X kL
—JY)a—->a>vEFRATEEY, Session Recording 4 —/N—Illd. T XA 7LCEO—AILRS1TEL
TRAINEY, SANZEY R 7y FICOX BB DDETH. T RITLABHEThBZ . EEAFBZHS
Nh—hIheWVWS XUy B BD ET, SANIZIE. Z7ANFrRILLISCSI WS 2 DOELEENHD £7,
iSCSI IEAMIC TCP/IP 2 L7 SCSI T, FAE Y b —H Ry FOBANLURT 7 A NF v RILEDH—MHIC
HToTWET,

T—RARN—ZADRT—ZEU T+«

Session Recording 7 —42R—XIZIEBRBEI N Y Y I VDX EZT—2DHDIBMEINZTH. COT—2AN
—RCEBEINZT—HERLVLBBDFET, Eva>OREI7AILBEIEOTr RTICEZIRAEFNF T,
Session Recording 1 "> b API 2R L T v a VICKREAIRER IR Y L EEANT 2D THITIIE. Session
Recordingl i 2 7T —AR—XUIHKEBERREIZBE 1KB DA T,

Microsoft SQL Server 2019.Microsoft SQL Server 2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014, Microsoft SQL Server 2012, & & Microsoft SQL Server 2008 R2 o Express Edition Tid. ¥—#%
R—=2% 14 XD LRIF 10GB T9, 1 %D Session Recording $7-:0 1IKB DF—4ahEZRAFEFhd e ghid. C
DERDED>TH. dBABDOEY S aVET—ER—ITHZOTLTEE9, Microsoft SQL Server dIFHh D
IF4>a>TRT—EIR—IAFAIOHRITHEL FATIZ3 T RIBEBICL > TOHLERWMRESNET, T
—AR—ZROE Y I VHMBINTBICONT, T—IR—RADNT F#—IVALBRREIFS<DITMIMETL
E3

Session Recording 1 R > k APUC & 2 AR ETA A ZTHHEVBEIF. BEtLY> 3 YERThICOVT. BRE
FISABFIC 2. I—H Dy avIicOd4a >3 SIC 1 BLUREBLTHRIC1HFD. 8hET4HDT—
BAR—=ZALSIH I aUhERINET, Session Recording 1 R> M API ZFERLTEYS a3 Y EHREZIA
29 3BEIE. BRARGREARY FENZNUIOVWTLIHDO SIS a v ERThEY. RLELXNGRA
XTEREALLET—2R—XT, 1BBHLOAEHEEVS FS2H T2 a3 v E2HIHITE 3. T—EIXN—RDNER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34


https://docs.citrix.com/ja-jp/session-recording/2305/manage-recording-files.html
https://support.citrix.com/article/CTX226844

Session Recording 2305

BRI TEMEIFIFLALH D FHA. FENHFITNIWo. Citrix Virtual Apps and Desktops o7 —
AARTT—EAR—REBDEFENIDT—2R—LEL SQL Server T. Session Recording 7 —4~X—2X% %
TTEED,

Session Recording ® 7 —4#~RX—XXTAEH L W5 Session Recording s h 2 OJ T3 HRENH B BEIE.
SQL Server D247 —5E ) T+ 18T % Microsoft O H A RS0 VIRV ET,

AVRAb=I)b. Py FITL—FR BLVT7YAV =)L

September 22,2023
A
BEIBICEDY—N—DETAEEER T 25FICOVTIE. TRECRIETOABEIBOER HLU
FAzure T Session Recording Z BB L TEREDET 51 22BL T L,
Citrix Session Recording & & U Citrix Session Recording 4+ —EXZRRICtY c 7 v T L THERT 3
FEICDWTEEL <&, Citrix Tech Zone @2 TPOC Guide: Citrix Session Recording) &8 L T<
I,

CDRFIF. ROEI a2V THERINTVLET,

AYAL=ILFzv IR

Citrix Virtual Apps and Desktops ¥ > 2 k—35 —%fH L 7= Session Recording ®1 > X k—JL

1Y =ILOBEEK

257K SQL F—2R—2H—E X TO Session Recording 7F—#~_R—XD1 > X k=)L

Session Recording 7 v 75 L—R

Session Recording @7 > > X ~—JL

Citrix Analytics for Security £ o#&

AYA=ILFzvIURE

1Y RAb=ILZ2BD3HIC. MTOU I MIEHINTLBIEEZITVET!
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® FIig

Session Recording D&Y R—R> b EA VX b—
WTBIIVEERLET, EAVEa—2—HAVR
F=ILF2a>R—RYFDN—RIZTELVY T+
VITOEHEBLLTVS I ERRBLET,

Citrix 7 h” > ~&#&IE#RZ A L T Citrix Virtual
Apps and Desktops ®4 o >O— RKR—=JIZF7 V£ R
LT BREDISO 774U >O—-RLEY, ISO
Tr7AIINERRTBH. 771)LDDVD ZEHL £ T,
Session Recording a>R—% > FREDEREIC TLS 7
OcJLZEFERTZICIE. ELWVGEREZIRIZICT VX
F=ILLET,

Session Recording J>R—%> MM EZ Hotfix %
1Y R M=JLL & T, Hotfix (zCitrix #7R—MBAF
TEET,

Director Z#mk L T. Session Recording R > —%
ERB LTI 71 T LET, ¥L <L TDirector
% #RK L T Session Recording —/N\—%{ER T 3
ZBRL TS,

e REIRUS—IZEDWT, 27TV r—2a >z @ROTIN)—JIL—TIZRENTE e zHEdL
9, REAT TV r—>arowyia HERRF ACTUNV—TIN—THROT V71 TRRII—&
MET3AEEMENDH D £, Session Recording Tldk. 707« THAKR) — A—H—HRIDICEL
TeAR7 TV r—2a>ZRBELET, 7.18 VU —XLUE. 1%ty 3> oRE#EZFERLT. €
v a YWD TOH EY Y a v OREZRAICIIFLETIET, COBERIZ. 79T TRRUS—k
DOHREDHEBEZEATEHICKILEET, #L<IE TBNELYya>ORE] Z28RBLTIIZT W,

+ Machine Creation Services (MCS) & 7-i& Provisioning Services Z B¢ 2 stBH & 3B E 13,
— BB QMId ZEEBLEY, COFIEBORITICKRT I L. BET—FHDIBRTIIAREEL DD £7,

« SQL Server TI& TCP/IP £ 2174 d SQL Server Browser 4t —EXHH%BETHD. F7= Windows 2
SENBMUINTVWEIRENDHD £,

o« HTTPS B9 %IZi&. TLS/HTTPS ot —N—3ERAEZ% R L £ 9,

o [A—HlaA—H—=rFI—T] > [FIL—T] > [2—%—=] oa—H—(cC:\windows\Temp7 =+
IWA—ICHTBETAAERPMMTEINTVWS I ZREBLET,

Citrix Virtual Apps and Desktops - > X b —5—#% &/ L 7= Session Recording o1 > X ~—)L
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A
Session Recording Administration. Session Recording Agent. & & Tf Session Recording Player @
BAVR=—Y L ERROY—N—IZA VR =L TEeHEDHLET,

Session Recording Administration O >R —% > k%, Session Recording 7 — % X — X, Session
Recording #—/\—. & U Session Recording RS —a> Y —ILHSHEREINTWVWET, BIREETIE.
INBTRTOBERE—H—N—ICA VI —)LLTHEVERA, 7272 L. Session Recording R > —
VY= NLZROY—N—IZ1 > X =)L L. Session Recording #—/\—, BEEOY . LU Session
Recording 7—42~R—X QYK=Y b ZRIDRIOY —N—ICA VA= TR 2HBDLET,

Session Recording #—/\—% 1 > X b—JLF 3 &. Session Recording Web Player % B&ic1 > X b
—ILTEEY,

Session Recording Administration > R—*%> rD1 > =)L

Session Recording Agent - > X b—)L

Session Recording Player 1 > Z k—JL

Session Recording Administration J>R—%> bD1> X b—)L
P
2110 LAR%. TLS 1.0 AMEMIC 7% > TW 3 Windows Server 2016 2 Session Recording Administration
AVR—2 bZA YA M=ILTBEIIC. ROFIEZETLET,
1. OLE DB Driver for SQL Server #1 > X b—JLL &%,

2. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319
LY Z k1)F—T. SchUseStrongCryptoDWORD (32 Ew k) fE%EML T, fE% 1IZHRE
L&,

3. Windows Server 2016 #HiE2g1L £ 9,

Session Recording Administration 3> 7R —x> ki, Session Recording 7—% ~X— X Session Recording
H—/N—. LU Session Recording /R >—a>V—ILhSHEEINTWVWET, AVR—Y FE2BIRLTHY—
N=ICA VR =ILTEET,

FlELl: HEVIbIz7EF4OO-RLTIrF—RZ2EHT S

1. Citrix 7hv > FERBEREER L T, Citrix Virtual Apps and Desktops d 4w > O—RR—=JIZT7 o€
ALT BROISO 77122 O0—RL&ET, ISO 77 ML &R BH. 771)LD DVD ={EEL
£7,

2. O—HILOEBETHD > &> T, Session Recording Administration > R—%> bD1 > X b—
Wk NCOTF Y LET, DVD Z RSATICEATEDN ISO 77 1L 2RIV BLET, 12R =5

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 37


https://docs.citrix.com/ja-jp/session-recording/2305/install-upgrade-uninstall.html#install-the-session-recording-administration-components
https://docs.citrix.com/ja-jp/session-recording/2305/install-upgrade-uninstall.html#install-the-session-recording-agent
https://docs.citrix.com/ja-jp/session-recording/2305/install-upgrade-uninstall.html#install-the-session-recording-player

Session Recording 2305

— N EEBNICES L BWEEIE. AutoSelect 7 Uy —> 3> BTV RINERSATZLTILT Y
YOI L&Y,
AYVA =T —FHEBLET,

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Virtual AppS and DESktOpS Deliver applications and desktops

citrix

FIE2: 1> X +—ILTZHRGMEEIRT S

12 h=)LF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 [BE] #oU v o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
single-session OS virtual machines c

Extend Deployment

Citrix Studio

F/Ig 3:Session Recording % &R 3 %

Session Recording T> ~U%EEIRL £,
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

FlE4: 51t ARHNEZHHFAETS

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the en
the providing Citrix entity (the applicable providing entity
"CITRIX"). This AGREEMENT includes the Data Proce
Services Security Exhibit and any other documents incorporz
location of receipt of the Citrix product (hereinafter "PR
(hereinafter "MAINTENANCE") determines the providing

www.citrix.com/buy/licensing/citrix-providing-entities. html.
USING THE PRODUCT, YOU AGREE TO BE BOUND

AGREEMENT. IF YOU DO NOT AGREE TO THE TERM
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothi
order or any other document submitted by you shall in an
terms and conditions contained in this AGREEMENT. This £
to third party products sold by Citrix, which shall be subject
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Custome
| have heard, understand, and accept the terms of the licens
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back

(V7LD T751EY R R—I T4V EHH BELT RNl 29Uy I LET,
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Citrix Virtual Desktops 7 Core Components

censing Agreement

Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FIES: AR =ILFZAVKR— ELVT VX M—ILIBFI%EIRT D

[O7ayR—2 k] R—STROEEZTVWET:

o BFF: 77 )L b TiE. C:\Program Files\Citrix IC& 3> R—% Y bHRA YA R—ILTINET, IZLALD
BETIEINTTATY. FROI VA M—IIGMZEIEET S CHTETEY,

e AVR=RUbr: TITAILETIH AZAM=ILTBAVR—Y FOBOTRTOF TV IRY I IDA >
ICBES>TWVWET, 1Y b—=F—& EITTNTVWBDHS Y IIItysa> 0S ERDONMTILFEYS 3>
OS tHohz#HH L £9, Session Recording Administration I>KR—%> b HA VI =L TEIBZ0
id. RILFtEv>a> 0SDHTY, Session Recording Agent b4 > X =L TEF3DId. VDA D1 >R
E=ILETNTWVWBEITYDHTT, BRI VDAL VI b—ILINTWLWAHRLT S VI Session Recording
Agent 1 > X k=)L %154, Session Recording Agent 04 7> 3 VIFFIATE £E Ao

[Session Recording Administration] %Z#RL T [RA]l 20U v o LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41

Componen

Session Re
The Sessior
Database, 1
You can ch

Session Re

This comp

Session Re
Install the *

workstatior



Session Recording 2305

Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

+ Licensing Agreement Feature (Select all)

¥ Core Components . i )
Session Recording Policy Console

v

Features Citrix Session Recording Policy Console
Database and Server
= - & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
& Session Recording Database

Citrix Session Recording Database

Back

FIE6: 7> X b—IL Y BHEEERIRT B
[H%EE] R—ITROEEEITVET !

e TITAIETIE. AR M—ILTRHEEDBEDITARTOF TV IRY VA A VICHE>TVWET, BSEE
TiE. CNESTRTOBEZ 1 DOY—N—ICA VX F—ILLTHBVWER A, KBBRLRBEBHIRE T,
Session Recording R > —a> Y —LZROHY—N—IZ1A > X b—ILLEJ, Session Recording #—
N—, BEEOY. BLUVT—IR—RZROF—N—ICA VX +=ILLET,

+ Session Recording E& O J'1&. Session Recording t—N\—0 74 7> 3 > 0H J#EET9,. Session
Recording BBE& 04 % %R BrilC. Session Recording #—/N\—%3#IRL 75

+ Session Recording #—/\—%3#R¥ 5 . Session Recording Web Player 61 > X b—JLEN T,

o WREEBEIRL TA YR b—ILLTch . ALY —N—ICHEEZIEBMT 3ICI1d. MSINY Tr—C%2FERY3HE
BPHDET, 1VA—F—ZBRTITBZLIETTFEEA,

AR L—ILTBHEEZHEIRLT DRAN] 20U v ILET,
FIE 6.1: Session Recording ¥ —4~RX—2XD1 > k=)L
7

+ Session Recording ¥ —ZR—RFRBEDT—EZR—ATlEHD FHA. 1> ~—ILHIC Microsoft
SQL Server 1 Y X2V RICHEBRT—EZR—XZER L THER T2 I VKR—%> L TY, Session
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Recording Ti&. Microsoft SQL Server I(CE DK F—4R—XOFAAKDHD 3 2DV ) a—
IyEYR—PLTVET, FHLF TF—EX—ROETHY] 25RBL TSIV,

KDY Z7 R SQLF—ER—H%—E X T Session Recording 7F—4#~R—2% A4V ZA =)L TEF £,

Azure SQL Database

Azure SQL Managed Instance

Azure k<> > (VM) Lo SQL Server
AWS RDS

Azure SQL Database Tid. D& 5BV RERITITBLICL>TDH. Session Recording
T—EAR—ZADA VA= )LEITS N TEET,

msiexec /i "SessionRecordingAdministrationx64.msi"ADDLOCAL
="SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="DatabaseConnectionString "DATABASENAME="
CitrixSessionRecording"LOGGINGDATABASENAME="CitrixSessionRecordinglLoggin;
"AZURESQLSERVICESUPPORT="1"CLOUDDBSUPPORT="1"AZUREUSERNAME=""
CloudSQLAdminName"AZUREPASSWORD="CloudSQLAdminPassword"/q /1%

vx "c:\WithLogging.log"

Azure SQL Managed Instance & AWS RDS Tid. Session Recording 7 —4~RX—XDA >R k=L
&, EREEHEOOY Y RERITTSH. SessionRecordingAdministrationx64.msi /X o —> %
AINIVY I LTRITTBILICE>TERITTEE Y, ##L <& FAzure SQL Managed Instance
& 7213 AWS RDS T Session Recording 7—42X—XD1 Y X b—JL1 ZBRBLTIETL,

Azure VM £ SQL Server Ti&. Session Recording 7 —4# X=X D+ > X b —JLid. Session-
RecordingAdministrationx64.msi /Xw 7 —J % &4 7)o ) w0 LTRITT S H. Citrix Virtual
Apps and Desktops 1 ¥R b—5—%FRAL TERTTI £, 5L <% TAzure VM £ SQL Server
T Session Recording 7—42~R—D1 VX b—JL] ZBBLTLLIZT W,

Session Recording ¥—#~X—2X & Microsoft SQL Server D EBICIE. BEBEUTO I BELHO X7 :

+ /&R 1: Session Recording #—/\—t Session Recording 7—42~R—XZRALI > VICA VX =L L.
Microsoft SQL Server # J E— b VICA YA b=ILT 3 (),

« BB 2: Session Recording #—/\—. Session Recording ¥ —#~—2X. & & U Microsoft SQL Server
ZRICIYIVICAV A =ILT B,

+ /&R 3: Session Recording #—N\—% &% 34 —/\—IZ1 > X k—JLL. Session Recording 7 —4~—
2 ¥ Microsoft SQL Server ®@iA%. Session Recording #—/N\—% 1 > ZX h—JLLFI> >V EIERIDOT
UVICAVAM—ILT B (BRINEEA)

1. [##E] ~—>T [Session Recording 7—4~—2] #ERLT [RA] 2oV v o LET,
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Citrix Virtual Desktops 7

¥ licensing Agreement

Diatabase and Server
Surmmary
Install

Finish

Features

LY

Feature (Select all)

Session Recording Policy Console
Citrix Session Recording Policy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Database
Citrix Session Recording Database

2. [F=ER—BLUVY—N—DHER] X—IT. Session Recording F—ER—XDA Y REVAZELT—
BAR—2RF. B&U Session Recording —N—D AV Ea—4—FTHIVrEIBELET. [RAN] 251

v LET.
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Citrix Virtual Desktops 7 Database and Server Configuration

¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

v Core Components

o leatins Configuration
Database and Server Instance name:
Summary Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database name:

CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back I | cancel

[T—ER=RE VY —N—DHERH] R—IT, ROERZTVET !

¢ AVRBAVRBZ: T—AR—XAVAZVADZHTEA VA Z Y XTHWES. SQL Server o>
Ea—42—BDAZFERATIET, TVAZVAQEY b7y 7R BRITSA VAN HZ5E
ld F—=ER—RAVRABVRBL LT TRXAA\OQYEa—4—F] #FERALET, FHARPOT—N
—1YRRAVAZEERT 3IC1E. SQL Server T select @@servername #R17L ¥ 9., RD1&E
&, FBBTF—ER—RA VY AEZVRAZTY, SQL Server 77 #JL bR— b 1433 LISbDH R B L
R=bTURYTEZLSICBRINTWVWEHEIE. 1VREVRZICAVIZBIMLTHREZLY RS
—R—bERELET, eRIF. [1YRXE2VREB] 7FRX Ry I XT TDXSBC-SRD-1,2433; &
ANADLET, IVIDED 12433) 1F. WAZLI)RF—KR—rERLET,

o T=RAR—=RZ: [T—ER—XZ] TFXMRYIITEEDT—ER—IXBZBENNTIH. £ET
FRMRY I RICETRESNTVWET I DT —ER—RZEZFERLET, BEHFOTIN] 270
)w2o LT, SQLServer 1 > X2V ZADEGHE T —EIR—IAZOEWEZT I FLET,

BE:

FEDT—ER—RZIFEATEBZINFIF. A~Z, a~2. 0~9 & 74 —XAT7DHT. 123X
FEBITIFERD EEA.

F—AR—Z2DY—N—DZEIER TH 3 securityadmin & & U dbcereator U ETY, HERHNA
WSS, REITVET:
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- TAR—REBEICA VA —IILOERZEIDHTTHESOVET, TYXAb—ILDORETEI
securityadmin & & U dbcreator F — N—ZEIERIZFFEICH D, RL2ICHIRTET T,

- F7cl&. Citrix Virtual Apps and Desktops ISO - X—d\x64\Session Recording iZ#% %
SessionRecordingAdministrationx64.msi /Xy 7 —JZEAL £3, msi O > X b—JLAH,
securityadmin & £ O dbcreator # — N\—&GEIER E HiZ. T—IR—IEBEOEEBR
ZRDBAATOATRY I INRREINET, BRBWMEERICAALT, [OK] 20Uy oL,
AR =L EGHITLET,

1Y X h—=ILIZ& D Session Recording 7 —42~X—XHMER I 1. Session Recording #—/\
- >T7AHAYY ~H db_owner X L TEMINE T,

+ Session Recording f —/\—DaA>Ea1—2—F7Hho > k!

- [Ef 1 L [ER 2: [Session Recording 4 —N\—DI>Ea1—42—F7HU>Y L] FHFIXRY Y
ZT. localhost) t AL %7,

- BB 3: Session Recording 4 —N—% KA+ TBILVOERIZ. TRX\DVEa—4—
Z1 OB TAAL £, Session Recording t—N—DI>Ea—42—7H7 > hid. Session
Recording 7—42R—UIT7 V2R $23DDI—HF—THI Y+ TT,

P

[Session Recording # —N\—D OV E1—2—THU V] TEIMRYIRICR XA VBN
HREINTWVWS L ZIZ, Session Recording Administration A>R—x> b1 =)L
L&Srd2c. I5—O—R 1603 TEHITZehdHhxd, EERr LT, localhost %
fold NetBIOS R X1 >\v> &% [Session Recording 4 —N—I>Ea—2—7HhY
YR FEIARRYIZIZAAILTL IV, NetBIOS R X1 > E%ZEIRT B IC1E. Session

Recording —/\—IZ#& L. PowerShell T r$env:userdomaini #%{79 5. I7
YR7OY 7T Ffecho %UserDomain%) #=17L %7,

3. AR —ILAENCARFRGZRABL £,
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Componeants . .
Installation directory
+ Features . .
C\Program Files\Citrix
+ Database and Server .
Prerequisites

Summary Microsoft Internet Information Services
Install

feta Core Components

Finish

Session Recording Administration
Features

Session Recording Database

1
]

E] R—JICA VYA —ILDERPARRINE T, [RB] 27U v I LTHOUAHF—RR=JICERD,
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

4. 1R —ILETETLET,
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Citrix Virtual Desktops 7 Finish Installation
The installation completed successfully. v Success
Core Components
v Session Recording Administration Installed
e Post Install
St v Companent Initialization Initialized
Finish

[T R=ILDOTET] R—=JIZ, IRTOFREFEERBICA VA MBIV EINIVR—R2 -
PEREDFTYvIN—J TREINET,

[527] 221w o LT Session Recording 7 —4RX—Z2DA YR b—ILZZTLET,

FIE 6.2: Session Recording ##—/\—®-1 > X k=)L Session Recording #—/\—i&. UTFEKRZ ~T35H
—N—TY:

o JO—H—: UTFOEMICKRIDIS6.0 UETHRR rINd Web 7T Ur—> 3>t

- Session Recording Player & Web Player h5 ORI TV 7 71 L4 DT> O— REROUE,

- Session Recording R > =YV —IH 50K > —BEEROIUNIE,

- Citrix Virtual Apps and Desktops % 7zi& Citrix DaaS (IB#F Citrix Virtual Apps and Desktops
H—ER) 0FEvIa>ORER D —OFHE,

¢ AL =% =Y v —: Windows H—EXTY, Thickh. Session Recording h*E#h% VDA h 55
B93. EvoavoRET 7 AIIHNEEINET,

« BEEEOY: Session Recording b —N—TA YR b—ILINZ. BET7ITET 2OV ICRBRTE70
DEBEDHTAVR—%RY b TT, O F—RIEFTRT. T 7+ )L kT CitrixSessionRecordingLogging

EVWSERIDOMERD SQL Server F—2R—UBMINE T, T—IN—XBIIAREIIAITBIEHT
TEI,
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Session Recording t—/N\—% 1 > X k=)L 3 . Session Recording Web Player # B&hf9ic1 > X b—JL
TEEY,

Session Recording #f—/N\—% 1 > X b—JLF 3 ICId. ROFIEZRTLET:

1. [#8&E] )—>T. [Session Recording +—/\—]  [Session Recording EE&O0J] %#:EIRL &
To [AN] 200w I LFET,

Citrix Virtual Desktops 7 Features
¥ Licensing Agreement O Feature (Select all)

+ Core Components . . )
O Session Recording Paolicy Cansole

Features _ Citrix Session Recording Policy Console
Database and Server
— Session Recording Server
Administrator Loggin 4 Citri F F . F
gging Citrix Session Recording Broker and Storage Management.
Summary
- Session Recording Administrator Logging
Install | Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.
= Session Recording Database
_ Citrix Session Recording Database
e
E:

« Session Recording B##& 04 d. Session Recording 4 —N\—0A 7> a> 04 THEETY,
Session Recording & 04 %2R T H1IC. Session Recording #—/N\—%3&RL £7,

« Session Recording & 074 & Session Recording f —N—%@BFICA >V XA b= LT
3CrzbEdLET, EEEOIREZEMNICLAVEESR. BOR-—JTEMICT
TEJ. L. BRUICCOEEZAI I M—IILLARVERZL, BTEMT ZEFS I3
SessionRecordingAdministrationx64.msi =B L CFETBIMITEF £9,

2. [F—AR—ZBLVF—N—OBR] R—IT. BREEELET.
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Citrix Virtual Desktops 7 Database and Server Configuration
Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
e computer account of the Session Recording Server.
Core Components
Features Configuration
Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS computer-name\SQLEXPRESS, computer-name
Summary
Install Database name:
Firish CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[F—EAR—ABLUVY—N—DHER] X—JT. ROEEETVET:

o IVRAAVAEZ: [ XA RAR] ICSQL Server DEZRIENNLE T, BEIASA VA EZ Y A%EH
LTWBIBEIE. TRX2\DYEa—4—8) ZAHLET, FALTLAWESIE. TOYEa—%
—Z1 P ENSIILEY, SQL Server ’7 7 # )L biR— b 1433 LISMND AR B LR— TV RT3
KOICBRTINTVBRBEIF. 1Y RXFVIABICAVIRZEBMLTHRRZLY ZF—R—rZ28RELF
To L RIE [TV REVRE] THERX MRy o XT IDXSBC-SRD-1,2433; * \AL %9, OAVX
DEOD 2433) 3. HRFLYRFT—R—+bERLET,

T—ER=RE: [T—ER—E] TEIAMRYIIATHEBDT —ER—IXBEANATBH £ET
FRAMRY I RICERREINTWVE T 7 1)L bDF—42~— 2% CitrixSessionRecording %= &
HL&ET,

o F—ER—2DOY—N—DKEIERTLH 5 securityadmin & & ¥ dbcreator "YU ETY, HEREHI A
WIEEIE. RETVWET:

- TAR—REBEICA VA L—IILOERZEIDLETTHS5VET, TV F—ILOTETHII
securityadmin & & Of dbcreator  — N—REERISABICHRD . REICHRTEXT,

- F7lE. SessionRecordingAdministrationx64.msi /X 4 — 2%/ L T Session Record-
ing—N—%1>X+b=JLLET. msi D1 >R =)L, securityadmin & & Uf dbcreator
P—N—REMEREHIC. T—IRN—IBEEEOERBEREZRDBZHZ 1 T7OT Ry I IBRRIN
£9, BERBEHRZEBICAALT, [OK] Z0Uwo L. 1R =ILEHFITLET,

s ELVWAYREYRABET—ER—XZZANALIS. EHOTRE] 221 v o LT Session
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Recording ¥ —4ZR—XAD#EHEZTA M LET,
+ Session Recording —N\—@QaAYEa2—4—THOY bENALT. [RAN] VU v I LET,

3. [EEEOJ DB R—2 T, EEEOJHEBOBRZEELEY,

Citrix Virtual Desktops 7 Administrator Logging Configuration

+ Licensing Agreement Specify Session Recording logging configuration

R e e i 3
+ Core Components Configuration

¥ Features The Administrator Logging database is installed on the SQL Server instance:
+ Database and Server VDFX-SRD-1 v
Administrator Logging

Summary Administrator Logging database name:
In=tll | CitrixSessionRecordinglogging v
Finish

Test connection..

7 Enable Administrator Logging
This opticn enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blecks policy and server property changes if logging fails.

<

Mext Cancel

[(BIBZEOT OHER] R—2 T, ROEEZTVET:

o BEEOJT—EN—X|ESQLServer 1 VXAV AICA VA L=ILENET: COTFRRY D
RIBETIE A, EBENI T —EZR—XD SQL Server 1 Y XRZ Y RZIE. [T—E2R—=2E &L
UH—N—0D#EE] R—PTANAOLEA VX2 IZPEFNICERAINE T,

« BIEENOST—HE~N—X%F: Session Recording BI2EOJHEELZ 1 VX F—ILTBICIE. CDOTF
ZbRYy VA TEBEOV T —EAR—IADEEBEDT—IR—IBEANNT B FLETFINRY D
ZICERREINT 7 4L DT —2~—2 % CitrixSessionRecordinglLogging Z AL £,

A
BEEOT T —EIR—XBIE [T—ER—IR P —N—0DEH] R—JD [F—E2R—ZZ] F

FR IRy I ZXTHRELT Session Recording 7—2R—XZLBBZDHDICT IZHENH D
95

o BIEENIT—ER—RZENNLES. EHEOTIX] 27Uy LTEEBEQS T —ER—IAD
BHETAMLEYD,
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« BEEEOJZEMICTS: T 74/ ETiE, BEEOTBEIIEMIE>TWET, FvIRvIR
ZATICL T DHEEEMICTET T,

s BBHITOVF I EEMICTS: TIAIETIERBHTOVE VI EMILR>TWS O, OFhik
WIBZEBEOHEENTOVIINBZEDHDET, Frv IRy IREATZICLTEHEHITOYFY
J WEBEDITAYVY) ZEMITEED,

RN] 20V 9O LTAYRb=ILZ2GITLES,

4, AR S—LAEICHHRZEH ZHBLET,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components . .
Installation directory
" Features i o
C:\Program Files\Citrix
+ Database and Server
Core Components

+ Administrator Loggin . e -
bl o99ing Session Recording Administration

- Features
Install Session Recording Server
Finish Session Recording Administrator Logging

[ Back II Cancel |

E] R—JICA VYA —ILDERPARTRINE T, [RB] 27w I LTHOUAHF—RER=JICERD.
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

5, 1YXAb—ILZERTLEY,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Past Install
+ Administrator Logging v Companent Initialization Initialized
+ Summary
+ Install
Finish

e

[1YRP=ILDORT] R=JIZ. TIRTOFREZHEEEICAI VYA M—IILBLUBL TNy R—%V b+
MREDF TV II—I TRINET,

[%eT] 0 1)w& LT Session Recording H—N—D1 > b—)LEZTLET,
A
Session Recording 4 —N\—DFT 74 rDA YA =)L TIE, BEEZEFa2 T+ TRETZ7D
HTTPS/TLS =R L £9, Session Recording ¥ —N—DF T AIL rDA Y HF—Fy b1 2T F X
—>ayH—EeX (IS) o FTTLS AR Ih TLWAEWEEIF. HTTP ZERALEFT, CTNEETT

%113, Session Recording Broker # - ~C#EL TIIS BB Y —)LT SSL % 8RMARR L. SSL
REZHE. [SSLZREBETB] Ry IRZEFTICLET,

FIig 6.3: Session Recording KJ>—J>Y—JILO+1 X ~—JL Session Recording R >—a>yV—)L%
FRALT. RUL—ZBHTETET,

Session Recording R > =YV —ILEA YA =)L BICIE. ROFIBERTLET:

1. [##E] X—>T [Session Recording 7—4~—2] #FERLT [DRA] 20U v o LET,
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Session Recording 2305

Citrix Virtual Desktops 7 Features

W Licensing Agreement |:| Feature (Select all)

+ Core Components . : .
| Session Recording Palicy Cansole

Features Citrix Session Recording Pelicy Console
Surnmary
0] Session Recording Server
Install o Citrix Session Recording Broker and Storage Management.
Finish

0] Session Recording Database
Citrix Session Recording Database

(oo )N

2. AR = I)LENICHIRF G ZHR L £ 7,
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components . .
Installation directory

+ Features
C\Program Files\Citrix
Summary
Core Components
Install ; P
e Session Recording Administration
Firish

Features

Session Recording Policy Console

[BE] R=JICA VAL OERNMRTINET, [RB] 20V v I LTRIOV P —RFR=JICRD,
BIREZEBIBZH. [V =] 22Uy ILTAVRA =L ZRIRTEEY,

3. AVAb=ILZERETLEY,
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Citrix Virtual Desktops 7 Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
+ Features + Session Recording Administration Installed
Y- summary Post Install
" Install + Component Initialization Initialized
Finish
]

[1YRR=ILDOTET] R—=JIZ, TIRTOFREFEERBICA VA MBIV EINIVR—RV
MREDF v II—J TRINET,

[52T7] #&) w4 LTSession Recording /RU>—aA>VY =LAV A =ILERTLET,

FI|E7: Broker_PowerShellSnapIn_x64.msi 1> X ~—JL$3
5E:

Session Recording R U > —2> vV — L% EAT 3 IC I3 Broker PowerShell 2 +v 7 1 >
(Broker_PowerShellSnapIn_x64.msi) #F#$HT+ > X ~—JL L %9, Citrix Virtual Apps
and Desktops @ ISO (\x64\Citrix Desktop Delivery Controller) TR+v 71 %
BREL. BRICESTA VA M—IILTBRIHBEDRHD F9, OBWVIFE. T5—DEETIAREDNDHD F7,

Session Recording Agent 01 > X k—JL

Session Recording Agent (3. YILFEv>a> 0S £#fld> > Ity 3> OSHIEVDAICA Y X =LY
. BEEZBWCTZIAVR—RXVFTY, ChICEbtydaryTF—4rEEINET,

FIEL #RKYVI LI T72Hd OO0 RFLTUsF—FZEHISZ O—NIOEBETHI Y bZfE>T,
Session Recording Agent 1 X b—JL%EI > icOd 4> LET, DVD Z RS JICEATSH. ISO 77
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TINEITVELET, 1Y —F—HEBNICESH L BVIEEIF. AutoSelect 7TV r—> 3> Ehigvvy
FENIERSATZ2HTINI)YILET,

AVA =T F—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1> X +—ILTZHMmZEIRT B

12 h—=ILg38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o##&ic# 2 (BBl #0U vy
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

60



Session Recording 2305

FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
" licensing Agreement Configuration

#" Core Components . .
3 P = Session Recording Server name:

Agent

Summary

Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,

Install
Finish

Protocol:

|RTTRS

Flg6:Agent O#ERZIEET S

[Agent #R] X—T. Session Recording 4 —N\—%1 VX b—)LLEI>>OOAYEa—2—F ¥, Session
Recording # —N\—r &0 70O M D)L R— MEERZNSL 9, Session Recording d-1 > X b—ILHYEA
TLWAWEEIE. BT [Session Recording Agent 0 70O0/X7 1] TINHSDEHREZEETTET,

i

AYVZA—5—DT R MEGHEEICIIRADHD £9, THTTPSHATLS 1.2 #H%EBEE T3 o+ FldHR—
FLTWERA COVFUFTA YR M—5—%FRATZIERIET I MEGRICKBL ZTH. KREEEHEL
T RA] 00wl AYAM=IZHEITTIET, CNICE > TCEEDIRENFEEZRITDZCIEHD
FtAo
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Citrix Virtual Desktops 7

v licensing Agreement
v Core Companents
v Agent

Summary

Install

Finish

FIRT: > X b —ILENICRIRFH 2R T 5

Summary
Review the prerequisites and confirm the components you w
Installation directory
C\Program Files\Citrix

Core Components

Session Recording Agent

Bac

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE

BEBH [ =] 20Uy ILTA VA= ZRIRTEER Y,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.
+ Core Compaonents
Core Components
« Agent v Session Recording Agent
¥ Summary Post Install
v Install v Component Initialization

Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7zi& Citrix Provisioning T, YRAZ—A X—J 1Y R b—JLiF
#® Microsoft Message Queuing (MSMQ) % f#H L T#E%d VDA Z {9 % . VDA @ QMId IZzE LI
BEEREMDHBODET. AL QMId BT I EBMBELSISR IRIREEIHD &7, RIHERLET:

s MEIDREMNMESNTULWTH, v aVIREINBVBELHD 7,
s Ly a>ondF 7ESH Session Recording H—N—IC&k > TREINT, Ev>a>ORT—
ZZAMNEIC [ZAT] ICH>TLESARELNBD 9,

FRRERIZVDA CCICEBE O QMId 21T 5 e TYH, AERBHAAEICL>TEARDET,

Session Recording Agent i1 > X k—JLahfc> > J Lty 3> OSVDA %, PVS 7.7 LI & f=1d MCS
TOUBON—a>zEALTENTRI MYy TE-—RTERT 358 (KL xiE. IRTOEEHNFOD
Personal vDisk 713 VDA 0O — A7« RV TEKEMICHE D L SICHERT 2158) . BMOBRIEIIRET
ED
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TILFEv 3> OSVDAHL MCS £721& PVS e > > J Ll y> 3> OSVDA #ERA L TERI N, 21—
—HOTFT7ITBLIRTOEBEHERIND LS ICEEINTWLWSHEIE. GenRandomQMID.ps1l X%
U7 EFERALTYATLEBRKICQMId #ZELFY, BREEEAZEEEL T 2—H-—rOJ1> %
TI3FICTRHEDO VDALEITEINTLBEELSICLET,

GenRandomQMID.ps1l X7 ) 7 b &ERAT 3ICIE. UTOFIBEICRE> T IEI0:

1. PowerShell @278 > —H' RemoteSigned » Unrestricted iC:RESNTWE Z # MR L £
ER

Set-ExecutionPolicy RemoteSigned

2. 7T a—IENZROZERL. bUA—%7 [T LESR] ICRELT. PVS £7#IZMCS X
B—A X=XV VT SYSTEM 7 A O Y b 2o TEITLES,

3. AZ—hrT7yTRRVC LTIV RZEMLET,

powershell .exe -file C:\\GenRandomQMID.psl
GenRandomQMID.ps1 X7 1) 7 ~ DIFE:

1. LYZMUNSIRED QMId ZHIBRL £7,

2. SysPrep = 1#HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICIBINL £75

3. CitrixSmAudAgent » MSMQ X OREEHY —E X% FIEL £ T,

4, SUE L QMId ZERT 27Dl ZIFLFLELAET—EXZRBLET,

5l GENRANDOMQMID.PS1:

1 # Remove old QMId from registry and set SysPrep flag for MSMQ

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -
Name "SysPrep" -Type DWord -Value 1

# Get dependent services

O 00 N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # Restart MSMQ to get a new QMId
12

13 Restart-Service -force MSMQ

14

15 # Start dependent services

16

17 4f ($depServices -ne $null) {

18
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foreach (S$depService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = 'S
($depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

}

<!--NeedCopy-->

Session Recording Player 01 > X k—JL
7
Session Recording #—/N\—% -« > X b—)L§ % &. Session Recording Web Player # B&#IfIIC1 > X

—ILTEFYT, TOEU>a>TiE Session Recording Player 21 > X b—JLF 3 AARICDWTEHAL £
ER

Session Recording Player id. £y > a>ORE I r AN EBETZLDICT—IAT—2a>YTT7IERT3
A—H—A>H—T 1 XA TT, Session Recording H—N—F g K X1 YADT—U X F— 3 I Session
Recording Player #r > X k—JLL £7,

FIEL HRYVI LI T7Z2HIA—FLTUsF—FZEHISZ O—NILOEEETHI >V bZfE>T.
Session Recording Player AV R—2> bDA YA =LY IcOJF > LET, DVDZ RS A TICEANT
M ISO 7712 T Y b LES, 1 YR M—F—HEEFNICES LHVESIF. AutoSelect 77U —2 3
VERIBIYUYREINERSATEZTINIV I LET,

AYAb—LTsF—RFDEBLET,
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

71



Session Recording 2305

Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.

¥ Core Components
Core Components

e LTINERY + Session Recording Player
Y Ietal Post Install
Finish v Compaonent Initialization

FIET: AR —IILERTTS

[T E=ILDOTT] R=VIZ. TARTORRFHEERICT VI M=ILELVTMRUI NIV R—3 > HRE
DFTYII—VTRINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording i&. # 7> a>#FEHTZF ALY FA YA h—ILEYR—FLTVEY, HALYFTIVX
b=z ERT3R7)FhziRL. BEIZIVVRERITLET,

Session Recording Administration J>R—%> bD1 > X =)L =B8N T S

B—pav > R%uEALT Session Recording Administration J>R—x> roRehty b EAV I =)L
T3 frziE. ROVFhhroIaT>Y RERITT S L. Session Recording Administration > R—x> +®
FeBEY A=, A2 IUERZBBIZOICOT T 7ILEERLE T,

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
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LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"
<!--NeedCopy-->

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.log"
<!--NeedCopy-->

F:

SessionRecordingAdministrationx64.msi7” 71 /Lix\x64\Session Recording
@ Citrix Virtual Apps and Desktops ISO &% D £7

ZFHEBOEKRIFRDODEHD T

+ ADDLOCAL I3#IR T BHEET T, MDA 7> 3 > &BIRTE £9, SsRecServer 13, Session Recording
#—/1\—T7, PolicyConsole I&. Session Recording ;K1) >—1>Y—JLTY, SsReclogging ix. &
BEOJHAEETY, StorageDatabase i3, Session Recording 7 —%~X—XT9, Session Recording
BEEOYIE. Session Recording H—N\—0# 7> 3> 0% TH#EETY, Session Recording EE& D
J'%BIRT BH0IC. Session Recording 4r—/N\—%3EIRL £9,

+ DATABASEINSTANCE i4. Session Recording 7 —#R—Z DA Y XZ >V RZTY, f=& z I Azure SQL
Managed Instance A L TW3$H&1E. \SQLEXPRESS ,computer—-name\SQLEXPRESS,
computer-nameZ7zidtcp:srt-sql-support.public.ca7bl16b60789.database
.windows.net,3342T79,

+ DATABASENAME (4. Session Recording ¥ —4~R—ZXDF—ZR—ZTT,

+ LOGGINGDATABASENAME (3. EIEENJ T —2RXR—XEZTY,

+ AZURESQLSERVICESUPPORT ic& > T 5T R SQLAYR—EEINBZDESHDREDFET, 75
TR SQLZFRATBICIF. ChZELICRELET,

+ DATABASEUSER (3. Session Recording —N\—@IYEa—4—7hHU > TT,

+ AZUREUSERNAME (3. 7257 K SQL 0EEEETT,

+ AZUREPASSWORD 3. 757 F SQL BEIBED/NXT—RTT,

e JqlE. HALY FE—REEELFET,

o 'V RA Y FICKDFHMAE—RTOIDRBINE T,

« yourinstallationlog (&, 1> X F—/LOJ % ER T BHBATT,

Session Recording 1 —"\N—%2 BB T37ODIYRAEZ—1 X—J %MK TS Session Recording 5 —
AN—ABEFVEBEOIVT—IR—IADREFORBICFETIZTRELHDEFI, COLSBIFEIR
SessionRecordingAdministrationx64.msi % 5/ L T Session Recording Administration >R —%> +
EAVRAM—ILTBREZIL. T—ER—RAF IV IZERTEIBLIICBDE LT NAZ—AX—DZEHT S
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Z & T. Session Recording 4 —N—%fDEZ< OIS > L THBICERTI T, YXI—MX—J% AL
TR—7y > vIZ Session Recording 4 —N\—ZEE&. Y>> TITY FERTLT. BEEFEOD Session
Recording 7 —4R—X L BEEOJ T —ER—HEHRLE T, YREZ—IXA—JOHR—MILORBEAIVES
ICHED. ANIS—IC& > THEZRITBAREMELSR/NRICHZSNET, CHRFHRC VI F—ILICOHBRIN.
ROFIETRITLET !

1. axyr7O>7rzRE#L. ROLSAHITVRERITLET:

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="sqlnotexists'" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy—-->

ZDIOY > R, Session Recording ¥ —2R—XABLVEBEDT T —ER—INDEGEBRELUVT
Z hE7IC. Session Recording Administration Y R—%> b EA VX =ILLET,

IGNOREDBCHECK /X3 X—%—% True |C3%E L. DATABASEINSTANCE. DATABASENAME. LOG-
GINGDATABASENAME TS >4 L73fEZERL T,

2. BIEELTVBIY YV EICRRZ—AI X—D %L ET,
3. Session Recording # —N\—%Z BT 37-HIC. YXAZ—AX—JEMOIIVICERLET,
4. YD VT ROLS5BAT Y FERTLETY:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

COOTYRIE. MEIC >R k=)L &tz Session Recording #—/\—%BE1F D Session Recording 7
—EN—ABLVEREOT T —EN-RIEG LT T,

SsRecUtils.exe7 71 JLIg\Citrix\SessionRecording\Server\bin\iZ&% b £,
MEZIGLCT. DATABASEINSTANCE. DATABASENAME. & & U LOGGINGDATABASENAME /Y5 X
—2—ZHRELET,

Session Recording Administration I>R— > b D7 Y1 VX = IBICTF—2~N—X %R  KEEPDB
% True IZ:RE T 3 . Session Recording Administration > R—% > bO 7>V Y X M= JLEHIROD O Y
KT Session Recording 7 —42R—ZX B LVEBEOT T —2R—IAEZRIFLET !

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
<!--NeedCopy-->
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Session Recording Player & &0 Web Player -1 > X b — L2 BEILT 3

fee ziE. RO AT > RiZENEN Session Recording Player ¥ Web Player 21 > X b—JLL £,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

:

SessionRecordingPlayer.msil&\x86\Session Recording® Citrix Virtual Apps
and Desktops ISO 2% b 7,

SessionRecordingWebPlayer.msi7 71 J/Lid\x64\Session Recording® Citrix Vir-
tual Apps and Desktops ISO ic# b £,

EEHOEKIIRDEED T :

o Jqix. YLV ME—REEELET,
o 'V RA Y FICEDFHAE—RTOIDRBINET,
+ yourinstallationlog i3. 1> X b—ILOJ%ER T ZHBFATT,

Session Recording Agent 07 > X F—LEBEEK TS Ffor xiE ROOT > KR TIE. Session Recording
AgentzA >R b—ILL. A1 YR M—ILERERGT27DICOJ 771 ILZERL £,

64y FSRT L

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTIONRECORDINGSERVERNAME=yourservername

SESSTIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

F:

SessionRecordingAgentx64.msilE\x64\Session Recordingo Citrix Virtual Apps
and Desktops ISO 2% b 7,

32y FIRT L

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->
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7
SessionRecordingAgent.msiiZ\x86\Session Recordingo Citrix Virtual Apps and
Desktops ISO iz D £9,

ZFEHOEKIZROEHDTT:

+ yourservername i&. Session Recording #—/N\—%7K2Z +§3<7>>® NetBIOS Z %713 FQDN T
T BELBWHBEDT 7 )L ~MEIS localhost T,

» yourbrokerprotocol (2. Session Recording Broker & @i&{5iZ Session Recording Agent TR X
NBR—r2RT HTTP £7E HTTPS TY, $8ELAWVWSEEDT 7 #JL MEIZHTTPS TY,

+ yourbrokerport (3. Session Recording Broker & ®i&fsiZ Session Recording Agent TER TN 3
R—rERTEHTT, BELAWSGEOT 74/ MEIZO T, BRLAZOMINDOT I AL EDR—
BEZEHAT 3 &S Session Recording Agent IC#eR L £9, E&EMICIZ. HTTP Tid 80, HTTPS Ti&
443 TY,

e JqiE. HALY FE—REEELETD,

o 'V RA Y FICEDHAE—RTOIDRBRINET,

+ yourinstallationlog i3. 1> X b—ILOJEERT ZHFATT,

Session Recording 7 v 75 L —R

MLWN=—23>oroodabzty b7y 7ETIC. —BOREZTY FIL—RFRIBIENTEET,
XenApp & & U XenDesktop 7.6 LTSR o &#d CU Ic& £h 3 Session Recording d/N\— 3 >h 5. 1l
Bo/N—2 3> h5 Session Recording ORI —RIZT Y SO L—RTEET,
pE
Session Recording Administration % 7.6 75 7.13 B IC7 v 74 L — K L. Session Recording
Administration T [ZF] #&RLTEBEO/ Y —EXBMLEBE. [EBEO0JDER] R—JI2 SQL
Server 1 Y RE Y ADERIBRRENEE A DRN] 2TV VI TRERDIS—Ayt—IHRREINE
T 7= R=EHTAMIKBRLE LTz ELWT—FR—=IA Y ZAZVZBZANTIL TS W, [0
e LT, localhost 2—%—DsAHE D #ER% XD SmartAuditor —/N—L X ) 7 LA —IZBIL
%9 : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N\—2 3> 537 v 7L —RTEEEA,
T EE. BLUHIR
+ Session Recording Y R—%>Y rDT v FIL—RiE AYR—FXY rZA YA —ILLEEII VT,

Session Recording 1 YR b—5—DI ST ANAVE—T A REIFAR Y RSA VAV H—T A
AEFERALET,
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o 7y UL —RERMIBT BE1IC. SQL Server -1 > X4 > X T CitrixSessionRecording £ W3 ZHiD T —
AN—RZNYITYvTLET, CHICED, T—ER—IDOT7 v FI L — REICEENRELELBEICTO
REICETITZIEDTEES,

+ Session Recording AYAR—RY b7y 7T L—REBICIE. RXAYA—HF—THBILICMRT. &
DI VOAO—AINEBETHIVELHD X,

+ Session Recording #—/\—& Session Recording ¥ —4#~R—=ZXHAELH—N—IZA X b=/LIN TV
HmWBE, Session Recording 7—42R—%T7 v 7L —RT3ICId. T—EIR—ROKENERDPHUET
¥, TNLUIMDIBE. ROZENTEITET:

- F—AR—-EBEEIZFEAT. 7v 77 L—EDf®IC securityadmin & & U dbcreator +—/\—
RENERZZODHUTCTHEVWET, 7y TIL—RDET%IE. securityadmin & & U dbcreator
B—N—REERITAREICARD ., ZLICHFRTI T,

- F7:1%. SessionRecordingAdministrationx64.msi /X\wr—S%FERALTT7Y FIL—RKLET,
msi ®7 v 7JL— R, securityadmin & & U dbcreator —N\N—1&EIERZIFOT—EZN—2
BREOERBREZRDZIIATOATRY I IADNRIINET, BERBERZIERICAALT. [OK] =
IUwo L. Py TIL—FREFITLET,

+ TARTO Session Recording Agent £EBICT v 7L —RLABEVELSICTEZ A TEF £, Session
Recording Agent 7.6.0 LIF&IZ&#!) U — R ® Session Recording —N\— BE#fatehH O £3, 770
—ERDFEEE P NI B IEIERMINABWVWATREEDH D £,

+ Session Recording #—N\—07 v 7 L— RhiCBaShizty > avidREINnEzE A

e TRUMYFAVERIS Y aVVAA LI M E—REOEMMZERTTIOHIC. FRAVIM—ILERET Y
7JL—R#&IC [Session Recording Agent o 7ONF«] @ [F5T7 1 v U] # 7> a>nTFIx)l
FTEMICHE>TWEY, COF T2 avid MBI YA M—ILERIETYy I L— REICFHTEMICTSE
£9

s BEEEOJBEEE. COBEEFERTIAVLUEIOU ) —XM5 Session Recording 27w 7o L— K L7
BIFIYZAM—ILETNFEEA. COWBEZEBMTBICIE. Py TIL—REBICAVRAM—ILEZBELET,

s PYTUL—RT7OLIORBRICS A TREL Y 3 VHRTEINTUWIEIGE. REZRTET TET5A 84
IFEAEHD EH A

o U1 MHELETIHEICHER THELERTZHIC. UTOT7 YT L—ROIEFEBRL T I,

7y 7L —RDIER

BEDA YA —IETYvTIL—RT3ICid. Session Recording A R—% Y b1 YA b—=ILINTVBE
I oic#E L. Citrix Virtual Apps and Desktops ISO #=1TL £ 9,
[ N

Citrix Virtual Apps and Desktops @4 o> O— R R—JIZHE L T, @& /N—2 3 > Citrix Virtual
Apps and Desktops #4>>O0— R L7,

BEOA VR N—LOT Yy FTL—RITBE. ROIEFICREVET,
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1. Session Recording H—N\—aYR—%>V b ET7YvTIL—RLET,

‘o Session Recording 4 —N\—H'#% 3B &3, |A)IC Session Recording 7 —42~R—XJAVR—F>
EARA YA E—ILINTVBR Y —N—%T7yvFIL—RLET, TDH. DD Session Recording #—/\
— 27y TIL—FLEY,

CDDICIF. ROFIEZETLET:

a) Session Recording #—/\—T Session Recording Storage Manager #—tE X = F&TEIEL %
ER

b) 1>8—%yb1>TxX—>3>H—ER (IS) Y*x—T+—T. Session Recording Broker 1t
EFTTNTVWB e zHBLET,

c) Citrix Virtual Apps and Desktops ISO #%17L. 7w 74 L — K9 3 Session Recording T> k
DZERLEY,

2. Session Recording 4 —/N\—D7 v FJ L —RH5ET 95 . Session Recording #—E X IZBEEMICH
IAVICRDFET,

3. (RRE—1 X—T M) Session Recording Agent #7 v 7JL—RL%ET,

4. Session Recording #—/\—r —#IC. F7zid Session Recording #—/\—m#I(Z. Session Recording
RIS—=aAYVY—ILeT7yvTIL—FLET,

5. Session Recording Player 2 7w 74 L—RL %9,

257K SQL F—42~R—ZXH#—E X TO Session Recording 7 —2ZX—XD1 > X k=)L
CotEoarTIR RDUFT R SQL F—2R—2%—E X T Session Recording 7 —2R—X%&A VX k—
ILFBHERICDOVWTHALET,

« Azure SQL Database

« Azure SQL Managed Instance
« AWS RDS

« Azure VM Eo SQL Server

Azure SQL Database i- Session Recording ¥ —42~X—X &1 > h—)LT3

1. Azure SQL 7 —2R—X%=1ER L £9,

a) Azure 7Ho > b EERAL T Azure Portal I 1> LET,
b) Portal D X=Za—hm5. [UY—IXDER] #ERLET,
c) Portal o#ZERw I XIC TSQL F—2Z~R—2Z) EANHLET,

d) BEEROUZ 5. SQL T—AR—ZEFERL £ T,
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e) [fef] #2J v o LT, Azure SQL F—EZ~R—XZEH L £ 7,
f) [SQL F—2~R—XDER] £ 3> T, ROBEHREANDLET,

e BIZRUUTFI 3y BHO Azure TRV T a >z BRLE T,
e UVY—=JI)—7: [FRER] 2BIRTIH. BEFEOVY - JTI—T=ERLET,
e TAR—EZ: —BOZFNBETT,
o B—N—: FRER] #IRL. FHLWH—N=] T+—LIZRDEEZANALFT,
- H—N—F: —BORFEANALET, H—N—FlE. Azure A IR TDH—/N—IZ3F L T
JO—NILIC—ETHIRVELHD £7,
- B ROy TEOY VR MDSBEAZERLET,
- SRaEAA: [SQLBEEERT 3] EFRLE T,
- B—N—BEEOJ1>: V5V RSQLEBEZZANNILET,
- NRT—R: Bz @Bs o>V RSQLEBENRT—RZA AL, [NZXT—ROERE] 7
14— ILRICBENALETD,
- [OK] #&ERLF T,

BRDIBEHRENSI LS. THERBEERI 27U v o LES, [ER] RZ2>%& 2 1) wo LT, Azure SQL
F—AR—XAETREIEET,

2. FIE1z&0RLT. ALY —N—LICHID Azure SQL 7 —2RX—XZER L £ 7,

3. Bl i Azure SQL F—E2R—X DY —N—EGXFTEZRELE T,

a) Azure Portal T. BB L7z Azure SQL F—2ZR—XDWVWFThHhERBELTIV I LET,

b) EfloFrEr—>avhis BEHEXFI] 200y LET,

c) #%7T Session Recording 7 —4#~—2X& & U Session Recording O 7 —4R—ZDA Y RA VR
B LTEAINZ Y —N—XFIZER L THIFT,

4, RO&S5HITY RERTL T, BIICIER L7 Azure SQL Database iZ Session Recording 7 —42~X—2X
ZAVAR=ILLET,

E:

Azure SQL Database Tid. RD&S5HITY RERTI B LICL > TDH. Session Recording
T—EAR—ZADA VA= Z{T52eNTETET,

msiexec /i "SessionRecordingAdministrationx64.msi"ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"DATABASEINSTANCE
="DatabaseConnectionString "DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"AZURESQLSERVICESUPPORT
="1"CLOUDDBSUPPORT="1"AZUREUSERNAME="CloudSQLAdminName"AZUREPASSWORD
="CloudSQLAdminPassword"/q /1lxvx "c:\WithLogging.log"

FZEEORKIIRDEHDTT:
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o ADDLOCAL i33EIRT 2 AT T, BEBDAF T 3V #EIRTET 9, SsRecServer iF. Session
Recording #—/\—T79, PolicyConsole i&. Session Recording RJ>—3>Y—JLTTF, Ss-
RecLogging &. BE&EOJ#EETY ., StorageDatabase (%, Session Recording 7 —42~X—2X T
¥, Session Recording & 0O74'1&. Session Recording 4 —N\—0# 7> 3 >0 TH#EETT,
Session Recording E2& 07 % #RT SH1IC. Session Recording ' —/N\—%3ERL £7,

+ DATABASEINSTANCE /& Session Recording 7 —42~R—Z2 D+ Y 22V XEZTH O, Azure SQL
Database ##XFHIC L > TIRESINE T,

+ DATABASENAME (3. Session Recording ¥ —4~R—ZXDF—H4R—XZFTT,

+ LOGGINGDATABASENAME (3. BEEEOJ T —4XR—XHTT,

+ AZURESQLSERVICESUPPORT ic& > T 257 R SQLAYR—FINBZ3HESHIRED T,
720K SQLEFERET3ICIF. Tz LICEELEFT.

+ DATABASEUSER i&. Session Recording #—/N\—@aAYEa1—42—7HhTU >+ T,

+ AZUREUSERNAME (3. 757 F SQL DEEEETT,

+ AZUREPASSWORD 3. 757 K SQL BEBED/NZXT—RTY,

« Jqid. BALY R E—REEELET,

o 'V RA Y FICLDFHAE— R TOIHRRINET,

+ yourinstallationlog I3. ¥ > X F—ILOJEER T ZHBFATT,

Azure SQL Managed Instance % 7-i& AWS RDS T® Session Recording ¥ —42~X—22D1 > X b—JL
[ O
Azure SQL Managed Instance & AWS RDS Ti&. Session Recording 7 —4#R—X D1 > X b—)Lid,
REEHFOOAT Y RERITT B H. SessionRecordingAdministrationx64.msi /XNy r—S%Z TV Uy
JLTEITTBLICE>TEITTEET,
msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /1l*vx "c:\WithLogging.

'Logll
<!--NeedCopy-->

1. Azure SQL Managed Instance #{Em 3 % H. Amazon RDS 3>V —JLh 5 SQL Server 1 > 22 > X%
ERL %9,

2. (Azure SQL OIBZEDH) FONT 1 NRILICRR I NS Server ODXFHzER L TEFT T, COXFS!
I&. Session Recording ¥ —4R—XDA Y RZYRZTT, Hle LT MFORIV—>> 3y hESR
LTLETL,
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ADO.NET JDBC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.3141e4%e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username}Password=
{your_password}MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timeout=30;

ADO.MET (5L authentication) - public endpoint

Server=tcpisr-sqglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (AWSRDS 0iBEDH) TV RKRTI Y bER—DBEREZEHRLET, CNUET—ER—IADA VY RAEVREF
ELT<SIVRRAVE, R=b>WSERTHERBLET,

alVrS Services ¥ Q

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu

Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint

Reserved instances database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com
Proxies Port

Subnet groups 1433

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731b)

db2sg (sg-00fbd0feee02a731h)

4. SessionRecordingAdministrationx64.msi %47 L T. Session Recording 7 —42~X—X%ZA >R k—
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IWLET,

(OS5 RSQLEZBAHMICTS] FxvIRYIREAVICLT, V5T R SQLOBEBERL/XRT—REA

HLEY. EDMOBBEGERZTVET,

ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recarding Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. daiabase windows.net, 3342

[+*] Enable cloud SQL

Database name I

[ ] Use default database name

Cloud SAL admin I
name

Cloud SAL admin |
password

Session Recording
Server computer
account Example; localhost, domainicompuier-name

<Back | Net> | | Cancel

pE

75K SQLOBEEBENRT—rEEET3HEIE. [Session Recording t—/N\—a 7 0O0/XF ]

TNRT—REBEHTIHELHD £9, [Session Recording —/N\—D7ONF ] #F< . T
TRyt —IUHRREINET, [OK] 20U v o LTHEITL. [9FTFDB] 27Z#RLET, R
I. 757K SQLOF LLWEBEENXT—RZASLEFY, Citrix Session Recording Analytics #
—E X, Citrix Session Recording R L =Y %= v —H—EX BLUIISH—E Rz BiE2EHL

9,

Azure AD FEEIFHR—F TN TULEEA,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

257 K SQL Managed Instance AD#+ > 7L = XF—ER—2DBIT

1. https://docs.microsoft.com/en-us/data-migration/ % ziZhttps://docs.aws.amazon.com/pres
criptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.htmlcft>T. > TL I XF—ER—EBITLET,

2. #178IC Session Recording #1E L < #BES B 31C1&. Session Recording #—/\—T SsRecUtils.exe
ZRITLED,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. Session Recording #—/Y—"C. Citrix Session Recording Analytics #—£ Z. Citrix Session Record-
iNgAPL—II2—Tv—H—EX BITISH—-EXRZBEFHLET,
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Azure SQL Managed Instance h'54 > 7L S X7 —2R—IADEFBH T —FIRX—IADHBT

1. https://docs.microsoft.com/en-us/data-migration/IZf¢>T. T—2R—XE=BITLET,

2. #%4718IC Session Recording #1E L < ##8e 3 31CIk. Session Recording #—/\—T SsRecUtils.exe
ZERITLES

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } disreset /noforce

3. Session Recording #—/\—7. Citrix Session Recording Analytics #—E X. Citrix Session Record-
iNg AL —IR—Jv—H—ER BLVIISH—EXZBEBL £,

Azure VM £ SQL Server T Session Recording ¥ —2~_X—XD1 > X k=)L

Azure VM £ SQL Server Tid. SessionRecordingAdministrationx64.msi /Xy —S %A TILo ) w oL
TR1T9 %M. Citrix Virtual Apps and Desktops ¥ > X b—Z—%{ER L T. Session Recording ¥ —4~R—
RV AL—=I]LTEET,

1. Azure SQLVM =mEsBL £ 95,

2. VM z#pk L. Session Recording A>AR—R> bEA VI L—ILTEZRXAVICEBMLET,

3. Session Recording 7—42~X—ZXDA > X b—JLEIC. VM D FQDN 21 > X2V XB LTERAL X7,
*: > Z b—JLIC SessionRecordingAdministrationx64.msi #fERA L TW3HEIE. [957 K SQL
ZEMCTB] FvIRYIRZFTICLET,

4, AR b—LA—H—A>E—T 1 R >T. Session Recording 7—ZR—ZADA VX b—ILEET
L&,

Session Recording D7 > 1> X k=)L

H—N—=%T—U 27— 3 >H 5 Session Recording IV R—*%> hEHIERT 3iCid. Windows o> kO
—URFINDTOATSLDOT VAV R =)L EIFHRA T a>2FERAL £, Session Recording 7 —4~R—
Z2%=HIBRT BICIE. >R F—JLEFZ R L SQL Server D& EI1ER securityadmin & & U dbcreator X ET
ER

TFa) T LOBRICED, OVR—RYEDRTUA YA ML SN RICIIEEEDJ T —2X—XIFHIRTIN
FtAo

Citrix Analytics for Security * %4

Session Recording 4t —N\—%#m L T. 2—4%—— x> k% Citrix Analytics for Security IC2ETE £ 9,
Citrix Analytics for Security IZ. COA—H—aIRY FEUIEL T, I—H—0OEEICET 2 RAMNARR L IRME
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L£Y,

FtRREIIC. UTFZREEL T ETL:
+ Session Recording #—/\—ld. ROT7 KL LTI ZHELHD T
- https://*.cloud.com
- https://*.citrixdata.com

- https://api.analytics.cloud.com

+ Session Recording BRTId. REE1 V2 —3y MEGAICKR— ~ 443 ZBM T IBELHDET, xv k
D—oEOFRTOTIOFIH—/NN—IE. T Citrix Analytics for Security £ DEE%HFA T I HEHL H
D&ET,

« Citrix Virtual Apps and Desktops 7 1912 LTSR #FB L TW3 B &, HR— kT TW3 Session
Recording ®/N\—2 3 1% 2103 LI T Y,

Session Recording *—/\—% Citrix Analytics for Security |Ci£45: 9 %

1. CitrixCloud icr>1> L £,
2. Citrix Analytics for Security # 8213 T. [Manage] #2Uv o L %7,
3. by ZN—h5 [Settings] > [Data Sources] 2w oL %Y,

4. [Virtual Apps and Desktops- Session Recording] *+-r ~ 71— R . [Connect Session Recording
server] z7 Vv I L&Y,

Session Recording G
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5. [Connect Session Recording Server] X—>T. Fx v U+ ERRAL. INTOXBEBEHZERL
9. HABHFZERLEZWVES. [Download File]l 7> 3 v IdEMICHD X7,

Connect Session Recording Senver X

Configure and connect your Session Recarding senver 1o Citrix Analytics

Premequisites

6. Fy b7 =2 7OF>HY—N—1H3HEId. Session Recording # —/\—d SsRecStorageMan-
ager.exe.config 7 7 A JLICFOF 7 RLAZENALET,

7 71 ILIZRDBFERICH D £9: <Session Recording server installation path
>\bin\SsRecStorageManager.exe.config

fl:C:\Program Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManager
.exe.config

|1 SsRec StorageManager exe config £ | %
<?xml version="1.0" encoding="
i(::nflqura:lan>
<startup useLegacy' ionPo ="true">
<supportedRu v4.0.30319"/>
<supportedRuntime version="v2.0.50727"/>
</startup>
<appSettings>
} </appSettings>
T <system.net>
| <mailSettings>
<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
</smtp>
</mailSettings>
<defaultProxy enabled="true">
<proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
</defaultProxy>
</system.net>
=] <runtime>
<generatePublisherEvidence enabled="talse"/ﬂ
</runtime>
“</configuration>

7. [Download File] #%1) w4 LT, SessionRecordingConfigurationFile.json 7 7 (L& & > >0O—R
L&Y,

A

DT 7AILICIIEFIBRIASENTVE T, 77T IILERERGRICEELE T,

8. Citrix Analytics for Security (23479 % Session Recording 4 —N\—IC7 71L& IE—L £ T,
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9. BRICEE® Session Recording # —N\N—H% 315813, #EHEITZIEY—N—ICT77ILZIE—L. FIE
IS TEY —N—ZBHTIVEDNHD X T,

10. Session Recording #f—/\—T. ROAIYY RERTLTREEI>R—rLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>
<!--NeedCopy—-->

f51:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json
<!--NeedCopy—-->

11. ko—ExzEBEEHLFT:

« Citrix Session Recording Analytics #f—E X

+ Citrix Session Recording Z kL =YY %—J v —

12. BEHAEREICSET Lz, Citrix Analytics for Security IC#881L T, #EIhTL 3 Session Recording
H#—N—%FKLL %7, [Turn On Data Processing] - 1J w4 LT. Citrix Analytics for Security nF
—AEMIBTEIBZLSICLET,

i

Session Recording #—/N\—/\— 3> 2103 #7213 2104 ZER L TW3HEId. &I Virtual
Apps and Desktops v > 3 > % &8 L T. Citrix Analytics for Security TE#HIhTWV3
Session Recording # —N\N—ZRRTBBEHHODFT, T5LARVE, HEHEINTLS Session
Recording #t —N\—HRRINFEA. COEMHIE. Session Recording #—/N\—/N\—2 3> 2106
DRgICITERA TN EE Ao

BGICNIBRZRTI S

H—N—DRERIE. BRHIPRILIZHBEICDH Session Recording 1 b A— RICRRINFET, Y1 FH—RIC
i, Citrix Analytics for Security & DGR L iBREA Y —N—DHEHRRINE T,

HEID'RIN L e B Session Recording # —N—H'&RRSNBWBEIE. TiERME# Session Recording 7 —/\
—NEGICKB T2 ORSTNa—FT12I0EI2 a3y eB8RBLTIEIL,
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Session Recording G

Y4 hH—RTEBDE%E ) v LT, Citrix Analytics for Security TES SN TV R —N—=FIL—TE R
L%d, = xiE. 1Session Recording Deployment =27 1) v o LT, #EHINTWVWS 1 DEIFEROY
—N—=JIL—TERKLET, & Session Recording tH—/\—id. X—2Z URL & ServerGrouplD TRRIN &
ER

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

Page 1  of1 Srows v

RELIEARY FERRT D

T b A—RICIE. G TN Session Recording BRE. ChoDERNSEBE 1 BEICRELLIAY MHR
RENEF, ThiE. T7 4L bOROERE T, 18H (1W) £BIRLT. T—22RRTZCHTEE
Fo BELIEARYLOEZIVYI LT, LT —EIBRER—DICTARNY FZRELET,

F—RNBEEMICT R . Y1 H—FKIC Nodatareceived X 7 — 2 ANRRINBBEENRHBDET, DX
F—RRE KD 2 DODIBHTRRINZT:

1. IHTT—ZUBEFVICLEBE. 1Y LA Citrix Analytics D1 RY CNTICELRET 3 F TICEEREM
b £F, Citrix Analytics I R> 2 FEF 5. R 7—4% X Data processingon iZXEH D 7,
LIFS KB ->THRAT—E AW T S5AHVESIE. [Data Sources] R—JEFEFH LTI L,

2. Citrix Analytics i3, BE 1BRICT—42Y —INSARY M EZELTLEEA,

Session Recording #—/\—%3EMY 3

Session Recording #—/\—%BIMT 3ICIE. ROVWFIHERITLET:
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+ [Connected Session Recording Deployments] X—> T, [Session Recording Server N DiE4:]
20V vILET,

“ Connected Session Recording Deployments

« [Virtual Apps and Desktops- Session Recording] #-f hh1—R T, #DEKIES W) #oUwoL
T [Session Recording Server ANDiE#E] #EIRL T,

Session Record Turn off data processing

0S
' Connect Session Recording server

Received Events: 0 H W

No data to display

FIBICRE > THER 7 71 )LEH 7 >O— K L. Session Recording #f—/N\—%#EL £,

Session Recording #+—/N\—%Hlfx9 %

Session Recording #—/\—%HIB&d 3 ICIE:

1. Citrix Analytics for Security T. [Connected Session Recording Deployments] X—J(Z#8#L.
HIRR 9 30— N—EBEZERLEX T,

2. #ito&wgsEs () 221w o L. [Remove Session Recording server from Analytics] %R L £
ER
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“ Connected Session Recording Deployments

Session recording servers

3. Citrix Analytics »* 5 HIBR L 7= Session Recording #f—/\—T. ROIAY Y RERTLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
<!--NeedCopy—-->

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations
<!--NeedCopy-->

TR —RQOT—RNBEAVEIFFTICTS

HEDT—2Y—2 (Director 5LV Workspace 7 7V)) OF—ZBHZ WO THELETEET, T—F2YV—XD
YA b H— R THOLIEES (B) £ v o L. [Turn off data processing] #3%RL 7, Citrix Analytics
. ZOTF—EY—ADOT—2QUNEBEEIEL F9, Virtual Apps and Desktops 1 kh— RHh 5 F—240E%
FIETZIcHTETET, JDF TS 3 >id. Director ¥ Workspace 7 7V OBADT—H2Y — A TERTE F
ED

F—2NBEEBEAMICT SICIE. [Turn On Data Processing] #2Uw o L %9,

¥ & h7- Session Recording t —/N—HEFHICKK T B
#¥mi#&. Session Recording #+—/\—#t Citrix Analytics ICIE#TE £ A. L7zh>T. Session Recording
A M A—RIZEBREAOY—N—DREINEE A,
COMBDNZINSa—T4 7% 1T5I1CIF. ROFIEBZETLET:
1. #mE# D Session Recording #—/N\—T. &® PowerShell v FERFTLTIZAITY RISV
ID (CMID) =FERL %7 :

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid
<!--NeedCopy-->
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2. CMID A= DHEIE WELIENRICRDOL A MY T 7L ZEBMLET:

LYZRVUE LPZRJDINZR -3 &

AuditorUniqueID Computer\ XF5 UUID ZEXAHILE T,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCdmgpubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/

3. RO —ERzBREHLET:

+ Citrix Session Recording Analytics #—£ <

+ Citrix Session Recording Z kL =YY% —J v —

FEtE Y g OEE

September 21, 2023

nETtyYayoREid. BERYY—ICARLEE Y Y a Y OBBRICERRICEAIN. Eyia hRTT
BLEBBIELELE LTS
7.18 U —2 LR, Citrix TldgMAtEy > a3 Y OREEENENTNTVET, COMEEEZFERTI . Evia
YHWDTH, BEDI—H—DEHITIBIED LYy a v EdEROtE Yy a v OREEHREIIEFLETEE
ED

E:

WEEN ERICEIET B 7-IC. Session Recording. VDA. Delivery Controller #/X\— 3> 7.18 LIB&IC
Ty TTL—RLTLREE L,
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BNty a v OREZEENIIIBENICTS

Session Recording Agent IZ. #EEx BN EIFEMNICTEIHDL I A M UEHBIIEIATVWET, JOLTR
FUEIET 74 ETLICRESINTWVET, 2F0D. COBEIZT 74 FTEMICHE>TULWETD,

COWEREZ BN EIZEMNICTBICIE. ROFIEZRTLET:

1. Session Recording ®-f > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLY> Y DE
BErLTOIAYLET,

2. LYZAKIIT A Z—ZHEET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor) #&2BL %7,

4. DynamicControlAllowed &% 0 ICRET 3D T 74 MED 1 %#FRALET,
1. NLREEEINICTS
0. FNLBREZEMNICT S

5. Session Recording Agent Z B2 L T. REZMEESE X7,
MCS 713 PVS 2R L TEBEL TV 3BEIE. YXFZ— I X—JTREZLEEL. EMERTLTEEZ
BMLFET,

T

A .
=

LYZAMIIT 42— DhmEERZ L. RAUGMENREET ZA8MENH O Windows DF-1 > X b—JLH
MBEBIZBDIHBEDLHDET, LIRMIITA2—0OFRICELZEEICH LT, Citrix TRR—IEEZEVL X
Tho LIXAMIIT1E—Id. BEROEFRLAMOEETIHERALLIEIV, Floo LI MU T 71ILON
WITYTRERLTHS. LIRMIERRELTIEIL,

Citrix SDK T PowerShell 27> RZEBL THNICEEZREIIAE/-I3ELETS

Z OEIRY7: Session Recording #gkld. # > 7L = X¥EtE L Citrix Cloud BIEOmA THERATE £ T, 70 FL =
ZIRET C DaexE R 3 ICiE. Citrix Virtual Apps and Desktops @ PowerShell SDK % L £ 9, Citrix
Cloud IRIETZ D= FEAT 5IC1E. Citrix DaaS Remote PowerShell SDK (IB#F Citrix Virtual Apps and
Desktops Remote PowerShell SDK) ZERL 7,

AYRM=ILLTHERATS SDKZRET BICIE. SRERY > —%IER T 5 & FICHEE L7z Delivery Controller 2
EBELTLETL, CitrixCloud BT v 3 % 8E T 57-0IC [Citrix Cloud Controller] ¥ v oKy
9 2% F I LTEEIE. Citrix Cloud BEiRIEHRE R T 2 HEBLHD £,
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@ Delivery Group or Machine Mame Cueries

[El Create Query et
Site: Address: Citrix Cloud Cortroller
Erter 3 sfe addess
(@ Delivery Groups () Machines
|&ma&mWGmwmm
Create Cancel
Close

A

Citrix DaaS Remote PowerShell SDK # Citrix Cloud Connector ¥ >IicA > XA b—=JLLAEWVWTL IS
Wo BILUY —XDJEARD K X1 VU BINFEAY S VIClE. Remote PowerShell SDK &« > X b—)LTE &
T, COSDKDIOAT>Y KL v kid. Cloud Connector TIzERTLAVWC e EZHE#HLET, “nid. SDKD

1#21£1C Cloud Connector B8R L AW®H T,

RORIZ. IWEEYya > oBEEDOHICEAD Citrix SDK TEERETE 3 3 20 PowerShell v > RT9,

avrr

B2Ek]

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

REDTIT«7Btysav. 707« Bty 3
V—HE. FRBBEOI-—H—ICLoTHEI Nt Y
2avOREEBRBTEET, L <L Get-Help
Start-BrokerSessionRecording%z®1{T
LT