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(Session Recording 7 —#% ~X— X, Session Recording #—/\—. Session Recording KU >—>vY —)L)
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Session Recording > R—%> FOEHICOVWTHLHBELE T,
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« Windows Server 2022
« Windows Server 2019
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HR— kTN TWL3S Microsoft SQL Server d/X\—> 3 >t

« Microsoft SQL Server 2022 Enterprise. Express. & & tf Standard Edition

+ Microsoft SQL Server 2019 Enterprise. Express. & &tf Standard Edition

+ Microsoft SQL Server 2017 Enterprise. Express. & &t Standard Edition

+ Microsoft SQL Server 2016 SP2 Enterprise. Express. & &t Standard Edition

« Microsoft SQL Server 2016 SP1 Enterprise. Express. & &tf Standard Edition

+ Microsoft SQL Server 2014 SP2 Enterprise. Express. & &t Standard Edition

+ Microsoft SQL Server 2012 SP3 Enterprise. Express. & &t Standard Edition

+ Microsoft SQL Server 2008 R2 SP3 Enterprise. Express. & &t Standard Edition

HR— kI TWVWS Azure SQL ¥ —E2R—XH—E X

+ Azure SQL Managed Instance
o Azure R#8<> > (VM) Lo SQL Server
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» SQL Server
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« Windows Server 2019
« Windows Server 2016
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o IVA—RY MY T A= 3>H—ER (IIS) 10, 8.5, 8.0 £7=1&7.5

+ .NET Framework Version 4.7.2

+ Session Recording #—/N\—T. BE7O LI LTHTTPS, 8L UBMBAEEERT 35 E.
Session Recording Tid. 77 #4JL +TCitrix R 7O TH S HTTPS iMERIN EJ,

+ Active Directory #i& % 83l L. MSMQ HTTP # 7R — k2 & %hiC L 7= Microsoft Message Queuing
(MSMQ).

o BIEBEOJDHE: Chrome. Firefox. F7zi% Internet Explorer 11 o&#H/N—2 3>
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« Windows Server 2022
« Windows Server 2019
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Z: NET Framework 4.7.2
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« Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 Lif&® Platinum S 1> X
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« .NET Framework 4.7.2
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Session Recording Player

UFDARL =T« YIS RT LN R— TN TVET:

« Windows Server 2022
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« Windows 11
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g Create Policy

AL »
Edit Setting
Policy0 Use video codec for compression
{Overvi:w|5eﬂingswmimn‘lh| -
= = Value: | For actively changing regions ¥
}» Use video codec for compression
User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server OS, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
single-session OS virtual machines c

Extend Deployment

Citrix Studio

F/Ig 3:Session Recording % &R 3 %

Session Recording T> ~U%EEIRL £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40



Session Recording 2203 LTSR

Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

FlE4: 51t ARHNEZHHFAETS

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the en
the providing Citrix entity (the applicable providing entity
"CITRIX"). This AGREEMENT includes the Data Proce
Services Security Exhibit and any other documents incorporz
location of receipt of the Citrix product (hereinafter "PR
(hereinafter "MAINTENANCE") determines the providing

www.citrix.com/buy/licensing/citrix-providing-entities. html.
USING THE PRODUCT, YOU AGREE TO BE BOUND

AGREEMENT. IF YOU DO NOT AGREE TO THE TERM
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothi
order or any other document submitted by you shall in an
terms and conditions contained in this AGREEMENT. This £
to third party products sold by Citrix, which shall be subject
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Custome
| have heard, understand, and accept the terms of the licens
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back
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Citrix Virtual Desktops 7 Core Components

censing Agreement

Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

+ Licensing Agreement Feature (Select all)

¥ Core Components . i )
Session Recording Policy Console

v

Features Citrix Session Recording Policy Console
Database and Server
= - & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
& Session Recording Database

Citrix Session Recording Database
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+ BB 1: Session Recording ##—/\—X Session Recording 7—4~RX—XER LI VICA VX M=)l L.
Microsoft SQL Server # U E— kI VICA YA R=ILT 3 (ER),

+ /BRI 2: Session Recording #—/\—. Session Recording 7 —4~X—2. & & T Microsoft SQL Server
ZRAICIYIVICAV A =ILT B,

« [BR 3: Session Recording t—N\—% &% %% —/\—IZ1 > X b—JL L. Session Recording ¥ —4 ~R—
Z & Microsoft SQL Server o5 % . Session Recording f—N\—%+1 > X r—=JLLTI=R S V2 IFRIDT
OUICAVARAM—IILT R HEEINEHEA),

1. [#8E] ~—> T [Session Recording ¥—42~"—2] #ERLT [RA] #0Uv o LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45


https://docs.citrix.com/ja-jp/session-recording/2203-ltsr/configure/high-availability-and-load-balancing/session-recording-database-high-availability.html
https://docs.citrix.com/ja-jp/session-recording/2203-ltsr/install-upgrade-uninstall.html#deploy-the-session-recording-database-on-azure-sql-managed-instance-or-on-aws-rds
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https://docs.citrix.com/ja-jp/session-recording/2203-ltsr/install-upgrade-uninstall.html#deploy-the-session-recording-database-on-sql-server-on-azure-vms

Session Recording 2203 LTSR

Citrix Virtual Desktops 7

¥ licensing Agreement

Diatabase and Server
Surmmary
Install

Finish

Features

LY

Feature (Select all)

Session Recording Policy Console
Citrix Session Recording Policy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Database
Citrix Session Recording Database

2. [F=ER—BLUVY—N—DHER] X—IT. Session Recording F—ER—XDA Y REVAZELT—
BAR—2RF. B&U Session Recording —N—D AV Ea—4—FTHIVrEIBELET. [RAN] 251

v LET.
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Citrix Virtual Desktops 7 Database and Server Configuration

¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

v Core Components

o leatins Configuration
Database and Server Instance name:
Summary Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database name:

CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back I | cancel

[T—ER=RE VY —N—DHERH] R—IT, ROERZTVET !

¢ AVRBAVRBZ: T—AR—XAVAZVADZHTEA VA Z Y XTHWES. SQL Server o>
Ea—42—BDAZFERATIET, TVAZVAQEY b7y 7R BRITSA VAN HZ5E
ld F—=ER—RAVRABVRBL LT TRXAA\OQYEa—4—F] #FERALET, FHARPOT—N
—1YRRAVAZEERT 3IC1E. SQL Server T select @@servername #R17L ¥ 9., RD1&E
&, FBBTF—ER—RA VY AEZVRAZTY, SQL Server 77 #JL bR— b 1433 LISbDH R B L
R=bTURYTEZLSICBRINTWVWEHEIE. 1VREVRZICAVIZBIMLTHREZLY RS
—R—bERELET, eRIF. [1YRXE2VREB] 7FRX Ry I XT TDXSBC-SRD-1,2433; &
ANADLET, IVIDED 12433) 1F. WAZLI)RF—KR—rERLET,

o T=RAR—=RZ: [T—ER—XZ] TFXMRYIITEEDT—ER—IXBZBENNTIH. £ET
FRMRY I RICETRESNTVWET I DT —ER—RZEZFERLET, BEHFOTIN] 270
)w2o LT, SQLServer 1 > X2V ZADEGHE T —EIR—IAZOEWEZT I FLET,

BE:

FEDT—ER—RZIFEATEBZINFIF. A~Z, a~2. 0~9 & 74 —XAT7DHT. 123X
FEBITIFERD EEA.

o F—AR—ZDY—N—DEEHERTH 3 securityadmin & & U dbcreator *UETT, 1ERHI A
WSS, REITVET:
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s T—AR—ZZEBEIZA VAL ILOERZEDETTHS5VWET, TV M—IILORETEI
securityadmin & & U dbcreator F — N—ZEIERIZFFEBICH D, RL2ICHIRTETES,

« F7z1&. Citrix Virtual Apps and Desktops ISO ¥ X — <~ ®\x64\Session Recording |- % %
SessionRecordingAdministrationx64.msi Xy 7 —CZFERAL EFF. msi D1 > X b — )L,
securityadmin & & U dbcreator  — N—&BHER L HIZ. T—ER—IBEREDOERBERERD
B2EATATRYIADKRREINE T, BERFRZEBASALT, [OK] 20Uy oL, 1R b—
Wz&HITLES,

1 >R b—=JLIZ& D Session Recording 7 —4#~X—XHMER T 1. Session Recording #r—/\—®
Xy F7AhYY ~h db_owner ¥ L TEMINET,

+ Session Recording f —/\—@a>Ea—4—T7Hho > k!

« BRI 1YEMR2: [Session Recording t—N—DI>E21—42—F7hHTU ] FFRAMRY IR
T. Tlocalhost; ¥ AN/IL %7,

+ /&R 3: Session Recording 4 —N\—% KX r$3I>VDOEHIZ. RXA\DYEa—4—
%1 OFRXTANAL F79, Session Recording —/N—0a>YEa—2—7H7T > kid. Session
Recording 7—4R—RIZTF IR T 23HDI—HF—THI>V L TT,

*:

[Session Recording H —/\—DaA>Ea21—4—THTO Y TEFARRY TR XA VEH

REINTWLS L FIZ, Session Recording Administration > R—%> rEA > X =L L &

Sr9dde. T7—O— R 1603 TERETZehHBOD Fd, EEKL LT, localhost %713

NetBIOS kR X1 >\v>>&% [Session Recording #—N\N—DpaA>Ea1—4—F7hHo>Y ] 7

FRERYIZRICANILTLEE W, NetBIOS R X1 > &EZEIEY BIZid. Session Recording

—N\—Ic#%8 L. PowerShell T F'Senv:userdomaini #%{379 3. AYYRT7OY T KT

fecho %UserDomain% #={TL X7,

3. 1R M= ILENCEIREH =R LE 9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 48



Session Recording 2203 LTSR

Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Components . .
Installation directory
+ Features . .
C\Program Files\Citrix
+ Database and Server .
Prerequisites

Summary Microsoft Internet Information Services
Install

feta Core Components

Finish

Session Recording Administration
Features

Session Recording Database

1
]

E] R—JICA VYA —ILDERPARRINE T, [RB] 27U v I LTHOUAHF—RR=JICERD,
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

4. 1R —ILETETLET,
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Citrix Virtual Desktops 7 Finish Installation
' Licensing Agreement The installation completed successfully. v Success
Core Components

Core Components
v Features

v Session Recording Administration Installed
v Database and Server Post Install
v Summary v Companent Initialization Initialized
v Install
Finish

=

[T R=ILDOTET] R—=JIZ, IRTOFREFEERBICA VA MBIV EINIVR—R2 -
PEREDFTYvIN—J TREINET,

[527] 221w o LT Session Recording 7 —4RX—Z2DA YR b—ILZZTLET,

FIE 6.2: Session Recording 4—/\—D1> X ~—)L

1. [#8&E] ~—>T. [Session Recording +—/\—] r [Session Recording EE&OJ] %:EIRL &
To ANl 20w LET,
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Citrix Virtual Desktops 7 Features
¥ Licensing Agreement O Feature (Select all)

+ Core Components |

O Session Recording Palicy Cansole
Features

Citrix Session Recording Policy Console

Database and Server | ) .
] Session Recording Server

Administrator Legging Citrix Session Recording Broker and Storage Management.

Summary

Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.

O Session Recording Database
Citrix Session Recording Database

A

+ Session Recording & 04(d. Session Recording 4t —N\—DA 7> 3> D4 JH#EETT,
Session Recording & 04 %2R T H1IC. Session Recording #—/N\—%3&RL £7,

« Session Recording & 074 & Session Recording f —N—%@BICA > XA b= LT
3O LEYT, EHEEOQOITHEZAVNICLAVSEER. BOR—JTEYICT
TEF, L. RWICCOHEREZ M>>I F—ILLAWVERZ L. BTEBMNT 3HE I3,
SessionRecordingAdministrationx64.msi =B L CFETBIMTI £9,

+ Session Recording t—/N\—% 1 > X k—JL ¥ 3 . Session Recording Web Player % B}
HICA YR —ILTEFT,

2. [T=ER=ZRBLVHF—N—DBR] R—2 T, BRZEELET,
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Citrix Virtual Desktops 7 Database and Server Configuration
Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
e computer account of the Session Recording Server.
Core Components
Features Configuration
Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS computer-name\SQLEXPRESS, computer-name
Summary
Install Database name:
Firish CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[F—EAR—ABLUVY—N—DHER] X—JT. ROEEETVET:

o IVRAAVAEZ: [ XA RAR] ICSQL Server DEZRIENNLE T, BEIASA VA EZ Y A%EH
LTWBIBEIE. TRX2\DYEa—4—8) ZAHLET, FALTLAWESIE. TOYEa—%
—Z1 P ENSIILEY, SQL Server ’7 7 # )L biR— b 1433 LISMND AR B LR— TV RT3
KOICBRTINTVBRBEIF. 1Y RXFVIABICAVIRZEBMLTHRRZLY ZF—R—rZ28RELF
To L RIE [TV REVRE] THERX MRy o XT IDXSBC-SRD-1,2433; * \AL %9, OAVX
DEOD 2433) 3. HRFLYRFT—R—+bERLET,

T—ER=RE: [T—ER—E] TEIAMRYIIATHEBDT —ER—IXBEANATBH £ET
FRAMRY I RICERREINTWVE T 7 1)L bDF—42~— 2% CitrixSessionRecording %= &
HL&ET,

o F—ER—2DOY—N—DKEIERTLH 5 securityadmin & & ¥ dbcreator "YU ETY, HEREHI A
WIEEIE. RETVWET:

- TAR—REBEICA VA L—IILOERZEIDLETTHS5VET, TV F—ILOTETHII
securityadmin & & Of dbcreator  — N—REERISABICHRD . REICHRTEXT,

- F7lE. SessionRecordingAdministrationx64.msi /X 4 — 2%/ L T Session Record-
ing—N—%1>X+b=JLLET. msi D1 >R =)L, securityadmin & & Uf dbcreator
P—N—REMEREHIC. T—IRN—IBEEEOERBEREZRDBZHZ 1 T7OT Ry I IBRRIN
£9, BERBEHRZEBICAALT, [OK] Z0Uwo L. 1R =ILEHFITLET,

s ELVWAYREYRABET—ER—XZZANALIS. EHOTRE] 221 v o LT Session
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Recording ¥ —4ZR—XAD#EHEZTA M LET,
+ Session Recording —N\—@QaAYEa2—4—THOY bENALT. [RAN] VU v I LET,

3. [EEEOJ DB R—2 T, EEEOJHEBOBRZEELEY,

Citrix Virtual Desktops 7 Administrator Logging Configuration

+ Licensing Agreement Specify Session Recording logging configuration

R e e i 3
+ Core Components Configuration

¥ Features The Administrator Logging database is installed on the SQL Server instance:
+ Database and Server VDFX-SRD-1 v
Administrator Logging

Summary Administrator Logging database name:
In=tll | CitrixSessionRecordinglogging v
Finish

Test connection..

7 Enable Administrator Logging
This opticn enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blecks policy and server property changes if logging fails.

<

Mext Cancel

[(BIBZEOT OHER] R—2 T, ROEEZTVET:

o BEEOJT—EN—X|ESQLServer 1 VXAV AICA VA L=ILENET: COTFRRY D
RIBETIE A, EBENI T —EZR—XD SQL Server 1 Y XRZ Y RZIE. [T—E2R—=2E &L
UH—N—0D#EE] R—PTANAOLEA VX2 IZPEFNICERAINE T,

« BIEENOST—HE~N—X%F: Session Recording BI2EOJHEELZ 1 VX F—ILTBICIE. CDOTF
ZbRYy VA TEBEOV T —EAR—IADEEBEDT—IR—IBEANNT B FLETFINRY D
ZICERREINT 7 4L DT —2~—2 % CitrixSessionRecordinglLogging Z AL £,

A
BEEOT T —EIR—XBIE [T—ER—IR P —N—0DEH] R—JD [F—E2R—ZZ] F

FR IRy I ZXTHRELT Session Recording 7—2R—XZLBBZDHDICT IZHENH D
95

o BIEENIT—ER—RZENNLES. EHEOTIX] 27Uy LTEEBEQS T —ER—IAD
BHETAMLEYD,
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« BEEEOJZEMICTS: T 74/ ETiE, BEEOTBEIIEMIE>TWET, FvIRvIR
ZATICL T DHEEEMICTET T,

s BBHITOVF I EEMICTS: TIAIETIERBHTOVE VI EMILR>TWS O, OFhik
WIBZEBEOHEENTOVIINBZEDHDET, Frv IRy IREATZICLTEHEHITOYFY
J WEBEDITAYVY) ZEMITEED,

RN] 20V 9O LTAYRb=ILZ2GITLES,

4, AR S—LAEICHHRZEH ZHBLET,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components . .
Installation directory
" Features i o
C:\Program Files\Citrix
+ Database and Server
Core Components

+ Administrator Loggin . e -
bl o99ing Session Recording Administration

- Features
Install Session Recording Server
Finish Session Recording Administrator Logging

[ Back II Cancel |

E] R—JICA VYA —ILDERPARTRINE T, [RB] 27w I LTHOUAHF—RER=JICERD.
BIRETETED. [1VAL=I] 29Uy ILTAYAL—ILZBEIBRTEET,

5, 1YXAb—ILZERTLEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 54



Session Recording 2203 LTSR

Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components

+ Features v Session Recording Administration Installed
+ Database and Server Post Install
+ Administrator Logging v Companent Initialization Initialized
+ Summary
+ Install

Finish

e

[1YRP=ILDORT] R=JIZ. TIRTOFREZHEEEICAI VYA M—IILBLUBL TNy R—%V b+
MREDF TV II—I TRINET,

[%eT] 0 1)w& LT Session Recording H—N—D1 > b—)LEZTLET,
A
Session Recording 4 —N\—DFT 74 rDA YA =)L TIE, BEEZEFa2 T+ TRETZ7D
IZHTTPS/TLS ZfEA L £9, Session Recording 4 —N\—DF 74 bDA > Z—Fy b1 > T #
AXA=2ayH—EZ (IS) 4 FTTLSAEEINTWAWESEIE. HTTP 2@FALEd, ChzxE

79 %ICid. Session Recording Broker # -1 MC#ENL T IS BB >y —)L T SSL % IRMABR L
SSLBRE=ZMT. [SSLZMNEBLTB] Ry I RZ2ATICLFET,

FIE 6.3: Session Recording RS —a>Y—)LO+1 > b=l

1. [##E] X—>T [Session Recording ¥—4~—2] ##ERLT [DRA] 20U v o LET,
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Citrix Virtual Desktops 7 Features

W Licensing Agreement |:| Feature (Select all)

+ Core Components . : .
Session Recording Palicy Cansole

v o - ; )
Features o Citrix Session Recording Pelicy Console
Surnmary
0] Session Recording Server
Install o Citrix Session Recording Broker and Storage Management.
Finish

0] Session Recording Database
Citrix Session Recording Database

(oo )N

2. AR = I)LENICHIRF G ZHR L £ 7,
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components . .
Installation directory

+ Features
C\Program Files\Citrix
Summary
Core Components
Install ; P
e Session Recording Administration
Firish

Features

Session Recording Policy Console

[BE] R=JICA VAL OERNMRTINET, [RB] 20V v I LTRIOV P —RFR=JICRD,
BIREZEBIBZH. [V =] 22Uy ILTAVRA =L ZRIRTEEY,

3. AVAb=ILZERETLEY,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Success

¥ Core Components
Core Components

+ Features + Session Recording Administration Installed

v slinmany Post Install

" Install + Component Initialization Initialized
Finish

—

[1YRP=ILDORT] R=JIZ. TIRTOFREZHEEEICAI VYA M—IILBLUBL TNy R—%V b+
PREDF TV IN—I THRINET,

[%T] 0 1)wo LTSession Recording R >—aAYV—ILDA YA =ILERTLET,

FI|E7: Broker_PowerShellSnapIn_x64.msi =1 > X ~—JL§3
5E:

Session Recording R > —2> Vv — L% EMAT 3 IC I3 Broker PowerShell 2 +v 7 >
(Broker_PowerShellSnapIn_x64.msi) #F& T+ >~ X ~—JL L %9, Citrix Virtual Apps
and Desktops @ ISO (\x64\Citrix Desktop Delivery Controller) TR+v 71 >%
BEL. BRI TA YR —ILTBREDRHD FT, OBWEE. T7—DEETZAREMENHD FT,

Session Recording Agent -7 > X ~—)L

Session Recording Agent id. v > 3> %@ 92 VDA FE VDI VA YA b—ILLET,

FIEL: RV ISV T7EIIVYAO—RLTUsF—FZEHTZ O—HILOEEET7HI YV FEFE> T,
Session Recording Agent @+ > X k=L VIcOJ 4>V LEY, DVDZ RS A TICHEATSH. ISO 77
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TINEITVELET, 1Y —F—HEBNICESH L BVIEEIF. AutoSelect 7TV r—> 3> Ehigvvy
FENIERSATZ2HTINI)YILET,

AVA =T F—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1> X +—ILTZHMmZEIRT B

12 h—=ILg38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o##&ic# 2 (BBl #0U vy
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
" licensing Agreement Configuration

#" Core Components . .
3 P = Session Recording Server name:

Agent
Summary
et Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,
Finish
Protocal:
|RTTRS
Port

Flg6:Agent O#ERZIEET S

[Agent #R] X—T. Session Recording 4 —N\—%1 VX b—)LLEI>>OOAYEa—2—F ¥, Session
Recording # —N\—r &0 70O M D)L R— MEERZNSL 9, Session Recording d-1 > X b—ILHYEA
TLWAWEEIE. BT [Session Recording Agent 0 70O0/X7 1] TINHSDEHREZEETTET,

i

AYVZA—5—DT R MEGHEEICIIRADHD £9, THTTPSHATLS 1.2 #H%EBEE T3 o+ FldHR—
FLTWERA COVFUFTA YR M—5—%FRATZIERIET I MEGRICKBL ZTH. KREEEHEL
T RA] 00wl AYAM=IZHEITTIET, CNICE > TCEEDIRENFEEZRITDZCIEHD
FtAo
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Citrix Virtual Desktops 7

v licensing Agreement
v Core Companents
v Agent

Summary

Install

Finish

FIRT: > X b —ILENICRIRFH 2R T 5

Summary
Review the prerequisites and confirm the components you w
Installation directory
C\Program Files\Citrix

Core Components

Session Recording Agent

Bac

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE

BEBH [ =] 20Uy ILTA VA= ZRIRTEER Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

64



Session Recording 2203 LTSR

Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.

+ Core Compaonents
Core Components

+ Agent v Session Recording Agent

¥ Summary Post Install

v Install v Component Initialization
Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7:iZ Provisioning Services (PVS) T. BREADIY X Z—1 X—
D4 VR h=ILiEHD Microsoft Message Queuing (MSMQ) %R L T##%D VDA Z{ER T 3. —
EDRRAFICEVWT. TN50 VDA D QMId ARILICAZAIEEMEL HD £, CDHBE. ROLSBRIEFIE
BEENEET ZEEMENHD X7

s BEIQEEMIMESNTULTH, Ty a Yy FEINBWEEHLHD £,

s Ly a>ons 4+ 7{ESH Session Recording H—/N—IC& > TEEINT, Ty a>DRT—

BANEIZ [S1T] IKB>TLESAREELBD 5,

fEREIG VDA CEICEB D QMId Z1ER T2 e TIH. RO HIRBHAAEICEI > TELAED XY,

Session Recording Agent i1 > X k—JLahfc> > J Lty 3> OSVDA %, PVS 7.7 LIFE F f=1d MCS
TOLUBON—a>zEALTHNTRI MYy TE-—RTERT 235G (L RiE. IRTOEEHNFOD
Personal vDisk #7z13 VDA @O —AILT 1 R Y TKEMICHR D & SICHEM T 158) . BMORIEERET
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ED

RILFEv> 3> OSVDAHL MCS £7E PVS &2 > F Lty 3> OSVDA #EA L TERS N, 21—
—HOJF T TBEIRTOEENHIBRIND & SICERAIN TV 335E1E. GenRandomQMID.ps1 21
ThEFERALTORTLESRCQMId 2EEL 79, BREEAZZLEELT. 21— 01> zH1T
TRANCTDBHDO VDADRITENTVBLSICLET,

GenRandomQMID.psl 24U 7+ &ERT 3 ICIdE. UTOFIBICHE > T 2T L
1. PowerShell =781 > —»' RemoteSigned » Unrestricted iC:8E SN TWE e #HERBL £
ER
Set-ExecutionPolicy RemoteSigned

2. 27T a—IENB R ZERL. MUA—% [P AT LESE] ICRELT. PVS £iEMCS X
B—A X=XV UTSYSTEM 7 AT Y b efE>TERITLEY,

3. RZA—hrT7YvTERVLTOY Y FZEMLET,

powershell .exe -file C:\GenRandomQMID.ps1
GenRandomQMID.ps1 X7 1) 7 ~ DR E:

1. LR bUDSERED QMId ZHIBRL £7,

2. SysPrep = 1%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICEBMLEY,

3. CitrixSmAudAgent > MSMQ X OBEEY —E X EEIEL £ 7,

4, SoH LB QMId #EMT 57D, KIFCFLELAEY—EXERBLET,
GENRANDOMQMID.PS1 =#lic’mL &9 :

[

# Remove old QMId from registry and set SysPrep flag for MSMQ

N

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters)\
MachineCache -Name QMId -Force

(6 NN

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name "
SysPrep" -Type DWord -Value 1

# Get dependent services

O 0 N o

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # Restart MSMQ to get a new QMId
ié Restart-Service -force MSMQ

ig # Start dependent services

i? if ($depServices -ne $null) {
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foreach (S$depService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = '$(
$depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

}

<!--NeedCopy-->

Session Recording Player o1 > X k—JL
7 O

Session Recording #—/"\—% -« > X b—)L§ % &. Session Recording Web Player # B&IfIIC1 > X
—)LTEET, OIS 3T Session Recording Player 21 Y X =)L 3 5XICDOVWTEHAL £
ER

Session Recording #f —/N—Ffcld K X1 YRDT—2 X7 —2 3 V(2 Session Recording Player -1 > X +
_)I/inj-o

FIEL #RKYI LI T72HA IO RLTUsF—FZEHISZ O—NILOEEBETHI Y b2fE>T.
Session Recording Player YR —%>Y DA YR =LA ICOTF Y LET, DVDZ RS JICEANT
M ISO 7712 TV LES, 1 YR M—F—HEFNICEF LAHWVEEIE. AutoSelect 77U —2 3
VERERIUVY RSN RSATZZ TN I LET,

AVA =T F—RFDEBLET,
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,
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Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.

¥ Core Components
Core Components

e LTINERY + Session Recording Player
Y Ietal Post Install
Finish v Compaonent Initialization

FIET: AR —IILERTTS

[T E=ILDOTT] R=VIZ. TARTORRFHEERICT VI M=ILELVTMRUI NIV R—3 > HRE
DFTYII—VTRINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording i&. # 7> a>#FEHTZF ALY FA YA h—ILEYR—FLTVEY, HALYFTIVX
b=z ERT3R7)FhziRL. BEIZIVVRERITLET,

Session Recording Administration J>R—%> bD1 > X =)L =B8N T S

B—pav > R%uEALT Session Recording Administration J>R—x> roRehty b EAV I =)L
T3 frziE. ROVFhhroIaT>Y RERITT S L. Session Recording Administration > R—x> +®
FeBEY A=, A2 IUERZBBIZOICOT T 7ILEERLE T,

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
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LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"
<!--NeedCopy-->

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.log"
<!--NeedCopy-->

F:

SessionRecordingAdministrationx64.msi7” 71 /Lix\x64\Session Recording
@ Citrix Virtual Apps and Desktops ISO &% D £7

ZFHEBOEKRIFRDODEHD T

+ ADDLOCAL I3#IR T BHEET T, MDA 7> 3 > &BIRTE £9, SsRecServer 13, Session Recording
#—/1\—T7, PolicyConsole I&. Session Recording ;K1) >—1>Y—JLTY, SsReclogging ix. &
BEOJHAEETY, StorageDatabase i3, Session Recording 7 —%~X—XT9, Session Recording
BEEOYIE. Session Recording H—N\—0# 7> 3> 0% TH#EETY, Session Recording EE& D
J'%BIRT BH0IC. Session Recording 4r—/N\—%3EIRL £9,

+ DATABASEINSTANCE i4. Session Recording 7 —#R—Z DA Y XZ >V RZTY, f=& z I Azure SQL
Managed Instance A L TW3$H&1E. \SQLEXPRESS ,computer—-name\SQLEXPRESS,
computer-nameZ7zidtcp:srt-sql-support.public.ca7bl16b60789.database
.windows.net,3342T79,

+ DATABASENAME (4. Session Recording ¥ —4~R—ZXDF—ZR—ZTT,

+ LOGGINGDATABASENAME (3. EIEENJ T —2RXR—XEZTY,

+ AZURESQLSERVICESUPPORT ic& > T 5T R SQLAYR—EEINBZDESHDREDFET, 75
TR SQLZFRATBICIF. ChZELICRELET,

+ DATABASEUSER (3. Session Recording —N\—@IYEa—4—7hHU > TT,

+ AZUREUSERNAME (3. 7257 K SQL 0EEEETT,

+ AZUREPASSWORD 3. 757 F SQL BEIBED/NXT—RTT,

e JqlE. HALY FE—REEELFET,

o 'V RA Y FICKDFHMAE—RTOIDRBINE T,

« yourinstallationlog (&, 1> X F—/LOJ % ER T BHBATT,

Session Recording 1 —"\N—%2 BB T37ODIYRAEZ—1 X—J %MK TS Session Recording 5 —
AN—ABEFVEBEOIVT—IR—IADREFORBICFETIZTRELHDEFI, COLSBIFEIR
SessionRecordingAdministrationx64.msi % 5/ L T Session Recording Administration >R —%> +
EAVRAM—ILTBREZIL. T—ER—RAF IV IZERTEIBLIICBDE LT NAZ—AX—DZEHT S
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Z & T. Session Recording 4 —N—%fDEZ< OIS > L THBICERTI T, YXI—MX—J% AL
TR—7y > vIZ Session Recording 4 —N\—ZEE&. Y>> TITY FERTLT. BEEFEOD Session
Recording 7 —4R—X L BEEOJ T —ER—HEHRLE T, YREZ—IXA—JOHR—MILORBEAIVES
ICHED. ANIS—IC& > THEZRITBAREMELSR/NRICHZSNET, CHRFHRC VI F—ILICOHBRIN.
ROFIETRITLET !

1. axyr7O>7rzRE#L. ROLSAHITVRERITLET:

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="sqlnotexists'" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy—-->

ZDIOY > R, Session Recording ¥ —2R—XABLVEBEDT T —ER—INDEGEBRELUVT
Z hE7IC. Session Recording Administration Y R—%> b EA VX =ILLET,

IGNOREDBCHECK /X3 X—%—% True |C3%E L. DATABASEINSTANCE. DATABASENAME. LOG-
GINGDATABASENAME TS >4 L73fEZERL T,

2. BIEELTVBIY YV EICRRZ—AI X—D %L ET,
3. Session Recording # —N\—%Z BT 37-HIC. YXAZ—AX—JEMOIIVICERLET,
4. YD VT ROLS5BAT Y FERTLETY:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

COOTYRIE. MEIC >R k=)L &tz Session Recording #—/\—%BE1F D Session Recording 7
—EN—ABLVEREOT T —EN-RIEG LT T,

SsRecUtils.exe7 71 JLIg\Citrix\SessionRecording\Server\bin\iZ&% b £,
MEZIGLCT. DATABASEINSTANCE. DATABASENAME. & & U LOGGINGDATABASENAME /Y5 X
—2—ZHRELET,

Session Recording Administration I>R— > b D7 Y1 VX = IBICTF—2~N—X %R  KEEPDB
% True IZ:RE T 3 . Session Recording Administration > R—% > bO 7>V Y X M= JLEHIROD O Y
KT Session Recording 7 —42R—ZX B LVEBEOT T —2R—IAEZRIFLET !

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
<!--NeedCopy-->
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Session Recording Player & &0 Web Player -1 > X b — L2 BEILT 3

fee ziE. ROaAT Y RiZENEN Session Recording Player ¥ Web Player #1 > X b—JLL £,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

pE

SessionRecordingPlayer.msil&\x86\Session Recording® Citrix Virtual Apps
and Desktops ISO (& D 7,

SessionRecordingWebPlayer.msild\x64\Session Recording® Citrix Virtual
Apps and Desktops ISO iZ2%H D 7,

FEBOERKIZRDODEHD T

e JqlE. YLV FE—REETELET,
o 'V RA Y FICLDFHMAE— R TOIHRRINET,
+ yourinstallationlog i3. 1> X F—ILOJEER T ZHBFATT,

Session Recording Agent 07 > X b— L B8k T2  fcr ziE. ROOY > RTIE. Session Recording
AgentzA > X b—ILL. AR —ILERERETZ2DICOJ T 7L ZERLF T,
msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername
SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol

SESSIONRECORDINGBROKERPORT=yourbrokerport
<!--NeedCopy-->

F:

SessionRecordingAgentx64.msii&\x64\Session Recordingo Citrix Virtual Apps
and Desktops ISO (& D 7,

EHEBOEKIZRDEHD T

+ yourservername i, Session Recording #—/N\—%FKX +333I>>® NetBIOS %713 FQDN T
¥, BELBWEEDT 7 #)L MMES localhost T,

+ yourbrokerport (3. Session Recording Broker & ®i&fsiZ Session Recording Agent TER TN 3
R—b&ERT HTTP £72iE HTTPS TY, EELBRWFEDT 7 #J)L MEIE HTTPS T,
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yourbrokerport (3. Session Recording Broker & ®i&f5Ic Session Recording Agent TER N3
R—brERTEHRTYT, BELAWEEDOT 74 MEFZO T, BRLAEZONIILDOT I L EDR—+
BS#EMT 3 &S Session Recording Agent I8~ L £9, BEMICIZ. HTTP Tid 80, HTTPS Ti&
443 T,

Jqid. H1LY FE—REEELET,

UV Ry FICKDEEE—RTAOIMERINE T,

yourinstallationlog i3, 7> X b—)LOJ%ERT BHBFATT .

Session Recording 07 v 7/ L — R

wLWOWN=—U3>oeo oAbzt b7y FETIC. —BORKZ 7Y TIL—RITBZIENTETES,
XenApp & £ U XenDesktop 7.6 LTSR o &# d CU IC& £h 3 Session Recording d/N\— 3 »h 5. hid
D /N—2 a3 >h 5 Session Recording O&R#HU U —RICFY FIL—RTEFES,

i

Session Recording Administration % 7.6 75 7.13 B IC7 v 74 L — K L. Session Recording
Administration T [ZE] &R L CEREEOJ/ Y —EREBML-BE. [BIEEOJ DER] R—2I1C SQL
Server 1 Y A2V ADZRDNRTEINEE A AN] 20V VI TBLRDIS—XyE—INRRINZF
T IF—ER—ZEFEFTAMIKBLE LT ELWT—ER—ZA Y RZYZZZNSLTLIZE V) (O]
e LT, localhost 2—#—HAED1ER% XD SmartAuditor f—/N—L X U 7 LA —IZEBML

%9 : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N—> 3 oh5iE7y 7L —RTEEHE A

25,

#fH. BLUHIR

Session Recording A R—%> b7y FIL—RiG AVR—RVbEAVIM=ILLEID VT,
Session Recording 1 YR b= —DI ST ANAVEA—T A AEIFAR Y RSA VIV BZ—T A
AEERALET,
7w 7 L—R%ERET BEIC. SQL Server ¥ > X4 > X T CitrixSessionRecording £ W3 RO T —
BAR=RENYITYTLET, TNUTED. T—ER—DT7 v T L — FRICHEIEELBESICTO
KEEICETTIT BN TEEY,
Session Recording Y R—%>Y h&2T7 v FIL—RTBICIE RAMYA—HY—THBLICMRT. €
DI >OO—HAINEBETHIVELHD £,
Session Recording #+—/Y—& Session Recording 7 —4#~RX—ZXHAELH—N—IZA VX b—=LINATL
BWEE. Session Recording 7—42R—X&2 7 v 7L —RT3ICIE. T—EAR—ADKEIERIDBET
To ENLIMNDHZE. ROZEHTETET:
- F—AR—-IBEEEIBAT. Ty 7T L—RDHIC securityadmin & & U dbcreator +— /31—
REEREZDYTTHEVWET, 7v I L—RD5ET#IZ. securityadmin & &£ U dbcreator
H—N—GENERIIFRBICAD, REICHIRTIXT,
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- F7l%. SessionRecordingAdministrationx64.msi /X r—S%2FERALTT7Yy I L—RLET,
msi ®7 v 7JL— R, securityadmin & & U dbcreator —N\N—1&EIERZIFOT—EZN—2R
EREQERBRERDZ LA TOAIRY I ADNRTIINE T, BRBEREZERICAALT. [OK] %
Uy oL, PvTTL—FEHITLED.

TR T Session Recording Agent ZREBHCT v FUL—RLAWVWKSICTE A TI£9, Session
Recording Agent 7.6.0 L& &H 1) U — X @ Session Recording 4 —N\—c BN H D £9, 7=7L.
—ZHOHEEEC NI B EIFRRI NBWATREENBD £7,

Session Recording 4t —N\—07 v 7J L — RRICEBIN Ly Y aviEREINEE A
TRIMYTFAVRS O IVVAAL I P E—REDERYZHERTBIDIC. IRA VA M—IILEET Y
7JL—R&IC [Session Recording Agent o 7ONF <] @ [F5 71 v %] #7>a>nTFIx)l
FTEMICHEOTWET, JOF T avid. BRIV =L EETy I L— REICFETEMICTS
9

BIEEOJHEEL. COBEEEFERTIRVLEIO U ) —X M5 Session Recording 7w 7o L— kL1
BBV ZAM—ILETNFEEA. CORBEZEBMTBICIE. Py FIL—REBICAVRAM—ILEZBELET,
Ty FIL—R 7O ZAORBRICZ M TREEY S 3 VHAERTINTV SRS, REZZET T84
IFEAEHD EFH A

A1 EDELETIFEICERI THEZRRTIOIC. UTOT7Yy I L—ROIEFZHERL TSI,

7y 7 L—ROlER

BEDOT YA M—ILET7 v I L—RT3ICIE. Session Recording AYR—%> bHRA YA F—ILINTWVWEE
I oic#EE L. Citrix Virtual Apps and Desktops ISO #=1TL £7

ek

Citrix Virtual Apps and Desktops @4~ > O— K R=JICHBS L T, @4/ — 3 >0 Citrix Virtual
Apps and Desktops #4>>O—RLF7,

BEOA VR S—LOT Yy FTL—RITBE. ROIEFICRVET,

1.

Session Recording 4 —N\—JYR—%> b2 7y FIL—RLET,

¥ D Session Recording 4 —/N\—1h'% 3B &1, |AIC Session Recording 7 —2~R—XJYR—F >
AV R=ILETNTVWB Y —N—%2TvIIL—RLET, ZD%. 7D D Session Recording #—/\
— %27y TIL—RLEY,

CDDICIF. ROFIBZRTLET:

a) Session Recording #+—/\—T Session Recording Storage Manager #—tE X = F&TEIEL %
ED

b) 1>4—%vb1>TxX=>a>H—EZX (IIS) Y*x—+¥—T. Session Recording Broker 1!
EITTNTVWB e zHBLET,
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c) Citrix Virtual Apps and Desktops ISO #%17L. 7w 74 L — K9 3 Session Recording T> k
DZBRLE T,

2. Session Recording #—N\—07 v 77 L—RKRHMN5ET T3 L. Session Recording #—E X IZBEMNICH
VIAVICRDETD,

3. (RZAB—1 X—TD) Session Recording Agent 27w 7o L—RL%T,

4. Session Recording t—/N\—¥& —#IC. #7:Id Session Recording #—/N\—m#IZ. Session Recording
RIS=aAYVY—ILzT7yvTIL—FLZET,

5. Session Recording Player 2 7w 74 L—RL %9,

257K SQL F—2Z~R—2H%—E X2 T0 Session Recording 5 — 4 ~X— X D &R

Z Z Tl Azure SQL Managed Instance. AWS RDS. Azure VM Lo SQL Server (2. Session Recording 7
—AR—ZERTBHEICOVWTHALE T,

Azure SQL Managed Instance % 7-|Z AWS RDS T® Session Recording ¥ — 42— X DERH
N

ROESHE—DIT > R%ERITL T Azure SQL Managed Instance # 7z 1% AWS RDS (Z Session
Recording 7—4R—XEZBHTZ L HTITET, #L<IE. ZORFEO 1> —ILOBEEK] £ >
IVEBBELTIIETL,

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
'Logll

<!--NeedCopy-->

1. Azure SQL Managed Instance #1Em 9 % h. Amazon RDS J>V —)LH5 SQL Server 1 VX422 X%
ERR L £95

2. (Azure SQL 0ZEDH) FONT 1 NXRILIZRRIINS Server OXFH %z L THEET T, COXFS
I&. Session Recording 7—42R—XDA Y XRZYRZTT, Hle LT UFORIV—>> 3y hESR
LTS L,
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ADO.NET JDBC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.3141e4%e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username}Password=
{your_password}MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timeout=30;

ADO.MET (5L authentication) - public endpoint

Server=tcpisr-sqglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (AWSRDS 0iBEDH) TV RKRTI Y bER—DBEREZEHRLET, CNUET—ER—IADA VY RAEVREF
ELT<SIVRRAVE, R=b>WSERTHERBLET,

alVrS Services ¥ Q

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu

Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint

Reserved instances database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com
Proxies Port

Subnet groups 1433

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731b)

db2sg (sg-00fbd0feee02a731h)

4. SessionRecordingAdministrationx64.msi %47 L T. Session Recording 7 —42~X—X%ZA >R k—
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IWLET,

(OS5 RSQLEZBAHMICTS] FxvIRYIREAVICLT, V5T R SQLOBEBERL/XRT—REA

HLEY. EDMOBBEGERZTVET,

ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recarding Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. daiabase windows.net, 3342

[+*] Enable cloud SQL

Database name I

[ ] Use default database name

Cloud SAL admin I
name

Cloud SAL admin |
password

Session Recording
Server computer
account Example; localhost, domainicompuier-name

<Back | Net> | | Cancel

pE

75K SQLOBEEBENRT—rEEET3HEIE. [Session Recording t—/N\—a 7 0O0/XF ]

TNRT—REBEHTIHELHD £9, [Session Recording —/N\—D7ONF ] #F< . T
TRyt —IUHRREINET, [OK] 20U v o LTHEITL. [9FTFDB] 27Z#RLET, R
I. 757K SQLOF LLWEBEENXT—RZASLEFY, Citrix Session Recording Analytics #
—E X, Citrix Session Recording R L =Y %= v —H—EX BLUIISH—E Rz BiE2EHL

9,

Azure AD FEEIFHR—F TN TULEEA,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

257 K SQL Managed Instance AD#+ > 7L = XF—ER—2DBIT

1. https://docs.microsoft.com/en-us/data-migration/ % ziZhttps://docs.aws.amazon.com/pres
criptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.htmlcft>T. > TL I XF—ER—EBITLET,

2. #178IC Session Recording #1E L < #BES B 31C1&. Session Recording #—/\—T SsRecUtils.exe
ZRITLED,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. Session Recording #—/Y—"C. Citrix Session Recording Analytics #—£ Z. Citrix Session Record-
iNgAPL—II2—Tv—H—EX BITISH—-EXRZBEFHLET,
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Azure SQL Managed Instance h'54 > 7L S X7 —2R—IADEFBH T —FIRX—IADHBT

1. https://docs.microsoft.com/en-us/data-migration/IZf¢>T. T—2R—XE=BITLET,

2. #%4718IC Session Recording #IF L < ##E 3 3(CI1d. Session Recording #—/Y—T SsRecUtils.exe
ZERITLES

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } disreset /noforce

3. Session Recording #—/\—7. Citrix Session Recording Analytics #—E X. Citrix Session Record-
iNg AL —IR—Jv—H—ER BLVIISH—EXZBEBL £,

Azure VM £ SQL Server T Session Recording ¥ —42~X— X DEH

Azure VM Eo SQL Server Tl&. msi /¥y —J & Citrix Virtual Apps and Desktops f > X b—5—0OmEA %
fM L T Session Recording 7 —2~R—XZRBEATI £ 7,

1. Azure SQLVM =RER L £,

2. VM %4k L. Session Recording AYAR—R> bEAVIL=ILTERXAVIZEMLET,

3. Session Recording 7—42~RX—XDA > X b—JLEIC. VM D FQDN 21 > X2 > XB L LTERAL £ T,
#*: > X b—)LiC SessionRecordingAdministrationx64.msi ZA L TW3HEEIE. [2F57 K SQL
ZEMCTB] FzvIRYIRZFTICLET,

4. AR b=LA—H—A>H—T 1 R > T, Session Recording 7—ZR—ZADA VX b—ILEET
L&Y,

Session Recording 07> > X =)L

H—N—=%T—U 57— 3 >H 5 Session Recording I R—=> hHIFRT 3iCid. Windows o> kO
—IURFIIWDOTOATSLDT VAV A =)L EIFHRA T a>%2FERAL £, Session Recording 7 —4#~R—
2%EBIBRT BICi1E. 1R F=ILEEC R L SQL Server »#&EIER securityadmin & & Uf dbcreator B*%ET
ER

EFaUFo LOBRICKD., AVR—RV AT VA YA =L INEBICIZEEENI T —2RN—XIFHIBR I
Ft Ao

Citrix Analytics for Security r 0#4&

Session Recording #f —/\—%#m L T. 21— —+ x> % Citrix Analytics for Security ICZEETE £,
Citrix Analytics for Security I&. COA—H—I XY FEUIEL T, I—H—0OBEICET 2 RAMNARAR L IRMHE
LET,
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BEgAEIIC. U TZREEL T Z3L
+ Session Recording #—/\—id. ROT KL RICER TS ZHELHD £
- https://*.cloud.com

- https://*.citrixdata.com

- https://api.analytics.cloud.com

+ Session Recording BRATId. RE1>2—Fy MEGRICKR— - 443 BRI IBELHD T, xv k
T—o EDERTOTOFIH—/N—IE. Zd Citrix Analytics for Security £ DEE%FA T3 HEL H
D&EJ,

« Citrix Virtual Apps and Desktops 7 1912 LTSR Z B L TW3 K&, H7R— kI TL S Session
Recording ®/\— 3 1% 2103 LIBETY,

Session Recording *+—/\—% Citrix Analytics for Security |Ci&# 9 3

1. CitrixCloud icHr>r> L £,
2. Citrix Analytics for Security # 8213 T. [Manage] =2 v o L7,
3. by ZN—h5 [Settings] > [Data Sources] Z2 v o L%,

4. [Virtual Apps and Desktops- Session Recording] *+-r ~ 77— R . [Connect Session Recording
server] z7 Vv I L&Y,

Session Recording G
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5. [Connect Session Recording Server] X—>T. Fx v U+ ERRAL. INTOXBEBEHZERL
9. HABHFZERLEZWVES. [Download File]l 7> 3 v IdEMICHD X7,

Connect Session Recording Senver X

6. Fy b7 =2 7OF>HY—N—1H3HEId. Session Recording # —/\—d SsRecStorageMan-
ager.exe.config 7 7 A JLICFOF 7 RLAZENALET,

7 71 ILIZRDBFERICH D £9: <Session Recording server installation path
>\bin\SsRecStorageManager.exe.config

frrezld. RO &S3IC D F£d: C:\Program Files\Citrix\SessionRecording\
Server\Bin\SsRecStorageManager.exe.config

|1 SsRec StorageManager exe config £ | %

<?xml version="1.0" encoding="utf-8"?>
'L<::nflqura:1c:>
<startup useLeg
<supportedR
<supportedR
</startup>
<appSettings>
</appSettings>
<system.net>
<mailSettings>
<smtp from="yourEmailfaddress.com">

tionPolicy="true">
v4.0.30319"/>
v2.0.50727"/>

<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
</smtp>
</mailSettings>
<defaultProxy en ed="true">
<proxy usesy
</defaultProxy>
</system.net>
=] <runtime>
<generatePublisherEvidence enabled="talse"/ﬂ
</runtime>
</configuration>

default="False" proxyaddress=" bypassonlocal="True"/>

7. [Download File] #%1) w4 LT, SessionRecordingConfigurationFile.json 7 7 (L& & > >0O—R
L&Y,

A

COT7AILICIIERIBRIASENTVWET, 77 1IN E2LR2RIBRICEELE I,

8. Citrix Analytics for Security (23479 % Session Recording 4 —N\—IC7 71L& IE—L £ T,
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9. BRICEE® Session Recording # —N\N—H% 315813, #EHEITZIEY—N—ICT77ILZIE—L. FIE
IS TEY —N—ZBHTIVEDNHD X T,

10. Session Recording #f—/\—T. ROAIYY RERTLTREEI>R—rLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>
<!--NeedCopy—-->

f51:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json
<!--NeedCopy—-->

11. ko—ExzEBEEHLFT:

« Citrix Session Recording Analytics #f—E X

+ Citrix Session Recording Z kL =YY %—J v —

12. BEHAEREICSET Lz, Citrix Analytics for Security IC#881L T, #EIhTL 3 Session Recording
H#—N—%FKLL %7, [Turn On Data Processing] - 1J w4 LT. Citrix Analytics for Security nF
—AEMIBTEIBZLSICLET,

i

Session Recording #—/N\—/\— 3> 2103 #7213 2104 ZER L TW3HEId. &I Virtual
Apps and Desktops v > 3 > % &8 L T. Citrix Analytics for Security TE#HIhTWV3
Session Recording # —N\N—ZRRTBBEHHODFT, T5LARVE, HEHEINTLS Session
Recording #t —N\—HRRINFEA. COEMHIE. Session Recording #—/N\—/N\—2 3> 2106
DRgICITERA TN EE Ao

BGICNIBRZRTI S

H—N—DRERIE. BRHIPRILIZHBEICDH Session Recording 1 b A— RICRRINFET, Y1 FH—RIC
i, Citrix Analytics for Security & DGR L iBREA Y —N—DHEHRRINE T,

HEID'RIN L e B Session Recording # —N—H'&RRSNBWBEIE. TiERME# Session Recording 7 —/\
—NEGICKB T2 ORSTNa—FT12I0EI2 a3y eB8RBLTIEIL,
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Session Recording G

Y4 hH—RTEBDE%E ) v LT, Citrix Analytics for Security TES SN TV R —N—=FIL—TE R
L%d, = xiE. 1Session Recording Deployment =27 1) v o LT, #EHINTWVWS 1 DEIFEROY
—N—=JIL—TERKLET, & Session Recording tH—/\—id. X—2Z URL & ServerGrouplD TRRIN &
ER

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

Page 1  of1 Srows v

RELIEARY FERRT D

T b A—RICIE. G TN Session Recording BRE. ChoDERNSEBE 1 BEICRELLIAY MHR
RENEF, ThiE. T7 4L bOROERE T, 18H (1W) £BIRLT. T—22RRTZCHTEE
Fo BELIEARYLOEZIVYI LT, LT —EIBRER—DICTARNY FZRELET,

F—RNBEEMICT R . Y1 H—FKIC Nodatareceived X 7 — 2 ANRRINBBEENRHBDET, DX
F—RRE KD 2 DODIBHTRRINZT:

1. IHTT—ZUBEFVICLEBE. 1Y LA Citrix Analytics D1 RY CNTICELRET 3 F TICEEREM
b £F, Citrix Analytics I R> 2 FEF 5. R 7—4% X Data processingon iZXEH D 7,
LIFS KB ->THRAT—E AW T S5AHVESIE. [Data Sources] R—JEFEFH LTI L,

2. Citrix Analytics i3, BE 1BRICT—42Y —INSARY M EZELTLEEA,

Session Recording #—/\—%3EMY 3

Session Recording #—/\—%BIMT 3ICIE. ROVWFIHERITLET:
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+ [Connected Session Recording Deployments] X—> T, [Session Recording Server N DiE4:]
20V vILET,

“ Connected Session Recording Deployments

« [Virtual Apps and Desktops- Session Recording] #-f hh1—R T, #DEKIES W) #oUwoL
T [Session Recording Server ANDiE#E] #EIRL T,

Session Record Turn off data processing

0S
' Connect Session Recording server

Received Events: 0 H W

No data to display

FIBICRE > THER 7 71 )LEH 7 >O— K L. Session Recording #f—/N\—%#EL £,

Session Recording #+—/N\—%Hlfx9 %

Session Recording #—/\—%HIB&d 3 ICIE:

1. Citrix Analytics for Security T. [Connected Session Recording Deployments] X—J(Z#8#L.
HIRR 9 30— N—EBEZERLEX T,

2. #ito&wgsEs () 221w o L. [Remove Session Recording server from Analytics] %R L £
ER
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“ Connected Session Recording Deployments

Session recording servers

3. Citrix Analytics »* 5 HIBR L 7= Session Recording #f—/\—T. ROIAY Y RERTLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
<!--NeedCopy—-->

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations
<!--NeedCopy-->

TR —RQOT—RNBEAVEIFFTICTS

HEDT—2Y—2 (Director 5LV Workspace 7 7V)) OF—ZBHZ WO THELETEET, T—F2YV—XD
YA b H— R THOLIEES (B) £ v o L. [Turn off data processing] #3%RL 7, Citrix Analytics
. ZOTF—EY—ADOT—2QUNEBEEIEL F9, Virtual Apps and Desktops 1 kh— RHh 5 F—240E%
FIETZIcHTETET, JDF TS 3 >id. Director ¥ Workspace 7 7V OBADT—H2Y — A TERTE F
ED

F—2NBEEBEAMICT SICIE. [Turn On Data Processing] #2Uw o L %9,

¥ & h7- Session Recording t —/N—HEFHICKK T B
#¥mi#&. Session Recording #+—/\—#t Citrix Analytics ICIE#TE £ A. L7zh>T. Session Recording
A M A—RIZEBREAOY—N—DREINEE A,
COMBDNZINSa—T4 7% 1T5I1CIF. ROFIEBZETLET:
1. #mE# D Session Recording #—/N\—T. &® PowerShell v FERFTLTIZAITY RISV
ID (CMID) =FERL %7 :

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid
<!--NeedCopy-->
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2. CMID A= DHEIE WELIENRICRDOL A MY T 7L ZEBMLET:

LY LIXRUDIIR F—8 Value

AuditorUniqueID Computer\ XF5 UUID ZEXAHILE T,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCdmgpubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/

3. RO —ERzBREHLET:

+ Citrix Session Recording Analytics #—£ <

+ Citrix Session Recording Z kL =YY% —J v —

FEtE Y g OEE

February 20,2024

nETtyYayoREid. BERYY—ICARLEE Y Y a Y OBBRICERRICEAIN. Eyia hRTT
BLEBBIELELE LTS
7.18 U —2 LR, Citrix TldgMAtEy > a3 Y OREEENENTNTVET, COMEEEZFERTI . Evia
YHWDTH, BEDI—H—DEHITIBIED LYy a v EdEROtE Yy a v OREEHREIIEFLETEE
ED

E:

WEEN ERICEIET B 7-IC. Session Recording. VDA. Delivery Controller #/X\— 3> 7.18 LIB&IC
Ty TTL—RLTLREE L,
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BNty a v OREZEENIIIBENICTS

Session Recording Agent IZ. #EEx BN EIFEMNICTEIHDL I A M UEHBIIEIATVWET, JOLTR
FUEIET 74 ETLICRESINTWVET, 2F0D. COBEIZT 74 FTEMICHE>TULWETD,

COWEREZ BN EIZEMNICTBICIE. ROFIEZRTLET:

1. Session Recording ®-f > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLY> Y DE
BErLTOIAYLET,

2. LYZAKIIT A Z—ZHEET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor) #&2BL %7,

4. DynamicControlAllowed &% 0 ICRET 3D T 74 MED 1 %#FRALET,
1. NLREEEINICTS
0. FNLBREZEMNICT S

5. Session Recording Agent Z B2 L T. REZMEESE X7,
MCS 713 PVS 2R L TEBEL TV 3BEIE. YXFZ— I X—JTREZLEEL. EMERTLTEEZ
BMLFET,

T

A .
=

LPRMVIT 42— DhmEZRD . RAABEEDNEET ZAI8EMNH D Windows DB > X ~— )L
BEILBRZHZEOHBDET, LIAMIITAZ—DRBICLZEFICNLT. P M)y I RXTIR—ERE
BLEEA, LYRMNIITFTE2—E BEHROBECHIMOEBETITHEALLLESI V. el LPXMU T 7o
WONY Ty TERLTHS. LIR MU ZHELTIRLTL,

Citrix SDK T PowerShell 27> RZEBL THNICEEZREIIAE/-I3ELETS

C0EFNAEty > aYRE#EE. 2T I RIREL Citrix Cloud BEBEOWmA THERATEEY, AV FL I X
IRIE T DiEE%R AT 5iC1E. Citrix Virtual Apps and Desktops @ PowerShell SDK =B L £, Citrix
Cloud IRIETZ D= FEAT 5IC1E. Citrix DaaS Remote PowerShell SDK (IB#F Citrix Virtual Apps and
Desktops Remote PowerShell SDK) ZERL 7,

AYRM=ILLTHERAYTS SDKZRET BICIE. SRERY > —%(ER T 5 & FICHEE L7z Delivery Controller 2
EBELTLETL, CitrixCloud BT v 3 % 8E T 57-0IC [Citrix Cloud Controller] ¥ v oKy
9 2% F I LTEEIE. Citrix Cloud BEiRIEHRE R T 2 HEBLHD £,
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@ Delivery Group or Machine Mame Cueries

[El Create Query et
Site: Address: Citrix Cloud Cortroller
Erter 3 sfe addess
(@ Delivery Groups () Machines
|&ma&mWGmwmm
Create Cancel
Close

A

Citrix DaaS Remote PowerShell SDK # Citrix Cloud Connector ¥ >IicA > XA b—=JLLAEWVWTL IS
Wo BILUY —XDJEARD K X1 VU BINFEAY S VIClE. Remote PowerShell SDK &« > X b—)LTE &
T, COSDKDIOAT>Y KL v kid. Cloud Connector TIzERTLAVWC e EZHE#HLET, “nid. SDKD

1#21£1C Cloud Connector B8R L AW®H T,

RORIZ. IWEEYya > oBEEDOHICEAD Citrix SDK TEERETE 3 3 20 PowerShell v > RT9,

avrr

B2Ek]

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

REDTIT«7Btysav. 707« Bty 3
V—HE. FRBBEOI-—H—ICLoTHEI Nt Y
2avOREEBRBTEET, L <L Get-Help
Start-BrokerSessionRecording%z®1{T
LTORYREDFAYZAIANILTEZERLTLIET L,
BEDT7IT17Btyiary. 707« %Btvea
V—E., FRIEFEOI—H—IlLoTHEBIN LY
LavOREEELETEET, #L I Get-Help
Stop-BrokerSessionRecording%®f7L
TAXYERDAYZA AT ZBRLTLIEIW,
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avrk

Get-BrokerSessionRecordingStatus

A

REDT V71 7ty a>yoREBREZRSTE £
T, L <& Get-Help Get-
BrokerSessionRecordingStatusz®fTL
TIOIYRDAYZAUANILTZBRLTIEEE L,

e ziE. A—F—HREEZREL. 21 LU —BFR— FHPBERISEE. COMEZERAL THNICI—F—D
TOTA4TBEysavOREHRIIATEEY, STTREZBEL T FHAIS TN a—TFTr VI 2RTTE

9. UTORMEZRITTTET:

1. (Citrix Virtual Apps and Desktops PowerShell SDK o5& 0 #) Citrix Studio 2> v —JLh5 Power-

Shell zE2gL 9,

CommonTasts | Actions | Powershol |

e [actors |
LM CITRIX Gitr Shudio (V1_08) -

i) Refresn

B e

(=]

2. 8=y rA—HF—DIRTDT7ITF1THhtyIareERETSICIE. Get-BrokerSessiondvy

FeERALEY,

EX Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe

Files\Citr
Files\Citri»

Files\Citrix\Desktop S

Dt_asktcxp
lAppTication

Program Files\Citrix\Desktop Studio:

ws 2016
ws 2016

C:\Program Files\Citrix\Desktop Studio>

t-brokersession WKAOE\testusert
d

s.sessjonstate

\Program Files\Citrix\Desktop Studio: - . sessiontype

3. Get-BrokerSessionRecordingStatusa~v> rREFERALT. IBELTEY S a > ORERESE

BELET,

PS C:\Program Files\Citrix\Desktop Studio>

ssionNotRecorded

C:\Program Files\Citrix\Desktop

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop

Get-BrokerSessionRecordingStatus

> Get-BrokerSessionRecordingStatus
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:

-Session /NS X—%—|Cl3. —EIC120tv> 3> UID oaxEFERTIZXT,

4. Start-BrokerSessionRecordingdY>Y REFEALT. BEZHALE T, T 74 FTIE ]
ERMEZBIMNT B2 A v E—IPNA—HF—ICRRFINET,

xOEIE. Start-BrokerSessionRecordingadvy kRT3 —MRIEFAERLTVED,

avUR A

Start-BrokerSessionRecording - DomainA £ WS E#ID K X+ >ADI—H— (UserA)

User DomainA \ UserA DIRTOEYIa>OREZRMEBL. UserA (B L
E

Start-BrokerSessionRecording - DomainA £ WS FFID R X1 YADI—4— UserA

User DomainA \ UserA -NotifyUser DITRNTOEYyIa>oRFEzmMigL. UserA [ZBRIL

$false FtAo

Start-BrokerSessionRecording - $SessionObject Lt WS BHIDF TSI FDITARTOD

Sessions $SessionObject Tyl avoREzhEL. I—H—ICBHLET. 7

7212 bk $SessionObject #EET 3 ICid.

$SessionObject=Get-BrokerSession -

username UserAzR{TLEY, 7721V RD

BIICIRRLERS (§) PMIFEd, #L< FIE2EL

VARV RDOAYSAINILTEZBRBLTIIEST W,
Start-BrokerSessionRecording - tv>3> (UID1,UID2,--,UIDn) oiRE %Rk
Sessions uidl,uid2,--,uidn L. A—H—IS@HLET,

5. Get-BrokerSessionRecordingStatusav>y rREFERALT. §4—7v by 3 Y ORER
REEEEL £9, IRREIL SessionBeingRecorded X > TW3 139 T,

6. SA7REFEIFTEREEZBEL. HFHL NS TN a—Ta VI ERITLED,
pE
Stop-BrokerSessionRecordingd~v > RTET LIc=L2REEZBE 95 L. Player 0
TTRREN—TEA LA VOREBEOEID A VHIMBRRICHED EDHHBDET, LT, BREINTE
Ty avOREBOEI I VUNTA RIREICAE>TVWEYT, BFESINEY > aVI—EDTIT
1 ET D HZBEIE. HSHTIEHD £ A,

7. MESNMBEIMLEINHRINZHE S, Stop-BrokerSessionRecordingav >y R%EfE
BALTREZELELEY,

ROFRIE. COARY RZ2EAT 3 —ROLHZRLTVET:
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avrk

A

Stop-BrokerSessionRecording -User
DomainA\ UserA

Stop-BrokerSessionRecording -
Sessions $SessionObject

Stop-BrokerSessionRecording -
Sessions uidl,uid2,--,uidn

DomainA t WS ZEID R X1 YADI—H— (UserA)
DIRTOEYIaVOREZFELELET,
$SessionObject DITRTDEY S 3> DFEEFIEL
£7,

w3y (UID1,UID2,--,UIDn) DiFE%ELE
LF¥J,

CitrixStudioons @@ Tld.Start-BrokerSessionRecordingadv > R Stop-BrokerSessionRecordi
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2T« LOMENRETBERMN DD T, BRHN-—aryo7OrdLzEALTEX2 T L
OffEZEEEL. X7 =T ERITLTENBNT +—IV XAZRRLE T,

¢« J7AMNET—h1T T3 EBERINT 70I)LZ2Exd3ICIE. ICLDBOY Y FZEALE Y.

REZIEMNT B1OD L DEIFERO T A INA -, T—HAATENIREZR/TI B1HDT +ILE
—%z 1D1EET3

1. Session Recording —N—%HKZA +$3IIIcOTA Y LET,

2. [R&2—+] RE>%251) v o L. [Session Recording —N\—D7O/NT+1] ZERLET,

3. [Session Recording #—/\—D70O/NF ] T. [BWIEFR] 27200 w o LET,
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4, [77 AU T AIINE—] Ry I RO—B%FERALT. REEEMNIZ 7+ A—2TELET,
TAIIA—FBIRTBE, ENSDTAILA—IC7)LAY FO—ILIERODY—E XN EEINET,

77 £ )L kT3 gREE Session Recording f —N\—% KX b 357> > Dl <drive>:SessionRecordings
TN —ICBMENE T, BEZRETZ 7AINA—2BELLD, EHOR) a2 - LEATERS#ZT S
e, FRFEDELDBEERTFRTBLDIC. TAINA—ZEMLIEDTETET, BROT LA —H—&
ICHZHEIE. RED T AINA—BTEFIHINTVWEI L ERLET, BESHREE 7 +ILE—ZEERL
TiIhbhEzJ,

5. [7—HAATEHT77AINOETT AINE—=] Ry IR, T—HA TEHBEZETTZ7+ILE—%2ANHL
£9,
TI7AILbETE. 7—HhaTFHEEIE Session Recording 4 —N—%Z KA T3>0
l<drive>:SessionRecordingsRestore; 7+ L4 —IZfEtdnEd, 74 A—452EETEFET,
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i% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE ¢ *

Recorded session files are stored in the directonies specified. To store files
in ia load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders is empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse

OK  Cancel Apply
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BEEZFREFETZEHD Azure 7 71 )L EEZERKT 3

BREZRETH7CHD Azure 7 7 1 ILHEBZER T BICIE. ROFIEZRTLET:

1. Azure PortalT. AL =7 AT Y REERLTH S, Azure 77 1 IILEEZERL £ T,

4w I RA—MHA RICDWTIE. Azure Portal 2R L7Azure 7 7 1 JLHEB DER S L UV EEE SR
LTLETV, ROKRIE. BT ITREEENODHERL T,

BET 71ILY
1 X (MB/BRS)

<6.37

<6.37

<6.37

<6.37

410

%10

%10

Ty gy

<1,000

1,000~2,000

2,000~3,000

3,000~4,000

<1,000

1,000~2,500

2,500~4,000

Tr71ILHEESR
17

HDD Standard
(StorageV2)

SSD Premium
SSD Premium
SSD Premium
HDD Standard
(StorageV2)

SSD Premium

SSD Premium

T71ILHEEY
#—42 (TB)

10

Session
Recording #—
N—D¥

Session
Recording #—
N—DHAX

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7MIWHEEI+—21F. 1HHD 8BRE. 1 hBHD 23 EXH. FSFEET771ILD 1 HBOREHIR
ICEDVWTEHESINE T,

2. Session Recording #f—/N\—% A > ZX rb—=JLLTRR bIZ. Azure 7 7 1L HEBOERIBEHRZEBML £,

a) B@ErLTCaOYYRIOY T hEEEL. K51 7% <Session Recording #—/\—»/{X >\Bin

THNA—ICEELXT,

7 7 # JL b T I Session Recording # — /N — {&C:\Program Files\Citrix\
SessionRecording\ServericA1 X r=/LTNTWVET,

b) rssRecUtils.exe
cesskey>] ATV RERITLET,

ZFEBDOEKRIZRDEHD T,

« <storageaccountname> (&, Azure DX FL—STHY Y FOBEITY,

-AddAzureFiles <storageAccountName> <fileShareName> <ac-
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» <filessharename> 3. XL —CT7HI Y MIEENZ T 77 IILEBEOEHTT,
« <accesskey> (&, 77 MILEBEADTIVERIZFERTEZ AL —ST7HIYMEF—TY,

AbL=UFATY bE—ZRISET B3I RD2DDFENBD £

« ARL=CTHIY = TFAILHEER=D [Connect] 7rdY%E VU I LIS
ICRR TN B EGEXXFIHSEETEE T,

i docs (G+/)
Connect X
sessionrecordi ngs sessionrecordings
SMB File share :
0 search (Ctrl+/) « T Upload + Adddirectory | 4\ ‘Secure transfer required: is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
X g . Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found.
m .
fIt Properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup | z v
Monitoring Authentication method
R O Active Directory
fill  Metrics

@ Storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445

if (SconnectTestResult.TcpTestSucceeded) {

# Save the password so the drive will persist on reboot

ure '’
[ /pass: DSjcn/szw XhckjTgGZUZtolh8A3PAOHBWOe + J9kuid6p7xX11eqNMUOXke? [

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S2S) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

fR—SOEROFES—> g >icHh B [Access keys] =0 1) w2 LT,

s AbL=CTFhHUY
TAUD X —ZRISTBIEHTERY,

AL—=27
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\\<filessharen:

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
.l

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IBMTAINE—] 414700 KRy 2T [OK] 20Uy o LET,
v. [Session Recording ' —N\—07ONFT+«] D1 > RUT @R 20V vILET,
vi. (BR] Y L—FRRIChR-756. [OK] 20Uy o LET,

vii. SessionRecording X L —IIR—J vy —H—EXEBEHMT I LSRN, [IZVW] %
JUvILED,

Session Recording Server Properties

The “Citrix Session Recording Storage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

BREDT 71T XDIEE

February 20, 2024
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BRET 7 IINDOTAIBKRELABBICONT, 40O FICEBRSDDD. BERICO—IRF14—%2FALT
BEREMEEEIBZLSICRIGINEBLARDEY, 771U Y A AZ2HHITBICIBT7IIILOLEIWMEZEELE Y,
BRET 71D ORRISET S L. Session Recording IC& > TT7 77 IILHEAL 5h. REZHITT B7HICE
M7 7AIMMERSNE T, COBREZO-ILA—N—EHFVET,

O—)ILA—N—Dk®H, 2 DOOL I VMERIEETCITET:

¢ T7AIYAR, COYAXIETRZLRED T 7AULEHAC. HLLWIT7IIIUDBEIET, T7 2L LTIE
O—LA—N—dH 1IN 50MB 2z B2 2 RELE T, Y R—EIN3MEIE. 0~300 T,

o B CORREIETB . MEDT7AIUDLNEHLC. HLLWI 7AIDHEEET. 774 TR £y 3
VA2 EERE SN O—ILA—N—DRELFT, HR—INZEIE. 1~24 T,

A=A —=N—IF. LD 2 DOOEHDORYD 1 DHFESNESICRELEFT, It zid. X LTI7TMB,
B LT ORMEIRELILE LET, RET 77 ILH 3BT 17TMB ICiE9 % &« Session Recording ic& b 7
FAIUDEALSN. FILLWI 7AIILHDBIE T,

ZLOINS BT 7AIUPMERTNBVELSIC. 77T TBESNIBICH DD ST, L s 1 KEHLIE
BYBZETAO-NF—N—FERID EFEA. CORAMDHFIIME. T 71T XH 300MB 2R 7HE T,

BEORKT 71T+ XDEE

1. Session Recording #—/N\—%KZX rF3I> IO F > L& T,
2. [R&#—F+] RE>HEIU YL, [Session Recording —N—D7O/NXF 1] #ERLET,

3. [Session Recording 4r—N\—O70O/NF ] T, [O—ILA—N=]1 2TEIV VI LT,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. 1055 300 OEDEHZANALT. 771ILY 1 XDLERZE MB B TIEEL £,
5. 15524 OFOBHZANN LT, REKEO LRZRKHEMLUTEELET,
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FURILBRDEMNE I3 EmEA

May 16,2022

Session Recording #—/\—& Session Recording Player 21 > X b—JL LT > ViC, sEBAE RV X =)L
TEEJ, sAZEE VX =)L T3 L T, Session Recording ICT 2L BRBEFID YT, BEOEFaUT
1 ZBRUTEET,

TI7AIWNET, TOZIINBRIENCH>TVET, REICER T SHAEZEIRT B L. Session Recording h
5 Session Recording Z b L —Y YR =2 v —H—EXICHAMOIERMTE I N F T,

TORINEBZOBEML
1. Session Recording 4 —N\—%HKZA b3 IcOTA Y LET,
2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. [Session Recording f —/\—7O0/NF ] T. [BR] 27520V v I LFET,
4. Session Recording > R—%Y rZA YA R—)LLEIY VOB TRESNIBEEZEMICT 3EEZE
BRLEY,
TIZIELDEML

1. Session Recording #—N\—%KZA rF3II IO F > L& T,

2. [R2—=F+] RE>HEOUYH L, [Session Recording H—N—D7O/XF 1] #ERLET,
3. [Session Recording #—/N\—D7O/NF ] T. [BR] 27520V v o LFT,

4. DEE] 200w o LET,

Citrix h x4v—ToZARYIT>2RALEFOY 5L (CEIP) OWERE

April 3, 2024

Citrix h2EI—T UV ARV IT>YRMETFOY S L (CEIP) IZBMY3L. BEROBRT —28LVERARRT—%
MRESLVEETNE T, 743 BROGEUNT+—I Y RO[LICKIEET, COBERT—2DIE—
ld. & DRBED OMEMICHITT 7-6IC Google Analytics ICHEEINE T,
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5

BE

K

CEIP o=E

77 #JL b TlE 2 —4 —Id Session Recording @ > X k—JLEFIC CEIP ICEEITEML £ 9, Session
Recording 1 > X b—ILh'5E &2 7T BEIC. MET—27 v FO—RHMfThhET, CEIPOY IRV TS 5
DEMBBRTBICIE. UTZRITLET:

1. Session Recording #—N\—%KZX rF35I> IO F >V L& T,

2. [R2—F+] RE>HEIU YL, [Session Recording H—N—D7O/XF 1] #ERLET,

3. [Session Recording #—/\—D7O0/X7 ] T. [CEIP] 2%y oL%7,

4. [AREIR—TVIARVIYZAAETOTSLICBMT R3] FvIRYIREFTICLET,

5. Citrix Session Recording Analytics +—E X% Hieg L T. REZEMICLET,

i_lzﬂh Session Recording Server Properties — >

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh
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Google Analytics D% E

Google Analytics #E%11C9 % £. Google Analytics & Session Recording 4 —/N\—c OEON—btE—+F
— a5 RECICNETNE S, Web Player 0 1—#—17817—4%H Google Analytics ICiEfsahxd, 1
—H—178hICI%. Web Player #B8<. Web Player TREZBES LUBRERTIRLEDT I T ETAHEENE
ER

Google Analytics # B E/-IFEMICTILS A MURE (F74ILMZ0):
18Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
Z#i: CeipHeartBeatDisable

fEDT—%: 1=%8%H. 0=5%

FIEEDHE. Google Analytics IFBMTY,

Google Analytics Z&#pic g 311!

1. Session Recording #—/N\—%KZX L3I ICOTF VL& T,

2. LYZRMIIT42—%2HATES,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\) #8BL%7,
4, LY hUfEZEMLT CeipHeartBeatDisable) ¥ WS &#Fi#IEEL £,

5. CeipHeartBeatDisable 0% 1 ICBREL T,

6. Citrix Session Recording Analytics tt —EXZBEE L T. REZHEMLF T,

Session Recording t—N\—H'S5INEINZT—42

MOKRTIF. WESNZEBOBROBEOHAZENLET. T—FTE. BEREZHRET S IXRTOFHAIEFN
FtAo

F—SRA b *—% 35198

I O-NIL—E#F machine_guid F—ADRETDOIS > %HHA,
Google Analytics #E#ICT B L.
CEIP BE#ICAE > TWLWARS TH/N
—hE—FrFT—%1H Google
Analytics IZEfs TN,
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F—gAA Y b

FRL=FT A VT RATLDN—D

av

Session Recording #r—/\—®/\

-3y

TIVIr—2 a3 OREH

BB ERE DI

FEINEYy a>vERARTS
Iz

(OYEBINTcARY L EED) 17
BNty avERINTBI

—JY b

*—%

0S_version

SRS_version

application-recording
-number

recording-number

dynamic-recording-

number

recorded-agent-number

event-logging-enabled
—agent-number

R

ROVDFARL—T 1 VT RT A
R TFRXFS, Google
Analytics #8329 3. CEIP A
BRICBE>TUVWARLSTHN—FE—
k7 —% 1 Google Analytics I2i%
EESNhZET,

1Y b=JLETN TS Session
Recording t—n\—oN— 3>
ZRYTTFRXFS, Google
Analytics #8329 3. CEIP H
BMICBE>TVWARLSTHN—FE—
k7 —%1h Google Analytics I2i%
EESNhET,
FIVr— a3 nRE771ILO
¥z R 9, Google Analytics
& CEIP o@mADEHRIBE. T—
AHEEINE T,

TV =23 e TR My TE
B DIRE T 71 IO %= RS B
Google Analytics & CEIP omA
DNEMRIZE. T—2HNREINE
ED
BNICRBINT T 7 TIILOEER
TEH, Google Analytics & CEIP
OEADBEMRIZE. T—2HNIEE
ThET,
BESNTLYS 3 VZ2RINTS
VDA 0¥z "9 #E#H. Google
Analytics & CEIP @AM EM%
e 7T ADNEEINET,
(OJ@BFINTARY b EEY) 7
BNttty areRALTB
VDA 0¥% =9 #¥, Google
Analytics & CEIP o@mANE %A
Fa. TANEEINET,
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F—gAA Y b

(OJEBINTARY L ERD) 17
B D

EEEOJOBFML

AJ@\FEI NI bDO¥

ARZLRY S —DE

BESHOBEIMN

BREORER) S —DEMWKL

DS

April 3,2024

*—%

event-logging-
recording-number

admin-logging-status

collected-events-
number

customized-policies-

number

load-balancing-status

rbac-status

R

(OVEBBINTARY FERD) ]
B7 71Oz RTER, Google
Analytics & CEIP o@AHNEM%
ma. TENREEINET,
EREOQTOBEMUETRTHF. 1)
dEME 01 BEHEERLE T,
Google Analytics & CEIP 0@ A
DEMRIBE. T—ENREINE
ER

OJZJBINIARY FOBERT
¥, Google Analytics & CEIP
OEADBEHRIZE. T—2HNEE
INET,

H X4 L Session Recording K1)
S=BLUVIRY ORI —D
¥m R 9, Google Analytics
& CEIP o@AHBEHRIZE. T—
AHREEINET,
BEIBOBIHNERTEF. 1)
3BEME T01 BEHZEKRLE T,
Google Analytics & CEIP omA
DNEMRIGZE. T—2NREINE
Jo
BREOMERY S —DEMUERY
#}F, T 3Bz 101 3EER
kL %9, Google Analytics &
CEIP omAEIN B HHZE. T—%
MEEINET,

Session Recording RU S =YY —ILZFERL T BEARUS— ARY MEHKRY S — ARV MERERY >
— BLURBOBER) > —%ZERLET, KU —0EREHZ. CitrixCloud e A > 7L I XBROEAN S

Delivery Controller g€ T %9,
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BE:

Session Recording R > —1O>Y — L% B Y %I Id. Broker PowerShell 2 v 7 >~ (Bro-
ker_PowerShellSnapln_x64.msi) #7zi& Citrix DaaS Remote PowerShell SDK (CitrixPoshSdk.exe)
EFEHTIVRM—ILTIHENRHD £, Citrix Virtual Apps and Desktops ISO (\x64\Citrix
Desktop Delivery Controller) < Broker PowerShell 2+ v 71 vaBELF T, £l
Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #+—E'X) o4 >O—R~R—IH 5, Citrix Daas
Remote PowerShell SDKz 4o >O0—R L %9,

i

LY R b z#mEL T, Session Recording H—N—ICFH LA WVWEENKE LLBEICT 7 1Lk
HDNZ3DOEH SN TE 9, Session Recording Agent 21 VX h—JLLIIIVICERECL
TOJ4> L. LYZAMUIT 12 —%FWT, HKEY_LOCAL_MACHINE\SOFTWARE\Citrix

\SmartAuditor\Agento i DWORD f&DefaultRecordActionOnError =1%iEML *
3_0

RUS—=DF7 07174k

1. Session Recording KUY =YYV =LA YA R—ILLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)Lz&EBL £,

3. [Session Recording #f —/\—~AD#E4] 7 > RUHFEW=5, Session Recording #f —N\—D&#i. 7
Bk, BEUOR—FPELVWCEZHERBLET, [OK] 20Uy I LET,

4. Session Recording RS> —>Y =)L T, HROR) > —OBEERI £,

5 70T47HTBZRUS—ZBIRLES,

6. XZa—N—=T [RUP—DF7IF71TH] ZFRLET,

RUS—DES

1. Session Recording KU =YYV =LA YA R—)LLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>y—Lz@&L £7,

3. [Session Recording #f —/\—~A D4l 7 > RUHFEW=5. Session Recording #—/N\—D&#i. 7
Ok, BLUVR—FHPELWC e Z2HBLET, [OK] 20Uy ILET,

4. Session Recording R >—>Y =)L T, HROR) > —OBEERI X,

5. BETBZRV—ZERLET, RUL—ORAIDEAERA VICRRINET,

6. MAZBM. LB\, £73HFRTBICIF:

e XAZa—N—T [ELVRADEM] Z#RLET, RUS—DT7 I 71 TBBERIRYTTY T I«
YRUMNEE. BEOERBEZRIAvE—IUDRTEINET, KAV F—FE2EALTHLLRRAZ

ERL £,
e EEYRZRUZERL. HBI/UvILT [FONTa] ZFERLET, RV« F—F2ERALTRAY
ZEELEY,
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o HIFR9 2R zHRL. 52y oL T RAOHIER] Z#ERLET,

RS —DHIRE
pE o
SATLEBEBDR) S —FIETOT4 THRAR)D—ISHBRETE EH A

1. Session Recording KUY =YYV =LA YA R—LLEERIVICEBELLTOIF Y LET,

2. Session Recording RU>—a>Y—)Lz&EBL £,

3. [Session Recording #f —/\—~A D] 7 > RUHFEW5, Session Recording 4 —/N\—D&#i. 7
Ok, BEUOR—FPELVWCEZBRBLET. [OK] 20Uy I LET,

4. Session Recording RS> —>Y =)L T, HROR) > —OBEERI £,

5. ERAVTHIBgT 2RI —2BIRLE T, RUS—DBT7 I 71 TBFEIF. EDPORVS—&TF I T4
TRIHENBDET,

6. XZa—N—T [RUL—0HIRR] ZBRLFT

7. 03W] 20y O LTREERREL £ 7,

Session Recording 'K') > — D&

February 20, 2024

PRATLERDBER)S—TIT4TICTBILD. HBOARZLBRER) S —ZERLTT7IT1 7193
CCHTEFET, YATLERBORERI D —ICED. Ly a efilB—oRAZERALET. hRYLERER
Uo—ic&b. RET 3y avEBELET,

TOT4TRBERIS—ICE>TRETS Y aVHREShET, —EBILTIT07ICTE3RER) > —&
12T,

’y

> AT LERDRER)

\

S —

Session Recording ICiZ. RO AT LEEDRER) > —hHD £

e BEILEWV. TIAILEDRIYS—TT, IELDORUI—ZBELRITNUI. Ly aviFREINEEA

e IRV MDAHERET S (£22—H—. BHHD)e CORUD—IF. ARY MEHAR) O —THREINLAAN
PhOAZEFELFT, BEFFESNFEFEA. I—HY—IEFICREBNZZITED £7,

e IRV MDAHERBET S (£2—H—. BHMAEL)e CORUD—IF. ARY MEHAR) O —THREINAN
YhOHEFRELET, BEIFREINEEA. I—F—EREBERMZZITRD FEA.

s Lyl alefrRETS (21— —. BHMHD), CORUI—F Eyarek (EBEREAIRVE) %=
B#ELFT, 1—H—FFFICREBNZZITRO £9,
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s byl atefERET S (21— BHIEL). CORUI—IF. EyParek (EEEAINVE) %
#FELEYT, I—F—IFREBEMZRITIO A

PRTLERORERY S —ZEBEIZHIBRTI FEA.

HARE LFER) S —DIER

A—H—FRRBIN—TF RAT7 TV Tr—>3> &3 7ROy TUNDV=JIL—F&IEVDAT > V. B&
U Citrix Workspace 77U 9S54 7 Y bDIP 7 RLZZIBETNIE. ZOEy>a>E2RETI£9, Session
Recording R > =2V —LICIEV s ¥ — RHPABRINTED. OV HF— IR > THRAIZMERLE 9. AR
INTWBR 7SV T—2a> & 3T ROy . TUN) =TI —FERIEVDAT L Y O—BZERT B ICIE.
H41 FEBREDOGARDIERIPUETT, 1~ Delivery Controller TEEBEDFABMDIERZEBML £,

ER T 2RACC ICREIRES LFORBFHZHEEL 9, BERERRAZHZELITEY Y a VICERATINE
Yo

MAIC CICRERFZ 1 DFERLET !

s BHILTEY Y3 VEBET S, COATavid. tyiarvaE (EBEcAIRVEN) #8B8LET, 1—
H—IEFICEE@ENZ R ITED £,

s BAILAVWTEYS 3 YERET %, COFT2avid. tyiarvek @@EANVE) Z2REBL X,
I—Y—-RIRERNZZ TR0 FEA.

s BAMILTARY MDADE Y IVERBEYT B, COFTIaViE vy arz@BLTARY MEERU S
—THEESNLARY FDOGZRELET, BHIFRESNEEA, I —I3FFICREENZRITED X
ER

s BHAILBWVWTARY FDADEYL I VERET B, COFFavid, EyviarzeBLTAANY MEHR
DO—THEESNLARY MDOAHFEFRELFT,. BAFREINERLA. I—F—FREBMZZITED £
Auo

s Ty aVERELEV, COFT Vi EydavBRETNBVWIELEEKRLET,
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B‘? Rules Wizard X

Step 1: Select a recording option to specify if. and how, a session is recorded.

(O Enable session recording with notification

(7 Enable session recording without notffication

(O Enable event only session recording with notffication
(O) Enable event only session recording without notification

(®) Disable session recording

RAICCITRDEBEBEOWIT MO Z LA D 1 DBIRL T, RAIZGZIERLET:

s A—H—FRBIIL—T, RAUOBREZEAITZI-—F—FRLEIIL—TO—BZERLET, Session
Recording (2 & - TActive Directory 7 )L —7H LV 1—HF—DHRTA U MMEFEATEET,

s NETTIVIT—2aYERRBTRI by, RAIOBREZ BRI Z2ABET TV -3 & 3Ty
D—BEERLET, MUV HF—RT, 7IUVTr—>a3>FETR by T=EATE B Citrix Virtual
Apps and Desktops % 7z Citrix DaaS (IB# Citrix Virtual Apps and Desktops #f—tE X) #3#ERL *
RS

s TUNV=TIN—=TERIII Y, RAUDOEREZERITSZTIN)—JII—TFERRBIIVO—BZERLE
To MDA HF—FRT. TUNV=TIN—TELIFIIIVOGEMREERLET,
s IP7RLRERLIFIPEE, RAIOREZBERIZIP TV RLAFLRZIP7FLAOEEO—EBEZERL F

T, [IP7RLRELIZIP OHEDZER] BET. BREDENEIIBEDICBESTEBENRIP PRLIERIE
IPEE=BMLET. CDIP 7 RLXiE. Citrix Workspace 77UDIP 7 RL X T,
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@' Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

=

Session Recording R > =2V —ILTIE. 1 DORAINTERBOEZHZBMTIT £, RAUNBERAINDS
BRiCid. TAND) & TOR) o@EADRHBEREFH . RENBRT IS avestBIT3bICEDNET, —RH
IZ. TOR) BEFIE—EOXHADERICHEDN. TAND) BEFIEESTEBOFHICYTIIEZBRICED
NnEd, ERNMtrue THHUE. Session Recording RS —IT VI UHZDRADTI>a>zebET,
5 TRIFNUI. ROBANER. WEBEZDIRLFT,

BER) D —ICEBORAUNZER T 2551F. BRORAFHIC—RI Sty arhHsagErHDET. €D
L 5BIGEIE. BRBUPFROS VR Ly a VICEREINE Y,

RAIC L DRITEINBRERIEICK > TEDRBEIRMANRED 95

o MgE L7V RAUDEBRIRUIEDEBDET,

NEML THREY 51 RAUOBFIBEUNARICESRD T,

NEXMLABVWTRE T 31 RVWOBEIEUIRDESABD ET,

MBAILTARY bOIZDOE YL 3 v 2RET 5] RAUOBLEERIPEETY,

s MBRILBWTANRY bDA&EDEY Y a v ZRET 5] RAUOBEEIRHHRIADET,
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BRERU S —ORAFHOVWTNICHDETRESBVEY S I VD HEAREESHBDET., ZOLS5Htyavic
DUWTIR. 73—y JRAOBRENERASNET. 74—y JRADEBEREIC BELEWV] TY, 74
=Ny VRAIZEBEIFHRTET £ A

ARZLFER) S —ZERT BICIE:

1. ZREAHOR) S —FEEL LT, Session Recording RS =Y —IHA YA b—ILINTWVWEH—
N—=icOJd 4> L&,

2. Session Recording RU>—a>V—)LZREL T, ERAORT>T [BEARVS—] ZBRLES, X=
2—N=T [FHLWRU>—0Em] Z#RLET,

3. ILWRUS—%FIUw o LT [RAIDEM] 20Uy o LET,
4. BAD«F—FT. REA T2 a>z#RL. RN] 20U v I LET,

@f Rules Wizard X

Step 1: Select a recording option to specify if, and how, a session is recorded.

(O Enable session recording with notification

() Enable session recording without notification

(O Enable event only session recording with notification
(O) Enable event only session recording without notification

(®) Disable session recording

Next > Cancel

5. FRAFGOER - RO 1 DB EHMOFANFHZERTH LN TEET:
A—Y—FkFIIL-7
RETIVT—2aVERIBTRIMY T
TUN)=T =T &EriFTo >
IP 7 FLZXEIZIP OFEE
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@' Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

6. MAIZRHORE-RETZICIE. THEAZTDEZ IV Y ILET, FIOFIETERLALZGICEDSE. EICT
BHEIINET,
A
(AT IVTr—a>ERETRIOMY ] OTEASOEZERLIEBS. [P 7 RLR] EIP
7RLZ, URL, £RIEa> b O—Z—PO—HILRYy b T—0 LICHZHEIEIAE1—2—RII%
DEd, [7FVr—>3>nFa1 DA MIRREDRRINETD,

[(RRATFVTr—2a3YERIBTRINYT] £FiF [FUNU=TIIL—TERkIFTI V] 2BIRTI5HE.
Session Recording KU >—1> Y — )L TBEICERY % Delivery Controller Zi8E L %9

Session Recording KU > —a> Y —JLi&. Citrix Cloud & U7 > 7L = X1&iEH 5 Delivery Con-
troller ICBE92HW—DF v RIL T,
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[Ek Rules Wizard *

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users

Published Resources: Select Published Applications or Desktop. .
Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

= G

fee I [TUNU=GI—TERIETI V] 2BRT3BE5. L0 V-2 3y hOFIE3 TEHEY
BNAN—1)>oEBRLT (B0 #2Jws L. Delivery Controller n@o T ) %BIML £,
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[El Create Query x
Site Address: Citrie Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

=R

#+ > 7L = Z Delivery Controller

Citrix Cloud Delivery Controller

#> 7L = X Delivery Controller 15 Citrix Cloud
Delivery Controller ict1h &z 3

WBRIR(F

a)

Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 2. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix DaaS Remote PowerShell SDK % -1 >~
A +=J)Lg 3, 2. CitrixCloudd7hHo > +E
BIBRERIL T %, 3. [Citrix Cloud
Controller] FTv IRy IRZEFVIZT B,

Broker_PowerShellSnapln_x64.msi % 7 >~

AR =ILLTIY >V EBREHT %, 2. Citrix
DaaS Remote PowerShell SDK 1 > X k—

JL¥ 3, 3. Citrix Cloud @ 7 #17 > ~ BiglER

%1%t d %, 4. [Citrix Cloud Controller] 7
IVIRYIREFICT %o
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fERA WRIRIR(E

Citrix Cloud Delivery Controller 54> 7L =2

. a) Citrix DaaS Remote PowerShell SDK % 7>
Delivery Controller ictIh &z 3

AVRAR=ILLTYY V=2 BiEET 5, 2.
Broker_PowerShellSnapln_x64.msi % 1 >
Z k—JLF 3%, 3. [Citrix Cloud Controller]
FIVIRYIREZTICT B,

Citrix Cloud @& RIERDIRIE

Citrix Cloud TR X k&N TWL3 Delivery Controller ico T g 3I2id. Session Recording R & —
AVY =B YR =TT > TFHT Citrix Cloud EREREREL 9. COEEZTHAEL

B.A.

&, T7—HHREL Session Recording RS —a2Y —ILHERICHEEL B AZ DB FT,
FETHRIET 31213

a) CitrixCloud a>v—jicod#4> L. [ID &V T2 REE] > [API 7ot XR] ICBBLF T,
APl 70 2BExa7 0517 > bEERL T, Citrix Cloud 0B 7O 7 F 2 EETE 3BT
O77MILVERBLET. EFa70347> 24U O-F L. BHZ2ZEE L TLRERGMICERT
LET, T74IL DT 71ILAIE secureclient.csv T,

= Citrix Cloud

< |dentity and Access Management

Authentication ~ Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* ' ' .asthe customer parameter.
Nama your Sacura Client Create Client

Named: Id Creation Date Actions

secureclient o e T 3:53:01 PM Dec 3, 2018 o)

b) PowerShell tv > a>#BVWTRDITY FZRTL. FIOFIETIRELL) FETAT7(IL%EE
MCLET,

asnp citrix.x
Set-XDCredentials —-CustomerId “citrixdemo” -SecureClientFile

“c:\temp\secureclient.csv” -ProfileType CloudAPI -
StoreAs “default”

<!--NeedCopy-->

KHEIZIHLE T, Customerld & SecureClientFile #8F L £9., FEOIOYY RT. BEZEADT Y
AL EDBIHETOT 7rIlcitrixdemobMER I . LUEDTARTD PowerShell twv > 3> TR
SOV RHEEINET,

7. D4 —ROBRICE> THERERTLET,
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A BaREINALTIVT—a vty arIiICEY 3HIREIE:

o PUTATRBRI—DBTFTTVr— 3 >R D—RzRAIEHE. BRESHINty > a>TRM
TWBT7 )= eid—HLEFRA. TOHER. FaiEHShicty > a VIFBETET FHE A

o PUTATRR)—DNIRTOT7Z TN r—23>0%2FE L TVWT, £y a Y OEFIESHNEMICHE >
TW3Ealk. 2—4—h Windows @7 Citrix Workspace 7 7UicOd 4 > Lic e FiC. FE@EHA
PRRINE T, FFiEFHInk (BD) tyvrarye. oty a > TSBEHINZ T TIr—>
IVHRBEINET,

nzEEETBICIE. BERYS—ICRSTIHOTIUN)—=FIL—TFTT7 T r—a >z @l Ed, 8#E
FHICT TV =23 0F3FFEALBRVWTLLIESTV, CO77O0-FICL-T, BEmiE#HIN LYy avE
FBEITEET, 7720, BHIERRINET,

Active Directory 7' ). — 7D ER

Active Directory 7' )L—7%fERH L T. Session Recording DR > —%EETEET, BLADI—H—Tld%H<
Active Directory )L —7% RT3 . AR —2BHRICERLIEDERBLADTIEY, L zid. B
#F9p 21— —4* Finance &£ W5 Z#id Active Directory 7L —FI&EFN TV BB EIE.

[RAI] Y — KR TFinance J)IL—7%BIRTZIL T, TOTIL—TOIRTOAIN—ICHEAINSRAZE
RTEFET,

A—H—DHRTA UMY

HBAO—HBOI—H—DL vy > a>EREICREXNRN SIS, Session Recording R > —ZERTE &
o ChZ

A—H—DERTA b MEEFENE T, BAABRZMOKRSHECHEDEBORRELY, tviavzeiE
TEHERESTRAVI—H—ZKRTA MR MIBEFT 3 E@BRTT,

TARTDLHEEREH Executive ¥ L3 ZA1D Active Directory ' IL—7D X > N—TH 354, Executive 7/
W=Dty a REEZEMCTIHRAUEERL T TA5OI—HF -0ty 3 VHRLTREINEWVESIC
HRETTET, CORMAUNZEELRUS—HT I T+ THEIE. Executive JIL—TF DAY N—DE Yy > 3 VIFRE T
NELA. BABADEFHIDXAIN—DEY S IV FIT14THR)S—DIFHORAICEOVWTRETINE T,

Director =1&m L T Session Recording ¥ —N\—%ERT 3

Director >V —/L%2ERALT. BEBRVS—%21ERE LUV T IT1 THTETET,

1. HTTPS #0354 (1%, Director #—/N\—o [fEEIhc)L— MEEBBZE] IC Session Recording #—/\—%
ERET BEAEE TV A M—ILLE S,
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2. Session Recording 4 —N\N—%EB 9 3 & 5IC Director t —N—%#mE 3 3iCiE. C:\inetpub)
wwwroot\Director\tools\DirectorConfig.exe /configsessionrecording
IRV RZERITLES,

3. Director # —/\—7T. Session Recording #—/\—® IP 7 K L X £7z13 FQDN. R— +ES. & U
Session Recording Agent h* Session Recording Broker & OIZ&ICER T 3ELOEHR (HTTP £/
HTTPS) #AAL %Y,

O—JLA—/NN—DEIE

RUS—%TI0T17ICTB3HE. ENETTITA TR =3ty a>oREBNETISZET. £
Ty a ORETFAIINDERIETZETHNEZREET, O—ILA—N—E T7 1LY A IDLERISET S
ERITENEY, BEI 7 NINOY A IDERICOVWTHLCIE TBRET 71ILOT 1 XDIEE] 2BRBLTLRET
Lo

RORT, Ly a>oFERICHFLVWERER) > —28ALTO-ILA—N—DEI L IICELZRRICDOVWT
SEAL£9:

HEiDREAR) > —: HLWERERY > —: O—)A—N—DEBDFEER) > —:
FE LAV IEFhDRY S — TEHL, A—HY—hIFLLWEY>

AvICAd AV TREITOHICHL
WRUS—DEMICHED 9,

BRILBWTRETY #Rim L BEZFELELET,

BRLBWTRET 2 WAL THRET S BEZHTLBXAvE—CRn
LE9,

BAILTRET S gaELlau BREZFELELEY,

BAILTRET S BHILAVWTREYT S BEZHITLET, 12— —1RIC
A>3 IR XyvE—Ih%
RENFEE A

BREORERY > —DHEK

February 20, 2024

Session Recording Tid. ®REIR—IDOT7 7 XFIHH Y R— bThTLET, Session Recording K> —1
V=L TREOMERY S —ZERL. 8RS —ICERORAZEBMTE X, FRAT, BELLZOMMOD
—F—ELVIIN—T ZRAT IV T =23 BLUVTRI by T FUNI =TI —TFE LU VDA » 5 DOiRE %= Bl
BTEI31—H—FLBINL-—TZ2R/HELE T,
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N2 LBREBER S —DOER

BREOBMER > —EERT B80S, ROFIETHEEEZEMICLET:
1. Session Recording —/N\—%KIX g3 icOdF > LET,
2. [R&—F] RE>HEIU v L, [Session Recording t—N—D7O//NF 1] #ERLET,
3. [Session Recording #—/N\—D70/87«] T. [RBAC] #7% 0 Uv o L%d,

4. [REORER) S —DOBREHFTIB] FIv IRy IRZFVICLET,

iﬂ] Session Recording Server Properties — *

Storage  Signing Rollover Playback Notifications CEIP Logging RBAC
Recording viewing policy

Thiz option allows you to configure recording viewing policies in the
Sezsion Recording Policy Console.

Allow to configure recording viewing policies.

HZE LBRERERY) S —ZERT BICIE:
A BEBRVS—BLVARY MRERY D —CIZRAD, FEBOMERI S — (RUS—RIZEMLEITRTOR
BIZEY) 13 TR LEBICTITATICBDET, BN TIHNEEZHD FEA,
1. ZRFHDOR) O —EEEL LT, Session Recording RS> =YYV —IHRA VI b—LETNTWVWEH—
N—=ilcgd#> L &7,

2. Session Recording RUS =YY —IILZEBELET, T 74/ FTiE BEOBERY>—IEHD EFHEA
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

*: [BEOMEBERYS—] 2FERATEZL3IC73IC1E. R¥IC [Session Recording #r—/\—@70O/X
Ta] TTOWREREBMCL TSIV,

3. ZAORA>T [REOBERIS—] ZFRLET, XZa—N—T FHLWLWKRUS—0BM] Z2BRLT
BREOMBER) > —ZERLET,

4. (7> 3y) HFLLVRBEORERYS—2E57U v oL T, BHizEELEY,

5 #iLVWRUS—Z2EIUy LT FRAIDEM 20Uy o LET,
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@‘ Rules Wizard X

Selected user or user group who can view recordings

‘ ‘ Add...

Next > Cancel

6. GBml 2oV woILEY,
7. [A—HY—JI—T0:&ER] 4470 T. REOFBEL LAY —FkiE1—H—JI—TZERLFE
ER
A
BELcty> a3 aERRIBICIE. Ea—T7—IC Player D&EZE DY TIRELNHD ET, 5L
iF. MA—H—&ERB) 28R LTIV,
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[Ek Rules Wizard >
Selected user or user group who can view recordings
‘ Add...
Selected users and user groups whose recordings can be viewed
Add .
Remave Al
< Back Mext = Cancel

P

ZRHAT, REOBEBEL L TEIRTEZ0R 1 A0 —H—FiF 1l 202—H#—JIIL—TFEIFTT,
BROA—F—FE2A—H—JIN—TZBRLBEEIE. RFOBEROHDEHIZED. 7FI R
w I ACRREINF T,

BREOBEEEZIEET S FIE. BEEICPlayer 0O—I)LZEDHTTWVWRZEEBRBLTLIET L,
BEISNTcEY D a>ZBET2EBRIAZVI—H - BREINELYy> a>zBELELSCTBL
IZ—XyE—IHRRINET, LK TI—H—D&ER 28RLTIIETL,

8. [OK]. [RAN] 20U v o L&Y, RAFKHEZREIZH 1 T7OIDHETET,
9. RAFRGZERLTREL., FIROBEBEENBE TIZ2REZIEELE T,
o A—H—FRFINL-T

s NET IV —2 a3 ERETRIMY T
s TUNV=TI—=T&iFTo >
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% Rules Wizard X

Step 2: Select the rule criteria.

[ Users or Groups
[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

pE

BREORERU -5, TOR) mEBEEEFIE. RAUFHROERR @R ORNZFHEOmES TR
ke y gi=Sr

RAFKHZEELBVWTEC L, FIROEE LHEEICISHERORENRTINEEA.

10. Yo —ROIBRICK > THERERTLET,
1
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups | Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

AR MEHR & — DB

February 20, 2024

Session Recording (&1 XY MMEHARY & —D—BER%E 7 R— L& T, Session Recording R~ —1
DV=ILTRIS—ZER LTI I ER/IRY M Z2OJRBETIET,

BRETEBZ IRV E

Session Recording Tl WERDA XY hEREHL. BERNTEZDIRY MIZIFT LT, BTRESLUVEBE
THESCEHTEET, KEDFREDSELDH B IR b ZBRELED. BERKICZEDAIRY FZRDIFEDTS
CEHTEET,
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SRTLEREDANRY b

Session Recording Tid. BBIN/ct Y>3V TRELILRDIATLEBRDIARY b 2ZELTOJICRET
TFET

o USB RBREEBEET /N1 RDFEA

s TV —2a B KT

s 7TUIS—

s TTUDAYVAM=ILET VAV =)L

« 77 MILORMEE. . HIbR. BEIOL v 3 VNERME

s £y aYiRA L (VDA) EISATYRTNAR (RYyTENTISATYMRSATERBUA ALY
ZFERALEABECREET NI ZXZET) LOBDT 71 ILERE

s WebBE7VF71ET«

s REIADT AV RIDARY K

s YUY TIR—RDT7 VT4 ET~

+ Windows LY X b DEE

e A—HY—THIVIDOEE

« RDP ##4:

s RNTA—IVRT—4 BRIy aVICBEETEIT—FRIUN)

c Ry TT7vT T4V RIARY K

+ Web Player TR FOHDRED ARV I
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€ session Recording | Player x 4+ v.oo= @B X
< C @ 10.108.77.51/WebPlayer/#/player QB K & i
€ Player

Screen time File transfers Commands Events MAR 7,2022

07:56:39-00:19:22

R, User name: administrator

@ Host name: |
) Client name:

View: All
N Q v
ST
S
S :
SR . 00:00:24 Top-most
Ry % windowssessionmsg, , 2548 ¥
SO
oF ¢
N KPS
\ Fedn yx 00:00:49 Top-most
~ & ey window:explorer, , 5100 e
Topmostuindow  (Sni Bl T
45(31%) S
- Q‘:’%{@v 1 G 00:01:05 Top-most
See window:SearchUl, , 1796 N
FESEA 1
Sesda
f*
el 1
o -
S . 00:01:15 Top-most
S 1 .
Clposrsopratn S " Window:explorer, , 5100 v
e 1
Popup Window Ea s
8 (9% e 1 y¢ 00:01:16 App Start:10072:
SIS regedit: 6296: "C:AWindo...
&L
SN
S
& 1y 00:01:32 Top-most
window:rezedit. Registry >
= = o .
« Web Player ToE@RED 1 R
v - [m] X
€ Session Recording | Player X 4+
<« C @ 10.108.77.51/WebPlayer/#/player Q p v a i
€ Player
> MAR 7, 2022
= 08:01:47 - 00:01:00 - 22 Events
)
R User name: administrator
@ Host name:
o e oo
v shwe e () Client name:
s minec s tectonk o e
st e
v . St View: All
# ) [pnnd 5] CopShelliaDragDropHandier - Copy.dil
Explore CopshetbaDusDropHandi 1
Q v
& Settings
w 00:00:12 Registry
create:1380: e
C:\Windows\explorer..
. 00:00:12 Registry set
¥ value:1380: e
C:\Windows\explo...
« 00:00:12 Registry
Y create:1904: C:\Program 4
Files\Ci...
tevsion
Tne Bachelor aing on ABC | 00:00:12 Registry
create:1904: C:\Program v
Files\Ci
Don’t miss what's happening 00:00:12 Re;
. gistry
eople o e e e St o o, W create:1904: C:AProgram v
Files\Ci...
t 00:00:12 Registry
S create:1904: C:\Program v
Files\Ci...
w 00:00:12 Registry o

create:1904: C:\Program
Files\Ci...

» ) 00:00:07/00:01:00 & Comments (7} Share Current Playback X1 Show stats 5 FULL SCREEN

+ Session Recording Player 1 >
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£ Session Recording Player
Fle Edt View Pay Toos Hep

B b 11 @[3 |» | Search ~ [Anytime <9 (4 | [ Advanced Search..

Workspace x
Now Playing x
© 11704 8M App Start 10072 regedit 6295 "C:AWindows\regedit eve” a

© 1:17:04AM Topmost window: explorer, , 5100

© 1:17:20 AM Topmost window: regedit, Registy Editor, 10072

@ 1:17:33AM Top-most window: regedt, , 10072

© 1:17:36 AM Topmost window: regedit, Registy Editor, 10072

© 1:17:36 AM Registiy Create: 10072 C:\Windows\regeditewe: HKEY_LOCAL_MACHINE\SOFTWARE Viegest\New Key #1

© 1:18:00AM Topmost window: regedt, , 10072

© 11802 AM Topmost window: regedit, Registry Editor, 10072

© 111806 AM Registy Rename: 10072: C:\Windows\regeditexe: HKEY_LOCAL_MACHINEASOFTWARE Yiegtest\New Key #11 name
@ 1:18:16AM Top-most window: regedt, , 10072

© 1:18:20 AM Topmost window: regedit, Registy Editor, 10072

@Q 1:18:20 AM Registry Set Value: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \iegtestiname| New Value #1
© 1:18:36 AM Registiy Delete Value: 10072 C:\Windows\regeditese: HKEY_LOCAL_MACHINE\SOFTWARE Viegtestinamel New Value #1
© 11836 AM  Registiy Set Value: 10072 C:\Windows\egedi exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel version

© 1:18:47 AM Topmost window: regedt, , 10072

© 11850 AM Topmost window: regedit, Registry Editor, 10072

© 11850 AM. Popup Window: 10072, Fegisty Ecior, e you sure you wank o permanenty delets tis key and all of i Sibkeys?

© 1:1851 AM  Registy Delete: 10072: C:\Windows\regedit exe: HKEY_LOCAL_MACHINE\SOFTWARE\REGTEST\NAME

Q 1:119:14 AM Top-most window: WiShell, CtxDnDSourceProxy, 7260

© 1:19:14 AM App End: 10072 regedit

© 1:19:25AM Topmost window: explorer, . 5100

@ 111926 AM  Unexpected App Exit: 744: C:\Program Fil cati exe: CAWi RNELBASE.di
© 111927 AM  Unexpected App Exit: 5084; C:\Program Fil \ppication’ch CAWi y LBASE dl
© 1:1923 AM  Unexpected App Exit: 4860: C:\Program Fil \pplicationich CAWi LBASE dl
© 1:19:30 AM  Unexpected App Exit: 9864: C:\Program cati CAWi LBASE di
Q 1:13:30 AM Top-most window: chrome, Untitled - Eangl= Chrome, 744

© 11930 AM  Unexpected App Exit: 6644: C:\Program F cati CAWi INELBASE.di

© 1:13:32 AM Top-most window: chiome. All in one Workspace Solution for Secure Access to Apps and Data - Ciix - Google Chrome, 744
O 1:1%:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chiome

Q 1:1340 AM  Top-most window: WiShel, CtxDnDSourceProxy, 7260

Q 1:19:53AM Top-most window: explorer, , 5100

O 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2)tst: 0 Bytes

@ 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document (2).tst | document bt

@ 1:21:09 &AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:11 AM File Move: 5100: C:\Windows\ék t | C:\Usershadmini G p\d i 0 Bytes
@ 1:21:11 AM Clipboard Operation: Text, explorer, ,
£ 1:21:98 AM_Eila Dalata: E100: Tau D, bk 1) Dk o

Session Recording Player 1 R MZDWTEH LK IE. CORBOBRFICHZ TRV ~OPZSEL
TLETE LY,

A

Web BB 7 VT4 ET A ERAEID T4 VY RIDARY NEBRETEITIT4TRAR)S—BHBIEAE.
PowerBuilder ick > THBEINT7 TV r—2a o FHHETRT T2 e B Ed, COREZDEY
3i21%. PowerBuilder 2019 R3 #ERLT7 IV r—>a v EHEELET,

USB KRB ECBREET /N1 XDEN  Windows @i+ £7:1& Mac @i+ Citrix Workspace 7 U1 > X b—JL
TNTWVWBISAT7URT. 93147V MRI14TvEYS (CDM) TYwEY I Ehiz. &RIFABUAZILY
FEFERA L. USB ARERBEET /N1 INEBATNSB L. Session Recording iC& D ZDOF/NA B KRBT
fE 9, Session Recording iZ. BERDA N MIEZI[HITLET,

( 1:2654 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt )
(3 1:27:03 &AM File Transfer: 7260: Client:Applicationhang.exe: HostApplicationhang.exe: 7.5 KB

(O 1:27:09 &AM Top-most window: Applicationhang, Form1, 3996 [%

 1:27:21 AM  Top-most window: WerFault, , 5956

() 1:27.58 AM Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\sers\administrator XF4B5\D esktop\dpplicationhang. exe

) 1:28:03AM Top-most window: explorer, , 5100

O 1:28:03 AM Top -most window: Taskmar, Task Manager, 6844

napping: D

A

BATNIT- USB ABERBREET /N1 X2 FEAL TRAIRY b E#&E Y 321, Citrix Studio T T3+
YRUSBTNRARUAALY b1 RUS—% [FFr]] ICRELE T,
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RE. USB RBEREEET /N1 X (USBClass 08) OBADAHDEHINET,

TIVr—>a 0BT Session Recording &, 77U —> 3 v ORECETOEADEEE Y R— K
L9, 7O0tX% [F7UERHR—E] ICEMNT L. BMLAE7OLREZOFAOERICEDETEINE TS
PEMINE T, Session Recording AEITTNBRNCHBT IR TALADFIOLRBF ¥y IF v TEET,

Session Recording ¥ 7Ot X&cmd.exe. powershell.exe. wsl.exexz [FTUEHE—B] 177
FIETEBMLET, IRV MRERVS—T [TTVEBARY FOOJEZERTB] LU [TTIETARY
hoOJ %8BT 3] ZERTZ . v RFOV 7 . PowerShell. Windows Subsystem for Linux (WSL)
T7UORBESLUVRTH. Choo7OEIELFHT [TTUVER—E] ICMX5hTLEHESMCHD DS
¥ OJICEBRINET, 774N bOTOLRBR. [FTVER—E] ICRRTINELA.

I 5IC. Session Recording (3. OJICRBINEET TUEB AR FORLBIAIY RS V2 RMLET,
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Session Recording Player
Fle Edit View Flay Tools Help

(E R | @“’3" F | Search: - Amytime - [t 5 Advanced Search...

Workspace »

[E5 Workspace - administrator
| Search Results

[ Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in

) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

TIVr—23arvIs— ARNYMRHRUS—OERBIC. [77VIS5—207ICR8Y 3] 2RRIT B L.
Session Recording 377U DERTERELAVWT IV ERBELEY, [FFVIS—%20JIC8ETT 3] FRAZ.
IRTOF7FVICERATNE D,

) 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744

@& 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\&pplication\chrome.exe: C:\Windows\System32\KERNELBASE il
© 1:19.32 &M Top-most window: chrome, &ll in one Waorkspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744

O 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome

© 1:19:40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260
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TIVDAVZA L= ETYA VA=) [FFIVDAYRE=ILET YA YR E—IL] FRAE TRTOF7FY
ICBERTNE Y,

@ 1:22.03 AM New App Installed: 7-Zip 19.00 (x64): Igor Pavloy: 19.00

O 12205 AM Top-most window: explorer, , 5100

() 1:2208 M Top-most window: SearchUl, , 1796

() 1:2208 AM Top-most window: explorer, Downloads, 5100

© 1:2210 AM  Top-most window: ShelExperienceHost, Windows Shell Experience Host, 8332 %
() 1:22154M Top-most window: explorer, , 5100

( 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 (x64) Uninstall, 6172

O 1:22:28 &AM App Uninstalled: 7-Zip 19.00 (x64): lgor Pavlov: 19.00

A—H—F7Ho Y bOEE Session Recording &, 7HU > bDIER. BRiL. B3, HIBR. BBIOEE. &
FUNRT—REBORITEZRETETET,

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl WISy alid QIVURS |[LUCAVWISTIS L, QUWIVITT QU 1w Quiinmiisusinyg e Cuniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)\Users], Builtin account for administering the computer/

® 1:23:09 AM User Account Modification: testuser: A user account was disabled.

RDP ##%: Session Recording &, ESh7icty > 3>%KRI ML TWS VDA D SBKE I h - RDP #4i% 1%
HTEET,

P — s . e — e e e mrseps s e s

O 1: 24 49 AM Popup Wlndow 21 92 Flemote Desktop Connechon The lemote computer could not be authenticated du

& 1:2450AM RDP Connection: 2192 R [[Perklices

€ 1:2519 &AM Top-most window: cmd, Administrator: Command Prompt, 10776
) 1:25:38 AM Top-most window: explorer, , 5100
(3 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator XF4B5\Desktophconfidential docx,

Ty aYATOI 7AIILOBFIEE. ERk. HIbR. BBIO®RME. LU0ty a>RI~ (VWDA) £ I517 >k
FNAREDEDT 71 )LEX  Session Recording &, [7 77 ILER—B] THRELLZ—T Y I 71IlEL
V74 E—DEZFEB. 15l HIbf. BLUBEIRIEZHRETI 9, Session Recording i&. £y > 3> RX b+
(VDA) € OZAT7YRTNAR R TEINISATYMRSATERBIEAL Y b 2FERLIEABRERIEEE
TNAZRZEEL) LOMDT 7 AIIVEEERETEICHTIEY, BET7MILIRY b OOJZRRT ] 77
avEBERTIE. [T7MILER—E] ZEETINCEFELELS. 77 MIIEEOBRENA N - ET,

) 1:20:33 &M File Create: 5100; C:\Windows'\New Text Document [2).tzt: O Bytes

O 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).tst | document. tt

) 1:21:09 &M Clipboard Dperation: File, explorer, C:\Windows'\document.tst,

£ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 &M File Move: 5100 C:\Windows\document.tst | C:\Users\administrator XF4B5\Desktop\document.tst: 0 Bytes
3 1:21:11 &M Clipboard Operation: Text, explorer, |,

O 1:21:26 8M File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes

@& 1:2545 AM File Transfer: 7260: Host:C: .U*erc‘.admlnl"lralor /F4B'5\Desklop\uonhdenllal docs: Cllenl confidential. docx: 0 Bytes
O T2ZET8 M Top-most window: WiShell, Ct=DnDSourceProxy, 7260

(3 1:2619AM Top-most window: explorer, , 5100

(@ 1:26:21 AM File Transfer: 7260: Client confidential docx: Host confidential docx: 0 Bytes

() 1:26:54 &M Clipboard Operation: Test, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Tlansfer 7260: Client: Appllcallonhang exe. HostApplicationhang.exe: 7.5 KB

4 A A ala T ' x e e - 4 Anne
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pE
774N DORSYIF7RRAOYZZEMHICL. RV IT7URROY AR b EXVv TF VT 3IC1E
CitrixStudio T TRS w7 ROV RUS—% [BM ICRELET,

Web & 727 T SessionRecording ic& b, #R—rIhTW3 Web 75U —Ta—#—-7o7F
1ETAZREL. |REPICAANY MIEIRITTEES, 7705 —8. URL. R—=T &1 MLAOJICREIN
F9, Fle LT LTFDORIU—>2 a3y hzBRLTIESIL,

Events and Bookmarks

Ak web browsing https:Adwiaw. google.com, Google - Google Chrome, chrome

T73—h2ADH 3 Web R—=Ih5h—VIIEghTE. ZDOWeb R—JOBELEZIHIFINETH. TS5 —
BIEFRRINELA. COWEEIL. 2—F—H Web R—JICHETIREEHT T I1OICFERTEIEI, fllcL
T UTORIV=22 3y b EBRLTETL,

Events and Bookmarks

2 2:01:43 Ak Web browsing: https:/ v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 2:02:00 Ak Web browsing: hitps: / fweae facebook. com, Facebook - Log In or Sign Up - Google Chrome: :

HR—rTATWE T SO —D—&:

+ Google Chrome
+ Microsoft Edge Chromium
+ Mozilla Firefox

F:

C DAEICIE. Session Recording /N\—< 3> 1906 LA RETT,

REIEDT 1 Y RODAR> b+ Session Recording Tid. 77V DT 1Y RUDBMMOITRTOY 1 > RUDEIE
ICHBEZICARY M ERETEIEY, 7OLRE. 21 ML, 7OERESHOJICRBEINET,
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Events and Bookmarks b4

) 1:56:08 AM Top-most window: EXCEL, Book2, 2S00

() 1:56:22 4k Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
% 1:56:36 AM Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

3 1:56:55 &M Top-most window: notepad++, . 4340

(r 1:56:59 &AM Top-most window: explorer, Deskiop, 7212

) 1:57:08 A Top-most window: WINWORD, Bisjisbb | docx, 8296

(2 1:5713AM Top-most window: notepad++, , 4940

(2 1:57:20 &AM Top-most window: Taskmar, CdiSve.exe, 9275

(3 1:57:34 &M  Top-most window: Taskmar, CiixAuthentication. VitualSmartzard. exe, 9276
(% 1:57:51 &M  Top-most window: regedit, FileOperationtonitorList, G584

3 1:58:04 AM Top-most window: notepad++, shi, 4940

3 1:55:25 &AM Top-most window: explorer, Task Switcher, 7212

(3 1:55:26 &AM Top-most window: EXCEL, Grid, G350

Uy TR—ROT7UT 1T+ SessionRecording Tid. 2 Uy THR—REFEALE. TFX b, B 77
TIOAC—REEBRETEE T, 7OCXBT7IIUNRIE. 7Z70)laAE—pOJ e LTEBINET, 7O
TLABLZA ML, TFAMIE—0OJE LTERBRINE T, 7OLXRBIF. BHEIE—DOJE LTERRIN

£,

A AE—SNETFAMOARBE. 77FNbTROJICERINEFEA. TFAMOABTEZOJICE
%9 % ICI%. Session Recording Agent Ic# & L. HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\
SmartAuditor\Agent\CaptureClipboardContent#1lIZBEL T (F7 2/l MEIFOTT),

[= I

User Name Appication Satus Star Tene: Dumbon  Delvery Group VDA Machire Sze
B scmnisrotor Deskiop. Complete 11717200 427AM 002744 DG_TSVDA EBSDK-TSVDA- 1579KB

_TSVD#A
EBSDKTSVDAT
Site: BVT_DB
Status Camplete
Stait 11772020 427 AW
Login 111772020 4:27 AW
End. 1772020 455 4M

onz7a

Sessiort ICALEPH0
ClientName:  NKGWLINLINKTT
Client Addiess 101571376

Events and Bookmarks
© 43822 AM_Diphs
© #3250 AM Cipbos

@ 45353 AM Cipboard Opsration: Bilmap, ex;

11/17/2020 4:39:30 AM
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Windows L X FUDEE /N— 3> 2109 LIBE. Session Recording &, v > 3 > OREFRIRDL TR
PUEEZBE L TOJICERTEIET:

LY X NULEE BT BRI~

+— 3B LR R - B

BB LR R - EDRE

F—DERIDEE LYY - BRIOEE

fEDEZFIDIEE LIZ LU -EOHBRE LR M - EDRE
BEEDOEDEE LR b - EDRE

*—DHIBR LI Z MY - HiBR

EDHIRF LR b - EDHIBR

i

Events and Bookmarks

© 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\esrss.exe - HKEY_LOCAL MACHINEASOFTWARE \Microsoft\windows\Tablet PC] 15T abletPC

© 10:3055 PM  Registy Create: 8452 C:\Windows\System32\cerss.exe: HKEY_LOCAL_MACHINE\S OF TWARE \Microsoft\windows\T ablet PC

O 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE WDWE432Node\Microsoft\windows\T ablet Tl IsT abletPC

O 10:3055 PM  Registry Create: 8452 C:\Windows\System32\csiss.exe; HKEY_LOCAL_MACHINE\SOF TWARE \WOW6E432N ode\Microsoft\windows\ T ablet PC

© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\w/indows\CurrentVersion\dutoR otation| LastDrientation
® 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\csrss.exe: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Currentersion\&utoR otation

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss exe - HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurrentVersion\AutoR otation\NonPreserve| LastdutoRequest
O 103055 PM  Registry Create: 8452 C\Windows\System32\csrss exe: HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows\CurrentVession\AutoR otation\NonPre ser ve

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\AutoR otation| LastOrientation
O 10:3055 PM  Registry Create: 8452 C\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\CurreniVersion\AutoRotation

© 10:30:55 PM  Registry Set Value: 9392 C:\Program Files\CitrsAHDM\bin\CtxGx.exe : HKEY _LOCAL_MACHINE\SOF TWARE \Citriee\Graphics\3\LLIndicator] LLIndicator

© 10:3055 PM  Registry Delete Value: 9332 C:\Program Files\Citis\HDX\bin\CtGfi ewe : HKEY_LOCAL_MACHINE\SOFTWARE\Citris\Graphics\3| SessionHeight

O 10:3055 PM  Registry Delete Value: 9332 C:\Program Files'\Citix\HDX\bin\CtxGx.exe : HKEY_LOCAL_MACHINENSOF TWARE\Citrix\Graphics\3 Sessioniwidth

O 10:30:55 PM  Registry Delete Value: 9392 C:\Program Files\CitrisAHDX\bin\CtxGx exe : HKEY_LOCAL_MACHINEA\SOFT\WARE \Citris\Graphics\3 NumMonitors

O 103055 PM  Registry Create: 9392 C:\Program Files\Citrix\HDX\bin\CtuGfx exe: HKE'Y_LOCAL_MACHINE\SOFTWARE\Citiiv\Graphics\3

COLYRMUERBERZEMICTBICIE. IRV MEERUY—0 [LPXANIOEBZOVICERY 3] 477>
aveEBERLEY,

NITA—=IVRT—4H (BREENEY I VICEAETEZT—RRAIUE) ARV MEERY S —ZER T E
I INT =Y R7F—E2%Z0OJI0RIRT 3] ZFRL T Eydarr—2F—N—LrigEEsEMLET, C
DOHBETIZ. Web Player Tty 3 VBERICEEA —/N—LAHEATNTUVET, CHIFFEERAOA—/N—
LT, BEILIDIERTRICLIEDTEET, A—N—LAICIF. BRESN LYy a VICEETIROT—2KRA
YEhHBDET:

o R

v hTU—=2 (XE)
v bT7—=2 (%18)
CPU A%
AXEUFBAE
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(—\ P

> © et x|+ B - a8 x NOV 18, 2021

== 11:41:52-00:13:33- 32 Events.
a f o

(4}

78 Kbps
- 35Kbps
32%
2989/4088 MB (73%)

00:00:48 App Start9632.
conhost: 2748: \ZA\CAWN...

vvvvvv

tart:2748:

00:00:48
cmd

C:\Win

=)
£ y 00:00:48 hpp Start 11232
¥ o powershel: 2748:pawers
o
-

00:00:55 App End:9632:
theguardian.com nsrtaszet.com conhost
What lies beneath: the secrets of Learn the Cost of a Financial

France's top serial killer expert v Advisor
An intre ipert with dozens. 0ks to ot al Find infor:

00:00:55 App End:11232.
powershel

— 00:00:55 App End:2748:
> “7) 00:05.06/00:13:33 @ Comments [ Share Current Playback x1 Hide stats 50 FULL SCREEN omd

RyTTFYT T4V RIARYE A—H—DEBET 7 ILEZRWVEDEALCED, 74IINAICTFTIEILEDTS
Es Ry TFT7v T o0 Y RIDBREREIN, TOVTEBRREINLD NRAT—RFDODANAZRDSNT=DTBIHED
»HbD %7, Session Recording id. Ty a>ORERICCOLSABRY T TV TI4 Y RIARY M EEETS
BL5ICHBDE LT Web TSIHDRYTT Yy I U4 Y RUFERINBV I LISEFRLTLIEST W,

TOERERTOYTEORBRE. Ry TFT7 v T 04V RIARY CORBEDPRESNET,

@ 1:23:43 AM_Popup Window: 2192, Remote Desklop Connection, Connecting to: | [[DERREERS) Initiating remote connection.
© 1:24:05 AM Popup Window: 2132, Remote Desktop Connection, Remote Desktop can' connect to the remate computer for ane of these reasons:\nin1) Remote access to the server is not enabled\n2) The remote computer is tumed off\n3) The remote.

ARZLANRY b

Session Recording Agent id. H—RNX—F 4 77U r—>a >Rt 7 75— avBEOARY b TF—4%, ]
BINfcty P aVICBMT 28 IICERATES IUserApiCOM 1 2 —TJ A RERMBLET, IRV FDAR
A1 XIZEIWVWT, Session Recording I3#ZEH®REZ 7O v I LD, Ly avO—RELEIRY Py Y
IVBRAAINY FZOJICERLIEDTEET,

WEBRO IO v Session Recording TlE. BEOFRERICHEOHEZRF v LD, Ly a>oBE
FICHEDHBOKRERE IJOv I LD TEI e TEET, COMEELEFERT 3IC1E. Session Recording
2012 UpEEFERALE T,
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
&=, 1@ [T |5 | Search - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j:;“:s” . B administrator Desktop Complete  11/17/2020309AM  D0:00:46  TSClient AWTSVDAD00T 10,422 KB
B sdministrator Desktop Complets  11/17/2020 306 AM 000241 TSClient AWTSVDA-G0D1 10,428 KB
B scministrator Desktop Complets  11/17/2020 303 AM 000330 TSClent AWTSVDA-G0D1 6,064 KB
B scmiristrator Desktop Complets  11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G0D1 11,940 KB
E scmiristrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-00D1 40057 KB
El administrstor Desktop Complets __11/16/2020 217 AM__ 000242 T5Client AWTSVDA-00D1 4405 KB
Events and Bookmarks x

©) 30655 AWM Motepads+Sensitive content detecte.
) 30851 AM  Motepad++Sensitive content detecte

Content blocked

Sensitive content detected

10| |||

[> Size: 10.428 KB

© 3:06:55 AM Notepad++ Sensitive content detected:: 11/17/2020 3:07:13 AM

Playing

COMEEZEFERT3ICIE. ROFIEZEITLET:

1. [Session Recording Agent D 700/X7 ] T [COVDAXRS Y TH—RN—Fs BT T r—>avic
KBNREALT—RDERZHATS] FrvIRvIRE2F2ICLT [BRA] 29Uy o L&Y,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. Session Recording ¥ x> k APl (IUserApi COM >4 —7 x4 X) #MUETHERE 1—H—IZfF5L0
£9,

Session Recording i&. N—2 3> 715 TARY M APICOM 1 > &2 —J = RIZT7 U =B L
LT SFRAISNIEI—H—DIHD. ARV M AET—F%ZREICTENT IWELEFVEIT N TEIET,

O—HDIILEEBEICIE. TIAIIFTIOERIMIEINTVWEYS, OI—H—ICCOT7 I ERFAEZNET
3iZld. Windows @ DCOM o#EmY — L2 ERL£7:

a) dcomcnfg.exex®RfTL T. Session Recording Agent ® Windows DCOM 'Y —JL % f =
9,
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“omponent Services
%. File Action View Window
e | HEXE G H

[(] Console Root
~ (. Component Services
~ [] Computers
v 1K My Computer
5 [ COM+ Applicatig
. _“| DCOM Config
> 3 Rum-m Processt
> [] Distriguted Transg
5 @ Event Viewer (Lofal)
5 ) Services (Local)

Help
Activation Addte  AgentConf..
Manage.. Windows ..
AppVClient  appwiz.cpl  Authentica..
Ul CredUl ...
Background Bitmap BrowserBr...
Intelligent... Image

¥ & &

Citrix Session Citrix.Dme.... CitrixCseEn...
Recording ..

ahadmin

&

Authentica...
Ul CredUl ...

&

CdfSve

&

CitrixSpeex...

AP Client
HxHelpPan...

&

Authentica...
Ul CredUl ...

&

CFmifsEng...
host

&

CitrixSpeex...

F & & & &

CMLUAUTIL CMSTPLUA Color
Management
= = =
= Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This tosk will be cre

ated with administrative privileges.

Cancel Browse...

COM+ Event ComEvents...

System

&

CheAudioC...

&

DevicesFle...

&

EditicnUpg...

&

CheVideoC...

&

DfsShix.dll

&

Elevated
System S...

Application  Application Application

Activatio...  Frame Host

Authentica.. AuthHost  AvailableN..,

Ul Terminal...

Citrix Agent  Citrix EUEM Citrix

COM Server ImeMsgFor..
Cloud CloudExper... CloudExper...

w AppReadin..

Service

&

AxlnstSv

&

Citrix
LegenCs..

&

CloudStor...

Change W... Broker ApplD Create Syst...

& & &

ComEvents... Connected COpenCo...
User Store
ChovideoC..  CustReg  DataExcha...
Class

& & &

DictationH... Dockinterfa... DsmAdmi...
Class COM server

Elevated-U... EmailClient Enhanceds..

Explorer Fa... Class

&

&

DEFRAGSVC
service

&

&

EntAppSvc

CortanaExp...

DVCRender...

DCOM Config -
More Actions  »

Citrix Session Recording Agent #5271 v o L.

[(ZFAENT <] Z#FR

LEY,
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— Fai . s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authertication Level: | Default w

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

o [ExalF«] 27%2BIRLET, RIC. [BEIE 79T ThOT7IERET] £ a3>T [RE]
Uy L. [O—AIDS5DT7 I T4 T] EEEZF>A—H—%EBMLET,.
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e
Launch and Activation Permission ? > ) CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >
Securty

GI’CIIJP ar User names:

HR SYSTEM
a Administrator

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]
Concs

A
DCOM D8RSI CICBMICED £J, T—EXPIT U EBRETIVNEIIHD FHA.
3. Citrix k@t v a>zBBLET,

PowerShell %z 28 L TIRED K 51 7% <Session Recording Agent -1 > X k—JL/YX >\Bin 7 #
LA —IZZEE L. SRUserEventHelperSnapindll €2 a—ILx1YR—+rLZET,

5. Session-Pauses & tfSession—-ResumedY Y RLw b EETL. BBBRO IOV IZ FUA
—TB3NTA—EZ—%HBELET,
INSA—H— Sz WABFIIA Ty
-APP

ARYELY b UHT T FUR, WA
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NS R—B— HEA WBEEA T3>
-Reason aAvFovhOvoInsEmR, FTFoay

CONFA—R—ZIBELBRWVEE
iF AyTFoysavoIhTu
BB LUBBBRIEFEL. T
Oy 3N TWAIEZRTT I+
IWEREFPRTEINET. CONT
X—R—ZHRETD L. Eyday
OBERICTOy I ShiHABICH
L TIC. BELLEALVETR
TNEY,

freziE. koL SicSession-Pause®=xR7TE£7:

EN Select Administrator: PowerShell — O X

ionRecordi t\Bin> man Session-Pause

<CommonParam

t\Bin> Session-Pause pp Motepad++ -F

BINMEARY b BEORREBE

BIRFEAIRY N TRERIKRE TS Session Recording Player #fEHT 3. 2GS 1R hORE% 540
ICRETEERY,

1. [Session Recording Player] T. Y—IN—0 [BEH#RER] 22y 0930 [V—I] > [BER &
=] DIBICERLET,
2. [BELGRER] 414 T70JRY VA TREFHEERLET,
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[IRYER] 2TTlE. £y a>YRADEILEARYEEZARY FTFFIXMERRIZIARY COBERIC. £3@A
ERETEIET, [V @&l [BR/EZ]. [Z201ED] O T IILE—%EHEDLETEALT. £4%H
T REERRTEET,

Advanced Search *

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v
Citrix.Event Monitor. App End

Citrix. Evert Monitor App Start

Citrix. Event Monitor COMUSBDrive Attach

Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Ewvent Monitor. File Move

Citrix. Event Monitor. File Rename

Citrix. Event Monitor GenericU 5B Drive Attach

Query Builder Citrix. Event Monitor. Top Most
Citrix. Event Monitor Web Browsing
Find the 200 most relevant re[fAL L e
Citrix. UserApi. SessionResume
Any Citrin-defined event

o [IRY O] —BICIF. TRTOARY FOBENERICRINTUVET, BRTZ IRV ~DOFRE
HEREIRTEET, (RO Citrix ERDIARY ] #BIRTZ L. 1R bOBEICHHH 5T Citrix
Session Recording IC& > TAJICRBINTEIRTORBEZREL 7,

e AINRYETEFANTAINFREHBL—BZzHR—FLTVWET, TTILRA—RIEFTR—FThELEA

e IRYETEILTAIILE—TIE BAEKICANFENXFHKFINEE Ao

o ARV FOEEDApp Start. App End. Client drive mapping. File Renamet
WOSNFIEARY TR NTRET 356, BEICERAINEEA. LD 2T [IRYETFIN]
Ry ZIZApp Start. App End. Client drive mapping. £7l&File Rename#%
ANNTBe. BROVAEDOHDD FHA

IRV L 2FERLTEY a3 Y ORERAZBELIED. ARV SBFEZIRMFTNTVEIRA Y MIRRZ D TESF
ER
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PATLEREDANY MEHAR) > —

SRTLEEDIARY MEERU S —F TRELAWVW] TY, TIAIMTRIETITATTT, 7IT1 TDHA.
IRV OOV IFERINEE A

[ Citrix Session Recording Policy Console — O X

File Action View Help
o= x5 6 BHE

[Ep Session Recording Policy Console Rule Name Description Action
v & Ecording Policies % System defined rule Logs no events
\% Do not record

(% New policy

@

Record event only for everyone with notification
[& Record event only for everyone without notification
\% Record everyone with notification
[E Record everyone without notification
~ [=) Event Detection Policies
Do not detect
%3 New event detection policy

[

&

~ |2 Event Response Policies
E Do not respond
E::') New event response policy
\% New event response policy(2)
|=} Recording Viewing Policies

SRTFLEBDAARY MEEARY O —ZEBEIFHIBRTI £ A

NAZLARY MMEHAR) & —O1ER

HARZLARY SMEHR) S —Z R T BICIF:

1. BAREFADOR) L —EEEL LT, Session Recording RS> =YV —IHRA VI b—LETNTWVWEH—
N—=IlCAJdF > L&Y,

2. Session Recording RU>—a>Y —)Lz&EBL £,
TIFIWETIE FIOT4TBRARY MEHRV S —EHD £HA.

3. ERAYT [ARYMRHRI S —] ZFBRLET, XZa—N—T FHLWRUS—DEM] Z#RLTT
Ry hMEHRY O —ZERL £,

4. (X723 y) HILLVARY MEHRU S —2HI )y I LT, BRizEELET,
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|% Citrix Session Recording Policy Console
File Action View Help
= 2E 4

[Ep session Recording Policy Console
v [ Recording Policies
g Do not record
= New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
g Record everyone with notification
[E Record everyone without notification
v E? Event Detection Policies
|§ Do not detect
[#% New event detection prline
v [Z Event Response Policies
@ Do not respond
[ New event response p:

Add Rule
¥ Activate Policy

[ New event response p: Copy Policy

B Recording Viewing Policie: Delete Policy

View Policy

All Tasks >
View >

Renal

Refresh

Help

Rule Name

_-@New rule

_-;% System defined rule

Description

Renames the current selection.

Action
Log CDM mapped USB evei
Logs no events

5, fiLWwARY MRHRD > —=2EIY v o LT FRAIOEM 22y I LET,

a) BEIRYEOBEOF v IRYIREAVIZLT, BT S 1 DELIFERORRIARY b EIBEL
F9, Vs YRIETABRICZAZO-ILLT, FERATEAIRTOIRY FOBEERTLET,

¥ CirixSession Recording Palicy Console

File Action View Help

wep | 2|m| G| B

p Session Recording Policy Console || Ruls Name
~ [ Recerding Policies 2 System defined nic
(& Do not record
[E Record everyone with notif|
Record everyone without n
v [ Event Logging Policies
[E Donot log
[E New event logging policy
(% Email Alert Policies

Descrption Action

Logs no events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[] Log generic redirected USB everts
[ Log app gtart events
Log app end events

App monitoring list

Type the process names of target apps. Separate the names wih 2 semicolon ().
[] Log sensitive file events

File monitoring list

Type the absoluts paths of target files. Separate the paths with 2 semicolon ()

[ Log web browsing activties
[ Log topmost window activiies
Log clipboard activiies

Next >

Cancel
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@f Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list: A
Type the process names of target apps. Separate the names with a semicolon (;).
[ Log file operations
File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).
[ Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modfications
[] Log RDP connections

[ Log app installs and uninstalls

[ Log perfformance data v

Next > Cancel

¢« CDM TYvEYIINT-USB ARy bOJ %2829 5: Windows @I % 7-1& Mac @i+
Citrix Workspace 7 7UB A Y XA b= ILINTVWBISA TR T IS5AF7VRRSATRY
E>4 (CDM) 2ERLIABRELBEET NI IDBBEATNZ L. OJICREERLET,

« RAUSB UL LY haOJICEETS: Windows @it # 7z i& Mac @7 Citrix Workspace
TIUDRA VI =ILENTWVWEISA 7Y T ARAVEALY b EERLIEARERIERET
NAZBBASINB . OJICERLET.

s TTUEBARY FOOJERFETSZ: 24—y b 7TV =2 a>0RBOOT %2R LET,
o TTVRTARY FOOJZRBFTE: 42—y TV r—23>08T7T0OOJ%208RLET,
P
[FTVERTARY FOOJZREFTZ] Fov IRy IRd [FFVEESHARY rOOY
ZiRT 3] OBERFIFKERRICE>TUVWETD,

 THVEHR—B.: [THAVEHFHARYDOOJZREETSZ] LU [FTFVERTARYFOOT%E
FIRT D] TBRLIBE. [TTVEE—8] TE2—S vy 77U r—> 3> %28 L TERL.
BRERNICBEICARY FZREIERVELSICLETD,
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i

- PV —2a RSB TEZEF v ITF vy 31013 [FTVER—B]l 77V r—>
IVOTOLRBZZEBMLET, e xiE UE—LTRI by TEGOREINY b %
Fr7FrI3IClE. TOERBmstsc.exex [FFUERE—HE] [CBMLEY, 7O
2% [F7UER—E] BN, EMLATOLREZDOFIOERICLDET
INBZ7TVr—> a3 UHEEINE T, Session Recording I3 70+ X&cmd . exe.
powershell.exe. wsl.exe%r [77UEE—HE] 774/ bTBMLET,
ARy MEHR) S —T [FTURBAARY COOSERRTZ] BLU [FTTIRT A
Ry OOV %EERTZ] 2BIRTZ . A > R 7O> 7 . PowerShell. Windows
Subsystem for Linux (WSL) 77U OEBIS LVETH. ThoDTOERELFH
T [F7VER—E] MRS TULRHAE S Dh5d. OJERINET, 77
I bDTOERZIF. [FTTVER—E] ICIIRRINELEA.

- 7O0€XLZEtEza0r () TRYOET,

- BE—HOADYR—EINTVET, TIILRA—RIEFHR—FINEEA

- BMY370EREBTIR. AXFUNMNFIEXFTNEE A

- BERICAEICARY FERETERVLSIC. YATLTOERE (explorer.exe #
) »Web 7505 —% LI X MJIZEBMLAVWTLIET L,

s TP MIIWREOOJ ZRRT S [T7MIILER—E] 0&%—7 v 77 TOREOOJ ., &
wavyhRZAk (VDA) Y OSATYRTFNAR (RyTENISATYMRSATERAUS
1L b EERLIERBEXRBEET /NI REZEYL) COMO 7 7 IEGEOOI ZmEFL T,
COATa eBRTBE. [T77IER—E] 28EI3HNICEERL. 77 LEEOO
JRBNANUHA—INET,

- Web Player ICRRENZ T 7 1ILARY K
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Sort by All Categories w

00:04:04 File Create:32:
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404-:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sin: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player ICRRINZ T 71 ILAR> b+

| Events and Bookmarks

() 5:55:38 PM File Create: 32: WAClienthC$\Personality. ini: 33 Bytes
(3 55744 PM  File Transfer 6404: HostC:\Users\ddministiator FMFPAAD esktop\EndProcessMonitorH ook sin: Client:\E$5E ndProcessMonitorH ook sle 1010 Bytes
( 5:57:47 PM File Create: G404 \\ClisntE $\EndProcessMonitorH ook sl 1070 Eytes
() 55339 PM File Transfer 2836 HostC:\sers\Administrator, RMFP&AD esktop\EndProcessMonitorH ook sln. Client EndProcesstornitorHook sl 1010 Bytes

s J7MLER-E: [T7MLEFzOJICKERY 2] 28RBS, [T77LER—E] Z2&
BLTERNROTI7IIILZEELE T, TAIINF—ZRETRE. THILI—HDIRTDT 7
TNEFvTFYTEIET, TIAIETR. Z7MIBMEEShTOWAEW S, T71ILIEF v
TFrvIhEtA.

pE

- 77 OBFEE. . HIfR. BEREZF v TF v 95013 [T71ILEE K]

TI7ANTAINE—DNAXFY] (T7AINERT7AILT LA —D)IL— /)N T
37 <) ZBMLFET, fcezxid. C:\User\Filemsharing.ppt771/LDAE
RIZEEE. 1EER. HIFR. BENRMEE X v TF v 931013

[Z71IILER—E] TNAXF
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FIC:\User\FilezEmLx9d,

- O—ALIT7AUINRELVVE-—MREETAILI—NAOBHEZFERTETET, L
ZIE. \\remote.address\Documents” # /L4 —® RemoteDocument.txt
T7AINTEREE T v 7F v I5IC1E [T 77 )LER—B] ©/X2xXFF\\remote.
address\Documents#iEmL £¢,

- EzJay () TEHENXEZEXTIDET,

- BE—HOANYR—FINTVET, TIILRA—RIFFR—-—FINEzEA

- NAXFINEIAXF L NIXFEXFIL EFE A

HIPRSEIR:

- BRINMTVR 7AIIA—D5BRINTUAVT A INAE—ADT7AILEIET A ILE —
DOIAE—RFvFTFrIhEtA.

- T7ANLNERET AN —NRIC, 260 XFZBRXBBRIDT 71 EET #ILF—HE
EFNTVBREBE. 770U ERETAIINE—DREEF ¥y TFryrInEtAa.

- T—AR—ZADB A XITFELTLKET V. KEDARY MYFXF v FF v INBVLSICTS
ICId. EHAMIC TEventy T—J I ENY I 7 v TS 3hHIBRLE T,

- ERBETREDARY FF vy IF v I 3BE. Player TORTRE LUV T—EZR—AD
BRIEBECCICLI DDAIRY bOHICHED. A L= DIEARZEREL £,

s Web BB 77 ETr 2OV ICHRTS: HR— TN TWVWE T SO —CaA—H—F7 U7+
ETFrz0JE& L. BREICT S VY —F. URLL R=J 21 MLOET=2[MTET,

Events and Bookmarks

Ak Sweb browszing httpz:/dwvaw. google. com, Google - Google Chrome, chrome

HR—bIhTWB T SUH—D—&:

- Google Chrome
- Microsoft Edge Chromium
- Mozilla Firefox

e RAIEANTA Y RIARY FEOJICEERTS: REEDO T Y RIDAIRY bEOJICEEL
T. BEICTOERZ. 21 kL. 7OEXBSORITZEBMLET,
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Events and Bookmarks

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

e V)Y IR—RODT7IT1ETZOJICRTRTS: Uy TR—FZFERALE. TFI M BB
77N OAE—REEOJICGERLES, OB T 7MIUNRIE. Z70)LaE—0OY
CLTERINET, 7OCRBE MG 7FIAMIE—0OJE LTEBEINET, 7O
T2RZIF. BRIAE—DOJ LTERBINET,

e LYRMNUDEEEOYICEEEFETS: Windows LI MY DEE (F—F7I3MEOEM. F—F
FIKMEDRBROTE., FEOEOEE, F—F7/IZMEDHIR) #OJICEBLET,

e LYZRPMUEBHURN: [LPRMNUVOEEZOJICERT 2] 2RIRTIHBEE. BRI S
A=y LI ZAMJOEI[FNZENAD L. XREEZ OO0V TXYID £9, HKEY_USERS,
HKEY_LOCAL_MACHINE. %7zl HKEY_CLASSES_ROOT THRRERIBLF T, Tz ZIE R
DE3ICANHLET: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
sHKEY_CLASSES_ROOT\GuestStateVDev, CO—B%ZEELBVWEFICTS L. L
CRMUBERFYIFrINEEA

e PXVIS—%OJICEERTS: FHLAWFTUDRTPRELAEWIZ U EZOJICGEHRLE
To CORANIIARTOT7FVICEBREINE T,

e A—H—FTAHOYCOEEEOJICEHRTD: 2——THIOVEOEE (FHOYNOERK. B
. |k, HIBR. Ov o 7o b, BHIOTE, NAT—FEEORTT) 2OJ7ICEHELET,
« RDP#E&H=OJICEIET S BE SNy 3> ERAMLTWS VDA D SEBEI - RDP

BHrOJICsRLED,

s FTVDAVAR=INET VAR =ILE2OJICRETS: BESN Y>3 FO7TUD
AVAL=NNETUAVA=IILEOJICERLET, CORBIEIRTOT7IVICEAINE
ERS

e N7 F—IVRT—R%EOJICEETS: Ty arrT—24—N—LA#EZEMICLET, 8
B3Nty aVICBETZT—RFRA Y EERRTBICIE. COFT Vv IRy IRERRLE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 159



Session Recording 2203 LTSR

ER
e Ry TT7w T IV ROEOJICEERT . A——DER T 71 ILEZEWVWEDEHALED. 7%
BICTOERALIED TR ETICRRINZ D H IRy T T7v T RoZ0OJICEELE
ER
b) #FAIKHEERL THRELE T,
HRBALBER) S —DERERERR. XD 1 DFHIFEHOBBIEHZERTEI XY 2—F—FfF
IJIN—T. ZRT7 IV =23 FkETRI My FUNV—=TI—FFRIE<TI 2 IP7RLZR
FIEIP OFHE, ABRSNTWVWBRT7 T r5—2 3> hETFXI My IR TUND=FIL—-TF
VDAY Y D—BEZEEBTBICIFE. V1 FEEBEEDGANDERIPBETYT, H1 D Delivery
Controller TEBEDHGARDIEREEZEBRL £,
LA THRALFRER) —DOER] €723 > TFIBEZSRLTIIETUL,
E:
ARY MEHARY Y —ORAIFHEOVWTNICHHETIEESHRVE Y a v H B RIEELH D
To ChBDEYIavDIBEE. 74—y 7RADORE (BiC TEHELAEV)) AERINE
To ZA—INYIRAIIEEXLIFHIFRTEEE A,

C) V- FOERIC> THEMZERT L&,
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@ Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this rule:

a1

Provide a description for this rule:

| Speciic user nie fitet

Enable this nile
Summary (click Back to edit):
Log &CDM mapped USB events

Users / Groups  Published Resources  Delivery Groups / Machines

IP Address / IP Range

MName Location

& user JZUAI-SRS-1

< Back Next > [ Fnsh ]|

Cancel

ARV MRERVS—IC—HT2tyv arviBBEchde. tv>a >y DEeE0ARY LI MUED

Session Recording Agent IR " h &9, fi:

I Regatry Edeor - o
File Edt “iew Fvertes Help
Computed HEEY_LOCAL MATHINE SOFTWEARE Citrn' SmartAuditod Seidicnbventd’ ]
CteHeck & || Mame Tepe Dists
:'::fnr. 5 ettt g 5T femban nct et]
Graghas o5 hppdigniorlist G AT ST Tyt the procers rarma of baeget spp Separste the raevs wath 8 semi.
’ o £ Ensbiesgpplaunchivents B BWORE D050
T —— 55 Enablel DAL B Dol venty FEG_DWORD w0000 ()
- 5% Ensbiel hproandbvenis [RES_WVORD D000 (1)
tesCang To E¥ Ensbief deOptmnhioa o vints FEG_OWORD: DWDOO000 (0
Losidm ER EnableGenerrUSBIneEveat [FEG_IWWORD D000 (1)
gty R EnabitidieE e FEG_IWWORD 00000001 (1)
o [E% EnsbaeRegiitr e Mzrased FEG_IWNORD 00000001 (1)
InstalSgent R EnableSeidienbvests [FEG_IWVORD DeDO000001 (1)
Locatios R EnableTophderitEventy [FEG_IVORD DaO000000 (0
MachmeldontitySorvic: B2 EnableWekBrowiingActaition [FEG_NVORD D000 (0
Hetatet gl + Faelpruborbiontar i FEG_MILT] 52 Typer the abrchute paths of target fes. Separste toe pathy with g temico_
PertiCa 2% idisbvntActrelithiomTheottls FEG _IRVORD [ iilii]
Praril =% idisbvntActrePia e Thaottle BEG_DWNORD: (e iilii]
vl 5% idbebvantictive Throttle BEG_EWORD B0} 10
L Smarthiafier 2% el vent Theceie B EWORDY DR £
Agant [ Ragran Operationhorior it B AT ST FEGETE SR REGIS TRV MAC I S TWARL RECS TRV MACHL. |
4 Seigeenbvents . ’
3
Stwtkhgensinlo
Suchios
Telernetry
Uiy pPrintirrepr
‘WelsCEIP
Verssgng
virualllei e pigens
Webhurrnlkad P
Bl L o
L4 »
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LR MUK DE#RE

Session Recording "#iL< 1 Y XA b= IL S NiBE. FET7vFIL—RENnk

ma. 724 b

THERTIZITITATRARYMRERU S —EHD FH A, CDIFE. Session Recording Agent
I¥HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEventsolL X k
VBICRE> TREAARY FOOJZEZRTBHNESIHERELEY. LA MIVEDOHBICOVWTIK. ROKRZER

LTS

LY MUME

EnableSessionEvents

EnableAccountChangeEvents

EnableAppChangeEvents

EnableAppFaultEvents

EnableAppLaunchEvents

AppMonitorList

35t°8

1. 1RV roEHEEITO—-NILIC
BMZTE. 0. ARV MOBRHEEY
O—/NILICEICT S (T7#)L K
DEDT—45),

1 O—H%—7hH7Y OEEDE
HEBMIZTS. 0: 21— —ThHhY
YEOEEOBREEREMICTS (7
THIMEDT—H),

1. 77001 YA M=LET7 A
YA L= OBREEEMICT S, 0:
TIIDAYRR=LET VAR
F—ILOBHZEMCTS (T 74
ILMMEDT—4),

1. 77UIS—0HEEMICT
3.0 77VIS—DEBEEMIC
T3 (TIHIMEDT—4),

1. 77U 0RSOAHDELEZEM
I3, 2: 77U OEBCELTOM
FOEHZEMCTS. 0. 7TUD
EBCETORHEZEMCTS (T
THILEDEDT—2),

BWRTBY—Tv T TUEEEL
£9, TIFIETIE 7TUNE
EEINTWVWEEA, EDR. 77
UDARY MEF v TFvEInEt
Ao
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LYZMUME

EnableCDMUSBDriveEvents

EnableClipboardEvents

A

1: C(DMTtvyvE>yani USB
ABELBEBET /N1 IDBADRKR
HeBEMICTS. 0: CDMTY VK
v anf- USB KBRERIBEET
NA ZDBANOBEEENICT S
(F7AILEDEDT—4),

1: VDY IR=ROT7ITF14ET+
ORHEEEMICTS. 0: J1U v TR
—RDOT7 T4 BT« DI %EES
1293 (T74ILbDEDT—H),

EnableFileOperationMonitorEventd: 7 7 1 JLIZED&EEBMICT

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

3. 0. 771 )R EOBH = EMIC
T3 (FTIAILLDEDT—H)o

BRI —T vy T IA—%1E
ET 5. TI7AINETIE THILE
—MEEINTVEEA. TDTD.
T7MIIRER vy TF v InEkt
Ao

1: ARVAIL Y b EFERLE
USB KB EIBEE T /N1 XD
OEHZEFMCTS. 0: RAUAT
Lo buER L] USB RBERIE
EETNA ZADEANORL = EMIC
T3 (FI74ILEDEDT—42),

L.tysayF—24—N—L 11
BEEBEMICTR. 0. Eyayvr—
BA—N—L 1T EMICTS
(F7AILMEDT—4),
LARYTITYTO4VRIARY
DBREEEMICTS. 0: Ry T7y
TI4 2V RIARY OB EEN
I3 (T74ILMEDT—4),
1: RDP #ZHniEtHE g T 3.

0: RDP E5iniatl = EMICT S
(FI7AILEDEDT—2)0
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LYZMUME

A

EnableRegistryOperationMonitorEtektndows L X b OZEE D%

RegistryOperationMonitorList

EnableWebBrowsingActivities

LTI B0 H32F+UFTY:

+ Session Recording B"#i L < 1 Y X b—ILEINTBE. Flold. IR bEE (OJRR) 2HR—
L1811 £DEDUY =AM 5T v FTL—FThich
DiEET T )L METT. F7 )L kTl

IFEERINEE A

+ Session Recording B*-f R> k1) 1) — X & H R~
B&. 7w U L—RENZC OWEEE B|MICT 5. & Session Recording Agent DBIE
TN EDFRIZHEDET, 774 ETIE

JRERINEE A

HEEMICT S, 0: Windows L
ZM)DEBEOREEEMCTS
(F7AILMEDT—H),

BRTZ3Z—7T v LT MUEE
T3, T7AINETIE LR B
UABEEINTULWEE A, TD®H.
LRV DEEDAARY MMEF v
TFrvInEFtA.

1: Web B 7071 ET+ DigaH
EEMICTS. 0: Web EE7 2
1ETrOBREEEMCTS (77
I EDEDT—42),

L%

&. & Session Recording Agent BIEL 2 X b
TOTATHBARY MEHARY =BV, 1RY hoOd

b33 1811 KDHEIDU N —ZNSTvTIIL—RENnrk

L2 ~UERT

TOT4TRARY MEHAR) O —HRWH, 1R> DO

+ Session Recording B’ 1 XY Mg EHR— 93 1811 £ OFIOU N —INMET7 v oL —RENIBEE
Ty FUL—RENCC OBEEE I DMICEIFRRICEMICT B L. & Session Recording Agent D&

LR MUEEEESNEEA. T FTIE

REOEBEIIEESINZEA.

+ Session Recording #* 1811 »5 7 v 7o L— REInfBE
E (AU’ RUS—IE5|E

3 =

AR

AT L
DEEEL
3_0

MESEAINEY,

Ear—]

ax AE

TOTATRARY FEHAR) O—HRWTDH, 1RV~

RUS=OVY L THEEINEARY ME

EEFLRBADRAZLOARY MEERVS—2T7 071 7IZ9 3. & Session Recording Agent
CPAMUBRENERINET, CAEITS L. ARV MRBICLZZ MY

ZERATIRBDZE
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AR MGERD) S — DB

February 20,2024

CORVS—RBEZFEATI L. BRESN LY 3y TOJICRBINTEARY MITCIIRIEL T, X—=ILT7 3
—hZZEELLD, BEEREZRBELIEDTERY, BEZF v IFvETICREDIRY DA ZREY 3155,
BEDAARNYMPRETZEICICEEREZRBIDESICANY M MIA—ZBRTEITET, OB, 1N
Y hMUA-ICL B BHNEERRE CFENT T,

SRTLEEDAIRY FEERUS—E TRELBVI OAHTY. BEIGL T hREZLARNY FRERY S —%
ETEE T, —EBILT VT TICTEBRAIRY MEERY D=3 1 DFIF T,

UTDRT)—=>>ay bMEl X=LF75—+DOfBITY:

Citrix Session Recordin

File Message Help @ Tell me what you want to do
[i] Delete ~ [=] Archive [ Move~ | €3 Reply %) Replyall —> Forward | P Todo v | §J Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlock.com=

[CAUTION - EXTERNAL EMAIL] DO NOT re

This email comes from Citrix Session Recording to notify vou that a Tophost was detectad:

Session Details

Lzer Marme administr ator

Domain Mame HEATE

Start Time 11952020 315:06 AM

Delivery Group Fde Desh top And SppGroup

Application HEtDesktop,

WA Machine

Plavback LIRL hittpis: wehplaver /D laver £
Ewent Text Topfpp: regedit

Ewent Time 115872020 21751 &M

You can find the session recording video and more information hers.

This is an automated email from Citrix Session Recording. Do not reply-

B b

BHXURLZ Vv 952, WebPlayer BNty > a>OBER—JHPHASIET, T2V UYY
3%c. WebPlayer ® [§XRTORE] R—IHHEIHT,
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SATLEREDANY MHER) D —

Session Recording i&. 1 2D RFLEREDAARY FRERD O —RMHLET,

e BELAEV, TIAIILITIR RETOVRBINEARY MIRBL T X—IL7Z>— MeEBNEERED
RHEINBIFHOFEA

ARZLARY MSERD S —DVERK
1. ZRBEHDRY S —EFEE L LT, Session Recording K> —aA>Y—I)LHBA YA =)LTATWVWSH—
N=iIZOJd#> L&Y,

2. Session Recording RU>—a>V—ILZBELET. TIAIN T TIT1 TBRARY MHERD
—lEHH EE Ao

[ Citrix Session Recording Policy Console - O X
File Action View Help

&= 2 6 HE

[Ep Session Recording Policy Console Policy Name Description
~ | Recording Policies [ Do not respond This policy will disable all alert notifications.
|3 Do not record

[ Record event only for everyone with notification

[= Record event only for everyone without notification

E Record everyone with notification

E Record everyone without notification
~ | Event Detection Policies

[E Do not detect
v |=) Event Response Policies

E Do not respond
v | Recording Viewing Policies

[E New policy

3. ERAVT [AIRYFEERUS—] ZBRLET, XZa—/N—T HFHLVLRUS—DEM] Z&RLET,
4. (X723 y) HILLARY MEERVS—2HI7 )y I LT, BRizEELET,
5, fiLWARYEREBERVS—%E60) vy o LT RADEM ZFRLET,

6. [Email alert when a session start is detected] #7:i3 [Use event triggers to specify how to
respond when a session event is detected] %®RL %7,
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@' Rules Wizard X

Step 1-1: Select one or more of the following options.
[[] Email alert when a session statt is detected.

[[] Use event triggers to specify how to respond when a session event is detected.

Configure event triggers (0)

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.
Email recipients:

Type the email addresses who will receive alerts according to this rule. Separate the addresses with a semicolon ().

Time span for dynamic screen recording:
Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

Next > Cancel

7. (F7>ay) A—-IOZEELREEDTONTAEZBELE T,
a) BRAI] D4 —RT. 75— bEEBEOXA—ILTRLAZANALET,

b) [Session Recording 4—/N\—D7O/NXT 1] TEEX—ILOBRTEEZEHL £ T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 167



Session Recording 2203 LTSR

[y Session Recording Server Properties -

Rolover Playback Notfications CEIP  Loggng RBAC Email

SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL
[ Allow sending email notifications
OK Cancel

A

X

oD

[X=ILEZARIL] £023>T3D2UEDA T30 #RTIE. X—ILOKENRTESH
BEMNH D 2RI EEIATOATHRRINE T, [(X—JLBROREEZHAIT3] ZiERL
T L#ER] 2o U v o 9d5L. Session Recording lE X —LDREZRERT 2 X—ILEZREELF
To REANRT—RPR—FREREHEL L HWVIHBE, Session Recording (T 5 —Dz¥4
ZECIT—AytE—C%EBLET,
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

A—IEBEDNDEMICHEBZETHASADIDDET, X—IZEZITSICEMICTBZHE. &
FRBEEICE S TA—IIDEEINBVEBEZEBETSHEEIF. AL —2IR—D v —
(Citri xSsRecStorageManager) H—EXEBEBLET, Fleo N—2 322006 L
BDSRMII—RIIT Vv TIL—RTB5EIE. A L—IIR—Cv—T—EXZHBiRE#HL
TLRE L,

c) WebPlayer ic7 729 37-0DL A M) ZRELE T,

TS5—hX—J)LOBEYE URL ZIEEICH#EES € 321, HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server®dL X rUx—%2RDIF7T. ROFIEERTLET:

+ LinkHost 0fa57—%%. Web Player N\O7 72 XICERTE R X1 > D URLICEREL £7,
fer 218, https://example.com/webplayer/#/player /o Web Player 27
72§31k, LinkHost fEF—42%https://example. comiZBEL £ Y,

+ & EmailThreshold ziBiML. €DET—%2% 1 H5 100 OEEDHKMEICREL FT, ET—
Ald A—IEETATY MR LIBLUAICKET 27— b X—ILORABERELF T, COH
Eld. EESNBZX—ILoHEIMRZ. CPU BEREZHIRTZDICRIILbET, BT —XZIEEL
BOWERICTEH, BEIMOBBICRETD L. BT —HF 2517 +— NV I LET,

pE
o X— LY —N—lE. X—=ILEET7HTYbE2INLRY b LTHRWL., X—ILDEE%ZELE
TRAREENDDET, PTHIUVETA—ILERETIZLIICRBHIC. TDTHIV L

PABDOI—HY—ICL > TERAINTVE L ZRRBT 370, Outlook B DX —ILY
AT YD BERDHBHEDBHD £,

o —TEHIBMNICA—ILZREETEZICICTTIHIBAHD £9, fce zIE. 1 BOFIPRISE
FHOBBETX—ILEZEETIEFEA. COBHE. FIEOHAHBRICEEINTL
P2y avoMEBITVWA I EBERLTLIES

8. (FF>ay) ARVENIUH—ZBRLET,

[IRYERUA—ZFERLT, By a v IR MBS NIESICNETBAEEEEL £T] 2&#RY
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B8 IRV MIA—ZBHET 3] REVHMERARICADET. Nzl Vv I LT X=LT75—h,
BNEERE. X/ZZ0mAZ NUA—TEBATRRINCARNVLZEEELET,

Event Triggers - X

Dimension 1 Dimension 2 Send email  Start screen recording  Description
Eventtypeis  File Create ~ and Path - | Equals v and  File size (MB) © Greaterth.. ~ then O O
Oreventtypeis  Top Most ~ land App name ~ | Equals ~ and  Window title ~  Equals ~ then (] ]
Oreventtypeis CDM USB ~ |and  Drive letter ~ | Equals »~ and v v then [} ]

» e e o Y e - o R
. Orevent type is ~ |and v v and v v then [m} a

Confirm Cancel
pa

PRATLEBNIRAVE. 77 VRFE FLREARAVEBDIFZE. Y2V OKEFRAOREED 1700
EIJCILULETHB I ez2BBLTLIET VL, E25LABVE. TFIMBIDETSN. ARV KR
H=—T—TILDFHERICRTEINEE A,

TOTATHRARY MERHERY S —DOTICERT DAY FOBEZEIRTIBENHD £, 1BF
MY LTco, [FER] =200y o LET,

FOYFHATVIIDSARY FOBEZERL. mEREEFZEAL TEEINZ 2007 r X3
ENLTARYMRAERELE T, BAT20IRY MEAIERETEF XY, 7. [FF] FlicrRY>
FRUA—ZEELED. COFEZDFFICLIED TR LHTEET, EELILAARY N MU H—DEHEA
& [(X—ILDXE] #BIRLEOBEDOAAY MOV ICEBINTIBEIC. 75— M X—LTRHEINE
T, [EEOREZRIATS] BRIRLTULBRBAE. 1RV FOHOBRETIHEDIARY MEETI . 8
MEEmREHLBENICHRINE T, BNEEREOHBERELET:

s LydarvARY MBREINCROBEEREOHRE: 1Y MRESNER. BEZRETT 558
ZHERTIET, BEEELBVEFRICT R L. REINEY S 3 VAR T I3 ETEEROREN S
TENhES,

s Ty avAARY PHRHINBZFIOBEFREOHE: 2 A RHINBEICRE Y 2 BERET
MeBRTIET, COWREIR. RETRXI by Ty 3V TOAERATETFT, BOHEHIF 1~120
TY, EZ 1 D5 10 DVWTINIHRET DL, BLOHDBMICHEDET, EEIBELBVWEFICTS
. HEEIFEZICAD £H A, Session Recording HMRIF 9 2 BEEIBEDREOR I IE. BRL DL
LRLBBBEDHDET,
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l& Rules Wizard

Step 1-1: Select one or more of the following options.

] Email shert when a session start is detected.
[[] Use event tnggers to specky how to respond when a session event is detected

Configure event tiggers (0)

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen reconding.

Emaid recipients:
Tipe the amad acidrexsas who will recaive alats acconding fo ths rule. Saparafe the addressas with a semicolan ()

Screen recording time span after we detect an event:
[hbwmmrmls#;wmwmmmﬁﬁemﬂwwmmem? |
Screen recording time span before we detect an event (avalable only for vitual deskiop sessions)
|mem#ahmmwwmmwmhmbﬁmwdﬂdmcm? |

) ]

HR—FETNTVEZIRY FOBRO2—HICOVTIE. ROREZSRL TS,

ARy ~OEE TAX>Tay FFoay
77V A
TIUE
ZILARYESAY
TIUET
TIUE
&
TIIE
T4 RIDEA ML
Web F%

URL
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AR ~DOFESE FAAIYYTY FFoay
2ITDEA I
Too%—%
771 ILDER
Path

7741 %1 X (MB)

T71ILBDEE
Path
210
771 DOFEH
V=X
2=y kb NR
771 %1 X (MB)
7 71 LD
Path
771 %1 X (MB)
CDM USB
RS ITXF
AR USB
TINA RE
74 RIVIRRE
7 RILESR (B5RS)
7 7 IVERIx
T771ILY—2R
771 %41 X (MB)
T7AIE
LR MY - 16
*—%
LR R - BiBR
-5
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IR ~DOEE TaAAYTay

LY - EDRE

LT Z U - BDOHIF

LYZ R - BEIDEE

A—H—=THI Y FOEE

FHLBWT TULT

RIS

LW TUDA YR =)L

TIIVDTUAVR =)L

RDP ###:

RYFTTFTYvT o1V RD

INT =XV RT—4Z

FT7ay

TTUE

TIUE

77IE

VK=

IP7ELZX

7O0€X&

D4 EOATIY

CPU fERZE (%)
XEUEREX (%)
*v hEEEE (MB)
*v hRERE (MB)
RTT (2 U#)
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ARy FOESE FARAYT Y A
Iy FR— RigE
F—RDEE
7O0tvXF
ar>rry

9. DrA] 20V v LT, RURGZEBRELUVHEELET,
ARZLFRER) S —DERE B RD 1 DELIFERORAFHZERTEIEY: 21— —FBIIL—
I BET IV =23 ERRBTRIMY T TUN)=TIN—TFELR IV IPPRLRAERIZIPD
gH, FL<IE THREZLFER)D—OFf E7>a>TFIBEZSRLTILTEL,

@ Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups | Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

pE

Ty ERIEARY FHE—DARY MEER) O—TEHRORANEZH L L TWVWEHE. RBEL
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MADBRICED £,

10. U F—RFOETICR > THERZTTLET,

11, HLWARY MGERUS =27 071 TICLET,

SRR =T Cibar

July 15,2022
CDEIIAVTIE ROBEICOWVWTHIBLET:

+ Session Recording #—/\— D &R DE
¢ TAN-ZEFAREOER

Session Recording  —/\— D& HHEX

July 15,2022

Session Recording i%. Session Recording # —N\—REO &R S#ZHR— b~ LE T, CDFEETIE. Citrix ADC
ZH LTEALICEFEIBBREZHALTVET, # L THEFEORIETOEFIEMOEHNI LT TAzure T
@ Session Recording DEM L BESE1 ZBRBLTIZI L,

FARTOD Session Recording Hr—/N\—[T. BRESBHERZRAPATET X7,
E:
Coaro e FER Y 31013, Session Recording —/\—& & U Session Recording Agent o /X —

23y 71.16 LENHBETY,

BRSEE Y R— T 3540 Session Recording 0 EERZA:

s IARTO Session Recording 4t —N\—1H' BET7 7ML EREFETD 1207+ ILE—%=2HBLET,

+ $RTD Session Recording #—/V—#% 1 D® Session Recording 7—4RXR—X=HBL £,

o (#%) Session Recording RU>—a>Y—JL%& 1 D231 > X b—JLL. $RTOD Session Recording
F—N—DTOAVY—IEHEITELSICLTLLEI L,

BREDBDIEN

COWEEZEMEA T 3I1C1d. Citrix ADC & & £ & %4 Session Recording AYR—% > F TUTOFIBZITVE
ER
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BREoBOEN (Citrix ADC )

BESHT—N\—0ER Citrix ADC RO &S EH —/\—IC Session Recording #—/\—%ZBINL £7,

BEOMY —EXDHEH

1.

Zhzno Session Recording 4 —N\—THEAZ 7O~ DLICEBREIHT —EXZEBML £,

2. (%) EY—EXEZZ—ICNT VRT3, BEIZTOMINEZZ—ZFRLET,

BREOBREY —/N—DER

1.

2.

RMELRZIORIILICETSWVWT. AL Citrix ADCRAE IP 7 R L X #HD>REY—N—%FM L. TN5DRIE
B—N—=EETIREFIEY—EXIINTVRLETD,
BIREY—N—TN—=RTF U AEERLET,

3. (%) aFoBOAEICIE. 774V 0% (LEASTCONNECTION) Tid#<. LEASTBANDWITH &%

4,

7cid LEASTPACKETS Z#IRL £ 9,
HTTPS (R U —N—Z2 @I E 37D DPAEZER L £

BRSBOHER (Session Recording fl)

Session Recording #f —N\—H1 YR b—)LINFEY—N—T, UTFERTFTLET

1.

(#322) Session Recording #r—/\—d 1 > X b—JLEfIC. FAL Session Recording ¥ —4#~X—ZX &%\
LET.

FBEOIHAELRIRL .BE. & Session Recording H—/N\—D1 > X b= LBICIEE L LBEBEOS T
—IR—ZABZLELBRIZENNTEZ L2 HBDLET,

T7ANRAL—=2T 2 LA —DOHAID [EFAHERZ. $TO Session Recording #—/1N—<> >
ThovheHEBLET, ZD%. [Session Recording #—N\N—D7F0O/8F 4] T. Z71ILA L=
TANA—HBETANA - LTERATBZESICEBLET, #LL<IE REDETEDIEE] 28RLT
<IET W,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N—@DL X M) F—ICfEZBIML £7,

fEn&ni: EnableLB

EnT—%: 1 (DWORD. o%b TH%I)

Session Recording Z kL =Y —J v —OXwtE—IFa—IC HTTP £7/2@ HTTPS 770 ~ JJL %R
L7BA. Citrix ADCREBIP 7 RLZDKRZX ML O—REEHR L. C:\Windows\System32\msmq
\Mapping\sample_mapicU& Lo rZEBMLEY. TD%E. Message Queuing #—E Xz FHi2
LI,

UEALT MIUATOLSICLET:
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<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http:

<to>http:

</redirection>
<redirection>
<from>https:

<to>https:

</redirection>
</redirections>
<!--NeedCopy-->

<ADCHost> (£1Em & 17z Citrix ADC {48 IP 7 K L X® FQDN T. <LocalFqdn> (zO0—HJLHKX D
FQDN T4,

6. (#32) 1 D0 Session Recording #—/N\—L Y X b Z#EM#E. 217~ [<Session Recording +—
N—D41 >R k=)L Z >\Scripts\SrServerConfigurationSync.psl 1 #FERL T, ZOH—N—L
ZhUDSHERELY ZAR— LT, 1o Session Recording 4t —/N\—L X bVIZA Y R—FTEET,
241 7+ TSrServerConfigurationSync.psl; 2R LT. XvtE—JFa—-DUAILILIVE
VIZEBMTBZCHTEFET,

a) 1 oo Session Recording #—/V\— T, EnableLB L ¥ X ~ U {a%x#mM%k. EEHE LTIV
Y RrR7O0>7 %28 L. powershell.exe -file SrServerConfigurationSync.psl1 -Action
Export,AddRedirection -ADCHost <ADCHost> <> KA RfTL ¥, ZZT. <ADCHost>
I&. fERZ L7z Citrix ADC{R#8 IP 7 KL X® FQDN TY,

b) X417 tnE1T#%. SrServerConfig.reg rt W3S 77 A ILBDIT Y XR— FEFAHAL TR MUDER
Ih. sr_lb_map.xml ' C:\Windows\System32\msmq\Mapping /S X IZBIIE N £ T,

c) Zoftha Session Recording #+—/N\—T. LOFIBETHR S L7z SrServerConfig.reg = 1&
—L. BEBErLTCax >y rR7O> 7 +%i2g L. powershell.exe -file SrServerConfigura-
tionSync.ps1 -Action Import,AddRedirection -~ADCHost <ADCHost> v > R&#R{TL &
¥, T T. <ADCHost> (%, Emk L 7= Citrix ADC {&#8 IP 7 KL X® FQDN T%,

d) X217 +DRf7%. EnableLB f@h'fttd Session Recording #r—/N\—L X b £—(ZBMI 1.
sr_lb_map.xml #* C:\Windows\System32\msmq\Mapping /XX IZEBIIEh £,

Session Recording Agent #'- > X k—)La =< > > D Session Recording Agent ’00/XF + T T %17
WEd

+ Session Recording R AL =YX =TV v =X vt —IDF 2 —IZ HTTP £71& HTTPS %:#IR L 7215
&. [Session Recording #f—/\—] F¥ X kRw o RiZiZ Citrix ADC A8 IP 7 KL 2D FQDN = A\ 71
LET,
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+ Session Recording A hL—IY2—S v —XytE—J0Fa—I27 74 O TCP 7O R JJLEZEIRL
f-1%5&. [Session Recording #+—/\—] F* X kiRw o I Citrix ADC{RAEIP 7 RLZZANALF T,

Session Recording Player #'-1 > X b—)Lah e Y TUTEITVWET  Citrix ADCRE IP 7 KL X F7
I&Z® FQDN %, ##E#tSI iz Session Recording —/N—x L TEBML £7

Session Recording ¥ — 42X — 221 VX b—)LE N7 SQL Server T FT2fTWEJ #H%H Session
Recording ¥ — 2 R — ZIZ ¥ R T D Session Recording 4 —/N—<>>7HU > bEEBML. A5
db_owner #E[RZE DL TE T,

T—ER—-XEEAEDERK

May 16,2022

Session Recording I%. Microsoft SQL Server #RN— ¥ LfizT—ZR—XOEAAKICET XDV ) 2 —>
arvEHR—bLTWVWET, T /NILSQL Server £7zid 75 1<) SQL Server DN\N—FRD 7 £7l&V 7
YT TICEENRELCIBE. T—EXR—ZXBBENIC T —ILA—N—TF3aREMEIHD £7,

+ Always On aJ B IL—7F

Always On BJ MY )L — TiEEIZ. BRIAMSLUBERIEY ) 1—>3 YT T—E4XR—ADI5-UY
IR THROB IV Z—TSAILNILDY—ERXTY, CHICED. BRO—EDI—H—FT—EZ~R—-2
ORAMMNERAMEINE T, COHEETIE. Windows Server Failover Clustering (WSFC) / — K ki
SQL Server 1 YR AV AWEHETIRENHD £F, £L <& TAlwaysOn IHEMES IIL—7: EaAkES
FUBEEEYVa—2ay] 28RBLTIEIL,

« SQL Servero 52524

Microsoft ® SQL 524U Y5570 /O —%FEALT. FROY—N—ICBENE S IBEICHOY —
N—DBEEMICFZRAIRETRABREZS|TRCKIICTEET, £fEL. OV Ua—>a>votey b7y
I3#EH# T, SQL Server F—ER—RXZS5—U Y IREFHIDY Ja—>arEDHEBH T —)LA—/N—
ICIE—RRBICEEA DD D £5, FL<IE TAlwaysOn 7z — LA —N—05242—1 > 2% > 2 (SQL
Server) 1 Z8RBLTIETL,

o SQL Server 7F—AR—X=5—-J>y

T—ER=ZADIZ=VTILE>T TITATRBT—ER=—RY—N—PMELEL THHEHTEINICT T
— LA —N—DRITINET, 8T —ER—XY—N—LIC5TL% SQL Server SV ABMRBICHR BT
H.EFHLID 20DV ) a—>2aYEDHBRANE DT ET, SQLServer Express T7r>a>&#ERALT
T—HAR—REZIZ—UITTEILIFTIEFRA. HLIE T7—42R—2=F5—1 >4 (SQL Server) |
ZBRLTIEIV,
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Session Recording T7—4~RX—XOSIBEEERT 3 5%

Session Recording T7—42RX—XOERAIAEZHEET 3 ICIE. ROVWThhERITLET,

« ]I Session Recording #f—N—OYR—%> b EA VI =)L L. RIEBLIET—EZR—DT—4
N—2EAAZBELE Y,
ZH L SQL Server 1 Y ZAZ Y RICTF—EAR=ABA VYR b—JLE N3 &3 ICHEB L T, Session
Recording Administration I>R—%> rZ A Y X =L TE T, RIS MEBRLIET—2R—Z2DT—
AN-AEARALZERTEE I,

- AlwaysOn TRM I/ IL—TF LU 25242 1) I 0iHE & HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaseInstanceT.

SQL Server 1 > X2 X2 =AM I IL—FDJ X F+—DFH]. F£7zld SQL Server v k7 —o D
BEICEELET,

- F=AR=Z2ODZIF—-U>I0BEIF. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\DatabaseFailoverPartnertHKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner
T, T—ER=RAD T = )IA—N—=N—hrF—%ZBMLET,

¢ BUICEDT —ER—RDT—2N— @Atz #El L. RIC Session Recording Administration >
R—R2bEAVIM=ILLET,
BELRTZ1<) SQL Server ¥ > X4 > ZIZ. Session Recording ¥ —4R—XBLUVEEEOT T—
AR—ZELTEDT—ER—%Z 2 DER L. BRAIAMZEMTE£9, RIC. Session Recording #—
N=AVR—FV rEA VR L=I)LT R EIZ. SQLServer D1 > RAZ YV XZZANNDLET,

Always On aTHMEI N —TFY U a—>a>aERT 3. AT IL—TD ) R F+—DRE%E N
L9,

- TAR=ZROIZ—UYTYVa—2aveFRTBICIE. TU T2 NIL SQL Server &R E NS
L%,

PSRZVTY ) a—>a>xFERTSICIE. SQLServer Dy b —0RFEANALET,

FRE DRI

May 16, 2022

Session Recording Player %7z Session Recording Web Player 2R L T, BB Lty > 3 > ERR. &
R BLUVTYvIR—ITBIENTEERT,

SA7EviavoBEREZENICLTEY Y a Y ZRET 35513 ETRotyarz 1~2WENRTERER
TEEXT,

BECPI 7T IOLRZEBRI 2y avid. B0ty aYy I 7MIILIRITTRIINET,
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=

BESNTVDADEY S a3 UADT7 I AEZ I - —ICHE LT RETL,

Session Recording Player

July 15, 2022

Session Recording Player i3, £v > a>ORBE 7 7 (I ZRAETZ1I—H -1 BEZBETZLHICT—Y
ATF—=23a Y TrPIERTRA—HF—A2E2—T A1 XTT, COEI/>a>TId UTZRITIBZFIEZHAL F
ER

+ Session Recording Player o2&

s SAT7t v aroBEORMUKIZEML
s BET -2 OREOEMHEISEML

o REIDIRER

. BREORMCBLE

e FEIODFX v a

o VA FILEAEDNAT Z1 k

s IRV METYII—UDER

Session Recording Player 0z

February 20, 2024

Session Recording Player o2&
7

s BEICTIOw I INIYTYUYDEENTWVSHE. Session Recording l3ZhEXF v FLET,
fefeL. 70v o SncBBICBB LI5S, BEICRVERC. £0I>72YART7OvIENTL
ZCrERIAYE—INRRINET, COWEEZFEAY 3121, Session Recording 2012 LA %=
FRLEY,

+ Session Recording Player 2009 Ligi=EA L THREEBEL TLWRIBE. ROIS—XvE—IH
RRINET. WebPlayer I3FE%Z £t Ao
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Errcr Playing File >

The recorded session file requires a newer version of the
Session Recording Player for playback,

1. Session Recording Player B’ 1 Y X b—ILETNTWBT—IRF—>avicOdF > LT,

2. [R#—F] X=Za2—a [Session Recording Player] %i®iRL %3, Session Recording Player h'&
T~ENET,

(53 Session Recording Player - m] X
fle Edt Vew Pay Toos Hep

B Ol @E]+ [ | Seareh ~ Anytime - (4 (14 | [ Advanced Search

Workspace X | Search Results *

&3 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine Size ~

& Search Rests

3 Favortes administrator Complete E AWTSVDA-D001

LI administrator Desktop Complete 2 00:16:54  TSClient AWTSVDA-0001 3,333 KB
B administrator Desktop Complete  11/17/2020 3:46 AM 00:18:35  TSClient AWTSVDA-D001 3.834 KB
Ef administrator Desitop Complete  11/17/2020 310 AM 00:00:42  TSClient AWTSVDAD001 6.731 KB
B administrator Desktop Complete  11/17/2020 3:10 AM 00:00:46  TSClient AWTSVDA-0001 10,306 KB
Ef administrator p p 11/17/2020 3:09 AM 00:00:46  TSClient AWTSVDA-D001 10,422 KB

Events and Bookmarks x

© 42813 AM Topmost window: ipconfig. C:\Wind
© 428:14AM Topmost window: Binfo. . 1372

© 42819 &AM Topmost window: Configuration'wiz
© 42821 AM Topmost window: explorer, , 2472

© 42829 AM  Topmost window: powershel, Admi
© 42315 AM  Notepad++Sensitive content detects.
O 43041 AW Notepade+Sensifive content detecte.
© 430:45 AM  Topmost window: WiShel, CixDnD:
© 4:30:47 &M Topmost window: sxplorer. . 2472

0h03m kD4 +Dh08m

[THCIRES

> UQYEB 11/17/2020 4:28:11 AM

Playing

B> t: EventOnly 7lis. EEBEE/IFIRY FOHOFEBEZRLET,
7

BEEFATYSIVOIRTORET 7ML 2RTTBICIE. VA MTREZEI VYT L, (7407

71 ZERLEY,
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Fle Edt View Play Tools Help

&b O 9@ Search - Anytime - % T Advanced Search

Workspace Search Results
&5 Workspace - administrator
& Search Resuts

x

User Name Application Status  Start Time Duration  Delivery Group VDA Machine Size

B administrator Desktop Complete 12/13/2020 851PM  00:0046  TSClient
] Favorites
ad " 12/13/2020 851 PM :
B admini Complete  12/13/2020 850PM 00 TSClient ¥ 11,786 KB
b= | admw Complete 12/13/2020 849PM  00:01:30  TSClient 10.456 KB
Now Playing x
User: administrator A Copy to Folder
Domain:
Application: Desktop ¥| Properties

Delivery Group: TSClient
VDA Machine:  AWTSVDA-0001
Site: BVT_DB
Status: Complete:

Start 12/13/2020 8:50 PM v
Events and Bookmarks X
P u « w +m05s +0m10s +Om15s
Desktop

End of file

T+ Y RUBERORTEIIFERT

Session Recording Player iZl3. RIRTEIDNES D EYDEZBDDT1 Y RUBERDHDFT,

Session Recording Player B’ Y X b= /LN TWVWET—U R TF—> 3 icOd 4> LET,

[R#2—F] X=a—n [Session Recording Player] #3ERL %7,

Session Recording Player ® X =1 —/\—7T. [&F] #&RL £,

RIIBDEEZBRLEY, BIRIZLISIKZDEREDPRTINF T, FTvIT— VIR EOERNERT
nTWsleznlEzT,

> wnh e

Session Recording t—/\— D&

B @ Session Recording ' —/\—IC#&%1 9 3 & 5 IC Session Recording Player 25 E L TH 5. E&HiT S
Session Recording # —/\—#% 38R T £ 9, Session Recording Player 5 RIBFIC#E D Session Recording
H—N—ITERTBLIITEEEA

1. Session Recording Player B* 1 YR b—LEINTWBT—IRTF—>avicOdF > LT,

2. [R#—F] X=Za2—n [Session Recording Player] #3E{RL %7,

3. Session Recording Player DX =21 —/N\—T. [V—IL] > [# 7> 3] > [{&4] OIBISERLET,
4. $##:9 3 Session Recording —/N\—%32IRL £7,
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S14 Tty a Y OBEOENLE FId

May 16,2022

SATBERREZAMCLTEY 3 ZRETSL. BREFRLERERICEY 3V ERRTEERY, Ty 3
VERELADSRERIZILIF. ST TEYYaYZRB3E5L8HDTY, 2l VDAL ST—EHZEETh
BERBICIE 12V OBEDRELE T,

SAT7BELYY 3V ERTTB5E. —HOKRERIIERATEEEA:

s BENTTTIETTIRIMAEREDY TR LI TEY, MAZEERTIZI LD TTFH Ao

¢« BENRTITEET. BET—20REGFATTEA. BET—2ORENEVLRIBE. S17Evd 3
VEBETEET, L. By arhRT 95 TIIESHINEE Ao

« BENTTIEET, 771 EFvyvaTEEE Ao

TI7HIWET STy a>yOBERBEMCBR >TULET,

1. Session Recording —N\—%KZA g2V Ea—2—IcOJF >V LT,

2. [RE—F+] RE2>%U1) v L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. [Session Recording #—/N\—D7O/NF«] T. [BE] 24720V woLET,

4. [Z14 7y a>oBEEHATE] Fv IRy IREAVERIFATICLET,

BET -2 ORZEOBMUITTIIEML

May 16,2022

tF*aUTFr EOREDH. Session Recording Tid. Player TRRY 37®HICA I O— RS RET 7
TILIFEBMICESHINE T, BSUINI 70L& EFHOT—ORF7—>avERiEa—%—7HAo >+
TIEOAE—FEBETIEFEA. BESUINIT 7. icleliRFTHAMINE T, BSLINLTLAL
T7ILiE. i cURBRFTHAISNE T, Player ®%localAppData¥%\Citrix\SessionRecording
\Player\Cachelc® 3. 771 I)lid. ERZFOI-—HV—HIHI771ILEZR<ETESUINLZEFEXT
ER

HTTPS ZfER L T&HET — 2= RETH L Z2HBHLE T,

BEF—SOREIE. FTAL P TEBITEDET.

1. Session Recording #—/N\—%KZX rF3I> IO F >V L& T,

2. [R&#—F+] RE>HEOU YL, [Session Recording t—N—D7O/F 1] #ERLET,

3. [Session Recording #—/\—D7O/NF ] T, [BE] 249200 v o LFT,

4. [BEDOEHATVO—RENZ LYy a>YORET 7N EBSKT ] Fov IRy IREA U EEH T
ICL&ET,
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BREDORE

May 16,2022

Session Recording Player Tid. 71 v /BREERTTIIrH. EARREZETL TRRISBERT 247> 3
VEEETHCLHTEET, BERLERIE Session Recording Player 0ELERDEHICKRTINE T,

E:
Player 1 > X k—JLTld. #H. Session Recording Player & Session Recording # —/\— & DR D%

MERETTET, COEGOREICKBLIGEIF. MIOTT7MIILERRT B ETIC. EHEREIT DL
EREINE T,

FRURGFE SN cEY a2 % 1EORRFTRLATIZ LYY a VD ERETINTRRETSICE. &
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This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
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Player 7+ Y FURICYIRARA V2 —%BEL. BV I L TAZa—%2RRLET,

RDBFZET. TIAIWLDOIRNI Ty o—20) TTYII—UZEBMTEHN. IXVEEERLET:

o AW

e TIANMDIRNI Ty ov—2) TIvoI—U%ZBMTBICIF. [Tvov—o%BMN] ZFERL
E N

¢ TEIRSRIUMEIOTvII—T%FBMTSICIE. [AXY FOEBM] ZBIRLET, TvIv—2IC
EODHTEBZTFRAINILZRR 128XFTANALET, [OK] 20Uy I LET,

OXY bDBMEIZESE

TwIR—UZERLICBTIAX Y FZEBIMLED. OAYMEEBLEDTEET,

1. Session Recording Player B’ 1 Y X b—LEINTWBT—IRFT—>avicOdF > LT,

2. [R#—F] X=Za2—o [Session Recording Player] %#3E{RL %7,

3. TvIR—UZBLHRELEYS 3 VOBEERIBLET,

4. [IRYbETYIR—=0] O—BTITYvIR—IDNRRINTVWB EZHIBLET,

5 [MRYbeTvo—0] O—EBTITvIR—I%BERL. GOV I L TAXZa—%2RRLET,
6. [AX>Y hDiRE] ZBRLET,

7. D4 RORRRINSS. FTLWLWIAXY RZEAALT [OK] 20Uy o LET,

Tv o= DHIRR

1. Session Recording Player B’ 1 ¥ X b—ILENTWB T = RF—>a>vicOyF > LT,

2. [R#—F+] X=a—n [Session Recording Player] #3#{RL %7,

3. TvIR—7v%8CRELY I >OBEERIBLET,

4. [AIRV b TvIX—0] O—EBTITVvIX—IDNRRINTVWBR e ZzBRALES,

5 [RY eTyvIv—0] O—ETITvII—I%BRL. GV I L TAZa—2RRLET,
6. [HIFR] ZERLE T,

ARV LERIFTvIR—INDIEH

ARV MR TvIR—VICBHTR L. ENSHBATNTVWB RSV FETRESN LY > a Y AZBET
TETS

Session Recording Player #'f Y X k—)LENTWVWBET—UXF—>3>vicOd#F > LET,
[2#2—+] X=a2—n [Session Recording Player] #3ERL %7,

ARV RERBTvIR— V280 RELY S a Y OBEZRKBLET,

MDFET. ARV EERIBTvII—0ICBBLET:

> w N
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s Player 7+ Y RUDTETAIRY FERIETVIR—IZRTENZI Vv I L. ARV NERIET VY

V_QL:-*%@jLIiTO

o [IRYVIPETYIR—U] O—EBT. IRV EERIZTYvIR—0%FTINI )y I LET, ROAAN
VRERIFTvIOI—TICBEITRICIE. —BHSIRNY ERIETvII—I%&ERL. GoUY Y

LTXZa—%ZRTL. [Tvov—oAs—=0] Z#ERLET,

Session Recording Web Player

May 16,2022

Web Player Tig. Web 75 o#—%2#HLT. RESN Ity a3V ERRESLIUVBLETEET,
ZEATHE. UTZRITTEET:

T2 —%2FRALTHREZRRETIET,

BEE ST T, FLIEREBICARIVICZINZIANY hERRLTBETEET,
BERICREERETZLODF vy aXEUZBRTIET,
TARIEEZENA S R TEET,

BREICOVWTIXY M EEL. OXYMOEEEEZRETIEJ,

#E D URL ZHEBETEFT,

BREDT ST HILBAIRY MistERRLED,

RRINEEY S aVICBETET IRV A ERTLET,

Web Player iC70tX9 3%

February 20, 2024

Web Player

Web Player » Web # ¥ ~ @ URL izhttp(s)://<FQDN of Session Recording server
>/WebPlayertd, HTTPS #BRICER T 5 I1C1E IS Ed Web #« ~i2 SSL N1 >~ REBM L.
SsRecWebSocketServer.configR7 71 /L &EHML£7,

pa o

« Web Player ® Web 41 MMCOJ A Y388, KXY A—H—3EEBRENNTIHEIEFIHD F

BAho RAAYA—HF—LUIMNINIDHBETT,

o BR—FINTWVET ST —Id Google Chrome. Microsoft Edge. Firefox T9,
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« Web Player #1E L < #aES & 3 1C1d. Firefox T©WebGL A EMICA->TWVWE e H#BRL TS
(A

ZDEETIE. WebPlayer 21 > X b—=)LLTEMICTZ 7O, HTTPS ##/M3 % 7Ot XD W THIEA
LEd,

Web Player 1> X b—)LF 3

Session Recording #—/\—Tn# Web Player 1 > X k—JL L £, SessionRecordingWebPlayer.msi %
AITNIVy I LT, FIBICK>TTIYZX—IILZTT LEY, Session Recording @1 > X k—JLICDWTEHL
KRCTAYZA b=y Ty TTL—F BLUVT7YA YR =)L) ZBRLTLLIET W,

N— 3> 2103 L&, Session Recording I& WebSocket #—/X\—% IS I2#1TL £9. Web Player 1 >
k—JL#&. SessionRecordingRestApiService. SessionRecordingWebStreaming. WebPlayer 771
T=2a IS ICRREINET,

@3 Internet Information Services (1IS) Manager
-

- X
« € ) » & D @-
File Help
Connections - Actions

(&) F
Lo 23 Manage Server
4 Start Page Filter: o ~ G Show All | Group by: Area 4 .
v &3 ini 3 : : g C
22 Application Pools C Pages Levels Settings Strings Controls " B s
v (8] Sites = .
v € Default Web Site "3\?; 2;; o i
| aspnet_client Providers  Session State SMTP E-mail
P MsMQ
P SessionRecordingBroker
P SessionRecordingLogging Iis i i - © Get New Web Platt
P SessionRecordingLoggingWebApplicat @ ~2 ey a ) = Y i’u &E Components
¥ SessionRecordingRestApiService = [ = L] = 404 _x] = )
9 SessionRecordingWebStreaming ASP Authentic... CGl  Compression Default  Directory ErrorPages  Failed FastCGl
3 WebPlayer Document  Browsing Request Tra... ~ Seftings
@ g 44 8 ¢ 8 = H
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Mappings ~ Redirect  Respon..  CGlRestri... Caching
o= | <
o= 8 @y
Request | Server Worker
Filtering | Certificates | Processes
Management -
: 7 0
R = O
Configurat..  Feature Shared Web
Editor  Delegation Configurat.. Platfor...
v

Ready

%

Session Recording 2103 LIBE%##RE1 > X ~—ILg B L. Web Player ® Web 1 M7 72X LI ENIST
AR REINTWLB WebSocket —/N—IZ Web 750 —nEHRINET, IS THEI bThTWLS WebSocket
H—N—FN—3>2.0THH. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
Serveric®3L YA RUx—DL T X +J{E WebSocketServerVersion TRIhTWE T,
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B Registry Editor - X
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip ab| DatabaseFailoverPartner REG_SZ
Business Objects ab| DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 8| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller || 2 pormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent 24| EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall 24 EnableAzureSQLService REG_DWORD 0x00000000 (0)
v SmartAuditor 4| EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Se"’i" 4| EnableSRStoragelogging REG_DWORD 0x00000001 (1)
ier‘?es‘ °p 4| EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
en 0o 28] LinkEmail REG_SZ
XenToolsInstaller -
: a5 LinkExpire REG_SZ 1728000000000
XenToolsNetSettings )
a5 LinkHost REG_SZ
Classes .
Clents ab]LinkSalt REG_SZ kk20d974
DefaultUserEnvironment #|LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet ab]| oggingDatabaseFailoverPartner REG_SZ
GiForWindoms ab]LoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
Google #|LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel 24 MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics PlaybackProtection REG_DWORD 0x00000001 (1)
Microsoft #4|PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins a5 PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC #|PolicyFileRefreshPeriodInSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH 4| RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies #4|RolloverTimelnHours REG_DWORD 0x0000000c (12)
Python 24 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys 2b|SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications 24| WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup ML) WebSocketServerVersion REG_SZ 20
< > v

LID/N— 3 > h 5 Session Recording 2103 LIBEICT v FIL—RA YR =)L 5L, Web 7504 -4
Python X—2x®» WebSocket #r—N—il#EHahE 9, IS TR I TLS WebSocket #—/N\N—IZ#E4i9 %
IZld. <Session Recording ## —/\—® -1 > X k—)L/¥Z >\Bin\SsRecUtils.exe -enablestreamingservice
O Y RERTLET. Python R—2 D WebSocket #—/N—IC#E4 LE T ICIE. <Session Recording # —
N—®D- >R k—JL/XX >\Bin\SsRecUtils.exe - disablestreamingservice I<v> k% ={TL £9, Python
~—20 WebSocket y—N\N—D/N—2 3213 1.0 TT,

Web Player o5t

Web Player iZ7 7+ L b TEMICHE>TUWE T,

« Web Player #&siC ¢ 3 iCid. Windows Y > R7O>Y 7 hzEEL T<Session Recording
Server dinstallation path>\Bin\SsRecUtils.exe -disablewebplayerad <
YRERITLEY,

« Web Player #8%iC9 3iCid. Windows OY> R 7O 7 hzEEL T<Session Recording
Server installation path>\Bin\SsRecUtils.exe -enablewebplayeraw>
FeRITLET.

HTTPS =189 %

Web Player @ Web # « + @ URL lxhttp(s)://<FQDN of Session Recording server
>/WebPlayert©d, HTTPS #BRICHER T 5 1Cik. IS £ Web 1 IZ SSL /N1 > REEBML.
SsRecWebSocketServer.configim7 71 IL2EHLET,
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A

Web Player ® Web 4 MZOJ# > T 3BE. RAAMYIA—H—|3BRBRENNTIHEIEH D £FH A
RXA > aA—H—DISMINADRBETT,

HTTPS %##/H L T Web Player ® Web #«1 M7 o€ RXF3I2I1d. UMTOFIEEZTLET:
1. USIZSSLANr> RZzEBMLET,

a) EETE3REE (CA) 15 PEM o SSLAEBRZE#ENEL £ 7,
7
Google Chrome * Firefox AL DIFL AL D—RM AT SV —Id, MEAZBEZER (CSR)
OHBEOHR—bEFELELE L, IRTOEESNEEALSDIRAEICIET IO I RO
A& (SAN) MERINZET, HTTPS &H T Web Player #ER 3 3 ICld. RKIRISH L TRD
BIEEERTLEY:

« BE—q Session Recording #f —/\—p"EA TN TWL 3B 5. Session Recording #—/\
—OiEBAE%Z SAN GEPAEICER L £ 7,
Chrome Firefox
HTTPE

HITPS HTTPS

-% SAN Certificate
HITTES SR Server

VDA

I
()

o]
22

s BEIHEERALTVL3HEEIE. Citrix ADC £ & Session Recording 4t —/N\— 0@ A T
SAN GEBAEDIMERFIRETH B CE EMABL TS LY,

© ©

Cheome Firefox

% HTTPS HTTPS HTTPS
° SAN Certificate
LL
VDA
?L S
S ' &
Ry L O -
! SR Server
VDA Virtual Server SAN Certificate '
OnHTTPS '

b) ISTWeb#+ rzeHI v I LT NIV RDEBM] ZFRLET, [V NIV R] 41707
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Ry ADBRRENET,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
htt, 20 *
. Edit...
Remove
Browse
Close

c) BLMo (Bl #oU v I LET, [V N1V RDEBM 41 70JKRy I AMRRRINET,

d) [ Rvo20—EH 5 https 28R L. SSLAAZEERL T,

Add Site Binding ? >
Type IP address: Port:
http e |AII Unassigned v| |3D |

httE l

Exarnple: www.contoso.com or marketing.contoso.com

QK Cancel
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Add Site Binding ? >

Type IP address: Port:

https ~ | |All Unassigned v| |-‘1-'-H |

Host names:
] Require Server Mame Indication

S5L certificate:

Mot selected Select... View...

0.4 Cancel

e) [OK] #oU v L&ET,
2. SsRecWebSocketServer.configBm7 71ILEEHLFT,

a) SsRecWebSocketServer.configil7 71 I 2RO THE£Y,

SsRecWebSocketServer.configi# M 7 7 1 JL I3 & ¥<Session Recording
Server dnstallation path>\Bin\7#/L&4—iCHD %7,

b) (7> 3a>) IIS T WebSocket #—/\—%7K X k L TL3 Session Recording 2103 LIBE DB E.
TLSEnable=1 ##&EL T TLS #B%IC L. [ServerPort]. [SSLCert]. [SSLKey] 71 —ILRk%
BRLEY,
(# 7> 3>) Session Recording 2012 LUFiD3%5&. TLSEnable=1 Z4& L T TLS 28 #IC L. SSL
SEERE CAERAE D F —ADENZAZANALFT,

A

PEM 2K SSLEEFAZ L F— T 7 1 ILDAHHHR— T TVE T,

ServerPort 7+ —JL KiZ. Web Player B 287 7 1 L2 INET 2= DICFEA YT 2R — hES

— e

ZRRLET, RODRTV =223y hTRE 774/ ME (22334) ICRESNATVET,
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Mj SsRecWebSocketServer.exe.config - Notepad

File

Edit Format View Help

#1-enable TLS
#0-disable TLS
TLSEnable=08

#default-enable web socket serveron all ip address
#x.x.x.x-only enable serveron the given ip address
Serverfiddress=default

#default-enable web socket serwveron tcp port 22334
#[@-65535]-enable serveron the given tcp port

[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1

|SSLCert=C:\aSRS2.pem |

f#tkey file path and name, only config it when TLSEnable=1

|SSLKey=C: \newaSRS2key . pen

WebSocket 4 —N—#EH THERAINZERIDIMAZE £ —7 71 L EHMET I

Vi.

vii.

SSLiiEBAE %= & ¢ Session Recording #—/\—iZ OpenSSL A1 Y X k=L hTWB I %
HEBLTLETL,

ii. SSLEFBAZEZ.pIX 77 1ILE LTIVRR—bLET, .pIX T 71ILICIE. MBHAZLHBEF—O

AABEENTVET,

iii. AvYR7OV T EESE. pIX T 7ML EEC T A LA—ICBEILET,

iv. OpenSSL\bin 7+ L& —H5 OpenSSL ZB8AL £,

ROAT RERTLT, SEAZExHELET:

openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [
aSRS2.pem]
<!--NeedCopy-->

PIXTF7ANETI AR T BEEITER LIz VR— X RT—RENADLET,
ROATY RERITLT, MBEX—2HELET:

openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [
newaSRS2keyWithPassword.pem]
<!--NeedCopy—-->

PIXTF7ANETORR— T REEIER LIz Y R— NN —REANSILET, PEM /X
TL—XDANHERDENTH. F—T 7 AN EZFRETZHOHDHLWNNRT—REZEANHNLET,
ROATY RERTLT. MBXF—OBSKETERLET:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key.pem]
<!--NeedCopy—-->
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d) ZEZREFELET

e) 7717 U +—ILDOREEBIBEL EI, SsRecWebSocketServer.exe B TCP7/R—k (F7 4L LT
1% 22334) #ERATEF5L5ICL. WebPlayer ® URLADT7 VX %=#HTL T,

f) SsRecUtils -stopwebsocketserverav>yRER{TLET,

Web Player F—LR—J AV F Y DIERTFIFERR

February 20, 2024

OJ#* > L7zt%. [Session Recording t—/\—D70O0/8F 1] TUTDA TS avhBRINTLEHE SHIC
EOWT. WebPlayer D R—LR—STAVTFUYDNERTELBIRRICEDIZEDHD T,

i% Session Recording Server Properties — >

Notfications CEIF  Logging RBAC Email Cloud DB ¢

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

o A7 a3 EEIRT B L. WebPlayer O R—LR—IJTIRTOIAVTUYDERTRICHD £9, BEICIE.
URLZALTOAT7IEXTERTY, &l URL (F. BESNLREZICEEINS X7 57— hTRRHS
NEFTo X—IUTF—MIDVWTHEHLLIE TRV FERERY S — DRI 28RBLTLETV. BREBHEN
-2 [REOBEZHETS] I rO-LzfALT. BB URLZHEIZLHTEEXY, COLHE
DEFOHAZSRLTIRLTE L,
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CifT1X | Session Recording n

AN

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recerding Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

o A7 a3 EBERLEWVWEE. Web Player 07 R—LR—J(CIF. RORVV =23y bo&S5HaAVTY
YNRRINET, EDFEF—>a>N—T [TRTORE] 20U v I THLR—IHEHRIN. FHLL
BEHEETZIHEERTINET, WebR—I%ETFICRIO—-)LL T, RETIRELERRTIH. T+
LWE—%ERALTREERENREZIIILET., STIREOHE. [HBERH] Jlic [S17] cRRS
n. BERFZVUDRICEDD 9,

[] Recordings ~ Start Time user Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator 0 Live:
Comments - February 23, 2021 3:05 PM administrator ) 00:08:14 "P/
Administrator Logging v February 23, 2021 2:55 PM ah 0 00:03:12 I\bx
Configuration . February 23, 2021 2:50 PM ah 0 00:01:54 |!‘
February 23, 2021 2:43 PM gh 0 Live

BEEALYYIVDITARTOBEI 7AILERTTBICIE. —BTHREEERL. [740—7v 7] 71 AV%%E
RLES, [7x20—7v 7] 71k, BEDBRINTLWEBEICOAMEBETI XY,

CifriX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

(3 Raconsngs
Start Time

Start Time

User Host Client Events Duration Action

All Recordings

February 24, 2021 9:57 AM February 9, 2021 5:22 PM ah 5 00:30:07 @
Comments v —

. February 24, 2021 9:56 AM

Administrator Logging v
Febvuary 9,2021 5:22 PM

February 9, 2021 5:21 PM

O} Configuration v

February 9, 2021 5:20 PM

FEIEEOHBICDOWTIE, RORESHBLTLLLET L,
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71T LA
F4E B B

a—t—

Rk

ARY bDH

Recording #—/\—

ARG R

BREORE

February 20,2024

A

REOMBRE, EREPTRENZIU v LT, 8
ZRRVIBICRTTEED,

vy avhEEINI—Y—, EREPTRNE Y
Dy LT, A—H—-CrilFEz frHTHRRL. O
— =TT 7Ry MEICERZ D TEET,
FEIN LY 3 AR MINTWVS VDA DRR
bE. EXRENCTRENZV w2 LT VDAKRI hE%Z
TILT 7Ry MEICHERDZ ZENTETF XD,

Ty avHRTINTWBISATY TN ZADE
fle ERENPTRENEI VWO LT, 953147 KRR
FEZTILT 7Ry FMBEICHERZZENTEES,
READIRY FDE, EREIPTRENZI v LT,
—EBOREZARNYNDETURBZEHTIFET,
BEFEEIEIRY bOHOFEEZTRLET, Web
Player THEINBZTAY FOZHOREICIE. 1>k
ORI Z T A NI S LDEENRET, HI ST
CEX NS LI, BERISEBNGIRETT,

VDA h S RE SN iRE T — 2 Z 0 F % Session
Recording #+—/\—,
BREOKEORY, LR TRENZI Uy I LT, —
BOREXREORI TERZ N TEFT,

Web Player Tlg. 7«4 L2 —%FERALTREERETIET, "RA MR IS4 T7 VLR A—H =R, 7SV 7 —
av, VSAT7VRIP7RLR ARYETER b, ARV FOBE. BABRED T IILE2—%FHETEIET,

All Recordings

Administrator Logging ¥

Configuration v

00:30:07 )

=
00:29:26 )
00:30:43 ()

-
00:32:27 )
00:32:39 (»)
00:33:03 )
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R RAME T4 EZ—%BRT B ROAATATRY IIADNRTEINE T, BEShcE Y arhR
AN VDADKRRIEZANALT BR] 22Uy oL, BELAVREZRRERD SHIN. TEET 24
Ro#sERRELET,

FILTER m Clear All
= .

UTFTDORI)—=>>a3y bD&SIC. BERIRSITWS [RXAMR] 200w o538, BIOTIILEZ—ICEET
TET, [RRLR] DUV vIHB TRTDITAILEZ—D—BRRINET, BEICGLTIqIILEZ—FBRLF
ED

FILTER m Clear All
= | + x

& Host name @

= User name

User Host Client Events Duration Action

B Application
- P an . 5 00:30:07 O
L Client name
© et P adcress aa . 14 00:29:26 O
TR Event text
_ p dlg R s 14 00:30:43 @
= Comments
Ehentpe  p JEE— O o 003227 »
= Time

Lehriary 9 20127 =14 PN user2 _ _ 12 00:32:39 @

+] 22Uy I LTI E—%ZEBMTBIEHTIET,

FILTER m Clear All
== | T

feezid [l 74 2—2UTORIU—223 vy bOLSICEBINTEEY,

FILTER Clear All

Hostname ‘ ‘ + )4

Start date End date

Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM ah D 5 00:30:07 @

(] 70 L2 —ICIZREORKA. MR, BEKENHD XY,
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BREORRCBE

February 20, 2024

Web Player Tid. S 7 REZBETITFY, RER—JOEREICIE [RBEE] BEOAAICEERZ N
HHEY,

[®] Recordings ~ Start Time User Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator S S 0 Live
pu
Comments v February 23, 2021 3:05 PM administrator 0 00:08:14 @
B ®
i / 23, 2021 2:55 PN
Administrator Logging February 23, 2021 2:55 PM qh I 0 00:03:12
)
February 23, 2021 2:50 PM I 0 00:01:54 )
Configuration v epruary ah — S »)
February 23, 2021 2:43 PM qh 0 Live

BERZ>ZIUyILET, BER—JHRETNET, XEVF v v a0RICBENBIBINE T,

FEB 23,2021

11:10:58-00:07:32 - 11 Events

Host name:

Client name:

Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

. Please wait for the Citrix Profile
" Management conhost: 5692: \72\CAWin,

00:01:00 App Start:8416:

00:01:36 Session Pause:siki;

00:02:27 Session Resume:l:;

00:03:02 Session Pause:/help;;

» f7> 00:00:04/00:07:32 & Comments 7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

s Lyl aroETEKEBZEI )Y I TRty a M RESNIENARICTIDEZS LA TEE
ED
s IRV FDHDHREDHZE. ELBOBEYAVIBERATIEEA.

TLAVY—"94 Y RODMHBICOVTIE. KORESBLTLLETL:
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Player 51« > RoDRE>

>

e ——
| D)

00:01:29/00:07:32

)

-

00:00:00/00:02:17
= Comments

[~} Share Current Playback

Show stats

Hide stats

X1

FULL SCREEN

Exit full screen

A

BRLICRE D 7 ILeBELE T,

BEZ—RELELET,

BERIETRAN—Z RS VI TEET, BEINIC
Ty aro7oa RILBBIEBERICNT ST FEnZE
ERS

THEINS—T L&D,

BREBEORAMUEC AstREKEZRLET. BEOD
R HH:MM:SS T9,

BEOBERICIZVy I LTAX Y b ZEMTSZ N
TEET,

REOCHEOD URLZIV v LTOY Yy TR—FICO
E—-TZ£9,

REINEEY aVICEETEZT—RKR1 Y b EFED
FT—N—L1%ERRLET,

Ty arTF—RF—N—LAEEFRRICLET,

REOBEFEREZRLEY, 7ra>vzsUvy oL T,
X0.5. X1, X2, X4 B DA T a>=NOERXE T,
SEERTBEZRTLET,

Web R—SHNTHEZRRLET,

BER—JOARAIUTIE AIRNYEITANE—EAXY R TaIE— JAVIRERRY IR, —BORET—H

ZEATEEY:
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

+ Web Player v~ > o Bt Bxl, CofliTid. AUG 20,2021 ¢ 18:50:50 T9,
s BEPROFREODORRE, COfITIE. 01:37:00 T,

s RERDAANY M, CTofFITIZ. 359 EVENTS T3,

s tyiariREINI-H -8,

s RESINEYIaVHARISEINTWLS VDA DRR L&,

s Ly aVHARITINTVBEI ST Y TN DRI,

s MERERZUANBZZA T a3y [TRTL [ARVR] Fid [OXY ] 28R TREEGRELERER
£
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o AIRVETAINE— EHDT s IILEZ—ZFERL T, REDREADIRY FERETITET,

FAAYEIUYI LT, IRV EORTZERELE T, fi:

00:01:00 App Start: 8416

00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?AC\Win... * \C:\Windows\system32\conhost.ex
elx4

¢ AIRVE—E, —"BOAIRYEI)Y TR, BERADARY FONUEICBEILET,

o« VAVIRRRY IR [ARVEEREK] V1Y IBRRRYIRCE>T REDRETIRY b—EZ T
PLBDRACZEDTEFES

BERICREZRETZODT v v a%Z1EKT B

February 20, 2024

Web Player ® [#Bf] R—JSTRZ14—%0)w o LT, BEFICBREZFRETZLODOF vy aXEV %L
7Y TTEERT,
g
[HBm]R—icig http(s)://<Session Recording t+—/\—d FQDN>/WebPlayer/#/configuration/cache
ENLTEET7IVERTEEXY,

CilTIX | Session Recording

Recordings .
Set up recording cache
Comments v You can set up cache memory to store recordings while playing.
Administrator Logging  ~ C
@ Configuration -~
Storage

Web Player 0#mix/\ry b A X %IBPT

May 16, 2022
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1. <Session Recording installation path>/WebSocketServeric#%2 Web t#&rK >

7AILERDITET,
2. Web R 771 LZBEZT £,
3. BlockSizeMultiple fa%=#mEL £7,

T A NMEE L (4KB) TY, fE%Z 8 (32KB) ICRET B ZE#BOLE Y,

&, Regittry Finder - Adminastrator - [Lo<al Regittry]
Filg Edt %Wepw Foeorter Window Help

HKEY_LGCAL MACHINESOFTWARE Citri'Sessionfecordng’ CloudChent Servioe
Ha Local Reghary x|
Eeys % | Marme B Ty Dats
v | Gk & | (Dl pult] kEG_SE
- Ausite Cloud 3 Bilorituaebiul pie REG D08
CleudChentierace 5| SssignRacordingUUiD
Citsix Dingktep Dielivtry Cor
I alliigeny
Kledalnstall
w SessonReconding
CleudChentSernce
w Semartiuditer
Sarwer
XenTook
XenTooklnstaller
KerToohMASAtng:
Clazees
Clrts
bt
Googh
Iritsl
Mool
Monlly
OO6C
Faring
Pelizien
Chanhys !
€ ¥ €

HEEY_LOCAL MUBACHENE SOF TWARE Citre Serianf e ording\ CloudC heniSenace

Keyn 0 Valuew: 2 Selected: |

74 RILEBEID /N1 T 1 b

July 15,2022

Session Recording 171 RIL1 R b %§RE L. Web Player 07+ RILHAEE NS hTE £,

Erbk:

TARILARY MMIBERBE 7 717)L (.icl7Z 7)) TiE#A&< Session Recording 7 — 2R — X UZRTE

Ih37®. Session Recording Player iR RINEE Ao

TARILARY FEEZ DX Z 1 XF 3I21d. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\

SmartAuditor\SessionEventsicH3UTDOLS I bUF—%2RELET,
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LYZAbUF— T7#IMME Bt

DisableldleEvent 0 TARILARY MEREZENICT S
ICI3. BZ LICRELE T, 7R
AR MEREZBICT BICIE
Bz 0 ICREL £,
IdleEventThrottle 30 # LR MU F—TRESNHEOD
LIWVMELDODRSA—HY—707+
ETas (3714 vIDEEPH—
R—R/RIINAZEL) HBRWVE
B, PT1TRILARY MHABRBEINE
T, BEISNEY S avh
Session Recording Web Player
THETNZ . 71 RILEBEAY/N
171 bhENET,
IdleEventActiveThrottle 2% EBESNIEEOEESNICED S
ZT74vIDEEQHNI—H—T
IT1ETH L REBESNET, 77
LR TlE. 2FUARICLAECED
32ONTy b A—H—=T I T«
ETFr CRBRThFd,
IdleEventActivePktNumThrottle 3 om/X4 v EBESNIEHEOEESNIcBD S
STy IDEEQHNI—H—T
IT14ETHLRBENET. 77
L TlE. 2FBARICLARCED
320ONTy b A—H—-T U T«
EFr tRBEIh&xd,
IdleEventActivePktSizeThrottle 300 /X1 & F—ELOBNIWVWITSTrvIN
v bFERTIN, BEET S
TARIVKEBEREBESINET,

AR AR L Z2ERT S

February 20, 2024

BER—JOERA VT [IRV ] Ja)lEZ—2 [AXV ] T4 2—%FERATE £, Web Player TR
YhEOXY M EFERALT. REINcEY a3 v RAZBRICBETIET,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost; 5692: \22\C:AWin...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

BEADIXY L

BESNcEYYavBEINZ L, [AXV K] FLAY—D0 Y RISy LTIAXY EBML, IXY
FPOEBEZRETI T, BEEEICIE (B [Pl [E] B®H0DFd, [B] aX> b [l aAXY NI 2he
N/REALYTDORY FTRINET, Ly a oBEP. BREICEIZIIRTOIXY FERRTEET, %L
feaXY bEHIFRT 3ICIE. Web R—JEFHLIXY FERRAL T, [HIBR] 20Uy LET,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

» f7> 00:00:12/00:00:14

(4 Share Current Playback X1 FULL SCREEN

XY EIUYITEE. AR MEBMS MBS v > T TEET, [RTIAAY M R—UTFRTOIR
Y FERFTEET,

CilrIX | Session Recording Q v w I

Recordings

Comments

>

| =] comments ~

My Comments
U Q Q Q

Configuration v Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete
x

OIXY MEBEZERICEMESE 3121E. Session Recording #—/Y—_E® Server Manager @ [#&F & a8
DEMm] 7« —KrT [WebDAV Publishing] ¥t v Ry I RX%E=FTICLET,
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Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

##E D URL OHF

February 20,2024

Select one or more roles to install on the selected server.

Roles

[ ] Hyper-v -

[ ] MultiPoint Services

[ ] Network Policy and Access Services

[ ] Print and Document Services

[ ] Remote Access

[ ] Remote Desktop Services

[ ] Volume Activation Services

4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)

+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

BREOBENR—UT REOBEZHETS] 27Uy o933, #BURLZIV v FR-RICOE—-LFT, fi
DA—HY—r URLZHBETE S, I—HF—RBIRTOREZRET I H<. URLLSHFEEICEET7IER

TEEY,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name:

Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look
00:00:07 gh: Shell

00:00:12 gh: Session quit

> ) 00:00:12/00:00:14 & Comments (7 Share Current Playback X1 FULL SCREEN

(REOBEZHETZ] 20V v I LB ROXvE—200WTNDDRRIN. BIEDPRITDEBEO D REINE
ER

s HEESNEZEODO URL A2y FR—RICOE—ChZFELE

« &8 URL OHFICKMLE L
HBEURLZT7RLIN—ICBEDHIFZ . URLDAOAE-CNIBRICS v I TEET,

X aTICHBFTBICIEHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
ICRDLIZX M UEZRELET !

LS MUME Einli)z] T4 NME AR
LinkExpire HE URL A EARREINICA  1,728,000,000,000 (& -

3FTOHM, 10<12 T4 MEIE2BTYS,)
OfBENTAYY INE

ERS

LinkSalt 52w URL oB#ERE  Kk20d974 TI7 A MEZE. HFTHE
RETEZEFaUTI XY 3 (#R) FEOXFT!
v R ICEELEY,

BREDT ST A NIBARY MRt ERTT S

February 20,2024
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IRy b T—2DOREKIE. Web Player TRECCICFIBTEEY, 5371 DLBARY MREEHCE D BREIC
BACNIcARY P ZTIFP<BETER T,

IS3TAANBARY MR ZERTT BICIE. ROFIEZRITLET:
1. FEZRVWTHBELEY,

2. BER-—VOELBICHBZHAT IV ZIV VI LET,

AUG 20. 2021

Session Recording

Your activity with the desktop or programi(s) you recently started is being recorded. if
you object to this condition. close the desktop or program(s).

[

3. [BERTEE]. [Z77IEE]. [OATY ]l [V 2T72DBI T TEIFLRIADSBHER
RLET,

o RV )=2BA L

[EBERREE] 27 TR 770 75—23> 00 Y RONRT+—hATNTWB RBREZMS e h
TEFEY (FOT47010VRD)
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€ Player
D Screen time File transfers Commands Events
XenDesktopvdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSrss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mme 00:00:35
iexplore 00:00:35
Ib Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

7TV =2 a3 DEICKEDZA LN—DHDET, N—%2oVvod3c. 7FUsr—oavh
T4A—HAINBZLVICEHEBEBYE 73 —HXOEB%ERTTIET, T I7A4ILED [TRT] 77>
I VLN DERZIEE TR LICE D, REEEERKDAL N TEE T, fl:

€ Ployer

Screen time File

XenDesktopVdaSetup
explorer

chrome

firefox

CSIrss
ConfigurationWizard
powershell

cmd

mmc

iexplore

Taskmgr
JonasAgentSystray
S855I0NMSE
setup_wm

WiShell

wmplayer
CitrixFiles

OpenWith

mspaint

msedgewebview?

ransfers Commands Events popEE ><
as the top-most window
(ai) (> 20 minutes ) ((5-20 minutes ) (= 5 minutes ) I
Start time Duration
00:20:52
00:19:14 00:10:50 00:00:04
00:28:25  00:00:0¢
00:16:52 00:20:02  00:00:15
00:11:55 00:30:04  00:00:03
00:10:30 00:30:20  00:00:02
00:30:38  00:00:01
00:07:46 003041 000002
L 00:03:00 003043 00:00:07
00:02:58 00:31:05  00:00:04
003149 00:00:01
00:00:35 00:3336  00:00:08
00:00:35 003353 00:00:00
00:00:16 00:38:38 00:00:08
00:00:15 S 003707 000003
00:37:20  00:0011
00:00:14 003742 00:00:02
00:00:12 004238 000021
00:00:11 011331 000117
00:00:10
00:00:07
00:00.06
00:00:05
00:00:05 -

o 77 AILERX

[Z700MEE] 27101 £y a Y 0REEZRAMLTWA VDALY 3 YARITEATWVS S
FATYRTNAREDEDONFBET 7 A WEEICET 25T 57 1« ALBEREADRRIINE T, RDR
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ExFERALT. REMEHRXEIAIATEET:

- BEo#EM: 152¢] 1052¢] [1RKEIL]

- J7AIIERE: [TRTOEE]. [RXA DS IT51T7 Y bADEE] [V51T7 Y b 5HRI
ADERIE]

- BEINT7AIILOEELIET A X (N1 ~FTzIEZ MB)

X#hid, 24 BEER TOENKRHZRLE T,

(—| Player
Screen time File transfers Commands Events
Per 1 minute v All transfers N
N
Nurnba{*?ﬂll:;
) 7

Fil Bytes)

ile size (Bytes 7

File size (MB) 6
6 -
5 4
5 -
4 4
4 4
3 4
3 =
2 4
2 -
1 4
Al [ [ |
0 T T T T T T T T T T T T ™

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30
. Transfer from host to client . Transfer from client to host
o ONXVE

[ax > R] #71Cid. fESI Ny > a > RICRTEINS CMD O3> R PowerShell <> kAt
RRINEFT, [DWRELBE] ICHRAFILBRZANAITZID. [RELEBERE] oREFELIEBRZE
RTBELT. T—RFDRTRENXEZIAIATEEY, OR) RIBEEFIZ. RETIaVastET
BOICFERINET,
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(—1 Player
>

Screen time File transfers Commands Events
| Custom search
| Saved search I |
YR
15/15 Commands IPv4 Address

E-mail Address
powershell: pawer

00:01:14 emd CDFTraceTask.ps ¢ompmgmt

. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  \yinver
control

00:28:38 cmd control: "C:\Windo

00:28:49 cmd netsh: netsh

00:29:39 cmd

00:30:37 cmd

contrel: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,

mmc: "C:\Windows\system3 2\mmc.exe” "C\Windows\system3 2\lusrmgr. msc”

- ARV R

[ARYE] 2TICIE. BEShEEYS a3V OITRTOBEDIANY FOEIEGEMARTINE T,

€ Player

Screen time File transfers Commands Events
App End
2507
App Start
25(7%)
Clipboard Operaticn
36 (20%)
Top-most window
203(57%)
Web browsing
51(14%)

M Top-most window
W Web browsing
W Clipboard Operation
| App Start
App End
File transfer

&,
& qﬁg, 51

o
-ﬁf ‘*f 36
s
d!f & 25
&
& 25

&

—

e 19
&

&
<
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EBRINBELY YA VICEAETET —IRI U b ZERTTS

February 20, 2024

B&ERIC, [GetzRn] 2> bO-LEIV YU TBIL T, BBENLEY I VICEETZROT—4RAI > b+
EXF—N—LATRRCIET:

BN

o Xy hT—2 (EE)
o« Xy k=0 (ZE)
o CPU ER=%E

o XEVUMAR

NOV 18, 2021
11:41:52 - 00:13:33 - 32 Events

e Firefox

303ms
78 Kbps
- 35Kbps 00:00:48 App Start:0632
32% conhost: 2748: \722\CAWin.
2989/4088 MB (73%)

00:00:48 App Start-2748:
emd

C2Win

00:00:48 App Start11232
powershell: 2748: powers.

00:00:55 App End 9632

martascet.com conhost

Learn the Cost of a Financial

Advisor .

Fing o 00:00:55 App Enc:11232
powershell

- 00:00:55 App End:2748:
» ) 00:05:06/00:13:33 @ Comments {7 Share Current Playback X1 Hide stats 52 FULL SCREEN emd

+ Session Recording &, 15 M ICEHERBENEL. BOOT—2RA > bE 1R ICICNELE
ER

« BE@AICIE. Session Recording (& 5 # C X ICAERBOT—2EBML £, 7oL, HERBT—
Fid. WEHA 7D, REICIF IS TCICEHRINE I,

+ Session Recording . D DT —2RA > bESHMICICERL. ENSOFHEE A —/N—LTIC
RRLET,

F—N—L A3 BATY, BEILD. ERFICLEDITBZEHTEET,

o F—N—LAZBEFTBICIF. YTVRXZ8DDRY FOLEICEVWTHAS. RISV I 7Y RROYTEZERITLE
ED
o A—N—LAZFERTICTBICIE. etz ERT] 20U vILET,
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AR MEHARU S —HRER TR EEIC. INTA—IVRAT—R2E20OJII0R8RT 3] 2ERTZ. A—N—L1%
BMCTEET, FLCIE TARY MMEHARY o — D8R ZBBLTLLET L,

May 18, 2022

ICAOYT7—42~R—=Z (ICLDB) & T—2R—ZBEDPIAYYRZA>A—FT1 U T4 T, Ev>a>OREOT—H
R=ZL - RZRETEZLHDIERALET. COI—T+ T Session Recording #—/N—%HKZ ~9 34
—N—m\Program Files\Citrix\SessionRecording\Server\Bin7 xJL4&—IZ. Session
Recording t &hETA >R b—ILEh % T,

J4vo )T 7LUR

MRORIC, ICLDB 2 —T 1 UT s THEATES AV ReA T avno—8ZRLET. ARV FIIROERXTAN
LEI,

jcldb [version | locate | dormant | import | archive | remove |
removeall] command-options [/1] [/f] [/s] [/?]

i

FHLCIE =T VT BEEDANIILTEZBRLTLLEIV ANAZT7OERTRICIFE. A Rr7OY T+
M5\Program Files\Citrix\SessionRecording\Server\Bin7#JL&—,

icldb /?DIBICAALET, BEDITXYRDAYSA AT IERATBICIE T

icldb *commandx* /2?1 ¥ ANALZY,

AUk Bz

archive EBESN-AEHREBST ety a>oRE T 71l
E7—AAMTLET, COOAXYVREFERALT. FEL
BREINDAARY b ZT7—H1TLET, 1RV K
l#ArchivedEventF—4~XR—XF—=JILIC7—N
1TENET,
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avrk

dormant

import

locate

remove

removeall

version

/1

/T

A

KRIERRBE A IN2 Yo 3> 0RE T 71 ILOE
17 7B ERRLET. RKET7rILid. 77—
FOBRO=DICFTLHEL Y3 VORE T 71T
To COAXYRZFEALTT—2DERDHBHES
MERILFT. KEREOEYS 3 YORET 7L
DHRBEHRL LT, T—ER—X2HEIEETZCH.
B. K. £EoEAT. FELTONIHEZIEE
TBHEELHTEET,

v 3>0iRE 7 7 /L% Session Recording 57—
BAR=RAVR—FLET, COOXYRZFEAL T,
T—EANR—RL D= ReKkoRLSIIT—ER—2%ZH
BMELEYT, £/, COAYYRZFERALT. 7—4RX
—2%BI—TJLET, 2D0DT—EIR—INHBZHEIF.
—FHDT—ER=ZADNST7AINEA >V R—FrTEFT,
771D ZEEHFLLT. Evia>yoREI7TILE
BRELIZINZAZRRLET, COAYYRZFEALT.
Ty avORET 7 AIOEMERZEELET, O
DIARY R FED T 7 AN HFRHICT—ER—H
RMORENE S DRI TB2FRE L THERATEE
ER

vy ORET 7 MIIADBRET—2ZR—IH5
HIBgLEd, COOAXYRZEFRALT. 7—4—X%
IU—=2T7wFLET, 1L FRLTERAL TR
TV, £ LTERAYIREHEZIEELF T, BE
FFoNTVWRYIET 7ML ZHBR TR CHTIET,
YL arOBET 7FAILADTRTOEE% Session
Recording 7 —2R—ZXNSHIBRL. T—FR—X%TT
DORREICRLET . RROMIET 7 ILIZHBRINhEE
Ao Tzf2L. Session Recording Player T7 71 )L%
BMERITDILWETERADET, COOIXRYFEFER
LT 7—4R=2RZzIU—=2F7yvTLET, 2L
ABRLTEALTESIW, HREINEBRIINYIT
w IHSETLARVED TICRE £ A

Session Recording 7 —4RX—ZDXF—I/N— 3
VERRLET,
HERrITS—% Windows 01 R> bOJICEERL F
ER

JOY 7 reRAETICATY REEHNICETLE T,
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avwvR B
/s EEEOAYyE—JFERTICLET,
/? ARYVRDFAYSAIUNILTERRLET,

Tty arvoRE T IO T—hA7D

REDIEMIZICEBYRLARNILOES T AVBEEHERFTBICIE. v a>oRET 7 IILEEHNICT—HA
TLEY, FRAERT s AVBRELEENBRRE 7 71ILOH A XIZRLE T, 7—A1THERIEERD £9, |RE
FBEDS 2 AU ERBT 2. £y a > ORE T 7AILET—h JalEc B D £9, Tk, Z1 TREH SR
TEICT—HATINAVKSICTRHDIL—ILTT,

Ty avREET—HATTBICIE 2D0FEDHBD £, RET 7 1 IILHREOEMBATICH ZHEIC. RET
FAINDT—ER—=IALA—RZ2EHLTT AT TFADRAT—RRICTBZEHTEET, COFEEZFRTS
. Player CORFZERZRS TN TIET, B3 1 020H%F. BET 7 MILOTF—ER—ILIA—R%ET7—
AATEHDIAT—RRICEH L. TOT7 71 Z2REOEMZFAD SHIDBAMICHE L TREXT A 7ICNY I T Y
T93H%ETY, ICLDBA—FTr U T 1 =2E>TEv 2 a>oRET 7L 2B TIIHER. TNS5DT 7L
F/A/BOTO T 7L T #IILE—BEDHWMEESINIT 1 LY FIICBEILF T,

Session Recording 7—42~X—Dt v > a>OREL I—RIZIF. 7—AATICEETZ 22071 —ILK (7
—AATHRET A1 ITXE) HEENTVET, 7—Hr THFIZ. REDNT7—H1 TSN RMOBREZRL
FY. T—AMTXEWR. T—ACATRICEBMTEZIARDOTFAMXETY, TD2207 1 —JLRE. REHLT
—hALTENIE. BLUVT-H1TOHKRZRLET,

Session Recording Player Tid. 7—A+ 7 &nfcty > a>ORBICT—HA TEHDRT—HRET—H+A7T
BEDNRINET, 777UDBHL VGRS TH, 7-Ar7Enicty P avREIIBESNE T, 7T—HT17
Ity a>ORE T 7D BEILIEE. T77MILHBROMDEFEAI CWSIS—HRRINET, Ty
IVEBETBICIE. EvPaYORBETI FAINZERTIMENHDET, Lyl a>ORETI7MILEZETT S
I3 BE 7 7ANLOT 7LD e T7—AATEREZERELE T, 7—H1 TN T71IILOETICOVTIE. KL
T Ty a>oRE 7 7MIILOET] €723 THLULCHBLTVLET,

ICLDB 2—5« U5« ® archive OT > RIiCIZ. KDEKSHBNSX—2—HHBDFET:

+ [RETENTION:<days>- v > 3 VEEOFREHE (). IEEIN-BHEBB L -REd. Session
Recording 7—4R—XT7—HAA TEHI—UINET., REHMIE 2 BULOEBBE TIHENDHD
9,

o [LISTFILES - v a3 DOBE T 7LD T—HA TBORER I FAINRRET 71 ILE—BRTLET,
CDINTA—=E—FAF>3>TT,

+ [MOVETO:<directory>- 7—h1Janfcty > a > ORE 7 71 L YBNICEEIT 388 T L
o 5D LDFEETEZITALIMIEBETIVENHBDET, CONTAXA—E—FFTF>3>TY. T
1 L7 FUDMBEINMTUVWRWES. 771 ILIZTOBMIBATICERD £7,
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+ INOTE:<note>- ¥ —4Z~R—XX L J—RICEBMETN3. 7T—H17ThiBtEy arvBEOT+X &S
OXE, COXEIFZESIAFTEATLETV. CONSTA—E—EF T3 >TY,

o [L-Windows 1 R>Y rOFJIZ. T—AATEINicE vy a>RE T 7 IILOKERE IS —OH %R L F
To CONTA—F—FA TS 3>TT,

o [F-7OYFrERRETICarchive A9 Y REBBIMNICKEITLE T, CONSTA—F—EA T3> T,

Session Recording 7 —2~R—XR ity avBEET7—H1 T L. Ly avORET 71 L 2YENICEE T
B

1. Session Recording #—N\—H1 > X b=LTNTVEZH—N—IZ. O—HILEBELLTOJAYLET,

2. AR RFFOY T hzRBLET,

3. REDEET + LU LU H 5. Session Recording —N—D1 Y X b=JILIXZXD BinFs Lo K
(<Session Recording server Installation Path>/Server/Bin) ICEELFT,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory> /
NOTE:<note> /LAY Y R%EZR{TLEFT, CZT.daysidty>a>oRE7 71 I/LOREHHB.
directory 37 —H1 7S hicty > a3 > ORE T 71 ILOBERT Lo LU, note (FF—2~N—2L 30
—RIZEBMENT. T—ACTEINB LY a3 YORE I 7AILICETEIXETT, YEANALTT—AA
TZzHBELET,

Session Recording 7 —4Z~R—X T v > 3 VBRED T —HA1 T DHEITSICIE

1. Session Recording #—/N\—M1 > X b=ILTNTVEZH—N—IZ. O—ALEBELTOJAYLET,
2. ARV RTIOVT L ZERBLES,

3. REDEET « LU LU H 5. Session Recording —N—D1 VX b=JILIXZXD BinFs Lo K
(<Session Recording #f —/\—®+ > X k—JL/XX >/Server/Bin) ICEELF7,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /Lax> k%
RITLET, CIT. daysidty s a vREOREHRE. note (37 —2R—X L J—RICBMEI N, 7—
H1TENZE Y aVREICETZIXETT. YEANNLTT7—H172BELET,

Ty arvoiREm7 71ILDET

Session Recording 7 —2RX—RUZT—H1 T Ih, BEOEMBAD SBBLIBRE T 71 ILZRRT I3,
T71INZEBRLET, 7T—h1 THRICRBOBMBIAD SBEISNED > T —hA1 TEHDOE Y D 3 VREIF.
Session Recording Player T35SI 7/ A TE £,

BEINtty a oBE T FAILEETTBRICIE. 2 00AFERABDET, BRELREYSaYOFBET 7T ILE.
T—hATEHT7AINDETTAINE—ICOAE—LEFT, £Xld ICLDBaA—Fr UTsEFBLT. XERE Y
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> a>ORE T 71 /L% Session Recording 7 —4R—RUZA Y KR—bLET, P—A1TINczy>a >R
B771IDETICIE. RYDFEZSBOLET, T—H1 T EHT7AIILNOERT AINA—ICaE— LT 7+
L. FBICAR>TBA. HIBRLET,

Session Recording Broker Tid. £y >3 >YORE T 71 IO TORMBAICERODN S RWVIEE. 7—H1TE
HIT7AINOERTAINE—%2FALES, TN —XIE. Session Recording Player h'5t v 3 > 0iRE 7
TAILOBENERINTIBEICKEL £9. Session Recording Broker IZR#IC. TTOBMIBAATE Y > 3
VOFRBITAILNERLETS. 77D TOBMBERICE DO 5AVLES. Session Recording Broker (&%
IS P=AATBHIT7AINDERIANE—%EFzv I LET, 771IDERT +ILE—ICFET BHEICIE
Session Recording Broker I3B4£ 9 372D 7 7 L% Session Recording Player IC#fEL£d, 771
IHEOH 5% WEEIE. Session Recording Broker id 7 71 ILAARDOHD £ AL W5 IT5—% Session
Recording Player (Zi#fE L £ 9,

T—NATEADRET 71L& VR— T 3L, Session Recording 7 —4R—IXNRZDT7 71 ILDEY> 3
VRREER FTLUVEMNRABY) TEMEhE T, 7—A17 ity a>oRE771IILE1>R—kLT
b, 77IIEEY Y a VREROTORMBEIICIZRINEE Ao

FAvAR— by a Y ORET 7 LICIE, Session Recording F—A2R—XATHEHESINIT—H T
BEE7—HA1TXENREENTVET, RICICLDB@archivedv >y RERITLIZE S, 1 VKR— Izt
v a ORE I 7FIIDBET—HA1TEINBZIeAHD T,

ICLDB ®importax > Ridg. 7—H1 7 SN2 BOBE I 7M1V R—bFRDICRIEET, Thick
h. Session Recording 7 —2ZRXR—ZHDR>7=RFELTWVWE LY a VBET— 2 ZBEFIEENTIEY,
7z, Session Recording #f —/N\— LD HZREBZAAHD SAOREBFAICEY > aVRE T 7IILEBBTZ L
HTEFET, ICLDB @ import <> Kif. ICLDB dremoveallavw > RDE{T#. Session Recording &
—AR=R Ity a VREZBERNDAHTEIDICHHEATITET,

ICLDB2—F <1 UTF s DimportIT Y RICiE. RDESBNSAX—F2—HHDFT:
o [LISTFILES - v > 3 Y ORBE T 71 ILDA Y HR— FREOREHR I 7ML T 71 IILEZE—BRRLE
To CONFA—=R—FF T2 3>TY,

o« [RECURSIVE - $RTOHITFo4 LI RITEY I VDBEI7IILERELET, CONTA—F—F
7 3>TY,

« [L-Windows 1R> rOJIC. A YAR—bINEY I VORBT 7MIIOBREIS—OHZLRL &
3-0 C@/fax—g—(ij7’°/59'f3'o

o [F-7OV7hERFETICIimport AV REBRIBICKEITLET. CONTX—F—FF T3> TY,

T—NATEINET7AINDERTANF—=2FALTEY>a > ORET 7ML Z2ETT BICIE

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBELTOJAYLET,

2. Session Recording Player  70ON7« T, 7—A1A 7SNty a Y ORE T 71ILOT71ILID &
T—h1 TREERELE T,
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3. Session Recording Player o 7O/ 7 1« TELZZ7 7L ID ZERALT. Nw o7y TRHOEYS 3>
DBRET7IINERLET. v avBEDO 7 71IILEIET_<FileID>.iclTtd, ZZT. FilelD
3ty a>oRE771ILoID TY,

4, Ly a oR@I 7N %E. NV ITVvIDST—AATEAFT77AIDETIT LA —ICIE—-LE T,
T—AATEAT7ANOETT A NA—ZR_ETBICIE:
a) [RE—F] XZa—h5, [RE—FK] > [§RTHOFOY S L] > [Citrix] > [Session Recording
HF—N—0T7ONT+] DIRISERLET,

b) [Session Recording t—/\—D7F0O/XF 1] T. BB 2 TEBRLET, [T—H1TEHT
FAIILDETRTAIINAE—] T4 —ILRICREDCETT LI FUDRRRINE T,

ICLDBimport Y > FEFEALTEY > aYORE T 7L EETT 3101

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBEELTOJA Y LET,
2. Qv ROy hzEBRLETD,

3. REDEET « LU ~UhH 5. Session Recording 5 —N—D1 Y X b—JLIXZDBin T+ L7 U
(<Session Recording server installation path>/Server/Bin) iCEELZFY,

4. LTFOWThhZRITLET:

« ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>av>R#®R{TLZ
¥, CTCT. directory i3ty 3> OBETFAILEZT 1 OUEDTA LI MUD (RR—RATKX
flsntz) GMTT. YEANNLTA Y R— b ERELET,

o« ICLDB IMPORT /LISTFILES /L <file>aw>r#%=x217L%d, 7. fileldz1l ol
oty a>oRET 7LD (AR—IATXYISNT) BEITY. Ly a>voRE7 71 ILDE
EICid. DAL RA—RXFE2FEATAEHTIET, YENALTAYR—F2BELE T,

BBEEOJ DERTR

February 20, 2024

Session Recording BBEOJ Tld. UTDT7 I T ET 1D RBEINET:
« Session Recording ;K1) > —2> Y —)L F7zi& Citrix Director TORY > —~ADEE,
+ Session Recording 4 —N\—O7ONT 1 IZHITBEE,
. REIDHE,

e Ty aUARRINBZEIDORII—IT,
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o« EROBRVWEEBEOIH—EIADT I+ XHT.

= .

TR

LZZAMIIT 42— DERZRD L. FAGHEBENREETIAEENHD. AL —FTa VI XTLDE
AVRAM=IHRBBIZARZBEDLHDEFT, LYAMIITAEZ—DOZRAICEBZEZICHLT. M)y IR
TRR—IEEZEVERA. LA MIIT 42—k BEROBELHOSEETITHERAC LIV, £ L
DRMVTFAINDNY Ty THEERLTHS, LIZMUEBEL TSIV,

EEEOJ OEMLIIZBEML

1 >R k—)L#. [Session Recording #t—/\—D70O/%7 ] T Session Recording &iBE O e % | F
f>BMCTESET,

1. Session Recording EBEOJ/ NI VXA b—ILTATVWB IO VICEBEr LTOJ AV LET,
2. [R&—F] Ra>HEIU Yo L, [Session Recording t—N—D7O/F 1] #ERLET,
3. (@71 2479% 00w o LEY,

Session Recording BEBEOJ/ Z\/MICTH L. MLWTITrETrROJICERINEEA. BEFEOOJZ
Web X=X Ul h5BETEET,

WMHEOTOY IHEEZEMICT 3] AV OBE. QOFDPRRTZIEUTOT /T ETATOvITnET, >
AT LARY bHAARY K ID600]1 TOJICEEEINET !

+ Session Recording K1) >—2> Y —JL 7% Citrix Director TORER > —~ADEE,
+ Session Recording #—N\—O7ONT 1 BT BEE,

Ty OREIIHNBEOTOYIREICLZIFEEZZITEE A

BEEOIH—EXTHTY COER

FIAIETIE. BEEOVIZAI V22— b2 TxX—>a3 > —EX (IS) oWeb 7FU4s—> 3> LT
RIFENTH DO, ID & Network Service T, EF¥a )T LNILEILRRT37HIC. SO Web 77U —2 3
DDIDEY—EXTAITIVRFERIIBEDORXA >V TAT Y MIEETEEXT,

1. Session Recording H—N\—%2HKZA + B3I VICEBBEL L TAOJF Y LET,

2. ISRR=2v—T. [7TUTr—>a>yr=)] 200y o L&D,

3. [7FU4r—>a>F—)L] T. SessionRecordinglLoggingAppPool =50 1J v o LT [FHHlRE] %=
EIRLE Y,

4. BEID %=, ERTZIHEDTHIY MIEELET,

5. db_owner #&[R%. Microsoft SQL Server ®»7—%~— 2z CitrixSessionRecordinglLogging © 7 1
DY hIELET.

6. LU Z kUx— HKEY_LOCAL_MACHINE\SOFTWARE)\Citrix\SmartAuditor\Server 0 # #4810 &
RET7HOY M5 LET,
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FE7I>a>o0

FIAIEFT, BEEOJ TRV —IJITURTROIRTORET

JEBROEML X IZBINL

72aryPOdilERInEd. COBA.

AREOOIJHERSTNBZAREEDRHD EFT, NT+—IVXAEZALIETETARL—JFBERETSICIE. LPXKNUT
CoBEoOI EEMCLET,

EEEOIT—FDBS

Session Recording Tlf. IRTOBEEBENI T—2%5BR

Session Recording 4 —N\—% KX+ B3I VICEBBEL LTOJF Y LET,

LPZAMUIT2—2REET,

EnableRecordingActionLogging 0fEr L T. UTF%HRELFT:

0. RET7U>
1. FET7I>

IEI

3> DOAOJEROEMWL
DIEEERDERL

. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server |Z#2&L £,

Session Recording 4t —N\—% KX+ $3AVEa1—42—T. ROMEZITVET:

1. [R&2—K] RE>% 1) v o L. [Session Recording &

2. LoggingReader 1—H#—DE&ERBERENNILE T,

Web Player t#

CilrIX | Session Recording

Recordings v
Comments v
| [ER Administrator Logging  ~
Configuration Logging
Record Reason Logging

Configuration v

fthoT > DIBE:

1. Web 73 o#—%EW\WT, EB&EOJ D Web R—JiZ7

A
RET

D Logging Time
18 2/22/2021 10:07 PM
17 2/22/2021 10:06 PM
16 2/22/2021 9:41 PM
15 2/22/2021 9:32 PM
14 2/22/2021 9:32 PM
13 2/22/2021 9:32 PM
12 2/22/2021 9:32 PM
11 2/22/2021 9:32 PM
10 2/22/2021 9:31 PM
9 2/22/2021 9:31 PM

Task Category

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Recording File Play Back

Component Affected

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

Session Recording Player

NI-EEEOY O Web R—INRRINET,

+ Action
+ Action
+ Action
+ Action
+ Actior
+ Action
+ Action =
+ Action =
+ Action

+ Action

BEOJ] 2BRLET,

Task Details

= Session File Path and Size Query

= Session File Path and Size Query

= Session File Path and Size Query ..

= Session File Path and Size Query

= Session File Path and Size Query ..

= Session File Path and Size Query ...

Session File Path and Size Query

Session File Path and Size Query ...
= Session File Path and Size Query ...

= Session File Path and Size Query

JEALET,

Task Excuted By

T30 Web R—20 Ul iRt ES,

[

Authorized

true

true

true

true

true

true

1-100f18 2 >
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« HTTPS T#E#i 9314 https://servername/WebPlayer/#/logging/config
https://servername/WebPlayer/#/logging/record(Z ZT.servernamei
Session Recording 4t —/\—% R+ §B3I YV DOEFTY)

« HTTP Ti##4i 9 %33/ &: http://servername/WebPlayer/#/logging/config
http://servername/WebPlayer/#/logging/record (ZZT. servernamei
Session Recording 4 —/N\—% KX T3V DOEFTY)

2. LoggingReader 1—#'—D&EEIEHRENNILET,

Web Player t i& I nf-BEEOY

Web Player (3. BEEOJ D Web R—J%#i& L £, LoggingReader r Player @A D&KENCEID HTS
n7-EE&IE. Web Player TEBET7 /T rETAOJERTTIE T,

pE
Web Player 7 5 U#—IC®RE I N7 5:E8ld. Session Recording Administration > 7R—%> h&E 1>
Ab=LLIce FISERLAETBL—HLTVWAHELRHD £,
s RO
GIHTIX  Session Recoring - m—

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
| [ER Administrator Logging  ~ 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

1-100f 18 ..1 2 >

e LO—FRoEHOOY:
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CifrIX | Session Recording

B At

Configuration Logging

Record Reason Logging

Configuation v

Component Affected

- :

2972021 1:18AM

Task Details

= GDDC/Desktop/#4#Deskop.

= GDDC Desktop##Deskop.

~ Applications = GDDC/Desktop/&<2Desktop

~ Applicsions = GDDC Desktop &52Deskiop.

~ Applications = GDDC Desktop/##2Desktop.

IIS £ SessionRecordinglLoggingWebApplication - + & Web Player ® SSLERENR L THBZ %

BLTLREE
LET,

€3 Internet Information Services (IIS) Manager
P
(3 P>

File View Help

‘> Sites » Default Web Site » »

Connections :
Q-2 @ ‘Q /SessionRecordinglLoggingWebApplication Home
€5 Start P — —
A Filter: « ¥ Go ~ G ShowAll | Groupby: Area B
v .83\
(I Bpplication Pools ASP.NET
v .8l Sites 2 & — = T &
of =) Z, i \ 5
v € Default Web Site $ L4 ¢ ) ‘%f 'J
_| aspnet_client NET NET .NET Error NET .NET Profile .NET Roles  .NET Trust .NET Users
3 MSMQ i C i Pages Levels
P SessionRecordingBroker = =1 =
b1 I 5 *_ a
P SessionRecordingLogging =] ab i‘g 8 l“\',l g; |
P Sessi ordingLoggi ication c MachineKey Pagesand  Providers Session State SMTP E-mail
(@ SessionRecordingRestApiService Settings Strings Controls
P SessionRecordingWebStreaming s
P WebPlayer 1 B B
() n 4 R 4 =
= ¥ -— xzi’ V] o1 | L%i, xJ
ASP Authentic... Gl Compression Default Directory Error Pages Failed
Document  Browsing Request Tra...
u PN i) D =) 2 o=
& o A & &
Handler HTTP HTTP Logging MIME Types  Modules Output Request
Mappings ~ Redirect  Respon... Caching Filtering
SSL Settings

Ready

RANTIZ 974X

July 15, 2022

Session Recording DR BRDBOBMRICDOWVTIE. RORIX TSI F1 ADRFa XY

TN

Management

[ et e 2 Coment e

s BEORIETOAaRSBOEK
+ Azure T Session Recording # BB L TARIET 3

Wo BILTRBWES. BEBETVITETAOJANDTIERZERLILEEIC403 T5—HRE

- X
@ he-
Actions \
B e
Manage Application $
Browse Application
@] -
o A
Q H
%

besRLTE
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BEEFDIRIETOREE I DIEN

February 20,2024

Z 2 Tld. Citrix ADC =B L T. BE7ED Session Recording IRIBICARSE/ — R ZEBMT 3 7O RICDOWVWT
HEALE T, ROY—N—F, TOELIXLETHE LTERAINTVWEY, Azure T Session Recording = &R L
TEEPHIZEHTEEY,

+ Session Recording

N

SRServerl

LBDC
TSVDA

SRSQL

H—N—DIEE

Session Recording #—
IN—
FX1>arbO0—5—
Session Recording
Agent

Session Recording 57—
BER=RETF7AINY =N

(ON

Windows Server

Windows Server

Windows Server

Windows Server

IP7RLZ

10.63.32.55

10.63.32.82
10.63.32.215

10.63.32.91

IARTO Session Recording AV AR—%Y b RXA> > bO—5—F lb.comBE DR X >z
BLET, Lz, RXrVEBEZET7HY Y D Tlb\administratory (& —N—OFF VEICERAL F

ER

« Citrix ADC

N

NetScaler

L <3, TCitrix ADCVPX 1 ¥ 242> 2z [EFT 51 ZBRL TSI,

H—N—DIEE

Citrix ADCVPX ¥ > 2%
VR

EEIP7FLZ (NSIP)

10.63.32.40

FIEL: 77 0NWLF—N—ICHBET A —Z1EHT S

HITRYMIPF7RELZ
(SNIP)

10.63.32.109

1. RX1VEBET7HYU> L (F: Tb\administrator) 2BALTI7 7L b—N—COJ 4> LET,

2. BEEBMT D7 AILE —%E{ER L. SessionRecordingzc WS Kaixfir£3 fl: C:\
SessionRecording) 7# L4 —0DHAED/EFAHHER% Session Recording H—N—rHHBL
79, fle LTSRServerlzAL. TLB\SRSERVER1S] ¥ XNHLET, RILIESSIIHBETT,
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Y + | Windows (C:) — [m] X
Home Share View 2]
« v 4 e > ThisPC » Windows (C:) » v & Search Windows 2
-
Name Date modified Type Size
# Quick access
46c2a726daB69f96b3bBc 54582202 File folder
[ Desktop
Perflogs File folder
‘ Downloads Program Files File folder
=] Decuments Program Files (x36) File folder
=| Pictures SessionRecording File folder
Open
[ This PC SQLServer2017Me 1 File folder
Users Open in new window 1 File folder
¥ Network Windows SRR I File folder
&l ip Give access to > Remove access B
Restore previous versions 2 Specific people...
Include in library >
Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Yitems 1 item selected =
Home Share View 0
<« ~ 4 & > ThisPC » Windows (C) v & Search Windows (C:) P
Name Date modified Type Size
s Quick access
46c2a726daB69f96b3bBc 54586202 10, File folder
[ Desktop
PerflLogs 10, File folder
‘ Dawnloads Program Files 11 File folder
= Documents Program Files (x86) File folder
=] Pictures SessionRecording I File folder
[0 This PC SessionReco™ Eil- s B g “
SQLServer20
& Network Users & Metwork access
Windows
Elip .
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write »
§2 Administrators Qwner
\SRSERVE Read/Write v _|
|
10items 1 item selected I'm having trouble charing E =

Cancel

G Share

3. SessionRecordingZ # LA —RICH T 7+ ILE—%EM L. sharex WS ZrixFiFF£7 (f:
C:\SessionRecording\share),
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] + | SessionRecording

Home Share View [7]
Search Se

« v » ThisPC » Windows (C) » SessionRecording »

Name Date modified Type Size
s Quick access
share

11/25/2020 5:24 AM  File folder
[ Deskiop
¥ Downloads
|2 Documents

&= Pictures
[ This PC

¥ Network

litem  State: 3R Shared |E| =

4, F—hAATENREZETTZO 7 I 4 —%ER L. SessionRecordingsRestoredz s
ZeixftirEd (fl: C:\ SessionRecordingsRestored), 7 #/LE—DFHEAHED [EZAHIE

fR% Session Recording 4 —N\—c H£EL %7, fle LTSRServerl&fERAL. TLB\SRSERVER1S]
EANALET. RILESSEBBETT,

5. SessionRecordingsRestored7 # /L4 —WICH T T # LA —%ER L. sharex WS EFiz
79 (fl: C:\SessionRecordingsRestored\share),

Flg2: otz YR— 93 &5ICBED Session Recording 1 —/N\—%#EmR 73

ZOFIBETIE. BRIEETR— T3 &L 5ICBEFED Session Recording 4 —/N—% 8T 3 5AICDWTEHEAL
9, FlE 7Tl BEFEDIRIEIC Session Recording 4 —/N\—%BMT 3 FIEICOVWTHLLKHBLED,

1. RXAVEBETHYY b ZERL T, Session Recording 4 —N\—icOJ 4> L& 9,

2. [Session Recording r—N\—D7O0/NF ] 2RI £T,
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Session Recording 2203 LTSR

Windows Server

Citrix
Session Recording Administrator L...
Session Recording Authonzation C...

Server Manager

Session Recording Policy Console

s

Windows
Administrativ...

Session Recording Server Properties

Firefox

=

Google Chrome
Microseft SOL Server 2019

Search
Server Manager

Settings

Windmwe Arreccnnas

s c‘v

A

Windows
PowerShell

™

Task Manager

"

Event Viewer

il
—
Windows
PowerShell ISE

=

Control Panel

File Explorer

3. BE 7 7 MIILEBME L TMETT 50D, FIBE 1ITER L UNC (Universal Naming Convention: iR
BEETRA) XZXEBMLET (CoflTid \\SRSQL\SessionRecording\shares &t
\\SRSQL\SessionRecordingRestored\share), SRSQLIZZ 71 /LY —N—DHKIXALZT

ED
pE
Player & Session Recording # —/\—%ZE LI >IZ1 > X =L L7 WBRD . Session Recording
Player id RS 1 IXFEIERILES (S) 2BENRTI 7L EBETT A

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235


https://docs.citrix.com/ja-jp/session-recording/2203-ltsr/best-practices/configure-load-balancing-in-an-existing-deployment.html#step-1-create-shared-folders-on-the-file-server

Session Recording 2203 LTSR

% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motfications CEIP Logging RE Y| *

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

4SR50 WSession Recording \share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I"-."-.SHSGL“-.Sessil:unHecnrdingsﬂestnred"-share l Browse...

Corca | [IIESB%

4. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N\—OL X U F—(ZfEZEBML £,

fBn&A1: EnablelLB
EnT—%: 1 (D_WORD. o%b TH%h)
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B Registry Editor

File Edit View Favorites Help
ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer MName Type Data
HKEY_CLASSES ROOT 28] (Default) REG_SZ (value not sct]
2 :E;—Eggii”;f;:?m 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
o SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
- Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnalyt\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
2:?;;:”**”"”””““ ab] LinkSalt REG_SZ kkZoda74
Intel i’ﬁ]LDggnglo(kState REG_DWORD 0x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. Citrix Session Recording R AL = Y%= v—H—EXZBEFHL 7,

FliE 3: Citrix ADC TEREIHEZERT S

Citrix ADC TEESEEBRT 37555182 250 %7, TCP KRZIL—t SSLAT7O—RTH,

TCP N —ZN L TEEIHEZHERT

Ko bARAOZIE. TCPNXZR RN =N L TEADEHEBR T35 EERLTVET,

« Python X—2z®» WebSocket t—/\— (N—=23>1.0) #ERALTV3RBE:
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

VDA ] E
|
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o IS (N—23>2.0) THIX TN TWS WebSocket r—N—%#FRELTVW3EE:

i- Mfé\g? ADG Load Balancing 5
. | e
T HTTPS) TcP ‘ 1301‘ 443 ‘ 80 “ """" *‘ 1301‘ 403 ‘ 80 ‘ ; HTTPS 443
o : SAN Cetificate
MSMQ 1801

Session Recording Server

SAN Certificate

-
. ] @
L |

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

TCP XA —ZN L TEFDH BRI 5ICIE. ROFIRZRITLET:

1. Citrix ADCVPX ¥ > R&Z>RicAQd 4> L& T,

2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DIEIZZEIRL %7
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
System ~ .
I: Settings
Licenses
Settings Modes and Features

Configure Modes

Diagnostics
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow | E )y Configure ADM Parameters

3. [Load Balancing] %i#iRL. [OK] 20Uy L&d,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o IR

4. BERET—N—%ZEBMLET,

[Traffic Management] > [Load Balancing] > [Servers] OlEIZ#ERL. [Add] 22U v L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @
(Q Clck heretorsearchar you can enter ey - Vlue formt 10

NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN

| ¥ sivl @ENABLED 10633255 0

5. WebSocket f —/N\—/\— 3 > 1.0 DiFE. Session Recording ' —/N— & (278 — + 80, 1801, 22334,
443 DBEFSEYT—EXEBML £9. WebSocket r—/N\—/1\— 3> 2.0 ®IFAE. Session Recording
H—N—CTrIZR— bk 80. 1801, 443 nEFIHT—EXZEBML £,

[Traffic Management] > [Load Balancing] > [Services] 0JEIC#ERL. [Add] 22U v o L&Y,

Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services / Services
System b .
Services
AppExpert >
ﬂTraﬂic Management ” Services a Auto Detected Services 0 Internal Services G

Load Balancing | )
I he Add ‘ Statistics | | No action

Virtual Servers

: Click here to search or you can enter Key : Value format
Services O\ e : et :

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes )]
Prionty Load Balancing |E| >
Content Switching @ >

BIIT288FMHT—CEX0RMENALET, [Existing Server] %3ERL. 2—4 v kD Session
Recording —N\—D IP 7 RLZAEEIRL £, &I, B—N—=FOr3J)Le LT [TCP] ZFRL. K—
FESEZANNLET, [OKI 20Uy I LET,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

TCP Z7ORINEZF—%2ZBEBEFHSHRT—ERICINTIVRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

EERBICHBZRETIAVEIVYILT. BEZREFELET,

Traffic Management / Load Balancing / Services / services

Services (@)

Services 4 Auto Detected Services « 0 Internal Services « 6

[(oa | [eot | [ pete | [ statisics | | [ aqon  ~ Search v
a Name State IP Address/Domain Name: Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
O sv-1-1801 our 10633255 1801 TCP 0 0 SERVER 0
[m] sv-1-22334 OUP 10633255 22334 TCP o 0 SERVER 0
[m] srv-1-443 ouP 10633255 443 TP o 0 SERVER o
(] sv-1-80 oUP 10633255 80 TCP o 0 SERVER o
Bk

R— b 22334 oafEsEY —EXi&. WebSocket —N\—N—=23> 1.0 ICOABETY,

6. BESERET—N—ZBML XTI,

WebSocket === 3> 1.0 DBE. ROFIEZERTL T, K— b 80. 443, 1801. 22334 &y
HEURBEY —N—%BIML X9, WebSocket t—/N—/1N—2 3> 2.0 DiEE. R— bk 80, 443, 1801 n&
AREREY —N—%BMLF I, fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers ) ®|:|
Add Edit Delete Enable Disable Statistics Action - Search ~
[m] Name State Effective State IP Address Port Protocol Method Persistence % Health Traffic Domain
a vsrv-80 o ouP 10.633260 80 TCP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/O DOWN [
a vsiv-1801 oUP @UP 10633260 1801 Tcp LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/0 DOWN o
[m] vsrv-443 oupP ouP 10633260 443 TP LEASTBANDWIDTH SOURCEIP % 1UP/0 DOWN o
[m] Vsiv-22334 ouP ®UuP 10.63.3260 22334 TcP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/Q DOWN o

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIERL. [Add] 21 v o
L&,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action
I Load Balancing I i = o
Q:, ck here or you can enter Key : Value format
Virtual Servers
NAME STATE EFFECTIVE STATE IP ADDRESS
Services
. No items
Service Groups
Total 0

Monitors

Metric Tables
Servers
Persistency Groups

Radius Nedes

Priority Load Balancing [

W

Content Switching

TCP 7Ok JJLIZESWT Citrix ADCVIP 7 KL R T, {REH—N—%BML 7,
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

EREY—N—2FLHR— bOBEIET—ERIINAIVRLET, f:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation Downloads

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80 Listen Priority -

Protocol TCP Listen Policy Expression NONE

State ®DOWN Redirection Mode P

IP Address 10.63.32.60 Range 1

Port 80 IPset -

Traffic Domain 0 RHI State PASSIV
AppFlow Logging ENABLI

Retain Connections on Cluster  NO
TCP Probe Port -

Services and Service Groups

A service is a logical representation of an application running on a server.
A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services
Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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BESHOBEEZERLET,

Service Binding / Service

Service @3

m P

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Session Recording 2203 LTSR

Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

E]SDUHCEIP RULE

Time-out {mins)*

2
IPvd Metmask

255 . 285 . 25h
IPvE Mask Length

128

OTHERS

@

7. BXr>3>btO—5—7TCitrix ADCVIP 7RLZOKRR L O—RZERL 9,

2, DNS Manager X
File  Action View Help
s pmEXE = Hm 83
£ DNS Name Type Data Timestamp
hd j LBDC 37m5dc5
v [ F(_erard Lookup Zones j sites
> _;J _msdes.lb.com j_tcp
> = lb.com j_udp
» | Reverse Lookup Zones —
s 7% Trust Points jDDmamDnsZones
. ™ Conditional Forwarders || —JForestDnsZones
Q (same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
Q (same as parent folder) MName Server (MS) Ibdc.lb.com. static
Q(same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
=[S Host (A) 10.63.32.82 static
ElLepoc Host (A) 10,63.32.11 11/19/2020 11:00:00 PM
Host (A) 10.63, 0
E SRServerl Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Q SRServer2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
ElsrsaL Host (A} 10,63.32.91 11/23/2020 3:00:00 AM
QTSVDA Haost (A) 10.63.32.215 11/23/2020 2:00:00 AM
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8. HTTPS &@mT Web Player ic 77+ X9 3Icid. Citrix ADC £ & Session Recording #—/\—®O&EA T
SAN GERRENERATRETH 5 C E 2B L T 2T WV SAN ZERAZICIE. Citrix ADC & & U'& Session
Recording #H —N—DRZLEHM R X1 VEHEENTLET,

n  Certificate >
General Cetals  Certification Path

Show: | <all= e

Field Yalue 6

.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ab. ..
CF‘.L Distribution Paints [1]CRL Distribution Point: Distr. ..
@.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
wvd| Subject Alternative Mame DS Mame=netscaler.lb.com, ...

D umnbprint ceaabf2r434becle 388000904, ..

DMS Mame=netscaler.|b.com
DMS Mame=10.563.32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5RServer 1.lb.caom
DMS Mame=10.63.32.55

IP Address=10.53.32.55

DMS Mame=localhost

Edit Properties... Copy to File...

SSLATO— R TEEDHEERT 5

RO RRAZIE, SSLAT7O—RTCEBEIEZEMRITZHEETRLTVETD,

+ Python X—2®» WebSocket #—/\— (IN\—=23> 1.0) 2FEALTVIIHEE:
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ADC Load Balancing

=

SAN Certificate

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

Session Recording Server

e IS IN—>3>2.0) TERIX TN TWS WebSocket —N—%FHLTWVWRES:

MSMQ
1801
VDA

HTTPS|
—

VDA

ADC Load Balancing

SAN Certificate

TCP |

HTTPS/WebSocket(WSS) 443
Certificate

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

1. Citrix ADCVPX ¥ > R&Z>2icAd 4> L& T,

Session Recording Server
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2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DJEIZERL £,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System [/ Settings
System e .
I: Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration >
Authentication 5
Auditing >
SNMP > ADM
AppFlow |E| N Configure ADM Parameters

3. [SSL Offloading] ¢ [Load Balancing] #3®#iRL. [OK] #oU v oL %7,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o .

4. aFOBRT—N—%ZBMLEY,

[Traffic Management] > [Load Balancing] > [Servers] OIEIZ#ERL. [Add] 20U v o L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0
25PerPage v P 1 of1

5. BIOFIETIB L =& Session Recording 4 —N—DBEIEH—EXZEBML £9,

%& Session Recording # —N\— IR DEREIET—ERZBML £

+ (WebSocket H—N—N—2 3> 1.0 #EALTVRBEICOAMBE) TCP EZZ—IINTV RT3
R— b 22334 @ SSL &f/mo#8H—E X

e HTTPS E=&#—ICNA Y RENTcR— b 443 0 SSL BRESET—EX

e TCP EZZ—ICNI Y RENfcR— bk 1801 @ TCP &fa8T—EX

Traffic Management / Load Balancing / Services / Services
Services
Services (3] | AutoDetected Sevices (0 Intemal Services | ¢
Statisti rch =
(] Nam: State Port Protocol Max Clients Max Requests Traffic Domain
®e0 vi o =t
O our P
O ouP 7334 L

Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Services /[ Services
System > H
Services
AppExpert >
ﬂ Traffic Management v Services i)  Auto Detected Services 0 Internal Services 6

Load Balancing e
I o8¢ Baancing | e Add ‘ Statistics | | No action

Virtual Servers

- Click here to search or you can enter Key - Value format
Services O\--' ere 10 search or you can emter key . Value Tormat

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes @)
Priority Load Balancing |E| »
Content Switching @ >

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 253



Session Recording 2203 LTSR

(WebSocket F —/N\—/N\—> 3> 1.0 2FERA L TLWBHEEICOHBE) Session Recording F—/N\—CT&
ICR— 1 22334 0 SSL &R SHT—EXZBML T, BEIBEY—EXD&ZFIEANALT [Existing
Server] %#iRL. Session Recording t—N\—o IP 7RLZEBIRL £, RIS, H—N—=7FOrIL
LT [SSL] ##RL. R—+&ES 122334 ZzAHLT [OK] 20U wo L%,

frezlE WTFDRI =223y hESRLTLEEI L,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name*
srv-1-22334 @D
Mew Server e Existing Server

Server®

srv-1(10.63.32.55) e

Protocol*

SSL v (D
Port*
22334 @D

» More

o I

TCP £=%2—%. BIML7 SSLAFRIHY —ERICNI Y FLET,
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

% Session Recording #—/\—|ZR— 443 @ SSL BEOE Y —EXZBML 7T, BEFIET—EX
DO&#ENSLT [Existing Server] %3#iRL. Session Recording 4 —/N\—D IP 7 KL 2%#IRL F
Yo RIS B—N=TOrJJLE LT [SSL] #ERL. R—b&FES 14431 2 AHLT [OK] 22Uv oL
*9,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

HTTPS €E=4#—%. BML7 SSL BT —EXICNI Y RLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

%& Session Recording #—/\—(Z7/R— 1801 ® TCP &R 4 —EXZEBML £5, BEIHYT—E
2D&‘ENSILT [Existing Server] %3®iRL. Session Recording 4 —/N\—d IP 7 KL 2 %:&RL
F9, R H—N—=7FOrJLE LT [TCP] ZERL. R—+&HES 18011 ZAALT [OK] £0Uw
JLET,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentat

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

TCP =% —%. BMLETCP BF/AMT—EXICNIVRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (WebSocket t—/N—N—2 3> 1.0 # AL TVWIEAICOIANE) R—+ 22334 0 SSL BFHEY—
EXZEICHTTP Z7O7 71 IL%EBML £,

[System] > [Profiles] > [HTTP Profiles] DIEISERL. [Add] 20U v o L%ET,
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
Settines TCP Profiles 13 HTTP Profiles @E]) | Database Profiles = 0 SSL Profil
Diagnostics Add
High Availability b
MTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v vy
User Administration > nshttp_default_internal_apps v v
Authentication >
Total 3

Auditing >
SNMP b

[Enable WebSocket connections] ¥t v 7Ry I X%&EFVICL. HOBEICDOVWTIFT I AILLDF
FICLZEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 260



Session Recording 2203 LTSR

HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams
100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20
HTTP/2 Maximum Header List Size
24576

HTTP/2 Maximum Ping Frames Per Minute

HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid
| Drop extra CRLF

Drop extra data from server

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enable WebSocket connections (D |

| HTTPWeblogging

Drop invalid HTTP requests
Mark TRACE Reguests as Invz
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

Adaptive Timeout

HTTP ZO7 71L& FiEANALE£T (ffl: websocket_SSL),

R— b 22334 O0F SSL BESHY —EXICRD &Y (f: srv-1-22334), [+Profiles] 22Uy oL
9,
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Citrix ADC VPX (1000) g Partition | ngroot v

Not configured default

Dashboard Canfiguration Reporting Documentation Downloads -ﬁ-

G Load Balancing Service

Basic Settings Ve Help
Service Name srv-1-22334 Traffic Domain 0
Server Name srv-1 Number of Active Connections - Advanced Settings
IP Address 10.63.32.55 Hash ID -
Server State @®DOWN Server ID None =+ Thresholds & Timeouts
Protocol SSL Clear Text Port -
Port 22334 Cache Type SERVER + Profiles
Comments Cacheable NO
Health Monitoring YES -
AppFlow Logging ENABLED +  Policies
Monitoring Connection Close Bit NONE
4+ SSL Profile
Service Settings VAR
4+ SSL Policies
Sure Connect Use Source IP Address  NO
Surge Protection  OFF Client Keep-Alive NO + Certificate
Use Proxy Port YES TCP Buffering NO

HTTP ZO7 7rJL (ffl: websocket_SSL) #:&RL. [OK]. [Done]l DJEICZU Y I LET,

Profiles
Met Profile

w | 4+
TCP Profile

w | 4+
HTTP Profile

websocket 550 1 +

DM5 Profile Mame

L

Done

7. (WebSocket H—/N\—N—23> 2.0 2FEAL TV IIBEICOHBE) R— b 443 O SSL BREL/ET—E X
CCICHTTP 707 71 )LZEBML £,

8. RXr>1>tO—5—TCitrix ADCVIP 7 RL ZDHRRX ML O—REERL £J,
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E:, DMS Manager

File  Action View Help

e« | HEXE= Hml 8 86

2 DNS

v

~ § Leoc

Forward Lockup Zones
=) _msdeslb.com
=/ lb.com

" Reverse Lookup Zones

Trust Points.
Conditional Forwarders

Narne

_P—_Lmsdcs

j_sites

—tep

i
jDomamDnsZones
:]FnrestDnsZnnes
E—|(same as parent folder)
E—l(same as parent folder)
E—l(same as parent folder)
Elibdc

ElLeopc

E-| SRServerd
ElsrsaL
ElTsvoa

Type

Start of Authority (SOA)
Mame Server (MN5)

Host (A)

Host (A)

Host (A)

Host (A)
Host (&)
Host (A}
Host (A)

Data

[47], Ibdc.lb.com., hostma...

lbdc.lb.com.
10.63.32.82
10.63.32.82
10.63.32.1
10.63.32.60
10.63.32.55
10.63.32.68
10.63.32.91
10.63.32.215

Timestamp

static

static

11/18/2020 2:00:00 AM
static

11/19/2020 11:00:00 PM

11/18/2020 2:00:00 AM
11/18/2020 11:00:00 PM
11/23/2020 3:00:00 AM
11/23/2020 2:00:00 AM

9. BESEIREY —N—ZEBMLET,

Citrix ADCVIP 7 R L X T, ROBHEDEREBT —N—ZEBML £,

o (WebSocket r—/N—N—2 3> 1.0 ZERAL TV RIBAICOAKE)

BESBREY—/N—
o SSLICEDCR—+ 443 oafmmaiirBy —/1N—
o TCPICEDC/R— b 1801 o&afmasREAY —/N—

freziF. WTFORIV =223y bSRLTIETL,
Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Statistics Acion -
(] Name State Effective State 1P Address Port
[m] oup our 1801
(] oup oup 44
o oup our 23

Method Persistence

% Health

SSLICED<R—+ 22334 D

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIZ#EIRL. [Add] #21)v o

L£Y,
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ciftrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert
iTrafﬁc Management | e | Add ‘ ‘ Statistics ‘ | Select Action v

I Load Balancing I b N o
Q) Click here to search or you can enter Key : Value format

NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Menitors ToEl@
Metric Tables
Servers

Persistency Groups

Radius Nodes

Priority Load Balancing [

W

Content Switching

Citrix ADCVIP 7 FL X T, &REY—N—%ZBMLEY, T—N—BZAHL. TCP £71% SSL Z:E&RL
T, PO THALILELSICEEY B R— FESZERLEY,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publ;
network (WAN), the VIP is usually a private (ICANN non-routable) IP address
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsry-80 @
Protocol*

TCP v ®
IP Address Type*

IP Address v

IP Address*
10 63 32 60 ®

BREY—N—ZBELR—- ~OBFIEY —EXICNT Y RFLET, A
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B2 bk

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R— b 22334 0ERSET —E . WebSocket H—N—N—T 3> 1.0 2ERTZHEICOHH

2T,

BENBOEEEZERLET,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)
Time-out (mins)*
2

IPv4 Metmask

255

(]
Ma
£
]
Ma
[
tn

25
IPvE Mask Length
128

(WebSocket #t—=/N—N—2 3> 1.0 2R L TV IIBARICOHBE) R— b 22334 oBFSHEREY —N
—QHTTP 707 71 )LZEML £,

Profiles x
A profile is a collection of settings that can be applied to a MetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ ~ ||ﬂ| | [websucket_SSL \'I| + || /’|

TCP Profile DB Profile

| v+l E3d

LB Profile DN5 Profile Name

| d E3(P2 *| 4]

10. Citrix ADCIcH 7>z o bDjIE (SAN) FEBAEZ A VX b—ILLE T,

53T 510818 (CA) h'5 PEM 2> SAN SEFAE % BN L £ 9. [Traffic Management] > [SSL]
> [Server Certificate Wizard] ®JEIZEIRL T, Citrix ADC OiFFRZE S K UMBEF—D T 71 /L& Hi
LT7y7O—RLZEFY,

FL<IE TSSLEAEEAZE ) Z28RL TS L,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

Choose File w ‘Ihcard.cer |

Key File Name™

| Choose File w ‘Ihcarr:l.kegrr |

Password™

[....| ]

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. SANEBARE%Z& SSL 8FEDBREY —N—ICNTYFLET,

[Traffic Management] > [Load Balancing] > [Virtual Servers] DJBIZZ#IRL £9, &iZ. SSL
BREIBREY—N—%%IRL. [Server Certificate] 0V v o L £,
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

giiRd SAN sERAEZEBML. [Bind]l 22U v L&Y,

FlE4: BESEEYR— T3 & 5ICEEED Session Recording Agent 2R 3

1. RXAVEBETHYY baFERL T, Session Recording Agent icOos 4> L £,
2. Session Recording Agent 0 7ONF« #FT £,

3. TCP & T Microsoft Message Queuing (MSMQ) %R 3B Ed. COFIEERITL TSI,
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[Session Recording Server] 7R 2 XIZ Citrix ADCVIP 7 RL DB R X1 B ANALET,

LE} Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

%& Session Recording # — /\ — £ T, HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parametersic®#3IgnoreOSNameValidationd DWORD f#ic 1) %#BMLTREL
7, #L <I&. Knowledge Center ®z2ECTX248554% 8L T 123 W\,

4. MSMQ over HTTP F 713 MSMQ over HTTPS 2R ¥ 315513, COFIEZRITLTLIET W,

(COFIBARTLTWREEIFZAFvS) RXr>a>+O—5—7TCitrix ADCVIP PRLZDRZX kL O

—RzERLEY,
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@

7, DNS Manager - m] *
File  Action View Help
= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
v & Lsnc ——_Lmsdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

& Session Recording ¥ —/\—T.powershell.exe -file SrServerConfigurationSync

.psl -Action AddRedirection - ADCHost <ADCHost>aw > K% %17 L T. Citrix
ADCHh5O0—ANLKRIMMIVAALY FEBIMLEY, <ADCHost>& Citrix ADCVIP 7 R L 2D Z£1(E
MiRXAYBTT, UFALI LTIl (fl: sr_lb_map.xml) AC:\Windows\System32\

msmg\MappinglicEMIh £ ¥,

E¥ Administrator: PowerShell

rverConfigurationsync.ps

1b_map.xml

er.lb.com

i*: PowerShell.exe #%179 5 &, SrServerConfigurationSync.pslhFEET 37 +)L4

—ICBEBLET,

[Session Recording Server] R < ZIZ Citrix ADCVIP 7 RL XDZLBM R X1 V&EANHLET,
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1
[%> Session Recording Agent Properties — 4

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocol: HTTP ~
HTTRHTTPS port: Default ~
Port Number:

Message life specifies the period during which data remains in the
Message gueLe.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS ~
HTTR/HTTPS port: Custom ~
Port Number

Corcel | [ sy

FIES: BRESEEYR— T3 & 5ICEEED Session Recording Player Z#m 9 %

Session Recording Player > R—3%> bZ A Y X b—ILLIEY L VT EHI iz Session Recording #—
N—r LTCitrix ADCVIP 7 K L X %7=i& Citrix ADCVIP O£ K X1 > Z=ZBML X7,

FIE 6: BMFEADEEFED Session Recording # —/\—TEEDEIEET 2N E SN ERERT S
1. Citrixfrf8twv>a>vzR@#L£7,

2. Ly 3 EBRETIZINESHZEHEALE T,
3. Web Player & Session Recording Player '$R& 7 7 1 L2 BETI3HhE SHhERRBL 7,

FIE 7: Session Recording 4+—/\—%iBiI¥ %

1. AL RXAUICRS vz #ERH L. Session Recording #—/N\—E¥a—JL & Session Recording &0
TJEIa—INDIHEIIVICA VA R=ILLET,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. BEF0 Session Recording # —N—YELTF—2X—XB&FEAL £, i
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Citrix Virtual Apps and Desktops 7
Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

Enable Administrator Logging
This option enables the Session Recording Administrator Logging service,

Enable mandatary blacking
This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. IVYDRY T—UT7AT A= L2 BEMLET,

4. Session Recording 7 —4#~X—X % > X k—JL L7 SQL Server T. §RT®D Session Recording #—
N=I > T7ho> kEHEE Session Recording ¥ —4#~RX—ZIZBiML. db_owneri&ERzE O YT
Io fil:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | 2 New Cuery BB o | - - | b | Generic Debugger -
Ebeetbi ey = @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ %
L o pcloctapoge IT Scipt ~ @ Help
= 1B SRSCL (SQL Server 14.0.900.75 - LB\ ~ »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ I ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&3 INFORMATION_S Server
ﬁ LBASRSERVER1S SRSAL
9 LE\SRSERVERZS Canection:
&9 LB\SRSERVER3S LB'\administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys
Always Encrypted Ke Ready
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - et
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. #L L Session Recording r—N—D< > >7ho > b (l: LB\SRServer2$) &. SEDOKMIBFT
BLVETTAINE— (ffl: SessionRecordingskt*SessionRecordingsRestored) @
MAHMD [EEFAHEREHEELET, RILESSIIBETT,

6. FIE3%4DIRL T, #L L Session Recording f —N—AO&BRESHY —EXZEML. BEEFEOREY—
N—ZHREL T, BESHT—EXIINA Y FZEBMLET, REY-—N—ZEBNT2HEIHD FHA. I
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. Session Recording &R > Y — )LD 7 7 1 )LSessionRecordingAzManStore. xml% Bk
Zd Session Recording #—/N\—h' 5% L L Session Recording 4 —/N\—icJE—L %9, 771l
<Session Recording Server 1installation path>\App_Dataicéb %7,

8. # L L Session Recording #—/\Y—IZ MSMQ over HTTP % 7z1& MSMQ over HTTPS /B9 3 ICId.
ROFIE#ERITL T, BHAEWMAEL TL 3 Session Recording —N—DL PR MUBRER A VR—ELET,

Bt %7 @ Session Recording # — /\ — (fl: SRServerl) T. powershell.exe -file
SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >
OV RERFTFTLET, TTT<KADCHost> &, Citrix ADCVIP 7 RL RDFZLEM K XA > & T, TV
ZAR=—bENFELIPR MU T 7o)l SrServerConfig. reghEmangd,

SrServerConfig.regZ 7 JL%&# L\ Session Recording —/N\—icdJE—L.powershell.

exe -file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost>avx > k% xRfTL %79, EnableLB f&i&. HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server# L \L Session Recording 4 —/\—aDL TR
bUE—ZBMEIh. sr_lb_map.xml7 7 J)LiEC: \Windows\System32\msmg\Mapping
DTFICEMENET,

9. FlE%#4DIRL T, Bl Session Recording H—/\—%BIIL £7,
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cSIdNWNoa—Fa>T
+ Session Recording #—/N—|C CNAME L O— R £/ Id ALIAS LO— R %2 ERT3HBE. Ty avidi
BINFHA. 2L <IE. Knowledge Center mzEECTX248554% BB L T LT,

e BEIZ 7AILIEO—NIICEATEITETHA. UNCNHNRICHBHTZCIETEEFEA. COMBEICTLT B
i&. Citrix Session Recording Z L —I Y32 —2 v —H—EXOBBE— FZ B8 (BIEH®K) ICEEL

=

Azure T Session Recording =B L TR T 3

February 20, 2024

GlEes

« Azure iZ Citrix Virtual Apps and Desktops # 7=z Citrix Daa$S (IB#F Citrix Virtual Apps and Desktops
BY—ER) 24X =ILLTHSB,
e Azure 7H oY b ZFE>TWS,

FIE 1: Citrix Virtual Apps and Desktops -1 > X k—5—% Azure |[C7v 7O—R ¥ 3
PN
Citrix 7 hw > bEEB#HREER L T, Citrix Virtual Apps and Desktops 4o > O— RR—=JIZT7 o0&
ALT HEDISO 771 )L%Z Azure DVM (AT > O—R 33551 FIEL1ZXAF vy FLTIETL,
1. Azure PortalT [general-purposev2] X bL—S7HUY REEHBL. T4 EDNRT =TV RD
EETHh2 [Standard] O EFICL £,

Azure Storage NOITARTDT7 IV ERIE. AML—=2T ATV R EEHLET
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

AR LA U L YA L LA U VA [ YA 1 IS S I 0§ IR R LA Ry Al L A LAy S URA ARy S i

redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.
Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * | (s) East us v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. HILWRAML—T7H9 Y MC#EEIL. [Blob service]l] £ 3> T [Containers] ##EiRL T T 7
ERRL £,
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= Microsoft Azure O Search resources, services, and docs (G+/) iEs) @ & 2 ©

tome > (D
— [ | Containers  # -

Storage account

[0 search (ctrl+) | « v O Refresh

Access Keys

Bl [ Search containers by prefix ° Show deleted containers
® Geo-replication

@ CORs Name Last modified Public access level Lease state

& Configuration You don't have any containers yet. Click '+ Container’ to get started.
A Encryption

@ Shared access signature

‘8 Networking
O security

@ Static website
1! Properties

A Locks

Blob service

B Custom domain
@ Data protection
& Object replication
& Azure CON

3  Add Azure Search

3. Citrix Virtual Apps and Desktops 1 ¥ Z k=S5 —% > FHIC7y FO—RLFT,

= Microsoft Azure P Search resources, services, and docs (G+/) e [‘9 33 ? ©
Home > yuchunjstg1 > Upload blob «
— yuchunblob/

Container Files O
‘P Search (Ctrl+/) ‘ « T Upload (3 Change accesslevel () Refresh [i] Delete 2 Change't & Acquire lease &7 ‘ “Citrix_Virtual Apps_and_Desktops._.. ‘E
F1 Overview Authentication method: Access key (Switch to Azure AD User Account) [ Overwrite i files already exist

Location: yuchunblob
A2 Access Control (IAM)

Vv Advanced
Search blobs by prefix (case-sensitive) J (

Settings

@ Shared access signature Name Modified Access tier Blob type Size T
Access policy No results -

1} Properties

O Metadata

FlE 2: Azure ;R—%)JL T SQL Managed Instance = {Ef{d %

LK Azure SQL YR =Y RA Y 2R EZ Y ZDEREBRB LT IET L,

FIE 3: Azure REE<> > (VM) Z{ERY 3

[Image] T [Windows Server 2019 Datacenter -Genl] %:#RL. [Size] T [Standard_D4as_v4 -4
vcpus, 16GiB memory] %#IRL £9, 5L <&, TAzure Portal © Windows Ri8< > > % Efi 3 %1 BBL
TLRE L,
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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FIg4: VE— TR~y FICL. Citrix Virtual Apps and Desktops - > X k—5—% Azure i

7w7O—R9$3

Pt e R e

— x
T Upload (3 Change accesslevel () Refresh [ Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
B3 overview DL nt)
A2 Access Control (IAM)
| search blobs by prefix (case-sensitive) ° Show deleted blobs

Settings
@ Shared access signature Name Modified Access tier Blob type size Lease state

Access polic %) Citrix_Virtual_Apps_and_Desktops_7_2012.iso 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 Viewsedit
I
O Metadata

25 Properties

@ Generate SAS

7N View previous versions
7 View snapshots

(5 Create snapshot

2 Change tier

& Acquire lease

[i] Delete

FIES5: 1> XA —5—%RfTLT. Azure VM (C Session Recording O R—%x> bE1 >V =)L

ERS)

2L <&, TSession Recording Administration I R—%> FDA > X k=)L) #BBLTLEIL,

FE6: BFEEREFETSZ-0D Azure 7 71 ILEEZER TS

BEZREFET SO0 Azure 7 7 1 IVEBZER T BICIE. ROFIEZERTLET:

1. Azure PortalT. AL =7 AT Y REERLTH S, Azure 771 IILEEZERL £,

4w I RE—RHA RICDWTIE. Azure Portal 2R L7Azure 7 7 1 LEBEDER S L UV EEE B

LTLRT W, RDOKRIF. B ITREESEHDEHTI

185770 0% Session Session
BRI 7Y EINfcty> TraAEELZ TrAaIHEEBES Recordingtt— Recording #—
1 X (MB/BSR) 3 ># 17 +—% (TB) N—D N=—DHA X
6.37 ki 1,000 X% HDD Standard 2 1 Standard
(StorageV2) D4as_v4
6.37 ki 1,000~2,000 SSD Premium 3 1 Standard
D4as_v4
6.37 ki 2,000~3,000 SSD Premium 5 1 Standard
D4as_v4
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RE 77 MILY
11X (MB/BRS)

6.37 Kt

%10

410

410

1BH=bniE
Binftty>
EDZ ¢

3,000~4,000
1,000 K&
1,000~2,500

2,500~4,000

Tr71IEES
17

SSD Premium

HDD Standard
(StorageV2)
SSD Premium

SSD Premium

T AINEES
#—%5 (TB)

6

3

6

10

Session
Recording t—
N—0D¥

Session
Recording #—
N—DH1X

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7IINHEEI+—2E. 1BHD SEM. 11BAHD 23 EBXH. FBRE 771/l 1 HBOFREHM
ICEDVWTEHEINE T,

2. Session Recording #f—/N\—% 1 Y b—JLLTHRZ MZ. Azure 7 7 1 IILHBOEEIER=ZEML T,

a) B@ErLTCavyRIOVY I hEEBL. RS 7% <Session Recording #—/\—® /X >\Bin

TN —ICEELE Y,

F 7 # JL b T . Session Recording # — /N — {&C:\Program Files\Citrix\
SessionRecording\Serveric1 X b—=ILINTLET,

b) 'SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName> <ac-
cesskey>| OV RERITLET,

REHOEKIIADESDTY,

- <storageaccountname> (3. Azure DX L —CTHTY FDOREFTY,
+ <filessharename> (3. X FL—ST7HUY MIEEFNZ T 71 ILEBDRRITY,
+ <accesskey> (&, T MILEEADTILRIFERATEZANL—STHUY FF—TT,

ZAbL=UFHATY bFE—ZEUST B RO 2 DDFENHBDFT:

o« ARL=CTAHIYREF—IE. TFAILHEER=D [Connect] 7rdY% VU I LIS

ICRTFENBEGXFIINSIIETEE I,
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1docs (G+/)
Connect X
i sessmnrecordlngs sessionrecordings
SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS

Settings No files found. -
m
iIt Properties To connect to this Azure file share from Windows, choose from the following

authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& sackup | z v
Monitoring Authentication method

QO Active Directory

Al Metrics
(® storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {

# Save the password so the drive will persist on reboot

Juser:“Azure
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

¢ ARL=UTAVYMR=JOEAOFES—>avicHD [Accesskeys] Zo v o LT,
AL=CF7AT0Y R F—%2BET2HTEXT,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\<filessharena

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IEMTAINE =] 414700 Ry V2T [OK] 20Uy o LEY,
v. [Session Recording —N\—07ONT<] D> rUT [BRE] 20Uy o LET,
vi. (BR] I L—FRRIChR-750 [OK] 20Uy I LET,

vii. SessionRecording R L —IYX—J v —H—EXEZBEFHITIL5ROSNLS. [BW] =
Vv LET,

Session Recording Server Properties

The “Citrix 5ession Recording 5torage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Yes Mo

FIET: O—RNZ>H—ZEMT S

B D Session Recording # —N—HDH2HE. TNSORICO— RN UH—%BINT3 = H8DLET,
Azure TlE. b7 vV EROBREDHEZITZHOF T a VHSHARINTVEY, COtEI>a YT
Azure T Citrix ADC. Azure Load Balancer. Azure Application Gateway # {95 7Ot XIZDWTEHAL
9,
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F 73> 1: Azure T Citrix ADCVPX ¥ > X2V X %Z1EKT B

1. Azure PortalT. &R v o XIZ TCitrix ADC1 EANHILET,

2 drixanc

Services Marketplace Seeall

Rece oy |ivenrena Broadcast By Citrix ADC

Name Resources B4 Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

No results were found.

yu 2w seconds ago
By Citrix ADC VPX FIPS

(%) yu 3w seconds ago
Documentation See all

= yu minutes ago
Tutorial: Azure Active Directory single sign-on ..

@ = ) ) minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& § Azure AD secure hybrid access | Microsoft Docs R29°

4> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

&1 No results were found. 1eeks ago

= leeks ago

Didn't find what you were looking for?
, e " o+ oo

() s Try searching in Activity Log g

> Vb & Try searching in Azure Active Directory 10nth ago

(%) in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. [Citrix ADC VPX Bring Your Own License] 75> #%3%iRL. [Create] 0V v oL %7,

(= voootawe [ g ® 6 2

Home >

Citrix ADC  »

Citrix

Citrix ADC o add 1o ravorites
Citrix

cifrix. 00 0 ratings)

Azure benefit eligible 7

Select a plan | Citrix ADC VPX Bring Your Own License

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business’ unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a c izati system, and or ion and automation for
applications across cloud or hybrid environments for greater agilty. Citrixs all-in-one solution brings point solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.

o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.

Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

o Famtealinad Mamamamants St malis hobeid o danlamant aaciar tn manamn sith ~ cinsla nana et neaidac

i misbmmatin Amraee All v fartare

3. DY—RIN—T&EREIIMER L. [Basics] 2T THOREEITVE T,

4. [VM Configurations] Z®EL 9,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
oS disk type (0 (®) premium_LRS
i i - (o)
Assign Public IP (Management) (O (@) Yes
) ) i - @
Assign Public IP (Client traffic) © (@) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5 BBICIEL T, 2y bI—VREEBBSSVCEBELE T, NTU v IRER—~Zid. [ssh (22), http
(80), https (443)] %=#ERL %7,
REXY b7 —OHBEBMICERINE T, Session Recording IREMBEICT > X F—ILETNTWVWBIHEIE.
ZOREBRY hT—0 e —N—DOH T2y FREZFEATIT XY,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© O o
Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. [Next: Review + create] =42 1) w2 LT Citrix ADCVPX ¥ > X2 > X %Z e L. BEFARTT30%EF
5%,
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. 7%y ;IP (SNIP) 7RL X Citrix ADCVIP 7 RLRZRE LY Ty b EICEEL £ T,

SNIP7RLZREVIP7RLRIZELT Txy b EICHZBENRHD £T. COBITIE VIP 7 RL X% SNIP
TRLROY TRy FEICRELET,

a) citrix-adc-vpx R8> > EELELET,

b) VIP7RLROYTxy bEEBELET,
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Microsoft Azure

Home > srib )|

Network interface

|p Search (Ctrl+)) ‘

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ Add E O Refresh

IP forwarding settings

IP forwarding

Virtual network

IP configurations

l Enabled)

srazureautovnet

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type

vip 1Pv4 Primary

Private IP address

192.168.2.4 (Dynamic)

Public IP address

Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nicl1

citrix-adc-vpx-nic11 | IP configurations

Network interface

P Search (Ctrl+/) «

@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations
B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Ad X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

IP forwarding
Virtual network

IP configurations

Subnet *

e )
(QEEEED Enabled )

srazureautovnet

srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic)

c) citrix-adc-vpx REY> > & EEL 7,

* 7> 3> 2: Azure Load Balancer =3 3

Public IP address

Unassigned (citrix-adc-vpx-vip)

Azure Load Balancer iZ. TCP /XX ZIL—H—EXTY, XDORIE. TCP NXXIL—IC L3 EBEHEERLTVLE

ERS
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sricpruled43

/ \
/ srtcprule80

LoadBalancerFront...

sricprule22334 -

', o /
M, - -

\“\gncpru le SQ}’;

1. Azure Load Balancer #fEf L £

a) Azure Portal T#&Z L. [Marketplace]

SR-Server

SR-5erver?2

SRBackendPool

T [Load Balancers] ##RL £7,

= Microsoft Azure £ load balancer

YuchunJiang@citrix.com 7|
aTRIX

B & Q &

? ©

Services

Azure servic
& Load balancers

+ Load balancing - help me choose (Preview)

Create a
resource

Application gateways
pp gateway:
@ Front Doors
(@ Web Application Firewall policies (WAF)
# CloudAMQP
Recent resot
# CloudMonix
Name & Workload Insights
@ srappavi | = CloudSimple Nodes

€S CloudSimple Services
(%) yuchunjiang

& SRloadBalan =>0Ures

No results were found,
4> SRVnet

(%) srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— % Try searching in Azure Active Directol
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest

[Create load balancer] x—>®

Seeall Marketplace Seeall

9 KogSistem Azure Load Balancer Management

Y Load Balancer / ADC

9

Y aiScaler Load Balancer & Site Acceleration
More services

£ Ishlangu Load Balancer ADC IS-5000 (5Gbps)

Documentation See all

Load Balancer | Microsoft Docs

What is Azure Load Balancer? - Azure Load Balancer
Azure Load Balancer concepts | Microsoft Docs
Quickstart: Create a public load balancer - Azure portal .
Resource Groups

No results were found

Virtual network amonth ago

[Basics] ZT7T. RORDEHBDICHELET:

RIE

&

HIRoOVT 3y
Resource group
Zal

=3y

SKU

BTV T avEBRLET,
fee zid micfER L7 [sribtest] Z:ZERL £,
r'SRLoadBalance; * N/JL %7,

[(US) East US] %=:®IRL %7,

[Internal] zERL &7,

[Standard] %&RL %7,
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BE &

Ry hD—2 fee ZiE. BIlCfERR L7z [srazureautovnet] % iEiR
L7,

Subnet fer z1E. CfEM L 7= [srazureautosubnet] #i%
RLES.

IP address assignment [Dynamic] ZERL &Y,

Availability zone [Zone-redundant] =#RL %7,

Home >

Create load balancer

15 accessible via pUbiC ¥ addresses, or INternal where It 15 only accessible from a virtual network, Azure 102d Dalancers also
support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription * | cse-dev-03-ca k3 |
L Resource group * | sribtest ~ |
Create new

Instance details

Mame * | SRLoadBalance J|

Region * | (US) East US v |

Type* @ @ Internal O Public

o Standard Load Balancer is secure by default. This means Network Security
Groups (N5Gs) are used to explicitly permit and whitelist allowed traffic. If you
do not have an NSG on a subnet or NIC of your virtual machine resource,
traffic is not allowed to reach this resource. Please configure an NSG to ensure
communication if needed. For outbound cemmunication, an explicit
outbound rule is needed. Learn more about outbound connectivity &

Configure virtual network.

Virtual network * (0 | srazureautovnet e |

Subnet * | srazureautosubnet (192.168.1.0/24) v |
Manage subnet configuration

IP address assignment * (O static (®) Dynamic

Availability zone * (@ | Zone-redundant e

< Previous Mext : Tags > Download a template for automation

b) NwOIIYRT=I. ARTFO-T, BEASBOBRAHREDOO—RNS Y —UY—I%BINLET,
e NwUIVRT—I)LZEBMLET,
Y =YX bH5, FERLEEO—RNS Y —%8IRL. EfloFES—>3>T [Backend
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pools] 22w o L&9d, [Add] 20Uy I LT NyIIVRT—ILZEBMLET,

Ll e ey

Home >] SRLoadBalanc

SRLoadBalance | Backend pools

Load balancer

£ Search (Ctrl+)) «

& Overview

B Backend pool Virtual machine Virtual machine status
Activity log

No results
Ao Access control (IAM])

® Tags

/? Diagnose and solve problems

Settings

B Frontend IP configuration

' Health probes

7= Load balancing rules
B Inbound NAT rules
Il Properties

B Locks

Menitoring

K Alerts

fil Metrics

@ Insights
Automation

Za Tasks (preview)

! Export template

MLWNY I IV R T—ILOEFIZNADLTH S, [Add] 20y oLET,
£ Search resources, services, and docs (G+/)

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|

Name * | SRBackendPoal I 4
|

Virtual network (@) srazureautovnet (sribtest)

1P version ® 1pus

O v

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or ne public IP configuration.
All 1P configurations must be on the same virtual network.

Virtual machine Ty IP Configuration Ty Availability set Ty

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

@ o virtual machine scale set is found in eastus that matches the above criteria

|

e NLZRFO—-TZEMLEY,
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JY—YR 5, ERLIEO— RN OH—%EIRL. EfloFrES—>3>T [Health
probes] #0 Uy o L%Y,

p e e e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

P Search (Ctrl+/) « t add

& overview
Activity log
Ao, Access control (IAM)

¢ Tags

Z? Diagnose and solve problems

Settings

& Frontend IP configuration

% Backend pools

robes

Y= Load balancing rules
Ed inbound NAT rules
il Properties

E| Locks

Monitoring
BN Alerts
fil Metrics
9 Insights

Automation

% Tasks (preview)

' Export template

Support + troubleshooting

|P Search probes

Name

No results.

4 Protocol 1y Port

[Add] 22U wv o LT, R—k 80, 22334, 1801, 443 icAILRTFO—-TZEBML £,

= Microsoft Azure

Home > SRLoadBalance

P Search resources, services, and docs (G+/)

® SRLoadBalance | Health probes

Load balancer
[ search (cui+n | «

Settings
B2 Frontend IP configuration
%/ Backend pools
 Health probes

%= Load balancing rules

B inbound NAT rules

Il Properties

B Locks

Monitoring

& Diagnostic settings

® logs

B Alerts

Al Metrics

@ Insights

Automation

iGa Tasks (preview)

) Exoort temolate

+ add O Refresh

(25 Pt by mame.
Name
Seathproberson
R——
E—

SRHealthProbe80

Protocol

e

cp

e

cp

Used By

SRICPRule1801

SRICPRule22334

SRICPRule443

SRICPRule80

ferzid. ROBFEZFEAL T R—F 80 ICAILRTO-TZERLFT,

fig

'SRHealthProbe80, “ ANALZ9,

[TCP] ZBRL £ Y,
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RE &

R—F r80; ALY,

Interval 5

Unhealthy threshold VMABERETHZ LHMEINBZFICHRTRET S, ER

BRLEIVME, FEHITZTO-TIS5—08HL LT,
272 ERLE T,

= Microsoft Azure 2 Search resources, services, and docs {(G+/)

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance
Save >< Discard

Name *
pscill

i Delete

|l sreealtherobeso] |
e |

Protocol ()

TP v
Port* ©
(L2 | |
| 1

Interval * @

E |

seconds

Unhealthy threshold * @

[2

Used by @
Mot used

consecutive failures

s BESBORAZEMLET,
DY —=RUZ M5 ERELEO—-RNSOH—%FIRL. £AOFES—> 3> T [Load
balancingrules] #27U v 2o L9, [Add] 20U vo LT, BEISBORKRANZEML F7,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules

-
-

| 2 search load balancing rules

Load balancer

|,D Search (Ctrl+/)

Q Overview

Activity log Name 4 Load balancing rule

Ao Access control (1AM} No results.
€ Tags

pa Diagnose and solve problems
Settings

B Frontend IP configuration

B} Backend pools

T Health probes

Bl inbound NAT rules

Il Properties

E| Locks

Moenitoring

R plerts

fd Metrics

@ Insights

Automation

% Tasks (preview)

5! Export template
Support + troubleshooting

[Add] =2y o LT, R— 80,

= Microsoft Azure

22334, 1801. 443 o&EIHORAZEML 9,

0 search resources, services, and docs (G+/)

Home > SRLoadBalance

= SRLoadBalance | Load balancing rules - x

Load balancer
+ add

O search (Ctrl+/) «

Settings [ search load balancing rules

B Frontend IP configuration
®/ Backend pools

Health probes

Load balancing rules

Inbound NAT rules

=K i =

Properties

B Locks

z

onitoring
& Diagnostic settings
#® Logs
W plerts

Wil Metrics

@ Insights
Automation
i Tasks (preview)

) Export template

e ziE. ROBREZFEAL T, K-+ 80 DAFIHMORAZERLET,

Name N
SRTCPRule1801

SRTCPRule22334

SRTCPRule443

SRTCPRule8O

Load balancing rule
SRTCPRule1801 (TCP/1801)
SRTCPRule22334 (TCP/22334)
SRTCPRule443 (TCP/443)

SRTCPRuleS0 (TCP/80)

N
2

Backend pool
SRBackendPool
SRBackendPool
SRBackendPool

SRBackendPool

N
2

Health probe N
SRHealthProbe1801

SRHealthProbe22334

SRHealthProbed43

SRHealthProbe80
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E

s

Bl

IP Version

Frontend IP address
JOokr3dlL

R—b

Backend port
Backend pool

Health probe

Session persistence
Idle timeout (minutes)

TCP reset

EETRY T —2UF7 RL XXM (SNAT)

&

TSRTCPRule80; HrXrD&FIZANILET,
[IPv4] Z#ERLZE T,
[LoadBalancerFrontEnd] %i#RL %7,
[TCP] Z#RL XY,

80 U ANALZET,

801 U ANALZET,

[SRBackendPool] #3ERL %7,
[SRHealthProbe80] %#:#RL £7,
[ClientIP] %&EIRL £,

TIAILEREDEFICLET,

(B3] #2oU v LET,

[(Recommended) Use outbound rules to
provide backend pool members access to the
internet] ((#3R) ZERAUEERAL TNV IIV RS
—ILDAYN=IZA VB —Fy bADT I XEZMS
T3) 2FERLET,
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

| srrceruleso |
| e —
IP Version *

® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd) ~

[ Harorts @

Protocol
(®1ce (uoe
Bort *

30 | |

Backend port * (D
[ | ]

Backend pool @

| SRBackendPool ~ |

Health probe @
| sRresithprobeso (e | v
1

Session persistence (@
| cientie | M
—_——

Idle timeout (minutes) &
o [+]

TCP reset

Floating IP @

z

+ Session Recording # —/\—h'1 > X k—JLEThTWVS Azure VM 2\ T R 7—)LICIBM
LETY,

S
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

e @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O e aderess Virtas machines st have  tandard SKU pbic 1 or o publc P
P Version locton == emstus Vet network == SRVnet  Resourcegroup =il Avalabiy st == o
o
O ms 0 " woow o yset t  Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Azure Load Balancer #5F X kL %9,
H—N—FENYIIVRT—ILICBMTEY. ROILS—Xvt—IC NetworkinterfaceAnd-
LoadBalancerAreInDifferentAvailabilitySets * & RSN 3E&IE. Y—N—F v b T—0 1>
BA—=TTARONT VI IP 7RLIOBEEMITERERLE T,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

aadress

aa 14

[Xa
Ti

723> 3: Azure 7 U —2a S — U1 2EHT B
[ N
Application Gateway V2 (&, NTLM IS 7OF >N LTl —T 1 VI BRZHR—F LTV EEA.
1. Azure 77U —=>ay7F— b1 =ERLET,
TTITG—=2a - b TA2ERT B LI ROREZEHEL X,

« [Basics] #7T. [Tier] # [Standard] IZ:REL T,
« [Frontends] %7 T. [Frontend IP address type] # [Private] IC&RELXT, HILLWT TV
FT—=avir—brozAlE. ABO—RNZ Y- LTERINE T,

2. NYyIIVRT—ILZEMLES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304



Session Recording 2203 LTSR

Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoac

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. HTTP REZER L £ 9%

Azure Application Gateway Tld. ERAENY I IV R —N—ICIL—FT1 T FT3HICHTTP &
HTTPS omiA =R TE£Y, KA— bk 80, 443, 22334 D HTTP REE1ERL £,

« R—b80Z/TLAHTTP
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Home > SRApPGV1

v— SRAppGV1 | HTTP settings

Application gateway

P Search (Ctrl+/) « + Add

A ACCESs COnuon Ay

Add HTTP setting p

HTTP settings name

[P search HTTP settings

® Tags
Name Port
£ Diagnose and solve problems
I SRHttpSetting80 80
Settings =
SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall

% Backend pools

Y= HTTP settings

B Frontend IP configurations
33 Listeners

= Rules

¥ Health probes
1} properties

B Locks

Monitoring

KB Alerts

Metrics

B Diagnostic settings

o« R—b 443 2 LIt HTTP

Application Gateway V1 TNy I I Y R —N—%FAI$ 3 IC13. REEIRENBE T,

Backend protocol
® ure O wrres

8ackend port ¥
80

Additional settings
Cookie-based affinity ©

O Enable (®) Disable

Connection draining @

O tnable (@ pisable

Request time-out (seconds) * @
20 |

Override backend path ©

Host name

8y default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

SEAE

=13

£(3. Base-64 tT>a—rE N X509 ((CER) e Ny I Ty R —N—:ERAZEDRRAF—T
9o TLS/SSLEFEAZEN S ABEF —2 TV XAR— T BAZXICDOVWTIE. TRBERGHEAED T ZKR— k

(VISKU ) 1 Z2BBLTLRE W,

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

[2 search (ctr-, « + Add

4 ACCESS COUOn Ay

O Search HTTP settings

@ Tags

Name port
&2 Diagnose and solve problems

SRHttpSetting80 80
Settings

SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools
7= HTTP settings
B Frontend IP configurations
22 Listeners
Rules
' Health probes
1l Properties
8 Locks
Monitoring
0 Alerts
fifl Metrics

& Diagnostic settings

Add HTTP setting

HTTP settings name

RHttpSettin

Backend protocol
QO urIP @ HTTPS

Backend port *
443

Backend authentication certificate
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of
the backend servers to this HTTP setting

Use for App service

O Yes ® No

Certificate

srib .

Additional settings
Cookie-based affinity ©
® enable O Disable
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S wvem i g G

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

Add HTTP setting

Connection draining ©

(O Enable (®) Disable

Request time-out (seconds) * @
[20 |

Override backend path ®

[0 search (cu+ « + Add
R AL Conuor “

P Search HTTP settings
@ Tags

Name Port
&2 Diagnose and solve problems

SRHttpSettingg0 80
Settings

SRHtUpSetlingd43 443
& Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools

= HTTP settings

& Frontend IP configurations
33 Listeners

L Rules

1 Health probes

1l Properties

B Locks

Monitoring

N Alerts

il Metrics

B Diagnostic settings

o R— b 22334 Z/ A L7 HTTP &7l HTTPS

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host name

Host name override
(®) Pick host name from backend target

(O Override with specific domain name

&.g. contoso.com

Use custom probe @
Yes (® No

e

WebSocket * HTTP 2B T 3541k, KR— b+ 80 rALHREEFEALE T,

WebSocket #* HTTPS %R 3 35813

4. 7OYFIVRIP7RLRZEMLES,

A

b443 CRILREZEALE Y,

H Microsoft Azure £ Search resources, services, and docs (G+/)

Home > SRAPPGV1

&5 SRAppGV1 | Frontend IP configurations

Application gateway

O Search (Ctrl+/) | « (L2 search frontend IP configurations

2 ALLESS LONUOI UAM)

Type Status. Name 1P address Associated listeners
@ Tags

Public Not configured
& Diagnose and solve problems

Private Configured appGwPrivatefrontendip 10.7.06 SRListener80, 2 more

Settings

& Configuration

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

' Health probes

11! properties

B Locks

Monitoring
B Alerts
il Metrics

B Disgnostic settings

5. URF—%=EBmMLEY,

ROFDE SIS, R— b 80 443, 223341 XF—

ZBMLEY:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay -
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

Metrics
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

B Diagnostic settings - TLS ECDHE RSA WITH AES 128 CBC SHA

e R—=r80DJZRF—

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > SRAppGV1 >

SRListener80

SRAppGV1

SRListener80

Frontend IP* (i)

| Private ~ |

Bort* (&)

HTTP TTPS

Associated rule
SRHttpRules0

Additional settings
Jre ©
O Multi site

Error page url

O Yes @ No

« K=k 443 DU RF—

HTTPS UX+—%1Efd 5 E. BOERAZEEM L TAzure Portalic 7y 70— R L E¥, 5%
L<IE TTLS iR THR— FINZHEE] LU TECEZNBEEDIERI ZBBLTLLIEI L,
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

e R—122334 D) ZXF—

WebSocket W HTTP BT 35alE. R— 80 FAILBEEMFEAL £3, WebSocket i HTTPS
HEATZ5EIE. R— 443 tELCREEFERLET, RDOFIE. K— b+ 22334 TO HTTPS U X
FT—DHREERLTVWET,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
_ Z‘Llst9|;|2i,;4

Frontend IP* (i)

| Private s |
Port* (@
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. ERIL—T I ORAUNEEHLET,

ROBIDEL SIS R— b 80 443, 22334 ORBNZIERR L £7:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1 | Rules

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

o K=+ 80 DIL—F 1 >F DIFAI
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

sl
=]
m
&

me SRHttpRuleg0

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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s R— 443 DIL—F 1 > DFA|
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o R—F 22334 DIL—T « >J DFRAI
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

i N
Listener * SRListener22334
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SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type (®) Backend pool () Redirsction
- AGbackendpool Ny
Backend target* (@ | cxendpoo |
| SRHttpSetting22334 — |

HTTP settings * (D

7. Session Recording #—/N\—#'1 > X h—)LENTWVWS Azure VM Z Ny O TV R F—JLICBML %9,

8. Knowledge Center ®z2ECTX230015IC%¢ > T Session Recording #—/N\—%Z R L %7,

(A | = Rl @274

May 16, 2022
SOOI a—T1 > JERICIE. Session Recording AV HR—%>Y bDA YR b—ILHRERIEFAI YR =)L
BICHETZAREEDOH B, RDOLSBEBICH T BBRENEENTLET,

R4 .
El=K

LPZAMIIT42—DFRAZRD . RAGEENRET BEEUDHD. ARL—FT0 VIO XTLOE
AYAR=IHRBRBICLZBELHNET, LYARNIIT A 2—DRBICKZFEEICHLT. YUY IR
TIEF—tIEFZEVEPA. LYZAMIITF 1 2—ld. SEHROEFLAMOBEEATIERAL LIV, Foo L
SRMUVTFAINDONY Ty TEEFLTHS. LEXMUERRBELTIIEI W,

H—N—AVR—2 rZEA VA =ILTEIHL

May 16,2022
Session Recording 4t —N\—JYR— Y bDA YA h—JLH T5—0—F 2503 &0 2502 TEEL 7,
iRk C:\Windows\Temp 7 # LA —0 7o XFf#U R ~ (ACL) 2Fzv o L. O—Ala—H—rO—hl
IN=FICCDTANZ—ICH T ZESASERDITETNTVE L ZRABLE T, FE5TNTVRVESIE. &
ZAHERZFHTHELE T,
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AZAM=ILHRICT—EIRN—ZANDEGEDT A MK L 1=

May 16,2022

Session Recording 7 —#~—2X £7zid Session Recording #f —/N\—®D 4 > X b —JLEIZ. T—ER— A1V R
BAUZABPELLTH, IT7—RXyt—9 T7=aR—FEHTAMIKBLEF LT ELVWT—4R—X 1V RH
YRABENAILTLIES VW) BRETNTESR TR MHRBLET,

ZFDOLSRHEIFR. REOI—F—IZ. #ERFRIS—ZBETSDHD/NTY v SQL Server DR EIERD B 3
CrERBBLTIRETL,

Agent A — N—CEGETI AL

February 20, 2024

Session Recording Agent 1 5 Session Recording #f — /N —ICiE#HTE 2L &, Session Recording
Broker (CR— /L Xy E—CZBREELTVWET - COMBORITRICHNDPREOMD E L ol EVWSAIRY Xyt
—THN FISDTFRIPEEHICOVICREBINE T, HISDOTFR MMIIFEGICKRLICRELNZHINE T, X
DESBRALHD £9:

s BENBHLONE LT SSLITLS DRELABF v RXILZHBIUTIEFHATL . COFISL Session
Recording 4t —N\—TEAL TV 3:EAEZER L 7= CAH Session Recording Agent h'&hEg 54—
N—IZEETnTWALS, Session Recording Agent H'&1Ed 54 —/\—IC CASERAEN 1 VX =)L T
NTVWRWIEZRLEY, £id. SAZFOFMRRITINTVEHERML TWBHEEDN DD £,

iRk Session Recording Agent R X 23 H—/N—ICIELWV CAHIRREZ T VX L—JLLE T, 588
TN CAZBRLTIETWL,

e UE—FH—N—DIZ—%RLFLT: HTTP403 (77 XFRA), COEREDHTTPST>—IF. £*a
U7 TRESNTVARVWHTTP Z2FERAL TEHLLS E LIt FICHE L £9, Session Recording #—
N—ZRALTBIIVIE LFa) T4 TREINEGOAHEZITHIT2 0. COBRGIFESTEINE T,

fig;Rsk: [Session Recording Agent ® 7/00/X7 1] %R L T Session Recording Broker ® 70 ~ O
Lz HTTPS ICZEEL %9,

o LO—RRYS—oTDKEEHIC. Session Recording Broker A REBHR TS —%#BL % L7 T5—1
—R5 (ZOEZXMEEINE L), #L<IL Session Recording #—N\N— LD~ bOJESEL
TLETW, COIZ—R. By arhBEBRINRERY S —OHEERNEEFEINZERELFT. CO
I 5—Id. Session Recording &R >V —ILOKETHZ RIS —ITVORENS. TIAIL DAY
N—T#%3 Authenticated Users Z )L —7HBIBR S NI ERREL X T,

fi@iReE: Authenticated Users 7 )L— 7% C D&REICHIBINT 3h. & Session Recording Agent =R X
FE2EY—N—%2RUS—ITUDREEBMLES,
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s BEHBLONE LT BIRTNBIBELRD >FEGD. U—N—ICL>TTENE L. COIF—I3
Session Recording #f —/N\—HMELEL TWB D BEREZIFFISNABVIEZRLET, ISHFTF1>
FEBEBIND. T—N—2FDF TS THIEEMEDDHD £,

fi#iReE: Session Recording #—N—HBAINMTVTRY FT—JICEHKL TVWBS e 2RRBLE T, IS
M —N—TEITINTVB I ZHERBL TLTI L,

e VE-MY—N-DI5-ZRLELTH 401 (REARTI7ER)e COIF—ICED RDESBERHEE
L&EY:

- Session Recording Agent 1 —E XD X2 — b 7w FBHI. 401 TS —HA RV bOJICEBRINE
ER

- Session Recording Agent TRUS—% T TEEE Ao

- v aronRE Session Recording Agent T v 7F v I EH Ao

figiksk: NT AUTHORITY\Authenticated Users /)L — 1% Session Recording Agent oO—AJL®
Users JIL—DXYN—THZD L ZRRBLE T,

3" Computer Managemen
File Action View Help

e« 7B XE = HE

_k Computer Management || Name Desc[iption
« [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
> @ Task scheduler 2 Backup Operators Backup Operators can override security restrictions for the sole purpos..
. pp p Up ty purp
’ E E:‘em:f\':r;' & Cryptographic Operators Members are authorized to perform cryptographic operations.
i : Loz:Us:rs :;Z Gr 2 Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
I
4 Users & Event Log Readers Members of this group can read event logs from local machine
- .
@J Groups il?;&EZRS Users Properties ——— — &u by defau..
» ) Performance - - B
& Device Manager & Network Configuratiq | | General es to ma...
4 5 Storage & performance Log Use ) e counter...
{=F Disk Management || & Performance Monitol k‘l Users locally a...
i &y Services and Applicat &Power Users pssess limi...
& Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
# Replicator | N system-wide changes and can run mestapplications
& Users E_ > | }stemfwid...
$ HelpLibraryUpdaters M Members:
2 Message Capture Usg(| | | S CTRITE\Domain Users IMicrosoft ...
# sQLServer2005MssQ] ;f Bs to beas..
FsQusener2005mssQl{ | |y :I d‘z:THOR"“'NTERACTNE (&1 s to be as...
SQLServer20055QLBr ||es to be as...
&ISQLServerDTSUser$N| les to be as...
sQLServerFDHostUsel ||es to be as...
& sQLServerMSASUsery) \les to be as...
I SQLServerMsSQLSendy ||es to be as...
SQLServerMSSQLUsel ||es to be as...
Changes to a user's group membership
:E.SQLSENNREPORSE W ’ Add... ] [ Remove are noteffective until the nexttime the user s to be as..
B sQLServersQLAgentl)| logs on. les to be as...
B WinRMRemoteWMIU| \lgement p...

[ OK ] [ Cancel I Apply

& vmware__
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May 16,2022

Session Recording #+—/\—%'5 Session Recording 7 —#R—XUTEHTIHALLE I ROVTIAHLIDX v
—UHRRINBZeHHDFT:

AR FY =R

FSQL 4 —N—ADEFGHEIURICR Y hT—VBEEE I VR Z YV ABABOIS—HEELEF L.l COIS—
(& ID2047T 7 7V —>avARY bOJICRREINET, TOARY +OJIE. Session Recording #—/\
-0 [IRYhEa—7—] THRATITXT,

ICitrix Session Recording R L —Y Y —2 v — DB T—R—BHEZWILTVET - CONEBOR
THRICHISDRDODD £ LTed DI S—IF. Session Recording r—/N\— [V b2 —T—] IZHZT7
Ur—avARY bOJICRRINET,

Session Recording tf — /N —ICiE4I T £ Ao Session Recording tf —N—HARITHNMERL T LIV,
ZDIZ—Xvt—Tlk Session Recording /R >—O> Y — LOEERHICRTIINE T,

fRRFTE:

o R RF7OYH—/N—IZ Microsoft SQL Server - > X b—JLL & L7=h'. Session Recording ®IEL
WH—ERFIEREEBHTIEFLATLI, Y—/N—TTCP/IP 7O ~a)LEHZNIZ L T SQL Server
Browser 4 —E X RTTIHBEL BN £T, CNE5DREEBMICT BHEICDOVWTHL < IE. Microsoft
HORFaXY FZSRLTIRET W,

+ Session Recording BEY —JLDA Y X b—LHIZ, H—N—ETF—ER=IIDVWTR> IBHRNMIEES
N & L7, Session Recording 7—4~R—XZ7>A VX r—JLL. ELWMEREZIRELTHA YR =)L
L&,

+ Session Recording 7—2~R—XH—N—HELELTWVWET, H—N—ICEHTIZCE2RBIDET,

+ Session Recording #—/\— & 7zi% Session Recording 7 — 4 R—ZXH—N—% KA FTBZILVT. H
5—7® FQDN %7-1Z NetBIOS B2 R TIT £ Ao, ping AV RZHAL T, BRIZBRTIZL %
BBl ET,

+ Session Recording 7—4R—XD T 717U+ —ILDOEREF v L. SQL Server SN A &
NTWBZexBBLET, #£L <IE. Microsoft #tdhttps://docs.microsoft.com/en-us/sql/sql-
server/install/configure-the-windows-firewall-to-allow-sql-server-access?redirectedfrom=
MSDN&view=sql-server-verl5Z 8B LT T L,

r1—#'— ‘NT_AUTHORITY\ANONYMOUS LOGON’ OJ 7 V41 CHIS—XvtE—Jik. y—EX00O
JH > T7hoy R o T \administrator ICB>TWB T E#EKLE T,

fERE: O—NWINPRTFLA-F—e LTH—EXZBEFHL. SQLY—EXzEHEEHL X7,
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Ty a vhiRETINERL

February 21,2024

Ty arhERBICREINAWVWEEIL. Session Recording Agent & Session Recording % —/N\—H'E{Ed 3
ARV IE2—=T—T, 7IVT =23 VAIRY MOV ZRBLET, COOJICIIBRRBHBRIEENTLE
ER

tya RESNABWVGE, ROREIEZSNET,

o dAViR—2> MEADEGCFEAZE, Session Recording IV R—%> FORBTEENTIRVIEEIE. Y
SaVOREICKBLET, BREOMED FS TN a—Ta00% T 3IEF. IRTOAVR—RY FHE
PICRESNTVWTELWI S Y ESBBLTWVWA L, INRTOHBAENEMTEINIC A VA F—ILENT
WBZEZHIDET,

+ 3k Active Directory K X1 Vg%, Session Recording & Microsoft Active Directory K X1 > DIRtE
TEMET DL SICRFINTULE T, Active Directory IRETER L TLWAWESIZ. BECHENRET
ZEEEME B D 9, Session Recording D g RTHO IOV R—%> bidk. #47 Active Directory kX~
ICBMLTWE IS Y TRITLET,

s Ly aYHEENTIT 1 THRI S —HAELTWS, Session Recording Tld, 7o 75+« FHARI > —
EA—H—HDRUHAVERET TV r—2a3 ZRBEaLET, ALty 3> ETROT7 U r—2av%z
<L RMOT FUTr—2a I LTEMBRYS =D "ROF7 SV r—avicbBEREINEY. Ty
SAVHREDRTIT A THARID—EHRETE L ZHICIR. BET3 7TV r—> 3 %2RlovILFEY
23> OSVDA TARL 7.

o BEDBEMICHS>TLELW, YIILFt v 3> OS 3t VDA IC Session Recording Agent =1 > X b—JL
T3, 774 TVDA OREDEMCBLDET, BEZHAITBZ 7T T RBRERIS—ERET S
FTR. BEIFSNFE A

s PUOTATBBER) D —ICL>TREDHASNAEW, Bvdavid. 7oT« TRERRY S —ORAZE
Ty a i ELELTVABREICOARBETEET,

+ Session Recording #f —EZXARITINTVWAL, Ly a3 VERET BICIE. YILFEv> 3> OSVDA
T Session Recording Agent #f —E ZHRITENTH D, Session Recording —N—%HRIX +T3T>
> T Session Recording R L= YR —J v —H —EZXDRITINTVWBIURELH D X7,

« MSMQ H':E TN TWLA L, Session Recording Agent h&h¥Es %t —/\— & Session Recording #—
N—%RX+FT2EY2>TMSMQ BMETICRESNTULARWESIE. REOBENES LR HD F£7,

+ Session Recording Agent ® Windows /X7 +—< > X ATV Z—HREOHSHRVH. EXICH->TYL
3H BB L TWB, Session RecordingAgent 077U r—> 3> OJICRDI S —HRRINZHBED
HOFET:
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(@] Event Viewer (Local) Application  Number of events: 140,773
7 Custom Views

v [ Windows Logs Level Date and Time Source Event D Task Category

[+] Application O Error 03/11/2023 10:45:44 Citrix Session Recording Agent 1006 None
[&] Security @ Eccor 03/11/2023 10:45:44 Citrix Session Recording Agent 1007 None
] Setup (@) Information 03/11/2023 10:45:43 Citrix Session Recording Agent 3001 None
] System @ Information 03/11/2023 10:45:43 Citrix Session Recording Agent 0 None
[7] Forwarded Events (@ Information 03/11/2023 10:44:42 Citrix Profile Management 1002 None
= Applications and Services Lo| | (3) Information 03/11/2023 10:44:41 Citrix Profile Management 1000 None
_4 Subscriptions (@) Information 03/11/2023 10:44:41 Citrix Profile Management 1001 None
(@ Information 03/11/2023 10:44:40 Citrix Profile Management 2001 MNone

(@) Information 03/11/2023 10:44:40 Citrix Profile Management 2000 None

(@) Information 03/11/2023 10:44:40 CitrixCseEngine 9 None

(@ Information 03/11/2023 10:44:39 CitrCseEngine & None

‘fj,'ln'crmallcn 03/11/2023 10:44:17 CitrxCseEngine 9 None

Event 1007, Citrix Session Recording Agent

General  Details

Exception caught while starting service.

. Exception Details -+
Type: System.InvalidOperationException
hfessage: Category does not exist.

Stack trace:

at System.D 5, ounterlib.C machine, String category, String counter)

at System.D; eCounter. 0

at System.Di i ounter. & categoryName, String counterName, String instanceName, Boolean readOnly)
at System.Di Perf Countes categoryName, String counterName)

at SmAudAgent.PerformanceDataCollector..ctor()
at SmAudAgent.LogQueueProducer..ctor()
at SmAudAgent. TheService LicenseTimerCallback(Object state)

CORBEEBRTBICIE. ROFIEERITLTIRTON T A—X VATV —%BEELFT:

1. ax>r7OY 7k (CMD) ZEBEL LTHI £,

2. cd c:\windows\system32\ A#LT. "'windows\system32, (&L %£7,

3. lodctr /REAALT. Enter *—%#L %9, lodctr /RAYYRIENTF+—<I>RAT>
2—ZBIBELET,

4, lodctr /ROVYYROETHR. BREINI—BOAT Y EZ—HENRZITEERADD T, A
U R —DREEER T SICIE. lodctr /QAY Y RERITLET, HUVEZ—HBEMICE>TY
3%B4alk. lodctr /E: [counter name] AX Y RERTLTEMITEET,

+ Session Recording 7 —2~R—XQYR—2Y FPBEICT v T L—RINTWARL, BEDT VR b—
WeT7yvTIL—RTBBEE. 7y TIL—RFIBICEEICRSBENHD £9, BRERNICEEOD Session
Recording #f —\—H'% 3B & 1E. ®HIC Session Recording F—4R—XAVR—Y b1V X b —
LEINTLS Session Recording ¥ —N—%7vFJL—RKL&Ed., COFIEZFSHEVEE. tviay
DOfRE KB L £, Session Recording 7 —2ZR—XAVR—RY cHBYICT v TV L— RINAEWVE
BEMRRTBIIE. ROVWTNHDDIREZRITLET:

- Session Recording 7 —42R—XAVR—X Y bRA YA b—ILTNTVBEH—N—%ZRDIFTE T,
WIS, FDHY—/N—IZd B Citrix Virtual Apps and Desktops ISO # 7z i SessionRecordingAd-
ministrationx64.msi /Xy —JZRTLE T,

- BREROWFNH D Session Recording h—N—TRDRAV ) T +EZRTLET, RIUT+EET
T35 Ik, SessionRecordingAdministrationx64.msi /X r —JADNZAENFA—F—2 LT
BELEY,

param(
[Parameter (Mandatory=$true)]

[ValidateNotNullOrEmpty ()]
[string]$Installer
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)
Add-Type -AssemblyName System.Data

if (! (Test-Path "$PSScriptRoot\bin\lessmsi.exe")) {

Write-Error "Download zip of binaries from https://github
.com/activescott/lessmsi/releases/download/v1.10.0/
lessmsi-v1.10.0.zip and extract to \bin in this folder

n

exit

# MSI57 — 2 R — X 7 B <
$msi = New-Object -ComObject WindowsInstaller.Installer
$msidb = $msi.OpenDatabase($Installer, 0)

# 727140 T T ILZzRBRET 3
$query = "SELECT Version FROM File WHERE FileName = 'SMAUDD
~1.DLL|SsRecDatabase.dll1'"

$view = $msidb.OpenView(Squery)
Sview.Execute()

# DLLo N — 2 3 > z2z 1T 3
$Srecord = Sview.Fetch()

$version = S$Srecord.GetType().InvokeMember ("StringData", "
GetProperty", $null, S$record, 1)

$parts = Sversion.Split(".")

[int] Smajor = $parts[0]

[int] $minor = $parts[1]

$majorMinor = $parts[0..1] -join "."

$versionCompare = $major * 100 + S$minor

# DB > REZVRAReBH ZHNET D

$registryKey = [Microsoft.Win32.Registry]::LocalMachine.
OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")

$dbName = S$SregistryKey.GetValue("DatabaseName")

$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")

write-host "Upgrade db($dbInstance\$SdbName) to version
Sversion"

$schemaVersionMap = @{

}

$schemaVersionMap["19.12"] = "1.2.3.0"
$schemaVersionMap["22.3"] = "1.3.3.0"

$schemaVersionMap['"22.6"] = "1.3.4.0"

$schemaVersionMap["22.9"] = "1.3.4.0"

$schemaVersionMap["22.12"] = "1.3.5.0"
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$schemaVersionMap["23.3"] = "1.3.6.0"
$schemaVersionMap["23.5"] = "1.3.7.0"
$schemaVersionMap['"23.8"] = "1.3.8.0"

$DBSchemaUpdatePatchList = @(

"1.1.0.0",
"1.2.0.0",
"1.2.1.0",
"1.2.2.0",
"1.2.3.0",
"1.2.4.0",
"1.2.5.0",
"1.2.6.0",
"1.2.7.0",
"1.2.8.0",
"1.2.9.0",
"1.3.0.0",
"1.3.1.0",
"1.3.2.0",
"1.3.3.0",
"1.3.4.0",
"1.3.5.0",
"1.3.6.0",
"1.3.7.0",
"1.3.8.0"

)
$currentSchemaVersion = $schemaVersionMap[$majorMinor]

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"

# Open connection
$conn.Open()

# Get existing db schema versdion

ScmdGetSchema = $conn.CreateCommand ()

$cmdGetSchema.CommandType = [System.Data.CommandType]::
StoredProcedure

ScmdGetSchema.CommandText = "[GetSchemaVersion]"

$outl = $cmdGetSchema.Parameters.Add("@Major", [System.Data.
SqlDbType]::Int)

$outl.Direction = [System.Data.ParameterDirection]::Output

$out2 = $cmdGetSchema.Parameters.Add("@Minor", [System.Data.
SqlDbType]::Int)

$out2.Direction = [System.Data.ParameterDirection]::Output

$out3 = $cmdGetSchema.Parameters.Add("@Build", [System.Data.
SqlDbType]::Int)

$out3.Direction = [System.Data.ParameterDirection]::Output

$out4 = $cmdGetSchema.Parameters.Add("@Revision", [System.
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Data.SqlDbType]::Int)
$out4d.Direction = [System.Data.ParameterDirection]::Output
$cmdGetSchema.ExecuteNonQuery ()

$existDbSchemaVersion = [string]::Format("{
0}

3}
", Soutl.Value, Sout2.Value, Sout3.Value, $Sout4.Value)

write-host "Existing DB Schema Version: $existDbSchemaVersion
n

if ([string]::Compare($existDbSchemaVersion,
$currentSchemaVersion) -1t 0) {

Write-Output "Upgrade $existDbSchemaVersion to
ScurrentSchemaVersion"

& $PSScriptRoot\bin\lessmsi.exe x $SInstaller
$PSScriptRoot\ SsRecDatabase.dll

Stempdir = "$PSScriptRoot\SOURCEDIR\Program Files\Citrix\
SessionRecording\Database\Bin"

# Load assembly and get resource

Sasm = [Reflection.Assembly]::LoadFile("S$tempdir)
SsRecDatabase.d11")

foreach ($patch in $DBSchemaUpdatePatchlList) {

if ([string]::Compare(SexistDbSchemaVersion, S$patch)
-le © -and [string]::Compare($patch,
ScurrentSchemaVersion) -1t 0) {

write-host "Applying $patch"

# switch to db

$switchCmd = Sconn.CreateCommand ()
SswitchCmd.CommandText = "use [$dbName]"
$switchCmd.ExecuteNonQuery ()

$resStream = $asm.GetManifestResourceStream("
SmAudDatabase.Spatch-MigrateDatabase.sql")

$bytes = New-Object byte[] S$resStream.Length

$resStream.Read(Sbytes, 0, $resStream.Length)

$script = [System.Text.Encoding]::UTF8.GetString(
Shytes)

$statements = [regex]::Split($script, "\s[gG][o0
1\s")

foreach($statement in $statements) {
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SupgradeCmd = S$conn.CreateCommand()
SupgradeCmd.CommandText = $statement
SupgradeCmd.ExecuteNonQuery ()

$existDbSchemaVersion = S$patch
else {

write-host "Skip $patch"

}

# UpdateStaticData

SstaticCmd = $conn.CreateCommand()

$staticCmd.CommandText = "use [$dbName];if not exists(
select * from [dbo].[StartReason] where ID=4) begin
insert [dbo].[StartReason] values(4, 'Event Triggered
|) end"

$staticCmd.ExecuteNonQuery ()

if ($versionCompare -ge 2308) {

# upgrade record policy version
SstaticCmd = $conn.CreateCommand()
$staticCmd.CommandText = "update [dbo].[
PolicyDocument] set PolicyFileFormatMajorVersion =
1, PolicyFileFormatMinorVersion = 3 where
SystemDefined = 1"
$staticCmd.ExecuteNonQuery ()

# upgrade endreason
SstaticCmd = Sconn.CreateCommand()

$staticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=5) begin insert [dbo
].[EndReason] values(5 , 'Dormant') end"

$staticCmd.ExecuteNonQuery ()

if (SversionCompare -ge 2311) {

# upgrade endreason
S$staticCmd = $conn.CreateCommand()

S$staticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=6) begin insert [dbo
].[EndReason] values(6 , 'Deny') end"

$staticCmd.ExecuteNonQuery ()
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write-host "Upgrade success!"

}
else {
Write-Output "Current schema version don't need upgrade"
}

$Sconn.Close()
<!--NeedCopy-->
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