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@‘ Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list;
Type the process names of target apps. Separate the names with a semicolon (;).

[ Log file operations
File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).

[] Log web browsing activities
[ Log topmost window events
[] Log clipboard activities
[ Log registry modifications

Registry monitoring list:

Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modifications
[] Log RDP connections
[ Log app installs and uninstalls

[ Log performance data v
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Xyt—IFa2— (MSMQ) ZEULTRHINET, lISICLD. & Session Recording A>HR—x> ~ED Web
H—EXOBEVVIPREINET, MSMQ IZ& D, Session Recording Agent 5 Session Recording 4
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SZAMVTFAINDNY Ty TREBRLTH S, LIZX R ZEELTIEI L,
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o Microsoft 1 > 42—y b1>T7xX—=>a>H—EX (IS) #HEELET,

HIBR I 1 7c IS #EL T Session Recording ##mM TE £9, & Session Recording #—/\—T. IS 7 x
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- REXEUOHIR: %z 4,294,967,295 ICREL £7,

- 73AR=FXEUDHIR: &% Session Recording H—/N—D¥EXEVICHREL £, 7L 23,
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E3ICLBVE, EFaTr LOBHICTS SN, P RTLKENEEZZITED. PXATLDNREFBAT
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- Citrix Virtual Apps and Desktops & d. VDA O—HIILEBEDRE %R, /7 IV r—> 3
VERRBRTRIMY IO —IIRAE5LBEVTLEST VW, O—AILEBEORIDNUBERHZEIZ.
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1t Session Recording Player & & ZHFAI SN TULAR WSS, TOI—HF—IZIF L D Session
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1. [xr1aAYEa—4—] 267Uy o L. [FONT1] ZFIRLET,
2. [FHHERE] 277200y oL, [EBFBEE] O [RE] 27VvILET,
3TNV IEROETAA] T [(BL)] ZBRLET,
Microsoft ®z2%E (https://support.microsoft.com/en-us/kb/307973) #&8BL T LS
Lo

- LYY arvoORMEBR. TR MY TEY S a VAREINTVRBEIR. 4251 Y& Microsoft
Remote Assistance V7 Iz 7HRBISNZAEEMNH 2 L EHEEICHNSE £,

- OJFA VERBRELIIEF2U T BHRY. HRTRREFLREFERINZITRTOO—ALTTUT
—>ga> e Web 77U —oa VIR RINBVWESICLET, 25 LAVEE. 20L& S RIBHRD
Session Recording TREINE T,

- DE-FICAEY > avICIDBZ BRI, BEBREAFIZHUERMEOHEZT7TVr—>a3> 9N
THALCFY,

- AT RY by FE 7l Software as a Service (SaaS) 7V Tr—>avADTIERICIE. BE
WHALAE (VTN A A AR— b A—RARY) OHEEHFHOLET,

+ Session Recording (&, EEICHEEL. EF a1V T+ Z—XEHB LI LT HREDN—RITFTELN—RD
ITFAVIZRANIVFv HARY R T—OTFNAR ARL =T VTP RAFTLIRE) ICREFELTVETD,
AVITZARZIVFvILRNILTHEZBLIE TS LMY ISR NS VFvDBBEFREMBZHE.
Session Recording e L2 L EREMZRELE I,
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TS B —/N—i%8e D Directory Service Integration Zr > X b —JL L ¥ 9, &IZ Message
Queuing H—EXZzHEEHL X7,
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File Action View Help
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& Computer Management (Local)

P 'ﬂ Systern Taols
p B Storage
4 Fly Services and Applications
+ W) Intemet Informaticn Services (115) Manager
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4 Services
& WMI Control
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Recane Message O O
Pk Message O O
Receive Joumal Message O [
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Advanced.
[ ] oo

5. MSMQ 7 —4%Z DU —N—ICEEFETBZVDADQ IV Ea—2—F3EFa VT JIL—F=EBM
L. Xut—Y%XE95HEREZNS5LET,
- Computer Management ol L I

File Action View Help
_

o 2E XE 0=
Mare Actions »

ﬂ Computer Management (Local)
b [} System Tools
b 3 Storage
4 [y Services and Apphications
WY Internet Infarmation Services (I5) Manager Group of user names.
b [@ Routing and Remote Access
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=] ﬂ SOL Server Configuration Manager
4 @ Message Queuing
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> 5 b v ] [ |
b B citriemauddata F for WINTVDA Mlow
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(7]

4 7 Private Queues
B[] System Queues
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[ox [ Cancal |[ hoov |

+ Session Recording #—/\—& Session Recording Agent 1 RX> kO %= &NICRET 5. Windows
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FRBEY—FN=—FTAHOVE-+OIVVa—2 a3 2FRLTARY FOTZFRETZD. AR OYT
ZUE—MY—N—ICVHAL I THIEDERINETS,

+ Session Recording > R—%> FHBIET B —N—ZYEWNICRE T B, AIBETHNIL. HERZFRDOA
DHMPANETERRER/Y—N—FEICOAVE2—F—ZRELFT,

+ Session Recording Y R—%> FOEIET B2 —N—%ZRIOY TRy bEFIZR XA VICHEET 3,

+ Session Recording 4 —N\— X IZH DY —N—DEIC T 7 A T I+ —IILZHRBEL. EFLOYF—N—IITI+E
2Xg3A-—H—NotyraroRET—FERET B

« Microsoft hsDE&HIDEF2) T4 7y FF—MIZLD. Session Recording Administration #—/\—
BLUSQL 7—ER—XZHMIIERBE T,

o BEEEFUIDODADNEETI VIO AV TEHRVESICHIRT .

s BERV S —OEESSLUVE Y aYORET 7 AMIIORTEZTSEREZFOI—F—ZEL <HIRY 3,

o TURILEEBAZEZ 1> X k=)L L. Session Recording ® 7 7 1 )L E&MEEEFERAL. IIS TTLS @5zt
PAN VA KT

+ MSMQ Di&fETHTTPS BMERIN3 & SICRET %, TD=®ICId. [Session Recording Agent 0~
ONT ] IZRREINZ MSMQ 7O )% HTTPS ICRREL & F, #L<Id TMSMQOD FZ IV a—
TavJ1 BBRLTIETL,

o TLS1.1 713 TLS 1.2 (#28) %=FEL SSLv2. SSLv3. & & U TLS 1.0 % Session Recording #r—/\—&

Session Recording 7 —4#~RX—X TEMICL X T,

+ Session Recording #—/\— & Session Recording 7—4#~X—2 T, TLS A®D RC4 BES X1 — b & &EH
IC9 %o

1. Microsoft 7 IL—FRUS—IF s 2—%FEHALT. [IYEa2—42—0#ER] > [BERTY L —
t > [y bo—=2] > [SSLERRE] ICBEBLET,

2. [SSLEESDIEN] RU>—% [B#] ICRELET. T7A4IL T CORUS—IE [RER] 128
EINTULET,

3. RC4ABESZXA—bZzTRTHIBRLET,

s BET—20OREREZERT 5, BET—2DREI Session Recording O#EED 1 DT, Thitk D,
Session Recording Player ic4 o> O— RINBFIIC. Ty avORE T 7 MILDBESHKIhET, CO
A7 3> [Session Recording H—N—D7O/NF <] IZHBD. TITAIN M TEMCREINET,

s BSUF—RELUVBESHKTILIVZILO NSIT HAME Y ZURVET,
+ TLS 1.2 @ Session Recording #7/R— + 2R L £ 9,

Session Recording AV R—% Y FOIYRY—I YV REXaUTsEBRICTIHICIF. BEFORD
LWELTTLS12 %2 EACNE Cezb8HLET,

TLS 1.2 o Session Recording 7R— ~ 28R I 3 1C1d:
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1. Session Recording —/N\—%KX +§E3I>ICOTA > L&Y, #@th% SQL Server /517>
FOVR—FVPERSAN=%1C>Y =)L, .NET Framework (N—23> 4 BUFE) ICxiL
THRERBSZRELET,

a) Microsoft ODBC Driver for SQL Server A—> 3> 11 LEE 1 >R b—=ILLE T,

b) .NET Framework®&HoFry cT71 vy 20-ILT7y F7=BRLET,

) EFBLTWAB.NET 7L —LT7—0DN— 3 VICETVWTADO.NET - SqlClient®z—ry
Zb=ILLET, #L <& https://support.microsoft.com/en-us/kb/3135244% 28 L T
<FEEL,

d) HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFramework\v4.0.30319 & & ¥
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
MO TIZ. DWORD f& SchUseStrongCrypto=1 ZiBflL £,

e) YU EBREELTIETW,

2. Session Recording R > —a>V—I)LZRIX B3I vIcOdF > L&Y, .NET Framework
DEFDOERY F 70w o 2O0-IL7yF7%=EBL. .NET Framework (\N\— 3> 4 k) ICxL T3
ELRESERELET, BERESEZRET 5% TIFIE1-4 LU 1-5 AL TY, Session
Recording #f—/\—x @ L > Ea—%—T Session Recording K> =YY —IJLEA VR b—
LFTBELSICERLTVWBESIF. CNSDOFIEZERITITIHEITHD A

2016 & DEIDO/N—2 3> @ SQL Server (2xt9 3 TLS 1.2 #:R— b &2 #mM$ 3 iCid. https://support.microsof
t.com/en-us/kb/3135244% BB LT £ W, TLS1.2 #FEAT 3iCid. HTTPS %, Session Recording O~
K=Y hDHOBETONIILE LTHERLET,

AT7T—2EUT1ICET 3 IREE

February 20,2024

Session Recording I3, #FD. £R@BAFOLY>aY2NEBTEIHERXT—FTILAESRFTLTY, Session
Recording -1 > X b—)L e RfTD 7= IC. Citrix Virtual Apps and Desktops ORITICHER/N— RO = 7EH
HBZT. THICVY—REEBMTRIBBIXIFLACHD FHA. 7272 L. Session Recording #ERL T D
Ty a3 ERETIAREDNHZHE. FLEEGULUEBICZDIVY —RZEHETEZ 7TV r—2 3> z2RET S
BRE, Ly avORET 7LD A IDNKEI BB eHFRATNBIHEIF. Session Recording DRt E
ZIUTRLEIIC. FRTIZVATLDONT A —IVRIZDVWTHEFHLE T,

C CTld. Session Recording IC& > TBWVWRT—SEUFr2RR L. RMROIX FTREY X T LEZRKAR
ISGERTE3AEICOVWTHBLEY,
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Session Recording D X7 —ZE) 71 H'E W EH

Session Recording RO MHRMBALLERTEVWR T —FEU T ZRETEI30I1CIE. £IZ2 DOEHDH D

9!

¢« NERTFAINYAX

Session Recording TER Iz v > a Y ORE T 7 1 ILIELBHNIBY 1 X TT, RTU—2VRIL
TEXTICEBY ) a—2a Y TERINICEROE T A REICLEND E FTIMUSNS B I ZTT ., &
Session Recording 7 7 1 LDEES L UBMICHER Ry b7 — VBB, T AT A= T4 XY
|OPS IZi%. EHOETZ 7 7LD 1050 1 UFTY,

Ty a vORBEITFTAINOHAIBNNIVWE ETFFTIL—LDLYFAUYTHELDERIL DAL
—RUCHBDET, o REIZEBEBERT. X¥ONSEY A XOETARATREELIEBRTDBS
NEOBELDHD EFC A, REDOPFDTFIMEI BERTHTOEY IV ERLELLS5VEHAED
PIVWRETY, 7711 IDNSI IR T S5 78IC. Session Recording 137 7 1 LA TF
—JL—L%ERE L EFH A, Session Recording Tld. ETA%2RITT5tv>a>oREFIC H.264
Nyr—RFOYFTEZOH. BE T 7LD A I EZNIKTIEHNTETET, CDHEE
%R Y 3IC1E. Session Recording Agent THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Agent\DropH264Enabled%zlics&EL. [EBICETAOA—T v o= ERT 3]
Dz [EBEHETI T TICEE] ICRELET,

[ g Create Policy
A

Edit Setting

Policy0 Use video codec for compression

Overview | Settings | Assigned to | -
Value: | For actively changing regions ¥

}» Use video codec for compression

User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server 08, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop 0S, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session 0S, 1912 Multi-session 0S, 1912 Single-session 0S

¥ Description

This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred’ is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select 'For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o 77 AILDERICHERLIEH DAL

Tty aroRE T 7ILICIE. RENICEEROERTHESN cty a0 ICATONILT—20'E
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T—EDANNRES L IWIBRE DHETE

Session Recording #—/N\—iF. £y a3 > ORET 7ML Z—TWICINETBHBHATY. YILFEyI 3>
OS VDA #RfTLTW3B &Y > T Session Recording #8#iCg 3. v a>niRET —42% Session
Recording # —/\—IZiXf5 L £ 9. Session Recording FREBDT—2Z BT BN TE. N—X MPEFIC
HIELBOD FTH. COLSBY—N—THYENET—XEORAIIHD £,

& Session Recording 1 —N\—IZEE9 3T —2DEL. H—N—TIOT—2ZNEBLIEMNT ZDICH D B EER
IKDWTERBLET, RIET 22BN T IREN T —ZANBRELDBRTHIBENHDET,

T—ANNEEEHET 3 ICIE. BEWNROEY S 3 YOHZEOFHH A ITRELTHS, £y avoiRE
BETHRELET, fcrziE. 5000 #Fad Microsoft Outlook ot v 3> DFEHH 1 AN 20MB & LT, #E
¥RIC8HHRETIE LET. COBE. T—HDANNIREREIFL 3.5Mbps TF (5,000 v 3> x20MB+8
BFf +3,600 #) . i@%. 100Mbps LAN iZ#E&iS . BESNT—2ZBMNT 3 +DBT 1« RV AR—IHB'H S
Session Recording #f—/N\—ld. T4 R ELUVFY b T—7 IOPS IC & 2N ALFIREERT DL, T—4%
#5.0Mbps THETE£9, CNH. BRETYT, COFITIE. WERE (5.0Mbps) FNFZEE (3.5Mbps)
EOBWMETH B 7%, 5,000 5D Outlook v a>#EBETEZEHAETT,

Ty ar DT REEFREININBICEI >TAIKERD, BEAOHREE. B, /771 v I E—RLRY
DEDMDERDLTELE T, 771 v IBEN—ELTEZVLWCAD Ny 7r—C%EITLTWE Y>3 YTl
I > Ra—4—h"Microsoft Outlook TX—ILEZEZETZ Ly a>vEDbH, RBICKIHY 1 XDORET —2
PERINZEDNFRTIET, LD >T ALHTH CAD Ly aYiFE@WANREZHKEYL L. Session
Recording #f —N\—DERAXLEE<AD 7,

N—X FPEE

RO TR, Y TN TH—BTF—2DRN—Ty FEEELE LA BUBBICEVFIT7( EF A ARET
BNR—Z R EVWDNBREE S RT LAMIET 3HEICONTIR, EEERDET, N—Z ME. TATOI—H—
HEOR BRI —FIC O/ 4> T3 s OBAOS v 1) P 2BH—FIC Outlook DBERy 2 X TAL X
—LEBELEBABYICRETEC LD BN ET. COESBEMBBEBICE. Session Recording #—/A—o
5.0Mbps &\ 5 QUBRE TIRIBAR+HHICHED £,
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& VDA TEITINTW 3 Session Recording Agent &, Microsoft X vt —2F 21— (MSMQ) %{ER L TRE
INhf-7—4% Session Recording f—N—ICEEL T, T—HIF. ARTF7YRI+D—RARTREEINE
Fo CHUE. X—IBEEE. X—IHT—N— ZEEBLOBMTEREINDIFELMESHARTY, Session
Recording f —N\—%xw b T —UHBN—I FROREOT—2ZMEBTEIAWVES, tv > a>voRET—2i&
T—AXYytE—JONy I OTDEESND ETRNICBMEINE T, Ry bT—UDBMLIEES. 7—2 XY
TP —RNICREF 2 —ICBMINZI DB FT, £hid. 74Dy b —0EBHLTHRA ML
RF—Jv—HIDOXy - DIBTE S —RKEDIHFE. Session Recording # —/N\—DRfsF 2 —ICIE#MHI N
3CehHbFET,

MSMQ IZT7 #—ILb FLZYRAAZILE LTHHEEL £9, Session Recording H—N—H 4o >d23H U >
IHBIEL TUVWBIES. BESNET—2IEE VDADREF 1 —ICEEEDFT, EENMHEINBZ L. F2—DF
RTODT—EH—EILEEINET,. MSMQZEATZ LT, BEOEy Y a>oREZHMLIEDT—2%K
o710 F 3 %< Session Recording H—N—%FA 754V TT7 v FIL—RPAVTFYRATELHTEE
ED

MSMQ D ELFIRIF. T—E2X Vv E—JD—RIA ML -8 LTDT 1 AT AR—IADPBEATVEZ L TT, ZD
BIRD7H. N—X b, BE. FREXAYTFUVIARNY FHREIKCES. BENICT—2PRDNBZ B0 £
To T—REBEREBLHRENAS AT LIFHELLAITETH,. CORRTIHERNORERNTT —2DO—HBhkbnE T,
T—EADKRONET 7AIIIEBEARETIN, RUICEKDON T —2OEMEF THCEBENFELEF T, UTOR
ISFRLTLL T W

o ZH—/N—. $C Session Recording 4 —N—IZF 1+ Y XR—X%ZBMLTMSMQ THERTEF 3L 31
TR N—RPEEFOFRENLARELET,

+ & Session Recording Agent TX vt —C OBEMEEZ BT AL NILICERET S ZEHEETY (Session
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ERE IV T I T THLET, #L L TDirector
%ZH#pk L T Session Recording 4+—/N\—%fERH7 3

ZBRELTIIESL,

o RERUS—ICEDWVWT, 27 VT —> 3>z EOTUNI—JIIL—FICRE T e zb8od L
9, KBTIV avotyra B ALTUN)—JIIL—TROTF V71 THERI>—L
eI 5a8EMN B D £F, Session Recording Tld. 777« FHAR) S — A—HF—hH BRIV
TeRAR7 TV r—a>zBELET, 7.18 U —X LU, #1aty > 3> oiEigEzERL T &
w2 ayHAW DO THEY Y a VOREZMBELIIEFELTIEY, COMEERF. 7T ARV —&
DREDOBBEZER T I1-OICRIUEFT, FLIE TBNAEy> a>oRE #8BLTIETWL,

+ Machine Creation Services (MCS) #7zi& Provisioning Services ZfER ¥ 2 stEH & 3 5 & 14,
—EHQMId ZEELEY, COFIEBORITICKKRT D L. BET —FHIBRTIAREEL DD £7,

o SQL Server Tl TCP/IP #&%nIc g 2% EHHD. SQL Server Browser —E XHRITH T, F7:
Windows BEEDFERDHBETT,

o« HTTPS M9 %IZi&. TLS/HTTPS ot —N\N—EREE% R L £ 9,

 [O—hla—H—rdI)IL—T] > [J)L—T] > [2—%—] oa—H%—cC:\windows\Temp7 #
WA= T BETAAERNMETNTVBR CCZBALFT,

Citrix Virtual Apps and Desktops - > X b —>—#%{#/ L 7= Session Recording o1 > k—)L

Session Recording Administration. Session Recording Agent. & & U Session Recording Player & 1
VIR=XY R EFIRDY—N—ICA VA= TBEzEBDHLET, ROFIETIE. CNE5DIVR—F2 D
AYAb—IEEEFHLSHBALEY:

Session Recording Administration > R—%> rD1 > b—JL
Session Recording Agent @ > X b—)L

Session Recording Player -1 > Z k—JL

Session Recording Administration J>R—%> b1 > X b=l
A

2110 BAPFE. TLS 1.0 #EZNIC A > TW 3 Windows Server 2016 (2 Session Recording Administration
AVR—RY bEA YA —ILTBHIC. ROFIEZETLET,
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1. OLE DB Driver for SQL Server #1 > X b—JLL £ ¥,

2. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319
LY kUx—T, SchUseStrongCryptoDWORD (32 Ew ) fE%EML T, E% 1ICHRE
L&Y,

3. Windows Server 2016 #HEi &8 L £ 9,

Session Recording Administration 2> 7K —%> k. Session Recording 7—%~X— X Session Recording
#—N—. LU Session Recording RU>—a>YV—ILHSHEREAINTVEY, IVR—FY FEFRLTY—
N=ICAT YR +=ILTEET,

FIEL: HEVI Iz 7EF4OO-RLTIOrF—RZ2EHT S

1. Citrix 7hv > FERBEREERA L T, Citrix Virtual Apps and Desktops o4 w7 >O—RR—=SJIZT7 o€
ZLT WRADOISO 77 ed o >O—RFLET, ISO 771 Ef@RTBH. 771)LD DVD Z1ER L
9,

2. O—HILOBEEBETHU > &> T, Session Recording Administration Y R—%> bDA > X b—
LWERINCOT AV LET, DVDZRSATICEHATEH. ISO 771 ILERTVMLET, TV R =3
—HEENICES L AVESIE. AutoSelect 7 TU S —> 3 Y ERIEY IV NENIERSATRZETILY Y
vILET,

AYA =T F—RFDEBLET,
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
single-session OS virtual machines c

Extend Deployment

Citrix Studio

F/Ig 3:Session Recording % &R 3 %

Session Recording T> ~U%EEIRL £,
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

FlE4: 51t ARHNEZHHFAETS

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the en
the providing Citrix entity (the applicable providing entity
"CITRIX"). This AGREEMENT includes the Data Proce
Services Security Exhibit and any other documents incorporz
location of receipt of the Citrix product (hereinafter "PR
(hereinafter "MAINTENANCE") determines the providing

www.citrix.com/buy/licensing/citrix-providing-entities. html.
USING THE PRODUCT, YOU AGREE TO BE BOUND

AGREEMENT. IF YOU DO NOT AGREE TO THE TERM
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothi
order or any other document submitted by you shall in an
terms and conditions contained in this AGREEMENT. This £
to third party products sold by Citrix, which shall be subject
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Custome
| have heard, understand, and accept the terms of the licens
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back

(V7LD T751EY R R—I T4V EHH BELT RNl 29Uy I LET,
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Citrix Virtual Desktops 7 Core Components

censing Agreement

Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FIES: AR =ILFZAVKR— ELVT VX M—ILIBFI%EIRT D

[O7ayR—2 k] R—STROEEZTVWET:

o BFF: 77 )L b TiE. C:\Program Files\Citrix IC& 3> R—% Y bHRA YA R—ILTINET, IZLALD
BETIEINTTATY. FROI VA M—IIGMZEIEET S CHTETEY,

e AVR=RUbr: TITAILETIH AZAM=ILTBAVR—Y FOBOTRTOF TV IRY I IDA >
ICBES>TWVWET, 1Y b—=F—& EITTNTVWBDHS Y IIItysa> 0S ERDONMTILFEYS 3>
OS tHohz#HH L £9, Session Recording Administration I>KR—%> b HA VI =L TEIBZ0
id. RILFtEv>a> 0SDHTY, Session Recording Agent b4 > X =L TEF3DId. VDA D1 >R
E=ILETNTWVWBEITYDHTT, BRI VDAL VI b—ILINTWLWAHRLT S VI Session Recording
Agent 1 > X k=)L %154, Session Recording Agent 04 7> 3 VIFFIATE £E Ao

[Session Recording Administration] %Z#RL T [RA]l 20U v o LET,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

¥ licensing Agreement Feature (Selzct all)

¥ Core Components . i )
Session Recording Policy Consaole

v

Features Citrix Session Recording Policy Console
Database and Server
= - & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
7 Session Recording Database

Citrix Session Recording Database

Back

FIE6: 7> X b—IL Y BHEEERIRT B
[H%EE] R—ITROEEEITVET !

e TITAIETIE. AR M—ILTRHEEDBEDITARTOF TV IRY VA A VICHE>TVWET, BSEE
TlE. CNEITRTOEEZ L DOH—N—IZAVIAM=—)LLTHEBVEHA. flEL. KRELEBRE
BIEDIEEE. Session Recording RUS =YY —)LEA YA =L LTcH—N—CEBIOH—/N—IC,
Session Recording #—/{—. Session Recording BIE&0O4. & & U Session Recording ¥ —%~—
AEAVAM=ILTEZBED LT, Session Recording EE&E O 4. Session Recording #—
N=DAT>a>0H THEETY, Session Recording BIE& O % %R 3ailC. Session Recording
F—N—%FERLZET,

o BRLIHEEZ MY XA =L LIc —N—ICRIDOHEEZBINT 3ICIE. MSI NNy =272 E5HEICRONE
o IYRA=5—ZBRTITBLIFTTFEA,

AYRAM—ILTBHEEZBERLT RNl 20Uy oL EY,
FIE 6.1: Session Recording ¥ —4~RX—2XD1 > k=)L
7

+ Session Recording ¥ —ZR—RFRBEDT—EZR—ATlEHD FHA. 1> ~—ILHIC Microsoft
SQL Server 1 Y 22V RAIIMEBR T —INR—AZER L THERITI3KHOIVER—R> T,
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Session Recording Tl&. Microsoft SQL Server ICE D<K F—2ZR—XDEARAMED/=HD 3 DDV
Ja—23 e R-—bLTVWET, #FLLE [F—E2XR—IXOETAM 28R LTSI,

+ Session Recording ¥—#% ~R— X%, Azure SQL Managed Instance. Azure fk¥8<>> (VM) E
@ SQL Server, AWS RDS ICBR T & %9, Azure SQL Managed Instance £ AWS RDS T I,
SessionRecordingAdministrationx64.msi /X 7 —J & ER L - 3B & 12D H Session Recording
F—AR—22ERBETEF T, ##L <& TAzure SQL Managed Instance % 7z(% AWS RDS T®
Session Recording 7 —2~X— XD @M1 Z8B L T 23 W, Azure VM £ SQL Server Tid.
msi /X - — 2 & Citrix Virtual Apps and Desktops 1 > X k=5 —dmA %= A L T Session
Recording 7 — 4 R—XZRBHTET £9, L <. TAzure VM Lo SQL Server T® Session
Recording 7 —42~R—ZX DR 8B LTZT W,

Session Recording ¥ —#~X—X & Microsoft SQL Server 0 BRICIE. BEBEUTO I BEIHO X7 :

+ BB 1: Session Recording ##—/\—X Session Recording 7—4~RX—XER LI VICA VX M=)l L.
Microsoft SQL Server # U E— kI VICA YA R=ILT 3 (ER),

+ /BRI 2: Session Recording #—/\—. Session Recording 7 —4~X—2. & & T Microsoft SQL Server
ZRAICIYIVICAV A =ILT B,

« [BR 3: Session Recording t—N\—% &% %% —/\—IZ1 > X b—JL L. Session Recording ¥ —4 ~R—
Z & Microsoft SQL Server o5 % . Session Recording f—N\—%+1 > X r—=JLLTI=R S V2 IFRIDT
OUICAVARAM—IILT R HEEINEHEA),

1. (8] X—>T [Session Recording ¥ —2~R—2] #ERLT [hA] 200w I LET,
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Citrix Virtual Desktops 7

¥ Licensing Agreement
¥ Core Components
Features
Database and Server
Summary
Install

Finish

Features

<

Feature (Select all)

Session Recording Policy Consale
Citrix Session Recording Policy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Database
Citrix Session Recording Database

2. [T=ER=BLUVHY—N—0DEHE] R—I T, Session Recording 7 —4R—XDA Y RAVRAZLT—H
R—2Z. B&L UV Session Recording H—N—DIA>Ea1—F—FTHIVEEBELET, [RAN] 20U ILE

ED
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Citrix Virtual Desktops 7 Database and Server Configuration

¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the

i computer account of the Session Recording Server.
¥ Core Components

+ Features Configuration
Database and Server Instance name:
Summary I Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database narne:

r
CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back | I Cancel

[T—ER=ZBELUVH—N—DHEHE] R—IT. ROEEETVWET:

¢ IVRBAVRAZ: T—BAR=RAVAZAVIAN, A VRAZY DY b7 TRICER L &R I 1> 42
VATHEWEE. SQLServer AV B2 —2—RBDAHEFEATIET, BRI VX2V IAWHIHEIE.
T—ER=—RAVZAZAVRZE LT TRXA N\ Ea—4—F] #ERLET, FRAFOH—N—1>X4
VAR %EERT BICIE. SQL Server T select @@servername #X17L £, RO EIE. EBET—4&
R=RAVRABAVRAZTY, SQL Server WhRZLR—k (FT7#ILbKR—b 1433 LN TUR>FB &
SICBRTNTVBRHRIF. 1A ZYRAZICAVIZEBMLTARZLYRF—R—bZRELET, &
ZIE (122 ZB] TR bRy XT IDXSBC-SRD-1,24331 * ANALF¥, I>IDHED 12433
& WAZLYRF—KR—bERLET,

¢ FER=2B: [F-ER—2E] FFRAIRYIZTEBOT—ER—ZBENAT BN FLETFR L
ARy I RICHBARESNTVWBT IAIL DT —ER—XZEZFEALET, EHFOTXR] 22Uy LT,
SQL Server 1 Y R BV ZAANDEHFE T —EAR—IAZDEHMET I LET,

BE:
FEDT—EAR—RZBICFEATETZXFIF. A~Z, a~z. 0~ 74 —XAT7DHT. 123 XF*%

BXTERDEHA.

o F=EAR=ZDY—N—D&KEERTH 3 securityadmin & & U dbcreator KRETY, HERHIE VIS
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ald. REFTVET:

- T—AR—REBEICAVAM—IIOERZEDEHTTHLVWET, TV M—ILORETEIE
securityadmin & &£ O dbcreator  — N —REWERIGFRBICHD . Z2ICHBTEFT,

- F7z1&. Citrix Virtual Apps and Desktops I1SO - X — < d\layout\image-full\x64\Session
Recording iZ# % SessionRecordingAdministrationx64.msi /X4 —S % ERAL £ . msi O
> Z k=)L, securityadmin & & Uf dbcreator —N—REERE R, T—ER—IEEED
BERBEREZROZIAAITOATRY I ADRREINE T, BEREREZERICASDILT. [OK] 20UwvD
L. 1A b=ILZHTLET,

1> Z k=JLIZ& D Session Recording 7 —42RX—XHMER I 1. Session Recording #—/\—®
Y T7hY Y hh db_owner ¥ LTEMINET,

+ Session Recording y —/\—DaAYEa1—2—F7Hho > k!

- B 1 ERM 2: [Session Recording t—N\N—DaA>E1—42—7HU>V ] FEFILRYIR
T. Mocalhost; Xt AL &Y,

- BB 3: Session Recording H—N\—%2 KX r$3I>VDEHIZ. TRXA\IYEa—4—
21 DR TASNL £9, Session Recording t—N—0 > Ea—2—T7HU > bid. Session
Recording 7 —4R—RIZTF7 IR T 3HDAI—HF—THI>Y L TT,

7

[Session Recording f —N\—D AV E2—4—T7HU U ] TFRMRYITRIR XA VENBRES
NTW3 L =2, Session Recording Administration Y R—%> b EA VI b—ILLLS LTS
. I5—O— R 1603 TERMTBehHD 9, EEEKRE LT, localhost %713 NetBIOS K X
1\¥> &% [Session Recording H—/N—DaA>Ea1—4—7HU>Y ] FHEXLRYIRIC
AL TLEE W, NetBIOS KX+ > Z%EF T 3IC1E. Session Recording #—/N\—H' 1 > X b—

JLEnfkav¥E¥a—%—o PowerShell T F'Senv:userdomainiy #£1793Hh. Ixv>vR7OY
7 +T fecho %UserDomain%) #£1T7L%7,

3. A YA ILENICHIRE M B L £ 9,
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Citrix Virtual Desktops 7 Summary

+ licensing Agreement Review the prerequisites and confirm the compeonents you want to install.

+ Core Components y
Installation directory
+ Features . o
C:\Program Files\Citrix
+ Database and Server .
Prerequisites

Summa . . )
Ty Microsoft Internet Information Services

Install

= Core Components

Finish

Session Recording Administration

Features

Session Recording Database

(o) DI [ o

BEE] R=ZICA VX F—LOBRIKRRINET, [RB] 27Uy I LTHIOD A HF—RR=VICRD, ERZX
Byadh [MYRAb=] 29Uy I LTAYR—ILZRBTEEXT,

4.1V +=ILERETLET,
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Citrix Virtual Desktops 7 Finish Installation

v Licensing Agreement The installation completed successfully. ' Success
v Core Components

Core Components
v Features

+ Session Recording Administration Installed
v Database and Server Post Install
v Summary v Compaonent Initialization Initialized
v Install
Finish

[1TYRE=IDFTET] R=DIZ. TRTOFREZFGEERICA VA —LEIVBU I NIV R—2 bHEE
DFTYIN—TJTREINET,

[527] £2 1w o LTSession Recording 7—4R—XDA YA b—LZRT LT,

FIE 6.2: Session Recording #—/N\—D1 > X ~—)L 1. [##E] X—2T. [Session Recording *f—/\—]
¢ [Session Recording BE&EOJ] ZFIRLET. DRA] 20U v I LES,
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Citrix Virtual Desktops 7 Features
#" Licensing Agreement O Feature (Select all)

+ Core Components |

O Session Recording Policy Cansole
Features

Citrix Session Recording Policy Console

Database and Server |
[~ Session Recording Server

Administrater Logging Citrix Session Recording Broker and Storage Management.

Summary

Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.

O Session Recording Database
Citrix Session Recording Database

/L.

+ Session Recording & O &, Session Recording t—N\N—DF 7> a3 >0 T T,
Session Recording BE#& 04 %#3#RT 3 a0, Session Recording H—/N\—Z#ERL £,

+ Session Recording &£ 074 & Session Recording #f—N—%RERICT Y XA b—ILT B E EH)
HLET, EREOITRBEZENICLBVEHIF. BOR-—JSTEMICTERI, L. RIDICTOH
BEZEA VX M—ILLAVEIRE L. B TEMNY 315&(d. SessionRecordingAdministrationx64.msi
Ny T—2%Z FERLTFETEMT S LASHD EE A,

2. [T—ER=ZABELUVY—N—DHEH] R—IT. BREEELET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 47



Session Recording 2112

Citrix Virtual Desktops 7 Database and Server Configuration

v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

v Core Components
Fea

Features Configuration

Database and Server Instance name

Administrator Logging Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Summary

Install Database name:

Finish CitrixSessionRecarding

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[F—ER=ZBELUVH—N—DHEE] R—IT. ROEEETVWET:

o AVRBAVRZ: [1>RZ>VZA] IZSQL Server DZFENAILEFT, BRINTEA >V AE VX EFRLT
WBBEIE TRXA AV Ea—42—F1 EANAILET, FRALTVWAWEEIE. TOAYEa1—42—8) £iF
EFNNDLET, SQLServer ®hXRZLR—F (FT7#ILR—K 1433 L) TR FBLSICEBHRIN
TWBEEIF. TV REVRBZICOAVIEZBMLTARZLY ZF—FR— b Z2RELET, e RIE [TV
2V ZXZ] TFRALRY I ZXT TDXSBC-SRD-1,2433) “ ANAL 9, AV DED 12433) 3. hRZ
L) RFP—R—brERLET,

o T—AR=REZ: [F=ER—ZB] T*ALRYIRTEREDT—ER—RABENNTEIH. F£ETFEI b+

Ry RCEFHRESINTWVE T T+ hDF—E~—2%F CitrixSessionRecording =B L £ 7,

F=ER—=2DH—N—D&EERTH 3 securityadmin & & U dbcreator KR ETY, HERHIE VIS

Hld. RETVWET:

- TER-—REBEICA VAL ILOERZEDETTH5VET, T YIA - ILOETERIX
securityadmin & £ 0¥ dbcreator  — N —REWERIIFEICHRD . T2IHIBTEIET,

- Ffcld. SessionRecordingAdministrationx64.msi /w4 — %R L T Session Recording
—N—=FAYAr=LLET, msiD1 > +—)LH, securityadmin & & Uf dbcreator +—/\—
BEMEREHIS, T—EAR—IXABEEBEOERBRERDZ A4 A TOT Ry I IBRREINES, EIEE
RZEBICAALT, [OK] 20w oL, 1R —ILZFITLET,
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¢ ELWAYREVRBET—ER—ZAZHENALTES, JEHEOT R ] 22 1) v o LT Session Recording
TFT—RAR—IADEHEZT AN LET,

+ Session Recording —N\—QaAYE2—4—THAUY bENALT. [AAN] ZOU v I L& T,

3. [EEEOJOBM] XR—2 T, BEEEOJREOBHREZIEELE Y,

Citrix Virtual Desktops 7 Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration

v Core Components Configuration

v teatures The Administrator Logging database is installed on the SOL Server instance:

+ Database and Server VDEX-SRD-1 v
Administrator Logging

Summary Administrator Logging database name:
Install | CitrixSessionRecordinglogging v
Finish

Test connection...

7 Enable Administrator Logging
This option enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blocks policy and server property changes if logging fails.

<

Mext Cancel

[BIEEOJ O] R—IT. ROEEEZTVET:

« BEREOJT—ER—XILSQLServer 1 >V XZV A VA= TNET: COTFIMRY I XM
ETIFEtFA,. BEEOQITT—ER—XD SQL Server 1 Y X2V RZIE. [FT—ER=XELUVH—N—D
Bl R—CTANALTA Y RAE2 YV AZPEHNICERINE T,

« BEEOJT—HER—XF: Session Recording EBEOJ#EEZ 1> X L—ILTBICIE. TOTFR MR
YOIRATEBEOY T—IR—ADEBRDT —ER—IABEANNTEH. B TFIRY I RZERRE
INT T AL DT —2~R—2% CitrixSessionRecordingLogging = fERA L 7,

E:

BEEOVT—EIRN—IEIF [T—ER—ReHY—N—0DER] R—20 [F—E2~R—IE] 7FX+
Ry U X THE LT Session Recording 7 —4R—ZXZ L BBRZHDICTIHRENHD £,

s BRENIT—ER—IBEANALLS. BEHEOTIR] 27Uy I LTEEREDY T4~ INDEL
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ZTAMLETD,

o BEENJEBEMICTS: TI7AILTIE. BIEZSOTEERIEMICE>TVWET, FIvIRYIRELT
ICL T DMREEREMICTEET,

e BETOVFUIZBMCTS: T7AINETIERFTOVFOIDNERCAE>TVS D, OTHRKRT S
CEBOMENTOYISINBZ e HDET, FIv IRy IREFTICLTREITOYF VI ZEMICT
TEI,

DRA] 20Uy oL TAYRAM=ILEGHITLED,

4. 1R b—ILENCHIRGH ZRBLET,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install,
v Core Compaonents .
Installation directory

+ Features . .
C\Program Files\Citrix

v Database and Server
Core Components
« Administrator Logging ) e .
b Session Recording Administration

Summary

Features
irsial Session Recording Server
Finish Session Recording Administrator Logging

Back Iml Cancel I

BE] R=DICA VA= LOBRVERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE
BI3D [1YZA =] 20Uy I LTAYRAM—ILZBBRTEET,

5 /A b—ILEZRETLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Care Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Post Install
+ Administrator Logging v Compaonent Initialization Initialized
v Summary
+ Install
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

(5271 221 w& LT Session Recording —N\—D1 > b—ILEZET LT,
A

Session Recording ¥ —N—DF 7 I bDA YA =)L Tld. BleEtEFa )T TRET IO
HTTPS/TLS ZfER L £9, Session Recording #—N\—DF T A bDAVE—Fy b1V THX=> 3>
H—EX (IS) ¥ FTTLS AR INTLAWSEIE HTTP ZERAL £9. CheETT3IC1E. Session
Recording Broker #1 ~C#B1L T IIS B>V —JL T SSL %:&IRMFR L. SSLREZRS. [SSL 24
Br93] Ry IReATICLETS,

FIE 6.3: Session Recording R >—O>V—)LO1 > X k=)L 1. [i#EE] X—2T [Session Recording
T—AR—] ZBIRLT [RAN] 20Uy o LET,
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Citrix Virtual Desktops 7 Features

# Licensing Agreement OJ Feature (Select all)

+ Core Components . . .
W Session Recording Policy Console

Features Citrix Session Recording Policy Console
Summary
O Session Recording Server
Install - Citrix Session Recording Broker and Storage Management.
Finish

O Session Recording Database
Citrix Session Recording Database

2. 1Y R = ILENICEIRE M B L £ 9,

N o
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Citrix Virtual Desktops 7

# Licensing Agreement
¥ Core Components
« Features

Summary

Install

Finish

Summary

Review the prerequisites and confirm the components you want to install.

Installation directory

C:\Program Files\Citrix
Core Components

Session Recording Administration
Features

Session Recording Policy Consale

[(BE] R=JICA VR M=ILDERPIRRINE T, [RB] 20U VI LTHID T4 F—RR=JIZRD, BREL

BEBD. [1YZA =] 20Uy ILTAYA =L ZRIATEET,

3AYZA+=IIEZRTLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Companents
Core Components
« Features

v Session Recording Administration Installed
¥ SEry Post Install
+ Install + Component Initialization Initialized
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

[27] 221 w% LT Session Recording RU>—aAYY—ILOA YA +=ILERTLET,

F|&7: Broker_PowerShellSnapIn_x64.msi #1 > X ~—JLF3
BE:

Session Recording R U > — 2>V — L% EMAT 3 I3 Broker PowerShell 2 +v 7 >
(Broker_PowerShellSnapIn_x64.msi) #14 Y XAb—ILTEHEBELHDET, RFvT1 >
F TYZAb=F—IC&>TEEBNICI VX F=ILEhFH A, Citrix Virtual Apps and Desktops o 1SO
(\layout\image-full\x64\Citrix Desktop Delivery Controller) TX+v 7
1UZRERL. BRI S TFITAI VR M—IILTIREDRHD 9, OBWEE. T7—HHELET B8N
rHDFET,

Session Recording Agent 07 > X +—JL

Session Recording Agent i3, v > a>%ziEd 2 VDA £7g VDI I ICA VX —ILLET,
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FIEL RRKVI VI T2V YA—RLTUsF—FZEHTS O—-HNILOEEBETHV >V LZ2FEL>T,
Session Recording Agent AV R—2 Y bDA YA =LK VICOTF > LET, DD Z RS JICHEAT
M ISO 771V &IV ELET, 1R —F—D'BBNISEH LB VSEIE. AutoSelect 771 7 —2 3
VERBRIEEINIERSATEETINIU I LET,

AVAb=LTsF—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Vil‘tual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

citrix

FIE2: 1> X =L BHAZRIRT S

1V ZXb=ILFBHR (Citrix Virtual Apps % 7-ix Citrix Virtual Desktops) o##icH 2 [BiR] 20 v o
LEY,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
tion Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
" licensing Agreement Configuration

#" Core Components . .
3 P = Session Recording Server name:

Agent
Summary
et Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,
Finish
Protocal:
|RTTRS
Port

Flg6:Agent O#ERZIEET S

[Agent DIER] R—JT. ROEEEFTVET: Session Recording 4 —/N\N—%FFIICA VXA M—=J/LLTWVW3H5
&ld. Session Recording —N—% > b—JLLTcY> DOV Ea—42—F L. Session Recording #—
N—COEFEOTO NI R— MEFRZANSILE T, Session Recording @ > X b —LHSEATVERWESIF.
#%T [Session Recording Agent D 7O0/X57 1] TCNESDBEHREZEETTXT,

pE

AVA =5 —DT X MEGHEEICIIRANHD £9, THTTPSHA TLS 1.2 #HhBr 5] >+ UAIFHR—
FLTWERA, COVFUATAI VR MN—F—%2FRAT355I1FT X MEGICEKBLEFIH. BT EEL
T RNl ZOU Il A1YAM=I%ZHEITTIET, CNICE > TEEDIRENTEZZITDZCIEHD
FHA-
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Citrix Virtual Desktops 7

v licensing Agreement
v Core Companents
v Agent

Summary

Install

Finish

FIRT: > X b —ILENICRIRFH 2R T 5

Summary
Review the prerequisites and confirm the components you w
Installation directory
C\Program Files\Citrix

Core Components

Session Recording Agent

Bac

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE

BEBH [ =] 20Uy ILTA VA= ZRIRTEER Y,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.

+ Core Compaonents
Core Components

+ Agent v Session Recording Agent

¥ Summary Post Install

v Install v Component Initialization
Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7:iZ Provisioning Services (PVS) T. BREADIY X Z—1 X—
D4 VR h=ILiEHD Microsoft Message Queuing (MSMQ) %R L T##%D VDA Z{ER T 3. —
EDRRAFICEVWT. TN50 VDA D QMId ARILICAZAIEEMEL HD £, CDHBE. ROLSBRIEFIE
BEENEET ZEEMENHD X7

s BEIZNHEARINTULTH, Ty aryhFEINBWEEHLHD EJ,

s Ly a>ons 4+ 7{ESH Session Recording H—/N—IC& > TEEINT, Ty a>DRT—

BANEIZ [S1T] IKB>TLESAREELBD 5,

fRAREIZVDA CCICEB D QMId Z1ERT 2 e TY D, AARBHAAEICL>TEADET,

Session Recording Agent i > X k—JLahic> > J Lty 3> OSVDA %, PVS 7.7 LIFE F f-1d MCS
TOLUBON—a>zEALTHNTRI MYy TE-—RTERT 258 (KL RiE. IRTOEEHNFOD
Personal vDisk #7z13 VDA @O —AILT 1 R Y TKEMICHR D & SICHEM T 158) . BMORIEERET
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ED

RILFEv> 3> OSVDAHL MCS £7E PVS &2 > F Lty 3> OSVDA #EA L TERS N, 21—
—HOJF T TBEIRTOEENHIBRIND & SICERAIN TV 335E1E. GenRandomQMID.ps1 21
ThEFERALTOXTLERRKICQMId ZEELEY, BREEAZEZZEL T 2—H—DrOJ1>zHT
TRANCTDBHDO VDA DRITENTVBLSICLET,

GenRandomQMID.ps1 27 7 ~ZEAT 3 ICIE. UTFOFIBICRE > T 7ZE L

1. PowerShell ®%47:81) >~ —4' RemoteSigned ' Unrestricted IC:RESNTWB e ZRRBL T,

‘ 1 Set-ExecutionPolicy RemoteSigned ‘

2. A7V a—IENR2 RV EER L. MUA—% [T LESK] ICRELT. PVS £7id3 MCS v x4
—AX=IUIIVTSYSTEM 7AD Y b EES>TEITLET,

3. RE— TPy TFERO LTAR Y FZEBMLET,

‘ 1 powershell .exe -file C:\\GenRandomQMID.psl

GenRandomQMID.ps1 X7 1) 7 ~ DIFE:

1. LYZMUNSIHRED QMId ZHIBRL £7,

2. SysPrep = 1#HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICIBIMLET,

3. CitrixSmAudAgent > MSMQ X OREEHY —E X% FIEL £ T,

4. VA LHEQMId ZEMT B 7DIC. KIFLFLELIEY—EXERBLET,
GENRANDOMQMID.PS1 ##Ic/mL 9 :

# Remove old QMId from registry and set SysPrep flag for MSMQ

N

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters —-Name "
SysPrep" -Type DWord -Value 1

# Get dependent services

O 0o N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # Restart MSMQ to get a new QMId
12

13 Restart-Service -force MSMQ

14

15 # Start dependent services

16

17 14f ($depServices -ne $null) {

18
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foreach (S$SdepService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = '$(
$depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

}

<!--NeedCopy-->

Session Recording Player -1 > X k—JL

Session Recording #f—/N\— & fld K X1 YADT —2 X7 —= 3 >IC Session Recording Player -1 > X
_)I/inj-o

FIEL: "HEYVI LU T7EHAOO-RLTUs—RZEHTSZ O—HILOBEEBETHIY MEFE- T,
Session Recording Player YK=Y DA YR =LA VICOTF Y LET, DVDZ RS JICEANT
M ISO 771 EIYTYRLET, 1V —F—HEBNICES L AVEEIE. AutoSelect 77U r—> 3
VERERIUVY RSN RSAT2ZTNI IO LET,

AVA =T F—RFDEBLET,
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,
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Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.

¥ Core Components
Core Components

e LTINERY + Session Recording Player
Y Ietal Post Install
Finish v Compaonent Initialization

FIET: AR —IILERTTS

[T E=ILDOTT] R=VIZ. TARTORRFHEERICT VI M=ILELVTMRUI NIV R—3 > HRE
DFTYII—VTRINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording i&. # 7> a>#FEHTZF ALY FA YA h—ILEYR—FLTVEY, HALYFTIVX
b=z ERT3R7)FhziRL. BEIZIVVRERITLET,

Session Recording Administration J>R—%> bD1 > X =)L =B8N T S

B—pav > R%uEALT Session Recording Administration J>R—x> roRehty b EAV I =)L
T3 frziE. ROVFhhroIaT>Y RERITT S L. Session Recording Administration > R—x> +®
FeBEY A=, A2 IUERZBBIZOICOT T 7ILEERLE T,

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
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LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"
<!--NeedCopy-->

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.log"
<!--NeedCopy-->

F:

SessionRecordingAdministrationx64.msi” 71 /Lix\layout\image-full\x64
\Session Recording Citrix Virtual Apps and Desktops ISO 2% D 7,

ZFHEBOEKRIFRDODEHD T

o ADDLOCAL I3#IR LT MBE TS, D A 7> 3 > &BIRTE £ 9, SsRecServer 13, Session Recording
#—/1\—T7, PolicyConsole I&. Session Recording ;K1) >—1>Y—JLTY, SsReclogging ix. &
BEOJHAEETY, StorageDatabase i3, Session Recording 7 —%~X—XT9, Session Recording
BEEOYIE. Session Recording H—N\—0# 7> 3> 0% TH#EETY, Session Recording EE& D
J'%BIRT BH0IC. Session Recording 4r—/N\—%3EIRL £9,

+ DATABASEINSTANCE i4. Session Recording 7 —#R—Z DA Y XZ >V RZTY, f=& z I Azure SQL
Managed Instance A L TW3$H&1E. \SQLEXPRESS ,computer—-name\SQLEXPRESS,
computer-nameZ7zidtcp:srt-sql-support.public.ca7bl16b60789.database
.windows.net,3342T79,

+ DATABASENAME (4. Session Recording ¥ —4~R—ZXDF—ZR—ZTT,

+ LOGGINGDATABASENAME (3. EIEENJ T —2RXR—XEZTY,

+ AZURESQLSERVICESUPPORT ic& > T 5T R SQLAYR—EEINBZDESHDREDFET, 75
TR SQLZFRATBICIF. ChZELICRELET,

+ DATABASEUSER (3. Session Recording —N\—@IYEa—4—7hHU > TT,

+ AZUREUSERNAME (3. 7257 K SQL 0EEEETT,

+ AZUREPASSWORD 3. 757 F SQL BEIBED/NXT—RTT,

e JqlE. HALY FE—REEELFET,

o 'V RA Y FICKDFHMAE—RTOIDRBINE T,

+ yourinstallationlog i3, v ~7 v 7OV %ER T BBFITT,

Session Recording t —\N—%2 RT3 LHDIRI -1 X—J%ER TS Session Recording 7 —
INR—ZABELVEREOQOI T —ER-—IANBEFORRICEETIZIARMEDIHD T, COLSBIHFHIE
SessionRecordingAdministrationx64.msi % 5/ L T Session Recording Administration >R —%> +
EAVAM—INTBLEEIL. T—ER—RXFIVvIZEBETEBLSICADEL e YRZ—A A= ZERT B
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& T. Session Recording # —N—%MOEZ< OIS > L THBICERTIEFT, YRAZ—AX—JEFERLTH
=Ty b VICH—N—%2BEE. <> TAIY RERTL T, BEEFED Session Recording F—#~—2 &
BEEOJTT—IR—RELHELE T, YRI—AX—JOHR—MILDEBENBZICARD. AWIS—IC&>T
HEEZITZAREIR/NRICINZSNET, SRR VI M—ILICOHBERAIN. XOFIEBTEITLET:

1. axyr7O>7hzE#HL. ROLSHITVRERTLET:

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="1localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy—-->

OO R, Session Recording 7 —4R—XBLUVEBEOY T —EIR—INOEGHEBRS LUT
2 b FIC. Session Recording Administration Y R—%> bEA VX b=LLET,

IGNOREDBCHECK /¥ X —%—% True |Z:27E L. DATABASEINSTANCE. DATABASENAME. LOG-
GINGDATABASENAME T35 >4 LixEZFERAL £ Y,

2. BIEELTVABII Y EICRZAZ—A X =D %L ET,
3. Session Recording #f —N\—%Z BT 37-HIC. YAZ—AX—JEMOITVICERLET,
4. B VT RO&S57BIAT Y FERITLETY:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

ZOOXYRIE. MEIS >R k=)Lt Session Recording #—/N\—%BEZD Session Recording &
—ER-2BLVEBEOT T —ERN-RIEHRLE Y,

SsRecUtils.exe7 71 JLid\Citrix\SessionRecording\Server\bin\ic® D £ 9,
MBS C T, DATABASEINSTANCE. DATABASENAME. & & U LOGGINGDATABASENAME /Y5 X
—2—ZH/ELET,

Session Recording Administration I> K-> FOT7 Y1 VX = ILBICT—2R—2X %1% KEEPDB
% True IZFRET 5 &. Session Recording Administration Y R—%> b7 >4 Y XA F—JLEHIRO AT >
KT Session Recording 7—4RX—XBLUVEBEOIT T —IR—RERIFLET,

msiexec /x '"SessionRecordingAdministrationx64.msi" KEEPDB="True"
<!--NeedCopy-->
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Session Recording Player & &0 Web Player -1 > X b — L2 BEILT 3

fee ziE. ROOAT > RizEnen Session Recording Player ¥ Web Player 21 > X b—JILL £,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

pE

SessionRecordingPlayer.msi” 7 « JL i&\layout\image-full\x86\Session
Recording® Citrix Virtual Apps and Desktops ISO &% D 7,

SessionRecordingWebPlayer.msi7 7L\ layout\image-full\x64\Session
Recordinga Citrix Virtual Apps and Desktops ISO & D 7,

FEBOEKRIFRDEED T

e Qi HALY R E—REEELETD,
o 'V Ry FICEDHFHMAE—RTOIDEEINET,
+ yourinstallationlog (3. v b7 v 7O %R T 3HBFATT,

Session Recording Agent 01 > X b— LBk T2  for ziE. ROOT > K TIE. Session Recording
Agentz1 VX b—ILL. AR —ILEREBET2DICOTT771ILZERLE Y,

64ty T L

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

i

SessionRecordingAgentx64.msi7 71 JLiZ\ layout\image-full\x64\Session
Recordingo Citrix Virtual Apps and Desktops ISO ic&% b £ 9.

32y b RT L

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSIONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->
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pE
SessionRecordingAgent.msi”7 7 « JL i&\layout\image-full\x86\Session
Recording Citrix Virtual Apps and Desktops ISO ic&% b £ 9,

BEEOEKIIRDOEED TT:

+ yourservername (. Session Recording 4 —/N\—%FK2X +3§337>>® NetBIOS %713 FQDN T
¥, IBELBWEEDT 7 %)L MMES localhost T,

+ yourbrokerport (3. Session Recording Broker & ®i&fsiZ Session Recording Agent TER I N3
R—b%ZRT HTTP £7E HTTPS TY, EELAWVEEDT 7 4L MEIZ HTTPS TY,

+ yourbrokerport (. Session Recording Broker & ®i&fsic Session Recording Agent TERIN 3
R—bZRTEHTT, BELAWSEEDOT 7 AL MEK O T, BRLATZONINDOT T #ILEDR—F
HBS%ZEMAT 5 &S Session Recording Agent icigR L £9, BE&EMICIE. HTTP Tid 80. HTTPS T
443 T,

e Qi YALY FE—REEELET,

o [PV Ay FICEDERE—FTOIDERINE T,

+ yourinstallationlog (3. v 7 v 7O %ER Y 3/BFATY,

Session Recording 7 v 75 L —R

MLON=23>oo o1 b2y b7y FE€TIC. —BORBEET7Y TIL—RTBZEHNTEFET,
XenApp & & U XenDesktop 7.6 LTSR 0 &#® CU IC&Fhd vy avBREON—avh 5. ZRUBON
—2arvhstyiavREORM) U —RICTY I L—RTEET,
P
Session Recording Administration = 7.6 5 7.13 LB IC7 v 74 L — K L. Session Recording
Administration T [ZF] #®RL CEREOI Y —ERBMLIBE,. [BEREOJ OER] <—I2 SQL
Server 1 Y XAV ADZHNKRIINEE A AN] ZI UV I THLRODIT—AyvE—IMNRRINZE
T F—aR—BEHETAMIKBLELT ELVWT—IR—IA Y XZYZAZEANILTLEE W, Bk
Fe LT, localhost 2—4—Ds5AHE D #ER% XD SmartAuditor —N—L X ) 7+ )LE—IZBIL
%9 : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview X\—=2 3 >0 537y 7L —RTEEHEA
2. B, BLUFIR
+ Session Recording Y R—%X Y rDT7 v FIL—RiE, AYR—FXY A YA =ILLIEIT VT,

Session Recording 1 Y XA b=5—DIZ T4 ANAVEA—T A RERIEARYRSFA VAV E—T A
AZFEALET,
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o 7y UL —RERMIBT BE1IC. SQL Server -1 > X4 > X T CitrixSessionRecording £ W3 ZHiD T —
AN—RZNYITYvTLET, CHICED, T—ER—IDOT7 v FI L — REICEENRELELBEICTO
REICETITZIEDTEES,

+ Session Recording AYAR—RY b7y 7T L—REBICIE. RXAYA—HF—THBILICMRT. &
DI VOAO—AINEBETHIVELHD X,

+ Session Recording #—/\—& Session Recording ¥ —4#~R—=ZXHAELH—N—IZA X b=/LIN TV
HmWBE, Session Recording 7—42R—%T7 v 7L —RT3ICId. T—EIR—ROKENERDPHUET
¥, TNLUIMDIBE. ROZENTEITET:

- F—ER-EBEIZFEAT. 7v 7 L—RDf®HIC securityadmin & & U dbcreator +—/\—
REEREZDLUTTHLEVET, 7y ST L—RD5ET#IE. securityadmin & & U dbcreator
Y—N—REERISAREICARD ., ZLICHFRTI XY,

- #F7:1d. SessionRecordingAdministrationx64.msi /Xy r =S ZFERALTT Y 7oL —RLE Y,
msi ®7 v 7JL— R, securityadmin & &V dbcreator —N—1&EIERZIFOTFT—EZRN—2X
BEEOERBRERDZ A TOJRY IV IBRRINEY, BERBEREERICANLT, [OK] %
WO L. Py TTL—FREFITLET,

+ FARHZ TR T Session Recording Agent 27w 74 L — R LAEWEHEIE. Session Recording Agent
7.6.0 UBE%Z. &' 1J— XD Session Recording H—N—C & HICFEATI H 9, L. —SBOHIHEE
PNTEBEIFRMINGVETEEDRH D £7,

+ Session Recording 4 —N\—D7 v 77 L—RhiCBisShizty > avidBEINEE A

e TRUMYFAVRIS S IVUZAL I FE-—FEOEMMEHIFTTIDIC. FRA VI M—ILERT Y
74U L—R#&IC [Session Recording Agent o 70ONT ] @ [J5T71 v ¥l x7>a>nTI+)
FTEMICHESTWVWET, COF T avid FIRAVIAM—ILELE Ty FIL—REICFHTEMICTS
£9,

« EEEOJKEEG. COBEEERTEIAVLUEIOU ) —XH5 Session Recording 27w 7o L— R L7z
BIBIVIAM—ILTNEEA. COWBEZEMTBICIE. 7Yy FIL—REBICAVIM—ILZBELEY,

e Ty L—R7OCRORMEBRKICT T JRELY > 3 VHRITINTUWEEE, REZTT TT 2 08EM%E
BEAEBHD EE A

o A MMELETRBEICEI TREZRRBTZHIC. UTOT7Yy I L—RFOIEFRZRRL TSI,

7y IIL—RDIEF

1. Session Recording ¥—#~—2X & Session Recording #—N—HBl&LZ DY —N—IC1 VR b—)LENT
W3i5E. Session Recording #—/\—T Session Recording Z kL —J Y%= v —H—EXZFEHT
FIEL 9, XIS, £7 Session Recording ¥ —2~R—2%&7vFIL—RLET,

2. AVA—FY YT AX—=2a>H—ER (lIS) ¥%—2+—T. Session Recording Broker %47
NTWBZ e ZRRBL £9, Session Recording f—N\—%7v 7oL —KL%J, Session Recording
T —4a~R—2Xk Session Recording #H —N—HREALH—N—ICA Y X b—ILTNTWVSHE. Session
Recording 7 —4~R—XH7 v I L—RINET,
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3. Session Recording #—N\—07 v FJL—RH5ET I3 L. Session Recording #—E X IZBEMICH
VIAVICRDET,

4. (RRXB—a X—2D) Session RecordingAgent #7 v FJL—RLET,

5. Session Recording #—/\—t —#&IC. F7zid Session Recording #—/\—®D#IC. Session Recording
RUS—aAVY =Ty FIL—FLET,

6. Session Recording Player 57w 75 L— KL %9,

757K SQL F—2~R—H#—E X T Session Recording 7 — 2 X— XD ERH

Z CTl&. Azure SQL Managed Instance. AWS RDS. Azure VM £ SQL Server 2. Session Recording 7
—IN—RZRETBHEICOVTHALE Y,

Azure SQL Managed Instance % 7-|& AWS RDS T® Session Recording ¥ — 2 ~\— X DER
[ N
KO&LSHB -7 > R%ERETL T Azure SQL Managed Instance # 7z 1% AWS RDS iZ Session

Recording 7—42~R—XZRBETEILHTEET, #L<Id. CORFD 1> +—ILOBEK] V>
3>ZBRLTLIETV,

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="C1itrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /l*vx "c:\WithLogging.log"
<!--NeedCopy-->

1. Azure SQL Managed Instance #1Ef 3 % h. Amazon RDS 3>V —JLh 5 SQL Server 1 > 24> X%

EREL £,

2. (Azure SQL O3BE D &) FONRT 1 NXRILICKRRINS Server DX FF %R L THEIET,. COXFY
I&. Session Recording 7—4R—XDA Y RZYRZTT, Hle LT UFORIV—>> 3y hESER
LTLIEE W,

ADO.NET JDBEC  ODBC  PHP

ADC.MET (SQL authentication) - private endpoint

Server=tcpisr-sqglinstance.3141e49e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username};Password=
{your_password}MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timegut=30;

ADO.NET (SQL authentication) - public endpoint

Server=tcpisr-sglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username}Password=
{your_passwordhMultiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;
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3. (AWSRDS DI5&EDH) T RRA Y MR- FOERELRLET, CHIFT—ER—IDAIVREZVE
LT <KIVRRAVE, R—F>WSTEATHERALET,

'::'_1“_"‘"'_5 Services ¥

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu
Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint
Reserved instances database-2.ccjfaeoogg0g.us-east-2.rds.amazonaws.com
Proxies
Port
Subnet groups 1433

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731b)

db2sg (sg-00fbd0fee602a731hb)

4. SessionRecordingAdministrationx64.msi Z3%47L T. Session Recording 7 —42~X—X %+ > X k—
ILLET,

(V20 RSQLZBMICTB] FIv IRy IR ZFA LT 750K SQLOBEEZENRT—FZAN
HDLET, EOMOBEBERZITVE T,
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ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

[+] Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain\computer-name

<Back [ MNet> | = Cancel

pE

U5 RSQLOEEENRT—RE2EET 35515, [Session Recording r—/N\N—D70/8F ]

TRRT—REBHTZIHEN DD £9, [Session Recording F—N—D7O/NF 1] L. T
TRyt —UHRRINET, [OK] 20U v o LTHEITL. [9FTFDB] #7Z#RLET, R
12 75K SQLOFHLVWEERE/NIT—REANSLFT, Citrix Session Recording Analytics
—E X, Citrix Session Recording Z L =YY%= v —H—EX BLVIISH—EX=EEFHL

9,

Azure AD FEEIFHR— F TN TULEHEA,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

257 K SQL Managed Instance AD#+ > 7L = XF—ER—2DBIT

1. https://docs.microsoft.com/en-us/data-migration/ % ziZhttps://docs.aws.amazon.com/pres
criptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.htmlcft>T. > TL I XF—ER—EBITLET,

2. #178IC Session Recording #1E L < #BES B 31C1&. Session Recording #—/\—T SsRecUtils.exe
ZRITLED,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. Session Recording #—/Y—"C. Citrix Session Recording Analytics #—£ Z. Citrix Session Record-
iNgAPL—II2—Tv—H—EX BITISH—-EXRZBEFHLET,
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Azure SQL Managed Instance h'54 > 7L S X7 —2R—IADEFBH T —FIRX—IADHBT

1. https://docs.microsoft.com/en-us/data-migration/IZf¢>T. T—2R—XE=BITLET,

2. #%4718IC Session Recording #IF L < ##E 3 3(CI1d. Session Recording #—/Y—T SsRecUtils.exe
ZERITLES

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } disreset /noforce

3. Session Recording #—/\—7. Citrix Session Recording Analytics #—E X. Citrix Session Record-
iNg AL —IR—Jv—H—ER BLVIISH—EXZBEBL £,

Azure VM £ SQL Server T Session Recording ¥ —42~X— X DEH

Azure VM Eo SQL Server Tl&. msi /¥y —J & Citrix Virtual Apps and Desktops f > X b—5—0OmEA %
fM L T Session Recording 7 —2~R—XZRBEATI £ 7,

1. Azure SQLVM =RER L £,

2. VM %4k L. Session Recording AYAR—R> bEAVIL=ILTERXAVIZEMLET,

3. Session Recording 7—42~RX—XDA > X b—JLEIC. VM D FQDN 21 > X2 > XB L LTERAL £ T,
#*: > X b—)LiC SessionRecordingAdministrationx64.msi ZA L TW3HEEIE. [2F57 K SQL
ZEMCTB] FzvIRYIRZFTICLET,

4. AR b=LA—H—A>H—T 1 R > T, Session Recording 7—ZR—ZADA VX b—ILEET
L&Y,

Session Recording 07> > X =)L

H—N—=%T—U 57— 3 >H 5 Session Recording I R—=> hHIFRT 3iCid. Windows o> kO
—IURFIIWDOTOATSLDT VAV A =)L EIFHRA T a>%2FERAL £, Session Recording 7 —4#~R—
2%EBIBRT BICi1E. 1R F=ILEEC R L SQL Server »#&EIER securityadmin & & Uf dbcreator B*%ET
ER

EFaUFo LOBRICKD., AVR—RV AT VA YA =L INEBICIZEEENI T —2RN—XIFHIBR I
Ft Ao

Citrix Analytics for Security r 0#4&

Session Recording #f —/\—%#m L T. 21— —+ x> % Citrix Analytics for Security ICZEETE £,
Citrix Analytics for Security I&. COA—H—I XY FEUIEL T, I—H—0OBEICET 2 RAMNARAR L IRMHE
LET,
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BEgAEIIC. U TZREEL T Z3L
+ Session Recording #—/\—id. ROT KL RICER TS ZHELHD £
- https://*.cloud.com

- https://*.citrixdata.com

- https://api.analytics.cloud.com

+ Session Recording BRATId. RE1>2—Fy MEGRICKR— - 443 BRI IBELHD T, xv k
T—o EDERTOTOFIH—/N—IE. Zd Citrix Analytics for Security £ DEE%FA T3 HEL H
D&EJ,

« Citrix Virtual Apps and Desktops 7 1912 LTSR Z B L TW3 K&, H7R— kI TL S Session
Recording ®/\— 3 1% 2103 LIBETY,

Session Recording *+—/\—% Citrix Analytics for Security |Ci&# 9 3

1. CitrixCloud icHr>r> L £,
2. Citrix Analytics for Security # 8213 T. [Manage] =2 v o L7,
3. by ZN—h5 [Settings] > [Data Sources] Z2 v o L%,

4. [Virtual Apps and Desktops- Session Recording] *+-r ~ 77— R . [Connect Session Recording
server] z7 Vv I L&Y,

Session Recording G
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5. [Connect Session Recording Server] X—>T. Fx v U+ ERRAL. INTOXBEBEHZERL
9. HABHFZERLEZWVES. [Download File]l 7> 3 v IdEMICHD X7,

Connect Session Recording Senver X

6. Fy b7 =2 7OF>HY—N—1H3HEId. Session Recording # —/\—d SsRecStorageMan-
ager.exe.config 7 7 A JLICFOF 7 RLAZENALET,

7 71 ILIZRDBFERICH D £9: <Session Recording server installation path
>\bin\SsRecStorageManager.exe.config

frrezld. RO &S3IC D F£d: C:\Program Files\Citrix\SessionRecording\
Server\Bin\SsRecStorageManager.exe.config

] SsRec StorageManager exe corfig (1 | s
<?xml vers 1="1.0" encoding="
'L<::nflqurau1c"
<startup useLe
<supported
<supportedRuntime vers
</startup>
<appSettings>
} </appSettings>
I
I

olicy="true">
v4.0.30319"/>
"v2.0.50727"/>

<system.net>
<mailSettings>
<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
</smtp>
</mailSettings>
<defaultPr
<proxy u v
</defaultProxy>
</system.net>
=] <runtime>
<generatePublisherEvidence enabled="talse"/ﬂ
</runtime>
</configuration>

oxy en d="true">
default="False" proxyaddress=" bypassonlocal="True"/>

7. [Download File] #%1) w4 LT, SessionRecordingConfigurationFile.json 7 7 (L& & > >0O—R
L&Y,

A

COT7AILICIIERIBRIASENTVWET, 77 1IN E2LR2RIBRICEELE I,

8. Citrix Analytics for Security (23479 % Session Recording 4 —N\—IC7 71L& IE—L £ T,
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9. BRICEE® Session Recording # —N\N—H% 315813, #EHEITZIEY—N—ICT77ILZIE—L. FIE
IS TEY —N—ZBHTIVEDNHD X T,

10. Session Recording #f—/\—T. ROAIYY RERTLTREEI>R—rLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>
<!--NeedCopy—-->

f51:

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.
exe —-Import_SRCasConfigurations C:\Users\administrator \
Downloads\SessionRecordingConfigurationFile.json

<!--NeedCopy—-->

11. ko—ExzEBEEHLFT:

« Citrix Session Recording Analytics #f—E X

+ Citrix Session Recording Z kL =YY %—J v —

12. BEHAEREICSET Lz, Citrix Analytics for Security IC#881L T, #EIhTL 3 Session Recording
H#—N—%FKLL %7, [Turn On Data Processing] - 1J w4 LT. Citrix Analytics for Security nF
—AEMIBTEIBZLSICLET,

i

Session Recording #—/N\—/\— 3> 2103 #7213 2104 ZER L TW3HEId. &I Virtual
Apps and Desktops v > 3 > % &8 L T. Citrix Analytics for Security TE#HIhTWV3
Session Recording # —N\N—ZRRTBBEHHODFT, T5LARVE, HEHEINTLS Session
Recording #t —N\—HRRINFEA. COEMHIE. Session Recording #—/N\—/N\—2 3> 2106
DRgICITERA TN EE Ao

BGICNIBRZRTI S

H—N—DRERIE. BRHIPRILIZHBEICDH Session Recording 1 b A— RICRRINFET, Y1 FH—RIC
i, Citrix Analytics for Security & DGR L iBREA Y —N—DHEHRRINE T,

HEID'RIN L e B Session Recording # —N—H'&RRSNBWBEIE. TiERME# Session Recording 7 —/\
—NEGICKB T2 ORSTNa—FT12I0EI2 a3y eB8RBLTIEIL,
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Session Recording G

Y4 hH—RTEBDE%E ) v LT, Citrix Analytics for Security TES SN TV R —N—=FIL—TE R
L%d, = xiE. 1Session Recording Deployment =27 1) v o LT, #EHINTWVWS 1 DEIFEROY
—N—=JIL—TERKLET, & Session Recording tH—/\—id. X—2Z URL & ServerGrouplD TRRIN &
ER

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

Page 1  of1 Srows v

RELIEARY FERRT D

T b A—RICIE. G TN Session Recording BRE. ChoDERNSEBE 1 BEICRELLIAY MHR
RENEF, ThiE. T7 4L bOROERE T, 18H (1W) £BIRLT. T—22RRTZCHTEE
Fo BELIEARYLOEZIVYI LT, LT —EIBRER—DICTARNY FZRELET,

F—RNBEEMICT R . Y1 H—FKIC Nodatareceived X 7 — 2 ANRRINBBEENRHBDET, DX
F—RRE KD 2 DODIBHTRRINZT:

1. IHTT—ZUBEFVICLEBE. 1Y LA Citrix Analytics D1 RY CNTICELRET 3 F TICEEREM
b £F, Citrix Analytics I R> 2 FEF 5. R 7—4% X Data processingon iZXEH D 7,
LIFS KB ->THRAT—E AW T S5AHVESIE. [Data Sources] R—JEFEFH LTI L,

2. Citrix Analytics i3, BE 1BRICT—42Y —INSARY M EZELTLEEA,

Session Recording #—/\—%3EMY 3

Session Recording #—/\—%BIMT 3ICIE. ROVWFIHERITLET:
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+ [Connected Session Recording Deployments] X—> T, [Session Recording Server N DiE4:]
20V vILET,

“ Connected Session Recording Deployments

« [Virtual Apps and Desktops- Session Recording] #-f hh1—R T, #DEKIES W) #oUwoL
T [Session Recording Server ANDiE#E] #EIRL T,

Session Record Turn off data processing

0S
' Connect Session Recording server

Received Events: 0 H W

No data to display

FIBICRE > THER 7 71 )LEH 7 >O— K L. Session Recording #f—/N\—%#EL £,

Session Recording #+—/N\—%Hlfx9 %

Session Recording #—/\—%HIB&d 3 ICIE:

1. Citrix Analytics for Security T. [Connected Session Recording Deployments] X—J(Z#8#L.
HIRR 9 30— N—EBEZERLEX T,

2. #ito&wgsEs () 221w o L. [Remove Session Recording server from Analytics] %R L £
ER
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“ Connected Session Recording Deployments

Session recording servers

3. Citrix Analytics »* 5 HIBR L 7= Session Recording #f—/\—T. ROIAY Y RERTLET:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
<!--NeedCopy—-->

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.
exe —Remove_SRCasConfigurations
<!--NeedCopy-->

TR —RQOT—RNBEAVEIFFTICTS

HEDT—2Y—2 (Director 5LV Workspace 7 7V)) OF—ZBHZ WO THELETEET, T—F2YV—XD
YA b H— R THOLIEES (B) £ v o L. [Turn off data processing] #3%RL 7, Citrix Analytics
. ZOTF—EY—ADOT—2QUNEBEEIEL F9, Virtual Apps and Desktops 1 kh— RHh 5 F—240E%
FIETZIcHTETET, JDF TS 3 >id. Director ¥ Workspace 7 7V OBADT—H2Y — A TERTE F
ED

F—2NBEEBEAMICT SICIE. [Turn On Data Processing] #2Uw o L %9,

¥ & h7- Session Recording t —/N—HEFHICKK T B
#¥mi#&. Session Recording #+—/\—#t Citrix Analytics ICIE#TE £ A. L7zh>T. Session Recording
A M A—RIZEBREAOY—N—DREINEE A,
COMBDNZINSa—T4 7% 1T5I1CIF. ROFIEBZETLET:
1. #mE# D Session Recording #—/N\—T. &® PowerShell v FERFTLTIZAITY RISV
ID (CMID) =FERL %7 :

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid
<!--NeedCopy-->
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2. CMID A= DHEIE WELIENRICRDOL A MY T 7L ZEBMLET:

LYZRVUE LPZRJDINZR -3 &

AuditorUniqueID Computer\ XF5 UUID ZEXAHILE T,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCdmgpubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/

3. RO —ERzBREHLET:

+ Citrix Session Recording Analytics #—£ <

+ Citrix Session Recording Z kL =YY% —J v —

FEtE Y g OEE

February 20,2024

nETtyYayoREid. BERYY—ICARLEE Y Y a Y OBBRICERRICEAIN. Eyia hRTT
BLEBBIELELE LTS
7.18 U —2 LR, Citrix TldgMAtEy > a3 Y OREEENENTNTVET, COMEEEZFERTI . Evia
YHWDTH, BEDI—H—DEHITIBIED LYy a v EdEROtE Yy a v OREEHREIIEFLETEE
ED

E:

WEEN ERICEIET B 7-IC. Session Recording. VDA. Delivery Controller #/X\— 3> 7.18 LIB&IC
Ty TTL—RLTLREE L,
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BNty a v OREZEENIIIBENICTS

Session Recording Agent IZ. #EEx BN EIFEMNICTEIHDL I A M UEHBIIEIATVWET, JOLTR
FUEIET 74 ETLICRESINTWVET, 2F0D. COBEIZT 74 FTEMICHE>TULWETD,

COWEREZ BN EIZEMNICTBICIE. ROFIEZRTLET:

1. Session Recording ®-f > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLY> Y DE
BErLTOIAYLET,

2. LYZAKIIT A Z—ZHEET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor) #&2BL %7,

4. DynamicControlAllowed &% 0 ICRET 3D T 74 MED 1 %#FRALET,
1. NLREEEINICTS
0. FNLBREZEMNICT S

5. Session Recording Agent Z B2 L T. REZMEESE X7,
MCS 713 PVS 2R L TEBEL TV 3BEIE. YXFZ— I X—JTREZLEEL. EMERTLTEEZ
BMLFET,

T

A .
=

LYZAMIIT 42— DhmEERZ L. RAUGMENREET ZA8MENH O Windows DF-1 > X b—JLH
MBEBIZBDIHBEDLHDET, LIRMIITA2—0OFRICELZEEICH LT, Citrix TRR—IEEZEVL X
Tho LIXAMIIT1E—Id. BEROEFRLAMOEETIHERALLIEIV, Floo LI MU T 71ILON
WITYTRERLTHS. LIRMIERRELTIEIL,

Citrix SDK T PowerShell 27> RZEBL THNICEEZREIIAE/-I3ELETS

Citrix Virtual Apps and Desktops PowerShell SDK & Citrix Virtual Apps and Desktops Remote Power-
Shell SDK# #hZnERT 3 rickb. > 7L I REHE Citrix Cloud IBiE0mA THHN L v > 3 VEREK
BEEZFERATEXT,

AYZAL=ILLTERTS SDKERET ZICIE. RERY > —%(EHT 3 & FIHEE L7z Delivery Controller (2
ARLTLETW, CitrixCloud BTt v > a>%RE T 57:8IC [Citrix Cloud Controller] F v Ry
IR FICLTBEIR. Citrix Cloud BEIERERA T IHBELHD £F, sfL<IE. THRAEZLFER) >—0D
el ZBBRL TSI,
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@ Delivery Group or Machine Mame Cueries >
[El Create Query et
Site: Address: Citrix Cloud Cortroller
Lnter 3 sfe address
(@ Delivery Groups () Machines
|&ma&mWGmwmm
Create Cancel

1]
=]
[41]

Cloze

A

Remote PowerShell SDK % Citrix Cloud Connector ¥ IZ14 > X F=J)LLAWVWTL IV, BLUY
—XDZBEAROD R X1V BIEHT S VIClE. Remote PowerShell SDK#+4 > X b—)LTEEJ, ZD
SDK x> kL w kid. Cloud Connector TIREFTLHWVWI L EHED L FT, ZNId. SDK DfEIC
Cloud Connector IR LW eH T,

RORIZ. IWEEYya > oBEEDOHICEAD Citrix SDK TEERETE 3 3 20 PowerShell v > RT9,

=ETS 35t%8

Start-BrokerSessionRecording BEDTIT1Thtviay. 70T7«TRhEy> 3
V—HE. FRBBEOI-—H—ICLoTHEI Nt Y
2avOREEBRBTEET, L <L Get-Help

Start-BrokerSessionRecording%z®1{T
LTAXYRDA Y FAUANILTEZERLTLIZTL,

Stop-BrokerSessionRecording BEDT7IT17Btyiary. 707« %Btvea
V—E., FRIEFEOI—H—IlLoTHEBIN LY
TavoREEFLETIET, #L < Get-Help

Stop-BrokerSessionRecording%®f7L
TAXYERDAYZA AT ZBRLTLIEIW,
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avrk

Get-BrokerSessionRecordingStatus

A

REDT V71 7ty a>yoREBREZRSTE £
T, L <& Get-Help Get-
BrokerSessionRecordingStatusz®fTL
TIOIYRDAYZAUANILTZBRLTIEEE L,

e ziE. A—F—HREEZREL. 21 LU —BFR— FHPBERISEE. COMEZERAL THNICI—F—D
TOT4TBtEyayoREHAL. ST7REZBEL GHEAB NS IS a—Tr VI ZERTTETET, U

TORFERITTEET !

1. (Citrix Virtual Apps and Desktops PowerShell SDK o5& 0 #) Citrix Studio 2> v —JLh5 Power-

Shell zE2gL 9,

CommonTasts | Actions | Powershol |

e [actors |
LM CITRIX Gitr Shudio (V1_08) -

i) Refresn

B e

(=]

2. 8=y rA—HF—DIRTDT7ITF1THhtyIareERETSICIE. Get-BrokerSessiondvy

FeERALEY,

EX Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe

Files\Citr
Files\Citri»

Files\Citrix\Desktop S

Dt_asktcxp
lAppTication

Program Files\Citrix\Desktop Studio:

ws 2016
ws 2016

C:\Program Files\Citrix\Desktop Studio>

t-brokersession WKAOE\testusert
d

s.sessjonstate
\Program Files\Citrix\Desktop Studio: - . sessiontype

0Stype

3. Get-BrokerSessionRecordingStatusa~v> rREFERALT. IBELTEY S a > ORERESE

BELET,

PS C:\Program Files\Citrix\Desktop Studio>

ssionNotRecorded

C:\Program Files\Citrix\Desktop

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop

Get-BrokerSessionRecordingStatus

> Get-BrokerSessionRecordingStatus
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E:

-Session /NS X—%—|ll3. —ElIC1 20ty 3>y Uid oazEFERETIET,

4. Start-BrokerSessionRecordingdI>Y REFEALT. BEZHALE T, T 74 MTIE ]
EIREZ BT B A v - A—HF—ICRFINET,

RDOEIF. Start-BrokerSessionRecordingad~vy RaERT 3 —MHIBHERLTLET,

avrk

A

Start-BrokerSessionRecording -User DomainA '\
UserA

Start-BrokerSessionRecording -User DomainA '\
UserA -NotifyUser $false

Start-BrokerSessionRecording -Sessions
$SessionObject

Start-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

DomainA WS EFID R X1 >ROI—1H— (UserA)
DIRTOEYLa>OREZMIGEL. UserA (BRI L
E 2

DomainA ¥ WS ZHiD K X1 YARO—4— UserA
DIRTOEYa>OREZHIEL. UserA ICBRIL
Ft Ao

$SessionObject L W3 BFIDA TSI FDITARTD
tyravoREEMBL. 2—F—IBMLES, 7
72z b $SessionObject ZERE T 3 ICId.
$SessionObject=Get-BrokerSession -
username UserAz=xE{TL&d, 777 +ED
RICIERILES () PMESET, #L<IE FIB2H&
VARV RDAYTAIANILTEZBRLTLIEIL,
v 3y (uidl,uid2,-,uidn) OFEZREKL. 2
—H—IIBHML XY,

5. Get-BrokerSessionRecordingStatusav >y REFERALT. F2—4v v 3 0RER
REEEEL £9, JREEIX SessionBeingRecorded ¥ %2> TWLW 3143 T,

6. Session Recording Player TS5 1 JRRE X cl3RLBEEZBEL. FMA NS TN a—T 1 Y JICHBIT

L£d,

P

Stop-BrokerSessionRecordingd~v > RTEIEL M2l FEOBFAEEIC Player mi
TTRRN—TEA LA VDOREOEID I VHRBRRFICAED, BREISNEY S a3 > OREBOEY
2 T A RILRREICHRZ DB D EFT, BESNIcEY I IVI—EDT IV T ETAHH 315

Bld. BHSHTIEHD FE A

7. MESNMBENMLEINHRINZBE S, Stop-BrokerSessionRecordingav >y R%EfE

ALTREZFLELEY,

ROFKIE. COAVY REFERATZ—RPLFHZRLTVWET:
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avwYR Bz

Stop-BrokerSessionRecording -User DomainA \ DomainA ¥ WS ERID K X1 VRO I—H— (UserA)

UserA DIRNTOEY>aYOREEZFLELET,
Stop-BrokerSessionRecording -Sessions $SessionObject DFARTOE Y > 3 v ORERELL
$SessionObject 79,

Stop-BrokerSessionRecording -Sessions v 3> (uidluid2,--,uidn) OREEEFELELFT,

uid1,uid2,---,uidn

CitrixStudiooOs @@ Tld.Start-BrokerSessionRecordingadv > R Stop-BrokerSessionRecordi
AV ROBEROJERTTEET,

& Citrix Studio - *
File Action View Help
«=| 2|5
| Console Root Actions
Legging -
1O Search
= hachine Catalogs || Administrator | Main Task Start + | End Status & Preferences
8 Delivery Groups * Today Create Cust...
B Applications APRQ\Gh Stop Recording of Session “SDAES3ES-E14E..  8/20/2020: 3:56:13...  8/20/2020: 3:56:13...  Successful $¢ Delete Logs
E”""_E‘ APRO)\gh Stop Recording of Session '4DD67787-DDE...  8/20/2020 : 3:56:09...  8/20/2020: 3:56:09..  Successful View ,
# Loggin
" gg. 4 . APRQ\gh Start Recording of Session 'SDAE93ES-E14E..  8/20/2020: 3:56:05...  8/20/2020: 3:56:05...  Successful
~ 174 Configuration |G Refresh
£ Administrators APRQ\gh Start Recording of Session '4DD677B7-DDE...  8/20/2020: 3:56:02...  §/20/2020: 3:56:02...  Successful
Controllers APRQigh Stop Recording of Session "4DD677B7-DDE..  8/20/2020: 3:55:13...  8/20/2020:3:55:13...  Successful Help
E Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
#z. Licensing APRQ\gh Create Machine 'Styx_VDA1_1"in Delivery G...  8/20/2020: 1:22:535...  8/20/2020: 1:22:35...  Successful
% ;tm‘i'ﬁ"zl il APRQ\aD Create Delivery Group ‘Styx_VDAT' 8/20/2020: 1:22:54,..  8/20/2020: 1:22:55...  Successful
-V Publishir
@ Z::Es APRQhgh Create Machine Catalog "Styx_VDA1' 8/20/2020:1:22:24...  8/20/2020: 1:22:24...  Successful
£ Citrix StoreFront APRQ\gh Create Machine 'Styx_VDA2 1" in Delivery G...  8/20/2020:1:20:01...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Delivery Group 'Styx _VDA2' 8/20/2020: 1:19:59...  8/20/2020: 1:20:02...  Successful
APRO\gh Create Machine Catalog "Styx_VDA2' 8/20/2020 : 1:18:50...  8/20/2020: 1:18:51...  Successful
» ‘esterday

IR 0Oy

February 20, 2024

Session Recording Tld. 1R bEOJICEBELBEATEIFFLT. BTRESJIVUBETES LN TE
9, KEOFENSELDHZ IR bEKERELZD. £/, Session Recording Player TB&ERHIZARY b &
RDOII32edHTEET,

SATLEEDIANY
Session Recording Tid. BESNcty > 3V TRELTERDI AT LEBRDIARY b 2OJICERTIET:

« USB XAREBLEEET /N1 IDEN

s PV —2 3 OREEKT
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« 7TUDIS—
s FTVDAYVRL=ILET YAV =)L
e J7TILOBRFEE. 1. HIbR. BEOL v 3 VRIEE

s tyiaryiRA b (VDA) EISATYRTNAR (RYTENTISATUMRSATERBUS ALY b
ZEALECABELREET NI REERY) LOBD T 71 )LERE

s WebBBE7VF7rET«

e REIMADT 1Y RIDARY K

s VUYIR—RDT7IT1ET1

» Windows LY X b DEE

e A—HY—TFAHIYFDOEE

« RDP ###4:

PN

WebBET7 VT ET A ERFIEDTVA Y RIDARY b E2RETE37 0T THRIS—DHIHBE.

PowerBuilder Ick > THEEINT TV -2 a i FHETRTIZ B 3, CORERR®RY
31cld. PowerBuilder 2019 R3 #ERLTCF7 U —>a V% EBRLET,

USB XBEBEET N1 ADHEAN

Windows [+ #7z1& Mac @7 Citrix Workspace 7 7 UHA YA —=ILEINTWB TSI TV RTOSAT U
FSrTvvEYY (CDM) TRwEY I Shic, FRIZABVA ALY beFERLE USB KBEXREEET /N
ZPBEAINZ L OJICHRBTE N TEF £, Session Recording 3. FBRIAD AR M2 LET,
i
BATNT USB ABREBLBEET N XZFEAL THAIRY bEOJICEET B2, Citrix Studio T
947> rUSBTNARUAEAL Y by RUD—% [BFA]] ICRELEF T,

HE. USB RABRERIBERET /N1 X (USBClass 08) DEADHHOTICEERINE T, LI T1ARY
MEHARUS—) Z2ZRBL TRV,

TTVT—a v DREBEKET

Session Recording i3, 77V —> 3> OREBMCETOEAOOIANOZREZY R—rLET, 7OEX%E [7F
VESR—E] ICBMT 3L, BMLATOELRA L ZOFIOERICLDRITEINZ T TUNERINET, Session
Recording BEITE N3 HIICHBRT 2M 7O ADFTOLIBF v TF v TEE T,

Session Recording Iz 70t X&Zcmd . exe. powershell.exe, wsl.exe%r [FFTUEHR—B] (77
FILERTEBMLET, IRV FATRIS—T [TTVEEBAIANY OOV ZRERT B3] LU [FTUVETARY
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hoOs %R 3] ZERTZ . OAv> RFOV 7 . PowerShell. Windows Subsystem for Linux (WSL)
T7VOBMBLUVETH,. o070 XEHFEHT [FAVER—E] ICMIS5ATURHhEShChhb5
9. OJICERINE T, 774/ b0FOEXZIE. [7TVER—Z] ICIIRTINEEA.

T 512, Session Recording 1&. OJICSERINAEBET TUREBAARY FOREBRIARY RS1 UV ERHELET,

Session Recording Player
Fle Edt View Flay Tools Help

| b O @“’3" A | Search: = Anytime - 5 Advanced Search...

Workspace »

k=8 Workspace - administrator
| Search Results

[ Favorites
Now Playing x
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VDA Machine AWTSYDA-OOD2

Site: BYT_DEB
Status: Complete
Start 9/14/2020 1:57 AM v
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome ~

2 1:58:36 &M App End: 3164 chiome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 &AM App End: 9920 software_reparter_toal

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End: 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

) 1:58:36 AM App End: 8680 chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AwWindows\systemn32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

¥ 1:59.34 &M App Stark: 7260; MessagelueuingT ool 9980 C:\UsershAdministrator LKEWAAD eskiop\MeszagelQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AWM App Start 9144: Consoledpplication?: 9980 C:\Consolsdpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
[ ) A App 4; PINL ing aidu. com -+
) 201:30 A App End: 9544 PING
3 2:01:43 AM  App Start: 9560 chrome: 9980: "C:\Program Files (x86)\Google\Chrome\Applicationichrome. exe”

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(2 2:01:44 AM  App Start 2644 chrome: 9560: "C:MProgram Files [#86)\Gooagle\Chrome\applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=utility --utiliby-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
3 2:07:44 AW App Start 10172 chrome: 95600 "C:AProgram Files [#86MGooglesChromesApplication’chrome. exe’’ -type=gpu-process -field-ial-handle=1540,
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560 "C:MProgram Files [#86)\Google\Chrome\applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975... o

End of file

TIVr—3>Is—

ARY MEHARY S —DEFERIC. [TTUVIS—20JICRT%T 3] BRI, FHLAWT U DKET LIGE
LBEWTFUZOJICRTBETEET, CO [PFVIS—20OJICERITB] LI BIRTO7FVISERASNE
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ED

TIIVDAVZA=ILET YA YR N=)L

[PTUDAYR=ILNET A YR M=IL2OJICRET 2] DIL—ILid. IRTOT7FUISEATINE Y,

A—HY—=THI YV NOEE

THAUY O, Bk, Bk, BFR. BRIOEE. BLUONRT—-FEEORHTZOVICRBTIET,

RDP 14t

ERInfcty a zRXLTWVWE VDAY SHIGS N RDP #45iz OV ICRETI £,

Ty avRATOIT7IILORZTESE. (EHl. HIfR. BE#DRIE. LUt v> 3R+ (WDA) o951 7>
FTINAREDBED T 71 )LERIX

Session Recording &, [7 7 M LER—E] TIRELLEZ—TY 7 7MILELV T +IILE—DBHIEBE. 1EM.
HIBR. BLUBEREEZOJICERTI £9, Session Recording i3, £v> 3 >R+ (VDA) £ o347 > b
TNAR (RYTEINIFZATYRRSATERBIZAL Y b EFERLIERBELREREETNAZXZEL) €O
BO7 7 IVEEZOJICRBIZLOTETEY, MBI 7MILIRY b OOTZRRT ] 72 a > zERY
3. [Z70VER—E] 2EEEIZINMEFREL. T7MILGBEOOIN NI A-NET, F#FLEFE TrR>
MRHARU S —) ZBRLTIES L,

pE
T7714INDORSYIT7ORRAOYZZEBEWNICL. RSV ITURROYTIARY b EXYTF YT 3IC1E
CitrixStudio T TRSwF 7> RROv ] RUS—% [BM] ICRELET,

Web BE7 V57T«

HR—FINTWVWBE Web I509H—TaA—H—TITrETrZOJIRR L. BERICARY MIZIRFIFTE
9, 75UH—H. URL. R=I 21 MLHOJICEREINE T, Hle LT UTFORIU—r>ay hz25RL
TLIRT L,

Events and Bookmarks

Ak web browsing: https: /v google.com, Google - Google Chrome, chrome

TA—NZADHZ Web R=Ih5h—VILEENT L. O Web R—SOBBEMR2IHIFShETH T5TH—
BIRIRTINELA. COWEEIZ. 2—F— D Web R—JICHETIHHEEE T ZOICFERTIE9, fleL
T UFORIV =223y bZSRBRLTLETL,
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Events and Bookmarks

3 301:43 AWM Web browsing: hitps: /v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
€ 30200 AM ‘Web browsing: https:/ A facebook. com, Facebook - Log In or Sign Up - Google Chiome :

BR—FINTVBTSIHF—D—H:

TS5 —

Chrome

Internet Explorer

Firefox

pE o

(1

W

i}

7in

DEEICIZ. Session Recording /N— 3> 1906 LIEHRETY,
LTLET L,

A

69 LAPE
11

61 LAPE

LI TAIRY MRERY S —) &

RAEDOV Y REIDARY

Session Recording Tld. 77UD T4 Y RO TRTOT 4 Y RUDEEICH B L FICARY M EOJICE
BTEET, 7OLERB. 41 M. FOEXBSHOJIRBRINE T,

i) 1:56:08 &M
iy 1:56:22 AM
() 1:56:36 A
) 1:56:39 A
) 1:56:55 A
) 1:56:59 AM
) 1:57:08 AM
() 1:57:13 &M
i 1:57:20 AM
i) 1:57:34 M
) 1:57:51 A
) 1:58:04 A
) 1:58:25 AM
() 1:58:26 AM

Events and Bookmarks

Top-mozst window: EXCEL, Book2, 5230
Top-mozt window: explorer, CITREFEIMSTALLATIOMLOGS, 7212
Top-mogt window: Taskmar, CdfSvo.exe, 9276
Top-mozt window: explarer, Application.evts, 7212
Top-mogt window: notepad++, . 4340
Top-mogt window: explarer, Desklop, 7212
Top-most window: WINWORD, Bjzjsbb |.docx, 8896
Top-mozt window: notepad++, , 4340
Top-most window: Taskmar, CdfSve.ere, 9276
Top-most window: Taskmar, Citris Authentication.VirtualSmartcard. exe, 3276
Top-mozt window: regedit, FileOperationbdonitorlist, 6534
Top-mogt window: notepad++, zhi, 4340
Top-mozt window: explarer, Tazk Switcher, 7212
Top-most window: EXCEL, Grd, 6330

IV TR—RDT7IT1ET+

Session Recording Tld. Uy FR—RZEAL. TFIX b B 777ILOIE—REZOJICRBTE
EY, TOLRBLIT 7N, 770 IE—0OJ e LTERFEINET, TOCLIRBLEZAMILIE. TFR
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FIE—oOJr LTEBINET, ORI BEIE—0OJ LTEREBEINET,

A AE—CNhETFXMOARBE. T7FNMTROJTICERINEEA. TEAMORBEEZOJICE
29 % ICId. Session Recording Agent IC# & L. HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\
SmartAuditor\Agent\CaptureClipboardContent®lLIZREL T (F7 /L MEIKOTT),

a X
- spine - () 0 | [ sdvanced Searcn
® | Seaich Results x
UserName p— Sas  Sist Tine Duston  Delry G VDA Mschie Sae
B scministrator Deakiop Complete  11/17/2020 4:27 AM 002744  DG_TSVDA EBSDK-TSVDA1 1579 KB

Now Playing x
User: adrmirest
Domain: EBSDK.

Applicatiorr  Desklep

Dolivery Grour 6_T5V04

VDAMachine:  EBSDK-TSVDA
BY

Comy

114742020 427 AW
MN7/2020 427 AW
/1772020 455 AW
002744
ICACGRH20
NEGWLINLINKDT
01571376

x
Opscatior: File, ssplover, O sershAdhviistsfor,

Windows L X U DZE

N—3> 2109 LIFg. Session Recording iE. £y > a>YOREFIROL IR MUEEZKRE L TOJ IR
TETET:

LR NUEE WHdBTITARY

F—DEM LR MY - 1Bl

LETRBEN LR Y -EDRE

F-DRAOEE LPZX U -BZFIDESE

EORAIDEE LR MY -EDQRIBRE LR M - EDRTE
BEEFEOEDEE LR Y -EDRE

F—DHIBR
EDHIRR

3

LR - HiER

LY b - [EDHIBR
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Events and Bookmarks

© 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\carss.exe - HKEY_LOCAL_MACHINE\SOFTWARE \MicrosoftWwindows\Tablet PC| IsT abletPC

O 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\csrss.exe: HKEY_LOCAL_MACHIME\SOFTWARE \Microsoft\Windows\T ablet PC

O 10:30.55 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE YWDWB432Node\Microsoft\Windows\T ablet PT IsT abletPC

O 103055 PM Registry Create: B452: C:\Windows\Spstem32\csiss.exe: HKEY_LOCAL_MACHINE\SOF TWARE\WOWB432N ode'\Microsoft\Windows\T ablet PC

O 10:3055 PM  Registry Set Value: 8452 [‘.\Wlﬂows\'iyslﬂn?.z\,cslss exe © HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\Cumentersion\AutoR otation| LastOrientation
® 10:30:55 PM  Registry Create: 8452 . em32 HEEY_LOCAL_MACHINENSOFTWARE \Micr mentVersion\AutoRotation

O 10:30:55 PM  Registy Set Value: 8452 C\WM\SMSIS exe : HKEY_LOCAL_MACHINE\SOF TWARE\Microsolt\Windows\CurentVersion\AutoR otation\NonPreservel LastAutoRequest
© 10:3055 PM  Registry Create: 8452 C:\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\CurrentVersion\AutoR otation\NonPre serve

© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\AutoR otation| LastOrientation

© 10:30:55 PM  Registry Create: 8452 C\Windows\System32\corss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\CurreniVersion\autoRotation

© 10:3055 PM  Registry Set Value: 9392 C:\Program Files\CitrsAHDX\bin\CtxGix. exe : HKEY_LOCAL_MACHINE\SOF TWARE\Citie\Graphics\3\LLindicator] LLIndicator

© 10:3055 PM Registy Delete Value: 3992 C:\Program Files\Citi\HDX\bin\CheGfw.exe : HKEY_LOCAL_MACHINE\SOFTWARE \Citrix\Graphics\3| SessionHeight

O 10:3055 PM  Registy Delste Value: 3392 C:\Program Files\Citiix\HDX\bin\Ctx(Gfx exe : HKEY_LOCAL_MACHINEASDFTWARE\Cirix\Graphics\3 SessionWidth

© 10305 PM  Registry Delete Value 3392 C\Program Files\CitioAHDX\bin\CixGifi exe - HKEY_LOCAL_MACHINEASOFTWARE \Citiie\Graphics\3| NumMonitors

O 103055 PM  Registy Creste: 9392 C:\Program Files\Citie\HD\bin\CtxGfx exe: HKEY_LOCAL_MACHINE \SOF TWARE\Citrix\Graphics\3

COLTRMUERBBEEZENICTRICIE. ARV MEHARU S —0 [LPAMNJDOEEZOJIZEERT B] 77>
IUEBIRLET, LI THRZLARY FMaHR) O —DERI #8BL TSI,

ARAZLARY b

Session Recording Agent id. 4 —RNX—F« 7TV r—2a o7 IV r—oavBEOARY b F—4%, 2
BINfcty > aVICBMT 2L FICERATES IUserApi COM 1 > 2 —T A A& RMELET, 1RV FDOAR
A1 XIZETWVWT, Session Recording I3#ZFEHRE IO v I LD, Ly a>O—RELEIRY Py D
IVERAIRY FEOJICERLEDTIET,

WEERO IOV

Session Recording Tld. BEORERICHEDHBE XXy LD, Ty a > OBERICHEDHBOME
BREITOVILIEDTZIENTEET, COWEEEFEAY BIC1E. Session Recording 2012 LU= A L &
Jo
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
&=, 1@ [T |5 | Search - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j:;“:s” . B administrator Desktop Complete  11/17/2020309AM  D0:00:46  TSClient AWTSVDAD00T 10,422 KB
B sdministrator Desktop Complets  11/17/2020 306 AM 000241 TSClient AWTSVDA-G0D1 10,428 KB
B scministrator Desktop Complets  11/17/2020 303 AM 000330 TSClent AWTSVDA-G0D1 6,064 KB
B scmiristrator Desktop Complets  11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G0D1 11,940 KB
E scmiristrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-00D1 40057 KB
El administrstor Desktop Complets __11/16/2020 217 AM__ 000242 T5Client AWTSVDA-00D1 4405 KB
Events and Bookmarks x

©) 30655 AWM Motepads+Sensitive content detecte.
) 30851 AM  Motepad++Sensitive content detecte

Content blocked

Sensitive content detected

10| |||

[> Size: 10.428 KB

© 3:06:55 AM Notepad++ Sensitive content detected:: 11/17/2020 3:07:13 AM

Playing

COMEEZEFERT3ICIE. ROFIEZEITLET:

1. [Session Recording Agent D 700/X7 ] T [COVDAXRS Y TH—RN—Fs BT T r—>avic
KBNREALT—RDERZHATS] FrvIRvIRE2F2ICLT [BRA] 29Uy o L&Y,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. Session Recording ¥ x> k APl (IUserApi COM >4 —7 x4 X) #MUETHERE 1—H—IZfF5L0
£9,

Session Recording i&. N—2 3> 715 TARY M APICOM 1 > &2 —J = RIZT7 U =B L
LT SFRAISNIEI—H—DIHD. ARV M AET—F%ZREICTENT IWELEFVEIT N TEIET,

O—HDIILEEBEICIE. TIAIIFTIOERIMIEINTVWEYS, OI—H—ICCOT7 I ERFAEZNET
3iZld. Windows @ DCOM o#EmY — L2 ERL£7:

a) dcomcnfg.exex®RfTL T. Session Recording Agent ® Windows DCOM 'Y —JL % f =
9,
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“omponent Services
%. File Action View Window
e | HEXE G H

[(] Console Root
~ (. Component Services
~ [] Computers
v 1K My Computer
5 [ COM+ Applicatig
. _“| DCOM Config
> 3 Rum-m Processt
> [] Distriguted Transg
5 @ Event Viewer (Lofal)
5 ) Services (Local)

Help
Activation Addte  AgentConf..
Manage.. Windows ..
AppVClient  appwiz.cpl  Authentica..
Ul CredUl ...
Background Bitmap BrowserBr...
Intelligent... Image

¥ & &

Citrix Session Citrix.Dme.... CitrixCseEn...
Recording ..

ahadmin

&

Authentica...
Ul CredUl ...

&

CdfSve

&

CitrixSpeex...

AP Client
HxHelpPan...

&

Authentica...
Ul CredUl ...

&

CFmifsEng...
host

&

CitrixSpeex...

F & & & &

CMLUAUTIL CMSTPLUA Color
Management
= = =
= Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This tosk will be cre

ated with administrative privileges.

Cancel Browse...

COM+ Event ComEvents...

System

&

CheAudioC...

&

DevicesFle...

&

EditicnUpg...

&

CheVideoC...

&

DfsShix.dll

&

Elevated
System S...

Application  Application Application

Activatio...  Frame Host

Authentica.. AuthHost  AvailableN..,

Ul Terminal...

Citrix Agent  Citrix EUEM Citrix

COM Server ImeMsgFor..
Cloud CloudExper... CloudExper...

w AppReadin..

Service

&

AxlnstSv

&

Citrix
LegenCs..

&

CloudStor...

Change W... Broker ApplD Create Syst...

& & &

ComEvents... Connected COpenCo...
User Store
ChovideoC..  CustReg  DataExcha...
Class

& & &

DictationH... Dockinterfa... DsmAdmi...
Class COM server

Elevated-U... EmailClient Enhanceds..

Explorer Fa... Class

&

&

DEFRAGSVC
service

&

&

EntAppSvc

CortanaExp...

DVCRender...

DCOM Config -
More Actions  »

Citrix Session Recording Agent #5271 v o L.

[(ZFAENT <] Z#FR

LEY,
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— Fai . s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authertication Level: | Default w

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

o [ExalF«] 27%2BIRLET, RIC. [BEIE 79T ThOT7IERET] £ a3>T [RE]
Uy L. [O—AIDS5DT7 I T4 T] EEEZF>A—H—%EBMLET,.
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >
Securty

GI’CIIJP ar User names:

HR SYSTEM
a Administrator

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]
Concs

A
DCOM D8RSI CICBMICED £J, T—EXPIT U EBRETIVNEIIHD FHA.
3. Citrix k@t v a>zBBLET,

PowerShell %z 28 L TIRED K 51 7% <Session Recording Agent -1 > X k—JL/YX >\Bin 7 #
LA —IZZEE L. SRUserEventHelperSnapindll €2 a—ILx1YR—+rLZET,

5. Session-Pauses & tfSession—-ResumedY Y RLw b EETL. BBBRO IOV IZ FUA
—TB3NTA—EZ—%HBELET,
INSA—H— Sz WABFIIA Ty
-APP

ARYELY b UHT T FUR, WA
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NS R—B— HEA WBEEA T3>
-Reason aAvFovhOvoInsEmR, FTFoay

CONFA—R—ZIBELBRWVEE
iF AyTFoysavoIhTu
BB LUBBBRIEFEL. T
Oy 3N TWAIEZRTT I+
IWEREFPRTEINET. CONT
X—R—ZHRETD L. Eyday
OBERICTOy I ShiHABICH
L TIC. BELLEALVETR
TNEY,

frezid. "Lk SicSession-Pause®=27 T %7

N Select Administrator: PowerShell - O X

t\Bin> man Session-Pause

<CommonParam

Notepad++ -F

RTRLGZIARY b ERFEST-REORELBE
BIMEARY FTRHEEZBRETS

Session Recording Player 2 A3 3L, #JRFAARY FOBREZFHMBRERETIH T,

1. [Session Recording Player] T. Y—IN—0 [BEARER] 27Uy o330 [V—I] > [BER &
] DIEICERL £,
2. [BEGRBRR] 414700 Ry I ATRRFHZEZL LT,
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[IRYER] 2TTlE. £y a>YRADEILEARYEEZARY FTFFIXMERRIZIARY COBERIC. £3@A
ERETEIET, [V @&l [BR/EZ]. [Z201ED] O T IILE—%EHEDLETEALT. £4%H
T REERRTEET,

Advanced Search *

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |V

Citrix.Event Monitor. App End

Citrix. Evert Monitor App Start

Citrix. Event Monitor COMUSBDrive Attach
Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Ewvent Monitor. File Move

Citrix. Event Monitor. File Rename

Citrix. Event Monitor GenericU 5B Drive Attach
Query Builder Citrix. Event Monitor. Top Most
Citrix. Event Monitor Web Browsing
Citrix. Userfpi.SessionPause
Citrix. UserApi. SessionResume
Any Citrin-defined event

Find the 200 most relevant re

o [IRY O] —BICIF. TRTOARY FOBENERICRINTUVET, BRTZ IRV ~DOFRE
HEREIRTEET, (RO Citrix ERDIARY ] #BIRTZ L. 1R bOBEICHHH 5T Citrix
Session Recording IC& > TAJICRBINTEIRTORBEZREL 7,

e AINRYETEFANTAINFREHBL—BZzHR—FLTVWET, TTILRA—RIEFTR—FThELEA

e IRYETEILTAIILE—TIE BAEKICANFENXFHKFINEE Ao

o ARV FOEEDApp Start. App End. Client drive mapping. File Renamet
WOSNFIEARY TR NTRET 356, BEICERAINEEA. LD 2T [IRYETFIN]
Ry ZIZApp Start. App End. Client drive mapping. £7l&File Rename#%
ANNTBe. BROVAEDOHDD FHA
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BIRMEIARNY FTREZHET S

ARY MBETRIFESNBRBZBETDI . [V Ty IT—T] RRILIZARY RHRER I, Session
Recording Player 0 FEICEBVSRTRRINE T !

@ Session Recording Player - O X
Fle Edt View Play Tools Help
& | b O @[] | » | Seach: - Antime - (4 (% | [ Advanced Search...
Workspace X || Search Results x
{28 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine Size ~
j ?::;TE?“”“ I=] adniristrator Desktop T 1 20427AM  DD09:21  TSClent AWTSVDAD0D1 5.063 KB

B administrator Deskiop Complete 1 20406 AM  DD:16:54  TSClent AWTSVDA-001 3333 KB

i administrator Deskiop Complete  11/17/2020346 AM  00:18:35  TSClient AWTSVDA-001 383 KB

i administrator Desktop Complete  11/17/20203:10AM  00:00:42  TSClient AWTSVDA-001 6.731 KB

i administrator Desktop Complete  11/17/2020310AM  00:00:46  TSClient AWTSVDA-001 10.306 KB

B administrator Deskiop Complete  11/17/20203.09AM __ D0:00:46  TSClent AWTSVDAD00T 10.422 KB v
Events and Bookmarks X

© 42613 AW Topmost window; ipeonfia, C:\wind
© 42814 4M Topmost window: Bginfo, , 1372

© 42819 AM  Topmest window: Configuratioriv/iz.
© 42821 AW Top-most window: explorer, , 2472

© 42623 AM Topmost window: powsishel. Admi
© 42515 8M  Natepads+Sensiive content detecte
© 43041 AW Natepads+Sensiive content detecte
© 43045 AW Topmost window: WiShel, Ct:DrD.
© 43047 AM Topmest window:. explorer, , 2472

200 | i SR | :0h03m +Ih4m +Dh0am
00| || 44)[ppr) —CB S
oDo
> UQYEB 11/17/2020 4:28:11 AM

Playing

ARV ZFERLTEY a3 VORERNEBE LD, ARV SBZTRHITTINTUVBRAY MIRRAZEHTEE
ED

(109

January 28,2022

Session Recording > AR—% > h&A Y X b—)LLTHE. ROFIET Session Recording Z#&m L. Citrix
Virtual Apps and Desktops v > 3 > %E L TR TET £

+ Session Recording #—/\— & DG DR
o A—H—DHER

o RER)S—DIERET T TH

o REDIEMTDIEE

o BT 7AILDY A XDI/E

e BIIXYE—YDAHREIAX

o REIDEM I IISEINK

s TURNEBLROBMUIIITEML

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 106


https://docs.citrix.com/ja-jp/session-recording/2112/configure/connection.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/grant-access-rights.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/policies.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/storage.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/file-size-limit.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/create-notification-messages.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/disable-enable-recording.html
https://docs.citrix.com/ja-jp/session-recording/2112/configure/digital-signing.html

Session Recording 2112

o BIEENOY
T—EARN—OEA A%

. BESH

s BE/OMIILOESE

o CEIP #8E

Session Recording t —/\— X OZEGDOHEM

January 28,2022

Session Recording Player »'5 Session Recording t —/\—ADZEH DR

Session Recording Player Ttwv> 3> 2B&ET3ICIE. RESNIcty > 3> %&#HT 5 Session Recording
Player t o0& #RE L £ 9, Player CrIC##d Session Recording # —/N— X DEFERETE £ IH
EIRFIC#EE D Session Recording ' —/N\—IC##i 9 3 C L I3 TTF £ A. Session Recording Player (23 ®
Session Recording H —N\— OEGHERINDIHBEIE. [V—I] > [FF>a>v] o [EE] 270Fzvd
Ry 2%EFIZL T, EE%D Session Recording —N—%2ZBTIF 9,

Session Recording Player B’ Y X b= /LINTWVWET—U R TF—>3vicOd 4> LET,

Session Recording Player #i&£8 L £ 7

Session Recording Player DX=a—/N\—T, [V—IL] > [#7>3>] DIBISERLES,

(#45t1] 27T [BmMl 22Uy o L&Y,

[(RZA +R] 71 —JLEIC. Session Recording 4 —/N\—% KX T3 VORFH IP 7RLXZANAL.

TORIJILEBERLET, T4 ETIE EFa) T+ TRESNIBED HTTPS/SSL #ERT 3 £

5IC Session Recording MBI N E 9, SSLABRINTULWAWESEIE. HTTP ZBIRL £ 7,

6. Session Recording Player h*#8#k ® Session Recording 4 —N—CEHETE S & SICHEM T 3 113
Session Recording —N\N—CCICFIB4 HL U5 28EDIRLET,

7. #4719 % Session Recording ¥ —N—DF z v IRy I ZADF UIIH>TVE I EZBRBLET,

ok w e

Session Recording Agent 15 Session Recording # —/\— A\ DIEGHDER

Session Recording Agent & Session Recording #—/\— OB D#EHEId. @, Session Recording Agent %
AYZAL=ILTBEFICREL FT, Session Recording Agent 1 Y X b—JL LB TIOEFKERET BIC
i&. [Session Recording Agent 70/X\7 ] %ZERALET,

1. Session Recording Agent b1 > X b—LEhTWBH—N—iIcOJF> LT,

2. [R2—=F+] RE>HEH1J Yo L. [Session Recording Agent d7O0/X7 1] #EIRL X T,
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3. ] 27w I LET,

4. [Session Recording #+—/\—] 7 —JL KT, Session Recording 4 —/\—DZLEM K X1 > ZE AN
HALES

7
HTTPS S TX vt —YF¥a—%FEMAT 3213, [Session Recording #—/N\—] 71 —JLRIZES

BEIR XA > BZANNLET (F7A4IL LTI TCP 2EM) . ANALAEWSEE, Session Recording 1
RELET,

5. [Session Recording X L —2 Y% —I v —XwtE—JDFa2—] T. Session Recording X kL —
YA—Jv—DBEICERAT 7O ILZERL. BETHNET I4IILEOR— b ESELEELET,

A
HTTP XU HTTPS ZHTXA vy —SFa—%FEATBICIE. ISHEBEEZIRTI A N=ILL
=

6. (Xyt—20FMHE] 7 —ILRT. BEIS—DPRELLLSIICF2—ICEX Y E-—D2REFTIMHHE
LT T4 D T7,200% 2EE) £RIFANZD. HILWMEZANALET, COHBIEBITB . X
vE—JIFHBRSN. 777 ZBETEZDET—EPRONIBRETICRD T,

7. [Session Recording Broker] T. Session Recording Broker p@{SICER T2 70 )L %RIRL.
BETHNET I EOR—FBESZEZELFT,

8. BRBAvE—IUNRRINZDT. Session Recording Agent f —E X = FEEH L TEEEXZITANE T,

A—H—DER

February 20, 2024

dA—H—ICHERE[MS5 Y 3I21E. Session Recording #—/N\—% KX b 93> 2—%2—T Session Recording
ARV - z2ERALTEE (O—JL) ZEDHETET, 5200-ILHHDFT!:

BE:

TFX¥aU T LOEBADNS, By aYOREORTEYL. HEDOHEZRITI 2 LDICKRELIERDOAZ L

—H—ICH5LET

+ PolicyAdministrator. RER > —DRR. EAl. HE. BIbR. BLUOEWHERITTIET, 774/
b Tid. Session Recording 4 —/N\—% KX b FT3IVOEBENCOO—ILDXYN—TT,

+ PolicyQuery. Session Recording Agent #7KkX b 93 —N—TRER) > —DFHEEZBERTIF £,
T7AILETIE BHA—F—HZOO-ILDXYN—TT,
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+ LoggingWriter, EBEO/ 2 EFACHERZNLTELET, T74ILPTE. O—HLEBES LV
Network Service ZIL—7HRZOO—=ILD A N—=TT, T7 1)L ~D LoggingWriter X > /N\—> v 7%
LEFTI L. OJOETAANKRTIRERE G ZA8EELNHD £7,

+ LoggingReader. BEEE O/ 2B 3EREMSELET, TIAIIFTIOO—INDAIN—IIHZI1—
T—EHO A,

« Player. ##@E L 7 Citrix Virtual Apps and Desktops tv > a>%2 &R R-TE %9, T 74/l bTlnO—
IWDOAYN=IZB2—H—dH D £ A, Session Recording D577 # )L FRETIE. £DI—H—ICH
BELIEYS aVEBETREREIHD EHA. EEEDLED. 81— —ICERZED Y TIRENHD
F9. REILIctYy a3 v EBETBERSMGAVI—Y—DRE LY 3V EBELELS TR ERDT
S—XyE—IDNRRTNET:

Search Failed

-9 ) Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security.

oK

I—H—Z20O0—-)LICBDHETBICIE. ROFIEZEITLET:

Session Recording H—N—%HRIXA +FRIIVICEBEL LTAOJAYLET,
Session Recording &RO> Y —IL&EEL £,
A—H—%ZEOETZO0-ILZERLET,

AZa—/N—T. 2] > [P - JIL—TDEDHT] DIRISERLET,
A—H—rJI—TZEMLET,

ok wbn =

Session Recording Tid. Active Directory TEEINZ1—H—BL VYV I —THHR—rEINZET,

BEIVY )L TMRLEEBIE 1 DREROEREFICEMICARD £9, 721906 U ) — LI, Session Recording
RUS—AVY =)L TREOBEER) S —ZERTEIE T, # L TREOMER) > —1 28RBLTIET WL,

RS — DR

April 3,2024

Session Recording KU~ —aY VY —ILZFEALT. BERU > — ARV MEHRU S — ARV MEERD >
— BLUBRBOBER) > —Z2ERLET. KU —DEREIE. CitrixCloud £ > 7L 2 XBEOEA DN S
Delivery Controller 218 TE £ 7,
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BE:

Session Recording R > —1O>Y — L% B Y %I Id. Broker PowerShell 2 v 7 >~ (Bro-
ker_PowerShellSnapln_x64.msi) % 7z Citrix Virtual Apps and Desktops Remote PowerShell SDK
(CitrixPoshSdk.exe) ZF&8T1 VX b—ILT2HENHD 7, Citrix Virtual Apps and Desktops ISO
(\layout\image- full\x64\Citrix Desktop Delivery Controller) < Broker PowerShell 2 +v 71 > %
%29 5. Citrix Virtual Apps and Desktops #—E X4~ > 0O— R ~R—I 5 itrix Virtual Apps and
Desktops Remote PowerShell SDKE 4> >O— KR L £,

B>k

LY R b z#EEL T, Session Recording ' —N—ICFH LA WVWEENEE LILBEICT 7 1ILHK
HDNZ3DOEH SN TE 9, Session Recording Agent 21 VX h—JLLIIIVICERECL
TOJ4> L. LYZAMUIT 12 —%FWT, HKEY_LOCAL_MACHINE\SOFTWARE\Citrix

\SmartAuditor\Agento i DWORD f&DefaultRecordActionOnError =1%iEML *
3_0

gER) > —

PRATLEBDODBER)S—2T7IT147ICTBI8DH MEDOARZLBER) S —=2ERLTT7IT17IC9%
CEHTEEY, YRATLERORERYS—TR, IRTOIA—H—, RETIUIT—>3> BLUTTF—N—IC.
B—RUWZEALET. DRAZLRERY D —TIE. BEXNROI—Y— 2RAT7TUIT—2 3> LT —N
—ZHEELET,

TIOTATBBRERIS—ICE>TRET S Y aVIREShET, —EBILTIT17ICTE3RER) > —&
127213 TY,

AT LERORBER S —

Session Recording IZid. RO AT LERDFER) O —HHO£T:
e BEILAEWV. TIAILMDRIYS—TT, IFHDRU—EEBELRIFNUL. Ly avidREINEEA.

s IRV MDHEFREY S (21—H—. BHHD). CORUD—F ARV MRERY S —TIEShIAR
VoA EFRELET, BHIFRESNEEA,. I —RBERICREENZZITRD 7,

s INYIMDHERET S (22— —. BHBRL)e TORYI—IF. IRV MREHRY S —THEEINLAIAN
VhoHEFRELEFT, BEFRESNETA. I—HF—RBEEENEZZITED FEA.

s byl atefERET S (21— BHHD), CORUI—F. EvParey (EERCARVE) &
BELET, - FFAICRERNZZITRD XY,

s Ty atefERET S (221—H—. BNAEL), CORUI—IE Eyviared (BBECAIRVE) %
BELET, - —I3REBEMNZRITED A

PRTLEBRBORERY S —ZEBEIBHIBRTI A
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HRE LERER S —DIER

MBOFER) S —EERTIHE. COA—Y—FHETIL—T. ZRBT7 IV r—>a>yEETRIMy 70 T
YNY—=F I —TFE71E VDA <> > Citrix Workspace 77U IS4 7Y D IP P RL A% BET 3D EIBET
ZHAZER L £9, Session Recording RS —>Y —JLICIEY 1 Hf— RABEBINTED. TOTrH#—FR
SR> TRAZERLET. ZRAINTWET TV —> 3V @B TR by IR, FURNU—=FIL—TFEiF
VDA > > O—BEEFT3ICIE. 1 FEREOHRAMDIERDPUETT, 1 koD Delivery Controller T&
BEOHAMOERZERL £,

ER 9 2 RACCICHRERFE S URAUFHZEEL 9. BRERFEIBUNFHZHBILTEY a3 VICERINZE
¥o

RAICCIcREREz 1 DBEIRLE !
s BMILTEYYaVERET . COATavid. tviarvalk (EERHEARYE) ZRELET, 21—
H—3FFICREBNZZITRD £,

c BAILAWTEY a3 VERBE TS, CcOATavid. tyvdarvaek (BEEARVE) #8#ELET,
A—H—|3FREBEHNEZITED £HA.

o« BHILTARY FDIHFDE Y I VERET 3, COF T avid. EydarEBLTARY MEHRU Y
—TEEINTAIRY MDA ERELET, BEIFFREINEFFA. I—Y—EHRICEEEMNZZITED £
ERS

c BHILBEWTARY FDADEY S 3 VERFET D, cOF T avid. Ly a>a@BLTIARY MEBER
DY—THEEINLEAIRYNDOAZRBELET, BEIFFREINEFFA, I—HY—3REEMNEZZITED £
Ao

e Ly avERELAEV, COFTTaviE. By arhBREIABEVWIEEZEKRLET,
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B‘? Rules Wizard X

Step 1: Select a recording option to specify if. and how, a session is recorded.

(O Enable session recording with notification

(7 Enable session recording without notffication

(O Enable event only session recording with notffication
(O) Enable event only session recording without notification

(®) Disable session recording

Next > Cancel

RAICCITRDEBEBEOWIT MO Z LA D 1 DBIRL T, RAIZGZIERLET:

s A—H—FRBIIL—T, RAUOBREZEAITZI-—F—FRLEIIL—TO—BZERLET, Session
Recording (2 & - TActive Directory 7 )L —7H LV 1—HF—DHRTA U MMEFEATEET,

s NETTIVIT—2aYERRBTRI by, RAIOBREZ BRI Z2ABET TV -3 & 3Ty
D—BEZERLET, RV F—FRT, 7FVT5r—2a3 > E TR My T2EATES 1 D113 EHK
@ Citrix Virtual Apps and Desktops #-f % 3EIRL £ 9,

s TUNV=TI—TELRII Y, RAUOERIEZEBRIZTIN)—JI—TERLIRIIIVO—EBZEHLE
To MAIDAHF—RT, TUNU=TIN—TELIBFIIVOBEMEERLET,
s IP7RLREFRIFIPERE, RAOIREZERA IS IPTRLRAEZLEEIP 7 RLIOSEEDO—BZEHL &

Fo [IP7RLREFRIFIP OHEEDEIR] BET. BRENENEREDCBR>TBHRIP 7RLIERE
IP&EFE%ZEBMLET, ZDIP 7KL ZIE. Citrix Workspace 77UD IP 7 KL X T,
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@' Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

=

Session Recording R > =2V —ILTIE. 1 DORAINTERBOEZHZBMTIT £, RAUNBERAINDS
BRiCid. TAND) & TOR) o@EADRHBEREFH . RENBRT IS avestBIT3bICEDNET, —RH
IZ. TOR) BEFIE—EOXHADERICHEDN. TAND) BEFIEESTEBOFHICYTIIEZBRICED
NnEd, ERNMtrue THHUE. Session Recording RS —IT VI UHZDRADTI>a>zebET,
5 TRIFNUI. ROBANER. WEBEZDIRLFT,

BER) D —ICEBORAUNZER T 2551F. BRORAFHIC—RI Sty arhHsagErHDET. €D
L 5BIGEIE. BRBUPFROS VR Ly a VICEREINE Y,

RAIC L DRITEINBRERIEICK > TEDRBEIRMANRED 95

o MgE L7V RAUDEBRIRUIEDEBDET,

NEML THREY 51 RAUOBFIBEUNARICESRD T,

NEXMLABVWTRE T 31 RVWOBEIEUIRDESABD ET,

MBAILTARY bOIZDOE YL 3 v 2RET 5] RAUOBLEERIPEETY,

s MBRILBWTANRY bDA&EDEY Y a v ZRET 5] RAUOBEEIRHHRIADET,
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BRERU S —ORAFHOVWTNICHDETRESBVEY S I VD HEAREESHBDET., ZOLS5Htyavic
DUWTIR. 73—y JRAOBRENERASNET. 74—y JRADEBEREIC BELEWV] TY, 74
=Ny VRAIZEBEIFHRTET £ A

ARZLFER) S —ZERT BICIE:

1. ZREAHOR) S —FEEL LT, Session Recording RS =Y —IHA YA b—ILINTWVWEH—
N—=icOJd 4> L&,

2. Session Recording RU>—a>V—)LZREL T, ERAORT>T [BEARVS—] ZBRLES, X=
2—N=T [FHLWRU>—0Em] Z#RLET,

3. ILWRUS—%FIUw o LT [RAIDEM] 20Uy o LET,
4. BAD«F—FT. REA T2 a>z#RL. RN] 20U v I LET,

@f Rules Wizard X

Step 1: Select a recording option to specify if, and how, a session is recorded.

(O Enable session recording with notification

() Enable session recording without notification

(O Enable event only session recording with notification
(O) Enable event only session recording without notification

(®) Disable session recording

Next > Cancel

5. FRAFGOER - RO 1 DB EHMOFANFHZERTH LN TEET:
A—Y—FkFIIL-7
RETIVT—2aVERIBTRIMY T
TUN)=T =T &EriFTo >
IP 7 FLZXEIZIP OFEE
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@' Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

6. MAIZRHORE-RETZICIE. THEAZTDEZ IV Y ILET, FIOFIETERLALZGICEDSE. EICT
BHEIINET,
A
(AT IVTr—a>ERETRIOMY ] OTEASOEZERLIEBS. [P 7 RLR] EIP
7RLZ, URL, £RIEa> b O—Z—PO—HILRYy b T—0 LICHZHEIEIAE1—2—RII%
DEd, [7FVr—>3>nFa1 DA MIRREDRRINETD,

[(RRATFVTr—2a3YERIBTRINYT] £FiF [FUNU=TIIL—TERkIFTI V] 2BIRTI5HE.
Session Recording KU >—1> Y — )L TBEICERY % Delivery Controller Zi8E L %9

Session Recording KU > —a> Y —JLi&. Citrix Cloud & U7 > 7L = X1&iEH 5 Delivery Con-
troller ICBE92HW—DF v RIL T,
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[Ek Rules Wizard *

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users

Published Resources: Select Published Applications or Desktop. .
Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

= G

fee I [TUNU=GI—TERIETI V] 2BRT3BE5. L0 V-2 3y hOFIE3 TEHEY
BNAN—1)>oEBRLT (B0 #2Jws L. Delivery Controller n@o T ) %BIML £,
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C.

[El Create Query x
Site: Address: Citri Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
|&MEﬂmﬂﬂhmnme
Create Cancel

Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

e BRIEDBE
#+ > 7L = Z Delivery Controller )
a) Broker_PowerShellSnapln_x64.msi % -1 >
Z k—JLF 3%, 2. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix Cloud Delivery Controller L
a) Citrix Virtual Apps and Desktops Remote

PowerShell SDK &1 > X k=L 9 3, 2.
Citrix Cloud @7 H1> > b EEIERZ &S 5,
3. [Citrix Cloud Controller] F v oRv o
REF2ICT %o

#> 7L = X Delivery Controller » 5 Citrix Cloud

. Broker_PowerShellSnaplin_x64.msi % 7 >
Delivery Controller ictTh &z %

AVZAM=ILLTY> v EBEET S, 2. Citrix
Virtual Apps and Desktops Remote
PowerShell SDK %1 > X k=L 9 %, 3.
Citrix Cloud o 7h 7 > b ERBERERITT 3.
4. [Citrix Cloud Controller] F v o Ry
RZAICT %o
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fERA BRIENWE

Citrix Cloud Delivery Controller 54> 7L =2

) a) Citrix Virtual Apps and Desktops Remote
Delivery Controller ictIh &z 3

PowerShell SDK#7>1>ZX b—JLLTI Y
VEBEHT 3. 2.
Broker_PowerShellSnaplin_x64.msi % -1 >
A k—=IJLF 3%, 3. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix Cloud O &K {IBEHRDIREE

Citrix Cloud ©/R X k&N TW3 Delivery Controller ico T g3 I2id. Session Recording /K1) & —
AV =AY R b= Ehfe s > TFET Citrix Cloud ERBERZREL F 9. COEEZTHAEL
e L7 —HREEL Session Recording RUS—YY =LA ERICHEEL R BEZ LD HDET,

FHTRIET BICIE:

a) CitrixCloud a>v—jicad#> L. [ID&ELUV7oEREHE] > [API 7o R] ICBE8LET,
API 702 2BE*x27051 7> bEERL T, Citrix Cloud 0B E 7O 7 = B TET 35S
O77MLVEBRELET, EF¥a703534 7224 00O0—- R L, BRIZEEL TEREBEMICREE
LFEJ. 774 DT 7ILRAIL secureclient.csv T,

= Citrix Cloud

« |dentity and Access Management

Authentication  Administrators ~ APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID*  * *_as the customer parameter
Name your Secure Client Create Client

Named id Creation Date Actions

secureclient N G o 3:53:01 PM Dec 3, 2018 o}

b) PowerShell ty > a>%#BVWTROIATY RERITL. FIOFIETERELRE) REFO771ILEE
MCLED,
asnp citrix.*
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->

WHEIZIH LT, Customerld & SecureClientFile #8F L £9, FEOIYY RT. BEEHEOT Y
AW EDBEETOT 7o IbcitrixdemoMEE S . LUED TARTD PowerShell twv> 3> T8
7O EHEBEINEY,
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7. T4 —ROETRICH > TRBEERTLET,
A BRIEBISNIT TV r—2 a3ty a VIl Y 3HIREIEA:

o PUTATRBRI)I—TT7IVTr—a3 0B zRETIHEE. FakEdichicty > a > TREITNIET
TVr—=2aYIiFBREINAVWES). tyiarhiREINEE A

o PUOTATHRRIS—TIRTOT IV r—>arhRESNZHE. 12— —hH Windows A7 Citrix
Workspace 77U icAJ1>93 . (BRREFINIEY S a3 UABILIINZDLREEIC) FEICE
TRBANRRIN, BFiEFHINL (BD) tyviare. $BZOEYIa Y TEHINDZITARTD
FIVr—arhiREsngd,

NzEETBICIE. RERY S —ICR>THDOTIUN) =TI —=TFTT7 IV r—oa> 5 ELET, FiE
FHICT TV =23 F3FFEALBRVWTLIESTW, CO77O0-FICL-T, BEREHINI LY avE
BEITEET, /2L, BHIIRRINET,

Active Directory 7' )L— 7D fFR Active Directory 7' JL— 7%/ L T. Session Recording ®R1J>—%
ERTEE T, BEL2OI——TIE% < Active Directory )L — 7% RT3 . RACKR) S —=EEICIERL
TeDEBRELEDTEET, e xid. FEIM01—4—1 Finance ¥ L3 &/1D Active Directory )L —FIc&
FNTLBHEIF. RAUZERTBESIC

RAID rF— R TFinance JIL—7%EIRTBZE T COTIL—TDITRTOXYN—IZBERAINZHRAZIERL
TEFEY,

I—H—DFRTA UMM BABRAO—BOI—HF—DtvIa>ERRICRENERN, SIS S, Session
Recording R —%= TSI £9, i

A—H—DFRTA IR MEFEINE S, AABREZRDFRSHEPRHEDRBOREE LY. EviavERE
TRIRZITRBVWI—HY—ZRITA I NIBRTIEFTT,

TARTOLBEEE N Executive ¥ WS ZBID Active Directory ZIL— 7D X > N—T#H 3B4E. Executive 7L
— 7o Session Recording = &Exic g 2RAIEER L T, Ths01—HF -0ty avhiRLTREINAVL
SICRETTET. CORANZEBTCRYS DT U7« TMIF. Executive JIL—TDX I N—DE Y>3 Vi
BINEFRA. ABADEDIDOAYN—OEY I IVId TIT1 THBRIS—DIFHORAICEIVWVTRESINE
Jo

Director %5/ L T Session Recording #—N\—%FERAT 3

Director 3>V —IL%Z#EAL T, BER)—52ERELUVT7IT0 THTETE T,

1. HTTPS #&:i0i5& 1. Director —/N\—0 [EEINf/L— MEERAE] IC Session Recording #—/\—%
ST ZHAEZ I > A M—JLLET,

2. SessionRecording % —/N\—% A7 % & 5 I Director  —/N\—%##m 9 5 IC1%.C:\inetpub\wwwroot\Director\to
/configsessionrecording <> RERITL T,
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3. Director ¥ —/N—T. Session Recording #—/N\—®D IP 7 KL X #7213 FQDN. K— +BES. LU

Session Recording Agent #* Session Recording Broker & 045 AT 3145 0EE (HTTP £7:z1%
HTTPS) ZAHL &9,

ARY MEHAR) 2 —

Session Recording (31 XY M&HAR D > —0—TlAEBMRZ HR— K LEJ, Session Recording K> —1
DV=ILTRYS—ZER LTI I ERARY b Z2OJRBETITET,

A
USB KRBERIBEBET/NA ROFEA. BLUVT7 IV r—>a>oRE§e&T 207 IC58RY BIC1E. Session
Recording N\—< 3> 1811 Lg% ERL £,

Tr7AIBIEARY e Web BB 7771 ET 2O IC588 9 31C1E. Session Recording X\—2 3>
1903 U= AL £,

Ty TR—ROT7 I T4 ET 1207|588 51Cid. Session Recording /N\—2 3> 2012 LU= AL
9,

SRTLEBRBDIRY MEHARY S —

SRTFLEEDARY MEHARY Y —IF THRELAWV] T, TIAINETIEIET VT2 T T, 7971 TDBAE.
AR +OOJIFERBINEEL Ao

|% Citrix Session Recording Policy Console

File Action View Help

o= x5 6 HE

[Eb Session Recording Policy Console

v & Recording Policies
E Do not record
[E New policy
[&% Record event only for everyone with notification
[E Record event only for everyone without notification
[= Record everyone with notification
[E Record everyone without notification

v [& Event Detection Policies
[= Do not detect
[ New event detection policy

v =) Event Response Policies
[ Do not respond
[ New event response policy
[E New event response policy(2)

[% Recording Viewing Policies

Rule Name

_% System defined rule

Description Action

Logs no events

SRTLEEDAIARY MEERY S —EZEBEIBHIBRTI £ A

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 120



Session Recording 2112

ARZLARY MRERY & —DIER

BMEBOARY MEHAR) O —ZERTZHE. Ly a oREHRICOJZRRTIREDIRNY MHH 22—
HF—F@Fd -7 2BET7 IV =3 FETRo My FUNU =T IL—FF£1& VDA v >, Citrix
Workspace 77V 05147 bD IP 7KL XZIBET BRAZIER L 9. Session Recording R >—a>v
WV HF—EDRAEBRINTED. OV HF—RICE> THRAZMERLE T, KRFEThTWVWBR 75— 3
VERTRIMY TR TUNU =G —TFIEVDA S Y D—BZER T ZICI1E. 1 FEBEEDFRAMDIE
RHAKBETY, ¥~ Delivery Controller TEEEDHANDIERE=ERL 7

AREZLANRY MEHAR) S —Z R T BICIF:

1. ZRBEFEHOR) S —FEEL LT, Session Recording RS —a>V =M1V X b—ILINTWVWEH—
N—icOJd 4> LET,

2. Session Recording RU>—a>Y—)Lz&BL £,
TIFIWETIE FIOT10TBRARY MEHRV S —EHD £HA.

3. ERAYT [ARYMREHARI S —] ZFBRLET, XZa—N—T FHLWRUS—DEM] ZFRLTT
RNy MMEHRY S —ZERL £,

4. (7> 3Y) FLLWARY MEHRV S —Z2HI) v I LT, BRiZEELET,

[E Citrix Session Recording Policy Console - O X

File Action View Help
o= 25 & H=

5. filLWwARY MREHRDV S —%E7) v o LT [RAIOEM 22y I LET,

|%’ Session Recording Policy Conscle
~ [Z) Recording Policies
|§ Do not record
[E New policy
\:;J Record event only for everyone with notification
|§ Record event only for everyone without notification
|§ Record everyone with notification
|§ Record everyone without notification
v =) Event Detection Policies
|§ Do not detect
[ New event detection paline
~ [ Event Response Policies Add Rule
|§ Do not respond . .
[ New event response p | fERpEEy
=2 P P
[0 New event response p: Copy Policy
|7 Recording Viewing Policie: Delete Policy

View Policy
All Tasks >
View &

Renal

Refresh

Help

Renames the current selection.

Rule Name
5 New rule
[45 System defined rule

Description

Action

Log CDM mapped USB evei|
Logs no events

a) BAIRYFOBEOF TV IRYIREAVICLT, BRI 3 1 DELIIEHROTRIANY M EIEEL
F9, UrYRIETABAICZAZO-IILLT. EHRATREAEIRTOIARY FOBEERTFLED,
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B Citrix Sess

File  Actio Help
o= 2E Gl

jon Recording Pelicy Console

n  View

3 Session Recording Policy Console

Rule Name Deseription Action
~ [ Recording Policies 55 System defined nile Logs no svents
[ Do not record
[E Record everyone with notif|
[E Record everyone without n e Rules Wizard x
~ [Z Event Logging Pelicies X . §
Donotlog Step 1: Select one or more of the following options to specify whether to log the related events.
[E New event logging policy [ Log COM mapped USB everis
[ Email Alert Policies [ Log generic redirected UISB everts
[ Log app start events
Log app end events
20 moritoring s
Tipe the process names of target apps. Separate the names wih a semicolon ()
[ Log sensive file events
File moritoring fist
Tipe the absolite paths of target files. Separate the paths with & semicolor (/)
[ Log web browsing activities
[ Log top-most window activities
Log clipboard activiies
Back Next > Cancel
@; Rules Wizard X
Step 1: Select one or more of the following options to specify whether to log the related events.
App monitoring list: o
Type the process names of target apps. Separate the names with a semicolon (;).
[ Log file operations
File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).
[] Log web browsing activities
[] Log topmost window events
[] Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modffications
[] Log RDP connections
[] Log app installs and uninstalls
[ Log performance data v
Bac Next > Cancel

s CDM T wvEYY

T
-

N7=USB 1R +OJ %5889 3. Windows @EiF & 713 Mac @ ¥

Citrix Workspace 7 7UB A YA b= ILINTWBRISA TV R TFNARTISATY MRS

IYvE>yy (CDM) ZRELTK

BECBRET/NAADBEATNBZ LR L. BEOI XY
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ICEIRHITEET,

« RAUSBUATLY hEOYVICEERT S: Windows @it # 7zl Mac @i Citrix Workspace
TIINA YA =L ENTWBE IS4 T b TRAUSA LY b AL TRBERREETN
TZAPEANTNBEREL. BBOAARY MIFZTRMIFTTEET,

o PTVEBARNY bOOJ%ERERTS: =4y cT7TUr—> 3> oigons/ =88 L T, 82
BDAARY MIEZIFIFTTEET,

o TIVBRTARY MDAV ZRERTD: F—Fy b7 V5= 3> T7ToOs 288 LT, &
EDARY MIEZITHFTEET,
A
7220l 77U r—>a>oigzaik LAaAVNgSs. 77— & T7T207 0588
TRLIETETEHA, FDRDH. RATsHF—RTIE [FTFVETARY FOOT %508
93] Frv IRy IRIE [TTVEBAARY COOJ %R T 3] OFRFINIREBERRIC
BHoTWEY,

s PTVER—H: [TTUBEMARY OOV ZRZRTB] LU [FTVERTARY bOOT%
BRI 3] EFERLIBE. [TIVER—E] T2—Sy b7V r—2a>zBELTEREL.
BRERICBRICAANY FZEETELEVWLSICLET,

P

- TV —2avoRBMEETEXRF v I F v IBICIE [TTUVER—EB] L7 TUTr—>
IVOTOERBZEBMLET, I xiE UE—MTRI by TEGOREIRNY b %
FrIFrI3IClE. TOtREBmstsc.exex [FFUER—B] [CBMNLEY, 7O
X%z [77VER—E] ICEBMTD . BMLA7OCLACZOF7OLRICEDET
INBZ7TUr—> 3 UHERINE T, Session Recording I3 70+ X&cmd . exe.
powershell.exe. wsl.exe%r [77UEHE—H] 774/ bTEBMLET,
ARY MMEHARY > —T [FTURBEAARY bOOTETRT Z] B [FTUET A
Ry OOV %ERT 3] 2BIRTZ . A R 7O> 7 b PowerShell. Windows
Subsystem for Linux (WSL) 77U 0EBSLVETH. oD 7Ot XEHFH
T [F7VER—E] MRS TURHAESMCMD b5, OJERINET, 77
I bDTOERZIF. [PTTVER—E] ICIIRTINELEA.

- 7O0€XRZIEtEza0r () TRYOET,

- BE—HOADPR—EINTVET, TIILRA—RIEHR—FINEEA

- BMY37O0ERB T} AXFUNMNFIEXFTNhEE A

- BERICAEICARY FERETEAVLSIC. YATLTOERE (explorer.exe #
) »Web 7505 —% LI X MJIZEBMLABEVWTLIET L,

s J7MIVBMEDOOTZERT B [T7MILER—EB] TEESNLEZ—7T Y b7 71ILTDIRE
oove. £y ayvkRR s (VDA) & OSA TV RTNAR Ry TENFIZATURNRESA
TERBUAALY r2ERLIABREREBEET NI RZEY) COMO T 7rlEE0oO0) %
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HERLET, COFTIarzeBRITBL. [T7rILER—E] ZEEETHINBEERR. 771
VEEOOITN U H—TnET,

- Web Player ICRRINZ T 71 ILARY

- Session Recording Player ICRRINBZ 7 71 ILA R

Sort by All Categories w

00:04:04 File Create:32;
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoo
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sln: 2010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitarHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoo
k.sln:
Client:EndProcessMonitorHook. sln
:1010 Bytes

P

o

Events and Bookmarks

3 55538 PM File Create: 32 SA\ClientyCHPersonaliyini 33 Bytes
(3 55744 PM  File Transfer 6404: HostC:\Users\Administrator FiMFPAAD esktop\EndProcessMonitorH ook st Client:\E $5E ndProcessMonitarH ook sle 1010 Bytes
() 5:57:47 PM File Create: G404 S\ClisnthE $5EndProcessMonitorH ook.slm: 1070 Bytes
(> 55839 PM  File Transfer 2836: HostC:\UsershAdministrator, FMFPAAD eskiop\EndProcessMonitorHook.sin. Client:EndProcesstonitarH ook.slre 1010 Bytes

s J7MIVER-E: [Tr7IRFEOJICERYT 3] 2ERI 55, [T77MLER—E] 2
ALTERWNROT7IILEEBELET. 7A4INA—ZEBETD L. T A—HOITRTDT 7
TINEFVYTFVYTEET, T7A4NETIE T7AUMEESNTVWAWZS, T71ILIEF v
TFvInEthio

E:

- 77 DOZBREE. fEall. HIfR. BEREZ X v I F v 931013 [T 7 1ILER—E]
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TI7ANTANE—DNIAXFH (F7ANLERPT7AINTAIILZ—DIL—FXRT
1F7<) #BMLET, fcezlE. C:\User\Filensharing.ppt771/ILD%
BIASE. (ERL. HIbR. BEHREEXF Y IF v 3101 [Z71IILEE—E] TNRAXF
HIC:\User\FilexEmML %9,

- O—ALT7ANUMNREIVC)E- MBI AIE—NXOEFZFERTIET, ik
ZiE. \\remote.address\Documents” /L4 —®d RemoteDocument.txt
T7ANTREE T Y TF v I5IC1E [7 77 LER—B] ©XxxXFF\\remote.
address\Documents#iEmL 9,

- zO0Oy () TEENRXEZXTIDET,

- BE—HOADPHR—EINTVET, TIILRA—REHR—FINEEA

- NAXFHNEIAXF NI FZXFILEEA.

HPRSEIR:

- BERTNATVE 74 A—D5BRINTVWAVWT LA —ADT 7 A ILEIE T+ LS —
DOOAE—F3F v FFrThiEtA.
- T7AINERRBT A =N RANFH (260 XF) 2BR3ZFOT 7L ETF T
FIA—BEENTVWBIHE. 77 ML ERIFTAINE—DRIEET Y TF vy TITEHA
= TAR—ZAOPAXITERLTLIET V. KEDAIRY MF Y TF v EINBEVLSICZTS
IZiE. EEBIC TEventy 7—TIILENY O T v T3 HIBRLE T,

- —EDRBRTAEDAIRY ¥ v IF v IN3HEE. Player TORTE L UVT—ER—2X
ANDIEMIEARY FOBEILIC LI DDARY ETATLOHAIED, ANL—CDK%ZE
EEEL T,

s WebBE 7/ 7rETr 2OV ICHRTS: YR— TN TWVWE TSI —CaA—H—F7U 7+
ETFrz0JE& L. BREICTSUHY—R. URLL R=Z 21 MLOET=2[MTET,

Events and Bookmarks

i 54232 A web browsing: https:/Awe google.com, Google - Google Chrome, chrame

HR—bIhTWBTSUH—D—&:

TS0 — N—=3Y>
Chrome 69 LIFE
Internet Explorer 11
Firefox 61 LIp&

s RRIEDTVA Y RIARY MZOJICRRET S RAEDV 1Y FUDAANY FEOJICERL
T. BEICTOLRE. 21 L. 7OEXESOETZEBMLET,
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Events and Bookmarks

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

e V)Y IR—RODT7IT1ETZOJICRTRTS: Uy TR—FZFERALE. TFI M BB
77N OAE—REEOJICGERLES, OB T 7MIUNRIE. Z70)LaE—0OY
CLTERINET, 7OCRBE MG 7FIAMIE—0OJE LTEBEINET, 7O
T2RZIF. BRIAE—DOJ LTERBINET,

e LPRMUZETEEOJICEFETS: SESNTEY 3>y TREEL- Windows L X M) DX
BEOJICGGERLET, RESNELS A MNUEEICE. F—FIFEDEM. F—FIXEOR
BIDETE, BEOENETE. $LUF—FHIFMEDHIBFIASENE T,

s LIYRMUEBRUZRL: [LPZAMVOEEZOJICEKERTZ] 2BIRTZ581F. BRTS
A=y FLZZ MU O#EIFINZZEANA L. NXZEEZ 20V TRYID £9, HKEY_USERS.
HKEY_LOCAL_MACHINE. %7:i& HKEY_CLASSES_ROOT TN %#RAL £ 9, Fc& ZIE K
DESICANALET: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
3sHKEY_CLASSES_ROOT\GuestStateVDev, CO—EB#IEELLEWVWEFICTS L. L
CPZAMVEBRF VY IFrIhEL A,

s PAVIS—%ZOJICKETS: FHLAVWITUDKTPRELAZVWI T ZOJICERL X
To CORMAIITARTOFT FUICERAINET,

s A—H—TFAHAIUDMOEEEZOJICEERTS: 7HUY OER. Bk, B\, HifR. Ov o
T BRIOEE, NXT—REBORTHL. A—F—THU Y bOEBEZOJICERLET,

« RDP #Giz0OJIC5iRT % RESN Ity a>Z2RAMLTWVWS VDA B SHEKE N RDP
EoizOJICRRLET,

s PIUVDAVRAM—INET VA YR M—LeOJIlERT S RESNEY a3 FOT7TUD
AVAR=NET A=) Z2AJICRELET. CORUBIRTOF7FVICERAINE
ERS

o NI A—=IVAT—REOAJICEERETS: BTy aryT—24—N—L I H#EEEMLET, 82
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BNty a IiCBETEZ T 2RIV ERRTBICR. COFTv IRy IR BERLF
ED

b) RAIKHZHERL THRELE T,

AR LBERY S —OIEREERE. RO 1 DFIFERORBEHEEIRTETET: 1—F—F7iF
GIN—=T RET7 IV =23 FzF B TRy I FUN)=FI—=TFFIEI> > IP7RLZX
F7-13IP OFHE, ¥L<Id. TAXRZLEER)S—DERI 72 a>TFREESBLTLETI L,
FE:
ARY MEERY Y —ORAZEOVTNICHETIFESAVE Y I VDB IATREMNDH D &
To ChBDEYyIa>vDBE. 74—y IRAORE (BiC THRELAEV]) NERINE
To ZF—ILNYIRANITEXIFHIRTETEE A,

C) T —ROERICE>THERERTLET,

[Ee Rules Wizard X

Step 4: Complete the rule setup.

Specify a name for this rule:
|rde |

Provide a description for this rule:
| Speciic user nie fitet |

Enable this rule
Summary (click Back to edit):
Log &CDM mapped USE events
Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

MName Location
& user JZUAISRS-1

< Back Next Cancel

ARYFRERVS—IC—HT2Ev a hiEBEINd L. Ev>a>YIDEZEOARY LI MUED
Session Recording Agent IR " h &9, fi:
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& Regatry Edear
File ESn Wiew Favortes Help
Computer\HIEY L OCAL MACHINE,SOFTWERE Citrid\ Smarthudton SettienEvent,d

CteHook & | Mame
Dwector o Trefwlt)
FgTearnior ) -

b Apphioniborl st
Graphsry

=% Ensbaedppl snchlonts

GrougPolicy
! 54 Erabse OMUISEDvel vents

HOWMefiaStream o
ks B5 Enabiel hpoardE vty
e BR EnableFueDiperpisenbdoms orfvenis
spkdm 5 EnableGenesUSBDTeEvents
—— B EnabieldieEvent
Install [E% EnableRegritey Dperatasnldsnterbvents
nstaligent i ErabieSerenbrents
Locaticn % EnabieTephentEverts
MachneldentityGonic. || B2 EnableWebBriowtingdstaities
Wietabrei sl #* FisDperationidontorl st
PertiCa 2 itebuentictreeshiom Thecttie
Pt =2 itebumtactronbitie Theostly
SarenF T2 2% idtpbuanbactog Throttle
w | | Smanfadne 25 itelvent Theosis
Agant P¥ RegeinCiperstionMondtor it
w | Sereaboet .
3

Stk gessinlo
ko
Telermetry
UrvprpslPrinklircen
VelaCEIP
Versions
virualllei e pigens
Wbl urrndlleedPep
NDASA et w!

L ¥

LR MUK OERE

Type i

B AT vl rict pet)

FLG AAATI ST Typet the prooers maema of target sppr. Separabe the raeres with  semi
FLG _CVORD e u e i)

FEG_CRVORD D000 1T

FEG_WWORD w0000 (1)

FEG_WWORD DuOC00H] ()

FEG_WORD DuN00000 (1)

FEG_WORD DaD00000 1)

FEG_TWORD: 00000001 (1)

FEG_WORD DaD000000 (1)

FEG_DWORD DaD0N0000 (1)

FEG_DWORD: DaD0N00000 (1)

FEG_RALILTI 52 Typs the abickas paths of target files. Separate the pathi with a temico_
FEG ORD [iiieniiiflii]

BEG QR [hiieniiifliif]

FEG DvORD CaDOO00K) ()

RS DO CulO0000) (1

B R TLT

SREGETEN AR RERETE WALl RO TWART RIS TR WAL HL

Session Recording i L< A Y X b= LT NBE. £L@ETYvTIL—RINLEBEE TI74ILET
FERTEBZTI9TATRARYMRERY S —1EHD FH A, T E. Session Recording Agent (%
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents ® L < X k UfBIC it > THE
ARV OO ZERTINERELET, LR MJEDHBIZOWVWTIF. ROKRZESRBL T ETL:

LR MUE

A

EnableSessionEvents

EnableCDMUSBDriveEvents

EnableGenericUSBDriveEvents

1. 1RYrOBBESIO-NILIZEMICT S, 0: 1R
Y hoBEBEEISO-NILICEWICTD (T74ILEDME
@7_:_&)0

1: (DM TYvE>yFanf- USB ABRERIBEETN
1 ROBANOHHEEEMICTS. 0: CDMTwE>S
INTz USB ABERIBREET /N1 RADBADIRH %
MCTB (FIHILEDEDT—H),

1. ARVEA LY b=ERLI USB KBELEERET
NARDBADOREZBEMICT S, 0: AAVAIL I b
ZEA LT USB RBABLEEET /N1 RDMADRKRE
ZEMCTD (TITHILEDEDT—4H),
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LYZMUME

EnableAppLaunchEvents

AppMonitorList

EnableFileOperationMonitorEvents

FileOperationMonitorList

EnableWebBrowsingActivities

LRI BE#fMtDH352FUFTY !

A

1. 7705—2a>0EFBOADBREZEMICT B, 2:
TIVr—a oREBEETOEAFDOREZEEMICT
3.0 7TV =23 OEBCERT ORBEENICT
3 (TI7INEDEDT—H)0

BERTB—T Y T TV Tr—2 3 FBET B, T
FILETEE 7TV —2aryPMEETNTVEE A
EDID, FIVT—23> DAY MEF Y TF v S
nEtA.

1. 770 )LRFOREZEMICT B, 00 771 )LiRME
ORHEEMNICTS (TIHILEDEOT—45),

BRITZIFI—TY N ITAIINE—ZIEET D, T4 E
Tld. THINA—PEETNTUVEEA. ED®H. 7
71IREEF vy TFrIhEtA.

1: Web @B 771 ETr OEHEEMICTS. 0:
Web BTV 7« ET+ OBREEEMICTS (T74)L
FOEDT—4),

+ Session Recording B L < 1 > X b—LEINfch I RY MEE (O) ZHR—FLAW 1811 KDHID
=N 5 Ty FIL—REnHEE, & Session Recording Agent OBEL X MU EIET 7 £ )L~
TYo T7AIWERTIR. 7IOT1THRARY MRER) —HBWH, ARV OOJIBERINFLE A,

+ Session Recording B’ R> kU U= %EHR—+$3 1811 KDFIOV -5 7y FJIL—RKIhiz
B, 7Y TUL—RENCC OMEEE E\HICT 5 . & Session Recording Agent ORSEL U X + U IR T
TN EDFERIZBEDET, TIAILTIE FIOTATHARY MEEHAR) S —DBWVWEH. 1RV O

JIFEBINEEA.

« Session Recording B’ R> r&tEEHR— b33 1811 £KDHIDU =AW ST v I L—RINBE,
Ty FUL— RENCC OBEEE I DMICEIFTRICHEMICT B L. & Session Recording Agent (B
LOR N UMBEEBINE Ao T7 AL TR TIT 1 TBARY MREAY S -0t 1Rk

REOEBEIRREESINZEA.

+ Session Recording #* 1811 h'57 v U L— RINfBE. KU =YY —ILTHERINIARY MM

H (AR RUS—EEISHSFERINET,

=

AR

Session Recording RUL—AVY =)L T RTLEED. £FNAZLDARY MEERIS—%T I T
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1 712§ 3. & Session Recording Agent TEEEL P X FUREMNERI N, 1RV MMEHOL I MY
REZFERTEIHLEDET,

BREORER > —

Session Recording Player Tl&. REIR—XD 77t XFIEHHYHR— b IhTUWE T, Session Recording R
=YY= TREOMEERY —EZERL. FRUD—ICERORAZEMTIET, SHRAT, BELELZD
MOI—F—HLVA—H—TIN—T REATIVT—23>BELUPTRI My TUN)=FIL—TELUV VDA
HSOREZBMETEZ I —H—FRB3 21— —JI—TZ2HELFT,

A2 LRERER) S —DIER

BEOBMEBR > —%ERT Z80IC. ROFIETHEEZEMICLET:
1. Session Recording #—/N\—%KZX rF3I> IO F >V L& T,
2. [R&#—=F+] RE>HOU YL, [Session Recording —N—D7O/XF 1] #ERLET,
3. [Session Recording #—/N\—D70/87 ] T. [RBAC] #7%0Uv o L%F,

4. [REORER) S —OBRZFHEI T3] FIv IRy IREFVICLET,
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iﬁ] Session Recording Server Properties — )4

Storage  Signing Follover Flayback Notifications CEIP Logging REBAC
Recarding viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Conscle.

Allow to configure recording viewing policies.

ARZ LREREERY S —Z2ERT 3IC13:
A BER) S —BLUVARY MRER) - BEBD. BEORERY S — (RUS—RISEMLIEIRTOR
AlZzE0) 3. ERTBCEBICT VT FICHBDET, BN TIREEHD FHA.

1. ZRFHDR) O—EEEL LT, Session Recording RS> =YY —IHRA VI b—LINTVEH—
N—IcAd# VL&Y,

2. Session Recording RU>—a>V—ILzEBELET, 774/ MTIE. BREOEER) S —EHD FEA.
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

. [BEOBER) -] XZa—IiF. [Session Recording #—/N\—D70O/X57 1] T DEEEEBMIC
LBWEFHBATEEzEA,

3. ERORA>T [BREORER)S—] Z8IRLET, XZa—/N—=T FHLWRU>—0EM] Z23RLT
BREOMEBER) > —Z2EHLET,

4. (7> 3y) HFLLVRBEORERYS—2E57U v oL T, BHizEELEY,

5 #iLVWRUS—Z2EIUy LT FRAIDEM 20Uy o LET,
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@? Rules Wizard

Selected user or user group who can view recordings

Next >

Cancel

6. Bm] 2oV v I LET,

7. [A—Y—JI—T0ER] 404707 T. BEOFHEZEL LTA—F—FF1—H—-JIL-TFZFRLZ

ED
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[Ek Rules Wizard >
Selected user or user group who can view recordings
‘ Add...
Selected users and user groups whose recordings can be viewed
Add .
Remave Al
< Back Mext = Cancel

P

ZRHAT, REOBEBEL L TEIRTEZ0R 1 A0 —H—FiF 1l 202—H#—JIIL—TFEIFTT,
BROA—F—FE2A—H—JIN—TZBRLBEEIE. RFOBEROHDEHIZED. 7FI R
w I ACRREINF T,

BREOBEEEZIEET S FIE. BEEICPlayer 0O—I)LZEDHTTWVWRZEEBRBLTLIET L,
BEISNTcEY D a>ZBET2EBRIAZVI—H - BREINELYy> a>zBELELSCTBL
IZ—XyE—IHRRINET, LK TI—H—D&ER 28RLTIIETL,

8. [OK]. [RAN] 20U v o L&Y, RAFKHEZREIZH 1 T7OIDHETET,
9. RAFRGZERLTREL., FIROBEBEENBE TIZ2REZIEELE T,
o A—H—FRFINL-T

s NET IV —2 a3 ERETRIMY T
s TUNU=TN—=TERFIY
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups
[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

A RARHFZEELZVWTEC L., IRDIEE LHEEICIXEEROFENRTRINEEA.
10. Y4 —RODIBRICE> THERZRTLET,
f51:
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@ Rules Wizard

Complete the rule setup.

Recording viewer:

(s \aciministrator

FAule crtera:

Users / Groups | Published Resources  Delivery Groups / Machines

Name
8 administrator

Location
SHNKG

< Back

Cancel

ARY FRER) S —

CORUS—REZFEAITZL. BESNEY 3V TOVRBRINARY MIBLTA—ILT 5 — h2XET
3. BEZREZ I SICHEBYT S, FRBAADREERITIBLNTEEY, 7T« THRER) —HEEZ
FrI7FvETICREDAIANY FOHZERET 255, BEDIARY MREETIEICICEEREZRILTSLD
ICARY M RUH—ZBETEET, Chid. XYM MUA—ICEZFNEERE L EENET,

SRTLEEDAIRY FEBERVS—E TRELBVI OAHTT. BEIGL T hRAZLAIRY ERERY S —%

ETEE T, —BILT7 VT TICTEBAIRY MEERY S —I3 1 D17 T,

UTDORT)—=>>ay bEl X=LF75—+DOfBITY:
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Citrix Session Recordin

File Message Help @ Tell me what you want to do

]ﬂ[ Delete | ~  [=] Archive E\I?I Move ~ 6) Reply <é) Reply Al — Forward Elf'ITodn = EE Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

Thizs email comes from Citrix Session Recording to notify vou that a Tophlost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Daomain Mame KEHTE

Start Time 115872020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application R Desktop,

DA Machine

Flavback LIRL hittpis:, wehplaver S/ plaver £
Ewent Text Topfpp: regedit

Event Time 11872020 %1751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording. Do not reply:
7
BEURL%ZIUvITZ. WebPlayer TRESNcEYy > avOBER—UHHAIET, CZx2IUvY
g5c. WebPlayer ® [IRTORE] R—IHEETET,
SATLEBDAIRY FHERU Y —
Session Recording 3. 1 DD AT LEREDARY MHER > —ZRELET,
e IRELABEWV. TIFILEDARY MRERI S —, BIDARY MEERUD—FEELAVGES. RETOY
ERBINTEARY MMIB LT, X=IL7 53— PENEERENRBEINDIZCIFHD FHA.
ARBLARY MHER S —DIER

1. AREHDRI S —EEE L LT, Session Recording K)o —aAVY—IHBR1I VI L—)LETNTVWEH—
N—icaAd#x>LF7,
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2. Session Recording RU>—a>V—ILZBEBLET. TIAINETIE FIT1TRBRARY FRERY S

—EHO FEFEA,

[Ep Citrix Session Recording Policy Console
File Action View Help

e 7E G BHE

[Ep Session Recording Policy Console
v [=) Recording Policies
(& Do not record

E Record everyone with notification
E Record everyone without notification
v [=) Event Detection Policies
E Do not detect
v |=) Event Response Policies
E Do not respond
v [ Recording Viewing Policies
[E New policy

[E Record event only for everyone with notification
[EL Record event only for everyone without notification

Policy Name
[= Do not respond

Description

This policy will disable all alert notifications.

3. ERAYT [IRVEMEERVS—] Z2BIRLET, XZa—/N—T HFLWRUS—0DIEM] ZFRLET,

4. (7> 3y) FLLWARY MEERVS—Z2HI) v I LT, BRizZEELET,

5, iLWARYEREBERVS—=2E7Y vy LT [FRAIDEM] ZERLET,

6. [Ey>arvBEhRHSNIEIICA—ILTEBMLEY] 3 (IR MU H—ZFEALT EyPay
ARV PDPBREENICE EICRE I 2R EZRELET] ZERLEY,
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@' Rules Wizard X

Step 1-1: Select one or more of the following options.
[[] Email alert when a session statt is detected.

[] Use event triggers to specify how to respond when a session event is detected.

Configure event triggers (0)

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.
Email recipients:

Type the email addresses who will receive alerts according to this rule. Separate the addresses with a semicolon ().

Time span for dynamic screen recording:
Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

Bacl Next > Cancel

7. (FAT7>ay) XA—ILORBEECEEEOTONTAZRELET,

a) BRAI] D4 —RT. 75— bEEBEOXA—ILTRLAZANALET,
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@ Rules Wizard

Step 1-1: Select one or more of the following options.

Email alert when a session start is detected.
Use event triggers to specify how to respond when a session event is detected.

Configure event triggers (0)

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.

Email recipients:
| example@example.cor),

Time span for dynamic screen recording:
| Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

b) [Session Recording # —N\—DFONT 1] TEEX—ILOREZERL 7,
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[y Session Recording Server Properties -

Rolover Playback Notfications CEIP  Loggng RBAC Email

SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL
[ Allow sending email notifications
OK Cancel

A

X

oD

[X=ILEZARIL] £023>T3D2UEDA T30 #RTIE. X—ILOKENRTESH
BEMNH D 2RI EEIATOATHRRINE T, [(X—JLBROREEZHAIT3] ZiERL
T L#ER] 2o U v o 9d5L. Session Recording lE X —LDREZRERT 2 X—ILEZREELF
To REANRT—RPR—FREREHEL L HWVIHBE, Session Recording (T 5 —Dz¥4
ZECIT—AytE—C%EBLET,
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

A—IEBEDNDEMICHEBZETHASADIDDET, X—IZEZITSICEMICTBZHE. &
RBEICE S TA—IIDPEETNABVEEZBETS2HRE. AL —I3R—Dv
(CitrixSsRecStorageManager) H—EXRZzBEHLET, £ N—23> 2006 KFID SR

WMUV—RIZTYTTIL—FRIBHBEE A L= R—Pv—H—EXZBEFHLTLLET
Lo

c) WebPlayer ic7 729 37-0DL A M) ZRELE T,

TS5—hX—J)LOBEYE URL ZIEEICH#EES € 321, HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server®dL X rUx—%2RDIF7T. ROFIEERTLET:

+ LinkHost 0fa57—%%. Web Player N\O7 72 XICERTE R X1 > D URLICEREL £7,
fer 218, https://example.com/webplayer/#/player /o Web Player 27
€29 3IZi. LinkHost ofEF—4%https://example.comiZsBEL T,

+ # L L\i& EmailThreshold zBiNL. ZDET—4% 1 H5 100 OEHEDKMBEICREL 7,
BT —2E. X—ILEETHI Y ED I BURICEETET75— b X—LOBAKERELE T,
CDREIF. EETNZA—ILOHEMZ. CPUERREHIRTZDICRIEET, BT —2%
BELBWEXIZT 2D, SEIIMOBBEICKRET DL BT —RIF 25127 +— 1Ny I LET,

pE
o X— LY —N—lE. X—=ILEET7HTYbE2INLRY b LTHRWL., X—ILDEE%ZELE
TREREMDDBD ET, THIY DXL EZEETERLSICT 378, Outlook D

X=WIZAT7 Y ME THATY A ABOI—HF—ICL>THERAINTVWE L ZHRT
BEDICERTBGEDNHDET,

o —TEHIBMNICA—ILZREETEZICICTTIHIBAHD £9, fce zIE. 1 BOFIPRISE
FHOBBETX—ILEZEETIEFEA. COBHE. FIEOHAHBRICEEINTL
P2y avoMEBITVWA I EBERLTLIES

8. (FF>ay) ARVENIUH—ZBRLET,

[IRYERUA—ZFERLT, By a v IR MBS NIESICNETBAEEEEL £T] 2&#RY
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B8, [IRNYRMUA—ZBRT B] REUHMERERICARDE T, CNZEI Uy I LT X—=ILT75—h,

BNEERE. FRBTOmMAZ I H-—TIZOJRRINIARY FEEELET,

Event Triggers

Dimension Dimension 2 Sendemai  Start screen recording  Descrption
Event type is File Create d  Path ~ | Equals and  File size (MB) v Greaterth... then a a
‘Orovenllypeis Top Most d | App name + | Equats and | Window title ~ | Equals ~| ther =] =]
Oreventtypeis CDM USB and Drive letter - | Equals and then =] [u]
» o 9 Ficrename - PR Patn - Equals and ) Equals -
Orevent type is and and then [m] [m}
Corfim Cancel
E:

TOTATRARY MEHARY S —DOTICERT 2 IRY COBEZEIRTZBEDNHD £9, 1&1F

NET LIS, [BER] 20Uy I LET,

FOYTFE I )X RHEARY OBRZERL. mEEEEFEZERALT

[T

+ A
p=e]

N3220F7 1 A>3
VENLTARY MRAIZRELEF T, BRKT 20X MRAIZRETIT 9, F7o. [EREA] iR
FrUA—ZEERELED. COFZTOFHICLIEDTEZIELHTEIET, ERLIEAARY N MUA—DERA
& [(X=ILDEE] ZBRLZOBEOAARY MAOJICGEBEINIBEIC. 77— b X—)LTRHEINE
T, [EBEOFEZRBET 2] ZBRLTVWBREE. TRV FOADRETRICHEDAIANY MHIEETI L. B

NEEZREHBFNICHRINE T, INEEREOCREZRELE I, HAZEELAVEXICTS L. &
Thicty 2 a v T T3 ETEERDRENGITEINE T,
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l% Rules Wizard X

Step 1-1: Select one or more of the following options.
[[] Email alert when a session statt is detected.

Use event triggers to specify how to respond when a session event is detected.

I Configure event triggers (0) I

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.
Email recipients:
| Type the email addresses who will receive alerts according to this rule. Separate the addresses with a semicolon (;).

Time span for dynamic screen recording:
| Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

BR—FTNTVZIRY FOBEOE—BICDOVWTIE. ROREBELTLET L,

IRy ~DOFEE FaAXIT Y FTroav

77V RA
TTUE

ZILARVE 1Y

TTIVET

TIUE
R

TIUE

D4 RUDEA R
Web BE%

URL
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IR ~DEE

771 ILDER

T71ILEDOEE

771 D%E

7 71 L DHIBR

CDM USB

A USB

7 A RIVIRRE

A=

27821 ML
ISH—%

IXR

TZ7AILHAX (MB)

INZR

&l

V—=NZX

2=y b )NR

77T X (MB)

INZX

Z7AILTAX (MB)

FINAT B

7 RIVEERE (BFRE)

9. (RN] 20 v o LT, RAURFEZERELVHRELET,

ARE LRER) S —DIER Bk, KD 1 DELIBEBORAUFZGZEIRTIET: 21— —FRRIIIL—
T RET7 TV =23 ERRBTRIONY T FTUNV=FIN—TELRBIZ U IPPRLRAERIZIPD
g, FL<IE THREZLFER) S —DFN 273> TFIBEZSRLTILIL,
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I% Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

A

Ty a ERFARY EDRE—DARY MEERY S —THEHBORAZHLLTLWBIEE. RHEL
RMAIDBRICHED X7,

10. D1 —ROERICR > THERZRTLEY,

11. HILLWARY MRBERUS =TT TICLET,

RUS—=DF7 0T+ 7%

1. Session Recording RU>—aYYV =LA YA R—ILLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)LzE#ML £,

3. [Session Recording #f —/\—~AD#E4H] 7 > RUHFEW=5, Session Recording #—/N\—D&#i. 7
Ok, BLUVR—FHPELWC e ZHBLET, [OK] 20Uy ILET,

4. Session Recording R > =YV —IL T, [BER)>—] &ld [A1RY+OJRUS—] ZBELFT,

5. 70T47HTBZRUS—ZBIRLES,

6. XZa—N=T [RU2—DT7o7+ 7] ZBRLET,
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RS —OEE

1. Session Recording K> =YYV =LA YA R—LLIERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y —)L=z&EBL £,

3. [Session Recording t# —/\—A0D#EH] V1 > RUHRL 5. Session Recording #—/\—D&g/i. 7
B, BEUOR—FPELVWCEZRERBLET, [OK] 20Uy I LET,

4. Session Recording RU>—J>V—LT. [BERY>—] g [V OTRUS—] ZBELET,

5. EETBZRIS—BRLFT, RUP—DRABIDBERA VICRREINET,

6. MAZBIMN. EE. FIZHIFRTBICIE:

e XZa—N—T [FHLVRADEM] Z#RLET, KRUS—DT7 I T TBBEEIRYTTYv T I«
YRUDHE. BIEOEBZRIAVE—IDBRTEINET, RAIVsF—FZFERLTHLVWRANZ
B L £,

s KEITBMAZERL. BV v I LT [FONTx] ZBIRLET, RAUWY ¥ — F2FERAL THRA
ZEELEY,

s HIFRT2RAZBRL. 52Uy o LT BRAIOHIFR] ZFIRLET,

RS —DHIER
E:
SRATFLEBORI S —FET 0T THRI)S—IFHBRTEEE Ao

1. Session Recording KUY —aYYV =LA YA R—LLEERIVICEBELLTOIF Y LET,

2. Session Recording RU>—a>Y—)L=zE&EBL £,

3. [Session Recording #f —/\—~A D] 7 > RUHFEW5, Session Recording 4 —/N\—D&#i. 7
Ok, BEUOR—FPELVWCEZBRBLET, [OK] 20Uy I LET,

4. Session Recording R >—>Y—IL T, [BER)>—] £ld [A1RY ORI —] ZBELFT,

5. ERAVTHIBgT 2RV —2BIRLE T, RUS—DBT7 I 71 TBFEIF. EFDPORVS—&TF I T4
TRIHELNBDET,

6. XZa—N—T [RUL—0HIR] ZBRLFT,

7. 03W] 20y I LTREERREL X7,

O—JLA—N—DEE

RUS—%TI0T17ICTB3HE. ENETTITA TR =3ty a>oRENETISZET. £
Ty a ORETFAINDERIGETZETHNEZREET, O—ILA—N—E T7 1LY A IDLRISET S
ERITENEY, BFEI7MINOY A IDERICOVWTHLLCIE TBRET 71IILOT 1 XDIEE] 2BRBL TS
LYo

MOKRT, LyParyoREHRICHLVWERERY D —2@ALTO—ILA—N-—DRILEIICELBRRICOVT
HEAL &9
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LEIOFRERY > —: WLLEER) D —: A=A —N—DEOFER > —:
gELBV EHDRY > — TERL, A—H-—DHFHLLEy>

AVICOJA VTR TDOHITHL
WRUS—DEBMICRD £,

B LBVWTRET S BE LB BEEEIELET,

B LBVWTRET S EHLTRET S BEEGHTUBAA Y £ —SERF
PES

BRI L TRET S 2@ L3 BEEFIELET,

BRI L TRET S BRLBVWTRET S BEEHTLET. 1—F—HRIC
074233 SEAy E—IDE
RENFEH Ao

BREORFHIDIERE

February 20, 2024

[Session Recording 4+ —N\—D70ONX7 1] #FEALT. REDBMEL 7—H1 T INRBEOBEROET
FEIBELET,

A=A RZ0T7. SANKRYa—L, LT UNCRY hT—I NI TIEET BHMICRBZEMTIE T, N—V
3> 2103 LifE. BE%Z Azure 7 7 M ILEHBICHEMTEI 7, #L <3 BRD TREZREFT 27HD Azure 7
TAIWHEZERT 21 2BRBL TSIV,

F:

e SMB®NFSABEDT 7AIAR=XOTFORIILTNAS ICT—RZRRMT B, NT+—IVRLEF
271 LOMENRETBEEMN DD T, BRHN—-—aryo7OrdlzEALTEX2 T L
OffEZEEEL. X7 —ILTXERITLTENBNT #—IV AZRRLE T,

e 7N ET—h1T T3 EBERINT 7L Z2Ed3ICIE. ICLDBOY Y RZ2EALE Y.

REZIEMNT B1OD L DEIFERO T A INAF -, T—HAATENRBEZR/TT B71HDT +ILE
—%z 1D ET3

1. Session Recording 4 —N\—%HKZA +F3IIIcOA Y LET,

2. [R&—=F] Ra>z&U) v L. [Session Recording y—N\—D7FO/N7+] ZERLET,

3. [Session Recording #—/\—D7O/NF ] T. [BWIEFR] 27200 woLET,
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4, [77 AU T AIINE—] Ry I RO—B%FERALT. REEEMNIZ 7+ A—2TELET,
TAIIA—FBIRTBE, ENSDTAILA—IC7)LAY FO—ILIERODY—E XN EEINET,

77 £ )L kT3 gREE Session Recording f —N\—% KX b 357> > Dl <drive>:SessionRecordings
TN —ICBMENE T, BEZRETZ 7AINA—2BELLD, EHOR) a2 - LEATERS#ZT S
e, FRFEDELDBEERTFRTBLDIC. TAINA—ZEMLIEDTETET, BROT LA —H—&
ICHZHEIE. RED T AINA—BTEFIHINTVWEI L ERLET, BESHREE 7 +ILE—ZEERL
TiIhbhEzJ,

5. [7—HAATEHT77AINOETT AINE—=] Ry IR, T—HA TEHBEZETTZ7+ILE—%2ANHL
£9,
TI7AILbETE. 7—HhaTFHEEIE Session Recording 4 —N—%Z KA T3>0
l<drive>:SessionRecordingsRestore; 7+ L4 —IZfEtdnEd, 74 A—452EETEFET,
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[% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
ir\::,I a load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders is empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK  Cancel Apply
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BEEZFREFETZEHD Azure 7 71 )L EEZERKT 3

BREZRETH7CHD Azure 7 7 1 ILHEBZER T BICIE. ROFIEZRTLET:

1. Azure PortalT. AL =7 AT Y REERLTH S, Azure 77 1 IILEEZERL £ T,

4w I RA—MHA RICDWTIE. Azure Portal 2R L7Azure 7 7 1 JLHEB DER S L UV EEE SR
LTLETV, ROKRIE. BT ITREEENODHERL T,

BET 71ILY
1 X (MB/BRS)

<6.37

<6.37

<6.37

<6.37

410

%10

%10

Ty gy

<1,000

1,000~2,000

2,000~3,000

3,000~4,000

<1,000

1,000~2,500

2,500~4,000

Tr71ILHEESR
17

HDD Standard
(StorageV2)

SSD Premium
SSD Premium
SSD Premium
HDD Standard
(StorageV2)

SSD Premium

SSD Premium

T71ILHEEY
#—42 (TB)

10

Session
Recording #—
N—D¥

Session
Recording #—
N—DHAX

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7MIWHEEI+—21F. 1HHD 8BRE. 1 hBHD 23 EXH. FSFEET771ILD 1 HBOREHIR
ICEDVWTEHESINE T,

2. Session Recording #f—/N\—% A > ZX rb—=JLLTRR bIZ. Azure 7 7 1L HEBOERIBEHRZEBML £,

a) B@ErLTCaOYYRIOY T hEEEL. K51 7% <Session Recording #—/\—»/{X >\Bin

THNA—ICEELXT,

7 7 # JL b T I Session Recording # — /N — {&C:\Program Files\Citrix\
SessionRecording\ServericA1 X r=/LTNTWVET,

b) rssRecUtils.exe
cesskey>] ATV RERITLET,

ZFEBDOEKRIZRDEHD T,

« <storageaccountname> (&, Azure DX FL—STHY Y FOBEITY,

-AddAzureFiles <storageAccountName> <fileShareName> <ac-
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» <filessharename> 3. XL —CT7HI Y MIEENZ T 77 IILEBEOEHTT,
« <accesskey> (&, 77 MILEBEADTIVERIZFERTEZ AL —ST7HIYMEF—TY,

AbL=UFATY bE—ZRISET B3I RD2DDFENBD £

« ARL=CTHIY = TFAILHEER=D [Connect] 7rdY%E VU I LIS
ICRR TN B EGEXXFIHSEETEE T,

1docs (G+/)
Connect X
sessionrecordings sessionrecordings
SMB File share R

A\ 'Secure transfer required' is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
4 . Click here to learn more.

R Search (Ctrl+/) «

T Upload + Add directory

& Overview [ search files by prefix
R Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found.
m .
[Il' properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)

Operations PowerShell terminal:
@ snapshots Drive letter
& Backup | z v
Monitoring Authentication method

R O Active Directory
fil Metrics

@ Storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445

if (SconnectTestResult.TcpTestSucceeded) {

# Save the password so the drive will persist on reboot

[ KjTgGZUZtolh8A3PAOHBWOe +J9kuid6p7xX11egNMUOXKX? 1)

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S2S) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

fR—SOEROFES—> g >icHh B [Access keys] =0 1) w2 LT,

s AbL=CTFhHUY
TAUD X —ZRISTBIEHTERY,

AL—=27
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\\<filessharen:

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
.l

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IBMTAINE—] 414700 KRy 2T [OK] 20Uy o LET,
v. [Session Recording ' —N\—07ONFT+«] D1 > RUT @R 20V vILET,
vi. (BR] Y L—FRRIChR-756. [OK] 20Uy o LET,

vii. SessionRecording X L —IIR—J vy —H—EXEBEHMT I LSRN, [IZVW] %
JUvILED,

Session Recording Server Properties

The “Citrix Session Recording Storage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

#FEITF1ILOY A XDIEE

February 20, 2024
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BE T 71INOYA IDKRELLABZICONT 47>O— RICKEAN/DIDID. BERICO IS 4—%2FRBLT
BYBAELTETILSICRBMECARZILSICHDET, 771 X EFETIICIE T 7LD L I WMEZTE
ELFT, BE 7 7ML ZORRISET S L. Session Recording IC&>TT7 7 ILAEHL 5N, BEZFITT
BIHICEMNOT 7 A ADMERENE T, COBRFZO-ILA—N—CHUET,

O—)ILA—N—Dk®H, 2 DO0OL I VMERIEETCETET:

¢« T7AINTAX, T7MILHMBEBATHEESNLAISICETZ L. 777IUPRALSHh. HILWI 7o
IWHRAIMNET, T7A4ILETIE. 770D 50MBISETZeO0—IILA—N—HED£T, I0MBH5
300MB 0EETERZEETET £ Y,

o Bfle Ty a HRHEBEUTREESNEKBRESNhS L. 77 7LARALSH. FILWLWT 71ILB RN
F9, 774N ETR 2EBERE TS cO0—ILA—N—HDEIDFT, L. 1EEDS 24 KEOEH
TLERZEETEET,

Session Recording IC&K DEADR Y 7 AOEHFERIN. O—IILA—N—%2KTTZR1IVIERETZIAN
YhELT, £E550LIWMEZEICSBBTZIHWMHMEINE T, fcexiE. T71ILY 0 X2 17TMB. EfEIC 6 B
BMZEEL. RE 7 7MIILOY A XA 3KETIIMBISELZELE T, ZDHFE. 1TMB O 7 71 )L XIZH G
LTO—ILA—N—-ENEHH L. T77IAEALSN. FHILLW I 7LD NET,

ZLOINS BT 7AUDPMERTNBVESIC, 77T TBESNIBICHDDEST, Lades 1 KB (38
ETIZRNOME) MBI ZETO-NA—N—FEID EFHA. CORBDHFIIMNE. T 7L XH 300MB
ZHBATIIHETY,

BEORKT 71T+ XDEE

1. Session Recording #—/N\—%KZA rF3I IOV F >V L& T,
2. [R&#—F+] RE>HEIU YL, [Session Recording t—N—D7O/NF 1] #ERLET,

3. [Session Recording 4t —N\—O70ONF ] T, [O—ILA—N=]1 2TEIV VI LT,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. 1055 300 OEDEHZANALT. 771ILY 1 XDLERZE MB B TIEEL £,
5. 15524 OFOBHZANN LT, REKEO LRZRKHEMLUTEELET,
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BHIX Y E—JDHREZIA X

April 3,2024

TOTa4TRBERD—ICED, EvParzRETIEIICIA—F—ICBANTIREICE>TVWRIFEE., I—H
—HERBRZANDLIERBISBMX vy E—UHAREINET, 774/ MOBMXvE—J1F MREMKBLTVWST
2 by FERETOTSLTOREERELTWVWE T, COEXFICRRTHZESIF. TR My TEE7O00
SLZEBALTLKRES WV, 25— [OK] 20w o338 DoV RUDPHALEYS I >ZHTTIET,.

TI7AIEDOBRAX Y EZ—F VDADARL—FT 4 VI AT LADERBTRREINE T,

BIRLASETHRELBANEZERTE XY, L. (FRTEZBAIX v E—JFEEILICLI D2DHTY, 1—
HF—ilid, I—F-HERLAO—DIIREDSEHTEBMA v —IHRTINE T,

BRIX - DR

Session Recording 4t —N\—% KX bg33>vicOdF > LET,

[(2g2—t] RE>EH 1)y o L. [Session Recording tr—/N\—D7O0/NF ] ZFIRLE T,

[Session Recording #—/N\—D7O0/NF ] T, [@F] 27%200 v o LFT,

GEBm] 2oV wvo L&D,

AXyt—ITERTZIEBZBRL. HILLWAYE—CZANALET. 1 DOERBICOIERTEEZ X vE—
J1F1D2TY,

ok w e

FLOWXytE—YZRFANNTTITTICT 3L,
[EEFEOBMA Yy -] Ry I RIRRFENET,

BEOBMUIIZEIL

January 28,2022

Session Recording Agent i3, £v>a>zRBETETILFLYy> 3> OSVDAICA YA r—ILLES, TVR b
—IL%D VDA TREEZEMICT ZHE S HhDEREIF. Session Recording Agent TITW£ 9, REZEMICTS
¥. Session Recording IC& D 7V 7+« THBER ) L —HHEINE T, CORUI—ICLDBRERROE Y
avhREThET,

Session Recording Agent 2«4 > X b—JLF3 L. T7 4L b TREHDEMICHRD £, 2@ LAV VDA Ti&
Session Recording ZBMICT 3 ez BEHL T, BEZ L TLARVWESITH, —N—DNT+—I VN
ZVHEERITBHTY,
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VDA TORE DB X 7o I3EIDK

1. Session Recording Agent ' > X b—LEThTWBH—N—iIcOJF> LT,

2. [R2—=F+] RE>EH1J Yo L. [Session Recording Agent ®70/87 1] #EIRLET,

3. [Session Recording] T [COVDAX> > Ty avaRETD] FTvIRvIRREAVEIEAT
ICL. COVDATHEY S 3V 2BETEZLSICTEDERELET,

4. BREXyvtE—IHRRINBDT, Session Recording Agent f —EXZ2BEE L TEEEZITANE T,

PN
Session Recording Z1 > X b —JLLTcE FICT I T« TICH>TWBRD O —Id

MgE L0 RUY—TY, EOY—N—Dty>avbREINIETEA, BEZBKATSICIE.
Session Recording RS —a>Y —ILFERAL THDORI > —2T7 071 TICLE T,

ARAZLARY S DEREROBEMK

Session Recording Tld. H—RKRN—F18HOT7 V75— 3V FERAL T ARV M LTHNSNEZ D RE LT
—2EREINLEZ Y IVIBATZIEHTEET, ChHD1IARY M. Session Recording Player % fEH
LTEy arvzBETRLSIICRTINES. CNSRBEINEYY 3 >0—HTHD., REORICEET S
CLIFTEEE A

fee ZIE ARV ME Ta—H#—HWeb ISIH—%BESIELI] CWSTHXFIMEENZEHHDET,
OTFFR NI BEXNEOEY > 3> Ta—H—H Web TS5 UH -2 LUPICREICEAINE T, Session
Recording Player ZEREL Tty 3> %2B4E$ 3 L I, Session Recording Player d [1R>Y b Twvow—
7] O—BIZRTINEZI—N—0#HN, 5. 2——H Web 7S5 IH# -2V LRIEIDID £7,

B—N—EDBREICHRAZLARY L EBANT BICIE:

+ [Session Recording Agent D 70O0/X7 1] 2FALT. HAFLAIRY b ERBANTIEY—N—TREE
BMILET, T—N—IFERICEMCLET. T MADIRTOT—N—ZFEDTEMCTILIET
TEtEA

o IRVEAPHZEDSLK 7 U r—2a>aRELET, COT7FUr—> a3 a&a1—%— Citrix Virtual
Apps and Desktops 7w > 3> TRITL. BEICT—XZEBALE T,

Session Recording @1 > X b—JLiZid 1 R ~EE COM 77U —> 3> (APl) B&FEFNTED, H—R/X—
TAHOT IV r—a s T2 M EREICEANTZICHTIET, Visual Basic. C++. F£7zld C# &L,
ZLDT7OVFIVJEBTAPI Z#FERTET 9, L <& Knowledge Center ®s2ECTX226844% 88 L T
<f2& W, Session Recording ¥ X ~ APl @ DLL i& Session Recording d—Z L TA YR h—ILENF T,
APl @7 7 JLix. C:\Program Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dll. T%,

B—N—THIXEZLIRY FOREZEMICTBICIZ. UTFTOFIEZETLET !

1. Session Recording Agent b1 > X b—JLEThTWBH—N—iIcOJF > LT,
2. [R2—F+] RE>HEV1J YL, [Session Recording Agent d700/87 1] #ERL X T,
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3. [Session Recording Agent 0 7O /X7 +] T, [B&E] 2750wy I LT,
[(MRELARY FDOEER] T [COV—N—TH—RN=FA V7 TUTr—>aVICE&BNRELT—E2D
EREHATI] Frv IRV IRZAVIILET,

>

F O INBZOEME T IamM L

January 28,2022

Session Recording # —/\— & Session Recording Player 21 > X b =)L L7z VICEEAZE 21 >V X =)L
T3HEEIE. TIHILEEZ% Session Recording ICEID Y TR LICL D BIBEOEF 2T 2R/UTIES,

FTIHILET, TOHIILBRIEDICE>TVET, BREICER T 3:AEZEIRT 5 L. Session Recording h
5 Session Recording X L =YY= v —H—ERICHAWMDERMNMTSINE T,

TORINEZDBMK

1. Session Recording H—N—%2KZA b3 IcOTA Y LET,

2. [RE—F+] RE2>% V1) v L. [Session Recording H—/N—D7O/F«] #BIRLET,

3. [Session Recording #—/\—D7O0/XF ] T. [BR] 2720V v I LFT,

4. Session Recording Y AR—%Y rZA YA F—ILLEIYY VOB TRESNIBEEZEMICT 3iHEEE
BRLFT,

7O RLEE DI

1. Session Recording #—N\—%HKZX rF35I> IO F > L& T,

2. [R&#—F] RE>HEVU YL, [Session Recording —N—D7O/F 1] #ERLET,
3. [Session Recording #—/N\—D7O/NF ] T. [BR] 27520V v o LFT,

4. DEE] 200w o LET,

BEEEOY

February 20,2024

Session Recording 8EBEOJ Tld. UTFOT7ITrET s HERINET:

+ Session Recording ;R >—2>Y — )L #zi& Citrix Director TORER ) > —HLVPIR> FOTRY
D—AGDEEO
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Session Recording 4 —N\—@ 7ONRT 1 IZH T B EE,

BFEDBE,
s Lyl arvhRESNBEDRIS—IT ),

s EROBVWEEBEOS Y —EIANDT 7€ X817

I[R4

g==N
= .

LPZMIIT42—DFRAZR . RAGEENRET BEUDHD. ARL—FT0 VI XTLOE
AR M=IIDRBEIZRZBELHDET, LIAMIITA Z—DRABICKZBEEICFLT PhJvIX
TlE—EEEZEVEFEA. LYAMNIIT s 2—d. BEROETCHIMOEE TIERLS LIV, £z L
SRARUTFANDNY I Ty TREBFLTHS. LEZX MU ZRELTLLIEI L,

BEEEOT OEMLIITBEML

1> k—)Lt#%. [Session Recording tf—/\—D70O/8F7 ] T Session Recording BIRE O/ ik s B %
TIEBMICTEEX T,

1. Session Recording BBEOJH A VI b—ILETNTWBIIVICEBEL L TOVF VL&D,
2. [R2—F+] RE>EIU Yo L. [Session Recording —N—D7O/F 1] #ERLET,
3. (@] 27%0Uv I LET,

Session Recording EBEOJV 2 BEMNICT I MLLWTFITETsEOJICRBBINERA. BEOOJT %
Web R—ZXD Ul h6BETE£Y,

WHEDTOY IHEZEMCT 3] KMF20FE OFNRRIBZEUTOT7 /T ET4HTOvITnET, &
RATLARY BHARYSID6001 TOYVICEBEINET:

« Session Recording KU >—2>Y —JL%7Z Citrix Director TOER > —ADEE,
+ Session Recording 4 —/N\—07ONT 1 ICHIT B EE,

Tty a3 OREIIHEDOTOYIREICLDTEERITEEA.

Administrator Logging 1 —EX7h7U > FDER

FIAILET, BEEOQOJEIVEZ—Xy b1V TAX—=23 >0 —EX (IS) OWeb 77— 3> LTR
7N THD. ID I Network Service T9o EXa VT4 LRILEIKRT B3I, COWeb 7 FUsr—> 3>
DIDEH—ERTHIY MEEIIBEDRXA VY THAI Y MIEETEET,

1. Session Recording H—/N—% KA+ B3I VICEBBELLTAOJF Y LET,

2. ISRR=2v—T. [7FUTr—>a>r=)] 200y o LET,

3. [7FUHr—>a>F—I)] T. SessionRecordingLoggingAppPool #52 1J v o LT [FEERE] %
EIRL &Y,
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4. B4 ID %=, ERIZIREDTHAIY MIEELET,
5. db_owner #&R%. Microsoft SQL Server ®7—#%~— 2z CitrixSessionRecordinglLogging © 7 1
T M5 LETD,

6. LT k1 +— HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server 0 &8 b 1&
BRETFHYY M5 LET,

BE7 V>3 OO TROEMLIITEINL

TI7AILET, BEBEOJTIERVS—VIVRTEDODIRTORET V> avHOJICERInEd. COBE.
REOOTHERINBAEENR DD ET, NT IV REMEIETR ML -V EZRRT B LZZXMUT
COBEOOJZEMICLET,

1. Session Recording #—N\—%KZXrFTEIIVICEBELLTOIA Y LET,

2. LYRMVIT42—%2HT£EY,

3. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server (%81 L £ 3.

4. EnableRecordingActionLogging 0fEr LT, UTE2RELFT:

0: |FE7 V> 3 >OOJRHROEINL
1 fFE7 0> 3>OTROBMNK

EEEOJ T —2DRE

Session Recording Tld. IXRTOEBBEOST—2ZBRT 570D Web X—2 0 Ul Bt h %9,
Session Recording 4 —/N\—% KX~ 31> Ea—4—T. ROWBETVET:

1. [RE—K] Ra>xzs1) v L. [Session Recording EEEN Y] #EIRLE T,

2. LoggingReader 1—#'—D&EEIERENSILET,

Web Player t #fi& I BEEOS D Web R—JHRRINET,
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Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
[EX Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f18 2 >

o> > DA
1. Web 757#—%RW\T. BEEOJD Web R—JIC7 €I LET,

o HTTPS Ti#E&i9 3384 https://servername/WebPlayer/#/logging/config
https://servername/WebPlayer/#/logging/record(Z ZT.servernamei
Session Recording H—N\—%KX L3IV DRKFNTY)

« HTTP T4 9 5B 4: http://servername/WebPlayer/#/logging/config
http://servername/WebPlayer/#/logging/record (ZZT. servernamel
Session Recording 4 —/\—%Z R+ $3I YV DOEFTY)

2. LoggingReader 1—#'—D&EKIEHRENNDLET,

T—ER—Z2OBE AN

January 28,2022

Session Recording i%. Microsoft SQL Server #RXR—X & L1cT—2R—2OETRMEICET I ROV ) a—>
ayvEHR—LLTWET, T2 /NI SQL Server £7z13 75 1<) SQL Server DN\N—RDO 7 £7=1&V 7
I TICEELNRELIBE. T—EX—INEFMNICT T —ILA—/N—F 5D T, Session Recording *18E
EBEDICHBEELGITE T,

+ Always On sTAM S IL—7

Always On T MY )L — TieElId. BAIAMS LUBEREY Va1 —>3 YT T—4R—ZADI5-UY
JIZH>TRDBZI TV Z2—T 1 XLARIILOY—EXTY, SQL Server 2012 TEA &I fz Always On &
AMIINL—TFYVa—23avIild>T IVE—FSAXAITOI—HF—F—E2XR—XOAAMIERKL F
T, CDIEETIZ. Windows Server Failover Clustering (WSFC) / — kK £IZ SQL Server 1 > 242>
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ADEET BZUERBD T, L. TAlways On SN L—7: BEAMSLOBEEEEY Ua1—>
av] #BRLTLEIL,

« SQL Server 25 x21) 25

Microsoft ® SQL 7524V > 0570 /O —%FRALT. FROY—N—ICEENRIBEICHIOY —
N—DEENICZ XV PRITABZSIIMCELSICTEEXT, L. COVYYa—a>oey b7y
IFHEHM T, SQL Server 7—AR—X ISV IBRLEEFEHIDYVa—>a3 > EDbBE# T —ILF—/N—
ICIE—RRAICEEA DD D £F, LK TAlwaysOn 7z — LA —N—U524Z—1> 2% > 2 (SQL
Server) 1 ZBRLTETL,

« SQL Server 7—2~R—XX=5—-) >

T—ER=ZADIZ—I)VTICE>T TITATRBT—ER=IAY—N—DMELEL THHITEINICT
— LA —N—DRTINET, FFT—ER—XY—N—LIC5TL£7% SQL Server S1 > ABKREICHR BT
H. EFHID2ODY ) a—>arEDhHBRANESDEF£Y, SQL Server Express T7«>a>EFERALT
T—AR—REZZIZ—YITFTBZLIFTEIERA. FLKIE T7—a2R—=2=5—1 >4 (SQL Server) 1

Session Recording T —4~R—2OEIREEERT 3 5%

Session Recording TF—4X—XOEAIAEZERT B ICId. ROVWThhERITLET,

+ ®#IC Session Recording —N\—YR—F Y b A YA r—)LL. RIEBR LT —ER—ZADT—4
N—2ERAZEELE Y,
EHE L SQL Server 1 Y ZE Y RICT—ER—=IBA VA= ILE N3 & S5ICHEE L T, Session
Recording Administration I>R—%> b2 A VX =L TE T, RIS MEBRLIET—2R—ZDFT—
ANR—AEAALZERTE XY,

- Always On sl IL—FH LV ISR 2 7 DFEIF. SQL Server 1 > 22> X Z %= FE T,
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaselnstance
DHBYETINL—TD) R F+—D&ERI. £7/iE SQL Server Xy T —JDEFNICEETIHNELDHD
ED

- F=AR—ZADZIS— I DFEHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\Datal
& L UHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartn
ICT—ER=ZAD T TAINF—N—N—+F—%2FEHTEMT IHRENRH D £7,

s RUICEDT —ER—ADT—IR—XBIAMZ#EH L. RIC Session Recording Administration 3>
K= bEAVI=ILLET,
MELIFS1< SQL Server 1 > X4 > Iz, Session Recording 7 —4~R—XBLUVEBREOS T —
AR—RELTEDT—ER—2% 2 DEp L. SaIAEERTE £, RIZ. Session Recording #—
N=—AVER—bEAVAM=ILTBEEICZ. SQLServer D1 VX2V AZENILET,

- Always On M IL—FY U a—>a >z FERAT 310} AR IL—TDU X+ —0&FZENS
L&,
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- FT=EAR=ZADIZ—U2IYVa—a aEFERTBICIE. T2 /NIL SQL Server &g E AN
L£Y,
- O9SRA)GYYa—a EFERTBICIE. SQL Server DRy kT —URZ%FANALET,

BRD

February 1, 2022

Session Recording i&. Session Recording # —N\—RO&EFL#ZEY R— L ET. CDRETIE Citrix ADC
zfHle LTEALCARIBIEBHZHAL TVWET, #F LI TFORIETOSRIHOERI LU TAzure T
@ Session Recording @R BEHHI EBRLTLET W,

FARTOD Session Recording #f—/N\—[ET. BRESBHERZRATET XY,
!
CoaRSEigEEZER Y 31013, Session Recording —/\—& & U Session Recording Agent @ /X —

23> 7.16 MENMBETT,

BREIEEYR— T 3E450D Session Recording D EERE:

« IARTO Session Recording H—/N—1' BRET 7 (I EREFETS 1 20T+ ILA—=HELET,

+ IARTO Session Recording #—/\—1% 1 D®d Session Recording 7 —42X—XzHHFL £7,

o (#%2) Session Recording R —a>Y—I)L%& 1 D231V X b—JLL. $RTOD Session Recording
P—N—DIZOAVY—ILEZHETELSICLTIES L,

BRDBDEN

COWEEEMEAT 3I2id. Citrix ADC & & £ & %4 Session Recording AV R—% > F TUTOFIBZITVE
ER

B #oEs (Citrix ADC )

aEast—N—0®l Citrix ADC RO &R EY —/N\—IC Session Recording #r—/\—%ZEML £,

BREOBY —EXDHEK

1. #hzho Session Recording 4 —N\—THELAZ IO~ DLICEBREIHY —EXZEBMLE T,
2. () EY—EIXEZE—IINIY RT3 BEITZ 7O INEZFZ—ZFRLE T,
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BEOBREY —/N—DHEK

1. BEBHZORILICEDIVT, BALC Citrix ADCRA8 IP 7 R L 2 HOREBY —N—%2ER L. Th5DRE
F—N—ZzEETIEEIHT—EXINITVFLET,

2. BREY—N—TN—V ATV RAEERLET,

3. (#R) BEIBOFEICIEF. T7 4L bDAZE (LEASTCONNECTION) Tid#<. LEASTBANDWITH %
721& LEASTPACKETS %##RL £

4, HTTPS (RE8H —N—%=HE S E 27D DAAEZER L £ 7,

BRSBOHER (Session Recording fl)

Session Recording 4 —/\—H'«( VX b—)LIN=E&H—N—T. UTERITLET

1. (#32) Session Recording #f—/\—o+ > X b—JLEFIC. EL Session Recording 7 —42~X—X &% A/
L£Y,

2. BEEOJMEEZEIRL2HBS. Citrix TIEZE Session Recording 1 —/N\—0+ > X b —JLEFICIEE LB
BEOJT—ER—RZBLRALEBHIZEANNTE 288D LET,

3. T7AIIEIT # )L E — DA [E ZIAHER%Z TR TOD Session Recording H—nN—<>>7ho >
b B L%, [Session Recording H—N—70NFT 1] TTOT7AIEM T LA —=HET LY
— L TERTEELSICEETLE T, 2L <IE. TREODOETHLDIEE] ZBBLTIEIL,

4. SessionRecording #t—/N\—L <X k1) £ —(HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server)
IZ. ROEZEEBMLET,
fEn&ni: EnableLB
EnT—%: 1 (DWORD. o%b TH%I)

5. Session Recording R L= R—T v —D Xyt —IJF 2 —ICHTTP £72id HTTPS 70+ OJL %2R
L7=3% & Citrix ADCRAE IP 7 K L XD 7R X kL O— R%&ERL L.C:\Windows\System32\msmqg\Mapping\sample_n
ICVAACL 7 b EEBIILT, XytE—SFa—H—EXEBREELET,

UEALY MEUATOLSICLET:

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFgdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*/msmq/privates/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
</redirections>
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<!--NeedCopy-->

<ADCHost> (2 {Em & 117z Citrix ADC g% IP 7 K L X @ FQDN T. <LocalFqdn> (zO0—#J/LKX D
FQDN T95,

6. (#%2) 1 Do Session Recording f—N\—L X b U %k, 22 1) 7+ T<Session Recording #f —
N—D >R k—)L/XX >\Scripts\SrServerConfigurationSync.psl | #EBL T. COH—N—L
ZbUDSHERE IV RAR— LT, 1o Session Recording f—/N—L SR bVICA YR—bTEFET,
Z21) 7 TSrServerConfigurationSync.psl; #HALT. XyvE—JFa—QUAIL Y I VE
VO EBIMTRCHTIET,

a) 1 oo Session Recording # —/\—T. EnableLB L ¥ X + U % #mM#%. EBEL L TIAY
vrZ7O>7 k%i2g L. powershell.exe -file SrServerConfigurationSync.ps1 -Action
Export,AddRedirection ~-ADCHost <ADCHost> <> R RfTL ¥, _ZT. <ADCHost>
i&. fER L7z Citrix ADC{R#A8 IP 7 KL X® FQDN TY,

b) X0 U7 +kDRIT%. SrServerConfig.reg WS 77 1 ILEADIT Y AR— MEHL I M UHER
Ih. sr_lb_map.xml #* C:\Windows\System32\msmq\Mapping /Y X ZBIIE N F T,

c) Zoftha Session Recording #—/N\—T. LOFIBETHER S L7z SrServerConfig.reg =z 1t
—L. BEBErLTCax >y rR7O> 7 +%iE2s L. powershell.exe -file SrServerConfigura-
tionSync.ps1 -Action Import,AddRedirection -~ADCHost <ADCHost> <> R&#R{TL &
¥, ZCZT. <ADCHost> 4. fER L 7z Citrix ADC{R#8 IP 77 K L X® FQDN T¥,

d) 22U 7 +~0xE17%. EnableLB {EH'ftd Session Recording #r—/\—L X kU £ —(ZBMS 1.
sr_lb_map.xml #* C:\Windows\System32\msmq\Mapping /XX IZEBIIEh £ T,

Session Recording Agent #'-r > X k—)La =< > > D Session Recording Agent 700/XF + T T %17
W&y

+ Session Recording R hL—I Y% =S v —XwtE—I0OF 2 —IC HTTP £7id HTTPS ##IR L 7215
&. [Session Recording t#—/\—] 7+ X R w o XiZid Citrix ADC &8 IP 7 K L 2D FQDN % A5
L&,

+ Session Recording A hL—SIR—T v —X vt —IOFa—IF 7))L bO TCP 7O )L %Z#ERL
f-$5&. [Session Recording ¥ —/\—] 7% X bRw o ZIZiF Citrix ADCIRAEIP 7 KL XZEANAL £,

Session Recording Player i1 Y X b— L3Nz Y TUTEITVWET  Citrix ADCREIP 7 RL X F7=
i&Z® FQDN %, &I iz Session Recording #f—/\— L TEML £ 7,

Session Recording ¥ — 2N — 221 VX b—)LE N7 SQL Server T FTZ2fTWEJ #HFH Session
Recording 7 — 42 X — X 2§ R T® Session Recording t —N—<I > T7AHAU Y bEEML. N5
db_owner #ERZE DL TET,
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BEJOMIILOEE

January 28,2022

tF¥aUTs LOBHENMS. HTTP Z@E70O N JLICERT S Z 2 id Citrix TEBESHLERA. T74IL LT
(&, Session Recording (F HTTPS AL TEBET 5L SICREINE T, HTTPS TIEHR< HTTP 2EMAT 3
B WKODDOREZERETIVENHD XTI,

HTTP Z@&E70O0 b~ J)LICERT 3

1. Session Recording 4 —N—%7KZ ~F3<> >icOFd#> L. IS T Session Recording Broker & @i
GUCEALTVWREFa )T TRESNIEGZEMICLET,

2. Session Recording Agent b1 ¥ X k=L TWVWEEH—/N\—D [Session Recording Agent » 70O
NT7«4] TZORINLEREE HTTPS 25 HTTP IR OFIBIC > TEFELF T

a) Session Recording Agent i1 > X b—ILETNTVWBEHF—N—ICOJA Y LET,

b) [R&—K] RE>%EI U wo L. [Session Recording Agent D 700/ 7 1] ZEIRL X,

c) [Session Recording Agent ® 70/X7 ] T. [B4] 2 7&BRLET,

d) [Session Recording Broker] T [ZOrIJL] Ry o RD—EH5 [HTTP] Z:&RL. [OK] %
IVw I LTEEZRITANE Y, Y—EXROBESZRIT XvE—IPRRINES. [IFW] 221
vIL&ET,

3. Session Recording Player ®s%& <. 7Ok JJL% HTTPS 15 HTTP ICEEL £7:

a) Session Recording Player ' Y X b—LENTVWBEET—U R F—>avicOd4 > LET,

b) [R%—Fr] XZa—n [Session Recording Player] %##iRL £7,

c) [Session Recording Player] X=—a2—N\—T [V—I] > [#7F>3>] > [3&&] OIBISERL.
H—N—%FRLT [EE] 20V vILET,

d) [Z7ota)l] Ry o 20—8h5 [HTTP] ##RL. [OK] 2 2[RV v I LT EEEZZITANT
HdA4T7OT Ry I RZHALET,

4. Session Recording R >—>YY—LORET. FOLIIL%E HTTPS 15 HTTP ICEEL 7!

a) Session Recording K> =YYV —IHBA YR R=LINTWVWRHF—N—ICOJAY LET,

b) [R&—Fr] Ra>% 1) v L. [Session Recording K)o —a>v—)L] #BIRLET,

o) [ZOra] Ry Z20—8H5 [HTTP] ZZRL. [OK] 20Uy LTEGEL 9. EHENREL
TEHLDREMNMREI N, XRIC Session Recording R > —OV YV —LEEENTR L SICHERT
nFxd,
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BE7ONILZ HTTPS ICRT

1. Session Recording #—N\—%HKZ rg25I>IcOF 4> L. |IS T Session Recording Broker ¥ 0%
BICERALTWAEFXa) 7 TRESNIEGZBMICLED,

2. Session Recording Agent b1 X h—ILTNTWBEH—/N\—D [Session Recording Agent 70
NTa] TTOLILREZ HTTP 5 HTTPS ICEEL £7,

a) Session Recording Agent #'-f Y X b—)LEhTWBREH—N—ICOTF >V L £ T,

b) [x2—+r] R2>%#21wo L. [Session Recording Agent 0 70O0/87 ] #BIRLE T,

c) [Session Recording Agent 0 700/X7 ] T. [E4] 2 7% BIRLFT,

d) [Session Recording Broker] T [7O+dJL] Ry XD—EH5 [HTTPS] %:ERL. [OK]
2OV LTEEEZZITANE T, T—ERDOBENZRIXvE—IHRREINS. [RWVW] 27
DwoLFEY,

3. Session Recording Player ®s& <. 7Ok JJL%E HTTP 25 HTTPS ICEEL £7:

a) Session Recording Player ' YR b—LENTWBEET—URF—>avicOd4 > LET,

b) [R%—Fr] XZa—d [Session Recording Player] %##EiRL £7,

c) [Session Recording Player] X=a2—N\—T [V—I] > [#F>3>] > [#&&] OIBISERL.
H—N—ZBRLT [EE] 20V vILET,

d) [ZOora] Ry 20—8Hh5 [HTTPS] #ZRL. [OK] 22EIV v I LT EEEZZITAN
THA7A Ry I XZFALE Y,

4. Session Recording K> —>Y—JLOKRET. 7OLIL%E HTTP 15 HTTPS ICEBL£7:

a) Session Recording /R >—aYV =R YA R=LENTWVWEH—N—ICOTF >V LET,

b) [R&2—F] Ra>%o 1w L. [Session Recording K> —a>V—)L] ZFERLET,

c) [ZObral] Ry Zp—8H5 [HTTPS] %:EIRL. [OK] U0 v LTEGEL 9. BHENE
AT 3L IDREMNREFESN. RIC Session Recording R >—a> Y — )Lz RE#T 2 L FICHER
ThEd,

Citrix h X437 —ToZARYT>Z2ALEFOY 5L (CEIP) OWEAL

April 3,2024

Citrix h 2823 —T V2RV T 2MLE7OY 5L (CEIP) 2T 3L, EROBRT 28 L ERRRET—%
M HRORESLUNTA—I U XZALETEENTEEEINE T, COEBEET—20IC—E. LOAEHLD
HMEMIC DT 572812 Google Analytics (GA) ICHRXETINET,
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5

BE

K

CEIP %7

77 #JL b TlE 2 —4—Id Session Recording @ > X k—JLE§IC CEIP ICEHEITE&ML £, Session
Recording 1 > X b—ILh 5L E 7T BEIC. MIET—427 vy 7O—- R TbhEY,. CEIPOYITZoU T3
DEMBBRTBICIE. UTZEERITLET:

1. Session Recording #—/N\—%KZA rF3I> IO F >V L& T,

2. [R&2—F] RE>HEIU Yo L, [Session Recording H—N—D7O/NF 1] #ERLET,

3. [Session Recording #—/\—D70/X7 ] T. [CEIP] #7% 0 v o L%7,

4, [NRAEAI—TVARVIVRAALTIOTSLIZBMTE] Frv IRy IREFTICLET,

5. Citrix Session Recording Analytics t—E X = FEg L T. REZEMICLE T,

i_lzﬂh Session Recording Server Properties — >

Storage  Signing  Follover  Playback  Maotifications CEIP Logging  RBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

GA D=E

GA%xZEMCT B L. GA & Session Recording tf —N\N—fD/N—rE—FF—2MR 5 BB CICEINE T,
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GAZBMELIIEMCTBILSZMIRE (FI74IL01F0):

B

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\

#Zui: CeipHeartBeatDisable

BOT—%: 1=, 0=FB%

KRIEEDHE. GAIFEMTY,

GA #ERHIC T BICIE:

1.

Session Recording #f—N\—% KX bg33>vicOdF > LET,

LAV ITF42—%ZRAZFT,
**HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\** ic#&1 L £ 9,
Loz hUfEREMLT FCeipHeartBeatDisable; ¥ WS &aiEIEEL £,

CeipHeartBeatDisable 0 fE%x 1 IC:REL £ 9,

. Citrix Session Recording Analytics #—E X = Bi2g L T. REZEMICLET,

Session Recording tH—\—Hh' 5 IEINZT—42

MDRTIE. NESNZEBOBEROBEOFZEBNLET. T—F2TIE. BEREHEIT S INTOFMIIEEN

FtAo

F—BRA >k ¥—% i

>0 O-NIL—E#HBF machine_guid T—RORETOTS > E#HA. GA
zBMIT B L. CEIP BE#ICH
STWAELTHN—FE—FF—%
MGAICEEINET,

FRL—=FT 4 VYIS ATLON—  0s_version ROVDARL—=FT1 VIO ZAT L

=D 2RI TFRIXFN. GAZEZ
IZ9d&. CEIPAE®MICA>TY
BLTHN—FE—FT—FH GA
ICIEfETNET,

Session Recording #—/8—m/v  SRS_version 1> h=JLETNTWS Session

-3y Recording t—nN\—oN— 3>

ERTTFRANXF, GAZEM
I % 2. CEIPBERICHE->TL
BLTHN—FE—FT—E2H GA
ICEEENET,
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F—gRA b

TIV—2 3 OREE

BB RE DK

FEIN-tYyS 3> %KX LTS
ISz

(OJEBINFARY L ERD) 17
BNty avERINTBI

—J > O

(OJEBINTARY L EEYD) 17
B D

EEEQT OB

(mEZEL> ST F g0 ake @A N} ¢

ARZ LR S —DE

BESHOBEIML

*—%

application-recording-number

recording-number

dynamic-recording-number

recorded-agent-number

event-logging-enabled-agent-
number

event-logging-recording-

number

admin-logging-status

collected-events-number

customized-policies-number

load-balancing-status

Bt

TV =3 oREIT 7LD
HETITEY. GA ¢ CEIP o@mAH
BYRGE. TEDNREEINES,
TIVr—=3 TR MY T
HDRE T 71 IO %= RS B,
GA & CEIP omA N EMREHZE. T
—APNREEINET,
BMICRRIN T 71 IILOBZR
TEH, GA ¢ CEIP omAIERA
PA. TADEEINET,

BE SNty aYERIALTSB
VDA 0¥z 73 ¥, GA & CEIP
OBEADBEMRIZE. T—FHNEE
INFEY,
(OVRBBINTARY FERD) ]
BIhfcEy>areRAb+93
VDA 0¥z =3 ##. GA & CEIP
OEADEMRIFE. T —2HNIEE
INEY,
(OVEBINTARY FERD) ]
BE771IO¥ETIEH, GAL
CEIP omAIBEHBHZE. T—X
MEEINET,
EEEOJ OB EZRTHF. T
dBEME T01 BEHEEHRLF T,
GA ¢ CEIP omADEMRHBZE. T
—ZNEEINES,
AJZJEINTARY FOBZETRY
%, GA r CEIP omAMNE4IS
A, TEBEEINE T,

#7124 L\ Session Recording K1)
S=HBLVAIRY ORI —D
¥z RIEH. GA & CEIP o@AH
BHRIGE. TEDNREEINES,
BEIBOBIHNERTHF. 1)
3BEME 01 BEHEZEHRLF T,
GA & CEIP o@mAIBMBRIBA. T
—ShEEThE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

171



Session Recording 2112

F—aRA >k *—% A
FEOBEBERY > —DEMKL rbac-status FEOREBER) S —DBEMLERT

e, T 3%z 101 I3EMEE
KL %Y. GA & CEIP o@AHLER
BiGE. TENEEINET,

BB DRI

January 28,2022

Session Recording Player %/ L T. ##& L 7z Citrix Virtual Apps and Desktops v > 3 > & &R, #&RE.
BLUVTvIv—ULFET,

A7y avOBEREEEMICLTEY S 3 VERET 3HEIE. BITFOLY S 3V% 12 BB TRR
TEET,

Session Recording BIEENRE Y REP T 7 1LY XD LRZBR 2y avid. #oty>a>7ry
TIICHDIFTTRRITINE S,

E:
Session Recording EB& M. RBEINVDADEY S avADT I REZI—H—IIH5TIHRELD
DET, Ly araERRFTTEIHRWVIESIF. Session Recording BIEEISEAE L T I,

@&, Session Recording EI2& ' Session Recording Player - > X b —JL 9 3B Session Recording
Player & Session Recording 4 —N\— OB OEFHHREL £T. COEHRHARREDIHEIF. WDHDTT 7%
BRETIEZICREDI A TOI Ry I XADHEIT EY. REICHERIERICDO LTI Session Recording EEEI(C
BUWEhETETL,

Session Recording Player &)

February 20,2024

Session Recording Player o2&}
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s BEICTOY 7N TYYDEEFNTWVSIHEE. Session Recording I3ZhEZXF v FLE T,
el 70y SniciiBICBE L BEIE. BEICEVEERE. T T2YATAOvIENTL
BRI RAYE—IDRRINET, COMEEZFER Y 5121, Session Recording 2012 LAp&E%
FRALET,

« Session Recording Player 2009 LiFiz A L TREZBELTVLEHE. ROIT—XytE—IH
Krndh£zd, Web Player i3#E%Z 1 £H Ao

Error Playing File *

The recorded session file requires a newer version of the
Session Recording Player for playback.

1. Session Recording Player B’ 1 Y X b—LETNTWBT—IRF—>avicOyF > LT,

2. [R#—F] X=Za2—a [Session Recording Player] %i®iRL %3, Session Recording Player h'&
TENET,

0 Session Recording Player - o X
Fle Edt Vew Play Tools Hep
B | b @I [ | Seach ~ Anytime - (4 (14 | [ Advanced Search
Workspace X | Search Results x
=] Wﬂ";ﬂﬂﬂﬂ: ;dmhi"mmf User Name Application Status Start Time Duration  Delivery Group VDA Machine Size ~
_]@ F:f:mes = =) administrator [y Complete 1 204:27AM 000321  TSClent AWTSVDA-DO0T 5,063 KB.
B administrator Desktop Complete  11/17/2020 406 AM 001654 TSClent AWTSVDA-D001 31331KB
I administrator Desktop Complete  11/17/2020346AM 001835  TSClent AWTSVDA-0001 3334 KB
B administrator Desktop Complete  11/17/2020 110AM  00:00:42  TSClent AWTSVDA-0001 6731 KB
T adminitrator Desktop Complete  11/17/2020310AM 000046  TSClent AWTSVDA-0001 10,306 KB
B sdministrator p p 11/17/200 309 AM 000046 TSClent AWTSVDADOD1 10422 KB
Events and Bookmarks x

© 42813 AM Topmost window: ipconfig, C:\Wind
© 428:14AM Topmost window: Binfo. . 1372

© 42819 &AM Topmost window: Configuration'wiz
© 42821 AM Topmost window: explorer, , 2472

© 42829 AM  Topmost window: powershel, Admi
© 42315 AM  Notepad++Sensitive content detects.
O 43041 AW Notepade+Sensifive content detecte.
© 430:45 AM  Topmost window: WiShel, CixDnD:
© 4:30:47 AM Topmost window: explorer. . 2472

TEIE IS +or0 i O odn +no4m +0nosm

> UQYEB 11/17/2020 4:28:11 AM

Playing

B> t: EventOnly 7lis. EEBEE/IFIRY FOHOFEEZRLET,

BEFATYSIVOIRTORET 7ML Z2RTTBICIE. VA NTREZEZ Uy I L, (7407
71 ZERLEY,
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Fle Edt View Play Tools Help

&b O 9@ Search - Anytime - % T Advanced Search

Workspace Search Results
&5 Workspace - administrator
& Search Resuts

x

User Name Application Status  Start Time Duration  Delivery Group VDA Machine Size

B administrator Desktop Complete 12/13/2020 851PM  00:0046  TSClient
] Favorites
ad " 12/13/2020 851 PM :
B admini Complete  12/13/2020 850PM 00 TSClient ¥ 11,786 KB
b= | admw Complete 12/13/2020 849PM  00:01:30  TSClient 10.456 KB
Now Playing x
User: administrator A Copy to Folder
Domain:
Application: Desktop ¥| Properties

Delivery Group: TSClient
VDA Machine:  AWTSVDA-0001
Site: BVT_DB
Status: Complete:

Start 12/13/2020 8:50 PM v
Events and Bookmarks X
P u « w +m05s +0m10s +Om15s
Desktop

End of file

T+ Y RUBERORTEIIFERT

Session Recording Player iZl3. RIRTEIDNES D EYDEZBDDT1 Y RUBERDHDFT,

Session Recording Player B’ Y X b= /LN TWVWET—U R TF—> 3 icOd 4> LET,

[R#2—F] X=a—n [Session Recording Player] #3ERL %7,

Session Recording Player ® X =1 —/\—7T. [&F] #&RL £,

RIIBDEEZBRLEY, BIRIZLISIKZDEREDPRTINF T, FTvIT— VIR EOERNERT
nTWsleznlEzT,

> wnh e

Session Recording t—/\— D&

B @ Session Recording ' —/\—IC#&%1 9 3 & 5 IC Session Recording Player 25 E L TH 5. E&HiT S
Session Recording # —/\—#% 38R T £ 9, Session Recording Player 5 RIBFIC#E D Session Recording
H—N—ITERTBLIITEEEA

1. Session Recording Player B* 1 YR b—LEINTWBT—IRTF—>avicOdF > LT,

2. [R#—F] X=Za2—n [Session Recording Player] #3E{RL %7,

3. Session Recording Player D X=a2—/\—T. [V—I] > [ 7> 3>] > [ OIBEISERLET,
4. $##:9 3 Session Recording —/N\—%32IRL £7,
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A7ty a OB EBET —FOREBZBNIISEMICTS

January 28,2022

A7y a OBEZEMELIZENICTS

SAT7BEREZEMICLTEY > aveRET L. BERILIIRERICEY Y3V 2RTFTEIEI, Eyda
VERBELBDSRTIBZ L. FATTEY>aYER3LS5BHDTY, L. VDAL ST—EHEKETN
BERBFICIE 12V OBENFKELET T,

BEHTTLTVWARVEY S 3V EHEETBR LI ROBEIIFERTEIEEA:

s RENTTIBETTOHIMAEZEIDHTEILIITETEEA. TIVRIINEBENENWIGSIZ. S17€
wiavEBETEIET, L. FLREICBRIEITNTVEEA, Ly arydETLTHH T, RS
ZRTTEET,

s REHNRTIZET. BET—YOREBRZEATETEEA. BET—YORENEWLHEE. STty 3
VEBETIEY, L. Ev o aydRET I3 ETHBSKINEE A

s BEDTETIBET. 777 ZF vy aTEEHEA

TI7AIWET. STy a>YOBEREMIR>TULET,

1. Session Recording #—N\—%KZX g2 Ea—2—IcOJF >V LT,

2. [R&#—F] RE>HEI UYL, [Session Recording —N—D7O/XF 1] #ERLET,
3. [Session Recording #—/N\—7O0/NF ] T. [BE] 295200 v o LFT,

4. [Z14 7y a>oBE%EHFATE] Fov IRy IREAVERIFFTICLET,

BET-2OREBEZEMIIZEMICTS

t*aUTFr LORLDH. Session Recording Tix. Session Recording Player T&RR$ 37oIc4 V>0
—FOhERET 77 ILIZBBNICESHKINE T, COBET—2OFRERREICED, FEI7 7rlzdoy>0O—
RLlca—H—BSo1—H—E 770ILZIE-—LEDRRLIEDTIRLLBDET, EFHDT—IXT—>3
VEREA—Y—THII T 771 EBETIEFHA. BEUINLT 7L, iclelidRFTHRIAIN
g9, BSUINTLWARWVWT 70I)LIE. Tc WERFTHBI S F 9, Session Recording Player b1 > X b—JL
Tntwad%localAppData®\Citrix\SessionRecording\Player\Cacheic% 3. 77/l
3. ERZHF DAY —DT7 7ML ZHA ETHESUINLEXTT,

HTTPS ZfER L T&HET — 2= RETH L Z2HBHLE T,

BET—20DREIZ. TIFILNTEMICEDET,

1. Session Recording #—/N\—%KZX rF3II IO F >V L& T,
2. [R&#—F] RE>HEIUYH L, [Session Recording t—N—D7O/XF 1] #ERLET,
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3. [Session Recording #—/N\—D7O/NF ] T. [BE] 47200 voLFT,
4. [BEDEHATVO—REINZ LYy a>YORET 7N EZBSKT ] Fv IRy IREFA U EEA 7
ICL&ET,

BREOBE

February 20,2024

BEOREH

Session Recording Player Tt v a > OREZ< ICIE. RD 3 D2DFHEDNHD F7:

+ Session Recording Player M L THRERZRITT 5, BRFHI—RIZ v a>oREh. REER
DEFICRTINET,

s O—ANTARIRSATEREHERSAI T LOEY a3V ORET FAILICEET VXT3,

e BRUIND T NA—D5EyvSa>ORET7AILICTIERT 3,

TOZINEBRBBLTHRESNI I 7ML EHCE. EORT 7ML EEBERARIEITN TV RV E VWS BEEHRTS
nNEd, 77 1LOEERICOVTHENHBHEIE. BEORYTT7YvTU Y RFOT EW] 20Uy oL TT
TTILNEREET,

Session Recording Player #'ii& 7 7 7 L = B4 $ #ilC. Citrix Workspace 77U ON—a>F v Ih T
bhxd, Player ', 771 ILBBE TN TWB/N—2 3 >0 Citrix Workspace 7 U #H7R— kL TLARWE
A, IS—HRINET, TS5—%HT 3ICI1E. Session Recording r—/\N—070O/NF+« T [BEAID Citrix
Workspace 7 7UN—2 a3 Frvia ¥y I3] 2BIRLET,
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% Session Recording Server Properties — .

Storage  Signing  Rollover §P|a‘.-'b-3ﬂl‘lE Motifications CEIP  Logging RE*[*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that oniginally downloaded the file.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix \Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Workspace app version check before playback

Cancel Aoy
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4. [BEBRR] 41700 KRY I RDE T TREZR G ZEEZLEY !

o (8] 247 TIE RXAVERIETHOY bOREER. V1 b JIL—T IILFEvS 3> 0S M
VDA, 77— 3> £E7 7L ID ZERAL THRETET XY,
o [BfE/6z] 27Tk BfY. BH. $LURZEERL TRETIET,
e [IRY K] 2T Tl By avicBASTNE CiX EBIARY MEARELARY FERETEET,
o [ZDIFN] 2TTRE Ey>aYyB ISAT7V MR US54 7Y TP RLA $&URERE%ER
LTHETEET, COFTTIF. RASNIBRBERBOLREL VT —HATEADT 71 )L %1%
RICEDIDESHBIBETITET,
BREFHEIBETZICONT. ERLTWBRIITUNREA 7O Ry I XA TFHBORA VICRRINET,

5 BF] 20V v o L TREZBIALET,
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BEARREDIIVIF. RELTHEVWTETRE TSN TEEY, [BEARER] 4170O0JRyI D
[(REF] 20Uy o LT  BAEOIIVZRELE T, ®RELLITVZIET3ICIE. [BERRER] 4170
IRy IZD [BK] 20 UvoLES, RELLIIV I 71ILOIKRFIF. 1sqTY,

BERA T2 a>DRE

Session Recording Player &+ 7> a vic& b, RRSNBREERBO LRSSV T —HA TEFHDT 71
IWERRICEDINESHDIEETETET,

Session Recording Player B Y X k—ILENTWVWBET—UXF—>3vicOd4 > LET,

[X42—k] X=Za—0 [Session Recording Player] %:&ERL %7,

Session Recording Player X=a2—/\—7T. [V—IL] > [# 7> 3>] > [&EK] DIEISERLET,
[REERORTHRDOLR] Ry IR, RRTIBRFEERBEANNLEY, &AT 500 FoRFTER R
TCEET,

5 7—NhATEHDT7AINERRICEDBZINESHZRETBICII. [FT—HhA1TEHT71IL2EDHB] F
IVIRYIREFVERIEFTTICLET,

A

Session Recording Web Player

February 20, 2024

B
Web Player Tix. Web 7504 —%2FERL TREZRRE LI UBETE £, Web Player RT3 . LT
ERTTEES

o RAME, VA7V bR A—H—R. 7TV T5r—>3> 9FA4T72RIP7RLR ARYETHFIB

ARY OBE. BB EDT s ILE—%2FEALT. BEBEZRETIXT,

s EZZMTT. FLRIEBRERICARAVICATHAIARY FERRLTEBETEET,

s BEHICREZREFIBLODF vy aXEUEEBRTEET,

o PARIEABEZENA A FTETET,

e MEUCDOWTIAXY M ZEL. OXVFOEEEZRETTET,

o« FED URLZHETETF T,

o BREDYIZT 1 AIBARY MMEstERTLET,

¢ BEBINABREYIIVICBETSZT—FRTIV I ERRLET,
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pE

HR— kI TWB Web 754 —Ix Google Chrome. Microsoft Edge. Firefox T3,

Web Player 051t

Web Player 377+ L b TEMICHE>TUWE T,

« Web Player #&siC ¢ 3iCid. Windows Y > R7O>Y 7 hZEEL T<Session Recording
Server installation path>\Bin\SsRecUtils.exe -disablewebplayerad <
VREEITLETD,

« Web Player #B%ic9 3iCid. Windows XYY R 7O 7 hzEEL T<Session Recording
Server dinstallation path>\Bin\SsRecUtils.exe -enablewebplayeraw>
FeRITLET.

OJ#4>e/N2T—R

Web Player @ Web # « + @ URL lxhttp(s)://<FQDN of Session Recording Server
>/WebPlayerT©d, HTTPS #BEICHER T 5 1Cik. IS ED Web 41 IZ SSL /N1 > REEML.
SsRecWebSocketServer.configiBl7 7 1ILzBMLET, #L<Id. COERBOHTTPS DiERkICEE
T3 avESBLTIETW,

i
Web Player @ Web -« MCAJ* > $38E. RXA Y A—F—3BRBERENNTIHEIEHD £ A
RXA>A—=HF—=PIMIANIDRETT,

TR E=)

Session Recording #—/\—T®n# Web Player 21 > X b—JLL £, SessionRecordingWebPlayer.msi %
AINIVw I LT, FIBICH>TA YR M—ILEZT L&Y, Session Recording d- > X k—JLIZDWVWTEHL
<IETAYZAb=)be 7y TIL—R, BLUVT7VA VA R—)L1 #BRBLTIIZEL,

N—3> 2103 BUBE. Session Recording 1& WebSocket 4 —/\—% IS IC#47 L £9, Web Player o1 >
k—JL7#%. SessionRecordingRestApiService. SessionRecordingWebStreaming. WebPlayer 7 ~7)
T=2a IS IZRRINE T,
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€3 Internet Information Services (IIS) Manager - X
@« L0 » @ @~
File Help
<~ [ (-3 é‘ Manage Server
nag
:_3 Start Page Filter: + % Go - G ShowAll | Groupby: Area B 7 b=
v & e e recTTTToT et o e nes P ey s >
22 Application Pools Pages Levels Settings Strings Controls " -
v 8] Sites
v @ Default Web Site q\?‘ g‘\/ @]
il aspret_client Providers  Session State SMTP E-mail
P MsMQ

(@ SessionRecordingBroker =

P SessionRecordingLogging s ~ o GetNe
P SessionRecordinglLoggingWebApplicat @ ~2 E 9 ) Y ‘ L
¥ SessionRecordingRestApiService o = 9 =] S04 =] .
3 SessionRecordingWebStreaming ASP  Authentic..  CGl  Compression Default  Directory ErorPages  Failed FastCGI
Document  Browsing Request Tra...  Settings
ey %" &% L o - e
-4 ¢ § = &
Handler HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Mappings Respon..  CGlRestri.. Caching
o= | <
= | La @y
Request Server Worker
Filtering | Certificates | Processes
Management “
0 & = O
= By =] LY
Configurat.. Feature  Shared Web
Editor  Delegation Configurat... Platfor... -
Ready L=

Session Recording 2103 LIpEEF#R-1 > X b—ILg 3 . Web Player ® Web 4«1 MZF7 2R L7z E ST
AR RENTWLS WebSocket —N—IZ Web 7S50 —DEHEINE T, IS TR bIhTW3 WebSocket
H—N—IlEgN—=2 3> 2.0 THH. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server i %
3LYZ2bUFx—DL YR +1UfE WebSocketServerVersion TRINTWLE T,

B Registry Editor — X
File Edit View Favorites Help
Computen\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data ~
7-Zip 25| DatabaseFailoverPartner REG_SZ

Business Objects ab) DatabaseName REG_SZ CitrixSessionRecording2

v | Citrix DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller DormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent nableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall nableAzureSQLService REG_DWORD 0x00000000 (0)

v B SmartAuditor nableRecordingActionLogging REG_DWORD 0x00000001 (1)
“ S;"’i’ nableSRStoragelogging REG_DWORD 0x00000001 (1)
Xe"TeS‘ top 4] EnableWebBasedSPlayer REG_DWORD 0x00000001 (1)
en’ools ab)LinkEmail REG_SZ
XenToolsinstaller L oema
! 3] LinkExpire REG_SZ 1728000000000
XenToolsNetSettings o
ab]LinkHost REG_SZ
Classes W
Cionts 3B)LinkSalt REG_SZ kk20d974
DefaultUserEnvironment oggingBlockState REG_DWORD 0x00000000 (0)
dotnet 38)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows 28]LoggingDatabaseName REG_SZ CitrixSessionRecordinglogging
Google #|LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft MaxRolloverfileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics laybackProtection REG_ DWORD 0x00000001 (1)
Microsoft layerUserRBACEnabledKey REG_DWORD 0x00000000 (0)

MozillaPlugins olicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...

ODBC olicyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH oleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner olloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies olloverTimelnHours REG_DWORD 0x0000000c (12)
Python kipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications 8 WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup v REG 57 20
< > v

WaiD/N— 3 > 5 Session Recording 2103 LUIBEIC T w I L—RA >R b=ILF 3. Web 75T -4
Python X—2z® WebSocket f —N—IZ#EHRINE T, IIS THER bThTWS WebSocket r—/N—ICiE45i 79 3
IZl%. <Session Recording #+—/\—® -1 >~ X k—)L/¥ X >\Bin\SsRecUtils.exe -enablestreamingservice
XY RERTLET, Python X—2 D WebSocket #—/\—IZ#E#H LE T ICIE. <Session Recording +—
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N—®D- >R k—JL/XZ >\Bin\SsRecUtils.exe - disablestreamingservice <> kK%={TL £9, Python

~R—2D WebSocket H—/N\—D/N—> 3213 1.0 TY,

HTTPS &/

HTTPS %M L T Web Player ® Web %1 MMCT7 72X F 3 IC1d:

1 USICSSLNA > RZEMLET,

a) 5B TT 3K (CA) »5 PEM e SSLAEBAZE 2 BRIE L £ 7

A

Google Chrome * Firefox DI AL O—BMA T S UH —Id MEAEEZEXR (CSR)
DOHBEDHYR—FEFELELE L, IXRTOEESNIEEALSOIREZICIEIT IS II LD
B1& (SAN) HERINFd, HTTPS 2T Web Player 2R ¥ 3 1Cid. RRICIHL TRD
BIEERITLET:

« BE—q Session Recording # —\—p"EA TN TW 3B A, Session Recording #—/\
—D:EAE%Z SAN GEFREICEH L £ 9,

o o

Chrome Firefox

HTTPS HTTPS HTTPS

L1 e

VDA -% SAN Certificats
s SR Server

AR

VDA

s BESEEERALTVL3EEIE. Citrix ADC £ & Session Recording %t —/N\— 0@ A T
SAN EPAENMERTIRETH B C E ZRRBL TS LT L,

© O

Cheome Firefox

HTTPS HTTPS HTTPS HTTPS @
|| 'n ——
T
Sserver
s

ADC (Load Balance)

VDA
% Rt L e LR LR RS \ -n SAN Certificate
| _\1 I
| I
VI

: &
1
IT e} |
! H SR Server
DA i Virtual Server SAN Certificate [
OnHTTPS ;
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b) ISTWebt+1tz2HEIV I LT [INTYRDENM #&ERLET, [V NIV R] 40700

Ry I ZNRRINET,
Site Bindings ? X
Type Host Mame Port IP Address Binding Informa... Add...
hitt 80 *
g Edit...
Remove
Browse
Close

c) LB [BM] 2oy LET, [V N1V ROEBM 41 70JKRy I ABRRINET,

d) [ Rvo2R0—EH 5 https 23R L. SSLARAEZEEERLET,

Add Site Binding ? >
Iype 1P address: Port:
http w |AII Unassigned v| |E'D |

httE l

Exarnple: www.contoso.com or marketing.contoso.com

] Cancel
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Add Site Binding ? >

Type IP address: Port:

https ~ | |All Unassigned v| |-‘1-'-H |

Host names:
] Require Server Mame Indication

S5L certificate:

Mot selected Select... View...

0.4 Cancel

e) [OK] #oU v L&ET,
2. SsRecWebSocketServer.configBm7 71ILEEHLFT,

a) SsRecWebSocketServer.configil7 71 I 2RO THE£Y,

SsRecWebSocketServer.configi# M 7 7 1 JL I3 & ¥<Session Recording
Server dnstallation path>\Bin\7#/L&4—iCHD %7,

b) (7> 3a>) IIS T WebSocket #—/\—%7K X k L TL3 Session Recording 2103 LIBE DB E.
TLSEnable=1 ##&EL T TLS #B%IC L. [ServerPort]. [SSLCert]. [SSLKey] 71 —ILRk%
BRLEY,
(# 7> 3>) Session Recording 2012 LUFiD3%5&. TLSEnable=1 Z4& L T TLS 28 #IC L. SSL
SEERE CAERAE D F —ADENZAZANALFT,

A

PEM 2K SSLEEFAZ L F— T 7 1 ILDAHHHR— T TVE T,

ServerPort 7+ —JL KiZ. Web Player B 287 7 1 L2 INET 2= DICFEA YT 2R — hES

— e

ZRRLET, RODRTV =223y hTRE 774/ ME (22334) ICRESNATVET,
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Mj SsRecWebSocketServer.exe.config - Notepad

File

Edit Format View Help

#1-enable TLS
#0-disable TLS
TLSEnable=08

#default-enable web socket serveron all ip address
#x.x.x.x-only enable serveron the given ip address
Serverfiddress=default

#default-enable web socket serwveron tcp port 22334
#[@-65535]-enable serveron the given tcp port

[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1

|SSLCert=C:\aSRS2.pem |

f#tkey file path and name, only config it when TLSEnable=1

|SSLKey=C: \newaSRS2key . pen

WebSocket 4 —N—#EH THERAINZERIDIMAZE £ —7 71 L EHMET I

Vi.

vii.

SSLiiEBAE %= & ¢ Session Recording #—/\—iZ OpenSSL A1 Y X k=L hTWB I %
HEBLTLETL,

ii. SSLEFBAZEZ.pIX 77 1ILE LTIVRR—bLET, .pIX T 71ILICIE. MBHAZLHBEF—O

AABEENTVET,

iii. AvYR7OV T EESE. pIX T 7ML EEC T A LA—ICBEILET,

iv. OpenSSL\bin 7+ L& —H5 OpenSSL ZB8AL £,

ROAT RERTLT, SEAZExHELET:

openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [
aSRS2.pem]
<!--NeedCopy-->

PIXTF7ANETI AR T BEEITER LIz VR— X RT—RENADLET,
ROATY RERITLT, MBEX—2HELET:

openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [
newaSRS2keyWithPassword.pem]
<!--NeedCopy—-->

PIXTF7ANETORR— T REEIER LIz Y R— NN —REANSILET, PEM /X
TL—XDANHERDENTH. F—T 7 AN EZFRETZHOHDHLWNNRT—REZEANHNLET,
ROATY RERTLT. MBXF—OBSKETERLET:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key.pem]
<!--NeedCopy—-->
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d) ZEZREFELET

e) 7717 U +—ILDOREEBIBEL EI, SsRecWebSocketServer.exe B TCP7/R—k (F7 4L LT
1% 22334) #ERATEF5L5ICL. WebPlayer ® URLADT7 VX %=#HTL T,

f) SsRecUtils -stopwebsocketserverav>yRER{TLET,
Web Player O7R—LR—J OV 7Y OIERRE2IEHRR

OJ#* > L7z, [Session Recording t—/N\—D70/8F 1] TUTDA TS avhBRINTLEHE SHIC
EOWT. WebPlayer D R—LR—STAVTFUYDNERTRERBIRRICHDIBZEDH D FT,

i% Session Recording Server Properties — >

MNotifications  CEIP

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

o A7 a3 EEIRT B L. WebPlayer O R—LR—IJTIRTOIAVTUYDNERTRICHD £7, FEISIE.
URLZALTOAT7IEXTEERY, &l URL (F. BESNLREZICEEINS X7 57— hTRRHS
NEFTo X—ITF—MIDVWTHEHLLLIE TRV FRERY > —1 Z2BRLTLLRETV, REBER—-JOD
BREOBEEZHETZ] A rO-IILZFEALT. BB URLZHEIBZLDHTEET. COLEOERFD
HEAZSMLTIES L,
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CifT1X | Session Recording n

AN

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recerding Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

o A7 a3 EBERLEWVWEE. Web Player 07 R—LR—J(CIF. RORVV =23y bo&S5HaAVTY
YNRRINET, EDFEF—>a>N—T [TRTORE] 20U v I THLR—IHEHRIN. FHLL
BEHEETZIHEERTINET, WebR—I%ETFICRIO—-)LL T, RETIRELERRTIH. T+
LWE—%ERALTREERENREZIIILET., STIREOHE. [HBERH] Jlic [S17] cRRS
n. BERFZVUDRICEDD 9,

[] Recordings ~ Start Time user Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator 0 Live:
Comments - February 23, 2021 3:05 PM administrator ) 00:08:14 "P/
Administrator Logging v February 23, 2021 2:55 PM ah 0 00:03:12 I\bx
Configuration . February 23, 2021 2:50 PM ah 0 00:01:54 |!‘
February 23, 2021 2:43 PM gh 0 Live

BEEALYYIVDITARTOBEI 7AILERTTBICIE. —BTHREEERL. [740—7v 7] 71 AV%%E
RLES, [7x20—7v 7] 71k, BEDBRINTLWEBEICOAMEBETI XY,

CifriX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

[®] Recordings [=3 Fctgwup
Start Time User Host Client Events Duration Action

Start Time

All Recordings

February 24, 2021 9:57 AM February 9, 2021 5:22 PM ah 5 00:30:07 @
Comments v —

- February 24, 2021 9:56 AM
Administrator Logging v

Febvuary 9,2021 5:22 PM
O} Configuration v

February 9, 2021 5:21 PM

February 9, 2021 5:20 PM

FEIEEOHBICDOWTIE, RORESHBLTLLLET L,
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71T LA A

F4E B B BEORKBERE. LREPTRENZIU Yo LT, &E
ZRRIIEICRTTIEY,

aA—%— tyyarvhBEINI—F—, EREIPTREN%E S

Dy LT, A—H—-CrilFEz frHTHRRL. O
—H—ZTFINT 7Ry FMEICHERZ ZENTEET,

KA+ FEIN LY 3 AR MINTWVS VDA DRR
bE. EXRENCTRENZV w2 LT VDAKRI hE%Z
FILT 7Ry MEICHERZ ZENTEET,

ISAT Uk Ty avhARITINTVWBISITY RTNRAADE
fio ERENPTRENZZUYILT. 9531472 KRR
FEETILT 7Ry MEIZHERZ N TEET,

ARk BEIADAIARY FDE, EREPTERENZI Vv I LT,
—BOREZARY FDETENZIEDNTEET,
AR DH EERE XTI ~OHOFEZETRLET, Web

Player TEAINB ANy FOAHOBEICIF. 1R -
GEHOMISTEER NI SLARENET, BYS5T
YER NS LG BERIENRRETT,

Recording #—/\— VDA D' SEETNIRET —2 2B F % Session
Recording #+—/\—,
A AGTRF R BEORBORT, LRI TRNZI Vv o LT —

BOREZRKHEORE TAENZZENTEEXT,

74 IV EZ—ZERA L ICREDRER

TaNWE—ZFEALTREZRERETEIE T, RAME V547V & A—HY -8B 7TV 75r—>3> 9547
YEFIP7RELRARYETERIR AR FOBE. BZGBEDT L 2—2FRATEET,

CilrIX | Session Recording

Host name User name vahts Durstion Action

Start Time
00:30:07 »)

=
Comments 00:29:26 )

00:30:43 »)

00:32:27

February 9, 2021 5:19 PM user2 12 00:32:39

February 9, 2021 5:18 PM usel 10 00:33:03

-"vj () \\v\‘- (w) (

e RIE RAME TN E—Z2 BRI B, RDFEATOTRY I ABRREINET, REShIcty S a iR
AN VDADRZI ZZANLT BR] 20Uy oL, BELAVREZREERD SIHRINL THEET 24
RoHszeRRLET,
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FILTER m Clear All
] | + x

UTDRI)—=>ay bD&SIC. BERIRINTWS [KXFR] 200 v o33, BIOT1IILEZ—ICEET
EFET, [RRAFRB] OOV v IHB, TRTODITAILEZ—HD—BRREINET, BEICHLTIqILEZ—%2BRLE
ED

FILTER m Clear All

= | + X
& Host name @
£, User name
= User Host Client Events Duration Action
B Application
- P ah . 5 00:30:07 O
L Client name
 Clent P accress P aa S 14 00:29:26 O
T3 Event text
_ P dlg S s 14 00:30:43 ®
= Comments
$= Event type Pi administrator _ _ 9 00:32:27 @
=] Time

user2 [E— — 12 o0:32:30 O]

[+] #0Uv I LTI E2—%BMTBRHTEIET,

FILTER @ Clear All
- -

feezid [l 742 —2UTORIU—223 vy FOLSICEBINTEEY,

FILTER Clear All

= | ¥ x
Start date End date
Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM gh D s 5 00:30:07 @

(B 70 LZ—ICISREORKA. RRAR. ZaKEIIHD X7,
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BEOBE

BENR—JOEFEICIE [RBRE] BEOERICBERZVAHD XY,

[] Recordings ~ Start Time User Host Client

All Recordings February 23, 2021 3:17 PM administrator

Comments . February 23, 2021 3:05 PM administrator
) ) 3, 2021 2:55 PN
Administrator Logging February 23, 2021 2:55 PM ah
. February 23, 2021 2:50 PM h
Configuration v ebruar gh A
February 23, 2021 2:43 PM gh

Events

0

0

0

Duration

Live

00:08:14

00:03:12

00:01:54

Live

Action

®

\J}

4N
(»)
\Z/

BERZ>ZIUyILET, BER—IJHRETNET, XEVF vyl a0RICBENBIRINE T,

. Please wait for the Citrix Profile
" " Management

> f7> 00:00:04/00:07:32 E Comments [} Share Current Playback X1 FULL SCREEN

s Lyl aroETEBZEI )Y I TRty aryRRESNIENARICTIDEZ SN TEE

ED
o IRV FDOHDHREDHZE. ELBOBEYAVIBEATIEEA

TLAV—04 Y RUDHBIZOVTIE, ROXRESRL TSI

Player 1« > RoDRE2> e

FEB 23,2021

11:10:58-00:07:32-11 Events

Host name:

Client name:

Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5682:
powershell: B352: "C:\Win..

00:01:00 App Start:8416:
conhost: 5692: 172\C:\Win

00:01:36 Session Pause:ski;

00:02:27 Session Resume:l;;

00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;;

> BRLAERET 7 7IILEBELE T,
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Player 51« > RoDRE>

—
I 1)

00:01:29/00:07:32

¢7)

-

00:00:00/00:02:17
= Comments

-

[~} Share Current Playback

Show stats

Hide stats

FULL SCREEN

Exit full screen

A

BEZ—BRHELELE T,

BERISETRRN—Z RSy I TITET, REIN
v aro7A RIILBEBIFBERICNT ST FEINE
ER

TREIANS—TLET,
BREBLEORAMNEC A REREERLEY. KEO
Fztix HH:MM:SS ©9,
BREOBERICIZUy I LTAXY b ZBMTZICH
TEFEY,

REOFEBEO URLZIU YO LTI Uy FR—RIZO
E—TZ%7,

mBREINIcE YL aVICEET BT -2 R b EHFD
F—N—LA1Z2RTLET,

Tyl arTF—E2F—N—LAZEFRRICLET,

REOBEREZTRLEY, 7AYo Uy I LT,
X0.5. X1. X2, X4 B DA T a>=#NOEXIE T,
LEECTHEZRTLET,

Web R—URTEEEZRRLET,

BER—ZOBERAYTIE ARYETANEZ—EARYETAILE— AV IRBREBERY IR —HBORET —4

ZEATEEY:
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

+ Web Player v~ > o Bt Bxl, CofliTid. AUG 20,2021 ¢ 18:50:50 T9,
s BEPROFREODORRE, COfITIE. 01:37:00 T,

s RERDAANY M, CTofFITIZ. 359 EVENTS T3,

s tyiariREINI-H -8,

s RESINEYIaVHARISEINTWLS VDA DRR L&,

s Ly aVHARITINTVBEI ST Y TN DRI,

s MERERZUANBZZA T a3y [TRTL [ARVR] Fid [OXY ] 28R TREEGRELERER
£
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o AIRVETAINE— EHDT s IILEZ—ZFERL T, REDREADIRY FERETITET,

TAAYEIVYy I LT, ARV EORFZEBEALET. RICHlzRLET:

- . I 00:01:00 App Start: 8416
00:01:00 App Start:8416: conhost: 5802-177
conhost: 5692 \?ACA\Win... WCAWin

dows'\system32\conhost.ex

o AIRVE—E, —"BOAIRYEI)YITRE. BERADARY FOUEICBELE T,

o« VAVIRRRY IR [ARYIEREK] V1Y IBRRRYIRCE>T REDRETIRY b—EZTII
PLBORALZEDTEET,

TI3T714AINBARY MRt Z2RTT S

IRy b F—2ORENIZ. Web Player TREICCICFIATE £, REICBATINEZHOARY bETIEPL
BRITBIDICRIUDT T T AINBARY MEHZREL. ARV FOEAZEEICEEL TRETESL5ICLE
ED

IS3TAANBARY MRS ERTT BICIF. ROFIBZRITLET:
1. FREZEVWTHELE Y,
2. BER—VOELRBICHBZHHAT IV ZIVVILET,

AUG 20, 2021

S Hostname: ANTSVDA-0001

Session Recording

Your activity with the desktop or programis) you recently started is being recorded. If
you object to this condition, close the desktop or program(s).

|

3. [BERTEE]. [Z71EE]. [OATYR] [ARXY ] 2T72DBI T TEIFLRIADSKHER
RLET,

o XV )=2BA L

[EERTEE] 27TE 7FUT5—23 00 Y RO Tr—ARATNTVWE RBERHE MBI eh’
TEFET (T4 714V RD)
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€ Player
D Screen time File transfers Commands Events
XenDesktopvdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSrss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mme 00:00:35
iexplore 00:00:35
Ib Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

—EBOF7 VT —2a OBICHBIKEDEZALN—20)voTBRE. P7FUr—oavho+r—nh
AENBT-VICFBEBYE 74— W XDEBEERTTIET, T 74D [TRT] T2 3 > LSH

DHEDEHEZIRE TS LICED. REREEZBRDALCIEHTERYT, RIHlZzRLET:

€ Player
Screen time File transfers Commands Events popEE ><
as the top-most window
Losd] —_— =
(Al (> 20 minutes ) ((5-20 minutes ) ((< 5 minutes ) I
Start time Duration
XenDesktopVdaSetup 00:20:52
explorer 00:19:14 JELES01 00K
00:28:25  00:00:0¢
chrome 00:16:52 00:20:02  00:00:15
firefox 00:11:55 00:30:04  00:00:03
cerss 00:10:30 00:30:20 000002
) 0030:38  00.00:01
ConfigurationWizard 00:07:46 00:30:41  00:00:02
powershell NS 00:03:00 003043 000007
emd 00:02:58 00:31:05  00:00:04
003149 00:00:01
mme 00:00:35 003336 00:00:08
lexplore 00:00:35 003353 00:00:00
Taskmgr 00:00:16 I disd s
L 00:37:07 000003
JonasAgentSystray 00:00:15 aesst laoteas
SESSIONMSE 00:00:14 003742 00.00.02
setup_wm 00:00:12 004238  00:00:21
WiShell 00:00:11 g% onbiLr
wmplayer 00:00:10
CitrixFiles 00:00:07
OpenWith 00:00:06
mspaint 00:00:05
msedgewebview? 00:00:05 -

o Ty ILERX

[Z70IERE] 2712 By o avoBEE R L TWB VDAY a YARITIATWVWS Y
SATPYRTNAREDOBONAAT 71 IVERICEAT 3T ST 1 hILBHEADPRTIEINE T, KADH
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ExFERALT. REMEHRXEIAIATEET:

- BEo#EM: 152¢] 1052¢] [1RKEIL]

- J7AIIERE: [TRTOEE]. [RXA DS IT51T7 Y bADEE] [V51T7 Y b 5HRI
ADERIE]

- BEINT7AIILOEELIET A X (N1 ~FTzIEZ MB)

X#hid, 24 BEER TOENKRHZRLE T,

(—| Player
Screen time File transfers Commands Events
Per 1 minute v All transfers N
N
) 7
Fil Bytes)
ile size (Bytes 7
File size (MB) 6
6 -
5 4
5 -
4 4
4 4
3 4
3 =
2 4
2 -
1 4
Al [ [ |
0 T T T T T T T T T T T T ™
10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30
. Transfer from host to client . Transfer from client to host
o ONXVE

[ax > R] #71Cid. fESI Ny > a > RICRTEINS CMD O3> R PowerShell <> kAt
RRINEFT, [DWRELBE] ICHRAFILBRZANAITZID. [RELEBERE] oREFELIEBRZE
RTBELT. T—RFDRTRENXEZIAIATEEY, OR) RIBEEFIZ. RETIaVastET
BOICFERINET,
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(—1 Player
|> Screen time File transfers Commands Events
| Custom search
| Saved search I |
YR
15/15 Commands IPv4 Address
et E-mail Address
o powershell: power
00:01:14 emd CDFTraceTask.ps ¢ompmgmt
. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  \yinver
) control
00:28:38 cmd control: "C:\Windo
00:28:49 cmd netsh: netsh
00:29:39 cmd contrel: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mmc: "C:\Windows\system3 2\mmc.exe” "C\Windows\system3 2\lusrmgr. msc”
o IRV

[ARYE] 2TICIE. BEShEEYS a3V OITRTOBEDIANY FOEIEGEMARTINE T,

=]

€ Player

Screen time File transfers Commands Events
App End
2507
App Start
25(7%)
Clipboard Operaticn

36(10%)
Top-most windaw
203(57%)
Web browsing
51{14%)

M Top-most window
W Web browsing
W Clipboard Operation
| App Start
App End
File transfer
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BERICRBEZRETBODOF v v aXEUZEKT S

Web Player & [#f] R—STRASA4—%20) v o LTBEFICBEEZRETZHDF vy aXEUELEY
7Y TITEET,
E> b
[HEm1~— g http(s)://<Session Recording t+—/\—® FQDN>/WebPlayer/#/configuration/cache
ZNLTEEBT7I/EATEZXT,

CilriX | Session Recording Q

Recordings

Set up recording cache

Comments v You can set up cache memory to store recordings while playing.

Administrator Logging C
| @ Configuration -~

Storage

TARILARY FOFRBEE 7 A RIVBARDONT Z1 b

Session Recording (&7 RIL1R> ~%Z§FE L. Session Recording Web Player & 7 RILEREZ /N1 51
FTEFET, 7 RILARY MIBEERE T 7J)L (iclT770)L) TId#< Session Recording ¥ —4%~—2X
ICREE NS . Session Recording Player icR RS hE A,

TARIARY MEGEZ AR EIAXTRICIE. BEICBECTUTOLS A M) F—%2RELET, LA F—
I& HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents ic% b £ ¥,

LYZXbUF— T7#IMME e

DisableldleEvent 0 TARILARY MR EIICT S
Ik, Bz LICRRELET, 71K
ILARY MEREZBMICT BICIE
&% 0 ICREL £,
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LR M) F— FI7 A ME
IdleEventThrottle 120 #
IdleEventActiveThrottle 30 #

IdleEventActivePktNumThrottle 3 2d/X4w +

IdleEventActivePktSizeThrottle 100 /N1 k

BEADOIXY L

Bt

LR MU F—TREINHEOD
LEWMELDODRS Y -TU 7T«
ET4 (U571 IDEEPF—
R—R/XTINAZET) HBV5
B, TARILARY MHARESINE
T, BEINEYIa N
Session Recording Web Player
THETND . 71 RIVEEDN
1714 FEINET,
BESNIHEOREDHDT 57
1VIDEBOHINI—H—T T
1ETAERBEINET, TTIAI
FTid. 30 BBRICDAECEH 3D
DONTy SR A—H—FoOTF1ET
1 ERBINET,
BESNIHEOREDHDT 57
1 VIDEBEOHINI—HY—T T
1ETAERBEINES, TTAI
FTiE 30 BLAICLECEDH 3D
ONTy "R A—H—F7OT710ET
1 ERABINET,
F—ELODBNIVWIT ST v IN
Ty MIERTN, BET S HEREIE
TARIVREBERAEThE T,

BEISNcEy 2 aVABESTNhB . [OXVK] FLAV—04 Y RIZI)y I LTIXY ZEML. OXY
FOEZEZRETEZYT. EEEICIF (BE]L [R] [8] B’'HD Y, [B] AX> b [F] XV NI 2heE
NFREALUZDRY FTRENET, tyPar0BER, BEICHATEIIANTOIA Y M ERTTEXRT, #*L
feOAXY FEHIBRT BICIE. Web R—=JEFHLIXY FERAL T, [HIBR] 20U v o L% T,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

» f7> 00:00:12/00:00:14

(4 Share Current Playback X1 FULL SCREEN

XY EIUYITEE. AR MEBMS MBS v > T TEET, [RTIAAY M R—UTFRTOIR
Y FERFTEET,

CilrIX | Session Recording Q v w I

Recordings

Comments

>

| =] comments ~

My Comments
U Q Q Q

Configuration v Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete
x

OIXY MEBEZERICEMESE 3121E. Session Recording #—/Y—_E® Server Manager @ [#&F & a8
DEMm] 7« —KrT [WebDAV Publishing] ¥t v Ry I RX%E=FTICLET,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

#E D URL oHH

BEOBEN—VT [REOBEERETS] 22Uvs 35, BEURLEY Uy 7R—FICIE—LET, 1t
D1—H#—r URLZHETES 0. I-F—BIRTOREERET 3 B<. URLhSBEICEET 7€ 2
TEET,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name:

Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look
00:00:07 gh: Shell

00:00:12 gh: Session quit

> ) 00:00:12/00:00:14 & Comments (7 Share Current Playback X1 FULL SCREEN

(REOBEZHETS] 20Uy I LB ROXvE—200WTnhDRRIN. BIEDPRIIDEBO D RINE
ER

s EHINERED URL AV Yy FR—RICOE—Ch&E L

« #E URL OHFICKMLE LT
HBURLZT7RLZAN—ICBED T2 2. URLAIE—CNIBRICS vy > T TEET,

tFaFIcHET B3I HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
ICROLYZ MEERELET:

LR MUME A T7#ME AR
LinkExpire #H URL A EARRTINICA 1,728,000,000,000 (& -

3FTOHMB, 10<12o T4 MEIE2HEHTYS,)
OMBEMTAYY FEINE

ERS

LinkSalt 2o URL oB#HAREZ  Kk20d974 TI7 A ME=. BFTHK
RETREF2IVTI XY H3 (HE) FROXFT!
v R ICEELEY,

BRSNS aVICEETET 2RIV b ERTTS

B&EHRIC, [BisteRn] 3> bO-ILEIVy I FTBIL T, BREINLEY I aVICEETZROT—2RIV b
EF—N—LATRRCIET:

o H1ERE
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v hT—7 (&)
e Xy bT—=0 (ZE)
o CPU ERx%E
o XEUFERE

NOV 18, 2021
11:41:52 - 00:13:33 - 32 Events

R User name:

e Firefox

303ms.
78 Kbps

- 35Kbps
32%
2989/4088 MB (73%)

CaWindows\sys.
00:00:48 App Start 11232
powershell: 2748: powers...

00:00:55 App End:9632:
conhost

martasset.com
Learn the Cost of a Financial
Advisor

00:00:55 App End:11232:
powershell

00:00:55 App End:2748:
Share Current Playback X1 Hide stats 5 FULL SCREEN emd

» ¥7) 00:05:06/00:13:33 & Comments

« Session Recording (&, 15 # T ICEEREZINEL. BOOT—2RA> bz 1T CICIEL X
ER

« E@BICId. Session Recording (& 5 # C X ICHERBOT—2EBML 9, 7oL, HERBT—
Fid. WEH A 7D, RFEICIFISHTCICEHRINE I,

+ Session Recording i&. D DT —H2RA > bESHMICICEHRL. ENSOFHEE A —/N—LTIC
RRLET,

F—N—LAI3¥BATY, BEILD. ERRICLEDITBZEHTEET,

o F—N—LA%ZBEFHITBICIF. YTXEZ8DDRY FOLEICBEVWTHS. RSy IT7YRROYTERTLE

Yo
o F—N—LAZERTICTBICIF. [HstziERT] 20V v ILET,

ARY MY S — R ERT 2L FIC, N7 A—YVRF— S OJICH8BT 3] ZBRTHL. A—N—L 1%

BMITETET, L THREZLARY MEHAD > —0OEf) ZBRBL TSIV,

Web Player i s ni-BEEOY

Web Player (3. BEEOJ D Web R—J%#i& L £, LoggingReader r Player @A DKENCEIDHTS
nr-EEHIE. WebPlayer CBEBE 7T ET O A RRTIET,
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Session Recording 2112

Web Player 7 5 o4 —IC:8RE SN/ 5:EI&. Session Recording Administration > R—%> b&E 1>
A= EICERLAEEBE—HBLTVWAHEDNHD £,

o B!

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
[EX Administrator Logging 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Configuration v
14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true
1-100f18 2 >
« LO-FoBEHOOY:
CilrIX | Session Recording
Recordings B » Logeing Time Task Category Companent Affected Task Detais Task Excuted By Authorized
Comments v 2 2920 126 AM ~ Applicstions = GDDC Desktop/###Deskiop e
I B Admictoggme ~ T S poptiaions = GUDCDtopDokio
Coniguration Logging 3 29001 126 AM Recon ~ Appliations - GDDC Deskiop e
Record Reason Logging R E < appl e
v 23 Email Alert Reason s ~ Applications = GDDC Desktop/é4#Desktop. e
Record Reason - Applcations = GDDC Deskiop/###Desiop. e
021 121 AM E S <= GDDCDesitop me
2 29200 121 aM Email Alert Resson Sessio = GDDC Desitops=<Desitop me
214 Record Resson Session Rec Applictions = GDDC Desktop ###Desktop me
e Session Recondng Ages = GDDC Desktop #4£Desktop e
1106t PR

IIS » SessionRecordingLoggingWebApplication # -1 ~ ¥ Web Player AR L SSL:&ET#H 3 _ & 2 HE:R
LTLEES W, ALTIRAWEE, BEBETITAETAOJANDTIEREERLIESICA0B3 TS—IRELF
ER
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€5 Internet Information Services (IIS) Manager

V“"e 55 N st » Octau web ste » Sesi inologgi >

File View Help
Connections ‘

=TT 9 /SessionRecordingLoggingWebApplication Home
e-id| 28 || L&
€5 Start P
I ‘gh Filter: - % Go - GShowAll | Group by: Area -E-
(7 Application Pools ASP.NET A
v -[&] Sites s 4 = T\ £
- = ' oy \ .
v ) Default Web Site 3 \~Z E ¢ [ . 2 é’./ f!)
(] aspnet_client NET NET NET Error NET .NET Profile .NETRoles .NET Trust .NET Users
3 MsMa i Compilati Pages jzati Levels
P SessionRecordingBroker ) = = »
! — = p [~
(¥ SessionRecordingLogging = ab) ﬁ Lﬁ .‘&3) &* E =
P Sessi i i icati A C ion MachineKey Pagesand  Providers Session State SMTP E-mail
» [P SessionRecordingRestApiService Settings Strings Controls
9 SessionRecordingWebStreaming
7) s ~
P WebPlayer _
() [ cr - : = Y
e A @ d o F &
ASP Authentic... CaGl Compression Default Directory Error Pages Failed
Document  Browsing Request Tra...
i = [ >
=y P = = 7 i § o=
#] l9e] = E“ ﬂh- Q;?H if’& o=
Handler HTTP HTTP logging MIMETypes Modules  Output  Request
Mappings ~ Redirect  Respon... Caching Filtering
SSL Settings
Management a
o v
| = | Features View || Content View
Ready -]

A | = Rl G274

March 31,2022

ZDO ST a—F1 »JERICIE. Session Recording IV HR—%>Y bDA YR =L FIFA VR =)L
BICHRETZFEEDH B, RDOLSBREBICH T BBRENEENTLET,

R .
E=K

LYZAMIIT+2—DFERZRZ . RABCEEDEET BRRMEDH O, ARL—T1 VIS ATLOE
ATYVAR—IIDRBEBIZRZHELHDET, LIRMNIITA2—ORBICEBZEEICHLT. PhUvI X
TR—ERZEVEEA, LYRAMNIIT s E2—d. EFROBECHMOBETIHEA IV, Few L
DREVTFAINDNY Ty T2EBELTHS. LI MU ZERELTIIET L,

H—N—JVR—XbZA VA —I)LTETHWV

January 28,2022

Session Recording #—/N\—2YR—R Y DA VX h—JLH. T5—I—K 2503 & T 2502 THREML £7,
iR C:\Windows\Temp 7 # L —07 o &R~ (ACL) 2Fzv o L. O—Ala—H—rO—hl
TIN—=FICCDT A NA—ICHTZEZTAAHERNMIETNTVWEZI L EHABLEFT, M5TNTVWAWVESIF. &
TAHERZFEHTHSLET,
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AZAM=ILHRICT—EIRN—ZANDEGEDT A MK L 1=

January 28,2022

Session Recording 7 —#4%~R— X #7zI& Session Recording Server @ > X b —JLEIC. T—EZR—IA YR
BAUZABPELLTH, IT7—RXyt—9 T7=aR—FEHTAMIKBLEF LT ELVWT—4R—X 1V RH
YRABENAILTLIES VW) BRETNTESR TR MHRBLET,

ZFDOLSRHEIFR. REOI—F—IZ. #ERFRIS—ZBETSDHD/NTY v SQL Server DR EIERD B 3
CrERBBLTIRETL,

I—xY Y —N—IEHGETEIHRV

February 20, 2024

Session Recording Agent i 5 Session Recording #—/\—IZi&4: T = 42 L KR, [Session Recording Broker
ICR—I Xy E—JFFELTVWET - CONBOETHRICHANMBEOND F LTl EVSARY M XyE—IH
BIShDTFHER P HICOTICEBINE T, HISOTFI MIMERICKBLERELNTHINE T, ROLSAHE
ALHDET:

s BENBHLONE LT SSLITLS DRELABF v RXILZHBIUTIEFHATL . COFISL Session
Recording 4t —N\—TEAL TV 3:EAEZER L 7= CAH Session Recording Agent h'&hEg 54—
N—IZEETnTWALS, Session Recording Agent H'&1Ed 54 —/\—IC CASERAEN 1 VX =)L T
NTVWRWIEZRLEY, £id. SAZFOFMRRITINTVEHERML TWBHEEDN DD £,

fRiRss: IEL WL CAREBAZE A Session Recording Agent # RX b3 —N—ICA1 YA =ILEINTWVS
M EEINTVS CAZERAL TV ZRIDE T,

e UE—FH—N—DIZ—%RLFLT: HTTP403 (77 XFRA), COEREDHTTPST>—IF. £*a
U7 TRESNTVARVWHTTP Z2FERAL TEHLLS E LIt FICHE L £9, Session Recording #—
N—ZRALTEIITEFa) T THRESNEADHERITMITE . BEDESTINTULET,

figiRek: [Session Recording Agent ® 700/X7 ] %M L T Session Recording Broker o 70 ~ L
z HTTPS ICEEL 7,

o LO—RRYS—oTDKEEHIC. Session Recording Broker A REBHR TS —%#BL % L7 T5—1
—R5 (ZOEZXMEEINE L), #L<IL Session Recording #—N\N— LD~ bOJESEL
TLETW, COIZ—R. By arhBEBRINRERY S —OHEERNEEFEINZERELFT. CO
I 5—Id. Session Recording &R >V —ILOKETHZ RIS —ITVORENS. TIAIL DAY
N—T#%3 Authenticated Users Z )L —7HBIBR S NI ERREL X T,

fi@iReE: Authenticated Users 7 )L— 7% C D&REICHIBINT 3h. & Session Recording Agent =R X
FE2EY—N—%2RUS—ITUDREEBMLES,
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s BEHBLONE LT BIRTNBIBELRD >FEGD. U—N—ICL>TTENE L. COIF—I3
Session Recording #f —/N\—HMELEL TWB D BEREZIFFISNABVIEZRLET, ISHFTF1>
FEBEBIND. T—N—2FDF TS THIEEMEDDHD £,

fi#iR%E: Session Recording 4 —N—HDBEINTWB L. Y—N—TISHERTHFTHZI L. 8LV
Y—N=DRy b T=JICEGLTVE I ZBIDE T,

e VE-MY—N-DI5-ZRLELTH 401 (REARTI7ER)e COIF—ICED RDESBERHEE
L&EY:

- Session Recording Agent 1 —E XD X2 — b 7w FBHI. 401 TS —HA RV bOJICEBRINE
ER

- Session Recording Agent TRUS—% T TEEE Ao

- v aronRE Session Recording Agent T v 7F v I EH Ao

figiksk: NT AUTHORITY\Authenticated Users /)L — 1% Session Recording Agent oO—AJL®
Users JIL—7DXYN—THZD L ZBHDE T,

3" Computer Managemen
File Action View Help

e« 7B XE = HE

_k Computer Management || Name Desc[iption
« [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
> @ Task scheduler 2 Backup Operators Backup Operators can override security restrictions for the sole purpos..
. pp p Up ty purp
’ E E:‘em:f\':r;' & Cryptographic Operators Members are authorized to perform cryptographic operations.
i : Loz:Us:rs :;Z Gr 2 Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
I
4 Users & Event Log Readers Members of this group can read event logs from local machine
- .
@J Groups il?;&EZRS Users Properties ——— — &u by defau..
» ) Performance - - B
& Device Manager & Network Configuratiq | | General es to ma...
4 5 Storage & performance Log Use ) e counter...
{=F Disk Management || & Performance Monitol k‘l Users locally a...
i &y Services and Applicat &Power Users pssess limi...
& Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
# Replicator | N system-wide changes and can run mestapplications
& Users E_ > | }stemfwid...
$ HelpLibraryUpdaters M Members:
2 Message Capture Usg(| | | S CTRITE\Domain Users IMicrosoft ...
# sQLServer2005MssQ] ;f Bs to beas..
FsQusener2005mssQl{ | |y :I d‘z:THOR"“'NTERACTNE (&1 s to be as...
SQLServer20055QLBr ||es to be as...
&ISQLServerDTSUser$N| les to be as...
sQLServerFDHostUsel ||es to be as...
& sQLServerMSASUsery) \les to be as...
I SQLServerMsSQLSendy ||es to be as...
SQLServerMSSQLUsel ||es to be as...
Changes to a user's group membership
:E.SQLSENNREPORSE W ’ Add... ] [ Remove are noteffective until the nexttime the user s to be as..
B sQLServersQLAgentl)| logs on. les to be as...
B WinRMRemoteWMIU| \lgement p...

[ OK ] [ Cancel I Apply

& vmware__
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January 28,2022

Session Recording #+—/\—%'5 Session Recording 7 —#R—XUTEHTIHALLE I ROVTIAHLIDX v
—UHRRINBZeHHDFT:

AR FY =R

FSQL 4 —N—ADEFGHEIURICR Y hT—VBEEE I VR Z YV ABABOIS—HEELEF L.l COIS—
i&. Session Recording #f—N\—% KR b FZ3AVE2a—F—DARY FEa—T—IZEWVWT. IDH 2047 D77
Ur—2ayvARY bOJICRREINET,

ICitrix Session Recording R L —Y Y —2 v — DB T—RN—BHEZBILTVET - CONEBOR
THRICHISMDRODD £ LTzes DI S—IF. Session Recording —/N—%2KAFTBE3ISVDIRY FEa1—
T—IZBWT, P r—=2arvaRy rOJICRREINET,

Session Recording tf — /N —|CiE4I T £ Ao, Session Recording tf —N—HARITHNMERL TSI L,
ZDIZ—Xvt—Tldk Session Recording /R >—a> Y — LOEERHICRTIINE T,

fRRFTE:

+ Microsoft SQL Server 2008 R2. Microsoft SQL Server 2012. Microsoft SQL Server 2014, F7=i&
Microsoft SQL Server 2016 o Express Edition 242> R 7O H—N—ICA YA b—=LETNTUVET
B, Session Recording DH# —E X FRBEMNELKEREINTWVWE A H—N—TTCP/IPZOKrO
ILEB#ICLTSQL Server Browser f —EXZRITTIHEDNHBD ET., CNOSDREZBHICTBIHE
IZDWTEEL <Id. Microsoft HD RFa x> rEBBLTIEIL,

+ Session Recording BEY — /LD Y X b—LHIZ, H—N—ET—ER=UIDVWTR> IBHRNIEE S
NTWET, Session Recording 7—42R—X%&T7>A YA b—JLL. ELVERZEBELTHI VA ~—
LLFET,

+ Session Recording 7 —4R—ZXH—N—HBLELTVET, H—N—ICERTIZLEBIOET,

+ Session Recording #—/\— & 7zi% Session Recording 7 — 2 R—ZXH—N—%Z KA FTBZIVT. H
5—7® FQDN %7-1Z NetBIOS BZ R TET £t Ao, ping AV FZHEHAL T, BRIZRTIZL%E
BRLET,

+ Session Recording ¥ —4#~R—XD T 717U+ —)LD#ER%EF v L. SQL Server IFHEN A &
NTWBZexBRBLET, %L <IF. Microsoft #tdhttps://docs.microsoft.com/en-us/sql/sql-
server/install/configure-the-windows-firewall-to-allow-sql-server-access?redirectedfrom=
MSDN&view=sql-server-verl5%Z B LT T L\,

ra—#'— ‘NT_AUTHORITY\ANONYMOUS LOGON’ OJ 7 V4.1 CHIS—XyvtE—Jik. —EX0O
x> T7hYy bR oT\administrator ICE->TWB I #ERL £ T,

BERE: O—NIPRTLA-—HF—e LTH—EXZzBEFHL. SQL—EXZzHEHL X,
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Ty a vhiRETINERL

February 20, 2024

Ty a A ERICREINAVESIE. 7 Session Recording Agent & Session Recording #—/\—h'&11E
TBE3IILFEYSa Y OSHBE VDA LOARY FE2—T—T. 7TV Tr—>3 ARV FOAJERBLET, O
OJICI3BEHEGZHBERIEEFNTVEY,

tya RESNABWVGE, ROREIEZSNET,

o dAViR—2> MEADEGCFEAZE, Session Recording IV R—%> FORBTEENTIRVIEEIE. Y
SaVOREICKBLET, BREOMED FS TN a—Ta00% T 3IEF. IRTOAVR—RY FHE
PICRESNTVWTELWI S Y ESBBLTWVWA L, INRTOHBAENEMTEINIC A VA F—ILENT
WBZEZHIDET,

+ 3k Active Directory K X1 Vg%, Session Recording & Microsoft Active Directory K X1 > DIRtE
TEMET DL SICRFINTULE T, Active Directory IRETER L TLWAWESIZ. BECHENRET
ZEEEME B D 9, Session Recording D g RTHO IOV R—%> bidk. #47 Active Directory kX~
ICBMLTWE IS Y TRITLET,

s Ly aYHEENTIT 1 THRI S —HAELTWS, Session Recording Tld, 7o 75+« FHARI > —
EA—H—HDRUHAVERET TV r—2a3 ZRBEaLET, ALty 3> ETROT7 U r—2av%z
<L RMOT FUTr—2a I LTEMBRYS =D "ROF7 SV r—avicbBEREINEY. Ty
SAVHREDRTIT A THARID—EHRETE L ZHICIR. BET3 7TV r—> 3 %2RlovILFEY
23> OS iz VDA TREAL £ 9,

o BEDBEMICHS>TLELW, YIILFt v 3> OS 3t VDA IC Session Recording Agent =1 > X b—JL
T3, 774 TVDA OREDEMCBLDET, BEZHAITBZ 7T T RBRERIS—ERET S
FTR. BEIFSNFE A

s PUOTATBBER) D —ICL>TREDHASNAEW, Bvdavid. 7oT« TRERRY S —ORAZE
Ty a i ELELTVABREICOARBETEET,

+ Session Recording f —EXHARITTNTLAV, Ly 3 VEBET3ICIE. IILFEv> 3> OSSR
VDA T Session Recording Agent # —E XHE{TINTH D, Session Recording H—/N—% KX b g
%<2 > T Session Recording X kL —IYR—TJ v —H—EIRBRITINTVWIRELHD £,

« MSMQ H':E TN TWLA L, Session Recording Agent h&h¥Es %t —/\— & Session Recording #—
N—%RX+FT2EY2>TMSMQ BMETICRESNTULARWESIE. REOBENES LR HD F£7,

+ Session Recording Agent ® Windows /X7 +—< > X ATV Z—HREOHSHRVH. EXICH->TYL
3H BB L TWB, Session RecordingAgent 077U r—> 3> OJICRDI S —HRRINZHBED
HOFET:
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{3 Event Viewer (Local) Application  Number of events: 140.773

7 Custom Views

v [ Windows Logs Level Date and Time Source EventID Task Category
[+] Application 0 Error 03/11/2023 10:45:44 Citrix Session Recording Agent 1006 None
f&] Security @ Eror 03/11/2023 10:45:44 Citrix Session Recording Agent 1007 None
] Setup (@) Information 03/11/2023 10:45:43 Citrix Session Recording Agent 3001 None
&1 System (@ Information 03/11/2023 10:45:43 Citrix Session Recording Agent 0 None
[] Forwarded Events (@ Information 03/11/2023 10:44:42 Citrix Profile Management 1002 None

& Applications and Services Lo| | (3) Information 03/11/2023 10:44:41 Citrix Profile Management 1000 None
_4 Subscriptions (@) Information 03/11/2023 10:44:41 Citrix Profile Management 1001 None
LDlnlcrmalmn 03/11/2023 10:44:40 Citrix Profile Management 2001 None
(@) Information 03/11/2023 10:44:40 Citrix Profile Management 2000 None
(@ Information 03/11/2023 10:44:40 CitrixCseEngine 9 None
(@) Informatien 03/11/2023 10:44:30 CitricCseEngine & None
(@ Information 03/11/2023 10:4417 CitriCseEngine 9 None

Event 1007, Citrix Session Recording Agent

General  Details

Exception caught while starting service.

. Exception Details -+
Type: System.InvalidOperationException
Nfessage: Category does not exist.

ack trace:

at System.D ounterlib.C ing machine. String category, String counter)

at System.Diagnostics.PerformanceCounter. Initializelmpl()

at System.Diagnostics.| ounter, i gory String String i . Boolean readOnly)
at Systemn.D; fi tes gory String

at SmAudAgent.PerformanceDataCollector..ctor()
at SmAudAgent.LegQueuePreducer..ctor()
at SmAudAgent. TheService LicenseTimerCallback(Object state)

CORBEEBRTBICIE. ROFIEERITLTIRTON T A—X VATV —%BEELFT:

ax>r7O>7k (CMD) #E8IEBEL LTHEET,

2. cd c:\windows\system32\ A#LT. "'windows\system32, (&L %£7,

3. lodctr /REAALT. Enter *—%#L %9, lodctr /RAYYRIENTF+—<I>RAT>
2—ZBIBELET,

4, lodctr /ROVYYROETHR. BREINI—BOAT Y EZ—HENRZITEERADD T, A
U R —DREEER T SICIE. lodctr /QAY Y RERITLET, HUVEZ—HBEMICE>TY
31541%. lodctr /E: [counter name] XY RERTLTEMICTETET,

ATy a > eBETEAL

January 28,2022

Session Recording Player THREZBETIAVWLTIE. ROIT— Xy E—IHRTINDIATREMELH D F
ER

Tty aYORET 7N LT VO-RTEELEATLI, SAT7EYv S a>0BERFIIINTLEEA. T—
N=DC OBEEZHRAI LB VREICAE > TVET) COIS—Id. Y—N—DCOREEFALEVLSIZEEIN
TW3ZrzRLET,

@Rk [Session Recording f—N\—070ONFT ] T [BE] 2720V v oL, [S17Eyv>a>oBE:
Fale3] Frv IRy IREFVICLED,
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REDEEL TVWS IR TE

January 28,2022

« Session Recording Player £ L TRRLBRICREHHIBL TV D, FLEFRTELTHBIBA.
Session Recording Agent D1 RY bOJICHEENERINZ LB D £,

1R kY —2: Citrix Session Recording Z kL =YY% — v —
B T AT 2 RBEROT—2E-EK

COREIF. MCS £7:1Z PVS THEBRBEADI X Z—1 X—J 1 ¥ X b—JLiEHD Microsoft Message
Queuing (MSMQ) %R L T VDA 21T 3B EICRELE T, CORRETIE. VDA TMSMQ @ QMId
PRLCICAED T,

hzEmgd3icid. FVDAICH L. —ED QMId ZERL 9, FL<IF. T2 h—=)L. By R 7 v L
BLOToA YA b=l #BBLTLEIL,

s HEDRE T 71 ILEBELTLS L FIC, Session Recording Player i’ X vt — TBEHRO T 71 JLIC
&D. ABSATLIS— (T5—0—F:9) HTOREFICKEELILICHBRESNE Lo TS5 —MEE
LIcEIFRETIIBETEE .0 ZRTLTHABIS—ZLR—+IB3HHBDFT,

COMEIR. V37 voEALY Y 3 Y OREFIC Session Recording Agent d /Ny 7 7 —H 1 IHFR
FTRBIDICHELFT,

Chz[EhEd 3Icid.Session Recording Agent ©HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\SmA
ZEDAREIHEOT—RIIEBLTHS. IO VEBBEFHLET,

OAVR—3R> EOEG DR

January 28,2022

Session Recording @t w b7y FHRICOAVR—% Y FEDEGICHINI LBV EDRBD ET, IRTOIVER—
*> b h¥ Session Recording #+—/\— (Broker) L@EZ{TWVWEY, 774N ETIE ISOIAYR—RV FTH
370-HA—0EFaUFrid lISOEED Web H ~DEBAZERFERAL THREINE T, HZIVR— D
5 Session Recording # —N—ICEHTI AV FE. IFVOIAVR—RY b SEHRZHAITLTOERRTSZ L
rHbHET,

Session Recording Agent & Session Recording Server (X L —I Y% —Jv—rJO—H—) OEFEHITS—
I&. Session Recording Server 27 RZ 33X 2D, ARY bEa—F7—OT7 FVr—>3> 4Ry bOJICE
##EIhF 9, Session Recording KU >—2>Y — )Lt Session Recording Player Tid. ##ICKBK LI SIS
EEICTIS—AYvE—IDNRRENET,
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Session Recording Agent MiEi I TW3 Z & ORER

W

7

Session Recording Agent A1 Y X h—LINTWVWBH—N—ICOJ AV LET,

[RE—F] REV%EIU v L. [Session Recording Agent D 70/N7 1] ZEIRL X,

[Session Recording Agent 0 70O0/N5 ] T. [E8] 20V woLET,

[Session Recording 1 —/\—] T4 —JLRICELVWRSEM R XA VBN AANTNTVWE e 2RRBL &
ED

[Session Recording #—/N\—] OfEL LTAATNTVEH—N—ICXILF v 3> OS 335 VDA 15
FORATEIB L =BIDET,

TVr—23a3 AR OJT, TS5 rEEEHELE T,

Session Recording #—\—HEHINTWVWS Z & DRER

AR

LPAM)ITFToZ—DFERICE > T, FALEBENRETIAESENHD. ARL—FTa VI IATLDE
AR IIBPRBICAEDZEESDLHNDFT, LYAMIIT2—DORAICKBZEEICX LT, Citrix Tld—
PEEEEVETA. LYRAMNIIT o 2—d. BEHROESELHBOEE TIHERLLLEIL,

> wn e

Session Recording 4 —/N\—%KRZX b3 ICOTA Y LET,

LPRMIVIT12—ZRET XY,

HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\Server IZ#& L 9,
SmAudDatabaselnstance OfET. SQL Server 1 > X4 > X2+ > X k=)L L 7= Session Recording
T—EAR—ZINELLBRBINTVE L ZRIDHET,

Session Recording ¥ —2Z~R—XHELHIN TV S Z L ORER

1.

2.
3.

SQLEBEY—IILZE>T. 1> X h—JLL7 Session Recording 7 —42R—X%Z&L SQL 1 VX2V X%
RAZET,

Session Recording 7—4R—20EF* a2 T F 2RI £9,

Session Recording AYEa—2—TAT Y MIT—ER—ZAADTIELRFANEI 5N TVS L &5
MO ET, f-r 2. Session Recording #—/N\—%HKZ ~ 335>V DERIN MIS K X1 > 0D SsRecSrv
THBBA. T—ER—RICAYE2—F—THU > ke LTMIS\SsRecSrv$ #iEET ZUENHD £7,
C DOfElF Session Recording 7 —4R—ZD1 VXA b—ILHRICREL £,

IS D#EGDT R b+

Session Recording d>R—=% Y b TEEICEEIEE o & FiE. Web 7’54 —T Session Recording Broker
®D Web R—JIZF7 01X LT Session Recording 4 —/N\—®d IS H+ bADEFE T T 5. BBEDREN,
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7O R JLDORBEBRDON. FEREDORIELDH. Session Recording Broker ORIEHR DM % HIKi g 3 DICIRILB
ESERS

Session Recording Agent o IS DG =N D 321!

1. Session Recording Agent #'f > X b—ILENTWBH—N—IcOJF >V LET,
2. Web 750 —%#BVWTRDT7TRLRENALET:

« HTTPS T# % 9 % & &: https://servername/SessionRecordingBroker/
RecordPolicy.rem?wsdl (ZZT. servernameid Session Recording #—/\—%K X
33T VDERTY)

« HTTP T #E #t ¥ % B &: http://servername/SessionRecordingBroker/
RecordPolicy.rem?wsdl (ZZT. servernamel# Session Recording #—/\—% 7K
FTBTYSVDEFTY)

3. NTLM (NT LAN Manager) sBiEDQERBRONAZRD SNIIHHIF. RXAVEBEOT7 AT > TO
JFYLET,

Session Recording Player o |IS oG N 3 I1CId

1. Session Recording Player B’ 1 ¥R b—/LEINTWVWBT—IRTF—>avicOd 4> LT,
2. Web 7505 —%#BVWTRDT7RLREANALET:

« HTTPS T 4 ¥ % 3B &: https://servername/SessionRecordingBroker/
Player.rem?wsdl (ZZT. servernameld Session Recording —/"\—%FKX +F3<
SYDEETY)

« HTTP T#&&i 9 38B4: http://servername/SessionRecordingBroker/Player
.rem?wsdl (2 ZT. servernameld Session Recording #—/N\—%KZX ~$35I > > DEHI
TY9)

3. NTLM (NT LAN Manager) SBEEDQERBERDOANAZRD SNIIFEIF. RXMVEBEOT AV Y FTO
JALET,

Session Recording R >—a>V—)LD IS OEFEEND B ICIE

1. Session Recording R =YYV —IHA YA R—ILINTVWEI Y —N—ICOTF >V L& T,
2. Web 75 0%—%BVWTRDT7TRLRZEANALET:

« HTTPS T# % 9 % B &: https://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl (ZZT. servernameli Session Recording 4
—N—%ZRALTBILVOEFTY)

« HTTP T #E # 9 % B &: http://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl (ZZT. servernameid Session Recording
—N—%ZRALTBIVOEFTY)

3. NTLM (NT LAN Manager) sBEEDQERBEBRDANANZRD SNIZEIF. RXMVEBEDT AV Y FTO
JAYLES,
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Web 750H#—IC XML RFa XY hrARRINLBEIF. RELALTORILEMERL T, Session Recording
RUS—a2Y—ILDEIET B <> >h Session Recording 4 —N—% KX b TE3I 2 CEHELTVS Z EHEE
heohfcceilahb Fxzd,

HEFAEOMED S TN a—Ta 2T

BEZOMILICHTTPS €A 335B &8, Session Recording  —/N—%KR ~§3I > VICH—/N—HERA
EZRETIMENBHDET, IRTOIAVR—%> O Session Recording t —/N\—AD#E#IC. JL— ~ CA
(Certificate Authority: :EPR#ES) NHUETT, COHAZEZTI VX b—ILLAVE. OYR—3> FEOEEIE
KBLET,

IS D#EGZET AT B ID&LSIC. Session Recording Broker ® Web R—S 2772293 itk > Th
HEAEZT R TBENTEERY, FEAVR—RX Y EDXMLAR—=JIZT7IERTE 31551E. sEAZIBELCE
EINTULET,

CITR BRIZ—DRAICES. SASICI< HEMBICOVWTHALET:

o FEAMARGERAE £ IFHBRE DR B, Session Recording Agent W&EY 24 —/N—ICH—/N—HIFAE % =48
T5HDIL— MEAELA VX =L TN TVWAWEEIE. HTTPS 77 L T Session Recording #—/\
—ZEETEY. BATIT £ A, Session Recording 4t —N\—EOH —N—FEBEENITRTO IV R—*
YETEEINTVWR L EZBNDTIET W,

o AFIDOAR—H, Session Recording #H—/N\—% KX+ 3T VICHID HToNH—/N—3EBAZH. FQDN
ZERAL TEBRINTWSIHBE. Session Recording #—N\—ICEHRT B I, BT ZIARTOIVR—
*> hTFQDN ZERT3RENHD £9, H—/N—FEBAEH NetBIOS 2= FEA L TER TN TV BIFE.
Session Recording #f—/N\—IC#E# T2 S T DI IRTOIAYR—%> T NetBIOS B=FEAY S
LIOICRELET,

o HARRYIN F T IZKH LIHERAE, Y — N—3EREDRH L TV BHA. HTTPS 77 L 7= Session Recording
H—N—~DEFIIEML £F, Session Recording F—N—%KRIALFTEZIVICEIDHETEATWSY
—N—(EFAZED BT, RBLTVWAVWI L EBAD TV, JRELILEYS aYDOTFIPHILERICEL
HERAZ % FE L TLW 355, Session Recording 4y —N—% KA L T3T>>DARY bOJIC, HEAZE
PRIMLIECEERT IS — Xy E—CFREFRMAMEOIVTVB L EZRTEEAvE—IDRRINSE
ED

Player TiREZIRETI AL

January 28,2022

Session Recording Player TREIZRETIAVWL FF. ROIS— Xy E—IHRTINZAEELHD F
EN
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s Lyl avORE T FAINERETIELEATL, UE—FEEBRTSITHEEATLIR: servername, (C
C T. servername (% Session Recording Player T##iz#1TL TW3H—N\—DEFTY,) Session
Recording Player i% Session Recording # —/N\—Yi@BEI 2 EDTEF X R A R0l —N—BDAS
TNTWVEH. DNS TH—N—FEMBARATITLAEVEZWS, 2 DDEBANEZSNET,

figiR#e: Session Recording Player ® X =2 —N—"7T, [V—I] > [# 7> a>] > [§E45] OIEICER
L. [Session Recording t#f—/\—] Ry I RO—BOH—N—BHELVWICEZRABL T, F—N—F
PELWESIZ. O R7OYFETPing AV RZRITL. BRIZBRATIZINESHhERIBLET,
Session Recording # —N—HEILELTWBI DA TSI 2D EICEY > avORBIT 7 ILERET S
E TDE— M —N—IIEHETITEHEAI CVWOSIIST—XvE—UHRINET,

o UE— MY —N—ICEHETIEHA. TOIF—IF. Session Recording f—N—hEIELTWEHA TS
TODETICHELET,

iRk Session Recording 4 —N—HDEH L TVWBR 2L OHE T,

s PURZAMEBINE LT PIV/ERETOIS—IF. Y-ty a>ORE T 7 MIILERRE L UH
UrO—RIBERDPBVBRICEELE Y,

fRiREE: Session Recording &>V —JL T, 21— —% Player ORENCEID HTE T,

+ Player 0@&EINEDLTENTVWREEICT IV EAMERINE Lo TOIF—IE. Session Recording
Player & Session Recording 4 —N\—%ZE LI VICA YR b—ILL. UACZEMICLTWVWB & FICRE
L %%, Domain Admins %7zi& Administrators 2—1#'—4'JL—7IC Player ®&EI% 8D YTz FiZ,
ZOTIN—FICEEFNTVWBIFHEAHAADEERE 1 —H — Session Recording Player TRE%ZHRET S
CFIKEIR—RDF v I ZBEBVWIEHHD £,

AR
- Session Recording Player #EB&r L TRITLE T,
- JI—72ATREEEDOI—H—IC Player &2 =B DL TE S,

- Session Recording #—/\—Tl3% < Session Recording Player ZEBIOT > Vic1 > X k=L L
£9,

s Lyl avOREIFAIINLERRTIEFHAT L BHENMPHALSNE LT, SSLITLS ORL%BF v XL
EWIMTIEFRATLR, TOIS—IE Session Recording #—/N\—THERAL TWBEAEEZERZ L7z CA
(Certificate Authority: #ERRIREE) AU ST Y b TFNA RIEBRINTVARWVD I514T Y ETFNTR
IZ CARERRED A Y R F—ILTNTVWEWEDIZRELE T,

fi#iReE: Session Recording Player #'f Y X h—LENTWVWET—IXF—>3 VIl  ELWL. DEDERE
INTW3 CASERREZ T X b—ILLF T,

s UE—FY—N—HI5—%RLEL]: HTTP403 (77 EXFA), COITF—IE HTTP (EFaUF+r
TREShTLWAWVWTORIL) ZFEALTEGLESE L SICRET S BEDOHTTPST5—-T9,
TI7#IETIE EFaU T TRESNTVWEERDAZRITANS L SICRESNZ cod, F—N—IC&
DEGIERINE T,
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figires: Session Recording Player D X =2 —/\—7T. [V—)L] > [# 7> 3>] > [IE4] OIBISERL
£9, [Session Recording #y—/\—] Ry I ZAO—EBTH—N—%ERL. [EE] 2oV vILET, 7
O3z [HTTP] A5 [HTTPS] ICZEELFT,

MSMQ D ST a—F1 >

Ly a oREEMSEZIBEMA v E—IHRRINTUVB DI, Session Recording Player TH&EL TH R
EHREON5HVEEIR. MSMQ ICEIEHL H D £9, Session Recording —/N\— (RbL—UR—T v —) IC
Fa-PEHINTVWRICEBRLET, Web 75U —%2FBRALTEGIS—HDHRELBVATIAMLET
(MSMQ 34 7O b )L LTHTTP £/ HTTPS ZEAL TW315E).

Fa-MERINTVWE L Z2RRT B3I
1. Session Recording Agent # R X g3 H—N—IcOJ1> LT, HieFa—%2RRLET,

2. Session Recording #f —/N\—%KIA b FTEIIADF a2 —MEHRINTRETH I L 2RBIELET,

s BEZFOTVBRRET., Xvt—IhWFa—IZHD. 7ORIJIANHTTP £7213 HTTPS &
([Session Recording Agent 7O0/X7 <] @ [E4] 27 TEIRIh TV 70O ILISHISL
F9). FIE3 ZFTLET,

o BEUEHORET. Xyt—IHFa2—IChVIHEIE. Session Recording H—/\—% KX 934
—N—ICEIED BB FEIREMDH D FT, FIE3 ZEEL. FIE4ZETLET,

3. Fa—IlXytE—HHBEAIE. Web TSSO —%2EBIL TROT7 RLAZANALET:

« HTTPS T#g4t 9 315& https:
(2 CZT. servernamel Session Recording #—/N\—%KZX ~ 33572V DERITY)

« HTTP T#4ig 3%B4: http:
(2 CT. servernamelf Session Recording 4 —N\—%KX + 3TV DRZFTY)

M—N—RBEFa) 7 THRESNLEFOAZZIMITET] CVWSESBIS—HREINDIFE
i&. [Session Recording Agent »7O0/X7 ] IC—BIhTW3s MSMQ 7O kL% HTTPS ICEEL
F9, Web ¥ bDtEFa2UFEBAZICRIELRHZ L VWS IS —HRINZBEE. TLSOEFa7F v
I DD OEFEBRICHED HBAIEMUDBD £, TOHFAIE. ELVWCATAZEZA VI M—ILT3H\
FEINTWVWS CAZERALEY,

4. Fa—IIXyvtE—IHBRWEEIL. Session Recording —/N\—% KX ~hg23I>vicOd4> L. EAF
21—%RRLFJ, citrixsmauddata 2 BIRL T, Fa—IlXvE—IhHI3HEIE ([(XvE—T#]
HEmER L £9). Session Recording StorageManager 1 —E XQ BB N TVWB e =B L £,
I TULWARWESI. T—EXZHEEHLFT,
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T—AR—ZL - RDEIE

January 28,2022

ICAOYT—2~R—=Z (ICLDB) 2—F 1 UF s id. T—ER—ZAOIAYV RS> 1—FTsUT1 T, Ey>ay
DREDT—ZR—IAL A—RZRETILHICEALET. COI—T+ T rid Session Recording #—/\—
VILDITHERALTEZH—N—0 TkS17&:\Program Files\Citrix\SessionRecording
\Server\Binj Z#JL4—IC. Session Recording Lt &hETA YA —ILENET,

94907 7L>UR

ROFRIC, ICLDB2A—F 4 UF ¢ TEATETZ AV REA T3 0—8%2RLET, AV RIIROERTAS
LETd,

icldb [version | locate | dormant | import | archive | remove |
removeall] command-options [/1] [/f] [/s] [/?]

A

HLIE =T VT BEEDAILTZBRL TSIV ANAIZTIERTZICE. A ROV 7k
o TRS1J8E:

\Program Files\Citrix\SessionRecording\Server\Biny 7#/L4—.

icldb /?2DIBICANALET. BEDIATYRDAVSAUANILTICTIERTSBICIE. T
icldb *command* /2?1 ¥ ANALZEY,

avwv R Bz

archive BESNREBHEZBT v a>oRE T 711
E7—HA47LEd, COOXYREFERALT. REL
BEHNOARY NET—AAMTLET, IRV K
l#ArchivedEventF—4XR—XF—=JIICT7—N
1TENET,

dormant KIEREBEABENZ LY a>ORET 71 IILOEE
g7 7B ERRLET, RKIET 7ML IF. T—
FAOBERDIHICATEHEEY > a VORET 71ILT
T COOAXYRZFEALTT—2DERLIHZHES
hEBIHLET. KIEREDEZYS 3 > ORET 71
DOBREXNRE LT T—ER—X2FZRIBETEI L
H. B. B, £LEPBMGT. fFEaLiThNEREZ
EBETBZEHTEFET,
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avrk

import

locate

remove

removeall

version

/1

/T
/s
/?

A

v aroRET 71 L% Session Recording 7—
BAR=RAVR—FLET, COOXRYRZFEAL T,
T—AR—IALA—RERK L EIIT—ER—%H
BELEY, £, COOVYRZFEALT. 74X
— &IV LET, 2D0DT—ER—INHBZHEIF.
—HDT—ER=ZADNST7AINEA VY R—rTEFT,
771D EEHFLLT. Evia>yoRETI7T1ILE
BRELIINZAZRRLET, COOAYVRZFEALT.
Ty avORET 7 TILOERBFRERELES.,
DIARY R FED T 7 AN EHFHILT—ER—H
RMORENE S DR T2FRE L THERATEE
ER

S a>ORET 7 AINADERET—FZR—IAH5
HIFfLET, COOAXY RZEFALT. 7—4~—X%
IU—=>T7vFLET, 1L ARLTERL TR
TV FHCLTERYT2REHRREZEEL XY, BE
FIFoNTVAYEBT 7MIILZERTECHTEIFT,
Ty a OBET 7FAILADTRTOEE% Session
Recording 7 —42R—ZXHSHIBRL. T—FXR—X%TT
DREICRLET, REOYET 71 ILIFHIBRIhEE
Ao 722 L. Session Recording Player T7 71 )L%
BRETBZCETIARCARDET, oYY K= EA
LT 7—4R=2RzIU—=2F7yvTLET, =fEL.
ARLTERALTLLIESW, HBgEIhi-sRIINY I 7
W IHSEITLBVRD TICRE FE A

Session Recording 7 —4RX—ZDXF¥—I/N—T' 3
VERLRLETD,

HRr T5—% Windows D1 R FOJICEEEL £
ER

7O hERAETICATY REEFIRICEITLED,

BREOXA Yy E—UZFRTICLET,

ARV RDA Y SAINILTERRLET,
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Tty arvoRE T IO T—hA7D

BREORMIGFHRICETRLANLDOEET A AVBEBZHRTBICIE. By aryoRE7 7V EEHRNICT -1
TLEY, FAAERT RVBELRENBEY 3 VORET 7 MILOY A XIIIGL T, 7T—H1 THRIZER
DE7, REMBEDLS 2BULERBTZE. LyPaYORET 7AIIET—HhA TR BRDFT, Chid. Z
1 TREDETHICT — DA TINBVLSICTBHDIL—ILTT,

Tyl a BEET—AATTBICIE 2 D0DFEDHD T, Ty a>oRE T 71 IILHREDIEMIZFRICH S
BiC. Ly a>ORE T 7AIINDT—ER—ALA—RET7—HATEHDRAT—RIATEMTEET, COHZE
EFHETRL. TLAV—TORRERZHOSTEHNTEET., I 120F%E. v a>oRE7 71D
F—AR=ZAL A= RET7—NA TEHDRAT—2ATEHL. £y a>ORET 71 /L %z REDOEKISZFHIN S H
DBFICBBL TREX T FPICNY I T v TET3H4ETY, ICLDBA—Fr UF s 2 FE-o Ty a>DRET 7
T EBETZHE. TNSOT7IILIE F/B/BOTO 7 71T LA —BEDBRWMEEINIcT LI R
ICBELEY,

Session Recording 7—4X—ZHD v 3 VREL O—RICIZ. 7—HA1THICBEETZ 2 D007 1 —JLRH
HDEY: Ly aVvBELNT—HAITSNARCRRZRTT—H TRHEE. 7—H TRICEERENEMT
BCEDHBBT—AATRAE (AT2a>DTFRIAMEZETAE) TYo CD220T71r—ILFIE v arvRE
PNT7—hATENZE. BLUT7—HrTHREZRLET,

Session Recording Player Tlg. 7—A1 7 ety > a>YOREICT — A TEADRAT—RRET—HA
THEDNRINET, 77MIUDBEILTVWALSTH, 7—A17 ity avBERRBESINE T, 7—HA1
THICEY > aYORE T 7AIIWHBELIEEE. 17 7MIULDRROMDEHEAI CEVWSIZ—DRRINET, ¢
wavEBETRICIE. By avoRE T 7ML EZBRTIRENHDET, Ly avREZERTT BICIE
Session Recording Player ORE 7ONT A A1 7OJ Ry I 2Dy 3 Y BEDT 7L ID & 7—H1 TH
BzEEEICRELEY. TN LET7MLOETICOVTIE. LT Tty 3 v 0iFEE 7 71 I)LDTETT)
O ayTHELIHBLTWVWETD,

ICLDB 2—F« U7 @ archive IY > RiCiE. ROELS BN A—2—LHDET:

+ |[RETENTION:<days>- tv > 3 VSREOREHE (B, EESh/-BHz8BA L -8EE. Session
Recording 7 —4R—XT7—H1 TEFEHI—IINET, REH[IZ2 BULOER L TIHENHD
=

o [LISTFILES - v > a>DBE I 7IINDT7—H1 TBORER I 7IILNRE T 71 IV 5—BRRLET,
CONRTA—B—FF TS 32T,

+ IMOVETO:<directory>- 7—hrJ3hict v a>oRE7 7L e YENICBBIT3B8IETA L O
U BODLHFETDITALIMIZIBETIHREDNHBDET, CONTA—R—EF T3> TT, T
4 L7 FUDBETNTVWAWESE. 7 71 ILISTTORMIBETICTED £7,

+ [NOTE:<note>- F—2~—ZLO— RICEBMSINE. 7T—H1 TSNSty avBEOTFAMES
EXEe COXERIESIARTHATLIETV, CONFX—E—EF S 3> TT,

o [L-Windows 1 R> rOJIZ. 7—HA TSNty a 0RE T 7 ILOBERE IS —OHELRL F
3-0 C@/\fjax—ﬁ—(ijj‘\/a \/—C\g-o
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o [F-7OY7 rERRESICarchive A7 Y REBHIICETLET. CONTA—EZ—RFF T3> TY,

Session Recording 7—2R—Xlty > 3 VBEEZT—H1T L. Ly a>ORET 71 L2 YENICHBEY
BICIE

1. Session Recording —/N—h' 1 > X F—LINTWVEZH—N—IZ. O—HILEBELTOJFVLET,
2. ARy ROV T+ ZBBLES.

3. REDEET LU ) H 5. Session Recording 4 —N—DA4 > X = JLIXZRDBinF1s LI MU
(<Session Recording Server Installation Path>/Server/Bin) ICZXEL£Y,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory> /
NOTE:<note> /LOVYR%ZR{TLZYd, CZT. daysidtzya>oRE7 71 IILORELHEM.
directory 37 —H1 7S hictv > 3> OBRET 71 ILOBERT« L2 LU, note FF—2~N—2L 3
—RIZEBMEINT. T—AC7EINB LY a3 YORB I 7AILICETEIXETYT, YEANALTT—AA
TZzBELET,

Session Recording ¥ —2~R—X Ty > 3 VBRED T —HA1 T DHEITSICIE

1. Session Recording —/\—h' 1 YA F—/LINTWVEH—N—IZ. O—HILEBELTOJF Y LET,
2. ARy ROV T+ ZBBLES.

3. BEDEET « LU ) H 5. Session Recording 4 —/N—DA4 Y XA = JLIXZXDBin T LI MU
(Session Recording #—/\—o - > X k—JL/XZ/Server/Bin) ICEEL £,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /Lax> k%
RITLET, T, daysidtysa yEEOREHRE. note 37 —42R—XL - RIZEBMINf. 7—
N1 TEINZ3EEY P aVBEICETEZIXETT, YEANNLTT7—H1T2BELET,

Tyl arORET 7 1ILDOET

Session Recording 7 —42~RX—XIZT7—ha1 7 Ehicty > 3 VBEZRRY DHBEIC. TDOT 71ILHREOE
MIGFRD SBEITNTUVB L TICIE. By a Y ORET 7 AIILOEBETHBEL D ET, 7—h1 TRICREDIE
MBFRD SRB SN e 7—hA TEADE v 3 ViREIIZ. Session Recording Player T3IEHiI 7ot X
TEEY,

BEgEInitty a oREB I 7AINEBRTRICIE. 2005 EDHDET, HELREYIaVORE T 7
WET—A1TINET7IILOERT LY bIIZOAE—F 3D ICLDB 2—F« UF 1 ZEH L T Session
Recording 7 —4#~R—ZIZA Y R—rL&ET, Citrix TIE. 7—A1T SNty > a>ORET 71 ILOETIC
& RVDOFEZEEDOLET, PT—HATEFAT7AINDOERT ANA—ICAE—-LET770ILIE. FREIZE T
BE. HBRLET,
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Session Recording Broker Tid. v > 3> ORE T 7 1 LD TTORMBAICE DD S RWBE. T—H1 T EH
T71ILOETT NS —%FALET, D7 —2XRId. Session Recording Player "5t v > a>0iRE 7 71
ILOBENBERINIBEICHEL £9, Session Recording Broker I3R#1IC. TTOEMBFATE v > 3 > DiRE
TJ7MIVERLES, 771D TOERMBAIICER DN 5AVIES. Session Recording Broker (&I, 7—5
A TBEHT7AINOERI NI —%2Fcv I LET, J7MIDETAET #ILE—ICHEET B5SICIE. Session
Recording Broker (32D 7 7 1 L2 B4ED7=8 I Session Recording Player IC#fEL £3, 771 ILHRDOH
5% W&, Session Recording Broker (& T7 7 1 LA RDOMD EFH AL ¥ W5 T 5—% Session Recording
Player IZZfs L £9,

T—h147FEHDEY a3 YOBET 7L EICLDBA—-Fc UF 1 E#FEBLTA Y R— KT 3. Session
Recording 7—4R—ZH DT 7LDty 3 VBREBR FLUVWEHNILY) TEHRIhEY, ICLDB2
—TA VT ZFERLTT7—A7ENcEY 23 YORET 7L EAYR— L TH. T71IILIdEYS 3 ViR
ERQTTOBMIBRICIIRINEE A,

FAYVR—bINfcEY >3V ORE T 7 I)LICIE. Session Recording F—#R—XTHEINT—H1T
BRI 7—AC TXENEENTVET, TOR&H. RICICLDBarchivedI Y RERTID L. 1 VR—+ T
Nicty > a oRET 7 AADBETY—A1TENBIeRBDEY,

ICLDB importadvX > RiE. V—hHa 7SNkt y s a>yoBE T 712 S8V KR— kL7 D. Session
Recording 7 — 42X —XHADR o e @ RFE LIty > a VBRET —2EBEELLIEEHRLLD. Session
Recording ¥ —N\—LtTty > a>ORET 71 IL% 2 DDOBMIBFROBTEHI L 30 ICEF T, ICLDB
import J<> K3, ICLDB removealladvy RORT#. Session Recording 7 —4~R—Rict v a3 ViR
BEZzBRDAATEDICHFERTIEY,

ICLDB2—F 1 UF s ®importax >y RiZlE. RDELSBNSX—Z—HNHD£T:
« [LISTFILES - v > 3 Y OBE7 71 ILDA YV R— FROREBR T 7 AINRL 771 LB Z—BRRLE
To CONTA=R—FFTF2a>TY,

o [RECURSIVE - $RTOHTFo4 LI RI)TEY I >YDBEI7IILERELET, CONTXA—F2—F
73> TY,

o [L-Windows 1 R> rOJIZ. A Y R— SNy a>ORET 7AILOBERE IS —OHELRLF
To CONTA—E—FA TS 3>TT,

o [F-7OY7rERFEESICImport AT Y REBEIMICETLET, CONTX—E2—FF T3> TY,

T=AATEINETFAINOERT NS —ZFRAL Ty a v ORE T 7ML Z2EITTBICIE

1. Session Recording —/\—h' 1 VA b —/LINTWVEH—N—IZ. O—HILEBELTOJFVLET,

2. Session Recording Player 0 70ON7+ T, 7—A1 7Sty a>ORBI71ILOT71ILID &
T—h1TREERELE T,
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3. Session Recording Player o 7O/ 7 1« TELZZ7 7L ID ZERALT. Nw o7y TRHOEYS 3>
OREI7AINERLET, Sy avBEOT 71ILEIE1_<FileID>.iclT¥, ZCT. FilelD
3ty a>oRE771ILoID TY,

4, Ly a oR@I 7N %E. NV ITVvIDST—AATEAFT77AIDETIT LA —ICIE—-LE T,
T—AATEHT7AINDETT VA —Z5ET ICIE:
a) [RE2—K] XZa—h5, [RE2—K] > [TARTOFOS S L] > [Citrix] > [Session Recording
HF—N—0T7ONT+] DIRISERLET,

b) [Session Recording #—N\—07F0O/NXF 11 T. [&MBFA] 2 TEBRLET, [T—HT1TEHT
FIIWNDERTAINEA—] T4 —ILFICREDCERTT A LI FUBRTRINET,

ICLDBimport Y > FEFEALTEY > aYORE T 7L EETT 3101

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBEELTOJA Y LET,
2. Qv ROy hzEBRLETD,

3. REDEET « LU ~UhH 5. Session Recording 5 —N—D1 Y X b—JLIXZDBin T+ L7 U
(<Session Recording Server Installation Path>/Server/Bin) iCEELZFY,

4. LTFOWThhZRITLET:

« ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>av>R#®R{TLZ
¥, CTCT. directory i3ty 3> OBETFAILEZT 1 OUEDTA LI MUD (RR—RATKX
snt) T, YEANNLTAYR—bERELET,

o« ICLDB IMPORT /LISTFILES /L <file>aw>r#%=x217L%d, 7. fileldz1l ol
oty a>oRET 7LD (AR—IATXYISNT) BEITY. Ly a>voRE7 71 ILDE
EICid. DAL RA—RXFE2FEATAEHTIET, YENALTAYR—F2BELE T,

NANTZ0T42X

January 28,2022

Session Recording D BB BEAEMOBRICOVWTIE. RORZA TS ITAADRFa XY b EBRBLTLE

eI AN

s BEEOERIETOaRSBOEK
+ Azure T Session Recording DER & BT 2HE
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BEEFDIRIETOREE I DIEN

February 20,2024

Z 2 Tld. Citrix ADC =B L T. BE7ED Session Recording IRIBICARSE/ — R ZEBMT 3 7O RICDOWVWT
HEALE T, ROY—N—F, TOELIXLETHE LTERAINTVWEY, Azure T Session Recording = &R L
TEEPHIZEHTEEY,

+ Session Recording

KRR & H—N—DEE oS IP7RLZ

SRServerl Session Recording #—  Windows Server 10.63.32.55
IN—

LBDC RXr>ayhkO—3— Windows Server 10.63.32.82

TSVDA Session Recording Windows Server 10.63.32.215
Agent

SRSQL Session Recording ¥—  Windows Server 10.63.32.91

BER=RETF7AINY =N

IARTO Session Recording AV AR—%Y b RXA> > bO—5—F lb.comBE DR X >z
BLET, Lz, RXrVEBEZET7HY Y D Tlb\administratory (& —N—OFF VEICERAL F

ER
« Citrix ADC
HITRYMIPF7RELZ
KA HF—N—DE EEIP 7RL X (NSIP)  (SNIP)
NetScaler Citrix ADCVPX r>x%  10.63.32.40 10.63.32.109

VR

L <3, TCitrix ADCVPX 1 ¥ 242> 2z [EFT 51 ZBRL TSI,

FIEL: 77 0NWLF—N—ICHBET A —Z1EHT S

1. RX1VEBET7HYU> L (F: Tb\administrator) 2BALTI7 7L b—N—COJ 4> LET,

2. BEEBMT D7 AILE —%E{ER L. SessionRecordingzc WS Kaixfir£3 fl: C:\
SessionRecording) 7# L4 —0DHAED/EFAHHER% Session Recording H—N—rHHBL
79, fle LTSRServerlzAL. TLB\SRSERVER1S] ¥ XNHLET, RILIESSIIHBETT,
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Y + | Windows (C:) — [m] X
Home Share View 2]
« v 4 e > ThisPC » Windows (C:) » v & Search Windows 2
-
Name Date modified Type Size
# Quick access
46c2a726daB69f96b3bBc 54582202 File folder
[ Desktop
Perflogs File folder
‘ Downloads Program Files File folder
=] Decuments Program Files (x36) File folder
=| Pictures SessionRecording File folder
Open
[ This PC SQLServer2017Me 1 File folder
Users Open in new window 1 File folder
¥ Network Windows SRR I File folder
&l ip Give access to > Remove access B
Restore previous versions 2 Specific people...
Include in library >
Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Yitems 1 item selected =
Home Share View 0
<« ~ 4 & > ThisPC » Windows (C) v & Search Windows (C:) P
Name Date modified Type Size
s Quick access
46c2a726daB69f96b3bBc 54586202 10, File folder
[ Desktop
PerflLogs 10, File folder
‘ Dawnloads Program Files 11 File folder
= Documents Program Files (x86) File folder
=] Pictures SessionRecording I File folder
[0 This PC SessionReco™ Eil- s B g “
SQLServer20
& Network Users & Metwork access
Windows
Elip .
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write »
§2 Administrators Qwner
\SRSERVE Read/Write v _|
|
10items 1 item selected I'm having trouble charing E =

Cancel

G Share

3. SessionRecordingZ # LA —RICH T 7+ ILE—%EM L. sharex WS ZrixFiFF£7 (f:
C:\SessionRecording\share),
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] + | SessionRecording

Home Share View [7]
Search Se

« v » ThisPC » Windows (C) » SessionRecording »

Name Date modified Type Size
s Quick access
share

11/25/2020 5:24 AM  File folder
[ Deskiop
¥ Downloads
|2 Documents

&= Pictures
[ This PC

¥ Network

litem  State: 3R Shared |E| =

4, F—hAATENREZETTZO 7 I 4 —%ER L. SessionRecordingsRestoredz s
ZeixftirEd (fl: C:\ SessionRecordingsRestored), 7 #/LE—DFHEAHED [EZAHIE

fR% Session Recording 4 —N\—c H£EL %7, fle LTSRServerl&fERAL. TLB\SRSERVER1S]
EANALET. RILESSEBBETT,

5. SessionRecordingsRestored7 # /L4 —WICH T T # LA —%ER L. sharex WS EFiz
79 (fl: C:\SessionRecordingsRestored\share),

Flg2: otz YR— 93 &5ICBED Session Recording 1 —/N\—%#EmR 73

ZOFIBETIE. BRIEETR— T3 &L 5ICBEFED Session Recording 4 —/N—% 8T 3 5AICDWTEHEAL
9, FlE 7Tl BEFEDIRIEIC Session Recording 4 —/N\—%BMT 3 FIEICOVWTHLLKHBLED,

1. RXAVEBETHYY b ZERL T, Session Recording 4 —N\—icOJ 4> L& 9,

2. [Session Recording r—N\—D7O0/NF ] 2RI £T,
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Windows Server

Citrix
Session Recording Administrator L...
Session Recording Authonzation C...

Server Manager

Session Recording Policy Console

s

Windows
Administrativ...

Session Recording Server Properties

Firefox

=

Google Chrome
Microseft SOL Server 2019

Search
Server Manager

Settings

Windmwe Arreccnnas

s c‘v

A

Windows
PowerShell

™

Task Manager

"

Event Viewer

il
—
Windows
PowerShell ISE

=

Control Panel

File Explorer

3. BE 7 7 MIILEBME L TMETT 50D, FIBE 1ITER L UNC (Universal Naming Convention: iR
BEETRA) XZXEBMLET (CoflTid \\SRSQL\SessionRecording\shares &t
\\SRSQL\SessionRecordingRestored\share), SRSQLIZZ 71 /LY —N—DHKIXALZT

ED
pE
Player & Session Recording # —/\—%ZE LI >IZ1 > X =L L7 WBRD . Session Recording
Player id RS 1 IXFEIERILES (S) 2BENRTI 7L EBETT A
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% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motfications CEIP Logging RE Y| *

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

4SR50 WSession Recording \share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I"-."-.SHSGL“-.Sessil:unHecnrdingsﬂestnred"-share l Browse...

Corca | [IIESB%

4. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\ServerT Session
Recording t—N\—OL X U F—(ZfEZEBML £,

fBn&A1: EnablelLB
EnT—%: 1 (D_WORD. o%b TH%h)
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B Registry Editor

File Edit View Favorites Help
ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer MName Type Data
HKEY_CLASSES ROOT 28] (Default) REG_SZ (value not sct]
2 :E;—Eggii”;f;:?m 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
o SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
- Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnalyt\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
2:?;;:”**”"”””““ ab] LinkSalt REG_SZ kkZoda74
Intel i’ﬁ]LDggnglo(kState REG_DWORD 0x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. Citrix Session Recording R AL = Y%= v—H—EXZBEFHL 7,

FliE 3: Citrix ADC TEREIHEZERT S

Citrix ADC TEESEEBRT 37555182 250 %7, TCP KRZIL—t SSLAT7O—RTH,

TCP N —ZN L TEEIHEZHERT

Ko bARAOZIE. TCPNXZR RN =N L TEADEHEBR T35 EERLTVET,

« Python X—2z®» WebSocket t—/\— (N—=23>1.0) #ERALTV3RBE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 236



Session Recording 2112

i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

VDA ] E
|
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o IS (N—23>2.0) THIX TN TWS WebSocket r—N—%#FRELTVW3EE:

i- Mfé\g? ADG Load Balancing 5
. | e
T HTTPS) TcP ‘ 1301‘ 443 ‘ 80 “ """" *‘ 1301‘ 403 ‘ 80 ‘ ; HTTPS 443
o : SAN Cetificate
MSMQ 1801

Session Recording Server

SAN Certificate

-
. ] @
L |

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

TCP XA —ZN L TEFDH BRI 5ICIE. ROFIRZRITLET:

1. Citrix ADCVPX ¥ > R&Z>RicAQd 4> L& T,

2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DIEIZZEIRL %7
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
System ~ .
I: Settings
Licenses
Settings Modes and Features

Configure Modes

Diagnostics
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow | E )y Configure ADM Parameters

3. [Load Balancing] %i#iRL. [OK] 20Uy L&d,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o IR

4. BERET—N—%ZEBMLET,

[Traffic Management] > [Load Balancing] > [Servers] OlEIZ#ERL. [Add] 22U v L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @
(Q Clck heretorsearchar you can enter ey - Vlue formt 10

NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN

| ¥ sivl @ENABLED 10633255 0

5. WebSocket f —/N\—/\— 3 > 1.0 DiFE. Session Recording ' —/N— & (278 — + 80, 1801, 22334,
443 DBEFSEYT—EXEBML £9. WebSocket r—/N\—/1\— 3> 2.0 ®IFAE. Session Recording
H—N—CTrIZR— bk 80. 1801, 443 nEFIHT—EXZEBML £,

[Traffic Management] > [Load Balancing] > [Services] 0JEIC#ERL. [Add] 22U v o L&Y,

Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services / Services
System b .
Services
AppExpert >
ﬂTraﬂic Management ” Services a Auto Detected Services 0 Internal Services G

Load Balancing | )
I he Add ‘ Statistics | | No action

Virtual Servers

: Click here to search or you can enter Key : Value format
Services O\ e : et :

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes )]
Prionty Load Balancing |E| >
Content Switching @ >

BIIT288FMHT—CEX0RMENALET, [Existing Server] %3ERL. 2—4 v kD Session
Recording —N\—D IP 7 RLZAEEIRL £, &I, B—N—=FOr3J)Le LT [TCP] ZFRL. K—
FESEZANNLET, [OKI 20Uy I LET,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

TCP Z7ORINEZF—%2ZBEBEFHSHRT—ERICINTIVRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

elect Monitor*

Sel
H tcp l]” Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

EERBICHBZRETIAVEIVYILT. BEZREFELET,

Traffic Management / Load Balancing / Services / Services

Services (@]

Services |4 | AutoDetected Sewvices | 0 Intemal Services | 6

[(oa | [eot | [ pete | [ statisics | | [ aqon  ~ Search +
O Name state 1P Address/Domain Name Port Protocol Max Clients. MaxRequests  Cache Type Traffic Domain
m] sn-1-1801 our 10623255 1801 TP o 0 SERVER o
O snv-1-22334 oup 10633255 234 TP 0 0 SERVER 0
O srv-1-443 oup 10633255 T o 0 SERVER o
5] s-1-80 oup 10633255 80 TP o 0 SERVER 0

R— b 22334 oafEsEY —EXi&. WebSocket —N\—N—=23> 1.0 ICOABETY,

6. BESERET—N—ZBML XTI,

WebSocket === 3> 1.0 DBE. ROFIEZERTL T, K— b 80. 443, 1801. 22334 &y
HEURBEY —N—%BIML X9, WebSocket t—/N—/1N—2 3> 2.0 DiEE. R— bk 80, 443, 1801 n&
AREREY —N—%BMLF I, fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers ) ®|:|
Add Edit Delete Enable Disable Statistics Action - Search ~
[m] Name State Effective State IP Address Port Protocol Method Persistence % Health Traffic Domain
a vsrv-80 o ouP 10.633260 80 TCP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/O DOWN [
a vsiv-1801 oUP @UP 10633260 1801 Tcp LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/0 DOWN o
[m] vsrv-443 oupP ouP 10633260 443 TP LEASTBANDWIDTH SOURCEIP % 1UP/0 DOWN o
[m] Vsiv-22334 ouP ®UuP 10.63.3260 22334 TcP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/Q DOWN o

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIERL. [Add] 21 v o
L&,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action
I Load Balancing I i = o
Q:, ck here or you can enter Key : Value format
Virtual Servers
NAME STATE EFFECTIVE STATE IP ADDRESS
Services
. No items
Service Groups
Total 0

Monitors

Metric Tables
Servers
Persistency Groups

Radius Nedes

Priority Load Balancing [

W

Content Switching

TCP 7Ok JJLIZESWT Citrix ADCVIP 7 KL R T, {REH—N—%BML 7,
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

EREY—N—2FLHR— bOBEIET—ERIINAIVRLET, f:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation Downloads

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80 Listen Priority -

Protocol TCP Listen Policy Expression NONE

State ®DOWN Redirection Mode P

IP Address 10.63.32.60 Range 1

Port 80 IPset -

Traffic Domain 0 RHI State PASSIV
AppFlow Logging ENABLI

Retain Connections on Cluster  NO
TCP Probe Port -

Services and Service Groups

A service is a logical representation of an application running on a server.
A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services
Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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Service Binding / Service

Service @3

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4

BESHOBEEZERLET,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Session Recording 2112

Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

E]SDUHCEIP RULE

Time-out {mins)*

2
IPvd Metmask

255 . 285 . 25h
IPvE Mask Length

128

OTHERS

@

7. BXr>3>btO—5—7TCitrix ADCVIP 7RLZOKRR L O—RZERL 9,

2, DNS Manager X
File  Action View Help
s pmEXE = Hm 83
£ DNS Name Type Data Timestamp
hd j LBDC 37m5dc5
v [ F(_erard Lookup Zones j sites
> _;J _msdes.lb.com j_tcp
> = lb.com j_udp
» | Reverse Lookup Zones —
s 7% Trust Points jDDmamDnsZones
. ™ Conditional Forwarders || —JForestDnsZones
Q (same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
Q (same as parent folder) MName Server (MS) Ibdc.lb.com. static
Q(same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
=[S Host (A) 10.63.32.82 static
ElLepoc Host (A) 10,63.32.11 11/19/2020 11:00:00 PM
Host (A) 10.63, 0
E SRServerl Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Q SRServer2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
ElsrsaL Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
QTSVDA Haost (A) 10.63.32.215 11/23/2020 2:00:00 AM
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8. HTTPS &@mT Web Player ic 77+ X9 3Icid. Citrix ADC £ & Session Recording #—/\—®O&EA T
SAN GERRENERATRETH 5 C E 2B L T 2T WV SAN ZERAZICIE. Citrix ADC & & U'& Session
Recording #H —N—DRZLEHM R X1 VEHEENTLET,

n  Certificate >
General Cetals  Certification Path

Show: | <all= e

Field Yalue 6

.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ab. ..
CF‘.L Distribution Paints [1]CRL Distribution Point: Distr. ..
@.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
wvd| Subject Alternative Mame DS Mame=netscaler.lb.com, ...

D umnbprint ceaabf2r434becle 388000904, ..

DMS Mame=netscaler.|b.com
DMS Mame=10.563.32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5RServer 1.lb.caom
DMS Mame=10.63.32.55

IP Address=10.53.32.55

DMS Mame=localhost

Edit Properties... Copy to File...

SSLATO— R TEEDHEERT 5

RO RRAZIE, SSLAT7O—RTCEBEIEZEMRITZHEETRLTVETD,

+ Python X—2®» WebSocket #—/\— (IN\—=23> 1.0) 2FEALTVIIHEE:
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& [F

SAN Certificate

ADC Load Balancing

HTTPS 443
Certificate

]E

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

HTTPS
443

® 0

Client

Certificate

Session Recording Server

o IS (N—>3>2.0) THRRXLETNTWLWS WebSocket r—N\N—%FRAL TLWBIES:

MSMQ
1801
VDA

HTTPS|
—

VDA

ADC Load Balancing

SAN Certificate

TCP |

HTTPS/WebSocket(WSS) 443
Certificate

MSMQ_ 1801
Session Recording Server

HTTPS/WebSocket(WSS)
413

® 0

Client

1. Citrix ADCVPX ¥ > R&Z>2icAd 4> L& T,

Certificate

Session Recording Server
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2. [Configuration] > [System] > [Settings] > [Configure Basic Features] DJEIZERL £,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System [/ Settings
System e .
I: Settings
Licenses
Settings Modes and Features

Configure Modes

Diagnostics
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration >
Authentication 5
Auditing >
SNMP > ADM
AppFlow @ > Configure ADM Parameters

3. [SSL Offloading] ¢ [Load Balancing] #3®#iRL. [OK] #oU v oL %7,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o .

4. aFOBRT—N—%ZBMLEY,

[Traffic Management] > [Load Balancing] > [Servers] OIEIZ#ERL. [Add] 20U v o L&Y,
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
ITrafﬁc Management I g | Add ‘
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format
Virtual Servers
) NAME STATE
Services

. No items
Service Groups

Meniters
Metric Tables
Persistency Groups

Radius Nodes

Priority Load Balancing [ S
Content Switching >

IPADDRESS / DOMAIN

Session Recording #t—N\—0&#iE IP 7RLZXEANFAL. [Create] 227U v o LF7, fi:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BELERBICHZRETAAVEI )y I LT, EEZREFLE T,
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0
25PerPage v P 1 of1

5. BIOFIETIB L =& Session Recording 4 —N—DBEIEH—EXZEBML £9,

%& Session Recording # —N\— IR DEREIET—ERZBML £

+ (WebSocket H—N—N—2 3> 1.0 #EALTVRBEICOAMBE) TCP EZZ—IINTV RT3
R— b 22334 @ SSL &f/mo#8H—E X

e HTTPS E=&#—ICNA Y RENTcR— b 443 0 SSL BRESET—EX

e TCP EZZ—ICNI Y RENfcR— bk 1801 @ TCP &fa8T—EX

Traffic Management / Load Balancing / Services / Services
Services
Services (3] | AutoDetected Sevices (0 Intemal Services | ¢
Statisti rch =
(] Nam: State Port Protocol Max Clients Max Requests Traffic Domain
®e0 vi o =t
O our P
O ouP 7334 L

Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Services /[ Services
System > H
Services
AppExpert >
ﬂ Traffic Management v Services i)  Auto Detected Services 0 Internal Services 6

Load Balancing e
I o8¢ Baancing | e Add ‘ Statistics | | No action

Virtual Servers

- Click here to search or you can enter Key - Value format
Services O\--' ere 10 search or you can emter key . Value Tormat

Service Groups NAME SERVER STATE

Monitors No items
Metric Tables
Servers

Persistency Groups

Radius Nodes @)
Priority Load Balancing |E| »
Content Switching @ >
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(WebSocket F —/N\—/N\—> 3> 1.0 2FERA L TLWBHEEICOHBE) Session Recording F—/N\—CT&
ICR— 1 22334 0 SSL &R SHT—EXZBML T, BEIBEY—EXD&ZFIEANALT [Existing
Server] %#iRL. Session Recording t—N\—o IP 7RLZEBIRL £, RIS, H—N—=7FOrIL
LT [SSL] ##RL. R—+rFES 22334 AL T [OK] ZzoUvoLZET,

frezlE WTFDRI =223y hESRLTLEEI L,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name*
srv-1-22334 @D
Mew Server e Existing Server

Server®

srv-1(10.63.32.55) e

Protocol*

SSL v (D
Port*
22334 @D

» More

o I

TCP £=%2—%. BIML7 SSLAFRIHY —ERICNI Y FLET,
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

% Session Recording #—/\—|ZR— 443 @ SSL BEOE Y —EXZBML 7T, BEFIET—EX
DO&#ENSLT [Existing Server] %3#iRL. Session Recording 4 —/N\—D IP 7 KL 2%#IRL F
Yo RIS F—N—=TOrTJJLe LT [SSL] Z#RL. R—+FES 443 ZANALT [OK] 20Uy o LET,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

HTTPS €E=4#—%. BML7 SSL BT —EXICNI Y RLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

%& Session Recording #—/\—(Z7/R— 1801 ® TCP &R 4 —EXZEBML £5, BEIHYT—E
2D&‘ENSILT [Existing Server] %3®iRL. Session Recording 4 —/N\—d IP 7 KL 2 %:&RL

9. RIS, —=N=7OrT)L LT [TCP] ZEFERL. R—+HES 1801 ZAALT [OK] 2o Uvs
LET,
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentat

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

TCP =% —%. BMLETCP BF/AMT—EXICNIVRLET,
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (WebSocket t—/N—N—2 3> 1.0 # AL TVWIEAICOIANE) R—+ 22334 0 SSL BFHEY—
EXZEICHTTP Z7O7 71 IL%EBML £,

[System] > [Profiles] > [HTTP Profiles] DIEISERL. [Add] 20U v o L%ET,
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
Settines TCP Profiles 13 HTTP Profiles @E]) | Database Profiles = 0 SSL Profil
Diagnostics Add
High Availability b
MTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v vy
User Administration > nshttp_default_internal_apps v v
Authentication >
Total 3

Auditing >
SNMP b

[Enable WebSocket connections] ¥t v 7Ry I X%&EFVICL. HOBEICDOVWTIFT I AILLDF
FICLZEY,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams
100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20
HTTP/2 Maximum Header List Size
24576

HTTP/2 Maximum Ping Frames Per Minute

HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid
| Drop extra CRLF

Drop extra data from server

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enable WebSocket connections (D |

| HTTPWeblogging

Drop invalid HTTP requests
Mark TRACE Reguests as Invz
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

Adaptive Timeout

HTTP ZO7 71L& FiEANALE£T (ffl: websocket_SSL),

R— b 22334 O0F SSL BESHY —EXICRD &Y (f: srv-1-22334), [+Profiles] 22Uy oL
9,
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cifrix ADC VPX (1000) HA Status

Dashboard Canfiguration Reporting Documentation Downloads

G Load Balancing Service

Basic Settings

Service Name srv-1-22334 Traffic Domain 0

Server Name srv-1 Number of Active Connections -
IP Address 10.63.32.55 Hash ID -
Server State ®DOWN Server 1D None
Protocol SSL Clear Text Port -
Port 22334 Cache Type SERVER
Comments Cacheable NO
Health Monitoring YES
AppFlow Logging ENAELED

Monitering Connection Close Bit NONE

Service Settings

Sure Connect Use Source P Address  NO
Surge Protection  OFF Client Keep-Alive NO
Use Proxy Port YES TCP Buffering NO

Mot configured

Partition ..
default

nsroot

o]

/ Help

Advanced Settings

+ Thresholds & Timeouts

+ Profiles

+ Policies

4+ SSL Profile

4+ SSL Policies

+ Certificate

HTTP ZO7 7rJL (ffl: websocket_SSL) #:&RL. [OK]. [Done]l DJEICZU Y I LET,

Profiles
Met Profile

w | 4+
TCP Profile

w | 4+
HTTP Profile

websocket 550 1 +

DM5 Profile Mame

L

Done

7. (WebSocket H—/N\—N—23> 2.0 2FEAL TV IIBEICOHBE) R— b 443 O SSL BREL/ET—E X

CCICHTTP 707 71 )LZEBML £,

8. RXr>1>tO—5—TCitrix ADCVIP 7 RL ZDHRRX ML O—REERL £J,
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E:, DMS Manager

File  Action View Help

e« | HEXE= Hml 8 86

2 DNS

v

~ § Leoc

Forward Lockup Zones
=) _msdeslb.com
=/ lb.com

" Reverse Lookup Zones

Trust Points.
Conditional Forwarders

Narne

_P—_Lmsdcs

j_sites

—tep

i
jDomamDnsZones
:]FnrestDnsZnnes
E—|(same as parent folder)
E—l(same as parent folder)
E—l(same as parent folder)
Elibdc

ElLeopc

E-| SRServerd
ElsrsaL
ElTsvoa

Type

Start of Authority (SOA)
Mame Server (MN5)

Host (A)

Host (A)

Host (A)

Host (A)
Host (&)
Host (A}
Host (A)

Data

[47], Ibdc.lb.com., hostma...

lbdc.lb.com.
10.63.32.82
10.63.32.82
10.63.32.1
10.63.32.60
10.63.32.55
10.63.32.68
10.63.32.91
10.63.32.215

Timestamp

static

static

11/18/2020 2:00:00 AM
static

11/19/2020 11:00:00 PM

11/18/2020 2:00:00 AM
11/18/2020 11:00:00 PM
11/23/2020 3:00:00 AM
11/23/2020 2:00:00 AM

9. BESEIREY —N—ZEBMLET,

Citrix ADCVIP 7 R L X T, ROBHEDEREBT —N—ZEBML £,

o (WebSocket r—/N—N—2 3> 1.0 ZERAL TV RIBAICOAKE)

BESBREY—/N—
o SSLICEDCR—+ 443 oafmmaiirBy —/1N—
o TCPICEDC/R— b 1801 o&afmasREAY —/N—

freziF. WTFORIV =223y bSRLTIETL,
Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Statistics Acion -
(] Name State Effective State 1P Address Port
[m] oup our 1801
(] oup oup 44
o oup our 23

Method Persistence

% Health

SSLICED<R—+ 22334 D

[Traffic Management] > [Load Balancing] > [Virtual Server] ®JEIZ#EIRL. [Add] #21)v o

L£Y,
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ciftrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q Se Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert
iTrafﬁc Management | e | Add ‘ ‘ Statistics ‘ | Select Action v

I Load Balancing I b o
Q) Click here to search or you can enter Key : Value format
Virtual Servers
NAME

= STATE EFFECTIVE STATE IP ADDRESS
Services

Service Groups Nottems
Menitors ToEl@
Metric Tables
Servers

Persistency Groups

Radius Nodes

Priority Load Balancing [

W

Content Switching

Citrix ADCVIP 7 FL X T, &REY—N—%ZBMLEY, T—N—BZAHL. TCP £71% SSL Z:E&RL
T, PO THALILELSICEEY B R— FESZERLEY,

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server
Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publ;
network (WAN), the VIP is usually a private (ICANN non-routable) IP address
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsry-80 @
Protocol*

TCP v ®
IP Address Type*

IP Address v
IP Address*

10 63 32 60 ®

BREY—N—ZBELR—- ~OBFIEY —EXICNT Y RFLET, A
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B2 bk

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R— b 22334 0ERSET —E . WebSocket H—N—N—T 3> 1.0 2ERTZHEICOHH

2T,

BENBOEEEZERLET,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

BIREY —N—TN— XTI X% B LET, N—2XTVRXZ214 T2 LTSOURCEIP ##iR95 %
PEIOLET, sFLLIE TNN—2XTFT UV RDEE] 2BBLTLLETL,
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)
Time-out (mins)*
2

IPv4 Metmask

255

(]
Ma
£
]
Ma
[
tn

25
IPvE Mask Length
128

(WebSocket #t—=/N—N—2 3> 1.0 2R L TV IIBARICOHBE) R— b 22334 oBFSHEREY —N
—QHTTP 707 71 )LZEML £,

Profiles x
A profile is a collection of settings that can be applied to a MetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ ~ ||ﬂ| | [websucket_SSL \'I| + || /’|

TCP Profile DB Profile

| v+l E3d

LB Profile DN5 Profile Name

| d E3(P2 *| 4]

10. Citrix ADCIcH 7>z o bDjIE (SAN) FEBAEZ A VX b—ILLE T,

53T 510818 (CA) h'5 PEM 2> SAN SEFAE % BN L £ 9. [Traffic Management] > [SSL]
> [Server Certificate Wizard] ®JEIZEIRL T, Citrix ADC OiFFRZE S K UMBEF—D T 71 /L& Hi
LT7y7O—RLZEFY,

FL<IE TSSLEAEEAZE ) Z28RL TS L,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

Choose File w ‘Ihcard.cer |

Key File Name™

| Choose File w ‘Ihcarr:l.kegrr |

Password™

[....| ]

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. SANEBARE%Z& SSL 8FEDBREY —N—ICNTYFLET,

[Traffic Management] > [Load Balancing] > [Virtual Servers] DJBIZZ#IRL £9, &iZ. SSL
BREIBREY—N—%%IRL. [Server Certificate] 0V v o L £,
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

giiRd SAN sERAEZEBML. [Bind]l 22U v L&Y,

FlE4: BESEEYR— T3 & 5ICEEED Session Recording Agent 2R 3

1. RXAVEBETHYY baFERL T, Session Recording Agent icOos 4> L £,
2. Session Recording Agent 0 7ONF« #FT £,

3. TCP & T Microsoft Message Queuing (MSMQ) %R 3B Ed. COFIEERITL TSI,
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[Session Recording Server] 7R 2 XIZ Citrix ADCVIP 7 RL DB R X1 B ANALET,

@) Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

%& Session Recording # — /\ — £ T, HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parametersic®3IgnoreOSNameValidationd DWORD f&IC1%EBML THREL F
¥, #L <IE. Knowledge Center diEECTX248554% 8B L T 2T L,

4. MSMQ over HTTP F 713 MSMQ over HTTPS 2R ¥ 315513, COFIEZRITLTLIET W,

(COFIBARTLTWREEIFZAFvS) RXr>a>+O—5—7TCitrix ADCVIP PRLZDRZX kL O

—RzERLEY,
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2, DNS Manager

File  Action View Help

= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
~ o LBDC T_msdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

& Session Recording ¥ —/\—T.powershell.exe -file SrServerConfigurationSync

.psl -Action AddRedirection - ADCHost <ADCHost>aw > K% %17 L T. Citrix
ADCHh5O0—ANLKRIMMIVAALY FEBIMLEY, <ADCHost>& Citrix ADCVIP 7 R L 2D Z£1(E
MiRXAYBTT, UFALI LTIl (fl: sr_lb_map.xml) AC:\Windows\System32\

msmg\MappinglicEMIh £ ¥,

E¥ Administrator: PowerShell

rverConfigurationsync.ps

1b_map.xml

er.lb.com

i*: PowerShell.exe #%179 5 &, SrServerConfigurationSync.pslhFEET 37 +)L4

—ICBEBLET,

[Session Recording Server] R < ZIZ Citrix ADCVIP 7 RL XDZLBM R X1 V&EANHLET,
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1
[%> Session Recording Agent Properties — 4

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocol: HTTP ~
HTTRHTTPS port: Default ~
Port Number:

Message life specifies the period during which data remains in the
Message gueLe.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS ~
HTTR/HTTPS port: Custom ~
Port Number

Corcel | [ sy

FIES: BRESEEYR— T3 & 5ICEEED Session Recording Player Z#m 9 %

Session Recording Player > R—3%> bZ A Y X b—ILLIEY L VT EHI iz Session Recording #—
N—r LTCitrix ADCVIP 7 K L X %7=i& Citrix ADCVIP O£ K X1 > Z=ZBML X7,

FIE 6: BMFEADEEFED Session Recording # —/\—TEEDEIEET 2N E SN ERERT S
1. Citrixfrf8twv>a>vzR@#L£7,

2. Ly 3 EBRETIZINESHZEHEALE T,
3. Web Player & Session Recording Player '$R& 7 7 1 L2 BETI3HhE SHhERRBL 7,

FIE 7: Session Recording 4+—/\—%iBiI¥ %

1. AL RXAUICRS vz #ERH L. Session Recording #—/N\—E¥a—JL & Session Recording &0
TJEIa—INDIHEIIVICA VA R=ILLET,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. BEF0 Session Recording # —N—YELTF—2X—XB&FEAL £, i
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Citrix Virtual Apps and Desktops 7
Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

Enable Administrator Logging
This option enables the Session Recording Administrator Logging service,

Enable mandatary blacking
This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. IVYDRY T—UT7AT A= L2 BEMLET,

4. Session Recording 7 —4#~X—X % > X k—JL L7 SQL Server T. §RT®D Session Recording #—
N=I > T7ho> kEHEE Session Recording ¥ —4#~RX—ZIZBiML. db_owneri&ERzE O YT
Io fil:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | 3 - -2 i | 2 New Query JB [ f £ 65 ull | - - | | | Generic Debugger -
=Rl v X @ Database User - B\SRSERVERZS - 0o X
Connect~ ¥ *¥ (VIS P T sermt = © b
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
= Security I |dbc |
= Users
&3 dbo
&7 guest Connection
&2 INFORMATION_S Server
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& sy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys
Always Encrypted Ke Ready
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - Canesl
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. #L L Session Recording r—N—D< > >7ho > b (l: LB\SRServer2$) &. SEDOKMIBFT
BLVETTAINE— (ffl: SessionRecordingskt*SessionRecordingsRestored) @
MAHMD [EEFAHEREHEELET, RILESSIIBETT,

6. FIE3%4DIRL T, #L L Session Recording f —N—AO&BRESHY —EXZEML. BEEFEOREY—
N—ZHREL T, BESHT—EXIINA Y FZEBMLET, REY-—N—ZEBNT2HEIHD FHA. I
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. Session Recording &R > Y — )LD 7 7 1 )LSessionRecordingAzManStore. xml% Bk
Zd Session Recording #—/N\—h' 5% L L Session Recording 4 —/N\—icJE—L %9, 771l
<Session Recording Server 1installation path>\App_Dataicéb %7,

8. # L L Session Recording #—/\Y—IZ MSMQ over HTTP % 7z1& MSMQ over HTTPS /B9 3 ICId.
ROFIE#ERITL T, BHAEWMAEL TL 3 Session Recording —N—DL PR MUBRER A VR—ELET,

Bt %7 @ Session Recording # — /\ — (fl: SRServerl) T. powershell.exe -file
SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >
OV RERFTFTLET, TTT<KADCHost> &, Citrix ADCVIP 7 RL RDFZLEM K XA > & T, TV
ZAR=—bENFELIPR MU T 7o)l SrServerConfig. reghEmangd,

SrServerConfig.regZ 7 JL%&# L\ Session Recording —/N\—icdJE—L.powershell.

exe -file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost>avx > k% xRfTL %79, EnableLB f&i&. HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server# L \L Session Recording 4 —/\—aDL TR
bUE—ZBMEIh. sr_lb_map.xml7 7 J)LiEC: \Windows\System32\msmg\Mapping
DTFICEMENET,

9. FlE%#4DIRL T, Bl Session Recording H—/\—%BIIL £7,
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cSIdNWNoa—Fa>T
+ Session Recording #—/N—|C CNAME L O— R £/ Id ALIAS LO— R %2 ERT3HBE. Ty avidi
BINFHA. 2L <IE. Knowledge Center mzEECTX248554% BB L T LT,

e BEIZ 7AILIEO—NIICEATEITETHA. UNCNHNRICHBHTZCIETEEFEA. COMBEICTLT B
i&. Citrix Session Recording Z L —I Y32 —2 v —H—EXOBBE— FZ B8 (BIEH®K) ICEEL
9,

Azure T® Session Recording @R & B9

February 20, 2024

GlEes

« Citrix Virtual Apps and Desktops HBEIC Azure (21 > X k—ILEINTWB,
o« Azure 7Ho Y bERF>TWVWS,

FiE 1: Citrix Virtual Apps and Desktops > X F—5—% Azure {7 v 70— K93
7
Citrix 7 hw > bERBHREER L T, Citrix Virtual Apps and Desktops 4o > O—RR—JIZT7 o0&
ZALT HEOISO 771)L%E Azure D VM A D> O—-R93581F. FIEL1ZXFyFLTLRZEL,

1. Azure PortalT [general-purposev2] X bL—S7HU Y MEERL. TIAIL DN T A—I 2V RAD
BETH2 [Standard] OoFFICLET,

Azure Storage ADTRTOT I RIF. ARL—2THOY R Z2BHLED,
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

AR LA U L YA L LA U VA [ YA 1 IS S I 0§ IR R LA Ry Al L A LAy S URA ARy S i

redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.
Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * | (s) East us v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. HILWRAML—T7H9 Y MC#EEIL. [Blob service]l] £ 3> T [Containers] ##EiRL T T 7
ERRL £,
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= Microsoft Azure O Search resources, services, and docs (G+/) iEs) @ & 2 ©

tome > (D
— [ | Containers  # -

Storage account

[0 search (ctrl+) | « v O Refresh

Access Keys

Search containers by prefix ° Show deleted containers
Geo-replication

L)
@ CORs Name Last modified Public access level Lease state

Configuration You don't have any containers yet. Click '+ Container’ to get started.

Encryption

® o

Shared access signature
Networking

Security

e d

Static website

1! Properties

A Locks

Blob service

B Custom domain
@ Data protection
& Object replication
& Azure CON

3  Add Azure Search

3. Citrix Virtual Apps and Desktops 1 ¥ Z k=S5 —% > FHIC7y FO—RLFT,

= Microsoft Azure P Search resources, services, and docs (G+/) e [‘9 33 ? ©
Home > yuchunjstg1 > Upload blob x
— yuchunblob/
Container Files O
[0 search (ctrl+)) | « T Upload (3 Changeaccesslevel () Refresh | [i] Delete | 2> Changet & Acquir ¢ ¥ | Citrix Virtual_Apps_and Desktops_.. \E

F1 Overview Authentication method: Access key (Switch to Azure AD User Account) [ Overwrite i files already exist

Location: yuchunblob
A2 Access Control (IAM)

Search blobs by prefix (case-sensitive) | ¢ v Advanced
Settings
@ Shared access signature Name Modified Access tier Blob type Size T
Access policy No results -
1l Properties
O Metadata

FlE 2: Azure ;R—%)JL T SQL Managed Instance = {Ef{d %

LK Azure SQL YR =Y RA Y 2R EZ Y ZDEREBRB LT IET L,

FIE 3: Azure REE<> > (VM) Z{ERY 3

[Image] T [Windows Server 2019 Datacenter -Genl] %:#RL. [Size] T [Standard_D4as_v4 -4
vcpus, 16GiB memory] %#IRL £9, 5L <&, TAzure Portal © Windows Ri8< > > % Efi 3 %1 BBL
TLRE L,
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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FIg4: VE— TR~y FICL. Citrix Virtual Apps and Desktops - > X k—5—% Azure i

7w7O—R9$3

Pt e R e

— x
T Upload (3 Change accesslevel () Refresh [ Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
B3 overview DL nt)
A2 Access Control (IAM)
| search blobs by prefix (case-sensitive) ° Show deleted blobs

Settings
@ Shared access signature Name Modified Access tier Blob type size Lease state

Access polic %) Citrix_Virtual_Apps_and_Desktops_7_2012.iso 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 Viewsedit
I
O Metadata

25 Properties

@ Generate SAS

7N View previous versions
7 View snapshots

(5 Create snapshot

2 Change tier

& Acquire lease

[i] Delete

FIES5: 1> XA —5—%RfTLT. Azure VM (C Session Recording O R—%x> bE1 >V =)L

ERS)

2L <&, TSession Recording Administration I R—%> FDA > X k=)L) #BBLTLEIL,

FE6: BFEEREFETSZ-0D Azure 7 71 ILEEZER TS

BEZREFET SO0 Azure 7 7 1 IVEBZER T BICIE. ROFIEZERTLET:

1. Azure PortalT. AL =7 AT Y REERLTH S, Azure 771 IILEEZERL £,

4w I RE—RHA RICDWTIE. Azure Portal 2R L7Azure 7 7 1 LEBEDER S L UV EEE B

LTLRT W, RDOKRIF. B ITREESEHDEHTI

185770 0% Session Session
BRI 7Y EINfcty> TraAEELZ TrAaIHEEBES Recordingtt— Recording #—
1 X (MB/BSR) 3 ># 17 +—% (TB) N—D N=—DHA X
6.37 ki 1,000 X% HDD Standard 2 1 Standard
(StorageV2) D4as_v4
6.37 ki 1,000~2,000 SSD Premium 3 1 Standard
D4as_v4
6.37 ki 2,000~3,000 SSD Premium 5 1 Standard
D4as_v4
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RE 77 MILY
11X (MB/BRS)

6.37 Kt

%10

410

410

1BH=bniE
Binftty>
EDZ ¢

3,000~4,000
1,000 K&
1,000~2,500

2,500~4,000

Tr71IEES
17

SSD Premium

HDD Standard
(StorageV2)
SSD Premium

SSD Premium

T AINEES
#—%5 (TB)

6

3

6

10

Session
Recording t—
N—0D¥

Session
Recording #—
N—DH1X

Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4
Standard
D4as_v4

T7IINHEEI+—2E. 1BHD SEM. 11BAHD 23 EBXH. FBRE 771/l 1 HBOFREHM
ICEDVWTEHEINE T,

2. Session Recording #f—/N\—% 1 Y b—JLLTHRZ MZ. Azure 7 7 1 IILHBOEEIER=ZEML T,

a) BEHBrLTCOYYR7OY 7 h%EFHL. KRS J% <Sesion Recording #—/\—®/{ X >\Bin

TN —ICEELE Y,

F 7 # JL b T . Session Recording # — /N — {&C:\Program Files\Citrix\
SessionRecording\Serveric1 X b—=ILINTLET,

b) 'SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName> <ac-
cesskey>| OV RERITLET,

REHOEKIIADESDTY,

- <storageaccountname> (3. Azure DX L —CTHTY FDOREFTY,
+ <filessharename> (3. X FL—ST7HUY MIEEFNZ T 71 ILEBDRRITY,
+ <accesskey> (&, T MILEEADTILRIFERATEZANL—STHUY FF—TT,

ZAbL=UFHATY bFE—ZEUST B RO 2 DDFENHBDFT:

o« ARL=CTAHIYREF—IE. TFAILHEER=D [Connect] 7rdY% VU I LIS

ICRTFENBEGXFIINSIIETEE I,
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1docs (G+/)
Connect X
i sessmnrecordlngs sessionrecordings
SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS

Settings No files found. —_—
m
Il properties To connect to this Azure file share from Windows, choose from the following

authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup [z o
Monitoring Authentication method

QO Active Directory

Al Metrics
@ Storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {

# Save the password so the drive will persist on reboot

Juser:“Azure
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

fR=—SOEROFES—>a>ilHB [Access keys] =0 1) v o LT,

s AL —=CTHIY
TAODF—ZRISTBEHTEERY,

AkL—=2
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

c) Session Recording #f—/N\—% 1 > h—JLL7RZ MZ. Azure 771 L HEBEIY TV FLET,

[Session Recording ¥ —N\—7O/N7 ] #EIT £,

(t&#iZFR] 27T (LB 20Uy o L&ET,

RO TUNC /XX ZANAL %7 :\\<storageaccountname>.file.core.windows.net\<filessharena

BET 71N ERETBIIHEAELT. T7MINHBOTICH BT T IAINA—%2BELET. €5
¥ 3. Session Recording 4 —N—H'BEMICH T 7+ ILF—Z R L £ T,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

V. [Z70IEMTAINE =] 414700 Ry V2T [OK] 20Uy o LEY,
v. [Session Recording —N\—07ONT<] D> rUT [BRE] 20Uy o LET,
vi. (BR] I L—FRRIChR-750 [OK] 20Uy I LET,

vii. SessionRecording R L —IYX—J v —H—EXEZBEFHITIL5ROSNLS. [BW] =
Vv LET,

Session Recording Server Properties

The “Citrix 5ession Recording 5torage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Yes Mo

FIET: O—RNZ>H—ZEMT S

B D Session Recording # —N—HDH2HE. TNSORICO— RN UH—%BINT3 = H8DLET,
Azure TlE. b7 vV EROBREDHEZITZHOF T a VHSHARINTVEY, COtEI>a YT
Azure T Citrix ADC. Azure Load Balancer. Azure Application Gateway # {95 7Ot XIZDWTEHAL
9,
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F 73> 1: Azure T Citrix ADCVPX ¥ > X2V X %Z1EKT B

1. Azure PortalT. &R v o XIZ TCitrix ADC1 EANHILET,

2 drixanc

Services Marketplace Seeall

Rece oy |ivenrena Broadcast By Citrix ADC

Name Resources B4 Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

No results were found.

yu 2w seconds ago
By Citrix ADC VPX FIPS

(%) yu 3w seconds ago
Documentation See all

= yu minutes ago
Tutorial: Azure Active Directory single sign-on ..

@ = ) ) minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& § Azure AD secure hybrid access | Microsoft Docs R29°

4> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

&1 No results were found. 1eeks ago

= leeks ago

Didn't find what you were looking for?
, e " o+ oo

() s Try searching in Activity Log g

> Vb & Try searching in Azure Active Directory 10nth ago

(%) in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. [Citrix ADC VPX Bring Your Own License] 75> #%3%iRL. [Create] 0V v oL %7,

(= voootawe [ g ® 6 2

Home >

Citrix ADC  »

Citrix

Citrix ADC o add 1o ravorites
Citrix

cifrix. 00 0 ratings)

Azure benefit eligible 7

Select a plan | Citrix ADC VPX Bring Your Own License

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business’ unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a c izati system, and or ion and automation for
applications across cloud or hybrid environments for greater agilty. Citrixs all-in-one solution brings point solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.

o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.

Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

o Famtealinad Mamamamants St malis hobeid o danlamant aaciar tn manamn sith ~ cinsla nana et neaidac

i misbmmatin Amraee All v fartare

3. DY—RIN—T&EREIIMER L. [Basics] 2T THOREEITVE T,

4. [VM Configurations] Z®EL 9,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
05 disk type (D (“ Premium_LRS
i i (o)
Assign Public IP (Management) © (@) Yes
) ) i ) @
Assign Public IP (Client traffic) @ (®) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5. BBIZRLT. Ry b7 —UREEBRBELIVEBELE T, NTUvIFER— I [ssh(22), http
(80), https (443)] %=#ERL %7,
REXY b7 —OHBEBMICERINE T, Session Recording IREMBEICT > X F—ILETNTWVWBIHEIE.
ZOREBRY hT—0 e —N—DOH T2y FREZFEATIT XY,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© O o
Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. [Next: Review + create] =42 1) w2 LT Citrix ADCVPX ¥ > X2 > X %Z e L. BEFARTT30%EF
5%,
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. 7%y ;IP (SNIP) 7RL X Citrix ADCVIP 7 RLRZRE LY Ty b EICEEL £ T,

SNIP7RLZREVIP7RLRIZELT Txy b EICHZBENRHD £T. COBITIE VIP 7 RL X% SNIP
TRLROY TRy FEICRELET,

a) citrix-adc-vpx R8> > EELELET,

b) VIP7RLROYTxy bEEBELET,
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Microsoft Azure

citrix-adc-vpx-nic11

Home > srib )|

Network interface

|p Search (Ctrl+)) ‘ «

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

+ add B

IP forwarding settings

IP forwarding
Virtual network

IP configurations

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

£ adc

citrix-adc-vpx-nic11 | IP configurations

O Refresh

Enabled)

srazureautovnet

‘ P search IP configurations

Name IP Version

vip IPv4

Type Private IP address Public IP address

Primary 192.168.2.4 (Dynamic)

Unassigned (citrix-adc-vpx-vip)

Home > srlb > citrix-adc-vpx-nicl1

citrix-adc-vpx-nic11 | IP configurations

Network interface

«
@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations

B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Add|

X Discard O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

IP forwarding
Virtual network

IP configurations

Subnet *

Enabled :'

srazureautovnet

srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version

vip 1Pv4

Type Private IP address Public IP address

Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)

c) citrix-adc-vpx REY> > & EEL 7,

* 7> 3> 2: Azure Load Balancer =3 3

Azure Load Balancer iZ. TCP /XX ZIL—H—EXTY, XDORIE. TCP NXXIL—IC L3 EBEHEERLTVLE

ERS
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sricpruled43

/ \
/ srtcprule80

LoadBalancerFront...

sricprule22334 -

', - /
M, - -

\“\gncpru le SQ}’;

1. Azure Load Balancer #fEf L £

a) Azure Portal T#&Z L. [Marketplace]

SR-Server

SR-5erver?2

SRBackendPool

T [Load Balancers] ##RL £7,

= Microsoft Azure £ load balancer

YuchunJiang@citrix.com 7|
aTRIX

B & Q &

? ©

Services

Azure servic
& Load balancers

+ Load balancing - help me choose (Preview)

Create a
resource

Application gateways
pp gateway:
@ Front Doors
(@ Web Application Firewall policies (WAF)
# CloudAMQP
Recent resot
# CloudMonix
Name & Workload Insights
@ srappavi | = CloudSimple Nodes

€S CloudSimple Services
(%) yuchunjiang

& SRloadBalan =>0Ures

No results were found,
4> SRVnet

(%) srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— % Try searching in Azure Active Directol
= asfazuretests 9 Y
(8) srazureauto | Searching al subscrptions. Change

4> VNet-hubtest

[Create load balancer] x—>®

Seeall Marketplace Seeall

9 KogSistem Azure Load Balancer Management

Y Load Balancer / ADC

9

Y aiScaler Load Balancer & Site Acceleration
More services

£ Ishlangu Load Balancer ADC IS-5000 (5Gbps)

Documentation See all

Load Balancer | Microsoft Docs

What is Azure Load Balancer? - Azure Load Balancer
Azure Load Balancer concepts | Microsoft Docs
Quickstart: Create a public load balancer - Azure portal .
Resource Groups

No results were found

Virtual network amonth ago

[Basics] ZT7T. RORDEHBDICHELET:

RIE

&

Subscription
Resource group
Zal

=3y

SKU

BTV T avEBRLET,
fee zid micfER L7 [sribtest] Z:ZERL £,
r'SRLoadBalance; * N/JL %7,

[(US) East US] %=:®IRL %7,

[Internal] zERL &7,

[Standard] %&RL %7,
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RE &

ARy bT—2 7o ZIE. mIICER L 7= [srazureautovnet] #%:%iR
LE7,

Subnet =& 2. BCtERL L 7= [srazureautosubnet] #%3%

IP address assignment

Availability zone

RLEYS

[Dynamic] #ERL %7,

[Zone-redundant] %##RL £7,

e

Home >

Create load balancer

15 accessible via pUbiC ¥ addresses, or INternal where It 15 only accessible from a virtual network, Azure 102d Dalancers also
support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

Mame *
Region *
Type* @

SKU* (@

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

< Previous

| cse-dev-03-ca

A
|
| sribtest ~ |
Create new

| SRLoadBalance J|
| (US) East US v |

O Basic Standard

o Standard Load Balancer is secure by default. This means Network Security
Groups (N5Gs) are used to explicitly permit and whitelist allowed traffic. If you
do not have an NSG on a subnet or NIC of your virtual machine resource,
traffic is not allowed to reach this resource. Please configure an NSG to ensure
communication if needed. For outbound cemmunication, an explicit
outbound rule is needed. Learn more about outbound connectivity &

| srazureautovnet

v ]
| srazureautosubnet (192.168.1.0/24) v |
Manage subnet configuration
O Static @ Dynamic
| Zone-redundant v

Mext : Tags > Download a template for automation

b) NwOIIYRT=I. ARTFO-T, BEASBOBRAHREDOO—RNS Y —UY—I%BINLET,
e NwUIVRT—I)LZEBMLET,
Y =YX bH5, FERLEEO—RNS Y —%8IRL. EfloFES—>3>T [Backend
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pools] 22w o L&9d, [Add] 20Uy I LT NyIIVRT—ILZEBMLET,

Ll e ey

Home >] SRLoadBalanc

SRLoadBalance | Backend pools

Load balancer

£ Search (Ctrl+)) «

& Overview

B Backend pool Virtual machine Virtual machine status
Activity log

No results
Ao Access control (IAM])

® Tags

/? Diagnose and solve problems

Settings

B Frontend IP configuration

' Health probes

7= Load balancing rules
B Inbound NAT rules
Il Properties

B Locks

Menitoring

K Alerts

fil Metrics

@ Insights
Automation

Za Tasks (preview)

! Export template

MLWNY I IV R T—ILOEFIZNADLTH S, [Add] 20y oLET,
£ Search resources, services, and docs (G+/)

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|

Name * | SRBackendPoal I 4
|

Virtual network (@) srazureautovnet (sribtest)

1P version ® 1pus

O v

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or ne public IP configuration.
All 1P configurations must be on the same virtual network.

Virtual machine Ty IP Configuration Ty Availability set Ty

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

@ o virtual machine scale set is found in eastus that matches the above criteria

|

e NLZRFO—-TZEMLEY,
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DY —=RUZED5, ERRLIEO—RNS U —%BRL. EAOFES—> 3> T [Health

probes] #0 Uy o L%Y,

p e e e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

P Search (Ctrl+/) « t add

& overview |P Search probes

Activity log Name
Ao, Access control (IAM) No results,
¢ Tags

Z? Diagnose and solve problems
Settings

& Frontend IP configuration

% Backend pools

robes

Y= Load balancing rules
Ed inbound NAT rules
il Properties

E| Locks

Monitoring
BN Alerts
fil Metrics
9 Insights

Automation

% Tasks (preview)

' Export template

Support + troubleshooting

4 Protocol 1y Port

[Add] 22U wv o LT, R—k 80, 22334, 1801, 443 icAILRTFO—-TZEBML £,

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

[ search (cui+n | « 4+ add O refresh

Settings 5
o .2 Fitter by name.
2 Frontend IP configuration Name

8 Backen
Backend pools SRHealthProbe1801

T Health probes
SRHealthProbe22334

= Load balancing rules
SRHealthProbed43

B inbound NAT rules
SRHealthProbe80

Il Properties

B Locks

Monitoring

& Diagnostic settings

# Logs

B Alerts

Al Metrics

@ Insights

Automation

s Tasks (preview)

) Exoort temolate

Protocol

e

cp

e

cp

Used By

SRICPRule1801

SRICPRule22334

SRICPRule443

SRICPRule80

ferzid. ROBFEZFEAL T R—F 80 ICAILRTO-TZERLFT,

fig

'SRHealthProbe80, “ ANALZ9,

[TCP] ZBRL £ Y,
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RE &

R—F r80; ALY,

Interval 5

Unhealthy threshold VMABERETHZ LHMEINBZFICHRTRET S, ER

BRLEIVME, FEHITZTO-TIS5—08HL LT,
272 ERLE T,

= Microsoft Azure 2 Search resources, services, and docs {(G+/)

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance
Save >< Discard

Name *
pscill

i Delete

|l sreealtherobeso] |
e |

Protocol ()

TP v
Port* ©
(L2 | |
| 1

Interval * @

E |

seconds

Unhealthy threshold * @

[2

Used by @
Mot used

consecutive failures

s BESBORAZEMLET,
DY —=RUZ M5 ERELEO—-RNSOH—%FIRL. £AOFES—> 3> T [Load
balancingrules] #27U v 2o L9, [Add] 20U vo LT, BEISBORKRANZEML F7,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules

-
-

| 2 search load balancing rules

Load balancer

|,D Search (Ctrl+/)

Q Overview

Activity log Name 4 Load balancing rule

Ao Access control (1AM} No results.
€ Tags

pa Diagnose and solve problems
Settings

B Frontend IP configuration

B} Backend pools

T Health probes

Bl inbound NAT rules

Il Properties

E| Locks

Moenitoring

R plerts

fd Metrics

@ Insights

Automation

% Tasks (preview)

5! Export template
Support + troubleshooting

[Add] =2y o LT, R— 80,

= Microsoft Azure

22334, 1801. 443 o&EIHORAZEML 9,

0 search resources, services, and docs (G+/)

Home > SRLoadBalance

= SRLoadBalance | Load balancing rules - x

Load balancer
+ add

O search (Ctrl+/) «

Settings [ search load balancing rules

B Frontend IP configuration
®/ Backend pools

Health probes

Load balancing rules

Inbound NAT rules

=K i =

Properties

B Locks

z

onitoring
& Diagnostic settings
#® Logs
W plerts

Wil Metrics

@ Insights
Automation
i Tasks (preview)

) Export template

e ziE. ROBREZFEAL T, K-+ 80 DAFIHMORAZERLET,

Name N
SRTCPRule1801

SRTCPRule22334

SRTCPRule443

SRTCPRule8O

Load balancing rule
SRTCPRule1801 (TCP/1801)
SRTCPRule22334 (TCP/22334)
SRTCPRule443 (TCP/443)

SRTCPRuleS0 (TCP/80)

N
2

Backend pool
SRBackendPool
SRBackendPool
SRBackendPool

SRBackendPool

N
2

Health probe N
SRHealthProbe1801

SRHealthProbe22334

SRHealthProbed43

SRHealthProbe80

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

299



Session Recording 2112

E

s

Bl

IP Version

Frontend IP address
JOokr3dlL

R—b

Backend port
Backend pool

Health probe

Session persistence
Idle timeout (minutes)

TCP reset

EETRY T —2UF7 RL XXM (SNAT)

&

TSRTCPRule80; HrXrD&FIZANILET,
[IPv4] Z#ERLZE T,
[LoadBalancerFrontEnd] %i#RL %7,
[TCP] Z#RL XY,

80 U ANALZET,

801 U ANALZET,

[SRBackendPool] #3ERL %7,
[SRHealthProbe80] %#:#RL £7,
[ClientIP] %&EIRL £,

TIAILEREDEFICLET,

(B3] #2oU v LET,

[(Recommended) Use outbound rules to
provide backend pool members access to the
internet] ((#3R) ZERAUEERAL TNV IIV RS
—ILDAYN=IZA VB —Fy bADT I XEZMS
T3) 2FERLET,
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

| srrceruleso | v
| e —

IP Version *

® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd) ~

[ Harorts @

Protocol
(®1ce (uoe
Bort *

80 | -]

Backend port * (D
[ | -

Backend pool @

| SRBackendPool ~ |

Health probe @
| sRresithprobeso (e | v
1

Session persistence (@
| cientie | M
—_——

Idle timeout (minutes) &

o N

TCP reset
O Disabled @ Enabled
Floating IP @

z

S

+ Session Recording # —/\—h'1 > X k—JLEThTWVS Azure VM 2\ T R 7—)LICIBM
LETY,
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

e @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O e aderess Virtas machines st have  tandard SKU pbic 1 or o publc P
P Version locton == emstus Vet network == SRVnet  Resourcegroup =il Avalabiy st == o
o
O ms 0 " woow o yset t  Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Azure Load Balancer #5F X kL %9,
H—N—FENYIIVRT—ILICBMTEY. ROILS—Xvt—IC NetworkinterfaceAnd-
LoadBalancerAreInDifferentAvailabilitySets * & RSN 3E&IE. Y—N—F v b T—0 1>
BA—=TTARONT VI IP 7RLIOBEEMITERERLE T,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

aadress

aa 14

[Xa
Ti

723> 3: Azure 7 U —2a S — U1 2EHT B
[ N
Application Gateway V2 (&, NTLM IS 7OF >N LTl —T 1 VI BRZHR—F LTV EEA.
1. Azure 77U —=>ay7F— b1 =ERLET,
TTITG—=2a - b TA2ERT B LI ROREZEHEL X,

« [Basics] #7T. [Tier] # [Standard] IZ:REL T,
« [Frontends] %7 T. [Frontend IP address type] # [Private] IC&RELXT, HILLWT TV
FT—=avir—brozAlE. ABO—RNZ Y- LTERINE T,

2. NYyIIVRT—ILZEMLES,
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoc

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. HTTP REZER L £ 9%

Azure Application Gateway Tld. ERAENY I IV R —N—ICIL—FT1 T FT3HICHTTP &
HTTPS omiA =R TE£Y, KA— bk 80, 443, 22334 D HTTP REE1ERL £,

« R—b80Z/TLAHTTP

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304



Session Recording 2112

Home > SRApPGV1

v— SRAppGV1 | HTTP settings

Application gateway

P Search (Ctrl+/) « + Add

A ACCESs COnuon Ay

Add HTTP setting p

HTTP settings name

[P search HTTP settings

® Tags
Name Port
£ Diagnose and solve problems
I SRHttpSetting80 80
Settings =
SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall

% Backend pools

Y= HTTP settings

B Frontend IP configurations
33 Listeners

= Rules

¥ Health probes
1} properties

B Locks

Monitoring

KB Alerts

Metrics

B Diagnostic settings

o« R—b 443 2 LIt HTTP

Application Gateway V1 TNy I I Y R —N—%FAI$ 3 IC13. REEIRENBE T,

Backend protocol
® ure O wrres

8ackend port ¥
80

Additional settings
Cookie-based affinity ©

O Enable (®) Disable

Connection draining @

O tnable (@ pisable

Request time-out (seconds) * @
20 |

Override backend path ©

Host name

8y default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

SEAE

=13

£(3. Base-64 tT>a—rE N X509 ((CER) e Ny I Ty R —N—:ERAZEDRRAF—T
9o TLS/SSLEFEAZEN S ABEF —2 TV XAR— T BAZXICDOVWTIE. TRBERGHEAED T ZKR— k

(VISKU ) 1 Z2BBLTLRE W,

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

[2 search (ctr-, « + Add

4 ACCESS COUOn Ay

O Search HTTP settings

@ Tags

Name port
&2 Diagnose and solve problems

SRHttpSetting80 80
Settings

SRHttpSetting443 443
= Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools
7= HTTP settings
B Frontend IP configurations
22 Listeners
Rules
' Health probes
1l Properties
8 Locks
Monitoring
0 Alerts
fifl Metrics

& Diagnostic settings

Add HTTP setting

HTTP settings name

RHttpSettin

Backend protocol
QO urIP @ HTTPS

Backend port *
443

Backend authentication certificate
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of
the backend servers to this HTTP setting

Use for App service

O Yes ® No

Certificate

srib .

Additional settings
Cookie-based affinity ©
® enable O Disable
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S wvem i g G

Home > SRAppGV1

v— SRAppGV1 | HTTP settings

" Application gateway

Add HTTP setting

Connection draining ©

(O Enable (®) Disable

Request time-out (seconds) * @
[20 |

Override backend path ®

[0 search (cu+ « + Add
R AL Conuor “

P Search HTTP settings
@ Tags

Name Port
&2 Diagnose and solve problems

SRHttpSettingg0 80
Settings

SRHtUpSetlingd43 443
& Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools

= HTTP settings

& Frontend IP configurations
33 Listeners

L Rules

1 Health probes

1l Properties

B Locks

Monitoring

N Alerts

il Metrics

B Diagnostic settings

o R— b 22334 Z/ A L7 HTTP &7l HTTPS

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host name

Host name override
(®) Pick host name from backend target

(O Override with specific domain name

&.g. contoso.com

Use custom probe @
Yes (® No

e

WebSocket * HTTP 2B T 3541k, KR— b+ 80 rALHREEFEALE T,

WebSocket #* HTTPS %R 3 35813

4. 7OYFIVRIP7RLRZEMLES,

A

b443 CRILREZEALE Y,

H Microsoft Azure £ Search resources, services, and docs (G+/)

Home > SRAPPGV1

&5 SRAppGV1 | Frontend IP configurations

Application gateway

O Search (Ctrl+/) | « (L2 search frontend IP configurations

2 ALLESS LONUOI UAM)

Type Status. Name 1P address Associated listeners
@ Tags

Public Not configured
& Diagnose and solve problems

Private Configured appGwPrivatefrontendip 10.7.06 SRListener80, 2 more

Settings

& Configuration

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

' Health probes

11! properties

B Locks

Monitoring
B Alerts
il Metrics

B Disgnostic settings

5. URF—%=EBmMLEY,

ROFDE SIS, R— b 80 443, 223341 XF—

ZBMLEY:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay -
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

Metrics
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

B Diagnostic settings - TLS ECDHE RSA WITH AES 128 CBC SHA

e R—=r80DJZRF—

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > SRAppGV1 >

SRListener80

SRAppGV1

SRListener80

Frontend IP* (i)

| Private ~ |

Bort* (&)

HTTP TTPS

Associated rule
SRHttpRules0

Additional settings
Jre ©
O Multi site

Error page url

O Yes @ No

« K=k 443 DU RF—

HTTPS UX+—%1Efd 5 E. BOERAZEEM L TAzure Portalic 7y 70— R L E¥, 5%
L<IE TTLS iR THR— FINZHEE] LU TECEZNBEEDIERI ZBBLTLLIEI L,
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

e R—122334 D) ZXF—

WebSocket W HTTP BT 35alE. R— 80 FAILBEEMFEAL £3, WebSocket i HTTPS
HEATZ5EIE. R— 443 tELCREEFERLET, RDOFIE. K— b+ 22334 TO HTTPS U X
FT—DHREERLTVWET,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334

SRAppGY1

SRListener22334

Frontend IP* (i)

| Private s |
Port* (@
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. ERIL—T I ORAUNEEHLET,

ROBIDEL SIS R— b 80 443, 22334 ORBNZIERR L £7:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1 | Rules

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

o K=+ 80 DIL—F 1 >F DIFAI
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

sl
=]
m
&

me SRHttpRuleg0

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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s R— 443 DIL—F 1 > DFA|
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o R—F 22334 DIL—T « >J DFRAI
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

i N
Listener * SRListener22334
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SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpR

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection
- AGbackendpool s
Backend target * @ | ackendpoo |
| SRHttpSetting22334 ~ |

HTTP settings * (D

7. Session Recording #f—/N\—H'1 > Z k—)LINTWVWS Azure VM ZNw I TV R F—JLICBML 9,

8. Knowledge Center dz2ECTX230015C% > T Session Recording #—/N\—%#pi L 9.


https://support.citrix.com/article/CTX230015
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