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Deliver applications and desktops to any user, anywhere,
device.

» Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

Citrix Vll'tua| Apps Deliver applications

Citri){ Vlrtual DeS k‘tops Deliver applications and desktops
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Databaze and Server
Administrater Logging
Surmnmary

Install

Finish

FlIE4: 51t ABHNEZHHFAET S

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This is a legal agreement (" AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processit
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix.com/buy/licensing/citrix-providing-entities html. BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS
DO NOT INSTALL AND/QOFR. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

& End User Licenses. Crtrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PRODUCT under the license mods
www.citrix.com/buy licensing ‘product html. Any exper

| have read, understand, and accept the terms of the license agr

%) | do not accept the terms of the license agreement

Back
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ICBES>TVWET, IV b—F—F EfTTNTVWBRDOHD VT IILEyi 3> 0S EHOMTILFEYS 3>
OS Ehoha#EH L £9, Session Recording Administration Y R—%> bHRA VI =L TEZD
& YILFEv> 3> 0S DHTY, Session Recording Agent i&. H5HLHVDARTI VI E—)LEh
TWHEWLWIIVICEA VYR R—IILTEEFE A, FFIICVDALRA VI F—ILThTVAEWLT S >IC Session
Recording Agent 1 > X b—)L ¢ 3354, Session Recording Agent 0+ 7> 3 VIZFIATET £ Ao
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

¥ licensing Agreement Feature (Selzct all)

¥ Core Components . i )
Session Recording Policy Consaole

v

Features Citrix Session Recording Policy Console
Database and Server
= - & Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Managemen
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server
Einich recording activities to the Session Recording Database.
7 Session Recording Database

Citrix Session Recording Database

Back

FIE6: 1> X =LY BHEEZHIRT 2
[HEE] R—IUTROEEZITVET:

e TIFIBNTIE A VRM=)LTBHEDHDIRTOF IV IRYIIDBA VIR >TVWET, BIEE
Tld. CTNESITARTOHEEZ 1 DO —N—ICA YA F—ILLTHBVELRA, L. KRREGERE
IBIEBDHEIL. Session Recording RU>—O>Y =LA Y X b=JLLTc—N—CFRIOH—/N—IZ,
Session Recording #—/{—. Session Recording &0 & & U Session Recording 7 —4%~—
REAVIAR=ILTEZIEHEH L ET, Session Recording EiEE MO 1d. Session Recording #—
N—=DF T2 3>DH THEET T, Session Recording BE#& 04 %i#IRJ HilC. Session Recording
Y—N—%=FERLZET,

o BERLTMEEZ 1V X b—IL LT —N—ICRIDEEZIBINT 2 /BEE. MSINY T —S%ESHEOHEE
TTEET. COEDICAVRAMN—F—Z2BEXRTTZILIETITEFEA,

AYVRAE—ILTBHEEEBEIRLT DRN] 20Uv I L&Y,
FIE 6.1: Session Recording ¥ —4~X—22D1 > =)L
P

Session Recording 7 —4#R—XFRBEDT—EZR—IXTEH D £ Ao 1> b—JLHIZ Microsoft SQL
Server 1 Y22 Y AICMBRT—IN—R=ZER L THBR Y 531> KR—*> b TY, Session Recording T
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I&. Microsoft SQL Server ICE DK F—ER—XOEATRAMD/HD 3 2DV Ja—>a>vEHFR—FLT
WET, s5L<IE TF—E2R—=X0EEAM] 28R L TLIETIL,

Session Recording ¥—#~—2 ¥ Microsoft SQL Server ®ERICIE. BEUTO 3IBEABO £

« BRI 1: Session Recording #—/\—¥& Session Recording ¥ —2Z~R—XEF LI VT YR A=ILL.
Microsoft SQL Server #) E—bY I VICI YA —ILT 3 (#R),

+ /BRI 2: Session Recording #—/\—. Session Recording 7 —4%~X—2. & & T Microsoft SQL Server
ZRACIYIVNICAV A =ILT B,

« [BF 3: Session Recording —N\—%&% 3% —/\—IZ1 > X b—JLL. Session Recording ¥ —4%~R—
Z & Microsoft SQL Server ®®@5% . Session Recording f—N\—%+1 > X L—=JLLIEI S >V IFRIDT
UVICAVRM—ILE R (HRINEEA)

1. [t#8e] X—>T [Session Recording ¥ —42~R—2] #ERLT [AN] 200w I LET,

Citrix Virtual Desktops 7 Features

# Licensing Agreement Feature (Select all)
¥ Core Components ) : )
Session Recording Policy Consaole
Features Citrix Session Recording Policy Console

Database and Server

Session Recording Server
Surmmary C

Citrix Session Recording Broker and Storage Management
Install
i 7 Session Recording Database
Finish -

Citrix Session Recording Database

Back | Next | Cancel

2. [T—ER=—BLUVH—N—0DEK] R—I T, Session Recording 7—4R—XDA Y RAVRAEZLT—H
R—2Z. B&L U Session Recording —N—DIA>Ea—4—FTHIVEEBELET, [RAN] 2V UvILE
ED
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Citrix Virtual Desktops 7 Database and Server Configuration

¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

s

¥ Core Components

+ Features Configuration
Database and Server Instance name:
Summary I Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database narne:

r
CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back | I Cancel

[T—ER=ZABELUVH—N—DHEE] R—IT. ROEEETVWET:

¢ IVRBAVRAZ: T—BAR=RAVRAEAVIAN, A VRAZY DY b7 v TRICER L -&FiE I 1> 42
VATHEWEE. SQLServer AV E 21— 2 —RBDAHEFEATIET, BRI A VX2V IAWH I HEIE.
T—BAR=—RAVZAZAVRZE LT TRXA N\ Ea—4—F] #ERELET, ERAFOH—N—1>X4
VA %EERIT BICIE. SQL Server T select @@servername #E17L 9, RDfEIZ. ERAET—4
R=RAVRABAVRAZTY, SQL Server WhRZLR—k (FT7#ILbKR—k 1433 L) TUR>T B &
SICEBEINTULWRBEIE. AV XEZYRZICAVIZEMLTHRZLY RFT—R—bZ2RELEFT, L
ZIE (1222 ZB] £ X bRy o XT TDXSBC-SRD-1,24331 * ANALF¥, I>IDHED 12433
&, ARE LIV RF—FR—brERLET,

o T=AR—=RZ: [FT—ER—RZ] TFAIRYIRATEEDT—ER—RBENNTZH. FETEX b+
Ry RERRESINTVWET AL EDTF—ER—AZEFEALET, UEHOTRR] 20U v I LT,
SQL Server 1 Y R BV ZAANDEHE T —EAR—IAZDEHMET I LET,

BE:
FEDT—EIR—XZILFERATIZXFIF A~Z, a~Z2. 0~9 DA T, 123 XF%ZBATIFHRD £t Ao

F—ERN—2Z2DH—N—D&EERTH 3 securityadmin & & U dbereator KR ETY, HERHI A VIS
Bl RzfTVET:
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- TAR—IEBEICA VAL ILOERZEDETTHESVWET, TV M—IILORET I
securityadmin & & U dbcreator F — N—ZEIERIZFFEBICH D, RL2ICHIRTETES,

- F7zl&. SessionRecordingAdministrationx64.msi /X4 —SaERALET (SO 7 71 L& R
T3, TOmsi /Ny r—Ih--\x64\Session Recording D FIZH D £9). msi D1 > X k—JLH,
securityadmin & £ U dbcreator + —N—GEHER L HiZ. T—EIN—ABEEBEEDERFERERD
BAATOTRY I ADNRIINE T, ERBRZERICAADLT. [OK] 20Uy oL 1A=
Wz&HITLES,

12X b—=JLIZ& D Session Recording 7 —4#~X—XHER T 1. Session Recording #r—/\—®
XSy F7AhYY ~h db_owner X L TEMINET,

+ Session Recording f —\—DaA>E1—2—F7Ho > k!

- B 1 ERM2: [Session Recording H—N\N—DIaA>E1—42—F7HU V] FEFILRYIR
T. Tlocalhost; ¥ AL %7,

- BB 3: Session Recording 4 —N\N—%2 KX F$3I>VDEHIZ. TRXA\IYEa—4—
%1 OFRXTANAL F79, Session Recording —/N—0a>YEa—2—7H7T > kid. Session
Recording 7—4R—RIZTF IR T 23HDI—HF—THI>V L TT,

*:

[Session Recording 1 —/N\—DI>Ea21—4—7HU V] TERAMRY IR XA VENRE
INTWVWB L ZIC. Session Recording Administration I R—%> bEA VI h—=)LLELS T
. I5—O—R 1603 TEMITZehHbFd, EEEEL LT, localhost 7% NetBIOS
X1 AT >Z% [Session Recording 4 —N\N—DaI>E21—2—THU VR FFIMRYIR
ICABILTLEET W, NetBIOS KX+ > &%EF 9 3ICId. Session Recording #f—/N—%-1 > X b

—JLL7=<>>d PowerShell T TSenv:userdomain) #£1379%h. AV ROV T LT
fecho %UserDomain%i #x£17L %7,

J.AVAM—ILHIICEIRZ G ZHIBELE T,
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Citrix Virtual Desktops 7 Summary

+ licensing Agreement Review the prerequisites and confirm the compeonents you want to install.

+ Core Components y
Installation directory
+ Features . o
C:\Program Files\Citrix
+ Database and Server .
Prerequisites

Summa . . )
Ty Microsoft Internet Information Services

Install

= Core Components

Finish

Session Recording Administration

Features

Session Recording Database

(o) DI [ o

BEE] R=ZICA VX F—LOBRIKRRINET, [RB] 27Uy I LTHIOD A HF—RR=VICRD, ERZX
Byadh [MYRAb=] 29Uy I LTAYR—ILZRBTEEXT,

4.1V +=ILERETLET,
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Citrix Virtual Desktops 7 Finish Installation

v Licensing Agreement The installation completed successfully. ' Success
v Core Components

Core Components
v Features

+ Session Recording Administration Installed
v Database and Server Post Install
v Summary v Compaonent Initialization Initialized
v Install
Finish

[1TYRE=IDFTET] R=DIZ. TRTOFREZFGEERICA VA —LEIVBU I NIV R—2 bHEE
DFTYIN—TJTREINET,

[527] £2 1w o LTSession Recording 7—4R—XDA YA b—LZRT LT,

FIE 6.2: Session Recording #—/N\—D1 > X ~—)L 1. [##E] X—2T. [Session Recording *f—/\—]
¢ [Session Recording BE&EOJ] ZFIRLET. DRA] 20U v I LES,
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Citrix Virtual Desktops 7 Features

¥ Licensing Agreement [] | Feature (Selectall)
+ Core Components
2 | O Session Recording Policy Cansole

Features Citrix Session Recording Policy Console

Database and Server |
i Session Recording Server

Administrater Logging Citrix Session Recording Broker and Storage Management.

Summary

Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.

O Session Recording Database
Citrix Session Recording Database

/L.

+ Session Recording & O &, Session Recording t—N\N—DF 7> a3 >0 T T,
Session Recording BE#& 04 %#3#RT 3 a0, Session Recording H—/N\—Z#ERL £,

+ Session Recording &£ 074 & Session Recording #f—N—%RERICT Y XA b—ILT B E EH)
HLET, EREOITRBEZENICLBVEHIF. BOR-—JSTEMICTERI, L. RIDICTOH
BEZEA VX M—ILLAVEIRE L. B TEMNY 315&(d. SessionRecordingAdministrationx64.msi
ZEALTFHTEMTET XY,

2. [T—ER=ZABELUVY—N—DHEH] R—IT. BREEELET,
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Citrix Virtual Desktops 7 Database and Server Configuration

v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

v Core Components
Fea

Features Configuration

Database and Server Instance name

Administrator Logging Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Summary

Install Database name:

Finish CitrixSessionRecarding

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[F—ER=ZBELUVH—N—DHEE] R—IT. ROEEETVWET:

o AVRBAVRZ: [1>RZ>VZA] IZSQL Server DZFENAILEFT, BRINTEA >V AE VX EFRLT
WBBEIE TRXA AV Ea—42—F1 EANAILET, FRALTVWAWEEIE. TOAYEa1—42—8) £iF
EFNNDLET, SQLServer ®hXRZLR—F (FT7#ILR—K 1433 L) TR FBLSICEBHRIN
TWBEEIF. TV REVRBZICOAVIEZBMLTARZLY ZF—FR— b Z2RELET, e RIE [TV
2V ZXZ] TFRALRY I ZXT TDXSBC-SRD-1,2433) “ ANAL 9, AV DED 12433) 3. hRZ
L) RFP—R—brERLET,

o T—AR=REZ: [F=ER—ZB] T*ALRYIRTEREDT—ER—RABENNTEIH. F£ETFEI b+

Ry RCEFHRESINTWVE T T+ hDF—E~—2%F CitrixSessionRecording =B L £ 7,

F=ER—=2DH—N—D&EERTH 3 securityadmin & & U dbcreator KR ETY, HERHIE VIS

Hld. RETVWET:

- TER-—REBEICA VAL ILOERZEDETTH5VET, T YIA - ILOETERIX
securityadmin & £ 0¥ dbcreator  — N —REWERIIFEICHRD . T2IHIBTEIET,

- Ffcld. SessionRecordingAdministrationx64.msi /w4 — %R L T Session Recording
—N—=FAYAr=LLET, msiD1 > +—)LH, securityadmin & & Uf dbcreator +—/\—
BEMEREHIS, T—EAR—IXABEEBEOERBRERDZ A4 A TOT Ry I IBRREINES, EIEE
RZEBICAALT, [OK] 20w oL, 1R —ILZFITLET,
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¢ ELWAYREVRBET—ER—ZAZHENALTES, JEHEOT R ] 22 1) v o LT Session Recording
TFT—RAR—IADEHEZT AN LET,

+ Session Recording —N\—QaAYE2—4—THAUY bENALT. [AAN] ZOU v I L& T,

3. [EEEOJOBM] XR—2 T, BEEEOJREOBHREZIEELE Y,

Citrix Virtual Desktops 7 Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
+" Core Components Configuration

e The Administrator Logging database is installed on the SOL Server instance:
+ Database and Server

YVDFX-5RD-1 v
Administrator Logging
Summary Administrator Logging database name:
Install | CitrixSessionRecordinglogging v
Finish

Test connection...

7 Enable Administrator Logging
This option enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blocks policy and server property changes if logging fails.

<

Mext Cancel

[BIEEOJ O] R—IT. ROEEEZTVET:

« BEREOJT—ER—XILSQLServer 1 >V XZV A VA= TNET: COTFIMRY I XM
ETIFEtFA,. BEEOQITT—ER—XD SQL Server 1 Y X2V RZIE. [FT—ER=XELUVH—N—D
Bl R—CTANALTA Y RAE2 YV AZPEHNICERINE T,

« EBENOJTF—FN—RZ: Session Recording EIEEOJHEED 1V X b—LEBIRLIBE. COTF
ARy I X TEBEOT T —IR—RADEBRDT—ER—RABEZANNT 2D FLETFA LRV IRIIE
BIREINLT 7 4L bDF—2~_R—2F CitrixSessionRecordingLogging = AL £ 7,

E:
BEBEOIT—IR—IZIE [FT—EIR—R P —N—0DER] R—20 [F—EN—XEZ] 7+~

Ry U X THE LT Session Recording 7 —4R—ZXZ L BBRZHDICTIHRENHD £,

s BRENIT—ER—IBEANALLS. BEHEOTIR] 27Uy I LTEEREDY T4~ INDEL
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ZTAMLETD,

o BEENJEBEMICTS: TI7AILTIE. BIEZSOTEERIEMICE>TVWET, FIvIRYIRELT
ICL T DMREEREMICTEET,

e BETOVFUIZBMCTS: T7AINETIERFTOVFOIDNERCAE>TVS D, OTHRKRT S
CEBOMENTOVISINBZ e HDET, FIv IRy IREFTICLTEBTOAvF VY (WEDT
Av?Y) ZEMICTIET,

DRA] 20Uy oL TAYRAM=ILEGHITLED,

4. 1R b—ILENCHIRGH ZRBLET,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install,
v Core Compaonents .
Installation directory

+ Features . .
C\Program Files\Citrix

v Database and Server
Core Components
« Administrator Logging ) e .
b Session Recording Administration

Summary

Features
irsial Session Recording Server
Finish Session Recording Administrator Logging

Back Iml Cancel I

BE] R=DICA VA= LOBRVERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE
BI3D [1YZA =] 20Uy I LTAYRAM—ILZBBRTEET,

5 /A b—ILEZRETLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Care Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Post Install
+ Administrator Logging v Compaonent Initialization Initialized
v Summary
+ Install
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

(5271 221 w& LT Session Recording —N\—D1 > b—ILEZET LT,
A
Session Recording ¥ —N—DF 7 I bDA YA =)L Tld. BleEtEFa )T TRET IO
HTTPS/TLS =B L £9., Session Recording t—/N\—DF 7 #JL kISt -+ ~TTLS B INTULA

WSS, HTTP 2R L £9, ChEXR{TY3ICId. Session Recording Broker 1 MIBEILTIISE
B2V —)LTSSL Z#EREIRL. SSLREZRE. [SSLZBBELTB] Ry I RXZFTICLED,

FIig 6.3: Session Recording R >—>V—)LO1r>Rb—)L 1. [##E] X—2T [Session Recording
T—EN—X] ZBRLT RNl 20U v o LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45



Session Recording 1912 LTSR

Citrix Virtual Desktops 7 Features

# Licensing Agreement OJ Feature (Select all)

+ Core Components . . .
W Session Recording Policy Console

Features Citrix Session Recording Policy Console
Summary
O Session Recording Server
Install - Citrix Session Recording Broker and Storage Management.
Finish

O Session Recording Database
Citrix Session Recording Database

2. 1Y R = ILENICEIRE M B L £ 9,

N o
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Citrix Virtual Desktops 7 Summary

# Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components . .
Installation directory

« Features
C:\Program Files\Citrix
Summa
s Core Components
Install ; e .
Session Recording Administration
Finish

Features

Session Recording Policy Consale

(e ) O (G

[(BE] R=JICA VR M=ILDERPIRRINE T, [RB] 20U VI LTHID T4 F—RR=JIZRD, BREL
BE3H [1YX =] #OVYyILTA YR M—IILZBATEET,

3AYZA+=IIEZRTLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Companents
Core Components
« Features

v Session Recording Administration Installed
¥ Summary Post Install
+ Install + Component Initialization Initialized
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

[27] 221 w% LT Session Recording RU>—aAYY—ILOA YA +=ILERTLET,

F|&7: Broker_PowerShellSnapIn_x64.msi #1 > X ~—JLF3
BE:

Session Recording R U > — 2>V — L% EMAT 3 I3 Broker PowerShell 2 +v 7 >
(Broker_PowerShellSnapIn_x64.msi) Z#F& T+ > X b—JLL %7, Citrix Virtual Apps
and Desktops @ [ISO (\layout\image-full\x64\Citrix Desktop Delivery
Controller) TRFy 71 VZBREL. BRI TFHMTI VR M—ILTIHELBHD T, DAL
BE. I7—HWRETZREMNAHD T,

Session Recording Agent 01 > X +—JL

Session Recording Agent i3, v > a>%ziE9 2 VDA £7g VDI I ICA VX —ILLET,
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FIEL RRKVI VI T2V YA—RLTUsF—FZEHTS O—-HNILOEEBETHV >V LZ2FEL>T,
Session Recording Agent AV R—2 Y bDA YA =LK VICOTF > LET, DD Z RS JICHEAT
M ISO 771V &IV ELET, 1R —F—D'BBNISEH LB VSEIE. AutoSelect 771 7 —2 3
VERBRIEEINIERSATEETINIU I LET,

AVAb=LTsF—RFDEBLET,

Deliver applications and desktops to any user, anywhere, on a

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Vil‘tual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

citrix

FIE2: 1> X =L BHAZRIRT S

1V ZXb=ILFBHR (Citrix Virtual Apps % 7-ix Citrix Virtual Desktops) o##icH 2 [BiR] 20 v o
LEY,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.

FIIg 3:Session Recording % &R ¥ %

Session Recording T> U EERL £7,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Firish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR +=IFB3AVR— bBLVA X S—ILIGRZEIRT S

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Citrix Virtual Desktops 7

v Licensing Agreement
Core Components
Agent
Summary
Install

Finish

Core Components
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Citrix \Virtual Desktops 7 Agent Configuration
" licensing Agreement Configuration

#" Core Components . .
3 P = Session Recording Server name:

Agent
Summary
et Mote: Enter information for connecting to the Session Recording Server. Ye
such infermation later in the Session Recording Agent Properties,
Finish
Protocal:
|RTTRS
Port

Flg6:Agent O#ERZIEET S

[Agent #R] X—T. Session Recording 4 —N\—%1 VX b—)LLEI>>OOAYEa—2—F ¥, Session
Recording # —N\—r &0 70O M D)L R— MEERZNSL 9, Session Recording d-1 > X b—ILHYEA
TLWAWEEIE. BT [Session Recording Agent 0 70O0/X7 1] TINHSDEHREZEETTET,

i

AV ZA—5—DT R MEGHEEICIZFIRAH D £9, THTTPS A TLS 1.2 #H%EBEE T3 o+ FldHR—
FLTWERA COVFUFTA YR M—5—%FRATZIERIET I MEGRICKBL ZTH. KREEEHEL
T RA] 00wl AYAM=IZHEITTIET, CNICE > TCEEDIRENFEEZRITDZCIEHD
FtAo
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Citrix Virtual Desktops 7

v licensing Agreement
v Core Companents
v Agent

Summary

Install

Finish

FIRT: > X b —ILENICRIRFH 2R T 5

Summary
Review the prerequisites and confirm the components you w
Installation directory
C\Program Files\Citrix

Core Components

Session Recording Agent

Bac

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE

BEBH [ =] 20Uy ILTA VA= ZRIRTEER Y,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully.

+ Core Compaonents
Core Components

+ Agent v Session Recording Agent

¥ Summary Post Install

v Install v Component Initialization
Finish

FIE8: 1A —IERETTS
[1YRb=ILDET] R=DIC, IRTOFRFHFLERBICA VI —ILBEIVOFTLINIIR-— Y bHRE
DFTYIR—IVTHRENET,
[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7:iZ Provisioning Services (PVS) T. BREADIY X Z—1 X—
D4 VR h=ILiEHD Microsoft Message Queuing (MSMQ) %R L T##%D VDA Z{ER T 3. —
EORRTICBEWT. ThsD VDA D QMId ARICICARZAEEED B D £9. COBE. ROLSHBIHFIE
BEENEET ZEEMENHD X7

s BEIQEEMIMESNTULTH, Ty a Yy FEINBWEEHLHD £,

s Ly a>ons 4+ 7{ESH Session Recording H—/N—IC& > TEEINT, Ty a>DRT—

BANEIZ [S1T] IKB>TLESAREELBD 5,

fEREIG VDA CEICEB D QMId Z1ER T2 e TIH. RO HIRBHAAEICEI > TELAED XY,

Session Recording Agent i1 > X k—JLahfc> > J Lty 3> OSVDA %, PVS 7.7 LIFE F f=1d MCS
TOLUBON—a>zEALTHNTRI MYy TE-—RTERT 235G (L RiE. IRTOEEHNFOD
Personal vDisk #7z13 VDA @O —AILT 1 R Y TKEMICHR D & SICHEM T 158) . BMORIEERET
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ED

RILFEv> 3> OSVDAHL MCS £7E PVS &2 > F Lty 3> OSVDA #EA L TERS N, 21—
—HOJF T TBEIRTOEENHIBRIND & SICERAIN TV 335E1E. GenRandomQMID.ps1 21
ThEFERALTORTLESRCQMId 2EEL 79, BREEAZZLEELT. 21— 01> zH1T
TRANCTDBHDO VDADRITENTVBLSICLET,

GenRandomQMID.ps1 27 7 ~ZEA T 3ICIE. UTFOFIBICRE > T IZE L

1. PowerShell ®%£47:81) > —#' RemoteSigned ' Unrestricted IC:RESNTWB ZEZRRBL T,

‘ 1 Set-ExecutionPolicy RemoteSigned ‘

2. A7V a—IENR2 RV EER L. MUA—% [T LESK] ICRELT. PVS £7id3 MCS v x4
—AX=IUIIVTSYSTEM 7AD Y b EES>TEITLET,

3. RE— TPy TFERO LTAR Y FZEBMLET,

‘ 1 powershell .exe -file C:\GenRandomQMID.psl

GenRandomQMID.ps1 X7 1) 7 ~ DIFE:

1. L MUNSIRED QMId ZHIBRL £75

2. SysPrep = 1#HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
ICIBIMLET,

3. CitrixSmAudAgent > MSMQ X OREEHY —E X% FIEL £ T,

4, SV L%EQMId ZEM T3 7DIC. KIFLFLELIY—ERZBIBLE T,
5l GENRANDOMQMID.PS1:

# Remove old QMId from registry and set SysPrep flag for MSMQ

N

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters —-Name "
SysPrep" -Type DWord -Value 1

# Get dependent services

O 0o N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # Restart MSMQ to get a new QMId
12

13 Restart-Service -force MSMQ

14

15 # Start dependent services

16

17 14f ($depServices -ne $null) {

18
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foreach (S$SdepService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = '$(
$depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

}

<!--NeedCopy-->

Session Recording Player -1 > X k—JL

Session Recording #f—/N\— & fld K X1 YADT —2 X7 —= 3 >IC Session Recording Player -1 > X
_)I/inj-o

FIEL: "HEYVI LU T7EHAOO-RLTUs—RZEHTSZ O—HILOBEEBETHIY MEFE- T,
Session Recording Player YK=Y DA YR =LA VICOTF Y LET, DVDZ RS JICEANT
M ISO 771 EIYTYRLET, 1V —F—HEBNICES L AVEEIE. AutoSelect 77U r—> 3
VERERIUVY RSN RSAT2ZTNI IO LET,

AVA =T F—RFDEBLET,
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Deliver applications and desktops to any user, anywhere, on a

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS and Desk‘tOpS Deliver applications and desktops

citrix

FIE2: 1A +—ILTZHMmZEIRT S

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windo

Install this agent to deliver applicatic
based VMs or physical machines.

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

Access knowledge base articles, security bulletins, and troubleshooting guides.

Fig 3:Session Recording %3%R ¥ %

Session Recording T> U EBEIRL £,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

FlE4: 51t ARNEZHAHRAETS

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEEMENT

This iz a legal agreement ("AGREEMENT") between the end-u
the providing Citrix entity (the applicable providing entity is
"CITRIX"). This AGREEMENT includes the Data Processir
Services Security Exhibit and any other documents incorporated
location of receipt of the Citrix product (hereinafter "PROL
(hereinafter "MAINTENANCE") determines the providing ent:
www.citrix com/buy/licensing/citrix-providing-entities html BY
USING THE PRODUCT, YOU AGREE TO BE BOUND BY
AGREEMENT. IF YOU DO NOT AGEEE TQ THE TERMS
DO NOT INSTALL AND/QFE. USE THE PRODUCT. Nothing
order or any other document submitted by you shall in any v
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a
license to use the software in a software PRODUCT an
an appliance PREODUCT under the license mods
www.citrix.com/buy/licensing/‘product html. Any exper

| have read, understand, and accept the terms of the license agr

®) | do not accept the terms of the license agreement

Back

(VI rIIT7S5AMEYRBY] R—ITSAE AN EFTH. BELT Al 20Uy I LET,
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FIES: AR =ITZAVKR— ELVA VX M= ILIBF%EIRT D

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

Citrix Virtual Desktops 7

¥ Licensing Agreement
Core Components
Summary
Install

Finish

Core Components
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Citrix Virtual Desktops 7

v Licensing Agreement
v Core Components
Summary
Install

Finish

FIE6: 1> A F—ILENCHIREHZHERT S

Summary
Review the prerequisites and confirm the components you w
Installation directory
CAProgram Files\Citrix

Core Components

Session Recording Player

Ea:

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE

BIBD [1YRAb—=I] 29Uy I LTAVR =L ZRBATEET,
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Citrix Virtual Desktops 7 Finish Installation
+ Licensing Agreement The installation completed successfully.
+ Core Components
Core Components
ZfEan b AL v Session Recording Player Inst
ool Post Install
Finish v Compaonent Initialization Init

FIET: 1> +—ILZETTS

[1YRA=ILDET] R=TIZ. IRTOFREHFEEEICAT VA M=ILELUCMEBELINZOVR—3 > MHRE
DFTYvIR—YITREINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording i&. # 7> a>#FEHTZF ALY FA YA h—ILEYR—FLTVEY, HALYFTIVX
b=z ERT3R7)FhziRL. BEIZIVVRERITLET,

Session Recording Administration J>R—%> bD1 > X =)L =B8N T S

fer ZIE RO KBS > T Session Recording Administration -1 > X b—JLL. > X b—JLIER
ZMBYB3HICOT T 7 AILEERRLE T,

Msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"

LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /q /1l*vx "yourinstallationlog"
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<!--NeedCopy-->
7

SessionRecordingAdministrationx64.msi”7 71 /liE\layout\image-full\x64
\Session Recordingo Citrix Virtual Apps and Desktops ISO ic% D £ 7

BEEOEKIIRDOEEDTT:

» ADDLOCAL |F3R S BHEET I, MO F 7> 3 & |RTE 9, SsRecServer (E. Session Recording
#—/\—T7, PolicyConsole i&. Session Recording ;K1) >—2>Y—JLT9, SsRecLogging (. &
BEOJEETY, StorageDatabase i&. Session Recording ¥ —4#~X—XT¥, Session Recording
BEENOJIE. Session Recording #—N\—DF 7> 3> OH Ti#EETY, Session Recording &0
J%3%IR$ 3701C. Session Recording #r—/N\—%3#IRL £,

+ DATABASEINSTANCE (#. Session Recording ¥ — 4 X — XD 14 Y X2 Y XRZFTI, fi:
\SQLEXPRESS,computer-name\SQLEXPRESS,computer-name

+ DATABASENAME (4. Session Recording ¥ —4~R—ZXDF—ER—XZTT,

+ LOGGINGDATABASENAME (3. EIEENJ T —4IXR—XEZTY,

+ DATABASEUSER i&. Session Recording #—/N\—@AYEa1—42—7HhT >+ T,

e Jqid. HALY R E—REEELET,

o [V RA W FICKDEME— R TASDREREINET,

+ yourinstallationlog i3, 1> X b—ILOJ%ER T ZHBFITT,

Session Recording Player & &0 Web Player 1 > X b —ILZ BEILT 3

fee ziE. RO AT Y RidEnE N Session Recording Player ¥ Web Player 21 > X b—JLL £,
msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "

yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

PN

SessionRecordingPlayer.msi” 7 « JL i&\layout\image-full\x86\Session

Recording® Citrix Virtual Apps and Desktops ISO & & t*\layout\image-full\x64\

Session RecordingmSessionRecordingWebPlayer.msiicéb 9,
FZEEEHDEKIIRDELHED T !

e Jqid. HALY RE—RERELET,
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o UV RA Y FICLDHMAE—RTAOIHRBINE T,
+ yourinstallationlog (3. > X b—)LOJZER T BBFATT,

Session Recording Agent 01 > X b —I/LE BHEILT 3

fee ZiE. kDAY > R TIE. Session Recording Agent %1 > X b—JLL. 1 VX b= )LBEREEIET 5720IC
OJ7 74 I EERLET,

64ty FXT L

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

F:

SessionRecordingAgentx64.msi”7 71 JLid\layout\image-full\x64\Session
Recordingo Citrix Virtual Apps and Desktops ISO ic&% D £ 9,

328y b RT L

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

i

SessionRecordingAgent.msi”7 7 « JL i&\layout\image-full\x86\Session
Recordingo Citrix Virtual Apps and Desktops ISO ic&% b £ 9.

EFHEBOEKRIZRDODEHD T

+ yourservername . Session Recording 4 —/N\—%KX +337>>® NetBIOS %713 FQDN T
¥, IBELAHWEEDT 7 #)L MMEIS localhost T,

+ yourbrokerport (3. Session Recording Broker & ®i&fsiZ Session Recording Agent TER TN 3
R—brZ2RT HTTP £7E HTTPS TY, EELABWSEAEDT 7 4L MEIE HTTPS T,

+ yourbrokerport (. Session Recording Broker & ®i&fsic Session Recording Agent TERIN 3
R—bZRTEHTT, BELBAWSGEDOT 7 AL MEK O T, BRLAZONINDT 7 )L EDR—F
HBS%ZEMAT 3 &S Session Recording Agent icigR L £9, B&EBICIE. HTTP Tid 80. HTTPS Tl
443 TY,

e Jqid. BALY R E—REEELET,

o 'V RA Y FICLDHMAE—RTOIHRBEINE T,
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+ yourinstallationlog |3. 1> X F—ILOJEERT ZHBFATT,

Session Recording 7 v 75 L —R

MLOWN=—Ya>oroodabzty b7y TETIC. —BOREZTY FIL—RFRIBENTEET,
XenApp & & U XenDesktop 7.6 LTSR o &#® CU IZ& £ 5 Session Recording p/X\—2 3 > h 5.0 Fhll
BD/N—2 3> h 5 Session Recording ORI —RIZT Y FIL—RTEET,
E:
Session Recording Administration % 7.6 75 7.13 UBEIC7 v 74 L — K L. Session Recording
Administration T [ZF] Z#R L CEBEEOJ Y —EXEBMLEHE. [BEEOS OB *—2I2 SQL
Server 1 Y RZ Y ADBRIDRTEINE Ao [RN] ZIV VI TRERDIS— Ay E—IHRTINK
T IF—aR=EBEHT A MMIKBMLELTce ELWT—ZR— AV XEZ Y RBZ NI LTLLIETE W, [EE
g LT, localhost 2—%—DFHABM D ERE XD SmartAuditor H—/N—L I X MU T 3 )LAZ—IZBML
#9: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N\— 3 oh 5137y 79 L—RTEEFH A,

2. B, BLUHIR

+ Session Recording > R—%> bD 7w FJ L — R Session Recording 1 X b—5—DJ 57«
ANAVE=TIARELRFARYRSA VAV E2—T A REFEALET,

s 7w 7L —RERBYTSEIC. SQL Server ¥ > X4 > 2T CitrixSessionRecording £ W3 RN T —
BR=RENYITITLET, CHUILED. T—ER—RDT7 v FJL— REICEAENEE LTISRICTO
KRREICBITT BN TEFT,

+ Session Recording AV R—%> r &7y TIL—RT3ICIE. RAMYI—HF—THZZLICMR T,
DI YOO—NILVEBETHBIBEDNHD XTI,

+ Session Recording #—/\—& Session Recording 7 — 42 RX—ZXHAELH—N—IZA > X b—JLIATW
BWBE. Session Recording 7—42R—X%T7 v 7L —RT3IId. T—EX—ROKENERDPKET
To ENLUIIMDIZE. ROCEHTETET:

- F—AR—-AEEEIBAT. 7v 7T L—RD®HIC securityadmin & £ U dbcreator +— /31—
REMERZZNDHUTCTHEWVWET, 7y TIL—RDET#%IE. securityadmin & & U dbcreator
BH—N—REERITAREICHRD . ZLICHFRTI XY,

- F7l%. SessionRecordingAdministrationx64.msi /X\w 7 —S%FERLTT7Y I L—RLET,
msi ®7 v 7JL— R, securityadmin & & U dbcreator —N\N—1&EIERZIFOT—EIN—2
BEEOERBERERDZ A TOTRY I IABRRINET, BREBEREERICASILT. [0OK] %
WO L. Py ITTL—RZEHFITLET,

+ IARTO Session Recording Agent ZRIBFICT v FUL—RLBEWVWLSICTEZI A TEITET, Session
Recording Agent 7.6.0 L3 &# 1) 1) — X @ Session Recording #—/N\— MR H D £9, 72720,
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—ERDFEBEP NI BIERRRSNABWVWAREEDHD £7,

Session Recording 4 —N\—07 v 7Y L — RRICREBI NIy > aviEREINEH A

TRy TAVRIS IV UEAL I b E-REOEBRMZHERFTZOIC. FA VI M—ILERIET Y
74U L—R#&IC [Session Recording Agent o 70ONT ] @ [J5T71 v ¥l x7>a>nTIx)
FTEMICHESTWVWET, COF T avid FiRAVIAM—ILELE Ty FIL—REICFHTEYICTS
9,

EREOJHEEIE. COMBEZERTIHVUEID Y ) —XH 5 Session Recording 27w 7o L—R LT
BIBIVIAM—ILTNEEA. COWBEZEMTBICIE. 7Yy FIL—REBICAVIM—ILZBELET,
Ty I L—RTOCXORBRICT A TREL Y>3 VHAETIN TV RS, REZET TIT20EEHIF
BEAEBHD EE A

B EIMELETIBEICEI THEZRETIOHIC. UTOT7Yy I L—ROIEFRZERL T T L,

7y IIL—RDIEF

BEDT VA M—ILET7 Yy FJL—RT3ICiE Session Recording AV R—Y hHA YA R=ILTNTUVBEE
I oIc#E L. Citrix Virtual Apps and Desktops ISO #R1TL £,

b

Citrix Virtual Apps and Desktops @4 o> O— R R—JIZHE L T, @& /N— 3 > Citrix Virtual
Apps and Desktops #47>>O—RLF7,

BEOAI YA L=ILDTYvTIL—RITEE. XOIEFICREWVWET,

1.

2.

3.

Session Recording 4t —N\—JYR—%> b2 F7vFIL—RLET,

o Session Recording 4 —N\—H'% 33/B& 3. RAIC Session Recording 7—2R—X A VKR—%>
A YA R=ILEINTVWBRH—N—%2Tv I L—RLET, £D%. 7DD Session Recording #r—/\
— 27y TIL—FLEY,

CDEHICIE. ROFIEERITLET:

a) Session Recording #—/\—T Session Recording Storage Manager  —EX = F8TELL F
ED

b) 1>4—%vba1>TxX—=>a>H—ER (IIS) Yx—+¥—T. Session Recording Broker '
EITINTVWB e ZzHBLFET,

c) Citrix Virtual Apps and Desktops ISO #%=f7L. 7w 7% L — K93 Session Recording T> +
UZ#RLET,

Session Recording 4 —N\—07 v 7L — RFH5ET$3 . Session Recording #—E X IZBEICH
IAVICRD ET,

(RRE—a X—=2?®) Session Recording Agent #7v 75 L—RL%ET,
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4. Session Recording t—/N\—¥& —#IC. #7-Id Session Recording #f—/N\—md#IZ. Session Recording
RIS—=aAYVY—ILeT7yvTIL—RLET,

5. Session Recording Player #7 v 75 L— KL %9,

Session Recording D7 > 1> X k=)L

H—N—%T7—UXF—> 3 h5 Session Recording O R—x> #HIT 31C1d. Windows 0> +O
—IRFNDOTOATSLDOT VA YR M—ILETISHIRA T a >z ERL 9, Session Recording 7—42~—
Z2EHBIBRT BICIE. 1Y X F—ILEEE AL SQL Server »#&%ZIER securityadmin & £ U° dbcreator B%ET
ED

tXalFq LOEBRICED, AVR—RVEBRT7UAVRA ML INTERICIIBEEEOI T —ER—XTHIBRI N
FH Ao

Rty a3 ORE

July 5, 2024
ChETEyYavoREid. BERYS—ICER Lty a Y ORABRICEZICHBIN, v arhi&TY
5&@@‘:%&[;35 L/TCO
7.18 U =L, Citrix TREEN ALY > 3 Vv OREMENMENTNTUVWEY, COREEZFERAIZI . Eyia
YHVWDTH, BFEOI—H—DEHTIFEDEY I3V FRRBEROEY 3V ORBZRIBFIBFELTER
ED
7
WEREDER ICEIMET B 7-®IC. Session Recording. VDA. Delivery Controller Z/X— 3> 7.18 LIF&IC
Ty TIL—=RLTLREI W,

BNty a v OREZEENIIIBEHICTS

Session Recording Agent IZ. #EEx BN EIFEMNICTEIDDL I A M UEHBIIETNATVWET, JOLTR
FUEIET 742 FTLICRESINTWVET, 2F0D. COBEIZT 74 FTEMICHE>TULWET,

WEEZ BN EIIEMICT BICIE. ROBIEZRITLET:

1. Session Recording @1 > X k—JL%5 T #. Session Recording Agent #1 > X b—JILLTY> Y DE
BErLTOAYLET,

2. LYZAKIIT 4 Z—ZHEXT,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor) #&2BL %7,
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4. DynamicControlAllowed D&% 0 ICRRETZH T7AIIL MED 1 ZFERALET,

1. BINLREZEMICTS
0: BNLEREZEMCTS

5. Session Recording Agent zBiE2gh L T. REZMESE XTI,
MCS £7:13 PVS 2 EA L TEBBAL TVW3IHEIF. YRI— I X—JTREEZZEL. EMZRTLTEEE

BMICLET,

IR

cg==4
= .

LYRMIVIT 42— DhRERRD L. RABREENRE T ZA8E4EHLHO. Windows DB >R ~—)LH
RBIZRZBEDHDET, LA MNIIT2—DRAICEZEZICH LT, Citrix TIE—IEFZEVE
Ao LYRAMIIT 1 2—lF. BEFROEFLHMOEBETIHERLL LIV, £l LZZAMUT7A1I)LON
v OTwTERERLTHS. LIZZA M EHRELTIIEIW,

Citrix Broker SDK T PowerShell a7 > REFERL THNICEEZBEBFIIEFELETS

RORIE. BNERE Y > 3> 0REEEEDT-5IC Citrix Broker SDK iZiBinE hifz 3 2d PowerShell av > R T
¥, Citrix Broker SDK IZDWTa¥ L < I&. TCitrix SDK &KV APly & TCitrix Virtual Apps and Desktops

SDK) ZBRL T T,

avrr

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

Get-BrokerSessionRecordingStatus

A

BEDT7 VTRt viary. 70717 %ty 3
V—E. FREFEOI—HY—IlLoTHEBESIN LY
TavORBEMAATIET, #L<IE Get-Help
Start-BrokerSessionRecording#xs®fT
LTARYRDAYSAIUNIILTEZBRLTIES W,
BREDTIT1Thtyiay, 707« REYY 3
DB, FREEOI-H—ICL o THES NI Y
LavOREEFELETEET, #L I Get-Help
Stop-BrokerSessionRecording#®f7L
TOARYRDAYZAIANINLTZEBRLTLIEEL,
REDT VT« 7Bty a>oRBREZIETEF
T, L <IE. Get-Help Get-
BrokerSessionRecordingStatus%®fTL
TOARYRDFA Y ZAIANILTZBRLTIIZE L,

e 3. - - EEZHREL. Z1L)—BYR- BB ERBRIE. COMEZEALTHNICI—F—D
TOT4 Tty avOoREERIAL. STTREZBEL THABIS TN a—Ta VI ZRITTETET, U

TOREZRITTEET !
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1. Citrix Studio 2>V —JLh 5 PowerShell Z&E& L £¢,

Corele Roce [ados
v g.;-uum:wr,us: e =
ine Catslogs || GOMMONTS, | ATions,, Powersten View »

Refrech

| e

2. 3=y rA—H—-DIRTODTIT0TRHEY>aVERETSICIE. Get-BrokerSessionavwy
REFERLET,

E¥ Select Administrator: C:

:\Program Desktop d et-brokersession WKAOE\testuserf
S C:\Program Files\Citr Desktop ¢ d .uid

2"\ WindowsPowerShellw1.0\P: hell.exe - [m] x

S C:\Program Files\Citrix\Desktop Studi 1s.sessionstate

ogram Files\Citrix\Desktop Studio> § ions.sessiontype

lAppTlication

PS C:\Program Files\Citrix\Desktop Studio> 15 .0S5type
Windows 2016

windows 2016

PS C:\Program Files\Citrix\Desktop Studio>

3. Get-BrokerSessionRecordingStatusav >y REFERLT. EELILEY S 3 v ORERER
BBLEY,

C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus
SessionNotRecorded o ) ]
PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus

SessionNotRecorded
Ps C:\Program Files\Citrix\Desktop Studio> _

pE 2

-Session /NS X—%—|2lF. —ElC120tv> 3> Uid oazEERTIET,

4. Start-BrokerSessionRecordingdv > rEEFERALT. BEBZMBLES. T 74/ FTIE 8]
ERMEFZBHNT Ay E—INA—H—IIRREINE T,

RDOEIF. Start-BrokerSessionRecordinga~xy RaERAT 3 —MHIAHERLTLET,
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avrk

Start-BrokerSessionRecording -User DomainA '\
UserA

Start-BrokerSessionRecording -User DomainA '\
UserA -NotifyUser $false

Start-BrokerSessionRecording -Sessions
$SessionObject

Start-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

A

DomainA WS EFID R X1 >ROI—1H— (UserA)
DIRTOEYLa>OREZMIGEL. UserA (@RI L
E

DomainA ¥ WS Z#HiD K X1 YRO—— UserA
DIRTOEYIa>OREZHIEL. UserA ICBRIL
Ft A

$SessionObject L W3 BFIDA TSI FDITARTD
Ly ayoREERBL. I—F—ICBEMLET, 4
72 x4 b $SessionObject #EXET 3114,
$SessionObject=Get-BrokerSession -
username UserAZZETLET. 77 +FD
RICIERILES () PMESFET, #HL<IE FIB2H&
VARV RDAYSAINILTEZBRLTIETL,
v 3> (uidl,uid2,-,uidn) OFEEZREKL. 1
—H—IIBHML XY,

5. Get-BrokerSessionRecordingStatusdvY rRzFERALT. §42—7v by 3 Y ORER
REEEL £9, IRREIL SessionBeingRecorded ¥ 4> TW3IEF T,

6. Session Recording Player TS5 JRE - 3RLBEEZBEL. FMBA NS TN a—T 1 Y JICHBIT

L£d,

pE

Stop-BrokerSessionRecordingd~ > RTEIELT: el [REIOBEERIC Player 0
TRRN—TEA LTI VOREDEI S 3 VA REBRRICED, REShIEYaYoREOEY
aVHTARIKEICEZZEDHDFEFT, BESNIEY S IVIE—EDT I/ T ET 1D H 2%

Bl3. BEHTIEHD FEA

7. BESINBEIMLBI IO BRINTIES. Stop-BrokerSessionRecordingd~v > R&fE

BLTREZFLELET,

ROKRIE. COAVY REFEATZ—RPEFHEZRLTVWET:

avrk

Stop-BrokerSessionRecording -User DomainA \
UserA

Stop-BrokerSessionRecording -Sessions
$SessionObject

A

DomainA £ WS EFID K X1 >ROI—H— (UserA)
DIRTDEY>aVOREZFELELET,
$SessionObject DFRTHEY S 3> DFEEEILEL
£9,
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avvr B
Stop-BrokerSessionRecording -Sessions v 3y (uidl,uid2,-,uidn) OBEZELELET,
uid1,uid2,---,uidn

CitrixStudiooo /@@ Tld.Start-BrokerSessionRecordingadx> kxStop-BrokerSessionRecordi
ARV ROBHEROTZRRTEE Y,

& Citrix Studio - X
File Action View Help
Ll AN] il 7}
[ Console Root = Actions
+ B3 Cit Stusio (40DC3) [—
O Search
g Machine Catalogs || Administrator Main Task Start + | End Status j Preferences
£, Delivery Groups ~ Today [E] Create Cust...
B Applications APRO\gh Stop Recording of Session "5DAE93ES-E14E..  8/20/2020 : 3:56:13...  8/20/2020: 3:36:13..  Successful 3¢ Deletelogs
% i:;;'i:‘g APRQ\gh Stop Recording of Session "ADD67787-DDE...  8/20/2020: 3:56:09...  8/20/2020:3:56:09...  Successful View ,
v 154 Configuration APROQ\gh Start Recording of Session 'SDAEO3ES-E14E..  8/20/2020:3:56:05...  8/20/2020: 3:56:05...  Successful [ Refresh
£ Administrators APROQ\gh Start Recording of Session 'ADD67787-DDE..  8/20/2020: 3:56:02...  8/20/2020: 3:56:02...  Successful
Controllers APRQ\gh Stop Recording of Session "4DD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful Help
E Hosting APRO\gh Stop Recording of Session "5DAE93E5-ET4E..  8/20/2020: 3:55:09...  8/20/2020:3:55:10...  Successful
#¢. Licensing APRQ\gh Create Machine Styx VDA1_1"in Delivery G...  8/20/2020 : 1:22:55...  8/20/2020: 1:22:55...  Successful
a f::z’gz;mhir APRQ\gh Create Delivery Group ‘Styx_VDA1' 8/20/2020: 1:22:54,.,  8/20/2020: 1:22:55..,  Successful
0 Zones APRO\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
o B Citrix StorcFront APRQ\gh Create Machine 'Styx VDA2_1'in Delivery G..  8/20/2020: 1:20:01..  8/20/2020: 12002... Succsssful
APRQ\gh Create Delivery Group "Styx VDA2' 8/20/2020 : 1:19:59...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Machine Catalog "Styx_VDAZ' 8/20/2020:1:18:50...  8/20/2020: 1:18:51...  Successful
b Yesterday

=129

May 26, 2020

Session Recording A>HR—x > hZ A VX =)L L7%. ROFIET Session Recording Z#&pk L. Citrix
Virtual Apps and Desktops v > a>%BE L TRRCTE£T:

+ Session Recording % —/\— & ODELG DR
o I—H—DER

o FERDS—DIERET I T+ T
o REIDIEHFTDIEE

o BB 7AILOY A XDIEE

e BIIAYE—JDHRAEIAX

o REIDQEILE EINK

s TULIINEBZDOEMNE B

- EBEOY

o T—AR—20OFARBME

. BHDE
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s BE/OMINLOESE
« CEIP o#&m

Session Recording t —/\— X OEG OB

July 5,2024

Session Recording Player n 5 Session Recording t—/\—A®DEHG DB

Session Recording Player Tt v a>x2B4XT3ICid. BEINctEY S 3 V%Y 5 Session Recording
Player t 04 RE L £ 9, Player CZr IC##® Session Recording # — /N —C OEHERETIT £ IHN
EIRHCHEE D Session Recording #—/N\—IC##i 93 C I3 TTF £ A, Session Recording Player 2388 o
Session Recording #f —N\—t OEFEGEMNERINZHEIEE. [V—I] > [#F>3>] o [EE] 2T0Fcvy
Ry R%FIZL T, #EED Session Recording —N—%ZETIT £,

Session Recording Player B’ Y X k—ILENTWVWBET—IXF—>3vicOd4 > LET,

Session Recording Player =28 L 9

Session Recording Player D XZ2—/N\—T. [V—IL] > [#F> 3] OIBISERL £,

(el 27T [BMl 22Uy o L&ET,

[RRX b&] 71 —JLRIC. Session Recording —/N\—% KX rT23IT>OERIHMIP 7RLZEANFIL.

TORINEBERLES, T7AIL TR EFa U7+ TREShIBEDRS HTTPS/SSL 2R 3 &

51Z Session Recording Wi I Ed, SSLABRINTULAWESIE. HTTP Z#RL £,

6. Session Recording Player h'#8%k @ Session Recording # —N—CEHETE 3 & S ICEBR T 3 IC1E.
Session Recording 4t —N\—CCICFIB4 LUV 5 28DRLET,

7. $#&#:9 3 Session Recording 4 —N—DF v IR Y I XD F VAR >TVWB L ZHRBLET,

ok wpn

Session Recording Agent »'5 Session Recording # —/\—ADIZEHDHER

Session Recording Agent & Session Recording #+—/\—D DKL, BE. Session Recording Agent %
AVRA=ITBREIICREL £9, Session Recording Agent 244 > XA b—ILLBTIDEHRERET SIS
I&. [Session Recording Agent 70/ F ] #ERAL %7,

1. Session Recording Agent b1 > X b—LEhTWBH—N—iIcOJF> LT,
2. [RE—F+] RE>%21) v L. [Session Recording Agent D 7O0/857 ] %#BIRL £,
3. &l 270200y oLET,

4. [Session Recording ##—/\—] 7 —JL KT, Session Recording # —/N—DFELEM K X1 V&% N
HLES,
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7
HTTPS S TX vt —YFa—%FEMAT 313, [Session Recording #—/\—] 71 —JLRIZES

BEIR XA > BZANNLET (F74IL LTI TCP 2EM) . AALAEWEE, Session Recording 1
RBLET,

5. [Session Recording X L —2 Y% —J v —XwtE—IDFa2—] T. Session Recording Z kL —
VA= v —DBEICERAT 7O ILZERL. BETHNET 74 EOR— b ESEEELET,

A
HTTP 8K U HTTPS @BHTX vt —I X2 —%FERAT 3ICI1E. IS HEEEX IRTTI VI M—=ILL
9,

6. (XytE—2C0FMHE] 7 —ILRT. BEIS—DPRELLLSIICF2—ICEXYE-—D2FRIEFTIMHE
LT T4 D T7,200% 2EHE) £FIFANZD HILWMEZEAALEFT, COHBIEBITBE. X
vE—RBEREN. 77 ML ZBETIZ0RT 2RO NIRRETICAD EY,

7. [Session Recording Broker] T. Session Recording Broker A@SICER T2 70 k)L %RIRL.
BETHNUET 74 bOR— FESEEBLET,

8. BRBAXAvE—INMRRINZDT. Session Recording Agent H —E X BRERE L TEEEZIFANE T,

d—H—DER

July 5,2024

dA—H—ICHEREMS5 Y 3ICIE. Session Recording #—/N\—% KX b9 3> 2—4%2—T Session Recording
ARBIAVY—IIL=eFRALTERE (O-J) ZBDHETET, 5200-LHAHDET:

BE:

tFXal T LOEBEANS, v a v OREORTAY. HEDKEZRITT I DICBRELRERDAZL

=I5 L %7,

+ PolicyAdministrator. REHR > —DRR. El. HE. BlbR. BLUOEDHUERITTIET, T 74/
b Tid. Session Recording H—/N\N—% KX b T3ILVOEBENCOO—ILDXY/N—TT,

+ PolicyQuery. Session Recording Agent #7KkX b 934 —N—THRER) > —DFHEEZBERTIF £,
T7AIETIE, BRI —F—DZOO—ILDXAYN—TT,

+ LoggingWriter. EBEOJ .2 ZIACHEREZMAELE I, 774N TR O—HIILEBES LV
Network Service ZIL—7HZDO—ILD XY N—TF, 77 4/ D LoggingWriter X>/\—> v F%
TEITBL. OJDEZAHFDNKRBTZRAL B BAEEMDHD £,
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+ LoggingReader, BEE N/ 2B T 31ERETS5LET. T 74/ P TIOO—ILDXYN—IZHDZI—
F—3HO FEA,

+ Player, i#&E L 7z Citrix Virtual Apps and Desktops v > 3 VAR RTEET, T 74/ bTIOO—
LWDOXYN—ICHEZIA—H—FHD £ Ao, Session Recording D77 +JL FRETIF. LOI—H—ICH
BRE LY a>YEBETIERIEHD EFLEA. EEEDLRD. A —IEREZDYTIXELHD
F9. BEILItY a3V EBETRERSM VIS —DRELILY I3V EBELLS TR EROT
TRyt —IhHRRINFT:

Search Failed

IQI Search for recorded session files failed.

Access to Session Recording Server was denied, Rejected user request as
access is denied by role-based security,

OK

I—H—2O—-JLICEIDHETBICIE. ROFIEZERITLET:

Session Recording 4 —/N\—% KX+ B3I VICEBBEL LTOJF Y LET,
Session Recording &R >V — L ZEE# L £ 9,
A—H—%FOYUTZO0-LEBIRLET,

AXZa—/N—T. U] > [2—HF—JIL—TDEDHT] DIRISERL X T,
A—H—rJI—TZEBMLET,

ok w e

Session Recording Tld. Active Directory TEEIN 31— —ELVITIL—THYR—rThEd,

BEIYVY—ILTMREEEIE 1 DEROEFMEHCBMICARD £9, £7: 1906 U U — X LI, Session Recording
RUS—VY =)L TREOBEBER S —ZERTETE T, #L L TBREORERY > —1 28RBLTIET WL,

RS — DR

July 5,2024

Session Recording R > —a>Y —ILEFEALT. fERD S — ARV ORI — BLUTRBOMER
o —%ERLET, RUS—0OEREIZ. Citrix Cloud x> 7L = IREO™EAH 5 Delivery Controller %
BETEFT,
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BE:

Session Recording R > —1O>Y — L% B Y %I Id. Broker PowerShell 2 v 7 >~ (Bro-
ker_PowerShellSnapln_x64.msi) % 7z Citrix Virtual Apps and Desktops Remote PowerShell SDK
(CitrixPoshSdk.exe) ZFETA VXA b —ILTBBBEDHBD I A VA M—F—HBEBNICRF Y T VEAS
YR M=ILE B iEdH b FH ALCitrix Virtual Apps and Desktops ISO (\layout\image- full\x64\Citrix
Desktop Delivery Controller) T Broker PowerShell v 7« > %##&%& ¢ % h. Citrix Virtual Apps
and Desktops #+—E X4 > O— kR—IH 5 Citrix Virtual Apps and Desktops Remote PowerShell
SDKZzAo>O—RL&EY,

i

LY Z M) Z4E L T, Session Recording 4 —N—ICFHLBVWEENEELLBRICT 7 1ILHK
HDNZ30EHS N TE X9, Session Recording Agent z 1 VX h—JLLIYIVICERECL
TadA>y L. LYZRMVITF 1 &2—%BWWT. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix

\SmartAuditor\Agento i DWORD f&DefaultRecordActionOnError =1%EML &
ERS

gER) > —

Session Recording Z1 > X =L 3L ERATIBZLSICADZ S RTLERORER ) — 2707171293
b, MEBOARZLBERY S —ZERLTTITTICTBIEDHTIET, YATLERORERIS—T
B IRTOI—H— REAT V75— 3y, BLUH—N—I B—0RAUEZEBLE T, hXZLBRER >
—TlE #BNROI—Y— AET7 TV ITr—23> LU -N—ZEBELF T,

TOTATBBRER)D—ICE>TRETZEY I aVNRETNE T, —EILT VT JICTEZHREAR) > —F
12T,

SRATLERORBER S —

Session Recording IZid. RO RFLEBEDRER) —HHO X!

s RELEWV. TIHIFDRUS =TT, FHORIVI—ZEBEELAZTNAE. EviavRBREINEE A

s IRTOIA—H—ZBHLTRET D, CORUL—ZEIRTIL, IRTOLYII VI RESNET, &L
BOREZBNTERY TT7v TV Y RUHRTINET,

s IRTDA—H—ZBALABVWTRET 5. CORUI—ZBIRTB L. INTOEY I avHREINET,
BEOREZBAIERY TT7vTU4  RURBKRRINEE A

DRTLERORER S —IEBILIFHBFRTET ZE A
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N RE LEERD) S —DIER

BEORERY S —Z2ERT2BE. Ly avERETIIA—F—FkFIIL—F 2BET7 TV r—>a>Erid
FROMY I FUN)—=F)I—FF71d VDA <> >, Citrix Workspace 77U o547 +D IP 7 RL X %15
EI3HAIEMERL F9, Session Recording R > —a>Y—JLICidT+F—RHBEARINTED. SOV«
— RIS THRZERLF T, KRBT TVWBR 7 U Tr—2a>YERB 7RI My TR TUNU=TIL—T %
EVDAR > Y O—BEEET 3ICIF. Y1 FEBEOHRAMOIERIBETY, # bd Delivery Controller ©
EREDHGAMDIERZEEL E Y,

ER 9 2 RACCICHRERFE S URAFHZEEL 9. BRERFIBUFRHZHBILTEY a3 VICERINZE
¥o

MACCICREREZ 1 DFERLET!

s BELBV, FRAIDVAHY—FT [tydarzRiaElrW] 200y I LEY) COFRERETIE. REFEMG
Ity arvERE LBV EZEBELE Y,

s BHILTRET S, RAIVAH—FT BHLTEY a3 vEREITB] 20Uy I LET) COREIRE
TiE RARGZBLI LY a v eRETSCEZEELEY, TROREZBNTZRY TT7vTU >
FOBRTINET,

s BAILBWVWTREY 3, REIVH—RT BHMLAVWTEYSaVERETB] 20Uy ILET) ZOD
BRERETIE. RARBEZELIEY a3V ZRETSICZEELEY, I—F—FRETNTWVLB LI
[T T EE A

RAICCITRDEBEEOWIT MO Z LA ED 1 DFIRL T, RAIZGZIERLET:

e A—H—FRFIIN—T, HRAUOKRELZERTZIA—H—F7IEIIN—TO—EZERL £7, Session
Recording (2 & - TActive Directory 7 )L —7H LV 1—HF—DHRT1 FU X MMEFERATEEY,

s RBAT TV —2aVERIBTRI by T, RADREZERTBZR/RAT7 U Tr—>a Y E&RETRI MY
D—BEZERLET, RV F—RT. 7FVT5r—2a3> 3T RO My T2 ERATES 1 D 1I3EH
@ Citrix Virtual Apps and Desktops #-f % 3EIRL £ 9,

e TUNU—=FN—TFIETI Y, RADREZERTZTIUNV—JIL—TEEII>0—BE=ERL £
To MATsH—RT TUN)=FTIN—TFIFIT U DOBFREZERLET,

c IP7RLRERIZIPEHE, RAUNORIEZEA TS IP PRLRERIFZIP 7 RLAOSEEO—BEZEM L &
To [IPT7RLZELIFIP OEFEDEIR] BET. BEDBNECIEIEMICBSIBHEIP 7L
IP&ERE%ZEBMLET, ZDIP 7RL X Citrix Workspace 7Z7UD IP 7 RLXTY,

!

Session Recording R > =YY —ILTld. 1 DORBATEROFZHEZEBR T £, RAUMNBHINDS
BRiCiE. TAND) & TOR) oA DORIBERFH. RENABT I aVZstBI5dHICEDNE T, —HRAY
IZ. TOR] BEFIZ—EOXHROERICELN. TANDI EEFIFE - EROFHICH TIEZERICED

NnE9d, &ERNMtrue THHNUE. Session Recording R > —T VI VA ZDRADT o> a>EEDFET,
3 THIFNUL. ROBANSER. WIBEZEDIRLFT,
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BER) S —ICERORANZER T 25813, BRORWFHIC—HI 2ty a v B2k HBD T,
£ 5H5EIE. BRBA/ROEVRAINE Y a VICBREINE Y,

RAICL DRITENBRERIEICK > TEDEBEIRMNRED £

o TRE LBV RAUOBEIRUAPRLESBD XY,
« NEXL TRETY %1 RAUOBRIBUNRICS<EDET,
e MBAMLBVWTRETY %) RAUOEBRIBUNPEHMEDET,

o0

BERY S —ORAFHEOVWTNICHETEESBVWEY S 3 VD HEAEENHDET, 2DL5BEY I avIC

DUWTIR. 77— Ny JRADBENERAINET. 74—y JRADEBEREIC TBRELBV] TI,
=Ny VRAIZEBEIFHBRTIT £ A

ARZLFER) S —ZERT B ICIE:

7%

1. BAREFHDOR) L —EEBEL LT, Session Recording RS> =YV —IHRA VI b—LETNTWVWEH—

N—ilcag#>LET,

2. Session Recording R > =2V —ILzEHL T, ERAOXRI>T [BERUS—] ZBRLEI,
2—N—=T [FHLLKRU>—0BM ZFRLET,

3. #LLWRUY—Z2E Uy LT FRAIDENM 20Uy o LES,

X=

4, BEA T a Y OER-BHI«H—RT. [EyvrarveERELAWVW]., BRAILTEY a2 EET 3] (F

ol DBRILBWTEy arvZREd3]) ZFRL. DRN] 20Uy oLET,

5. RAFZGOER - RO 1 DB EHROFARZFGZERTZLNTEET:
A-—H—FRFINL-TF
RETTVT—2aV&ERBFTRIMY T
TUNRI=TIN—=T&iFIo >
IP 7 RLXERIZIP OEHE

6. MAUFHGDOHRE - HETBICIF. THENZTDEZIVYILET, BIOFIBTHERLAFHICEDET, EICT

‘/H5IhNET,

E:

(RRAT7FVr—2a>FdTRO by 7] OFEGSOEEZERLIEES. (P77 RLXR] EIP

7RLZX, URL, FflgarybO—>—>PO—-HllRxy b= LEICHZHEEIVE2a—2—RIC

DEY, [TTVTr—>a>oFEaE] VRAMIRFENRTINE T,

12

[(RRAT IV =23 ERFTRI Ny T] &R [TUNV=TIIL—-TFERiITI ] 2BERTZI5A.

Session Recording KU > —1> Y — )L T@EICEERY 3 Delivery Controller Zi8E L %9

Session Recording R U > —2a> v —)Lid. CitrixCloud 8& U4 > 7L = XEEH 5 Delivery Con-

troller IC@E I 2H—DF v RILTT,
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[Ek Rules Wizard *

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users

Published Resources: Select Published Applications or Desktop. .
Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

= G

fee I [TUNU=GI—TERIETI V] 2BRT3BE5. L0 V-2 3y hOFIE3 TEHEY
BNAN—1)>oEBRLT (B0 #2Jws L. Delivery Controller n@o T ) %BIML £,
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C.

[El Create Query x
Site: Address: Citri Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
|&MEﬂmﬂﬂhmnme
Create Cancel

Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

RS BEHNKRE
7> 7L = X Delivery Controller
d Y a) Broker_PowerShellSnapln_x64.msi % -1 >
2 k—JLF 3, 2. [Citrix Cloud Controller]
FIVvIRYIRZFTIZT B,

Citrix Cloud Delivery Controller
y a) Citrix Virtual Apps and Desktops Remote

PowerShell SDK &1 > X k=L 9 3, 2.
Citrix Cloud @7 H1> > b EEIERZ &S 5,
3. [Citrix Cloud Controller] F v oRv o
REF2ICT %o

#> 7L = X Delivery Controller » 5 Citrix Cloud

. Broker_PowerShellSnaplin_x64.msi % 7 >
Delivery Controller ictTh &z %

AVZAM=ILLTY> v EBEET S, 2. Citrix
Virtual Apps and Desktops Remote
PowerShell SDK %1 > X k=L 9 %, 3.
Citrix Cloud o 7h 7 > b ERBERERITT 3.
4. [Citrix Cloud Controller] F v o Ry
RZAICT %o
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fERA BRIENWE

Citrix Cloud Delivery Controller 54> 7L =2

) a) Citrix Virtual Apps and Desktops Remote
Delivery Controller ictIh &z 3

PowerShell SDK#7>1>ZX b—JLLTI Y
VEBEHT 3. 2.
Broker_PowerShellSnaplin_x64.msi % -1 >
A k—=IJLF 3%, 3. [Citrix Cloud Controller]
FIVvIRYIRZEFTICT B,

Citrix Cloud O &K {IBEHRDIREE

Citrix Cloud ©/R X k&N TW3 Delivery Controller ico T g3 I2id. Session Recording /K1) & —
AV =AY R b= Ehfe s > TFET Citrix Cloud ERBERZREL F 9. COEEZTHAEL
e L7 —HREEL Session Recording RUS—YY =LA ERICHEEL R BEZ LD HDET,

FHTRIET BICIE:

a) CitrixCloud a>v—jicad#> L. [ID&ELUV7oEREHE] > [API 7o R] ICBE8LET,
API 702 2BE*x27051 7> bEERL T, Citrix Cloud 0B E 7O 7 = B TET 35S
O77MLVEBRELET, EF¥a703534 7224 00O0—- R L, BRIZEEL TEREBEMICREE
LFEJ. 774 DT 7ILRAIL secureclient.csv T,

= Citrix Cloud

« |dentity and Access Management

Authentication  Administrators ~ APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID*  * *_as the customer parameter
Name your Secure Client Create Client

Named id Creation Date Actions

secureclient N G o 3:53:01 PM Dec 3, 2018 o}

b) PowerShell ty > a>%#BVWTROIATY RERITL. FIOFIETERELRE) REFO771ILEE
MCLED,
asnp citrix.*
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->

WHEIZIH LT, Customerld & SecureClientFile #8F L £9, FEOIYY RT. BEEHEOT Y
AW EDBEETOT 7o IbcitrixdemoMEE S . LUED TARTD PowerShell twv> 3> T8
7O EHEBEINEY,
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7. T4 —ROETRICH > TRBEERTLET,
A BRIEBISNIT TV r—2 a3ty a VIl Y 3HIREIEA:

o PUTATRBRI)I—TT7IVTr—a3 0B zRETIHEE. FakEdichicty > a > TREITNIET
TVr—=2aYIiFBREINAVWES). tyiarhiREINEE A

o PUOTATHRRIS—TIRTOT IV r—>arhRESNZHE. 12— —hH Windows A7 Citrix
Workspace 77U icAJ1>93 . (BRREFINIEY S a3 UABILIINZDLREEIC) FEICE
TRBANRRIN, BFiEFHINL (BD) tyviare. $BZOEYIa Y TEHINDZITARTD
FIVr—arhiREsngd,

chzEEd3iIcid. JFER) S —IC->THOTUN) =TI —FTT7 TV Tr—>a>z AALET. &E
FHICTTVT—2arvBZFERLABVTRSI WL, T5932LT. EAEEcNcEy a v ZRETSE
Y, el BRHIRBRTRINE T,

Active Directory 7' )L— 7D fFR Active Directory 7' JL— 7%/ L T. Session Recording ®R1J>—%
ERTEE T, BEL2OI——TIE% < Active Directory )L — 7% RT3 . RACKR) S —=EEICIERL
TeDEBRELEDTEET, e xid. FEIM01—4—1 Finance ¥ L3 &/1D Active Directory )L —FIc&
FNTLBHEIF. RAUZERTBESIC

RAID rF— R TFinance JIL—7%EIRTBZE T COTIL—TDITRTOXYN—IZBERAINZHRAZIERL
TEFEY,

I—H—DFRTA UMM BABRAO—BOI—HF—DtvIa>ERRICRENERN, SIS S, Session
Recording R —%= TSI £9, i

A—H—DFRTA IR MEFEINE S, AABREZRDFRSHEPRHEDRBOREE LY. EviavERE
TRIRZITRBVWI—HY—ZRITA I NIBRTIEFTT,

TARTOLBEEE N Executive ¥ WS ZBID Active Directory ZIL— 7D X > N—T#H 3B4E. Executive 7L
— 7o Session Recording = &Exic g 2RAIEER L T, Ths01—HF -0ty avhiRLTREINAVL
SICRETTET. CORANZEBTCRYS DT U7« TMIF. Executive JIL—TDX I N—DE Y>3 Vi
BINEFRA. ABADEDIDOAYN—OEY I IVId TIT1 THBRIS—DIFHORAICEIVWVTRESINE
Jo

Director %5/ L T Session Recording #—N\—%FERAT 3

Director 3>V —IL%Z#EAL T, BER)—52ERELUVT7IT0 THTETE T,

1. HTTPS #&:i0i5& 1. Director —/N\—0 [EEINf/L— MEERAE] IC Session Recording #—/\—%
ST ZHAEZ I > A M—JLLET,

2. SessionRecording % —/N\—% A7 % & 5 I Director  —/N\—%##m 9 5 IC1%.C:\inetpub\wwwroot\Director\to
/configsessionrecording <> RERITL T,
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3. Director ¥ —/N—T. Session Recording #—/N\—®D IP 7 KL X #7213 FQDN. K— +BES. LU
Session Recording Agent #* Session Recording Broker & OiE&EICER T 3EG0BE (HTTP £7zid
HTTPS) ZAALF T,

ARy ~OJRY S —

Session Recording i1 RX> kO R & —D—h%B#ER%EFR— L& T, Session Recording R~ —21
YV=ITRIS—Z2 B L TS ESERARY M ZEOTERTIET,
7
USB ABEBRBEETNAXDEAN BLUT TV —2 a3 0RBELRT ZEHET B ICIE. Session
Recording Administration 2> R—=x> ~ (Session Recording &¥—%~— X, Session Recording #
—/\—. Session Recording K1) >—1>YV—JL) &L Session Recording Agent #/\—> 3> 1811
MBEBICT vy T L—RLTLIES W,
T7AIBIEAARY > Web BAET7 V7« ET « 52889 % 121E. Session Recording Administration O
VR—%> Kk (Session Recording ¥—#4~—2Z. Session Recording #—/\—. Session Recording 7~
1) —0>Y—JL) & Session Recording Agent Z#/XN—2 3> 1903 LIBRICT v 74U L—R LTS
(AN

SRTLEBRBDIRY ORI S —

SRATLEBEBDARY ORI —IF TOT TR LAV T TIAINNTRIEF VT T TY, 79717
DIZA. AR FOOJIEERINEEA.

SRTLEEDAIARY ORI S—BZEBEIIBHBRTI EE A

ARZLARY FOTRY S —DIER

BBOARY ORI —ZERT BHBE. Ly a>OREFICOTZERIBIBED IR M HBZ1—
H—FrFIIN—F RRT IV —2a>EREFTRI My I FTUNU =TI —TFF£#IZ VDA v >, Citrix
Workspace 77V 05147 bD IP 7 RL X%ZIBET BRAZ1ER L £ 9. Session Recording R >—a>v
=R HF—RFPAARTNTED, SOV F—RIC > THRAIZERLEFT. [T TWE T IUTr—>3
VERBTRIEY TR TUNU =TI —TFIE VDAY Y D—EBZER T BICIF. T FEEBEDOGRANDIE
RHANETY, ¥ b Delivery Controller TEEBEDHANDIEREZER L £7,

ARZLARY ~OATRI S —ZERT BICIF:

1. ARBEHDRY > —EEE L LT, Session Recording /K> =YY —I)LHBA YA =)LEATWVWSH—
N—lcOd# > LET,

2. Session Recording RU>—a>V—)LzE#ML £,
TIAILNDETIE. POT1THBARY FOTRU S —EHD £E A,
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% Citrix Session Recording Poelicy Console
File Action View Help

= HE G HE

% Session Recording Policy Console || Pglicy Name Description
~ [ Recording Paolicies [y Custom Reconding Policy
[ Custom Recording Policy @ Do nat record

This policy will disable recording of all sessions.
E Record everyone with notification This policy will enable recording of all sessions. ...
@ Record everyone without notification This policy will enable recording of all sessions. ...

[E De not record
[E Record everyone with notif
[E Record everyone without n

v [# Event Logging Policies
[= Donotlag

3. ERAVT [AIRY+OJRUS =] ZFEIRLET, XZa—/N\—T [FLWKRUS—DIEM] Z#EIRLTA
Ry bOgR) S —%#ERLE T,

4. (X7>ay) HILVARY FOYRIS—2HGI )y I LT, BRizEELET,

% Citrix Session Recording Pelicy Conscle
File Action View Help

e nH 6| HE

% Session Recording Policy Console
w Recording Policies

[ Custom Recording Policy

[E Do not record

[Z Record everyone with notif

[Z Record everyone without n
w Event Legging Policies

[E Do notlag

[ New event Inanina nnlic

Add Rule

Rule Name Description Action

%S}'stem defined rule Logs no events

Activate Policy

Copy Policy
Delete Policy

View Policy
All Tasks ¥

View »

Rename

Refresh

Help

5. FILLWARY MOYRUS—FH/IUw I LT BREIDOEM #BIRLET,

a) BIRYEOBEDF TV IRYIREFVICLT, BT 3 1 DX IFEROWRRAIRY LEEEL
E3
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]

File Action View Help

o= 2 6l H

Zp Session Recording Policy Console || Rule Name Description Action
s

v [ Recol ie: [ System defined nie Logs no events
[ D rd
[= Re ever with notif|
[E Record everyone without n e Rules Wizard x
« [ Event Logging Policies
& 0o nug[glugg Step 1: Select one or more of the following options to specify whether to log the related events.

|5 New event logging policy
[ Email Alert Policies

Log clipboard activities

Next > Cancel

« CDMTYvEYIINUSB IRy bDOJ %5889 %: Windows |7 # 7zi1& Mac @7
Citrix Workspace 7 7UB A YA b= ILEINTWBISATY CTFNARTISATYMRSA
IvEry (CDM) ZEA L TABELERET NM IDEATNB LERL. BREDIANY
ICRTRHTFTEET,

s RAUSBUAALY hARYbOOY BT S: Windows @it & 7% Mac m i+ Citrix
Workspace 7 7UDRA YA R=ILENTWVWBRISA TV RTFNARTRAYAAL Y bEFERL
TARBELEEET N IMEATNBZ LR L. BEBOARY MIFZIHITTEET,

TIURBHBARY OO %8B TE: 4=y b7V r— a3 02800/ %288 L T, &
BOARY MIRIHFITTEED,
o TTURTARY NDOOJERRTS: 2= v 7TV r—2 a3 087000 %388 LT, 8
BODARY MIAZTHIFTEET,
pa
ez, 77— a3 okE#zaiB LAEVGS. 77U r—2a3 > 087207 I8
TR TETERA, FDEDH. R HF—RTIE [FFVERTARY FOOY %508

T3] FxwIRyIRIFE [FTVEBAANY COOT%REFET D] OERENIKRBRTIC
BoTWET,

TTUVER-E. [TTVEGHIRY OOV ZERTB] LU [TTUVETARY FOOT %
R3] #HRLIBE. [TIVERE-E] TR v 7T —2 a3 EELTERRL.
BENICBRICAANY FEEESEBRVWESICLET, 774 ETIR 7FVT5—2aVhEE
TNTVELRA. EDD. 7TV =23 >DARY MEIF v ITFvEINEEA
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P

- T2 a oM ETER v IF v IRICE. [TIVERE—E] 77U —
TavOTOLRBEEBMLET, e zxiE UE—FTRY by TEGORBIRY
HEXv TFv$3IC1d. OB mstsc.exe & [7FUER—B] ICBMLEY, 7
OtXx%z [F7UEHRE—E] [CBMT2L. BMLAETOEREZOF/OLRICEDE
TEINBZT7TVTr—2 a3 i IRTERINEF T,

- 7O0tXKIFEza0y () TRYIDET,

- BE—HOAFMPR—FINTVET, TIILRA—FRIFTR—FINEEA,

- BM9370€XETId. AXFUNIXFRRAETNEE Ao

- BERICBEICAARY FEEETEAVLSIC. Y RTFLTOERE (explorer.exe #
) ®Web 7505 —%2L IR MICEBMLAVWT I,

s WET7AILARY bOOJZRRT S BERDOZ—7 Y b7 71ILICH Y 31&F2 O (T8
L&,

s J7AIVER—E: MBI 7IILARY bOOJZERT D] ZFEIRTIES. [T71ILEHR—
B #EHLTERNROT7AILEBELET. 74IA—%ZBETIE. T+ILA—ROTA
TOIT7ANEF Y TFVYTEET, TIFIITR Z71LUBEBESNTVWARVD, 771
MEEvy TFrvIniti,

P

- 77 DOBEIEE. . HIbR. BENIEEZF v I F v T30 [T 7 1ILER—E]
TI7ANTAINE—DNAXFY] (T7AINERT7AILT LA —D)L— /)N T
37 <) ZEBMLET, fcezid. C:\User\Filensharing.ppt771/ILD%E
BB, ER. HIbR. BEMHREFEZX v IF v 93101 [T71ILER—B] TRNRAXF
HIC:\User\FilezEmL %39,

- O—ALIT7AUNRELVVE-— MBI FILI—NAOBHEZFERATETET, L
ZIE. \\remote.address\Documents” # /L4 —® RemoteDocument.txt
T7AILNTERIEE T v 7F v I5IC1E [T 77 LER—B] TRXXFF\\remote.
address\Documents#iBimL 9,

- a0y () TEHENZXZRTIDET,

- BE—HOAIMYR—FINTVET, TIILRA—RIFTR—-—FIhFEFLA

- NZAXFIFAXF N FZXFLEE A

HPREIA:

- BREINTUVE 74 A—D5BHINTUVEREVWITAINE—ADT7IILERLIETT A ILE —
DAE—FF v TFrvEhFt A,

- J7AIINERRB T #IA—NRIC. BRAXFH (260 XF) Z2BRB3BRO T 71ILEIET
FNE—DEENTVBREE. 77N ELRETANE—DREEF Yy TF v TEEE A
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- T=ER=ZDFAZITEFBELTLET V. REDAARY FRF v FFvINBVELSICTS
ICi3. EEAIC TEvent) T—TNZENv I T v TT3DHIBRLE T,

- —EDOBRTAREDIARY ¥ v IF v IN3HE. Player TORTELUVT—FR—X
NDOEBMIZAARNY FOBEILIC1I DDARY M TATLOAHICED, A ML—C DK%
EEEL £,

s Web BB 77 ETr20JIC0BIS: HR— I TVWEIT SO —TaA—H—FTU 7«
EFsz0J8RL. #EICT ST —A. URL. R=JF1 MLOETZHITET,

Events and Bookmarks

2 &M Web browsing: https:/fwawy. google.com, Google - Google Chrome, chrome

PR—rINTWE T SO —D—&:

TooH— N—=23Y>
Chrome 69 LIFE
Internet Explorer 11
Firefox 61 LIpE

s REMAID T4V RIDT7 VT4 ET+ZOJIIETRT S READ T VY RIDFIT1ET14%
OJICsR LT, ZBRICTOELRB. 21 ML, 7OELXBSOEITZEMLET,

Events and Bookmarks b4

3 1:56:08 &M Top-most window: EXCEL, BookZ, 380

2 1:56:22 A Top-most window: explorer, CITRIINSTALLATIONLOGS, 7212
3 1:56:36 b Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:56:39 AM  Top-most window: explorer, Application. evts, 7212

2} 1:56:55 &M Top-most window: notepad-++, . 4940

€ 1:56:59 AWM Top-most window: explorer, Desktop, 7212

3 1:57:08 AWM Top-most window: WINWIORD, Bisiisbb |.docx, 8296

23 1:5713AM Top-most window: notepad++, , 4940

3 1:57:20 &M Top-most window: T askmgr, CdfS veexe, 9276

3 1:57:34 A Top-most window: Tazkmgr, CitrisAuthentication VitualSmartcard.exe, 9275
3 1:57:51 AM  Top-most window: regedit, FileDperationtonitorList, 5584

2 1:58:04 AW Top-most window: notepad++, shi, 4940

3 1:55:25 M Top-most window: explorer, Task Switcher, 7212

3 1:55:26 AWM Top-most window: EXCEL, Grid, £850

b) RAIKMHEZRL THRELE T,
ARELFRERY S —DIER E Bk RD 1 DERIBEBMORAIZHZBEIRTETET: 21— —Fkid
IN=T RRAT IV r—2a E BT by 7 TUNI=FL—=TFFLIEI> U IPT7RFLZR
FiF IP OFE, #L I TARZLBRER)S—OER] £ 3>V TFIEZSRLTIRET WL,
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E:

AR FOTRY S —DRAZFHFOVTNICHETIEESHRVWEY S 3 OB ZAI8EELHD £
To CNHEDEYSI 3 VDHFE. 74— LNV IBRBOA R NOJRE (BIC TOS 28R LAE
W) BBRINET, 74— LNy IFBAISTEXITHBRTET£E Ao

C) VAH—FOBRICR > THEMERT LET,

[E Rules Wizard x

Step 4: Complete the rule setup.

Specify a name for this rule:
|7 |

Provide a description for this rule:
| Specific user il fite] |

Enable this nile
Summary (click Back to edit):
Log &CDM mapped USB events
Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

MName Location
& user JZUAI-SRS-1

< Back Next Cancel

LY Z MUBMRE DB

Session Recording B"#iL< A Y X b= LT BB EL@ETYvTIL—RINLBE TI74ILLT
FRTEZ 79T RARYOTRIS—1EHD EH A, TDL E, Session Recording Agent 1%
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents ® L ¥ X ~ UfB It > THEE
AR MO ERRTIDEZRELET. LI MVEOHBICOWVWTIE. ROKXZBRLTREIWL:
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LYZMUME

EnableSessionEvents

EnableCDMUSBDriveEvents

EnableGenericUSBDriveEvents

EnableAppLaunchEvents

AppMonitorList

EnableFileOperationMonitorEvents

FileOperationMonitorList

EnableWebBrowsingActivities

LT, BEftn®s> U4 TY !

A

1. ARV rOOJRFBEITO—NILIZEMICT S, 0:
ARV COOJREEEZITO—NILICENCTS (F7 4+
I EDEDT—4),

1: (DM TYvE>yFanf- USB ABRERIRBEETN
1 ZD/BANOOJRTREZEMICTS. 0: CDMTYwE
>IN USB KBERIBEET /N1 XOBAOOY
EREEMCTS (TIAHILEOEDOT—2),

1. ARVEA LY b=ERLI USB KBEXEEET
NAZRDBANDOTTEHRZBMICT S, 0: ARJSF L
U hZERA LT USB XABERBEET /N1 XDEAND
OJZREEMICTS (TIHILEDOEDOT—H),

1. 77U —2 a3 oRBOADOOJRERMICY
3.2 7= a3 OREET OmMADOT LR
EBEMCTS. 0. 7TUr—>avoREeKToOY
HEREEMCTSE (TIHIEDEDT—H),
BRIZZ—TY T IUVT—2 3 %BET 3, 77
AIETIE 7FVT—2a RSN TV EE Ao
EFDID. PTIVT—23 > DAIRNY MIF ¥ TF v &
nELA.

1: 770 EoOJEREBMICTS. 00 J71)
BEOOJERZEMCTS (TIA4ILMDEDT—
),

BERITBZ9—T Yy ITHINA—%BETD. 77 b+
Tld. TANE—DEESNTVEEA. TDOD. 7
7A1IRERF vy TF v INEtA.

1: WebBE7ITrETr2BICT 3. 0: Web RS
B7IVTAETAEENCTSE (TN MDEDT—
o

+ Session Recording 1912 A’ LK A Y X b—JLE NI R bOTZHR—F LBAVUETIDOY U —2
(1811 & D@l MBT7wFIL—REINiBE, & Session Recording Agent DREEL S X kU fEIXT 7 7
WETT, TTAIWERTIE. 7IOT1TRARY FOATRU S —HRVDH, ARV bOOJIEEREINEE

Ao

+ Session Recording 1912 B’/ RY bOJEHR—rF3LFO U U—2 (1811 & O#HI) MBT7vFIL—
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REINFIBS, 7vFIL—REIICC OMEEEEMICT 5. & Session Recording Agent OBEEL 2 X +
DBIET 72 PDEFRICHRDET, TIAIETIE. TOTaTHBARY bOATRI =D WD, AR
YhoOJRERINEE A

+ Session Recording 1912 B’/ R> bOJZHR— T ZUFD U —X (1811 & DFI) 5T v TIL—
REINFBE. Py T L—RENICC OMEEZBIMICEITRL2ICEMICT B L. & Session Recording
Agent DEEEL X MUBIZEEINER A, T2 ITIRE. 7IOTa TBRARY bOTRI —H%HW T
. AR FOOJ DEERFEESINEE A,

+ Session Recording 1912 A 1811 A5 7w U L— RENFBE. RUS—AVY—ILTEEINTZAAR
> hOgRY S35 EHRSFEAINET,

} =

AR

Session Recording R > =YY — LTV AT LEERED. FIFHARELDARY COTRYS—%ETIT
171293 . & Session Recording Agent TEEEL X M URENERIN, AR OJDOL IR MY
REEZEATEIHLABDFT,

BEORBBR) S —

Session Recording Player Ti&. REIRN—XDO 7Vt XFIHHHYR— FIhTUWEH T, Session Recording K1
=YY= TREOEERYS—ZERL. ERUS—ICERORAEZBMTI T, SRAT, BELLZD
oI —8LV21—Y—JI—T 2T IV Tr—>a>ELVTRI by FURNU =TI —TE LUV VDA
PoOREZEMETCEZ 1Y —F31—HF—JIL-TEHELEX T,

AR LFRERER S —DIER

BREOBEBER > —ZER Y BHIIC. ROFIETHEZEMCLETS:
1. Session Recording #—/N\—%KZA rF3I> IO F >V L& T,
2. [R&#—=F+] RE>EIU Yo L. [Session Recording —N—D7O/NF 1] #ERLET,
3. [Session Recording #—/N\—D70/87 ] T. [RBAC] #7%0Uv o L%d,

4. [REOBER) S —DOBRZEHFAIT3] FIvIRYIREFUICLET,
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iﬁ] Session Recording Server Properties — )4

Storage  Signing Follover Flayback Notifications CEIP Logging REBAC
Recarding viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Conscle.

Allow to configure recording viewing policies.

H A2 LFEFEBER) S —%1ERT IC1F:
F: BEARUVS—ELIVARY MOTRID—CIEERD, BFEROBBRUS— RUS—RICEMLETRTOR
BHZET) 3. (ERTB3EEBICT VT TICBDET, BUKTIHEIIHD £ A

1. ZRFHDR) O—EEEL LT, Session Recording RS> =YY —IHRA VI b—LINTVEH—
N—IcAd# VL&Y,

2. Session Recording RU>—a>V—ILzEBELET, 774/ MTIE. BREOEER) S —EHD FEA.
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

. [BEOBER) -] XZa—IiF. [Session Recording #—/N\—D70O/X57 1] T DEEEEBMIC
LBWEFHBATEEzEA,

3. ERORA>T [BREORER)S—] Z8IRLET, XZa—/N—=T FHLWRU>—0EM] Z23RLT
BREOMEBER) > —Z2EHLET,

% 5ession Recording Policy Console || Pglicy Name
v [ Recording Policies
[ Do not record
E Record everyone with notif
| Record everyone without n
[ Event Logging Policies
E, Recrrdina Wicainn Daliciarc

Add Mew Policy

All Tasks >
Yiew »
Refresh

Help

4. (X7 ay) HILLVREBOBMBERYS—2HI Uy I LT, BRIZEELET,
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% Session Recording Policy Censcle || Bule Mame
~ [= Recording Policies
[ Do not record
E Mew policy
[= Record everyone with notif
[= Record everyone without n
[% Event Logging Policies
w [ Recording Viewing Policies

E Mews Pnlinme

Add rule

Delete Policy
All Tasks ¥
View ¥

Rename

Refresh

Help

5 \ILWRUS—%HFIUw o LT [RAIOEM] 20Uy I LET,

Type

a) BELIMMOI—Y—HLVa1—H—JI—THho50REEZFETIZ21—HF—FiFa—%—JI)L—

TeEELE T,
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[Ef Rules Wizard X
Selected user or user group who can view recordings
| | Add...
Selected users and user groups whose recordings can be viewed
Remove
Remove Al
< Back MNexd = Cancel

pE =

ZHRAT, BFEOMABEEL L GERTETZ0IF 1 A0 —FF 1l >01—F—JIL—TFk
1TTY, BEOI—Y—FlEaA—H—JIL—TEERLBEIF. BROEROADEIICHE
D, TFIAFRYIRIZRREINET,

BREOBBEEXIEE T S IE. MEBEEICPlayer oO—/LZEDYETTVBR e 2BERL TR
IV, FEIINEY Y a Y EBETIERI RV I - REIN Yy a>EBELEK
SELTRLIT—AyE—IUHRRINET, 2L <IE TA—H—D&ER 2BRLTIIZEL,

b) RAKMHZHERL THREL. ROBMBELNBEBE TSI 2RBZIEELET.

o A—H—FfITI—T
s RATIVT—=oavERIEITRIOMY S
o FTUNU—=TIN—=TFET Y
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups
] Published Applications or Desktop
[ Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users / Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Meat = Cancel

A RAIFKHEZEELAVTEC L., FIROIEEL/CHEEICIBERORENRTINEEA.
C) V- ROERIC> THEMZERT LE T,
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[EF Rules Wizard X

Complete the rule setup.

Recording viewer:
(s administratar

Rule crfera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
& admiristrator SHNKG

<o ==

RUS—DF7 0717k

[

. Session Recording K> =YV =LA YA M—)LLEERIVICEBELLTOJF Y LET,

. Session Recording KUY —a>V—LzE#L F7,

. [Session Recording # —/\—A®#EH] U+ > RUHBL 5, Session Recording 1 —/N\—D&#i. 7
Bk, BEUOR—FPELVWCEZBRBLET. [OK] 20Uy I LET,

. Session Recording KU >—>V— LT, [BERY > —] i [1R>bOJRVS—] ZzBELE T,

L TITa 7RI BRI —EER LET,

6. X=Za—N—=T [RUL—DT7U 7+ 7k] ZERLFT,

w N

[Sa I

RUS—DES

1. Session Recording KUY =YV =LA YA R—)LLERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>yY—Lz@&L £9,

3. [Session Recording #r—/\—A0D#E#HT] V1 > RUHRL 5. Session Recording # —/N\—D&gi. 7
Ok, BLUVR—FHPELWC e Z2HBLET, [OK] 20Uy ILET,
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4. Session Recording RU> =YY =T, [BERU>—] £fid [41R>rOJKRI>—] ZEELET,
5. BFETZRUS—EERLET, RUS—DBRADAERS VICKRRINET,
6. RAIZIBM. ZTE. FIFHIRT BICI3:

e XZa—N—T FHLWVRADEM] 2BRLET, RUS—DBT7IT 0 TRBERBRY FT7v T+
YRUDNHE., BEOHESEZRIAvE—INRTINET, RAVsF—RFzERALTHLWRAIZ
ERL £,

s TEITBMANEBERL, BV v I LT [FONTx] ZBIRLET, RAY s — F2FERAL TRA
ZEELEY,

« HIFR9 2R ZHRL. 52Uy I LT RAOHEIER] Z3ERLET,

KU —DHIkR
E:
SATLAEBEBOR) O —FIETOT4TRBAR)D—IFHBETE XA

1. Session Recording R >—aY YV —)LEA VA F=LLIERIVICBBBELLTOYF Y LETD,

2. Session Recording RU>—a>Y—)LZz&EBL £,

3. [Session Recording #f —/\—~D#4] 7 > RUHFEWz5, Session Recording 4 —/N\—D&#i. 7
B, BEUOR—FPELVWCEZRERBLET, [OK] 20Uy I LET,

4. Session Recording R > —J>V—LT. [BERY>—] g [V bOTRUS—] ZBELET,

5. ERAVTHIBRTZRUS—BBIRLET, RUS—HBTIT0 TRBEER. EDPORUS—ETIT1TIC
TRIMENBDET,

6. XZa—N—T [RUI—DHIR] Z3RLET

7. 03W] 2Oy O LTREERREL £ 7,

O—JLA—N—OEIE

RUS—%TIT17ICT3HE. TNETTIT4 TR =3ty a>oRENETITEET. £&E
Ty a ORETFAIINDHLERISGETZETHNEZREET, O—ILF—N—E T7 MUY A IDLRISET S
ERTENEY, BEIT7AINOYAIDERICOVWTHEHLLIZ TRET 7 7IILOT 1 XDIEE] 2BRLTRET
Lo

RORT, Lyoa>oFERICHFLVWERER) > —28AL TAO-ILA—N—DEI L IICELZRRIIDOVT
SEAL 9.

HEiDREAR) > —: HLWLWERERY > —: A—JLA—N—DBDIFER > —:
FE LAV IEFHhDRY S — TERL, A—F—bFHLLWEY>

IVICAT A TBEETDHICHL
WRUS—DBIICRD FT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 97


https://docs.citrix.com/ja-jp/session-recording/1912-ltsr/configure/file-size-limit.html

Session Recording 1912 LTSR

HEIOBERY > —: HLWREKY >—: O— LA —NA—DOEDBEHRY S —:

BHLAVWTHRET 3 FELAEL BEEELELET,

BALBVWTHRET 3 EBHILCHRET 3 BEEHITLBAX Y E—VERT
LETF.

BHILCRET FELAEL BEEELELET,

BHILCRET BHILAVWTHRET 3 BEEGTLET, 1—F—HRIC
QY43 FERyE—INE
RINEL A

RE| DREFHZFIDIEE

May 1, 2023

[Session Recording 4 —N—@70ONT ] Z2FERALT. BROEMEL 7—HA T TN BBOBEROETE
ZRELEY

E:

T7ANET—AAT 3. FRIFHBFRINLT 7rILzETTSICIE. ICLDBIY Y F2ERALET,

BEZRMNTZ 7+ IE—%EET S

77 4Lk Tld, $REIF Session Recording —N\—%HKZX +$33> >0 MRS+ J&:\SessionRecordings,
THNA—ICEMINE T, BEZRETZ 7AIINA—ZEELED, BHOR) 2 —LETERSHZE T 57D,
FLRBEDEKDBREZFERTBHIC. THINA—ZEBIMLIEDTIEYS, BROT #IA—D—BICHBIFEIF.
BED 7 I —ETEEIRINTVEIIEEZRLET, 12074 )LF—Z2EHEEMTIEY, BEIHIIE
TANE—Z2BRLTIThNLE T,

1. Session Recording H—/N\—%HKZA +FB3IIICOTA Y LET,

2. [R#—F] RE>HIU YL, [Session Recording H—N—D7O/XF 1] #ERLET,
3. [Session Recording #—/\—D7O0/NF ] T. BIGFR] 27200 w o LET,

4. [Z7ANEMT #IHZ—] Ry XRO—EBZFERALT. BREZENTZ 71T —2BELET,

THINA—Z2BIRT B, TASD T AINA—ICT7IL Y FO—IUERO T —EXDTE5ETNET,

A—AILEZ0T7. SANKRY a—L4 FLFEUNC Ry bT—I NI TEET BHMICT 71 LS T 2 LA —%Z1E
RTEET,
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e SMB®NFSAEDT7AIAR=XOTORIILTNAS ICT—RZRIMT B L. NT+—IVRLEF
271 LOMENRETBEEMN DD T, BRFN—-—aryo7OrdlLzEALTEX2 T L
OfEZEE L. RT—ILTXZ2RITLTEYBNT - XA Z2BERLE T,

e TJ7AMNET—HA1T T3 EBERINT 70ILZETI3ICIE. ICLDBOY Y RZ2FALE Y.

V=AM T INBREOBEROETT #IILY—%ZHEETS

FI7 A ETlE. 7—h+a T IniR\Ed Session Recording 4t —N—% KX 232> Ea2—42—0) TRS47
#:\SessionRecordingsRestore; 7+ /L4 —ICETINET, T+ F—IFEBETI£T,

1. Session Recording #—N\—%KX 9250 Ea—2—icOJF >V L&T,

2. [R#—=F+] RE>HEIUY oL, [Session Recording H—N—D7O/XF 1] #ERLET,

3. [Session Recording #—/N\—70O/XF ] T. EMIBFR] 27% 00w LT,

4, [T—HAATEHIT7AIINDETIAINE—] Ry I RZT—HA T EHBREZETT DI AINE—2NHLZE
ED

#E7 7 1ILOY 1 XDIEE

February 9, 2021

BET 7 1INOH A IDKRELABZICONT. 47 >O— RICKEANIHID. BERICO—IXF14—z2FERBLT
BYEBAMEEE TR IICRRMNECABZLSICHDET, 77T A X EZFIETBICIIT 7LD L E WMEZE
ELET, BE 7 71D TORFRICET B L. Session Recording ICk > T7 71 ILAEL 51, REIZEHTT
BEDICFHLWI 7LD EINET, COREEO-IILF—N—CHFVET,

A=A —N—DfcdH. 2D2OLEMEZIEETI XY

¢« T7ANYARZ, T7MILD MBEATIHRESNILKRESISETS L. 77 7IBHEACSh. HILLWI 71
PEMNET, TIAILETIH. Z77ILHA50MBICET R eO0—ILA—N-BRID XY, /=L, 10MB
15 1GB OFEETLERZHEETT £J,

o Ko Ty aYHAREBEUTEESNEREREShZ L. 77 7ILARALSH. FILWLWT 71ILAREDN
F9, 77A4NETR. 2EBERET S eO0—IILA—N—HDEIDFT, =720, 1ML S 24 BEDOERH
TLERZEETEEY,

Session Recording ICE DEA DR Y I ADEHNERIN. O—ILA—N—ZRTIBZLAIVIZRETBIA
YhELT, E550LIWVMEZEICBBIZHWDHMINE T, fcexiF. T7 1T X2 1TMB. EefEIC 6 B
FMEEREL. BET77MILOTFA XA 3IKETIIMBISELE LET, COBZE. 1TMB D7 7 1)L ZICxtis
LTO—ILA—N—0ENEEL. 77 IHEALSH. FiILLWI 71IILBEAINET,
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ZLONSBIT 7AUDMERINABVE SIS 77T TBEShIBICHHD DS T, Daded 1KE (8
ETET3m/\0E) HEBITZETO-ILA—N—REID FHA. CORAMDHISIME. 7 71IILH 1 XH 1GB %8
ZRIHAETY,

BEDORAKT 711 XDIEE

Session Recording #f—N\—% KX b33 vicOJ4 > LT,

[(Z&2—1+] RE>ES1)vo L. [Session Recording r—N\N—D7O/NF+] ZFIRLET,
[Session Recording f —N\—070O0/XF«] T, [O—ILF—N=] 2T=2I) v I LET,
10 55 1,024 OROBEH=ZNSIL T, 77101 XD LR%Z MB BUTIEEL £,

155 24 OBOEHZANAL T, REREO LREHEEUTEELE T,

ok wnh e

BHIX Y E—JDHAREZIA X

April 3,2024

TOTa4TRBERIS—ICED, £y arzRETIEIICIA—F—ICBHATIREICE>TVWRIFEE., I—
—HDERBRZANDLIERBISBMX vy E—UHREAINET, 774 MOBMXvE—J1F MREMKBLTVWS T
2 by FERETOTSLTOREERELTWVWE T, COEXFICRRTHZEEIF. TR by TEE7O00
SLZEBALTLKRESI WV, 25— [OK] 20Uwv o338 DoV RUMPHALEY >3 >ZHITTIET,.

TI7AIEDOBRAXYEZ—1F VDADARL—FT 4 VI AT LADEBTERREINE T,

BIRLASETHRELBANZERTEE T, L. (ERTE2BAIX v E—JFEHEILICLI D2DHTY, 1—
H—IZE - —DNERLICO-NIREDEFCEMA Y E—INRRINE T,

BHRIX v — 2 DIER

Session Recording 4t —N\—% KX bg33>vicOd4 > LET,

[(Zg2—t] RE>EH 1)y o L. [Session Recording tr—N—D7O/NF+] ZFIRLET,

[Session Recording #—/N\—D7O/NF ] T, [@HM] 27%200 v o LFT,

Em] 2oV wvo L&D,

Xy tE—ITHERTZIEBZBIRL. HILLWXAYE—JZANALET. 1 DOERBICOIERTEEZ X vE—
JF12TY,

o W

HLOWXAyE—OZZ2FANNTTITTIC9 3L,
[EEFEOBMA Yy E—Y] Ry RCRRFEINET,
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BEOBEML CEML

November 25,2021

Session Recording Agent i, v a>2REIE3TIILFEy> 3> OSVDAICA YR b—ILLES, 1V K
—J)L%kD VDA TREZEMICT SHE S HDEREF. Session Recording Agent TITW£ 9, REZEMICTS
¥. Session Recording IC& D 7V 7+« THRBEAR ) O —HHEINE T, CORUI—ICLDBRERROEY >
IVHRESNES,

Session Recording Agent #1 > X b—IJLg 2. T7AI FTRELVEMCHD 9, 2B LAV VDA TIE
Session Recording ZBMICT 3Lz BEHL T, BEZ L TLARVWEEITH, —N—DNT =TIV RH
SV EERITBHTY,

VDA TOREDEML K IFEML

1. Session Recording Agent ' > X b—JLEThTWBH—N—iIcOJF> LT,

2. [R2—=F+] RE>EH1J Yo L. [Session Recording Agent d7O/87 1] #EIRL X T,

3. [Session Recording] T [COVDAX> > Ty avaRETD] FTvIRvIRREAVEIEAT
ICL. COVDATEY S 3V 2BETEZLSICTEDERELET,

4. BREXvtE—IHRRINBD T, Session Recording Agent f —EXZ2BEEH L TEEEZITANE T,

E:
Session Recording 1 Y R b—JLLTcE EICT I T« TICHoTWBRY > —I&

MREILAWV] RUS—TY, LOHF—N—-0DEvIaVHRETNIEEA. BREZHIRT SIS,
Session Recording RS —a> Y —IILeFAL THORI S —&2T7 0T+ TICLE T,

ARBZLARY S DTERDOBEIML

Session Recording Tld. H—RN—F®HOF7 TV r—>a>2FHALT. IRV M LTHBNZARILT
—2ERBINEY I aVIBANTEIENTEET, TN5D1RY ~E Session Recording Player % &/
LTy aveEBETRLEICRRINET, ChsiEREINEY a3 >Y0—PTHH. REDORICEET S
CEIETEEEA

fee ZiE ARV ME Ta—H#—hHWeb TSI —FEIELI] WS THFIMEENZLHHDET,
OTFFR NI BEXNEOELY > 3> Ta—H—HnHWeb IS5 UH -2 LPICREICEAINE T, Session
Recording Player #ERL T v> 3> B4 9% £ F. Session Recording Player @ [A1R> b Tv o< —
7] O—BIZRTINZI—H—0HN 5. I—H—hH Web IS5 7%—%VEHEIADLHD £T,

H—N—LOREUAHARXZLARY FZFBANT BICIF:
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+ [Session Recording Agent 0 70O0/X7 1] 2FALT. HAFLAIRY b EBANTIEY—N—TREE
BWMILET, T—N—IFERICEMCLET, T MADIRTOT—N—ZFEDTEMCTILIET
TFEtEA

o IRYVEAPHZESLK 7V r—2avalELET, COT7FUr—> a3 >a&a1—5— Citrix Virtual
Apps and Desktops 7w > 3> TRITL. BEICT—2EBALE T,

Session Recording @1 > X b—JLIZIZA R MEE COM 77U —> 3> (AP) BEENTHED. H—F/N—
TAHEOT IV r—>a V5T R M EREICENT B A TITHY, Visual Basic. C++. F7zid C# 28T,
Z2<OTOYSIVIEETAPI ZFERHTEE Y, L <& Knowledge Center dz2ECTX226844% 88 L T
< 72T W, Session Recording ¥ x> ~ APl @ DLL i Session Recording —#x LT VX b—LENE T,
APl @7 7 JLiZ. C:\Program Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dll. T9,

P—N—THIXEZLARY FOFREZENCTBICIE. UTOFIEZRTLEY:

Session Recording Agent A1 ¥ X h—LINTWBH—N—ICOJ AV LE T,

[(Z&#2—+] RE>HEU1)v o L. [Session Recording Agent d7O/X7 1] #ERL X T,

[Session Recording Agent 0 7O /XF7 ] T. [B&E] 27%0UvIL%T,
[ARFLARYEDEER] T [COY—N—TH—RN—FToBT7TVT =23 VLB AREZLT—ED
RBREHFATE] Fzv IRy IRZFVICLET,

> w N

FUAINBE DB L Eihi

January 27,2021

Session Recording # —/\— ¥ Session Recording Player 21 > X b—JL L7z VICEAZEZ 1 V> X =)L
T3HEEIE. TIHILEEZ% Session Recording ICEID TR LICL D BIROEF 2T 2BUTIES,

T7AINET, TOZINBRRBEMIH>TVWET, REICER T SHEAEZIEIRY % . Session Recording H
5 Session Recording Z b L—I YR —2 v —H—EXICHAMOIERMTE I N E T,

TORINELZDBEMK
1. Session Recording #—N\—%KZA rF3I IO F >V L& T,
2. [R&#—=F] RE>HEIU YL, [Session Recording —N—D7O/NXF 1] #EIRLET,
3. [Session Recording —N—70O/X57«] T. [BR] 4750 )vIL%T,
4. Session Recording AV R—%Y rEA YA R—)LLYY OB TRESNIBEEBNICT ZHEE%E
BRLET,
TIZIELZDEML

1. Session Recording 4 —N—%KZA +$3IIIcOTJA Y LET,
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2. [R&#—F] RE>HEIU YL, [Session Recording —N—D7O/XF 1] #ERLET,
3. [Session Recording #—/N\—D7O0/NF ] T. [BR] 27520V v o LFT,
4. DEE] 200w o LET,

BEEEOY

November 25,2021
Session Recording 8EB&0OJ Tld. UTFOT7ITrET s HERINE:
+ Session Recording ;R >—O>Y —JL & fzi& Citrix Director TORER > —HLVIR> FOTRY
S—ADEHE,
+ Session Recording 4 —/N\—07ONT 1 ICHIT B EE,
« Session Recording Player TOFEOA V> O— K,
¢ RUS—UTVETHD Session Recording IZ& 3t v > 3 > DiFE,
o EROBVWERBEOQI/ Y —EIANDT It 1T,

aBRA .
= .

Il

LYZRMIITAZ—DFERZRZD . RABGHEBEDELE T BRMELHD. ARL—T1 VI RTLOE
AVRAM—IIDRBEBIZRZHELHDET, LIRAMIITAZ2—DORAICEBZESFICHLT Y hUYIR
TIRR—ERZEVWE A LYAMIIT 1 2—ld. BEROBFCHMOBATIEAS LTV, £ev L
PAMUTFANDNY Ty TEBLTH S, LYRFUZERELTIIESE L,

BEEOT OEMLEIIBME
1 > X k—JL#&. Session Recording t—/\—® 700/YF « T Session Recording BIEE O #aE%® B £ 7=l
BMICTEIES,

1. Session Recording BBEOJH A VR b—ILTNTWBIIVICERBEL L TOVF VL&D,
2. [RE—F+] RE2>%U1) v L. [Session Recording H—/N—7O/NF+] #BIRLEFT,
3. @791 27200y o LEd,

Session Recording BEBEOJ/ Z\/MICT B L. MLWTFITrETrROJICERINEE A, BEFEOOTZ
Web R—Z2p Ul h5BETET £,

[KEOTOY JEEEEMNCTSR] KA >DBE. QPRI I EUTOT7 VT ETa RN OvoSngEd, &
RATFLARY FBHAARY ~ID6001 TAOYICEBINET:

+ Session Recording K1) >—2> Y —JL#7:iZ Citrix Director TORER > —ADEE,
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+ Session Recording 4 —N\—@7ONRT 1 IZHB T B EE,

Ty OBEIINBOTOYVIEREICLZIFEEZITEE A

Administrator Logging 4 —EX7h7U > ~DER

FIAIET, BEEOQJTEAIVEZ—Xy b1V TAX—=23 >0 —EX (IS) OWeb 77— 3> LTR
FENTHD. ID I Network Service T, EFXa VT4 LRILEIKRTZ7HIC. COWeb 7 FUsr—> 3>
DIDEH—ERTHIY MEEIIBEDRXA VY THAI Y MIEETEET,

1. Session Recording #—N\—%KRZA FFEHIIVICEBELLTOIA Y LETD,
2. ISRR=2v—T. [7FUTr—2a>F=)] 20Uy o LET,
3. [7FV4r—>3>F—)L] T. SessionRecordingLoggingAppPool #5727 1) v o LT [FHIRTE] *

BIRLET,

BEID =, FRTZIREDTHI Y MIEELXT,

db_owner #[R%. Microsoft SQL Server ®5—#4~— 2 CitrixSessionRecordinglLogging 7 #
UV hIRELETD,

LY X k1 %— HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server 05 #E D ¥
BRET7ZHDYMIHGELET,

BE7 V>3 OO0 LROEMLIIcITBRKL

FIAIET, BEEOJTIRRIS—IITURTERDOIRTOFEET V> aryHOJICEEThET, CDFEA.
REOOJHERINDEREEDHD F T, NTF—IVXEZBALIETAML—CFZBRTSICE. LPXARUT
CoBEoOTEEMICLET,

1.

Session Recording 4 —/N\—% KX+ B3I VICEBEL L TOYF Y LET,
LPRMUIT2—ZRETET,
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server (%8 L £7,
EnableRecordingActionLogging fEr LT. UTZ2RELFT:

0: BEI 7> 3> oI EB0EML
1. BE77> a0 B0EML

EEEOI T -20ORA

Session Recording Tld. R TOEBEEOI T—2%2RBRET57HD Web XR—2 0 Ul MRS E T,

Session Recording 4 —/N\—% KX +$3AVE21—2—T. ROMEBZITVWET:

1. [RE—K] Ra>xzo1) v L. [Session Recording EIEEO V] #EIRLF T,
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2. LoggingReader 1 —H'—D&ERBEHREANILFT,
AOIYE1—2—T. ROWBZITVET:
1. Web 5o —%2@WT. EBEOS DO Web R—JIZ7 VAL T,

« HTTPS Tt 9 21556 https://servername/SessionRecordingloggingWebApplicatio
/ (ZZT. servernameld Session Recording 4 —/N\—%KXA 3TV DRFTT,)

« HTTP Tt 9 33%54&: http://servername/SessionRecordingloggingWebApplication
/ (ZZT. servernameld Session Recording 4 —/IN\—% K2+ T3SV DRFTY,)

2. LoggingReader 1—H#'—D&EKERENNILE T,

T—AN—2OE A%

November 25, 2021

Session Recording i%. Microsoft SQL Server #RXR— & LTcT—2R—XOETBMICET I ROV ) a—>
avEHR—LLTWET, T2 /NIL SQL Server £7z13 75 1<) SQL Server DN\N—RO 7 £V 7
I TICEBELNRELIBE. T—EXR—INEFNICT T —ILA—/N—F 5D T, Session Recording H*18E
EBDICHEREELAITE T,

+ Always On aTAEM S IL—7

Always On A4S L — TiEEld. BRI A LUOBELERY Va—>3 > T T—ER—IADIS—UY
JICBR>THRDBI IV E—T 51 AL RILOY—ERTY, SQL Server 2012 TEA I 17z Always On 7]
RAEITIN—FY ) a—23avIild>T IVE—FSA AT OI—H—FT—EZX—XOAAMIRAKL &
¥, COHEETIE. Windows Server Failover Clustering (WSFC) / — K LI SQL Server 1 > X4~
AWEFEETIVENHD T, #L<IE. AlwaysOn JBESIIL—7: SRS SJUESEEY U a—>
av1 2BRLTRETL,

« SQLServer o522 5

Microsoft ® SQL o5 R4 U F 70 /a8 —%2FRALT. FROY—N—ICEENES BEICRDY—
N—DEBMNICZRIVPEITHERES|IFBRCKLSICTEET, L. COVUa—2a3>oty b7y
I$1EH T, SQL Server 7—EZR—XZS—Y Y IRBEEFEIDY I a—>a>vEbbBE#H T —ILAF—/N—
ICIE—MREVICEERMR D DD £ 9, L <& TAlwaysOn 7z — LA —N—0 54 —1> 22> 2 (SQL
Server) | ZBRLTLEIW,

« SQL Server 7—2~R—XX=5—-) >

T—AR—ZADIZF—UITICL>T FITATHBT—EAR—IAF—N—DELL THHEMTEIFNICT
— A —=N—DBEITINET, T —FR—XYP—N—LIZ72% SQL Server 51V IANRNREBIZHR BT
&, FHrD2o00V)a—3 > EDELBEANE DT £, SQL Server Express T71>a >z AL T
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S—UYIJTBILIFTETEEA FLLIA [T—4X—=2=25—-U 7 (SQL Server) |

Session Recording T7—4~R—X0OEIBEEERT 3 5%

Session Recording TFr—42X—X0OETAMZER T 3ICIE. ROVThHZERITLET,

« ]I Session Recording #f—N—OYR—%> b EA VI b=l L. RIEBLIET—EZR—DT—4
N—2EAAZBELE Y,
ZH L SQL Server 1 Y ZABZ Y RICTF—EAR—=ABA VYR b—JLEI N3 &S5 ICHEB L T, Session
Recording Administration I>R—%> rZ A Y X =L TE T, RIS MEBRLIET—2R—ZDT—
AN—AEARALZERTEET,

- Always On sl IL—FH LV ISR 2 V7 DFEIG. SQL Server 1 > X2 > XZ %= FE T,
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaselnstance
DHBETIL—TD) RF+—0DFEF. £7id SQL Server Xy b7 —UDBFICEETIHNELHD
ED

- F=AR=ZADIZ—1 I DFEHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\Datal
& & UWHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartn
ICTF—ER=RDT A INF—N—N— b F—2FEHTEMT IHELHD X7,

s RUICEDT —ER—ADT—IR—XBIAMZ#E L. RIC Session Recording Administration 3>
K=Y bZAVZA—ILLET,
BELRFS1<) SQL Server > 242> X2, Session Recording F—4N—X B LUVEEEOS T —
AR—RLLTEDT—ER—% 2 DEp L. SaAEERTE £, RIC. Session Recording #—
N=—AVER—bEAVAM=ILTBEEIC. SQLServer D1V X2V AZENILET,

- Always On aTHMI =Y U a—>a a2 ERAT3ICE. A% IL—TD ) X +—DRHE NS
LEd,

- TAR=ZROIZ—VYFYVa—2areERYT3ICIE. TU 22 NIL SQL Server &R E NS
LEd,

- UIREAVITY Y a— a0 FERTBICIE. SQL Server Dy b7 —UB%EANALET,

BfEE

November 27, 2021

Session Recording i&. Session Recording # —N\—BO&REIEEFR—rLET. COWEEZERT 3ICIE.
Session Recording # —/N\N—TEBEMRPEE 71 IILA—N—%1T2 3 & S5IC. Citrix ADC ICEBTIEE#EBR L
ESERS
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BHOBEIEIER%Z T T Session Recording 4 —N—[TEMIEZ e TEZ LS ICHRDELT,
7
C DHBEDERICIE. Session Recording #—/\—& & U Session Recording Agent m/X\—>3 > 7.16 14

PEABETT,

BREIEEYR— LT 38480 Session Recording D EERE:

¢ IARTO Session Recording H—/N\—1' RET 7 (I EeREFETZ 1 20T+ ILA—%HELET,

+ IRTO Session Recording #—/\—1% 1 D®d Session Recording 7 —42X—XzHHFL £7,

o (#%2) Session Recording R —a>Y—I)L%& 1 D231V X b—JLL. $RTOD Session Recording
P—N—DZOAVY—ILEZHETELSICLTIESI L,

BEDBDENR

COWEEEMEA T 3ICid. Citrix ADC & & £ & %4 Session Recording AV R—% > F TUTOFIBZITVE
ER

B RoEs (Citrix ADC )

aEast—N\—o#l Citrix ADC RO &RESEY —/N\—IC Session Recording #r—/\—%ZEML £9,

BESEY —EXDEK

1. #hzho Session Recording 4 —N—THELAZ IO~ DLICBREIHY —EXZEBMLE T,
2. (f5R) EY—EXEZE—IINIY RT3 BEITZ 7O INEZZ—ZFERLE T,

BESBIREY —/N— DB

1. RELTORJLICESVWT, BEL Citrix ADCRAE IP 7 K L 2Z#F2REY —N—Z2ER L. Zh5DRA
Y—N—ZEEIT RIS —ERIINTIVEFLET,

2. BRETY—N—TN=-2XTVRZBHELET,

3. (%) aFoBOAEICIE. T74IIL0RE%E (LEASTCONNECTION) Tid#<. LEASTBANDWITH &
713 LEASTPACKETS Z3#RL 9,

4. HTTPS REBY —N—ZHB L2 1cODREZERL 9,

BRESBOHER (Session Recording fil)

Session Recording tf —N\—1H1 Y X b—)LINFEY—N—T, UTFERTLET
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1. (#3%) Session Recording #f—/\—o- > X b—JLEFIC. EL Session Recording 7 —42X—X &% A\/f
LET,

2. BEEOJKEEZEIRL2BS. Citrix TIZE Session Recording #—/N\—0+ > X b —JLEFICIEE LB
BEOQJT—ER—RZLRALEAIZEANNTE 288D LET,

3. Z7ALR L= T 4L A —DHAHED [ETABHIERE TRTD Session Recording H—/N—<> > 7
Aoy b eHB L%, Session Recording Ht—N—7ONTFA TIDT7AILA L= T LA —%H
BIANA— LTHEATBELSICEELF T, s#L<IE TREDETEDIEEI 2BRBLTIET L,

4. SessionRecording tt—/\—L Y X b 1) £ —(HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\Server)
IZ. ROEZEMLET,
fEn#&ni: EnableLB
EnT—%: 1 (DWORD. o%b THEZ)

5. Session Recording R L= R—Tv—D Xyt —IF 2 —ICHTTP £72d HTTPS 70k OJL % 2R
L7254 . Citrix ADC{R#EIP 7 KL XD7KRR b L O— K& {ER L.C:\Windows\System32\msmq\Mapping\sample_rr
ICVAACL Y b ZEBIILT, XytE—SFa—H—EX=BREE#LET,

UAALT MIUATOLSICLET:

<redirections xmlns="msmg-queue-redirections.xml'">
<redirection>
<from>http://<ADCHost>\*x/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFgdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy-->

<ADCHost> (ZEm I 117z Citrix ADC R4 IP 77 K L 2@ FQDN T. <LocalFqdn> (zO0—HJLER LD
FQDN T7%,

6. (##) 1 > Session Recording #—N\—L X b E#ERE. KRORV )T FTIOH—N—LI XM
M oEmE LY RR— LT, fhd Session Recording b —N—L XM UICAVR—FTEET, DR
VT hEERALT Xvt—2Fa—0QUEAAL I MYV EYIZBMTZICHTEET,

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS

This script is used to sync configurations between Session
Recording Servers for load balancing deployment.
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.DESCRIPTION
Will do below kinds of actions:

1. Export values from the registry key: HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server to SrServerConfig.reg;

2. Import from SrServerConfig.reg and overwrite values 1in
registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)\

Server;

3. Add redirection mapping sr_lb_map.xml in %windir%\System32\
msmqg\mapping;

3.1 sr_1lb_map.xml will consist redirection rule for both
http and https, and not port specific.

.PARAMETER Action

Export - to export the registry configurations of Session
Recording Server to a registry file

Import - to import the registry configurations of Session
Recording Server from a registry file

AddRedirection - to add HTTP/HTTPS redirection for MSMQ
.PARAMETER ADCHost
The host name or FQDN of Citrix ADC.

.OUTPUTS

Exported configuration file (SrServerConfig.reg) or backup
configuration file (SrServerConfig.reg.bk)

.EXAMPLE
SrServerConfigurationSync.psl -Action Export
.EXAMPLE
SrServerConfigurationSync.psl -Action Import
.EXAMPLE

SrServerConfigurationSync.psl -Action AddRedirection -ADCHost
netscaler.xd.local

.EXAMPLE

SrServerConfigurationSync.psl -Action Import,AddRedirection -
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ADCHost netscaler.xd.local
.EXAMPLE

SrServerConfigurationSync.psl -Action Import,Export,
AddRedqirection -ADCHost netscaler.xd.local

#>

HEHHHHARGHHAAHHHHAHHAS

# Parameters section #

HHHHHHAAHAAAHHHHHHHEHS

Param(
[Parameter (Mandatory = $true)]
[ValidateSet("Export", "Import", "AddRedirection")]
[string[]] $Action,
[Parameter (Mandatory = $false)]
[string] S$ADCHost

)

HUHHHHHHHHAAAAAHHHHHHHHHH A S

# Default variables section #

HUHHHHHAAAAAAAAHHHAHBHBHHHAHAS

$SR_SERVER_REG_PATH = "HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server"

SREG_FILE_PATH = "SrServerConfig.reg"

SREG_BACKUP_FILE_PATH "SrServerConfig.reg.bk"
STEMP_REDIRECT_XML = "sr_1lb_map.xml"

SREDIRECT_XML_PATH = "$Senv:windir\System32\msmg\mapping"
HHEHAHHARAH#ASE MAIN HHARHHHAAHHASHH

Try

{
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If ($Action -Contains "export") {

Write-Host "Exporting current Session Recording
Server Configuration to registry file: $REG_FILE_PATH ..." -
ForegroundCo'lor Green

& REG EXPORT S$SR_SERVER_REG_PATH SREG_FILE_PATH /Y

Write-Host "Finish exporting." -ForegroundColor
Green

If ($Action -Contains "import")

{
If (!(Test-Path $REG_FILE_PATH))
{
Write-Host "No $SREG_FILE_PATH founded.
Aborted." -ForegroundColor Yellow
Exit ©
}

# Back up previous registry key

Write-Host "Backing up Session Recording Server
Configuration to Registry file: SREG_BACKUP_FILE_PATH ..." -
ForegroundCo'lor Green

& REG EXPORT $SR_SERVER_REG_PATH
$REG_BACKUP_FILE_PATH /Y

Write-Host "Importing Session Recording Server
Configuration from Registry file: $REG_FILE_PATH ..." -
ForegroundColor Green

& REG IMPORT $REG_FILE_PATH 2>$null

Write-Host "Finish importing." -ForegroundColor
Green
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If (SAction -Contains "addredirection'")

{

# Check 1if Citrix ADC host is given; If not, exit
normally with warning.

If(([String]::IsNullOrEmpty (SADCHost)))

{
Write-Host "No Citrix ADC host name s
specified. Finish adding redirection." -ForegroundColor Yellow
Exit ©
}

If (!(Test-Path STEMP_REDIRECT_XML))

{

New-Item $TEMP_REDIRECT_XML -Type file

$SysInfo = Get-WmiObject -Class Win32_ComputerSystem
$LocalFgdn = "$($SysInfo.Name).$($SysInfo.Domain)"
$RedirectXmlContent =
Q"
<redirections xmlns="msmg-queue-redirections.xml">
<redirection>

<from>http://SADCHost*/msmq/privates$/CitrixSmAudData
</from>

<to>http://$LocalFqdn/msmq/privates/CitrixSmAudData
</to>

</redirection>

<redirection>
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192

193 <from>https://$ADCHostx/msmq/private$/
CitrixSmAudData</from>

194

195 <to>https://SLocalFqdn/msmq/private$/CitrixSmAudData
</to>

196

197 </redirection>

198

199 </redirections>

200

201 "@

202

203 # Don't take care of encoding

204

205 $RedirectXmlContent | Out-File -FilePath
STEMP_REDIRECT_XML

206

207 Write-Host "Copying S$TEMP_REDIRECT_XML to
SREDIRECT_XML_PATH ..." -ForegroundColor Green

208

209 Copy-Item STEMP_REDIRECT_XML -Destination
SREDIRECT_XML_PATH

210

211 Write-Host "Restarting MSMQ service ..." -
ForegroundColor Green

212

213 Restart-Service msmq -Force

214

215 Write-Host "Finish adding HTTP/HTTPS Redirection for
MSMQ." -ForegroundColor Green

216

217 }

218

219

220 Exit O

221

222}

223

224

225 Catch

226

227 {

228

229

230 Write-Host "$_.Exception.Message" -ForegroundColor Red

231

232 Exit 1

233

234 }

235

236

237 Finally
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# Nothing to do

<!--NeedCopy—-->

6a. Lot > FI)Ld— K% PowerShell 72U 7 LTHRHEL FF (fl: SrServerConfigura-
tionSync.psl),

6b. 1 D Session Recording #—/\—T. EnableLB L X U fEZ#mR&E. BBE LTI RF7OY T+
%28 L. powershell.exe -file SrServerConfigurationSync.ps1 -Action Export,AddRedirection -
ADCHost <ADCHost> O< > R RfTLF 9., T T. <ADCHost> (&, ELL 7= Citrix ADC{R#8 IP 7 KL X
@ FQDN T9,

6c. 1) 7 ~DRT#HE. SrServerConfigreg t WS 771 ILED IV RR— MEHL I X M UDRERI N
sr_lb_map.xml #* C:\Windows\System32\msmqg\Mapping /XX IZEBIMI N £ T,

6d. Zoftid Session Recording # —/N—T. LOFIETEM I N7z SrServerConfig.regzaJE—L. B
ZrLTavryr7or7+%iEg L. powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection ~-ADCHost <ADCHost> <> R%#RfTL %9, ZZT. <ADCHost> 3. {ER L 7=
Citrix ADCfR#8 IP 7 KL X® FQDN T,

6e. 2 )7 ~nR171%. EnableLB f&»*ftt ® Session Recording # —/N\—L X ~ U F—(ZBM I 1.
sr_lb_map.xml #* C:\Windows\System32\msmqg\Mapping /SR IZEBIME N F T,

Session Recording Agent #- > X k—)L a7 > > D Session Recording Agent 700/XF + T T %17
WEy

+ Session Recording R AL =YX =T v — Ayt —JDF 2 —IC HTTP £71& HTTPS %:#IR L 7215
&. [Session Recording #f—/\—] F¥ X bRv o RiZiZ Citrix ADC R4 IP 7 KL 2D FQDN = A\ 71
LET.

+ Session Recording A hL—I IR —T v =Xyt —JOFa2—ICT 74/ bO TCP 7O JJLEEIRL
f-3#5&. [Session Recording #—/\—] F* X bRw o ZIZiF Citrix ADCIRAEIP 7 KL XZANNL £,

Session Recording Player i1 Y X =L hi=v> Y TUTEITVWET  Citrix ADCREIP 7 RL X F7=
I&Z® FQDN %, &I iz Session Recording #—/\— L TEML 7,

Session Recording ¥ — 42X — 221 VX b—)LE N7 SQL Server T FT2fTWEJ #HH Session
Recording 7 — 42 X — X IZ§ R T D Session Recording t —N—<I <> T7AHT Y bEEML. N5
db_owner #ERZE DL TE T,
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BEJOMIILOEE

November 25,2021

tFal 7o LOEBEANMS. HTTP 2@BE7O N JLICERT 32 2id Citrix TESEBHTEFEFEA. T7AILET
(&, Session Recording (F HTTPS AL TEBET 5L SICREINE T, HTTPS TIEHR< HTTP 2EMAT 3
B WKODDOREZERETIVENHD XTI,

HTTP Z@&E70O0 b~ J)LICERT 3

1. Session Recording 4 —N—%7KZ ~F3<> >icOFd#> L. IS T Session Recording Broker & @i
GUCEALTVWREFa )T TRESNIEGZEMICLET,

2. Session Recording Agent b1 ¥ X k=L TWVWEEH—/N\—D [Session Recording Agent » 70O
NT7«4] TZORINLEREE HTTPS 25 HTTP IR OFIBIC > TEFELF T

a) Session Recording Agent i1 > X b—ILETNTVWBEHF—N—ICOJA Y LET,

b) [R&—K] RE>%EI U wo L. [Session Recording Agent D 700/ 7 1] ZEIRL X,

c) [Session Recording Agent ® 70/X7 ] T. [B4] 2 7&BRLET,

d) [Session Recording Broker] T [ZOrIJL] Ry o RD—EH5 [HTTP] Z:&RL. [OK] %
IVw I LTEEZRITANE Y, Y—EXROBESZRIT XvE—IPRRINES. [IFW] 221
vIL&ET,

3. Session Recording Player ®s%& <. 7Ok JJL% HTTPS 15 HTTP ICEEL £7:

a) Session Recording Player ' Y X b—LENTVWBEET—U R F—>avicOd4 > LET,

b) [R%—Fr] XZa—n [Session Recording Player] %##iRL £7,

c) [Session Recording Player] X=—a2—N\—T [V—I] > [#7F>3>] > [3&&] OIBISERL.
H—N—%FRLT [EE] 20V vILET,

d) [Z7ota)l] Ry o 20—8h5 [HTTP] ##RL. [OK] 2 2[RV v I LT EEEZZITANT
HdA4T7OT Ry I RZHALET,

4. Session Recording R >—>YY—LORET. FOLIIL%E HTTPS 15 HTTP ICEEL 7!

a) Session Recording K> =YYV —IHBA YR R=LINTWVWRHF—N—ICOJAY LET,

b) [R&—Fr] Ra>% 1) v L. [Session Recording K)o —a>v—)L] #BIRLET,

o) [ZOra] Ry Z20—8H5 [HTTP] ZZRL. [OK] 20Uy LTEGEL 9. EHENREL
TEHLDREMNMREI N, XRIC Session Recording R > —OV YV —LEEENTR L SICHERT
nFxd,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115



Session Recording 1912 LTSR

BE7ONILZ HTTPS ICRT

1. Session Recording #—N\—%HKZ rg25I>IcOF 4> L. |IS T Session Recording Broker ¥ 0%
BICERALTWAEFXa) 7 TRESNIEGZBMICLED,

2. Session Recording Agent b1 X h—ILTNTWBEH—/N\—D [Session Recording Agent 70
NTa] TTOLILREZ HTTP 5 HTTPS ICEEL £7,

a) Session Recording Agent #'-f Y X b—)LEhTWBREH—N—ICOTF >V L £ T,

b) [x2—+r] R2>%#21wo L. [Session Recording Agent 0 70O0/87 ] #BIRLE T,

c) [Session Recording Agent 0 700/X7 ] T. [E4] 2 7% BIRLFT,

d) [Session Recording Broker] T [7O+dJL] Ry XD—EH5 [HTTPS] %:ERL. [OK]
2OV LTEEEZZITANE T, T—ERDOBENZRIXvE—IHRREINS. [RWVW] 27
DwoLFEY,

3. Session Recording Player ®s& <. 7Ok JJL%E HTTP 25 HTTPS ICEEL £7:

a) Session Recording Player ' YR b—LENTWBEET—URF—>avicOd4 > LET,

b) [R%—Fr] XZa—d [Session Recording Player] %##EiRL £7,

c) [Session Recording Player] X=a2—N\—T [V—I] > [#F>3>] > [#&&] OIBISERL.
H—N—ZBRLT [EE] 20V vILET,

d) [ZOora] Ry 20—8Hh5 [HTTPS] #ZRL. [OK] 22EIV v I LT EEEZZITAN
THA7A Ry I XZFALE Y,

4. Session Recording K> —>Y—JLOKRET. 7OLIL%E HTTP 15 HTTPS ICEBL£7:

a) Session Recording /R >—aYV =R YA R=LENTWVWEH—N—ICOTF >V LET,

b) [R&2—F] Ra>%o 1w L. [Session Recording K> —a>V—)L] ZFERLET,

c) [ZObral] Ry Zp—8H5 [HTTPS] %:EIRL. [OK] U0 v LTEGEL 9. BHENE
AT 3L IDREMNREFESN. RIC Session Recording R >—a> Y — )Lz RE#T 2 L FICHER
ThEd,

Citrix h X437 —ToZARYT>Z2ALEFOY 5L (CEIP) OWEAL

July 5,2024

Citrix h 2823 —T V2RV T 2MLE7OY 5L (CEIP) 2T 3L, EROBRT 28 L ERRRET—%
M HRORESLUNTA—I U XZALETEENTEEEINE T, COEBEET—20IC—E. LOAEHLD
HMEMIC DT 572812 Google Analytics (GA) ICHRXETINET,
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5

BE

K

CEIP %7

77 #JL b TlE 2 —4—Id Session Recording @ > X k—JLE§IC CEIP ICEHEITE&ML £, Session
Recording 1 > X b—ILh 5L E 7T BEIC. MIET—427 vy 7O—- R TbhEY,. CEIPOYITZoU T3
DEMBBRTBICIE. UTZEERITLET:

1. Session Recording #—/N\—%KZA rF3I> IO F >V L& T,

2. [R&2—F] RE>HEIU Yo L, [Session Recording H—N—D7O/NF 1] #ERLET,

3. [Session Recording #—/\—D70/X7 ] T. [CEIP] #7% 0 v o L%7,

4, [NRAEAI—TVARVIVRAALTIOTSLIZBMTE] Frv IRy IREFTICLET,

5. Citrix Session Recording Analytics t—E X = FEg L T. REZEMICLE T,

i_lzﬂh Session Recording Server Properties — >

Storage  Signing  Follover  Playback  Maotifications CEIP Logging  RBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

GA D=E

GA%xZEMCT B L. GA & Session Recording tf —N\N—fD/N—rE—FF—2MR 5 BB CICEINE T,
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GAZBMELIIEMCTBILSZMIRE (FI74IL01F0):

B

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\

#Zui: CeipHeartBeatDisable

BOT—%: 1=, 0=FB%

KRIEEDHE. GAIFEMTY,

GA #ERHIC T BICIE:

1.

Session Recording #f—N\—% KX bg33>vicOdF > LET,

LAV ITF42—%ZRAZFT,
**HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\** ic#&1 L £ 9,
Loz hUfEREMLT FCeipHeartBeatDisable; ¥ WS &aiEIEEL £,

CeipHeartBeatDisable 0 fE%x 1 IC:REL £ 9,

. Citrix Session Recording Analytics #—E X = Bi2g L T. REZEMICLET,

Session Recording tH—\—Hh' 5 IEINZT—42

MDRTIE. NESNZEBOBEROBEOFZEBNLET. T—F2TIE. BEREHEIT S INTOFMIIEEN

FtAo

F—BRA >k ¥—% i

>0 O-NIL—E#HBF machine_guid T—RORETOTS > E#HA. GA
zBMIT B L. CEIP BE#ICH
STWALTHN—rE—FT—%H
MGAICEEINET,

FRL—=FT 4 VYIS ATLON—  0s_version ROVDARL—=FT1 VIO ZAT L

arv ZRITERNFY. GAZBM
IZ9d&. CEIPAE®MICA>TY
BLTHN—FE—FT—FH GA
ICIEfETNET,

Session Recording #—/8—m/v  SRS_version 1> h=JLETNTWS Session

-3y Recording t—nN\—oN— 3>

ERTTFRANXF, GAZEM
I % 2. CEIPBERICHE->TL
BLTHN—FE—FT—E2H GA
ICEEENET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 118



Session Recording 1912 LTSR

F—gRA b

TIV—2 3 OREE

BB RE DK

FEIN-tYyS 3> %KX LTS
ISz

(OJEBINFARY L ERD) 17
BNty avERINTBI

—J > O

(OJEBINTARY L EEYD) 17
B D

EEEQT OB

(mEZEL> ST F g0 ake @A N} ¢

ARZ LR S —DE

BESHOBEIML

*—%

application-recording-number

recording-number

dynamic-recording-number

recorded-agent-number

event-logging-enabled-agent-
number

event-logging-recording-

number

admin-logging-status

collected-events-number

customized-policies-number

load-balancing-status

Bt

TV =3 oREIT 7LD
HETITEY. GA ¢ CEIP o@mAH
BYRGE. TEDNREEINES,
TIVr—=3 TR MY T
HDRE T 71 IO %= RS B,
GA & CEIP omA N EMREHZE. T
—APNREEINET,
BMICRRIN T 71 IILOBZR
TEH, GA ¢ CEIP omAIERA
PA. TADEEINET,

BE SNty aYERIALTSB
VDA 0¥z 73 ¥, GA & CEIP
OBEADBEMRIZE. T—FHNEE
INFEY,
(OVRBBINTARY FERD) ]
BIhfcEy>areRAb+93
VDA 0¥z =3 ##. GA & CEIP
OEADEMRIFE. T —2HNIEE
INEY,
(OVEBINTARY FERD) ]
BE771IO¥ETIEH, GAL
CEIP omAIBEHBHZE. T—X
MEEINET,
EEEOJ OB EZRTHF. T
dBEME T01 BEHEEHRLF T,
GA ¢ CEIP omADEMRHBZE. T
—ZNEEINES,
AJZJEINTARY FOBZETRY
%, GA r CEIP omAMNE4IS
A, TEBEEINE T,

#7124 L\ Session Recording K1)
S=HBLVAIRY ORI —D
¥z RIEH. GA & CEIP o@AH
BHRIGE. TEDNREEINES,
BEIBOBIHNERTHF. 1)
3BEME 01 BEHEZEHRLF T,
GA & CEIP o@mAIBMBRIBA. T
—ShEEThE T,
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F—aRA >k *—% A

REOBER > —OHEMK rbac-status REOMER) > —OBEMUETRY
BF. Tl 3FMZ 101 3EDpZE
L EJ, GA X CEIP o@AHLER
BiEE. TADNREEINET,

1IR> boOY

July 5,2024

Session Recording Tl ARV 2OV ICRBLBENTE I G LT, BTRESSUBETHES s’ T
9. REOBREHDSELDH DR MEFHEIKER LD, 7. Session Recording Player THB&EHIZA A
YhZROIFBIEHTEET,

OJICER|TEZ IR+

Session Recording Tld. RDAARY &R TEET:

+ USB RBERBEET /N1 XDEA

s TV —arvRBEKT

s J7MIDERIEE. 1. HIPR. BEIDIRIE
s WebBE7V71ET«

s REMEINDIA VY RODTIT4ET

USB RBRETEEET /N1 ADEA

Windows @i+ #7zi1d Mac @i Citrix Workspace 7 7UH A YA b=ILEINTWBRBISA TV CTNARTI S
AT7YERSATIVEYS (CDM) OTvEYY. FHRIEABUE ALY b EFERALTUSB KBRERBEETN
1 ZADBBAINBEERL. REDOIRY MIZIFITTEET,

A

HE. USB KBRELBEE T /N1 X (USBClass 08) DBADAHOJ ISR INE T, WEENERICEET

37=8%ICI%. Session Recording Administration J>7R—=> k& Session Recording Agent #/\—<
321811 LBICT v T L —RFLTLESL, FLCIE TR FOTRU D —) ZBRLTLET W,
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TIVT—avDRBMEERT

Session Recording i&. 77U —> 3> ORBMCETOEAOOIREEZYR—rLET, 7OERE [FTV
BR—E] ICBmMT2c. BMLAE7OLREZOFFOLRICEDEITINDE T V5= a >y gRTERTA
=
7
WEEHN ER ICBIET B /-0 ICIE. Session Recording Administration 2> 7R—=x> k& Session Record-
ingAgent z/\—2 3> 1811 BIRRICT v 7L —RLTLIEE W, #HLLIE TR bOJRY S —) &5
BLTLIET WL,

771 DORFEE. 1. HIER. BEBOERME

B—TY R TANZ—RNDT7AIINEIRBY T T+ ILE—DEREE. . HIfR. BEOBRMEZEHRL. BREAD
ARV MBI ZFFBENTERY, #FLUE TRV FOTRI > —) ZBRLTIESIL,

A

C DI¥EER ERICEIES € 3 ICIE. Session Recording Administration J>7R—=%> k. Session Record-

ing Agent. Session Recording Player 7 &' @3 XTd Session Recording AV R—%> b= 3>
1903 LARFICT v FIL— R LTLIET L,

WebBEE70F7<1EFT

HR—FINTWVWBE Web 7SO —TaA—H—T7IF0ETc20O7ICBE L. BEFRICARY MIEIHITTE
£9, 759 —2. URL. R=J &1 LA OJIEERINET, fle LT UTORIZU—>> a3y hE28EL
TLIET L,

Events and Bookmarks

32 Ak Web browsing: https:/Awww google.cam, Google - Google Chrome, chrame

T73—HhADH3 Web R—Ih5hH—VIiLEEHhTE. 2D Web R—JOBELZIFIFINhETH. TS5UH—
BIERTEINELA. COKREEIL. 2—F—h Web R—JICHETIR[MEHT T I1-HOICFERTEIFEI, fllclL
T UTORIU—>2 53y bZ2BRLTLLIETWL,

Events and Bookmarks

2 2:07:43 Ak Web browsing: https:/ s facebook. com, Facebook - LogIn or Sign Up - Google Chrome, chrome
2 2:02:00 Ak Web browsing: hitps: / fwe facebook. com, Facebook - Log In or Sign Up - Google Chrome :

HR—rTATWE T SO —D—&:
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TSoH— N—=23>
Chrome 69 LA
Internet Explorer 11
Firefox 61 LIp&

p

WEREHN ER ICEIET B /- ICiF. Session Recording Administration 2> 7R—=x> k& Session Record-

ing Agent z/X\—3> 1906 LIREICT v FJ L —RLTL T W, FHLL I
BLTLIET

MRy ORI —] =5

(AN

RAEOIVA Y RUDTIT1ET 1

Session Recording I&. |RAMED V1Y RUDT I T ET+ZOJICEER L. BEOARY MIF T ZEBINTSE
¥9, 7OERE. Z0 bL. FOLRESHOJICRBEINET,

Events and Bookmarks

b 1:56:08 AM
) 1:56:22 AM
() 1:56:36 AM
i 1:56:39 AM
i 1:56:55 &M
() 1:56:59 A
) 1:57:08 A
) 1:57:13 A
) 1:57:20 AM
) 1:57:34 AM
() 1:57-51 AM
i 1:58:04 AM
i) 1:58:25 AM
() 1:58:26 A

Top-most window: EXCEL, Book2, 6280
Top-most window: explorer, CITREXINSTALLATIONLOGS, 7212
Top-mozt window: Taskmgr, CdfSve.ere, 9276
Top-most window: explorer, Application.evts, 7212
Top-most window: notepad++, . 4340
Top-mozt window: explorer, Desktop, 7212
Top-mozt window: WIKNWORD, Bjsjjizbb | dock, 3396
Top-mogt window: notepad++, . 4340
Top-mogt window: Taskmar, CdfSveo.exe, 9276
Top-mozt window: Tazkmar, CitnsAuthentication VitualSmartcard. exe, 9276
Top-most window: regedit, FileQperationbd onitorList, 5584
Top-most window: notepad++, ghi, 4340
Top-most window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grid, 6230

BIMEARY b 2> TcBREBORREBE

BIMEARY FTREZRET S

Session Recording Player ZfEAd3 L. 2GRy FOREZ FMIRETTET,

1. [Session Recording Player] T. Y—IN—0 [BEARE] 227Uy o350 [V—I] > [BEL &
] DIEICERL £,
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2. [BEBRER] 41700 Ry I ATRRFH ZEZL LT,

[IARYER] 2TTlE. £y aYRADEIGEARY R EZAARY FTFF I MERIEZIARY COBERIC. £ld@A
ERETIET, [V @&l [BR/EZ]. [Z01ED] O T IILE—%EAEDLETHEAL T, £4%2H
I REEZRETETET,

Advanced Search X

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search critena below.

Event text: | |

Event type: | |V

Citrix.Event Monitor. App End

Citrix. Event Monitor App Start

Citrix. Event Monitor CDMUSBDrive Attach

Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Event Monitor.File Move

Citrix. Event Monitor. File Rename

Citrix. Event Monitor Generic U5 B Drive Attach

Query Builder Citrix.Evert Monitor. Top Most
Citrix. Event Monitor. WebBrowsing

Find the 200 most relevant re [T R e

Citrix. UserApi. SessionResume

Any Citrin-defined event

o [1RY bFEEE] U R MCid. Citrix Session Recording A OJICERER LIc TR TD A R Y ~OFEEN
RRINET, BRI IRV FOBEOVWTNHERIRTEI£Y, [EED Citrix EBDIRV K] %
BIRTZ . 1Y bORBEICNHHH 5T Citrix Session Recording IC& > TOZICEBINLZTA
TORBEZBRERELFT,

e INRYETEFANTAINZREBL—HZzHR—FLTVET, TTILRA—RIEFTR—FThELEA

¢ AINYETEIRTAILEZ—TIE. BERICANFENXFHANEFENEE A

« Citrix.EventMonitor.AppStart.Citrix.EventMonitor.AppEnd.Citrix.EventMonitor.CDMUSBDriveAttac
Citrix.EventMonitor.GenericUSBDriveAttach. Citrix.EventMonitor.FileCreate. Cit-
rix.EventMonitor.FileDelete.Citrix.EventMonitor.FileMove.Citrix.EventMonitor.FileRename,
Citrix.EventMonitor.WebBrowsing. Citrix.EventMonitor.TopMost ® & 1 X > ~ T &,
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ARYETEFRANTHERT 3 . App Start. App End. Client drive mapping.
File Renamed XFHBEICERAINEL A, LEN>T. [IRYEFTFFIMN Ry IR
IZCApp Start. App End. Client drive mapping. #7:i1ZFile Renamez A7 ¥
B, BRIEONMD EH A

BIRNIARNY FTREZBET S

ARV EHEITRIFSNERBEBETDI L. (IR TV IT—0] RRIICARY FHRREN. UTDOELS
IZ Session Recording Player 0 FEICEBVR TRAINET:

& Session Recording Player - x
Fle Edt Vew Play Toos Hep
B b O @I [ | s - Inlasyear ~ () (| [0 Avanced Search
‘Workspace X || Search Results x
=dmir User Name Application Status. Start Time Duration Delivery Group 'VDA Machine: Size. ~
B administrator Desktop. Complete ~ 9/27/2019 253 AM 00:03:18 DG_TSVDA EBSDK-TSVDA-1 1553 KB
B administrator Desktop Complete  9/27/2019 2:46 AM 00:06:46  DG_TSVDA EBSDK-TSVDA1 1577 KB
B administrator Desktop Complete ~ 9/27/2019 232 AM 00:13:16 DG_TSVDA EBSDK-TSVDA-1 2,108 KB
L administrator Desktop Complete  9/27/2019 219 AM 00:11:57 DG_TSVDA EBSDK-TSVDA-1 1460 KB
B administrator Desktop Complete ~ 9/27/2019 212 AM 00:06:03 DG_TSVDA EBSDK-TSVDA-1 1725KB
B administrator Desktop Complete  9/27/2019 204 AM 00:03:16 DG_TSVDA EBSDK-TSVDA-1 1.044 KB
O administrator Desktop Complete 00:01:23 DG_TSVDA EBSDK-TSVDA-1
7 00:04:54 DG_TSVDA EBSDK-TSVDA-1
2omanaM 0 naTem FRenKTaUNAL
Mow Playing
User: administrator
Domain: EBSDK

Applicaton:  Deskiop
Delivery Group: DG_TSVDA

Events and Bookmarks

O 1:5608 AM Topmost window EXCEL, Book?, 6880

O 1:56:22 AM Top-most window: explorer. CITRIINS TALLATIONLOGS, 7212
O 1:56:35 AM Topmost window: Tasknor, CaiSve. exe, 5276

pplication evty, 7212

O 1:57:08 M Topmost window: WINWORD. Bisijsbb | doos, 8856

@ 1:57134M Topmost window: notepadt-+, . 4340

O 1:57:20 &M Topmost window: Taskmor, CiSve exe, 276

O 15734 AM Topmost window: Taskmer, Citix Authentication VitusiSmancard exe, 3276
O 15751 AM Topmost window: reged, FileOperatiorMoritorList, 6584

O 15804 AM Topmost window notepade+. shi, 4940

O 1:58.25 AM Topmost window: explorer, Task Switcher, 7212

O 156:28 AM Topmost window: EXCEL, Grid, 6380

s +im00s + +2m00s +2n20s +Ent0s Jeni0s +Am00s 50
0| = | 4] [ Py

D> Size:2241 KB © 156:39AM explorer, Application evtx, 7212 9/27/2019 1:56:52 AM

ARV ZFERLTEY S a3 VORERNEZBE LD, ARV EDRZITRHITTINTUVBRAY MIRRZEHTEE
ERS

BRE DR

June 26, 2020

Session Recording Player %/ L T. #@ L 7= Citrix Virtual Apps and Desktops v > 3 v & &RR. BRE.
BLUOTvIT—ULET,

A7ty avoBEEZENICILTEY > a Y ERETZEEIF. ETFOEYy > avE 1~2 B TERR
TEFEY,

Session Recording EEEHNRETRREP 7 7 ML Y1 XD ERZBZ 2y avidk. #oty>a>o»
TILIZRIFTTRREINET,
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PN
Session Recording BI2&H. REINTVDADE Y I VADT IR EZ I —IIH5T2HENDH
DEFT, Ly araERRTIRVIEAIE. Session Recording BIEEICEAEL T I LY,

i@H. Session Recording Ei2# H* Session Recording Player %1 > X b —JL ¥ 3K Session Recording
Player & Session Recording # —N\—DORDZFEHZHREL 9. COEENRZEDHREIE. MHTI71IL%Z
BRETIEIICREDI A TOI Ry I IADEEIT EY. REICHERIERICD LTI Session Recording EEE(C
FUVWaEHETLIETL,

Session Recording Player 0z

July 5,2024

Session Recording Player o2&

1. Session Recording Player i*f > Z k=)L TWVWET—FIRFT—>a>icOd 4> LET,

2. [R#—+] X=Za—n [Session Recording Player] #3%iRL £9., Session Recording Player h'%
TENnET,

C DN, Session Recording Player DEEABHZZRLTVET, CNSDBEDHEEICDOVWT, LT T
AL F 9,

V4 Y ROBERORTEIIFERTR

Session Recording Player iZl3. RIRTEIDNES D EYDEZRBDDT1 Y RUEBERLHDET,

Session Recording Player i*f > Z h—JLENTWVWET—JRFT—>avicOJ AV LET,

[R#—F] XZa2—d [Session Recording Player] %®#RL %7,

Session Recording Player ® X =1 —/\—7T. [®F] #&RL £,

RRTIBEZERLET, BIRID LT CICETDERDRRINE T, FTvIT—JIFZTOERNERS
nNTWsZeznlLEzT,

> w e

Session Recording t —/\—ADE#&:

Session Recording ¥ #* Session Recording Player 53 ® Session Recording #f —/N\—ICiE#Hi TS
3 & SICRE LHEIE. Session Recording Player h'###4:9 % Session Recording # —/N\—%Z#EIRTE £ 9,
Session Recording Player 1 5 EIBFIC#£k D Session Recording H—N—ICiE# T3 X IFTEEE A
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1. Session Recording Player f*f > Z k=L TWVWET—OIRTF—>avicOd 4>V LET,

2. [R#—F] X=a2—n [Session Recording Player] #3%{RL %7,

3. Session Recording Player DX =2 —/N\—T. [V—JL] > [# 7> 3>] > [#&4] OIBISEIRLET,
4. $&419 3 Session Recording #—/N\—%3#RL £ 7,

17ty a OBECBET —XOREZBNEIZEMICTS

November 23,2020

A7y a OBEZEMEIZEMNICTS

SATBERREZBMCLTEY 3 ZRETHL. BREFELEBRERICEY 3 VERRTEERYT, Ty 3
VERELADNSRERIZLIF. ST TEY Y3V Z2RB3ES5HBHDTY, ciZl. VDAL ST—EHEETh
BERBICIE 12V OBENRELF I,

BEHTTLTVWARVEY S 3V EBEETR LI ROBEIIFERTEIEEA:

s REDTRTITBETTOHIHAEZEIDHTE LI TETEEA. TIVRINEBENBEWWIGSIZ. S17€
wiareBETTEIN EFRREICEBEITNTLERA. By ardiRT LTS T, dHEEZRT
TEXT,

s REHNRTITZET. BET —YOREBRZEATETEEA. BET—YORENEWLHEE. S17tv3
VEBETIEY, L. v o arydRET I3 ETHBSKINEE A

s REDTETIBET. 777 ZF vy aTEEHEA

TIHILET, STy a>0BERBEMICAE>TVET,

1. Session Recording #—N\—%KX 923> Ea—2—icOJF > L&T,

2. [R&#—=F+] RE>HEOU YL, [Session Recording H—N—D7O/XF 1] #ERLET,
3. [Session Recording #—/\—D7O/NF ] T. [BE] 29200 v o LFT,

4. [Z14 7y a>0BE%EFATE] Fov IRy IREAVERIFFTICLET,

BET - 2OREBZEMIIZEMICTS

tFaUTs LOREDH. Session Recording Ti&. Session Recording Player T&RR$ 378Ic4 >0
—FEhRET 77 ILISBBNICIESHKINE T, COBET—2OFRERBEICED. FE I 7IL24d Y7 >0O—
RLlca—¥—-BSho1—H— 7700 EZJE-LEDRRLIEDTELHLBDET, FDPDT—IXT—> 3
VERIEA—Y—TAIVITIH. T77IILEBETIEHA, BEUINLT 7L, IcleliRFTHAIN
EF9. BSHKINTLWAVLT 71LIE. TIcUERFTHEISNEJ, Session Recording Player b1 > X k—JL
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cntTtwa%localAppData®\Citrix\SessionRecording\Player\Cacheic% 3. 77/l
& ERZF DAY DI 70 ERCETRSUINEEETT,

HTTPS 2R L TEHET— 22 RETHI L2 HEBOLFT,

BET—20OFREIE. TIAILETEMCHED T,
1. Session Recording #—N\—%KZA L F3I> IO F >V L& T,
2. [R#—F+] RE>HEIU YL, [Session Recording H—N—D7O/F 1] #ERLET,
3. [Session Recording y—/\—D7O/NF ] T. [B&E] 275200 v o LFT,

4. [BEDODHDAIO-RENZEY a3 ORET 7N EESNUT B3] FIv IRy IRZFVERIZET
ICLET,

BEOBE

July 5,2024

BREORZTH

Session Recording Player Tt v 3 v OREZH<ICIE. RD 3 D2OFENHD F9:

« Session Recording Player ZfEf L THREREZ XTI 5, BREFHIC—HIT 3t v a>oREh’. REER
DEFICRTINET,

e O—AINTA RV RSATEILIEHBERSA T LOEY S a>ORBE T 71 IIICEET VRT3,

e BRUIAD T AIINA—D Bty a>ORE T 71T IERT 3,

FORINEBRBRLTHRBEINE 7 7L ERCE. TOTI7 7ML EEEEIBIESTN TUOARVWE WS EBEARTRS
NEY, 77 17INOEGHICOVWTHELNHZHBEIE. EEORY I 7y T4 RTT [IAW] #20Uvy oL TT
7IILEREET,

E:
Session Recording D EE&EOJ#EEIC L D, Session Recording Player 0ffE 4 7 > O— K& OJ iR
TEEY, #FLIF TEBEOY ) 28RBLTLRETL,

REEROEHICHIBEZRVTEET S

1. Session Recording Player i1 ¥ Z k—JLadnTWaI > vicOd 4> LET,

2. [R&#—F] X=Za2—n [Session Recording Player] #3E{RL %7,

3. BERZETLES,

4, RRERE1-DPREIINTVARVERR. [T RR—-Z] RAUT [BREER] 2BRLFET,
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5. RRERE1—T. BETStv>a>vxz#ERLET,
6. ROWTNHDIRIEEITVWET:

e Lyl a EATIIVYILET,
e GVVUwULT [BE] 2BRLEY,
» Session Recording Player O X =2 —/N\—7T. [B4X£] > [BX] OIBISERL T,

T7AICT 7R L THREZH <

vy avORET 7IILOERIE. BEICT_HMMIK—BARBFOT 7L ID T, 771 ILIERFIE. iclh.
icleilzbEd, 1cURRFIZ. BET —20RERENMBASNTOVRBVEEZRLET, . 1clefliRkFI3.
BET -2 ORERENEAINLCREZRLET, Ty aryoRE 7 71LIE EyParyhgaEdnicAN
PHEAAENTT LA ICRFECNET, X 2014 F 12 A 22 HICRE SNty 23>0 7 7 1)L
2014\12\22 t WS T+ LA NRRICRESINES,

1. Session Recording Player B’ 1 ¥ X b—ILENTWBT—IRF—>a>vicOdF > LT,
2. [R#—F+] X=a—n [Session Recording Player] #3ERL %7,
3. ROVWTND DBREEITVET:

+ Session Recording Player D X=a2—N\—T. [Z71JL] > [BI<] DIBEISERL. 77 1)L%S
BLET,

« Windows 0T/ 270-5—%FEALTI771ILERRL. Z71/L%z Player 7+ > RJICRS Y
JLET,

o« Windows DT/ R 7O—-5—%FEALTI7 71 ERRL. TN IV I LET,

¢ [T=UZAR=R] RAVT IBRUAND L ZIERR L HZBEIF. [BRUCAD] ZFIRL. REERITV 7
NET7ANLZERCOLRILAET. [BRICAD] B5 7717 Z2HIT£7,

BRUANDDFER

BRUAND T I A—= e L T SBRICRTTIREICTIICC T I/ ERTBZIENTETFET, BRUAD T+
WEA—IZE>T D=V RT—2aVERERY IO RSATIBMTNTVREY 3V ORET 7 7LD
ZRINET, TNH5DT7TIILIREBHIDT—IRT—>a Y EDBTIYR-—bEIIRR—bZ LT EHD
Session Recording Player 9 1—#'—r HETET 7,
E:
Session Recording Player A7 7 2% FOA—H—D A BRICAD T+ ILZ—ICBE[RIFENT
WBtyyaYyORETFAINELTIVO-RTEET, 7O EIHEICDWVWTIL Session Recording Player
EEEFICEAVWEHDE T T L,

BRICAND YT I A IA—%ERE T BICIE:

1. Session Recording Player f*r > Z k=)L TWVWET—IRF—>a>icOd 4> LET,
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2. [2#—F+] X=a2—n [Session Recording Player] #3ERL %7,

3. Session Recording Player 7+ Y RU®D [TJ—UZAR—R] RAVT [BEKRICAD] T LA —%ERL
EE

4. XZa—=N=T [T7A00L] > [T#IWE=] > [TAINA—DER] DIEISGERLET, FILLT AILEH
[BRUCAD] THILABFICRRINET,

5. 7#ILAB%EZANAL. Enter ¥—%#3H. HLLBFIZRMTZHBMEI VI LET,

[Z701L] > [7AINE—] DIEISRIRTZERRINBIEFDNDA T a>EFERALT. 74IINA—DHIKR. BRIDZE
B, %%, AF—. 1 VR—bt. BLUVITIRAR—FETVET,

BEOBYE

Session Recording Player Tt v a>yoREx2BEWEIZ. ROAETREINEEY S 3V REBETE £
ER

« Player V« > RODOREZ>EFERALT. BE. Bl —RFELE SLUBEEREOEEZTVET,
o V—URSAZ—%FEALT. AIRICEEBLEXT,

N—A—DREICEATNTVWEIHE. LUV aYORBEICARFILARY FHREEFNTVWERHEIE. ¥—5
—BLVARY ORIV MMIBEHTBZILICE>T. BESN LY aVAZBEFHTEILDHTEIET,

i

s Lyl a OREODBERIZ. NURRAYEZ—H2DORRINZIBEDVHD £T, COBEIF. 21—
—#¥ Internet Explorer Z I, Internet Explorer IZ& D BEIMICHE/NERI NI X =%
— NIV ITREHEELET, Ly ParHFElI DOV ITRRA U EZ—LIARRINEFLAD. €
v aYOREDBERICOA 2 DEBOIY IV ARA VA —NRERINE T,

« TO/N—Y 3 >0 Session Recording i&. SpeedScreen YILFAT 4 7715 L — 3 Vi#EED
[Flash REOFE] RS —REZHR—FLEFA. COBENENOHE. BEEERIESKRRS
nF¥xd,

¢ 4096 x 4096 LI LDREET LYY a v ZzRET S & REDMAEKT 2HELRHD FT,

Player 7+ > R ODREZ > DOER

Player 7« ¥ RUDR2 > %= ERBT ZH. Session Recording Player X =2 —N\—D [BE] OTFOXZa—
TATLZERLT, Ly a>oREEZRIELET,

Player o1« > RoDRE> ;e
ni

BIRLIEy > a YT 70ILEBELET,

BEEZ—BELELET,
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Player 51« > RoDRE>

¥ (& [m

S—IRSAHE—DFEVS

BiE

BEZFLELET, (Bl 22Uy oL, [BE]l 22V
wIdBE. T71ILOEEISTRELNBRINET,

HEODBEREDFDIOREEZLTELFT, R TEE
DASD1ICEFTEEEZTIFET,

HREOBERED 2EBICEREZLTELET, e CIZE
D32 BICETEEZ EIFET,

Player 7« > RUDFEICH B> — VXA Z—%FEAL T, v a>OREADOROMUEICS v > T LET, &
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@[ —
File Help
‘ Connections

- | & E—

€5 Start Page

Filter: - Go ~ \g7Show All | Group by: Area v 58]~
v 3 [ miisato) : B m
2 Application Pools Compi Pages jzati Levels Settings Strings Controls ~
v (8] Sites >
v @ Default Web Site ‘r‘?) &,5 L“j-
| aspnet_client Providers ~ Session State SMTP E-mail
@ MsmQ
(@ SessionRecordingBroker
(@ SessionRecordingLogging Iis h ~
P Sessi ingLogging pplicat () nz cGr Ql = 4 E:& &
¥ SessionRecordingRestApiService = i /] ‘—IJ Lios | X =
@ SessionRecordingWebStreaming AP Authentic. CGl  Compression Default  Directory ErmorPages Failed FastCGl
3 WebPlayer Document  Browsing Request Tra...  Settings
H & 0§ = M %
2y € B 9 6 = H ¢
Handler HTTP HTTP ISAPland  ISAPI Filters Logging MIME Types  Modules Output
Mappings  Redirect  Respon..  CGlRestri... Caching
o [ g
= L @y
Request | Server | Worker
Filtering | Certificates | Processes
Management ~
B & = ©O
=) B, =]
Configurat..  Feature Shared Web

Editor Delegation Configurat...  Platfor...

Ready

&%

HTTPS #r%

HTTPS %/ LT Web Player ® Web #1 M7 V2R 9311
1. UISIZSSLANr> RZEBMLET,
a) S TE 3R (CA) »5 PEM e op SSLAERREREREL £ 95
A

Google Chrome * Firefox DI AL D—BM AT S UH —Id. MEAEEZEXR (CSR)
DOHBEDHYR—FEFELELEL, IRTOEESNIEEALSOIREZICIEIT I I LD
3% (SAN) HERINFd, HTTPS 2T Web Player 2R ¥ 3 1Cid. RRICIHL TRD
BIFERITLET:

 BE—q Session Recording # —\—p"ER TN TWL 3B E. Session Recording #—/\
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—D3EAE%Z SAN GEFREICEH L £ 9,

© o

Cheome Firefox

HTTPS HTTPS HTTPS

VDA -% SAN Certificate

HITES SR Server
(=]

L1
VDA

s BESEEERALTVW3EEIE. Citrix ADC £ & Session Recording 4t —/N\—0O@EA T

SAN SEFRENMERARETH B L 2B LTI RT L,

© O

Chiome Firefox

HTTRS HTTES HTTPS HTTPS
|| 'n —
LL
SR Server
SAN Certificate

=1

VDA
1T
VDA

1
]
1
irtual Server SAN Certificate :
OnHTTPS i

b) ISTWeb#+ reHEIUYILT NIV RDEBM] ZFRLET, [V NIV R] 41707

Ry I ZANRRINET,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
htt, 20 "

. Edit...

Remove

Browse

Close
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c) LMo [BM] 2oy LET, [V NIV ROEBM] 41 700Ky I IAMRRINET,

d) (B8] Ry o 20—8H5 https %:%IRL. SSLARAZZEIRL £,

Add Site Binding ? >
Type 1P address: Port:
http e |AII Unassigned v| |3D |
httE l
Exarmnple: www.contoso.com or marketing.contoso.com
oK Cancel
Add Site Binding ? >
Type IP address: Port:
https ~ | |All Unassigned v| |-‘1-'-H |
Host names:
] Require Server Mame Indication
55L certificate:
Mot zelected Select... 1=
OK Cancel

e) [OKl 22 UwoL&ET,
2. SsRecWebSocketServer.exe.configiBl7 7L 2BHLET,

a) SsRecWebSocketServer.exe.configBm771ILERDOIFTTHIXT,

SsRecWebSocketServer.exe.configtm 7 » 1 J/Lidi@E<Session Recording
Server dinstallation path>\Bin\7Z#/L4d—iCHh£T,
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b) TLSEnable=1 #4&E L T TLS #B%hC L. SSLIFFAEZ L SFAZDF —ADR/NNXZANILE T,
:
PEM XD SSLAFAEZE  F—T7 7 M ILDAHDHR— TN TWLET,

ServerPort 7+ —JL K. Web Player B R2E 7 7 1 L2 INET 2= DICFEAT 2R — hES
ZRRALET, RORV V=223 hTlE T4 ME (22334) IZEREINTVETD,

Mj SsRecWebSocketServer.exe.config - Notepad

File Edit Format View Help

#1-enable TLS
#0-disable TLS
TL5Enable=8
#default-enable web socket serveron all ip address
#x.x.n.x-only enable serveron the given ip address
Serverfiddress=default

#default-enable web socket serwveron tcp port 22334
#[8-65535]-enable serveron the given tcp port
[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1
|SSLCert=C:\aSRS2.pem |

f#tkey file path and name, only config it when TLSEnable=1
|SSLKey=C: \newaSRS2key . pen

WebSocket 4 —N—#EETHEBINZERDOHBPE *—T7 7 ILEHME T 3 ICI1E:

i. SSL&ERAE % & T Session Recording #—/\—IZ OpenSSL A1 Y X k—LEdhTWB It %
HEEL TS L,

ii. SSLAEBAZEZ.pIX 77 MILE LTIV RR—bLET, .pIX T 71 ILICIE. FMEBAZBLWEF—O
BALEENTUVET,

ii. Ay R7OVF RS, pX I 7ML ESC T NE—ICBEBL £ T,
iv. OpenSSL\bin 7+ /L& —H'5 OpenSSL ZRBL £7,
V. ROOARY REFETLT. dAEEHMELFT:

openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [
aSRS2.pem]
<!--NeedCopy-->

PIXTF7ANETIAR— T BEEITER LIz VR— bNXRT—REANADLET,
Vi. ROOY Y RERFTLT. MBF—=HEBELET:

openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [
newaSRS2keyWithPassword.pem]
<!--NeedCopy—-->
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PXTF7ANEIVRR—FTREIICER LA Y R— XA —RENADLET, PEM /XX
TL—XDNNERDENTE. F—T 7N EZRETZLDOHLOUNIT—RFEANNILET,

Viil. ROOYY RERFTLT. MEF—DBEShZMRLET:
openssl rsa -in [newaSRS2keyWithPassword.pem] -out [

newaSRS2key .pem]
<!--NeedCopy—-->

c) EEZREFELET,

d) 7271470 4+—ILOBREEHERL 9, SsRecWebSocketServer.exe B TCP R—bk (F7#IL KT
1% 22334) =ERATE5L5ICL. WebPlayer ® URLADT7 X %=#HTL £ T,

e) TestPolicyAdmin -stopwebsocketserveradv >y RERITLET,
FREI DRI
Web Player icOs# >33 . RRAIBERIRTOREN—BERRINET, Web R—J % TFICR/O—-ILLT

RTIIBREZHEIRTZD. TN 2—2FAL TRFERENAEIAIITERY, FATREDHE. MG
Bl \BIC [517] ERESNBERZVHBRICEDD Y,

Hi MRILDVAdministrator (7))

(] Recorcings ° Start time User Host Client Events Duration
All Recordings
August 27 2019, 7:25am administrator TSVDA-19-1 I ] E
Configuration ~
. »
August 14 2019, 10:17am administrator KUQOC-TSVDA-1 | 2 00:12:40 »
—
August 92019, 9:24am administrator KUQOC-TSVDA-1 | 2 01:38:46 ‘\’

FEEEOHBICOWTIE. ROREBBLTLLETL,

EH A

FH4e B B BREORKERE. EREMPCTRENZI Uy o LT, &#E
ZRRFIBICRTTEE Y,

a-—%— vy arhBEInical—4—, LREIPTRENZY

Dwo LT, A—H¥—-—CrIilRBEZFLHTRRL. O
—H—%TILT 7Ry MBICERZ ZEHTEFET,

BRI+ HFEIN LY a3 UARIAMINTWVS VDA DR
FE. EXRENTRENZV w2 LT VDARI bE%Z
FILT 7Ry MEICHERZ ZENTEET,

ISAT Uk Ty avhARITINTVWB TSI T Y RTNRA1ADE
fio ERENPTRENZIUYILT. 951472 KRR
FEZTILT 7Ry MEICHEARZ ZEHTEFET,
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EH A

ARk BERDIARY FOB, EREMPTRENZI Uy o LT,
—BOREZANYFDETIERBZZEHTEFERT,

i BREORHBORS, EXREIPTRENZZVYILT. —

BOREZFKEOREI TERZENTEEY,

T4 L2 —%FERLICREDIRER

T4 E2—%FRALTREERECIET, KA MR, 95347V R A—H =R, 7FUs5r—>a>, 95347
VEIP7RLR ARYETERR ARV MOEE, BARED T4 IINEZ—5FERATIET,

All Recordings 00:30:07 »)

)
February 9, 2021 5[21 ent 1P address vent taxt 4 00:29:26 »)

ebruary 9, 2021 5[20 30047 »)

Administrator Logging ¥ February 9. 2021 5120 00:30:43 )
N February 9, 2021 00:32:27 )
Configuration v o
021 5:19 PM user2 12 00:32:39 (»)

ruary 9. 2021 5:18 PM usel 10 00:33:03 )

e RIE RAME TN —2EIRT B L. RDAATOTRY I ABRRINET, REShIct vy arhiR
AN VDADKRI EZANLT BR] 22Uy oL, BELAVREZRFERD SN TEEY 24
ROBERRTEEXT,

FILTER m Clear All
\ \

UTDORI)—=>>a3y bD&SIC. BERBIRSNATWS [RXAMR] 200w o538, BIOT4IILEZ—ICEET
IE9, [RRMR] OOV wIB, IRTOTAIINEZ—HDH—BRRINET, BEIZHNLTIqIILEZ—%RRLE
ED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 145



Session Recording 1912 LTSR

FILTER

£ Host name
eErname User Ho

HH Application
I Client name am user KU

£ Client IP address

W3am userl KU
July 18 2019, 1.418pm userl KU

+] 20Uy I L TITAIINE—ZEMTBIELEHTETEY,

FILTER

fee ZiEe [l 7008 —ZUTORIU =223y FOKSICEBIMTEET,

FILTER

Host name

Time Start date End date
Start time End time
Duration
At least Seconds

(] 70 LZ—ICI3REORKA. RAR. ZaKEIIHD X7,

BEOBE

BER-JOEREICIT [FEKE] BEORAICBERZVDHD XY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

146



Session Recording 1912 LTSR

CITRIX' | Session Recording GlEESDR AR
m Recordings Start time User Host Client Events Duration
All Recordings
ptember 2 2019, 6:29ar dministrator BSDK-TSVDA-1 I 0 >
Configuration v
August 2 2019, 647am administrator TSVDA19-1 — 001 (»
August 2 2019, 6:43ar administrator KUQOC-TSVDA-1 I 00. )
August 2 2019, 6:42am administrator KUQOC-TSVDA-1 I 0001 )
August 22019, 634am administrator KUQOC-TSVDA-1 I 0001 )
1 sser QoC-TSvD — 00 >
P
122 x 0C-TSVD! | o )
~
122019, 70 sser — 00 )
~
122019, 7042 sser a — 0001 )
112019, 219pn sser TSVDA-19-1 ] 0 000:4: )
Jly 11 2019, 214pm user2 KuQC [ 0 0004:4: o)

BERZ>ZIUyILET, BER—IJHPRETNET, XEVF vy a0RICBENBIIBINE T,

FEB 23,2021

11:;10:58-00:07:32-11 Events

Host name:

Client name:

Sort by All Categories v
M Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

.+ Please wait for the Citrix Profile
= Mar‘lagement conhost: 5692 \?2\C:AWin.

00:01:00 App Start:8416:

00:01:36 Session Pause:sik;

00:02:27 Session Resumerl;;

00:03:02 Session Pause:/help;;

» fv) 00:00:04/00:07:32 & Comments (7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

TLAV—04 Y FODHBICOVTIE. RORESBL T T WL

Player 51« > RoDRE> B

>
Il

BRLICRE D 7 ILeBELE Y,

BEZ—RELELET,
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Player 51« > RoDRE>

FULL SCREEN

NARROW

BERICETRRAN-—Z RSV I TEEY,

7 *ﬁ‘ﬁﬁ/\°/—7 L/gsg-o

BEBEORAME AstREREZRLET, BEO
i HH:MM:SS T,

REOBEFEREZRLET, 7ra>ZoUv oL T,
X0.5. X1, X2. X4 LA T av=IDEXET,
SEETBEZRTLET,

Web R—SRTBEZRRLET,

BER—ZOERA VTR ROBET —H. IRV TN E— IAvIBRRY I XZFERATEIET !

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 148



Session Recording 1912 LTSR

JULY 23 2019
191424 -00:13:41 - 9 EVENTS

semame: userl
! Host name:

clint nare: N

00:00:51 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, hdx..

00:02:55 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww citriv.com, HDX...

00:08:56 WebBrowsing :
https:/fww citriv.com, HDX...

Web Player v > >0 Bt Bzl CofiTid, 201946 7H 23 B 19K 149 24 T7,
s BEFROIREORRE, COfITIE. 00EKH 13 241FTT,
o BEINDARY MM, COHITIEF. 9 1RV MTT,

s tyiarvhGEINI-HY -8,

FEEINcty aryhRIINTWVWS VDA DK +E,
e Lyl aUARITINTWVWE TSI 7Y hTNT XADEH,

o AIRVKRTAIILE—; BEHOT 4 IILEZ—%ERLT. REODBERADIRY FEBRETEET,
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f‘\
e,

EVENT TYPE

O App start

O Append

O USE drive insertion
O Client drive mapping
O File creation
O File deletion
O File moving
O File renaming

O Web browsing

O Top-most window

O Custom Events

FAAYEIVY I LT DL ENTARY FORTZRBALE Y,

00:01:00 App Start:8416:
00:01:00 App Start:5416: conhost: 5602177

conhost: 5692: \?C:\Win... * \C:\Windows\system32\conhost.ex
elx4

¢ ANV, —BOAIRY+2IUvITRE. BRERNDIRY FOUBICEELET,

¢« VAVIRRRY IR [ARVEERE] V1V IBRRRYIRCE>T REORETIRY b—EZ T
PLBDRACIEDTEES

BERICBERRETRODF vy aXEURERTS

Web Player &[] R—JTRSA44—%20) vy LTBEFICHREERETZLHOF vy axXEVEEY
PPy TITEET,
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CilTIX | Session Recording

Recordings

Set up recording cache
Comments - You can set up cache memory to store recordings while playing
Administrator Logging  ~ C

@ Configuration -~

Storage

May 26, 2020

CORSTIYa—T1 > JERICIE. Session Recording AV HR—%>Y bDA YR b—ILHRERIEFAI VI =)L
BICHETZFREMEDOH B, RDOLSBEBICH T BBRENEENTLET,

I

H .
= .

LIZMIIT 2—DFER%Z2R2 L. RAUBEEDIEETIARMDHO. ARL—T1 VIS IATLOE
A YA L—IDBBICABZEELHDET, LYZAMNIIFTs2—DRABICEBZFEEICHLT. Y hUwIR
TIE—IEFEEVEFA. LYAMNIIT 42—t BEFROBFTCHOSEETITHERC IV, £ L
SZAMVTFAINDNY Ty TREBRLTH S, LI ZHEELTIREI L,

H—N—JVR—XbZA VA —I)LTEIAHWV

May 26, 2020

Session Recording 4t —N\—JYR—% Y bDA VX h—JLH T5—0— K 2503 &0 2502 TEEL £,
iRk C:\Windows\Temp 7 # LA —07 7 XFfEU X~ (ACL) 2Fzvo L. O—Ala—H—rO—hl
IN—TFICCDT A NA—ICH T BEITAAERNMISINTVB e 2BEELET, 5T TVARVEEIER. &
TAHERZFHTHSELET,
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AZAM=ILHRICT—EIRN—ZANDEGEDT A MK L 1=

November 25,2021

Session Recording 7 —#4%~R— X #7zI& Session Recording Server @ > X b —JLEIC. T—EZR—IA YR
BAUZABPELLTH, IT7—RXyt—9 T7=aR—FEHTAMIKBLEF LT ELVWT—4R—X 1V RH
YRABENAILTLIES VW) BRETNTESR TR MHRBLET,

ZFDOLSRHEIFR. REOI—F—IZ. #ERFRIS—ZBETSDHD/NTY v SQL Server DR EIERD B 3
CrERBBLTIRETL,

Agent A — N—CEGETI AL

July 5,2024

Session Recording Agent i 5 Session Recording #—/\—IZi&4: T = 42 L KR, [Session Recording Broker
ICR—I Xy E—JFFELTVWET - CONBOETHRICHANMBEOND F LTl EVSARY M XyE—IH
BIShDTFHER P HICOTICEBINE T, HISOTFI MIMERICKBLERELNTHINE T, ROLSAHE
ALHDET:

s BENBHLONE LT SSLITLS DRELABF v RXILZHBIUTIEFHATL . COFISL Session
Recording 4t —N\—TEAL TV 3:EAEZER L 7= CAH Session Recording Agent h'&hEg 54—
N—IZEETnTWALS, Session Recording Agent H'&1Ed 54 —/\—IC CASERAEN 1 VX =)L T
NTVWRWIEZRLEY, £id. SAZFOFMRRITINTVEHERML TWBHEEDN DD £,

fRiRss: IEL WL CAREBAZE A Session Recording Agent # RX b3 —N—ICA1 YA =ILEINTWVS
M EEINTVS CAZERAL TV ZRIDE T,

e UE—FH—N—DIZ—%RLFLT: HTTP403 (77 XFRA), COEREDHTTPST>—IF. £*a
U7 TRESNTVARVWHTTP Z2FERAL TEHLLS E LIt FICHE L £9, Session Recording #—
N—ZRALTEIITEFa) T THRESNEADHERITMITE . BEDESTINTULET,

figiRek: [Session Recording Agent ® 700/X7 ] %M L T Session Recording Broker o 70 ~ L
z HTTPS ICEEL 7,

o LO—RRYS—oTDKEEHIC. Session Recording Broker A REBHR TS —%#BL % L7 T5—1
—R5 (ZOEZXMEEINE L), #L<IL Session Recording #—N\N— LD~ bOJESEL
TLETW, COIZ—R. By arhBEBRINRERY S —OHEERNEEFEINZERELFT. CO
I 5—Id. Session Recording &R >V —ILOKETHZ RIS —ITVORENS. TIAIL DAY
N—T#%3 Authenticated Users Z )L —7HBIBR S NI ERREL X T,

fi@iReE: Authenticated Users 7 )L— 7% C D&REICHIBINT 3h. & Session Recording Agent =R X
FE2EY—N—%2RUS—ITUDREEBMLES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 152



Session Recording 1912 LTSR

s BEHBLONE LT BIRTNBIBELRD >FEGD. U—N—ICL>TTENE L. COIF—I3
Session Recording #f —/N\—HMELEL TWB D BEREZIFFISNABVIEZRLET, ISHFTF1>
FEBEBIND. T—N—2FDF TS THIEEMEDDHD £,

fi#iR%E: Session Recording 4 —N—HDBEINTWB L. Y—N—TISHERTHFTHZI L. 8LV
Y—N=DRy b T=JICEGLTVE I ZBIDE T,

e VE-MY—N-DI5-ZRLELTH 401 (REARTI7ER)e COIF—ICED RDESBERHEE
L&EY:

- Session Recording Agent 1 —E XD X2 — b 7w FBHI. 401 TS —HA RV bOJICEBRINE
ER

- Session Recording Agent TRUS—% T TEEE Ao

- v aronRE Session Recording Agent T v 7F v I EH Ao

figiksk: NT AUTHORITY\Authenticated Users /)L — 1% Session Recording Agent oO—AJL®
Users JIL—7DXYN—THZD L ZBHDE T,

3" Computer Managemen
File Action View Help

e« 7B XE = HE

_k Computer Management || Name Desc[iption
« [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
> @ Task scheduler 2 Backup Operators Backup Operators can override security restrictions for the sole purpos..
. pp p Up ty purp
’ E E:‘em:f\':r;' & Cryptographic Operators Members are authorized to perform cryptographic operations.
i : Loz:Us:rs :;Z Gr 2 Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
I
4 Users & Event Log Readers Members of this group can read event logs from local machine
- .
@J Groups il?;&EZRS Users Properties ——— — &u by defau..
» ) Performance - - B
& Device Manager & Network Configuratiq | | General es to ma...
4 5 Storage & performance Log Use ) e counter...
{=F Disk Management || & Performance Monitol k‘l Users locally a...
i &y Services and Applicat &Power Users pssess limi...
& Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
# Replicator | N system-wide changes and can run mestapplications
& Users E_ > | }stemfwid...
$ HelpLibraryUpdaters M Members:
2 Message Capture Usg(| | | S CTRITE\Domain Users IMicrosoft ...
# sQLServer2005MssQ] ;f Bs to beas..
FsQusener2005mssQl{ | |y :I d‘z:THOR"“'NTERACTNE (&1 s to be as...
SQLServer20055QLBr ||es to be as...
&ISQLServerDTSUser$N| les to be as...
sQLServerFDHostUsel ||es to be as...
& sQLServerMSASUsery) \les to be as...
I SQLServerMsSQLSendy ||es to be as...
SQLServerMSSQLUsel ||es to be as...
Changes to a user's group membership
:E.SQLSENNREPORSE W ’ Add... ] [ Remove are noteffective until the nexttime the user s to be as..
B sQLServersQLAgentl)| logs on. les to be as...
B WinRMRemoteWMIU| \lgement p...

[ OK ] [ Cancel I Apply

& vmware__
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February 9, 2021

Session Recording #+—/\—%'5 Session Recording 7 —#R—XUTEHTIHALLE I ROVTIAHLIDX v
—UHRRINBZeHHDFT:

AR FY =R

FSQL 4 —N—ADEFGHEIURICR Y hT—VBEEE I VR Z YV ABABOIS—HEELEF L.l COIS—
i&. Session Recording #f—N\—% KR b FZ3AVE2a—F—DARY FEa—T—IZEWVWT. IDH 2047 D77
Ur—2ayvARY bOJICRREINET,

ICitrix Session Recording R L —Y Y —2 v — DB T—RN—BHEZBILTVET - CONEBOR
THRICHISMDRODD £ LTzes DI S—IF. Session Recording —/N—%2KAFTBE3ISVDIRY FEa1—
T—IZBWT, P r—=2arvaRy rOJICRREINET,

Session Recording tf — /N —|CiE4I T £ Ao, Session Recording tf —N—HARITHNMERL TSI L,
ZDIZ—Xvt—Tldk Session Recording /R >—a> Y — LOEERHICRTIINE T,

fRRFTE:

+ Microsoft SQL Server 2008 R2. Microsoft SQL Server 2012. Microsoft SQL Server 2014, F7=i&
Microsoft SQL Server 2016 o Express Edition 242> R 7O H—N—ICA YA b—=LETNTUVET
B, Session Recording DH# —E X FRBEMNELKEREINTWVWE A H—N—TTCP/IPZOKrO
ILEB#ICLTSQL Server Browser f —EXZRITTIHEDNHBD ET., CNOSDREZBHICTBIHE
IZDWTEEL <Id. Microsoft HD RFa x> rEBBLTIEIL,

+ Session Recording BEY — /LD Y X b—LHIZ, H—N—ET—ER=UIDVWTR> IBHRNIEE S
NTWET, Session Recording 7—42R—X%&T7>A YA b—JLL. ELVERZEBELTHI VA ~—
LLFET,

+ Session Recording 7 —4R—ZXH—N—HBLELTVET, H—N—ICERTIZLEBIOET,

+ Session Recording #—/\— & 7zi% Session Recording 7 — 2 R—ZXH—N—%Z KA FTBZIVT. H
5—7® FQDN %7-1Z NetBIOS BZ R TET £t Ao, ping AV FZHEHAL T, BRIZRTIZL%E
BRLET,

+ Session Recording ¥ —4#~R—XD T 717U+ —)LD#ER%EF v L. SQL Server IFHEN A &
NTWBZexBRBLET, %L <IF. Microsoft #tdhttps://docs.microsoft.com/en-us/sql/sql-
server/install/configure-the-windows-firewall-to-allow-sql-server-access?redirectedfrom=
MSDN&view=sql-server-verl5%Z B LT T L\,

ra—#'— ‘NT_AUTHORITY\ANONYMOUS LOGON’ OJ 7 V4.1 CHIS—XyvtE—Jik. —EX0O
x> T7hYy bR oT\administrator ICE->TWB I #ERL £ T,

BERE: O—NIPRTLA-—HF—e LTH—EXZzBEFHL. SQL—EXZzHEHL X,
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Ty a vhiRETINERL

January 11,2024

TV Ir—avtyaryhHERBICREINAWESIE. Session Recording Agent & Session Recording
—N=DEETEZARYEE2—F—T, 7V Tr—2a3 ARV OJERBRLET. OOV ICIIEREBBENIE
WHASENTUVET,

tya RESNABWVGE, ROREIEZSNET,

o dAViR—2> MEADEGCFEAZE, Session Recording IV R—%> FORBTEENTIRVIEEIE. Y
SaVOREICKBLET, BREOMED FS TN a—Ta00% T 3IEF. IRTOAVR—RY FHE
PICRESNTVWTELWI S Y ESBBLTWVWA L, INRTOHBAENEMTEINIC A VA F—ILENT
WBZEZHIDET,

+ 3k Active Directory K X1 Vg%, Session Recording & Microsoft Active Directory K X1 > DIRtE
TEMET DL SICRFINTULE T, Active Directory IRETER L TLWAWESIZ. BECHENRET
ZEEEME B D 9, Session Recording D g RTHO IOV R—%> bidk. #47 Active Directory kX~
ICBMLTWE IS Y TRITLET,

s Ly aYHEENTIT 1 THRI S —HAELTWS, Session Recording Tld, 7o 75+« FHARI > —
EA—H—HDRUHAVERET TV r—2a3 ZRBEaLET, ALty 3> ETROT7 U r—2av%z
<L RMOT FUTr—2a I LTEMBRYS =D "ROF7 SV r—avicbBEREINEY. Ty
SAVHREDRTIT A THARID—EHRETE L ZHICIR. BET3 7TV r—> 3 %2RlovILFEY
23> OS iz VDA TREAL £ 9,

o BEDBEMICHS>TLELW, YIILFt v 3> OS 3t VDA IC Session Recording Agent =1 > X b—JL
T3, 774 TVDA OREDEMCBLDET, BEZHAITBZ 7T T RBRERIS—ERET S
FTR. BEIFSNFE A

s PUOTATBBER) D —ICL>TREDHASNAEW, Bvdavid. 7oT« TRERRY S —ORAZE
Ty a i ELELTVABREICOARBETEET,

+ Session Recording f —EXHARITTNTLAV, Ly 3 VEBET3ICIE. IILFEv> 3> OSSR
VDA T Session Recording Agent # —E XHE{TINTH D, Session Recording H—/N—% KX b g
%<2 > T Session Recording X kL —IYR—TJ v —H—EIRBRITINTVWIRELHD £,

« MSMQ H':E TN TWLA L, Session Recording Agent h&h¥Es %t —/\— & Session Recording #—
N—ZRI+FTBTL>TMSMQ ABEEICHRESIN TLWAWSRSIE. REOBEHIES ZAEENHD £,

+ Session Recording 7 —4#~R—X QYK=Y FHBEICT v 7L —RINTVWEAW, BEEDT VR h—
VWeT7yFoL—RT3HEIF. Ty I L—FFIBICEBICRSHELNHD £, BREMNICEED Session
Recording f—N\—h'% 3B & 1d. |B¥IC Session Recording ¥ —Z~R—XQAVR—R Y bH AV X b—
ILENTW3S Session Recording t—N—%T7v7JL—RLEY, COFIBEEFSHVEE. EvPaY
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DOfRE KB L £, Session Recording 7 —2ZR—XAVR—RY cHBYICT v 7Y L— RINAEWVRE
BRI BICIE. ROVWThHDRIEZEITLET:

- Session Recording 7 —4AR—XAVR—Y bPRA YA F=LETNTVBEH—N—%2BDIFT £,

WIS, FDH—/N—IZd B Citrix Virtual Apps and Desktops ISO # 7z i SessionRecordingAd-
ministrationx64.msi /Xy —JZRTLE T,

- BREROWFNIH D Session Recording h—N—TRDRXI ) T +EZRTLET, RIUT+ERT
T3k ElE, SessionRecordingAdministrationx64.msi /Xy —SADNKREINTX—E—2 LT

BELET,
param(
[Parameter (Mandatory=Strue)]
[ValidateNotNullOrEmpty ()]
[string]$Installer
)

Add-Type -AssemblyName System.Data
if (! (Test-Path "$PSScriptRoot\bin\lessmsi.exe")) {

Write-Error "Download zip of binaries from https://github
.com/activescott/lessmsi/releases/download/v1.10.0/
lessmsi-v1.10.0.zip and extract to \bin in this folder

exit

# MSI57 — 24 X — X %z B <
$msi = New-Object -ComObject WindowsInstaller.Installer
$msidb = $msi.OpenDatabase($Installer, 0)

# 72714 0LT T ILZzRET D
$query = "SELECT Version FROM File WHERE FileName = 'SMAUDD
~1.DLL\ |SsRecDatabase.dll'"

$view = $msidb.OpenView(Squery)
Sview.Execute()

# DLLO N —2 3 > %2 BB I 3
Srecord = Sview.Fetch()

$version = S$Srecord.GetType().InvokeMember ("StringData", "
GetProperty", $null, $record, 1)

$parts = $version.Split(".")

[int] $major Sparts[0]

[int] $minor Sparts[1]

$majorMinor = S$parts[0..1] -join "."

$versionCompare = $major * 100 + Sminor

# DB >Y2RA2YREZHMERSEIT S
$registryKey = [Microsoft.Win32.Registry]::LocalMachine.
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OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")
$dbName = $registryKey.GetValue("DatabaseName")
$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")

write-host "Upgrade db($dbInstance\$dbName) to version
Sversion"

$schemaVersionMap = @{

}

$schemaVersionMap["19.12"] = "1.2.3.0"
$schemaVersionMap['"22.3"] = "1.3.3.0"

$schemaVersionMap['"22.6"] = "1.3.4.0"

$schemaVersionMap['"22.9"] = "1.3.4.0"

$schemaVersionMap["22.12"] = "1.3.5.0"
$schemaVersionMap["23.3"] = "1.3.6.0"

$schemaVersionMap["23.5"] = "1.3.7.0"

$schemaVersionMap['"23.8"] = "1.3.8.0"

$DBSchemaUpdatePatchList = @(

"1.1.0.0",
"1.2.0.0",
"1.2.1.0",
"1.2.2.0",
"1.2.3.0",
"1.2.4.0",
"1.2.5.0",
"1.2.6.0",
"1.2.7.0",
"1.2.8.0",
"1.2.9.0",
"1.3.0.0",
"1.3.1.0",
"1.3.2.0",
"1.3.3.0",
"1.3.4.0",
"1.3.5.0",
"1.3.6.0",
"1.3.7.0",
"1.3.8.0"

)
$currentSchemaVersion = $schemaVersionMap[$majorMinor]

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"

# Open connection
$conn.Open()
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# Get existing db schema version

ScmdGetSchema = $conn.CreateCommand ()

$cmdGetSchema.CommandType = [System.Data.CommandType]::
StoredProcedure

ScmdGetSchema.CommandText = "[GetSchemaVersion]"

$outl = $cmdGetSchema.Parameters.Add("@Major", [System.Data.
SqlDbType]::Int)

$outl.Direction = [System.Data.ParameterDirection]::Output

$out2 = $cmdGetSchema.Parameters.Add("@Minor", [System.Data.
SqlDbType]::Int)

$out2.Direction = [System.Data.ParameterDirection]::Output

$out3 = $cmdGetSchema.Parameters.Add("@Build", [System.Data.
SqlDbType]::Int)

$out3.Direction = [System.Data.ParameterDirection]::Output

$out4 = $cmdGetSchema.Parameters.Add("@Revision", [System.
Data.SqlDbType]::Int)

$out4d.Direction = [System.Data.ParameterDirection]::Output

$cmdGetSchema.ExecuteNonQuery ()

$existDbSchemaVersion = [string]::Format("{

0}

3}
", Soutl.Value, Sout2.Value, Sout3.Value, $Sout4.Value)

write-host "Existing DB Schema Version: $existDbSchemaVersion
n

if ([string]::Compare($existDbSchemaVersion,
ScurrentSchemaVersion) -1t 0) {

Write-Output "Upgrade $existDbSchemaVersion to
ScurrentSchemaVersion"

& $PSScriptRoot\bin\lessmsi.exe x S$SInstaller
$PSScriptRoot\ SsRecDatabase.dll

Stempdir = "$PSScriptRoot\SOURCEDIR\Program Files\Citrix\
SessionRecording\Database\Bin"

# Load assembly and get resource

Sasm = [Reflection.Assembly]::LoadFile("S$tempdir)
SsRecDatabase.d11")

foreach ($patch in $DBSchemaUpdatePatchlList) {
if ([string]::Compare(SexistDbSchemaVersion, $patch)
-le © -and [string]::Compare($patch,

ScurrentSchemaVersion) -1t 0) {

write-host "Applying $patch"
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# switch to db

$switchCmd = Sconn.CreateCommand ()
SswitchCmd.CommandText = "use [$dbName]"
$switchCmd.ExecuteNonQuery ()

SresStream = $asm.GetManifestResourceStream("
SmAudDatabase.Spatch-MigrateDatabase.sql")

$bytes = New-Object byte[] $resStream.Length

$resStream.Read(Sbytes, 0, $resStream.Length)

$script = [System.Text.Encoding]::UTF8.GetString(
$Shytes)

$statements = [regex]::Split(Sscript, "\s[gG][o0O
1\s™)

foreach($statement in $statements) {
SupgradeCmd = S$conn.CreateCommand ()

SupgradeCmd.CommandText = $statement
SupgradeCmd.ExecuteNonQuery ()

$existDbSchemaVersion = S$patch

else {

write-host "Skip $patch"

}

# UpdateStaticData

SstaticCmd = $conn.CreateCommand()

$staticCmd.CommandText = "use [$dbName];if not exists(
select * from [dbo].[StartReason] where ID=4) begin
insert [dbo].[StartReason] values(4, 'Event Triggered
|) end"

$staticCmd.ExecuteNonQuery ()

if ($versionCompare -ge 2308) {

# upgrade record policy version
SstaticCmd = $conn.CreateCommand()
$staticCmd.CommandText = "update [dbo].[
PolicyDocument] set PolicyFileFormatMajorVersion =
1, PolicyFileFormatMinorVersion = 3 where
SystemDefined = 1"
$staticCmd.ExecuteNonQuery ()

# upgrade endreason

SstaticCmd = $Sconn.CreateCommand()

$staticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=5) begin insert [dbo
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].[EndReason] values(5 , 'Dormant') end"
$staticCmd.ExecuteNonQuery ()

if ($versionCompare -ge 2311) {

# upgrade endreason
S$staticCmd = $conn.CreateCommand()
S$SstaticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=6) begin insert [dbo
].[EndReason] values(6 , 'Deny') end"
$staticCmd.ExecuteNonQuery ()

}
write—host "Upgrade success!"
+
else {
Write-Output "Current schema version don't need upgrade"
b

$Sconn.Close()
<!--NeedCopy-->

ATy a > eBETEIAL

February 9, 2021

Session Recording Player TREIZBAETIAVWL FIF. ROIS— Xy E—IHRTINZAEELHD F
E

ey a>yORE 77N EFTDYO—RTEEFEATLI, 178y a>0OBEIFHFITATOWERA, ¥—
N=DCDHEEZHFAI LBRVREICER >TVWET ) COIT—IE. H—N—DOREZHFILABVLSICREIN
TW3sZrzemLET,

fi@:Rek: [Session Recording H—N\—070ONT+«] T [BE] 247200y oL, [S17Ev>a>voBLE:
HAT3] FrvIRvIREFVICLED,
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REDEEL TVWS IR TE

July 5,2024

« Session Recording Player £ L TRRLBRICREHHIBL TV D, FLEFRTELTHBIBA.
Session Recording # —N\—DA R FOJICHBENRBBEINZI LHHD £T,

1R kY —2: Citrix Session Recording Z kL =YY% — v —
B T AT 2 RBEROT—2E-EK

COREIF. MCS £7:1Z PVS THEBRBEADI X Z—1 X—J 1 ¥ X b—JLiEHD Microsoft Message
Queuing (MSMQ) %R L T VDA 21T 3B EICRELE T, CORRETIE. VDA TMSMQ @ QMId
PRLCICAED T,

hzEmgd3icid. FVDAICH L. —ED QMId ZERL 9, FL<IF. T2 h—=)L. By R 7 v L
BLOToA YA b=l #BBLTLEIL,

s HEDRE T 71 ILEBELTLS L FIC, Session Recording Player i’ X vt — TBEHRO T 71 JLIC
&D. ABSATLIS— (T5—0—F:9) HTOREFICKEELILICHBRESNE Lo TS5 —MEE
LIcEIFRETIIBETEE .0 ZRTLTHABIS—ZLR—+IB3HHBDFT,

COMEIR. V37 voEALY Y 3 Y OREFIC Session Recording Agent d /Ny 7 7 —H 1 IHFR
FTRBIDICHELFT,

Chz[EhEd 3Icid.Session Recording Agent ©HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\SmA
ZEDAREIHEOT—RIIEBLTHS. IO VEBBEFHLET,

OAVR—3R> EOEG DR

February 9, 2021

Session Recording @t w b7y FHRICOAVR—% Y FEDEGICHINI LBV EDRBD ET, IRTOIVER—
*> b h¥ Session Recording #+—/\— (Broker) L@EZ{TWVWEY, 774N ETIE ISOIAYR—RV FTH
370-HA—0EFaUFrid lISOEED Web H ~DEBAZERFERAL THREINE T, HZIVR— D
5 Session Recording # —N—ICEHTI AV FE. IFVOIAVR—RY b SEHRZHAITLTOERRTSZ L
rHbHET,

Session Recording Agent & Session Recording Server (X L —I Y% —Jv—rJO—H—) OEFEHITS—
I&. Session Recording Server 27 RZ 33X 2D, ARY bEa—F7—OT7 FVr—>3> 4Ry bOJICE
##EIhF 9, Session Recording KU >—2>Y — )Lt Session Recording Player Tid. ##ICKBK LI SIS
EEICTIS—AYvE—IDNRRENET,
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Session Recording Agent MiEi I TW3 Z & ORER

1. Session Recording Agent b1 > X b—LEThTWBH—N—iIcOJF> LT,

2. [RE—F+] RE2>%E1)vo L. [Session Recording Agent 0 7O0/8F7 ] %#EIRL £,

3. [Session Recording Agent 0 7O /X7 ] T. [E&] 20w I LFT,

4. [Session Recording #—/\—] 71 —JLRIZELVREEM R XA Y EHRAAINTVS e BB LE
ED

5. [Session Recording #—/\—] OEX LTANTNTWVWBH—N—ICXILFEv> 3> OSHE VDAL S
FORATEIB L =BIDET,

ATV a AR O T, IS CEEERIBLET,

Session Recording #—\—HEHINTWVWS Z & DRER
AR

LPAM)ITFToZ—DFERICE > T, FALEBENRETIAESENHD. ARL—FTa VI IATLDE
AR M—IIDBEICRBBEELHDET, LIAMNIITAZ—ORAICKBBEBEICHTLT. P hJvoX
TII—EEZEVEEA. LA MNIITo2—I3. BEROEFEHMOSEBETITERLLIEI L,

Session Recording 4 —/N\—%KRZX b3 ICOTA Y LET,

LPRMIVIT12—ZRET XY,

HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\Server IZ#& L 9,
SmAudDatabaselnstance OfET. SQL Server 1 > X4 > X2+ > X k=)L L 7= Session Recording
T—EAR—ZINELLBRBINTVE L ZRIDHET,

> wn e

Session Recording ¥ —2Z~R—XHELHIN TV S Z L ORER

1. SQL &Y —JLEfFE>T. >R h—JL L7z Session Recording ¥ —2ZR—X&2&L SQL1 > RE > X%
HMEET,

2. Session Recording ¥ —2R—Z2DtFa U T ERET X7,

3. Session Recording IV Ea—42—F7ATY MITF—ER—IADT VL RHFINEZ 5N TVS L &2
MO ET, f-r 2. Session Recording #—/N\—%HKZ ~ 335>V DERIN MIS K X1 > 0D SsRecSrv
THBBA. T—ER—RICAYE2—F—THU > ke LTMIS\SsRecSrv$ #iEET ZUENHD £7,
C DOfElF Session Recording 7 —4R—ZD1 VXA b—ILHRICREL £,

IS D#EGDT R b+

Session Recording d>R—=% Y b TEEICEEIEE o & FiE. Web 7’54 —T Session Recording Broker
®D Web R—JIZF7 01X LT Session Recording 4 —/N\—®d IS H+ bADEFE T T 5. BBEDREN,
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7O R JLDORBEBRDON. FEREDORIELDH. Session Recording Broker ORIEHR DM % HIKi g 3 DICIRILB
ESERS

Session Recording Agent o IS DG =N D 321!

1. Session Recording Agent #'f > X b—ILENTWBH—N—IcOJF >V LET,
2. Web 750 —%#BVWTRDT7TRLRENALET:

« HTTPS T# % 9 % & &: https://servername/SessionRecordingBroker/
RecordPolicy.rem?wsdl (ZZT. servernameid Session Recording #—/\—%K X
33T VDERTY)

« HTTP T #E #t ¥ % B &: http://servername/SessionRecordingBroker/
RecordPolicy.rem?wsdl (ZZT. servernamel# Session Recording #—/\—% 7K
FTBTYSVDEFTY)

3. NTLM (NT LAN Manager) sBiEDQERBRONAZRD SNIIHHIF. RXAVEBEOT7 AT > TO
JFYLET,

Session Recording Player o |IS oG N 3 I1CId

1. Session Recording Player B’ 1 ¥R b—/LEINTWVWBT—IRTF—>avicOd 4> LT,
2. Web 7505 —%#BVWTRDT7RLREANALET:

« HTTPS T 4 ¥ % 3B &: https://servername/SessionRecordingBroker/
Player.rem?wsdl (ZZT. servernameld Session Recording —/"\—%FKX +F3<
SYDEETY)

« HTTP T#&&i 9 38B4: http://servername/SessionRecordingBroker/Player
.rem?wsdl (2 ZT. servernameld Session Recording #—/N\—%KZX ~$35I > > DEHI
TY9)

3. NTLM (NT LAN Manager) SBEEDQERBERDOANAZRD SNIIFEIF. RXMVEBEOT AV Y FTO
JALET,

Session Recording R >—a>V—)LD IS OEFEEND B ICIE

1. Session Recording R =YYV —IHA YA R—ILINTVWEI Y —N—ICOTF >V L& T,
2. Web 75 0%—%BVWTRDT7TRLRZEANALET:

« HTTPS T# % 9 % B &: https://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl (ZZT. servernameli Session Recording 4
—N—%ZRALTBILVOEFTY)

« HTTP T #E # 9 % B &: http://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl (ZZT. servernameid Session Recording
—N—%ZRALTBIVOEFTY)

3. NTLM (NT LAN Manager) sBEEDQERBEBRDANANZRD SNIZEIF. RXMVEBEDT AV Y FTO
JAYLES,
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Web 750H#—IC XML RFa XY hrARRINLBEIF. RELALTORILEMERL T, Session Recording
RUS—a2Y—ILDEIET B <> >h Session Recording 4 —N—% KX b TE3I 2 CEHELTVS Z EHEE
heohfcceilahb Fxzd,

HEFAEOMED S TN a—Ta 2T

BEZOMILICHTTPS €A 335B &8, Session Recording  —/N—%KR ~§3I > VICH—/N—HERA
EZRETIMENBHDET, IRTOIAVR—%> O Session Recording t —/N\—AD#E#IC. JL— ~ CA
(Certificate Authority: :EPR#ES) NHUETT, COHAZEZTI VX b—ILLAVE. OYR—3> FEOEEIE
KBLET,

IS D#EGZET AT B ID&LSIC. Session Recording Broker ® Web R—S 2772293 itk > Th
HEAEZT R TBENTEERY, FEAVR—RX Y EDXMLAR—=JIZT7IERTE 31551E. sEAZIBELCE
EINTULET,

CITR BRIZ—DRAICES. SASICI< HEMBICOVWTHALET:

o FEAMARGERAE £ IFHBRE DR B, Session Recording Agent W&EY 24 —/N—ICH—/N—HIFAE % =48
T5HDIL— MEAELA VX =L TN TVWAWEEIE. HTTPS 77 L T Session Recording #—/\
—ZEETEY. BATIT £ A, Session Recording 4t —N\—EOH —N—FEBEENITRTO IV R—*
YETEEINTVWR L EZBNDTIET W,

o AFIDOAR—H, Session Recording #H—/N\—% KX+ 3T VICHID HToNH—/N—3EBAZH. FQDN
ZERAL TEBRINTWSIHBE. Session Recording #—N\—ICEHRT B I, BT ZIARTOIVR—
*> hTFQDN ZERT3RENHD £9, H—/N—FEBAEH NetBIOS 2= FEA L TER TN TV BIFE.
Session Recording #f—/N\—IC#E# T2 S T DI IRTOIAYR—%> T NetBIOS B=FEAY S
LIOICRELET,

o HARRYIN F T IZKH LIHERAE, Y — N—3EREDRH L TV BHA. HTTPS 77 L 7= Session Recording
H—N—~DEFIIEML £F, Session Recording F—N—%KRIALFTEZIVICEIDHETEATWSY
—N—(EFAZED BT, RBLTVWAVWI L EBAD TV, JRELILEYS aYDOTFIPHILERICEL
HERAZ % FE L TLW 355, Session Recording 4y —N—% KA L T3T>>DARY bOJIC, HEAZE
PRIMLIECEERT IS — Xy E—CFREFRMAMEOIVTVB L EZRTEEAvE—IDRRINSE
ED

Player TiREZIRETI AL

November 25,2021

Session Recording Player TREIZRETIAVWL FF. ROIS— Xy E—IHRTINZAEELHD F
EN
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s Lyl avORE T FAINERETIELEATL, UE—FEEBRTSITHEEATLIR: servername, (C
C T. servername (% Session Recording Player T##iz#1TL TW3H—N\—DEFTY,) Session
Recording Player i% Session Recording # —/N\—Yi@BEI 2 EDTEF X R A R0l —N—BDAS
TNTWVEH. DNS TH—N—FEMBARATITLAEVEZWS, 2 DDEBANEZSNET,

figiR#e: Session Recording Player D X =2 —N—"7T, [V—I] > [# 7> a>] > [{E4] OIEICER
L. [Session Recording tf—/\—] Ry I RO—BOH—N—BHELVWICEZRABL T, F—N—F
PELWESIZ. O RIOYFETPing AVY RZRITL. BRiZBRATIZINESHhERIBLET,
Session Recording # —N—HELELTWB DA TSI DL EICEY Y aYORBIT 71 ILERET S
E TR M —N—IIEETITEFHAI CVWOSIT—XvE—UHRINET,

o UE— MY —N—ICEHETIEHA. TOIF—IE. Session Recording f—N—HEIELTVWEHA TS
TODETICHELET,

Resolution: Verify that the Session Recording Server is connected.

s PURZAMEBINE LT 7V/ERETOIS—IF. Y-ty a>ORE T 7 1ILERRE L UH
UYO—RIBERDPBVERICEELE Y,

figiRreE: Session Recording B>V —JL T, 21— —% Player ORENCEID HTE T,

+ Player 0 EINREDLTENTVWREEICT I EAMERINE Lo TOI S —IE. Session Recording
Player & Session Recording 4 —N\—%ZE LI VICA YR b—JLL. UACZEMICL TWVWB & FICRE
L %9, Domain Admins %7zi& Administrators 2—1#'—4'JL—7IC Player ®&E|% 81D YTz FIZ,
ZOTIIN—FICEEFNTVWBIFHEAHAADEERE 1 —4 —H Session Recording Player TRE 7 71 /L%
BERTIEIIREIR—ZADF v IZBEEHEVEHHBD £,

Resolutions:

- Run the Session Recording Player as administrator.
- Assign specific users as Player role rather than the entire group.

- Install the Session Recording Player in a separate machine rather than Session Recording
Server.

s Lyl avOREIFAIINERRTIEFHAT L BHENMPHALSNE LT, SSLITLS ORL%BF v XL
EWMTIEFRATLT. TOIS—Id Session Recording #—/N\—THERAL TWBEAEEZERZ L7z CA
(Certificate Authority: 3ERRIRE) AU ST Y ETFNA RIEBRINTVARWVD I514T Y ETFNTR
IC CASERRED Y VR b= ILTNTVHRWEDICHEEL FT,

Resolution: Install the correct or trusted CA certificate workstation where the Session Recording
Player is installed.

s UE— Y —N—HI>5—%RLELR: HTTP403 (7 VLX), COREDHTTPS T>—id. &+
AT THRESNTVARVHTTP ZEAL TEG LIS LICE EICRELET, TIAILLTIE £F2
U7+« TRESNTVRELEDOAHZRITAND LS ICRETNZ L. T—N—ICEDEGHETINE T,
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figires: Session Recording Player D X =2 —/\—7T. [V—)L] > [# 7> 3>] > [IE4] OIBISERL
£9, [Session Recording #y—/\—] Ry I ZAO—EBTH—N—%ERL. [EE] 2oV vILET, 7
O3z [HTTP] A5 [HTTPS] ICZEELFT,

MSMQ D ST a—F1 >

Ly a oREEMSEZIBEMA v E—IHRRINTUVB DI, Session Recording Player TH&EL TH R
EHREON5HVEEIR. MSMQ ICEIEHL H D £9, Session Recording —/N\— (RbL—UR—T v —) IC
Fa-PEHINTVWRICEBRLET, Web 75U —%2FBRALTEGIS—HDHRELBVATIAMLET
(MSMQ 34 7O b )L LTHTTP £/ HTTPS ZEAL TW315E).

Fa-MERINTVWE L Z2RRT B3I
1. Session Recording Agent # R X g3 H—N—IcOJ1> LT, HieFa—%2RRLET,

2. Session Recording #f —/N\—%KIA b FTEIIADF a2 —MEHRINTRETH I L 2RBIELET,

s BEZFOTVBRRET., Xvt—IhWFa—IZHD. 7ORIJIANHTTP £7213 HTTPS &
([Session Recording Agent 7O0/X7 <] @ [E4] 27 TEIRIh TV 70O ILISHISL
F9). FIE3 ZFTLET,

o BEUEHORET. Xyt—IHFa2—IChVIHEIE. Session Recording H—/\—% KX 934
—N—ICEIED BB FEIREMDH D FT, FIE3 ZEEL. FIE4ZETLET,

3. Fa—IlXytE—HHBEAIE. Web TSSO —%2EBIL TROT7 RLAZANALET:

« HTTPS T#g4t 9 315& https:
(2 CZT. servernamel Session Recording #—/N\—%KZX ~ 33572V DERITY)

« HTTP T#4ig 3%B4: http:
(2 CT. servernamelf Session Recording 4 —N\—%KX + 3TV DRZFTY)

M—N—RBEFa) 7 THRESNLEFOAZZIMITET] CVWSESBIS—HREINDIFE
i&. [Session Recording Agent »7O0/X7 ] IC—BIhTW3s MSMQ 7O kL% HTTPS ICEEL
F9, Web ¥ bDtEFa2UFEBAZICRIELRHZ L VWS IS —HRINZBEE. TLSOEFa7F v
I DD OEFEBRICHED HBAIEMUDBD £, TOHFAIE. ELVWCATAZEZA VI M—ILT3H\
FEINTWVWS CAZERALEY,

4. Fa—IIXyvtE—IHBRWEEIL. Session Recording —/N\—% KX ~hg23I>vicOd4> L. EAF
21—%RRLFJ, citrixsmauddata 2 BIRL T, Fa—IlXvE—IhHI3HEIE ([(XvE—T#]
HEmER L £9). Session Recording StorageManager 1 —E XQ BB N TVWB e =B L £,
I TULWARWESI. T—EXZHEEHLFT,
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T—AR—ZL - RDEIE

November 25,2021

ICAOYT—2~R—=Z (ICLDB) 2—F 1 UF s id. T—ER—ZAOIAYV RS> 1—FTsUT1 T, Ey>ay
DREDT—ZR—IAL A—RZRETILHICEALET. COI—T+ T rid Session Recording #—/\—
VILDITHERALTEZH—N—0 TkS17&:\Program Files\Citrix\SessionRecording
\Server\Binj Z#JL4—IC. Session Recording Lt &hETA YA —ILENET,

94907 7L>UR

ROFRIC, ICLDB2A—F 4 UF ¢ TEATETZ AV REA T3 0—8%2RLET, AV RIIROERTAS
LETd,

icldb [version | locate | dormant | import | archive | remove |
removeall] command-options [/1] [/f] [/s] [/?]

pa o

FHLCIE =T VT BEEDANIILTEZBRBLTLLETV ALNFAIILT7OERATRICIE. O R7OVY T+
s TRS1TE:

\Program Files\Citrix\SessionRecording\Server\Biny 7#/L4—.

icldb /?DIBICAALET. BEDIAY Y RDAYSAUNILACTIERTBICIE T
icldb *command* /2?1 ¥ ANALZET,

avwv R Bz

archive BESNREBHEZBT v a>oRE T 711
E7—AAMTLEY, COOAXVREFERLTIZ 71
Z7—h14TLEY,

dormant HKIEREBEAHBRINZ2 LY a v ORET 71 ILOEE
17 71ILEBERRLET. RKET7rILid. 77—
HAOBKDI=HICFRRLEL Y a>VORE T 71ILT
o COOAXYREFERALTT—2DEXDHIHES
haFELFET, KIEREOEYS  a>oRE 7 71
DREHRE LT T—ER—IAeREZRIEETE L
H. BH. B, FRESBEAT. REMNMTONHERZ
BETBZILHTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 167



Session Recording 1912 LTSR

avrk

1VR=F

locate

HBR

removeall

version

/1

/f
/s
/?

A

v aroRET 71 L% Session Recording 7—
BAR=RAVR—FLET, COOXRYRZFEAL T,
T—AR—IALA—RERK L EIIT—ER—%H
BELEY, £, COOVYRZFEALT. 74X
— &IV LET, 2D0DT—ER—INHBZHEIF.
—HDT—ER=ZADNST7AINEA VY R—rTEFT,
T7AILIDEZEHELLT. By a > oRET 7ML %Z
BRELIINZAZRRLET, COAYVRZFEALT.
Ty avORET 7 TILOERBFRERELES.,
DIARY R BED T 7 AN EHFHICT—ER—H
RMORENE S DRI T B2FRE L THERATEE
ER

vy ORET 7 AIADBRET—ZR—IH5
HIFfLET. COOAXY RZEFALT. 7—4~R—X%
IU—=2T7vFLET, 1L ARLTERAL TR
TV, £ LTERAYTIREHEZIEELX T, BE
FFoNTVWRYIET 7ML ZHBRT R CHTIET,
Ty arOBET 7FAILADTRTOEE% Session
Recording 7 —2R—ZXHSHIBRL. T—FR—X%ETT
DREICRLET, REOYET 71 LIFHIBRIhEE
Ao 722 L. Session Recording Player T7 71 )L%
BRETBZCETIARCARDET, oYY FEEA
LT 7—4R=2RzIU—=2F7yvTLET, T=fEL.

ARLTERALTLLIESW, HBREIhisRIINY I 7
W IHSEITLBVRD TICRE FE A

Session Recording 7 —4RX—ZDXF¥—I/N—T 3

VERRLETD,

HRr T5—% Windows D1 R> FOJICEEEL £

ER

7OV hERAETICATY REEFIRICEITLED,

BFEOA Yy E—UZFRTICLET,

ARV RDA Y SAINILTERRLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 168



Session Recording 1912 LTSR

Tty arvoRE T IO T—hA7D

BREORMIGFHRICETRLANLDOEET A AVBEBZHRTBICIE. By aryoRE7 7V EEHRNICT -1
TLEY, FAAERT RVBELRENBEY 3 VORET 7 MILOY A XIIIGL T, 7T—H1 THRIZER
DE7, REMBEDLS 2BULERBTZE. LyPaYORET 7AIIET—HhA TR BRDFT, Chid. Z
1 TREDETHICT — DA TINBVLSICTBHDIL—ILTT,

Tyl a BEET—AATTBICIE 2 D0DFEDHD T, Ty a>oRE T 71 IILHREDIEMIZFRICH S
BiC. Ly a>ORE T 7AIINDT—ER—ALA—RET7—HATEHDRAT—RIATEMTEET, COHZE
EFHETRL. TLAV—TORRERZHOSTEHNTEET., I 120F%E. v a>oRE7 71D
F—AR=ZAL A= RET7—NA TEHDRAT—2ATEHL. £y a>ORET 71 /L %z REDOEKISZFHIN S H
DBFICBBL TREX T FPICNY I T v TET3H4ETY, ICLDBA—Fr UF s 2 FE-o Ty a>DRET 7
T EBETZHE. TNSOT7IILIE F/B/BOTO 7 71T LA —BEDBRWMEEINIcT LI R
ICBELEY,

Session Recording 7—4X—ZHD v 3 VREL O—RICIZ. 7—HA1THICBEETZ 2 D007 1 —JLRH
HDEY: Ly aVvBELNT—HAITSNARCRRZRTT—H TRHEE. 7—H TRICEERENEMT
BCEDHBBT—AATRAE (AT2a>DTFRIAMEZETAE) TYo CD220T71r—ILFIE v arvRE
PNT7—hATENZE. BLUT7—HrTHREZRLET,

Session Recording Player Tlg. 7—A1 7 ety > a>YOREICT — A TEADRAT—RRET—HA
THEDNRINET, 77MIUDBEILTVWALSTH, 7—A17 ity avBERRBESINE T, 7—HA1
THICEY > aYORE T 7AIIWHBELIEEE. 17 7MIULDRROMDEHEAI CEVWSIZ—DRRINET, ¢
wavEBETRICIE. By avoRE T 7ML EZBRTIRENHDET, Ly avREZERTT BICIE
Session Recording Player ORE 7ONT A A1 7OJ Ry I 2Dy 3 Y BEDT 7L ID & 7—H1 TH
BzEEEICRELEY. TN LET7MLOETICOVTIE. LT Tty 3 v 0iFEE 7 71 I)LDTETT)
O ayTHELIHBLTWVWETD,

ICLDB 2—F« U7 @ archive IY > RiCiE. ROELS BN A—2—LHDET:

+ |[RETENTION:<days>- tv > 3 VSREOREHE (B, EESh/-BHz8BA L -8EE. Session
Recording 7 —4R—XT7—H1 TEFEHI—IINET, REH[IZ2 BULOER L TIHENHD
=

o [LISTFILES - v > a>DBE I 7IINDT7—H1 TBORER I 7IILNRE T 71 IV 5—BRRLET,
CONRTA—B—FF TS 32T,

+ IMOVETO:<directory>- 7—hrJ3hict v a>oRE7 7L e YENICBBIT3B8IETA L O
U BODLHFETDITALIMIZIBETIHREDNHBDET, CONTA—R—EF T3> TT, T
4 L7 FUDBETNTVWAWESE. 7 71 ILISTTORMIBETICTED £7,

+ [NOTE:<note>- F—2~—ZLO— RICEBMSINE. 7T—H1 TSNSty avBEOTFAMES
EXEe COXERIESIARTHATLIETV, CONFX—E—EF S 3> TT,

o [L-Windows 1 R> rOJIZ. 7—HA TSNty a 0RE T 7 ILOBERE IS —OHELRL F
3-0 C@/\fjax—ﬁ—(ijj‘\/a \/—C\g-o
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o [F-7OY7 rERRESICarchive A7 Y REBHIICETLET. CONTA—EZ—RFF T3> TY,

Session Recording 7—2R—Xlty > 3 VBEEZT—H1T L. Ly a>ORET 71 L2 YENICHBEY
BICIE

1. Session Recording —/N—h' 1 > X F—LINTWVEZH—N—IZ. O—HILEBELTOJFVLET,
2. ARy ROV T+ ZBBLES.

3. REDEET LU ) H 5. Session Recording 4 —N—DA4 > X = JLIXZRDBinF1s LI MU
(<Session Recording Server Installation Path>/Server/Bin) ICZXEL£Y,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory> /
NOTE:<note> /LOVYR%ZR{TLZYd, CZT. daysidtzya>oRE7 71 IILORELHEM.
directory 37 —H1 7S hictv > 3> OBRET 71 ILOBERT« L2 LU, note FF—2~N—2L 3
—RIZEBMEINT. T—AC7EINB LY a3 YORB I 7AILICETEIXETYT, YEANALTT—AA
TZzBELET,

Session Recording ¥ —2~R—X Ty > 3 VBRED T —HA1 T DHEITSICIE

1. Session Recording —/\—h' 1 YA F—/LINTWVEH—N—IZ. O—HILEBELTOJF Y LET,
2. ARy ROV T+ ZBBLES.

3. BEDEET « LU ) H 5. Session Recording 4 —/N—DA4 Y XA = JLIXZXDBin T LI MU
(Session Recording #—/\—o - > X k—JL/XZ/Server/Bin) ICEEL £,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /Lax> k%
RITLET, T, daysidtysa yEEOREHRE. note 37 —42R—XL - RIZEBMINf. 7—
N1 TEINZ3EEY P aVBEICETEZIXETT, YEANNLTT7—H1T2BELET,

Tyl arORET 7 1ILDOET

Session Recording 7 —42~RX—XIZT7—ha1 7 Ehicty > 3 VBEZRRY DHBEIC. TDOT 71ILHREOE
MIGFRD SBEITNTUVB L TICIE. By a Y ORET 7 AIILOEBETHBEL D ET, 7—h1 TRICREDIE
MBFRD SRB SN e 7—hA TEADE v 3 ViREIIZ. Session Recording Player T3IEHiI 7ot X
TEEY,

BEgEInitty a oREB I 7AINEBRTRICIE. 2005 EDHDET, HELREYIaVORE T 7
WET—A1TINET7IILOERT LY bIIZOAE—F 3D ICLDB 2—F« UF 1 ZEH L T Session
Recording 7 —4#~R—ZIZA Y R—rL&ET, Citrix TIE. 7—A1T SNty > a>ORET 71 ILOETIC
& RVDOFEZEEDOLET, PT—HATEFAT7AINDOERT ANA—ICAE—-LET770ILIE. FREIZE T
BE. HBRLET,
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Session Recording Broker Tid. v > 3> ORE T 7 1 LD TTORMBAICE DD S RWBE. T—H1 T EH
T71ILOETT NS —%FALET, D7 —2XRId. Session Recording Player "5t v > a>0iRE 7 71
ILOBENBERINIBEICHEL £9, Session Recording Broker I3R#1IC. TTOEMBFATE v > 3 > DiRE
TJ7MIVERLES, 771D TOERMBAIICER DN 5AVIES. Session Recording Broker (&I, 7—5
A TBEHT7AINOERI NI —%2Fcv I LET, J7MIDETAET #ILE—ICHEET B5SICIE. Session
Recording Broker (32D 7 7 1 L2 B4ED7=8 I Session Recording Player IC#fEL £3, 771 ILHRDOH
5% W&, Session Recording Broker (& T7 7 1 LA RDOMD EFH AL ¥ W5 T 5—% Session Recording
Player IZZfs L £9,

T—h147FEHDEY a3 YOBET 7L EICLDBA—-Fc UF 1 E#FEBLTA Y R— KT 3. Session
Recording 7—4R—ZH DT 7LDty 3 VBREBR FLUVWEHNILY) TEHRIhEY, ICLDB2
—TA VT ZFERLTT7—A7ENcEY 23 YORET 7L EAYR— L TH. T71IILIdEYS 3 ViR
ERQTTOBMIBRICIIRINEE A,

FAYVR—bINfcEY >3V ORE T 7 I)LICIE. Session Recording F—#R—XTHEINT—H1T
BRI 7—AC TXENEENTVET, TOR&H. RICICLDBarchivedI Y RERTID L. 1 VR—+ T
Nicty > a oRET 7 AADBETY—A1TENBIeRBDEY,

ICLDB importadvX > RiE. V—hHa 7SNkt y s a>yoBE T 712 S8V KR— kL7 D. Session
Recording 7 — 42X —XHADR o e @ RFE LIty > a VBRET —2EBEELLIEEHRLLD. Session
Recording ¥ —N\—LtTty > a>ORET 71 IL% 2 DDOBMIBFROBTEHI L 30 ICEF T, ICLDB
import J<> K3, ICLDB removealladvy RORT#. Session Recording 7 —4~R—Rict v a3 ViR
BEZzBRDAATEDICHFERTIEY,

ICLDB2—F 1 UF s ®importax >y RiZlE. RDELSBNSX—Z—HNHD£T:
« [LISTFILES - v > 3 Y OBE7 71 ILDA YV R— FROREBR T 7 AINRL 771 LB Z—BRRLE
To CONTA=R—FFTF2a>TY,

o [RECURSIVE - $RTOHTFo4 LI RI)TEY I >YDBEI7IILERELET, CONTXA—F2—F
73> TY,

o [L-Windows 1 R> rOJIZ. A Y R— SNy a>ORET 7AILOBERE IS —OHELRLF
To CONTA—E—FA TS 3>TT,

o [F-7OY7rERFEESICImport AT Y REBEIMICETLET, CONTX—E2—FF T3> TY,

T=AATEINETFAINOERT NS —ZFRAL Ty a v ORE T 7ML Z2EITTBICIE

1. Session Recording —/\—h' 1 VA b —/LINTWVEH—N—IZ. O—HILEBELTOJFVLET,

2. Session Recording Player 0 70ON7+ T, 7—A1 7Sty a>ORBI71ILOT71ILID &
T—h1TREERELE T,
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3. Session Recording Player o 7O/ 7 1« TELZZ7 7L ID ZERALT. Nw o7y TRHOEYS 3>
OREI7AINERLET, Sy avBEOT 71ILEIE1_<FileID>.iclT¥, ZCT. FilelD
3ty a>oRE771ILoID TY,

4, Ly a oR@I 7N %E. NV ITVvIDST—AATEAFT77AIDETIT LA —ICIE—-LE T,
T—AATEHT7AINDETT VA —Z5ET ICIE:
a) [RE2—K] XZa—h5, [RE2—K] > [TARTOFOS S L] > [Citrix] > [Session Recording
HF—N—0T7ONT+] DIRISERLET,

b) [Session Recording #—N\—07F0O/NXF 11 T. [&MBFA] 2 TEBRLET, [T—HT1TEHT
FIIWNDERTAINEA—] T4 —ILFICREDCERTT A LI FUBRTRINET,

ICLDBimport Y > FEFEALTEY > aYORE T 7L EETT 3101

1. Session Recording #—/N\—H1 > X b=ILTNTVEZH—N—IZ. O—AILEBEELTOJA Y LET,
2. Qv ROy hzEBRLETD,

3. REDEET « LU ~UhH 5. Session Recording 5 —N—D1 Y X b—JLIXZDBin T+ L7 U
(<Session Recording Server Installation Path>/Server/Bin) iCEELZFY,

4. LTFOWThhZRITLET:

« ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>av>R#®R{TLZ
¥, CTCT. directory i3ty 3> OBETFAILEZT 1 OUEDTA LI MUD (RR—RATKX
fI5nt) BT, YEANNLTA Y R—bEBELET,

o« ICLDB IMPORT /LISTFILES /L <file>aw>r#%=x217L%d, 7. fileldz1l ol
oty a>oRET 7LD (AR—IATXYISNT) BEITY. Ly a>voRE7 71 ILDE
EICid. DAL RA—RXFE2FEATAEHTIET, YENALTAYR—F2BELE T,
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