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4 WKATBER T 7 L A A EICT BICIE. [FMIRE] > [T/ RHANKE] 527U vo L. [ZOFTSo ORI OOBERRER T 7 L AHTEEDDIF TV IRy I R %S
ZISL T, BEVFUT BN 22 v o LEY.

B advanced Security Windows Security [x] | x|

“Wwarring: I you proceed, inheritable parent permissions will no langer

Permissions | Auditing | prapagate ta this object

|
U B Advanced Sec - Click Add to canvert and add inherited parent permissions as expiicit
permissions on this object,

Permissions |

t - Click Remave ta remave inherited parent permissions from this object.
T dit " . .
F SRR - Click Cancel if you do not want ko modify inheritance settings at this time.
Chiect name: add ] Remove Cansel
Permission entri
Type | Name [ Permission [ 1nherited From [ apply Ta |
Allow SYSTEM Full contral < This Folder, subfolders a...
Allow Administrators (ZMaKG-...  Full contral [} This folder, subfolders a...
Allow Users (ZMAKG-XAS21Use... Read & execute i This Folder, subfolders a...
Allow Users (ZMAKG-A5Z|Use...  Special [} This folder and subfolders
Allow CREATOR, OWyNER. Special i Subfalders and files only
I Add... | Edit... | Remave |
, [ Indude inheritable permissions from this obiect's parent
—_— I Replace all child object permissions with inheritable permissions from this object

5. (4] %2 ) v LT, Creator ownertE[RAEEL . UNTFOF v oKy I REFT7IZLET.

oZiarta—L

OB T T AINKET 7AILDOBIR
0TV ERHNEE

o FiEtENIIE
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. Permission Entry for CITRIXSYNC1 E

Object |
Mame; I CREATOR OWNER change...
fipply to:  [Subolders and files only 4|

pebidE TR WL — Pl A HlE L T2 70 AnTH7 > MBMT 51213, (7057 1] BET (4] %2 1) v~ L. Creator owner/SYSTEM/Local Administratorsi$h
BFareH 1—Y —5HlikE. T3 7AF AT AT NIT7AL bO—IUDT 7 R ABMLET.

Read extended attributes
B CITRIXSYNC1 Properties ]

oo

" Generdl| Shanng  Secuty | Previous Version: | Custonizs |
Object name:  CATITAISYNCT

Group of ikt naies:

T3 CREATOR OWNER

B SYSTEM

B sdiminD (AdiminD@na ko)

84, Adiminiciators EMAKG HAS A dririsiatces]

To changs peimissions. cick EdL -
W ot CREATOR
ER Abow Dery Clear All

Ful conkel =
Modly

Read & enscute

Listfokder contents

o= o [] e |
o cpacal parcion: o shanced i, canced
-
il
7 SMBBAMBEA BT HI01E. [RR—F] > [BRY—IL] > [O—AheFa YT KYS—] 52Uy o LET. BT, [£F2UT 1 ORE] > [O—ANKYS—] > [&
FaUF AT ar] HERUET.

ooooooon

=

8 [Microsofty b7 =2 554 7> bp—/N—HEET UL, BIECTSKVBEEATH 1BEU [Microsoftsy bI—s4—N—0 54 P> MHRAETNE. BEICTS RVBLES
3] BEMLET.

9. A—AIDFRZ F 7AD) E— 7272 R%&BIET B(Z(E. Windows7 714 774 —ILOWBALRTLET. FHL<E. VA7 75— ILEEDOHR #8BL T &L,
Self-Service Password Reset - > X b —)L & #ERK
A 2R =)y —S(E, XenAppds L UXenDesktopdd A A k=LA F A TIZEENTVET.

1. Self-Service Password Resetf > X p —JLJ A ' — F &AL TU +F— FOFIEAFITL £ 9.
2. [R&—P] > [TRTHTOTF L] > [Citrix] > [CitrixILTH—EZR/NXT—F Yy bORBIDIEIZZ 1) v o LT, Ctrixg)L7H—EZRNZRT—F £y pH—ER&HERL £7.
3. arV—ihERRENIS . UTFD3ODEEFIRE>TH—EXEHRL T,

141 Self-Service Password Reset Configuration = |[E] =
& File Action View Window Help
&4 Self-Service Password Reset Configuration O k Actions
A s Configurat CITRIX' 5 - -
RS ST - Self-Service Password Reset Configuration =
User Configuration
I »

Identity Verification View

. S : New Window from Here
Service Configuration

First canfigure your Self-Service Password Reset servicee Refresh

Properties

B E B

Help

User Configuration
Add a user configuration to domain users

Identity Verification

To manage your questionnaire

Y —EREE

Y—EREERT B, PRI MT. F—27OFADTHIU b, LT —ERBT AT bHERINTWSZ EARERL 27

L RRRA 2T [H—ERKE] #BRL. AR THLWY—ERRE] 220Uy LET.

2. [PRZ P TOBmH] BETHRZ b POBFAEIEEL T, RN 22y oLET.

3. [FAXACDRRE] BETR A &FRL, [7ANTA] 220U voLET.

4 F=RTOFSTHILV M LUV TH—ERTHIY ML= —Z L /RRT— P ENENIEEL T, [OK] . [R~N] . [RT1 OIEZZYvoLET.

1 —HE
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1L ERA>T [A—H—5&E] 2BRL. A1 THFLVA—Y—&E]l 20 voLET.

2. [A—Y—REDKHE] BET, 7Y —ERNRT— FH—ERONEI—F—JIL—T%EHL . Active Directoryn s 1 —H—/ I — 7 /4BBEMABNL THS . RN 221 v oL
9.

3. [FAVEADERE] BET. 712 AY—/N—4EELTIRN] 22Uy LET.

4. [XRT—FY+ty bORE] BET, Windows/XZT— KDYy bELUF XTI TAHY Y b0y ZiEEEEBEDNNL L TRITIRER 1Y —%, FovoRy o REFERALTEEL
9. RIZ. Y—ERODR—bELUT FLREEELT (ER] 22 ) v oL ET.

A—HY—REDBRIZOVWTHLCE. ——REDNEHE, £#BBLTIEEL,
a—F—HRBLE

L EXRA T [A—H—BHBUE] /— FABIRL. A1 T [BROEER] #2Vvo L FT.

2. [BHER—2Z0FE] BAT, 774 FOFBEEARIRL. FrvoRy I 25ERALTEF 1Y) 7 AOEMICNT 21— —MENOREAF - 134 7IZLT RN 22 ) v o L&
ER

3. [EFaVFAnERH] BET. [HR0BEM] 42) v 2o LT, T7FR MRy I RZEBRAEANLTIOK] 22 vo L. RN 2#2) v o LET.

4. [BMYR M) @EHT BN 22 v L. BEEERLET. [LICBE] SL0° [FICBE] 2ERL T B IIL—TnEEAZEETE LY. ZOR—COREN Kb, [
Bl . DRN] OMEIZZ v o LET.

A=Y —BHRNERNERIZODLWTEHLCF. - —#iA0EHNEE #RL T a0,
Manage user configurations

A—H—FRENPRBICL Y . T—H—p'StoreFront(ZO &' > L 1= & & DSelf-Senvice Password Reset DR 1 —H —1 > & —7 =1 2 h 3. 1—HF—RENERIE. BERNOI—H
|ZSelf-Service Password Reset #E# g 2 HANICITWE T, 127120 . BIFEOI—Y—REDMHmEL. WO THITHI Z LA TEET.

A—H—REF I —EEDREAHTHEL - DT, Active DirectorySE/EIBIE(HT S/ —H— (AESHELL [OU] F1-(3fBxD1—H—) F/ziFActive DirectoryZ)L—7IZBAINET.
- s, KFTOBRTHAINTWET,

e Active Directory I X 1 UBEEICRIEH T Stz 21— — (AMEM F f2(38 x D1 —H—) FFz($Active DirectoryZIL—7

EE : Active DirectoryiBIEEE— FOBA I IL—T7 & F XA O—HILTN—TEHR—FE3hTUERA.

o S EARY—/N—
o LILTH—ERMEE (THVU by IERE/NNZRT—RFDY Y )

=Y —HREERT 2A0IC. WTAERZERRL THLBELHY £7.

o AR pT

o H—ERBRE

A —HBREERT D21

1L [RR—}] > [TRTHTASF L] > [Citrix] > [CitrixzILTH—EZR/NZT—FK )£y bORE]IDIEIZZ Y v o LET.
2. ERALT [A—HY—i&E] /—FEBIRLET.

3. [HRfE] A Za—H5. [A—Y—ERENEM] HBERLET.

a—¥—, oU, SIL—THEMT S
[1—H—&E] 71— FD [1—Y—KENLEH] A—2 T, -V —RELFN) S THI—V—5EETEET.
A= —RENEI) HT :

24 —HEiE. Active DirectoryBEBICBIE(H(} btz — — (ABMEAIE (3B x D1 —H—) Ffz($Active DirectoryZIL—TIZEIN B TR oA TEET. BRICIEC T, Bl x=a—
Mo [A—Y—RENMEE] #FRL T, I —HARE OBV —7ICE S THI N TEET.

A—Y—HBRO I I —T~DE) BTiL. Active DirectoryzRal 59~ % Active Directory | X o > TOHYR— b INTWET,
(A=Y —EREDEMY 4 — F £ 2(F 1~V —EEDMEY 1 — F D) [L—H—RENEH] R—2 T, MBEN, 21— — JIL—TEERLET.

FE:wLTH—ERNZRT=F ey b THATL PHNRT—FEY £y bTEZI—F—JIL—TI2(F. HEFIFEINTUDZTHIL b (O—HIVEIRER F X L BRERE) AFDHLL
rEBEBOLET. HLOWERISL—TAERLET.

T RERET B0

A—H—EEVAY—FD [T ADRE] R— T, Self-senvice Password Resetty —EZ TEAT 271 £ A Y —/N—DREAEIT) Z & HTEET.
Oy o REMEES LU £y AR TE (. XenApp# fz($XenDesktop Platinum Edition 5% BIFENHTT .

(A=Y —iREDBMY ' — F £12(F 21—V —REDIE Y (' — FD) [F1 B RDRE] R—P T, T2 AY—N—DERER— P ESEANLET.
0 2 BHEES LU £y BB EIMT 21213

Self-Service Password Reset (2 & 1) . 21— —(, BADWINdows/XZT— KDYy FELUFAS L THY Y FOy 7 @REEAEREONNZ L TRITTED L ICAY T, [BL7H—E
RIRRT=F )y FOBMK] A= T, BUNT HMEEEEIRTE £ T,

(A=Y —REDEMY A — F F1(F1—H —REDWEY A F— FD) [BILTH—ER/NRT—F )&y bOBM] R—2 T, Oy o BHREEEC ) v MEREN S . 21— —pMERRTREY
BEEAIBIRL 9.

779V R EEBRTBI2IE

ITEEEG, 1—Y - IIW—T5TZ7v YR MIEBMTEET. 77V )R MO —HLUINL—T. B8 THY boOy 2GR N"RT—F )&y M Ea8T L7 —E:
INZAT=R) 2y FOBREAERT 228 (3 TEEEA. F1-. 77V YR DI —(3. O A 1%, CitrixReceiverdd [RRX ] KRR ARRTE EHA.

TZvo ) R EERT B2

1 [RE—}] > [TXTHTATS L] > [Citrix] > [CitrixEILT7H—ER/NXRT—F &y bOREIDIEIZZ ) v o LET.
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2. ERA LT [A—Y—RE] #BRL. AR TITIVvIVRIMNEE]I 22w o LET.
3. [BM] B0 HR] RROEFERLT, A—Y =S —T%7 7y o)A MIEMLIZY . 77V o) R MALEIKRTE Y.

I—H—ERIBNERNER

Citrix Self-Service Password Reset# 1>/ —ILd [1—H—#HABLE] TlF. 21—V —#HUE, L T7H—ERNRT—F )ty b, BLUTHT > bDOy 7 REREECBIERF T 2T ~TD
F¥a T ANERA—TNIZEETEET. T74NPOERY R MIBEOEF 1) T BOEMAEBMLIZY . BRIIL—TEERLIZN TN TEET.

¢ I—H—HFT74)L FOERIZH L TEEARZLLET EEENENNAEET 21585, tORBITOVWTERL T(EEW., BRORB KX ICEMX A mE L -Had. BENEE
25 1—Y—ZBERTIVDEEIHY) FHA. 12120, WEELI—YV—HBELEZAANTE S L) ICRET 2HENHY £7.

o A—H—pFa)F A AOEMHT IEEAEELET. MY R POEMAEBM. Bk £EmET L. - —AEREADEEEANNTELL RIHEN DY) £7. BMY XL
DEMHEEINIIHE. 1— —(FCitrix ReceiverCR 2 7 &BIC & Z(ZH L WERY 2 MZEIZET 2 BEAHY £7.

o FALCEMAEBROER IV —TICBNT 2 eATEET. BRI —T BN ERO—BIZ(3. BIZIEArDIIL—TIZEMINTU2EMEED. INTOEMIRREINET.

ETERINTORREICT 7 2R T 2123, ROFIEIHENET.

1 [RR—F] RR> [TRTHTOYS L] > [Citrix] > [CitrixEILT7H—ERNZRT—F )£y FOREIDIEZZ v LET.
2. ERALT, [A—H—HRBE] /- FABRLET.
3. [RME] xZa—hHn. [BROEE] #BIRLET.

F7 4 P DEEBERET DI

BE. £¥aU T AOERIZ. -V —HEEEBERLIZLEDI—Y—TOT7 7ML TREINTWIERTRRINET., 707 7ML TEENIREINTWRWEE(L, BIREHRRELT
F7 A PDEBTRRENET,

L [R&—}] K& [TRTHTOSF L] > [Citrix] > [Citrixg)L7H—EZR/NRT—F )&y bOREIDIEIZZ ) v o LET.
2. ERA LT, [A—Y—HABE] /- FEBIRL T

3. [HRfF] xZa—h5. [HMOBEE] #BRLET.

4. [BRIR—ZORBE] A= [F74I FDERB] Ry 7 AD—ET. F74IL rDOEREEIRLET.

BEEANNEDEF 1) 7 1 28T 31213

tF2) T AOEMAFERL-I—Y =R s & ) REIZT B10IC, I—H—HATFR MRy I RANTIRENDXFINE, PTREYRS (*) TRIZEHATEET. ZOWEEEEMICT
. A=Y —DANLEEARREINLCAN T, I—H—(F. €F2) 7 BOEMICHT 2EEAFRT DL &2, BANEB(T21-0ICEACREA2BANT 20ELHY £9. 1—
Y—hE—ME AT 21O BB AR DL &3, EEE2BANT 2BEEHY FBA. ANLEZEZIZERY HHDEEE. BANERDD A v E—ShRRENET .

[BFIR—ZDBHE] R—2 T [1—Y—DEEDIFINERRLALW] Fo v IRy IR EFIZLET .
427 AOBEREERT 321

BIRE(F, RASEREAEAL T EROEMAERTE Y, F/1-. ACEMICH LT, SEREOMRAEBMT 2 6T& 9. Citrix Recever~dBSEIFIZ(E, ¢NI—HF—nT D7 711"
BESNTWBERICIHLEEMARREINET. 707 7ML TEBHIREINTUWRWEEE. T74ILFDERTRRINET,

i BIHEG, RUSEREAFAL T BROEMAERTEEY. /2. BLEMICHL T, #ERBOBMRABMT 226 TEET., CILT7H—ERNRT—F )&y FTE. t01—%—D
O7 71 THRINTUSRERIICCHEMARREINET. 707 7ML TRESN TV R EEOERA L WEE(E. [HRIX—XOREE] R—CTRET ST 7 4L FOEETRRENE
kR

1 [E*a)7A0EM] =20 [E:E] Ry 20—8rbEE4BRLT. [BHnEM] 22y LET. (X2 T A0HEM] K470 KRy s 200& 9.
2. [EFaYTF (BB K470 Ry o 2T, BRAERLET.

BE : BEOHEMICHRZENT 23543, [HEHOBEM] TEu MR 22 v o722 IcEEL T Zaw. [BH0EM] 22 v o33 e HLVGEREMSh. BRFEOERM (3B
EifohEtA.

BHFNAM A mEL 1Y) BRAEBML =Y 221

A—H—ptFa )7 AOEMICHT 2EEAEBRLIET, BHY R FOERMLEMN, Bk 23EETDE. - BRIBAOEBEAANTE LR DHENHY) £T. BRY R ba
BHpEEINIIHE, 1—Y —(dCitrix ReceiverTR 27 #BAC & ICHL VAR 2 MMCEET 2BENHY £9. HMAMHEL TH, BNV -—DBERHIRITINDZL3HY ¢
A

BE : BEOEMAMET 2563, BEMOBHRAZELAVE ) ICEEL T V., BHOEKAEET 5L BENI——HBRAE RS D & ZIZELWEEEANTE L (A3 ATHEMY
HUET. HRE] 22V TR, ZNINTRIEEART A vE—UHRRENET.

1 a7 ROEM] A= [G:8] Rv o 2n—8hoERaEBRLET.
2. MR F-(3RRT 2 EMABIRL T, WE] 52 ) v oL ET.
3. [EF¥aYTARnEM K170 Ry 2T, BRsimE (38R £7.

¥ a7 ANERI N —TEERT B2

PBEIZBLT, E0EFa1) T AOEMAERL T, I —(CEZIEZ I eATEET. BEEHNEMY R MIBML T RTOEMIZH LT, 2—Y—(3EEEANNTI2BELDH) £
T, 1L, BEROERAE I L—THL T, £F 2 )T ABOEBIN—T5ERT 2. - —H T IL—TROEMABRICERL TRZEABEBTED LK) £T. Z0iHE. 1——2
E LA S WERORE. EREAEEL 7.

tzE ZUE, 6 DNEMTHRINZEMIIL—T5ERL . - —HEEL L IFER s L OWERIOBAISEREL T, thaERY R MZBML EF. 1—Y—(3. Zhb6DnERNH3DEE
HICBIRL T, @EEAREL E9. UE 1—¥—0R—MOBIIABEKRIZA D & . A=Y —HRIRL 132nHERABIRRENE T,

1 ¥V T 1RAOEM] ~—>T [FV—T0Em %5 v o LET.
2. [EF2)TARBOERIN—T] KA TOIRYIRT SV—T&, ERTHEM. LU0V -pEELLIThER 5L WEROBATEEL £7.

X271 RANBERIIN—TEERT 121
—BALMET HEMIIL—TEBIRL T, [€F2YT(AOEM] ~—2T W] 22 v o LET. (¥ T AOEM] K1 T700Ry o Z2pME. JIL—TFICBmMARER ERO—

BARREINET. JIU—TICBMEADEMIF v IRy IR TR >TWET., ZITE JV—TREEELY . JI—TIZE8EhDBEMABME f2(EHR LY . 1—%—HE!
Lalhiga s WEROBAEEL-) TE 7.
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B 2 b B 3HIERT B0

B R PTIE. 2F 2T BOEME BRI —TEBMEIHRTE T, F. - —ICRREINZEMDEFEANEBEZ D b T& 7. MY R POEEH, 12— —(ZxdL-
StoreFrontAd O 7' A BIZBEBR R 5179 £ ) ICBMT 2 MBELH £7.

1 HMY R MCEBE LT HEMT 223, (BRY RN X=2TEM 52 v LET.
2. B 2 ba b EREHIRT 2203 Bk 22U voLET.
3. HMOFREFAEET 2125, [LICBEN 723 [TICBE] 52U voLET.

I —H—HAED SR
BIVTH—ERNRT—=F )&y FTlE. UNTOREEIT) Z N TEET.

o tFa)FARANEMEALR—ELIETORR—PTS
o 1—H—nEZAEHIRT S

¥ a7 ANERME A L R— P E1ET RR— DI
EF 1) TFARADEMBLUIN—T DT —REAR— P ELETIRR—PTHIEHTEET.

1 [RZ—}]> [§XTHTASF L] > [Citrix] > [Citrixz)L7H—ERNRT—F )&y bOREIDIEIZZ ) v o LET.
2. ERA LT, [A—Y—EBRBE] - FABIRLET.
3. [#F] xZa—T. KFonwgFhhra@RLET.

¥21) 7 1 AOEMDA L R—
T 7ANOEBFEEELT. £¥1) T AOEMBLUIINL—TDF—2 &1 R—LET.

¥l 71 RANERNITY ZR—
T7AIVOEHEREEL T, ¥ 7T BOBEMB LU IN—TDF—R 5T/ AR— L ET.
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Dec 08, 2016
ZITE. BT =ERNRZR) =Ry fDOVR—=R2 P ETERIZERAL. BT A-OICNELFIEICOWTEREA
9.

o 1—H—/X2)—=FD &y bELUA—HY=THIL NOT I/ REDOD Y FREEIT) FXA A= =THo b
DYERK
o 774 T4 —ILEREDIERK

CILTH—ERT AT b DERK

CILTH—ERNRT=K )ty hO/SRT—K )ty NEEX T HD 2 Oy 2 fEG#EEEA ERT 215483, —E2D:
EEFZ, X2 —= Ry beTHY Oy IZEORIT TRV IV —ERES 2 —ILAMERTHTH Y MATEEL £
T, THYY MIIZEYLEEANARETT A, EREIRE CoDomain Admins 7 IL—77h o> FDERIZEED L FHA.
HWRINDTHT > MFEIRDEE ) T,

e AL FXAIZBLTWD
o BIET S N XA A—H—IIXTB/NXRT—=F &y b &THTr Oy 7 REOHERA S %

[Active Directory1—H—¥¢ 3> E21—%—]1 T. I—H—/XRT—FD &y r &A= —FHhHo> b0y o fEkEAE1]
IHEREMNET BN —T 31— —ThI U P EERLET.

1. [Active Directory1—H#'—¢ A Ea1—&—] TRAAEH ) v I LT, XZa1—0 [FIBOEE] 5#2)voL
9.

2. HADTRED A —FHBEET. [VAYV—FOBRIA] XA T7ARY I RATIRN] 5#0)voLET.

3. [B—ANA—Y—IN—T1 X4T7AIRyIRT, [IBM] 2#2)voLET. —BHLTHYY boOy IR
MR AT 59 2L —TA5BIRL T, [OK] 2#20)voLEY. [A—Y—E&IW—T1 X470 RyIRT, [IR
Nl &Ho2VvoLET,

4. [BETDRRIZ1 ZATATRY AT, [RETDIHRARLRZRARAI5HERT D], [RN] DIEIZZ)vo LET.

5. [Active Directory4 7> o bR KA T7OJRYIRT, [7HIE—RADRDA TS0 bDOH] D [1—
Y=F7 o b B0y oL T, RN B2 voLET.

6. [PORARHFT] XAT7AT Ry IRT, [&#8] Fzv IRy IRe [7anNF1BE]l Fzv IRy I R&F 120
F9. [77ERHT] O—EBT. [lockoutTimenzi#AHl) ] . [lockoutTimenEZA#A] . [/XRT—FDYty
Fl1 . [/SRT—FDOEHE] . [userAccountControldziAHLl) ] . [userAccountControlDEXIAA] .

[pwdLastSetDEiAHY) 1 . [pwdlastSetdEZXRAA] DEF v IRV I REAIZLT, RN B2 voLZE
ER
7. [#72x0 VHBDEET A Y —FDORT] KA 70T RYy IR TIRT] 52w LET.

7 7A T A —IERE DK

VILTH—EZRNZRT= )Y FH—=N=HELUOFRZ L= H—/N—D I R—FR > MIDA—H =D/ ) — | 55
TH0H. ZRNHOAVR—FR 2 M AEETEDRY F7—7ICRBL. BENEHETEDALR—FR 2 FDOANRT IR
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OIZHELRFIACOWTIHRIALET. 1. ZNSDY—N—AMEHETEHLVRY N T—2 b Z 7 1 v I H LR ICIREEX
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2 (Server Message Block : SMB) A {FR Lz —/N\—DAICHIRENET. /-, BILT7H—ERNZRT—F1)ty -
IN=ADT A (L. HTTPSEA A L 1=StoreFronth —/N—D & IZHIRE N F 7.

Windows 2012 R2iD ) €— + 7 71 LB ER

.. Central storage server

StoreFront Self-Service S
Password Reset . Active Directory
server .
*
. =
A
A
. =
License Server
=35}

o FRY—N—TRILTH—ERNXZRT—F )ty bOAVKR—F AR F—ILL 9. BifFnStoreFront  72(3
Delivery Controllera > iR—> b E ALY —/N—(CEBIL gL T &V, ALY —/N—ICRBRAL G, UTFITRLT:
7 74 T+ —ILOOMERAStoreFront F 7-(tDelivery Controllerdd 5 7 4w o 570w o § 252 A1) £9 .

e StoreFront ¢ Self-Service Password Resettr—/N—m (4, JEBEIBHTTP/HTTPS 7O F L (FRRE LWLV T F2& 0N,

JEIEIB 7 'O F o A StoreFront & Self-Service Password Resett —/N\—DRIZ:RET BI5E (L. Self-Service Password
Resettf —/N—~DT7 7R %&. 77477+ —ILRRIZEENZ70F 4 —/N—(ZX L TOHFATT S L ) ICHEMI
TLfZ&,

o UTOFIEOERIL. &7 4 FOWindows7 74 77 4+ —)LORBIZHENTWE T,
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B2 Inbound Rules

Outbound Rules

5'9_.\ Connection Security Rules
3 ‘ﬂ, Menitering

Action  View Help

Windows

‘Windows Firewall with Advanced Security o

Firewall with Advanced Security

al Computer

* Windows Firewall with Advanced Security provides netwark security for Windows computers

Actions
Windows Firewall with Advanced... «

=l
42| Export Policy...

|>

Import Policy...

Cverview

Restore Default Policy

Domain Profile is Active

Windows Firewall with Advanced Security on Local C... i

Diagnose / Repair

@ Windows Firewallis on.
O Inbound connections that do not match a nule g
'@' Qutbound connections that do not match a rulg

Private Profile

& Windows Firewall is on.

0 Inbound connections that do not match a nle g
O Outbound connections that do not match a ruleg
Public Profile

@' Windows Firewall is on.

o Inbound connections that do not match a nule g
0 Outbound connections that do not match a rulg

Windows Firewall Properties

Getting Started
Authenticate communications betwe|

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

g Connection Security Rules

Domain Profile | Private Profile | Public Profile | IPsec Settings |

View 4

Specify behavior for when & computer is connected to its coporate
domain.
State

@t

Firewall state: On frecommended)
Inbound connections:

Outbound connections:

Block {default) W

II

Allow (default) w

Refresh
Properties

Help

BEB

Protected network connections

Settings

Specify settings that control Windows

Firewall behavior. Customize

Logging
Specify logging settings for
| troubleshooting

Customize..

N

Customize..

Cancel
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File Action View Help
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& Windows Firewall wit

Inbound Rules
2 Connection Secur
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Inbound Rules

Name
@Core Networking - Router Advertisement (ICMPv6-In)
@Core Networking - Router Solicitation (ICMPvE-In)
@Cnre Networking - Teredo (UDP-In)
@Cure Networking - Time Exceeded (ICMPvE-1n)
.Distnhuted Transaction Coordinator (RPC)
.Distnbuted Transaction Coordinator (RPC-EPMAP)
.Dlstnbuted Transaction Coordinator (TCP-In)
@File and Printer Sharing (Echo Request - ICMPv4-In)
@File and Printer Sharing (Eche Request - ICMPvé-In)
@File and Printer Sharing (LLMNR-UDP-In)
@File and Printer Sharing (NB-Datagram-In)
@Flle and Printer Sharing (NB-Name-In)
@File and Printer Sharing (NB-5ession-In)
gFile and Printer Sharmg SMB-In

File and Printer Sharing (Spooler Service - RPC)
@File and Printer Sharing (Spooler Service - RPC-EPMAP)
@Flle and Printer Sharing over SMEDirect (IWARP-In)
@File Server Remote Management (DCOM-In)
@File Server Remote Management (SME-In)
@Flle Server Remote Management (WMI-In)
@551 Service (TCP-In)
.Key Management Service (TCP-In)
@Me;sage Queuing TCP Inbound
@Message Queuing UDP Inbound
.Netlogon Senvice (MP-In)
.Netlognn Service Authz (RPC)
.Netwurk Discovery (LLMMNR-UDP-In)
.Networlc Discovery (NB-Datagram-In)
.Network Discovery (NB-Name-In)
MNetwork Discovery (Pub-WSD-In)
@ Network Discovery (SSDP-In)
.Network Discovery (UPnP-In)
.Network Discovery (W5D Events-In)
.Network Discovery (W5D EventsSecure-In)
.Network Discovery (W5D-In)
.Pen’nrman(e Logs and Alerts (DCOM-In)
@ Performance Loas and Alerts (DCOM-In)

Group
Core Networking
Core Metworking
Core Networking
Core Networking

Pr ~
Al
Al
Al
Al

Distributed Transaction Coo... Al
Distributed Transaction Coo.. Al
Distributed Transaction Coo... Al

File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing Al
File and Printer Sharing over... Al
File Server Remote Manage... Al
File Server Remote Manage.. Al
File Server Remote Manage... Al =
i5CSI Service Al
Key Management Service Al
Message Queuing Al
Message Queuing Al
Netlogon Service Al
Netlogon Service Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
MNetwork Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Peformance Logs and Alerts  De
Performance Loas and Alerts  Pr
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Actions
Inbound Rules
a New Rule...
7 Filter by Profile
7 Filter by State
7 Filter by Group
View
G Refresh
|5+ Export List...
Help
File and Printer Sharing (SMB-Inj
# Disable Rule
Cut o = 2 -
4 cu File and Printer Sharing (SMB-In) Properties -
=2 Copy
x Delete Protocols and Ports I Scope | Advanced | Local Principals | Remote Users |
General ‘ Programs and Services I Remote Computers |

D Properties

Thig is a predefined rule and some of its properties cannot
B @ pomodred.

General
% Name
File and Printer Sharing (SMB-In))
Description:
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Inbound rule for File and Printer Sharing to allow Server | A
Message Block transmission and reception via Named

[#] Enabled

—
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- @
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Alow the connection

O Block the connection
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File Action View Help
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e Windows Firewall with Advanced Securig o

B2 Inbound Rules

&% Outbound Rules

P Connection Security Rules
p B Monitoring

v LET,
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Windows Firewall with Advanced Security

‘Windows Firewall with Advanced Security on Local Computer

# Windows Firewall with Advanced Security provides networlc security for Windows computers

Overview

Domain Profile is Active
@ Windows Firewall is on.

o Inbound connections that do not match a nle g
i@' Outbound connections that do not match a ruleg

Private Profile

'Q' Windows Firewall is on.
® Inbound connections that do not match a nule g
o Outbound connections that do not match a rule

Public Profile

@ Windows Firewallis on
® Inbound connections that do not match a nule g
® Qutbound connections that do not match a rulg

E] Windows Firewall Properties

Getting Started
Authenticate communications betwe:

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPsec).

E’J Connection Security Rules

-
Windows Firewall with Advanced Security on Local C... i

Domain Profile | Private Profile I Public Profile | IPsec Settings |

Specify behavior for when 2 computer is connected to its corporate

domain
On {recommended) v

State
Inbound connections: Block {default) v

i‘ F Firewall state:

Qutbound connections: Allow (default) W

|

Protected network connections Customize ..
Settings
— Specify settings that cortrol Windows
¥— | Firewall behavior.
Logging
Specify logging settings for
{ troubleshooting LAETEE

Cancel Apply
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Actions

Windows Firewall with Advanced... «
| Import Policy...

42| Export Policy...

Restore Default Policy

Diagnose / Repair

View »
Refresh

Properties

Help

B @B
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B & (B9 .

4. [R{EDHAI] T [World Wide Webt —E' X (HTTPrS 71w 7) 1 &#EIRL T,

] % A4 709033 IZRELET.

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

(B 541U T,

[(RfEEE] & [(RfEES) ofA% [(70v o] ISRELEY. REABAL TRELET.

[#

p.18



5. [World Wide Web Services (HTTP+ 57 1w 2) D7 0O/XF 1] T [FHRE] 27520y L T, [KXA
1. [ T7A4R=F]1 . IXTY9 2]l DETOT7 7ML EaF L TEERNRARELET.

6. [ZENHAI] T [World Wide WebHr—E' X (HTTPSFS 71wy 2) 1 #BIRLT. [B¥] #412LT. [
1] % [EmAFTd 3] ISRREL$T.

"4 Windows Firewall with Advanced Security = =] 2

File Action View Help

= 71E B

P Windows Firewal wit Actions

BloboundRoe vge 0 Gewp  poofilks || Inbound Rules -

E S;‘;:Z:::f;':;r @ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al & New Rule..

:“_- Monitorin 0 World Wide Web Services (HTTPS Traffic-In Secure World Wide Web Services (HTTPS) All X )

b s Ment g Windows Remote Management (HTTP-In) Windows Remote Management Public 7 Filter by Profile ’
@windows R World Wide Web Services (HTTPS Traffic-In) Properties - Doma ||| 7 Filter by State 3
@ windows R mpatib.. Al = || S Filter by Group »
.Wir‘ldows M | Protocols and Ports | Scope | Advanced | Local Principals | Remote Users tion (. All ;
.Windows M General | Programs and Services | Remote Computers tion (.. Al View '
.W!ndows N This is a predefined rule and some of its properties cannot fion (.. Al & Refresh
.Wlndows F @® be modified. ent All |z Export List...
.Windows Fi General ent All Help
@ windows g S Name: bn Al
.TPM Virtug % |WOI‘|d Wide Web Services (HTTPS Traffic-in)| nt Privat World Wide Web Services (HTTP... ~
@ TPM Virtu Descrption: it Doma || g Disable Rule
.TPM V? rtua An inbound rule to allow HTTPS traffic for Intemet - " Do.ma Jg" Cut
@ M Virtua Information Services (1IS) [TCP 443] nt Privat
.SNMP Trag v Doma 5z Copy
@ sNMP Trag Enabled Privat || 3¢ Delete
Secure Soc All -
: SCW remot] e . i rard Al B m
. SCW remot ;}“\ _|:| Allow the somnection pard All Help
. SCW remof & O Allow the connection if it is secure Lard Al
.Routing an All
O Routing an () Block the connection Al
.Routing an - All
. Remote Vo All
. Remote Vo All
. Remote Vo All
. Remote Se All
. Remote Se All
. Remote Se All
. Remote 5c Ent All
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& Windows Firewall with Advanced Security = =] =

File Action View Help
= |m B[=
e UL I RTENE RO EIZIS RV GE Windows Firewall with Advanced Security on Local Computer Actions

Inb d Rul ) _ )
i3 Inbound Rules * | Windows Firewall with Advanced... «

QOutbound Rules ; y . .
g_!: Connection Security Rules Windows Firewall with Advanced Security provides network security for Windows computers &) Import Policy...
I %, Monitering a| Export Policy...
Overview

= Restore Default Policy
Domain Profile is Active Windows Firewall with Advanced Security on Local C... Diagnose / Repair
'@' Windows Firewall is on

) Domzin Profiie | Private Profile | Public Profile | IPsec Settings | View 4

O Inbound connections that do not match a nule g

- : . ; 1@ Refresh
|g| Outbound connections that do not match a ruld Specify behavior for when a computer is connected to its corporate

) i D Properties
Private Profile State Helo
@ Windows Firewallis on. ﬂ rewa o On {recommended) hd
0 Inbound connections that do not match a nule g Inbound connections: Block {defaut) v

O Outbound connections that do not match a rulg Outbound connections: Allow (default) v

I

Public Profile Protected network connections Customize...
@ Windows Firewall is on.

Q Inbound connections that do not match a nule g
0 Outbound connections that do not match a rule

Settings
—| Specify settings that control Windows N
[
Firewall behavior. FlE T
@ Windows Firewall Properties
Logging

Getting Started j= tsnr”jﬁz;:::’gmg::g settings for Customize..
Authenticate cc ications betwef b

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPsec),

@] Connection Security Rules
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Cancel Apply
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File  Action Wiew Help
e z2ml=]

T Server Manager (SFINSTALL) Inbound Rules | Actions

)" Rales

= Features Mame Group Praofile Enabled Inbound Rules
% Diagnastics @ COM+ Metwork Access (DCOM-IN) COM+ Metwork, Access all Mo Allows ﬂ Mew Rule. ..
=] Eﬁ!' Configuration '@' DFS Management {DCOM-In) DFS Management all Yes Allav
U Task Schedular & Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts Domain Mo Allow 5P Filter by Profile
=] windows Firewall with Advanced Security @ Performance Logs and Alerts {DCOM-In) Performance Logs and Alerts Privat... Mo Allow T Filer by State
Inbound Rules 'ﬁ' Remote Deskbop Licensing Server - WML (DC,.. Remote Deskbop Licensing Ser... Al as Allow F Fiker b
Outbound Rules @ SO remote access firewall rule - Svchost - ... Windows Security Configurati,., Al Mo Allows Fileer by Group

™ . ’ =
i Connection Security Rules * New Inbound Rule Wizard x|

B, Monitoring
1 Services Rule Type
&5 WML Control
% Local Users and Groups
25 Storage

Select the type of firewall nule to create.

Steps:

= PBule Type What type of rule would pou like to create’?

@ Protocol and Ports

@ Action " Program

@ Profile Rule that contrals connections for a program.

@ Mame ' Port

Fiule that controls connections for a TCP or UDP part.

" Predefined:
EBranchCache - Content Retrieval [Uses HTTF) j

Fiule that contrals connections for a Windows experience.

¢ Custom
Custam rule.

I I
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¥ File: and Printer Sharing (SMB-In)

(2 Netlogon Service (MP-In)

O Remate Administration (NP-In)

0 Remote Desktop Licensing Server (MP-In)

¥ Remote Event Log Management (MP-In)

¥ Remote Service Management (MP-In)

0 Terminal Services (WMP-In)

¥ File and Printer Sharing (LLMMR-UDP-In)

8 Nebwork Discovery (LLMNR-UDP-In)

A Metwork Discovery (WSD Events-Ing

8 Nebwork Discovery (WSD EventsSecure-In)
0 Core Mebworking - Dynamic Host Configurati. ..
0 Windows Remote Management (HTTP-In)

0 Core Metworking - Dynamic Host Configurati...
¥ BranchCache Content: Retrieval (HTTP-In)

A Windows Remote Management - Compatibili, .,

4 Windows Communication Foundation Met, TC. ..
8Web Management Service (HTTP Traffic-In)
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0 Core Metworking - Internet Group Managem. ..
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0 Care Metworking - Time Exceedad (ICMPwe-In)
¥ Distributed Transaction Coordinator {TCP-In)
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¥ File and Printer Sharing (Echo Request - ICM, ..
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Metlogon Service All T Allow T Swskem
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Remote Service Management Al Mo Allow Mo Swstem
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File and Printer Sharing Al Mo Allow Mo S
Mebwork Discovery Al Mo Allaw Mo SaSyste. ..
Metwork Discovery Al Mo Allow Mo Syskem
Metwork Discovery Al Mo Allow Mo Swstem
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Care | & N ame:
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Care | .

Corel D escription:

Carel An inbound rule to allaw HTTP traffic for Internet ﬂ
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