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cifrix

Citrix Analytics for Performance
has detected New
Black hole Machines

iew |atest Insights on

0 Citrix Anadytics for Performance defecied new biack hole machines from June 27
2023, 11:00:00 io June 37 2023, 11:15:00 UTC

stormer Name

Organization |0

Attention,

We have identified machines in black hole state which are cumently
eading to multiple consecutive session failures resulting in poor user
experence.

=2}

1 B

BLACHK HOLE MACHINE

SESSI0N FAILURES

Patterns Detected

105 machi
Delivery Group: DEN-15th-Jung

'Wa recommeand you to take following actiona from Analybics consols:

1. Check RDZ license on multi-session 02 machines.

2. Put the machine on maintenance mode.
3. Reboot.
iew |atest Insights on
Regards

Citriz Analylics for Performancs team

ara, CA GE054 LIS Al
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Affect Session Experience

1 machine impacted Tuser
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+ 1single-session 0S machine.

+ 1machine had sustained Memory spikes.
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citrix

Citrix Analytics for Performance has
detected new Overloaded Machines

View latest Insights

0 Citrix Analytics for Performancs has delecled new overloaded machines from July
27 2023, 13:08:00 o July 27 3023, 13:21:00UTC
Attention,

‘We have identified machines with high resources utilisation impacting the
USET SXperience.

Flease find the attschment for the list of affecied machine details.

1 IMPACTED 1

OWERLOADED MACHINE UEER

‘fizw machines

Patterns Detected
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Ragards
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PE: Insights on the User Experience dashboard might differ and will reflect the |atest
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EART—bT—ERA2 2D IV I TBL. TOHBEREZEBRIZIDOICKRIEET, EATNIREATOY
FEINFBREBSTe. IOV REBEAXYTFURE—ROEBROBEORRNMRTINE T, Chid. HREOZEIC
FESVSVORBOBNWEIBET 2DICKRILE T, BEEY M T ERBEROERIE. IO VOBEDT /Ny JICK
AVASY: Sy
BRATIVTF—ERAVMIA—=YVIEEDER L. IV UARBICFERAINTLWRERREARTINE T,
CDHEEIE. BEROTY VICEATRIEBR/NS X—2 @I <TI0 DT, IEHREEHEICHET ZDICRIEE
o COEA—TITILRRINTVWR LYy 3 e 7OLXDBERICMZA T, RELBEHAT I OELE ZEH
ICENSEZ 8T IO VDOBEZ STV a—T0 V730D MRIBERMNMESNET,

Sessions  Processes  States
) S Parameters: | 2 Selected 4
Machine State Timeline rometer
Aggregated State
® 6 6 ¢ ¢ o o o o
26.04%
® Ready for Use Active
0% ®
® Maintenance Unregistered Click on an Aggregate State data-point to see how it was calculated
0%
o Failed
Power Category @
100%
@ Powered On Powere: d Off
0% 0% ® © 06 © 0 06 0 06 06 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o
@ Transition ® Suspended
0%
Not Supported o Error
Time Range: 23/08/2022 4:20 pm to 23/08/202210:20pm  (7) ] HLy ] WA By
THRREARN i |

BFHMICOVWTIE T rogist ) 28BLTIRETW,

Citrix Analytics t—E 2 (CAS) AV R—F 4 VI T7IREY

Citrix Analytics t—E XA Y R—F 1 > 7> X2 > V=)L, StoreFront i Citrix Analytics #—E X%+
YR=TA VIS EEROBMBDO NS TN a—T 1 > JICKIE 7, Citrix Analytics 15 StoreFront —/\—
ICHEBMRE R 1 > 7R— b L7=t&. StoreFront #—/X—t Citrix Analytics ICIESG TSI W e B D £9, CAS#
VR=FAVITIRAAY ME. REa X2k TStoreFront #—/V—% Citrix Analytics ICiE&G TSR0\ IC5EH
SNTLVBIRTOF v I CHREFHZEFULET, EAFESLVY—IILOFZ YO FOFMIC DOV TIE.
Knowledge Center 32 lCitrix Analytics Service Onboarding Assistant) 8B L T 7E3 L\,
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Security Performance Settings Help Search

Data Sources ® C Discover More Data Sources  i= Audit Log

ooy @
Cloud Connec tors @ Apps and Desktops -Monitoring @ 0 discovered agents

12 Resource locations | 32 instances 1 site | O StoreFront deployments

Received Events: 0

I-—H—FklFtyaryipEInis Vgl

B LEOMBEERIEKEFRFRICED. BR. RE. FREFRT2EATIVICHETEIAVI—Y-BLUtYy > T
ViE TRDE IKREShET, I—HPF-—IIARVIVIABLVEYy S a VYRER LY RO TR 7BOT
ICHB TEFMABEHRI Vo 7ICiE BFEDI—TF -ty a iaEch TOWARVWELREBRANRRIINE T, COH
fElE. B LOMEZREICKRE L TBETSOICHELRABRIZRHLEY,

Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASOMN ACTION

EUEM service not active Check service status 3
Unsupported CWA version Check CWA version (3
Unsupported VDA version Check VDA version 3
UPM service not active Check service status 7

For more information on other reasons, click Learn more.

FHMICOVWTIE TRDHE ) ORFEZSRELTILTL,

20226 H8H
A—H—rtEya>oaE((N—tr7F—)

A—HY—TIRRVIVRA Yy aR—RIZIE BEINTLWA HDX 2 -ty arh BRI TREI TR
Bl ICREINET, CNSOHELN—tEYTF—IJTRRINBESICHEDF LT
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2022445 28H
BELATYO—T75—b
Ty ayHORIEABVI LD, Ly a EROBRTOEREERTY, ERELATVI—75— MERRIZ. v

2aAVLATUUBICKBRREN HBHEICEBEICEELET, A7 T THT S — MREICE D, BIEE
FRETREY S 3 YA REL TV SHREEDHIREDBARELIEITUN) —IL-TZRHETTET,
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cikrix

Citrix Analytics for Performance
has detected Sessions with
Anomalous Responsiveness

View latest irsaghts on Analytics

0 Citrix Anahytics for Performance ditected Sessions with anomalous
responsiveness from Ape 23 2023, 01:10:00 1o Apr 23 2023, 01:25:00
{UTC)

AnEnton,

4 sessions of 3 users have anomalous responsiveness

Please find the anachment for the i1 of affected sessions.

Patterns Detected

= 4 sessions on Debvery Group: VD BUR CVAD Development
& 2 users in Endpoint City. Southem District
* 3 5essons on ISP agotoz hk limited

Regards
Citrix Analytics for Performance team

© 2002 Corin. Soystwres. e AN ngghe reserved
A58 Greas America Pariowary. Sanea Clara, CA 05054 USA
SN pncemaricy are B Propenty Of Desr reRpectve oWeRrs.

Exvacy | 561 Emad Preferences | Lnntncris:

X

BRZEETILIE. BEDEEDIRTOT N —JI—TFEBFRORTDR—I 51 VBEEZRET B 12HIC
FAINET, R—RFAYLATUUER. BE3BBEO ICARTTEICESVWTERARAEINE T, ICARTTO
SIEDRAEEIFERINE T, HESNEICARTT IR=X SV LA TV IENS 60% U LEDRELH ZHE.
73— hDERINFT,

EMIICOWTIE, T75— ) OREBEEZSBLTLLETIL,
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2022%4KF520H
N7 4= ZARMEEOHRZ LT 72O

Citrix Analytics for Performance ICEEDH R Z LT VL AO—ILHFIRATEEICAHED F LTce 7T U1 XHER
%z $5D Citrix Cloud BEEIZ. ROKEZEHEL T, ABAD Performance Analytics #EIE9 3 & SthDEE
EZBETIET,

o WIF—IVAP-TRTDEERE -NT #—<T > X224 dD Citrix Cloud BIEEICTIILT I XIEREZED
HTET,

o NT =V 2AD-HAMDEREEE -NT7 #—< > XD Citrix Cloud BIEEZICGANDERT7 I+
AR EEIDETED,

BEEICHANDERELIETE T V2 XEZF5 LT, Performance Analytics @ & & & F 4 ifaE%x SIEEICHF
AICEET, COTYTT—MIED. BEEEERL. FED Citrix Analytics 7 7 U >V JICETVWT7/E R
ZRETIET,

UBIERRIRETE o et D EABEEOREZ/HOI—H 1. [EFaUTrENT+—IVR-HAMOERE
BE]ICERMrTEINE LT

FiHE D EA Performance Analytics 2—%—id. $RTOEBELRAL LIS, A—HF—ITIVARUIV A Y
PaAR—REAVTIANSIF ¥R Y aR—RICTIEIALTERTE T, L. IR U8 R—PDF
ST aViE RARODERI Y —ICIZEMICB o TVET, SiAMDERT IV XEZFOEEEIL. Citrix
Analytics "5 75— FEMEZELEE A

EILTH—EREa—THAINDZ 7723 >OFMICOVWTE. CILT7T—EXDREZESRBL TSIV,

2022415 14H
VYEAS YA RET I -

[Zombie Sessions] 7R+ viCid. BEBEROY Y Et vy a3 VARETEE LY S a VEEICET 3B®RY
RRINEFT, YVVEERYI a ek B—tyra >y 0OSTYI YV ETHESNEEYS 3 YT DIV TOH
LWy a>ynEEIERTIERLEDET, COTI Ty a zEFHLLISE TR, BESIhEY
TIVHRTTEET MERFADE YNNI T 11 TF7—HRFINTEKKL £9, Zombie Sessions 1 > +
i Y2 a i REINLIDVEREL. BEZ7O7 7T JICBRTIZLDICTRCCZBANELTVE
ED
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“

O Insights (2 »

E:\ Eomble Sessions (i)

ffect Session Availability

5 failures across 2 machines

Patterns Detected

« 5 failures on cloudxdsite Site

« 3 sessions on ENG-WIN10-OLYMPUS-AMER1
Delivery Group

Recommendation

Log off users/Reboot machines

VYEEy 3 YOEEX—ILIE. 15 SMRTRIEATY Y ERy > 3> &FOMm LL\V*)‘/?b*@Hj*TLT:i%At:
EMINET, 75— b X—)Lik. Citrix Cloud TEFX—/LiBHZEMICLTLWRERELBIIREINE T,
BLYIYTOBET7Z7— i BLHREINEEY Y 3 VARVICKREHINTHS 24 BEUER LYY > T4t g
BHBEICOHMTONETS,

[NOYDHRR] 20U w o938, VYEEYSaYEEUIDVOURANTIq LBV TEntz [€ILTH—E
2] Ea—H"RRINET, T T, FailureCountid. BIRLERTRELcEY S a YEEOHERLET,
REOKMEZA TLERIG. VIERY Y aVESUIY VORTRRCAZRRC B £9,

[FZ—bRUS=]42TD5[VoELYSa>0OHZIII V] 75— EEMITEET,

Alert Policies

2 Alerts defined

NAME OCCURRENCE LAST MODIFIED

Machines with Zombie Sessions 2 411172022

FHRICOVWTE, Y vEty Y gy 2B8RLTEZTV

20224514 H
A=—pa—¥—#Hetyva B onE

COWEEICED, [2—H—TIXRRVIVX]|HyoaR—RD [ ROHE] OBENEDBREICEDET, Ay aR
—RIZIE. Eyoary7ObILEERAT—2RAEIVT, RE7 VS —2a3rELU0TFRI by TEBEDD
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-ty arOREHRRRINBLSICHED R LT

777 o 3820 pums

Users with Connected HDX Sessions Connected HDX Sessions
809 Total Unique Users 4031 Total Sessions v
Total Unique Users 809
Users with atleast 1 Connected HDX Session 777 (96.04%)

Users with only Disconnected HDX Sessions 12 (1.48%)

Users with only Console and RDP Sessions 20 (247%)
Inlast 1 month: r r i i} N7 22 3 270
Total users h9% 28.7% 13.64%
Users with Excellent UX =rs with Fair UX Users with Poor UX Not Categorized

Ay aR—RIZIE BHINTUWE HDX vy 2 a il oDVWTOHFNT # =YV AEEHPRRINET, #RL:
HERICEy Y 3 PSR aiR. €021 —Y—DBRLIHBB2RICHc>TT7 I T+ I ThD >l %
RLET, Z2O®H. By a3 ed—H—IIIRRUVIVIAORAT7IF Hlichicty > avIiCiZBREIhEE
Fuo

COWEEICEK D, ISty aread—H—& TR9DE PEHIERINSNET, TNSIFDEITHAERREIC
BOFLE. ChicKD. TRHE) 2ELEDI—Y—rtya oHEPRELLET, FAICOVLTIK T1—H—
rtwraronil] 2BRLTLETL,

202244714 R

127 S3AMSUFvH v 2R— R OBEEEILR

TV —23 LU TRI My TREBRORETY VOARAMENT -V ADPHERTTZ I VTSI E
SOFvA v aR—RICIZ. ROILREENHD £,

s AVIZRALIVFvH Y aR—RIMEREIN, REYS VORTEOATAMNRTINSLSICHEDEL
foo COMRERKICED, BEI-—H—ICH—EXZRELTVB I VO, TETEXREHTHATE
BUWIDYOBROBMENDDD XT, REDIVIZVR (159) IE2WT. REBICEBHTI N ERTTEE
RO VRE (MEARIEEL. 7074 7)) 8V MERRAI OV URE (XX TFHU R RER. KK D
ROVEBHRREINET,
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Users Infrastructure Alert Policies

Time Filter Delivery Group

2 hours \g All Delivery Groups  \//
Current Machine Availability (Preview) &

Available Unavailable

64.93% 35.07%

® Ready for Use Active ® Maintenance ® Failed Unregistered
Last known machine
state 26.03% > 4 3.299¢ 0o
Number of machines 95 142 12 0 116

Last update: May 30th, 2022, 12:10 PM IST (UTC+05:30) +>

Data interval: 15 minutes

s IVVHEVINYITERE. [RIVEILTH—ER] Ea—HRHE. BE 1S SEERLIEREDOTS >0
A RHRREINET,

e YVVDHAAMRNLY RTIE, BIRLAPEOIY VHEAENINIRETIOY FINB3LSIZHBDFL
foo EHPRBEIE. [EREHRT]. (70717 [(X>TFF YR KRER]. kK] onFnhoREDH
T IO VHBRAERDEFELCAVWRETT, I T7DREDEISaVho RUILAEAD VTR, IV
WIH—EREa—ICREOEAREDOTL YV OFMERTTEET, YO VOAAMOERIIK. HEIFRT
ENINTIREBICHZIID VO ZHBTBDICKRIEET, Ly a aAMoEREHE TERT S L.
DY =R R UL OHEZIBETZDICRUIBET,

Machine Availability Trends (Preview) @

1{3.01%)
. LA .
Session Availability Trends @ Failed Sessions
o > o— — =
{
B |

c 1B 1BEOMLY RABEEMTTOY FINBLSICHBDE L. E1LFES—2—%FERL
T. 3~7THOEAET 1 MrABOII > ety a > ORRAMOERZIEATEEY,

s ZALFET—RIZ[RIYOTRAE] DEANRMINDLSICHEDE L, ChICED. FRATIAVLTY
UHSHEETHHEZRETI SO, FLYFICEbE TUERBZBEICIETS - LTI —LT1>
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TEEY,

o Xty avOTBENERICETRY—ILEy FHREI-ITHh. FRTIARVWII VY EERRLEEY Y
aYOHEBREREIEELYPICAD £,

o IDVEITH—ERE a—ICIE. Aggregated State t WSFH LW T 7w bABIMII M. T2 OIREE
R=ZADTqIILBZ)IDAIEEICHED £ LT Ea—ICid. BIRLULIEENOREDT Y VBRI INE T,
[Aggregated State] 7 7 v rZ2ER Y S [Availability] FLY RASEZ UYL T, EIRL-HAR
ICBEDELNREICH 2T VDA R ERITESLSICED F LT,

o [WI V]I TH—ERE a—-[BFOBMOIKRRE] . BIRLIEFENREDOTY VEICHLWIIDEMNS
nxd,

CNSDBWRERKICE D, YOI TH—ERE 2 —THREFHIGBEZOHBICEDREIZH DT U EZHAIT
TEXEY, T—FOHEHLELAD, FENBREBERID VEBEIFETIZ D, IO STV a—FTaVyT
PEELET, FMICOVWTIE. IR VDEIILTH—ERBR 1 &V 1V TT AT IF v ol OLE=ZS
LTS,

20223 58 H

IVRRAY by b= 85

COHBEICE D, Ly a I T —EREa—ty avBAstEa—ICWS OO DEEX M) vy IR EBINS
D, VAT MRy FO—=0DRREDRBLELET,

Ty a eI —ERE2a—DF T3 R LT TV RRAV IV IERE (P95). TV RRAY RZIL—
Ty bREIIL—Fy  (P95). TV RRAYRIL—=TFy b7 O d2T (P95) BEAETNEF LT

Security Performance User Activity (Preview) Settings Help Search

Self-Service Search View Saved Searches

ters

Sessions A4 Last1Day A
4
..

24388 KBps 4051 KBps

43423 KBps 10974 KBps
129.92 KBps 1899 KBps
15310 KBps 30848 KBps

20131 KBps 2472KBps

49798 KBps 2083K8ps

[Eyyavigs)| =20 [BRE] 2 7IC [WIiFi £58E]. [TV RR1Y rRIL—Ty b2E]L 8L [TV RR
AVRRIL—TFY hEE] D PISERRTINET ChEDOX NI vIDTSTId. vy a VEIRSEICHT--
TFOy hINET,
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,,,,,,,,,,,

IVRKRAY bRy bT—0DX MYy oERTT SBICIE Windows N—2 3> 72108 LIBED Citrix Workspace
TTVERTLTWBRIY RRAY MR ETT,

CNBEDA NI DIFE XY NT—0 A2V F—T x4 ADFEHE. ISP, BB %Y FT7—0EE. ¥—b+Tx1. O
FOR, BLUVARTEZDNT =V RBADBEFEDEE EHIC. By a VI IARIIVZADETORERE
EEODBREICK)T7—O93DICRILBET,

HHICOWTIE, T 7Y —EXEZE ] & Ty a3 os#flll OXEESEBLTLEIL,

20223 8 7H
Connection U —X&hict v 3 > ORRME

CDHEEICE D, Connection U—XENLTEFHINFEY S aVHRRINET, V5T R —EXDFEIEH.
Citrix DaaS & —E 2 ittt % 4559 572612, Connection ) —X% N L TEwvS 3 2T Z xR
—kLET,

R -ty avid. A—H—IIRRVIVIA Yy aR—RD TRHE DEICRREINEY, ICARTT &
KUOT A VEEX MU woiE. Connection V—XEv > a > TIIFERTEEFE A
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Securit Performance Settings Help Search
Self-Service Search Save Search View Saved Searches
Filters
Sessions A4 Last 1 Month A\
Session Experience
Factors affecting Session T m
Experience
Endpoint 03
Workspace App Version
> N/A Feb 10,2022, 16:.. N/A Succeeded ICA
Delivery Group
> ) Feb 17,2022, 11 N/A Failed ICA
Site Name
> ) Feb 16,2022, 16:... N/A F ICA
Location
> ) Feb 10,2022, 12:__ N/A Failed ConnectionlLease
Session Protocol
> NA Feb 10,2022, 12:... N/A Succeeded ICA
Connection Type
> ) Feb 16, 2022, 15: N/A Failes ICA
Launch Type
> 0 Feb 10,2022, 12:__. N/A Failet Connectionlease
J ICA
() ConnectionLease > 0 Feb 17,2022, 11 N/A F ICA
8
> ) Feb 9,2022, 181 . N/A Failed ICA @

Tyl arovITIHY—EREa—0 TEREZ21 7] 772y bZ2FRALT. £y a>%z ICAR—X£I3ER
—RELTHETEET,

Tyl a LT —EXT—TINOF T a iy TEREE1 71 IZiE. £y a>h ICAR—ZIDES U —ZIHD
RAINET,

CDWEBEIR. BH) —XRZNALTEHIN LY a0 ZTARZIOICKRIEET, KROEBERZMFEHRL T,
Connection TU—X&NM ety > a v ORIMICKKRLIEBED FS TN a—Tr VI TSN TEET,

202242AH21H

dIxo85— ko1 POP &5t

Citrix Analytics for Performance Tld. EELEIRTOEY S 3 >DF T a>Hle LT By a7y
H—EZAE2—ICARIRBET—bITARA Y AT FLEYR (POP) BHRRINBZLSICHEDELT,

CDT—HE By ar -T2 N3 0F S — U1 POPZRETIDICKRIBEET, CDF
WiE. DEMOBVWVEY 3 VPMRFEQOARIZELE T — Oz POPZBHL TUIL—Tr > TATVENE
SHERBRBTIDICRIEET, I—F—DFEFRICEIVWT, BELENT A —IVXZ2B3oHIC. 2—F—FEvY>
3 >h\EY)%: Gateway POP ZZBHB L TL—T a1 I SINhESHESHIRETE XY, vy aryhior—>
IUNLECENS— T POPZBHALTUL—Tr > INTWVWBRIEEIE. DNSRREZHIETI XY,

EDa7IgV—0 Iaxo82; & TF—rTJx+1 PoP1 OERY g, INTHE—DS — Tz PoP 7
ARV 2ZBHALTIL—T I TNBAEEDOHZ. BOBEVWE YD a3 v ZBRIBAMITTEDICKRIEET,
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®s
DATA Export to CSV format | Add or Remove Columns | (Sort By
> andre, CVA CORE Nov 23,2021, 05:00 IST(UTC SINPXCCO02
> o CVA CORE Nov 23,2021, 0644 IST(UTC SINFXCCO03
> ljunt VA CORE z-ssia-hk SINPXCCO04
> t_tengto CVA CORE JPN az-asia-hk SINPXCCO02

ROWVWTNHDERICED. Connector DEN N/AICHEBZZehHDET,

o ARVZARY FDZREFEISEENRELF LT
« Cloud Connector ®/X\—< 313 16.0.0.7 K DEITS,

7. Cloud Connector £\ L e T — 2 IBHA A VI > TWAS I 2BBLET. TNEITSICIE. Citrix
Analytics > ** 7 —4v—20 [** XTx—<> 2] 27H5 [Cloud Connectors] #1ILD [F—HMIBA >
] REERRTEET,

M OWTIE, T 7 —EXER] OEED A2 — b1 FIOHBPEBRL TV,
AR AHetE 2 —

ARTEDNTA—IVAX M)y OBFERNZE 12—, Citrix Analytics for Performance THRATE3 &5
ICHRDELT, AXTEBEIVYITRE, [ARIEFH] Ea—DRRINET,

“« Connector (Gateway Service): SINPXCCENG002 ©® { Prev24 Hrs

May 18th, 2023, 03:08 PM to May 19th, 2023, 03:08 PM IST (UTC+05:30)

s | 3Selected v

Latency

Connector -Gateway PoP Latency

Select Gateway PoP

aws-bz-s v

702.58 ms
Latency (P95

] AV B e @

[3x27 %45t (Connector Statistics) | Ea—(Cid. BRLcIx 72 TIRE 24 BEICHE I nicHiEE. CPU.
AEBVABEDOVY—RICETBZARIINT F—IVADFIU—DPREINET, ORI ZTHEINIEEX MY
VIDE—IN—ET=28 XLV IR LIVEZBRALLEIDA VY AZ Y ABPRTEINET. JF 713
COT—H%Z24BEIChl-oTIS ponETTOY LET,
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ARXTZO)Y —ZClHEIE. Ty aYORBE IV RI—F—TOIARYUIVRICEELET, COHEEIL. BI8
ERARTZDNY —EHBEHZWVWEH, Ty a Y ORBRPELEDRTORETER R 3BBICEIIBX£T, F
MZOWTIE, TORU 2450 OREEZSBRL TS

2021 £12520H

I51T7 > MilO#Hst: 4 V2 —Fy bF—E X701 4 — (ISP)

IVRRAYMIT—ERXZRELTWVWS ISP OEFNZ. Ly a iTzBATR . Ly avEILTH—ERE
1—ICRTINET,

m
n
wi
[=)
m

il
m

m
=
w
T
F
m

DELIVERY GROUP NAME

wr Remote PC-London

[P Bandwidth Consumed {P95): 617 Bps (TECH PREVIEW
0O/P Bandwidth Used (P95): 29,61 KBps (TEC
Q/P Bandwidth Utilization (%) (TECH PREVIEW)
Workspace App Version : 21.8.1.4048

Endpoint OS5 : Windows
Brokering - N/A

HDX Connection: MN/&

GPOs: N/A

Profile Load : N/A

Site Mame : M/A

WAN Latency : N/A

Data Center Latency - N/A
Gateway : GLOBAL G.NSSWVC.NET
Session Duration : 146 hrs 30 min

Gateway-Connector Latency - N/A

I SP: british telecommunications plc I

COWEEIX. WED ISP ICEET 3HEMNH 2y a >N T+ —I Y ROBEBEERETZIOICKILE £,
Z OERIZ. Windows /N\—2 3> 1912 LIBE® Citrix Workspace 7 7 TRIRTE £ 7, fttd OS @it Citrix
Workspace TUTIOWEEFIATIZINE S MOV THLLIE, Workspace 77U b U w o 2%=28EL
TLES W, T2 a )7 —EAEa—ICRAINDZIX M) IOFEMICOVTIE Ty a>EILTH—E
21 OEmEBEERLTIZTVL

2021128 17H
TUNY=TIN—=TR=RDT 1 L2V

Citrix Analytics for Performance iZid. BEEDOY 1 bE L VBER—IDT 1 LEZ—IZIZ T, TUNU=FI)L
—TIR=ZADT A INEZ—DEBMENE L e TUNU—TIN—TR=ZAD T ILZI T TId BRLETUND—
IIN—TFICBTBINTF—RVRAT—HZRRTCEET, COTqIIE—F. HFEDTIUNU—=FI—TDEvy kI
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Data Center Latency : Machine Address : N/A
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« UZAT7YHIP

e U547 >k MSS

s USATVIBEL MY IRAIUE

e USAF7YRTCP Py i—

s BEXEETNIIZATYRTCP N7y
e U547 TCPRTO A D> K

« USAFTYNTCPEOI Y RUAIV K
« Clt 7O0—73% Rx

s Ct7O0—7354 Tx

« Clt TCP 754 Rx

« CtTCP 7354 Tx

s BiF T —VRYTAII R

s BTz —>ID

o« HAAM>YE—T1T1R
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s OEXID%ZI Y ZKR—bH
« JO0—7357% Rx

e 70—734 TX

e HTTP 2> 7w a7

o HTTP KX >3

o HTTP ERaB:E

s HTTP ERo v+ —

« HTTP Req Forw FB

« HTTP Req Forw LB

o HTTP ZRax R b

s HTTPERXV Y K

« HTTP Req Rcv FB

« HTTP Req Rcv LB

s HTTPEXRU T 75—

« HTTP U T X +® URL

« HTTP Req XForwarded For
« HTTP RES Forw FB

« HTTP Res Forw LB

« HTTP BEEO T —> 3>

o HTTP ##{&E Rcv FB

« HTTP ResRcv LB

s HTTPBREEEY FovF—
« HTTP Rsp Len

« HTTP Rsp Status

o« HTTP b3 >H# 02 a3 VTR
s HTTP r>>H# o2 3> 1D

« IC Cont Grp Name

« ICT735Y

« ICX+7T730%L
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ICRY>—F

Ingress 1 > 2 —J A RIVSA4T7 >k
NetScaler Gateway Service 771 ID
NetScaler Gateway Service 7 71 &
NetScaler Gateway Service 7 7 O7&4E
NetScaler /X—F 1> 3> ID
HARXr>ID

AR~ ID

RRBEEXT—2 X

FUTYRsp LY

70 b JJLERIF

L — b RIR#RF D E AT
Lad—ka1>
LARYE=Tooa>vaq1r
LARYZAXT 4 721

Srv 70—73% Rx

Srv 7O0—-754 Tx

Y—J8RL by IRATY K
H—N—=TCP o va—
BEEINLY—NTCP N7y
H—N—TCPRot ho >+
H—N=TCPEOYr >V RTAI>V K
SSL #§S1& BE

SSL EES1E FE

SSLY 7> hiEBAEY 1 X BE
SSLY S+ 7> hEBAEY X FE

SSL Clnt Cert Sig Hash BE

SSL Clnt Cert Sig Hash FE

SSLI>—77U%
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e SSLTS—7357

« SSL7SY

« SSL7ZJFE

e SSLAYRIZAVIT—AytE—2
o SSL #—/\itBAZ % X BE

o SSL Y —/\GERRE Y r X FE
 SSL Session ID BE

« SSLEv> 3> IDFE

+ SSL Sig Hash Alg BE

+ SSL Sig Hash Alg FE

+ SSL Srvr Cert Sig Hash BE

+ SSL Srvr Cert Sig Hash FE

« SSL iDomain Category

« SSLiDomain AF3UJIL—7F
o SSLID RX1>&

« SSLIDomain LEaF7—> 3>
« SSLixf770>a>

« SSLiPolicy 7o>a>

+ SSLiReasonfor 7o > 3>

o SSLIURLEw bH—HL & LT
o« SSLIURLEY b TF5A =+

o MANEHBF

o SvrTcp 754 Rx

e SvrTcp 754 Tx

s TFULA

« Req#2/S¥IDDFL—2

e ReqxNRYIDDKL—X

e FL—ZXKL—=XID

e FIVROANKERLIPVATRLZ
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e FSYZXONNMEZXKIPVE 7RELR
¢+ 5> CltDstR—k

o FSYRCHtT7O-IVRI-—HY—LvIR
e FSYRCt7O—ITYRI—H—F
+ ;32X Clt 7O0—F3% Usec Rx

« FS YR Clt 7O—RBARERT

e VX CILIPVA 7 RLZR

¢« FSYXCIEIPVE 7 KL X

e >>ZJL RNy bk Tox Cnt Rex
e IO ENTY M=K CntTX
e FSYX - JJILRTT

¢+ SR CltSrcR—Hk

e FZYX )b bybk-LwoX10ACnt
e SO —FB10 B Cnt

e NSV RIEH

e FSYRH—T DstR—Fk

o FSIYRHG—=TN47w kb= CntRx
o NSV =TTy kbk—kCntTx
e FZ>YZSrvSrcR—hk

e FS2ZSvryO—I Y RI—%—RX
e TransSvr 7O0—I > RI1—H—Tx

+ Trans Svr Flow Start Usec Rx

+ Trans Svr Flow Start Usec Tx

» Trans SvrRTT

» Trans Svr Tot Rx Oct Cnt

 Trans Svr Tot Tx Oct Cnt

e S 3>ID

« URL A7V

« URLAFIVUII—-TF
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« URLAFIULEaF—>aY
« URLAFIdUT7o>3>0ER
e —®L7URLEY ~

s URLEY TS RX—F

« URLA7xz o ~ID

« VLAN 5

Citrix Virtual Apps and Desktops # & O Citrix DaaS O/

Citrix Virtual Apps and Desktops. & & Citrix DaaS OZIClE. ROF—2R1 >V bHEENET,
« TTUH
s TS UH—
o hX%42<T—1D
s M AR YIMYAR TV IEAT 1224, BER
« N1 XID
o TINA ROTESE
s Ja—FNvo
e« J4—KNwvoID
s 7 AR
o [Z7MILINZ]
e J7AIYAX
+ Islike
e JxAI)-TO-TY
e DaJO M T MINE. TA—I v b 1K
o IE:HWE. BE. BE
*
MEBERIFEHLANILS LVELANLTREIN,. ERGHEBENUEREREZRTOOTIEHD FHA
« RWUCMD 51>

o EVa—-ITFAILINZR

o 1RfF
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o ARL—=FTa4 VIR T L
o« 73v b7 #—LDBIMNER
o TV HREZ

- B

« B ID

e SaaSF7 IV Ir—ravB

s By aVRXTY

e Ly adH—N—-%F

e Ly aya—H-—3F

s v 3> GUID

« Timestamp

o BALY—=>: N1 TR, DST. &#i
o ENRIERELDAEEL

o HRENRINR— ¥

- B8

« URL

e A—Hf—T—TxT Uk

NetScaler ADC O

NetScaler ADC OZiZid. RDT—2KRA Y bHEENTUVE T,
« AT
o J7 A
o ER

- BE

Azure 04 A Citrix DaaS X 2 >4 — R

Azure @7 Citrix DaaS Standard OZICiE. RDF—2KA Y FHEFEFNTVWET,

« TFIR

s JIUH—

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

74



Citrix Analytics for Performance

s FHMR: A —RYMYAR TRV IEAT A2 -5 BR
e 7NAZRID
o TINARDTELE
s T7MILE
o [Z7AILIXZA]
e J7AIIYAX
« JxAI)-TJO-DY
e DaJO M T MINE. TA—Iv b 1 X
o IE:HE. BE. BE
*

NEBRIFEBHLANILSEIVELANILTREIN, FRAMENUEBRERTIDOTIEHD FH A

e RWCMD 1>

o EDa—-I)LT7F7A1ILINR

o BfF

o ARL—=FT4VIIRT L
s I3y kT +—LOBMER
s FUTHRA

e SaaS 7SV Ir— 3>

e By aVRXTY

s Lyl avH—N—%F
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« v 3> GUID

« Timestamp

o XA LY =2 N1 7R, DST. &7
« URL
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Citrix 717> T« T« 7N 4 —nOY

e I—Y—OJ1
- SREER X > &l W, 1dP 217, IdP &R

* |dP Z7ONF1: 7PV =3y, Rk21 7. BEID. 95147 MID. ToLI MU, T
&. 0Od. YY—x, TID

* JRGRIEAE

D= ZAR=-R:BREAEAVA—-OIJ. O0J4>O03. V>0 75X o, StoreFront
KXy

- ShareFile: hx4#<—ID. hXE2IT—TF

- RE®MM—OIV B, BHERZ 1T EWNBEHHRRY. X517 I BMHRY

- REMER: A —8B. T Xyte—o
- A A= 054T7RID. 9S54 T7 2 RR

- A—H—0ERAMR. 7O/t b= >Ny a. Aud. RBHEERE. CIP Cred. sBEET-11) 7. 88
HERXA > TIL—T B, PXATLIAUT R BFX—IL.
BEEEH E X—JL. Exp. 773 U—&, IBEINEHI. IAT. IdP. ISS. O% —JL. &#i. NBF.
SID. 47

* AT VT ROEKR: Bai. &
* TALORMJAYTEIMN RXAY 7L XM IDFONCE, TF2KID
* 1—H— R, EFX—JL. OID. SID. UPN
*x |dP T X +5 7 —JLK:Azure AD OID. Azure AD TID
e A—HY—OJFT: 04TV ID. ISATURE FUR YT

s USATUNTYIT— T o3y USATFYRID. USATVRE

NetScaler Gateway O/

o NSV IUARY

\/

- ICA7ZUsr—>a>:La—REq47 KBEOTFYTL—rI— R 8RIRXr> ID. SRIRr> b
ID. TV RR—+7O€XID. ICAEv> 3> GUID. MSI 257> Cookie. 7O— IDRx. ICA
750 8B ID. NTa>I0F 0TV R 2 ICATNAZADUTILES, IPN—=T3>4, 7OR3NL
HAF. EETIPVA 7RLXRX 5B IPVA 7 RLXRX. V=X TV RR—FR— b Rx. 5B% b
SYZAR—bR—=bFRX ICAT U= a>0REEARHE. ICAEBXA=ZIL, ICA7FUr—>3
>oiEErE. ICA 7Ot X ID osh. ICA7 PV r—>a> &, ICAT7FUr—>a Y ESa—ILX

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 76



Citrix Analytics for Performance

2 NCAT TN T—=o 3> DB TEATNICAT TV — 3V 0BTER. 77Ur—>3> &7 7
=232 ID0 ICA7 =23 >7O0eX ID&T. ICA7 U r—>3Y>

- ICAARY M LO—REAT EEOTYTL—FO—R, Y—XIPv4 7 KL X Rx. %85 IPv4 7
LZRx. ICAv> 3> GUID, MSI 257>k Cookie. ##F—>ID. ICAUSA1T7 > rN—
2av  ICAUZATYRRRMEICAI—H—R&, ICARXAYVE, O AV FTry bORE. Y —
N—=F. T—N—N—C3>, 7O0-IdRx. ICAZ754, BERr> +ID. TV RKR— 7Ot X ID.
BHRREXT>ID, #4 ID. ICATFN1 RO 7IILES, ICAEy>Y 3>ty b7y 7B ICAS
SA47RIPC NSICAEy> 3V REDEY 7y V=X SV RR—FR—FRX, EEE+Z
YAKR—brR—FRX. ICAOSAT7> bEEIY—IL. ICAUS1T7> bOEE. ICAEGKOBLEDL
v 7w NSICAEy>ga>t—N—FKR—F. NSICAEy>g>H—/NIP 7RL X, IPv4, 7O
FOLEBF. ERF -V Ry ThHOY N TOEREZAS

- ICAEH: LO—FRE1 7 EROTYFL—brO—R, BARFXr> D, BARr>~ID. T RR
—~7O0€X D ICAv> 3> GUID, MSI 517> k Cookie. ZO—IDRx. ICA735. #
ICAFNARDUTIVES, IPvA. FORILENF. NFTa>IF 07y 20 ICARTT. &
SATYRMIORXNA b 05072 MINT Y RBIXE. —N—RINT Y FBEE. 7517 >
FMURTT. 23047 MUIZ Yy E— H—N—QIPvE— ICAxy bT—0EMABEZ. ICAxy
bO—OBEWRTEZL. 251072 MIISRTT, H—N—IBE. H—N—@AEE, "X MEE. 751
TYMIEOU Y RO T-N—AEOTc VRIS AT A RRTO BT b =N
—fIRTO AT b LT OSAT7Y MBE. LTH—N—8BE. 7FV5r—>3> 7PV r—ay
ID. 7+ 8 ICAEy > a>EmBEBY. ICAty>a>vERETH. ICAFvx)LID1. ICAF
vrILID2V ICAF v ID2NA B ICAFvRILID3NA B ICAFvxILID3NA M ICATF
vrILIDANA S ICAFvRILIDS ICAFvxILIDS NA k

- AppFlow B LO—RE2147 REOT>TL— b= R AKX > D, 8RR~ ID. o
—+Z7OEXID YRTFLL=ILT ST L SRAT LR VT v I X AppFlow 7O7 7 1)L
#7547, AppFlow 7O7 71/ JOvo 754, AppFlow 7O7 /04754, AppFlow
TO771IILEBTSY. AppFlow 7O7 71L&t 755, AppFlow Z7O7 71 ILFHEt 75 5.
AppFlow Z7O7 71L& L7354 AppFlow 7 7Usr—>3>%& ID. AppFlow 707 71 I/LiES
5. AppFlow 707 71 LFS 70w 2. AppFlow Z7O7 71 /Lf5FS05%k. AppFlow 7O 7
71 ILEES#iEER. AppFlow £B&S. AppFlow > —4 > &S, AppFlow 7O7 7Lt SEH
B#. AppFlow &% >F v R, AppFlow 7 7V r—> a>%eMa Y7 v o X, AppFlow 7
A7 7MW F v oReEMEI>Tv IR, AppFlow 707711 E21 7 lprep 7TV r—>3 >
221> 7T v X, AppFlow 707 71L&, AppFlow > x—L. AppFlow 77U —> 3>
% Ls. AppFlow % JL—JL ID1. AppFlow > % JL—JL ID2. AppFlow > % JL—)L ID3. AppFlow
> )L—JL D4, AppFlow >4 JL—JL ID5. AppFlow > IL—ILE%7 54 AppFlow > JL—JL
a4 7354, AppFlow > Z)L—IL7 71L&, AppFlow > IL—)LAh731) 1. AppFlow > JL—
JL Logstringl. AppFlow >4 JL—JLA7 31 2. AppFlow >4 JL—JL LogString2. AppFlow >
=) A73Y 3. AppFlow > )L—)LAF 3 4, AppFlow > %' JL—JL Logstring4. AppFlow
27—V A73Y 5. AppFlow Sig JL—JL logString5
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- AppFlow: EEOF>7L—rd— Rk, BRIFEX> ID. AR ~ID. TVXKR—-+FOEXID.
S o4 3> D Appfw BERFEER. 77UE77U ID. appfw BROEXE. appfw ER
247, appfw BRBF. appfw BRBE1>Tv ¥ X, appfw NS &E. appfw NSEE. V—2
IPv4 7 KL Z Rx. appfw Http XV w k. Appfw 77U —> 3 >8R >T v o . appfw 70
w0757, appfw Zi#7 54, appfw R 707 71L&, appfw v > 3> ID. appfw Req
URL. appfw #3207 —> 3>, appfwER% -+ 7& 1. appfw ERBDfE 1. appfw > o H73
1) 1. appfw R %+ 7% 2. appfw BRE#iE 2. appfw > A7V 2, appfw BRZ1 75
3. appfw ERBDfE 3. appfw > A5 3. Appfw BE X &mExdB. Appfw 77U or—> 3
vELs. 7TV —3>F Ps, lprep A7V, iprep WEEM. lprep L2 7—>3>XO7.
Iprep NS £, Iprep NS#E. Iprep EXE. lprep HTTP XV v K, lprep 7 7UBE1 > T v ¥
Z. iprep O —> 3>, Tcp Syn B> 42— TepREV RV 42— TCPEOTr Y RY
> %—. Appfw 0% Expr &. Appfw O Expr f&. Appfw Log Expr aX> k

- VPN: REOF>TFL—brI—F, BRIRXTVID. POVERADHA TS50 8RR ~ID. T
JZRR—=b7OERID. 7OECXRA YA CRT—2XOA—R, 7O9RRA YA EDEZALRZY T,
AR TNA R EZA S TNARID. FNRAZADBFER. 7FVRZT7FIID. 777 F) Id. 7
FVRTFIUIdL V=R SV RR—brER—F RX. LSV RR—rR—k Rx. BEXT—. B
#2117 VPN v 3> ID. EPAID. AAA1—HZ, RUS—Z RIAT—J Y hE, JIL—7F
A, &8 Y—/VFQDN. Csec . E=IPv4 7R L X Rx. 35 IPv4d 7 RL X Rx. CUR 7 7 U 2R
Vo= RI. ROBRERARV =R 77U r—=a>Flse 77U r5r—2a>F1lse AAAD
—HEFXA—=ILID. F—bTxAIP. '—bTxzAR—b. PTUVT—23 N1 R VPNEY D
I VR VPN v > 3> E— R SSOBEAR. [IP 7 R L X VPN ZEk URL, SSO EK URL. N\
wOIYRY—NEZ. VPNEY>3>OJdT7IRE—R. QJF>F Ty 771 ILIEHR. STAF 7w
e ZydarvEgdr— UVY—XZ.SNIP 7RL X —BEVPNtEv> 3> 1D

- HTTP: ZB07> 7L — =K, HTTP X XY v F, HTTP 2K URL, HTTP ER1—H#I—->x
YEHTTP Y72V a4 7, HTTP BEBXRAR X b, HTTP k&R, HTTP Ko v+ —, HTTP EX U
777, HTTP fg&Et vy b vx—,IC4% S GRP &,1C 7354, IC Nostore 754, IC R > —3,
EXTATEAAT, NAAVE—T A RIZATU N FUIVREERT—2 X I > Rsp
Len. Srv 7O0—73J Rx. Srv 70—-73J Tx. 7ZA—73J Tx. 70—7357 Tx. 77V 7r—:3
3>&E BRARIYKID. TOXRR—+FOEXID. AKX ID. Hitp b5V RE&THRZ. 3
Vo> 3> D, HitpRsp R7—4 2. b5 > X cltlpvd 7RL R, S > X cltdstipvd 7 KL R,
INw o TR Svrlpvd 7 B L X, Http Rsp Len, Trans Svr RTT, Trans Clt RTT, Http Req Rcv FB,
Http Req Rcv LB, Http Res Rev LB, Http Req Forw LB, Http Req Forw LB, Http Req X Forw #z
ESE. Hitp KX >&. HTTPRes O —> 3>, ZOMJLBRIF. HAOAM>E2—T 1 Ny D
IVREEIPV6 7RL R, SSL754 BE. SSL754 FE. SSLtwv> 3> IDBE. SSLtv> 3>
IDBE. SSL B5SiE FE. SSLAESfE BE. SSLE&Z/\v> a7 )L4 BE. SSL Y —N—iIAZEZ /Ny >
a2 BE. SSLY—/N—zEBAEZERZ/\v>a FE. SSLY S0 7> MERAEER/\wv> a2 FE. SSLY 51
7> NEERAEER /Ny a FE. SSL Y ST MiEBAEER/\v > 2 BE. SSL Y —N—GEBEEY 1 X
FE. SSL #—N\—3ERAZEH 1 X BE. SSL 7 517> hEBAEY « X FE. SSL 751 7> MEEBREY
AXBE. SSLTIS—77U5—>3>&, SSLIS—T755 SSLAY R TA VIS —XyvE—I,
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95147 RIP REY—N—IP #HFz—> ID. BaFz—>ERyTHhUY b FS 2 X cltTotT
RxOctCnt. 5> ZcltTotTxOctCnt. k5> cltSrcR—k. 52X SrVSICR—b. k5S>
ZSrvDstR—k~. VLANES, 517>k mss. SV REHR. 5 UZClt 70— T A RX.
SR CLT 7O0—#7 Usec Tx. k3> Z clt 7O0—FAER Rx. ~ 3> X clt 7O0—FAER Tx.
ESYURSvr7O0—8&THEARX. FZ>XSvr 7O0—&THERTX. 3> X Svr 7O—B%A Usec.
Trans Svr 7 O—R8% Usec Tx. Trans Svr Tot Rx Oct CNT. TransSvr Tit Tx Oct Cnt, clt 70—
7257 Tx,clt 70—754 Rx, k5S> XcltIPv6 7RL X, kS X CLTDSTIPV6 7 RL X, H TR
254 IN#BIF, SSLi K X >&, SSLi KX >Ah731),SSLI RXA>AFTU T IL—F,SSLI R X
1>LEarF—>3ay,SSLIRYS—F70>3>,SSLIRITF7OS 3>, SSLI 702 3> DR, SSLI
URLtw b—3,SSLIURLtEY b IS4 R—t. URLAFIU. URLAFIVUFIL—F, URL AT
DLEar—>3y, LRRYETOa>a147 —8LIURLEY b URLEY FF5AR—
AFTVRXA YR AFTURXIYY = AABA2—HZ, VPNEy> 3> ID. T+ F

o XARUTRARY B

- vServerLB: NI Y RIVF4 T8 I>T1T718&. B —EXN1 >R, NetScaler ID. %
], AF—< 417, BB, CPU. GSLB #—/N\—. GSLB fRf8H—/N—, 1 >¥FZ—T 1R, XE
7= $=N—H—E 25 )L—F, #—/\— Svc Cfg. vServer Authn. vServer Cr. vServer
Cs. vServer LB: RATE Si Tet 5k /\r k. RATE SiTot L X7/R> XN+ I, RATE Si Tot L R >
Z, RATE Si TotT clt Ttlb kS ># 4> 3>, RATE Si Tott clt ttlb Pkt Rcvd, RATE Si TotT clt Pkt
Sent, RATE Vsvr TotT Hits, Si Cur 2 -1 77> &, Si Cur Conn &3z, Si Cur #+—/\, Si Cur State, Si
Tot VTR RNA K, SiTot LRAR> X, SiTot L XK X, Si Tott clt ttlb. SiTottcltttlb ~Z >
#4> 3>. SiTotPkt Rcvd. Si TotPkt Sent Sent. SiTottlb 151533 5> o> 3> Si
TottTtlb A S ># o> 3>, VSVR 727+ 7 SVC. VSVR TotTot £ k. Vsvr TotReq Resp
#3h. Vsvr TottReq Resp A& ROy 7

- CPU: NIV RIVTF14T18& ITVTar 718 BH—EXNA YK, NetScaler ID. R}, X*
—< 2417, B, CcCPU /A GSLB #—/N\—. GSLB{REEH —/N—. 1> Z—T 1A XEV
7—JL. NetScaler, #—N—H—EZJ)IL—F, #—/\— SVC Cfg. vServer Authn. vServer Cr.
vServer CS. vServer Lb, vServer SSL. {R#EH—/N—1—H—

- BN —ERIN—T NA Y RIVTA TR IV T T & BY—EZX/N1> K NetScaler
ID. &K\, RF¥—v3217 KE. CcCPUEAZE, GSLB 5—/\—. GSLB R —/N—, 1> %—
74 R XEUT—)L. NetScaler. #—/\— Svc Cfg. vServer Authn. vServer Cr. vServer
CS. vServer Lb. vServer SSL. vServer 2—#'—, #—/N—H#—E X5 JL—F: RATE Si Tot U
TR RNA b+, RATE Si Tot_Response /N +, RATE Si Tot_Response /- +, RATE Si Tott clt
ttlb, RATE Si Tott clt Ttlb S5 >4 o > 3>, RATE Si Tott Si Tt SV ttfb S >4o > 3>, RATESI
Tott Si Tvrttfb kS>> 3> RATESI TottSiTtlb kS >H o> a>va15145F3 S0 H oY
3>, RATESi Tott TtIb B/~ 5> ¥ o> 3>, SiCur iREg, SiTot UV T X N1 K, SiTotuo T
Z bk, SiTot L 2R > 2N+ k, Si TotT clt Ttlb, Si TottClt Ttlb kS >4 42> 3>, Si TotSvr ttfb, Si
TotSvr Ttfb kS>> g3>,SiTott SvrTtlb kS>> 3>, SiTott SurTtlb S >4 o> 3
>, SiTott SvrTtlb kS>> 3>, SiTots SvrTtlb TotTtlb 1 51533 S >Ho> 3>, Si
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Totttlb ¥893 b > o3>

- H=N—=SVCCFG: NAYRIVTF1T148. I>T1T1R. AY¥—EZN1> R NetScaler ID.
RE, AF¥—<217, BB, CPU EAZE, GSLB #—/\—. GSLBR@@H—/N— 1 >F2—T x4
2. XED F—=)L. NetScaler. vServer Authn. vServer Cr. vServer CS. vServer Lb. vServer
SSL. vServer 2—1—, #—/\— SVC Cfg: RATE Si Totot &k/\r . RATESi Tot K, RATE Si
Tot I5& /N b, RATE Si Tot [&%, Si Tott clt ttlb, RATE Si Tott Pkt rcvd, RATE Si Tott Pkt Si Pkt
Si Tkt Sd, RATE Si Tott SVR Busy Err, RATE Si Tott SVR Tfb, RATE Si Tott Si Ttr Ttlb, RATE Si
Tott svr ttlb Transactions, RATE SiTotTtlb ¥ 51 59 3% kS5 >44o > 3>, RATE Si Tott ttlb 2F&
fS o> a3, SiCurikeg, SiCur h SV XR—K,SiTot UZTX AN K, SiTotUoT Rk,
SiTot L XK > 2N+ |k, Si Tott clt ttlb, Si Tott clt Ttlb ~S >4 o> 3>, Si TotPkt Revd, Si Tott
Pkt SentSvrey -z ———————"——"——————————— — — — SvrTtftbh k>4 o> 3
>, Si TottSvr Ttlb, Si TotSvr Ttlb kS >% o> 3>, SiTottTtlbb 1 51593 540> 3>, Si
TottTtb FE ~Z > o> ay

- NetScaler: "M Y RI>F1TF1&. TVT1T71E. A —E XN >R, NetScaler ID. &R&.
2Fx =517, B, GSLB #—/\—. GSLBRIEBH—/N—, 12 F—T A1 XEUT—IL. #
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Citrix TlE. ThBDARL =T VIV RTLADRHIN—Ja v EFRIEER VA —DHR— b HREB>TVLBN
—2avEFERTICESEBHLET,

« CentOS Linux 7 L{&

Debian GNU/Linux 10.0 LAF&

« RedHat T>#—75+« X Linux %#—/\— 7.0 L%
Ubuntu 18.04 LTS Lif%

*
Linux h—=JL (64 Ev k) ARL—F 1 25 27 LDOBEIE. Splunk B R— kT3 H—RIUN—S 3>
EEALTLEIV, I DOWVWTIE. Splunk D RFa XY hESBLTIEIL,

Splunk #&id. XD Splunk N\— 3 > TRETET T,

o Splunk 75 RAAT—2<TR—2 v — (IDM)
o Splunk 8.1 (64 Evw k) EL U ENLIRE

RIRE S

Splunk @7 Citrix Analytics 77 K > &, Citrix Analytics for Performance @R T > RAR 1 > b ICiEkT
LEFo IVRRAVEDBRY FT—ODHFAUZIMIEENTVWR L ZHRBLET, IVRRAIYEDONT Uy
JIP7RLRAEEEINZOEEENHZ7D. IPFRLRATEACIVRRIY FEEFERALTIIETL,
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IVRRAVE

Kafka 7O0—Hh—

KEV—-S 3>

casnb-0.citrix.

com:9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

ONPER=Y b
casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

7T AT G~ 3

\

casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094

casnb-3.citrix.
com:9094

LBRCEH 1 D2OTF—2Y —RDT—20BEFIMICL £, Citrix Analytics for Performance #t Splunk o #:
B7OCRZRRTBDICRILEE T,

T—RIYRKR— MRE
Thovhktey 7y

1. [BE]>[**T—2TVRR=—K]>[NNT =X ICBEL £T,

2. THOYREREEISa YT NAT—REEELTTHIY b EERLET, TOT7HT > MiE. Splunk
BEICHEBERRE T 71IILOEBICERAINhE T,

Configuration

Account setup v ~

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME PASSWORD * CONFIRM PASSWORD *

Reset Password

Observability platform setup for Splunk e

Select data events for export S/ N

3. ] #oUwo LEF, Citrix Analytics for Performance i, 2—%—%&. ;KX k. Kafka rE v o8,
TIN—TRZBREOEROFAEER L F9, % IE—L T, LUEDOFIET Splunk @i Citrix Analytics
TRADEEET BBRICERILTTLIET W,
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*

CNSDOBRISHBEBRTH B D, REVBMICHREITIHLENHDEY,

Account setup . s

Observability platform setup for Splunk V4 ~

Step 2: Download and install the Citrix Analytics Add-on for Splunk
For detailed instructions, see the Splunk integration documentation

Step 3 : Configure Citrix Analytics Add-on with the following configuration in the Splunk environment > Add Data page

Select data events for export v

Splunk OF TH—NEUT1 TSy b Tx—LDEY TV
Splunk @i Citrix Analytics 7 RA >4 O—-RLTA YR =TS

P

COT7FIVIFTLE2I—hRTT,

Splunk @+ Citrix Analytics 7 R+ > % B $ % &. Splunk Enterprise 0 &% . Citrix Analytics for
Performance h5IREI NN T+ —I VAT —2ERRTEF £, F7. Citrix Analytics for Performance
MoREShET—42%. Splunk ICREINTVWBMOT—2Y —ADT—R2 L BEEMIFZLHTEET, 0D
MHERRICED. EROYV—IADSONT =XV RAZ28R/UL. ®RET7TVTr—23> 7RI by FIREBOER
RENTF#—XVRAZALTEZDOHEEEHBLZ LN TEET,

1. Splunk 7 #7—4& % 7#=i& Splunk RZ> R 7OVEREBICOJ AV LET,

2. Splunk A Citrix Analytics 7 kK # > %14 > X b—JL g 3 ICid. Splunkbase 547> 00— K F 57hH.
Splunk A 51> b—ILLET o

Splunkbase "5 7 7U% 1> X b—ILT 3
1. Splunk A Citrix Analytics 7 R > 7 71 )L&#4 o >O—-R LT,
2. SplunkWeb F—LR—=I T [7FV] OBICHZWETAI>EI ) v I LET,
3NITFANDSTIVEAVR =] ZIUYILET,

4, Ao>O—RLETZ7ALERL. [Ty FO-R] 2OV I LET,
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XE

e WA= a3 YD T7 RAVEFEALTVWBRIESIR. [7TVDT7 v FIL—R]| ZERLTEESL
F7,

« Citrix Analytics Splunk for Splunk % 2.0.0 K DEION—3 oW BTy 7T L—RT 38
BlE. PRAVAVA =T #IE—D /bin 7 #INE—RICHBZUTDT 71ILE T AILE—
ZHIBR L. Splunk Forwarder £7z1& Splunk X4 > R 7O0VIREBZBREHNTIHELNHD £7,

cd
rm
rm
rm
rm
rm

$SPLUNK_HOMES /etc/apps/TA_CTXS_AS/bin
-rf splunklib

-rf mac

-rf linux_x64

CARoot.pem

certificate.pem

5, PFZUNR[FFTUV] VR MIRREINTWBR 2B LET,

Splunk AL 57U VX b—ILT 3

1. Splunk Web R—LR—Ih5, [+ ZOMO T TUEBRR]| 2V Vv I LET,

2. [Foo7 7)) D8E] XR—27T. [Splunk] @ [Citrix Analytics 7 B+ >] #BREL XY,

3. FIUDHEICHZ [TV A =] 22Uy I LET,

4. FIUD [TV VI MIRRINTVWB 2B LET,

F—A2EHEBICEEMITRHDA VTV IREY =R P21 TDERE

1. 77U%AYRb=ILLIES. [SIKERE] 20V v I LET,

(@ Install successful

App setup required

You must set up your new app before you can use it.

2. RDUVITUZANNDLET,

+ Citrix Analytics for Performance 07 —4h"REINZ 1> T Y IREY —RE1 T,

=

nsnux)EiE Splunk @mir Citrix Analytics 7 RA > TIEETN TV RELRLTH S
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BEBDET,

L

2L <&, TSplunk @is Citrix Analytics 7 RA > D1 28R LTS

« F—4% Citrix Analytics for Performance t #BEI €71 V\\1 > F v I R,

Citrix Analytics App for Splunk configuration

To configure the *Citrix Analytics App for Splunk® app please provide the following two basic searches.

Enter query to search Citrix Analytics evants:

Index=<define your Index> sourcelpE=5as. SIEM. SONaUMES ]

Enter query to search events fo correlate with Citrix Analytics events:

index=<define your index>

3. [7FVoEy Ty TERET]ZVUY I LT, BlERTLET,

Finish App Setup

Splunk @7 Citrix Analytics 7 k4> D®RE Citrix Analytics for Performance hM2#t 9 2 R D% &
LT, Splunk @it Citrix Analytics 7 R A >z L £3, 7RAUHNERICHERINS . Splunk (& Citrix
Analytics for Performance 501> b DMIBEFIAL £ T,

1. Splunk dR—LR—I T, [8E]> [F—2 ] OIEICERL £ 7,

Messages v Settings ~

Activity = Help = Find

Add Data

4

Manitoring

Console

KNOWLEDGE

Searches, reports, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Advanced search

All configurations

SYSTEM

Server settings
Server controls
Instrumentation

Licensing

DATA

Forwarding and receiving

Indexes
Report acceleration summaries
Virtual indexes

Source types

DISTRIBUTED ENVIRONMENT
Indexer clustering
Forwarder management

Distributed search

USERS AND AUTHENTICATION

Access controls

2. [B—ALANA] €02 3>, [Citrix Analytics 7 R4 2] #00w o LET,
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Local inputs
Type Inputs Actions

Files & Directories 5] + Add new

Index a local file or monitor an entire directory.

HTTP Event Collector a + Add new
Receive data over HTTP or HTTPS.

TCpP o] + Add new
Listen on a TCP port for incoming data, e.g. syslog

ubp 0 + Add new
Listen on a UDP port for incoming data, e.q. syslog.

Scripts 5 + Add new
Run custom scripts to collect or generate more data.

o] + Add new
nable data inputs for Citrix Analytics

3. [New] 20Uy o L&Y,

Settings v Activity  Helpv | Find

Citrix Analytics Add-on
Data inputs » Citrix Analytics Add-on

25 per page ~

ere are no configurations of this type. Click the "New" button to create a new configuration.

4, [F—2niEmMm] *R—J T, Citrix Analytics Bl 7 7 1 JLICSEHI N TV BHMAEANDLE T,

Messages ~ Settings * Activity » Help ~ Find

Add Data < Back
Select Source Done
Files & Directories
Upload a file, index a local file, or monitor an entire directory
Name
Name for this Citrix Analytics input.
TP or
User name
User name provided during Citrix Analytics configuration
Password
Scripts Password provid during Citrix Analytics configuration
Get data from any API, service, or database with a script

Canfirm password

Citrix Analytics Add-on
- Host(s)
Enable data inputs for Citrix Analytics =
Combination of three host
provided in the Citrix Analy

ports mma separated)
onfiguration file.

Topic name

Topic name provided in the Citrix Analytic

Group name

Group name provided in the Citrix Analytics configuration file

D 1g mode
Enable/Disable debug mode for modular input

5, FT7AILIREEHDAEZIIAXITRICIE. [FARE]| 27V v ILTT—ENNERELET, HED
Splunk 1 >F v IR, RRAME, V—REA1TZEETITET,
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splunk>enterprise Apps ~ Messages v Settings v Activity ~ Help = Find

Add Data D -

Select Source Done

Files & Directories . . .
opic name provided in the Citrix Analytics configuration file
Upload a file, index a local file, or moniter an entire directory.

Group name

HTTP Event Collector

Configure tokens that clients can use to send data over HTTP or Group name provided

1 the Citrix Analytics configuration file

Debug mode
Enable/Disable debug mode for modular input

Interval

Scripts
Get data from any AP, service, or database with a seript How often to run the script (in seconds). Defaults to 60 seconds.

Source type
Citrix Analytics Add-on

Enable data inputs for Citrix Analytics

Tell Splunk what kind of data
of the same type
you can specify

vith other data
omatically, but

Set the source type Automatic

utomatic, Splunk classifi
cally, and gives unknown sourcetypes

Host

Host field value

Index
Set the destination index for this source

ndex default

6. kA1l 20w o LE Y, CitrixAnalytics 7—2 N HhUER SN Splunk A Citrix Analytics 7 k4 > h*
ERICHEEINELT,

IVRR—=bIBT—FARY +ER
COtITavIiciE. FTHF—NEVT TSy RT3 —LICTVAR—rENBT—2DN—EBRRINET, v

VeI VDT—RY —ADBITIRR—FTBRAANYNEBIRTEET, COBIRRNEELEFITRE. IIX
R—brENET—RICRMEINBZ EFTICRAT2BEAIMDD FT,

Splunk TrRY +%=ERTZH%E

7 RA>EERT S . Splunk i& Citrix Analytics for Performance 5 /X7 =Y XAF—R A R> b DB
BEBBLET. RELLT—ZANICESVT. Splunk REAY RTHEBD IR FOBREEZRIBTIE T,
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Select data events for export

@Sessmn

Sessions Enabled @ .
Sessions
Select Sessions events for export. Learn more ]
Event Type

Machines Enabled @

REERIFROEZATRRINE T,

New Search
index=main
v 733 events (19/02/2023 11:30:00.000 to 20/02/2023 12:17:19.000)  No Event Sampling ¥
Events (733) Patterns Statistics Visualization
Format Timeline v — Zoom Out
s [ N I N R N N I S N ———
List v # Format 20 Per Page v
< Hide Fields i= All Fields i Time Event
> 20/02/2023 { [-]
SELECTED FIELDS
host 1 12:01:00.000 authenticationDuration: 0.109
a hos
authenticationScore: 0
a source 1 ) )
" 1 brokeringDuration: 0.2
a sourcetype
P brokeringScore: @
capacityFailureCount: @
INTERESTING FIELDS
) . cas_consumer_debug_details: { [+]
# activeSessionCount 1
: 3}
a agentVersion 2 . . .
. clientConnectionFailureCount: @
# cas_consumer_debug_details.enque ) . A
communicationFailureCount: 0
ued_timestamp 100+ . . .
X configurationFailureCount: @
# cas_consumer_debug_details.offset
dcLatency: @
100+
# deb detail it dcLatencyScore: @
cas_consumer_debug_details.partiti
; - 9 P deliveryGroupId: 3c58a453-aa6d-4d3b-b411-41c59f7879fc
en deliveryGroupName: DGN
a catalogld 3 . .
talogN 3 endpoint0S: Macintosh
¢ cataloghiame endpointReceiverVersion: 20.8.0.3
# date_hour 24
# date_mday 2 eventType
# date_minute 8
a date_month 1 2 Values, 100% of events Selected | Yes No
# date_second 1
a date_wday 2 Reports
# date_year 1 Top values Top values by time Rare values
# date_zone 1 Events with this field
a deliveryGroupld 7
a deliveryGroupName 6 Values Count %
# downTime 2
a eventType 2 Machine 693 94.543% [ ]
a hostedMachineName 3 Session 40 5.457% |
a hostingServerName 3
a hypervisorld 3 T
icaRttScore: 0
a_hunansiearNama 2
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Tty a oRBFUEIBOLY S 3 VERITLTVWSAIYI YOUR M ERTT 6

| Ssearch & Reporting

New search Save As v Create Table View Close
index=prod@ eventType=Session icaRttScore > 8 AND icaRttScore < 18 | stats count by machineName| | Last 24 hours v n
+ 40 events (15/03/2023 10:30:00.000 to 16/03/2023 10:46:31.000) No Event Sampling v Job v o & 4 * Smart Mode v
Events Patterns Statistics (16) Visualization
20 Per Page v # Format Preview
.
s
:
,
.
:
,
5
,
,
3
8
:
,
.
,
TN —
ctws ZRTY B
KLty a>vaERR 0:
New Search Save As v Create Table View Close
index=prodd eventType=Session failureCount > @ | stats count by deliveryGroupName Last 24 hours v n
116 events (15/03/2023 10:30:00.000 to 16/03/2023 10:41:09.000) No Event Sampling v Job v o & 4 * Smart Mode v
Events Patterns Statistics (5) Visualization
20 Per Page v # Formal it Preview
deliveryGroupName = ’ count s 4
w
3
,
8
‘

F—AHROHMICOVWTIE. IO VAIRY FOT—4BE ¢ [ty arvaAy boF—421EE](/]ja-
jp/performance-analytics/data-export/data-structure-sessions.html); #8EBL TSI L,

Splunk SADHM OV TIE. RO U EBBLT LI,

« Citrix Analytics & Splunk @
+ Splunk o Citrix Analytics 7 k= >ht Splunkbase (2B L1

Splunk @7 Citrix 7+ UF 4 VRT7RA>D ST a—F« 2T

Splunk #vw > 2 R— RICF—ahRRINAEWVESE®. Splunk @i Citrix Analytics Add-on D& EHICE-ED
RELIBEIR. TNV IFIEERITLTHEERRL TSIV, 3#L <&, TSplunk A Citrix Analytics 7 k%
VOERICEYT 2R 2BRLTIREIL,

p3

< CAS-PM-Ext@cloud.com >Splunk o#&. Splunk AOF—2DIT U RR— AT EHHR— k. Fic

E7 14— RNy IDRBIZOVTIE. BEWVWEHELLIEIL,
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Elasticsearch r > 574 L—> 3>

April 12,2024
E:

CAS-PM-Ext@cloud.comElasticsearch o4&,

Elasticsearch AOF—2 DT U RR— MICEAT 357K
—FDVIITRAM FIETa—RNYIDRHEIZOVTIE. BEAVWEDHLELLETL,

Logstash T~ > %R L T, Citrix Analytics for Performance % Elasticsearch £ & TE %9, CO#HE
IZ& D 2A—H—nF—4% Citrix IT BEH 5 Elasticsearch Ic T ZR— + L TEEMIF. BBOEFa )T

FEHICOVWTEDARWARZFZCHTERT,

BEDHNRE AT —NEVT TSy T —LICRETNINEBT—2OBEICOVTHLLIIE. [F—2T7 X

R—h1 Z2BBLTIRETEL,

b=t

o LARCLDHL1DDT—2Y —ADT—HMBEEMICL £ 9. ZhiZ & b. Citrix Analytics for Performance
7' Elasticsearch 0#& 7O R ZBIATI 3L SICHD X T,

e XY RT—UDHFAUIMIRDOIY RRAY D HD e 2HRBLET,

IVERRAV K KEU—2ar

casnb-0.citrix.
com:9094

Kafka 7O0—Hh—

casnb-1.citrix.
com:9094

casnb-2.citrix.
com:9094

casnb-3.citrix.
com:9094

Elasticsearch ¥ 0&a

N pER=Y b
casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

TOTRKEHER) -V 3

\

casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094
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Account setup v ~

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME PASSWORD * CONFIRM PASSWORD *

s

3. RRT—RHBROEZBEF/ L TVWE e EBBLET,

Password must :
« Be 6 to 32 characters long.

« Contain at least one upper case and one
lower case letter.

» Contain at least one number.

Contain at least one of these allowed

special characters _@#S%a&*.

Mot contain spaces.

4. [Configure] %2 1)w o LT Logstash REZ7 71 ILEERL £7,
Step 2 : Download the necessary configuration files for Elasticsearch

<, Download the Logstash configuration file

&, Download kafka.client.truststore.jks file

5. AT —NEUTFc TSy bT74—Lto>a>h5 TElasticSearch | 2 7%&RL. BET 71 I)IL%24
o>O—RkRLZET:

+ Logstash #5{ 7 7 1 JL:Logstash ¥ — 2 UN&E T > 2 > %= A L T Citrix Analytics for Perfor-
mance H'5 Elasticsearch I/ XY 2R ET3HDERT—2 (ANEI>a>v. T1lla—+
vav, Hhtos>ay) HEEFNTVWET, Logstash ORET 71 ILIEBEIC DL TIE. Logstash
DRFIXYFESRBRLTIIETL,

« JKS 771 )L:SSL #&GIc R BRIEAEN R ENE T
i

INS5DT 7AILICIIERBERDEENTVET, REBHAICEREL TIIET W,
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Observability platform setup A

A configure one Data Export service at a time. If you configure multiple Data Export services simultaneously, you might face
configuration issues.

Splunk Elasticsearch

Step 2 : Download the necessary configuration files for Elasticsearch

<, Download the Logstash configuration file

&, Download kafka.client.truststore jks file

Step 3: Configure Logstash

1. Install Logstash on a Linux or a Windows host machine or use an existing Logstash instance.

2. On the Logstash configuration file, add your

ord and truststore location in the input section. Add the Elasticsearch host or cluster address in the output section of the file.

3. If you have used a Linux host machine to install Logstash, place the kafka.client.truststore.jks file in the /etc/logstash/ssl/directory and place the Logstash configuration file in the
Jetc/logstash/config/ directory

4. If you have used a V vs host machine to install Logstash, place the kafka.client.truststore.jks file and the Logstash configuration file in the C:\logstash-7.xx.x\config folder.

5. Restart Logstash to send the processed data from Citrix Analytics to Elasticsearch,

For detailed instructions, see the E 1 integration doct ion (4

6. Logstash #:EL £7,

a) Linux £7:1Z Windows X k> >iC Logstashz 1 > X k—ILL 7, BEED Logstash ¥ > X4
VREFERTEEDHTEIET,

b) Logstash 1 > X r—JLLFc AR bR YT RO T 7 AN EELIETA LI MIICERELE T,

KA VBT TrAILE T4 LI RINZR

Linux CAS_Elasticsearch_LogStash_Confdebeanfigty 77— RPM /Xw
—JOBE:
/etc/logstash/conf.d/
zZip B&Utargz 7—H1 I 015
&:{ extract.path } /
config

kafka.client.truststore.jks Debian /X\w 4 —2 ¢ RPM /Xy

—J0iga:
/etc/logstash/ssl/
Zip B&ttargz 7—H17 D%

Py
=.

{ extract.path } /ssl
Windows CAS_Elasticsearch_LogStash_Config.ddrdigstash-7. xx. x\
config

kafka.client.truststore.jks

Logstash 1 YR b= X\w 7 —JDF 7L bDT 1 LY FUBEICDOWTIE, Logstashd k2
AV bEBRLTLLRETL,
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c) Logstash BE7 71 ILEBS. ROBREEZITVET:
i. 771D input o> avic. ROBHRENALET:

o XRT—R: BT 71 I x2%ET 3 7-0IC Citrix Analytics for Performance TfEm L 7=
THOYEDODNRT— R,

e SSL S X MR MTFOIFZASSL Y A4 T2 MEEBBEDIF, ChiE. R RTI VD
kafka.client.truststore.jks 7 7 1 LDBFRT T,

input {
kafka {
bootstrap_servers => "
topics => [ 1
group_id =>
session_timeout_ms => 60000
auto_offset_reset => "earliest”
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ss1_endpoint_identification_algorithm => "*
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username=" * passuord="<your passwords';"
ss1_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

ii. Z71IoHEAEI > avic. Elasticsearch BARITETNTVWBRRIA NIV EIETISIEZ—D

TRLRZANALEY,
J

}
output {
elasticsearch {
hosts => ["<your logstash host : port>"]
index => "citrixanalytics-%{+YYYY.MM.dd}"
}
}

d) AR b EBEEHL T, LUEBEAHDT—42% Citrix Analytics for Performance »* 5 Elastic-
search IZZfEL 9,

WM T L7z5. Elasticsearch T Citrix Analytics ¥ —4 %2 RRTE3 e 2BRBLF T,

OJX&Zv aikE

Logstash #ma 1> 7I)Lig. Citrix Analytics for Performance R—h 545> O0—-RTEF£T,

MTFIE. #ftchTwa > 7L Kibana 4y > aR— REHR— ~TE3 Logstash /X1 751 VEED/NI AN
YI—->3>TY:
filter {
json {
source => "message"
remove_field => ["message'"]

}

date {
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match => [ "timestamp", "IS08601", "yyyy-MM-dd HH:mm:ss" ]
target => "@timestamp"

}

filter {
mutate {

copy => ["eventType", "[@metadata][eventTypeIndex]"]
}

filter {
mutate {

lowercase => ["[@metadata][eventTypeIndex]"]

}

output {
elasticsearch {

hosts => ["<your logstash host : port>"]
index => "citrixanalytics-%
[@metadata] [eventTypeIndex] }

-0z
70

+YYYY.MM.dd }

}
}

<!--NeedCopy-->
LFIOREICEIVT, eventType Llogstash g7+ —ILREFERLTEY S I VAR FEII VARV M E
DEEL. 1V TV IREDHELES,

Citrix Analytics R—=I 54> O—RLET 7AW MER T 7LD 1T )LE2—) Eo>a>e THAI €2
2 avEFRORBICEZFMZ T, Logstash —E X2 BESHTIT £,
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Kibana %> aR—RH>FIL

Citrix MRt g 24 > 7L Kibana 4y > a2 R—REA VR— b TIET, CHICBUTHEENET,

« XRUYIR
. BALFr—h
c LYY AYEAYTTRANTIFYDOTLX MIICET 3 EOMOER R K.

Ay aR—REER (JSON 771JL) &, Citrix Analytics DF T > O0—RR—=IHSH4 TV O—RTIET,

2w aR—RI770ILiE. Elasticsearch 2SR &F/HIZTVE2—TFSAXT7HI Y rowsnhs o Kibana 1>
RBAVRNAVR—FTEET,

Ay aR—REA1VR—~F3HIC. Logstash. Elasticsearch. Kibana d& 1> 242> X%ZEL<REL.
citrixanalyticsKibana 1 >Fyv I RBER—JSTA VTV IRERRTEZEERBLTLLIET WL,

Ay aR—REBRT—2E2—%21 Y R-FFT3ICIE. ROFIEEZRITLET:

1. [BE]>[REEHFA TV M ICBEILET,

2. [1YR=FZoVw I LT BESNEHBT 7 1ILICEEFNZRMBINNdjsonT 7MIILEBIRL &
ERS

3. A7 avT[SVHLID THRA IV U F2ER] 2 EBIRTST £ 9,

4. [1VR=F] 20Uy ILET,

BIDZXTYTZRTIBE. ROMICRT &SI, MILKREFESNLL4 DDA TPV b ERRTEEY !

Type Title Tags Spaces Last updated -l Actions
B Infrastructure metrics - 19 hours ago
= Performance metrics - 20 hours ago
&  CASP-session-data-view . 20 hours ago
& CASP-machine-data-view . February 1, 2024

TFT—AEa—E4d v aR— RORBEKICE > TBEIN. fIRD Logstash RETERI N1 VT v I RESH
LTWET, FyPaR—RZRACIEHTIZLEDNHBDEY. UTRY > TFINI YD aRm—FTY:
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@ elastic

Dashboards  Performance metrics

= @ QU Filter your data using KQL syntax

Site  Any ~ Delivery Group  Exists

Session count by state
Total Users

337

Total Sessions
350

991

Users and Sessions.

User and session counts

00
250
00
200
150
® Unique count of
a00 userld keyword -
250 ® Unique count of a0
i sessionKey.keyw
200 o 100
150 200
100 0
50
o o o

Full screen

Session count by protocol

HOX

1,000

s lewn 7n o lomn Active Terminatea Disconnected Console ROP
February 2024
Time A Session state Session state
1
Session count by delivery group Session count by endpoint country Session count by Endpoint 0S
350 250 a0
00
250
200
250
200
150
200
150
150
00
100
00
Y
) I )
o -_—— ° ..--__ — o .-———
cuacua CoRE Remole PC - Singapore United States China Australia Canada Windows temty) Anchoid ios
Delivery group Country Endpoint 05
Max/ Avg Session Logon Duration Max/Avg Session Responsiveness (ICARTT)
200 00 B
© Average of ® Average of icaRtt
] legonDuration ® 95th percentile
g @ 95th percentlle 3 of icait
P of logonDuration g 0
2 £
£ =
H £
2 £
g )
H
2 -  — — H
B 8
2 w0 2 100
g &
8
&
0
sin m ) &n atn s in n am o
February 2024 February 2024
Time Time
95 Percentile Session Logon Duration breakdown
200
@ 95th percentile
— of
2 Duration
2 ® 95t percentile
g of
T w0 brokeringDura-
3 tion
- ® 95th percentile
£ o /\ of gpoDuration
3 ® 95th percentile
of
hdxConnec-
12001800 l00:00 0500 1200 500 2000 0500 200 00 [00:00 0800 200 800 l00:00 0500 1200 tionDuration
February 5, 2024 February 6, 2024 February 7,202 February 8, 2024 February 9, 2024
. ® 95th percentile
Time of B
Failures by failure type Failures by Delivery Group
0 200
None H None H
Client Client
Connection Connection
60 " 150
Failure _— Failure
" ® Machine H @ ® Machine H
5 Failure H Failure
3 w0 § w
g ® No Capacity H ® No Capacity
© Available @ — Available
1 1
'Y | 1
a e, w1 N | o I
n 6in 7 an oin Remote PC - London Ramole PC - MiamiLABs  CVDIBUR CVAD Development
February 2024
Time Delivery Group
i by ¥ Group 95 Delivery Group
a00 s00
H
3 5 a0
£ g
2 £
3 £ a0
3 &
2 w0 z
& g o
2 H
5 7
5w H
8 & o
8
. .. .
Remote PC - Miami Remote PC - Singapere LABS Remole PC - Miami LABS Ramote PC - San Jose CVDIMIAZ OF W10 Development  Remote PC - Singapore LABS Remote PC - San Jose Remote PC - Miari LABS

Delivery Group

Delivery Group
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elastic

= @ oostvoords  inastucwremetics v Full screen

= @ | Q Filter your data using KQL syntax

site  Any ~  Delivery Group  Any v
Machine status Machine count by 0S Machine count by Provisioning type
® Unregistered  § 200 200
Total Machines ® Active H
® Ready for H 250 250
Use
® Failed H
N 200 200
® Mantenance 2
Other H H H
E w0 £ w
5 5
H H
H H
100 100
s0 50
o — 0 . —
Windows 10 Windows 2019 Windows 1 Windows 2016 Manual VS Unknown  MCS
Machine 08 Provisioning type
.
Machine count by status Machine count by Agent version
200 . R
o : s _
® Unregistered 3
o : b _
= ® ReadyforU.. %
o e I _
2 Other H
£
-
H - e _
H
H
2
2 230800120
50 s
H
£ 20s00m20 -
&
] :
3 § H g ] ¥ H ] 3
kL H 8 H 2 § i
3z 2 2 & 3 | 8 g 2 H
£ ) o 2 B ;3/ < s ‘; 3 23030067
3 Q 3 7 e s s H £ B
: H g B 5 E £ ] 3 g
) 2 a & 2 & ° = L] s
B e H g : : E : 8 e |
3 ] g H < 2 H g g
H z 5 H ] E: H
5 H H = g o
& a g g 2
s H z 19001023058 .
3 2 3 £
© ]
© ° 8 = 2 g
Delivery Groups
¥ Group: Machines
Max / Avg CPU Utilization Max [ Avg Memory Consumption
” ! @ Average of o @ Average of
: perceniCpu —t—— | memoncen
o i ® 95th percentile sumptionPercent
! of percentCpu - ® 95th percentile
50 : = of
H i H memoryCon-
< ' 2 s sumptionPercent
£ w : £ P
z : £
2 ' £
ER : S a0
> ; Y
2 H —_—
o ,
2 E
=
20
10
———— AT
sm lon 7in an an s lon n ain o
February 2020 Fabruary 2028
Time Time
Max / Avg CPU Utilization by Delivery Group Max / Avg Memory Consumption by Delivery Group
60 100
® Average of per... ® Average of me...
o ® 95th percentlle... ® 95th percentie...
- g v
B €
£ w0
: £
S 60
E
I -
H H
H
8
2 E
S H
5
- L J
o
2 w o = o = s 3 o J =i
s § 5 g Z g 3 3 s g sz s R T
g < z g g g 5 £ ° g kS g kL ] £ s b H
= e s s < ﬁ - @ - s = c = =] & =]
£ g H H = FH 2 . - H 4 : & - 2 £ 8
g H : 8 & 8 H 2 g E @ 3 H o 3 3 g
7 s Q g e 2 H P ] 5 5 : 9 8 g g 2 S
2 P = 3 e € a s ) < e £ = 5 g
g 2 o o s £ < a B = £
= ] = & s = . P g = H
a £ = 3 & o] ) E = s o
E s g £ 3 g 2 &8 €
e} 2 2 H H g
= “ S 5 =
g © < g
3 3
Delivery Group Delivery Group

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112



Citrix Analytics for Performance

TRV EIEFTICT B

Citrix Analytics for Performance W& E 7 7 1 L = ##9 % L. Elasticsearch 0 7 —Z&ENBEHMICAD F

ER

Citrix Analytics for X7 =< > 2Hh5DF— 2R EEFILET BIC1E:

1 [BE]>[** 7—2TO0XR—r]"™ ICBEILET,

2. FOWREVEATICLTCT—REEEENICLET, TIAINETIE. T—RERIEIEICEMCE>TULE

ER

Apache Kafka REST APIs  Preview

Data Export On

Account setup

Observability platform setup

A configure one Data Export service at a time. If you configure multiple Data Export services simultaneously, you might face
configuration issues.

Splunk Elasticsearch

Step 2: Download and install the Citrix Analytics Add-on for Splunk
For detailed instructions, see the Splunk integration documentation.

Step 3: Configure Citrix Analytics Add-on with the following configuration in the Splunk environment > Add Data page

Username: splunkAdmin_performance_GunaDir
Host(s)
Topic name:
Group name: spl

094,casnb-3.citrix.com:9094

3. BRBADEEYA Y RUDNRRINET, [T—2EBEEEATILTB]| 20UV I LTEETITAET 127

IELET,

A Are you sure you want to turn off data transmission
for SIEM?

This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.

Cancel ( Turn off data transmission )

TREREBEGMCTBICIE. MIILREVEFUICLET,
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Grafana #3&

April 12,2024

pE

< CAS-PM-Ext@cloud.com >Grafana #&. Grafana AOTF—2DIT I AR— b, FlldT74—RNv Y
DRPICATZIZEFVIII LT BICIE. BELEDE LTV,

PromtailZ—> x> baERL T, Citrix Analytics for Performance % Grafana t#i&TE %9, COHKAE
IZ&D. EyvoarveaYIS5RA S 0FvDF—42% Citrix ITIREHD 5 Grafana iIcT o XK — ~ L TEENITS
CEDTETEY, ey BBOEF 2V T FHICOVTEIDRVAREZR/EZEHTETEY,

UTOFHAICOWVWTIE, T2V RK—+) #BBLTLIETL:

¢« MEDXU Y b

s ATH—NEUTA TSy T3 —LICEEINBZNIBEHT—2DEAT

AR

s DBCEH 1 DDT—EY—ROT—HUBEEMCLET, Zhid. Citrix Analytics for Performance
M Grafana HETO L X2 HBT2DICKRIE T,

e XY RT—UDFAUIMIRODIY RRAY HHZ 2B LET,

TYRBA YN L =DEDED

Kafka 7O0—Hh—
com:9094

casnb-1l.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com:9094

Grafana t 0#%4&

casnb-0.citrix.

YN PER=Y: b
casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

TOTREFBEHI -V 3

\/

casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094

ROT7—FF7FvMiL. Citrix Analytics for Performance »'5 Grafana # 7% —NEUF 1 75y b T3 —L4

ADT—2T7O-ZHBLTVET:
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Citrix Cloud

Citrix Analytics

Tenant 1 topic

Tenant 2 topic

Tenant N topic

Customer Environment
(On-premises and cloud)

{y Promtail
Agent

\ Grafana
Loki

H

ﬁ Grafana

T—RIVRAR—+THIVbOEY T YT

1.
2.

3. NRT=RPROFHEF L TVWB I ZRELET,

[BE]>[** T—2TIXR—F]"* ICBEBLET,

THAODYEEELIS 3T A—H—RBENXT—REZRELTT7HIO VM E2ERLET, COT7 ATV
g BAICKELAPromtai IRE7 7ML THEAINET,

Account setup

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME

splunkAdmin

Password must :
+ Be 6 to 32 characters long.

PASSWORD *

= Contain at least one upper case and one

lower case letter.
Contain at least one number.

special characters _@#5%&"
Mot contain spaces.

Contain at least one of these allowed

CONFIRM PASSWORD *

Reset Password
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Promtail &%

Promtailid. O—AILOJORBE SS51~R—rGrafana Loki+4>24&> X %#id Grafana Cloud (2i%
5935T—Yx> hTY, Docker. Helm. apt ZERAL TPromtail AgentZz1>ZXr—ILg3lrH. F
BTAYAP—ILTBIEHTITET,

Z7OLT =)L YAML 7 7 1)L (@% & configyaml t Bigh & ¥9) TREINE T, 2D YAML 7 71 JLICid.
Promtail 4 —N\—ICET 31ER. MNBORESM. $LU0T7 76O 5#BET3AENEENTVED,

BRI, Citrix Analytics for Performance oL O— R%&FIB T 370D R L1 TH#EROY > FILPromtailT
ER

scrape_configs:
- job_name: kafka
kafka:
brokers:
- [Citrix Analytics Kafka brokerl]
- [Citrix Analytics Kafka broker2]

topics:

- [Citrix Analytics for Performance Kafka topic]
group_id: [Citrix Analytics Kafka group ID]
authentication:

type: sasl

sasl_config:

mechanism: SCRAM-SHA-256
user: [Citrix Analytics Kafka account username]
password: [Citrix Analytics Kafka account password]
ca_file: [Path to the Citrix Analytics certificate file (.pem)]
use_tls: true
insecure_skip_verify: true
labels:
job: kafka_casp
relabel_configs:
- action: replace
source_labels:
- __meta_kafka_topic
target_Tlabel: topic
pipeline_stages:
- match:
selector: '{
job = "kafka_casp" }
|= "sessionKey"'
stages:
- json:
expressions:
eventType: eventType
siteName: siteName
deliveryGroupName: deliveryGroupName
protocol: protocol
timestamp: timestamp
- timestamp:
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source: timestamp
format: 2006-01-02T15:04:05Z
- labels:
eventType:
siteName:
deliveryGroupName:
protocol:
- match:
selector: '{
job = "kafka_casp" }
I= "sessionKey"'
stages:
- json:
expressions:
eventType: eventType
siteName: siteName
deliveryGroupName: deliveryGroupName
machineName: machineName
timestamp: timestamp
- timestamp:
source: timestamp
format: 2006-01-02 15:04:05
- labels:
eventType:
siteName:
deliveryGroupName:
machineName:

<!--NeedCopy-->
LR OERICETWVWT. Promtai lid Citrix Analytics 70— —IZ#&#t L. Citrix Analytics for Performance
LO—REFERALET. MAINB Kafka fEYZICIF. £y aryLd—ReIPYLO-RHBEENET,

Promtailig. eventTypeZ RILZFERAL Ty > a > eIy 0O#FBEZ 28 L £9H. siteName
deliveryGroupNameBREDSARILBHEBMLET, IRV EDEALREZYTT 14— L RORBIFI N,
LoKTIZRETN TV RO DREFBEN LEIINET,

BRDRETEBRINTVWARBEE Y7 7MLk, XROFIEZEBLTHYVO—RTEET:
1. Citrix Analytics >R E>F—2 TV AR— > X2 U T ICBBILET,
2. SIEMERERERT>Z 0w I L. T2 77> 3>z BRLET,

3. PEM 77145 >O0—RLT, PromtailI—Yz Y b ERRA TRV RATLICRELET,
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o

Summary  Gonfiguration
& View Data Export Quick Guide

Account Setup

SIEM Environment Setup

Step 3-Choose one SIEM environment

Step4 -Prepare to integrate with other solutions that use the Logstash event pipeline

i the Logstash configuration file and kafka.client. truststore.jks file.

Grafana 4w aR—RHY> 7L

Citrix BRI 3> 7LD Grafana # v > 2 R—REAVR—FTEET, CNSIIUTHEENET:

« XRUyHR
. B LFv—b
c EYYAVEAYTTRANTIFYOTLX MUICET 3 ZOMOERILIEE K,

Ay aR—RESE (JSON 77)L) &, Citrix Analytics AT v O— RR=INBEHTVO—RTEFET,

AywarR—RI 74 I)L% Grafana 1 > X 42> RIC Grafana 7S RE1IBIVE—FSAXTHIY M1 VR
—FTEET,

Ay aR—REAVR— b3 3E0C. Grafana TLoOK1TF—42Y —XAELLKBESNTVWE e #BEL TR
TV, v aR—RO0VR—rRIZ, Lok T—42Y —XBFEIRTBZLSICROSNET, dvaR—REA
YiRk—bd 3L, Grafana TH v a2 R—RERRTEE T,

LTS FINA Yy 2 R—RTY:
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Home > Dashboards > Perfo A PAIE )

Job Name Allv | Delivery G

kafka_casp v
Total Users Total Sessions

State

Disconnected

Users and Sessions (HDX only) Active

200 /\ﬁJ J\[\F\/‘\/\'\f Pz
100

09:00
= Users

12:00

= Sessions

15:00 18:00 00:00 03:00

Session count by delivery group Session count by country

Remote PC - Miami LABs

CVD\BUR CVAD Development United States

Unknown
Remote PC - London

United Kingdom

Remote PC - Singapore
I India

Remote PC - Singapore LABs Greece
Remote PC - San Jose China
SVD\MIA2 DF W10 Development Australia
Remote PC - Miami Ukraine
Poland
Sessions Japan

Session failures by failure code

09:00 10:00 11:00  12:00 17:00

= Connection timeout == VDA not functional

13:00  14:00 1500  16:00 18:00  19:00

Session failures by failure code and reason

VDA not functional Connection timeout

None == Machine Failure

Max / Avg Session Logon Duration

5mins | |

3.33 mins

1,67 mins

—

10:00 12:00 14:00 16:00 18:00
= MaxLogon Duration == Average Logon Duration

20:00 22:00 00:00 02:00 04:00 06:00

Avg Session Logon Duration breakdown

1min

Session count by state

20:00

Session count by protocol
Sessions
120

80

RDP

Sessions

Session count by Endpoint OS

Windows
Unknown
Macintosh
HTMLS
Unix / Linux
i0s

MAC

21:00 22:00 2300 00:00 01:00 0200 0300 04:00 0500 06:00 07:00

Session failures by failure code and delivery group

Remote PG - Singapore LABS |: 2
Remote PC - Miami LABs NN 2

o 7 2 El 7 s 6

= VDA not functional == Connection timeout

Max / Avg Session Responsiveness (ICARTT)

1min

10:00 12:00 14:00
= Max ICARTT == Average ICARTT

16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

Console

08:0

08:0

09:00 10:00 11:00 12:00 13:00 14:00
= Authentication == Brokering == VM Start = Profile Load

15:00  16:00
HDX Connection

17:00  18:00  19:00

Avg Logon Duration by Delivery Group
Remote PC - Singapore .

Remote PC - Singapore LABs
Remote PC - San Jose

Remote PC - Miami LABs

Remote PC - London

CVD\MIA2 DF W10 Development

CVD\BUR CVAD Development

0s 1.25 mins 2,50 mins 3.75 mins

= Logon Duration

Avg Session Responsiveness by Delivery Group

Remote PC - Singapore LABs |

Remote PC - Singapore

Remote PC - San Jose

Remote PC - Miami LABs

Remote PC - London

CVD\MIA2 DF W10 Development

CVD\BUR CVAD Development

150 ms 225ms

= ICARTT
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Home > Dashboards

bName | kafka_casp v e | Allv

Total Machines Machine count by state Machine count by Provisioning type

Manual
Ready for Use

Active

Unknown

Unknown
Maintenance Unknown

Machine count by state Machine count by Agent Version

22120077

05.0.0102
Unknown
230800120
. e
—_— — — — i
- Cipp, Cv
ing, ~~ Singg, AD p,

Remotg p %emotg py Remotg . CVDIMgy, VD) c

Reme, Rem ;. Cibig Claje
topg . ™0t po Ty gy, s YPlBUR o VAICy, o
FIL gy © VG 4pp ORg o CORE

el

c Df
ami 1 4~ Moy Londe, Wi p,

067
m,

2203.0:1000.1166

Machine states

siteName Delivery Group Machine 0s Agent Version State Active Sessions
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC201 Windows 2016 2212.0.0.77 Maintenanc: o

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC205 Windows 2018 2212.00.77 Maintenanc: 0

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC101 Windows 2016 2212.0.0.77 Maintenanc

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC104 Windows 2016 2212.00.77 Maintenal

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC204 Windows 2016 2212.0.0.77 Maintenal

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC102  Windows 2016 2212.00.77 Maintenal

Max / Avg CPU Utilization

CVD\BUR CVAD Development
CVD\BUR T

CVD\MIA2 DF W10 Development

Remote PC - London

Remote PC - Miami LAB:

02:30 03:00 30 04:00 0500 05 07:00  07:30  08:00
= Max CPU Utilization — Average CPU Utilization = Max CPU Utilization = Avg CPU Utilization

Max / Avg Memory Consumption Max / Avg Memory Consumption

Remote PC - Singapore
Remote PC - Singapore LABs

San J

Remote PC - Miami LAB:
Remote PC - London
CVD\MIA2 DF W10 Development
CVD\BUR Te:
D\BUR CVAD Developmen

04:00  04:3 05:00 3 06:00

= Max Memory Consumption == Avg Memory Consumption

vy avARY hOT—E1EE

April 12, 2024
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tylarTFaXoarTF—32Y—2X

Ty g AET—
=

ttyiardx—

a1—%1D

userName

deliveryGroupld

GUID

deliveryGroupName xX=F7%l

siteld

siteName

machineName

vy g iEEgRT
-2

sessionStartTime

GUID

XF75

GUID

GUID

XF75

XF75

Timestamp

EMLFTRE

(RN}

(RN}
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(AR
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LWz
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Citrix Virtual Apps
and Desktops ot
-1 M #RIF

Citrix Virtual Apps
and Desktops ot
1 +5

Ty a3V BHES
nasv>>ovs >
HAFo

Ty a3 UhHBES
nax>>oviy
AD #5IFo

Ty a3 hHBES
nadv>>0EH
Ty a ok
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v arhRBTE
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0 (E2@mzh). 1(t
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Ty aoAET—
4

protocol

sessionType

v a VERTRME

RREZE B RFZ

ny
S
w
1\
N
NI
|
-

Ty arvEsmaa
7
endpoint0S

IVRRIVELY

—N=N=T3>

XF75

Timestamp

Timestamp

XF75

EHPIRE

[FL

[Fwn

&L

&L

(RN}

ATV

&L

ATV

A

v 3o
FRINEZ7ONO
L

Ty aroiEE

vy aoh&TL
7-B5Z

v arSaAIY
1L DIREE

Ty aviEga o
7

Citrix Workspace
7F7)-0S 217

Citrix Workspace
TTIDN—= 3>

fi&

HDX. RDP. >V
-

BOITYEYTIE
0: 7RO bwF 1Lt
AR R 7
EDRZIE
ryyyy-mm-ddthh:
mm: ss; T
EDRTIE
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BOTYE>TIE
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g, T EHRAEY
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9. REFTY
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)—2X

IBETET BMEICIE.
for z1E Windows.
Unix F7zi& Linux.
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Macintosh.
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Chrome. Android
BEDHODFT, T
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Ty aoAET—
4

IVRRs>OT
—>a VAR
IVERRA>~OT
—>3vE
IVRARr> O
—>avyTg
IV RARTY DL
B/EE

RO ERE

IVRRs>OT

—>ayvaALY—

~

Y
isp

4 — k5 £+ FQDN

vdalP

connectionType

connectionViaAG

XF75

XF75

XF75

networklinterfaceTypr =7l

failureReason

IEXR

EHPIRE

(AN}

(A1AY-4

(AYAY-4

(AYAY-

(A1AY-4

ATV
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RESTAPI IC& 37— 2T o 2A—k (FLE2—)

April 12, 2024

Citrix Analytics for Performance #* Power Bl # 7#'—N\E U Ty & INE Lo T—2 T RR— bhE
%fERAT % . REST API %A L T Citrix Analytics for Performance »'5 Power Bl IZ/XT7 #—X Y R F—%
CARY N ZITUVRKR—LTEET,

= cilnX | Analytics i o v

Securit: Performance Q  Type User or Machine name Advanced Search Settings Help

Data Export ©®

Data Export On

Apache Kafka REST APIs  Preview

Account setup v/ v ‘
Observability platform setup v ‘
Select data events for export % ‘

FLR ROTEFEzER/L TR

« Citrix Analytics ODATA API
o Citrix N7 =<V XDHBOEDEHICES Power Bl AOF—2T 7 XR—~

Citrix Analytics ODATA API

June 18, 2024
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e

CAS ODATA V4 REST APl 233 . EMTNIcT — 2 2HBEICBIETE F9, BE. CASNT+—I >R T
=Y =25ty arT—2ERETZ I —EYR-—FLTLET,

CDEETIF. APl OFRAZICETZHI IV R ZREBLET,

APl AR T 45— 3>

i
=1\

ZoxRETIF. CitrixCloud R7S—b—o Y2 FERAL TRAETVED,
SRERFaIXTVH:

CitrixCloud 57>+ ID & CitrixCloud 517> b= Lw b
LTI b= 228 T3b0H > FILUIITRETT,

VDOIR DYV TIL:

POST https://api.cloud.com/cctrustoauth2/{
customerid }
/tokens/clients
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Body: grant_type=client_credentials&client_id={
client_id }
&client_secret={
client_secret }

<!--NeedCopy-->
ISET>FIL:

HTTP/1.1 260 OK
Content-Type: application/json

"token_type": "bearer",
"access_token": "eyl..",
"expires_in": "3600"

}

<!--NeedCopy-->
7

N7 I5—h=02 0OBFMARIE 1KEATY, 1 HERICITVZRITIZHENHZHTIE. BERLTIE
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IVRARIV B

JO—NnNJ: https://api.cloud.com/casodata
1

https://api.cloud.com/casodata/sessions?year=2023&month=04&day=141%
2023/04/14 (UTC) o&stanfcty > a >y 7—22BELET,

H—EX/NX
ZDtEITavIciE. H—EZRNRE, By a3y, IV, A—F—REDIVTo T RBICETRBERNEEN
TWET, fcezlE. ROG Y FIY—ERANREZESB LTIV

/sessions?year=2023&month=04&day=14
<!--NeedCopy-->

£, B. BO/NSXA—2—ZBAT. UTCHRATEMSNET,
EESNEBEOF— 250 E— b ShTUET, AXBROLEDTT:

/sessions?year=2023&month=04&day=14&hour=10 (Fetch the data of
2023/04/14 10:00)
<!--NeedCopy-->

HTTP Av & —

*— Yo7 & EE
7GR CwsAuth bearer= [FqA
Citrix-Customerld [qW
Content-Type application/json [=4n
Citrix-Transactionld AIAYS
Accept-Encoding gzip ARV

SRFLARL—5—

CAS ODATA APl iZ. UTOEDRNZ ODATA S ZT LA T a2 R—ELTULET:
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SRATLF T ay
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$select https:///casodata/sessions?year=2023&month=04&day=14&$

Sorderby https:///casodata/sessions?year=2023&month=04&day=14&$
desc

Stop https:///casodata/sessions?year=2023&month=04&day=14&$

Stop&Sskip https:///casodata/sessions?year=2023&month=04&day=14&$

Scount https:///casodata/sessions?year=2023&month=04&day=14&$

Sfilters https:///casodata/sessions?year=2023&month=04&day=14&$
ne 20

AR

Sselect # 7> 3V DBEICIZFRR—ZEANBVWTLIET L,

$filter operators and functions CAS ODATA API 1. Sfilter # 7> 3> Tkhd ODATA HIEEBEEF L XF

FIEEsE Y R— L TVWET:

A7V FRL—F— Samples
eq/ne/gt/lt/le/ge https:///casodata/sessions?year=2023&mon
RIEEET
ge 20
not https:///casodata/sessions?year=2023&mon
eq null)
and/or https:///casodata/sessions?year=2023&mon
eq ‘5’ and (sessionScore le 20
or logonDuration gt 19.914)
in https:///casodata/sessions?year=2023&mon
in( 45’ ’9 37 )
notin https:///casodata/sessions?year=2023&mon
(sessionStatein( 5 ;) 3’ ))
| RE K contains https:///casodata/sessions?year=2023&mon
PRD’ )
startswith

https:///casodata/sessions?year=2023&mon
endswith(deliveryGroupName,’
CVAD Development’ )
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https:///casodata/sessions?year=2023&month=04&day=14&%5C%24count=true
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState&%5C%24filter=sessionScore
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https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,logonDuration&%5C%24filter=sessionState
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,logonDuration&%5C%24filter=not
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,deliveryGroupName&%5C%24filter=contains%5C(deliveryGroupName
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,deliveryGroupName&%5C%24filter=not

Citrix Analytics for Performance

A7 FRL—Z— Samples
endswith https:///casodata/sessions?year=2023&mon
09c¢3268¢’ )

IVTFa4T1eT—2B%

KDI3IDDCASNTA—IVRIVTA T4 R— b TWET:

o« —1f—
LI AV

o« WY

Yo F)NA—RT—2R
X2F—BEBMBL. ZOHNSV DN DFIEBIRLTI/ITUEETLET

1. XB257—2%2VJITR+T3
DOIR DY TFIL:

curl --location 'https://api.cloud.com/casodata/$metadata' \

-—header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzI1INiIsInR5
..... "\

-—header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'

<!--NeedCopy-->

REY I

<?xml version="1.0" encoding="UTF-8"?>

<edmx:Edmx Version="4.0" xmlns:edmx="http://docs.oasis-open.org/
odata/ns/edmx'">

<edmx:DataServices>

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace=
"cas.odata.v1l">

<EntityType Name='"session'">

<Property Name="timestamp" Type="Edm.String"></Property>

<Property Name="sessionKey" Type="Edm.String"></Property>

<Property Name="sessionScore" Type="Edm.Double"></Property>

<Property Name="sessionState" Type="Edm.String"></Property>

<Property Name="sessionlLaunchStatus" Type="Edm.Int32"></Property>

<Property Name="sessionLaunchStatusCustom" Type="Edm.String"></
Property>

</EntityType>

<EntityContainer Name="Container">
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<EntitySet Name="sessions" EntityType="cas.odata.vl.session"
IncludeInServiceDocument="false"></EntitySet>

</EntityContainer>

</Schema>

</edmx:DataServices>

</edmx:Edmx>

<!--NeedCopy-->

2. JlsessionKey. sessionScore, sessionState#&RL. JITU%ERTTS
DOIR DYV TIL:

curl —-location 'https://api.cloud.com/casodata/sessions?year
=2023&month=04&day=14&%24select=sessionKey%2CsessionScore%

2CsessionState' \

-—header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzI1INiIsInR5

1

..... \

-—header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'

<!--NeedCopy-->

BEY > TIL:
{

"@odata.context": "$metadata#sessions(sessionKey,sessionScore,
sessionState) /Sentity",

"value": [
{
"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",
"sessionScore": -1.0,
"sessionState": "2"

}

)
{

"sessionKey": "ff0504e3-0867-414a-b0Ob2-beb73f06fdad",
"sessionScore": 0.0,
"sessionState": "5"

}

]
}

<!--NeedCopy-->

EEINEADTARTDF—2ER—U%— 3> THET S

ITVDT 7 A hDOHIRIF 1000 7TY,
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A—H—FStopA 7L a > DEERELT. JTDERITEFIRTEE YT, TOVFUATIL
RDOR—=SDI >IN TUREDTFRICRRINE T,

UOIR DB YT

curl —--location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%24top=100" \

-—header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1INiIsSInR5..... !
\

--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

<!--NeedCopy-->

INET>FIL:
{
"@odata.context": "$metadata#sessions/Sentity",
"value": [
{

"timestamp": "2023-03-28T00:00:00.000Z",

"sessionKey": "009e7fOf-5707-4083-934f-24d8ad5e91f8",

"sessionScore": 79.0,

"sessionState": "2",

"sessionType'": "0O",

"userName": "81
d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

"sessionStartTime": "2023-03-28T17:38:38.000Z",

"machineName": "253
f62031c9b65chbb7bcc3f137b9878feeffef010757aec54420776a0d2dd71",

"deliveryGroupName": "CVD\BUR CVAD Development",

"logonDuration": 18.69,

"brokeringDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"jcaRtt": 125.38,

"reconnects'": 0.0,

"wanLatency": 0,

"hostDelay": 0,

"dcLatency": 0,

"endpointLocationCity": null,

"endpointReceiverVersion": "21.6.0.47",

"endpointO0S": "Windows",

"endpointLocationCountry": null,

"endpointLinkSpeed": -1.0,

"endpointName": "64368231
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37

38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

67
68

69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85

b5d925e40d67449640call10e9658f63eef37d2579b09b975cc7f7e88",
"endpointIP": '"850
ad4b2abcl159a2f7d44dac564bda®6afad0c558a070a2681f5ccOelaa81991c",
"vdaIP": null,
"gatewayFQDN": null,
"connectionType": "External",
"connectorName": null,
"connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,
"sessionLaunchType": "ICA",
"throughputBytesReceived": -1.0,
"throughputBytesSent": -1.0,
"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,
"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,
"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,
"sessionLaunchStatusCustom": "Succeeded"

}

)

%..

"timestamp": '"2023-04-14T00:00:00.000Z",

"sessionKey": "ff0504e3-0867-414a-b0b2-beb73f06fdad",

"sessionScore": 0.0,

"sessionState": "5",

"sessionType'": "0O",

"userName": "
aed8a56c38d5d2824d8699a48cdd1b19eb3b16f135c8d61bf2cd6acd465aa998"

"sessionStartTime": "2023-03-09T721:39:51.000Z",

"machineName": "5603
b4dcad97424b6329caccc9cc6ad949b764bbc0015bc6e2a2b4938e4be954 ",

"deliveryGroupName": "Remote PC - Miami LABs",

"logonDuration": 0.0,

"brokeringDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"jcaRtt": 0.0,

"reconnects": 0.

"wanLatency": 0,

"hostDelay": O,

"dcLatency": 0,

"endpointLocationCity": null,

0,
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"endpointReceiverVersion": null,
"endpointO0S": "Windows 10",
"endpointLocationCountry": null,
"endpointLinkSpeed": -1.0,
"endpointName": "Precision 5550",
"endpointIP": "
e74dbbbd20d20f971c0254c66802ad800ad3932c4740544b39a42bb422424272" ,
"vdaIP": null,
"gatewayFQDN": null,
"connectionType": "External",
"connectorName": null,
""connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,
"sessionLaunchType": "ICA",
"throughputBytesReceived": -1.0,
"throughputBytesSent": -1.0,
"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,
"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,
"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,
"sessionLaunchStatusCustom": "Succeeded"

}
1,

"@odata.nextLink": "https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%

24skip=100&%24top=100"

}

<!--NeedCopy-->

BEDEYSavDITRTOT—2%ET 3 (sessionkey TF—2% T4 LR VT T 3)

DOIRX DY YT

curl —--location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=148&%24filter=sessionKey%20eq%20%

27009e7f0f-5707-4083-934f-24d8ad5e91f8%27"' \

-—header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1INiIsInR5..... !
\

-—header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'

<!--NeedCopy-->

BET>FIL:

{
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13
14

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

37

38
39
40
41
42
43
44
45
46
47
48
49
50

"@odata.context": "$metadata#sessions/Sentity",
"value": [

{

"timestamp": "2023-04-14T00:00:00.000Z",
"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

"sessionScore": -1.0,
"sessionState": "2",
"sessionType'": "0O",
"userName": "81

d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

"sessionStartTime": "2023-04-05T17:32:45.000Z",

"machineName": "253
f6a031c9b65chbb7bcc3f137b9878feeffef010757aec54420776a0d2dd71",

"deliveryGroupName": "CVD\BUR CVAD Development",

"logonDuration": 21.2,

"brokeringDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"jcaRtt": 0.0,

"reconnects": 0.

"wanLatency": 0,

"hostDelay": 0,

"dcLatency": 0,

"endpointLocationCity": null,

"endpointReceiverVersion": "21.6.0.47",

"endpointO0S": "Windows",

"endpointLocationCountry": null,

"endpointLinkSpeed": -1.0,

"endpointName": "64368231
b5d925e40d67449640call0e9658f63eef37d2579b09b975cc7f7e88",

"endpointIP": "8
dbacd9197f4d3dc068fd44b4837828f8e10a19358b14€96d439cfc82042b70f"

"vdaIP": null,

"gatewayFQDN": null,

"connectionType": "External",

"connectorName": null,

"connectorGatewaylLatency": 0.0,

"networkInterfaceType": null,

"isp": null,

"sessionLaunchType": "ICA",

"throughputBytesReceived": -1.0,

"throughputBytesSent": -1.0,

"inputBandwidthConsumed": -1.0,

"outputBandwidthAvailable": -1.0,

"outputBandwidthUsed": -1.0,

0,
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"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,

"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,
"sessionLaunchStatusCustom": "Succeeded"

}

]
}

<!--NeedCopy-->

BEDHDTARTDT7 VT Ty arveEhov b LET

DOIR DY TFIL:

curl —--location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%24count=true&%24filter=sessionState%

20eq%20%275%27" \

--header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1INiIsInRS5..... !

\
--header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'
<!--NeedCopy-->

BEY>TIL:
207
F—R2Y =2

CAStEITH—ERBRRY v aR—Fid. T—22RBEU L TEEFEEEICRTL. REEEZEMICLET,
ODATAAPIIZRILT—42Y —RZ=EAT 30, BEEEEFILIDRRIT—FZRELTIAIILZV VI TEE
Yo FHMICOWTIE, TR T —%1 ZBRL TS L,

A—F—ARY bDOT—FIBE

April 12,2024
T14—ILR B/ EMETRE A &
Timestamp XF5 LW API AU BN

iSEUN
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Ta—ILE

UserExperience

UserName

TotalSessions

ExcellentSessions

FairSessions

PoorSessions

e

Double

XF75

SessionLogonDurati@ouble

SessionResponsivendssuble

EMETRE

(AYAY-4

ATV

LWLz

(AR

(AR

LWLz

(RN}

(RIN}-4

A

A—H—RI7ICE
DWTEHETINhZ 1
—f—TIOXRUT
JADAAT,
RET7 ) 13T
AT by Ty 3
veEELEa—Y
—DEHl,
1-H-0&stty
VP4

Ly a>2a7H
Ottty 3
D% 8

Ly a>z2a7H
40ULETEYS 3
PZAT7HT0 K
Dty a i
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1MUE Ey>ay
ZAT7H 40 KiED
Ty 30,
ZO1—-H¥—0&Es
OJ# VB8R (21—
H— DA HIHALES
) (FbEA),

BE 15 SEICE T
C01—H4—0
ICAtvsa>nF
BB R,
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>=0

>=0

>=0

>=0
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T4—ILE L EXL AT AR
WANLatency Double (=40
HostDelay Double W

588

OB TIT7o2—
IF. RETSOH5
Gateway £ THIE
InfLrr7ri—
T9, WANL 17
YIBEWREI.
IYVRRIY RIS
VXY RT—U 0
ENBVWC & RL
£9, WAN Bl
aA—9"r—tozx
1 H S HIBRYICEE N
TW3 e EIcEmL
7,

oY ITroR—
& H—=nN—=0SIc
Lo THERINDE
EZRHELET,
ICARTT &<, 7
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WANoDL 17>
—HMEL. "R ML
1T IBVES
lF. RRBH—/N—
roF77Ur—23
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>=0
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Ta—ILE

e

DataCenterLatency Double

v

VMStart
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s
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Double

Double

Double

Double

Double

EMETRE

&L

[FL

[FL

&L

&Ly

Ly

588

OB ITIT7oa—
I&. Citrix Gateway
h 5 —/N— (VDA)
FTRESNILA
T>i—T79, Data
Center Latency A
BUWEEIk. TN
-2y bT—U DR
EANBWL -8 ITBE
PRELTVWBIL
ZRLET, TOX
FIwv ok 27
LEXR«45—bkDzx
1 H CAS I+ >R
—TaIINTV
ZBEICOAHERT
TEY
JOo—A—-hrtv>
ERE ) A Y1)
IChvhN o To T YRS RS
(FDEEATL),

OJ%> 70+ X
ICVM ZiEET 3D
IChvh o - FHRSRI
(FDEEAiI) o

OJ # > sgdic
HDX #4tich b >
TR (P8
fi) o

OJ# > 5B DR
HEICHhVD o To YRS
R (R B4

O 7 ALIER D
GPO LEIZHh >
fPRER (FO M),

e

>=0

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

151



Citrix Analytics for Performance

Za1—ILF Ea
LogonScripts Double
ProfileLoad Double

InteractiveSession Double

FailureCount B

LaunchAttemptsCoufk

SessionResiliency Double

EndpointCity XF5

EndpointCountry X%l

AverageProfileSize Double

ProfileSize Double
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EndpointThroughputRuiigleing

EMETRE

&L

L

&L

[FL

&L

[Fw

[Fw

&L

(A18)-4

(L

(AN}

[FL

[FL

A

Wi-Fi. 1 —%=xwv k
BEDIYVRARAY
A 7 &S
— A4 E—TIT—
ADFHY > U ERE
v arhmEie
N1 7> 0
EHilo

Ty aUhHEES
Nico>47> 00
IP,
Ty a hERs
n7= VDA @ IP
Ty a  HEBRS
niesr—rozA
FQDN.

Citrix Workspace
TIUMSRIIIN
o217,
77— ko FQDN
DRI FB,
2l S e G b= 87
2 DFIYFFL B,
IVRERAVETN
1RDFRY FT—2
AVF—T1—XA
17,

v aroisic
AL ISP

Ty g iEEaAa
7

Xy hT—=UA1VH
—J I ATEES
NENT ML
Xy hT—=UA12H
—JIM1ATEEL
&N M

e

>=0

N

Wi-Fi, 1—%%y
My

ICA, Ox=o>a>
)—2X

>=0
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T4—ILE L E Sy AL Bl &
InputBandwidthConfioukte (=40 BE 15 //ICICA >=0
v avil&oT
HEIN-FTINS
IR,
OutputBandwidthAvBibathle =40 BE 15 RICICA >=0
vy avil&oT
HEINT-FEINS
iR,
OutputBandwidthUskduble (=40 BE 1S SEICER S >=0
Ihi-FHEHEE
8o
NetworkLatency  Double (=40 BE1SSEDICA >=0
vy aroFEYx
w b — U,
OutputBandwidthUtDizatitm (=40 B/E 15 2E0FEY >=0
HAHEEERE,
LaunchStatus B WL tyvaroRsHmx 0 (3. 1(t
F—A 2, wa VRl 2
(2—4—#&7T)
IOVARY FDT—RIEE
April 12,2024
IOURAT—4 CEEE E: Sy AL Bl &
Timestamp XF5 AIAY-3 APl B e
Bzl
Siteld XF5 (AIAY-3 Citrix Virtual Apps
and Desktops o
1 M EERIF
SiteName XF5 (AIAYS Citrix Virtual Apps
and Desktops o
1 8o
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RIURET—4 e

MachineName XF5

DeliveryGroupName =5l

MachineOS XFF

LatestConsecutiveFatijkes

KR XF5
UnRegistrationCoun##g

SustainedCpuSpikes##k

SustainedMemoryS pikis

PeakConcurrentSessisis

SessionFailureRate Double

LoadIndicator Double

EMETRE

(AYAY-4

ATV

ARV

L

(RIN}-4

ATV

&Ly

L

[FL

&L

ARV

A

A—H—FE&EDOIY

\/
)

TUNY—=TN—TF
&
ARL—F o I
2T Ly

B 15 SR TEE
MoI>>TESL
TREEHLRE LT,
B 15 2EICH T
BT VDRMDEE
MRTF—4Zo

BE 15 oM. <
O UNERREICE
> Te Bl

CPU fERZEH CPU
LEWMED 80% %=
BRIcE#FZRLE
¥, £/ BIED 15
SEORERT 5 2
LT
XEUHEEEIXE
JLEWMED 80%
R E#HzERL
¥9, ¥fe. HIED
15 SEOMERT 5
UL LR L 720
BXE 15 SERTY
rETEEMINE
tyviay (e
SURH) DEFH.
Nvrotyray
KMEE,
YPYRA7> 0%
BOvo Yo,

1 REBR 2 &8

>=0

>=0

>=0

0-100

>=0
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RIURET—4 e

DownTime Double

AvgMemoryConsumitoarble

PeakMemoryConsunfutidte
AvgCPU Double
PeakCPU Double

MachineOSType XF5

LowlLoadInstances ##%

MediumLoadInstanc&i#x

HighLoadInstances ##

AggregatedStatus  XF75l

ReadyForUselnstanc#&#x

Activelnstance B

Unregisteredinstancé&

EMETRE

&L

LWz

ATV

LWLz

(AR

ARV

LWLz

LWLz

(RINY-4

LWLz

LWLz

(A1AY-4

(A1AY-4

A

RIVDEFEI Y
A4 LIFF BT
BoIhZEd,
Ty EOFHER
XEUN—EVT—
o

N> U TERTRER
XEYDEFN—F
>r=2

RV THERINT
W3 CPU g/
—tErF—3
YO UTERINT
W3 CPU n&A/N
-t r—=,
AL2OJROTT >
Dy arviR—
FEEELET,
I VAAT7H 41
REBDOIS > D,
I 22A7H 40
METI>>2a7
MT70KFBO< >
D

X YAATHT0
UEDTS > D,
2T —3 ADERA%K
B, RER. X>T
FURCTIOTaTN
EREHBT T
MERZEHBTTI AT
—RZADI > D
RT—HAMN 75
F1471 OIDVD
o
AF—=R AN TRE
8 OISO

0-100
0-100
0-100
0-100

Loyl tyss
V. 2RILTFEYY
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>=0

>=0

>=0

>=0

>=0
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EO22.% bk ik ML ETEE Bz (]

FailedInstance B (AIAY-3 2TF—22ZN TRy >=0
DI >V DE,

Maintenancelnstanc&#x (RIRY-4 XYFF>R1 A7 >=0
—RZZDI VD,

Citrix X7 +—< > ZXDthD1-8D Power Bl &5

June 18, 2024

Citrix Analytics *—E X 75w b 7+ —L® ODATAAPI i&. I|/E. NTA—IVARHT—FDIT Y XKR— b
BEEHR—FLTWVWET,

CORFaX>hTIE CAS ODATA API = Power Bl IZiE T2 7=-DICRERFIBICDOWVWTEHAL %9, Power
Bl IZUATHHR—FLTWVWET:

1. 120 UXVENT—2EH (COYR— MIABELET -2ty MIE>TEETY)
2. ATV a—EnfcTF— 42BN (BBNICT—2%HEL T Power Bl 7—9 XR—IZIT Y RR—+ T 3)

AIfE 51

CAS ODATA 7 — RE T 3 ICid. ROT A FLNBETY:

1. Citrix Cloud # 2% ~<—ID (CCID)
2. Z'O—/\JL CASODATAAPI T kR > k: https://api.cloud.com/casodata
3. CitrixCloud API 7 517> ks

CAS ODATA APl i&. 3BgEIC Citrix Cloud R7 S5 — b= YV ZFERLET, RTS—r—IVZREBT 3.
Citrix Cloud AP1 2514 7> b ETY, Citrix Cloud API 517> hEERL. 7547 ~IDE>—2oL
v b EREFETZHEICOVWTIE. TCitrix Cloud APl ZE>TH2 1 RFaxXY hESELTIREETW,

JEsCe

APl 7514 7> b E{ERT 2 EEEICIE. Citrix Cloud Analytics ¥ —EZA®D THABMDERI 7V X1E
Freld T7IVEEBEER MBETY,

CAS ODATA 7 -+ — R % Power Bl |Z3E4t

ROFIEZRITLT. CAS ODATA 7 — 7% Power Bl IZIESIL £7:
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1. PowerBI 7XJ by FZHE T,

2. [F—L]>[7—208E]-> [ZADIIV] ZERLET, NT—IITV—ITT7142—] R—IHPRRTh

x9,
File Home Insert Modeling View Optimize Help Form
e & (& B (b Ik
—H
[El Copy E X — [j L @ ©
Paste _ et Excel Onelakedata 50L Enter Dataverse Recent
‘g Format painter | dataw warkbook hub « Server data SoUrces «
Clipboard ta
Commeon data sources
|0all /M There are pendine n't been applied.
: UeEnvery [ﬁ Evrel workbook Cld.., " AVIS M. -
: 2,000
E 5‘1@ Power Bl datasets
ig [E:? Dataflows
@ Dataverse

[bﬁ S0L Server
1,500 [% Analysis Services
(g Text/csv
(& Web
[E OData feed

- |__E|= Blank query

EL::'_ Power Bl Template Apps

Count of Active Sessions
[
[
[

Mare...

3. Power Query Editor EET. (NS X—2—DEE| #ERL. RD2DD/NFX—FZ—%BMLTT>

TIUAVZNEFHZYR—bLET!

+ RangeStart: BB ( TAM/EZ 21 T2 ERT3HENHD £Y)
« RangeEnd: V7L v a&TH( TBRE/EHL 21 T2 ERTIHELHD £7)
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Manage Parameters

New Name
|F® RangeStart x RangeStart
B Rangetnd Description

Required
Type
Date/Time

Suggested Values

Any value

Current Value

01-07-2023 12.00.00 AM

EAIC DWW TIE. Microsoft DRFa XY b ESBLTLIET L,

4. [Power Query Editor ] @& [Advanced Editor] %#:&RL. xDo T %AAHLTCitrix Cloud %
BIELTIRT7I—b—0>%EEL. CASODATA 7 ¢ —FZRIEL TRELAT—FZBRL £,

e

AIDRTY TTHELIERT I — b= Y &EBEEICFERAL T T L,

let

customerId = "placeholder_customerId",

// get citrix cloud API credential (bearer token)
tokenUrl = "placeholder_tokenUrl",

headers = [

#"customerid" = customerld,
#"Content-Type" = "application/x-www-form-urlencoded",
#|lAcceptll = |l*/*ll

1,

postData = [

grant_type = '"client_credentials",

client_id = "placeholder_ApiClientId",

client_secret = "placeholder_ApiSecretKey"

1,

response = Json.Document(Web.Contents(tokenUrl, [Headers =
headers, Content = Text.ToBinary(Uri.

BuildQueryString(postData))])),

// get the CC bearer toekn from the response

token = "CwsAuth bearer=" & response[access_token],

reportDate = DateTime.AddZone(RangeStart, 0),

reportDateYear = Number.ToText(Date.Year (reportDate)),

reportDateMonth = Number.ToText(Date.Month(reportDate)),

reportDateDay = Number.ToText(Date.Day(reportDate)),
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// CAS ODATA API endpoint and ODATA query. Sample below will
retrieve active sessions (non-terminated)

// apiURL = "https://api.cloud.com/casodata/sessions?$filter=
SessionState ne '3'",

apiURL = "placeholder_OdataApiUrl",

// have to separate api queries below to make PowerBI happy

apiQuery = [

#"year" = reportDateYear,

#"month" = reportDateMonth,

#"day" = reportDateDay

1,

apiHeaders = [

#"Authorization" = token,

#"Citrix-CustomerId" = customerId

1,

Source = OData.Feed(apiURL, null, [Query=apiQuery, Headers=
apiHeaders]),

#"Filtered Rows" = Table.SelectRows(Source, each [Timestamp]
>= DateTime.AddZone(RangeStart, 0) and [Timestamp] <=
DateTime.AddZone(RangeEnd, 0))

in

#"Filtered Rows"

<!--NeedCopy-->

5, A MIGL T ROTL—RFIINA—2BSTHMR TSI

+ Placeholder_customerld: customer ID

+ placeholder_tokenUrl: shgiE#HE o CC s83F URL
https://api.cloud.com/cctrustoauth2/root/tokens/clients

« placeholder_ApiClientld: AP1 257>~ ID

+ placeholder_ApiSecretKey: API 517> =0 Ly b¥—

+ placeholder_ODataAPIURL: # 7> 3 > ® ODATA - T ) % & & CAS ODATA @ API URL (f:
"https://api.cloud.com/casodata/sessions?$filter=SessionState
ne 1 3 ' H)
6. RTLESB. [RT]EVUYILET, T—2Y—RT7 VB RBIBERODEBRNIERREINE T,

7. [ER] Z#RL. [BR]ZIVYILET, T—HIEROLSICEHINET:
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Wome | Torsom  Addcoumn  View Toos heb )
X D N = [t, ) [y Properties D Ly e mmx T Data Type: Text = P Merge Queries = == Text Analytics
-t 3+ © B advanced Ector X HHE 3 rh 0 Use FirstRow s Headers = Append Queries = | @ Vision
Cose&  New Recent Enter Datasoure  Manage  Refrein Chovse Remove  Keep Remave Spit Group
Apply~  Source~ Sources~ Data  settings  Parameters~ Preview~ (] Manage * Columns~ Columns~  Rows ~ Rows ~ Column~ By Replace Values ombine Files B Azure Machine Leaming
aiose New Query Oata Sources  Parameters quey Manage Columns | Reduce Rows  Sort Tanstom Combine Ansights
Qs < Jc || = Tavle.ReorderColumns (#"Filtered Rows*, {"Tinestonp", "Sessionkey”, ence”, s pers , “Machinetisne" , “Usertiane || Query Sesings x
| & sessions B A% Timestamp []/a8 sessionkey [F]1.2 sessiontxperience  [~] a¥ sessionstate. [=]/a¥%, sessiontype [~] a8, sessionstantTime 4 PROPERTIES
(3 Rangestart (01-07-2023 120000 AM) 1 12 o 200506 287171517 o)
(3 Rangetnd (04-07-2023 120000 AM) 2 o o 1 202202.09T0005.06 0000000 s
3 %02 o 2023-06-26T10:06:38 Al Properties
4 o i 1 202202.09T000:11. 0000000
4 APPLIED STEPS
s 12 o oasoToasaz
6 12 o 12023-06-26T06:48:12 =EETEs)
7 o null 1 '2022-02-09T03:53:24.0000000 == °
8 12 o 2023-06-26T11:1019 Lo
9 512 o 2023-06-25T16:22:30 posthata
0 o oo 1 202202.09T08'51:17.000000 e -
n E) o 0030261133159 . ®
2 a2 o 202306 s0T05:16:47 Vet
1 a2 o 200306.267130147 e
1 a2 o 202306 307153654 p—
15 0 oo 1 2022.02-10714:2058 000000 epiURL
1 o wi'o 20030701108 4440 spiCuery o)
7 12 o 202306 287143550 spiteaders
0 E o 200306 287145309 Source
19 os o 202306-24722.3824 8170000 Fitered Rows
) a2 1 200307-011155308 X Reordered Columns
2 o S 20202081132006.97
2 0 oo 1 20202 10707:2005.207
B a2 o 200305261112220
2 a2 o 202306.26T06:3934
) E o 0030267120635 amE\sEPMDZ
2 a2 o 202306 301004308 CTRTERPACPD:
z B o 200305 20705:2897 CRTE\USEPMDIL
2 o w0 osoroiminazes CmEsEPMDSE
£ 0 oo 1 202202-1071556404300000 _ TRITE\SNPAPOCC
E) os o 0030257152514 amESNeROD1,,
3 P o 202306 20m18:1558 amTEsEPMDS1
» < >

47 COLUMNS, 599+ ROWS  Column profiing based on o9 1000 rows. PREVIEW DOWNLOADED AT 0225 PM

AV IR Z2INEFHZTR—bT35L5IC PowerBl ZH%7E

Power Query B 7 —4ZEBBTI3HBEIF. T—2Y —XOEBLEHERET IHVENHD £,
T—EY =BV LT[ EIEH] 2:BRL. BRIEMEENICTEIRI S —2RELET:
e

BAEHZTR—bT5IC1E. PowerBl 7L 7 LAY RELBTOZAEYIDNBETT,

File ~ Home Insert  Modeling  View  Optimize  Help  Format  Data/Drill

e Bh EDEODR PRATDS.IAS

A

Get Eel Onelakedata SQL Enter Dataverse Recent | Tramsform Refresh .
< Format painter | dataw workbook  hubv  Server data e | o Incremental refresh and real-time data X
awsons om Quurier ) ~
Count of Active Sessions by Timestamp and DeliveryGroupName inable to confrm if the M query can be folded. It not recommended to use incremental reres I N
w Y P yGroup! Unable to confrmif the M query can be folded. It s not ded tal refresh ¥ Filters - > | Data >
DeliveryGroupName @AMS CV... @AMS EN... ®AMS Re.. @ANS XA ... ®APAC JP... @APAC N with non-foldable queries. Learn more
2000
= Refrsh ge tables fste with incremental refresh. Fus,ge heltet data i el tme £ seach
with DirectQuery (Premium only). Learn more S
o Fiters on this visual
(D These settings will apply when you publish the dataset to the Power Bl service. Once you do
that, you won't be able to download it back to Power Bl Desktop. Learn more Count of Active Sessio.
is (A1)
. 1. Select table DeliveryGroupName
. is (A1)
sessions
Timestamp
2 2. Set import and refresh ranges. s (Al
g @ 'ncrementally refresh this table A dats el here -
12 0 Archive data starting Days | before refresh date ! s
2 Timestam v x
s Data imported from 27/6/2023 to 3/7/2023 (inclusive) Fiters on this page e
3 Incrementally refresh data Days v | before refresh Add deta felds here i
starting date Count of Active Sessi.. / X
- Data il be ncrementally refreshed from 4/7/2023 to &/7/2023 (inclusive)
. 3. Choose optional settings Filters on ll pages o
: DeliveryGroupName /X
emium only) Leam more ‘Add data fields here I
elected table oe Direc Small multples
Only refresh complete day Learn more Add data felds here
Tooltips
. Apply | Cancel Add data fields here
L mestamp 4 Drill through
Cross-report O
CASODATA n Keep al fiters e
Page 10f 1 — v O

BE:

s AVINAVZINEFZBMCT B, RYDEHT ODATAAPI FUHELA NI A—C . IRTOE
BrF—42hBBSh&d, ODATAAPI 37 —4z8BB&HT 37, 7—hrJdEnfic7—4I2I1d TH
H 2ERTBEHNEETT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 165



Citrix Analytics for Performance

« PowerBl V=Y ZR—Z2ADT 1 RV BERENT 372D, T—2ERETIENHER (e xIE 17
HREl ) Z#st LTI,

PowerBlI 75U RICARIL. EHAEHZEMICT S

LD EERTET LS. Power Bl X7 by 7D [ "—L]->[ 7 7)L]-> [ Power Bl iCAR] Z&IRL £7,
F=Rtyv b LiR—ktlEPowerBl V5T RTD—OIR=RICRABATNE T,

FT=AEY D [RE] IV I LT, AT a—I)LENiEBHmEEMCLET:
Settings for cas-odata-api-prod1
View dataset (@
Last refresh succeeded: 7/6/2023, 8:46:29 AM
Mext refresh: 7/7/2023, 8:30:00 AM

Refresh history

4 Dataset description

Describe the contents of this dataset.

500 characters left

b Gateway connections
P Data source credentials
P Parameters

4 Refresh
Configure a refresh schedule

Define a data refresh schedule to import data from the data source into the dataset. Learn more
@ o

Refresh frequency

[ Daily v|

Time zone

| (UTC+08:00) Beijing, Chongging, Hor |

Time

8 v[30 v]am v|x
[F—2Y —RBIEBER]| 023> TT—EY —AANDERZRT7IV/ERAEHREL. [BHETA M E2XF v I] #32IRL
T RDESIC[YA>v1>] 72OV I LET:
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Configure cas-odata-api-prod1

https://api-us.cloud.com/casodata/sessions? dlilter=5ession5tate ne
Authentication method

Anonymaous hd
Privacy level setting for this data source

Organizational b

ﬂ Skip test connection

Em

BYOT -2ty FERTIIBET -2 BEINETH. ChICEERLI D255 HBDF9, €L T. £0%&
DAVIIAVZNEFTIE. BMADOT—20OHDEBIFEINEY, COEMIE. AIOEI S 3V OEIEHR) >
—TREINTLBREEDICETEINET,

EHBREIIUTOLSICHRD T
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Refresh history x

Scheduled OneDrive Direct Lake

Details Type Start End Status Message

Scheduled 7/6/2023, B:30:20 AM  7/8/2023, 8:46:29 AM  Completed
On demand 7/5/2023, TAT33 PM 7/5/2023, T2T50 PM Completed
On demand 7/5/2023, 20245 PM  7/5/2023, 21837 PM Completed
On demand 7/5/2023, 14708 PM  7/5/2023, 220243 PM Completed
On demand 7/5/2023, 1:3145 PM - 7/5/2023, 1:4246 PM Completed
On demand 7/5/2023, 1:21:02 PM - 7/5/2023, 1:3143 PM Completed
Scheduled 7/5/2023, 3023 AN 7/5/2023, &55:01 AM Completed

Chow i Aarmand TIAZOFIT AMATNT P4 TAAFNIT AMNAI01 PRA Failad Srhadiilad rafrach hac hoan dicaklad

Close

EENTET T L. T—REHRGNIC Power BLICBEIMICED AT ZENTEET,

[ File ~ > Export v 1@ Share K@ ChatinTeams & Getinsights (@ Subscribe toreport g2 Edit - e O~ o~ G
UserName Count of sessions by Type Count of Sessions by Endpoint Location
P Search EndpointCou... ® (Blank) ® Algeria @ Argentina @ Australia »
[] aakasho 7 3 4 1 f
©
[[] aarham 5
Total Sessions n
["] aarohg &
Type s
aaronr -
d ®Desktop  §
["] aaronwe 3 ] [ —_—
[[] aarony 2237 124438 52355%52%5
734K (100%) g S5 Fa2E 95 g o
[ aaryav Total Users - © L
EndpointCity
SiteName
£ Search Average of SessionExperience by Timestamp and DeliveryGroupName
[ (Blanky DeliveryGroupName ®APAC Managed Desktop @ EMEA Managed Desktop ® NA Managed Desktop

[[] cloudxdsite

DeliveryGroupName
£ Managed

[C] APAC JPN Managed Desktop
[l APAC Managed Desktop

M EMEA Managed Desktop

Il NA Managed Desktop

[_] UAT - EMEA Managed Desktop
[C] UAT - NA Managed Desktop

El

Average of SessionExperience
3

j\/\\/——\//\/-/\/

Jun 18 Jun 25 Jul 02 Jul 09 Jul 16
Timestamp

iR

August 1, 2023

CDREOMIE. Citrix Analytics for Performance #—E X4 Y 22> ROBEIL DT R MEHS L UHES
N3HIRMETT. CNESDEIR. BREOTAZ VI ERT—FEU T OFHBEICRIDELSICRFITNTVEY, C
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NS OEIRICHIG LB WESHHLH B35813. Citrix BHEICERLWEHhE TV,

B D HIR

1y —2 PR
FUNY=FI)IL—F 1,000
<> > /VDA 100,000
[FOtRERROIS V] TIL—TRY > — 10,000
> 7L =X CVAD Y41 D% 20

{EF IR

)Y —X (F§RTD CVAD H- ~FE) ;]
FEREEE 8

IV RI1I—H— (FEE) 100,000
FEt v 3 Vs 100,000

NT A=YV ADOEEBEO-ILXEETS

May 9, 2023

TN T U ZER%ZHFD Citrix Cloud EBEIE. o 1—4—F 7=k Azure AActive Directory 7L — 7% 1BFL
TNTA—IVADMY—EXEBEIZCHTEET, A—H—rJIL—Td. [ID e 7o EE] > [EEE]
%EAL T Citrix Cloud 0EBE L LTHERTIVELHD T, #LIE MDBLV 7/ REE] #88BLT
<IEELY,

ROAZZLO=ILOVTNHEFDHTEI N TIES,

o NI F—XVAP-TRTDERE -NT +#—<T > X2 dD Citrix Cloud BIEEICT LT I XIEREED
ERG3

o NT =XV 2AD-FAMDEREEE -NT #—< > XD Citrix Cloud BEEICGANDERT7 I+
AFAZEIDHTEY,
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Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.

® Switching to custom access will remove management access to certain services.

Select all | Deselect All

= Analytics 10of 5 roles selected A\

Performance Analytics - Full Administrator
Performance Analytics -Read Only Administrator

Security & Performance Analytics -Read Only Administrator
Security Analytics -Full Administrator

Security Analytics-Read Only Administrator

o BEEENI—H—C LTREIN. BARICIIL—TIZHBELTWBRIEES. I—1— L TOIERHIIIL—
TOEREDHBILEINET,

o A—H—HDEHDIIN—TDODXAN—-TH3HE. TOERIII—F—DNEIIL—TTR>TVBIERD
BEHIBD XY,

o JI—TICFhE T 2EEEIIEFA—ILID THAMNINEFEA. EDH. 75— FBRIFBEZIFEA.

ARZ LO—)LDOIER

NT =X ZAB-IRTOEBEOREEFOEEEIL. NT+—IVADMT—EXDIRTOBEEICT VX
TEFT,

Performance Analytics-5i#B D EREREDRB L HOBEEEIF. IRTOERELRALLSIC. 2—%—T
GARYIVRA YV aR—REA VT SFAMSIF v Ay aR—RIZT7IVEALTHERTI £, L. [Y¥
VHREIR—POII T IV RARODEAI-F—ICH L TENICE>TVWET, HAMODEATIEX
EEFOEEEL. Citrix Analytics 5 75— FEMEZELEFE A

TILTH—ERE2a—THAINBET I3 VICDVWTHLLIE TRILIT—ER] OFZERBLTLIZT W,

A—H—T U IARY IV AP

November 26, 2023
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A—HY—TIARYI VAP TITH?

A—HY—TIRRYIVZASHIZ. BEOI—H—HLUVtEYy S avyDNT =TV RNTX—2—|CFT 3RAMN
WEARTRHLES,

o A—H—TIIARVIVADMIF. B—DHEESF v 2R— KT BEASEDTRTOY 1 MMIxtT 3 BIEN
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USER CLASSIFICATION BASED ON FACTORS @

Session users users 24 users users
Responsiveness @ . . . . : . o
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FILTERS

User Experience (UX)
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Machine Failure

Client Connection Error
Unavailable Capacity
Configuration Error

License Unavailable

Yy a YERORER VLA T VROITICIE. - —REIUVRNTIVOEBERICHESNIEBES 1 THE
TENET, U INEEOBEEZFEALT. BEZISICMS T a—To VI LET,

BEINEBERXA T TEISNBZEBHICDOVWTELCIE. TCitrix Director BEZEDIERE FS I a—TFTa >
#BBLTLETIL,
XE,

tyiavlLoUIrI—
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ERS

AVISRANSOF v A Y aR—RICTIOERTEHE

AVISASIFvHE YL aR—RERTTBICIE. ROFIEZRITLET,

1. CitrixCloud icOg# > L. V57 REZEEERLE T,
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Users Infrastructure Alert Policies

Time Filter Delivery Group

2 hours N All Delivery Groups /'
Current Machine Availability (Preview) @

Available Unavailable
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Last known machine ,
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Machine Availability Trends (Preview) @

Session Availability Trends @ Failad Sessions
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Parameters: ‘ 3 Selected v

10:00 PM-10:15 PM

283 ms
ICARTT (Avg)

Session Reconnects

[ty>arEs] R—JICid. £y a VEBEORK 12 BEO T —2RRRINET,

Tty a AA7ELVEOMOEY S I ONTF—IVRET7IEZ—DA M)y I Fv— TR By ard
TS NIcRBNERINE T, COERFRICLD. 2FNABEY a7 CEAETIA NI vIDEYy ST
YONT#—IVRAZERICRTEHTEXT, tydartIlThTOLRHREIE. IRTOIT 7Y —ILF
w FICRRENET,

tyrarviEk

FrtylaryBRIZRDLSICRREINET,

e A—H—F

e Lyl avRF—E2R
e v 3 VERME
« OJ A HM

o« FUNY—=FIL—TF

o ok

o Lyl a VARSI NATI Y, IVVBDUVIEI ) v I TR E. MRT B [W V] R—IUHRRRS
nEv,

. ISP

s IVRRAY MU OEE (FH)
« IVREA OB

Ly a>vNT+—<I>R

CCICRRTNB Ly 3y - NITA—XVRAEEETIERNTA—ZIIRDEED T,
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e Ty 3> XOT7OMERT. ICARTT 07, 8LUBEGXROEIZEBR LIty aVBEON—€EYT—D
&

s Ty 3 XOATHMEL . ICARTT A& BEGEIE<Bo7 (1598 1Y RE2VRDE

s Ly a Y. SHEMTTIOY FEINEy 3> XRO7. ICARTT. 8&U0tEY Y 3 VBEGOTY
&,
73713 BLOBRD/NT #—IVRERIEOHICBRTINTVET, RRITBINFX—FIE [ty>a
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FEE(FLEa-)
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6061 KBos
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TNTVWET,
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—RERTTBIF. FALFET—2a N N—2BFL THOKHERZHRLE T, 6 BERTI-LTVEL
FX—LT7T LT, BRUARREERICHIST 51 hZ2RRTEXT,

wiEE. Ry P T—JBE, TVRRAVFIIL—TFY DX I IRE LY RIE BRDISSA—2—D/INT +
—IVRCETER Y a v T IV ADDMICEILEEF T, Chid. Ty a>voNT+—IVRICHETS
AREMDHZFEDBEREZRFET ZDICRILIEET,
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— MR 1—2— X

[Session Details (v 3> ni#Ml) Ea—%@EALT. By ayNNT74—<I Y ADETE5I SR TARELED
HEIREDER%Z ) 7—JTIFFET, BRULHBICHBRIN LY a VICBT 2 IARTOFHMH. sl 2 —
ICRTRINET,

1. [A—%—IVRRVIVR]Fy>ar—Ro[ty>a>oREE] o> a>o [FREy>a V] &ESH
SHETETET,

2. [ty>aryElIH—ER] Ea—il. Ly a oiREEMMBEVEY S 3 v OFENRRINET,

3. By avERTIIZIBERLLTC [y ayoREl] £8RLET, ERY LT [HEERE1LTT Y]
ZEIRLE T, 77711 HNBHBOERE. *v hT7—UEE. LUV ICARTT ICES<KEy3>0D
PHEHARRINET,

4, REAXE2—T, BRLIEEY D aVTZ2ERATE. Ly avVICEETZIRNTOX M) vy IHRRETN
F9, WFE. BE. TVRRAYEIIN—FY DX I IZINT ZICRRINE T,

5, £y a>y2A7%2 00w LT[y a >0l Ea—%RT 9, PERBRTE2—%29HL. v
PIVIVARVIVRAOETZ5I TR ITERZRELFT,

6. 75 7%ALT. tyYaYIdARVIVIADETORALE>TWVWBAIREEDHZIERZHFEL T,

7. 2EDORIN—Ty NEBEEIYRRIY FOU Y VERES SUHEEIBEHEEL BT L. 21— -1
BEREISEET S 77V —>a3 > HDX FyRIILOIMPTRITLTVWT, £y 3 YIIARUIVR
MEFLTVWBHAREMDAHBEINESHZRABTETET,

8. WiFi ES8BEDRTFICK > TEYy Y aYIIRRUIVZIMET LA SHhZBRBTI£T,

February 14,2024

[Machine statistics] R—ZIClE. BE 24 BEDEIRLAYS Y TOUY —EHB LYY Y I IARUIVR
DBEENAEE 2 —IRRINET, COBRIF. EEENT VI —2a>ELUTRI by TREROTS V26F
T. CPU £7I3XEVDFERAEIEVWC LY., By aVEESLIUVIVARY IV AL ZEEMITZDICRIE &
T, BEEIEF. BLWIY—EEORRCB>TWES OERERRL. IV VOREDZA LSV E 2 —=EE
TEET. COHERIE. RIERNDOI I VICBTR3EERNSIA—FZHlN <TI0 DT, R ZEHHEICHET DD
ICRUIBET,
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Security Performance Usage Settings Help Search

Filters
Machines x Last 1 Month Search
Site Name
Delivery Group

Machine OS Type
Export to CSV format

DATA

MACHINE NAME MACHINE 05 STATUS SUSTAINED CPU SPIKES SUSTAINED MEMORYS. PEAK CONCURRENT SE. SESSION FAILURE RATE UNREGISTRATION COU.

Avg CPU: 2169%

Peak CPU: 79.47%

[R5t R=DIKIE. 22ty arONT =XV RGEHADPALE2a—ICRTINET, COEa2—I
IOV —REEFDERNZ—22BH L ISV UV —IBNT 3=V ZADBTFORMILRY IIZHE>TWVS
HESHEBIETZDICKRILEET,

FI7HILETIE. [WO V0] R—DICiE. BE24BEOT—4ARRINET, 7272L. BX 14 BEOT—4
WBHATEET, B0 24 BROIRZERT 3G, ALY A—%2FRALEY, BRLEEBZN 5BE 24 BEOT
—ZHRTINFT,

“« Machine L 2023257PM
Dec 1th, 2023, 02:57 PM to Dec 12th, 2023, 0257 PM ST (UTC+05:30) Choo 0th, 2023, 0258 PM to Dec 12th, 2023, 0256 PMIST (UTC+05:30)
Downtime: 14 hours 18 minutes  Delivery Group: Remote PC-Miami LABs  Site: cloudxdsite  0S: Windows Tl 0SType: Single-session VDA Version: 23080088  Hyper A Catalog Name: R Miami LABs  Provisioning Type: Manual
Machine Performance :
Parameters: 2 Selected v
9 0
CPU Peak Sustained CPU Spikes
0
Sustained Mem

Parameters I 2Selected v

IIVEM
FERIOVBEHNARRINE T,

e IVVOTIUNN=FI—T 0 b OSE21 T, OS. VDANR—=U 3> NAN—NAHF—, AxOJ.
Provisioning 21 7Hhi&RRmENE 9,

o« AU AL LK BE24BBICTYY U MUnregistered. Failed. £7idPowered of fIREEIC#H
SIHE EBATRLEY,
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ROVINT =X > RERE

NOVDNT =R VRAEERTDEELGA NI Y IDNRTEINE T,

¢« CPUE—JIF. BE24BBICEITEIVDRACPU FERAEARLET,

o 5% CPU /N1 713, CPU ERZEA CPU LI WME®D 80% #BX. S5 /U LG LI-EHERLE T,

« Memory Peak (3. 8% 24 BREIORAXE BHEEZRLFT,

o FHRAXATEUZRNATIE. XEVHEEDNIXEU LI WVMED 80% ZHR. 5 nUEIFHLEHZRLET,

¢« BE2ABBEOT 74 EDAREY Y RUICHBITZIOONT A= ADMERIE. CPU FREL XEV
HEEN S SBEMATTOY SNl ERLET,

w3 yINT =< REE

FEREYIAUNT IV ABEEDOX Uy IBRRFENET,

s BE2AEMICYIUTRELIcEY Y 3 VES,

s Tyl avBEOHEMICIE. BE24REOT 74 MO 4KEOY s Y FUICoVWTFOy FEhfkctEy >
a VBEHIRTEINET,

s E—VRBTITa Ty a v, BE24EBHICIYIV ETHRIShCAREY >3 Y ORREERL
=

o Bty a BiE. BIRLBBERICIS Y ETTIT TR >ty a v obieRLET, G5ttty
a eIy ITBRE Ly avEILTIT—EREa PRSI WRTB Ly arEy MIRRTN
¥, LydavoFlEa— Doty a3 A M)y I ESICEO T TARB N TE XY,

e A—H—-tydar - NTF—IYVADLLUFRIF ty>aYy  TVXARVIVIICEI<S<EY 32D
nEE BRI, TRF) TRRI ¢ LTRL. BIEE 24 BEOT 7 4L O 4B TTOY bENET,

Ty a vEEES, Ty arvBEERTIZISTON—. SLUREShty>a BzIVvITBE.
Tyl a eI —EREa—IlEy S a A RRINET,

Machine Statistics I&. Y>> Io Y ETRITFINTVWR EY S 3 VICEET ZBBEDBEIEMMT CBEICH
BRINRTOY VEEDX M) v I 2RRY HEENBE21—-TY,

Y-z HETHEUTOEX

[7O0tX] 270Uy o$3r. BRULBBICIS Y TRITINTUVWSR DY —RZ2KEITCEET 32 7O DK
TINFET, COBERERRT BICIE Citrix Studio TZOEZXERARV S —EBHICTIBNELRHDET, O
WEEIE. IS URYA LAY TLIRYAbOTILFEYS 3> 0SSO eIty a> 0SSV TE
RATEXT,

CPU EAEELIEIXEVHEEBEC LISV IMISNATOLRZRTTEILSISERTIET 5
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Security Performance

“« Machine: ® Actions

ct 10th, 2022, 04:01 PM to Oct Tith, 2022, 04:01 PM IST (UTC+05:30)

Downtime: Osecs  Delivery Group: TSVDA-EU-STCL1  Site: cloudxdsite  OS: Windows2022  0S Type: Multi-session VDA Version NA

Machine Performance

s | 2Selected v

Processes ordered by Resource Consumption (Max. 10)

2 Noprocesses caused Sustained CPU Spikes

MsMpEng.exe

-

)

ERXI0EORDIY—I=ZHETSTOLXD BRLICEEDICCPU £FLEAEVE—JDFETRRINE
To NS5 WIETBILYTORBVWIY —HBE—HT 2846M7% CPU 7B AEURNAIZ5ISEIL
70€EXTY, BERLHEBICXEU» CPU DR ERPBWVEETH. VY —XZRHHEELTVWBR 7O

RRENET,

I 710IE BRUIHBICEIT 5 70O XBD CPU AR I IIXEVEEN 7Oy bINET. ThIcED. 7

OtRICLB VY —EHBEIO VDY a v BEFEEMITZ N TIET,

TOvXOFRMEIE. V5V RY A AT LIRBA M EDOTILFEYS a3 0SSV TIIlEyS Y
OSTLYTHETEXY, COMEERERAT 3 i1ICI. Citrix Studio TXOERERRY S —Z2BMICT IHEND
DET, CORIVY—IF. TTAIL L TREMCAE>TVWET, YTV ETERITEINTWLWS IO+ X% Performance

Analytics TRRY 3 ICIE. CNEBRRNICEMICTIBELNHD £T,

Create Policy

o Select Settings Select Settings
2 Assign Policy To (All Versions) All Settings
3  Summary Settings 0 selected

 Enable monitoring of application failures
Computer setting -Virtual Delivery Agent Settings\Monitoring
Not Configured (Default: Application faults only)

» Enable process monitoring
Computer setting -Virtual Delivery Agent Settings\Monitoring
Not Configured (Default: Prohibited)

*» Enable Profile management
Computer setting -Profile Management\Basic settings
Not Configured (Default: Disabled)

> Excluded groups

Computer setting -Profile Management\Basic settings
MMatk Mo end Meafaold MNiaabklaAdl

process

View selected only

Select
Select
Select

Select

Cancel
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FHLIE TEROR >

:

Eat—}

—EXAE

1 ZBRLTRS

Lo

o« AT L I XY +DIBE. Citrix Virtual Apps and Desktops /N\—2 3> 2203 LIFE%ERITL T
WaIT U R—bINET,

« 7O+t ZXF—#1% Citrix Analytics for Performance I #&B#IC L. Director ICIZHELRIBEICD
HTOVRT—2EBNUTZE2B8HLFT, Director A\O7OERF—4270—-%FMICLT
BEDOEBELTOR ML —UHEEEOHMICOVWTIE. T7OERT—41 Z28RL TSI,

RD PowerShell av > RLw b EFERALT. 7OEXRT—2070—-%41fIL £35

« 7O+ 2057 —%70—% Citrix Analytics for Performance ico&#&%iC L. Director ICIFiEfE L
BWEDIZT S (S
Set-MonitorConfiguration SendProcessDataToCASAndSkipDatabase
$true

+ Citrix Analytics for Performance & Director @A IC 7O X F—270—h AN £51CF 31

o

Set-MonitorConfiguration -SendProcessDataToCASAndDatabase
S$true

X2 RED RN

—

IO VEF] R=JIC. IV VOREICET3BHEMARIIND L SICHRD £ LT, States #7(CiZ. BX 24 B

DI VEHREBEIDVERATIVDOZA LA VHRAEINEY, 7Ov M 15 BRERTITONET, COD
WEEIR. RIBRDOT D VICET3EER/NIA—FZMlN <TI0 2T, XU EZBREICKETZ0ICRILEFT,

Sessions Processes

Machine State Timeline

Aggregated State @
26.04%

® Ready for Use

0%

@ Maintenance

0%
o Failed

Power Category
100%

® Powered On

0%

States

Active

Unregistered

Powered Off

0%

04:30 PM

Parame ‘ers:‘ 2 Selected v ‘

0500PM  0530PM  0GOOPM  OG30PM  O7:00PM  O7.30PM  0B00PM  0B30PM  O09:00PM  09:30PM  10:00PM

®
Click on an Aggregate State data-point to see how it was calculated

@ Transition © Suspended
0%
Not Supported @ Error
04:30 o 05:30 06:00PM O 0 0730 080 08:30PM 0200 09:30 1000 PM
Time Range: 23/08/2022 4:20 pm t0 23/08/202210:20pm  (7) q] 4L q] M PN
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BEreEsS—>arnN—

BALFETF—2 a3V N—Ili3. T MO AKERTTOY FSNTEROTZTHRHD X7,

o YU VEA—Y—t Yy arDNTA—IVADEAEIG. [Ev>ar]27FkE[FOoeR]2TTc7Oy +
INET,
o IVVTIUHF—RAF—RDRLYRIF. RTF—FE2TEBEVTVREEICTOY FENET,

CHhICED, PLYROBEZEIEL. BOOHZEHEEZIHATET 9, 24 KEASEROMO T 1 > R UICHE
TBT—RERRIBICIE. BEFES—2a N N—2BBL THORBERZERLEY, 2~8KHDYr VK
DNCZX—LA Y EIZX—-LTT LT BRLKEEEICHG I E IV FERRTEET,

ERLDER

¢ IVVDAIVRALIZED IVVONT = VA LY ROTOY ORI B ATREMD B D X7,

o A MDBNTA—IVRBMICA Y R—T ¢ VI INBHI. > TFL X R0 Virtual Apps and Desktops
BIEOYI NI VAZOJICEBMINTVWSHBE. Y220 OSERY [V Yot Ea—IcRkRdh
BWIEHBHDFEY, EBRE LT Y0 bDFVR—F o VI RICIDVAZOTICI OV ZEBIMLET,

o« #> 7L X 20 Virtual Apps and Desktops IRIED < > > D#istid. Performance Analytics A7 >R
— T VDB INTH S 24 RREIUATERTE X7,

o [ROUNRT =<V R] OMEAIE. ¥ rhUnregistered. Failed. Powered offX7—42X
O FRTINI—=TI—THhoHBRINTVWIBIEFATE FHA, Hetlid. <> UHMERTTRERE >
HEOAERTIET,

« YU UHActiveFizidReady for UseDRREICHNS>HERERETSICIE. NRE 271265357
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« Machine:

g P | < Prevaabs
Sep 23rd, 2020, 12:23 PM to Sep 24th, 2020, 12:23 PM IST (UTC+05:30) oo a2

Downtime: Delivery Group: TSVDA ~ Site: US-STAGING ~ OS: N/A  OSType: Multi-session

Machine was unavailable for the selected time frame. Learn more

[ 85t] E a—0—iRr2EmR G

[Machine statistics] Ea—iCid. Y Y2 BENICESTILS a—FT0 Y FT3DDERIRRINET,
A—H—TITIRRVIVIRA YD aR— RO OIAT 2 —MNBRI—X7—XT. COE2—DFERAEZERLE
L&>o

A—HP—TIZARVIVRA Yy aR—R) [BEA YA M XRILICIE 3EIEERL Ty > avhkBLi:
TS IR=IIIVD)RADRRIEINET,

L -
-Q- Insights @ »
“— Back to Insights Summary
@) Black hole Machines ®
o Affect Session Availability

91 failures caused by 4 machines

View machines

Recommended Steps

1. Check RDS license on the machine.
2. Put the machine in maintenance mode.

3. Reboot the machine.
Learn more —

TI9IHR=INII DIV I )y ITHE IPIYR—ADEILTHF—EREa—IRRETNET, COE2
=il AoV EA L E=T CPU. BLUVE—IXEVRYE, TSV IR—IIDVICEETZIRTDOX MY
ID—BRTINET,
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Security Performance Usage
Filters
Machines
Site Name
Delivery Group
Machine 0S Type
DATA
MACHINE NAME MACHINE O5

e : Windows 10

Site Name: cloudxdsite
Delivery Group : Remote PC - Miami
Machine 05 Type : Single-session
Downtime : 15 days 8 rs

Latest Consecutive Failures: 0

STATUS SUSTAINED CPU SPIKES

Registered 0

Settings Help Search

x Last 1 Month

Export to CSV format

SUSTAINED MEMORYS. PEAK CONCURRENT SE. SESSION FAILURE RATE UNREGISTRATION COU.

85 1 72% a4

AV CPU: 2169%
Peak CPU: 79.47%

Avg Memory Consumption : 4491%
Peak Memory Consumption : 97.14 %

[RY] OEILTH—ERE2a—TIIVEREIVYITRE., [N UE] R=IBPRRINET, COR—JIC
3. ACEREETIOY bINEIIV. By arNRNT+4—I VA BXPTOER VY —IDINSX—EHEK

TENEYT, COBRZFEALT, tyPaYBEROU Y -—IAFEHEZLRL. VY —-XRDI U FHEEDR

THHERERICOVWTORRER/ZEHTEET,

“« Machine
Dec 1th, 2023, 02:57 PM to Dec 12th, 2023, 0257 PM ST (UTC+05:30)

Machine Performance

19% 0

CPU Peak Sustained CPU Spikes
© CPU Utizston
66%
Memory Peak

@ Memory Consumption

0
Sustained Memory Spikes

Sessions  Processes  States

50
Total Sessions

Time Rangs: 121122023 1255 o 0 121272023255 pm

Downtime: 14 hours 18 minutes  Delivery Group: Remote PC-MiamiLABs ~ Site: cloudxdsite  OS: Windows Tl 0S Type: Single-session VDA Version: 23080088  Hypervisor Name: N/A  Catalog Name: Remote PC-Miami LABs  Provisioning Type: Manual

Prev 24 Hrs
and time from Nov 20th, 2023, 02:58 PM to Dec 12th. 2023, 02.58 PM IST (UTC+05:30)

December 12, 2023 257 PM

Parameters: M’

Parameters: | 2 Selected v

I
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ROVT702aveEET7IIaYy

= | CilnX | Analytics a @ v
Security Performance Setting: Help Search
“ Machine: ® Actions ~ May 19, 2021 1:18 PM < Prev2atrs | Next24Hrs >
May 18th, 2021, 01:18 PM to May 19th, 2021, 01:18 PM IST (U™~ ~~ J -

Downtime: Osecs  Delivery Group: mesé  Site: cloudxdsite

Machine Performance

R UT U avik. 57 KEo Citrix DaaS (18 Citrix Virtual Apps and Desktops #—E X) #+ ~OEBEFEE
EWRVYS U THERTIET, JILEEBEV IV AEZFHOEEEIR. YOV ETROT7I2aVERTTEEY,

o XVFFURE—REAVICTS

¢ AVFFIURE—REATICTS

s Y UEHEEMTD

s ITUERHT D

e XDy ATV

o YU VEBRINICHEREST S

e YLV ORHIT vy RATY

A

[>T ovav]AdToavig. IRTOIIVISHLTRRINET, 7=5L. MCS £HI3BREESN
1oV TOHEEL F75

FYTLIRYA R TRIAMINTWBRB I YTl [I2 V702 a >y REMICHRD T,

ROV Tooa>O—RNEBERG Y>> 7o avid. A—H—ITIIARVIVADBRTEBRT ZDICRILE
9,

XEUFERAENZVEDICY O UNEEEZITZHEIE. [V Y07 —EX] Ea—CRIEOERREE # 12
BTEET,
II2DEILTH—EREa2—ITiE. OS. XEUINA VD, BLU—EHBEICEITS CPU X1 UHRRIN

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 214



Citrix Analytics for Performance

9, B> rEV) v T3, [Machine Statistics] R—STUY -ty a YT IIRRYIVIDIE
BREFRERECTEET, CITE B FINRIV—=>2 3y b ERLET,

Security Performance User Activity (Preview) Settings Help Search

Machine Performance

0 o " R

PU Peak Sustained CP

95.57%| 287 855 AM - 900 AM

pikes

CPU Utilization

Memory Consumption

User Session Performance 8:45 AM - 9:00 AM
O Session Fai
Session f Total Sessions 1
es F
Sessions with Poor UX
1 Sessions with Fair UX

-
—
—
—

@
g
-
o
b
2
<
=

TEBEEER. COVI Y TINUEOEGPE Y a VDFFRISNAVE SIS, IV VXY TFHYIREICT
BCENTEET, 0%, AV —2ZBEFIZIH. TOMDO ST a—T0 VI FIEZRITLTXEY
ZRRRTEERT,

NS DIREIZFTART. Web Studio Z7:13 Citrix Director IC#8813 31K DIC. [ V4] Ea—HBEITT
I

AVERS Y hFUZaY

BE&7 U 3vid. [Machine Statistics| Ea—h50> 00w I T—EDOII VT I3V ERITTRDICEIS
F7,
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= cilrix | Analytics

Security Performance

“ Machine: ®
May 18th, 2021, 01:18 PM to May 19th, 2021, 01:18 PM IST (U™ "=~ =~

Actions

Downtime: Osecs  Delivery Group: mcs6  Site: cloudxdsite

Machine Performance

0

CPU Peak

63% 0 . I .
Memory Peak Sustair o O Meaintenance On » Send Message b LogOff b Restart » Maintenance Off
Spikes O Mainter > > ‘ -

User Session Performance

RD2O2OAVRISY 703> —TYRADVWTNDZFERTETET,

o AVFFURF V> Ryt —CDEE>OATF T >BEF>> X VFFURF T

1. IOVEXVTFHFURFVE—RICBITLET,
2. 22O AYLTVBRIRTOI—H—ICEBRBEEX v E—JZEELET,
3. 0 RDEALT I L EFON. IRTOA—H—HAOTATIT20Z2FEET,
4, 72 oEBREREL TS,
5, IOVHEAVTFUVRAATE—RIZBITLEY,

¢ XVTFIURFYE AytE—TJ0RE>OJF T > aEIBEE > XV TF VXA T

ROVERYTF AT VE—RICBITLED,
IIVICOTA Y LTVRTRTOIA—HF—IIBRIEEX v E—CERELE T,
30 BDRA LTI REFON. IRNTOA—HY—HOJATT30%EFEFT,
L oEREINICERES LT,

ROVERYTF AT TE-RICBITLED,

A A

7O arDefNBRRAT—RALBERDRATY TDRT—2RIE 7o2aY I IDOTICRRINET,
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= | Cinx | Analytics a @ v
Security Performance Setting Help Search
“ Machine: ® Actions v

May 18th, 2021, 01:18 PM to May 19th, 2021, 01:18 PM IST (UTC+05:30)

Downtime: Osecs  Delivery Group: mcs6  Site: cloudxdsite ~ OS: Windows 2019 OS Type: Multi-session

Machine Performance

0
63% 0

User Session Performance

WEM ZXIANIZRFT VY

NTA—=IVZARHEHEIS Y TWEMAIRF v % RTTE £9,Workspace Environment Management
(WEM) . TR by 72BEHNLTREDI—HF—ITIIARIIVREZRRTZOICRIDI—F—RIEEEY
—JL T,

o
- v
m
o

WEM 220 >ALRFTvo7o0>avE&ERLET, CD7P>arvidk. WEM Cloud Health Check 21U 7
FERITLT IO AMICETEREZMEBLET. COWEEICED. IO VOB, EH. FizidR) > —
IR 3—RMAB Y > OREDERRA% Performance Analytics R CHEEBEICIRAMICBRTE Y,

WEM Cloud Health Check 74> 3 > O£ EMBRITF—2IANRTFINET, RV U T RHERBICRTINB L.
LR=—bADUYINRRRINET, COUVIEIU YT FB. WEM Cloud Health Check 4R % 5T 3%
HMRLA— OIS, TNSEBETILHICRITTE S 7> 3 >id Performance Analytics icbRRINZE
ER
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WEM Health Check Report it

Jul 18th, 2022, 07:21 PM IST (UTC+05:30)

Details Raw Data

Machine Nama
CVAD-100261

Machine Type
WO

Extandad Data

1S5UE FIx

@ VDA software installation status
The Wirlual Delivery Agent soltware installaton on the Tollowing maching|=) i@ nol Tunclomng cormectly. This igsue can
o if tha saftwars was not installad carractly or does not suppart tha currant OS varsion an tha maching. **Ws varifiad:*
-*[Passed)™ The VDA installation image path exists.-*[Pass=d]™ The VDA installation key registry exists

@ VDA demain membership vertieation
The domiain membership of the followng VI(s) cannot be confirmed: This issue can ocour i * The VI did not jain the
domain correctly. * DMS name resalution might not be working. * The domain controllar can't ba reached. * Thare is no trust
relationship betwesan the VDA and the domain controlies. ™ & restart iz required for the VDA due ta Windows Update.
=l >The VDA must be joined successfully to the domain so the VDA can register with the Site. If the VDA car’t register with
the Site. usars cannot sccass the applications snd dasktops that the VDA hosts. *“We varified:** -**[Passed]™ The Local
DNS name has been sat. -~ [Pazzad]™ The Camputer Domain and Role hes been sat.

() VDA communication ports availability
TGP port 80 is unavailabla and in by QezupyProcasses. This port is raquired for BrokerAgant axa. |f this port is blockad
orinuse by another application, the VDA cannat register with the Site. If this heppens, users might not be abls to log on
and access their applicabons and desklops

@ Citrix Desktop Service status
The Citrix Dasktop service is not running. progerly installed. ragistared on the maching, or the sardice permissions might
not be set correctly. Thes swe can occur if the service is not started or the system Event Log has traces of sefvice related
ies. I the Citrix Desktop Servica is net prasent ar running. tha VDA can’t register with the Sita, preventing u from
sccassing their applications end deskiops. **We verified:*- " [Passed]" All VDA services ara running. - **[Passed]™ The
Event Log doesn't contains effors of Warmings.

& Windows Firewall configuration
Part BlockParts blacked by firewsll The follawing Windows Firewall rulas ara not anablad an the VDA: * Inbound agant
connections on TCP port 80 Outbound Broker connectons on TCP port 80 idefault) <br

Ta rasolve this issua. see [CTXZETIHA]

% VDA communication slaius with Delivery Controllers
ihttpa:tsupportotriccomdarticle/ CTX227388)

Tha fallowing WD (5] can't communicata with the Dalreary Controllers in tha Site: This issus can o
network issues preventing communication between the VDA and Delivery Controllers. * The VDA or Delivary Controllers
have incoffect DNS settings " Actve Directorny OU-based dizcovery of Delvery Coni &g 18 ned configured cormactly. ™
Delivery Cantrollar hest names in the ListOfDDCs de not resalva carrectly * Delivery Cantraller hast namas in the
List0OfDDC s and the Windows Hosts file are incorrect or mizspalled. * The Delivery Controliers ara not reachables on
configured porta. <br=The VDA must be able 1o communicate with the Delivery Controllers se the VDA can regrster with the
Site. I the VDA can’t register with the Site, users can't ss the applications and desktops that the VI hasts. *"We
varifiedt** - **[Pazzad]** DOC connaction by registry sattings

paH

cour it * There are

WEM 22213, WEM ADTILT IR BHBERZRDI SV REBERLITIFBTEEY,

WEM 2R IANILZAF v o OeIZ DLW TIE Workspace Environment Management R¥Fa X> DX
VT RERUBEESRBLTIET L,

ZABLERBPEINTVLEWVWX N v D

June 18, 2024

A—H—TIRRYIVAA Y aR—Re UX T 70 2—R=JICIF. BED T 72— H T 770 42—ICBEL
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T MBH) TE#E) AR OATIV—ICAEINTVARVI—H =Pty arhiEaENTVBHENHD X7,
I, UX 7708 —ctl7F—ERICIE. N/AREBOIFATEGD o BEDT—U70—ICX MUY

ADBHEINBVI L ZTRIEZROA NI IR ZEHBEHTEET,

Chiz. REOAICEY BRE. &ldRy b —IEGOBENRETRET S CHHBDET, o HED

RELOMBECKFEFRICED. ENPBREINABVEEDLHD XY,

A—H—rtvrarhpEINLVER

Security Perf Usag Setting; Help
u: Infrastructure  Alert Policies
103 Delivery Group
oo o All Delivery Groups N/ 2hours v
196 Total Unique Users 218 Total Sessions
O Insights ® »
User Experience (UX) ® 2
HDX Sessions .
G Black hole Machines @
N@  tect session Availabilty
Inlast 2 hours 103 N1 NI 8 2 7 failures caused by 1 machine
Total users 24.27% 16.5% 777 51.46%
Users with E X u th Fair UX Users with Poor U Not Categorized
@  NoZombie Sessions were detected. @
- n l @ NoC tion Errors were detected @
| ]
-

[A—H—ITIZARVIVI] LU [y a>oREE] LY RO [ ROE] DEOTICH S [FEER] V> 0%

Vv LT HEDA—F -ty aryhHREchBEVWELERERTLET,

Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASOM

ACTION

EUEM service not active Check service status 5

Unsupported CWA version Check CWA version (3
Unsupported VDA version Check VDA version 3

UPM service not active Check service status 3

For more information on other reasons, click Learn more.

e« EUEMH—EXNR 70T T TldH DO EEA: UXXO7EBRELTA—H—9%E%E1T75 1%, Citrix EUEM
Y—EXREA VA R=ILLTRITIZIHBELHDET, EUEM P —EIR 7T TTHVWEEDT—EX
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RT7F—ZZADMER) VI CORFaX> b ICitrix EUEM & & T Citrix Profile Management # — £
ZDFTvY 18I avIidBHD ET, Thilid Citrix EUEM H—EZXRERTFIATLWAELWT TR T
RU by TREROTY U E#BIT 3 ®HICRTTE S PowerShell I—RA'EEFNTULET,

s UPMH—EZNT7IT1 I TIEHD EFEA: UXROT7EBELTA—Y—5%%17512iE. Citrix Profile
Management 4 —EX%Z A YA b= ILLTERTITIHBENHDEFT, UPM Y —EXNRT7I T T TH
WIBEDH —EXXT—2AOBR) > 7I1E. CORFaX>Y o MCitrix EUEM & & O Citrix Profile
Management 4 —EZ2DF v | £ avIio2BHD Fd, Thilid PowerShell I—FAEENT
BEH. INERIFTLTTZIURTRY by FEBIET, Citrix Performance Management #f —E 2 Q=TS
NTLWALWIS Y ZHAITEET,

e HIR—FINTLHEVWCWAN—C3y: [CWAN—JaVuRR] U ox o )vod3e. Cit-
rixXWorkspace Analytics for Performance ##&ic 427 Citrix Workspace 7 7 1) O R{ERHE /N —
a2 kEnt Citrix Workspace 77U DN—=2 3> v IR

o HR—FINTLWHEWVWVDAN—T 3> WDAN—2 3> 0mER] ) Vo) w33k, Citrix Analytics
for Performance #acD < > > F TRITT 3 1= DICRIERHE% Citrix Virtual Apps and Desktops At
2 hEINT Citrix VDAN—=2 3> ) w I ZDRRRINET

[ty a>voREY] FLYRO [RDE]| 0ty a>DEOTICHS [#EIBHR] V020w o3B30 "D
LS BREHNARINE S,

Sessions Not Categorized

Sessions were not categorized due to one or more of the following reasons:

REASON ACTION

Session duration < 5 min View sessions
Unsupported CWA version Check CWA version 3
Unsupported VDA version Check VDA version 7
EUEM service not active Check service status 3

For more information on other reasons, click Learn more.

Ly arhPBINAVELREROD 1 DI 5 2KBOEVWE Y a > TR PEORME %35 ICARTT DL 5%
NTF—=IVARA Y IRREETNAEVNWCLETY, [Ev>a>oRRF| V2oV I LT 59KREDEZYY
IVE—BRRIS [tyrarulIY—ER]Ea—%#BTFT,

Ly a v BEINBVZOMDOERIE. B R— TN TOLWALCWAN=Y 3> B R—RINTLARLVDAN
—2ay. BLUVEUEMH—EXWRT7 I T T THRWVWI LTI,
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7EsC:

s KLz w>a YDA M) woIETART INAL ERREINES,
s B —RENLTEISNLIRTOEY >3V ICARTT E&U0AT 7 VHEIOX kU v I HF

RATERVD., DETNhEHEA.

Performance Analytics v 2 R—RORFEDX b T RUILAT>H NJA £7:i1d Not Categorized TH

BEHZUATICHEALE T,

IYRARAY X MU ZICNJABHRRREINZIEH

Citrix Virtual Apps and Desktops IBiEZ &BICHN T BICIE. T—2OAIAMHEETY, O —> 3>, ISP,
WiFis&E. ZIN—Ty b BREDIVRRAV X M) wIIE £y a YT IRV IV ZORTZBFEIBMTITT
ZOICRIMDOEERIBIET Y, BYRRHREZGIELINTVAVL, TVRRIYFOX M)y IENRET S

BEMELRHD £,

A—H—TIOIRRVIVAA Yy 2R—RIZIE. BETHBICIZVRRAI Y EX M)y IRTELTWREY S Y

DHETINFT—DHEENTULET,

Security Performance

Users Infrastructure  Reports (Preview)  Alert Policies

79 e 93 s
212 Total Jmmw‘\km 334 Total Sessions
User Experience (UX) @

79

A Keymetrics are missing for 108 sessions in the last 7 days and appear as N/A. Know more

QT
(| B AuDelveryGroups N, 2hours
i Insights ©

Advanced Search

»

Settings Help

HocHM3) 20y LEY, BROHFME . MEZBRTBLOICKRTTER 7723280 E—FIRy Y

ADPRTENEY, T—2HRAMT7AAY%Z T )y I LTE—HIEZERTIBLHTIET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

221



Citrix Analytics for Performance

Possible Reasons for Missing Key Metrics X

® Endpoint telemetry such as Location, ISP, WiFi Signal Strength, and Throughput help in better triaging issues
related to poor session experience.

75 sessions are missing endpoint telemetry.
Ensure that all StoreFront servers are onboarded, have data processing turned on, and the Citrix URLs are
whitelisted from the endpoints. Learn more 7

Review StoreFront Data Sources ( Sessions missing endpoint data )

46 sessions launched from 37 endpoints run incompatible Citrix Workspace app versions.
Update the Citrix Weorkspace app versions on the endpoints.

( Sessions missing endpoint data ) View the Citrix Workspace app version matrix =7

100 sessions are missing telemetry as the endpoints run unsupported 0S Platforms.
Some endpoint telemetry are supported on limited OS versions. We are working towards widening our

Note: Metrics that continue to show N/A values are outside the purview of this check.

¢ IVRRAYFTLANIDRETZERERD 1 DI, StoreFront 04 > R—F 1 >4 TY, StoreFront
ZELKAYR—FTa I L. 7—20NEBZEML. @& URL 255 ) A MCERTIHENHD £
F. StoreFront 7 — %2V —XZzHRBIT 3L, [7—FYV—R] R=IPBRRINET, TOR—ITIE
Workspace 7 71 O F — 2 NEICHEZX StoreFront 04 > R—F ¢ > 7Ot A% |E%B > THAL
¥, Citrix Workspace TIEF > R—F 1 VI IERETY, [TV RRAYrT—2HFRELTWVWE Y>3
V] #0)v o943k, StoreFront Onboarding MIEL < U\ FIRBFEELAVEHICTY RKRA > b X
Py IBRELTWEEYS 3D MEECEY Y3V BT —ERE2—DHEET,

e IVRARAYEFLAMIIEFE HR—FINTVAHWOS 75y b T+ —LERIFEBRED AL Citrix
Workspace 77UN—S 32 RITLTVWBRIY RRA Y MO SREIINAEY > a Y TIRERATIEE
ho TEY S IVRBEIVRRAVMT—41 2OV IT3E, EyiarE)llIH—EIREa—HHE.
EDEBRAICEDIVRRAIVETLARMIARELTVWREYS a3 YD XA MHRRINE T, FHICOWVWT
l&. BHEED OS N—T 3> . HR—bIhTW3 Workspace 77U OMHBEN—T 3 % —BRTIT SN
=23 I M)y I REBRLTLLETV,

N/AEDERZ#HLHBETEY—ILEY FH. UTFOIY RRa Y FEEEEDE Y 3L T —EXEa—
THRETETSELSICHED F LT,

+ Workspace App N—2 3>
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o IVREAY FOE (BRICERINLE)
« IVRRAYROT o (BRBICHSNEDOD)
o« IVRKRAY DUV IEE (PI5)

o IVREAYREEZIL—TF Yk (PI5)

o TYRKRAYFRIL—TFy bF(E (PI5)

« ISP (1 >&—Fy bH—EXTONAH—)

Al List of User Sessions Save Search View Saved Searches
Filters Clear All
Session State Sessions A 08/09/2023 14:20:00 - 08/16/202314:20:00  \/

Compatible-CWA-Version = "False” AND Workspace-App-Version != null AND Workspace-App-Version = "" AND Launch-Status =
"Succeeded"”

Session Experience

Factors affecting Session 4

Experience

Session Protocol : HDX
Endpoint 0S

Workspace App Version

SESSIONE. USER NAME DELIVERY G. WORKSPAC. ENDPOINT MACHINE N ENDPOINT CITY (LAST KN. LAUNCH ST. ENDPOINT IP ENDPOINT N
Delivery Group
> N/A bc2844144.. CVA\CVAC... 2102025 ‘D Windows 78th30302... N/A Succeeded N/A 9700d91d7...
Site Name
> bc2844144.. CVA\CVAC... 2102025 17 Windows 377bf248eb...  N/A Succeeded N/A f9700d91d7...
Location
> 702132cfe7..  RemotePC-.. 210202507 Windows Update Citrix Workspace app Succeeded N/A 10aa2ed912...
Session Protocol -
version to 21.08 or later.View
HDX > bc2844144.. CVA\CVAC... 2102025 ‘D Windows version matrix Succeeded N/A 9700d91d7...
Console
998 > N/A a1391d2477... Remote PC-...  23.3.0.55 s Windows 837ebe87h... N/A Succeeded N/A 7bbd75d3d...

Y=ILF v Fid StoreFront 04 Y R—F 1 Y IHELL BV, HR—FINhTOWEWOS IS5y b T+ —LF
3B W Citrix Workspace 7 7UN—U 3 Y ZRITLTVWBRIY RRI Y hhSEB SNy 3 VH
FEHERT. ChoDX Ry oD NABICRTIINET, Ey>avEILIH—ERE2—THATEZX M)V ID
I OWTIE TEy a0/l 7—EZEa—1 #8BLTLETL,

A—H%— A—H¥—IIVZARVIVRRAT7. £y a>XAAT7ERHE

A—H— A—HYP-—IIIRYIYIXRAT, £y a>XRA7E. #RLBEICEY Y a YREEERBEY Y
arOJ 4 YHERBOWT NI ORAEENFATERVESG. DRTNBVILHBDET,

ICARTTN/A & Uty aVREENREINTULAL

ICARTTHN/AICBRB L. By a VRERICAEINBWE Y 3 VARELF T, Chid. ROBRICKDRERE
THAREMELBD ET,

¢ IVRARAY K OSIEFHTMLS £7#1Zi0S OWTFhhERITLTULET,

s Ly ayid TRE. M KETY,

s tyrarhiBEGIhE L,

e Ly 3 EHDX Z7ORILTERITINTUVEREA.

+ Citrix Profile Management "ER{TIN TV EE A,

o IVRIA—HY—THIXRVIVREWR (EUEM) H—EXDRITINTES T BT Z3RUS—HIS U THE
BENTULWEEA.
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« £v > 3 >h NetScaler Gateway N—2 3y 121 LEEZNA L TERINTE ST, NT+—I VAT
Citrix Analytics THRINTW3, #AICOVLTIE, TGateway 7—4 YV —21 ZBBLTLLEIL,

e NSAP B"BEMIZH>TVWARVLWIS Y bty aryhiEEEThE T,

e Ly a IFHLWCGP (BB —hYzr7ORI) £y a>TIEHD £EA.

OJ# VEEADEI AL

e Ly aVIFHDX 7O R JILTEITINTULEE A,

« OJ# VEREER T 312iE. Citrix Profile Management Y>> ETRITIN TV B RELRH D £,
Citrix Profile Management &, Y>>/ ARY MIESWTOSF V% HEL. TOHBEERY —E
RCEELET, UE—FPCTIEROBRBANEEL. X2 Y07 v 7JL— RHERERBEIL. Profile
Management J>7R—=>  (Citrix Profile Management & & ¢ Citrix Profile Management WMI =
SU1Y) ZERICEBTIE T, #MICOVWTIR. 707 TUE—FPCT7IEATIY0EREFZTIL
Ya—T4 271 #BRLTIRSIL,

GPO N/A

RIS VT IN—TRY S —REDREHE TIEBEMITER > TULAEL,

ZO77<)LO0—K N/A

« Citrix Profile Management "> > ETRITTN TV EH Ao
« ¥ > Citrix Virtual Apps and Desktops N—2 3> 1912 LIEHARITINTULEE A,

R > oiEEsE NJA

COAEIF. Ly aroiRFPICEREENRIS VAR SNIESICOAMEATEEY,

Ag#>2x21J 7~ NJA

AJAYR7V T hidty s ayBICBRINTLEEA.

BEaFOIIUADEINTLAEW

o IVIUNEBBINTLEEA
o VY —ZX0BEFHFRETIIAEVWVEYSIVIIARIIVADRTOI—H—,
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07 —>3> & ISP NJA

o TYVRARAY MEFHWN— 3 > Citrix Workspace 7 71 TETI N TWE F, Citrix Analytics
for Performance ##EIC % E 7% Citrix Workspace 7 7 O REN—T 3 VICDWTE L < & TCitrix
Workspace 7 7UDN—=Y 3> b vy 2] #BRLTLILETL,

« v 3 ikEEE Failed TY,

« URLhttps://locus.analytics.cloud.com/api/locateipTEEZA LTV DHRE
L¥l7o

o IP7RLRADEEREINGVETREMDHD £7,

o IVRAR1Y I >d SendPubliclpAddress LY XU T bUIE IP 7 RL ADEREREZFEINICT 5 &
SICRESNTWVEY,

o AV FL I XY A MEBO® StoreFront #—/X—H Citrix Analytics TEBR I TWEE A, L <
I&. TStoreFront =R L 7z Virtual Apps and Desktops 1 b A >R— Ry #BBLTLEIL,

Workspace 77U DN— 3V F TV RR1 > b OS ZHAL

¢« IV RAKRAYFTIE Windows /N—> 3> 1912 BRE® Citrix Workspace 7 7UHARITINTUWEE A,
e Ly aVIEHDX Z7OMINTERITIATLEE AL
s Ty arhRBLELT,

G217 NJA

IY KRR~ T Windows /N\—2 3> 20.12.0 UE® Citrix Workspace 7 7UDRITIN TV EE A,

FybT=0A4>2—T71x—2217 NJA

I RKR1Y bTlE. Windows /N— 3> 2105 LU ® Citrix Workspace 7 7UARITINTULEE Ao

FHEE Ry T —TBEDX LU w2 NJA

<> & Citrix Virtual Apps and Desktops 7 2112 Lg% R{TLTWEH Ao

Analytics ® VDA 7 —ZINERD > —H IRV THA ICRETNTVELA, Jhid. EZZUYIH—EZR
DR CBEDHAREDI Y VEEDNT A=V AA M) v O RINETESZLDICTZHICHETT, T4
IZ2WTi&E. TAnalytics 07 —#2UNEICET 2R > —1 #BBL TSI,

IVRRAY bRy hT—IX ) wo NJA

I RKRA>Y TIE Windows /A—2 3> 2108 LU O Citrix Workspace 7 7UAERITINTULEE A
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Gateway H—Exr x4 NJA

Gateway H—ERr %72 X+ v ik, Gateway t+—E X (IE Rendezvous) & Rendezvous 1 Th &4 7R
—hINhET,

BREICEOVWTHEIATLWEALTYS Y

RDGZE. IV VIIDBEINBVAREELSBD £7,

o IIVIFT Y NETIY, KREE. FRISEERETY,
¢« TOVYYYTIRNY —RTF—2%FERATI A, VY—XEBB/R)S—HPBPIVTEMICE->TWSRILE
FEBLET, sHICOWVWTIE. T Y —XEREZEMICTS) #BBLTLIET WL,

Citrix EUEM ¢ Citrix Profile Management 4t —E X0 F v o

o PowerShell 2 1) 7 b #2471 L T, Citrix EUEM & & U Citrix Profile Management #f —E RH'Rf7&h
TWEWTF TV ETRI MYy TRIBOYD VERELEY, T—EXFIVvIRIVT R E2RITIBICIE. ROFIE
ZRITLEY,

1. o577 REBEDHEIE Cloud Connector AL #> 7L = REEDHEIE DDelivery Controller £ @ RDP
Tyl a EBIBLET,

2. RoY—ERF v PowerShell 27U 7~ Z2ETL&F, CDXRY U T ~% Cloud Connector THE1T
TR OV L TEEZEIRTZ1ODORY TP v T U1 Y RIDBRREINET,

CORIUTRE RV BEFRERL 7 ANRIC2 DOHENT 7L EZERLE T,

« upmnotrunning.txt ici&. Citrix Profile Management ARITINh TV RV > O—BEIEELFT,
« EUEMnotrunning.txt (3. EUEM #f—EXHEITETNTOARVWIS VOU I M ZEBEL T,

add-pssnapin citrixx*

#for more filter : https://developer-docs.citrix.com/projects/delivery-
controller-sdk/en/latest/Broker/Get-BrokerMachine/

$dglList = @('All') #Add the delivery group names here

#Get list of machine 1in that environment

if($dglList[0] -eq 'All'")
{

SmachinelList = Get-BrokerMachine

}

else

{

for($i=0; $i -1t $dglList.Length; $i++)
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$machinelList += Get-BrokerMachine -DeliveryGroupName $dglList[$1]
}

SupmNotRunning = [System.Collections.ArrayList] @()
$euemNotRunning = [System.Collections.ArrayList] @()

#Check for UPM and EUEM service status in machine
for($i=0; $i -1t $machinelList.Length; $i++)
{

Write-Host("Machine Name : " + S$machineList[$i].DNSName)
#UPM Service check

Supm = Get-Service ctxProfile -ComputerName $machinelList[$i].
DNSName -ErrorVariable getServiceErrorUpm —-ErrorAction
SilentlyContinue

if ($getServiceErrorUpm.Count -gt © -and ($getServiceErrorUpm |
foreach {
$_.FullyQualifiedErrorId -like "*NoServiceFoundForGivenNamex" }
))
{

Write-Warning "There is no service named UPM 1in
SmachineList[$i].DNSName"
SupmNotRunning.Add(SmachineList[$i].DNSName)
}

elseif (S$getServiceErrorUpm.Count -gt 0)
{

Write-Warning("Exception on $machineList[$i].DNSName
$getServiceErrorUpm")

else

if ( -Not('Running' -eq Supm.Status))
{

Write-Host("UPM service not running on $machinelList[$1
] .DNSName™")
SupmNotRunning.Add ($machineList[$i].DNSName)
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#EUEM Service check
Seuem = Get-Service 'Citrix EUEM' -ComputerName $machinelList[$i
].DNSName -ErrorVariable getServiceErrorEuem -ErrorAction
SilentlyContinue

if ($getServiceErrorEuem.count -gt © -and ($getServiceErrorEuem

| foreach {
$_.FullyQualifiedErrorId -1like "*NoServiceFoundForGivenNamex" }
))
{
Write-Warning "There is no service named Citrix EUEM 1n
SmachineList[$i].DNSName"
$euemNotRunning.Add ($SmachineList[$7].DNSName)
}
elseif ($getServiceErrorEuem -gt 0)
{
Write-Warning("Exception on $machinelList[$i].DNSName
$getServiceErrorEuem")
}
else
{
if (-Not('Running' -eq Seuem.Status))
{
Write-Host("EUEM service not running on $machinelList[
$1i].DNSName'")
SeuemNotRunning.Add($machinelList[$1i].DNSName)
}
}
}

# Add the 1list of machines not having UPM or EUEM services running to a
file

Out-File -FilePath .\UpmNotRunning.txt -InputObject $upmNotRunning -
Encoding ASCII -Width 100

Out-File -FilePath .\EuemNotRunning.txt -InputObject $euemNotRunning -
Encoding ASCII -Width 100

<!--NeedCopy-->
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User-Name : John AND
Data Volume > 100

1—H%—-F! ~T3>

Hh

a—H—John D1~
FERRLET,
a—#—John D1~
FERRLET,
B0 —BZFFDO
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CONIE. A —DT7IERT—RICEATIHEMETRLTVETD,

DATA Export to CSV format | Add or Remove Columns

TIME USER NAME URL - CATEGORY GROUP REPUTATION ACTION

> | Jan 20, 7:38:40 PM www.gstatic.com Computing and Internet Clean Access BLOCK

> | Jan 20, 7-38:40 PM . www gstatic.com Computing and Internet Clean Access BLOCK

~ | Jan 20, 7:38:49 PM www.gstatic.com Computing and Internet Clean Access BLOCK
Client IP: Client Port - 261
City: Amsterdam Country : Netherlands
User Agent - Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Browser: Chrome

Chrome/85.0.4183.102 Safari/537.36 CWABrowser Device - Other

Operating System : Linux Request: GET

Response: 0 Response Len: 0

Content Category : Not Available Content Type : Not Available

Domain : Not Available Category - Content Delivery Networks and Infrastructure
Upload: 664 Download : 0

FIZBINEIZHIRT S ARV ET—TILOFNZBMELIFEIRL T, MET 2T —2R1 Y hERRFEELIFER
TICTBIENTEEY, UTZRITLET:

1. [FloEmEighbg] 20V v o LET,

DATA Export to C3V format | Add or Remove Columns Sort By

TIME USER NAME -  URL CATEGORY GROUP REPUTATION ACTION
> Feb3 75310PM adsbb.depositfiles.com Business and Industry Malicious Access ALLOW
> Feb3 753090 PM - - adsbb.depositfiles.com Business and Industry Malicious Access ALLOW
> Feb3 753.08PM F adsbb.depositfiles.com Business and Industry Malicious Access ALLOW
> Feb3 75307 PM - - www.gstatic.com Computing and Internet Clean Access BLOCK
> Feb3 75307 PM - - adsbb.depositfiles.com Business and Industry Malicious Access ALLOW
» Feb3 75308PM depositfiles com Business and Industry Malicious Access ALLOW

2. URMDST—HEREERIISHRMBRL. TEH 20Uy I LET,
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ADIYURAR— M EREZFEAL T, 10 G172 TV RAKR—FTEFT,

DATA Export to CSV format | JAdd or Remove Columns

TIME USER NAME A uAL CATEGORY GROUP
> Feb3 7H310PM adsbhb.depositfiles.com Business and Industry
> Feb3 7:53:00PM adsbb.depositfiles.com Business and Industry
> Feb3 753.08PM adsbh.depositfiles.com Business and Industry
> Feb 3 75307 FM www.gstatic.com Computing and Internet
> Feb 3 75307 FM adsbh.depositfiles.com Business and Industry
> Feb3 75306 PM depositfiles.com Business and Industry
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ATIABIV—LAR—bZA U7 2O0-RTEIET, TNLINDIBE. COF TP aVIFFERATEEEA. LRI
FIVETRO MY, By aoREDT—EY—ADESaF7III)—LR—bZ24T2O0-RLT. T—4
ERAALZAVOFMEFEIT ST LTRRTEET, Users ® Machines A7 —4Y —XDFE. T—H it
KEATOARTINET, LA >T EVaFIYIU—LR—rELATVO-—RTZEIETEEE A
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1. [EREX]Z7UvILET,

DATA Export to CSV format | Add or Remove Colpmns

USER NAME - LA CATEGORY GROUP REPUTATION ACTION
>  Feb3.75310PM adsbb.depositfiles.com Business and Industry Malicious Access ALLOW
> Feb3. 75309 PM adsbb.depositfiles.com Business and Industry Malicious Access ALLOW

2. [UARBEXEE]| U MDSHIZERLET,

3. FIRDAARY b ELANBEZ BI01E. FIE (EXRED) FI3FEIE (FRED) OUREZIEFZERLET,

4. [+50EM 22Uy I LET,
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1. [RESNBRRORT] 20V v I LET,
2. BRITIVOERIZIV Y ILET,

RF LIRRZHIBRT 31013
1. [RESNBRORT] 27U v I LET,
2. RELIBRRITUZBIRLEY,

3. [RESNIBREREZHZER] 20Uy I LET,

All saved searches (16)
NAME DATA SOURCE CREATOR CREATED ON ST
> v/|  Appsand Desktops_self_service_...  Apps and Desktops Mov 11, 2020 Mov 11, 2020
> Users_kunal naithani_2020-Mov-... Users Mowv 10, 2020 Mov 10, 2020
> Apps and Desktops_HP_2020-Oc...  Apps and Desktops Oct 22, 2020 Mov 10, 2020
> <script=alert{1)</script= Apps and Desktops Oct 22, 2020 Mov 10, 2020
] 15earch Selecta | W] Remove saved searct

REEHFREEZEETBICIF. ROBEEZITVET,

1. [RESNERRORT] 20V v I LET,

2. ®RELIBRITVDEFIZI )Y I LET,

3. BHIZEDOWVWT. BRI TV FEBT77EY FOBIREZBELE T,

4. [BRROEH]>[RE] 20V v I LT EELEBRRZRLRRITUETEMLTRELE S,
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EEINIRRT — D BREFEORRT —2ZLEELET,

=
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@) Affect Session Experience

8 machines impacted 8 users

((Tﬂ Communication Errors @)
@ Affect Session Availability

1 failures

YA b TUNI=TIL—TF B—FREIILFOS vy aryIIVICBL TRESNEEUDEE/NNZ— 2 H%
RINFET. INS5ONE—2F. COMENMEEL TVWBAREDI—H—IR— bHFETZIHESHZRBH B
DICKIEE T, DKR— FHDELTVBR DI XTLHANEZ -V EBRATIHRVEER. RUILLEI>LTED
IMTBezHEDLET, oo BEOLS TN a—FTo VT LBROTOHICHREINE 7O 3 VHREN
TWEYJ,

¢ R=ZAFAVAIHYA P R=IFAVA2HYA ME FEBNT A —IVIBIZLBEDOR—IZAED
REZTRLET, CNSDARICED. TERBIEHNHEL TLI0OD. BULTWEONE—BTHRATSE
F9, AV TYMEEETIEPCHEL. BEONT7+—I U RAEZALIEZHOBBHANELZEL S
DIKILBET,
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st i- . -’T\
-Q. Insights (i) »
nthe last 1day
Diagnostics Baseline [EE0
lln Fewer Session Failures (@
@ Affects Session Availability

32.19% less Session Failures than the 20-day Baseline

DJ]“ Fewer Sessions with Poor Responsiveness (©)
@ Affects Session Responsiveness

38.1% less Sessions with Poor Responsiveness than the
30-day Baseline

alln Fewer Sessions with Poor Logon Duration ()
e Affects Session Logon Duration

69.77% less Sessions with Poor Logon Duration than the
30-day Baseline

Ty aVEBEORT. Evia olEFY. L0ty arOdF VRBICETBIR—X S 21051 MM
R=RFAVFITRAVICREINE T, Vs Y RDICIF vy aYvER EyParyRERR, tyayoyd
FUVEENMREVE Y a ORI BEVHZVHDRFIINE T,

N=RFA VI3 A>T bHESHINHABE R CRREBR TRE S hia@x 30 BEOIEERED P80 EICE DLW
TWET, P8O DfEId. FELRLDEBHBRRAIR—IAZTAVEFSFEHRVELSICTIEDICERINET,

e I3 REDEZALRZTH 20229 B 23 HF % 02:35 T, BE2BEOEY S 3 VEER-IS51 21
DHAPERTTBLSICERLICELET, R—XTF1ViF BE30 BEOF%E 1235 oF % 2K 359FT
DOEDEYyS 3 VEEDP8OEL LTHEINE T,

pE

o R=RZA2AVHYA MI. FREENERINTHS 7THRICFBTESLSICHBDFET,
e VI—bMNIX=EF—ZFHI3L. UXZYPaR—RFLELOXNRTE1 Y1 bOAEDEEINE T,
FMICOVWTIE T75—bh1 Z2BRLTLRETL,

FUER: T v I R—ILIT Y

RIBRAO—HMOII iF. BRINTLTEETHBLSICRZETH. 2O VI Shicty s ariiy—
EXZRETET T, BEVRETIHEDBDET, 4EIULESHL TEY Y 3 VERZUBTIGDN 2T VIE
TSV IR=—IUIIVEHINET, CNS5OBREDRRAIE. RDS STty XDFRE. WFmis=ry b7 —2 DM
B, YU UNADOBEBNAERAY. YO VICKBE5Z3AREOH B TETELERICERLTVEY, TN5D
BEICIE. FvN\OTo BT EYAOTRRICKIZBEREENEEA. BIRICT SV IR—III UNEE
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TR By a okBHER. By a OrRAMEMETLET,
TV IR=—INIIYDA 2T A MO BRUCBABEPICRERNTEESNLT SV IR—ILI S Y OBIRTS
nExd,

-Q- Insights & »
“— Back to Insights Summary
@ Black hole Machines ®

°‘ Affect Session Availability

91 failures caused by 4 machines

View machines

Recommended Steps
1. Check RDS license on the machine.

2. Put the machine in maintenance mode.

3. Reboot the machine.

I,

[ROVDRF]| 2V VvITRE. [NOVR=ZADENLTH—ER] Ea—hREE. ERLAHEBFOREBEROTA
TOT SV IR—IIDUDRRRINDLSIZTAIINEZVVTENET, TTTE IV VOBLKDONT +—I VR
XMV IESHLT Iy avEREZFRFITAVRRERES VBB TIET, YOIUR—I0DE
WIT—ERE2a—ICRRINBZNT -V RBEOFHMICOVTIR. TR VOB THF—EIRE] 28RLT
<IEELY,

TBIC. IO VEEV v T B L. [Machine Statistics] Ea—hRE %9, COE2—Tld. BICHBICEITS
ROVDIY—=RANTF—IXVANTA—=REeEZYyaYNT+—IVANTA—FZ2@EMTZ2ENTIT T,
M OVWTIE, T VEstE 2 — 1 OREZBRLTIEIL,

T2V IR—INOEERS T DICRIDERFIENCHINTULET,

* RDS SAEYADRT—2 X ZFERBT BICIE.

¢ IVVEAVTFURAE—FRICT B, ETcld

s ZERLTIRYVEBESHLET,
BHINENZ—2E0 23 viciE. MTOREICESVWTI Sy IR—IId Yy TREENE L3 DONE—Y
PRIEINEY,

o« BFUNU=TIN—TDTSvIHR—ILII D
o Uty aYERETILFEYIaY0SERITLTWE TSy IR—ILITI YD

TSy IR=IIOVTS5—bOFMOWVWTIE. 75— (Alerts) OmRFEEBBL TSI W,
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B YT M BETIS—
[Communication Errors] 7 R4 ViCld. TV RRA Y+ (A—F—DEvS arzEETBIEM) LI VED
BEIS-PRETEELLEY S a3 VEBEOBIRTIINET. CNSDI5—&. RERT 7177 +—ILER
FlERY FT—ONRXLEDZDMOITS —HERTHET ZTEMELHD T,

O Insights (@) »

“

::&Ta Communication Errors (&)

36 failures
Gateway Machine

O——F-0

Endpaint Machine

Recommendation

+ Check firewall setting on the machine and
gateway.

+ Check network connectivity between the machine
and gateway.

BEIZ—ICIE RO 220AHFIUBHD £,

e IVRIRAVIEDBIVIUA: TVRKRAVIMERD VOB TEEIS—HDRELEEY Y3V E—BRRL
F9,
+ [Gateway to Machine]: #¥—+ Dz 1YY VEATEBEIS—DRELLEY a3V E—BRRLET,
TSI, [BEIS—]HIRIVICIE. IS—%BRITZ-ODDRODEREENRRINE T,
 IVVET— NI TADT AT I A—IEREZHELET,
o« IVVEHF =PI TAEDORY U= UEGERRLET,

KMESEIVYITRE. LydavyR—IA0EILTHF—ERE2—2HAS. BRLBAEPICREROBELS
—DREETRELIEE Y3 VB ITRTRAINBZLSICTAIINEU VI ENET, COEa—d. KERLIEELD
tyiareaml. BXONBRERAZEETZDICRIEET, EviarR—ROEILTH—EREa1—IC
RRTNBA DT —E—DFMAICOVWTIR. Tty a3 o)l 7H—EZBRE] 28RBL TSI,

B>y EREYYa Y

[Zombie Sessions] 7R+ vicid. BEROY Y Et vy a VARETEE LY > a VYEEICET 3B®RY
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RRINFET, VVETRYIa ek B—ty>a > 0STYI Y ETHESNEEYS 3T DIV TOH
LWty a>oRBMPIARTIEREAEDET, COXIYTEyYavzRFHLELSeTIeERML. MERTS
BUWERE| IS5—HERRINFET, ThUBEOEy > 3 >DEHF. MESNEY I a VIR TIZIETINTE
B L £9, Zombie Sessions 1 >4 bE, Ty aryAHFHININSDOISVEREL. ChoDEER
BB T3 A BN LTWVWETD,

O Insights (i) >

£y Back to Insights Summa

E:\o Zombie Sessions (@)

ect Session Availability

5 failures across 2 machines
View machines

Patterns Detected

« 5 failures on cloudxdsite Site

+ 3 sessions on ENG-WIN10-OLYMPUS-AMERT
Delivery Group

Recommendaticn

Log off users/Reboot machines

(R YVDRF] #UUv o3, ZombieSessions #ELIS VDI RRTIq IR TNt [BILT7H—
EX] Ea—IcBELET,

“« List of Machines with Zombie Sessions

DATA

>  ZOMBIEVENGWINIO-OLYMP..  User? Registered ENG-WINIO-OLYMPUS-AMERT  Apr 7,2022,18201ST (UTC+.. 3 No

> ZOMBIE\ENGWINIO-OLYMP...  User§ Registered ENG-WINIO-OLYMPUS-AMER  Apr7,2022.18201ST(UTC+.. 2 No

C C . Failure Count (3. ZIRLARERTEE LYY a VEBEOHERLET, REBOXRKY 1 T IERIZ.
VyEtwIavESUIIVORBRRE BRIZBERE KD £,
VYEEYSavOEEX—)LIF. 15 ABRTIBERTY YEEy > a EEOoHLLWIS UABRHEINIESIC
ERINET, FHACOVLWTE TEYy a3 YOI T —EREER) OLE 'V oEtwyyarvwziFovo vicnd
2LE | EBRBLTLLETL,
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E

\/

VYERY I3V THREINS TV

Zombiety>aYvEELII VI, A—H—%EOJFT793H. BEBTIEI,

« Monitor for Citrix DaaS #f r &AL T, 2—H—%2Y vy avh505 7T TEET, #L<
& T bty ORBBESRLTIIETL,

+ Performance Analytics 5V Y EtL Y>3 Y2 EEI U EBRBTEET, YoV 702 3> O
FEEBRBLTLLIETV

FER: BREREO TS >~

F—=N—O—RINEIIVIUHT I TVARVIVAOETESIFRCTREFOVY —X=aH1 UL £ T,
CPU ZNAUDHFGT 2D XTEVFEREENZVL. £HLEFZ2OEAN S UGS FERLABEOI - —IU X
RUIVZMETFLETI VIE. BEFECRATAET, REARICIE. VY —XFEREIA VA I—HF—T IR
IVRCHEEZSZBWVMIOIT S UHEFEETZAEESHDEFT, 6D ViE. BAEFIYI Y LTHEIN
Ft Ao

BEEAREOTS VA 2T MMIE BRUCBERICBEFREOTS YOy, ¥BZR 1 —0HHER
REINET,

O Insights ()

L

75y Overloaded Machines (2

=
o Affect Session Experience

1 machine impacted 1user
View machines

Patterns Detected

+ 1single-session 0S machine.

+ 1 machine had sustained Memory spikes.

R VERR 2000358 [A—N—O-RFSNEII 2 O TRV CILTH—EIR=ZJICF—N—0O
—RINIIUNRTINET, BEFMREOTS VI BRLUICERFICINSDOIS Y THRE LI GEXEY
ECPUZRNI I DB EBIC—BRTINET,
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“« List of Overloaded Machines

Timeline Details

DATA Export to CSV format | Add or Remove Column: Sort By

BEIRTIS S TICIE. BIRL BRI CRARICAR 7Y VOB 15 SRR TIOY hINTRRINE T,
TSIEEDRI VRS w2 $ B2, [Machine Statistics] E a—BRRINE T,

[BHINENEZ—2] o a3 Vicid. BAEFREDOTS Y TRHEHINE LM 3 2O/IN2—2H, ROBEICEALT
KTRINET,

o BEFUNU—FIIL—TOBEFREDT S > DI
o VTNt arvERIETILFEYSaY 0SEERITLTULWIBERDOTY VDO
o XEDEIZCPU ZNTIHEHRTI2EEBEREDTS VD

BEEFREDOTS VT S—FOFMICOVWTIE. T75— ) OREBZSBLTLEIL,
R=RAZAA Y1 ity aVEE

COTYA I 30 HEDR—X S U ENSDEY S 3 VBERDOREZTLTWET, N— 51 UER. [
CHE B 30 HEICAIEShict v 3 VEEHO P8O L L T EINE T,
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Q- Insights @

“— Back to Insights Summary
glln. More Session Failures @
@ Affects Session Availability

15% more Session Failures than the 30-day
Baseline

Session Failures

23
@ 3 > than Baseline (20)

For the time frame, 12:45 PM-02:45 PM IST, during
the last 30 days

Session Failures  Baseline

o R=XFA VBB LILREDE Y > 3 VRMBOELE

s REDE Y 3 VEREE

o R=FAMEICTT B a3 VREBEOEME 72 I&RLD

« BE30HEOR—IZT1UErty > 3 VEERERTI ST

RN=ZZAA 1 by a VHEY

ZDA YA ME. BREEOEVWVE Y 3 VBN 30 BREAODR—X S VEHISR>TWVWR I ERLTVWET, N
— 2541 VElE. EACHREOBZE 30 HEICHESNINEEDREVWE Yy a V8D P8O EX LTEHEINE T,
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O Insights @
£ Back to Insights Summary
Fewer Sessions with Poor

n Responsiveness @
Affects Session Responsiveness

52.38% less Sessions with Poor Responsiveness
than the 30-day Baseline

Sessions with Poor Session Responsiveness

10
@ 11 < than Baseline (21)

For the last 24 hours from 04:30 PM IST, during the
last 30 days

21

08/28 09/ 2 09 0an2

Sessions with Poor Session Responsiveness O Baseline

Ty a VIRBERIERICBE T BAR—X S VORARIFROCEZRLTWVWET,

¢ R—RFA VBB L. BEEOBRVWREDL Y Y 3 VBOTHRE,
s BEEMEVREDEY S 3V,

o R=ZAFAVMEIZHT BREEDRWE Y S 3 VHOEME I3

« BE 30 HEDR—IZ1 UMBEREEDORVWE Y 3 V2 ReI>7

R=XZA V1> bty a>yOdad R

O 74 VEEMEWE Y 3 YR—S1 012851 M. OJF VR EVE Y 3 v #e 30 HEOR—X
SAUELDRENRTINE T, N—R 51 VEIZ. FILEAREDIEZE 30 BEICAE SN OY 7 VERAED -
feya 8o P8OEL LTHESINE T,
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Q- Insights @

— Back to Insights Summary

Fewer Sessions with Poor Logon
n Duration (i)
o Affects Session Logon Duration
95.12% less Sessions with Poor Logon Duration than
the 30-day Baseline

Sessions with Poor Session Logon Duration

2
® 39 < than Baseline (41)

For the last 24 hours from 04:30 PM IST, during the
last 30 days

4

08/28 09y 2 08/ 7 0a2 0917 022 0927

Sessions with Poor Session Logon Duration O Baseline

Tty a4 VERHERICBETEN—XS1 YDAV FTE ROZeHHHDET,

¢ R=RFA BB LI, BEOOT A VEEANEVE Y > 3 VOB KE

s OJF VEEAFEWREDOE Y 3 U

o R=RXTAUMEICHT BAT A VEEIEVNE YD a3 VOB E idimd

¢ BE 30 BEDRN—X 51 B OJ 74 VEENMED sTct v a Y O8ERI T ST

RN=RSA A1 M IBBEENEE Lty 3>

COA VYA NI 30 BEOI-H—EBEEDIGBFEOR-IXF1 VELDBREE BVE Y 3 e 1—H—0#
ZRLET. R—=X 51 VEIE. FCHRBICEZ 30 BEICAES N P95 ICARTT @2 AL THEINE Y,
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Q Insights @ )
- ]

‘._'|- Sessions with Anomalous Responsiveness
B

Affect Session Responsiveness

23 sessions of 10 users have Anomalous
Responsiveness

Patterns Detected

« 10 sessions on Delivery Group multisessiondg
* 10 users in Endpoint City Sydney

+ 23 sessions on ISP citrix systems asia pacific pty
It

COIRICEAY ZARD S, ROT—EHRRTFEINET,

s Tty aVERTI U0V IT B, BIRLIHBBHRICEERREZTLIcEYy Y3y e—8BRRT
BPLEILTH—EZREa—ICBELET,

e TUNU=IIIN—T TVRRAV b2 T ISPICEALTRESN I LANE—VHRFEEINZ o, BE
PRELTVWAREDI—H—R—rZ2RETBZDICKRIEFT,

N=ZSAAVF1 M EBRt YD 3 U

EBty Y a PN —X S0 21051 MMl £y a st 30 BEADR—IXZ 1 VEN SR L TWS
SEBOMDET, X=X 51 VEIE. FALHEOBE 30 BEICHEShIct Yy 3 UlEoO P80 L L TEHE
INEY,
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Q— Insights (0 b
€ B 16 It S
Anomalous Session Disconnects (5
@ Alfects Seasion Resiliency

15.45% mora Session Disconnects than the 30-day
Bazeline

Session Disconnects

21,315
@ 2,853 > than Baseline (18,462)

For the time frame, 7145 AM-00:45 PM CST, during
the last 30 days

1E.A52

WESRICBET 2y a liOR—X S0 21 H A MM, ROBHRIERREINET,

e N=SA VBB L. BEOt Y 3 VMKROERE
o REDE Y 3 VIR

o R=RXFAUMEICHT B v a YR OEM F o ldE D

o BE30HEOR—-XS1 Bty a e RT I 57

N
dl
|
-

April 12,2024

Performance Analytics (3. BEENERE TOT7 0T+ JICBRTZOICRIDTS—bEERLET. 75—
ME. A —TIIRRVIVRICHEEZSZZERDPENW LI SICER TN FT,

Users Infrastructure Alert Policies

4 Alerts defined

m 12022

17 /1112022

73 1112012020

Page 1  ofl ~
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ERFEEARI Y — [T rRUS—] 2 TIL—BRRINET, 75— MET 7L ETEMCBR>THD. [
Z2T—ZR] ML EFERALTEMICTET £, CitrixCloud 7HU Y bAOEBRE 7 V£ REE R BVWEEEIC
FLTH, FIEBEREANDTS— FX—LBRHIZEMITEET, 75— rBZ2I7UvI LT X—IBREEUXL
ZHRELE T, FMICOVWTIE TX—LERUR L | ORBFZSRL TSI L,

75— hX=)LEZETBICIE. CitrixCloud @ [7HYY FEE] XZa—D S5 ITRTOZEEICH L TX—ILiE
HMOSEZEMCTIVELRHD T, SHAICOVWTIE. DB OZREZSBLTLLET U,

75— @ o Webhook 7R— ~

INT A= 2 HH 5 Slack » JIRA XD EFAD Webhook U RF+—Ic 75— FEHMZEABETEET, Ch
IC&D,. BEDEERIZANVOTY FOBRED SR TETOIO—2BEFHELTIBZH. NTH+—IVIADHDTS
— NMEHICHIS TR T - JO0—#BBICHETI ET,

Webhook 707 7 1 ILOERICDWTEEL < 1. TWebhook 7O 7 71 JLD1ERY ZBBL TSI L,

Webhook R—Z2D 75— MEMERET BICIE:

1L [753—FrRUS—]2TICBELET,
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IF THE FOLLOWING CONDITION IS MET

THEN D0 THE FOLLOWING

v
Caonfigure Webhook
Selact Webhook Profile

v
Create Wabhook Profile
Mezsage Body
nciuds SFormat_Alert_Msg o got & formatted alert messege

o

Crestn- s
Creator: system Cancel

2. Webhook THRETZHRIS—%2IUvILET,

3.T75—hDEE| R—IHPEETFET, TRICERITI S FAYTEIUURMT, BEIZISL T "Webhook
1@ £/l TEFX—JL) £7:=13 TWebhook (CiBHT 31 ZFRLET,

4, webhook 7O 7 71 LT TICER I N TWVWBIEEIE. Twebhook 7O7 71 ILD&EIR) ROy FE T >
)X +H5IELLV webhook #i%#IRL £,

5, T Xyt =S8N TEFRXMNRYIRIC NI IV RICREINTLWET YL — M XFIN2ECBEBEDT S
—rXytE—CEETRODSFormat_Alert_MsgXFFIEANALET, 722 xiE 75—h Xy
t—o% Slack ICEET 3 ICid. RoFREFERATEEY: { "text":"SFormat_Alert_Msg'"},
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RE-ALERT PREFERENCE
Enable

When enabled, re-alerts are generated:
« if machines remain in Black hole state for longer than 24 Hrs OR
« if the number of Black hole machines are doubled.

THEN DO THE FOLLOWING

Notify Webhook N

Configure Webhook

a
Select Webhook Profile

»osT

v

itps: 61

Create Webhook Profile =7
Header:
Message Body content-type  application/jzon
- _test,
['text"” SFormat_Alert_Msg"}
4
v
a4 »

Test Webhook

T7I3—bAXA=5—D CSVHLET 71l

TSI R=ILII>. A=N—0O—KRIP 0, ELVYUELYIa>DT75— M X=)LICIZ. ZEXRITZTY
ety avICEATABHREST CSV 77 1IILREINATVWED,
AT 7AILCIERDT—EDEENET,

« IVVE

« 1~ ID

hzrOJ%

o FUN)=FI—TF

BEH (ZYUTRHEE. BEMRELEIYS VELIFEY 3> D),

TS5—hX=5—0 CSVHFIFT 7L EFERT 3. Citrix Analytics for Performance icms =+ > L& < TH.
BEENEELTVBRIS OPEY I VERETEET, ChICED. F7y b Z2ERL TREDORERRERZIEY
TRNEBREICHET BTHDEBHUNA TSIV ERITIET,

TUNIV=IN—T%T>5— rDRIED SR

T7I— FBHORENSHRINT BT INY =TI —T=EBETEIBLSICBDE LI, RERBDTIUNI—=TIL—TF
FLRTAMENTERSNET NI —JII—T=2 75— 7O XD SEIBRTEET, TUNI)=TIL—TZkk
HIBET. P5—hOEFZERL. 75— hOBEEEZEHBENTEET,
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TI3—hNSGA—BDAREIAX
TI—rRUD—E TTAHIEDNFIA—RETERICBEINTVET, 75— NI X—22EBLT. BB
ICEDBLIEBHDICTBIEDNTEET,

TI3—bRUS—BZIVYILT [T FOEE]| Vs Y RUZETET. UARINTVWBNIX—LZDfEE.
RIBICEDETEELTLIET WV, TNUEOT 5 — FBHIZ. ARZLEFHICESVWTERTNET,

NAME

Overloaded machines

IF THE FOLLOWING CONDITION IS MET (™ Reset conditions to default

Machines: CPU Utilization is = Greater than ‘ 80 % ‘
Impacts the Insights
OR
Machines: Memory Consumption is Greater than ‘ 80 % ‘
Impacts the Insights
AND
Machines: Impacted is Greater than ‘ i) ‘
RE-ALERT PREFERENCE
Enabled

When enabled, re-alerts are generated every hour for multi-session and every day for single-session machines:
« |f at least one poor session exists AND
« CPU Utilization OR Memory Consumption = 80%

P
To7—bNTA—=E2—%FH TR, UXE v aR—REDMETEZ1 1 FOFAEBETEINE T,
B77— DY R—FINTVWET7S—+Tld. B77— FREZHIH T2 cHTEEYT, B7S— U T 7L

VRAD TEMI ICERETNTWVWT, B S— PV T 7L ATHERESINLERZREDNERINTVIEE. 75— B
MIFBREINET,

ARAEIAIINIT 5 — hE. RIRCOFEEENE <. REZBEICKETSDICRILE. 7O7 07« TRER
DIEEMNS<EDET,
VYEEYLavo®HBZ3II DTS-k

VYEtEYL 3 OHBII VT I XA VIEEYSIYOHBHLVLIS UHRIBEANT 15 SRR TR
HINBLEHINE T,

YEty>a>oHaIv) 73— hDOT7S5—hEEEZARIIAATEET,
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MAME

Machines with Zombie Sessions

IF THE FOLLOWING CONDITION IS MET (¥ Reset conditions to default

Machines: Impacted is | Greater than 0

VYELYy I aVHRELTWETI YOHKE, VYERY Y aYRRETRELcEY Y 3 VBEOHEZETE
FRA=IUWTS—bHERBEICEEINEF T, X—F—RNOHFIE. HEAD 15 2EROHDTT,

cikrix

Citrix Analytics for Performance
Machines with New Zombie
Sessions detected

wiics far Perfarmance has delected machines with new zombie
| betaeen July 12 2023, 15:35.00 and July 12 2023, 15:50:00 UTC

Attantion,

We have identified single-sassions OF machines with sbandonad
=sessions resulting in failure of new session launches on these machines.
These seszion failures might degrade the user exparience on your site.
Learn more

Flzaze find the attachment for the list of afected machine detsils.

1 1

MACHINE WITH SESEI0ON FAILURE
ABANDOMED SESSION

Recommended action:

Log off users ! Reboot machines Learn mare

Regards,
Citrix Analytics team

¥ in §f @ @

A=F—TIIVERRI 20w 093 YYELY aYOHaI > OtITH—EIEa—Il. vy 3
LN DTty a RO URRFENE T, COEa—ICIE. X—=5—T¢IZ 15 DRI RSN
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9, FTLFET—F—=FALT. SORELRHBRZERLEY,

BLIYSYTOE7Z— I ALEESNEY Y 3 VARIICRETNA TN S 24 KB ERIC S > TGS
BBBICOAHTONET, COTS—FDOBT7S— MREZENICRE TS LIFTEEHEA,

EERLATVODH3Lty>a>D75—h

BELELEZ. tyoa I IARVIVAMET TR ERERATT, EELITY T7o—hrE £y a>vo
L7V —BILELVWVRENHZESICEBEICRIBEY, A7 9714773 3. BEENMEYII>D
REENMEVEEDI—H—%ETIDICKILBET,

HEBEOHZ Ly avT7I3—rDT I b EHENIZIAXITEEY,

NAME

Session with Anomalous Latency

IF THE FOLLOWING CONDITION IS MET = Reset conditions to default

T
[
=]
il
o

T

T
o
[ee]
@

C

T
o
[

is | Greater than ‘ 40 % ‘
AMD

Sessions: Impacted is  Greater than ‘ 0 ‘

NFA—F—ZBHITBL. WBEUDPEBREY I VOR—XFA Y1251 FOHEIEEINE T,

COTS—hE Evdary - L4720 —0REENI-F—0D 30 BEDR—-XZ1 VENSEBELTVWEEY
DRI -HERLEFY, A—HF—EBEBEOR—XZ1 Vi 1B 30 BEISRE SN PO5 ICARTT E%F
BHLTEBEINE Y,
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cikrix

Citrix Analytics for Performance
has detected Sessions with
Anomalous Responsiveness

Analytics

0 Citrix Anahytics for Performance ditected Sessions with anomalous
responsiveness from Ape 23 2023, 01:10:00 1o Apr 23 2023, 01:25:00
UTC)

AnEnton,

4 sessions of 3 users have anomalous responsiveness.

Please find the anachment for the i1 of affected sessions.

Patterns Detected

= 4 sessions on Debvery Group: VD BUR CVAD Development
& 2 users in Endpoint City. Southem District
* 3 5essons on ISP agotoz hk limited

Regards
Citrix Analytics for Performance team

© 2002 Corin. Soystwres. e AN ngghe reserved
A58 Greas America Pariowary. Sanea Clara, CA 05054 USA
SN pncemaricy are B Propenty Of Desr reRpectve oWeRrs.

Exvacy | 561 Emad Preferences | Lnntncris:

X

To—hrX=JLICIE. EECNT-HRICEERRZICEE Lty a vt a——#rREINE T, vy 3
VERRI BEUVYOTRE, v avOvIL I —EIR=JICEEREDEY 3 UH—EBERRINET,
Patterns Detected = > 3 >iCid. UTOEEICESVWT, BREPEELREY Y a Yy TRESNKEU3 DD
B—VHRRINET,
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o« BFUNY—=FI—TTIHEINEELREYa Dk
¢ BEIVRRAV IO T TREBAREEZRLIEI—H—D%
o ZISP TIENERRE Y 3V DK

(7HUTAVXATRIDA VYA hEeRE Vo007 )v 0338, A—HF—ITIRRVIVRF v aR—RH
BE. 2T EARILICEFROBHNRTINE T, FHEDEvIa>oOs—=2 3>, ICARTT. ISP, HiHiE.
BIVBEDOX M)y I ZznHL T, MEOMRKARERZRELE T, tyasR—X0t/LT7H—EIEa1—TH

BATE3BEOFMICOVTIE. Ty a7 —ERBE] #8BLTILETL,
BEEOII VI T RES
CPU AN DT D, FRIIXEVERAEIGC LS. HAWVEEFOHS TS DU EFGEL. BIRLRBERT2

— =T IIRVIVIMPMMBETLETS VIZ. BEFREEEAINE T,

Overload Machines 75—+t D75 — rEBEEBT7S5S— FREZHAEIIAIATEE T,

NAME

Overloaded machines

IF THE FOLLOWING CONDITION IS MET

(* Reset conditions to default

Machines: CPU Utilization is | Greater than ‘ 80 % ‘
acts t nsignt
-
Machines: Memory Consumption i5 = Greater than ‘ 80 % ‘
mpacts the Insights
AND
Machines: Impacted is = Greater than ‘ 1] ‘
RE-ALERT PREFERENCE
Enabled

When enabled, re-alerts are generated every hour for multi-session and every day for single-session machines:
« [f at least one poor session exists AND
« CPU Utilization OR Memory Consumption = 80%

BEAREOTS VA 15 SRR TRIEATREINZ L. BERIYI VYO7 53— M X—LHABEEICEEFEINE
ERS
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citrix

Citrix Analytics for Performance has
detected new Overloaded Machines

View latest Insights

0 Citrix Analytics for Performancs has delecled new overloaded machines from July
27 2023, 13:08:00 o July 27 3023, 13:21:00UTC

Attention,

‘We have identified machines with high resources utilisation impacting the
USET SXperience.

Flease find the attschment for the list of affecied machine details.

1 IMPACTED 1

OVERLOADED MACHINE

‘fizw machines

Patterns Detected

Ragards
Citriz Analytics for Performance team

PE: Insights on the User Experience dashboard might differ and will reflect the |atest
counts
:
¥y in f B @
&) 2022 Clilrix Systesns, Inc. All vesel, 405 ] ta Clara, CA S8054 LISA Al
e e the praperty of thes s,

Privascy | Set Ernai Presfe 5

| L= styseribes

B

X

ROVHBEEAREDXXDHE. BEEX—IIERIN.

o« VYN EYI a3 IUDBEE. 24 BRIC 1 [El.
e VILFEYIarvIIUDHZE., Ly aAAT7HMEVFLLWEY S a3 VA B3 BEIEVBEICRA3E. 24
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H%Fﬂﬂ?ﬁtc l IE 35_6‘0

EEA-NICR. A—F—IIRRVIVIADETFTZITRILTVIBEFTOTS > OHe. BIRLHBEPICH
ZRIF AT - DEHRTFEINET,

g

[ROYDRF| ZIVv I LT, [F=—N—O—RINEIIV]D[XIVDEILTH—ER]R=JICURLTH
TWBF—N—O—RINI>UERRLED,
[BRESINENEZ—V] BT avicid. BEFREDOTY Y THRESINIEMA 3 D2ONEZ—2H, ROEEICEALT
RIAINET,

o« EFUNU=JI—T0OBEFIREDTS VDK

o VTNt arvERIETILFEYSaY 0SEERITLTULIBERDOTS VDO

o XEVEIZCPU ZNTIHFEGHTI2EEEREDTS VD
ROV bERRI U007 )wI T3R8, A—F—TIIARYVIVAA Yy aR—RHEI. 101k
NRIVCEHROBEtHRRIINE T,
NTA—FZ—%2BHTIE. BEATY VOBHT Y1 FOHEITEINE T,

BFHICOVWTIE T2 T b1 ORBEZSRLTIREEL,

TSwIR—ILIIIANDESL

Citrix Analytics for Performance i3, 1523 ZCICTSvIFR—IISVERF v L. PI—rEEELT. 7
Sy IR—IIIUHARERTI—HY—PEET Ity avEEZEBEN TO7 7T JICBRATE 3L 5ICLF
T 4B EESFLTEY a3 VERZMBTE AN oI VE. TSy IR—IIIVeWiEhEd, T5vo
R—ILEET7S—b2ERTL. BEEIF TSV IFR—IIIVHBERTRELEY S a VEEZMBZOHIC
Performance Analytics IcO5 1 > T 3RBLH D £H A

Black Hole Machines 75— r D 75— FEGEBT7 S5 — FREZHAEAIAATEE T,
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NAME

Session Failures

IF THE FOLLOWING COMDITION IS MET (¥ Reset conditions to default

Sessions: Failure Baseline Deviation is = Greater than ‘ 30 % ‘
the Ins ghis
AND
Sessions: Impacted is | Greater than ‘ 5 ‘
RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:
« if there are more Session Failures than the 30-day Baseline for longer than 1 Hour.

JOVOFMEENSICL>TEITFRI SN Y a VEER. EEBEANDEEX—IITEEINET, ChbHD
X—)L=Z=F 3ICiE. Black Hole Machines 75— hRU S —#EMICTIHRERBD £7,
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cifrix

Citrix Analytics for Performance
has detected New
Black hole Machines

iew |atest Insights on

0 Citrix Anadytics for Performance defecied new biack hole machines from June 27
2023, 11:00:00 io June 37 2023, 11:15:00 UTC

stormer Name

Organization |0

Attention,

We have identified machines in black hole state which are cumently
eading to multiple consecutive session failures resulting in poor user
experence.

=2}

1 B

BLACHK HOLE MACHINE

SESSI0N FAILURES

Patterns Detected

105 machi
Delivery Group: DEN-15th-Jung

'Wa recommeand you to take following actiona from Analybics consols:

1. Check RDZ license on multi-session 02 machines.

2. Put the machine on maintenance mode.
3. Reboot.
iew |atest Insights on
Regards

Citriz Analylics for Performancs team

ara, CA GE054 LIS Al
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[REVORTRIV>O%I)vITRE [RIV]EILTH—ERE2—ICBEL. 15 PBROT S v IR—ILT>
YOUZRMDERREINET, THIC. FTLTIYVEa—ICIE BE24ABFEICHESNLTSvIER—ILII N
RRINET,

BLITSvIR—IAIIVICEZ LYY a VEEOHD 24 BRILAICEE L. BEERED [FM] ICRESIh TV
356, BEEIRESEZRITEY,

TR LERR UV o0 )y odde. A——TIZARVIVIAZ Yy aR—RPEAS 1oF 1+
NEIICRFOGADRTINE T,
BHINNZ—2E02avitiE, MTORBEICESVWTI Sy IR—III Yy TRESNE L3 DONE—>
MRRINET,

« BEFTUNU=TIIN—TDTZvIR—ILII VD

s VUL IVERRBIIILFEYIIYOSEERITLTVWE TSV IR—ILII VO

INTGRX=B—BEBHRTZE. TSVIR—IISVDEAT I/ AT v T4 1 FOABEINEEINE T, F40
ICDWTHE T o5 k) ORFEBRBLTIEIL,

‘s

tysavEEYI—b

Session Failures 75— ~ 3. BHICKBLI-EY Y a >0 30 BRADAR—ZX 51 ED 30% ULEBZ.
W g VO 5% U EDKBRLIEEBSICERINE T, N—X51 VElIE. ACEMOBE 30 BREICAlES
Ty aUEEHD PROEY LTHHEINE T,

Session Failures 75—+ D75 — F B BT S— FREZHAEITIIATETET,

MAME
Session Failure
IF THE FOLLOWING CONDITION IS MET % Reset conditions to default
Sessions: Failure Baseline Deviation is | Greater than ‘ 30 % ‘
s the Insigh
AND
Sessions: Impacted is Greater than ‘ 5 ‘

RE-ALERT PREFERENCE

@ Enabled

When enabled, re-alerts are generated:
« If there are more Session Failures than the 30-day Baseline for longer than 1 Hour.

Tyl a vBEET7I— MBI RESNLEIRTOEEEICA—ILTEEEINE T,
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cifrix

Citrix Analytics for Performance
has detected more Session
Failures

) Ciro: Anasyscs tor Performance detected more Session Fasunes from August 04
FOF, 1245 00 o August 04 2023, 1300100 UTC

36000% move Session Failures than the 30.day Baselne

Sesason Fallures

23

O 18 » than Bassling (5)

Four tha lawt T bours frem 1245 UTC. during tha lest 3 days.

Wirw LS INSiges. on Anakics

Regards
Citroc Analytics. b Performance team

Ty aVBET I EX—ILICIE. ROBERARTINET,

\

R=RSA BB LIEREDOE v 3 VREBOEHE

« WEDL v 3 UKkHKEK

o R=ZFAUMBICHT v a > REEOEN

¢« BEIOHBEOR—ISIVELtYy S a VEERETRT IS 7,

TBHDA YA L ERTI VIRV YITRE. R=XASA VA1 FNRRIICEFOFKERTT 1Y
—TOARIVIVRAE Y aR—RHBPRRINET,

INSA—Z—%RBHTIE, CySavEEOR—IXSA VMUY FOHERTEINE T, #FMICOVTIE T
Ak ] DREBESBLTIETL,

REEIMBEVNVEY S 32075 -k

BEEORVWE Y S 3 #H 30 BEOR—X S 1 UEH S 30% U EEIML. CoBmhitysa>o 5% Mt
HEERIZFIZFEICTI—FPERINET, X=X 51 VER. FALCHEOBE 30 BEICAESNIcREEDOR
WeEysa ¥ P80fEE LTHEINE T,
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Sessions with Ponsiveness 75— D7 S — b RGEBT7 5 — FREEHDREIYAIITEET,

NAME

Sessions with Poor Responsiveness

IF THE FOLLOWING CONDITION IS MET ™ Reset conditions to default

Sessions: Responsiveness Baseline Deviation is  Greater than

AND

Sessions: Impacted is = Greater than ‘ 5 ‘
RE-ALERT PREFERENCE

@ Enabled

When enabled, re-alerts are generated:
« If there are more Sessions with Poor Responsiveness than the 30-day Baseline for longer than 1 Hour.

BEEIMEVE Y>3 V75— MERIE. RESNAEEEEICA—ILTREEINE T,
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citrix

Citrix Analytics for Performance
has detected more Sessions with
Poor Responsiveness

View latest insighis on Analylics

4 CivixAnaiytics for Performance has desected more Sessions with Poor
RELpOnShEndss from July 15 2023, 061500 10 July 19 2023, 053000 UTC

356 94% mone Sos20ns with Podr ReSponsndness than the 30-day
Baseline

Se3360n3 with Poor Responsiiensss

4277

© 31 > fan Baseling (535)

Fior the last 2 hours frem D615 UTC, during the last 30 days.

View latest Insights. on Analtics

Rogands
Citrize Analytics for Performance team

EEAXA-IICITROBEBRDEENET !

¢ R—RFA VBB L. BEEORVWVREOLY Y 3 Y ROEHRE

o IBEMOBRVREDOE Y>3 VK

o R=XFAVMEICH T BIHEEDERWVE Y S a3 > OEME IR

« BXE 30 HEOR—ZXZ1 VBELLEEDORVWE Y > a Y BOBERZRTI S 7,

BT b EREI VYo% Iy I§38, A—HF—ITIARVIVRA v aR—RAPEE, 1091+
NZIVCEROBSDRRIINET,

NFA—Z—ZBHTBE. RBEEORVWELY S 3 VDR=I SV FOHENEEINE T, FHAICDOW
T T2 T 1 b1 OREEZSELTIIET WL,
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aOJ# YEEMEVWE Y 3 VICETET75—

O % VEEAR 28ty > 3 VBN 30 BEDR—X 51 VEHL S 30% U EEML. CoEmhieysa>o
5% UELICEBEZRIFTHEICTI—MERINET. XR—XZ1 VEIF. FALCHABEO®RZE 30 BRICRE SN
OJ % VEELED sfcty > a V8D P8O B L THESINE T,

OJ 4 VEENMEWEY a7 S— D75 —FEBEBT7S— MREZHREIAIATEET,

NAME

Sessions with Poor Logon Duration

IF THE FOLLOWING CONDITION IS MET (¥ Reset conditions to default

Sessions: Logon Duration Baseline Deviation 5 | Greater than 30 %
F 1 nsignt

AND

Sessions: Impacted is Greater than ‘ 5 ‘

RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:
« if there are more Sessions with Poor Logon Duration than the 30-day Baseline for longer than 1 Hour.

NI 74 VEEMMEVE v 3075 — MBAIIE. RESNILEEEICA-IITEEINE T,
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citrix

Citrix Analytics for Performance
has detected more Sessions with
Poor Logon Duration

o Ciyi Analyiics fof PErformance deteciad mong S&360ns with Poor Logon
Curation from August 02 2023, 12 3000 1 August 02 2023, 124500 UTC

35.71% more Sassions with Poor Logon Duration than the 30-day
Baselng

Sessions with Poor Legon Duration

38

@ 10 > B Basalng (28)

For the last 2 hours freen 1230 UTC. during the last 30 days

View Labes! Iresights on Analytics

Regards
Catrix Analytics for Performance team

OJ# YEEMEVE Y S a Y OEEX—ILICIE. ROBERIPRTINET,

o R=RFA VBB LT, REOOTZ VAR +LBEY S a v BOBRE

AJ# YEEIMREVWREDE v 3

o R—XAFAVEICHTZO7F VEREAREVEY > 3 > DB -IdRED
BX 30 HEDOR—X S MEe O # VB EL > fcty s a >0 ERI IS T

TRMDA VA LERRTI U079 ITBL R=RAZA A1 CNRIVICEHOGHERTTZ1—

—TOARIVIVRAE Y aR—RHBPRRINET,

FAICOWTIE T k) ORBZSRLTIET L,
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BRERLY a3 UMICEETS 75—k

EELy a3 T I — MM £y a YD 30 HEIOR—X 51 EH S 30% LU EEML. Co@mst
wi3>® 5% ULICRKEBLIEBEICERINE T, X—X 57 VEIE. ACHABEOEZE 30 BEICAES Mty

2 3 VYJkE D P8O fBr L TEtEINE T,

e

By a gy —rO7 S - bERBECBTY S - PREZHIAIIAIATELR D,

IF THE FOLLOWING CONDITION IS MET

Sessions: Disconnects Baseline Deviation s | Greater than
AND
Sessions: Impacted is Greater than

RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:

« if there are more Session Disconnects than the 30-day Baseline for longer than 1 Hour.

(™ Reset conditions to default

077 YEEIMEWEYy 3> 75— BRI, RETHEBEICA—ILTEEINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

300



Citrix Analytics for Performance

Citrix Analytics for Performance
has detected Anomalous Session
Disconnects

o Citrix Anadytics for Performance defecled ancmalous number of session disconnects
Trom July 16 2023, 0600000 1o July 16 2023, D6:15:00 UTC

110/68% mors Sesson DSosnnaects than By 30-08y Baseing

Session Disconmects

3017

@ 1585 than Basedine (1432)

Faor the last 2 hours from 06:00 UTC, during the last 30 days

) Danstine

View lates! Insights on Analylics

xshbaard might differ and will reflect the

Regards
Citrit Analytics for Parfarmance leam

© 2023 Citvix Syatarma, e, AL Aght reserved. 4988 Grest Amanca Parcway, Sams Clars, CA B5054 USA AN
UBSMATES 8r8 the DrOPSrTy O DT PERPECIVE DRI

Privacy | Soi Email Prefersnces | Unsubscribe

'’

BELty a7 S— b X—ILICIE. ROBHRIPRTINET:

N

e N=SA VBB LILREDOE v a3 VMO ELER

o REDE Y 3 VIHRE

o R=RFAUMBICHT B1 v 3 P YREOIEN
o BE 30 HEOR—XS1 Bty a  ERT I 57,

RO VYA Z2REI V2020 )vIT3L R—=XSA AT MNRIICERTOSGSHZERRT 21—

—IVARVIVRAYy S aR—RFHBRFEEINET,

NTAXA—B%EBHTDIE, BEELY Y aVIMOR—ISA V1001 FOHELNREEINE T,

i T8 1 ) ORFZSRLTIRIL,

BEMICOWVWT

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

301


https://docs.citrix.com/ja-jp/performance-analytics/insights.htmlbaseline-insights-anomalous-session-disconnects

Citrix Analytics for Performance

HRELLE—k (FLE2-)

February 14,2024

Citrix Analytics for Performance ®/X7 # —< Y RIEZEFEAL T, WRZLLR— FEERB L TR TP a—
ILWTEET, WRELLR—bZ2FEATZ L. BEOELDOHZBEREMEL. T—2% 5T DILICEEBTEZ
Yo TTEI T TLR—bZEHNICHER L. RIBEONT #—I Y XA ZZFNICOMNT2DICRILIEE T,

Performance Analytics [ LR—K] 20V wo g2, REDT Y FOBREEDOLR—FDU R MHRTINE
Jo LR—FTEREATZ . LR—FDTLEa—DRRINET,

L Me Dec 132022, 7:42 PM IST
Line Chart Users Dec 132022, 438 PMIST
Line Chart Users Dec 132022, 410 PM IST

Users Dec 132022, 410 PM IST
DATA SOURCE

Dec 132022, 410 PM IST

Chart Machine Dec 132022, 408 PM IST

Machines Dec 132022, 344 PM IST

Line Chart Users Dec132022.344 PMIST

COEa2—ZFEALT. LR-MIMLTROT7IS3VEZRTTEEY,

o TLIR—b%ZER) 20Uy I LT ARZLLER—bERLET,

s TZRATR L. BFEONRZLLAR— DT LEa—BRFENET,

s LR=F+BZEIVYITRE. BEONIXZLLR—FDOLER—FPIRRINET,

s IVRR—bTAAVEI VY I LT, BFEOHARZLLR— % CSVER. PDFER. FLIFZZOEAT
IVRR—FLEY,

e WETAAVEI Uy I LT. BELIELR—hZRELE T,

o ERL7=LAR—bZHIBRT BICIF. HIBRT7ra>%20Uv I LES,

ARZLLKR— b DERFZE

ARZLLR—bEERT BT TLR—bEER) 202Uy I LET, LR— FOERR—I TR T2 FL—F
ZERAITBZNAELLR—bEERTZD. TUoTL—FRLTHERT 2N ZBRTETET,
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Create Report

Template Details

Aoy Templte o Report

TYIL—rFRLTARZLLR—FEERTBICIE. ROBEZITVET,
1L 7Y7L—bZBIRT B, ROFHSLR—bATIUEERLET,

s BRI Z7: 20T Z71 Fhty L a VISERB Y. BEOHBICHI 5B RLIERZ DT S
DICRIUIEE Y,

s EFU 57 207371 REOHMICE T BB EDEROENEZRFE (EBY) JCIcdiL—7F
LTFOy bLEY, e XIF ISPRIOTY RRAY FELEDOE Y a3 VAHERETT, TFHT
FHHIFC ISP ICHTcd Yy arTITaET A ZBREITBDICKRIEET,

s BRI S7: 20T 571 BES HEOFEHE Y 3 VIHEMLR Y. —EDHREICHTc> THERLIETE
AUy IEZTOY FLET, TETERABMICHITIREDRZONT +—IY VX =ZBET DD
ICIRIBET,

2. A—H— Eyiay, FLEIIVORNST—EY—RZBRL. FITRICEREAODTYIL—FD
1o%=z#RLEY,

o A—H—F—RY—RIBIKTVTL—F:

- BE2HBREOFHYI—H—TIIRIJIVX

- FMAI—HY—-ITIIRUIVZR

- BA7THEOI—H#—ITIIRVIVIATIDOMER
e tyiarvTF—AY—RICEIKFUTL—h:
BES5 RO Y 3 YEENEYE
BE4BEOFIEY S a>O0 4 VR
ISPICLBITY RARAY NESEADEY S 3>
v ayoFgREk
Tt v a>rOs 4 VR

s XIVT—=RY—RIEDILK TV T L—h:
- REBREOTD U
- TUNV=TI—T2EORETS U
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- Y1 b2ARTOEERETS V¥
- XY 0S 2FDEETS VK
- BET7BEOT Y VREDIER

3. TYTFL—bEIVYITBE. TYTL— bOFHEPERICRTEINEY, T FL—bZLR—MIE
A1 220y o LT BRLIETYIL—bhZ2LR—FTHEATESLSICLED,

4, T4 LE2—ZRDIAT, T ILFZ—DEDAHFR—DICIF. BRLAET Y TIL—FTEDEREBEAHA T 1 ILF—
PRIINET, BEBEBEZMZ. [AN] 27V vILET,

Create Report SE‘Ema - - 3 ‘
L s a io o %
- - X:)
5. EYaTSAE—>avERBALET, Fr— MY S/ X—2EBRLET,
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Create Report

Recommended Visualization

i B B

Configure Visualization

Select dimenzions and metrics to creste your report
Dimension
| Time Period R |
Granularity
| Hour o |
Compare By
| Time R |

Time comperison only epplied to preset time periods (Last 2 Hrs, Lest 12 Hrs, etc) in Step 2

Compare With

Previous 5 time periods v
Metric
| SESSIOM RESPOMSIVEMESS L |

Summarization
[ avs v |

Sort and Order Results

Pravide options for sorting and ordening upto 1 options

Sort by

Time Period

Order

Ascending

Set Limit{Optional)

Provide the maximum number of records to display on your report. For exemple: top 5, top 100 or top 20 data.
Enter Limit

Al data
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Recommended Visualization
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Create Report [ @ 9

Select Template Refine Filters Apply Visualization

Visualization Definition
AVG (SESSION RESPONSIVENESS) over Time compared with Previous 5 time periods

Recommended Visualization
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Configure Visualization
Select dimensions and metrics to create

Period v \
\\
Granul \n:—,,
H v N o ———O= f
o =0 e
Compare By
v
Last 2 Hrs,
~
® o < VO

1. LR—bE2RETIICNE. [REI 2OV I LET. LRA— DR MLERELETY,

2. REOBKIC, BELEEFA—NLID LBRHEVRAMILR—FZ2EFX—ITEETEZLSICZATTa—)L
TEEY, THIC. nzBA. BB, FRBAKOLRIZLZFRTEEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 306



Citrix Analytics for Performance

Save Report X

MName your report

Schedule email report @ x ]
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This custom report is generated for the Sessions for the period 12th December 2022 7:29 PM -
13th December 2022 7:29 PM.

Query: Launch-Status = "Succeeded” AND Session-Responsivenesss = 0
Facets applied:

Visualization: AVG (SESSION RESPONSIVENESS) aver Time compared with Previous 5 time periods
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December 7, 2023

Citrix Analytics for Security
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https://docs.citrix.com/ja-jp/security-analytics.html
https://docs.citrix.com/ja-jp/performance-analytics.html
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