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2402 LTSR D#t&aE
RHEL 8.9. Rocky Linux 8.9. RHEL 9.3. Rocky Linux 9.3 04 7R— K
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RHEL. Rocky Linux. Ubuntu @7 d Xfce o R—~

RHEL 8/9. Rocky Linux 8/9. & & ¢f Ubuntu 20.04/22.04 T/hXR kThTW3 VDA+Ewv> 3> T, Xfce ¥
Jhy TRIBEEFEATEZLSICARD £ LT,

FLR TORTLEHR) Z2BRLTIIEE L,

AR—hAH—RC7zFL—> a3 VRiEY—E X (FAS) OHR— k% Quest (& > TEMI Nz Linux VDA iZ
YR

Quest iC& > TRAIVIZBMLTWS Linux VDA TH. AX— b A—RE FASOYR—+ZRATIZLS5ICH
D#F L. COHEEIE. Linux VDADRZRY—rA—Rr FASSRBit%H7R— k93 RHEL. CentOS. Ubuntu 7
ARUE2—2a>THAICTAMEATY,

LI TR —FA—F] LU 107 L—2 a3 VFEET—EXy 28RBLTRET L,

1A b—ILETNTVAKREFERFEZRRT 516
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DELTe ThETSICIE XDPIiNg RITARET 7 1 LERITL T, 1 YR F—ILTN TV BREBREZRRT S\
AR b= ENEKEFEBRZRTLADSHEDONRIREFLE T,
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RRT7TIOBNI RO TFLEa—

AT VDI« R TEAERLOIYFTFYYETILEA—TERLSICAD E LT, 1z ziE. Windows @
i+ Citrix Workspace 7 71) =R L T Google Chrome v > 3> DEHO T+ Y RUEBI. EXIN—0
Chrome 7 AVICRIRA—VILEZEDLETAYT UYL E2A—FBLHTITEHT,

C DHREIZ. Citrix Studio TRETI 3N I VRO TFLEAa—RUI—ICL>TERD FT, #LLIE. TEH
D4V RUTLEa—] LV TR —HR—F—8] #8BLTLIEIL,

ml<&BEREINIcEYy > a Y XMy ooTVaA—To VT~

ZoU)—XTlE, Windows VDA riE# L. Windows I—H#'—T IV IRUIVA%RMHTZ-H0HLLWEY
2avARYwo@yITVI—FT1) T (ctxsession) HEANINTVWET, COA—TFrUTFr2ERTIL.
EDEBLDEY S IUAMNIYIIZTIERTEET,

DN —XTiE ALTERLRELIN. ctxqsession. ctxquser. ctxqfull. ctxquery %X Oitkn+ v
2avAXM)y IO TV A—To )V TANDT I/ ERFHBEMINTWVWE Y, UFEINZT 7 XEEAGH 77
&. LinuxVDAICOJ 1> Lica—H—d#TH. WINHDDOY—IILEFERALTIRTOEY>a>YDOX )y o%E
BETEFE LT, 77ERBEAEBMINLTLD. - —EBRDEY> 3> A M)y IDAZRETE, o
—HF—DEy ar A L)y I EBETRERZE OO root LU ctxadm JIL—TF D2 —H—DHICHED L
7o

FLCE TEyoa XM w oo T)d—FT0 )T 11 ZBRLTLLIETL,

URETD 1) 1) — R D EE

1912 LTSR~2311 o&#H I U —X (CR) £OBDOU U —XDOHFEERICDOWVWTIE, MO ERE 28RBL TR

T
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Linux Virtual Delivery Agent 2402 @410 U — RICIZRDBREN-BELHD £ 7.
« HDX3DPro ZB#ICL. €y avEBEROEZ2—ICHRT L. BEVEEIRTIN. Ty arhiF
HETERTTZeHHD £, [LNXVDA-16653]

s tesh>zLEERALTVDAZ Ty UL — KRB, TRY by FIRIED GNOME ICR B AIREMEN B D &
9, [LNXVDA-16747]
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BEQT IV —2a>ThR. UV E—%EELARVEHRINEKRT 3188050 £3, [CVADHELP-
24164]

IRIEZL# CTX_EASYINSTALL_DNS (288D DNSIP 7R L XZIEET DL ROLSBIS—DHET
BHBENHDFT:
Checking CTX_EASYINSTALL_DNS... [ERROR]JAddress <DNS IP address 1>
<DNS IP address 2> 1is not reachable. Please input a valid

address.
<!--NeedCopy-->

C ORREIF Linux VDA 2311 THRAEL £9. [LNXVDA-16720]

EFLIEHDDO VDA THINAERTNOLY S 3> TR MEOBEIMIRTINZSEDRHD £J,
[CVADHELP-24524]

Ty aVIlBBGEITRE. Ly a v TISARESHBD FY, TRERE LTE. KU —HED
BALT ISR EZOMOEY > 3 VBEGHFOBENEZSNET, Ly 3 VT35, Desktop
Viewer 7« VY FUHEZ. Tyvoarho@EIMICOI 7o bdh&id, [CVADHELP-24598]

TRY kv Iy a3 >AT Google Chrome % Visual Studio Code R a7 7V xRET 5 L. BEL
DHEEDD DB HBEDHD £9, [CVADHELP-24760]

REDXRY bI—0%MH (BEEO®Y hT7—207%Y) TTCPEATT—2EENMTOLNB L. Ly ah
B0 £9, [CVADHELP-24995]

BEFN DS RE

May 30, 2024

CDVIJ—=RTIE ROBEHIERINTVET:

CTX_XDL_DESKTOP _ENVIRONMENT Z#Zz#EELBEVFXICT R L. Z0ROTOLIATLEDT RV b
w ITHMERINZIDEMBZ DN TERLKADET, ZOHER. TR My TEHEQRIETHAEBR INT .
CNSDEHIKETZ T IR TSI UHERICHELRVWATREMEN % D £ 9, [LNXVDA-16212]
GNOME & IC & . RHEL 8.X. Rocky Linux 8.x. RHEL 9.x. & & T* Rocky Linux 9.x T samba-
winbind #N—23> 41867 v I L—R3 B LINUXVDAREEICEEL £ A 2L < I
https://issues.redhat.com/browse/RHEL-17122% S8R L T 72& L\,

Tty a EHTS—E. PostgreSQL THRE SNIcRAEGHD BRIt v 3 U ZIET B ICIER+245%
BICRELEY, COMERZRET 31k, postgresgl.conf 7 7 1 )LD max_connections 2 E% LHE
L TRAEGRHEBPLET,

[var[log/xdl/jproxy.log T:x® LDAP flIshhiH4E L T, VDA ERNMNEAKR T ZBELHD £
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javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->

COMBZRRTBICIE. UTOFIRICHVWET,

- LDAP A1 L7 MEZZELE T, Fc R, AOOAX Y REFEHLTLDAP 21 L7 ME%Z 60 S
ICEELEY,
ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"

-t "REG_DWORD" -v "LDAPTimeout" -d "OxOOOEA60" --force
<!--NeedCopy—-->

- BER—ZERELT. LDAP 7T U EZ&RK L £9, ctxsetup.sh @ CTX_XDL_SEARCH_BASE &
HEEALT, FLEEPROITVFZFERAL TRER—XEZRETITET!
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to +improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

+ Microsoft (. 2022 £ 11 BiZ Windows 10 B #EE#H 7004 S L KB5019966 & & UF KB5019964 %
D=L &L COEMTOATITLIZED. RXMIADSMEBRICEENIHEELET. COMEZE
B9 3I21E. Knowledge Center @z CTX474888% 8L T 2T W\,

o BES{kDTEE RC4_HMAC_MDS5 % Kerberos IC#FRI L TLW33B4&. Linux VDA % Controller ic&$g T
T RDIS—XytE—IhRRINZEHAHBDET:

Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

CORBEICHIE T BIC1E. Active Directory F X1 > (B&FBICIE OU) TRC4_HMAC_MDS5 Z=8E#MIZT 3
. Linux VDA TEWESHOBEZHFTL TLEI W, Z0%. klist -li 0x3e4 purge I< > R & EH
L T. Controller & & ¥ Citrix Cloud Connector LD F v v > a3 hi Kerberos 77w b& o7 L.
Linux VDA B8 L £,

Active Directory K X > T RC4_HMAC_MDS5 % O0—/NJLICEMIZT 3ICI1F. ROFIEBZRITLET:

1. JL—TRUS—EEBIVY—-ILEZRASTFT,

2. WROFAAVZRDIFT. [EEDFAIVRIS—] ZFRLET,

B.[BEDRXAYRIS—] #HI Vv oL, BE] ZBRLET, JIL—TRIVS—EEBIT 1 2—H
RAZ XY,

4. [aAvEa—2—0WEmR] > [RU>—] > [Windows OEFE] > [tF2UF1DRE] > [O—HILK
Uo—] > [txalTa747>ar] 2#RLEY,
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5. [y b7 —otFa2) T Kerberos THAI T 2BSHOBEEEMT 2] 24 TILIVvILE
E

6. [DES_CBC_CRC]. [DES_CBC_MD5]. [RC4_HMAC_MD5] OF v IRy I REATICL
T. [AES128_HMAC_SHA1l]. [AES256_HMAC_SHAl]. [BRkERT 2BESHOEE] x4 IC
LET,

Linux VDA THWESHORBEZHFAIT3ICIE. ROFIEZETLET:
pE
ESOEENFV L. BREIIBKEICKH L THREBICAD 7,
1. Linux VDA T/etc/krb5.conf 7 71 L ZBE £ 7,
2. [libdefaults] o> 3 ICRDREZEMLET,

allow_weak_crypto= TRUE

o Linux VDA Tix. BES1 T SecurelCA Iz R— TN TULEE A, Linux VDA T SecurelCA #BICT
3. tya>oRFIKBMLET,

* GNOME 7RI by FEw> 3> T3 F—HR—RLAT7I M ERELLSLTREERMTEIHBEDNHD F
9, [CVADHELP-15639]

« Ubuntu @457 w%: HDX3D Pro T. Desktop Viewer # 41 XEBE L%, 77V 7r—>a>0AE
FICRVWRDPRTINLD, FNICERPREIRTINZGEHHD £,

o LinuxVDAEIRIV A1 Lo TR NI T >R —iF. Ty arhond 7o MM HIBREThZ 2 eh'd
D&,

e TALIRVIZT7ANPHTTa LI FUBBHEENTVWBRESIIZ. CDM 771 ILARELET, 75
AT7MIDT7AILPT 1 LY RUBEEICEZWVES. COREIELZ DB FT,

e 2OV —XTR. BEUINOEZTIZUTF-8 T O—RFOAHFHNTFR—EINET,

e Ty aroOo—=3 I, Android BiF Citrix Workspace 77 ') T CapsLock i@ & & k3t D IR
REICRBIBEDHD £, Android Bi7 Citrix Workspace 7 7 UADBREDELSEEO—IVJT T3 L.
CapsLock REED kDN BZIBEDH D £F, BEEL LT, IBRF—HR— RO Shift F—%2FHL TAXFL
IWXFEYDBZET,

« Mac @i+ Citrix Workspace 7 7 # B L T Linux VDA IZEH L TW3BE. At *—%2FEHT 3>
a—hAY RF—DREELBZVWIEAHD £9, Mac @+ Citrix Workspace 7 7 Tldk. EEEE5D
option/alt #+—%#L TH. T 7 1)L b TlE AltGr B’EETnF 9, Citrix Workspace 7 7V ORETC
OEFERETRILIFTETETN. BRETIVIT—23VIcE>TEADET,

o LINUXVDA%Z RXA VICBEBMT 3L, BEBETEEEA. BEBMIBZIICED. Kerberos F—n#L
Wty FHRERTINET, LA L. JO—Hh—IF. Kerberos +—DLEIOEY MCEDI W, FvwvSall
FETAHRINO VDA —EXF7ry b2 ERT 384D HD £, VDAL TO—H—IlEHELES
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THLEFIL, TO—H—IFVDAICERTEFaV T AVTHFIAMEZRIATEIHEVWILHHDFT, BERS
N3HKIE. VDA BERDERTT,
COM&EIF. VDA —EXRF7y FORENICHARTINE B> TEHRINZ C BEMICRRLE T, L.
Y—EXFT v FOHRIFEVOT, ENEXTICKEIDDBZ LB FT,
COMBEZERT ZICIF. TO—ND—DOF 7y bFvvia%ZBELEY, TO—H—ZzBEFT N EE
BrlTaxyrZ7OY7 A5 70-A—TROIATYY REERITLE T,

klist -1i 0x3e4 purge

<!--NeedCopy-->

Zoav > kiz& D, Citrix Broker Service #2179 % Network Service 7 > NILH LSAF v v a
ICRIF T3 —EXF7ry MITARTHIBRINE T, TNICED. FHDVDADH—EXF7 v HHIBRS
nNEkd, £, TOMOT—EIXDTF—EXF7 v FHEIBRINZ AL HD £7, L. COUNEIFE
FEERFLEEA. TNHOY—EXFT7 v b BEXKEICHR STERICKDC A SBEIETE £,

C A—TAADTSTTURTILADTR—bENELEA ICALY > a Y TH—T+ TOREZHAT BHIIC.
F=—TAFEYTFYTNAREISAT RIS VIERTEE S, A—TAARET IV r—> 3> 0H
BRICEVY T F v TNARZEGELIEER. 7TV T—2 a3 i RE LB B> THEREITIHENELS
AREMD B D E T, BEFRICF v TF v TNA XD WMDIENBZ & RROBEDRET BRREEDHD XY,

» Windows [+ Citrix Workspace 7 7U TH—T 1« ARBHRICA —T 1+ TOEAHDELZ LB D £,

H—RFN=T 1 HRICDOWVWT OB

May 30, 2024
Linux Virtual Delivery Agent /N\— 3> 2402 (PDF £ >0O—R)

LiInuxVDADZ DU Y —RIZId. RFaXY FATERSNAERGEO T TSI EY ADNBMICB 0T — RNN—F«
DY I I THEFNTWVWSAREELSHD X7,

BELE

May 30, 2024

COREOEHIG. BERDVEEE DX I LOREETED &SI BENICELESINZ TSy b7+ —L4¢ Citrix
SR BEEICOWTHIB > THHSETERHDHDTY, Citrix TIEEFHROFEARRLE 71 —FNvIZF Y
LT E75v b7 x—L4 Citrix 85, BEZHETIHESHEABLTVET, SMSETIABILUED
D)—RXTEDZCHHD. BIESNIBEDN IR TEENIDITTIEHD £ A,
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HB@mZA TN R=FIDVWTHLLLIE TRHRSAITTA I R— R —) ORE2SRBL TS
Lo

BELE C HIBR

BRLEFIFHBRIND TS5y b7 x—L. Citrix B&E. #HEZUTORISRLET,
BLESNTATLIZTSICIBHBRINEEA. COVU—XTECitrix B5ISHSFR— L TULETH. SED
U —RTIFHIBFREINBFETT,

HIBR S M7= 7 1 7 LId Linux VDA THIBRS e b, HR—bEhia<ab x LT

TAT L RIEARRINALLIU—X HipgI i) U—2
RHEL 9.0, RHEL 8.6 »#HR—k 2402 2408
Rocky Linux 9.0. Rocky Linux 2402 2408
8.6 DHAR—

Cent0OS 7.9 4 AR—+ 2402 2408
SUSE 15.4 o R—k 2308 2311
Rocky Linux 9.1, Rocky Linux 2305 2308
8.7 Y HR— b

RHEL9.1. RHEL 8.7 ®H%KR—k 2305 2308
RHEL 8.4 o R— 2303 2308
Ubuntu 18.04 @R~k 2212 2305
SUSE 15.3 oHR—k 2210 2301
Debian 10.9 ®#R— + 2206 2210
SUSE 15.2 oH#R—k 2206 2209
RHEL 8.2 o AR—k 2206 2209
RHEL 8.1, RHEL 8.3 ®H#R—k 2203 2206
RHEL 7.8, CentOS 7.8 ®#R— bt 2203 2204
CentOS 8.x DHR— K 2110 2201
SUSE 12.5 o#R—k 2109 2204
Ubuntu 16.04 o#XR— K 2109 2203
RHEL7.7. CentOS 7.7 o#:R— bt 2006 2009
SUSE 12.3 o#R—k 2006 2006
RHEL 6.10. Cent0S 6.10 7K 2003 2003
-k
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HELFY, Crud. NTP & Citrix Hypervisor OEAN Y X7 LOKEEZEEL LS T2 EHERETY, ¥R
TLORBEMOY —N—0OREE OREIRONZDZBE IS & LINUX Z X O X7 LOREA NTP & FE
HY2HBENHBDET, COBE. R FORZIEHREZEHDICTIHELNHD £, HYM E—FTIE. BEEIIVEDH

DEHEA

XenServer Tools A1 > X k—JL I NT-#EREBW Linux H—RILZERITLTULBEE. XenServer O EZIEHA

BEONFEEIENESHE. LINnuX RIEBTS VRTEMICR>TVBHESH ZHEBTEI XY
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC R > TWB Tcsh, EIMICTBIHEDDHD FT,
o 1-BZIEHEEDEMICE o TVERT. CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEENBMIC R > TWBIFEIE. 771LIC Tl CEFIAATEMNICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEGHL. BEBEBDRIZTZICIE. [etc/sysctl.conf 771 ILEREL T, KROTZEMLET:

xen.independent_wallclock = 1
CNEDEEXERBI DD, ROESICLTORATLEZBREHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLEFT,
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Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux i % —E XD > X b—JL 3 iz Linux R X b TiE. Hyper-V 0BSZIE#AKEE % #A L TR
ARARL—=F 4 VIO RTLORBEEMATEE Y, Y AT LOKMEZ ERGRETHERET 31013 NTPH—EX
CEDICTDOMEEZEMICTIVELNHD X7,

ERARL =T VIV XT LT, ROBEZITVET,

1. HyperVI®x—2v—ZBEE7,
2. Linux R VORET. IREY—EX] ZBIRLET,
3. [BZIDREHA] HEIRETNTWB e zHBLET,

pE
CDF#EIE VMware & & U XenServer (IB#F Citrix Hypervisor) OB&LId2%4D £9, VMware & T

XenServer Ti&. NTP t DBREZETZ-OHICHR X FORFZIEEZ EMICL £9, Hyper-V ORZIFEHRIE.
NTP &t HFZL. NTP O ZIEHIZ T T2 LW TET X7,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIEMREEEN B ARIEE. TNENOEREWL Linux (RIE<T> >T. NTP e N1 N—NAH—THEE
PEELEFT. ctUd. NTP ENAN—NA1HF—D@EAD R TLOFEZEABALLS LTI LHRERTT, ¥ X
TLORBM MO —N—DREE OREEIEDONZDZE<ICIE. FLINUXZFZ O X7 LOREHA NTP & FE
HI2HBERHDET, COHE. "R MORZIEHRZENICTIHNELHBD XTI,

VMware Tools Z - > X b— )L LTRETHERAEWX Linux B—RILEEZITL TV REEIE. ROBEEITVWET,

1. vSphere Client B8 %39

2. LinuxRBEBY> > OREERELET,

3. IR >o7OaONT«] FATATRYIRT [FTF>a>] 24Ty o LES.
4. [VMware Tools] %#iRL £7,

5. [¥] Ry IR T, [RA TR MEZZEA] FTv IRy IRZATICLET,

FIE3: NETD1>X k=)L

LinuxVDAZ 1> X k=JL$3HIIC. LINUXTe A RUE2a =3 VICESWTNET 21X b=JILLET:

e RHEL7.9 5&tfAmazon Linux2 #<. Y R—FrINTWVWBTARTD LiInuUXFr XA bJUEa2—> 3>
IZ.NET Runtime 8.0%1>X b—JLLZE T,
o RHEL 7.9 & 0¥ Amazon Linux 2 ®B&lE. .NET Runtime 6.0 01 > X b—=ILZ&GITLE T,

Linux 74 AU Ea—2avIcREBERNET A= a3 VARG FEFATVWBRIEEIE. BHRAEDTr—REDE51V X
F=IJLL&ET. TN DIFEIF. Microsoft Xwr—2 7+ —RKHBNETZA YR M—JLLET, 5L <&
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https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers# B L T £
LYo

.NET o1 > b—)L#%. whichdotnet Y > RERITL TS V21 LNRERELET,

ARV REAICESWT. NETSUEALDNALFUNRRERELE T, L ZE. v > REHH/aa/bb/dotnet
DBE. /aa/bb # NET N1 FUNRE LTHERALEY,

FlE4: Linux VDA Xy —2 045 >»O0—R

1. Citrix Virtual Apps and Desktops 47> O0— RR—=JIZFIEALE T,
2. @N#N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. Components &R L T Linux VDA = B2+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDAD U > 2% 51w LT, LInuXVDADAI>O—RI77AILICTIEALET,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5 AP Linux 74 AU Ea—>avIcHibLic Linux VDA Ny r—Y =4 >O0—RLET,

6. LiInuX VDA Xy r—S OEESUE RIS 2 OICERTES GPGC ARF—%4 o >O0—RFL&T, fi:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -a440f369a0385{23944108315040 tc04

AEF—ZMEE LT LInuX VDA Ny r—S OESHZIRET 31214
* RPRM Ny 77— 0BzEIE. ROIYY RERTLTAHAF—% RPM F—ERX—X 1 >R—FL. N
= 0BG ERELET!:
rpmkeys --import <path to the public key>

rpm —--checksig —--verbose <path to the Linux VDA package>
<!--NeedCopy—-->

s DEBNRy s —C0BzEIF. ROAYY R2EFTLTRHF—%2 DEB 7 —42RXR—XIZA Y R—-FL. NN
VTV DBREMERIBLEI,
sudo apt-get install dpkg-sig
gpg ——import <path to the public key>

dpkg-sig —--verify <path to the Linux VDA package>
<!--NeedCopy-->

FIES5: Linux VDA Xy 7 —JD1 VX k=)L

Linux VDA 0iRiEZ Y F 7y 79 3ICid. ROOIYVRZRITLE T,
Amazon Linux 2. CentOS. RHEL. Rocky Linux ¥« X b Ez2—>3 > DIFE:
pE N
* RHEL & U CentOS @154 LInuXVDAZIERICA Y XA =L T 3HIIC.EPELURZS MU EA VX b

—JLLEFLEPELD 1 > X b—LAEIZDWTIE. https://docs.fedoraproject.org/en-US/epel/®
HAESBLTIEIL,

« RHEL9.3/9.2/9.0 & & T Rocky Linux 9.3/9.2/9.0 i1 > X k—JL ¥ 380, libsepol /Xy r—>%
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N=23> 34 LEICEHLEY,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

i

GCP T/RX TN TWLW3 RHEL 8.x/9.x & & U Rocky Linux 8.x/9.x I Linux VDA Z 1 > X b—)LF 3 &,
11—y MEGHERDN., REYY VOBEFHERICLINUXVDAIZT IV EATEBRARZeHAHDFT,
OMEZEE T BICIE. REII VIO TOTF > TRESICIL—MNRT—FZHEL. - LTR
MY IO A TEB I ZBRBLET, RIS, REII VZBEF LR, VY —ILTROIAR VR E
RITLFT:

nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

Ubuntu/Debian ¥« X kUEa—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->

« Debian 11 74 X MU E 2—> a VICBRERKEFEEFREZ VX b—ILT3IZIE. [etc/apt/sources.list
774)iC Tdeb http://deb.debian.org/debian/ bullseye maini f7%i&M
LFd,

o GCP £ Ubuntu 20.04 @354, RDNS ZEIC L £ 9. N E1T 5 ICIE. Jetc/krb5.conf @
[libdefaults] ic rdns = false 7#2EML £ 3

SUSEF«s X bUEa—>a>DiBa:
1. AWS. Azure. & GCP @ SUSE 15.5 ®ig& 3. UTEMER L TLLETL:

o libstdc++6 N\—> 3> 12 LIEEERAL TV,
+ [etc/sysconfig/windowmanager @ Default_WM /{5 X—%—4' gnome IZFREINTWV 3,

2. ROOY Y EEETLT, LinuxVDAZA > X b—ILLET:

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro #ZB#MIC Y BIciE. NAN—NAHF— VDATL VIZNVIDIAGRID RZAN—%1VXb=ILT B
BELBD XY,
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FFED /N /X— /N %' —IZ NVIDIA GRID Virtual GPU Manager ((RX b RSA4/N=) Z1 VA —ILLTHERT
BICIE. ROHA RZERLTETL:

« XenServer
* VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% 1 YA b—)LLTHERT BICIF. RO—EHNAEFIEZERTLETS:

1. FRAEVM DAY vy FETYEINTVWR ZBRLE T,

2. NN=NAHF—0a> bO—)LIXRILT. GPUZ VM IZEIDHTET,
3. RETIVEREBLET,

4, VM RSAN=%ZVMIZAT VA F=ILLE T,

FIET7: FHTZ3T—EZR—IXADIEE

Linux VDA Ny r—2% 41 > X b—JLLT=1&I3. SQLite & PostgreSQL #1DBX 3 A TEXd, D
IClE ROFIEZRITLET:

pE

« VDI E=RDAHTSQLite ZEAL. RXMINZHET XY by FEEETIVICIE PostgreSQL %6
B3 czb8dLEY,

o BB b—)LE MCS Of=IZ. SQLite & PostgreSQL i&. #NZNEFETI VI b—ILTSEC
EHRLIET RN TEET, [ete/xdl/db.conf THHITIEELAWED. Linux VDA IZF 7 #JL b
T PostgreSQL = AL £,

+ [etc/xdl/db.conf Z{EA L T PostgreSQL 0 R— FBESEEBRTZ D TEET,

1. [etc/xdl/db.conf ZiREL T. FRIT 3T —FR—XZEELXT,
2. sudo [opt/Citrix/VDA/sbin/ctxinstall.sh % 7-|%/opt/Citrix/VDA/bin/easyinstall #£{T7L £7,

FIES: BEAVAM—ILZRITLTURREE VDA ZBHL. 1A b—ILZRTLET

Linux VDA XwH —S D+ >R k=)L, ctxinstall,sh X2 7+ £7#i1x GUI 2R L TRITIEEZER L F
ED

i

SVAALREZEY b7y 7I3EIIC. en_USUTF-8 O — /LA OSICA VA M—ILThTWB %z
BRBLEYT, OSIcCoOr—ILhWiEEIE. sudo locale-gen en_US.UTF-8 Y > RERITLFJ,
Debian @544, #en_US.UTF-8 UTF-8 1T aX > % f#kx L Cletc/locale.gen 7 7 1 L& 4mEL T
5. sudo locale-gen YV RERITLE T,
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ctxinstall.sh

ctxinstall.sh &, W< Oh OEFIER & VDA RITRBEEHOEY b7y T21757HD. FHEA VI —ILDXY
YT KT,

o« TORUUTrIFroot DAHNRITTETE T,

s BEAYIAM—ILTR. FAINBZ IR TORBEEHOEEZRE. &REFE SLURBTZHOBET 71/l
& LT. /opt/Citrix/VDA/sbin/ctxinstall.conf #fBL £9., 7> 7L —k (ctxinstall.conftmpl) %= &
CHATE LT, B ctxinstall.conf # h 22T X232 88D LET, BRT 71 ILENO TER
TRLEE ROWVWTNHADHEEEFRELET:

- Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl 7> 7L — k7 71 JL%Z 3E — L T. Jopt/Citrix/V-
DA/sbin/ctxinstall.conf ¥ L TR%E% 3,

- ctxinstall.sh #3179 % .ctxinstall.sh #2179 3 1= 'S A HfEIZ/opt/Citrix/VDA/sbin/ctxinstall.conf
ICREINE T,

s BEAYIAM—ILTREZ2-IAEROETEYR—FLET, EZa—LICIR FRIFTVI. TV b—
Lo BXAUEE. By b7y BEEDNEENE T,

o CORVUTEDOFNYFIZOWTEEL L IE. /var/log/xdl/ctxinstall.log THERTE %7,

L <IF. AL FOT YR ctxinstall.sh -h ZER L TSR 2T
A

o R/MEEDRAIZREV. IL— k- —DHH/opt/Citrix/VDA/sbin/ctxinstall.conf Ozt AE O A
TEBLIICLET. ChUE. RXAVBIMNRT—RR T 7AILICREINTVWESAREEDH B 7D T
ER

« LINuXVDA%Z 7> 1> 2 k—ILE 3. [opt/Citrix/VDA ic5 37 71 LIRS nET, VDA%ET
V1 X h—=ILFBE0C. [opt/Citrix/VDA/shin/ctxinstall.conf O/ o7 v 7 ER TR %
BEOLET,

ctxinstall.sh I FFEE— R £/IFH ALY P E—RTRITTEE T, RV VT FERITTIHIC. ROBETEHER
ELET:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’
SROVERAAVICBMEEZHES D TIAILNMEIR N TT, RXAVBMEASTUADFEIT
n ICRELET,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ -Linux VDA iZi%. Delivery

Controller izxt L TEREE T %7291 Kerberos MR ENMBETY, Kerberos #Bld. > AT LICT VR
r—ILE L UEBRIFHD Active Directory £#i8Y —ILHBIEEL £7

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA iZi&. Delivery Controller »&RIZ BT
% Delivery Controller . Z2E#i R X1 >F (FQDN) OXR—IARTD D—BNBRETT, 1 DFflE
ERORLBHI R X1 R £71Z CNAME 2iEE T3 HELRHD £,
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« CTX_XDL_VDI_MODE=" y|n’' -EAFX Y by JEIEETI (VD) £HEBHRILIhBZHEETRV by
TREETINOEES L LTI V2R T 202 RELEFY, HDX3D Pro RIEDHGIZ. Bz ‘Y ICFR
ELET,

« CTX_XDL_HDX_3D_PRO="y|n’ - Linux VDA Ti&. HDX 3D Pro A% #— hSh&E ¥, Chid. #H
RIST4 w7 TV —4 3> ORBEERBICT3-00—ED GPU 7o£5L—>3>74 /AYT
¥, HDX 3D Pro #@iR L7354, VDAIE VDI FXo by T (U vty ay) E—REICERINE
¥ (D%b. CTX_XDL_VDI_MODE= ‘y r#&bZ¥).

« CTX_XDL_START_SERVICE= ‘y|n’ -#BORETEIC Linux VDA 4 —E XD BT N3 £ 5ICF 5h
EODEEELE Y,

+ CTX_XDL_REGISTER_SERVICE = ‘y|n’ -Linux Virtual Desktop #f—t X%, <> DieEh&IcFh
LF¥9d,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -Linux VDA #—EXTld. v hT—0ZEEHENY
RTFLDT7ATI+—ILOBBEHFAISNTVWIHENHD £9, Linux Virtual Desktop AIZ. ¥R T L
DI7ATIA—INORERR—b (FTAIETIFR—F 80 HLUR— 1494) ZEHTHRTET X7,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘-t
w3V TERAT3 GNOME. GNOME 25> wvo. KDE. MATE. F7-ix Xfce 7 X ¥ kv FIBIE#IEEL
£9, ‘<none> ‘|[CRETD . VDA THEHINTWET I7A4ILMDTFRI by ITHMERINE T,

o CTX_XDL_DOTNET_RUNTIME_PATH=' <.net>> 21 LDA VA =L > -FrLwJO—A—I
-2 b —EX (ctxvda) ZHR— T B3-HDDNET 21 VI M—ILTB/IXR, TTAILEDNRIZE
‘lusr/bin’ T3,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;K— 4 (T Delivery Controller &
BELXT,

o CTX_XDL_SITE_NAME =<dns-name> - Linux VDA I&. DNS ##RB L T LDAP —N\—%##&HE L £,
DNS o#ZEREZO—NIL Y MCHIRT 3ICIE. DNSH 1 FRBERELE T, FERBEIE. ‘<none>
GYCRELEY,

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA (. DNS #BB< L T LDAP +—/\—%
wELET, DNSH LDAP H—E XL J— FZEETIHWEEIE. LDAP @ FQDN & & U LDAP R— k
DAR—ARTD D—EBHEIEETIT 9, Fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268;, Active Directory 7+ L X F Tk D HiR%A LDAP Y T ZEMICT BIC
F BX1>3>bO0—-5—T [FO-NIAagOJ] ZBHiCcL. BEY S LDAP R— +ES T 3268 =15
ELET, COTHE. TTA4IETIE ‘<none> ‘ICHREINTLET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— bk
(ffl: DC=mycompany,DC=com) ICHREINI-BER—XZFEFLTLDAP ZB=L %79, BEROD/NT +
—IVAERETRHIC. BER—IXEIBETIET (ffl: OU=VDI,DC=mycompany,DC=com), FAE
wEEIE. ‘<none> ‘ZREL XY,
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+ CTX_XDL_SUPPORT_DDC_AS_CNAME=" y|n’ - Linux VDA Ti%. DNSCNAME L J—r%fERL
T. Delivery Controller 8%8E 95 HTEF£T,

« CTX_EASYINSTALL_DNS=" <ip-address-of-dns> -DNS®IP 7KL X,

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4t —/\—®D7K X k&,

o CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #+—/\—® IP 7 B L R £/ EXFFRo
o CTX_EASYINSTALL_REALM=realm-name - Kerberos 815,

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

« CTX_EASYINSTALL_USERNAME=domain-user-name - Y>> % R XA VIZBMTETWVWZ 11— —
(OE=E-TT

« CTX_EASYINSTALL_PASSWORD=password - Y>> % R XA VIZBMETETVWEI—H—D/NRXT—
Ko
pE o
RXAUBMICIZEEBETHDO M 2FERLAVWIEEZESHBOLET, KbDIC. BEET7HUY UMD

Active Directory I —H—IZ R XA U BIMERZZFEL T LIV, ZDDHITIE. BIHOZET s F— %
FEARALT. RXqr>a>y rO—>—0®lHzEELE T,

MDD ADDEHIIA TS 3> TT, ThSHRESNTLAWVEETH. B LY ~E—RTctxinstall.sh (&t
B9, WEE—RTA—H—ANTZKRDZ AV T FIBRRINFEFLFA. CNOIKMEXRITIRR—MTBZET, F
7z1&/Citrix/VDA/sbin/ctxinstall.conf #{EE T3 TOHRETIT £,

- CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name -NetBIOS kX > &%, B
kv bk () TREIS5N%EDNS KXA Y EOBNDIALA—%> FTT. TASDBAE. BID NetBIOS
KX YBENREIIZLET, COBRIEFF T3> TT,

o CTX_EASYINSTALL_OU=ou-value -OU 0 f&i&. Active Directory #i&75%IC k> TEARD Y, OU
EOFICDOWVWTIE. COREED NEEEBE v a>y0RESBBLTLLIETVL, COBRIFA T3> T,

o CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path -&8 1> X ~—JLix. 1%
—v bH5 Centrify Xy —2% Ao 00— RT3LDICRIIBEET, 7=75L. Centrify MEEICT >R ~
—LEINTVREEIF. COERTERINO—HILT Lo RUDS Centrify Xy r—J%#BETEF
o COEIIA TS a>TT,

o CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path -f§& 1> X b—)Lik. 1>Z—FvY kD
5PBIS Ny r—2%A4TVO-R§3ODICKILEET, /=720, PBISHERICA VYA M—ILETA TV
Bld. COTBTERINO—AINTA LI MIDSPBISNY T —O%#ZBBTEEY, COXHIA TS
a>Td,

AREIER
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o NetBIOS RX1>RIGEE. Ry b () TXYISNDNS RXAVBORMDAVKR—FY NTY, RIE
THID NetBIOS R X1 >REHREZTAXT 3ICIE. [opt/Citrix/VDA/sbin/ctxinstall.conf TIBIEIT
# CTX_EASYINSTALL_NETBIOS_DOMAIN #s2EL %9,

« VDA Z4ED OU ICIBINY B ICid. ROFIEZERTLET:
1. FEODOUN XA bO—F—ICHFERT B ZEBL T TV,

OUDfle LT MTFDORIZU =223y bZERLTLIET VL
= ACUVE LITECIOTY USErs af

File Action View Help

e 2@ F0/XDo=Bm enrdh

] Active Directory Users and Compaute .
Saved Qusries .A‘ ﬂ?h
4 F4 wdlocal U16s U1Es
I || Builtin
i | Computers

2| Domain Controllers
FareignSecurityPrincipals
| Managed Service Accounts
| Userg
4 (3] Linux
b Al redhat
5 suse
2| ubuntu

2. BBTOU—9JI—F%2HhRE2I1XT3ICIZ. Jopt/Citrix/VDA/[sbin/ctxinstall.conf TIEEL
# CTX_EASYINSTALL_OU %#:5%EL %7,

OU ofEild. AD DFEICE>TERD EFY, ROKRIF. EERORIU -2 3y MMIBITE 0U B
ICEDSVWTWEY, Chisho. FMEY 28BBOERD OU B2FEAIBZ LN TEEY,

0S Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL9.3/9.2/9.0. "OU=redhat, "OU=redhat, - -
Rocky Linux OU=Linux" OU=Linux"
9.3/9.2/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=Linux" OU=Linux" Linux/redhat redhat"
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0S Winbind SSSD Centrify PBIS
Rocky Linux 8.x "OU=redhat, "OU=redhat, - -
OU=Linux" OU=Linux"
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

+ Centrify TlZE 27 IPv6 DNS #mi = 7/R— k L TWEH A. Active Directory - 51 7> kT Active
Directory 4+—E 2= BHIHERT 3 - oICiE. IPv4 %2ERY % DNS #—/N—nhi/etc/resolv.conf 12/ 7%
rH 1 2FEELTVWEBERHDET,

[ B

ADSITE

<!--NeedCopy-->

: Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.

CofER. Centrify 5LV ZOBRICIHEDODHDTYT, COMBEMBRT ZICIF. ROFIEERTLET:

a. FXr>aryrO—->—o [BEY-I] 2HZTET,

b. [Active Directory Ot hrH—E ] ZERLE T,

C [HT7xy k] oENBY TRy T RLIZEBMLET,

o BEA VX b—JLiE. Linux VDAT.16 IEDE 2T IPV6 ZHHR— L TVWET, UTDOLSHHIREMHL
HIRFELSHD LY !

- BEVOIIUNEaTIPVE Xy h T —UVBHTHRERNY T—J#F4 T YO—-RTESRL SIS,
Linux URS b UZRET IHRENDBD £,
- Centrify iZ. E27IPV6 % b 7= TIEHR— IR TULEE A,

A

CERAORY FT—UDNREaT IPV6 T. IRXTOANNNET % IPV6 XX TH 3155,

VDA (& IPv6

ZfEA L T Delivery Controller Ic&8g L £, CEAO®RY bT—IH IPv4 2 IPV6 DN1T Uy

FBRTH D55,

=AD DNSIP 7 R L ZOFEHEICK > T, IPV4 7213 IPV6 D5 SHEIRICHER
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TNBEDDREDET,

o AR®D CTX_XDL_DESKTOP_ENVIRONMENT Z¥ =R L T. Ev>aYTHEAISZTRY by FIREE
BETEEY, ANV RERTLED. PATLMLAZFERALEDLT. TRV MY TIRIBZTIDEZ S C
EHTEIFET, ¥l TR by D BEZAT VR LU TP RTLMLA] 2BRBLTIET W,

o RXAVIZBMEE3ARE LT Centrify 23%8IR9 3154, ctxinstall.sh X2 7 +Tid Centrify /X4
—UHBETT, ctxinstall.sh T Centrify /Xw o —2%#BET 3 5%:

- BEAYIM—ILE AY2—3y bH5 Centrify Xy r—JZBBHTH Y VO— RT3 7HICRIL
557, F4ARUE2—23> D URLIFRDLEDTY:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- Centrify B’BEICA Y X =T TWVWBHEEIE. O—AILTFs Lo UH5 Centrify Xwir—2
EBEBLET, Centrify Sws—20F 0 Lo bUEEET ZIC1E. [opt/Citrix/VDA/sbin/ctx-
install.conf T CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir #3i5E L £,
fil:

ls -1s /home/mydir

9548 -r-xr-xr—-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—-r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r-—-. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r—-r—-r-—-. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r——-r—--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qinstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
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12 -r--r--r—-. 1 root root 11166 Apr 9 2015 release-
notes-agent-rhel4-x86_64.txt

4 -r-——-r-—-r—-—-. 1 root root 3732 Aug 24 2015 release-

notes—-da-rhel4-x86_64.txt

4 -r—--r--r—--. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt

12 -r--r--r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o RXAVIZEBMEE3ARE LTPBIS #8IR¥ 3184, ctxinstall.sh XZ U 7 +Tix PBIS /Ny —on
WETY, ctxinstall.sh TPBIS /X\wsr—S%#BES 3 A%

- BEAYIM=ILE A=y FDSPBIS Ny =2 BETE UV YO—RTZHICRILEF
To IR T4 RMIE2—23 > D URLIZRDELEDTT:
Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.5: wget https://github.com/Beyon
dTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- AVE—F Yy DB PBIS Ny Tr—CSOREON-—Ja>EBEBLET, BET S /opt/C-
itrix/VDA/sbin/ctxinstall.sh 7 7 1 JL® TpbisDownloadRelease] 17& pbisDownloadExpect-
edSHA256) 1T2Z&BL 9,

Fle LT MTFTORIU—=>2 3y bZEBRLTIETL

pbisDownloadPath_RHEL="ht

pbisDownloadPath_Ubuntu="

- PBISHABEICA X b—=ILTNTWVWBBEIE. O—AILTo LI UDNS PBIS Ny —J%BEBLE
T, PBIS Xy —SDF 4 LY UEIET 3ICIE. [opt/Citrix/VDA/sbin/ctxinstall.conf Tig
B3 CTX_EASYINSTALL_PBIS_LOCAL_PATH #:%EL £ 9,

WEE— R WEE— R T ctxinstall.sh X 7 ) 7 ~ #3179 3 ICi&. sudo [opt/Citrix/VDA/sbin/ctxin-
stall.sh Y r%2-S AT a B LTHERALEYT, AV RIAVAVE—TJ A AOFAYF T ic. BE
TEIEHEENALET. THEHPRICREINTVBIHE. ctxinstall.sh i3, THROTENREHOERERD £
ER

HALY R E—R YLy hrE—RTIE [opt/Citrix/VDA/sbin/ctxinstall.conf £7-|f export v > K%
FRLTCLETOEHERETIHENRDD £7, 2D%. ctxinstall.sh-S #=1TL £ (ZZTD S DXFIFAX
FTHRICLICERLTLIETW) . BERIRTOEHDERESINTVWAVWD—BOBENENTHZEE. T 74/
rMENZWED . ctxinstall.sh (ER{TEFIEL £,

BEHDOIT U AR— hInffEiE. BEICRESINTULALERD/Citrix/VDA/sbin/ctxinstall.conf ofEx FE =
LET, TRTOEFINIAMEIZ. RX1 BN/ T— RESME/Citrix/[VDA/sbin/ctxinstall.conf (C{RE S
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nNEv, L > rE—RTIE. [Citrix/VDA/sbin/ctxinstall.conf TR X+ > &IMNXT—REBRET . 1
[ENAT—REITVRR—NTIHRELRHDFT,

export
export
export
export
export
export
export
export
export

CTX_XDL_NON_DOMAIN_JOINED="n"
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
CTX_XDL_DDC_LIST="'<1list-ddc-fqdns>'

CTX_XDL_VDI_MODE='y|n'

CTX_XDL_HDX_3D_PRO="y|n'

CTX_XDL_START_SERVICE='y|n'

CTX_XDL_REGISTER_SERVICE='y|n'

CTX_XDL_ADD_FIREWALL_RULES='y|n'
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | gnome-classic|kde|mate|xfce|'<

none>"'

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
CTX_XDL_VDA_PORT="'<port-number>"'
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
CTX_XDL_LDAP_LIST="'<list-1ldap-servers>'|'<none>'
CTX_XDL_SEARCH_BASE="'<search-base-set>'| '<none>'
CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n'
CTX_EASYINSTALL_DNS='<ip-address-of-dns>'
CTX_EASYINSTALL_HOSTNAME='<host-name>'
CTX_EASYINSTALL_NTPS='<address-of-ntps>'
CTX_EASYINSTALL_REALM='<realm-name>'
CTX_EASYINSTALL_FQDN="'<ad-fgdn-name>'
CTX_EASYINSTALL_USERNAME='<domain-user—-name>'
CTX_EASYINSTALL_PASSWORD="'<password>'
CTX_EASYINSTALL_NETBIOS_DOMAIN='<netbios-domain>'
CTX_EASYINSTALL_OU='<organization-unit>'

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S
<!--NeedCopy-->

sudo OX Y RIC-EA T avEIEELTERITL. R TA3HLLWY TIILICEEOBBELHEZELET, BHDOTE
LT #!/bin/bash #:Z3 R L. RO ATV RHSHEBVIINRIUT T 7L ZER TR 2 88O LET,

Fld. ROESICLT. 1 DOOAV Y RTIRTOEHEIRET RN TETES,

VDA RATIRIELE (TCTX_XDL_1 TH#H£3) 2REJ 3ICid. ctxinstall.sh-s ZRTTEF X9 (XF s IFNXF
THBEIEFRLTLIEST V),

GUI

GUI L& 3B A —ILEFIBATE XY, VDA DT R kv FEiE T/opt/Citrix/VDA/bin/easyinstall O
IVRERTLTHS, BEI VI F—=ILD GUI DIERICEVWET,
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+ Easy Install -
Check Environment Load | Save

Install Dependencies Click Join to join the VDA bo the Windows domain or click Mext to skip.

Jain Domain CTX_EASYINSTALL_DMS

Configure Runtime Variables
Finish DS server IP address (4] =

* MCS
Configure MCS CTX_EASYINSTALL_HOSTHAME

VDA host name

CTX_EASYINSTALL_MNTPS

NTF server

CTH_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux diskribution: Ubuntu Linux 18.04

BHEA XM=l GUI I, ROBIEEHAIRLET:

o PATLIREZMIRT S
REEBEREI VA L—ILT3
 EESNIER XA VICVDA ZBMEE S
o TVHAALIREZEBNT S

B>k

RE] 20w 93, BELENRICHZO—AINT 7AIILICERZRENRESNE T, [FAHAH] 20
Vw938 BELET 71D SEHREDHAAENE T MCS EHDOBRICOVWTIE, TFIE3: ¥
F—AX—DD%EE 2ZRL TSIV,

FIE 9: XDPing OR1T

sudo /opt/Citrix/VDA/bin/xdping%=®fTL T. Linux VDARETO—MRMAEMOBEEZ L

7, $#L <3 TXDPing) #8BL T,

F|ig 10: Linux VDA ©=x17

Linux VDA 0ic&):

Linux VDA —EX#EHTBICIE. ROOAY >V RERTLET:
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sudo systemctl start ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

Linux VDA {ELE:
Linux VDA H#—EX%ZEIET3ICIE. KOOIV RERITLET:
sudo systemctl stop ctxvda.service

sudo systemctl stop ctxhdx.service
<!--NeedCopy-->

7
ctxvda 5 &£ U ctxhdx 4r—E 2% {Z1L 9 3 #0IC. systemctl stop ctxmonitord O< > R%#=1TL TR
H—EXRT—EVEFELLEFT, ChEETLAWVGE. BRT-—EXT—EVRELLET—EXZEEH
LET.
Linux VDA 0 Ei2g):
Linux VDA #—EXzBE#d 3213, ROOTY FZRTLET:
sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

Linux VDA OREEDFERR
Linux VDA 4 —E ZORITREZHR T ZICIF. ROIATYV RERITLES:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service
<!--NeedCopy-->

FIE11l: ¥ >hE2O7DIERK

IIvha2O7% %R L. Linux VDA ¥ > %EBINT 3 FIEIZ. #®FD Windows VDA TOAZEEMTWES,
DRRAV%ERTTBHFEDHBICOWVWTELLIE. T hHEZOJDERI &Y X2 >AHEO7DER) #881R
LTLETL,

RDESIC. Linux VDA T2 22 B8 > A20O07 DERICIEWS DD 0Fl#Hh % 5 7=, Windows VDA <2
ORI VAZOATDIERFIRE RGBRDHD KT
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o« ARL—=F A VI RATFLICIE. REERLET:
- RAINBZEET RV MY TREETILOEBE. WILFEYy 3> 0S AT gy
- WDIERTRI by TREETILDOEE. >2JIlEysa>0SFFa,
e ALY >H420O4 T, LinuxVDA Y>> Windows VDA R Y& BESEHEWVTL T L,
F:
Citrix Studio BT D/N—2 3 ik, TLINnUXOS) tWHSEREHR—FLTWVWEFATL R £
L. [Windows +—/\— OS] # 7> 3> Ffld [H—N—0S] A7 a3 EBRTZE. AFEDKRI LS

NB3EBTRI by TRETETIHERNISGERINE T, (Windows 72X by 7 0S] # 7> 3> &k
[FZXO by 7 0S] 772 arEERTZE. IV UICE—I—H—DEEETILABRNISEIRIN F

< oht Active Directory R XA VD SHEIBRINIRICBEEBNINIEZEIE. 20X &I A0
NOHBRLTHSBEEMNT 2HELHD £,

FIE12: TUNU—=TIL—TDER

FUNY—=FIL—TF=ER L. LinuxVDATX > >ZEECIIrA2O0J%2BMY 3 FIEIE. Windows VDA <> >
DHBELIRLEALRLTY . COFRVZTTTBHFEDHRBICOVWTEL I ITUNI =T IL—-TDER 25
BLTLRETL,

Linux VDAY >ha2n0d# &8 T UNI —JIL— T2 KT 3581F. ROBHIHHD £ :
¢ BIRTZAD A—H—BLUVYIL—T%Z. LINUXVDAI > VIZOTF >V TBLSISETICHERL TSI XTI,

o BTN TUVAWL (BER) 2—H—0OJ4>ZHFa LBEVWTL TV,
e Windows ¥ U EEIIUA2O00 T UN) —FI—TTRESELRVTLLIETL,

BE.
T r—2a > oRRiE. LInuxVDAN—2 3> 1A LB THR— bR TWES, 272L. A—Y I UA

DT RV by FELUTT U DEREIF. Linux VDA THR— IR TULEE A

RO>AZOQTBLCTINI —FIL—FOERFZEICOWVWTE L <&, TCitrix Virtual Apps and Desktops 7
23111 2BRL T T L,

FIE 13: LinuxVDAD 7y FJL—K (7> 3)

Linux VDA 3. &FIN—23>h 507y I L—REHR—MLTWET, L Xid. Linux VDA = 2308 15
231142, LT 1912 LTSR 5 2203 LTSRICF7 v FIL—RTEE T,

RHEL7 540U CentOS 7 0i55:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html

Linux Virtual Delivery Agent 2402 LTSR

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 & & U Rocky Linux 8 54

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & & Uf Rocky Linux 9.3/9.2/9.0 D84
pE
RHEL 9.3/9.2/9.0 & & ¥ Rocky Linux 9.3/9.2/9.0 @ Linux VDA # 7w 74 L — R ¥ %a0iC. libsepol /X
wir—=S%N—2 3> 34 LRRICEHRLED,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE D175
sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 20.04 0354
sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 22.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

(AP Rl 274

COtITaroEReSRLT BRI VI N-IIKEZERIZCTRETSTREOHIBFEDO NS TILY
A—TAVIERITTEEY,

SSSD #EAHAL TR A VICBIMTEARWL

RXAUICBMLELS TR, ROLSBHANDIS—HEETZICHHDET (BHERIOOT ZERT
%)

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The

network name cannot be found
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/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)

with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COMBEBRTBICIE. ROFIEEZRITLET:
1. rm -f /etc/krb5.keytabav>yRERITLEY,

2. net ads leave SREALM -U S$domain-administratora~> RZzx{TLE7.
3. Delivery Controller tv>>h4O0 & &UTUN) =TI —TZHBRLET,
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4. [opt/Citrix/VDA/sbin/ctxinstall.sh #=1TL £ ¥
5. Delivery Controller tY>>h400B8LUVTUNI =T IL—TEERLET,

Ubuntu o727 kv 7y 3 Y TREDEBEIRTIND
Tty avERSHTIE. TEOTRIV MYy I TIAVIINBBMENRELEFT, Fhe 220XV —ILTH,
O—ANI—H=TAY> b 2FRLTAIF VT3 RBOBEIRTINET,

COREZBRT BICIE. ROFIEZERITLET:

1. sudo apt-get updateax>RuER{TLET,

2. sudo apt-get install unity lightdmav>RE=ERIFTLET,

3. Xof7% /etc/lightdm/lightdm. confiZi&iiL £39,
greeter-show—manual-login=true

Ubuntu o727~y 7Ty a3 z2RBBLESETRER—LT ALY FUDBRVWHRKT S

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

By b
COMEDORERRAIZ. RXAYBEEEDHR—LTA L7 M)BMERINTLAVWZE T,
CORBEEBRT BICIF. ROFIEZRTLET:

1. O<v>RkZ1>T. pam-auth-update = AJL £,

2. RRSNLZA7O7T, [OTAVRICKR—LT« LI MU ZERT 3] BEIREN TV e zHBL &
ERS
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1 P& configuration |
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the systes,
starting user sessions

well a3 allowing configuration of additionsl action
Some PAM module packages provide profiles that

5 to take when

can be used to

sutomatically adjust the behavior of all PAM-using spplications on the systes, Plesse
A profiles to anable

indicate which of these behavicrs you with to ensble.

dbus TS>—ic&kh vy avEREHFLIIRTTERV

/var/log/messages (RHEL #7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (

tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu 7+ Z kU Ea—> 3 > 0iF&IE. log/var/log/syslog = fEM

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap

.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

BEMNTIETHELAVWIIIL-—TEREED2-IEHBDEY, dbus T>5— Xy t—IHOJICRRTNBIHE.
DRTLBEBLTHSBERITIZ L ZEHOLEY,

SELinux T SSHD W'R—LF« LY FUICT VLR TI AL

A—H—ldy>arvzEHTITETN. QA TETEE A,
/var/log/xdl|/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%*xx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*xxx Plugin catchall (11.6 confidence) suggests
KAk hkhkhkhkhkhkkkkkkkkhkkhkkhkhkhkhkhkhkhkkkx
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If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COMBZRRT BT ROFIEZEITLET:

1. /etc/selinux/config ICRDEE® MR %5 Z & T SELinUX ZEMICL £ 7,
SELINUX=disabled

2. VDA ZzBEFHLFY,

MCS Z M L 7c K X >3E500 Linux VDA OERL

May 30, 2024

C DEEETIE. Machine Creation Services (MCS) #fEHB L T. Citrix DaaS TR X1 > IESM® Linux VDA %
ER T B AEICDOWTEHEAL XS,

BE.

o RX 35 VDA IZ. Citrix DaaS THR— N EJ,

- Oy kA=)l 7L—>i&. CitrixDaaS BHTERT2HELHD £,

- RXAVIESBMVDA K. NTUWIISIRERIEAYTLIRODT—2EV2—ICBHTEE
o RXAVIEBMVDA L, CitrixDaaS oy bO—IL L —VIC&>TEEBINE T,

- KX 23200 VDA #1Em S % ICid. RendezvousV2%=E%NIZL £9, Cloud Connector: =+
VTILIZANAN=NAYF =TI R TOES 3 Z VI T B3FEDHE. F7zid Workspace T
Active Directory # ID Z7ONAE - LTERT 2 5EICOAHBETT,

o RXAVIEBMD VDA Z1ERT 3B E. MCS LB VI M= )LOBEAEFERTI 9, 5L <
l&. TMCS ZER L7 B X >3S0 Linux VDA OERL B& T TEEBEA VI M—)LEFRALIZ R XA
>3320 Linux VDA 01 (Technical Preview) 1 #&BL T30,

e MCSIERTZ A Z I —N—%HHR—FLTLEEA,
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o RXA>YIEBMO Linux VDA Tld. ROWEEEZFER TSI £
- RXA YISO VDA TiEESNIBMEAF oO—hIL1—H—%1ERT 3
- SSO LUShb D sRAE
- Azure Active Directory % £ L /=83
- Rendezvous V2

(Nutanix 0E&0#A) FIE1: Nutanix AHV 7S5 1>D+1 VX h—)L L &iF

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops IRigIC T 55
VEAVAM=)LLTERLET, 5L <I&. Nutanix #78— ~R—%4)LIZ#% % Nutanix Acropolis MCS 754«
SOAYAL=IAARZBRLTIEI L,

F)E 1a: 4> 7L = X Delivery Controller o) Nutanix AHV 7S5 1> %1 > X b—ILLTERT 3

Citrix Virtual Apps and Desktops % > X b —)L L #=#. [XD MCS AHV Plugin] % i%iR L T Delivery
Controllericr > k—=JLL £,

ﬁ Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \
NUTAMNIL.

@ MCS Plugin for Citrix XenDesktop will be installed

() CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
=

() PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
o]

< Back MNext > Cancel

F)E 1b: 5>k Delivery Controller B® Nutanix AHV 7S5 1> &1 VX2 h—)LLTEET

Citrix Cloud Connector Bi- [CWA MCS AHV Plugin] ##RLTr > X +—JLL % ¥, CitrixCloud 74>
MCBEBINTWB IARTO Citrix Cloud Connector I /S5 1 > %A XM—JLLES, AHVAZLTUY—X
DIBFRICH —E X %R T 3IHEATH. Citrix Cloud Connector 2 &89 3MEHLH D £,

FlElc: 7571221 VAM—ILLIE. ROFIEZRITTS

« Nutanix Acropolis 7 =+ JL & — #HC:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1l.0.0.0ICfEINh TWVWE 2 BB L F
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ED

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl1.0.0.0"aY>krKZRTLET,

« > 7L = Z2® Delivery Controller T Citrix Host. Citrix Broker. & & tf Citrix Machine Creation
Services #HiE£# 3 3H. Citrix Cloud Connector T Citrix RemoteHCLServer Service #HBi&Es L %
T,

N N

Nutanix AHV 7551 %1 VX =)L 12I$EHH T 5 & Fd. Citrix Host. Citrix Broker, £& UV
Machine Creation Services #ELE L THSBRHTI 2 HEHOHLE T,

FIE 2: R SEGDIER

RAME VY —ROBRATHEASNTUWBNAN—NAY—FIEZI VR —EXTY, COFIETIF. Daas
NRZA P EDRERS VEBETRLOHICHERATIRREBETEX T, FABRICIZ. VY —XDIFMA. KA +D
B, 7O RERER. EATEAML—UFE LRI MEORBIYL UHAERTE 2Ry hT—IH0EF
nExd,

BE.

BHEERT 2RI, VY —XDFFRICEARIY =R (ARL—=C Ry hO—70) ZHETZHRENHD £
_a-o

CitrixCloud iIcHr>1> L %9,

EEDAXZa2—7T, [¥1rH#—EX] > [DaaS] #ERLET,

[BE] > [E248ik] oEfRr>T [RXb] Z#RLED,

BEN—0O EHESLVOVY—Z0BM £2RLET,

T —ROIBRICE>T. UTOR—JOREZITVET., REOR—JOARIE. BRLIERORBEIC
Lo TEBDET, EXR—JOBREEERZIS. BHE] R—JICHETZET [rA] 2BRLET,

ok wn =
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FE 2a: =4

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Network
@ Scones @ Create anew connection
Zone name:
@ Summary

Cennection type:

Google Cloud Platform

Service account key:
mport key..

Service account ID:
Connection name:

Create virtual machines using:
@) Citrix provisioning teols (Machine Creation Services or Citrix Provisioning)

Other tools

=)

5] R—ITUTZRITLEY:

o BEZEMTBICIE. ILWERZERT D] 20Uy o LET, BEFEOEGERCKRI MERICEDVWTE
GEENT 2B81E. [BFEOEGZERT 3] ZERL THSZHEDEGEZERLFT,

e [V=8] J4—ILRTY—2%BIRLET, BIRTEI 34723 Vid BRLIEIRTOUY —XDFHAT
ERD

o BEGORBE] 71— IILRT NAIN=—NAHF—FEREIFTIRY—EXEBRLET, BRTEIZA S>>
& T4 =VIZBINCA VR = ILENTWBNAN—NAHF—C I ZTVRF—EXTT,
F7cid. PowerShell av > kGet-HypHypervisorPlugin —-ZoneUid%zfERHL T, #ERLEY
—VTERTEBRINAN—NAY TSI VO—BZRMR[ITZCLHTEET,

s BB ZEANALEY, COBHIICERBEARICRTINE T,

o [REEYSVEIEMT %Y —)L. Machine Creation Services %7 Citrix Provisioning %=3#R L £7

[E&5] R—JoE®RIE. FRLTVWEERI L EHEOEE) ICK>TERDFY, fr xIE. Azure Resource
Manager ZzfER 3 3%&. BEFEOT—EX TV I NI ZERTZIN U—EXTIV VI NILEERTE T,
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FIg2b: X FL—CDEE

Add Connection and Resources X

@ connection Storage Management

@ Storage Management Configure virtual machine storage resources for this connection

Select a cluster.

@ Storage Selection
@ Network

Select an eptimization method for available site storage.
@ Summary @ \Use storage shared by hypervisors

Optimize temporary data on available local storage

Use storage local to the hypervisor

ANL—CEBREOBECAEICOVWTEHLCIX. TRAMZI ML= #8BLTLETL,

Hyper-V 7213 VMware R X M ST 3G £ BH L TL 3 B4, V524 —8%28RBLTHSBIRLET. fr
DEGOBETIE, 75 A2—BRERINEL Ao

ML=V BEAE INMN—NAF—RBTHETNZ I L —=JFRENAN—NAHF—DO—AHILICERET S X
FL—2) #3RLE TS

s NAN—NAHF—BTHEINBZ AL -V ZEIRT 355, — BT —2Z2EAATELO0—-AILIASL—T
RIFTBHESHEERELET. (COEGZEFEATZYI O HE2O0JT. 774 NTRAV—KINL—
SO XERETEES), floh: /5X2— ML —IRUa—L4L (CSV) #ERT 35HE. Microsoft
System Center Virtual Machine Manager id. O—AILZA ML —ITO—RT—FFvv>aT1XI%
FFRILEHA. [BE] OV —ITEOR ML —VEERTEZER L LS TR ERMLET,

Citrix Hypervisor O 7— )L L THBER FL— %2 ERE T 5B E1d. IntelliCache #ERALTHEX L - FN
1RO ZERERSITHESHEIRELF T, ICitrix Hypervisor [RA8MWIRIE] 28R LTI,
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FIg2c: R L—T DR

Add Connection and Resources X
0 Connection Storage Selection
0 Storage Management When using local storage, you must select the type of data to store on each local storage device; machine
torage Management operating system data, temporary data, and if not storing personal user data remotely, personal user
data. At least one device must be selected for each data type,
@ Storage Selection
Select data storage locations:
@) Network
Name J 0s Temporary
@ Summary Libraryl on
Local storage on
System32 on
Userson

& B

ARL—CDBIRICOWTEFLLCIF TTRA MR RL—2) 28BLTLLETL,

ARG T—2OBBEICICLI DULEDRI ML= FNARZBERLET, FIOR—CTERLAER ML —DEE
FAEICE 2T COR—JTERTEZT—2OBALIEULET . V1 F— FORDODR—JISETICIE. FR—b
TNBZET—ROBEICH LTI DU EDR ML= FTNA RZBIRTIBELHD £,

NAN=NAYF—=ICE>oTHETNBZ I LU % #RL. (FAREZO—ANLI L -2 ET—RKT -2z &EK
LEY] 2BMICLIIGE. [AFL—U0FBR] R—POFMICKRTEINBZBREA T aviMBERET, —BHT—4
ICERAYTS (ALNAN—NAHF=T—IZHB) O—HALZA L =T NI REZBIRTEIEY,

REBRPODI L —OTNAAOEHERTENET (ERTE NMEOI L= TN IDNERINE LD,
COIVRUDLICRIRZGEDEZ L. BRLIETNAZADEFPRIINET BRINTNAZIDDHZ5HE
DH)o

1. FRAYBALL—TNARZEETSICIF [BHR] 23RLE T,
2. [RPL—=POEIR] 44700 RV I AT ANL=STNAADF TV IRy I REAVEIFFTICLT
[OK] =#ERLE9,

FIg2d: V—>3y

(—BDORR FOBRICOHFRT) V-V aYOBRICED. AT UHREASINZEREEEL Y. ARETHN
B A=Y =BT TV =23 VT I XTBBMICEVW) -2 a v ZBRL T LT,
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FIE2e: Ry ~kT—7

Y —Z20EHEANDLET, CORANE [BE] OV —IILICRTRINh. ChickhEGICEERMITSNEX ML
—Jrxy RO DEIFEDLEEBITIET,
RETSVTHEATZIRY b T—0% 1 DEIFEHERLET,

—ToEFGiOEE (Azure Resource Manager #¥) TlE. REYIVMERT IV Iy hbRRINET, ¥
T2y bm 1 DFIFEHERLE T,

Fig2f: xre

BIRNBZzHALE . EEZTOIHEIR. [RB] Z@>TRIOV A HF—FR=JICRD XY, BWBD =T LI
5. [E7] Z#RLET,

AR BT —2Zz0-NIIICRETI5E. COEGZFERATRNI Y ZATHEOJZERT R SIS, — KT
—2AML—=2ICT I I FSIMDEZRETIT £ Y,

pa
TIT O EIEEEZICOVWTIE. XO—TIERRINEFRA. L IE TEEE, §E. $LURXO—-7
EBBLTIEI W,

FLCR. TEGOEREEE] Z28BL TV,

FIE3: YREZ—A X—TDEH
B b

B—DAX—C%ZFEALT. FXAYEMEHA VDA L RXA VIS VDA OEAZIER TSI F 7,

(XenServer (|B#F Citrix Hypervisor) 0i5&0#) FlE 3a: XenServer VM Tools -1 > X k—)LF 3

xe CLI £7z1x XenCenter BT 3®HIC. RETI > ICTYFL— MrET S I XenServer VM Tools
EAVIAR=ILLET, COYV—IBA YA =ILThTUOWAEWVWE, REIS VDONT = IPMET I B3 AI6EM
BHD EFT, V=ILBRITHE. ROWTNHRITTTEHA:

o RETYIVEELL Yy MY Y, Bieg). F£HIE—HEET 3,

« XenCenter TZDREYS VDONT+—IVRAT—R%EZRRT o

o RATRORET S >%H1T9 5 (XenMotionzfER).

e RFTw TPy bERIEXTVEZEARER Y av bk (FzvIRAVE) BERLEED. XRFvFo3
v hEETLIEDT S,

o TR Linux k<> > D vCPU 0¥z AT 3,
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L FALTVBRNAN=—NAY—DN—2 3 VICEDWT, XenServer 47 > O— K R—2F 13 Citrix
Hypervisor #7 >O0— R ~X—2h 5 Linux [ XenServer VM Tools 7 7 1 L2 4o >O— R LT,

2. LinuxGuestTools—-xxx.tar.gz7 7 JL%. Linux{REI> >, F£fid Linux RE<S >H7 2
TLRTCEZHERSATICIE—-LET,

. tar 77 ILORBEREALE9: tar —xzf LinuxGuestTools-xxx.tar.gz

4, ZROAR Y RERFTLT, LinuxFoRrJEa—YaVicETVnTxe-guest-utilitiesNwyi—
SEAVAM=ILLETD,
RHEL/CentOS/Rocky Linux/SUSE 054
sudo rpm -1i <extract-directory>/xe-guest-utilities_{
package-version }

_x86.64.rpm
<!--NeedCopy—-->

Ubuntu/Debian 054
sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }

_amdé64.deb
<!--NeedCopy-->

5. XenCenter ® [£f%] #7T. 7> 7L — MRET Y VOREIREZEZRL £9, XenServer VM Tools
BELLA YA R=ILTNTVWEIHE, RELOREIL [RBLEA] ZRLET,

FIg3b: 7> 7L — MrETIVIC.NET 5L LINUXVDA N r—S %1V —ILT 3
F:

RAEXRITHOVDAZT > FL— MRV LTERATSICIE. COFIEZERLET,

TYTL—MREIIVIZLINUXVDANRNY =% AV X =L 3HIC. UTFISFEELTNET Z1r> X b=JLL
9!

« RHEL7.9 & f Amazon Linux2 2 <. Y R—FrINTVWBIARTD LiNuXFr AU Ea—>3Y>
I.NET Runtime 8.0 1 >X +—JLLZ T,

o« RHEL7.9 &0 Amazon Linux 2 @ig&ld. .NET Runtime 6.0 1> X b—ILE4GTLE T,

e LINUXF4 ZRUE =Yg VICHRBRNET N= 3 VS FENTVRIESIF. HARAFD T —RH 51
VAL=ILLET, ENLINDIBEIE. Microsoft Xwsr—S 74 —RMSNETZA VX M—ILLET, 3%
L <i&. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers% &8
LTLESETL,

NETZA X b=JLLF#E. LINUXT4 R MJE 2= a3 ICEVWTRO O R%ZRITL. Linux VDA %1 >
A=JLLZET:
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RHEL/CentOS/Rocky Linux 084

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

pE o
GCP T/RR T TW3 RHEL 8.x/9.x & & O Rocky Linux 8.x/9.x IZ Linux VDA %=1 > X b—IL T B L.

A4 —H 2y MEGH KN, REETYS VOBERENEIC LINuXVDAICT7 VR TEI B BRB3IerHDET,
DOREEZ T 3 ICIE. RETS VORFHFICROIOT Y RERITLET:
nmcli dev connect eth©

systemctl restart NetworkManager
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE D55

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

(RHEL7 0i8&0#) FlE3c: VRS R EHHICLT tdb-tools /Xy sr—2 %1V b=ILT 3

RHEL 7 95— N\—0Di55&:

subscription-manager repos -—--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—J 57— 3> 055!

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE3d: (RHEL. CentOS 0i5& D &) ntfs-3g #i2MtTEFZ EPELURS AU 1> X =)L T3 RHEL
8. RHEL 7. CentOS7TIZEPELU AR b U Z A RXb—JLLET, EPELO1 Y XA b= LFZEICDWVWTIZE
https://docs.fedoraproject.org/en-US/epel/maiBA%SB L T 723 L\,
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FlE 3e: (SUSE DiBEDH) ntfs-3g =FEFHTI VI L—ILT S

SUSE 75w k7 4 —LlZid. ntfs-3g #RBHTZ VRS LUNRBD EtA. V—XA—RELY>O—KL, OV
AL, ntfs-3g Z2FHTI VA —ILLET:
1. GNU Compiler Collection (GCC) av /15> A7 L make Ny r—2% A YA b—LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—o%Ao>VO-RLET,
3. ntfs-3g Nwsr—C=RBEALED,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—ISADNRZAENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. ntfs-3g 1> b—LLET:

./configure
make

make 1install
<!--NeedCopy-->

F|E 3f: (Ubuntu 0540 #) [etc/network/interfaces 7 7 1L & 4R&ET 3

/etc/network/interfaces7 7 Jlicsource /etc/network/interfaces.d/*f7%3&M
LEd,

bk

/etc/network/interfaces7 7Lz Ubuntu ¥ > TIEFIBTE AVETEEML B D £, 771
D EELEBWVIESIZ. £9 nettools Xwr—SH AV I —ILTIRELRDHD £,

FlEg3g: (Ubuntu 0i5&n#) [etc/resolv.conf = £ 5 3

/etc/resolv.confh/run/systemd/resolve/stub-resolv.conft & % </run/
systemd/resolve/resolv.conf#8B¥3L3ICLET:

unlink /etc/resolv.conf

ln -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
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<!--NeedCopy-->

FIE3h: ERTZT—ER—XEEBET S

Linux VDA Xwir—2% 1 > 2 b—JLLT=#&Id. SQLite & PostgreSQL #IDBX 2 e TE XY, Do
IS ROFIEZEITLET:
i
+ VDI E—RD#HTSQLite ZFEAL. "X MINZHEFTX Y by FEIEETILICIE PostgreSQL %
B3 cixbeaHlLEY,
o BEA Y =)L MCS @7=8iZ. SQLite & PostgreSQL I&. ZhZNEFEHTI VRXM—ILTEC
ERLIBETR N TETET, [etc/xdl/db.conf THEFICIEELAWED. Linux VDA T 7 +JL k

T PostgreSQL = AL £,
+ [etc/xdl/db.conf ={EA L T PostgreSQL OR— FESZBR TR HTEET,

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxE{TL %7, FHRI > A +—ILDFE. COFIE
IFEE£EY,

2. deploymcs.shzx®1793a0c/etc/xdl/db.confaiREL £,

FlE 3i: MCS ¥ =#EMT S

MCS ¥zl T 3ICIE. RO 2 DOFEDRHD £ :

o Jetc/xdl/mcs/mcs.confr 71 ILERELET,

s BEAVAM—ILOGUIZFERLEYT, BEAVIM—ILO GUI #B<ICIE. VDADT X T by TIREE
T/opt/Citrix/VDA/bin/easyinstallav>y RERTLET,
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify
Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

B2k

RF] 20w o328 BELNRICHZO—AILT 7AILICEBRENMREINE T, [Hidd
Hl Z#OVw OB BELET 71D SEHREDHAAENE T,

LTI FXLVIESMOS T UFICEVWTHERTES MCSEHTY, 774 FOEREZFERTZH. BEIC
L TEMZNDREYAITEET (FF>3V):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

(F7>3Y) FIE3j: MCSDL IR I EZETAL £IEBHM TS

FYIL—bIP>T ARV RESarv%E [etc/xdl/mcs/mcs_local_setting.reg7 »JLICiBI
LT BEBERLSIAMVEZERELIEERLET, CORMEICEL>T. MCSTFOE 3= anfcvs >z B
EETRICT R EREDIEDONABVWLSIZLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETIE. LER MV ERREEIEEFRT S
HODIAXV KT,
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freziE moEnehodv Y RS1> % fetc/xdl/mcs/mcs_local_setting.reg7 7 JLICE
MLT. LA MU BZEREIEEHTIET !
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

FIE3k: RRE—AX—2%ERT S

1. Jetc/xdl/mcs/mcs.confaimeEL TMCSEREHERT 3HAIE. /opt/Citrix/VDA/sbin
/deploymcs.shxRTLEY. GUI ZFERALTMCS EH=ER I 3551, (B 27Uy o L&
ER

Easy Install

= Easylnstall r
Check Environment Loa Sawve

Install Dependencies selected the virtual Delivery Agent will be configured for VDI desktops (single-
Join Demain session) mode. Do youwant to enable HDX 30 Pro?

Configure Runtime Variables " Mo v |
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥ | Yes .

Linux distribution: Ubuntu Linu 18.04

GUIT [BR] #0Vwod3r. GUI TRELLE#HNM/etc/xdl/mcs/mcs.conf7 71 L TRE
LIE#HEDBERINE T,

2. BRTBINTVYIISURICEDIS. YAE—AA—2PDRFTy T3y b 2ER L TERIZHITES,

« (XenServer (|B¥F Citrix Hypervisor). GCP. # &' VMware vSphere 0ig4) 7> 7L —h~
REIINT IV =23 A RAM=)LL. TV FL—MRESI>ZD vy MOV LET,
RABZ—AR—=JDRFv T3y bEERL TREZGITET,
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« (Azure OBE) TV TL—MREII T IV r—>ayEA4 > =)L L. Azure Portal TF
VTL—hMRETIVES Yy ROV LET, TUTL— MRETYS VOERIREND. [Stopped
(deallocated)] (B> TVWBZ L ZBRBLET, CCTUY—RIIL—TOERIEEITEVWTLE
TW AZUre TIYRZ—A XA—C BRI ZBICKRFHIHBETT,

> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes thel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, & GB memory)
Subscription (change) Public IP address
| hel p-ip

Subscription ID Virtual network/subnet
I Virt ork_1/default
ame

Tags (change)

Click here to add tags

« (AWS Di5E) T TL—MREX I VICTIUS—arE14 YR =)L, AWS EC2 Portal ©F
DTL—MREYI VEI v ROV LET, TUTL—MRETYI DOA VA E Y DREDRTD
[Stopped] THZZr#®BLET, T L —MMrEET>>EHI U v L. [Image] > [Create
Image] Z#IRL F7, BEICKRLTERZNAL. REZITVWE T, [Createlmage] 27U v o

L&ET,
Create Image b4
Instance ID (i) i-011€
Image name (i)

Image description (i)
No reboot  (7)

Instance Volumes

Volume Delete on

Type DE—_WCE Snapshot (i) SIZ-:B 18K Volume Type (i) 10PS (i) Through;_:ut Termination Er!:crypted
o) Q = a = = (MBIs) (i) o) (i)
Root Idevisdal ggap— 40 !Génera\ Purpose SSD (grprz) v| 120/3000 N/A i Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ (Nutanix ®3%4) Nutanix AHV T, 7> 7L —MREIS Y E S vy IV LET, YXE2—A
X=JDRFTyFoay bERLTERIZMITES,
p= N
Citrix Virtual Apps and Desktops TR % ICIE. Acropolis R+ v 7> 3w b&% TXD_J
TRHIVBENHD £, BEICHL T, Acropolis AV —ILEERLTRFyF>av ko
ZHiZzEELET, RFTv T2 ayv bOBFZzEELLS. AEROJERY«HF— RZBEFHL
T, BEficnc—BZEBLEFT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 57



Linux Virtual Delivery Agent 2402 LTSR

FlE4: > >hA20O5DER

1. Citrix Cloudictrr>r> L £,

2. EEOX=Za2—T, [¥1H#—EX] > [DaaS] Z#ERL X7,

3. [BE] > [E2a#Ep] »5. [v>rh4nd] Z8RLET,

4. T4 —RIR>T. IO VAHEOTEERLET,
Nutanix BE® [OA>T7TF] R—=IJT. @ICTYFL—MREIDVICEELEIVTHFEEIRLED,
[RRAF—AA=] R=TD T, AX=PODRFTyTFay bE#RLETD,

MREET > V] R—=T T, R CPU 0 R CPU H7=b 0 I7#HzHALFT. YO VOREAAZEELT
MCS Z2IRL. 2OV THERT BT >DID L LTRXAVIESMERERLFT,

BEICHLTHOBR S X 02FTLET, #LIE RO 2h2O0J DR 28RBLTIRETL,
7
Delivery Controller T <> >A42OJ OER 7 OE XICH 7D OEEA DN BB & IE. Nutanix Prism (2

#& L. Preparation) ¥ LWSEEENTVWEIS VOEREFHTAVICLET, CO77O—Fid. B
TOEREMETEDICKRIEET,

FIES: TUNI)—=TIL—TDIERK

TURY=TNL=TFF. W<DODDIIAZOIDSBIRLIEIS VZTIL—TULIEDBDTY, EN50TY
VEFRATEZA—HF—r. 20— —ICRHIBZT7IVIT—2arvBLUTRI by TZEBELE T, #LL<
B T7UNY =TI —TO1ER1 ZBBLTIIEE W,

BB 2 h—LEER L R X >3E2 Linux VDA O 1R (Technical
Preview)

May 30, 2024

CDRETIFE. BE VI M—ILAZEZMERAL T, Citrix DaaS TR X YISO Linux VDA Z1ERRS 3 HIEIC
DWTHEALE T,

BE.

o KX >3ESM VDA IE. Citrix DaaS THR—rIhZET,

- J>brO—=J)ILFL—>ld. Citrix DaaS ERHETREBT2HENLHD £7,
- RXIYVEBMVDA IR, XTIV YOI IS IRERIEAYTLIROT— 2tV 2—ICBETE S
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o RXAVIEBMVDA IZ, CitrixDaaSoa> bO—ILFL—2IZ& > TEEINE T,

- R X235 VDA Z{ER Y ICIE. RendezvousV2%FE#ICL £9, Cloud Connector: =+
VTILIZRNAN=NAF =TI TOES 3=V I T 3FEDHE. £7zld Workspace T
Active Directory z ID Z7ONA A= L TERATZHEICOABETT,

o RXAVIESMVDA Z1ERR T B (CIE. MCS ZFERTEHTIFT, L <IF. TMCS zERALRR
A >HESN0 Linux VDA O1ER) 288 L T ZT L,

- MCS BT XN —N—=%HFR—FLTVWEE A,
o RXAVIESMD Linux VDA Tld. ROWEEEFERATE £

FXA VAEBIND VDA THES N B 2R >O0— AL 1—H—2 KT 3
SSO UShDFZE

Azure Active Directory %=/ L 72583

Rendezvous V2

FIEL: > >hA20O5 DER

RIVEZEFRVWEOII VA 2O00 %R L 9, - zid. Citrix Remote PowerShell SDK %/ L TR®D
Iv> RzXEfTL. Your-catalog-name » WS EFI T VU IIty> 3> 0SSO VZHR—bFRZEOTIY
ALZOTZERLE T,
New-BrokerCatalog -AllocationType 'Static' -Description 'Your
description' -MinimumFunctionallLevel 'L7_20' -Name 'Your-catalog-
name' -SessionSupport 'SingleSession' -PersistUserChanges 'OnLocal'

-ProvisioningType 'Manual' -MachinesArePhysical $true
<!--NeedCopy-->

EL7cAh207 D UUID 25 L THEEE T, UUID IF. BTERM—IVZERT B L EICBEBICRD ET,

II>ha2O7%%ER L. Linux VDA <> > %BINT 3 FIEIZ. #EFD Windows VDA TOAZEEMTWET,
DRRAVERTTBHEDHBICOWVWTEELLIE TV HEZOJDERI &Y X2 >HEO7DER) #881R
LTLETL,

RDESIC. LINuXVDAR S > EFE I AEZO7 DEMICIEWVW L DhOFIKH H 5 7. Windows VDA v
VDRI VAZATDIERFIEE BR 20 HD £
o ARL—=FT a4V RTALICIE. REFEIRLET:
- RAINBHEETRI My TREETILOBE. WILFEy> 3> 0S8SF7Fo 3y,
- WDIERTRI by TREETILOEE. Ity a>0SFHFo a2,
e ALY >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEHRWVWTLET WL,
e MR YVAROTRICE XA VICBIMEAIS VE RXALVIEBIMTY U ERBEIEHVWTLCIETL,

c UE—FPCT7IERDIIUAZOTIE. BXAUEBIMEARS VDIHTHR—EINTED. FATIE
BRI OTIEYR—FENEEA
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=

Citrix Studio @ UFD/N—2 3 i, TLInUX OS] WSS ZHR— L TLWE R AL 7272 L. [Windows
H—N—0S] A7 arFkE [H—N—0S8S] A7 a>%ERT2c. AEDODRININZEETIXI +
W TEREETILAEBERMIOEIRINE T, (Windows TXI by 7 0S] 7> avEfkld [FRIMYS
OS] A7 a3 mBRTZE. YOV ICB—1——DEBREETILIBERNIGERINE T,

FIg2: VDAZEE~—2U > DER

BBV M—LEZFEALTRXr VIS VDA ZERT 3iCid. VDAZIT>>AH2O7ICER L. €D VDA %=
CitrixCloud > rO—IIL 7L —VICH L TRIET B OD =0 > T 71 IHBETT, Linux VDA 3. BRE
EWRIYS VAZOTADERICE—I > T 71 ILOERAZ Y R— L TULWEE A,

EB -0 EEBRTBICE. ROLS3HBHTTPPOST X vt —2 % URLICEBELET: [
DdcServerAddress]/citrix/orchestration/api/techpreview/{ customerid }
/{ siteid } /enrollments,

POST https://[DdcServerAddress]/citrix/orchestration/api/techpreview/[
customerid]/[siteid]/enrollments HTTP/1.1

Accept: application/json

Content-Type: application/json; charset=utf-8

Authorization: Bearer <bearer-token>

{
"TokenName": "string",
"IssuedToUser": "string",
"ExpirationDate": "2023-10-13T08:00:25.796Z",
"NotValidBeforeDate": "2023-10-13T08:00:25.796Z",
"NumMachinesAllowed": number,
"CatalogId": "string"

}

<!--NeedCopy-->

HTTP POST X vt — T, Catalogld zaiicfER L7icw>>A420J D UUID IZREL. BEICRKHL T
[DdcServerAddress] #xDWIFNHICHRELET !

« @A https://[customerid].xendesktop.net
« Japan https://[customerid].apps.citrixworkspacesapi.jp
« Government https://[customerid].xendesktop.us

FIE3: .NETO1> X ~—)L

LinuxVDAZ1 > X k=JL$3HIIC. LINUXTe AU E2a =3 VICESWTNET 2 VX b=JLLET:
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« RHEL7.9 & tf Amazon Linux 2 Zf<. B R—FINTVWBRIARTD Linux 7T XU Ea2a—>3Y>
I.NET Runtime 8.0 1 >X +—JLLZ T,
o« RHEL7.9 &0 Amazon Linux 2 @i&1d. .NET Runtime 6.0 1> X b—ILE4TLE T,

Linux T4« R U E 2= a3 VICBEBERNET N=J3 oNREFNTUVBRHEIE. HAAFD T —RHES5T1VR
F—=ILLET, TNLUINDIEEIZ. Microsoft Xwr—2 74 —RKDSNETZA YR M—JILLE T, 2L < IE
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers® 8B L T &
Lo

NET 0> X r—JL#%. whichdotnet Y REZZTLTSUFTLNRAEHRELE T,

ARV REAICESWT. NETSUEALDNAFUNRRERELE T, e ZE. aAv > REHH/aa/bb/dotnet
D&, [aa/bb = .NET N1+ UNRELTHERALET,

FIE 4: Linux VDA Xy 7r—J04 o >O—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIEALE T,
2. @N%N— a3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. Components #&F L T Linux VDA B2+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303

~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, LinuxVDAD U >o #2021 w2 LT, LINuXVDADAI>O—RI7LILICTIERLET,
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v

~

v

~

Downloads txpand alt soctions.

Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

Linux Virtual Delivery Agent 2305 (SUSE)

Linux Virtual Delivery Agent 2305 (Ubuntu)

Linux Virtual Delivery Agent 2305 (Debian)

Linux Virtual Delivery Agent 2305 (Amazon)

Linux Virtual Delivery Agent (scripts)

Linux Virtual Delivery Agent (sources)

Linux Virtual Delivery Agent (VCSDK)

Linux Virtual Delivery Agent (GPG Key)

5. FAFOD Linux T XU Ea—>avicdis L Linux VDA Xy r—# 4o >O0—RLET,

6. LINUXVDA NNy —C OBEUERIET 5 7-DICFERTES GPGC A*¥—24U>vO0—-RFLET, fi:

~

v

~

v

Downloads txpand all sections

Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
Linux Virtual Delivery Agent 2305 (SUSE)

Linux Virtual Delivery Agent 2305 (Ubuntu)

Linux Virtual Delivery Agent 2305 (Debian)

Linux Virtual Delivery Agent 2305 (Amazon)

Linux Virtual Delivery Agent (scripts)

Linux Virtual Delivery Agent (sources)

Linux Virtual Delivery Agent (VCSDK)

Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 -~ orte0a

NEF—ZMHEHE LT LINUXVDA Ny r—J OEEMZIERET 51214

RPM Ny —C@ig&ld. ROATYY REXRTLTARF—% RPM 7—2RX—UZ1YR—k L. I\
=Y OBEMERBLET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

DEB Ny —C0B&EI. ROOAYY FE2ETLTAMAF—% DEB 7—4X—XIZ1 Y R—kL. NN
wT—UDBEMEHELE Y,

sudo apt-get install dpkg-sig

gpg --import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 62



Linux Virtual Delivery Agent 2402 LTSR

FIES: LinuxVDA/Xwor—S01 > =)L

Linux VDA 0RRiEZE Y 7y 79 3IC1d. ROOAIYVRZRITLE S,
Amazon Linux 2. CentOS. RHEL. Rocky Linux ¥« X b E2—> 3> 0DIFE:
A
+ RHEL &0 CentOS @154 LInuXVDAZIEEICA Y X =L FBHIIC.EPELURS MU EA VX b

—JLLETLEPEL D1 > X b= LAEICDWTIE. https://docs.fedoraproject.org/en-US/epel/d
SHEEESBL T,

« RHEL9.3/9.2/9.0 & & 0¥ Rocky Linux9.3/9.2/9.0 iI21 > X k=)L § 3. libsepol Xvir—T%
N=23aY 34 LBICEHRLET,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

pE

GCP T/RX TN TW3 RHEL 8.x/9.x & & U Rocky Linux 8.x/9.x I Linux VDA %1 > X b—I)LF 3 &,
11— 3y MEED RO, (RETYS Y OBIEERIC LINuXVDAICT VERTERBZIeHHDFI, &
DOEEZEET ZICIFE. REYI IO TOT A TREEIICI—FNZIT—RZREL. IL—bE L TR
BRI VICAOJA Y TERICZRRBLET, RIS, REYS > ZBESLAR. A2V -ILTROIY Y R Z
EZITLET:

nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

Ubuntu/Debian ¥« X kUEa—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

A

o Debian 11 F4 A MU E 2= a VICBERKEFEBFREZ 1 X =L 3ITIE. [etc/apt/sources.list
771)ic Tdeb http://deb.debian.org/debian/ bullseye maini 7%&IB/M
LF¥J,

« GCP Lo Ubuntu 20.04 ®#%&. RDNS #E#hiIC L £ 9. Th %175 IC1d. Jetc/krb5.conf @
[libdefaults] ic rdns = false 17ZEML £ 7

SUSEFs X bUEa—>a>niga:

1. AWS, Azure. & U GCP @ SUSE 15.5 D& I1d. UTFZREBL TSI L
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o libstdc++6 N\—> 3> 12 LIEZEAL TV,
+ [etc/sysconfig/windowmanager ® Default_WM /X35 X—%—4' gnome IZFREINTWV 3,

2. ROAYYR%ER{FTLT. LinuxVDAEZA > X h—=JLLET:

zypper -i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS 1A N—D1> X =)L

HDX 3D Pro Z&#hic g3 iCid. NAN—NAHF—2 VDATZ VICNVIDIAGRID RSAN—%1>ZA+—=ILT B
BELBHD EY,

REE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RSAN=) Z4 >R b—)LLTHERT
BIClE. ROHAA FZBRL T ZT L

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID #Z VM RSAN—% A YA b—ILLTHERT BICI1Z. RO—EHNEFIEZRITLEY:

TFARVM B vy T INTWVWBR 2B LET,
NAN=NAHF—=Da> bO—LINFRILT. GPUZ VM ICEIDYTET,
RE<T> v ERELET,

TZEVM RSAN=—Z2VMIZA VA R=ILLET,

> wnh e

FIET: FRTZT—EXN—XDIEE

Linux VDA Xy r—2 1 > 2 k=)L, [etc/xdl/db.conf % 4R L THEM T % SQLite F7-i% PostgreSQL %
EETEET,

Z D 1= ® I 13, [etc/xdl/db.conf % 4 &£ L T » 5 sudo [opt/Citrix/VDA/sbin/ctxinstall.sh % 7=
I&/opt/Citrix/VDA/bin/easyinstall 2217 L 7,

F:

« SQLite IZ VDI E—RICOAFERATI 2 HEOHLET,

o BBV M=)l MCS @7=8iZ. SQLite & PostgreSQL I&. ZhZNEFHTA I +—ILTBC
ERLIEETR N TIET, [ete/xdl/db.conf THFICIEE L AWED. Linux VDA IZT 7 #JL k
T PostgreSQL = AL £,

+ [etc/xdl/db.conf Z{EA L T PostgreSQL 0R— FBESEEBRTZ D TEET,
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FIES: BEAVIA—ILZRITLTRRE VDA ZEH L. 71> XAb—ILZTTLET

Linux VDA Swor—S D1 v X b—JL#. ctxinstall.sh 7 ) 7 +#FERAL T, RITIBEZERL £
pa o
SYEA LEEEEY b7y 7B, en_US.UTF-8 O/ — LA OSICA YR b—ILINTVWBIL%E
BRLET, OSIcCoOr—ILhHWiEElE. sudo locale-gen en_US.UTF-8 Y > RERITLE T,

Debian @54 1%, #en_US.UTF-8 UTF-8 7O X > +%f#Ekx L Tletc/locale.gen 7 7 1 /L Z4mEL T
5. sudo locale-gen OV > RERTLET,

ctxinstall.sh

ctxinstall.sh &, W< Oh OEFIER & VDA RITRBEZEHOEY b7y T2175700D. FHEA VI b—ILDZXY
YT KT,

o« THORTYTrIFroot DAHNEITTEFE T,

s BHEAVIAM—ITIE FRATNSZITRTORELROEZRE. FF. BLURETZ-DOEHET 71l
& LT. Jopt/Citrix/VDA/sbin/ctxinstall.conf ZBL £9, 7> 7L —k (ctxinstall.conftmpl) % &
<A ET. MBO® ctxinstall.conf # h XA A1 XTZ e 2 EBMHLE T, BET 71 ILETDH TER
THRLEF ROVWThHOFEZFERBLET !

- Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl > 7L — + 7 7 1 L& JE — L T. Jopt/Citrix/V-
DA/sbin/ctxinstall.conf ¥ L TIR%ET %,

- ctxinstall.sh #2179 %.ctxinstall.sh #2179 % 7= N fEIE/opt/Citrix/VDA/sbin/ctxinstall.conf
ICRESNE T,

o BHHEAYVIM—ITIFEY 2 —IERORTEYR—FLEFT, EVa—ILICIE. BEIFT VI, TVA b=
Lo BRXALUEH. £y b7y BEEDREENE T,

o CORIVUTEDFNYTIZDOWTEEL L IE. /var/log/xdl/ctxinstall.log THERTE 7,

L <IF. AL FOT 2R ctxinstall.sh -h ZER L TTHREL LI L,
A

o RMFEDRIICHKEV. JL— ka——D A opt/Citrix/VDA/sbin/ctxinstall.conf D AHL D A
TEBLIICLET, ChUE. RXAUBIMNRT—RA T 7AILICREIN TV AREEDH B 7D T
ER

o LinuxVDAZ7 >4 > Xb—ILT 3 L. [opt/Citrix/VDA I3 7 71 ILHHIBR I ET, VDA% T
Y12 =)L 3HIC. [opt/Citrix/VDA/sbin/ctxinstall.conf /N o7 v 7% ERTZ %
PEIHDLET,

ctxinstall.sh I3 E— R FHIFH ALY P E—RTRITTEE T, RV VT RERITTIHIC. ROBETEHER
ELET:
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+ **CTX_XDL_NON_DOMAIN_JOINED=" y|n’ ** -%>>%
RAXAVIZEMEEZNESD. T7FIMEFX N TT, RXAVIEBMSFUFTOHREIF Yy ICHREL
9,

o CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE=" <path-to-token-file-on-vda-machine>’ -f&
YR M—ILZERL TR XA VIZIESI VDA 26T 3 1Cid. VDA % Delivery Controller o< >h#%
OJICBRTBDD =T YT 7AIUDNBETY, b= 2%, BYBRNIDTICH B/ NMNREOERZFEFD
T7AILICRELET,

« CTX_XDL_VDI_MODE=" y|n’' -EAFX Y by JEIEETI (VD) £HEHRILIhZHEETRV by
TREETILOEES L LTI VZBHRT D ZREL T, HDX3D Pro IRIEDHFEIE. EZ Y ICR
ELET,

+ CTX_XDL_HDX_3D_PRO=" y|n’ -Linux VDA Ti. HDX3D Pro Bt R— b3 hF ¥, Thid. #AH
BIZST4vIT7 TV r—2a>0RBEEZREICTZHO—ED GPU 7/E5L—>3>7o./09T
¥, HDX 3D Pro Z#RL=3HB&. VDAIZVDI 7RO by (Y FIlEvi3Y) E—FAICEBRINE
3 (D&b. CTX_XDL_VDI_MODE=" y* %&b %7d),

« CTX_XDL_START_SERVICE= ‘y|n’ -#BO7ETEIC Linux VDA 4 —E XD BT hE £ 5ICT5h
ESDEEELE T,

+ CTX_XDL_REGISTER_SERVICE= ‘y|n’ - Linux Virtual Desktop #—E X%, <> > DighikIcBIA
L&,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -LinuxVDA#—EXTld. v hT—0ZEEHENY
RATFLDT7ATI+—ILOBBEHFAIINTVWIHBENHD £9, Linux Virtual Desktop AIZ. ¥R 7L
DI F7ATI+—INDRERR— (F7AIETIER—b 80 HKLUR—k 1494) zBEHTHRKRTI X7,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - v > 3 > THER T 3%
GNOME. GNOME 75> w ¥, $7idMATEF RV by TREBZIEELEFT. EHEEELAVWEFICT
3¢, VDA TRBEEADT 7 AIL TR My THERINET,

o« CTX_XDL_DOTNET_RUNTIME_PATH= <.net > 21 LDA VA —=ILINR> -FrLWIO—H—T
-y hH—E 2R (ctxvda) ZHR—bFTB3LOHDNETZA VR =T B/8R, TTHILEDIRIFE
Jusr/bin’ T,

« CTX_XDL_VDA_PORT=" <port-number>-Linux VDA i&. TCP/IP ;k— 4/ T Delivery Controller
CBELEY,

s ROFIEZETLT. 2—FvbtEyari—H—0TFRI by TRIEZEEIBZCHTIET !

1. VDA ® $HOME/<username> >« L 7 hJiZ.xsessionFz k. XclientsT7 71L& R
L¥9d,Z ZT.usernamelga1—H—&Td.AmazonLinux2 #ERALTW3HEIE. . Xclients
T7IIVEERLET, OFTs AV E2a—>aYEERALTWVWSBEIF. . xsession7 7L
ZERL £,
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2. .xsessionFfld. Xclients7 7ML ZBELT. T XA Ea—2aVICESWTFRI +
w TRIEZIEEL £ 7,

- MATE 7 X7 kv 7 Di5E

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session

fi

<!--NeedCopy—-->

- GNOME /5> v O FRY by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "S$SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

<!--NeedCopy-->

- GNOME 7R 7 v 7 DigE

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. 2=y bty arya—H#—T700 77 MILOT7 I AERERBLET,

N=23> 2209 L. Ly ayi1—H—RBTFRIMYTRBEZNAZIAZATEIET. COWEZER
IC9BICid. BRIICVDAICTIDBRARBRT R by TRIEZ A VA M—ILTBHREDRHD Y, L <
B Teweaya—H—IlL2NREZLTZV Yy TIRIE] 2BRBLTIET W,

WEEE— R WEE— R T ctxinstall.sh X 7 ) 7 ~ #2179 % iCi&. sudo [opt/Citrix/VDA/sbin/ctxin-
stall.sh YV R%E-S AT a VB LTHEALET, ARV RSAIV1VE2—TJ A 207OYF i, BE
TEEHEEANSILEF T, THHBRICREINTVLBIHS, ctxinstall.sh (3. THOZEHNKRENOERERSD F
ER

YLV RE—R HaLYbE—RTIE [opt/Citrix/VDA/sbin/ctxinstall.conf £7:i% export A< > K%
FRALTLEROTRERETIHNELNHD £, £0%. ctxinstall.sh-S ZRTLET (ZTTD S DXFIFAX
FTHBLITERLTLETW),, BERITRTOERHSREINTVWAVWD—TOBEIENTHZHE. TI4)
MMEDRWED. ctxinstall.sh ix2=f7%HIEL £,

ChERET 3L EEROIT Y IR— FINEIZERICRES N TULARVRED/Citrix/VDA/sbin/ctxinstall.conf
DEELEZFLET, IRNTOFEFINIMEIFZ. [Citrix/VDA/sbin/ctxinstall.conf (CREENE T,
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export CTX_XDL_NON_DOMAIN_JOINED='y'

export CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE="'<token-file-path>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_START_SERVICE='y|n'
export CTX_XDL_REGISTER_SERVICE='y|n'
export CTX_XDL_ADD_FIREWALL_RULES='y|n'
export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate |

none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

<!--NeedCopy-->

sudo XY RIC-EZF 7> a3V ZIBELTETL. FERTBHMLVS TILICBEEORBEEHZEL T, RUOTE
LT #!/bin/bash 52 L. RO IRV RO SBEZZTINRIVT R T 7AILEERTELEBEDHLE T,

Fld. ROESICLT 1 D2OOAV Y R TIRTOEHEIRET DN TETES,

VDA RATIRIEZE (TCTX_XDL_1 THEZLEH) =RET 301 ctxinstall.sh-s RTTEET (XF s i3/

XFTHBIEIEBLTLRETW),

FIE 9: XDPing Ox1T

sudo Jopt/Citrix/VDA/bin/xdping%z®fTL T. Linux VDARE TO—RMAEEROMBELERL
9, 5L <& TXDPing) #8BL T W,

F|E 10: Linux VDA 017

Linux VDA 0icEh:
Linux VDA " —E X =819 3 i3

sudo systemctl start

sudo systemctl start
<!--NeedCopy-->

Linux VDA {1t :

Linux VDA 4 —E X &#ELLT 3 ICIE.

ROATY RERTLET:
ctxhdx.service

ctxvda.service

MROARY R ZRTLET:

sudo systemctl stop ctxvda.service

sudo systemctl stop ctxhdx.service

<!--NeedCopy-->
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pE
ctxvda 5 & U ctxhdx #+—E 2% {Z1L 9 ZH0IC. systemctl stop ctxmonitord O< > R #3217 L TER
H—EXT—EVZEFLELEFT, ChZERITLAWVGE. BERYT-—EXT—EVREFELLET-—EXZEBEH
LEY,
Linux VDA 0 EBiLE):
Linux VDAH4—E X =BEEY 3Iid. ROIIY RERTLET:
sudo systemctl stop ctxvda.service

sudo systemctl restart ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

Linux VDA OREEDFER
Linux VDA 4 —E ZORITREZ R T BICIF. ROITYV REERITLET:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service
<!--NeedCopy-->

FIE11: TIUNU—=TIL—TDIER

FUNY=TI—TF%EH L. LinuxVDAR > UEEUII A2 O07 %8BT % FIEIZ. Windows VDA T >
DBELIFEALRLTY, CORRIETTITBHEDRBICOVWTELLIE TFUNY =T IL—TDIERL &5
LTSV,

Linux VDAY >A2O7 28T TINY—JI—TZERT 35EIE. ROFADHD £7:
¢ BIRTZAD A—H—BLUVYIL—T%. LINUXVDAI > VICOTF >V TBLSISETICER LTSI XT,

o BTN TUVAWL (BER) 2—H—0OJ 4 >ZFHFa LBRVWTL T,
e Windows ¥ U EEIIVA2O07 T IUN) —FI—TTRESELRVTLLIETL,

HE:
T r—2a3 > 0RRIE. LInuxVDAN—2 3> 1A LB THR— RSN TWETS, 7272L. A—II oA

DT RY by TELTT U DEREIF. Linux VDA THR—FINTULEE Ao

I2>AEA7ELCTFINY =TI —FOEEFEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
2311 ZBRLTLZT W,
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Machine Creation Services (MCS) #%#{#fH L 7- Linux VDA O 1EfRX

June 4, 2024

MCS AL T BX1 »BINEH VDA & F X+ VIS VDA ZERTE &9, Citrix DaaS TR X »Ic&M
LTWaWL Linux VDA Z1E 9 3 5m& 15 BERADERE TMCS Z6@A L7z B X >3S0 Linux VDA O1ERL1 %
BTEEXT,

BE:
2212 V1) —RPBEOEEBRETELRIFROEEED TY:

o Jetc/xdl/mcs/mcs.conf 7 71 )L & f g8 -1 > X b—JLdD GUI T AD_INTEGRATION Z#ic 77
I MEIZBRLSBD E LT BBICHLTEERETIBELNHDET, 2L <IE. ZDRRED TFIE
3h: MCS ZE#%x#EmMT 51 o> avasBLTIET W,

 Jetc/xdl/mcs/mcs.conf ® UPDATE_MACHINE_PW T > ~UICXI T 3 B4 EIZ. enabled *
disabled Tiz%m <. Y F/IENIZBRD F LT LG TOREED IRV THUY FDNRT—R
DEFHEBEEL T a>EBRLTLIIEIL,

HR—FINTVWETA AV E2—2a Y

Winbind SSSD Centrify PBIS

Debian 11.7/11.3 W [FqA LWLz [=qA
RHEL 9.3/9.2/9.0 [FqA [FqA LWLz AIAY4
RHEL 8.9/8.8/8.6 [FL [FL [FLy [=qa
Rocky Linux (=40 [={N LW LW
9.3/9.2/9.0

Rocky Linux (=40 [=4n LW LW
8.9/8.8/8.6

RHEL 7.9. [Fn [Fwn [Fwn [ZqW
Cent0S 7.9

SUSE 15.5 [Fwn [Fwn (RIN}-4 [Fw
Ubuntu 22.04. =40 =40 AYAYS (FqA

Ubuntu 20.04

o Citrix M@ Tld. BET 3 Linux 7« X MU Ea2—2 3 > OWEAOKEEREE ISR D Centrify N\—2 3 > % fE
RALEY:
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Linux 7« X kU Ea—>3Y> Centrify N—> 3>
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

ErON—3 >0 Centrify 2R3, TS—HRETIAEMENHD £9, Centrify 2FERLTT>
TL—bhII 0B RXAVICEBMLAVTLIEI WL,

+ MCS TfEfE i< > > % Windows R XA IZBIMI B 37812 PBIS F7zi& Centrify #ERLTW3
BEIE. ROFZRAVZRTLTLLREIV:

- FUFL—tvorT. Jetc/xdl/mcs/mcs.confZ 7 JLIZ PBIS F7zi& Centrify /X o —
SOHETYO—RNZR%ERETSH. PBIS 714 Centrify X r—C % BB VXA M=ILLET,

- /opt/Citrix/VDA/sbin/deploymcs.shx®79 3HiIc. MCS TERINIZTUOTA
TORIVICHTZIEESAAELPNRT— ROy MERZHF OEBEM (OU) ZERLET,

- Jopt/Citrix/VDA/sbin/deploymcs.shORfTh T L%, MCS TR Ihf<w> >
HEHT ZH0IC. BEICIS L T, Delivery Controller %7z Citrix Cloud Connector Tklist
-17 0x3e4 purgexRTL%7,

¢+ SSSDZEMCS DT> TL— MREIYS Y LTERAL T, KX VICERINIRERTHO RHEL 8.x/9.x
F7:1& Rocky Linux 8.x/9.x VDA ZfER$ 3 ICid. RO ZRRBL T I L)

- VDA I VI =L TIIHLSFHTI VI M=ILL£T, BB X b—JLIZ RHEL8.X/9.x B &
U Rocky Linux 8.x/9.x T Adcli B L £9, SSSD & Adcli DiE&#EHE I MCS TIEHR— b+
TNTLEHEA.

- Samba #—/N—|d. AD BHEIC SSSD 2 fFH T 3 & SICHBBINTULWE T, #L < IE https:
//access.redhat.com/solutions/3802321d Red Hat ®s2E# BB L TL T,

HR—FINBNAN—NTH—

« AWS

XenServer (IB#F Citrix Hypervisor)
+ GCP

Microsoft Azure

Nutanix AHV

VMware vSphere

HR—EHWETEBOWNAN—NAF—TIRXEZ—AX—DZ2EHE LLS5 TR, FHLAVEEIEET S
RHDET,
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MCS % fER L 7z Linux (R8> > O1ER

« 2203 1) —ZLIBE. Microsoft Azure. AWS. & & T GCP T Linux VDA %7K X k93 Z ki, Citrix DaaS
(IB#r Citrix Virtual Apps and Desktops # —E ) THR—bINTWELT, ThEDONTU VI IS
U KRR MMEgE Citrix Virtual Apps and Desktops BBIIRIEICIBING 35 &1E. Citrix Universal N1 7
Dy RIWFOZIR (HMC) S IBBETT,

o« MCS 2R L TREBT S VZERT 3156 XTXZILT—N—RBFR—-—rIhEHA.

(Nutanix 050 #&) FIE1: Nutanix AHV 75451 >0+ >V X b—)L & &$F

Nutanix »5 Nutanix AHV 7351 > )Xy r—2% NF L. Citrix Virtual Apps and Desktops IBIBIC 755
VEAVRAM=)ILLTERLET, s#L <& Nutanix #78— ~R—4)LIZ% % Nutanix Acropolis MCS 754
YDAVAM—IAA RFZERLTETL,

FlE1a: +> 7L = X Delivery Controller §® NutanixAHV 7551 >% 1> X b—JLLTEETS  Citrix
Virtual Apps and Desktops % > X b—JL L7z%&. [XD MCS AHV Plugin] #%i#iR L T Delivery Controller
ICAYRA=LLETS,

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard >
Setup Type ’
Choose the setup type that best suits your needs \.
MNUTAMNL

MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

MCS Plugin for Citrix Cloud Connector will be installed
?Q‘

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
?Q

< Back MNext = Cancel

FIE1b: 5 1 Delivery Controller 5o Nutanix AHV 7S5 1> %1 X b—J)LLTEETS  Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLLFF, CitrixCloud 7+ ~cE
gInTWBFARTo Citrix Cloud Connector ICF S5 1 >% 1A L—)LLE T, AHV AL TUY —ZADIFFR
ICH—ER%RMT ZIFETH. Citrix Cloud Connector &3 3 HENH D £ 7,
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FlE1c: FZT1>2AVAM—=I)LLTE. ROFIEZRTTS
« Nutanix Acropolis 7 =# JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB = MABL &
ER
« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.

exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

o« 7> 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #FBi£# 3 3. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Bi2& L £
T,

B2 bk

Nutanix AHV 7551 > %1 VX =)L 72I$EHH T 5 & Fid. Citrix Host. Citrix Broker. &0
Machine Creation Services #{ELL L TH S BRBTI e EHHOHLET,

FIE2: KR MEGOER

Dt a>Tid Azure. AWS. XenServer (IB#F Citrix Hypervisor). GCP. Nutanix AHV. & & U VMware
vSphere ADRR hMEGZIER T B HEDHlIZRLET,
=N
#> 7L 2 2d Delivery Controller ®i5&1&. > 7L = Z® Citrix Studio T [#A] > (KX ] > [F
FHELC) Y —2DBNM] DIBICEIRL TR MEGIEER L £9. 757 KD Delivery Controller %4
i&. Citrix Cloud ® Web X—2 o Studio I>vV—)LT [BE] > [FX K] > [EHRS LG Y —DIEN]
DIEICEIRL. R MEGZIERLET,

## L < I&. Citrix Virtual Apps and Desktops ® R 2 X > bd MEHGE Y — 2 DER & &) & KT Citrix
DaaS FFaxX> bd MHEGOERCER] 28RLTIIETW,

Citrix Studio T® Azure ADKRX MEGIDIER

Citrix Studio T® AWS AD7R R MMELGTDIER

Citrix Studio T? XenServer ADKRR MMEGDIER

Citrix Studio T?D GCP ADKR X MEGDIER

Citrix Studio T©® Nutanix ADKRX MEGDOIER

Citrix Studio T» VMware AD KR ~MEGDIER
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Citrix Studio T Azure ADR X MESIDOIER

1. #> 7L = 2@ Delivery Controller ®i5&1d. 4> 7L = 2@ Citrix Studio T [#m] > [KZX ~] > [IZ
BmELTI Y —R0EM] DIBISERL TR MEGREER L £9. 757 Ko Delivery Controller 0i5&
(. Citrix Cloud ® Web X—2® Studio >V —IILT [BE] > [FX+] > BEESLVTUY—I0DIB
] DIBICEEIRL. R MEGEERLE T,

2. BEHLUTUY —XDBIY « ' — R T, E450EE Y LT Microsoft Azure ##IRL £9
3. #FOREEY LT [Microsoft Azure] Z#iRL £,

4. V4 F—FOETICE>T. BR—JOBREZITVLET . BEDR—CORABIF. BRLEGORBEICE -
TEBDFT, ER—JOBEZERZIIO. BHE] R—JIZEETEZET [RA] ZBIRLFT, #L<
l&. TMCS Z R L7z B X V3ESIO Linux VDA O1ERL) DFEEICH D TFIE2: KR MEGOER) 25
BLTLLRETL,

Citrix Studio TD AWS ND7R X MEFDIER

1. #> 7L = Z® Delivery Controller o5&, 4> 7L = X o Citrix Studio T [#m] > [FZ ~] > [IF
BmBELTI Y —RDEBM] DIEICERL TR MEGRZEIER L ET. 257 Ko Delivery Controller o5&
i, Citrix Cloud ® Web X—2 o Studio a>v—JLT [EE] > [KX ] > ERSIVCUVY—IDB
] DIBICERL. R MEGEERL T,

2. ERE LV YV —ROEMY « ¥ — KT, #EGOEHL LTAmazon EC2 ZFEIRL £7,

fze ziE. 7> 7L 3 XD Citrix Studio TIZRD L SIcHD £7:
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter
APl key and Secret key.

APl key: | |

Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AWS7HU Y b®D APl F— e WEBEFXF—ZANDL. BEEGRBRZANSILET,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

Connection type: Amazon EC2 |'|
Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file: |

AP key:
Secret key:

) Leam about user permissions
Connection name: | Example: MyConnection

Cancel

APl *—370tXF¥—ID T, MBEF—3>—I Ly bT7IEIF—TY, TNLEIE. 7I/EIF—RTE
RABENET, >—ILy b7 IERF—Z2HRLIIGEIF. TI7EXF—ZHRLTHOT7 /XX —%1F
BMTEET 7O/ERF—ZEMT BICIE. ROFIEZRTLET:

AWS H—EXRICHTI V1> LET,
IDE&LUVT7IERERE (JAM) a>YV—=ILICEHLE T,
ERloreEsy—>3>R1 T, [Users] #ZEIRLE T,

a)
)
)
d) WgaA——%FRLTFICX2O-)LLT. [Security credentials] % 7%#RL %7,
)
)

b
c

e) FIcxoO—JLLT. [Createaccesskeyl 20U v o L&Y, MiLLWIr Y RIHEETET,

f) [Download .csvfile] 2 wo L. 77ERE—%2REBIBFRICRIELE TS

4. V4 F—FOETICE>T. BR—JOBREZITVLET . BEDR—CORARIF. BRLIEGORBEICE -
TRBDEY, BXR—COBRFEZERAIS. BE] R—JICHETSZET [RA] ZBRLEY,

Citrix Studio T XenServer ADR X MESIDOIER

1. #> 7L = 2@ Delivery Controller ®i5&1d. 4> 7L = 2@ Citrix Studio T [#m] > KX ~] > [IZ
BmHELVOVY—DBEMN] OIBICEIRL TRR MEGZERLE . 257 R0 Delivery Controller 054
i, Citrix Cloud ® Web X—2® Studio >V —IILT [BE] > [FX+] > BEESLTUY—I0DB
] DIEICEERL. KRR MMEGZERLE T,
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2. BESLVVY—ROEMY - RO [BEGOEHE] 7+ —JL T XenServer (IB#F Citrix Hypervisor)
ZERLEY,

3. #4577 RL X (XenServer URL) & IEREANNLET,
4, EHERBENDLED,

Citrix Studio T?D GCP ADHR X MEHEDIER Google Cloud Platform A8k iEEICEHE T GCP BRif%x
v b7y TLTH S ROFIEZETLTGCP ADRR MEGZIEHRL £7,

1. #> 7L = Z® Delivery Controller o5&, #> 7L = X o Citrix Studio T [#m] > [FZ ~] > [3F
mELT) Y —20BM] DIBICERL TR MEGEIER L £9. 257 Ro Delivery Controller o5&
i, Citrix Cloud ® Web X—2 @ Studio >V —JLT [BE] > [ K] > EHRELVCVY—R0DBE
ml DIEICEEIRL. R MEREERLET,

2. RS IVVY —ZXDEBMY 1 — KT, #5OEEL LT Google Cloud Platform =R L £7,

7= zid. Citrix Cloud @ Web X—x o Studio >V —ILTIFRD LS ICHED £

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connecticn
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cloud Platform

Service account key:

Service account ID:
Connection name

Create virtual machinges using
@- Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

7

=D,

3. GCP 7 AU Y FOH—ERTHI Y b E—ZAVR—bFL, BHEEZANNILES,

4, T4 HF—RDIETRIC ST, ER—JOBEEZTVET, BEOR—JSORABIF. BRLEGOBEICK-
TEEDE T, ER—JOBERERZIT=56. [BE] R—JICEHETZET K] ZFIRLET, 3L <
&, TMCS ZfEAE L7z R X+ >3ES® Linux VDA O1ERL) DRHBICH S TFIE2: R MEGKDIER 25
BLTLIETWL,
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Citrix Studio T® Nutanix ADKR R MEGDIER

1. #> 7L = 2@ Delivery Controller ®i5&1d. 4> 7L = 2@ Citrix Studio T [#m] > [KZX ~] > [IZ
BmHELUOVY—DBEM] DOIBICEIRL TR MEGZERLE Y. 257 R0 Delivery Controller B4
(. Citrix Cloud ® Web X—2® Studio >V —IILT [BE] > [FX+] > BEESLVTUY—I0DIB
] DIBICEEIRL. R MEGEERLE T,

2. BHE VY —RADBMT ' —RD [EH] R—I T, EHOFEEC LT [Nutanix AHV] Z#IRL. N1/
—NAHF—DT7 R L AL EERER. BEORFERELET, [RY bT—0] R=JT, AZY DRV LT
—U%BERLET,

fze ziE. 7> 7L 3 XD Citrix Studio TIZFRD L SIcHD £7:

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
Network connection.
Summary Select one or more networks for the virtual machines to use:
Name 4+
INTERNAL_1
VM
Back Cancel

Citrix Studio T VMware AD7R X MESDIER

1. vSphere Ei&iC vCenter Server 21 > X k—JLL £ 9, # L <IE. VMware vSphere; #8BL T

LY,

2. #> 7L =20 Delivery Controller o &3, > 7L = 2@ Citrix Studio T [#m] > [FX r] > [i#
MBIV —ZDEM] OIBISEIRL TR MEGEER L X T, 757 ko Delivery Controller 0i5&
1. Citrix Cloud ® Web X—2 o Studio a>v—JLT [EBE] > [FXF] > ERSIVCVY—IDB
] OIBISERL. R MEGEERL T,

3. BHofEEL LT [VMware vSphere] %#3iRL £,
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fee ZIE. > 7L = 2@ Citrix Studio T3ROS ICHED £3:

Studio Connection

() Use an existing Connection

RanConnection -
Connection
@ Create a new Connection
Storage Management ]
; Connection type: I [VMware vSphere ® - ] |
Storage Selection
Maan Connection address: | Example: https./fvmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

eack | (NS =

4, V\Mware 7ho > b7 KL X (vCenter Server @ URL). BRIER. BLTEHGZZANNDLET,
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Add Connection and Resources

Studio Connection

Use an existing Connection

Connection
®) Create a new Connection
Storage Management

: Connection type: ’ Vhware vSphere @ =
Storage Selection
H [ e I 2 . - I n Sk
e Connection address: Example: https://vmware.example.com/sdk
Summary © Learn about user permissions
T
User name: Example: domain\username
Password: |
2 . - |
Connection name: Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

| cancel |

FIE3: YRE—A X—PDES

(XenServer 0iz&n#4) FlE 3a: XenServer VM Tools #1 > X b—JLd 3 xe CLI £7zi& XenCenter %
FERTAEHIC. REII Y ICICTFYFL—MMrETYS VIC XenServerVM Tools #1r >X h—=JLL T, TD
V=LA VA R=ILINnTUVWELE, REISVONT =TV ZANMBETT3E8E4RHD £, V—ILHRlITh
iE. ROWTHhHETTITEEA:

e RIS VEIELL vy ME TV BEEE). £RIE—FELT 3,

« XenCenter TZDREYS VDN T +—IXVRAT—R%ERRT o

o RITRORET S >%H1T9 5 (XenMotionZzfERA).

e RFY T Y FFREXEBVZEARLZAFY I av bk (FxyvIRAVF) ZERLED. XFv T3
v hEETLIED TS,

o 7@ Linux RE<Y > > £ vCPU % HEEET 3,

L FALTVBRNAN-NAHY—DN—2 3 VICETWT, XenServer 47 > O— FX—2F 13Citrix
Hypervisor #7 > O0— R~X—2h 5 Linux [V XenServer VM Tools 7 71 L2424 >O— R L&Y,

2. LinuxGuestTools—-xxx.tar.gz7 7 )%, Linux{REI> >, Ffid Linux RE<S >H7 25
LRATEBHERSAJICOAE—-LZET,

. tar 777 ILORBEREALF9: tar —xzf LinuxGuestTools-xxx.tar.gz
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4, ZROAR Y RERIFTLT, LinuxFo R rJVEa—YaVicEJVWTxe-guest-utilitiesnNyir—
CEAVAM=ILLET,

RHEL/CentOS/Rocky Linux/SUSE 0384

sudo rpm -1 <extract-directory>/xe-guest-utilities_{
package-version }

_x86.64.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i <extract-directory>/xe-guest-utilities_{
package-version }

_amdé64.deb

<!--NeedCopy—-->

5. XenCenter @ [£f&] 27 T. 7> 7L — MRET I VOREKIREZERL £9. XenServer VM Tools
HELL A VA R=ILEINTWVWEBE, REKOREIX [HRELEA] ZRLET,

Flig 3b: AWS. Azure. GCP 0 SUSE 15.5 0igpiz#:R9% AWS. Azure. & U GCP o SUSE 15.5 035
Bld. UTZHEBL TSRS

o libstdc++6 N\—> 3> 12 LIEZFEAL TV,
+ [etc/sysconfig/windowmanager @ Default_WM /X35 X—%—#' gnome IZREINTWV 3,

FIJE 3c: GCP £ ® Ubuntu 20.04 T RDNS #&E#ic$3% F> 7L — BT > T, fetc/krb5.conf @
[libdefaults] ic rdns = false 17 #iEML £ 3,

FIE3d: 7> 7L — MY VIC.NET 5LV LINUXVDA Xy r—S% A2 —=ILT 3
pE
BERTHFOVDAZT > TL—MrEYS VY LTERT3ICIE. COFIEZEELET, SSSDETF>

L—MRETS D LTEAL T, RXA VICEGRINRERTHO RHEL 8.x/9.x & 7zid Rocky Linux
8.x/9.X VDA ZfERT BICId. RO ZRBL T ET L

o VDA IZF8E A Y A =L TIEARLSFETTI VA M=)LLE T, B8 > b—JLIZ RHEL8.X/9.x &
U* Rocky Linux 8.x/9.x © Adcli A L £9, SSSD & Adcli n#EHEHEIE MCS TIEHR—+
NTVWFERtA.

« Samba #—/N— (3. AD RBIEIC SSSD ZfEA T3 &L SICHEB I N TWE T, %L <& https:
//access.redhat.com/solutions/3802321» Red Hat ®i2E%# 8B L T 7T L,

FoTL—MMRETIVICLINUXVDANR Y =24 VX =L 3HIIC. UTFICEELT.NETZr > X A=JLL
F9:
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« RHEL7.9 & tf Amazon Linux 2 Zf<. B R—FINTVWBRIARTD Linux 7T XU Ea2a—>3Y>
I.NET Runtime 8.0 1 >X +—JLLZ T,

o RHEL7.9 &0 Amazon Linux 2 @iB&1d. .NET Runtime 6.0 1> X b—ILE4TLE T,

e LINUXT 4 AMUEZ—>aVIZBREBEARANET N—2 3 UHAEENTWVBRIEEIE. BAHRAHDT 1+ —Rh 51
VA R—ILLET, TNUSDIESIE. Microsoft Xy —C 74 —RMSNETZA VR b—ILLET, 5%
L <i&. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers# £
LTLESL,

NETZa4 >R b=JLLF#E. LINUXT4 XA MJE 2= a3 ICEVWTROOY Y R%ERITL. Linux VDA #-1 >
Ah=ILLZET:

RHEL/CentOS/Rocky Linux 054
pE
RHEL 9.3/9.2/9.0 & & T* Rocky Linux 9.3/9.2/9.0 icr > X b— L9 3&0iC. libsepol /Xy o —2 % /N—
ar34LRICERLED,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 0354
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE D35

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

(RHEL7 0ig&0H) FlE3e: YRS rUzAMICLT tdb-tools /vy — %12 +—JLF% RHELTH
—N—DHE:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 D—JX7—2 3> 055!

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

Fli& 3f: (RHEL. CentOS 0550 #) ntfs-3g ZigtTZ3 EPEL VR bUE 1> X +—JL93 RHEL
8 RHEL7. CentOS7ICEPELU R bUZA YA b—ILL& T, EPELOA YR b—ILAEICDWVWTIA
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https://docs.fedoraproject.org/en-US/epel/@aiBA%ESB L T 723 L\,

FIE3g: (SUSE 0i5&DH) ntfs-3g #FHTr > X b—JLF3  SUSE 75w b7 x—LAICIE. ntfs-3g iR
TRIVRI UL BD EFEA, V—ROA—KEAT>O—RKL. VN1 L. ntfs-3g #F&HTI VR b—ILLF
ER

1. GNU Compiler Collection (GCC) aA¥ /N1 F>ZXTFTLE make Xy —JHA VI M—=ILLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g N\wr—o=do>O—RLET,
3. ntfs-3g Nwr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-—<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 1> b—JLLET:

./configure
make

make install
<!--NeedCopy-->

FIE3h: FETZ3T—FIRN—%EEETS Lnux VDA Xvr—o% 1 > X b—JLL7T%IE. SQLite &
PostgreSQL 2D BX 3 W TETET, CORHICIF. ROFIEZERITLET:
A
+ VDI E— RD#AT SQLite ZFEAL. RAMINBZHET XY by TEEETILICIE PostgreSQL %1
B3 czbEdLET,
o BHEA VX =)L MCS @7=8iZ. SQLite & PostgreSQL i&. ZhENEFHTI > IX+—ILT B
ERLIBETR N TETET, [ete/xdl/db.conf THFICIEE L AWED. Linux VDA T 7 +JL +

T PostgreSQL ZfERAL £9,
+ [etc/xdl/db.conf =R L T PostgreSQL 7 R— FBESEZBR TR HTEET,

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh®xR{TL£T, FHRI VA L—ILDFE. COFIE
IFEEEY,

2. deploymcs.shz®179 380 /etc/xdl/db.confaEEL £,
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FlE3i: MCS T#=#HBM T3 MCSEHZERT3ICIF. RO 2 ODFENHD F:

o Jetc/xdl/mcs/mcs.confrr7rILERELET,

c BEAVAM—ILOGUI ZFERLEYT, BEAVI =L GUI #B< ICIZ. VDADT X T by TIREE
T/opt/Citrix/VDA/bin/easyinstallavx>y RERTLET,

Easy Install

= Easyinstall
Check Environment
Install Dependencies O Domainjoined Non-domainjoined

Join Domain USE_AD_CONFIGURATION_FILES_OF CURRENT VDA
Configure Runtime Variables This variable determines whether to use the existing AD-related configuration files
Finish (fetc/krb5.conf, fetc/sssd.conf, and fetc/sambafsmb.conf) of the currently running

- BCS VDA,

Ho =

DHS_SERVERS
This variable sets the IP address for each DNS server. You can set up to four DNS
SEMVErs

e

NTP_SERVER
This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

i
RF] 20w o328 BELNRICHZO—AINT 7AILICEBRENMREINE T, [Hidd
Hl 20Uy OB BELET 71D SEHREDHAMAENE T,

BRI RXA VIEBMS FUA L BXA Y BIMESS F A THRTE S MCSTHTT:

o BXAVESMSFIADHE
TIANOEREZERTZN. BDEICSLCTEREZNZAETIAITIET (FFa0):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y| N

o RXAYEMEHS T VFDHE
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- Use_AD_Configuration_Files_Of_Current_VDA: ]R#&ERXRTHD VDA DEEED AD
BEiEm 7 7 1)L (Jetc/krb5.conf. /etc/sssd.conf. & & Uf/etc/samba/smb.conf) ZERY 3H
ESHZERELET, YICKRETD L. MCS TIER SN VOB T 7 1)L, IWEETHD VDA
DEE I 7AINERLE T 7AILICKRD £, 7720, dnsEEHREAD_INTEGRATIONZE#H % #mM
BIHEDNBHDET, 7T A MEIFIN TY, CHUd. MCSHMERE L= Y EDBRE T 7 1 ILHNY XA
—AX=—JLOBET Y TL—MMI&L>TRETNZ L ZEKRLET, REETHOVDAZT VS
L—MrETS > LTERTICIE. BZYICRELET. ENUIOEEIE. EZ NICRELET,

- dns: EDNSH—N—DIP7RLZXZHRELET, K4 DDDNSH—N—ZRETT X7,

- NTP_SERVER: NTPH—N—-0DIP7RLXZRELE T, FHIFREDHWVRD. ChidFXr>3
hbO—5—DIP7RLZXTY,

- WORKGROUP: =24 )L—7&%. AD TR L 7= NetBIOS & (AXF L /IWXFEXH) IZHREL
F9, BRELBSTHZE MCSIETL VDRI MREOERICHLS RXMVBOBRET—0 7L —T&
CLTHERALEY, 1 xid. ¥ >r7hAv Yy hpuserl.lvda.citrix.com ©ig&. 79— 5L —7F
BrLTcitrix "ELWERIRTHZICHD DS T. MCSiklvda 2RI R CIChDET, T—
DON—TFRBEELIERETDLSICLTLLIZTL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #7:i& Centrify Z82E L 9, Linux ¥ X kU
Ea—>3> 0T by IR MSCHHR—ETBRXAVEMBAEICOVWTIR. COLEED MR
—FEINTWVBRTARANIEa2—a>y) Z8BLTIIETL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (IB#F Centrify Express) Nw4s—S% 4
UYO—RIBZDDNAERELET, ZDfEiid. AD_INTEGRATIONZ%k% Centrify ICEREL
B EICOABEMCED £,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xws— %240 O0—R$ 578
DONRERELET, COfEld. AD_INTEGRATIONZE#% Centrify ICRE LB EICOAHEIIC
BHEI,

- PBIS_DOWNLOAD_PATH: PBIS Ny —2%2 40 O0—RF331HDNIZRELET, CDfE
&, AD_INTEGRATIONZ#Zz PBIS ICRE L IIZSICOAFBMICHED £,

- UPDATE_MACHINE_PW: o> 7hAO Y bDONRT—REFHOBIUEEMNEIZEMICLET,
HLIE TRV THY Y EDONZAT—ROEHEEENM] 2BBLTLLIET W,

- Linux VDA #pZs#k:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
SUPPORT_DDC_AS_CNAME=Y| N
VDA_PORT=port-number

REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y| N

HDX_3D_PRO:Y| N
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VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

(F7>ay) FIE3j: MCSOL AN VEEZTADERIIEHRTS TYIL—hrIT2T OAXVRITY
%/etc/xdl/mcs/mcs_Tlocal_setting.reg7 71 JLICIBIILT. BERL IR S UERER I
FHLET. COBREICE>T MCST/OEY 3 Z VI SN v EBREIMT I LUICT -2 ERENEDNAA
WESICLFES,

/etc/xdl/mcs/mcs_local_setting.reg771ILOETIE. LER NI ERREEIEEHRT S
SHOANYV KT,

frezid moEnehodv Y RS04 % fetc/xdl/mcs/mcs_local_setting.reg7 7 JLICE
MLT. LA MU BZEREIIEHTIET !
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

FIE3k: YREZ—A A= %ERT 3

1. (SSSD + RHEL 8.x/9.x #7zi& Rocky Linux 8.x/9.x ®&#®m#H&) update-crypto-policies —--
set DEFAULT:AD-SUPPORTOXY Y RZE{ITLTTVIL—MMREYS VZBHEELET,

2. /etc/xdl/mcs/mcs.confxipELTMCS TR E=BR T 3BEIE. /opt/Citrix/VDA/sbin
/deploymcs.shzRfTLEJ, GUI 2FERALTMCS EH= BRI 3Ha1k. B 20Uy oL
RS
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Easy Install

+ Easylnstall
Check Environment

Install Dependencies selected the Virtual Delivery Agent will be configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 30 Pro?

Load Sawve

Configure Runtime Variables * |No w <
Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

+

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

GUIT BRIl 22Uy o35, GUI TRELE#MN/etc/xdl/mcs/mes.confo 7L TRE
LE#M&EDHBEINET,

3. REXRTHOVDAZT YL —MMREIS VELTHERALTWS. £RIERXAVIESMOOFIATHS
BEIE COFIEZERF v TLTLESIWV,) T T L—MRETYS Y ET BETY L — 2 BH LT ER
TNEITRTOREYS Y LOBEET 3 /etc/krb5.conf7 7). /etc/samba/smb.confZ
71, $&/etc/sssd/sssd.confI71ILEHREZIAIXLET,

Winbind 2—%—nig4. /etc/xdl/ad_join/winbind_krb5.conf.tmpl&&tvr/etc/
xdl/ad_join/winbind_smb.conf.tmplF>FL—r2EHLET,

SSSD 2 —#—nB4E. /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl. 8&tf/etc/xdl/ad_join/sssd_smb.conf.tmplF> 7L
—bZEEHLET,

Centrify 2—%—0ig&. /etc/xdl/ad_join/centrify_krb5.conf.tmpl&&tt/etc/
xdl/ad_join/centrify_smb.conf.tmplF>7L—+%BHLET,

=
FUTIL—h 77N TERINTVWEEFEORXZREL. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN % ¥ DZE#h=EHE L T T W,

4, FHITZNTVYIISIRICEDT, IREA—MAXA=SDXFyvToay b EERLTRaizHITEd,

« (XenServer. GCP. &4 7' VMware vSphere 0i84) 7> 7L — MRETI VICTTUT—>3
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VEAVAL=ILL TUTL- MBIV ES Yy RV LET, NRE—AX=VDRF YT
ay b EERLTEEZHITET,

+ (Azure OHE) TV IL—MREII VT IV r—>a>%& 1> +—JLL. Azure Portal TF
VIL—MRETIVEY vy MUY LET, FYTL— MRETY Y OERREN. [Stopped
(deallocated)] ICA>TWB 2B LETS, CCTUY—RIIL—TOBREREITEVWTLE
T, Azure TYRXZ—A X—J % BRERTIRICKRTHBETT,

&> Comnect P Start @ Ao ] ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, 8 GB memory)
Subscription (change) Public IP address

Subscription ID

+ (AWS OI58) TV 7L —MMREIIVICTIUr—>ayz+4 > X =)L L. AWS EC2 Portal
TTYTL—hMRETS>Z vy bR IV LET, TYTL—MREII DOV X2 2 R
M. [Stopped] ICHE->TVWBZ e E2RRBLET, TV FL—MrREIYIVEHI Uy L. [Image]
> [Create Image] Z#ERL £9. BBICLGLCTERZANSNIL. REZTVLE T, [Create Image]
20w LFET,

Create Image X

Instance ID  (j) i-011€
Image name  (j
Image description (i)
No reboot (i

Instance Volumes

Volume 3 - - Delete on
D Si GiB] — Th hput Ei ted
Type e:wce Snapshot (i |zg[ ) Volume Type (i 10PS (i ford Pu Termination nrcryp s
; G = i : Yo (Bls) (i) . @®
Root Idevisdal Sgap' 40 iGénera\ Purpose SSD ('grprz) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ (Nutanix ®#54) Nutanix AHV T, 7> 7L —MREI> Y ES vy bEIYLET, XREZ—1
AX=JDRFTyFoay bERL TERIZMITE S,
i
Citrix Virtual Apps and Desktops TR % ICIE. Acropolis R+ v 7> 3w h&% TXD_J
THBOZHBENRHD £9, BEICHL T, Acropolis >V —IL=FRLTRFy I ayv D
EBRERELET, RAFv T ay bOBRIZEELES. AZOJERV ' — ReBEHL
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T, BN —EBZEELE Y,

(GCP mi54) FIE 3l: RHEL 8.x/9.x & &' Rocky Linux 8.x/9.x T —#=xvw MEHEERTS GCP T
RA LI TWS RHEL 8.x/9.x & T Rocky Linux 8.x/9.x IZ Linux VDA% 1 YA b—I)LE 3. 1—H vk
BEHEDRbN. RETS D OBESHRICLINUXVDAICT VLR TERC AR A HDET, COMBEZEET S
WK REYSVICHHTAT AV TBEEICIL—ENRAT—REZREL. - b LTREBY> VIO AV TE
BZleEEBLET, RS, RETSVEZHEFHLALE. VY —-ILTROOATY Y FZETLET:

nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

FlE4: ¥ >h20O07DIER

Citrix Studio F7zi1x Web Studio TY>>Ah42O047 %K L. h2OJICERT3RET Y OHEZRELE T,
IOVAEAATEER TR EZIETREZ—I A= FERL. UTFICEELTLIETWL:

o Nutanix@E® [AYTFH] R—=I T, FICTYIL—MREIDVIHEELEIYTHZERLE Y,

SOty ary0SIIUEEUAZOTEERT 3. [TRIMYTIIVARIIVR] R=IHR
IReN, A—H—HO5A > TR TOEROMEEIEETT XTI,
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Machine Catalog Setup X
@ Introduction Desktop Experience
0 Machine Type Which desktop experience do you want users to have?

{QJ | want users to connect to a new (random) desktop each time they log on.

14 N . .
0 Machine Management | want users to connect to the same (static) desktop each time they log on.

@ Desktop Experience

@ Master Image

@ Storage and License Types
@ Virtual Machines

(&) nics

@ Disk Settings

. Resource Group

@ Machine ldentities

@ Domain Credentials

@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

G B

[TROPYTIIRRYUIVR] R—=S T, ROWThHEEIRLE T

- A—¥-—HPOFF>FTRLUICHE LY (SYFLD) TRI MY FIEHLET,
- A—H¥—-HOJF 0 TREPICRAL BEHER) TRI My AITESELED,
BYDOA T avERBIRTZ . A—H—HBFRI by FICMRALEBIIHREINE ST FEKEGEN),

2D0B0AT avEERL. MCSEFERAL T >Z27O0ED 3=V J LTWAHBE. TR by TIADL
— Il LB EEDMIBS EZ B TIFT !

- A—Y—l&BBEZO-HANTA RV LEDTRI by FICRELEY CKEGH).
- A-H-POJFT LS —ICLPEEZREL. RETXI by T2V T7LEYT (FEkE
o A—H—EAZRELAV—2FALTVRHSIF. COF T a>EBRLET,
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¢ KEIRIVEEBUMCS AZATDIRRAZ—A A= EMI 3. AZOTJICEMENIHLVWI D VIZE
MM X—C%FEALET. BEOVIVIEEISHRITORRI—I A== FRALES,

£ L <&, Citrix Virtual Apps and Desktops ka2 X > b & UCitrix DaaSRFa Xy b TY> > h2OJ DE
MESBRLTIIEIW,

A

Nutanix ¥8i#% Tl&. Delivery Controller T > > A 407 DER 7 OL XICKIBICEBA DD ZHE.

Nutanix Prism 1281 L. TPreparation; t WS 7L 71 w oI INRFVIR IV OEREZFEHTAHVICLE
T COTTO—FIE ERTOCREBET ZDICKRILBE£T,

FIE5: FUN)—=JIL—TDVER

TUNV=TIN—=TIF. W<DODDIIYHhEOTDSBEIRLIEYS VI IL—TFULIEHDTY,. Ehoovs Yy
ZEATEZ 11— —r. 20— —ICREITZ 7 IVIT—> a3 BLUTRI My TZIEBELEF T,
2L <&, Citrix Virtual Apps and Desktops R a X > &L UCitrix DaaSRFa XY b TTFUNU—=F)L—T
DIEREZRL TS L,

A

MCS %R L TR L7z{ki8< > >id. Citrix Cloud Connector ICERTET. RERL L TERTINZGS

ENBO ET, OB, Azure TIREY > %KX kL. Samba Winbind ZEBLTAD RX1VICE
MIBERELEFT, COMBEEMRTBICIE. ULTOFIEZRTLET:

1. ADSIEdit a> v —Lic#EB L. XEROREYS VERIRLT. 2O > T7HU > LD msDS-
SupportedEncryptionTypes BltZ4mEL £ 95

2. RBET> > Tctxjproxy & U ctxvda r—EXEBESHL X7, [RETS VORENBEREHICED
277G EIF. FIE3~52RTLET,

3. T 7L —rMrET Y > T/var/xdl/mcs/ad_join.sh 7 7 1 LERE £ T,

4. |var[xdl/mcs/ad_join.sh 7 7 1 L TR D1TD#%I- net ads enctypes set SNEW_HOSTNAMES
<EESoEERMD 10 EHE. 5: 28>-U SNEW_HOSTNAMES -P password 017%BiIL &
ER

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba

restart_service winbind /usr/bin/systemctl
<!--NeedCopy-->

5. HLWRFvTFoay bzl filLWTFo7L—beERLTURBYS YV EERLET,
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MCS #fEA L 7= LinuxVDA D7y 4oL —R

MCS ZEMAL T LinuxVDAZ 7y 7o L—RT3ICId. ROFIEZEITLET:

1. LinuxVDAZRIHU U —RIZTv 7T L—RF 380, NETHA VI F—ILINTVWBR e EZRRBL T

T,

« RHEL7.9 & Amazon Linux2 #&<. Y R—rINTWVBIARTD LinuXFr AU Ea—>
a VI NET Runtime8.0%#—1>X b—JLLE T,
o« RHEL7.9 &0 Amazon Linux 2 @&, .NET Runtime 6.0 1> X b—ILE&GTLE T,

Linux 74 AU E 2= 3 VICBRERNET N—2 3 UAEEFNTVWRBEIE. BHHAAHDT 1 —RH 5o
VRAR=ILLET, TNLUSDIESIE. Microsoft Xy —2 74 —RMSNETZA VR b—ILLET, 3%
L <&, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers# £
LTSV,

2. 7FL—btY T LINUXVDAZ 7Yy I L—RLET:
pE N
Linux VDA 0 BEIEFEEEXFEARAL T, VI NI 7OBEMEREZRT P 2—ILT2HTIET,
CNEITSICIE. T TL— TP Yo ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R
SAVEBMLED,
e ZE. ROOARY RSV ZEBINTEET:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0x00000001" --
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Azured > 5 #+ ® URL>"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL 7 54U CentOS 7 0155

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8.x & & ¥ Rocky Linux 8.x %4
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sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & & U Rocky Linux 9.3/9.2/9.0 0184
A

RHEL 9.3/9.2/9.0 & & T* Rocky Linux 9.3/9.2/9.0 ® Linux VDA = 7 v 74 L — R ¥ 3 Hilc.
libsepol /X\v s —mN—T3 > 34 LBICEHRLED,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE 084

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 20.04 0154

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 22.04 0155

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. /etc/xdl/mcs/mcs.confr/etc/xdl/mcs/mcs_local_setting.regximeEL£7,
4, HFLWRFw T ay b EERLET,

5. Citrix Studio THLWR >y F>ay bEEBIRL. Y2 0hE2O0JZEHMLET, SYPUDNEEFHITZET
FRLET, IO reFHTEEHLAVTIREL,

ISVTHIYRDINRAT— ROEH%=BEEL

IOVTHIEDNRRAT—RIE. TIAIL LTRSS >HEZ0O7 DOER%E 30 BTEMERTINICAED £9, /VX
T—ROBEMERZEMNCL. IPVTHIYRDODNRT—ROEFEZBIHUTIICIE. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ £47#71C. [etc/xdl/mcs/mces.conf IZRD T > b #BIIL £
ER

UPDATE_MACHINE_PW="Y"

2. /opt/Citrix/VDA/sbin/deploymcs.sh % 5217#%. /etc/cron.d/mcs_update_password_cronjob % B
WTEHORZCSEEEZRELE T, T7AILMORETI. IV THUY FONRAT—REHEHER.
Fai 2830 PICEMLET,
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BEIDVTHIY FONRRT—ROEH%E. Delivery Controller 0F 7y b v v a B EMICHD, ROITF—
H/var/log/xdl/jproxy.log IcRFENZehHBD £7:

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

IS—%EET3ICIE. EENICF Iy vy a%BELET, TRTO Delivery Controller F7zid kB X1 >
A bO—5—THFyv2a@iU—2FYvTERI0ER T a—ILTEXT,

MCS HMER L 7cfkE~ > > T FAS =B

RDOTA AV E2—23 > TRITIND MCS TERR L 7R TFAS ZBMICTEI X9

Winbind SSSD Centrify PBIS
RHEL 9.3/9.2/9.0 [FqA (AIAY3 (AIAYS AIAYS
RHEL 8.x [Fn (A1AY-4 (A1AY-4 fFLy
Rocky Linux (=40 LW LW LW
9.3/9.2/9.0
Rocky Linux 8.x (=40 LWL LW LW
RHEL7. CentOS7 {FuL =48 (AYAY-3 =48
Ubuntu 22.04. fEL WLz WLz LW
Ubuntu 20.04
Debian 11.7/11.3 W LWLz LWLz LWLz
SUSE 15.5 30 LWL LWL ANV

TYTL—MREBIYS VY TIYRE—AR—D2EETBZLSICFAS ZBMICT S

1. )L—+ CAGERREZ 1 Y R— L& T,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

2. ctxfascfg.shz=®1TL £,
3. /Jetc/xdl/mcs/mcs.confiIcEHERELET,

A

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/authentication/federated-authentication-service.html#run-ctxfascfgsh

Linux Virtual Delivery Agent 2402 LTSR

Jetc/xdl/mcs/mcs.confichBERIRNTOEHZZELEF T, CNSOEEHIFRETS VD
EHFICHEHINZEH T,

a) Use_AD_Configuration_Files_Of_Current_VDA®fE%: YIZREL T,

b) FAS_LISTZ#% FASH—N—7RL R (F7I3EHRDOFASH—N—7RLR) ICRELEF T,
BHEOT7RLZARGEIOOYTRYD, PRLXAE—F5|BRFTHEAET (Fl: FAS_LIST="<
FAS_SERVER_FQDN> ; <FAS_SERVER_FQDN>"),

c) VDI_MODE#Y . ABIZISL THOEZHEREL £,

4, 277k /opt/Citrix/VDA/sbin/deploymcs.shz®{TLE T,

MCS HMER L 7=k#8~< > > T FAS #B%IC9 %

FRDLSICTFYTFL— b TFAS REMICER > TOWERWBEIE. MCS THERINR&REY >V TFAS 25

MZTEET,

MCS BMERE L 7R > TFAS #BMICT BICiE. RERTLET:

1. Jetc/xdl/mcs/mcs.conf DEHEREL £,

A
Jetc/xdl/mcs/mcs.conficBEBERIARNTOEHEZZELEF T, CNSOTEHIFFETS VD
EHFICEHINZH T,

a) Use_AD_Configuration_Files_Of_Current_VDAofE% YICREL T,
b) FAS_LISTZ#% FASH—N—7RLRICHRELET,
c) VDI_MODE#Y . HBEICISEL THOZEHREREL £,

2. L—k CAGEBRZEZ 1V R— L&D,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. /opt/Citrix/VDA/sbin/ctxfascfg.shxoUFra2RITLET,

Citrix Provisioning % 5/ L 7= Linux VDA O {ERk

May 30, 2024
Citrix Provisioning ZER L T. FXA >&IEH VDA Z1ERTIT £,

CITlE Linux 2=y bFNACRDA M) =SV FICOVWTHBBL £ 9, CipexFEREY % . Citrix Virtual
Apps and Desktops IRIETEEZ Linux (REF X7 by 72 O 3 =00 TEET,

HR—FINTUWB LINUX T4 AU E2—2a > IdROEED T,
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+ Ubuntu 22.04

+ Ubuntu 20.04

+ RHEL9.2

« RHEL9.0

« RHEL 8.8

« RHEL 8.6

+ RHEL7.9

» Rocky Linux 9.2
+ Rocky Linux 9.0
+ Rocky Linux 8.8
» Rocky Linux 8.6
+ SUSE15.5

BE:

« Citrix Provisioning O&#H D1 Y A =L\ r—J%FERTZ ez HEOLE T, FATS Linux
TARAMIE2—=2a VIR LNy =D FERALET, LInux AU =325 IT—Ix> k2109 L
MzfERT 31Cid. Citrix Provisioning #—/X— 2109 LUBENBETT,

« Citrix Provisioning 2R L T Linux 2—%v b FNA RZ X MU =22 JF3HEIE. 7OEY 3
YT ENITNARDERAFESDICEETEI B LS50, B—OHET 1 X7 X—2 EICERIDOEE/N
_7_—‘(\\/3\/%1/FEEL/§_§-Q

o N—FaavEbtrfs T7+—< v b T3 EIXBIT TSIV, GRUB2 (Cid. btrfs /N\—F 1 > 3
YOBRETARENLENH O £9, GRUB |Z GRand Unified Bootloader 08T,

L <&, Citrix Provisioning RFaX> b@ TLinux =7y 7 NA 2D MU =327 ZBRLTRET

LYo

Citrix DaaS Standard for Azure < Linux VDA % {Ef{

June 4, 2024

Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure O#&FF) TR XA
VEIE R X1 YIESMO@EAD Linux VDA %#1ER L T. Microsoft Azure b 5EED TN RICRET7 FUE &
MMRETRI by TEEETI £, ¥ < Ik Citrix DaaS Standard for Azure; #8BL TSI,

HR—FTNTLBLINUXTFXRJE2—3Y

RO LINUX T ARUE 22— g ofgEE S R— L TWVWET:
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« RHEL9.3

« RHEL9.2

+ RHEL9.0

+ RHEL 8.9

« RHEL 8.8

« RHEL 8.6

« Rocky Linux 9.3
» Rocky Linux 9.2
+ Rocky Linux 9.0
+ Rocky Linux 8.9
» Rocky Linux 8.8
» Rocky Linux 8.6
+ SUSE 15.5

« Ubuntu 22.04

+ Ubuntu 20.04

FIE1: Azure TOYRZ—1 X—JDEE
x:

Linux VDA 0 BEIEHigkiEx FERAL T, VI F VT 7OEBEHE AT P2 -T2 HTEEFT, hE
T31C1F. Y REZ—1 X—T Eo etc/xdl/mcs/mcs_local_setting.reg 7 71 JLICOY Y RS 1 > &BIIL
79,

e ziE. ROAXY RSV EBINTE £

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0Ox00000001" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Azured ¥ & # ® URL>" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
<!--NeedCopy-->
1. Azure T. HR—hFINTWVWB T A MUEa2—>3 >0 Linux REBYS V& 1ERRL F T,
2. BEIZISLC T, LInuX REIYDVICTRI by TBEEI VA M=ILLET,
3. RETI VT, LINUXT4AMVE2a—=>aVICEDVWTNET 21X M=ILLET:

e RHEL7.9 & Amazon Linux2 <. HR—+rINTWVBRBIARTD LinuxFr A bJEa2—>
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a3 VIC.NET Runtime8.0% 1> X k—JLLE T,
o RHEL 7.9 & 0¥ Amazon Linux 2 ®iB&i&. .NET Runtime 6.0 o1 > X b—ILZ&GTLE T,

Linux ¥4 R bV E 2= g VICHERNET A= 3 UHEENTVRIBEI. HARAFD T —RH 51
VAL=ILLET, ENLINDIBEIZ. Microsoft Xwr— 74 —RSNET 20X =L ET, 3%
L <&, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers% £
LTLEETWL,

4. (Ubuntu og&d#H) /etc/network/interfaces7 7 Jlicsource /etc/network/
interfaces.d/*f7#EBML £ 3,

5. (Ubuntu o8& D #H) /etc/resolv.conft/run/systemd/resolve/stub-resolv.
confTidz< /run/systemd/resolve/resolv.conf#igEL %7 :

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. LINUXVDANRY 5 —2% AV X —=ILLET,
7. FRATBZT—IN—XZE/ELEX T,

HEREGMEDMEE L LT, PostgreSQL iz T SQLite HEATE £, Linux VDA Xy —J% 1> X b
—JLL7%I%. SQLite & PostgreSQL ZtIDEX 2 LHTEET, CODICIF. ROFIEZETLET:

a) /opt/Citrix/VDA/sbin/ctxcleanup.sh®®RITLET, FiiR1> X ~—ILDIFEE. TD
FIEIFEET £,

b) deploymcs.shx=®=17938ilc/etc/xdl/db.confiEEL £,
A
o SQLite lZ VDI E—RICOAFERTZ 2 HEDLET,
o BERT Y M—)LE MCS 0f=®IZ. SQLite & PostgreSQL i&. ENZn%EFEFHTT >
ZAh=ILTBI B EZZ N TEET, /ete/xdl/db.confTiICIEEL
BWIRD. Linux VDA 1377 #JL kT PostgreSQL ZERA L £,

« Jetc/xdl/db.confz AL T PostgreSQL 7 R— +BESZERTHcHTEFE
3-0

8. MCSEHZZELEY,

MCS ¥z BRI 3ICIE. RO 2 DDOFENHD 7!

o Jetc/xdl/mcs/mcs.confor1ILEmELET,

o BEAVZF—ILDOGUI ZFERALET, BEIVX =IO GUI ZF<ICIE. VDADTX I by 718
#T/opt/Citrix/VDA/bin/easyinstallax>y RERTLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 98


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2402 LTSR

E:

dNSTEHUIIEELAWVTL I W,

YA EOT DIERERICENZ A TEIES V2 L21 T%ERT 35515, VDI_MODE=Y
ERELET,

/etc/xdl/mcs/mcs.confaimeEL T MCS TH%ERT ZEEI1E. /opt/Citrix/VDA
/sbin/deploymcs.sha®RTLFd, GUI 2FERALTMCS E#H%=2BRT 3Ha1E. [BH] =
JUwILET,

Easy Install

= Easylinstall
Check Ervironment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load  Save

Configure Runtime Variables * Now| #
Finish
- MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
mode?

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" Yesw o

Linux distribution: Ubunku Linu 18.04

GUIT [BM] #o7Vvo 33k, GUITRELRLEHN/etc/xdl/mcs/mcs.confoar7IL
TRELIEEHELDBEEINE T,

9. Azure TRV VZELE (RLIBEIDHTHER) LET, [TARIDIVRR—K] 20Uy I LT,
DRI VEERT BTHDIYRE—A A—JE LTEATIZREN-—FF1 X2 (VHD) 771D
SASURL z4&miL &9,
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rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration
. Encryption
B3 Disk Export
HY properties
& Locks

EX Export template

Support + troubleshooting

@ New support request

10. (7> 3Y) RRZ—AR=JTIIN—TRVI—ERELEFT, ctxregV—IEFERBLTIIL—TRY
D—HERETETEY, ez, ROAT> Ri&. PDFEIRIO PDF A= N\—%IL ) 2 —%=BEERT S
RS —2BHMILET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "Ox00000001" --force
<!--NeedCopy—-->

FlIE2: Azure h5DIRXAZ—A A= DA ViR—k

1. [BE] 4y2aR—Rrbps5. BAIO [NRE2—AX—=2] ZBEALEY. 71 XTL1ICIE Citrix Hgflt
TBETVRZ—A A= BB LUVA VR— b LIt X—OH—BRRINET,
B> b
COY—EXDEEETITAETADIFEALIR, [BE] HyPaR—Fr [BH] 4vPaR—FR
TEEINET,. RO AH20O07 %1ER%E. Citrix Cloud I2r>r> LT [Managed Desktops]
Y—EXRZBERTZ. BEA Yy aR—FHIEIMICEFLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 100


https://docs.citrix.com/ja-jp/citrix-daas-azure/reference.html#dashboards

Linux Virtual Delivery Agent 2402 LTSR

L_@ Master Images

Z Build Image + Import Image

2. [ X=V=AVR=—F] 2OV ILET,

3. Azure TER L7 VHD 7 71)LD SASURL ZAALEF Y, YRZ—1 X—JOFEL LT [Linux] %zi¥

RLET,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

@) Linux

Name The New Master Image

4. V4 HF—FOETRICV. YXAZ—AX—2F1VR—FLET,

FlE3: > >h207 DIERK

[BE] Ay>aR—RIZTIERL. [AE2OTZERT 2] 20Uy ILET, YO VAZOTZERT LS

3. ERTHERLIEIRZ—I A=—C72BIRLE S,
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F:
TRA—A A= LTERAINZRET> VICIE. SSH £7IERDPEN LT7I9ER$T2 i3 TS EHE
Ao RIS NCTIEXTBICIE. Azure Portal o> ) 7)La>y — L= ERLE T,

Linux VDA 0F&1 > X =)L

May 30, 2024

Linux VDA IZ. XD LiInUX T« R MU Ea2a—> 3 VICFRTAI VA M=ILTEET:

Amazon Linux 2. CentOS. RHEL. Rocky Linux

SUSE

« Ubuntu

« Debian

Amazon Linux 2, CentOS. RHEL. & &0 Rocky Linux A Linux VDA 0 F
FAA—I

May 30, 2024
B5E:

RV A L—ILDBEIR BRIV M-I Z2ERALTHEZA YA S—LZT53l 28O LY, HE
AR S—ILRFEEFNZEHNT BRI TR, FNEFICBHSNTVBFEFHI A —-ILEDHTIS—%
BOTENTEET,

FIEL: BT 71 IEERS U Linux 72> > 0%
FIE1a: *v b7 — U ERORER

Y hT—ODELKERSLVBRINTVE 2B L T ET W, 7t 2IE. DNS #—/\—(Z Linux VDA
TR B3BENDHD 9,
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Flg1b: KX FBZDHRE
IOVDRRAMEBHBERICELSIRESIND L SICT 3101, Jetc/hostname 7 7 1 LEZEBELTIYS VDR b+
BOHEERLEFT,

hostname

Flg 1c: KA REANDIL—TNYITRLADEIDODYT

IYYDDNS RXAVBrRLEBHMRX1>E (FQDN) HBRICELCEBEINZLSICTBICE. /etc/
hosts7 71 LOUTOFTEZEEL. BRID2DODIVEI L LTREBHIR XA YRBL R MEETARL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

5

127.0.0.1 vda0l.example.com vda®@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

771ILADMHOTY U5, hosthname-fqdn £7:/3 hostname (23T 3 FDOBRZHIBRL £ 7,
pa

Linux VDA I33R7E. NetBIOS BOHID#ETZHR—FLTVEEA, KX MBIF 15 XFURTH ZHEHL B
D&EJ,

B>k

a~z. A~Z, 0~9. BLUNTTY () DXFOHAERLTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHRLIED. NTITUTRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZICHBRINE T,

FE 1d: KR B OFER

RDOAYY R T, RALBHELKRESINTVWBR BB LET:

hostname
<!--NeedCopy-->

COIRVERIZED, 2D rD7mLEM R X127 (FQDN) Tldhd<. TDRILMEDADIRINET,
RDOATYRT, BRBHiR XA VBADPELLRETNTWS e #HBLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
Y (VM) £ LTLINnUuxVDA %2R bT3L. BEHRERICHRZIEAEHEET ZAELRHDEFT, LD T,
VE—FDRA LY —ERZERLTRAZ@HIFIZ_c2EBHDOLET,

RHEL 57 # )L bEREETIZ. BZIEHEAIC Chrony ¥ —E> (chronyd) ZERHL %9,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

EEERELTHS. KOOAXY KT Chrony F—E> 52 BiEEg L 7!

sudo systemctl restart chronyd
<!--NeedCopy-->

FIE 1g: PulseAudio -1 > X ~—)L (RHEL 9.3/9.2/9.0. Rocky Linux 9.3/9.2/9.0 D& D #)

ARDOATY RER{TLT pulseaudio #r > X ~—JLLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104



Linux Virtual Delivery Agent 2402 LTSR

sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

/etc/pulse/client.confz@E. XOT> U EBMLET:

autospawn = yes
<!--NeedCopy-->

F)E 1h: OpenJDK11 O >R k=)L

Linux VDA iZi%. OpenJDK 11 "XETY,

+ CentOS 71z RHEL ZEH L TW3H&IE. LinuxVDAZ 1 > X b —IL$ 3 & fkEFEEHEE LT OpenJDK
11 AEENICA >R =L ES,

« Amazon Linux 2 #£7zi& Rocky Linux B L TW3H&IF. ROITYY RERITLTOpenJDK 11l 25
MICLAI>ZXb—=ILLET,

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

ELWN=D 3z LET,

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

ERNC/NNv I —2 N7 OpendDK i3 MAEION—2 3 > TH BTN H D 9, OpenJDK 11 ICEFHL F7:

sudo yum -y update java-l1ll-openjdk
<!--NeedCopy-->

FE Lli: FRATE3T—ER—IADI YR M—ILLIEE
i

+ VDI E—RD#HTSQLite ZFEAL. RAMINZHET XY by FTEIEETILICIE PostgreSQL =&
BI2_czBE8HLET,

o BBV b—JLE MCS OfiZ. SQLite & PostgreSQL i&. ENENEFETI VA —)LTSEC
ERLIBETR N TETET, [etc/xdl/db.conf THFICIEELAWED. Linux VDA T 7 +JL k
T PostgreSQL zfERAL £9,

o FE1 VR b—LDFEIE. SQLite. PostgreSQL. F£#IFZDmAXEFETT VX b—IL T ZHEN
HOFT, SQLite & PostgreSQL oA Z 1 > X b—ILF3HE. LInuxVDANY =% 1>V b
—JLLTh 5 /ete/xdl/db.conf ZiEET I, E¥E55%2FERTINERETIET,
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ZOt o> a>rTlE. PostgreSQL & SQLite 21 Y X b—ILF23FHEL. LEL%EFERTINERET DHEICD
WTERRAL 7,

PostgreSQL o1 > X t—JL  Linux VDA iZi& PostgreSQL WpETY:

+ PostgreSQL 9: Amazon Linux2. RHEL7. CentOS7 0iB&
+ PostgreSQL 10: RHEL 8.x. Rocky Linux 8.x ®i%&
+ PostgreSQL 13: RHEL 9.3/9.2/9.0. Rocky Linux9.3/9.2/9.0 o5&

MROIAY> R ZERTL T, PostgreSQL 1> X +b—JLLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

RHEL 8.x £ RHEL9.3/9.2/9.0 ®3%&. RDIY > K% %47L T PostgreSQLa Libpgzr >R b—JLL &7

sudo yum -y install libpq
<!--NeedCopy-->

ROIAIY RERFTLT T—EaR—%MHBPUL£T. ZDiREICED. [var/lib/pgsql/data icF—2~—2
T7A1ILDMERINE T,

sudo postgresql-setup initdb
<!--NeedCopy-->

X2 DR CISBNET PostgreSQL &£819 31213, ZhE2ROIT U FZRTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

RO REFEAL T, PostgreSQL oN—2a>zBRLE Y,

psql —--version
<!--NeedCopy-->

(RHEL7 5& ' Amazon Linux2 o&) RO &SICpsql ANV RS> aA—Fo UFc#EALT. T—427«
LVMUDRESNTVWE e ZBRBLET,

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

SQLitezr>X+—JLg3 ROOATYYRERITLTSQLiteZr > X b—JLLET:

sudo yum -y install sqlite
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 106



Linux Virtual Delivery Agent 2402 LTSR

FRIZT—2R—%I8ETS SQLite & PostgreSQL omA% 1 > X b—JL 9 3HE. Linux VDA /Xw 7 —
CEAVZR=)LLTH S /etc/xdl/db.conf ZiRETZ . CE55FRTIDERETETET,

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh #£{TL %7, FiR1 VA —ILDBE. COFIBIFEETET,
2. [etc/xdl/db.conf #iREL T, FHETZT—ER—EEELE T,
3. ctxsetup.sh #x=17L %7,

pE o

[etc/xdl/db.conf %/ L T PostgreSQL oR— +FBS % EBRITZCHTI£T,

FIE2: NAN—NAF—DEAE

HR—bEINBNAN—NAHF—LETVM & LT LinuxVDA 232179 385, W DOHDEENKETY, FHT
BNAN=NAHF—DTSY T+ —LICEDET. ROEFEZTVWET, RT7AZIN—RIT7TLnuxv>>
H®RTIT 358, TEIIVEHD FH A,

XenServer (IB#r Citrix Hypervisor) TOEZIFEEIDIEE

XenServer OB ZIEEREEEN B HIHE. TR ThOEREK Linux RIE< > > T NTP & XenServer &
KELFY, Chud. NTP & Citrix Hypervisor OEAN Y X7 LOKEEZEE L LS T2 EHERETY, ¥R
TLOBE DY —N— OB OREMNMEONZDOEHECICIE. & Linux S~ X7 LOBED NTP L FH
HT3HRELDDFT., COBE. R MORZIEBRZEMNCTINENHD ET, HYM E— R TIE. BERIBED
b FEHA.

XenServer Tools A1 > X b—JL TN #ERIEWK Linux H—RJILERITL TLWBIEE. XenServer OEZIEIHIH
BEDFEETDIHESH L. LINnuXRETS YR TEMICR > TWBINE SHEERTEIET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIF0OFAIF1ZRLET:

o 0-BFZIEHREEED B RICHE > TWVWBTco, EMICTIHEDDHD T,
o 1- BAFHEENENICBRO>TVET, CHULDOBRERBESDD FHA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEELBWVEE. UTOFIBIIHESH D £H Ao
RIZIREIEEN BT R > TWBIBEIF. 77 1/LIC Tl CEFAATENICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEZEMLET:
xen.independent_wallclock = 1
CNEDEEZHIETE7H. ROELSICLTORATLEZBREESLEY:!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIERIDIEE

Hyper-V Linux i % —E XH 1 > X b—JL 3 hiz Linux R X b TiE. Hyper-V 0BSZIE#AEEZ #A L TR
AMARL =T VI RTLOREEFBATEE T, PRXTLOKMZ ERARETHERTSICIF. NTPH—EX
CEDICTDMEEZEMICTIVELNHD X7,

BEARL—T 4 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEY—EX] ZERLET,
3. [FZIORE] AERENTVLB e 2B LET,

P
CDF*EIE VMware & & U XenServer (IB#F Citrix Hypervisor) OB& L3R40 £9, VMware & T

XenServer Tl&, NTP  DHEHE BT 3 7-DICHRX bORZIEEZEMICL £9. Hyper-V OEZIEHAIE.
NTP &#7Z L. NTP OB ZIREAZMHT IS N TET T,

ESX & £ U ESXi TORZIRIDEE

VMware ORZIFHEENBHHIBE. ThehOERENK Linux [RIB<> > T NTP &N\ /N— /N1 —THE
PEELEYT, Chid. NTP ENAN=—NAHF—DEADS T LOEEZRBLESETEZIEHRATY, ¥R
TLOKEB MO —N\—DKE L ORI RHNZDEH<CICIE. & LINUX TR DY X T LOEBA NTP £ [
HIB3BENDHD T, COHBE. R MORZIEMRZBNICTIHRELNHD FT,

VMware Tools - > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV RBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. LinuxRBEY> > OREERELET,

3. IR >07OaONT«] FATATRYIRT, [FTF>a>] 24T#70Uv I LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZE] FTv IRy IRZATICLET,
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F|iE 3: Linux VM %= Windows R X1 >ZB0

LIFid. Linux ¥ > % Active Directory (AD) KXo VIZBINY 3HETY:

« Samba Winbind
* Quest Authentication Services
« Centrify DirectControl
« SSSD
« PBIS
BIRLIEBZEDOFIRICREWVWE T,
P
LinuxVDA@oO—AILTAD Y re ADDOT7HT Y FTRLA—H—REFEATI L. Ty a > DiEEICK
HTBZehHbET,

Samba Winbind

RHEL 9.3/9.2/9.0 & & T Rocky Linux 9.3/9.2/9.0 ®#H&. RO I > R%E{TLT. pam_winbind »')L—
TALIM)DFBEEZEELRVWKSICLET:

usermod -d /nonexistent nobody
<!--NeedCopy-->

MDESICL T BEBNYT—S A YA M—ILEIEEHRLET:
RHEL 9.3/9.2/9.0/8.x & & Uf Rocky Linux 9.3/9.2/9.0/8.x ®#B&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0F&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authconfig
<!--NeedCopy-->

< OREEIC Winbind F—E ZBATE34L5I1C93 ROV RT. I VESEIC Winbind ¥—%
UHBIRT A LSBT AMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->
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Winbind $ZZ:F0ER, XD &S5 L T, Winbind #R L7 Kerberos SBifBICY Y >V EEBRERL£T:

1L OV RZERITLEY,
RHEL 9.3/9.2/9.0/8.x & & Uf Rocky Linux 9.3/9.2/9.0/8.x Mz &:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 054

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Z ZT. REALM (3AXZF®D Kerberos 4Bi5& T. domain (Z R X >® NetBIOS £TY,

KDC H—N—8LV4EIEE % DNSR—IXTEBRBIIHBELHIBEIF. XD 2 DDA T 3ROV
VRICEMLET:

--enablekrb5kdcdns --enablekrb5realmdns

authconfigdv > RhBRINS. BAICKKLIZWIinbindY—ERICETZ TS —IFERLET,
INSDOIT—IF. XU REXIVICERESMLTVWAWRETauthconfighwinbindt—Ex%
FIGLESETBRERETBLHDBD XY,

2. [etc[samba/smb.conf L\ T, [Globall o> avicknT Y rUEBMLET, 7270, BIIT3
DlF. authconfigy—Lic& > TERI NI >3 > DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL 9.3/9.2/9.0/8.x & & ©* Rocky Linux 9.3/9.2/9.0/8.x @5 & @ &) [etc/krb5.conf # B\ T,
[Tibdefaults]. [realms]. [domain_realm]tEo>avicz>rU%ZEBMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>gyv:

REALM = {
kdc = fqdn-of-domain-controller
}
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[domain_realm]to>av:
realm = REALM
.realm = REALM

Delivery Controller iZxt 2 8B5E & BRI &, Linux VDA IZ> X7 LD keytab 7 7 1 L /etc/krb5.keytab Hiis
ETY, AiRd kerberos ZEALEREICLD. I UHH TR XA VICBIMT S T, Winbind ick>T
22T L0 keytab 7 71 ILhSaFIRICER S N E T,

Windows R X1 >ADEM RXA>aAYbA—F5—MRT7IEIEEET. AVE21—F2—% R X1 VIZEBINT 3
¥R %45 Active Directory 2—%'—7Hh7o > FHRBETT,

Linux R28< <> > % Windows R X VBT 3IClE. XOITY RERFLET,

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

[
Amazon Linux 2. RHEL7.9. &£t Cent0S 7.9 TEITINTWVW3S Linux REY> > DHEIE. ROIY
Y REERLTWindows KX VICEBMT3IHTIET,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T. user i3> a—4—% RXAVICEBMT31ERZFH ORIV 1—H
—_C\j-o

Winbind o PAM O 77 #JL kTidk. Winbind PAM €2 2—JL (pam_winbind) ®#m T. Kerberos
FrybFvyoaRi—LT« LI N)DERIERICE>TULWEEA. [etc/security/pam_winbind.conf
ZEWT. [Globall o a>ThoeEDICTY N EBMERIIEELET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOHRBOLIAOVHEIBINTVWR I EZBELET, CNESETETBICIE. KDL S5I2L T Winbind
—EUEERHTIVENHD ET:

7__‘\

sudo systemctl restart winbind
<!--NeedCopy-->

B b

IOV RXA VIZBIMEADIBEICOHAH. winbindT—EVIEEITZ2E6ITE T,
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Jetc/krb5.conf AL T. [libdefaults] 2> 3> Thro®BE%E KEYRING 55 FILE 2 FICEEL X7
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RHEL 9.3/9.2/9.0 & & Uf Rocky Linux 9.3/9.2/9.0 @&, RpI< > R%#%EfTL T Winbind T SELinux @R
BEERLET:

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory iCO>Ea1—2—4TJ 0 FHBETT,

RoLS5IC. Sambad netads ATV REEITLT. IOV RXAVICBMLTWR e =R LET:

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYBLVAVYE2a—2—F TP MERZFET BICIE. ROV RZEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 02 Linux VDA TERATE 3 & 512 Kerberos IEELK R INTWB R T BICI3.
ROAXY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
R LET:

sudo klist -ke
<!--NeedCopy-->

COOARXRICED, TUVINILBEBERM— DT EIEFREAEHOEICTH L TERTESFXF—D—EIERR
ThEd, Kerberos dkinitdv Y REERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
3L CERAEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VBEEHBIIAXFTIEETISELRHBD £T, RILEEE §) 1F. PTILCKBBEIMIEHSDICNY Y
25wia (\) TIRT—TTB3HERHD £7, BIBICE>TIE. DNS R X+ >&H Kerberos $EiHEZ B4 D
£9, Lcho T, #dEEREFERALET, COOAYYRPRINTI . BAOERTIINEzEA.
ROAR Y REFERALT. IV T7HIORDOTGT Foy by yviadnicl e zBLES:

sudo klist
<!--NeedCopy-->
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MROARY RZEALT. IV T7AV Y FOFRZRELET:

sudo net ads status
<!--NeedCopy-->

2A—H—RAOHR RDOL SIS, wbinfo V—ILZFERALT. RXAMYA—HF—DPRXAUICH L TRETESC
CERERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETEIRXATVIZFAD RX V& T, Kerberos BIEZ TldH D £ A, bash T ILDBE. Nv ISy
2aXFE () i B3 12NV IRSYy P aXFEEBELTIRT—TT3HERHDET, ATV RICED.
B EIIERERTXA v E—UDRINE T,

Winbind PAM E2 2 —LAELKBREINTVWBR e ZBBT3ICIE. UENCERALEIEDRRVWR Xy —H
—7ho> rZEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

RDAY Y KT, Kerberos EEHRF v v adF 7y hHEYT. BRI TIIAWC E #BRBLET:

klist
<!--NeedCopy-->

MOAYVRT, Lyarye®TLEY,

exit
<!--NeedCopy-->

Gnome OV —=J)LF/HIEKDE OV —IILICEEOJ A VT3, AHROTARERITTEET, RXTVEND
BB, TFIEG6: LinuxVDADA YR =)L) ICERAET,

Quest Authentication Services

FXa1>a> bAO—5—T0 Quest DR KDIE(EIZ. Quest V7 bz 7% Active Directory KXr>1a>
FO—=5—ICAYZX =Ll BRELTWE L. BEEFENMISEN. Active Directory ICOI>Ea—4—F
TP M EERTER L ZHIIRELTVWETD,

LInuXVDAY > VICR XA > aA—H—H0OJF>TEBL51295  Linux VDAY > THDX v 3 &L
TRIBEDBHBIERXAA—F—IIHL T, ROBEZITVETD,

1. [Active Directory A —#—r J>YEa—%—] B>V —JLT. BHNOI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,
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2. [Unix 7Ho k] 27%&RLET,
3. [Unixxtis] FT v IRy IREFVICLET,
4, [FZ514<VGIDES] #. EBEORXA>A——JIL—TDFIL—FIDICEKELE T,

i

COFIEF. FXr>a—H#—hA0a>Y—)L. RDP. SSH. Fridzofto!) E— MUBETO NI ZERL
TAOJFYTEBLIICRET 2HEBEALTT,

Linux VDA T® Quest D&k

SELinux ;KUY —ERADOEBE FT74/LbD RHELEETIX. SELinux A=2ICERINTUWES, COER
IC&D. Quest MERT S Unix RXA>VYT Y RDIPCOXAZILICTFH L. RXAryaA—H—0Os+ > %Hh
F£J,

COMBEREET 3 - DEMN LA EIG. SELinux OEMHK T, JL—hka2—4%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=permissive
COEBICRID VOBESHIUETT:

reboot
<!--NeedCopy-->

HE:

COREIFEELTHERALTLLEI W, SELinuX RU > —0@EAZEMICLIRICBEEMICT . IL—k
A-HF—zoMOO—-NINI—F—-TH->TH. BRICOVITIINTLESHEMENDBD T,

VAS 7 —E> DM RD&S5IC Kerberos 74 v FOBSHEHEBMICL T, IS Z2HENRH D £9, B (A
754 0A9FY) $ENCTIHNELHDET,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COIXYRICED., BRSO KA (32,400 7)) ICRESNE T, AL, F7v bOT 7 1)L bOBEEARE
TH3 1I0EEEDD 1R AEDET, Fry FOBMBABEDN T SICEVWS X TLTIE. LD/NEWMEZZON
3X—§—LC?&EL§3—O
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PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY —EXEN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >AD£i Questvastool <> K%EMERAL T, Linux ¥ > % Active Directory kX~
ICBMEEEy:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>Ea—%—% Active Directory R X1 VICIBINY 21ERZF OAEBRDOR AV I1—H—TT,
domain-name i&. RX->® DNSE (example.com % &) TF,

R XA ICiBINE. Linux v >2BiEgL £,

KXY XYN—=2y 7ORER  Delivery Controller #H 3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) TActive Directoryicd>Ea—4—F47J o bHBETT, QuestiZk > TEMI N Linux
ROV XA VNHFET B ZBRBTBICIE ROOAR Y FZRITLET !

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVDBRXASVIZBMLTWARERIE. RXTVBDIRINET, IOV RXAVIZEMLTUWAWES., UTF
DIT—HMRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RA0mER PAM ZzERA L7 Quest © R X1 > —H— OB AIEENE S h =R T D ICId. LETICHE
BLECEHBRVWRXA>A—H—THU Y rEFERALTLiInuxVDAICO A LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
AROARXYRT, id-u O3> RIC&>TREI N UID IZx T % Kerberos Bi&fEHRF v v a7 7 1 ILHMER S
NiCrzmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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ROAY > BT, Kerberos BERF v v aDF 7y bHEMT. HRINTRBVWICEBRLET:
/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROARVET, Ey2aryz&TLET,
exit

<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —ILICEEOV A > T3E. AKOTAMERTTEE T, RXTVEMD
2B, TFIEG6: LinuxVDADAT YA =)L) ICEAET,

Centrify DirectControl

Windows K X >A®&m Centrify DirectControl Agent B'1 > X k= JLTNTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X >IZBIML £7:
SuU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /N X—4&—id. J>Ea—4%—% Active Directory K X VIZIBINY 2 1ERZ1FDEE D Active Directory
KX+ >a21—%—T9, domain-name (. Linux Y>> %BINT S R X1 VDERITY,

KXY XN=2y FORER  Delivery Controller #R 3 3 IC1E&. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory Ica>Ea—42—4TY ¥ FHRETT, Centrify iC&k DBIMI N Linux <> > ht
RXAVICHEETDZCCZ2BRBTBICIE. ROOATYV FZRITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain BN E#TdH 3 Z & . CentrifyDC mode T connected "iREh 3 Z & 2RBL F£7,
CentrifyDC mode #* starting @ £ £ L WE&IE. Centrify 517> MY —N—C OEGORE. F1:
3RO BMBHIREEL TVET,
REFERTIE. FOEENLGS AT LBRCZHBREZBETI £,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T X F4 Active Directory 5L U Kerberos f—ER e D& T A M LE T,

adinfo --test
<!--NeedCopy-->
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RXA>BMOMR%Z. TFIEG6: Linux VDADA > =)L) ICEHET,

SSSD

SSSD #fFAHLTW3BEIE. COEI>aYDIERICE>TLRETV, TOEI> 3> T, LinuxVDAT> >D
Windows KX+ > ADBIMFIE. &£V Kerberos sBEEDERICDWVWTEHBAL £ 95

SSSD # RHEL & U CentOS TEw b7y 793 ICiE. ROEEZITVET:

R XA 28I LTHRR D keytab #1ER
SSSDoty rT7v S

SSSD oE Rk

Kerberos #m DR

I—H—RHEDRER

ok W

RX1 28U THRR LD keytab ZER  SSSD Tidk. KX VUBME S X7 LD keytab 7 7 1 ILOEBEREIC
B9 % Active Directory o 51 7> hEEENREINTLE A, K0 DIC adcli. realmd. %7:i1% Samba
ZERTETEY,

ZDt v 3> TlE Amazon Linux2 & U RHEL 7 0154 @ Samba o7 7O0—F & RHEL 8.x/9.x ¥ Rocky
Linux 8.x/9.x @& madclid7 7A—FICDWTHAL £9, realmd (2B L Ti&. RHEL 71 CentOS @
RFaxX2bEBRLTIRETV, SSSD 2RI 2H1IC. UTOFIEICHSBELHD FI,

« Samba (Amazon Linux2 & U' RHELT):
ROESICLT BERENY T —SHEAVAM=ILEIESEHRLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy—-->

Linux 25047 hT. BIICEBRIN 7 71 IILEFEBRLET:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

Samba & & Uf Kerberos sBiERICY Y V& #EBRL £ T :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-
controller --update

<!--NeedCopy-->

Z CT. REALM (3AXZED Kerberos $815& T. domain i Active Directory R X1 > ®%E\ NetBIOS
&TY,
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E:
CODREDREIF. B—RXAV B—T AL I FETILEXNRELTVWES, ADTY TSI MSIF
vICETWT Kerberos ##H L £,

KDC H—N—6&V4EHZ % DNSR—IXTEBRITINELNHZFEIE. AD 2 20A T a>EgiRO O
VRICEMLEY:

--enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf #B\\ T, [Globall o> avilkoT> FUEBMLET, 7L, BMTS
dik. authconfig 'y —JLIC& > TERENAEEIS I >DETT

kerberos method = secrets and keytab
winbind offline logon = no

Windows KX VIZBMLET, RXAYAY PO—F—CRETIFZI L. AVEa—F—%ERXTY
ICIBINY 5 1EFRZ 5D Active Directory A—4—7HU Y b D' BB ZHRBLET !

sudo net ads join REALM -U user
<!--NeedCopy—-->

REALM (3 AXZF®D Kerberos $8iHZ T, user i3> a—4—% RXA VICIBIMT3HEREFIDORX 1Y
J_ﬁ_—c\‘j—o

Adcli (RHEL 9.3/9.2/9.0/8.x & & Uf Rocky Linux 9.3/9.2/9.0/8.x) :

RDESICLT. BEENY TS VA M—ILERIZERLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Samba & & U Kerberos sBsFERICY > V& #BRLET:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

Jetc/krb5.conf #FHW\ T, [realms] #& U [domain_realm] o> avicTy U EBMLE T,

[realms] o> a>:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] o> 3>:

realm = REALM
.realm = REALM

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 118



Linux Virtual Delivery Agent 2402 LTSR

Windows RXAUIZEBMLET, RXA YAV FO—F—ICERETER Y. VB2 —4F—%RXT1Y
ICIBINY 3 1ER %D Active Directory A—4'—7hH oV bh B2 e 2B LET !

sudo realm join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iH&Z T, user i3> a1—4—% RXA VICBIMT3HEREEFDORX 1Y
J_ﬂ_—c\jo

SSSD oty k7w SSSD Dty b7 wAE. UTFOFIETERINTWET:

+ sudo yum -y install sssddv>k%RE{TLT. LinuxVDAIC sssd-ad /Xy 7r— %1 >
—JILLZET,

s TETERTFAILICHEBROEERITS (sssd.conf B ),

o sssd F—EXERBRLET,

RHEL 7 o> sssd.conf 02 Ef (MHEICISC TEBINDREETSIENTIET):!
[sssd]

config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com =335 g 2B TEIF I 9, 5L <. Msssd-ad(5) - Linux
man pagel] ZBRBLTLEZT L,
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(RHEL 9.3/9.2/9.0/8.x & & U* Rocky Linux 9.3/9.2/9.0/8.x ® &)
|etc/sssd/sssd.conf ZBi L C. [domain/ad.example.com] o> avICRDIT Y U EEBMLET:

ad_gpo_access_control = permissive
full_name_format = %2$s\\%1S$s
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

T7MINORBES KUV 77t X#E% sssd.conf THREL 7!

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

SSSD oA&%ht.  RHEL 9.3/9.2/9.0/8.x & & U Rocky Linux 9.3/9.2/9.0/8.x 54
SSSD #E#ICTBICIE. ROOAIYV RERITLET:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 0iE4:

authconfig % /M L T SSSD #H%iC L £9. oddjob-mkhomedir #1 > X b—JLLT. TOHR—LFT L
7 b OFEREED SELINUX ISR L TVWA e #BRBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #m 02 > X7 L0 keytab 7 7 1 LHAMER TN, COT71ILICEMBRF—HEENTVBR L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEEERM—rDOIEFIEFREHFEDOTFICH L TERATE X —D—EHERT
TNZ 9, Kerberos @ kinit v REETL. ChS5DOF—%FEALT. IO VERXr>yaybO—-5—ICx¢
LCEREL £ 9:
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sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RUVBLERBIIANFETIEETZIHELNHD ET, RILES (§) 3. PTIICKBBESHMIZH<LDICNY Y
25wda (\**) TIRT—TTIHENHD £T, BEICL>TIE. DNS RX1 & Kerberos B ¢ &
BOFE9d, LA >T. HTEEREZFHALEY, COOAVTY RAHET I . HARKRRINEFEA.

ROARY REZFEALT. XY T7ATY RO TCT F7y b F vy adhicl e 2R LET:

sudo klist
<!--NeedCopy-->

J—H—BEDiE getent ATV FZFEAL T, OJAVERADPYR— TN TVWB L. KT NSS Higae
TRENEHABLET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X =2 —ZRVWERD R X1 YETY, AOOJF Y ERADPBERGEIZ. £ getent I7 2 K%
ERLTHEBLED,
HR—kThTWBOJF U ERITRDBED TY !

o« vl AR)OTF>%F: DOMAIN\username
« UPN: username@domain.com
o« NetBIOSH# 7+ v o XFR: username@DOMAIN

SSSD PAM £2 a—LHAELKBHEINTVWS L 2B B ICIE. URICERALEI DRV IR Ar > —H—
THhoYrzEELTLInUXVDAICOIA Y LET,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICK > TREI N UID (239 % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl xmBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->
ROAR Y BT, A—H—d Kerberos BRBIRF v v aDF 7y HAEYT. HRIINTIIBRWVWI C 2BEL F
ERS

klist
<!--NeedCopy-->
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RXA>BMOMR%Z. TFIEG6: Linux VDADA > =)L) ICEHET,

PBIS

RERPBIS Ny —2% A0 >yO—REA

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

PBIS 1 > X b= LR O ) T~ & EITAIREICT A
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 > X h—ILRO )T hZETHZ
sh pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

Windows K XA >ADEM RXAYIAYMO—F—HT7ILITEET. AVE2—F—% RXTVICEBMNTS
¥R %D Active Directory 2—#—7HY > b HRETT !

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (3. J>Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO K X1 > 21— —TF, domain-
name (&, RX->®DNSE (example.com % &) TT,

#: Bash#F 74D L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
ARV RZEFIFTLET,

RXA Y XN—=2y TORR  Delivery Controller ZER 3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory ica>Ea—4—FT VU bHRBETT, PBISIC& > TEMI N Linux v >H
RAAUICHERET B ZHERBTBICIF. ROV FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREXAVIZBMLTWSIHZE. COIIYRIFREDAD RXr>r OU offREERLEFT. BMLTLA
WiEEIE. RRAMEBRITDPRREINET,

I—H R0 PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNCE
BLECEHHBWRAC Y A—Y—FHI Y rEERLT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\user
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id -u
<!--NeedCopy-->

ROOARYRT, id-u vy RIC&k>TREINE UID ICx15 9 B Kerberos BiRIEHRF v v a7 71 IILHMER S
NCexzmsRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RXA > BMOmR%E. TFIE6: Linux VDADT > ~—JL1 ICEHFT,

FlE4: .NETD1> X =)L

Linux VDA% > Z k=)L g 3HiIC. LINUXTr AU E2—Y 3 VICESVWTNET 21X F—ILLET:

« RHEL7.9 & Amazon Linux2 2 <. Y R—FrINTVWBIARTD LinuXFr AU Ea—>3Y>
IZ.NET Runtime 8.0 #1r>X +—JLLE T,
o« RHEL7.9 &0 Amazon Linux 2 @i5&1d. .NET Runtime 6.0 1> X b—ILE4GTLE T,

Linux 74 R U E 2= a3 VICRBREBERNET N—J a3 UAEEFNTVWBREEIE. HAAHD T — K51V X
F=ILLET. ENLIDBEIE Microsoft Xwsr—o 74 —RHASNETEA VX R—ILLET, L < IE
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managersx 2B L T £
LYo

NET o > b—)L#%. whichdotnet Y > RERITL TS V21 LNRERELET,

ARV REAICESWT. NETSUEALDONAFIUNIERELE T, F-e 2iE. O< > R /aa/bb/dotnet
Diga. /aa/bb #.NET N1 FUNIELTHERALED,

FIES: LinuxVDA Nvr—> o4 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR—=JIZFIE AL £ T,
2. @&EN#/N— 3 >0 Citrix Virtual Apps and Desktops # BB L £7,

3. Components #ERIL T Linux VDA # B2+ %9, fi:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDA® > o%21)wo LT, LinuxVDADA I >O—R I 7AILICTIEALET,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. FAFD Linux 71 AU Ea—>a vl L Linux VDA Ny r—o 4o >O0—RLET,

6. LINnUXVDA Ny 7T —C OEEUZRIET 2 DICERATES GPGC ARF—%24o7>O0—RFL & T, fi:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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Linux VDA Xy 5 —S OB ZHRT 3I1C1E. ROIYY RZ2ERITLTARF—% RPM 7—4~X—X (A
VR—bFL. Ny T—COBEMERIBLET:
rpmkeys -—-import <path to the public key>

rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

FiE 6: LinuxVDAD-1> 2 ~—)L

HRA VAL ERTTBD. BEOI VA= ETYTIL—RTBIEHBTITET, Linux VDA IF. &
MN=30h50T7yFIL—REHR—KLTWVWET, ftrzxid. Linux VDA % 2308 15 231112, B&LU
1912 LTSR »*5 2203 LTSRIC7 v FUL—RTE &Y,

FlE6a: FHEA A M—ILERITITS

1. 7> 3Yy) tWNA=232>07 1Y =)L

RO 2N=23YBELULTSR U U= OFHWN—=3 >0 Linux VDA DA Y I h—ILEhTW 35
BlE. ENZzT7 oA =ILLTHSHLWN=23 Y Z A YA =L BREDNHD FT,

a) RDATY KT, LinuXVDAH—EX%ZEIELFT:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

pE o

ctxvda & £ U ctxhdx f—E X %#{E1LF %801, systemctl stop ctxmonitord O<> K%
ETLTERYT—EXRT—EVZEFLLET, ChZRITLAVGS. BERT—EXT—EVIEE
L —ERZBREHLFT,

b) ROV KT NyTr—S%T7UAVA—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE
OV RERFTTBICIE. FILNRNADBETY, Kb bDIZ. ¥ X7 L/NRIZ[opt/Citrix/VDA/sbin &
&£ U'/opt/Citrix/VDA/bin ZEMT 3 HTITX T,

2. Linux VDA Ry r—o4do>O—R
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Citrix Virtual Apps and Desktops 4 7> O— RR—=JIZT VAL £, #EHR/N— 3 >0 Citrix

Virtual Apps and Desktops #ER L. Components # - J v o LT, FRAFD Linux ¥4 X kUE2

—>aIcxind B Linux VDA Ny —2J%# 45 O0—RLED,
3. LinuxVDAD1 > X k=)L

:

« CentOS. RHEL. Rocky Linux @&, EPEL VRS U EHICA YA R—=)LLTELAEW
. LINuUXVDAZEEICA YA =L TEFEFH A, EPELOA Y X b=ILAZEICDWVWTIE.
https://docs.fedoraproject.org/en-US/epel/DsiBEE S L T 723 L\,

+ RHEL9.3/9.2/9.0 & & U Rocky Linux9.3/9.2/9.0 ic¥ > ZX ~—JL ¢ HiIC. libsepol /X

—JEN—=3 Y 34 LRICEFHFLES,
o YumZERLTLINUXVDAY 7 b0z 7%#A VA M—JLLET:
Amazon Linux 2 0ig4:

sudo yum 1install -y XenDesktopVDA-<version>
<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & & Uf Rocky Linux 9.3/9.2/9.0 ®i&:

sudo yum 1install -y XenDesktopVDA-<version>
<!--NeedCopy-->

RHEL 8.x 5 & U Rocky Linux 8.x D184

sudo yum 1install -y XenDesktopVDA-<version>
<!--NeedCopy—-->

CentOS 7 5 & U RHEL 7 155!

sudo yum install -y XenDesktopVDA-<version>
<!--NeedCopy—-->

.amzn2.

.elo_x.

.el8_x.

.el7_x.

x86_64.

Xx86_64.

x86_64.

x86_64.

rpm

rpm

rpm

rpm

+ RPM Package Manager Z#EBA L T, LinuxVDAY 7 b 74V XA b=)LLET, TOHIIC. K

DEREEREZFRT ZLENHD T,

Amazon Linux 2 0ig45:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm

<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & &£ T* Rocky Linux 9.3/9.2/9.0:

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.rpm

<!--NeedCopy—-->

RHEL 8.x 5 &£ ' Rocky Linux 8.x D184
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sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RPM #&7ZB1Z—% (RHEL 9.3/9.2/9.0 & & U Rocky Linux 9.3/9.2/9.0 0i54):
tzdata-java >= 2022
java-ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

1ibXpm >= 3.5.12

libXrandr >= 1.5.1

lTibXtst >= 1.2.3

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3
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findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
libxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~
gqt5-qtbase-gui >= 5.5~
gqrencode-1libs >= 3.4.4
imlib2 >= 1.4.9
<!--NeedCopy-->

RPM 7z —% (RHEL 8.Xx & & U Rocky Linux 8.x Di£5):

java-ll-openjdk >= 11
jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9

policycoreutils-python-utils >= 2.8
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python3-policycoreutils >= 2.8
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13

jbus >= 1.5
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nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbhase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy—-->

RPM &#ZFE—E (CentOS7 LU RHEL7 0i58):
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2
pam >= 1.1.8
util-Tlinux >= 2.23.2
bash >= 4.2
findutils >= 4.5

gawk >= 4.0
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sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy-->

RPM f&7zE8{Z—% (Amazon Linux 2 0i58&):
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10
libXrandr >= 1.4.1

TibXtst >= 1.2.2
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pam >= 1.1.8

util-Tinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
libxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

7
CON=23 >0 Linux VDA THR—FEINTWS Linux T4 R hUEa—> 3>k Xorg DN—
IVICDOVTIR. T RTLEH] 28BLTIET L,

RHEL 7.x i Linux VDA %Z 1 > X + —JL L 7= #%. sudo yum install -y python-
websockify x1lvncaOw Y RERTLET, Chid. By a>oyy RUKEEERT 370
iIZ. python-websockifyex1llvncEFEHTA > X =L 5 EHBEMTY, #LLIE T
waryDIv R 2BRLTIREL,

FIE 6b: BEEFEDAI VA L=ILETYIIL—RTSZ (FF>3)

Linux VDA 3. &IN—2 300507y I L—REHR-—FLTVEY, 7 2. Linux VDA % 2308 15
23111 LT 1912 LTSR 55 2203 LTSRIC7 Yy FIL—RTEE T,
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s BEEOA VA= ETYIIL—RTBL. lete/xdlIcHZ2BRT 7 IR EESTNET, 7y

JL—RZERITTBEIC. BT T7ANENYIT v TLTLIRE L,

« RHEL9.3/9.2/9.0 & & ¥ Rocky Linux 9.3/9.2/9.0 @ Linux VDA % 7w 74 L — K ¥ 3 i<, libse-

pol Ny r—o%N—23 Y 34 DRICERLET,

s YumzFERLTF7Z vy 7JL—RT3ICIF:

Amazon Linux 2 0ig45:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.

<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & & Uf Rocky Linux 9.3/9.2/9.0 ®i5&:

sudo yum ‘install -y XenDesktopVDA-<version>.el9_x.x86_64.

<!--NeedCopy-->

RHEL 8.x 5 & U Rocky Linux 8.x Dig4:

sudo yum ‘install -y XenDesktopVDA-<version>.el8_x.x86_64.

<!--NeedCopy—-->

CentOS 7 & U RHEL 7 155!

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.

<!--NeedCopy-->

« RPM Package Manager ZfEB L T7 v 7J L —R$ 313!

Amazon Linux 2 0ig45:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.

<!--NeedCopy-->

RHEL 9.3/9.2/9.0 & & Uf Rocky Linux 9.3/9.2/9.0 ®i&:

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.

<!--NeedCopy-->

RHEL 8.x 5 & U Rocky Linux 8.x D184

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.

<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155!

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.

<!--NeedCopy-->

rpm

rpm

rpm

rpm

rpm

rpm

rpm

rpm
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=
RHEL7 ZERH L TW35GEIE. BIRO 7y L —ROATY YV RZRITLIEER. BT ROFIEZERITLTLED

(AN

1. Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®17LT. ELW.NET S>%+1 L/IXRX%E
BELET,

2. ctxvdatt—E 2%z HiEg L £7,

5E:

VIhDzT7ZT7y T L—RL7EE. Linux VDA TS > ZzBEEL T ESIL,

FIET: NVIDIAGRID RS N—D1>ZX =)L

HDX 3D Pro ZB%#IC 9 3 ICid. NTN—N1HF—r VDA VIZNVIDIAGRID RSAN—%214>Y X b—ILT 3B
RELRHD £7,
P
Amazon Linux2 © HDX 3D Pro B9 %IClE. NVIDIA RSAN—470 %1 VR h—ILT B &2 HE
DHLET, #FLLIFE TORTFTLEH] 28BLTLIETL,
FEE D /N /X— /N1 5 —(Z NVIDIA GRID Virtual GPU Manager (KX kRS A4N—=) 1 VAb—ILLTHERT

BICIE. ROAA R=2BRL TR W

o XenServer
« VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—%A YA b—ILLTHER T BICIE. ROFIEZERITLET:
1. FAEVM B vy b ENTVWB L ZRBLE T,
2. XenCenter ©. GPUZ VM ICEIDETE T,
3. RETIUEREBLET,
4. NVIDIAGRID RS NN—RICVM ZZ#EL X7
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy—-->
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5. Red Hat Enterprise Linux ® K& 2 X> b OFJEICHE>T. NVIDIAGRID RS N—=%1 VA —JLLF
ED

&
GPU RZAN—DA YA =ILEE. IRTOERBTT 74/ E (TLWWRD) Z#ERLTETU,

HE:

GPU XX ZIL—%ZBMICT 3. XenCenter #F A L T LINuUXREI> VICT7 VXTI RIADET,
SSH =R L TEHGELET,

nvidia-smi

e e e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e S e L L e L L P Fmmm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
|m====—mm——mmmmmm e e e e e e e e e |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
o e e fmm e ———————— tmm e ———————————— +
o e e +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage
| ==========================——————————c———————————c——==—==—===———————————e— e |
No running processes found |
+

ROAR Y RT, A—RICEYRERZRELET:
etc/X11l/ctx-nvidia.sh

BUVREBECIILFEZZ—HEELFNRATZICIE. BHRNVIDIAS A2 ANUETT, COSIEYREHET
%iZiE. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O&FE R £ 1 XY FDIETICHK ST
<TET L

FIE 8: Linux VDA O#55K
F:
SURALEEEZEY b7y 3E1IC. en_USWUTF-8 O/ — /A1 VA F—=ILTNTWVWBZEZHERLF
T, 0SIcC O —ILhiWnWiEEiL. sudo locale-gen en_US.UTF-8 v > R%ERITL £9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L T/etc/locale.gen 7 7 1 L% 4BEL TH 5. sudo
locale-gen IY > RERTLET,

Nr—o04 > X b—JL. ctxsetup.sh X&) 7 +%&RfFL T, Linux VDA Z R T 2HBELRH D £T, CDR
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YT BEETSAICEBEZERL. IRNTOREIVR—RVEPRA VI F=ILINTWVWE BB IN
F9, BEBIHLT. WOTHIDRIV ) T E2BRITLTEREZTETEET,

CORZVTHE FHTERMICEIZLAD S, ERFEMICEBELICEOZZFERL TEHTETITEIEI, 477
ZEC. ROARYREFEALTCORIV T EONILTZBRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 32 FERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEfE SN

IYA =L ZBELT 5O, BIEEHRZFEALT. Ey b7y TFRIVT I TREBEERBZ T T a3 VZEET
TET, BEBEBEDNIRTEESINTVBR L, RTUTRIL>TA—H—ICBEROANNERD B Xy E—IHK
T3 B<EDES,

HR—FINBBRIRERUCIIRD L S BHONHD F£7:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’
ROV ZERXAVIZBMIEZINEDD TTIAIMMEIF N TTo RAXAUBMEASF)FDHEEIF
n ICHRELFT,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ -Linux VDA iZi&. Delivery
Controller izt L THREE Y 3 7= (C Kerberos MR ENHUETT, Kerberos #Bmid. X TLICT VR
b—ILE K UBRIEAD Active Directory #i5Y —ILh SIEEL £ 7,

« CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA iCi&. Delivery Controller &I fER T
% Delivery Controller ®. T2&#i K X1 >% (FQDN) OXR—IAXFD D—EBHNBETT, 1 DFfiE
EROREEBH R X1 VR FIXCNAME ZIEE T 2 HELHD £9,

+ CTX_XDL_VDI_MODE=" y|n’' -EAFX Y by JEIEETI (VD) £LEBHRILIhZHEETRI by
TREETIOEESE LTI VZBRT 2D ZREL£T, HDX3D Pro IRIZDIFEIE. Bz ‘Y IR
ELET,

« CTX_XDL_HDX_3D_PRO=" y|n’ -Linux VDA Ti&. HDX3D Pro ity :R— kI h 9, Thid. 38H
BIST4vIT7 TV r—2a>0RBEEREICTZHO—ED GPU 7o/+E5L—23>F70./A9T
¥ HDX3D Pro Z3EIRL =356, VDAIRVDITRI My T (P2 FILEysay) E—RFAICERINE
3 (D&D. CTX_XDL_VDI_MODE= ‘y r#&bZxd),
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« CTX_XDL_START_SERVICE= ‘y|n’ -#BORETEIC Linux VDA 4 —E XD BT hE £ 5ICF5h
EODEEELE T,

+ CTX_XDL_REGISTER_SERVICE = ‘y|n’ -Linux Virtual Desktop #f—t X%, < > DieEh&IcFa
LFx9d,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -LinuxVDA #—EZXTiE. *v hT—UZEEHEN
RATFLDT7A T +—ILOBBEHFAI SN TVWIHRENHD £9, Linux Virtual Desktop Bic. ¥ X7 L
DIF7ATIA—INORERER—b (FT74IETIFR—F 80 HLUR— 1494) zEHTHKRTET X7,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘-
w3 TERYTS GNOME. GNOME 25> w4, KDE. MATE. F7-ix Xfce 72U kv FIRIEHEIEEL
F9, ‘<none> ‘ICFRETS . VDATHEHINTWET 7L bDT RO by IHERINE T,

OV RZRITLED. SRTLMLAZEALED LT TRV MY TRIBEZYIDBERBIEHTEET,
FLIR TRy TYDBEZIT VR LUV TOZFTLNLA1 ZBRBLTET WL,

« CTX_XDL_DOTNET_RUNTIME_PATH= <.net > 21 LDA YA —=ILNR> -FLWIO—H—T
-y hH—EX (ctxvda) #HR—rFTB3EHDNET 21V A b=ILTB/NR, TT AL DN
‘lusr/bin’ T3,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;K— ~#& (T Delivery Controller &
BELET,

+ CTX_XDL_SITE_NAME =<dns-name> - Linux VDA (3. DNS Z#H L T LDAP #—N\—%#&H L £,
DNS mRZFERZO—NILY 1 MCHRY 31013 DNSH+ FRZIEELET. FELBEIF. ‘<none>
ICRELET,

« CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA (&, DNS ZB& L T LDAP #—/\—%
RELEYo DNSH LDAP 4 —EX L O—-RFZEHTETRVIEEIE. LDAP @ FQDN & & T LDAP R— b
DAR—ZARTD D—BEEETET £, fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268;, Active Directory 7+ L X F Tk D FiR%A LDAP Y T ZEMICT BIC
& FXa>a>bA=5—T [JA-NILh20OJ] ZBMICL. BEET S LDAP R— ~EST 3268 =15
ELET, COEHII. 774 ETIE ‘<none> ICREINTLET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) ICREINIBER—XZFEHALTLDAP ZB=L %79, BEDO/NT +
—IVAERETRHIC. BER—IEIBETITET (fHl: OU=VDI,DC=mycompany,DC=com), FE
BIZEIE. ‘<none> IIREL T,

« CTX_XDL_SUPPORT_DDC_AS_CNAME="y|n’ - Linux VDA Ti&. DNS CNAME L J— K%L
T. Delivery Controller 2%38E T2 W TIT XY,

RDESICL T, BIREHZEREL. BRIV T ERTLET !
export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'
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export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES:'y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome |gnome-classic|kde|mate|xfce]'<
none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

sudo OX Y RIC-EA 7 a3V HIEELTRITL. ERTAH LV TIILICEEDORIBEHEZELET, RUDITE
LT #!/bin/bash #:2RL. BIRD AV RASEBZSTINRIV T T 712 ER TR 28O LET,

Efeld. ROLSICLT. 120XV R TIRTDONIRA—Z—ZIEETEHEHNTETET !

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \

CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \

CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n" \

CTX_XDL_HDX_3D_PRO='"y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n' \

CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome | gnome-classic|kde|mate|xfce]|'<none>'
\

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \

CTX_XDL_VDA_PORT="'<port-number>" \

CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \

CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>' \

CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \

CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \

Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

B E DHIRR

SFUAICE>TIE LINUXVDA Ry —S% 7214 VX —=ILLAWT. ctxsetup.sh X7 U F Mk >TiTH
NI-EREEZHIIR T CHRBRBLRIBEDHD £7,

HUTTBHIC. ROOAIVREFRALTIDRIV T ROALTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFFY BICId:
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

CORIVVTMZED. TRTOBRT — 2D T —ER—IXDS5HIBREI N, Linux VDA ZRETE A< AD F
3_0

BROos
ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICTS—HRRIN, RO 771
[tmp/xdl.configure.log ICEMBHRNAEIANENE T,

Linux VDA#—EXzBE#H L. EEZRMIEFT,

FIE 9: XDPing Ox1T

sudo Jopt/Citrix/VDA/bin/xdping%®EfTL T. Linux VDAIRE TO—RHLHEMOMELTERL
9, L <& T™XDPing) #8BLTLETIL,

FE 10: Linux VDA 017
ctxsetup.sh X7 ) 7~z ERAL T LINUX VDA ZBR L5, RO RZMEAL T Linux VDA ZHIfEIL %
ED
Linux VDA 0iZ#):
Linux VDAH—EZXEEET 3 ICIE. ROV RERITLET:
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA {E1k:
LInuxVDAH—EXZELEF3ICIE. ROIYY REETLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

pE

ctxvda 5 &£ U ctxhdx 4+ —E 2% {Z1L9 Z#0IC. systemctl stop ctxmonitord O< > R%#=17L TER
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H—EXT—EVZFLLET, ChZEeRITLAWMEE. BERY-—EXT—EVREFELLAEY-—EXZBEH
LET.
Linux VDA 0 Fi£#):
Linux VDAH—E X =BEEY 3IId. ROIIY RERTLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDRERR
Linux VDA 4 —E ZORITREZ R T BICIF. ROIATYV REERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE1l: > >Ah20O07 OER

II>haa7%EM L. Linux VDA <> > %BINT 3 FIEIE. #EkD Windows VDA TOHEEMTWVWE T, =
DRARAI%HETTTRAHEDHRBICOVWTEHLL X T2 AFOJDER) $LV T >AHZOJDEER)] #8581
LTLIETL,
RDESIC. Linux VDAY U EZU I V2O DERICIEVW 2D DEINHLH B -8, Windows VDA 7
VDRI VAZATDIERFIEE BR 22D HD £
o ARL—F A VT IRTFLICIK. REFERLET:
- RAPTINBHEETII Y TBREETILDOBRE. IIILFEYIa>0SA7Foay
- WDIERTRYI by TREETILOEE. >2JIlEysa>0SFFo a2,
e ALV YAHHZOY T, LinuxVDA Y>> Windows VDA XS U EBEIEHRWVWTLET WL,
E
Citrix Studio @ UFI /N =2 3 iE. TLINnUXOS) t WHSEREHR—FLTWERBATL R 27
L. [Windows #+—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 % BRT3E. AFEDRI LS

NBZHBETRI by TRETETIVHEERNISGERINE T, (Windows 72X by OS] # 7> 3> Fkid
[TROLwTOS] #7232 %BIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE
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HIBR T 7o~ > > % Active Directory R X VICBEBMY 3%81d. O 22T rAXOT D 5HIE
LTHSBEEMYTBHBENHD £,

FIE12: FUNU—=TIL—TDIER

FUNY =TI —T=fEB L. LinuxVDAX > > 2&ELI>rAh20J%BMNY 3 FIEIF. Windows VDA <>
DHELIREALRLTY . COZRIVERTTBAEDHBPICDOVWTHLCIE. TTUNU =T IL—-T DRI 25
LTSSV,

Linux VDAY >hand #8887 UNI) —JIL—TZERT 3581 ROBHHHD £

e BIRTBAD 22— —B LU T IL—T%, LiInuxVDA > ICOT AV T2 ESICEBYICEBRLTETET,
o BBIThTVAL (BR) A—H—0Od4>E#Ha LBV TL TV,
e Windows Yo >8I >vhEO0%2 T UNI—FIL—TFTRESERVWTLLLEI L,

BE.
T r—2a > 0RRE. LInuxVDAN—23 > 1A LB THR— bR TWES, 272L. A—Y I UA

DT RV by FELITT U DEREIF. Linux VDA THR—FINTULEE A

ROVAEATELIVCTUNY =TI —TOERFGEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
23111 ZBRLTLIZTL,

SUSE Ao Linux VDA OF&j1r> X +—JL

May 30, 2024
BHE:

R VA M—IILDBEIE. BRI M-I EERLTES I YA M—ILE{TS5 2o LEY, Bl
AR —)LIZERE HHEHHT BT TR, REBICERINTVEFEH A VI L—ILEDHIS—%
BETENTEET,

FIEL: #BE7 7 MIVERE LV LINnUX T2 U DERE

FE 1a: YaST vV —JLoieH

SUSE Linux Enterprise YaST WV —ILZERAL T. ARL—FT 1 VIS RTLDIRTOEREZBR LT,

FEIR—ZDYaST VY —IL =BT B3 5%
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sSu -

yast
<!--NeedCopy-->

Ul X=X D YaST v —ILZz&8nd 354!

sSu -

yast2 &
<!--NeedCopy-->

Flg1b: v b7 -0 OHER

LUEDE Y>3 > TiE Linux VDA TERT 3T EIFhxy b —IRES LU —EXOBRAEICET 31ER
ICDWTHBAL £ 9, ®w b7 —200#mIZ. Network Manager B Dt AETIdAR < YaST Y=L TRITT
BDHENDHDET, ROFIBEIF. UIR—ZD YaST VYV —ILZFERATECAFIIREAE>TVWET, TFIAIR—ID
YaST YV —ILBERATIEIH. FES—2 a3 FENELED, CITIFFHBLTULEEA,

RARRERXAYR—LTXTL (DNS) DR

1

2.

E:

UIR—ZD YaST vV —IL =z L £7,

[ZFLI [*y hT—UFRE] DOIRISGERLET,

[RX +%&[DNS] 27 =R,

[DHCP THRAMBZERETE] 77> a>TLLRZBRLEY,

[DNS #ROEE] T [HhRAEZLRIS—%2FERATB] F 73>zt IicLET,
UTZHELTRY FT—IREICRBMEEET,

o BBURZ RR-T VD DNS KX EEEBMLED,

o Z—LH—N—-DNSH—N—DIP7RLXZEMLEY, BEIFAD RXr>a>+O—5—DIP
7RLZTY,

o [RXAUBRE] —B-DNS KX E%BIMLET,

/etc/hostsT7 71 ILORDITORTID 2 DDIY FUICFQDN E RZ FEAEEFNB LSICHREL F
ERR

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

Linux VDA I33R7E. NetBIOS BOIDETZHR—FLTVWEE A, LA > T KX +FIF 15 XFLUAT
HBIVEDHD ET,
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B> b

a~z. A~Z, 0~9. BLUNATY () DXFOAEALTLLET VW, PUHA—RAT7 () AR—R &
V20D SIIEALBVWTL TV, RAMEZHFTHALIED. N1 ITUTERTLIEDLABWVWTLE
TV, ZdJL—)Lid. Delivery Controller 7R X bBICHBRAINE T,

RAMBOHERE KOOIV ERT. RAFBDPELCREINTWVWR e 2R LET:

hostname
<!--NeedCopy-->

COATXVRIZED, ZOTIVDZLEH R X1 >8F (FQDN) TldH<. ZDHRAMEDHANERINET,
RDOIAYYRT, BRREBHIRXA VAN ELLRBRETNTWVWS I #HERBLET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVDORSEHR XA VEDRINET,

ZHIARC Y —EXFETREMOER ROITYY T, BREMIRXM VEDVBRTIZ L. RXr>aV b
HO—3—& Delivery Controller 5 ping ICf5&h %2 e 2 HRBLE T !

nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TEBMMR XA VEZFRTIHRV, FRIFINS50IIYOVWTILDS ping ICRELNBRVIEEIE. FIBEZRER
LTHERICEATLIETL,

Fig 1c: NTP —E X D&

VDA. Delivery Controller. FX>O> bO—-5—OETERARZIFAHEZH#IFIICHNEETY, RETY
> (VM) £ LTLINnUxVDAZRR T2, BEDHRERICHZBMENEET AN HDET, LA >T
DE—FNTPH—EXZFERL TRAZHFITILESHOHLET, ROLSIE. 774K NTPREICVLCD
HOEEHNNRERIZEHH D £7,

SUSE 15.5 055
1. UIR—=ZXDYaSTY—ILzE&#L £7,

2. [y ko= —EX]. [NTPRE] DIBISERL £9,
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3. INTPTF—EZ2EFHTZ] £/ a>T. [ST<CHIBL. PRATLEBRICHRT 2L S5RE] ZFRLE
ERS

4. [®ET] T [BW] Z#RLET,

5. BEBIZHCTNTPH—N—%ZEBMLEd, O NTPH—E XL @F Active Directory RX-r>J> kO
—J—TRIALINET,

6. /etc/chrony.conf iZRDiTN B UL BIBRTENIXY FEGFITET,
include /etc/chrony.d/*.conf
chrony.conf ##R&E L%, chronyd—EX=#BE#L £,

sudo systemctl restart chronyd.service
<!--NeedCopy-->

FIg 1d: Linux VDA IZi&BET B /Xy T —J D1 VX k=)L

SUSE Linux Enterprise A® Linux VDAY 7 Uz 73 RONv T —JICKIZELTVWET:

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 I{F%
« Cups 1.6.0 LIP&

+ ImageMagick 6.8 LA

DRI FUDEM ImageMagick ZR< IFL AL DBERN Y TF—T k. RRUART FUDBSAFTEET,
ImageMagick /Xy r—J & ANF 9 3I21E. YaST &R0 9> REFAL Tsle-module-desktop-
applicationsURIrUEEMCLET:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Kerberos /517> rD1>X =)L &ROOAIY> KT, Linux VDA & Delivery Controller B8 ER:ERA IS
Kerberos 517> AV M=ILLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 751 7> ~ DI, AT % Active Directory iEDHEICE > TERD £F, UTDHBEESE
LTLET W,

OpenJDK11 01> X k—JL  Linux VDA iZix. OpenJDK 11 B"HETY,

OpenJDK11 ZA YR b—ILFBICIE. ROITY RERITLET:
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sudo zypper install java-ll-openjdk
<!--NeedCopy-->

FRTZT—ER—ZADA VA L—JLLIEE
pE 2
« VDI E=rFDHT SQLite ZFEAL. RXFINZHET XY by FEEETILICIE PostgreSQL %
BI3cxb#oHLEd,

o BBV =)L MCS @7=8iZ. SQLite & PostgreSQL I&. ZhZNEFHTI VR +—ILTSEC
ERLIBETR N TETET, [etc/xdl/db.conf THFICIEELAWED. Linux VDA T 7 +JL +
T PostgreSQL zfERAL £9,

o FE1 VX b—ILDIFEIE. SQLite. PostgreSQL. F£#IZZDmMAREFETT VX b—IL T ZHEN
HOFF, SQLite & PostgreSQL d@EA%E 1 >R h—ILT 3HE. Linux VDA Ny —2% 14> X b
—)LLTh 5/ete/xdl/db.conf ZiRETZ . rE5%FERATINEREETTET,

CDto> 3> Tid. PostgreSQL & SQLite 21 YR b—ILTBHEL. EE5%FEAT BN ERET BHEICD
WTERBBL &9

PostgreSQL 1> X +—JL PostgresqlEA > r—ILF3ICIE. ROOAT>Y FERTLET:

sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

X DEEE X o IZART PostgreSQLEF T 31213, TNETNRDINY FZRITLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite#r> X ~—JL93 SUSEDBE. ROATYR%ER{TLTSQLite #Er VX b—ILLET:

sudo zypper install sqlite3
<!--NeedCopy-->

FRTZT—IR—X%EIBETS SQLite & PostgreSQL o@mA %1 >R =L 35HE. Linux VDA /Xy r—
AV R=)LLThHh S [etc/xdl/db.conf ZiRET I . CE5EFRHTINEIRETI T,

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh #2{TL %9, FR1 VX b—ILDBE. COFIBIFEETET,
2. |etc/xdl/db.conf ZiEE L T, FHTZT—ZR—XEEELF T,
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3. ctxsetup.sh #=17L £ 79,
pE

[etc/xdl/db.conf %5/ L T PostgreSQL oR— +FBEX BRI S HTI£ET,

FIE2: NA IS— A — DA

YR— b INBNAN—NAHF—LTVM & LT LinuxVDA 2179 3HE. W< OHDEEHNNRETT, FAT
BNAN=NAHF—=DTZv rT+—LICEDET. ROEEEZTVWET, RTAXAZILN—RTJTTF7TLinux<>>
ERITTIH5E. TEIFBEHD FHA.

XenServer (IB#r Citrix Hypervisor) TOEZIEHIDIEE

XenServer QR ZIFIHAKEEN B M HRIFE. TR ENOEREWL Linux RIEB<> > T, NTP & XenServer ORED
KELFY, Chuk. NTP & Citrix Hypervisor OEAD Y X T LOKEEEELELS LTI EHERETY, ¥R
TLORZIC thDH —N— DRI OREAMNE LMD DZFHSICIF. & Linux 7 FDO S X7 LOKZI%Z NTP L H
HEE£T, COBE. RAMORZIEHEZENICTIHENHD X3, HYM E—RFTIE. BEIIHBEDHD £E A

XenServer Tools A1 > X b —JL I NFf-#EREW Linux 1—RILZEITLTWVWBEE. XenServer O R:ZIE A
BEEDFEETDIHESH L. LINnuXRETS YR TEMICER > TWEIHNE SHEERTIET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIF0OFRIF1ZRLET:

o 0-BZIEHREEED B RICHE > TWVWB o, EMICTIHBERBD T,
o 1-BZIFHBEEDEMICHE > TVET. CNULOREIIBNEDD FHA,

[proc/sys/xenf/independent_wallclock 7 7 1 LA FEELARVEE. UTOFIBIIHEDHD £ A
RIZIRHEE N B MIC R > TWBIBEIF. 77 1J)LIC Tl CEZAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L EREL T, ROTEEMLET:
xen.independent_wallclock = 1
CNEDEEXERT D, ROESICLTORATLZBEHLET:

reboot
<!--NeedCopy-->
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BiEEgE. fREPELW BB LET:
sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIZERLFT,

Microsoft Hyper-V ToORZIBEEADIEE

Hyper-V Linux i % —E X1 > X b—JL 3 niz Linux R S > TlE. Hyper-V OBSZIE#AEE % 8 A L TR
ALFARL—=F 4 VIV RTFLOREREFATEEY, P ATLOREZ ERARETHIFTZICIE. NTPH—EX
LEBHICCDEEEZB/ICLE T,

BEARL—T A VIV ATLT. ROBEEITVET,

1. HyperVI®x—2v—Z2BE£9,

2. Linux RIS >V ORET. [HEH—EX] ZERLET,

3. [RRIOREA] MRS TWVWB =R LET,

PN

ZDFAEIE VMware & £ O XenServer (IB#F Citrix Hypervisor) D& 840 £9, VMware & U

XenServer TiE. NTP L OHEZEIT 2 7-HICH X b ORZIFRZ &EIC L £, Hyper-V oRZIEIE.
NTP & #7%F L. NTP ORZIEHRZ#TEI S LN TSI FT,

ESX & & U ESXi TORZIRADIEE

VMware QR ZIFEEIEENBMAHZE. Th2hOERBN Linux ®RE< S > T NTP &N /=N —TH&E
PRELET, Thid. NTP UNAN—NAHF—DOFEAD X TLORKEZRIALELS LT3 CHERTT, X
TLORZ MO —N—DORFZE DREANEDNZDEH<CICIE. & LINnuX 7 X D> X7 LOEZI%E NTP £ [F
HEIHEF9, COBa. "X MORZIEHZENCTIHNERHD £,
VMware Tools % > X k=)L L= REETERBN Linux h—XILERTL TVWBIBEEIE. ROBEEZITVET,

1. vSphere Client #B= %9,

2. Linux{RET> >V OREEHEL E7,

3. IREx>>0o7ONT«] FATATRYIRT [FTF>a>] 4Ty o L&Y,

4. [VMware Tools] %iRL £7,

5. [##l] Ry RT. [(RR TR MEZIZRE] Fxv IRy IRZFTICLET,

FJE 3: Linux VM %= Windows R X-r > IZB10

LU FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZAHETY:
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« Samba Winbind

+ Centrify DirectControl
+ SSSD

« PBIS

BIRLICAZEDOFIEICRRWVE T,
A
LinuxVDAOO—hAILT7Ho Y e AD D7 AT Y R TRLA—Y—R%2FATIE. By a>oiRgick
WTBehHDET,

Samba Winbind

Windows K XA >YADEM RXAYIAYMO—F—HT7ILITEET. AVE2—F—% RXTVICEMNTS
¥R %D Active Directory 2—H#'—7Hho > FHBETT,

1. YaST #&E& L. [=v bT—oH—EX]. [Windows RX1 > XY N—>wF] OIEISERLED,
2. UTFOZEEITVWET,

o [RXA>[D—204)L—] Iz Active Directory RX1 > DERIEIER X1y rO=5—D IP
FRLRAZBRELEF T XA VBIIHBTAXFICLET,
o [Linux OREEIC SMB OfEREER T3] FTvIRYIREAVICLED,
- [Create Home Directory on Login] F T v IRy I REFVICLET,
- [SSHATOY Y IILGA1>F Y] FTv IRy IREFVICLET,
- [F 751 VREE] Fv IRV IRADB A TICH>TWB e 2B L £EF. Linux VDA X, T
A7 avICRHBLTVWER Ao

3.[0Kl 20Uy o LET, WKDODDNYT—PDA VR M—ILZRT Xy E—IHRAINLHZEIE [T
Ah=I] 22Uy I LEY,

4, RXA>a>rO—F—HROHBE. FXAUVIZEMTZIHESIHZERERBTEIAVvE—IHRRRINEFE
To [IEW] 20U v o LET,

5, Xy E—IUDPRTINLE. I VZ RAAVICBMY BERZHDORX M I-—F—-DERBREASD
L. [OK] 22Uy o L&ET,

6. U—EXZFHTHEF TSN, IPU2HEEHL TSIV, YO UzERHMIZICZHEHOLET:!

su -

reboot
<!--NeedCopy—-->

RXA Y XYN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—ATJ U FHRETT,
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RoLS5IC. Samba D netads OV REERITLT. YOV RXAVICBMLTWA I =R LET:

sudo net ads testjoin
<!--NeedCopy-->
EBMORXAAYBELVAVE2—E—FT2 ) MERZRIET BICIE. KOOIV REEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #ROmE X7 LD keytab 7 7 1 ILAMERTh. COT 7 A ILICEMAEF—HEEFATVE L
ZHRLEY:

sudo klist - ke
<!--NeedCopy-->

COOATVRIZED FTUVINILBRLEERI—rOIEFTERAAEDOHIH L THERATEZF—D—EBHRT
INEF, Kerberos Dkinitadv Y RERITL. Th5D0F—%2FHL T IPVERXI>OY FO—5—IC
L CERAEL £9°:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFETIEET IHVENHBD I, RILEE (O) 1d. YIIICEZBSMIERHSLLDICNY Y
25vva (\) TIRT—TI3BERHD £9, RIBICL>TIE. DNS R X1 & Kerberos SBiIZiZ 2R D
F9, LI >T HI9EEBEZFEALET, COAVYRAENT 3. HAOERTINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Frv bbiF vy a 3N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HU Y COFMAERAELE T,

sudo net ads status
<!--NeedCopy-->

A—H—REOHR ROESIC. wbinfo V—ILEFERALT. RXAYI—HF—hHRXAVICHLTRETESZC
CERALET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIB&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIBELTIRT—T$3HERHDFET, COATVRICKD,
BINFEIIERERITAVvE—UHRINET,
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Winbind PAM €22 —ILAELKBRINTWR I 2B LET, TNEITSICIE. UEICERALZI A HW
RXA>a—H—T7hoY r&FERALTLinux VDA ICOJF > LE T,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID 13X T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
NECexzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAYY BT, A—H—0D Kerberos BigEHRE v v aDF 7wy hHET. HETINTIIRVWI E 2R LF
ER

klist

<!--NeedCopy-->
RODOARVRT, By a>x8&TLET,

exit

<!--NeedCopy-->

Gnome O>Y—ILF/IFKDE OV —IILICEEOIA > T3, AHFDOTIMERITTEET, RXTVEMOD
B, TFIE6: Linux VDAD1 > X =)L) ICEHET,

Quest Authentication Service

FXA>ay bO—5—TO Quest DERL RDEEIF. Quest YV I+ Iz 7ERXA>OAY FO—F—ICT VR
F—JLL. BELTWR L., BEEFENMISIN. Active DirectorylcdyEa—4—7F7 ok
ZERTIZ3 L ZHMIIRE LTVWET,

LiNuXVDA XY VICR XA > A—H—HOJ 4> TES5L5129%  Linux VDA > THDX v > a v e
TERABEDHBZERAAA—HF—IIH LT, ROBEEITVLET,

1. [Active Directory A —#—r J>vEa—%—] EEBI>V—IIT. BROI—H—-F7hHT > koD Active
Directory a—#—o7ONT1 2T £,

2. [Unix 7Ao> k] 475 %IRLET,

3. [Unixtis] Fzv IRy IREAVICLET,

4. [7514<VJGIDES] . REORXA>IA—HF—JI—TDIIL—FIDICRELFT,

pE
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COFIRIE. FXAr>a1—H—na>V—JL. RDP. SSH, FxiFzoto)E— MUETO NI ZFERAL
TAOJFYTEBLSICRET 3HEBELTT,

Linux VDA T Quest DiExg

VAS *—E>DHEE RDLSIC Kerberos 747w COBEHEFHEBMICL T, YW T3HENH D 9, ZBiE (F
T7SAVATFY) I$EMCTIHNENHBDET !

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYEICED, BRI M (32,400 %) ICRESNE T, ThbE. F7vy bOT T+ bOBERERM
TH5 10EEEDD 1 BFECBRDET, F7ry FOBFMHEANET SISV XTLTIE. KDNTWMEZ DN
FA—B—ICRELET,

PAM & & NSS ik  HDX %. su. ssh. RDP R DZDMO Y —EXEN LI R X1 Y- —0OJF >
ZEMCTBICIF. PAM & NSS ZFETHERLFT:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Kk X >A®&f1 Questvastoolavw >y R%EMEAL T, Linux ¥ > % Active Directory kX
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. ¥ > % Active Directory K X+ VIZIBINY 31EREFOERED K X > 21— —T9, domain-name
&, BX1>DDNS & (example.com i) T,

RX1 ICiBiI#E. Linux v > 2BRsL 7,

RXA Y XN—=2w TORR  Delivery Controller ZER 3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) TActive Directoryila>Ea—42—47J 10 bHBETT, QuestiZk > TEMI N Linux
ROV RXAVIHFET B ZB/RBTBICIE. ROOAR Y FZRITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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ROVHBRAXAVIZBEMLTWEHEIF. FAIVEBRRINET, YOV RXAVICEMLTUWARWMESE, T
DIZ—HRREINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—B DR Quest "PAM ZNM L TR XA > A—H—%BATEZ 2B LET, CNZITSICTIE.
LENCERLIEZ A BVWR XA > aA—H—THo Y b EFERLT Linux VDA IO A > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT > RT. Kerberos EIEHRFT v v adF 7y bHAEYT. HRYINTIIHRWS L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome OV —ILFHIF KDE OV —ILICEEOIA> T3, AHFOTIANERTTEET, RXTUEMOD
2B’ TFIE6: Linux VDADT > X =)Ly ICEHE T,

Centrify DirectControl
Windows X >A®&m Centrify DirectControl Agent B' 1 > X k—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ >% Active Directory K X1 ICEBML £7:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (3. ¥ > % Active Directory K X VIZIBINT 3R Z#HDEED Active Directory R XA >1—H#—T
¥, domain-name (&, Linux Y>> #BIMT3 R X1 > DEBITT,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—37T 7 FHRETT, Centrify IC&DiBIMINfz Linux ¥ > h

RAAVICHERET B ZHRBTBICIF. ROOAT Y FZRITLET:

sudo adinfo
<!--NeedCopy-->

Joined to domain E»'E%1TH % Z r . CentrifyDC mode T connected ?Rch 3 v #HEBLET,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify V547> MY —N—C OEBEHROBE. i

SR OBENFEEL TVET,
REFEATIE. SOEENLGS AT LBRCZHBREZNETEIET,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T £ %7 Active Directory £ & U Kerberos ¥ —E Xt DiEHET I ML E T,

adinfo —--test
<!--NeedCopy-->

KX >8IN0ER%E. TFIEG: LinuxVDADA >R b—IL) ICEHFT,

SSSD

SUSE ©SSSD #ERELTWVW3BEIE. COEIa>YDERICK>TLETVL, ZOtEI> 3> Tl Linux VDA

I > Windows R X UADBMEIE. &L Kerberos BEEDH#ERRICDOWTEHBAL £,

SUSETSSSD #tw b7y ¥ 3ICIE. ROFIEZRITLET:

R XA 28I LTHRR D keytab #ER
SSSD Ad PAM 8

SSSD oty 7w

SSSD oBE#

RXAAIN=2y TORER

Kerberos #&m o #E:R

d—H—sBEE DR

Nk~ w N

RXA2I28MLTHRZ LD keytab ZEf  SSSD Tld. KX Y8 > AF LD keytab 7 7 1 LOEEIC
B89 3 Active Directory @ 51 7> FREDRBEINTULWER A, K DICSamba 7 7O—FEFERATE XY,

SSSD =#p 9 HIIC. UTOFIEZRITLTI LT L,

1. Name Service Cache Daemon (NSCD) ¥F—E>%={EIELTEMICLET,
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sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. KR bB L Chrony OREIREAZREL T LT L,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. ROKSICLT, BEBNYT—CFBA VI M—ILERIBERLET:

sudo zypper install samba-client sssd-ad
<!--NeedCopy—-->

4, Jetc/krb5.conf7 71l EI—ra—HF—c LTHREL. Kinit 2—F1 VT BE2—4v FRXT
VEBETEBRLSICLET, [libdefaults]. [realms]. [domain_realm] o> a>vickoT> Y
ZEBMLET:

pE
AD A>T 3RS UFvICEBDVWT Kerberos Z#Bp L £ 9. ROBEIF. BE—RFXA> B—TxL
AFETFILERNRELTVET,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller

}
[domain_realm]

.realm = REALM
<!--NeedCopy—-->
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realm (3. Kerberos $8i#& (example.com % ¥) T¥, REALM I3, AXF D Kerberos 48i%& (EXAM-
PLE.COM %#¥) T79,

5. /etc/samba/smb.conf#I—+t2—HF— LTHREL. Net I—F s UF s DRE—=F v ERXT>
CBETERELSICLET, [globall to>a>ThRoeEDICTIV NI EBMLET:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain (&, EXAMPLE % @ Active Directory K X1 > ®D%E\L NetBIOS &£ T,

6. [etc/nsswitch.conf 7 7 1)L T passwd & group T b UEZBL T, A—H—JIL—TDRER
Bsic SSSD =#&BBL £95

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. BHEEAD Kerberos V517> hEFERAL T, BEBELLTE—45 Y P RXA VIS LU TERREL 5,

kinit administrator
<!--NeedCopy—-->

8. net1—Fs VT 2FEALT. PRTLERXIVIIBMEE. P XTFLD keytab 77 1 ILEER L £,
net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

SSSD A PAM D8k SSSD A PAM Z18M 9 B R1IC. BBENY T -V A VA M—ILEIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D1 —H—sBiAIC PAM £ a—I)LZHBH L. 21— —OJAVEAOR—LTc LI MU ZEHRLE
ERS

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
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<!--NeedCopy-->

SSSD oty 7w

1. /etc/sssd/sssd.conf&IL—taA—H—c LTHEL. SSSD F—EVHEZ—4v b RXT D CB@E
TE3L3ICLET, sssd.confTOREDH (BBICKHC TEBIMDREETI LA TEET):
[sssd]
config_file_version = 2

services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com %X ® DNS KX >&TT,
*:
ldap_id_mapping |5 true IC®RE I B 7. SSSD BiEH* Windows SID %= Unix UID IZ< v E
VI LET. TNLUINDIFE. Active Directory I& POSIX ERZIRMETE ZHBELH D £, Linux

Ty aryTOENBOTA>DIS—%M<=oHIc. ad_gpo_access_control (& permissive
ICRESNET, sssd.confEsktsssd-add man R—=J#SHE LTI L,

2. 77 1IOFRBES LUV T7 7t XEE%Esssd.confTHRELE T,
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sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0FEM KROIATYYRZEITL T, SSSD 7T—EVZBMICL. P RTLOEFRICES TESL5ICLE
ER

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXAXYN—=2y TOMER

1. "o &SI, Samba dnet adsaOVY Y RERITLT. YOUNRRXAIVICBMLTWA e 2HEEL £
E

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAAYBLV AV Ea—2—F T2z MEREEIET 5 ICIE. ROATY RZRTLET !

sudo net ads info
<!--NeedCopy-->

Kerberos Bl OmE X7 LD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFNATVE L
R LETY:

sudo klist -ke

<!--NeedCopy-->
COOAXYRIZED, TUVINILBEBERAM—FDOTEIEFREASHEICTH L TERTES2F—D—8HIER
INE9,
Kerberos @ kinit <> RERTL. ThE5DF—%#FEALT. IO VERXAM YOy FO—5—ICW L TERIEL
F9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIANFTIEET IHUENBD T, RILEE (§) 1d. YTIICEBZBIMIERHSLLDIINY Y
Z2Zya (\*) TIRT—TIIBRENRHD £9, BEICK>TIE DNS R X1 >EH Kerberos BIFZ L 2
BOEYS, LIchoT. SFEEEEFEALET. COAXYRAEWTR L. HHRBRRINEE Ao
ROARYREFALT. ISV THIV RO TGT Foy bhF vy adnic e ZBBLET:

sudo klist
<!--NeedCopy-->
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I—H - SSSD . T—EVTHEERAZT AT ZAT VRS IV Y—IILzZRRHLEEA. PAME
HTOHTT TETET,

SSSDPAM £V a2 —LHELSKBREINTWVWS e zBRB T 3ICIE. UAIICERALAZEABWVR XM -4 —
TAYY bEFERALTLINUXVDAIZOIF Y L&Y,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—nklistavy RTiRENS Kerberos ¥ v FHAELL . HIRYINTIZHRVWC EEZHBRBLED,

L—br21—H—2 LT, BIRDId —udTYRTREINLUID ICHISTEFT Y vy ad 7T ILHMERT T
Tl EmERLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —I)LFHIEKDE OV —IILICEEOJ A>T, EAHROTARERITTEET, RXTLVEND
e, TFIEG6: Linux VDADT X =)Ly 1ICEHE T,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 >R b—/LRO U T hZRITHREICTS  fl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  fl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEIM RKXAYAY,O-5—A7IEXTET, AVE1—2—% RXAVIZEBMT 3
¥ER% £ Active Directory 2—4'—7hH 7> FHRBETT,
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/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (3. ¥ > % Active Directory K X VIZIBINS 31ERZHD K X+ > 1—H#—T9, domain-name (3.
KX->® DNS & (example.com 1Y) T,

F: Bash#F 74 b0/l LTRET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
AV RZRITLED,

RXA Y XN—=2w TORR  Delivery Controller 2R3 3 iCid. $TH VDA > > (Windows & Linux
VDA) TActive Directoryliid>Ea—42—37J ¥ FHBETT, PBISIC& > TEMINT Linux ¥
DUBRAAVICHEET B ZRRB I BICIF. ROIAVYFZRITLETY:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU EHRzIRLE T, SIMLTVLA
WEEIE. R MBI RRINE T,

- R0 PBISHAPAMZNALTRAA Y A—H—%2RATIZ e ZWBLET, ThEITSICIE M
AICEALECEDBVR XA > —TAT > b2FERLTLInuX VDA IO F > LE T,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIY Y RICE>TREINE UID ICx5T 3 Kerberos Bi81E3HRE v v a7 71 IILHAMER T
NfcCexzmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > =)Ll ICEHET,

FIE4: NETO1>X =)L

Linux VDA %=« > Z k=)L F3HiIC. LINUX T AU E2—2 3 VICESVWTNET 21X F—ILLETS:

e RHEL7.9 & tf Amazon Linux 2 Zf<. B R—FrINTVWBIARTD LinuxFr XU Ea2a—>3>
IZ.NET Runtime 8.0%1>Xb—JLLE T,
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« RHEL 7.9 & ¢* Amazon Linux 2 @35&13. .NET Runtime 6.0 1 > X b—ILZ&TL £,

LInuX 74 A FJE 22— a VICRBREBERNET N—=J a3 UAEEFNTVWBRBEIE. HAHAAHDTr— RS54V R
F=ILLET. ZNLINDIBAIZ. Microsoft Nwsr—S 74 —RASBINET 24X R—ILLET, #L<IE
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managersz 8B L T £
(AN

.NET 1> 2 b—JL#&. whichdotnet OY > RERITLTS V21 LNXERELET,

XY REAICESVWT. NET SUEZALDNAFUNRRERELE T, L 2E. aAv > REHHY/aa/bb/dotnet
DA, /aa/bb ZE.NET N1 FUNRELTERALEY,

FIES5: Linux VDA Nvr—S o485 >O0—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZTFIEZAL £ T,
2. @ N— 3 > Citrix Virtual Apps and Desktops # @B L £ 9,

3. Components #E[IL T Linux VDA Z B DI+ £9, ffl:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDA®D ) >o%21)wo LT, LinuxVDADA I >O—R I 7AILICT IR LET,

Downloads Expand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentQS)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
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5. FAFO Linux 7« AU Ea—> a3 s L LInux VDA Xy =S4 o vO0— R LET,

6. LiInuXVDA Xy r—C OEEUE I 2 DICERTES GPGC ARF—%24 o >O0—RFL&d, fi:

Downloads cxpandallsections
~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)
~ Linux Virtual Delivery Agent 2305 (Ubuntu)
~ Linux Virtual Delivery Agent 2305 (Debian)
~ Linux Virtual Delivery Agent 2305 (Amazon)
~ Linux Virtual Delivery Agent (scripts)
~ Linux Virtual Delivery Agent (sources)
~ Linux Virtual Delivery Agent (VCSDK)
~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)
May 30, 2025

Checksums
SHA 256 -3440f30920385£23944108316040 5 6011004

AMF—EZFERALTLINUXVDANRY r—JOBEUZHR T 3ICIF. ROOAIV RERTLTARY—%
RPM 7—=4R—=UZA VR—bF L. N T—COBEMZREAELET:
rpmkeys --import <path to the public key>

rpm --checksig —--verbose <path to the Linux VDA package>
<!--NeedCopy-->

FIE6: LinuxVDAD1 >R ~—)L
Flg6a: WA= 3>DT7VA YR =)L
BHO2N=3 LU LISR U =B EHEWAN—=23 >0 Linux VDA DA VX E—=ILI A TWBBEIE.
ENETVAVAS=ILLTHSTHLWA=23 > 2 YA M—IILTIRERBHD FT,
1. ROV R T, LinuxVDAH—EXEELELET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx

<!--NeedCopy-->
P
ctxvda & & U ctxhdx #— £ X %= 2L 9 350iC. systemctl stop ctxmonitord J< > R %#=17
LTERT—EXT—EVZFLELET. CNZzRITLAWVEE. BERY—EXT—EVIIMFLELEEY
—EXZzBEEHLET,
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2. ROARYRT Ny =S FUAVRAM=)LLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

BHO2N=23h507 Yy T L—RBFR-—bINES,

A

AYZR=ILTNTVWS OV R—%> M. [opt/Citrix/VDA| TRATS %7,

IRV RERTTRICIE. ZINRRBETT, Kb IS, ¥ X7 L/XRIC[/opt/Citrix/VDA/sbin & &
U/opt/Citrix/VDA/bin #EINT3 b TI £,

FIE6b: Linux VDA D> k—JL

Zypper #@ALTLINUXVDAY 7 kT P&V h—ILLET:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager ZfEM L T. LinuxVDAY 7 bz 7% A >R b—JLLET:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

F|E 6c: LiInuxVDAD7 v 7oL —R (7> 3>)

Linux VDA 3. &IN—2 300507y FIL—REHR—FLTVEY, 7 2IE, Linux VDA % 2308 15
231111 LT 1912 LTSR 55 2203 LTSRIC7 vy FIL—RTEF T,

i
BEOAVAN—ILETYITIL—RT3L., [etc/xdl ICHBERT 7LD LEESTNhE T, TvTIL—
RERTIDEIC. BT T7AILENY I TV TLTLIESTL,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM &% —& (SUSE 15 O55):
java-ll-openjdk >= 11
ImageMagick >= 7.0

dbus-1 >= 1.12.2
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dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspackd >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1ibQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BHE:

Ty T L—R L%, LiInuxVDAS > U EBRESHLTLIETU,
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FIET7: NVIDIAGRID RS N—D1> R =)L

HDX 3D Pro ZB#MIC T B ICiE. NAN=NAHF— VDAL VIZNVIDIAGRID RSAN—ZA1> X =ILT B
BELRBHD EY,

BEE D /N /8= /N B —(Z NVIDIA GRID Virtual GPU Manager (RX RS A/N—) AV b—LLTHERT
BIClE. ROAA FZBRL T ZT L

« XenServer
« VMware ESX
« Nutanix AHV

NVIDIAGRID #X b VM RSAN=% A > X ;—)LLTHEBET 3 ICIE. RO—ENEFIEZRTLET:

1. FRAEVM A vy b AT INTVWR e ZBRLET,

2. NAN=NAH¥F—0a> bO—=)LIRILT. GPUZ VM IZEIDHTEY,
3. RETIUEEEBLET,

4. FZEVM RSAN=EVMIZA YA =ILLET,

F)E 8: Linux VDA DO#&RK
3

SR LEREEZZY b7y 731, en_USWUTF-8 O — LM VX h—ILENTWB e zRRBLE
¥, OSicZoasr—ILhtimWigaid. sudo locale-gen en_US.UTF-8 O< > K% EfTL £ 9, Debian ®
HE1%. #en_US.UTF-8 UTF-8 70 O X > % fi#kR L T/letc/locale.gen 7 7 1 L& 4RE L TH 5. sudo
locale-gen O<Y > FERTLET,

NYTr—JnA4 > =)L, ctxsetup.shXI U7 +ERTLT. Linux VDA 2T 3HELHD £,
DAV T ME BEZITOSHNICREEZERL. IRTOKREIVR—RV MDA VR M=ILETNTWVWS Z EH R
INEFT, BEIZIGL T, WOTHIDRIV )T EBEITLTEREELZETEET,

CORZV T FHTERICEZLAL S, FLIFFERMICHBRLICRIEZERBLTAFTRITTEE I, AT
BHIC. ROOAXY REFEALTIORI )T DAL TZ2HBRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

HEICEEY 518K

RDELSICLT, BRICEET 5 FBRAERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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EEnEtAeE bt 134

AYVAM=IEBEEMTZE0IC. BETHEERALT. EY TPy TRIVT N TREERBZ AT T3V EIBET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
TREINBI BB AEDET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

« CTX_XDL_NON_DOMAIN_JOINED= y|n’
IOV ERXAVIZBIMIEZDESD TIAILNMEF N TTo RAXAVBIMEASF)FDHFEIF
N ICERELET.

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ -Linux VDA iZi%. Delivery
Controller (2t L THREEY 3 7=®(C Kerberos R ERENHBET T, Kerberos #BmRId. X FLICT VR
=L E L UVEBRHEAD Active Directory 1&gV —ILh 5I8EL £,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA iZi&. Delivery Controller 0 &I RS
% Delivery Controller . Z£E#ik X1 >%& (FQDN) ODXR—IAXND O—BHUETT, 1 DFElE
EBORLBHI R X1 R £ CNAME 2iEE T3 HELRHD £3,

« CTX_XDL_VDI_MODE=" y|n’ -ERF XY by FERIEETI (VD) £RF@RZAPINBZHEETFII by
TEREETIDEESL LTINS Y ZBR T 2h ZREL £T, HDX3D Pro IRIEDIFEF. fEZ Y IR
ELET,

« CTX_XDL_HDX_3D_PRO=" y|n’ -Linux VDA Ti&. HDX3D Pro B R— b3 hFF, Thid. #AH
BRISTav o7 TVr—>a>oREBUEREICTZHO—ED GPU 7o&5L—>3>70 /05T
9o HDX3D Pro ##RL =3B a. VDAIEVDI RO by 7 (2 tEwvaYy) E—FRBICERINE
¥ (0% b, CTX_XDL_VDI_MODE= ‘y HbD%xd),

« CTX_XDL_START_SERVICE= ‘y|n’ - #mRO5TEIC Linux VDA —EXHBEBEINZ L SICT5H
ESHEEELEY,

« CTX_XDL_REGISTER_SERVICE= ‘y|n’ - Linux Virtual Desktop #—E X%, << > DieghikicBIA
L£I,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -LinuxVDA #—EXTl&. v hT7—UZEEHEN
ATLDTPA T I 4+—ILOBBEHFAIINTVWIHENH D £, LinuxVirtual Desktop Bic. ¥ X7 L4
DI F7ATIA—INDORBERR—F (F7 4L ETIEHR— b 80 BLUKR— 1494) ZEHETHKRTI £7,

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate/’ <none> ‘-tv>3>T
£33 GNOME. GNOME 5> v, a3 MATE TR by TIBEZIEEL T, ‘<none> ‘IZHRTE
T35 VDATEBRINTWETI73ILbDTRI My THERINE T,

OXYRZRITLED. SRTLMLAZFEALED LT TRV MY TRIBEZYIDBERBCEHTEET,
FHLIA TFRI My TYDBEZIT VR LUV TOZFTLNL11 ZBRBLTET WL,
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RD &K

CTX_XDL_DOTNET_RUNTIME_PATH= <.net S>> 421 LDA >R L—JLIXR> -HLWIO—Hh—I
—J TV bhH—ER (ctxvda) ZHR—FTB3LHDNETEZA VI F—ILTB/NZ TTFILFDNRIZ
‘lusr/bin’ T3,

CTX_XDL_VDA_PORT=port-number - Linux VDA (&. TCP/IP R— +#f T Delivery Controller &
BELET,

CTX_XDL_SITE_NAME =<dns-name> - Linux VDA i&. DNS ZfH L T LDAP #—N\—%#&HL %7,
DNS oZFER = O— D)LY MCHIBRT ZIC13. DNSH 4 FE2ZEBEL Y. FERFEIE. ‘<none>

ICRELET,

CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA (. DNS #BB= L T LDAP 4+—/\—%
BELET, DNSH LDAP H—E XL J— FZEHETIHWEEIE. LDAP @ FQDN & & T LDAP R— k
DAR—ARTID D—EBHEIEETIT£9, Fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268;. Active Directory 7+ L X F Tk D FiR%A LDAP Y T ZEMICT B3I
3. BXr>aybO—>—7T [FOo-—-NLh20d] z8uMic L. EEY 3 LDAP R— ~ES T 3268 %15
ELXT, COTHI. 7T ETIF <none> ‘ICREINTVETS,

CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA i&. Active Directory KX >®dJL— k
(f5]: DC=mycompany,DC=com) IZBREINIERERN—XEFRALTLDAP #BxL 7, BED/NT +
—IVRERETZHIC. RER—IEEETTET fHl: OU=VDI,DC=mycompany,DC=com), &
RiZEIE. ‘<none> IZFREL XY,

CTX_XDL_SUPPORT_DDC_AS_CNAME=" y|n’ - Linux VDA Tl&. DNSCNAME L O—Kr%&fEAL
T. Delivery Controller 8%8E 93 HTIF£T,

SICLT. RIEEHZEREL. BER VU T 2RITLET !

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fqgdns>'

export CTX_XDL_VDI_MODE=’y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<1list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

sudo OX Y RI-EZF 7> a3V ZIBELTETL. FERT MLV TILICEEORBEENZEL£T, RUOTE
LT #!/bin/bash Z:2RA L. FIRD IRV RO SBZSTINRIU TR T 7AILEERTZ L EBEDHLE T,
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Eleld ROLSIELT 1 D2OARYRTIRTDNTIA—Z—ZBETBH LN TIFT!:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n" \

CTX_XDL_HDX_3D_PRO='y|n' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n' \
CTX_XDL_ADD_FIREWALL_RULES=‘y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST='<list-ldap-servers>"'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>" \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
/opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

A EDHIFR

SFUAIZL>TE LINUXVDA Ry =S 724X R—=ILLAWT. ctxsetup.sh XJ U F~C&k>TiTH
NIBREEZHRT 2 AR EBLRZEEDHD £7,

FATTBEIC. ROAX Y REFEBLTIDRIU T EDOANILTZ2HRLET:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIRT 51013

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

CDRIVTMZED, IRTOBRT — 2D T—2R—=ZH 5HBEEI . Linux VDA Z#ETEH<AD &
3_0

BROos

ctxsetup.sh 5 £ U ctxcleanup.sh X2 ) 7+ Tk, AYY—ILICIS—HRFIN. ROBEOAT T 71 ILIC
BMERNAEIAEFNET:

/tmp/xdl.configure.log

Linux VDA#—EXzBEFH L. EEEZRMIEET,
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FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdpingZz®{7L T. Linux VDA R TDO—RRE R ER O ME 7z B L
F9. L <IE. T™XDPing) 28R L T,

FIE 10: Linux VDA 017
ctxsetup.sh X7 7~z EAL T Linux VDA Z#pL7c 5. ROIY Y FEEAL T Linux VDA =& L
ERS
Linux VDA 0i2&h:
Linux VDAH—EZXEZEET 3 ICIE. KOOV RERITLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDA H#—EX%ZEIET3ICIE. KOOIV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvda 5 &£ U ctxhdx 4+ —E 2% {Z1L 9 3 #0IC. systemctl stop ctxmonitord O< > RE={TL TER
H—EXRT—EVEFLLEFT, ChEETLAWVGE. BRT—EXT—EVRELLET—EXZEEH
LET.
Linux VDA 0 Ei2g):
Linux VDAH—EZXZBEH T 3ICId. ROOAY Y FERITLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OIREEDFERR :

Linux VDA 4 —EXOERITREZ BT ZICIE. ROATXV FERITLET:
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sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIEL1Ll: <> >AH20OT DYER

A2 %ML, Linux VDA Y>> %EBMT 3 FIEIL. KD Windows VDA TOAZFCMTWET, &
DRERAV%ERTTBHEDHBICOWVWTELL X, T Y HE2O7DERI &Y X2 >AHEO7DER) #81R
LTS,
RDESIZ. LINuXVDA R > BLIT U AEOT7 DIERICIEW DhDFIH H B 7. Windows VDA <>
VORI VAZOTDIERFIBE BB Z R0 HD £
o ARL—=FTaVIIRTLICIE. REERLET:
- RAMINBZBEETRI MY TREETILOBE. YILFEZvI 3> 0S A7y
- VDIERTRI by TEBREETILOBE. 227ty a>0SA7o 3,
e ALY >h40a4 T, LinuxVDA T > Windows VDA ¥ Y& BESEAEWVTLIET L,
pE
Citrix Studio o Lgid/N— 3 ik TLInUXOS) tWSBEEHR—FLTWEHATL R 27
L. [Windows t##—/\—0S] # 7> 3> &7l [H—N—0S] 77> a3 E&ERTZ . ASEDHRI LS
NZ3EETFTRI MYy TREETILHIBERNISGERINE T, (Windows X2 kv 7 0S] A7 3> Ffis
[TRObMYT OS] #7203 aEBRTZE, YOV CICE—O1—HY—DEREETIHIFEERNICRIRINE
ER
[

< oht Active Directory R X U SHIBRSINIZRICBEEBMINIGEIE. 20X yEIIYA4207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TUNU—=TIL—TDIER

FUNY =TI —T=fEB L. LinuxVDATY> > 2E&ELI>rAH205%BMNY 3 FIEIF. Windows VDA T >
DHELIREALRLTY . COZRIVETRTTBAEDHPICDVWTHLCIE. TTUNU =TT DRI 25
LTSS L,

Linux VDAY >ha0d =z &8 T UN) —JIIL—TZERT 3158 1F. ROBHHHO £

e BIRTBAD 2—H—BLUTIL—TF%, LiInuxVDA > ICOTd A>3 ESICEBYICEBRLTESTE T,
e BTN TVAWL (BER) A—H—0Od 4 >ZsFa LBRVWTLIET U,
o« Windows Yo > 8T I>yh2O0 %2 T NI =TI —TFTRESEAVWTLLLEI W,
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BE:
T r—2a3a > 0RRIE. LInuxVDAN—2 3> 1A LB THR— RSN TWETS, 2720 A—Y I UA
DTRAYT by THELVOTTUDEEIE. Linux VDA THR— I TULEHE Ao

ROV AEATELCTFINY =TI —FOERFEICOVWTEEL I TCitrix Virtual Apps and Desktops 7
23111 2BRL T T L,

Ubuntu A® Linux VDA OF&r > X —JL

May 30, 2024
BE:

HEAVZAM=ILDBEIE. BEA VAN EFEFRLTEZA VA M—ILE2T5 28O LET, HE
AR M=ILISERBCHENEHNTZEITTHRL, FEBICRHINTVWBFEFHI VA M—IILEDDBIS—%
WS ITENTEET,

FlE1: W7 71 IIBERS LU LiInUX 7> > OEE
FIE 1a: xv b7 — B O

FY T —UHELLERSIUVBRINTVE I ZBRBL T ETV, e ziE DNS #—/{—iF Linux VDA
THEHTZHELHD FT,

Ubuntu Live Server 2B L TW3HB&I1E. KX MEERET SHIC. [etc/cloud/cloud.cfg #Em 7 7 1 )LiC
ROEERMZFT:

preserve_hostname: true
FlE 1b: KX FRDERE

ROVDRARBHBERICELSRESNZ LS5ICF 321, [etc/hosthame 7 7 M ILETXELTII VDRI b
ZDHETRLET,

hostname
Flg1c: RRAFREADIL—TINYIT7RLRADEDYHT

IOVDDNS RXA VB ERELEBMHR X128 (FQDN) AELKHRETNZ e ZBEBLET, CDDITIE
|etc/hosts 7 7 1 ILDRDITORMD 2 DDIT> L JICFQDN KR FEHEENDLSICHREL £T:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 170


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/installation-overview/easy-install.html

Linux Virtual Delivery Agent 2402 LTSR

127.0.0.1 hostname-fqdn hostname localhost

1

127.0.0.1 vda0l.example.com vda0l localhost

T7AILROMDITY FUHS, hostname-fgdnEfizhostnamellidd 3 ZDtDBBEEBRL £ 9,
P
Linux VDA I$387E. NetBIOS 2DHIDETEHR— L TWVWELE A, LA >T. R MREIK 15 XFURT
HBIVENHD ET,
[ N

a~z. A~Z, 0~9. BLUNATY (1) DXFOHAERALTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTL TV, RAMEZHFTHBLIED. N1 T2 TERTLEDLABWVWTL R
TV, ZDJL—JLid. Delivery Controller o7 R X bZICHBRINE T,

FIE 1d: KX b B OHER

MROARYET, RABHPELKRESNTWS 2B LEY !

hostname
<!--NeedCopy-->

COOATVRICED T, ZDOIYIVDTRLEEHM R X1 >F (FQDN) TidH<. ZDHRIAMZDANRINET,
RDOAYY R T, B2BHR XA VBN ELLRETNTWR e #HBLET:

hostname -f
<!--NeedCopy-->

COAXVRICED, ZOXIVDOTEBHI R X1 VZRINET,

FlE le: WILFFv X~ DNS OEK
T7AIWNEDRETRILFFv X~ DNS (IMDNS) HEMTHE7:0. BRIBROGRICFEEDVRET B5AD
HOET,

mMDNS # &3 3ICi3. [etc/nsswitch.conf ZHFEL T, UT2&8TCIT2EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns
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FlBg 1f: Baif@Re Y —E XBLERTREM ORER
ROOARY KT, BEBH R XA VERMRRTIZ . BXr> Y kO—5—k Delivery Controller n5
piNg ICISELNH B 2R LE !

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

FLBMI R XA VBZRTIAV. FREINSDOIIOVWTIDLD S ping ICISEDRWVSEIF. FlEZ R
LTHSRICEATLIETL,

FlE 1g: BHRIADHERE (chrony)

VDA, Delivery Controller. FX1>a>Y bO—5—DOETERARZIFARAEZHFIICIIEETY, REYY
> (VM) x LTLinuxVDA %2R +$3 2. RAHFERICAZIBMEIRET ZAEELHD T, LEH>T,
VDE—rDEALY—ERZFEAL TRZZEIFT T 2 HEIHLET,

chrony @1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&EL. XROLSICE) E— 21 LY —N—ICHIET Y
—N—IVhrUZEBMLEY:

server peerl-fqdn-or-ip-address -diburst
server peer2-fqdn-or-ip-address -1iburst

—RARIRIZETIE. BEEO—NIRXr>a> bO0—5—D5/EALET. 2B NTP 7=/l —N—D5EHIZEERE
HLEHA. FX12DF Active Directory RXr >y bO—F =R 3 —N—I> U EBIMLET,

W=7y o IP 7RLZA. localhost. X7 U v oH—nN—0 *.pool.ntp.org T> bUKRY, —BIZH S F D
DY —N—FflFF—ILI> FUEHBRLET,

TEZFRELTHNS. XAV RT Chrony F—EV2BESLF !

sudo systemctl restart chrony
<!--NeedCopy-->

FIg1h: OpenJDK11 1> X k=)L

Linux VDA (2%, OpenJDK 11 i"4ETY,
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Ubuntu 22.04 ici3 OpenJDK 11 & ENTWVE T,
Ubuntu 20.04 ©OpenJDK11 24> X =)L BICIE. KOOIV RERTLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FE Lli: FRATE3T—ER—IADA YR r—ILLIEE
F:
+ VDI E— D& T SQLite Z#FEAL. RAMINBZHET XY b TEIEETILICIE PostgreSQL % &
B3 cx2b8HLET,

o BEA VX =)L MCS @7=8iZ. SQLite & PostgreSQL I&. ZhENEFHTA > IX+—ILTEC
ERLIBETR N TETET, [ete/xdl/db.conf THEFICIEELAWED. Linux VDA T 7 +JL +
T PostgreSQL ZfERAL £9,

o FE1 VR b—ILDFEIE. SQLite. PostgreSQL. F£#IZZDmAEFEHTT VX b—IL T ZHEN
HOFT, SQLite & PostgreSQL oEHZ 1 > X b—IL T 3HFE. LiInuxVDANY =% 1>V b
—JLLTh 5 /ete/xdl/db.conf ZiEET 3. ¥E555FRATI3NERETIET,

ZDtEU>a> Tl PostgreSQL & SQLite 21 YA b—ILE 355 CE5%2ERTINEIRET BHEICD
WTEHRAL £ 9,

PostgreSQL o1 > X b—JL ROAT> R%ZEXRTLT. PostgreSQLZr > X b—JLL&ET:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

YT OREREF - IZENRT PostgreSQL #E£&19 3121, EhZNADIR Y FZERTLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite =1~ 2 ~—JLg3 Ubuntu oifa. kOO >Y RERTLTSQLite 21> X b—ILLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->
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FRIZT—2R—%I8ETS SQLite & PostgreSQL omA% 1 > X b—JL 9 3HE. Linux VDA /Xw 7 —
CEAVZR=)LLTH S /etc/xdl/db.conf ZiRETZ . CE55FRTIDERETETET,

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh #£{TL %7, FiR1 VA —ILDBE. COFIBIFEETET,
2. [etc/xdl/db.conf #iREL T, FHETZT—ER—EEELE T,
3. ctxsetup.sh #x=17L %7,

:

[etc/xdl/db.conf %/ L T PostgreSQL oR— +FBS % EBRITZCHTI£T,

FIE 1j: Motif o> X +—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg 1k: DNy T =D R =)L

Ubuntu 22.04 0354

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

Ubuntu 20.04 0354

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get 1install -y libgtk2.0-0

<!--NeedCopy-->

FIE2: NAN=NAHF—DEE

YR—EbINBZNAN—N1HF—LETVM & LT LinuxVDA #2179 3855, WK OHDEENKETY, FHT
BNAN=NAHF—DTSY T+ —LICEDET. ROEFEZTVWET, RT7AZIIN—R T 7TLnuxI>>
ERITTIHE. TEIIBEHD FHA.
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XenServer (IB#r Citrix Hypervisor) TOEZIEHIDIEE

XenServer OB ZIFIHAKEEN B M RIZE. TR ENOERBWL Linux RIEB< > > T, NTP & XenServer ORED
KELFY, Ctuk. NTP & Citrix Hypervisor OEAD Y X T LDOKEEEELELS LTI EHERETY, ¥R
TLORE b Y —N— DR & OREAMNE DN D DZEHSICIF. & Linux 7 FDO S X7 LOKED NTP L EH
Hy3RENHDET, COFE. R MOKAERZENICTIHENHD £F, HYM E— R TId. EERZHED
bhFErtEA.

XenServer Tools A1 > X b —JL I N #EREAW Linux 1—RILEZEITLTWVWBEE. XenServer DBFZIEHA
BEENEETZIHESHE. LINUXREIYS YR TEMICE>TVWEINE SHEBRTIET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMRED B RIC AR > TWB Tesd, BIICTBIHELDHD £,
o 1-BZIFHEEDEMICHE > TVET. CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LD EE L BWEE. UTOFIBIFHEHD £ Ao
BIZIB S AEN B NIC R > TVWBIBEIE. T71ILIC Tl CESIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXGHL. BEBEBDRIETSICIE. [etc/sysctl.conf 771 ILEREL T, XOTEZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROLSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOIXRVERIF1ZERLET,

Microsoft Hyper-V TORZIFEHIDIEE

Hyper-V Linux i % —E X1 > X k=)L S iz Linux RE< S > TiE. Hyper-V OBZIER#EEZFER L TR
ARFARL—=TFTa VI RTLOEEZMBATEET, Y RXTLOFRBZ ERMBRETHERTSICIE. NTPH—EX
CEBICTDEEEZBMICLET,

BEARL—FT 4 VIV RATLT. ROBERZITVET,
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1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEHT—EX] ZERLET,
3. [HZIORE] AR NTVLB e 2B LET,

pE
CDF*EIE VMware & & U XenServer (IB#F Citrix Hypervisor) @& Id2%4D £9, VMware & T

XenServer Ti&. NTP L DFREZETZ-OHIZHR A FORFZIEERZ EMICL £9, Hyper-V ORZIFEHRIE.
NTP &#7Z L. NTP OB ZIAEAZMHT IS e TET T,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIFMREEENEMARIEE. TNENOEREWX Linux (R > T NTP e N1 N—NAH—THEE
WRERELFT, Chid. NTP ENAN—NAHF—DEAD L AT LOREZABLESETEZEHERTY, X
TLORBEMMOY —N—DRE L OREANMEDNZDEH<CICIE. & LINUXZ X O X7 LOEEH NTP £ [F
HI2HELRHDEXT, COHE. "R MORZIERZENICTIHNELNHBD XTI,

VMware Tools Z - > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV REBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. Linux RIS > OREERELET,

3. IRE<>>07aONT«] FATATRYIRT [FTF>a>] 24Ty o LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZEH] FTv IRy IRZATICLET,

FiE 3: Linux VM %= Windows R X-1 >IZB0

LU FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZHETY:

+ Samba Winbind

+ Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BARL =D FIEICRRWVWE T,
A
LinuxVDAoO—hILT7HO Y b ADDT7AHDU Y RTRILA—Y—RE2FEATIE. Ty a>voReick
BB ehHbET,
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Samba Winbind
BERNYT—ID1 VX h—ILETcl3EEH
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T OREEIC Winbind T—E %A TE3L5I1C93  ROAT Y RT. I VESEIC Winbind ¥—%
VHBIRT AL SICEBRT AHNELNHD X7,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxo U7 ks /etc/init.dich3 e &ZHERELET,

Kerberos o#Em JL—~a1—%'—r LT[letc/krb5.conf ZBE. LUTE2REL£T,
&
AD 1> 73RS UFvICETWT Kerberos #18mML £ 9. ROREIF. B—R XAV, B—T LI +E
TILE[RE LTWETD,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|&. DNS R X% (example.com %4 ¥) T9, REALM i&. AX
Fo Kerberos $8i5i% (EXAMPLE.COM % Y) T79,
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Winbind :2if0#m  RHEL @ authconfig . SUSE o yast2 o & 5 %Y —ILa Ubuntu iIZARW o, FET
Winbind Z#m L 9,

vim [etc/samba/smb.conf J< > R%RE17L T[etc/[samba/smb.conf ZBHL\TH 5. UTERELET:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431

kerberos method = secrets and keytab

winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL K TY, REALM I3AXF D Kerberos EiH& T,

nsswitch o1&/ /etc/nsswitch.conf #B3=. winbind ZXD1TICBML £ :

passwd: compat winbind
group: compat winbind

Windows R X1 ADEIM RXAYIAY,O-5—A7IEXTET. AVE1—F2—% RXAVIZEBMT 3
¥R % £ Active Directory A—4'—7hH o> FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM I3AXE®D Kerberos $BIH& T, user iz a—4—% RXA VBT 3HEREZZF DR XA
\/j-_-'jr_—c\-\—a-o

sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM 05 Xoav > R%RE{TL T. [Winbind NT/Active Directory authentication] =+
7> 3>k [Create home directoryonlogin] # 7> 3 VhEREINTWB AR L £ T

sudo pam-auth-update
<!--NeedCopy-->
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B>k

RIVHBRXA VICBIMEADHEICOH. Winbind 7—EVRBETZHITE T,

RXA Y XYN=>y TOFER  Delivery Controller #ER ¥ 3 C1d. Windows #7ziZ Linux (CBE#HR <. &
~RTO VDA Y>> T Active Directory iCO>Ea—42—F TS ¥ bHRETT,

RDESIC. Sambadnetads AV REEITLT. IVUBPRXIICBMLTWA I 2B LE T

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAYE2—F—FTI 0 MEREBRET ZICI1F. ROOAY VY R ERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos t#/ 02 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z 2R T BICI3.
ROAIY RICE > T Y X7 LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICBEMBF—HEFNATVSEC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBEREBS R — DT EFIEFREAEDLEICF L THERATEISF—D—ENERTR
INnFEd, Kerberos @ kinit v RERTL. ChHDF—%2FALT. YO VERXC>OY FO—5—IIx
LCEBREL F7:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VRBEEHBIIANFTTIEET AHENHBD T, RILEE (§) 1d. YTIICEZBESRIERHSLDIINY Y
25vva (\) TIRT—TIZHELRHD £T, RIEICK>TIE. DNS R X1 & Kerberos SBifiZ 24D
F9, Lieh>T HI9EEZIEZFEALET, COATYRAENT 3. HAOERTINEE A
ROAR Y REFEALT. XV T7HAIV D TGCT Fry b vy ad i 2BBLET:

sudo klist

<!--NeedCopy-->

MROARY RZFEALT. ISV T7AV Y MOFRZRELET:

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE  RDOELSIC. wbinfo vV —ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
LR LEY:
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wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRATVIEAD KX V& T, Kerberos $EIEZ TlddHh D £t A, bash > TILDBE. NV IRy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDET, COATVRICKD,
BINFEIIERERITAVvE—UHRINET,

Winbind PAM E2 a2 —/LAELKBRINTVWB 2B T 3ICIE. URIICERLEZ AR VWRXr>ya—H
—7ho> bEFERLTLINnUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

A

SSH OY Y RFZIELKETTBICIE. SSH OB TEICHEL TWB e ZzBRBLE T,

ROATYRT. id-u I Y RICE>TRINT UID I35 T 3 Kerberos BigiEHRF v v a7 71 ILAMER S
Nl xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI L 2BEL F
ER

klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome OV —I)LFHIEKDE OV —ILICEEOI A > T3E. AFOTAMERITTEET,. RXTVSMD
BB, TFIE6: Linux VDADA >R =)L) ICEHFET,
[
A—HY—BFICHEILTH. RXAVTATIYNTATA Y LI EICTRI MY THZRRTEIRWVWES.
SUEBEHLTERITLED,

Quest Authentication Service

FXA>aY bO—5—T0 Quest D#ER KDEMEIE. Quest Y 7 k7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWE L., BEEHENMISIN. Active Directorylcd>yEa
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—R8—F TV M EETEZ L ERIIRELTVETD,

LinuxXVDAX > VICR XA > aA—H—HOJF>TEBL51C95  Linux VDAY > THDX v 3 &L
TRIBEDNHIEZRAA D I—HF—IIXH LT, ROBEZITVET,

1. [Active Directory 2 —#%—r aA>vbEa—%—] BEI>Y—I)T. BHOI—H¥—-F7AHT> +D Active

Directory 2—#—07ONTr ZHI£J,

2. [Unix 7hH9>KR] 272 8RLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VGIDHES] . KEOR XA >A—H—JIL—TDJIL—TIDIZRELFT,

P

COFIEF. FX1r>a—H#—hA0>Y—)L. RDP. SSH. FiZzofto!) E— MUETO NI ZFERL
TAOJFVTEBLIICRET 3HEBELTT,

Linux VDA T? Quest DiExg

SELinux ;KUY —ERADEBE T 74/LbD RHELEETIX. SELinux AR£ICERINTVWES, COER
IC&D. Quest MEATZ Unix RAXAA>VYT Y EDIPCOXAZZILIZFH L. RXA>A—H—0OJF > %
EX R

COMBEREEYT 3 - DEMN LA EIG. SELinux OEMHK T, JL— k21— —2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=d1isabled
COTFICIFT VOBEHHNVETY

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinux R > —DBERAZEMICLIZRICBEEMICTS . IL—k
A—H—PEOMOO—HILI—H—TH>TH. BRICAVITIRINTLESHEMELNDBD T,

VAS 5 —E> DR RDLSIC Kerberos 77w COBEEHEBMICL T, TIMT3HRENH D 9, B (4
T7SAA5FY) I$EMICTIHVENHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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COORYRICK D, EHFERED 9B (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7+l ~OBEHAM
TH3 10KBEIDD 1REECEDET, Fry COBMBMNPESICEVWS XTLTIE. KDNEWMEZZON
5X—Q—LC%EL§3—0

PAM & NSS ik  HDX %, su. ssh. RDP R DZDMOY—EXEZN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&il Quest vastool <> REMERA L T, Linux ¥ >% Active Directory K X >
ICBmMEE£7:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR A > I —H—TT,
domain-name |3, K X-r>®DNS& (example.com %¥) TT,

R X 2ICiBINE. Linux v >z2BiEgsL £,

RXA YA N=2y TOR  Delivery Controller #ER Y 3iC1d. Windows F7-iZ Linux (CBEHR <. &
~RTo VDA ¥ > T Active Directory ICO>YEa—2—FT2 10 FHBETY, Questic&-TEMINT
Linux Y VB R XA VICEET B CEZ2RRBTBICIE. ROIY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVIZBMLTWVWBRBEIE. RXAVEDRINET, IOV RXAC VIZEBIILTLWAWSE, T
DIZ—HRRINEFT:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—BEE DR  PAM 2R L7 Quest ® R X > 21— —OBEENAREDE S D2 BT B ICiE. ARTICHE
BALECEDHBVWRXA Y IA—HF—THU Y bFEALTLInuX VDA IO A > L& T,

ssh localhost -1 domain\username

id -u
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<!--NeedCopy-->
ROARYVET, id-u a9 RiICk>TRE N UID ICx53 % Kerberos BigIEHRT v v a7 71 ILHMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDATY BT, Kerberos BRRIGHRE v v aDF 4y bHAET. HRINTIIAVWC E ZHBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

MROARXV T, Ly2aryze®TLET,

exit
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: LinuxVDADA YA b—)L) IEHAZF T,

Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. RO LS I
Centrify @ adjoin <> REMHEAL T, Linux ¥ > % Active Directory R X1 VIZEBML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X —4&—|F&. J>E a1—4%—% Active Directory K X1 > IZIBINT 31ER % HOEE D Active
Directory K X« > 1—4%—T9, domain-name /X5 X—%—|d, Linux Y>> %2BMT 3 R X1 VDERIT
ER

RXAYXYN=>y FOFER  Delivery Controller #ER ¥ 3 iCld. Windows F7-1% Linux ICBE#HR <. ¢
~RT?D VDA T > T Active Directory ICI>Ea—42—FT2 0 FHRBETT, Centrify ic&khEMINiz
Linux Y U H R XA VICERET B 2B 3ICIF. ROIY Y FEERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain E1E3%1T5H % Z ¢ . CentrifyDC mode T connected #Rch3Z v #HBLET,
CentrifyDC mode #* starting @ £ £ L WE&IE. Centrify 517> MY —N—C OEGORE. F1:
IBEEOBBHREL TWVWES,

ReFRATIE. LDEENLES T LBRESHBERZINETIET,
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adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F4 Active Directory 5L U Kerberos f —ER e &= T A M LE T,

adinfo --test
<!--NeedCopy-->

RXAUBMOMER%E. TFIEG6: LinuxVDADA YA k—)L) ICEAF T,

SSSD

Kerberos Ot Kerberos #1 > X b—ILE3ICIE. KOOV RERITLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos 489 3 clE. [etc/krb5.conf #)L— L THIE. NSA—F—%2BELFET,
pE
AD1>T73 25 UFvICEDWT Kerberos ##M L £9, RDREIF. B—R X1V, B—T L X+E
FILEFTRELTWET,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns-name = REALM

ZZTcdomain-dns—-name/N3 X—4—ld. DNS KX >%& (example.com %¥) T9. REALM I3, AXF
® Kerberos 4gi%% (EXAMPLE.COM % Y) T,
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RX1>ic8md3 SSSD %##m L T. Active Directory % ID 7O+ 4 —H K U'RHED Kerberos & L THE
BLEY, 7c72L. SSSD Tid. RX1>BME S AT LD keytab 7 71 ILOERICEETZAD DU S 7> Mg
BENREINTULERA. K0 DIC adcli. realmd. %7:/3 Samba #FHTI 7,

A
Dt a>TiE adcli &0 Samba ICBIT 3IEHROATIRMELET,

« adcli ZEAL TR XM VICBIMY 358 1E. ROFIEZRTLET:

1. adclizr> X b=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXTVICBMIEET,
REFALTHVWS T L keytab 77 1 ILZHIBRL. XL VICBMIE E T,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user g, RXIVICYY UEBINT 2RI H 3 R X1 >1——T9, hosthame-fqdn (3. TLE R
XA VEBRRDIS VDRI SZTY,

-H # 7> a>ig. adcli . Linux VDA TH#E% host/hostname-fqdn@REALM ¥ W3S #R T SPN %
Y HTDDICHBETT,

3. RXAAUAIYN=2y TR LET,

Ubuntu 22.04 & Ubuntu 20.04 ¥> > 0H&E. adcli testjoindv Y RERTLT. o>
BRAASIZBIMLTVWEDESHZTAMLET,

« Samba AL TR XA VICBNT 315813 ROFIEZERTLEY:

1. Ry7r—% 12X +=ILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba z#ERL 9,
[etc/samba/smb.conf #B=. KZREL X,
[global]
workgroup =WORKGROUP

security = ADS
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realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP (3. REALM ORZ#HID 7 + —JL KT, REALM I3AXF D Kerberos $BIH&Z T,
3. Samba TRX1I VIZBMIEET,

RXA>YOAY bO—F—HT7IERAEET, AV Ea—42—% R X1 VIZBINY 31#ER%EFD Windows 75
DY DB ETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

Z ZT. REALM IZAXFE®D Kerberos $BiHZ T, user i3> a—4—% KX VBT 31ER=ZEFD
KXo >a—4-TT,

SSSD Dty b7y S WMEBEHENYT—IDA VA M—ILFITER:
WMER SSSD B LUBREN YT =AUV A M=ILTNTVWARWESE, 1> XM—=ILLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT—=HBEICA VA =T TWVWBIHA. BT czb8OLFET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

pE

Ubuntu @ > X b=l 7Ot XE. T 7 4JL T nsswitch.conf 5V PAM O 1> ES a—I)LE=BF
BICHERL £9,

SSSD D##Er SSSD T —E V% RRET BHiIC. SSSD BROLTENMKRETY, SSSD O—EBD/N— 3 > Tl
Jetc[sssd/sssd.conf BT 71 ILIET T #IL LTI VA =LV, FEITERTIHENHD £,
root £ LT [etc/sssd/sssd.conf #{E g 2h VT, RERELET:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name

[domain/domain-dns-name]
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id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
i

dap_id_mapping i% true IZRE TN 3 7=, SSSD BEH Windows SID % Unix UID IcxwE>Y I L&
¥o mELAWEE,. Active Directory 1' POSIXERZIRIETI 2L SICTIMNELNHD F9, PAM -
2 (ctxhdx) (&, ad_gpo_map_remote_interactive ICBMINE T,

Z 2T domain-dns-name /¥5 X —4% —(&. DNS R X >%& (example.com % ¥) T9, REALM IZ.
AXFD Kerberos 48i5& (EXAMPLE.COM % ¥) T9, NetBIOS KX+ > B%EHEBRT 2D DEHRIEH D
Ft Ao

BHBEICDOWVWTEEL I, sssd.conf B&U'sssd-adicBAT 3 man R—S#BBLTLLREIL,

SSSD F—E>X T BT 7 M ILICFREEGIGNDERDAHNRESN TV ILENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DiLE ROIATY REER{TLT. SSSD F—EVZEH L. IV ORERFICHLT—EVEEEHT
EBL5ICLET,
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sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 5 X< > R%ERTLT. [SSS authentication] + 7> 3> [Create home directory on
login] # 7> a3 ABIRTNTWB e 2 BBLE !

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryildyEa—4—F7J o bHARETY,

cadcli ZERAL TR U XAYN—2y THEHERT 3184813, sudo adcli info domain-dns-
namedv Y RERFTL TR XA UEHRERTLET,

« Samba ZEAL TRXA U AYN—2y =R T BHE1E. sudo net ads testjoindawyk
ERTLTIIDIUNRXIVIZBMLTVWS e 2B L. sudo net ads infoavx>R%EERFLT
BMORXA>ELVPAVE1—E—F TV MEBRERRLE T,

Kerberos #/ 02 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z L 2R T BICI3.
ROAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERARF—DEFEFATWVSC
CEHERLET:

sudo klist -ke
<!--NeedCopy-->

COOAXYRIZED, TUVINILBEBERAM— DT EIEFREASHEICTH L TERTESF—D—E8IERR
ThEd, Kerberos Dkinitdv Y RERITFL. ThBDF—%2FEALT. IVVERXIYAY FO—5—IC
LU CERAEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVEBLERBIIANFETIEETZHELNHD ET, RIS () IF. PTIICLBBSHMIZH < OICNYY
Z25wa () TIRT—TTR3HENRHD 7, BBEICL > T, DNS KX >&h Kerberos $BiZ & £4 b
£9, Leho T, H9EEREFERLET, COOAXYRDRINTR . BAOERTRINEEA.
ROOATY REFEALT. IOV T7HOY D TGCT ¥ vy oadni-l e eMBLET:

sudo klist
<!--NeedCopy-->
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I—H - SSSD . T—EVTHEERAZT AT ZAT VRS IV Y—IILzZRRHLEEA. PAME
HTOHTT TETET,

SSSD PAM £2 a—LAELKBHEINTVB L ZRBY B ICIE. URNICERALIEI ARV A > 21—H—
THhoY rEELTLiInuXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—4—o klist 7> RTRENS Kerberos 74w FHAELL . BRYNTIZAWVWI E ZREBLET,
JL—hr1—H—¢ LT, 8RO id-u ATV RTRINEUIDICHRTEFTry b vwSad 7T ILBMER SN
CeEERLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBIMORE
Ri&. TFIE6: Linux VDA DA >R k=)L) ICEHE T,

PBIS

MNERPBIS Nvir—>rA T O0—RTA

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X h— LRI )T b &ZFEITAIREICT 2
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—LRV ) T hEETEA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R X1 YADEM RXA>YAYbO-5—A7IEXTET, AYE1—F2—% RXTVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user (3. J>¥Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name &, RX->® DNSE& (example.com #¥) TY,

#: Bash#F7x)LbD> )l LTHRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash v > REZRITLE T,

RX1 Y XN=2y 7ORER  Delivery Controller #R 3 3 I1C1E&. R TH VDA T > (Windows & Linux
VDA) TActive Directoryicd>Ea—42—3*7J ¥ FHBETT, PBISIC& > TEMINT Linux ¥
SUBNRXAVICEET B 2BRT BRI ROOATY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVIZBMLTWSIZEE. COIRYRFIFREDAD X1 OU offREERLEFT. SMLTLA
WEEIE. RRAMEBRIDPREINET,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNICfE
BLECEHBWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIX Y RICE>TRINT UID ICx3i5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAYYRT. By araE&TLET,

exit
<!--NeedCopy-->

FXA>BMOMERE. TFIEG6: Linux VDADA > b—)L1 IEHFT,

FlE4: .NETD1> X =)L

LinuxVDAZ 1> X k=JL$ 381, LINUXTe AU E2a =3 VICESWTNET 21X b=JLLET:

e RHEL7.9 5&tfAmazon Linux2 #<. Y R—FINTWVWBTARTOD LiInuUXFr XA bJUE2—> 3>
IZ.NET Runtime 80%1>X b—JLLE T,
o« RHEL 7.9 & 0f Amazon Linux 2 ®B&lE. .NET Runtime 6.0 01 > X b—=ILZ&GITLE T,
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Linux 74 R E 2= a3 VICREBRNET N=J 3 VA EFNTVWBRBEIE. BAAHD T —RHS51VR
F=ILLET, ENUIDBEIE Microsoft N\wsr—2 74 —RBASNET AV XAM—ILLET, 3L < IE
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managersz 8B L T =&
(AN

NET @1 > X b—JL#%. whichdotnet O<Y > REEITLTSVETLNREHRELET,

ARV REAICESOWT. NETSUEALDNAFUNRIERELEF T, e ziE. AT > RiEHH/aa/bb/dotnet
DFE. /aa/bb Z NET N1+ UNXELTEALE Y,

FIES5: Linux VDA Xy r—> 4o >0O—R

1. Citrix Virtual Apps and Desktops &~ >O0—RR—JIZTF IR L £ T,
2. @ N— 3 > Citrix Virtual Apps and Desktops # @B L £ 9,

3. Components # &L T Linux VDA Z B2+ £9, ffl:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDA®D ) >o%21) w2 LT, LinuxVDADA I >O—RI7AILICT IR LET,

Downloads Expand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentQS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. EAFOD Linux T XU Ea—>avicidis L Linux VDA Xy r—# 4o >O0—RLET,
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6. LINUXVDA Ny —2C OBEU RIS 57-DICFERATES GPC 2*¥—24v>O0—-RLET, fi:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentQS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)

May 30, 202§
LECYREDE B () Download File

Checksums
SHA-256 -a440f3c920385£23944108316040 ~ orte0a

Linux VDA Ny 7 =2 0BEMERR T 5I1CI1F. ROOAT Y FZ2ETL TARF¥—% DEB 7F—42 X=X~
VR=bL. Ny T—C0BEMEEELET:

sudo apt-get install dpkg-sig

gpg -—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

FIE6: LinuxVDA D> X +—JL
FIg6a: LinuxVDAD1>X =)L

RO &SI, Debian Package Manager ZEA L T LINUXVDAY 7 bz 7Z2 1Y A R—ILLET:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

pE
GCP £ Ubuntu 20.04 0184 . RDNS #EMIC L £ 9, ChE175ICI. Jetc/krb5.conf o [libdefaults]

i rdns =false f72EBML £ 9,

Ubuntu 22.04 @ Debian &7zEF—&:
openjdk-11-jdk >= 11

imagemagick >= 8:6.9.11
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libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36

ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.37
gtk3-nocsd >= 3

bash >= 5.1

findutils >= 4.8.0

sed >= 4.8

cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~
libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 o Debian #&zREH#—%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2

ufw >= 0.36
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ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacke® >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~
libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

i

CON—=23>® LiINnux VDA THR—FINTWVS Linux 7 AU Ea—>3 > Xorg D/N—2 3 VI
DWTIE TP ZXTLEH) 28RLTIETL,

FIE 6b: LinuxVDAD 7y 75 L—K (7> 3y)

Linux VDA iZ. BRFiIN—23>h 507y TJL—REHR—MLTWET, L Xid. Linux VDA % 2308 15
23111 LT 1912 LTSR 55 2203 LTSRIC7 vy FIL—RTEF T,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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pE

BEDOA YA M—ILETYyFIL—RTEL., [ete/xdlICHIBRT 7LD EESINET, 7Ty ST L—
RERTITBHEIC. BT T7IINZNYI Ty FLTLESI L,

FIET: NVIDIAGRID RS N—=D1>X =)L

HDX 3D Pro Zz&#Ic g3 ICid. NAN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BELRBDEY,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS14/N=) 24> X b—)LLTHERT
BIClE. ROAA FZBRL T T L

« XenServer
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHER T BICIF. RO—MEHNAFIEZERITLEY !

1. FAEVM B vy b ENTVWB L EZRBLE T,

2. NMN=NAHF—=02> bO—ILNRILT, GPUZ VM IZEIDHETET,
3. R UEEBLET,

4. FZAEVM RSAN—ZVMIZA VXA b—=ILLET,

F)E 8: Linux VDA DO#55K
pa o
SR LIREEZEEY Ty BHIIC. en_USUTF-8 O — LA VA M=ILENTVWB e zHERBLE
T, 0SIcC O —ILhiiWwiEElL. sudo locale-gen en_US.UTF-8 v > R%&ERITL £9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4REL TH 5. sudo
locale-gen IY > RERTLET,

Nir—on4 > b—JL. ctxsetup.sh X&) 7 +%ERfFL T, Linux VDA 2RI 2HRELRH D £T, ZDR
UM BEETSHIICIRIEZHAL. TIRTOREIVAR—RV MLV IF—ILINTWVWE ZEHERIN
g9, BEICBLT. WOTHIDRIV TS+ eBEITLTREEEETIEHT,

CORZVTF . FHTERICEAZLAD S, LFFFICHERLICAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2HRLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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HEICEEY 518K

RDESICLT, BRICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEIE AR et 134

TR —ILZBEKT 37D, RIEEHEZFEALT. ty by TRIVTFTREERZ AT T2 a>ZHBET
FET, BEBEHEDNIRTEESNTVLBI L. RIUTMIL>TA—HF—IBEROANZERD B X v E—IHK
TENB D BLBD AV - IILBZR V)T METEEY,

HR—-FINBBREBEZHICIIRDELSBHLOHHD £ :

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’
SROVERAAVICBIMITESZDESD. TIAIIMERF N TT, RXAVEMEAS T FDHEIF
n ICRELEY,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ -Linux VDA iZi%. Delivery

Controller i3t L TEREE T % 7= 1C Kerberos MR ENPBETY, Kerberos #Bld. ¥ XAFLICT VX
=L E L UVEBREAD Active Directory #ig Y —ILh 5IBEL £ 9,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA iZi&. Delivery Controller »&RIZ BT
% Delivery Controller . &8 R X1 >F (FQDN) OXR—IARTD D—BNBRETT, 1 D flk
EBORLBHI R X1 R F£713 CNAME 2 EE T3 HELRHD £3,

+ CTX_XDL_VDI_MODE=" y|n’' -EAFX Y by JEIEETIL (VD) £LEFKRIALINBZHETRI by
TREETINOEE[ L LTRY V28R T 202 RELEY. HDX3D Pro RIRDHEIZ. EZ Y ICHR
ELET,

+ CTX_XDL_HDX_3D_PRO=" y|n’ -Linux VDA Ti&. HDX3D Pro A" R—h I F ¥, Thid. #H
RIS T4y IF7TVr—>a>oRBEEREICT Z2HO—&ED GPU 7/+E5L—>3>F7o/0JT
¥, HDX3D Pro #3#IRL &, VDA VDI FRObw T (> Pty ay) E—RABICERINE
9 (o%bD. CTX_XDL_VDI_MODE= ‘y rHbDZxd),

« CTX_XDL_START_SERVICE= ‘y|n’ -#MO5THIC Linux VDA 4 —E XM BRI NB L5129 5H
ESHEIBELEY,

+ CTX_XDL_REGISTER_SERVICE = ‘y|n’ -Linux Virtual Desktop #f—t X%, <> OEE%ICFHE
L&,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -LinuxVDA #—E X Tl&. *v hT7—UZEEHH
ATFLDT7ATI+—ILOBBZHATINTVWIHENHD £9, Linux Virtual Desktop AIZ. X7 L
DIF7ATIA—INORERR—b (FT7AIETIFR— 80 BLUR— 1494) ZzE8HTHRKRTE XY,
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RD &

CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘- +
w3V TERAT3 GNOME. GNOME 25> w&. KDE. MATE. F7:ix Xfce 7 X kv TIBIE#IEEL
9, ‘<none> |ICRET L. VDATHEHINTWVWBT IA4IL DT RY by IHMEREINE T,

AV RERTFTLED, SDXTLMLAZFEBLEDLT. TRV TRIBZYIDEBZZCHTEET,
FHLIE 7RI by YD EBEZ AT VR LV TOXTFTLRLT1 ZBBLTLETL,

CTX_XDL_DOTNET_RUNTIME_PATH= <.net >> 21 LDA VXA —ILXRX > -FiLwJO—A—T
—YIYhY—EX (ctxvda) ZHR—FTB3HDDNETZA VI =T B/NRe TTFILEDINRIF
‘lusr/bin’ T3,

CTX_XDL_VDA_PORT=port-number - Linux VDA (. TCP/IP R— +#f T Delivery Controller ¢
BELXT,
CTX_XDL_SITE_NAME =<dns-name> - Linux VDA i&. DNS ##&AB L T LDAP —N\—%#&H L £7,

DNS oFERZO—HILT A MMIEIRYT 3ICIF DNS U1 FEZIEBELEFT. FERHBEIE. ‘<none>
ICRELET,

CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA (. DNS #BB= L T LDAP 4+—/\—%
BELET, DNSHLDAP H—E XL J— FZEHETITHWEEIE. LDAP @ FQDN & & U LDAP R— k
DAR—ARTD D—EBHEIEETIT£9, Fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268). Active Directory 7+ L X F Tk D FiER%A LDAP YT ZEMICT BIC
3. FXr>arbO—>—7T [FO—-NLh20d] z8uMic L. EEY 3 LDAP R— ~ES T 3268 %15
ELXT, COTHI. 7T ETIF ‘<none> ‘ICREINTVETD,

CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA i&. Active Directory R X1 >®DJL— k
(f5]: DC=mycompany,DC=com) ICHRETNI-BER—XZFEFBLTLDAP ZB=L %79, BEDO/NT +
— Y VRERETIEDIC. RER—IAZIEETT XY (fH: OU=VDI,DC=mycompany,DC=com), FE
RIEEIE. ‘<none> IIFREL XY,

CTX_XDL_SUPPORT_DDC_AS_CNAME=" y|n’ -Linux VDA Ti&. DNSCNAME L O—RrR%EfERAL
T. Delivery Controller 8%1EE T2 N TITFT,

SICLT. RIREHZREL. BRI U T Z2RITLET !

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome |gnome-classic|kde|mate]|xfce|'<
none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
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export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7> a3 %aEELTRITL. FERT3H LV TILICBREOREEHZELFT, RMNDITL
LT #!/bin/bash 23R L. fIRD ATV RHBARBZSIIRIV TN T 7L ERRTZ 2 EHOHLET,

Flold. RDOESICLT. 1 DOOAX Y RTIRTDNSTX—F—%IEETBIENTEET:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \

CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \

CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n"' \

CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome | gnome-classic|kde|mate|xfce]|'<none>'
\

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \

CTX_XDL_VDA_PORT="'<port-number>" \

CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \

CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>' \

CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \

CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \

Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

BREEDHIR

SFUAICE>TIEL LINUXVDA Ry —S% 7214 VA —=ILLAWT. ctxsetup.sh X7 U F Mk >TiThH
NICBREEZHIRTZ B BEERZBENHD £,

FHATTBRUC. ROOAYY REFALTIDRI VT FOANILT=RERBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREBEZHIFRY BICid:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

5E:

CODRIVTIZED, IRTOBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
ER
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WOy
ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, OV —ILICIS—HMHRFIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDA —EXZBEFH L. EEZRMIEET,

LinuxVDAY 7 bz 7071V ~=)L
LINuxVDADA VX h—ILETNTWVWBIDNESHZHERELIED, 1V A F—ILTNTVENYT—JDON—J 3>k
TYBICIE ROOAT Y RZERTLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROOAR VP ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kD7 T YA YA M=)LIZIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

P
LInuxVDAY 7 bz 7% 71V RM—ILT 2 . BEMIFT S5SNI PostgreSQL 8 & U Z DD T —

AHHBRINET, 772l LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
CHELVEFOMDKET BD/IN VT —JIFHIBRINEE A

B> b

DT> a>Tld. PostgreSQL Y. &ET 2 /Ny 7 —C OHIBRAEICDOWVWTIZEBAL TULEE A,

FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEROMEE L
9, L& TXDPing) #8BLTLEIWL,

F|ig 10: Linux VDA ©0=x17

ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ERS

Linux VDA 0ic&h:
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Linux VDAH—EZXZEET 2 ICId. ROOATY RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDAH#—EZXEELETBICIE. KOOV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

A
ctxvda & £ U ctxhdx #f—E 2 %#{E L3 350, systemctl stop ctxmonitord O< > K& RTL TER
T—EXT—EVZELELET,. ChZzRTLAVGE BRT—EXT—EVREELLAET-—ERZBES
LEY,
Linux VDA nEi2sh:
Linux VDA H—EXzBEgd 3ICId. ROOATY FZETLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T DICIF. ROIATYV RERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: > >h207 DER

Y >ha0J%ER L. Linux VDA > > %ZEBINY 3 FIEIE. 1RO Windows VDA TOFAELMTVETS, C
DERVZFRTITBFEDHAICOVWTH LR, TRV AHEZOJDERI LU TR 2h2O0JDEE] 28R
LTLES L,

RDESIC Linux VDA XL > 2B Y AZOT DIERICIEV L DD 0#l4Ih % 5 7. Windows VDA <2
YOI AZOATDERFIEE BB 2520 HD £
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILOEE. Ity a> 0SFHFo 32,
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid

[FROLYTOS] #7232 %BIRTBL. IV Y ICICE—1—H—DREETILABERMNISERINE
ED

B>k

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TIUNU—=TIL—TDIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
23111 ZBBLTLIET W,

Debian A® Linux VDA OF#+1 > X +—JL

May 30, 2024
HE:

WRA VA L—ILDBEIF BRI M-I ZERALTEZA YA S—LZT53 28O LEY, HE
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A YA LIV HNZEHNT BRI TELS, FRFBICEBHINTLBFEI VI L—ILEDDBTIS—%
BT EHTEXRT,

FIEL: BE7 77 ILBRE KLV Linux I > D#EE
FlE la: TR FRDORE
IOVDRRAMEHRERICELLIREIND L SICTBICIE. [etc/hosthame 77 1 ILEZEELTIYS VDRI b

ZDHETRLET,

hostname

Flg1b: RXEEADIL—TNY I T RLZADEDET
YYD DNS FXA VBB EX1 > (FQDN) MELKHMETNZ e EMABLET. ZORHICIE.
|etc/hosts 7 7 1 ILDORDITORIMD 2 DD I FQDN & RX CBHEFNBLSICHRELET:
127.0.0.1 hostname-fqdn hostname localhost
1
127.0.0.1 vda0l.example.com vda0l localhost
T7AILROMDOITY LUHS, hostname-fgdnEfizhostnamellid 3 ZDtDBBEEIBRL £ 7,
P
Linux VDA I3337E. NetBIOS BDHIDHETEHR—FLTWER A, FX MR 15 XFURTHZIHEHLH
bFd,
[ N

a~z. A~Z, 0~9. BLUNATY (1) DXFOAERALTLETV, 74 =7 (). AR—R. &
VZOMDEBEIFFERALBEVWTLIEIV, RRAMREHFTRIBLED. N1 T7VTETLED LBWVWTL T
TV, ZdJL—JLid. Delivery Controller o7 R X bZICHBRINE T,

FIE 1c: KX FRBOHEDR

ROVEBREHLT. RAMEHELKRESNTWVWE Iz LET:

hostname
<!--NeedCopy-->

COOARVRICE>T. EDOYIVDRELEHM R X1 >& (FQDN) TIREABL. ZORIMEDAHADRINET,

RDOAYY R T, B2BHIR XA VEADPELLRETNTWR e #HBLET:
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hostname -f
<!--NeedCopy-->

COAXVRICED. ZOXIVDTEBHI R X1 VZRINET,

FIE 1d: <)LFF v X+ DNS Ok

T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTHZ7:0. [BROGERICFEEDVRET B5ED
HOET,

MDNS % &E#IC T 3iCid. [etc/nsswitch.conf Z4REEL T, UTOITEEELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FlE le: BRifFRE T —EXBERREM DR
ROOARYY R T, BRBH R XA VERMERTEIZ . RXr> Oy O—5—k Delivery Controller n5
ping ICRELNHD e 2B L £ 7!

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBMR XA VEZFRTIHRV, FRIFINS50ISYOVWTILDS ping ICREDNBRVEEIE. FIBZRER
LTHERICEATLEES L,

FIE 1f: BZIFEHAOER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMHEZH#ITTISICIIEETY, RETY
> (VM) £ LTLINnUXVDAZKRX T 2. BN RERICHZBMEDIEET ML HDET, LA >T,
VDE—FDEALT—ERZFEAL THZZHEIF I 2HE8DLET,

chrony o1 > 2 k—JL:

apt-get install chrony
<!--NeedCopy-->
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JL—bka2—%—r LT [etc/chrony/chrony.conf Z{EEL. XD ELSICBUE— L EA LY —N—IZHIET Y
—N—IVhrUZEBMLET:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -diburst

—MRNARIRIBETIE, BEIIO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7=l —N—D5EHZEIZE
HHLEEA. RXA D& Active Directory RX>a> bO—F—ICXBd 2 —N—I> bUEEBMLET,

IW=FNw o IP 7RLZA. localhost, XT U woH—nN—0 *.pool.ntp.org T> bUKRY, —BIZH S F D
DY —N—FRFFT—ILIT> ) ZHBRLET,

EEZFEFELTHSE. ROOAYY RT Chrony F—EV%BiEE L7

sudo systemctl restart chrony
<!--NeedCopy-->

FlE1g: NvT—C D1V =L

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

Flg1h: VRIS U ZBML THRELRKERFEEZI VALY

Debian 11 B &. /etc/apt/sources.list 7 7 1 JLicdeb http://deb.debian.org/debian/
bullseye mainfTZiBML 7,

FIE 1i: FRITBZT—EIN—IDTI YA —ILEIEE
&

« VDI E—rFDAHT SQLite ZEAL. RRFINBZHET RV by FEEETILICIE PostgreSQL Z 6
B3 czbEI®HLET,

o BHEA VX b—)LE MCS @7=8iZ. SQLite & PostgreSQL I&. ZhENEFHTA V> IX+—ILTEC
ERLIBETR N TETET, [ete/xdl/db.conf THEFICIEE L AWED. Linux VDA T 7 +JL +
T PostgreSQL = fEAL £,

o FEI1 VX b= )LDIFEIE. SQLite. PostgreSQL. F£7IdZ0@mAEFEHTA VA b—IL T IHREH
HOET, SQLite & PostgreSQL @A Z 1 > X b—ILF 3HFE. LiInuxVDANY =% 1> b
—JLLTh 5 /ete/xdl/db.conf ZiEET 2. E¥E555FRTRINERETIET,
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ZOt o> a>rTlE. PostgreSQL & SQLite 21 Y X b—ILF23FHEL. LEL%EFERTINERET DHEICD
WTERRAL 7,

PostgreSQL o1 > X b—JL ROAT> R%ZEXRTLT. PostgreSQLZr > X b—JLL&ET:
sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

X2 DR X o ISENEFT PostgreSQL &£819 31213, ZhE2ROIT FZRTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

SQLite #r> X ~—JL¥3 Debian ®BE. XOIATY RF%ER{TLTSQLite #r > X +—JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FRTZT—2R—X%EIBETS SQLite & PostgreSQL omA%Z 1> X =L 3HE. Linux VDA /Xy 7r—
AR ~=)LLThHh S [etc/xdl/db.conf ZiRETZ . 555 FERTEINEIEETTET,

1. Jopt/Citrix/VDA/sbhin/ctxcleanup.sh Z2{TL £ 9, FR1 VXA L—ILDIEE. COFIBEZEZ T,
2. [etc/xdl/db.conf #iE&E L T, FHITZT—ERN—XEBELET,

3. ctxsetup.sh #x=17L £ 9,

pE

[etc/xdl/db.conf %/ L T PostgreSQL @R— FES %R T2 HTEFI,

FIE2: NAIN—NTHF—DEH

HR—EINBNAN—NTH—LETVM £ LT Linux VDA 277 31848, W DHDEENKETT, FHT
BNAN=—NAHF—=DT Sy rTFx—LICEDET. ROBEEZTVWET, RTAXZILN—RJTF7TLinux<>>
ERITTZEE. TEIIBEDHD FHA.
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XenServer (IB#r Citrix Hypervisor) TOEZIEHIDIEE

XenServer OB ZIFIHAKEEN B M RIZE. TR ENOERBWL Linux RIEB< > > T, NTP & XenServer ORED
KELFY, Ctuk. NTP & Citrix Hypervisor OEAD Y X T LDOKEEEELELS LTI EHERETY, ¥R
TLORE b Y —N— DR & OREAMNE DN D DZEHSICIF. & Linux 7 FDO S X7 LOKED NTP L EH
Hy3RENHDET, COFE. R MOKAERZENICTIHENHD £F, HYM E— R TId. EERZHED
bhFErtEA.

XenServer Tools A1 > X b —JL I N #EREAW Linux 1—RILEZEITLTWVWBEE. XenServer DBFZIEHA
BEENEETZIHESHE. LINUXREIYS YR TEMICE>TVWEINE SHEBRTIET:
Su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMBED B RIIC R > TWB oo, BT BIRENDHD £,
o 1-BZIFHBEEDEMICHE > TVET, CNULEDREIINEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIEHESHD £H Ao
BZIB RS EEN B MNIC R 2 TWVWBIBEIE. T71JILIC Tl CEIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COXEFEXELL. BEBBRDLFRITTZICI1E. [etc/sysctl.conf 77 1)L EHEEL T, ROITEEMLET:
xen.independent_wallclock = 1
CNSDEEEHBT 27D, ROLSICL T AT LZEEFHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVRIFLIZRLET,

Microsoft Hyper-V TOBZIERIDIEE

Hyper-V Linux &% —E X1 > X b—JL 3 hiz Linux RE<Y S > Tld. Hyper-V OBSZIEHA#KEEZ FR L TR
AARL—=TFTa VIO RTLDOEEZNBATEE T, Y XTLDORBZEBARETHEIFTTSICIE. NTPH—EX
CEDBICTOEEZBMCLED,

BEARL—T 1 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZzBEE7,
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2. Linux RETS YORET. [MEY—ER] Z#ERLET,
3. [BAZORHE] MBIRThTWB ezl LY,

P
Z DA% VMware & & T XenServer (IB#F Citrix Hypervisor) OB&CIdE2%4D £, VMware & T

XenServer Tid. NTP X DBREZ (T2 -OHICHKR A CORFZIEEEZ EMICL £9, Hyper-V ORFZIREHRIE.
NTP &t HFZL. NTP O ZIEHZ T T2 LA TET X7,

ESX & & U ESXi TORKIRIDIEE

VMware OEZIFEHEEN B RIEE. ThENOERENK Linux RIEBT S > T NTP e N1 /N— /N1 —TRIE
PEELET, Chid. NTP ENAN—NAHF—DOEADS X TLOKEZRBLESETEZIEHREATY, ¥R
TLOEE MO —N\—ORE L OREBANRHDNZDERH<CICIE. & LINUX T DY X T LORBA NTP &R
Hy3HBEBNBDET, COBE. R NORZUFRBHEZENCTIHENRHBD XY,

VMware Tools #- > X b—JL Lo RBEETHERAEM Linux A—ILEZRITLTVWBIEEIE. ROBIEETVWET,

1. vSphere Client #B= %9,

2. Linux RIS > OREFRELET,

3. IREx>>O7ONT«] FATATRYIRT [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] ZZ#ERL 7,

5. [##l] Ry RXT. (KRR R NERIZREE] Fxv IRy IRZFTICLET,

FE 3: Linux VM %= Windows R X-r > IZB10

B TFIE. Linux w3 > % Active Directory (AD) R XA VIZEBINTZAHETY:

Samba Winbind

Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAZEDOFIEICRRWVET,
i
LinuxVDAOO—hILT7HOo Y e ADDT7 AUV R TRILA—Y—REFEATI . Ty arvoiR#ick
MIBehHDET,

Samba Winbind
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MEBRNYT—2DA VA h—)L & -ldE
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->

T OREEIC Winbind T—E %A TE3 L5193 ROIAT Y RT. I VEHEIC Winbind ¥ —%
UHBIAT AL S ICHER T IHREN DD £,

sudo systemctl enable winbind
<!--NeedCopy-->

i

winbindzxo U7 ks /etc/init.dichH3 e =HEELET,

Kerberos Ot JL— k21—t —r L Tletc/krb5.conf #RE. UTERELE T,
i
AD1>T75 RS UFvICEDWT Kerberos ##8R L £9, RDHZREIF. B—R X1V, B—T#LXE
TILEXNRELTWET,

[Tibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

Z Z < domain-dns-name /X5 X—%—(%, DNS kX >%& (example.com %#Y) T3, REALM &, AX
Fo Kerberos 4&i5% (EXAMPLE.COM %:¥Y) T3,
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Winbind ZZiE 04K vim Jetc/samba/smb.conf J< > k#3217 L T/etc/[samba/smb.conf ZEL\TH
5. UTERELET:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM OR#D 7 1 —JLR T3, REALM [IAXZF®D Kerberos EIH& T,

nsswitch 0#Erl [etc/nsswitch.conf ZBE. winbindzXoTICEBMLET:

passwd: files systemd winbind
group: files systemd winbind

Windows R XA >ADSBM RXAYAYMO—F—HT7ILITEET, AVE2—F—% RXTVICEMT S
¥R %D Active Directory 2—#—7HD > b HARETY !

sudo net ads join <Kerberos realm name 1in uppercase> -U <domain user
with permission to add computers to the domain>
<!--NeedCopy-->

sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM #Er XD <> R%ER{TL T. [Winbind NT/Active Directory authentication] =+
7> a>r [Create home directoryonlogin] + 7> 3 hBERINhTWBLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

[ N

RIVHRXA VICBIMEADHBEICOH. Wwinbind 7—EVBETZ2HITE T,
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
RTOVDAT>>TActive DirectorylitayvEa—4—AT7J 0 CHBETY,

RD&LSIZ. Sambad netads TV REEITLT. IVUHRAAVICBMLTVWR e ZRRABLET:
sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAVE2—F—FTI 0 MEREBRET ZICI1F. ROOATX Y RFZEERTLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos M D2  Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z ¥ #HET 3113,
MOAIY RIZE > T Y X7 LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICEM B F—HEFNATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COOARXVRICED, TUVINILBEBERAM— DT EIEFREAESHOEICTH L TERATESF—D—EIERR
TNnZx 9, Kerberos @ kinit v REETL. CNS5DOF—%2FALT. IO VERXr>yOYbO-5—ICx
LCEREL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHELRHD £T, RILEEE §) 3. PTILCKBBEIMIEZHSDICNY Y
25wa () TIRT—TTB3HRERHD F9, BBICK>Tik. DNS KX >&h Kerberos $Bi& & E4b
£9, LIcH>T. H9EEZEFHALET, COOIYYRAEINTI . HAEKRTIIhEzE A
KOOARYRZFEALT. IV 7HO RO TGT Fry b x vy ad iz #HERLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. YOV T7HIY MOFMAERELE T !

sudo net ads status
<!--NeedCopy-->

2A—H—RADHR RDOL SIS, whbinfo vV —ILZFERALT. RXMYA—HF—DRRXAUICH L TRETES C
CEHEBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV IRy
2aXFE ) & B3 12NV IRSy Y aXFEEEELTIRT—FI2RBELHDET, COATVRICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM £E2 a2 — /LA ELKEBRINTWVWR 2B T3, URIICERLAEZ AR VWR XM >ya—H
—7hYo> rEFERLTLiInUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH O Y FZIELLKRITTBICIF. SSH BB TEDICHEL TVWE I ZHEBLET,

ROATYRT. id-u I Y RICE>TRI N UID ICx5T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBERF v v aDF 7y HAEYT. HRIINTIIBRWI C Z2REEL F
KR

klist
<!--NeedCopy-->

MROARXV T, Ly2aryze®TLET,

exit
<!--NeedCopy-->

Gnome OV —ILFHIEFKDE OV —ILICEEOI A > T3E. AKOTAMERITTEET,. RXTVSMD
2B, TFIEG6: LinuxVDADAT YA =)L) ICERAET,

=1
A—H—RECHILTH. RATYTHAYY P TASF Y LEEFICFRY by TERFTEANEE, <
U BRHLTERTLET,

Quest Authentication Service

RX1>ay bO—7—T0 Quest DR KDIR(EIZ. Quest V7 bz 7% Active Directory KXr>3a>
FO—Z—ICAYZXb=JLL. BRLTWB . EBERHENMIS SN, Active Directorylcd>Ea
—A—F TV LR TIZ L ZHIRRCLTVWET,
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Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX £y > a > e
TRIREDBHBIERXA 2 A—F—IIH L T ROBEEITVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>Y - T BHRNOI—H—F7hH7T > oD Active

Directory 2—#'—7ONTr ZHI£J,

2. [Unix 7Hho > ] 27%8RLET,

3. [Unixxdis] Frv IRy IRBEAVICLET,

4, [F751<VU GIDFES] #. REORXA>A—HF—JNL—TFDJIIL—FIDICRELET,

PN

COFIEIF. RXr>a—H—n2a>V—JL. RDP. SSH. F£xidzoto) E— MUIBZ7O NI ZERL

TOJFVTEBRLSICRETDHEDBREAL T,

Linux VDA T? Quest DiExg

SELinux R > —@ERAOEREE 774/t RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXA>Y Ty hDIPCOXAZILICF S L. RXA>YIA—H—0OJF > %
IFE9,

COM@EEREE T B - DEM ARG EIE. SELinux DESHK T, IL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=disabled
COETBEICIITY VOBEHNHNNVETT

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—F—TH>TH. BRICOVITIINTLESEREMENAHD 7,

VAS F—E>DHER RDLSIC Kerberos 77y COBEEFHEBMICL T, TS I3HENH D 9, B5E (4
TSAVA5FY) ISEMICTIHENHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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COORYRICK D, EHFERED 9B (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7+l ~OBEHAM
TH3 10KBEIDD 1REECEDET, Fry COBMBMNPESICEVWS XTLTIE. KDNEWMEZZON
5X—Q—LC%EL§3—0

PAM & NSS ik  HDX %, su. ssh. RDP R DZDMOY—EXEZN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&il Quest vastool <> REMERA L T, Linux ¥ >% Active Directory K X >
ICBmMEE£7:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR A > I —H—TT,
domain-name |3, K X-r>®DNS& (example.com %¥) TT,

R X 2ICiBINE. Linux v >z2BiEgsL £,

RXA YA N=2y TOR  Delivery Controller #ER Y 3iC1d. Windows F7-iZ Linux (CBEHR <. &
~RTo VDA ¥ > T Active Directory ICO>YEa—2—FT2 10 FHBETY, Questic&-TEMINT
Linux Y VB R XA VICEET B CEZ2RRBTBICIE. ROIY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVIZBMLTWVWBRBEIE. RXAVEDRINET, IOV RXAC VIZEBIILTLWAWSE, T
DIZ—HRRINEFT:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—BEE DR  PAM 2R L7 Quest ® R X > 21— —OBEENAREDE S D2 BT B ICiE. ARTICHE
BALECEDHBVWRXA Y IA—HF—THU Y bFEALTLInuX VDA IO A > L& T,

ssh localhost -1 domain\username

id -u

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 213



Linux Virtual Delivery Agent 2402 LTSR

<!--NeedCopy-->
ROARYVET, id-u a9 RiICk>TRE N UID ICx53 % Kerberos BigIEHRT v v a7 71 ILHMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDATY BT, Kerberos BRRIGHRE v v aDF 4y bHAET. HRINTIIAVWC E ZHBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

MROARXV T, Ly2aryze®TLET,

exit
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: LinuxVDADA YA b—)L) IEHAZF T,

Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. RO LS I
Centrify ®adjoinadv > REFEAL T, Linux ¥ > % Active Directory K X1 VIZBIML £7:
su -

adjoin -w -V -u user domain—-name
<!--NeedCopy-->

user /NS X—4Z—|&, > Ea—%2—% Active Directory K X VIZBINY 21ERZHFOMEERD Active Directory
RXA>1—%—T7F, domain-name /S5 X—4—|d. LinUXI>>%BIT S KXV DEEITT,

RXA X YN—=2y 7OEE  Delivery Controller R 5 iCid. Windows F7z1& Linux ICB8EAR <. T
~RT®O VDA ¥ > T Active Directory iICaA>Ea—4—47 20 HRBRETT, Centrify ic&k DB Nz
Linux Y VB R XA VICEET B E 2RI 3ICId. ROIY VY RERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain ENEWTH 3 Z r . CentrifyDC mode T connected #5R3 N3 Zr #HRBL £,
CentrifyDC mode #* starting @ £ L Wi5&IE. Centrify 517> MY —N—C OEGORE. F1:
IR ORI EELTWVET,

ReFEAITZE. SOEENBS T LBRESHIBRZIGTIEY,
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adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F T F74 Active Directory 5K U Kerberos f —ER e DiE#ix T A L LE T,

adinfo --test
<!--NeedCopy-->

FXA>BMOMER%ZE. TFIEG6: Linux VDADA > =)Ll ICEHFT,

SSSD

Kerberos Ot Kerberos #1 > b—JLT3ICIF. KOOI RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #1353 Ci3. [etc/krb5.conf Z)L— & LTRSS, NSX—2—%HBELFT,
pE

AD1>T7S5RRSUFvICETWT Kerberos # 1B L £¢. XDZREIF. B—RXA >V, B—T#LX+E
FILENRELTWETD,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

ZZTcdomain-dns—-name/t3 X—%—ld. DNS K X1 >%& (example.com %¥) TY. REALM I3, AXF
® Kerberos 4gi5% (EXAMPLE.COM % Y) T,
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RX1>ic8md3 SSSD %##m L T. Active Directory % ID 7O+ 4 —H K U'RHED Kerberos & L THE
BLEY, 7c72L. SSSD Tid. RX1>BME S AT LD keytab 7 71 ILOERICEETZAD DU S 7> Mg
BENREINTULERA. K0 DIC adcli. realmd. %7:/3 Samba #FHTI 7,

A
Dt a>TiE adcli &0 Samba ICBIT 3IEHROATIRMELET,

« adcli ZEAL TR XM VICBIMY 358 1E. ROFIEZRTLET:

1. adclizr> X b=ILLET,

sudo apt-get install adcli
<!--NeedCopy—-->

2. adcli TRXTVICBMIEET,
REFALTHVWS T L keytab 77 1 ILZHIBRL. XL VICBMIE E T,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user g, RXIVICYY UEBINT 2RI H 3 R X1 >1——T9, hosthame-fqdn (3. TLE R
XA VEBRRDIS VDRI SZTY,

-H # 7> a>ig. adcli . Linux VDA TH#E% host/hostname-fqdn@REALM ¥ W3S #R T SPN %
ERTIDICHBETT,

3. YRF LD Keytab #HER L £,

sudo klist -ketaw>yRuRTLT. >XFLD keytab 7 71 LHMERINTVWE e #BRL &
ED

BEX—DIALREZYTH IR XA VICBMUERZE—RT 2D REL £9.
« Samba AL TR XA VICBNT 315813 ROFIEZERTLET:

L Nyr—2% 12 X b=LLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba Z#EE L £7,
[etc/samba/smb.conf #B=. KEZREL XY,
[global]

workgroup =WORKGROUP
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security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 1%, REALM OBRHIND T 1« —IL R TY, REALM IZAXF D Kerberos $BIH&Z Td,
3. Samba TRATCVIZBMEEET,

RXA>AY FA—S—HF7IEITRET. AV a—2—% R X1 VBN 31ER%=1F> Windows 74
Ty EDPMETT,
sudo net ads join <the Kerberos realm name in uppercase> -U <

domain user with permission to add computers to the domain>
<!--NeedCopy—-->

SSSD oty b7 v BMEBNYT—IDA VR =)L ETIIERH:
B SSSD BLUBENY T —I DA VA =L TUWRWEE, 1Y =ILLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=DHBEICA VA =IILTNTWVWBHA. BT cz68HLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

SSSD m#8r SSSD ¥ —E>ZiEFH$ BH1IC. SSSD BHOEEHNMUNETY, SSSD 0—FD/N— 3 > Tld.
Jetc/sssd/sssd.conf B 7 7 1 ILIET 7 4L b TIEA VA R=ILEINBEWVED. FEITERTIHDELHD 7,
root £ L T Jetc/sssd/sssd.conf #1ER T2 H VT, RERELFT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
i

dap_id_mapping i% true IZRE TN 3=, SSSD BEH Windows SID % Unix UID IcxwE>Y I L&
T RELBWEBE. Active Directoryh POSIX#hR%=IRETEF 2L 5ICTZHENDH D £, PAM
H—EX (ctxhdx) & ad_gpo_map_remote_interactive [CEBMINE T,

Z Z ¢ domain-dns-name /X5 X—%—|d. DNS R X1 >%& (example.com 72 ¥) TY, REALM . X
XZF0D Kerberos 48i5%& (EXAMPLE.COM 7:¥) TY, NetBIOS R XA > EZ%ZHERT B HDEHRIZHD &
Hho

BHRBEICDOWVWTEEL < I, sssd.conf B&U'sssd-adicBAdT 3 man R—CE#BBLTLREIL,

SSSD F—EX T BT 7 1 ILICFREEGIGNDERDAHNRESN TV IHENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—EVDiLE ROIATY REETLT. SSSD F—EVZEH L. I VORERICHLT—EVEEESHT
EB&L5ICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM #5 XRoI< > R%ERITLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 MBIRENTWBESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller zER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryildyEa—4—47J o bHARETT,

cadcli ZERALTRAAM U XAYN—2y THEHERBT 318413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIEHRERRTLET,

« Samba ZEAL TRXAM U XIYN=2y TERERT 3/ E1E. sudo net ads testjoindavwyk
ERITLTII VD RXAIUICBMLTVWS e 2B L. sudo net ads infodvYRERTLT
BMORAA>BLPAYE2—F—FTO I MERERRLEF T,

Kerberos M D2 Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z e 2R T 3113,
MOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEFEFATVSBC
CEHERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBER1I—rDOIEIEFREAFEDOFICH L THERATESZF—D—EHERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VBEEHBIIAXFTIEETISELRHBD £T, RILEEE §) 3. PTILUCKBBEIMIEHSDICNY Y
25va () TIRT—TTB3HRENRHD 9, BBICL>Tid. DNS KX >&h Kerberos $Bi& & E4 b
¥9, LchoT. HdEEREFERALET, COOAYYRDPEINTI . BAOEERTRIINEzEA.
KOOARYRZFEALT, IV 7HO RO TGT A vy oadnfi-lezmBLET:

sudo klist
<!--NeedCopy-->

I—H - SSSD . T—EVTEEREAZT AT ZAT VRS IV Y—ILzZRRHLEEA. PAME
HTOHTET TETET,

SSSD PAM €2 a—LHAELKBHEINTVB L ZRBY BICiE. URNCERALIEI ARV IR Ar > 21—H—
THhoYrEEEALTLINnUXVDAICOIA Y LET,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—%—o klist v > RTIRENS Kerberos ¥4 EHELL. BRINTIRBVWC EEZRELE T,
JL—hrI—H—¢ LT, 80RO id-u AYY RTRINEUIDICHBTEFTry bxvwSaTd 7T ILBMER SN
CCEERLEY:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJ A>3, AFEOTA M ERITTIET, RX1VBMORE
R, TFIE6: Linux VDADA YA F—)L) ICEHET,

PBIS

REZPBIS Nwr—CAD > O—RT A

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1 > X b= JLR U ) T~ & EITAIREICT A
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—ILRV ) T ZRTEA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

Windows K X1 >ADBM RKXA>OAYbO—-F—HF7IEXTAET, IVE1—F2—% RXTVIZEBNT 3
¥R %D Active Directory 2—#'—7HY > FHRETT !

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (&, J>Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name (. RX-1>® DNS & (example.com %¥) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash <Y > RZRITLE T,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—2—47J 0 bHBETY, PBISICk>TEMI N Linux <
SUNRXAVICHEET B L ERBIBICIE. ROOATY YV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOVHRAXAVIZBIMLTWAEE. COOXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLWA
WEEIF. R RBRITHPREINE T,

I—H R0 PAM ZFER L7 PBIS O R XA > 1 —H—OFBEENETRENE S HZFER T B ICId. LUFICHE
BLECEABWRAS Y I—H—FTHU Y ~EERALT LiInuxVDAICO A Y LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

MROARVET, Ey2aryeE&TLET,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEAZF T,

FIE4: NETO1>X =)L

LinuxVDAZ >R k=L 3HIIC. LInux T4 R rUEa2a—=>a VICBSVWTINET 21X b=JILLET:

o RHEL7.9 & F Amazon Linux2 Z<. Y R—FrINTVBIARTD LinuXxFr XA UEa—>3Y>
IZ.NET Runtime 8.0 %1 >X +r—JLLEF,
o RHEL 7.9 & 0f Amazon Linux 2 ®#B&i&. .NET Runtime 6.0 D1 > X b—JLZ&GTLE T,

LInuXx 74 A FJE 2= a VICRBREBERNET N—=J a3 UAEEFNTVWBRBEIE. HAAHD T — RS54V R
F=ILLET, ENUIDBEIE Microsoft N\wsr—2 74 —RBASNET AV XR—ILLET, 3L < IE
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers# 8B L T £
(AN

NET 01> Z b—JL#&. whichdotnet OY > RERITL TS V21 LNXERELET,
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ARV REAICESWT. NETSUEZALDONAFIUNIERELE T, Iz 2E. O< > REAH/aa/bb/dotnet
Diga. /aa/bb Z#.NET N1 FUNIELTEALET,

FIES5: Linux VDA Xy r—2 045 >O0—R

1. Citrix Virtual Apps and Desktops 47> O0— RR—=JIZFIE AL £ T,
2. @N#/N—2 3 >0 Citrix Virtual Apps and Desktops # BB L £ 7,

3. Components #ERIL T Linux VDA # B2+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions.

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDADU >0 % 21y 2o LT, LInuxVDADA T >O—R I 7AILIZT IR LET,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. FAPD Linux 7« AU Ea—> a3 icxdib L LInuXVDA Xy =S4 o >vO0— R LET,

6. LiInuXVDA Xy r—C OEEUE RIS 2 DICERTES GPGC ARF—%4o>O0—RFL&d, fi:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 222


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2402 LTSR

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 -~ orte0a

Linux VDA Xy —S 0EEM AR T 3013, RO Y RERITLTARF—% DEB 7F—4~R—XZ1
VIR—bL. N =BG ERRLET:

sudo apt-get 1install dpkg-sig

gpg —--import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

FE6: LinuxVDAD1> X +—JL
FIg6a: LinuxVDAD1> X =)L

RD& 3512, Debian Package Manager B L T LinuxVDAY 7 bz 724> X b—JLLET:

sudo dpkg -i xendesktopvda_<version>.debianll_amd64.deb
<!--NeedCopy-->

Debian 11 O #k7FRIFE—&:
libnss3-tools >= 2:3.61
libfuse2 >= 2.9
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2

libxrandr2 >= 2:1.5.1
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libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.6.0

sed >= 4.7

cups >= 2.2

ghostscript >= 9.53~
libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

E:

CON—=23>® Linux VDA THR—FZINTWVS Linux 7 X bV Ea2—>3 > Xorg D/N—2 3 VI
DVWTIE T XTLEMH 2BRLTIRETL,

FJg6b: LiInuxXVDA D7y FFL—R (X7 3Y)
Linux VDA I, BIN—avbh 57y I L—REHR—ELTWET, 7z ZiE. Linux VDA %# 2308 h*'5
2311ic. BLU 1912 LTSR »5 2203 LTSRIc7v I L —RTE £,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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pE

BEOA VA= ETYTIL—RTBL., letc/xdlOTFICHBZBH T 7LD LEESINET, Vv T
L—RERTTBHIC. BT T7IILENY I Ty TLTLET L,

FIET: NVIDIAGRID RS N—=D1>X =)L

HDX 3D Pro Zz&#Ic g3 ICid. NAN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BELRBDEY,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS14/N=) 24> X b—)LLTHERT
BIClE. ROAA FZBRL T T L

« XenServer
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHER T BICIF. RO—MEHNAFIEZERITLEY !

1. FAEVM B vy b ENTVWB L EZRBLE T,

2. NMN=NAHF—=02> bO—ILNRILT, GPUZ VM IZEIDHETET,
3. R UEEBLET,

4. FZAEVM RSAN—ZVMIZA VXA b—=ILLET,

F)E 8: Linux VDA DO#55K
pa o
SR LIREEZEEY Ty BHIIC. en_USUTF-8 O — LA VA M=ILENTVWB e zHERBLE
T, 0SIcC O —ILhiiWwiEElL. sudo locale-gen en_US.UTF-8 v > R%&ERITL £9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4REL TH 5. sudo
locale-gen IY > RERTLET,

Nir—on4 > b—JL. ctxsetup.sh X&) 7 +%ERfFL T, Linux VDA 2RI 2HRELRH D £T, ZDR
UM BEETSHIICIRIEZHAL. TIRTOREIVAR—RV MLV IF—ILINTWVWE ZEHERIN
g9, BEICBLT. WOTHIDRIV TS+ eBEITLTREEEETIEHT,

CORZVTF . FHTERICEAZLAD S, LFFFICHERLICAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2HRLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 225


https://docs.citrix.com/ja-jp/xenserver/8/graphics/vm-graphics-config#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v5_5:ahv-nvidia-grid-vgpu-host-drivers-install-t.html

Linux Virtual Delivery Agent 2402 LTSR

HEICEEY 518K

RDESICLT, BRICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEIE AR et 134

TR —ILZBEKT 37D, RIEEHEZFEALT. ty by TRIVTFTREERZ AT T2 a>ZHBET
FET, BEBEHEDNIRTEESNTVLBI L. RIUTMIL>TA—HF—IBEROANZERD B X v E—IHK
TENB D BLBD AV - IILBZR V)T METEEY,

HR—-FINBBREBEZHICIIRDELSBHLOHHD £ :

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’
SROVERAAVICBIMITESZDESD. TIAIIMERF N TT, RXAVEMEAS T FDHEIF
n ICRELEY,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ -Linux VDA iZi%. Delivery

Controller i3t L TEREE T % 7= 1C Kerberos MR ENPBETY, Kerberos #Bld. ¥ XAFLICT VX
=L E L UVEBREAD Active Directory #ig Y —ILh 5IBEL £ 9,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA iZi&. Delivery Controller »&RIZ BT
% Delivery Controller . &8 R X1 >F (FQDN) OXR—IARTD D—BNBRETT, 1 D flk
EBORLBHI R X1 R F£713 CNAME 2 EE T3 HELRHD £3,

+ CTX_XDL_VDI_MODE=" y|n’' -EAFX Y by JEIEETIL (VD) £LEFKRIALINBZHETRI by
TREETINOEE[ L LTRY V28R T 202 RELEY. HDX3D Pro RIRDHEIZ. EZ Y ICHR
ELET,

+ CTX_XDL_HDX_3D_PRO=" y|n’ -Linux VDA Ti&. HDX3D Pro A" R—h I F ¥, Thid. #H
RIS T4y IF7TVr—>a>oRBEEREICT Z2HO—&ED GPU 7/+E5L—>3>F7o/0JT
¥, HDX3D Pro #3#IRL &, VDA VDI FRObw T (> Pty ay) E—RABICERINE
9 (o%bD. CTX_XDL_VDI_MODE= ‘y rHbDZxd),

« CTX_XDL_START_SERVICE= ‘y|n’ -#MO5THIC Linux VDA 4 —E XM BRI NB L5129 5H
ESHEIBELEY,

+ CTX_XDL_REGISTER_SERVICE = ‘y|n’ -Linux Virtual Desktop #f—t X%, <> OEE%ICFHE
L&,

« CTX_XDL_ADD_FIREWALL_RULES = ‘y|n’ -LinuxVDA #—E X Tl&. *v hT7—UZEEHH
ATFLDT7ATI+—ILOBBZHATINTVWIHENHD £9, Linux Virtual Desktop AIZ. X7 L
DIF7ATIA—INORERR—b (FT7AIETIFR— 80 BLUR— 1494) ZzE8HTHRKRTE XY,
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RD &

CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/’ <none> ‘-t v 3
VTCEAYTS GNOME. GNOME 75> w o, £TIE MATE 7RO by TERIBZIEEL£9, ‘<none> ‘|C
RETHE. VDATERINTWET 7L DT R by ITHMERINE T,

ARV RERTFTLED, SXTLMNLAZFEBLEDLT. TRV TRIBZYIDEBZZCHTEET,
FHLIE TFRI by YO EBEZ AT VR BLP TOZTFTLRLT1 ZBBLTLETL,

CTX_XDL_DOTNET_RUNTIME_PATH= <.net >> 21 LDA VXA —ILXRX > -FiLwJO—A—T
—YIYhY—EX (ctxvda) ZHR—FTB3HDDNETZA VI =T B/NRe TTFILEDINRIF
‘lusr/bin’ T3,

CTX_XDL_VDA_PORT=port-number - Linux VDA (. TCP/IP R— +#f T Delivery Controller ¢
BELXT,

CTX_XDL_SITE_NAME =<dns-name> - Linux VDA i&. DNS ZfR L T LDAP #—N\—%#&HL X7,
DNS oFERZO—HILT A MMIEIRYT 3ICIF DNS U1 FEZIEBELEFT. FERHBEIE. ‘<none>
ICRELET,

CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA (. DNS #BB= L T LDAP 4+—/\—%
BELET, DNSHLDAP H—E XL J— FZEHETITHWEEIE. LDAP @ FQDN & & U LDAP R— k
DAR—ARTD D—EBHEIEETIT£9, Fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268). Active Directory 7+ L X F Tk D FiER%A LDAP YT ZEMICT BIC
3. FXr>arbO—>—7T [FO—-NLh20d] z8uMic L. EEY 3 LDAP R— ~ES T 3268 %15
ELXT, COTHI. 7T ETIF ‘<none> ‘ICREINTVETD,

CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA i&. Active Directory R X1 >®DJL— k
(f5]: DC=mycompany,DC=com) ICHRETNI-BER—XZFEFBLTLDAP ZB=L %79, BEDO/NT +
— Y VRERETIEDIC. RER—IAZIEETT XY (fH: OU=VDI,DC=mycompany,DC=com), FE
RIEEIE. ‘<none> IIFREL XY,

CTX_XDL_SUPPORT_DDC_AS_CNAME=" y|n’ -Linux VDA Ti&. DNSCNAME L O—RrR%EfERAL
T. Delivery Controller 8%1EE T2 N TITFT,

SICLT. RIREHZREL. BRI U T Z2RITLET !

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome |gnome-classic|kde|mate]|'<none>
]

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
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export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7> a3 %aEELTRITL. FERT3H LV TILICBREOREEHZELFT, RMNDITL
LT #!/bin/bash 23R L. fIRD ATV RHBARBZSIIRIV TN T 7L ERRTZ 2 EHOHLET,

Flold. RDOESICLT. 1 DOOAX Y RTIRTDNSTX—F—%IEETBIENTEET:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n"' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | gnome-classic|kde|mate|'<none>"' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>"' \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

B E DI

SFUFICEoTIE LINUXVDA Ry =S T2 A X R=ILLAEWT, ctxsetup.sh 2o U7 ~Z&>THTH
NIcBREEZHIRT 3 B BEBBZHBELHD FT,

BATIBEIC. ROARY FZFEALTIDRIVTRDANILT2HBBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREEZHIFRY BICId:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTMZED, IRTOBRT — 2D T —2ZR—ZXH S5HBEREIN. Linux VDA ZHRETEH<AD X
ED
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WOy
ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, OV —ILICIS—HMHRFIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDA —EXZBEFH L. EEZRMIEET,

LinuxVDAY 7 bz 7071V ~=)L
LINuxVDADA VX h—ILETNTWVWBIDNESHZHERELIED, 1V A F—ILTNTVENYT—JDON—J 3>k
TYBICIE ROOAT Y RZERTLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROOAR VP ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kD7 T YA YA M=)LIZIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

P
LInuxVDAY 7 bz 7% 71V RM—ILT 2 . BEMIFT S5SNI PostgreSQL 8 & U Z DD T —

AHHBRINET, 772l LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
CHELVEFOMDKET BD/IN VT —JIFHIBRINEE A

B> b

DT> a>Tld. PostgreSQL Y. &ET 2 /Ny 7 —C OHIBRAEICDOWVWTIZEBAL TULEE A,

FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEROMEE L
9, L& TXDPing) #8BLTLEIWL,

F|ig 10: Linux VDA ©0=x17

ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ERS

Linux VDA 0ic&h:
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Linux VDAH—EZXZEET 2 ICId. ROOATY RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDAH#—EZXEELETBICIE. KOOV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

A
ctxvda & £ U ctxhdx #f—E 2 %#{E L3 350, systemctl stop ctxmonitord O< > K& RTL TER
T—EXT—EVZELELET,. ChZzRTLAVGE BRT—EXT—EVREELLAET-—ERZBES
LEY,
Linux VDA nEi2sh:
Linux VDA H—EXzBEgd 3ICId. ROOATY FZETLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T DICIF. ROIATYV RERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: > >h207 DER

Y >ha0J%ER L. Linux VDA > > %ZEBINY 3 FIEIE. 1RO Windows VDA TOFAELMTVETS, C
DERVZFRTITBFEDHAICOVWTH LR, TRV AHEZOJDERI LU TR 2h2O0JDEE] 28R
LTLES L,

RDESIC Linux VDA XL > 2B Y AZOT DIERICIEV L DD 0#l4Ih % 5 7. Windows VDA <2
YOI AZOATDERFIEE BB 2520 HD £
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILOEE. Ity a> 0SFHFo 32,
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid

[FROLYTOS] #7232 %BIRTBL. IV Y ICICE—1—H—DREETILABERMNISERINE
ED

E>b:

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TIUNU—=TIL—TDIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
23111 ZBBLTLIET W,

=139

May 30, 2024

COEUa>rTIE. WEEDHA. B, b a—Ta IR Y. Linux VDA OMEEICDWTEL CEHAL &
ED
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EiE

May 30, 2024
SOt arTR MTOREYZICDOWTEHBALET:
o Linux VDA 7—42IR&ET 0O 3 L
« HDX Insight
« Citrix Telemetry Service £ 0#&
« Citrix DaaS Standard for Azure @ Linux VDA B2 &3
o LinuxVM & U Linuxty>a>oXkUyo
o OJUNE
s Ly a3 DY R
e MY —EXT—FEY
e NSITINYa—FTa2Y

. T

HTMLS @i+ Citrix Workspace 77U @R — k

Python 3 {RIBIRIZEDIERL

NIS @ Active Directory £ #&

IPv6

LDAPS

Xauthority
Linux VDA ¥ —&2IN&ETOJ 5 L

June4,2024

LinuxVDADQA YA b—ILHETd2. T—2NETOJ S LICEFNICBMT S ZCIcADET,. T—2NET
073 Lid#st e ERRRT—2ENEL. €07 —4%% Citrix Analytics IZEEL T, Citrix HROREE/NT +
—IYVROALIZRITET, T—2OT7v7O—Rid. Ty a>oRHEICITbNETD,
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Linux VDA 7—2IR&E 7O S LR T 7 # )L b THERICRESINTVE T, ROLIZRAMUREICED. 7OJ T4

ZEMELIZEMCTIET:

#BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

%71 CEIPSwitch

&: 1=8%. 0=F% (F7xILK)

EBELBVWE. Linux VDA 7—2IRETOY 5 LIZBEMICRESNE T,

ROAR Y R%ERTL T, LInuxVDA F—2IRETOJ S LEZEMICTZIEHTEET !

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"

<!--NeedCopy-->

Linux VDA 5 IN&EIN-T—&

MORIC, PESNZT—2OBEOHZRLET,

F—gRA b

I O-NIL—E#HF

Linux OS o&Zris LUON—a >

ADV)a—>3ay

Linux A—=xILON— 3>

GPU #&Esa
CPU O7
CPU K%K

MEXEVTFAX

LVDAN—=2 3>

LVDA OB EfcldfRD1r > X b
=

*—%

machine_guid

0s_name_version

ad_solution

kernel_version

gpu_type
cpu_cores

cpu_frequency

memory_size

vda_version

update_or_fresh_install

L

T—RDRETOI U EHANT S
GUID =5l

I>>® Linux 0S g N—
3>V ZRTXFY
ROVDRXAVBEMBERETRTX
F5
ROVDA—RIWN—3>zRT
XF5

VDA <> >® GPU &

Y2 >D CPU 78z~ H#E
CPU o @K% (MHz) Z59%8/)

b

MEXEVDH X (KB) ZRdE
Ed

1A +=)LENTWLW3 Linux VDA
DODN—2 3 >%RITXFF,

BED Linux VDA /Xy r—Shig
HMAVAM=ILTHZIDOLEHTH
DD ETRTXFT
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F—gRA b

VDI E— RO EMUDLESH

LVDA 1 > X b—ILF*

HDX 3D Pro B’ &zh &5 H

BCR BN 5 H

SRFL0O7 =)L
77—LA4LID

VDA I8 DELE

AV 2 S

Y —XDEE

Receiver 7 51 7> bDiEE

Receiver 547> b= 3

>

ENRIE1%L

USB U4 Lo ~EI%k

Gfx Z7ON1 4 —0fEsE

>y RUoEEK

A—H—HIERLIEE

*—%

vdi_mode

install_method

hdx_3d_pro

bcr

system_locale
farm_id

vda_virtualization

session_key

resource_type

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

Bt

VDI E— RO BHHESHETRTX
F5

IWED Linux VDA /Xy r—H
MCS. PVS. 81> =)L, &
TIEFEA VA F—=ILOWVWTNHT
AR =T hERTXFS,
<> > T HDX3D Pro B"EH S
M ERY XFF
ISo¥—arFovnuL1LY
k (BCR) #Cv>>TEMICH
2TWVWBHESHhERTXFS
ORI roOT7—IILERIXFS

77—LID 2 RIXFF.

VDA Z{ER L=\ IN— N1 —%
T XFS

T—RORETOE Y a3 > EHG
EHmsnttya>ol)y—0
BEEZTITERNFY: TRY
kv ZEzlZ<appname>

Tty arvoEEICERINTE
Citrix Workspace 7 7\ 0fEE%
YR

Tty arvoEEICERINE
Citrix Workspace 7 7U o /N—
3>%ERIXFS

Ty a3 TEHRIEEEZFR L E
BRI

vy 3>TUSB 7\ XZER
L 7Bz 9 2

Ty avod>T7ovoFanA
A —OEEZRTXFT

Ty aryhrv RUThiE#z
RYEH
A—H—HBIRLIZITRTOZEN
HAEOINERLFS
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F—gRA b

AR—hA=—RVEALLI AT
~

ET41-TvoDER

RJ 7 v ERBEROEE
VA—R—X—7

VA —2—X—UDERAE

DA—R—R—TDARZLTFHR
FORT

MTU

MTU MSS
7 7 JLERIX

Tr7AIERZED 7y FO— R

Tr7AIEZEOA T O— R

HDX Insight

May 30, 2024

e

Linux VDA Ti&. HDX Insighti#gem

*—%

scard_redirecting_count

grahpic_video_codec_type

credentials_type

VF—2—X—7

watermark_transparency

watermark_custom_text_len

mtu

mtu_mss

filetrans

filetrans_upload_count

filetrans_download_count

—EEGR—FLTUVET,

G

AIX—hrH—RIEFAL T DY
avaidFrsLvttEyIarE
TV —ECERIND
Bl %R BHK
COEFAa—Fvoh Thinwire
ICERINTULR D ETRTXF,
Linux VDAAoOJF VIZERSH
BERBROBEZ R IEH
vy arox—2—<—UDERM
ICH>TWVWBRNE S HERTXFS
VA=A —X—UDEREZRTE
54

VA —F—X—TDARRZLTFR
ORI ZRY R
LDt a Y TRAEIREN
(MTU) PMERIhZDESDh %R
TXFF

RAKEI A b1 X (MSS) %R
TR

TP AIERIRAR ) O —REERTE
54

tyrayT I7yFO—k) 74
VBT 7 IIEREDT-DICERT
N3EHERIEHR

tyaryT 4o>yo—k1 74
AVH T 7 IIERED - OHICERS
N3EHE R EHK
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1AY=L

AYAL—ILTBBEDHBEEFEBENY T—2RBHD A

ERIRR

HDX Insight i%. Citrix Workspace 7 71J & Linux VDA T Citrix ADC N L TEIN 3 ICAXvtE—o%
DL ET. TARTO HDX Insight 7—41d. NSAP (RIEEF v RILHSERINTISEEINES. NSAP REF
YRILFT 72 ETEEMICBRS>TULET,
UTFDIT> FT. et NSAP (REF v RILZEM. £LBEMCLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

(D= Rl 274
T—RRAY EBFE ST KRRTNERW

2BODREREANEZSNET

« HDXInsight MIEEL <#BRiIhTLEE A,

fer 2. Citrix ADC T AppFlow #*E#ICH > TWA WA, Citrix ADM TRIE#A Citrix ADC 1 > X &2 >
ZH BRI TVET,

o Linux VDA TICA OY FO—JLREF v RIIHAFBINTULEE A
ps aux | grep -i ctxctl

ctxctlpEfIFTnTVRWVESIE, Citrix IENTZLR—FT2LSEREICERLED,

TIVG—=2a T —8RAY B ESTKRTINEW

S=LLZBEBRF v RILDBHICES>TVWBIEBLUVY—LLRAT U T—2 3 UPRRITINTWVWBE e 2R L
£,
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Citrix Telemetry Service r 0%&

May 30, 2024

LinuzVDA vV 7 b = 7IZ#i& S 1t Citrix Telemetry Service (ctxtelemetry) T Citrix Scout % £47
L. /opt/Citrix/VDA/bin/xdlcollect.sh 1) 7 b %A L T Linux VDA DO #IRETET £ 95

& Citrix Scout — =
Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q ‘
MName Type Status
[ rggbe-lvda-1.bvt.local Linux VDA
[J  rggbe-lvda-2.bvt.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
[0 rggbe-lvda-31.bvt.local Li
[0 rggbe-lvda-5.bvi.local Li
[J  rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt.local Linux VDA Veerified
[J  rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+*" 1 machine selected. Back m

Citrix Telemetry Service DESL & & VELL

o ZOY—EREEMICT SICIE. sudo systemctl enable ctxtelemetry.socket v > RERTLE T,
o ZOY—EREEMICTBICIE. sudo systemctl disable ctxtelemetry.socket #21TL £,

R—+b

Citrix Telemetry Service (ctxtelemetry) & 77 #JL b Ti& TCP/IP R— + 7503 T Citrix Scout % 1)
w2 L %7, Delivery Controller © TCP/IP R— k 7502 =R L T. Citrix Scout L@fEL £,

VDADA YR b—ILBICR—Z2EETBICIF. UTZRITLET:
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1. Scout L BIETBHcHDR—FZEETBICIE. LTFTOIYYRFZERITLED,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t REG_DWORD -v "TelemetryServicePort" -d
<port number> --force

<!--NeedCopy-->

2. Scout®# U Y R>TR3HDDYT Yy b R— b ETETZICIE. UWTFDIT Y RERITL T ctxteleme-
try.socket 7 7 1L RS, HBELFT,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy—-->

3. VI bR—bzBEFTBICIE. ROATXFZRITLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4, 7747 74— ILOBETHLWR—FZ2EMICLEFT,

=& zI1E. Ubuntu ZEALTW3IE4E. sudo ufw allow 7503 O0< > RER{TLTHR—k 7503 #H%h
IcLE9,

pE o

KD IC ctxsetup.sh #=TL T, HIRDFIBEI L 4 2BEHU TR HTEET,

TNYITE=FR

Citrix Telemetry Service HMIERICHEEL TLWR WSS, TNV I E— R TRAZAETI X7,

LFNYTE-—RZEMICTZICIE. UTFTOIYY RZ2ETL TctxtelemetryZ 7 1L ZRH S,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->
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COFTIE. UMTFoaY > RERITLT Citrix Telemetry Service #2IETEF £,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. Citrix Telemetry Service ZBi2&19 3 iCld. Scout T Linux VDA %#3iR L. /var/log/xdl/T telemetry-
debug.log #RDIT %9,

H — E X DRI

Viw hkiR—bEBEsystemdT—E>iE TN ETEBL. ZCACUY—X%EERL EFHA. Citrix
Telemetry Service 17 7 # )L k TfElE L. Delivery Controller h'5 O WNEERNH - 1IHBEDAHEEIL £,
OJIEDTETH. T—EXIF 15 2EFLVWIREEREFS. ERPLVBEIRBBEFLELET. COFHRERIE
UTFOORY RTHEMETIFT, IMEIF 109 TYT, 10 7LD DBWVMEZRET DL, &IMED 10 #HRESN
£Y, HHEREOSRTER. —EXZFELLBESLET,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->
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W7 R b

INEDREIRRTIC. BELLEI I VICDWTESTHRABT I MIETINET. CN5DTX T BEMNELEIN
TVWBHEBINET, HBIIYTTAIDNKRBMLUIIBE. SCOUt IZIMBIET V2 avRed8C A vE—IDRT
ThET, BRBTIMIDVWTHLCIE CitrixScout FFaxX> bd MERTR b Z28RL TSI,

Azure T Linux VDA @ BEEH

May 30, 2024

COWREICK 2T LinuXVDAY 7 b D 7ZBIEIC. FER TP a—ILTNicBRBICBENICERTS AT
F ¥, “nid. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure @
&™) TLinux VDA 21ER T 3B EICIRIIBE £, Azure DIRET Y VO EBREFEIIMEH D £ A, 5L <
l&. TCitrix DaaS Standard for Azure T Linux VDA Z{Ep1 #BBL TSI L,

1B

COWEEZFERTZICIR. ROFIEZEITLET:

FEL: FEFHBFREFLWVVDA /Ny —2% Azure AV T HICT7 v TO—R93

FlE la: Azure R L—2F7AYY TV TFHZERL. AV TFT7IEXLARIIL%E [BLOB (BLOB ZEHDE
BHmAWMOTIER)] ICRELET,

A
Azure J> 57+ BLOB 3. 8FEHIIMENICEES LUVEEITZIHDTY, Citrixix. €2V F+ LD

BIIOVWTEEZBVERA. 720X T4 X AR MHREZBFTBICI1F. BEIEHFHKRDB VIS
AVTFFDTIERALRILE [FTS5A4R—~ (BRT7I7ERIHD EFEA)] ICERELET,

FIE 1b: VDA E#iE# % Updatelnfo.json £ W5 &EiD JSON 7 7 A JLICHAARAHE T, 7 71 ILEROHICD
WTIE, Ro7Ov o =28RL TS L

{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash": ""
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}

)

{

"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash":

}

]
X

<!--NeedCopy-->

CCT. “Version” I3 LWVDAN— 3> %R L. “Distributions” 3EHA TS0 FOBIITS, &84T
ST U RIIE KD 3 DDTATLDEEFNTVWET:

« “Target0S”:”RHEL7_9”(RHEL 7.CentOS 7. & & tf Amazon Linux 2 ®H&). £7=1&”UBUNTU20_04"
DVWTNHTHIUBELRHD £9, ctxmonitord i3thtdF+ AU E2—> a3 ERBBLEE A

« “PackageName”: {5EININ— 3> D VDANRY T —SJ DT IV %— Lo

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FIE 1c: JSON 771 ILeFH L WA= 3 >0 Linux VDA Xy r—2% Azure AV FHIC7y 7O—RLET,

FIE2: YRZ—A A= £7cI3& VDA TEBIEMEREZEMICTS

FI AT, BHEHIZEMICE>TWVWET, Citrix DaaS Standard for Azure T Linux VDA Z{Ef ¥ %15
B, COBEOENUIEIIRAZ—AXA—JSTERITITIBELRHD £9, TNLUINDIFEEIE. EFF—5 Y EVDATIOD
Maex BiEEMICLET,

BEIEHZEMICTRICIFRDLS BTy RERITL T.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\!
TLIYR M) F—%RELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "o
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->
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RORIC, LIRAFMUREZTRLET,

LYUR MURE

fEnabled

Url

ScheduledTime

CaCertificate

3548

CDREIFBEAETT, 774 MEKOTY, .
BEMENNEMICLR>TVWER L ZEELE T, 1ICH#
BT, BREMIEMICHDET,
CDRTEITHETY, Azure O>7F+D URLZREL
T, FHBHRCHFLWVDANY F—SZBIELET,
CDREIIHBETT, [Immediately] 71k
[NextStart] I(CRETE£9. [Immediately] %,
VDANYr—o% Ao >O— R LEERICERZRITYT
B3LrezBKLET, COBEREBIE. 4U>O0—NRE
HEL, BEHBZER2DHEICELTVWET, L. NN
=S4T VAO—RTBZIEEICTA Ty aon
HBr. A—HF—IT IRV IV RHBRONBZ AN
NHO £F, [NextStart] iZ. ctxmonitord 0xn
FBRICERERITTR 2 ERLET. CDERE
F. Ao >O0— REEHERL L. EMHBERTHRWVEG
BICELTWET,

CDREGA T3 >TT, Azure A>77F7D URL %
R9% PEMEBBZED 7 ILINZAZREL £, Azure
BLOB @&, Web 750 —h5EEINT PEMIC
Tiad 3 portal.azure.com OEBAEICT B AT
X9, tFXxa)To LOEBALS. TOLPX MUK
ExBMTEZcxzs68HLETH. Ubuntu ToHY
R—bTNTWVWET, RHEL TIZ. curlav > RAIC
—BDONSS SATSURIVITETEHA. EHED

RAFEDREIN TVINEEERL T,

ctxmonitord 1'Bie8 95 £, |&#IC Urlico T %2%47L T Updatelnfo.json 7 71 )L ZEE L. JSON 7 7
TIHSEHN—avEBEBLET, RIC. ctxmonitord ZEFHFN—Ja Y e BEON—S a3 V2 HELET,
BEON—2a HAUFION—-C3 > 05, COY—ERICL>TAzure o LWA—2 3> D VDA Ny —
SHETYO—-REh, O—HILICRESIhET, Z0%. [ScheduledTime] DORTEICH > TEMHRITINE
T AV TL I ZEBEDHBE. ctxmonitord ZEEBRH L TEMECUH—TETEY, 2L, RET>VICH
T3 EEEFEN R L Citrix DaaS Standard for Azure TiZ. ctxmonitord (2 VDA <> > % BESL-ETD
HERETEEXT. EMHPRKLEES. VDAIKBEEON—YavitO—ILNvIEnET,

E:

o NRE—A A= THEHLIL X MURE

BEBETETEEA
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o« BERDITARTORETS VHARBICNY S —S%#A 0 YO0—-R$38. O—HILRy NT—UhEMT
ZAEEMEDHD £,

BReO—INyIOBEADPRET B, I—H—FT—&iFKbnEJ,

o EIAKRMLTHO—INYIBEMLIEE. ARy hT—0 L2 —%—(ZHI1F3 Linux VDA @
N=UaVhBRZEREELIH DX T, COT—XIRBELEBDTIEHD £t A
o WE. BHIIRT T3ETICHODND £, Citrix Studio ICIFREET O —F—1dH D FH Ao

LinuxVM &0 Linux vy 3> X k) w s

May 30, 2024

RORIC, LinuxVM 8LV Linux £y a > TEATEIZVWODMDX M) woERLET,

XkUwyy

BB VDAN—-T 3

\/

A

AR

a7 4% > A

ICA E3E

2402

2311

&etOJ # >R,
Linux VDA 2109 LiFET
FRETEEY, 2N
Citrix Workspace 77U
hroERLTHLEY >
VEFATESL5ICRD
FToO. OJF>70€EX
DOFFERHETY, HDX %
. Bk GPO i
JHA>TO0EADE T —
ZICHH B EEREIE. Linux
VDA 2402 LB THIATS
9, OJ7 VHBOD X +
Dy oERTTBIC

& [MEm] Ea—o [0
TJAYNT =2V R] &
TEERLE T,
ICABIEIE. =y bT—7
MMEERTH I Sh%ZER
THRY NT—UBETT,
COAMIYTICTIER
T3ICIE [Ey>a sk
M Ea—zRAI£Y,

Citrix Director &
Monitor O@EA TERET
%9,

Citrix Director &
Monitor ®@A TERT
TEY,
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XbUwD

Ry —

v aroBaEBEEsE
#

7 FILEERE

M ERVDAN—-T 3

\/

2311

2109

2103

08

HEOLY 3> TEWSR
TARTORY = [
wiaVEEH] Ea—o
[RU>—=] 2TIIRRTE
nxd,

Ty aviibir3HEHE
BEOMERTTBIC
& [Em] Ea—ic7y
EALET, EHERE
L. &R] zoUvoL
TREGERERDAHE
¥, [Eyra>voaHE
Eels] Mgty ay
ATEBMNICBIESETS
El#zRLEY, BEEE
#F. [EvParvErED
FF RUv—F7fE [0
S47 > b DBEBBIEL]
RS —HERIBEICE
MICHEDET, Ty ay
DOBEEGCEERY > —IC
DVWTELLC I RDEE
ZBRLTIETWL,
tyay

73472 ~DBEBEES
DR > —&E

v a YEROFRFOR
) > —RE
CDOXMYYIIZTIER
T3 [Toz-] >
[ty>a>] > [IRTO
tyiay] #ERLT
[¥RTOEY>IV] R
—OEBEEET,

AR

Citrix Director &
Monitor ®EA TERT
TEY,

Citrix Director &
Monitor A THERT
X9,

Citrix Director &
Monitor ®@EA TERT
TE9,
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RIWEG VDA N—-2 3
XbUwD

\/

Linux R¥E<> > DX 2103

DR

okl 1909

ICA E1EK RS 1903

OJ &

May 30, 2024

e

08

LinuxVM o X k1w
CPU OI7#. XEUY
1R N=FF1RVA
2. BLURESLUBE
@ CPU & XE OERE
Linuxzv>a>ot+3
YZR—brFORa

i [y arefd] £
a2—IZ UDP £713 TCP
ELTRRINET,
ICAEERRE (RTT) &,
F—ZHL TSIV RR
1Y MIGENRTINS
FTORBRE T, ICA
RTTOX Uy oG
9 3ICiE. Citrix Studio
T [ICAREAE] &
¢ [ICA ZF1ERIERRR]
RS —ZERLEFT,

OJ oU&EE. LInux VDA TTF 7 2L TEMICAES>TWET,

TR

AR

Citrix Director &
Monitor ®EA TERT
TEY,

Citrix Director &
Monitor A THERT
X9,

Citrix Director &
Monitor ®@EA TEET
TEY,

Linux VDA Xy —2ic. ctxlogdF—E>v& &Usetloga—FTas VT HEENTVET, ctxlogdF—
EIE. LinuxVDAZA X b—)LL TR T DL, 774 ETHREAIIhET,
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ctxlogd ¥ —€ >~

FL—XINizthd—E RFITARTctxlogdF—EVICHKELTULWET, Linux VDA % L —Z LAWBEIX.
ctxlogdF¥—E>%ZFLTEET,

setlog 21—5+1 U5+«

OJ oWl setloga—F+ U5+ (/XR: [opt/Citrix/VDA/bin/) THRINFT, COI—FTc T+ %
RITITBERDHZDIE. IL—b2A—H—DAHTYT, GUIZFEHRTZIHIOTRERITLT. BRERRLEDEE
L7chTEET, setlogd—FTaUT1DANILTERERTBICIF ROOAY Y RERITLET:

setlog help
<!--NeedCopy-->

& F7#IbTIR [OFHEA/8R] & [var/log/xdl/hdx.log. [SAOS % X] 14 200MB ICREIN TV E
To [OFHEANZR] ICIE. BA220FWVWOF 77N ERETETET,

RiEDsetlogEzRRLET:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRELIIRELET:

setlog value <name> [<value>]
<!--NeedCopy-->

i

setlog value log_size 100
<!--NeedCopy-->

LN F7AILETIE. OFLANJLIEZwarning (AXFE/NMXFEEXFILEW) ICREINTULET,
TEFFEHAVR—RYMIBESNLOYLANLZRTTZICE. ROII Y RERTFLET:

setlog levels
<!--NeedCopy-->

a4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors. Fatal Errors) #&&Ed 3IC
I ROOAYY RERITLET:
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setlog level <class> [<level>]
<!--NeedCopy-->

OJ LRI ARV RNFA—E— (RXFUNIXFZEKR LAV
i3] none

A inherit

Verbose verbose

EES info

=& warning

I>— error

b Gl PN ey fatal

<class>Z#E. LINuXVDAD 1 2DV HR—% Y hEIEBELE T, IRTOIAVR—FRY hEAN—T BITIE.
allicsge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 TIAIELTIE F53TRROELSICRESNTVET:
setlog flags
DATE = true
TIME = true

NAME

true

PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false

FUNC = true
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FILE = false
<!--NeedCopy-->

REDTI ST ZRTLET:

setlog flags
<!--NeedCopy-->
125009757 2RRELISRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->

FIAILMIRT TARTDOLARNIN, 755, BETIAIFEREICRLET:

setlog default
<!--NeedCopy-->

BE.

ctxlogd®—tE ziz/var/xdl/.ctxlog 7 7 1 L2 ERAL THERINE T, COT 7 ILIE JL—ba1—H
—DHIPMERTETET, DI —F—F. COTF7AIADEZTAAERDHD FHA. IL—bI—HF—(F b
DA—H—|CEFTAAEREZHFAI LAV EHED L EFT, #FAT3 L. ctxlogdhEBEMIC. £2IEE
BZH o TUHEHRINZERENAHBDEFT,. CNICL>TH—N—DNT+—IVANEEZZIF. I—H—I
JARVIVRICHEEESZ 3 8MENHD £7,

OJIN&E

bash/opt/Citrix/VDA/bin/xdlcollect.sh <Y > RERITLTOJ/ZINETT£T, AOJFDINEICERAINDS
xdlcollect Bash X2 U 7 k& Linux VDA vV 7 ko x ZiCa s h. [opt/Citrix/VDA/bin ICEREESh £,

OJREDRRT I, EESNOJ 77U RI VTR EBLE 7 # A —ICERSNE T, ERSNOT 7
7 L% Citrix Insight Services (CIS) (27 v 70— R3320 5h%. xdlcollect Bash 21 7 +HERIL T
KBZehHBhbFxrd. ARLKHBA. xdlecollect (7 70— RAET L7&IC upload_ID #& L %9, 7v 7O
—RLTH BEBRINOTT770LIEZO—-ALI S UhSHBRINEFE A, thDI—H—I%. upload_ID ZERAL
TCSIEHZOTT7AIINICTIERATETEHT,

A e Rl 274

[var/xdl/.ctxlog 7 7 1 LA WS (BKICLBHIBRAY). ctxlogdF—EVhkML. ctxlogdt—E
A=BEHTTEFE A

/var/log/messages:
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Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COMBEMRTBICIE. IL—ba1—H—r L TsetlogzxEiTL T, [var/xdl/.ctxlog 7 7 1Lz BEMERL F
T RIS OB —EZXDMMRET Sctxlogdh—EXEBESLET,

AV DA DA 4 oL

May 30, 2024

Ty a oI v RUICED. RXAMVEBERAVES2Y FAOI—H—DICAEYS 3> ZBETEET. &
DHEETIF. NOVNC ZFEBLTICAE Yy aVIcEELET,

i

COEEEFATSICIE. Citrix Director 7.16 LEEFERLTLET UL,

TR =)L R

REFEER

tydarory RUiIZid, python-websockifyrxllvncz W3, 2 20 L WMREBHREHNABETT,
Linux VDA %=« > Z k=)L L7=%. python-websockifyrx1llvncxF&HTr>IA—=)LL£T,

RHEL 7.x & ' Amazon Linux2 054

python-websockify&xllvnc (x11lvnc/hA—=>3> 0.9.13 L) 21X =T 3ICIE. ROOaAT >
FeRTLEY:
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

(RHEL 7.x ®3#%&) python-websockify&xllvnck f#iRd 3 ICi&. Extra Packages for Enterprise
Linux (EPEL) £#7>a>® RPM URS U EEHMICLET:
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« EPEL
x11lvnciZiE EPEL VRS FUDMETT, AOIAX Y FZERTL T EPELURS MU ZEMICLEFT:
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy-->

s #7320 RPM
X1IVNCOERBENY T—CA VA =ILTBEHIC. 7T a3 VORPMSURS FUZEICT 3113
ROARV RZERITLET:

subscription-manager repos --enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms
<!--NeedCopy—-->

RHEL 9.3/9.2/9.0/8.x & & U Rocky Linux 9.3/9.2/9.0/8.x D154
python-websockifyrxllvnc (x11vnc/A—=23> 0.9.13 L) 21X =T BICIE ROOAT Y
FERITLEI,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

EPEL & & Uf CodeReady Linux Builder UZRZ FUEBHICL T X11vncEBRALET:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos —--enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 054
python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 12X =T 3ICIE ROOaAT Y
FEeEITLET:

sudo pip3 install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

SUSE 0175
python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE Roav >
FERITLET:

sudo pip3 1dinstall websockify
sudo zypper install xllvnc
<!--NeedCopy-->
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Debian 054!
python-websockifyrxllvnc (x11lvnc/A—=2 3> 0.9.13 LK) #1YX =T 3ICIE. RoaAT >
FeRITLET:

sudo pip3 install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

A= b

tyiarnd vy RUBEEIE. Linux VDAL SCitrix DirectorAmiEm#=EEd 37HIC. 6001~6099
OEFEANTHEAFELER— ~FZzBEFMNISERLET, LD >T BEICO vy RUTESICAEY S 3 >0 99
ICRIRSNTWVWET, BRZBLITRLOHIC. BICIILFEy a0l v RUBICHLBRR—bHH B ZHEL
TLIRTEL,

LTZ R

ROKIE, EETBLSIMIO—ETTY:

LR kY oA FI 4L ME

EnableSessionShadowing tyrarodvRUEEENE 1 (BH)
TEIEHICL T,

ShadowingUseSSL Linux VDA & Citrix Director B> 0 (#%#h)
BEREESKIZIHNESHEREL
9,

Linux VDA TctxregdY Y FZEITLT. LYRXMUEEZEELE Y, LR vy a>yi v RUEEMIC
TBICK ROOIV RERITLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director B noVNC ##4:Tid. WebSocket 7Ok J/LhMERINE T, Ly a>niy
RoDBE. ws://cwss: //DEBESMERTNZHIE. 51RO FShadowingUseSSLy LY X R UIC& T
REDET, TTAILETIE. ws://PERINTVET, #=7L. EFaUTo LOEBENS. wss:/ /% FEH
L. & Citrix Director 7514 7> ;& & Linux VDA H—N\N—ICHEBBEZ A VX =L T2 58O L E T,
ws://ZERAL LinuxVDAtEy >3 >D> v RIICDVWTIE, Citrix ldExa) 7o LOLWhBB3EEHLEVE
HAo
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H—N—3EBAE /L —  SSLEIEAZEZENIS 92 GERAZICIE. ERIN/GIRAKES (CA) ICLBERNUETT,

Linux VDA #—N\—T SSL ZRE T 3B EE. H—N—CIZEROY —N—3tAE (F—%28L) PUETY, £
foo U—N—GEAEICL > TRV 2 —2—DHAIN B 7. EF—N—DFTLEBMEX1>F (FQDN) =
RBBEDBHDET. KODICKRXAAV2EICTAIL R A—FEAZEZFERATEE Y, COFE. DRCEDH XA
VRENOTHEKHBENBD T,

Linux VDA ri&fs9 % Citrix Director 7514 7> r &I — MEERAZHHETS, JL— MEEEREIE. H—/N—3F
BIZ v B CARAEAD S NFTE £ T,

RO CADSH—N—GEREE IV S1T7 Y FEAZEZ A VA =L TEET:

o ARL—=FT A4 VI IRATFTLIZNYFILEATWVWS CA
s IVHE—TFFAXCA (BEHLT It XIERICT B CA)
o ARL—F A VI RATFTLIZNYRILETNTLAWL CA

GFRAEEIEB T 3 1-DICEDFERERMBZRIMIDOVTIE. HROEF 2 U F o BYHBAIICRVEHE TSIV,
BE.

o H—N—iEBAZEDHBER L. Linux VDA OIEREAR FQDN. F73 B EHTAMILRA—RE R XA UXNF%
ELLAAEDETLHDTHIBENDH D £9,.7-& xid.vdal.basedomain.com % *.basedomain.com
BETT,

e SHAL> MD5 DNy a7V X LE. —BDT S0 —THR— N3 T FIERAZEDERIC
1$5359FFJ, LA >T. SHA-256 "REE#EL L TIEESATULE T,

& Citrix Director /51 7> MZIL— MEFAEZ A VR M—ILTE £y a>O v KU IST  ALLYX
FUR—ZDIEBAEX b7 EERT 5720, IS £721% Microsoft B>V —JL (MMC) QREAER ;v F1 >
ZEALTIL— MEAEZ A VA M—ILTEFT, AL SHEFAZEZEE L5, IS O —/N—ZEBRE Y «
—REBURBLET. COBRMEICKD. BEBMICHEREN 1V R—rEhET, F7iE. Microsoft B>y —
IODEBRE R F v T U THEBAZEZ R R L T H—N—ICA VX =)L HTEETY, Internet Explorer &
Google Chrome id. F7 4 b T ARL—FT A VIS RTFLICA VR —ILENTVWSEREZ A VR— ML &
¥, Mozilla Firefox o5&, MAEIR—v—0 [RiEFEAE] 27 TIL— bk SSLAEAEZ 1 Y R— b9 34
ELHDET,

Z LINUXVDA H —N\—ICH —N—GEFAZE L Z0F—%E 1> X =)L F 3 H—/N—:FBAEI(C Tshadowingcert .
F—7 71)LIC Tshadowingkey] £ &rizisEL £9 (* I3, shadowingcert.pem % shadowingkey.key ®
EOBWREBRBI L ETT)o Y—N—MBAZr -7 77 )L%. /XX [etc/xdl/shadowingssl DTFICE=. #|
PRAT E DIER TELNCREL F o BESBFIP/NIZMEAT S L. Linux VDA BEFEDIEAZERCF—T 7 1L %
Bor3ZehTcEh<ab, Citrix Directorr@ELICKKTZCHHD XTI,
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ERRR

Citrix Directorps42—4vbkDtysavERDF. [Eyda Vil £a—7T [¥RY] 290Uy
LT, ¥ RIDER%Z Linux VDA ICEELE T,

Session Details

Session Control Send Message

ID

Session State
Application State
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEKGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

BEAEkIn3 e, ICAtEy>a>oS507>k (Citrix Director34 7Y RTlEHRW) ICHEZEX Y
T—IUHRRIN. By arEd vy RUTIHFASFI—Y—ICKROLENET,

/\ Allow an administrator to shadow this session?

@

I—H—H [EV] ZTUvITBE. ICAEYSavh o v RUTATVBILERT Y1 Y RUHCitrix
DirectorfllTR=%9,

ERAEICOWTEF LI, Citrix Director O R a2 X > FEBRBLTLET L,
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HIREIE

s Lyl avOIYRIR AVEIRY FTORMEATSLSICE TN TULE T, Citrix Gateway £/ L
TERITZHBETHD. MRy bT—UTIIHEEL £EA. MRy bT—0TO LinuxVDAEy > 3> 0
v RUIZDWTIE, Citrix WD B2 EEDAEVEEA,

e Ly I DIV RIUZEAMITRIE. RXAVEREIFICAEY a3 YDAZRRTETETH. EFAAHD
FERRHIE T 2HEMRIZH D FH A

« BEEENCitrix Director®s [YvRU]l 200w o938, Eyiavasy RUT3Ha%20
—H—IIRDDIERA Yy Z—OHRAINET, Tyl a>ya1—H-—DPHFaA25XHBEICOH Ly 3y
ZOVYRUTEEY,

o BIRDHERBA v —2ICiE 20D F A LTI MR HD T ZFALTIRIHRDIE. v RUDERIE
KL FT,

e 1oty avid. 1 AOBEBELIND v RIUTIET, e zxid. Ly Pa EBEANS Y RULT
W3IEEIC. BEEBMN v FUVERZEETI L. I—F— DA zBS T 2O OHERL I—HF—FT N+
ZAICBERTINE T, - —DEETI L. EEEADOS v RUEGRIZELSh, BEEBICHLTHL
WO v RUBEGHIBRINE T, HIBEEENMRALEYy > aVIcHLTHOY v RUBRZEETDI . £
LW vy RUBGZBETIEXT,

e Tyl a DYy RURMATSICIE. Citrix Director 7.16 LIEE A1 VA —=ILLTLIET L,

o« Citrix DirectoroZ4 7> k& IP7RLXTIZ%< FQDN ##EBL T, 2—4w k@ Linux VDA
Y—N—IEGLET, LIeA> T Citrix Directoro S+ 7> bid. Linux VDA #—/X—d FQDN
ZRRTIBIRELHDFT,

(N = Rl el 274

twoayOsv ROBEKKLEESIE. Citrix DirectorS+a4 7> k& Linux VDA OEATT NV I %
RITLET,

Citrix Director 751 7> hDIEE

Web 75 0H%—0REEY—IILZ2ERALT. [I>V—I] 270HNO75BIBLET. £ [y b7—0] &
7T ShadowLinuxSession APl O 5& =B L £9, 1—H —1ERZEF T 3 HORBHNRRINTHERD
B cnAaWEEIk. VDA D FQDN 2F# T ping LT, Citrix Directorh FQDN 2R TI 3 L % HE
BLET, wss: //ELGTRELNRE LIGEIE. MBAEERRBLTIIEIWL,

Linux VDA 054

DY RUERICKELT. - —0OFAZBE T3 OOEBNRIINBZ CCZBABLE T, RRTNBWVIES
(&, vda.log 77 1)L hdx.log 7 7 1 ILEFARTL LIV, vda.log 7 7 1 IILEEUS T BICIE. ROBIEERITL
79
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1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEEEEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig="/etc/xdl/log4j.xml"
2. Jetc/xdl/logdj.xml 2B =, com.citrix.dmc DEFH%E BDIF. KD & 51 Finfos % Mracel ICEEL £7:

<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. systemctl restart ctxvdadv>R%ERFLT. ctxvdat—EXEZBEFHLXT,
BHEIRICIS—HARELIIBEIE. ROBEERITLTILTL:

1. £y a2 Doy RUNR—b2B<OZELEDZ T 7170+ —IILEIRD B VHEZEL T,

2. SSL>FUADBE., FSEAZECF—T 7 1ILOBFHELCEESN. ELWARICEINTWVS C L =R
L&,

3. LW v ROBRTHERT Z70H0O+24R— A 6001~6099 OREICHE>TWB L AL ET,

R —EXT—FEY

May 30, 2024

BT —EXT—EY (ctxmonitord) (3. EEMNICRF v o2 RTLTEELRY—EXEZBRLET, bz
He2r. T—EVIRY—EX7OCXZBEBFLIIEFELL. VY —XEZERITZEHICTOCLIDEDED ) —
YTYTLET, mHIhizFlsME/var/log/xdl/ms.log 7 7 1 JLICEERINE T,

TR

VDA ZEFT L. BERY—EXT—EVHETNICERLFT,

CDikEeld. BEEEMRZFERL T, Jopt/Citrix/VDA/sbin iZ#% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LEFERAL THERTZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHT ZICIF. ROAT Y RER
TLTERY—EXT—E>zBEEHLET.

systemctl restart ctxmonitord
<!--NeedCopy-->
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« scanningpolicy.conf

COBHE7 7T BERY—EXT—EVZBNELEEMNCLET, F—EXARBHERZREL. B
INBsh BRI BZINESHhZEBELE T,

MonitorEnable: true/false (57 #JL MMEl& true)

DetectTime: 20 (fu: #. F7 /L E: 20. H/IME: 5)

AutoRepair: true/false (77 =)L MMElS true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COEH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bR TESIC. 775
FTRR 4 DOERWVRT—EIDHD ET,

BEAY—EXZBRTBICE. UTOT7r—ILFZIEELET,

- MonitorUser: all
- MonitorType: 3

- ProcessName: <> (O XZBIETAHICTRIEIETI XA, £fo. REIC—HIINELNHD F
ER)
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- Operation: 1/2/4/8 (1=l RHTNB Y —EXEFLELET, 2=l REIN B 8 —
EXZRFETLET, 4= —EXZBEFHLEY, 8=Xorg 7O XDEDZHEHELET,)

- DBRecord: false
« whitelist.conf

rulesets.conf 7 7 7 JL THEE L BB/ R Y —E . whitelist.conf 7 7 1L THEBTIHEND
D9, "714 )X MMBEIZ. EXa) T LA AT IILEZ—CBDET,

RIA4 FUX2EBRT 31C1E. whitelist.conf 7 71 LIC7OEXRBDOHEEDHFET (RRI—HIT 3H
BEAHDET), Fle LT UTFDRIU—2 3y bESBLTLIEIL,

ctxvda. ctxhdx. && U ctxpolicyd +—E X%z {219 35Hi1IC. systemctl stop ctxmonitord J< >
FeRITLTERY—EXT—EVZEFELELET. CNZ2RTLAVEGS. BRY—EXT—EVIEELELE
H—EXZzEEHLFT,

May 30, 2024
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CDEETIE. XDPing Z#EBAL TSI a—T1 >0 %1758% L. ctxsdeutil 2—F 1+ UF s 2ERALT
Ty a X Iy IERERTBHEICOVWTHALET,

XDPing

Linux XDPing WV —JLIZOR Y RSA > 7TV r—3>TT, Linux VDABRE TO—RHNAEBROBEEF T v
79370t X z8BHULET,

Linux XDPing v —)LO1 > X k=)L

ctxsetup.sh 2217 L TH. XDPing &1 > X b—)LEhFEzFHA. XDPing 21> X h—JLF 3ICid. sudo /
opt/Citrix/VDA/bin/xdpingz=fTL£7,

Z®IaY > RTIE. XDPing IC4E7%: Python3 REREBHERINET, DI KT Python 3 (RIEBIRIED
ERICRB L 72355 1E. TPython 3 RIBIRIEDIER) OFIBICHKE > TFETER L T EI L,

Pip V—ILDERBHICHKET ZAREMDH S SSLELGT S —ICH T 3ICid. RDEEFHHRR k% /etc/pip.conf
T AIVSEBINY 5 e &2t LTI

[global]

trusted-host =

pypi.org
files.pythonhosted.org

XDPing TEFTEZ2RY

XDPing iCiZ. OAX Y RY TILABRITINS Xdping £ WS ZBHIOE—DRITHRET 7T ILBMEBLTWVWE T,

ROKRTIF. 3593 XDPing IVY RTRITTEZ I EIEAZRVICOVWTHBALETY:

2Ry XDPing a< >k AR

ARYRSA>FHToa>raERRT  sudo -

BICiF Jopt/Citrix/VDA/bin/xdping -h

T2BTRA—HERITTBICIF sudo Linux XDPing vV —JLiE. X T L
Jopt/Citrix/VDA/bin/xdping ET150 zBXBENDODTR &R
(AR RSA>FF>a>HBLT TLET, 2L IE CoeED ME

XDPing %179 %) MOTR )] ZBRLTLEETL,
VDA B REDMRBERITTSICIE sudo FLCE CORETERTSZ &
[opt/Citrix/VDA/bin/xdping -a SREDHEZEDERE #SEL TL
72E 0,
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B2

VDADEBETF—RZENYITvITY
BICiE

VDADNy O 7w FTF—2ICELT
BHOD2 DO IE—ZHHEKT 3ICIF

VDADNY O T7yvFTF—RICEHT S
BED2 20IF—%E&RTBICIE

Linux VDA NNws —S% A4V X b—
LY BEICIRIEZ R T 3I1C1E

Bzl7 X k% Kerberos 5 —4 A~
—ATARRE, BHEDTXNAT
JVDOAZRITTBICIE

#5E D Delivery Controller #~70
—7¥3ICiF

VDAICA YR h=ILTNTWVWBHKEF
EfFRzRRTBICE

XDPing av >k

sudo
Jopt/Citrix/VDA/bin/xdping -b

sudo
Jopt/Citrix/VDA/bin/xdping
-diff

**sudo
[opt/Citrix/VDA/bin/xdping
-diff=<SEONVIT7 v IT—2D
TaLO M) ><BlONYITYS
F=2DT LU ) S\"\*BloN
wOTYTT—2DTL I >
BEDODNYITYTIT—2DT <L
JRU>RONY I Ty TTF—E2D
TALIRI>FEDODNYIT VT
TEDTALI R >

sudo
[opt/Citrix/VDA/bin/xdping -
preflight

sudo
Jopt/Citrix/VDA/bin/xdping -T
time,kerberos,database

**sudo
Jopt/Citrix/VDA/bin/xdping -d
\"\*

sudo
Jopt/Citrix/VDA/bin/xdping -
query-pkgs or sudo
Jopt/Citrix/VDA/bin/xdping -q

AR

FLCIF. CORETERYTS
'WDA7T—32DNy 0T v T EHhER]
ZEBRLTIETL,

FELCIF. CORETERYTS
'WDA 7—32DNy 07 v T EHER)
ZBRLTIETL,

HLCIF. COREETERTS
VDA F—=2D/)Ny 7w T By
ZBRLTIETL,
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B2

VDAIZA VR R=ILTNTWBIKE
BEERLTL. BREREHED/N
IREFET BICIE

XDPing av >k

**sudo
Jopt/Citrix/VDA/bin/xdping -f <
RBeERERETBIHED/INR
S\*\* F7z1 \*\*sudo
Jopt/Citrix/VDA/bin/xdping
--query-pkgs-to < BRER % F1F
FTHRREDNZ >\"\* BRERZR
EFI3RED/NR > BRERZRE
TRIREDN > RAERZHREFET
BZREDNR > BRERERETS
FED/NR >

AR

ERoF X+ Linux XDPing ¥V —JLiE. > XFLLET150 28R 3EROTR ERTLET, TNHDTRA K

B RECRDESICHTEINET:

e LinuxVDA @2 27 LAEHHERINTUBHE SO ZRRLE T,

e LINUXF4 R MUE2— a3 BT VBEREZHILTRRLES,

o Linux H—ILOEMMERRBLET,
o Linux VDA OBMEICKEZS5Z 2RO HZEMD Linux T+ AU Ea—> 3V ORBEERIELE T,
+ Security-Enhanced Linux (SELinux) ®E— R EfM4ERRBL 7,

s FYBRT=UAVE—T A REHHIL. XY b T —IOREEHBLET,

¢ APL—=2ON—FT12a RBCERARERTr RVBEERABLET,

¢ IVVDRAMERXA U ZDOEEERRBLET,
 DNSiEm =ML, SRT A ZEITLET.

o BEREBINAN—NAH—ERFEL. RETYS VOBHERIELET, HHR— X%k

- XenServer (8% Citrix Hypervisor)

- Microsoft HyperV
- VMware vSphere

o BRAREZHEL. XY T —J OEZIEAIEEL TVWE D ZHEBL £ Y,

+ PostgreSQL 4 —E XA ETNCHEHINEEL TV B HZREBL X T,

+ SQLite BELNICHEBINBEIMEL TVWEHZRREL £,
s TF7ATIA—IBEMIE>TVWT, BELR— FHEVTLW S ZHELE T,
+ Kerberos #m =R L. BET R M ERITLET,

e JIN—TFRI—H—ERT>T>D LDAP RFRIRIEZHEBL£7,
+ Active Directory fEHEL< Y b7y P3N MEDI IV YDR R XA VIZBIMLTVWRHE S h KSR

L&Y, TR— R
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Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
SSSD

« Active Directory IO Linux > Ea—42—FT7J 10 bOBEESEEREELE T,

+ Pluggable Authentication Module (PAM) #Em%EmHERL £9,

s ATHYTONZ—2ZHRLES,

o LINuXVDAIZRERNY T—ISHA YA M=ILINTWEHEREELE T,

o LINuXVDANY T —C%EEL. AV AM—ILOBEUZERBLET,

+ PostgreSQL LY R M) F—ER—IADEEHEHERL£7,

o Linux VDA #—EXHWBENCER I NEEL TV A H ERRBLE T,

« VDAB LU HDX BRI OEEUZHIRBL F£7,

o #BEHDE Delivery Controller 2 70—7 LT, 7O—HA—H—E XD ELEARE. IRIERTAE T,
HBZEZTAMLET,

« ¥ >h Delivery Controller 7 7 —LICERINTUWSHERRBL £ 7,

s VUTA TR INIBZEHDX Yy a > DREZHEIEL £,

o Linux VDABBED IS —EEICDLWTOJ T 7ML ERF vV LET,

o Xorg DN—=2 3 U EID 2B LET .

o BMERKEFEBENAVAM—ILINTVRLEERLET,

A% UTFIE. Kerberos 7R b ETLIHBEOENBITY:
sudo xdping -T kerberos

Root USErF ==-====sscccccccccccccccccssscccccsnmmccnsssssnssaanssassssasn=
User: root
EUID: a
Verify user is root

Kerberos ---------=---re-ssmcmmsscmssmemmsessssemmmes s s s s e s m s s m e s s mm s

Kerberos version: 5

Verify Kerberos available

Verify Kerberos wversion 5
KRBSCCNAME : [Not set]

Distro default FILE:/tmp/krbScc_X¥{uid}

KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]

Verify KRBSCCNAME cache type

Verify KRBSCCNAME format
Configuration file: /etc/krb5.conf [Exists]

EED

[Pass]
[Pass]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

VDA ZsikEnmER &R  Linux XDPing 'Y —JLiCiE. VDA BB REEZBRE LURINT 370 DRIIOHHE
Ta—IILHbABINTVWET, BERREOEZOSEHEICOVTIE. ROXI)—>2 gy hESBRBLTLLIETL:
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registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch
WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
Reglstl’atlon status Encryption type not in permitted_enctypes list

Time skew issue

Kerberos error Ticket message too large
Checksum failure

others

reglsteredsoft The VDA and Broker are communicating
securely with each other, but are not yet set
up for delivering sessions

VDA F—42D Ny o7y 7tk Linux VDA 2305 L. XDPing Y —JLICIZVDANY O 7y FES a—ILH
BAINTVET, COEDa—IIzFERBTRIE. B, T—2R— N1 TUDERT—2%E. VDAOEXET
—AZVWDOTHNY I Ty TTEET, VDAHDERICETINTULWRIHEEIR. VDAOEET—2EZNY I T v ST
TE9, BCTVDAICEENRELIEBAIHEZT. T—2030aE—%2 NNy o7y L. 7T—4D2200E—%
BEBELT. bSTL a—FT1 Y0 %5BRICLET, RDERTIE. VDATF—2DONv o7 v T, 559 % XDPing
OV REDLEBICOWVWTHBAL £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 263



Linux Virtual Delivery Agent 2402 LTSR

BRY XDPing O< >R AR
VDADEEF—E%N\vo7v7d sudo Ny OT7y ARV RERITT S
3IclE Jopt/Citrix/VDA/bin/xdping-b Tz, Ny o7y FF—20aE—

HER SN, [var/ctxbackup @
TALIMIICREShET, Ny
IT7YTT—32DT 1 LU MUICIE
REOBM BRI OZFIH
yyyy-mm-dd-hh_mm_ss 2=
TrehEY, fi:
2023-02-27-16_31_27, 77+
IWETIE NwITFvTTF—207T
1L MDORAREIZ30T, O
HEEZ 3. XDPing V—)Lidth
WY I TPy FTF—2D7T14L Tk
DeO—7—>a>EIFHBRLE
. ToLIMIOO—-FT—>3Y
DBZENZAZIAXTBICIF. RD
IRV RZERITLET,

sudo /Jopt/Citrix/VDA/
bin/ctxreg create -k
"HKLM\Software\Citrix
\VirtualDesktopAgent\
Backup"-t "REG_DWORD"
-y "
MaxDirRotationCount'"-
d "Ox0000005"--force

VDADONy O 7y F5F—2ICEALT  sudo -
BHO2o0IE—%kE&T3iCiE  [opt/Citrix/VDA/bin/xdping
-diff
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B22RY XDPing a< >k AR

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=<BEDODNV I T v FTF—2D
TALI M) ><BIONYIT VT
F=EDT LT ) >\"\" BN
wIOTvIT—2DT4 LU K>
BEDNYITYTT—32DT 1 L
JRU>RONY I Ty TT—4D
TALI M) >BHEDONYIT Y
TF—EDTLI R >

VDADNY O 7w FTF—2ICET S
BED2 20IF—%HE&RT3ICIE

tyiarXh)yonoTVI-T4 T+

ctxsession

COaA—FT1 T rlE Windows I—H—ITOXRRVIVAZRBELEFT, COA—TFTo VT =2EHFTDIE. KX
DRIV —=>23 Y MIRTESICEY A VYARNIYIICTIERATEET:

root@u22:~# /opt/Citrix/VDA/bin/ctxsession -v

Session Id:
Protocols:

User Name:

Client Name:
Client Address:
Local Address:
Remote Address:
Security Protocol:

Security Cipher:
Cipher Strength:
ICA Encryption:
Rendezvous Version:
Reducer Version:

ICA Statistics:
ICA RTT: @ ms

4

TCP-TLS-CGP-ICA
st\wcx
BLR3-EWS-WPD@30
10.109.143.143:58535
10.158.180.61:443
10.109.143.143:58535
TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384
256 bits

Basic

None

4

Sent Bandwidth: 112 bps
Received Bandwidth: @ bps
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ctxqsession. ctxquser. ctxqfull. ctxquery

NEDIA—F 1 )T DERAEXICOVTIE. RDELSIChelp ATV RERTL TSI

root@ubuntu2204-33:~# /opt/Citrix/VDA/bin/ctxqgsession —-help
Usage: ctxgsession [-f short_format_options | —-o long_format_options] [-m] [user user_namel
Display information about ICA connections to the local server.

Options:
-f Change the displayed information specified by short format options
-0 Change the displayed information specified by long format options
-m Alter the column headers to remove spaces
user Display information about the specified user

Short format options:
d Client device name (client name)
i Session ID
Session name
Published application name
Protocols
Session state
User name
X display number

Long format options(comma separated):
Published application name
Client device name (client name)
Session ID
Protocols
Session name
Session state
User name
X display number

I—H%—EFBROEY I VA NIV IDHZBRITEEY, OI—H—DEv>Ia v XMy IZRBET IER
EFDODIE. root 5L U ctxadm )L —F 21— —DAH T,

ctxsdcutil

CDA—FT 4V T41E. VDATHEIAFTNTVWBRTARTOEY I VERIIBEDEYS I YDOROX NI YD
EBRTZOICRIBFT, CnETSICIE. /opt/Citrix/VDA/bin/ctxsdcutil -gq <all |
SessionID> [-c]lav>yR%ERFTLET. [-cl3lEkiF. 1BHTEICA NIV IEBETZIIC#ENKLE
ERS

s Ty a Y ANAHEIR
o Ty a vHAEEIR
s Lyl avHhEE

o B - RHFECER

o HEEERT

+ ThinWire H /%118

o F—F 1 AHHFHEEE
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o TV E—HIHEE
o RS TNNHEIE

o RS THOFHEE

Z D

May 30, 2024

Ot arTiR MTOREY ZICDOWTEHBALET:
« HTML5 @i+ Citrix Workspace 7 71 @ 7R—
+ Python 3 RABERIE DER
« NIS @ Active Directory £ 0#&
» [Pv6

« LDAPS

Xauthority

Python 3 (R8BS DIER

May 30, 2024

Y bT—=UICEHELTVWBBEIE. sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav> k%#xEfTL T Python 3(RIBIRBEEZMERTI &9, /L. IXUR
T Python 3 fREBIBIEZER TEIRWVBEIE. Ry b T—JICEHL VWA THFHTHERTIET, CORLET
i Ry U= 2 Python 3 (RABIBIEZ1ERN T 2 - DRMHREHE FIBICOWTH L KEHHBAL £,

AR R

o Jopt/Citrix/VDA/sbin/ctxpython3F« LI rUICTIERTBICIE. EEEERNBET

ER
o« Python3nXysr—SJ0RA—ILT 71 ILBRETY, K1 —JL7 7 )Lidhttps://pypi.org/h54o >0
_F_Cg i?o
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Python 3 {RABIRIEDERL

ROFIEERITL T, Python 3 {RIEBERER L £7:

1. Python3 o#&&EEHEEZ VX b—ILLET,
Amazon Linux 2 0ig4:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL 5 &£ U Rocky Linux 084

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy-->

p= N
—BOKEFEEFRZA VA= TIEDICIE. BEDURI NI OEMUIURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server

-optional-rpmsIv > r%#xR4TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> REXRTLET,

Debian. Ubuntu 04

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

SUSE 0ig4&:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. Python 3 {RABIRIBZERRL £,
pE
Pip Y —ILDERBFICKET ZAREMDH S SSLEBHT S —ICHLT 3ICI1E. ROBEEEHRR b
% [etc/pip.conf 7 7 1 JLICIBINT 5 C e &2 e L T 2T

[global]
trusted-host =

pypi.org
files.pythonhosted.org

Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu 0ig4:
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sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 054!
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /Jusr/lib/mit/include/gssapi/

sudo 1ln -s /Jusr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. LDAPS o fkiFBiRZE 1> X h—ILL&E T,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4. XDPing O&k#EBHE=E VR —ILLET,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

NIS o Active Directory ¥ o#:&

May 30, 2024

ZDEYITIE SSSD #ERAL T, NIS % Linux VDA @ Windows Active Directory (AD) #&9 37534IC
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DWTEHAL ¥, Linux VDA I%. Citrix Virtual Apps and Desktops @ > R—x%> b BASTNET, TDF
& Linux VDA i&. Windows AD IRIBICEEZICE T DLW TWVET,

AD DD DICNISZ UID 8LV GID 7ONAA— LTHEATZICIE. A D NISTA—H—BE/NXT—RD
HAAEDEDT AV Y MERZR—ICTBHENHD XTI,

pE
NISZEBRLHED. RiEIF AD H—N—Ic&DiThhixd, NIStIEFHR—rINFEzFtHA, NISEUID &
FUGID 7aONA 44— L TERT 35S, Windows H—/N\—h 50 POSIX BMIZERINEE A,
B>k
ZhiE. Linux VDA ZRBE T2 A28 LTELEINATVWS O, BEDI—XT—IXTOAMEALTL T
Lo RHEL/CentOS ¥« X FUE 2—> 3> D&k TAmazon Linux 2. CentOS. RHEL. & & U Rocky
Linux A® Linux VDA OF&h1 > X b—JL) OFIEICRWVWE T, Ubuntu 7« X rUEa2—> 3> Digs
l&. TUbuntu A® Linux VDA ®F&)1 > X b—JL1 OFIBICRWVET,

SSSD xi&?

SSSD IFY RFLT—E>VTY, SSSD DELMEEIF. P ATALICF vy a8 ATV R— b 2RETZHE
IJL—L7—0%BBLT. VE—RMUY—ROBRSLVRBADT VXA ZRHET S TT. PAM®PNSS €22
—ILERELTED. BENIZIE D-BUSR—ID1 Y E—T A XABHHR— LT, BRI—F—BRICHDT S
FETY, Ffee O—HINA—H—=THUY bR —BREFRET B HOBNIT—EIXR—IZREL X
ED

NIS £ AD 05t &

NIS & AD Z#& 9 3 ICId. ROFIEZFZETLET:

FIE1: Linux VDA% NIS 751 7> kX LTEM

NISOSAT7Y bZBRLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS KXV ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—r o517 D IP 7L X% [etc/hosts ICiBIML £7:
{ NIS server IP address } server.nis.domain nis.domain

authconfig T NIS ##mM L £7:
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sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (. NIS #—/\—®D K X1 > & T, server.nis.domain (£, NISH—N—DHRX ~ZTHO. NIS
F—N—DIP7RLRICHTEET,
NISOH—EXZRELFT:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIBEAELWC & 2B L T !

ypwhich
<!--NeedCopy-->

NISH=—NR=DS5T7ATV Y MERIMERATIB L zHBLEY !

getent passwd nisaccount
<!--NeedCopy-->

E:

nisaccount (Z. NISH—N—DEBDONIS 7HT> +TF, UID. GID. F—LTF«s LT U, B&LTUOY
AV ITIDELLEETNTVWA I ZERLED,

FIE2: RX1>ic8ML. Samba %# B L THX b keytab % /Em
SSSD Tld. KX BN RF7 LD keytab 7 7 1 LOEIRICEAT S AD DU 540 7> MMERENRHINTLE
Ao COWBELTEIRTRICIIRDESBIEENHD £7:

« adcli

« realmd
e Winbind
« Samba

CDEITarTiE Sambalc k37 7O—FICDOWTOHIRHRAL £§, realmdicoWVWTiE. RHEL F7:1&
CentOS DRYA—DRFa XV hEBRBLTLEETW, SSSD ##R T 380lc. UTOFIBICRS BELHD F
ER

KXo >icsiml. Samba ZEAL THER ~d keytab #{EE T 5:

Linux 2204 7> T, BHICERINET7 71 ILEERBLET:

+ Jetc/krb5.conf
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+ Jetc/samba/smb.conf:

Samba & U Kerberos SBiERICY Y V%R L £7:

sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

C CT. REALM i3AX=FD Kerberos $8i5& <. domain (K X1 >® NetBIOS&TY,

KDCH—N—E&L04EEEZ%Z DNSR—XTERBTI2MBELH 255E. RD 2 D2OF S a>rzagpRo <Y RIC
BMLET:

--enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf WL T, [Global]l o> g kDT> U EBMLET, =720 BIMT 3D
authconfig vV—ILic&>TER TN/ > a > DHTT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA IZBMT 3ICIE. RXCAYOAY FO—S5—ICEETEZ . OAYEa—42—%RXTVICE
M3 3tERZ/FOAD I —HF—THhT Y FHBRETY:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iZ T, user i3> a—4—% RXAVICEBMT31EREZFORXr>Y1—H
—'("3'0

Fg3: SSSD oty b7 v
A+
SSSD % Name Service Cache Daemon (NSCD) t#HET 2. FHLAVWIRENRET ZAIEEELDH D
F9, 5L <IE. TSSSD T NSCD nfER) #2B LTIV,

SSSD oty b7y Fid. UTFOFIETHERINTWET:

o Linux o301 7> b viZ sssd-ad Ny ir—I B KU sssd-proxy N r—S%2 4V —=I)LLET,
s IFEIFERTFAILTEBROEEETVET (sssd.conf 4 Y),
o sssd f—EX%EBBLET,

|etc/sssd[sssd.conf sssd.conf DFREDH (BBICHU TEBMOBREETS N TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
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services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\]+)\(?P<name>.+$)) | ((?P<name>[*@]+)@(?P
<domain>.+$)) | (A (?P<name>[*@\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com ¢ server.ad.example.com =353 2 ETE IR £9, FL <. Tsssd-ad(5) - Linux
man pagel; Z8RBLTIEE L,

T771ILOFREES LUV 72Ut X1E% sssd.conf THREL 7 :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FIE 4: NSS/PAM DOH#ER

RHEL/CentOS:

authconfig % /A LT SSSD #&%hiC L 9, oddjob-mkhomedir #1 > X b—J)LLT. TOKR—LTsL
7 R OYERIEEEN SELINUX ICXHISL TWA e #RRBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
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sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

7

Linux VDA OFRE%E1TS & Fid. SSSD TIL LINUXVDA 75147 > FDRRIRERENBRWI E ZEEBLE T,
ctxsetup.sh 27 ) 7 - TOZDOMOERAZL LTE. T7 4L MEZFERLET,

FIE5: Kerberos &m0z
Linux VDA TEATE 3L 51C Kerberos AIEL KR EINTWE I e 2RI 3ICik. XDV RICED. &
27 LD keytab 7 7 1 ILBMEREHA T keytab 7 7 1 ILICESRF—HEEFNTVWBI I #RRBLE T

sudo klist -ke
<!--NeedCopy-->

COOARVERICED, FUVSNIILBEEERI—FOTETEREAHFEADLEICH L TERATE 3T —D—EBIERTR
INET, Kerberos @ kinit av> R%#ETL. Th5DF—%FHALT. IV VERXr>IY A—5— Xt
LCHBHELET:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

TOVEBEEHBIIAXNFTIEE T ZIHELAHD £9, RILES §) 3. P TILICEB3BIRIEBSTHICNYY
Z25vyva () TIXT—TIB3HERHD 9, BEICK>TIE. DNS RXr>&H Kerberos i ¥ 24D
9, LA >T. Ao EEFEBREFEALEFT, COOATY RPN TI . HAORERRINEE A,

MROARY REFEALT. IV T7ATDY RO TCT F7y b F vyl adhicJ e ZHELET:

sudo klist -ke
<!--NeedCopy-->

FlE 6: 1—t—REEDHER
getent YV RZFEAL T, OV A VERADSIYR—FINTVE L. BLUNSSH#EET 2N SHZEBL £
£

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X—2—(3RBWERAD R X1 YETY, AOOJF Y ERAPBEREEIZ. £ getent I Rz
fERLTHEBLET,

HR-—bINTVEAOTF VERIZRDED TY:
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o AL AR)OJF & DOMAIN\username
« UPN: username@domain.com
* NetBIOSH# 7 wo XFHK: username@DOMAIN

SSSDPAM EZ a2 — LA E LK BTN TVE L 2RI BICId. FXM>A—H—THT > AL T Linux
VDAICOT AV LET. UEIHFR A A—H—TAD Y MIFERAINTLEEATL

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROAR Y RIZE > TRENT UID ICx59 % Kerberos ER1ERF v v a7 7 M ILDMER SN C e 2R L
9

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, 2A—H—d Kerberos BRRBEIRF v v aDF 7y bHAEWT. HRIINTIIBRVWI C 2L F
ER

klist
<!--NeedCopy-->

IPv6

May 30, 2024

Linux VDA TliZ. Citrix Virtual Apps and Desktops IZxtisL 7= IPv6 #{FBTE £9, COMEEZFERATZ S
3. RORUSTEBLTLRET L

¢ TaTIREZ Y UERIRT, IPv6 BEATHICEMICR > TLWARWEE, IPvARMERINE T,
o IPVAERIET IPV6 ZBMICT 5. Linux VDA I3tEE L £ A,

BE:
o LINuX VDA 213 Tl <. =y FT—URIE2HED IPV6 THEIBELHD £,

+ Centrify TIZE 27 IPV6 #H7R— L TULWEE Ao

LinuxVDAZ - > Z ~k—=JLLTWBHBE. IPV6 OFRIGLEY b7y T2 RBBESHD £ A
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Linux VDA T IPv6 %17 3

Linux VDA #EmR = EE§ dr1IC. AT IPV6 =Ry b T —2 T LINUX RIS VHMEEEL TWeh 2R T 3 HE
HHDFET, IPv6 DERRICEETZ 2 DODL A RM)F—DHDFT:
“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”
“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”

-v  “ControllerRegistrationIPv6Netmask”
<!--NeedCopy-->

Linux VDA T IPv6 #B#IC9 % 1CiZ. OnlyUselPv6ControllerRegistration # 1 ICXRETZIHEHLHD £
ENS
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "

OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IZE# DOy bD—o 41> 2—T 241 AN H 3154, ControllerRegistrationlPv6Netmask ©
Linux VDA OBRICFER T 2Ry b — 01 VA —T 21 AZIEETIET !

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

{IPv6 netmask} zEED >y f<Y X2 (2000::/64 X)) ICBSMZFT,

Citrix Virtual Apps and Desktops T® IPv6 BRIICDWTEEL < I&. TIPV4/IPv6 #r7R— k1 #BBL TS
LYo

A | = Rl el G20
BEDIPV6 2y b7 —0BREBEF v I LTHS. ping ZEMA L TAD & & U Delivery Controller iCig#iT =

PO EFBLET,

LDAPS

May 30, 2024

LDAPS i%. LDAP&{EH' TLS/SSL # AL TBSKINE S hY A T LI MU TR 7OMINL
(LDAP) 0&£H/N—23> T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 276


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/manage-deployment/ipv6.html

Linux Virtual Delivery Agent 2402 LTSR

TIAIWRT 9472 b —N=F7FVr—>3 VB0 LDAP BEIFESHKINTWVWEEA. LDAPS T,
Linux VDA 8 & U LDAP #—N—fd LDAP 7T ) A>TV R RETET £,

RO Linux VDA O R—% > biE. LDAPS  OkFBELH D £

« JO—A—I— x>k Delivery Controller iZ Linux VDA % %43
e RUD—H—ER: RS —FHH

LATFIZ. LDAPS O#BRICKETY !

« Active Directory (AD) /LDAP #—/N\—T LDAPS #HE it
e USATVMTHERYTBZIL—CAZIIRKR—F

o Linux VDA <3 > T LDAPS =B %L & f= I ZEXHL

o Y—RN=F1 DTSy k7 +—LTLDAPS Ok

o SSSD D&

« Winbind o

+ Centrify 085

o Quest DI

pE
ROOARY RZEE{TLT. LDAP H—N—DBERT A VI ERETIET, T 74/ MBEIF 159 TY, i<
EHI0DICHET B LDICLTLIETL,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X—T LDAPS 0Bt

Microsoft sEFR#4RS (CA) Z7z133E Microsoft CA @ 5 5hh SEYIAFERDIAE%R 1> X —JLL T, SSL&
fmad LDAP (LDAPS) #8B%ICcTE %9,

B> b

LDAPS . RXr>Oa>bO0—5—TsHDIL— b CAZAYZAb—ILTB . BBNICBMIED Y,

GERAEZ 1 > X b —JL LT, LDAPS ##4i2 BB Y 5 AAIC DWW THEH L <. THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

AERABA DB ICERDEDL HBIHE. F XA Y bO—5—T LDAPS SREL 0B 4 EEAE = BEMICEVIR TS
EtA

EHOIAKEOREEZFER L TR X rO—5—TLDAPS ZBMICT 35X ICDWVWTEEL 1. TLDAP
over SSL (LDAPS) Certificatey #8BLTL LI L,
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U747 bTEEY %I/L— hEEEAE (CA) OB
U547 biE LDAP #—N—1z89 % CA DEFRE 2 A I 2B BN HD £, 517> b D LDAPS 33
ZEMICTBICIE. IL— b CARERREZEREADF—X L TICAVR—bLET,

L=k CAZIVRR— T BHEICDOVTEL L Microsoft Support Web #-r kT T'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA ¥ > T LDAPS %&b & foid Bk

Linux VDA T LDAPS # &% £ 7 I3EMIC T B ICIE. (BEExLTOJ A LT) XAODRIU T+ %ERITLET:
COORY ROBXICIIRDEENE T
o EESNTIL— b CAEEFAET SSL/TLS 2T LDAP #&%hicL £ 9

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

o SSL/TLS BB TLDAP FvRINA > T > J=BMLET:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

A

FvRINA T >TDIL— bk CAGERRZIX. PEMERXTHZHEHLHD £9, LDAPS #HICL
TH Python 3 RIBIRENERE ICER I NBRWVIEEIE. TPython 3 REBIRIBEDIERL OFIBICHK>TF
BT L TSI,

Pip YV —ILOERBICRET ZTAENDH S SSLIBHET S — I T 31213, ROEEEARZR k
% [etc/pip.conf 7 77 JLICIBIIT 2 Z e EReT LT AT L

[global]
trusted-host =

pypi.org
files.pythonhosted.org
o SSL/TLS #AEFICLDAP IC7 x—ILNv I LT,

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS £B® Java ¥ — X 7. [etc/xdl/.keystore ICH D £9, FEEZITZL I N F—ITIE. KPS
N9

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
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HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1DTFZ v b7 +—LTLDAPS D&

LinuxVDA Q> R—2Y FMCIIZA T . VDAD I £ T EFAR Y —RN—FTo DY 7 bUz7aAVKR—FR> L Tlk. SSSD.
Winbind. Centrify. Quest Z¥ @t * 2157« TREIN/ LDAP PR ERBELHD T, UTOEIT 3>
Tli&. LDAPS. STARTTLS £7z1& SASL (BB >—J) IZ&3tEFa2) 71 THREIN LDAP z#8H T 3 5%
ICDOWTERBAL £ 9
[
NEIRTOYV I LTIz 7aAVR—22FT. SSLAR—F 636 2FAL. EXxa2) T THRESINT- LDAP
ICTBZEDBELLDITTIEHD £HA. £/, IZALEDHZEE. LDAPS (R— bk 636 TD SSL ZHOD
LDAP) (37R— bt 389 @ STARTTLS t HETET FH Ao

SSSD

723>, R—r636 £7idR—+389 DtFaU7+ THRESN/SSSDLDAP F5 71 v I =ML
79, #L<IE. SSSDLDAP Linux ® man XR—J#BBRL TSI,

Winbind

Winbind LDAP T ig. ADS XV v REAL £9, Winbind i&. ;K— bt 389 T StartTLS XV v R A%
HR—MLTWET, HEEZZIT3HEMT 71 /LIL. [etc/samba/smb.conf r [etc/openldap/ldap.conf
(Amazon Linux 2. RHEL. Rocky Linux. CentOS. SUSE 0i5&) %74 [etc/ldap/ldap.conf (Debian &
& Ubuntu ®BAE) T 77 1L ERDLSICEELET:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never
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Ffe. X274 TIRESI N/ LDAP (3. SASL GSSAPI (B LU —IL) THERTIZFIH. TLS/SSL v+
FIBILIETEEHA. SASLEESHEFERT 3ICIE. smb.conf R =EEL £

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify TIZAR— bt 636 @ LDAPS #HR—F L TUWEEA. —FH. R—F 389 LOtFa )7+ TRESNIHS
SHIFRBELTVET, #L<IF. Centrify 41 FEBRBL TSI L,

Quest

Quest FBEET —E X IFRK— bk 636 @ LDAPS # 7 R— b LEHAD. BIDAETHR— 389 DtEFal) T+ THRE
TNIBESKZERHLET,

cSOWNSa—FTa>0
COEEZ RIS L. UTORENRET S LB &Y !

* LDAPS 7 —EZDFIAMY

AD/LDAP —/X\—T LDAPS ##45ihMERRIBE THDI C ERRBLET, T 74 M TIE. TOKR— I 636
TY,

+ LDAPS 2 E#IC9 % X Linux VDA OEFEHLKT S

LDAP H—N—UR—FHEL<EBRINTVWE e zBRALET. RMICIL—F CAREAEZF v I LT,
AD/LDAP H—N——HF 5 =R LF I,

s ROTLPRMIEE

LDAPS BBEn+—%3:%2> T enable_ldaps.sh ZFHE T ICEHRLTLES . LDAPS OYHK—R>V D
KREBREEESEUEELHD X7,

« LDAP +357 1 v 7id. Wireshark > Zofioxy b7 —2838Y —)LH 5 SSLITLS THESAKIhIEHA

T 74 FTIE. LDAPS IFEMICHR > TWE T, eNE34E T 3i21%. Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #=17L £ 9,

« Wireshark ®»znftn =%y T — &R Y —ILH 5D LDAPS ~5 7 1 v I hEELAL

LDAP/LDAPS 37« wZi%. Linux VDA O&E#FX I IL— TR > — DI TS BICKEL F T,
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o AD f—/\—T LDP iZ#i%# =17 L T LDAPS OB # R TE L
IP7rRLZDORHDIZ. AD FQDN ZERL %9,
« [opt/Citrix/VDA/sbin/enable_ldaps.sh X ) 7+ %#R{TLTJ/L— k CAIRAZ% 1 > R— hTEARL

CASEFARED 7INZZBEL T, IL—~ CAGIBAZEOBEAEL VW L ZRBLET, T R—FThTW3
Java Keytool DRBEOAETHIEL TWET, HR— F—BICAWEEIE. RIICEEEEBELTILTIWL,
SERZ DR DOBELRE L1-5SE. Base6d THESUIN PEMEXOERZEE#HLET,

+ JL—k CA:EFAE % Keytool —EICRRTEF 4L

Jopt/Citrix/VDA/sbin/enable_ldaps.sh# %47 L TLDAPS #&#IiCd 5 . :LBHZE
H/etc/xdl/ keystore (1 VR—h I, F—RATERETZNAT—RARESNET, NRXT—R%
NEBEEIE. RV T Z2BERTLTHLVLWEF—IMTFEERLE T,

Xauthority

May 30, 2024

Linux VDA (3. x#:E58D ) E— MEIEITX11 7« X 7L 18 (xtermgvimz&y) A3 RIEEZ Y R—
FLTUWET, CDfaEld. XClient & XServer Bt F21) 7+ THRESNIBEEHRT I -OICBEREF2
T4 XAZZLZRELET,

COEFa T4 TRESNICBEDERZRET BICIZ. UTD2 2D0FHELRBHD FT !

« Xhost, &7 #JL b Tid. Xhost A% > RiZO—AJLRR k XClient & XServer Q@EDHEZHFAI L £,
IJE— b XClient ® XServer N\ 72 2%2#A T3, HEDITS Y TEREZMH5T 5701 Xhost <
Y RARITINZBELHD £7, H3Wd. xhost+ % ER L T XClient iZ XServer NDEHZHFAT T3
CEHTETFY,

« Xauthority, .XauthorityZ 70 )lid. E1—H—DFR—LFcLIMIICHBDET, COT7TIL
l&. XServer OBEEDFEIC xauth M ERA T % Cookie ICERIBMEREFE T Z-HOICERINET, XServer
AYREAVR (Xorg) HEEINZ LTS, HEDT + A LA DS =R T 57012 Z D Cookie HE
AEnhZd,

1 RE

Xorg h'E2&ans . .XauthorityZ 7 LiEXorgiZBENET, ZD.XauthorityZ 71 ILICIERD
BENEENFT:

o RTES
e UE—FEXRZOMIL
« Cookie &S
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xauthd<v Y REFERALT. COT71ILE28BTI £, fi:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908111624b
<!--NeedCopy-->

XClient 1') £— T Xorg ICIE#T 9 3358, 2 DORIREHE B IBENHD ET:

« DISPLAY IREZ# %= ) E— b XServer ICREL T,
+ Xorg T CookieHFSD 1 2%&¢ . XauthorityZBELETY,

Xauthority O

JE—k X11 ¥« R 7L AIC Linux VDA £ T Xauthority #53IC 93 1CiE. XD 2BEDL X MU £—%1E
MY 2HELHDFT:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority ICEMICLTHS. FBICLBNRBER—LT LY FUEIYY FTBZET. Xauthority”
7 )L% XClient (TEL £7:

+ .XauthorityZ 7% XClient ICFBTEY

ICAtvy> 3 >%iEg L. LinuxVDA Iz XClient @ . XauthorityZ v s&EgL. O 4> a1—4
—DR—LFTA LI MIICT 7ML ERELET, ZD.XauthorityZ7r)Lz 1) £—k XClient v> >
IZJE—L. DISPLAY & & U XAUTHORITY IRIEEHZRETIEY, DISPLAYIZ. Xauthority >
FALILICREFELIERFZEZESTHH. XAUTHORITYIL Xauthority 07 71 JLINXTY, 7z zlE. XD
IVRERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->
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E:
XAUTHORITY IREZHANRESNTVARWVIEE. ~/ . XauthorityZ 71 AT 7+ )L ~TER
IhE9d,

o HER—LTAL I UEITY TR ILICED . XauthorityZ 7 )L% XClient ICET

BEAFZE. OJA A —DHREFR—LTAL I IEITIVNTEZLTY, Linux VDA A ICA+E
wiarvEREITRE, QA1 —H—DKR—LTs LY ) T. XauthorityZ 71 ILBMERR I F
To CDHR—LTs LI RURXClient e EEINBZHEE. 2—H—HI0.XauthorityZ 71L& F
g1 XClient ICEIXT3HEILH D £ A. DISPLAY &£ XAUTHORITY BB #%# E L < RB2E L%,
XServer T GUI A EBIMICRTRENE T,

FSINS 2T
Xauthority "EEEL AVBEIK. KD LS TN a—F0 I FIBICR > TSI L

1. root FHEZ I OEBEEBE L LT. IRTD Xorg Cookie ZEMEL £9:

ps aux | grep -i xorg
<!--NeedCopy—-->

CoOaxX >R, EEH Xorg IiBI N3 Xorg 7OERENTXA—Z2—%KRTLET, D5 1 D2D/INTX—
Z—lg. ¥ . XauthorityZ 71 hERSNE D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth 7> k%##FEALT. CookieZRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. Xauthavw > REEFEBALT. ~/.Xauthoritylc&fh3 Cookie #RRLEFT, RLRTESDBE.
&nand Cookie & Xorg & U XClient » . Xauthority 7 71 ILTEIL THIRHENHD 9,

3. CookieAREILBNIE. VE— T4 XTLAR—rHLINUXVDAD IP 7RLIEABET Y by TORT
ESHEFERLTT7 RT3 EHERLET,

fz ziE. XClient v> > TROATY RZETLET:

telnet 10.158.11.11 6160
<!--NeedCopy-->

R— &SI 6000+ REEFESDEFTI,

telnet DRMENKET B L. 7717V A—IDBREZTOVITELHHDET,
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i
[ETYe

May 30, 2024
COtEI2arTiE UTOMEYZIZDOVWTHBALET:
» Azure Active Directory #=#H L 7=58E
o BTINKRY TSI INYA > F VB
s JITL—Ya VRt —EX
+ SSO KAShosZEE
« ZX—hA—FK

o BAPFELI—F— (ERI-Y—-) O7I€X

Azure Active Directory % £/ L 7-383

May 30, 2024
E:

CDOgEIZ. Azure THRX T N3 VDA TOAFERATIT £,

Z—XIETVWT, Azure I 2D Linux VDA = BT £9:

« Azure AD DS £1iE# VM. VM 4% Azure Active Directory (AAD) RX->H—E X (DS) OEEMER
RXAVIZEMLTWET, A—HF—R@ X VERBERZFEALTVMICOIF Y LET,

o RXAMYVIESMVM, VM A AADID H—EXReHEESINTED. I—H—RifzRHLEFT, 21— —IF
AAD EfERZzFERLTVMICOJ A LE T,

AAD DS LT AAD ICDWTE#L < IE. TB55DMicrosoft HDERE#BBLTLIET L,

CODRETIF. FXTVIEBMVDATAAD ID H—EXRZBNUE L UHEHT 2 HEICDODWTHEBALET,

HYR—FINTVWETA AU E2—> 3>

« Ubuntu 22.04. 20.04
« RHEL 8.9, 8.8, 8.6, 7.9
« SUSE 15.5

L <& Microsoft HDsEE#BBLTLET L,
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BN D RRE & [Olgd R

RHEL 7.9 Tl&. AAD 2—#—3:R:f#%Ic. PAM (Pluggable Authentication Module: 7354« > al8E AR €
Ya—JL) opam_loginuid.soptloginuidDREICKELET. COMEICED. AAD 21— —(Z VDA
Ty avIlTIERTERLEDET,

CORMEEEET SICIE. /etc/pam.d/remoteTSession required pam_loginuid.sofT%
OXYETIRLET, FIELTUTORZU—>2 3y hE2BRBLTIZIW,

#¥PAM-1.0
auth substack password-auth
auth include postlogin
account required pam_nologin.so
account include password-auth
password include password-auth
# pam_selinux.so close should be the first session rule
session required pam_selinux.so close
I#scssion required pam_loginuid.so
# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open
session required pam_namespace . so
sion optional pam_keyinit.so force revoke
session include password-auth
session include postlogin

FIE1: AzurePortal TF> 7L — MRETYS VEERT S

ToT7L—hMrETIVEER L. AzureCLIZVMICA YR b—ILLE T,

1. Azure Portal TF> 7L — MREY S V%L £9, [Review +create] #4-U v ¥ /1. [Man-
agement] %27 T [Login with Azure AD] #3ERL T 7E3 L\,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 285



Linux Virtual Delivery Agent 2402 LTSR

Home > Create a resource

Create a virtual machine

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi

Azure Fecurity Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Menitering

Boot disgnostics (8) Erable with managed storage account (recommended)
{) Erabile with custom storage account
) Disable

Erable £F guest diagnostics O

Identity
System astigned managed identity l:l

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
Lears move o

Arure AD
Lo e A

) RBAC rote assignment of Virtusl Machine Adminitrator Login or Wil Machine
Uit Loginis moepsineel whan using Arues AD login. Lagen rare o

W Azure AD login mow uses $5H certifcate-baved authentication. Yiou wil reed to use an SSH chent that supports DpenSSH
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :I

Backup

Erable backup O

Guest OF updates

Panch oecheitration optians nasge chelimill w

) Some patch orchestration options are not available for this image. Learn more

[ Review + create | [« Previous|[ Nest : Advanced »

2. 7L —MRET> > TAzureCLI Z# VM ICA >R b—JLLE S,
2L <IE. Microsoft st E#BEBLTL I L,

FIE2: 7oL —MRETI Y TIRZ—A A=V R EE

RRABZ—A A= % EHTBICIE. TAzure TD MCS ZEA L7z Linux REY > > DER) @ TFIE3: YXAEZ—T
A=z EFET D] OFIBICE->TLIEE W,

FIE3: FoFL—MRETSVERXAVESIME-—RICKET S

RRAZ—AR=JZER LS. ROFIBICES>TVM Z RXAVESME-—RICKRELEFT:
1. O ROV T EDSRODRVV T ERTLET,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy—-->

2. function read_non_domain_joined_info()%&>i¥T.NonDomainJoinednfEx?2
ICEELEY, fle LT ROOD—-RTAOvIEBRLTLIEI L,
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function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"

# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

Si

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'"

if [ "$TrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2

fi

}
<!--NeedCopy-->

3. EEZRELE Y,

4. TOTL—MREIIVES vy MUV LET,

Flg4: 7>7L—MrEIYSVHS5 Linux VM ZER T 3

RXAVIESMT Y TL— MREYS D OEEN TS5, ROFIBICRE>TVYM ZERE L £9:
1. CitrixCloud icr>r> L %9,
2. CitrixDaaS #4777y o LT, [ReBEBR] EBAVY—ILICTIEALET,

3. [¥>>Ah%#04] T. Machine Creation Services ##EB L TF> 7L — MMrIET > >H 5 Linux VM %1
MTBACEETRLET, s¥L<Id. CitrixDaaS RFa XY D TR X VIEEMD VDAl #8BLTLE

T

FIES: LinuxVMICAAD 21— —7HhHo > hEBDYTS
RX1IESMVYM 2B LT=5. ENSICAAD 22— —T7hHO Y 2D YTET,
AAD 2 —H#—7hHo > b VMIZEID HTBICIE. ROFIBICHRWET:

1. EBETAO Y b EFERLTVYMICT IR LET,

2. [Identify] > [System assigned] %7 T. [System Identity] #&%ICL %7,
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| Identity

eaech (Cmd +/)
£ System assigned  Usar assigned
& Continuous dbvery A systom axsgned managed identity 5 restricted 1o one per resource and ks

W oslability + scaling about Managed identities.

8 Conbiguraten s () Redresh | £ Got feedback?
Identity
Il Propenies Ststus
8 lods of
Operations Obfect dprincipall ID
M Bastion
Permissions

5 Auto-shatdown

£ Backun

3. [Access control (IAM)] > [Role assignments] %7 <. [Virtual Machine User Login] 0% R
2iF. BEIZIGCTAAD A—H—7AHT > rZEBMLET,

2 | Access control (IAM)
Virtual machine
£ Search (Cmd+/) « -+ Add L Download role assignments == Edit columns () Refresh X Remove £ Got feedback?
K3 Overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —
. Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2 2000
/? Diagnose and solve problems
£ Search by name or email Type : All Role : All Scope : All scopes. Group by : Role
Settings
&£ Networking 21 items (7 Users, 14 Service Principals)
& c . [] Name Type Role Scope Condition
annect
® Disks > Contributor
B size > Owner

O Microsoft Defender for Cloud
" Virtual Machine User Login
@ Advisor recommendations

User i i 0 This resource None
31 Extensions + applications O . Virtual Machine User Login ©

KX VIESMVVDANOOT A >
EBRNOITY RI—HF—F. RXAVIESMVDAIC2 DOAETAOT AV TEET, HMALEFIEEIROLED T
ER

1. Workspace 77U & L. AAD I—H#—BENXT—REZANALTIT—IAR—RICOTF VL&
¥, [Workspace] R—JHBE £,

2. RAXMYEBMT RO by T22TNI )y LET, [AAD LOGIN] R—JHRTENE T,

ZOR—=TE. VDA TRHRESINTWROJ1YE—F (FNAAROA—RFRIEAAD 7HU Y MIXRT—R)
IC&>TELEDET, T74IETIE Linux VDA IE. RDKSICTFNARO—ROJ1VE—REFRALT
AAD 2—H—%BIL %9, EBEIF. BBICHLT. OF1VE—REAAD 7HU Y M XRT—RICESE
TEFT, FIBICOWTHEHLLIE. UBROEI> 3 Y EBRL TSI,

L]

3. BECERICESVT, ROVWTHHADAETTRZ by Ty aicOd 4>y LES:
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* QRO—FZXFv¥>LT. O—FZANLET,
e AAD 1—H—RBENRT—RZANNILFT,

AAD 7HU Y NNRZAD—ROT1 VY E—RADEE

F 74 FTiE Linux VDA IZTFNA X O—RZERALTAAD 22— —%2EFL £ T, L <& Microsoft 4o
SAEEBBLTLKETIV, OF1VE—RE [AAD7HOY N/ NNZAT—R] ICEET3ICIE. ROFIEZRITLF
£

VDA Txo X > kERTL. AADAcctPwdAuthEnablex—%2RDI3T. ZDEZ0X00000001LICEE
LET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0Ox00000001" --force

<!--NeedCopy-->
PN

CDAZEE. Microsoft 7ho > b, £HIE2BRZZHADENCA>TVWBTHI Y FTIHEZ £ A

ATINRY T TG A 27 VREE

May 30, 2024

StoreFront Z k7ICT7 V£ R T 37D 1—H—EKERZ. Linux @iF Citrix Workspace 77U & & U Citrix
Receiver for Linux 13.10 @ AuthManager €22 —JLICAATE X T, NA%. 1—H—BREREBEANNT
32k, LinuxREBTZXI by Ty a v SREBTRI My FELVCT IV Tr—2avil. 953472 %
FHALT7IERATEEY,

pE

Z Oselx Linux @iy Citrix Workspace 7 71 & & U Citrix Receiver for Linux 13.10 THR— I NT

WE7,

COEEEEBMICT BICIE:

1. Linux VDA iZ. Linux mi¥ Citrix Workspace 7 7 1J & 7=1& Citrix Receiver for Linux 13.10 £ > X +
—}II L/ ig-o
Citrix Workspace 7 7 1J £ 7% Citrix Receiver @Citrix # 7 > O0— RR—=IUhB57FUE AT O—RL
9,
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T Z =)L I [Jopt/Citrix/ICAClient/TT., BRBZNRICTIUEA VA L—ILT 355
&. ICAROOT BB L E RED1 VA C—ILXREZBRBTZL5RELEXT,

2. Citrix StoreFront 81 23>V —ILT. WROX L 7IC HTTP EXRBIEARZEEML £,

Manage Authentication Methods - two

Select the methods which users will use to authenticate and access resources, 0
Method | Settings
#|  User name and password
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Eﬂtlcatlﬂrtl methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP BARI %2 HA§ 3ICIE. RDOF—% AuthManager #m 7 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (Z@mML &9

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROARVRZRTFTLT BESNLTA LI MU —FEEAZZ T YA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy—-->

5. ROATVREEERTLT. COBEEEMCLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x00000001"
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<!--NeedCopy-->
6. Linux REFRXU by Ty a>ERALT. TOt v 3> T Linux @it Citrix Workspace 7 71 &
f=1& Citrix Receiver for Linux 13.10 =& L £ 9,

Citrix Workspace 77U ¥ TREIL T2 FIS. AT TATY COANNERODSNET, LKL IBE
BHADSTICEBNICA A LET,

pE

AbT7T7HT DO HTTPSURL ZANLE T,

Citrix Receiver - *

Add Account

Enter yvour work email or server address provided by
wvour [T departrment.

https://

Cancel Add

JxTL—2a EBEE—EX

May 30, 2024
JxT7L—> g B —E X (FAS) #EB LT, Linux VDA IO # >33 1—H4—%BAITBR N TEIET,
Linux VDA ix. FAS O # > ##EIC Windows VDA £ [@ L Windows IBE%##ERB L £ 3, FAS D Windows I8
BOBRICOWTIE. 177 L—> a3 Vit —E Ry #8BLTLETVL, ZDEETIE. Linux VDA ICEE®D
EBinfERzRELET,

E:

o Linux VDA iZ. In-session Behavior ;K> —%HR—FLTLEEA.
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o Linux VDA iZ. sBWEGZFERALTCFASH—N—7—2%2%EELET,

HYR—FINTVWETs AU E2—>3 Y

FAS 1. REMA LiINUX T4 AU E2—2a > e RXAYEBMAZEZYR—bLET, RO MV Vv IXZBEL
TLRE W

Winbind SSSD Centrify PBIS Quest
Amazon Linux  (ZWw (=4 [=qA (=W LWz
2
Debian (=40 (=40 (=40 (R4N LW
11.7/11.3
RHEL &Ly &Ly (AIAY-4 (A1AY-4 &Ly
9.3/9.2/9.0
RHEL &Ly [FWn [Fn IFWn lFWn
8.9/8.8/8.6
RHEL 7.9. Ly Ly &Ly &Ly &Ly
Cent0S 7.9
Rocky Linux (=40 [=4W (AINY-d WLz LW
9.3/9.2/9.0
Rocky Linux (=40 (=40 (A1av-d LWLz LW
8.9/8.8/8.6
SUSE 15.5 &Ly &Ly &Ly (AINY-4 (AINY-3
Ubuntu (=40 (=40 (=4 (=40 (=40
22.04/20.04

Linux VDA To FAS D&k
SERE DT VR )L

A—H—QHAEERI T BICIE. JL— b CAHBEE TR TOREHEER VDAICA Y XA R=I)ILLET, X
I, IL—+~ CAFFAZEZ 1 Y X b—IL T BICIE. AIiRD Microsoft CA »5 @ CAGFEAEZDENE (AD T)1 OFIE
TAD JL— MERRZEZEIE T 5h. Fhld)— bt CAH—nN— (http://CA-SERVER/certsrv) h53EER
E2x4AU O0-RLET,

pE o

ROOAR Y RiE. PREGEEAZOERICHERINE T,

7z ZiE. DER 7 71J)L (*.crt. *.cer. *.der) % PEM ICZHT BICIF. RDOKSHRIATY Y REERTLET:
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sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

HWT, RO&SHIAIYRERTLT. JL— bk CAfEBAE2opensslFa LY FUICA YR M—JLLET:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

pa o

JL— b CAGERRE Z[root NI FICREBELAWTLZE W, BET S, FASIZ)L—~ CAGERREDFHRAED
ERZFBBD FET,

ctxfascfg.sh =17

ctxfascfg.sh XU 7+ #RITLTFAS 2R L £9:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE—RTEATEIEY, RVUTPEY ALY FE—RTERITT IR0, ROEIE
THEeRELET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis | quest: Active Direc-
tory o & F X & E. CTX_EASYINSTALL_ADINTEGRATIONWAYA' fEE SN TWLW 3 IF AL
CTX_EASYINSTALL_ADINTEGRATIONWAY:RUETYTCTX_EASYINSTALL_ADINTEGRATIONWAY
MEEINTULARWES. CTX_FAS_ADINTEGRATIONWAYIZMBOEZFERAL XY,

« CTX_FAS_CERT_PATH =<certificate path>: )L — NIBAE L IR TORRERAZERNT S TIL/IVR
ZIEELEY, T, lcertificate pathy ISHEAED /XX TT,

« CTX_FAS_KDC_HOSTNAME: PBIS & Quest ##iR¥ 3 Fic. F—EwmtE>4— (KDC) ORI +E
ZERELEY,

« CTX_FAS_PKINIT_KDC_HOSTNAME: PKINITKDC F X FBZHBEL £, FICEELABWVWRED
CTX_FAS_KDC_HOSTNAME xR L T¥, ##d Delivery Controller % 2B &1d. RX1>DFTA
To KDC oKX ~ &% [etc[krb5.conf 7 7 1 )L ® pkinit_kdc_hostname (i8N L %9, %L < I&.
Knowledge Center dCTX322129% BB L T LT W,

o CTX_FAS_SERVER_LIST=" list-fas-servers’ -7 5L —> 3 VBt —E X (FAS) #—/—I&. AD
TJIN—TFRIV—ICEDEBRINET, RX1Y GPOTOFASRU S —REICDWVWTELLIE TFL—
TR —DHER #BBLTLLEIV, LINUXVDAIZAD FIL—FRUS—%HR—FLTVEEA.
O, Lz OO0V TRYSNIFAS Y —N—0—B%ZFATEET, >—7>RE ADJIL—TRU >
—TRELEHODLRALTHIBELHBDET, WITNHDH—N—TF RLIADHIBRINTUVWIHFEIE. £
DEH%Z’ <none> ‘L WS XNFHTEHT. Y—N—TRFLIADIBEFBRFEELFH A, FASHH—N—&
BUNSBET 2I1ICIE. FASSH—N—TEETNTVWRKR—rBESE—HITI3R—FESEBMLTLLES
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Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

BEED LINuXVDA A > X b—ILET7 v I L—R$3ICIE ROOAIY Y RERTLTFAS H—N—%8RE L.
ctxvdatt—EZX=BREL TREEBMCT I LN TEIES,
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force

systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy-->

ctxregZ@ERALTFAS U—N—%2EHI3ICIE. ROOAYV REERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy-->

IEL UL Active Directory #3875 %8R L. SAZEDELWIREZANALET (Bl /etc/pki/CA/certs/
)o

RIS TORZ )T R krb5-pkinit /Xy —2 ¢ pam_krb5 Xwir—J% 4> h—ILL. BEETZEHT 71
NLEZRELFEFT, RHEL8 LIFEDIZEE. PAM_KRBS A EPEL VRS M) ICBEFIThZ . RTU T RIENEDT
4 AMJE2— 3 Y TEPELZBMICLELSELET,

FAS O &3k
Linux VDA T FAS Z &I 9 31213, RO FZEAL T ConfDB 159 RTD FAS #—/N—%HIBR L &
EN
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 294



Linux Virtual Delivery Agent 2402 LTSR

HIREIE

« RE. FASROvIEEZYR—FLTWERA. v a>rTOvIRE EI Uy T2L. FAS 2R
LTty avIilBEOQIA VTR iETEEE A

¢« COUY—RTI 177 =23Vl —ERDT7—F 77 F v OE] OmRETHEL TLWEI—RKH
& FASEBEOAHHNHR— SN TH . Windows 10 Azure AD Join iZ&FhEH A,

ST a—Fa>y
FASO RS TINSa—TFT0 VT ZT5HIIC. RO EEERL TSIV
o LINuUXVDABWIELL AR =L, BERINTULET,
« FASUSbDEY  avid. NAT—RRBAZFERAL THBEIA N7 TERBICESHTEEXT,

FAS Lishot v > 3 > hiEYICHEE L TW315E&1E. Login 25 Xd HDX O4 L ~JL% VERBOSE IZ:&E L. VDA
O LAJL% TRACE IZRREL £9, Linux VDA D kL —20O07 %832 3 A7%IC2WTIE Knowledge Center
DCTX22013005EHFZBRL T ZSI L,

Linux XDPingY —JL%& %R L T Linux VDA IRIBIC—MM B EBR OB B VWA BRI EZ L HTEET,

FAS 4 —N—HBHIT>5—

FAS Ak 7h 5ty arvaiR#ddekBLET,
[var/log/xdl/hdx.log Z#®#:2L. KDL SHBIS—OJ%IRLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list
is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERE KOO Y RERTLTCitrix LY X ~UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
H* <Your-FAS-Server-List> ICRRETNTWB e #HBL £ T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFEOREHLNEE> TULWBHEIE. FiRD TFAS H—N—0DEE1 OFIBICH>THEIRELF Y.

fi& o 7= CAGERAZ DB

FASZRb7h oty arveREs 3 ekBMLET. REDOVr Y FUNKRTEIN, BHRICEZET,

Invalid Login

oK |

[var/log/xdl/hdx.log #FER L. KOLSHRIZ—AJZFRLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit
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2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->

fERE [etc/krb5.confic/l— bt CARIBAE Y SR TOHFRIGIRAEZ M T Z TILNZADELLRESNT
WBRZCZBRBLET, ZILNRIFRODELSICHED £T:

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

BEEOREHNHEE> TWVWBIHEIE. FIRD GIAZED MY X =)L) OFIBICRK>THERELE Y,

Frcld. IL— b+ CAGERENBMHE S ZRRBL £,

S ROFTAOERIYEYTIS—

FAS I3 SAMLZREEIC & DB SN E T, ADFS 2—H—HADFS O A o R—JTA—H—BENRT—RZEASN
TR RDIF—DEETHHHBD T,
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There was a failure with the mapped accourt.

CODIZ—IFRDIEZERLET:

« ADFS 2—H—HDERBICHERBINLD. AD I v FUI—H—DBRINTULAL,

FERE ADICY Vv ROTADV M ZRELEFT,

ADFS A8 I nTuian

FAS Z h7ADOTA VHICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COEIF. ADFS ABREEINTULWARVWKRET. FASX 7D SAML Btz A T3 LSRR L IBRICEEL &
¥o

fRRE J7xT7L—>aviBdY—EXADADFSIdP oRRFELLIE 77— 3 VakiE —E 2D ADFS
DERMI ZBRLTIRTIL,

ESPENE

o —MRAYR FASIRIRICDOWTIE, 1727 L—2a Vb —EXDT7 —F T/ F v OHE] 28R LTS
Lo
s JITL—2a Vil —EXRD TEHMRERL TIE TH#E1 OREZBNLTULET,
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BERN oD RERE
FAS MER TN TWVWBIHA. REBUIOXFZHERLTART R by TR 7Ty a v ZRIRALESET

8. KBIBIHHBOES,

& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwH:RHELT4"

EIPEyp73

CAYV—ILoD [F¥7L—tDE®E] Ko vo L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iFHNMSBET ] &= [BERICEFEFNZ] ICEBELFET:
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

FIDO2 (FLEa—)

May 30, 2024

I3

=

Linux VDA TRX kT TW3 Google Chrome ZEAL T Web 1 MMZT7 o2 93700 FIDO2 B
ETEFEY,
F:
CODWEEIFTLE 2 —EBETY, FLE 2—#EEIZ. —BHEEBOFFDFELHD 9, Fio. REFEEREL
SNTOFERESEBOLET, Citrix 77 ZhILHR—kiE. Technical Preview #8E TR DH - 1-REE HR
—kLEEAS
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Linux VDA i&. FIDO2 & Google Chrome OEAEHOEDHETFR—FLET,

FIDO2 sBit 2R E Y B ICiE. ROFIEZERITLET:
1. Citrix FIDO2 LSRNy 7 —Y = 4o >O0— K LET,

a) Citrix Virtual Apps and Desktops 4w >O0—RR=JIZF IR LT,
b) &% /N— 3 > Citrix Virtual Apps and Desktops # BB L £95
) Components #21) w2 LT LinuxVDA%#RDI+ %7,
) LInuxVDA%Z 2w o LTHE I YO—RR—SEREET,
)
)
)

Qo N

V=N Tr—==FA7>O0—RLET,

V—Z2NNwTr—o%EL T, FIDO2-JavaScript-Extensions.zip # R DI £ 9,

FIDO2 fEaRtgaE/ S v r — SR R L £ 9, FIDO2 H3RIEAET + L & b U 1 [extensions]>[chrome]
> [fido2] icHD £,

-~ M

ga

2. Google Chrome iZ Citrix FIDO2 #i3Rigae =B L £ 9

a) LinuxVDA TRR hEThTW3 Google Chrome #FZ £7,

b) 7RLZAN—DERIZHZ 3 D2ORY hXZa—%0U vy L. [FOtDY—IL] > [HiRigE] %%
RLET,

CilriX | Product documentation

NetScaler is back! Discover the new home for NetScaler product documentation.

Citrix Product documentation

Search Product documentation

All Products

¢ [FROYN—FE—R] ICYIDEZET,
[ it Product Documentation BN e x4 v - 8 x
& > C @ Chrome | chrome://extensions © & &0

= @ Extensions

d) INyTr—ohdhTuiRWIRREEEFA D] #2Uv o L. [extensions] > [chrome] >
[fido2] TimRIRET v LU MU ERIRLE T,

3. FIDO2 itz =AY 3 Web #r b T, FIDO2 BiEZ AT 370D FIDO2 ¥ a7 F—%2ERL F
ERS

a) Citrix Workspace 7 7UNA Y XA b—=LENTWBEISA 7> MIFIDO2 X2 ) ForF—%8EAN
L&,
b) 2ERZBAE=EMICL. Rz LTFIDO2 2L £7,

FIDO2 SRIENFBEIND L. Web 1 MIERBICT /LR I3 DICEF2VTF—%22YvFITBL3ICKRD5
nEy,
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SSO LSt DERz

May 30, 2024

COsETIE. Linux VDA TSSO (3> FILHa>AY) TRAWRIMEZEBMCTIAEICDOVWTHBLET,

HE

T 74 FTIE Linux VDA TIZS YL > %> (SSO) BEMICHE>TWET, I—H¥—Id. 1 D0OEKIER
Dt hEFEAL T Citrix Workspace 77U e VDA v avicOd+ > LET,

dA—H—HBOEEEHROtY b2FERALTVDALY S 3 »ICOJF > TES L5109 3ICIE. Linux VDA T SSO
ZEMILET, ROKRIE. SSO LD FVATHR- SN TWVWE I - FEZOEAEDEERLTVE
ERS

Citrix Workspace 7 71 VDAtvy> 3>
A-%—%& A-—%—%&
AX—bA—F a—H—%
a—H¥-F AX—hkAH—F
FAS AX—bAH—F
SSO DELNL

Linux VDA TRDIOAY Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "

fPromptForDifferentUser" -d "0Ox00000001" --force
<!--NeedCopy-->

AX—bA—F

May 30, 2024

Linux R8T X7 by FEvoavIicQIAYTREEIL. IFAT Y AT NA REBESNIAY— M A—FER
FAEICES SN TEET, COMEEIE. ICARY— b A—FREFyRXILLETORY—FA—FDOULEAL T MIE
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SDTEREINET, LY aYHATANY— M HI—REFERATZIEHTEET, RDLSHBI—XT—IADHD F
ER

e RFaXYbADTTHILEBRZDIEN
o X—LDOBSKELIZBS KRR
+ Web 1 kADRs

Linux VDA iZ. Co#aeic Windows VDA ¥ RICHERZFERALE T, #L<IE. CDRED IAv—FhH—RIEE
ZIENT 21 £ a3 EBRBLTLLETL,
pa o
Linux VDAt v >3 >YATIYy 7Nt XY — b A— R%ZERL T Citrix Gateway ICH1>A >3k
&, Y R—FrINTULWEEA.

GlEes

AX— b A—FRICELBNRZIN—FEEZERTET 2 MMNE. ROFHICEDEBD FT:
o LinuxVDA D, ROVWTNHDT A ARV E2—2 3 VA YR M—ILETNTWS:

- RHEL9.3/9.2/9.0

- RHEL 8.9/8.8/8.6

- RHEL7. CentOS7

- Rocky Linux 9.3/9.2/9.0
- Rocky Linux 8.9/8.8/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Debian11.7/11.3

VDA @ > X b—)LH5ET L7=5. VDA At Delivery Controller iCEBRTE, RI Nz Linux TR kv
Tt v a>k Windows ERgEREFERAL TR TEI 3 2R L £7,

s OpenSCHAHR— b TBERI— b H—RHBEAINTUVS, LI TOpenSCHRY—FH— Rz HR—
FLTWBZ iRl ZBRBLTLETL,

« Windows @i Citrix Workspace 7 7UhMER I N T W 3,
openSC ATV —rH—RZHR—FLTWEZ & DORER
OpenSC (&, RHEL 7.4 LI TAK AT TWE AT — FA— R RS /N—T7, OpenSC & CoolKey ¥ =%

ICERMDHZBMT. TEIEABEOIY—FO—REHYR—-FLZFT (TSmart Card Support in Red Hat
Enterprise Linuxy #£8),
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ZORETIE. BREHPTZ-00fHe LT, YubiKey RY—rA—FEFERHL X7, YubiKey IZ. Amazon %
D/NEEEHD SEHEICEANTE 3—1FE 0 USB CCID PIVF/N1 XTF, OpenSC RS /N—Id. YubiKey %4
/-_ﬁ'_' ]\ bfb‘i?‘o

HOEBERAY— M- RBBBICR S 12HEIF. HR— /RO Linux ¥4 X bJE2—> 3> OpenSC /X
W= A VA M—ILEINTBETSO VR EELE T, OpenSC DA VX —=)LIZDW T, TRAY—FA—R R
FAN—ZA VA L=)LT2] ZBRLTLIETV, AXN—FAH—FZBEAL. XD RZETLT. OpenSC
MAY—bA—FRZHR—FLTVWE L ERBLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

104
IL— hEEFAEZ EET S

JL— MEEBBEIR. AV — M HO—RROIREE RT3 -OICERINE T, JL— FEBAEEA Y YO—-RLTT Y
XA L=ILTBICIE. XOFIEZTETLE T,
1. BEIE CAY—N—Hm5, JL— :EAZE% PEM X TEIEL £,
RDES5HITRERITLT. DERZ771JL (*.crt. *.cer. *.der) # PEM ICZHQTEFJ, XDIATYV
KfEITl. certnew.cer (X DER 7 71ILT9,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. JL—hiEBAZE%Zopenss 1T« LI MUICA YR M—=LLE T, Bl LT certnew.pem 7 71 )LEfERL
TWEY,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy—-->

ILW—FEREE A YA M= T BHDNREERT BICIE. sudo mdkir —-p <path where
you install the root certificate>%xTLF7,

RHEL 8.x/9.x & & ¥ Rocky Linux 8.x/9.x T pam_krb5 €221 —IL2EI/LRT3

ZAX— b #H—RBiEIE. RHEL 8.x & & U Rocky Linux 8.x TEELEICZ& o7z pam_krb5 £ 2 —JLICKkTFEL £ 95
JILFEyv 3> 0S E—RTRMINS RHEL 8.x & U Rocky Linux 8 X DY > TRY— b h— REBEE%EE
B3 3581 ROFIBEHBETY, >>JIIEy> 3> 0S (VD) E—RTiRESIHNS RHEL 8.x & & U Rocky
Linux8.x Y > DAY — b A— RBIADIHFE. ROFIRIZZXF v TLTHBVEE A

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd—RF&4U>O—-RFLET,
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2. RHEL 8.x & Uf Rocky Linux 8.x T pam_krb5 €2 a—)LZEJLRLTA YR b=ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME I NcC e R L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AR — b A—PFIRIEZEBHT

ctxsmartlogon.sh X7 U 7 b2 FEBLTAY— FH—RFREZERTZID. FHTERERT TR LHTEE
ED

(7> 3> 1) ctxsmartlogon.sh XU 7 b= FERLTAY— b H— RIREZEBRT S
pE N

ctxsmartlogon.sh 2 7 U 7 ~id. PKINIT 1E#®%Z T 7 )L b OEHICEML £3, CORE I
[etc/krb5.conf #7771 ILEFERB L TEETEE T,

AX—bH—REMNOTERT SIS, ctxsmartlogon.sh 20 ) P ERTLTAY— b H—FERIEEZERL E
ED
[ O
R X1 >ADBNIC SSSD #ERA L TW 3B aIE. ctxsmartlogon.sh ®E17#(2 SSSD #H—E X2 BiEE# L
TLIET W,
RHEL 8 g Diz&. PAM_KRBS W EPEL YR FUICBEBITNZ L. RV U TREEZNS5DT R MUE
21— 3> TEPELZBMICLESELEFT,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HERIFRDELSICHEDFT:
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# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, whic
# inclu automatic installation of the n <

# the conf ration files.

#

txsmartlogon.sh adds pkinit information to the
this i throu y kr

#
Step l:Enable smart card logon.
Do you want enable smart card logon? (y/n)[yl y
St 2:5 irectory integration method.
Please s t which Active Di tory integration method to u
1: Winbind

555D

Centrify
t one of the above options N1 1
lent packages.
Installing, please wait
pkinit] [pam_kr al y instal .
lite][pcsc-lit 1[pcsc-lite-1ibs][coolkey] already installed.
Packages installed. [Success]
Configure kr conf.
fy the path to the root CA /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
krb5.conf configure successfully.
Configure PAM files.
fy the path to the smart card PKCS51l1 driver g., /usr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1ibcoolkeypkll.so
sfully.
/ pam martcar
ctxsmartlogon.sh e

pE o
RX1>B8MA%E LT Quest 2FEAT2HEIE. F—BHhtrF2— (KDC) ORI NEEZIEETINENLD
bh*x9, fi:

[root@jx-rh79qulio ~]# fopt/Citrix/VDA/sbin/ctxsmartlogon.sh

4 e e ke e e e e ke e e e

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA

includes automatic installation of the necessary packages and changes to
the configuration files.

No
The ctxsmartlogon.sh adds pkinit information to the default realm. You can
# change this setting through the /etc/krbS.conf configuration file.
e e e e e R R R R R
Step 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]
Step 2:Select the Active Directory integration method.
Please select which Active Directory integration method to use:
1: Winbind
2: SSSD
3: Centrify
4: Quest
Select one of the above options (1-4)
Step 3:Install dependent packages.
Installing, please wait...
[krb5-pkinit][pam_krb5] already installed.
[pcsc-lite][pesc-lite-ccid][pesc-lite-libs][opensc] already installed.
Packages 1installed. [Su
Step 4:Configure krb5.conf.
Specify the path to the root CA (e.0.. /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
Specify the KDC hostname:kdc.test.local
/etc/krbS.cont contigure successtully.
Step 5:Configure PAM files.
Specify the path to the smart card PKCS11 driver (e.g., /usr/1ib64/pkcsii/opensc-pkcsil.so):/usr/11b64/pkcsil/opensc-pkesil.so
/etc/pam.d/ctxfsc configure s .
/etc/pam.d/smartcard-auth configure
1

#
#
#
#
#

ctxsmartlogon.sh 2o U 7 b ERITLT. AX— b H—REEMITZICHTEIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

BRIIRDESICHDFT:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkinit information to the default realm. You can
th i tion file.
¥ 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Step 1:En smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(AF>ar2) AN—rH—REBREZFETHERTS Linux VDA IZ. Windows VDA rEILRY—kh—RE
BERERALET, COBETIE. RXr>aY bO—5—. Microsoft sEPA#RES (CA). 1> &2 —Xw b1 T+ X
—> 3> —E X, Citrix StoreFront. Citrix Workspace 7 7U# Y| O I>HR—%> b EEBRT Z2HEHLH
D #79, YubiKey Z¥—Fh—RICED<KHEBRICDOVTE¥L < IZ. Knowledge Center »CTX206156D:2E%2 %
BLTLETWL,

ROFIBIEDHNIC. UTORICDWTHERELTLETL:

o IRTOAVAR—RV MHELLEHRINTWS,
o MBEX—rIaA—H—iIAENFAV—FH—RICZDVO—-RINTWLS,
o AV—hH—KZFEALTVDAICERICOTA>TES,

PC/SCLite /X\v s —o% 1> X +—J)LF 3 PCSCLite ix. Linux TON—YFILOYEa—4—/AI—rhH—
K (PC/SC) tBDRETT, AN—rH—RPU—4—iBET 6D Windows I¥—+tH—R1>4—Tx
1AM LET, LINuXVDATORIY—FA—RUACL Y biE. PC/SCLARILTREINTULET,

ROAYY RERTLT, PC/SCLite Nyr—S% AR M—)LLET:
RHEL 9.3/9.2/9.0/8.x. Rocky Linux 9.3/9.2/9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AX—bA—FRSAN—ZAVRA+=LTS OpenSCid. BELFEAINTVWERY—FA—RRFAN=-TT,
OpenSC A Y X b—ILETNTVAWEEIF. ROOAY Y RERTLTAI VA M—ILLET:

RHEL 9.3/9.2/9.0/8.x. Rocky Linux 9.3/9.2/9.0/8.x. RHEL 7/CentOS 7:
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yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

A —+rH—RRBIAADPAM EZ2a—ILEA VA L—ILT S ROOAIYRERFTLT. pam_krb5 & & T
krb5-pkinit E¥a—JLEr >R b—=JLLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.3/9.2/9.0/8.x. Rocky Linux 9.3/9.2/9.0/8.x:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.7. Debian 11.3:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EZ a—)Ligk. 75541 VAIRERBIIES 2 —IL T, PAMMIET U — 3 ik, pam_krb5 %
FRLTNART—rEERAL. ¥—BHt>%2— (KDC) 0oF v bBREF7 v bEEETI £9, krb5-pkinit €
Ta—)LIZIE PKINIT 75714 hE8ENTVWT, 5472 O MEF—CiEFAEZFEHR L TKDC 1 S4HER
BEREINIETESLSICLET,

pam_krb5 €22 —)L%#EKTS pam_krb5 EZa—)LIE KDC 355 L T. A¥— b H— RRDEAE% FH
LT Kerberos ¥4 v r#BBL £9, PAM T pam_krb5 sBsI2EMICT B ICIE. AOAX Y RERTLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf #m 7 71 )LiC. EEEOERICK 7z PKINIT B#H%BmL £9,
P

pkinit_cert_match # 7> 3>k, 9517

-

SERAE DY PKINIT sBEEOHITICERA SN B FIIC—H T 24
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ENHZ5—EBHRAZIEELEZ T, —BURRADBXIIRDEED T .
[relation-operator] component-rule ---
. relation-operator (3 && (TRTOIVAR—2Y MRAIN—HTIHELHZ) £ziE|| A 20aVR
— 22 MR OAD—HTI2HELHB) OVWITNHEFERTEET,
SRA krb5.conf 7 71 L& RICRL T :

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

BT 7-7)Lid. PKINIT BRzEML B RDESICARD X T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

PAM I = 18me% PAMIBR 7 71 ILIE. EDES 2—I)L% PAMZBEEICERA L TWAHh%ERL £, pam_krb5
ERREIES a—I)Lr LTEBMY %iCiE. [etc/pam.d/smartcard-auth 7 7 1 LICXRDfTEEBMLET:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD #fER L135E. RERDBT 7 T ILIFRDELSICBRD ET,
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#%PAM-1.0
# This file is auto-generated.
# User changes wi be destroyed the next time authconfig is run.
pam_env.so
[succe! d ignore ore default=die] pam_krb5.so preauth_opt=X509_user_identity=P :/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkecsll.so
sufficient pam_permit.so
d pam_deny.so

account r d pam_unix.so

account pam_localuser

account pam_succeed_if.so uid < 1000 quiet
account [default=bad succe K user_unkn ore] pam_s 50

account [defau succe: k auth_er nore user_unknown=ignore ignore=ignore] pam_krb5.so
account r pam_permit.so

optional pam_keyinit.so revoke
requ d pam_limits
optional
optional
optional
1 default=ig
session required ELIH]
session optional pam_
session optional pam_krb5.so

(AF>ay) AR—bh—REFERLE> VTG>T

SN FY (SSO) LiF. RETRI My TIRTFUTr—2a Y ORBRKFICNIRIN—RAZEET S
Citrix DigeEIEL £ 9. COWERICEID. I—H—DPINZANTIEEHED £9, Linux VDA T SSO =M
¥ 3ICiE. Citrix Workspace 77U % #mM L £9., Windows VDA LR L#EBEAEATY. #L <id. Knowledge
Center a2 ECTX133982%7 8B L T LI,

Citrix Workspace 7 7U TYIL—TR) > —%BRTHL Fd ROLSICATY— b H— RBAEEBMCLF T,

| Local Group Policy Edf
File Action View Help

@9

Local Computer Policy - | Setting State Comment

i Computer Configuration
> || Software Settings
| Windows Settings

iz| Kerberos authentication Mot configured Mo
\i=| Local user name and password Enabled Mo

= SEd i i-| Smart card authentication Enabled No
4 || Administrative Templates P
4 || Citrix Components A Smart card authentication m‘
a || Citrix Receiver
L
| AutoUpdate E: Smart card authentication T | I Next Setting |
| CEIP
Client Engine X
. - ") Not Configured Comment: -

| Diagnostics

| Fast Connect API Supg

| HDX MediaStream Flas

| Multi-StreamIca | ||| © Disabled
| Metwork routing 3 Supported on:  aj| Citrix Receiver supported platforms e
| Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7| Allow smart card authentication Use this policy to control how the client uses smart cards =
| Control Panel attached to the client device.
| Metwork [V] Use pass-through authentication for PIN
Pantiis When enabled, this policy allows the remote server to access
" smart cards attached to the client device for authentication and
| System

other purposes,
| Windows Components

2 Al Settings When disabled, the server cannot access smart cards attached to
4% User Configuration the client device.
| Software Settings
| Windows Settings -

Troubleshooting:

SN du 1] a1 When using smart cards in a Citrix environment, the smart card
& setting(s) dg\rice driver must be installed on th_e SEIVER ‘_Nhe_n using a
different operating system on the client machine, it may be

[ 3

[
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BEREAVY—tA—ROTF>

BERIAY—rAH—RIE. BEEFED HDXPC/SCR—ZADRAIY—FH—RUAAL Y FORBRTY, BEAKIL
WAN BIE TAVY— b H—REFEATIHBEDNT A=V ADAELELTVWET, FLCIE TRY—FOH—F] &8
LTSV,

Linux VDA Iz, LUFD/NN— 3 >0 Citrix Workspace 7 71U TEERAY— b H—REHR—FLTVET:

« Citrix Receiver for Windows 4.12
+ Windows @i+ Citrix Workspace 7 1) 1808 LB

DA77V M TEBRAN—MA—ROTAZBMICTS BRANV—bA—FROTF2IE VDATIET 7L
TEMICE>TED, V54TV NTRTIHILETEMICER>TVWET, 75472 FTEEAY—MA—ROY
T EBMITBICIE. BEET B StoreFront ¥ bd defaultiica 7 71 JILICRDINS X —LZ—FEBMLET:

[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

VATV R TEBRERAN—MA—ROTAVZEMCTE I T7Y M TERAN—MA—ROTF > EZEHICT
3ICi%. BEE$ 3 StoreFront # - ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
FA—2—%HIBFRLF T,

XDPing mE1T

LROFIEDET %, Linux XDPingY — L& L T Linux VDA IR IC— RN BEBROBEL R V\WH R T 5 C
EHTEET,

fERARR

AX—hrA—RZEFEALTLINUXVDA [COJ#>F 3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REZMHALTLInuXVDAIZOJA>TEE Y,

e SSOF VAT FrwiadhicATY—MA—RiBAZ L PIN =B L T. StoreFront ICBEMICO
JA>EINET, StoreFront TLiNnUXRETRI by Ty a>EBBT3E. ANVN—bH—RBIAD
HIZ PIN A Linux VDA ICES N E T,

o« ESSO >+ AT, StoreFront ICOJ A > 937-DICGEAZZEIRLTPINZANNT B LSKROENFE
ER
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Windows Security [
Select a Certificate
Windows Security g
(=g userl
Issuer: zhusl-DC-CA . .
|[ Valid From: 11/15/2017 to 11/15/2018 rf'cms:f: ST;: ol Prisindes
\ ) ick b E 5 ease enter your PIN,
== ddc —
= PIN
| Issuer: zhusl-DC-CA ~a ™ )
\ Valid From: 9/19/2017 to 9/19/2018 | [eenand] |
G |

StoreFront T Linux R8T XU kv Ty a v EEIRT 3. LINUXVDAADOTA > DA T7OT Ry IR
PROLSICRRINFET, A—HF—RIEAT—FH—ROFAEHSHEIN. O A VRIEDT=HICPINZDH S
—BANNT23HERHBD XY,

C DENEIZ Windows VDA L EIL T,
" ctx-dde.ctxdevlocal x 4 — O x

Q — X | ctx-ddc.ctxdev.local /Citrix/SmartManualWeb T& ‘ == :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:w

Click here for more information

OK Cancel

AY—bH—REFALTEY >3 VICBESTD

Ty a ICBESRTRICIE. AN— A=K IS TV MTNARICEGIN TV I 2BRLET, AV —
FA—RAEGINTUVWAEVWE BREEFRKT 370, LINuXVDABICI L —DFvviads Y RUBRRTIINT
FTCICRTLES, CODBAE. AN— M HI—RDEFERIXAVvE—JIIRAINET A

772 L. StoreFront AITIZ. Ty aVICBEGELIEE ZICAY—FA—RBEGINTULARWLE., StoreFront
Web IC&EDRD &S HBHNARTINBZZEDAHB D ET,
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Insert Smart Card lﬁ

Q Please insert a smart card.

| Cancel | Details ==

HIFREIE

Linux s XhUEa2—> 3> AD OSEAEDREN Y R— b

o AV —FH—RNRXI =R BBoNFLinux T XA RUEa—>a>ye AD&eERFEEYR— ML E
To MDY LDy IREBRBLTLIEIL.

Winbind SSSD Centrify Quest
Debian 11.7/11.3 W [qA [qA LWz
RHEL 9.3/9.2/9.0 &L &Ly (A1AY-4 fFLy
RHEL 8.9/8.8/8.6 &Ly [0y [y [0y
RHEL 7.9. [Fn [Fwn [Fwn (ZqW
Cent0S 7.9
Rocky Linux fEL =y LWLV LWLV
9.3/9.2/9.0
Rocky Linux (=40 (=40 LW LW
8.9/8.8/8.6
Ubuntu (=40 (=40 (=49 (=49
22.04/20.04

AX— b A—FEOHLEBOBERY > —

Linux VDA XY — b Hh— R OHIRICT 74 b OEEDHEFER L TWVWE T, Linux VDAICEEICOJF > LT
BTRAY—FA—REBRDIILTH, Ty avidEGINIEEICAD, EydayEamEOyvIIniztiA.

DRI — b HA—RFE LT PKCSH#1L 517> UDHR—

Citrix 3. RARY—FA—RUAAL IOV Y a—23 v RMHBLET, HHR— F—EIZ OpenSC ZY—+7%
—ROAHBREINETH ORI — b H—RELVPKCS#HLIL S TS VDFERZHAICHTEET. HED
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A — b H—RFHIG PKCSH#11 S TS VICHID B R 3 ICIE:
1. PKCS#11 51750 DTARTDopensc-pkcsll.sorYRAEVAEBESMZ £,
2. PKCS#11 SA TS UDNSELIRMIADNRERET DICIF. KOOV RZERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 51735 (/usr/lib64/pkcsll/opensc-pkcsll.so #Y) #EBL %,

3. USAT7 VR TCERERANY—bA—ROTA U H#EMICLET,

B AR ERI—H— (BERI—T—) OT7IEX

May 30, 2024

StoreFront #7zi& Citrix Workspace 7 7 U ICEBERZIRTETIC. A—HF—HT7 TV r—>3 %72 by
FICTVERATEDLSICTBENTEET, sBRESNTVWAVWI—H—|ICT7 7R ZHFTTBICIE. BREEINT
Wi StoreFront Z k7H% D TUNU—=FIL—TADORHIN TVWAVWI—HF—DT VLI Z2EMITIHE
nHbxET,

F:
FEIDAEBRI—H—IC& B T7IERIF. RX1UBINEH VDA TOAYR—INET,

tyda oFFERIE. BTN TLVAVI—F—ICHLTRYR-FINTVEEA, By a > DEH
E&id. Android @i Citrix Workspace 7 7 THHR— TN TV EH A

AN FE 74 StoreFront X ~ 7 D1ERK

1. Citrix StoreFront B>V —ILOERA VT [RA+T7] /—FREBRLT. BRE] R120D [T OE
Bl zoVvyoLET,

2. [RETE] R=T T ANTORFEBEL T [CORNTADOT I ZAZIERH (BER) I—H—ICDOHF
Ag3] ZEFEIRL. RAN] 20Uy o L%,

FELC. TRRENTERZ FT7OER] Z8RBL TS

TUNY =N —TTRADFELLI—Y—DT7 I XZEBMICT S

TUNU=TL=TE W2 DIIUAZOTHDSERLIEIS 2T IL—TFRLIEDBDTY, TUNI=TI)L
—TROT7FVr—2a> e TRV by T2ERTER I —%2HEI S L. BTN TLWEVLWI—H—|IT7 It
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RAZHFETEET, #FLCE T
TN =TI —TDE) 2BRL TSIV,

RBADFRELI—HY -ty a>DTA RILEZALTI N ERET S

FEEDAREBER - -ty a I ET 74N ETI0 D7 A RILEZA LTI RHRESH. £y arExztIiy
Z2rEFMICOSAT73NET, LY X FURTE AnonymousUserldleTime THXZLDT A RILZA LTI+
EEBHRTIET, L xE ARZLDTARINEALT I ES5FICHRETBICIE. ROAT Y RZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

x00000005
<!--NeedCopy-->

FEEDREL I - —DRABERET S

RBHINTVWARVWI—F—DRAAFZRET 3IC1E. LI X ~UF— MaxAnonymousUserNumber Z R L
¥9, COREICED, BE—0 Linux VDA TRFHIET SN REDNFRBELRI—H -t v a VEDEIRIN £ J,
COLPRAMIREZBRT BICIE. ctxreg V—ILzEALEY, e XE EZ 32 ICRETBICIFROIATVE
EERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

x00000020
<!--NeedCopy-->

BE.

RANFBEGI-—F—t v a VBZEHIRLEY, ERICEH NI Y>3 VEMNERICZVWES. VDA T
EATERXE) DFRBREDEMEZSITRITEAHD ET,

A | = Rl ol G274
FEDFBER I -ty a ZBR I TE ROFZERL TSI
o D RERI—H -ty avIicOIF > TEFEFLEATLI,

LA MUDREECLSICEMSNIC e 2RBLEY (0 ICRE).

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ncsd —EXARTHT, passwd ¥ v v 2 EZ BT ILSICRESNTVWE B LET:
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ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd ¥ v v > aTHIAEMICAR > TVWBEEIE. NOICRELTHS. nesd H—EX=BEFHL £T. RED
EE%IC. Linux VDA DB VA M—ILHRBERBZIFZENRHD T,

« KDE TOv/EEDOKAREZ VHBHAREDI—HF—tEv P 3 VRICRTINET,
T7AIETR. OvIEAEDRZEXZa—F. BAIFRELRI—HF -ty a>TREMNIHE>TVWET,

72L. KDE TARBERRTNZHAHBODET, KDETOVIEBEDREZ >V EAZ 2 —2HEQI—F— I L THE
M BICiE. #8771 )L $Home/.kde[share/config/kdeglobals |-k DT MR £9, fHI:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7e72L.KDE Action Restrictions/{ZX—4—m.JO0—-NIL7+ RikdeglobalsZ 71 IL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobalsk¥) TF
TIZRETNTVREHEE. COI—Y—RTEIEIRLHD £HA.

COMBBEMATZICIE. YXATFT LT K Ahkdeglobals7 7 1)L 2 Z & L T[KDE Action
Restrictions]to>a>an[$i1]40%KBT 20 YATLTA REBREZEZEFERALT. Oy I/EED
REVEXRZa—ZENICLE T, KDEBERICDOWTHL <IE. TKDE System Administration/Kiosk/Keys) @
R=TUZBRBRLTLETWL,

771

May 30, 2024

COtr2arTR MTOREY ZICDOWTEHBALET:

e 77AIILDIE—CRED T

o J7AILERX

TJ7AIILOIE— D 1T

May 30, 2024
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IA—H—F. AV Y IXZa—FB3F—R—Fa—thay bzEBLT Eyia>eO—hllo>047>k
BT 77)L2E—LTHDMIFZ e TEET, COaEicid. Citrix Virtual Apps and Desktops 2006 14
¥ & U Windows @iF Citrix Workspace 7771 1903 LD HRETT,

T7AIINEEZICOAE—LTEDITRICIE. RO EBRBLTL T

o T7AILDRRED 20 ZEBX TLERL,

o AT 7AW A ZIH 200MB ZF X TULARLY,

o Nautilus 771 ILv®—C v —I&. LinuxVDAZ A YA +—=)LLY Y Y THERTEET,
o 771ILAICIEASCI XFDHDEEN. HHEXFIEFEENTULAL,

HR—FTNhTLBLINUXTFA X MJE2—3Y

77O =D FiFHeEIL. Linux VDA DY R— RT3 IARTOD LiINuUX T4 AU Ea2—>3 > TEAT
R

BEERY > —

LUTF. COWBEOBRICBIELI Uy TR—RRUS—TY, Uy TR—RRUS—IZDVWTHEHLLIE TR
V—TR—-bh—H] ZBRLTETI,

¢« USATU NIV TIR—RULZALLT b
s JUYyTIR—ROBIREHE—R
o TIARUBRERE—R

pE o
T —BED (FHiFee R EIC$ B3 1C1F. CitrixStudio T [9S54 7> o Uy FTR—RUSATL
I8 RUS—% [BIE] ICRELE T,

HIFREIE

s IO R—FINTWVWEEA, Z7MILOYIDERDERIIIE—RIEL L THRONE S,

s RSy IT7YRROYTIIYR—FEINTULEEA,

s TALYMIDIAE—RYR—FINTULEEA.

e J7MILNDOIE—EED TR IBBICEITIBHENHDET, FIOT 7 MIUAERBICIE—SNTHON
IToNBTOH ROT 72 IE—TEEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 317


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/policy-support-list.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/policy-support-list.html

Linux Virtual Delivery Agent 2402 LTSR

7 71 IVERiX

May 30, 2024

LINUXVDA L 95147 b TNAABD T 7 1 IVEEDHHR— T TVWET, COHEEIZ. 75172 EFNA
ZH HTMLS @ sandbox EMxEHR— 323 Web 7505 —%2RIFTLTWVWIBEICERATTET, HTMLS @
sandbox Bi&. 21—+ —»* HTML5 @3 % 7zi& Chrome @i Citrix Workspace 7 7)) # R L TRET X &
fy PRFPFIICTIOERITERLSICLET,

7

7 7 1 )VERIE#AE (X HTMLS i & & O Chrome @7 Citrix Workspace 7 7 TERTE £9,

RNRAT7TIVELUVTRI by Ty a YRT. 771 LEREEEEIC K o T LINUXVDA B KTV S1 7> T NA
ZEOT7FAINDOT Yy TO-RELVA T O-ROAREICAEDET, 771 EI AT > bFT/NA ZXH5 Linux
VDA IZ7 v 7Aa— R ¥ 3Icik. Citrix Workspace 77U DY — I N—® [FyFO—R] 7o4aA>v%zo)vwoL
T. 7700 EA47Ah5BHNOT7 7 ILEERLEY, 771)L% LInuXVDALSISA1 7Y b TNARICE
DYO—RIBICE (ForO—R] 7AYoy o LET, Py IO—FEEEEYO-FRICT71IL%Z
BMTEEY, —BICRKI0BO T 7MIILEGETI £,

PN

LINUXVDA LV SA T T NAABMTI 7LD T7 Yy TO—REL VAT O— RERTT B2, Citrix
Workspace 77 DY —=ILN—=%BICL T LI,

T7AMINERSYITURROY FTEZN—23 >0 Citrix Workspace 7 7 U R TE £ 9,

BEA Y >O— 7T 71 ILEREDIAREEET 9. VDADBRDTNA RIHRET A LI MIILT 71240 >0
—RERRBBE;TZIE. IFAT7Y M TNA RCEBNICERETNE T,

A
BEATYO—RTlE [TRIMYTEIZAT7 Y MNEADT 7 A IINERZHAIT D] LU [TRI MY TH
577 ELEYYO—R] RUS—% (o] ICRETIHRELRHDET,

NTEBS Y > O— K OBAFITY:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 318



Linux Virtual Delivery Agent 2402 LTSR

o J7MIEEHDDTNA RRFICETI Y O—-RTBIEE

NETRI by T Web 7505 =770ty a3>TWeb ¥ k640 O—RLET 71U
VDADOBSDTNARZFRETA LI MIICRELT 9547 T NARCEBNICETRET 2N TE
¥9, BEA U O—RZ2#EESEZICIE. Web 7505 —DF 74 DYy a Y RATYO—RT o
Lo bU%E BROTNA RICREFICHE L. HTML5 @i #7:1& Chrome @i Citrix Workspace 77U %
RT3 Web 75U —TO—-AILOFI>YO-RTFr LI MIERELET,

o J7MINEBRDTNA RREFICREE-IFOE—F 3155

PHRTRI by Ty a Yy TENDTZ 7ML EERL. V51T bTNAXATERIZLDICETDTN
1TRCHRET LI MUICBEEIZOE—-LET,

77 A IINERIEDR) > —

FIAIETIE. Z7AIIEEIEMCHR>TVWET, Citrix Studio #E->T. [2—%—%E] > [ICAAZ 7T/l
DAALI R ICHBZINEDRIS—%BELEFT, 77TIEREOR) S —%2FHITIBEEIE. ROZLicoW
TEBELET:

ChromeOS/HTML5 [+ Citrix Workspace 7 7’1 @ 7 7 1 JL&zi% - Citrix Virtual Apps and Desktops v
YavEfid CitrixDaaS vy > a Y e IV RA—H—DFNA ABTOA—H—IZL DT 7ML EEEHFT F i
EELEY,

ChromeOS/HTMLS5 [ai7 Citrix Workspace 77U D7 71 ILD7 vy FA—R - A—H—IC&k B3 T 71ILDT v
TO—REHFAELIFEFTLET, 12— —DF /N1 Xh 5 Citrix Virtual Apps and Desktops v > 3> £7id
CitrixDaaS vy >3 >AD 7y 7O— RHARRICED £,

ChromeOS/HTMLS5 &7 Citrix Workspace 77U D7 7 A ILDA T YO—R - A—H—IZ&Z T 71 ILDE D
YO—REHFAF/IFEER L £9, Citrix Virtual Apps and Desktops v > 3 > %7t Citrix DaaS v >3 >
PEA—HF—DTFTNAZANDA T O— RHWRICED £9,

AR

HTML5 @17 Citrix Workspace 7 7') T7 7 1 LRI R T 3 101!

1. Citrix Studio T. WebSockets #45iAR1) > —% [#Fa]] ICRELE T,
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7] Console Root
~ % Citrix Studio (site)

D Search

Machine Catalogs

£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators Ty
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)
I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ §4 Citrix StoreFront » Upload file to desktop
[T Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

» WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

2. Citrix Studio THIRD 7 7 1 LEER D =057 7 A LEEEBMICL T

3. Citrix StoreFront 831>V —ILT [X+7] #21) w2 L. [Receiver for Web 1 FDE®E] /—
k. [®iZ Receiver for HTMLS %Al # 7> 3> ##&RL T, Citrix Receiver for HTML5 #&#ic L

*£9,

Manage Receiver for Web Sites - Store Service

pn Enabled

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated
hitp://qzw53-ddecxd.local/Citrix/Stor  Disabled

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: vays us ceiver fo -]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-ddc. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, RETRI by TERIEWeb 759 —TFUDEy > a>ERIBLES, LINUXKVDAL IS4 7Y bFN

1 AET 1 DEEIIEHDO T 71 IVEREEET
Chrome @7 Citrix Workspace 7 7) T7 7 1 JLEriXiae 2 R T 3 101!
1. fiRO 7 7AIERER) O —h o T 7 A IINEEZEMICLET,

2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,
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Chrome 771 R—Ih 5 Chrome @Al Citrix Workspace 7 77U ZBIIEA DB EIF. COFIEEEIEL
9,

a) Google Chrome &R v & Rz TCitrix Workspace for Chrome; N\ L ¥, %&KX7-r1
Uy ILET,

b) BELERT Chrome Yz 7R+ 7AD URL%E S ) wo§ 3. Citrix Workspace 7 7 #ANFTE
x9,

£~ chromeweb store o

@ Citrix Workspace

Cffered by Citrix

*hx 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) [Chrome (Zi&f0] %3%IRL T, Citrix Workspace 7 71) % Google Chrome (ZiBiIL 7

3. Chrome 771 R—<T Chrome [@\t7 Citrix Workspace 7 U %) w o LT,
4. StoreFront A 7D URLZANBNL TESLEF T,
BEICANBADBEIGCOFIEZEIEL £,

5. RIEBFRY by TELETTUOE YL 3 VEBIBLET, LINuXVDA L2517 FFACRBMTL D%
FIZERO T 7 1 LR 1T

9274w
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CDtEUTa>TIE LTFOREYIICDWTEHEBLE T

B8 DPI X —U >y

34T RONy T —REDRT
JZ7 4 v DR HFE

HDX BEHAE

IFR#81L GPU
tyiaror—42-xx—7

Thinwire o704 L v 7&RR

E&DPI X7 —U >y
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Linux VDA I, B8 DPI X5 =) > J%#HR—rLTWVWET, I—HF—PREFRI by FTEREET7TTIIUr—>3
vty arvERECE. ty a YD DPIEIR. 75197 MO DPIREE—HITDLSICHENICEEINE

EL

COBeE AT 3IC1E. Citrix Workspace @ DPI Xy F> I %2 BMICT 2HEHLHD £9, Windows &
i+ Citrix Workspace 7 7V 0i5&13. [WWR. X1 T« TREEEZFERALET] A 7> a>ohiF>ich-
TW3Z xR L Ed, Windows @i+ Citrix Workspace 77U @ DPI R4 —1) > DRERRIC DWW TE
LLIE TDPI Rr—1) >0 #B8BLTIIEEL,

COWERZEIINFEZF—FUATHESESICIE. BEZF—%ZRL DPIRETHER I 2BENHD &
¥, DPIBEEL TLWBKRRIFYR—FENhEEA. EH 5 DPIRETEHDOEZZ—DERIN TV
A. Linux VDA Z ¥R TOEEICH/D DPIEZBHRL Y,

C DOHeEIZ. MATE. GNOME. GNOME 752 v o, & U KDE THEMICH>TWE Y, KDE 713 MATE
ZERAT 25613 ROFZERBL T TV

- KDEFXJ by FIEBETERITINTWLS LINUX KRBT XV by TDIEE:

* KDEPlasma 5 U= ERTZcabe8dLET,
* Ly aYORTHICIVSATYMITDPIREZZEET 3I1ICIF. 2—H—HOJF7LTHS
BEOQOJAVITZ2HNERBDET,

- MATE 722 by TERIBETETEINTWVS LiInuXRET R ~y TDI5E:
* R7—=ILT702—1F 1l 2DHBHR—FTNTVES,
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* Ly avORTRICIFAT Y MITDPIREZZEET SICKE. - —-HOJ73T7LTH5
BEOJA VT BHELRHDET,

s Rty 3D DPlEIR. 75072 MO DPIREICKH L TEENICEETNE Y, RE. COHEEIR
BHBORT—IWNT7708—DHeFR—ELTLET (100% % 200% #E). 75172 MITHERIN
RT=NIT 72— NEEDHE. RIEE Y 3> DPIE RORICE > TEHRBEODRT—ILT 705 —
ICEESINET, Bl: RT—ILT7052—h125% OHE. DPIEN 100% ICEEINET,

ISATYNMIDRT—=IT 7032

— JE—rtv 3> DPI F 4 27 LA DAL
174% BT 96 (1 x 96) 100%
175%~274% 192 (2 x 96) 200%
275%~399% 288 (3 x 96) 300%
400% LAt 384 (4 x 96) 400%

pE

Linux VDA IZ. MATE 7 X% kw7 T&RA 200% OIERZFR—EL&ET,

IIA4T7 2 bDNY T U —REDRR

May 30, 2024

Linux VDA lE. RETRI by TRDISA T RTNAZRDONY T —REXVAAL I MLTRRITEIEYT, C
DOEEEIZT 7 AL b TEMICHR>THED., KON—2 3 >0 Citrix Workspace 77 THERTE £

+ i0S @i¥ Citrix Workspace 7 71J

« Linux @ls Citrix Workspace 7 71

« Mac @7 Citrix Workspace 7 71 (IN—2 3> 22041 I3 R— ST TVEEA)

+ Windows @i Citrix Workspace 7 71 (N—> 3> 2204.1 FHR— IR TLEEA)

e

I—H—PERETRI by TERCE. LINUX S ZATFLRLAICNY T —=FAAVHRRINET, NyTU—=7
AAVIE VAT RTNARONY T —REERLET. NvTU—REON—E>VT—J2BEBT I
NyTFU=FAA>%2 IV I LFET, Hle LT LFORIU—>2 3y bESRLTLIZT WL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 323



Linux Virtual Delivery Agent 2402 LTSR

.znfubu13047binz - Desktop Viewer - m] X

Activities Tue 17:02

unpluoged 74%

k

BERBNyTIV—=T7AaIE BBBNyT)—REZTRLET, BEICDOVWTIE. ROKREZSBL T LT L

Ny T)—FEDON—t>
NyFU—=7143>Y EERRE Ny TU—HREDLARIL F=

ZEH (M+) £LSTHRT) B BETERTR)

=80%
#wEH (M+] LS TERR) B (BETERR) 20% LAt 80% *ki&
#mEF (M+) 525 THRR) K REBTERTR) <20%
ﬁ FELTLWAW (-] 3258 & (BBTETR)
TRT) =80%
a BELTWARW (-] 325 & (EBTERR) 20% LAt 80% ki
THRT)
ﬁ FELTLWAW (-] 25 K (RBTER) <20%
THRT)
- R R R
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Ny T)=REDN—-t>

NyFU=TA3Y FERE NyTFU—HRBOLRIL 7=
101

ISATYRONy T —REDERTIEZ. TIAILFTEMH>TULET,
COHEBEEEEMICTBICIE. KOOV RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

COMEEEBMICTBICIE. ROOAT Y RERITLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

i

o< > Rix. Mobile Receiver Virtual Channel (MRVC) #HELTISA 7> bD/Nw T —IRREE
HBRTTBYVI hF—R—RHEEEICHEEZ5Z %7,

FATATAAMIEA—2a VIR LT, BEEEMICTR3-ODBMFIEERITLET, #LIE V2T AR
L1DEMK] €723 yEBRLTLETIL,

TS T 1w DIERE A

May 30, 2024

CZTlEe LInuXVDA DI Z 74 v I DB E HEAZICDOVWTEHEL £ 9,
LI TORTLEHR] 8LV THV A —)LOEHE] 28BL TR,
WAL

3D BT —r0O0— ROREL

CORETIR. V3714w 0 %ZRTZT7—IO0-RICEOETEILT I A MEZBELET. I5T71v0%
ZRATZT7T)T—>ary0T7—I0—RFRAREVI—H—ICHLT. COREZBMICLET. CORYZ—IF
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v a>TGPULHARARASSICOAMMBALTLETV., TOMDRENC DRI —DOT T #)L bREZH
THICEEETTR5E. E55NMBREINET,

FI7A4ILTIE BDEFRT7—rO— ROREK] IFEMCHE>TVET,

ET43—7 v I TOELE

Thinwire (&, Linux VDA TERINTVWE3T A X ILAUE— T2 /OJTY, COTY/OPEFERHTI E.
HBIIVUTERSNT S T4 v oH BERFRY FU—0Z&AL T, JOIIVICERESIN. RRSINET,

[EEICETAD—TvI2ERATE] I53T70vIRIS—TRE 774N DT To v IE—RZEREL. &
FXERI-RT R/ LTROA TS a3 v E=RBBLET:

o [AIEETHNIZER]. COREDT I AILETT, BINOBRIIHEDHD FHA. ThiCLD. TRTO Citrix
4T Thinwire B8RS, TXI LYy TO—BHWAT—IO0—RT. XT75—5EU T+, EiEE. LT
BN-EEDSRT. BRICEEKINET,

o [EE2EICER]. HIC3D Y>3 71 v o eEAYBEAR T, Thinwire z2EE H.264 £7:13 H.265 Z 5
ALTERELT. A—¥—I I RRVIVACTHBOREZREKL X7, [BEEAELMEKICFER] MEIREINT
WaiBa. &cld [AIETHUIER] HE#EIRTh. [BDEGRY—I0—FomEk] HEMRIEE. v
AU F—2—X—UDBFR-—bTNES,

« (BERET VT« TICEE], Thinwire 074757« I7RRT7 /0213 8@ (E7F4. 3D1YE—>3
V) zHALET, BEGLPEBKEERDOESITDA AVL, H.265 £7:13 H264 z2ERALET. /5 T71rv oD
FE4IC AVL, H.265 £7:13 H.264 E74 0—F7 v O ZBIRMICER T3 2 &Ik b HDX Thinwire [358%
ICEHSNZ2EBEO S eRELTIYI— R33N TEEY, HiEEESE (JPEG. RLE) xEv i~
vTEvwi 2T TEANPEREERB L ZECEEODERD OO T EHRESEATNE T, 1—F -,
FIHEOHEMEVWRET, BERXTX A MPEREEfRZEAEOELREOSVETAIY T2V 2 REE
TEEY, [RTME] RUS—H [BICEIER] Fhid BREFIERE] ICRETNTULBRHA. AVLY
H.265 Z#IRNICHERT B IV R—FENEE A
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server

o5, I"'IE Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRIS—RERE. WODDOMDR) S —REIF. T RATLAVE—FDNT +—I 2 XZHBE
TRLDICERTEEXT,

s BRI Z 710 v UIINT ZBENCORGKE
A=Yy hTL—LE

o RrmE
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AV1/H.265/H.264 N\—RUzF7T>A—FT1 >4

(ETFAD—FTv2ICN—RI 7TV A—Ta I FRALET] RUS—IZE&D. GPUN—RIZF7T7oESL
-3y (BHELTW3IEE) zFBALT. BEERZETAI—TY I TEBTEEXT, GPRUN—RD 770t
SL—=2avit&b. N=RITT7VY—AOFERELVRBEUIN. 1BBLODTL—LE/F (FPS) ONT+—
IYADKIEICALELET,

GPUN—RD 770t L—>avid [REEICETAI—TvI%ERT3] RUS—TREISNLEITRTDY
ST74vIRE—RZAN-LZET,

o AIRETHNIIER
. BE2FICER
s EEETITATICEE

N=—RIITETHREEZEBMICTBICIE. ROFIEZRITLET,

l. EFAOI—FYIICN—RIzT7IVaA—FTa VI 2FERALEITRUS—% [B#] ICRELEFT,
2. [EfBICETAI—FTvo%ERT3] # [AeechhdER]. [EBEDEICER]. £/ EEE2707«
TICEF] ICRELET, [EF4 A—FvoEFEALAV] ICRESNTVWARVWI  #BRBLET,

FRTESEL5ICT3ICiE. AVL £7/ld H.265 EF 4+ O—F v o bt VDA & &L Citrix Workspace 7 71 oA
THR—bLIN, DOBEMIHE>TVWBIREBELRHDEFT, AVLIZ, O—FTvIRI>I—2aVBEICH.265 54T
H.264 KD HEBHRINE T, AVI Y R—FIATLARWVWESIE. H265 AR I -3 E T, AVL & H.265
HEHBICHR—FINTULWERWVEE, Etyv>aVIdH264 EFA—FTvIDFERICRD T, GPRUN—KRT T
PRARIEETARWEE, VDARY I MUz 7ETAI—Tv o2 FERALT. CPUR—ROIYOA—FT1 > JICT %
— Ny I LET,

AVl \N—RYyz7I>—FT4 VT 0EH

VDA

o VDA: 2311 LAB#

+ GPU: NVIDIA Ada Lovelace Lif& (NVIDIAGPU B9 R—Fr323ETAI—FTvIDOI MY v I RIZD
WTiE. https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new®
NVIDIA RFa XY hESRBLTIEET W)

* NVIDIAGS7 1w o RS4/N—522.25 LfE (EF#43—F v SDKv12.0)

73472k

« Windows @7 Citrix Workspace 7 1) 2305 LIp&
c AVIFI—REYR—F+FT50517> ~ GPU:

- NVIDIA Ampere L&
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- Intel & 11 tt4/Arc L%
- AMD Radeon RX 6000 / Radeon Pro W6000 > 1J—X (RDNA2) LiB&

H.265 /\— Rz 7I>0—T1 V7 0EH

754

~

>k

« Citrix Receiver for Windows 4.10~4.12
+ Windows i+ Citrix Workspace 7 1) 1808 LAB&

34TV TH25 N— RO LTIV OA—TA I ZBHCTBICIE TH265 ET 4T 0—FT 71 #8R
LTS W,

H.265/H.264 Ei8%kT4E

NVIDIAGPU i2& % HDX3D PRO N—RI 77015 L —> 3> Tk H.265/H.264 EBLELHENFIBRIGET
¥, H.265 EBLEMICIE. Windows @it Citrix Workspace 7 71J 2305 LD HE T, H.264 EBL T4
IZIE. ROV A7 bDBRBRETY,

+ Windows mli+ Citrix Workspace 7 71J) 2303 A&
« Apple M1 Fv %R L TW3 Mac @i+ Citrix Workspace 7771 2301 LAF%

H.265/H.264 EELEREEBMICT 3ICIE. ROFIEERITLE T,
l. E5A4AOI—FYIICN—RIzT7I>aA—Ta VI 2FERALEITRUS—% [B#] ICRELEFT,
2. FEICETAO—T v oEERTZRYS—% [BEDEICER] ICRELET,

3. REmERVY—% [BICEEKR] £ BEKIERE] ICRELEY,

RENEBRROEREZERT S

RENWEBROERFZEATZIR IS —ICED. 570 v 7L T EOEBRERFONL D ICHEEMNICERK
DEEEFERATEELSICRDEY, RENEBLTR. EOEBREIODBNT+—I > REIMELETH RIBIC
BODSBVEEOBEMABRIREELE T, COREICED. [RTRE] KEDEOEAFENEETINET,

RENEBRROEFEEZEAIT IRV —IE. TIFILETEDCLE->TVEY, RENEBRREBZHNICT SIS
3 [RENBBRROEREEZERI 3] 2 (B3] ICREL. RT@BER) S — %2 BREKIIRRE] ICRELET,

ERICETAI—TyvI=FRIZRIS—N [ETFTI-TFTvI2ERALAV] IKRETNTVIRG. RENE
BREE/BLEESRTYO—Tr VJICBRATShEY, EEICETAI—T v I 2EATZ RIS —H [EF7F 02—
Ty IERFERALBV] BIDT ST v I E—RICRESNTVRHEEG. RENEBRIEENH264 > 0-FT >
JICBERTNET,
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[(RF@E] LU [EBICETAI—FTv o2 ERAT3] ORIVS—RBEICDVWTELLIE. MBERTOR) > —
BELE TS T70vIDR)—H%El #2BBLTLLEIL,

IS374 v REBITAE—

RELINUX Y>3 Y TEITENZ TSI T v IRBA ST —2—Y—)LIZ. T T4 vIRBRZ1HA—%I1B
LELTce RSAMH—I3. BEEA VIS IT THONS Y R2BNCHETZDICRIEET,

A1 A —%FERATBICIE. ROFIEZERITLET:

1. CitrixStudio T [FS5T71wvoREr>Ir—4—] RUS—#GMICLET,

Edit Setting

Graphic status indicator

(@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

v Applies to the following VDA versions

Server 0S: 7.16, 7.17, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106

v Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and monitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

2. wRZEREE, ctxslideravy FzRTLET. XF1Y—D Ul ARTFEINET,

A
o [RAmE] RUS—% [FICEEX] IIRELEEGE. £i3 [2ERIIERE] ICRELKS
G, 2512 —D Ul ZRRINFE A

e ZFAMA—=UlE. 4= FINESZATLNLADEADSETHTETEY,

Image Quality - X
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality
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ROFRBAFIBATREICRD F LT

s BEZEETBICIF. AFAA—ZFHHLET, XFAZ—E0HL59 XTHHIENTEET,
¢« PRTLEBRDREEZHEATBICIE. [PATLIRET ] ZBRLET,
s EBRE—RICUIDEZBICIE. [RRICEBK] ZBIRLET,

FEHEEEICE OV TEYE Y FL—E2AETS

HDX3DPro N—RU 7T > -7« »Jh Citrix THRS W, FHBEEICESVWTEYE Y bL— b ZHET
TEI,

HDX3DPro N— ROz 7I>aA—FT« VI % ERRDFE. VDALY MU — 0 EEiEx BGMNICHETS, TV
OA—RINTL—LOEY FL—+2BEFAZRTEIET, COMLWVEETIZ. AT EBSHIDNS VX%
BIBZANZILEZRBMELET,

COEEEIFT 7 AL F TEMICE > TWET, EMICTBICIE. ROOYV RERTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

COWELITTHLL ULTOOAY YR ZETITR3CTHHEHBPILBONTIONSI VR EZHABTT X7,
AverageBitRatePercent & & U MaxBitRatePercent /X5 X —4—(3. HHBFERADEEEREL £T. RE
LIERRZIWVELE 570 v I DOEATHRALLEBSHTIMNMETL XY, HELZTEEHEHIL 50~100 T,

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FHE Y L— AT, BELPFELEREDSZES. LW IL—LBRREINZ ZeHBV0. RFOTL—LIZ
MREREDEFETT, HATOHR—FTIX. BFOIJL—LZRERETEERL. I<CICEETZETID
I L E T,

Linux VDA Thinwire THR— TN TWBRY S —E IR TRI—BEICOVWTIE. THRUY—HR—+—&] 8
BLTLIETL,

Linux VDA TORILFEZHZ—HR— FOBRIC DOV T L < Id. CTX220128%Z8B L T2,
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A FIA0LIE

Thinwire i3, BEDEZX V%2 AT ZETIHHODT L —LE (FPS) #ALETEEZZeMNATEET, &
A% CPUBBEZDEREIEOTMIKRIKABDET, COMEIXT 74 FTIEFEMICR->TVWET, CDi%iE%x
BHIZTBICIE. VDA TROOI Y RERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

SIS a—FTa2Y
ERPDY 571 v E—ROMHR
ROARVEZRITLT FATNTVEI 70 vV E—FZHERLEY 0IETW+%Z, 1i32EEETAI—7T

vORBKLEY):

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

RORABICEMLIERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

AV1 HMERRTH 3 Z & DRER
pE N
REOLY a3 Y TEDETAA—FT v INMERTNTVWAHDZHERTDICIE. UTOOTY REETITBH\.
SRATLNLATI S 70 v I REERBLED,
AVI MERFRTHZEERBRTAHIC. ROOATVRERTLEYT 0 IXERINTOVWAVWI R, 1IXFERF
THAZERLETY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep AVl
<!--NeedCopy-->

o ZIE ROABICEMLIERN BTN ET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "AV1"-d "Ox00000000"--force
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H.265 BMERARTH B HE S H DFER
LEE H.265 MERARTHB e 2B I 57, ROAIVRZRITLEYT 0 BEATATHLEVWIEE. 1
I3ERPTHBZEZEBKRLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

e ZIE. ROARBICEMLIERNHASNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

H.264 HBMERFTHZ D S H DORER
H.264 iMEAPTH B e 2RI BHIC. ROIAYY REETLEYT (0 IFEATTLWAEVWIEZ. 1I3ER
FTHBZrzBHEKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

e ZIE. RORBICEMLILERDNHEASNE T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

YW IYO—T«YIRF—LIMERPTHBZHE S D DS

YW I OA—FTa VI RF—LHERFTHZCEBETRLHIC. XOATY RERITLET (01EYUV420,
113YUV422, 213YUV444 #8kL £9):

E:

EFr4d—FvohERPDEEDHA. YUVFormat ofEIcE%RAH D =7,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

e ZIE. ROARBICEMLIERDN BTN E T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000000"--force

YUV444 Y O bz 7T O—T« YO DMERAFTH S C L DR

YUV444 Y T bz 7TV dA—T 4 VI DMERRTH S 2RI Z7HIC. ROATV RFERITLES,
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 HMERFDIZE. RORBTICEMLICERDNENINET !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

HDX 3D Pro #*B3hiC > TW3 C & OERR

HDX 3D Pro BE#MICHE>TWA Z 2R T3 7-0HICId. ROAT Y RERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro
<!--NeedCopy-->

HDX 3D Pro BB #ICE > TWBIHE. RONBICEMLERAEHTNE T !

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_SZ"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0x00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-y "3DPro"-d "Ox00000000"--force

HDX 3D Pro (c#%ZE# NVIDIA S+ 7S UNSRARENTVWE Z L #FER T 31C1E. Linux VDA T nvidia-smi O
IUREEITLET, ROARBICEMLEERNAHAOINE T

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
| =—memeeeeesssssssmssssssssssss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%

Default |
o o e +
e +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
|:::::::====:::::::::=::::::::====::::::===::::::::=====::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |

sttt et it L T e T +

<!--NeedCopy-->

3DProoN—ROz7I>A—FT 4 IDMERFTTH D Z & DFESR

ROARYREEFTFTLET (0REFERAIATVAVIEE. 1 3EARTHEICZRBHEKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

3D Pro "MERFDIBE. RORBICEMLICERNMENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

NVIDIAGRID /574w I RSAN—BELLA VI =ILTNTWVB C & DFER

NVIDIAGRID /5714 v I XARSAN—DBELL A YR —ILTNTVE I L &R 3ICIE. nvidia-smi &=
TLEY. RORBICEMLIBERDENETNET !

| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
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| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| B e e e e e e e e e e e S
| © Tesla M60O Off | 0000:00:05.0 off |

off |

| NJA  20C PO 37W / 150W | 19MiB / 8191MiB | 0%

Default |
o o o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

<!--NeedCopy-->
MROARXY RT. A—RICBEYGERZRELFT!
etc/X11l/ctx-nvidia.sh
HDX 3D Pro Y/ FE=Z4#—TOBHEEODKAE

TSRV EZEZ-RSboEE THREOMENREL TWVW3I5EIE. NVIDIAGRID 51t > XA FARIETH S
CCEHERBLTIREL,

Xorg DITS5—OJZHRY %

Xorg »O4 7 7 JLi%. Xorg.{DISPLAY}.log I$EIA L 7-&aiT [varf/log] 7+ ILE4—RIZHD £7,

BERN DFERE & PR IR

vGPU T. XenServer (|87 Citrix Hypervisor) oO0—A/)La>YV—JLICICAT R by Dt v 3 VER
HRREIND

BB XDV RZRITLT. REYS>OO—AHIILVGA VY —IL=EMICLET:
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[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

Gnome3 FXU MYy FORYTT7wIHOTF VEICEL RS

i Gnome3 FRU by Dty gV BEIREFOIEEENFIE TS,

—#) OpenGL 5 &£ U WebGL 7 7) 45— 3 >h. Citrix Workspace 77U« > RODH 1 XEERICE

PICRRI AL

Citrix Workspace 77U DU« Y ROH A X% EXET 3. BERDOBEGEDEZEINET, NVIDIAOHMB RS
N=IZE D HRERED—BEEINZ 7D TNURLERIGH T TV Tr—2avicROo5N35aHHD £T, -
ziE WebGL 5175 UBED lightgljs ic&D. TCOTFIVRFYADLYR) JIFHR— TN TLEE
A (FREBIL—LNYT7)] EWSIT—XvtE—IHERINZehHD £,

HDX EE&S

May 30, 2024

HE

Linux VDA Tig. RET XY by JOEEZ ENDRET IO by Ty 3> - HBETHILNTER
ER

ROFITIE. BEEZHELTHMOAOERZRTISFIBICOVWTHALET,

BEZHEYT 3 FIE:

1. RETXI by 7OBAEET. ROVIATFLLAT7AIVE2 Uy LT [BERE] > [BEo0EEE
H#B] #RRLEY,
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[ ] - Desktop Viewer - [m] x
Activities

Share my screen

View someone else's screen

<
=
®
B

9

= - L}l_-slch_;p WVieiwer

Red Hat
Enterprise Linux

2. [AE—-LTELB] 20Uy ILET,

BEHOHEZFLLTERTSET. REOEEHEI-FIEFREINET,
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~

|| ©close

ERzHAELTVWAEER. BEORABRICKVRABRIRRIEINT, HEDETRTHZ I REINE
3_0

3. AB—LfOd—Fr%Z. BAZHRETZEIORETRV by T Loy arya—H—vHBLET,

4. BHBEEVEEZHETESL5ICTRICIE. [FHzEY] ZBRLTHSEEEOZFMZERL XY, iz
FIET3ICid. BEEOZRIZIZVT7LET,

Activities

Stop sharing my screen

Give control

# viewer-user3

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 339



Linux Virtual Delivery Agent 2402 LTSR

5. BEOHEZFLYZICIE. [EEOREZEFLE] ZFRLET,

| ] - Desktop Viewer - o 4

Activities

Give control

IFho1—v—oEEZR~T SFIE:

1. REFRI by JOBMEET. BERE7rAV2I Uy oL, (o1 —F—DEEZRT] ZFRLET,

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Ny screer

View sucme else's screen

L]

2. RRTHEEOEFEGI-FZANAL. BEHR] 200y I LET,
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Activities L‘J Unknown ~ *Fi 500" 20 O~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. BEfBEENVIIRA M ERITANNZDOZREEE T, fi:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08
l,'__;_!:_l

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel

o HEEZEMTIE. LINUX Y RXTLICE > TUI IR COBHAARTINET,
o HEEMNIOMURICUI IR FEZIFTANAEVEE. UJIX NMIHERETINICAED, 7OV 7~
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NRRINET,

BEEEED [OK] 20V v I LTUIIR M EZIFANZ L. HEEEH Desktop Viewer ICRRINF
T, BoE. BEFNICEIDEToNI—H—FTHEBEL L UEGRINE T,
| Desktop Viewer

Activities [ Unknown ~

HDX Screen Sharing Viewer

5.

HBEEEOHEZ VI T BICIE ELBICHBZYVRTAIYEI )y I LET,
E>b:

o HEENIOMLURNICUI IR b 2RIFANEBWVEE. VI I MIERTINICAED £7,
s —EIL1 ADHBEEOADNHEBEEZHIETE X,

HEEBAROHIHZMHBFTZICIE. YURTAIV2H5—EIVvILET,
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X

P e HDX Screen Sharing Viewer I:]

6. TARATLADIMKBNEEMICLIED. DoV RIUBAXIHEALIED T3ICIE. YTURT7AIVDOBICH
BA27A4 A %70 ) v I LE T,

[~} | Desktop Viewer - o *®

HDX Screen Sharing Viewer x

RFPLSL Dicable scaling Aug 27 2323 ® zhv o -
u_‘n
cy

Activities S Unknown ~

1B

T4 T, BEEEEEEIIEMICESTVWET, BMCTIICIE. ROZEERTLET:

1. X7 L FLAZBMICLET,
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2. Citrix Virtual Apps and Desktops 2112 o5&, Citrix Studio T [EEHE] KU —2FMIC
LEY,

3. (# 7> 3>) Citrix Virtual Apps and Desktops 2109 LIETDFEIF. KDY > RERFTL T Linux VDA
TEREEEEMICLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4., 7747 T #—)LTR—k 52525~52625 A L £ ¥,

AREE

s BEABHETIR. H265 ETAI—FTyv 7R R—FIATLEEA,

EHEEREEE. 77Uy a Y TRERTEEE A,

B

e TRUMYTEYI 3 OA—HY - TTIFI I TRARIOADEEEL LY 3 VEEZHETETFT., M
BEDRAHIIctxreg update -k "HKLM\System\CurrentControlSet\Control
\Citrix\Thinwire"-v "ScreenSharingViewerMaxNum'"-d <hex_value>T®&ZE
TEFFET, RARISELLHES. - —-DEMOERERZZITANNLS TR IOV T RHRRINE
ERD

NILFEZZ—HR—F

May 30, 2024

e

Linux VDA IE. E=4#—2 D77 # )L b OFREEN 25601600 TH 2. TN FEFEATIZVILFE=4—%H
R—bLTVET, ZEVDARRAIEBDE=-2—%HR—FL. HDX3D ProVDA l3RA 4 EDE=-X2—%Z2HR
- |\ bij—o

CCTld. BERBEZA—BBELLAT7YMIE&HE T Linux VDA ZH#E T3 AEICOVWTEHEAL £ 7,
kLY VTFRIMYS
Windows VDA rE#kIc. Linux VDA ICIERILFEZZ—RETX I by TOESNHD £3, Thik. EZ42—

DEBEDOLATTETIZARL, IRTOEZZ—DIMEMBTICE DT EY, LD >T RETRXI ~y TOEE
3. BRLETRISATURDEZZ—DAN—FTBEHLDDAIKTEIBZILICHRDETY,
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Origin of Virtual Desktop

Virtual Desktop Width

Virtual Desktop Height

B{:undmg Rectangle of all monitors

REtL Y>3 VTFRIMYTOHAX

REtL Y aVTFRIMYTDERERSEIEE. TRTOEZF—DIMEONATOELEBHISHEINET, ZDHAIFX=0.
Y=0&b, XHKFEE#H, YHEEHMTI,

FEBEYSaYTRI by TOEIZ. BERNSTARTOEZZ—DIMENATOE LB E TOXKEER (Eo//LE
i) T9,

RIS, REBEY> a3y TRIMYTOETIE. BEEDSTARTOEZAYDIMNENATFOETEBE TOERRRS (F
JEILE) TY,

COFBIRUTORDICEETT,

o IFEIXFERISATUVNEZA—L AT MEERAREICTS
o Linux VDA & X & EREDILIE

SEIFERISATYNEZZ— B ZERATIREICT S

TESERIFATY R EZE—BRORARETRI by THAX%ZBETZE T, V517 FEZZ i8R
ICBEL TEREEN H S & 512 Linux VDA Z i8R T £ 9

ROESBISATYNEZ2—EBRERSILET,
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Virtual Desktop Width

w

Virtual Desktop Height

LRI, BEEDLZENEN 25601600 D2 BDE=F—ZHEXc. EDIXEATESVILFEZF—BRZET
LTVWEY,

CIT. RDIZAT7Y M EZZ—HEBR TR Linux VDA IC#4i 93 C e e L &9

Virtual Desktop Width

2
1!

Virtual DesktopHeight

unused

LOROBEBEZ2—DRGEHD 2560x1600 DiFE. TOXXFATIBZVILFEZZ—BRO/NT A—F—TIEF
+9TYe COEZZ—LATIITR. RABINNITEZLD. RELYS3IVTRIMYTEZNETETEE
bo COFDISAT Y NEZZ—BRICHRT BICIE. Linux VDARET XU by 701 X% 4160%2560 (255
ETIRELRBHD T,

VILFEZZ—HBRATRAOEHEZ[FZICIF. TR—FLESELTVEIRTOEZZ—LATT FOR/NDIH
BENATRzR DT £7T, 2560x1600 DE=-4—% 2 AT I3HEETIE. UTOLSHBLATIMBREZSNE
ED

¢« EZ&—12560x1600. HXUVE=H—22560%1600
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« E=%—11600%x2560. LVE=F—22560%1600
¢« E=%—12560%x1600. &LV E=F—21600%2560
¢« EZ4—11600%2560. HXUVE=H— 21600%2560

FEROITRTOLA T MIHBT BICIE. 5120%2560 0Bty 3> FRI MYy THRETY, CThid. 2
TBIRTOLATY L ZNBETE2R/NOIMEMBEFICHRD £,

TARTOA—H—HIBENEERL ATV TEZL4—%2 1 8DAFEALTVWIEEIE. RETRI My TORKY
1A EEZ 2 —DREREEICEODETRELE T,

Virtual Desktop Width

Virtual Desktop Height

=
i

COFITIE ARETZXT by F% 2560x1600 O 1 XICHRET ZHENHD 9. 77 #JL b D#EALIE 51201600
BEIUVEZF—28THZD. B—E-4—REOXE) —FAEZRELT 3 7HICIIBROEENBET
ED
A
JILFEZZ—RBETT RV by THRERREETRTINSHBEIL. Citrix Workspace 7 71) T DPI &
(A>FHODDORY bR OFRTEEFAEL 9, s#AIC DV TIE. Knowledge Center @z CTX230017%
SRLTIZTV,

Linux VDA & X &) FRAEDILIE

RETRI by 701 XL, EHDX Ly a > THERAINBXEUDEEHBETI T, COXEUIL
Ty avORBRICI ST v IRT—2RALLTEEY avVICEIDHETENBZ XEYTY, vy a>oiEs
PIIEEINEFRA. COXEVIFEY IV THERAINIXEUDRETIEHD FRAN. Chidty 3>l
DAEVFRAEZROBEREICHETEEAHETT,

EHDX w2 avIiCBIDETONBXEYEEZHETSICIE. ROKXEFEALEY,
M=XxYxZ,

ZFHEBDOEKRIFRDODEHD T
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e MidtEwva>ni> 714y I RFERINEXEIDETT,

XiZrEty>a>7Xo by FORTT,

YidREEYy>a TR MY TOEEITY,

ZIZHDX vy a>T1s Y RIDBRETT, BIFEY FEATIFGRNA MEMUTH B0, 32EY ~A
S—DHEIF4ZzFERBLET,

=

XH—N—D&BZREIE. Ly ayOEGHE (OJ 1 h Sflif/BiEs2& A 4793 %7T) IIGLT
L. BETBR3LIFTEFERA. LA >T, Linux VDA IXMREE Y>3V TXI My TEEIC32E Y
FELTEIDYT, £yd 3V cERSNEBREETOY Y TLERDYETET,

e ZIE 1024x768 D v a v DIFE. FATNBZXEVIIRDEEND TY,

1024x768x4 /2720 MB = 3MB

ZLinuxVDA Dt w2 3V BEZRDBICIF. XEVEAEZERIZICHEETT,
RDESBISAT Y M EZZ—BRZRFTLET,

Virtual Desktop
~Width

BEZZ—DOBREN 2560%1600 DIHFE. DIV FA1T7 Y b EZEZ—EBRICHIET 2} BEEv>3a>TRY
by 701 XH 5120%3200 THEBENHD 9, REDEHIIKEAT. 16,384,000 (2560 x 1600 x 4) /N
1 FOEEBGAEVICHEETZCIEB LTS L,

w

Virtual Desktop

Height

Citrix TILFEZRZ—BED/INTA—F—

ROWEEINTA—2—%ZFEAL T, Linux VDA DTIILFE-Z—HEEEZRIH TS £,
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+ MaxScreenNum
/35 X—4—:HKEY_LOCAL_MACHINE/System/CurrentControlSet/Control/Citrix/Thinwire/MaxScreenNum
A HR—bT23EZ4—0D¥
& DWORD
FTI7#ILE: 4
=K. 1Z# VDA 0i5F4&13 9. HDX 3D Pro VDA 05413 4
« MaxFbWidth

/85 X—%: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxF-
bWidth

A Ry 3>TRI by TORKIE
f&%E: DWORD
FT74I K 5120
&A: 16,384 (8,192x2)
+ MaxFbHeight

N T X — & —: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/-
MaxFbHeight

HER: Rt v aVYTRI MY TORAES
&% DWORD
F7#JLK: 1,600

=A: 16,384 (8,192x2)

Linux VDA T IILFE=ZZ—HEHOEE
KDY 3> TlE. Linux VDA TYIILFEZ 2 —ibe 2 G0, BR. BLUEDNT I35 EZOMELHBAL F
ER
UTFZzERLTEZ2—DRAMZRELF T,
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet)\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxScreenNum" -d "

NumMons" --force
<!--NeedCopy-->

Z ZToONumMonsid. #Z# VDA 05&I1d 1~9. HDX 3D Pro VDA OB& I 1~4 OBICHED £9,

UTZEALT. REEYa>TRIMY TORKEBEERELET,
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sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbWidth" -d "
MaxWidth" --force

<!--NeedCopy-->

ZZTcoMaxWidthix. 1,024~16,3840NfEICARD £T,
UTEFERLT. ®REBEY>a>TRIMY TORABEIZRELET,
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet)\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbHeight" -d "

MaxHeight" —--force
<!--NeedCopy-->

ZZToMaxHeightid, 1,024~16,3840MEICH0 £7,

IFR781 GPU

May 30, 2024

Linux VDA @ RF 2 X > b T3, 3R GPU Ci3RZIBLET:

c UE—FPCT7oERD>FUATERETNS GPU
o NAN=—NAHF—D5EINT GPU

CDEETIF. IFREWK GPU O R— MBI 3EHRICOVTHAL Y,

NVIDIA Capture SDK for Linux =4 7R— 323 NVIDIA GPU T HDX 3D Pro = 5%1iC9 %

NVIDIA Capture SDK for Linux#% # R — k9 % NVIDIA GPU @B &, Linux VDA @ 1 > X b — JLBFIC
CTX_XDL_HDX_3D_PRO %z Y |C:&E 9 5713 THDX3D Pro ZBMICTE £, BMOBRIIHREDH D £ Ao

HDX3DPro 2B d 3. N—RI770€SL—2a BT I4IILTEMCHRDFT,

NVIDIA Capture SDK for Linux =4 7R— k L TL 4L NVIDIA GPU & & U AMD * Intel % X o fth

DA—H—0D GPU t HBiaEHh H 3
E:

COIFTIVATIE VI I T7IYA—FT4 VT DADFR—EINET,
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FIE1: Linux VDA O > R b—JLE§IC CTX_XDL_HDX_3D_PRO % Y (Z8®ET

BB #IC DLW T, TFIE 8: Runtime Environment #tw b7 v 7L TA YR M—ILERT T3] #8RBLT
<1230,

Flg2: Xdamage Z1 > X +—ILTF3

fzx ziE. sudo apt-get install -y libxdamagel %173 % . XDamage % Ubuntu 20.04 21> X b—JL
TET£9Y, BHE. XDamage & XServer DIERIEEEY LTHEELTWE Y,

FIE3: ROIY > FZXR{TL T XDamage zE3iCY 3

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "Ox00000001" --force

<!--NeedCopy-->

FlE4: Xorg iBM 7 712 XEET B

RDADDTUTL—MERT 71ILIE, [ete/X11ICHD £7, BHEINTLBZEZZ—DHICESVT, &Hil
WETIHFZELTVIL—MERT7AIILD L1 DEEBELET, e Rid. EZH2—D L1 DEIFHEHRINTLS
BE. BRIICHF 1 28T TV 7L — MEM 7 771 (ctx-driver_name-l.conf) Z2ZEL %9, 2 DDE=#
—HEHRINTVRIESIE. BRICBFE2280T YL — MER 7 71l (ctx-driver_name-2.conf) #ZE L
£9,

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

ctx-driver_name-1.conf zfflx L THEALANS. UTOFIBIR>TTF > FL—MER 77 1ILEEELE
ER
1. driver_name (3. EEDORSAN—FTEIRITLLETL,
frezid. RIaAN—EninteloBald. BRI 71ILE%Zctx-intel-1.confiICEETE X7,
2. ETARSAN—EHREZEMLET,

BF>TL— BT 71 ILICIE, TDevice; EWSERIOEI 3 VAHD. AXYETIRINTUVET,
COEIIavTIR ETFRSAN—BREZDRLET, ETFRSAN—BREZEMT BHIIC. COEY
avEAMMILET, SOOI areERMICTBICE:
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a) GPU oREmh SRMINTVEHA F2SRL TERIBEREBIELES, X171 TBRI7 7 1)L%E
ERTIET, AT TEET7 7 MIL2EALT. GPUAPO—DIIRBETEETEI 2 2RABLE
ER

b) 157« TH#a 7 71)LdD [Devicel] £ 3> % ctx-driver_name-l.conf icJF—L 7,
3. ROATVREERFTFLT, FIEL TRELLEHR 7 71ILB% LINuXVDADLRBRETESLS5ICLPRMUF
—ZRELET,

fopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy-->

JE—rPCT7IEXVDADE=ZZ—TS*>2Y
Linux VDA (3. FFR# GPU zERT3VE—FPCT7IEXVDADYMEBE=L2—-TS0F > J Y R—HFLT

W&,

COEEE Y R— FTB3RLACT I MEAD Linux T« X U Ea2—> 3 >iZiE. Ubuntu 20.04 & &£ U Debian
11 & ENET,

COWEEIFT 7 A FTIREMNICHE>TVWET, BIICTBICIE XD 2 OOFIEEZRITLET !

1. FATSB LINUX T4 XA RUEa—>3vICRL T, evdi-dkms Ny —S %4V X h—ILLET:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. EWDINDI S 74w ITF1RATLADATO—REBMLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

<!--NeedCopy-->

3. Intel ® GPU 2 AL TVW3BEIF. T RATLAIIX—Jvy—2EMICLET, EMCLAEVEE. T X
TLAvx—Cvy—Ic&oThHEIN. Citrix UE—FEv> 3> TlIntel ® GPU BMERETE A< AD Z T,

sudo systemctl disable --now gdm
<!--NeedCopy-->
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(APl 274
T271 v IHADBVWHXFHRITT S

A—ANLT3ID 7V r—2arzRTTE IRTEZENICEBELTWVWBDICIS T v IR HAIThABEVE
RT3 70 v oHALRED LWEE. BREIZNS TT, /opt/Citrix/VDA/bin/setlog =B L T GFX_X11 %
verbose ICRETEZ I TTNYTAIC L —XBERENEL £7,

tyraror—4—-<—7

May 30, 2024

Ty arvuA—2—<I—0lF. T—FEBHEERLEL. B TERL5ICTIHICRIUEET. CORMISEBHA
BETHD. LyravTRIMYFICRRTINBZ LT, T2 Z2ZLHICTEPERDOF v TFv2ETT51
— =W FTIMENIZEDET, V4—F2—<—7F TFILDLAV—F73T7IL T 7FvXILFZTD PNG B
BELTEBETEET, V44— T—JRFaORFaXPbOOAVTUVEEETZ A< By avEaRSE
FICRRINFT,

BE:

Tyl ayUF—2—T =T EFa2VT A BETRDBD EFCA. T RBHEERLICHLETZDHDTIESH
DEEAD. HEIEEOMIEAE FL—HEU T ZIRHELE T, COBEBDFERICDOWVTIE. T2ABHRO b
L—HEVUTAZRAETEIHDTIEHD FEA. HEBEICIGL T OREEZMMOEF 2TV ) a—2 3>k
HAEDEZCZHBBOLET,

Ty arvu4—2—<T—JIC&o2T. T—EBHEEBWTIHDERNMEZENET, BODEELT—ZIX. B
T X—=UHBShfcty a0 (O 4 ERBHRTERENS) 21— —ID T, T—42FERE L DHRMIC
BHITBICE. T—N—FREISAT7Y DAY E2—2y ORI T R L XIPEGRR L DZDMOERE
EHET,

A—H—TIIARVIVRAERHETZICIF. UTOEvIaYyI+—F2—<—IRI—R[EXFEALT. BELD
BB V+r—32——JDIEREEZEBHMLET:

Tty arvir—2—I—UDRII—RE
tyiarur—2—-I—0%BHk

COREEBMICTZE. Ty avE@EIC. Zy P a BEREOBRERIAERRT+—F—T—IHRRINE
To DT H—R—T—UREIE. TNHEMCHE>TVWEIHESHTERD £,

TI7A#IWETIE Ev2arir—2—I—J3E MR >TULET,
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9347 NIPT7RLRAZET
COREZBEMCTSE, EyarT BEDISATYRIPTRLRADB I —2—<I—J LTRRINE
ER

TIAIWETIE [9F14T7YMIPT7RLRZET] ZEMIHE>TVET,

BEREEED 3
COREEAMCTRE. Ly avu+r—2—I—JICEGERENPRRINE T, EE. yyyy/mm/dd hh:mm
TYo, RACNBZFEIF. P XTLI/OYIEFA LY —VICEDVWTVET,

T LT, EGREZE03] FEMCR>TVET,

OJ#4>a1—4%—2%8¢

COREZBMICTRL. tyraryT BEOOIJ A A—HF—BH V4 —2—<I—J LTRTINET, ®T
xid. USERNAME@DOMAINNAME T9 o I—H—RBIF20XFEXTICTH e ZH@BHLET, I —H—8H
20XF BRI TVWRIHEIEE. 742 MFAIDNNSLKBED XFO—EHRRTINT . V4—2—I— T DHRH
RTI3aESEDRHBD £,

TI7AILETE, [OFF YA —BZ2BT] BBEHICB>TVED,

VDA R +EZEL

COREZBMCTBE. EviaryT RADICAEY S a>YDVDARIMEDR TV +—2—T—J & LTRRS
nEy,

774 LTI [VDAKRR EBZET] BEMICE>TVET,

VDADIP 7L RZET

COREZBMICTRE. LyiaryT  BEDOICAtYSa>DVDAIP PRLADT #—F—I—J & LTERT
INEY,

FI7AILETIE. [VDADIP 7RLZEZET] IIEMICHR>TUVET,

Tyl arvoxr—4—<X—UXE1IL

CODREIF. 1 20T 4—F—<T—IFTFXLIRILVERTITZDEROSRNILERTTIHERMLE T, [E] R
Ay FA 0> X=Za2—T [#E#] Fzld [B—] £#BRLFT,
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ZOMDRAZAINATSaVICDWTIE CORED I4—F—I—TJDARZLTHFIA bl €72 a3>z25RL

TLREW,

[#£%] D/AIF. By avilb 20U 4—2—I—ISRNIHMRRTEINE T, FRIC1 D, BIC4DTT,

[B—] OFEIR. Ev2aYORRIZTV+—E—T—I IR 1 DRRINFT,

TI7#IWETIE [Ey>ayo+—42—<—0X21)L] & [ ICB->TVWED,

VA —E—X—U DFBERE

V4 —8—IX—UDRBEREEZ 0~100 OFEETHEETE XY, BESNLENAKETWEFL. V3—F2—-I—IHF

BERICHED T,

TI7#) FTIE EIF 17 TY,

VA—E—X—TVDARZLTFI

TI7HIETIE BEETT, ETRBVXFIEANNTED BXEREL TXFIeRMT 3. HBarehtEE
ERTBILICED, EvoaryI4—F—X—JILRTIB LD TEEY, TTRAVWXFIIE. 117H7D&®
K25 XFD Unicode XFETHHYR—rINET, RUXFFIITIDE TSN T 25 XFICHDET,

e ZE. RUS—ZROEICKRETSTEY !

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207
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Bt Foay

A

BMRRE (AXF
N F = XR)

T4 ME

AR

<domain>

<username>

<hostname>

<clientip>

<serverip>

dA—%—=7ho>k
RXA>DTL—2R
RILA—
REoOJs#>a1—
H—ZDTL—RK
IWE— (A—4—7
HIVRRXAU%
FR<)

VDADRR bBZDS
L—2FRLE—
94TV D IP
TPRLZODTFL—2X
RILA—
VDADIP 7RL X
DTL—RKIA—

pE

(V=2 —T—VTDHRELTFZR] B AECED 1 DOBEMEEXF TS a Yy TIRESINTWVWRIES. f
DIRTDEY>aAVI4—2—I—0R)>— ([By>arvIu+r—E—<—0%BHT3] LI IFER

TNET,

BXA T avEEBELBVEXICT SN TR—FINTULRWME!

9,

HIPREIR

At

CAXAE

e Lyl arUx—E—T—JIF. ROWTNHDFEICHR—FTNhET:

TR, T MEDERTN

- [ERICETAI—TyvI%=FERT2] # [BEE2FICER] ICRESNTULSIES,

- [E@RIcETAI-TyvozfRAT3] B [FeETHNEERA] |

RiE ]

NEMICE>TVBIHEE,.

RES

h\

(BD&E&®7—rO0—RD

o« Lyl avUF—E—T—UIF. TSUHF-AVTIOVDOILELL I NHMERINZ Yy a >y TiEYR—F
TNTVWEHA, COEEEEZFERTZICIE. 70— TV UALL Y MHEMICE->TWRIEE:

BRBLTLRET

LYo

e REE/N—RITT7T7IEIL—a > E—FR (@A H.264 £/cldH265 T>0—F71>%) TLHY—
NVIDIA RSAN—%FERALEEY a3 VDBERITEINTWVWIREEIF. Ty arur—2—<—JEHR—k
INTHEST. RRINFEFHA. (CDHBAE. LY R MUTNvCaptureType 2 ICRETNTVET,)
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e TF—HA—TX—UIF Ly arOI v RITIIERRINEE A

o I—H—H PrintScreen *—%# L TBE%.2Fv 7Fv LicHEE. VDARITE vy 7F ¥ SNZBEICTY + —
B—I—VIFEFENFEA, TDH. BHENIE—TNBI3DEHRSIEDHICZAI ) =23y bADKEER
Lozl xd,

TILFEwv 3> LinuxVDA TOHE GPU 77t5L—>3Y>

May 30, 2024

HDX3DPRO iZ. VDI FRZ bwF (> Uy 3> E—R) BICERINT Linux VDA 0&%ZHFR— ML ZF
¥ ¥ILFtEv 3> LinuxVDA DIF&IF. HEGPU 7o E5L—>3>Z28MICLTOpenGL3D 77 r—
2aveERRN TN TEEXT,

p= N

Wayland 7« X 7L 14 —N—ld. £EGPU 705 L—> 3> TP R—rIhEHEA

B

TILFEy>a > LinuxVDATHE GPU 70235 L—>a3>EEMICLTOpenGL3D 77U r—> 3 v EER
g 3iciE. UTOBEFIEZETLES,

FIE1: VirtualGL 01> X k=)L

https://sourceforge.net/projects/virtualgl/filesh*5 VirtualGL #45>O0— R LTI > XA b—ILLE T,
Debian R—ZX@ Linux ¥« X hUEa—> 3> KA IG.deb Xy sr—J % 4o >O0— K L. RHELR—Z®D
Linux 74 XU Ea—> 3> 0BEEapm Ny r—24 0 0—-RLET,

FIE 2: VirtualGL 0#%ng

1. Linux ¥« 2 7L1<%—2+v— (LightDM % GNOME Display Manager (GDM) #Y¥) %#{FlEL %7,
2. ROOAY Y RERTLT. VirtualGL BRR I U T 2 RITLE T,

#/opt/VirtualGL/bin/vglserver_config
<!--NeedCopy-->

ATV TEORITRICROBREZITS L 2EHDOLET,
« WVirtualGL (GLX+EGL Ny o IV R) TERTZIY—N—%#ERI 51 I21d Tl ZBRLET

¢« BDXH—N—DF7Ut2% vglusers J)L—FICHIBRT 31 1ICIE Tn) EBIRLET
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s TTL—LNYyT7TNARADT I X% vglusers 7 )L—7ICHIBRT S 1Cid Tny ZFRLE T

o TXTEST #R3RISREZMBNICT B 1CIF Tnl ZBIRLEXT

3. BRRIUUVTbZET L. LinuXx T« 2 7LAI7x—Cv—%ZBEFHLET,

FIg3: GPUT7oEZL—>3>ThO0penGL3D 77U 75— 3 > DET

LinuxVDA+£wv>3>TGPU 75 L—>a>EERLTOpenGL3D 7 /U r—> 3 Y &RTTBICIE. R
D2O2DFENHDET,
o &L IRTOOpenGL3D 77U r—>a vt LTHEGPU 705 L—> 3 Y 2BMICTS

Zh%ET5IC1E. Linux VDA Tbash #—ZFILERE. ROOATY RERTLTbash 2—IFILEEBE
BLEd, COT7TO-FICLD. bash#—zFihscREHTNZTRTO OpenGL3D 7 FUsr—> 3>
ICDWT HEGPU 7S L—a v Biicab 9,

#/opt/Citrix/VDA/sbin/ctxgpushare.sh enable
<!--NeedCopy—-->

o HiE2: HED OpenGL3D 77U —oa Vit LTHBEGPU 705 L—>a>aBMICT %,

ChETSICIE LinuxVDA TH—I FILZFES BELAET7 IV 5 —2 3 Y ORFTROIT Y RERTL
£9,

#vglrun <AppName>
<!--NeedCopy—-->

HIPRSEIR

« HEGPU 70t 5L—avid LInuXVDA LT AL AIR—Jv—rBRIEHLEFT, BEIN
BWEEENT =TV RZERTBICIF. HEGPUTIEIL—23YD7s XATLAIRR—Tv— LT
LightDM 2 EHT3 2 HEHL £ T,

e WebGL N—Ro 77015 L—>a>iE Ubuntu && 0 Debian Eo Firefox To & R—r3h
ED

Rr—SEUF1

GPU Z2HBETEI2RAARtE Y>3 Y#Ud. CPU D XTFLXEVICKELF T, Chid. GPU DRAETHXE
ICHARSHKEFELET,

5
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121F MR

NVIDIA M10-2B vGPU iZ1Z 2,048 MB O E 77 X € Ewb. Y R—bThB3RAAREY S 3 V#8220 %
&% D, VariCAD Viewer 22 ® OpenGL 77U BR23Z&ldHD EHA.
—>3vidgtya>yoT—os0—-RIC100MBOE

THARXRE) ZERAY 355,

SRFLRLA

May 30, 2024

tyraryiai—Hv—R@ ROVATLELATAAYZI VY I LTTIaVERTLED, A0 —4—%%K
RLEDTEET:

Screen sharing

Desktop environment switch

Graphics quality slider

Real-time CQI

SATLELARDT A T LOWHRE

BFATLIE. FTILOBBIEEICHIGELTVWET, 71 TLICKHRT 2EEDNENICR>TVWRIEE. TOT7AT
LIFFERTICAD, REThEE Ao

BHE

E|

COMEEDFMICOWVWTIE, THDX BEHE] 28RBL T TV,
s TRU MY TRIEDYIDER

ZD7 1T LlE. ctxdesktopswitch.sh ® GUI T, #L<id Mzw>a>a1—H—Il&B3HDAZLT
20 by TRE] 28RLTLETWL,
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Ty aYA—H—IlLBTRAIV Y TREBEOAZXZIAXET T AL ETEMIHE>TVWET, BEMCTS
IIE ROATY Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

EnableDesktopSwitch" -d "Ox00000000" --force
<!--NeedCopy—-->

T274vImBRTIHE—

FHLLIE I353T70 v DBRICEATZRED V3574 vImBERZAH4—1 B2 av8RLTES
LYo

D7 NEA LEGmEA O T —2—

e, ICARERRME (RTT) YBLET—4hRTINET, #LIE Tty aryr—4oBe1-TUTF
11 ZBRLTEZTV

DRFTLELATAAVIE VTINEA LEGREA VO T -2 —DBEICSCTELEIRRICHRDET !

aea

FAAVDRREEDZAIVI%GHTZLEWMEDRDHDE T, TIAIETIE ROLSICRETh TV
£9:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
HighLatencyThreshold" -d "0x000000dc" --force

<!--NeedCopy-->

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
LowLatencyThreshold" -d "0x00000078" --force

<!--NeedCopy-->

R DEBEH LowLatencyThreshold LU TDIBE. 71 AX O —JIFBRBICHD £9, REOBLEH
HighLatencyThreshold &K h AZWEE. 71O DI —JRFBICHED £T, ThUIDORKRRTIE. 7
AAVDIY—VIBEBICARDET, UTLEZALEGRET VT2 - EMICB->TVBIEE. 73>
ICIFBOI—IMMIE EE A

UTPINEALEGRBEAA ST —2—3. TIAILETIEENTRRINE T, ChEEMICLTIERTICL.
FLAT7AaAVICBOY—0ZFITHRVWESICTBICIE. ROOAT Y RERITLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableCqgiShow" -d "Ox00000000" --force

<!--NeedCopy—-->
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o ST 1w UIRRE
DA —32—f. BEODEY>a>DIS T4 v IREEZTRLET, COAT>avid. T7FIET
BB TVWET, EWMICTBICIE. ROOATV REZRITLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableGfxInfo" -d "Ox00000000" --force

<!--NeedCopy-->

SRATLNLT OB

SRATFLRLABEELV YA T DNy T —REDERTRIZ. TITAILETEMICE>TVWET, 7EL. BHED
RRICEWTIE. SRTLMLABELIVIZATURDODN YT —REDRTZEMCTZ7-DICBMDBREEZITS
MELRHD 9, sHAIIRODEHDTY:

1. Citrix Studio T [F5 7«1 v IREA O Sr—4—] RIS —2BHICLET,

2. (COFIEBHHBEICHZDIEZ.GNOME ¥ rHiC7 >R h—JLE 17z RHEL 8.x/9.x. Rocky Linux 8.x/9.x.
Debian 11, %7:(Z SUSE 15.X # AL TW3HEDHTT.) GNOME > LD EIRMED & 2 HL3RIEEE
14X +=JLLT. Appindicator Y R—rZBMICL £,

a) gnome-shell --versiondv¥>Y rERITLT. GNOME > z)LON—I 3 > EBRBLET,

b) https://extensions.gnome.org/extension/615/appindicator-supports*s GNOME >z L&
B HIMREEEE AT O—RFLET, L XIE S TILON—2 3 00 3.28 DIFE. HRRIEEE
DON—=23>2 L T24 £/13 26 Z#EIRTT 7,

application.

o : = y e - = N .
- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vind

Adds Applndicator, KStatusMotifierltern and legacy Tray icons support to the Shell

Extension Homepage  hitpsiflgithub.com/ubuntulgneme -shell-extension- appindicater

Download 128 v Extension version.. ¥
Extension version...
24

26

) #uv>vO—RLENyTF—CHERL. BRLET« L2 M) ORE% appindicatorsup-
port@rgcjonas.gmail.com ICZXEL £, /{v7— WD metadata.json 7 7 1/LD Tuuidy
f&ht appindicatorsupport@rgcjonas.gmail.com IZSBRESNTVEZ e #BRLE T,

d) mvav >y RER{TLT. appindicatorsupport@rgcjonas.gmail.com 057+ Lo +J% /usr
/share/gnome-shell/extensions/BTOBMRICEELFT,

e) chmod a+r metadata.jsondv > KR%ER{TLT. metadata.json 7 7 1 /L& FHDI—
H—hRmARNDLSICLET,
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7 N

77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L 7 + U ® meta-
data.json 7 7 1 LIS — FA—H—DHAIHRANZ CHTIET, BEAEEEZYR—LT3
IZiZ. metadata.json 7 7 1Lz IFHDI—HF—bFHANZ LSICLET,

f) GNOME Tweaks #1 > X b—JLL £,

g) TR Ly TERIETIE. ALt+F2. r. Enter—%IBEZIC#®IH. killall -SIGQUIT
gnome-shelldv>Y FEEFTLT. GNOME > L EBHAAH L ET,

h) X2 kv 7E&EE T. GNOME Tweaks #3217 L TH 5. Tweaks % 7z it Extensions v —JL T
[KStatusNotifierltem/AppIndicator Support] #&MICL£T,

7
GNOME z r bic1 > X b—JLE e RHEL9.x. Rocky Linux 9.x. &1 SUSE 15.x DB &. ¥iik

HWEED BRI Tweaks h BB INE LT GNOMEY 7 b 27771 X b 7H5 GNOME JE5RE
BEx 4> O— Kk L. GNOME #53Ri#E T Appindicator Y R— BT Z e = HEDH L £,

3. (COFIBHYBEICHZDIF. GNOME L X HiZ1 VX =)Lz Debian 11 2EAL TV 3IHEEDHT
¥o) ROFIEZETL. GNOME S RFLMLATFA 221X F—ILLTEMICLET,

a) sudo apt install gnome-shell-extension-appindicatorav> k% %47
L%9. GNOME THRHEEZRIRTBICIE. OJT7ILTHSBEOJ A VT IRENDH S
HBarHn £,

b) [Activities] E&ET Tweaks #REL 7,
c) Tweaks v —JLT [Extensions] %ZEIRL £,

d) [Kstatusnotifieritem/appindicator support] Z5#ICL £7,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

4. (COFIELPHBEICHEBZDIFE. GNOME t e HICA > X b—I)LEN/=RHEL7.9 2R L TLW3IHEDHT
¥o) ROFIEZRITL. GNOME S RFLSLA 722X F—ILLTEMICLET,

a) [Activities] E@E T Tweaks ZREL £,
b) Tweaks'w—JLT [Extensions] %3#RL %9,

C) EROF7rIVEBEMLET,
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Q Tweaks Extensions n:| %

Appearance
Alternatetab r—
Desktop + B ‘ OFF
Applications menu
| ‘ OFF
Fonts RS

Keyboard & Mouse

Citrix input source mangager E

Power
Sound :
Horizontal workspaces

| oFF
Startup Applications @R S e e e e e
Top Bar Launch new instance R

| oFF
Windows
Workspaces Places status indicator ‘

OFF

Top icons
EX

User themes
o I

d) tyrarvhrsos7ubL. By avicQd4> L&Y,

Thinwire o704 L v 7RE

May 30, 2024

AR E IS BEDESTIE. By avnr 25070 TENBERTT3aIEMRBD £, & ziE. Web
R=JOR7O-IHEBLBE-7D, BRBELBL B T=D, BUNDITEZIEHAHBDET, F—HR—KEPITIAD
BIEDRT ST v IDEFHICEWVMIDEVWZ EDHD £,

N=23> 7117 £TE. Ly a zBRTIREICERET S FEBREEZR (1I6EY FEIE8EY RIS
T14vY) RETRCLT. RUD—RBEEFERAL THREBHEEZERTIE L, L. BVEFRRETH S C
tEIA—HY—HH>TUVBRERHD £ L1, HDX Thinwire Tld. v T —JDIREICEDS W TEHNLREZRD S
BEBNICAERTZIEHD FEATLT .

N—2 3> 7.18 LUFE. HDX Thinwire i&. XOWTNHADIBEICT 74N FTTOT LYy S TEHRE—RICYIDE
Hbhxd:

o {FEATFTRERHIEEA 2Mbps Z FE>TW3,
o Ry hT—UDEEHN 200 S UMZEBZ TLWS,

CDOE—RFTIE:
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feezid, 7OV Ly TEHRE-RDBHABRODIS T4 v I TR XFFLellEVWT—T1 770 :DH 0.
AX=—VFARSEBEINTVET, COT7TO—FICED. BHIBEBNARICEBEIN. BRETFIMZELD
BRICRETE, Ly arvorr230 7P ALELET,

Features

Ty a e DBEMELETEZE. SULLEZRPTFIMRLICS v—FIChD, U RCABDEY, KX
B RDTST4 v I TR XFILEDT =T 770 bH B B>THED, BENTORETRTIINTLET,

Features

EffRDHZE. FVALICTAYIEATY v—THLET, TFILDHE, BLOXFPHEEBO—FHNL v—Tk
LET, Pv—ThoTOCRBETL—LICO>TITONE T, COFEICED, B—OXRELRIv—THTL
—LICKBEEZOREL X T,

BREER (ETH) & 727574 TR RF/1E Selective H.264 TEIEIN/FF T,

7OJL vy TE-ROEE

774N TR [FR@RE] RUS—REDN (&l [F] (TT74)08). &eld UR] oFa. 7Ly TE—
RIZREZ 2 NA1IRRET T,
7O Ly TE- RGO ROZHISERFINICA T (BRAINEL) ICRDET,

o [REME] B [BICEEKR] i3 BREFIMERE] TH3
o (BRI ST vV ADBEBRE] B [BEY ] THB
c [BEBICETAT-—Tvo2ERYB] ' ([EE2EICER] (2EEO H.264 KEXLWES) THS

7O Ly TE-RBRZUNARETHBZHBE. TIAILFTRROVWTNDDIRRICE > TEMICAD XT,

o ERTEEATHEESD 2 Mbps £ FEI->TW3
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o Xy hT—2EEA 200 S UR%E ERA->TWS

E—FOTIDBADRELLEIE. By bT—IRADPBEBNTH>TH, 20E— FHIRM 10 WEMGTH
£,

ALy TE-RFOBEOEE

7OJLy T E—ROBELZTETDICIE. ROATY REERTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value ICIZFLTZANAL T
0=8BA7 (WHARBBETHEALAEWVWTLLETW)

1=8% (RYy bT—TRE. TIFIMEICESWTH Y EFTHRYDEZB)

BEHE—F (1) 0BG ROIAXYFOWThAZETLT. AV LYy TE-RMIDEDZ LS WVMEZEET
REXE
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value IZi& Kbps BAID LI WME (F74JL6=2,048) #ANHLET
fl: HigiEh 4Mbps 2 FEIZ . 7OJ Ly TE—RIAVICHIDEDD 5
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplaylLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value (CIFS URBHO LI WME (F7 4Lk =200) ZANALET

Bl 2y bT—2EBEN 100 S UMETEZ . 7OJL Y TE—RBIFTUICTIDEDD £,

—fRAFTVIUEAL T+

May 30, 2024
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IIATURRIATIVESTEISAT

121F

KXk (VDA) TOSAT7YRRSA4TIRVEYTDH
EEMICLIEEE,

KX (VDA) TOSAT7Y b IANA—DIRALY
FEEHMICL. - —HPI1—H—FTNAX (V1T
Vb)) TURALY LziER LTI-%E,

USBTNARVEALT K

PhRITANAE—DIUEAL T+

R

D547 MMIOER) a—LH. R—LTosL IR
octxmnt 7L MIOTORY > 3 VICEER
ICRv7TENnET,

A—H—PEELO—AIR) a—LEB VLA L
JhTNFET,

USB 7/3 R, Citrix Workspace 7 71 & Linux VDA 72 bw FRETHEINE T, USB TN IHTRY
by AICUSIL I a3 USB TN REZO—AIICEGSNTURHDESICERTEENTIET,

ISAT7VRRZATIVEDST

May 30, 2024

ISATVERIATIVED T ISAT YR TANA—DIEAL I bFERLT. "X MLy 3> TOS
ATYMIT7AIICT IV ERTERLSICTBENTEES, IFATVRRSATIVESTEISAT72 R

THIE—DIVEAL T bORIZRDEED TY:

1B1F

KX (VDA) TOSAT7YMRSATIVEYTDH
ZEMICLIEE.

KX (VDA) TOSATY LI ANA—DURALY
FEEMIIL. A—H—DPI1—H—FTNI1X (U517
V) TURALY b=iBR LGS,

IIATERIATIVEVTZBMCTS

KR

VAT MUIOER) 2a—LD KR—LFosL IR

octxmnt 4 I7F LI MIDOTOEY S 3 VICEEN
KXY FTENET,

A—H—PEELO—AILR) 2a— LB IHUETLL

JhENFT,

ISATYMRIAITIVEY T ZBMICT BICIE, Citrix Studio TYSA 7Y R RSATULEAL YT MRS —
z [FFA] ICRELE T CORVD—ICDVTHLR 77 1ILUAA LY FOR) > —KE] 2BRBL TR

Ly,
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IIATRTHNE—DIZAL T b ZBML. VEALI T BT 4IIE—2EETS

IIATRTANE—DIRAL I +2BMCTBICIE. VDATROIAR Y RZERITLET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0
x00000001" --force

<!--NeedCopy-->

IIATVEDSRIAMIEY S aVICUAA LI b2 T 3INA—ZEBETBICIF. I—F— TN I TROFIE
ZRTLET:

B#/N— 3> Citrix Workspace 7 7UNA YA M—ILENTWEZ e ERBEL £ 9,
Citrix Workspace 77U D41 > X b=)L%T 1 L7 ~1)T. CtxCFRUlL.exe Z=17L %9,
[(HREL] SOFREVEI VI L. THINA—ZEN. #wE. £IZHBRLET,

Tyl a ERYLTHSEEGRT . EENERAINET,

> wnh

USBTNARUAALLD K

May 30, 2024

USB /31 Zi&. Citrix Workspace 7 1) & LinuxVDAF 2o by FRITHEEINE T, USB FN1 BT Y
fyAICVAA LI bENBE, USBTNRAMZZO0—AIIICERINTVWEIDLDESICERTEZENTEET,

B b

v hT—BEN 100 S UBKEDHZSIF. USBTFNAZRVAAL I b 2ERATZ I z8@HLET, X
w kD —JBIEN 200 S UMEBZ 35EIF. USBTNARVAAL Y b EFERLBVTIIETIL,

USBFNARUL ALY FOERIEEEE LT, RO 3 DHEFENET:

o =7V —XUSB/IP 7O> o k
o CitrixUSBtwv>a>vEZa—I
o CitrixUSBHH—EXEYa—JL

A—7>v—2ZUSB[IP 7Oz bk

USB/IP 7O 7 MELINUX A—RILRSAN—BLVI—HF—E—RDSA TS UTHERINTED, 2—H—
EA—FRILRSAN—CBELTIRTOUSBT—RZEBEITZENTEET,

Linux VDA I, #—7>YV—ZX USB/IP 7Oz MIESWTUSBFNI RV AL U hEREL. USB/IP D
A—FIRSAN—A—HY—FE—RS1TSVEBFALET, 7L, Linux VDA & Citrix Workspace 77
JR®D USB 7 —#ERiEIE TR T, Citrix ICAUSB 7O JJLICKE#M TN E T,

CitrixUSBt v 3> EYa—)L:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 369



Linux Virtual Delivery Agent 2402 LTSR

Citrix USBtwv>a>ETa—/Lid. USB/IP 1—xJLEY a—JL & Citrix Workspace 7 7V B DBEDBEL
CLTHEELE T,

Citrix USBH—EXEZa—)L:

Citrix USBH—EXEZ 2 —JLid. USB 7/\1 ROELGPED LB Y. USB FNA XD INTORMEEZEEL £
¥o

USBTNARVEAL I FDLLH

@E. LInuXVDAAND USB FNAZDUA ALY RHBERICTONB . TNA R/ — KRBT LD[dev /XIS
ERENET, 1L UEAL I MINETNAIDB T I T TR Linux VDAY > 3 > THERATERVEED
HDFET, USBTFNARHDERICHEET E2DNESMERTAN—IZE > TRED . —ZDT/NA RISFRBE RSN
—ZRBYLET, FIAN—DREINTLWAWES. UL 3N USB 71 RIET7 U 7+ 7 7% Linux
VDAt w2 avIit7 IR TEEEA. USB TNA ROEHERETBICIE. FIAN—EAYIb—)LLTYR
TLEELSHEERLTIZTL,

Linux VDA IZ. 25147 b5 USA1 LY MHERICITOhNIZ USB TN RO—EZHYR—FLTWET,

HR—FINhTWVS USB 7/N1 X
Evb:

USB3.0 R—bDHR—bZEMLEL. USB3OTNAREIZA TV T NA XD USB3.0 R—kIZ
BATEEY,

RDTNA ZUE LINUXVDA D ZON—2 3> HR—FLTWBZEHBRBINTUVERT, IFHDT/NA RZER
TR, FHEBERDPELZHEDHDET,

USB RBEXBEET /N1 X VID:PID TNV AT L
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd

Kingston Datatraveler  0951:1625 FAT32. NTFS
101 II

Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2

SanDisk SDCZ80 flash 0781:5580 FAT32. NTFS
drive

WD HDD 1058:10B8 FAT32. NTFS
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USB RBRERBEET /NTR VID:PID T71IS AT L

Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device

Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0

TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device

A
Amazon Linux 2. CentOS. RHEL. Rocky Linux. SUSE T NTFS 2R 3ICid. RIDVICTNEDT
ZhUE2—2a Y TNTFSHR—bEBEMILTEITET,

USB3D Y7o X VID:PID
3DConnexion SpaceMouse Pro 046d: c62b
USB XFv+— VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

Web 1 X3 USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio
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USB 7 /N1 XU A ALY bDi#Rk
(CentOS. RHEL. Rocky Linux 0i5&0#H) USB/IP A—ILES 2 =DM YR M=)LEfFaV /N1

Linux VDA i&. USBFNARUAZ ALY FDREAR Y FA—5—2 LT USB/IP 2B LE T, IZLAED
BE. USB/IP A—RILEZ a—LIZ LINUX A—FRIN=3 2 3ATUBETUU—IXTNATWS SO, T4+
TRA—FINEZ2—IILEZEILRTIHBIZHD £FHA. 272L. USB/IP H—FJLEY 2 —)Lik. CentOS. RHEL,
Rocky Linux TIZERATIEFA. ChH5D LINUXTA AU Ea2—>3 > TUSBTFNARUAA LY M EER
3213 USB/IP A—FRILED2a—IEA YR b—ILTZHAVNAILTIHENHD £, HEVOD Linux 7+
AU Ez—>avicBE3WThttps://pkgs.org/download/kmod-usbiphs USB/IP # 4~ >O—R LT >
Ab=ILLET,

USB 7N\ RUSA LT FRYS—DERE

USBFNARDUAE 1LY hoBEMNRS KUENKIE. Citrix R >—Ic&DFIEIET N Ed, Delivery Controller
RUS—ZFRALTTNA AOBEEEETSICHTEFET, USBTNARUAALL Y % Linux VDA ICRRET
BIciE. ROKRV - HAERELET:

A7 RUSBFNARUAAL Y R RUS—
147> b USBFNIRUAA LY MRA

USBF N1 RUA1 LY B Citrix Studio T. 25147 5D USBFNARUSAAL Y EES
(F7IFEM) ICLET (J—9RT—2 a3 >VDHRARDIFEDH),

[(REDOHE] 41700 KY I AT UTOREZITVWET:

1. [5Fal] ZBIRLE TS
2. [OK] 200w o L&Y,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

USB 7 \A XUAA LY MRRIOERE USBUAAL Y RRUS—%FIC L5, Citrix Studio ZER L T,
Linux VDA TOERZHEI £ IERLETZTNA XZI/EL T VALY MRAIZERELEF Y,

[O514T7 >R USBFTNARUACLY MRAI] #4700 KRy I X T ROBEERITVWET:

1L GRR] 200w o LTURALY MRAIZBINY 2D (&l 20 v o L TREFORAZRIELE T,
2. RADIEREfcI3mER. [OK] 20Uy I LET,
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -
A USBFNARVAAL Y FDOREICOVWTEELL I TCitrix O AB USBUA ALY FOREAT Rl #81
LTLETL,
USBFNA1RVEAA LY NEBD ST a—Fa >

C0to2 3> TR Linux VDA DFERICHITZTEIEBBEDO S TIL>a—FT 1 Y JICDOVWTHBALE T,

VALY RSN USB T X0 Ty MERTEI AL

Linux VDA Ti&. Citrix Workspace 7 7Uh B A1 LI hTNIZTARTHO USB 71 RO 2 BREERTEEL.
FIEEOHDNVAEAL Y CINIETNARIZTIVERATESRLSICLTVWET, TOoH. BEEEERZF>OI—Y
—RHDRTFNAREITY MEBRTEET,
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USB 7 XUDUSA(LY M EBILTBL T 7LD NS

Citrix Workspace 77U DY —ILN—%2FBLTUSB T RVDUAAL I FEEBICELET L. T RILE
TEBXLIBER LT 7AILDRDODNZ AN SO T, COBMEIE. 77 MLV RTLILT—2Z2ETALL
XEUFvyw2ah T 7ML RATALICRT Y EENBZCEDNERTEELET, 72T RVEDHDICIEE
FAENEH A, CitrixWorkspace 77U DY —ILN—%2FERBLTIVEAL Y FEEFELELIEBE. T—4240T1 X
JI27 3y adn3BEEIE> TLWAWZS, T—2h%kbhnEd,

CORBEZMBARTZICIE. Z—IFIILOSYyNnc AX Y REZFERLTTFT— 22T XJIC75v>alThs USB U
AL M EEIELET,

Citrix Workspace 7 7 DY —IILIN—IZT N1 ADRDOH BB VIFE

Citrix Workspace 77U DY —ILN—=IZTNA ADBRRINAEL BB IEHHD EFITH. TrUud USB UL 1LY
rOfTHOnTVWAEWC e ZRLET,

- = B ' .. P am-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

BRENRELBER. ROSERBL T TV

e RUZ—H USBFNARUSAALY LA TBREICE>TWVWS,
o CitrixUSBHH—EXEZ 2 —ILHRTINTL S,

RUS—=HBELCERETNTVWAWVWEEIF. TORED TUSBTF NI ZRVEAL Y MRS —D®%El £72a>%E
SELTEBELTIREL,
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Citrix USBH—EXEZ 2 —IILHARITINTLARWVESIZ. ROFIEERITLET:
1. ROOT Y REFEALT. LINUXFTo A MUEa2—>3>TUSB/IP A—RILES a—ILAFIBREEHN E S H
FHERLE T

modinfo uship-core
<!--NeedCopy—-->

2. HAPRDELSICRRINBZHBEIE LinuX T ARV E2—> 3 VICESWTUSB/IP A—FILESD2—)L
ZAAM=ILERLEFEINACILLET:

modinfo: ERROR: Module usbip-core not found.
<!--NeedCopy-->

o Amazon Linux 2. CentOS. RHEL. Rocky Linux ®ig&ix. ZnieED TUSB/IP A—FRILED 2
—IIDAVA=)LERIFOAVNAIL] a3 >vEBBLTLIEIL,

« SUSE oi&Id. https://software.opensuse.org/package/usbiph 5 USB/IP /Xy —2% 45
O—RFRLTAYRE=JLLETS,

o Ubuntu/Debian @ig& %, XOFIEERTLTUSB/IP A—RILEZSa—ILEZAVNRTILE LV
VAM=ILLZET:

a) USB/IP A=) EYa—ILOY—ROA—KEFUYO—RLET,

https://github.com/torvalds/linux/tree/master/drivers/usb/usbipT Linux 1—=JL
DRI RUICBEL. 2—7 v bD Linux i—ILN—=23 > (V415 LUIBE) 2T %ZIRL.
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbipzm o) > o = BREL
F9,.

DownGitic#&IL. gD ) > 2% ANHLT. USB/IPY—XO0—RZ4T>VO-RITZHDA
T>O—RU>OEERLET,
b) "ROAT Y REFEALTY—RI7MILERELET:
unzip ${
USBIP_SRC }

.Zip

cd usbip
<!--NeedCopy—-->

c) Makefile 771 ILERDESICEELET:
# SPDX-License-Identifier: GPL-2.0
ccflags—-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o

usbip-core-y := usbip_common.o usbip_event.o
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obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o

vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj-$ (CONFIG_USBIP_HOST) += usbip-host.o

#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o
#0bj—-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o

#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.

o vudc_transfer.o vudc_main.o
<!--NeedCopy-->

d V=—XO—RrEIVNCIILLET:
apt-get 1install linux-headers-‘uname -r°

make -C /lib/modules/ uname -r"/build M=S$PWD
<!--NeedCopy-->

e) USB/IP A—ILESa—IEAVAM=)LLET:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/
<!--NeedCopy-->

f) ctxusbsd t—EX=HBEEHHL T, USB/IP h—RILES 2 —I)LEZHAHAAHET !

systemctl restart ctxusbsd
<!--NeedCopy-->

Citrix Workspace 7 7 @Y —ILN—IZ USB T\ 1 AHBRFINTVWBDIC TR —DFHIRI WS REH'H
BEEICVAALY DK T B
MREHSRELBEIE. ROFIBERITL T LWL

o« LINUXVDARU S =%, UAALL I FEBMICTZREICLET,

+ Citrix Workspace 77U DL X U TEBIMOKR U > —FIRDPERINTVWEIN ERBLET. LI MY
/X2 T DeviceRules #HR L. CORENTNAADT IV EREZEFLHEVLSICLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

$£L <Ix. Knowledge Center
DE TUSB T NAROBEFVA ALY FOEREREI Z2BRBLTIIEIW,
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USB FN\1 2D UL LY MREFISTDONZH. £vs 3> TENAREFATIAL

BE. VAALIRTERDIEYR—EINTVE USBTFNTRDHERD £F, DT /N1 XA Linux VDA 7
U747ty avicUEALYRTERRELHNET, VEALIMLETNARTLIL. - —DFRET
35/ —RHYRXTLD [dev XRIERINET, 21 L. A—HF—DNTFNA XEEBICERTEIEZNESMERS
AN—EBRICE>TRETNE Y, ATE (FF3512) LTVWBDHBDDTIEITIHRWVWTNA RZRDITBE
& ZOTNAREFIRINTVAWRY S —IZBIMLET,

pE o
USB K51 N—DiF&E. LiNuXVDAHTF 1 ZIDRELI VY FEFVET, 1—H— (BLUTN1 2%

AVAR=ILLIEFREEDH) IFBMORER L TT A RIICTIVERATEEYT, MPAR—FINTVWBETNT
ZA—E | ICEBHINTLARAVLWTNT XDV TIE. T BRIV ERDD £7,

VY TR=—FVEALL Tk

May 30, 2024

IV TR—RUAA LY baERTR L. VDAY a Y TRITPOT7 IV r—232 893472 T NART
ETHOT7 IV =23 e OETT—4Z - LTMD[T3 e A TEET,

CORETIE. ZUyTR—RUAAL Y +ZRIRTZ0ICFIBETEER Citrix RUS—ICDWTHIBALE T,

Ty TR=—RUAA LY MMZET S Citrix R > —

I3AT IV TR=RIVEALL T+

COREBEETR. JFATYRTNAROI VY TR=—RZVDAD IV y TR—RICNY TR e=sFal &
BEIELEY,
TI7AIWETREIVYTR=—RVLACL I ME [FFAI] ICRESNTUVEY,

tyareO—AlooUy FTR—RETT—FZEXTIRTBICIE. [BLE] Z2B8RLET, L. By
IYATEHET BT FUTr—a YBTOI Uy TR—RFEN LT —RERISENICRD FHA.

Iy TR—RUAA LY FORATEHE (Kbps)

COBREEETIE. EyyareOd—hnios )y FAR—RETOT—2EEx THERATREARRAHEE (kbps) %ig
ELET,
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Vv TR—RUAA LY bORKTEEHE (%)

COREEEATE. tyPared—alooly FR-RFETOT—FEETHATRLEATEHIEZ. v 3
VEBICHTREETEELE Y,

VY TR—RDISAT Y D5y Y 3 ADEEY 1 X ZHIRT 3

COREEBATIE. JE-—LTHONITZ 1RBDOBIETISA 7Y bTNAZDSRELY S a VICEETE S0
YITR—RT—RORRT A I ZEEL XTI

Iy TR—REEY A XZ2HIRT B [PV TR—RDISAT7 bD 5ty 3 vADEEY 1 A Z2HIRY
3] BEZEMICLET, RIS, [HAXEIR] 7 —ILRIC. O—ALIVyTR—RrEy Y aYEOT—2EEX
DA A ZEHKT3MBEZFONT FREUTANILES,

TI7#IWETIE CORERFEMICBS>TED. V54TV D5ty a YADEEICHIRIZH D EE A

IV TR—FDEYS 3B I5A1T Y SNADEET 1 XZHIRYT 3

CORTEEA T, AE-LTHOHITFZ LEORETREL Y a D5 I51T7 Y M TNA RICERETES VY
YITR—RT—EDRAT I XZEELET,

Iy TR—FEEY A XZHIRTBICE [PV TR=—FOEy>arhoI 547 bADEEY 1 Xz HIRY
3] BEEBMICLET, RIS, [HAXEIR] 7 —ILRIC. EvdareOd—AlLoYy FTR—REOT— 28X
DA AEEHRTBMBEFONT FEUTAAILES,

TI7#IWETIE COREFEMICBRS>TED, £y arhs IS4 72 bADEEICEIRIZH D FE A

I3AT7 IV TR—ROEZAHERE I SAT YR I)y TR-RICEZTAHZFA T BHER

CNE2DDREEEMNCTD . HEDT—R2EREZEYy>avhs o547 MIOE—-LTHDRFITFENE &
SICHEDET (VAT RADEZAA),

URDYRTFLEBEBDI )Yy TR—RTFT—2ERZEBMTEEY,

o CF_TEXT

« CF_BITMAP

« CF_METAFILEPICT
« CF_SYLK

« CF_OEMTEXT

- CF_DIB

« CF_PALETTE

« CF_UNICODETEXT
« CF_LOCALE
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- CF_DIBV5
« CF_HDROP

Tty a Iy TR-—RFOESAAIREEY S a2 Ty TR-RICETAHZFAT T BER

NS5 2DDREZEMICTRE. BEDT RIS 7Y D5ty avica8—LTHO TSNS &

SICHEDET (V4T MADEZTIAHA),
UTFDOSRTLERDI )Yy TR—RT—2ERZBMTI £,

o CF_TEXT

« CF_BITMAP

o CF_METAFILEPICT

o CF_SYLK

o CF_OEMTEXT

« CF_DIB

« CF_PALETTE

o CF_UNICODETEXT

« CF_LOCALE

« CF_DIBV5

« CF_HDROP

F—R— R

May 30, 2024

SOt arTRH MTOREY ZICDOWTEHBALET:
e V547> kIME
e VA7V KIME - =>4 —T 1 ADFH
s BNAF—R—RLAT7Y ORI
¢« VI hE—FR—R

. SEENAOYA— b

2547 MNP XT L (IME)

May 30, 2024
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e

2N bXFE (BZE. PEE. BEZAEOXF) 3. IMEDSANTEIHERDHD £F, Windows %157+
® CIKIME ¥, o540 7> LT Citrix Workspace 7 71 t B’ & 2FERD IME #ERLT. Ch5DX
FENILET,

A=)

COEEIE. LINUXVDAZ A VX =L B FICEETI VA M—ILENES,

% & 0 IC Citrix Virtual Apps #7zi& Citrix Virtual Desktops dtzv> 3 > BT %7,
547> MU IME #EBEDERZRBT 3IC1F. 77172 FMITOREICINE TANARZEELET,

BER0 D8
« U517 MU IME 82 M L T Google Z7L Y R — FDEILIEXFZAATBICIE. X TLy Ry
—rROEILZHETINI )Y IS ERENRBD £,

e U347 MU IME #EEIE [/NXT—F] T —ILETEITEMICED £HA.
e IMEZA—H—122—-T 1 XE NFTEETIEA—VILISERL FE A

9247 MIME 22— =1 >42—7 1 XDREHA

May 30, 2024

e

9547 MIIMEA—HY—a>Y2—T 214X (ERT 1 Y ROCBEHDV s Y ROZEY) 1F. ChETEROEL
FBICERBEINTUVWE LT SOV E—T A RIEH—VILICEBRET. TFIAMNIEEHETIEA—VILHSENT
BEINh3ZehHbFELL:
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Composition and candidate windows

Text input area

Citrix Tixa—#¥—EUFs eI, UTFOLSIC 95172 MIIME TOA—H#—I I IRUIVZIHNES
ICHESNTVET:

THio) ~ A

72 < 3
TiHhsdissdissdizsdissdf
FEREEH

FAE

FEr

FHHE

A"

Ctrl + Delete to remove this candidate

L

Microsoft Edge

ez R T 3 O DRIRE MY

1. Linux VDA T Intelligent Input Bus (IBus) Z&#ICL %9, Linux OS TIBuszBMICT 35EICD
WTIFE. OSARYA—DRFaXY hZ2SRBLTETWL, Fi:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

» SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang
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2. COBBEIRBBNICT YA —LINETH ERTIRICEMICTIUELDD ET,

WEED B & EIL

9747 MIIME A —H—a1>2—TJ 21 XOBEHAKEEIF. T 7L TEMICHE>TVET, COKEEZHE
MEIEEMCTRICNE. [O54T7bF—FR—RLA4770FEHE IME ORE] RS —%RET BHN
ctxregil—F VT zFEALTLYR M ZHEELE Y,

b

(V547> hFE—FR—RLA7T7 bOEEALC IME DRE] R)P—IF. LZAMIRELDHELIN, 15

ELEA—HY—ATI o b eRIATI M FRETAFROTRTOA TSI MERTE XY,

BFED LINUXVDADL X R JREIF. TODVDADIARTOE Yy g VICBERAINE T,

e [UFATYRE—R—FLAT7Y rOEML IMEDKE] RUS—%Z2HRELT. V547>~ IMEI—%—

AV A—T 1 AEPEEEE BN E - IFEMICLET:
1. Studio©. [RU>—=] #HEIUwI L. [RUT—DER] #FIRLET,

2. [05147 > hF—R—RLA7D DR IME OXE] RS —EBELET,

Create Policy
Studio Select settings
(All Versions) ~ || All Settings “ I Keyboard Layout SyncT X I

Settings: 0 selected | View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

[ Cancel

3. RUS—Ro#ICHS [ER] 20V vILET,

4. KU —=2RELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

BHNLF—R—FL177 ~DEH

May 30, 2024
LEGIE. LINuUXVDA 9S54 7Y bTNARADF—R—RLA 7T MIELTRITIIEARD FEHATL . F—7
yEVTDEEIF. eI EF—R—RLATIDISATYTNAITERELIS TSV ABICEESIN. VDA
TREEINABD S THBERCICEREL. VDAW TSV RBILEEINZ EFTCCOBBIERI DI ehHDFEL
TCo
Citrix TR VDA DX —R—RLAT I REISATY M TFNARDF—R—RL A7 b EEENICERIESC
ET. COMBERMRLELT. 9SAT7 Y MTNARADF—FR—RLATIMREEINZ . VDADL AT
ThBEEINET,

A

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R— KL+ 77T bOEHAEEZ Y R— L TOLEEA,

B

BMAE—R—RLA7Y cOREAKEEIL. T 72 FTEMCR>TVET, COREEEZEDNEIEEMICTSIC
B [9314T7Y F—R=FLA77 bOEEL IME OE8E] RUS—%Z2RET DD\ ctxregi—FTsUTr%
FHLTLPRMN)ZHELET,

F

(V247 bF—R—FLA7UOREAL IME OE] R —d LZZXMIURELDHERIN. 15
ELEA—H—FTIOc o bV FTII M FRETA MAOTRTOF T MIBRATEET,
BED Linux VDA DL I X M UREIZ. EDOVDADIARTOEYy S a VICBERINET,

[TV RF—R=—FLA7U OEAL IME OE] RIS —ZREL T BNBF—R—-—FLATY
bOEHREEEE B E IZEMICLE T

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 385



Linux Virtual Delivery Agent 2402 LTSR

1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
Studio Select settings
| (All Versions) « || Ansettings “ || Keyboard Layout syneT X |
Settings: 0 selected [ View selected only
Settings

» Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

‘ J [ Cancel

| Next

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOATY RERITFLET:
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERRSR

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— | >

Thuoo:10 O ) O ~

fr =

VPR S

May 30, 2024
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V7 hF—R—F#EEIE. LinuXRETZXI by TEERBTIVr—23 >0y a > THRATEET, VI MF
—R=FRR AT —ILRTANZHIBRTZERTEIN. NAZETITBLIERTICADET,

M Applications Places  LibreOffice Writer - zh Tuell:lls @ A ) O
Untitled 1 - LibreOffice Writer = a X

File Edit View Insert Format Styles Table Tools Window Help x
B-r&-EH-d9a BE-ae9 Q¥1 =250 -
: v (& (X | LiberationSe @« || 12 ~vaaa-o aag @& -
w

-

Test mrvc i

(a7

@

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. ﬁ f

&

return

&
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PN
Z OHEEIZ. i0S @is Citrix Workspace 7 71 & & f Android @i+ Citrix Workspace 7 71U THHR— k
TNTVET,

WEEDB ML & B
CDHEEIZFT 7 AL FTIHEMNICR > TVET, ctxreg I—F 1 VT ZFEAL T, COHREE B E2IZEMIC
LE9, FED Linux VDA Oi%EEERIE. TDVDADITRTOE Y a VICERINET,
COWREZBMICT BICId:
1. OOV RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v

Enabled" -d "Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—ROBERTARU>—% [FFA] ICREL T,

3. (#7>3>) RHELT & U CentOS 7 oig&. Roav > FZ2XE17L T Intelligent Input Bus (IBus)
ZETFT7AIL LD IMY—ERE L THELET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->
COMEEZE EMICT BICIE. ROOAT Y RZERITLES,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

A
CNEDREF. LWy avIicOd4a 9388, £RIEAJAT7LTHREDEY Y aVICRZBEIC
BHMICHED £T,

HIFREIE

+ COH#EIE Google Chrome. LibreOffice. ZDfthd 7 7)) THEEL AW EHAH D £7,

s FHTY I FF—FR—RFZIERTICLILEBBRRTZICIE. ANATr—ILRMUSMNESI U O LT, BERED
ANNT74—=ILREIUYILET,

e Web 7508 —T1lOONAT4—ILREZUYILTHEHDT—ILREIUYITRE VT hF—
R—RORRRINBVWIEDAHBD FET, CORBZEERT BICIE. NATr—ILEUSNZEI Vv o LTHEX
KOANNT4—ILREIUYILET,
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o ZOHEEIX. Unicode XFEX A TILNA bXFE (HZE. FEE. BEERY) #HR—FLEHEA
e VI MF—FR—FIE. NRT—RANAT7 1 —ILRTIEFBATET A

e VI ME—FR—FRR REODANNT A —ILREEBRS>STRRINBZILHHBDFT, COBE. 7TVDI+
YRUEBET S BEZLICAIO—ILTANATA—ILRZT7I7EXTEZMUBICEEILEY,

+ Citrix Workspace 7 71J £ Huawei 2 7L v L OERMOBEIZEL > T, Huawei 27 L v MR+
—R—RAEHRINTVBRIBEETHY 7 b F—KR—FHRRREINE T,

SEENNOYH— b

May 30, 2024

Linux VDANXN—=2 3> 1.4 LTI, Citrix TRE7 7V —>a >0 R—rABMIATVEY, I—F—id
Linux 722 by TRIED G TH. BER LINUX PV r—> 3 VICF7 V2R TEET,

ezl EBN—ELINnUX T2 by TRIBEBEICREINTWVWS o). Linux VDA O &1 71 TEB/N—IER
77U —>a Y TIIERTIEHATL ., TOER. FEBE. HAE. BEZBRY. IMEXBRELRFETTF
AMZANATEEFEAT L, A— D7 TV Tr—2a3 >ty a RICF—R—RLAT7Tr2YIDBRB3L
HTETFEFEATLS

NS DEBICHHNT B7-DIC. COWBET. TFRAMANAICKHIGLIEART7T TV —>a v BOEE/N—ZRMHEL
9, sBN—Z2FERATZI. Y —N—AIO IMEEZZERLIZD, PV r—>a>tEy o ayRIicEF—R—RLA7T
TREYIDBEZBZENTEEXT,

101

ctxreg 1— 7 VT ZFEALT. COWBEEENEEENCTZICHTEEY (F7 1)L FTIEER) . €
@ Linux VDA #—/N—D#EEREIE. ZD VDAIZARINTVWRIRTOT7 U r—>a VICBERAThEY,

¥+ —I% THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
%8| DWORD T9,
COBREERBEMICT BICIE. KOOV RERITLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

COMBEEEMICTBICIE. KOIATY REERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000000"
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<!--NeedCopy-->

RIS
FEWHIREETY,

1. AHEEEZEMCLET,

2. THERMANAICHISTEZRAT TV T—2aVIil7IERLET, S@N—D 7TUT5r—a3>redic

Tyl avVICRRINET,

3. ROy FH I Az a—H5. Mg FE] 2BRLTHEDOSE (NAIV—X) ZEBIMLET,

B e ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4. FOYFE I AZa—h5 IME FlldF—FR—FL A7 EERLET,

5. BIRLEIME &7cl3F—R—RLAT7U AL TERZZANNLET,

=g
A

s VDARIOEEBEN—THF—R—RLA 7Y +2EETZHBE. 751 7> MM (Citrix Workspace
TTUDNETEINTWVWS) THRELF—FR—RFLAT7IPERAINTVWR I ZHARL TS
Lo

o [MFr =E] 41 7OJ Ry I XATHREZITDICIZ. accountsservice /Ny 7r—o%/N—2 3

> 0.6.37TURICT v TIL—RITBHENHD FT,
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Region & Language Login Screen

English (United States] o

= <
& Language
Formats
Input Sources
French
German
+ —
RIVFRXT17T
May 30, 2024

United States (English)

Options

COEILarTIE UTOMEYZICDOWTHEBLET:

o F—T 1 FHEEE
s U -V FIVULALLY K

+ HDXWeb A XS 74 E4

Z—7 1 Fiee

May 30, 2024

FETF4 T —F 1%

TETTFATA =T FET 7 I TEICE>TVWET, XD Citrix Workspace 77U o547

FEnTVEd:

« Windows @7 Citrix Workspace 7 71) - 2109 LD N—2 3 >
o Linux @7 Citrix Workspace 7 71J - 2109 LD /N—T 3>
+ Mac |+ Citrix Workspace 77\ - 2109 LABEDN—2 3 >~

> AR —
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—BICBWISAT Y 2FERTRE. PTRTTATA—TA A RBRROF—FT 1 AICTA—INvILET,

TEATT4TH =T« F=2FERITNUI. VDATH —T A @mBER) L —Z2FETHER T ZBEDIHD EFEA. 74T
TATHA=T1FIE XY bT—IRBICESVTH T ATV ITDEY FL—FZBMICHAELT. 7L
ST LRA-T A ARBRERBELE T,

RORIE, TETTA TA—T A FEREKDA—T 1+ 7L OEBEERLTVWET:

TFETTF4TH—T47 kDA —F 1 F
BAA—TaAH>FILL—: 48kHz BRA—FTaAH>FILL—+: 8kHz
ATLAFvYxRIL B/ Fv 2RI

B>k

RHEL 8.x & & ¢f Rocky Linux 8.x T PulseAudio 13.99 LIpEEERAL T 72T L,

BRHOA—T 1 TN ADHR— (Technical Preview)
e

N—2 3> 2311 LIFE. LINUXVDA TldA—FT AV E AL U MEBEEZEALTUVET, ZDHEEICK D, Citrix
Workspace 7 7UHA Y I b=ILEINTWVWEISAT Y IS Y EOBBDA—F AT NA %, UE—LD
Linux VDAt ws g icURAL I +TEET,

COMBREEEMICTRIE. UTFOKSICEIELZT:

c USATIURID YV EDTRTOAO—ANF—FT A TNA DY aVICRRINE T, CitrixAu-
dioSink (#—5« #H75) F7id CitrixAudioSource (A—F 1 A ANH) ORHOIZ, F—F 1 FF N1 R
MENZTNDTNAZABTRAINDESICHDET, Ly a>DOF7TITH—TAFTNARZERT S
CEH LYy aYRITIAN DT =T F TNAR (OSATV ISP YDTIANNDF—T 44T
NARATHHD) ZEATRIEDHTETET, BDEICIGLT. IFAM TV RIS VDU RATLERENST 7+
WrDA—FAATNARZEETEET, VAT RIP VDT IAIN MDA =T AT NAADEHFHS
N3, ILLWTINRA ALY a3 oDTF 74N MDA T AT NA R LTERRINE T,

s LY arRDA—T A ATNARIE BEXISEDINLOBRICENICERINE T,

101

COWEEERFER T 521k Linux VDA TE#MICL T, #7R— k& hTWw3 Citrix Workspace 7 71U %3&IR L &
ER
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Linux VDA TO#EEDEMNY HEROT—FT1ATNARADYR— 2T TE3A—FTa A ULE 1 LT MEEEIS.
T ETIEENCHR>TVWEY, COWEEEMICTSICIE. LinuX VDA TROIAT Y RERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "

fEnableAudioRedirectionVv4" -t BIN -d "1"
<!--NeedCopy-->

COWEEZEMICLIED, BUBMICLEDTBICIE. ThZROIR Y FZERITLET:

sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableAudioRedirectionv4" -d "o"

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableAudioRedirectionv4" -d "1"

<!--NeedCopy-->

DA77 NOEHLRE ZOWEEIR. ROUVZA 7Y RTOAYR—bETNET:

+ Windows i+ Citrix Workspace 7 71J

+ Linux @it Citrix Workspace 7 71 N—2 3> 2212 L&

« HTML5 m@i+ Citrix Workspace 771 N— 3> 2306 LU
« Chrome @i Citrix Workspace 7 71 N— 3> 2306 L%
« Mac @i+ Citrix Workspace 77U : N— 3> 2311 LRk

WeEx EEICBIES ¥ 51C1d. Citrix Workspace 7 71 TEYIAREDNHBETT, L <&, Citrix Workspace
TTZUDRFaXYrESRLTIEIL,

BEEN D RSRE
PulseAudio dfEREICE& D, Ubuntu22.04 £ty 3> TA—FT 1 FTNAREYDEZ LS T ERKT 36
MHRBDET, CORBICTHLT BICIF. REDOE Y 3> 21— —0 PulseAudio 2E%= VDA SHIERL. v

> avEBERTEY, PulseAudio BZHIBRT 3I1CIE. S rm —r ~/.config/pulseadv> RuERITL
7,

A Ar Ay i DA AVEVES R G o

May 30, 2024
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e

TSoH—aYFIYDIEALY LTI 75172 MIDOHFT U X MZEEIN Web R—JH L VFY VY
TEET, ZiaelL. Citrix Workspace 77U ERLTISA 7Y MIORIET L YF UV ITIOIV%RA
Y22V AL, URLDS HTTP BLKUHTTPS Y7 Y EEREBLE T,

pE

Linux VDA i3, Google Chrome TO IS oH#—a>F>VDOULAAL Y b R—KLTWVLET,

COA—N—LAWeb L1T7IrT>IViEk VDA LTIEHRLISATY FETRITEN, V517> D CPU,
GPU. RAM, 8&UVxy b7 —0%ZERALE T,

T2 —DEa—R—bREFHPULAAILIFEINET, Ea—KR—FE AVTUYDRRTEINZTZUH—HAD
RAFOEHTY, Ea—R—FrIE. ZRELIAN— BRUADN— RT—EIAN-RBEREENEEA. Ch
50IERE5|F 45 I VDA O Web 7S50 —TRIFINET,

aboutblank x
i}

< C ( | O www.youtube.com

UAALLY FAOHRTY X MIERINZ URLEZET. 7V XFIEU X +2EET S Studio R > —%REL
9, HEDURLICOWTUAAL Y b ZEMICTIEIEUI M ZEBRELET,

AU R FRIC—E TS URLA'H D ZIEY X FRICIFHEWVES. (REF v =)L (CTXCSB) (&, VA1 LT s
BT#H3 % Citrix Workspace 7 71U ic#Em L. URL%Z UL —L %7, Citrix Workspace 77Uk, O—AJL
LYAVYTIOO AV YR L. Web 1 FERRLET,

Citrix Workspace 7 7 1&. Web 1« 2 /RETX I by P I SOHF—0 YT VEHICS—LLRIZTL Y
FLEY,
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY

o JL—: MEDARTITIET7 I T4 TTIIHWVWHT A RILIREETY

o Fi: BNTWLWBHEELTULWEEA
2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

Citrix Workspace 77U N> F oV aEEDLSICT TV FTEINDIFTUARRISRLET:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s U—N—TzwFEHF—N—L2AVT. A bZFAUIMIBRLTVEVD, UETL T MIKKL
fetz®d. UAAL I MEHD EFH A, VDA ETO Web R—J DL > &1 > JICRD. Thinwire #HEL T
53714y RERRELET, RUS—2FEALTI+—INvIOBEZHIELEY, COPFUAT
& VDA T® CPU. RAM. B VFHIBEBDHEEEN S BD T,

o Y—N—TzvFISA4T7> L&) Citrix Workspace 7 7 U I3 {R4EF v+ #JL (CTXPFWD) #*
FRALT. Web—N—N"5 VDAZBLTIYTFUVICESEL. JTvFLET, COATPavidE. 35
172 hBWeb B —N—ATIEIXTEHWEE (VI T2 MRY) ICERTY, VDATODCPU &
RAM 0B&EZ(3 0 H< D £9H, ICAREF v RILTIIFHEINEEINE T,

COSFUFICIE3 DOBEE—RHHD £, CTXPFWD (&, VDA B Web 4 —N—AF7I X TE3 &
SIKBRBIEHICTIVERTZTAFITNARIC. T—FZEELET,
BIRAIRE AR o —F T2 g !

- Explicit Proxy - ¥ =4t >4 —ICE—DRATNATOF > H 358,

- Director Transparent - 7OF oA R WEE. ELIFEBTOF S E2EALTVEIHE,

- PACfiles-PAC 7 7 1 LICHEL T, $BESNA URLDO 7 v FICVDA O T S U —h@ETA 7O
FOH-—N—ZBFTHERTEZ5E,

FLLIF. CORETERTS TS0 -T2V UAALY FOTOF BRI RECSBL TS
LY
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cWA VDA Explicit
@ : Proxy
Policy )
eraluatesn ._-'
[ Media [ - 1 J '
e .
| Engine Vietual Chanoel | | port Forwarding Diract ‘|'m| _
(CTXPFWD) Services - J

« USATIURIIvFEISATLYA UV Citrix Workspace 7 7V 1 Web 4 —N—ICHiEE
BRI BlD. AVA—FY MITIERATIBERBDEY, CD>FUF T Citrix Virtual Apps and
Desktops 41 k5% k7 —2, CPU. LU RAM OFERER IRTAHT7O—RLF T,

RFAr:

- IVRA—4-—TIIARYTIYZ2OELE (P4 FF4TEY RL—F (ABR)
- VDA YUY —2{EHEDHH (CPU/RAM/IO)
- SHERIEIEOHIRE

AT LEMH
Windows 517> bk
« Windows @7+ Citrix Workspace 7 7°1J 1809 Li

Linux VDA:

s VDAD I SoH—: Citrix 759 —2>F YD UL+ LU MIREENEMS hiz Google Chrome
V66 LR

TSOF—a F VDA LT DR

IO FIYOULALY b EERTSICIE. BET 3R —%Em L. Google Chrome 275 UH—
AVTIYVDNEALY MERBEEE A VA M—ILLET, JDRHICIF. ROFIBERTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 399



Linux Virtual Delivery Agent 2402 LTSR

1. Citrix Studio T, 759#—aYF>VOUSEAL Y b2BHICTBICIE. [TV —>FoYDIUEA

Lok % [FFA] ICRELET,

Edit BrowserContentRedirection

Summary Not Configured (Default: Allowed)

User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

v

v

v

w
o
o

. ! 1
Studio Select settings
Al Versions) o || Al Settings | Browser
Settings: 1 selected [] View selected only
Settings
Users and Machines Computer setting - [CA\Multimedia

v » Browser Content Redirection ACL Configuration Edit | Unselect

N (e

2. AVTIVERISATIRMIVEAAL I FTEBZ URLOFA VI b BED URLDOU S ALY bEEINIC

TERIEVR b ZEELEY, BIEUR M EBRTZICIZF T3> T,

(7508 —ar72YUSd4L o b0 ACLIER] REIZ. AVTUVEISATUMIVEALIFTES
URL DFFE]) X hZ3EELE Y. URLZEET 355G DI RA—RxZFEALT. 7OMJLZRITA

TOURLOYR—RY rERIENTEET,
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Edit BrowserContentRedirection

Users and Machines \

Summary

A

v

v

Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Studio Select settings
(Al Versions) « || Al Settings « | [ 8rowser X
| Settings: 1 selected [ View selected only
Settings
» Browser Content Redirection Select

Select

Select

UTFRIENTWAHITY !

http://www.xyz.com/index.html (URLIC/NRZEBET S LICELD. LDMBHKT S

ZCHTIET, Iz ziE https://www.xyz.com/sports/index.htmlzigET 3
r. index.htmlR=SosaNULALI FINET,)

http://*x.*x.com/

https://www.xyz.com/*
http://www.xyz.com/*videos*
http://*x.xyz.com/
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Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration

 x]
(] View selected only
Users and Machines I E] T Select
Snaary | https://www.google.com/* | B

IB 4 Unselect

Values:

Setungs | https://www.youtube.com/*

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.m

(7508 —aYToVUEALI DT 3y o) A MER] REE. HED URLICOWTURILY bz
MCTBRIEURMEIBELF T,

Edit BrowserContentRedirection

Studio Select settings
[(A? Vemo;;) v " I‘ All Settings ~ ‘ [ Browser X ]
| Settings: 1 selected [ View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)

+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
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3. H=NTIvFEIZATURLYAU VI ZBMICT B [T —ar7oYILC1L o 07O
FOHK] REZHEMLET,

COFRERF Web I5oH—a>FoYUEAL Y FHEDO VDA TOZOFRENF T3> TY, B
BRIOFVTRLREAR—+ES. PAC/WPAD URL. ¥7#I3EE/BBEDRELXRELTEMICT S .
Citrix Workspace 7 7V IEEICH—N—TzvFEISA4T7 LAV Y IEBINICHITLE T, 2L <
i T732—= NNy IDAAZX L) ZBRELTLEIW,

EMCLIBEEIIEE L TOWAWESICT 7 4L MER RT3 L. Citrix Workspace 7 7130 51
PRIz FEIFATIORLIA) T ERITLET,
774U T [BRLE] IKRESATVET,
BRI TOF S TEHRI S NNZ— !
http://\<hostname/ip address\>:\<port\>
i
http://proxy.example.citrix.com:80 http://10.10.10.10:8080
PAC/WPAD 7 7 1 L CEFRI S NIc/NE— >t
http://<hostname/ip address>:<port>/<path>/<Proxy.pac>
fl: http://wpad.myproxy.com:30/configuration/pac/Proxy.pac
https://<hostname/ip address>:<port>/<path>/<wpad.dat>
#l: http://10.10.10.10/configuration/pac/wpad.dat
BEFIEEBE0/OF S THIINNE—>:!
R —F7FX bRy XIZ TDIRECT) CANALET,
pE
LY 2 ~UfEHKLM\Software\Citrix\HdxMediastream\WebBrowserRedirectionProxyAd
ERELTTIOFUEREITACHTEET, £z LY X MUMEHKLM\Software\Citrix
\HdxMediastream\AllowNonTlsPacUri%z#EEd% . HTTPE#N L7 PACT7 71D

AOVO—REHATEIDNESHERETEET, T 74 MEIZ0 T, CNIEHTTP BRI HFT S
NTLWAEWIEZEKLET,

LYZ MU RUS—RBEDA T2 a>vetESLET, BEITEZLZIMIF—DUZIMIDWVT
& "Web 75 0% —a>F oV UEALI DL A MIF—DEEST) 2BBLTIEIL,

4, V\DA® [Chrome ZEM] #2)vZ L. Chrome vz X c7H5 Citrix F7SoH—a>F>VoU4
1LY MEREREZEBIML£9, Chid. VDA LT SoHF - (#81%D) URL AU R k Fzl32&1E
DARE—HTEIHESHEHETEIDICKRILIBEET,
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BE:
C DILRIEBEIZ I S T2 MICIEFAETY, VDAICOAHEBIML TLIZE0,

Chrome O¥ERIREIZ. 2—F—JCICA YR M—ILL £9, IRIEREEBIN X IZHIBRT 31551,
Jd=IUT VA X—CzEBHIBBERIHD EFHA.

& chrome web store £ sonw

Broewiar Condient Risdeer X ExtEnEiﬂn$ 104 § guferaicons
« Wt
O Extensions Browser Content Redirection Extension
O Trames ) Cffestend bry. Citrin .lmd 1 Chioma
Faaturat This sataraion reditects Webpages.
O Runs Offees
0O 8y ossge
O Fee

[ Avedabie for Andsssd
[0 ‘Weorks with Google Drive
Ratings

O ook

o

4ok ok & Bup
O kdok &up

0 %% B up

TH—=ILINYIDANZX L

(50— FoYIE1LY b 7OFHEm] R —%2BMCT 3. Citrix Workspace 7 7 U gt —N
—JIVvFLISATIORLIAN VI RABET Y—N—T v FEIFAT LR UV ITHRKMLIBEE
. 9SATYRITTVFEISATURLIYANYTIZRDET, 95147 IR Web —N—AT7ot
ATERWEE. VDA LO TS0 —HH—N—LETR=TJZUO-RLTL YAV IITEEFT (H—N—Tzv
FeH—N—L>FI>T),

OH—AVTIVUEAL I DL A M) F—DLEEE

=
)
o
)
Jd

LPRMVIT o 2—DERAZRZ L. RAGHEDIRETIEMEDLHD. AL —T 1 VI AT LDE
AIVRAN—IBBBIZARZBEDHDFEFT, LIRMNIIF 1 2—DZRAICKZEEICH LT Citrix 12—
EfEBVERA. LYZXMNIIT s 4—Id. SEHROEALHMOEETIERET W, oo LYY
T7AINDNY I T TRERLTHSE. LEX MU EREL TSIV,

HKLM\Software\Citrix\HdxMediastream
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22T EE &

WebBrowserRedirection DWORD 1=5A. 0=ZI1t
WebBrowserRedirectionAcl REG_MULTI_SZ /
WebBrowserRedirectionProxyAddi@s§Z ROVWTNHDE—RICRET D L.

Y—N=—TxzvF. I5A4T7> L
VAV THEMCRD ET,
Explicit Proxy - ¥ —4t>%—|C
BH—RNIOF>HH 358,
Direct or Transparent - 7O+
SHBRWNEE. FRFEBRTOFXS
ZERALTVL35E,. PACfiles -
PAC 7 71 ILIZKTFEL T, EES
fcURLOT7zvFICVDADT S
H—EYRTOF > —N—%8

BTEIRTE 354,
WebBrowserRedirectionBlacklisREG_MULTI_SZ /
AllowNonTlsPacUri DWORD HTTP ZA L7 PACT7 71 ILDA

UYO—RZHATINESHZR

ELEFY, 774/ MMEIEZO0 T, C

NUFHTTP oFERLIFIINTULA
WIezEKLET, iz 1ICH

E9 3. HDXWebProxy.exe &
HTTP 8 (B&ICId HTTPS &8

TiE%HmW) TPAC 771z o>
O—RTEFI,

HDXWeb 7 X577 E4R

May 30, 2024

A

LinuxVDAt£ v > 3 Y TERITTNTVWBRETARET U r—>3>0a1—H—& HDXWeb A XS E T+ EME%
FHALTWeb AXSEFBATIZLSICADE LT, COBERT 7L ETEMCINTVET, AJEETHNIE
BIZ. HDXWeb WX SETHER=ER T2z BE8OHLF T,
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HDXWeb h XS EFAE#EIE. SEK Web A XFE—REeLBENET, TDZ1 7D Web h XFEFA XL
Tl FEEY I TRITINTWVWERETASET U r—>avICH264 ET A2 EiEEfEL £9, HDXWeb
ARXSETAREBTIE. VATV MARL =T VIV RTLIZEEFNBZNILFAT«T7IL—LI7—0FT0./0
JILED FYTFYTNARDETHEAVEZ—ETF L. FIVRA-RBLUVERLET, EF Vv TFv TN
1 RADHETH S OSH—RILDR M= VT T7—FF I FvICHHPAENDZ RSAN—DREBEINATVET,

5472 M Web AXS e 0BEEWIELE T, TOE. H—N—TBUICRRTIZETFDAHE. F—N
—ICEELET, H—N—DWeb AXSLEECPOEDAETEDIITIEHD FEAN. KEICEDTRI MY TT
LEBODI VARV IYZANESNET, Citrix Workspace 7 7UHNETH % EHET 3 1. HEHENEHLH I N,
WAN >+ U A ToEREDAELEL 7,

Webcam Workspace app VDA

Captured ; g
Meeting
HDX webcam server Me $ EE—— conference
server

video

stream
_—

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

P
o COEEIZ. &k7ET S videodev H—RILET a—ILH Azure IS VICR W8, Azure Y2 > Tl
FRATETFEA
o COtEEIZ. Citrix Workspace 7 7V 05147 b 6D H264 ETADHEFR—ELET,
o HAR—hINTLS Web H XS DEEEIL 48x32 H*5 1920x1080 DEFE T,

« Web AxX5%ERLTWVWSHBA. Citrix Workspace 77U @Y —JL/N—D [AB USB F/31 X1 &
BIRLAWVWTLIET W, BIRTBZ . FHLAVEEIEET ZH8MENHD FT,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams
Session Settings
(O Connect automatically
(O) Do not connect
(@) Ask me

Digital cameras and scanners

(O Connect automatically

(O Do not connect
(@) Ask me

Global Settings

Preferred \Webcam

Automatic

Relative Mouse Settings

[ Use relative mouse

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR— kI TW3 Citrix Workspace 77V

HDXWeb A XS D EF#ELEIE. KRD/N— 3 >0 Citrix Workspace 77U EHR— KL ET:

TSy bTx—L4

Oty

Windows @+ Citrix Workspace 77U

Chrome @7 Citrix Workspace 7 71

Windows i+ Citrix Workspace 7 71J 1&. XenApp
& & U XenDesktop 7.17 LI LD 32 B b H KT 64
Ev 77U DWeb hXSEFAEBEHR— L F
¥ LEID/N—2 3> TiE. Windows @& Citrix
Workspace 7 7U1E32 B b7 FUDHEHR— b+
LTW&ELTs,

—&8D ARM Chromebook iz H.264 =>d—F 1 >4
ZHAR— L TWAWD, RBHK SN HDX Web
XSETAEREEFERTE2DIF32EY FT7TUDH
T3,

TL2ICTARNEAD Web H X5

Web ZXSHEAENIE TL—LL—rP. BRIV ISR MDLARILBERD Y, Citrix RETIE. F1HD

HEERREEICRD Web A X S FEALET:
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+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

B

COWEEIZT 7 AL FTEMICE>TVWETS, ChEFEATBICIE. AOBIEEERERTLET:
Bk

Citrix Workspace 7 7' @2 —4'—|&. Desktop Viewer ® [¥12c Web 1 X3] &RET [IEHELAV]
TERT D TIAISREZ LESTEET,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Seasion Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect
(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

1. VDAD 1 >R b—)LHt5eT L7=5. VDA A Delivery Controller ICE&RTE, RSNz LinuX TR by
Ty arh Windows BEREHREFERAL TCERICEE TEZ e 2RBLET,

2. VDARA VB2 =2y MZTOEATEZ e #BRBLTH S, sudo Jopt/Citrix/VDA/sbin/
ctxwcamcfg.shavy rRERITLT Web AXS0O#EBERT LE T, VDALY 2—Fy b T ER
WS, FIE3 ICEAF T,

i

uname -rEA—FIAYE—DOBETA—RILOR—HHRETZIEHNHDEFT,. F—HHH 3
. ctxwcamcfg.sh 27U 7+ HRBML £3, HDXWeb h XS OEFA EHEZBEYNICERT 3 IS
i&. Tsudo apt-get dist-upgrade; #=f7L. VDA #FE# L THh 5. ctxwcamcfg.sh xo U7
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bEBERITLET,

VDA #¥ Debian ICBREThTWVW3BEIF. BFOA—RIN—J 3> TRETTNTVE e 2MBLTLE
TV ENLBIMDIZEIE. ROAR Y FZRITLTEMOA—RIAN-—2a VICERLRT:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

VDAMN SUSE IS5 ICBRESINTVWEIFEEIE. ROOAYVRERGTLTEHOA—RIN=avIicERL. B
EELE9:

zypper up kernel-default
reboot
<!--NeedCopy—-->

ctxwcamcfg.sh 22U F g, RO CIRIB£ET:

a) kernel-devels &U#HH—ILEZ 2—I)LHKR—F (Dynamic Kernel Module Support:
DKMS) 7O > L%z VDAICA >R M—ILLET,

o« kernel-develid. WHETEIN—a>DREWeb A XSH—RILES a—ILEHEET BT
DICERINET,

e DKMS iE. R Web i XSH—RIILESa—IILZEMICBIBT31-OICFERTINE T,

A

7045 L% RHELE&U CentOS 11> A =)L F 5. ctxwcamcfg.shzou

TrhHA YR =L, VDADRDIRS FUDBERICED £,

« Extra Packages for Enterprise Linux (EPEL)
« RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh* 54 —7>v—2a—Rrv4121loopbackz 4
w>O—RL. DKMS #ERLTv4 12 loopbackxBEL £,
val2loopbackid. VAL2 L= Ny I TNA ZAEERTEZN—FRILEZ2—ILTY,

c) sudo systemctl restart ctxwcamsdad<w> R%uER{TLEF, Linux VDA ® Web 51 %
SH—E X, ctxwcamsdiz. HDXWeb A XS EF# E#E#EEDv4 12 loopbackh—xILEY
a—)lzEEHLTO-RFLET,

3. VDA IZA Y E—2y b7 ZADBVBEIR. BlOoT> > T vdl2loopback H—RILEZa—ILEEILRL
ThHh5. VDAICOE—-LFY,

a) 12—y M7 EXTE DOVDALBALA—RIN=-2a3 > oo v EEFHELED,
uname —-raAIYERIE. BA—RILDON—=23 EBDIT3DICKILIBEE T,

b) v~ >Tsudo mkdir -p /var/xdlav>RzxRTLET,
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¢) /var/xdl/configure_x%. VDAN5/var/xdl/ov>>vicae—L %79,

d) ¥~ > TTsudo /opt/Citrix/VDA/sbin/ctxwcamcfg.shav > kK% E{TLTH
—XNLETa—-)LEEILRLET, AXYRPEEICRITINBZ . /var/lib/dkms
/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/$
(uname -r)/x86_64/module//¥ Z iZ v4l2loopback.kko 7 7 T LA ER S N £ 3
ctxwcamcfg.sh 22U 7+ 2 RTT2 L SICRETRAEMEOHZ TS —IFERLE T,

e) v4l2loopback.ko <> >h5 VDAICOIE—L T, Jopt/Citrix/VDA/1lib64/ICEREL %
ER

f) VDA . sudo systemctl restart ctxwcamsdadv>k%R{TLTWeb hxX5H—E
Z2EBEEH L. v4l2loopback H—FILEPa—ILZO-KRLET,

R X1 >3E2Mo Linux VDA

May 30, 2024

HE

KX > 3EBMD VDA =R T 3 . VDA & U1 —H—:REEA® Active Directory R X >IiZ VDA Z&ma &
BRENRCEDET, XA VSO VDA ZER T3 FiE. VDAZ OISO ROV FO—ILFL—VIZERT
B-DDRAF—CMBF—DORTEERLFT. LD Active Directory R XA U ADBINIIAREIZAD £
Lfco A—H—DRXAVIESMD VDAL Sty 3> 2REd 3. VDA X Citrix Workspace 7 7UAd O
JA DI A——IMERTZI A —RKzFE>TO—NILIvETTHIY bZERLET. VDA IZ. SSO
CtylayOBEEDEDICO—ANIIRY FEINBZTHAIY MMERTEZIS VA LNZAT—REEDYETET,
SYVALNRAT—RZEETZE. SSO ety a v OBEGHICKBL £9, SSO Z&EMICT SICIE. TSSO LIsho
FEEl ZBRL TSI,

BHE:

o KX 320 VDA . Citrix DaaS THR—brINFE T,

- Oy ra—)L7L—>id. Citrix DaaS ZHTRET2HELH D £,

- RXAVIEBMVDAIE. NTV W OISO REREFA Y TITLIRODT -2V 2—ICBETEE
o RXAVIEBMVDA L, CitrixDaaSoa> bO—ILFL—VIZ&>TEEBINE T,

- KX 23200 VDA = 1ER$ 5 ICid. Rendezvous V2%=EIZL £9, Cloud Connector: #
VILIZANAN=NAYF =TI vETOLS 3 Z VI T 23FEDHEE. £7z1& Workspace T
Active Directory Z ID Z7ONAE— L TERATZHEEICOABETT,

o KX 38D VDA Z1EM$ 2% &, Machine Creation Services (MCS) &8> X b—ILD
MAEERATEE T, 5L <Id TMCS ZFER L7 K X1 >IEBM Linux VDA OERL S & T TR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 410


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/authentication/non-sso-authentication.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/authentication/non-sso-authentication.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2402-ltsr/configure/session/rendezvous-v2.html
https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install

Linux Virtual Delivery Agent 2402 LTSR

YR b=z ER LT R X 2 IES0 Linux VDA OFER) 258 L T T L,
- MCS BT XZINGF—N=%FR—rLTLWEE A,

R X >3EBD Linux VDA TER T 318

FX123EBMD VDA THEESNEBE ZF>O0-AIL 21— —2FERT %

XA VIESMD VDA TR TN TWB Yy 3>zl VDART 7L FOBEZRH>O—AIL1—H—
% BEMICER L £9, VDA IE. Citrix Workspace 7 7UApOd 4 VIR LI—F—RICESLWTO—-A)
I—H—ZEELEY, e 2—F—0a2—H—H#FF (UID). JIL—T#BIF (GID). m—LF«s Lo kU, O
TAVINBREDIA—HF—BUZIETEICHTIET., COMEZERTRICIE. ROFIEEZRITLET:

1.

ROARRERITLT. COMEEEMICLET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

<!--NeedCopy-->

2. VDAQA YA R=ILIXRDOTFICHSZ /var/xdl/getuidgid.shZo U7 TROBMZIEELET:

B WEBEIA T a>h iEA

uid WA a—H—#BF (UID) id. Linux
WKL TV RTLEDEI—H—IC
EDETHNBESTY, 1—H—
K7 IOEXTEBZIRXTLIY—R
ZRELET,

gid D7y JIIL—T#HHNTF (GID) & HED
IIN—T=RTIDICERAINDE
5T,

homed-ir FTFoav Linux F—L7F« Lo b UId FE
OA—H¥—BHOT LI ~JTT,

shell FTFoay AJa > zidE. A—%—7hY

YhAoOd A URICA—F—ICE
HINZ3>TILTY,

wic. getuidgid.shxo U7 +oflERLET:
i

ROV TFTHEETSERUDNEN TH B e 2B L TSI L,
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#!/bin/bash
HHHH AR HHHHH AR HHHHH A A HH AR HH AR HHHH AR A HH A HH R B H R R #

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
<!--NeedCopy-->

S$SO LIS DEREE

F7 4L b TIE. Linux VDA TIE> > 7Lt >+ > (SSO) AEMICAR>TWET, 2—H—id. 1 DOERBER
Dty bEERLT Citrix Workspace 77U e VDA £y > avicOd4 > LET,
A—H—HROEREROELY FZEFERALTVDA LY > a VIO F Y TEFBZ L5127 3ICIE. Linux VDA T SSO
ZEMILET, 2L <&, TSSO LISPDEREE ZBBL TSI,

Azure Active Directory # {5/ L 7583

Azure ICBRETZ R X1 VIESMVDAIZ. AADD ID H—EReHiach. I— BB LE T, L <
l&. TAzure Active Directory TO:E] Z8BLTLLETL,

Rendezvous V2

kX1 >3e&00 VDA 3. Rendezvous V2 %fE/A L 7z Citrix Cloud Connector ® /N1 /SXBX LT, HR—+ T
NTWETF, FL<IF. TRendezvousV2) #BBLTLET L,
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Studio
N EPa FI 7
- *—% EE —JL JL ME
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Studio
N EPa FI 7
- *—% EE —JL JL ME
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1L

[N}

Kl

1]

(Kbps)
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Studio

BN
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Studio
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Studio
N EPa FI 7
- *—% EE —JL JL ME
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254  AllowFloppyBtives7 71 #a]

7k — g (1)
70O 1L

v E— ~\CDM
e |

-

254  AllowNetworkDriveg 7 #d]
7ok — g (1)
Ay 1LY

kD — ~\CDM
K>

17

254  AllowRenmovedbleDrives 5]
7ok - g (1)
Ay L 1L

N7 ~\CDM
ILEZ

17

254  AllowDrivaRedir 77+ &8
7k — Lug (1)
e 1L

JUA ~\CDM
1TL7

]\

254  ReadOnlyMappedDriver 3
7k - Lug  (0)
fAlr> 1LY

1IN ~\CDM

Dk

mh&E

Bro

X
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Studio
N EPa FI 7
- *—% EE —JL JL ME

F—1R  AllowAutakeypoartVRMUp #ih
) - (0)
EEIES

N

722  AllowFileTransfer 77+ &7
by — JLERIX

&o7

17>

N[)

774

JLBRE

ZEH

EES

722  AllowFileDowtfloady 7 &7
by - JLERIE

h57

71l

=42

722  AllowFileUpto#id 77  #al
by — JLERIX

v  EnableSessiotiidletiroer  H%h

ayv7y — ava (1)
1R 12—
2
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Studio
N EPa FI 7
- *—% EE —JL JL ME

vy  SessionldteFitterintepdal 1,440

av7 - avye &
TR 13—
g

— 0

&

Tkt EnableSessiettDiscammectTidEgh

w3 — avx (0)
> 8o 13—
7—.

ikt SessionDiscenhectEimerPerigdl0

vg — aryea o
oA 17—
<—D
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757 WebBrowserReédird@yr 28]
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Ty — TAT
P

1Ly
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%
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Studio
N EPa FI 7
- *—% EE —JL JL ME

Web WebBrowsetrRedird@igrAutihriticationSites
AV — JILF X

-0 F17

T

VAR S

1L

2R3

VRGN

7575  WebBrowserRedirdGAgrBladklilit

#—1 - JLF X

TV TA7T

VU

1LY

[k

1IEU R

~BEL

7327  WebBrowserRedirdGAgrProdyull

#—1 — JLF X

TV TAT

MUK

1Ly

N

o+

515

v  EnableSessionWatéCmdark Ezh

avwy — v

*+—3 >IF

%8 N—

ik I\ =+
_g_
X—7
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Studio
N EPa FI 7
- *—% EE —JL JL ME

2754  IncludeClizrttPAddESstz  Eip
7

>k — v g
IP 7k Ak
L% —5—
XN <—

I\ =+
_g_
X—7
DODHAE
#5E  IncludeConpettTint@A\tz &M
HzE - w3
»H3 Ak
_g_
<—
I\ =+
_g_
<=7
OIAES
0%  IncludeLogentisert@Mye B3
>a1-— — vg
H—5 AV
EET —5—
<—
I\T #
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XN—7
DODHAE
VDA 7+ IncludeVDAH&StnalGA\t B
2 & - w3
80 > F
_g_
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© 1999-2024 Cloud Software Group, Inc. All rights reserved. 429



Linux Virtual Delivery Agent 2402 LTSR

Studio
NI

VDA &
IP 7k
L X%

Ty
vy
*—4

TR
T

P
2—<
—JD
BEAE

EYa T+
*—% EE - JL ME

IncludeVDAIPAdrd€A\tz  Eip
— v 3

o

X—7
DODHAE
WatermarkaStyte  ICA\Sessiéi
— Water-
mark\Watermark
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tent

WatermaritFratispal@hSessiai
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Studio
NI 22

— *—8 TEE -

T+
JL &

w+—  WatermarkCustomiextt
2—< - w3
-0 > %
HRE —5—
LT+ N—

Z b+ I\ #

Buk
HRZ
LT ¥
Z i
[nq =9/
DES
%D
F9:
<

font

Arial

Unicode
MS
><
domain
><
newline
><
fontsize
=47><
username
><
newline
><
fontzoom
=120>
Citrix
<
newline
><
style

tile

>

Najing
<
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Studio
N EPa FI 7
- *—% EE —JL JL ME

v  UsageDataColectid@AhroughGlient
=P 1—% (1)
Uy -

Z DI
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Studio
N EPa FI 7
- *—% EE —JL JL ME

Mo  EnableDynmamdicPrdGAyW 0%
1K 1—% Z714  ETR.
7L - v =L
Ea— LY

a>7
=
JLE
a21—T
RS
e x
=
Win-
dows
Mt
Citrix
Work-
space
77
ZfEH
LT
Google
Chrome
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A
Windows Virtual Delivery Agent (VDA) @#&#h'. User Datagram Protocol (UDP) TO#*—F « 7z

ExEYR—FLTWVWET, Linux VDA TlEHR— I TWEEA. 5L <I&. User Datagram Protocol
(UDP) TOA—F A AUTILAA LTV ZAR— k) #BBL TSI,

Citrix RV > —&E#EAL T, CitrixStudiont vy avER2rv—%=EBR T £

s By aVTARLEAR— TARILREDOEY Y 3 VICKBRIRZERT NS ZRELET,

s Byl TARILEAT—DRR: 71 RILREDOEY S 3V OREEIREZRELET, By a>7a1R
WEAR=1 [BH] IKB->TVWT, 7707 REY S 3 VIRESNEKEARNICI—F - ANNZRELE
Mofcma. Ly avidicngd,

c Uty aviAY— Uity 3 VICKREEIRZER TN ESHERELFT,

s Yty arZAY—0O/R: Yichicty a2 O0J 3733 ETORBERELE T,

CORIS—BEDODVWIT MO EEET3FFIE. RIESETREDN—BLTVWBR I ZBRLTLEIL,

T4 RIVREDE YL 3 Y OFRKENMZBT . EEXYE-—UHRRTNEY, Hle LT UTFORIU—->
2ay bzesRLTETY, [OK] 2#Hge. BEEAVE—JIRACEFIN Eviarz7o70JICRDIL
RBTIEEA, v arezET7IT4TICRDICIE. PARILEAY—Z LY b T37HDI—H—ANHBET
ER

Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

RoAR>—&, Citrix Studio N—= 3> 7.12 IR THERTI £ 9,

« MaxSpeexQuality
& (%% : [0-10]
TI7AILNME: 5
E=k

F—=FaFUVLEAL Y T BELPHRELRBROBE. T—FTF7—%% Speex TTVI—RLET (B
BORUS—%B8), Speex 3 EH#SI—FTvITHN. A\NWBEESORELZBHICLTERBLET,
ZOMOBFFI—T VI LBV, BELEY FL—FDONSVREHETEIEY, Speex DT> OA—F >4
TOERFE FLALDBE. 015 10 DEFEORENTX—Z—THIEL £, REHLIEFVIELS. Ev L
—hrbE<EDET,

Speex RAREIEZ. &mED Speex MEBZBERL (EERE L HHEHIRICE > TAH—FT+FT7—2%2IT >0
—RLET (A—FTrFVEAL Y bBLUBHEBHIRORY > —58), BERENPORE. T>I1—4—

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 434


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/multimedia/audio.html#audio-over-udp-real-time-transport-and-audio-udp-port-range
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/multimedia/audio.html#audio-over-udp-real-time-transport-and-audio-udp-port-range

Linux Virtual Delivery Agent 2402 LTSR

BEBHE—RFOD. SDBVWHYTILL—RMIBRDET, BERENMEIOES. TV I—4—I3EEHE—R
T, SOEVH Y FILL—MIZED T, L Speex @B TH. E—ReEY RL—NIBBRD T, BE
@ Speex mEIF. UTOEMGEBLITRADMETT,

- REN Speex RAREAUT
- Ev kL — O EEIEHIRIUT
BEERE: BEH. F—T1FVH1L Y FORKFHIE
+ PrimarySelectionUpdateMode
&g (51%): [0,1,2,3]
T7#)ME: 3
Et
TIARVERE, T—FZBRL. YVXOHRRRE D ZBLTHMDMITBHRICERAINET,

CDEEIF. LINuXVDATO TSI VEBROEENISATY DI Uy TR—RTEHINZHESH
zHEEL XY (FOBEDEK). BICIF. RD4DDF T 3>hHDFT !

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 435



Linux Virtual Delivery Agent 2402 LTSR

Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BIROEFEIRZISAT7YFTHRIALTHERINEEA
Linux VDA TO 7 AR UBRDEEICEL > T V317 LDV Uy FR—RIZEHINEE A
ISATYRDOTSARIVBROEEICELD. LinuxVDA DY Uy FR—ROAEFHRINZZEHD F
Ao

- RAMEROEEIZIISAT7 Y FTEHRTNEEA
Linux VDA TOFSARUBROEBICL > T, 95047V EDI Uy TR—RIFEHFINFE A
ISAT7DTSAIEROEEIZEL D, LinuxVDA DY) w TR—RHAEFHINET,

- VA7V NEROEEIFRR S TEHRINIEA
Linux VDA TO IS4 UVBROEEICEL > T V51TV M EDI Uy TR—RHBEHINET, ¥
SATY DT AT )BEROEEICELD, LinuxVDA DI Uy T R—RHABHINZ CidHD £
Ao

- BROXEIF. 51TV ERANOBATERINET
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Linux VDA TO 74T VBEROEEICEL > T, 517

DOy TR—

SATURDTSAREROEBICED. Linux VDA Do) w FR—
IV TFIAIMETY,
BEESRE: 7y TR—R&EREHE—R

« ClipboardSelectionUpdateMode

e

(51%)

FI7 4L ME

i

7)Y TiR—

Yy FHR—RICOE—SNB3 e ZBERMICERT I BESICEALE T,
Microsoft Windows &% U v FiR—

ZDR)>—IF. Linux VDA TD o) w FR—

[0,1,2,3]

RIR{EICRE
RBEROLZEN I 1T

NESHZEFBLEY (EDHBEHER) . BEICIE. RDA4D2DF T3> hHbET:!

YhDoU Yy TR—

FHEFINET, U
FHEHEINET, DA T

FERIE. W<ODDTFT—FZBIRL. a—bAy bXZa—0 TOE—] ZBRITZAL.
70y TR—RERIE EIC
ELTERAIN. 757 UERIG Linux B DIRIETT,

FTEHINS

Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

| Selection changes are updated on both client and host =

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection ch anges are not updated to host

Virtu changs are updated on both dlient and hast O5, 7.1 Desktop 05, 7.5 Server
08, % T el Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,7 9 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server OF, 7.14 Desktop OS5, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS5, 1808 Desktop OS5, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

3

ted only

Select

lancel

o IR

- BIROLTEIZISAT
Linux VDA TD o w FR—

YETHRIAPTHERINEEA

FEROEZEEICE>T. 953472 DY)y TFR—

FiFEFfEIhEE
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Ao V34TV rDI Uy TR-RFBROEEICED. LINuXVDADZ Yy TR—REAEHINZ L
iEHOEHEA

- RZAMEROEERFISA 7Y FTEHINEEA
LinuxVDATO oIV w TR—RBROEEICE>T. 9517V bEDI Uy FR—RBERIhEE
Ao VAT DY)y TR—REROEEICED. LinuXVDA DY Uy FR—RHAEHINE T,

- U547V MEROZEIF. RAMTEHINEEA
LinuxVDATO o )y FHR— RBIROEBICL > T 54TV M EDI Uy TR—RHEBHINF
T VATV DIy TR—RBIROEEICLD. LinuxVDA DT ) v ITR—RABIHINZZ L
IFHHEEA

- BIROTE. V717V MR MOEAETEHRINET
Linux VDA T o Uy 7HR—REROEEICL 2T 9547 bEDI Uy ITR—RHBEHINE
o VATV DIy TR—RBIROEFEICLD., LinuxVDAD I Uy T R—RHBEHINET,
AT a v T I FILMETY,

BERTE: TSIV BRIREHRE—NR
:
Linux VDA Tld. 20w TR—RBRE 754 VBEROEADHR— b INTVET, LinuxVDA o510

7Y rEOAE—E L VD MITOBEZFIE T BICIE. 7V Y TR—FEREME-—RFC TSI VERE
ME-—FOEAZRCEICRET S L ZHE#OLET,

ENRl

May 30, 2024
Ot a VTR UTORE Y ZICDWTEHBELEY:
o EIRIOARR NS UF 1R

+ PDF ENRI

ENRIONRZA TS0 F7 1R

May 30, 2024

=Tl EDEUG)/\‘Z '\7377_‘—{ Z‘:OL\—CE%HHLi?o
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12—l
Linux VDA Ti&. cups 7«1 )LZ— foomatic 71 JLZ—DEAHBETY, 7 ILEZ—IFVDA L HIZA VR
F=IL3NET, TN E—lF. TAAMIE2Z—S I VICEDVWTFHTIVRAMN=ILNTEZEDHTEET, fi:
RHEL 7 055!

sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

ENRIDAR & —RE
ATV RTIVE—)EALL Y b

COREEETIE. 9534720 FV2E2—%2 VDAt Y2 a VIR Y T IR 2RI EIBELELEY,
T4 TR EINE T,

II3AT7NTI 2= EBIERT S

COREEETIE VDALY avIcRy T TERISA TN TV Z—%IBELET, T 74/ LTI [TRT
DIZATY TV Z—EBIERT 3] ICRETNTVET, CNE. TRTOI 47> EFU>EZ2—h VDA
Ty avIitRyTTNBIEERLET, COREICDWTEL <IE. Citrix Virtual Apps and Desktops K
FaXI D OSAT7 T2 —ZBE8ERT 51 2BRLTETL,

PDF 2= N—HITU >R —%BEERT S

PDF ENRitgeEZ AT 2ICIE. ORI —% [BH] ICRELET,

FULE—RSAN—DR v Y b Hil

Citrix (&, 3BEOI=N—HILT) > E2—E S5+ /N\— (Postscript. pcl5. pcle) #E#ELFT, L. 2=
N=BINTIVE—=RZAN=DIZAT T ) 2—CBREDR B VAL HD £T, COFE. Lo
—XTOM—DF T 3 IiE. ~/.CtxlpProfileSCLIENT_NAME #@ 7 7 1 LERET B TLlie N—2 3>
1906 LUFETIE. Kb iC Citrix Studio T [FUYEZ—RSAN—DI v VT B RUS—%ERT 3 F
T arhBmInNTVEY,

Citrix Studio T [FUYE—RSAN—DIv YT rEfRE] KU —%2BRT3IC1E:

L[FUVYE—RIAN-—DIvEXTeElRMY] RS —ZFRLET,
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2. &l 200y LET,

3IRSAN=BI IZUFATYRTIIE—DRSAN—BEANALET, Linux @i+ Citrix Workspace 7

TVFEALTWVWRIEEIE. AbDICTVYE2—BZANHLET,

4, [Bia] #ERL. VDADRSAN—T 71 IADETF/INZZENILET,

Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name: Pown
— FX FPS Color Class Driver
| Use default{ B * Deny
) Allow
¥ Appliestoth ) Do not create 3
:'”“alg;'r; (O Create with universal driver only %r; _’;1
erver . .
Server 05, 7] Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12
Server 05, 7 rcktop OS,
7.15 Server ( | OK ” Cancel | 7 Desktop
05, 7.18 ServerUs, 7.16 UsSKIOp US

¥ Description

Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow

created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substitutingan  ~

o =

e PPD RZAN=T71ILDHHHYR— TN TVET,

¢ [FVYE—RIAN—DIVEYTeEHE] RUS—DZOMOF T aviETR—rIhTOEE

Ao [BH] OHDERATREICED T,

fERRNR

RETRI MY TELUVRBT7 IV r—2 3> OEADSEHRITEET, IRTODISAT7Y U >E—% VDA

Ty a il EYITEET, FUVE—BRTRI YTV r—2 a3V e TEBDET,
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o REATRAU MY TDIFE
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

s NETFUT—2 3> DB
<client printer name>:$CLIENT_NAME:app$SESSION_ID
E:
B—21—H—DPRET R by TERAT7 V=23 0mAZzRAVESGER. £5507U a4—bty

SaVTERTEEY, 2B7 V=23 vty ayRTOTRAI by TP o 2—%=FER LR £
TR RABET RO MYy TTOT7 IV =23 ) o2 —%FERLTEIRIGER L 9,

(APl 274
ENRITE AL

ENRIAYE L < #eE LW B S, EIRIT—E > ctxlpmngt & CUPS 7L — LD -0 %zMBL £,

ERIF—EY ctxlpmngt i3ty > 3>l 70X T Ly a VBEEL TRATINTVIRELH D £
To MDYV RERFTLT. ERIT—EVHRITHTHZ CERRBLET. ctxlpmngt BXRITHTHWVBEIR.
ARV RS Uh5FHT ctxlpmngt ZiE2EL £ 9,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

TNTHERIDHEEL BWEAIE. CUPS JL—LD— U ZHRBL &7, ctxcups F—EXET) > 2 —EEICE
ATh, LinuxCUPS 7L—LAD—J@BELEYT, ChBYIYITeDE—7OEXTHDH, LTIV FZER
TLTHRTEET:

systemctl status ctxcups
<!--NeedCopy-->

CUPS O Uz IR&ET 3 e DIEMFIE

CUPSOJZWNETBICIE. UMTOAR Y FZRTFLTCUPSH—EX T 7 1Lzl EFT. BERLEBEVLL.
CUPS 044" hdx.log TSI hEtA:

sudo systemctl stop cups

sudo vi /[etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo systemctl start cups

sudo systemctl daemon-reload
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<!--NeedCopy-->

pE
C ORI BENRELLGSICREREFIOJZINETZ e DAZEMELTVEYT, COEBRICED
CUPS T aU T E5ND D, BEDKRRITIEC DERISEEO L EFEA,

ENRIH DX FIT T B

MELTWAWTIY Y E—RSAN—%2FALTWVWE . HAODOXFEUITORRAICE > TVLWBRIEEDHD £,
A—H - DRSAN—EHREFEATET 0. ~[.CtxlpProfileSCLIENT_NAME &7 7 1 L= RE L THE
BTE%x9:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername &, RED IS4 7 > MIDBEES 7 > Z—DRFHEEINTVWE T4 —)LRTT, T
NUIHABMODBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —ILRIE. vy TInfcFUr2—IcdLTOWIThD 1 DD T«
—IJLRLDEMIBRSRVTD. ERICIFRETT EFE A

s AZN—HBINTUYE—RSAN=DBISATY TV IEZ—IH/IELTLWAWEE. model=47>3>
EEALTRATA I TV EA—RSAN-DETILZERLE T, TV F—DOREDETILEIE. |pinfo
ORVRZEFEALTRATEEY !

Tpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

RDESICLT, FUYE—I—BRTBLSICETIERETTEY,
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model=xerox/ph3115.ppd.gz
<!--NeedCopy—-->

e AZN—HBILTVYE—RSAN=DIZATU TV IE—IIH/ELTVWEWRE, X1 T T UV E—

RKSAN—DPPD 771 ILDNZA%Z#ERLET, ppdpath DfElIZ. AT T TV EZ—RSAN—=T >
TILDHEIF/INZTT,

e ZiE. ppd K 5 /X\—h/home/tester/NATIVE_PRINTER_DRIVER.ppd Iz % 318 &1d. RO &S Ic
BOET:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MEIETZAZN—HIL TV > EZ—R S N—I& 37548 (Postscript. pcl5. pcle) T9, 7%

—DO7ONTAICBEDVWTRSAN—DOBEXEBRTIT I,
feeZIE 9SAT7 Y RHBEFES T EZ—DRSAN—DEEN PCLS TH 315513, drivertype %%
DESICEELET:

drivertype=pcl5
<!--NeedCopy—-->

HATr MO

AMoEo ) va—sLE T, 7. CutePDF % PDFCreator X R >4 —%FEALTHT. COH
BTV E—RSAN—ICEETZHOHNES D ZRBLET,

RIS 3 T 9517 bW BEFERTZ TSI VEZ—DRIAN—IZL>TERDET, WEBHINTWVWS R
SAN—DEEZRETIEHEETT, V5317 rDT) 2= PCLS RS N—%ZFBLTWSE—AT.
Linux VDA 7' PostScript RS A N—%BIRL TWB L. BEHIRETIHBENHBD £,

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEBEZHELEF I,

1.

2.

REATRI by Ty aricOd4 > LET,
vi ~/[.CtxlpProfileSCLIENT_NAME <> RERTLE T,
RDT«—ILREZEBIMLT. XR7—=)ILT7 71 J)L% Linux VDA IZIREL £ 7:

deletespoolfile=no
<!--NeedCopy—-->

WolcAOJFAT7LTHSAIF Y LELT. BEOEEEZHAAHE T,

REraXYh#ERILCRAEEZBEHRLEY, HRINRET IS, 7= 7 7ILh/var/spool/cups
-ctx/$logon_user/$spool_filelic®ESNEd,

AT=NT7AUNDETHBZIHDESHERBLET . XTI T 717D A XN 0 DHFEIF. Chh'RERRIC
BhEY, Citrix Yy R— MIEIRIOJ 2R\ L T, AC LR TLET L,
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7. 7= T 7AINOHA XA 0 THWEEIF. T7IILEISATUMIOE—LET, RT—ILT 71D
AR 75072 bHBEFRTZ TV E—RIAN—DOBEICE>TEAGDET, vy TSnrerUYy
A—D (%171 7) BS1/N—H PostScript TH3HEE. XF—IL7 7 JLid Linux OS THIZERC C &
MTEET, ABRHELLHZHERLET,

ZT7=NT 71N PCLOIFE. £7dT 517>k 0S HWindows DF&IF. RT7—ILIT71ILEYS
A7 MMIOE=L, BOTV Y Z—RSAN—ZFERLTISAT7MIOT ) Z—TERIL ET,

8. YW TENLTIYE—DRD TV E—RSAN—%FRATZELIICEELFT, LT Tk, PostScript
DSATRTIZ—%Fle LTHERLET:
a) 7T« Ty avicOd Ay LT IS4 7V RTFRI My ITT SO —%BEET,
b) EMRIEER—2ILZEEXT:

localhost:631
<!--NeedCopy-->

X v FaEnfk U >ra— CitrixUniversalPrinter:sClientName:app/
dsk$SSESSION_ID%EIRL. [FUYE—DEFE] 20 Uv oL F7. COREICIIER
ERERIHBETT,

d) CUPS & CTX Mo RisLIcEE BTl 20Uy L. TUYE—RIAN—2EBELET,

e) [Make]l 7« —JLrr [Modell 7+ —JLRT. CitrixUPD RSAN—TIRHLBID RS N—%&
RLET, fcexiE. CUPS-PDFRET) > 2—h1 VX b=l TW3BEIE. [RE CUPS-PDF
TUE=] RSAN—ZERLET, EEEFRELET,

f) COTOEANERICKET LIEBEIFRSAN—DPPD 771 L/XZ% .Ctx1pProfileSCLIENT_NAME
TREL. Yy TN TI) 2V E—DRTIERLIEFSAN—ZERATISLSICLET,

EER1 D flRE

Linux VDA TOEIRICDWT. ROBEHLEZINTULWET,

CTXPS RS54 /N\—H—&D PLC 7Y > &2 —I3G L& L

ERIHEADBI THWSERIF. TV YE2—RIAN—%, BERISRERESNIRA T T TV VE—RSAN=IC
BELTLIETL,

B XDKREBRXEDENRIDEL

O—ALDISATUETIVEA—THAXDAREIBRFaXVMEHRITRE. TORFaAAXAY METF—N—CD
BHRzN L TEEINE T, BLMESRTIZ. COERICKEIDIDZIELRHD ET,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux totyv>a>nEzHIE. Windows ARL—F 4 VIV RXTFLEEERBRD T, LIeh>T. 3RTO
—H—HO AT LLEOBHEZRITRD £, RO CUPSHEBR 7 7MILEZZELT. CNHDBHMEZEMICTIET !
|etc/cups/cupsd.conf,

RDESIC. BREINTWBREDR S —BH DT 7AILICEEREINTVE T,
DefaultPolicy default
R o—&h default THZHBEIF. ROTETI7AIIL RV — XML 7Oy ZICEBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF £/

May 30, 2024

PDF ENRIC3 S L 7=/ — 3 > o Citrix Workspace 7 7 U RT3 & LinuxVDAtv > a>hsTifadhic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=L TWVWZO—-HILT>
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VICEEINhET, O—HILIP VTR EIRLPDFEa—7—%2FALTPDF ZBE. BRRLIELTV>HZ—T
HR$2ZeNTEIET,

Linux VDA Iz F/N—2 3 > o Citrix Workspace 771 T PDF ElRIZHR— b L £ 7!

« Citrix Receiver for HTML5 N—2 3 > 2.4~2.6.9. HTMLS5 @i Citrix Workspace 7 71J 1808 LAF%
+ Citrix Receiver for Chrome /N\—< 5> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71J 1808 L{f&
« Windows [i# Citrix Workspace 7 1) 1905 Lip&

101

PDF ENmiiagIC 3t L 7= Citrix Workspace 7 7z L. Citrix Studio TUTFTORY > —%ZRELF 7!

c [USATIRTUV A=A LY N B [BFA] ICRELET (TN [FFa1])

o« [PDF A=N—HY)IL U >2—%=BEEERT 3] = [B&] ICRELEFT (7L ME [EHD

 [USATIURNTIVE—FEEERT ] & [TRTDISATY R T Z—%2BHERT 3] ICRELF
ED

CNBEDRUS—DEMCR->TWVWRIHE. BBty a>T [ER] #0Vv o338, O—AILIDY

DERITLE2a—IZREREN. TUVE—EBRTEIET, 774N TV E—DRFEICDOVWTEL < IE Citrix
Workspace 77U D RFa X2 b EBRLTIET WL,

DE—FPCT7otXR

June 4, 2024

e

IJE— bt PC 7t Citrix Virtual Apps and Desktops OIERIERET T TSk D MEBIFREEHWIE
HaA 71 APCICREBFETIE—LT7IEATESZLSICLET, DR PCIZTIERXTEZHE.
EREICBEBERIARNTOT IV =32 7—42. VY —RIZTIERTEET,

JE—FPCT7IERATIE. RETRV by Te7 TV r—>a>%BRETSZ0EL Citrix Virtual Apps and
Desktops Y R—% > bHERAINET, UE—FPCT7IEROBRRCBROEHS LU0 FO1 RIE. Citrix
Virtual Apps and Desktops O RBFICHELAEGHS LUV TOLR AL T, COHKE—MICED. —BHEDH 4
—INEBEBIVIARUIVIAPREINET, 21— —IF, Citrix HDX ZEBLTUE— 471X PCEY> 3
VERMTEZCT. e —ITIVARVIVIZRRTEFET,

2L <&, Citrix Virtual Apps and Desktops RFaxX> bD TJE—KPC 7021 #BRBLTLLIEIL,
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ATEE

ROEEEBIEIZ. Linux VDA ICEBDHDTY:

o MIETL > DBE. Linux VDA IZFE3D E—RTOAERALE Y. NVIDIAD RS N—0&IRRICE D, HDX
3D E—RABICA>TVBHE. PCOO—NIILBEIZTSvIT7IRLEEA, COBEORTIF. EF
AT EOURIDOEIRERDLH D T,

o MR LinuX > VIiCiE. 22PNty a>y 0S a1 7oy >AROT = FERLET,

o Linux I > Tk BEIOA—Y—Z0HTIERATIEFHA. B —-FNOHETEERATI L. 1—H—
EPCICO—AILTOI A LI EIC. BAOI I VICEFNICEIDETONET, COOJFVICE. &
BEICLINEFIBESHD EFRA. 517> MMITEET S Citrix Workspace 77U Ic& D UE—+
PC7ot2Rty>a>THRDPC LOT7FUTr—> a9 TF—RICT7VEATEET,

o A—H—HIcO—AITPCIcOIA> LTWSIGSE. StoreFront h5 PC%EEEFL LS 35 RHL
9,

e Linux x> > Tid. ABAA TS 3V BEATIEE Ao
104
Linux PC £y >3 > 2EET 31013 RO PCICLinuXVDAZ A Y X b=JLL. YE—FPCTIEXEA1TD

XA 2B L. TUN)—=JII—TZEHLT. 7IO7ERZEKRKT 31— -T2 >rh2O07RAD PC
ZHRHATESRLSICLET, ROEID 3> TR FIRICODWTEHELCHBALET:

FIE 1 - 3% D PCIZ LiINnuxVDA %21 >V h—)LT 3

HEA Y 2= LZEBLTLNUXVDAZS YR =T BE2EE8HDOLET, 1V =L,
CTX_XDL_VDI_MODEZ#HoEZVYICEREL X9,

FIE2-VE—FPCT7IEVRZATDIAEZOT%1ERT %

1. CitrixStudio T [v>>h404] #2H57J)v oL, Ya—bAYy b XZa—h56 [¥o>rhHE20O00DIER]
#ERLET,
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§2 Citrix Studio

File

=75 B

] Console Root
v § Citrix Studio (site)

Action  View Help

v B Citrix StoreFront

3 Stores

Server Group

1O Search
I8 pachine Catalnne || Machine Cataloa
£ Delivery Gro Create Machine Catalog
[# Application:
Vi
[= Policies e
[# Logging Refresh

~ [E» Configuratic

£ Adminis 2
Controllers

= Hosting

&% Licensing

3 StoreFront

sy App-V Publishi

@ Zones

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Single-session OS (Remaote PC Access)
Single-session OS (Remate PC Access)

Details - RemotePC-suse125

Name:

Scopes:
Zone:

Machine Cataleg

Machine Type:
Set to VDA Version:

RemotePC-susel25

Single-session OS (Remote PC Access)

7.9 (or newer)
All
Primary

2. [lFC®IC] R=IT [RAN] 20w I LET,

tachine Catalog Setup

Studio

Introduction
Operating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine

Installed VDA Version:
Operating System:

20.09.03
SUSE Linux Enterprise Server 12 (x86_64)

Machine Catalogs are collections of physical or virtual machines that you assign to users,
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, ma

ke sure that you:

® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual

machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ | Don't show this again

3. [ARL—=F o VIV RTFL] R=JT [VE—FPCT7oER] #8RLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l | MNext | l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (ATF>ar) A0 ZRI VI LT, BERIBEERITLET,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT
3

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF
DIERR] =FERL £,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

o] SN

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix DaaS (I#r: Citrix Virtual Apps and Desktops ##—E )
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "*xcitrixx"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. v >ha20JNoERE<S > d BIOS & U NIC T Wakeon LAN Z8zhC L £,

. Wakeon LAN 28§ 35%1E. IO UBHICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRET 2 HNZEM T DA TETET !

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
RELBHD £,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EMMER I B &, Studio ICRTRINE T, 7720, Studio RTOFONT « fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZFOMDIY—X

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e UE—FPCT70ER7—F%F70FvDfl: TCitrix D) E—FPCT7oERYVa—>a3a> D) T7LYR7T
—XTIF ¥l

May 30, 2024

SOOI aYTH UTFO MY ZICDWTHBLET:
« PATF4TRSURE— R
o —BMBR—LT LY RUERERLEOSAY
« FIUT—S 32 DONE
. Ly 3 EEORS

« RendezvousV1
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« Rendezvous V2
o TLSIC&BZaA—H—t v a3 niRE

o DTLSIZ&B3a—H—tvia>nfrE

TETT4T IV RR—+

May 30, 2024

THETT1 T +Z 2 RAR— k&, Citrix Virtual Apps and Desktops D X h=Z X LTHD. ICAEHD b Z > R
— k70O b3JLZ LT Enlightened Data Transport (EDT) %2R TI£9, EDT WMERATIARWEE, 747
T4 VRR—=FFITCPICTIDEDLD £T,

EDT 3. 2—%—F—%2J>L70Or1)L (UDP) LicEIN Citrix MBO F S IAR—bFORILTY, ¥
—N=—DRT—SEUT 1+ ZHFLBHNS. BROBLVWREREG TENI—H—ITI/IRVIVIZRMHELF
¥ EDT . BEMEOEVRY FT—J LDOIARTD ICARBF vy RILDOT—2RIN—Ty bZALTE. £DEN
foo O—BEMDHZI-HF-—ITIVARVIVRZRHLET,

$¥L <&, Citrix Virtual Apps and Desktops RFaX> +® 174774 TSV RAR—~] #BRLTED
Lo

TETT4T I AR— OB TITEML

TEATTF4TrSYRR—METIAILFTEMCHE>TVWET, HDX 74 7T T rSYRR—K] RUS—5
EZFEALT. UTFOA T a3 VxR TEEY,

Edit Setting

HDX adaptive transport

Use default value: Preferred

= Applies to the following VDA versions
Virtual Delivery Agent: 7.13 Server OS, 7.13 Desktop OS, T.14 Server OS, 7.14 Desktop O3, 7.15 Server CS, T.15 Desktop 0S, 7.16
Server 0S, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Server OS, 7.18 Desktop OS, 1808 Multi-session OS, 1808
05, 1811 Mutti 05, 1811 Single-session C, 1903 Multi-session CS, 1903 Single-session O, 1906 Muli-

ingl
cession 05, 1906 Si gl 05, 1909 Multi-session OS, 1909 Single-session O, 1912 Multi-session OS, 1912 Single-session
08, 2003 Multi-session OS, 2003 Single-session OS, 2006 Multi-session O, 2006 Single-session 05, 2009 Multi-session OS, 2009
ing|s S, 2 08, 2012 Single-session OS, 2103 Multi-session 0S, 2103 Single-session 05, 2106 Multi-

session OS, 2106 Singl 08, 2108 Multi-session OS, 2109 Single-session 0S, 2112 Multi-session OS, 2112 Single-session
08, 2203 Multi-session OS, 2203 Single-session OS, 2206 Multi-session O, 2206 Single-session 05, 2208 Multi-session OS, 2208
ing|s S, 2 08, 2212 Single-session OS, 2303 Multi-session 0S, 2303 Single-session 05, 2305 Multi-

session OS, 2305 Singl 08, 2308 Multi-session OS, 2308 Single-session OS, 2311 Multi-session OS, 2311 Single-session

08, 2402 Multi-session OS, 2402 Single-session O3
~ Description

Adaptive transport s a network-aware data transport engine that provides efficient, reliable, and consistent congestion and flow
control.

By default, adaptive transport is set to Preferred, data transport takes place over a proprietary transport protocal, Enlightened
Data Transport (EDT), that is built on tep of UDP, with automatic fallback to TCP. Additional configuration is not required to
optimize for LAN, WAN, or Internet conditions, Citrix's transport protecol responds to changing conditions.

When set to Off, adaptive transport is disabled and TCP is used. Recommended when using SD-WAN WAN cptimization, which
provides cr ion tokenized , since WAN C has its own congestion and flow control.

Setting Diagnostic mede forces EDT on and disables fallback to TCP. Recommended for testing purposes only.

Nene of these settings affects other services that depend on UDP transpert, such as UDP Audio and Framehawk.

o

o« B FETTAT I YRR EBEMCE>TED. TCPAD T A —ILN\Ny I D EFAIRET. EDT
(Enlightened Data Transport) 8% 5> XR— b 7ORINLE LTERLET,
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o BHIE—F: PHATT4 T I URR— D EMICAD, EDT ORI REISNET, TCPADT +—JLNY
VIEMCHE>TVET, CORER. TRMESSZ TN a—FTo Y JICOAMERATEI e 2BHDLET,

o ATo PEATT4TRSURAR—MEIEMIHES>TED. FSYRR—MICIZFTCP OAPMEARAINE T,

TEATT14T IV RR— +HMERPHE S H2HRT

EDT AIREDE Y a>D RSV AR— ORI E LTERENE S HERER T BICIE. ROOATY REERTL
F9,

/opt/Citrix/VDA/bin/ctxquery -f 1P
<!--NeedCopy-->

EDT AERPOBE. ZFRINS SV RAR— b FORILITIEROBID L S5 IC UDP A& ENE T
g $ ctxquery -f 1P
SESSION:ID TRANSPORT PROTOCOLS RENDEZVOUS
jl-u20:0 -
jl-u20:1 -

jl-u20:2 -
jl-u20: UDP-CGP-ICA
: s 1

EDT MTU #&H

MTU Discovery iZ& D, v 3 VREURIC EDT B|mAmEEA (MTU) ZBEMICRETISL5ICLET, &
NUCED. NT A=V RADETP Yy a v ORUKRBEBBZAEEDH S, EDT N7y FDTSTAYT—2 3
VHBLEThET,

SRAT LB

+ Linux VDA &/\\—2 3> 2012
+ Citrix Workspace 7 71 :

- Windows: 1911 L{B&
« Citrix ADC:

- 13.0.52.24 LiF%
- 12.1.56.22 L{F%

s Lyl avEEORFZEMCTIHNENHD XY

I3ATY Ty b TAa—LERRBIOBEEZYR—FLTVWAWN—2a3 Y 2EALTVWSIGE. RIBICELE
AREZ LD EDT MTU O#RRICDOWTIE, CTX2318212 8B LT T L,
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VDA T EDT MTU Discovery ol

EDT MTU #EIE 7 7 2L E TVDATEMICHE > TWVWET, ChEBHEIEEMICTIICIE. RDOELS
ICMtuDiscoveryL PR b UF—%BELET:

« EDTMTU BEZEMICT ZICIE. XOAX Y REEAL TMtuDiscoveryL X MU F—%2RE L.
VDA zEBiEg L CT. VDARBERINZDEFLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Terminal Server\Wds\icawd" -t "

REG_DWORD" -v "MtuDiscovery" -d "Ox00000001" --force
<!--NeedCopy-->

« EDT MTU #tz EahICd 33B&1E. MtuDiscoveryL X M UEZHIBRL £,

i[5

y==)
= .

LYRAMIIT 4 2—DFERZR3 . RAGEEDVRET ZRBUEDHD. AL -T2V I T
LOBAYRAM—IDEBRBICARZHELHDET, LIRMNIIT 24— DRAICLBEEICHL T,
Citrix TIz—IEEZEBVEEA, LA MNIITr2—d. BEROEFECAMOSEETIHERAL L
TV e LPRMUT7ANLNDONYITy T2EBLTH B, LYRMUZEREL TSV,

2347 ~TEDTMTU &z HIHs 3

ICA 7 7 JLicMtuDiscovery/fS X—2—%8MT BT, 517> b £TEDT MTU #it % 2RI 5
MTEET, COBEEMMCTBE8IE. ApplicationtssarTROLSICBELET:

MtuDiscovery=0ff
COHREEBEBEMICTZICIE. ICAT7 7 ILhr5MtuDiscovery/NS X—2—%HRL £,
BE:

CDICAT7AILINGA—F—%ieESHE S (1C1E. VDA TEDT MTU #®H=EMICLEZ Y, VDA TEDTMTU
BHEAEMICHE>TUOWAWES. ICAT7AILINSX—2—3HEEL £H A,

I h- EDT &SI

EDT 7O h e mBH T 37 DICEERH7IILIUILDABATNATVET, COREICED, EDTIELDEWVL
2=y +ERBL. FEEEAZEAL T 2 —II7ARVUIVXZRALEEBZEHTEET,

COHBEIRITIAIETERICES>TVET, CNZENELREEMICTSICE. ROIXY FZzRITLTH
S5ctxhdxt—ExzBESHL £
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "0Ox00000000" --force
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<!--NeedCopy-->

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "0Ox00000001" --force

<!--NeedCopy-->

HDX 7277« T RIL—Fv b

May 30, 2024

HDX 727 T4 T RIN—Ty big. ANy 77 2B TZC T ICAEYy > a>OE—ORI—Ty hEAVT
UV MIWARELET. ANV T 7—0#IF. BOIBAIWVMEICREINE T, EEAIFTEIILT. HIC
BBIEDRY hD—U T, T—2%E EIDREDDOMEMICISA TV MIBETEIET, COMEEICKD, 21— —
IVARVIVZDELELET,. SLVRABEMYE. SERT 71 IILEE. RL—XBRETFABE. LUV IL—L4
L—heBGEZRMBLET, tyia oMAAEEREICHELT. ICAEY>Y 3 YADT—2Z K — LD
BHICEREERIFLTVEINE S D EHRILET, BREERIFLTVAEE. -7y rE2RETIET. kB
BTF—42Z ) =Lty avIilEx 388 %ER5 L. WHAAMZEETIZLSICLET,
BE:

HDX 74774 TRIN—Tv bTld XAZIXL=I514T7> bH5 VDAICBITTBZZICED. HANY
T7DREFFCZZEELTVEY . FHRICLBBRIBBEDLD T A

CDHEEICIE. VDAN—2 3> 2311 LIEDMETY, T 74 M T EHICHE>TULET, ChzeBMIC
I3IClE VDATROORY RZRITLFT:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd" -t "REG_DWORD" -v "
AdaptiveScalingEnabled" -d "0x00000001" --force

<!--NeedCopy-->

COWEENBERAINSDIF. HEDEMICEBICEBLEEYS 3 >DATY,

Ty avOldFVEEOARZLERENFT—XyE—

May 30, 2024

AZXAZLDEREBIBNFT—RXyt—22twyda>rOd 7 VEERERICIENT %
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i

SUSE 15.5 TZ e = ER T 5 ICid. http://download.opensuse.org/distribution/leap/15.3/rep
ofoss/H5imlib2E1 > X b—ILLET,

ROOAR YV REFEALT. D XRZLOEEFREINFT—XvE—CEydarOJ 4 VERICENTEXEY, B8
ENF—AyE—OmBELEyIa>yOJ4 YEEICEINT2EHIC. NF—AvtE—EBRERISEDIAD C

ENTEEY, Lyl arveERVWEE, BUICNT—XyvtE—IR=IHRRERIN. RIELELE 1 7O DBRRTN
£9,

ARZLNF—AyE—CDEA MILZRETBICIE. REERITLET:

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayStringTitle" -d "<Banner
message title>" --force

<!--NeedCopy-->

NF=AXyE—TDF1 FILORARIZ 64 /N1 T,
ARDLNF =Ry E—CORNTF AL ERETBICIE. REETLET:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayString" -d "Body of
custom banner message\nBody of custom banner message\nBody of custom

banner message\n" --force
<!--NeedCopy-->

RF=A -9 DEXDRARIE 1,024 N1 FTT,
£y b

\NERRBBITEZERLE T, COFITIE. NF—XyvtE—JBEIZRDLSICHADET:

Ty aryOJAVEERICARZLERZEMNT3ICIE. RERITLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "BackgroundImagePath" -d "<path to
the background image>" --force

<!--NeedCopy-->
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AR LERZRTTBICG. tyoay1—F-—DIERERONIIITIEIATEIZRERHD T,

5

tyiarodxreEmmnfd)
LT, TETERIFIVATOEY Y3 AJF VEEROHITY:

s IVUNTAYFY (SSO) PFUFTOEY3>OTF !

iz

domain\user

Totyiarasty

A7 > 7O ARTINE T,

o —fREYE SSO LSbd > FUATOEY > a>yOd 4.
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domain\user

- SSO LShd >+ VA TIE NRT—R&EHIEPIN - RFHABETT,
- A—HY—RBNRT—REPINO-FORFRZIDEZXZEHTES D, MESTANZRDIFPY
<BHFERT,

o 21— — Citrix Workspace 7 7UADOT A VIFERAINLHD SRR ZERBMEFER T IHBED.
SSO b FUATOEY > a>yOdA !

TyrarvaldFVIcERIN - —RBE/NIT—R:

vz

Ty aryOldFUICERINB AN —FA—R:

vz

SSO LD+ U A THR— b2 1—F—FEEAZDEAEDHEIC DOV T, TSSO LIShDFTEE =5
LTLIEESE W,
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tws g d1—H—ICLKBHRAELTRAY by SIRIE

May 30, 2024

CTX_XDL_DESKTOP_ENVIRONMENT Z#zHAL T. tv>aryi—H—-DT7XI by TRIBEZEETE X
To 2209 VU —RLPE. Ly ayaA—H—RBRBDTRI by TRIEZNZAEIAITEET, COMEREEY >
IYIA—HY-—DMERATEBZLSICTBICE. BRIICVDAICT R by TRIBZA VR =L BREDRHD T,

RORE £y2aryA—H—IlLBHRELTRI by TRIEZYR—b93 Linux T AU E2—2 3287

AT MY TRIEOY M) v I RZRLTVWED,

Linux ¥4 X kJEa—>3>

Debian 11.7/11.3

RHEL 8.9/8.8/8.6

RHEL 7.9

Rocky Linux 8.9/8.8/8.6
SUSE 15.5

Ubuntu 22.04/20.04

TR LY FYOEZIARUE

pE o

BR— R INBFRYI by T

MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic. Xfce
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic. KDE. Xfce
MATE. GNOME. GNOME 5> v &

MATE. GNOME. GNOME-Classic. KDE. Xfce

BARESRATLMLADOEANSTRAI by TRIBZYIDEZ BN TEET,

WADNSZ—7 Y b TR LYy TRIBICHIDERBICIE. By aYATHIRT S AV Y FERTLET:

WRDT AT by TIRENRDIBE:

GNOME

GNOME 75> v

MATE

KDE

ROAR VR ERITLET:

Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME

Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME-CLASSIC

Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE
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KDED k> b+

« Magnus i&. KDE 0B ICHAAFNZ e HH D £9, EEEL LT, sudo apt remove
magnuszx{f7L T Magnus Xy 77— ZHIBRTE £9,

« KDE DREEIBFICKE TS QT EEE2EMICTBICIE. KOT> MU EBMLT/usr/share/qt5/
gtlogging.ini%root 1—%—Y LTHRELET,
gt.gpa.xcb.xcberror.error=false
gt.gpa.xcb.warning=false

gt.gpa.xcb.error=false
<!--NeedCopy-->

« KDE TEEOOY VBRICKB T 2I5ED B D EY, BEEKRE LT, 7RI by TOBEHO Y Uiz E3IC
TR EBEBOLET,

—BNBR—LTs LI MU ZERALEO A >

May 30, 2024

Linux VDA DT> biRA Y MCEENRELISBRICER T, —RNBRR—LT s LI MU ZIBETEEY, — K
HBRR—LT LI MUEIBETZ L. ty>ayOiF VR IV MRAY MIBENMREELcESICTOVT
FARTEINET, OB, I—H—FT—FRBF—BHNBRR—LT s L7 FJICRESNET,

RORIC, R—LT+4 LI FIDOREICRUDLZ AR F—2RLET,

LSRR %— B ATk

LogNoHome aA—H—DKR—LTFs LI UKL create -k "HKLM\
Thy>avicOd4>TcEFdhe  System)
SHEFIELET, T7+)MMEIE CurrentControlSet)

1T NEWw ZEKRLEY, ENO
ICRESNTWBHE, R—LT o
Lo rUBRLOEYYa>yAd4Y
IEMICRD FT,

Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force
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LR MU HF—

Bl

avrk

HomeMountPoint

CheckUserHomeMountPoint

TempHomeDirectoryPath

Linux VDA IZO—AILI T > bRA
VhERELFEFT. LERIE.
/mnt/homen<wo > hR1 > b
DFE. A—HY—DHR—LTsL Y
fUIE/mnt/home/domain
/<user_name>Td, YUk
R Y MHRIERO I - —DR—
LT LI RJERALTHZI L%
HBLTLETW, COREF.
CheckUserHomeMountPoint
MOICHREINTWVWBRBEICOAE
MTY,
A—HY—-EFDOR—LTs LI K
% Linux VDA DT> bRA >
CLTRETZINESHZEHIEL &
T A—H—FEEDKR—LTsL Y
F)EITY RRAY M LTERE
TEHEEI. EZ 1ICRELET,
TI7#MEIXO T,

UV RRAY MIEENREL
BEICHEZ T Linux VDA IC—B5Y
BE—LTF1 LI FUERELET,
FI7xIboMEE/tmpTY, —B
AR —L FTo LU ) DREREI.

HomeMountPoint

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

II<A
directory where the
NFS share is to be
mounted>"--force

HomeMountPoint'"-d

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckUserHomeMountPoint
"-d "Ox00000001"--
force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeDirectoryPath

rCheckUserHomeMountPoint'-d "</tmp by default

TREINZI TV MRA Y HME
BATERVESICOAEMIERD £
Yo A—F—D—BNBRAKR—LT
Lok
l&/tmp/CTXSmf_user_idT
ER

>"--force
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LK) £— EA

avrk

CheckMountPointRetryTimex > rHRIIL 2 S H % @fh
IC1EOEETF T v I T 5HDME
ZRELES, TIAINMEEZST
ED

RemoveHomeOnLogoff dA—H—oOJ 7 7RI —RNAR
—LTa LU MUZEHIBRYTBZHES
MEHELET, 1k NEwi. 04
TWWR) ZBHKLEY,

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckMountPointRetryTime
"-d "Ox000000010"--
force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff'"-d
"Ox00000000"--force

VPR R g DPAOUN:

May 30, 2024

LinuxVDAN—2 3> 7.13 Tl Citrix TY—LL X7 TV =2 a VHEEDN Y R— FIRODTARTD Linux 73
vk T7A—LICBINSNE LT COMBEERFERT3DICHNEAS VX M—ILFIBIEFRETT,

2N

Linux VDA Version 1.4 Tld. 3E>—LLABRBET7 TV r—avety s ayoHBotR— A Citrix

TEMINE LT

Citrix Studio 2> T7 7V r—> 3> %2 Q93

FTUNV=TN—TEERLTED. BEOTUN) =TT TV r—>3>%BMLIED TS, Linux VDA
ICAVRM=LET TV r—>a >y B3l TEEY, CO Ot iE Windows VDA 121> X k—
WLET U= a3 a2 AR BEa LA TY, L <& Citrix Virtual Apps and Desktops R+ a2 X >k
(fERA$ o Citrix Virtual Apps and Desktops ®/N—>3>) #8BL T LT,
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e TUNV=TN—TDBETIE. TUN)—DBEZ [TRILYTeT7FVr—2ay] &kl [7
TVr—oav] IKRELE T,

e PIUBLUVTRY by TOERGERICERD VDA L TFUN) = —TZER T2z HEHLET,

o Y—LLRAT U= g3 EFERTBICIE. StoreFront T —LAL X E—REZEMICLAWVWTLL LS
Wo ¥—LLRE—RIE. TT7AILMTEDICHE>TVWET, BEIC ITWIMode=0ff) #:&E L TEMIC
LTW3HBEIE. TTWIMode=0ny IZEF T 3D TIdiH<. CORELZHIBRL T 7ZTL, HiERLAWL
BEIF. 2ETRAV MYy TZEFHTIHVIEDRHD XY,

HIFREIE

Linux VDA Tid. 1 A0 2A—H—HDELT TV Tr—>a v OBRORARKA VX2V R ZRHMTEIIFTETEE
Ao

Ty arTiR. FTTVICEBEDY 3 — Ay FOABERICHEELE T,

EER1 D flRE

IV =2 a v ARROBMOMEIIROEED T

o FEFDT s Y RIEHR—bINEFHA V1V RTDBIZH—N—AOBEEHRRTINZI LB £,

s VAV RUDABERART IV =23 vh o LEa—F3IidtR— I TULEEA

« 880 LibreOffice 7 7V r—> avick»TFOe ApEEINB . Citrix Studio (CIZRFDICESEH L
DD HINRRINE T,

« TDolphiny BAEDARMINIE QIER—RDT IV —>a VIl 2WTUITA IVHARTINBZVWI EHHD
£9, COMBEMRTBICIE. https://wiki.archlinux.org/title/QtmaEEE BB L T T L,

o Linux 77U —> 3 ICi3ZL OBE. ERTO7TUr—> 3 vIicBe31EH%2&T [About] v >R
TUhRBHD. TNEDT x> RIICHMAERAD Web ) > ohREFENET, [About] T > Rod Web 1
voro)wo§3k. calc. gedit. calendar. LibreOffice Suite 42X D RET7 I U —> a3 AL S
TS —%2EHTEET, IV DERETEFHINDI . TUT—2a>O0BRNAINREINS
CIZBD, X2 T+ LOBRIRET ZAREMEL DD £T, COMBICHIET BICIE. ROFIBERITL
TCTI7A4N DT SO —%2ZELET:

1. hRZLDIFFFIC none.sh 771 ILEERLE T, RICHERLET:

sudo mkdir /home/none
sudo touch /home/none/none.sh

sudo chmod +x /home/none/none.sh
<!--NeedCopy—-->
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2. XD17% none.sh Z 7 JLICIBIIL £9:
#!/bin/bash

echo "NONE"
<!--NeedCopy-->

3. Jetc/xdg/mimeapps.list 7 77 )L % sudo #ER TIER L T. RD1T% mimeapps.list 7 7 1 JLICE
mL%xd:

[Default Applications]
text/html=none.desktop
x—-scheme-handler/http=none.desktop
x—-scheme-handler/https=none.desktop
x-scheme-handler/about=none.desktop

x—-scheme-handler/unknown=none.desktop
<!--NeedCopy-->

4. Jusr/share/applications/none.desktop 7 7 - JL% sudo &R TIER L. "XRDFT% none.desktop
T7AILICEBMLET:

[Desktop Entry]
Encoding=UTF-8
Version=1.0
Type=Application
Terminal=false
Exec=/home/none/none.sh
Name=None

Icon=/home/none/none.sh
<!--NeedCopy-->

none.sh 7 71 L2 H X2 LOBFTICEE TE 5728, none.desktop H* none.sh 7 7 1 L& &IC
SETETZ 2L TIRTL,

Rendezvous V1

June 4, 2024
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Citrix Gateway ' —E X %2 B9 3% 4. Rendezvous 7O L JLic&k D, +3F 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—=ILTFL—VICEHENM DRLIELETE XY,

ERIRELS T4 v 0IliF 22021 7hH0D£9: 1) VDAERC Y a VN OHOFEHB ST v .
2) HDXtvy>a>y b3 710w,

Rendezvous V1 Tid. HDXtwv > 3> 57«1 w2 H Cloud Connector Z N1 XX TEFFTH. ENTH.
Cloud Connector VDA BBt v > a YN OO DIRNTOFIHA NS T v I 7OF S 2 FERATIHNE

BHOEY,

2

« Citrix Workspace ¢ Citrix Gateway % —E X &2 ER L RIEAD 7 It R,

« Oy tO—JLFL—>: CitrixDaaS (IB#F Citrix Virtual Apps and Desktops #—E ),

o Linux VDA N— 3> 2112 LB,

E#EB HTTP 7O+ 22k N—2 3> 2112 ERARETT,
BETOFHELU SOCKSS FOF2ilid. N—2 3> 2204 LBEFBETY,

o Citrix 1) >—T Rendezvous 7O+ J/LZBMICLF 9, FL <&, TRendezvous 7O kJJLAKRD & —
BEI EBBLTLIETWL,

o« VDAL, TRTOH T RXA v EEThttps://*x.nssvc.netiC7 IR TEZHRERHD T, 2D
FETIRTOY T RXAVEHFAI I MIBRTIAWES. RbDIChttps://*x.c.nssvc.net
B&Uhttps://*.g.nssvc.netzZFEALET, #L<IE CitrixCloud ® KFa x>~ (Virtual
Apps and Desktops #—EZXR) @ T >a—3v MEGOEH] £ > 3> B LT Knowledge Center
DEECTX270584%= BB L T LT L,

o Cloud Connector ig. v a>%#Nnd 3548, VDA D FQDN Z2EE8 S 3HENRHD FT, CDERY
ERTIBICIE. RO2DDFEHNBHD 9.

Y1 O DNSBREZEMICLET. [ReBEl] > [RE] ICBEL. [DNSERZEMICT 3]
REEAVICLET, Ffid. Citrix Virtual Apps and Desktops Remote PowerShell SDK % &
ALT. Ov>kSet-BrokerSite -DnsResolutionEnabled S$truez=®:{TL %7,
Citrix Virtual Apps and Desktops Remote PowerShell SDK IcoWTa¥ L < I&. TSDK & & U APy
ZBRLTIEIV,

- VDADOPTRLIO-FZEC DNSFESIEERY -2, COF T avZzBRLILHEIZ. BICPTRL

O—ROERERTIZLSICVDAXER T Z 268D LET, TNETSICIE. TIL—F R
—IFAE—F@FBIIN—TRIS—F Ty hEEBLT. [AYEa—2—0ER] > [EERT
YTFL—br] > [y bT—=2] > [DNSOSA7> ] ICBEL. [PTRLI-R2ERTZ] & [B
] BLU [BFR] ICRELE T, BEODNSH T v IR RXAMYDDNSHT7 v o Re—HL
RUWBEIE. YO VA PTRLI—REERICEBTEZ L3S, BEHREEDODNS 471 v o] &
TELERTIHELHD T,
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pE
DNS fgiR4 7> a > #ER$ %384, Cloud Connector TVDA TS > DRLEH K X1 >& (FQDN)

ZRRRTIBITNERD FEA. RBI—F—D VDA VICEEREGR T 358, 7717 TNA
ZHVDAT> > D FQDN ZBRTEZT2HEDHD £,

DNS #5| 8B —>%FERd 51%B4a. PTRLO—R® FQDN (& VDA <> >® FQDN & —& ¢ 3%
ENHDFET, PTRLOI—RIZHID FQDN A& FhTULW3BIEE. Rendezvous Z4HIELBL £9, 7o
rziE. v >® FQDN #'vda®l.domain.netmiE4&. PTR L O—FRiZidvdadl.domain.
nethEENTVBHRENHD £9, vdadl.sub.domain.netimd5 D FQDN 72 & #EE
FEA

PAREDZ 154

VDA Tid. HTTP 7O+ & & SOCKS5 7O+ > %7 L1 Rendezvous #HDEILHA Y R— FThTWE T,

TOXTICET R ERER

Rendezvous T7Ox % FEHT3BEIE. ROAEEELTLETV
o 3EFEB HTTP 7O0% >3 & U SOCKSS 7OF o R—bInTULET,

o N7 v hOBSKUBRBREBRERITR-—FIhTWEHA, VDA & Gateway ¥ —EXDED ICA 35T 1 v

IDMER. BSUER. ELBBRESNBVESIC. HIsSh2BHMLET. FISMERELAVE. BENTIME
nxy,

« HTTP 7O > Tid. Negotiate & U Kerberos sRiE 70O F DL EFBRAL T, I R —ZXDRBEEHLHY R
—hrINTVWET, TOF>H—N—ICHEHT 5 I Negotiate SR X+ —LIC & - T Kerberos 701 +
JLHBEBMNICEIRSNE T, Kerberos i, Linux VDA THR—FINTWBE—DIF—LTT,

pE
Kerberos #EB¥ 3ICid. 7Ox>H—N—DH—EXFU > /NILE (SPN) ZE L. 2h%E
7O% >0 Active Directory 777 > MMCBERMTZ2HBEDH D 9, VDA IF. v a > OmIE

ICHTTP/<proxyURL>#=d SPN #4mL £3, COHE. 7O+ URL IZ Rendezvous 7O
FIOORIVS—RBENSEIEINE T, SPN ZERK L BWGEE. RAEFEKL £7,

+ SOCKS5 7OF v Ic & 38iEd. MEYR—FIhTULWEHEA, SOCKSS 7OF 2 EHT 356, BEHT
EEINTWS Gateway H—ERX7RLRABTD LT T v IDRIEENA/INZATEBZ L SIS, Bl
TRIRENHDFT,

s EDT ZN LIcT7—2EEE T R—FLTLBDIE. SOCKSS 7OF>DHTY, HTTP FOF > Diga. ICA
DOrSYZR=bFORINLELTTCP ZERALET,
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by A i

#Ei® HTTP 7O+ > 13 Rendezvous THR—FETNTWVWET, Ry FT—JTEB7OF S EZFHALTVWREA.
VDA TIEMDOBRISHNEHD £H A

FEEFOF>

XY hD—oTIEEBIOFOEFERALTWVWSIBAIE. Rendezvous 7OF > DIEHOBREEZITVET, CDRTE
HEMICHE>TWBHE. VDANERTZ7OF > %RBTIT3L51C. HTTP £7=1& SOCKS5 7OF 7 RL X
ERELX T, fi:

e 7OF 7 RL R: http://<URL or IP>:<port>%fidsocks5://<URL or IP>:<
port>

Rendezvous D #&:F

TARTOELEZ#HILTWBRIESIE. ROFIEICH>T. Rendezvous BMEAINTWVWA D ERIEL XS

1. VDATER—=FI)LzRE#HL £,
2. /Jopt/Citrix/VDA/bin/ctxquery -f iPZR{TLZET,
. [FSYRAR=+FOLINL] IEGOBEEZRLET:
« TCP Rendezvous: TCP-TLS - CGP - ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
« Cloud Connector #Z7vL7=7A*<: TCP - PROXY - SSL - CGP - ICA Z%7=i1% UDP - PROXY - DTLS
-CGP-ICA
B>k
Rendezvous »E%1T VDA 1 Citrix Gateway #—E XICEEEIETIHWVWEE. VDAIE 7 +—ILNNv oL
Cloud Connector #/fLTHDX vy avicFOx4E4LE T,

Rendezvous ® L < &

COMIZ. Rendezvous #4570 —DEETT,
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08—

IR TBHICIE. COFIEZERITLTLLETL,

1. Citrix Workspace ic#81L £,
2. Citrix Workspace TEEIBEREZANIL X7,
3. #> 7L = X Active Directory 2 R ¢ %155, Citrix Daa$S i& Cloud Connector F ¥ RILEFERL T

Active Directory TESERZBAEL £,

4. Citrix Workspace iZ. Citrix DaaS »s5EIhfz) Y —IRRTINE T,

10.

11.
12.
13.

Citrix Workspace TU YV —X%3&IRL £9, Citrix DaaS x. VDAICXwE—I%RXELT, Bty a
COEHEELET,

Citrix Workspace i&. CitrixCloud IC& > TEREIN STAF 7w b EBLICAT7 71 ILEIT Y RIRAY
MIEELET,

. T RRA > & Citrix Gateway H—ERiZ#E# L. VDA ILIES T 3 7HICCOF 7 v FERMH L. Citrix

Cloud iZF4 v b EIREL £ 7

Citrix Gateway #r—E R |d. #E#iiE#R %= Cloud Connector 12325 L £ 9, Cloud Connector (&, &E&H
Rendezvous 5 THZH S hz L. ZD1EHR=Z VDA ILEELE T,

VDA i&. Citrix Gateway #—E X NOEZFEHEBILL £,

VDA t Citrix Gateway #—E 2B Ei#EEHmiH R a4 5 E. VDA i Cloud Connector &M TiE&tIC T
OF>#R/ELET,

Citrix Gateway ¥ —E X3 TV KRR TN R VDABOBGHZREIILE T,

VDA iZ. Cloud Connector %7y L T Citrix DaaS T 1> X% HKIEL £ 7,

Citrix DaaS i%. Cloud Connector BTt y> 3> KR —% VDAICEELET, CN5DKRU S —H
BRAINET,

Rendezvous V2

May 30, 2024
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Citrix Gateway ' —E X %2 B9 3% 4. Rendezvous 7O L JLic&k D, +3F 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—=ILTFL—VICEHENM DRLIELETE XY,

ZERINE LI T4 v IICIE2 202178 HD &Y. 1) VDABRCEY > a v HNOIOHOFEA NS T v o,
2) HDXtv>arb37cv 7,

Rendezvous V1 Tig. HDX v > a > k357« v o Cloud Connector #E/XA NXATEFTH. EhThH.
Cloud Connector VDA BBty a YN OODIRNTOFHA RS T4 v I 7OF S 2 FERATIHE
BHbEd,

OV EYYa B LUTILFE Y a3 >d Linux VDA T Rendezvous V2 B3 370, 1Z%d AD K X
AVBMIIVEIERXAVBMIS A R—EINTUVET, KX VIEBMT S > Tid. Rendezvous V2 3.
HDX ST w o eiifElA S 7« voD@EAD Cloud Connector 2N /XX TEF3LSICLET,

2

Rendezvous V2 #ERA 3 3 -HDEHIFROLED TT !

o Citrix Workspace ¢ Citrix Gateway +—E X% FEB L1ZBEAD T It X,
« O¥bO—JLFL—>: Citrix DaaS (IB# Citrix Virtual Apps and Desktops #—E ),

« VDA N—2 3> 2201 LiF%,
- HTTP ZO#*> &£ SOCKSS 7O+ iCid. N—2 3> 2204 LIENMBETT,

o Citrix 1) >—T Rendezvous 7O+ J/LZBMICLF 9, FL <X TRendezvous 7O kJJLAKR) & —
BRE) EBBLTLLIETWL,

s VDAIZUTICT IV ERATEZHENHBDET:

- TCP 443Tohttps://*.xendesktop.nete COFAETIRTOY TR %
AITERWVIESIE. https://<customer_ID>.xendesktop.netZEATEE I, <
customer_ID>i. Citrix Cloud &EE&R—2JLICKRE NS Citrix Cloud EEE ID T9,

- https://*.nssvc.net (IRTOYITRXAVEEZHET)e COFETIRTOY TR XA
VERTAMIIMIBERTERAWEE, RDDIichttps://+x.c.nssvc.nets&https:
//*.g.nssvc.netEZFEALET, ¥L<IE. CitrixCloud d k£ a x>+ (Virtual Apps and
Desktops #—EZXH) @ 1 >4—xv MEGOEMH] £ 3> E LU Knowledge Center oz
ECTX270584%#8RB L TLIZT LY,

* VDA IZ. BIRDT RFLRICEGTIZHELNHD T !

- TCP 443 TiZ. TCP Rendezvous A,
- UDP 443 Tl&. EDT Rendezvous A.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 476


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-protocol
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-protocol
https://docs.citrix.com/ja-jp/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://support.citrix.com/article/CTX270584

Linux Virtual Delivery Agent 2402 LTSR

ZOF 8

VDA i&. Rendezvous # BT 3154, SIHMANS 7 v HDX v a v bS5 74 v /O@mADTOF %
NLIEGEYR—FLET, EB6DFATDRT T4 v IVHBHECERFENERSH. BEICHEIBLTLE

LY

BEB LS 70 v o 7OF > OEREE

« HTTP 7O% > 0HHHE— S TLET,

o N7y FOBESHUBREREIGYR— 3N TVWEL A, VDA & Citrix Cloud > tO—)LFL—>DED
BIEHB S 70 v oDMESZ. BSUWER. FREBEIABVESIC, fISEEBRLET. EEEADIHAS
DEONSHBVEEIF. KEBLET,

o FOFTIEEYR—FINTVEE A,

s HIFB LS 7 v IDTOFZERT BICIF. RDOESICLIRA M) ZRELEFT !

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX r5 71 v o 7Ox> DEREE

« HTTP & U SOCKS5 FOF oM R—bENTLET,
« EDT id. SOCKS5 7O* > TOAFERTET T,

e HDX S 7qwoicxLT7FOx> % T 51C1E. [Rendezvous 7O+ > DiERL] RIS —REZEH
LEd,

o NTY hOBESUBRCBEIIYR— I TULWEREA, VDA & CitrixCloud I> rO—-IILFL—>OB®
HDX b5 7« v ohMER. BSKER. LEBBRESNAVESIC, BISMZBRL ET. EBEEHDIRAED
RO sBWEEIE. KBLET,

« HTTP Z7O#* > Tid. Negotiate & & U Kerberos sBiE 70 b DL ZFEAL T Y¥ I R—XOBEEHH R
—hrINTVWET, TOFSH—N—ICHELHT S I, Negotiate sREE X+ — LIC & - T Kerberos 70 ~
JLHEBNISEIRI N E T, Kerberos i, Linux VDA THR—FIMTWEHE—DXF—LTT,

pE
Kerberos #fER 9 3 ICid. 7OF>H—N—DH—EXTU > NILE (SPN) ZERL. Th%i
7OF >0 Active Directory 777 > MMCBEMTIHEDH D £9, VDA IR, v a > O
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ICHTTP/<proxyURL>#=® SPN 24 L £9. COHE. 7O+ URL IZ Rendezvous 7O
FOORYS—RENSEBINET, SPN ZER LB WEE. BiEldkBL £9,

+ SOCKS5 7O+ 2Ic & 288BEE. MEHR— TN TWEHA, SOCKSS 7OF > %2 FHT2HE. BEHT
EEINTWLWS Gateway H—EX TP RLREBTD LS T4 v IDRBIAENANATESZ L S1C. Bl %2 1R
TEINREHHDET,

o EDT ZNL1cT—2EEe T R—FLTLBDIE. SOCKSS 7OF>DHTY, HTTP FOF > Digéa. ICA
DOrSYZR=bFORINELTTCP Z2ERALE Y,

E@7Ox>

%@ HTTP 7O+ > 13 Rendezvous THR—FINATVET, XY FD—ITEBIOF 2 FERALTLVBIES.
VDA TEMOBREISHEDH D £t A

Rendezvous V2 OErL 5%

Tk, CERDIBET Rendezvous #1337 DFIETT :

1. IRTOEHFIBLINTVBHHEL T T L,
2. VDAZA YR b—LLIcB. ROOAIVRFZRTLT. BEBRLIZAMIF—ZRELET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0
x00000001" --force

<!--NeedCopy-->

3. VDATL r=BREHLET,
4. Citrix RUL—%1ERT 2D BEORUS—ZHELET!:

» Rendezvous 7O hJILikEE [FFAI] ICREL £9. Rendezvous 7Ok JLIET 7 #JL b TIZE
MZHm>TWE Y, Rendezvous 7O kLA EH (FFEl) DiFE. Rendezvous V1 TldZ< V2 At
BEICHED £,

o Citrix RS —T 4 LEZ—HELKRESINTVWR I ERBRBLET, ZDHRJ>—IE. Rendezvous
EEMICTRIHELNHEZIVICERAINET,

o BDRUS—% EEZFLAEVESIC, Citrix KU —DEBEEHNELVWI E ZRRBL T,

Rendezvous D #&:E

w3 h Rendezvous 7O LU EFHALTVWRHESHhERERT SICIZ. 2—ZFILT/opt/Citrix/
VDA/bin/ctxquery —-f iPaOYYRERITLED,

RRINB LS RR—EFORDIIE. BHEOBEEZRLTUVWET:
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« TCP Rendezvous: TCP-TLS - CGP - ICA

« EDT Rendezvous: UDP-DTLS-CGP - ICA

« Cloud Connector #7yL7=O*<: TCP - PROXY - SSL - CGP - ICA %7:13 UDP - PROXY - DTLS - CGP
-ICA

Rendezvous V2 BMER N TVWARIBE. 7ORIILDON—T3ViE2.02RRELET,
[

Rendezvous »E%1T VDA #t Citrix Gateway ' —E RICEEEMETETHWEE. VDAIE 7 +—ILNv oL
Cloud Connector 2/ L THDX v avic7Ox 485 L £ 95

Rendezvous > 7 v 70—

ROMIE. Rendezvous D ST 0w o 7O—ICET 3 —EOFIEZRLTVWET,

DMZ

5 g% @ = .
1dP Firewall Firewall
+ Workspace
&M ) —ﬂ—V Control Channel m_

2 O E
Citrix DaaS /ﬁual Delivery Agent
anne
\ Sout0)
\
—
<

Gateway Service

VDA i&. Citrix Cloud & @ WebSocket ###ia i L. ERLE7,

VDA & Citrix Gateway #—E XICEERE L. EROM— > EBREBLET,

VDA iE. Gateway ' —E X & k&G A EIEEGERIIL £7,

a—+'—|& Citrix Workspace I8 L £ 7,

Workspace (#:B8 M AL SBEDFDHICI—H—%EB%A ID 7TONAE—ICVEALILET,
I—H—3EDOERBREANNILET,

A—H—DERBERNER RIS NIB. 1——I& Workspace IcUZ1L I bEThET,
Workspace (z2—H%—D)Y—XEHT>Y FLTHRRLET,

J—H#—I%. Workspace 57XV by FEIETIUTr—> 3> %BIRL £9, Workspace IFER%
Citrix DaaS (x5 L. Citrix DaaS (d##iz L. VDALt v 3 v OEEZIBRLET,

10. VDA IZ. Rendezvous #gEx Zd ID THRELF T,

11. Citrix DaaS i3i28F & v bz 4/ L. Workspace #HTa1—H—F /N1 RITEELET,

e N o WD
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12, 2—H%—0DI Y RRA> I Gateway H—EXICEG L. EHT VY — XIS S UHBIT 370D

13.
14.
15.
16.
17.

BFTy hERELET,

Gateway T —E X3, #EGIE®RE VDA ISEEL XD,

VDA i&. Gateway H—EXNDOEZEEHEZEIIL T,

Gateway —EXIF. TV FRA>Y b VDAEDESGZRTLET,
VDAE. €y a>D31E> REBILET,

Citrix DaaS I%. BRI RU>—% VDAICERFELE T,

DTLS ic&3 21— —t v a>niRE

May 30, 2024

DTLS B S1bifaEld. 7.18 V) —2h5m2ICHR—FINE T, CO#EEIF Linux VDA TIEFT 7 )L b TEMIC
BoTWET, 2L <IE. TTransport Layer Security) 28R LT T L,

DTLS EES kDB

TEATT4T IV AR=bDEMCAE>TVB I ZREBT S

Citrix Studio T. [HDX 74 75«1 T +SYRAKR—F] RUS—H [BF] Fii
xR LET,

Linux VDA T SSLEES{kEBMICT 3

[(BETE—R] ICRESNTL

Linux VDA T. /opt/Citrix/VDA/sbin |- % % enable_vdassl.sh 'y — )L =B L T. SSLEES k=G
FRIEEMNCLET, COYV—ILTHERATIZA > a>vIico20WTIE Jopt/Citrix/VDA/sbin/
enable_vdassl.sh -hav Y RERITLTLLEIL,

P

Linux VDA (. DTLS 1.0, DTLS 1.2, DTLS 13 ZH#AR—bt L. 774/ b TDTLS12 ZERAL 7,

Citrix Workspace 77U THERAINTWS DTLS ON—Y 3 Y ERRBL TS

W Linux VDA & Citrix

Workspace 77U O@EATRLN—Y 3 >0 DTLS MERA TN TVLWBHENH D £ 9, Citrix Workspace
7F7UNDILS 1.0 oA EHKR— kL TWBHE (Citrix Receiver for Windows 4.11 @B &4 ) |4,
enable_vdassl.sh v — )L %A L T. SSLMinVersion % TLS_1.0 (. SSLCipherSuite # COM % 7-
I&ALL ICSREL F T,
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TLS IC&B31—H—t v a>DRE

May 30, 2024

N—23 > 7.16 LI, Linux VDA id. A—H—tv>a>otF*a )7+ REOLHICTLSESHKEYR—FLE
To TLSESHKIZT 7 4L FTREMCH>TVET,

TLS EESWZBMICT S

A—H—ty>a>vEREITZILDICTLISESHKEFBMICT 3I21E. Linux VDA & Delivery Controller
(Controller) omA TiEREE%Z 1> X h—JLL. TLSESLZEMICLET,

Linux VDA (ZEEBAEZ 1 Y R b—ILT B
PEM e —N—3EBBE & CRT 2 D)L — FEERAZZES L £ 9. U —N—FEREICIZ. ROEIZ 3B D
9,

« iEARE
s BSUIh TVLWARLMEF—
o BREERAE (BATIEHD EHA)

B — N—FEBRE D
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

ggkAy8NnC8dcB32EWEQYIYT. q6: 4

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s
Ve 1BULSEYY1GKCGCWO3pc7sPKqb8pGBRI S/dygb+geFk1Q7KyVbuOTjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKyNTI VUSX
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

zhsc 1C60B71zL: 12CFKHN3ZGI17p89pdyjketiMs1Vedw
acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG] g 1EP)

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. §dcB32EWDQYIKOZ: QADGYEAIZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11
UNCLXWNXRU1D400tESLX9ACUNH3I9 4yx0gujksOSBNi21jjZTvFBB 32Rmr 508y g

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS BES k2B % IC 9 % Linux VDA T i&. [opt/Citrix/VDA/sbin & «+ L & ~ U
menable_vdassl.shX2 U7+ EALT. TISEBSKE=ESHEIFEHICLET,. CDRXT U
TrTHERTER A S avIicoVWTid /Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpa
YU RERITLTLIETL,

root@lxul8e4:~# /opt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable S5L on Linux VDA===

To enable SS5L, a certificate file must be specified, otherwise the local certificate file under
setc/xdl/ . sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only ene format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an 55L port number. Unless otherwise specified, the default port 443 used.

-SSLMinVersion <TLS_1.BITLS_1.11TLS_1.2/TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult value TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an SSL Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificote "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate rootCR.cer with local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert®®1.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem" -SSLPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV"
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B> b & LinuxX VDA H—N—CH—N—3AE% 1 VXA h—=JLL. & LINUXVDAY—N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller T TLS BES{k%2EMICT S
pE N
TLSBES&iZ. TUNV—=FI—TFL2EIIF L TOABMCTZ DN TEET, BEDODT SV r—>avic
LT TLSEBSHUEZEMICTAZCIETT XA

Controller @ PowerShell 9« Y R T, ROIARY RZEJEBICEITLT. 2= Yy bDOTFUNU—=FIL—TD
TLSEShKZAMICLET,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true
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pE
VDAFQDN &M ICAtE vy 3>y T 71ILiIcEEn3 £ 5ic.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERTIZELDHTIET, COATY Rid. DNSHERZBRICL £9, DNS fBR%Z EIC

T35 ICAEy>3>T770ILIGVDAD IP 7 FLXZFERL. SSLProxyHost*UDPDTLSPort#%
o TLS EEERICXY L ToH FQDN Zieft L &9,

Controller T TLS BES 4 EEMICT BICIE. XOIAT Y REZIBEBICERITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cSTWDa—FTa>d

AESINETRI by TRy avIlT7 oL &S T3 . Windows @7 Citrix Workspace 7 1) T. RD
MTBERINZTRLRAEZRDHTEZENTEEFREAI COWSIS—HRETEZIEHHBDET:

Desktop Viewer %

e The connection to "_"' failed with status (Can't assign

requested address).

oK

EEESEE LT, hosts 771 IILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h*xd,

v a YEEDREF

<

May 30, 2024
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Citrix THAR—FINTWVBIARTD LINUX TSy b7+ —LAICIE. Ty aYEEOFRSEENENTNTLE
o Ly arvEEOREFIZ. TIAILETEMICE>TVET,
Ty g EEROFEEFICE>TICAEY a3V, 2y b T7—J0FMEATHY—LLRICBESGINET, ©

w3 VERAORFICOVWTHLLIE V17V FOEHBEEGCEYy Y a VEEORE 28BL T LT
LYo

v avEEORBOESEENLTEEINET—2IE. TI7ALMTIRTIL—2FTF XTI, EFaUT
A EBRTZ0. TLSESKEEMICTZI e 268HOLET, TLSESHKICODWTELC K ITLSICLE 21—
HF—twva nRE] EBRLTIIEIL,

101

Citrix Studio R > —8BE

Citrix Studio T, v aYEEORIFICETZROR IS —ZRETETET,

o Tyl 3 EEOFRS
s Ty IVEEROFRIFDOZALT UL
v a ERORFBOR— MES
BiEG Ul 0BBL AL

FLR ey ayEBEOREOR) S —REl 8LV 175172 FOEBHBEGOR) Y —KE] 28RLT
TV

E
Ty a EEORBFOEGIZIEEY 3 VEEORFOR—FESRI S —%ERELZS5. VDAY —EX
C HDXH—EXRZ IR THEFHL TREZEWICLET,

Linux VDA O%E

s Ly a EEOFRED TCP URF—Z2E8MEISEMICTS

TI7AIWETIE. v a>yEmOFREFD TCP U XF—I3BMICH>THED. R—r 2598 Ty RV LET, YR
F—EENCTBICIF. KOOV REERITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000000"
<!--NeedCopy-->

pE

REZBMCTBICIE. HDXH—EXZBESHL T ZT W, TCP URXF—ZE ML TH, tyiavEm|
DRFFIFEINICHED FEA. Ty avEBEORFOEGR) D —IC& > THEDSBMICR>TWVWSHS
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v a VEEORFIEMO U XF— (SSLAY) 2N L TEISHRSFATEEY,
s Ty aVEARORBOR— FES

ROARY RZFEALT, vy a VEEORIFOR— MESZRETICHTIET (Hle LTHR— +FES 2599
Z{ER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "PortNumber" -d

||2599||
<!--NeedCopy-->

F:
BEEBMICTBICIF. HDXH—EXZBREEL T LTV, Citrix Studio OR1) o —BETHR— FHESH

BMEINTULSIEE. Linux VDA OREREIFERINE T, VDAD T 71 7o+ — LD, RESNR—bZzN
Licry b D=0 b3 74 v 0 ZBIELBVWLSICRESNTWVWBR L ZHRBLET,

o« U=—N=D55517> bAD Keep-Alive DRIfE

Keep-Alive Xyt —2ld. £y a vl 7 o T4 ET 1 BRVES (fl: YUXNABELAV. BEOEHHIA
W. LiInuxVDA & 050472 hFETREEINE T, Keep-Alive X wt—2lE. 95107 FHREREIBELTVS
WESHZRETREDICHERINET, 77172 MHSOREDNBVEE. Ty aridk. 77172 M BEE
BiT2FTHEINE T, CORETIE. Keep-Alive X v —C OREMBEVEMUTIEELE T, TI74ILLT
ld. CORTERBRINTVWELFA, BRI BICIE. ROIIVRERTLET Bl LTL0RMEER),
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o U547 b5 —N—~D Keep-Alive D REE

COFRETIE ICAU ST > bh 5 Linux VDA ICXE TN B Keep-Alive X vt —J DX ERIRE B TEE
LEYe T7AILETIE. COREIBEEINTVEEA. BHETBICIE. ROITYRZRITLEYT (Bl LTI10
e fER).

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

A e Rl 274

RUS—DREICE>TEY I a VYERDREFZEMICLIERIC. By a zREETERL,

COMEZBAT BICIE. UTOFIRICKWVWE T,
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1. Citrix Studio d KU S —RETE Y > a VEERORFZEMIC LR, VDA —ER L HDX #—EZXH'C
DIEFTHBEHEINZ e zBRBLET.

2. VDAT. ROV RZzFEALTEYy Y a3 vEBEORIFED TCP URF—HARTENTWVWE L ZRABLEY
(Bl LTR— K 2598 #fEH) o

netstat -an | grep 2598
<!--NeedCopy—-->

Ty a YEEOFREFOR—FMITCP URF—HARVEEIE. ROOAIT VY RERITLTURF—2FBMICL
F9,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

vy arvoiRe (FLEa—)

May 30, 2024
Linux VDA TRR FEhTWB v 3 v OREBLBENTETET,
pE
COWEEIETLE2—RIETY, FLEa—#EElZ. —HHIRBOZIDIFENHD LT, Ffe. REMIRFELU

HNTCOFERZEEIOLET, TLEa—ETREODN o7&, Citrix 7O ZANUHYR—FTIEYR—-—F &
nEtAo

v aroREOBML L EMK

Linux VDA Dt v > 3 > oRREZ B E I3EMICT 31213, SmAudAllowed Zzzhzh 1 £71Z 0 ICREL F
To RDIXY RZEFEATETEY !

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000001" --force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

<!--NeedCopy-->
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pE
Linux VDA Tty avoEEaamicsde. - -ty avicQdAd>rLizeEic. vy gy
BEINTLWARZ A I—HF—ICBRINET,

BEDT 71T 1 XDIEE

BRE T 7AIINDHAIDNKRILRBIZONT, Fo>0O— RICEBIDIHID. BERIZO—IRFZA4—%ZFERBALT
BYEMEEEITREIICRIEMHELBDET, 777 YA XZ2FETZICIET7IILOLEIVEEZIBELF I,
BRETFAIDCORFISGETZ L. REQOT77IILHEHL SN, REEHITTZHICEMO T 71 IILHMER TN
¥79, COBFEZO-ILA—N—CHFUET,

ROARY REFATRE. 1 200—-IILA—N—IC2 DD LI WMERIEETI T

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

<!--NeedCopy-->

+ RolloverFileSizeInMB, C D% 1 XIETZLHED T 71 IUHEHLC. HILLW I 7D EEET, 77
I ETlE. A=A —N—lgH 1 XN 50MB 2B 3 HRELFT, Y R—INBEIE. 10~300 TT,

+ RolloverTimelnHours, COBMISETZ L. REDQ T 77IHEAL. HILLW I 7IILHEEET, T2
AW ETIE By a v I2RBREBE SN O0—ILF—N—DPRELET, YR—rINh3EIZ. 1~24
T9Y,

A=A —=N—=lF LRD2DODFBDORYD 1 DWELTNIEIICHELE Y, cexlE. Z71IFrXlL
TI17MB. KB LT 6 BEZIBELIE LET, B 71IAN3HEATIIMBISET 3. Lty aroRE
ICEDT7AUDBELON. FILWI 7ILDEEET,

EZLDNEBIT 7AIDMERSNBWVE SIS, 77T BESNLEICHDNDL ST Dard 1 EEHIE
BIZETO-NA-—N—FECD FHA. CORBDFSME. 771 ILY 1 XH 300MB Z R 7355 T,

BREORFHADIEE

T ETIE BEB 7 71I)LiE/var/xdl/session_recordingsicREaNEd, BIONIZIEET S
ICIF. OO RERTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"
—-d "<your custom storage path>" --force
<!--NeedCopy-->
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BET7IIIE. O—HILRSATIC, FERY b T—INREEITII Y PRIV MIRETEET, BELE
ZRL—=NZAAOBEY R T 7 IEREEBE L. I—H—CEXSrVriZ/SAADEZIAAERENSLEY,

BE DR

REZRTT DICIE. ROFIEERITL T, Session Recording 7L —v — % 7zid Session Recording Web 7L
—V—EAYRR—ILLET:

1. Citrix 7hvo > b ERBEREFER L T, Citrix Virtual Apps and Desktops 4~ > O—RR—=JIZT o€
ALT BRI 7N EL>O-RLET, 7717 ZRELET,

2. SessionRecordingPlayer.msi & & Uf SessionRecordingWebPlayer.msi 24 7L U v o L. FlBEIC
H>TAIYRA—ILERETLED,

7 N
Session Recording Web 7L —¥—% B3 3I2i. Session Recording —/N\—D&HIZ1 > X b—=ILL.

Session Recording # —N\—TRENFATIT 2 e ZRRBLEJ, 5L <I&. Citrix Session Recording
DRFaXYESRLTILEE L,

HIFREIE

BT T £y aroBE. BREBNAPRICEESNEWVGEDNHD XY,

®EFv =)L SDK (FLE2—)

May 30, 2024

Linux VDA BOREF v IV 7 bU 7HEEE v + (SDK) 2FBET5L. VDATRITIZ3H—N—@ET7TU7r
—>aVEERTEE T, #L <k Linux VDA @7 Citrix (REF v )L SDKD RFa X > bESRBLTL S
LYo
Linux VDA @l¥ Citrix {R28F + =)L SDK 1%, Citrix Virtual Apps and Desktops 47> O—RR—=I 54D
>O—RTEF &9, Citrix Virtual Apps and Desktops @I AN—Ya>EBREL. [AYR—RV ] £OU Y
LT LinuXxVDADA T >O—RZZERLET,
A
COWERIITLEI—BIETY, 7L Ea—HElE. —SNRBOFTEDHFENHD T, £lco EHEHIRITU
SToEREBEID L ET, Citrix 77 =AY R— k& Technical Preview #gE TR Dh o 7RI E ¥R
—bLEEA.
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Wayland (7L Ez2—)

May 30, 2024

RHEL 9.3/9.2/9.0. Rocky Linux 9.3/9.2/9.0. Ubuntu 22.04 ® GNOME < Wayland ##R—+ L %9, XD
Heeix. Wayland TRLICTRAMEATY !

« A—TaF

« FUyTR—F

¢« USATURRIATRvEYY (CDM)
* ENR

s USBTN1ZRVEZ1LY K

e COWBEIRTLEA—EBMETY, FLEa—HEEld. —WHERBOFXFOHEDHD FT, oo EBE
RIBLINCOFERZEBOHLET, FLEa—iETROD > lEIE. Citrix 77 Z AL HR— Tl
HR—bINEHA

¢ HDX3D Pro lgH R—rEINTULEE Ao

o Linux{RE7 77Uty avigtR—rINTLWER A

Wayland =&%11C9 3

Wayland B9 3ICld. RO RERTLTL YR ) +— EnableWayland # 1 IC:8E L £7,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0
X00000001" --force

<!--NeedCopy-->

T4 ETIE. LY X MU+ — EnableWayland (2 0 ICsREINTVWE T, Chid. XL AMERINZ 2R
KLET,

Wayland B"MERINMTVEHE SHERRT S

1. LINUXTE—ZFILUs VRO EBESI T,
2. echo $XDG_SESSION_TYPE O< > R#ZETL£T,

Wayland tMERIh TV 3BE. HAIC Twayland) HRRThE S,

HIPRSEIR

Wayland OfFERIC & 2 RDOEIREENERINTVET:
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e VATV ETNARDF—R—RLATTMNVDADF—R—RLAT7TCREBLELEA,
« RHEL9.1/9.0 %713 Rocky Linux9.1/9.0 Dt v a>hs0s4 79 3icid. 20 Hhb 9,

RIANTSIT14R

May 30, 2024
COtEIT 3T ROFIBICOWTEHRBELET:

» Google Cloud Platform (GCP) < Machine Creation Services (MCS) %{£R L 7z Linux VDA D {ER

Google Cloud Platform (GCP) T Machine Creation Services (MCS) % f§/H
L 7= Linux VDA D{ER

May 30, 2024

MCS Z#ER L T GCP Lic Linux VDA Z1ER T 3 ICid. ROFIEZERITLET:
FlE1l: GCP LiZ Linux kx> > (VM) Z{ER T3

FIE2: GCPH—EXT7HU > b ZERT S

FIE 3: Citrix Studio T GCP ADR X MEEGEERT 3

Flg4: LINnuXVDAT R Z—A A= % EET 3

FIE5: v >h20J %753

FIE6: TUNU—=TIL—T=EHT 3

FlIE1: GCP Ltic LinuxVM Z{Emkd 3

FIE 1a: Google Cloud 1>V —JLT. [Compute Engine] > [VM instances] (Z#&L £9,

FIE 1b: [VMinstances] )*—T. [CREATE INSTANCE] #2 U w o L TVM 1Y X E Y RZEEL £ T,

EEE Compute Engine VM instances Kl CREATEINSTANCE & IMPORTVM  C REFRESH
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Virtual machines ~
A VMinstances 5 instances could be resized to save you up to an estimated $162 per month and increase performance. Learn more 4

Instance templates

8]

[ ] Your project’s VMs use global DNS names by default. To reduce the risk of cross-regional outages, we recommend you use zonal DNS instead. Le|
B  Sole-tenant nodes
E

Machine images B
¢ VM instances

TPUs

2]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 491
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https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/best-practices/create-linux-vda-on-gcp-using-mcs#step-1-create-a-linux-vm-on-gcp
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FIE 1c: RDOEEZER L. tMOBRKIEST 7AIILbDERICLET:

s VWM A2 RX2YXDERIZENTILET,
s VWMZERILTZ -3V —VEERLET,
e (FF23Y) VMIZCGPU ZEBMLET, ¥L<IE. CORED TFIEde) 28BL TSIV,

« [Bootdisk]l] 7> a>T. VMDARL—F 4 VIS RTLET A RIY A XEERLET, fl:

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS ARCHIVE SNAPSHOTS EXISTING DISKS
Operating system
Rocky Linux -
Version *
Rocky Linux 8 -

86_64 built on 20220920

Boot disk type *
Balanced persistent disk -

COMPARE DISK TYPES

Size (GB) *
40

v SHOW ADVANCED CONFIGURATION

+ [Advanced options] > [Networking] (c#&1L T. [Hostname] 71 —JL RICRELEM R X1 V&%
WELFT,

= Go gle Cloud e* linuxvda w | Search (/) for resources, docs, products, and more

¢ Create an instance

Monitor your system through collection of logs and key metrics.
o create a VM instance, select one of the options: ’ N

[:‘ Install Ops Agent for Monitoring and Logging
New VM instance

Create a single VM instance from Advanced options ~
Networkin ~
New VM instance from template Hestname and netwo
Create a single VM instance from an
existing template Network tags 2]
@ New VM instance from machine Hostname
image [ i 1.us-central I 2]
Create a single VM instance from an Set a custom hostname for this instance or leave it default. Choice is permanent
existing machine image
IP forwarding @
¥ Marketplace
o [ Enable
ady-to-go solution onto a
Network performance configuration
Network interface card
- -

Network bandwidth @
[:‘ Enable per VM Tier_1 networking performance

Maximum outbound network bandwidth: 2Gbps
VM to Public IP: 2Gbps

@ CANCEL [ EQUIVALENT CODE

FIg1d: [Create] #01)v I L TVM AU XEZRA%EZERLET,
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Flg 1e: VM HMEmEIh7-5. Compute Engine ¥ > 2 R—RIZRD. —EHS5 VM1 Y IXZYXERDIFT,
SSHR&Z>%=# o)y oL, VMICEGELET,
JO0gie LIoud 3¢ linuxvda v 4, Dearcn Proaucts, resources, aocs (/)

VM instances 3 CREATE INSTANCE & IMPORT VM C REFRESH > S RESUME W STOF 11 SUSPEN ™ RESET WD E [ CREATE SCHEDULE

INSTANCES INSTANCE SCHEDULES
5 instances could be resized to save you up to an estimated $43 per month and increase performance. Learn more

VM instances are highly configurable virtual machines for running workloads on Google

infrastructure. Learn more
= Filter  Enter property
O staws 4 Name Zone Recommendations In use by Internal IP External IP Connect
0O e Save §31/mo ROP ~
0 e RDP ¥
O e Save$24/mo ® Save$12/mo SSH ~
0O e Save $24/ mo SSH = H
0o e SSH - H
0O e SSH ~
0O e SSH -
[ SSH +
0O e Increase perf. ROP ~
0O e Increase perf ROP =
0 e
[ SSH ~
0O e Increase perf RDP
0O e Save $24 / mo SSH =
O o SH = H
0o o i - H
0o o SSH ~ H
0O o P -
0o o .

FIE 1f: WebRX—XD SSH 7514 7> AL TLINUXVDA Xy r—S%#VMIC7y 7O—RLETD,

@ ssh.cloud.google.com/v2/ssh/projects/linuxvda/zones/asia-southeast1-byinstances/ranc-rod

pu?authuser=08&hl=en_US&projectNumber=235673448445&useAdminProxy =truedtroubleshoot4005Enabled=tr

ﬁ}ssH—in—browser + s @E g

shiroubleshootingTool

« « 4 7 > ThisPC > Downloads > 2209 RockyB Package
Organize = Newfolder
~ O Nam

XenDesktopVIDA-22.08.0.23-1.18 5086 64.pm

s Quick access
I Desktop
¥ Downloads
4 Documents
& Pictures
< File (€)
Legency test cas:

Upload

registrated

Upload files from your cq template
@ OneDiive
ChooseFiles  No
= This pC
B 30 Objects
) I Desktop
Cancel
4 Documents

¥ Downloads

& Musi

& Pictures

8 videos

&9 OSDISK (C)

- Work (D:)

¥ File (E:

- rancs Misinofs1 ¥

File name: | XenDeskiopVDA-2209.0.23-1.¢18 xxB6_64pm

FlE1lg: SSHEFERALEVMADT I XDOKRM=EERL F7,

BEFRICVMICT 7 EATIRLB3A8ESHD 9, COMBEZEREET BICIE. REATI VICHHTATA Y
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TRLEITI—PINZAT—RZHREL. L—be LTREBIYI VIO A TEZ e zBRBLET, XIS REY
SrEBRELE. YV —ILTROIAY Y RERTLET:
nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

Virtual machines ~
DETAILS OBSERVABILITY 0S INFO SCREENSHOT

B VMinstances
SSH ~ CONNECTTO SERIAL CONSOLE ~ ~ RED HAT KNOWLEDGEBASE (2

Instance templates Connecting to serial ports is enabled in project-wide metadata e

Logs

Logging
Serial port 1 (console)

=
B  Sole-tenant nodes
B

Machine images

& TPUs
v SHOW MORE

%o Committed use discounts

Flg2: GCPHY—EXT7HT> bZEHT S
COEIAVTIE HY—EXTATY bF—DERPH —ERTHAD Y FADOREARKEIDMS%H L. GCPH—E
RATHAIY SOERAEICDWTEHAL £ 7,
&
GCPH—ERT7HU Y bEERT 3 BIEEICIE.Service Account Admin(roles/iam.serviceAccountAdmin)
D IAM ZEINMMTESTINTVWB e =R LE T,

FlE 2a: Google Cloud 21>V —JLT [IAM & Admin] > [Service Accounts] (Z#&)L T. [Create Service
Account] 270Uy I LET,
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S

4o

s &

Google Cloud

|AM & Admin

1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat...
Workforce Identity Federa..
Labels

Tags

Settings

Privacy & Securitv

Manage Resources

Release Notes

‘ 3¢ linuxvda « ‘ Search (/) for resources, docs, products, and more

| Q Search

Service accounts =+ CREATE SERVICE ACCOUNT @ DELETE +2 MANAGE ACCESS C REFRESH

Service accounts for project "linuxvda"

A service account represents a Google Cloud service identity, su ode running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about servi|

es, such as automatic IAM Grants, key creation/upload, or the creation of service accoy|

Organization policie: e used to secure service accounts and block risky service account feat
account organization policies. (4

= Filter Enter property name or value

Email Name 4 Description Key ID

0o

App No keys
Engine
default

o3 t.gserviceaccount.com

service

account

@Enabled

binz-pvs No keys

(]
&

Lgserviceaccount.com

o3 @Enabled  binzhou-

-gserviceaccount.com mcs.

Compute No keys
Engine

default

of @Enabled
.gserviceaccount.com

service
account

gserviceaccount.com @Enabled gepidp This account is
used for
Google IDP

integration

FI|E 2b: [Service account details] OFJETT7r—JL R

LET,

IZfEZ ANH L. [Create and continue] #51)w ¥

Google Cloud

1AM & Admin

1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies

Service Accounts

Workload Identity Federat...

Workforce Identity Federa...

Labels

Tags

Settings

Privacy & Securitv

Manage Resources

Release Notes

% linuxvda +

Search (/) for resources, docs, products, and more Q Search

& Create service account

@ Service account details

‘ Service account name |

Display name for this service account

‘ Service account ID *

Email address: <id>@linuxvda.iam.gserviceaccount.com  If

Service account description |

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to project
(optional)

© Grant users access to this service account (optional)

m CANCEL

FlE2¢c: #7723 >OFIREZIFyTFL. THICHS [Done]l 20y I L&Y,
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e |AM & Admin & Create service account
+2 IAM
@& Service account details
(2] Identity & Organization |
Policy Troubleshooter e Grant this service account access to prolect

(optional)
& Policy Analyzer . ) . ) .

Grant this service account access to linuxvda so that it has permission to

i i i 2
=] Organization Policies complete specific actions on the resources in your project. Learn more [2
1AM condition (optional) @ -
°3  Service Accounts ‘ Select a role v + ADD IAM CONDITION .
= Workload Identity Federat...
-+ ADD ANOTHER ROLE

= Workforce Identity Federa...
@ Labels CONTINUE
» Tags
& Settings © Grant users access to this service account (optional)
a Privacv & Securitv m CANCEL
(% | Manage Resources
E  Release Notes
<l

FE 2d: 5E [IAM & Admin] > [Service Accounts] IZ#%& L T. [Create Service Account] 2 7% 1)
wOLET. iLLIERLEY—EXRTAHD Y FEREDIFT. [Keys] 27i1C#8 L. [Add key] > [Create new
key] > [JSON] > [Create] 0w L %7,
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—
B 1AM &Admin ¢ jxGCP
DETAILS PERMISSIONS KEYS METRICS LOGS
+8 1AM —_—
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you avoid downlc
about the best way to authenticate service accounts on Google Cloud here [Z.
E  Policy Analyzer
Add a new key pair or upload a public key certificate from an existing key pair.
B Organization Policies e P P y grerp
Block service account key creation using organization policies [2.
=2 Service Accounts Learn more about setting organization policies for service accounts [£
E  Workload Identity Federat... ADD KEY ~

Workforce Identity Federa...
Type Status Key Key creation date Key expiration date

Labels No rows to display

Tags

L

»

£t Settings
@ Privacv & Securitv
B

Manage Resources

E;  Release Notes

Create private key for "jx-GCP"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JsoN
Recommended

Q P12

For backward compatibility with code using the P12 format

CANCEL

A
F—T7MINEAUYO0-RTBL BEAUYO—RFTBCIETEEE A,
FIE 2e: Google Cloud O~V —JLT. [IAM&Admin] > [IAM] DJBEIC#EL T, [Add] 20U v o LET,

New members 7+ — /LR THLLER LI —ERXTAU Y M EBRELTGEIRL. VY —IANDT VA%
TR3H—EXT7HYY bDBEEEIRLET, [Add anotherrole] 27U v/ LTEEDHE%E 4ilF. FLE
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BLIET—EXTHTY MIROITRTOREI ZEEICNSLET,

e AYEa—T+r VJEEE

¢ ANL—UERE

« Cloud Build =51 2—

e Y—EXFTAHUY bA—H—

e USURT—HANTIA—H—

e AVEaA—TAVIAIVREVIAEERE (R—4)
. FRIEE

3l

O = .o " Build Edit a/7 excess be . 7

F|iE 3: Citrix Studio T GCP AN X MEGLEIERT B

Google Cloud Platform (R 8 (IRIFICELE T GCP IREZ LY 7 v FLTH 5. ROFIEZEITL T GCP A
DR MEGEERLE T,

1. #> 7L = 2@ Delivery Controller ®ig&is. # > 7L = 2@ Citrix Studio T [#m] > KX ] > [IZ
mELVD Y —20EM] DIBICERL TR MEGEER L £9. 757 Ko Delivery Controller 0154
(&, Citrix Cloud ® Web X—2® Studio >V —JLT [BE] > [KX ] > BRESLVUY—IDIB
] DIBICEEIRL. KRR MEGEERLE T,

2. BES IV Y—IXOEBMY « #— KT, #EHOEHEL LT Google Cloud Platform %=:#ERL £ 7,

7= zid. Citrix Cloud @ Web X—x® Studio >V —ILTIFRD LS ICHED £
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Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cleud Platform

Service account key:
mport key.

Service account ID:

Connection name:

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

=)

3. GCP7AYY PO —ERT AV b F—% A VR—F L. BEBEANNILET,

4. V4 F—RFOETICHE>T. ER—JOBEZITVLET, BEDR—COARIF. BRLIEGORBEICE -
TEABEDET, EX—UOBRFEERIIS. BE] R—JICEETBZET RA] ZBERLEY, #L<
& TMCS ZER L7z B X YISO Linux VDA O1EEL) ORREICH B TFIE 2. R MEGIOER 25
BLTLIETL,

FIE4: LINUXVDA T XX —A X—SHEHT B

Flg 4a: (RHEL 8.x/9.x &0 Rocky Linux 8.x/9.Xx MIBE) 1 —Hxw MEGKEERLE£I,

GCP T/HRR I TW3 RHEL 8.x/9.x & & T Rocky Linux 8.x/9.x IZ LinuxVDA %1 > A =T 3L, 11—

YRy MEGHEDN, RETS VOBEHEIC LINUXVDAICT IV ERATI R BB e BHOET, CORESR

B8 3ICiE. REIYIVICHOHTOT AV TREEIICI—MNRAT—REREL. IL— e LTREY>VICOY

FUTIBCEMABLET, R RETD VZHEELAER. AV —ITROOAY Y RERTLET:
nmcli dev connect eth©

systemctl restart NetworkManager
<!--NeedCopy-->
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https://docs.citrix.com/en-us/linux-virtual-delivery-agent/2402-ltsr/installation-overview/create-non-domain-joined-linux-vdas-using-mcs#step-2-create-a-host-connection

Linux Virtual Delivery Agent 2402 LTSR

2]

%o

Virtual machines ~
B VMinstances
[E  Instance templates
B  Sole-tenant nodes
= Machine images

TPUs

Committed use discounts

DETAILS OBSERVABILITY OSINFO

SSH ~ CONNECT TO SERIAL CONSOLE

-

SCREENSHOT

RED HAT KNOWLEDGEBASE (2

Connecting to serial ports is enabled in project-wide metadata 6

Logs

Logging
Serial port 1 (console)

v SHOW MORE

Flgab: 7> 7L — MrRET> VIZLINuXVDA Ny 5 =S AV X b—=ILLE T,

TY7L—hr VM TROFIEZETL T, LiInuxVDANRY r—S% 14X b—JLLET:

1. NETS5>21L60Z1YRM—ILLET:

sudo yum 1install dotnet-sdk-6.0
<!--NeedCopy-->

2. Linux VDAY r—2% A2 =ILLET:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3. EPELURS hUZBRICLET:

Flg4c: GCP EOTYTFL—rVMICT ST« v V0EBEE (GPU) ZEMLEY (F 723>

sudo rpm -ivh

https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm
<!--NeedCopy-->

1. GoogleCloud >V —/LT. 12U LD GPU%EF>FL—k VM IZEBML £9. GPU & GCP niBnm i
BRiCDoWTid. Thttps://cloud.google.com/compute/docs/gpus/add-remove-gpus) 8B L T

2T W,
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& Create an instance

To create a VM instance, select one of the options: .
- Name

instance-1 (2] ‘
New VM instance ’
Create a single VM instance from I
v MANAGE TAGS AND LABELS
scratch
- Region * Zone*
New VM instance from template | us-centrall (lowa) - @ us-centrall-a v @ ‘
Create a single VM instance from an . h
Region is permanent Zone is permanent
existing template
E !\lew VM instance from machine Machine conﬂguration
Image
Create a single VM instance from an General purpose  Compute optimized =~ Memory optimized « GPUs
existing machine image
Graphics processing units (GPUs) accelerate specific workloads on your instances such as
Q Marketplace machine learning and data processing. Learn More [4
[ ready-to-
Deploy a ready-to-go solution onto a GPUtype Number of GPUS
VM instance | NVIDIA T4 - 1 -

[C] Enable Virtual Workstation (NVIDIA GRID)

Series @ Description vCPUs @ Memory @ Platform
® N1 Balanced price & performance 1-96 1.8-624 GB Intel Skylake
Machine type

Choose a machine type with preset amounts of vCPUs and memory that suit most workloads.

2. @PH GPU RSAN—%FTYTL—FVMIZA YR b—LLET, s#L <& https://cloud.google.com
/compute/docs/gpus/install-drivers-gpus &R L T £ L\,
BEZNVIDIA RS N—DN—= 3!
Compute Engine ETE17& 115 NVIDIAGPU &, NVIDIA RSA N—DRDON—2 3 V= FERATIHE
HOFT:
+ LAGPU 054!
- Linux: 525.60.13 L{p&
« A100 GPU o5
- Linux: 450.80.02 L{p&
« T4, P4, P100. & U V100 GPU 0iFz&E:
- Linux: 410.79 Lp&
+ K80 GPU miz& (REKET):
- Linux: 410.79 - &#® R4T0 N\—> 3>

K80 GPU ICDoWT NVIDIAIE. R4TO RSAN—=T SV FH TNy IFR—+2RIFBICHTETERE
DRIAN=N=U3VTHBEHERLE LI, COEHZHEEBIBICIE NVIDIAV T bz T7HR—-HbY
B ZZBRLTILEST L,

AYA=ILROUT
MDAV T r=2FRLT AYA M-I TOEXZEHUTITEY !

https://raw.githubusercontent.com/GoogleCloudPlatform/compute-gpu-
installation/main/linux/install_gpu_driver.py —--output
install_gpu_driver.py
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<!--NeedCopy-->

UTFDARL =T« VTS AT LY R— SN TWVWET:

AVRA=ILRIUTME RO LINUX T4 RAMJE2—23 Y TTFAMNEATY

CentOS 7/8

Debian 10/11

+ Red Hat Enterprise Linux (RHEL) 7/8
« Rocky Linux 8

Ubuntu 18/20/22

CORTIVFrEMOLINUX T AV E2—23 Y THERIZI L. 1R M—JLIFEBL £, Linux VM
DiFE. COXRTUTHEINVIDIARSAN-DHEAVZA—ILLET,

a) IYAL=ILRIUTrEZYO-RLET,

curl https://raw.githubusercontent.com/GoogleCloudPlatform/
compute-gpu-installation/main/linux/install_gpu_driver.py
—--output install_gpu_driver.py

<!--NeedCopy-->

b) ROV T rADREBT VL RZHFAILE T,

chmod 777 1dinstall_gpu_driver.py
<!--NeedCopy-->

C) 1YRAM=ILRIIVT+ERITLET,

python3 install_gpu_driver.py
<!--NeedCopy-->

d) gdm3 ©Wayland ##&EshicL £ 7,

¢ ROWTNHDBRTTr A rUEa—>3>0 Wayland 7 71 ILERDOIFF7:
- /etc/gdm3/custom.conf (Ubuntu)
- /etc/gdm/custom.conf (CentOS. RHEL. Rocky Linux)

o sudo/root #ERTT7 71 L ZBET £,

o TORMD # #HBRL T. WaylandEnable=false 0O X> =@ L %9,

o RETIVEHESHLED,

e) NVIDIASIO IO RSAN—% AR —ILLTEEIE. GSP 77 —L Uz 7EEMICLET,
GSP 7 7 —L O z7HEMICH>TWVWEIHERIF NIDIAES 2 —-/LNFX—2—
NVreg_EnableGpuFirmware % 0 I[Z3E L TEMICL £ 7,

RDOI> k)% [etc/modprobe.d/nvidia.conf 7 7 1 JLICEBIILT. CONSX—2—%RELZF
E
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« options nvidia NVreg_EnableGpuFirmware=0

+ /etc/modprobe.d/nvidia.conf 7 7 1 LA EE LB WVBEIE. ERL XS
COFIBERT TR FE ROK[ISTERLTLL LT L

s sudo ZFEALTIY Y RERTL. BT 7 MIILZERB L UEHLE T,

« VM #EBieEd BIciE. Linux #—3+JL T sudo reboot #ERT5H. VM Z{E1EL TEEL
9,

Flig 4d: MCS E¥%=HBRLET,

/etc/xdl/mcs/mcs.conf 7 7 1Lz #mEL T MCS EREBHEL ET. UTIE. RXTVIEBMSFUF L FXA
YEMEHST A THERTES MCS ZEHTY:

o BXAVESMSFIADHE
TI7ANEOEHEZERTZN BBISCTERZNIEIAITEEY (FF23V):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y| N

VDI_MODE:Y| N

START_SERVICE=Y|N

DOTNET RUNTIME PATH=fusr/bin
D * ENVIR( {T=gnome

o RXAUBMEASFIFDIHE

- Use_AD_Configuration_Files_Of_Current_VDA: B]#&ERTHD VDA OEED AD
BE#Em 7 7 1)L (Jetc/krb5.conf. /etc/sssd.conf. & & T/etc/samba/smb.conf) ZEBT 3H
ES5HZRELET, YICRETD L. MCS THER SN VO 7 7 1 )LIE. IREETHD VDA
DOERT77AIWEBL 7 7ILICHED £9, fef2le dnsTEEEAD_INTEGRATIONZ# &=k
BDRELNHDET, 774 NMEIFNTT, Thid. MCSHER LTS > LB T 71 IILHY R4
— A= LOBRT Y TL— ML > TRESNZ L E2EKRLE T, BAERTHPOVDAR TV
L—MREYS Y LTERTSICIE. EEYICRELE T, TNLUIIMOEBEIL. EZ N ICRELET,
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- dns: EDNSH—N—DIP7RLZXZRELET, K4 D2DDNSH—N—ZRETT X7,

- NTP_SERVER: NTPH—N—-0DIP7RFLXAZRELE T, FHIFREDHEWVRD., ChidFXr>3
hrO—=5—DIP7RLZXTY,

- WORKGROUP: 7—24)L—7&%. AD T L7 NetBIOS &8 (AXFr/IWXFZKH) ICHREL
F9, BRELLBSTHZE MCSIETI VDRI MRBOERICHLS RXMVBOBRET—0 7L —T&
CLTHERALEYS, e xid. v r7hav Yy o userl.lvda.citrix.com ©igE&. 7—0 5 )L —7F
BrLTcitrix AELWVERIRTHZICHD DS T. MCSiklvda 2RI R CICBDET, T—
DON—TFRBEELIHRETDLSICLTLLIZTL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7:i% Centrify #8E L £ 9, Linux 7 X kU
Ea—23>0O3 by IR MSCHFR-FFB XA UBMAEICOVWTIE, THR—FEnTW
274 ANIEa—Y 3> 2BRBRLTIET WL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (IBR Centrify Express) Nwo—o% 4
UYO—RIZHDNRAEBRELET, CDfEld. AD_INTEGRATIONZ##% Centrify IC:REL
B EICDHFBIMICED £,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba /X4 —S%# 4o >O—R$ 570
DNN2AERELET, CDfElE. AD_INTEGRATIONZ# % Centrify ICRRE LB SICOAHBEIIC
BOEY,

- PBIS_DOWNLOAD_PATH: PBISNy s —2% 40 >O0—-RI23HDNRZRELET, COE
&, AD_INTEGRATIONZ#% PBIS ICRE LIHZBBICOABMICHED £,

- UPDATE_MACHINE_PW: Y>> 7hHUY FDONRAT—REHOBBWEEELISEMICLET,
FHLLIE TRV THIY RDONRT—ROEFHFZEEFNI ZBBL TV,

- Linux VDA #m 2%k

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number
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Flg4e: RREA—AX—=CHERLET

1. (SSSD + RHEL 8.x/9.x #7zi& Rocky Linux 8.x/9.x ®#®m#H&) update-crypto-policies --
set DEFAULT:AD-SUPPORTOXY Y RZE{ITLTTVIL—MMREYS VZHEELET,

2. /opt/Citrix/VDA/sbin/deploymcs.shx®R{TL£T,

RAAVESMOLF VA DIHE RDIS—IZEETHD. TOCXDOHETHHEITFONBZ I LIdHD E£HA.

e do 1t manua |_ |_'..- -

3. TVTL—MREII VT T T—2aveA YA =)Ll TUYTL—MREIIVE vy AL
EYo NRAE—A A=V DRF v T ay bzERLTERIZMITES,

FIES: v >hEOTZEHT 2

1. CitrixCloudicH1>1> L %3, ELEOAX=a—T. [¥rH—EX] > [DaaS] #&ERL *7,
2. [B1E] > [ZLHBH] OEBIRTI>T [ rA4207] #&ERLET,
3. BEN—T [¥o>h2O0J0Em] #FRLET,

4. [ r0EE] R—=IT, [RILFEYya>r08] £kid [Tty 3> 0S] #8RL. [RAN] %=
BERLET,
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Machine Catalog Setup X
° Introduction Machine Type
@ Machine Type Select a machine type for this catalog.
) Multi-session 0S
@ Machine Management The multi-session OS machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux OS machines.
@ Desktop Experience @ Sinsle-session 0S
The single-session OS machine catalog provides VDI desktops ideal for a variety of different users.
@ Image () Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their physical office
@ Storage and License Types desktops, allowing them to work at any time.
There are currently no power management connections suitable for use with Remote PC
@ Virtual Machines Access,

NICs

5. [ UER] R—U T, [BREEIhTWEYI Y] LU [Citrix Machine Creation Services] =+
ToarvEERRLTHS [RA] ZBIRLET, EHOVY —IADHBBEIF. XZa—H5 1 DFEIRLTL

Ve

Machine Catalog Setup

@ iniroduction Machine Management

e Machine Type This machine catalog will use:
@ Machines that are power managed (for example, virtual machines or blade PCs)

@ Machine Management
Machines that are not power managed (for example, physical machines)

@ Desktop Experience Deploy machines using:
@ Citrix Machine Creation Services (MCS)
@ Master Image
Resources:

Storage
@ 5 gcp(Zone:GCP-lvda) v

Virtual Machines -
@ _) Other service or technology
Disk Settings l'am not using Citrix technology to provision my machines. | have machines already prepared.

@ Machine Identities
Domain Credentials
@ Scopes

WEM
Optional

VDA Upgrade
Optional

Note: For Linux OS machines, consult the administrator documentation for suidance.
@ Summary

6. [NRE—AA=V] R=IT, ERTHEHLAEIZAEZ—I A—VZFRLET,
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Machine Catalog Setup X
° Introduction Master Image
° Machine Type The selected master image will be the template for all virtual machines in this catalog. (A master image is

also known as a clone, golden image, or base image.)

° Machine Management
Master image

° Desktop Experience

@ Master Image
@ Storage

@ Virtual Machines
Disk Settings 0/500

@ Machine Identities Use a machine profile

—+ Select an image

Note:

Domain Credentials Select the minimum functional level for this catalog:

® Scopes
To register with delivery groups that reference this catalog, machines require the selected version of the
WEM VDA or later. Learn more
Optional
VDA Upgrade
Optional

1811 (or later)

Summary

—

° Introduction Image

° Machine Type Select the type of image for the machine catalos:

@ Master image

° Machine Management
Prepared image

° Desktop Experience
The selected master image will be the template for all virtual machines in this catalog. (A master image is

@ Image also known as a clone, golden image, or base image.)

@ Storage Master image

(7) Vitual Mach @ ) XDHyp:HostingUnits\sep\ranc-rocky88-3d.vm p)
irtual Machines

Disk Settings Note:

7. [ ID] R—J T, YRAZ—A A= BRRAACVICEBMLTVAEWVESIZ [RX12VIES] 28R E
To YRA—ARX=T% RXA VIZBMIE TV BB EIX Active Directory 7AD > FZEBIRL £ 9,

RXAVIRBMSF U A DIFE:
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Machine Identities

Configure identities for machines in this catalog. The machines are joined to the selected identity after they are
provisioned. You cannot change the identity type after you create the catalog

Identity type

Non-domain-joined

| On-premises Active Directory

jx-r83xacndj01

me.

Hybrid Azure Active Directory joined

Non-domain-joined

Ry aa T (#) type
jx-r83xacndj&# @ 0-9 ) AZ

1 character left

~] Specify numbers the account names start with (optional)

RXAVEBIMERS T A DHE:

° Introduction
° Machine Type
° Machine Management

° Desktop Experience

o Master Image
0 Sterage

e Virtual Machines
° Disk Settings

@ Machine Identities

. Domain Credentials

@ Scopes

WEM
Optional

VDA Upgrade

Optional

@ Summary

( Back )@ LI

aCCOUNtS OF Use eXISting accounts.
Select an Active Directory account option:
(@ Create new Active Directory accounts

() Use existing Active Directory accounts

l] Use an existing identity pool to create new accounts

Location (domain) for those accounts:

gep.local

Default OU
) Computers
) Domain Controllers
) ForeignSecurityPrincipals
> Managed Service Accounts
> PBIS
> Program Data
> System

) Users

Selected location:

Machine account naming scheme

Specify account naming scheme: Wildcard (#) type

Example: MachineName### @ 09

Specify numbers the account names start with {optional)

O Az

Cancel

o [ L\ Active Directory 7 ho > b ER T 3] BRI 3BE. BXAUEBRL THS Active
Directory THER SN 7O0EY 3 =V JEAHOVM OV E2a—4—7hH 7Y FTREIMFIFRAF—LIC
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WRLIEXFHNZEANALET. PHUY MEBRITITAF—LICIBETET AXFHIE 1~64 XFTHO.
FTHIR—Z, EASCH XF. BLUVHHKRXFZzEDBZ I3 TETEEA

« [BZ7Z® Active Directory 7 ho > r=ERT 3] ZBIRLIBE. [BE] 2B]RL. BRLETY
> OBEED Active Directory > Ea—2—Tho Y MIBBILE Y.

o [RAAVERER] R—IT. [BEBBEROANN] ZFRL. 21— —BLNXT—FZAAL. [RE]
ZEIRLTHS DRA] ZBRL E9. NHT2EKBERICIE. Active Directory Ao > MMEEER
T93ERNBETT,

8. MDR—TBMDOREEERL £9. %L <IF. TGoogle Cloud Platform #1404 D1Em1 #8BL T
<I2E W,

9. IE] R—I T, BHR=zHAL. h2OJ0EFIZHEELTHS. [T] ZBRLET,

Machine Catalog Setup X
o Introduction Summary
° Machine Type
Machine type: Single-session 0S
Q Machine Management Machine management: Virtual
Provisioning method Machine creation services (MCS)
° Desktop Experience Desktop experience Users connect to the same desktop each
time they log on
° Master Image Save changes on the local disk
Resources: gcp
° Storage
Master image: -rocky88-3d
° Virtual Machines Storage: Standard persistent disk
VDA version: 1811 (or later)
° Disk Settings Number of VMs to create: 1
Virtual CPUs: 2
° Machine Identities .
Memory (MB): 7680
o Domain Credentials Hard disk (GB): 40
Available zones: asia-southeastl-a, asia-southeastl-b. asia-
o Scopes southeastl-c
WEM Identity type: On-premises AD
Optional Computer accounts: Create new accounts
o VDA Upgrade New accounts location: gcp.local (Domain)
Optional
Machine catalog name:
@ Summary
Example: Windows 7 SP1 Sales-2GB
Machine catalog description for administrators (optional)
Example: Windows 7 SP1desktops for the London Sales office
Ti the deple ne catalog to a delivery group by selecting delivery
nd then crea

ROVAZOTDERDNRT T2 FTICHEAIIDZHERHDET, BFTT3L. AFZOTHR—ERTINF T,
GoogleCloud >V =T, 2=y b/ —RIL—FIIROVHMERINTVWE L 2BRBTI £7,

FIg6: TUNV—=TI—T=2EHT 3

TUNRNDV=TNL—=TFF. W<ODDIIAZOTHSBRLIEISI Y EITIIL—TFHLIcDHDTY, ENHDIT Y
ZERATER1—H—C. TOI—H—IIREBTZT7 TV Tr—>a3VBLUTRI MY TEIBELE T,

L <E, CitrixDaaSRFa XY b TFUNY—=FIIL—TDER] 28RL TSI,
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1. CitrixCloudicHr>1> L g, EEDOX=Za2—T. [¥rH—EX] > [DaaS] #®RL £7,

2. [BE] > [R248Bik] OERIRA>T [FUNU—TIL—T] ZERLED,

3. BIEN—-T [TUNV=TNL—TOEMH] #2BRLET. TUNU—TIL—FERT s F—FHPES LY,
BIRABICE TR BRB VAP —RR=—IDNKRRINBHHD X7,

4. [R2V] R=PTIIVAZOJZERLT. EOAZOIDSFERTBZILVOESEZERLET,

Create Delivery Group x
g Introduction Machines
(2) Machines Select a machine catalos.
@ Users Catalog ¢ | Type | Machines
ROCKE-MCS-3D VDI MCS | Random | Discard 1
@ Applications -
(O] rocky88-gpu
(5) AppProtection A VDI MCS | Random | Discard 1
@ Scopes
() ucense sagrment
Summary

Choose the number of machines for this delivery group:

1

5 OR—ITEMOREZHBHELE T, LI TTUNU=TIL—T ORI ZBRBL TSV,

6. BE] R—STTFUNU—TIL—TDEHENILET, 7> 3>T. Citrix Workspace 77U & [E2
BHER] BEA VA —T A RCKRRINZIHAZEANNTZICHTIET, fi:

TUN)=TIN—TOREFEANALET:
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Introduction

Machines

Users

Applications

Desktops

App Protection

Scopes

License Assignment

Create Delivery Group

Summary

Machine catalog:
Machine type:
Allocation type:

Machines added:

Users:

Desktops:

Launch in user's home zone:

Manage Autoscale

License:

rocky88-gpu
Single-session 0S
Random

GCP\ -rock88-3d1
Tunassigned

Allow authenticated users
Rocky8-gpu-mes

No

Disabled

Daa$S Premium -Per User/Device

App Protection: °

000000000

Summary
Folder: °

Delivery group name:

rocky88-gpu-mes|

Delivery group description, used as label in Citrix Workspace app (optional):

[ReBEl] BBV Z—TJ A XATTINI—JIL—TO—&EZRRLET:

CilTIX | DaaS Premium (]
Manage v Monitor ‘ All tenants
@ Home [ Q se: | @ Fiters
Q Search Create Delivery Group
& Machine Catalogs @ viewal Delivery Group 4. | Delivering | Machine Count | Sessionin Use
Total 1 Total:0
Delivery Groups AT
& DSy Unregistered: 0 Disconnected: 0
[ [ Delivery Groups Totat 1 Totat 0
Unregistered: 0 Disconnected: 0
Policies Total 1 Total: 0
Unregistered: 0 Disconnected: 0
@ tosens Applications and Desktops Joral 1 Totet0
e e Unregistered 1 Disconnected: 0
Ry Administrators ot E
Desktops Unregitarect Dcomects 0
S Hosting R -
Desion Total 1 Total:0
StoreFront srore Unregistered: 0 Disconnected: 0
3 AopPackeges Select a delivery group within a folder to view the details.
€ zones
(3 Backup+Restore

&

Citrix Workspace 77U TiRfta v > >
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Q_ Search Workspace

@) Home

Apps
E Apps Recents Favorites
() Desktops
Favorite apps will displ
View all applications
Desktops

Recents Favorites

- Rocky8-gpu

citrix

View all applications

View all desktops
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