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September 25,2023
BE:
BHUU—Z(CR)BLURIAT—E XU —X(LTSR) OR&E S 1 741 U )LEERIL. Lifecycle Milestones T
AL TWET,
Linux Virtual Delivery Agent (VDA) (2&> T BFizfb . Citrix Workspace 77U h 1 Y X b—JLEhic
EDOTNAZAD5TH, LINUXEERT7TVHLUVTRI MYy FICTIEITERLSICADET,

HR—FINTVWETAZARIE2—230ZR—RELEREBT7 VB SLITREBT RV by TZEETI T,
Linux R8> (VM) ICVDAY T oz 7%1 > X —JLL. Delivery Controller 2#m L £, &ic. Citrix
Studio #E>TA—H—HT7FVELUVTFRI by TRFERATERLSICLET,

HT AE

September 25, 2023

2305 D#ftkaE

Linux VDA @/N\—2 53> 2305 IC1E. ROFHEE L @IS NIciRED B D £ 7,

SQLite oHR— K

SQLite *mRICHR—bINBLSICHED F LT LinuxVDANY =201 > X b—IL#E. [etc/xdl/db.conf
ZHREL THERT 3 SQLite £7:1% PostgreSQL ZIEETET £ J. FRHTZIT —FIXR—XDEBEICOWVWTHLL
& MEEA Y2 b=l LUV TFFHT VA=)l ICBBT3 EEEBBLTLLEI L,

E:

Linux XDPingY —)Li& SQLite 7 X b ZRITL X H Ao

Tty arasarokaesal

CDOJVY—RXTlF. ROETEYy>ayYOQTdAVDIIVIARYIVIADBEIhTUVET:

e NRT—FRLPINIO—FORTZYIDBEZBZEHTIBZ D, BE>TEAANZERDIFRILBRDES,
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e Ly avOdFYONT— Xy E—J B 7O 2@ OB@EmICRTILE T,

e wiarOsAa>rOtXRERERFL. SSO LMD FUATOEY S 3 VBESICIENZIT—RERIE
PINOJO—FrZHEBELEXT,

o 2—1'—h Citrix Workspace 7 F7UApOT* VICERL-ERBERE IZER 3 EBIBHREER L TVDA
Ty arvicOQd A>3, ORI TATHRRINE T, I—H—lF. BERBERMNMBRE->TAATH
THBBICEBICRMK CENTEET,

¢ SSOLSIMDLF AT, ROA—Y - FHEDHEAEOED Y R— hHEMENTVEY:

Citrix Workspace 771 VDAtvy> 3>
FAS AX—brAH—F

BLE TEys s YO/ 4 VEEADHRZLERENF— Xyt —U) B&EU 1SS0 LSBT #8BLTL
I,

—BNAR—LT ALY PUREICERATEZLIZ M) F—DEM

COVU—ZTR. —FHNABR—LTA LY FUOREICKIDL A MU F—DES52 DOEANTNTVET:

« CheckUserHomeMountPoint
« CheckMountPointRetryTime

FLLIR T=FHNAR—LT s LY FUTOVF > 921 2BRLTETWL,

Fast Identity Online (FIDO2) Bt R—bF (FLE2—)

Linux VDA THRZ kThTWL3 Google Chrome ZERAL T Web #+ MMIT7 7R 9378, FIDO2 RiE% %
ETEDLSICHBDELT, #LLIE TFIDO2 (FLE2—) 1 Z8RBLTLIZTLWL,

A
COWEEIFTLE2—EBMETY, FLE 2 —#EEIZ. —BHREBOFFDFELHD F9, Fio. RFEERIELU

NTOFERESBDLET, TLEa—#ETROD >cM@EId. Citrix 77 Z ALY R—- b TIEHYR— S
nNFEtLAo

HDX 3D PRO T® H.264 SigkFEHEDO T R—

NVIDIAGPU (&% HDX3DPRON—=FD 7705 L—> 3> T H264 BEKEEI T R—FEINBLSIC
BOELT, ##L<IE TH.264 BIBREME £28BLTIETL,
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UAAL2Y 5% URL ZIBET 3T RA— ROTR— DR

II3ATVMIVEAL I bENBIT YD URL Z8EET 355G, xR A—RZEALT. 7Ol %
BRKIARNTOURL AVR— Y b ERTIENTEIBZLSICHBDEL e #LLIR 708 —-00F 2V UAA
Lo b1 28RLTRTL,

XDPing #fEA L7 VDA F—2DN\y I 7 v T LLBEDHYR— b

cSTINYa—F1>JDBEMNT, XDPing Y —JLICVDADNY O 7w FTESa—LEBMLEL e COEV2
—L=ERTBRL. BHl. T—2X—R. N1FHUDERT—24L. VDADEET—2ZWV\WDTHNYITYTIT
TET, VDALERICEMELTWRIEEIZ. VDADEET—R2ENY I Ty TTEEY, BTVDAICEENREL
1BEICERA T 7200 IE—%2Ny I 7y L. T—2D220E—%2tEBLT. ST a—Fr>
JRBBICLET, L <IE TXDPing) #8BL T3,

MCS %M L T RHEL 8.x/9.x & & Uf Rocky Linux 8.x/9.x VDA % {Ef§ 578D SSSD DR — ~

MCS %f#H L T RHEL 8.x/9.x & & T Rocky Linux 8.x/9.x VDA % {ER§ % £ FiZ. System Security Services
Daemon (SSSD) #%fER L T Active Directory R XA VIZBMTEZ L S5ICHRD F LT,
A
SSSD&Z MCS D7 > 7L —MRETYS VY LTERL T, RXA VICEGINIZRAERTHO RHEL 8.x/9.x
F7-1% Rocky Linux 8.x/9.x VDA ZER ¥ 3 IlId. RO EZRRBL T IET L

o VDA [FHEA YA =)L TIFHRFHTTI VA M=ILLET, BE > X b—)LIZ RHEL8.X/9.x & &
U Rocky Linux 8.x/9.x © Adcli #f#EfA L £9, SSSD & Adcli n#EAH&HEIE MCS TIFHR—
NTLEEA.

« Samba t—/N— (%, AD RR3EICSSSD # RT3 LS ICHEMINTULWE T, %L <& https:
//access.redhat.com/solutions/3802321» Red Hat ®z2E=E x2S L T T L\,

L <IF. TMCS z M L7z Linux VDA OfERl ZBBLTLIESL,

FLOLINUX R ) —Z 20 %—45y b TNA XADHR—+

Linux =220 %2 RDT4 AU Ea—>avIiciiRLELR:

« RHEL 8.7
« Rocky Linux 8.7
« SUSE15.4

# L <&, Citrix Provisioning k¥ a2 X > b ® TCitrix Provisioning %z L 7= Linux VDA O£ & & T
flLinux 2=7y b7 NAZDZA ) =227 ZBRLTIETW,
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LEID 1) 1) — R DFfitkee

1912 LTSR~2303 CR &#H U —R (CR) &£DEDU U —XDFEEEICDWVWTIE, T ERE] 28R L TL
2E L,

RS NT-fE

November 27, 2023

RORIREIE. Linux Virtual Delivery Agent 2303 LI TRERS M TULWE T

o COBIEICED. Linux VDA IZBRE:R 7P a—ILEYR—FLET, 1 D2OFTUNU—=FIL—FIZH LT,
1DBEDRT D a—IILEETEBDLSICHBD E LT, #HLKIE TTUNU =TI —TDII VI 548
HOBEHRTY2—ILOERI 28R LTIV, [LNXVDA-14328]

e LINUXVDADSD I T U OMEINMEWVWI&. LDAP H—N—ICBEOAFHIH B HEENDHD X7,
[LNXVDA-14378]

« Mac @i+ Citrix Workspace 7 7 =B L T Linux VDA T7 7V R CEMNTERVIBEHRH D £ 7,
[CVADHELP-22268]

« IVVTHIYERDNRRATD—ROEHEZBEFHKTZ7HICT> ~JUPDATE_MACHINE_PW="Y"#%/
etc/xdl/mcs/mcs.confiZBMT 3. EHHOTI VDI —XvE—INARRIhTOT T o0
kM T BBENHD £F, [CVADHELP-22596]

o H264 BBk EHL YUVA44 Y J b0z 7 Iy aA—FT 1 Y D& EDEIE. Windows &7 Citrix
Workspace 77U TOHHR—bINTVET, TRY by Ty 3 >ERVWTHO Citrix Workspace
TTUTIOHEAEDEZFERTZ L. REOBENRTINE T, KEOEEDHEBE % [EE T 5ICIE. Linux
VDATHROOR Y RZRITLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

VideoLossless" -d "Ox0" --force
<!--NeedCopy-->

[LNXVDA-14805]

BER0 D R

September 25,2023

CD)Y—XTlE. ROBBEHLIERINTWET:
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+ HDX 3D Pro B"E#CHE > TWBIHFE. HRE-ZF—LOtE v a VIZELRREIN, TSIV EZSZ—D
ATHEYICRTINE T, COMBEZRRT ZI1CI1E. VDATE—IFIIL 2R HEBEICRLTROOAYV R Z
ETLFT:

- TaTVIIEZZ—DIFEIF. UTZERITLEY:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP""
/etc/X11l/ctx-nvidia-2.conf
<!--NeedCopy-->

- FUTILEZZ—DFEIR. UTFZERITLET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP"" /etc/X11l/ctx-nvidia-3.conf
<!--NeedCopy-->

- 480E=F—DHEIF. UTZRITLET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP, DFP"" /etc/X1l/ctx-nvidia-4.conf
<!--NeedCopy—-->

[LNXVDA-15259]

s Ty 3 VEET S —I3. PostgreSQL THRESNIRABEGHD ARt Y 3 Y EMUIET 3 ICIEF+0E5
BICHRELEY, COMERZRET 3IC1d. postgresgl.conf 7 71 )LD max_connections (2 E% LEHE
L TRAEGRHEBPLET,

o« H264 BBk EMHL YUVA44 Y J b0z 7T aA—FT 1 Y D& EDEIE. Windows @7 Citrix
Workspace 77U TOHHR—bINTVWET, TRY by Ty 3 >ERVTHO Citrix Workspace
TTUTIOHEAEDEEZFERTZ L. REOBENRTINE Y, KEOEEDHEE % [EEE T 5I21E. Linux
VDATHROOR Y RZRITLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

VideoLossless" -d "Ox0" --force
<!--NeedCopy-->

[LNXVDA-14805]

« RHEL 8.x #7zi& Rocky Linux 8.x i1 > X k=L Linux VDA Q'S 7 FU v avzREL L5
THLERBMLET. ZOREIL. VDA A System Security Services Daemon (SSSD) %#ERL TR X
vicELZE T TED. [etc/sssd/sssd.conf T 7 1)L default_shell #'/bin/csh ICRETN TV 3IEE
ICRELET, [LNXVDA-14826]

« [var/log/xdl/jproxy.log T ® LDAP fISpHEEL T, VDABEBRHNKKT ZBANHD £

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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COMBZRRT BICIE. UTOFIRICVET,

- LDAP#A L7 O MEZZELE T, Fc R, AOIOX Y REFEHLTLDAP 21 L7 ME%Z 60 S
ICEELEY,
ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"

-t "REG_DWORD" -v "LDAPTimeout" -d "OxOOOEA60" --force
<!--NeedCopy—->

- BER—ZXERELT. LDAP 7T U EZ&RL L £7, ctxsetup.sh @ CTX_XDL_SEARCH_BASE Z&
BEEALT FLEEPROIYVFZFERAL TRER—XERETITET!
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

+ Microsoft ix. 2022 £ 11 AiZ Windows 10 BORHEEH 704 5 L KB5019966 & &£ U KB5019964 %=
DU—ZL&E LT COBMTOTILIZED. RXAUAOSMEBRICEEIRELF T, COMEZE
#9213, Knowledge Center igECTX474888% 8L T 7ZE L,

+ BBES{knTEE RC4_HMAC_MD5 % Kerberos I25Fa] L TW 3154, Linux VDA % Controller IZE T
T RDIZT—AyE—IUHRRINBZEHHDEFT:

Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

COMEICHIEY BICiE. Active Directory R X1 > (BF#ICIZ OU) T RC4_HMAC_MDS =BT 3
M. Linux VDA THULESHOBEEZHFAT LTIV, 0%, klist -li 0x3e4 purge I< > K= ER
L T. Controller & & v Citrix Cloud Connector L@+ v v > a & ni: Kerberos ¥y k&I U7 L.
Linux VDA =BEs L £9,

Active Directory kX > T RC4_HMAC_MDS5 % O0—/NJLICEMICT 3ICI1F. ROFIEZRITLET:

1. JIL—TRUS—EBIAVY—IZHZTET,

2. WRDORXA>ZEDIFT. BEEDODRXMYRIS—] Z#RLET,

3. IBEDRXAYRUS—] ZHI Uy I L. [BE] ZBRLET. JIL—TRUVS—EEBIFT 42—
MEET,

4, [aAvEa—a2—otEm] > KR >—] > [Windows 0%RE] > [txa2 U7 DRE] > [O—HILR
D=1 > [EFalFqaF7Fay] Z#ERLET,

5. [y b7 —otFa2) T Kerberos THAI T 3BSHOBEEEMT 2] 24 TILIVvILE
E

6. [DES_CBC_CRC]. [DES_CBC_MD5]. [RC4_HMAC_MD5] OF v IRy I REATICL
T. [AES128_HMAC_SHA1l]. [AES256_HMAC_SHAl]. [BRkERT 2BESHOELE] x4 IC
LEd,
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Linux VDA THBWEESHORBEZHFAI§3I1ICIE. ROFIEZETLET:
pE
ESOBENFUV .. BREIIIKEICKH L THREBICAED £7,
1. Linux VDA T/etc/krb5.conf 7 71 L =BT £ 7,
2. [libdefaults] to > 3 vicknBEEBMLET:
allow_weak_crypto= TRUE

o Linux VDA Tix. BES1 T SecurelCA Iz R— TN TWLWEH A, Linux VDA T SecurelCA ZBICT
3. tyavoEsickBLEY,

s GNOME TRV by FEy> 3> Tid F—R—RFLAT7V M ERELLS TR ERMTZHBEDNHD F
¥, [CVADHELP-15639]

s J7AMINDETAO—FA FHLEBVWI Y FUDRRREINET, COVr U7 7IloFdoO—F
HREICHEBERIFT 3R, LIFSKLTHASEBMICER £9. [LNXVDA-5646]

o PulseAudio DF 7 AL FRBREICE DT HOY RS —N=TOF S LN 20 BIET I T+ TREICHR o 1=
#%. 8T L%, PulseAudio W& T 922, A—FT 1 A IIWEEL A< AD FJ, TORBERLEET ST,
/etc/pulse/daemon.conf 7 7 1 JL T exit-idle-time=-1 #3%E L £, [LNXVDA-5464]

« SSLEEShAEMTE Y > 3 VEREROFFHEMICH > TWVWEIHBE. Linux @iF Citrix Workspace 7 71)
Ty avERIBTI £ A, [RFLNX-1557]

« Ubuntu @457 w%: HDX 3D Pro ©. Desktop Viewer %1 XEEL/=t&. 7745 —>3a >0
FICREVWEDARTZINED. FNICESPECRRINZGEDHHD £7,

o LinuxVDAEIRIV A1 LU b TER TN S V&2 —iF. By arhsnd 7o MM BIRTh3 2 eh'd
DERT,

s TALIRUILT7ANPHTTA LI MIUDSHEENTVB LS. CDM 777D RELET, 75
AT MIOT7AILPT« LY FUDERBICZVEE. COMBRELZ R HD FT,

e ZOVU—XTI. BELUIMOEZTIZFUTF-8 T O—FOANTFR—EETNET,

s Ly 3>nO—3 YK Android @i Citrix Workspace 77 7 1J T CapsLock »*&@ % & I3 &3t D 1k
RBICRZBENH D £9, Android @7 Citrix Workspace 7 7 UANDBREDEHEO—I VI T35 L.
CapsLock REEMN KON BZIBADBHD £F, EEFRL LT, RF—HR— RO Shift ¥ —%2FEAL TAXFL
INXFEYDERET,

« Mac @+ Citrix Workspace 7 7 #fEB L T Linux VDA IZEH L TW3 B4, At x—%2EHT5>
SI—brAYFF—DHEELBVWIEHHD £9, Mac @it Citrix Workspace 77U Tld. ERLE5D
option/alt £+—%##L TH. T 7 1)L +TIE ARGr EEI £ 9, Citrix Workspace 77U DRETC
OEMEZBETZLIFTITHETH BRIET IV 7r—2avVIics>TERD XY,

o LINuUXVDA % RXA VICBEBMT 3. BERTEEEA. BEBMIZIICLD. Kerberos F—n#lL
WwWey rREFRINhET, LH L. TO—Hh—Ii3. Kerberos *—UFioty MCESW, Fv v all

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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FEYTBHBRUINO VDAY —ERF 7y bEERT3RRENH D £T, VDAL TO—A—ICEGL LS
TRLEI, TO-H—IFVDAICRTEFaVTr AVTFAMERITERVWI L HOFT, BERS
N3HRRIE. VDAERDEKKTT,

C ORI VDAY —ERF 7y hHRENICHRTINE B> TEMINZ CBBMICHERLE I, L.
Y—EXFT v FOBRIZRVOT. ENETICKEBOIDDBZ DB X7,

COMEZEETZICIE. TO—HA—DOF 7y bxvviazBELEY, JO—H—%2BEETIH. EF
FrLTavwyrZOy 5 7JO0—HA—TROOAY > RERTLEY,

klist -1i 0x3e4 purge
<!--NeedCopy-->

Zoav > ik b, Citrix Broker Service #32179 % Network Service 71 > /XILA LSAF v v >a
ICRFTAY—EXRF7y METARTHIBGINE T, ChIZED. FHD VDA DH—EXF 7w FHYEIBRS
NEd, Fleo TOMOY—EZXDOH—EXFT Y bHHIBRSNZA8EMDHD F9, /2L, CONBIZE
FEZRIFLERA. TNSDOT—EXFT7 v bME. BESEICHSTEFICKDC S BEETI XY,

s FA—TAADTSITTURTILADNGR-—bENELA ICAL Y>3V TH—T+ FTOREZHAT BHIIC.
F—TAFFXYTFOTNARZISAT U IID VG TEIET, A— T« ABRET7 TV 7r—>a>0H
BRICE Y T F v TNARZHGE LGSR, 7TV 5= a3 i RE LA B>THERHITI2HENELS
AREMD B D T, BERICF v IF v TNA XD WMOIENDZ &, RROBEDRET FRREEDHD ET,

+ Windows At Citrix Workspace 77U TH—F « ABBHRICF—T 1 TOEANEL DI EHBHD £T,

H—RN—=FT 1 ERICDVTOIBEH

September 25,2023
Linux Virtual Delivery Agent /N\—> 3> 2305 (PDF #o>0O—R)

LInuxVDADZ DU U= IZid. FFaXY FATERSNEREO T TSI EYADNBMICB o TcF— RNN—FT«
DY I RIITHEEFNTWVWBAREELNHD T,

BELE

September 25,2023

COREBOEME. BEFNEEECISRIALOREETES L5110, BEMICELEINE 75y b7 +—L4. Citrix
BE. BEEICDWTHIB 2 THASETB-DDHDTTY, Citrix TIIHEEROERARRE T4 —RNvIEF T Y
LT BTy b7 x—L4A, Citrix &R, BEEEXBETZHESHEZHBLTVET, SHS5ETIABIELUED
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JU—XTEDLZIEHHD. BETHBREDNIRTEENZIDIITEDHD T A
BERZATHAIINTR=—FIDWTHLLLIR, TRRSAITA I R— RIS —) OREZ2SRLTET
LYo

BELE C HIBR

BRUEEIZHREINE TS5y T+ — L, Citrix B&. BEZUTORISRLETD,

RULELBSTTATLIRT CICIFHBRINEFRA, COUU—XTIF Citrix A5 IHIFR—FLTUVETH 5%
DYV U—XTIFHBFEINBFETY,

HIBf S N7 1 7 LId Linux VDA THIBRS e HR—bOhia<ab LT,

|| BELEMARKRINZU - Bl 7= —2X
Rocky Linux 9.1, Rocky Linux 2305 2308
8.7 DR~

RHEL9.1. RHEL 8.7 oH#R—k 2305 2308
RHEL 8.4 oHR— K 2303 2308
Ubuntu 18.04 o 7R— k 2212 2305
SUSE 153 oHR—k 2210 2301
Debian 10.9 o#K— k 2206 2210
SUSE 15.2 o#HR—k 2206 2209
RHEL 8.2 o HR— b~ 2206 2209
RHEL 8.1. RHEL 8.3 o#7KR—hk 2203 2206
RHEL 7.8, CentOS 7.8 oHR—k 2203 2204
CentOS 8.x D R— 1 2110 2201
SUSE 12.5 o4 R—k 2109 2204
Ubuntu 16.04 oH7R— k 2109 2203
RHEL7.7. CentOS 7.7 oHR—k 2006 2009
SUSE 12.3 oHR—k 2006 2006
RHEL 6.10. Cent0S 6.10 o#7R 2003 2003
-k

RHEL 6.9. Cent0OS 6.9 ®#KR—FK~ 1909 1909
RHEL 7.5, CentOS 7.5 ®#7R—+ 1903 1903
RHEL 7.4, CentOS 7.4 p#R—K~ 1811 1811
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== BIEANRRINEYU—2 Ms I ) — 2
RHEL 6.8. Cent0OS6.8 o#R— bk 1811 1811

RHEL 7.3. CentOS 7.3 oH%4R—+ 7.18 7.18

RHEL 6.6. CentOS6.6 o4 R—+ 7.16 7.16

SUSE 11.4 7.16 7.16

AT LEH

September 25,2023

Linux VDA o &# 1) ') —Xi&. Citrix Virtual Apps and Desktops ICx IS L TWE T, F/zw S 712D
BODICERZELTLAWL, BETO/N— 3 >0 Citrix Virtual Apps and Desktops £ %A ERMEELH D £7,
Citrix 2RS4 791V BLUERON—I 3> T8 DB R— bHMEIESNBERICOVWTEL <& Citrix
HEIY MUy I 2ZBRLTILESL,

Linux VDA o#&FIEld. Windows VDA ¥ %/bR7%0 £, Delivery Controller 7 7 — 4% Windows 7z %
Fy 72 LINUX TR by 7Z2BHEDBHINATIES,

ZOREYITHEAINTLWAWS ZTLAEHIDYR—2> ~ (Citrix Workspace 7 71U % Y) I22W\WTid. &3
VR—ZVEDORFaAXY I EBBLTLIEIW,

REH—EZRUU—2Z (LTSR) BEBETORH) U—X (CR) OFERICOVT. BLVZDOMD L HZEMICDOVT
I&. Knowledge Center 2= 8B LTI LT,

HR—FINTLB LiINUX T4 XA LUEa2—>3 >, Xorg N\—> 3>, TRY by TRIE

CON=23>0 Linux VDA DS R— 93 Linux 7+ X bUEa2a—>3>, Xorg N\—2ay, TRY My TR
BICOVWTIE. RORESHELTLET WV, 2L <Id. TXorgModuleABIVersionsy #&BL T,

Linux 7+ R kUEa2—>3> Xorg N\—> 3> HR—+EINBTRIbY T

Amazon Linux 2 1.20 GNOME. GNOME 75> v,
MATE

Debian 11.3 1.20 GNOME. GNOME 75> w o,
KDE. MATE

RHEL 9.1/9.0 1.20 GNOME
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Linux 7+ R kUEa2—>3> Xorg N\— 3> YR—bSINBTRI YT

RHEL 8.7/8.6/8.4 1.20 GNOME. GNOME 75> w4,
MATE

RHEL 7.9, Cent0S 7.9 1.20 GNOME. GNOME 75> w &,
KDE. MATE

Rocky Linux9.1/9.0 1.20 GNOME

Rocky Linux 8.7/8.6 1.20 GNOME. GNOME 75> w &,
KDE. MATE

SUSE 15.4 1.20 GNOME. GNOME 75> w ¥,
MATE

Ubuntu 22.04 1.21 GNOME. GNOME 75> v ¥,
KDE. MATE

Ubuntu 20.04 1.20 GNOME. GNOME 735> w4,
KDE. MATE

A

o CHIED OSARYA—DHR— EHERINICAE S & BEDEBIEICSWT Citrix OEENFIRINS
BEDNBDET, RSN, FRIBHBRINLTSY T 3x—LICDVWTIE, TELEl 28RBLTLE

Ly

« CentOS 7O =¥ kid CentOS Stream ICERZHLTWE Y, RHEL8 DU EIL R THS CentOS
Linux 8 i&. 2021 FRICART L £9, CentOS Stream 15 Z D4R T LIFEH 4#%: L. Red Hat Enterprise
Linux o7y 72U —L4L (BF) 750Fe LT#EEL£9, 2L < I https://www.redhat.com
/en/blog/centos-stream-building-innovative-future-enterprise-linuxz 28 L T £ &L,

¢ 1 DFRRBBHOTAI by TEAVIM—IILTZHENHD 9, ctxinstall.sh F7-1% ctxsetup.sh
2217 b EFEALT. £y a Y THEMBT S GNOME. GNOME 252 v 4, &7:4d MATE ¥4 +
v NIRIBZIBETEE T,

+ Red Hat Enterprise Linux ® ka2 X> b2k . GNOME (£ RHELY TR TE 2H—DFT RS
by TRIETY,

« Ubuntu TIZFHWE kernel#7ldHWE XorgZzfERALAWVWTI I,

o A—H—ZOERIE. BEDT 1 XL AIXZ—Jr—DsystemdiESHRANIICER L TLWBHREND
DFd, systemdDa1—H—ZDEXIZDOVWTEEL < IF. User/Group Name Syntaxx £ L T<
T2E 0,

BR-—PINBRIANTSY b7 4 — LB S RBUIRE

o RV AXZIY—N—
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+ Amazon Web Services (AWS)

« Citrix Hypervisor

+ Google Cloud Platform (GCP)

¢« A—FIR=DREBT> > (KVM)
+ Microsoft Azure

+ Microsoft Hyper-V

« VMware vSphere Hypervisor

« Nutanix AHV

i
TARTDFET. Y R—brTNBZ3 7Oy 7—FFT I F vIE x86-64 TT,

2203 1) 1) — 2 LARE. Microsoft Azure. AWS, & &1 GCP T Linux VDA #7R X k9% C tid. Citrix DaaS
(IB#r Citrix Virtual Apps and Desktops #—EX) THR—bINTWE Lo THEDNTVWIITD
RARZ MES% Citrix Virtual Apps and Desktops BRIIRIEICEM S 3/ & 1&. Citrix Universal #7224
JFoarsAEYRERIENTTI Y REFNSA 2 IDAYBETY, Universal H 720U Fva>s1t
VABLUNA TV RIEMS 1> ZI2DWTEE L <1, TCitrix Universal 724 1) 7> 3 > To#iTr
FL—R7wv 7 (TTU) 1 Z5RBLTLLIET W,

Active Directory #& /X v —>

Linux VDA Tid. BUT® Active Directory \&/N\v 7r—C B LUVREDBYR— I TUWET:

Winbind SSSD Centrify PBIS Quest
Amazon Linux &\ (=W [qA (=W AIAYd
2
Debian 11.3 (=40 [F4n =40 (=40 LWL
RHEL9.1/9.0. (v W (AIAY-3 (AIAY- 1AV
Rocky Linux
9.1/9.0/8.7/8.6
RHEL lFW lFw [FL IFLy (A1AY-4
8.7/8.6/8.4
RHEL 7.9, F{A [F{% [F40 [F{A &L (Quest
Cent0S 7.9 v4.1 LARE)
SUSE 15.4 Ly &Ly &Ly &Ly (AINY-4
Ubuntu (=30 [F3n 30 (=30 iFLy (Quest
22.04/20.04 v4.1 LIF%)
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HDX 3D Pro

Citrix Virtual Apps and Desktops ® HDX 3D Pro 2R3 5. 57 1 v UMIBEE (GPU) I2&3/N\—KY
IT7T7ESL—2ar TREOMEZRIETZTRI MY ST T r—2a > zRETEET,

INAIN=NAHF—

Linux VDA @#5&. HDX 3D Pro I&RDNA N—NAH— BifELRH D £

« Citrix Hypervisor

» VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

+ Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

i
NTIXN—=NAF—F. BFED LinuX T4 AU Ea—>a> e BELRHD £,

Amazon Linux 2 T HDX 3D Pro #fERAd 3iCld. NVIDIA RSAN—470% 1 >R =L T2 %2 &)
HLET,

GPU

Linux 7« kU Ea—>a>h4R— 9% NVIDIAGPU h— R z#R 9 3ICid. NVIDIARZTR—FT R
I ZBEL. NAN—NAHF—FRBRTXZILO0S, VI LI 7HEOERA. N—RUz7HR—bh &&
V72 0S HR— hDFIERBLTIEE L,

GPU A—FRHAHDEHFD VGPU RSAN—%F2A4 VX b—=ILLTWBR 2R L T TV, ]BE. Linux VDA I
VGPU 15 £ TH#HR—FLTWVE T, 2L <I& TNVIDIA Virtual GPU Software Supported GPUsy #&8 L
TLREL,

1V R —ILDOBE

September 25, 2023
DI a>TlE. ROFIEICOWTEHMBLEFT:
o BBEAYIAM—ILIZED RXAUEIMEH VDA OIER

« MCS ZfER L7z K X >3E&10 Linux VDA OERL
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MCS %#{EH L 7= Linux VDA DO 1ER
Citrix Provisioning % f&f L 7z Linux VDA 0O{EEL
Citrix Daa$S Standard for Azure T Linux VDA % {ER%

Linux VDA oF&r > X k=)L

Amazon Linux 2. CentOS. RHEL. & & Tf Rocky Linux A® Linux VDA OF &> X k—JL

SUSE A® Linux VDA OF &1 > X k=)L

Ubuntu A® Linux VDA OF &> X k—JL

Debian A® Linux VDA OF&jr > X k—JL

BB VX —ILICK D R XA VEMEH VDA OIER

May 30,
BE:

FE1:

2024

A VA —IILOBE. BEA YA =L DOWTIRIDREESRBTZI 2 B8O LFT, ZD:T
ETIE BB b=)LEZFEBLTLINUXVDAZ 1 Y X b—=ILEXUER T 3 75EICDVWTHIAL £
To BEA YR M—)LIZEBEHHEEHNTIRI TR FHOA VA —ILEDDBIS—%FS5T
ENTEET, BEANYT—TZAVAM=ILLT. BR7 7ML ZBINICHAREIIARATEL
T. Linux VDA 0ETRIEZEY b7y I TITET,

VX b—JLid. Quest ZFRALIERF X YEMETR—FLTULEEA,

R X >EMD VDA #1ER T 3 1C1&. Machine Creation Services (MCS) =R 3HENDHD
F9, FLLIE TRXAVIESMD Linux VDA D1ERL) #&BLTLET L,

R XA >SN0 VDA THARTREBEAEEICDWTHEHL < IE. TRXAVIESMD VDA 28R LT

T

BT 717 IILERS KU Linux Y2 > DEE

VR b—ILICBEBRLUT OBRERZIEL XY,

e RALFZ-LINUXVDARTI VX F=ILTNBZIT VDRI LB,
o FXAYR—LGF—N—DIPT7KLZ,

e NTPH—N—=D IP 7 R L X FIFXFHBE,

e RXA1>F - FX1>®D NetBIOS &,

« $EIHE - Kerberos $EiHE,
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o KX DE2BH N X% (FQDN),

AD #:&753% - Active Directory #i& A%, IR7E. BE 1> X b—)LiZ Winbind. SSSD. Centrify. &
PBISZHHR—KLTWET,

o A—H—F-IIUERXAVIZBMIEZ - —DREH,

e NRT—R-YIVZRXAVIIBMEIEEZI—HF—D/NRT—K,

OU -4BsEfl, #7>a>TY,

5E:

o LinuxVDAZ A > X =)L 3ICIE. LiInuX ISV TURS MUHAELCBIMINTWS Z 2R L
F9,

e Tyl g ERETSICIE. XWindow S XFLELUVTRI My TERIERI VI F—ILTNTWVWSC
CEERLET,

e tF¥aUFT1 LOEHET, BEAVIM—LTIRRXAVSMNIT—RIREFESINEEA, BEIVR
F—ILZXZ 1) 7k (ctxinstall.sh) Z3FEE— R TRITT BT RXAUBMNZAT—REFEHTA
HT2Z3REBERHD FT, 1L > rE—RTIE [Citrix/VDA/sbin/ctxinstall.conf T Kk X > &0
NRDT—RZHFET D ERIENIAT—REIIZAR—FTB3HELHD T, RATAUBIMCITERE
THOYrEFERALAVWCEZEBMOHLET, KbDIZ. BEETH T MU Active Directory 2
—HF—ICR XA VBMEREZEL TLEIV, CDDICIF. FIHOEET s F—RZFEBLT. KX
AV bO—-5—DfIHZEEL £,

FIE2: NAN=NAHF—DEAE

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA #R1T93EE. W DOHDEENNRETT,
BI3NTAN—NAHF—DTSY R TA—LICEDET. ROEFEEITVET, RFPXLZILN—RIT7TLinux <
SUERTITZHE. EEIINEHD £H A

Citrix Hypervisor TORZIEHDIEE

Citrix Hypervisor OB ZIE A EN BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIEMNREL £9, k. NTP & Citrix Hypervisor O@AH > A7 LORKEZEELELS T
BZCEHFREATY, Y XTLOKHBEMOY —N\—ORBE OFEBIRONZDZEFH<ICIE. & Linux S X DR
TLOEMNNTP LRI 2 HELHD 9. CDIHE. TR MOKZIARZEMNICTZHEDNHD ET, HUM E
—RTiE. EEIIREDHD FHA,

Citrix VM Tools h-f > X b — )L T e B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HAMBEDZEE T 2D ESH e, LINUXRET S YR TEMCHR > TVWEIHESH EHERTEET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COARVFIF0FIF1ZRLET:

o 0- BFZIEHRBED B RICHE > TWVWBTcsh, EMICTIHERHD ET,
o 1- BRIFEHAHEDNENICBR>TUET. CHULOBRERBESDD FHA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BWEE. UTOFIBIFSNESHD £H A
BZIB A EENN B NIC R > TWBIBEIE. T71ILIC Tl CEZIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEERKENL. BEBEDHERIETZICIE. [etc/sysctl.conf 7 7 1 ILEREL T, ROTZEMLET:
xen.independent_wallclock = 1
NSDEEERRBT 57O ROLSICL T RATLZEREELEFT:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVEIFLIZERLEFT,

Microsoft Hyper-V TOEZIEEIDIEE

Hyper-V Linux i % —E XH 1 > X k=)L 3 niz Linux [RE8HR X b TiE. Hyper-V 0BEZIE#AMEE % #8A L TR
AMARL—=FT4 VI RTLOEEZFATEER Y, P RXATLORNBZ ERBKRETHIT T SICIF. NTPH—EX
LEDHICTDMEEZEMICTIVELNHD X7,

BEARL—FTA VIO RATLT. ROBIEZITVET,
1. HyperVI®x—2v—%Z2BE £,

2. Linux REBT S VORET. [HEF—EX] Z2BRLET,
3. [RAZORHE] MBIRThTWB ez LEY,

A
C D AEIF VMware & & U Citrix Hypervisor 0B& CIZ8%4 0 £9, VMware & & U Citrix Hypervisor

Tld. NTP OB EZE T2 7cDICHR S DOEZIFEAZ EMICL £9. Hyper-V OBZIFEHIE. NTP & #7F
L. NTP 0oRZF#ZMT T N TEET,

ESX & & U ESXi TORKIRIDIEE

VMware O ZIFHEENBEHHIHE. ThehOE/RENK Linux (RI8< > > T NTP &N\ /N— /N1 —THE
PEELET, Chid. NTP ENAN—NAHF—DEAHS T LOKEEZRBLESETEZIEMHREATY, ¥R
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TLOEB MO —N\—DRE L ORI KHNZDEH<CICIE. & LINUX TR DY X T LOEBA NTP £

Hy3BENHDET, COHE. R NORLUFEBREENCTIHENHD £,

VMware Tools - > X b—)L L7RETHEREWK Linux 1—RILERITL TV RIBEIE. ROBEEITVLWET,

. vSphere Client #BiZ= £ 7,

1
2. Linux RIS > OREERELET,

3. MRBYY>o7aONT«] AATATRYIRT, [FFav] 24T#00voLET,
4. [VMware Tools] %#®RL £7,

5. [##] Ry I RXT. [RR T IMERIZER] Fxv IRy IREFTICLETD,

FIE3: .NETS5>2 1L 6.0 D1V =)L

Linux VDA @1 > 2 b—JLaiIZ. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-

managersOFIEICE>TNET 5> 21 L6021 X —ILLET,

NET 5>%1414L6.001>2+—)L#%. whichdotnet Y RERTLTSVEZALNREHELET,

XY REAICESVWT. NET SUEZALDONAFUNRIERELE T, L Z2iE. aA< > R /aa/bb/dotnet

D&, [aa/bb = NET N1+ U NI LTERALET,

FIE4: Linux VDA Nwvr—> o485 >yO0—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZTFIEALE T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops #@BL £7,

3. Components #ER L T Linux VDA #BDi+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions.

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303

~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDA®D > o%21)wo LT, LinuxVDADA I >O—RI77AILICTIEALET,
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v

~

v

~

Downloads txpand alt soctions.

Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

Linux Virtual Delivery Agent 2305 (SUSE)

Linux Virtual Delivery Agent 2305 (Ubuntu)

Linux Virtual Delivery Agent 2305 (Debian)

Linux Virtual Delivery Agent 2305 (Amazon)

Linux Virtual Delivery Agent (scripts)

Linux Virtual Delivery Agent (sources)

Linux Virtual Delivery Agent (VCSDK)

Linux Virtual Delivery Agent (GPG Key)

5. FAFOD Linux T XU Ea—>avicdis L Linux VDA Xy r—# 4o >O0—RLET,

6. LINUXVDA NNy —C OBEUERIET 5 7-DICFERTES GPGC A*¥—24U>vO0—-RFLET, fi:

~

v

~

v

Downloads txpand all sections

Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
Linux Virtual Delivery Agent 2305 (SUSE)

Linux Virtual Delivery Agent 2305 (Ubuntu)

Linux Virtual Delivery Agent 2305 (Debian)

Linux Virtual Delivery Agent 2305 (Amazon)

Linux Virtual Delivery Agent (scripts)

Linux Virtual Delivery Agent (sources)

Linux Virtual Delivery Agent (VCSDK)

Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 -~ orte0a

NEF—ZMHEHE LT LINUXVDA Ny r—J OEEMZIERET 51214

RPM Ny —C@ig&ld. ROATYY REXRTLTARF—% RPM 7—2RX—UZ1YR—k L. I\
=Y OBEMERBLET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

DEB Ny —C0B&EI. ROOAYY FE2ETLTAMAF—% DEB 7—4X—XIZ1 Y R—kL. NN
wT—UDBEMEHELE Y,

sudo apt-get install dpkg-sig

gpg --import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->
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FIES: LinuxVDA/Xwor—S01 > =)L

Linux VDA 0BiEZ Y c 7w 79 3ICId. ROOIIVREETLED,
Amazon Linux 2. CentOS. RHEL. Rocky Linux ¥« X kU Ea21—>3>DBE:
7
* RHEL & U CentOS 0154 LInuXVDAZIEEICA Y X =)L T 3HIIC.EPELURS MU EA VX -

—JLLEFLEPEL D1 > X b—LAEICDWTIE. https://docs.fedoraproject.org/en-US/epel/d
HEBZBERL T AL,

o Linux VDA %= RHEL 9.1/9.0 & & O Rocky Linux 9.1/9.0 i > X b—)L g 3 &iIC. libsepol /X /-
—DEN=2a> 34 UBRICERLE T,

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

i
GCP T/HRR T TWLW3 RHEL 8.x/9.x & & T Rocky Linux 8.x/9.x IZ Linux VDA %=1 > X b—JLT B L.

14—ty MEGHERDN., BT VOBEENEZIC LINuXVDAICT7 VR TEI B BB ehrHbET,
DEEZEET B ICIE. RETS VOREFICROIAT Y RERITLET !
nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian ¥+ X kUEa2—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get dinstall -f
<!--NeedCopy-->

¢« Debian 113 F 4 XA bV Ea—>a VICHREBEREKREEGE 1 X M—ILT 3IC1E. [etc/apt/-

sources.list 7 7 1 JLiC Tdeb http://deb.debian.org/debian/ bullseye
maing {TZEBMLEd,

« GCP £ Ubuntu 20.04 ®3B 4. RDNS #ERIC L £ 9. TN %175 IC1E. Jetc/krb5.conf @
[libdefaults] ic rdns = false 17#EML £ 7

SUSEF« X bUEa—>a>Diga:
1. AWS. Azure. &V GCP @ SUSE 15.4 Mig& 3. UTZBEZRELTLIETL:

o libstdct++6 N\—> 3> 12 LIBEEFERAL TV 3,
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+ [etc/sysconfig/windowmanager & Default_WM /{5 X—%—4' gnome IZREINTWV 3,

2. ROOAY Y R%EER{ITLT. LinuxVDAZr >R b—=JLL & T :

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS N—D1>X =)L

HDX 3D Pro Zz&#IC g3 ICid. NAN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA =L D
BELBD EY,

REED /N /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS1/N—=) 24> X b—)LLTHERT
BIClE. ROHAA FZERL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHER T B3ICIF. RO—EHNAEFIEZERTLEY:

1. 7ZARVM B vy DY INTWVWBR e ZBRBLE T,

2. NAN=NAH—=Da> bO—)L/XRILT. GPU % VM ICEID YT T,
3. RETIUEREHLET,

4, FRAEVM RSAN—2ZVMIZCA VA +—=ILLFT,

FIET: FATZT—EXN—XDIEE

Linux VDA Xwir—2% 14 > 2 b—JL LTzt&Id. SQLite & PostgreSQL #t1D X3 e TEEY, Do
i, ROFIEZRTLET:

i

s VDI E=rFDAHTSQLite ZEAL. RRMINZHET RV by FEEETILICIE PostgreSQL Z 6
By czb®8oHlLixd,

o BB YR =)L MCS mf=®IZ. SQLite & PostgreSQL I&. TNENEFETI VA L—ILTEC
ERLIBETZ N TETET, [ete/xdl/db.conf THICIEELAWED. Linux VDA IZT 7 4Lk
T PostgreSQL = fEAL £,

+ [etc/xdl/db.conf Z{ERH L T PostgreSQL 0R— FBESZHER T2 HTEFET,

1. [etc/xdl/db.conf ZiREL T, FEHTZT—ER—XEIEELE T,
2. sudo [opt/Citrix/VDA/sbin/ctxinstall.sh % 7:i&/opt/Citrix/VDA/bin/easyinstall 2217 L 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://docs.citrix.com/ja-jp/citrix-hypervisor/graphics/vm-graphics-config.html#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v5_5:ahv-nvidia-grid-vgpu-host-drivers-install-t.html

Linux Virtual Delivery Agent 2305

FJg 8: Runtime Environment #t v 7 v 7L TA VYA —ILERTTS

Linux VDA Xy r = o+ > X b —JL#. ctxinstall.sh X2 7 b &7id GUI #ER L TRITIRIBZEAL
ER

PN
SUAALRIEZLY b7y T3 3E0IC. en_USUTF-8 O — /LMW OSIZA YA =)L TWE L%
BRBLEJ, OSicCoOs—ILhniEslE. sudo locale-gen en_US.UTF-8 O< > R % RTL £ T,

Debian @553, #en_US.UTF-8 UTF-8 1T aX > %k L C[etc/locale.gen 7 7 1 L& 4mEL T
M5, sudo locale-gen OY Y RERITL T,

ctxinstall.sh

ctxinstall.sh i&. Linux VDA @S5> &+ LIBIEZ#ER T 3BHEA VA N—ILATI ) TR TI, #LLIE AT
<> K ctxinstall.sh-h #ERA L TIHRBL TV,

B > X k=L TIE. [opt/Citrix/VDA/sbin/ctxinstall.conf = GUI & £ U ctxinstall.sh iIcRBLITARTD
BETHOMEERE. RE. $LUBEHTZOOBR T 7L LTHERLET, BR771IILEVOHTERT S
T ROWTNHDFEEFERLET:

« Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl>> 7L — 7 71 /L%EJ— L T. Jopt/Citrix/VDA/s-
bin/ctxinstall.conf ¥ L TR%E$ 3,

« ctxinstall.sh #2179 %.ctxinstall.sh #2179 3 1= IC N\ S 1E % /opt/Citrix/VDA/sbin/ctxinstall.conf
ICRESNE T,

b
o BMFEDERAICHKEV. JL— k- —DHH/opt/Citrix/VDA/sbin/ctxinstall.conf D AEL D A
TEBLIICLET, ChUdE. RXAUBIMNRT—RAE T 7AILICREINTVWESAEEDH B 7D T
ER
« LINuXVDAZ 7> 1> RZk—ILE 3. [opt/Citrix/VDA 2537 71 LHHEIBESINET, VDA%ET
V1> 2 =L 3HIC. [opt/Citrix/VDA/sbin/ctxinstall.conf O /\w o7 v 7% R T B %
PEBHLET,

ctxinstall.sh IZIEEBE— R F /@Y ALY P E—RTRIATITE T, ATV T M ERITT IS ROBIREHZR
ELEFT:

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —/\—D7K X +&,

o CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS @ IP 7 R L Z,

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #—/\—® IP 7 B L X £ lEXFFIBEo

+ CTX_EASYINSTALL_DOMAIN=domain-name - K X >® NetBIOS &,
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+ CTX_EASYINSTALL_REALM=realm-name - Kerberos %i%&.
+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

« CTX_EASYINSTALL_USERNAME=domain-user-name- v > % R XA VICBMTETVWBR1I—H—
(OE-T

CTX_EASYINSTALL_PASSWORD=password - Y>> % R XA VIZBMIETVWRI—H—D/NXT—
Fo
*:
RXAVBMICIZERET7 DOV b Z2FERLBEVWCEZEBOLET, KDDIC. BEETHTU Y MU
4ha> Active Directory A—H#—IC R X1 VBIMERZZEL T IV, CODITIFE. FIHOERED
AH—REFERALT. RX>OY rO-F—0FIEEEEL 7,

RDADDERIIA TS 3> TT, ThASHRESNTLAVESETH, B LY E—RTctxinstall.sh (&t
B9, WEE—RTA—Y—ANTERDZ AV T FBRRINFEFLFA, CNOSIKMEXETIRKR—ITBIET, F
7z1%/Citrix/VDA/sbin/ctxinstall.conf ZE&E T3 TOHRETET XTI,

« CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name -NetBIOS K X1 > &, BEIZ
Ry bk () TXYIS5N=DNS KX YEORHIOIVHR—2> FTT, TN DFEIX. BlD NetBIOS
RXAVBEARAEIIAALET, COEKIIA TS 3 >TY,

+ CTX_EASYINSTALL_OU=ou-value -OU 0 f&iF. AD OAZEICL>TEBRD X9, OUEDHIZDOLNT
3. CORED TERFHE] €723 oREZBRL TSIV, COERIIA TS 30T,

+ CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path -f&# 1> X b—)LiF. 1> %
—%w kh5 Centrify \wr—2% 4DV O—-RTB3HICKRIEET, 7=72L. Centrify BBEICT > X +
—ILTNTWBHBEIF. COERTERINZO—HILT LY ~UDS5 Centrify N\ —J%ESTE &
T COEIA TS a>TY,

o CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path -f§& 1> X b—)Lik. 122 —Fvy kD
S5PBISNy =2 %40 O0—-RT3EOICKILEET, 7275L. PBISHBEEICA VA M=ILEINTWVWSI5
BlE. COBHTEREINO—ALTa LI MUDS PBIS Ny r—J%#B8TEET, COTHIIA TS
3>T79,

ctxinstall.sh 221753 . BlOXY 1) 7+ ctxsetup.sh BFEVHINE T, ctxsetup.sh lFRDELHZFERHL F
E

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%&fERL T,
Delivery Controller 8%38E€ T2 B TEF T,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZix. Delivery Controller D& &RIZERT 3
Delivery Controller 528 K X1 >%& (FQDN) OXR—IRXND D—EBHURETT, 1 DE/IFEHK
DB R X1 B F7-1E CNAME 28T 3HEHHD T,
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« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;K— ~#&H T Delivery Controller &
BELET,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > D2Eh&ICHIaL
F9,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tl&. v b T —IZEBHENS T
LOT7 74T I 4—ILOBBEHFATINTVBIHELH D £, LinuxVirtual Desktop BIZ. ¥ XFLD7
AT T A= INORELRR—E (TITAIETIER—F 80 BELUR—F 1494) zEBHTHRTIT XY,

+ CTX_XDL_AD_INTEGRATION=winbind | sssd | centrify | pbis - Linux VDA iZi&. Delivery Con-
troller 23t L TEREES % 7281 Kerberos MR ENHBETT, Kerberos #mild. S XFLICAT VA b—
L& L UEBRIEHD Active Directory #i& Y —ILh SIEEL £ 7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h % ¥, Thid. s8H7%RT
74w o7 TV avoRBUZREICTZ-HDO—ED GPU 7oL —>3>7o /0T,
HDX3D Pro ##RL7c3/m&. VDAR VDI TRI b7 (2 FIEyoay) E—RBICEEEINEY (D
&b, CTX_XDL_VDI_MODE=Y &%b £7),

+ CTX_XDL_VDI_MODE=Y|N-EA7F2Y by TEREETIL (VD) £HEFKRAMINBZHEBETRI by
TEREETIOLEE5L LTI Y Z2BRT 502 RELEY, HDX3D Pro IRIEDIFEIE. EZ Y ICREL
9,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP 4 —N\—%Z#&HE L £,
DNS OBZERZ=O— DL MMCEIFET B3I, DNSH 1 FEEIEELF T, FELRESIX. <none> |
BELEI,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA (3. DNS #8884 L T LDAP f —/\—% 1%
HL%d, DNSHLDAP H—E XL O— RERETETHWVIFSEIE. LDAP @ FQDN & U LDAP R—+ D
AR—ZARPOD—BHIEETEE T, fl: Nadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, Active Directory 7 L X b T& D EEA LDAP T #B#ICT 3IC
id. RXr>arbO0—-5—7T [JO-NIAE2aJ] 2B#MICL. E&EY % LDAP R— &S T 3268 =15
ELET, COTZHI. TT7 4/ TIE<none> ICHREINTLET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(f5l: DC=mycompany,DC=com) ICHREINIRER—X=EALTLDAP #BaL £9, BRED/INT =+
—YVRAZRETBHIC. REXR—XZI/BETITEY (fHl: OU=VDI,DC=mycompany,DC=com), F&
HIBEIE. <none> ICREL £,

o CTX_XDL_FAS_LIST= list-fas-servers’ - 7x5L—> 3 BT —ERX (FAS) +—/N—i&. AD &
W=TFRUS—ICELDBRINET, LINnuXVDAIZAD JIL—TFRUS—%HR—KrLTWEHA, Kb
Dic. 20OV TSN FASH—N—0D—8BZFRATETEY, >—T>XF ADJIL—-TFRUD
—CTRELIEDBDLRALTHIBELNHDEFT. WITNHDHT—N—T RLIDHIRINTULIHEEIE.
ZDEHE%Z <none> L WS XFHTED T, H—N—TRLADIBBIILTELFHEA. FASHF—N—&
BHICBIET BICIE. FASSH—N—THEETNTVWRR— I ESE—RITIR—FEFESZEML TS
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Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - iLLWVJO—h—1T—
TV bhH—ERX (ctxvda) ZHR—+TB3HDNETSUEZA1L60FEAVRAN=ILTB/INZ, TT#I
k@ /N X iE/usr/bin TS,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic’mate - t v > 3 > TR T 3
GNOME. GNOME 75> v . &7Id MATE 7RI by TIRIBEZIEEL £ 7, BHZEELBVWEFICT
3. MEVDAICA VR E—ILENTWE TR by TIHMERINE T, Sl REAVZAL—ILTAT
W37 RT by IH MATE OiF&Id. TH#HEZ mate (CRETIHELHD £,

+ CTX_XDL_START_SERVICE=Y | N - # D5 TEIC Linux VDA # —E XD BBEINB L30T 30 L
SHEEELET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 43700V bR—k, T7%
L EDOR—=KIE 7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE 937 DR— ko 77 4L bDKR— X 7502 T
ED

ARER

o NetBIOS KX >RIFEHE. Ry bk () TRESNDNS KX VYEDORYIDIVR—RY TT, BB
THID NetBIOS R X1V BEHXEZTA1XT3ICIE. Jopt/Citrix/VDA/sbin/ctxinstall.conf TIEEL
# CTX_EASYINSTALL_NETBIOS_DOMAIN #s%2EL £ 9,

« VDA Z45E D OU ICIBINY B ICid. ROFIEZRITLET:
1. FEODOUN KXYV bO—F—ICHFERTBHCZEEL T T,

OUDfle LT MFDORIZU =223y bZEEBRLTLLIET L,
= ACUVE LITECLUTY USETS 1

File Action View Help

e im0 XDz B LaaT DR
— Active Directory Users and Compute . .
Saved Queries ﬂ"h-h L-
4 3 wdlocal Uies U1ES
I+ Builtin
Compauters

2| Domain Controllers
FareignSecurityPrincipals
Managed 5ervice Accounts
Ueers
4 |3 Limux
b Al redhat
2| suse

2| ubuntu
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2. BETO—07I—F%2HhRE2I1XF3ICiZ. [opt/Citrix/VDA/sbin/ctxinstall.conf TIEIEL
# CTX_EASYINSTALL_OU %#X%EL £9,

OU ofEid. AD DFZEICE>TERD FY, ROKRIE. ERORIU -2 a3y MMIEIFSE 0U Bl
ICEDWVWTWETY, TS D. FREY 2488OERD OU BZ2FERT3 N TEET,

(0N Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL 9.1/9.0. "OU=redhat, "OU=redhat, - -
Rocky Linux OU=Linux" OU=Linux"
9.1/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=L1inux" OU=L1inux" Linux/redhat redhat"
n
Rocky Linux 8.x "OU=redhat, "OU=redhat, - -
OU=Linux" OU=L1inux"
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

+ Centrify TlZE 27 IPv6 DNS #i = 7R— k L TWEH A. Active Directory 2 51 7> kT Active
Directory 4 —E X2 ZBINRET B 0ICIE. IPv4 ZEBT % DNS #—/N—n'/etc/resolv.conf i2/b 7
CrH1DOFELTVBHRELRHBD XY,

[ B

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
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: We guess you should be in the site Sitel.
<!--NeedCopy-->

CoOfEIE. Centrify 58XV ZOBRICHEDDHDTT, COMBEMERT ZICIE. ROFIBEERTLET:

a. RXq/>ayro—>—0 [BEY—I] ZHZT£T,
b. [Active Directory Ot hrH—E X] ZERL £,
c. [(B7xv ] oBEPNAEY TRy 7 RLRAZEBMLEY,

o BHEA X b—JLiE. Linux VDAT.16 LIEDOE 2T IPV6 ZHHR— b LTUWET, UTOLSHHIREM L
FIRBELSHD £

- BEVWOIIUHEaTIPVE Xy hU—VBATHRERNY T —P2FA O O-RTEB L3I,
Linux YRS b UERETIHRELRDHD £,
- Centrify iZ. Ea7IPV6 =y k= TidHHR—bINTLEEA,

A
CERORY T =D a7 IPV6 T $RTOANADET % IPV6 2R TH 2355, VDA 13 IPv6
% L T Delivery Controller icZ8BLF 9. CERADOXRY fT—0H IPV4 £ IPV6 DN Ty

FERTH2HE. D DNSIP 7L XDOEHEICK > T IPV4 £/ IPV6 D X5 SHERICHER
TNBHDNREDET,

s ROFIEZERITLT. =7y bty aryi—H—-DFRI by JIRIEZEBEITZCHTIEY !

1. VDA ® $SHOME/<username> =« L 7 hJiZ.xsessionFz k. XclientsT7 71L& R
L¥9d,Z CC.usernamelga1—H—&Td.AmazonLinux2 #EBLTW3HEIE. . Xclients
T7IILEERLET, DT AV E2a—>avEERALTWVWEHBEIF. . xsession7Z 7L
ZERL £,

2. .xsessionFzkiE. Xclients7 71 B HELT. To A I Ea2a—2aVICESWTTRI K
w TRIBEIEEL £,

- MATE 727 kv 7 DigE

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session

fi

<!--NeedCopy-->

- GNOME /5> v U F7RY by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session —--session=gnome-classic
fi

<!--NeedCopy—-->
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- GNOME 727 kv 7 Dig&

GSESSION="S$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. 28— vbtEyiara—H4—-—T700 77 MILOT7 I/ XEREXBLET,

N=23 Y2209 L. €y a>a—H—RBTRIMYTRIBEZAREIAATETET. COWEEZE
ICTBICIE. FRICVDAICHID BRERERBRT R by TRIEZ A VA M—ILTR2XEDDHD FY, FLL<
B Tty ara—H—Il&BHWRELTRY My TIEE) 28RBLTIET W,

o RXAVIZBMEE3ARE LT Centrify Z3#IR9 3154, ctxinstall.sh X2 U 7 ~Ti& Centrify /Xw -
—IMRBETY, ctxinstall.sh T Centrify /X 7r—2%ESET 37574%:

- BEAVIN=ILIE. 128 —2y k5 Centrify Xw s —SHBEBTE UV O— R 37DICRIIL
5&9. T AMNIJE2—>23a>TeDURLIFZRDEEDTT:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

Cent0S: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- Centrify #BREICA Y X F—IL TN TVWEBEIE. O—HILT Lo ~UH S Centrify Xy —2
#WMBLET, Centrify Xwor—C0F Lo MUREET ZIC1E. [opt/Citrix/VDA/sbin/ctx-
install.conf © CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir #5E L £ 7,
f1:

1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r-——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
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1888 -r—-r--r--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r—--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 [install-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh

12 -r—--r—--r—--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r—--r--r--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt
4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r—-r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy—-->

o RXAviCBMEE3ARE LTPBIS #8R¥ 3184, ctxinstall.sh & U 7~ Tix PBIS Xy —on
METTY, ctxinstall.sh TPBIS Ny —C#BET 354!

- BEAVIAM=IE. AV F2—2y DS PBIS NNy =SB TH O VAO—RTBHICKRILIEE
T X T4RMIJE2Z—2a3 > URLIZRDEED TT:
Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.4: wget https://github.com/Beyon
dTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- AVEA—%Yy DB PBIS Ny —SOHEON—Sa>EaBEBLET, BIET 5ICid. /opt/C-
itrix/VDA/sbin/ctxinstall.sh 7 7 -r JL® TpbisDownloadReleases 7& pbisDownloadExpect-
edSHA256) T#ZEL Y,

Fle LT UTFORT)—>> 3y beSRLTET WL

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

- PBISHBEICA VR b=ILETNTWBHEIF. O—ALTa LI UDSPBIS Ny r—J%#EBEBLE
¥ PBISXvs—DF 0 Lo U%RBET 5ICIE. [opt/Citrix/VDA/sbin/ctxinstall.conf Tig
15T CTX_EASYINSTALL_PBIS_LOCAL_PATH #s2EL 9,

WEE— R  WEE— R T ctxinstall.sh X 7 ) 7 ~ #2179 % iCi&. sudo [opt/Citrix/VDA/sbin/ctxin-
stall.sh Y>> R%E-S AT a VB LTHEALET, ARV RIAVIVE2—TJ A 207OYF i, BE
TEEHEEANSILEF T, THHBRICREINTVLBIHE, cixinstall.sh (& THOZEHNKRENOERERSD F
ER
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YLV FE—R H4aL>bE—RTIE [opt/Citrix/VDA/sbin/ctxinstall.conf % 7:i& export A<v> K%
FRALTLEOEHERETIHNELNHD £T, 20%. ctxinstall.sh-S #RTLET (ZITDS DXFIFAX
FTHBILIERLTLETW) BERIRNTOEHENEESTNTVWEWH—HOEHNEHNTHZIHBE. T4/
rMENZEWVED . ctxinstall.sh (ER1TEFIEL £,

ETHMOI I AR— FINEIE. FICEEINTULAVLERD [Citrix/VDA/sbin/ctxinstall.conf g% L=
LET. TIRTOBEHINAMEIX. BX1 2B/ 7T— R LSME/Citrix/VDA/sbin/ctxinstall.conf |ZREE
NEd, 1L > E—RTIL [Citrix/VDA/sbin/ctxinstall.conf TR X1 VBIMNRT—RERET 3. 51
IFNZAT—REZIVRR—bTIHRELRHDFT,

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name
CTX_EASYINSTALL_USERNAME=domain-user—-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_AD_INTEGRATION=winbind | centrify | sssd
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'1list-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | "<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

| pbis

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

33



Linux Virtual Delivery Agent 2305

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S
<!--NeedCopy-->

sudo AX Y RIC-EA 7> a > aEIEELTERITL. ERITAHLVLWS TILICEEFEOBELTHEZEL LT, BYDITE
LT #!/bin/bash 32 R L. BIRD AT RASHEBZIINRIV T T 712 ERTE 28O L ET,
Flzld. RDOESICL T, 1 DDAV RTEIRTDEHEIEET R ENTEET,

VDA RATIRIEZH (TCTX_XDL_1 TH£3) 2RET 3ICid. ctxinstall.sh-s #R{TTF£9 (XF s I3NXF
THBEIEELTLIET W),

GUI

KX >&8inA%Ee LTSSSD /1% Winbind 2B L TW3HBEIK. GUNICKZBE YA —ILZ2FERTEX
¥ VDA OF R ~ v F1&iE T/opt/Citrix/VDA/bin/easyinstall I > R RTLTH S, BEIVI L=
D GUI DIERICEVE T,

+ Easy Install
Check Environment Load || Save
Install Dependencies Click Join to join the VDA bo the Windows domain or click Mext to skip.
CTX_EASYINSTALL_DNS
Configure Runtime Variables
Finish DS server IP address <+ -
* MCS
Configure MCS CTX_EASYINSTALL_HOSTMAME

VDA host name

CTX_EASYINSTALL_NTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux diskribution: Ubuntu Linux 18.04

BBV b=ILD GUI I, ROBEZEHIFLET:
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e SATLIRIRERRT S
o KEEBEZAVRAN—ILTS
e BESNIRXLVIZVDAZBIMIES
o VR LIRIBEZERT D
7 O
o [RF] UV wITRE WELLENARICHZA—NIILT 71 IICEBRENMRESNE T, [FidAH]
ZOVwITBRE BELE T 7LD SEHEENTAAFNET, MCS BHOBMRICOVWTEEL L
i&. TMachine Creation Services (MCS) %M L7z Linux VDA O{ERL 2= TFIE 3h: MCS &
Belld5] 25RLTIRESIL,
o ctxinstall.sh X2 1) 7 ki, [Citrix/VDA/sbin/ctxinstall.conf TR X1 V&M T—REZBKRL T
RTCOEHEEZRELFE T,

FIE9: XDPing 01T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMNAEROMEE L
F9, L <& TXDPings #8BLTLREITL,

FJE 10: Linux VDA ©=E1T

Linux VDA oic#):
Linux VDA —EX=EET 3ICiF. XKOOIY Y RERTLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 {E1E:
Linux VDA —EXREELET3ICIE. XOOIY Y RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

7

ctxvda 5 &£ U ctxhdx #+—E 2% 2L 9 Z#0IC. systemctl stop ctxmonitord O< > R%#=17 L TER
H—EXT—EVZEFLELEFT, ChZERTLAWVGE. BERYT-—EXT—EVREFELLET—EXZEEH
LEY,

Linux VDA 0O EicE):
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Linux VDA —EX = BiEgEd3I1ICid. ROOAT RERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA f —E ZORITRELZ RT3 ICIE. ROOAI UV RERITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE11l: v >HEOTDIER

II>ha2O7%ER L. Linux VDA ¥ > %EBINT 3 FIEIZ. /KD Windows VDA TOHZEEMTWET,
DEART%ERT ITDHEDHRBICOVWTHLLIE. YA 2OJDER &V TR UhE2O07DEE) #8E
LTS,
RDELSIC. LInuxVDAR S U EZTI Y U HE2O7 DERICIEVW 2D DEINHLH B -8, Windows VDA 7
DRI VAZATDIERFIEE BR 20 HD £
o ARL—=FT a4V RTLICIE. REERLET:
- RALINB3HEBETRI My TREETILOBE. WILFEYyS 3> 0SF 73y
- VDIERTRI by TBREETILDBE. PV JIIltyia>y 0S4 a,
s ALY YAH#MOJ T, LinuxVDA v> > ¥ Windows VDA ¥ > ERETEHRVTLIET L,
pE

Citrix Studio @ T D /N— 3 Vid. TLinUXOS) WS BRZH R—bFLTVWERATLR. 7
L. [Windows ##—/\—0S] # 7> a>&fid [H—N—0S] 77> a>aBERTZIL. AFDHRA LS
NB3HET I My TEREETIHERNISERINE T, [(Windows 722~y 7 0S] 77> 3> Efkid
[TRIMYTOS] #7723 aBRTBZE. VY UICE—I—H—DREETILHBERNISEIRINE
ED

B b

<> oht Active Directory R X U SHIBRSIMIcRICBEBMINIEEEIE. 20X vEII Y AZ0O7
DOERLTHOBEEMY 2HENHD £,
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FIE12: FUNU—=TIL—TDIER

FUNY=TI—TF%EHE L. Linux VDA > UEEUII A2 O07 %8BT % FIEIZ. Windows VDA T >
DIBELIFEALRBILTT. COERIETTITBHFEDHRBICOVWTHELLIE. TFUNY =T IL—T DRI 8
LTSV,

LinuxVDA X >A2O7 28T TIUNY —JI—TZER T 2EEIE. ROFAHHD £7:
o BIRTSZAD A—H—BLUTI—T%. LInUXVDAR I UICOJF > T2LSICENICERLTE T XY,

o« BTN TLAWL (BR) 2—H—0OJ 4V EHFALAEVWTLIEET L,
o« Windows Yo Y80I yh2O0 %2 T NI —FIL—TFTRESEAVWTLLEI L,

BE:
T r—2a3a > 0RRIE. LInuxVDAN—2 3> 1A LB THR— RSN TWETS, 2720 A—Y I UA

DT RY by FELTT U DEREIF. Linux VDA THR—FEINTULEE A

IO>AEA7ELCTFINY =TI —FOEEFGEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
23051 ZBRLTLIZT W,

FJE 13: LiInuxVDAD 7y 75 L—R (7> 3y)

BHO2N=3 Y LTISRUU—XDS5BEEDAI YR M—ILET vy FIL—RTEEY,
RHEL7 & U CentOS 7 0i55:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 £ & U Rocky Linux 8 ®i84:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0ig4:
pE
RHEL 9.1/9.0 &0 Rocky Linux 9.1/9.0 @ Linux VDA %= 7 v 74 L — R $ 380, libsepol /Xy or—
EN—23 Y 34 LBRICERLES,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE 0ig4:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->
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Ubuntu 20.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amdé64.deb
<!--NeedCopy-->

Ubuntu 22.04 0154

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

cSTWNDa—FTa>d

DI VDEREBSRLT. BEA VA M—ILIEREEZFERITZIC TRETIAEMOHIBED NS TILY
A—FA VT ERTTEIET,

SSSD #fFEAL TRAAVICBIMTEARW

RXAVICBMLESETBRE. RDESHBEHRNDIS—HRETZZeHHDEFT (EEEMROOY ZHERBT
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"',.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.
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2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COMEZBRT BICIE. ROFIEZEITLET:

rm —-f Jetc/krb5.keytabav> k#ZRITLET,

net ads leave $REALM -U $domain-administratordv>RERIFLET,
Delivery Controller tx>>h40O08&TTUNU —FIL—TZHBRL £,
Jopt/Citrix/VDA/sbin/ctxinstall.sh #5217 L £7

Delivery Controller t¥>>h42008&UTFUNY—FIL—TZERLE T

Lk wh e

Ubuntu o727 by 7Ly 3 Y TREOEENRRIND
Ty avERSHTIE. TEOTRV MYy I TIAVIINBBENRELEFT, Fhe Y2 20XV —ILTH,
O—ALA—H=TAHAI> +r2FRLTOIF VT3 RBOBEIRTINET,

COMBZBRT BT ROFIEZEITLET:

1. sudo apt-get updateax> R#R{TLET,

2. sudo apt-get install unity lightdma<x>kr%uR{ITLET,

3. Xof7% /etc/lightdm/lightdm.confiZi&iiL £9,
greeter-show—-manual-login=true

Ubuntu 07X by 7Ly a3 zB8BLESETRER—LT ALY MUDBRVIHRMTS

/var/log/xdl/hdx.log:
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2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

By b
COMEDORERRAIZ. RX1YEEEDHR—LTA L7 M)BMERINTLWAEVWIETY,
COREERRTBICIF. XROFIBZRITLET:

1. O¥ > K351 >T. pam-auth-update Z AL £7,

2. RRSNLZA7O7 T, [ATAVRICKR—LT« LI MU ZERT 3] BEIREN TV e zMBL &
ERS

|

1 P
Pluggable Authentication Modules (FaM) determine how authentication, suthorization, and password ch ndled on the system, a3 well a3 allowing configurstion of sdditionsl sctions to take when

tarting user

Some PAM module packages provide profiles that can be used to sutomstically sdjust the behsvior of all PAM-using spplications on the systes. Plesse indicate which of these bebsvicrs you with to snsble

dbus TS—ic&kh vy avEEHFLIFRTTERV

/var/log/messages (RHEL #7:i% CentOS Di5&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 Cent0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0OS7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)
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Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 CentO0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

Ubuntu 7« X U Ea2—> 3 >0KEIF. log /var/log/syslog %=/

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

BRESHIIFEFTHRELBVWIIIL-—TELREEZ2-IDEBDET, dbus T5—Xvt—IHOJICRRINZIHA.
PRTLEBEHLTHSBRAITIZLEZEHOLET,
SELinux T SSHD W' R—LF < LY FUICTIERTI AL

A—H—FtyL I VERMTIEITH. OTF S TIEE A

/var/log/xdl|/ctxinstall.log:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41



Linux Virtual Delivery Agent 2305

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**xxxx Plugin catchall_boolean (89.3 confidence) suggests
AAAkAkAkAAkAkAkKkAkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*x%x Plugin catchall (11.6 confidence) suggests
hhkkkhkkhkhkkhkhkhkkhkkkhkhkkhkhkkkhkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COREZBRT BICIE. ROFIEZERITLET:

1. /etc/selinux/config IR DEE%MZ % Z & T SELinux #&EMICL £9,
SELINUX=disabled

2. VDA ZEBESHL 9,
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R X >3E&®D Linux VDA DOER

September 25,2023

C DEEETIE. Machine Creation Services (MCS) #fEHB L T. Citrix DaaS TR X1 > IESM® Linux VDA %
YER T B AEICDOWVWTEBBL £9,

BE.

o X >3EEM VDA (&, Citrix DaaS THHR— k&7,

- Oy bra—-J)L7L—id. Citrix DaaS @HTERT2HELHD £,

- RXAVIESBMVDA K. NTUWIISIRERIEAYTLIRDT—2EV2—ICBHETEE
o RX12IEBMVDA I, CitrixDaaS o> brO—IL L —VIC&>TEEINE T,

- Citrix Cloud Connector # /N1 /X2 9 % & 5 ICRendezvous V2= R TE £ 9, TNUIDIEB
&l%. Cloud Connector #r > X b—JLLT. VDA% QY bO—=ILTL—VICIEGT 2 HBEL D
bhFd,

o KX >3ESN VDA Z1ERR T B ICId. MCS ZERT2HELRHD £,
- R7XZJ)YHF—=N—F. MCS Tl R—rTNTLEHA.
o KX YIEBM® Linux VDA Tld. ROEEEFERATI X9 :

RX1>IEBMD VDA THRESNBRZH O O0—AIL1—H—ZFRT 3
SSO LS sZEE

Azure Active Directory Z{#H L 73R5E

Rendezvous V2

(Nutanix 050 #) FIE1: Nutanix AHV 7551201 VX k=L &EF
Nutanix 75 Nutanix AHV 7551 > iXw 4 —2% NF L. Citrix Virtual Apps and Desktops IRigIC TS5

VEAVIM—ILLTERLET, 2L <. Nutanix #7R— ~R—%)Lic#% 3 Nutanix Acropolis MCS 7545«
YDAV AL=ILAA FZERLTIETW,

FlE 1a: #> 7L = X Delivery Controller B Nutanix AHV 7551 >% 1> b—)LLTERT S

Citrix Virtual Apps and Desktops = > X b —JL L #=#. [XD MCS AHV Plugin] % i%iR L T Delivery
Controller icr > ZX r—=JLL %9,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

Fg 1b: 57 1 Delivery Controller B® Nutanix AHV 7S5 1 >4 VX2 h—JLLTEET 3

Citrix Cloud Connector i [CWA MCS AHV Plugin] #3#{RLTr>X b—JLL F 7, CitrixCloud 77>~
McBEBEINTWLWBIARTO Citrix Cloud Connector IS5 1> # AV XAM—JLLET, AHVAZLTUY—X
DIBFRICH —E X %R T B3HEAETH. Citrix Cloud Connector 2&4¢ 3 3MEHLBH D £,

FlElc: 75371221 A—LLIE. ROFIEZRITTS

« Nutanix Acropolis 7 =+ JL & — #HC:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfEINh TWVWE 2 BB L F
Jo

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

« #> 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¥ Citrix Machine Creation
Services #FHiEg# 3 3H\. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Hi&Es L &
ERS

B bk

Nutanix AHV 7S04 > %14 >R =)L EI3EH T3 & Fid. Citrix Host. Citrix Broker. &0
Machine Creation Services #{EE L THh BRI TIEEEEHOHLE T,

FIE 2: KRR SEGDIER

RRAMIE. UV —XDOBFTHERAINTUWBNTNN—NAF—FIFISIRY—EITT, COFIETIE. DaasS
WEIA M EDRETYS VCBETIEOICHERTIBEREZIEETT T, FABRICIE. VY —XDIFFR. KX +D
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B, 7 XEREHR. FHATZIAMNL—UF% BLURIMNEDREYY VHMERTES XY T —IhEF
nxd,

BE.

B E T BR1IC. VY —RDBARICARA )Y =X (A bL=Vxy hT—7) ZHBT3HELNHD &
3—0

CitrixCloud IcHr>1> L %9,

EEOXZa—T. [¥xrH#—EX] > [DaaS] Z#ERL £,

(B3] > [E2h8m] oEflR1>T KRR #BRLED,

BEN—0O BEHESLUVOVY—Z0BM £2RLET,

DAY —ROIERICE>T. UTOR—ZOBREZITVET., BREDR—JOARIG. BRLIBGORBEIC
EoTELEDET, ER—JOBREERZS. HE] R—JICEETBZET [RA] 2B#RLEY,

ok wph e

FE 2a: #4

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Netuork
@ Scopes @ Create anew connection
Zone name
@ Summary

Connection type:

Google Cloud Platform

Service account key:
Import key.

Service account ID:
Cennection name:

Create virtual machines using:
@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other toals

€=D) )

5] R—ITUTZRITLEY:

o BEEENTBICKR. LVWEGZERTZ] 20Uy I LET, BFEOBRGERLCRI MERICEDVTE
GieEl Y 3%513. [BFEOEGZFERT 3] 2RRL THSRH0EGZERLEY,

e [V=2R] Ta—ILRTY—VZBIRLET, BIRTITBZA T3V BRLEIRNTOUY —RDBHAT
ERS
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o [BGDBE] 74— ILRT. NAN—NAHF—FLRBIFTRY—EXZERLET, BIRTEZ 4 S>>
E T2TADY—VITEIICA Y A R=ILENTWVWBNAN—NAHF =L I T R —EXTT,
F7-13. PowerShell av> kGet-HypHypervisorPlugin -ZoneUid%®RAL T, BRLEY
—VTEATIEIBINAN-NAY =TT O—BEZRETBZCHTEET,

s BEIBEANNLE Y, COERITEEEERICRTINET,

o REEY > > EERT S Y —IL. Machine Creation Services #7zi& Citrix Provisioning #3#iRL £7,

4] R—COBRIE. FALTWVWBERIN (EH217) IC&->TEAD T, 7=t ZIid. Azure Resource
Manager Z R Y358, BEOY—EX TV NILEFERTID. Y—EXTUVINILEERTEET,

FIg2b: X FL—YDEE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select a cluster.

@ Storage Selection
@ Network

@ Summary @ Use storage shared by hypervisors

Optimize temporary data on available local storage

Select an cptimization method for available site storage.

Use storage local to the hypervisor

ANL—CEBERBOBECAEICOVWTEHLCIF. TRAMZI ML= #8BLTLETL,

Hyper-V #7cid VMware 'RX bCX 93146tz B L TLWBIHEEIE. /5 X2—EZ5RBLTHSERLET, i
DEFGOBETIZ. V3 RF—BRERTNhEFEA,

AL =UEBEAE INMMN—NAF—RTHETNZ XL —=JFRENAN=—NIF—DO—HILICERET S X
FL—2) #3RLE TS

e NAN—NAHY—RBTHEESNZI AL —CEEIRTZHBE. BT — 22 FERTREBAO—HILI L —JT
RIFTEINESHEBELEYT (COEBGEFERTEZIYIVYAEZOJ T, TI7ALNETIREVWV—EINL —
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SOHAXERETEIET), fHlsh: V52— L —URUa—L (CSV) AT 354, Microsoft
System Center Virtual Machine Manager i3, O—HAILZA L —JTO—KTF—4Fvv>aTs 0%
AL ERA. [BE] VY —ITEZOR M —VBEREZBRLLSE TR ERBMLET,

Citrix Hypervisor 0 7—)L L TEBEZ L - ER T 35813, IntelliCache #ERHL THERX L —JFN
1 RCHHDZEEZEASITHESHERBELET, MCitrix Hypervisor [RE8HIRIE] #BBLTLIEI W,

FIE2c: R L= DR

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Wanagem operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

AML=UDBIRICDOVWTEHLCIRE TR MR ML= ZBRLTLET L,

FERAREAET—XOBEBECCIC]I DUEDR ML= TFNARAERIRLET, FIOR—JTERLIEX ML —UEE
FEICEDT. COR—JTEIRTIZT—ROBEITEULET, V4 —RORDR=JITEDICIE. HR—F
INBZ3ET—2OBEICTH LTI DOULEDR ML =T N RAEEIRTZIHBERHD £,

NTN=NAHF—ICL>THETNZ AL —U%FFRL. FIATREZO—AILA ML —J L T—RT—42%2&Ek
LEY] #2BMICLIESEE. [REL—C0FBR] R—SOTFHICKRRTNZEBRA T aVobEIEFd, —BT7F—4%
ICEETS (ACNAN=—NAF—=TF—=)LICHD) O—HILA L —SFNA REERTEET,

REBRPOX L= FNA ROBHRTINET (ERTRE TLEDI ML= FNAXBEIRSNE L),
COIYRUDEIERIRZELEZ L. BIRLIETNA RDBFHNRTRINET (BRINETNA DB IHBE
DH)o

1. BRATAZNL—IFNAREZRETRICIE [ER] Z#RLET,
2. [RFL—208R] 447009 RY I RXT ARL—=—OFTNRARDF TV IRy I RZA 2 EfldF 7ICLT
[OK] ZEERLET
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Flg2d: V—-3>

(—EBDRRA R ZA FIDAHFTER) V=3 OBRICED, REYY UNBEAINZIEFREIEELE T, AIETHN
iE. A—H =BT FUT—oa Vi 7o RTBEMAV —S 3 U EBIRLTLET WL,

FIE 2e: Ry ~kT—2

Y —Z2DOEHEANDLET, CORANE [BE] IV —IILICRTRINh. ChickhEHICEERMITSNEX ML
—Jrxy RO DRI ELEERBITIET,
RETSVTHEATZIRY b T—0% 1 DEIFEHERLET,

—BoEFGiOEE (Azure Resource Manager #¥) TlE. REYIVMNERT IV Iy hbRRINET, ¥
T2y b%Z 1 DFIFEHERLE T,

Fig2f: o
BIRNBZzHALE I, EEZTSIHEIR. [RB] Z@>TRIOV A HF—FR=JICRD XY, BWBLRT LI
5. [E7] Z#RLET,

AR BT —2Zz0-NIIICRETI5E. COEGZERATRNI Y EZATHEOJZERT B LIS, — KT
—ZZAML—=2ICT 7 A RSN EERETETE T,

pa
TITOEIEEEZICOVWTIE. XO—TIERRINEFRA. L IE TEEE, §E. LU —-7

ZBRLTIETL,

FELCR. TEGOERCEE] Z28BL TV,

FIE3: YREZ—A X—T DEH
B b

B—DAX—C%FEALT. FXAYEMEHA VDA & RXA VIS VDA OEAZIER TS F 7,

(Citrix Hypervisor 0i5&n#) FlE3a: CitrixVMTools #1>X ~—JL T3

xe CLI £7ix XenCenter ZEBE T 37-®IC. RIS >V rIicTY 7L — MrET S A Citrix VM Tools =1 >
ZAb=ILLET, COYV—IBLIYIAL—ILTNTVWAEVE, RIS VDONT +—I 2V APMET 38NN H D
£9, V=IHRITNIE. ROVWTNHRITTITEHA:

o RETIVEIELLDyy rE DY, BiEEs)., £H3—RELET 2.
o XenCenter TZDREISVDODNT +#—I VAT —E2ERTT B,
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o ETHPOREYL V%HITTS (XenMotionz ).

¢« RFV Ty FFREXEVZEARZATY T ayvh (FxyIRAVEM) ZERLED, RFv T3
v hEEBTLIEDT 3,

o TR0 Linux 387> > LD vCPU O ZRAET 3,

1. RO > RZERFTL T, guest-tools.iso & W5 E#iD Citrix VM Tools 2T > L &9,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROOAR Y EERIFTLT. LinuxFe AU Ea—>avicEJVWTxe-guest-utilities/Ny s —
DA A=ILLFET,
RHEL/CentOS/Rocky Linux 084
sudo rpm -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb
<!--NeedCopy-->

SUSE 0175
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

3. XenCenter ® [&f&] #7T. F>7L—MREYTS >OREIREZREZEL F T, Citrix VM Tools H'IE
LLA YA R=ILINTWVWBIHE., RELOREIZ [RBEUEH] cBDFET,

FIE3b: 7> 7L — MRETIVICZLINUXVDA X —SEAA VA R—ILT 3
pE
RAEXRITHFOVDAZT > FL— MRETI D LTERT3ICIE. COFIEZEELET,
FUTL— MRIEY S VIC LInuX VDA X7 —S %1 V2 =L 380, NET S22 L6.0% VR b
—JLLET,
FALTLS Linux F4 A RUE 21— 3> T8I, ROIYY FEEFTL T, Linux VDA DIBEE Y F 7y 7
L£Yd,
RHEL/CentOS/Rocky Linux 084
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sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

P
RHEL & & U CentOS 03 &. EHIC Linux VDA =1 > X b—JL L Tdeploymcs.shxR{T¥ 3Hilc.

EPEL URS b UZA YR b=LLET, EPELD1 > X b—=LAEICDW T, https://docs.fedoraproje
ct.org/en-US/epel/ DA% SR L T LT L,

o GCP T/RX T hTWB RHEL 8.x/9.x & & Tf Rocky Linux 8.x/9.x iZ Linux VDA% 1 > XA b—JL g
3r. 11—y MEGHERDN, REYS > OBREEZIC LINuXVDAIC7 VXTI R BB ILH
HODFET, CORBEZEEETSICIE. RETS VOEHFIOROOAT Y RERTLET:

nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 055!

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIg3c: URI bUEFEMZLTtdb-tools /X\v s —Y% 1> +—)LF3 (RHELT OIBEDH)

RHEL 7 57— N\—0Di5&:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 O—JX7—2 3> Di55:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE3d: (SUSE T) ntfs-3g #FEFHTI VX b—)LT 3B

SUSE 75w b 7 —LICiE. ntfs-3g 2T IVARI bULBD EFHA, V—RO—FEFU>O—-KRL. OV
AL, ntfs-3g ZFHTT VA —ILLET:
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1. GNU Compiler Collection (GCC) aA¥ N1 5> RTFTLE make Xy —JFEA VI M—=)LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o=do>O—RLET,
3. ntfs-3g Nwr—C=RBELET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny T —IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. ntfs-3g&1>Rb—JLLET:
./configure
make

make install
<!--NeedCopy-->

FIE 3e: FHTZT—EIR—IX%ERETS

HERERPE DMAE L LT, PostgreSQL 12X T SQLite HFEATEF £ 9, Linux VDANy -S> X —JLL
f-#l%. SQLite & PostgreSQL #t1DBX 2 HTI T, CODICIE. ROFIEZRITLFET:

1. /Jopt/Citrix/VDA/sbin/ctxcleanup.shxxZfTL£9, HR|A VI —ILDFE. COFIE
IFEETFY,

2. deploymcs.shz®f793u0c/etc/xdl/db.confaiREL £,
pE
« SQLite IZ VDI E—RICOAFERTI 2z HEOHLET,
o BBAIYX~—JLE MCS 07=8iZ. SQLite & PostgreSQL i&. ZhZnzF&#HTI > =TS
CERLYINDEZBZeNTETET, Jetc/xdl/db.confTiICEEELAWVED. Linux VDA I

77 #)L kT PostgreSQL AL £ 9,
« /fetc/xdl/db.conf%{EmRL T PostgreSQL OR— +ESEZBRITEZLHTIFFET,

Flig 3f: MCS ZT¥=iEpd 3

MCS Z# =T 3I1C1E. RO 2 DOFEDRHD £ :
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o« Jetc/xdl/mcs/mcs.confrr7rILERELET,

s BEAVIN—ILOGUI ZFERLEY, BEVIM—ILD GUI 2B ICIE. VDADT R Y by TIRE
T/opt/Citrix/VDA/bin/easyinstallav>y rERTLET,

¥ EasyInskall

Check Environment Load || Save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables | pornet core runtime environment is needed to run Linux VDA. Please specify
Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
~ MCS default. DotNet Core Runtime Path:

* | fusrf/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs te set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on Cent@S/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

N N

RE] £20Vv 093 BELENRCHZO—AILT 7AILICEHZENMREFINE T, [FiHd
Hl 20Uy IR BELET 71D SEHREDHMAENE T,

UTFIE. FXAAVESMOSFIFICEVWTHERETES MCSEHTT, 774 NOEREZFERAT 3N BEIC
L TERZNRAZIAITEEYT (FF>3V):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

FIE3g: MCSOL IR MIEZEZALELIIEHTS (FF>3Y)

FYFL—bIPrT ARV RSarv% [etc/xdl/mcs/mcs_local_setting.reg7 »JLICiBi
LT BEBERLSIAMVBEZERELIEERLEFT, CORMEICEL>T. MCSTFOED 3= Fanfcvs > %zB
EBTAPICT R EREDEDONABVWLSIZLET,
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/etc/xdl/mcs/mcs_local_setting.reg7 71 ILO&ETId. LA NV EEZREXIEEHRT S
HODIARXV KT,

frezid. RoENZEhOIIYRS1>% [etc/xdl/mcs/mcs_local_setting.regz7rJLICiE
MLT. LA MU BZEREIEERTI T
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

X00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

FIE3h: IXREZ—IAXA—=EERT S

1. Jetc/xdl/mcs/mcs.confaimeEL TMCS TR #ERT 3HaIE. /opt/Citrix/VDA/sbin
/deploymcs.shzRTLF9. GUI ZFERALTMCS EH=ER I 3551, (B 27Uy o L&
ER

Easy Install

+ Easylnstall
Check Ervironment

Install Dependencies selected the Virtual Delivery Agent willbe configured For VDI desktops (single-
Join Daomain session) mode. Do youwant to enable HDX 30 Pro?

Load Save

Configure Runtime Variables * Mo w
Finish
* MCS VDI_MOGE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

o
START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want bo start these services once configuration is complete?

*  Yesw «

Deploy

Linux distribution: Ubuntu Linu 18.04

GUIT [BB] #0Vwo33r. GUITRELLEHN/etc/xdl/mcs/mcs.conf7 71 ILTRE
LIEHREDBEBRINET,

2. FRETBNTVYIISTORICEDTE. YRAEZ—AA=PDRAFTyFoay bzl L TERIZNHITEY,
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« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) F> 7L — MrRETI VIZT T
T—=—2a>uHAVAM=IL, TYTL—MREIIVES vy Y RETIVLET, YAZ—AX—=TD
AFv T3y b EERLTREIZMITET,

« (Azure ©BE) TV SL—MMREXI T IV r—>ayEA4 > =)L L. Azure Portal TF
DTIL—RREIOVES Yy REUYLET, TUTL— MRETYS VOERREN. [Stopped
(deallocated)] ICAE>TWBZrZHBLES, CCTUY—RINL—TDOERIERZTEWVWTLE
TW, AZUre TYRA—A X—CZRETBRICEFIBETT,

*» Comnect P Start @ Reciz W Siop | @ Capture =D Move @ Delete ) Refresh

Resource group (change) Computer name

mes rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vcpus, 8 GB memory)

Subscription (change)

Subscmit\:r\ 1D

« (AWS DI58) TV TL—MMREIIVICTIUr—>ayz14 > =)L L. AWS EC2 Portal
TTY7L—hRETS>ZS vy ATV LET, TYTL—MREII DO VX Z 2 KRR
H. [Stopped] ICH->TWB I ZMBLET, T 7L —MrETYS >EEHEIY vo L. [Image]
> [Create Image] Z#ERL £9., BBICLLCTEREANSNIL. REZTVLE T, [Create Image]
Z0UvILET,

Create Image X

Instance ID  (j) i-011€
Image name (i)
Image description  (j
No reboot  (j)

Instance Volumes

Volume . . . Delete on
D - Si GIB] - . Th hput SN Ei ted
Type eylce Snapshot (i u.je[ ) Volume Type (i) 10PS (i Ko Pu Termination nrcryp =
a i i = = (MBIs) (i) a ()]
Root Idevisdal ggap- 40 ,G'enera\ Purpose SSD ("grpi) v| 120/3000 N/A < Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Nl Create Image

« (Nutanix ©#8) Nutanix AHV T, 7> 7L —MREITS Y ZS vy FEOYLET, YRXE—A
X=CDRFTyv T ay b EERLTREIZEMITE T,

pE
Citrix Virtual Apps and Desktops TR 3 iciE. Acropolis 2F+v 7> 3w k&% TXD_]
THBOZBERHD £9, BBICHL T, Acropolis >V —ILEFERLTRFTyIoayv o
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BRIZEELE Y, Xy T av bDOERZzEELLS. AZOJERV - FZzBESL
T, BficN—BZRR/LET,

FlE4: > >hE207 DIER

1. CitrixCloudicrr>r> L7,

2. EEOX=Za2—7T, [¥1H#—EX] > [DaaS] Z#ERL X7,

3. [BHE] > [EehiEl] 15, [xo>h4a00] #BRLET,

4, T HF—RIZK->T. I >hEOTZERLET,
Nutanix BE® [OA>T7TF] R=IJ T @ICTY L —MREIDVICEELEIVTHFEEIRLED,
[RAFZ—AAX=T] R=IUT AX—VDRXFyToay hEBRLET,

RAE< > ] R—T T, k%8 CPU O# k%8 CPU H7-b 07 =HIAELE T, VO VORBEAZFLELT
MCS Z3#RL. AZOJ TERT BT >DID E LTRXA VIEBIEERIRLE T,

RBEICHE THOEE I A7 ZRITLET. FLARE. X2 YhEO0JD0ER1 28RL TSIV,
E:
Delivery Controller T~ > > A207 DR 7O XICH 7D OEEA DD BHEIE. Nutanix Prism (2

& L. 'Preparation) ¥ LWSEEEIMIVWEIS VY DEREZFEFTAVICLET, COT7FO—FIE 1B
TOCRAZzMETBDICKILIBEE T,

FIES: TUNU—=TIL—TDIERL

TURD=TNL=TFiF. W<ODDII2AZOIDSBIRLIEIS VZTIL—TULIEDBDTY, EN50TY
VEFRATEZA—HF—r. 20A—HF—ICRHIBZT7IVI—2arvBLUTRAI by TZEBELE T, #LL<
E TFUNU—=F I —TFOERI Z8RBLTIETL,

Machine Creation Services (MCS) %#{&/H L 7= Linux VDA O 1ERK

March 11,2024
MCS ZERLT. FXAVBIEHA VDA & R X V3EBI0 VDA ZER TE £ 7,
BE:

2212 U —ZLUBEOEBLTEAERDOL ED T

o Jetc/xdl/mcs/mcs.conf 7 7 1)L F 71381 > X ~k—JLD GUI T AD_INTEGRATION Z#c5 7
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I MEIFRLSABD E LT BB TEZRETIHELN DD FT, 5L <IF. CORED FIE
3h: MCS % #mMe 51 o> avasRBL TV,

o Jetc/xdl/mcs/mcs.conf ®» UPDATE_MACHINE_PW T > + U ICxt 9 2 B%%EIL. enabled %
disabled TiE# < Y EIENICHDE LT, #LIE COREBO RV TAIY FONZIT—R
OEHEBEL] I arESBLTILEIL,

HR—bEINTVBTAAJE2—23 Y

Winbind SSSD Centrify PBIS

Debian 11.3 =40 =40 LWz [F{%
RHEL 9.1/9.0 W W ANV LWLz
RHEL 8.7/8.6/8.4 [EqA [EqA (=YW [EYA
Rocky Linux =4 (=4 WLz WLz
9.1/9.0
Rocky Linux (=40 (=40 ARV ARV
8.7/8.6
RHEL 7.9. [Fn lFn =4 lFWw
Cent0S 7.9
SUSE 15.4 [Fn [Fw (AINY-4 lFw
Ubuntu 22.04. =40 [qA LWLz =40
Ubuntu 20.04

pE 2

SSSD # MCS D7 > FL— MRETS Y LTERL T, FXA VICEGS

NIIRERTHO RHEL 8.X/9.x

F7cid Rocky Linux 8.x/9.x VDA Z{ER T 3 ICId. RO ERRBL T LI LN

o VDA ISBE A VXA =L TIHBLFETI VYA M—=ILLET, BE~r>X ~—)LIZ RHEL8.X/9.x & &
Uf Rocky Linux 8.x/9.x T Adcli B L £9, SSSD ¢ Adcli niE&sE&HEIE MCS TIdHR—~
NTLEHEA.

« Samba H—/N— (. ADRIEICSSSD # RT3 LS ICHEMINTULWEJ, %L <& https:
//access.redhat.com/solutions/3802321m Red Hat Mi2E# BB L T 72E L,

BR-bINBENAN=NAH—

+ AWS
« Citrix Hypervisor
« GCP
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+ Microsoft Azure
« Nutanix AHV
« VMware vSphere

PR=EFRERTIEBVWNAN—NA S —TIREZ—A A= EF LEIS TR, FHLAVEENRET S L
BHbEd,

MCS % fER L 7z Linux (R8> > O1ER
ARER

« 2203 U1 —ZLIBE. Microsoft Azure, AWS, & &7 GCP T Linux VDA %7k X k9% Z ki, Citrix DaaS
(IB#F Citrix Virtual Apps and Desktops #—E R) THR—bIhTWELT. ThEDONTUVIIS
U KR MMEg A Citrix Virtual Apps and Desktops BRIIRIEICIBING 35 & &, Citrix Universal 47X
)T aySAEYRERLENAT )Y RIERIZ 12 RBRBETT, Universal b 7201 7> 3>540
EYRBLUNA TV RIERIS A 2> ZUDWTE#EL <& TCitrix Universal 4 722 1) 72 3> Tok
TehL—=RT7y 7 (TTU) 1 #8BLTIIZEL,

e MCS ZERAL TREBY S VZERT 358, RTXZILT—N—RBHR-+rIhEHA.

o Citrix 8@ Tld. &Y 3 Linux 7« XA MU E2—2 3 > OWEAOHEEEREE ISR D Centrify N\—2 3 > % fE

BLZF7Y:
Linux 74 2rUEa2—>3> Centrify N—> 3>
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 56.1

EHDON— 3 >0 Centrify RT3 . T5—HREETITEMEDLHD £9, Centrify EFERLTT>
TL—=bII VB RXAVICEBMULAVWTLIZE L,
+ MCS TR T 7w > > % Windows R X1 VICBMEI ¥ 578IC PBIS £7:id Centrify #HL TW3
BEIE. ROZRTZRTLTREEL
- FUFL—bwo T, Jetc/xdl/mcs/mcs.confZ 7L PBIS F7zi& Centrify /X w4 —
SOOI UO—RNR%ERET SH. PBIS 74 Centrify X\ r—S%#EHEA VI M=ILLETD,
- Jopt/Citrix/VDA/sbin/deploymcs.shx®RfT9 3. MCS THERINEZTUDOTA
TOYIVICHTBETRAABELUNRT— RO Uy MERZRHFOMEBEM (OU) ZIERL T,
- Jopt/Citrix/VDA/sbin/deploymcs.sh®RTH4ET L. MCS TERTIhiz<> >
BT Zu0IC. REICIS LT Delivery Controller % 7z Citrix Cloud Connector Tklist
-11 Ox3e4 purgexRfTL£J,
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(Nutanix 050 #) FIE1: Nutanix AHV 75451 >0+ > X h—)L & &$F

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops IBigIC 755
VEAVAL=)ILLTERLET, %L <& Nutanix #78— ~R—%)LIZ# % Nutanix Acropolis MCS 754
YDAV A =AM RZBRLTLEIL,

FlE1a: +> 7L = X Delivery Controller §® NutanixAHV 7551 >% 1> X b—JLLTEEETS  Citrix
Virtual Apps and Desktops % > X k—JL L7z%&. [XD MCS AHV Plugin] #%i#iR L T Delivery Controller
ICARAM=LLET,

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type ’
Choose the setup type that best suits your needs \.
MNUTAMNL

ﬁ MCS Plugin for Citrix XenDesktop will be installed
| s

(O CWA MCS AHV Plugin

MC5 Plugin for Citrix Cloud Connector will be installed
o

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
Q

< Back Next = Cancel

FIE 1b: - 5 k Delivery Controller E® Nutanix AHV 75451 > %412 b—JLLTEEETS Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLL FF, CitrixCloud 7+ hcE
#INTLWBIARTO Citrix Cloud Connector IC 7551 >4 Y XA h—JLLET, AHV AL T Y —XDHFA
ICH—EXR%ERMT ZIFETH. Citrix Cloud Connector &3 3 HENRH D £ 7,

FlElc: 75714221 X=ILLIER. ROFIEZEITT S

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB = MABL &
ERS

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

o« > 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #Hi£# 3 3. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Ei2# L £
ERS
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N N

Nutanix AHV 7551 > %1 VX =)L 72I$EHH T 5 & Fd. Citrix Host. Citrix Broker, £& U
Machine Creation Services Z{EIEL TH S BEFTZI 2 EHO L T,

FIE 2: KRR NMEGDIER

Dt U3 >TiE. Azure. AWS, GCP. Nutanix AHV. && U VMware vSphere ADRX MMEGEERT S
FEICDVWTHIBELET:
o Citrix Studio T® Azure ADEKR MEGDIER

Citrix Studio T® AWS ADR R MEGDIER

Citrix Studio T?® GCP ADKR X MEGDIER

Citrix Studio T® Nutanix ADKRR MMEGDIER

Citrix Studio T?» VMware AM7K X MMELSTDVER

Citrix Studio T? Azure ADR R MEGDIER
1. CitrixCloud icr>r> L%,
2. EEOX=Za2—7T, [¥1H#—EX] > [DaaS] Z#RL X7,
3. [BHE] > [Z2hiEp] OEAIRT>T [RI M ZBRLET,

4. BEN—0O [BEGEITIYV—IDEM] ZFRLET,
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Add Connection and Resources X
@ Connection Connection
@ Reg on Use an existi ng connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cleud Platform

Service account key:
mport key.

Service account ID:

Connection name:

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

=)

5. EH0EEY LT [Microsoft Azure] #3ERL %3,

6. V4 H—FDERICK->T. ER—ZOBEZITVET. BEDR—JOARIF. BRLAEGOBEICL >
TEABEDET, EX—UOBRFEERIIS. BE] R—JICEETBZET RA] ZBERLEY, #L<
& TREXA VIESIO Linux VDA OER) DREHBICHD TFIE2: KRR MEGIOER] 28R L TIIESIL,

Citrix Studio TD AWS AD KRR MESDIER
1. Citrix Studio T. [#m] > [KRX K] > [BEHHIVVY—0EM] DIEISERLET,

2. EGioEEr LT [Amazon EC2] #E|IRL 9,
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AWS7HU Y b®D APl F— e WEBEFXF—ZANDL. BEEGRBRZANSILET,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

Connection type: Amazon EC2 |'|
Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file: i il Use a file to at
> APl key a
AP key:
Secret key:
) Learn about user permissions
Connection name: | Example: MyConnection

Cancel

APl *—i370tZX*x—IDT. BBF—I3>—JLy rT7I7EIF—TY, TNER. 7I/EXF—RTL
RBENET, = IL Y b7 IERF—ZHRLIGEIFR. TI7EXAF—ZHRKRLTHOT7 7 XF—%1F
RTEET, 7IVERF—ZERI BICIE. ROFIEZRITLET:

AWS H—EXRICHT V1> LET,
b) IDE&LUF7IEXERE (AM) OV —JLICBHLET,
c) EAoFES—> g3 >R1 2T, [Users] #&ERLET,

a)

)

)
d) WERI—F—%FRLTFICAIO—JLLT. [Security credentials] % 7% &ERL 7,
)

)

e) FIicxoO—J)LLT. [Createaccesskey] 20w L %9, MiLLWI1r Y RUNEETET,
f) [Download .csvfile] 20U vo L. 7O XF—%2RERBHICHEELET,

4. V4 F—ROETICHE>T. ER—JOBEEZITVLET, BEDR—COARIF. BRLIEBEGOBEICE -
TERBDET, BXR—TVOBRFZERZIICES. [E] XR—JICEETEZET RAN] ZBRLET,

Citrix Studio TD GCP AR X MMEFKDIER Google Cloud Platform {RiEHIEIRICEHE T GCP BRiE%E
w7y FLTH S, ROFIEZETLT GCP ADRR MEGIZIER L £9,

1. CitrixCloud iIcr>r> L %9,
2. EEOX=Za—T. [¥1/¥—EX] > [DaaS] #BIRLFT,

3. [BH] > [Z24Ea] OEFIRT>T KRR ZBRLET,
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4. BEN—0O [EHSLTUY—I0EM] ZERLET,
5. EH0EEL LT [Google Cloud Platform] %:#ERL 7,
6. GCP 7HV Y bOH—ERTHIY bF—EAVR—bL. BHEIZANNDLET,

7. D4 —FOERICK > T ER—ZOBEZITVET. BEOR—JOARIF. BRLBHOBEICL >
TEABDET, EX—TUOBREERZIIS. BE] R—JICFETBZET RA] ZBRLET, 5#L<
& TRAAVAEBMND Linux VDA OERL) DEEHICH B TFIE2: KRR MEGOIER) £28BLTIET W,

Citrix Studio T® Nutanix ADKR R MEGDIER

1. #> 7L = 2o Delivery Controller &%, #> 7L = X Citrix Studio © [#m] > [KRX ] >
EGE LYY —0BM] DOIEICEIRLEFY,. 757 Ko Delivery Controller @&, Citrix Cloud
D Web X—2 @ Studio A>V =)L T [BE] > [KR+] > EHRSSLTY Y —IDEM] OIEICERL.
Nutanix N1 /NN—N1HF—ADEHZIERL £,

2. BIEL UV — OB F— KD [FEH] X—UT, EHEOMAEL LT [Nutanix AHV] ZERL. N1 /3
— N —DT KL R EEER. BROSHERELET. £y F7—2] X—YT A=y FOR Y+
—JEBRLET,

fzr Z1E. > 7L = Xo Citrix Studio Tld3xD &S ICHED £7:

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
Network connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
M
Back Cancel

Citrix Studio T VMware AD7R X MESDIER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 63


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/installation-overview/create-non-domain-joined-linux-vdas.html

Linux Virtual Delivery Agent 2305

1. vSphere IRi%IC vCenter Server 21 > X k—JLL &9, 3L <IF. TVMware vSphere; Z28RBL T

T

2. Citrix Studio T, [#m] > KX ] > EGESLTI Y —0EM] DOIEICERLET,

3. #EHoBEEL LT [VMware vSphere] #&RL %9,

Studio Connection

~ 2 :
() Use an existing Connection

Connection

T o
® Create a new Connection

Storage Management :
: Connection type: I [ VMware vSphere ® e ] |

Storage Selection

v Connection address: | Example: https./vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

} RanConnection -

(®) Studic toals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back M Cancel

4, VMware 7ADO > bDEGH T RL X
ANBLET,

(vCenter Server ® URL), 2—H—Rr/NNRXRT— K, BLVEHGEE
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

FIE3: YRE—A X—PDES

(Citrix Hypervisor 0450 #) FlE 3a: Citrix VM Tools #r > X +—)L§ 3

Add Connection and Resources

Connection

Use an existing Connection

®) Create a new Connection

Connection type: ’\-’Mware vSphere ® =

- T
Connection address: Example: httpsy//vmware.example.com/sdk

o Learn about user permissions

T

User name: Example: domain\username

Password: |
2 . - |

Connection name: Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

| Cancel

xe CLI £7=1% XenCenter

ZEATZEHIC. RETS Y IILTYTL— MrETS VA Citrix VM Tools #1 Y X b—JLLE T, CDY—
IR b—LTATVWRVWE, REISYONT =XV ZAMET T B3RBEEDRHD £9. V—ILAB TN

ROVWTNHRITTTEEA:

o REVTIVHEIELL DYy MDY, BiEes). £IE—KELET S,
o XenCenter TZDREISVDONT #—I VAT —E2ERTT B,

s RITHPORBTI VEBITTS

(XenMotionz{ER),

o 7Ty ay hERIIXBUEZALERAFT YT a3yt (FzyvIRAUN) BEHRLIZD. RFTv o3

v bZEETLIEDT B,

o RTHO Linux RIEY> > £ vCPU 0¥z FAZET 3,

1. RO > RERFTL T, guest-tools.iso £ W5 E#iD Citrix VM Tools #X V> L &9,

sudo mount /dev/cdrom /mnt

<!--NeedCopy-->

2. ROOAR Y REERIFTLT, LinuxFe AU Ea—>avicEJVWTxe-guest-utilities/Ny s —

DAY AR=ILLETD,
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RHEL/CentOS/Rocky Linux 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

SUSE 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [&fg] #7T. F>7L—MRETY > OREBREZEZEL £J, Citrix VM Tools H'IE
LLAYAR=ILTNTWVWRES. REMCOREIZ [HREXEAS] CBDET,

FIE 3b: AWS. Azure. GCP 0 SUSE 15.4 0 =89 % AWS. Azure. & U GCP @ SUSE 15.4 035
Bk, UTzHEBL TR

o libstdc++6 N\—> 3> 12 LIEEFERAL TV,
+ [etc/sysconfig/windowmanager @ Default_WM /X5 X—%—#' gnome IZREINTWV 3,

FIE 3c: GCP = ® Ubuntu 20.04 TRDNS #&E#iC93% F> 7L —hrET> > T, Jetc/krb5.conf @
[libdefaults] ic rdns =false 17#EML £ 7,

FIE3d: 7> 7L — MrEIIVICLINUXVDA Ny —S%Z AV A —ILT 3
pa o
e MARITHOVDAZT YL —MRETI>E LTEART3ICIE. COFIEEEKLET, SSSD #

TUTL—MREYS D LTHERALT. RXAVICEFINRERITHFO RHEL 8.x/9.x F7:1&
Rocky Linux 8.x/9.x VDA Z{ER T 3ICId. RO EZRRBL T ET L

- The VDA is installed manually and not by using easy install. Easy install uses Adcli for
RHEL 8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not
supported by MCS.

- ASamba serveris configured to use SSSD for AD authentication. For more information,
see the Red Hat article at https://access.redhat.com/solutions/3802321.
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e TVTL—MREYIVICLINUXVDANY 7 —2% A4 VX b—ILE BHIIC. NET S>421L6.0 %1
YAL=ILLET,

FHALTWS LInuXFr XA UE2—>3> 28I ROV REETL T, Linux VDA ORIRZ Y T v T
L&,
RHEL/CentOS/Rocky Linux 084
A
 RHEL 8 & U CentOS @iHF4A&. EEIC Linux VDA %=1 > X k=)L L Tdeploymcs.shx £179

B EPELURIS bUZ A YR b=ILL&E T, EPELO 1Y X b —ILAZEICDWVWTIE https:
//docs.fedoraproject.org/en-US/epel/ D&% SR L T £ L,

o Linux VDA %# RHEL 9.1/9.0 5 & T Rocky Linux 9.1/9.0 Icr > X k=)L g 3 A0iC. libsepol /X4
—TEN—=a3 Y 34 LURICERLED,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 054

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE3e: URS rUEHMICLTtdb-tools /X\vsr—2% 1> X =)L 9% (RHEL7 ©ig&D#) RHEL7YH
—N—DHE:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 D—JX7—2 3> DiFa:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIig 3f: (SUSE T) ntfs-3g #FETr > X b—JLF3 SUSE 75 v b7 x—LIZIE. ntfs-3g RT3 UK
ShURBDERA, V—ROA—RELZT>O—KL, OAYNCIILL. ntfs-3g EFHTI VA L—ILLET:

1. GNU Compiler Collection (GCC) a> /15> XF L make Nv s —S%# AV A —=)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. ntfs-3g 1> b—JLLET:

./configure
make

make install
<!--NeedCopy-->

FIE3g: FATZT—ERN—X%&EETS Lnux VDA RXwsr—I% 1> k=)L L %L SQLite
PostgreSQL #2810 X3 e TEET, COHICIE. ROFIEZEITLET:

F:

« VDI E—RD#HTSQLite ZFEAL. RAMINZHET XY by FTEIEETILICIE PostgreSQL =&
By czb8HwlLEd,

o BEA VX =)L MCS @7=8iZ. SQLite & PostgreSQL I&. ZhZNEFHTA VIXM—ILTEC
ERLIBETR N TETET, [etc/xdl/db.conf THFICIEELAWED. Linux VDA T 7 +JL +
T PostgreSQL = AL £,

+ [etc/xdl/db.conf ={EA L T PostgreSQL R— FESEZBR TR HTEET,

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxZ{TL %7, FHRI A +—ILDFE. COFIE
IFEE£EY,

2. deploymcs.shz®179 %m0 /etc/xdl/db.confaimEL £,

Flg 3h: MCS ¥z 93 MCSEHZHEBRTBICIF. RD 2 D2DFHELBHD FT:

o Jetc/xdl/mcs/mcs.confor1ILERELET,

s BEAVAN—/LOGUI ZFEBLEYT, BEYI =L GUI #B<ICIZ. VDADT XU kv FIREE
</opt/Citrix/VDA/bin/easyinstallav>rRERTLET,
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Easy Install
= Easyinstall
Check Environment
Install Dependencles © Domainjoined Non-domainjoined
Join Domain USE_AD_CONFIGURATION_FILES_OF CURRENT VDA

Configure Runtime Variables  hyc yariable determines whether to use the existing AD-related configuration files
Finish (fetc/krb5.conf, fetcfsssd.conf, and fetc/sambafsmb.conf) of the currently running

- MCS VDA,

Ho = #

DNS_SERVERS
This variable sets the IP address for each DNS server. You can set up to four DNS
SErVers

e e

NTP_SERVER
This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

EYbk:
fR17] 200 wo338, EEELENRCHZAO— NI T 7AILICERBENMREINE T, A
Hl EO)wITRE BELET 71D SEHBRENFTHFAFTNET,

LUFE. BXAAESMSF VT ERRXABIMEASF A THERTES MCSEHTY:

o RXAVIEEMS VA DBE
TIAIOEREZFERT 2D BBICHLTEREZNREZIAITEEY (FF>aV):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y| N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y|N

o FXAYEMEHS T VFDHE

- Use_AD_Configuration_Files_Of_Current_VDA: B]R#ERTHD VDA OBEED AD
BE#Em 7 7 1)L (Jetc/krb5.conf. /etc/sssd.conf. & & T/etc/samba/smb.conf) ZEBT 3Hh
ESNZERELET, YICRET D L. MCS TIER SNV OBR T 71 )Lid. IREEITHD VDA
DEEIT7AINERLE T 7AIIICHED £T, 7720, dnsTEEHREAD_INTEGRATIONZ#%#mM
BDRELNHDET, TI7AINMEIFNTT, Thid. MCSHER L7 > LOEBHR T 71 IILHIY R4
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— A A= LEDBRT Y TL—MIE>TRESNBZ L ZERLET, RAERTHFOVDAZT T
L—MRETS VL TERTSICIE. EZ YICRELET, ENLSIMDIEEIE. EZ N ICRELET,

- dns: EDNSH—N—DIP7RLZXZHRELET, RK4 DD DNSH—N—ZRETIT X7,

- NTP_SERVER: NTPH—N—@QIP7RFLIAZRELET, FICHEEDLEWED., ChiFFX-1>3
>rO-5—DIP7RFLXTY,

- WORKGROUP: 9—24JI)L—7&%. AD TiEm L7=- NetBIOS & (AXF Y /IXFEXH]) ICHREL
F9. RELABO1HBE. MCS I VDR NBOERICHEL RXAVBOBRET—07I—T8
ELTERLEY, e zid. > 7AhAo > bhtuserl.lvda.citrix.com ©g&, 7—0 7))L —7F
BrLTctrix AELWVERIRTHZICH D5 F. MCSiklvda RT3 CIichDET, T—
DON—TRBEELIERETDLSICLTLLIZTL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7zl Centrify #88E L £ 9, Linux ¥« Z kU
Ea—>3> DI bUy IR MSCHHR— T3 RXAUBMAEICOVWTIE. CORED MR
—hFINTWVBTFARMJUEa—ay) #8BLTLIETL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (IB#f Centrify Express) Nw4s—o% 4
UYO—RIZHDNRAEBRELET, CDfEld. AD_INTEGRATIONZ##% Centrify IC:REL
B EICDOHFBIMICED £,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba X\wv4sr—S% 40> O0—-R957:8
DONRAERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
BHEI,

- PBIS_DOWNLOAD_PATH: PBISNy s —2 %240 O0— R 31HDNIEZRELET, CODfE
&, AD_INTEGRATIONZ#%Z PBIS ICRRELIZEICOAHBMICHED £9,

- UPDATE_MACHINE_PW: o> 7hO Y bDONRAT—REFHOBIUEEMNEIZERNICLET,
FHLIE ROV THIYEDONZAT—ROEFHZBEENI ZBBL TV,

- Linux VDA #pgZs8k:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y| N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y| N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
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START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

FIE3i: MCSOL A MV EAEFIANCFLRBEHRTSZ TYIL—rIP2T, AXVRI1V% /etc/xdl
/mcs/mcs_Tlocal_setting.reg7 71 /LICEBIMLT. BBHRLISZA MU EEZEREFLIEEFRLET, O
DERIEICE>T. MCS TAOEY 3 =09 3N U EBREFNTZLUVICT—RERENRDODNBEVWLSICLE
ER

/etc/xdl/mcs/mcs_local_setting.reg771ILO&ETId. LNV EEREELLIEERT S
HOIAYV KT,

fceziE moEneghoadx >y R4 % /fetc/xdl/mcs/mcs_local_setting.reg7 7 JLICE
MLT. LA MU BZERECIIER TSI T
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

X00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

FIE3j: XREZ—AA—=C%EHRTS

1. (SSSD + RHEL 8.x/9.x #7zI& Rocky Linux 8.x/9.x D &#D#H&) update-crypto-policies --
set DEFAULT:AD-SUPPORTOXY REE{TLTTVYIL—MREATI VZEREHLFT,

2. /Jetc/xdl/mcs/mcs.confimELTMCS THEEBR T 3BEIE. /opt/Citrix/VDA/sbin
/deploymcs.shxRTLF Y. GUI ZFERALTMCS EH=ER I 2551E. B 27Uy o L&
ER
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Easy Install

+ Easylnstall
Check Environment

Install Dependencies selected the Virtual Delivery Agent will be configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 30 Pro?

Load Sawve

Configure Runtime Variables * |No w <
Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

+

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

GUIT BRIl 22Uy o35, GUI TRELE#MN/etc/xdl/mcs/mes.confo 7L TRE
LE#M&EDHBEINET,

3. REXRTHOVDAZT YL —MMREIS VELTHERALTWS. £RIERXAVIESMOOFIATHS
BEIE COFIEZERF v TLTLESIWV,) T T L—MRETYS Y ET BETY L — 2 BH LT ER
TNEITRTOREYS Y LOBEET 3 /etc/krb5.conf7 7). /etc/samba/smb.confZ
71, $&/etc/sssd/sssd.confI71ILEHREZIAIXLET,

Winbind 2—%—nig4. /etc/xdl/ad_join/winbind_krb5.conf.tmpl&&tvr/etc/
xdl/ad_join/winbind_smb.conf.tmplF>FL—r2EHLET,

SSSD 2 —#—nB4E. /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl. 8&tf/etc/xdl/ad_join/sssd_smb.conf.tmplF> 7L
—bZEEHLET,

Centrify 2—%—0ig&. /etc/xdl/ad_join/centrify_krb5.conf.tmpl&&tt/etc/
xdl/ad_join/centrify_smb.conf.tmplF>7L—+%BHLET,

=
FUTIL—h 77N TERINTVWEEFEORXZREL. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN % ¥ DZE#h=EHE L T T W,

4, FHITZNTVYIISIRICEDT, IREA—MAXA=SDXFyvToay b EERLTRaizHITEd,

« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) 7> 7L — MREX I VICT TV
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J=a EAVAM=IL. TUTL—FMMRETS VED Y Y RETVLET, YAZ—AAXA—=TD
Aty Foay bzERL TRRZEMITEY,

+ (Azure OHE) TV IL—MREII VT IV r—>a>%& 1> +—JLL. Azure Portal TF
VIL—MRETIVEY vy MUY LET, FYTL— MRETY Y OERREN. [Stopped
(deallocated)] ICA>TWB 2B LETS, CCTUY—RIIL—TOBREREITEVWTLE
T, Azure TYRXZ—A X—J % BRERTIRICKRTHBETT,

&> Comnect P Start @ Ao ] ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name

mcs rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, 8 GB memory)
Subscription (change) Public IP address

Subscription ID

+ (AWS OI58) TV 7L —MMREIIVICTIUr—>ayz+4 > X =)L L. AWS EC2 Portal
TTYTL—hMRETS>Z vy bR IV LET, TYTL—MREII DOV X2 2 R
M. [Stopped] ICHE->TVWBZ e E2RRBLET, TV FL—MrREIYIVEHI Uy L. [Image]
> [Create Image] Z#ERL £9. BBICLGLCTERZANSNIL. REZTVLE T, [Create Image]
20w LFET,

Create Image X

Instance ID  (j) i-011€
Image name  (j
Image description (i)
No reboot (i

Instance Volumes

Volume 3 - - Delete on
D Si GiB] — Th hput Ei ted
Type e:wce Snapshot (i |zg[ ) Volume Type (i 10PS (i ford Pu Termination nrcryp s
; G = i : Yo (Bls) (i) . @®
Root Idevisdal Sgap' 40 iGénera\ Purpose SSD ('grprz) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ (Nutanix ®#54) Nutanix AHV T, 7> 7L —MREI> Y ES vy bEIYLET, XREZ—1
AX=JDRFTyFoay bERL TERIZMITE S,
i
Citrix Virtual Apps and Desktops TR % ICIE. Acropolis R+ v 7> 3w h&% TXD_J
THBOZHBENRHD £9, BEICHL T, Acropolis >V —IL=FRLTRFy I ayv D
EBRERELET, RAFv T ay bOBRIZEELES. AZOJERV ' — ReBEHL
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T, BN —EBZEELE Y,

(GCP mi54) FIE3k: RHEL 8.X/9.x & &£ Uf Rocky Linux 8.x/9.Xx T —# =y NMEGEHEM TS GCPT
RA LI TWS RHEL 8.x/9.x & T Rocky Linux 8.x/9.x IZ Linux VDA% 1 YA +—ILE 3. 1—H vk
BEHEDRbN. ®RETS VD OBEESHRICLINUXVDAICT VLR TERC AR LA HD ET, COMEZEET S
ICIE. REI VICHHTOTA > TBREIICIL—ENRAT—RFZREL. - b LTRETSD VICOJ A > TE
BZleEERLET, RS, RETSVZHEEFHLALE. VYV —-ILTROOATY Y FZETLET:

nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

FlE4: ¥ >h20O07DIER

Citrix Studio F7zi1x Web Studio TY>>Ah42O047 %K L. h2OJICERT3RET Y OHEZRELE T,
IOVAEAATEER TR EZIETREZ—I A= FERL. UTFICEELTLIETWL:

o Nutanix@E® [AYTFH] R—=I T, FICTYIL—MREIDVIHEELEIYTHZERLE Y,

SOty ary0SIIUEEUAZOTEERT 3. [TRIMYTIIVARIIVR] R=IHR
IReN, A—H—HO5A > TR TOEROMEEIEETT XTI,
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Machine Catalog Setup X
@ Introduction Desktop Experience
0 Machine Type Which desktop experience do you want users to have?

{QJ | want users to connect to a new (random) desktop each time they log on.

14 N . .
0 Machine Management | want users to connect to the same (static) desktop each time they log on.

@ Desktop Experience

@ Master Image

@ Storage and License Types
@ Virtual Machines

(&) nics

@ Disk Settings

. Resource Group

@ Machine ldentities

@ Domain Credentials

@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

G B

[TROPYTIIRRYUIVR] R—=S T, ROWThHEEIRLE T

- A—¥-—HPOFF>FTRLUICHE LY (SYFLD) TRI MY FIEHLET,
- A—H¥—-HOJF 0 TREPICRAL BEHER) TRI My AITESELED,
BYDOA T avERBIRTZ . A—H—HBFRI by FICMRALEBIIHREINE ST FEKEGEN),

2D0B0AT avEERL. MCSEFERAL T >Z27O0ED 3=V J LTWAHBE. TR by TIADL
— Il LB EEDMIBS EZ B TIFT !

- A—Y—l&BBEZO-HANTA RV LEDTRI by FICRELEY CKEGH).
- A-H-POJFT LS —ICLPEEZREL. RETXI by T2V T7LEYT (FEkE
o A—H—EAZRELAV—2FALTVRHSIF. COF T a>EBRLET,
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¢ KEIRIVEEBUMCS AZATDIRRAZ—A A= EMI 3. AZOTJICEMENIHLVWI D VIZE
MM X—C%FEALET. BEOVIVIEEISHRITORRI—I A== FRALES,

£ L <&, Citrix Virtual Apps and Desktops ka2 X > b & UCitrix DaaSRFa Xy b TY> > h2OJ DE
MESBRLTIIEIW,

A

Nutanix ¥8i#% Tl&. Delivery Controller T > > A 407 DER 7 OL XICKIBICEBA DD ZHE.

Nutanix Prism 1281 L. TPreparation; t WS 7L 71 w oI INRFVIR IV OEREZFEHTAHVICLE
T COTTO—FIE ERTOCREBET ZDICKRILBE£T,

FIE5: FUN)—=JIL—TDVER

TUNV=TIN—=TIF. W<DODDIIYHhEOTDSBEIRLIEYS VI IL—TFULIEHDTY,. Ehoovs Yy
ZEATEZ 11— —r. 20— —ICREITZ 7 IVIT—> a3 BLUTRI My TZIEBELEF T,
2L <&, Citrix Virtual Apps and Desktops R a X > &L UCitrix DaaSRFa XY b TTFUNU—=F)L—T
DIEREZRL TS L,

A

MCS %R L TR L7z{ki8< > >id. Citrix Cloud Connector ICERTET. RERL L TERTINZGS

ENBO ET, OB, Azure TIREY > %KX kL. Samba Winbind ZEBLTAD RX1VICE
MIBERELEFT, COMBEEMRTBICIE. ULTOFIEZRTLET:

1. ADSIEdit a> v —Lic#EB L. XEROREYS VERIRLT. 2O > T7HU > LD msDS-
SupportedEncryptionTypes BltZ4mEL £ 95

2. RBET> > Tctxjproxy & U ctxvda r—EXEBESHL X7, [RETS VORENBEREHICED
277G EIF. FIE3~52RTLET,

3. T 7L —rMrET Y > T/var/xdl/mcs/ad_join.sh 7 7 1 LERE £ T,

4. |var[xdl/mcs/ad_join.sh 7 7 1 L TR D1TD#%I- net ads enctypes set SNEW_HOSTNAMES
<EESoEERMD 10 EHE. 5: 28>-U SNEW_HOSTNAMES -P password 017%BiIL &
ER

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba

restart_service winbind /usr/bin/systemctl
<!--NeedCopy-->

5. HLWRFvTFoay bzl filLWTFo7L—beERLTURBYS YV EERLET,
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MCS #fEA L 7= LinuxVDA D7y 4oL —R

MCS ZEMAL T LinuxVDAZ 7y 7o L—RT3ICId. ROFIEZEITLET:

1. Linux VDA #&HV ) -7 v IFL—RF3HIIC. NETS V21 L6.0MR1T YA M=)ILThTWBZL
ERERL TSIV,

2. 77L—btY> T LINUXVDAZ 7Yy I L—RLET:
E:
Linux VDA 0 BB EFIEEZFRALT. VI F VI 7OEBEHFEZRTPa1—ILTE5HTEET,
CNEITSICIE. T TL— T2 Yo ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R
A zBMLET,
T ZIE ROOAR Y RSA V% BIMTEEY !

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
uUrl>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL 7 5&£ U CentOS 7 0355

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8.x & & ¥ Rocky Linux 8.x %4

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & O Rocky Linux 9.1/9.0 0184
A

RHEL 9.1/9.0 & & Tf Rocky Linux 9.1/9.0 @ Linux VDA % 7w 74 L — R ¥ 3#0iC. libsepol /¥
T=N—UaY 34 UREICEHRLET,
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sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE 084

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 20.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 22.04 054

sudo dpkg -1 xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. /Jetc/xdl/mcs/mcs.conf&/etc/xdl/mcs/mcs_Tlocal_setting.regzim&EL £7,
4, HLWRFw T ayv b EERLET,

5. Citrix Studio THILWRF v I3y b EBIRL, YO UHRO00%2FHLEFT, EYVUNEBRHTZET
FHLET, JOVEFETHEFHLAVWTIIEIL,

IOV THIYRDOINRT— ROEH%=BEENL

IOVTHIYERDNRRAT—RIE. T7AIILETIRYO>AZ20O07 DERE 30 BTERERTINICED £§, /AX
T—ROEMERZEMICL. IVVTHIVRDNRT—ROEFEBIUTIICIE. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ £47#71C. fetc/xdl/mcs/mcs.conf IZRD T > b #BAIL £
ER

UPDATE_MACHINE_PW="Y"

2. /opt/Citrix/VDA/sbin/deploymcs.sh % 5=217#%. /etc/cron.d/mcs_update_password_cronjob # B
WTEFORZCBEERELE T, TIAINNDBRETIE. IV THIY DR T—REEERREA.
Fai 28 30 BICEMLET,

BEIDVTHIY FONRRT—ROEH%E. Delivery Controller 0F 7y b v v a B EMICHD, ROITF—
H/var/log/xdl/jproxy.log IcRTFENZehHBD £7:
[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.

Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

IS—%fEET3ICIE. EENICFry vy axBELET, TRTO Delivery Controller F7zid B X1 >
AV hO—5—TFvvPaDI V=TV TRRIZRT2—)LTEET,
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MCS HMER L 7cfi8< > > T FAS Z B3k

RDTARARIE2—>3 > TRITINS MCS TR L7REBTS V> TFAS ZBMICTEI X9

Winbind SSSD Centrify PBIS
RHEL9.1/9.0 [qA (AIAYS AIAYS AIAYS
RHEL 8.x =48 (AINY-3 (AINY-3 (=qW
Rocky Linux [F{ (AIAY-3 LW LW
9.1/9.0
Rocky Linux 8.x (=40 LW LW LW
RHEL7. CentOS7 (30 [Fw (AINY-3 lFWn
Ubuntu 22.04. W (AIAYS (AIAYS LWLz
Ubuntu 20.04
Debian 11.3 [qA (AIAYS LWLz ANV
SUSE 15.4 IEW WWZ LWL WL

TOTL—MMREIYS Y TRRAZ—AXA—V%EETBZLEICFAS ZBRICT S

1. Jl— b~ CAGEBRE%Z 1 VA R— ML E T,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. ctxfascfg.shz®R1TL £,
3. Jetc/xdl/mcs/mcs.conficEHEREL£3,
P
Jetc/xdl/mcs/mcs.confIiChBAIRTOERZZELET, CNSOEHIIRETS VD

EFRICHUHINZTH T,

a) Use_AD_Configuration_Files_Of_Current_VDA®fE%: YIZHREL£T,

b) FAS_LISTZ#% FASH—N—7 KL R (£7IFEHDFASH—N—F7RLR) ICRELET.
BHOT7RLREEI IOV TRYD, PRLAZ—F5|AFTEAFT (fl: FAS_LIST="<
FAS_SERVER_FQDN>; <FAS_SERVER_FQDN>"),

c) VDI_MODE#Y . SBEICIEL THOEHREREL£T,

4, 277k /opt/Citrix/VDA/sbin/deploymcs.shzR{TLET,
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MCS HMER L 7cfREB< > > T FAS ZBMICT S
BIRDELSICT>TL—hT 2T FAS BEMICH > TVWAWVEEIF. MCS TERIN-BREYS > TFAS 28
MICTIET,
MCS PMERE L 7R8> > T FAS ZBMICT B ICIE. REEITLET:
1. /etc/xdl/mcs/mcs.conf DEHEREL 7
=
Jetc/xdl/mcs/mcs.confIiChBAIRTOEREZRELEFT. ChE5DOTHIIRETS D

EHREICHUHINSTH T,

a) Use_AD_Configuration_Files_Of_Current_VDA®fE% YIZHRELE£T,
b) FAS_LISTZ#%#% FASH—N\—7RLRICBELFT,
c¢) VDI_MODE#R Y. BB THOTHZBEL T,

2. L—+ CAEBRZEZ 7V R—~ L&D,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. /opt/Citrix/VDA/sbin/ctxfascfg.shXoUFraRITLET,

Citrix Provisioning %z £/ L 7= Linux VDA O {ERk

September 25, 2023
Citrix Provisioning 2R L T. KX+ >BIE#H VDA ZERTE 9,

ZC Tl Linux #2—=4%y bFNA RO )=V FICOWTHBL ET. CDEERFERT 5 . Citrix Virtual
Apps and Desktops IRIBETEHIZ LinuX RET XV by I FOEY 3 =0 JTEE T,

HR—FINTWVWB LINUXTA A RJE2a—=2a3 i3k EsEDTY,

« Ubuntu 22.04
« Ubuntu 20.04
« RHELO9.1

« RHEL9.0

« RHEL 8.7

« RHEL 8.6

« RHEL 8.4

« RHEL7.9

+ Rocky Linux9.1
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+ Rocky Linux 9.0

Rocky Linux 8.7

Rocky Linux 8.6
SUSE 15.4

BE:

« Citrix Provisioning O&#H D1 Y A =L\ r—J%FERTZ ez HEOHLE T, FHAT S Linux
TARAMIE =23 VTGN T—2%2FEALEY, LINUXKRA MU -5 T—2 2>~ 2109 L
Mz AT 31Cid. Citrix Provisioning #—/X— 2109 LIBENBETT,

« Citrix Provisioning 2R L T Linux 2—%"v b FNA RZ X MU =22 JF3HEE. 7OEY 3
ZUUENIETNAZDAFESDICEE TE S L SIS B—0OHE T+ XU 1 X—J EICER DS/
—TaaveERLE T,

o N—FaavEbtrfs T7+—< v b3 EIXBIT TSIV, GRUB2 (C1d. btrfs /X\—F 1 > 3
YOBRETAREMNLEENH D £9, GRUB |Z GRand Unified Bootloader 08 T3,

L <&, Citrix Provisioning RF£aX> b@ TLinux #—7 v 7 NA 2D MU =327 ) ZBRLTRET
Lo

Citrix DaaS Standard for Azure < Linux VDA % {Ef{

September 25,2023

Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure O#&FF) TR XA
BIL B XA VIESMO™ES D Linux VDA ZER L T. Microsoft Azure h5EBED TN RICRET7 ) H&
MMRETRI by TEEETI £, #L < I Citrix DaaS Standard for Azurey Z8BL T3,

HR—FTNTLBLINUXTFAXRJE2— 3y

RO LINUX T ARUE2—>a v oeEE S R— L TWVWET:

« RHEL9.1
+ RHEL9.0
« RHEL 8.7
+ RHEL 8.6
+ RHEL 8.4
« Rocky Linux 9.1
+ Rocky Linux 9.0
+ Rocky Linux 8.7
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+ Rocky Linux 8.6
SUSE 15.4
Ubuntu 22.04
Ubuntu 20.04

Fig1: Azure TOXYRZ—A X—S DEE
&

Linux VDA 0 BEIFEHEEXFEFR LT V7 NIV T 7OEFEHER TP 21—ILT38HTEEFT, %k
T31C1F. Y RE—0 X—T Eo etc/xdl/mcs/mces_local_setting.reg 7 71 JLICOY Y RS > &BIIL
£,

e ZUFC ROARY RSAVZEBINTE T !

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
<!--NeedCopy-->
1. Azure T. HAR—hrINTWVWB T AMUEa2—>3 >0 Linux REBYS V% 1ERRL £,
2. BEICISLC T, LInuX REIYSDVICTRAI My TEREBEI VA M=ILLET,

3. CORET > T, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICK>TNET 5S> 21 L6021V —ILLET,

4, (Ubuntu o & D #H) /etc/network/interfacesZ 7 Jlicsource /etc/network/
interfaces.d/*f37&&ML %9,

5. (Ubuntu & n#) /etc/resolv.confT/run/systemd/resolve/stub-resolv.
confTidz< /run/systemd/resolve/resolv.conf#igEL %7

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. LiInux VDAY r—S% 1Y =ILLET,

7. FAIBZT—IN—XEBELET,
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HERERBEDMEE Y L T, PostgreSQL i X T SQLite HEATE 9, Linux VDANY T —S% A1V X b
—JLL7%l%. SQLite & PostgreSQL %210 EX 2L HTEXT, CDDICIF. ROFIEBERTLET:

a) /opt/Citrix/VDA/sbin/ctxcleanup.shza®RTLET, FRT VI L—ILDEE. D
FlEIFEET £,

b) deploymcs.shx®17¥%8ic/etc/xdl/db.confEiRELXT,
A
o SQLite (Z VDI E— RICOAFERTZcx2HEBDHDLET,
o BRIV M=)l MCS 0f=®ic. SQLite & PostgreSQL i&. EN&nzFEHTT >
Ab=ILTEIeRYDEZZEHTEET, Jetc/xdl/db.confTHIZIEEL
AWRD. Linux VDA 177 )L b T PostgreSQL #ERAL £,

« /Jetc/xdl/db.conf#ER L T PostgreSQL dR— +ESA#ERTE2cHTEE
ER

8. MCSZEH=ZELXT,

MCS ¥zl T 3. RO 2 DOFEDHBD £ :

o Jetc/xdl/mcs/mcs.conf7 7 ILERELET,
o BV M—ILOGUI ZFERALET, BEIVI =IO GUI #RE<ICIE. VDADTRY by TR
#T/opt/Citrix/VDA/bin/easyinstalladv> RERTLET,
P
dnsTEHIFIEELHEVWTLET L,

RIVAZOY DERBICENS A TERIZT VA LE A TZEIRT 335513, VDI_MODE=Y
ZRELEY,

/etc/xdl/mcs/mcs.confaimeELTMCS TH%EERT ZEE1E. /opt/Citrix/VDA
/sbin/deploymcs.shaRTLFd, GUI 2FERALTMCS E#H%xBRT 3Ha1E. [BHE] %
JUwILET,
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Easy Install

= Easylinstall
Check Ervironment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load Sawe

Configure Runtime Variables * Mo *
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
mode?

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" | Yesw o

Linux distribution: Ubuntu Linuoe 18.04

GUIT [BE] #oUvod3r. GUITRELLEHN/etc/xdl/mcs/mcs.confoa7TIL

TRELLEHIDBERINE T,

9. Azure TRV YV ZELE (RLIBEIDHTHER) LET, [TARIDIVRR—K] 20V v o LT,
DREIYS V2R T BTcHDIRZ—AA—JVE LTERTEZREBN—FTr X2 (VHD) 771D

SASURL z4mL &9,
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rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration
» Encryption
B3 Disk Export
HY properties
& Locks

EX Export template

Support + troubleshooting

@ New support request

10. (7> 3Y) RRZ—AR=JTIIN—TRVI—ERELEFT, ctxregV—IEFERBLTIIL—TRY
D—HERETETEY, ez, ROAT> Ri&. PDFEIRIO PDF A= N\—%IL ) 2 —%=BEERT S
RS —2BHMILET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy—-->

FlIE2: Azure h5DIRXAZ—A A= DA ViR—k

1. [BE] 4y2aR—Rrbps5. BAIO [NRE2—AX—=2] ZBEALEY. 71 XTL1ICIE Citrix Hgflt
TBETVRZ—A A= BB LUVA VR— b LIt X—OH—BRRINET,
B> b
COY—EXDEEETITAETADIFEALIR, [BE] HyPaR—Fr [BH] 4vPaR—FR
TEEINET,. RO AH20O07 %1ER%E. Citrix Cloud I2r>r> LT [Managed Desktops]
Y—EXRZBERTZ. BEA Yy aR—FHIEIMICEFLET,
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L_@ Master Images

Z Build Image + Import Image

2. [ X=V=AVR=—F] 2OV ILET,

3. Azure TER L7 VHD 7 71)LD SASURL ZAALEF Y, YRZ—1 X—JOFEL LT [Linux] %zi¥

RLET,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

@) Linux

Name The New Master Image

4. V4 HF—FOETRICV. YXAZ—AX—2F1VR—FLET,

FlE3: > >h207 DIERK

[BE] Ay>aR—RIZTIERL. [AE2OTZERT 2] 20Uy ILET, YO VAZOTZERT LS

3. ERTHERLIEIRZ—I A=—C72BIRLE S,
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F:
TRA—A A= LTERAINZRET> VICIE. SSH £7IERDPEN LT7I9ER$T2 i3 TS EHE
Ao RIS NCTIEXTBICIE. Azure Portal o> ) 7)La>y — L= ERLE T,

Linux VDA 0F&1 > X =)L

September 25, 2023

Linux VDA IZ. XD LiInUX T« R MU Ea2a—> 3 VICFRTAI VA M=ILTEET:

Amazon Linux 2. CentOS. RHEL. Rocky Linux

SUSE

« Ubuntu

« Debian

Amazon Linux 2, CentOS. RHEL. & &0 Rocky Linux A Linux VDA 0 F
FAA—I

May 30, 2024
B5E:

RV A L—ILDBEIR BRIV M-I Z2ERALTHEZA YA S—LZT53l 28O LY, HE
AR S—ILRFEEFNZEHNT BRI TR, FNEFICBHSNTVBFEFHI A —-ILEDHTIS—%
BOTENTEET,

FIEL: BT 71 IEERS U Linux 72> > 0%
FIE1a: *v b7 — U ERORER

Y hT—ODELKERSLVBRINTVE 2B L T ET W, 7t 2IE. DNS #—/\—(Z Linux VDA
TR B3BENDHD 9,
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Flg1b: KX FBZDHRE
IOVDRRAMEBHBERICELSIRESIND L SICT 3101, Jetc/hostname 7 7 1 LEZEBELTIYS VDR b+
BOHEERLEFT,

hostname

Flg 1c: KA REANDIL—TNYITRLADEIDODYT

IYYDDNS RXAVBrRLEBHMRX1>E (FQDN) HBRICELCEBEINZLSICTBICE. /etc/
hosts7 71 LOUTOFTEZEEL. BRID2DODIVEI L LTREBHIR XA YRBL R MEETARL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

5

127.0.0.1 vda0l.example.com vda®@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

771ILADMHOTY U5, hosthname-fqdn £7:/3 hostname (23T 3 FDOBRZHIBRL £ 7,
pa

Linux VDA I33R7E. NetBIOS BOHID#ETZHR—FLTVEEA, KX MBIF 15 XFURTH ZHEHL B
D&EJ,

B>k

a~z. A~Z, 0~9. BLUNTTY () DXFOHAERLTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHRLIED. NTITUTRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZICHBRINE T,

FE 1d: KR B OFER

RDOAYY R T, RALBHELKRESINTVWBR BB LET:

hostname
<!--NeedCopy-->

COIRVERIZED, 2D rD7mLEM R X127 (FQDN) Tldhd<. TDRILMEDADIRINET,
RDOATYRT, BRBHiR XA VBADPELLRETNTWS e #HBLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
Y (VM) £ LTLINnUuxVDA %2R bT3L. BEHRERICHRZIEAEHEET ZAELRHDEFT, LD T,
VE—FDRA LY —ERZERLTRAZ@HIFIZ_c2EBHDOLET,

RHEL 57 # )L bIRIEETIE. BZIEEAIC Chrony —E> (chronyd) ##ERAL %Y,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

TEEFRELTHS. XOII>Y RT Chrony T—EV%BiEEL X!

sudo /sbin/service chronyd restart
<!--NeedCopy-->

FIE 1g: PulseAudio ®-r > X +t—)L (RHEL 9.1/9.0. Rocky Linux 9.1/9.0 D& D #)

ARDOATY RER{TLT pulseaudio #r > X ~—JLLET:
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sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

/etc/pulse/client.confz@E. XOT> U EBMLET:

autospawn = yes
<!--NeedCopy-->

F)E 1h: OpenJDK11 O >R k=)L

Linux VDA iZi%. OpenJDK 11 "XETY,

« CentOS. RHEL. #7:i& Rocky Linux B L TW3HEIE. LinuxVDAZ1 > X =I5 L. fkizE
B LT OpenJDK11 AEEMICA VXA b—ILENET,

« Amazon Linux2 ZEA L TW3IEEId. RO Y REETLTOpendDK 11 #BICLT VX h=JL
LET:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

ELWN=D 3z LET,

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

ERNC/NNv I —2 N7 OpendDK i3 MAEION—2 3 > TH BTN H D 9, OpenJDK 11 ICEFHL F7:

sudo yum -y update java-l1ll-openjdk
<!--NeedCopy-->

FIg li: FHATEIT—IR—RD1 YR M—JLEIBE

Linux VDA Xwv o —o 1 >~ X k=)L, [etc/xdl/db.conf % 4% L TER I % SQLite 7:13 PostgreSQL
EEETEET, FH1 X —/ILDBA. SQLite & PostgreSQL = EajICFEH T XA b—)LLTLWEWE D
NZEEETEZIECHTEEHAS

ZDto 3> TlE. PostgreSQL ¥ SQLite DF—AZR—REA VA= TEHEL, FRTET—ER—2
EIETAHEICOVWTHEBALE T,

pa o

SQLite (VDI E— RICOAERAT I = BEND L F .
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PostgreSQL o > X k—JL Linux VDA iCid PostgreSQL "% ETT :

+ PostgreSQL 9: Amazon Linux2. RHEL7. CentOS7 014
+ PostgreSQL 10: RHEL 8.x. Rocky Linux 8.x ®ig&
+ PostgreSQL 13: RHEL 9.1/9.0. Rocky Linux9.1/9.0 04

ROIAYY RZERITLT. PostgreSQL%zZ-1> X h—JLLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

RHEL 8.x ¥ RHEL 9.1/9.0 o5&, ROIAT> KE2(TLT PostgreSQL libpgz 1> X h—ILLEF:

sudo yum -y install libpq
<!--NeedCopy-->

ROAR Y RERTLT. T—ER—%EJHKL 5. ZDREICED. [var/lib/pgsgl/data icF—2~X—2
T71IBMERINE T,

sudo postgresql-setup initdb
<!--NeedCopy-->

TP ORBEEF-IZENRT PostgreSQL £81 9 3ICI13. TNENROIOVV RZERITLET !
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ROOAT> REFERAL T, PostgreSQL D N— 3 >R LET:

psql —--version
<!--NeedCopy-->

(RHEL7 &) R &3iIcpsql AV RS> A—FT1oUT42FEBLT. 74T L V7 MUBREIhTWVS
CrEmRLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

SQLitezr> A +r—JL93 XOATVE%ER{TLTSQLite #1> X —JLLET:

sudo yum -y install sqlite
<!--NeedCopy-->

FRETET—EN—X%EETS SQLite. PostgreSQL. 7 ZZDmA% 1> X b—JLL7#%. Linux VDA
Nyr—=o% 402 =)Ll Th 5 /ete/xdl/db.conf #4EETZ . FRTEZT—EIR—EEETEET, D
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feDICIZ. ROFIEZRITLET:

1. Jopt/Citrix/VDA/sbhin/ctxcleanup.sh Z2{TL £ 9, FR1 VX L—ILDIEE. COFIBEZEZET,

2. [etc/xdl/db.conf ZiE&E L T, FHITZT—2RN—X%EZBEL £,
3. ctxsetup.sh #==17L £7,

pE o

[etc/xdl/db.conf %/ L T PostgreSQL 0 R— FES 2R TH L HTETET,

FIE2: NAIN—NTHF—DEE

HBR—bINBZNAN—NAHF—ETVYM LT Linux VDA ZE1T9 33HE. W< DD DEEHNKRETY, AT
BNAN—NAHF—DTZy b T —LIZEDET. ROEBEZITVET, RTFALZIN—RTTF7TLinux > >

ZRITT 356, RERBUESHD £t A

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor O BZIE A EED B BRIEE. Th 2O ZEREWK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHEEL £9, -tk NTP & Citrix Hypervisor OEAH Y X T LOREEEELLS T
BLHREAEATY, PXTLOFE MY —N—DRE L ORENMEONZDEFHSICIE. & LinuX 7 DX
TLOREMNNTP LA TIHENRDBD T, COBE. R MORZFEHZEMNCTIHENHD T, HVM E

—RTiE. BEEIBEHD FHA

Citrix VM Tools #'-f » X k=)L T - #E{RAEK Linux h—xILERITLTW3HBE. Citrix Hypervisor OFZIE

HAEEDFE T 2D 5D L. LINUXRET S YATEMICHE > TVWEINESH MR TI£T!:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZERLET:

o 0- FFZIEHAMRED B RIC R > TWB Tesh, BIICTBIHEDHD £,
o 1-BZIFHEEDEMICHE > TVET. CNULEDRFIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BVEE. UTOFIBIFHEHD £H Ao
BIZIB RS REDN B NIC R > TVWBBEIE. T71JLIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXGHL. BEBEDRIETSICIE. [etc/sysctl.conf 7 71 ILEREL T, XOTEEMLET:
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xen.independent_wallclock = 1
CNEDEEXERBI DD, ROESICLTORATLEZBREHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIERLFT,

Microsoft Hyper-V ThOEZIREIDIEE

Hyper-V Linux i % —E X1 > X =)L a iz Linux (REHR X b Tld. Hyper-V ORZIEHAKEE = @A L TR
ARARL—TFT 4 VI RTLORBENBETEEY, X TLORME ERGKRETHEIFTZICIE. NTPH—EX
LEDHICTDEEEZEMICTINELHD X7,

BEARL—TA VIO ZATLT. ROBEEITVET,

1. HyperVxx—Yv—%zRHEE9,
2. Linux(REBY> > ORET. et —ER] ZFRLET,
3. [FZIOREA] MERENTVWB e ZRRBLET,

E:
C D7 EIE VMware & & U Citrix Hypervisor B8 32740 £9, VMware & & U Citrix Hypervisor

Tid. NTP L DEEZRIT B cHICHRR bORZIFEZEMICL £9. Hyper-V oRZIFEAIZ. NTP & #7F
L. NTP 0RZF#ZMT TN TEET,

ESX & & U ESXi TORZIRHADIEIE

VMware OESZIFHAEEN B RIEE. ThENOBERENK Linux [RIB< S > T NTP e N1 /N— N1 H—TRE
PRELET, THE NTP ENAN—NAF—DOFEAN T LORMZRBLESETEEHREATY, ¥R
TLOEE MY —N\—ORE L OREBANKHDNZDERH<CICIE. & LINUX TR DY X7 LORBA NTP &R
HY2HENBDET, COFE. R ~ORZIEHREEMICTIHELNHD £J,

VMware Tools #- > X b—JL Lo RBEETHERAEMW Linux A—ILERITLTVWBIEEIE. ROBIEEITVET,

1. vSphere Client #BiZ £ 7,

2. Linux{REBY> > DRELHELET,

3. RExY>oONT«] FATATRYIRT [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £7,

5. [##] Ry IRXT. [(RRAMTIANEZRIZR] Fzv IRy IREFTICLET,
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F|iE 3: Linux VM %= Windows R X1 >ZB0

LUFIE. Linux ¥ > % Active Directory (AD) R X VIZIEBINT3HETY:

« Samba Winbind
» Quest Authentication Services
« Centrify DirectControl
« SSSD
« PBIS
BIRL 7B EDOFIBICREWVE T,
pai
LinuxVDA@oO—ANLTAD Y rE ADDT7HT Y FTRLA—H—RFEFEATIE. Ty a v DEEICK
MIBdzehdbxd,

Samba Winbind

MDESICLT BEBEBNYT—S A A —ILEIEEHRLET:
RHEL 9.1/9.0/8.x & & T Rocky Linux 9.1/9.0/8.x ®iH&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0g&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T2 YOEEEIC Winbind 7 —EYEBBTEZ L5195 ROITY KT, I VEHKIC Winbind 7—%

H BT B L SICEBRT IVEN DD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER KD & SICLT. Winbind #Ef L7 Kerberos SBifBICY Y v = BREL £ T
1. O REERFLED,
RHEL 9.1/9.0/8.x & & Uf Rocky Linux 9.1/9.0/8.x 154

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->
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Amazon Linux 2. CentOS7. RHEL7 o5&

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Z CZT. REALM iZAXF 0D Kerberos 48i5%& ©. domain (& K X >® NetBIOS 2T,

KDC H—N—& L V48l EZ % DNSR—XTEBBIIZINELNHIBEIE. XD 2 D2OA T arEgido <Y
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN 5RINS. BRICKKLEZWINbindY—ERICETZ IS —IFEEL T,
INSDOIT—IF. IPUDRRXAVICERESMLTVWAWRETauthconfighwinbind—EX%
BIBLESETBERETBEHHD XY,

2. [etc/[samba/smb.conf ZfL\T. [Globall to>avIlRDIY U ZBMLEYS, 2L, BT
DiF. authconfigy—Ilick>TERINcEZI> 3> DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL 9.1/9.0/8.x & & U Rocky Linux 9.1/9.0/8.x @ 5 & @ #) [etc/krb5.conf %= fg W\ T, [
libdefaults]. [realms]. [domain_realm]to>avicTvrUZEEMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>a>v:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>ayv:

realm = REALM
.realm = REALM

Delivery Controller iZxt ¥ 23R & BRI &, Linux VDA IZ> X5 LD keytab 7 7 L /etc/krb5.keytab Hiis
BTY, aiiRD Kerberos #ALIZREICED. I VDD TRAAIVIZBMT B L I, Winbind 2k > T
22T L0 keytab 7 7 1 L HSBRFIBICIER INE T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 9.1/9.0/8.x & & Tf Rocky Linux 9.1/9.0/8.x 154

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

Amazon Linux2 &' RHEL 7 0354

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
——C“?'o

Winbind @ PAM 0#m 57 #JL kTldk. Winbind PAM £ 2 —JL (pam_winbind) o#m <. Kerberos
FryvbhFvy vyl abtRm—LTo LY N)DERIPEMCR>TLWEE A, [etc/security/pam_winbind.conf
#FWT. [Globall Eo> 3> TROEEDICTIY N EBMEIESEBELET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOFRBAOLIIOVHHBRINTVZ L ZRABLEYT, CNHSZEETBICIE. RO L SICL T Winbind
ErEBEHTIVENHDET:

F—

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RHEL 9.1/9.0 & & T Rocky Linux 9.1/9.0 ®35&. ROOAT Y RZR{TLT. pam_winbindhIL—kF1 L
I hUDFBEEZEELAWVELSICL. Winbind T SELinux ORIE%ERL£7:

usermod -d /nonexistent nobody

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IO Ea1—2—#4TJ U FHBETT,

RDESIC. Sambadnetads AV REETLT. IVUBPRXAIVICBMLTWA I 2R LE !

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAVE2—F—FTI 0 MEREBRET ZICI1F. ROOATX Y RFZEERTLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos M D2  Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z ¥ #HET 3113,
MOAYY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
#HRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXVRICED, TUVINILBEBERAM— DT EIEFREAESHOEICTH L TERATESF—D—EIERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHELRHD £T, RILEEE §) 3. PTILCKBBEIMIEZHSDICNY Y
25wa () TIRT—TTB3HRERHD F9, BBICK>Tik. DNS KX >&h Kerberos $Bi& & E4b
£9, LIch > T HIEBBREFERALET. COATXVRBRINTR . HAOIRKRRINEE A
KOOARYRZFEALT. IV 7HO RO TGT Fry b x vy ad iz #HERLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. YOV T7HIY MOFMAERELE T !

sudo net ads status
<!--NeedCopy-->

2A—H—RADHR RDOL SIS, whbinfo vV —ILZFERALT. RXMYA—HF—DRRXAUICH L TRETES C
CEHEBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV IRy
2aXFE ) & B3 12NV IRSy Y aXFEEEELTIRT—FI2RBELHDET, COATVRICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM €2 2 —ILAELKBRINTVBR R T 3ICId. UEIICERLIZI A BVWR X1 >a—
—7horrEFEBLTLINnUuXVDAICOIA Y L&Y,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
ROAY Y BT, Kerberos BERF v v aDF 7y FHEMT, HHRINATRBVWICEBRLET:

klist
<!--NeedCopy-->

ROATYRT, By araE&TLET,

exit
<!--NeedCopy-->

Gnome O>V—JLF7/IZ KDE OV YV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
HER%B. TFIE6: Linux VDADA >R =)L) ICEAFET,

Quest Authentication Services

FXA>a> bO—5—T0 Quest D#ER KDEMEIE. Quest V7 k77 % Active Directory KR X-r>1a>
FO—5—ICAYZXr=JLL. BELTWE . EEERHENTS SN, Active Directory ICO>Ea—4—F
TP hZERTE B ZFIRELTVWETD,

LInuXVDA Y > VICR XA > aA—H—HOJF>TEBL 51295 Linux VDAY > THDX v 3 > %L
TRIBEDBHBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory a—#'—r J>YEa—%—] EBI>V—JLT. BROI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,

2. [Unix 7Ho> ] 27%FRLET,

3. [Unixxts] Frv IRy IRBAVICLET,

4, [751<V) GIDES] %#. EEDORXA>A—HF—JIN—TFDFIL—FIDIZRELET,

=
COFIRE KAASI—F—HTYY— L. RDP. SSH. F7/$Z D0 U E— MUETD F TLEERAL
TOYFYTEEE5RET B BADALTT,

Linux VDA T Quest DiExg
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SELinux R > —BEROEREE F 74/l b0 RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXT>Y Ty bDIPCOXAZILICTFH L. RXM>YaA—H—0OJF > %
IFE9,

COMBEEEE T 3 - OEFIAAEIG. SELinux OEMKTY, JL—~21—H—r LT, [etc/selinux/config
HiREL. SELINUXSBEEZ XD EDICEELFT:

SELINUX=permissive
COEEICRYY YOBRESHHIBETT:

reboot
<!--NeedCopy-->

BE.

COREIFERELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—HF—TH>TH. BRICOVITIINTLESAREMEAHD 7,

VAS F—E>DHER RDLSIC Kerberos 747w COBEEFHEBMICL T, TIMTI3HENH D 9, B5F (4
74O FY) $EMCTIHELRHD XTI,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHFERED OB (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7 #)L ~OBEMEAM
TH3 I0KEALOD 1BER<ADEY, F7 v FOBMEEANT SICEVWS XTLATIE. KD/NSWMEZ DN
FXR—2—ICRELET,

PAM & & NSS ik  HDX %, su. ssh. RDP B#EDZDMOY —EXEZN LI R XA Y- —DOdF+ >
ZEMCTBICIE. ROOAR Y FZEEITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows k X >A®D&il Quest vastool <> REMERA L T. Linux ¥ >% Active Directory K X >
ICBMmaEEd:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->
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user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR XA I —H—TT,
domain-name |3, K X-r>® DNS & (example.com %¥) TT,

RXA Y XN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryilayEa—42—472 0 bHBETT, QuestiZ&k > TEMET Ntz Linux
ROVHRXAVICHEET R Z2BRTBICIF. ROATY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOUDRXAVIZBMLTWAERIE. RAXTYVEDIRINET, IOV RXVIZEMLTUWAWES., UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

aA—H—sREDmER PAM Z{ERE L7 Quest D R X1 > A —H—DBEDRIBENE S D Z R T B ICIE. LAFIIC(E
BLECEHBRVWREXAA—H—TAHD Y rEFERALTLiInux VDA IO A LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOARYRT, id-u vy RICE>TREIN UID ICxt 9 B Kerberos BRRIERF v v a7 71 IILHMER S
NiCrz®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAY Y KT, Kerberos EiiEHRF* v v aDF 7y bHAEM T, BHRTINTIZBWI L ZHERBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT. Ly arvaE&TLED,

exit
<!--NeedCopy-->

Gnome OV —JL&ELIZKDE OV —ILICEEOT A > T3 L. BHROTARZRITTEET. RXIVENMD
R&. TFIE6: Linux VDA DA >R k=)L) ICEHET,
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Centrify DirectControl

Windows K X1 >A®#&f] Centrify DirectControl Agent h'1 > X b — LT TWVBIHAE. RDOLSIC
Centrify ®adjoindv > REMEAL T, Linux Y>> % Active Directory K X1 > ICEBML F7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4&—(d. > Ea—4—% Active Directory K X1 VIZIBINY 21ERZ1FDOERE D Active Directory
KX >1—%—TF, domain-name |3, Linux Y>> %BINT 3 R X1 > DRFTI,

RXAYXYN—=2y TORR  Delivery Controller 2R3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory IO Ea—4—47 0 CHBETY, Centrify IC&k DB N Linux v >
PREXAVICFEET B L eRBIBICIE. ROOAT T RERTLET:

SU =

adinfo
<!--NeedCopy-->

Joined to domain fEA B TH % Z & £. CentrifyDC mode T connected WNiRINZ e =B L X7,
CentrifyDC mode #¥ starting ® & £ZE4 L AWVHEEIF. Centrify /517> MY —N—C OEGHROME. 1
IR DRI EELTWVET,
REFRTIE. LDEENAES X T LABRESEHBERZINETIET,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F% Active Directory £ & U Kerberos f —E X 0iESGiE T A LET,

adinfo --test
<!--NeedCopy-->

RXA>SMOmRE. TFIE6: Linux VDADT > ~—JL1 IZEHFT,

SSSD

SSSD #EALTWVWBBEIE. COEIaYDIBRICE-STLIEIV, ZOEI>3>THE. LinuxVDAT> > D
Windows R X+ > ADBIMFIE. &£V Kerberos sBEEDERICD W TEHBAL £ 95

SSSD % RHEL & U CentOS Tty b7y 79 3ICIE. ROEEETVET:
1. RXAVIZBMLTHRR b keytab %= {ER
2. SSSD oty v 7w
3. SSSD oE#tk
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4, Kerberos &/ OER
5. A—% —:REDFER

RXA1 28U THRR LD keytab ZER  SSSD Tidk. KX 2BME S X7 LD keytab 7 7 1 ILOEREIC
B9 % Active Directory @0 51 7> MMEREEMNMRBEIN TV EE A, D DIC adcli. realmd. *7-iZ Samba
ZFEHATTXT,

Dt 3 > Tk, Amazon Linux2 & U RHEL7 oE&d Samba o 7 7O—F &. RHELS o4&
Dadclio77O0—FICDOWTEHEL £9, realmd ICRAL TiE. RHEL £7z12 CentOS D RFa X > F%EBEL
TLIEE W, SSSD ##m 9 2HIIC. UTOFIBICRS REHHD X7,
« Samba (Amazon Linux2 & U RHELT):
RDESICLT. BEENYT—SHA VA M—ILERIZERLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

Linux 2314 7> T, BEICHEBRIN 7 7 IILEFERALET:

- Jetc/krb5.conf
- Jetc/samba/smb.conf:
Samba & & U Kerberos sBERICY > V2B L £ 7!

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Z ZT. REALM (3AXF D Kerberos 8% T. domain i3 Active Directory K X > ®%E\ NetBIOS
gt“—a_o

pE

CODERBEDORTEIF. B— R XA, B—T LA METFILEFRELTVWET, ADA>VTSANSOF

v IZEDWT Kerberos Z#m L £7,

KDC H—N—8 L V4EIEE % DNSR—IXTEBRBIIHBELHIBEIF. XD 2 DDA T 3 VROV
VRIEMLEY:
--enablekrb5kdcdns --enablekrb5realmdns

[etc/[samba/smb.conf W T, [Globall o> a3tk FUEEBIMLES, 7L, BMNT3
DiE. authconfig vV —ILIC& > TERT NI 3> DETT:

kerberos method = secrets and keytab
winbind offline logon = no
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Windows RXAUIZEBMLET, RXA YAV FO—F—ICERETER Y. VB2 —4F—%RXT1Y
ICiBINY % 1ER% 35D Active Directory 2 —H%'—7ho Y bHH B3 e 2HRBLET:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iH&Z T, user i3> a—4—% RXA VICEBIMT3EREFDORX 1Y
l_ﬁ_—c—g_o

« Adcli (RHEL 9.1/9.0/8.x &' Rocky Linux 9.1/9.0/8.x) :
RDESICLT. BEBNYT—CHA VA M—=ILERITERLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Samba & & U Kerberos sBsERICY > V& #EBRLET:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->

[etc/krb5.conf ZE5WT. [realms] & [domain_realm] o> avicTo ) EBMLET,

[realms] o> 3>

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] &> 3>:

realm = REALM

.realm = REALM

Windows RXAVICBMLET, RXAAMYIYFO—S5—ICEETEIZ e, AP —42—%RXT1Y
ICiBIN Y 3 1EBR % 35D Active Directory 2—#'—7hU Y bHHZ e 2HRBLF T

sudo realm join REALM -U user
<!--NeedCopy-->

REALM (3 AXZF®D Kerberos $8iHZ T, user i3> a1—4—% RXA VICIBIMT3HEREFIDORX 1Y
l_ﬁ_—c\‘—a_o

SSSD oty h7vyF SSSD oty b7y Aid. UTOFIETHERINTWVWET:

« sudo yum -y install sssdd<>r%ZZE{TLT. LinuxVDAIC sssd-ad /Xy —J% 1>
—JLLET,
o TFEIFRTFAIICHBEROEEEITS (sssd.conf BE).
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o sssd T —EXERBLET,

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.

ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side

default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com %353 ZETEIX £, ¥ L < I&. sssd-ad(5) - Linux

man pagel ZSRL T T,

(RHEL 9.1/9.0/8.x # & U Rocky Linux 9.1/9.0/8.x ® &)

|etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> avItkDT>Y I ZBIMLET:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%

T71ILOREES LUV 7t X1E% sssd.conf TRELZFT:

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf
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SSSD &% RHEL 9.1/9.0/8.X & & U Rocky Linux 9.1/9.0/8.x D184
SSSD #B#ICTBICIE. ROOAXV RERITLET:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 054

authconfig =M LT SSSD #E%#ic L £9, oddjob-mkhomedir 1> X b—JLLT. TOEKR—LFTsL
2 =) OYERI%AEDY SELINUX ICWIGL TWA e 2R L £ 9 :

authconfig --enablesssd —--enablesssdauth —--enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mOm:R X7 LD keytab 7 7 1 LHBMER . COT 7 ILICEMRF—AEENTVEZ L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARIRICED, FUVINIILBERBERM— DT EFIEFHREAEOEICH L TERTESF—D—EBIERR
TN 9, Kerberos @ kinit v REETL. TS50 F—%2FALT. IPVERXr>OY bO-5—ICx
LCEBEL & 9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHEN DD £T, RILES (8) IE. P TILICKBBEIMIEHSDICNY S
Z5wyra (\*) TIRT—TITEHERBHD T, BEICK>TIE DNS KX & Kerberos EiFHZ L B
BOFEd, LA ->T. BTEEREZFEHALEYT, COOATYRAHT I . HAORKRRINEFEA.
ROOARYREZFEALT. IV 7HO RO TGT Fry b Fxv v adhi-C e =HERLET:

sudo klist
<!--NeedCopy-->

I—H—REOHER getent YV FZFERALT. OJAVEANMYR— I TVB I . BKT NSS H'HaE
TELhERALET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bThTVWBOJF U ERITRDED TT:
o« Ayl ARNLOFAFV%E: DOMAIN\username

« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

MNERPBIS Nvir—> AT O0—RTA

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

PBIS 1> X h—ILR T )T b ZEITAREICT 2
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—)LRV ) T EETEA
sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh

<!--NeedCopy-->
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—%—% Active Directory R X1 VIZEBMT 31EREZF OR X1 > 21 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

F: Bash#F 74l bD> )L LTERET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEEFTLETD,

RXA Y XYN=2y TOFER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IcOYEa—2—7F T2t bHRETY, PBISICL > TEMIN Linux x> o H
RXAVICHEET R EBRTBICIF. ROAY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIE. RA MBI RRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFBEENERENE S HZFERT B ICId. LUFICE
BLECEHABWRAS I —FTHU Y ~E@ERALT LinuxVDAICOIF Y LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID 13X 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. £y araE&TLED,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VX b—)L1 ICEHAZF T,
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Flg4: .NET>>Z1L6.0D1>RE—)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NETS>214L6.0D—1>X+—)L#%. whichdotnet OY Y RERITLTS VR A LNAERELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIES: LinuxVDANwvr—> o485 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. Components #ERIL T Linux VDA #B2i+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions.

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDA®D ) >o%21)wo LT, LinuxVDADA I >O—RI77AILICTIEALET,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. EAFOD Linux T AU Ea—>avicidis L LiInux VDA Xy or—S%# 4o >O0—RLET,
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6. LINUXVDA Ny —2C OBEU RIS 57-DICFERATES GPC 2*¥—24v>O0—-RLET, fi:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202§
LECYREDE B () Download File

Checksums
SHA-256 -a440f3c9a03851239441083f6040 5 501c04

Linux VDA Ny r—J OEEMZBR T 2ICE. ROOAT Y FZ2ETLTARF—% RPM 7—42X—XZ1
VR=bL. Ny T—C0BEMEEELET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

FE6: LinuxVDAD-1r> 2 +—)L

HRICAVRAL—IILTED &FD2N—=U3 28 LISRUU—IDSBEOAI VA M—ILZT Y FJL—RTEX
ER

FlE6a: FRA>A+—ILZETTH

1. (7> 3>y) guwN—=ayo7y1 YR =)L

BMO2N—=23 YLV LTSR U U—IBSMDEHEVWAN—=23 >0 Linux VDA DA > X h—ILEh TV 35
BlE. ThZT7 oA A =IILLTHOSHLWN=3 0 A YR M—ILT2HEDNHD £,

a) ROOAXY KT, LinuxVDAH—ER%FIELFT:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->
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P
ctxvda & £ O ctxhdx +—E X% {E1LF 3 a01C. systemctl stop ctxmonitord J<v> k%
RITLTEEY—EXT—EVEEFLELEFT, ChZERITLAVES. BERYT—EXT—EVIIE
LY —EXREBEFSHLE T,

b) XHATYRT. NyTr—S%F7UAYAR—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE N
ARV RERITIBICIE. FILNRADBETT, K bDIc. ¥ X7 L/NXIZ[opt/Citrix/VDA/sbin &
&£ U'/opt/Citrix/VDA/bin ZEMT 3 HTEXI,

2. LinuxVDA Ry r—2n4 o >O—R

Citrix Virtual Apps and Desktops @4 7> O—RR—=JIZTFIEAL £, BEHHR/N— 3 >0 Citrix
Virtual Apps and Desktops Z /&R L. Components #-Jwv o LT, AT Linux Fs X kUEa
—>avIZxisd 3 Linux VDA Ny r =>4 >O0—RLED,

3. LinuxVDAD—1>ZX k=)L
=
o CentOS. RHEL. Rocky Linux ®#54&. EPEL VRS hUELIZCA VX b—=ILLTEL BV

. LINuXVDAZIEEBICA YR =)L TEEH A, EPELOM Y X = JLFEIZDWTIZE
https://docs.fedoraproject.org/en-US/epel/DaiBA%E BB L T £E L\,

« Linux VDA % RHEL 9.1/9.0 & & ¥ Rocky Linux 9.1/9.0 icr > X b—JL g 3 Hilc. libsepol
N —2%N—=23 Y 34 LRRICEFHRLES,

o YumZ@ERLTLINUXVDAY 7 b0z 71V A M—=JLLET:

Amazon Linux 2 g4

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0154

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8.x & & ¥ Rocky Linux 8.x D84

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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CentOS 7 5 & U RHEL 7 155

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm

<!--NeedCopy-->

+ RPM Package Manager ZEB L T, LinuxVDAY 7 b 7% AV XA b=)LLET, TOHIIC. &K

DIREBEREZRRT ZVELHD £,
Amazon Linux 2 0ig45:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.
<!--NeedCopy-->

RHEL 9.1/9.0 5 & U Rocky Linux 9.1/9.0 i85

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.
<!--NeedCopy-->

RHEL 8.X 5 & U Rocky Linux 8.x D154

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.
<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155!

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.
<!--NeedCopy-->

RPM #77B3{Z—% (RHEL 9.1/9.0 & &£ f Rocky Linux 9.1/9.0 0i55):

java—-ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8

dbus >= 1.12.8

dbus-common >= 1.12.8

dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8

xorg-xll-server-utils >= 7.7

rpm

rpm

rpm

rpm
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xorg-x1ll-xinit >= 1.3.4
lTibXpm >= 3.5.12
libXrandr >= 1.5.1
TibXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-1libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~

qt5-qtbase-gui >= 5.5~
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grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RPM f&7zB31Z—& (RHEL 8.X & & ¥ Rocky Linux 8.x ®i#£5):

java-1ll-openjdk >= 11

icoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

libXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2
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sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RPM #&#ZRFE—& (CentOS 7 LU RHEL7 Di58):
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7

xorg-x1ll-xinit >= 1.3.2
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xorg-xll-server-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbhase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy-->

RPM f&7zE3{Z—% (Amazon Linux 2 0i58&):
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9

firewalld >= 0.3.9
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policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10

libXrandr >= 1.4.1

TibXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbhase >= 5.5~
grencode-1libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy—-->
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7
ZON=23>d Linux VDA THAR— I TWVS Linux T AU Ea2—>3> 8 Xorg D=2
AVITOVTE T RTLEMH) ZBRLTIET L,

RHEL 7.x i Linux VDA % 1 > X t — )L L 7z #%. sudo yum install -y python-
websockify x1lvncaXY RERITLET, CHud. Ly a>od v RUKEEZERT 370
IZ. python-websockifyrx1llvncaF&#HTA YA F—ILT2ZEHBEMTY, sEL<IE T
w3y R ZERLTETL,

Flg6b: BFEDO1A VA= ETYTIL—RTSE (FF>3Y)

BHD2N—=23 > LISRUY =D SBREOA VYA N—=ILET YT L—RTEET,
pE
e BIEDA VA M=ILETYIIL—RTBL, [etc/xdl ICHBERT 71 IDHLEEZTINET, TV
JL—RERTIBAEIC. BT T7AINENYIT Y TLTLET L,

« RHEL 9.1/9.0 & & 0¥ Rocky Linux 9.1/9.0 @ Linux VDA % 7w 74 L — R 9 380, libsepol /¥
J=2mN—=23 Y 34 LURICERLED,

o YumZFERL T v I L—R$BICIE:
Amazon Linux 2 0ig45:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0154

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8.x & & ¥ Rocky Linux 8.x D84

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 0i55:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

+ RPM Package Manager Zf L T7 v 7J L — R$3I21d:
Amazon Linux 2 0154

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->
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RHEL 9.1/9.0 & & Tf Rocky Linux 9.1/9.0 55

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8.x & &£ ¥ Rocky Linux 8.x D84

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 i35

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

i
RHEL7 Z#EAHALTW3BEIX. 5107 v I L—ROATI >V RERTLIEE. BITROFIEEZRTLTLIES

L:

1. /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®17LT. ELW.NET S>&+1 L/IXRX%
HBELET,

2. ctxvdatr—ExXZzBEHHL £7,

5E:

VIhDzT7ET7y T L—RLUE#E. Linux VDA TS > ZzEEE L T ESI L,

FIET7: NVIDIAGRID RS 1A N—D1> X +—)L

HDX 3D Pro ZB%#IC 9 3ICid. NI N—NA1F—r VDAY VIZNVIDIAGRID RSAN—%2 1Y A —ILT 3B
RELRHD £Y,
pE
Amazon Linux2 © HDX 3D Pro B9 3%IClE. NVIDIARSAN—470 %1 VR h—ILT B &2 HE
DHLET, #FLLIFE TORTLEH) 28BLTLIETL,

REE D\ /X— /N1 —IZ NVIDIA GRID Virtual GPU Manager (RX b RSAN=) Z4 >R b—)LLTHERY
BIClE. ROAA FZBRL T ZT L

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—ILLTHER T BICIE. ROFIEZRITLET:
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L. ZEVM B vy ATV EINTWVWBCEEZREBLE T,
2. XenCenter ©. GPU # VM [CEIDEH T,
3. REY UERELET,
4. NVIDIAGRID RS N—RICVM Z#EL F7:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. Red Hat Enterprise Linux ® R 2 X > tOF|EICHE>T. NVIDIAGRID RS N=%1 VX —JLLE
ED

pE

GPU RSAN—D1 YR r—ILEE. INTOEBTT 74/ b (TWWR)) ZFRL TSI L,

BE:

GPU XZXIL—%BMICT 3 . XenCenter #F A L T LINuX REBI > ICT oA TERLABDET,
SSH =R L TEGL £,

nvidia-smi

Bt et e ittt e L +
| NVIDIA-SMI 352.70 Driver Version: 352.70
——————————————————————————————— e e}
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
===============================t{======================{=====================x= |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e - e +
B ettt et +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage

ROAR Y R T, A—RICEYAEBRERELET:
etc/X11l/ctx-nvidia.sh

BVWRGEPTILFEZ4—HEEZFAT3ICIE. BB NVIDIASAEYINBRETT, COFTEYRZHREFET
%IZiE. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®&E R ¥ 2 XY FDIERICHK > T
T2V
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F)IE 8: Linux VDA DO#&5K
pE o
SUAALEBEEEY 7y T 3E0C. en_USWUTF-8 O/ — LAY VA R—ILENTVWB 2R L F
T 0SIcC Oy —ILriiWwWisEiL. sudo locale-gen en_US.UTF-8 v > R%ER{TL £9, Debian @

BE1%. #en_US.UTF-8 UTF-8 170 O X > h%fRBR L Tletc/locale.gen 7 7 1 /L& 4EL TH 5. sudo
locale-gen IY > RERTLET,

Nyr—=I04 YR b—)L&, ctxsetup.sh 27U 7 +%ERITL T, Linux VDA 28T 3HRENHD FJ, DX
)T hE BEZITSRIICIRIRZBRB L. TIRTORKEIVR—XVEDRA VI —ILTNTWVWBR A HERTN
F9, BEICKRLT. WOTHIDRIU T EBEITLTREEZETEEY,

CORZVTFHE FHTERICEEZLAL S, RLFFRMICHBRLICAIEZERBLTAFTRITTEEI. KT
BEINC. ROAXYRZEALTIORI )T DAL T2 B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 52 FBRERITLET:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEfE SN AER

ITVRA—IZBEKT 37D, RIEEHEZFEALT. Ly cTPYTRIVT A TREERZ AT T2 a>ZBET
FET, BEBEHEDNIRTEESNTVBR L. RIUTMIEL>TA—HF—IBEROANZERD B X v E—IHK
TENBZEDBLBDES,

HR— FINBRIETHICIIRD LS BHDOHH D £7:
« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8%38E 23 e TEET, TI7AINFTIENICREINTLETS,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller D& &IZERT %
Delivery Controller »5E£&8fi K X >& (FQDN) OXR—IAXFO D—BHBRETY, 1 DF7IFEHK
DB R A1 VB FERIECNAME T4 U 7 RX%ZIBET IHNELRHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~TldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE =Y |N - Linux VDA #—E Rid, > > OREHBICFIBLET, TI+
ILETIHMEIRY ICRETNTVET,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IBEEHN T
LOT7 74T 74— ILOBBEHFTINTVEIHRELH D £, LinuxVirtual Desktop Bic. ¥ XTFLD7
FAT T A= IIORERR—b (TI7AIWNETIER—F80BLUR— K 1494) zE8EITHRTETXd, 77
ZIFTRYICRESNTWVWEY,

« CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA (Zi&. Delivery
Controller (23t L TBEE 9 3 = IC Kerberos iR ENBE TS, Kerberos #mid. >R FLICA VX
b—ILE K UEBRIEAD Active Directory #iaY —ILh 5IEEL £7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro Bt R— h3h&d, Thid. 57«
wORZBATBZT IV T—2a ORBUERELDDICTZOO—ED GPU 7I/ESL—>a3>To/
A TY¥, HDX3D Pro #:#RL ei5E. VDA IR VDI FRO My T (P2 FlEyay) E—FAICHER
anExd (oFb. CTX_XDL_VDI_MODE=Y &% b £79),

« CTX_XDL_VDI_MODE=Y |N-FBF2Y by 7BREETIL (VD) £HIFHKIAMINBZHETRY by
TREETIDOELES L L TR VZBRT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEJT. 774N FTENICERESNTUVED,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP 4 —\—%&H L £,
DNS o#%Z=&R=O—HILY 1 MCHIBRT 51Cid. DNSH1 FREZHEELEF T, COTEIZ. TT7AIL KT
¥ <none> [CFHREINTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##B& L T LDAP #—/N\—% 1%
HL&FF, DNSHLDAP H—EXL O— FZRETETHWEEIF. LDAP ® FQDN & U LDAP R—+d
AR—ARXTD D—EBRIEETI£Y, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, Active Directory 7 L X b TL D EE%A LDAP S T #BICT 3IC
3. RXr>a>bO—->—7T [JO-Nbh20OJ] 28zic L. BET 3 LDAP R— ~HES T 3268 z15
ELET, COTHI. 774 L TIE <none> [CHREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(5l: DC=mycompany,DC=com) ICREINIRER—%=EALTLDAP #BaL £9, RED/INT =+
—YVRAZRETBHIC. REXR—XZIBETITEY (fH: OU=VDI,DC=mycompany,DC=com), Z®
THIE. T 74 ETIE <none> IZREINTWVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy— X (FAS) H—/nN—i3. AD Y
W=TFRU—ICLDBRINET, LINUXVDAIZAD JIL—TFRUS—%HR—rLTWEHA, Kb
DI, EZ 00V TRYIGNIEFASH—N—D—B%ZFEHATIET, >—7>VRE ADJTIL—-TRU>
—CTRELIEDBDLRALTHIBELNHDEFT, WITNHDHT—N—T RLIDHIRINTWLWIHEEIE.
ZOFEH% <none> X WS XFHTEDHT, YU—N—TRLXADIEFBIFEELFHE A FASH—/1N—L
BHICBET BICIE. FASSH—N—THEETNTVWRR—rESE—RITIR—FESZEBMLTLES
W f5: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
YTV hH—ER (ctxvda) 29 R—+93ODNET SVE (L6081 YRM—ILTB/R, T7 7
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JLk®DJ/XRIF/usr/bin TS,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 5> w o, £ MATE TRV by TIRIBRIEEL 7. THERETELAVEF
g5, WEVDAIZA VR M=ILEINTWVWBR TR by ITHEREINE T, fcfEl. REAA—ILS
NTW3B 7RI by 7H MATE OB &EIF. EHfEE mate ICRETIHELHD £,

ROFIEZRITLT. 2—T7TybtEysaryi—H—-—0TRI by TRIEEEBEIBZEHTIXT:

1. VDA ® $HOME/<username> =« L 7 hJiZ.xsessionFz k. XclientsT7 71L& R
L¥9d,Z ZT.usernamelga—H—&Td.AmazonLinux2 #ERALTW3HEIE. . Xclients
T7IILEERLET, DT AV E2a—>aYEERALTWVWSEHBEIF. . xsessionT7 7L
ZERL 9,

2. .xsessionFfkid. Xclients7 71l z2&BELT. TR MY TBEZIEELE T,
- MATE X7 by 7DiBE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- GNOME /5> v I TRYU by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —-session=gnome-classic
fi

- GNOME 7X7 kv 7 Dig&

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. 82— vbtEyrara—H4—-—T700 77MILOT7 I/ XERELBELET,

N=23 22209 L. €v>a> a—HF—R@TRIYTRIBZAREIIAATETET, COEEZE
ICTBICI3. BHIC VDA ICHIDBRARERT AV by TREZA VA M—IILTIRENHD T, 5L <
B Teweaya—H—IlL2NRELTZI My TIRIE] 28RBLTIETWL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHBAI N5 & 5
ICTBNESHERELET, T4 MEIZY TT,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 937DV 7y bR—ko 77 %
I EDR—=KET7503 T,
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« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET 37 DR— ko 77 )L bDKR—FIZ 7502 T

ER
RDESICLT,
export
export
export
export
export
export
export
export
export
export
export
export
export

export

IRIBTHESREL. BRIV T+ Z2EITLET:
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number

CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N

CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port—number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7o a v aEIEELTRERITL. ERITAHLVLWS TILICEEFEOBETHEZELET. RPDITE
LT #!/bin/bash 32 A L. BIRD ATV RASHEBZVIINRIV T T 7ML EER TR 28O L ET,

Fold ROESIELT 12O Y RTIRTDNTIA—F—ZIBET I LN TETFT:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST="list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

HRARE DHIR

SFUAICE>TIE LINUXVDA Ry —S% 7214 X —=ILLAEWT. ctxsetup.sh X7 U F Mk >TiTH
NI-EREEZHIR T CHRBRBLRBZIBEDHD £T,

HUTIBHIC. ROOAIVREFERALTIDRI VT ROANILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFFY BICid:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTZED, IRTOBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
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ER

= 1odmbs)
ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7k Tid. AV VY —J)LICTS—HARRINh. EROAT T 71
[tmp/xdl.configure.log ICBIIEHRNAEZIAENE T,

Linux VDAH#—EXZBEFHL. EEZRMIEET,

F)§9: XDPing DE/T

sudo /Jopt/Citrix/VDA/bin/xdping%®fTL T. Linux VDAIRE TO—RMLEROMEEERL
9, s£L<IE. TXDPing) 28FLTLET WL,

FIE 10: Linux VDA 017
ctxsetup.sh X2 U 7~ &AL T Linux VDA Z#p L7 5. Roa< > FZEAL T Linux VDA Z#IE L &
ERS
Linux VDA 0it2&h:
Linux VDA H—EZXZEBT 3 ICIE. ROV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0{&1E:
Linux VDAY —ERXREFELET3ICIF. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

PN
ctxvda 5 &£ U ctxhdx #r—E 2% {Z1L9 38012, systemctl stop ctxmonitord O< > R #3217 L TER
H—EXT—EVZELELEFT, ChZEETLAVESE. BERY—EXT—EVIRELLIEY—EXZHBiES
LEY,

Linux VDA 0 EBiZE):

Linux VDAH—EXZBEEHT 3103, ROIATYY FERITLET:
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sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA #—E ZDRITREZ R T 3ICIE. ROOAITV RERITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE11l: > >h207DER

IIvhEO7%ER L. Linux VDA <> > %BINT 2 FIEIZ. #EkD Windows VDA TOHZEEMTWET,
DERAVERTTBHEEDHBICOWVWTHLL X, Yo vAE2O07 DRI LT TR rAhAEO07DEE) #8818
LTLETL,
RDESIC. LINuXVDAR > %= EU I AEZ O DEMICIEW L DhD0FIH H 5 7=, Windows VDA v
ORI VAZOATDIERFIBE BR 220 HD £
o« ARL—=F A VI RATLICIE. REERLET:
- RAINBZHEBEFTRI My TREETILDBRE. WILFEYyI 3> 0SFTFo 3y
- VDIERTRI by TBREETILDOBRE. 2o JIltyia> 08473,
e ALY >H4204 T, LinuxVDA Y>> Windows VDA ¥ Y ZBESEHAVTLIET L,
F

Citrix Studio O UBI D /N—2 3 >iE. TLinux OS] Y WSBREHR—FLTWERATL 27
L. [Windows 5 —/\— OS] # 7> 3> ki [H—N—0S] 77> a3 % BRIZ. ASEDRIALE
NAZHEEFTRI by TRETETILVHBENICERINE T, [Windows 725 v 7 0S] # 7> 3>
[FRObYyT0S] A7 a>umBIRTIE. YOV ICICE—I—F—DREETILABERNISGRIRINE
To

b

HIBg I 77> > % Active Directory R X VICBEEBINT 3B8I1d. 2O >ZII Y H20O07 D 5HIkR
LTHoBEBMYTZHBENHD £,
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FIE12: FUNU—=TIL—TDIER

FUNY—=TI—TF%EH L. Linux VDAL U EEUII VA2 O05%EBMNT 3 FIEIZ. Windows VDA T >
DHBELIFEAERLETY, CORRIETT T BHEDHBICDOVWTELLIE TFUNY—=FIL—TDERLI 25
BLTLIEEL,

Linux VDAY >A2O7 28T TIUNY—JI—TZ2ER T 25EIE. ROFADHD £7:

¢« BIRTBAD I—H—BLUVTIL—T%. LINUXVDAR I UICOF A>3 LS ICEBYICERLTEEET,
o BTN TVAL (BR) 2—H—0Od4>ZHFa LBV TL TV,

e Windows ¥ o ETIIvh2O00 T UN) —FI—TTRESEHRVWTLIEE L,

BE.

T r—2a > NRE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—II A

DT RY by FELITT U DEREIF. Linux VDA THR—FINTULEE Ao

ROVAZATELIVCTIUNY =TI —TOERBEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
23051 ZBRBL T2,

SUSE N Linux VDA OF#1r> X b—JL

May 30, 2024
HE:

RV ZAL—ILDBEIFR BRI M-I ZERALTHEZA YA S—LZT5 28O LY. BE
AR M—ILIBFEEFNZEHNT LT TR, FNEFICBHSNTVBIFEFHI A —ILEDHTIS—%
WEITEDNTEETD,

FIEL: #BE7 7 MIILERE LV LINnUX T2 U DERE
FE 1a: YaST vV —ILDi2E)

SUSE Linux Enterprise YaST WV —ILZERL T. ARL—TFT 1 YIS XTLDTRTOERZEHEL FJ,
TEFRIR=ZD YaST V—ILzEET B /%
sSu -

yast
<!--NeedCopy-->

Ul X=X D YaST v —ILZzE&8d 354!
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su -

yast2 &
<!--NeedCopy-->

FIE 1b: v b7 —2 DR

LDt o> 3> Tl Linux VDA TERTZIET 48Ry MV —URES L UH —EXOBRAZEICEY 21ER
ICDWTHBAL £9, ®v bT7—200#mIZ. Network Manager X ot AETIidA <. YaST Y —ILTRITT
BDRENDHDET, ROFIEIF. UIR—ZD YaST V—ILZERATEEAFIIREAE>TVET, TFIAI—ID
YaST V—ILHFEATIFIN. FESF—2aVFENRERD. CCTIFFHBFLTULWEEA.

RAPRERXALYR—LTXTL (DNS) DR

1

2.

pa

UIR—ZD YaST V—ILZziEg L £7,

[ZFTLI [*Yy FT—URE] DOIRISGERLET,

[RZX ~&[DNS] 2 7ZzEE 9,

[DHCP THRA M BZRET B3] 773> TLWVWIZEIRLET,
[DNS B DEE] T [(MWRELRVS—%FERTB] #7>a>zFVICLET,
UTFzHREL TRy FT—IREICRMEEEY,

o BIRAME-Y YD DNS KRR MEZEMLET,

¢« F=LHY—=N—-DNSH—N—-0DIP7FLRZEMLET. BEIEFAD kXr>3>+O-5—-DIP
7RLZXTY,

o [FX1 K] —B-DNS B X1 VEBZEBMLET,

/etc/hostsT7 71 ILORDITORID 2 DODIY FUICFQDN E KRR FEAEEFNB LSICHREL F
I

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

Linux VDA I33R7E. NetBIOS B0 TEHR—FLTVWEEA. LA >T RRMEIF 15 XFLURT
HBIVEDHD ET,
[

a~z. A~Z, 0~9. BLUNATY () DXFOAEALTLLET WV, PUHA =T () AR—R &
VZ0MDESIIEALBVWTL TV, RAMEZRFTHALED. N1 T2 TRTLIEDLABWVWTLE
TV, ZdJL—)Li. Delivery Controller 7R 2 bBICHBRAINET,
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RAMBOWER KOOV RT. RAFBDPELCERESNTWVWA e 2R LET:

hostname
<!--NeedCopy-->

COOATVRIZED. 2T VDTLEH R X1 >F (FQDN) TldH<. ZDHRAMEDHANERINET,
RDOAYYRT, BREBHiR XA VAN ELLRETNTWSR I EHBLET:

hostname -f
<!--NeedCopy-->

COAXVRICED, ZOVIVDOTEBHI R X1 VZRINET,

ERFRE T —EXBETRMEORE ROIYYET. T2BHRXAAVENMBRTEIZ L, FXr>yaVhk

O—3>— Delivery Controller 15 ping IZIGEH $H 2 Z e e HERBLET:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBMR XA VEZFRTIHRV, FRIFINS5DOIIYOVWTIHDS ping ICREDNBRVIEEIE. FIBZRER

LTHERICEATLEESL,

Flg1c: NTP 4 —E XD

VDA, Delivery Controller. FX1>a> bO—5—DOETERARZIFAHEZH#FIICHNEETT, RETY
> (VM) L TLinUuXVDA%Z KRR +$3r. RAHFERICAZIBMEIRET IAIEELHD T, LIH>T,
DE—FNTPH—EXZFERL TRAZHRITILESHOLET, RDOLSIE. 77K NTPEREICVLLCD

MOEENMBEBERIGEDNHD £,
SUSE 15.4 0155
1. UUIR—ZDYaSTV—ILz&EBL £,

2. [y k=0 —EX]. [NTPRE] DIBISEIRL £9,

3. INTPTF—ErZEEIZ] £/ a3y T, [SIT<CHBL. S XTLEFRICHRTZLSRE] 2FRLE

ERS

4. [&EmR] T [B89] ZFRLET,

5. BEBIZHCTNTPH—N—%ZEBMLEd, O NTPH—E XL @F Active Directory RX-r>IJ> kO

—J—THRIAEINET,
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6. /etc/chrony.conf iZRDFH BN, BIBRTZHDIAXY FEFITET,
include /etc/chrony.d/*.conf
chrony.conf #4E&E L%, chronydt—EX%=BEEHL £,

sudo systemctl restart chronyd.service
<!--NeedCopy-->

F|E 1d: Linux VDA [CIREFT BN T —S D1V =)L

SUSE Linux Enterprise H® Linux VDAYV 7 k7 T 7id. KON T —JICEKELTWVWET:

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 L{f&
« Cups 1.6.0 LIB&

+ ImageMagick 6.8 L&

DRI LU DEBM ImageMagick Z< IFLACDBREBERNY T —JF ARURS RUHDSAFTETET,
ImageMagick Xy —J % NFF3ICiE. YaST zldknav >y FEFERAL Tsle-module-desktop-
applicationsURS rUEBMICLET:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Kerberos /517> +D1> X b—)L RDHOAX> KT, Linux VDA & Delivery Controller B ERAER IS
Kerberos 75147 b4V —=)LLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 7 517> ~ ORI, AT 3 Active Directory iEDHEICE > TERD £F, UTOHBEBR
LTLETL,

OpenJDK11 ®o-r > X k—JL LinuxVDA (Zi&. OpenJDK11 i ETY,
OpendDK11 A4 VX b—=ILFBICIE. KOOIV RERITLET:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->
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FHTETF—ERN—IDA YR M—)LEIEE Linux VDA Xvs— o1 >R h—)LiE. [etc/xdl/db.conf %z 4
£ L THERTYT 3 SQLite F7-1% PostgreSQL #3I8ETE £9., FEr VX b—JLDIFE. SQLite & PostgreSQL
EEAICFEITTI VA M=ILLTVWAVWE CNEIRETZEHATET XA,

ZDtEU>a > T PostgreSQL & SQLite D7 —4R—XZA VX =T BHEL. FHTZT—IXR—I%
ETBHEICOWTEHALES,
pa o

SQLite (F VDI E—RICOAERTZ Lz HEBHLET,

PostgreSQL o1 > X +—JL Postgresqlza YA b—JLF3ICId. ROOATY RERITLET:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

XU OESE X o IZARFT PostgreSQL Y 31213, TNENRDOINY FZRITLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite #r > X +—JL93 SUSEDIFE. XOOAT Y RERTLTSQLite 21> X b—JLLET:

sudo zypper install sqlite3
<!--NeedCopy-->

FHT3T—2R—%|EETS SQLite. PostgreSQL. F7=ldZDmA%Z > X b—JLL 7. Linux VDA /X
wir—2% 4 X =)Ll Th 5 [etc/xdl/db.conf ZiEET 2. FHTZT—IRN—XAEZEBETIET, DI
BHICIE. ROFIEZEITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh #£1TL %3, FR1 VXA b—ILDBE. COFIBIFEETEI,
2. |etc/xdl/db.conf ZiEEL T, FHTZT—ER—XEEELF T,
3. ctxsetup.sh #=17L £7,

i

[etc/xdl/db.conf %/ L T PostgreSQL @R— +rBESEEBR IS HTI£T,

FIE2: NAIN—NTHF—DEH

YR—bEbINBZNAN—N1HF—LETVM & LT LinuxVDA #2179 3855, WK DD DEENKETY, FHT
BNAN=NAF—=DTZv rT+—LICEDET. ROEEEZTVWET, RTAXZILN—RTJTTF7TLinux<>>
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ZRTT 356, EERVGELHD T A

Citrix Hypervisor TORZIFEHADIEE

Citrix Hypervisor OB ZIE A EDN BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THIEMNEEL £9, Ztid. NTP & Citrix Hypervisor OEAH > A7 LORKEZEELELS T
BCEHFREATY, YXTLORZIEMOY —N—DRZIE OFEBEIERONZDZEFH<ICIE. & Linux SX DR
TLOKZIZ NTP tFHSE T, C0HE. R ORZFRRZENCTIHENSD £, HVM E— FTIE.

TEIBEDHD A,

Citrix VM Tools #*-f > X b — )L T - B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE

HAEEDFEET DD SH L. LINnuXRER S YATEMICE > TVWEINESHZEMRTI X!
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFOFAIF1ZRLET:

o 0-BFZIEHREEED B RICHE > TWVWBTco, EMICTIHEDHD T,
o 1- BAFHEENENICBRO>TVET. CNULDOBRERBESD FHEA,

[proc/sys/xen/independent_wallclock 7 7 1 LA FEELAVEES. UTOFIBIIHEDH D £H A
BIZIBIHAEEEN B NIC R > TWVWBIBEIE. T 71ILIC T1) CEZAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGNL. BEBEZDHEIFTSICIE. [etc/sysctl.conf 7 7 1L EREL T, ROTEZEMLET:

xen.independent_wallclock = 1
NESDEEZHERT DD ROLSICLTURATLEBEHLET:

reboot
<!--NeedCopy-->

BiEgEgE. fREPELVWC BB LET:
sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOXRVERIF1ZERLET,
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Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux #i&H—E ZXh 1 > X k=)L & iz Linux (RE< > > Tk, Hyper-V B zIREEA#BE% @A L TH
AMFRL—TFT 4 VI RTLOREEFATIEY, YATLONEZ ERGRETHIFTZICIE. NTPH—EZX
LEBICTOMEEZBMICLET,

ERARL =T VIV XT LT, ROBEZITVET,

1. HyperVI®x—2v—ZBEE7,
2. Linux R VORET. IREY—EX] ZBIRLET,
3. [BZIDREHA] HEIRETNTWB e zHBLET,

pE
Z DO FAZEIF VMware & & U Citrix Hypervisor 0B& 12840 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHRR S DEZIFEEZ EMICL £9. HyperV OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEEXT,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIEMREEEN B ARIEE. TNENOEREWL Linux (RIE<T> >T. NTP e N1 N—NAH—THEE
PEELEFT. ctUd. NTP ENAN—NA1HF—D@EAD R TLOFEZEABALLS LTI LHRERTT, ¥ X
TLORR MDY —N—DORZR ORI EDONZDZBE<ICIE. F LINUXZFZ DO X7 LORZIZ NTP & FE
HEIHE XY, COBa. "X MORZIEHZENCTIHERHD £,

VMware Tools % -1 > X b —JL L 7= REETEARAEL Linux H—RILERITL TV BIFEIE. ROBREZITVET,
1. vSphere Client B8 %39
2. Linux{RET> VOREEHREL ET,
. MR IaONT«] FA4T7ATRY VAT, [F7>a>v] 277200y o LET,
4. [VMware Tools] #®RL %7,
5. [FH#] Ry IXT. [RRAMT AL ZRA] Fzv IRy IReFTICLET,

FE 3: Linux VM %= Windows R X-1 >iZB0

LU FIE. Linux ¥ > % Active Directory (AD) R XA VIZIEBINTZHETY:

+ Samba Winbind

« Centrify DirectControl
« SSSD

« PBIS

BRLFEDOFIRICRWVWE T,
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pE

Linux VDA @oO—ALTHTY rC ADDT7AYY FTRLA—Y—B%ZFEATIL. Ty avOERMICK
ByBsehHBDET,

Samba Winbind

Windows R X1 ADEIM RXAYAY,OA-5—A7IEXTET. AVE1—2—% RXAVIZEBMT3
¥R % £ Active Directory 2—4—7hH 7> FHRBETT,

1. YaST #&& L. [Ry hT—2oH—E X]. [Windows RX1 > XY N—>wf] OIEISEIRLET,
2. UTOEFEZTVET,
o [RXA>[T—=22)L—] IZ Active Directory RX1 > DERIEIER X1y O=5—D IP
TRLAZRBELEFT, RXAVBIIMBTAXFICLE D,
o [Linux OBEIC SMB OfE#R%FRAT 3] Fxv IRy IREAVICLETD,

- [Create Home Directory on Login] F v o Ry I REFVICLET,

- [SSHEFTDOI YT >F Y] Frv IR IRZFIILET,

= [FT75AVREE] FovIRYIRADFTICHE->TWB e 2R L £7, Linux VDA, CoD
FFoa VB LTVEL Ao

3.[0K]l 20Uy o LET, WKODDNYT—JDA YV b—I)LZRTXvE—JHRREINHEIE [T
Zb=I] 2OV I LET,

4, RXA>a> +O—F—HRDOHBE. FXAUVIZEMTRHESIHERERBITEZIAVvE—IRRRAINEZE
To [lEW] 20U v I LET,

5 XytE—IBRRINES. IVVERXAVICEMT3ERZH ORI -—F-DERBERZASD
L. [OK] 22Uy L&Y,
6. U—EXZFHTHEFITSIH. I ZHEHL TSIV, YO UzBERHMITZICZHEHOLET:!
su -

reboot
<!--NeedCopy-->

RXAYXN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA TS > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—AT U FHRETT,

RDELS5IC. Sambadnetads AV REERITLT. IVUBPRXAIVICBMLTWAR I 2B LE T

sudo net ads testjoin
<!--NeedCopy-->

BMORXAELVAVE2a—2—FTV I MERERIET BICIF. ROIAY Y FZRITLET:
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sudo net ads 1info
<!--NeedCopy-->

Kerberos R OmE X7 LD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFNATVE L
ZHABLET:

sudo klist - ke
<!--NeedCopy-->

COOAXVRICED, FUYINILBEREERI— DT EFIEREAEDLEICT L TERTEZF—D—E8HIERT
ThFEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

ROVEBEEHBIRIANFTTIEETZHRELRHD LT, RILEE (O) 1d. STIICLEZBSHMIEMSLOHICNY Y
Z25vyva (\) TIRT—FT3RELHD 7T, BIEICK>TE. DNS KX > &H Kerberos $BigE ¥ B4 0
9, LIeh>T. HEERAEEFEALET, COOATYRARINTZ . BARKRRINEE Ao
ROAXY REFALT. IVVTFHIY RO TGCT Frv bdiF vy ad Nzl e 2BALET:

sudo klist

<!--NeedCopy-->
ROARYREFALT. IOV T7HO Y COFAERAELE T,

sudo net ads status
<!--NeedCopy-->

2A—H—RAOHR RDOL SIS, wbinfo Vv —ILZFERALT. RXAYA—HF—DBRXAUICH L TRETESC
CERERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDRXATIVIEAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV ISy
2aXFE () i B3 12NV IRSYy I aXFEERELTIRT—TT3H8ERrHDET, DAV RICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM £ a2 —LAELKBRINTVWR I Z#BEBLET, TNEITSICIE. UBNICER LI &AL
RXAYA—H—=ThoY r%EBLTLiInuXVDAICOJA > L&ET,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->
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ROOATYRT. id-u I Y RICE>TRI N UID ICx5T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid

<!--NeedCopy-->
ROOAYY RT. 2A—H—0 Kerberos BREHRFvv > aDF 7y bHET. HRTIINTEBWI E 2R L F
ER

klist
<!--NeedCopy-->

MROAXV T, Ly2aryze®TLET,
exit

<!--NeedCopy-->

Gnome OV —I)LFHIEKDE OV —ILICEEOI A > T3E. AKOTAMERITTEET,. RXTVEMD
W%, TFIE6: Linux VDADA >R =)L) ICEHFET,

Quest Authentication Service

FXA>aY bO—5—TO Quest DERL RDEIEIF. Quest VI h Iz T7ERXA>OAY FO—5—ICT VR
F=ILL. BERLTWB . EBEHEMN TSN, Active DirectoryitavEa—42—3*7zo bk
ZERTE B L ZHIRRE LTWET,

LInuX VDA S VICR XA Y A—H—hOJ 4> TEB L5293 Linux VDAL > THDX v 3 v T
TRABEDHBZERAAM 2 A—HF =W LT, ROBEEITVET,

1. [Active Directory A —#—r J>YEa—%—] EBI>V—JLT. BROI—H—7hHT > b Active

Directory a—#—7ONTr 2RI £J,

2. [Unix 7Ho>Y ] 27%FRLET,

3. [Unixxdis] Frv IRy IRBAVICLET,

4. [7514<V) GID FS] 2. KEORX1>A—H—FIL—TDI)IN—TIDICREL£J.

A

COFIEIF. RXr>a—H—HnH2a>V—JL. RDP. SSH. F£/idZzofo) E— MUBZONIILZERL

TOJFAVTEBRLDICKRET S HEDBAL T,

Linux VDA T? Quest 015§
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VAS 5 —E> DR RDLSIC Kerberos 747 v COBEEHEBEMICL T, TIMT3HENRH D 9, B:F (4
T7SA>A57FY) ISEMICTIHNELNHDXT:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

SOV EICED, EHERD 9 BE (32,400 ) ICRESNET, ThbB. F7rv bOT T 1)L bOBEMERM
TH3 10EHMEDD 1BFECRD EY, F7ry FOBMHEADNTSICEVS XTLTIEE. KDNELMEZZON
TA—E—ICRELET.

PAM & &0 NSS ik  HDX %. su. ssh. RDP BREDZDMO Y —EXEN LI R X1 >YaA—H—DOJ >
ZHEMCTBICIE. PAM & NSS #FETHERELFT:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X >AD&i Quest vastoolavwy K&uEMALT. Linux ¥ > % Active Directory K X
VICBMEERY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. ¥ > % Active Directory K X+ VIZIBINY 31ERZFHOERD K X > 21— —T9, domain-name
& BRX1>DDNS & (example.com %¥) TF,

RXA > X N—=2w FORESR  Delivery Controller 2R3 3 1Cid. 3R TD VDA Y>> (Windows & Linux
VDA) TActive Directoryica>yEa—2—473 0 bHBETT, QuestiZk > TEBMI N Linux
ROVDRRAVICEFRET B e 2BRBI B3I ROOIVRERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVDBRXAVIZBMLTWRBEIFE. RXAMVEDIRINET, IOV RXALVIZEMLTLWAREWES. UT
DIZ—HRRINZFT:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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I—H—BEDOMHERE Quest MPAM ZAL TR XA Y A—H—%RIAITI B Z2MBLET. ThziT5ICId.
LENCERLIEZEHBVWR XA > aA—H—THU Y b EFERLT Linux VDA IO A > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-udx > RICE>TRIN UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsRBLET:

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y RT. Kerberos ERIEHRF* v v adF 7y bHEYT. HRYINTIZHRWC L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROARYVRT, Ly a>zB&TLET,
exit

<!--NeedCopy-->

Gnome O>YV—I)LF/HIEKDE OV —IILICEEOJ A>T, AHROTARERITTEET, RXTIVEND
HRE,. TFIE6: Linux VDADA YA b—IL) IEHET,

Centrify DirectControl

Windows K X >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k%A L T. Linux ¥ > % Active Directory R X1 ICEBML F7:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (3. ¥ > % Active Directory K X1 VIZIBINT 3R ZHHDEED Active Directory R X« > 1—H#—T
¥, domain-name (&, Linux Y>> %BIT 3 R XAV DERITY,

KXY XN=2y FORER  Delivery Controller 2R3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory ica>Ea—2—#7J 0 bHRETT, Centrify ic&DBMI N Linux 7> >
PRXAVICHERETZCCZBRBTBICIE. ROOAY >V FZRITLET:

sudo adinfo
<!--NeedCopy-->

Joined to domain EnE%T#H % Z r £. CentrifyDC mode T connected W5Ech 3 v #MBBLE T,
CentrifyDC mode H' starting @ £ £ L AWEEF. Centrify 547> MY —N—C OEHOMBA. 1
IBEEDBBHIREEL TVET,
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ReFERTRE. LDEENES R T LBRESHBRENETEE T,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F74 Active Directory 5K U Kerberos f —ER e &= T A L LE T,

adinfo --test
<!--NeedCopy-->

RXA > BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEHFT,

SSSD

SUSE © SSSD #ERLTW3IBAIF. COEIS 3> DIERICE>TLETWL, TDtEI > 3> Tk Linux VDA
I D Windows R X1 UADBMFEIE. &K Kerberos BIEFD#ERLICDOWTEHBAL £,

SUSETSSSD #tw b7y T 3ICIE. ROFIEZRITLET:

R XA 228U THR D keytab % B
SSSD o PAM D8R

SSSDoty vT7v S

SSSD oEBE 1k

RXA YA N—=2w TORER

Kerberos #m 0 mE:R

I—H—BEE DR

Nk w N

RX1 8L THRR LD keytab ZER  SSSD Tldk. KX UBME S X7 LD keytab 7 7 1 ILOEREIC
B9 3 Active Directory ® o 51 7> bBEDRREBEIN TV ER A, KD DIC Samba 7 7O0—-FEFEHTI £,
SSSD Z#m 9 BAIIC. UTOFIBEZERITL T LT,

1. Name Service Cache Daemon (NSCD) F—E>#%#EIEL TEICLET,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. KX & ¥ Chrony OREREAZHEEL TIEI L,

hostname
hostname -f
chronyc traking
<!--NeedCopy—-->

3. RDESICLT BEBNYT—2P72A VA M—ILEIZEHRLET:
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sudo zypper 1install samba-client sssd-ad
<!--NeedCopy-->

4, Jetc/krb5.conf7 7ML EI—bra—HF—c LTHREL. Kinit 2—Fc VT BE2—4 v F R XA
VEBETEBRLSICLET, [libdefaults]. [realms]. [domain_realm] o> a>vickoT> Y
ZEBMLET:

pE
ADA>TS5ZRSUFvICEDWT Kerberos Z#mR L £ 9, ROFBEIF. BE—FXA> B—TxL
AFETLERRELTWVET,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm (%, Kerberos $8ig{& (example.com A& ¥) T9. REALM (&, AXF D Kerberos 4E1#Z (EXAM-
PLE.COM % ¥) T9,

5. /Jetc/samba/smb.conf#)—hra2—H—C LTHREL. Net I—F 1 VT4 HBE2—" v FREXA Y
CBETERELSICLET, [globall to>a>ThoeEDICTIV NI EBMLET:

[global]
workgroup = domain

client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain iZ. EXAMPLE % ¥ o Active Directory K X > @@L NetBIOS £ T,

6. [etc/nsswitch.conf 7 7 1)L T passwd & group T FUETEEL T, A—H—2JIL—TDRER
KrC SSSD 28R L £ 7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. BHEEAD Kerberos 751 7> hEFERAL T, BEBELLTEZ—45 Y P RXA VIS LU TEREEL 5,

kinit administrator
<!--NeedCopy—-->

8. net1—Fr VT ZFEALT. PRTLERXIVIZBMEE., PXTLD keytab 77 1 ILZER L £,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy-->

SSSD A PAM D8k SSSD A PAM Z18M 9 2 R1IC. BBENY T -7 A VA M—ILETIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D 1—H—REMAIC PAM EVa—)LZ#R L. 1—Y—0OJFAOER—LTs LI FUEERL F
ED
sudo pam-config --add --sss

sudo pam-config --add --mkhomedir
<!--NeedCopy-->

SSSD oty b7 v
1. /etc/sssd/sssd.confz/l—hra2—H— LTiHREL. SSSD F—EVNEZ—7v R XAV C@EE
TE3L3ICLET, sssd.confTOREDH (BBICKHC TEBIMDREETI LA TEET):

[sssd]
config_file_version = 2
services = nss,pam
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domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com ¥ ® DNS R X1 >R T,
A
ldap_id_mapping |5 true IC®RE I B 7. SSSD BiEH* Windows SID %= Unix UID IZv v E
VI LET. TRINDHE. Active Directory & POSIX LR IRETE 3 HELH D £ 9, Linux

Ty aryTOENBOTA>DIS—%M<2oIc. ad_gpo_access_control (& permissive
ICRESNET, sssd.confEsktsssd-add man R—=S#SHE LTI L,

2. 771IOFREES LU 7Vt XtER%Zsssd.confTHREL T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0B ROOATYRZRITLT. SSSD 7—EVZBMICL. PR TLOEBRICEEI TE3L5ICLE
ED
sudo systemctl enable sssd

sudo systemctl start sssd
<!--NeedCopy-->
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RXA XY=y TOMER

1. xoLS5I1C. Samba dnet adsaOVYYRERFTLT. IVIUDRRXIVICBMLTWAR I #EEBLE
E

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAA VLIV IAVE2—F—F TV MERZHIET BICIF. ROOATY FZETLET:

sudo net ads info
<!--NeedCopy—-->

Kerberos MR > XT7LOD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFATVE L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOTVRICED, TUVINILBEBERM— DT EFIEFREAEHOEICTH L TEHRATESXF—D—EIERR
INnFE7,

Kerberos @ kinit v > REETL. TNS5DF—%FEALT. IV VERXAYIY FO—5—ICX L THRIEL
£

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RO VRBUBERBIIAXFTIEET ZIHELNHD FT, RILES (§) 3. PTIICKBBESHIZHSCODICNY S
Z2Zy¥a (\*) TIRT—TIIBRENRHD T, BEICK>TIE. DNS KX >EH Kerberos BIHZ L B
BOET, LEA>T. H9EEBZEHALET, COOAVY RPN T I . HAORRKRRINEEA.

ROARY REFEALT. IPYT7ATIY RO TCT F7y b F vy adhicl e 2ELET:

sudo klist
<!--NeedCopy-->

A—H—BEDmER SSSD . F—EVTEHERMZTANTZAV VRSV —ILERMHELEFEFA, PAME
HTOARTTEET,

SSSD PAM €2 a—LHAELKBHEINTVWS L 2B BICiE. URICERALEI ARV A a—H—
THhoYrzEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u

klist
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exit
<!--NeedCopy-->

a—#—oklistav > RTRINS Kerberos 77w FHAIELL. HRVNTIEBWI 2R LF T,

I—hra2—H—r LT giRDid —udIvYRTRINEUIDICHGTEF 7y bFvryiaTdrTIHRMERIN
fcle=BBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —ILFHIFKDE OV —IILICEEOIA>T2E. AHFDOTIMERITTEET, RXTVEMOD
%, TFIEG6: Linux VDAD1 > X k=)L) ICEHET,

PBIS

REZRPBIS N\yr—C%4A0>0O0—-R¥93 fi:
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 VX =LA ) P +%RITRIEEICT D fil:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEIM RKXA>YIAY,O-5—A7IEXTET. AVE1—F2—% KX VIEBMT3
¥R %D Active Directory 2—H'—7HU > FHBETT,

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (3. ¥ > % Active Directory Rk X V(BN 31ER%ZHD K X+ > 1—#—T9, domain-name (3.
KX->® DNS & (example.com %¥) T,

F: Bash#F 74 b0/l LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
ARV RZRFIFTLFET,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—2—47J 0 bHBETY, PBISICk>TEMI N Linux <
SUNRXAVICHEET B L ERBIBICIE. ROOATY YV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOVHRAXAVIZBIMLTWAEE. COOXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLWA
WEEIF. R RBRITHPREINE T,

I—H—BEEDHEE  PBISHAPAMZNLTRAA YA —ZBATES L ZRABLET. TNEITSICIE MU
AICERLEIEDBVR XA > —TAHT > b2FERL T LinuxVDAICOIF > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

MROARVET, Ey2aryeE&TLET,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEAZF T,

FIE4: .NET>>2Z1L6.0D1>R =)L

Linux VDA @1 > X k—JLEfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBIZE > TNET 5> 421 L6021 —JLLET,

NET S>21L4L6.001>Xb—)L#%. whichdotnet IY > RZEITFLTSVEALNIEZRELE T,

ARV REAICESVWT .NET SV E A LDONAFUNRREREL T, Lz, X > FHAh/aa/bb/dotnet
DFE. [/aa/bb 2 NET N1+ UNRZR LTHERALET,

FIES5: Linux VDA Xy r—>n&o>0O—R

1. Citrix Virtual Apps and Desktops &~ > O0—RR—JIZT7 IR L £ T,

2. @ N— 3 > Citrix Virtual Apps and Desktops # @B L £ 9.
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3. Components #E[IL T Linux VDA Z B DI+ £9, ffl:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, LinuxVDADYU>o% 2w LT, LINUXVDADSE S >O—RIT7AILICTIEIALET,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. FEAFD Linux 71 AU Ea—>a Vil L Linux VDA Ny r—o =4 >O0—RLET,

6. LINnUXVDA NNy r—C 0BG ZRIET 2 DICERATES GPG ARF—%24o>O0—RFL & T, fi:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -a440f369a0385{23944108315040 -~ orte0a

AWF—EFERALTLINUXVDA Xy r—COESHZRRT 3ICIE. ROOYY RERITLTARFY—%
RPM 7—2R—=IZA VR—bF L. NyTr—COBEMERIELET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

FIE6: LinuxVDAD-1 > X +—JL
Flg6a: WA= 3a>DT7Y1 YR =)L
BHO2N=3 LUV LISR VU= USMDFWN—=3 >0 LInuX VDA DAL VX F—=ILETNTWBIHBE I
ENETUAVIAS=ILLTHEHLWA=Sa > E2A VA M—ILTIRELRHD £T,
1. "OOTY>Y KT, LiInuXVDAH—EX%ELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

pE
ctxvda & & U ctxhdx #—E X% 21§ 3 #1iC. systemctl stop ctxmonitord J< > k% E4T
LTERY—EXT—EVZFELLET. ChERTLAVES, BRY—EXT—EVIEELLEY
—ExEBEHLET,

2. ROARVET Ny 7= 7oAV M=)LLET:

sudo rpm -e XenDesktopVDA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 147



Linux Virtual Delivery Agent 2305

<!--NeedCopy-->

B5E:

BHD2N—=23 > h 507y TIL—REAYR—-—rINET,

pE

1YL=l TVWBaYR—x> ~id. [opt/Citrix/VDA| THRTE %7,

ORYRERITTBRICIE. ZILRZADPBETT, Kb I, ¥ XF L/NZIZ[opt/Citrix/VDA/sbin & &
U'/opt/Citrix/VDA/bin #BIMT3 b TI£T,

FIE 6b: Linux VDA 1> X k—)L

Zypper #EALTLINUXVDAY 7 bz 7% 1A —)LLET:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager ZfEM L T. LinuxVDAY 7 bz 74> X b—JLLET:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

FlE6c: LinuxVDADT7 vy F5L—R (7> 3Y)

BHDO2N=3 > LTSRU U= SBEDAI VYA M—=ILET v I L—RTEET,
7
BEOAVAN=ILETYITIL—RT3L. [etc/xdl ICHBERT 7LD LEESTNhET, TvITIL—

RERTIBHEIC. BT TF7AILZNYI TV TFLTLREL,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM %% —& (SUSE 15 OH5):
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2

xorg-x11 >= 7.6_1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 148



Linux Virtual Delivery Agent 2305

libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—tools >= 3.53.1
libpython3_6m1_0 >= 3.6~
1ibQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BHE:

Ty T L—RL7#%E. LinuxVDAX > >ZBEEL T ETL,

FIET: NVIDIAGRID RS N—=D1>X =)L

HDX 3D Pro Zz&#&IC g3 ICid. NATN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BELRBDEY,

FEE D /N /X— /N1 5 —(Z NVIDIA GRID Virtual GPU Manager (KX kRS 14N—=) 1Y b—ILLTHERT
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BICIE. MDA FZBRL T ZT L

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHERT BICI1F. RO—EHNAEFIEZERITLEY:

1. FRAEVM DAY vy b TV EINTVWR e ZzBRLE T,

2. NMIX=NAHF =022 bO—=JL/IXRILT. GPUZ VM ICEIDYTET,
3. RETIVEREBLET,

4, FZEVM ESAN=EVMIZAT VX b—=ILLET,

FIE 8: Linux VDA DO#&RK
P
SR LREEEY Ty T BHIIC. en_US.UTF-8 O/ —ILAA1 VA =L NTVWB e xR LE
T, OSIcC ooy —ILaiWwisElL. sudo locale-gen en_US.UTF-8 Ov > R%ERITL £9, Debian ®

BEI1d. #en_US.UTF-8 UTF-8 T I X > %k L T/etc/locale.gen 7 7 7 )Lz iEEL THh 5. sudo
locale-gen IY > RERTLET,

Nyr—I04 Y =)L, ctxsetup.shxo ) F+%2RTLT. Linux VDA 2R T 2URELRH D £9,
DRV T E EBZITSHICIRIEZERL. TIRTOREIVR—RY MDA YR M=ILINTWS Z EHHER
ShEd, BEICBLT. WOTHIDRIU TS+ 2BEITLTREEEETIEHT,

CORZV T FHTERICEAZLAL S, FLIFFRMICBRLICAIEZERBLTAFTRITTEEI. AT
BENC. ROARYRZEFEALTCCORIV T rOANIL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

BRICEE Y 318

RDESICLT, BRICEET 2FHBERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEnE AeE bt 134

AYA L= ZBELT 5O, BIEEHZFEALT. Ey b7y TRIVT I TREBEERBZ T T3 VZEET
TET, BEBEEDNIRTEESINTVBR L, RTUTHIL>TA—H—ICBEROANNERDBZ Xy E—IHK
TENB e BL<EDES,
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HR-FINBBREBEEHICIIRDELSBHDOHHD £7:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Tig. DNS CNAME L J— %A L T,
Delivery Controller 83873 N TEE T, T7AILFTENICREINTWVET,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZix. Delivery Controller D &RIZERAT 3
Delivery Controller o5E2fE#i K X1 >%& (FQDN) ORR—IXRXND D—BHUETT, 1 DFiidiEs
DREEEBIFR XM VBFERIECNAME T U7X EIBETIHNELHD XY,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
£ L T. Delivery Controller  @EL £3

+ CTX_XDL_REGISTER_SERVICE=Y|N - Linux VDA —E Rid. I> > OREBICFIBLET, TI+
ILETIHMEIRY ICRETNTULETD,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IZEEHENS T
LDT77AT7 I 4—ILOBRZFITSNTVBIHEDLHD £, LINUXVDARIC, SRTLDT 71T T 4—
LWORBELRR—F (FTHILETER—F 80 HLUR— 1494) ZBETHHRTIET. 774 ETIRY
ICRETNTLET,

+ CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd -Linux VDA iZi&. Delivery Con-
troller ICx L CTERAE 9 % 7= ®IC Kerberos #EHBRENHKETT, Kerberos #mld. XA TFLICAI VR b—
ILE L UVEBEIEAD Active Directory S8V —ILH SIEEL £7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. 8H%HRY
STawoT7FTVTr— a3 0RBUEREICT 2OD—ED GPU 7/€5L—>3>70./0YTY,
HDX 3D Pro ##RL 7355, VDA VDI FRO by (2 JIEyvsay) E—RFRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

o« CTX_XDL_VDI_MODE =Y| N-EBFTX7 by TEREETIL (VD) £HEEIACINBZ3EETII LY
TREETILDEESE LTIV VEEBHT 2D EZRELET, HDX3D ProIRIBETIZ. COXTH % Y ICHRE
LEdo T7AILETIENICEREINTVLET,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS ##EARA L T LDAP 4 —\N—%#&H L £ 7,
DNS o#%Z=&R=0O—HILY 1 MICHIBRT 51Cid. DNSH1 FRZHEELEF T, COTHIZ. TT7AIL KT
¥ <none> [CEHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—%#%
HLFF, DNSHLDAP H—E XL O—RFZEHTITHWVWIEEIE. LDAP @ FQDN & & U LDAP R— @
AR—ARTDD—EBXEIEETIT£T, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268). Active Directory 7+ L X F Tk D FiER%A LDAP Y T ZEMICT BIC
3. RXr>a>rO0—->—7T [JO-Nh20OJ] 28zl BET 3 LDAP R— ~ES T 3268 z15
ELET, COTHI. 7T 4 ETIE<none> [CHREINTLET,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |&. Active Directory K X1 >®JL— bk
(f5]: DC=mycompany,DC=com) IZREINIERERN—XEFRALTLDAP Z#BxL 7, BED/NT +
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—IVAZRETBHIC. BEXR—XZIBETITEY (fl: OU=VDI,DC=mycompany,DC=com), Z®
T, T 7+ M Tl <none> [CRREINTULET,

o CTX_XDL_FAS_LIST=' list-fas-servers’ -7z FL—> 3 iBiiy—E X (FAS) H—/N—id. AD Y
L=FRU>—IZ&DEREINFE T, Linux VDA IZAD JIL—FRU>—%HR—-—rLTLEHA, KD
DiZ. EZ 20V TRYGNEFASH—N—D—BBZ2FERATIET, >—7>VRE ADITIL—-TRUSD
—TRELLEBODLALTHZIBELNHDFT, WITNHDOTF—N—F RLIDHIBRINTULBRHEIE
ZOEHZ <none> L WS XFHTEDT. H—N—FRLADIEBIIZEEL A, FASH—N—C
BHNBET 2I1IC1E. FASSH—N—TEETNTVWEKR—rBESE—HIZ3R—FESEBMLTLLES
W f5l: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1.

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - s L\ JO—-h—T—
Y hH—EX (ctxvda) #HR—+rT3HDNET SUEZ1L60%F 1 VRAM=ILTBINR, TT#+
JL kDX RIF/usr/bin TG,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3 > THER T 3
GNOME. GNOME 75> w2, £TIE MATE 7RI by TRIEZIEELE T, THEEELARVWEE
T2 MEVDAICA YA M=ILETNTWVWE TR by THERENET, 1cffLe WEAVRI =T
NTWBTRXY by FTH MATE 01FE1F. B#EEZ mate ICKRETIHELHBD £7,

ROFNEZRITLT, 4—7Fy by 31— —0OFRI by TRIEEEEISZEHTITFET !
1. VDA @ SHOME/< 2—H—&\> T LI L. xsessTion7 71 ILEZ L £ T,
2. .xsession77AIEHELT. TRI by TEBREBZIEELX T,
- SUSE15 t@ MATE 727 v 7DIBE
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f4

- SUSE15 EO GNOME 7 52w o TR by 7DigE

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- SUSE 15 =0 GNOME 7R 7 kv FDiz8a

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. 82— vbtEyiara—H4—-—T700 77 MILOT7 I/ XEREXBLET,
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N=23 22209 L. €y a>a—F—R@TRIMYTRIBZAREIIAZATETET, COEEZE
ICT3ICI3. BHIC VDA ICHIDBXERELRT R by TREBEZA VA M—ILTEIRENHD T, 5L <
B Teweaya—H—ICL2NREZLTZI My TIRIE] 2BRBLTIET WL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHBIAS N5 & S
ICTBDESHERWELET, 7T ETRYICREINTVLETD,

« CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 943700V bR—ko 77 %
I EDR—=KET7503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET37dDR— ko 77 A bDR—~E 7502 T
ED

MOESICL T, BIREHEREL. BRIV T ERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->
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sudo AV Y RIC-EA T 3 Y ZEBELTEITL. ERTZMLVLY TLICRFEOREEHZEL X7, RUDITE
LT #!/bin/bash 2R L. FRDIAR Y RHSHRZZ TRV TR T 7V EERT R EEBHLET,

Frldg RDELSICLT 1 DDA Y RTIRTDNTIA—F—ZIBETHIENTI T
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

R ZE DU
SFUFICE T LINUXVDA R =D T oA VX R—LLEWT., ctxsetup.sh 2o U7 ML >TiITH
NIcBREEZHIRTZCHBBERBZBELHD F7,

FATT BHIC. ROOAYY RZFRALTIORIVTFOANIILTZRERLET!:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->
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BREEZHIFRT 5(C13:

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTMZED, IRTOBRT — 2D T—2ZR—ZXH 5HBEREI . Linux VDA Z#RETEH<AD X
_§_O

HOs

ctxsetup.sh & & U ctxcleanup.sh X7 ) 7+ Tld, VYV —ILIZIS—HRRIN. ROEBEROT 7 71 ILIC
EBIMEHRAEIAEFNFT:

/tmp/xdl.configure.log

Linux VDA —EXZBEFH L. EEEZRMIEET,

F)i§9: XDPing =T

sudo /opt/Citrix/VDA/bin/xdping%®fTL T. Linux VDAIRE TO—RALEROMEEERL
79, L <& T™XDPing) #8BLTLETL,

FIE 10: Linux VDA 017
ctxsetup.sh X7 ) 7~ EAL T LINnuX VDA Z R L5, RO R%ZMEAL T Linux VDA ZHIfIL £
ED
Linux VDA 0iE#):
Linux VDA H—EZXZEBT 3 ICIE. ROV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 {&1E:
Linux VDAY —ERXREFELET3ICIE. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 155


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/configure/administration/tools-and-utilities.html#xdping

Linux Virtual Delivery Agent 2305

i
ctxvda 5 & U ctxhdx #+—E 2% {Z1L 9 ZH0IC. systemctl stop ctxmonitord O< > R #3217 L TER
H—EXRT—EVZELLEFT, ChZRTLAVESE. BERY—EIT—EVIRMELLIEY—EXZHiEES)
L%,
Linux VDA o Ei2s):
Linux VDA —EZXZBEH T 3ICId. ROOAY Y RERITLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFELR :
Linux VDA # —EXORITIREERER T 3 I1CIE. ROOAYY RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE1L: > >hEZ0O7 DR

IIvhEO7%ER L. Linux VDA <> > %BINT 2 FIEIZ. #EkD Windows VDA TOHZEEMTWET,
DERAVERTTBRHEEDHBICOWVWTEHLL X, T AZO07 DRI &Y TR rAhAEO07DEE) #8818
LTLETLY,
RDESIC. LINuXVDAR S v EZE IS A2 O7 DIERICIEWVW L D DFIKH H 5 7. Windows VDA v
VDRI VAZATDIERFIEE BR 20 HD £
o ARL—=F VI RATLICIE. REERLET:
- RRALINBEETFTRI MY TREETILDEBE. IIILFEY 3> 0S AT 3y
- VDIERTRI MY TBREETILORE. oIty a> 0S4 T3,
e ALY >AH2O4 T, Linux VDA T > Windows VDA ¥ Y ZRBESEHVTLET L,
pE N

Citrix Studio ® IO /N—2 3 Vid. TLinuxOS) WS BRZH R—bFLTVWEERATLR, 7
L. [Windows ##—/\—0S] # 7> a>&fid [H—N—0S] 77> a>aBERITZIL. AFDHRA T
NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TRILYTOS] #7723 %BIRTBZE. IV Y UICE—I—H—DREETILHBERNISEIRINE
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bk

< vht Active Directory R X U SHIBRSIMI-RICBEEBMINISEIE. 20X yEII Y AZ07
NOHIBFRLTHSBEEMNY 3HENHD X7,

FIE12: TIUN) =T IIL—TDIER

FUNI—=T =T L. LinuxVDAY> > 2&EI> rh420J%BMNY 3 FIEE. Windows VDA v >
DHZELIFLALRLTY . CORRVERT T BAEDHBICOVWTEHELLCIR TFUNU—=TIL—TDIER &5
LTSV,

Linux VDA Y>> A2O7 28T TUNY —J I —TZER T 2EEIE. ROBAHHD £7:

e BIRTBAD 21— —BLUTIL—TF%, LiInuxVDA I cOTd A>3 ESICBYINCHERLTEITE T,
o BTN TUVAWL (BER) 2—H—0OJ 4> EHFa LBRVWTL TV,
o« Windows Yo >8I ovheO0 %27 NI —FIL—TFTRESEAVTLLEI L,

BE.
TV r—2a>RRE. LInuxVDAN—2 3> 1A LB THR— bR TWES, 272L. A—Y I UA

DT RV by FELIUTT U DEREIF. Linux VDA THR—FINTULEE A

ROoAZATELVCTINI =TI —FOERFZEICOWVWTEEL < &, TCitrix Virtual Apps and Desktops 7
23055 ZBRBLTLET W,

Ubuntu A® Linux VDA OF&r > X k—JL

May 30, 2024
BE:

HIRA VR M—ILDIFEIF. BEA VI M-I Z2ERBLTERAI VYA M—ILETS5ebE8HLET, BGE
AR M=ILIIEBEFNDEEHLTE7E1T TR, REBICEREINTVLWEIFEFHI VI M—ILEDHIS—%
WET N TEET,

FIEL: #BE7 7 IILERE LV LINnUX > U DEHE

FlE 1la: =y b7 —IBHOFESR

Iy bT—UDELLEGEIUBRINTVE I 2B L T EET W, e ziE. DNS #—/{—(3 Linux VDA
TR T ZBELHD T,
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Ubuntu Live Server 2B L TW3HB&1E. KX +EERTET SHIC. [etc/cloud/cloud.cfg #Em 7 7 1 )LiC
ROEEZMZET:

preserve_hostname: true

FIE1b: FmRX FEBDHBE
IIVDRRARBHERICELSRETNZ L S5ICF 3121, [etc/hosthame 7 71 ILEZXELTIS Y DHRR b
BDHETZRLET,

hostname

Flglc: RRFEADIL—TNYITRLIADEDHT
ROVDDNS FXAYBrReBfiE X128 (FQDN) MELKHRETNBZ e EMABLET. CORHICIE.
|etc/hosts 7 7 1 ILDORDITORMD 2 DDIT> L JICFQDN KRR FEBEEND LS ICREL £
127.0.0.1 hostname-fqdn hostname localhost
1
127.0.0.1 vdaO@l.example.com vda®l localhost
T771ILADMOIT> KUH5. hostname-fgdnZizidhostnamellxtd 3 ZDMDBRBEHIBRL £,
pE

Linux VDA (3372, NetBIOS B0ID#ETEHR— L TVWEEA, LIch > T KRR MEIF 15 XFURT
BBIVEDHD ET,

B>k

a~z. A~Z, 0~9. BLUNTTY () ODXFOAMEALTLLET LV, 7oHA =07 (). A= &
VEDMDOESIFFERALABVTLIETV. RAMEZHFTHRLED. NA TV TRTLEDLABWVWTL
TV, ZdJL—)Lik. Delivery Controller ®7RZX b BICHBRAINET,

FE 1d: KR B OFER

ROARVRT, RABHPELSKRETNTWS 2B LEY !

hostname
<!--NeedCopy-->

COOARYRICE 2T, 2DYL U DE2EM B X1 >E (FQDN) TREAL, ZORI MRBOHADERINET,

MROARYRET, BB RAMVEDNELKRESNTVE BB LET:
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hostname -f
<!--NeedCopy-->

COAXVRICED. ZOXIVDTEBHI R X1 VZRINET,

FlE le: YILFFv X~ DNS OEL

T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTHZ7:0. [BROGERICFEEDVRET B5ED
HOET,

MDNS ZE#IC T 31213, [ete/nsswitch.conf ZHEL T, UT#80TE2EELET !

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FIE 1f: ZRIRE Y —E XBEATREM ORER
ROOARYY R T, BRBH R XA VERMERTEIZ . RXr> Oy O—5—k Delivery Controller n5
ping ICRELNHD e 2B L £ 7!

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBMR XA VEZFRTIHRV, FRIFINS50ISYOVWTILDS ping ICREDNBRVEEIE. FIBZRER
LTHERICEATLEES L,

FlE 1g: BZIFEHADHER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMHEZH#ITTISICIIEETY, RETY
> (VM) £ LTLINnUXVDAZKRX T 2. BN RERICHZBMEDIEET ML HDET, LA >T,
VDE—FDEALT—ERZFEAL THZZHEIF I 2HE8DLET,

chrony o1 > 2 k—JL:

apt-get install chrony
<!--NeedCopy-->
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JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&EL. XRDLSICKR) E— ALY —N—ICHIET Y
—N—IVhrUZEBMLZT:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

—MRMABETIE BEIEO—AILRXr>a> bO-5—H5RABLET. KB NTP 7—IILH—N—Dr5EZIERA
HLEEA. RXA>DE Active Directory RX>a> bO—5— X d 2 —N—IT> bUEEBMLET,

IW=FNw o IP 7RLZA. localhost. X7 U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
DY —N—Ffld7—ILIT> FURBBRLET,

EEERELTHS. KOOAXY RTChrony F—EV 52 BiEEg L 7!

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: OpenJDK11 1> X k=)L

Linux VDA (2%, OpenJDK 11 "B ETY,
Ubuntu 22.04 1% OpenJDK 11 & EN TV E T,
Ubuntu 20.04 ©OpenJDK11 244> X =)L 3ITIE. ROOAYV RERTLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: FRITBZT—EIN—IDTI YA —ILEIEE

Linux VDA Rwr—2d+1 > X b—)L&. [etc/xdl/db.conf % 4% L TER T 3 SQLite 7% PostgreSQL %
BETEEY, FE1>X —ILDFE. SQLite & PostgreSQL ZF/ICFEF T Y XA b—JLLTWALWE ChE
BEITBEHWTETEHA

ZOt o> a>rTiE. PostgreSQL ¢ SQLite D7 —4R—X%ZA VX h—)LTEFEL. FRETZT—FR—I%
EETBAEICDOVWTEHBELET,

A

SQLite 2 VDI E—FICOA BRIz b8DLFT,

PostgreSQL 01 > X b—JL RDATY FZRITLT. PostgreSQLZ1 > X h—JLL&ET:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 160



Linux Virtual Delivery Agent 2305

X2 DR X oISENET PostgreSQL &£819 31213, ZheROIT FZRTLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite#r> X ~—JL¥3 Ubuntu @&, ROOTY RERITLTSQLiteZr > X —JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FRHTET—FRN—X%ZEETS SQLite. PostgreSQL. F#iEZznmA%Z 1> X b—JLL7%. Linux VDA /X
wir—2% 4 X =)Ll Th 5 [ete/xdl/db.conf ZiEET 2. FRTZT—IR—XAEZEBETIET, DI
HICIF. ROFIEZEITLET:

1. Jopt/Citrix/VDA/sbin/ctxcleanup.sh #R{TL £ 9, FR1 VX b—ILDIEE. COFIBZEEET,
2. [etc/xdl/db.conf ZiE&E L T. FHTZIT—IN—XAEIEELET,
3. ctxsetup.sh #==17L £79,

F:

[etc/xdl/db.conf % £/ L T PostgreSQL @R— +rBESEEBR IS HTI£T,

FIE 1j: Motif or>X+—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg 1k: DNy T =DV X =)L

Ubuntu 22.04 054

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

Ubuntu 20.04 0354

sudo apt-get install -y libsasl2-2
sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2
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sudo apt-get install -y krb5-user
sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIE2: NAIN—NAHF—DEH

HYR— b INBINAN—NAHF—LETVM & LT LinuxVDA #1179 3HE. W OHWDEEHNNRETT, FAT
BNAN=—NAHF—=DTZv rTF+—LICEDET. ROEEEZTVWET, RTAXZILN—RITF7TLinux<>>
ERITTIHE. TEIIBEHD FHEA.

Citrix Hypervisor TORZIREDIEE

Citrix Hypervisor O R ZIE AN B BIEE. Th 20 ZEREWK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHDEEL £9, -tk NTP & Citrix Hypervisor OEAH Y X7 LOREEZEELLS T
BZCHRAEATY, PXTLOFE MDY —N—DRE L OREANEONZDEFHSICIE. & LinuX 7 DR
TLORENNTP LA TIHRENDHD T, COBE. R MORZFAHZEMNCTIHENHD T, HVM E
—RTR EERBHBEDHD FE A

Citrix VM Tools #'-f > X b — )L T - #ERAEK Linux h—xILERITLTWBHBE. Citrix Hypervisor OBZIE
HIBEDTZE T3 H 5 h L. LInuXREY Y YR TEMICA > TLWEHESHEBRTIET!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZERLET:

o 0- FFZIEHARED B RIC AR > TWB Tcsh, EIMICTBIHEDHD £,
o 1-BZIEHEEDIEMICHE > TVET, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EE L BWVEE. UTOFIBIFHEHD £H A
RZIB R AEDN B MIC R > TWVWBIBEIE. T71JILIC Tl CESIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXGHL. BEBEBDLRIETZICIE. [etc/sysctl.conf 771 ILEREL T, ROTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROLSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
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<!--NeedCopy-->

COOARVERIFLIZERLEFT,

Microsoft Hyper-V TOEZIEEIDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 hiz Linux REY S > TlE. Hyper-V OBSZIEHA#EE = EA L TR
AMARL—=FT4 VI RTLOEEZFATEE Y, P RXATLORNBZ ERBAKRETHIT T SICIF. NTPH—EX
EEHICTOWBEEBMICLE T,

BEARL—FTA VIO ATLT. ROBIEZITVET,

1. HyperVI®x—2v—Z2BE £,
2. Linux(REBY> > ORET. et —EX] ZFRLET,
3. [FZIOREA] ABERENTVWB e EHRBLET,

7
C DO AEIF VMware & & U Citrix Hypervisor 05 IZR%4 0 £9, VMware & & U Citrix Hypervisor

TlE. NTP L OBEEEEITZ-OICHX FOBZIFRAEEMICL £9. Hyper-V 0B ZIFEAIZ. NTP L #&F
L. NTP ORZIERZ#TET 2N TEE T,

ESX & & U ESXi TORKIRADIEE

VMware OFZIFEHAEEN B RIEE. ThENOBERENK Linux RIEB< S > T NTP N1 /N— /N1 —TRI=E
PEELEFT, Chid. NTP ENAN—NAHF—DEAHS T LOKEEZRBLESETEZIEHREATY, ¥R
TLOEE MO —N—DRE L OREBANRHDNZDERHCICIE. & LINUX TR DY X T LORBA NTP &R
HI3HENHD T, COHBE. R MORZIERZBNICTIHRENHD FT,

VMware Tools % > X b —)L L 7= RETERIEK Linux H—ILERTL TV BRIHEIE. ROBREEZTVET,
1. vSphere Client #B= %9,
2. Linux (RIS VOREEHRELET,
. MR >oTaNnNT«] FA4T7ATRYIRT, [#7>a>v] 277200y o L%,
4. [VMware Tools] ##RL 7,
5. [##l] Ry RT. (KRR R NERIZREE] Fzv IRy IRZFTICLET,

FE 3: Linux VM %= Windows R X-1 > IZB10

B TFIE. Linux w3 >% Active Directory (AD) R XA VIZBINTZAHETY:

+ Samba Winbind
» Quest Authentication Service
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« Centrify DirectControl
« SSSD
« PBIS

BRLICHEDOFIRICIENE T,

F:

Linux VDA @oO—ALTHIY rE ADDT7AYY FTRLIA—Y—E%ZFEAT L. Ty a vk

ByBehBDET,

Samba Winbind

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

< oOREEIC Winbind F—E ZBIETE3L51093  ROOAX Y RT. I VEHEIC Winbind ¥ —%

VHBIRT B L SICHEBR T BHENHD FT,

sudo systemctl enable winbind
<!--NeedCopy-->

pE

winbindxo U7 ks /etc/init.dichs e =#HRELET,

Kerberos 0% JL—ka21—4—r L T[etc/krb5.conf 2=, UTEBRELET,

pE

AD1YI7SRMSUFvwICETWT Kerberos #EM L E T, XDOBREIF. B—RX1>V B—T 5L X +E

TILERRELTWVWET,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn

kdc =domain-controller-fqdn

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

164


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/installation-overview/manual-installation-overview/ubuntu.html#centrify-directcontrol
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/installation-overview/manual-installation-overview/ubuntu.html#sssd
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/installation-overview/manual-installation-overview/ubuntu.html#pbis

Linux Virtual Delivery Agent 2305

}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|f. DNS R X% (example.com 4 ¥) T9, REALM &, AX
Fo Kerberos 48i5i% (EXAMPLE.COM %) T9,

Winbind :2iE0#  RHEL @ authconfig %>, SUSE @ yast2 o & 5% —JLAt Ubuntu iCB W, FET
Winbind ##m L £ 7,

vim /etc/samba/smb.conf <> F%%£17L T/etc/[samba/smb.conf ZBHL\TH5S. UTFEHRELET:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431

kerberos method = secrets and keytab

winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7+ —JL RT3, REALM I3AXF D Kerberos EiH& T,

nsswitch 01 [etc/nsswitch.conf ZE=. winbind Z X0 fTICEMLET:

passwd: compat winbind
group: compat winbind

Windows R XA >ADBI KXYV MO—F—HRT7IERATEET. AVE1—F2—% RX1VIZEBMT S
¥R % #D Active Directory A—4'—7hH oY FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C CT. REALM i3AXF D Kerberos $BI& T, user i3I Ea—8—% M XA VITEMT 3HERERFD F XA
\/j-_-'j-_—c\?o
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sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM O XD <> R%ER{TL T. [Winbind NT/Active Directory authentication] #+
7> a>r [Create home directoryonlogin] + 7> 3 vABIRINTWR e 2R LET:

sudo pam-auth-update
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH. Wwinbind 7—EVRBETZ2HITE T,

RXAYXYN—=>w FOFER  Delivery Controller #R ¥ 3 iCid. Windows F7-1Z Linux ICBIE#HR <. &
~RT®O VDA <> > T Active Directory ICaAYEa—4—F TPV FHBETT,

RDLS5IC. Sambad netads ATV REEITLT. IOV RXAVICBMLTWR e #@RBLET:

sudo net ads testjoin
<!--NeedCopy-->

BMORXA>ELVAVE2a—2—FTV I MERERIET BICIF. ROIY Y RZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos 1 DOfER Linux VDA TERTE 3 & 512 Kerberos AEEL K R INTWB Z ¥ #HET 3113,
ROAIY RIZE 2T Y ZXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSEC
CHEERLET:

sudo klist -ke
<!--NeedCopy-->

COOARRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESXF—D—EBIERR
TNFET, Kerberos @ kinit Iv> R%ZETFL. ThEDF—%#FALT. IV VERXr>dy bO—-5—ICxt
LCEREL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
RO VREEHBIEIANFTTIEET ZHENRHBD T, RIS (§) & YIIICEZBIRIEHSLDICNY Y
Z25wa () TIXT—TFTB3HENRHDFT, BEICK > Tid. DNS KX >&H Kerberos 4Bl ¥ E4: b
¥9, LA oT, HdEEZEFERLET, COOAIVRDRINTI . BARERTINEF A

ROARYRZFERALT IV YTFADY MO TCT Fry b F vy ool ZHMABALET:
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sudo klist
<!--NeedCopy-->

ROOATY REFERALT. IV T7HU Y Ol RABELE T

sudo net ads status
<!--NeedCopy-->

2A—Y—RADHR KDL SIS, whinfo vV —ILZFERALT. RXAYA—HF—DRRXAUICH L TRETESC
CEHERBLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRXTIVIEAD RX V& T, Kerberos BIBZ TlddH b £ A, bash > T ILDBE. NV ISy
2aXFE () i B3 12NV IRSY I aXFEEBELTIRT—TT3HERHDET, DAV RICED.
BINEIFERERITX v E—UHREINET,

Winbind PAM E2 a2 —/LAELKBRINTWVWB 2B T 3ICIE. URIICERLEZ AR VWRXr>ya—H
—7ho> bEFERLTLINnuXVDAICOSA>Y LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

=

SSHOY Y REELLCERITTSICIE. SSHAE TEIICHEEL TWVWB e 2R LET,
ROATYRT. id-uIY Y RICE>TRIN UID ICx5T 3 Kerberos Bi8IE3HRE v v a7 71 IILHAMER T
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BREHRF v v aDF 7y FHEYT. HRIINTIIBRWI C 2BEEL £
EX

klist
<!--NeedCopy-->

ROATYRT. £y arvaE&TLET,

exit
<!--NeedCopy-->

Gnome OV —=I)LF/IFKDE OV —IILICEEOJA>TBE. AFDODTIMERITTEET, RXIVEMOD
2B, TFIEG6: LinuxVDADAT YA =)L) ICERET,
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B>k

A—H—FEEICHILTH. RXAYTAIYTATA Y LIcEEZILTRI MY TERFTELWVESE. 7
rEEEHLTERITLET,

Quest Authentication Service

FXA>a> bO—5—T0 Quest D&M KDE(EIE. Quest V7 ko= 7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWR L., BEEEHENMISEIN, Active Directorylcd>ykEa
—A—F TV bR TIZ L ERIIRELTVE T,

Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a v e
TRIREDBHBIERXA A —IIHL T, ROBEETVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>VY—IIT. BHRNOI—H—F7hH7T > oD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho v ] 27%8RLET,

3. [Unix xSl Frv IRy IREAVICLET,

4, [F751<VU GIDFES] #. REORAXAA>A—HF—JNL—FDJIIL—FIDIZRELET,

PN

COFIEF. RXA>A—H—HnT>Y—)L. RDP. SSH. F7l3Z0fd ) E— MUETOMILEERAL
TAJF Y TERLIICRET B HEHLRAL T,

Linux VDA T Quest 015§

SELinux ;R > —BADEEE T 74J) D RHELBETIE. SELinux ARLISERATINTWE S, COEA
Ik D, Quest MERT 3 Unix RXA VYT Y RDIPCOXAZILICTFH L. RXMyaA—H—0Os+ %
F£d,

COMERREE T B - DEM ARG EIG. SELinuX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=d1isabled
COETBEICIITY VOBEHNHNNVETT:

reboot
<!--NeedCopy-->
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BE:

COREIFERELTHERAL TSIV, SELinuUX R > —0@EAZEMICLIRICBEEMICTD . IL—k
A—H—PZ0OMOO—AINI-—F—TH->TH. BRACOAVITIRINTLESRELHD X7,

VAS 5 —E> DR RDLSIC Kerberos 77 v COBEEHEBEMICL T, YT 3HENRH D 9, B (4
T7S5AA5FY) I$EMICTIHRELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYRICK D, EMERD 9B/E (32,400 ) ICRESNEY, §8b5E. F7v hDOT 7 #)L ~OBEMHAM
TH3 10EMEDD 1BEECRD EY, F7ry FOBMHREADITSICEVS IT LTI, KDNTLMEZZON
FA—E—IZRELEFT.

PAM & &0 NSS ik  HDX %. su. ssh. RDP BREDZDMO Y —EXENLIc R X1 >YaA—H—pOsF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFBTHRBLE !

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >AD&i Questvastool <> REMFEAL T, Linux ¥ > % Active Directory kX~
ICBmaEEd:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>E a—%—% Active Directory R X VICEBINT 2 1EREF OEBRDOR XM > I —H—TT,
domain-name (&. RX-1>® DNS& (example.com %#¥) T,

RXA YA N=2y TORR  Delivery Controller #ER Y 3 iCid. Windows F7-iZ Linux (BEHR <. &
~RTo VDA ¥ > T Active Directory ICO>YEa—2—FT2 10 FHBETY, Questic&-TEMINT
Linux Y VB R XA VICEET B CE 2RI 3IId. ROIY Y REERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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ROV REAALVIZBEMLTVBIHEIE. FXIYVENREINET, IOV RAAMVICEMLTOWERWES, UT
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest D B X+ > 1 —H—DOFRANBIRENE S D Z R T B ICIE. IETICHE
AL BVWRXA Y I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRIN UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y KT, Kerberos EIEHRF* v v adF 7y bHEYT. BRINTIIBRVWS L #BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RXA > BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEAHFT,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHFE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ > % Active Directory R X1 >ICEBMLF7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X —&—lf&. > a1—4%—% Active Directory K X 1 VIZEBINT 3 EREIFDOEE D Active
Directory K X >a1—%—T9, domain-name /{5 X—4%—|d. Linux X >%BMTZ KX VOEHT
ER
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
~RToH VDA ¥ > T Active Directory (CO>Ea21—42—F4T U BB TT, Centrify ic&khiBININiz
LInux YR B R XA VICHEET S MBI BICIF. ROAI Y R ERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E#T%H % Z & . CentrifyDC mode T connected iR h 3 Z R L £7,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify 754 7> MY —N—C OEHOBE. 7=
BB OREIELEL TVET,

ReERTRE. LOEENEY R T LBRCZHBREZENETEE T,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F4 Active Directory 5K U Kerberos f —ER e &2z T A M LE T,

adinfo —--test
<!--NeedCopy-->

R XA >BMORER%E. TFIE6: Linux VDADT Y2 k=)Ll ICEAHFT,

SSSD

Kerberos O1Er Kerberos #4 > h—JLF3ICId. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos 489 3 cld. [etc/krb5.conf #)L— L THIE. NSA—F—%ZBELET,
pE
ADAYI7SRMSUVFvwICETWT Kerberos #1EM L £ T, XDRBREIF. B—RXM>V B—T 4L X+E
FILERNRE LTWVWET,

[lTibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {
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admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—name = REALM
.domain-dns-name = REALM

ZZtdomain-dns—name/X3 X—4—(F. DNS R X >& (example.com A ¥) TE, REALM . KXF
® Kerberos 48i%% (EXAMPLE.COM % Y) T,

RX>ic8mmd3 SSSD %##m L T. Active Directory % ID 7ON1 4 — & K U'RHED Kerberos & L THE
BALEYT, fc7zL. SSSD Tid. RXA>BIME S AT LD keytab 771 ILOBREICEETZ AD DU S51 7> M
BENREINTULEEA. K0 0IC adcli. realmd. %7:/3 Samba #FHTI 7,

A
Zoto 3Tk adeli 5L Samba ICEAT3BEROAZIRELET,

o adcli ZEAL TR XA VICBMYT 3BEIE. ROFIBERTLET:

1. adcliZr>X+=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVIZBMSEET,
REFALTHVWS X T L keytab 7 7 1 ILZHIBRL. RXAVICBMIEET,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqgdn
<!--NeedCopy-->

user id. RXIVICYY U EBINT 3#ERHIH S R X1 >1——T9, hosthame-fqdn (3. TLE R
XA VEBRRDIS VDR SZTY,

-H # 7> a>id. adcli A Linux VDA TH#E7% host/hostname-fqdn@REALM . W3 T SPN %
EMTBDICHETT,

3. RXAUAIYN=Dy TR LET,

Ubuntu 22.04 &0 Ubuntu 20.04 v > 0iF&lE. adcli testjoindv>y RERTLT. YT Y
RRXAVICBEMLTVWEDRESHZTAMLET,
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« Samba AL TR XA VICBNT 315813 ROFIEZERTLET:

1. Ryr—o%# 12X +=JLLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba =L X7,
[etc/samba/smb.conf #B=. KZREL X,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (3. REALM OR#HID 7 1 —JL KT, REALM I3AXXF D Kerberos $BIZZ T,
3. Samba TRXA VIZEBMIE X T,

RXAYOAY FO—F—HF7IVERXAEET. AVEa—4—% R X1 VBN 31ER%Z1FD> Windows 74
Y l\h{’\‘g—c“j—o

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM (3AXFE®D Kerberos $BIH& T. user g a—4—% R XA VIDBINT 31ER%ZFD
F‘X’I"/:L—‘U'—_C“To

SSSD Dty b7y S WMEBEHENYT—IDA VA M—ILFLITER:
WER SSSD B LXUBREN YT =B VA M=ILTNTVWARWEE, 1V Xb—=JILLET,

sudo apt-get 1install sssd
<!--NeedCopy-->

NYT—=HBEICA YA —IILTNTWVWBRHE. ENT2ceb8dLFT,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->
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=
Ubuntu o« > X k=L 7O XE. T7 4JL 5T nsswitch.conf 5&X U PAM OJ 1 > ES 2— )L 2B
BICHERL X9,

SSSD n#&m SSSD F—E> % RE T ZHIIC. SSSD MBEOEEHNBETY, SSSD O—ZBD/N— 3 > Tl
Jetc/sssd/sssd.conf B 7 7 1 ILIET 7 4L b TIEA VA =L NABEWVWED. FEITERTIHELNHD 7,
root £ LT Jetc/sssd/sssd.conf #1ER T3 Hh VT, RERELET:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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pE
dap_id_mapping i& true IZ:8E T 3 7. SSSD BiEH Windows SID % UnixUID IcxwE>Y I L&

¥o RELABUVISA. Active Directory ' POSIXRRZIRMTE 2 L SICTBHENHD &9, PAMH—E
Z (ctxhdx) (&, ad_gpo_map_remote_interactive (CBMEI N £ 7,

Z < domain-dns-name /Y5 X—%—{&. DNS K X1 >%& (example.com 7 ¥) T9, REALM i,
AXFOD Kerberos 48i#%& (EXAMPLE.COM 7% ¥) TY, NetBIOS KX AV EZBMT Z7HDEHIEHD
Ft Ao

BREBREICDOVWTEHLLIE sssd.conf 8L Usssd-adicfis 3 man R—JZEBL T T,

SSSD F—EVTIE BT 7 M LICFHBEERANMDIERDHNRESN TV EIBENBD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE KOOIV RER{TLT. SSSDF—E>%#REIL. YO VORBEICHT—EVEREHT
FBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 hBEIRENTVWBRCEBRBLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. $RTD VDA Y>> (Windows & Linux
VDA) TActive DirectoryicayEa—4—473 0 bHBRETT,

cadcliZHERALTRXAMUXAYN=2y THEERT 318413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIERERRTLET,

« Samba ZEAL TRXA U XYN=2y T2HBRT 3H&I1E. sudo net ads testjoindwy Rk
ZRITLTIDUDRXAVICBMLTVE e 2B L. sudo net ads infodvYRFERITLT
EMORAA>HLUPAYE2a—2—FTO I MERERIEL £,

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEEFATVSBC
CEERLET:
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sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

MROARY REFEALT. XY T7ATV RO TCT AF vy ad Nl e z@RLET:

sudo klist
<!--NeedCopy-->

I—H—RAOMHR SSSD I3, T—EVTHERMEZT A FF2AY YRSV Y—ILZRHM L EFEA. PAM &
HTOATET TETET,

SSSD PAM E2 a—LHELKBHEINTVWB L ZRBY BICiE. URNICERALIEI ARV XA > a—H—
THhoYrEEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIEAWVWI EEREBLET,

JL—hrd—H—¢ LT, 8020 id-u ATV RTRINEUIDICHRTEFTry bFvwSad 7T ILBMER SN
CCZHRLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHE T,

PBIS
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RELZPBIS N\wir—CAdo > O—Rd 2

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b— LR O )T b ZEITEIREICT 2
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—ILRV ) T hZETEA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R XA >ADSI KXYV MO—F—HRT7IELRAEET. AVE1—F2—% KX VIZEMT S
¥R %D Active Directory A—4'—7h o> FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—%—% Active Directory B X1 VIZEBMT 31EREZF OR A > 21— —TF, domain-
name (&, FX->®DNS& (example.com %Y) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERFLE T,

RXA Y XN=2w 7ORR  Delivery Controller #H T 3 ICiE. $TH VDA Y>> (Windows & Linux
VDA) TActive DirectoryllayEa—42—#72 U CHRBETT, PBISIC& > TSN/ Linux <
SUNRXAVICHEET B L ERBIBICIE. ROAT TV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAEE. COOXYRIFREDAD RX1>r OU 0EHRZzIRLET, SIMLTVLA
WEEIE. RARBREITIHRRRINE T,

I—H—BDER PAM ZEA L= PBIS O R XA > 1—H—DBENAIGENE S HEERT B ICIF. MaTIcHE
ALECEHBVWRXA > I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID ICx5 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > X =)L) ICEHET,

FlE4: .NETS5>21L6.0 D1 =)L

Linux VDA @ > X k—JLAfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE > TNET 5> 21 L6021 X —)LLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet OYY RERFLTS VA2 A LNRERELET,

AR Y REAICESWT. NETSUEALDNAFUNRRERELEF T, fcr Z1E. a7 > REHHYaa/bb/dotnet
DFE. /aa/bb # NET N1 FUNXE LTERALE Y,

FIES5: Linux VDA )Xy r—J04 o >O—R

1. Citrix Virtual Apps and Desktops &~ > O0—RR—JIZ7 XL £ T,
2. @R /N— 3 > Citrix Virtual Apps and Desktops # 2R L £9,

3. Components #ER L T Linux VDA B2+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDAD U >0 %21) w2 LT, LinuxVDADEI>O—RIT7AILICT IR LET,
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Downloads cxpond all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. FAFO LInuUX T A MJEa2—> g3V IcdiG L7z LInux VDA Xy r—2%# 4o vO0—RLEY,

6. LINUXVDA NNy —C OBEEUERIET 5 7-DICFERTES GPGC A*—%24 U >vO0—-RLET, fi:

Downloads cxpandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 2025
1.25 KB-(.zip} 8 Download File

Checksums
SHA-256 -3440f32920385123944108316040 5 6011004

Linux VDA Ny 7 —2J 0EEMERR T 51013 RO Y RZ2RTL TARF—% DEB 7—4~X—X|Z1
VR—=bh L. Ny T—COBEMERIELET:

sudo apt-get install dpkg-sig

gpg --import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

FE 6: LinuxVDAD-1> 2 +—)L
FIg6a: LinuxVDAD1>X =)L

KD & 51, Debian Package Manager ZEB L T LINUXVDAY 7 bz 721V A R—ILLET:

Ubuntu 22.04 054
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sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 0154

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

A

GCP £ Ubuntu 20.04 0184 . RDNS #EMIC L £ 9. Th%E1T3 I, Jetc/krb5.conf o [libdefaults]

I rdns =false I7#EBML £ 7,

Ubuntu 22.04 ¢ Debian fkzB7—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1
findutils >= 4.8.0
sed >= 4.8
cups >= 2.4
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~

libsasl2-modules-gssapi-mit >= 2.1.~
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libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~
libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 o Debian &zREH#—%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacke® >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49

libgt5widgets5 >= 5.7~
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libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

E:

CON—=23>® LiInux VDA THR—FINTWVS Linux 7 XU Ea—>3 > Xorg D/N—2 3 VI
DVWTIE TP RFLEH Z2BRLTIRT L,

FJg6b: LiInuxXVDA D7y FFL—R (X7 3Y)

BHD2N=3 2 LTISRUU =D 5BEEDT YA M—=ILET v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

pE o

BEOA VA= ZETYyTIL—RTBL. [etc/Xdl OTFICHZER T 7AILDHLEESINhET, TvTY
L—RERTITBEIC. BT T7MINENY I Ty FLTLIET W,

FIET: NVIDIAGRID RS N—D1>X =)L

HDX 3D Pro Zz&#IC g3 ICid. NAN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BEDRBD XY,

FEE D /N /X— /N1 5 —(Z NVIDIA GRID Virtual GPU Manager (KX kRS A4N—=) 1Y b—ILLTHERT
BICIE. ROAA R=2BRL TR W

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—ILLTHERT B3ICI1F. RO—EHNAEFIEZERITLEY:

1. FAEVM B vy D ENTVWB L ZRBLE T,

2. NMN=NAHF—=02> +bO—ILNRILT, GPUZ VM IZEIDHETET,
3. R UEEBLET,

4. 7ZAEVM RSAN—ZVMIZA VX b—=ILLET,

F|ig 8: Linux VDA DO#&Er%
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pE
SV LEREZEY b7y 331, en_USUTF-8 O — LA VX b—J)LENTWB e zRBLE
¥, OSicZoasr—ILht7Wg4ElL. sudo locale-gen en_US.UTF-8 O< > R%RfTL %9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4BEL TH 5. sudo
locale-gen IY > RERTLET,

Nyir—o04 > b—JL. ctxsetup.sh X&) 7 +ERFL T, Linux VDA 2RI 2HBELRH D £FT, ZDR
UM BEETSHIICIRIRZHAL. IRTOREIVR—RV ALY I—ILINTWVWE ZCHERIN
g9, BEICBLT. WOTHIDRIV S+ eBETLTREEEETIEHT,

CORIVTF . FHTERICEAZELAD S, LEFFAICHERLICEAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2BRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 32 FIEREZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIfL SN ABR

IYRA—IZBEKTB7DIC. RIEEHZFEAL T ty cT7YTRIVTFTRELRZF T a>ZBET
TET, DEBREBEDNIRTEESINTVBR L, RTUTHIL>TA—H—ICBEROANNERDBZ Xy E—IHK
TENBIEDBLLBD, AV —ILIBZR IV TMMETEE Y,

HR—-FEINBBRELTHICIIRDELSBHONHBD £
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— Rk %&fERBL T,
Delivery Controller 8 %353 e HTEET, T 7L FTIENICRESINTLETD,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller o2& K X1 & (FQDN) OZXR—IARXYID D—BHABETY, 1D FildEk
DB R A1 VB FEIECNAME T4 U 7 RZIBEEIT IHRENHD 7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA #—E . Y>> DEREBEICEHBLET. T74
IWETRYICRESNTWVEY,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA#—E X Tld. v hT—IZEEHENS T
LDT7 747 74— )LOBEBEHFTINTVIHBELN BN £, LINUXVDARBIC. YRTFLD T 7AT7 I 4—
LWOREBRR—b (FT74ILETIHR— b 80 BLUKR— b+ 1494) ZEIMTHRTIEd, TIAILLTIHY
ICRESINTVET,

« CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA (Zi&. Delivery
Controller (23t L TBEE 9 3 = IC Kerberos iR ENBE TS, Kerberos #mid. >R FLICA VX
b—ILE K UEBRIEAD Active Directory #iaY —ILh 5IEEL £7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro Bt R— hIh &9, Thid. 8H%RY
STawoT7FVT— a3 0RBUERBICT 2OD—ED GPU 7/t L—>3>7-./0YTY,
HDX3D Pro ##RL 7c3%5&. VDA VDI T RO by 7 (2Tl yday) E—RAICEERINEY (D
&b, CTX_XDL_VDI_MODE=Y &#%b %7),

« CTX_XDL_VDI_MODE=Y |N-FBF2Y by 7BREETIL (VD) £HIFHKIAMINBZHETRY by
TREETIDOELES L L TR VZBRT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEJT. 774N FTENICERESNTUVED,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP 4 —\—%&H L £,
DNS o#%Z=&R=O—HILY 1 MCHIBRT 51Cid. DNSH1 FREZHEELEF T, COTEIZ. TT7AIL KT
¥ <none> [CFHREINTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##B& L T LDAP #—/N\—% 1%
HL&FF, DNSHLDAP H—EXL O— FZRETETHWEEIF. LDAP ® FQDN & U LDAP R—+d
AR—ARXTD D—EBRIEETI£Y, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, Active Directory 7 L X b TL D EE%A LDAP S T #BICT 3IC
3. RXr>a>bO—->—7T [JO-Nbh20OJ] 28zic L. BET 3 LDAP R— ~HES T 3268 z15
ELET, COTHI. 774 L TIE <none> [CHREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(f5l: DC=mycompany,DC=com) IZBEIN-RER—IE=EALTLDAP #BaL %7, L. RED
NT 3= VRAZHETBHIC. RERN—XZIBETTEY (f: OU=VDI,DC=mycompany,DC=com),
COEHIZ. T4 TIE<none> ICREINTVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy— X (FAS) H—/nN—i3. AD Y
W=TFRU—ICLDBRINET, LINUXVDAIZAD JIL—TFRUS—%HR—rLTWEHA, Kb
DI, EZ 00V TRYIGNIEFASH—N—D—B%ZFEHATIET, >—7>VRE ADJTIL—-TRU>
—CTRELIEDBDLRALTHIBELNHDEFT, WITNHDHT—N—T RLIDHIRINTWLWIHEEIE.
ZOFEH% <none> X WS XFHTEDHT, YU—N—TRLXADIEFBIFEELFHE A FASH—/1N—L
BHICBET BICIE. FASSH—N—THEETNTVWRR—rESE—RITIR—FESZEBMLTLES
W f5: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
YTV hH—ER (ctxvda) 29 R—+93ODNET SVE (L6081 YRM—ILTB/R, T7 7
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JLk®DJ/XRIF/usr/bin TS,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 5> w o, £ MATE TRV by TIRIBRIEEL 7. THERETELAVEF
g5, WEVDAIZA VR M=ILEINTWVWBR TR by ITHEREINE T, fcfEl. REAA—ILS
NTW3B 7RI by 7H MATE OB &EIF. EHfEE mate ICRETIHELHD £,

ROFIEZETLT, 4=y bty ayid—H—07RI by RIEEEETZICHTEET:
1. VDA ® SHOME/< 2—#—&\> Fv LI hUIC.xsessionT7 71 ILEERL T,

2. .Xsession77MIEHRELT. T4 RAMJE2—YaVICETVWTTRI by TIBERZIEEL F
ERS

- MATE 7 X7 kv 7Di5&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- GNOME /5> vwoF R0 by TDIFE

GSESSION="S$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 7X7 kv 7 Di5&E

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 2=y bty ara—H#—T700 77 MILOT7 I/ AERERBLET,

N=23> 220 LUk, Tyvoa>ydi—H%—@3TRXI by TRIBEZHIAEZTIAIITEET, COMEEEFR
IC93ICIE. FRICVDAICUID B X AIBERT R My TIRIEBZ A VA M= TEIBRELRHD £9, s5L <
g Tty a>yad—3—IC&BHREZLTAI by TiEE] #8BL TV,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 T B$IC Linux VDA  —EXD'BIAI N B &£ 5
ICTBHESHEFBLET, TIAHIILFTRYICRESIATUVES,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—b, 77+
I EDOR—KIET7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#IL bDR—KF 7502 T
ERS
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MDESICL T, RIREHEREL. BRIV T hERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7o araEIEELTERITL. ERITAHLVLWS TILICEEFEOBELTHEZEL LT, BPDITE
LT #!/bin/bash 3 2RL. BIRD ATV RASHEBZITINRIV T T 7ML 2 ER TR 28O L ET,

FlE ROESIELT 1 DOAR Y RTIRTDNTIA—F—%ZBET DI ENTITFT:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \
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CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"list-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

BREE OHIBR

SFVAICE>TE. LINUXVDA Xy —2% 704 Y2 h—=ILL7%BRWVWT, ctxsetup.sh X2 ) 7 ~iC&k > THTH
NI-EREEZHIRTECHPBRBERBBEDRDHD £T,

HATIBENC. ROAX Y REFERALTIDRIU T DAL T2ERLET !

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 5(1CI3:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

CODRIVTMZED, IRTOEBRT — 2D T —2ZR—=ZXHh 5HBEREI . Linux VDA Z#ETEH<AD &
3_0
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WOy
ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, OV —ILICIS—HMHRFIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDA —EXZBEFH L. EEZRMIEET,

LinuxVDAY 7 bz 7071V ~=)L
LINuxVDADA VX h—ILETNTWVWBIDNESHZHERELIED, 1V A F—ILTNTVENYT—JDON—J 3>k
TYBICIE ROOAT Y RZERTLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROOAR VP ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kD7 T YA YA M=)LIZIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

P
LInuxVDAY 7 bz 7% 71V RM—ILT 2 . BEMIFT S5SNI PostgreSQL 8 & U Z DD T —

AHHBRINET, 772l LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
CHELVEFOMDKET BD/IN VT —JIFHIBRINEE A

B> b

DT> a>Tld. PostgreSQL Y. &ET 2 /Ny 7 —C OHIBRAEICDOWVWTIZEBAL TULEE A,

FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEROMEE L
9, s#L <IF. TXDPing) 28BLTLET W,

F|ig 10: Linux VDA ©0=x17

ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ERS

Linux VDA 0ic&h:
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Linux VDAH—EZXZEET 2 ICId. ROOATY RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDAH#—EZXEELETBICIE. KOOV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

A
ctxvda & £ U ctxhdx #f—E 2 %#{E L3 350, systemctl stop ctxmonitord O< > K& RTL TER
T—EXT—EVZELELET,. ChZzRTLAVGE BRT—EXT—EVREELLAET-—ERZBES
LEY,
Linux VDA nEi2sh:
Linux VDA H—EXzBEgd 3ICId. ROOATY FZETLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T DICIF. ROIATYV RERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: > >h207 DER

Y >ha0J%ER L. Linux VDA > > %ZEBINY 3 FIEIE. 1RO Windows VDA TOFAELMTVETS, C
DERVZFRTITBFEDHAICOVWTH LR, TRV AHEZOJDERI LU TR 2h2O0JDEE] 28R
LTLES L,

RDESIC Linux VDA XL > 2B Y AZOT DIERICIEV L DD 0#l4Ih % 5 7. Windows VDA <2
YOI AZOATDERFIEE BB 2520 HD £
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILOEE. Ity a> 0SFHFo 32,
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid

[FROLYTOS] #7232 %BIRTBL. IV Y ICICE—1—H—DREETILABERMNISERINE
ED

B>k

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TIUNU—=TIL—TDIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
23051 ZBBLTLIET W,

Debian A® Linux VDA OF#+1 > X +—JL

May 30, 2024
HE:

WRA VA L—ILDBEIF BRI M-I ZERALTEZA YA S—LZT53 28O LEY, HE
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A YA LIV HNZEHNT BRI TELS, FRFBICEBHINTLBFEI VI L—ILEDDBTIS—%
BT EHTEXRT,

FlIE1: BR7 71 ILIERS LU Linux I > D%
FlEla: v bT—UBRORER
FY RT—OHNRELLEGESLIUBRINTVWEZEEBEL TSI W, e xiE. Linux VDA T DNS #—/\—
BT 3548, ROV RERTTIET:
echo "nameserver <dns ip address>" > "/etc/resolv.conf.custom"
echo "#!/bin/bash
#
# Description: script to override default resolv.conf file
# with customized file.

cp -f /etc/resolv.conf.custom /etc/resolv.conf">"/etc/
NetworkManager/dispatcher.d/15-resolv"

chmod +x /etc/NetworkManager/dispatcher.d/15-resolv
<!--NeedCopy-->

Flg1b: KX FBDHRE
ROVDRRARBHERICELSIRESNZ LS5ICF 3215, [etc/hosthame 771 ILEZELTII Y DHRR b
BOHETLZRLEFT,

hostname

FlElc: RRAEADIL—TNYITRLIDEDLHT
YYD DNS FXA VBB EXC>E (FQDN) NMELKHMETNBZ e ZMABLET. ZORHICIE.
|etc/hosts 7 7 1 ILORDITORID 2 2D I FQDN & RRX CBHEFNBLSICHRELET:
127.0.0.1 hostname-fqdn hostname localhost
1
127.0.0.1 vdadl.example.com vda®l localhost
T77I1ILARADMHDOITY FUHS,. hostname-fgdnZzighostnamellxd 33 DO BEEHIRL £,
A
Linux VDA I3ZR7E. NetBIOS BDHIDHETZHR—FLTLWEE A, FX MRIF 15 XFURTHZIHELH
D&Ed,

7 N
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a~z. A~Z, 0~9. BLUNTTY () OXFOAMEALTLLET LV, 72HE =37 (). A= &
VDML IFFERALABVTLIETV. RAMEZHFTHRLIED. N1 TV TRTLEDLABWVWTL R
TV, ZdJL—)Lik. Delivery Controller @R 2 b BICHBERAINE T,

Flg 1d: KR B OFER

RIVEBEFHLT. RAMEHELCRESNTWVWE I ZHEBLET:

hostname
<!--NeedCopy-->

COAXVRICE 2T, ZDY I DLk X1 >F (FQDN) TREAZL, EDRI FEDAHHNRINE T,
RDAR Y RT. R2BMF XA YENELSRESNTVS CC ZHRBLET !

hostname -f
<!--NeedCopy-->

COOATVRICED, ZOVIVDTLEBHI R X1 VZDNRINET,

FE 1le: WILFx+ X DNS OEML

TI7FINEDERETTILFFv X~ DNS (MDNS) BEMTH 378, BRIBROERICFREBENRLETIHED
HDET,

MDNS %z &#iC T 3iCik. Jete/nsswitch.conf Z4HEL T, UTOIT#EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FlBg 1f: BaifRe Y —E XBLERTREM ORER
ROOARY R T, TREH R XA VENMRRTIZ . RXr> Oy O—35—k Delivery Controller 5
PiNg ICISEL BB 2R L £ !

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 192



Linux Virtual Delivery Agent 2305

TR XA VBEBRTIARV, B INS50TIOVTRNDS ping ICIHEN R VIEEIF. FlIBZER
LTHSRICEATLET L,

FIB 1g: BZIRAAO#ER (chrony)

VDA. Delivery Controller. FX->a>Y bO—5—DETERARZIFAHEZHFIICIIEETY, REYY
> (VM) L TLinuXVDA%2 KRR +F3r. BAHFERICAZIBMELIRET ZAGEELHD T, LIH>T,
VE—bDOEA LY —EXRZFRL TR ZHEF T eHE8OLET,

chrony @1 > X b—)L:

apt-get install chrony
<!--NeedCopy-->

JL—bka2——r LT [etc/chrony/chrony.conf Z4HEL. XDELSICREUE— R EA LY —N—IIHIHT Y
—N—IVhrUZBMLEY:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

—MRMARETIE. BEIEO—AILRXr>a> bO—-5—Hm5RABALET. 2B NTP T—IILH—N—D05EZIERA
HLEEA. FXA>2DF Active Directory RXA> > rO—-5 -T2 —N—IT> cUZEEBMLET,

W=7y o IP 7RLZ localhost. X7 U v & —nN—0 *.pool.ntp.org T> bURY, —BIZH S E D
DY —N—FET—ILTY ) ZHIBRLE T,

EEZFEFELTHE. ROOAYY RT Chrony F—E>%BiEEg L £7:

sudo systemctl restart chrony
<!--NeedCopy-->

Fig1h: Xy r—201>2 =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FlEli: VRS MU ZBML TRBERKERFEZI VI b—ILT S

Debian 11.3 B &. /etc/apt/sources.list 7 7 r)Licdeb http://deb.debian.org/debian/
bullseye mainfrziBiIL %7,
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FIg 1j: FHATEZT—IR—RE2A VX b—ILLTEET S

Linux VDA Rwr—2 1 > X b—ILg. [etc/xdl/db.conf % 4% L TER T 3 SQLite £7zi% PostgreSQL %
BETET Y, FE1 > —ILDFE. SQLite & PostgreSQL ZF/ICFE T VXA b—JLLTWAWE ChE
BEITBEHWTETEHAS

ZDtU > a> Tl PostgreSQL & SQLite DF—42R—X&21 VA =L TB3H%EL. FHTZT—ER—R%
EETAHEICOVWTHBELED,

A

SQLite i3 VDI E—RICOAERITZ e 2EBHLET,

PostgreSQL O > X b—JL RO R=EE{TLT. PostgreSQLZr > X +—JLLZET:
sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TP ORBKEF - IZBNRT PostgreSQL #2819 3121, EhZNADOIR Y FZERTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

SQLite Zr> X +—JL 93 Debian ®iF&. ROITY RERTLTSQLiteZ1r> A h—JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FETET—EN—X%ZHEETS LInux VDA NNy —2 D1 >R h—)LiE. [etc/xdl/db.conf % 4R& L THEA
TBR3T—EAR—IAEIEBETIET, COEDICIF. ROFIEEETLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh #=£{TL £ 7, FiR1 VA —ILDFEE. COFIBIFEETET,
2. [etc/xdl/db.conf ZiREL T, FHTZT—ER—XEEELF T,

3. ctxsetup.sh #=17L £ 7,

p

[etc/xdl/db.conf % L T PostgreSQL OR— +rBE X BRI S HTIFT,
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FIE2: NAIN—NTHF—DEH

HR—EINBNAN—NAHF—LETVM & LT LinuxVDA 2179 385, W DOHDEENKETT, FHT
BNAN=NAHF—DTSY rT+—LICEODET. ROEEZETVWET, RT7AXAFZIN—RIT7TLnuxv>>
®RITIT3BE. TEIINEHD FHA,

Citrix Hypervisor TOBZIREADIEE

Citrix Hypervisor OB ZIE A ENBEHABE. TN OE/REK Linux R~ > > T NTP & Citrix
Hypervisor TRIENEEL £9, k. NTP & Citrix Hypervisor O@AH > 2 7 LOREZEELELS T
B3CeHBERERTY, PRTLORKBEMOY—N—DRE L ORI EDNZDZEH<ICIE. & LinuX X DR
TLOKRENANTP LT HIHENDHD T, COHBE. R MORZFERHZ BN TIHENHD FT, HVM E
— RT3 EERIBEDHD FHEA

Citrix VM Tools h'-f > X b — )L T - ERAEK Linux h—ILERITLTWBHE. Citrix Hypervisor OBEZIE
HABEDTZE T 2D S H L. LInuXREBY Y YR TEMICA > TLWEHESHERRTIXT!
Su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMRED B RIC AR > TWB Tcsh, EIICTBIHEDDHD £,
o 1-BZIEHEEDEMICHE > TVET, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EE L BWVWEE. UTOFIBIZHEHD £H Ao
RIZIB B AEN B MNIC R > TWVWBIBEIE. T71JILIC Tl CEIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEGHN L. BEBEBOLHRIETZICIE. [ete/sysctl.conf 7 71 ILEREL T, XOTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT /D, ROLSICLTORATLEBEEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOXRVRIF1ZRLET,
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Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux #i&H—E ZXh 1 > X k=)L iz Linux (RE< > > Tk, Hyper-V B ZIREHEA#BE % FH L TH
AMFRL—TFT 4 VI RTLOREEFATIEY, YATLONEZ ERGRETHIFTZICIE. NTPH—EZX
LEBICTOMEEZBMICLET,

ERARL =T VIV XT LT, ROBEZITVET,

1. HyperVI®x—2v—ZBEE7,
2. Linux R VORET. IREY—EX] ZBIRLET,
3. [BZIDREHA] HEIRETNTWB e zHBLET,

pE
Z DO FAZEIF VMware & & U Citrix Hypervisor 0B& 12840 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHRR S DEZIFEEZ EMICL £9. HyperV OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEEXT,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIEMREEEN B ARIEE. TNENOEREWL Linux (RIE<T> >T. NTP e N1 N—NAH—THEE
PEELEFT. ctUd. NTP ENAN—NA1HF—D@EAD R TLOFEZEABALLS LTI LHRERTT, ¥ X
TLORBM MO —N—DREE OREEIEDONZDZE<ICIE. FLINUXZFZ O X7 LOREHA NTP & FE
HI2HBERHDET, COHE. "R MORZIEHRZENICTIHNELHBD XTI,

VMware Tools % -1 > X b —JL L 7= REETEARAEL Linux H—RILERITL TV BIFEIE. ROBREZITVET,
1. vSphere Client B8 %39
2. Linux{RET> VOREEHREL ET,
. MR IaONT«] FA4T7ATRY VAT, [F7>a>v] 277200y o LET,
4. [VMware Tools] #®RL %7,
5. [FH#] Ry IXT. [RRAMT AL ZRA] Fzv IRy IReFTICLET,

FE 3: Linux VM %= Windows R X-1 >iZB0

LU FIE. Linux ¥ > % Active Directory (AD) R XA VIZIEBINTZHETY:

+ Samba Winbind

« Centrify DirectControl
« SSSD

« PBIS

BRLFEDOFIRICRWVWE T,
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=

Linux VDA @oO—ALTHTY rC ADDT7AYY FTRLA—Y—B%ZFEAT L. Ty avoEEIk

ByBsehHBDET,

Samba Winbind

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T Y OREEIC Winbind T—E2 BB TI3L5I1C93 ROIATY RT. I ViEHEIC Winbind ¥—€

VHBIRT B L SICHER T BHENHD FT,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxoUZrp/etc/init.dichz e w#HERELET,

Kerberos o##m JL—h~a1—%'—r LT[etc/krb5.conf ZBi.

A

UTFZzRELEY,

ADA>YI7SRMSIFvwICETWT Kerberos #ERM L Ed, XDOBREIF. B—RX1>V B—T 4L X+E

TILERRELTWVWET,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns-name = REALM
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Z 2T domain-dns-name /Y5 X—#—|%. DNS R X% (example.com % ¥) T9, REALM (&, AX
Fo Kerberos $8i5i% (EXAMPLE.COM % Y) T%,

Winbind R:E0#/  vim [etc/samba/smb.conf 1< > k%247 L T/etc/samba/smb.conf =L TH
5. UTZRELET:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORID 7« —JL RT3, REALM I3AXF D Kerberos Ei#& T9,

nsswitch 0#rf [etc/nsswitch.conf ZBE. winbindzXoTICEBMLET:

passwd: systemd winbind
group: systemd winbind

Windows R X1 >ADBIM RXAYAYMO—F—HAT7ILITET. IVE21—F—% KX VICEBNTS
¥R % £ Active Directory A—4'—7hH 0> FHRETT:
sudo net ads join <Kerberos realm name 1in uppercase> -U <domain user

with permission to add computers to the domain>
<!--NeedCopy-->

Winbind pFah
sudo systemctl restart winbind

<!--NeedCopy-->

Winbind o PAM i Ro <> K%ZEXfTL T. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] 47> 3 hERINTVWRLSICLET:

sudo pam-auth-update
<!--NeedCopy-->
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B>k

IV UBRXA VICBIMEADBEICOH. winbind T—EVIERTELGITE T,

RXA Y XYN=>y TOFER  Delivery Controller #ER ¥ 3 C1d. Windows #7ziZ Linux (CBE#HR <. &
RTHOVDATY>>TActive Directoryicd>yEa—42—#72 0 CHBETY,

RDELS5IC. Sambadnetads AV REEITLT. IVUBPRXAIICBMLTWA I 2B LE T

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAYE2—F—FTI 0 MEREBRET ZICI1F. ROOAY VY R ERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos t#/ 02 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z 2R T BICI3.
ROAIY RICE > T Y X7 LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICBEMBF—HEFNATVSEC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBEREBS R — DT EFIEFREAEDLEICF L THERATEISF—D—ENERTR
INnFEd, Kerberos @ kinit v RERTL. ChHDF—%2FALT. YO VERXC>OY FO—5—IIx
LCEBREL F7:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VRBEEHBIIANFTTIEET AHENHBD T, RILEE (§) 1d. YTIICEZBESRIERHSLDIINY Y
25vva (\) TIRT—TIZHELRHD £T, RIEICK>TIE. DNS R X1 & Kerberos SBifiZ 24D
F9, Lieh>T HI9EEZIEZFEALET, COATYRAENT 3. HAOERTINEE A
ROAR Y REFEALT. XV T7HAIV D TGCT Fry b vy ad i 2BBLET:

sudo klist

<!--NeedCopy-->

MROARY RZFEALT. ISV T7AV Y MOFRZRELET:

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE  RDOELSIC. wbinfo vV —ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
LR LEY:
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wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRATVIEAD KX V& T, Kerberos $EIEZ TlddHh D £t A, bash > TILDBE. NV IRy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDET, COATVRICKD,
BINFEIIERERITAVvE—UHRINET,

Winbind PAM E2 a2 —/LAELKBRINTVWB 2B T 3ICIE. URIICERLEZ AR VWRXr>ya—H
—7ho> bEFERLTLINnUXVDAICOSA > LET,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

PN

SSH OY Y RFZIELKETTBICIE. SSH OB TEICHEL TWB e ZzBRBLE T,

ROATYRT. id-u I Y RICE>TRINT UID I35 T 3 Kerberos BigiEHRF v v a7 71 ILAMER S
Nl xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI L 2BEL F
ER

klist
<!--NeedCopy-->

ROARVRT, vy ava&TLED,
exit
<!--NeedCopy-->
Gnome OV —ILE/IFKDE OV —IILICEEOJA>TBE. AFDODTIMERITTEET, RXTVEMOD
BB, TFIE6: Linux VDADA >R =)L) ICEHFET,
[
A—HY—BFICHEILTH. RXAVTATIYNTATA Y LI EICTRI MY THZRRTEIRWVWES.
SronBREHLTEAITLE T,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B'1 > X k= ILETNTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X >IZBIML £7:
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su -
adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NT X—4—{f, O>Ea—%2—% Active Directory R X VIZIEBINY 21ERZHFDOEERD Active Directory
RXA>a1—%—T7, domain-name /S5 X—4—d. Linux Y>> %BIMT S R X1V DERITY,

RXAYXYN—=>w FOFER  Delivery Controller #R 9 3 iCid. Windows F7-1& Linux ICBIE#HR <. &
ARTH VDA ¥ > T Active Directory icaA>Ea—42—4 7220 bHABETY, Centrify ickDiBMI N
LINUX YV YDIR XA VICTFEST D Z2BRT RIS ROIYY REETLET:

SU =

adinfo
<!--NeedCopy-->

Joined to domain E»E%1TH % Z r . CentrifyDC mode T connected #Rch 3 v #HEBLET,
CentrifyDC mode #¥ starting @ £ £ L B WE&I. Centrify 517> MY —N—C OEFORE. £
SR DBENEEL TVET,

REFEATIE. FOEENLGS T LBRCZHBREZNETIET,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T £ X %7 Active Directory £ & U Kerberos ¥ —E Xt DiEHET I ML E T,

adinfo --test
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: Linux VDADA VA =)L) ICEHAZF T,

SSSD

Kerberos Ot Kerberos #1 > b—JLT3ICIF. KOOIV RERITLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #1833 cix. [etc/krb5.conf Z)L— L TRSE. NSX—2—%HBELFT,
pE N
AD1>T75 RS UFvICETIWT Kerberos #18BR L £¢. RDZREIF. B—RX1 V. B—T#LXE
FTILEFNRELTWETD,
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[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—-name = REALM

ZZTtdomain-dns-name/¥3 X—%—(3. DNS FX- & (example.com &) TT, REALM iZ. AXF
O Kerberos 481#% (EXAMPLE.COM %#Y) TY,

RX1>ic8mMd3 SSSD %##m L T. Active Directory % ID 7ON1 4 —H K U'RH D Kerberos & L TE
BLEY, 7c72L. SSSD Tid. RXA>BME S AT LD keytab 7 71 ILOBERICEETZ AD DI S 7> Mg
BENREINTULERA. K0 DIC adcli. realmd. %7:/3 Samba #FHTI £7,

pE o
Zoto 3Tk adceli 8L Samba ICEAT3BROAZTIRMELET,

o adcli ZEAL TR XA VICBMT 3B81E. ROFIBZRTLET:

1. adclizZr>X+=JILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVICBMEE T,
REFEALTHWLWS AT L keytab 7 7 1 LZHIBR L. RXCVICBIISEE T,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->
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user (. RXAA VIR U EBINT 31EENH 2 R X1 > 1—H—TF, hostname-fqdn i$. T£EH K
XA VBERDIS VDRI REZTY,

-H # 7> a>ig. adcli i, Linux VDA TH#E#A host/hostname-fqdn@REALM & WS #=R T SPN %
ERTEIDICHETI,

3. Y27 L0 Keytab #mB L £7,

sudo klist -ketavwyR%ER{TLT. YXFLD keytab 7 7 1 LHMERINTVWE e 2 BRLF
ED

BE—DEZALRZYTH. IV XA VICBMLIRZIE -T2 D=L £T.
« Samba AL TR XA VICBNT 315813 ROFIEZERTLET:

1. Ryr—%# 12X =JILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba =L £7,
[etc/[samba/smb.conf =, KERELF T,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP |&. REALM OERAD T« —ILRTT, REALM IZAXF D Kerberos EIHZ T,
3. Samba TRX1I VIZBMIEET,

RXA>YOAY FO—F—HF7IEIAEET. AV a—4—% R X1 VIZBINY 31ER%Z1FD> Windows 74
TV DR ETT,
sudo net ads join <the Kerberos realm name in uppercase> -U <

domain user with permission to add computers to the domain>
<!--NeedCopy—-->

SSSD oty b7 v BMEBNYT—TDA VR =)L ETIFEH:

B2 SSSD BL VBN T —I DA YA F—ILTATVWRWEE, 1Y XA M—ILLET,
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sudo apt-get install sssd
<!--NeedCopy-->

NYT—hBRICA YA —ILENTVRIEE. ENT3 e zb8oLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

SSSD m#ErK SSSD F—E V% RE T BH1IC. SSSD BROEENMKRETY, SSSD O—ED/N— 3 > Tld.
|etc/sssd/sssd.conf B 7 7 T ILIET 7 AL ETIEA VA R=ILENBEWVED., FETHERTIBELRHD T,
root £ LT [etc/sssd/sssd.conf = {ER T2 Hh BT, RERELXT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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A
dap_id_mapping i& true IZ:8E T 3 7. SSSD BiEH Windows SID % UnixUID IcxwE>Y I L&

T RELBWHBA. Active Directoryh POSIX#iRZIRETET 5L 3ICTRHRENDH D £3, PAM
H—EX (ctxhdx) (. ad_gpo_map_remote_interactive iZiBIIT £ 9,

Z Z < domain-dns-name /Y5 X—4%—{&. DNS K X1 >%& (example.com %¥) T¥, REALM I&. K
XF 0 Kerberos 4815#& (EXAMPLE.COM %¥Y) T%, NetBIOS RX1 >V E%EBRT I 1-DDEMFITHD £
HAo

BREEICDOWVWTELLIE sssd.conf 8L Usssd-adicfis 3 man R—J#EBL T T,

SSSD F—E> Tl BT 7 T ILICFIBERARDIEROADNRESNTVIHREDLHD £T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE KOOIV RER{TLT. SSSDF—E>%#REIL. YO VORBEICHT—EVEREHT
FBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 hBEIRENTVWRESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. $RTD VDA Y>> (Windows & Linux
VDA) TActive DirectoryicayEa—4—473 0 bHBRETT,

cadcliZHERALTRXAMUXAYN=2y THEERT 318413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIERERRTLET,

« Samba ZEAL TRXA U XYN=2y T2HBRT 3H&I1E. sudo net ads testjoindwy Rk
ERITLTIDUDRXIVICBMLTVWS e zMB L. sudo net ads infoavYRZERTLT
EMORAA>HLUPAYE2a—2—FTO I MERERIEL £,

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEEFATVSBC
CEERLET:
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sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

MROARY REFEALT. XY T7ATV RO TCT AF vy ad Nl e z@RLET:

sudo klist
<!--NeedCopy-->

I—H—RAOMHR SSSD I3, T—EVTHERMEZT A FF2AY YRSV Y—ILZRHM L EFEA. PAM &
HTOATET TETET,

SSSD PAM E2 a—LHELKBHEINTVWB L ZRBY BICiE. URNICERALIEI ARV XA > a—H—
THhoYrEEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIEAWVWI EEREBLET,

JL—hrd—H—¢ LT, 8020 id-u ATV RTRINEUIDICHRTEFTry bFvwSad 7T ILBMER SN
CCZHRLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHE T,

PBIS
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RELZPBIS N\wir—CAdo > O—Rd 2

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b— LR O )T b ZEITEIREICT 2
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—ILRV ) T hZETEA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R XA >ADSI KXYV MO—F—HRT7IELRAEET. AVE1—F2—% KX VIZEMT S
¥R %D Active Directory A—4'—7h o> FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—%—% Active Directory B X1 VIZEBMT 31EREZF OR A > 21— —TF, domain-
name (&, FX->®DNS& (example.com %Y) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERFLE T,

RXA Y XN=2w 7ORR  Delivery Controller #H T 3 ICiE. $TH VDA Y>> (Windows & Linux
VDA) TActive DirectoryllayEa—42—#72 U CHRBETT, PBISIC& > TSN/ Linux <
SUNRXAVICHEET B L ERBIBICIE. ROAT TV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAEE. COOXYRIFREDAD RX1>r OU 0EHRZzIRLET, SIMLTVLA
WEEIE. RARBREITIHRRRINE T,

I—H—BDER PAM ZEA L= PBIS O R XA > 1—H—DBENAIGENE S HEERT B ICIF. MaTIcHE
ALECEHBVWRXA > I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID ICx5 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > X =)L) ICEHET,

FlE4: .NETS5>21L6.0 D1 =)L

Linux VDA @ > X k—JLAfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE > TNET 5> 21 L6021 X —)LLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet OYY RERFLTS VA2 A LNRERELET,

AR Y REAICESWT. NETSUEALDNAFUNRRERELEF T, fcr Z1E. a7 > REHHYaa/bb/dotnet
DFE. /aa/bb # NET N1 FUNXE LTERALE Y,

FIES5: Linux VDA )Xy r—J04 o >O—R

1. Citrix Virtual Apps and Desktops &~ > O0—RR—JIZ7 XL £ T,
2. @R /N— 3 > Citrix Virtual Apps and Desktops # 2R L £9,

3. Components #ER L T Linux VDA B2+ %9, fi:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. LinuxVDAD U >0 %21) w2 LT, LinuxVDADEI>O—RIT7AILICT IR LET,
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Downloads cxpond all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. FAFOD Linux T XU Ea—>avicdis L Linux VDA Xy r—# 4o >O0—RLET,

6. LINUXVDA NNy —C OBEUERIET 5 7-DICFERTES GPGC A*¥—24U>vO0—-RFLET, fi:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 b6 601104

Linux VDA Ny r— OB EMZ BRI 31013, ROOAYY FZ2ETLTARF$—% DEB 7 —42X—XiZ+
YR=bFL. Ny T—C 08U ZHELET:

sudo apt-get install dpkg-sig

gpg --import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

FIE6: LinuxVDA D> X k=)L
FIg6a: LinuxVDAD1> X =)L

RN &SI, Debian Package Manager ZERA L T LINUXVDAY 7 b7 1Y A R—ILLET:
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sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 0 #kFREF—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->
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pE
ZON—=23 >0 Linux VDA THHR—bEINTWB Linux T4 AU Ea—>3>r Xorg d/N—2 3 Vi
DVWTIE AT LEMH 2BRBLTIREEL,

FIE 6b: LinuxVDAD 7wy 75 L—kK (7> 3y)

EHO2N—=23 > LTISRUY—IHS5BEFDAI YA =L T v TIL—RTEET,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

i

BEOA VA= ETYyTIL—RT3L. [letc/xdl OTFICHZERT 7 AIILHEESTINET, 7vTT
L—RERTIBEIC. BT T70INENY I Ty TLTLIET W,

FIET7: NVIDIAGRID RS N—D1> X =)L
HDX 3D Pro ZB#MIC T B3 ICiE. NAN=NAHF— VDAL VIZNVIDIAGRID RSAN—=ZA1>V X =ILT B
BELRBHD EY,

BEE D /N /8= /N B —(Z NVIDIA GRID Virtual GPU Manager (RX RS A/N—) 1Y b—LLTHERT
BICIE. ROAA FZBRL T ZT L

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

NVIDIAGRID #X b VM RS A N—=% A > X ;=)L LTHEBET B ICIE. RO—ENEFIEZRTLET !

1. FRAEVM A vy b TYINTVWR =2 BRLET,

2. NAN=NAH—0a> bO—=)LIRILT. GPUZ VM IZEIDHTET,
3. RETIUEEEBLED,

4. FZEVM RSAN=EVMIZA YA =ILLET,

F|IE 8: Linux VDA DO#E5K
3

SR LREEEY b7y E3H1IC. en_USUTF-8 O —ILA1Y VA M=ILTNTVWB e 2R L X
¥, OSicZoasr—ILhtiWgEid. sudo locale-gen en_US.UTF-8 O< > K% RfTL*d, Debian ®
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BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L T/etc/locale.gen 7 7 1 L% 4BEL TH 5. sudo
locale-gen IY > RERTLE T,

Nir—204 Y2 b—JL. ctxsetup.sh X&) 7 +%ERfFL T, Linux VDA 2RI 2HBELRHD £, CDR
)T EEETSRIICEREZERL. TIRTOREIVR—XV DRI VI F=ILTNTWVWE I EHEREIN
¥, BEICKHLT. WOTHIDRIU TN E2BEITLTEREEZLTETEEY,

CORZV T FHTERICEAZLRL S, FLIFFERMICHBRLICRIEZERLTAFTRITTEE I, ATy
BENC. ROARYRZFEALTCCDORIV T rOANIL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 5 FBRERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIE S NIAER

AV ZBELTBHIC. BETHEFEALT. Ev b7 Y TRIV TR THREBERBZA T3V EEET
TFET, BEBTHAIARTEEINTVWRE, ATV T RIL>TA—HF—ICBERDODNNERDZ X v E—IHR
RENBIEDHRLLED, 1A=L EBEX V) T RETEES,

HR-FINBBREBEEHICIIRDELSBHLDOHHD £ :

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— Rk%&fERL T,
Delivery Controller 8%38E 3 e HTEET, T 7L FTIENICREINTLETD,

+ CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 52 &8 K X > & (FQDN) OXR—IXND D—EBHURETT, 1 DEIFEHK
DREBHIR XAV EZEIFCNAME I ) 7R ZBETIHELHD £7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i%. TCP/IP R—+ (F7 %)L b TldR—k 80) %
fE L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA #—E . Y>> DERBEICEHBLET. T74
IWETRYICRESNTWVEY,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tl&. v b7 —IZEBHENS T
LDT77AT7 I 4—ILOBREHFISINTVBIHREDLHD £, LINUXVDARIC, SRTLDT 71T T 4—
WOBERR—b (TTAILETIER—F 80 HLUVR— 1494) ZBEFTHRTI XY, T 7L LTIRY
ICRESTNTULET,
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+ CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA iZiZ. Delivery
Controller izt L THREE 9 5 7= (C Kerberos MR ENUE T, Kerberos #mld. X TLICT YR
r—ILE LK UBRIFEAHD Active Directory 5V —ILH SIEEL £ 7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h % ¥, Thid. s8H7%R7
74w o7 TV a ORBUZREICTZ-HDDO—ED GPU 7oL —>3>70 /0T,
HDX3D Pro ##RL7c3/m&. VDAR VDI TRI b7 (2 FILEyoay) E—RBICHEEEINEY (D
&b, CTX_XDL_VDI_MODE=Y &%b £7),

« CTX_XDL_VDI_MODE=Y|N-FAF2Y by TEREETIL (VD) £HIFKRAMINBZHEBTRI by
TEREETIDOEESE LTI Y ZBRT 5D ZRELEY, HDX3D ProIRIETIE. COXEHZ YV ICRE
LEF. 774 ETENICERESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP H—N\—%Z#&HE L £,
DNS 0BZERZO—HILY 1 MICHEIFET 3ICIE. DNSH 1 rRZIEELE T, COTHIE. TTHILET
& <none> [CEHREINTVLET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA (. DNS #8B& L T LDAP y—/\—% 1%
HLET. DNSH LDAP H—E XL O— RZREHBTETHWVWIHFSEIZ. LDAP @ FQDN & U LDAP R— kD
AR—ARPO D—BEZIEETET £, fl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, Active Directory 7 L X b T& D E&%A LDAP T #B#ICT 3IC
iF FXr>a>ybO—3>—7T [FO-NILAh%20OJ] 2B L. BEY 3 LDAP R— ~ES T 3268 =15
ELET, COTZHE. TT A LTIE<none> ICHREINTWVET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(f5l: DC=mycompany,DC=com) IZBEINRER—IE=FEALTLDAP #BaL %7, 1L RED
NT#—RVRAZHETBHIC. RERN—XZIBETTEY (fI: OU=VDI,DC=mycompany,DC=com),
COEHIZ. T4 TIE<none> ICREINTVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy—E X (FAS) H—/n\—i3. AD &
W—TFRIS—IZEDERINET, LinuxVDAIZAD L —TFRU S —HR—rLTVELEA, KD
Dic. £ 00V TRUISNIEFASH—N—D—&BZFERATEET, >—7>YRE ADJTIL—-TFRU>
—TRELILHBOLALTHBIVERHDEFT, WINHLDOT—N—T L IDHBFEINTULBRHEIE
ZDEH% <nonhe> L WS XFHTEDH T, Y—N—TFLRADIEFBIIEELEFHA. FASH—/1N—&
BHICBET BICIE. FASSH—N—THEETNTVWRR— I BESE—RTIR—FESZEML TS
Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LV JO—-Hh—T—
Sy bhH—EX (ctxvda) #HR—+rT31HDNET SUE21L60%FA VR N—ILTBINR, TT#
JLk®DJ/XRIZ/usr/bin T3,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> THER T 3
GNOME. GNOME 25> v o, £HIEMATET RO by TIREBZIEEL T, THEEELAVEZE
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L9338, RMEVDAICA VA —ILENTWBTRY by THMERTNE T, il BEAVIAb—ILE
NTWBTRI by 7D MATE i5&1d. ZHEZ mate ICRETZHENHD XY,

ROFIEEZRTLT 4~y bty a > id—H—07RIV My RIEZEFITZCDHTEET !
1. VDA ® SHOME/< 2—#—R\> T LI bUIC.xsessionT7 71 IILEERL £ T,

2. .XsessionZ77aIEHRELT. T4 RAMJE2—YaVICETVWTTRI by TIBERIEEL F
ERS

- MATE 727 kv 7 DigE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- GNOME /52w O FTRU by TOIHE

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- GNOME 727 kv 7Diz&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessﬁ on
fi

3. 2=y bty ara—H#—T700 77 MILOT7 I/ AEREXBLET,

N=23 22209 . €y a>a1—H—RBTRIMYTRIBEZAREIAATETET., COWEZED
IC93ICid. FRIICVDAICTIDBRAARBT RV by TRIEZ A VA M—ILTBHBED DD Y, #FL<
B Tty arya—H—Il&BHWRELTRY My TIRE] 28RBLTIET WL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mM D5 T B$IC Linux VDA  —E X DRI N E &£ 5
ICTBHESHEIBELEFE T, TIFIIFTRYICREIATVEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w 2> 937DV 47y bR—bo 77+
I EDOR—-KIET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout ¥ BE9 37dDR— ko TT7#I bDR—KF 7502 T
ERS

RDESICL T, BREHZEREL. BRIV T 2RTLET!

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
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export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_
export CTX_XDL_

export CTX_XDL_

DDC_LIST='1list-ddc-fqgdns'

VDA_PORT=port-number

REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

AD_INTEGRATION=winbind | quest |centrify | sssd
HDX_3D_PRO=Y |N

VDI_MODE=Y|N

SITE_NAME=dns-site-name | '<none>'
LDAP_LIST='list-ldap-servers' | '<none>'
SEARCH_BASE=search-base-set | '<none>'

FAS_LIST='list-fas-servers' | '<none>'

| pbis

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>"'

export CTX_XDL_
export CTX_XDL_

export CTX_XDL_

sudo -E /opt/Ci
<!--NeedCopy-->

TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number
START_SERVICE:Y|N

trix/VDA/sbin/ctxsetup.sh --silent

sudo XY RIC-EF 7> a3V ZIBELTEITL. FERTBHMLVS TILICBEEORBEENZEL T, RUOTE
LT #!/bin/bash #5233 L. §IROD IRV RO SBEZZTINRIVT R T 7AIVEERTELEBEDHLE T,

Flold. ROESICLT 1 DOARY R TIRTDNIAXA—F—ZBETIENTITET:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST='"list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
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CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

R E DHIRR

SFUFICE>TE LINUXVDA XY =% 7014 VX =ILLABWT. ctxsetup.sh X7 U F Mk >TiTH
NICEREEZHIGTZ CCHRBREBLRBIBEDHD £T,

FATTBE0IC. ROAX Y RZFERLTIDORI )T ROANILT=BRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 3(C13:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:

CODRIVTMZED, IRTOBRT — 2D T—2ZR—ZXH S5HBREIN. Linux VDA Z#ETEH<AD X
ED

#mas

ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tld, AV —LICIS—HAHRFIN. BRAOT 771
[tmp/xdl.configure.log ICEMBHNAEIAENE T,
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Linux VDA —EXZBEFH L. EEZRMIEET,

LInuxVDAY 7 b9z 7D7 V1Y M=)
LInuxVDAB 1 > XA F=ILTNTWVWBHESIHEEBLIED. 1 VX M=ILINTVBINRNY T —SDON—JarER
TRYBICIE. ROOAT > RERTLED,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROAR P ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINuXVDAY 7 b0z 7% 7oA YA M=ILICIE. ROAR YV REZRTLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

pE

LInuxVDAY 7 bD 72 7>A4 VX M=ILT 3. BE[IF 5N PostgreSQL & & U2 DD T —
AHHBREINE T, 7L, LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE . PostgreSQL /N /ir—
THELVTOMDEKET BN T —JIFHIBRINEE A

b

DU a > Tl PostgreSQL Y. KkFET 2 /Ny 7 —JDHIBRAEICDOWTIFEHBAL TULWEE A,

FIE9: XDPing 017

sudo /opt/Citrix/VDA/bin/xdping%®fTL T. Linux VDAIRE TO—RALHEROMELERL
9, #L<IE ™DPings #28BLTLETL,

FIiE 10: Linux VDA O%E1T
ctxsetup.sh X7 ) 7~ ERAL T LINnUX VDA Z R L5, RO R%ZMEAL T Linux VDA ZHIfEIL £
ERS
Linux VDA 0iE#):
Linux VDA H—EXZBE T ZIIE. KOOIV REETLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
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<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDA —E X %Z{EIET 3 ICId. ROOAT Y RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

PN
ctxvda 5 & U ctxhdx #r—E 2% {Z1L9 Z#0IC. systemctl stop ctxmonitord O< > R%#=17 L TER
B—EXT—EVZFLELET. TNERTLBWVES. BERY-—EXT-EVEFELELIEY-EXZBES
LEd,
Linux VDA 0 EBicE):
Linux VDA 4 —EX = BRE&#HT 3ICId. ROOAY Y RERTLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDFER
Linux VDA 4 —E ZORITREZ R T BICIF. ROIATY Y REERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: > >h207DOER

IIvh2O7%ER L. Linux VDA <> > %BINT 2 FIEIE. #EkD Windows VDA TOHZEEMTWET,
DEART%EFTTITBDHEDHRBICDOVWTHLLIE Yo YAH2OJDER &V TR UhE2O070ERE) #5E
LTS,

RDESIC Linux VDA X2 > 2B Y A2OJ DERICIEV L DD 0#l4h % 5 7. Windows VDA <2
YOI AZOATDERFIEE B2 =0 HD £

o ARL—=FT A4 VTP RATLICIF. REBRLET:

- RALINBZHETRV by TREETILOBE. YILFEYy> 3> 0SFFay
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- VDIERTRI by TBREETILDBRE. PV JIIltyia>y0SA47o 3,

e ALY YAH#MOY T, LinuxVDA <> > Windows VDA I > ERESEHRVTLIET L,

pE

Citrix Studio o Lgid/N— 3 ik TLInUXOS) tWSBEEHR—FLTWEHATL R 27
L. [Windows t##—/\—0S] # 7> 3> &7l [H—N—0S] 77> a3 E&ERTZ . ASEDHRI LS
NBZ3HETXI by TREETIHEEMIGEREINE T, [Windows X2 by 7 0S] A7 a>Fiid
[TRObMY T OS] #7203 aEBRTZE, YOV CICE—I—H—DEREETILHIFEERNICRIRINE
ER

B2k

< >ht Active Directory R X U SHIBRSNI-RBICBEEBMINISBEIZ. O >E2IIvAZOT
NSHIBRLTHSBEEMTZ2HELDHD £7,

FIE12: TUNY—=TIL—TDER

FUNY =TI —TF=ZER L. LinuxVDATL>2EEIIrAE0J%2BMY 32 FIEIE. Windows VDA <> >
DHBEBLIFLALRILTY . CORRVERTTBAEDHBICOVWTEHLL I TFUNU—=FIL—TDERI 25
BLTLIETL,

LinuxVDA Y>> A207 28T TINY—JI—TZERT 25EE. ROBALHD £7:

e BIRTBAD A—H—BXUVFIL—TF%, LINuXVDAX S VICOF A>T B3LSICEYICHERLTEIET,
o BT TUVAL (BR) 2—H—0Od4>Z#Ha LBV TL TV,
e Windows Yo o2& oh2O00 8T UN) —FI—TTRESEHRVTLIEE L,

ROVAZATE LT IUNY =TI —TOERFEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
23051 ZBRBLTLIZTL,

=129

September 25,2023

Ot a>TIE WEEDFHA. B, FZ T a—F1 > JBYE Linux VDA O#EEICDOWVW T L <HPAL &
ERS

B

November 27, 2023
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SOt arTRH MTOREYZICDOWTEHBALET:
« CEIP
« HDX Insight
o Citrix Telemetry Service £ O#&
+ Citrix DaaS Standard for Azure ® Linux VDA B2 &
e LinuxVM & U LinuxtEyv>a>oXkUyy
o OJINE
s Lyl 3 OIVYEREY
s BRY—EXRT—EY
e V= JL&dA—FTa VT«

« Others

HTML5 @ Citrix Workspace 77U @R — k

Python 3 (RABIRIZE D IER

NIS @ Active Directory ¥ o#i&

IPv6

LDAPS

Xauthority

Citrix h Xa2<v—To2RYT>2ELEFO4Y 5L (CEIP)

September 25,2023

CEIPicB8mMs 3. ERDOHH LUERRRBERD. Citrix SROBESLIUNT+—I VX ZALIEZEH
TREEINET, COBEZT—20OE—E. LDRENDMEMICHITT S7-0IC Google Analytics (GA) IZH
EEINET, 774N ETIE GAREMIHE>TVET,

]

LSXNUEE

T4 ETiE. 2—H—Id Linux VDA @1 > X b—JLEC CEIP ICBEITEML & $, LinuxVDAD1> X b—
ILh5ELETHEIC. IEFT—427y 7O—RWMTONET, COT T MRERLIPIAMITEETETET,

+ CEIPSwitch
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/configure/administration/others/ldaps.html
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CEIP ZzB#EIEEMCTILSAMIRE (T74ILME0):
18Fr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
#&ui: CEIPSwitch

fEDT—%: 1=#8%. 0=5%

*KiEEDHE. CEIP IZEHMTT,

34T ETROOITY RERITLTCEIP ZEMICTEF9:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
GAZBMELIFEMITEILSAMIKRE (F74ILKF1):
%BFf: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: GASwitch
BOTF—%: 1=, 0=F%
KIEEDHZE. GAREMTT,
IIAT7 R ETROOARVEZETLTGAZBMICTEET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
F—ARKEINR (T AL kd/var/xdl/ceip) =HIETBL IR MURE:
$BFf: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##i: DataPersistPath
BOT—4%: XF5
ROARY R ERITLTIONREZRETETEHT!:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

B LAENZIDEFEELEWLTIEIATERWEE, T—2RBT 74 ENARICRESNE T,
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Linux VDA h 5 RS 17z CEIP 7—%

RORTIF. PESNZEBOBROBEOOZEBNLET, T4 T BPERERETZIRTOFHAIIEFN

FEA

F—gF Yk

I rngaO—NIL—EHHF

ADYVVa—->3>

Linux A—xILoN—S 3>

LVDAN—=2 3>

LVDA B E 3RO > X b
=

VDA O > X b= LA

HDX 3D Pro #*&#H 5 h

VDI £E— RO EMUDESH

PRTLOOT—I

LVDA F—# —E X DriEIBESE

A

GPU #&sa
CPU O7
CPU ik

MEXEUTAX

F—=

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

35198

F—RORETOT >V EHA
IOVDRAAVBMAREZRT T
F R EXFF
ROVDA—FRIN—2a>&RT
FE X LXFT

1Y ZX b=)LEINTWLW3 Linux VDA
DN—2a>=RITHFRIXFF,
RED Linux VDA /Xy r — S high
HAVAM—ILTHZIOHNEFHTH
300 ERT TFRNXFF

TE®D Linux VDA Xy or—oH
MCS. PVS, f# > b—JL, &
TEFFHA VX =ILOVWT RN T
ITUAM=ILEINTcDhZERTTFX
~ 2 FF

<> > T HDX3D Pro A"EHE S
hERTTFXXFT

VDI €E— RO BHHESHETRTT
F2 +XFFI

ORI >OoOOT—ILZRTTFER
b XXFF

dd-hh:mm:ss 2=t (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E X nHiEEEhE
M

<> > ® GPU fEsE

I >® CPU 7% R38R
CPU oEik% (MHz) %#R$:2801
E Gt

YIEXEUDH X (KB) ZR9E

#
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F—gRA b

EFmsnkttyarik

Linux OS o&Bais L UN—T 3y

twyiarE—

Y —RDOEE

TOT1 Tty a VR

Ty 3 VARG

Receiver v 51 7> hDFESE

Receiver S 17> kdN— 3

>

ENRIEI%

USB U4+ L7 ~EIE

Gfx 7ON1 4 —DiEE

v RUDEIE

IA—Y-—NERLISE

AR—bA—RUEA LI NATY
~

*—%

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Bt

COT—FRA Y hEINE LIRS
TIT v EIZH-EE I (O
THUEHEIIERED) Ty
3V ORETRTEH

T2 >® Linux 0S o&#iL N—2
IVERITTERXFY
F—HORETOEY > 3 > EHE
EgIhfctya>oly—2I0
BEERITERA TS TRV
by FElF<appname>

Tty arvo7 T« TREORE
IZER. v 3 VI BiEsS
NHORZ7H. BE—DEvI 3>
D7 I T+ TREDERICHEBZ L
NHLFT
AOJF>ho0d47&FTOEY S
3 Y DGR O RTFICER

Ty aroiERFICFERTINE
Citrix Workspace 7 7\ &%
RS

Ty aroiERFICFERTINE
Citrix Workspace 7 71U o=
I>ZRTTFRAXFY

Ty 3 TERIEEEZ R LcE
BT B

v 3>TUSBFNA REER
L 7Oz m g 28

Ty aroldsST7q«vyoFaOnA
A—OEEZRT TF X MXFF
Tyl a sy RUThicE#%
RS
A-—H—BRLIETRTOSE
BU. aEINRVLXFEY
AI—rA—RUAALL T DY
avoadFArsLvteyarmh
TAVOI-H—REECERATINDS
[El¥ % Ry B
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HDX Insight

April 18,2024

e

Linux VDA Ti&. HDX Insighti#gen—%=HHR—~LTLET,

1A=

AYAL—ILTBBEDHBEEBENY TR HD FE A

ERIRR

HDX Insight i%. Citrix Workspace 7 71J & Linux VDA T Citrix ADC N L TEIN 3 ICAX v tE—T%
AL ET, TRTD HDX Insight ¥—%2&. NSAP (REF v RILHSEMBINTICEKEINET. NSAP REF
YRILET 7 AL B TREMCHE>TVET,
UTFDaAT>Y RT. N2 NSAP (RIEF v RILZEX. £IEBEMCLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "0Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

cSTdWNoa—Fa>T
T—RRAY B FE ST KRRETNERW

2BODFREREANEZSNE T

« HDXInsight AEEL < #BEThTLEE A

fer z &, Citrix ADC T AppFlow n*E%hICZ > TWiRLh, Citrix ADM TRIE#A Citrix ADC 1 > X2 >
BB INTUVET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 224


https://docs.citrix.com/en-us/citrix-application-delivery-management-service/analytics/hdx-insight.html

Linux Virtual Delivery Agent 2305

* Linux VDA T ICA O bO—JLREBF v RILHBBIAI ATV EE A

ps aux | grep -i ctxctl

ctxctIARITThTLARWESIE. Citrix IENTZLR— 3L 5BEBEICEERLET,

TV =23 T—2RA Y b E ST RETNAL

P—LLRAREBF v RADERCES>TVWBIEBLUVLY—LLAT IV =23 VHARITENTVWE I L ERAL

£,

Citrix Telemetry Service ¥ 0%&

November 27, 2023

LinuzVDAY 7 b Iz 7ICHEEAT

33 Citrix Scout

Collect

N7z Citrix Telemetry Service (ctxtelemetry) T Citrix Scout %= =47
L. /opt/Citrix/VDA/bin/xdlcollect.sh 21 7 % fEB L T Linux VDA DO #IRETET £ 95

Select or add machines to collect data from:

Mame
rggbe-lvda-1.bvt.local
rggbe-lvda-2.bvt.local
rggbe-lvda-3.bvt.local
rggbe-lvda-31.bvtlocal
rggbe-lvda-5.bvilocal

rggbe-lvda-6.bvt.local

B O0O0O0OO0OAO

rggbe-lvda-8.bvt.local

rggbe-tsvda-1.bvt.local

O O

rggbe-vda-1.bvt.local

+" 1 machine selected.

+ Add machine

Type Status
Linux VDA
Linux VDA
Linux VDA
Linux VDA
Linux VDA

Linux VDA

i
"

T

=}

Linux VDA
Windows Multi-session VDA

Windows Single-session VDA

— >

o

Filter by machine name C'\ ‘
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PN

Linux VDA 1912 Mio/N— 3 > 67wy 7 L— K. Jopt/Citrix/VDA/sbin/ctxsetup.sh = BE X7
L T Citrix Telemetry Service (ctxtelemetry) OL#HE#EHEL F9. TEICDOWTEHL I MEH
AVZAM=IUICE B XA BINEH VDA O1ER 2SR LTIV,

Citrix Telemetry Service DEMLE K VEXML

o ZOY—EREBEMICT SICIE. sudo systemctl enable ctxtelemetry.socket <> RERTLE T,
o COY—EREEMICTBICIE. sudo systemctl disable ctxtelemetry.socket #£1TL £,

R—b

Citrix Telemetry Service (ctxtelemetry) & F7 =)L +Tld TCP/IP R— k 7503 T Citrix Scout % )
wA> L %7, Delivery Controller © TCP/IP R— k 7502 % f#R L T. Citrix Scout £BEL %7,

LInuxVDAZ A > Z h—ILTB LTI UTOERTT 74 bDOR— b2 ERTEHR— b 2EETEET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2 U v X> 943700V 47y bR—ko 774
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko T 7L bDR—~F 7502 T
ER

VDADA VX b—LBICR—h2EETBICIF. UMTFZRITLET:

1. Scout L BIET 37cHDR—bEEBETBICIE. UTOIYYRFERITLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout# Uy A>T B3HDDYT Yy hAR— b ETETZICIE. UWTFDIT Y RERITL T ctxteleme-
try.socket 77 1L 2BE. BELFT,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy—-->
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3. V7w bR— b ZBEEESHTZICIE. ROITVEFZRITLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4, 7747 74— ILOBETHLWR—FZ2BMICLEFT,

=& zI1E. Ubuntu ZEALTW3E4E. sudo ufw allow 7503 J0< > R%E#R{TLTHR—k 7503 #H%h
IcLZE9,
TNYITE—FR

Citrix Telemetry Service NEREICHEEL TLWAWEE. TNV I E—RTRAZFAETET XY,

L TSN TE—REZEBHICTZICIE. UTF0oIAYY RERTL TctxtelemetryZ » 1 L& B &,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MTDIvT > R%ERTLT Citrix Telemetry Service 2L TE 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->
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3. Citrix Telemetry Service #Bi#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R213% 9,

B —E X DR

Viw biR—brEBsystemdTF—E>iE. T4 ETEBL. IZCACVY—X%EFERBL EFHA. Citrix
Telemetry Service 1577 # )L k TfElE L. Delivery Controller h5 O NEERNH - 1I5EDHEEL £
OJREDRTH. H—EXIF L5 FEFLVWNEEREZR/FS. ERNBZVBERBEERFLELEYT, CORHEERIZ
UTFOIRYRTHEETIET, /IMBEIF 109 TY, 10 0LV ARVMEEZRET D L. =/IMED 10 HHEESH
£Y, FHRERORER. —EXZFELLEEFLET,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

R T 2 bk
IRSEDRIEETIC, FBRELAEEYS VICOVWTHB TRABT X MIRITINET. ChEDOTR T, BEMHLIN

TLBHERBINET, HBIYIYTTAIPKRBMLUIIBE. SCOUt ICIMBIET V2 a>RedCAvE—IUDRT
ThET, BRBTIMIDVWTHLIE CitrixScout FFaxX> bD TERTR b ZBRL TSI,

Azure T® Linux VDA 0 HENEH

May 30, 2024

COWEEICE > T, LinuXVDAY 7 b= 7ZBIEIC, £ERT P a—ILSNRBICEBNICERIZ DT
F %9, Znud. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure @
#&M) TLinux VDA Z1ER 9 2 BBICKRILB 9, Azure DIREY S VOBEEEFEIIBED D £ A 5L <
l&. TCitrix DaaS Standard for Azure < Linux VDA % {Ef) BB LTI,

B

COWEEZFERTZICI. ROFIEZEITLET:

FIEL: EFBEREHLVWVDA N Y —2% Azure AV THICT7 v FO— K93

FlE la: Azure R L—2F7ADY TV TFHZEML. AV TFT77EXLARIL%E [BLOB (BLOB EHDE
BRAPWMOTIER)] ICRELET,
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F:
Azure J> 577 ¥ BLOB IZ. 8EHHIMEENICRES LVBEETZHDTY, Citrix ik, €£FxaUF1 LD

BICODVWTEHEZEVERA, T—2DEF 2T X DX MIRERZE T BICIE. BEEHIRHZLVIC
AVTFDTIEALRILE [FT54R—F~ (BRT7I7VREHDEEA)] ICERELET,

FIig 1b: VDA E#itE#k% Updatelnfo.json & W5 &#iD JSON 7 7 1 ILICHARABZE T, 771 ILEROFICD
WTIE RoTOy 7 2BRBLTLZS L
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)
{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a”

}

)

{

"TargetO0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}

]
X

<!--NeedCopy-->

ZCT. “Version” 13EHLW VDA N— 3> %R L. “Distributions” 13F#HA TS 0 FORHITY, 847
ST MIE RD3DDT7ATLDBEENTVWET:

+ “TargetO0S”:” RHEL7_9” (RHEL 7. CentOS 7. && U Amazon Linux 2 ®#%&).” UBUNTU18_04".
£7213” UBUNTU20_04” oWIThh THIBEHLHD 9, ctxmonitord iEthd T« X cUE2—> 3
CERHLEEA

« “PackageName”: I 5EEININ—U 3> D VDANRY T =S DT IV %— L

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FE 1c: JSON TZ7rIILeHLWAN—=3 >0 Linux VDA Xy —< % Azure AV FFHIC7y7O0—RLE S,
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FlIE2: YRZ—A A= F113% VDA TEBEMKREZEMICT S

FIAILETIE. BHEHIZEMICE>TWVWET, Citrix DaaS Standard for Azure T Linux VDA Z{Ef ¥ %35
&, COBBEODENLIEITRRAZ—AXA—STRITTIMBENRDD £§, ZNLUIINDIFEIE. E82—4 v EVDATIOD
WREEEEEMICLET,

BEHEHFZEMCTIICIERDLS BT REERTLT.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYARMUE—%HEELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

MORIC, LEZZAMUEREERLET,

LR URE BTl

]

fEnabled CDREIFHETT, T 74 MEIZ0 TY, Tl
BE}EHHDEMCE>TWS e 2EKLET, 1IC5%
ET 3. BEEHNEMICAED ET,

Url COREIFHETT, Azure A>T+ D URL ZREL
T, EFEHREFLVWVDANY T —SHBUEL £,
ScheduledTime COREIFMEAETY, [Immediately] 71

[NextStart] IC®RETE %9, [Immediately] (%,
VDANY r—o% Ao >O— R LEBERICEMZRTT
B ZRERLET, COBREIZ. AU >O— FEE
NEL. BFNABZEDOBEICELTOWET, =50 /N
w—CHEADVO—RTREIICSA Ty aoh
Hdr. A—F—ITUIRRUIYZAIERDLN AN
MHO %7, [NextStart] (Z. ctxmonitord Oxm
PR ICEMZRITIZCERKLET, COERE
I Ao >O0—RFERENMERC B EMHPBERTHRVE
BICELTWETY,
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LR MURE BTl

]

CaCertificate COREIEFAT>3>TE, Azure A>T+ D URL %
B9 5 PEMSEFAZD 7L R %ZREL £9. Azure
BLOB mi5&. Web 75 % —h5EFE N T PEM IC
Tixn3 portal.azure.com DEBREICTZ LT
TFEd, EXxaTo LOEBEALS. TOLTRNUE
EXBMTEcxzs8HLETH. Ubuntu ToHY
R—bThTWVWET, RHEL TIZ. curla<w >y RAIC
—EDNSS 1TV %z) VU TEEEA, FEEAED
RAFENRE SN TUVEIHNERBL TSI,

ctxmonitord H*BiE# T 5 £ &IC Urlico T 2R47L T Updatelnfo.json 7 71 JLZEWE L. JSON 77
TILHESEHN—-a v EBEBLET, RIC. ctxmonitord ZEHFN—Ca Ve BEON—S 3 V2 HEBELET,
BEON—=aHAUFION—3 > 05Ee. COY—ERICL>TAzure e LWA—=2 3> D VDA Ny —
SHETYO—-REh O—HIILICRESIhET, Z0%. [ScheduledTime] DORTEICH > TEMH RTINS
T AV TLIEBEDHBE. ctxmonitord ZHEBEHL TEMECUAH—TI Y, 7ZL. RET>VICH
T3 EEEEHEN R L Citrix DaaS Standard for Azure TiZ. ctxmonitord (2 VDA <> > BESL-ETD
HERETEEXT., EMHPRKLAES. VDAIKBEEON—YaviiO—ILNvIEnET,
PN
e YRA—AXR=UTHERLIELSAMNREIFEETITEEA.
s RIBERNDIARTOREBIYS VARKHCNY T =22 A0 O—-R$38. O—AILRy NT—OhEMT
ZOEEMENHD £,
s B O—IUNYIOEANKRT I, I—H—FT—2FKbONET,
s EAKMLTHEO-NINYIDHINLIEE. RALRyY b -0 EOa1—H—(Z81F3 Linux VDA @
N= 3 VW BERBRBOEEDHD £, COT—AERBBHDTIEHD £E A,
o« BE. BHIITT T3 ETICHODND £, Citrix Studio ICIFREEX VO —2—EH D FH A

LinuxVM 8 &£V Linux vy 3> X k) vy

September 25, 2023

RORIC, LInuxVM LU Linux £y a > TEATIZVWODMDX M) womERLET,
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M ERVDAN—-T 3

XhUyy > iR R
04 7 > HAM 2109 a—#—ht Citrix [E5%8] TOAERATEE

Workspace 7 7Uh5#E 7,
HmLTH Sy a>ERE
BATE3&L3ICRBETOD
OJ# > 70+ XOFRER
T3, Eya>oXth
O ZRRT BICIE
Citrix DaaS (IB#r Citrix
Virtual Apps and
Desktops —EX) @
Bt #27ICBELED,
[2:%5] I&. Director O
V=)L LTHERTE.
Citrix Virtual Apps and
Desktops o&#1J) 1) —
2B LULTSRIRIET. &
\BELULZ T a—TF
1 VUM REBLE T,
gl 470 [FHOos
FUHE] £o>3rT
[BEERORT] 20U
v LET, [ATF N
T+—IVR] R—=T T,
TN —EHERE
L. G&R] #oUvoL
TARYYIZRENLE
ED
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RIWEG VDA N—-2 3
XbUwD >

v aroBEBEEsE
5

2109

7 RILEEE 2103

Linux R8> > d X ~ 2103

DA

08

v avilbiI3B8EE
BHROHMERTT BIC
. MEE] Ea—ic7 o
EIALET, £HZRE
L. G&R] zoUvoL
THREFRZRDAHF
¥, [EyrarvoaHE
EEE] sty ay
NTEBMNICEESZITS
E#HzRLET. BEIHEE
Gk, [ty avE@ED
BRI RUS—FE [
ST ~OBEBBEE
RUS—HHEEL TV 315
BICEMCBEDET, Y
S avOBEEGICDOWVWTEH
LLF Tzy>ayv) =
SBRBRLTLEIV, KUY
—IZDWTEHLLIE 7
S17 > bOBEBBEGD
RUY—8FEl LU T
v a VEEORFORY
S—HE] EBRLTRE
T,
COAMIYOIZTIER
TRICE [TrlLE—] >
[ty>ary] > [IRTO
Ty ar] ZERLT
[IRTOEY>aY] R
—CEHRETET,

Linux VM @R X 1w
I hFIRAETEETY: CPU
A7 0. XEUHT1 X,
N—RTF1RIVBE. B&
UVBRES LUBED CPU
AT DFERE

AR

Citrix Director & TES#8)
DEATHERATETET,

Citrix Director & TES#8)
DEATHERATET T,

Citrix Director & TE$#8)
DEATHERATIET,
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M ERVDAN—-T 3

XbUwD % e AR
Zak3l 1909 Linuxtwv>a>o k> Citrix Director & &8,
Y2A—kT7ORaL DEETHEATEET,

& [Zv> 3 s N
FJLIZ UDP £7:1& TCP
CLTRRENET,

ICA 18R 1903 ICA &R (RTT) k. Citrix Director & TES$R)
F—ZELTHBLIVRER OEATHERATEETD,
1Y MCIREDRREIND
EFTORBEETY, ICA
RTTOX MU w2 ZEE
¥ Izl Citrix Studio
T [ICAEFEAE] &
¢ [ICA E1ERIEMPRE]

RUS—2ERLET,

Citrix Director 8L M| TIEIFHRAMNIYIICTIERTBHEDH

s OJ %4 VHAM

1. CitrixDaaS o [E#] 270 [FYOI/FVHE] €02 3>T [BEERORT] 27Uy I LE

= C \ h'l > Virtual Apps

Totsl Falled Multi-session 05 Machines

2. [OFFYNRNT4—<IVR] R=IT, T4INE2—LHEEZELET,
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= Cilnx  virtual Apps and Desktop

Overview  Manage  Monitor  Downloads @ E. o 8 @ Q
Dashboard Filters Aty Applicetions Configuration Search
Logan Pertormante walustce pacity Mansgement A e Resouree Utlis b Resuit tomBeports  Metwork ¢ (@ &8

Logon Performance

verage Logon Duration
umber of

3. (ER] 27Vv oL T QA VEHBOA M) v I ZRBEHRLET,

= CilTIX  Virtual Apps and Service
Ovenvew  Manage v Downloads [z} . 0 c i Q
Dashbord Fhwn®  Mats Aplistons | Confgwabon  Seamsh
. Logen Pertormance ’ . y - wsource U . . - . . c (@ P
-
Apply

Aversge Logen Duration

o LinuxfR#E<> >0 CPU I7D#. XEUHAX N—FF1XRUVB&E. RESLUVBED CPU & XEY
DfERE

Linux R8> >0 INsDX U woICT7 ot X$ 3IC1d. Citrix Director ofrf@< > b [B11R] T.[<
VD] NXRILEERBLET, 7l

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235


https://docs.citrix.com/ja-jp/citrix-daas/monitor

Linux Virtual Delivery Agent 2305

Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. 7ok
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Linux £2y>a>OX by IaRRRTBICE. [TrLa=]> [y ar] > [IRTOEy>aV] 28
RLT [TRTOEY>aY] R=IU%EFHCH [Ty>aveEl] XRLCTI7EALET, [Ty ay
Hl] NRIICTIERTBICE. [TRTOEY S 3V] R—=VEBESZ—Ty bty avasUvoL
T [PIOTFAETaRF—Pv—] Ea—IC7oERLEY, i

Activity Manager

Activity Manager Machine Details Session Details

Machine D 3

name Session State Active

Dy sin-ubt18 Application State Desktop
Application Name o Status ::’I‘i‘:ery . Anon‘ymous No )
Group sin-ubt18 Time in state 56 minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol UDP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT nia

Registration Registered ICA Latency na
state COSiere Launched via 80::...
0s type Ubuntu 18.04.2 LTS Connected via - net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization U _ ~
G CN=UIN'18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

o Ty aroBaEBBIEGEE

Tty arilBI3EFBEGOMERTISICIE. HBA] Ea—IC7 €A LEY, FHEZREL. [EH]
2Oy LTRERBREZRDAHE T,

[ty aroa#BEGRE ity aYATEINICBEGZTSEHERLE T, F:

Dslivery Geongy

o 7 RILESRE

5l
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a7 UNgE

September 25,2023

e

OJ OUEIE. Linux VDA TT 7 )L TEICHE STV ET,

1B

Linux VDA Xy /r—2ic. ctxlogdF—E>v& &Usetloga—Fr VT HEFEATVET, ctxlogdT—
EVIiE. LiInuxVDAZA YR b—ILLTHER TS . T7 4L b THRSINED,

ctxlogd ¥ —€ >~

=St —ERFIARTctxlogdF—EVICHKELTWE T, Linux VDA % L —Z LABWVWEEIE.
ctxlogd7F—EVEFLETEE,

setlog 1—5 15~

OJo&Eld. setloga—F+UF+ (UXX: [opt/Citrix/VDA/bin/) THRIh*xd, COI—Fr )T %
RITIBRIERDPHZDIFE. IL—b2A—F—DHTI, GUI ZERITZIHITVREERTLT. BHERTLIEDEE
L7eDTEET, setlogd—FT1 VT DAILTERRTBICIF. KOOIV RERTLET:

setlog help
<!--NeedCopy-->
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&

F7 LTk [ATHFRR] & [varflog/xdl/hdx.log. [&AOZ 41 X] 12 200MB |

T, [OFHEANZ] IZlE. BR220FVWAF 7 7ML RETETET,

RiEDsetloglEzsRRLET:

B—psetloglEzRRnFIFRELFT:

5

LN F7AILETIE. OFLANJLIE warning (AKXFECNXEEXFILEW) |

TEIFELROAVER—RTV M

setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB))

log_count (Max Old Log Files)
<!--NeedCopy-->

setlog value <name> [<value>]
<!--NeedCopy-->

setlog value log_size 100

<!--NeedCopy-->

setlog levels
<!--NeedCopy-->

200

2

TINOYVLANILZRRT B ROOIY Y REERITLET:

CRES

nTtwnEd,

nTunx

B4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors, Fatal Errors) #:&E¥ 3IC

& ROAR YV RERITLET:

a4

i)
A
=2
&R

R A=
=]

[

H

z

setlog level <class> [<level>]
<!--NeedCopy-->

L~

AR Y RNTA—Z— (RXFU/NXFEEXF LAEW)

none
inherit
verbose
info
warning

error
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O4g L)L ARV RNTAX—F— (KXF/NMIXFEXRLAEL)
BN EIS— fatal

<class>ZT#E. LInuxVDAD 1 20OV R—RY R EIEELEF T, IRTOIAVR—Y b EAN—FTBICIE
allicsgge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 FTIAILETIE T7I3TRROELSICHRESNTVET:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125000750 2RRERLIIRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—tE xigfvar/xdl/.ctxlog 7 7 T L2 ERA L THERINET, COT 7 ILiE. L—+ka1—%
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZH o> THBRINBBRELHDET, CRICL>TH—N—DONT+—I VAW EEZZIF. 21— —I
PARVIVRICHDEEZS X B08EENHD £7,

ST a—Fa>y

Jvar/xdl/.ctxlog 7 7 1 LA B WS (BKRICKBHIBRAY). ctxlogdTF—ErhkML. ctxlogdt—kE
2EBEHTTEFH Ao

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COREEMBRT BICIE. L—ba—H—r L Tsetlog®=fTL T, [var/xdl/.ctxlog 7 7 1 L = BEER L
T, RIS OB —EZDMREFET Sctx logdh—EXEBESLEI,

Ty aroiv ko

April 18,2024

Ty a DI v RUICED. RXAMVEEBERZIIVES2Y FAOI—F—DICAEY S 3V ZHETEET,
DHEETIE. NOVNC ZERBLTICAEYy > aVICESRLE T,

P

COHREEFAT3ICIE. Citrix Director 7.16 LIEZER L T I L,
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1Y RM—ILEHERL

&REFER

Ly arory RUiZid. python-websockifyzxllvncz W3, 2 20H L WKEBEHENABETT,
Linux VDA %« > X k=)L L #%. python-websockifyexllvnczF#HTr> A —ILLET,

RHEL 7.x & 0 Amazon Linux2 0ig4:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21V =T 3ICIE ROOAT Y
FEeEITLET:

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

(RHEL 7.x @£ &) python-websockifyxxllvnc#k figiRd % ICI&. Extra Packages for Enterprise
Linux (EPEL) €A 7> 3 >® RPMURS rUEZEMIZLET:

« EPEL
x11vnciZid EPEL YRS FUDMETT, ROITY RERITLT. EPELURIS MU ZBRICLEF T

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->
o 72 3>® RPM
XLIVNCORBENY T —CEA VA= TBEHIC. #F2aYDRPMSURI MU ZBHICT BICIE
ROAXY RERITLET:

subscription-manager repos —--enable rhel-7-server-optional-rpms
--enable rhel-7-server-extras-rpms
<!--NeedCopy-->

RHEL 9.1/9.0/8.x & & ' Rocky Linux 9.1/9.0/8.x Dz &:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLETD,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

EPEL & & U CodeReady Linux Builder U7RZ b UEBMICL T X11vncEBRLET:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm
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subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 0%4:
python-websockifyrxllvnc (x11lvnc/N—=2 3> 0.9.13 LK) #1YX =T 3ICIE. RoaT >
FeRITLET:

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

SUSE 0ig4:

python-websockifyrxllvnc (x11lvnc/A—=2 3> 0.9.13 LK) #1YX —ILF3ICIE. RO
FeRITLET:

sudo pip3 install websockify
sudo zypper install xllvnc
<!--NeedCopy-->

Debian 04

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLET:

sudo pip3 install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

A— k

v a>rDd v Rtaeld. Linux VDA HS5Citrix DirectorAdiEiziEsEd 37-0Hic. 6001~6099
DEFRN THERAAERR— FEEBNISRIRLET, LIEH>T. AFICO Y RITEZICAE Y>3 > 99
ICHIRTTUVWEY, BEREZELITHOIC. BICIIILTFEYy a0 vy RUBICTHSRR— B HZ e #HBL
TLIET L,

LXK

ROKRIE, EETBLIMIO—ETY:

LXK EA T7 4 ME

EnableSessionShadowing tyrarorvRUlEEENE 1 (BH)
TeldEMICLET,
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LR K EA T7 4 ME
ShadowingUseSSL Linux VDA & Citrix Director B> 0 (#%#h)
BHizlEShITINESNZEREL
Y,

Linux VDA TctxregdY Y RFZR{TLT. LYRMUEZEELEY, ez Ev>ariv RUZEMIC
TR ROARY Y FERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director B ® noVNC ##4:Tld. WebSocket 7O rJIMMERINET, Ev>arni v
RoDBE. ws://cwss://DrESMERETNZHIE. B1IRD FShadowingUseSSLy LY R R UIC&>T
REDET, TTAILETIE ws: //PERINTVET, #=7EL. EFaUFTo LOEHEH,S. wss:/ /% EA
L T. & Citrix Director 751 7> & & Linux VDA H—N\N—ICFIBAEZ A VX =L TR 58O L £,
ws://ZFERLELinuxVDAtEy> 3D v RIICDOVWTIE. CitrixldEFxa )T EOLWHBRBZIEEHEVE
HAo

H—N—FAZ L )L— b SSLEAZ# BT 2 FAEICIE. EEINHEERE (CA) ICLZEBZHNBETT,
Linux VDA —N—TSSL#8ET3HB&I1F. Y—N—CIC@EROY —/N—EAE (F—%280) MYETT, &
oo U—N—(EBAZICE > TEOAVE 2 —Z—DHAINZ 0. SH—N—DFLEBMH R X183 (FQDN) %4
RBZUBEHRHDEFT, KODICKXAVEEICTAILR D —REEFAZEFERETE X9, COFEE. PECEDHR XA
VEEZH O TEKMENHD FT,
Linux VDA &9 3 Citrix Director 7514 7> L2 IC/L— FEEEDLHETY, JL— MEBEIE. —/N—3F
BHZ X B CEERA#EAN S NFTET £,
KD CALSH—N—3RREY V517 NEBRER 1 VX =L TE £ 9

o« ARL—=F a4 VIIRATFLICNVRILENTWS CA

o« ITVR—FS514 X CA (BBH TVt XFTREICT B CA)

o« ARL—=F 4 VI RFTLICNYRILETNTLWEL CA
SEAEZENE T ACDICEDFEERMBAREINMNIDVWTIE HROEF 2 ) T BYEIFAICRAVEHE T IET U,
5E:

o H—N\N—iEBAZEDHERE. Linux VDA OIEFEZR FQDN. IS0 BRKCEDBTIILRA—RE R XTI UXFESE
ELLEAEDERHDTHIMNENRDHD £,/ ZiE.vdal.basedomain.com % *.basedomain.com
RETY,
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« SHAL® MD5 DNy a7 IV X Lid. —BDOTZTH—THR—-FINB T ZIIEAZEDERIC
IF55TF XY, Lih>T. SHA- 256 i"RIBEEEL LTHEEIATVET,

%& Citrix Director 7 517> ML —MIRAEEA VX L=ILTE Ty a>OI vy RIZIIST. ALLYR
FUNR—ZDIAEBR b7 EFERT B0, IS 7-1% Microsoft EIJ> YV —JL (MMC) DFFBERF v I >
ZERLTIL—FEAZEZ A VA =L TI£Y, EFAMEN SHBEZIE LS. ISOY—N—iIAZEV
—REBUEBLET, COREICKD. BENICHERBEENC VR—bINET, £k, Microsoft B>y —
IWOMBAER ;Y T Y THAEERTL T H—N—ICT YR b—ILTBZTHTEFET, Internet Explorer &
Google Chrome (&, T7 4L T ARL—FT A VIV ATLIZA YA =ILEINTVSHPEEZ 1V R— L E
¥, Mozilla Firefox ®#%&. ;IAEYR—2v—0 [REFEEAE] 27 TIL— bk SSLEBAE R 1 >V R— b~ 931
ERHDFT,

& LiNUXVDA F —N—ICH —N—dFAZE L ZDF—% 1> X b=)LF 3 H—/N—:FBAEI(C shadowingcert 1.
F—7 71 )LiC Tshadowingkey”] ¥ ZrizigE L £9 (* . shadowingcert.pem % shadowingkey.key ®
EOBWREBRBIEETRT)o Y—N—MBAZEr -7 71/L%. /XX [etc/xdl/shadowingssl DTFICE =, #|
PRAT S OIERTETNICREL X T, BIES>LBRIPNIZEAT S L. Linux VDA IZFEDIEAZER*F— T 7 1)L%
RBoF3ZehTER<AHD, Citrix Director@EGICKERTZZcHHD £7,

AR

Citrix Directorps4—4vhk0tysarvuRBoF, [Ey 3Vl £a—T [y RY] 29Uy
LT, ¥ RIDER%Z Linux VDA ICEELE T,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EGHAIBk N3 e, ICAEYy>a>yoS147> bk (Citrix DirectoroSa 7Y hTIdHRW) ICHEZEX Y
T—UHRRIN, By avES Y RIUTRIHFANRI—H—IIROSNET,

/\\ Allow an administrator to shadow this session?

@

aA—H—H UFW] 290w o33 ICAEy>arvhovy RSN TVWRZEERT Vs ROUNRCitrix
DirectorflICRIZ %9,

ERAAEICDOWVWTELIE, Citrix Director O R a2 X > FEBBLTLLIET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
v ROIZ2WTE. Citrix iBLWHBRZEEDEVEE A,

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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« BEEBENCitrix Director®s [YvRI] 20Uv 093, Ey>arvasvy RUT3Ha20
—H—IIRDIERA Y E—IHRERINET, Ty ara1—H—HPHFAE5ILBEICOH. Zyviay
ZEOVYRIUTEIET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e 1oty avid. 1 A\OBBELIIDN Y RITEIET, Iexid, Evda EBBEANS Y RIULT
WBIBEIC. BEEBMN Y RUEBREZERETZI . A—F— DA ZIET 3O OERNI—F—F /N
ACBERTINET, I—H—DPEETR . EEEADOD v RUEGRIXELEN, BIEBEEBICWHLTHL
WO v RUEGHBRINE T, HI3BEEIRALELY S avVIcHLTRHOY vy RUBRZXETDI . £
LW v RUEBGRIZBETEIEY,

o Lyl vV RUEMFEATBICIE. Citrix Director 7.16 LIEZ A VA R—ILLTLESI L,

o« Citrix Directoro34 7> hid IP7RLXTIZ%< FQDN =B L T, #—4"w k® Linux VDA
Y—N—IEHELET, LIeA>T. . Citrix Directors 547> ki, Linux VDA % —/N—d FQDN
ZRRTIBRENHD X7,

cZINWNa—FTa>T

Ty arOsv RIOUBKKRLEESIE. Citrix DirectorS+4 7> k& Linux VDA OEATT/NY I %
ETLET,

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42
7 ShadowLinuxSession APl Q5Z%# BB L £, I—H—1EREZNE T 3 HOBBHARRIINTHELGH
i IhisWEEIE. VDA @ FQDN 2F& T ping LT, Citrix Directors FQDN #fRTI 3 L &k
RBLET, Wss://EHGTHELNRELILBEIE. MAZERBLTLLEIL,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
x9:

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig="/etc/xd1l/log4j.xml"

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHREIPICTS—DRELEBEIE. ROBEERITLTLLIEIV:

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

BERRY—EXT—FEY

May 30, 2024

BHEY—EXT—EY (ctxmonitord) 1. EHMICAEF v U ERITLTEIERY—EXEBRLET, flobz
He3e, T—EVRY—EXR7OCREBEFHFELIEEFLEL. VY —XRE@BRIZHICTOCIDEDZ ) —
YTYTLET, i IhizFlsME/var/log/xdl/ms.log 7 7 1 JLICEERINE T,

1B

VDA ZEEET L. BERY—EXT—EVHEFNICERL FT,

CDikEEld. EEEEMRZFERL T, Jopt/Citrix/VDA/sbin (- #% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LA FERAL THERTEZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHTZICIF. ROAT Y RER
TLTERY—EXT—E>zBEHLET.

systemctl restart ctxmonitord
<!--NeedCopy-->
« scanningpolicy.conf

COBHET 71T BRY—EXT—EVZEMILEEMCLEY, Y—EXARBHARZREL. KR
TN eBET I N ShZIRELE T,
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MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (¥fu: #. F7 /)L ME: 20. H/IME: 5)

AutoRepair: true/false (57 =)L &l true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bHTRTESIE. 774
FTIZ4 DOERWEY—EXDHD XY,

ERY—EXZEETBICIF. UTOT7r—IILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (O XBIXTAHICTRIEIETET A, . REIC—HBITIHBELRHD &
ERY)

- Operation: 1/2/4/8 (1=fIsM'RHTNB Y —EXEFLELET, 2=l EEIN D 8 —
EXZRFETLET, 4= —EXZBEFHLEI, 8=Xorg 7O XDEDZHEHEL ET,)

- DBRecord: false

« whitelist.conf
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rulesets.conf 7 7 7 JL THEE L BB R Y —E . whitelist.conf 7 7 1L THERTIHEND
DExd, K714 )X MMEHIZ. EXa2) T QA AV TaIILEZ—2BDET,

RTA4 FUXEEBRT 3IC1E. whitelist.conf 771 LIC7OEXRBOHEEDHET (RRI—HIT 34
BAHDET), fle LT UTFDRIU—2 3y bEBBLTLIEIL,

ctxvda. ctxhdx. & & U ctxpolicyd #—E X% {E1L 7 350iC. systemctl stop ctxmonitord < >
FERTLTERYT—EXT—EVZEFELELET, CNZETLAVGE. BRT—EXT—EVIEFEFELELE
T—EXRZBEHLET,

Y—lra—F1 T

September 25, 2023

tyraryr—42oBRa1—-T0)T+«

& LinuxVDA Dt v > a>yF—20RKERATEZ1—7r U T (ctxsdeutil) pigftanEd. VDA THEZ
FEINTLBTRTOEY I VPREDEY S I VITDOVWTROT—2%5BRT3ICiE. Jopt/Citrix/VDA
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/bin/ctxsdcutil -q <all | SessionID> [-c]aYYREER{FTLET, 318K [-clid. 1#&
FILT—2Z2BRIBCEEKRLET,

o Ty a U ANNEEHIE
s Ty 3 HAEEE

tydavHNEE

o JERE - R

o TE1ERSE

+ ThinWire t /751418
o A—T o AHATEEIE
o TV rE—HAEEE
o RSATANNHEIE

o RS THOEHEEIR

xdlcollect Bash X2 1) 7

OJoREICERINS xdlcollect Bash X2 7 i Linux VDA YV 7 o = 7 IC#E& . Jopt/Citrix/V-
DA/bin IZEEE 3 %9, Linux VDA % > X k—JL L 7=%. bash/opt/Citrix/VDA/bin/xdlcollect.sh o<
VREERTLTAOJZRETETET, OJINENRTTIL. ERBIN O 77 MIIDRRIV TR T )
A—ICERINET, EFEINZOY 7 7 L% Citrix Insight Services (CIS) 27y 7O—RT3HESh%E.
xdlcollect Bash 2o U 7 hHEBL T 3B £9, ARELIHESE. xdleollect 127y 7O—RHAET L
fe#%iCupload_ID #BL %9, 7v7O—RLTH. BEBINOF T 7ILIEO—HILID D SHIBRIhEE
Ao DI —H—(E, upload_ID #ERALCCISICHZO7 771 ILICTIERTEXT,

XDPing

Linux XDPing vV —)LIZaAX Y RS> T7FUr—> 30T, Linux VDAIREBE TO—RABEROMEEF T v
9370t 2=BHMELET,

Linux XDPing V—)LO+1 > X k=L

ctxsetup.sh &7 L TH. XDPing 1> X =)L FHA. XDPing 21 > X b—JLF 3ICIE. sudo /
opt/Citrix/VDA/bin/xdpingz®RfTL£7,

D IX Y KT, XDPing iC4E7% Python3 (REBIRIBEBERINE T, TDIOY > KT Python 3 {RABIREDIE
ISR L T35& 13 TPython 3 RABIRIEDERL OFIBICRE > TFEH TR L TSI L,
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pip V=L OERARICRET 2D H S SSLIEFGT S —IC0 T 3I1C1E. RDEBEFEHHRX k% Jetc/pip.conf
T7AILICIBIIT 3 e Zzi@st LTSV

[globall]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing TR{TTE 34 2%

XDPing iZid. OX Y RS TILABETINS xdping &L\ > BFOB—DRITAEET 7 LHHELTVET,

RORTIE. 35T S XDPing AV R TRITTEI BT EIEBERVICOVTHALF T

2Ry XDPing a< >k AR

ARYRSA>FA T a>rERTYT sudo -

BICiE Jopt/Citrix/VDA/bin/xdping -h

TEBRTAM—XERTTBICIE sudo Linux XDPing V=ILIE. Y RAT LA
Jopt/Citrix/VDA/bin/xdping LT 150 ZzBZ ZERNDT A b &EE
(ARYRSA>F T3 HRLT TLET, LK ZDEED ME

XDPing %179 %) BMOTFRA L] ZBBLTLIETW,
VDA EREDHER X RITT3ICIE sudo FLLIF. CORETERTS &
Jopt/Citrix/VDA/bin/xdping -a SIREEDREZE D) #8BL TL
EEW,
VDADEEF—42%2N\voIT7v7d sudo FELLIE. COEETERTS
2iciE [opt/Citrix/VDA/bin/xdping -b VDA F—&2D/N\v o 7 v T L]
ZBRLTIIETL,
VDADONY O 7y F7F—2ICELT sudo FELLIE. CORETERTS
BHO2o0IE—%tkE&T3iCiE  [opt/Citrix/VDA/bin/xdping VDA F—2D/N\Ny o7 v T LbE
-diff EBRLTIETL,
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B2

VDADNY O Ty FTF—RICEAT S
BED220IE—%LE&RTBICIE

Linux VDAY r—>%2 1Y X b—
LT BRICIRIEZ R Y 3 ICIE

%5 2 k% Kerberos ¥ X k&
L BEDTAMATIVDAHER
17T93ICiF

D Delivery Controller # 70O
—793ICIE

XDPing av >k

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=<®BEDONV I TV ITF—2D
TaLO M) ><BlONYITYS
F=EOT LT ) S\"\"FloN
VITYTT=2DT4 LI U >
BEDNYITvTIT—2DT 1L
IRU>BIONY I Ty TTF—E2D
TALORNI>RHEDNYIT v T
F—EOTLI R >

sudo
Jopt/Citrix/VDA/bin/xdping -
preflight

sudo
[opt/Citrix/VDA/bin/xdping -T
time,kerberos

**sudo
Jopt/Citrix/VDA/bin/xdping -d

* %

FELLIE. CoRRETERTS
VDA F—2DN\Ny I 7 v T hEy
EBRBLTIETL,

BRDF X+ Linux XDPing W —JLix. ¥ XFLETI50 2B Z3ERDT A ERTLET, CNEDTR b

iF. KECRDELSICHEINFET:

pE o

Linux XDPing 'V — /LI SQLite 7 R b ERTL £t Ao

¢« Linux VDA > X7 LEHDN BTN TVENESH EMHET S
e LINuXFr ARV E2—> 3280 Y VEREHL TRRTS

Linux A—RILOEHRE=HERT 3

Linux VDA OEMEICHE%2 5 270 HZEHMD Linux T« AU Ea2a—> a3 > OREEERT 3

Security-Enhanced Linux (SELinux) ®E— R EfMEmRRT S

XY T2 2=T 1 RZHH L. Ry bT—UREZHEBT S
APL=2ONR=T 1> a VR ERRRRT 1 RVBEZERT S
YIVDRRAME RXA Y EZEOEREREDRT S

DNS #mzmB L. ZRTXLERTTS

BEREBBINAN-NAHF—ZHEL. RETSVOBREEALE T, YR— KR

- Citrix Hypervisor
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- Microsoft HyperV
- VMware vSphere

o BZIREZHRL. *v T -7 ORZIERIEEEL TWEH 2R Y D

 PostgreSQL #—EXDEINCHEBINEEL TV 3 =2 BT S

s T7ATIA—IDEMIH>TUVT, BERR— FHEVTWVWEHZHERT S

+ Kerberos #m =R L. BT R EETITS

e JIL—TFRVI—H—ERI>I VD LDAP BRERREZHERT 3

« Active Directory REHELLKEY b7y TEN, BEDOII VA RXAA VIZBML TWVWEHE S HhZHER
LEd, HR— bR

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
SSSD

« Active Directory I® Linux > Ea2—32—F72 10 FOBEUEZHRT S

+ Pluggable Authentication Module (PAM) #Em%HRT 3

s ATHYTONE—V%HRT S

o LINuXVDA IZRERNYT—ISHRA VA M=ILINTWEH ERRERT S

o LINUXVDANRYT—CZF/EL. 1V M—ILOBEHZHRT S

o PostgreSQL L X b F—ER—ADEEHZHERT S

o Linux VDA 4 —EZDBEICEBRSNBEEL TV I D 2R T D

* VDA B LU HDX iR OB EM 2 BT 2

 BREHDE Delivery Controller 2 7O0—7 LT, JO0—hA—H—EXDELERTRE. RIEATAET. ISEMED
HBZEZTAMLET,

+ ¥ >h Delivery Controller 7 7 —LICEBRINTWRH 2 RRT 3

o VUTA TR INIBZEHDX £y > a3 > OREZHEDBT S

o LInuXVDABEDI S —rE&EIIOVWTAS I 7ML ERX vy VT3

o Xorg DN—2 3 Y EH = HET B

o BRERKEFEBREDAVIAM=—ILINTVINERERT S

HAH  LUTIE. Kerberos ¥ X & ERIFLISBEEDOHAFITT:
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

VDA ESRIREDmEROEE  Linux XDPIing ¥V —JLicid. VDA BESRREEHRE LUDINT 2 HDRIDDTE
Ta—)LHbARTNTVEY., BRREBORROHEFEICOVWTIF. AORXIZ) -3y bESRLTIES WL

registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch
WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
Reglstl’atlon status Eneryption type not in permitted_enctypes list

Time skew issue

Kerberos error Ticket message too large
Checksum failure
others

registeredsoft The VDA and Broker are communicating

securely with each other, but are not yet set
up for delivering sessions

VDA F—42D Ny o7y 7tk Linux VDA 2305 L%, XDPing YV —JLICIZVDANY O 7y FES a—IN
BATNTVWET, COEDa—IIZzFEATIE. #BlR. T—FIXR—X N1 FTUDERT—4%. VDADEET
—FEWVWDTHNYITYTTEET, VDANRERICEITINTWBHER. VDADOEETFT—2%E NV I 7 v TT
TEJ, BTVDAICEENRELLERICERT. 7T—20R0aE—%2N Ny I 7y 7L, T—4D2D200E—%
LWL T b TN a—Fa Y %5BRBICLET, ROKRTIE. VDAF—2ONv o7y . 359 % XDPing
IRV REDLERICDWTEHRAL £95,
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BRY XDPing O< >R AR
VDADEEF—E%N\vo7v7d sudo Ny OT7y ARV RERITT S
3IclE Jopt/Citrix/VDA/bin/xdping-b Tz, Ny o7y FF—20aE—

HER SN, [var/ctxbackup @
TALIMIICREShET, Ny
IT7YTT—32DT 1 LU MUICIE
REOBM BRI OZFIH
yyyy-mm-dd-hh_mm_ss 2=
TrehEY, fi:
2023-02-27-16_31_27, 77+
IWETIE NwITFvTTF—207T
1L MDORAREIZ30T, O
HEEZ 3. XDPing V—)Lidth
WY I TPy FTF—2D7T14L Tk
DeO—7—>a>EIFHBRLE
. ToLIMIOO—-FT—>3Y
DBZENZAZIAXTBICIF. RD
IRV RZERITLET,

sudo /Jopt/Citrix/VDA/
bin/ctxreg create -k
"HKLM\Software\Citrix
\VirtualDesktopAgent\
Backup"-t "REG_DWORD"
-y "
MaxDirRotationCount'"-
d "Ox0000005"--force

VDADONy O 7y F5F—2ICEALT  sudo -
BHO2o0IE—%kE&T3iCiE  [opt/Citrix/VDA/bin/xdping
-diff
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BRY XDPing O< >R AR

VDADONy O 7w ITF—2ICE8F3  **sudo -

BED 2 20IE—%=k&T3ICid  /opt/Citrix/VDA/bin/xdping
diff=<8EDNY I TV ITF—E2D
TaLO M) ><BlONYITYS
F=EOT LT ) S\"\"FloN
YIOTFTYTIT—2DT1 LI N>
BEDODNYITYIT7—320T <L
JRU>RONY I Ty TT—4D
TALI M) >BHEDONYIT Y
TF—EDTLI R >

Z Dt

November 27, 2023

COtEIIaVTIEH. MKTOMEYZICDOWTEBLET:

HTMLS @i+ Citrix Workspace 77U @R — k

Python 3 {RABIRIZDIER

NIS @ Active Directory £ o#i&
« IPv6

« LDAPS

Xauthority

HTMLS (7 Citrix Workspace 7 71 @t R — k

September 25, 2023

HTML5 @7 Citrix Workspace 7 71U % ER L T. ¥ 541 7> k% Citrix Gateway 123419 % Z £ % < Linux 1k
B7TVBLUVTRY by FICEHEBEGRTE £9, HTMLS @is Citrix Workspace 7 7122 W TaEL < 1. Citrix

FFraXYrZSRLTIETL,
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COHEEZBMICT S
COWEEIZT 7 )L b TIREMICAE>TVWET, BHMICTBICIE. ROFIEEZETLET:
1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 77U HB#ICL 7,
FMEAFIEIC DL TIEZ. Knowledge Center 525 CTX208163DFIE 1 #B8BL T ET L,
2. WebSocket ##izBMICL &9,
a) Citrix Studio ©. WebSockets 45K > —% [#HA] ICRELE T,

D WebSocket R —%8BETBZHTEET, WebSocket KUY —DmeB—BICDWVWT
&, TWebSocket dR1) > —zEl #BBLTLIEIL,

b) VDA Tctxvdatt—E R, ctxhdx#—EXDIEICEREH L TREEBMLET,

c) VDA THRD I > RERITLT. WebSocket U RF—HEELTVWBIHESHERERL 7,
netstat -an | grep 8008
WebSocket U 2+—h'EfEL TV EHBE. IV FHARRDELSICHRD ET:

tcp © @ :::8008 :::%x LISTEN

F: ¥ a277% WebSocket #6507 dIC TLSBESKEEMICTZ b TEET, TLSESKEEMICT
BHEICOVWTIR, TTLSIC& 32— -ty avofFE] #8BLTIIETL,

Python 3 {RABIBIE DIER

November 27, 2023

Yy bT—=UICEHELTVWBHBEIE. sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav > k%#R{TL T Python 3{RAEBEEZ R TI £ 9, 72/2L. IYVER
T Python 3 fREBIBIEZER TEIRWVEEIE. Ry P T—JICERLTVWAS THFHTHERTI X T, CORLET
i Ry U= 2 Python 3 (RABIRIEZ1ERN T 2 e D DRMHREHE FIBICDOWTH LSSHHBAL £ T,

Al A1

« Jopt/Citrix/VDA/sbin/ctxpython3F« L2 hUILF7oERT 3IC1E. BEEERILET

ED
o« Python3nNysr—S0RA—ILT 71 ILBRETY, K1 —IL7 7 I)Lidhttps://pypi.org/h54o >0
- "\\_Cg ij-o
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Python 3 {RABIRIEDERL

ROFIEERITL T, Python 3 {RIEBERER L £7:

1. Python3 o#&&EEHEEZ VX b—ILLET,
Amazon Linux 2 0ig4:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL 5 &£ U Rocky Linux 084

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy-->

p= N
—BOKEFEEFRZA VA= TIEDICIE. BEDURI NI OEMUIURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server

-optional-rpmsIv > r%#xR4TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> REXRTLET,

Debian. Ubuntu 04

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

SUSE 0ig4&:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. Python 3 {RABIRIBZERRL £,
pE
Pip Y —ILDERBFICKET ZAREMDH S SSLEBHT S —ICHLT 3ICI1E. ROBEEEHRR b
% [etc/pip.conf 7 7 1 JLICIBINT 5 C e &2 e L T 2T

[global]
trusted-host =

pypi.org
files.pythonhosted.org

Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu 0ig4:
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sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 054!
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /Jusr/lib/mit/include/gssapi/

sudo 1ln -s /Jusr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. LDAPS o fkiFBiRZE 1> X h—ILL&E T,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4. XDPing O&k#EBHE=E VR —ILLET,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

NIS o Active Directory ¥ o#:&

September 25,2023

ZDEYITIE SSSD #ERAL T, NIS % Linux VDA @ Windows Active Directory (AD) #&9 37534IC
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DWTEHAL ¥, Linux VDA I%. Citrix Virtual Apps and Desktops @ > R—x%> b BASTNET, TDF
& Linux VDA i&. Windows AD IRIBICEEZICE T DLW TWVET,

AD DD DICNISZ UID 8LV GID 7ONAA— LTHEATZICIE. A D NISTA—H—BE/NXT—RD
HAAEDEDT AV Y MERZR—ICTBHENHD XTI,

pE
NISZEBRLHED. RiEIF AD H—N—Ic&DiThhixd, NIStIEFHR—rINFEzFtHA, NISEUID &
FUGID 7aONA 44— L TERT 35S, Windows H—/N\—h 50 POSIX BMIZERINEE A,
B>k
ZhiE. Linux VDA ZRBE T2 A28 LTELEINATVWS O, BEDI—XT—IXTOAMEALTL T
Lo RHEL/CentOS ¥« X FUE 2—> 3> D&k TAmazon Linux 2. CentOS. RHEL. & & U Rocky
Linux A® Linux VDA OF&h1 > X b—JL) OFIEICRWVWE T, Ubuntu 7« X rUEa2—> 3> Digs
l&. TUbuntu A® Linux VDA ®F&)1 > X b—JL1 OFIBICRWVET,

SSSD xi&?

SSSD IFY RFLT—E>VTY, SSSD DELMEEIF. P ATALICF vy a8 ATV R— b 2RETZHE
IJL—L7—0%BBLT. VE—RMUY—ROBRSLVRBADT VXA ZRHET S TT. PAM®PNSS €22
—ILERELTED. BENIZIE D-BUSR—ID1 Y E—T A XABHHR— LT, BRI—F—BRICHDT S
FETY, Ffee O—HINA—H—=THUY bR —BREFRET B HOBNIT—EIXR—IZREL X
ED

NIS £ AD 05t &

NIS & AD Z#& 9 3 ICId. ROFIEZFZETLET:

FIE1: Linux VDA% NIS 751 7> kX LTEM

NISOSAT7Y bZBRLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS KXV ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—=t o517 D IP 7RL 2% [etc/hosts (CEBIIL £7:
{ NIS server IP address } server.nis.domain nis.domain

authconfigTNIS ##8HL %7
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sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (. NIS #—/\—®D K X1 > & T, server.nis.domain (£, NISH—N—DHRX ~ZTHO. NIS
F—N—DIP7RLRICHTEET,
NISOH—EXZRELFT:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIBEAELWC & 2B L T !

ypwhich
<!--NeedCopy-->

NISH=—NR=DS5T7ATV Y MERIMERATIB L zHBLEY !

getent passwd nisaccount
<!--NeedCopy-->

E:

nisaccount (Z. NISH—N—DEBDONIS 7HT> +TF, UID. GID. F—LTF«s LT U, B&LTUOY
AV ITIDELLEETNTVWA I ZERLED,

FIE2: RX1>ic8ML. Samba %# B L THX b keytab % /Em
SSSD Tld. KX BN RF7 LD keytab 7 7 1 LOEIRICEAT S AD DU 540 7> MMERENRHINTLE
Ao COWBELTEIRTRICIIRDESBIEENHD £7:

« adcli

« realmd
e Winbind
« Samba

CDEITarTiE Sambalc k37 7O—FICDOWTOHIRHRAL £§, realmdicoWVWTiE. RHEL F7:1&
CentOS DRYA—DRFa XV hEBRBLTLEETW, SSSD ##R T 380lc. UTOFIBICRS BELHD F
ER

KXo >icsiml. Samba ZEAL THER ~d keytab #{EE T 5:

Linux 2204 7> T, BHICERINET7 71 ILEERBLET:

+ Jetc/krb5.conf
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+ Jetc/samba/smb.conf:

Samba & U Kerberos SBiERICY Y V%R L £7:

sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

C CT. REALM i3AX=FD Kerberos $8i5& <. domain (K X1 >® NetBIOS&TY,
KDCH—N—E&L04EEEZ%Z DNSR—XTERBTI2MBELH 255E. RD 2 D2OF S a>rzagpRo <Y RIC
BMLET:

-—enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf WL T, [Global]l o> g kDT> U EBMLET, =720 BIMT 3D
authconfig vV—ILic&>TER TN/ > a > DHTT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA IZBMT 3ICIE. RXCAYOAY FO—S5—ICEETEZ . OAYEa—42—%RXTVICE
M3 3tERZ/FOAD I —HF—THhT Y FHBRETY:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iZ T, user i3> a—4—% RXAVICEBMT31EREZFORXr>Y1—H
—'("3'0

Fg3: SSSD oty b7 v

SSSD oty b7y Fid. UTFOFIETHERINTWET:

o Linux 317> b viZ sssd-ad Ny r—I B KU sssd-proxy N —2J2 1A —=ILLET,
s IFEIFERTFAIILICHLTEROZEEZTVET (sssd.conf 4 X),
« sssd f—EX%ERBLET,

[etc/sssd[sssd.conf sssd.conf DFREDH (BBICHU TEBMOBREETSI AN TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true
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re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com & server.ad.example.com =359 2ETEIF ]I £7, 5L <. sssd-ad(5) - Linux
man pagel] ZERL TSIV,

T71IVDFREES KUV 7 7t X1ERE% sssd.conf TREL 9,

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FlE 4: NSS/PAM D#ER

RHEL/CentOS:

authconfig % /A L T SSSD #&%i1C L 9, oddjob-mkhomedir #1 > X +b—JLLT. TOKR—LTsL
7 R OYEREEEN SELINUX ICXHISL TWA e #RBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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B>k

Linux VDA R E%1T5 & Fid. SSSD TIL LInuXVDA 75147 > FDEFRIRBREN BV ZEELE T,
ctxsetup.sh X7 ) 7 - TOZDOMOERAZL LTE. T 74 MEZEFERLET,

FIES5: Kerberos &m0z

Linux VDA TERTE 5 & 512 Kerberos AIELK BRINTWE e 2RI 3ICIE. KOOIV RICED. ¥
27 LD keytab 7 7 1 LHMEREH T keytab 7 7 1 LICEHRF —HEENTVI L EHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEEERI—rOIEFIEFREHFEDOFICH L TERATES2F—D—EHERT
TNZx 9, Kerberos @ kinit v REETL. CSDOF—%FEALT. IOV RXr>yaybO—-5—ICx¢
LCEREL 9

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

ROVEBEEHBIRIANFTTIEETZHRELRHD LT, RILES (O) 1d. STIICLBZBSMIEMSLOHICNY Y
25wa () TIRT—TTB3HRERHDFT, BEICK > Tk, DNS KX >&H Kerberos $BlH& r E4 b
F9, LiH>T. HPEHEEEALEYS. COOATYRDPRINT R L. HAORKRTINEEA.

ROARY RZFERALT IV TFADY MO TCT Fry b F vy oot Ce ZHABLET:

sudo klist -ke
<!--NeedCopy-->

FlE6: 21— —RAL DTSR
getent <YV RZFEALT. OV FVEANMYR—EINTVE . BLUNSSHIEERT IS HZ2HRL £
ER

sudo getent passwd DOMAIN\username

<!--NeedCopy-->
DOMAIN NS X—Z— 3R WERD XA VB TY, AloOJF Y EAPKELRBEIE. £9 getent JT VK%
fERLTHEBLEY,

HR—bIThTW3O0F VERITRDED TY .

o AL AR)LOTF V% DOMAIN\username
« UPN: username@domain.com
* NetBIOS H#7 1w o X2 username@DOMAIN
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SSSD PAM E2a—ILAELK BTN TWVWE CE 2B T BICIE. RAM>YaA—H—T7HU > b=EAL T Linux
VDAICAZFA>YLET, UREIERAA > I =T hIO Y MIFERAINhTLWEHATL .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROOAR Y RICE > TREI N UID ICXET % Kerberos ERREHRT v v a7 7M1 ILAMER SN e =R L
x99

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI E 2EEL £
ER

klist
<!--NeedCopy-->

IPv6

September 25, 2023

Linux VDA Ti&. Citrix Virtual Apps and Desktops I IPv6 #fERETE £9, COWMEEZFERT I IIE. XD
RICEEL T RE LW

e TaTLREYIIRIFET, IPV6 HEATRICEMICA > TULARWSE, IPV4BMERTIhE T,
« IPVAERIET IPv6 ZB#MICT 3. Linux VDA I3t8EL £ A,

BHE:

o LINuXVDA 213 TldHA <. =y FT—JRIELED IPV6 THIBELHD £,
+ Centrify TIZE 27 IPV6 £ 7R— L TULEE A

LinuxVDA%Z1 > X b—JILLTWBBE. IPv6 D8RRy b7y TERIIIBEHD £H Ao

Linux VDA T IPv6 =7 3

Linux VDA Oz ZE T 5511, LFTIPV6 =2y hT—2 T LINUX RET S VHMEEL TOWeh 2 BRI 2HE
DNHDFT, IPv6 DEREICEET 22 DDLU F—HHBDET:
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (Z58E L T, Linux VDA TIPv6 #B#ICL £9:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IOy b7 —0 1> 2—T7 214 A0 H 3 H4E. ControllerRegistrationlPv6Netmask ©
Linux VDA OBRICERAT 2Ry hT—J 1Y F—TJ 1 RZIBETIET!:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

{IPv6 netmask} #=[EDx v k<X ¥ (2000::/64 72¥) ICESIHMIET,

Citrix Virtual Apps and Desktops T IPv6 BRIICDWTEEL < I&. TIPv4/IPv6 support) 28RBL TS
Lo

N PIEES R

BARD IPv6 % b —0BIEZF v LTH S, pingb ZERAL TAD & U Delivery Controller iZiETE
ZhEERLET,

LDAPS

September 25, 2023

LDAPS i%. LDAP@&{EH' TLS/SSL Z AL TBESHKINE S rY A b T LI MU 7R 7OMIIL
(LDAP) o&&£HN—23> T,

TIAILNET 9347 b —N=TTFU5—> 3 E0 LDAP BEIFESHKINTWVWEE A, LDAPS T,
Linux VDA 8 & U LDAP #—N—f® LDAP o TV AV TV Y ERETE £ 9,

R® Linux VDA J>R—x> bd. LDAPS & o®#FBGENH D 7!

« JO—A—IT—Y x>k Delivery Controller iZ Linux VDA % &%
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o R —H—EX: R —:HH
LIFiZ. LDAPS OBRICHKETT !

« Active Directory (AD) /LDAP % —/\—T LDAPS =& &t
e USATVNTHERTBZIL—FCAEIIREKR—F

Linux VDA << > T LDAPS B3k £ - IdEM L

e U—RN—=F14 DT>y b7 +—LTLDAPS DOHERL

SSSD DR

Winbind 05§

Centrify o

Quest DR

7
ROAYY RZETLT. LDAP H—N—DERVA VI ERETETET, 774/ MEF 159 T, Dl
EDH L0 RICHRETBDLSICLTLIET L,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS OBt

Microsoft sERBH#4RS (CA) F7z133E Microsoft CA @ 5 5hvh SEI AR DHEEE% 1 > X —JLL T, SSL&
fBad LDAP (LDAPS) #B%ICTE %9,

[ N

LDAPS 3. FXr>a>bO—5—T2HDI—FCAZA YR +—ILT D L. BENICEMCAD £,

GEBAEZ 1 > X b—JL L T. LDAPS ##4iz BB 9 5 AAICDWTHEH L <& THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

HEFRBI DB ICEHMDEDL H3HE. R XY ~O—5—T LDAPS SREE 0@ )4 EFRE = BEMICEIE TS
EtA

BHOHPBHEAOKEZFRAL TR Xr>d> bO—>—T LDAPS ZB#MICT B HEICDWTEH L < IE. TLDAP
over SSL (LDAPS) Certificate; #8BL T3 L,

75472 bTHEAY B/ hEEBE (CA) oBMk

U347 2 b3 LDAP H—N—-p539 % CA DIEEAEZ RT3 HENHD T, 7517 > @ LDAPS 3L
ZEMICTBICIE. IL— b CARERREZERFADF—X M TICA YV R—bLET,
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L=k CAZIVRR— T BHEICDOVTEL <& Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA Y3 > T LDAPS =&k f- I3 Exhik

Linux VDA T LDAPS # &% £ 7 I3EMICT B ICIE. (BEExLTOJAYLT) XAODRIU T+ %ERITLET:
COOAXY ROBXICIFRNEENET:
o FEESMNTIL— b CAREREET SSL/TLS 28T LDAP #8%icL £ 9

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

o SSL/TLSBHBTLDAP Fv RINA> T4 > JZBMLET:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

A

FYRINATa 27D — b~ CAGERAE IR, PEMEXTH2RENH D £9, LDAPS zHB#ICL
TH Python 3{RIBIEAER ICER I NARWVEEIE. TPython 3 {REBIRIBOIERI OFIEICIE>TF
TR L TS L,

Pip Y —ILOFERBICKETDIAREM D H S SSLIEHRT S — SN T 2 ICId. ROBEEEFHERZ b
% [etc/pip.conf 7 71 JLICIBIIT 2 Z e EReT LT AT L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

o SSL/TLS #ERETICLDAPICT7 x—ILINw I LE T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS £B® Java ¥ — X 7. [etc/xdl/.keystore ICH D £9, HEEZITZL I M) F—ICIE. AHE
FNnFExd:

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS

HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore
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HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1DTF 5w ;b7 x+—LTLDAPS DIEH

LinuxVDA QY R—2Y FMCIIZ T . VDAD I £ T EFA Y —RN—FTr DY 7 rUz7aAVKR—FR > L Tlk. SSSD.
Winbind. Centrify. Quest L dtFa1 7+« TREINT LDAP ARELBELHD T, UTOEI>a>
Tl&. LDAPS. STARTTLS £7z1& SASL (BR>—I) IC&3tFa) 7T+ THREIN LDAP =88R T 3 5%
ICDWTEHBAL £ 9
[
NEIRTOYV I LTIz 7aAVR—22FT. SSLAR—F 636 2EFAL. EFXa2) T4 THREINT=- LDAP
ICTBZEDEBELLDITTIEHD £HA. F/-. IZALDHZE. LDAPS (R— bk 636 TD SSL ZHD
LDAP) (37R— bt 389 @ STARTTLS ¢ H£ETIT FH Ao

SSSD

A7a>Teic. R—b 636 £7zldR— 389 DtzFal) 7+ THREINS SSSDLDAP b3 71w U ERER L
79, s¥L <IF. SSSD LDAP Linux ® man R—=JZBBLTLIZT W,

Winbind

Winbind LDAP 2 T ix. ADS XV v REFBEL 9, Winbind I&. R— k 389 T StartTLS XV v RO &EHR
—FLTWVWET, FEEZZITZHEMT 71 I)LI%. [etc/samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DIiFE) F7:1% [etc/ldap/ldap.conf (Ubuntu Dig8) TH. 77 1IILERDESICEELET:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

Flo. E¥a )T TIRESINT- LDAP 1&. SASL GSSAPI (BEE LU —IL) THERTE TN, TLS/SSL v #
FTBRILIFTIEHA. SASLEESHKEFERAT 3ICIE. smb.conf R E=TEL £

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify TigR— 636 @ LDAPS ZHR— LTV EH A, —A. R—F 389 LOtF a7 TREINIE
SHIFRELTVET, #L <UL Centrify 1 FEBRBLTL LT W,

Quest

Quest FBEETF —ERIFAR—+ 636 @ LDAPS ZHR—r LEHEAD BDAETR—F 389 o+l 7+ TRE
ThIcEShERHBLET,

cSTNDa—FTa>d
COWEEZFERITZE. UTOMENKESTZEHHD XY

* LDAPS —EXDETAME

AD/LDAP # —/\— LDAPS S h AR T 5 C L 2 MBLET. T 7 4L R T COK— M 636
TY.

+ LDAPS 2 HE#IC9 3 £ Linux VDA OEBFEHEKT S

LDAP = N—tR—brHRELKBRINTVWB e 2B LEY. =MICIL—~ CAGEAEZF T v I L T,
AD/LDAP #—N—t—H9 3 zHRL £ 7,

o BROTLPRNUEE

LDAPS BEEnD +—%3:%> T enable_ldaps.sh #ERE FICEH L TLES . LDAPS VK-> D
KRFEFRZIBASAREDNHD T,

« LDAP 57« v Zid. Wireshark »znfthoxy hT -8 Y —ILH 5 SSLITLS TESHKINFEA

T 74 bTIE LDAPS IFEMICAR > TWE T, TN EME 9 321k, Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS 57« wZid. Linux VDA OERP T IL—TR) > —DHEETSBRICEELE T,
« AD #f—/\—T LDP ##t%= %217 L T LDAPS ORAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BEL %9,
« Jopt/Citrix/VDA/sbin/enable_ldaps.sh X7 U 7+ %#R{TLT/L— ~ CAHBEEZE % 1 VR— R TR

CAGERRZD 7 NRZBEL T, IL—F CAFEREOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, TR— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D OBENRE L5513, Base6d THSHKINT- PEMEROFERZ HEIHLF T,
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+ JL— I CA:EEAZE % Keytool —E(CRRTEAL

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#%={TL CTLDAPS #EMICT 3 . EHE
H/etc/xdl/ keystore (1 VR— b I, F—XA TR RETZINAT—RPAREINE T, NXRT—R%
SNrmEEld. A9V T 2BERTLTHLVLWEF—I M7 ZERLE T,

Xauthority

September 25,2023

Linux VDA (3. 352801 E— MEIEIT X11 7« X 7L 118 (xtermgvimz&y) 2 FERAYT3BEE Y R—
FLTWET, CDipelx. XClient & XServer Dt +a ) 5« TIRESNICBEEHRERT I DICBREREF
VT4 XD LERELET,

COtEFa) 7T TRESNICBEOERZRET BICIE. UTD 2 O20HELHD KT

« Xhost, 7 xJL bTld. Xhost x> RizO—AJLRR k XClient & XServer D@EDHEZHA L £ 7,
IJE—k XClient ® XServer \OT7 7z X%ZHFA T3, HEDIYS Y THEREZMNEY 3781 Xhost O<
Y RARTINZBELRHD £7, H3Wd. xhost + % ERH L T XClient iZ XServer NQEHZHFA T3
CEHTETFY,

+ Xauthority, .XauthorityZ7/ILid. E1—HY—DKR—LFsL I VICHDET, COT 7L
I&. XServer OzBEEDFRIC xauth HEA T 3 Cookie ICEBIBRERET D OICERINE T, XServer
1YREAVR (Xorg) HEEITNB LIS FHEDT + A FL A ADEHZ RS 5 7-0I12 D Cookie HE
ATh&Ed,

1RE

Xorg highachad . .XauthorityZrzqIiLidXorgilESh&Ed, 0. XauthorityZ 7ILICIdRD
ERNEFNET:

« RTES
« VE—FEXRZFOMINL
« Cookie &5

xauthdv> rREFRALT. COT7MILEBRBTIXT, fi:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->
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XClient 1') £— T Xorg IC#E#T 9 3388, 2 DORIRZFHZ B IBENHD EJ:

» DISPLAY IRIEZ# % ) E— I~ XServer ICREL X7,
+ Xorg T Cookie #S®D 1 2=z&¢T . XauthorityZEELET,

Xauthority O

JE—k X11 ¥« R 7L ABIC Linux VDA £ T Xauthority #E%ICT31C1E. XD 2BEDL X MU X—%1E
MY 2HELRHD X7
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority IcBEMICLTH 5. FRICEBNEER—LT LI MIETYY RT3 T, Xauthority 7
71 JL% XClient ICEL £7:
« .XauthorityZ 7% XClient ICF&TET

ICAtv>arveiEs L%, Linux VDA X XClient @ . Xauthority 7 7rIL2%EmM L. A A > 21—
—DER—LTA LY MICT7AILERELET, 2. XauthorityZ7»r)LEUE—k XClientv> >
IO~ L. DISPLAY & U XAUTHORITY IRIELT#H % RETIF £9, DISPLAYIE. Xauthority >
FAINREFELLERTESTHD. XAUTHORITY I Xauthority ® 7 71 JL/IXXTY, fzr ZiE. &RDO
IYRZERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={

the file path of .Xauthority }

<!--NeedCopy-->
pa
XAUTHORITY BEEHMNERE SN TLWAWEE, ~/ . Xauthority 7 71 ILHF 7 =)L b TEMA
INFET,

o HEFR—LTAL I UEIIY TR LICED . Xauthority 7 7 )L% XClient ICET

BELAAXIE. OJA A —DREEFR—LTA LI IEITINTEZILTY, Linux VDA A ICA &
wavERETAL. QA Y1—H—DER—LTFs LI )T . XauthorityZ 71 ILDMER I &
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T COFR—LT LI UM XClient eHEINBZHEE. 21— —HZ0.Xauthority771ILEF
1T XClient ICEx 3 3 MEIZH D £ A. DISPLAY & &K XAUTHORITY BT #H%EE L BE L.
XServer T GUI B EEIMICRTENE T,

FSINS 2T
Xauthority »#aE L 2VEEIE. RO ST a—F 1 VI FIBICR > TR TV

1. root FHEZIFOBEEBE L LT. $RTO Xorg Cookie ZEMEL £9:

ps aux | grep -i xorg
<!--NeedCopy-->

COIOT Y RIF. BB Xorg IEIN S Xorg 7O R ENFA—F—%EZRRLET, H5 1 D2D/NFKX—
Z—lt. ro.XauthorityZ 7 hERINEZ D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth 7> r%##EAL T, CookiezRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy—-->

2. Xauthavw > REFEHALT. ~/.Xauthoritylic&fh3 Cookie #RRLET, RLRTESDBE.
Fnand Cookie & Xorg & U XClient » . Xauthority 7 71 ILTEIL THIRBENHD 9,

3. Cookie *EILBNUE. UE—FT 1 XTLAR=FHLINUXVDAD IP 7 RLZE AT RY by TORR
ESEFERLT7I/ERATE S EREBLET,

fee zid. XClient v > Tthroav >y RERTLET:

telnet 10.158.11.11 6160
<!--NeedCopy—-->

R— &SI 6000+ REEFESDEFTT,

telnet DRIENKRKRT I L. T7 AT U 4—IHERZTOVITELHBOFT,

=7z
=T\ I:I.I-.E

September 25,2023

SOt arTR MTOREY ZICDOWTEHBALET:

» Azure Active Directory %= #H L 758
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o RTIKRY T I INYA 2 F VeBEE
e JITL—2aVvEEE—EXR

+ SSO LS DEBEE

« AX—kA—F

o BEANFELI—Y— (ERI—HY—) OF7IEX

Azure Active Directory %= £/ L 7=:%;

September 25,2023
PN

C DEeld. Azure TR b2 VDA TOAERATE X,

Z—XIETVWT, Azure I 2D Linux VDA =BT £9:

« Azure AD DS £1ii%# VM, VM 4% Azure Active Directory (AAD) R X >H—E X (DS) OEER
RXAVIZBMLTVWE T, I—HF—IF R XM VERBRZFERALTVMICOI A LET,

o FXAVESMVYM, VM AL AADID H—ERB\ESINTHH, 1—H—-Fifz/ELET, 21— &
AAD ERgIEHREFERLTVYMICOJ AV LE T,

AAD DS 5L T AAD ICDWTE#L < I, TB55DMicrosoft HDEREEZBBL TLIET L,

CDRETIF. FXTVIEBMVDATAAD ID H—ERXRZBMUE L UHEHT 2 HEICDOWVWTHIAL X T,

HYR—FTINTVWETs A MJE2—Y 3>

« Ubuntu 22.04. 20.04
« RHELS8.7. 8.6, 8.4. 7.9
« SUSE154

L <&, Microsoft HDsEEEBBL TSIV,

BN D RRE & O]t

RHEL 7.9 Tl&. AAD 2 —+#'—3B:Ef#%Ic. PAM (Pluggable Authentication Module: 7354« > A ge %3R5 €
Ta—JL) opam_loginuid.sop’loginuiddREICKBKLFd, COMEICLD. AAD 2—H—(Z VDA
Tyl avICTIERTERLEDET,
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CORMEEEET SICIE. /etc/pam.d/remoteTSession required pam_loginuid.sofT%

IXVETPTRLET, FIELTUTORIU =223y bZSRLTIETL,

#¥PAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password  include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

|¥scssion required pam_loginuid.so

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . So

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

FE1: Azure Portal TF> 7L — MREET Y U EERT B

Tr7L—hMrETIVEER L. AzureCLIZ VM ICA >R b—ILLET,

1. Azure Portal TF> 7L — MRV V% EB L £3. [Review + create] #2Uv o3 3HilC.
agement] %27 T [Login with Azure AD] #:ERL T 7E3 L\,

Home » Create a resource

Create a virtual machine

Basics  Disks  MNetworking  Management  Advanced  Tags  Review + create
Configure monitoring and management aptions for your Vil

Arure Security Center

Azure Security Center provides unified security management and achanced threat protection across hybrid cloud worklaads.
Learn mere o

@ Your subseription i protected by Anare Security Center standard plan

Monitaring

Boot disgnostics (®) Erable with managed storage account (recommended)
() Erable with custom storage account
() Disabie

Erable O guest diagnostics (]

Identity
Sysbem assigned managed identity I:l

@ Sistem managed identity must be on to login with Azure AD credentials

Arure AD

) RBAC role assignment of Virtual Madhine Administrator Login or Virmsal Machine
Uitir Loginis feeraineel wha ing Arues AD login. Lajen are ©

W Aure AD login mow uses S5H certifcate-baued authentication You wil reed to use an S5 clent that supports OpenSSH
eenificates Yeu can e Arute CU e Cloud Shell from the Azure Fortal Ltam mose o

Auta-ghutdown

Erable auto-shutdown :I

Backup

Erable batkup a

Guest 05 updates

Patch oechestration opsions gyt ittt w

i Some patch orchestration options are nat available for this image. Learn more

[ seven  ovve— I LTV TR

[Man-
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2. 77l —bMRET>>TAzUreCLI Z VM I/ > X b—=JLLE T,
# L <&, Microsoft Hmz2EE#BRBL TLIET L,

FIE2: 7T L—MREII IV TIRZ—A A= R EE

YA —A X—=#EHET 31215, "TMachine Creation Services (MCS) %{#A L 7= Linux VDA O{ER1 @
FIE3: YAAZ—A A= D%EE] OFIBICR>TLIETI L,

FIE3: 7oTL—MREAIS VZ FXAVFSME—RICRET S

RRAZ—AR=J R LS. ROFIBICE>TVM Z RXAVEBME-—RICKRELEFT:

1. OV RTIAYTIDERDRV) T ERTLET,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. function read_non_domain_joined_info() %8>y T.NonDomainJoinednfEx2
ICEBELET, Fle LT AOOI—RIJOvIEBBLTLIEEL,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${
id_disk_mnt_point }
$9{
ad_info_file_path }
| grep '[TrustIdentity]' | sed 's/\s//g'"

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
4

}

<!--NeedCopy—-->

3. EEZRELEY,
4. TUTL—MREIIVED vy IOV LET,
Flg4: 7>7L—MrEIY>VH S Linux VM ZER T 3

RAXAVIESMT Y TL— MRETS VY OEENTE LS. ROFIRICHE>TVM ZER L EFT:

1. CitrixCloud icr>r> L %9,
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2. CitrixDaaS #4 7 o Uy o LT, [EensEm] BEIVY—IILICTI7ERLET,

3. [¥>¥>Hh%404] . Machine Creation Services B L TF> 7L — MRIET> >H 5 Linux VM %1
BB e%BIRLET, #L <. CitrixDaaS R¥axX> bd TR X+ VIEEMD VDA #8BLTL
el AN

FIE5: LinuxVM (Z AAD 2—H#—T7ho > r2EDHTS

KX EBMYM 2R LS. TNSICAAD 2—H—7hHU Y rEEIDYETET,
AAD 2 —H—=7AU > rZ VMICEID HTBICIE. ROFIRICTEVET:
1. EBET7HIV M E2FERALTVMIZZZERLETD.

2. [Identify] > [System assigned] %7 T. [System Identity] #&%ICL %7,

| Identity

System assigred  User assigned

% Continuous delivery

{ Redresh f Goa feedback?

Operations

5 Auto-shutdown

3. [Access control (IAM)] > [Role assignments] %7 <. [Virtual Machine User Login] 0% R
2F BEIZISCTAAD 2—H—7ho > rZEMLET,

%) | Access control (IAM)
Virtual machine
> Search (Cmd+/) « {- Add | Download role assignments Edit columns () Refresh 27 Got feedback?
K3 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —_—
A Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2% 2000
/¥ Diagnose and solve problems
Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
Name Type Role Scope Condition
& Connect D w P!
£ Disks > Contributor
B size > Owner

© Microsoft Defender for Cloud
\ Virtual Machine User Login
& Advisor recommendations

4 O . User Virtual Machine User Login @ This resource None
Extensions + applications

RXA2IESMVDANDOOT 7>

HBROI Y RI—H—E. EXAVIESIMVDAIC2 DDOFZETAT AV TEET, HABFIBEIIRDEH DT
K
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1. Workspace 7 7V B8 L. AAD I—H—RBENRXAT—REANALTT—IAR=RIIOTF VL &
¥ [Workspace] R—JHEEF £,

2. RXAVEBMT RO by T2HdTNIV Yo LET, [AAD LOGIN] R—=IHERRINET,

ZOR—=TE. VDA TRHRESINTWROJ MY E—F (FNAAROA—RFRIEAAD 7HU Y MR T—R)
IC&>TERLEDET, T74IETIE Linux VDA IE. RO K SICTFNAROI—ROJAVE—REFALT
AAD 1—H—%IIL %9, EBEIF. BBICHLT. OF1VE—REAAD 7HU Y M RXRT—RICEE
TEFT, FIBICOWTHEHLLIFE. UBROEI> 3V EBRL TSI,

3. BEDOERICESVT. ROVWThHIDHEETTRI by Tty avicni4 v LET:

¢ QRI—REXFv LT, I—REAHLET,
« AAD I—H—B L KZAT—REAALET,

AAD 7 AU Y MNZAT—ROJA VE—RADEE

FI7 A4 T LINuXVDAIETNA ZO—REFERALTAAD 22— —%B:EL 9, %L <&, Microsoft ttm
HEEBBLTLESV, OF1YE—RE [AADT7HUY N NZAT—R] ICEET3ICIE. ROFIEEZRTLE
EX

VDA TxD X > RERFTL. AADAcctPwdAuthEnablex—%RDI3T. ZDOEX0OXx00000001IcEE
L£Y,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "Ox00000001" --force

<!--NeedCopy-->

:

Co75EE. Microsoft 7Hw > by £7:13 2 BRBENBHICH > TVWB T AT hTIEER £ A,
ATINRY T2 TS A 27 VR

September 25, 2023

StoreFront X k7ICT7 VR T B cdD1—H—&igiEHR=Z. Linux @iF Citrix Workspace 7 71 & & U Citrix
Receiver for Linux 13.10 ® AuthManager €2 a—JLICAATE 9. ANH%k. 21— —EEBEHREBEANNT
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%<, LinuxREBTRI by Ty avhsRBTRI My IELUVT TV —>avil. 95347V hE
FRLT77ERTEEY,
7
C DaEIE Linux @7 Citrix Workspace 7 71 & & U Citrix Receiver for Linux 13.10 THHR— k3N T
W&,

COWBEZBIMICT BICIE:
1. Linux VDA iZ. Linux [+ Citrix Workspace 7 7 1J & 7zia Citrix Receiver for Linux 13.10 - > X +
—JLLET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix # 7 > O— RR—=IHh5 7SV AE AT O—RL
9,

FIHxIW DA YA R—=ILIXRIE. [Jopt/Citrix/ICAClient/TF. BERZNRIZTIVEA VA L—ILT 35
&. ICAROOT IRIBET#E RIED1 VA =L %EZBBITZLSRELE T,

2. Citrix StoreFront €3>V —ILT. RO X ;7 HTTP EARBEAREBIML £9,

Manage Authentication Methods - two

Select the methods which users will use to authenticate and access resources, 0
Method | Settings
#|  User name and password
[ ] SAML Authentication -

[ | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Seart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [antlcatlcur?l methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP BARMI%HAI T 3ICId. RDF—% AuthManager #57 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (ZBML E9:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 281


https://www.citrix.com/downloads/

Linux Virtual Delivery Agent 2305

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROARYVRZRTLT BESNETA LI MU —FEAZZ T YA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. ROOATY RERITLT. COMEZEMICLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0

x00000001"
<!--NeedCopy-->

6. LinuX{REFRI by FEwvsayaERIBLT. Tty a>TLinux @i Citrix Workspace 7 71 &
foi& Citrix Receiver for Linux 13.10 #2#81L £ 9,

Citrix Workspace 77U ¥ TRBIL 2L FIZ. AT THATY COANNEROSNET, LURIE. IBE
BAOISTICEBNICOIA Y LET,

:

AbT7T7H T O HTTPSURL ZABNL £,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wour [T departrment.

https:/J

Cancel Add
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JxT7L—>ay Bt —E X

February 9, 2024

TJIFL—>a VB —E X (FAS) R LT, LInuXVDAICAS A>3 32— -5 I3 N TEET,
Linux VDA (&, FAS O % >i#Elc Windows VDA £ [E L Windows EBiE%ER L £ 9, FAS A® Windows &
BOBRICOWTIE, Tz 7L —> 3 Vi —E R 28RBLTLIETV, COLETIK. Linux VDA ICEE®
EmMERERHELET,

A
o Linux VDA iZ. In-session Behavior ;R > —%HR—rLTULEEA.
o Linux VDA IZ. BEWEGZFEALTFAS Y —N—F—42%%E5L %7,

+ 2206 1) 1) — LA, ctxsetup.sh Ad CTX_XDL_FAS_LIST Z#E/A L T. Linux VDA fild FAS R—
FEARFIIAITERLSICHEDFE LT, #LIE ToRAMIE2—2 3> T2 d Linux VDA O
YAP=ICETBEETSRL TR,

Linux VDA T® FAS Ok
RHEL 8.x & & U Rocky Linux 8.x T® FAS #R— k

FAS iZ. RHEL 8.x & & ¥ Rocky Linux 8.x TBELLr A& o7 pam_krb5 € a—JLICkEFELET, YILFEv> 3
> 0S E— RTINS RHEL 8.x & T Rocky Linux 8.x DX > T FAS AT 2551k, ROFIENMKE
TY, ¥>JIILtwv>3> 0S (VD) E— R TRMEINS RHEL 8.x & U Rocky Linux8.x d< > > FAS 05
B ROFIEIFRF Yy FLTHEBVEE A

1. &x® Web # +H5 pam_krb5-2.4.8-6 V—2Xd—RKRz4o>O—-RLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8.x #& U Rocky Linux 8.x T pam_krb5 €2 a—)LZEJLRLTA YR M=)LLE T,
yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make

make install

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 283


https://docs.citrix.com/ja-jp/federated-authentication-service.html
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html

Linux Virtual Delivery Agent 2305

<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so fMER SN e #BERBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

FAS F —N\—DHRE
Linux VDA O##1 > X k—JL T FAS 2B ¥ 5IC1&. ctxinstall.sh # 7-id ctxsetup.sh RT3 FIC&
FAS 4—/N\—@ FQDN ZAH L £7,
P
FAS #—/\—IZ. Active Directory J)IL—7RU > —ZBL THEBRINE T, FX1> GPO TDFASKU >
—REICDVWTEHLLIE TTIL—TR)>—D#E1 28R LTI,

Linux VDA IZ AD ZIL—7RU > —ZHR— b LTVWARWVWED, RDDICEZ IOV TSN FASH—N
—D—BEEFEATEIEFT, UTORITEFREL T ZT L

« UZ ~OIBEFIE. Active Directory JIL—7RU S —TRELDHDLEL THIBELHD £,

s WINDDH—N—=T RLIDEIFEINTVE5EIE. TOTHZ <none> X LS XFHTEDHT,
—N=TRLADA YTy I REEEETICHEIFLET,

12X b=LEHD LinuxVDA 27y 7 L—RT 3563, ctxsetup.shzBXETI35 I TFAS H—/\—
ERETEET, 3. ROOATYVRERITLTFASHY—N—%%REL. ctxvdatr—EX2BEHL THREZ
BWITEHENTEET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@ERLTFASH—N—Z2EHI3ICIF. ROIYYFZERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->
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HARREDT VR =L

I—Y—ORAZEERIET BICIF. IL— b~ CAGERAZE E IR TOFREEEREE VDA ICA YR b—ILLET, Tt X
& JL— bk CAHEBAZ %R 1 > X b—ILT 3ICId. #IiRD Microsoft CA 150 CAIFAZEDENE (AD T)1 OFIE
TAD JL— MEEEAE ST 2D Fid)— b~ CAH—NnN— (http://CA-SERVER/certsrv) h5aEA
Z0DERFERZZY>O-F L&Y,

P

RDAX Y RIE. PREGEAZEOBRICHERAINE T,

RDES5HIATREERITLT. DER771JL (.crt. .cer. .der) # PEM LT,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

HWT, ROKSHIATYRERITLT, JL— bk CAfEBBEZopenss T LY FUICA YR M—=)LLET:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

P

JL— bk CAZERAZ % [root XA TICEN RV T TV, BLWTLES . FASIZ/L— ~ CAZFRAZ DHiHEY
DIEMRZFHFH £ Ao

ctxfascfg.sh o217

ctxfascfg.sh XU 7+ RTLTFAS Z#BL £7:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE-—RTEITTIZLSIC. BIREEHIEBMINET:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: Active Directory o
e h %z iE T CTX_EASYINSTALL_ADINTEGRATIONWAYAEE E T I T W % H A,
CTX_EASYINSTALL_ADINTEGRATIONWAYrRICETY.CTX_EASYINSTALL_ADINTEGRATIONWAY
MEESIhTLAWES. CTX_FAS_ADINTEGRATIONWAYIIMEOEZFERAL 7,

+ CTX_FAS_CERT_PATH =<certificate path>: )L — FIBAZ X TR TOTRIEAZZEMT 5 7 IL/XR
EIEELEY, T, lcertificate pathy ISHEAED /XX TT,

+ CTX_FAS_KDC_HOSTNAME: PBIS 2R3 3 & Fic. ¥F—EHEtE>¥— (KDC) ORI +EEIEEL F
ERS

« CTX_FAS_PKINIT_KDC_HOSTNAME: PKINITKDC R X b BZIEEL FJ. FICEELAHWVLRD
CTX_FAS_KDC_HOSTNAME £ B L T9. % ® Delivery Controller % 3% & 1. FX1>DITA
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To KDC R R + &% [etc[krb5.conf 7 7 1 JL® pkinit_kdc_hostname (i8I L 9, %L < Id.
Knowledge Center »CTX322129% BB L T LI L,

IEL W Active Directory #i&75:5% 28R L. MBAEDQELWAREANALES (Bl: /etc/pki/CA/certs/
Yo

KIS TORT YT M krb5-pkinit /Ny —2 v pam_krb5 Xy ir—S% 14X =)L, BETIHERT 7T
LWeRELE Y,

FAS Q&ML
Linux VDA T FAS ZEMICT 3ICiE. ROOIYY REFEAL T ConfDB 5§ RTDH FAS r—N—%HlIER L %
E
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HIFREIE

o FASTHR—FINTWBE TSy b7 x—LE AD DHEEFZEIIESNTVET, ROT L) v IX%ESEL

TLlEaw:
Winbind SSSD Centrify PBIS

Amazon Linux 2 =48 =48 =qA [=qA
Debian 11.3 [qA [=qA [=qA (=YW
RHEL 9.1/9.0 =48 =48 (AYAY- (AYAY-
RHEL 8.7/8.6/8.4 W &L W W
RHEL 7.9. =40 =40 =40 =40
Cent0S 7.9
Rocky Linux (=40 (=40 LW LW
9.1/9.0
Rocky Linux (=40 (=40 LW LW
8.7/8.6
SUSE 15.4 =4 [=qw [=yqw (RAIAY-4
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Winbind SSSD Centrify PBIS

Ubuntu =48 =48 [=4a [=4a
22.04/20.04

« /E. FASROv/7EEZYR—FLTVWERA. By arTOVIREZYEI Vv o33 FAS 2R
LTy avIicBEOJA T3 LIFTEEEA,

¢« ZOU)—=RATIE. 177 L= a3 ifift—EXDT7—F T 7 F v DIE] OB THEL TWLWBE—RHN
7 FASBIEoA MY R—rInTHED. Windows 10 Azure AD Join 32 FhFHA.

NSNS a—Fa>T
FASO ST a—FT4 >0 %754, LINUXVDABELS A VX h—ILTh, BEIhTWB . BLUN
27— ReBiEZFEALTFAS UMDY 3 Y2 BRI M7 TERICEH TE S L ZRABL T LT L,

FAS Lish ot v > 3 > hiEYICHEE L TW315E&1E. Login 25 Xd HDX O4 L ~JL% VERBOSE IZ:&%E L. VDA
O LAJL% TRACE IZRREL £9, Linux VDA D kL —2O07 %G 3 A7%ICD2WTIE Knowledge Center
DCTX22013005EHFZBRL T ZSI L,

Linux XDPing v — L%/ L T Linux VDA IRIZIC—RA B EBROBBEI AVWHERTZ L bTEFET, ¥L<
i&. ™XDPing1 Z&BBL T EE L,

FAS 4 —N—HBlIT5—

FASZt7h oty g rREd3ekBmLET,
[var/log/xdl/hdx.log #FER L. KOLSHRIZ—AJZFRLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list
is well configurated in condb
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

RS ROy RERTLT.Citrix LY X +UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/

h¥ <Your-FAS-Server-List> IC®RETNTVWB e #HERBLF T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFOREHLNEE> TULWBHBEIE. BiRD TFAS H—N—0DEFE1 OFIBICH->THEIRELF Y.

& > 7c CA SEERE DB

FASZRE7h oty areiBs kML EY, REDOVr Y FUNKRTEIN, BURICEZXEY,

Invalid Login

oK |

[var/log/xdl/hdx.log ###RB L. KDLSBRIS—OJ%FLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...
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2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->

ERE Jetc/krb5.confiZ/l— bk CASFERE Y AR TOHRIEIEAZEZRMT I TINIBELLBESTNT
WBRZCZRBBLET, ZILNRIFRODLSICED T

[realms]

EXAMPLE.COM = {

= DIR:/etc/pki/CA/certs/

©
>~
.
S5
b
Ir'f'
)
=)
0
=
(@]
)
0

|

<!--NeedCopy-->

BEOREHNEE > TVBIHHIF. AIRD MFEEAZDO > 2 b —)L) OFIBEICK > TBRELE T,

Frcld. IL— b+ CAGSERENBMHE S D ZHRBL £,
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SYROUTAODRRVEYTIS—

FAS I3 SAMLZBEEICE DTN E T, ADFS 2—H—HMADFS OJF o R—STA—H—FENRT—RZAN
TR RDIS—DERETZEHHDFET,

There was a failure with the mapped account.

COIZ—IE ADFS 2—H—PDEBICHEDBINLA ADICP v FUdA—HF—ABRIATLWEVLIEERLTY
£,

BRE ADICPvYRUTADY R ZRELEY,

ADFS DB LTV L

FAS Z h7ADOTA VHICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COfEIE. ADFS B BTN TVAWKRET. FAS X b 7H SAMLSBEEZ AT 5 L SICIBR TN TVWRIGEICHE
ELEYS

fRRE JxTL—>arvilBEY—EXADADFSIAP 0RBRFLIE 1727 L —> 3 VEBEEY —E Z® ADFS
DERL ZBRLTILET W,

REBHR

o —RAIR FASIRIRICDOWTIE, 1727 L—2a Vel —ERDT7—F 77 F v OlE] 28RBL TS
LYo
e 7ITL—2ariBEY—EXD TEHEALIERI TIE TH%El ORBZB/BNALTVETD,
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BERN oD RERE
FAS MER TN TWVWBIHA. REBUIOXFZHERLTART R by TR 7Ty a v ZRIRALESET

8. KBIBIHHBOES,

& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwH:RHELT4"

EIPEyp73

CAYV—ILoD [F¥7L—tDE®E] Ko vo L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iFHNMSBET ] &= [BERICEFEFNZ] ICEBELFET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 291



Linux Virtual Delivery Agent 2305

Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

FIDO2 (FLEa—)

September 25, 2023

I3

=

Linux VDA TRX kT TW3 Google Chrome ZEAL T Web 1 MMZT7 o2 93700 FIDO2 B
ETTET,
A
COWREIITLEI—BRETY, 7L Ea—HiEIE. —SIRBOFEDOHEDNHD 7, £/o. EHEGHRIEU
HTCOFEREZEEDOLET, TLE2—ETREONM oL, Citrix 7V Z ALY R—FTIEHR—FS
nExtA.
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Linux VDA i&. FIDO2 & Google Chrome OEAEHOEDHETFR—FLET,

FIDO2 sBit 2R E Y B ICiE. ROFIEZERITLET:
1. Citrix FIDO2 LSRNy 7 —Y = 4o >O0— K LET,

a) Citrix Virtual Apps and Desktops 4w >O0—RR=JIZF IR LT,
b) &% /N— 3 > Citrix Virtual Apps and Desktops # BB L £95
) Components #21) w2 LT LinuxVDA%#RDI+ %7,
) LInuxVDA%Z 2w o LTHE I YO—RR—SEREET,
)
)
)

Qo N

V=N Tr—==FA7>O0—RLET,

V—Z2NNwTr—o%EL T, FIDO2-JavaScript-Extensions.zip # R DI £ 9,

FIDO2 fEaRtgaE/ S v r — SR R L £ 9, FIDO2 H3RIEAET + L & b U 1 [extensions]>[chrome]
> [fido2] icHD £,

-~ M

ga

2. Google Chrome iZ Citrix FIDO2 #i3Rigae =B L £ 9

a) LinuxVDA TRR hEThTW3 Google Chrome #FZ £7,

b) 7RLZAN—DERIZHZ 3 D2ORY hXZa—%0U vy L. [FOtDY—IL] > [HiRigE] %%
RLET,

CilriX | Product documentation

NetScaler is back! Discover the new home for NetScaler product documentation.

Citrix Product documentation

Search Product documentation

All Products

¢ [FROYN—FE—R] ICYIDEZET,
[ it Product Documentation BN e x4 v - 8 x
& > C @ Chrome | chrome://extensions © & &0

= @ Extensions

d) INyTr—ohdhTuiRWIRREEEFA D] #2Uv o L. [extensions] > [chrome] >
[fido2] TimRIRET v LU MU ERIRLE T,

3. FIDO2 itz =AY 3 Web #r b T, FIDO2 BiEZ AT 370D FIDO2 ¥ a7 F—%2ERL F
ERS

a) Citrix Workspace 7 7UNA Y XA b—=LENTWBEISA 7> MIFIDO2 X2 ) ForF—%8EAN
L&,
b) 2ERZBAE=EMICL. Rz LTFIDO2 2L £7,

FIDO2 SRIENFBEIND L. Web 1 MIERBICT /LR I3 DICEF2VTF—%22YvFITBL3ICKRD5
nEy,
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SSO LSt DERz

September 25, 2023

COsETIE. Linux VDA TSSO (3> FILHa>AY) TRAWRIMEZEBMCTIAEICDOVWTHBLET,

HE

T 74 FTIE Linux VDA TIZS YL > %> (SSO) BEMICHE>TWET, I—H¥—Id. 1 D0OEKIER
Dt hEFEAL T Citrix Workspace 77U e VDA v avicOd+ > LET,

dA—H—HBOEEEHROtY b2FERALTVDALY S 3 »ICOJF > TES L5109 3ICIE. Linux VDA T SSO
ZEMILET, ROKRIE. SSO LD FVATHR- SN TWVWE I - FEZOEAEDEERLTVE
ERS

Citrix Workspace 7 71 VDAtvy> 3>
A-%—%& A-—%—%&
AX—bA—F a—H—%
a—H¥-F AX—hkAH—F
FAS AX—bAH—F
SSO DELNL

Linux VDA TRDIOAY Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "

fPromptForDifferentUser" -d "0Ox00000001" --force
<!--NeedCopy-->

AX—bA—F

April 18,2024

Linux R8T X7 by FEvoavIicQIAYTREEIL. IFAT Y AT NA REBESNIAY— M A—FER
FAEICES SN TEET, COMEEIE. ICARY— b A—FREFyRXILLETORY—FA—FDOULEAL T MIE
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SDTEREINET, LY aYHATANY— M HI—REFERATZIEHTEET, RDLSHBI—XT—IADHD F
ER

e RFaXYbADTTHILEBRZDIEN
o X—LDOBSKELIZBS KRR
+ Web 1 kADRs

Linux VDA iZ. Co#aeic Windows VDA ¥ RICHERZFERALE T, #L<IE. CDRED IAv—FhH—RIEE
ZIENT 21 £ a3 EBRBLTLLETL,
pa o
Linux VDAt v >3 >YATIYy 7Nt XY — b A— R%ZERL T Citrix Gateway ICH1>A >3k
&, Y R—FrINTULWEEA.

GlEes

AX— b A—FRICELBNRZIN—FEEZERTET 2 MMNE. ROFHICEDEBD FT:
o LinuxVDA D, ROVWTNHDT A ARV E2—2 3 VA YR M—ILETNTWS:

- RHEL9.1/9.0

- RHEL 8.7/8.6/8.4

- RHEL7. CentOS7
- Rocky Linux9.1/9.0
- Rocky Linux 8.7/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Debian11.3

VDA @ > X b—)LH5ET L7=5. VDA At Delivery Controller iCEBRTE, RI Nz Linux TR kv
Tt v a>k Windows ERgEREFERAL TR TEI 3 2R L £7,

s OpenSCHAHR— b TBERI— b H—RHBEAINTUVS, LI TOpenSCHRY—FH— Rz HR—
FLTWBZ iRl ZBRBLTLETL,

« Windows @i Citrix Workspace 7 7UhMER I N T W 3,
openSC ATV —rH—RZHR—FLTWEZ & DORER
OpenSC (&, RHEL 7.4 LI TAK AT TWE AT — FA— R RS /N—T7, OpenSC & CoolKey ¥ =%

ICERMDHZBMT. TEIEABEOIY—FO—REHYR—-FLZFT (TSmart Card Support in Red Hat
Enterprise Linuxy #£8),
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ZORETIE. BREHPTZ-00fHe LT, YubiKey RY—rA—FEFERHL X7, YubiKey IZ. Amazon %
D/NEEEHD SEHEICEANTE 3—1FE 0 USB CCID PIVF/N1 XTF, OpenSC RS /N—Id. YubiKey %4
/-_ﬁ'_' ]\ bfb‘i?‘o

HOEBERAY— M- RBBBICR S 12HEIF. HR— /RO Linux ¥4 X bJE2—> 3> OpenSC /X
W= A VA M—ILEINTBETSO VR EELE T, OpenSC DA VX —=)LIZDW T, TRAY—FA—R R
FAN—ZA VA L=)LT2] ZBRLTLIETV, AXN—FAH—FZBEAL. XD RZETLT. OpenSC
MAY—bA—FRZHR—FLTVWE L ERBLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

104
IL— hEEFAEZ EET S

JL— MEEBBEIR. AV — M HO—RROIREE RT3 -OICERINE T, JL— FEBAEEA Y YO—-RLTT Y
XA L=ILTBICIE. XOFIEZTETLE T,
1. BEIE CAY—N—Hm5, JL— :EAZE% PEM X TEIEL £,
RDES5HITRERITLT. DERZ771JL (*.crt. *.cer. *.der) # PEM ICZHQTEFJ, XDIATYV
KfEITl. certnew.cer (X DER 7 71ILT9,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. JL—hiEBAZE%Zopenss 1T« LI MUICA YR M—=LLE T, Bl LT certnew.pem 7 71 )LEfERL
TWEY,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy—-->

ILW—FEREE A YA M= T BHDNREERT BICIE. sudo mdkir —-p <path where
you install the root certificate>%xTLF7,

RHEL 8.x 5 & U Rocky Linux 8.x T pam_krb5 €2 a2—IL2EI/LRT 3

ZAX— b #H—RBiEIE. RHEL 8.x & & U Rocky Linux 8.x TEELEICZ& o7z pam_krb5 £ 2 —JLICKkTFEL £ 95
JILFEyv 3> 0S E—RTRMINS RHEL 8.x & U Rocky Linux 8 X DY > TRY— b h— REBEE%EE
B3 3581 ROFIBEHBETY, >>JIIEy> 3> 0S (VD) E—RTiRESIHNS RHEL 8.x & & U Rocky
Linux8.x Y > DAY — b A— RBIADIHFE. ROFIRIZZXF v TLTHBVEE A

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd—RF&4U>O—-RFLET,
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2. RHEL 8.x & Uf Rocky Linux 8.x T pam_krb5 €2 a—)LZEJLRLTA YR b=ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME I NcC e R L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AR — b A—PFIRIEZEBHT

ctxsmartlogon.sh X7 U 7 b2 FEBLTAY— FH—RFREZERTZID. FHTERERT TR LHTEE
ER

(723> 1) ctxsmartlogon.sh X2 ) 7+ #ERALTAY—th— RIBEZERT 3
i

ctxsmartlogon.sh 2 7 U 7 ~id. PKINIT 1E#®%Z T 7 )L b OEHICEML £3, CORE I
[etc/krb5.conf B 7 7 1 L2 ERLTEETEE T,

AX—bH—REMNOTERT SIS, ctxsmartlogon.sh 20 ) P ERTLTAY— b H—FERIEEZERL E
ER

B>k

R X1 >ADBNIC SSSD #ERA L TW 3B aIE. ctxsmartlogon.sh ®E17#(2 SSSD #H—E X2 BiEE# L
TLET L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIFRDELSICHRDFT:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.
#

. You can

3w

d logon? (y/n)[yl y
ry integration method

ent packages.
please wait...
5] already installed.

onfigure kr

ify the path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

/krb5.conf configu successfully.
> PAM files.

path to the smart card PKCS1l driver (e.g., /usr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

ctxsmartlogon.sh 27 U7+ Z2RITLT. AR— M A—RZEMICTEZILHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

BRIIRDESICHEDFT:

#:#-_' s N L W s o

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the ns sary packages and changes to
the configuration fTiles.

The ctxsmartlogon.sh adds pkinit information to the default realm. You can

chz » this setting through the /fetc/krb5.conf configuration file.
H

#
#
#
# Note:
#
#
#

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(F7>a3>2) AR—rH—REBEZFHTHER TS Linux VDA I&. Windows VDA B AY— 71— RE
BERFERALET, COBWETIE. RXr>3aY bO—5—. Microsoft sEPAH#RES (CA). 1> &Z—w b1 T+ X
—> 3% —E X, Citrix StoreFront. Citrix Workspace 77U AL, B8O AVR—% > h2ERTIHELH
D %9, YubiKey 2% —Fh—RICED<KBRICOVTE#L < IZ. Knowledge Center »CTX206156D:2E%%
BLTLIET WL,

ROFIBICEDHIHI. UTFORICDWTHEELTLETWL:

e IRTHDIAVKR—RY MHIELLEBHRINTWLS,
o MBX—raA—H—iIHENIATY—FA—RIZHATO-RTNTWS,
e 2V —b+rA—FR%ZEBLTVDAICEEICOJ AV TE %,
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PC/SC Lite X\vw4s—C%1> X +—JLF3 PCSCLite i¥. Linux To/N\—YF LAY Ea—4—/ZAX—+H—
k (PC/SC) HiFDEETT, AN—rH—RPU—L—rBETSHD Windows AX—bH—RA1>42—7Jx
A 2ERMHLEFT, LINuUXVDATORXY—bAH—RUAAL T I PC/SCLARILTREINTVET,

ROAR Y R%ERTLT. PC/SCLite Xy —S% 1> XM—JLLET:
RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AI—FA—RRSAN=%AVX+—)LTSE OpenSCik. BLFEAINTVWEIRAY—rA—RRSIN—-TT,
OpenSC A Y X b—ILETNTULARWEEIK. KOOIV RERTLTIYAM—ILLETY:

RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

AX—bH—RZBIEADOPAM EP2— L2 YR b=)LT3E KOIATY RERTLT. pam_krb5 & T
krb5-pkinit €22 —I)LE1 > X b—=JLLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3:
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apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EY a—JLid. 7551 VABERIBIIES 2 —IL T PAM KIS 71— 3 >id. pam_krb5 %
FRLTNART—rEERL. F—BHRt>%2— (KDC) oF v FEREF7 v hEBETI£9, krb5-pkinit £
Ja—JLIZIE PKINIT 7351 VHEENTVWT. 547> O EF— CHIAEZFERA L T KDC h 5 ¥HIERS
BRENETESLSICLET,

pam_krb5 €22 —)L%#EKTS pam_krb5 €2 a—)LIE KDC 355 L T. A¥— b H— RROEAE % FEH
LT Kerberos ¥4 v r#BBL £9, PAM T pam_krb5 sBsE2 EMICT B ICIE. AOAX Y RERTLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 17 71 JLIC. REOEIHICKLC 7 PKINIT B®R%ZEML £75
pE
pkinit_cert_match # 7> 3> i3, 517> MEBAED PKINIT REOSTICERINZEIIC—HT B4
EHHZ—BHRAUEZEELFT, —BRADOHEIXDLHDTY:

[relation-operator] component-rule -

. relation-operator (3 && (§RNTOIVR—% > MRRID—BTZHENHS) £7ziE|| 1203VK
—X > MRAIOADN—HTZHENHB) OVWITNLZFERTIEHT,

A krb5.conf 7 71 ILoflERICRLE S :

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

WA 7 77/l PKINIT Bz EBIML B ROESICRD T,
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CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

PAMZREE %18 e % PAMBR 7 71 ILIE. EDES 2—)L% PAMZBEEICERA L TWAHh%ERL £, pam_krb5
EHHIES a—I)Lr LTEBMT 3iCiE. [etc/pam.d/smartcard-auth 7 7 1 JLICXRDITEEMLET:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfEA L1356, RERDEET 71 ILIFRDELSICBRD XY,

#%PAM-1.0

# This file is auto-generated.

# User changes will b

auth

auth s dol i e default=die] pam _krb5.so preauth_opt=X509 user_identity=PKCS1l:/usr/1ib/x86_64-1linux-gnu/pkcsll/opensc-pkcsll.so
auth i

auth

account
account
account
account
account
account

omedir.so umask=0077
r.so umask=0077
re] pam_succeed_if.so service in crond quiet use_uid

optional
session optional pam_krb5.so

(FF>3ay) AR—bH—REHERLEY VI VT Y

SYINTArFY (§SO) tid RETFTRI MY TRTIVr—o 3> ORBBICNIZIL—BIEEEET S
Citrix Dige=IEL £ 9. COWERICED. I—H—DPINZAHNTIEEDED £9, Linux VDA T SSO =M
¥ 3ICiF. Citrix Workspace 77U % #mR L £9., Windows VDA LR L#EEAEATY. L <id. Knowledge
Center @a2ECTX133982%7z 8B L T LI,

Citrix Workspace 77U TYIL—FR) > —%BRTHL Zd ROLSICRATI— b A— RBIEEBMCLF T,
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File Action View Help

e | 7@z H= 7T

Local Computer Policy * || Setting State Comment
fie= L’:romputer Configuration |i=| Kerberos authentication Mot configured Mo
" T So.f'tware Semhgs \iz| Local user name and password Enabled Mo
: J Wlnd.O\.c\rS Se.ttlngs 2] Smart card authentication Enabled No
4 || Administrative Templates

4 || Citrix Components A Smart card authentication =) x ._|
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
X cep
| Client Engine B .
= Di g ) Not Configured Comment: -
__| Diagnostics
| Fast Connect API Supg @ Enabled
] HDX MediaStream Flas — )
| Multi-Stream1CA | ||| © Disabled
|+ [ Network routing 3 Supported on: Al Citrix Receiver supparted platforms .
> | Remoting client device =
] SelfService
| StoreFront Options: Help:
| User authentication
[Z] User experience 7] Allow smart card authentication Use this policy to control how the client uses smart cards .
> || Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Drinters When enabled, this policy allows the remote server to access
] smart cards attached to the client device for authentication and
] System

7 other purposes,
1 | Windows Components
[y All Settings

L]

4, User Configuration
» [] Software Settings

‘When disabled, the server cannot access smart cards attached to
the client device.

2 _Ji\'\fmdows Settlngi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be

BEREAV—bA—ROTHY

BERERAV—bH— K& BEEDO HDXPC/SCR—ZXDAY—FH—RUAALL I FDHRIRTY, BEAAETV
WANIREBTRY—rH—REFATZHBEDONTA—IVIADAEELTVWET, #LIF. TRAY—FH—F] &5
BLTLSIESL,

Linux VDA I, TFD/N— 3 >0 Citrix Workspace 7 7 TEEANY— b H—REHR—KFLTWVWET:

« Citrix Receiver for Windows 4.12
+ Windows mli¥ Citrix Workspace 7 71) 1808 LAB&

ISATY R TERAV—FA—ROTAVEZEMICTZ SFRXY—bA—ROJFIE VDATIET 74U K

TEAMCE>TED, 9547 RTIETIAILENTEMCHE>TVWES, 7547V N TCEERY—MA—FROY

FToEBEMCT BICIE. BEET B StoreFront 41 k) defaultiica 7 7 1 ILICRDNS X —SZ—%EBML T :
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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IIATY R TREAR—MA— RO VZENCTSE 517V M TERAN—MA— RO F > ZEHICT
3ICi%. BE$ 3 StoreFront ¥ ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
SA—H—FHIFRLF T,

XDPing ®E1T

FROFIEDET#. Linux XDPing v — L% L T Linux VDA IR IC—RA BB OREN B ULWH RT3 C
CHTEFFET, s¥L <& TXDPingl 28BL T T W,

fERRHR
ZAI¥—bA—REFEALTLINUXVDA ICOJF> T3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REZFHALTLInuXVDAIZOJA>TEE Y,

e SSOTFUFTIE. FvvPaldhicAY—bA—RiEEE L PIN 2R L T, StoreFront ICB&EMICO
Jx>ENnEd, StoreFront TLINUXRETRI by Ty a RT3, AX— M h—RBHAD -
HIZ PIN #* Linux VDA ICBES N E T,

« JESSO > FUATIE, StoreFronticOJ7* >3 37DICHRAEEZERLTPIN ZANTBLS5RODSNE
¥o
r\"n"irn:lcwvs Security ﬁj

Select a Certificate

-
Windeows Security ﬁ

Microsoft Smart Card Provider
Please enter your PIN,

userl
Issuer: zhusl-DC-CA
Valid From: 11/15/2017 to 11/15/2018

Click here to view certificate prope...
ddc

2l PIN
Issuer: zhusl-DC-CA =) FI
Valid From: 9/19/2017 to 9/15/2018 | | | |

(e[

[ Laoce | ok | Cancel

StoreFront T LinUX (REF XU by Ty g >#BIBT5 L. LINuXVDAADOS A > DA T7OT Ry IR
DPROELSICRRINET, - —RIEFAI— M H—ROIEAEHL SHHEIN. OT A VZBEDTHICPINESH S
—EBANNTI3RELHDFT,

C OEIfEIE Windows VDA E[EIL T,
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" ctx-ddc.ctxdeviocal X 4 — [m] X

é — * ctx-ddc.ctxdev.local /Citrix/SmartManual Web Tk ‘ =5 :f.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

‘ Pin

Click here for more information

0K Cancel

AY—bH—REFEALTEY 3 VICBESTD

Ty avIlBESGTBICIE. AN—FH—RBISATURTNARICEGEINTVWB e EERELET, AV —
FA—RAEGINTUVWAREVWE BREFRKT 370, LINnuXVDABICIL—DFvviadqs Y ROUBRRRINT
TCICETLEYT, COBE. AN— M I—RDEFERIXAVvE—JIIRTIINEFHA

7=72 L. StoreFront AITIZ. Ly aVICBEGFELEEZICAY—FA—RBEGINTULARWE., StoreFront
Web ic&DhRD &S HBHAMNARTINZZEABD T,

Insert Smart Card ﬁ

Q Flease insert a smart card.

| Cancel | Details ==

HIFREIE

Linux 7 Rt UEa—>3a3> ¢ AD OHEHZEDREN LY R— b

o AX—FA—RNRZIIL—BiERF. RSNz LinuxFr R hUEa—> 3> ADSEREETR—FLE

To MDI LUy I RZBRL T ZTL:
Winbind SSSD Centrify
Debian 11.3 (=40 (=40 (=40
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Winbind SSSD Centrify
RHEL9.1/9.0 fEL &L LWLz
RHEL 8.7/8.6/8.4 [FL [FL fFLy
RHEL 7.9. Cent0S 7.9 [FL [FL [=qa
Rocky Linux 9.1/9.0 (=40 (=4 LW
Rocky Linux 8.7/8.6 (=40 (=40 LW
Ubuntu 22.04/20.04 &Ly &L IF Ly

AIY— A= REDH LEOEERY > —

Linux VDA IZZY— rA— R OHIBRICT 7 )L FOEIMED A ZER L TLWE T, Linux VDA ICIEERICOIF > L
BTRY—PAO—FRZEDINTH, Ly P aVFEHRINALIRICED, tydavEamIFAOvITnEE A

ORI — b H—RELIUTPKCSH#L1 51 TS UDHR—

Citrix &, SRAARY—bA—RUAAL IOV ) a—> a3 FRELEY, HR—F—%IC OpenSC XY —+H
—ROBDBRRINETH, ORI — b A—FRBLUVPKCSHLIL S TSUDFERZRTCHTEFET, BHED
AX—bA— R EIEFPKCSH11 S TS UICHIDE X 3114
1. PKCSH#H11 51750 DTARTDopensc-pkcsll.sorYRAEVAEBESMZ £,
2. PKCSHI1 SA TS UDBELISRMNIADNRAZRETDICIE. ROOAT Y REERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 51735 (fusr/lib64/pkcsll/opensc-pkcsll.so Y) #EBL%T,

3. VA7V TEEAR— b A—FOTF 2 EMICLET,

B AR BRI —H— (BERI—T—) OT7IEX

April 18,2024

StoreFront %7:i& Citrix Workspace 7 7 U ICERBERZRTETIC. I—HF—DBT7 TV r—2 3> 70 by
TICTVERATEDLSICTBCENTEET, BTN TVWEVWI—H—IZT7 I/ EREZHFATTBICIE. BEEINT
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Wi Ww StoreFront Rk 7H&H D, FUNU =TI —TAHORBESTN TVWEWVWI—F—DT7 IR =BHICTIHE
BHD £,

A

D ARBRI—HY—ICLBET77ERIE. RXAVEMEH VDA TOATR—FINET,

Ty a oEFESE. BASTNTVWAVWI—F—IIXLTREYR— TN TVEEA, v a > DEF
&, Android @mir Citrix Workspace 7 7 THHHR— IR TV EH Ao

REHENTE L StoreFront X < 7 DERL

1. Citrix StoreFront B>V —ILOERAI VT [R+T7] /—FREBIRL T BRE] R120D [R T OE
Bl zoVvyoLET,

2. [RETE] R=T T ANTORFEEEL T [CORNTADOT I ZIERH (BER) I—H—ICDOHF
Ag3] ZEFEIRL. AAN] 200y o L%,

FL I TRRENFERZ FT7OER) ZBRBL TS

U/\U I — 70—CDIL,\DE7§{TE7Q~-1 -7 7":’2%%)&]"—3—6

TUNI=TNL=TE. WD2DDIIUAZOATDSERLIERS V2T IL—TRLIEDBDTS, TUNU=TI
—THOT IV =3 TR by TEERTEZ - —%2BET L. RiEcnTwWanW1I—H%—ic7ot
AZHATEET, #LIF

FTUNI) =TI —TDIER) #BRL TRV

RADRELRI—HY -ty a3 DTA RILEZALT I N ERET S

FEEDARBR A -ty g iciET 74N ETI0 D7 A RILEZA LTI RHRESNH. £y a vzl
Z2rEFMICOSAT73NET, LY X LURE AnonymousUserldleTime THXZLDT A RILZA LTI+
EBHRTIET, L XE ARZLDTARINEALT I ES5FIZHRETDICIE. ROAT Y RZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

x00000005
<!--NeedCopy-->

*quh‘Tgﬁl .U' @H_jtgk% ET%

RHAINTVWARVWI—F—DRAAFZRET 3IC1F. LI X ~UF— MaxAnonymousUserNumber =R L
£F9, COREICLD. BE—0 Linux VDA TRRHIETINZBANFREARI—HF—t v a VEHHIRINE T,
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COLPZAMIREZBRY BICIE. ctxreg Y —ILzERLET, X EZ 32 ICRETBICITROOATUF
ZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE.

BANABER - -ty aVHZEFIRLET, ARICEB NSty a VBB EREICZVWESE. VDA T
FRATEZAEDARRREDEEZSITEIIEDHDET,

NSNS a—Fa>T
FEDFRERI—Y -ty a v eBR TR EETE ROFEEFRL TSIV
s MEIDFRERI—HY—ty>avIicOIF > TEFEFEATLI

LY MUDREST LS CBHSNC L 2RABLET (0 ICBRE).

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

nesd H—EZHQRITHT, passwd £ v v a2 BMICTILSICREINTVZEERBLET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd ¥ v v > aBHAEMIAR>TUVWBHEIE. NOIZKRELTHS. nesd F—EXEBESHL £9. RED
LE%ZIC. LInuxVDA DB VX F=ILHRBEHRZBELHD £9,

« KDE TOv/7EEORE VHBHABEDI—H—t vy a VRICRTENE Y,

TI7FIWETIR. OvIEERORF VX Za—E B FRELRI—HY -ty a Y TIREMIHE->TUVWET, -
72L. KDE THBERTINBZICeHHD T, KDETOVIEBEDREVEXZa—Z2R/HEOI—HF— I L TE
MICT BICiE. T 7 1)L $SHome/.kde/share/config/kdeglobals |-k DiTEMZ £, fi:

[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7=f2L.KDE Action Restrictions/NSxX—a—msO—-NIL7+ RikdeglobalsZ 7 IL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobalsk¥) TF
TICREINTVBRIHEE., COI—F—REIITMRLH D £H A
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CORBEMRTZICIE. AT LT A R hkdeglobals7 » 1)L %2 ZE L T[KDE Action
Restrictions]tooa>n[$1]427 %8BT3, YRTLTA RAEBRZEEEALT. Ov7EED
REVEAZ2—#EHICLFT, KDEEREICDOWTEEL < IE. TKDE System Administration/Kiosk/Keysy @
R=IUZBRBRLTIIETL,

771

September 25,2023
SOt arTRH MTOREYZICDOWTEHBALET:
e J7AILOOE— D {TIF

o 77 AILERX

T77AIDOIE—BED T

September 25,2023

aA—H—. AV Y IXZa—FBF—R—-—Frka—thay bzEBLT. Eyia>eO—hllo>0147>k
MTT770L20E—LTHD[IZIeNTETET, CDEEICIE. Citrix Virtual Apps and Desktops 2006 14
¥ & U Windows @i+ Citrix Workspace 7771 1903 LD HUETT,

T7AINEERBICOAE—LTHMOMIFBICIE. ROZEZRBL TV

o T7MIDRKED 20 ZBZ TULAERL,
e RRIT7AILTAXH 200MB ZBX TULA L,
+ Nautilus 77 1LY %= v —id. LINuXVDAZ A YA h—ILLTR Y THERTI X9,

HR—FTNAhTLWBLINUXTFA X RJE2—> 3y

T771IIOAE— D FIFH#aEIL. Linux VDA DY R—r T3 IARTD LiInuX T4 ARUEa2—>3 > TEAT
RE

BER) > —

BT, COWBEOBRICBELI VY TR—RRUS—TY, Uy THR—RRUS—IZDVWTHEHLLIE TR
U—TR—-—bh—H] ZBRLTET,
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2305/configure/policy-support-list.html
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