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February 14,2023
BE:

BHUU—Z(CR)BLUVRIAT—E U —X(LTSR) OR&E S 1 741 U )LEERIL. Lifecycle Milestones T
HEBLTVWED,

Linux Virtual Delivery Agent (VDA) IZ& > T\ BFizf4 9. Citrix Workspace 7 7Uh' 1 Y X b—)LEhfc
EDTNAZDS5TH, LINUXREBT7TUBLVTRI MY IICTIERATEIZL5ICHDET,

HR—FINTVWETAARIE2—23 2RI LEREBT7 VB SLITREBT RV My TEERETE T,
Linux{RE<>> (VM) ICVDAY T oz 7%1 > X —JLL. Delivery Controller 2#m L £9., &ic. Citrix
Studio Z2E>TA—H—HDT7FUELUVT XV by T2 ERATIBLSICLET,

HRE

February 14,2023

2212 D#tkRE

Linux VDA @/N—2 3> 2212 I21E. ROFEEEL BIL SN EED H D F9:

RHEL 9.0. Rocky Linux 9.0 o 1R— b+

HR—bEINZ3Fs XY E2—>3>2 LT RHEL9.0 £ Rocky Linux 9.0 #BIL % L7z, 3#L <& MR
TLEH] EBRLTIEETL,

USB 7\ XA+ LU b DiRERK

USBFNARUAAL T MMZDWT. ROMEERKEITVWE L7

s USBTNARUAALY bOFRREFRZO>Y bO—5—2 LT, USB/IP RT3 & 5ICHD F LT
FLALDHE. USB/IP A—ILEY a—I)Lid LinuX A—ILN—=2 3> 31T LIBETU ) —IINhTW3
). TITAIETRA—RILED2—IZEILRTBIRERHD FHEA

« USB3.0 R—btDHR—FrZEBMLELT. USB3.0TNAREISATY ETNA XD USB3.0 R— kI
BATEBLS5ICBDF LT,
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s —REXERENL. BEXEREZALIEH LI, BENAIVRIETIE. T—XMEDBEEICED XD,
+ TD-RDF5A Transcend USB /N1 X %# & USB 5 /-7 2@ Yubico YubiKey OTP+FIDO+CCID 7
. EDBLDUSBTNARIZUSBTFNARVAAL Y bEIERL&F LT,

FHL<IE TUSBTNARUAAL T by ZBRLTILETEL,

NVIDIA 0 EDIEREK GPUDN—R Iz T7T7oEZL—> 3>

Linux VDA @ RF a2 X > b Tid. FFREK GPU L iZkzEL £7:

e UE—FPCT7I/ERDIFUATERINS GPU
o NIN—NAH—h5EEN GPU

HDX3DPro 5714 v I RZBNIENT #—IX Y ATL YA —F37®IC. NVIDIA O4FEDIEREL GPU D
N=RITTF7IEIL—aYyEBBMITEILSICLE LI HEDIEREWL GPU IZ2WLWTIE. NVIDIA Linux
Capture SDKOU U=/ — DY R—EHEN—RIzT7EI2 322 BRBL TSI,

L <IF THEREMK GPU) Z8RL T IZS L,

AY—bHA—F*% FAS B THEAY 5 pam_krb5 = SSSD (CEF X

LUETIE. RHEL 8 % Rocky Linux8 TRY—+rh—RK¥» 7 x57L—> 3 Viliir—E X (FAS) SRt AT 51214,
pam_krb5 €Y 2 -2 FHTHEETIHELNHD F LT, SEDYJ—X&D, VDI E— R TiRMESTNS RHELS
Y>> ¥ Rocky Linux 8 Y>> Tld. COFEREERITIIMBEN B ADE LT, HLIE Tz 7L—> 3
VEBEE —E 1 & TAY—FrA—F1 Z8BBLTIEIL,

B8 > X b—JLD GUI ZH53R LT MCS iz 1810

LTI, MCS ¥ BT 3ICIE. /etc/xdl/mcs/mcs.confI 71 ILEmETEIHELLHD FEA
Tlfo COUY—XRTIE BEAYIM—IILO GUI BRREINT MCS BRDEME izl itk > T GUI
HERALTMCS EHOLBHTEELSICADELR, GUIT [BRE] 20V v o33 GUI TRELLEH
n/etc/xdl/mcs/mcs.confI 7 ILTRELATRELDBBEINE T, LK TFIE3: v X&2—1
A=V DEE] EBRLTIRET W,

Linux tvy > a>oRE0YR— b (GIERERR)

HEBEREOMAEL LT LInuXVDATRRFINTVE LYy a3 Y OBRBEBENTERZLSICHRD LI, #L<
3 My aroiE FHERERRE) 10 28RBLTILEEW,
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T—AR=A T 3 »HFERTREIC (GERERPE)

HERERPEDMAE L L T, PostgreSQL ichnzx T SQLite HFEATI 5L 51CAD £ L7z Linux VDA Xy r—%
1Y b=JLLT%IE. Jetc/xdl/db.confi#&Ed 5 Z & T SQLite & PostgreSQL #1h &z 52 H
TEFET, COEHICIK. ROFIEERITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.shxxR{TL %7, FHRI A +—ILDFE. COFIE
IFETZY,

2. Jetc/xdl/db.conf%iEEL T, FATEZIT—ER—XEEELET,

3. IVRAM=IAEICRLT. RORZUVTrOWINHAZRTLET:

s BBV M—ILEFERALTWVWSREEIK. Jopt/Citrix/VDA/sbin/ctxinstall.shx#ik/
opt/Citrix/VDA/bin/easyinstall

o LinuXVDA%ZFETTY YR h—ILLTWVWBBAEIE. /opt/Citrix/VDA/sbin/ctxsetup.sh

« MCS #fEM L T Linux VDA Z{ER L TW3 B &Ik /opt/Citrix/VDA/sbin/deploymcs.sh

« SQLite IZ VDI E—RICOAFERATI 2 HEHLET,

o FE1r X ~—JLDFE. SQLite & PostgreSQL ZF/IICFEHTA VR —ILLTVLWAWVWETIDEX
BIERTEI EFEA. BELRT VI =)L MCS 07z®ic. SQLite & PostgreSQL &, Eneh%xFE
TAYVRAM=INTBEHBLYDEBERZENTEET,

« /fetc/xdl/db.conf#{EmRL T PostgreSQL OR— +rESEZEBRITEZHTIFFET,

FLLIF AYRAF—ILDOREZSRLTIEZT L,

LIRTD ) — X DFfteE

1912 LTSR~2210 &=#H) U —Z (CR) oBICHAINLY U —XOFEEEICDOWVWTIE. THEEDERE) =5RL
TS,

RS NI

February 14,2023

RORIREIE. Linux Virtual Delivery Agent 2210 LI TRERS M TULE T !

o NSAP (RIE8F v RILHEICHE > TWBEHEE. LINuX VDA IZNT +—I > ADOREINREEL. REHLRETL
THERATEIRBRBHHD 9, [CVYADHELP-19776]

+ Cloud Connector #7:i& Delivery Controller #5819 % . Linux VDA BEREEEINZ e hdH D
%9, [CVADHELP-21256]
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BEFN DS RE

July 19, 2023
CDVJ—RTIE. ROBELIEEINTVETY:

« [var/log/xdl/jproxy.log T:x® LDAP fIspHEEL T, VDA BBNKKT ZBEaLHD £7:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->

COMBZRRTBICIE. UTOFIRICHWVWET,

- LDAP A LT7 O MEZZEELE T, Fc R, ZOIOY Y REFEHLTLDAP 21 L7 ME% 60 S
ICEELEY,
ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"

-t "REG_DWORD" -v "LDAPTimeout" -d "OxO0OEA60" --force
<!--NeedCopy—-->

- BER—ZERELT. LDAP 7T U EZ&RK L £7, ctxsetup.sh @ CTX_XDL_SEARCH_BASE Z&
HEEALT £FEPROIYVFZFERAL TRER—XEZRETITET!
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

» Microsoft (&. 2022 % 11 AiZ Windows 10 B EEEH 705 5 L KB5019966 & & 1F KB5019964 %
DU—ZLFELTe COEMTATSLICED. RXAUADBMEERICEENRELEFT, COMEZE
B9 3I21E. Knowledge Center s CTX474888% 8L TL 23 W\,

o EESDTELE RC4_HMAC_MDS5 % Kerberos IZ5Fa] L TW 3384, Linux VDA % Controller (BB TE
FRDIS—RAyEZ—IRRRINZCHHDFT !
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

CORBEICHIET BIC1E. Active Directory KX > (B&FBICIE OU) TRC4_HMAC_MDS5 =&E#MIZT 3
M. Linux VDA THULESHOBEEZHT LTIV, D%, klist -li 0x3e4 purge I< > K= EA
L T. Controller & &t Citrix Cloud Connector LD F v v a3 Kerberos 77w b& o)7L,
Linux VDA B8 L £9,

Active Directory K X-r > RC4_HMAC_MDS5 %z O0—/NILICEMICT BICIE. ROFIEZRITLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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1. JI—TRU—EBOAVY—ILEHITZET,

2. WRORAAVERDIFTT. BEEDORXAYARISD—] ZBRLET,

3. BEEDRXAYRUS—] #HIUv I L. B&E] ZBRLET, JIL—TRUS—EEBIT+&2—H
BRIET,

4, [avEa—2—0EmR] > [RU>—] > [Windows OBE] > [EXa T+ DHRE] > [A—HILK
D=1 >[EFxalrqs47>a>v] #8RLET,

5. [%y r7—otF%21)7F7r: Kerberos THA§ 3ESHOBEZER T 2] 24 TIWIUy I LF
ED

6. [DES_CBC_CRC] . [DES_CBC_MD5]. [RC4_HMAC_MD5] oF rtv IRy I R&EATICL
T. [AES128_HMAC_SHA1l]. [AES256_HMAC_SHAl]. [ERkfEA T ZESHOEE] 2F I
LEd,

Linux VDA THBWESHOEEZHAI T 3ICIE. ROFIEEZRTLET:
pE
ESHOBENTFV L., BRIGHEICK L THEIBICHRD £7,
1. Linux VDA T/etc/krb5.conf 7 71 L =S £ 3,
2. [libdefaults] to > 3 vicknBEEBMLET:
allow_weak_crypto= TRUE

o Linux VDA T, BES1 T SecurelCA IZHR— TN TWLWEE A, Linux VDA T SecurelCA Z#BMICY
3. tyarvoREICKBRLET,

* GNOME TRV by Ty 3> TR F—R—RLAT7VPERELLS TR ERMTZHBENHD F
¥, [CVADHELP-15639]

e FL—LLRBAET VT —2a Vi EBERICKT 3560 H 0 £9, COMREIE. mutter-3.28.3-4
EOmLUWN=axvic Mutter 7y 7O L—RFENEBICRELET, CORBEZERET B ICIE
mutter-3.28.3-4 LIRIDO/N—2 3 V= ERA L TSI L [LNXVDA-6967]

e J7AMINDATYO— R, FHLABEWD s Y RUMRRRINET, COTVs RIET77AILDA T O—R
BEEICHEA RIFT eidBm <. LIXSK LTHSEEMISER £9. [LNXVDA-5646]

+ PulseAudio D77 #IL FREICL > T IV RY—N—7OJ S LW 20 EFET I T+ TREICH >
B, 8T L %9, PulseAudio & T 3. A—FT 1 A IIHWEELB<ARD T, CORERLERT S ICIE.
/etc/pulse/daemon.conf 7 7 1 JL T exit-idle-time=-1 #:&FE L £ 9, [LNXVDA-5464]

o SSLEESkAEHTE Y Y a vEEmDREBINEMICHK > TWVWEHE. Linux @7 Citrix Workspace 7 71
Tty avERIBTEEtE A, [RFLNX-1557]

« Ubuntu @457 wv%: HDX3D Pro T. Desktop Viewer #H 1 XEBE L. 7TV 7r—>a>0E
FICEVRDBRTRINED, FNCESENELRRTINZIBZELHD FT,

o LInuxVDAEIRIU A1 LU RTERSI NI T V2 —lF. £y a>rhsnd 7y b HiBE 3 Zehtd
h&Ed,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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TALIRICT7AURH T T LY MUDNSHEFNATVREEIC. CDM 771D RELET, 75
AT7YMIOT 7AILR T« LY FUDEREICEZVGE. COMEIELZ BN FT,

COUY) =TI, RHEBUMIMDEFETIRUTF-8 T O—ROADYR—FEINET,

Ty aryono—3>JE. Android @it Citrix Workspace 7 7J T CapsLock #¥@ & & i R xd D4R
RBICHRZBENH D £, Android @i+ Citrix Workspace 7 7UADBREDEHFEO—I VT T3 L.
CapsLock REENEK DN B HBAEDHD £F, EEFKL LT, RF—AR— R0 Shift ¥—%2FEAL TANFL
IIWXFEYDBZET,

Mac |7 Citrix Workspace 7 71 B L T Linux VDA ICE&H L TW3BE. At £—%2FERT 3>
a—hAY FF—HDREELBZVWIEABHD £J, Mac [@F Citrix Workspace 7 7 Tld. EEEEH5D
option/alt #+—%#L TH. T 7 #JL b TlE AtGr BEET N F 9, Citrix Workspace 7 7V ORETC
OEFERETRILIFTETETN. BRIEITIVIT—2a3»IicE>TEADET,

Linux VDA% R XA VICBEEBMT 3. BRTIEFtEA. BEEBMTZZIZ&D. Kerberos ¥—n#iL
Wew bHERESNET, LA L. FAa—A—IE. Kerberos +—DLUEIOE Y MMIEDSW, Fy v all
FETIHBRINDO VDAY —ERF7r v b ERATIE8EENAHD FT, VDA TO-—H—IEHRLELS L
TREEIC. JAO—HN—IFVDAILRTEFaUTsAVTFIAMEBIUTIRVWICLHHDFT, BERS
N3BKRIE. VDABBRDEK T,

COREIE. VDAY —ERF 7y hHRENICEHRTINE B> TERINZ L BEICHRLE I, EL.
Y—EXFT v FOHRIZRVOT. ENETICEBADDBZ I EARHBD T,

COMEZRETZICIE. TO—H—DOF Ty bFvviazBELEY, JO—H—%2BEHTIH. B
ZrLTavr ROy 75 7JO0—HD—TROOAY YV REZRIFTLET,

klist -1i 0x3e4 purge
<!--NeedCopy-->

Zoav > kiz& . Citrix Broker Service #2179 % Network Service 7 > NILH LSAF v v a
ICRIF T30 —EXF7ry MITARTHBRINE T, TNICED. EFHDVDADH—EXF 7 v HHIBRS
NEd, £fe. TOMOY—EXOH—EXF7 vy FHHIBRINZAELHD T, /L. CONBIFE
FEERFLEEA. TNHDOY—EXF7 v b BEXKEICHR STERICKDC A SBEIETE £,

F=FTAFDTZITTYRTILABTR—bTNELA ICAEYS 3> TH—FTr AORB BT BHIIC.
F—FTAFFXNYTFYTNRAREISAT RIS VIR TEIE T, T—TA4FRET7 SV r—> 3> 0H
BRICF v TF v TNARZEELTIIGEIR. 7TV T—2a i RE LB B> THEHNTZIHENELS
AREMD B D T, BEFICF v TF v TN XD BDIENBZ & RROBEDRET BRREEDHD XY,

+ Windows [+ Citrix Workspace 7 7U TH—F 1« ARBHRICA —T 1 TOEAHDELZ LB D £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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H—RN—=FT 1 ERICDVTOIBEH

February 3,2023
Linux Virtual Delivery Agent N\—> 3> 2212 (PDF #o>0O—R)

LiInuxVDADZ DU Y —RIZid. FFaXY FATERSNEREO T TSI EYADNBMICB o TcF— RNN—FT«
DY I EIITHEEFNTWVWBAREELHD T,

BELE

March 9, 2023

COTEOEMIE. BEHRMNBEEEDSRIALOREZ TEB LS50, BENICELESNSZ TSy b7 x—L4, Citrix
R BEICOWVWTHID > THMSETZHDEDTY, Citrix TEHEEROEBRRE 71— KNy IZF Ty
LT 87Fy bTx—L, Citrix 8@, WEZRETZINESHEHLTUVET, BMSETINEIZUED
J)—RTEDLZEHBHD. BLESNIEENTRTEENIDIITRHD ZEA

BRI TN R=FIDVWTHLLLIE THRSAITTA I R— R —) ORE2SRLTRET
Lo

BELE C HIBR

BRLEFIFHBRIND TS5y b7 x—L. Citrix BE. #HEZUTOXRISRLET,

BLEE R STTA T LIRT ICIBHBRINEEA. COVUY—XTIE Citrix BEISHIHR—FLTVETH. $&
DYV U—ZTIFHRINBFETY,

HIBR S M7= 7 1 7 Lid Linux VDA THIBRS Mufeh . HR—bEhia<ab x L7

74T L BRIERFERINIU—X HifgE V) —X
Ubuntu 18.04 oH#R— K 2212 2305
SUSE 153 o R—+ 2210 2301
Debian 10.9 ®#R—~ 2206 2210
SUSE 15.2 o R—+ 2206 2209
RHEL 8.2 oHAR—+ 2206 2209
RHEL 8.1, RHEL 8.3 ®#R—k 2203 2206
RHEL 7.8, CentOS7.8 HKR— K 2203 2204

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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71T L BIEAREERINVU—X HiBgI Nz —X
CentOS 8.x oHR— 2110 2201
SUSE 12.5 ot 7R—k 2109 2204
Ubuntu 16.04 oH R — k 2109 2203
RHEL7.7. CentOS 7.7 ot;R—+ 2006 2009
SUSE 12.3 oH7R—k 2006 2006
RHEL 6.10. Cent0S 6.10 o#R 2003 2003
-k

RHEL 6.9. Cent0S 6.9 ot#R—k 1909 1909
RHEL 7.5. CentOS 7.5 o#R—F 1903 1903
RHEL7.4. CentOS74 oHR—k 1811 1811
RHEL 6.8. Cent0S 6.8 mt:R—~ 1811 1811
RHEL7.3. CentOS7.3 ott;R—+ 7.18 7.18
RHEL 6.6. Cent0S6.6 ®tf;R—+ 7.16 7.16
SUSE 11.4 7.16 7.16
SRTLEH

February 3,2023

Linux VDA o &#i 1) ') —Xi&. Citrix Virtual Apps and Desktops IC3IEL TWE T, /e ST 10D
BODICERZELTVAVL, BETO/N— 3 >0 Citrix Virtual Apps and Desktops £ AT H D £7,
Ctrix BRDZ1 7917/, BLUERON—- 3> T8 DY R— bHEIESNBERICOVWTEL <& Citrix
HEIY MU 22BRBLTETL,

Linux VDA o ##pFIEIE. Windows VDA ¥ £ L&7%0 %7, Delivery Controller 7 7 — LI Windows 7 X &
vy Fe LINUX TR by TEFBHEBHENTEE T,

ZOREYITHAINTLWAEWS ZTLAE#HIDYAR—2> ~ (Citrix Workspace 7 71U % Y) I22W\WTid. &3O
VIR=ZX UMD RFaAXY R EBRBLTIEIL,

R —E XV —X (LTSR) BIETORFHU U —X (CR) OFERICOVT. BLUVZOMO L HBEMIZDOLT
l&. Knowledge Center s2=%2 8B L T T L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Linux 7« X rUEa2—>3>

Linux VDA Ti&. XD Linux 74 XA RUEa—> a3y R—hInNTUVET:
BE.

CHBAD OS R A —DHR— MHEARTINICAE S & BEDEEICEWVT Citrix eI FIRI N 35EH
HHDET,
RlESNc. ERBBIBREINLTSY T 4x—LICDVWTE. TRLIE) Z8BL TSV,

Amazon Linux

- Amazon Linux 2

CentOS Linux

- Cent0S 7.9
« Debian Linux

- Debian11.3

Red Hat Enterprise Linux

- Workstation 9.0
- Workstation 8.6
- Workstation 8.4
- Workstation 7.9
- Server9.0
- Server 8.6
- Server 8.4
- Server7.9

Rocky Linux 9.0
Rocky Linux 8.6
SUSE Linux Enterprise

- Server 15 Service Pack 3

Ubuntu Linux

- Ubuntu Desktop 22.04

- Ubuntu Server 22.04

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved.


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/whats-new/removed-features.html

Linux Virtual Delivery Agent 2212

=

CentOS 7O2 ¥ ~id CentOS Stream ICERZ#H L TWE T, RHEL8 DU EJL R THS CentOS Linux
8 1E. 2021 F£RICRT L £ 9, CentOS Stream 14 Z 04 T LIEH 4% L. Red Hat Enterprise Linux @ 7
wIZA =L (F%) 75 >F e LTH#EEL £9, %L < IE. https://www.redhat.com/en/blog/centos-
stream-building-innovative-future-enterprise-linuxz 2B L T 23 L,

ZON=3>0 Linux VDA DY R— 93 Linux 7o X bUEa2—> 3> Xorg DN—23 VIZDWTI . &
DREBBLTLLETWV, 3#L <. XorgModuleABIVersions) #8BLTL I W,

Linux ¥« X kUEa—>3>

Xorg N\—>a v

HR—+EINBTRIbYT

Amazon Linux 2

Debian 11.3

RHEL 9.0. Rocky Linux 9.0
RHEL 8.6. RHEL 8.4

RHEL 7.9. CentOS 7.9

Rocky Linux 8.6

SUSE 15.3

Ubuntu 22.04

Ubuntu 20.04

Ubuntu 18.04

1.20

1.20

1.20
1.20

1.20

1.20

1.20

1.21

1.20

1.19

MATE. GNOME.
v

MATE. GNOME.
w2, KDE
GNOME

MATE. GNOME.
v

MATE. GNOME.
w2 . KDE
MATE. GNOME.
w2, KDE
MATE. GNOME.
vy

MATE. GNOME.
w2, KDE
MATE. GNOME.
w2, KDE
MATE. GNOME.
w2, KDE

GNOME 75>

GNOME 75>

GNOME 75>

GNOME 7 5%

GNOME 7 5%

GNOME 75>

GNOME 7 5>

GNOME 7 5>

GNOME 75>

B b

Ubuntu TIZFHWE kernel&x7ldHWE XorgZzfERLAEWTI T,

1DFBEBOTRI MYy TEAVIN—ILTEIBENHD £, ctxinstall.sh F7zid ctxsetup.sh 2o U
TrEFERLT. £y a > TERYTS GNOME £/ MATE 7RI by TERIBEAIEETE £ 7,
I—HY—Z0FRIE. BEDT A AT LAIFR—Jv—DsystemdEsCRANICERN L TVWIHRENRHD £,
systemdD1—H—ZDHEXIC DOV T L < I, User/Group Name Syntaxz 28 L T3 L,
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HR—bINBRANTIY b T+ —LESIREBLIRE

o RT7XZINHY—N—

« Amazon Web Services (AWS)

« Citrix Hypervisor

+ Google Cloud Platform (GCP)

o A—RIAR=RDRET > (KVM)
« Microsoft Azure

« Microsoft Hyper-V

« VMware vSphere Hypervisor

« Nutanix AHV

P
ITARTDHBET, Y R—bINBZ3 7Oy 7—FFTIF v x86-64 T,

Citrix Virtual Apps and Desktops 7 2003~2112 % <. Microsoft Azure. AWS. & & ¥ GCP T Linux
VDA %R X k9% C rid. Citrix DaaS (IB#R Citrix Virtual Apps and Desktops H—E X) TOHHHR—
FINTUWE LT, 2203 U U —2 L. Citrix DaaS & Citrix Virtual Apps and Desktops oA D Zh
S5ONT Vw057 RTLNUXVDAZRINTEIET, CN5DNTVw I o570 RKR MESG% Citrix
Virtual Apps and Desktops BRIIRIEICIBINT 215&1E. N1 T Uy RIEFIS 12 ABBRETT, /N1 T
Y RIENMZS A RCOVWTE MWBITE L—R7y T (TTU) eNATUw RIEF) 28R LTIETL,

Active Directory #& /X v —

Linux VDA Tid. BT ® Active Directory #i& /Ny 7 —C B LUVREBHR— I TUWET:

Winbind SSSD Centrify PBIS Quest
Amazon Linux  (FW iEw [=qA (= LW
2
Debian 11.3 =40 =40 J& L (=40 LW
RHEL 9.0 (=40 (=40 (AINY-3 (AINY-4 LW
RHEL 8.6. lFWn (ZqW [Fn IFWn (A1AY-4
RHEL 8.4
RHEL 7.9. IFWn [FWn [Fn IFWn iFLy (Quest
Cent0S 7.9 v4.1 LIRE)
Rocky Linux (=40 [=4W (AINY-3 (AINY-4 LW
9.0
Rocky Linux (=40 [=4N (AINY-3 (AINY-4 LW
8.6
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Winbind SSSD Centrify PBIS Quest
SUSE 15.3 =4 = 4N [=qA =4 LWL
Ubuntu 22.04. ZW [FqA [FqA iEn IFW (Quest
Ubuntu 20.04. v4.1 LIRE)

Ubuntu 18.04

HDX 3D Pro

Citrix Virtual Apps and Desktops ® HDX 3D Pro 2B 92 &, 57 1 v 7MIBEE (GPU) IC&3/N\—KY
ITFT77EIL—a > TREOHELERIETEZITRAI My T T IV r—2a>%2RETEET,

INAIN—=NAH—

Linux VDA @3%5&. HDX 3D Pro ZRDNA N—NAH—c BEfELH D £

« Citrix Hypervisor

« VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

+ Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

E:
N IN—NAHF—F. FED LINuUX T4 A U Ea—> 3> e BEDRHD £,

Amazon Linux2 © HDX 3D Pro ZfER 9 %iZid. NVIDIA RSAN—470 %1V RX =23 HE
HLET,

GPU

Linux 74« bV Ea—> a3 vh4R— 92 NVIDIAGPU h— R=Z#RB Y 3ICiE. NVIDIARSTR—FT U
I ZCBEL. NAN—NAF—FLRBARTRAZILOS, VI +IITHBOEB. N— RO T7HR—bh &
V72~ 0S HR— hDFIERRL T LT,

GPU h—RFHDOBRHD VGPU RSAN—%A VXA F=ILLTWVWB e ZBBL TSIV, BHE. Linux VDA IZ
VGPU 14 £ T HR—FLTWEF, %L <I&. TNVIDIA Virtual GPU Software Supported GPUs) #&8 L
TLREW,
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1R = ILDOWE

February 3,2023
COtEIarTIE ROFIEICOWTHALRT:
o EA VI M—ILICED R XA VBINEH VDA OER
o MCS R L7 K X >3E810 Linux VDA OfERk
o MCS Z R L7 Linux VDA O 1R
« Citrix Provisioning ZfEf L 7= Linux VDA OfER
« Citrix DaaS Standard for Azure T Linux VDA % £k

o Linux VDA OFE1 > +—JL

Amazon Linux 2. CentOS. RHEL. & &7 Rocky Linux A® Linux VDA OF &1 > X b—JL

SUSE A® Linux VDA OF#hr > X b—JL

Ubuntu A Linux VDA OF&-+1 > X k=)L

Debian A® Linux VDA OF&jr > X k—JL

AR VX =ILICE B B X1 &IEH VDA O1ERK

March 9, 2023
BE:

o A VAM—IILDHE. BEA VI M=LIZOWTIECDREEE2BRIZ 28O LET. ZD:E
BTk BB Y=L EFEBLTLINUXVDAZ A YR b—ILEXUERT B AEICDVWTHIAL
To BEAVIAM—VERBEEFNEZEHNOTILITTERL FHOA VA M—ILEDBHIS—ZRHS5T
ENTEET, BEGNYT—PZAVAM=)LLT. BER7 7ML ZBIFNICHREIIAITBHL
T. Linux VDA ORITEBIER v b7y I TEE T,

o RXr>IAEEMD VDA Z1ERK T 3 1C1E. Machine Creation Services (MCS) =BT 3HERHD
£9, #FL<IE. TRXTYIESMD Linux VDA O1ERL1 2B L T 2T L,

o RX2IEBIMD VDA THIFARTREBERIC DWW T L <Id. TRX/VIEBMD VDA Z8RBL TR

LY
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FlE1: W7 71 IIBERS LU LiInUX 7> > OEE

A VR b —ILICBERLUT OBEMERZIEL £ T,

KRR BRE -LINUXVDARA VI F—ILTNBEIS VDRI RE
RXADRZ—LHF—N—ODIP7FL X

NTP #H—N—D IP 7 R L X £ I3 XF5E

RXA>F - RX1>D NetBIOS &

$EiH - Kerberos $Eig&

RXA1 > D5EeEM kX1 >% (FQDN)

BE.

e LinuxVDAZA > X =)L BICIE. LInuX XY TURS FUAELCBMINTWS Z e ZH#RL
9,

s Ly avEREYZICIE. XWindow S XFLBLUT R by TBRBIENA VI b—ILThTWVEC
CEBERLET,

ARER

D=0 N—TERTIFIETRIEXAVETY, CERORBERNDT—I I —TEHREZIA T BIC
& UTFOFIBICRE>TLRE L,

a. Linux VDA > > T. /tmp/ctxinstall.conf 7 7 1 L= 1ER L £ ¢

b. Tworkgroup=<your workgroup>; £t W32 Z D7 71 JLICEBML T. ZBEREFELFFI.
<. Tyourworkgroups &7 —20J/IL—F&TY,

Centrify TIdE 27 IPv6 DNS#mEHR— L TWEHA, adclientTAD Y —EXEBEICHRERT
Bfcoicid. IPv4 2EE 3% DNS r—/n—h¥/etc/resolv.conf I BR< 6 1 DEEL TVLWBIHELRHD
E I

b

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

C ORI, Centrify BLUZOBRICHEDDDTY, COMBEZMBRY ZI101E. ROFIEZRTLET:

a. RXr>aryrO—>—0 [BEEBY—I] ZEZTFT,
b. [Active Directory Ot hrH—ER] ZERLF T,
C. W7y ] OBENHBY TRy FTRLZZEBMLET,

« VDA Z45ED OU IZIBINY BIcid. ROFIEZRTLEY:
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1L HEDOOUDRXA>OY bO-5—ICHEETBCERBLTLIET U,

OUDBlE LT, UMTFDRI) -3y bESRLTIESIL,
- ALUWE LATELIOTY LseTs ar
File Action View Help

o A@ 0/ XD B 2aarTds

O Active Directory Users and Compute i
| Saved Queries ﬁ ﬁ

4 F4 wdlocal U16s U1EsS

2. VDA T/tmp/ctxinstall.conf 7 7 1 L ER L £

[
| Computers

Builtin

Domain Controllers

FareignSecurityPrincipals

| Managed Service Accounts
7 Users
3l Linux

2| redhat
2| suse
2| ubuntu

3. Tou=<your ou>; 17% /tmp/ctxinstall.conf 7 7 1 JLIZEBIML £§, I T. <your ou> XL D

OU T9,

OU ol AD DFEICE>TERD EY, ROKRIE. ERORIU -2 a3y MMIEIFS OU Bl
ICEDWVWTWEY, ChLShD. FREY 288BOERD OU BZ2FERTB N TEET,

0S

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

Debian

RHEL 9.0. Rocky
Linux 9.0

RHEL 8. Rocky
Linux 8

RHEL 7

ou="Linux/
amazon"

ou="Linux/

ou="Linux/
amazon"

ou="Linux/

ou="XD.LOCAL
/Linux/
amazon"

ou="XD.LOCAL

ou="Linux/
amazon"

ou="Linux/

debian" debian" /Linux/ debian"
debian"

ou="0U= ou="0U= - -

redhat,0U= redhat,0U=

Linux" Linux"

ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/

redhat,0U= redhat,0U= /Linux/ redhat"

Linux" Linux" redhat"

ou="Linux/
redhat"

ou="Linux/
redhat"

ou="XD.LOCAL
/Linux/
redhat"

ou="Linux/
redhat"
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0S Winbind SSSD Centrify PBIS

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/
ubuntu"

ubuntu"

o B VX b—JLIE LinuxVDAT.16 LIFEOE 27 IPV6 ZHHR—FLTWET, UTO LS BEHREMHL

HIRFEL DB XY

- BEVOIIIUNEaATIPVE Ry b T — UV BHTHRERNY T —I2 4T VO0—RTEB LSS
Linux URRS b ZRET IHEHHD £,
- Centrify iZ. Ea7 IPv6 %y k7= TIEHR—rINTULEEA,

A

ROy hT—UHE 2T IPV6 T, IRTOANIDET% IPv6 EXTH S5%E. VDA IE IPVE =
R L T Delivery Controller icZBL £ 9., CERAORY FT—08 IPv4 2 IPV6 DN T Uy R
BRTHZHE. RO DNSIP 7 RL XOEEICE > T IPv4 £7213 IPV6 D5 SHERICERS

NEHHNRED XY,

o RXAVIZBMIE3ARE LT Centrify 2:2iR9 3154, ctxinstall.sh 25 1) 7 kT Centrify /X4
—JHUETT, ctxinstall.sh T Centrify /Xy r—C%#BEBTE35EIE2EDHD £7,

- BEAVIN=)LIE. 1 vE—2y k5 Centrify Xw s —SHBEBTEY U YO— R 37DICRIL
559, T AMJE2—23> D URLIBRDESDTY:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

Cent0S: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- Centrify Xy r—o20—-HILTc LY FUNDSEELET, Centrify Xwr—S0FcsLoMU%E
EETBICIE. ROFIEZRITLET:
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a. Linux VDA #—/\—/tmp/ctxinstall.conf 7 7 1 LHAFEE L TOWARWBEIFER L £ 75

b. Tcentrifypkgpath=<path name>; £ WS 1T D7 71 JLICIBIIL £9, T T, Mpath namey

BNRBTY,

i
cat /tmp/ctxinstall.conf
set "centrifypkgpath=/home/mydir"
1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016

centrifyda-3.3.1-rhel4-x86_64.rpm

33492 -r——-r——-r—-—-. 1 root root 34292673 May 13 2016

centrifydc-5.3.1-rhel4-x86_64.rpm

4 -rw-rw-r--. 1 root root 1168 Dec 1 2015

centrifydc-install.cfg

756 -r-—-r—--r--. 1 root root 770991 May 13 2016

centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm

268 -r——-r—-r-—. 1 root root 271296 May 13 2016

centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r—--r--r—-. 1 root root 1930084 Apr 12 2016

centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016

centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 install-

express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install

.sh

12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-

notes—agent-rhel4-x86_64.txt

4 -r--r--r--. 1 root root 3732 Aug 24 2015 release-

notes-da-rhel4-x86_64.txt

4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt

12 -r—-r—-r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

<!--NeedCopy-->

o RXAVIZBMEIEEARE LT PBIS ##iRY 3354, ctxinstall.sh 22U 7 ~Tig PBIS /Xy 5 —2H
METY, ctxinstall.sh TPBIS Xy —C#EUES 3 HEIE 2B HDFT:

- BEAVIM—ILE 22—y EDSPBISNNy -2 B8 TH UV YO-RT37HICRIEF
Yo IR TAAMIE2—23 2T URLIZRODEED TY !

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.3: wget https://github
.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/

releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.
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- AYE—2y rHSPBIS Ky r—CoREON—U3 v ERELET, BT 3. /opt/C-
itrix/VDA/sbin/ctxinstall.sh 7 7 -1 JL® TpbisDownloadReleasel 17& pbisDownloadExpect-
edSHA2561 T2 EEL £,

Fle LT MTORI U= a3y bZBRLTIEEL

pbisDownloadPath_RHEL="https://github.com/B Trust/pbis-open/releases

pbisDownloadPath_Ubuntu="https://github.com yondTrust/pbis-open/releas

FIE2: NAN—=NAF—DEE

YR—EINBNAN—NAHF—LTREYS > LT LINUXVDA #R1T93EE. W DOHDEENNETT, 1
BI3ANTAN—NAHF—DTFSY R TH—LICEDET. ROEFEEITVET, RFPXZILN—RIT7TLinux <
SURRITTBRHE. EEIEIHNEHD FH A

Citrix Hypervisor TOBZIREADIEE

Citrix Hypervisor O B ZIE A EN B ABE. TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIENEEL £9, k. NTP & Citrix Hypervisor O@AH > A 7 LOREZEELELS T
BZINREATY . PXTLOBEEMOY —N—DRB L OREAMNEONZ D CICIE. & LinuX 7 ~D X
TLORENANTP L EETRIHENBHD T, COHBE. R MORZFRIHZ BN TIHENHD FT, HVM E
— RT3 EERIBEHD FHEA

Citrix VM Tools ' > Z k=L S MR Linux H—RILERITLTWBHA. Citrix Hypervisor OEZIE
HEENBEET 2D ESH L. LinuX RIEEYS YHRTEMICAE>TVWBHE SH BB TETET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0FIF1ZRLET:

o 0- BFZIEHRBED B RIC R > TWVWBTcs, EIMICTIHEDDHD T,
o 1- BRIFEHAHEDNENICBR>TUET. CHULDOBRERBESDD FHE A,

/proc/sys/xen/independent_wallclock 7 7 1 LA EE L BWEE. UTOFIBIFSNESHD £H A
BZIB A EENN B NIC R > TV BIBEIE. T71ILIC Tl CESIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEERXENL. BEBEBDREIETSICIE. [etc/sysctl.conf 7 7 1 ILEREL T, ROTZEMLET:

xen.independent_wallclock = 1
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CNSDOEBEZRRBI 57D, ROLSICL T RATLZEBEFHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOXRVRIF1ZRLET,

Microsoft Hyper-V TOBZIREDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 hiz Linux REHR X b TiE. Hyper-V OBSZIEHA#EEZ &AL TH
ARARL—=TFT o VI RTLOEEZMBATEET, Y XTLOFHBZERARETHERTSICIE. NTPH—EX
CEDBICCDEEZEMCTILENHBD T,

BEARL—T A VI RATLT. ROBEZITVET,

1. HyperVYx—Sv—ZHETE7,
2. Linux (R > OHRET. HEav—ER] ZERLED,
3. [FZIORHEA] AEREINTVB e zREBLET,

7
CDFE#IF VMware & & U Citrix Hypervisor 0i& L I3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP L OFBREE BT B -OICHE R FOBZIREAE EMICL £9. Hyper-V 0B ZIFEHAIZ. NTP & £#%&F
L. NTP 0B ZIEfRZ @2 ehTEI T,

ESX & £ U ESXi TORZIRIDEE

VMware ORZIFREEED B AIZE. TRENOEREWL Linux (RIS > T NTP e N N— N1 —THEE
PHEELET, CtUd NTP ENANRN—NAHF—D@EAHD X TLOFEZEBLESETEIEHFERTT, ¥ X
TLOBE DY —N— DB ORI EONZOERECICIE. & Linux X b X7 LOBED NTP L E
HIZ2RELBHDET, COFE. R MORZIEREEMNCTIHELHD £7,

VMware Tools & > X b—)L L7RETHEREWX Linux h—RILERITL TV REBEIE. ROBEEITVWETD,

1. vSphere Client B %9,

2. Linux REI> > OHREEHRELET,

3. R >OTONT«] 414 T7A9RYIRT, [ F>a>v] 2T#7Uv I LET,
4. [VMware Tools] %#EIRL 7,

5. [(¥#] Ry IR T, [RRA T AL EZRE] Fzv IRy I REFTICLET,
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FIE3: NET>>Z21L6.0D1>R =)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NETS>214L6.0D—1>X+—)L#%. whichdotnet OY Y RERITLTS VR A LNAERELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIE4: Linux VDA Nvr—> o485 >O0—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVAR=—%YbZIUY I LT LinuXTo XU Ea2—2 32— % Linux VDA /X —2 ¢ Linux
VDANY T =2 DBEMZIRAT 2HICERTES GPC 2MF—24 U >O—FLEY,
ARF—EMEALTLINUXVDA Ny r—J OB EMZ RIS 21213

* RPM Ny r—20BE. AF—% RPM 7—4RX—X(ZAYR—bL. ROV RZETLET:
rpmkeys -—-import <path to the public key>

rpm —--checksig —--verbose <path to the Linux VDA package>
<!--NeedCopy-->

e DEBNy s —2Diga. 2HF*—%2 DEB 7 —4R—XIZAYR—bL. ROOY YV RZRITLET:
sudo apt-get install dpkg-sig
gpg -—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

FIES: LinuxVDAXw r—SD1 > =)L

Linux VDA 0BiEZ Y c 7w 79 3ICId. ROIIVREETLED,
Amazon Linux 2. CentOS. RHEL. Rocky Linux ¥« X bV Ez2—>3 > 0FE:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

E:

RHEL & U CentOS @155, Linux VDA ZIEEICA VX b—I)L T BRI, EPELURS FUZ AV M=)
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L%d, EPEL D1 >R h—JLAEICDWTIE, https://docs.fedoraproject.org/en-US/epel/n3itA% &
BLTLETL,

Ubuntu/Debian ¥+ X hkUEa2x—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->

¢ Debian 113 74 A bV Ea—>a VICREBERKREEGE T > X M—IL T 3IC1E. [etc/apt/-
sources.list 7 7 1 JLiC Tdeb http://deb.debian.org/debian/ bullseye
mainy 7ZEML £,

« GCP Lo Ubuntu 20.04 ®#5&. RDNS #E%iIC L £ 9. TN %175 ICIE. Jetc/krb5.conf @
[libdefaults] ic rdns = false 72EML £ 3
SUSEF«rs X rUEa—Y3>niBs:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS N\N—D1> X k=)L

HDX 3D Pro ZzB#IC T B ICid. NI N—NAHF—2 VDAY VIZNVIDIAGRID RS N—%Z21 VXA =ILT 3B
RENRHDET,

BED /N /8— /N % —IZ NVIDIA GRID Virtual GPU Manager ((RX b RZSA4/N=) Z1 VX —ILLTHERT
BICId. ROAA RESRBLTLIZT WV

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHER T BICIF. RO—EHNAEFIEZERTLEY !

1. FRAEVM DAY vy R TV EINTVWR e ZHBRLE T,

2. NANRX=NAHF—=Da> bO—=)L/IXRILT. GPUZ VM ICEIDYTET,
3. REYVERELET,

4, FRAEVM RSAN=—%ZVMIZCA>A+=ILLET,

FIET: FATZT—EXN—XDIEE

HERERPE DMEE X LT, PostgreSQL Iz T SQLite HFEHATIT £, LiInuXVDANRY r—J% 1> h—ILL
fetgix. /etc/xd1l/db.conf##E&Es % Z £ T SQLite & PostgreSQL #D#X 3 b TEF T,
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ZNn%E{T5ICIE. sudo Jopt/Citrix/VDA/sbin/ctxinstall.sh%#ix/opt/Citrix/VDA/
bin/easyinstallz®{r¥3#icetc/xdl/db.confiEEL X7,

pE

+ SQLite Z VDI E—RICOAERATEI = HEDLET,

o BB VX =)L MCS D7z8IiZ. SQLite & PostgreSQL I&. ZhZnE2F#HMTI VA L—ILT S
CEBRLKYDBEZBZeNTEET, /etec/xdl/db.confTiICEEELAWVWED. Linux VDA &
77 #J)L T PostgreSQL #ERAL £,

« /etc/xdl/db.conf%{#ERBL T PostgreSQL O7R— +rBESEZBRIZHTEFET,

FJg 8: Runtime Environment#t v 7y 7L TA VA —ILERT TS

Linux VDA Xy r—2 o1 > Z k—)L#. ctxinstall.sh X7 U 7 b= FRAL T, RITEREEZEELET, COXY
D73 MEE—RELEYALY FE-RFTEITTEFT,
A
SURALREZEY b7y I 3E0. en_US.UTF-8O04 =LA OSICA YR b=)ILTNhTWE L%z
BLET, OSIccoOr—IILh7mniEaid. sudo locale-gen en_US.UTF-8av% > R%&EZETL

%9, Debian 0i5&lE. # en_US.UTF-8 UTF-8fToax> h%xfEkLT/etc/locale.gen”
71 ZEHEELTH S, sudo locale-gendv > RERTLET,

WEEE— R
WEE— R THEEA VAN EFERT3ICIE. XD 2 DO0FENHD FT !

« sudo /opt/Citrix/VDA/sbin/ctxinstall.shax>RrR%ERTL. ARV RFAVIVE
—J7IMRADETOVT A TEET BN A—F2—%EANNILFET,

« VDADT R by FIBET/opt/Citrix/VDA/bin/easyinstallav >y RERIFLTH S, &
B2 b—ILD GUI DIETRICRWVE T,
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VDA host name

CTX_EASYINSTALL_NTPS

MNTF server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

Easy Install

* EasyInstall )
Check Environment LOSC ) S
Install Dependencies Click Join to join the VDA to the Windows domain or click Mext to skip.

| _Joinpomain [N
Configure Runtime Variables
Finish DMS server IP address -+ -

* MCS
Configure MCS CTX_EASYINSTALL_HOSTMAME

BV —ILD GUIIZ. ROBIEEHIRLET:

SRTLIREEERET 3
REEBEGREI VA L—ILT3

- BESNLRXIVICVDAEZEMEE S
- SVAMLIREZEBRT S

7 N

(RE] £20Vv 093 BELENRCHZO—AILT 7AILICERZENMREINE T, [FiHA

Hl 20w odBe BELIET 7AILDSBHRENHAAENE T MCS BEHDERICDOWVT

lF. TFIE3: TAZ—A A= DEMH) #8BLTIIEI L,

ALY FE—FR:

HALY M E—RTHBEC I F—IILEFERT BICIE. ctxinstall.sh 22T 3 380ICUUTORIBEHEZREL F

ERS

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —N\—DHRX FZ%ZIEBEL £,
CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS 0 IP 7 K L %,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #—/\—®D IP 7 R L X £7=1EXFF R,
CTX_EASYINSTALL_DOMAIN=domain-name - K X1 >® NetBIOS &,
CTX_EASYINSTALL_REALM=realm-name - Kerberos 153,
CTX_EASYINSTALL_FQDN=ad-fqdn-name
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« CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - Active Directory ®
martziEELE T,

o CTX_EASYINSTALL_USERNAME=domain-user-name - R X1 VBN LB HICFERINB R X
11— —DEFIZEELF T,

« CTX_EASYINSTALL_PASSWORD=password - R X1 VIIBMIEZ7HICFERAINE R X1 21—
—DINRT—REEELET,

ctxsetup.sh 27 U7 & ROE#HEFBLET:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%&fERL T,
Delivery Controller 8%38E€ 323 W TIF X T,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller DE&RIZERT 3
Delivery Controller »52£&8fi K X+ >& (FQDN) OXR—IAXFO D—EBNBRETT, 1 DF/HIFER
DB R X1 VB F7IZ CNAME 28T 2 HELRHD £,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;8— ~#f T Delivery Controller &
BELXT,

o CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop #—E X &, ¥> > oR2E#EICHAL
7,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tl&. v b T —IZEBHENS T
LOT7 74T I 4—ILOBBEHFATINTVBIHELH D £, LinuxVirtual Desktop BIZ. ¥ XFLD7
AT T A= IORERR—~ (FTAIETIER—F 80 BELUR—F 1494) zEBHTHRTI XY,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. s8H%RY
ST7a4v o7 TV —2a OREBUZRBICT B ODO—EDT Z T4 v o T7oEIL—ayrFo/Ov
TY, HDX3D Pro Z:&#RL/mE. VDA VDI FRI v (2 JEvyay) E—RERICEETN
9 (DFD. CTX_XDL_VDI_MODE=Y t &b £9),

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by 7BREETI (VD) £@RILINEHEETRI by
TEREETIDOEES5L LTI Y Z2EMT 50 ZRELE Y. HDX3D Pro IRIZEDIFEIF. EZ Y ICREL
7,

« CTX_XDL_SITE_NAME = dns-name - Linux VDA (. DNS Z A L T LDAP r—N—%#&H L £ 7,
DNS o#ZRERZO—HIL Y1 MIHIRT 31CI1E. DNSH o FBEIEEL T, FEABEIE. <none> |
WELFT,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—/\—% 1%
HL&FF, DNSHLDAP H—EXL O— RFZRETETHWEEIF. LDAP ® FQDN & U LDAP R—+ D
AR—AXTO D—EBEIEETIT£F, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IFIEE SN R X1 VRAD
ZLDAP H—N—IZR—U VI E-RFTIVIVZRTLET, RUP—DHH X TLDAP H—N—D#HHy
DBE. LINuX VDA R XICY ZBNIBO VTV ZETLET, R—UVI/RKEPLIWVMEZEBZIZ . &
wiavOJFUHRRBTBEHHD XY, LDEFERELDAP JTVEBMICTBICIE. RXr>a> O
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—>—T [JO-—-N)Ih207] #8MICL. BETS LDAP R—+rEST3268 #iEEL £, CDLEH
I, 7 4J)L L TIE<none> [CERETNTWLWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) ICHREINIHRER—XZFEALTLDAP ZB=L£9, BRERD/NT +
—IVRERETIEHIC. RER—IXEZEBETT T (Hl: OU=VDI,DC=mycompany,DC=com), FE
BIZEIE. <none> |[ZEREL X7,

o CTX_XDL_FAS_LIST=' list-fas-servers’ -7z 7L —> 3 iBiy—E X (FAS) H—/N—id. AD &
L=FRU>—IZ&DERINE T, Linux VDA IZAD JIL—FRU>—%HR—-rLTLEHA, KD
DiZ. EZ 20V TRYIGNIFASH—N—D—BZ2FERATIET, >—7>VRE ADTIL—-TRUS
—TRELILEBODLALTHZIBELHDFT, WITNDDOTF—N—F7 RLIDHIBRINTUVBIHEIE
ZOTH% <none> X WS XFHTEDT, U—N—TRLADIEFBIFEELFH A, FASH—/1N—L
BHICBET BICIE. FASSH—N—THEETNTVWRR—FESE—HITIR—FESZEBMLTLES
W f5l: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - LW 7 O—h—T—>
T b —EX (ctxvda) #HR—+T3DDNET SV FA1L60%E1I VA M—=ILTBINA, TT AL
k@ /YR iZ/usr/bin TY,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - v > 3 > THER T 3%
GNOME. GNOME 73> w o, £IEMATE TRV by TRIEZIBEL 7. EHZR/ELAVWERICT
3. BEVDAICA YR M—ILTATWVWBE TR by THERINE Y, L. REAVZAL—ILEIIT
WB 7RI by IH MATE 0iF&Id. T#HEZ mate (CRTETIHELHD £,

ROFNEZRITLT. 4—7TybEyd 3> —DOFRI by TRIBZEEISZEHTIET !

1. VDA ® $HOME/<username> =« L & kJIZ.xsessionZFzfid. Xclients7 71L& Rk
L£9.ZZT.username i1 —4%—& T, AmazonLinux2 #EHL TW3SEEIE. . Xclients
T71INEERLET, OTs AV Ea—> a3 EFERALTWVWSHEEIF. . xsessionT7 7Tl
ZERL £ Y,

2. .xsessionFflid. Xclients7 71 ZBELT. T XA MIEa—IaVICESWTTFRI +
v TIRIBEZEIEELE T,
- MATE X7 by 7Di5&E

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- GNOME /52w O FRU by TDIHE

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
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export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 7 X7 by 7DiHEaE
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessﬁ on
£

3. 4= vbtyiara-—H—-r 700 77 MILDOT7 I AERZHELFT,

N=23> 2209 L. Ev2ayi1—H—RBFRIMYTRBEZNIAZIAZATIET. COWEZER
IC93ICid. BRICTIDEXARET A by TIRIEZ VDAILA YR =L T2 HERHD EY, 5L <
B Teweaya—H—IlL2NREZLTZI My TIRIE] 2BRBLTIET L,

+ CTX_XDL_START_SERVICE=Y | N - iD= TEHIC Linux VDA 4 —E XD BIAEI N3 L SICT 3D S
MeEELE T,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2UwX> 437DV 7y bR—k, 774
IWEDR—KIET503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ &E937HDR—bo 77 A bDR—KF 7502 T
ER

BETNTVWRWNSXA—=E—HBHBIe A VX M=)LIEsEE—RICO—/LNv I L. A—F—ANDDKRDENF T,
TARTONSA—EZ—HEETHEFALTHICHREINTWLBRIES. ctxinstall.sh X2 U 7 kid. NET S>%—
L6 0EAVRAMN=INTBILODDINIDANNEZERLET,

HALY R E—RTIE ROOAT Y RERITLTEBETHERE L TH S ctxinstall.sh o U 7+ %2 R173Z3HE
B ET,

export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name

export CTX_EASYINSTALL_PASSWORD=password
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export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'
export CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

sudo AY Y RIC-EAT>avaiBELTEITL. FERTZHM LV TILICRFEORBEHZELE T, RYDTE

LT #!/bin/bash 232 A L. RO ATV RHBARBSIIRIV T T 7L ERRTZ 2 EBOHLET,
Flold. ROLSICLT 1 D2OOARY RTIRTDNGRA—Z—%IEETDIEHTEET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST='1l1ist-ddc-fqgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST='l1ist-fas-servers' \

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \

CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FIE 9: XDPing 017

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMNLEROMEERERL

&7, L <IE TXDPings #&8BL TS L,

F|ig 10: Linux VDA ©0=x17

Linux VDA 0ic&h:
Linux VDAY —EXEEET BICiE. KOOIV RERTLET:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 fZLE:
Linux VDAt —EX%#EIEFBICId. ROOATV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->
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i
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FZzRITLTERY—EXT—EVZFELELET, CNERTLAVEE, BERYT—EXTFT—EVIEELELE
T—EXZHEEFHLEFT,
Linux VDA 0 BiEE):
Linux VDA —EZXZBEH T 5ICid. KOAYV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DIRREDFERZ :
Linux VDA 4 —EXORITREEER T 3 ICIE. ROOAY Y RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE11l: v >HEOT DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRARAVHFTT§AHEDHRBICOVWTELL X T2 AZOJDIERI $LUV T >hH2O0JDEE] 281
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- WDIERTRI hy TBREETILDOSRE. 2 JIltyia> 0SS+ 7o gy
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TROLwTOS] #7232 %BIRTBHL. IV Y ICICE—1—H—DREETILHBERNISERINE
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ER

[ N

< vht Active Directory R X U SHIBRSIMI-RICBEEBMINISEIE. 20X yEII Y AZ07
NOHIBFRLTHSBEEMNY 3HENHD X7,

FIE12: TUNU—=TIL—TDER

FUNI—=T =T L. LinuxVDAT> > 2&ECI> rh20J%BMNY 3 FIEE. Windows VDA v >
DHZEBLIFLALRILTY . CORRVERTTBAEDHBICOVWTEHLL I TFUNU—TIL—TDERMI &5
BLTLIETL,

Linux VDAY >A2O7 28T TINY—JI—TZ2ER T 25EE. ROFADHD £7:

BIRTZ AD A—H—BLUJIL—T%, LinuxVDAI > ICOFF > I3 L SICBUICHEE LTI Y,

o BRI TUVAWL (BER) 2—H—0OJ 4 >ZFa LBRVWTL T U,
Windows Y>> % &0 A2 O57ETUN) —F I —TTREI BBV TSIV,

HE:
TIVr—o 3> 0nIE. LInuxVDAN—23 Y 14 B THR—EIATVWET, 2750L. E—I I A
DTRAY by TEXVOT7 T DEMSIE. Linux VDA THR—FSINTULEE A,

ROVAEA7ELCTFINY =TI —FOEBFGEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
2212 Z#BRLTLET W,

cSIWNSa—Fa>T

SOtV avoEREeERLT. BRI VI M—ILEEZERAIZCCTREIZARMOHIBED S TILY
A—TAVIERITTEEY,

SSSD ZEAL TR XA VIZBMTEIHRW

RAXAVICBMLESETBE. ROESHBHADIS—HRETZeHHOFEFYT (BEHEMRIOOT 2R
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The

network name cannot be found

/var/log/xdl/vda.log:
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2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to 1initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68S$Q@CITRIXLAB.LOCAL'not found

in Kerberos database

COMBZBRT BT ROFIRICHEWVWET:

rm -f Jetc/krb5.keytabavw > RERITLET,

net ads leave $REALM -U S$domain-administratorav>RE®R{FLET,
Delivery Controller T > >h4O00 LT UNU =TI —T2HBRL £,
Jopt/Citrix/VDA/sbin/ctxinstall.sh #217 L £ 7

W
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5. Delivery Controller Tt >A4O00ELUTIN) —FIL—FEZEBRL £ T,

Ubuntu o727 by 7ty 3y TREDEENRTIND

tyla zEFHIIE. EOTRI LY TITTAVIEINBZBENMEELE T, £l Y220V —ILTH.
O—ALA-—HF=TAVY b 2FRALTAI A VT3 L RBOBEIRTINE T,
CORMEZRRY BICIE. ROFIRICRVET:

1. sudo apt-get updateavx>rRuER{TLET,

2. sudo apt-get install unity lightdmav>R%E=ERIFTLET,

3. Xof7% /etc/lightdm/lightdm.confiZi&iiL £39,
greeter-show-manual-login=true

Ubuntu 072X by 7y a3 zB8BLESETEIER—LT ALY MUDBRVIHRKMTS

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->

By bk
COBBEORBERERIZ. RX1VBEEBEDR—LTa L7 NUDMERINTULWAEWNWI YT,
COMEEFRT BICIE. ROFIBICRWET:

1. Ov>Y K51 >T. pam-auth-update = NS L £,

2. RRSNIAA470OJ T, [ATAVRKICR—LT s LY U ZERT 2] BBEBRINTVWE e ZH#BLE
ED

T

§ PaM configuration |
Fluggable Authentication Modules (PAM) determine how authentication, suthorization, snd password changing sre handled on the system, a3
starting user sessions

well o3 allowing configuration of sdditional sctions to teke when

tions on the iystes. Plesse indicste which of these behsvicrs you with to enstle

Soma PAN module packages provide profiles that can be used to sutossticslly adjust the behsvior of all PAM-using spplics

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36



Linux Virtual Delivery Agent 2212

dbus TS—ic&h Yy avEREHFLIIRTTERL

/var/log/messages (RHEL %7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]:

Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (

tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu 7« X U Ea2—> 3 >0KEIF. log /var/log/syslog %=/

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]:

[pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap

.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply

, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
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blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user®l-HVM-domU citrix-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

BREHIIETHELBVWIIIL—TELEED2—-IEBD £, dbus T5—Xvt—IHOJICKRRINDIBA.
DRTLEBEBLTHSBERTISCLZEHOLET,

SELinux T SSHD W' R—LF < LY FUICTIERTET AL

dA—H—ldyiarvzEHTITETN, OFA > TT £ A,
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%*x%x Plugin catchall_boolean (89.3 confidence) suggests
khkkhkhkhkhkhkhkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*xxx Plugin catchall (11.6 confidence) suggests
khkkkhkkhkhkkhkhkhkkhkhkhkkhkhkhkkhkhkkkhkkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do

allow this access for now by executing:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38



Linux Virtual Delivery Agent 2212

# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

CORBEZBRT BICIE. ROFIRICHEVWET:

1. /etc/selinux/config IZRDEE%#MMZ % Z & T SELinux #&EMICL £ 9,
SELINUX=disabled
2. VDA zBEE#HLEY,

KX >3e2o Linux VDA OER

February 3,2023
C DEEETIE. Machine Creation Services (MCS) #{#H L T. Citrix DaaS TR X > IESM® Linux VDA %
BT B HEICDOWTEHEALE S,

BE.

o X380 VDA IF. Citrix DaaS THR— NI ZET,

- JybtAa—iLFL—>id. CitrixDaaS ZHTREB T2 HBELH D £,

- RXAVIESBMVDA K. NTUWIISIRERIEA Y TILIRDT—2EV2—ICBHETEE
o RX12IEBMVDA I, CitrixDaaS oy bO—IL L —VIC&>TEEINE T,

- Citrix Cloud Connector /X1 /X2 § % & 5 ICRendezvous V2=l TIF £5, TNLUINDEB
&l&. Cloud Connector #1 > b—JLLT. VDAZOY FO—ILTL—VIZEGT ZHEND
h*xd,

o RXA2IEBIMVDA ZER T 3ICid. MCS Z BT 2HENHD £7,

- RT7AZI)YHF—=N—lF. MCS TIEFHR—rINTLEHA.

o RXAVIEBMOD Linux VDA Tld. ROMEEZFERA TSI £ :

FX+1 23S0 VDA THEEShBE ZH>O—-AILI1—F—Z1EHT 3
SSO LsbEBE

Azure Active Directory %/ L 7584

Rendezvous V2

(Nutanix DE&5D#A) FIE1: Nutanix AHV 7S5 1>D+1 > X h—)L L B3

Nutanix 75 Nutanix AHV 7551 > 8w r—2% NF L. Citrix Virtual Apps and Desktops I|RigIC T 55 1
VEAVIM—=ILLTERLES, 2L <l Nutanix #7R— ~R—%)Licd% 3 Nutanix Acropolis MCS 7545«

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 39


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/session/rendezvous-v2.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/non-domain-joined-vdas.html#create-local-users-with-specified-attributes-on-non-domain-joined-vdas
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/authentication/non-sso-authentication.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/authentication/aad-authentication.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/session/rendezvous-v2.html
https://portal.nutanix.com

Linux Virtual Delivery Agent 2212

YDA YRAL=IAA FZSRLTIRTEI W,

Flg 1a: 4> 7L = X Delivery Controller o) Nutanix AHV 7551 > %1 > X b—)LLTEERT S

Citrix Virtual Apps and Desktops # -1 > X b —JL L 7z #4.

Controllericr>x r=JILLE T,

# Nutanix AHV plugin for Citrix XenDesktop Setup Wizard

Setup Type
Choose the setup type that best suits your needs

@5

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
-

= Back Mext =

MNUTARM

Cancel

F)E& 1b: 57 1 Delivery Controller B® Nutanix AHV 7S5 1 >4 VX2 h—JLLTEET

[XD MCS AHV Plugin] % 3%iR L T Delivery

Citrix Cloud Connector Bic [CWA MCS AHV Plugin] %#3RL T > X k—JLL %, Citrix Cloud 7+~
MIBEBINTWB IARTO Citrix Cloud Connector iICF 551> % 4> XA h—ILLET, AHVARLTUY—2X

DIBFRICH —E X %R T 3HEETH. Citrix Cloud Connector 2 &3 3NEHLH D £,

FlElc: 7571221V AM—ILLIE. ROFIEZRITTS

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB = MAB L &

ERS

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.

exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

o« 7> 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #Hi£# 3 3. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Hi2# L £

ERS
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N N

Nutanix AHV 7S5 +1 > %4 > X =L FI3EH T3 & i, Citrix Host. Citrix Broker. &
Machine Creation Services #ELE L THSBREHTI 2 HEHOHLE T,

FIE2: RX MEGZERT B

RAME VY —ROBRTHEASNTUBNAN—NAY—FIE IV —EXTY, COFIETIF. DaaS
NRZA L EDRERS VEBETROHICHERTRRREBETE XY, FABRICIZ. VYV —XDIFMA. K +D
B, 7O RERER. BATRRAML—UFHE BLURIAMEORBIYD UHMERTE SRy hT—IDEF
nExd,

BE:

BEEIER T 28012, DY —XDBFRICKRA NIV =X (R L=y hO—2) #EET2HENHD £
_§_O

CitrixCloud iIcHr>1> L %9,

EEOXZa—7T. [¥xrH#—EX] > [DaaS] =&ERL £,

[(BIE] > [R2B#Ei] OERIRT>T [RX K] Z#RLET,

BEN—O EHESLUVVY—I0BM] %FRLET,

T — ROIEBRICE>T. UTOR—JOBREZITVET, REOR—JOARIF. BRLEGORBEIC
SO TEBDET, EXR—VOBRMEEERZIS. BHE] R—JICHETZET [rA] 2BRLET,

ok wpn =
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FE 2a: =4

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Network
@ Scones @ Create anew connection
Zone name:
@ Summary

Cennection type:

Google Cloud Platform

Service account key:
mport key..

Service account ID:
Connection name:

Create virtual machines using:
@) Citrix provisioning teols (Machine Creation Services or Citrix Provisioning)

Other tools

=)

5] R—ITUTZRITLEY:

o HMLWMESZIMER T BICIE. (L VEREIER T3] 20U v I LET. BEOEGLRICRR MERICED
WTIESRZIER T 215813, [MEOEGRZERAT 3] ZBRL THSZHOEGEZERLET,

e [V=8] J4—ILRTY—2%BIRLET, BIRTEI 34723 Vid BRLIEIRTOUY —XDFHAT
ERD

o BEGORBE] 71— IILRT NAIN=—NAHF—FEREIFTIRY—EXEBRLET, BRTEIZA S>>
& T4 =VIZBINCA VR = ILENTWBNAN—NAHF—C I ZTVRF—EXTT,
F7cid. PowerShell av > kGet-HypHypervisorPlugin —-ZoneUid%zfERHL T, #ERLEY
—VTERTEBRINAN—NAY TSI VO—BZRMR[ITZCLHTEET,

s BB ZEANALEY, COBHIICERBEARICRTINE T,

o [REEYSVEIEMT %Y —)L. Machine Creation Services %7 Citrix Provisioning %=3#R L £7

5] R—CoERIE. FHEALTWVWEHRRA N (EHEEXT1Y) ICL>TERED FT, - xiX. Azure Resource
Manager 2B ¥ 3155, BEFEOT—EXTUYINILEFRATSID. iLWI—EX TV O NILZERTE £
ED
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FIg2b: X FL—CDEE

Add Connection and Resources X

@ connection Storage Management

@ Storage Management Configure virtual machine storage resources for this connection

Select a cluster.

@ Storage Selection
@ Network

Select an eptimization method for available site storage.
@ Summary @ \Use storage shared by hypervisors

Optimize temporary data on available local storage

Use storage local to the hypervisor

ANL—CEBREOBECAEICOVWTEHLCIX. TRAMZI ML= #8BLTLETL,

Hyper-V 7213 VMware R X M ST 3G £ BH L TL 3 B4, V524 —8%28RBLTHSBIRLET. fr
DEGOBETIE, 75 A2—BRERINEL Ao

ML=V BEAE INMN—NAF—RBTHETNZ I L —=JFRENAN—NAHF—DO—AHILICERET S X
FL—2) #3RLE TS

s NAN—NAHF—BTHEINBZ AL -V ZEIRT 355, — BT —2Z2EAATELO0—-AILIASL—T
RIFTINESHEEBELET (COBGEZERTZIIIYAZOI T, 774N MTEBEVW—FINL—
SO XERETEES), floh: /5X2— ML —IRUa—L4L (CSV) #ERT 35HE. Microsoft
System Center Virtual Machine Manager id. O—AILZA ML —ITO—RT—FFvv>aT1XI%
FFRILEHA. [BE] OV —ITEOR ML —VEERTEZER L LS TR ERMLET,

Citrix Hypervisor O 7— )L L THBER FL— %2 ERE T 5B E1d. IntelliCache #ERALTHEX L - FN
1RO ZERERSITHESHEIRELF T, ICitrix Hypervisor [RA8MWIRIE] 28R LTI,
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FIg2c: R L—T DR

Add Connection and Resources X
0 Connection Storage Selection
0 Storage Management When using local storage, you must select the type of data to store on each local storage device; machine
torage Management operating system data, temporary data, and if not storing personal user data remotely, personal user
data. At least one device must be selected for each data type,
@ Storage Selection
Select data storage locations:
@) Network
Name J 0s Temporary
@ Summary Libraryl on
Local storage on
System32 on
Userson

& B

ARL—CDBIRICOWTEFLLCIF TTRA MR RL—2) 28BLTLLETL,

ARG T—2OBBEICICLI DULEDRI ML= FNARZBERLET, FIOR—CTERLAER ML —DEE
FAEICE 2T COR—JTERTEZT—2OBALIEULET . V1 F— FORDODR—JISETICIE. FR—b
TNBZET—ROBEICH LTI DU EDR ML= FTNA RZBIRTIBELHD £,

NAN=NAYF—=ICE>oTHETNBZ I LU % #RL. (FAREZO—ANLI L -2 ET—RKT -2z &EK
LEY] 2BMICLIIGE. [AFL—U0FBR] R—POFMICKRTEINBZBREA T aviMBERET, —BHT—4
ICERAYTS (ALNAN—NAHF=T—IZHB) O—HALZA L =T NI REZBIRTEIEY,

REBRPODI L —OTNAAOEHERTENET (ERTE NMEOI L= TN IDNERINE LD,
COIVRUDLICRIRZGEDEZ L. BRLIETNAZADEFPRIINET BRINTNAZIDDHZ5HE
DH)o

1. FRAYBALL—TNARZEETSICIF [BHR] 23RLE T,
2. [RPL—=POEIR] 44700 RV I AT ANL=STNAADF TV IRy I REAVEIFFTICLT
[OK] =#ERLE9,

FIg2d: V—>3y

(—BDHRRASZATICDAHERT) V-2 avOBERICED, (RETI UHARBAINZBAZIEELE T, AIEETHN
B A=Y =BT TV =23 VT I XTBBMICEVW) -2 a v ZBRL T LT,
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FIE2e: Ry ~kT—7

Y —0ERIZANNILES, CORRFIE [BE] aYY—IILICRREIN. ChICL DEGICEEMIFSNI ML
=Dy hI—UDHEAEDEZHRTETET,
AT U TERTERY b7 —0% 1 DELIFEREERLE Y,

—HoEGiOEE (Azure Resource Manager #¥) TlE, REIYIVMERT IV Iy hbRRINET,
Txw b 1 DEIFEHRIRLE T,

Fig2f: £

BRNBZzHALE I, EEZTSHGI. [RB] 2/ TRIOV A HF—FR=JICRD XY, BBHRT LI
5. [E7] Z&RLET,

AR BT —42E0—AINICRETZHBE. COBEGZERATIVI VEETAZOIZERTIEEIL. — KT
— 2L =TI A FUSNDEERETEET,

E:
TINT7OVEAEEEBEICDOVWTIE, AOA—TERRINEFHA. 2L I TEBE, &I, $LUXO-7)
ZBRLTIETL,

FHL<IE MEGOMEREEE] 28RLTIEIL,

FIE3: YREZ—A X—TDESE
Bk

B—DA A= EALT. FXAYEMEH VDA & R X1 VIS VDA OEBZER TS 75

(Citrix Hypervisor 0i5&0#) FlE 3a: CitrixVMTools z1 > X +—ILTF 3

xe CLI £7:ix XenCenter ZEBE$371-®IC. RIS > rIicTY 7L — MrETS A Citrix VM Tools =1 >
Ab=ILLET, COYV—IBAIYIAL=ILTNTVAEVE, RIS VDNT +—I 2V IABMET T3 a8EMRH D
£9, VoI RFNUE ROWThHRITTIEEA:

o RETYSVEELL Yy MDY, BieE). F£HI3—REET 3,

« XenCenter TZDREIYS VDN T +—IXVRAT—R%ERRT o

o RITRORET S >%#%1T9 5 (XenMotionzfER).

e RFTw TPy bERIIXTVEZEARER Y av bk (FzvoRAVE) BERLEED. XFTvFo3
v hEETLIEDT S,

o 7RO Linux k<> > D vCPU ¥z AT 3,

1. ko< > RERTLT. guest-tools.iso £ W5 &FiD Citrix VM Tools <Y 7> L £,
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sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROARYRERTLT, Linux T RhUEa2—YavicEIWTxe-guest-utilitiesNvir—
CEAVAR=ILLET,

RHEL/CentOS/Rocky Linux 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE 0ig45:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [&fg] #7T. F>7L—MRETS > OREBREZEZEL F T, Citrix VM Tools A1
LLAYRAR=ILEINTWVWBIEE, REBUOREIE [RBEHEA] ¢BDFET,

(Azure. AWS. GCP 0i£%) FIE 3b: Ubuntu 18.04 AiC cloud-init K3 3

1. R VOBERES FIIMELERIC VDA R b BRI BICIE. ROOATY TV RERTLET:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy—-->

/etc/cloud/cloud.cfg 7 71 )Ld system_info 0> 3 > O TFICRDITHHZ e 2 HRL £ 7!

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. AWS T MCS PMER L R S VI SSH ZRAL T E— 772X T35, TNHSDOREBTI VICFE
— BT EZYFENTVEWD., NAT—FBHAZEMNCLET . BEIISL TROBEZRITLET.
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o cloud-init#m7 7 Jl/etc/cloud/cloud.cfg ##EL £9. ssh_pwauth: true THEFHET
3 EHERL£9, set-password [T RDITHEET 3HEIE. TOTEHRTEH. OXV b E
EBmMLEY,

users:
- default
<!--NeedCopy-->

e cloud=initic&sTERINIT 74/ baA—HF—ec2-useridubuntuzERT 35848
&, passwdav Y REFERALTI—HY—NRAT—RFE2EETIFT, HLLWIRT—RETRLT.
MCS "MER L FefRBET S IO A VTR SIICERTESLSICLET,

o /etc/ssh/sshd_config7 71L& RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T71IL%ZHREL. sudo service sshd restartav>Rz=ZTLET,

FIE3c: T FL—MrRETIVICLINUXVDA X —S% 1Y A R—)LT 3
pE N
BERTHPOVDAZ TV TL—MREYD D LTERT3ICIE. COFIEZRBLE T,

T TL—MrET VI LINuX VDA Ny 5 —2% A4 > X =)L T %R0, .NET S22 1 L6.0%1 >R b
_)Lbia_o

FRALTVWS LINUXTs X rUE2—>3 > Iy ROOAY Y RERTLT. Linux VDA EER Y b7 v
LE7,
RHEL/CentOS/Rocky Linux 084

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

7
RHEL & & U CentOS 035 4&. EHIC Linux VDA =1 > 2 k=)L L Tdeploymcs.shxE{T9 3HilIc.

EPELURS bU%EA YR b—)LLET, EPEL ®1 >R b—ILAEIC DWW T https://docs.fedoraproje
ct.org/en-US/epel/ DA% SR L T L,

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->
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SUSE 055!

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIg3d: VR rUEBAMILT tdb-tools X\ —2 %4> =)L % (RHELT7 OIFEDH)

RHEL 7 —N\—0Di5&:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 O—JX7—2 3> Di55:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

Fl& 3e: (SUSE T) ntfs-3g =F&#HTrV A ~—ILT 3

SUSE 75w b7 —LiClE. ntfs-3g #BET I VRS UL BD £ A, V—ROA—KREHU>O—-KRL. OV
INTILL. ntfs-3g EFEHTAI VA b—JLLET:

1. GNU Compiler Collection (GCC) aA¥ /XA S5 RAFLL make Xy —JF AV A R—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g N\wr—o&4o>O0-RLEY,
3. ntfs-3g Nwsr—S=RBEALED,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny T —IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->
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FE 3f: FHATZT—EIRN—EIEETS

HERERPEDIAE L L T, PostgreSQL ichnzx T SQLite HFEATI £9, LinuxVDA Ry r—J% 1> b—JLL
fe#l%. SQLite & PostgreSQL #1DBX 23 HTI£EJ, CODICIK. ROFIEZRITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh®xR{TL£T, FHRI VA +—ILDFE. COFIE
IFEEEY,

2. deploymcs.shz®17938c/etc/xdl/db.confaEEL £,
A

+ SQLite IZ VDI E—RICOAEATEI e HEDLET,

o BB YR —)LE MCS ®7z8ic. SQLite & PostgreSQL I&. ZhZna2F#HTI VA L—ILTS
CEBRLKYIDBEZBZZeNTEET, /etc/xdl/db.confTiiciEELAWVWED. Linux VDA I&
77 #JL T PostgreSQL #fERAL £,

+ /etc/xdl/db.conf%{ERL T PostgreSQL OR— +HEESEZBRITEZLHTIET,

FlE 3g: MCS ¥z 2

MCS ZHZHBM T B ICIE. RD 2 DOFENBHD T

o Jetc/xdl/mcs/mcs.confor1ILEHmELET,

e BHAYAL—ILOGUI ZFEALEY, BEAYIL—ILD GUI #B<ICIE. VDADT R I kv TIRIEE
T/opt/Citrix/VDA/bin/easyinstallavx>Y RERTLET,
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify
Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

B2k

RF] 20w o328 BELNRICHZO—AILT 7AILICEBRENMREINE T, [Hidd
Hl Z#OVw OB BELET 71D SEHREDHAAENE T,

LTI FXLVIESMOS T UFICEVWTHERTES MCSEHTY, 774 FOEREZFERTZH. BEIC
BLTERENRETIAITIEYT (F T3 ):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

FIE3h: MCSOL IR MVEZEZTALEIIEHR IS (A7 3Y)

FYIL—bIP>T ARV RESarv%E [etc/xdl/mcs/mcs_local_setting.reg7 »JLICiBI
LT BEBERLSIAMVEZERELIEERLET, CORMEICEL>T. MCSTFOE 3= anfcvs >z B
EETRICT R EREDIEDONABVWLSIZLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETIE. LER MV ERREEIEEFRT S
HODIAXV KT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 50



Linux Virtual Delivery Agent 2212

freziE moEnehodv Y RS1> % fetc/xdl/mcs/mcs_local_setting.reg7 7 JLICE
MLT. LA MU BZEREIEEHTIET !
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

FIE3i: YRE—AX—CHEERT S

1. Jetc/xdl/mcs/mcs.confaimeEL TMCSEREHERT 3HAIE. /opt/Citrix/VDA/sbin
/deploymcs.shxRTLEY. GUI ZFERALTMCS EH=ER I 3551, (B 27Uy o L&
ER

Easy Install

= Easylnstall r
Check Environment Loa Sawve

Install Dependencies selected the virtual Delivery Agent will be configured for VDI desktops (single-
Join Demain session) mode. Do youwant to enable HDX 30 Pro?

Configure Runtime Variables " Mo v |
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥ | Yes .

Linux distribution: Ubuntu Linu 18.04

GUIT [BR] #0Vwod3r. GUI TRELLE#HNM/etc/xdl/mcs/mcs.conf7 71 L TRE
LIE#HEDBERINE T,

2. BRTBINTVYIISURICEDIS. YAE—AA—2PDRFTy T3y b 2ER L TERIZHITES,

« (Citrix Hypervisor. GCP. & &' VMware vSphere 0154) 7> 7L — MRET I VIZT7 T
T=2a>mAYAR=ILL. TVTL—FMREII V>EZS v Y TV LET, NAZ—AX—CD
2y T ay b EERLTERZMITES,
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« (Azure OBE) TV TL—MREII T IV r—>ayEA4 > =)L L. Azure Portal TF
VTL—hMRETIVES Yy ROV LET, TUTL— MRETYS VOERIREND. [Stopped
(deallocated)] (B> TVWBZ L ZBRBLET, CCTUY—RIIL—TOERIEEITEVWTLE
TW AZUre TIYRZ—A XA—C BRI ZBICKRFHIHBETT,

> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes thel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, & GB memory)
Subscription (change) Public IP address
| hel p-ip

Subscription ID Virtual network/subnet
I Virt ork_1/default
ame

Tags (change)

Click here to add tags

« (AWS 0iF8E) T FL—hREIXI VT IV r—>a>yiEa4> X =)L L. AWS EC2 Portal
TTYFL—MMREIIVES Yy ROV LET, TV TL—MREIYD VDAY X2 2 KRR
h'. [Stopped] ICH->TWVWBR I #ERLET. T FL—MRETYSVEHY ) vo L. [Image]
> [Create Image] ##EIRL £9, BEICISLTHEREANSIL. BEETVLE Y, [Create Image]
ZOVvILET,

Create Image X

Instance ID  (7) i-011€
Image name (i) [
Image description (i)
No reboot  (7)

Instance Volumes

Volume Delete on

Type DE—,VICE Snapshot (i) S“,::e [EiB) Volume Type (i) 10PS (i) Throughpul Termination Enrcrypied
0 a @ meis) @ D}
Root Idevisdal Sgap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A & Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECACINEGE

+ (Nutanix ®#%%) Nutanix AHV T, 7> 7L —MREIS V&> vy IV LET, YXEZ—A
X=PDRFyFay b EERLTRFZGITET,
pE
Citrix Virtual Apps and Desktops TR 3 ICiE. Acropolis R+ v 7> 3w &% TXD_J
THBOZBENRHD £9, BBIHL T, Acropolis >V —ILEFRLTR Ty I ay o
BHIZEELEY, RFTvFoav bOERIZEELES. AROJERY Y — 2 HESL
T, EfcN—EBEZEIRLET,
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FlE4: <> >hE207 DIERK

1. Citrix Cloudicr>r> L %79,

2. EEOXZa2—T, [¥1H#—EX] > [DaaS] Z#RL X7,

3. [BE] > [Z2hiEs] »5. [v>rAh200] #BRLET,

4. T4 —RIR->T. I VHhEOJZERLE T,
Nutanix EBE® [OAY7F] R=JT. FICTY L —MREIDVIEELEIYTFZERLET,
[RRE—=AX=T] R=IT A A=JDRTFTy T3y bERLET,

MREET > v] R=T T, R CPU O RE CPU H7cO 0 I7#zHABLET, YO VOREAARZEELT
MCS ZBRL. AZOJTHERTBIYI VD ID L LTRXMVIESMERERLE T,

BEICIGC THOBR I XV ERITLET, sfL<IE T2 0haO07DIER] Z2BRL TSI,
A
Delivery Controller Tov > > A420O0J OER 7 OE XICH 7D OEEA DN /& . Nutanix Prism (2

#8 L. TPreparation) ¥ LS EEFNAMMTVWEIS Y OEREFETAVICLET, COT7FO—FIE. /B
TOLAzMETDDICKILIBEET,

FIES: TUNI=TIL—TDIERK

FUN) =TI =T WL D2D DI VHEOTHEERLIETS VETIL—THLEBDTT, ThEDIY
VEFHATIZA—Y—r, TOA—Y—ICRBEITZ T IV Ir—a ELUTRI My TEIEELE T, s¥L<
& T UNU =T IIL—TDER #BBLTLET L,

Machine Creation Services (MCS) #%#{#MH L 7- Linux VDA O 1ERX

January 12,2024

MCS ZfEAH L T. RX1>8IiE#H VDA & K X1 >IN VDA #ERTE £ 95,
BE.

2212 V1) —RUBEOEBRETESITIRDEHD TY !

o Jetc/xdl/mcs/mces.conf 7 7 1)L £ f g8 > X b—JLd GUI T AD_INTEGRATION ZE#ic 57
I MEIRZBRLSBDE LT BEBIDLTEZRET DHBENHDE T, FLIE. CORED TFIE
3h: MCSZE#%#BmMT 51 o> avaESBL T,

« /etc/xdl/mcs/mcs.conf ® UPDATE_MACHINE_PW T > kU ICx§ 3 B4 1EIE. enabled
disabled TiE%m <. Y ERIENICAD E LT #HLLKIE CORED ROV THIY FONRRT—R
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DEFH=BHL €/ a3 ZBRLTILESL,

YR—bEINTVBTrAJEa2—23 >

Winbind SSSD Centrify PBIS
Debian 11.3 IEL =y LWLV =40
RHEL 9.0 (FqA LR LWR LWWR
RHEL 8.6. RHEL [FL ARV =40 [=qA
8.4
Rocky Linux 9.0 (=40 ARV ARV ARV
Rocky Linux 8.6 (=40 ARV ARV ARV
RHEL 7.9. L [FL [FLy lFLy
Cent0S 7.9
SUSE 15.3 [FL [FL (A1AY-4 lFL
Ubuntu 22.04. (=49 (=40 ARV (=40

Ubuntu 20.04.
Ubuntu 18.04

YR—bINBNAIN—NTH—

+ AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV

» VMware vSphere

PR— PR TREBONAN—NAHF—TIXZ—A X—J=EH L LS5 TR, FHLBVEENRETSZ
RHDET,

MCS ZER L 7z Linux RE8< > > OER
ARERE

« Citrix Virtual Apps and Desktops 7 2003 »* 5 Citrix Virtual Apps and Desktops 7 2112 % T. Mi-
crosoft Azure. AWS, & & U GCP T Linux VDA #7KX k9% Z kid. Citrix DaaS (IB#F Citrix Virtual
Apps and Desktops #—E X)) TOHYR— TN TWE LT, 2203 1) 1J—X L. Citrix DaaS & Citrix
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Virtual Apps and Desktops o@EAD 5D /INT Vv oI5 RTLINUXVDAZRIMTEEYT, TN
5MINT U wo o579 RARR MEE% Citrix Virtual Apps and Desktops BRIIBEICEMT 3188 1E. /\
ATy FIERSAEYIRMBRETT, N1 TV Y REFRISAEYRUTOVWTE TBITEFL—FT7 v
(TTU) ena 70w RiERD 28RBL TSIV,

¢ MCS ZzEALTRBIY S VZERT BHBE. NTXZIY—N—FHTR-—rThEtA

o Citrix 8@ TlE. BET 3 Linux ¥« X MU E 21— 3 > OFEAOHEERE ISR D Centrify N—2 3 > % &

ALET:
Linux 7« X kUEa2—>3Y Centrify N—> 3>
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

ErON—3 >0 Centrify 2R3 8. TS—HRETIAEMNBD 9, Centrify zFERALTT>
TL—hIIUZ RXAVICEMLABEVTLIEEI WL,

+ MCS TR T hiz<w> > % Windows R X1 VICBMIE 5728IC PBIS £7zid Centrify #HLTW3
BE. ROFZRVZRITLTLREI WV

- FUFL—brTI T Jetc/xdl/mcs/mcs.confZ 7L PBIS F7zi& Centrify /¥ w4 —
TSOATYO—RNAERET S0, PBIS £7zi& Centrify Xwr—J%#BEEA VA N—ILLET,

- Jopt/Citrix/VDA/sbin/deploymcs.shx®RfT9 3HIc. MCS TERINZTUDOTA
TOIIVICHTRIEZIASELIUNRT—RD Uty MERZIFOABEM (OU) ZERLET,

- Jopt/Citrix/VDA/sbin/deploymcs.sh®RTH4ET L1z, MCS TERIhiz<> >
= HREET 3u1C. REICIS LT, Delivery Controller % 7z Citrix Cloud Connector Tklist
-11 Ox3e4 purgexRfTL£J.

(Nutanix 050 #&) FIE1: Nutanix AHV 75451 > D1 >V X b—)L & &$F

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops I|RiEIC T 551
VEAVAM=)LLTERLET, 5L <I&. Nutanix #7K— ~R—%4)LIC4% 3 Nutanix Acropolis MCS 754
YDAV ZA =AM RZBRLTLEI L,

FlE1a: 7> 7L = X Delivery Controller H® Nutanix AHV 7551 > %241 > X h—)LLTEETS  Citrix
Virtual Apps and Desktops %1 > X k—JL L7z%&. [XD MCS AHV Plugin] #%i%iR L T Delivery Controller
ICAYRE=ILLET,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

FI)E 1b: 57 1 Delivery Controller B Nutanix AHV 75451 %1V X b—J)LLTEETS  Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLL EF, CitrixCloud 7+ ~cE
BINTWBFTARTO Citrix Cloud Connector IZF S 71 >% 1> A —)LLET, AHV AL TUY —ZADIBFR
ICH—ER%RMT ZFETH. Citrix Cloud Connector &3¢ 3 HENRH D £ 7,

FlElc: 7571221 AM—ILLIE. ROFIEZRITTS

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB =B L &
ER

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl1.0.0.0"aY>krE#2TLET,

« 7> 7L = X0 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #HiEg# 3 3h. Citrix Cloud Connector T Citrix RemoteHCLServer Service #EBiEs L

Nutanix AHV 75541 > %14 > X =)L 72I$EHH § % & Fd. Citrix Host. Citrix Broker, £& U
Machine Creation Services #EE L THSBRHTI 2 HEHOHLE T,

FE 2: KR MEGDIER

ZDtU> 3Tk Azure, AWS, GCP. Nutanix AHV. & &0 VMware vSphere AMKRR MEGHETER T 3
BHEICDOWTHIALET:
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« Citrix Studio T® Azure ADR R MMEGDVER

« Citrix Studio TD AWS ADHRX MMEEDIER

» Citrix Studio TD GCP ADKRZ MEFGDIER

« Citrix Studio T® Nutanix NDR R SMEGDTER

« Citrix Studio ©® VMware ADR R MEGDER

Citrix Studio T? Azure AN KX MEFDIER
1. CitrixCloud icr>r> L %9,
2. EEOXZa2—7T, [¥1H#—EX] > [DaaS] Z#ERL X7,
3. [BHE] > [Z2hiE] OEAIRT>T [RI M ZBRLET,

4. BEN—0O [BEGEEITIY—IDEM] ZFRLET,

Add Connection and Resources X
() connection Connection
@ Region ) Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary ‘ |

Connection type:

‘ Google Cloud Platform |

Service account key:
Import key.

Service account ID:

Connection name:

Create virtual machinges using:
@ Citrix provisioning tools (Machine Craation Services or Citrix Provisioning)

() Other tools

7

=D, 7

5. #50EEY LT [Microsoft Azure] Z#iRL£9,

6. VA —ROIETRICH>T. ER—JOBREETVET, BEDOR—ZOARIF. BIRLIEHOBEICL -
TEBDFT, ER—JOBEZERIO. BE] R—JICEETEZFET RA] 2BIRLFT, #L<
(& TRXAVIESMD Linux VDA OERL DREEICH D TFIE2: R MEGOIER] Z8RBLTIRETL,
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Citrix Studio TD AWS AD 7R X MEFDIER

1. Citrix Studio T. [#p] > [KX k] > [EBHEEIVUYV—IDEM] DIEISERLES,

2. #EGoEEr LT [Amazon EC2] #:|IRL 9,

Studio Connection
() Use an existi ng Connection
: J | awsecd | v |
Connection &
@ Create a new Connection
VM Location :
Connection type: | Amazon EC2 -]
MNetwork |
iy Your cloud administrater should provide the following information.
Import keys file: -Browsa.. Use a file to automatically enter
APl key and Secret key.
APl key: | |
Secret key: | |

o Learn about user permissions

Connection name: | Example: MyConnection |

3. AWS7HU Y b®D APl F— e WBEFXF—ZAND L. HEEGRBRZEANILET,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

Connection type: Amazon EC2 |'|
Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file: i il Use a file to at
> APl key a
AP key:
Secret key:
) Learn about user permissions
Connection name: | Example: MyConnection

Cancel

APl *—i370tZX*x—IDT. BBF—I3>—JLy rT7I7EIF—TY, TNER. 7I/EXF—RTL
RBENET, = IL Y b7 IERF—ZHRLIGEIFR. TI7EXAF—ZHRKRLTHOT7 7 XF—%1F
RTEET, 7IVERF—ZERI BICIE. ROFIEZRITLET:

AWS H—EXRICHT V1> LET,
b) IDE&LUF7IEXERE (AM) OV —JLICBHLET,
c) EAoFES—> g3 >R1 2T, [Users] #&ERLET,

a)

)

)
d) WERI—F—%FRLTFICAIO—JLLT. [Security credentials] % 7% &ERL 7,
)

)

e) FIicxoO—J)LLT. [Createaccesskey] 20w L %9, MiLLWI1r Y RUNEETET,
f) [Download .csvfile] 20U vo L. 7O XF—%2RERBHICHEELET,

4. V4 F—ROETICHE>T. ER—JOBEEZITVLET, BEDR—COARIF. BRLIEBEGOBEICE -
TERBDET, BXR—TVOBRFZERZIICES. [E] XR—JICEETEZET RAN] ZBRLET,

Citrix Studio TD GCP AR X MMEFKDIER Google Cloud Platform {RiEHIEIRICEHE T GCP BRiE%E
w7y FLTH S, ROFIEZETLT GCP ADRR MEGIZIER L £9,

1. CitrixCloud iIcr>r> L %9,
2. EEOX=Za—T. [¥1/¥—EX] > [DaaS] #BIRLFT,

3. [BH] > [Z24Ea] OEFIRT>T KRR ZBRLET,
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4. BEN—0O [EHSLTUY—I0EM] ZERLET,
5. EH0EEL LT [Google Cloud Platform] %:#ERL 7,
6. GCP 7HV Y bOH—ERTHIY bF—EAVR—bL. BHEIZANNDLET,

7. D4 —FOERICK > T ER—ZOBEZITVET. BEOR—JOARIF. BRLBHOBEICL >
TEABDET, EX—TUOBREERZIIS. BE] R—JICFETBZET RA] ZBRLET, 5#L<
& TRXAAVIESMD Linux VDA OERL DFEEEICH B TFIE2: R MEGOIERL 28RBLTIRET L,

Citrix Studio T® Nutanix ADKR R MEGDIER

1. #> 7L = 2o Delivery Controller &%, #> 7L = X Citrix Studio © [#m] > [KRX ] >
EGE LYY —0BM] DOIEICEIRLEFY,. 757 Ko Delivery Controller @&, Citrix Cloud
D Web X—2 @ Studio A>V =)L T [BE] > [KR+] > EHRSSLTY Y —IDEM] OIEICERL.
Nutanix N1 /NN—N1HF—ADEHZIERL £,

2. BIEL UV — OB F— KD [FEH] X—UT, EHEOMAEL LT [Nutanix AHV] ZERL. N1 /3
— N —DT KL R EEER. BROSHERELET. £y F7—2] X—YT A=y FOR Y+
—JEBRLET,

fzr Z1E. > 7L = Xo Citrix Studio Tld3xD &S ICHED £7:

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
Network connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
M
Back Cancel

Citrix Studio T VMware AD7R X MESDIER
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1. vSphere IRi%IC vCenter Server 21 > X k—JLL &9, 3L <IF. TVMware vSphere; Z28RBL T

T
2. Citrix Studio T, [#m] > KX ] > EGESLTI Y —0EM] DOIEICERLET,

3. #EHoBEEL LT [VMware vSphere] #&RL %9,

Studio Connection

~ 2 :
() Use an existing Connection

} RanConnection -
Connection & o
® Create a new Connection

Storage Management :
: Connection type: I [ VMware vSphere ® e ] |

Storage Selection |

v Connection address: | Example: https./vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic toals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back M Cancel

4, VMware 7ho > bD#EGi7 KL X (vCenter Server ® URL). 2—H—8E/NXXT— K, BLVIEHZ%E
ANILETD,
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

FIE3: YRE—A X—PDES

(Citrix Hypervisor 0450 #) FlE 3a: Citrix VM Tools #r > X +—)L§ 3

Add Connection and Resources

Connection

Use an existing Connection

®) Create a new Connection

Connection type: ’\-’Mware vSphere ® =

- T
Connection address: Example: httpsy//vmware.example.com/sdk

o Learn about user permissions

T

User name: Example: domain\username

Password: |
2 . - |

Connection name: Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

| Cancel

xe CLI £7=1% XenCenter

ZEATZEHIC. RETS Y IILTYTL— MrETS VA Citrix VM Tools #1 Y X b—JLLE T, CDY—
IR b—LTATVWRVWE, REISYONT =XV ZAMET T B3RBEEDRHD £9. V—ILAB TN

ROVWTNHRITTTEEA:

o REVTIVHEIELL DYy MDY, BiEes). £IE—KELET S,
o XenCenter TZDREISVDONT #—I VAT —E2ERTT B,

s RITHPORBTI VEBITTS

(XenMotionz{ER),

o 7Ty ay hERIIXBUEZALERAFT YT a3yt (FzyvIRAUN) BEHRLIZD. RFTv o3

v bZEETLIEDT B,

o RTHO Linux RIEY> > £ vCPU 0¥z FAZET 3,

1. RO > RERFTL T, guest-tools.iso £ W5 E#iD Citrix VM Tools #X V> L &9,

sudo mount /dev/cdrom /mnt

<!--NeedCopy-->

2. ROOAR Y REERIFTLT, LinuxFe AU Ea—>avicEJVWTxe-guest-utilities/Ny s —

DAY AR=ILLETD,
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RHEL/CentOS/Rocky Linux 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [£fg] #7T. T 7L —MRETY Y OREIREZEZEL £J, Citrix VM Tools A1
LLAYRE=ILETNTWVRIBE. RELOREIZ [RELEH] cRDET,

(Azure. AWS. GCP 0i£4) FIE 3b: Ubuntu 18.04 Aic cloud-init w33
1. RETS VOBEEIF /I3 ERIC VDA R FBEMEIETBICIE. ROOT Y RERTLES:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

Jetc/cloud/cloud.cfg 7 71 )Ld system_info 0> 3 > D TFICRDITHHZ e 2 ERL £ 7!

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. AWS T MCS PMER L FefRBY S VI SSH Z2ERAL T E— P77 ER T35, TNHSOREBTI VICF
—EBT Ry FINTVWERWD, NAT—REBHZEMCLERT. BEICSC TROBEZEITLED,

o cloud-init#m7 7 Jl/etc/cloud/cloud.cfg # 4L £9. ssh_pwauth: true THEFEET
3 EHERL £, set-password [T RDITHEHET 3HEIE. TOTEHBRTZH. OXV b %
BIMLET,

users:

- default
<!--NeedCopy—-->
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e cloud-initic&>»TERINET 7+ ha—H—ec2-userxldubuntuzfERT 354
& passwdIY Y REFHLTA—HY—NIT—REZZETIFT, HLLWIXT—RERZEL T,
MCS "MER L 7o RS IO A VTR IICERTESL3ICLET,

o /etc/ssh/sshd_config7Z 71 ERELT. ROTHEET I EHERLET:

PasswordAuthentication yes
<!--NeedCopy—-->

T71IL%ZREL. sudo service sshd restartav>yRz=xTLET,

FIJE 3c: GCP L ® Ubuntu 20.04 T RDNS #&E#ic$% F> 7L —hrET> > T, fetc/krb5.conf @
[libdefaults] iC rdns =false 17 #EML £ 3,

FIE3d: 77— MY VIZLINUXVDA Xy ir—S% 1AY=L 3
PN
BERTHFOVDAZT > TL—MRETI VD L TERT3ICIE. COFIEZBEL XD,
TYTL—MRETS UIZLINUXVDANY =2 %A X =L d3E0c. NETS>21L60%1> X+
—JLLET,
FALTWS LINUX T XAMUE2—2 3> T8I ROOAR Y FZETLT. Linux VDA DIREZEY b7y
LET,
RHEL/CentOS/Rocky Linux 054

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

:

RHEL & & Uf CentOS B &. EFEIC Linux VDA =1 > X k—JLL Tdeploymcs.shz®R179 3aiIC.
EPEL URY bUZA YR b—)LLET, EPELD1 > X b—/LAEICDW T, https://docs.fedoraproje
ct.org/en-US/epel/ DA% SR L T LT L,

Ubuntu/Debian 054

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 0ig4:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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FIg3e: VRIS rUEFHICLTtdb-tools /Xy sr—2% 1> X =)L 93 (RHELT7 ©i8&D#) RHELT7H
—N—DHE:

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 V- XF—> 3> DiBa:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE 3f: (SUSE T) ntfs-3g #F&HTr > X b—JLF3 SUSE 75 v b7 x—LiZiE. ntfs-3g 2RI Z VR
ShrULRBDEEA, V—ROA—KRELAT>O—RL. AYNTILL. ntfs-3g 2FETIRAM—LLET:
1. GNU Compiler Collection (GCC) Q¥ /INA S AT LY make Xy —J% AR M—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Ny r—y=4do>O0—-RLET,
3. ntfs-3g Nwsr—C=RBEALED,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—ISADNRZAENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->

5. ntfs-3g 1> b—LLET:

./configure
make

make install
<!--NeedCopy—-->

FlE3g: FHTZT—ER—X%ZEETD HBREROWAEEL LT, PostgreSQL iciNX T SQLite HFEATE £
9o Linux VDA Xw i —2% 14 > X b—)LLT%IF. SQLite & PostgreSQL #10 X3 HTIF£J, D
DICIE. ROFIEEZRITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxE{TL %7, FHRI > A —ILDFE. COFIE
IFEE£EY,

2. deploymcs.shz®179 %m0 /etc/xdl/db.confaiREL £,
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« SQLite Z VDI E—RICOAERTEI e =HEHDLET,

o BBAGT VX b—JLE MCS 07=8iZ. SQLite & PostgreSQL i&. ZhZnzF#HTI VA +—ILT S
CEBRLIDBEZZeNTEET, fetc/xdl/db.confTiciEELAWRD. Linux VDA (%
77 #J)L T PostgreSQL #ERAL £,

« /fetc/xdl/db.conf%{EmRL T PostgreSQL OR— +rESEZBRITEZHTEFFET,

Flig 3h: MCS ¥z 93 MCSEHZBHTBICIE. RD 2 2DFEDHDET:

o Jetc/xdl/mcs/mcs.conf7 7 ILEwRELET,

s BEAVAM—ILOGUIZFERLEYT, MEAVIL—ILD GUI ZF<ICIE. VDADTF XU by TIRIR
T/opt/Citrix/VDA/bin/easyinstallav >y rRERTLET,

Easy Install
+ Easy Install
Check Environment
Install Dependencies O Domainjoined Non-domainjoined

Join Domain USE_AD_CONFIGURATION_FILES_OF_CURRENT VDA

Configure Runtime Variables This variable determines whether to use the existing AD-related configuration files

Finish (fetc/krb5.conf, fetc/sssd.conf, and fetc/sambafsmb.conf) of the currently running
- S VDA,

* Mo ¥+ +

DMN5_SERVERS

This variable sets the IP address for each DNS server, You can set up to four DNS
LEFVErs

o e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

i
7’7 200w o328 BELENRICHZO—HAILT 7AILICEBRENMREINE T, [Hidsd
Hl #0Vv TR BELLET 7LD S BHREDNZHAENE T,
BT BXAVIEBMSFUFE RRXAVBMEASF VA THERTE S MCSEHTTY !
o BXAVESMSFIADHE

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
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REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
VDI_MODE=Y|N
START_SERVICE=Y|N

o RXAYEMEHS T VADHE

- Use_AD_Configuration_Files_Of_Current_VDA: ]R#&ERTHD VDA DEEED AD
REEMER 7 7 1)L (Jetc/krb5.conf. /etc/sssd.conf. & & tf/etc/samba/smb.conf) #ERT 3 H
ESHZERELET, YICRETD L. MCS TIER SN VOB T 7 1)L, IREETHD VDA
DEE I 7AINERLE T 7AILICBRD £, 7272 L. dnsEEHREAD_INTEGRATIONZH %= #mM
BRENHDET, 77+ MEIFINTT, g, MCSHER LYY OB T 71 ILAIT R
B—ARX—Y LOEET Y TL— &> TRESNZ L EE®RLET,

- dns: EDNSH—N—DIP7RLZZHRELET, RK4 DD DNSH—N—ZRETIT X7,

- NTP_SERVER: NTPH—N—@QIP7RFLXZRELET, FICHEEDLEWED., ChiFFX-1>3
>hO-5—DIP7RFLXTY,

- WORKGROUP: 9—24JI)L—7&%. AD TiEm L7- NetBIOS & (AXFY/IXFERXH]) ICHREL
£9, RELBTIHBE. MCSIRIYP VDR FBDOERICHL XM VEOBRET—IJTIL—T3
ELTERLET, e zid. ¥ > 7hAU > bhtuserl.lvda.citrix.com ©F&. 77— )L —F
BrLTctrix AELWVERIRTH ZICH D5 F. MCSiklvda 2RI R CIChDET, T—
DON—TRBEELIERETDLSICLTLLIZTL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7zl Centrify #88E L £ 9, Linux ¥+ Z k1
Fa—>3> DI bUy IR MSCHHR— T3 RXAUBMAEICOVWTIE. CORED MR
—hFINTWVBTFTARMIUEa—ay) #8BLTLIETL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (IB#f Centrify Express) Nwio—S% 4
UYO—RTZHDNREBRELET, CDfEld. AD_INTEGRATIONZ##% Centrify ICRREL
BB ICDHFBIICED £,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xy —S% 40 >O0—-R9 5728
DONRAERELEF T, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
BHEI,

- PBIS_DOWNLOAD_PATH: PBIS Ny —2 %240 O0— R 31-HDNIAEZRELET, COfE
&, AD_INTEGRATIONZ#Z PBIS ICRE L 1IZEICOAHBMICHED £9,

- UPDATE_MACHINE_PW: o> 7hO Y bDONRAT—REFHOBIUEEMEIZERICLET,
FHLIE ROV TAHI Y EDONZAT—ROEFHZBEENI ZBBL T,

- Linux VDA ¥t 2%k

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
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SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES:Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

FIE3i: MCSOL R MUEEEZESIALEEEHIS TUFL—brIdrT, AYYRS1y% /etc/xdl
/mcs/mcs_local_setting.reg7 7 1ILICEBML T, BEHL I MUEZEREIIERLES, C
DREICE>T. MCSTYOED 3= INcIY P Y EBEM TR LULICT—FERENKEDODNAEVWELSICLE
ED

/etc/xdl/mcs/mcs_local_setting.reg771ILOETIE. LEXNJEEREEIEEFRT 1
HOIAYV KT,

frezid, ROENZhOOIVRS1 % [etc/xdl/mcs/mcs_local_setting.regZ 7L
MLT. LA MU BZEREIEEHRTI T
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

FIE 3j: YRE—A A= %ERT S

1. /etc/xdl/mcs/mcs.confraimEL TMCSEHEEBR T 3BE1E. /opt/Citrix/VDA/sbin
/deploymcs.shzRfTLEd, GUI 2FERAL T MCS =R T 3551k, B 20V v oL
RS
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Easy Install

+ Easylnstall
Check Environment

Install Dependencies selected the Virtual Delivery Agent will be configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 30 Pro?

Load Sawve

Configure Runtime Variables * |No w <
Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

+

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

GUIT BRIl 22Uy o35, GUI TRELE#MN/etc/xdl/mcs/mes.confo 7L TRE
LE#M&EDHBEINET,

2. REXRTPHOVDAZT Y TL—MMRETS VELTHERALTWS. £RIERXAVIESMOOFIATHS
BEIE COFIEZERF v TLTLESIWV,) T T L—MRETYS Y ET BETY L — 2 BH LT ER
TNEITRTOREYS Y LOBEET 3 /etc/krb5.conf7 7). /etc/samba/smb.confZ
71, $&/etc/sssd/sssd.confI71ILEHREZIAIXLET,

Winbind 2—%—nig4. /etc/xdl/ad_join/winbind_krb5.conf.tmpl&&tvr/etc/
xdl/ad_join/winbind_smb.conf.tmplF>FL—r2EHLET,

SSSD 2 —#—nB4E. /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl. 8&tf/etc/xdl/ad_join/sssd_smb.conf.tmplF> 7L
—bZEEHLET,

Centrify 2—%—0ig&. /etc/xdl/ad_join/centrify_krb5.conf.tmpl&&tt/etc/
xdl/ad_join/centrify_smb.conf.tmplF>7L—+%BHLET,

=
FUTIL—h 77N TERINTVWEEFEORXZREL. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN % ¥ DZE#h=EHE L T T W,

3. FRHIBNTVYIISTRICEDE, YREZ—AA—=CDRFTyFoay b EERLTEaE[ITE S,

« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) 7> 7L — MREX I VICT TV
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J=a EAVAM=IL. TUTL—FMMRETS VED Y Y RETVLET, YAZ—AAXA—=TD
Aty Foay bzERL TRRZEMITEY,

+ (Azure OHE) TV IL—MREII VT IV r—>a>%& 1> +—JLL. Azure Portal TF
VIL—MRETIVEY vy MUY LET, FYTL— MRETY Y OERREN. [Stopped
(deallocated)] ICA>TWB 2B LETS, CCTUY—RIIL—TOBREREITEVWTLE
T, Azure TYRXZ—A X—J % BRERTIRICKRTHBETT,

&> Comnect P Start @ Ao ] ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name

mcs rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, 8 GB memory)
Subscription (change) Public IP address

Subscription ID

+ (AWS OI58) TV 7L —MMREIIVICTIUr—>ayz+4 > X =)L L. AWS EC2 Portal
TTYTL—hMRETS>Z vy bR IV LET, TYTL—MREII DOV X2 2 R
M. [Stopped] ICHE->TVWBZ e E2RRBLET, TV FL—MrREIYIVEHI Uy L. [Image]
> [Create Image] Z#ERL £9. BBICLGLCTERZANSNIL. REZTVLE T, [Create Image]
20w LFET,

Create Image X

Instance ID  (j) i-011€
Image name  (j
Image description (i)
No reboot (i

Instance Volumes

Volume 3 - - Delete on
D Si GiB] — Th hput Ei ted
Type e:wce Snapshot (i |zg[ ) Volume Type (i 10PS (i ford Pu Termination nrcryp s
; G = i : Yo (Bls) (i) . @®
Root Idevisdal Sgap' 40 iGénera\ Purpose SSD ('grprz) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ (Nutanix ®#54) Nutanix AHV T, 7> 7L —MREI> Y ES vy bEIYLET, XREZ—1
AX=JDRFTyFoay bERL TERIZMITE S,
i
Citrix Virtual Apps and Desktops TR % ICIE. Acropolis R+ v 7> 3w h&% TXD_J
THBOZHBENRHD £9, BEICHL T, Acropolis >V —IL=FRLTRFy I ayv D
EBRERELET, RAFv T ay bOBRIZEELES. AZOJERV ' — ReBEHL
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T, BicN—BZERELE Y,

Flg4: v>>h207DIER

Citrix Studio T. ¥ >rAh4207 %R L. H2OFICERT3RETS VOREIEELET, Yo rAh400%
BT 2L TlF. YAZ—AXA—CHBIRLET, UTOHZESBL T IV

Machine Catalog Setup

Studio

* Introduction
¥ Operating System
¥ Machine Management

Master Image

Storage and License Ty...

Virtual Machines
Resource Groups
MNetwork Cards
Computer Accounts
Domain Credentials

Surmmary

Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

+ If you select a VHD attached to a VM, the VM must be stopped.

= Make sure the selected master image has a Citrix VDA, installed.

o Don't see the resource group you want?

b [@]jc-WestUs2

b @] LinuxVDA
&8 Arure-1604_OsDisk_1_0b3977596c1447909bf42373ac0c6a05
£ arure-client_DsDisk_1_5ee3cd35a6d744c199§4502f8d63a83
& azure-de_OsDisk_1_047ec078ebad26bb0d03c0f2869267

& Arure-jerhel7T_OsDisk_1_685abfc05e04fdBacac?b2Be36d9e04

= Arure-jerhel8]_OsDisk_1_51a0¢3292234%e8c7d38e5a648:034

@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

o) D [ o
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

: Select a snapshot (or a virtual machine):
# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Surnmary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

Nutanix BE® [AYTF] R=I T, BT TL—MREIIDVICHELLEIYTFEBERLEY, [YX42—
ARXR=D] R=TJT AX=TPODRFv T3y bzBBRLET, RETI V] XR—I T &/ CPU 0 RE
CPU b pa7#=mBL %9,
pE 2
Delivery Controller to <> > h 204 DR 7O XICH7% D OEEHH MB35 EIE. Nutanix Prism (2
%8 L. Preparation) ¥ LWSEEHNHWIS Y DEREFHNTAVICLET, CO7FO—Fid. 1B
7Ot Rz DDICRILBEE T,

BREIZH L THDOEBR I X EZRITLET, 5L <Id. TStudio TOY > > H 205 ORI Z2BBL T I L,

FIES: TUN)=TI—T DR

FUNY=FI—=TE. WL DOD DI VAZOTHEREIRLIEYS U EIIL—THULEHDTT, EN5DIY
VEFRATIZ A -, TOA—H—ICRHEITZ 7TV —2 a3 LU TRI MYy TEIBELE T, #L<
& T UNU =T IIL—TDER #BBLTLETL,
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MCS % fEF L 7z Linux VDA O E#

MCS %R L T Linux VDA 2 E# 9 3ICid. ROFIBZRITLET:
1. Linux VDA #8ED ) ) —RICEFH T B80S, NETSEA1L6.0NRI VI —ILETNTVWR e 2m@RL
TLETEL,
2. 77L—btT> T LiINnUXVDAZEHL 9!
E:
Linux VDA 0 B8IEfieEx EAL T, VI b 7OBBEHE AT P2 —ILTE58DHTEET,
CNEITSICIE. T TL— T2y o ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R

SAVEEBMLET,
T ZIE ROOAR Y RSA V% BIMTE Y !

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL 7 5&£ U CentOS 7 0355

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 5 &£ ' Rocky Linux 8 ®ig4:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.0 & & Uf Rocky Linux 9.0 0154

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE Oi%&:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
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<!--NeedCopy-->

Ubuntu 18.04 054

sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 0i£45:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 22.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. /Jetc/xdl/mcs/mcs.conf&/etc/xdl/mcs/mcs_local_setting.regximeEL £,
4, FHILWRFT v Foay b EERLEY,

5. Citrix Studio THLWR v F>ay bEBIRL. Y2 0h42O00ZEHLET, EYIUDNEEFHITBET
FRLET, YO VeFHTHREHLAVTIRTIL,

NOVTADY FONRT—ROEHZEHK

IOVTHIYRDNRRT—RIE. TITAIETIRISYAZOS DOER% 30 BTEMHRTINICAD £3, /IX
J— ROBMHEEEMNICL. IOV THIYRDODNRT—ROEFZBEENKTBICIE. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17&1IZ. /etc/xdl/mcs/mces.conf ik T > b EBIML &
Jo

UPDATE_MACHINE_PW="Y"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # £47#. /etc/cron.d/mcs_update_password_cronjob % 5§
WTEMDRZCBEZRELE T, T 74 MORETIE. IOV TAHUY FONZT— RzEEBER.
FRI2E 30 DICEHLET,

EIOVTHIY FDNRRT—RDOEH%E. Delivery Controller DF 7y bk v v ahEMICHRD, ROITS—
H/var/log/xdl/jproxy.log IcRRTNZZehHO X7

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

IS—%EHETRICIE. BENICF Ty bERv vl aZBELET, IRTO Delivery Controller £7cid K X1
A bO—Z5—TFyv2aDIU—2TYTRRIZRAT2—ILTEET,
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MCS HMER L 7cfi8< > > T FAS Z B3k

RDTARARIE2—>3 > TRITINS MCS TR L7REBTS V> TFAS ZBMICTEI X9

Winbind SSSD Centrify PBIS

RHEL 9.0 =49 AYAYS AYAYS AYAYS
RHEL 8 &L (A1AY-4 (A1AY-4 Iy
Rocky Linux 9.0 [F{ (AIAY-3 LW LW
Rocky Linux 8 [F{ (AINY-3 LWL LW
RHEL 7, CentOS7 {FuL [Fwn (RN} lFw
Ubuntu 22.04. {0 (AINY-3 AINY-3 LWL
Ubuntu 20.04.

Ubuntu 18.04

Debian 11.3 (=40 LW LW LW
SUSE 15.3 =40 AYAYS AYAYS AYAYS

TUOTL—MREII VY TIRRAEZ—ARXA—U%EETBLEICFAS ZBMICT B

1. JL—+~ CAGERREZ TV R—bFLET,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. ctxfascfg.sh #R1TL£9, L <Id. Tctxfascfg.sh =71 £#BEBL T LT,
3. /Jetc/xdl/mcs/mcs.conficZ¥z=R/ELET,
i
Jetc/xdl/mcs/mcs.conficBEBERIARNTOEHEZZELEF T, CNSOTEHITFETS VD

EFRFICHUHINSH T,

a) Use_AD_Configuration_Files_Of_Current_VDAdfE%: YICHRELET,

b) FAS_LISTZ#% FASH—N—7 KL R (£7IFEHDFASH—N—F7 KL R) ICRELET.
BHOTRLREEZOOYTRYID, PRLRZ—F5|RAFTEAET (fl: FAS_LIST="<
FAS_SERVER_FQDN> ; <FAS_SERVER_FQDN>"),

c) VDI_MODE#Y . SBICIGLTHOEHERELET,

4, 277k /opt/Citrix/VDA/sbin/deploymcs.shzR{TLET,
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MCS HMER L 7218 < > > T FAS 2 BMICT 3

FIRDESICT > TL— kIS 2 TFAS BEIMICH > TORWEEIE. MCS TR NcRRIBT S > TFAS 28

MICTEEXT,

MCS HMERE L 7R > TFAS #8MICT BICiE. RERTLET:

1. /etc/xdl/mcs/mcs.conf DEHEREL 7

E:
Jetc/xdl/mcs/mcs.confIiChBAIRTOERZZELET. CNSOTHIIRETS D
EERFICFUOHIND DT,

a) Use_AD_Configuration_Files_Of_Current_VDAofE% YICRELXT,
b) FAS_LISTZ#% FASH—N—7RLRICBRELET,
c¢) VDI_MODE#R Y. %BICISL THOTHEZRZEL T,

2. L— b CAGEREZ 1V R—bLET,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. Jopt/Citrix/VDA/sbin/ctxfascfg.shXo U FbaRTLET. 3#£L <& lctxfascfg.sh
DEIT] #BRLTIIETL,

Citrix Provisioning %z 5/ L 7= Linux VDA DR

February 3, 2023
Citrix Provisioning ZEB L T. FX1 >&NEH VDA ZERTE X7,

CCTlE. LInuX 22— Y bFNAZADR M) =S FICDWTHBL 9, COHEERERAY 3 . Citrix Virtual
Apps and Desktops BIE TH#Z Linux RE7 RV by 72 7O 3> I TEET,

YR—bFINATVWB LINUXTA AU E2—23 2RO EEDTY,

« Ubuntu 22.04

« Ubuntu 20.04

« Ubuntu 18.04

« RHEL 8.6

+ Rocky Linux 8.6
« RHEL 8.4

« RHEL7.9

« SUSE 15.3
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BE:

« Citrix Provisioning & D1 > X b=\ 7= ERATI e E2SBOHLEY, AT S Linux
TARAMIE2—=a VIR LNy =S FERALET, LiInux AU —2>5IT—Jx> k2109 1L
xR Y 3Icid. Citrix Provisioning #—/\— 2109 LIEABRETT,

« Citrix Provisioning ZfEA L T Linux 2—4%v b7 N1 R X MU -2 259 35E1F. 7OEY 3
ZUUENIETNAZDAFESDICEETEE LS50 B—0OHE T+ XU X—J EICER DS/
— T areElLE Y,

o N—FaarEbtrfs TT7+—< v b T3 EIRBIT TSIV, GRUB2 ICIZ. btrfs /N\—F 1 > 3
Y ORETARENLENH D £9, GRUB I GRand Unified Bootloader 0 T3,

## L <&, Citrix Provisioning RFaX> r® TLinux 2—=4%v 7 NAZDZ ) =227 2BRLTLIES
Lo

Citrix DaaS Standard for Azure < Linux VDA % {Er§

June 22, 2023

Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure OF&FR) TR XA
VEIL R XA VIEBMOTEA D Linux VDA ZER L T. Microsoft Azure h5EBD TN RICRET7 ) H&
MRET R by FTHEBETEET, L <Id. MCitrix DaaS Standard for Azurey #8BL T T,

HR—FTNAhTLWBLINUXTFA X JE2—>3Y

RO LINUX T ZARUE2—>aVIEZ Oz R—FLTWVET:

« RHEL9.0

« RHEL 8.6

« RHEL 8.4

+ Rocky Linux 8.6
+ Rocky Linux 9.0
« Ubuntu 22.04
« Ubuntu 20.04
« Ubuntu 18.04

Flg1: Azure TOY R Z—A X—J DEE
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i

Linux VDA 0 BEhE#Migie = FAL T, VI NIV 7OBEBEHREZRTP21—ILT3HTEFI, %
T31lF. Y REZ—10 X—T Eo etc/xdl/mcs/mcs_local_setting.reg 7 71 JLICOXY Y RS54 > %BIIL
F7,

T ZIE ROOAR YR SA U ZBMTE XY

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
<!--NeedCopy-->
1. Azure T, HR—bINTWVWB T AMUE2—>3 >0 Linux REYS V% 1ERRL £9,
2. BEIZIGL T, LINuX RIS VICTRI hy TBIBEE1I VX —IILLET,

3. ZoORET> > T. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICE > T.NET 021 L6.0 21X —ILLET,

4, (Ubuntu &0 &) /etc/network/interfaces” 7 JLicsource /Jetc/network/
interfaces.d/*f7#EBML £ 3,

5. (Ubuntu &0 &) /etc/resolv.conft/run/systemd/resolve/stub-resolv.
confTld#i< /run/systemd/resolve/resolv.confaisEL %7

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. LINuXVDANY T =% AR —ILLE T,
7. FRTZT—IN—XZE/ELEX T,

SERERPEDMEE L LT, PostgreSQL icinx T SQLite HEMTE £ 9, Linux VDA Xw s —S% 12 X b
—JLL7%1Z%. SQLite & PostgreSQL ZtIDEX 2 HTEET, CcODICIF. ROFIEZETLET:

a) /opt/Citrix/VDA/sbin/ctxcleanup.sh®®RITLET, FR1> X ~—ILDIFEE. TD
FIBEIFEET £,

b) deploymcs.shx®R17938ilc/etc/xdl/db.confiEEL £,
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pE
o SQLite IZ VDI E—RICOAERTZ 2 HBHLET,
o BERT YR ~—)LE MCS o7&, SQLite & PostgreSQL i&. TNZn%EFEHTT >
ZAb=ILTBeBLYDEZZ LN TEET, /ete/xdl/db.confTiICiEEL
AUWRD. Linux VDA 137 7 #JL b T PostgreSQL =R L £,

« /etc/xdl/db.conf#fER L T PostgreSQL dR— +FBESA#ERTEcHTEE
3_0

8. MCSZE#H=ZBLZY,
MCS ¥zl T 31, RO 2 DOFEDHBD 7 :

o Jetc/xdl/mcs/mcs.conf7 7 ILEwRELET,

o BBV L—ILDOGUI ZFERLEY, BHEC VI L—ILO) GUI %< ICIE. VDADTRI by 718
T /opt/Citrix/VDA/bin/easyinstallav > RERITLET,

=
dNsSTEHUIEE LAV TL T,

RIVAZOY DERBICENS 1 TERIFT A LE 1 T2EIRT 31553, VDI_MODE=Y
zRELEY,

Jetc/xdl/mcs/mcs.confaimeEL T MCS TH%EERT ZHE1E. /opt/Citrix/VDA
/sbin/deploymcs.shzxRfTL %9, GUI 2R L TMCS TH =BT 355 [EM] %
JUwILET,

Easy Install

= Easylinstall

Check Emvironment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-

Join Domain session) mode. Do you want to enable HDX 30D Pro?

Configure Runtime Variables * Mo *

Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
made?

Load Sawe

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" | Yesw o

Linux distribution: Ubuntu Linux 18.04
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GUIT (BBl #oVvod3r. GUITRELLEHN/etc/xdl/mcs/mcs.confoa7IL
TRELELERLDDBBRINET,

9. Azure TIRMEVT> VZELE (FIXEIDLHTHER) LET, [TARIDIVRAR—F] #0)vILT.
DRI VHIERTDDDIAZ—A A= LTERATEZREN—RTr X2 (VHD) 771)LD

SASURLZ&EmL %9,
;3 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export
== Disk
| £ Search (Ctrl+/) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *
B Activity log | 3600
A2 Access control (1AM)
® Tacs
Settings

& Configuration

Encryption

Disk Export
HY properties
[r_1] Locks
B Export template

Support + troubleshooting

Q MNew support request

10 (A7>3Y) RRAZ—ARX=IJTHIN—TFRIV>—2RELET, ctxregy—ILZFERHALTIIL—FRY
S—HRETIEY, fcrzxiE. "I > Ri&. PDFEIRID PDF 2= N\N—H%I)IL U > 2 —% BEI1ERR T 3
RS —zF/IZLET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "0Ox00000001" - force
<!--NeedCopy-->

FlIE2: Azure h5DIRZ—A A= DA ViR—k

1. [BE] dy>afr—Rp6. G0 [RXEZ—1X—=I] ZBBEALET, 71 X FLICIE Citrix pME4H
FTBEXRZ—AA=DU ERB LUV A VR— b LIcA X—OH—ERTINET,

N N
CDOF—ERDEBETIVTAETADRFEALIE [BE] 4yviaR—Fr [BR] dvar—R
TEEBINFzT, BROOHE20OJ%1EmM%. Citrix Cloud ic# 1> > LT [Managed Desktops]
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H—EXZBERT B, BEA v aR—ROABFNICESILFT,

l:@ Master Images X

Z Build Image # Import Image

O Powered O

2. [ X=V=AVR=-F] 2OV YILET,

3. Azure TERBL7VHD 7 71J)LD SASURLZAALE T, YRZ—1 X—JOREL LT [Linux] %i#
RLETD,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Ur?

Master image type
) Windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4, T4 HF—FOIBRICKEWVN. YREZ—AX—JEAVR—MLET,

FIE3: v >hE207 DK

[BE] AyPaR—FRIZTIt€RL. [HE2OTZERTE] 20Uy I LET, XV AZOTZERT LT
d. ERTHERLAERRZ—I XA=—D%2BRLE S,
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F:
TRA—A A= LTERAINZRET> VICIE. SSH £7IERDPEN LT7I9ER$T2 i3 TS EHE
Ao RIS NCTIEXTBICIE. Azure Portal o> ) 7)La>y — L= ERLE T,

Linux VDA 0F&1 > X =)L

February 3, 2023

Linux VDA IZ. XD LiInUX T« R MU Ea2a—> 3 VICFRTAI VA M=ILTEET:

Amazon Linux 2. CentOS. RHEL. Rocky Linux

SUSE
« Ubuntu

« Debian

Amazon Linux 2, CentOS. RHEL. & &0 Rocky Linux A Linux VDA 0 F
FAA—I

September 25, 2023
BE:

WRAAL—ILDBEEIR. BRI M-I Z2ERALTEZA YA M-LZ2T53 28O LT, BHE
AYZAL—ILIERBEENZHATERITTELS, FRBICBHINTLBFH I VI L—ILEDDIS—%
BOTENTEET,

FIEL: 7 7MIILERE LV LINUX T2 U D#EME
FlE la: *v cT—IBROER

Y hTD—IDELKERSLVBRINTVS 2B L T EET W, 7t ZIE. DNS #—/N—(Z Linux VDA
THEBHTZRELHD FT,
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Flg1b: KX FBZDHRE
IOVDRRAMEBHBERICELSIRESIND L SICT 3101, Jetc/hostname 7 7 1 LEZEBELTIYS VDR b+
BOHEERLEFT,

hostname

Flg 1c: KA REANDIL—TNYITRLADEIDODYT

IYYDDNS RXAVBrRLEBHMRX1>E (FQDN) HBRICELCEBEINZLSICTBICE. /etc/
hosts7 71 LOUTOFTEZEEL. BRID2DODIVEI L LTREBHIR XA YRBL R MEETARL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

5

127.0.0.1 vda0l.example.com vda®@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

771ILADMHOTY U5, hosthname-fqdn £7:/3 hostname (23T 3 FDOBRZHIBRL £ 7,
pa

Linux VDA I33R7E. NetBIOS BOHID#ETZHR—FLTVEEA, KX MBIF 15 XFURTH ZHEHL B
D&EJ,

B>k

a~z. A~Z, 0~9. BLUNTTY () DXFOHAERLTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHRLIED. NTITUTRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZICHBRINE T,

FE 1d: KR B OFER

RDOAYY R T, RALBHELKRESINTVWBR BB LET:

hostname
<!--NeedCopy-->

COIRVERIZED, 2D rD7mLEM R X127 (FQDN) Tldhd<. TDRILMEDADIRINET,
RDOATYRT, BRBHiR XA VBADPELLRETNTWS e #HBLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
Y (VM) £ LTLINnUuxVDA %2R bT3L. BEHRERICHRZIEAEHEET ZAELRHDEFT, LD T,
VE—FDRA LY —ERZERLTRAZ@HIFIZ_c2EBHDOLET,

RHEL 57 # )L bEREETIZ. BZIEHEAIC Chrony ¥ —E> (chronyd) ZERHL %9,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

EEERELTHS. KOOAXY KT Chrony F—E> 52 BiEEg L 7!

sudo /sbin/service chronyd restart
<!--NeedCopy-->

FIE 1g: PulseAudio ®-r > X t—)L (RHEL 9.0. Rocky Linux 9.0 &0 #H)

ARDOATY RER{TLT pulseaudio #r > X ~—JLLET:
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sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

/etc/pulse/client.confz@E. XOT> U EBMLET:

autospawn = yes
<!--NeedCopy-->

F)E 1h: OpenJDK11 O >R k=)L

Linux VDA iZi%. OpenJDK 11 "XETY,

« CentOS. RHEL. #7:i& Rocky Linux B L TW3HEIE. LinuxVDAZ1 > X =I5 L. fkizE
B LT OpenJDK11 AEEMICA VXA b—ILENET,

« Amazon Linux2 ZEA L TW3IEEId. RO Y REETLTOpendDK 11 #BICLT VX h=JL
LET:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

ELWN=D 3z LET,

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

ERNC/NNv I —2 N7 OpendDK i3 MAEION—2 3 > TH BTN H D 9, OpenJDK 11 ICEFHL F7:

sudo yum -y update java-l1ll-openjdk
<!--NeedCopy-->

FIg li: FHATEIT—IR—RD1 YR M—JLEIBE

HERERPEDHEEE X L T, PostgreSQL Ichnx T SQLite A TE £9, Linux VDAY r—S% 1> X b—JLLT:
#lx. /etc/xdl/db.conf%#m&Ed 3 £ T SQLite & PostgreSQL 21D EX 3 HTI£T, FE1Y
2 b=JLDiFE. SQLite & PostgreSQL ZFwIICFE T VA b—ILLTVWAWLEIDEXBRIENTI A,

ZDtU T3> Tl PostgreSQL & SQLite DF—4R—XEA VR =)L TBHEL. FHTZT—ER—I%
EEITBHEICOVWTHBELED,

pa o

SQLite (F VDI E—RICOAERT B e HEBHLET,
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PostgreSQL o1 > X k—JL  Linux VDA iCi& PostgreSQL A% E T3 :

+ PostgreSQL 9: Amazon Linux2. RHEL7. CentOS7 oiz&
+ PostgreSQL 10: RHEL 8. Rocky Linux 8.6 ®i5&
+ PostgreSQL 13: RHEL 9.0. Rocky Linux 9.0 0ig&

MDY FERTLT, PostgreSQL 1> X b—JLLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

RHEL 8 ¥ RHEL 9.0 ®#5&. XDV RERITL T PostgreSQL d Libpgrar>ZA —JLL T :

sudo yum -y install libpq
<!--NeedCopy-->

ROAR Y RERTLT. T—ER—%EJHKL 5. ZDREICED. [var/lib/pgsgl/data icF—2~X—2
T71IBMERINE T,

sudo postgresql-setup initdb
<!--NeedCopy-->

T2 ORKEF - IZENRT PostgreSQL E£&19 321, EhZNADOIR Y FZERTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ROAR> REERAL T, PostgreSQL oN—2a > zBRBLE T,

psql —--version
<!--NeedCopy-->

(RHEL7 &) R &3iIcpsql AV RS> A—FT1oUT42FEBLT. 74T L V7 MUBREIhTWVS
CrEmRLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

SQLite 1> X +—JLg3 XROOAYYRERITLTSQLiteZr > X b—JLLET:

sudo yum -y install sqlite
<!--NeedCopy-->

FHT3T—2RX—%/ETS SQLite. PostgreSQL. F7lgZDmA%Z > X b—JLL 7. Linux VDA /X
wir—SDa4 YA h—JLgIc/ete/xdl/db.confzigET 2. FRATET—IN—XEEETETET, D

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 86



Linux Virtual Delivery Agent 2212

feDICIZ. ROFIEZRITLET:

1. /Jopt/Citrix/VDA/sbin/ctxcleanup.shxxR{TL %7, FRI > —ILDFE. COFIE
BETET,

2. Jetc/xdl/db.conf%iE&EL T, FRTEZIT—ER—XEIEELET,

3. ctxsetup.shz®RfTL£ 7,

:

[etc/xdl/db.conf % /M L T PostgreSQL oR— +rBS%EBRITZ L HTI£T,

FIE2: NAN=NAF—DEE

HR—EINBNAN—NAHF—LETVM & LT LinuxVDA 2321793855, W OHDEENKETY, AT
BNAN=NAHF—DTS Y TF—LICEDET. ROEEFEZTVWET, RT7AZIIN—RIT7TLnuxv>>
H®RITIT35E8. TEIIVEHD FH A,

Citrix Hypervisor TORZIFEHADIEE

Citrix Hypervisor OB ZIE A EN BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIEMNEEL £9, k. NTP & Citrix Hypervisor O@AEH > A 7 LORKEZEELELS T
BCEHFREATY, YXTLOKBEMOY —N—DRBE OFEBIRONZDZEFH<CICIE. & LinuxSX DR
TLOEEMNNTP EEHTIHENHD £9, COHE. R MOKZFRHZEMNICTIHELNHDFT, HUIME
—FTid. EERZBREHD FHEA

Citrix VM Tools #*-f > X b — )L T e B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HABEDTZE T 2D S5 H L. LInuXREBY Y YR TEMICHE > TVWEHESHERRBTIXT:!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIF0OFAIF1ZRLET:

o 0-BZEHIRENERICE > TWE o, EXICTIHERDHD T,

o 1-BZIEEIEEEDEICHR > TWET, CNULEOBREIIBREDHD FHA.
/proc/sys/xen/independent_wallclock 7 7 1 LA EE L AWVWSE. UTOFIEIIHBEHD £ A
BIZIB A EEN B MIC R > TVWBIBEIE. T71JILIC T1) CESIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEZEMLET:
xen.independent_wallclock = 1
NSDEEEMHRT 37D, ROELSICL T RATLEZBEESHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIERIDIEE

Hyper-V Linux i % —E XH 1 > X b—JL 3 hiz Linux R X b TiE. Hyper-V 0BSZIE#AEEZ #A L TR
AMARL =T VI RTLOREEFBATEE T, PRXTLOKMZ ERARETHERTSICIF. NTPH—EX
CEDICTDMEEZEMICTIVELNHD X7,

BEARL—T 4 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEY—EX] ZERLET,
3. [FZIORE] AERENTVLB e 2B LET,

7
Z DA% VMware & & U Citrix Hypervisor 0B& 1240 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEX T,

ESX & £ U ESXi TORZIRIDEE

VMware ORZIFHEENBHHIBE. ThehOERENK Linux [RIB<> > T NTP &N\ /N— /N1 —THE
PEELEYT, Chid. NTP ENAN=—NAHF—DEADS T LOEEZRBLESETEZIEHRATY, ¥R
TLOKEB MO —N\—DKE L ORI RHNZDEH<CICIE. & LINUX TR DY X T LOEBA NTP £ [
HIB3BENDHD T, COHBE. R MORZIEMRZBNICTIHRELNHD FT,

VMware Tools - > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV RBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. LinuxRBEY> > OREERELET,

3. IR >07OaONT«] FATATRYIRT, [FTF>a>] 24T#70Uv I LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZE] FTv IRy IRZATICLET,
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F|iE 3: Linux VM %= Windows R X1 >ZB0

LUFIE. Linux ¥ > % Active Directory (AD) R X VIZIEBINT3HETY:

« Samba Winbind

» Quest Authentication Services
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
:

LinuxVDAOO—hAhILT7HO Y e ADDT7HDU Y R TRILA—Y—REFEATIE. Ty aroiE#ick
BB ehHbET,

Samba Winbind

MDESICLT BEBEBNYT—S A A —ILEIEEHRLET:
RHEL 8.x/9.0 & & U Rocky Linux 8.6/9.0 ®ig&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0i34:
sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T OREEIC Winbind T—E %A TEI3L5I1C93 RO Y RT. I VESEIC Winbind ¥—%
VHBRT AL S IR T AMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER KD & SICLT. Winbind #Ef L7 Kerberos SBifBICY Y v = BREL £ T
1. ROV REERTLET
RHEL 8.x/9.0 & & U Rocky Linux 8.6/9.0 B4

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->
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Amazon Linux 2. CentOS7. RHEL7 o5&

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Z CZT. REALM iZAXF 0D Kerberos 48i5%& ©. domain (& K X >® NetBIOS 2T,

KDC H—N—& L V48l EZ % DNSR—XTEBBIIZINELNHIBEIE. XD 2 D2OA T arEgido <Y
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN 5RINS. BRICKKLEZWINbindY—ERICETZ IS —IFEEL T,
INSDOIT—IF. IPUDRRXAVICERESMLTVWAWRETauthconfighwinbind—EX%
BIBLESETBERETBEHHD XY,

2. [etc/[samba/smb.conf ZfL\T. [Globall to>avIlRDIY U ZBMLEYS, 2L, BT
DiF. authconfigy—Ilick>TERINcEZI> 3> DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL 8.x/9.0 & & U* Rocky Linux 8.6/9.0 &0 #) [etc/krb5.conf zB8W\T. [ libdefaults].
[realms]. [domain_realm]Eo>avicTyrU%EEBMNLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>a>v:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>ayv:

realm = REALM
.realm = REALM

Delivery Controller iZxt ¥ 23R & BRI &, Linux VDA IZ> X5 LD keytab 7 7 L /etc/krb5.keytab Hiis
BTY, BiRD kerberos #EALREICED. IV IBHMH TR XA VIZBMT B L Fi. Winbind 2k > T
22T L0 keytab 7 7 1 L HSBRFIBICIER INE T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 8.x/9.0 & & U Rocky Linux 8.6/9.0 @54

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

Amazon Linux2 &' RHEL 7 0354

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
——C“?'o

Winbind @ PAM 0#m 57 #JL kTldk. Winbind PAM £ 2 —JL (pam_winbind) o#m <. Kerberos
FryvbhFvy vyl abtRm—LTo LY N)DERIPEMCR>TLWEE A, [etc/security/pam_winbind.conf
#FWT. [Globall Eo> 3> TROEEDICTIY N EBMEIESEBELET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOFRBAOLIIOVHHBRINTVZ L ZRABLEYT, CNHSZEETBICIE. RO L SICL T Winbind
ErEBEHTIVENHDET:

F—

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RHEL 9.0 & & ¥f Rocky Linux 9.0 ®3B&. ROIAY Y RZ2RITL T pam_winbind®)I—kFs LI UD
FrEEEZZELAWVESICL. Winbind T SELinux ORSEEERLE T

usermod -d /nonexistent nobody

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IO Ea1—2—#4TJ U FHBETT,

RDESIC. Sambadnetads AV REETLT. IVUBPRXAIVICBMLTWA I 2R LE !

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAVE2—F—FTI 0 MEREBRET ZICI1F. ROOATX Y RFZEERTLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos M D2  Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z ¥ #HET 3113,
MOAYY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
#HRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXVRICED, TUVINILBEBERAM— DT EIEFREAESHOEICTH L TERATESF—D—EIERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHELRHD £T, RILEEE §) 3. PTILCKBBEIMIEZHSDICNY Y
25wa () TIRT—TTB3HRERHD F9, BBICK>Tik. DNS KX >&h Kerberos $Bi& & E4b
£9, LIch > T HIEBBREFERALET. COATXVRBRINTR . HAOIRKRRINEE A
KOOARYRZFEALT. IV 7HO RO TGT Fry b x vy ad iz #HERLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. YOV T7HIY MOFMAERELE T !

sudo net ads status
<!--NeedCopy-->

2A—H—RADHR RDOL SIS, whbinfo vV —ILZFERALT. RXMYA—HF—DRRXAUICH L TRETES C
CEHEBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV IRy
2aXFE ) & B3 12NV IRSy Y aXFEEEELTIRT—FI2RBELHDET, COATVRICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM €2 2 —ILAELKBRINTVBR R T 3ICId. UEIICERLIZI A BVWR X1 >a—
—7horrEFEBLTLINnUuXVDAICOIA Y L&Y,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
ROAY Y BT, Kerberos BERF v v aDF 7y FHEMT, HHRINATRBVWICEBRLET:

klist
<!--NeedCopy-->

ROATYRT, By araE&TLET,

exit
<!--NeedCopy-->

Gnome O>V—JLF7/IZ KDE OV YV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
HER%B. TFIE6: Linux VDADA >R =)L) ICEAFET,

Quest Authentication Services

FXA>a> bO—5—T0 Quest D#ER KDEMEIE. Quest V7 k77 % Active Directory KR X-r>1a>
FO—5—ICAYZXr=JLL. BELTWE . EEERHENTS SN, Active Directory ICO>Ea—4—F
TP hZERTE B ZFIRELTVWETD,

LInuXVDA Y > VICR XA > aA—H—HOJF>TEBL 51295 Linux VDAY > THDX v 3 > %L
TRIBEDBHBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory a—#'—r J>YEa—%—] EBI>V—JLT. BROI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,

2. [Unix 7Ho> ] 27%FRLET,

3. [Unixxts] Frv IRy IRBAVICLET,

4, [751<V) GIDES] %#. EEDORXA>A—HF—JIN—TFDFIL—FIDIZRELET,

=
COFIRE KAASI—F—HTYY— L. RDP. SSH. F7/$Z D0 U E— MUETD F TLEERAL
TOYFYTEEE5RET B BADALTT,

Linux VDA T Quest DiExg
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SELinux R > —BEROEREE F 74/l b0 RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXT>Y Ty bDIPCOXAZILICTFH L. RXM>YaA—H—0OJF > %
IFE9,

COMBEEEE T 3 - OEFIAAEIG. SELinux OEMKTY, JL—~21—H—r LT, [etc/selinux/config
HiREL. SELINUXSBEEZ XD EDICEELFT:

SELINUX=permissive
COEEICRYY YOBRESHHIBETT:

reboot
<!--NeedCopy-->

BE.

COREIFERELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—HF—TH>TH. BRICOVITIINTLESAREMEAHD 7,

VAS F—E>DHER RDLSIC Kerberos 747w COBEEFHEBMICL T, TIMTI3HENH D 9, B5F (4
74O FY) $EMCTIHELRHD XTI,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHFERED OB (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7 #)L ~OBEMEAM
TH3 I0KEALOD 1BER<ADEY, F7 v FOBMEEANT SICEVWS XTLATIE. KD/NSWMEZ DN
FXR—2—ICRELET,

PAM & & NSS ik  HDX %, su. ssh. RDP B#EDZDMOY —EXEZN LI R XA Y- —DOdF+ >
ZEMCTBICIE. ROOAR Y FZEEITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows k X >A®D&il Quest vastool <> REMERA L T. Linux ¥ >% Active Directory K X >
ICBMmaEEd:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->
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user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR XA I —H—TT,
domain-name |3, K X-r>® DNS & (example.com %¥) TT,

RXA Y XN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryilayEa—42—472 0 bHBETT, QuestiZ&k > TEMET Ntz Linux
ROVHRXAVICHEET R Z2BRTBICIF. ROATY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOUDRXAVIZBMLTWAERIE. RAXTYVEDIRINET, IOV RXVIZEMLTUWAWES., UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

aA—H—sREDmER PAM Z{ERE L7 Quest D R X1 > A —H—DBEDRIBENE S D Z R T B ICIE. LAFIIC(E
BLECEHBRVWREXAA—H—TAHD Y rEFERALTLiInux VDA IO A LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOARYRT, id-u vy RICE>TREIN UID ICxt 9 B Kerberos BRRIERF v v a7 71 IILHMER S
NiCrz®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAY Y KT, Kerberos EiiEHRF* v v aDF 7y bHAEM T, BHRTINTIZBWI L ZHERBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT. Ly arvaE&TLED,

exit
<!--NeedCopy-->

Gnome OV —JL&ELIZKDE OV —ILICEEOT A > T3 L. BHROTARZRITTEET. RXIVENMD
R&. TFIE6: Linux VDA DA >R k=)L) ICEHET,
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Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify ®adjoindv > REMEAL T, Linux Y>> % Active Directory K X1 > IZEBML F7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4&—(d. > Ea—4—% Active Directory K X1 VIZIBINY 21ERZ1FDOERE D Active Directory
KX >1—%—TF, domain-name |3, Linux Y>> %BINT 3 R X1 > DRFTI,

RXAYXYN—=2y TORR  Delivery Controller 2R3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—*T72 7 FHRBETT, Centrify iC&DiBMINfz Linux ¥ > h
RAAVICHERET B 2RI BICIF. RO FZRITLET !

SU =

adinfo
<!--NeedCopy-->

Joined to domain BN E#TdH 3 Z & . CentrifyDC mode T connected "iREh 3 Z & 2HRBL £7,
CentrifyDC mode #* starting @ £ L W5&IE. Centrify 517> MY —N—C OEGORE. F1:
ISR DRI EEL TWVET,
ReFEATIE. KOEENGS AT LBREOIBERZIISTI T,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F% Active Directory £ & U Kerberos f —E X 0iESGiE T A LET,

adinfo --test
<!--NeedCopy-->

RXA>SMOmRE. TFIE6: Linux VDADT > ~—JL1 IZEHFT,

SSSD

SSSD #EALTWBIBEEIF. SOOI aVDIBRICKESTLIESIW, 2TOtEY > 3> Tk LinuxVDAS>>®D
Windows R X+ > ADBIMFIE. &£V Kerberos sBEEDERICD W TEHBAL £ 95

SSSD %# RHEL & U CentOS Ty 7w F93ICId. ROEEZITVWET,
1. RXA2IZBMLTHR D keytab #1ERK
2. SSSDoty b7y
3. SSSD &Mk
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4, Kerberos &/ OER
5. A—% —:REDFER

RXA1 28U THRR LD keytab ZER  SSSD Tidk. KX 2BME S X7 LD keytab 7 7 1 ILOEREIC
B9 % Active Directory @0 51 7> MMEREEMNMRBEIN TV EE A, D DIC adcli. realmd. *7-iZ Samba
ZFEHATTXT,

Dt 3 > Tk, Amazon Linux2 & U RHEL7 oE&d Samba o 7 7O—F &. RHELS o4&
Dadclio77O0—FICDOWTEHEL £9, realmd ICRAL TiE. RHEL £7z12 CentOS D RFa X > F%EBEL
TLIEE W, SSSD ##m 9 2HIIC. UTOFIBICRS REHHD X7,
« Samba (Amazon Linux2 & U RHELT):
RDESICLT. BEENYT—SHA VA M—ILERIZERLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

Linux 2314 7> T, BEICHEBRIN 7 7 IILEFERALET:

- Jetc/krb5.conf
- Jetc/samba/smb.conf:
Samba & & U Kerberos sBERICY > V2B L £ 7!

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Z ZT. REALM (3AXF D Kerberos 8% T. domain i3 Active Directory K X > ®%E\ NetBIOS
gt“—a_o

pE

CODERBEDORTEIF. B— R XA, B—T LA METFILEFRELTVWET, ADA>VTSANSOF

v IZEDWT Kerberos Z#m L £7,

KDC H—N—8 L V4EIEE % DNSR—IXTEBRBIIHBELHIBEIF. XD 2 DDA T 3 VROV
VRIEMLEY:
--enablekrb5kdcdns --enablekrb5realmdns

[etc/[samba/smb.conf W T, [Globall o> a3tk FUEEBIMLES, 7L, BMNT3
DiE. authconfig vV —ILIC& > TERT NI 3> DETT:

kerberos method = secrets and keytab
winbind offline logon = no
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Windows RXAUIZEBMLET, RXA YAV FO—F—ICERETER Y. VB2 —4F—%RXT1Y
ICiBINY % 1ER% 35D Active Directory 2 —H%'—7ho Y bHH B3 e 2HRBLET:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3AXF D Kerberos $BIE&Z T. user 31> a—4—% KX VICEBMNT 3EEEFORXTY
l_ﬁ_—c—g_o

+ Adcli (RHEL 8.x/9.0 & & U* Rocky Linux 8.6/9.0) :
RDESICLT. BEBNYT—CHA VA M—=ILERITERLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Samba & & U Kerberos sBsERICY > V& #EBRLET:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->

[etc/krb5.conf ZE5WT. [realms] & [domain_realm] o> avicTo ) EBMLET,

[realms] o> 3>

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] &> 3>:

realm = REALM

.realm = REALM

Windows RXAVICBMLET, RXAAMYIYFO—S5—ICEETEIZ e, AP —42—%RXT1Y
ICiBIN Y 3 1EBR % 35D Active Directory 2—#'—7hU Y bHHZ e 2HRBLF T

sudo realm join REALM -U user
<!--NeedCopy-->

REALM (3 AXZF®D Kerberos $8iHZ T, user i3> a1—4—% RXA VICIBIMT3HEREFIDORX 1Y
l_ﬁ_—c\‘—a_o

SSSD oty h7vyF SSSD oty b7y Aid. UTOFIETHERINTWVWET:

« sudo yum -y install sssdawx> Rk%uZEfTLT. LinuxVDAICsssd-ad /Xy r—2% 1> X b+
—JLLET,
s TEIERTFAILICH L TEROEEEZTVET (sssd.conf i),
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o sssd T —EXERBLET,

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.

ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side

default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com Z 35 2ETEIRZ 7,

man pagel] ZBRLTLZT L,

(RHEL 8.x/9.0 & & Uf Rocky Linux 8.6/9.0 ® &)

|etc/sssd/sssd.conf ZBiL T. [domain/ad.example.com] £o > 3 >i

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%

T 7MIVDRRBEES KUV 7 7t X1ERE% sssd.conf THREL F7,

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

MROTY UZEBMULET:

3% L < IE. Tsssd-ad(5) - Linux
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SSSD &%)t  RHEL 8.x/9.0 & & U Rocky Linux 8.6/9.0 Dig4:
SSSD #B#ICTBICIE. ROOAX YV RERTLET:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 054

authconfig =M LT SSSD #E%#ic L £9, oddjob-mkhomedir 1> X b—JLLT. TOEKR—LFTsL
2 =) OYERI%AEDY SELINUX ICWIGL TWA e 2R L £ 9 :

authconfig --enablesssd —--enablesssdauth —--enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mOm:R X7 LD keytab 7 7 1 LHBMER . COT 7 ILICEMRF—AEENTVEZ L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARIRICED, FUVINIILBERBERM— DT EFIEFHREAEOEICH L TERTESF—D—EBIERR
TN 9, Kerberos @ kinit v REETL. TS50 F—%2FALT. IPVERXr>OY bO-5—ICx
LCEBEL & 9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHEN DD £T, RILES (8) IE. P TILICKBBEIMIEHSDICNY S
Z5wyra (\*) TIRT—TITEHERBHD T, BEICK>TIE DNS KX & Kerberos EiFHZ L B
BOFEd, LA ->T. BTEEREZFEHALEYT, COOATYRAHT I . HAORKRRINEFEA.
ROOARYREZFEALT. IV 7HO RO TGT Fry b Fxv v adhi-C e =HERLET:

sudo klist
<!--NeedCopy-->

I—H—REOHER getent YV FZFERALT. OJAVEANMYR— I TVB I . BKT NSS H'HaE
TELhERALET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bThTVWBOJF U ERITRDED TT:
o« Ayl ARNLOFAFV%E: DOMAIN\username

« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

MNERPBIS Nvir—> AT O0—RTA

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

PBIS 1> X h—ILR T )T b ZEITAREICT 2
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—)LRV ) T EETEA
sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh

<!--NeedCopy-->
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—%—% Active Directory R X1 VIZEBMT 31EREZF OR X1 > 21 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

F: Bash#F 74l bD> )L LTERET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEEFTLETD,

RXA Y XYN=2y TOFER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IcOYEa—2—7F T2t bHRETY, PBISICL > TEMIN Linux x> o H
RXAVICHEET R EBRTBICIF. ROAY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIE. RA MBI RRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFBEENERENE S HZFERT B ICId. LUFICE
BLECEHABWRAS I —FTHU Y ~E@ERALT LinuxVDAICOIF Y LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID 13X 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. £y araE&TLED,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VX b—)L1 ICEHAZF T,
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FlE4: .NETS5>2 1L 6.0 D1V =)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NET 5>%1414L6.001>2+—)L#%. whichdotnet IY>Y RERTLTS VA LNREHELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIES: LinuxVDANwvr—> o485 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVR—=x>brEIYyI LT LINUXTAARJE2—23 21— 9 3 Linux VDA /N —2 . Linux
VDANRNY T —C DEEMZKRIET ZDICERTES GPC2RA*F—%247>O0—RLEY,

Linux VDA Xy s —C 0B &M= ER T 31213, ABF—% RPM 7—42AX—X 1 >R—krL. ROOT>
FERITLET:

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy--> "

FIg6: Linux VDAD1 >R k=)L

HRICAVZA =T B0 &RFD2N—U3 2 LTSRUU—IDSBEOA VA —ILETYFJL—RTEX
ERS

R X M—IILFIE

1. (FF>ay) aWN—=23vo7 Y1 =)L

BHMO2N—=23YELVULTSR U U—IBSMDHEWAN—=23 >0 Linux VDA B 1 > X h—ILEhTWVW35
BlE. TNET7 VAV ZAM=ILLTHOSMLWN=23 > EA VX M—ILTBRENHD FT,

a) ROIAYY KT, LinuxVDAH—EX%Z{ELELFT:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->
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P
ctxvdas & Uctxhdxt—E 2 %219 37i1IC. service ctxmonitorservice stop <
VRERGFLTERY —EXF—EVEEIELET., ChERFLAVSE. BRY—EXTF—E
VIFELELEEY—EXZzBRE#LET,

b) RHATYRT. NyTr—S%F7UA VA M—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE
OV RERITTBRICIE. TILNRDBETT, KD, ¥ X7 L/NRIZ[opt/Citrix/VDA/sbin &
&£ U'/opt/Citrix/VDA/bin ZEMT 3 HTEFXI,

2. LinuxVDA Xy =>4 >O0—R

Citrix Virtual Apps and Desktops 4 0> O— RR=JIZT VAL £, BEIHR/N— 3 >0 Citrix
Virtual Apps and Desktops #Ef L. Components 2 ) v LT, BB Linux Fr X ~UE2
—>a I d 3 Linuxk VDA Xy r—S%= 45 >O0—RLET,
3. LinuxVDA @1 >R k=)L
*:
CentOS. RHEL. Rocky Linux ®#%&. EPELURS U EHRICA VA F—=LLTEI RV L,

LINuUXVDAZEEICA YA M=/ TEFH A, EPELD 1 Y X b= ILAZEICDWVWTIE https:
//docs.fedoraproject.org/en-US/epel/D&BAE SR L T 2T L,

o YumZERLTLINUXVDAY 7 bz 7%EA VA M—ILLET:
Amazon Linux 2 0i£4:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

RHEL 9.0 & & Uf Rocky Linux 9.0 0154

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 & & Uf Rocky Linux 8.6 0154

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

CentOS 7 5L RHEL7 0135

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->
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+ RPM Package Manager ZfFR L T. LinuxVDAY 7 +Dx 7% A >Y X M=LLE T, TDHIC. &K

DREEFRERRTIDELHD £,
Amazon Linux 2 0i£4:

sudo rpm -i XenDesktopVDA-<version>.amzn2.
<!--NeedCopy—-->

RHEL 9.0 & &£ U Rocky Linux 9.0:

sudo rpm -i XenDesktopVDA-<version>.el9_x.
<!--NeedCopy-->

RHEL 8 5 & U Rocky Linux 8.6 054

sudo rpm -i XenDesktopVDA-<version>.el8_x.
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 0i55:

sudo rpm -i XenDesktopVDA-<version>.el7_x.
<!--NeedCopy—-->

RPM f&7zB31Z—& (RHEL 9.0 &5 & ¥ Rocky Linux 9.0 ®i54):

java-1ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8

dbus >= 1.12.8

dbus-common >= 1.12.8

dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

TibXpm >= 3.5.12

x86_64.

x86_64.

x86_64.

x86_64.

rpm

rpm

rpm

rpm
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libXrandr >= 1.5.1
lTibXtst >= 1.2.3

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~
qt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4
imlib2 >= 1.4.9

<!--NeedCopy—-->
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RPM f&7zB31Z—& (RHEL 8 5 & Uf Rocky Linux 8.6 ®I54):
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3
pam >= 1.3.1
util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3
findutils >= 4.6
gawk >= 4.2
sed >= 4.5
cups >= 1.6.0

foomatic-filters >= 4.0.9
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cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RPM &#ZFFE—E (CentOS 7 LU RHEL7 0i58):
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10

libXrandr >= 1.4.1
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libXtst >= 1.2.2

pam >= 1.1.8

util-Tinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbhase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy—-->

RPM f&7zE8{Z—% (Amazon Linux 2 0i58):
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
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xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
TibXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2

pam >= 1.1.8

util-Tinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

A

CON—=23 >0 Linux VDA THR—FEINTWVWS Linux T4 XA hUEa—> 3>k Xorg dN—
IVICDOVTIR. T RTLEH] 28BLTIETEL,
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RHEL 7.x 2 Linux VDA % 4 > X b —JL L 7= %. sudo yum install -y python-
websockify x1lvncaXY RERITLET, CHud. Ly a>od v RUKEEZERT 370
IZ. python-websockifyrx1llvncaF&#HTr YA M—ILT2ZEHBEMTT, 5L <IE T
wiarDIv R 2BRLTIREL,

BEOIYRN—ILOT Yy FIL—RFIRE

BHO2N—23 > LTISRV U - SBEFEDOAI VA =27y TIL—RTEEY,
P
BEQTIYAR—ILETyTIL—RTRL, Jetc/xdlOTFICHBERT 7N LESTNET, Ty T
L—RZRITTBREIC. BT T7MINENY I Ty TLTLIZE L,
s YumzERL Ty FJL—FT3IClF:
Amazon Linux 2 54!

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.0 5 &£ U Rocky Linux 9.0 D54

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 & &£ U Rocky Linux 8.6 D54

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL7 i35

sudo yum ‘install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager ZERLT7 vy I L—RT3ICId:
Amazon Linux 2 54!

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.0 & &£ U Rocky Linux 9.0 D54

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 & &£ U Rocky Linux 8.6 D54
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sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 & U RHEL 7 0i55:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

=
RHEL7 ZER L TW35EIE. BIRO 7y L —ROATY YV RZRTLIEER. BT ROFIEZERITLTLED

(AN

1. Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®17LT. ELW.NET S>%+1 L/IRX%E
BELET,

2. ctxvdatt—E 2%z BiEg L £7,

5E:

VIhDzT7ZT7y T L—RL7E#E. Linux VDA T > ZzBEE L T EIL,

FIET7: NVIDIAGRID RS 1A N—D1> X +—)L

HDX 3D Pro #&#ic g 3iCid. NAN—NAHF—2 VDA VICNVIDIAGRID RSAN—Z1>ZX =T B
BELBDEY,

pE
Amazon Linux2 © HDX 3D Pro #fEBE 9 3%IClE. NVIDIARSAN—470 %1 VR h—=ILT B =2 HE
HLET, E2L<IE TORXTLEH] #8BL T,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RSA/N=) Z4 >R b—)LLTHERT
BIClE. ROAA FZBRL T T L

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID #ZX b VM RSAN—=% 1> X h—JLLTHEHET 3 ICIE. ROFIEZRTLET:

1. VM B vy hE IV EINTVWBR e 2R LE S,
2. XenCenter ©. GPU %# VM ICEID ¥ TE T,

3. REYVEREFLET,
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4, NVIDIAGRID RS N—RBICVM =EFE L £7:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy—-->

5. Red Hat Enterprise Linux ® K& 2 X > ~FOFEICHE>T. NVIDIAGRID RS N—%1 > X —=JLLF
ED

A

GPU RSAN=—D1 YR F—ILEE. INTOEBTT 74/ Eb (TWWR)) ZFRLTILTE L,

BE:

GPU XZXI)L—%BMICT 3 . XenCenter #F A L T LINnuX REBI > VICT7 oA TERLABDET,
SSH =R L TEGELEY,

nvidia-smi
e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e Fomm e e ————————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
i e R e i e et i
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
N/A 20C PO 37w/ 150W | 19MiB / 8191MiB | 0% Default |
e o e et +
e e +
| Processes: GPU Memory |
GPU PID Type Process name Usage
e e T EEEE ey
No running processes found |
+

ROAITY KT, h—RICEYAERERELET !
etc/X11l/ctx-nvidia.sh

BWRBECTILFEZ 4 —MEEEFIBAT3ICIE. BWANVIDIASA €Y IBURETY, OV R EHET
3IZi%. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®FE R £ 21 XY FDIETICHK ST
<TET L
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F|ig 8: Linux VDA D#&ER%

NYr—=I04 YR b—)L#&. ctxsetup.sh 2271 7 b %ERITL T, Linux VDA 2183 3 HENHD £T, DR
)T hE BEEZITSHICIRIRZER L. TRTOREIVR—XV DAV F—ILTNTVWSR I EHEREN
F9, HEICIHLT. WOTHIDRIU S ZEERITLTREZEETIXT,

CORZV T FHTERICEZLRL S, FLIFFRMICHBRLICRIEZERBLTAFTRITTEEI. ATy
BEIC. ROAXY RZEALTIORI ) T DAL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HREICEEY 518

RDESICLT, BRICEET 5 FIBRAERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEIE Ay et 134

ITYRAL—IZBEKT 37D, RIEEHZFEALT. ty c TPy TRIVTFTREERZ AT T2 a>ZHEET
FET, BEBEHEDNIRTEESNTVLBI L. RZUTMIEL>TA—HF—ICBEROANERD B X v E—IHK
TENBIEDBLBDES,

HR—FEINBBREBEEHICIZIRDELSBHLOHHD £7:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 83823 e TEET, T I FTIENICREINTLETD,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 52 &8 K X1 > & (FQDN) OXR—IRXND D—EBHURETT, 1 DEIFEHK
DREBHIR XA VB EIFCNAME I ) 7R ZBETIHELHD £7,

o CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—k (F7#JL+TidR—~ 80) %
£ LT, Delivery Controller ¥ @EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y |N - Linux VDA #—E Rid. Y>> OREHBICFIBLET, TI+
ILETIHMEIRY ICRETNTVET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tli&. *v b T —IZEBHENS T
LOT7 74T I 4—ILOBBEHFATINTVBIHELH D £, LinuxVirtual Desktop AIZ. ¥ XFLD7
FATIA—NDOHBRERKR—F (TTAILETIFR—F 80 HLUVKR—k 1494) #EHTRKTE XY, 77
AIFTRYICRESNTWVWET,
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+ CTX_XDL_AD_INTEGRATION=1|2|3|4]|5-Linux VDA iZi%. Delivery Controller iZxt L TER:E
337191 Kerberos BREENBETT, Kerberos i, AT LICA YA M—ILBELUBREHD
Active Directory &Y — LD SIEEL £9, RICTKY. HR— TN TUL3S Active Directory #i& 755D
565 FRTZIHOZIBELET:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

« CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro "t R— b3 h%xd, Chidk. 571
wOEZRATZT VT2 aOREBUZRELZDDICTZLODO—EDI S T71vIF7o€5L—>ay
T2./02TY, HDX3D Pro 2R L 7=3/E. VDA VDI FRO My T (2 Fty>aY) E—FA
IR IhEs (0% 0D, CTX_XDL_VDI_MODE=Y &#4b %£79),

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETIL (VD) £HEFKIAMINBIHEBETRI by
TREETIDOELES5 L LTRI VEBRT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEd, 774N PTENICEESNTUVWED,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA |Z. DNS #{#EARA L T LDAP r—N—% B L £,
DNS oZERZO—HILY 1 MCHEIFR T BICIE. DNSH 1 FRB%ZIEELEF T, COTHIE. TTAILET
¥ <none> [CEHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA (. DNS #fB& L T LDAP #—/\—% 1%
HLFF. DNSHLDAP H—E XL O—FZREHETITHWVIFEIE. LDAP @ FQDN & & U LDAP R—+ @
AR—ARTDD—EBHIEETIT £, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VAD
ZLDAP H—N—ICR—U YT E-RTIITUZETLEY, RUS— DD X TLDAP H—N—#hy
DOFE. LINuXVDA I X IZY Z#IFFBOI TV EZRITLET, R—V YV IJREMNLIWVMEZBRZ L. &
wiayOJAUHRBTBZIEDRBDET, LOEELRLDAP S TUZERICTBICIE. RXAr>Oar k0O
—5—T [JO—-nNih&07] #BHMICL. BETS LDAP R—+EST3268 2L EFT. COTH
& 77#I) Tl <none> [CHREINTUWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— bk
(ffl: DC=mycompany,DC=com) ICREINI-HRER—XZFEFLTLDAP ZBxL %79, BED/NT +
—IVAERETZHIC. BER—IXEIBETIEY (ffl: OU=VDI,DC=mycompany,DC=com), Z®
THIE. 774 FTlE <none> ICREINTWET,

o CTX_XDL_FAS_LIST= list-fas-servers’ - 7x5L—> 3 BiHEH—EX (FAS) —/N—ig. AD &
W—=TRUS—ICEDBRINET, LINuXVDAIZAD JIL—FRUS—%HR—KLLTLWEHA, b
DiZ. £ 20V TRUSNIFASH—N—D—E2FERATIET, >—7>YRE ADTIL—-TFRU>
—THRELLEHBOLALTHIVELRHBDEFT, WINHDH—N—F7 FLIDHIBFEINTULBRHESIE
ZOEH%Z <none> L WS XFHTED T Y—N—F7RLADIBERBRIEELFEA. FASH—N—L
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BEICBIETSICIE. FASH—N—THEETNTLWER—rESE—HITZ3R—FESZEMLTLED
W f5l: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Iy hH—ER (ctxvda) #HR—+rFTB3HEHDNET S>F21L6.0%1 VA M=ILTB/IXR, T+
L kDX RIF/usr/bin TY,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3 > THER T 3
GNOME. GNOME 752w o, ERIEMATET RV by TRIFZIRELET. EHREHEELBZVEZE
LT3 REVDAICA YA M—ILTNTWVWETRI by THMERINE T, L. ME VI L—LT
NTW3TRY by 7H MATE DiF&IE. ZHfEZ mate ICRETZHENHD T,

ROFNEZRITLT. 4—7TybEyd a1 —0OFTRI by TRIEZEEISZEHTITET !

1. VDA @ SHOME/<username> >« L o L JIZ.xsessionZxkig. Xclients7 71 ILZERL
L% 9., T.username 21— —& T, AmazonLinux2 #EH L TW3EEIE. . Xclients
T7IINEERLET, OTs AV E2a—> a3 EFERALTWVWSHEEIF. . xsessionT7 7L
ZERL £ Y,

2. .xsessionFzfld. Xclients7 7ML zZHELT. TRI LMYy TEBIERZIEELE T,
- MATE XV by 7DBE

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- GNOME /5> vwoF R0 by TDFE

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic

exec gnome-session --session=gnome-classic
fi

- GNOME 7X7 ~v 7 Dig&E

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. 2=y bty ara—H#—T700 77 MILOT7 I AERERBLET,

N=23> 2209 L. Ev>ayi1—H—EBTFRIMYTRBEZNIAZIAZATEIET. COWEZER
IC9BICid. BRIICVDAICYIDBRARBRT RV by TRIEZ A VA M-I TBHBEDRHD Y, L <
B Teweaya—H—IlL2NRAZLTZI My TIRIE] 2BRBLTIEE L,
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o CTX_XDL_START_SERVICE=Y | N - Linux VDA #B O TEIC Linux VDA H—E XD RT3 LS
ICTBDESIHEIRELET. TIANLTIFYICERETNTVLWE T,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2 w 2> 930DV 7w bR—b, T+
I EDR—-KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE37=HDHR— ko T7 4L bDKR—FIZ7502 T

ED

RDESICLT, RIEEHZEREL. BERT )T ZRITLET !

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

<!--NeedCopy-->

sudo XY RIC-EZF 7> a3V ZIBELTEGTL. FERTBHMLVS TILICEEORBEEHZEL T, RUDTE
LT #!/bin/bash #5233 L. FIROD ATV RO SBEZIZTINRIVT R T 7AIVEERTEI L EBEDH L F T,

Elcld ROLSICLT 1 DOOARYRTIRTDNIA—Z—ZIBETBZ LN TETFT!:
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E DHRR

SFVAICE>TE. LINUXVDA Xy —2% 704 Y2 h—ILL7%BRWVWT, ctxsetup.sh X2 ) 7 ~C&k > THTH
NIBREEZHIRT B ENBBEEARBZBENHD F I,

BATIBEIC. ROARY FZFALTIDRIV T RDOANILT2HBBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 501!

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE.

CDRIVTMZED, IRTOEBRT — 2D T—2ZR—=ZXHh 5HBEREI . Linux VDA Z#ETEH<AD &
3_0

- 1oqmbs)
ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICIS—HRRIN. RO 771
[tmp/xdl.configure.log ICBMEHRNZ T AENE T,

Linux VDA#—EXzBE#HL. EEEZRMIELET,

FIE 9: XDPing Ox=17

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—RMNLEROMEE L
9, L <IE. TXDPings #8BL TSI L,

FIiE 10: Linux VDA OXE1T
ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ER
Linux VDA oit2#h:
Linux VDA H—EXZBE T ZIIE. KOOIV REETLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA =Lt
Linux VDA —EX%ELET3ICIF. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

i

ctxvdas &tctxhdxty—EX%EIET 5H1IC. service ctxmonitorservice stopdvy
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RERITLTERY —EXT—EVZEFELELEFT, ChZzRTLAVGSE BERY—EIT—EVIXMELELE
H—EXZzBEEHLET,
Linux VDA 0 &EiEE):
Linux VDA 4 —EXZBEEY 3IId. ROIY Y FEERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DIRREDFERR :
Linux VDA 4 —EXORITREEER T 3 ICIE. ROOAY Y RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE1Ll: <> >AH20OT DYER

IIvh2O7%ER L. Linux VDA <> > %BINT 2 FIEIZ. /KD Windows VDA TOHZEEMTWET,
DEART%EFTT ITDHEDHBICOWTHLLIE. YA 2OJDER &V TR UhE2O070ERE) #5858
LTLETL,

RDESIZ. LINuXVDA R > BE IV AZOT7 DIEHICIEW L DhDFIEH H 5 7. Windows VDA v
VORI VAZOTDIERFIBE BRZ R0 HD £

o ARL—=FT A VTP RATLICIF. REBRLET:

- RAFINBZHBETRI MY TEREETILOBE. WILFEYI 3> 0SA T3>
- VDIERTRI by TEREETILOHE. 22 F Lty a>0SA7oay
e ALY >h420a4 T, LinuxVDA T > Windows VDA ¥ Y& BESEAEWVTL T L,
E
Citrix Studio @ UFI /N =2 3 iE. TLINnUXOS) t WHSEREHR—FLTWERBATL R 27
L. [Windows #+—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 % BRT3E. AFEDRI LS

NBZHBETRI by TRETETIVHEERNISGERINE T, (Windows 72X by OS] # 7> 3> Fkid
[TROLwTOS] #7232 %BIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE
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HIBR T 7o~ > > % Active Directory R X VICBEBMY 3%81d. O 22T rAXOT D 5HIE
LTHSBEEMYTBHBENHD £,

FIE12: FUNU—=TIL—TDIER

FUNY =TI —T=fEB L. LinuxVDAX > > 2&ELI>rAh20J%BMNY 3 FIEIF. Windows VDA <>
DHELIREALRLTY . COZRIVERTTBAEDHBPICDOVWTHLCIE. TTUNU =T IL—-T DRI 25
LTSSV,

Linux VDAY >hand #8887 UNI) —JIL—TZERT 3581 ROBHHHD £

e BIRTBAD 22— —B LU T IL—T%, LiInuxVDA > ICOT AV T2 ESICEBYICEBRLTETET,
o BBIThTVAL (BR) A—H—0Od4>E#Ha LBV TL TV,
e Windows Yo >8I >vhEO0%2 T UNI—FIL—TFTRESERVWTLLLEI L,

BE.
T r—2a > 0RRE. LInuxVDAN—23 > 1A LB THR— bR TWES, 272L. A—Y I UA

DT RV by FELITT U DEREIF. Linux VDA THR—FINTULEE A

ROVAEATELIVCTUNY =TI —TOERFGEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
22121 Z#BRLTLIZTL,

SUSE Ao Linux VDA OF&j1r> X +—JL

February 9, 2024
BE:

R VA M—IILDBEIE. BRI M-I EERLTES I YA M—ILE{TS5 2o LEY, Bl
AR —)LIZERE HHEHHT BT TR, REBICERINTVEFEH A VI L—ILEDHIS—%
BETENTEET,

FIEL: #BE7 7 MIVERE LV LINnUX T2 U DERE

FE 1a: YaST vV —JLoieH

SUSE Linux Enterprise YaST WV —ILZERAL T. ARL—FT 1 VIS RTLDIRTOEREZBR LT,

FEIR—ZDYaST VY —IL =BT B3 5%
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sSu -

yast
<!--NeedCopy-->

Ul X=X D YaST v —ILZz&8nd 354!

sSu -

yast2 &
<!--NeedCopy-->

Flg1b: v b7 -0 OHER

LUEDE Y>3 > TiE Linux VDA TERT 3T EIFhxy b —IRES LU —EXOBRAEICET 31ER
ICDWTHBAL £ 9, ®w b7 —200#mIZ. Network Manager B Dt AETIdAR < YaST Y=L TRITT
BDHENDHDET, ROFIBEIF. UIR—ZD YaST VYV —ILZFERATECAFIIREAE>TVWET, TFIAIR—ID
YaST YV —ILBERATIEIH. FES—2 a3 FENELED, CITIFFHBLTULEEA,

RARRERXAYR—LTXTL (DNS) DR

1

2.

E:

UIR—ZD YaST vV —IL =z L £7,

[ZFLI [*y hT—UFRE] DOIRISGERLET,

[RX +%&[DNS] 27 =R,

[DHCP THRAMBZERETE] 77> a>TLLRZBRLEY,

[DNS #ROEE] T [HhRAEZLRIS—%2FERATB] F 73>zt IicLET,
UTZHELTRY FT—IREICRBMEEET,

o BBURZ RR-T VD DNS KX EEEBMLED,

o Z—LH—N—-DNSH—N—DIP7RLXZEMLEY, BEIFAD RXr>a>+O—5—DIP
7RLZTY,

o [RXAUBRE] —B-DNS KX E%BIMLET,

/etc/hostsT7 71 ILORDITORTID 2 DDIY FUICFQDN E RZ FEAEEFNB LSICHREL F
ERR

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

Linux VDA I33R7E. NetBIOS BOIDETZHR—FLTVWEE A, LA > T KX +FIF 15 XFLUAT
HBIVEDHD ET,
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B> b

a~z. A~Z, 0~9. BLUNATY () DXFOAEALTLLET VW, PUHA—RAT7 () AR—R &
V20D SIIEALBVWTL TV, RAMEZHFTHALIED. N1 ITUTERTLIEDLABWVWTLE
TV, ZdJL—)Lid. Delivery Controller 7R X bBICHBRAINE T,

RAMBOHERE KOOIV ERT. RAFBDPELCREINTWVWR e 2R LET:

hostname
<!--NeedCopy-->

COATXVRIZED, ZOTIVDZLEH R X1 >8F (FQDN) TldH<. ZDHRAMEDHANERINET,
RDOIAYYRT, BRREBHIRXA VAN ELLRBRETNTWVWS I #HERBLET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVDORSEHR XA VEDRINET,

ZHIARC Y —EXFETREMOER ROITYY T, BREMIRXM VEDVBRTIZ L. RXr>aV b
HO—3—& Delivery Controller 5 ping ICf5&h %2 e 2 HRBLE T !

nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TEBMMR XA VEZFRTIHRV, FRIFINS50IIYOVWTILDS ping ICRELNBRVIEEIE. FIBEZRER
LTHERICEATLIETL,

Fig 1c: NTP —E X D&

VDA. Delivery Controller. FX>O> bO—-5—OETERARZIFAHEZH#IFIICHNEETY, RETY
> (VM) £ LTLINnUxVDAZRR T2, BEDHRERICHZBMENEET AN HDET, LA >T
DE—FNTPH—EXZFERL TRAZHFITILESHOHLET, ROLSIE. 774K NTPREICVLCD
HOEEHNNRERIZEHH D £7,

SUSE 15.3 055
1. UIR—=ZXDYaSTY—ILzE&#L £7,

2. [y ko= —EX]. [NTPRE] DIBISERL £9,
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3. INTPTF—EZ2EFHTZ] £/ a>T. [ST<CHIBL. PRATLEBRICHRT 2L S5RE] ZFRLE
ERS

4. [®ET] T [BW] Z#RLET,

5. BEBIZHCTNTPH—N—%ZEBMLEd, O NTPH—E XL @F Active Directory RX-r>J> kO
—J—TRIALINET,

6. /etc/chrony.conf iZRDiTN B UL BIBRTENIXY FEGFITET,
include /etc/chrony.d/*.conf
chrony.conf ##R&E L%, chronyd—EX=#BE#L £,

sudo systemctl restart chronyd.service
<!--NeedCopy-->

FIg 1d: Linux VDA IZi&BET B /Xy T —J D1 VX k=)L

SUSE Linux Enterprise A® Linux VDAY 7 Uz 73 RONv T —JICKIZELTVWET:

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 I{F%
« Cups 1.6.0 LIP&

+ ImageMagick 6.8 LA

DRI FUDEM ImageMagick ZR< IFL AL DBERN Y TF—T k. RRUART FUDBSAFTEET,
ImageMagick /Xy r—J & ANF 9 3I21E. YaST &R0 9> REFAL Tsle-module-desktop-
applicationsURIrUEEMCLET:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Kerberos /517> rD1>X =)L &ROOAIY> KT, Linux VDA & Delivery Controller B8 ER:ERA IS
Kerberos 517> AV M=ILLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 751 7> ~ DI, AT % Active Directory iEDHEICE > TERD £F, UTDHBEESE
LTLET W,

OpenJDK11 01> X k—JL  Linux VDA iZix. OpenJDK 11 B"HETY,

OpenJDK11 ZA YR b—ILFBICIE. ROITY RERITLET:
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sudo zypper install java-ll-openjdk
<!--NeedCopy-->

FRTZT—EAR—IADA VA L—JLEIEE HEREEOMEEL LT, PostgreSQL i X T SQLite HEAT
EFET, LInuXVDANRwHT—S% 1V X h—JLLT#IE. Jetc/xdl/db.conf#4&E 35 & T SQLite &
PostgreSQL 21D &ZX 3 HTI £, FET VX —ILDIFE. SQLite & PostgreSQL ZEw/IICFE#TT >
AR=LLTVWARVCEIDBZIRENTE XA

COt o> a>rTiE. PostgreSQL ¢ SQLite D7 —4R—XZA VX b—)LTBHEL. FRTZT—ER—I%
EETBAEICOVWTEHBELED,

pE

SQLite i3 VDI E—RICOAFERTEZ e zHBHLET,

PostgreSQL 1> X +—J)L Postgresqlza YA b—JLF3ICId. ROOATVRERITLET:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

X2 DEBE X oISENET PostgreSQL &£819 31213, Zhe2ROIT FZRTLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite#r> X ~—JL93 SUSEDBAE. ROOATYRER{TLTSQLite #Er >R h—ILLET:

sudo zypper install sqlite3
<!--NeedCopy-->

FRHT2T—FRN—X%ZBEETS SQLite. PostgreSQL. F#iEZnmA%Z 1> X b—JLL7%. Linux VDA /X
wir—0a1 A L—=JLIC/etc/xdl/db.confzigEdTd . FHTET—ERN—XEEETTEd, D
1®ICiE. ROFIEZRITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxZfTL£9, FRI VI —ILDBE. COFIE
SEIET,

2. /etc/xdl/db.confiE&EL T, FHTEZT—ER—XEEELET,

3. ctxsetup.shzx®Rf7L %7,
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pE

/etc/xdl/db.conf#{ERAL T PostgreSQL dR— FESEZERTZH L HTITET,

FIE2: NAIN—NTHF—DEH

HR—EINBNAN—NAH—LETVM £ LT Linux VDA ZET7 31848, W DD DEENKETY, FHT
BNAN=NAHF—=DT Sy hTFx—LICEDET. ROBEEZTVWET, RTAXZILN—RITF7TLinux<>>
ERITTBIEE. BEIIBEDHD £ A

Citrix Hypervisor TOBZIREDIEE

Citrix Hypervisor O R ZIE AR B HRIEES. Th 2 h R WK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHAEEL £9, -tk NTP & Citrix Hypervisor OEAH Y X7 LOREEZEELLS T
B FRATY, YT LORZ MDY —N—DRZ E OEBIEONZDZER<ICIE. & Linux S X DR
TLOEZIZE NTP Lt EHEEEY. C0HE. R MOKZIFEHZEMNICTIHELNHD T, HVM E—F T
LERIHBEDHD FE A,

Citrix VM Tools h'-f > X b — )L T - RAEK Linux h—xILERITLTWBHBE. Citrix Hypervisor OB§ZIE
HABEDTZE T 3D S H L. LINnuXREY Y YRTEMICA > TVWEHESHEBRTIXT!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFOFIF1ZERLET:

o 0- BFZIEHARED B RIC AR > TWB Tcsh, EMICTBIHEDDHD FT,
o 1- BRIRHAMEDNEMICBR>TUET . CHULOBRERBESDD FE A,

|proc/sys/xen/independent_wallclock 7 7 1 LA EELAVES. UTOFIBIIHEDHD £ A
RZIB A AEDN B ICR 2 TWVWBHBEIE. T 71LIC Tl CEEZAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEGHL. BEBEBDRIZTZICIE. [etc/sysctl.conf 771 ILEREL T, ROTEEMLET:
xen.independent_wallclock = 1
CNEDEEXERI DD, ROESICLTORATLEBREHLET:

reboot
<!--NeedCopy-->
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BiEEgE. fREPELW BB LET:
sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIZERLFT,

Microsoft Hyper-V ToORZIBEEADIEE

Hyper-V Linux i % —E X1 > X b—JL 3 niz Linux R S > TlE. Hyper-V OBSZIE#AEE % 8 A L TR
ALFARL—=F 4 VIV RTFLOREREFATEEY, P ATLOREZ ERARETHIFTZICIE. NTPH—EX
LEBHICCDEEEZB/ICLE T,

BEARL—T A VIV ATLT. ROBEEITVET,

1. HyperVI®x—2v—Z2BE£9,

2. LinuxREBT S VORET. [HETF—EX] Z2BIRLET,

3. [BAoREHE] MBIRThTWB ezl EY,

E:

CDFEIE VMware & & U Citrix Hypervisor OB& C 327% 0 £9, VMware & & U Citrix Hypervisor

Tid. NTP L DREEZRIT B cHICHRR bORZIFEZEMICL £9. Hyper-V 0RZIFEAIZ. NTP & #7F
L. NTP ORZIBEHRZz#T T 5 D TEEX T,

ESX & & U ESXi TORZIRADIEE

VMware QR ZIFEEIEENBMAHZE. Th2hOERBN Linux ®RE< S > T NTP &N /=N —TH&E
PRELET, Thid. NTP UNAN—NAHF—DOFEAD X TLORKEZRIALELS LT3 CHERTT, X
TLORZ MO —N—DORFZE DREANEDNZDEH<CICIE. & LINnuX 7 X D> X7 LOEZI%E NTP £ [F
HEIHEF9, COBa. "X MORZIEHZENCTIHNERHD £,
VMware Tools % > X k=)L L= REETERBN Linux h—XILERTL TVWBIBEEIE. ROBEEZITVET,

1. vSphere Client #B= %9,

2. Linux{RET> >V OREEHEL E7,

3. IREx>>0o7ONT«] FATATRYIRT [FTF>a>] 4Ty o L&Y,

4. [VMware Tools] %iRL £7,

5. [##l] Ry RT. [(RR TR MEZIZRE] Fxv IRy IRZFTICLET,

FJE 3: Linux VM %= Windows R X-r > IZB10

LU FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZAHETY:
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« Samba Winbind

+ Centrify DirectControl
+ SSSD

« PBIS

BIRLICAZEDOFIEICRRWVE T,
A
LinuxVDAOO—hAILT7Ho Y e AD D7 AT Y R TRLA—Y—R%2FATIE. By a>oiRgick
WTBehHDET,

Samba Winbind

Windows K XA >YADEM RXAYIAYMO—F—HT7ILITEET. AVE2—F—% RXTVICEMNTS
¥R %D Active Directory 2—H#'—7Hho > FHBETT,

1. YaST #&E& L. [=v bT—oH—EX]. [Windows RX1 > XY N—>wF] OIEISERLED,
2. UTFOZEEITVWET,

o [RXA>[D—204)L—] Iz Active Directory RX1 > DERIEIER X1y rO=5—D IP
FRLRAZBRELEF T XA VBIIHBTAXFICLET,
o [Linux OREEIC SMB OfEREER T3] FTvIRYIREAVICLED,
- [Create Home Directory on Login] F T v IRy I REFVICLET,
- [SSHATOY Y IILGA1>F Y] FTv IRy IREFVICLET,
- [F 751 VREE] Fv IRV IRADB A TICH>TWB e 2B L £EF. Linux VDA X, T
A7 avICRHBLTVWER Ao

3.[0Kl 20Uy o LET, WKDODDNYT—PDA VR M—ILZRT Xy E—IHRAINLHZEIE [T
Ah=I] 22Uy I LEY,

4, RXA>a>rO—F—HROHBE. FXAUVIZEMTZIHESIHZERERBTEIAVvE—IHRRRINEFE
To [IEW] 20U v o LET,

5, Xy E—IUDPRTINLE. I VZ RAAVICBMY BERZHDORX M I-—F—-DERBREASD
L. [OK] 22Uy o L&ET,

6. U—EXZFHTHEF TSN, IPU2HEEHL TSIV, YO UzERHMIZICZHEHOLET:!

su -

reboot
<!--NeedCopy—-->

RXA Y XYN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—ATJ U FHRETT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 128


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/suse.html#samba-winbind
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/suse.html#centrify-directcontrol
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/suse.html#sssd
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/suse.html#pbis

Linux Virtual Delivery Agent 2212

RoLS5IC. Samba D netads OV REERITLT. YOV RXAVICBMLTWA I =R LET:

sudo net ads testjoin
<!--NeedCopy-->
EBMORXAAYBELVAVE2—E—FT2 ) MERZRIET BICIE. KOOIV REEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #ROmE X7 LD keytab 7 7 1 ILAMERTh. COT 7 A ILICEMAEF—HEEFATVE L
ZHRLEY:

sudo klist - ke
<!--NeedCopy-->

COOATVRIZED FTUVINILBRLEERI—rOIEFTERAAEDOHIH L THERATEZF—D—EBHRT
INEF, Kerberos Dkinitadv Y RERITL. Th5D0F—%2FHL T IPVERXI>OY FO—5—IC
L CERAEL £9°:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFETIEET IHVENHBD I, RILEE (O) 1d. YIIICEZBSMIERHSLLDICNY Y
25vva (\) TIRT—TI3BERHD £9, RIBICL>TIE. DNS R X1 & Kerberos SBiIZiZ 2R D
F9, LI >T HI9EEBEZFEALET, COAVYRAENT 3. HAOERTINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Frv bbiF vy a 3N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HU Y COFMAERAELE T,

sudo net ads status
<!--NeedCopy-->

A—H—REOHR ROESIC. wbinfo V—ILEFERALT. RXAYI—HF—hHRXAVICHLTRETESZC
CERALET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIB&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIBELTIRT—T$3HERHDFET, COATVRICKD,
BINFEIIERERITAVvE—UHRINET,
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Winbind PAM €22 —ILAELKBRINTWR I 2B LET, TNEITSICIE. UEICERALZI A HW
RXA>a—H—T7hoY r&FERALTLinux VDA ICOJF > LE T,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID 13X T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
NECexzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAYY BT, A—H—0D Kerberos BigEHRE v v aDF 7wy hHET. HETINTIIRVWI E 2R LF
ER

klist

<!--NeedCopy-->
RODOARVRT, By a>x8&TLET,

exit

<!--NeedCopy-->

Gnome O>Y—ILF/IFKDE OV —IILICEEOIA > T3, AHFDOTIMERITTEET, RXTVEMOD
B, TFIE6: Linux VDAD1 > X =)L) ICEHET,

Quest Authentication Service

FXA>ay bO—5—TO Quest DERL RDEEIF. Quest YV I+ Iz 7ERXA>OAY FO—F—ICT VR
F—JLL. BELTWR L., BEEFENMISIN. Active DirectorylcdyEa—4—7F7 ok
ZERTIZ3 L ZHMIIRE LTVWET,

LiNuXVDA XY VICR XA > A—H—HOJ 4> TES5L5129%  Linux VDA > THDX v > a v e
TERABEDHBZERAAA—HF—IIH LT, ROBEEITVLET,

1. [Active Directory A —#—r J>vEa—%—] EEBI>V—IIT. BROI—H—-F7hHT > koD Active
Directory a—#—o7ONT1 2T £,

2. [Unix 7Ao> k] 475 %IRLET,

3. [Unixtis] Fzv IRy IREAVICLET,

4. [7514<VJGIDES] . REORXA>IA—HF—JI—TDIIL—FIDICRELFT,

pE
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COFIRIE. FXAr>a1—H—na>V—JL. RDP. SSH, FxiFzoto)E— MUETO NI ZFERAL
TAOJFYTEBLSICRET 3HEBELTT,

Linux VDA T® Quest D&k

VAS 7—E> D RO & SIC Kerberos 74y FOBEHEHEBEMICL T, YT ZHBENRH D £9, B (A
T7SAVATFY) I$EMICTIHNELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

OOV RICED, BRI M (32,400 %) ICRESNE T, ThbE. F7v bOT 7+ bOBERERM
TH5 10EHEEDD 1 BFECBRDEY, F7ry FOBFMHEANETSICEVS X T LTI, KDNTWMEZZDON
TA—B—IZRELET,

PAM & & U NSS ik  HDX %, su. ssh. RDP R DZDMOY—EXEN LI R XA >YaA—H—DOJF+ >
ZHEMICTBICIE. PAM & NSS ZFETHEELFT:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows k X1 >AD&i Quest vastoolawy KA&EMAL T, Linux ¥ > % Active Directory K X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. ¥ > % Active Directory R X VIZIBINY 31EREFOERED K X > 21— —T9, domain-name
& BX1>DDNS & (example.com %¥) T,

KXY XN—=2y FORER  Delivery Controller #R 3 3 IC1E. RTH VDA Y>> (Windows & Linux
VDA) TActive Directoryild>Ea—42—47J 10 bHBETT, QuestiZk > TEMI N Linux
ROVHRXAVICHERET B e Z2BRBI3ICIF. ROATY Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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ROVHBRAXAVIZBEMLTWEHEIF. FAIVEBRRINET, YOV RXAVICEMLTUWARWMESE, T
DIZ—HRREINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—B DR Quest "PAM ZNM L TR XA > A—H—%BATEZ 2B LET, CNZITSICTIE.
LENCERLIEZ A BVWR XA > aA—H—THo Y b EFERLT Linux VDA IO A > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT > RT. Kerberos EIEHRFT v v adF 7y bHAEYT. HRYINTIIHRWS L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome OV —ILFHIF KDE OV —ILICEEOIA> T3, AHFOTIANERTTEET, RXTUEMOD
2B’ TFIE6: Linux VDADT > X =)Ly ICEHE T,

Centrify DirectControl
Windows X >A®&m Centrify DirectControl Agent B' 1 > X k—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ >% Active Directory K X1 ICEBML £7:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (3. ¥ > % Active Directory K X VIZIBINT 3R Z#HDEED Active Directory R XA >1—H#—T
¥, domain-name (&, Linux Y>> #BIMT3 R X1 > DEBITT,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—37T 7 FHRETT, Centrify IC&DiBIMINfz Linux ¥ > h
RXAVICHEET R EBRTBICIF. ROAX Y REETLET:

sudo adinfo
<!--NeedCopy-->

Joined to domain E»'E%1TH % Z r . CentrifyDC mode T connected ?Rch 3 v #HEBLET,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify V547> MY —N—C OEBEHROBE. i
SR OBENFEEL TVET,

REFEATIE. SOEENLGS AT LBRCZHBREZNETEIET,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T £ %7 Active Directory £ & U Kerberos ¥ —E Xt DiEHET I ML E T,

adinfo —--test
<!--NeedCopy-->

KX >8IN0ER%E. TFIEG: LinuxVDADA >R b—IL) ICEHFT,

SSSD

SUSE ©SSSD #ERELTWVW3BEIE. COEIa>YDERICK>TLETVL, ZOtEI> 3> Tl Linux VDA
I > Windows R X UADBMEIE. &L Kerberos BEEDH#ERRICDOWTEHBAL £,

SUSETSSSD #tw b7y ¥ 3ICIE. ROFIEZRITLET:

R XA 28I LTHRR D keytab #ER
SSSD Ad PAM 8

SSSD oty 7w

SSSD oBE#

RXAAIN=2y TORER

Kerberos #&m o #E:R

d—H—sBEE DR

Nk~ w N

RXA2I28MLTHRZ LD keytab ZEf  SSSD Tld. KX Y8 > AF LD keytab 7 7 1 LOEEIC
B89 3 Active Directory @ 51 7> FREDRBEINTULWER A, K DICSamba 7 7O—FEFERATE XY,

SSSD =#p 9 HIIC. UTOFIEZRITLTI LT L,

1. Name Service Cache Daemon (NSCD) ¥F—E>%={EIELTEMICLET,
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sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. KR bB L Chrony OREIREAZREL T LT L,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. ROKSICLT, BEBNYT—CFBA VI M—ILERIBERLET:

sudo zypper install samba-client sssd-ad
<!--NeedCopy—-->

4, Jetc/krb5.conf7 71l EI—ra—HF—c LTHREL. Kinit 2—F1 VT BE2—4v FRXT
VEBETEBRLSICLET, [libdefaults]. [realms]. [domain_realm] o> a>vickoT> Y
ZEBMLET:

pE
AD A>T 3RS UFvICEBDVWT Kerberos Z#Bp L £ 9. ROBEIF. BE—RFXA> B—TxL
AFETFILERNRELTVET,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller

}
[domain_realm]

.realm = REALM
<!--NeedCopy—-->
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realm (3. Kerberos $8i#& (example.com % ¥) T¥, REALM I3, AXF D Kerberos 48i%& (EXAM-
PLE.COM %#¥) T79,

5. /etc/samba/smb.conf#I—+t2—HF— LTHREL. Net I—F s UF s DRE—=F v ERXT>
CBETERELSICLET, [globall to>a>ThRoeEDICTIV NI EBMLET:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain (&, EXAMPLE % @ Active Directory K X1 > ®D%E\L NetBIOS &£ T,

6. /etc/nsswitch.confZ7 /LT passwd 5LV group T U AEZXEL T, A—H—rFIL—7F
DIBREFIC SSSD # BB L X7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. BHEEAD Kerberos V517> hEFERAL T, BEBELLTE—45 Y P RXA VIS LU TERREL 5,

kinit administrator
<!--NeedCopy—-->

8. net1—Fs VT 2FEALT. PRTLERXIVIIBMEE. P XTFLD keytab 77 1 ILEER L £,
net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

SSSD A PAM D8k SSSD A PAM Z18M 9 B R1IC. BBENY T -V A VA M—ILEIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D1 —H—sBiAIC PAM £ a—I)LZHBH L. 21— —OJAVEAOR—LTc LI MU ZEHRLE
ERS

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
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<!--NeedCopy-->

SSSD oty 7w

1. /etc/sssd/sssd.conf&IL—taA—H—c LTHEL. SSSD F—EVHEZ—4v b RXT D CB@E
TE3L3ICLET, sssd.confTOREDH (BBICKHC TEBIMDREETI LA TEET):
[sssd]
config_file_version = 2

services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com %X ® DNS KX >&TT,
*:
ldap_id_mapping |5 true IC®RE I B 7. SSSD BiEH* Windows SID %= Unix UID IZ< v E
VI LET. TNLUINDIFE. Active Directory I& POSIX ERZIRMETE ZHBELH D £, Linux

Ty aryTOENBOTA>DIS—%M<=oHIc. ad_gpo_access_control (& permissive
ICRESNET, sssd.confEsktsssd-add man R—=J#SHE LTI L,

2. 77 1IOFRBES LUV T7 7t XEE%Esssd.confTHRELE T,
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sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0FEM KROIATYYRZEITL T, SSSD 7T—EVZBMICL. P RTLOEFRICES TESL5ICLE
ER

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXAXYN—=2y TOMER

1. "o &SI, Samba dnet adsaOVY Y RERITLT. YOUNRRXAIVICBMLTWA e 2HEEL £
E

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAAYBLV AV Ea—2—F T2z MEREEIET 5 ICIE. ROATY RZRTLET !

sudo net ads info
<!--NeedCopy-->

Kerberos Bl OmE X7 LD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFNATVE L
R LETY:

sudo klist -ke

<!--NeedCopy-->
COOAXYRIZED, TUVINILBEBERAM—FDOTEIEFREASHEICTH L TERTES2F—D—8HIER
INE9,
Kerberos @ kinit <> RERTL. ThE5DF—%#FEALT. IO VERXAM YOy FO—5—ICW L TERIEL
F9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIANFTIEET IHUENBD T, RILEE (§) 1d. YTIICEBZBIMIERHSLLDIINY Y
Z2Zya (\*) TIRT—TIIBRENRHD £9, BEICK>TIE DNS R X1 >EH Kerberos BIFZ L 2
BOEYS, LIchoT. SFEEEEFEALET. COAXYRAEWTR L. HHRBRRINEE Ao
ROARYREFALT. ISV THIV RO TGT Foy bhF vy adnic e ZBBLET:

sudo klist
<!--NeedCopy-->
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I—H - SSSD . T—EVTHEERAZT AT ZAT VRS IV Y—IILzZRRHLEEA. PAME
HTOHTT TETET,

SSSDPAM £V a2 —LHELSKBREINTWVWS e zBRB T 3ICIE. UAIICERALAZEABWVR XM -4 —
TAYY bEFERALTLINUXVDAIZOIF Y L&Y,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—nklistavy RTiRENS Kerberos ¥ v FHAELL . HIRYINTIZHRVWC EEZHBRBLED,

L—br21—H—2 LT, BIRDId —udTYRTREINLUID ICHISTEFT Y vy ad 7T ILHMERT T
Tl EmERLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —I)LFHIEKDE OV —IILICEEOJ A>T, EAHROTARERITTEET, RXTLVEND
e, TFIEG6: Linux VDADT X =)Ly 1ICEHE T,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 >R b—/LRO U T hZRITHREICTS  fl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  fl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEIM RKXAYAY,O-5—A7IEXTET, AVE1—2—% RXAVIZEBMT 3
¥ER% £ Active Directory 2—4'—7hH 7> FHRBETT,
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/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user i&. ¥ > % Active Directory K X+ VIZEBINT 3#ER%ZFDO R X1 > 21— —T9, domain-name (3.
RX-1>® DNS & (example.com %#¥) T,

#: Bash#F7#ILbD> )L LTEET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEEFTLET,

RXA Y XYN=2y TORER  Delivery Controller z M3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—42—747J U bHBETY, PBISICk>TEMI N Linux <
SUNRXAVICFEET B ZBRT BRI ROATY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTULA
WEEIF. R RBREITHAREINE T,

2—H B DR PBISHAPAMZNLTRAM YA —ZBATES L ZRABLET. TNETSICIF MU
AICERLEIEDBRVWR XA > =T AT b2FERL T Linux VDA IO F > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARXVRT, By a>xz8&TLET,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VA b—)L1 IEAZF T,

FlE4: .NETS5> 21 L 6.0 D1 =)L

Linux VDA @1 > X k—JLEfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIEICH > TNET S>421 L6021V —ILLET,
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NET 5>%14L6.001>2R+—)L#%. whichdotnet OY>Y RERTLTS VA LNRERHELET,

OV REAICESVWT. NET SUEZALDONAFUNRIERELE T, e 2E. aAv > REHHd/aa/bb/dotnet
Dig4A. /aa/bb ZE.NET N1 FUNRE LTERALET,

FIES5: Linux VDA Nwr—S o485 >O0—R

1. Citrix Virtual Apps and Desktops 40> O0— RR=JIZTFIEZAL £ T,
2. @ N— 3 > Citrix Virtual Apps and Desktops # @B L £ 9,

3. AViR—x=> bR YOI LT, LInuXT4 AU Ea2—2 32— 9 3 Linux VDA /Xw 4 —2 k. Linux
VDANY =S DBEMZIRET 2 OICFERTE 3 GPGC 2ARF—%24v>O—RLEY,

AFF—ZFEHLTLINUXVDA RNy T —J OBEUZKRIET 1213, 2FF—% RPM 7—42R—-X (21>
R—bL. XROOATY RERTLET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

FIE6: LinuxVDAD-1 >R +—JL
FlE6a: WA= 32071V =)L
BHO2N=3VBLT TSR U =B EHEWVWAN—=23 0@ LInuXVDA DA VX R—=ILINTWBIBEIE.
ENETUAVAS=ILLTHSHLWA=S3 > F2A YA M—ILTIRERHD £T,
1. "OOY>Y KT, LiInuXVDAH—EX%ELLL £
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

A
ctxvdas &ctxhdxtr—EX%{EIET ZHIIC. service ctxmonitorservice stop
OV RZEITLTERY—EXT—EVZFELLET, ChERITLAEVEE, BRY—EXT—F
ViFELELIE—EXZBESHLFT,

2. ROOARYRT Ny T—S%T AV M—)LLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy—-->
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B5E:

RMD2N=23 D507y T L—RBMFR—FENET,

pE N

AYAL=ILIhTWB OV R—x> M. [opt/Citrix/VDA] THEEETE £,

ORYRERITTBRICIE. ZILNRZADBRETT, Kb bIZ. ¥ XF L/ ZIZ[opt/Citrix/VDA/sbin & &
U'/opt/Citrix/VDA/bin #BIMT3rHTIET,

FIE6b: LinuxVDA D> k—JL

Zypper ZERAL T LINUXVDAY I bz 721X M—ILLET:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager #f#R L T, LinuxVDAY 7 kU x 7% A YA R—=)LLET:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

F|E 6c: LinuxVDAD7 v 7L —R (FF>3>)

BHD2N—=3 > LISRU U =IO 6BREDA VA M—ILET v I L—RTEET,
7
BEOAVAN—ILETYITIL—RT3L., [etc/xdl ICHBERT I LEESTNhE T, TvTIL—

RERITIBHEIC. BT TF7AILZNYI TV TFLTLEE L,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM #%Zf%—& (SUSE 15 OB5):
java-1ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1

libXpm4 >= 3.5.12
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libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1libQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BE.

7w L—R L%, Linux VDA > U EBES LTIV,

FIET7: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro z&#ic g B iCid. NAN—NAHF— VDA VIZNVIDIAGRID RSAN—%Z1>ZX+—ILT 3
BELRBHD Y,

FFED /N /X— /N %' —IZ NVIDIA GRID Virtual GPU Manager ((RX b RZSA4/N=) Z1 YA —=LLTHERT
BICIE. ROHA RZEBRLTETL:
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« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID #X b VM RSAN—=% A > X ;—)LLTHEBET B ICIE. RO—ENEGFIEZRTLET:

1. 7ZARVM B2 vy hEO Y INTWVWBR 2B LE T,

2. NAN=NAH—Da> bO—=)LIRILT. GPUZ VM IZEIDHETET,
3. RETIUEEEBLED,

4. FARVM RSAN—=2VMIZA1 >R —ILLET,

F|E 8: Linux VDA D#ERK

Nyr—on14 YA =)L ctxsetup.shXo ) F+%RTLT. Linux VDA 2R T2 UEBELRH D £9,
DRIV THE BEZTSHICRIRERAL. IRTOKEIVR—RV A VI F—ILINTVS Z AR
INET, BEICRLT. WOTHIDRIV UM Z2HEETLTREEZLEETEET,

CORIZVTHE. FHTEMICEEZLAED S, FREEFICERLICEZEZERL CEFTRITTIET, 179
BHIC. ROOAXY REFEALTIDRI VTN T BB LET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

HEICEIEY 518K

RDESICLT, BRICEET 2 FHERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIfE SN

AYA L= ZBELT 37O, BEERZFERALT. €y b7y TRIVT I TREBEERBZ T T a3 VZEBET
TET, BERBBEDNIRTEEINTVB L, RTUTRIEL>TA—H—ICBERONNERDBZ Xy E—IHK
NCE (- Fultals VAN -

HHR— FTNBBREBETHICIEIRDEL S BBEDOHHD £9:
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNSCNAME L O—R%EfERL T,
Delivery Controller 8 %353 e TEET, TIAILMTIENICRESINATLED,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D &RIZFERT 3
Delivery Controller o2& K X+ >%& (FQDN) OZXR—IAXD D—BHRETY, 1 DFIFEHK
DREEBHFR XA VBFRIECNAME T U7X EIBETIHNELHD XY,
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o CTX_XDL_VDA_PORT = port-number - Linux VDA iZ. TCP/IP R—k (F7#JL ~TlER—k 80) %
fEA LT, Delivery Controller ¥ @EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux VDA #—E &, Y>> OREBICFIBLET, TI+
ILETIHMERY ICRESNTVEY,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tl&. v b T —IZEBHENS T
LDT77AT7 I 4—ILOBREHFAISNTVBIHRELHD £, LINUXVDARIL, SRTLDT 71T T 4—
WOBERR—b (TTAILETIER—F 80 BLUVR— 1494) ZBEHTHRTIET, T74ILLTIRY
ICRESNTULET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4-Linux VDA iZi&. Delivery Controller iZxt L TEB:ET %
f=8IC Kerberos SR ENNUETY, Kerberos #id. > X T LICA VX b—ILE L UVHEREHD Active
Directory #i&Y — LD 58BEL £7. RISHT. HHR— I TWLS Active Directory E&HZED S5 5.
FRTZLDOZEIBELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— rIh ¥, Thid. 8H%RY
STawoT7FVTr—a3 0RBUEREICT 2OD—ED GPU7I/€5L—23>70./0YTY,
HDX 3D Pro ##R L 7c355. VDA VDI FRO by T (2 JIEysay) E—RFRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

« CTX_XDL_VDI_MODE=Y|N-EB52% kv 7REEF/IL (VD) £LKEHR FINBHETII by
TREEFILOCE5E LTI U EBRT 50 ERELET. HDX 3D Pro BB TR, COXME Y ICRE
LEF. F74LRTEN ICRESNTOET,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EAHA L T LDAP 4 —\N—%#&H L £,
DNS oZ=&R=O— ALY+ MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIE. TTIAILET
¥ <none> [CREINTVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—% 1%
HLFF, DNSHLDAP H—E XL O—RZIEHETETHWVIEEIE. LDAP @ FQDN & & U LDAP R—+®
AR—ARXTO D—EBRIEETIT £, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES#% 389 ICF 3 & Linux VDA IFIEE SN R X1 VRAD
ZLDAP H—N—IZR—U VI E—RTIVIVZRTLET. RUP—DHH X TLDAP H—N—D#Hy
D& LINuXVDA I X IZY ZHIFFBOI IV ZRTLET, R—U Y IJREMNLIWVMEZBRZ L. &
wiavOJFUHRRBTBZIeHHD XY, LDFRELDAP STV EBMICTBICIE. RXr>a> O
—5—7T [JO—-NiLhz0od] =#B#MICL. BET S LDAP R— FBEST3268 2BELFJ. COEH
iF. 77 A ETIE<none> [CHRESNTUWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |&. Active Directory K X1 >®JL— bk
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(ffl: DC=mycompany,DC=com) ICHREINIHBER—XZFEHALTLDAP ZBxL £79, BEDO/NT +
—YVRERETZHIC. BER—IZEETI£Y f: OU=VDI,DC=mycompany,DC=com), Z®
THIE. 774/ TIE<none> [CRHREINTVET,

o CTX_XDL_FAS_LIST=' list-fas-servers’ -7 FL—> 3 iBiv—E X (FAS) H—/N—id. AD Y
W—TFRI—ICEDEHRINET, LiInuxVDAIZAD JIL—THRU S —%HR— L TVELEA. KD
DI, EZ 20V TRYSNIFASH—N—D—8BZ2FERATIET, >—7>VRE ADTIL—-TRU>
—THRELIEHBDODLALTHIVEDLRHBDET, WINHLDHY—N—F7 FLIDHIBFEINTULBRHEEIE.
ZOTH%Z <none> L WS XFHTED T, U —N—TRLADIEFBIFEEL £t A, FASH—/1N—L
BYNBETBICIE FASH—N—THEEINTVWEIR—rESE—HTZ3R—FESZEML TS
W f5l: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number;fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1.

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - s L VW JO—-h—T—
Iy hH—ER (ctxvda) #HR—+rFTB3HEHDNET S>F21L6.0%1 VR M=ILTB/IXR, T+
JL k@ /S RIF/usr/bin TY,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3 > THER T 3
GNOME, GNOME /5> w o, £ EMATET RV by TRIBZIEE LT, THERELAVEE
g3 WMEVDAIZA YA M=)ILTNTWVWBR TR by THERENET, 1L WEAVRXE—ILE
NTWBTRY by 7H MATE O1F&1F. B#EEZ mate ICRETIHELHBD £7,

ROFIEERITLT, 4=y by a>yad—H—-—0FAI by TREETETZICHTIET:
1. VDA @ SHOME/< 2—H—&\> Fr LI hUIZ. xsessTionZ 71 ILE L £ T,
2. .xsession77TIEHRELT. TAI by TEBREEIBELE T,
- SUSE 15 @ MATE X7 kv 7DiHE

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- SUSE15 FO GNOME 7 5> v U 7RV by FDigE

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- SUSE 15 t@® GNOME 7 X7 v 7 Diz&

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi
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3. 82— vbtEyiara—H4—T700 77 MILOT7 I/t AERELBLET,

N=23 22209 . €y a> a—HF—R@TRIYTRIBEZAREZIAZATETET, COEEZE
ICT3ICIE. BHICVDAICIDBXFIREBRTRI MYy TRIBEZ A VA M—ILT2HEDNHD £9, 5L <
B Teweayad—H—IlL2NhRELTZI My TIRIE] 28RBLTIRETWL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TEIC Linux VDA # —EXHBAS N5 &S
ICTBDNESHZEEELET. T74LFTRYICRESNTWVET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 930DV 7y bR—k, 77 %
I EDR—=KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE327HDR— ko 77 )L bDKR— KX 7502 T
ED

MDESICL T, RIEEHEREL. BRAVV T ERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2]|3|4
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N
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sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo YV RI-EZF 7> a3 Vv ZIBELTETL. FERT MLV TILICEEORBEEHZEL£T, RUOTE
LT #!/bin/bash #:ZRA L. FIRD IRV RO SBEZZTINRIU TR T 7ML EERTEEEBEHLE T,

Freld. RDOELSICLT 1 DOV R TIRTDONTA—EZ—ZIBET DN TETET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4 \

CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B EE DOHIER

SFUAICEoTIE LINUXVDA Ry —S% 7214 VX —=ILLAWT. ctxsetup.sh X7 U F Mk >TiThH
NICBREEZHIBRITZ B BEERZBENHD £,

HATIRENC. ROAX Y REFHELTIDRI )T RDAILT=2ERLET:
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sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 3(1CI3:

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CDRIVTMZED IRTOBRT — 2D T —2ZR—=ZXH 5HBEEI 1. Linux VDA Z#ETEH<AD &
3_0

= 14mbs)

ctxsetup.sh & & U ctxcleanup.sh X7 ) 7+ Tld, VYV —ILIZIS—HRRIN. ROBEOT 7 71 ILIC
BINEHRHNEIAEFNET:

/tmp/xdl.configure.log

Linux VDA#—EXzBEFH L. EEEZRMIELET,

FIE 9: XDPing Ox1T

sudo /opt/Citrix/VDA/bin/xdping%=®fTL T. Linux VDARETO—MRMAEROMEE L
9, s#L <IF. TXDPing) 28RBLTLET W,

FE 10: Linux VDA 017
ctxsetup.sh X2 U 7+ #FEBL T LiINUX VDA Z# L7175, ROAY Y REMFAL T Linux VDA ZHIfI L £
ER
Linux VDA 0i2&h:
Linux VDA H—EXZBE T 3ICIE. ROIYY REETLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA {1t :

Linux VDAH—EZXEELET3ICIE. ROOARY RERITLET:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P
ctxvdas & tfctxhdx—E2%E1Ed 5H1IC. service ctxmonitorservice stopawy
RZzERITLTERT—EXT—EVZFLELEYT, CNEETLAVGE, BERT—EIXTFT—EVREELLE
T—EXZBEHLET,
Linux VDA 00 Ei2#):
Linux VDA —EX = BiEgd3ICid. ROOATV RERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DiRREDFERZ :
Linux VDA # —EXORITREERER T 3 ICIE. KOOV RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

Fg1l: v>>Ah20O07 DR

IIvha2O7%ER L. Linux VDA <> > %BINT 3 FIEIZ. ®FD Windows VDA TOAZEEMTVWET,
DRRAVERTTBHFEDHBICOWVWTEHELLIE. TV hHEZOJDERI &Y X2 >AHEO7DER) #81R
LTLETL,

RDESIC. Linux VDA T2 22 B8 > A207 DERICIEWS DD 0Fl#Hh % 5 7. Windows VDA <2
ORI VAZOATDIERFIRE RGBRDHD KT

o ARL—=FT A VTP RTLICIF. REBRLET:

- RAPINBZEET RV My TREETILOEE. JILFEYy 3> 0S AT gy
- WDIERTRI by TREETILDEGEE. 2 JIltyia> 0SS+ 7o aYy

e ALY >AHHZOF T, LinuxVDA Y>> Windows VDA TS U EBETEARWVWTLET WL,
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=
Citrix Studio BT O/N— 3 >id. TLINnUXOS) tWHSEREHR—-—FLTWVWEEFATL R £
L. [Windows +—/\— OS] # 7> 3> Ffld [H—N—0S] 77> a EBERTZE. AFEDRI LS
NBZ3EETXI by TREETILHABERNIGERINE T, [(Windows TX7 by 7 0S] 7> 3> Ffid
[TRIbwT OS] 72 av5wERTZE, IV CICE—I——DEEETILAIBRMNISGEIREINE
ER

B b

< oht Active Directory R X U SHIBRINIRICBEEBNINIESEEIE. 20X yEII Y A4207
D SHERLTHSBEEBMT 3HENHD 7,

FIE12: FUNI =T IL—TDIER

FUNU=F)IL—F%ERL. Linux VDAY UZ2ETIIrhH2O057%BMT 3 FIEIE. Windows VDA v >
DBELIFLALRLTY, CORRIETRT T BHEDHRBICDOWVWTELL X TFUNY =T IL—TDERL 25
BLTLIESIL,

Linux VDA< >h20d#&88TUNI —JIIL— T2 KT 35813, ROBHOHHD £ :
¢ BIRTZAD A—H—BLUVJIL—T%, LINnuXVDAR > VICOTF VT 3L SICBUICHER L THT T,

e BBETNTUVARWL (BER) A—H—0Od 422 LBEVWTLLIETL,
e Windows Yo & &TIvh2O00 T UN) —FI—TTRESEHRVWTLIEE L,

BE.
T r—2a3a > 0RRE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—Y I UA

DT RV by FTELUTT U DEREIF. Linux VDA THR—FINTULEE A,

ROohZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL < & TCitrix Virtual Apps and Desktops 7
2212) =#BRL TS,

Ubuntu A® Linux VDA OF&r > X ~k—JL

May 15, 2023
BE:

RV —ILDBEIFR BRI M-I ZERALTEZA YA S—ILZT5zb8H LY. HE
AR S—ILIBREEFNZEHNT BT TR, FEFICBHETNTVBIFFHI A —ILEDHTIS—%
BOITENTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 150


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/create-domain-joined-vdas-using-easy-install.html

Linux Virtual Delivery Agent 2212

FIEL: 7 7ILERS LV LINUX T2 U DERE
FlE la: &y b7 —IBEOER
XY RT—=IDELLEGSIUBRINTVWE I ZBBLTLIET W, 7z ZiE. DNS 4 —/N—I{Z Linux VDA

THEBHTZBELHD FT,

Ubuntu 18.04 Live Server #EA L TW3IHEIE. KX ME%ZRET 381IC. [etc/cloud/cloud.cfg L7 7
TILICRDEEZMRAFT !

preserve_hostname: true

Fg1b: KX FEBDHRTE
IIVDRRARBHERICELSIRETNZ L S5ICF 321, [etc/hosthame 771 ILEEELTIS Y DHRR b
BDHETZRLET,

hostname

FIE1c: RRAMBEADIL—FNYITRLRADEIDHT
IOVDDNS RXAVRBeTLeBMi R X128 (FQDN) AIELKHRESINZ 2B LET. CDDHITIE
|etc/hosts 7 7 1 ILDRDITORMD 2 DDIT> L JICFQDN KRR FEHEEND LS ICREL £
127.0.0.1 hostname-fqdn hostname localhost
i
127.0.0.1 vdaO@l.example.com vda®l localhost
T7AILROMDOITY LU S, hostname-fgdnEfizhostnamellid 3 ZDtDBBEEIRL £ 7,
P
Linux VDA (#3872, NetBIOS BN HETEHR— ML TVWEHA, LT2H 2T RR FRIK 15 XFURT
HBIVELRHD XTI,
N N
a~z. A~Z, 0~9, BLUNATY () DXFOHEALTLEES WV, YA =07 (). AR—Z, B&
VEOMDEBEIFFERALABEVWTLIEIV, RRAMREHFTHRBLIED. N1 TV TERTLED LABWVWTL T
TW, ZDJL—JLIE. Delivery Controller 7R X bRICHBERINE T,

FEg 1d: KR B OFER

ROARVET, RABHPELKRETNTWS 2B LEY !

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 151



Linux Virtual Delivery Agent 2212

hostname
<!--NeedCopy-->

COOARVRIZE 2T EOIYIVORLEM R X1 >E (FQDN) Tldh<. ZORIMFOAMNRINET,
ROOARY R T, BREHMR XA VBIAELKRESNTVWBR I EBRBLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEHREXA VAR INET,

FE 1le: WILFF+ X DNS 0EMK

TIAILEDERETTILFFv X~ DNS (IMDNS) WEMTHZ 7D, BHFROGBRICAEENEET ZHEN
HHET,

mMDNS Z#E#iC T 3IC1d. [etc/nsswitch.conf ZEEL T, UT2ETTE2EBELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

Flg 1f: BaiffRe Y —E XBEATREM ORER
ROOARY R T, TRBH R XA VERMRRTEIZ . RXr> Oy O—5—k Delivery Controller n5
ping ICRELNHBD e 2B L £7:

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TR XA VEBEBRTIARV, B INS50TIOVTRNDS ping ICIEEN R VIEEIF. FlIEZER

LTHBSRICEATLIET L,

Fig 1g: BZIRAAO#ER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEZH#IFISICIEEETY, RETY
¥ (VM) £ LTLINnUxXVDAZKRR T2 L. BN RERICHZBMEDEET MR HDET, LA >T,
VDE—FDEALT—ERZFEAL THZZHEIF I z2HE8DLET,
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chrony @1 > X b—)L:

apt-get install chrony
<!--NeedCopy-->

JL—ka—%—Xx LT [etc/chrony/chrony.conf Z/EEL. RDLSICE U E— A LY —N—IHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -diburst
server peer2-fqdn-or-ip-address -tiburst

—RHNARIETIE BEIEO—AIRXr>a> bO—F—D5RBLET. KFANTP -l —N—h 5 HiZIZRA
HLEEA. FX1>2DF Active Directory KX >a> rO—F =BT 2 —N—IT> cUZEMLET,

IW=FNw o IP 7RL A, localhost. /XT Uy oH—N—0 *.pool.ntp.org T> hUKRY, —EIZH B E DM
DY —N—FRFT—ILIT> M) ZHIBRLES,

TEZFRELTHMS. XYY RTChrony F—EV5BEBLF !

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: OpendDK11 1> X k=)L

Linux VDA (2%, OpenJDK11 iR ETY,
Ubuntu 20.04 £ Ubuntu 18.04 Tid. LUTZE1TL T OpenJDK11 > X b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: FRITBZ3T—EIN—IDI YR —ILEIEE

HERERPEDOHEEE - LT, PostgreSQL iz T SQLite HFEATEF £, LiInuXVDANY 7 —J% 1>V X =L LT
#ix. /etc/xdl/db.conf%#EEd 2 £ T SQLite & PostgreSQL #fI0 &3 HTETE T, FE1 >
Z b=ILDFE. SQLite & PostgreSQL ZFFICFH T VA F—IILLTLWARWVWCEID B IRENTETEH A,

ZDtEUa>rTid PostgreSQL & SQLite DF—4R—XZ A VX =T BHEL. FHTZT—IXR—I%
ETBHEICDOWTEHALE S,

E:

SQLite i3 VDI E— RICOAERTZzHBHLET,

PostgreSQL o1 > X b—JL RDOIAT> FZXRTL T, PostgreSQLZr> X b—JLLZET:
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sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TP ORBKEF - I3BNRT PostgreSQL #2819 3 1C1E. 2N ADIAR Y FZERTLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite =1~ 2 ~—JLg3 Ubuntu oiFa. XOITY FERTLTSQLiteZ1r > X b—ILLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

RT3 T—FRX—X%ZBEETS SQLite. PostgreSQL. F#iEZnmA%Z 1> X b—JLL7#%. Linux VDA /X
wir—om1 A =)Ll /etc/xdl/db.confzigETd . FHTET—EN—EEETTIET, D
7edICiE. RDOFIEEZETLET:

1. /Jopt/Citrix/VDA/sbin/ctxcleanup.shxxZfTL£d, FRWI X —ILDFE. COFIE
IFEEFFEY,

2. /etc/xdl/db.conf#EELT. FRITZT—ER—XEZEELET,

3. ctxsetup.shzRfTL£J,

pE

[etc/xdl/db.conf %=/ L T PostgreSQL OAR— +ESZ#ERTEZCHTITET,

FIE 1j: Motif D1r> X k=)L

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg1k: DNy T =DV R =)L

Ubuntu 22.04 g4

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0
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<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04 084

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

FIE2: NAN=NAH—D%EM

HR—bINBZINAN=—NAHF—LETVYM & LTLINUXVDA ZE1T3 3158, LW ODDEBENRETY, FHT
BNAN—NAHF—DTZy b T —LIZEDET. ROEEZITVET, RTFALZIN—RTTF7TLinux<>>
ZRTI 256, BERUBEHD FHEA.

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor OB ZIE#EN BN ABE. TN NOEREK Linux R > T, NTP & Citrix
Hypervisor TRIEHEEL £9, -tk NTP & Citrix Hypervisor OEAH S R T LOREEEEL LS T
3D FRATY, YXTLOKRBEMOY —N\—ORRE OEBIERONZDZEH<CICIE. & Linux X DR
TLOREMNNTP AT I3RENHD T, COFE. R NORZIFRRZEMICTIHELNHD £T, HVM E
—RTid. EBRIBEDHD FHA

Citrix VM Tools #*-f ~ R k=)L T - #E{RAEK Linux h—xILERITLTW3HE. Citrix Hypervisor OFFZIE
HAMRED ZTE S 2 SH . LINuXREBTS VATEMCR > TVLWERHESHhEERTEET !

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZERLET:

o 0- FFZIEHAMBED B RIC R > TWB Tesd, BIICTBIHEDDHD F7,
o 1- BZIRHAENEMICE S>STUVWET, CULOBRERBESDD FH A,

/proc/sys/xen/independent_wallclock 7 7 1 LD EFEE L BWVEE. UTOFIBIZHEHD £ Ao
BZIB RS REN B NIC R 2 TV BIBEIE. T71ILIC Tl CESIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEFEXELL. BESBRDLRITTZICI1E. [etc/sysctl.conf 7 7 1L EHEEL T, ROTEEMLET:
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xen.independent_wallclock = 1
CNEDEEXERBI DD, ROESICLTORATLEZBREHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIERLFT,

Microsoft Hyper-V ThOEZIREIDIEE

Hyper-V Linux i —E X1 > X =)L ahiz Linux RE< > > Tldk. Hyper-V ORZIEHAKEE = FHA L TR
ARARL—TFT 4 VI RTLORBENBETEEY, X TLORME ERGKRETHEIFTZICIE. NTPH—EX
CEBHICTDHEEZBMICLE Y,

BEARL—TA VIO ZATLT. ROBEEITVET,

1. HyperVxx—Yv—%zRHEE9,
2. Linux(REBY> > ORET. et —ER] ZFRLET,
3. [FZIOREA] MERENTVWB e ZRRBLET,

E:
C D7 EIE VMware & & U Citrix Hypervisor B8 32740 £9, VMware & & U Citrix Hypervisor

Tid. NTP L DEEZRIT B cHICHRR bORZIFEZEMICL £9. Hyper-V oRZIFEAIZ. NTP & #7F
L. NTP 0RZF#ZMT TN TEET,

ESX & & U ESXi TORZIRHADIEIE

VMware OESZIFHAEEN B RIEE. ThENOBERENK Linux [RIB< S > T NTP e N1 /N— N1 H—TRE
PRELET, THE NTP ENAN—NAF—DOFEAN T LORMZRBLESETEEHREATY, ¥R
TLOEE MY —N\—ORE L OREBANKHDNZDERH<CICIE. & LINUX TR DY X7 LORBA NTP &R
HY2HENBDET, COFE. R ~ORZIEHREEMICTIHELNHD £J,

VMware Tools #- > X b—JL Lo RBEETHERAEMW Linux A—ILERITLTVWBIEEIE. ROBIEEITVET,

1. vSphere Client #BiZ £ 7,

2. Linux{REBY> > DRELHELET,

3. RExY>oONT«] FATATRYIRT [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £7,

5. [##] Ry IRXT. [(RRAMTIANEZRIZR] Fzv IRy IREFTICLET,
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F|iE 3: Linux VM %= Windows R X1 >ZB0

LRIk, Linux ¥ > % Active Directory (AD) KX VIZEBIMT 3A%ETY:

« Samba Winbind
+ Centrify DirectControl
« SSSD
« PBIS
BIRL A EOFIBICHWVWET,
P
LinuxVDA@oO—ANLT AT rE ADDT7HT Y FTRLA—HY—RFEFEATIE. Ty a v OEEICK
HMIBehHDFET,

Samba Winbind
RBIRNY T =201 VA ~—)L & foldE=R
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

Y Y OEEEIC Winbind T —EVZBATEZ L5093 ROIAYY KT, Y VESKIC Winbind 77—
HRIAT B L SIS T BUEBENHD £T,

sudo systemctl enable winbind
<!--NeedCopy-->

pa o

winbindzxs U Z7tp/etc/init.dIcHBcERERELET,

Kerberos o#&m JL—h~a1—%'—r L Tletc/krb5.conf #Bix=. LUTEZREL X7,
A
AD 1> 7SR S UFvICETWT Kerberos #18mML £ 9. ROREIF. B—R XAV, B—T7 LI +E
FILE[RE LTWETD,

[lTibdefaults]
default_realm =REALM
dns_lookup_kdc = false

[realms]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 157


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/ubuntu.html#samba-winbind
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/ubuntu.html#centrify-directcontrol
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/ubuntu.html#sssd
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/ubuntu.html#pbis

Linux Virtual Delivery Agent 2212

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns-name = REALM

Z 2T domain-dns-name /{5 X—4—{&. DNS R X% (example.com & ¥) T%, REALM 3. AX

F o Kerberos 48i5i% (EXAMPLE.COM :#¥) T3,

Winbind :2if 0  RHEL @ authconfig . SUSE o yast2 o & 5% —ILA Ubuntu iI2&W . FET

Winbind Z#mM L %9,
[etc/[samba/smb.conf (i, KERELF T,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7+ —JL RT3, REALM I3AXF D Kerberos Ei#& T9 .

nsswitch 01 [etc/nsswitch.conf ZBZE. winbind £ XxofTICBML £

passwd: compat winbind
group: compat winbind

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

158



Linux Virtual Delivery Agent 2212

Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C 2 TC. REALM I3AXFD Kerberos $BIH&Z T, user i3 a1—4—% RXA VICBINT3EEEFT DR A
\/J—ﬁ——(\‘j—o

sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM 0 o< > R%ER{TL T, [Winbind NT/Active Directory authentication] #+
7> a>r [Create home directoryonlogin] #+ 7> 3 vhBIRIN TWR e 2R LET:

sudo pam-auth-update
<!--NeedCopy-->

B b

IOV RXA VICBIMEADIBEICOAH. winbind T—EVIZER1T245ITE 9,

RXAYXN—=>w FOFER  Delivery Controller #ER ¥ 5 1Cid. Windows & 7-1% Linux ICBE#HR <. ¢
~RT®O VDA v > T Active Directory (2O Ea—42—A T 0 FHRETY,

RDESIC. Sambadnetads AV REETLT. IVUBPRXAIVICBMLTWAR I #ERELE T

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELIVAVE2—2—F TV I MERERIT BICI1F. ROOARY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos £/ D2 Linux VDA TERATE 3 & 512 Kerberos AIEL KR INTWB Z e R T BICIE.
ROARY RICE 2T P XT L0 keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMARF—HEENATVSC
CHEERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rDOIEFIEFREFEDOTICH L TERATESZF—D—EHERR
TNnZx 9, Kerberos @ kinit v REETL. ChS5DOF—%2FEALT. IO VERXr>yaybO—-5—ICx¢
LCEREEL 9
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

TOVEBEEHBIIANFTIEETIHELRBHD £9, RILES ) 3. P oILICLB3BIRIEBSTHICNYY
25wia (\) TIRT—TTR3HELRHDET, BIBICE>TIE. DNS R X >&h Kerberos $EiHEZ B4 D
9, LA > T, A9 EEREFALEFT, COOATYRDPEITI . HAORRRINEFE A,

MROARY REFEALT. XY T7ATIY RO TCT F7y b F vy adhicJ e 2B LET:

sudo klist
<!--NeedCopy-->

KOOV REFEALT. IV T7AT Y NOFRERELET !

sudo net ads status
<!--NeedCopy-->

A—H IR KDL S, whbinfo V—LE@ERALT. RXAYI—HF—DRAAVICHLTRETEF BT
rERRBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $EIEZ TlddH D £t A, bash > TILDBE. NV IRy
axFE () i B3 12NV IRSYy I aXFEIBELTIRT—TT3HERHDFT, COOATVRICKD,
BINEIIERERITXAVvE—UHRINET,

Winbind PAM 22— LAELKBRINTVWR I 2B T3, URIICERLEZ ARV RXr>ya—H
—7ho> rEFERLTLiInUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH O Y FZIELLKETTBICIEF. SSH BB TEDICHEL TVWE e ZHEBLET,

ROATYRT. id-u I RICE>TRI N UID I T 3 Kerberos BigIEHRF v v a7 71 ILAMER S
Nl xmBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBERF v v aDF 7y FHAEYT. HRINTIIBRWI C 2BEEL £
KR
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klist
<!--NeedCopy-->

ROARYVRT, vy a>a&TLED,
exit

<!--NeedCopy-->

Gnome JYV—JLELIEKDE OV YV —ILICEEOVA > T3 L. AKROTRXMERITTEET. FXIMVEMD
H#R%E. TFIE6: Linux VDADA YR k=)Ll ICEHET,

b
I—H—8EEICHIIL TH. FXAYTATY FTATF Y LIELSIZTRI by TERRTERWVIEE. T
DreBREHLTEATLET,

Quest Authentication Service

FXa>a> bO—5—7T0 Quest DR KDIE(EIZ. Quest V7 bz 7% Active Directory KXr>1a>
FO—Z—ICAYZX =)Ll BRLTWBR . BEEBERHENMISI N, Active Directorylld>Ea
—B—F TV M EERTEZCEFHRELTVWETD,

LInuXVDA Y VICR XA > A—H—HOJF>TEBL 512935 Linux VDA > THDX v 3 >z
TRIBEBEDBHBIERXRAAA—F—ICHL T, ROBEZITVET,

1. [Active Directory 2 —#'—¥r a>vEa—%—] BEO>VY—)LT. BHNOI—H¥—7HT> boD Active
Directory a—#—0ONT1 ZHAIT£7,

2. [Unix7hHo> k] 475 8RLET,

3. [Unixxtis] Fzv IRy IREAVICLET,

4, [77514<) GIDHFES] Z. KEORXA>A—H—TI—TDII—TIDIZRELF T,

E:
COFIEIF. FXq1>a——p2a>yY—)L. RDP. SSH. F/klEZzoftto) E—MLEZONILEFERAL
TOJ AV TEBRLSICKRETSHEHRALTT,

Linux VDA T Quest Di&x§

SELinux KU > —BAOEER 772/l ko RHELERTIE. SELinux iZELICERIATVEYT. COBEA
IC& D, Quest BMERAT 2 UniX RXA>VYTy bDIPCOXAZILIZFH L. RXA>aA—H—0OdF > %
IFEY,
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COM@EREE T 3 - DEM RS EIE. SELinux DESHK T, JL— k21— —2 LT, [etc/selinux/config
iREL. SELINUXBEEZ XD EDICEBLET:

SELINUX=disabled
COETEICIITY VOBEHNHNVETT:
reboot
<!--NeedCopy-->
BE:

COREIFEELTHERALTLLIEIW, SELinuX R > —0#EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—-AILI—F—TH>TH. BRICOVITIINTLESEREMEAHD 7,

VAS F—E>DH#ER RDLSIC Kerberos 77 v COBEEHEBEMICL T, JIMTI3HENH D 9, B (o
TSAA5FY) I$EMICTIHENHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHERD O B/E (32,400 ) ICRETIEY, I8b5E. F7v hDOT 7 #)L OB MEAM
TH3 10EHMEDD 1BEECRDEY, F7ry COBMHRADTSICEVS ITLTIEE. KDNTVMEZZON
TA—E—IZERELF T,

PAM & & O NSS 1  HDX *%. su. ssh. RDP R DZ0MOY —ERZN LR XA >Ya1—H—0OJ 4>
ZEMICTBICIE. ROITY FZRITLTPAM & NSS ZF#THRBLEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&i Questvastool <> k%A L T. Linux ¥ > % Active Directory K X1 >
ICBMSE £

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user l&. O > E a1—%—% Active Directory R X1 VIZIEBINT 3 EREFOABRDR XM > —H—TY,
domain-name (Z. RX->® DNS& (example.com %#¥) T,
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
~RTo VDA ¥ > T Active Directory ICO>YEa—2—FA T2 FHABETT, Questic&-TEBMINT
LInux YR B R XA VICHEET S MBI BICIF. ROAI Y R ERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVICBIMLTWVWBRBEIE. RXAVEDRINET, YOV RXM VIZEBIILTLWAWSE, UTF
DIS—HERRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest O B X+ > 1 —H—DOFBEAENAIRENE S D Z R T B ICIE. IETICHE
ALECEHBVWRXA Y I—HF—TAHU Y b=FEALTLiInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID I35 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y KT, Kerberos EIEHRF* v v adF 7y FHEYT. HRIINTIIHRWS L 2#BRBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

MOARV KT, Eyarve®TLEY,

exit
<!--NeedCopy-->

RXA >BMORER%E. TFIE6: Linux VDADT > ~—JL1 ICEAHFT,

Centrify DirectControl

Windows K X >~A®&i0 Centrify DirectControl Agent A1 > X b= ILTNTWBFEE. KDL SIS
Centrify @ adjoin <> k&AL T. Linux ¥ > % Active Directory R X1 VICEBMLF7:

su -
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adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X —&—lf&. J>Ea2—42—% Active Directory R X1 VIZEBINT ZER=FDOEE D Active
Directory K X« > 1—4%—T9, domain-name /X5 X—%—d, Linux Y>> %2BMT 3 R X1 VDERIT
ED

RXAYXYN=>w FOFER  Delivery Controller #R ¥ 3 iCid. Windows F7-i& Linux ICBE#HR <. &
~RT?H VDA Y>> T Active Directory ICO>Ea—42—FT2 0 FHRBETT, Centrify ic&kbhEMIhiz
LINUX T YDIR XA VICTFET D 2BRT RIS ROIYY REETLET:

SIS

adinfo
<!--NeedCopy-->

Joined to domain E1E31TH % Z ¢ . CentrifyDC mode T connected »Rch 3 v #HEBLET,
CentrifyDC mode #¥ starting @ £ £k L WE&IE. Centrify 7514 7> MY —N—C OEGORE. £
IIBEEDBBEHAREL TWVES,

REFEATIE. FOEENLGS AT LBRCZHBREZIETIET,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T £ X %7 Active Directory £ & U Kerberos H—E Xt DiEFET I ML E T,

adinfo --test
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEHAZF T,

SSSD

Kerberos Ot Kerberos #41>X b—JLT3ICIF. AOIIY VY RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos ##/M3 3 cix. [etc/krb5.conf Z)L— & LTRSS, NSX—2—%HBELFT,
F:
AD 1> 7525 FvIZEDWT Kerberos #H# L £T, RDRBEIF. B—RX1 > B—T 5L XA NE
TILENRELTWETD,
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[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns-name = REALM

ZZTcdomain-dns—name/VS X—2—{&. DNS R X >& (example.com %) TY. REALM I&. AXF
@ Kerberos 481#% (EXAMPLE.COM #¥) T,

RX>ic8mmd3 SSSD %##m L T. Active Directory % ID 7ON1 4 —H K U'RHED Kerberos & L TE
BLEY, fc72L. SSSD Tid. RXA>BME S AT LD keytab 7 71 ILOBERICEETZ AD DU S 7> M
BENREINTULERA. K0 DIC adcli. realmd. %7:/3 Samba #FHTI £7,

A
Dt a>TiE adcli 8L Samba ICET3IEHROATIRMELFT,

o adcli ZEAL TR XA VICBMT 3B81E. ROFIEEZRTLET:

1. adcliZr>X+=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVICBMEELET,
REFEALTHEWS ZXT L keytab 7 7 AL ZHBRL. RXAVICBMEIE £,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXAVIIYI U#BIMT 3#ERNH S R X1 >I1—%—T9, hosthame-fqdn (3. T2EF R
XA VBRERADIS VDRI SETY,
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-H #+ 7> a>ig adcli i, Linux VDA T&E7% host/hostname-fqdn@REALM & L5 #2z{ T SPN %
T BDICHETT,

30 BXAUAIYN=2y TR LET,

Ubuntu 22.04 &0 Ubuntu 20.04 v > 0i5&1E. adcli testjoindv>y RERTLT. I¥ >
BRXAVICBEMLTVWEHRESHZTAMLET,

Ubuntu 18.04 v~ > ®iF&IE. sudo klist -ketav >y RERTLE T, adcliv—)L LR
SNTVET, COYV—ILTIE. IR RXAVIZBMLTWVWRHESHhZT R T 3HEEIFRBINATL
FtA. TORBARESZIF. PXTLD keytab 7 7 1 ILAMER SN TWVWE L EBBITZL T, &
F—DEALRZYTH. IV RAAVICBMLIFRE —RT 3D EHIELF T,

« Samba AL TR XA VICBNT 315813 ROFIEZERTLET:

1. Ryr—o% 12X +=JLLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba Z#R L %7,
[etc/[samba/smb.conf [, KERELF T,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (3. REALM OR#HID 7 1 —JL KT, REALM I3AXF D Kerberos BIHZ T,
3. Samba TRXAVIZBMIE T,

RXA>aAY hO—5—hT7ILIAET. A1 —F—% R XA VIZBINT 31#ER%FD> Windows 775
TV DR ETT,
sudo net ads join REALM -U user

<!--NeedCopy-->

Z ZT. REALM (ZAXF®D Kerberos $BIHZ T. user g a—4—% R XA VBN 31ERZFHD
F X’f \/1_-”3__63-0
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SSSD oty b7 v MEBNYT—TDA VR M—ILEIFER:
B2 SSSD BL VBN 7T —IDRA YA b—ILTATVWARWSEE, 1Y XA M—ILLES,

sudo apt-get install sssd
<!--NeedCopy-->

NYT—=HBEICA VA =T TWVWBIHA. ENT2czb8HLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

pE

Ubuntu o« > X k=L 7O XE. F7 4JL 5T nsswitch.conf 5&X U PAM O4 1 > ED a— )Lz B
BICHERL £,

SSSD m#Erk SSSD 7 —E>%iRE T BH1IC. SSSD BROEEHNMBETY, SSSD O—FD/N— 3 > Tla.
|etc[sssd/sssd.conf & 7 71 ILIZT T 4L b TIEA VA b=ILENBEWT=H. FEITERTIHENHD £T,
root ¥ LT [etc/sssd/sssd.conf = {Ef g 2h VT, RERELZT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -ds
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U
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# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
7
dap_id_mapping i% true I(ZRE TN 3 7= SSSD BEH Windows SID % Unix UID IcxwEY I L&

T RELAWEE. Active Directory /' POSIX iR ZIRETI 2L SICTZRENH D £9, PAM y—E
Z (ctxhdx) & ad_gpo_map_remote_interactive (BN F T,

Z T domain-dns-name /Y5 X—% —i&. DNS R X1 >% (example.com % ¥) T9, REALM i,
AXFD Kerberos $Ei%#% (EXAMPLE.COM %:¥) TY, NetBIOS KXV E=HEBRT B7-HDEHIEHD
FtHA.

BREEICDOVWTELLCIE sssd.conf 8L Usssd-adicBd 3 man R—J#BBLTLLET L,

SSSD F—E>X T BT 7 M IICFREEGIGNDERDOAHNRESN TV ILENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DERE KOOIV RER{FTLT. SSSDF—EV%#EEIL. YOV OREEICHT—EVERIHT
TBLDICLFT,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #£5 RoIv > R%EREFTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 MBIREINTWR e 2B LET:

sudo pam-auth-update
<!--NeedCopy-->

KXY XN=2y FORER  Delivery Controller #H3 3ICiE. R TH VDA Y>> (Windows & Linux
VDA) TActive Directoryild>yEa—4—*7J 10 bHBETY,

e adcli ZEBALTRXAI Y XAYN=—2y TRBERT Z841E. sudo adcli info domain-dns-
NamedVY Y REEITLTRAA VIBHRERTLET,
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« Samba ZEAL TRXAM U AYN—2y BRI 35HE(1E. sudo net ads testjoindavwrk
ERITLTIIDUDBRXAVICBMLTWA e #H#B L. sudo net ads infoadv>R#ERITLT
EBMORAELVAVE2a—2—F Ty MEREERLE I,

Kerberos #mdmE:R  Linux VDA TERTE 3 & 51 Kerberos AIEL K BRI N TV Z 2R T 3 ICId.
ROAIXV RIZE 2T Y RTLOD keytab 7 7 1 LHMEREH T keytab 7 7 1 ILICEAF—HDEENATVSB
CERRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXIRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICH L TERTESF—D—EIERR
ThEd, Kerberos dkinitdv Y REERITFL. ThBDF—%2FEALT. IVVERXIYOAY FO—5—IC
3L CERAEL£9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

RUVBUERBIIANFTIEETZIHENHD ET, RILEE (5) F. PTIICLBBSHMIZH<LOHICNY Y
Z27wa () TITRT—TTR3HRENRHD 7, BEICL > TiE. DNS KX & Kerberos $BiZ £ E4 D
£9, LI oT. HPEEBEFEALET, COOATYRBRINTR . HAWRRKRRINEE A,

ROARY RZFERALT IV T7ADY MO TCT AF vy adhicCezHELET:

sudo klist
<!--NeedCopy-->

I—H—REOmER SSSD . T—EVTHEERMEZT AT 2 IV RSV —ILERHLEEA. PAM&E
HTOHTTTEEY,

SSSD PAM EZa—)LAELKBHINTWVWE e 2R T3 ICIE. UEHIFERLEZEHBRVWR X1 21— —
T7hoyhEFEALTLinux VDA ICOd A > LES,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—%—o klist v > RTIRENS Kerberos ¥4 v FHIELL. BRINTIIBVWC EEZRELE T,

JI—br21—H—r LT, #R0Id-u v RTREINEUID ICHSTEFT Y vy aTd 7 IILBMER S
CrEHRBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi% Gnome Display Manager ICEEOJA > T2, ABEOTA M ERITTIET, KX VBMORE
R%&. TFIE6: Linux VDADA YA F—)Ly ICEHET,

PBIS

REZPBIS N\wir—CAdo > O—Rd A

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b—ILR O )T b ZEITAIREICT 2
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X =LAV T hZETEA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

Windows K XA >ADEM RXAYIAYMO—F—HT7ILITHET. IVE2—F—% RXTVICEBMNTS
¥EFR % #D Active Directory A—%'—7h o> FHRETT

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—42—% Active Directory B X VIZEBMT 31EREZFOR A > 21 —%—TF, domain-
name (. RX-1>® DNS & (example.com %) T,

#: Bash#F7x)L bl LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RZEITLE T,

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. 3R TD VDA Y>> (Windows & Linux
VDA) TActive DirectorylicdyEa—42—37J 9 FHBETT, PBISIC& > TEMINT Linux ¥
DUDNRXAVICEFET B BRI RIS ROOIVRERITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEE. COIXYRIFREDAD RX1>r OU 0EHRZIRLET, SIMLTVLA
WEEIF. R RBREITHREINE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 170


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2212

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFBEENRIRENE S D 2R T B ICid. LUFICE
BLECEHHBVWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-u I Y RICE>TRINT UID I35 T 3 Kerberos BigigsHRF v v a7 71 ILAMER S
Nl zmRBLET:

1s /tmp/krb5cc_u1id
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

FXA>BMOMER%Z. TFIEG6: Linux VDADA > =)Ll ICEHET,

FlE4: .NETS5>2 1L 6.0 D1V =)L

Linux VDA @1 > X k—)LaiIc. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICHE > TNET 5S> 21 L6021 VX —ILLET,

NETS>H21L6.00D1 >R +—)Li%E. whichdotnet YV REZERTLTSUFTLNIEHEELE T,

ARV REAICESWT. NETSUEALDNAFUNRIERELE T, L ZE. aAv > REHH/aa/bb/dotnet
D&, [aa/bb = .NET N1+ UNRELTHERALET,

FIES5: Linux VDA Xy r—J04 o >O—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIEALE T,

2. @N%N—2 a3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVAR—2bEIUY LT, LINUXTAXMJE2—> 3 2I0—89 3 Linux VDA /Xy —2 2. Linux
VDANY T =L DOEEMERIET 2T-OICERATE 3 GPGC 2+ —%24U>O0—-FLET,

NEF—%ZFEALTLINUXVDANY T —S DBAMZIRET B ICIE. RBF—% DEB 7 —42~RX—X 21 VR
— kL. KOOIV RERTLET:

sudo apt-get install dpkg-sig

gpg ——import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> """
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FE 6: LinuxVDAD-1> 2 +—)L
FIg6a: LinuxVDAD1> X ~—)L

RO &SI, Debian Package Manager Z#EMA L T LInuXVDAY 7 bz 7%2 1 YA L—ILLET,
Ubuntu 22.04 0154

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

pE
GCP £ Ubuntu 20.04 0354, RDNS # &I L £ 9, ChE175ICl. Jetc/krb5.conf o [libdefaults]
I rdns =false {7=E&ML £ 7,

Ubuntu 18.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 22.04 o Debian #&7zB%—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1

findutils >= 4.8.0
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sed >= 4.8

cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~

libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 o Debian #&zREH#—%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7

cups >= 2.3
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libmspacke >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~

libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

Ubuntu 18.04 ® Debian #&#zE7—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.8.9.9
ufw >= 0.35
libgtkmm-3.0-1v5 >= 3.22.2
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-linux >= 2.27.1
gtk3-nocsd >= 3
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libmspack0d >= 0.6

ibus >= 1.5
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libsasl2-modules-gssapi-mit >= 2.1.~
libgoogle-perftools4 >= 2.4~
libpython3.6 >= 3.6~

libnss3-tools >= 2:3.35
libgt5widgets5 >= 5.7~

libgrencode3 >= 3.4.4

libimlib2 >= 1.4.10
<!--NeedCopy-->

F:

ZON—=23>® LINUXVDA THR—FINTWVWB LiINuUXTs XU Ea2—>3 > Xorg D/N—2 3 VI
DVWTIE IO XTLEMH) 2ZRLTIREL,

FIg6b: LinuxVDAD 7y 75 L—kK (FF>3y)

BHO2N—U3 2 LTISRUU —XDSBEEDAI YA M—ILET vy TIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

P

BEOA VA= ETYyTIL—RTBL. [etc/xdl OTFICHZER T 7 AIILHLEESINET, Ty TT
L—RZRTITBHENIC. BT T 77NNy I Ty TLTLET W,

FIE7: NVIDIAGRID RS N—D1> X =)L
HDX 3D Pro z&#ic g 3iCid. NAN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%Z1>ZX+—ILT B
BELRBD Y,

BED /N /X— /N %' —IiZ NVIDIA GRID Virtual GPU Manager ((RX b RS /N=) Z1 VA —=LLTHERT
BICIE. ROHA RZERLTETL:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—)LLTHERT BICIF. RO—EHNEFIEZERTLES:

L Z7ZRVM B vy TV ETNTWB ZEZRBLED,
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2. NMN—NAHF—0aA> bO—=)LX%ILT. GPU ZVMICEIOYTET,
3. REY>VEEELET,
4, FZARVM RSAN—%Z VM IZA1 A =ILLET,

F|iE 8: Linux VDA DO#&ERL

Ny Tr—=201 Y Z b=l cixsetup.sh 22U 7 +ZEfTL T Linux VDA Z#8M I 3UBHHD T, CDX
VT3 BEEZITSAIICIRIEZHEAL. IRXRTOREFIAVRE—RXVEHRA VI F—ILTNTVWE ZEHBR SN
EFT. BEICRLT. WOTHIDRIV T+ 2BRITLTREZEETITEY,

CORZV T FHTERICEZLAL S, FLIFFRMICHBRLICRIEZERBLTAFTRITTEE I, ATy
BENC. ROARYRZFEALTCCORIV T rONIL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HEICEEY 518K

RDELSICLT, BFICEET 5 FERERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEIE AeE et 134

ATVRAL—IZBEKT 37D, RIEEHZFEALT. ty cTPYTRIVT A TREERZ AT T2 a>ZHBET
FET, BEBEHEDNIRTEESNTVBI L. RTUTMIEL>TA—HF—IBEROANNERD B X v E—IHK
TENB DD AV - IILBZR V)T METEEY,

HR—FETNBRBETBHICIIRDESBHOHH D £7:
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%&fERL T,
Delivery Controller 8%Z#8E 92 A TEET, T 74 MTRERNICREINATVET,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZix. Delivery Controller D& &RIZFERT 3
Delivery Controller 5z£f&8i K X1 >%& (FQDN) OXR—IRXNO D—EBHURETT, 1 DEIFEHK
DREEEBMFR XM VBFERIECNAME T U7X EIB8ETIHNELHD XY,

o CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—k (F7#JL+TidR— 80) %
fEA L T. Delivery Controller ¥ @EL £,

o CTX_XDL_REGISTER_SERVICE=Y | N-Linux VDAH—EXIE. I VOREEICEBLET, T7 4
JIETRYICREINTLET,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA#—E X Tld. v hT—IZEEHENS T
LDT7 747 74— )LOBEBEHFTINTVIHBELN BN £, LINUXVDARBIC. YRTFLD T 7AT7 I 4—
LWOREBRR—b (FT74ILETIHR— b 80 BLUKR— b+ 1494) ZEIMTHRTIEd, TIAILLTIHY
ICRESINTVET,

« CTX_XDL_AD_INTEGRATION =1]2]|3]|4|5- Linux VDA ici%. Delivery Controller (=3¢ L THR3E
¥ 3791 Kerberos BRBENBETT, Kerberos #Bmid. AT LICA YA F—ILBELUBRESHD
Active Directory &Y — LD SIBEL £9, RICKY. HR— TN TLS Active Directory #i& 755D
S5t FRTZIHOZIBELET:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h % ¥, Thid. s8H%RY
ST74v o7 TV r—2a ORBUEZRBICTBOD—EDIT ST v IT7 oI L—>aryro/O
TY, HDX3D Pro Z:#RL/BE. VDAR VDI FRI v (2 JEvy>ay) E—RERICEETIN
9 (DFD. CTX_XDL_VDI_MODE=Y &b £9),

+ CTX_XDL_VDI_MODE=Y |N-EBFX7 by FBREETI (VD) £FEXFINZHETRV by
TREEFAOLEEE LTS VMM 30 ERELET, HDX3D Pro BITId. COTME Y ICRE
LEF. F74LFTENICRESNTLET,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP t—\—%&HE L £ 7,
DNS oZ=&ER=O—HILY 1 MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIE. TTIAILET
¥ <none> [CEREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—%#%
HL&FF, DNSHLDAP H—EXL O— RZRETETHWEEIF. LDAP © FQDN & U LDAP R—+d
AR—AXTDO D—EBEIEETITET, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 3893 &, Linux VDA IFIEESI N R X1 VRAD
ZLDAP H—N—IZR—U VI E-RTIVIVZRTLET. RUP—DHH X TLDAP H—N—D#¥H'y
D& LINUXVDAIZXIZY ZHIFBOI TV ZRTLET, R—UVIJREMNLIWVMEZBRZ . &
wiayOJFUHRRBTBeHHD XY, LDFERELDAP TV EBMICTBICIE. RXr>a> O
—>—T [FJOo-nNiLasnd] zEdicL. BETS LDAP R—FEST3268 #BEL 7. COLEH
iE. T7FETIE<none> [CHRESNTWET,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— bk
(51: DC=mycompany,DC=com) ICHREINBRER—XZFEALTLDAP 2B L &7, =1L, BREOD
NT =R VRAZRETBHIC. RER—XZIBETITF£Y (fil: OU=VDI,DC=mycompany,DC=com),
COEHIZ. TT A ETIE<none> [CHRESNTVET,
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o CTX_XDL_FAS_LIST= list-fas-servers’ - 757 L —> 3 BiEH—E X (FAS) —/N—ig. AD &
W—TFRI—ICEDERINET, LinuxVDAIZAD JIL—THRU S —%HR—bLTVELEA. KD
DiZ. £ 20V TRUSNIFASH—N—D—EBZ2FERATIET, >—7>YRE ADTIL—-TFRUS>
—TRELLDBDODLALTHZIBELNHDFT, WITNHDOTFT—N—F L IDHIBRINTUVBRHEIE
ZDER%Z <none> X WS XFHTEH T, Y—N—TRFLADIBBFIZEELEFHEA. FASH—/1N—&
BUNCEETBICIE. FASH—N—THEINTVLER—rBSL—HTZ3R—rESZEBML TS
Lo fl: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ i,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Sy hH—EX (ctxvda) #HR—+rFT37HDNET SUEZ1L60%F1 VR M=ILTB/INR, TT#+
JL k@ /XRIF/usr/bin TG,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3> THERB 7T 3
GNOME. GNOME 732w, £IEMATET RV by TRIEZHREL £ T, EHMERBELBZVEF
9B, REVDAILA VA F—ILETNTWVWETRY by IHMERENE T, L. REI VR =T
NTW3BT XY by 7H MATE Di5EIE. Z#fEZ mate ICRETZHEHHD ET,

ROFIEEZRTLT. 2=y bty arai—H—07RI by SRBEZEFITZCDHTEET:
1. VDA @ SHOME/< 2—H—R\> Fr LU hUIZ. xsessTionT7 71 ILE L £ T,

2. .Xsession77MIEHRELT. T4 RAMJE2—YaVICESVWTTRI by TIBERIEELE
ERS

- MATE 7 X7 + v 7 D56

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- GNOME /5> v O TRYU by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 7X7 +v 7 Di5E

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 8= vbtyiara—H4—-—T700 77 MILOT7 I/t XEREXBELET,
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N=23 22209 L. €y a>a—F—R@TRIMYTRIBZAREIIAZATETET, COEEZE
ICT3ICI3. BHIC VDA ICHIDBXERELRT R by TREBEZA VA M—ILTEIRENHD T, 5L <
B Teweaya—H—ICL2NREZLTZI My TIRIE] 2BRBLTIET WL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHBIAS N5 & S
ICTBDESHEIBELET, TIAILETRYICREINTVLETD,

« CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 943700V bR—ko 77 %
I EDR—=KET7503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET37dDR— ko 77 A bDR—~E 7502 T
ED

MOESICL T, BIREHEREL. BRIV T ERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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sudo AV Y RIC-EA T 3 Y ZEBELTEITL. ERTZMLVLY TLICRFEOREEHZEL X7, RUDITE
LT #!/bin/bash 2R L. FRDIAR Y RHSHRZZ TRV TR T 7V EERT R EEBHLET,

Frldg RDELSICLT 1 DDA Y RTIRTDNTIA—F—ZIBETHIENTI T
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \

CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B EBDOHIFR

TFUFICE > TR LINUXVDANY 75— 724> b—)LLAEWT, ctxsetup.sh X7 U7 & >THTD
NIcBREEZHIRTZCHBBERBZBELHD F7,

SUTIBHEIIC. ROOAIVRZFEALTIDRIV T ROANLTZRBLET !

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->
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BREEZHIFRT 5(C13:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTMZED, IRTOBRT — 2D T—2ZR—ZXH 5HBEREI . Linux VDA Z#RETEH<AD X
ED

=i dm o)
ctxsetup.sh & &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICIS—HRRINh, KO 771
[tmp/xdl.configure.log ICBMBEHRNAZ T AENE T,

Linux VDA#—EXzBEFH L. EEEZRMIEET,

LINuXVDAY 7 b9z 7D7 V1Y =)L
LInuxVDAD A VX F—=ILEINTVWBHESHERERBLIED. 1 VXA R=ILINTVWBNYT—SDON—-V3vER
RTBICIH. KOOV RERITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

HERTTAICIE. RO RERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINuXVDAY 7 bz 7% 7oA YA M=ILICIE. ROOARX YV REZRTLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

F:

LInuxXVDAY 7 b7 74X =L 3. BEIF SN PostgreSQL & VD MDER T —
AHHEBERINET, 7=72L. LinuxVDA D1 > X —=JL&DHEICEY b7y TEINf. PostgreSQL /X r—
CELUVEDOMOEKEFET BNy IT—JIFHBRINEE A

B>k

CDOt U a>TiE. PostgreSQL Y. k1ET 2 /NN v r—JDHIBRAEICDOVWTIEHBBL TLWEE A,
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FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdpingZz®{7L T. Linux VDA R TDO—RRE R ER O ME 7z B L
F9. L <IE. ™XDPings Z8RLTIETL,

FIE 10: Linux VDA 017
ctxsetup.sh X7 7~z EAL T Linux VDA Z#pL7c 5. ROIY Y FEEAL T Linux VDA =& L
ERS
Linux VDA 0i2&h:
Linux VDAH—EZXEZEET 3 ICIE. KOOV RERITLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDA H#—EX%ZEIET3ICIE. KOOIV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvdad &tctxhdxtr—EX%EIET ZHiIC. service ctxmonitorservice stopdvy
FEEITLTERY—EXT—EVZELLEFT, ChZEEFTLAVGE. BERY—EITFT—EVIEELLE
T—EXZBEFHLET,
Linux VDA 0 &Ei2):
Linux VDA H—EXzBEgd 3ICi1d. ROOATYY FZETLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OIREEDFEER :

Linux VDA —E X DEITREZHER T BICIE. ROAY YV RERTLET:
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sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE1l: > >Ah20O07 DER

Y >ha0J%ER L. Linux VDA > > %ZEBINY 3 FIEIE. 1RO Windows VDA TOFHELMTVETS, C
DERVZFRTITBFEDHAICOWTH LR, TRV HEZOJDERI 8LV TR 2h2O0J7DEE] 28R
LTLES L,

RDESIC Linux VDAY > 2B Y AZOJ DERICIEV L DD 0#4Ih' % 5 7. Windows VDA <2
VORI VAZOTDERFIRE R B 2D HD T

o ARL—F A VT IRTFLICIF. REFERLET:

- RALINBZHEBEFTRI My TREETILDBRE. YIILFEYyI 3> 0SF 73y

- VDIERTRI by TERIEETILOBE. 2> J Ity a>y0SA7oay
e ALV YAHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEHRWVWTLET WL,
F:
Citrix Studio U BIO/N— 3 Vid. TLINnUXOS) tWHSHEREHR—FLTWVWEEFATL R 1
L. [Windows H—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AEDORILS
NBZEETXI by TREETILHEBERNIGEREINE T, [(Windows T2 bv 7 0S] 7> 3> Ffid
[TRIbYTOS] A7 3> %2 FRTDIE. IOV CICBE—O——DEEETILHOEERMNIERINE
3_0
B2k

< oht Active Directory R X U SHEBRINIRICBEBMINIEEEIE. 20X >EIIYAZOY
DMOHBRLTHSBEEMNT 2HELHD £,

FIE12: TUN) =T IIL—TDIERK

FUNY =T IL—T=fEB L. LinuxVDATY > >2E&EIIrAH20J%BMNY 3 FIEIF. Windows VDA 7>
DIHELIREALRLTY . COZRIVETTTBAEDHBPICOVWTHLCIE TTUNU—=TIL—-T DRI 25
LTSSV,

Linux VDAY >ha2nd# &8 T UNI —JIL— T2 KT 315813 ROBHIHHD £ :

¢ BIRTZAD A—H—BLUVYIL—T%Z. LINUXVDAR > VICOTF VT 3L SISEYICER L TSI,
s WEETNTLAEW (BER) 2—H—0OJF VEFALBRVTLZTL,
« Windows ¥ >&2 &Y yAZO0 2T UNI—JIL—TTRESERVTIIEI,
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ROohEO7ELVCTINI =TI —TFOERFZEICOWVWTEEL < &, TCitrix Virtual Apps and Desktops 7
2212 ZBRBLTLIET W,

Debian A® Linux VDA OF#+r > X ~k—JL

February 14,2023
BE:

FRA VA —ILDBEIFR BRI M-I ZERALTEZA YA S—ILZT5 28O L Y, HHE
AR S—ILIZREEFNZEHNT BT TR, FEFBICRETNTVBEIFFHI A —ILEDDBIS—%
ST N TEET,

FIEL: 7 71IIVERE LV LINnUX T2 U DEE
FlE la: &y b7 —IBROER

FY bT—UDELLEGSIUBRINTVE I 2B L TV, e zIE. DNS #—/{—(3 Linux VDA
THEBRTZBELHD T,

FlE 1b: KX FBODHRE
IOVDRRAMEHERICELSKRESIND L SICT 310, Jetc/hostname 77 1 LEZEBELTYI VDRI
BOHEERLEFT,

hostname

Flglc: RRALEADIL—TNYITRLIDEIDHT

YYD DNS RXAYBrmL2BMREXA > (FQDN) NMELKHRESINZ e =MRBLET. ZORHITIE.
|etc/hosts 7 7 1 ILDRDITORID 2 DD ~JIZFQDN E RX CBHEEFNBLSICHRELET:
127.0.0.1 hostname-fqdn hostname localhost

1

127.0.0.1 vda0l.example.com vda®l localhost

T7AILROMOITY LU S, hostname-fgdn#fizhostnamellid 3 ZDtOBBEHEIBRL £7,
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pE

Linux VDA (3387E. NetBIOS BHIhiETHEHR— L TWEEA. KA MRIZ 15 XFURNTH ZHBEHLDH
D£d,

7

a~z, A~Z. 0~9. BLUNT TV (-) DXFZEDOAMEALTLEIV, 724 —X37 (). AR—R, &
VZOMDEBEIFERALABEVWTLIEIV, RRAMEREHFTHBLED. NMT7VTETLED LBWVWTL T
TV, ZdJL—)Li. Delivery Controller 7R X bBICHBRAINE T,

FIE 1d: KX bR OFER

ROATY R T, RAMBHELKRESNTVWA e ZRBLET:

hostname
<!--NeedCopy-->

DAYV RICED T, EDOIYIVDTRLEBHM R X1 >F (FQDN) TidH<. ZOHRIAMEDHADRINET,
RDOAYYRT, BREBHiRXA VBN ELLRETNTVWS I EHERBLET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVORSEBHRXA VEADVRINET,

FlE le: YILFFv X~ DNS OEHL

T7AINEDRETYILFFv X+ DNS (IMDNS) HEMTH 270, BRIBROGRICFEEDVRET B55D
HOET,

MDNS % &E#IC T 3iCik. [etc/nsswitch.conf Z4HEEL T, UTOITEEELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

Flig 1f: ZrifRRL ¥ —EXFEATAEME DORER

ROOARY KT, BRBH R XA VERMERTIZ . RXr> Oy O—5—k Delivery Controller n5
ping ICRENHBD e 2B L £7:

nslookup domain-controller-fqdn
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ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TLEM R XA VBEBRATERV, FLBINSDOTIYOVWTADD S ping ICIBEN B WEEIE. FIEZHER
LTHSRICEATLIT L,

Fla 1g: KzZEHDO#ER (chrony)

VDA. Delivery Controller. RX->a> rO—5—OBTERARZIARZH#IFTICIIEETY, RETY
> (VM) £ LTLINnUXVDAZKRI bT 3L, BEHRERICHRZIPEDEET Z2A8MENRHDFT, LD >T,
VDE—FDEALY—EXRZFRAL THAZHIF T Z2HE8IHLET,

chrony @1 > X b—)L:

apt-get install chrony
<!--NeedCopy-->

JL—ka—%—X2 LT [etc/chrony/chrony.conf Z/EEL. RDELSICEU E— A LY —N—ICHIGT Y
—N—IVhrUZEMLFET:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

—RARIRIBETIE, FEIFO—AIRXr>a> bO—-5—D5EELET. 2 NTP 7=l —N—D5EHZEIZE
HLEFHA. FX1>0DF Active Directory KX > bO—5—IZMRT 2 —N—I> MU EBMLET,

IW=FNw o IP 7RL R, localhost. /XT U v oH—N—0 *.pool.ntp.org T> hUKRY, —BIZH S E DM
DY —N—FFEF—ILITV M) ZHBRLET,

TEZFRELTHNS. XAV RT Chrony F—EV5BESLF !

sudo systemctl restart chrony
<!--NeedCopy-->

FIg1h: Xy sr—J01>2 =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 186



Linux Virtual Delivery Agent 2212

FlEli: VRS MU ZBML TRERKERFEZI VI —ILT S

Debian 11.3 @154, /etc/apt/sources.list 7 7 1J)Licdeb http://deb.debian.org/debian/
bullseye mainfTZiBMLET,

FIg1j: FHATEZIT—IR—REA VX b—ILLTEET S

HERERPEDHEAE X L T, PostgreSQL Icinx T SQLite A TE £ 9, Linux VDAY r—S% 1> X b—JLLT:
#lx. /etc/xdl/db.conf%#EEd 3 £ T SQLite & PostgreSQL 210X 3 HTIT£T, FE1Y
Z b—=ILDiFE. SQLite & PostgreSQL ZHH/ICFE T VA F—I)LLTWHRWVWEEIDBRIRMENTIT EHA,

ZDtU > a> Tl PostgreSQL & SQLite DF—4R—X&21A VA =L TBH*XL. FHTZT—ER—R%
EETAHEICOVWTHBELED,

A

SQLite 3 VDI E—RICOAERT 2 zEBHLEY,

PostgreSQL O > X b—JL RO R=EETLT. PostgreSQLZr > X +—JLL&ET:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

T DRBRE - I3BNERT PostgreSQL #2819 3 IC1E. 2RO IAR Y FERITLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

SQLite #r> X ~—JL¥3 Debian ®BE. XOATY RE%ER{ITLTSQLite #1 > X +b—=JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FHT3T—2RX—%ZEETS SQLite. PostgreSQL. F7lgZDmA%Z 1> X b—JLL 7. Linux VDA /X
wir—SDa4 YA —)LgIc/ete/xdl/db.confzigET 2. FRATET—IN—XEEETETET, D
7=®IciE. ROFIEZHRTLET:

1. /Jopt/Citrix/VDA/sbin/ctxcleanup.shx=xZfTL*d, FIRMI I —ILDFE. COFIE
IFEEEY,
2. /Jetc/xdl/db.conf#EELT. FHTZT—ER—XZHEBELET,
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3. ctxsetup.shz®f7L£7,
p

[etc/xdl/db.conf % L T PostgreSQL OR— +FBES % EBR IS HTIFT,

FIE2: NAIN—NAF—DERH

YR—FINBNAN—NAHF—LTVM & LT Linux VDA ZR{TT3HE. W ONDEENNRETY, FHT
BNAN=NAHF—DTS Y T+—LICEDET. ROEEZTVWET, RT7AXAFZIN—RIT7TLnuxv>>
®RTT3HBE. TEIINREHD FHA,

Citrix Hypervisor TORZIFEHDIEE

Citrix Hypervisor O B ZIE A EED B BIEE. T2 O ZEREWK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHDEEL £9, -tk NTP & Citrix Hypervisor OEAH S X FLOREEEELLS T
BCHREAEATY, PXTLOREMOY—N—DRB L ORENMEONZDEFHSICIE. & Linux 72 DX
TLOREMNANTP LA TIHRENRDHD T, COBE. R MNORZFEHZEMNCTIHENHD FT, HVM E
— R Tl EEIIRBREHD FH A,

Citrix VM Tools h*-f > X b — )L T - B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HIBEMTEE ST 2D Sh L. LiInuxXREIS YR TENCA > TVLWBHE SHEERTE £
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFOFRIF1ZERLET:

o 0-BAIAHAIEDBEMICHE > TWE D, EXICTIHENDHD £,
o 1-BZIFHBEEDEMICHE > TVET, CNULEORFIIBNEDD FHA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIIHESHD £H Ao
BIZIB B AEN B NIC R > TWVWBIHBEIE. T71ILIC Tl CESIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L EREL T, ROTEEMLET:
xen.independent_wallclock = 1
NSDEEEMHRT 57D, ROELSICL T AT LEBESHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COOIXRVERIF1ZRLET,

Microsoft Hyper-V TOEZIEIDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 hiz Linux [RE<Y > > TlE. Hyper-V OBSZIEHAKEE = EA L TR
AbFRL=TA VI RTLOEEZMATEEF T, Y RTLOFHEZ ERGKETHERTBICIE. NTPH—EX
CEBICDHEEZBMICLE Y,

BEARL—FT 4 VIV RATLT. ROBEEZITVET,

1. HyperVI®x—2v—ZBE £,
2. Linux RIS >V ORET, [HEaH—EX] 2ERLET,
3. [FZIORE] AERENTVWB e B LEFT,

7
CDFE#IF VMware & & U Citrix Hypervisor 0i& CI3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP t OB EZ8 T 57 DICHR S DORZIFEEZ EMICL £9. Hyper-V oRzIEHIZ. NTP & #7F
L. NTP ORZIBERZ#TI B D TEE T,

ESX & & U ESXi TORKIRIDIEE

VMware OEZIFHEAEEN B RIHE. ThE2hOEREK Linux RIBET S > T NTP e N1 /NX— N1 H—TRIE
PRELEFT, THE NTP ENAN—NAF—DOEANL T LOBRMZRBMLESETEEHRATY, ¥R
TLOREMOY —N\—ORE L OREBANKHDNZDEH<ICIE. & LINUX 7S X DY X7 LORBA NTP [
HY2HENBDET, COFE. R FORZIEHREEMNICTIHELNHD £Y,

VMware Tools % > X b—)L L7 RETHEREWK Linux h—RILERITL TV REEIE. ROBEEITVWET,

1. vSphere Client ZBiZ £ 7,

2. Linux{RET> VOREEZHREL ET,

3. REx > >OFONT«] FATATRYIRT, [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £9,

5. [F##] Ry IRT. [(RRAMET AR ZRA] Fzv IRy IREFTICLET,

F|iE 3: Linux VM %= Windows R X-r >iZB0

B FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZAHETY:

+ Samba Winbind

« Centrify DirectControl
+ SSSD

« PBIS
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BIRLIAZEDOFIBICREWVE T,
E:

LinuxVDAoO—hILT7HO Y b ADDT7 AUV FTRILLA—Y—RE2FEATIE. Ty a > oiReick

BIBehHBOET,

Samba Winbind

BEBNY T =201V ~—ILEIFESR

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T OREEIC Winbind T—E %A TE 3 L5193 ROIAY Y RT. I VESEIC Winbind ¥ —%

HRIAT B L DI T BUENHD £,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxs U7 ks /etc/init.dich3 e w#HEELET,

Kerberos o##m JL—h~a1—%'—r L T[etc/krb5.conf ZBi.

F:

UTFZzRELEY,

AD1>T7S5 RS UFvICEIWT Kerberos ##BR L £¢. RDZREIF. B—RXA >V B—T#LX+E

TILERRELTWVWET,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM
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.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|&. DNS R X% (example.com 4 ¥) T9, REALM &, AX
Fo Kerberos $8i5i% (EXAMPLE.COM %) T9,

Winbind :2:E0#Er [etc/samba/smb.conf zRE. XEZBEL £T,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL R TY, REALM I3AXF D Kerberos EiH& T9 .

nsswitch o [etc/nsswitch.conf ZFE. winbindzXko{FICEBMLET:

passwd: systemd winbind
group: systemd winbind

Windows R X1 VADENM KXY AYO—-S5—HA7IEXFTRET. A1 —F2—%2 RXAVIZEBMNT3
¥R %35 D Active Directory 2—%'—7HU > b HRRETY:

sudo net ads join REALM -U user
<!--NeedCopy-->

C 2. REALM I3AXFE®D Kerberos $BiH& T. user iz Fa—4—% RXA VICBIMT3ERZZ DR XA
\/j-__ijr_-t‘\j_o

sudo systemctl restart winbind
<!--NeedCopy-->
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Winbind B PAM 05 XD IOY > R%R{TLT. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] + 7> 3 hERINTWRLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

IOV RAA VIZBIMEADBEICOH. winbindTF—EVIFRITZLITE T,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 C1d. Windows #7-iZ Linux (CBEHR <. &
RTOVDATY>>TActive Directoryicd>yEa—42—#72 0 CHBETT,

RDELSIC. Sambadnetads AV REEITLT. IVUBPRXIICBMLTWA I #ERELE T

sudo net ads testjoin
<!--NeedCopy-->
BMORXAYELVAVE1—2—F Ty MERERIET BICIF. ROIAY Y REERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos & D2 Linux VDA TERTE 3 & 512 Kerberos AEEL K T TWB Z ¥ 2T 3113,
ROAIY RIZE 2T Y X7 LD keytab 7 7 1 JLHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COARVERICED, FUYINILBEBERI— DT EIFREAEOEICH L THERATI 3 F—D—EHERT
TNnZ 9, Kerberos @ kinit v REETL. ChS5DOF—%2FALT. IO VERXr>yaYbO—-5—ICx
LCERAEL£T:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFTIEET AHLENHBD T, RILESE (O) 13 YIIICEBZBSIMIERHSLDIINY Y
25wa () TIRT—TTBR3HRERHD F9, BIEICK > Tk, DNS KX >&H Kerberos $BlH& ¥ E4 b
£9, LIcH>T. HFEEZEFHALET, COOYYRARINTI . HAKKRTIIhEzE A
ROARY REFEALT. IOV THIYRDTGT Fryw b vwiadni-C =B LET:

sudo klist

<!--NeedCopy-->

ROOARYRZFEHALT, IV 7HO Y MOFRERAELET !
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sudo net ads status
<!--NeedCopy-->

I—H—RHOERE KOLSIC. wbhinfo V—ILZFEALT. RXAYI—HF—HBRAA VI L TERIETI B
R LET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXTVIZFAD RX1 V& T, Kerberos EIEZ TlddHh D £ A, bash ST ILDBE. NV IS5y
2axXFE () i B3 12NV IRSY I aXFEIBELTIRT—TT3HERHDFET, COATVRICED,
BINELIFERERITAVvE—UHRINET,

Winbind PAM €2 a2 —/LAELKBHRINTVWB L #BEBT3ICIE. UHIICERALEZ AR VWRXr>1—4
—7ho rEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

pE o

SSH OY Y FZIELKETTBICIE. SSH OB TEICHEL TWB e 2B LE T,

ROOARYRT, id-u vy RICE>TREIN UID ICx1B 9 B Kerberos BiRIEHRF v v a7 71 IILHMER S
NiCr=®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2EEL £
ER

klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome O>YV —JLF7/IZ KDE OV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
Zis. TFIE6: Linux VDADT VXA =)Ly 1IEHE T,
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B>k

A—H—FEEICHILTH. RXAYTAIYTATA Y LIcEEZILTRI MY TERFTELWVESE. 7
rEEEHLTERITLET,

Quest Authentication Service

FXA>a> bO—5—T0 Quest D&M KDE(EIE. Quest V7 ko= 7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWR L., BEEEHENMISEIN, Active Directorylcd>ykEa
—A—F TV bR TIZ L ERIIRELTVE T,

Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a v e
TRIREDBHBIERXA A —IIHL T, ROBEETVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>VY—IIT. BHRNOI—H—F7hH7T > oD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho v ] 27%8RLET,

3. [Unix xSl Frv IRy IREAVICLET,

4, [F751<VU GIDFES] #. REORAXAA>A—HF—JNL—FDJIIL—FIDIZRELET,

PN

COFIEF. RXA>A—H—HnT>Y—)L. RDP. SSH. F7l3Z0fd ) E— MUETOMILEERAL
TAJF Y TERLIICRET B HEHLRAL T,

Linux VDA T Quest 015§

SELinux ;R > —BADEEE T 74J) D RHELBETIE. SELinux ARLISERATINTWE S, COEA
Ik D, Quest MERT 3 Unix RXA VYT Y RDIPCOXAZILICTFH L. RXMyaA—H—0Os+ %
F£d,

COMERREE T B - DEM ARG EIG. SELinuX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=d1isabled
COETBEICIITY VOBEHNHNNVETT:

reboot
<!--NeedCopy-->
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BE:

COREIFERELTHERAL TSIV, SELinuUX R > —0@EAZEMICLIRICBEEMICTD . IL—k
A—H—PZ0OMOO—AINI-—F—TH->TH. BRACOAVITIRINTLESRELHD X7,

VAS 5 —E> DR RDLSIC Kerberos 77 v COBEEHEBEMICL T, YT 3HENRH D 9, B (4
T7S5AA5FY) I$EMICTIHRELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYRICK D, EMERD 9B/E (32,400 ) ICRESNEY, §8b5E. F7v hDOT 7 #)L ~OBEMHAM
TH3 10EMEDD 1BEECRD EY, F7ry FOBMHREADITSICEVS IT LTI, KDNTLMEZZON
FA—E—IZRELEFT.

PAM & & TF NSS 0#ER, HDX %. su. ssh. RDP XD ZDtpH—EXEZN LI R XA vaA—F—pOd =+ >
ZEMITBICIFE. ROOYY FZEITLTPAM & NSS #F8CTHR L £ 7!
sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows kX >A®&M Questvastoolav >y REMEAL T, Linux ¥ > % Active Directory kX
VICBMEEEY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. d>Eax—%—% Active Directory K X VICBINT 3 1EREF OEBRDOR XM > I —H—TT,
domain-namelf. RX-1>® DNSH (example.com %#¥) T,

RXA Y AYN=>y TOFER  Delivery Controller R Y 3 iC1d. Windows #7ziZ Linux (B8R, &
RTHVDAT>>TActive DirectoryildAYEa—2—3T7J 0 FHBRETY, QuestiCk>TEME
N LINUX YO UB R XA VICEET D 2B T 3ICIE. ROOT Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDRXASVIZBMLTWRERIE. RXAMVEDIRINET, IOV RXAAVIZEMLTVWAWES., UTF
DIT—HMRRINET:
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ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RAE R PAM ZER L7 Quest D B X+ > 1 —H—DOFRADBIRENE S D E R T B ICIE. LIETICHE
BLECEHBRWRAC Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID I35 T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y KT, Kerberos BEIEHRF* v v adF7y hHAEWT. HRYINTIZHRVWC L 2BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

KOOV RT, By a>xz&TLET,

exit
<!--NeedCopy-->

RXA>BMOERE. TFIE6: Linux VDADT > k=)Ll ICEHFT,

Centrify DirectControl

Windows K X7 >A®&m Centrify DirectControl Agent B > X b — LI N TWVBIHFE. KDL SIS
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NT X—4—|t. AV Ea1—42—% Active Directory K X > IZIBINY 3 1ERZHFOEE D Active Directory
RXA>a1—4—T9, domain-name /85 X—&—|F. Linux <> U %iBINT 3 R X1V DERITY,

RXAYXYN—=>w FOFER  Delivery Controller #R 9 3 iCid. Windows F7-1& Linux ICBIE#HR <. &
ARTH VDA ¥ > T Active Directory icaA>Ea—42—4 7220 bHABETY, Centrify ickDiBIMI N
LINUX YV YDIR XA VICTFET D Z2BRT RIS ROIYY REETLET:
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su -

adinfo
<!--NeedCopy-->

Joined to domain E»'E31TH % Z r . CentrifyDC mode T connected #5Rch 3 v #HBLET,
CentrifyDC mode #* starting @ & £ LAWEEIE. Centrify V547> MY —N—C OEBEHRORE. %7
SR OBENEE L TVET,

REFERATIE. SOEENLGS T LRRCZHBREZNETIET,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T £ X %7 Active Directory & & U Kerberos ¥ —E Xt DiEHET I ML E T,

adinfo --test
<!--NeedCopy-->

RXBINOMERE. TFIEG6: LinuxVDADA >V =)L) ICEAZFT,

SSSD

Kerberos Ot Kerberos #41 > b—JLT3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #1833 Cix. [etc/krb5.conf Z/L— X LTRSE. NSX—2—%HBELFT,
pE N
AD1>T75 RS UFvICEDWT Kerberos #18BR L £9. RDHKREIF. B—RXA >V, B—T L X+E
FTILEIFRE LTLWET,

[Tibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn

kdc =domain-controller-fqdn

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 197


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/installation-overview/manual-installation-overview/debian.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2212

}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

ZZTcdomain-dns—-name/N3 X—&—{&. DNS KX & (example.com %#¥) T, REALM . AXF
@ Kerberos 481#% (EXAMPLE.COM &) T,

RX1>ic8mes SSSD ##p L T. Active Directory % ID 70O/ 4 —& K U'REED Kerberos & L TfE
BL%ET, fc7ZL. SSSD Tid. RXA VBN XTFLD keytab 7 71 ILOEBEBICETZ AD DU ST > b
REMRME TN TV EEA. K DIiC adcli. realmd. %7:l13 Samba #FEFETE %9,

i
Zntor>a>TiE. adcli 3L Samba ICEET 31BEROATIRMHELF T,

« adcli ZEALTRXT VICBMY 358 1E. ROFIEEZRITLET:

1. adclizr> X b=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVICBMETE T,
REFALTEVWS ZT L keytab 7 71 ILEHIBRL. RXAUIZBMIEES,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXMVICYI U%BINT 3#ERNH S R X1 >1——T9, hosthame-fqdn (3. T2E R
XA VBERDIS VDRI RNEZTY,

-H #7> 3 >ig. adcli . Linux VDA TH#E% host/hostname-fqdn@REALM ¥ W3 FR T SPN %
Y RTEZDICHBETT,

3. A7 LD Keytab #HEBL £ 7,

sudo klist -ketavw>rERTLT. PRTLOD keytab 771 ILABMERINTVWE e ERRL X
ERD

EF—DIALREZYTH, IV VDR EAAVNCBMLIERZE —HT 2D ERIEL £,

« Samba ZEAL TRXAVICBMNT 3158, ROFIEZRITLET:
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1. Ryr—o%# 12X +=JILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba Z#@R L %7,
[etc/[samba/smb.conf [, KERELF T,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (3. REALM OR#HID 7 1 —JL KT, REALM I3AXXF D Kerberos $BIHZ T,
3. Samba TRXAVICBMIEL T,

RXA>YOAY bO—F—HT7IELRAEET, AV Ea—2—% B X1 VIZBINY 31#ER%EFED Windows 75
TV EHBETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

Z ZT. REALM (3AXF®D Kerberos $BIH& T. user g a—4—% R XA VICBINT 31ER%Z#FD
FX’I’ \/l_ﬁ__c-j-o

SSSD oty b7y T BELNYT—IDA VR —ILEIIER:
B SSSD BLUBENY T —I DA VA =L TUWRWESE, 1Y X =ILLET,

sudo apt-get dinstall sssd
<!--NeedCopy-->

NYT—=HBEICA VA —IILTNTWVWBRHE. ENT2cx2b8DLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

i

Ubuntu o > X k=)L 7Ot XE. T7 4/ FTEHHMIC nsswitch.conf 5&X O PAM OS>V ES a2 —
ILEBRLET,
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SSSD m#ErK SSSD F—E V% RE T BH1IC. SSSD BROEENMKRETY, SSSD O—ED/N— 3 > Tld.
|etc/sssd/sssd.conf B 7 7 T ILIET 7 AL ETIEA VA F=ILENABEWVWED., FETHERTIBELNHD T,
root & LT [etc/sssd/sssd.conf = {ER T2 Hh BT, RERELXT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5 realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
A
[dap_id_mapping i3 true IZ&RE I 1 5726, SSSD BixH Windows SID % Unix UID IcvvE>Y I L&

T RELBWVWIBA. Active Directoryh POSIXIMR%ZIRETE 2L SICTRIHREN DD £, PAM
H—E X (ctxhdx) & ad_gpo_map_remote_interactive ICEBMINE T,

Z 2 ¢ domain-dns-name /X5 X —% —(%. DNS R X1 >& (example.com 7% ¥) T9, REALM I&.
AXF O Kerberos $83% (EXAMPLE.COM #Y) TY, NetBIOS KX+ >E% BT 27O DEMHIFHD
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Tt A

BREEICDOVWTHLLIE, sssd.conf 8L Usssd-adicfis % man R—J#EBL T T L,

SSSD F—EX T BT 7 1 ILICFHEEGANDERDADRESN TV ILENHD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DieE KOOIV RER{TLT. SSSD F—E>%#RBEL. YO VOREICHT—EVEREHT
FBLSICLETDS

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r ZXodv> R%ERITLT. [SSS authentication] + 7> 3> [Create home directory on
login] # 7> 3 MBIRETNTWAESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XN=2w 7ORR  Delivery Controller #H T 3 ICiE. $RTH VDA Y>> (Windows & Linux
VDA) TActive DirectoryicdyEa—4—473 o bHRBRETY,

cadcliZERALTRXAM U XAYN—2y THEHERT 3184813, sudo adcli info domain-dns-
NamedI Y REEITLTRAT VIERERTLE S,

« Samba ZEAL TRXAM U AYN—2y BRI 35HE1E. sudo net ads testjoindawyrk
ERTLTIIDIUDNRXIVIZBMLTVWS 2B L. sudo net ads infoavx>R%ERFLT
BMORAS>BLPAYE2a—4—FTO I MEREZRRLF T,

Kerberos t#/H D2 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z e 2R T BICIE.
ROAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERARF—DEFEFATWVS C
R LETY:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, TUVINIILBEBERM— DT EFIEFHREAEADOEICH L TERTESF—D—E8IERR
INET, Kerberos Dkinitdv Y R%EEITL. ChBDF—%FEALT. YO YZRXr>dy O—5—IC
YL CEREEL £9:
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VR EHBIRANFTIEETZHENDDET, RILEE (§) 1d. PTIICEZBESHRIEMSEDHICNY S
Z25wa () TIRT—TTB3HRENRHDF9, BEICK > Tk, DNS KX >&H Kerberos Bl ¥ E4 b
£9, LI > T, H9EEREFERALET, COOATVRBRINTR . HAOIFRRINEFE A,

ROARY RZFERALT IV T7ADY MO TCT AF vy adhicCezREBLET:

sudo klist
<!--NeedCopy-->

I—H - SSSD . T—EVTEEREAZT AT ZATR VRSV Y—ILzRRHLEEA. PAME
HTOATTTEXRT,

SSSD PAM £2 a—LAELKBHEINTVWB L ZRBY B ICiE. UANCERALIEI ARV R XAr > a1—H—
THhoY rEEELTLiInuXVDA IO A LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a——o klist 37> RTRINS Kerberos ¥4 v FAELL . BRTNTIEFAWVWI E#RBLET,
JL—hrI—H—¢ LT, 80RO id-u AYY RTRINEUIDICHBTEFTry v v ad 7T ILBMER SN
CCEEERLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, KX VBIMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHET,

PBIS

WERPBIS N\wir—C&240>0O0—R*2
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b—JLR O~ ZRITATREICT A
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->
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PBIS 1> X b—)LRV ) T hEETEA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R X1 >ADBIM KXY FA-S—HAT7IEXAEET. Va1 —42—% BEX1 VICBMTS
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user |¥. I>Ea—%—% Active Directory B X VIZEBINT 31EREZFDOR X1 > I1—%—T7F, domain-
name &, KX->®DNSHZ (example.com %Y) T,

#: Bash#F7x)L bl LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERTLE T,

RXAYXYN=2y TORER  Delivery Controller z M3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—2—47J 0 bFHBETY, PBISICk>TEMI N Linux <
SUNBXAVICHEET B L ERBIBICIE. ROOATY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAAVIZBIMLTWAEE. COOXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIF. R RBREITHARRINE T,

I—H DR PAM Z@ER L7 PBIS O R X+ > 1—H—OFBEENETRENE S HZFER T B ICId. LUFICHE
BLECEABWRAS I —FTHU Y ~EERALT LiInuxVDAICO A Y LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIck>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROARVET, Ey2aryzE&TLET,

exit
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEHAZF T,
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Flg4: .NET>>Z1L6.0D1>RE—)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NETS>214L6.0D—1>X+—)L#%. whichdotnet OY Y RERITLTS VR A LNAERELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIES: LinuxVDANwvr—> o485 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVR—=x>brEIYyI LT LINUXTAARJE2—23 21— 9 3 Linux VDA /N —2 . Linux
VDANRNY T —C DEEMZKRIET ZDICERTES GPC2RA*F—%247>O0—RLEY,
Linux VDA Ry r—S nEEH 2 BT 3IC1E. A+ —% DEB 7 —42~RX—X|Z1VR—kL. ROOAT Y
RERITLET:

sudo apt-get install dpkg-sig

gpg --1import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> "

FIE6: LinuxVDA D> ~k—JL
FIg6a: LinuxVDAD1>X =)L

KD & 51, Debian Package Manager Z#EB L T LINnUXVDAY 7 bz 7%2 1 YA R—ILLET,

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 0 #&kFREGF—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2

libxrandr2 >= 2:1.5.1
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libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.6.0

sed >= 4.7

cups >= 2.2

ghostscript >= 9.53~
libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

i

CON—=23>® Linux VDA THR—FZINTWVS Linux 7 X bV Ea2—>3 > Xorg D/N—2 3 VI
DVWTIE T XTLEMH 2BRLTIRETL,

FJg6b: LiInuxXVDA D7y FFL—R (X7 3Y)

BHD2N=3 2 LTISRVU =D 5BEDAI YA M=ILET v FIL—RFTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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pE
BEOA VA= ETYTIL—RTBL., letc/xdlOTFICHBZBH T 7LD LEESINET, Vv T
L—R%ERITITBRIC. BT T70ILENY I Ty TLTLIETL,

FIET: NVIDIAGRID K54 N—=D1>X =)L

HDX 3D Pro Zz&#Ic g3 ICid. NAN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BERBDET,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS14/N=) 24> X b—)LLTHERT
BIClE. ROAA FZBRL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHER T BICIF. RO—MEHNAFIEZERITLEY !

1. 7ZARVM B vy DY INTWVWBR e ZBRBLE T,

2. NIN=NAH =¥ bO—)L/NRILT. GPU % VM ICEID Y TE T,
3. RETIUEREHLET,

4, FRAEVM RSAN—2ZVMIZCA VA +—=ILLFT,

F|i& 8: Linux VDA DO#Er{

Ny Tr—201 Y Z b=l ctxsetup.sh 22U 7 +ZFfTL T, Linux VDA Z#BM I 3UBHHD T, CDX
VTR BEEZTSAIICIRIBEZHAL. IRXTOREFIAVRE—RXVEPA VI F—ILTNTVWE ZEHBR SN
FT. BEICRLT. WOTHIDRIV T+ ZBRITLTREZEETTE Y,

CODRTYT I FHTEMICEEZELARDS. £REEMICERLIEEEZFRAL TEETERITTI XTI, Hiti1d
BHIC. ROOAXY REFALTIDRIV T DAL T=#HERLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HEICEEYT 58K

RDELSICLT, BFICEET 2 F BB ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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EEnEtAeE bt 134

AYVAM=IEBEEMTZE0IC. BETHEERALT. EY TPy TRIVT N TREERBZ AT T3V EIBET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
FRINBIEHBLLED, A VA M—)LNIBEII) TR ETEET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&L T,
Delivery Controller 8353 e TEET, TIAILLTIENICRESINATLED,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller »5E£&8fi K X1 >& (FQDN) ®DXR—IAXTD D—BNBRETYT, 1D F/IIEY
DREEBHFR XA VBFERIECNAME T U7X EIBETIHNELHD £T,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA ## —E X3, Y>> OEBEICEIBLET, T 7+
LETRYICRESTNTWVLED,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IZEZEBHENS T
LT 7AT7 4= LOBBEHAIINTVIBRELN DD £J, LINuUXVDARIC. PRTFLDT 71T T4 —
WORBBRR—b (FT7FIETRAR—F 80 ELUR— bk 1494) ZEBHMTHMTEE T, 774 LTIRY
ICRETNTULET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller i34 L TERsE
¥ 37=8%IC Kerberos BRBRENBETT, Kerberos #ild. AT LICA YA M—ILELVBRFHD
Active Directory &Y —ILH5IEEL £, RITRT. Y R— T TW3 Active Directory iEaAHED
56, FATZLOZEIEELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B’ R— hIh & ¥, Thid. 8H%RY
ST4vIF7FVr—o a3 oRBUERBICTBOO—EDIT ST v I 7oL L—>aryTo/O
TY, HDX3D Pro Z:#iRL 1c356. VDA R VDI FRO Ly T (2 Tty ay) E—REICERSH
9 (0Fb. CTX_XDL_VDI_MODE=Y &b £7),

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by F7BREETI (VD) £7@RILINEZHEETRI by
TREETIDOELES L LTRI VZBHT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEJ. 774N FTENICERESNTUVETD,
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o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fRH L T LDAP —N\—%#&HEL £,
DNS oRBZLERE=O—HILY 1 MZHIBRT BICIE. DNSH 1 FEEIBELE T, COTEIE. TTA4ILELT
¥ <none> [CEHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—%1#%
HLET, DNSH LDAP H—E XL O—RFZERHTITHVIEEIE. LDAP ® FQDN & & U LDAP R—+ D
AR—ZARPOOD—BHIEETEE T, fl: Nadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;K— &S % 389 IC9 3 &, Linux VDA IZIEEI N R X1 VRAD
ZLDAP H—N—ICR—UYTE—RTIITVZERTLET. KU —DO¥H x TLDAP —N—D#Hy
DOiFE. LINuXVDAIFXICY ZHIFTTBOI TV ERTLET, R—UVIJRHENLIVMEZBRZ . &
wia YOI AR TZeHHBD T, LDERELDAP VTV EBMICTRICIE. RXr>a> O
—3—T [JO—-NiAa&20d] #B#HICL. EEYSS LDAP R—+EST3268 Z8ELEY., COEH
& T4 b TIE <none> [CHREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dJL—
(f5l: DC=mycompany,DC=com) IZBEINHRER—I=EALTLDAP #BaL %7, L. RED
NT =R VRAZHETBHIC. RERN—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COEHIZ. T4 TIE<none> ICREINTVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biyr— X (FAS) H—/n\—i3. AD &
W—TFRIS—ICZEDERINET, LinuxVDAIZAD L —THRU S —%HER—rLTVLELEA, KD
Dic. £ 00V TSN FASH—N—D—BZFERATIET, >—7>YRE ADITIL—-TFRU>
—TRELILBOLALTHIVERHD EFT, WINHLDOT—N—T7 FLIDHBFEINTULBRHEIE
ZOEH%Z <none> X WS XFHTEDT. H—N—FRLADIEBIIZEELFHEA. FASH—N—C
BHICBET BICIE. FASSH—N—THEETNTVWRR— I BESE—RTIR—FEFESZEBML TS
Wo fl: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LV JO—-Hh—T—
Iy hH—ER (ctxvda) 29 R—+rFTB3HDNETSVEA1L6.0%FA VA M=ILTB/INR, TT+
JLk®D/XRIF/usr/bin T3,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 5> w o, £ MATET RV by TIRIBRIEEL £ 9. THEETELAVEF
g%, WEVDAIZA VYR M=ILEINTWVWBR TR by IHEREINE T, fcfEL. REAVAS—ILS
NTW3B TR by 7H MATE OB &EIF. EHEE mate ICRETIHELHD £,

ROFIEEZRITLT 2=y bty a > id—H—07RI My SRIEZEFITZCDHTEET .
1. VDA ® SHOME/< 2—#—&\> T LI hUIC.xsessionT7 71 ILEERL £ T,

2. .XxsessionZ77MIEHRELT. T4 RAMJE2—YaVICETVWTTRI by TIBERIEEL F
ERS

- MATE 7 X7 ~ v 7 Di56E
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MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- GNOME 75> vwoF R0 by TDIFE

GSESSION="$(type -p gnome-session)"

if [ -n "S$SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 7X7 kv 7 Di5&E

3. &2—

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

TybtEyarad—H—cT700 771D T7 I ERERZEELE Y,

N=232 2200 &, £y a>a1—H—RTFRIMYTRIBEZHIAZIAITEEY, COWEEZEM
IC93ICid. BRICVDAICTIDBRARBRT RV by TRIEZ A VA M—ILTBHBEDHD Y, L <
W Teweara—H—IlL3NRAZLTZI Yy TIRIE] 2BRBLTIET L,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mR D5 T B$IC Linux VDA  —EXD'BIAEI N B &£ 5
ICTBDNESHZEEBELET. 774 FTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—b, 77+
I EDOR—KET7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#IL bDR—KF 7502 T

ED

RDLSICL T,

export
export
export
export
export
export

export

RIEE#MZRTEL. BEAIZV T+ EETLET:
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5

CTX_XDL_HDX_3D_PRO=Y|N
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export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo IRV RIC-EZA 7> a v ZiBELTEITL. BT 2HL LW TILICBREOREEHZELF . RIDITE
LT #!/bin/bash #5233 L. FIRD IRV RO SBEZSTINRIV TR T 7ML EERTELEBEHLE T,

FrlE. ROELSICLT 1 DOOAXR Y R TIRTDNTA—E—ZIBETBZ N TEET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST='l1ist-fas-servers' \
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CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

A E DHIFR

SFUAICE>TIE LINnUXVDA Ry =S 724X R—=ILLAWT. ctxsetup.sh XH U F Mk >TiTH
NIBREEZHRT 2 AR EBLRZEEDHD £7,

FHTTBHIC. ROOAY Y RZFEHELTIDRIU T FOANIILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREEZHIRT 51013

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

CORIVTIZED, IRTOEBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
ED

WO

ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tld, a>vV—ILICIS—MHRFIN. BRAOT 771
[tmp/xdl.configure.log ICEMBHENPEZIAENE T,

Linux VDAt —EX=BiEg L. TEZRMIELET,

LINuXVDAY 7 b9z 7D7 V1Y =)L
LinuxVDADA VXA F=ILTNTVBHQESHZERERBLIED. 1 VXA R=ILINTVWBENYT—SDON—-J 3V ER
RIBICIE. ROOAT YV R EETLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->
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FlERTT BRI ROORYYEFZEERITLES,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kO 7T VA VA M—JLICIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

i

LInuxVDAY 7 ho 774 YR M=)V T2 . BEMIF SN PostgreSQL 8L V2 DDIER T —
AHHIBFINE T, 7L LInuXVDA D1 > X h—IL&DHEIZEY b7y TENf. PostgreSQL /N7 —
TSELVZOMOKEFET DNV T—CIFHBRINEFE Ao

7 O

CDEUa>TId PostgreSQL Y. KETZ/NY T —COHIBRAERICDOWVWTIEEHRBAL TV EE Ao

FIE 9: XDPing OR1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMLEBROMEERERL
9, s¥L<IF. TXDPing) 28BLTLZT W,

FIiE 10: Linux VDA OXE1T
ctxsetup.sh X2 U 7~z AL T Linux VDA Z#E L7 5. ROV RZERAL T Linux VDA ZHIIL &
ER
Linux VDA 0it2gh:
Linux VDA H—EXZRBEIT ZICIE. ROIIY Y RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDAH#—EZXZEIET 3 ICid. ROOATY RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->
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A
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FRERTLTERYT—EXT—E>ZEFELELET, INEETLAVGE. BRY—EXTFT—EVIFELELE
H—EXZzEEHLFT,
Linux VDA o Ei2g):
Linux VDA —E X =BEEY 3Iid. ROIIY RERTLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDRER :
Linux VDA 4 —EXOERITREZ R T ZICIE. ROV FEERITLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: v >HEOT DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRARAVHFTT§AHEDHRBICOVWTELL X T2 AZOJDIERI $LUV T >hH2O0JDEE] 281
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- VDIERTRI by TEBRIEETILORE. 2>ty a>y0SA7oay
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TRILYTOS] #7723 %BIRTBZE. IV Y UICE—I—H—DREETILHBERNISEIRINE
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[ N

< >ht Active Directory R X+ U Hh S HIB SN RICBEBMINLBEEIZ. O >EII > AZ0O0
NSHIBRLTHSBEEMTZ2HBELDHD £7,

FIE12: TUNU—=TIL—TDER

FUNI—=T =T L. LinuxVDAT> > 2&ECI> rh20J%BMNY 3 FIEE. Windows VDA v >
DHZEBLIFLALRILTY . CORRVERTTBAEDHBICOVWTEHLL I TFUNU—TIL—TDERMI &5
BLTLIETL,

Linux VDAY >A2O7 28T TINY—JI—TZ2ER T 25EE. ROFADHD £7:

e BIRTBAD 2—H—8LUTIL—TF%, LiInuxVDA I IcOT A>3 ESICBYICEBRLTEIE T,
o BRI TUVAWL (BER) 2—H—0OJ 4 >ZFa LBRVWTL T U,
o« Windows Yo Y80I vh400 %27 NI —FIL—FTRESEAVTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZFICOWVWTEEL < & TCitrix Virtual Apps and Desktops 7
22121 ZBRLTLLETL,

=139

February 3, 2023

COEITa>TIE. WEEDHA. B, FS T a—T1 IR YE, Linux VDA OMEEICDWTEL CEHAL &
ERS

HiE

February 14,2023
COtr2arTEH MTOREY ZICDWTEHBALET:
« CEIP
« HDX Insight
« Citrix Telemetry Service £ 0#&

« Citrix DaaS Standard for Azure @ Linux VDA B2 F#

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 214


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/ceip.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/hdx-insight.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/integration-with-the-citrix-telemetry-service.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/linux-vda-self-update.html

Linux Virtual Delivery Agent 2212

o LinuxVM & U Linuxty>a>oXtUwy
o OJINEE

s Lyl a DIV RY

« BB —EXRT—EY

e V=LA —TFTa VT«

« ZOMDNE YWY

HTML5 @i Citrix Workspace 7 71 @R — k

Python 3 {RABIRIZ DIER

NIS @ Active Directory £ o#i&

IPv6

LDAPS

Xauthority

Citrix hXa2v—ToZR~RYT>2MELEZFOZ 5L (CEIP)

February 3, 2023

CEIP ic2mME 3. BRADKHS LTERRRTERD. Citrix HRORBESLUN T+ —I V2B LEIEZEH
TREINET, COBERT—ZOIE—IE. &DRENOMENICHITT B7-0IC Google Analytics (GA) 12
EETINET, 774N ETIE GAIRBEMIAZ>TVET,

LY X MURE

K

FI7 4L bTIE. 22— =& Linux VDA O > X b—JLEIC CEIP icBEIT&ML %9, LinuxVDAD T >R k—
D6 ELZETHRIC. VIBRIT—27y 7O—RHBMTONET, COTTAIMREEFLS I NI TEETI Y,

« CEIPSwitch
CEIP ZzB#EIEEMCTILSAMIRE (T74ILKE0):
18Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&ui: CEIPSwitch
BOTF—4%: 1=8%. 0=8%
*iEEDHE. CEIP 3ZBEMTY,

347 ETROAT Y FZRTLTCEIP ZEMICTERT:
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
GAZBEMELIIEMCTBILISIMNIRE (F74I0E D)
#BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z8i: GASwitch
BOT—%: 1=83. 0=F#
KIEEDHBE. GAFEMTY,
IIAT7 R LETROORVEZERITLTGAZBMCTEET !

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
F—ARK&EINR (T 7+ ~i&/var/xdl/ceip) =HIET3L IR MURE:
18Fr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: DataPersistPath
BOT—%2: XF5
ROOARYYV RZEITLTCIDNRERETETET !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

BRELIENZADEFELBEWLTIEIATERWES, T—2RBT 74 ENRRICRESNE T,

Linux VDA h 5 Ui S itz CEIP 7 —%

ROKRTIE. NWESNZEBOBFROBEDOHZENLET. T—FTE. BERZHRET S IRTOFHMAIEEN
Ft Ao

F—gE Tk *—& e

R0 O—NIL—BHENF machine_guid T—R2DEETDI S V= H
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F—gRA b

ADYVVa—>3>

Linux A—=xJILON— 3>

LVDAN—=2 3>

LVDA OE#F E/cidFRD1r > X b
=

LVDA D1 > X b—ILE%

HDX 3D Pro B’ &zH &5 H

VDI €— RO BEHUDESH

SRTLOOT-IL

LVDA F—# —E X DOHiEIF RS

H

GPU #Esa
CPU O7
CPU K%K

MEXAEIVTAX

EFmsnttyari

Linux OS o&Zmis L UN—T 3y

ttyarx—

*—%

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0s_name_version

session_key

Bt

IOVDRAAVBMARERS T
F R bXXFF
ROVDA—RIWN—=3>zRT
TEZSXFT

1Y Z =JLEINTLS Linux VDA
DN—=2 3> %=RTTHFIIXFT,
IRED Linux VDA X r—h'gk
HAVRAM—ILTHZODEFHTH
20Oh R TFRIXFY

TED Linux VDA Xy ir—oh
MCS. PVS, 81> =)L, &
TEFE#HI X =ILOVWTRHAT
ATYRAM=LEINEDZERTTER
kXX F5

<> > T HDX3D Pro B"&h e S5
hERTTFRXFY

VDI E— RO BERHE S D ZERT T
F R XFF
coXR>>oOT—IZRITFR
kXXF51

dd-hh:mm:ss fz=X (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E 2 nHicEEEhEs
&

<> >D GPU ofEsE

<> >® CPU 78 %R EE

CPU oAkt (MHz) %R93%81)
Ok

YMEXEVDH X (KB) ZRdE
w
ZDF—HRA Y S ERIVE L FBER
TIYYrEicHhoEFRITNE (O
THFEHEIIERES) Ty
3 YO ERT B

<> >® Linux OS oggie /N—2
IVERTTERXFY
T—AOEETOLY > 3> E#i
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F—gRA b

)Y —2RDOEHE

TOTa Tty a B

Ty a VRG]

Receiver 7 517> hDiESE
Receiver 517> hDN—= 5
>

ENfIE$K

USB U& L7 MEE

Gfx 7ON1 4 —DiEsE

v RUDERK
I—H—PBIRLIEE

ARX—bA—RUEAL I ATy
~

HDX Insight

April 18,2024

*—%

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Bt

EgIhfctya>oUy—I0
BEETITERANFY: TRY
by FElE<appname>

vy aroFo T« TREORE
ICER. v 3 VI BiEst
NHOz27H. B—DEvI 3>
D7V T4 TRENERICHEZ
HHLFY
AJ#>hondA7E&FToy >
3 ¥ DGR O RTFICER

Ty aroiEFICFERTINE
Citrix Workspace 7 7\ o &%
TYEH

Ty aroiERFICFERTNE
Citrix Workspace 77U o /N—
IVERTTEFRXFY

vl a THRIEEEZ R LR
B RTEH

v 3>TUSBFNA REER
(O SEIE C K 5

Ty a>ndIT7cvyo7ONA
A—OEEETTTF I MXFF
Ty arhs vy RUThi-E#z
TYER
IA—H—HBERLEIRNTOSHE
BT, EHINTERVLXFT
AR—bA—RUAALL T bD Y
avaiFrsLvttEyIarE
T7VOI—H—FECERIND
[EIE e s 5
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e

Linux VDA Ti&. HDX Insightt#gen—&Z K-~ LTLET,

1T2VRL=)

AYA =T BRBEDHBEKEBRENY T—2RBHD A

ERIRR

HDX Insight i&. Citrix Workspace 7771 & Linux VDA @R T Citrix ADC =/ L TEI N3 ICA X v —S%
S LET, TRTO HDX Insight 7—%&. NSAP (REF v RILHSERBINTICEEINET, NSAP REF
Y RILET 7 I R TREICHE>TUVWET,
UTFDIY>Y RFT. ENENNSAP (REF v RILZE. F3EMICLEFT:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

hSTNSa—F Y
F—SRA Y ME S CRRIABL

2BODOREANEXSNE T !

+ HDXInsight MIEEL <#BRIhTLEE A,

fer 2. Citrix ADC T AppFlow #*E#IC A& > TWARWA, Citrix ADM TARIEZA Citrix ADC 1 > X &2 >
ZPBHINTUVWET,

¢ Linux VDA TICA J> bO—LREF v RILHB BRI TV EE A,
ps aux | grep -i ctxctl

ctxctlpRfITInTLRWVEEIE. Citrix IENTZLR—FT2LSBEEREICELLETD,
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TV =23 T—2RAY b E T KRRETNAL
S=LLZEBF v RILDBHCBE > TVWBCES LUV —LLAT U= 3 VHRITENTVWS e 2HERL

£,

Citrix Telemetry Service ¥ 0%&

February 14,2023

LinuzVDA vV 7 b z 7Il#& S hie Citrix Telemetry Service (ctxtelemetry) T Citrix Scout =17
L. /opt/Citrix/VDA/bin/xdlcollect.sh 7)) 7 % ERAL T Linux VDA 0O/ = IETET £9,

8 Citrix Scout — *
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Mames Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[J  rggbe-lvda-2.bvi.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvt.local Linux VDA
[J  rggbe-lvda-5.bvt.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
R - m
i

Linux VDA 1912 LgidN—2 3 > h 67 v 79 L— R, Jopt/Citrix/VDA/sbin/ctxsetup.sh = BER1T
L T Citrix Telemetry Service (ctxtelemetry) OT#HZ#EHEL £9. THICDOWTHL L, MEHE
AVZAR—=IUICE D R XA >BINEH VDA O1Ep) Z2SB L TLEEL,
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Citrix Telemetry Service D&M E L CEML

o COY—EREBMICTBICIE. sudo systemctl enable ctxtelemetry.socket <> RERITL X T,
o ZOY—EREEMICTSICIE. sudo systemctl disable ctxtelemetry.socket #=1TL £,

R—+b

Citrix Telemetry Service (ctxtelemetry) & F7=#JL b Tid TCP/IP R— k 7503 T Citrix Scout =1
w2A> L %9, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BEL 7,

LinuxVDAZA > Z h—ILTB LTI UTOERTT I+ bDOR—+2ERATEIHNR—EEETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout Z)w 2> 937DV 47y bR—b, T7+
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#)L bDR—~F 7502 T
ER

VDADA YR b—ILBICR— b Z2EETZICIF. UTZRITLET:

1. Scout L BIET 37cHDR—FEEEITBICIE. UTFTOII Y RFERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout VN wRAYTB7EHOVTY FAR—FEEETZICIE. UWTFOOY Y R%ERTL T ctxteleme-
try.socket 77 1L ERE. RELET,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. VI y b R—b2BEEFHTBICIE. ROOATVFEETLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->
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4, 7747 74— ILOBETHLWR—FZEMICLEFT,

7z zI1E. Ubuntu ZERALTW3E4S. sudo ufw allow 7503 <> REE{TLTR— K 7503 ZH%)
IcLE9,
TNYTE—F

Citrix Telemetry Service AIEEEICHEEL TOWAWEE. TNV I E—RTREZHEETEEY,

L TNV T E—RZEMICTRICNE. MTFOIYY RERTL TctxtelemetryZ 7 1L E RS,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MToav > R%ERTLT Citrix Telemetry Service ZF1ETE £ 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. Citrix Telemetry Service #B#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R2i7 %7,
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B —E X DR

Viw bR—bhEBsystemdT—EViE. T4 ETREEL. IZLAZUY—X%EFERBL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBERLH > - HBEDAHHEB L £,
OJIREDTTHE. Y—EXIF L5 FEAFMLVNEERZRFS. ERDNBZVBERBERLEL Y, CORHEERIZ
UTFOIRYRTHEETIET, MBEIF 109 TY, 10 3&D LA VMEZRET D L. =/IMED 10 HHERESH
F9, FFEEEORER. T—EXZELLBESHLFT,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT b
INEDREIRRTIC. BELILEI I VICDWTEHBTRABT A MIRTINET. CNH5DTI T, EREMNELEIN

TWLWABHERINET, HEITVTVTT AR LEIBE. SCOUt ICIXMBET V> arREEZST X vE—IURERR
INET, BRTAMIDOWVWTEELL K CitrixScout RFaxX> b MEZRTI M) #8BLTLETL,

Azure T Linux VDA & BEIEH

May 30, 2024

COWEEICK > T Linux VDAY 7 Dz 7RBIEEIC. £HIERT Y a— LN BRBICBBNICER TSN T
F %9, "nud. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure @
#M&M) TLinux VDA 2 1ERR T BB EICIRIB £, Azure DIRET S VOEEEFIEIIMBEHD A, 2L <
l&. TCitrix DaaS Standard for Azure T Linux VDA Z ey Z28BL TSI L,

101

COWEEZFERTZICI. ROFIEZEITLET:

FIEL: EFAREHRCHFLVWVYDA Ny —2% Azure AV FHIC7 v 7O—RT3

FlE la: Azure RbL—T7 Aoy hTcaAYTFHEERL. AT FT702ZXLARIL%E [BLOB (BLOBERHDE
BmAHMO 7ot R)] ICRELET,
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F:
Azure J> 577 ¥ BLOB IZ. 8EHHIMEENICRES LVBEETZHDTY, Citrix ik, €£FxaUF1 LD

BICOVWTERZAVEEA, 7—20EF2 )70 L AR MHRZHERT BICIE. BBERANMRDBLVIC
AVTFTDRTIRRLNILE [FFAR—F (BETVILRREHDFEA)] ICRELET,

FIig 1b: VDA E#itE#k% Updatelnfo.json & W5 &#iD JSON 7 7 1 ILICHARABZE T, 771 ILEROFICD
WTk. ROTOv 7 2BRL T T
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)
{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a”

}

)

{

"TargetO0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}

]
X

<!--NeedCopy-->

ZCT. “Version” 13EHLW VDA N— 3> %R L. “Distributions” 13F#HA TS 0 FORHITY, 847
ST MIE RD3DDT7ATLDBEENTVWET:

+ “TargetO0S”:” RHEL7_9” (RHEL 7. CentOS 7. && U Amazon Linux 2 ®#%&).” UBUNTU18_04".
F7213” UBUNTU20_04" oWIFhh THIHELHD 9, ctxmonitorserviceldttor« X +
VEa2—2a3>ERBLEEA

« “PackageName”: I 5EEININ—U 3> D VDANRY T =S DT IV %— L

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FE 1c: JSON TZ7rIILeHLWAN—=3 >0 Linux VDA Xy —< % Azure AV FFHIC7y7O0—RLE S,
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FlIE2: YRZ—A A= F113% VDA TEBEMKREZEMICT S

FIAILETIE. BHEHIZEMICE>TWVWET, Citrix DaaS Standard for Azure T Linux VDA Z{Ef ¥ %35
&, COBBEODENLIEITRRAZ—AXA—STRITTIMBENRDD £§, ZNLUIINDIFEIE. E82—4 v EVDATIOD
WREEEEEMICLET,

BEHEHFZEMCTIICIERDLS BT REERTLT.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYARMUE—%HEELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

MORIC, LEZZAMUEREERLET,

LR URE BTl

]

fEnabled CDREIFHETT, T 74 MEIZ0 TY, Tl
BE}EHHDEMCE>TWS e 2EKLET, 1IC5%
ET 3. BEEHNEMICAED ET,

Url COREIFHETT, Azure A>T+ D URL ZREL
T, EFEHREFLVWVDANY T —SHBUEL £,
ScheduledTime COREIFMEAETY, [Immediately] 71

[NextStart] IC®RETE %9, [Immediately] (%,
VDANY r—o% Ao >O— R LEBERICEMZRTT
B ZRERLET, COBREIZ. AU >O— FEE
MNEL . EFHBRADBAICELTVWET, L. N
w—CHEADVO—RTREIICSA Ty aoh
Hdr. A—F—ITUIRRUIYZAIERDLN AN
h&H b £9, [NextStart] (.
ctxmonitorserviceDRDFBEICEN%RT
TRCEEKRLEY, COBERBIZ. 47>0O0— K&
EHRC A< BMPBERATAVGSISELTVEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 225



Linux Virtual Delivery Agent 2212

LY RU3E

)%%*-

E A

CaCertificate COREFA TS a>TY, Azurea>TFD URL %
B9 5 PEMSEFAZD 7L R %ZREL £9. Azure
BLOB mi5&. Web 75 % —h5EFE N T PEM IC
Tixn3 portal.azure.com DEBREICTZ LT
TFEd, EXxaTo LOEBEALS. TOLTRNUE
EXBMTEcxzs8HLETH. Ubuntu ToHY
—hTATVET, RHEL TIZ. curla<w >y RAIC
—EDNSS 1TV %z) VU TEEEA, FEEAED
RIFEDNRE SN TVEINERL TRTWV

ctxmonitorservicerBiEg T3 . &MICUrlico T %%£7L T Updatelnfo.json 7 7 1 L #EXE
L. JSON 771 LD SEBFHN— 3 > EBEBLET, RIC. ctxmonitorserviceldEHMN—2a Y e HE
ON—=2a3>aEHBRLEFT, REON—Ja>HUEioN—23>0BE. oY —EXICK>TAzure B 5#
LOUN=3a >y VDA RNy r—oURZ o ryO—REh. O—HILICRESNET,. 2%, [ScheduledTime]
REICH > TEMPRITINET, A0 FL I XBEOFE. ctxmonitorservicezEEBEHL TE
HBERIA-—TEET, L. REYS VICHT 3EEEFEN 4 W Citrix DaaS Standard for Azure Tia.
ctxmonitorserviceld VDAY > 2BEBLILETOABEHTET XY, EMNKBLIIBE. VDA IZEE
EON—=2avicO—IINyIINET,
pE
o YRA—AX—=JTHERLIELYIAMNREIFEETCIEEA.
s RIBADIRTOREBIYY VHAEKFICNY T —22 20 O0- RT3, O—Nllxy bT—0hEMT
AN H D £7,
e BHEO—IINYIOEAENKRRT R, I—H—FT—2IFKbNE7d,
o EIMKMLTHO-INYIHRILIZEE. BLXRy b= LOa—H—IZH1F3 Linux VDA @
N=Ua U BBZEEEDNHD EFT, COT—RIRBEBHDTIEHD FE A,
o BE. BT IS ETICHDNND £9, Citrix Studio ICIZREET > r—2—3H D F£E A

LinuxVM &0 Linuxtwysa>oxX )y

February 3, 2023

ROFRIC. LiInuxVM LU Linux £y > a > TERATEZVDHADX M) v I ERLET,
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M ERVDAN—-T 3

XhUyy > iR R
04 7 > HAM 2109 a—#—ht Citrix [E5%8] TOAERATEE

Workspace 7 7Uh5#E 7,
HmLTH Sy a>ERE
BATE3&L3ICRBETOD
OJ# > 70+ XOFRER
T3, Eya>oXth
O ZRRT BICIE
Citrix DaaS (IB#r Citrix
Virtual Apps and
Desktops —EX) @
Bt #27ICBELED,
[2:%5] I&. Director O
V=)L LTHERTE.
Citrix Virtual Apps and
Desktops o&#1J) 1) —
2B LULTSRIRIET. &
\BELULZ T a—TF
1 VUM REBLE T,
gl 470 [FHOos
FUHE] £o>3rT
[BEERORT] 20U
v LET, [ATF N
T+—IVR] R—=T T,
TN —EHERE
L. G&R] #oUvoL
TARYYIZRENLE
ED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 227


https://docs.citrix.com/ja-jp/citrix-daas/monitor
https://docs.citrix.com/ja-jp/citrix-daas/monitor
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/1912-ltsr.html
https://docs.citrix.com/ja-jp/citrix-daas/monitor

Linux Virtual Delivery Agent 2212

XUy

v aroBEBEEsE
5

7 RILEFR

Linux R8> > D X ~
wy

M ERVDAN—-T 3

%

2109

2103

2103

08

v avilbiI3B8EE
BEOHERTIBIC
. MEE] Ea—ic7 o
EIALET, £HZRE
L. &R] #2oUvoL
TREEREZRDAHAF
¥, [EyrarvoaHE
EEE] sty ay
ATBEENICEEGZITS
EfHzERLEY. BBHEE
#F. [EvParvEmED
REF] RUD—F7kiF [0
17> hOBEBEA]
RIS —HENRIFEICE
FEh&Ed, Lyra>o
BEGICOVLWTELL

i Teyrayv) #88L
TLEET W, RUP—IZD
WTELLIE To507
Y hOBEBBESRORY >
—®E] BLY Ty 3
YEROERFOR) S —F
El ZBRLTLES L,
COXBMYYOIZTIOER
T3ICE [TrLz—] >
[Eyviar] > [§RTO
tyviar] #FRLT
[IRTOEY>aY] R
—CEHRTEY.
Linux VM @R X~
o h'FIFARIEET . CPU
A7 0. XAEUHT X,
N=RTF1RIVBE. B&
VRES LvBEED CPU
AT DERE

AR

Citrix Director & TES#8)
DEATHERATETET,

Citrix Director & TE$#8)
DEATHERATIET,

Citrix Director & TE51R]
DEHFTHERTIET,
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M ERVDAN—-T 3

XbUwy % Bl EN
Protocol 1909 Linuxty>a>o b3 Citrix Director & T&#R]
YRR—rZFOR3N DEAFTHEATEEY,

& [Zv> 3 s N
FJLIZ UDP £7:1& TCP
CLTRRENET,

ICA 18R 1903 ICA &R (RTT) k. Citrix Director & TES$R)
F—ZELTHBLIVRER OEATHERATEETD,
1Y MCIREDRREIND
EFTORBEETY, ICA
RTTOX MU w2 ZEE
¥ Izl Citrix Studio
T [ICAEFEAE] &
¢ [ICA E1ERIEMPRE]

RUS—2ERLET,

Citrix Director 8L M| TIEIFHRAMNIYIICTIERTBHEDH

s OJ %4 VHAM

1. CitrixDaaS o [E#] 270 [FYOI/FVHE] €02 3>T [BEERORT] 27Uy I LE

= C \ h'l > Virtual Apps

Totsl Falled Multi-session 05 Machines

2. [OFFYNRNT4—<IVR] R=IT, T4INE2—LHEEZELET,
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= Cilnx  virtual Apps and Desktop

Overview  Manage  Monitor  Downloads @ E. o 8 @ Q
Dashboard Filters Aty Applicetions Configuration Search
Logan Pertormante walustce pacity Mansgement A e Resouree Utlis b Resuit tomBeports  Metwork ¢ (@ &8

Logon Performance

verage Logon Duration
umber of

3. (ER] 27Vv oL T QA VEHBOA M) v I ZRBEHRLET,

= CilTIX  Virtual Apps and Service
Ovenvew  Manage v Downloads [z} . 0 c i Q
Dashbord Fhwn®  Mats Aplistons | Confgwabon  Seamsh
. Logen Pertormance ’ . y - wsource U . . - . . c (@ P
-
Apply

Aversge Logen Duration

o LinuxfR#E<> >0 CPU I7D#. XEUHAX N—FF1XRUVB&E. RESLUVBED CPU & XEY
DfERE

Linux R8> >0 INsDX U woICT7 ot X$ 3IC1d. Citrix Director ofrf@< > b [B11R] T.[<
VD] NXRILEERBLET, 7l
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours
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Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. 7ok
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Linux £2y>a>OX by IaRRRTBICE. [TrLa=]> [y ar] > [IRTOEy>aV] 28
RLT [TRTOEY>aY] R=IU%EFHCH [Ty>aveEl] XRLCTI7EALET, [Ty ay
Hl] NRIICTIERTBICE. [TRTOEY S 3V] R—=VEBESZ—Ty bty avasUvoL
T [PIOTFAETaRF—Pv—] Ea—IC7oERLEY, i

Activity Manager

Activity Manager Machine Details Session Details

Machine D 3

name Session State Active

Dy sin-ubt18 Application State Desktop
Application Name o Status ::’I‘i‘:ery . Anon‘ymous No )
Group sin-ubt18 Time in state 56 minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol UDP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT nia

Registration Registered ICA Latency na
state COSiere Launched via 80::...
0s type Ubuntu 18.04.2 LTS Connected via - net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization U _ ~
G CN=UIN'18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

o Ty aroBaEBBIEGEE

Tty arilBI3EFBEGOMERTISICIE. HBA] Ea—IC7 €A LEY, FHEZREL. [EH]
2Oy LTRERBREZRDAHE T,

[ty aroa#BEGRE ity aYATEINICBEGZTSEHERLE T, F:

Dslivery Geongy

o 7 RILESRE

5l
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Anonymous Endpoint Name Endpoint 1P

a7 UNgE

February 3,2023

e

OJ OUEIE. Linux VDA TT 7 )L TEICHE STV ET,

1B

Linux VDA Xy /r—2ic. ctxlogdF—E>v& &Usetloga—Fr VT HEFEATVET, ctxlogdT—
EVIiE. LiInuxVDAZA YR b—ILLTHER TS . T7 4L b THRSINED,

ctxlogd ¥ —€ >~

=St —ERFIARTctxlogdF—EVICHKELTWE T, Linux VDA % L —Z LABWVWEEIE.
ctxlogd7F—EVEFLETEE,

setlog 1—5 15~

OJo&Eld. setloga—F+UF+ (UXX: [opt/Citrix/VDA/bin/) THRIh*xd, COI—Fr )T %
RITIBRIERDPHZDIFE. IL—b2A—F—DHTI, GUI ZERITZIHITVREERTLT. BHERTLIEDEE
L7eDTEET, setlogd—FT1 VT DAILTERRTBICIF. KOOIV RERTLET:

setlog help
<!--NeedCopy-->
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& F7#)bTIE [OFHF/R] & [var/log/xdl/hdx.log. [RAOJ %1 X] 1 200MB IZsREINTWE
o [AFHANR] ICIE BR2D2OFVAT 77 ILERETEXT,

RiEDsetloglEzsRRLET:

setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRnFIFRELFT:

setlog value <name> [<value>]
<!--NeedCopy-->

5

setlog value log_size 100
<!--NeedCopy-->

LRI F7AILETIE OFJLAJLIG warning (AXFENXFERBI LAV ICRESNTUVETD,
TEIFRAVA—XVMIBEIN/OTLARILZRRTZICE. ROATVREZRTLET !

setlog levels
<!--NeedCopy-->

B4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors, Fatal Errors) #:&E¥ 3IC
E ROOAYY REFRTLET:

setlog level <class> [<level>]
<!--NeedCopy-->

aJLAIL ARV RNFA—E— (AXFLNIXFZXR LAV
E:3)] none

Inherited inherit

Verbose verbose

THHR info

Warnings warning

Errors error
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O4g L)L ARV RNTAX—F— (KXF/NMIXFEXRLAEL)

Fatal Errors fatal

<class>ZT#E. LInuxVDAD 1 20OV R—RY R EIEELEF T, IRTOIAVR—Y b EAN—FTBICIE
allicsgge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 FTIAILETIE T7I3TRROELSICHRESNTVET:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125000750 2RRERLIIRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—tE xigfvar/xdl/.ctxlog 7 7 T L2 ERA L THERINET, COT 7 ILiE. L—+ka1—%
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZH o> THBRINBBRELHDET, CRICL>TH—N—DONT+—I VAW EEZZIF. 21— —I
PARVIVRICHDEEZS X B08EENHD £7,

ST a—Fa>y

Jvar/xdl/.ctxlog 7 7 1 LA B WS (BKRICKBHIBRAY). ctxlogdTF—ErhkML. ctxlogdt—kE
2EBEHTTEFH Ao

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COREEMBRT BICIE. L—ba—H—r L Tsetlog®=fTL T, [var/xdl/.ctxlog 7 7 1 L = BEER L
T, RIS OB —EZDMREFET Sctx logdh—EXEBESLEI,

Ty aroiv ko

April 18,2024

Ty a DI v RUICED. RXAMVEEBERZIIVES2Y FAOI—F—DICAEY S 3V ZHETEET,
DHEETIE. NOVNC ZERBLTICAEYy > aVICESRLE T,

P

COHREEFAT3ICIE. Citrix Director 7.16 LIEZER L T I L,
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1Y RM—ILEHERL

&REFER

Ly arory RUiZid. python-websockifyzxllvncz W3, 2 20H L WKEBEHENABETT,
Linux VDA %« > X k=)L L #%. python-websockifyexllvnczF#HTr> A —ILLET,

RHEL 7.x & 0 Amazon Linux2 0ig4:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21V =T 3ICIE ROOAT Y
FEeEITLET:

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

(RHEL 7.x @£ &) python-websockifyxxllvnc#k figiRd % ICI&. Extra Packages for Enterprise
Linux (EPEL) €A 7> 3 >® RPMURS rUEZEMIZLET:

« EPEL
x11vnciZid EPEL YRS FUDMETT, ROITY RERITLT. EPELURIS MU ZBRICLEF T

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->
o 72 3>® RPM
XLIVNCORBENY T —CEA VA= TBEHIC. #F2aYDRPMSURI MU ZBHICT BICIE
ROAXY RERITLET:

subscription-manager repos —--enable rhel-7-server-optional-rpms
--enable rhel-7-server-extras-rpms
<!--NeedCopy-->

RHEL 8.x/9.0 & & U Rocky Linux 8.6/9.0 D545

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLETD,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

EPEL & & U CodeReady Linux Builder U7RZ b UEBMICL T X11vncEBRLET:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 237



Linux Virtual Delivery Agent 2212

subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 0%4:
python-websockifyrxllvnc (x11lvnc/N—=2 3> 0.9.13 LK) #1YX =T 3ICIE. RoaT >
FeRITLET:

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

SUSE 0ig4:

python-websockifyrxllvnc (x11lvnc/A—=2 3> 0.9.13 LK) #1YX —ILF3ICIE. RO
FeRITLET:

sudo pip3 install websockify
sudo zypper install xllvnc
<!--NeedCopy-->

Debian 04

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLET:

sudo pip3 install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

A— k

v a>rDd v Rtaeld. Linux VDA HS5Citrix DirectorAdiEiziEsEd 37-0Hic. 6001~6099
DEFRN THERAAERR— FEEBNISRIRLET, LIEH>T. AFICO Y RITEZICAE Y>3 > 99
ICHIRTTUVWEY, BEREZELITHOIC. BICIIILTFEYy a0 vy RUBICTHSRR— B HZ e #HBL
TLIET L,

LXK

ROKRIE, EETBLIMIO—ETY:

LXK EA T7 4 ME

EnableSessionShadowing tyrarorvRUlEEENE 1 (BH)
TeldEMICLET,
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LR K EA T7 4 ME
ShadowingUseSSL Linux VDA & Citrix Director B> 0 (#%#h)
BHizlEShITINESNZEREL
Y,

Linux VDA TctxregdY Y RFZR{TLT. LYRMUEZEELEY, ez Ev>ariv RUZEMIC
TR ROARY Y FERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director B ® noVNC ##4:Tld. WebSocket 7O rJIMMERINET, Ev>arni v
RoDBE. ws://cwss://DrESMERETNZHIE. B1IRD FShadowingUseSSLy LY R R UIC&>T
REDET, TTAILETIE ws: //PERINTVET, #=7EL. EFaUFTo LOEHEH,S. wss:/ /% EA
L T. & Citrix Director 751 7> & & Linux VDA H—N\N—ICFIBAEZ A VX =L TR 58O L £,
ws://ZFERLELinuxVDAtEy> 3D v RIICDOVWTIE. CitrixldEFxa )T EOLWHBRBZIEEHEVE
HAo

H—N—FAZ L )L— b SSLEAZ# BT 2 FAEICIE. EEINHEERE (CA) ICLZEBZHNBETT,
Linux VDA —N—TSSL#8ET3HB&I1F. Y—N—CIC@EROY —/N—EAE (F—%280) MYETT, &
oo U—N—(EBAZICE > TEOAVE 2 —Z—DHAINZ 0. SH—N—DFLEBMH R X183 (FQDN) %4
RBZUBEHRHDEFT, KODICKXAVEEICTAILR D —REEFAZEFERETE X9, COFEE. PECEDHR XA
VEEZH O TEKMENHD FT,
Linux VDA &9 3 Citrix Director 7514 7> L2 IC/L— FEEEDLHETY, JL— MEBEIE. —/N—3F
BHZ X B CEERA#EAN S NFTET £,
KD CALSH—N—3RREY V517 NEBRER 1 VX =L TE £ 9

o« ARL—=F a4 VIIRATFLICNVRILENTWS CA

o« ITVR—FS514 X CA (BBH TVt XFTREICT B CA)

o« ARL—=F 4 VI RFTLICNYRILETNTLWEL CA
SEAEZENE T ACDICEDFEERMBAREINMNIDVWTIE HROEF 2 ) T BYEIFAICRAVEHE T IET U,
5E:

o H—N\N—iEBAZEDHERE. Linux VDA OIEFEZR FQDN. IS0 BRKCEDBTIILRA—RE R XTI UXFESE
ELLEAEDERHDTHIMNENRDHD £,/ ZiE.vdal.basedomain.com % *.basedomain.com
RETY,
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« SHAL® MD5 DNy a7 IV X Lid. —BDOTZTH—THR—-FINB T ZIIEAZEDERIC
IF55TF XY, Lih>T. SHA- 256 i"RIBEEEL LTHEEIATVET,

%& Citrix Director 7 517> ML —MIRAEEA VX L=ILTE Ty a>OI vy RIZIIST. ALLYR
FUNR—ZDIAEBR b7 EFERT B0, IS 7-1% Microsoft EIJ> YV —JL (MMC) DFFBERF v I >
ZERLTIL—FEAZEZ A VA =L TI£Y, EFAMEN SHBEZIE LS. ISOY—N—iIAZEV
—REBUEBLET, COREICKD. BENICHERBEENC VR—bINET, £k, Microsoft B>y —
IWOMBAER ;Y T Y THAEERTL T H—N—ICT YR b—ILTBZTHTEFET, Internet Explorer &
Google Chrome (&, T7 4L T ARL—FT A VIV ATLIZA YA =ILEINTVSHPEEZ 1V R— L E
¥, Mozilla Firefox ®#%&. ;IAEYR—2v—0 [REFEEAE] 27 TIL— bk SSLEBAE R 1 >V R— b~ 931
ERHDFT,

& LiNUXVDA F —N—ICH —N—dFAZE L ZDF—% 1> X b=)LF 3 H—/N—:FBAEI(C shadowingcert 1.
F—7 71 )LiC Tshadowingkey”] ¥ ZrizigE L £9 (* . shadowingcert.pem % shadowingkey.key ®
EOBWREBRBIEETRT)o Y—N—MBAZEr -7 71/L%. /XX [etc/xdl/shadowingssl DTFICE =, #|
PRAT S OIERTETNICREL X T, BIES>LBRIPNIZEAT S L. Linux VDA IZFEDIEAZER*F— T 7 1)L%
RBoF3ZehTER<AHD, Citrix Director@EGICKERTZZcHHD £7,

AR

Citrix Directorps4—4vhk0tysarvuRBoF, [Ey 3Vl £a—T [y RY] 29Uy
LT, ¥ RIDER%Z Linux VDA ICEELE T,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EGHAIBk N3 e, ICAEYy>a>yoS147> bk (Citrix DirectoroSa 7Y hTIdHRW) ICHEZEX Y
T—UHRRIN, By avES Y RIUTRIHFANRI—H—IIROSNET,

/\\ Allow an administrator to shadow this session?

@

aA—H—H UFW] 290w o33 ICAEy>arvhovy RSN TVWRZEERT Vs ROUNRCitrix
DirectorflICRIZ %9,

ERAAEICDOWVWTELIE, Citrix Director O R a2 X > FEBBLTLLIET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
v ROIZ2WTE. Citrix iBLWHBRZEEDEVEE A,

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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« BEEBENCitrix Director®s [YvRI] 20Uv 093, Ey>arvasvy RUT3Ha20
—H—IIRDIERA Y E—IHRERINET, Ty ara1—H—HPHFAE5ILBEICOH. Zyviay
ZEOVYRIUTEIET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e 1oty avid. 1 A\OBBELIIDN Y RITEIET, Iexid, Evda EBBEANS Y RIULT
WBIBEIC. BEEBMN Y RUEBREZERETZI . A—F— DA ZIET 3O OERNI—F—F /N
ACBERTINET, I—H—DPEETR . EEEADOD v RUEGRIXELEN, BIEBEEBICWHLTHL
WO v RUEGHBRINE T, HI3BEEIRALELY S avVIcHLTRHOY vy RUBRZXETDI . £
LW v RUEBGRIZBETEIEY,

o Lyl vV RUEMFEATBICIE. Citrix Director 7.16 LIEZ A VA R—ILLTLESI L,

o« Citrix Directoro34 7> hid IP7RLXTIZ%< FQDN =B L T, #—4"w k® Linux VDA
Y—N—IEHELET, LIeA>T. . Citrix Directors 547> ki, Linux VDA % —/N—d FQDN
ZRRTIBRENHD X7,

cZINWNa—FTa>T

Ty arOsv RIOUBKKRLEESIE. Citrix DirectorS+4 7> k& Linux VDA OEATT/NY I %
ETLET,

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42
7 ShadowLinuxSession APl Q5Z%# BB L £, I—H—1EREZNE T 3 HOBBHARRIINTHELGH
i IhisWEEIE. VDA @ FQDN 2F& T ping LT, Citrix Directors FQDN #fRTI 3 L &k
RBLET, Wss://EHGTHELNRELILBEIE. MAZERBLTLLEIL,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
x9:

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig="/etc/xd1l/log4j.xml"

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHREIPICTS—DRELEBEIE. ROBEERITLTLLIEIV:

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

BERRY—EXT—FEY

February 3, 2023

BIRT—EXT—EVIE. EENICAF vy ERTLTCEEAY—EXZERLET, fisdestdsde. 7—E>
EH—EX 7O zBEFHFLIFELEL. VY —XZBRTIEHDICTOLIDEDZIV—-2TF Y TLET, 1%
Hanrflshs/var/log/xdl/ms.log 7 7 1 LICEEEBINE T,

1B

VDA ZEEET L. BERY—EXT—EVHEFNICERL FT,

CDikEEld. EEEEMRZFERL T, Jopt/Citrix/VDA/sbin (- #% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LA FERAL THERTEZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHTZICIF. ROAT Y RER
TLTERY—EXT—E>zBEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->
« scanningpolicy.conf

COBHET 71T BRY—EXT—EVZEMILEEMCLEY, Y—EXARBHARZREL. KR
TN eBET I N ShZIRELE T,
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MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (¥fu: #. F7 /)L ME: 20. H/IME: 5)

AutoRepair: true/false (57 =)L &l true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bHTRTESIE. 774
FTIZ4 DOERWEY—EXDHD XY,

ERY—EXZEETBICIF. UTOT7r—IILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (O XBIXTAHICTRIEIETET A, . REIC—HBITIHBELRHD &
ERY)

- Operation: 1/2/4/8 (1=fIsM'RHTNB Y —EXEFLELET, 2=l EEIN D 8 —
EXZRFETLET, 4= —EXZBEFHLEI, 8=Xorg 7O XDEDZHEHEL ET,)

- DBRecord: false

« whitelist.conf
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rulesets.conf 7 7 7 JL THEE L BB R Y —E . whitelist.conf 7 7 1L THERTIHEND
DExd, K714 )X MMEHIZ. EXa2) T QA AV TaIILEZ—2BDET,

RTA4 FUXEEBRT 3IC1E. whitelist.conf 771 LIC7OEXRBOHEEDHET (RRI—HIT 34
BAHDET), fle LT UTFDRIU—2 3y bEBBLTLIEIL,

ctxvda.ctxhdx&s Ltv'ctxpolicydtr—ERX%{EILT 5HilC.service ctxmonitorservice
Stopav Y RERTLTERY —EXF—EVEEIELET. ChERTLAVES. BRY—ERF—F
ViEEIELis—E X EBiieg L £7,

Y—lra—F1 T

May 15, 2023

tyraryr—42oBRa1—-T0)T+«

Z LinuxVDADt v 3 >oF—20RBREICERATES1—FT0 )7+ (ctxsdcutil) pMEMENhEd, VDAT
RARINTLEZITRTOEY S IVPHEDEY I VIIDVWTARDT—2%Bad5ICiE. /opt/Citrix
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/VDA/bin/ctxsdcutil -q <all | SessionID> [-c]avYRERITLET, sl#[-clid 1
BWESICT—2EBRITEICEEBKLET,

s Ty a Y ANHIHEHEIE
o vl arHAHEEIE
s tyiarvHhEE

o JERE - R

o TE1ERSE

+ ThinWire t /751418
o A—T o AHATEEIE
o TV rE—HAEEE
o RSATANNHEIE

o RS THOEHEEIR

xdlcollect Bash X2 1) 7

OJoREICERIN3xdlcollect Bash X2 U ZF rik Linux VDAY 7 U = 7IC&E& S 1. [opt/C-
itrix/VDA/bin ICEEE SN ¥, Linux VDA% 1> X k—JLL %, bash /opt/C'|tr'|x/VDA/b'| n/
xdlcollect.shav>Y rERFTLTOJZRETETET, OJNENRT TR . EEShOT T 71
DNRIVTRERL 7 NA—ICERShET, EFEShzOY 7 7 L% Citrix Insight Services (CIS) i
Ty IO—REZ3NESH%E. xdlcollect Bash RV FHAERLTLK 3 ehHD ET, AELEBAE.
xdlcollectid7y7O—RrhwT Liz&ICupload_ID # &L £J, Pv7O—RLTH. EEINOTT 7
TIEO—ALI S U SHBRETNERA. o2 —%—Id. upload_ID ZEALTCISICHZOT T 7TILICT
JEATEET,

XDPing

Linux XDPing vV —JLIZaAX Y RS> 7 FUr—> 3> T, Linux VDARETO—RANABEROMEEF T v
793702 =BEULET,

Linux XDPing v —)Lid. X7 L LT 150 2BZ 3MEADTR M EETLET. CNHDTI I AFRD
LOICHEINFT !

o LiInuxVDA O X T LABHABIZINTVWEIHESH 2RI S

e LINUXTA XMV E2—Y3>vEETIIUBERZHAILTERRT S

o Linux h—x)LOERMZHRT S

o Linux VDA OEMEICEEE S5 X 208D HZBEMO Linux T« AU Ea—>a > OREE#RET 3
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+ Security-Enhanced Linux (SELinux) ®E&— R B4 ERERT 3

e XY MT—UAYE—TTAREHIIL. XY bT—UREEERT D

¢ APL—=2DON—TFT1 2 a RBERTRBRT « AVBEEZHETS

e IVVDRAME RXAVEDEREHERT S

+ DNS#pizmR L. BRT A bZ2R1TI3

s BRBEBBINAN-NAHY—ZHEL. RETSVOBHRZHEL XTI, YR— R

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o BZREEEABL. ®v b7 —JORZIEEEIEEEL TLWE I 2 BT 3

+ PostgreSQL 4 —E XD BN EINEIEL TV S D\ 2RI S

e TJF7ATIA—IIDEMIH>TVT, BELRR—FDPHVWTVWEI L ZHERT S

» Kerberos =R L. BT MERITTS

o JI—TRVI—H—ERIT>I >0 LDAP RFIRIEZ RT3

« Active Directory BEHEEL< Y b7y P3N, MEDIY VDR R XA VIZBIML TVWRHE S Hh &S
LEd, HR— R

Samba Winbind

Dell Quest Authentication Services
Centrify DirectControl

SSSD

« Active Directory A® Linux > Ea—42—F47J 1V FrOBEELZHET S

+ Pluggable Authentication Module (PAM) #m%=mE:Rd 5

e ATHYTONE—2%HRT S

o LinuX VDA IZREBHRNY T —ISHA VI M=ILINTWELERERT S

o LINUXVDANRY T =% BEL. 1 VXA M—ILOEEHZHRBT S

« PostgreSQL LY X hUF—ER—-XDBEM =TT S

o Linux VDA 4 —E XD EICHER S NEEL TV I D &R T S

* VDA S LU HDX 1B OB S = #BT 2

o BAFEADE Delivery Controller # 7O0—7 LT, 7A—A—4—EXHEEAHE. 1RETRET. HEMED
HBZTAMLFT,

« Y>> Delivery Controller 7 7 —LAICERINTWEI I ERRBT 3

o TUOT T ERIFUMISNI-ZE HDX v 3 > OREERERT S

e Linux VDABIED IS — ¢ EHIZOWTAI 7 7ML Z2XF v 2§D

s Xorg DN—=2 a3 VB BYIHZHRT B

Linux XDPing v —/L DA
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=

ctxsetup.sh #%£f7LCH. XDPing i1 > X ~k—/LENFtH A, sudo Jfopt/Citrix/VDA/bin/

xdpingzx®R1TLTXDPing 21 > A +—ILTE £,

DAY > RTlE. XDPing I E % Python3 REBIBEHERINE T, TDOY > R T Python 3 (k38

BOERICKM L 7=HBE(3. TPython 3 RBIRIEDIER) OFIBICHE > TFETIER L T ZT L,

Pip Y —IILDERABICKETZHUEMDDH S SSLELHTS—ICHLTBICIE. ROBEEFEHRR
% [etc/pip.conf 7 77 JLICIBINT 3 Z e E#RET LT AT L

[global]

trusted-host =

pypi.org

files.pythonhosted.org

~

XDPing iZid. OX Y RS TLhSRFENBXxdApingt WS BFOB—DE(TAEET 71 LHHELTUET,

ARV RSA2F T2 arvERRTBICE. —hF T2 a>vezFERALET:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

TAMDREBRAA—bERITTBICIE. AXYRSA>F T a0 ARLTXApingZERTLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

Linux VDA Xy —S% A YR =)L T ZRIICEREERR T 51C1E. pre-flightFRb2RITLET:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

BZIT X k% Kerberos 7 X bR Y. BEDTAMATFIVDHERTIBICIE. ~TH T avE=FERLET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

ED XenDesktop O> FO—-5—%27O—-T 9 3I2id:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

HA%  LUTFid. Kerberos ¥ X b &R{TLIBEEDEAFITY:
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

Foto rEY D

February 14,2023

SOt arTRH MTOREYZICDOWTEHBALET:
« HTML5 @i+ Citrix Workspace 7 71 o 7R—
+ Python 3 RIBIRIE D ER
« NIS @ Active Directory £ o#i&
« |Pv6

LDAPS

« Xauthority

HTMLS (7 Citrix Workspace 77U 4R — k

February 3, 2023

HTML5 @47 Citrix Workspace 7 7V %R L T, ¥ 54 7> k% Citrix Gateway (234t 9 % Z £ &< Linux &
B7TVELUTFRY by FICHBEGRTE £9, HTMLS @is Citrix Workspace 7 7 Ic oW TaE L < 1. Citrix
RFaxX>Y FEERLTIIET W,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 250


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/support-citrix-workspace-app-for-html5.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/create-a-python3-virtual-environment.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/integrate-nis-with-active-directory.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/ipv6.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/ldaps.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/xauthority.html
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-html5.html
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-html5.html

Linux Virtual Delivery Agent 2212

COHEEZBMICT S
COWEEIZT 7 )L b TIREMICAE>TVWET, BHMICTBICIE. ROFIEEZETLET:
1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 77U HB#ICL 7,
FMEAFIEIC DL TIEZ. Knowledge Center 525 CTX208163DFIE 1 #B8BL T ET L,
2. WebSocket ##izBMICL &9,
a) Citrix Studio ©. WebSockets 45K > —% [#HA] ICRELE T,

D WebSocket R —%8BETBZHTEET, WebSocket KUY —DmeB—BICDWVWT
&, TWebSocket dR1) > —zEl #BBLTLIEIL,

b) VDA Tctxvdatt—E R, ctxhdx#—EXDIEICEREH L TREEBMLET,

c) VDA THRD I > RERITLT. WebSocket U RF—HEELTVWBIHESHERERL 7,
netstat -an | grep 8008
WebSocket U 2+—h'EfEL TV EHBE. IV FHARRDELSICHRD ET:

tcp © @ :::8008 :::%x LISTEN

F: ¥ a277% WebSocket #6507 dIC TLSBESKEEMICTZ b TEET, TLSESKEEMICT
BHEICOVWTIR, TTLSIC& 32— -ty avofFE] #8BLTIIETL,

Python 3 {RABIBIE DIER

November 27, 2023

Yy bT—=UICEHELTVWBHBEIE. sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav > k%#R{TL T Python 3{RAEBEEZ R TI £ 9, 72/2L. IYVER
T Python 3 fREBIBIEZER TEIRWVEEIE. Ry P T—JICERLTVWAS THFHTHERTI X T, CORLET
i Ry U= 2 Python 3 (RABIRIEZ1ERN T 2 e D DRMHREHE FIBICDOWTH LSSHHBAL £ T,

Al A1

« Jopt/Citrix/VDA/sbin/ctxpython3F« L2 hUILF7oERT 3IC1E. BEEERILET

ED
o« Python3nNysr—S0RA—ILT 71 ILBRETY, K1 —IL7 7 I)Lidhttps://pypi.org/h54o >0
- "\\_Cg ij-o
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Python 3 {RABIRIEDERL

ROFIEERITL T, Python 3 {RIEBERER L £7:

1. Python3 o#&&EEHEEZ VX b—ILLET,
Amazon Linux 2 0ig4:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL 5 &£ U Rocky Linux 084

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy-->

p= N
—BOKEFEEFRZA VA= TIEDICIE. BEDURI NI OEMUIURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server

-optional-rpmsIv > r%#xR4TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> REXRTLET,

Debian. Ubuntu 04

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

SUSE 0ig4&:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. Python 3 {RABIRIBZERRL £,
pE
Pip Y —ILDERBFICKET ZAREMDH S SSLEBHT S —ICHLT 3ICI1E. ROBEEEHRR b
% [etc/pip.conf 7 7 1 JLICIBINT 5 C e &2 e L T 2T

[global]
trusted-host =

pypi.org
files.pythonhosted.org

Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu 0ig4:
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sudo python3 -m venv /opt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE g4
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo ln -s /Jusr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. LDAPS ofk#FBFEZ 1> XA b —ILL&E T,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 1ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4. XDPing 0fkFEHE VR —ILLET,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install ~upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install asnlcrypto==1.5.1
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi==1.7.3 |dap3==2.9.1 neti-
faces==0.11.0 packaging==21.3 pg8000==1.26.0 psutil==5.9.0 pyasn1==0.4.8 pycparser==2.21
pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /opt/Citrix/VDA/sbin/ctxpython3/packages
*.whl

NIS @ Active Directory ¥ O#i&

February 3, 2023

ZDEYITIE SSSD #EAL T, NIS % Linux VDA @ Windows Active Directory (AD) #&9 37341
DWTEHAL ¥, Linux VDA I%. Citrix Virtual Apps and Desktops @ > R—x%> b BASTNET, TDE
& Linux VDA i&. Windows AD IRIBICEEZICE T DVWTWVET,
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AD RO DICNISZ UID & GID 7ANAHZ— LTERAY 3ICIF ADENIST2A—H—-BENXT—FD
HAEDEDTHT Y MEREZE—ICTBBENHD 9,

pE

NIS =R L7EHED. BEEE AD H—N—IC&DiThNnFEzd, NISHIFHR—brIhEzEA. NISEUID &
SUGID 7ana 44— LTERT 3HEE. Windows H—N—h 50 POSIX BEIZERINEE Ao
(7

Zhid. Linux VDA 2RI 2 AEL LTELEINTVLWS ). HEDI—XT—ATOHERLTLES
Lo RHEL/CentOS ¥« X b U E 2—> a3 >DiB&lk. TAmazon Linux 2. CentOS. RHEL. & & U Rocky
Linux A® Linux VDA OF &1 > X b—)L; OFIBICREWVWE T, Ubuntu 74 A bUE2—> 3> 0BEE
i&. TUbuntu A® Linux VDA OF#)1 > X k=)L) OFIEICRWVET,

SSSD x13d?

SSSD id> RF LF—FE>TT. SSSD DELMEEIF. S AT LICF vy v oA 7510 R— b ERHETIHE
JL—L7—0%BLT UE—MUYV—XROBRSLUVRBIADOT7 I/ LA Z2RMHTZ LT, PAMP NSS EP 2
—ILZRELTED, BRMNIZIED-BUSR—IDA>Z—T 214 AHHR— LT BRI —BRICHIET S
FETY, Fleo O—ANA—F—THI Y FHERI—F—BREFREIT I LOHOBN T —EIR—IAZRHELF
ED

NIS ¥ AD 05t &

NIS & AD Z#& 9 3ICI1d. ROFIEZZETLET:

FIE1: Linux VDA% NIS 757> kX LTEBM

NISOSAT7> bZBRLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS RXA>ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—r o517 D IP 7RL X% [etc/hosts ICiBIML £7:
{ NIS server IP address } server.nis.domain nis.domain

authconfigT NISZ##L £7:
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sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (. NIS #—/\—®D K X1 > & T, server.nis.domain (£, NISH—N—DHRX ~ZTHO. NIS
F—N—DIP7RLRICHTEET,
NISOH—EXZRELFT:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIBEAELWC & 2B L T !

ypwhich
<!--NeedCopy-->

NISH=—NR=DS5T7ATV Y MERIMERATIB L zHBLEY !

getent passwd nisaccount
<!--NeedCopy-->

E:

nisaccount (Z. NISH—N—DEBDONIS 7HT> +TF, UID. GID. F—LTF«s LT U, B&LTUOY
AV ITIDELLEETNTVWA I ZERLED,

FIE2: RX1>ic8ML. Samba %# B L THX b keytab % /Em
SSSD Tld. KX BN RF7 LD keytab 7 7 1 LOEIRICEAT S AD DU 540 7> MMERENRHINTLE
Ao COWBELTEIRTRICIIRDESBIEENHD £7:

« adcli

« realmd
e Winbind
« Samba

CDEITarTiE Sambalc k37 7O—FICDOWTOHIRHRAL £§, realmdicoWVWTiE. RHEL F7:1&
CentOS DRYA—DRFa XV hEBRBLTLEETW, SSSD ##R T 380lc. UTOFIBICRS BELHD F
ER

KXo >icsiml. Samba ZEAL THER ~d keytab #{EE T 5:

Linux 2204 7> T, BHICERINET7 71 ILEERBLET:

+ Jetc/krb5.conf
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+ Jetc/samba/smb.conf:

Samba & U Kerberos SBiERICY Y V%R L £7:

sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

C CT. REALM i3AX=FD Kerberos $8i5& <. domain (K X1 >® NetBIOS&TY,
KDCH—N—E&L04EEEZ%Z DNSR—XTERBTI2MBELH 255E. RD 2 D2OF S a>rzagpRo <Y RIC
BMLET:

-—enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf WL T, [Global]l o> g kDT> U EBMLET, =720 BIMT 3D
authconfig vV—ILic&>TER TN/ > a > DHTT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA IZBMT 3ICIE. RXCAYOAY FO—S5—ICEETEZ . OAYEa—42—%RXTVICE
M3 3tERZ/FOAD I —HF—THhT Y FHBRETY:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iZ T, user i3> a—4—% RXAVICEBMT31EREZFORXr>Y1—H
—'("3'0

Fg3: SSSD oty b7 v

SSSD oty b7y Fid. UTFOFIETHERINTWET:

o Linux 317> b viZ sssd-ad Ny r—I B KU sssd-proxy N —2J2 1A —=ILLET,
s IFEIFERTFAIILICHLTEROZEEZTVET (sssd.conf 4 X),
« sssd f—EX%ERBLET,

[etc/sssd[sssd.conf sssd.conf DFREDH (BBICHU TEBMOBREETSI AN TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true
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re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com & server.ad.example.com =359 2ETEIF ]I £7, 5L <. sssd-ad(5) - Linux
man pagel] ZERL TSIV,

T71IVDFRBEES KUV T7 7t X1EE% sssd.conf TRELFT:

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FlE 4: NSS/PAM D#ER

RHEL/CentOS:

authconfig % /A L T SSSD #&%i1C L 9, oddjob-mkhomedir #1 > X +b—JLLT. TOKR—LTsL
7 R OYEREEEN SELINUX ICXHISL TWA e #RBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 257


http://linux.die.net/man/5/sssd-ad
http://linux.die.net/man/5/sssd-ad

Linux Virtual Delivery Agent 2212

B>k

Linux VDA R E%1T5 & Fid. SSSD TIL LInuXVDA 75147 > FDEFRIRBREN BV ZEELE T,
ctxsetup.sh X7 ) 7 - TOZDOMOERAZL LTE. T 74 MEZEFERLET,

FIES5: Kerberos &m0z

Linux VDA TERTE 5 & 512 Kerberos AIELK BRINTWE e 2RI 3ICIE. KOOIV RICED. ¥
27 LD keytab 7 7 1 LHMEREH T keytab 7 7 1 LICEHRF —HEENTVI L EHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEEERI—rOIEFIEFREHFEDOFICH L TERATES2F—D—EHERT
TNZx 9, Kerberos @ kinit v REETL. CSDOF—%FEALT. IOV RXr>yaybO—-5—ICx¢
LCEREL 9

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

ROVEBEEHBIRIANFTTIEETZHRELRHD LT, RILES (O) 1d. STIICLBZBSMIEMSLOHICNY Y
25wa () TIRT—TTB3HRERHDFT, BEICK > Tk, DNS KX >&H Kerberos $BlH& r E4 b
F9, LiH>T. HPEHEEEALEYS. COOATYRDPRINT R L. HAORKRTINEEA.

ROARY RZFERALT IV TFADY MO TCT Fry b F vy oot Ce ZHABLET:

sudo klist -ke
<!--NeedCopy-->

FlE6: 21— —RAL DTSR
getent <YV RZFEALT. OV FVEANMYR—EINTVE . BLUNSSHIEERT IS HZ2HRL £
ER

sudo getent passwd DOMAIN\username

<!--NeedCopy-->
DOMAIN NS X—Z— 3R WERD XA VB TY, AloOJF Y EAPKELRBEIE. £9 getent JT VK%
fERLTHEBLEY,

HR—bIThTW3O0F VERITRDED TY .

o AL AR)LOTF V% DOMAIN\username
« UPN: username@domain.com
* NetBIOS H#7 1w o X2 username@DOMAIN
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SSSD PAM E2a—ILAELK BTN TWVWE CE 2B T BICIE. RAM>YaA—H—T7HU > b=EAL T Linux
VDAICAZFA>YLET, UREIERAA > I =T hIO Y MIFERAINhTLWEHATL .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROOAR Y RICE > TREI N UID ICXET % Kerberos ERREHRT v v a7 7M1 ILAMER SN e =R L
x99

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI E 2EEL £
ER

klist
<!--NeedCopy-->

IPv6

February 3, 2023

Linux VDA Ti&. Citrix Virtual Apps and Desktops I IPv6 #fERETE £9, COWMEEZFERT I IIE. XD
RICEEL T RE LW

e TaTLREYIIRIFET, IPV6 HEATRICEMICA > TULARWSE, IPV4BMERTIhE T,
« IPVAERIET IPv6 ZB#MICT 3. Linux VDA I3t8EL £ A,

BHE:

o LINuXVDA 213 TldHA <. =y FT—JRIELED IPV6 THIBELHD £,
+ Centrify TIZE 27 IPV6 £ 7R— L TULEE A

LinuxVDA%Z1 > X b—JILLTWBBE. IPv6 D8RRy b7y TERIIIBEHD £H Ao

Linux VDA T IPv6 =7 3

Linux VDA Oz ZE T 5511, LFTIPV6 =2y hT—2 T LINUX RET S VHMEEL TOWeh 2 BRI 2HE
DNHDFT, IPv6 DEREICEET 22 DDLU F—HHBDET:
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (Z58E L T, Linux VDA TIPv6 #B#ICL £9:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IOy b7 —0 1> 2—T7 214 A0 H 3 H4E. ControllerRegistrationlPv6Netmask ©
Linux VDA OBRICERAT 2Ry hT—J 1Y F—TJ 1 RZIBETIET!:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

{IPv6 netmask} #=[EDx v k<X ¥ (2000::/64 72¥) ICESIHMIET,

Citrix Virtual Apps and Desktops T IPv6 BRIICDWTEEL < I&. TIPv4/IPv6 support) 28RBL TS
Lo

N PIEES R

BARD IPv6 % b —0BIEZF v LTH S, pingb ZERAL TAD & U Delivery Controller iZiETE
ZhEERLET,

LDAPS

February 3, 2023

LDAPS i%. LDAP@&{EH' TLS/SSL Z AL TBESHKINE S rY A b T LI MU 7R 7OMIIL
(LDAP) o&&£HN—23> T,

TIAILNET 9347 b —N=TTFU5—> 3 E0 LDAP BEIFESHKINTWVWEE A, LDAPS T,
Linux VDA 8 & U LDAP #—N—f® LDAP o TV AV TV Y ERETE £ 9,

R® Linux VDA J>R—x> bd. LDAPS & o®#FBGENH D 7!

« JO—A—IT—Y x>k Delivery Controller iZ Linux VDA % &%
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o R —H—EX: R —:HH
LIFiZ. LDAPS OBRICHKETT !

« Active Directory (AD) /LDAP % —/\—T LDAPS =& &t
e USATVNTHERTBZIL—FCAEIIREKR—F

Linux VDA << > T LDAPS B3k £ - IdEM L

e U—RN—=F14 DT>y b7 +—LTLDAPS DOHERL

SSSD DR

Winbind 05§

Centrify o

Quest DR

7
ROAYY RZETLT. LDAP H—N—DERVA VI ERETETET, 774/ MEF 159 T, Dl
EDH L0 RICHRETBDLSICLTLIET L,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS OBt

Microsoft sERBH#4RS (CA) F7z133E Microsoft CA @ 5 5hvh SEI AR DHEEE% 1 > X —JLL T, SSL&
fBad LDAP (LDAPS) #B%ICTE %9,

[ N

LDAPS 3. FXr>a>bO—5—T2HDI—FCAZA YR +—ILT D L. BENICEMCAD £,

GEBAEZ 1 > X b—JL L T. LDAPS ##4iz BB 9 5 AAICDWTHEH L <& THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

HEFRBI DB ICEHMDEDL H3HE. R XY ~O—5—T LDAPS SREE 0@ )4 EFRE = BEMICEIE TS
EtA

BHOHPBHEAOKEZFRAL TR Xr>d> bO—>—T LDAPS ZB#MICT B HEICDWTEH L < IE. TLDAP
over SSL (LDAPS) Certificate; #8BL T3 L,

75472 bTHEAY B/ hEEBE (CA) oBMk

U347 2 b3 LDAP H—N—-p539 % CA DIEEAEZ RT3 HENHD T, 7517 > @ LDAPS 3L
ZEMICTBICIE. IL— b CARERREZERFADF—X M TICA YV R—bLET,
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L=k CAZIVRR— T BHEICDOVTEL <& Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA Y3 > T LDAPS =&k f- I3 Exhik

Linux VDA T LDAPS # &% £ 7 I3EMICT B ICIE. (BEExLTOJAYLT) XAODRIU T+ %ERITLET:
COOAXY ROBXICIFRNEENET:
o FEESMNTIL— b CAREREET SSL/TLS 28T LDAP #8%icL £ 9

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

o SSL/TLSBHBTLDAP Fv RINA> T4 > JZBMLET:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

A

FYRINATa 27D — b~ CAGERAE IR, PEMEXTH2RENH D £9, LDAPS zHB#ICL
TH Python 3{RIBIEAER ICER I NARWVEEIE. TPython 3 {REBIRIBOIERI OFIEICIE>TF
TR L TS L,

Pip Y —ILOFERBICKETDIAREM D H S SSLIEHRT S — SN T 2 ICId. ROBEEEFHERZ b
% [etc/pip.conf 7 71 JLICIBIIT 2 Z e EReT LT AT L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

o SSL/TLS #ERETICLDAPICT7 x—ILINw I LE T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS £B® Java ¥ — X 7. [etc/xdl/.keystore ICH D £9, HEEZITZL I M) F—ICIE. AHE
FNnFExd:

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS

HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 262


https://support.microsoft.com/ja-jp/kb/555252
https://support.microsoft.com/ja-jp/kb/555252
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/administration/others/create-a-python3-virtual-environment.html

Linux Virtual Delivery Agent 2212

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1DTF 5w ;b7 x+—LTLDAPS DIEH

LinuxVDA QY R—2Y FMCIIZ T . VDAD I £ T EFA Y —RN—FTr DY 7 rUz7aAVKR—FR > L Tlk. SSSD.
Winbind. Centrify. Quest L dtFa1 7+« TREINT LDAP ARELBELHD T, UTOEI>a>
Tl&. LDAPS. STARTTLS £7z1& SASL (BR>—I) IC&3tFa) 7T+ THREIN LDAP =88R T 3 5%
ICDWTEHBAL £ 9
[
NEIRTOYV I LTIz 7aAVR—22FT. SSLAR—F 636 2EFAL. EFXa2) T4 THREINT=- LDAP
ICTBZEDEBELLDITTIEHD £HA. F/-. IZALDHZE. LDAPS (R— bk 636 TD SSL ZHD
LDAP) (37R— bt 389 @ STARTTLS ¢ H£ETIT FH Ao

SSSD

A7a>Teic. R—b 636 £7zldR— 389 DtzFal) 7+ THREINS SSSDLDAP b3 71w U ERER L
79, s¥L <IF. SSSD LDAP Linux ® man R—=JZBBLTLIZT W,

Winbind

Winbind LDAP 2 T ix. ADS XV v REFBEL 9, Winbind I&. R— k 389 T StartTLS XV v RO &EHR
—FLTWVWET, FEEZZITZHEMT 71 I)LI%. [etc/samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DIiFE) F7:1% [etc/ldap/ldap.conf (Ubuntu Dig8) TH. 77 1IILERDESICEELET:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

Flo. E¥a )T TIRESINT- LDAP 1&. SASL GSSAPI (BEE LU —IL) THERTE TN, TLS/SSL v #
FTBRILIFTIEHA. SASLEESHKEFERAT 3ICIE. smb.conf R E=TEL £

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify TigR— 636 @ LDAPS ZHR— LTV EH A, —A. R—F 389 LOtF a7 TREINIE
SHIFRELTVET, #L <UL Centrify 1 FEBRBLTL LT W,

Quest

Quest FBEETF —ERIFAR—+ 636 @ LDAPS ZHR—r LEHEAD BDAETR—F 389 o+l 7+ TRE
ThIcEShERHBLET,

cSTNDa—FTa>d
COWEEZFERITZE. UTOMENKESTZEHHD XY

* LDAPS —EXDETAME

AD/LDAP # —/\— LDAPS S h AR T 5 C L 2 MBLET. T 7 4L R T COK— M 636
TY.

+ LDAPS 2 HE#IC9 3 £ Linux VDA OEBFEHEKT S

LDAP = N—tR—brHRELKBRINTVWB e 2B LEY. =MICIL—~ CAGEAEZF T v I L T,
AD/LDAP #—N—t—H9 3 zHRL £ 7,

o BROTLPRNUEE

LDAPS BEEnD +—%3:%> T enable_ldaps.sh #ERE FICEH L TLES . LDAPS VK-> D
KRFEFRZIBASAREDNHD T,

« LDAP 57« v Zid. Wireshark »znfthoxy hT -8 Y —ILH 5 SSLITLS TESHKINFEA

T 74 bTIE LDAPS IFEMICAR > TWE T, TN EME 9 321k, Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS 57« wZid. Linux VDA OERP T IL—TR) > —DHEETSBRICEELE T,
« AD #f—/\—T LDP ##t%= %217 L T LDAPS ORAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BEL %9,
« Jopt/Citrix/VDA/sbin/enable_ldaps.sh X7 U 7+ %#R{TLT/L— ~ CAHBEEZE % 1 VR— R TR

CAGERRZD 7 NRZBEL T, IL—F CAFEREOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, TR— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D OBENRE L5513, Base6d THSHKINT- PEMEROFERZ HEIHLF T,
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+ JL— I CA:EEAZE % Keytool —E(CRRTEAL

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#%={TL CTLDAPS #EMICT 3 . EHE
H/etc/xdl/ keystore (1 VR— b I, F—XA TR RETZINAT—RPAREINE T, NXRT—R%
SNrmEEld. A9V T 2BERTLTHLVLWEF—I M7 ZERLE T,

Xauthority

February 3, 2023

Linux VDA (3. 352801 E— MEIEIT X11 7« X 7L 118 (xtermgvimz&y) 2 FERAYT3BEE Y R—
FLTWET, CDipelx. XClient & XServer Dt +a ) 5« TIRESNICBEEHRERT I DICBREREF
VT4 XD LERELET,

COtEFa) 7T TRESNICBEOERZRET BICIE. UTD 2 O20HELHD KT

« Xhost, 7 xJL bTld. Xhost x> RizO—AJLRR k XClient & XServer D@EDHEZHA L £ 7,
IJE—k XClient ® XServer \OT7 7z X%ZHFA T3, HEDIYS Y THEREZMNEY 3781 Xhost O<
Y RARTINZBELRHD £7, H3Wd. xhost + % ERH L T XClient iZ XServer NQEHZHFA T3
CEHTETFY,

+ Xauthority, .XauthorityZ7/ILid. E1—HY—DKR—LFsL I VICHDET, COT 7L
I&. XServer OzBEEDFRIC xauth HEA T 3 Cookie ICEBIBRERET D OICERINE T, XServer
1YREAVR (Xorg) HEEITNB LIS FHEDT + A FL A ADEHZ RS 5 7-0I12 D Cookie HE
ATh&Ed,

1RE

Xorg highachad . .XauthorityZrzqIiLidXorgilESh&Ed, 0. XauthorityZ 7ILICIdRD
ERNEFNET:

« RTES
« VE—FEXRZFOMINL
« Cookie &5

xauthdv> rREFRALT. COT7MILEBRBTIXT, fi:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->
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XClient 1') £— T Xorg IC#E#T 9 3388, 2 DORIRZFHZ B IBENHD EJ:

» DISPLAY IRIEZ# % ) E— I~ XServer ICREL X7,
+ Xorg T Cookie #S®D 1 2=z&¢T . XauthorityZEELET,

Xauthority O

JE—k X11 ¥« R 7L ABIC Linux VDA £ T Xauthority #E%ICT31C1E. XD 2BEDL X MU X—%1E
MY 2HELRHD X7
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority IcBEMICLTH 5. FRICEBNEER—LT LI MIETYY RT3 T, Xauthority 7
71 JL% XClient ICEL £7:
« .XauthorityZ 7% XClient ICF&TET

ICAtv>arveiEs L%, Linux VDA X XClient @ . Xauthority 7 7rIL2%EmM L. A A > 21—
—DER—LTA LY MICT7AILERELET, 2. XauthorityZ7»r)LEUE—k XClientv> >
IO~ L. DISPLAY & U XAUTHORITY IRIELT#H % RETIF £9, DISPLAYIE. Xauthority >
FAINREFELLERTESTHD. XAUTHORITY I Xauthority ® 7 71 JL/IXXTY, fzr ZiE. &RDO
IYRZERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={

the file path of .Xauthority }

<!--NeedCopy-->
pa
XAUTHORITY BEEHMNERE SN TLWAWEE, ~/ . Xauthority 7 71 ILHF 7 =)L b TEMA
INFET,

o HEFR—LTAL I UEIIY TR LICED . Xauthority 7 7 )L% XClient ICET

BELAAXIE. OJA A —DREEFR—LTA LI IEITINTEZILTY, Linux VDA A ICA &
wavERETAL. QA Y1—H—DER—LTFs LI )T . XauthorityZ 71 ILDMER I &
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T COFR—LT LI UM XClient eHEINBZHEE. 21— —HZ0.Xauthority771ILEF
1T XClient ICEx 3 3 MEIZH D £ A. DISPLAY & &K XAUTHORITY BT #H%EE L BE L.
XServer T GUI B EEIMICRTENE T,

FSINS 2T
Xauthority »#aE L 2VEEIE. RO ST a—F 1 VI FIBICR > TR TV

1. root FHEZIFOBEEBE L LT. $RTO Xorg Cookie ZEMEL £9:

ps aux | grep -i xorg
<!--NeedCopy-->

COIOT Y RIF. BB Xorg IEIN S Xorg 7O R ENFA—F—%EZRRLET, H5 1 D2D/NFKX—
Z—lt. ro.XauthorityZ 7 hERINEZ D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth 7> r%##EAL T, CookiezRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy—-->

2. Xauthavw > REFEHALT. ~/.Xauthoritylic&fh3 Cookie #RRLET, RLRTESDBE.
Fnand Cookie & Xorg & U XClient » . Xauthority 7 71 ILTEIL THIRBENHD 9,

3. Cookie *EILBNUE. UE—FT 1 XTLAR=FHLINUXVDAD IP 7 RLZE AT RY by TORR
ESEFERLT7I/ERATE S EREBLET,

fee zid. XClient v > Tthroav >y RERTLET:

telnet 10.158.11.11 6160
<!--NeedCopy—-->

R— &SI 6000+ REEFESDEFTT,

telnet DRIENKRKRT I L. T7 AT U 4—IHERZTOVITELHBOFT,

=7z
=T\ I:I.I-.E

February 3,2023

SOt arTR MTOREY ZICDOWTEHBALET:

» Azure Active Directory %= #H L 758
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o RTIKRY T I INYA 2 F VeBEE
e JITL—2aVvEEE—EXR

+ SSO LS DEBEE

« AX—kA—F

s ERI—T-ORARELBEY I3 Y

Azure Active Directory %= £/ L 7=:%;

February 14,2023
7

C DkEeld. Azure TR b2 VDA TOAERATE X,

Z—XIZEDWT, Azure iC2 8o Linux VDA #REATE £7:

« Azure AD DS i # VM, VM 4% Azure Active Directory (AAD) R X >H—E X (DS) OEEMR
RXAVIZBMLTVWE T, I—HF—IF R X1 VERBRZFEALTVMICOSF Y LET,

o RXAVESMVYM, VM A AADID H—ERZEEINTHH, 1—H—-Rifz/BELEFT, 21— &
AAD ERgfEIRzFERLTVYMICOIA Y LE T,

AADDS 8&T'AAD ICDWVWTEEL < IF. TBB5DMicrosoft HDaEEZ BB LTIV,

COIETIF. FXIVIESMVDATAAD ID H—EXZBMUE LUEBR T 3HEICDOVWTEHALE Y,

HYR—FINTVWETA AV E2—>a Y

+ Ubuntu 22.04. 20.04. 18.04
+ RHELS8.6. 8.4, 7.9
« SUSE15.3

L <&, Microsoft D= BBL TSIV,

BN D RRE & [Olgd R

Red Hat 8.3 & Uf 7.9 Tl&. AAD 21—+ —3R5Ef#%IC. PAM (Pluggable Authentication Module: 75451~
AIEERFBEES 2 —JL) dpam_loginuid.sobloginuidDREICEKKLET, COREICED. AAD 1
—H—EVDA Ly a VT I ERATERLADET,
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CORMEEEET SICIE. /etc/pam.d/remoteTSession required pam_loginuid.sofT%

IXVETPTRLET, FIELTUTORIU =223y bZSRLTIETL,

#¥PAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password  include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

|¥scssion required pam_loginuid.so

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . So

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

FE1: Azure Portal TF> 7L — MREET Y U EERT B

Tr7L—hMrETIVEER L. AzureCLIZ VM ICA >R b—ILLET,

1. Azure Portal TF> 7L — MRV V% EB L £3. [Review + create] #2Uv o3 3HilC.
agement] %27 T [Login with Azure AD] #:ERL T 7E3 L\,

Home » Create a resource

Create a virtual machine

Basics  Disks  MNetworking  Management  Advanced  Tags  Review + create
Configure monitoring and management aptions for your Vil

Arure Security Center

Azure Security Center provides unified security management and achanced threat protection across hybrid cloud worklaads.
Learn mere o

@ Your subseription i protected by Anare Security Center standard plan

Monitaring

Boot disgnostics (®) Erable with managed storage account (recommended)
() Erable with custom storage account
() Disabie

Erable O guest diagnostics (]

Identity
Sysbem assigned managed identity I:l

@ Sistem managed identity must be on to login with Azure AD credentials

Arure AD

) RBAC role assignment of Virtual Madhine Administrator Login or Virmsal Machine
Uitir Loginis feeraineel wha ing Arues AD login. Lajen are ©

W Aure AD login mow uses S5H certifcate-baued authentication You wil reed to use an S5 clent that supports OpenSSH
eenificates Yeu can e Arute CU e Cloud Shell from the Azure Fortal Ltam mose o

Auta-ghutdown

Erable auto-shutdown :I

Backup

Erable batkup a

Guest 05 updates

Patch oechestration opsions gyt ittt w

i Some patch orchestration options are nat available for this image. Learn more

[ seven  ovve— I LTV TR

[Man-
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2. 77l —bMRET>>TAzUreCLI Z VM I/ > X b—=JLLE T,
# L <&, Microsoft Hmz2EE#BRBL TLIET L,

FIE2: 7T L—MREII IV TIRZ—A A= R EE

YA —A X—=#EHET 31215, "TMachine Creation Services (MCS) %{#A L 7= Linux VDA O{ER1 @
FIE3: YAAZ—A A= D%EE] OFIBICR>TLIETI L,

FIE3: 7oTL—MREAIS VZ FXAVFSME—RICRET S

RRAZ—AR=J R LS. ROFIBICE>TVM Z RXAVEBME-—RICKRELEFT:

1. OV RTIAYTIDERDRV) T ERTLET,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. function read_non_domain_joined_info() %8>y T.NonDomainJoinednfEx2
ICEBELET, Fle LT AOOI—RIJOvIEBBLTLIEEL,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${
id_disk_mnt_point }
$9{
ad_info_file_path }
| grep '[TrustIdentity]' | sed 's/\s//g'"

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
4

}

<!--NeedCopy—-->

3. EEZRELEY,
4. TUTL—MREIIVED vy IOV LET,
Flg4: 7>7L—MrEIY>VH S Linux VM ZER T 3

RAXAVIESMT Y TL— MRETS VY OEENTE LS. ROFIRICHE>TVM ZER L EFT:

1. CitrixCloud icr>r> L %9,
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2. CitrixDaaS #4 7 o Uy o LT, [EensEm] BEIVY—IILICTI7ERLET,

3. [¥>¥>Hh%404] . Machine Creation Services B L TF> 7L — MRIET> >H 5 Linux VM %1
BB e%BIRLET, #L <. CitrixDaaS R¥axX> bd TR X+ VIEEMD VDA #8BLTL
el AN

FIE5: LinuxVM (Z AAD 2—H#—T7ho > r2EDHTS

KX EBMYM 2R LS. TNSICAAD 2—H—7hHU Y rEEIDYETET,
AAD 2 —H—=7AU > rZ VMICEID HTBICIE. ROFIRICTEVET:
1. EBET7HIV M E2FERALTVMIZZZERLETD.

2. [Identify] > [System assigned] %7 T. [System Identity] #&%ICL %7,

| Identity

System assigred  User assigned

% Continuous delivery

{ Redresh f Goa feedback?

Operations

5 Auto-shutdown

3. [Access control (IAM)] > [Role assignments] %7 <. [Virtual Machine User Login] 0% R
2F BEIZISCTAAD 2—H—7ho > rZEMLET,

%) | Access control (IAM)
Virtual machine
> Search (Cmd+/) « {- Add | Download role assignments Edit columns () Refresh 27 Got feedback?
K3 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —_—
A Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2% 2000
/¥ Diagnose and solve problems
Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
Name Type Role Scope Condition
& Connect D w P!
£ Disks > Contributor
B size > Owner

© Microsoft Defender for Cloud
\ Virtual Machine User Login
& Advisor recommendations

4 O . User Virtual Machine User Login @ This resource None
Extensions + applications

RXA2IESMVDANDOOT 7>

HBROI Y RI—H—E. EXAVIESIMVDAIC2 DDOFZETAT AV TEET, HABFIBEIIRDEH DT
K
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1. Workspace 7 7V B8 L. AAD I—H—RBENRXAT—REANALTT—IAR=RIIOTF VL &
¥ [Workspace] R—JHEEF £,

2. RXAVEBMT RO by T2HdTNIV Yo LET, [AAD LOGIN] R—=IHERRINET,

ZOR—=TE. VDA TRHRESINTWROJ MY E—F (FNAAROA—RFRIEAAD 7HU Y MR T—R)
IC&>TERLEDET, T74IETIE Linux VDA IE. RO K SICTFNAROI—ROJAVE—REFALT
AAD 1—H—%IIL %9, EBEIF. BBICHLT. OF1VE—REAAD 7HU Y M RXRT—RICEE
TEFT, FIBICOWTHEHLLIFE. UBROEI> 3V EBRL TSI,

3. BEDOERICESVT. ROVWThHIDHEETTRI by Tty avicni4 v LET:

¢ QRI—REXFv LT, I—REAHLET,
« AAD I—H—B L KZAT—REAALET,

AAD 7 AU Y MNZAT—ROJA VE—RADEE

FI7 A4 T LINuXVDAIETNA ZO—REFERALTAAD 22— —%B:EL 9, %L <&, Microsoft ttm
HEEBBLTLESV, OF1YE—RE [AADT7HUY N NZAT—R] ICEET3ICIE. ROFIEEZRTLE
EX

VDA TxD X > RERFTL. AADAcctPwdAuthEnablex—%RDI3T. ZDOEX0OXx00000001IcEE
L£Y,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "Ox00000001" --force

<!--NeedCopy-->

:

Co75EE. Microsoft 7Hw > by £7:13 2 BRBENBHICH > TVWB T AT hTIEER £ A,
ATINRY T2 TS A 27 VR

February 3, 2023

StoreFront X k7ICT7 VR T B cdD1—H—&igiEHR=Z. Linux @iF Citrix Workspace 7 71 & & U Citrix
Receiver for Linux 13.10 ® AuthManager €2 a—JLICAATE 9. ANH%k. 21— —EEBEHREBEANNT
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%<, LinuxREBTRI by Ty avhsRBTRI My IELUVT TV —>avil. 95347V hE
FRLT77ERTEEY,
7
C DaEIE Linux @7 Citrix Workspace 7 71 & & U Citrix Receiver for Linux 13.10 THHR— k3N T
W&,

COWBEZBIMICT BICIE:
1. Linux VDA iZ. Linux [+ Citrix Workspace 7 7 1J & 7zia Citrix Receiver for Linux 13.10 - > X +
—JLLET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix # 7 > O— RR—=IHh5 7SV AE AT O—RL
9,

FIHxIW DA YA R—=ILIXRIE. [Jopt/Citrix/ICAClient/TF. BERZNRIZTIVEA VA L—ILT 35
&. ICAROOT IRIBET#E RIED1 VA =L %EZBBITZLSRELE T,

2. Citrix StoreFront €3>V —ILT. RO X ;7 HTTP EARBEAREBIML £9,

Manage Authentication Methods - two

Select the methods which users will use to authenticate and access resources, 0
Method | Settings
#|  User name and password
[ ] SAML Authentication -

[ | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Seart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [antlcatlcur?l methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP BARMI%HAI T 3ICId. RDF—% AuthManager #57 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (ZBML E9:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273


https://www.citrix.com/downloads/

Linux Virtual Delivery Agent 2212

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROARYVRZRTLT BESNETA LI MU —FEAZZ T YA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. ROOATY RERITLT. COMEZEMICLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0

x00000001"
<!--NeedCopy-->

6. LinuX{REFRI by FEwvsayaERIBLT. Tty a>TLinux @i Citrix Workspace 7 71 &
foi& Citrix Receiver for Linux 13.10 #2#81L £ 9,

Citrix Workspace 77U ¥ TRBIL 2L FIZ. AT THATY COANNEROSNET, LURIE. IBE
BAOISTICEBNICOIA Y LET,

:

AbT7T7H T O HTTPSURL ZABNL £,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wour [T departrment.

https:/J

Cancel Add
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JxT7L—>ay Bt —E X

February 9, 2024

TJx7FL—> g ViRt —E X (FAS) B LT, LinuxVDAICOJ A > 32— —%BEd3 N TI XY,
Linux VDA iZ. FAS O # >##8EIC Windows VDA B L Windows IRiEE=ER L £9, FAS Ao Windows 18
BOBRRICOWTIE, 177 L—> 3 Vi —ER] 28RBLTLIET WV, COLETIE. Linux VDA ICEE®
EBMERzZREHELET,

pE
o Linux VDA iZ. In-session Behavior ;K> —%HR—FLTULEEA,
o Linux VDA IZ. FEVEGEFEARALTFAS Y —N—F—42%XEL 9,

¢ 2206 ') 1J— R LA, ctxsetup.sh W CTX_XDL_FAS_LIST %R L T. Linux VDA {lld FAS R—
FEARFIIAXTEDELSICHDE LT, #LIE ToRAMJE2—2 32D Linux VDA O
A=Y BEFESRL TR,

Linux VDA To FAS D&
RHEL 8 & £ 0¥ Rocky Linux 8 To FAS #7R— h

FAS iZ. RHEL 8 & & Uf Rocky Linux 8 TEElE S 17z pam_krb5 EVa—JLICiRkELFT. WILFEv> 3> 0S
E—RTRMINS RHEL8 5& T Rocky Linux8 ®<¥> > T FAS B9 3 Bald. ROFIBHBETT, >
JItyva> 0S (VD) E— RTREINS RHEL 8 5L T Rocky Linux8 <> >® FAS OF&. ROFIEIX
2FyTLTHEVEEA,

1. &xd Web # +H5 pam_krb5-2.4.8-6 V—2Xd—Rz4o>O—-RLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8 & U Rocky Linux 8 © pam_krb5 Ea— L2 BE LTI VX —ILLET,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.so BMER I NicC e R L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 275


https://docs.citrix.com/ja-jp/federated-authentication-service.html
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html

Linux Virtual Delivery Agent 2212

FAS 4 —N\—DHRE

Linux VDA O3 > X b —)L T FAS 2R T 3 ICI&. ctxinstall.sh F7z1% ctxsetup.sh RT3 FICE
FAS —/N\—® FQDN # AL £9, LinuxVDAIZAD JIL—FR) S —%HR—tLTWAW:=H, Kbt
TOOYTRYSNE FASH—N—D—EBZFERATETET, WTNHLDOT—N—F7 RFLIBEBRINTULIHESIE.
ZDEH% <none> L WS XFHTESH T, H—N—TRLXDIEFFEEL FH A

1Y b=LEHD LinuxVDA 27y 7 L—RT35E1F. ctxsetup.shzBXETI3 I TFAS H—/\—
ERETEET, 3. ROOATY Y RERITLTFASHY—N—%REL. ctxvdatr—EX2BEHL THREZ
BT BZEHTEFET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@ERALTFAS H—N—%2EHI3ICIE. ROOATV FERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HAERREDT VR =L

dA—HY—OiEEFRIET BICIE. JL— b CASEBREZ2r IR TOHBEEE%® VDAICA Y X b—JILLET, 7= X
¥, JL— bk CAREEARZZ 1 > X F—IL T BICid. #IiRD TMicrosoft CA » 5D CAEFAZDEE (AD T)) OFIE
TAD JL— MERRZEZEET 5h. Fld)— bk CAY—n— (http://CA-SERVER/certsrv) h53EER
EZDDEREREAY>O—RLET,

A

ROOAR Y RiE. PREEEAEOEHICHERINE T,

RDES5HATREERITLT. DER771JL (crt. .cer. .der) # PEMICEHLZE T,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

VT, ROKS5HIAYY RERITLT, JL— bk CAfEBAEZE2openss lTa LI bUICA YR b—ILLET:
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

pE o

JL— b CAEREZ % [root XX TICENAVTLETWV. BWTLES 2. FAS IZ)L— ~ CAEREZ DAY
DIERZHFL T A

ctxfascfg.sh =17

ctxfascfg.sh o U 7 b RITLTFAS 28R L £7:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE—RTEITTIZ LS50, BEREEHIEBMINET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: Active Directory o
“aBs T B E CTX_EASYINSTALL_ADINTEGRATIONWAYA FE & T T W 3 F A,
CTX_EASYINSTALL_ADINTEGRATIONWAY X EUETY.CTX_EASYINSTALL_ADINTEGRATIONWAY
MEEThTLWARWES. CTX_FAS_ADINTEGRATIONWAYIZMEOEZFRL X7,

+ CTX_FAS_CERT_PATH =<certificate path>: )L — FIBAZE X TR TOTRIIAZZEMT 5 7 IL/XR
EIEELEY, T, lcertificate pathy ISHEAED /XX TT,

« CTX_FAS_KDC_HOSTNAME: PBIS Z3#iR3 3 £ Fic. ¥—HEHt>4— (KDC) ORI +BEIBEL &
¥o

o CTX_FAS_PKINIT_KDC_HOSTNAME: PKINITKDC R X FBZEEL 7, FICEELAHWVRD
CTX_FAS_KDC_HOSTNAME rE L T%, ##® Delivery Controller "% 2B &1d. KX1>DFTA
T KDC oK R + & % [etc/krb5.conf 7 7 1 JL® pkinit_kdc_hostname IZ:BMML £ 9, 2L < I
Knowledge Center ®CTX322129% BB L T LT L,

IEL W Active Directory #i& 7572 % 38R L. sEBAEZDELWVWNXZNALEYT (fl: /etc/pki/CA/certs/
)o

RIS TORYV) T E krb5-pkinit /Xy r—2 ¢ pam_krb5 Xw o —S% 4V ZA b—)LL. BETZIERT 71
LERELED,

FAS DEML

Linux VDA T FAS #EMICT 3 ICIZ. ROOAX Y REFEAL T ConfDB 5 IRTD FAS H—N—%2HIBRL =
K
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HIFREIE

s FASTHR—FINTUWB TSy b Tx—LE AD DBEFEIRBSNTVEY, ROTY LIV IXZERL

TLREW:
Winbind SSSD Centrify PBIS

Amazon Linux 2 IEu =4 =40 (=40
Debian 11.3 (=40 (=40 [={n (=40
RHEL 9.0 [~y (=40 LW LW
RHEL 8.6. RHEL (=30 (=40 I (=40
8.4

RHEL 7.9/Cent0S gL (=40 [={n (=40
7.9

Rocky Linux 9.0 (=40 (=40 LW LW
Rocky Linux 8 [~y (=40 LW LW
SLES 15.3 [Fwn [Fwn ZqW (AINY-4
Ubuntu 22.04. [Fn [Fwn [Fw [ZqW

Ubuntu 20.04.
Ubuntu 18.04

o JE. FASROv/ZEEZYR—FLTWERA. Ly a>TAVvIREZYZI Uy T3, FAS ZEH
LTy avIcBEOJA VTR LIFTETEEA,

¢« COVY—RTI 72723Vl —ERDT7—F 77 F v OfZ] OEETHEAL TWLS—RKRE
% FASIEBOA DY R— TN THOD. Windows 10 Azure AD Join i3EFhE A,

NP =Rl 274

FASO LS TN a—F+4>F %756 LINUXVDADIEELK A YR b=ILE . BRI TWVWE . BLUN
27— REBHEZFEALTFAS UMDYy 3 Y2 HBR MV TERICEF TES e ZBABL TILET L,
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FAS Lish ot w > 3 > hiEYICHEE L TW315E&1E. Login 25 Xd HDX O4 L ~JL% VERBOSE IZ:&E L. VDA
O LARJL%E TRACE IZREL £, Linux VDA D ~L—20O0J BT B A7EIC DLW TIE Knowledge Center
DCTX22013005EHFZBRL T ZSI L,

FAS 4 —N—HBlIT5—

FASZ +7h 5ty arrzi#hdd kML ET,
[var/log/xdl/hdx.log #®:2L. KDL SBIS—OJ%FLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
3

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fiRE ROy RERFTLT.Citrix LY X +UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
Ht <Your-FAS-Server-List> ICRRETNTWB e 2B LE T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFORENEE> TULWBIHBEIE. BiRD TFAS H—/N—0DEE1 OFIBICK>THERELX T,

fE1iE > 7- CA GEEAE DB

FASZbE7h oty azZE#THERMLET. REDV« Y FUNKRTEIN, BURIOCEZXE T,
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

[var/log/xdl/hdx.log ##B L. KDL SBRIS—OJ%FLET:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RE Jetc/krb5.confic/l— bk CASFRAEZ Y AR TOHRIIEAZEZBRMT I TILNIADELLRBESNT
WBRZCZRBBLET, ZILNRIFRODLSICED T

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

BREOREHNEE > TVBIHHIF. BiRD MFEAZDO 2 b—)L) OFIEICK > TBRELE T,

g IL— b CAGERREN BN SO EREBLE T,

SYROTAODYRRVEYTIS—

FAS |& SAML B:EiIc & DTN E T, ADFS2—H—HAHADFS O # o R=ISTA—H—RBENIXT—REZAN
T3, RDIZ—HREETZEHHBDET,

There was a failure with the mapped account.

CDOIZ—IE ADFS A—H—HEBICHERBINLD. ADICP v RYyI—HF—DPEHRINATLWAVIEZRLTWY
£,

FERE ADICY Vv ROUTAIV P ZRELEFY,
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ADFS A I nTuizn

FAS Z h7ADOTA VHRICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COfEIE. ADFS B BTN TVAWKRET. FAS X b 7H SAMLSBEEZ AT 5 L SICIBR TN TWVWRIEEICHE
ELEY

fRRE J7xT7L—>aviBHY—EXADADFSIdP oRMFELIE 77— 3 Vi —E 2d ADFS
DERMI ZBRLTIRTEL,

ESPENE

o —MRAYA FASIRIBICDOWTIE, 1727 L—2aVilfiy —EXDT7—F 77 F v DOME] 28BL TS
L
e JITL—2a Vil —EXRD TEHMABERL TIE TH#El ORBZEBNLTULET,

BER] D FEIRE

FAS MER TN TWVWBIHE. REBUIOXFEZFERALTART R by TEEB 7Ty a v eRALESET
8. KBIBIeHhHBOES,

&« C | A Mot secure | hitps://ddcyw.local/Citri/FASWab/ g

Cannot start desktop |EiHécesBathveTET

testwHRHELT4"
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[a]gE 75 7%

CAY—Lo [F>7L—t0EE] #H2) v L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iEHRN 51#EBFET 3] & [ERICEENZ] ICEBLET:

Superseded Templates | Extensions | Securty | Server
General Iﬂompatibil'rly I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

SSO LAShDERAE

February 3, 2023

CDEETIE. LinuxVDA TSSO (> BA>FY) TRBWVWRIEZEMICTSAEICOVWTHIALE Y,
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e

T 74 bTiE Linux VDA TIE> Y7L >+ > (SSO) BEMICE->TWET, I—F—IF. 1 DDERER
Dty bEMERLT Citrix Workspace 77U e VDA vy > avicQd4 > LET,

I—H—HRlOEEEROLY FEERALTVDALY S 3 IOJF > TES L S5ICTBICIE. Linux VDA T SSO
ZEMLET, ROKRIE. SSO UMD FUFATHR— TN TWB I —REAEOEAEHLEEZRLTVE
ER

Citrix Workspace 771 VDAtv> 3>
aA—-H%—-% aA—H%—-%
AIX—bA—F a—H—%
SSO D&z

Linux VDA TROOAY Y RERITFLET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

<!--NeedCopy-->

AX—bA—F

February 3, 2023

Linux RETX I by ey avIiCAd A TREIIC. 95T TN RICEHEINAI—FH—RER
BEICES M TEET, COeEld. ICARY— M AO—FREREFYyRILLETODAY—FA—RDOUAAL T MIEK
SDTREINET, Ty aYATAY— M A—REFERATZCHTEEFT, RDESBRIA—XT—ADHD F
£

o REaAXYIMADTIHILEZDIEM
o X—)LDESLF FIIBS KRR
o Web # EADBE

Linux VDA (. Cdiaeic Windows VDA Y RILEmMZEBL £, 2L <IE. CDRED Av—+H—RIEE
BT 21 £ ar EBBRLTIETL,
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pE
Linux VDAt v >3 YATIYy 7Nt XY — b AH— R%ZERL T Citrix Gateway ICH1r>A >3k
lF. HR—FINTLEHA.

Gl ts

A=, A—RICKBNAZXII—RAEEFEATIZNNE. ROZFHICEDERD X!
o LinuxVDA B, ROVWITNHDT4 ARIJE2A—>a VAR M=ILEINTWVS:

- RHEL9.0

- RHELS8

- RHEL7/CentOS7
- Rocky Linux 9.0
- Rocky Linux 8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

VDA @ > X b—JLH5ET L7=5. VDA At Delivery Controller iCEB T, QRBINiz Linux TR by
Tt v 3% Windows BERERZFEAL TR TIZC2MALE T,

s OpenSCHHR—FIB3RAY—bA—RHRERATNTWVS, FL<IE TOpenSCHRY—FAH— Rz R—
FLTWB DR ZBRLTIEE L,

+ Windows @i+ Citrix Workspace 7 7 U hMER I N TWL 3,

openSC A AV —rH—RZHR—FLTWEZ & DR

OpenSC &, RHEL 7.4 LIETAELKERHINTLWE XY — b AH— R RS54 /N—T7, OpenSC (& CoolKey £
ICEMRMDNHZBMT. TEIEABEORAY—rO—rEHYR—LLZFT (TSmart Card Support in Red Hat
Enterprise Linuxy #£8),

CORETIE. BREHPTZ-00fe LT, YubiKey RY—rA—FEFEHL X7, YubiKey IZ. Amazon %
N EEH SHBICEATI Z3—FE @ USB CCID PIV F/N1 2T¥, OpenSC KBS /N\—I&. YubiKey %4
/-_ﬁ'— ]\ L/—Cb\ia—o

HOUBERAI— M A—RHBBEIZESIBEIF. Y R—FHRO Linux T4 X UE2—>3>% OpenSC /N
wT—Ih A VA R=ILENIEEBETS U EEELET, OpenSC DA Y X b—JLIZDOWVWTIE. TRY—FA—KR
FAN—ZA VA=)V 3] 2BBLTKRETV, AV—hA—REFBEAL. ROITY>Y FZETLT. OpenSC
PRAIY—bA—REHR—FLTVWE e ZHRBLET:
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pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

(101
L= NEEREZ #HT B

JL— hEEBAEIR. RV — b A—FROAZEZERIE T 3 DICFRAINE T, IL— MERAZEZSV>O—-RFLTTY
Zb—=ILTBICIF. ROFIEZZET LET,

1. BEE CAT—N—D5. JL—~EEFAE%Z PEM ERXTEIEL £ 9,

RDES5HITRERITLT. DERZ771JL (*.crt. *.cer. *.der) # PEM ICZHTEFJ, XDIATYV
KfITld. certnew.cer (X DER 7 71ILT9,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. JL—biEBEEZOpenssS1Fa LY R UIZA YA —ILLET, il LT certhnew.pem 7 77 L= ERAL
TWET,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy—-->

IW—bEEREZ A YR N—ILT B3O DNRZERT BIC1F. sudo mdkir -p <path where
you install the root certificate>%ZTLFT,

RHEL 8 £ & U Rocky Linux 8 T pam_krh5 €21 — /L %2#EE7T 3

A — b A—RBEEIE. RHEL 8 & U Rocky Linux 8 TEELESI M7z pam_krb5 X 2 —JLICKEL £, TILF
vy a3y 0S E—RTEMINS RHEL8 5K U Rocky LiInuXx8 d< > TANY— hA— RBE%FEHT 354
& ROFIEHVHBETY, > >J Ity a> 0S (VD) E— RTRESINS RHEL 8 & T Rocky Linux8 o~
PYDAIY— b A— RBEEDHZE. ROFIBIFRF v FLTHHBVFELE A,

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd—r%z4o>O—-—KLET,

2. RHEL 8 & U Rocky Linux 8 T pam_krb5 Ea— L2 BE LTI VX —ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8
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./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME I NcC e MR L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AR — b A—FIRIEZEET 3

ctxsmartlogon.sh X7 U 7 b FERALTRAY— FH—RFREZERTID. FEHTERERTITILHTEE
ER

(7> 3> 1) ctxsmartlogon.sh X U7+ EFERLTAY— M A— RIREEBKT 2
7
ctxsmartlogon.sh 2 7 U 7 ~id. PKINIT 1E#®%E T 7 )L b OEHICEML £3, CORE I
[etc/krb5.conf #7771 ILEFERB L TEETEE T,

AX— b A—REMNOHTERT SIS, ctxsmartlogon.sh 27 ) F+#RTLTAY— b H—FEREZERL £
ER

B>k

R XA > ADEI0IC SSSD #EA L TW3HEE. ctxsmartlogon.sh =712 SSSD #—E X2 HBitg&h L
TLIET L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIFRDELSICHED FT:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.
#

. You can

3w

d logon? (y/n)[yl y
ry integration method

ent packages.
please wait...
5] already installed.

onfigure kr

ify the path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

/krb5.conf configu successfully.
> PAM files.

path to the smart card PKCS1l driver (e.g., /usr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

ctxsmartlogon.sh 27 U7+ Z2RITLT. AR— M A—RZEMICTEZILHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

BRIIRDESICHEDFT:

#:#-_' s N L W s o

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the ns sary packages and changes to
the configuration fTiles.

The ctxsmartlogon.sh adds pkinit information to the default realm. You can

chz » this setting through the /fetc/krb5.conf configuration file.
H

#
#
#
# Note:
#
#
#

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(F7>a3>2) AR—rH—REBEZFHTHER TS Linux VDA I&. Windows VDA B AY— 71— RE
BERFERALET, COBWETIE. RXr>3aY bO—5—. Microsoft sEPAH#RES (CA). 1> &Z—w b1 T+ X
—> 3% —E X, Citrix StoreFront. Citrix Workspace 77U AL, B8O AVR—% > h2ERTIHELH
D %9, YubiKey 2% —Fh—RICED<KBRICOVTE#L < IZ. Knowledge Center »CTX206156D:2E%%
BLTLIET WL,

ROFIBICEDHIHI. UTFORICDWTHEELTLETWL:

e IRTHDIAVKR—RY MHIELLEBHRINTWLS,
o MBX—raA—H—iIHENIATY—FA—RIZHATO-RTNTWS,
e 2V —b+rA—FR%ZEBLTVDAICEEICOJ AV TE %,
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PC/SC Lite X\vw4s—C%1> X +—JLF3 PCSCLite i¥. Linux To/N\—YF LAY Ea—4—/ZAX—+H—
k (PC/SC) HiFDEETT, AN—rH—RPU—L—rBETSHD Windows AX—bH—RA1>42—7Jx
A 2ERMHLEFT, LINuUXVDATORXY—bAH—RUAAL T I PC/SCLARILTREINTVET,

ROAR Y R%ERTLT. PC/SCLite Xy —S% 1> XM—JLLET:
RHEL 9.0/8.x. Rocky Linux9.0/8.6. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AI—FA—RRSAN=%AVX+—)LTSE OpenSCik. BLFEAINTVWEIRAY—rA—RRSIN—-TT,
OpenSC A Y X b—ILETNTULARWEEIK. KOOIV RERTLTIYAM—ILLETY:

RHEL 9.0/8.x. Rocky Linux9.0/8.6. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

AX—bH—RZBIEADOPAM EP2— L2 YR b=)LT3E KOIATY RERTLT. pam_krb5 & T
krb5-pkinit €22 —I)LE1 > X b—=JLLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.0/8.x. Rocky Linux9.0/8.6:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3:
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apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EY a—JLid. 7551 VABERIBIIES 2 —IL T PAM KIS 71— 3 >id. pam_krb5 %
FRLTNART—rEERL. F—BHRt>%2— (KDC) oF v FEREF7 v hEBETI£9, krb5-pkinit £
Ja—JLIZIE PKINIT 7351 VHEENTVWT. 547> O EF— CHIAEZFERA L T KDC h 5 ¥HIERS
BRENETESLSICLET,

pam_krb5 €22 —)L%#EKTS pam_krb5 €2 a—)LIE KDC 355 L T. A¥— b H— RROEAE % FEH
LT Kerberos ¥4 v r#BBL £9, PAM T pam_krb5 sBsE2 EMICT B ICIE. AOAX Y RERTLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 17 71 JLIC. REOEIHICKLC 7 PKINIT B®R%ZEML £75
pE
pkinit_cert_match # 7> 3> i3, 517> MEBAED PKINIT REOSTICERINZEIIC—HT B4
EHHZ—BHRAUEZEELFT, —BRADOHEIXDLHDTY:

[relation-operator] component-rule -

. relation-operator (3 && (§RNTOIVR—% > MRRID—BTZHENHS) £7ziE|| 1203VK
—X > MRAIOADN—HTZHENHB) OVWITNLZFERTIEHT,

A krb5.conf 7 71 ILoflERICRLE S :

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

WA 7 77/l PKINIT Bz EBIML B ROESICRD T,
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CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

PAMZREE %18 e % PAMBR 7 71 ILIE. EDES 2—)L% PAMZBEEICERA L TWAHh%ERL £, pam_krb5
EHHIES a—I)Lr LTEBMT 3iCiE. [etc/pam.d/smartcard-auth 7 7 1 JLICXRDITEEMLET:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfEA L1356, RERDEET 71 ILIFRDELSICBRD XY,

#%PAM-1.0

# This file is auto-generated.

# User changes will b

auth

auth s dol i e default=die] pam _krb5.so preauth_opt=X509 user_identity=PKCS1l:/usr/1ib/x86_64-1linux-gnu/pkcsll/opensc-pkcsll.so
auth i

auth

account
account
account
account
account
account

omedir.so umask=0077
r.so umask=0077
re] pam_succeed_if.so service in crond quiet use_uid

optional
session optional pam_krb5.so

(FF>3ay) AR—bH—REHERLEY VI VT Y

SYINTArFY (§SO) tid RETFTRI MY TRTIVr—o 3> ORBBICNIZIL—BIEEEET S
Citrix Dige=IEL £ 9. COWERICED. I—H—DPINZAHNTIEEDED £9, Linux VDA T SSO =M
¥ 3ICiF. Citrix Workspace 77U % #mR L £9., Windows VDA LR L#EEAEATY. L <id. Knowledge
Center @a2ECTX133982%7z 8B L T LI,

Citrix Workspace 77U TYIL—FR) > —%BRTHL Zd ROLSICRATI— b A— RBIEEBMCLF T,
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File Action View Help

e | 7@z H= 7T

Local Computer Policy * || Setting State Comment
fie= L’:romputer Configuration |i=| Kerberos authentication Mot configured Mo
" T So.f'tware Semhgs \iz| Local user name and password Enabled Mo
: J Wlnd.O\.c\rS Se.ttlngs 2] Smart card authentication Enabled No
4 || Administrative Templates

4 || Citrix Components A Smart card authentication =) x ._|
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
X cep
| Client Engine B .
= Di g ) Not Configured Comment: -
__| Diagnostics
| Fast Connect API Supg @ Enabled
] HDX MediaStream Flas — )
| Multi-Stream1CA | ||| © Disabled
|+ [ Network routing 3 Supported on: Al Citrix Receiver supparted platforms .
> | Remoting client device =
] SelfService
| StoreFront Options: Help:
| User authentication
[Z] User experience 7] Allow smart card authentication Use this policy to control how the client uses smart cards .
> || Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Drinters When enabled, this policy allows the remote server to access
] smart cards attached to the client device for authentication and
] System

7 other purposes,
1 | Windows Components
[y All Settings

L]

4, User Configuration
» [] Software Settings

‘When disabled, the server cannot access smart cards attached to
the client device.

2 _Ji\'\fmdows Settlngi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be

BEREAV—bA—ROTHY

BERERAV—bH— K& BEEDO HDXPC/SCR—ZXDAY—FH—RUAALL I FDHRIRTY, BEAAETV
WANIREBTRY—rH—REFATZHBEDONTA—IVIADAEELTVWET, #LIF. TRAY—FH—F] &5
BLTLSIESL,

Linux VDA I, TFD/N— 3 >0 Citrix Workspace 7 7 TEEANY— b H—REHR—KFLTWVWET:

« Citrix Receiver for Windows 4.12
+ Windows mli¥ Citrix Workspace 7 71) 1808 LAB&

ISATY R TERAV—FA—ROTAVEZEMICTZ SFRXY—bA—ROJFIE VDATIET 74U K

TEAMCE>TED, 9547 RTIETIAILENTEMCHE>TVWES, 7547V N TCEERY—MA—FROY

FToEBEMCT BICIE. BEET B StoreFront 41 k) defaultiica 7 7 1 ILICRDNS X —SZ—%EBML T :
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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IIATY R TREAR—MA— RO VZENCTSE 517V M TERAN—MA— RO F > ZEHICT
3ICi%. BE$ 3 StoreFront ¥ ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
SA—H—FHIFRLF T,

fERRHR

ZAI¥—bA—REFEALTLINUXVDA ICOJF> T3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REFEALTLInuXVDAIZOJA>TEE Y,

e SSOTFUFTIE. FvvPaldhicAY—bA—RiEBEZE L PIN 2R L T, StoreFront ICB&EMICO
Jx>ENET, StoreFront TLINUXRETRI by Ty a RT3, ANXN— M h—RBHAD T
HIZ PIN #* Linux VDA ICBES N E T,

« ESSO > FUFTIE. StoreFront icOF#4 > T 37-DICGERREZEIRL TPIN ZANTELS5RDSNF

ERD
Windows Security ﬁ
Select a Certificate
Windows Security =5
[ —! userl
Issuer: zhusl-DC-CA : .

|F Valid From: 11/15/2017 to 11/15/2018 RATe et Snmat ol eI es
= I . : 5= Please enter your PIN,

' Click here to view certificate prope...

;. | ddc —
| Issuer zhusl-DC-CA | PIN

[ |} validFrom: 9/19/2017 to 9/19/2018 | [esaaed] |

9 - = T
[oc J[ concer | e
| L

StoreFront T LinUX (REF XU by Ty g >#BIBT5 L. LINuXVDAADOST A > DA T7OT Ry IR
DPROELSICRRINET, - —RIFAT— M H—ROIEEEHL SHHEIN. OT A VZBEDTHICPINESH S
—BANNT3HELRBHDET,

C OEIfEIE Windows VDA [EIL T,
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" ctx-ddc.ctxdeviocal X 4 — [m] X

é — * ctx-ddc.ctxdev.local /Citrix/SmartManual Web Tk ‘ =5 :f.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

‘ Pin

Click here for more information

0K Cancel

AY—bH—REFEALTEY 3 VICBESTD

Ty avIlBESGTBICIE. AN—FH—RBISATURTNARICEGEINTVWB e EERELET, AV —
FA—RAEGINTUVWAREVWE BREFRKT 370, LINnuXVDABICIL—DFvviadqs Y ROUBRRRINT
TCICETLEYT, COBE. AN— M I—RDEFERIXAVvE—JIIRTIINEFHA

7=72 L. StoreFront AITIZ. Ly aVICBEGFELEEZICAY—FA—RBEGINTULARWE., StoreFront
Web ic&DhRD &S HBHAMNARTINZZEABD T,

Insert Smart Card ﬁ

Q Flease insert a smart card.

| Cancel | Details ==

HIFREIE

Linux 7 Rt UEa—>3a3> ¢ AD OHEHZEDREN LY R— b

o AX—FA—RNRZIIL—BiERF. RSNz LinuxFr R hUEa—> 3> ADSEREETR—FLE

To MDI LUy I RZBRL T ZTL:
Winbind SSSD Centrify
Debian 11.3 (=40 (=40 (=40
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Winbind SSSD Centrify
RHEL 9.0 [Fw [Fw (A1AY-4
RHEL 8.6. RHEL 8.4 [FL [FL fFLy
RHEL 7.9/Cent0S 7.9 [FL [FL [=qa
Rocky Linux 9.0 (=40 (=4 LW
Rocky Linux 8 (=40 (=40 LW
Ubuntu 22.04. Ubuntu 3w (=40 (=40

20.04. Ubuntu 18.04

AXY— b A—FEOHLEBOBERY > —

IHE. LINnuX VDA IEXY— R A—RDHIRRICT 7 2L b DOBIMED A FBL TWETY, Linux VDA ICIEEEICOJ #
VLB TRAY—MA—RZEDINLTH, EydavidEGSNicEzxICaD, Ty ayamEidOysanigt
Ao

HDORARX— b HA—RE LU PKCSH#11 51 TS5 UDHR—+

Citrix &, SREARY—bA—RUAAL IOV ) a—> a3 FRHELET, HR—F—%IC OpenSC XY —+ 4
—ROADBRRTNETH. HOXI— b H—RELUVPKCSH#11 S TS VDERZHAI D TIEY, HED
AI— =R F/=IEPKCSH11 S TS VICTIDBZ B ICIL:
1. PKCSH#H11 S4T30 DITARTDopensc-pkcsll.sorYAEVRAEESRZ £,
2. PKCS#1I1 SATSUDNBLIRAMNIAD/INREZRESTSICIE. ROOAY RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 5173 ') (Jusr/lib64/pkcsll/opensc-pkcsll.so YY) #EBL %Y,

3. VA7V TEEAR— b A—FOTF 2 EMICLET,

ERX1—Y—ORAARBELEY a3y

April 18,2024
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CORFEDOEREFEAL T BHADFELR LY a3 v ZBELEY, LinuxVDAZ 1> X h—ILL T OREZER
TRLDICHRERER—TLELD A

7
RADAREBREY > 3V EBRT 21581F. Ty aYoEfiESHNMTR—bINABAVWIezEEL TS
Wo v a>oEaie#hid. Android @ir Citrix Workspace 7 7 THHR— TN TWEE Ao

RAEDAREL X b T DIERK

Linux VDA TN R ER v > a > %SR- b9 3IC1E. StoreFront ZEA L TRANFE LR b 7= ER L &
ER

TIUNY =N —TFTHRADFRELL - —DT7 I XZ2BMICT S

qufJ‘TEQZ ~77 E{’FEELTL_ 5. U NY—=T)L— 7_CD/L\D[E7J‘T§7QNJ -7 7t27&ﬁx‘ﬂk LT, mqub‘
REAREYy aYEYR—bLES, TUNU—FTIL—FTRIEINhTOWAVWI—HF—2FM T 3I2id. Citrix
Virtual Apps and Desktops @ K 2 X > DIERICHEVET,

BADNARELRE Y a D71 RILKEZRET S

RIADFREBLREZY 3 >DOT7 A RIVREOZA LTI MEIF. 774 EFTLI0HTT, COEDOREIF. LXK
)&% AnonymousUserldleTime TiTLW £ F, ctxreg VvV — /L& FE> Tl DEEEEL T, fcrxid. TDL
‘/Z l“ U EXA‘E% 5 ﬁ‘!k—?é‘n—‘!;\ /AU)]?/ l‘%%i?bi?o
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

Xx00000005
<!--NeedCopy-->

l:vL.\u 73‘7%731 'U' @E_j(%&% /rfj_é

TN TOWRVWI—HF—DRAAFHEZRET 3ICIE. LY X MU £— MaxAnonymousUserNumber =R L
9, CORTEICL D B—0 Linux VDA THRIBFHICETIN BB R EL v 3 VEHFIRIhEd, CoLY
AMUREEERT BICIE. ctxreg V—ILZFERALFT, fceziE BZ 32 ICRETBICE. ROOAT Y REET
LET,
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d 0

x00000020
<!--NeedCopy-->
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BE:

BADRELR LYy a VBEHIRLET. AKICES ISty S a Y HEPERICZWESE. VDA TERTE
BAEUDARLHBEDHEZSITRIT BN T,

cSOWNSa—FTa20
FEDFRERE Y a v ZBH T LTI ROFRZERL TSIV,
e BANFREREY S IVICAT AV TEIELEATLT

LEZXMUDPREECLSICEMENI e ZHBLEY (0 ICRE).

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ncsd H—EZXHRTH T, passwd F v v 2 EBMICTELSICRETNTVWR CEBRLET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd v v ¥ aTHINAEMICAR > TUVWBEBEEIE. NOICRELTHS. nesd H—EXEBEFHL £9. RED
THE%IC. LINnuXVDA ODBA YR =L RBERZBEDHD £,

« KDE TO v 7 EHORE VHBHAZDE Y > a Y RICRTEINE T,

FT7AIWNETIE. Oy 7EEDRE Y EAXAZ a—F BAELFRELG LY 3V TIFEMCHR>TWVWE T, 72 L. KDE
THRBERIINZEHHDET, KDETOYI7BEBEDRFIVEXZa—ZHEOI—H—IIX L TEMICT BIC
&, #8771 )L $Home/.kde/share/config/kdeglobals (=X DT MR £F, fI:

[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7z72L.KDE Action Restrictions/ZX—4—p.7/O0—-NIL7a RikdeglobalsZ71JL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobals#¥) TF
TICHRETNTVWBRBE. COA—HY—REISHMREDRHBD £H A,

COMBBEMATZICIE. AT LT A K hkdeglobals7 7 1)L 2 X & L T[KDE Action
Restrictions]toya>n[$1]427 %8BT3, YRTLTA REBRZEECFALT. Oy 7EED
RAVEAZa—%EMILET. KDEBRIZDOWTEL <&, TKDE System Administration/Kiosk/Keysy @
R=UZBRLTLETWL,
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771

February 3,2023
SOt arTR MTOREYZICDOWTEHBALET:
e J7MIOIE— DTS

o 77 A ILERX

TJ7AIIDOIE—BED T

February 3, 2023

A—H—F GV IRZa—FFF—R—RFIa— Ay rZFERLT. Ey>a>eO—AlLoI3147ok
BT770%EJE—LTHDRIZ A TEET, ZD#AEICIE. Citrix Virtual Apps and Desktops 2006 1L
2% & U Windows @iF Citrix Workspace 7771 1903 LD HRETT,

T7AIINEEZBICOAE—LTEEDMIFRICIE. RO E@RBLTLIETL:

o TF7TILDBRAEH 20 EBZ TULAEL,
e BRKT77AILY A XH 200MB ZEBZ TLVELY,
o Nautilus 771/ —v—Id. LINUXVDAZ A YA M—=)LLERS Y TERATEET,

HR—FTNAhTLWBLINUXTFAXRJE2—> 3y

T71IIOIE— D FiF#EEIX. Linux VDA B HR— RT3 ITARTD LINUXTFT4 AU E2— 3 TERT
R

BEER O —

BUTI3 COMEEDBRICEIELY Uy TR— KRS =TT, Uy TR—REUS—IZOWTHL I, TR
-4 h—H) ZBRLTIES W,

« OSATURI)yTR—RULALY b
o DUy TR— FRIRERE— K
. FSARVEREHE—R
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pE
T71ILDIAE— G T HeeE Exhc 3 3121, Citrix Studio T [954 7> oy TR—RUAALL
I8 RUS—% [BIE] IZRELE T,

HIFREIE

s IDMD BT R—FINhTWVWEEA, T7MILOYIDEDERIZOIE— LTHRDNET,

s RSy IT7YRREOVTZIIYR—FEINTULEEA,

s TALYRIDIAE—RYR—FINTULEEA.

s J7MILNDOIE— D IFIE. IBBICEITITBZHENHDET, FIOT 7 MIIAERBICIE—SNTHON
IToNBTOH ROT 72 IE—TEEY,

7 71 IVERiE

February 3,2023

LINuUXVDA L 95147 b TNAABO T 7 1 VEEDHHR— I TVET, COMEEIZ. 75172 FTNA
2D HTMLS @ sandbox B%ZHR— 93 Web 7505 —%2R{TLTWVWBRBEICFERATEE T, HTMLS @
sandbox Bl&. 21—+ —»" HTML5 @3 % 7zi& Chrome @7 Citrix Workspace 7 7)) #{ER L TRET X &
My IRTIUICTIVERTESLSICLETS,

*:

7 7 )LERIEEEIE HTMLS @i & & U Chrome @it Citrix Workspace 7 71 TERTE £ 9,

ART7IVELUVTRI by Ty aYAT, 770 ILEREEEEICE > TLINUXVDA B LTI A 7Y b TNA
ABOT77AINOTy PO—RELVE T YO-RBEEEICEDET, 771N ETSAT7 > TN XD 5 Linux
VDA 27w 70— k9 3Icid. Citrix Workspace 77UV —IN—0 [y ZFO—KR] 7a4a>%2UvoL
T 77MNMNEAT7OHS5BNOT 7ML ZEIRLET, 777)L% LINUXVDAL SIS T7 > b TNA RICH
TrO-RIBICG (Fo>O—R] P>z yILET, Py 7O-RERBAYYO-RPICT71IL%
BINTEEYT, —EICRKI0BEDO 7 7ML EZEXTEET,
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PN

LINuXVDA L 9 SA4 7Y b TNAABT7 7LD 7y 7O-RELUVA U > O— RERITT BICIE. Citrix
Workspace 77 DY —ILN—=%BICL T LI,

T7AINERSYITURROY FTEBZN—23 >0 Citrix Workspace 77U R TE £ 9,

BEA > O—RIZT 71 IILERXDILRIEAET T, VDA DBEDDTNA RIZRETA LI MIICT771ILE2SE o0
—RERIIBETDIE. 5472 TN RICEBFNICEEINE T,

paa
HBEATYO—RTlE [TRIMYTEISAT Y NEDT7 7 A IINERZHRITE] LU [TRI MY TH
577 ELEYYO—R] RUS—% (o] ICRETAIRENRHD X7,

NFIZEBH Y > O— K OERATY:

o J7MIEBEHDDTNA RREFICETIO-RTBIEE

NETRI MY Fe Web 7505 —7 70Dty a>TWeb 1 k640> O—RLET 71 ILIK
VDADBERDTNA RFEEFETA LI MIICRELT. 4T b TNA RICEBNICERXT BN TE
¥9, BEA U O—R2#EESEZICIE. Web 7505 —DF 74Dty a Y RATYAO—RT o
LY bU%E BROTNA RUTREFICHRE L. HTMLS @it & 7zid Chrome @it Citrix Workspace 7 71U %
RT3 Web 75U —TO—-AILOFI>YO—-RTs LI MIERELED,

771N ZESDTNA RREFICEREBEIEOE—T 3158

PETRI by TEY a3 TENO I 7AIILERERL. V53147 T NI XATHERT 3 LDICEDOTN
TRFRET LI MUICBEEIROE—-LET,

77 IIEREDR) > —

Citrix Studio 2R L TI7 7 MIILEERV S —ZRETIE T, T 74 MTIE 77 ILEEIFEMICHE>TL
£,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 300



Linux Virtual Delivery Agent 2212

] Console Root
~ B Citrix Studie (site)

O Search

Machine Catalogs

8 Delivery Groups

E Applications Policies
[= Policies
i# Logging Policies Policy0
~ [F+ Configuration
£ Controllers - | » Allow file transfer between desktop and client

Hosting 2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)
3 storeFront } Download file from desktop

e Licensing

User setting - ICA\File Redirection

[ App-V Publishi
Allowed {Default: Allowed)

0 Zones
~ E Citrix StoreFront } Upload file to desktop
B stores User setting - ICA\File Redirection
Server Group Allowed (Default: Allowed)
= P WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

R — DA

s TRUMYTEOSATY NEDT 71 LEix %A %, Citrix Virtual Apps and Desktops v > 3>
CA—H—FNARBETOI—H—IZLB T 71 IILEEZ I E/IFETL £,

« FRUMYTIHEDT 71 ILDE Y >O— R, Citrix Virtual Apps and Desktops v avhs5a1—4—
TNRAZRADA—H—IZLBZT7AINDOET > O— RZHFA £ IFERFLX T,

¢ FRUMYIADT7AILOTy TO—K, 2—H%—F /N1 XHh 5 Citrix Virtual Apps and Desktops &z
2AVADI—H—IZLB T 7AIINOT Yy TO— RZFal £ IFETL T,

F:

TRV IO T 7 2d 0 O—RELUVTRI MY FICT 7L ET7 Yy TO—RFRUS —=2B/MICY
BICIF. TRV YT SAT Y MEADT 7 ErixZz Rl § B3RV —% [FFA]] ICREL T,

AR
HTML5 @17 Citrix Workspace 7 71J T7 7 1 JLERiXHRER AT B ICid:

1. Citrix Studio T. WebSockets #45iR1) > —% [FFa]] ICRELE T,
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7] Console Root
~ % Citrix Studio (site)

D Search

Machine Catalogs

£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators Ty
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)
I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ §4 Citrix StoreFront » Upload file to desktop
[T Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

» WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

2. Citrix Studio THIRD 7 7 1 LEER D =057 7 A LEEEBMICL T

3. Citrix StoreFront 831>V —ILT [X+7] #21) w2 L. [Receiver for Web 1 FDE®E] /—
k. [®iZ Receiver for HTMLS %Al # 7> 3> ##&RL T, Citrix Receiver for HTML5 #&#ic L

*£9,

Manage Receiver for Web Sites - Store Service

pn Enabled

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated
hitp://qzw53-ddecxd.local/Citrix/Stor  Disabled

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: vays us ceiver fo -]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-ddc. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, RETRI by TERIEWeb 759 —TFUDEy > a>ERIBLES, LINUXKVDAL IS4 7Y bFN

ARABT L OFERIFERO 7 7 IVEEXERTLE T,
Chrome @7 Citrix Workspace 7 7) T7 7 1 JLEriXiae 2 R T 3 101!
1. fiRO 7 7AIERER) O —h o T 7 A IINEEZEMICLET,

2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,
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Chrome 771 R—Ih 5 Chrome @Al Citrix Workspace 7 77U ZBIIEA DB EIF. COFIEEEIEL
9,

a) Google Chrome &R v & Rz TCitrix Workspace for Chrome; N\ L ¥, %&KX7-r1
Uy ILET,

b) BELERT Chrome Yz 7R+ 7AD URL%E S ) wo§ 3. Citrix Workspace 7 7 #ANFTE
x9,

£~ chromeweb store o

@ Citrix Workspace

Cffered by Citrix

*hx 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) [Chrome (Zi&f0] %3%IRL T, Citrix Workspace 7 71) % Google Chrome (ZiBiIL 7

3. Chrome 771 R—<T Chrome [@\t7 Citrix Workspace 7 U %) w o LT,
4. StoreFront A 7D URLZANBNL TESLEF T,
BEICANBADBEIGCOFIEZEIEL £,

5. RIEBFRY by TELETTUOE YL 3 VEBIBLET, LINuXVDA L2517 FFACRBMTL D%
ISR T 7 1 VR ERITLE T,

9274w

February 14,2023
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CDtEUTa>TIE LTFOREYIICDWTEHEBLE T

B8 DPI X —U >y

34T RONy T —REDRT
JZ7 4 v DR HFE

HDX BEHAE

IFR#81L GPU
tyiaror—42-xx—7

Thinwire o704 L v 7&RR

E&DPI X7 —U >y

April 18,2024

Linux VDA I, B8 DPI X5 =) > J%#HR—rLTWVWET, I—HF—PREFRI by FTEREET7TTIIUr—>3
vty arvERECE. ty a YD DPIEIR. 75197 MO DPIREE—HITDLSICHENICEEINE

EL

COBeE AT 3IC1E. Citrix Workspace @ DPI Xy F> I %2 BMICT 2HEHLHD £9, Windows &
i+ Citrix Workspace 7 7V 0i5&13. [WWR. X1 T« TREEEZFERALET] A 7> a>ohiF>ich-
TW3Z xR L Ed, Windows @i+ Citrix Workspace 77U @ DPI R4 —1) > DRERRIC DWW TE
LLIE TDPI Rr—1) >0 #B8BLTIIEEL,

COWERZEIINFEZF—FUATHESESICIE. BEZF—%ZRL DPIRETHER I 2BENHD &
¥, DPIBEEL TLWBKRRIFYR—FENhEEA. EH 5 DPIRETEHDOEZZ—DERIN TV
A. Linux VDA Z ¥R TOEEICH/D DPIEZBHRL Y,

C DOHeEIZ. MATE. GNOME. GNOME 752 v o, & U KDE THEMICH>TWE Y, KDE 713 MATE
ZERAT 25613 ROFZERBL T TV

- KDEFXJ by FIEBETERITINTWLS LINUX KRBT XV by TDIEE:

* KDEPlasma 5 U= ERTZcabe8dLET,
* Ly aYORTHICIVSATYMITDPIREZZEET 3I1ICIF. 2—H—HOJF7LTHS
BEOQOJAVITZ2HNERBDET,

- MATE 722 by TERIBETETEINTWVS LiInuXRET R ~y TDI5E:
* R7—=ILT702—1F 1l 2DHBHR—FTNTVES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/automatic-dpi-scaling.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/client-battery-status-display.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/configuring-graphics.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/hdx-screen-sharing.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/non-virtualized-gpus.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/session-watermark.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/graphics/thinwire-progressive-display.html
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/configure.html#dpi-scaling

Linux Virtual Delivery Agent 2212

* Ly avORTRICIFAT Y MITDPIREZZEET SICKE. - —-HOJ73T7LTH5
BEOJA>VTIRENHD X7,

s Rty 3D DPlEIR. 75072 MO DPIREICKH L TEENICEETNE Y, RE. COHEEIR
BHBORT—IWNT7708—DHeFR—ELTLET (100% % 200% #E). 75172 MITHERIN
RT=NIT 72— NEEDHE. RIEE Y 3> DPIE RORICE > TEHRBEODRT—ILT 705 —
ICEESINET, Bl: RT—ILT7052—h125% OHE. DPIEN 100% ICEEINET,

I3AT7MIDRT—ILT 702 — VE—hrtvZ 3> DPI
174% AR 96 (1x96)
175%~274% 192 (2x96)
275%~399% 288 (3x96)

400% LA E 384 (4x96)

IZA4T7 2 DNy TU—REDRR
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Linux VDA IE. (REET RV by 7ROV SATY RTNARONY TU—REZUAAL I ML TRRTEET, C
DHEEIZT 7 AL ETEMCHR>TED . RDON—2 3 >0 Citrix Workspace 7 7)) THERTE X7

i0S @i+ Citrix Workspace 771J

« Linux @i+ Citrix Workspace 7 71J

+ Mac @i+ Citrix Workspace 771U (W= 3> 2204.1 l3HR— I TULWEEA)

+ Windows @i+ Citrix Workspace 7 71 (N—23> 2204.1 FHR— IR TLEEA)

e

A—H—PMRETRI by T2, LINUXX S XAFLRLAICNYT)—7ALAVHRREINET, NvF)—7
AaAVNE ISAT O RTNAZADODN YT —REERLET, NvTU—REON—t>T—I% BRI BICIE.
NYyT)=FA4aA>% )y LET, fle LT UTFORIU—22 3y b EEBLTLLETIV:
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.znfubu13047binz - Desktop Viewer - m] X

Activities Tue 17:02

unpluoged 74%

k

BERBNyTIV—=T7AaIE BBBNyT)—REZTRLET, BEICDOVWTIE. ROKREZSBL T LT L

Ny T)—FEDON—t>
NyFU—=7143>Y EERRE Ny TU—HREDLARIL F=

ZEH (M+) £LSTHRT) B BETERTR)

=80%
#wEH (M+] LS TERR) B (BETERR) 20% LAt 80% *ki&
#mEF (M+) 525 THRR) K REBTERTR) <20%
ﬁ FELTLWAW (-] 3258 & (BBTETR)
TRT) =80%
a BELTWARW (-] 325 & (EBTERR) 20% LAt 80% ki
THRT)
ﬁ FELTLWAW (-] 25 K (RBTER) <20%
THRT)
- R R R
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Ny T)=REDN—-t>

NyF)—=F7A4a> FERE Ny FU—BHBOLR)L 7=
1124

DATYRDONYT ) —REDRTIE. T 74 ETEMICHE>TVWET,
COEEEETEMICT BICIE. ROOAT Y RERITLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

COWEEEEMICTBICIE. ROOAT Y RERITLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

E
o< > Rix. Mobile Receiver Virtual Channel (MRVC) #HBLTISA 7> bD/Nw T —IRRE
ERRTBYV I hF—R—PHEEEICHEERS5XFT,

FHIT3 T AMNIE2—2a VIl LT ROEBMFIEEETLET:

1. GNOME & bicr YR =)L ENnf= RHEL 8.x %713 SUSE 15.x ZfEA L TW3#H&IF. GNOME > )L
OEMRMEDH BHhRIEAEE > X b—JLL T, Appindicator HR—rEEHMICLET:

a) gnome-shell --versiondv>Y REXR{TLT. GNOME > T)LON— 3> ZRRBLE T,

b) https://extensions.gnome.org/extension/615/appindicator-supports*s GNOME >z L&
B HIMREEEE AT Y O—RFLET, e XIE S TILON—2 3 00 3.28 DIFE. IRRIEEE
DON—=23>e L T24 £7I3 26 Z#EIRTIT £,

Extensions Add yours Installed extensions. About

application.
- lick 1o install browser nsion. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2u100
Adds Applndicator, KStatusMotifierltern and legacy Tray icons support to the Shell

Extension Homepage  https:figithub.com/ubuntu/gnome -shell -gxtension- appindicatar

Download 128 - Extension version.. ¥

Extension versiof...
24
26

) #ovO—RLIENYT—CHEBRLET, Nvs—2 R0 metadata.json 77 1)L Tuuidy &
#Ht appindicatorsupport@rgcjonas.gmail.com I[ZBREINTVWBR L ZRRBLE T,
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d) mva< > R%EE{TL T, appindicatorsupport@rgcjonas.gmail.com o>+ Lo kU % /usr
/share/gnome-shell/extensions/BTOBRICEELFT,

e) chmod a+r metadata.jsondv> k%x®RfTL T. metadata.json 7 7 1)L ZFHhDI1—
H—DSRmANB L SICLET,
B2 b

77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L & + U ® meta-
data.json 7 7 1 LIFI— F DA —DHNFEANZ CHTIFEY, EELEEYR—+T3
IZiZ. metadata.json 7 7 1Lz IFHhDI—F—bmAHENDI L SICLET,

f) GNOME Tweaks 1 > X b—JLL 9%

g) TRU Ly FBRETIE ALE+F2. ri Enter—%BEIC®gH. killall -SIGQUIT
gnome-shelladv> F%ERTLT. GNOME > /L ZBHARAH L F T,

h) 22 kv 7181 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] Z&HICL £,

2. GNOME t & bic1 >R b—JLE itz Debian 11.3 ZfFEA L TL35HEIE. ROFIEZXE1TL TGNOME &
ATFLELAT7AAVEA VA M=ILLTEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% %E17T
L %79, GNOME THRHEEEZ RIRTBICIE. OJT7IRLTHSBEOJAI VT IRENDH S
BEDHDFT,

b) [Activities] @& T Tweaks #HZEL 7,
c) Tweaks v —JLT [Extensions] %#®ERL £,

d) [Kstatusnotifieritem/appindicator support] =&%ICL £,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

TZ37 197 DI HFHE

April 18,2024
ST Tl LinuxVDA DT 57 1 v o OB EHBREICOVWTHAL T,

LI TOZXTLESR 8LU T F—IILOBE] 28RBLTET W,

(101
3D EfRT—o 00— FDOKEN

CDBRETE. 571 vV aZAIZT—VO—RICEDECETNAT 74 MEEZBRLE T, 571 v 0%
ZRTZTIIVr—2a>07—70—RPARIVI—H—IIHL T COREZBMILET, TORY S —IE
£y 3> TGPUBHARERBEICOAMBALTLLETV. TOMDRENZORI>—DF T 4L FEE%RA
THICEEZT35E. €560MBEINET,

TI7#I T BDEZRT—IO— ROREL] IFEMICHE>TVET,
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ET4 -7 v I TOERE

Thinwire (&, Linux VDA TERINTWVWET A X ILAUE— TV /OPTY, COTI/OACEFERTI .
HBEIIVTERSNIT ST v Ih BEERY FT—028BL T, OIS VICEEIh, RRINET,

[FRICETAI—T v I =ERT2] 5374y IRIS—TR T72INbDIZTavIE—REREL. &
FEERI-RT—RIW/LTROA TS a v =RBLET:

o [ATRETHNIEER], CORENT I I LT, BIMOBRIZHEDHD £HA. CHICED. TATO Citrix
#4:T Thinwire BBIRET . TXI LYy TO—BHAT—IO0—RT, A7—5EU T+, EEE. LT
BN-EEDSRT. BRICEEKINET,

s [BE2EICER]. HIC3D U371 v o E2EAYBEH T, Thinwire z2EE H.264 713 H.265 %5
BALTERELT, 2—¥—IIARVIVAEHHBOREZRBEUL Y, [BEREDMAFICER] MNERINT
WBIEE. ik [AETHNIIER] RSN, [BDEGRY—I/O0—-FosEk] NEWEHEE. v
v F—E—R—UPFR-FENET,

s [BEET VT« TICEE], Thinwire 07477« TRn7v /02, #E (ET4. 3D1>E—>3
V) ZHBILET, BEI’FCEEOHEDTDOHH264 #EALET, 571 v IDELEICH.264 EFH
O—FyvIEERMICER T3 ik b, HDX Thinwire id H.264 EF 4+ a—F v o %= ERAL T, $EEIC
EMIN2EEOBDZHRELTIVIA—RTRCHTEIEY, FtEES (JPEG. RLE) xEv <y
TEFrvy VI3 TEXANPTEEAACZACEEDED OFL TSI SHSEATNET, 1—F—K
HIHBEOHENMEVRET, BEXTFIMPEREESRZEASDELREOBFVET A IV T VY ZREE
TEET, COBWBEZAMCITSICIFE. [EEICETAI—FTvoz2ERT3] KU —%, [ARETHNILE
Bl (F7xILE) &7id [POT747ICEBUT2EE] ICRELE T, #LIE 19771 v oDR) > —
ME] ZBRLTLIIESIWL,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server

o5, I"'IE Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRIS—RERE. WODDOMDR) S —REIF. T RATLAVE—FDNT +—I 2 XZHBE
TRLDICERTEEXT,

o« BRI ST 4w ADBLEBHRE
o A= vw hTL—LE

o RrmE
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H.264 \— Rz 7T>—FT4 >4

[EF4aa—FvIICN—ROz7I>A—FTo VI %FEALET] RU—IC&D. GPUN—RTT7T70t5L
—> 3y (BHLTW3IES) #FBLT. BEEEEEETAI—TFT v I TEAETETE T, GPUN—RI Tz 7HFE
HEETHWEE. VDAY 7 Iz 7ETAOI—FT v o%FEALT. CPUR—XOIT>OA—F 1 2JICT7 =L\
v LET.

GPUN—RD 7705 —>3vicdb. N—ROxz7UY—-ROERARINREKIN. 1HIODTL—L
/% (FPS) ONT7+A—< Y ANKIEICALELE T,

N=23> 2210 &, GPUN—FRI 77035 —>3 > R3RODT T4 v IE—RIRNTUHIGLET:

o AIRETHNIIER
. BE2EICER
c EEETITATICEE

RENBRIOEREZERT S

[(RENBRROEREZFEAIZ] RV —IC&D. 570 v 7ICW LT EOBBEREHEORD D ICREMNICES
KOEFEERATESZLSICADET, RENERKTIZ. HOEBRREIDINT - AFAELEFTH Ric
BICIZDD 5B VWEEOBRHAEBEANEELE T, COREICEID. RIREREDBEOERAAENEEINE T,

[(REMNBEXOEFEZERTS] RUS—E TIAILETERDCHB>TLET, REBBREFZEMICTSIC
i3 (RENBERROEREZERIS] 7 (B3] ICREL. [REmERVS—] 2 [BERIERZE] ITRELE
¥o

[EBICETAOI—TvoRERATS] RV —H [ET4 A—FTvIEFERLAV] IKBREINTVIIEE. REMN
ERKEEISELEGRI Y I—T YV IBRASNhE T, [ERICETFI—Tvo2FRET3] RUS—H [EFF
dA—FTv oz FERALARV] LIMNDT ST v I E—RICRESTNTVWEIEHRES. RENEBEXERAN H264T>0—7F
1 JICERINE Y,

MDYV ZAT Y MEERNG H264 ZHR— L TWVWET:

« Citrix Receiver for Windows 4.9~4.12

« Citrix Receiver for Linux 13.5~13.10

« Windows @7 Citrix Workspace 7 1) 1808 Lip&
« Linux @i+ Citrix Workspace 771) 1808 L&

[RrmE] LU [EBICETAI—-FT v o2 ERATE] ORUS—BEICDOVWTELLCIE. HRERTORY > —
BELE U740 v IDR)U—%El 2BBLTLLEIL,

H.265 EF# 1—FT v 7 DHR—k

7.18 ) —ZH5, LInuxVDA I, VE—RI ST v IRETADN—R Iz 775 —>3>TH.265¢E
FTAA—=FTvIEHR—ELTWVWET,
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C ORI T THEATEERY:

« Citrix Receiver for Windows 4.10~4.12
« Windows 7 Citrix Workspace 7 1) 1808 Lip&

COWEEEMAT Bk LInuxVDA o517 bOBATEMICLET, 517> D GPU B DXVA 1 >4
— M REFERTZH265 71— FEHYR—FLTVWAWES. 5714 vIR)I—%ED H.265 71— FiF
EEIN. £y a I H264ETA DTy IDFERBICRD £T, s¥L<IdE TH265 E7aT>O0—F7+1 >4
EBRLTIESW,

VDATH.265 \—RU T 7T I—RZEHICTBITIE:

LIEFAD—FTY2IEN—RIz7IVOA—Ta >0 =ERALET] RUS—ZFBHLES,

2. BD EGT—7O0—FOKEN] RUS—%2BICLET,

. EMBICETAD—T v o zERTE] RUS—DRT7 T4 ETHZI L. £ [BESEICER] ICHRES
NTWBZrzHRBLET,

4. [REME] RUP—H [RERIZERE] £od [BICEBX] CRESNTOWAWI L EBRLET,

I2A4T7 YR TH25N\N— RO 7IVA—FTa V0 ZBMITRICIE TH265 EFA T O—7 V71 =88R
LTLETL,

YUV444 Y T bz 7T A—FT 4 T DY R—+

Linux VDA IZYUV444 Y D bz 7 I A—Ta v J 2B R—brLET, YUWWI OA—TFT 1 VI XF—LIE BB
33 BOMADEEZE I ZILICEIDYETEY, YUV TIE. TY1 1ZBAZ S £/l MTlumay fB. TUV] d& %%
& TRE] xR LEd. ZDigaElL. Citrix Receiver for Windows 4.10~4.12 & & ¥ Windows @7+ Citrix
Workspace 7 71) 1808 LIFE CERATE £,

ZEBEDOY. U, VIEIZSEY bEIF 1IN FDOT—ZTHEEINTULEY, YUVA44 T—2ERIZ 1 EIEILH
=24y bEERZELET, YUVA22 T—42EIF 2 EVEILET U B ViEZHBE L. FHREEREIZ 16 EY
MESEILIZED F9. UWTOXRIE. YUV444 & YUVA20 DEBRBIAEEERTY,

YUV444 YUV420

VDATYUV444 Y 7 bz 7 I A—T 4 V0 EEBMCT BICIE:
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1L [ERICETAI—Tvo=®AT3] RIP—N [EELEICER] ICRESTNTVSIzRBRBLET,
2. [RrmE] RUS—H [BICEEKR] F7cid BAERIIERE] CRESNTVEVWIEZERLET,

IS374 v REBITAE—

RELINUX Y>3 Y TEITENZ TSI T v IRBA ST —2—Y—)LIZ. T T4 vIRBRZ1HA—%I1B
LELTce RSAMH—I3. BEEA VIS IT THONS Y R2BNCHETZDICRIEET,

A1 A —%FERATBICIE. ROFIEZERITLET:

1. CitrixStudio T [FS5T71wvoREr>Ir—4—] RUS—#GMICLET,

Edit Setting

Graphic status indicator

(@ Enabled
This setting will be enabled.

() Disabled
This setting will be disabled.

v Applies to the following VDA versions

Server 0S: 7.16, 7.17, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106

v Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and monitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

2. wRZEREE, ctxslideravy FzRTLET. XF1Y—D Ul ARTFEINET,

A
[Rr@mE] RUP—% [BICEEK] ICRELLEE. £ 2FRERE] IRELEES. R
SAE—D Ul IEFRRINEFLEA.

Image Quality - &
Let the system decide Pixel perfeck (lossless)
4
Bektter Better
Interactivity Image Quality

ROFRBHFIHATREICRD F LT
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s BEZEETBICIF. AFAE—ZFHHLET, XFAFZ—E0HL5 9 FTHHIZENTEET,
¢« PRTLEERDREEZFATBICIE. [PATLIRETB] ZBRLET,
s EBERE—RICTIDEZBICIE. [RLRICEEKR] 2BRLET,

HIHEEEICEOVWTHIE Y L — b Z2RET S

HDX3DProN—Roxz7IT>a—F« »IH Citrix TIERI N, FIEHEHEICESVWTEYE Y L — 2B T
FET,

HDX3DPro N—RDx7IT>O—T« > J2EAPDHE. VDAL R Y b T — U HERZMGHNICHETSE, T
J—RSNETL—LOEY FL—ZBEERFRETITET, COMLVIKETII. H#ASLBSNTONIT VR %ZH
BYBANZIALEZRHBLET,

COWERIZT 7 AL b TEMCH S TVEY, EMICTBICIK. ROATVFZERITLETY:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

COWRERITTHLL, UTFTOOVY YR ERT TR ETHHPAILBOLIDODNST VY RZHABTIT X T,
AverageBitRatePercent & & Uf MaxBitRatePercent /X5 X —4—(3. HHBERADINEEREL £7T, RE
LTEDRRIWVEYE, 95714 v I DOERAIHARAELELESHIMBETLE T, HERTEEHRFEIZ 50~100 T,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

THEY L — FAET, BEI’REREDOSS. HTLLWIL—LDRETNE DRV RO T L — L4
BRRBEREOFXETY, HASOYR-— TR RO —LZ2mEmE TEEBRL. I<ICEETSZILTIO
RBIRBICHIG L £ 9,

Linux VDA Thinwire THR— TN TWBRI S —E IR TRI—BICDOVWTIE. TTHRUY—HR—+—8] &8
BLTLIETIL,

Linux VDA TOXIILFE=ZZ—HR— FOBRICOWVWTEEL <. CTX220128% 8L T 2T,
gl
Thinwire 3. HEDH RV ELFINTZIETLIMBLODTL—LE (FPS) 2ALIEZ LN TEFT, 2

FH % CPUHBEDERTIIODTNCAICADET, COMEEIXT I 4L FTIIEMICHR>TWET, COi%ie%
BMITBICIE. VDA TROOAT VY RERITLET:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ParallelProcessing" -d "Ox00000001" --force

<!--NeedCopy-->

ST a—Fao>T
FERFDT ST v E— RDOER
ROAR Y RZRITLT. FAINTWVWEISTovIE—REEZLET 00X TW+ %, 1 32EEETAI—F

wORBEKRLETY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

ROABICEMLIERIENEINET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

H.264 BMERFTH D S H DORER
H.264 BMERHPTH B e 2RI B7cHIC. ROIIY FERTLET (0 IREATNTLWAEWVWIEZ. 1I3ER
FTHBZ2BHELET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

e ZIE. ROABICEMLIERDNHASNE T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

H.265 HBMERFTH B DL S H DORER
LEE H.265 MERARTH B L 2R T 570, ROIYYFZEITLET 0 FEATATLVAEVWIEE. 1
REARTHZcZEKRLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

e ZIE. ROABICEMLIERDNHASNE T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force
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YUV I O—F1 VI RAF—LHMERFTHIHESHORER

YWIYI—FTo2IRF—LHMERPTHZ I ZHBIB7DIC. ROOAYY FZRITLET (013 YUVA20.
103YUV422, 213 YUV444 220k L £9):

F:
EFA4a—FvorERFDIEEDH. YUVFormat ofEIcEMKRHIH D £,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

o ZIE ROABICEMLIERN BTN ET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

YUV444 Y J Dz 7TV A—T 4 VIDMERFTH S Z L DFER

YUV444 Y T b Iz 7 IV A—Ta VIO DMERRTH B L 2B I 57DIC. ROIIV RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 HMERFDIZE. RORBICEMLICERDNMHDINET !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

HDX 3D Pro A B3hiC > TW3 C & OERR

HDX 3D Pro B"BMICH>TWVWB CE ZHRT 2 7-DICIF. RO REERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro
<!--NeedCopy-->
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HDX 3D Pro #"B#ICHE > TWBIHE. RORBICEMLIERDPEAThET:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_SzZ"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0Ox00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-yv "3DPro"-d "Ox00000000"--force

HDX 3D Pro (c%E# NVIDIA S 7S UDSRARENTVWSE Z L 2RI 31C1E. Linux VDA T nvidia-smi O
IVREERITLET, ROANBICEMULERIEAOSINET:

Tue Apr 12 10:42:03 2016

T +
| NVIDIA-SMI 361.28 Driver Version: 361.28
| s=mmeeeeesesssssssmmasssssssses o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%

Default |
o Fomm Fmm +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |
| S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S s S s
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |

T Tt e T s Tt EEE +

<!--NeedCopy-->

3DPro®o/N\—ROT7ITYA—FT o VIDMERFTH D Z L DFER

ROATYRERFTLET O REFERAIATVWAVWC R, LIZFEAPTHZ e 2EKLET):
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

3D Pro "MERFDIHE. RORBICEMLICERNENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\1l\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

NVIDIAGRID /574w I RSAN—BELLA VI =ILTNTWVB C & DRER

NVIDIAGRID /5714 v RRSAN—BDBELL A YR —ILTNTVS I &2BBT 5ICIE. nvidia-smi &=
TLEY. RORBICEMLIBERDENTNET !

B e i +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 1560W | 19MiB / 8191MiB | %

Default |
o o o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

<!--NeedCopy-->

ROIARYYRT, h—RICEYIRERERLRELET:

etc/X11l/ctx-nvidia.sh
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HDX 3D Pro JYI/ILFE-Z4—TCOHBEHEOREE

T34V EZZ—LSNOBE TEREBEORENRE L TWVWBIE5IE. NVIDIAGRID Z1t> XA FARETH S
CrERBEBLTIRTW,

Xorg DI >—OJ%MHRT 3

Xorg dO4 7 7 JLi%. Xorg.{DISPLAY}.log IZ3E{A L 7=&#iT [varf/log] 7+ ILE4—RIZHD 7,

BEXN D RERE & HIRE1IE
vGPU ©. Citrix Hypervisor oO0—A)L YV —JILICICAT RO by 7Dty 3 vEEIRRFINS

EgS: ROAYY RERTL T, REYS>OO—-AILVGA IV —ILZEMHICLET:
Citrix Hypervisor 8.1 LIBEDIZE:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

8.1 & b#im Citrix Hypervisor ®iH4&:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

Gnome3 T XU LY TORYy FT7y IHOTF URIELL KRS

Zhid Gnome3 FRU by Dty 3 BEIIRREOIEEENFIE TS,

—Z5D OpenGL 5 &0 WebGL 7 71) 7 —2 3 >h. Citrix Workspace 77U« > R oY 1 XEERICHE
PICRA I AL

Citrix Workspace 77U DT« Y ROH A X% EET 3. BEROBEGEEDGEZEINET, NVIDIAOHMB RS
N=ICEDABREN—FEEINZ 7D, THICRLEMBH T TV Tr—2avIicROSNBBENBD T,
e Z1E. WebGL 51 75U BE lightgl.js ic& > T TRendering to this texture is not
supported (incomplete frame buffer))] tWSIS—XyvtE—CHRERTNBehHDF
ER
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HDX EE&S

February 3,2023

e

Linux VDA Tid. RET RV by 7OBEZ IEDDORETRI by 7Oty 31— - HETZIHTEF
ERS

ROFITIZ. BEHZHELTENDOADERZR TS SFIRICOVTHALE I,

BEEZHEY 3FIE:

1. RETFRI by TOBHERT. BERET7 112270y oL, (BR0EEZHE] ZERLEY,

i - Desktop Viewer - [m] b4

Activities

Share my screen

View someone else's screen

2. [Og—LTHEL3] 20Uy ILET,

BEOHBEZEFLLTERTSET. REOEAHEI-FIREEINET,
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~

ERzHAELTVWAEER. BEORABRICKVRABRIRRIEINT, HEDETRTHZ I REINE
3_0

3. AB—LfOd—Fr%Z. BAZHRETZEIORETRV by T Loy arya—H—vHBLET,

4. BHBEEVEEZHETESL5ICTRICIE. [FHzEY] ZBRLTHSEEEOZFMZERL XY, iz
FIET3ICid. BEEOZRIZIZVT7LET,

Activities

Stop sharing my screen

Give control

# viewer-user3
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5. BEOHEZFLYZICIE. [EEOREZEFLE] ZFRLET,

| ] - Desktop Viewer - o 4

Activities

Give control

IFho1—v—oEEZR~T SFIE:

1. REFRI by JOBMEET. BERE7rAV2I Uy oL, (o1 —F—DEEZRT] ZFRLET,

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Ny screer

View sucme else's screen

L]

2. RRTHEEOEFEGI-FZANAL. BEHR] 200y I LET,
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Activities L‘J Unknown ~ *Fi 500" 20 O~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. BEfBEENVIIRA M ERITANNZDOZREEE T, fi:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08
l,'__;_!:_l

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel

o HEEZEMTIE. LINUX Y RXTLICE > TUI IR COBHAARTINET,
o HEEMNIOMURICUI IR FEZIFTANAEVEE. UJIX NMIHERETINICAED, 7OV 7~
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NRRINET,

BEEEED [OK] 20V v I LTUIIR M EZIFANZ L. HEEEH Desktop Viewer ICRRINF
T, BoE. BEFNICEIDEToNI—H—FTHEBEL L UEGRINE T,
| Desktop Viewer

Activities [ Unknown ~

HDX Screen Sharing Viewer

5.

HBEEEOHEZ VI T BICIE ELBICHBZYVRTAIYEI )y I LET,
E>b:

o HEENIOMLURNICUI IR b 2RIFANEBWVEE. VI I MIERTINICAED £7,
s —EIL1 ADHBEEOADNHEBEEZHIETE X,

HEEBAROHIHZMHBFTZICIE. YURTAIV2H5—EIVvILET,
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X

P e HDX Screen Sharing Viewer I:]

6. TARATLADIMKBNEEMICLIED. DoV RIUBAXIHEALIED T3ICIE. YTURT7AIVDOBICH
BA27A4 A %70 ) v I LE T,

[~} | Desktop Viewer - o *®

HDX Screen Sharing Viewer x

RFPLSL Dicable scaling Aug 27 2323 ® zhv o -
u_‘n
cy

Activities S Unknown ~

1B

T4 T, BEEEEEEIIEMICESTVWET, BMCTIICIE. ROZEERTLET:

1. CitrixStudio T [ 571 v IREr VI —4—] RUS—=BMLET,
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2. Citrix Virtual Apps and Desktops 2112 o5&, Citrix Studio T [EEHE] KU —2FMIC
LET.

3. (# 7> 3 >) Citrix Virtual Apps and Desktops 2109 LETDIFEIE. KDY > RERFTL T Linux VDA
TEEEEEEMCLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. T7A4 70 +—I)LTR— b 52525~52625 #HAI L £ 7,

5. (#7>3>) GNOME t & bic1 >R k—=)LE = RHEL 8.x. Debian 11, #7:z1& SUSE 15.x #fFEHAL T
W35 &IE. GNOME & )L E#fatD & 2HhiRIERER 1 > X ~—)L LT, Appindicator #R— k&H#IC
LFT:

a) gnome-shell --versiondvYYRFZEXTLT. GNOME > T)LON—Ia v ERRBLET,

b) https://extensions.gnome.org/extension/615/appindicator-supports5 GNOME >z /L&
BERMOHIMREEEA TV O—RLET, L XIE > TION—2 3 0H 3.28 DIFE. HRRIEEE
DODN—=23> e LT24 £113 26 BBIRTE £,

e
.lc GNOME Extensions Add yours Installed extensions About
EETERSIOH

application.
=" Click here to install browser extension. See wiki page for native host eannector installation instructions.

& Applndicator and KStatusMotifierlitem Support by 2vind

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntulgnome - shell-sxtension- appindicator

Download 328 v

) Au>vO—RLENy s —Y2BEALET. /Ny —Y KO metadata.json 7 7 1)L Tuuids &
1t appindicatorsupport@rgcjonas.gmail.com I[CBREINTVWR EZRBRLE T,

d) mva< > R#%E%R{TLT. appindicatorsupport@rgcjonas.gmail.com 0>« Lo ~U% /usr
/share/gnome-shell/extensions /B TOBFRICEEL£T,
e) chmod a+r metadata.jsondv > R%R{TL T. metadata.json 7 7 1 L& FHhDI1—
H—HHAHRNDLSICLET,
7N N
77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L & + U ® meta-

data.json 7 7 1 LI — b A—H—DHHHRAMB EHTEET, BEAEBEEYR—rTS
IZiZ. metadata.json 77 1Lz IFH DI —bFHANZ LSICLET,

f) GNOME Tweaks #1 > X b—JLL £,
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g) TR Ly TERIETIE. ALt+F2. r. Enter—%IBZIC#®IH. killall -SIGQUIT
gnome-shellav Y R%ER{TLT. GNOME > L2 B&HHAHL T,

h) X2 kv 71#&1% T. GNOME Tweaks % £47 L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Appindicator Support] Z&3cL %3,

6. (#7>3>) GNOME £ %21 > X h—)LE N Debian 11.3 ZEAL TV 315&IF. ROFIEZEITL
TGNOME 2 RFLMLAT7AAVEA YA —ILLTHEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> K% XE1T
L %9, GNOME TIRIgREZRRTBICIE. O 7T L THEBEOVIVTEIHELDH S
BEDHD £7,

b) [Activities] EET Tweaks Z#BREL £,
c) Tweaks v —JLT [Extensions] %#3#&RL %9,

d) [Kstatusnotifieritem/appindicator support] ZE5#ICL £,

Q

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Mave applications to specific workspaces when they create windows. Eed
TopBar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

EEEERETIE. H265 ET A 1Ty 7R3 R—FThTULEEA,

B

s BEEBHEIR. 7Ty a TIRERTEEEA
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e TRUMY Ty IO —E TIFINFTHERRIOADOEEE L LY 3 VERZHRHETIFT. @
BEDORAMIIctxreg update -k "HKLM\System\CurrentControlSet\Control
\Citrix\Thinwire"-v "ScreenSharingViewerMaxNum'"-d <hex_value>T®HE
TEFET, RARISELLHZE. - -DEMOERERZZITANLS TR 7OV T RARRINE
ED

IFR781 GPU

March 11,2024

Linux VDA @ k¥ a2 X > b T, FRAEK GPU ti3RZHBLET:

e UE—FPCT7I/ERDIFUATERINS GPU
o NIN—NAH—h5EEN GPU

CDOETIF. FFREL GPU THDX3D Pro ZB3IC T2 A EICDWTHBAL F 7,

AR

« HDX3DPro ZBMICL E£FJ. chETSICIE Linux VDA Z 1> X b= IJLT % & EFIC.
CTX_XDL_HDX_3D_PROZYICHEL £ 9. BEZHICDWTIE. TFJE 8: Runtime Environ-
mentzty b7y ILTA YA M—IILZTT 5] 2BRLTLEI L,

« NVIDIA Linux Capture SDKTHR— kI TW3 GPU 01F&. HDX3D Pro #B#ICT 2 L. N—FKD
ITPTIEIL—=2a T IAINTERNCRD FT, BMOEBRISBELD FHA.

« NVIDIA Linux Capture SDKTHR—kThTWAW GPU 0iF&I1d. XDamagezr Y X h—J)LL&E T,
fer 21 sudo apt-get install -y libxdamagel#® =179 5. XDamage % Ubuntu
20.04iC1>RA =)L TE£T, BHE. XDamage i& XServer DiiRgEEL LTEELTWVWET,

153
Xorg #m 7 7 1 JLDEE

NVIDIA HR#E1K GPU 055 BT 7 ILIEBBNICA VX —ILBELURETNE T,

Z0d GPU DigE  /etc/X11/ICA YA M=ILENTWVWBREARDA4D2DTFYTL—ERT7 7 ILEEET 3
REHBHDET:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
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+ ctx-driver_name-3.conf
o ctx-driver_name-4.conf

ctx-driver_name-l1l.conf Zffly L TERLAEDS. UTOFIBICH>TTYFL—MER T 7L EZEBELE
£

1. driver_name |$. EEORSAN—RBTEIMZI TLIETL,
fce ZIE. RSaANnN—Rintelnigdid. BHRI7 71L& %Zctx-intel-1.confIcEETEFT,
2. ETFHRSAN—IBREZEMLET,

BFFL—MER T 77 ILICIE. TDevices EWSEFIDOEISayAHD, AXVRTIRINTULET,
Dt arTlE. ETARSAN—BERESLZRLET, ETARSAN—BEREEBNT H1IC. DY
SavEAMICLEYT, COEISa>EEMICTBICIE:

a) GPU o Emh SIRMINTVEHA R 2SR L TERIEREBIELET, R1T1 TBRT 7%
ERTIET, XA T TBET7 7ML 2FEALT. GPUDPO—NIILIRBETEMETE 3 ZRAL X
ER

b) %15« TR 7 7LD [Devicel £ 3> % ctx-driver_name-1.conf iCJE—L %7,

3. RDOAY Y RERIFTLT. FIEL TRELLEBR 7 71 ILE% Linux VDADRBETE S LSICLIYRAMUF
—ERELFT,
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

XDamage OFE 1t

NVIDIA Linux Capture SDKO U U =X/ — b OHR—bREN—RIzT7OEI > 3 vicBEIhTWLWARL GPU
ZFERALTVWEHAIR. RefFRALTXDamagezEBMICLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "Ox00000001" --force

<!--NeedCopy-->

JUE—rPCT7IEZAVDADE=ZZ—TZVF>Y
Linux VDA iZ. JER#8% GPU RT3V E—r PCT7I X VDADYEBE=2—TS5>F I HR—rLT
WETo,

COEEEE Y R— FTB3RLACT I MEAD Linux T« XA U Ea2—> 3 >iZiE. Ubuntu 20.04 & & U Debian
113WExENnET,
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COWEEIET 7 AL TIREMICHE>TVET, BMICTBICIE. RD2DOOFIEZRITLET:

1. FATS LINUX T4 ARJUEa—>aVICRLET, evdi-dkms Ny —S% 1 X R—=LLET:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. EVDINDIS 74w ITF4 AT LADF 70— REBMCLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

Evdi" -d "Ox00000001" --force
<!--NeedCopy-->

3. Intel ® GPU #EA L TWBIBEIE. T XATLAIIR—Jv—EEMICLET, ZNLINDIBE. Intel D
GPU T4 AFLAIRR—Jv—il&>ThHBEIN, Citrix UE— LY a > TIIERATE A

sudo systemctl disable --now gdm
<!--NeedCopy-->

R PIEES
5574y SN BODXFHITT S

A—ALT3ID7IVT—23 > %RTTE TRTEBICERL TWVWRDIZT T 7 1 v THADRWETIETEA
BMTHdrd3de. BREIG/NITT,. /opt/Citrix/VDA/bin/setlog =R L T GFX_X11 % verbose IZ:&E ¥ 3
CETTNYTRICFL—RIBERZINELE T,

N—ROzT7I>aA—T1 I HEELAL

XdamagexzERTIHBE. VI LI T7IVI—FT1 I DIBYR— I ET,

tyraror—4—-<v—7

February 3, 2023

Tty avur—2——Ud. TRBBEMIEL. BIFTEBZLSICTBDICKRIUIBET, COBERISEIF
BETHD, Ly arTFRIMYTICRRINBZ LT, T2 2BLDICEEPEEROF v I Fv2XTI3521
— =T BMENICBDET, V4—F2—T—71F. TFIALDLAV—FRRBTILT7FvRILAETDPNG B
BRELTHBETEET, V42— YR TORFaXIbOOVTIUVREETZ AL, Ey Y aVERSE
RICRRTNE T,
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BE:

Ty ayUF—F - =T EFa2VT A BETRDHD EFCA. T XRHBEERLICHLETZDHDTIEDH
DEEAD. HEIEEOMIEANE FL—HEU T ZIRHELE T, COREDERICDOWVTIE. T2ABHRO b
L—HEUTAZRAETEIHDTIEHD FEA. BEICIGLTIOREEZMMOEF 2TV ) a—2 3>k
HAEDEZ L ZB8OLET,

ty2arUur—2—-I—UIl&>T. T—2BHEZEFTHLDDOBERIMEIASNET. RLEELT—FIE &
HX—UHEonfcty>a>o (4 VERBRTEREND) 12— —ID TS, 7—2F&EZ &L D MRMNIC
BHFY3ICIE. U—N—FRBIFATY DA E—3y T7ORILT FLIREGREREDZOMDIERE
BHET,

A—H—TIRARVIVAERHETZICIF. UTOEy> a3y I+—2—<I—0RI—REXFEALT. BELD
BB IVA—R—T—UDINEREZEBRLET:

Tty arvir—2—T—UDRII—RE

tyiarur—2—<—0%2BML

COREZBMICTRE. tyiarvEmEIc. tydavEEORRERIAFABRALG Y+ —F—Y—IHRRINE
To DU+ —E—I—IRERF. TNHEHICHE>TVBENESHTERDET,

FTIAILETIE. By arvoxr—2—T—J3EMHR>TVET,

9347 NIPT7RLRZET

COREEZBEWICTDE, Ty aryT BEDISAT7VRIPT7RLADBY D —F2—<T—0 LTRRINZE
ER

TI7#IWETIE [9FA4T7YRIPT7RLZAZEE] IZEMICHR>TVED,

BEGREzEED 3

COREEBMICTBL. LySa vy s —2—<— S IEEBENRRINET, BRI yyyy/mm/dd hh:mm
TYo RASNBRRIE. AT LIAYIERA LYY —VIZBEDVWTWVET,

TI7AIETE, BEGREZED3] BEMICH>TVED,

A >1-—H%—-RZ&8T

COREZEMICTRL. ty>arT BEOOIJ A A—HF -8RV —2—<I—J LTRTINET. ®T
fzxid. USERNAME@DOMAINNAME T9 o 2—H—RIF20XFETICTZ e Z2H@BHLET, 1—H—8H
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20 XFZBATVBRHRIE. 732 bFAIBNELKBBED XFO—HHRTZINT ., UVr—F—I— T DHRN
RTTBRIEENBD X,

TI7AILETE, [OBTF 22— —B2aT] BBEMICB>TWVED,

VDA RX  EEZED

COREEZEMITRL. Tyv>arT REDICAEY>a YD VDARI MBI A —2—T—J & LTRRS
nxd,

F7A4ILETIE. [VDARZMRZEEST] FEMCH>TVWET,

VDADIP 7RLRZET
COREZEMICTRE. LyaryT  BEDOICAtYy 3> VDAIP PRLADT +—2—I -0 LTERT
INEY,

FI7AILETIE [VDADIP 7RLZEZET] IZEMICHE>TUVET,

tyiarur—52-I—-U0XE21)

CDREIF. 12DV 4—F—<X—IFTFXLISRIVERTIZDEROSANILERTTIHERELE T, [E] K
Ay 7Aoo X=Za2—T [#E#] F7ld [B—] £#2#RLFT,

ZOMDRZAINA TSI VICDOVWTIE. CORED 94— 2—I—TDHREZLTHFIA L] o2 avESBL
TLRETL,

(] DBal. Ly a il 20U +—2—<—USRNIBRREINET, FRIC1 D, MBIC4DTY,
[B—] OBEI. Ly avOFRICTF—E2—T—ISRILA 1 DRFINET,

TI7AIWETIE [Ey>daro+x—42—<—0X21)] i3 [ ICB->TVWED,

VA —E——UDERE

V4 —8—I—UDRBEREEZ 0~100 OFEETEETE XY, BESNLEDNRKETVWEFL. V3—F2—I—IHF
BERICHED EY,

T7 4 FTIE EIF 17 TY,

DA—F—X—VDARZLTFI

TI7#ILETIE BRETT. TTRH/VXFHEANATEH. BXEZREL TXFIEEHT 2D BaabtExs

ERTRILICED, Evdaryu4—F—X—JILRTIBENTEEY, TTRAEVWXFIIE 117H7D&E
K25 XFD Unicode XFETHHYR—rTNET, RUXFHIITIDETSNT 25 XFICHDET,
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feezid. RUS—ZROMBICHETIET:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

TRTOBXA TS 3 v OFHAIR. ROKEZSR/L T ZE L

BYERE (KXF

A 73y Bz CINXFEXEF]) FI7 A MME AR
<style> VA—2—I—UD xstyle. xstyle -
L1720 k2%Z1)L  single. tile.s
horizontal
<position> JF—R2—Y—TUD center. center LAT7IRIRZAIL
g topleft. O[] ICRED
topright. NTULBIFEICDH
bottomleft. BT,
bottomright
<rotation> BHEDAEADDU+ -180~180 0 -
— 32— —7 DR
< JF—2—<I—oD 0~100 17 -
transparency FERE
>
<font> - SRATFTLTHR—F HotUT -
TNTWa7x> bk
<fontsize> - 20~50 0 (BEEtE) -
<fontzoom> <fontsize>x< 0~ 100 -

image>TREL
174> 2 EBD
YA XD~ VT

)

i
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BMRRE (AXF
Bt Foay A EIWXFZXKF) T4 ME AR

<image> PNG 7 x—%—< VDA t@ PNG &% - CDEXIE. PNG
-7 ADI/INR UA—B—X—TU%

BRLET, 7ILT
TFYRILLZTO
PNG @ #HHR—
FENTWVET,
PNG 7 #+—%2—<
—J%ZFEALTVS
BEIF.
<style>,
<position>.
<rotation>. <

transparency
>, B&
v*<fontzoom>
BXA T 3>ok
NEHMTT,
<date> Ty a EGEOR - - -
4 (YYYY/MM/DD)
DTL—RKRIE—
<time> Ty a VEROE - - -
B (HH:MM) o~
L—XRIA—
<domain> A—-H%-T7hovk~ - - -
RXAL>DTFL—R
RILAE—
<username> REooJ#x>i1i— - - -

HF—BDTL—R
IWE— (A—H—-7
ATV ERRXA 2%
<)
<hostname> VDA DKRR +EDT
L—XFILE—
<clientip> I514T7 D IP - - -
FRLRAODTFL—2R
RILE—
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BWBRE (AXF

Bt Foay A EIWXFZXKF) T7#IME AR
<serverip> VDADIP7ELZX - - -
DFL—RRILE—
!

[VA—B ==V DAREZLTFR] BBV BBYXTRESNTVBRIHE. tOITRTOEY>a YT +—
=X —URUVI— ([Ly>ari+x—2—<I—0ZBM T3] L) BERINET,

BXA T aYvERELBVEXICTSRD. TR-—FINTUOLARWMBEICRET D L. T 74/ MEDNERTIN
£9,

HIFREIE

e Lyl arvUF—F—T =TIk ROWVWTNHDOBEICHR—FINET:

- [EBICETAOA—FTvo%=FERT3] A [EESEICER] ICRESNTWVWSIBE,
- [E@icETAA—FTv o2 ERT 3] B [FeETHNIXER] ICKRESIN. BDEHT7—IO—FOD
SEK] PEMICE->TVWIES,

e Lyl avUFx—E—<X—VIiF. TSUHF-OACTIOYDIEALY MHERINDZ Y 3 Y TEYR— b+
ThTWEHA, COBRBRZERTZICIK. TS0 T2oYDOUEALY bDERCHE->TVWEIEZE
HEBL T T,

s EEE/N—RUTTT7OEIL—>avE—F (2BEH.264 £/l H.265 2> 0—F 1 >%) TLHY—
NVIDIA RSAN—%ZFER LYy a YARGTINTULBRESIE. Ly arir—4—I—2IiFHR—+
TINTHET. RAThEEA. (COFE. LR FUT NvCaptureType B 2 ICERESNTULWET,)

e TA—HZ—I—VIF. Ly arOI v RUTRERRINEEA,

o I—H—H PrintScreen *—%# L TCBE.2F v 7F v LicHEE. VDABRITE vy 7F ¥ SNZEBEICTY + —
FA—I—VIFEENEFEA. ZOSH. BEDPIE—SNZOEHSLDICZAI V=2 3y FADERZHE
Lacezbeadlfd,

Thinwire o704 L v > JRR

February 3, 2023

ERERE IS BEDESTIE. By a>vnr 25070 TENMBETT3aEMRBD £, e ziE. Web
R=JOR7O—-IHEBLBE-7D, RBELABLLB27T=D, BUNDTEZIEHAHBDET, F—FR—RKPITIAD
BIEDT ST v IDEFISEWVMIDEVWZ EDHD £,
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N=23> 11T &TR. By aryzRETREICRET 5. FRBEREZMRS (6EY FELIZ8EY IS
T4vY) REIDELT. RUS—REZFEAL THEEHABHEEZERTEE Ll L. BLVEGRETH B
EEIA—HF—PH>TVIBRELNH D £ L7z HDX Thinwire Tid. v b7 —J OREICESVTEHNBERO S
HeHMICHABIZCRRHBDFEFLEATLT .

N—>3> 7.18 U, HDX Thinwire &, ROWFNHDIBEICT 74 b TTOT LYy > TEME—RICHIDE
HbFrT:

 fERATREATIHIED 2Mbps ZFE>TW3,

o XY FT—UDEEN 200 S UMEBI TV,
CDOE—RFTIL:
ez 7O Ly S TERE-—RDEDRRDI ST v I TR XFFL e llEVWT—T1 777 DB D,
AA=—DRRECEFETINTVET, COTTO-FICLD, BHBHEDNKBICBRBIN, BIRETFIAMZELD
RRICRETE, Ev>oarvorr23 0747 RLELETS,

Features

Ty a e DBEMELETIE. EULEEBBRPTEFIMDRLICOy—FICR8D. EUDBLLHEDET, X
I RDT ST 4w I Tl XFEICBEDT—T1 770 bH B AE->TED, BENATORETRIINTVETD,

Features

BRDOBE. FYELICTOYIBUTS y—THULET, TFIXLDHFE. BLOXFRPEFO—HHIS v—Fi
LET. Pv—ThOTOCRBETL—LICO>TITONE T, COFEICED, B—DORERIv—THTL
—LICkBEEEEEEL XY,

BEGR (E57F) 1. 74 T70 IRTFIE Selective H.264 TBIBEI /£ T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 337



Linux Virtual Delivery Agent 2212

JOJLvSJE—-ROENE
T7 N ETIE [®RrmE] RUD—8ED Bl [F] (F74I0). £E UR] oFs. 7oLy TE—
RIZX 2 NTIRRET T,
7O07L vy TE—RIE. ROBEISEEINICA T EHINAEW) ICBED T,

o [RmmE] A [BICHEBX] £ RENIIERE] TH3

o [BALT T T v RDEBRBRE] B BEY ] THS

e [EMICETAOI—Tyvo2ERT 3] H [EESFICER] (2EED H.264 AEELWES) TH3
7O Ly ST E—RDBRENARETHZHBE. T 7 AL FTIIROVWTNHDIKRRICK > TEMICED £9,

o fEATTREAHIHEN 2 Mbps Z FEI>TW3
o Ry bT—UEEN 200 S URE EESTWVS

E-FOYIDBIADRELLERIZ. BURY FT—IORRADPBEENTH>TH, ZOE— FHRM 10 WEMSGEIH
9,

7O7L vy TE-ROBEOEE

7OJL Yy T E—ROBEZZTETZICIE. ROOATV RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value IIFUTFZANALET:

0=%RA47 (WHEBZHBETHEALBEVTETWV)

1=88 (Ry bT—TRE. TTIFIMEICEDWTA YA TZYIDEZSB)
2= EEA >

BEIE—F (1) OBE ROIAYYROVWTNAZETLT. 7OJL Yy TE—RIMIDEBEDZ L EWVMEZEET
REXR
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value iZid Kbps BID L EWME (F7 4L+ =2,048) ZANALEY

5): HiEEH 4Mbps 2 FEZ . 7OV Ly TE—ROBFVICYIDEDD Y
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIZFS UMBEMDOLIWME (74 F=200) #EANAOLET

Bl: =y hT—TEEN 100 S UBETREIZ . AT LY TE—RDBFUICTIDEDD £,

*—R— R

February 3, 2023

COEoT YT UTOREY ZICDWTHBLES:
« 95147~ IME
« 9547Y bk IME 2—%—1>48—7 1 XOFLH
s BAF—R—RL17Y FOREH
¢ VI RE—R—R

. BEENAOHH— b

2547 M XT L (IME)

February 3, 2023

=

2N MXF (BZEE. REZE. BEEARCOXF) & IMENSANTIHENHD £9, Windows =17+ 7
® CIKIME ¥, &5+ 7> hAIT Citrix Workspace 7 71 L Bt hiH 2ERED IME 2R L T. Th50X
FENALEY,

1A=

COEEIE. LINuUXVDAZ A YA =L B FICEEITI VA M—ILENES,
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/keyboard/dynamic-keyboard-layout-synchronization.html
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ERRR

@E & 0IC Citrix Virtual Apps Z7z1& Citrix Virtual Desktops oty 3 v #BE £,

75472 MU IME BEEDFERZRBT BICIE. 75172 MITOBEBEICHCTANARZEELE T,

EXF DA
« U547 MU IME #8E%Z2 M L T Google Z7L Y R — FDEILIEXFZANATBICIE. X TLy Ry
—rROELEZTILI) v I TERENRDHD FT,

e U547 MUIME #EIE [NRT—F] 74 —ILRTEI:TEMICHED T A
e IMEZA—H—1>E—-T 1 XE NFEETIEA—VILISERL FE A

95147 MIME 21—t —a0>42—7 x4 XDREHE

February 3, 2023

e

V47 MIIME - =12 =T 214X (ERT« VRO CEEV Y RU%EET) 13, ChETEEOAEL
BICEBEINTWVWE LT COAMYE—TITARIEH—VILICERET. TFEIMNAEETIEA—VILHSENT
BEEXn3 b ELi:

Composition and candidate windows

Text input area

Citrix TiEa—#¥—EUFs ot Ih. UTFTOLSI 75472 MIIME TOA—H—IT I XRUIVIANE S
ICHETNTULET:
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f#©) ~ @A

72 < 8
TidHsdassdussdissdussdf
FHHEFHY

TARG

FEH

FHHE

N

Ctrl + Delete to remaove this candidate

HEEZER T 3 O DRIRZ MY

1. Linux VDA T Intelligent Input Bus (IBus) Z&#MICL &9, Linux OS TIBuszBMIZY 35EICD
WTIE. OSARYA—DRFaXY hZ2SRLTIZTWL, Fi:

« Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. COBBEIRBEBNICT YA —LINEITH ERTIRICEMICTIUELBD ET,

HEED B & EIL

9347 MIIME - —a1>2—T 1 XOEMAEEIE. TT7HIILFTEPICHE->TVWET, COHEEZSR
ERLIFEMICTRICNE. [OFAF7rF—FR—FLA77rORAE IMEDOXHE] RUS—%RET DD
ctxregi—T VT Z2FEALTLYR M ZHRELE Y,

A
[VZ4T7 > rF—R—RLaA77 DR IME O5E] RU>—iE. LYXAMNURELDBHERIN. 18

ELIA—Y—FTIOzo b2 oFATIOxI b FLB YA FROIRTOA T I MSBERTEET,
FED LiINuxVDADL X FUREIZ. EDOVDADIARTOE Yy a VICERINET,

e [USAT U E—R=—FLAT7Y OEMAL IME OXE] RUP—ZRELT. 517>~ IME2—5—
AVE—T7 11 AEHREEZ BN R LIZEMCLET:
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
. Select setti
Studio G
(All Versions) « || Ansettings “ || Keyboard Layout syneT X |

| Settings: 0 selected [ View selected only

Settings S
) » Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

BHNLF—R—FL177 ~DEH

February 3, 2023
LETid. LINuUXVDA L IS A4 7Y T NARADF—R—RLA 7T MEEILCTRIFNUEHED FEATL . -7
yEVIOBEIE. L REF—R—RLATFIRBISATYRTNARITRELS T Z Y RBICEEIN. VDA
TREESINBD S TBEREICEEL. VDAL TSV RBICEETNIETCOMENERTH I LHHD FL
TCo
Citrix TIE VDA DF —R—RLATF I REISAT U MTFNAADF—R—RLAT7T 2 EENICRAESE S C
ET. COMBEMMRLELI. VM7V TNARDF—R—RLATIMHEEINZVIC. VDADL AT
JhBEEINFT,

A

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R— KL+ 77T bOEHAEEZ Y R— L TOLEEA,

B

BMAE—R—RLA7Y cOREAKEEIL. T 72 FTEMCR>TVET, COREEEZEDNEIEEMICTSIC
B [9314T7Y F—R=FLA77 bOEEL IME OE8E] RUS—%Z2RET DD\ ctxregi—FTsUTr%
FHLTLPRMN)ZHELET,

F

(V247 bF—R—FLA7UOREAL IME OE] R —d LZZXMIURELDHERIN. 15
ELEA—H—FTIOc o bV FTII M FRETA MAOTRTOF T MIBRATEET,
BED Linux VDA DL I X M UREIZ. EDOVDADIARTOEYy S a VICBERINET,

[TV RF—R=—FLA7U OEAL IME OE] RIS —ZREL T BNBF—R—-—FLATY
bOEHREEEE B E IZEMICLE T
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
. Select setti
Studio G
(All Versions) « || Ansettings “ || Keyboard Layout syneT X |

| Settings: 0 selected [ View selected only

Settings S
) » Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERRSR

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— | >

Thuoo:10 O ) O ~

fr =

VPR S

February 3,2023
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V7 hF—R—F#EEIE. LinuXRETZXI by TEERBTIVr—23 >0y a > THRATEET, VI MF
—R=FRR AT —ILRTANZHIBRTZERTEIN. NAZETITBLIERTICADET,

M Applications Places  LibreOffice Writer - zh Tuell:lls @ A ) O
Untitled 1 - LibreOffice Writer = a X

File Edit View Insert Format Styles Table Tools Window Help x
B-r&-EH-d9a BE-ae9 Q¥1 =250 -
: v (& (X | LiberationSe @« || 12 ~vaaa-o aag @& -
w

-

Test mrvc i

(a7

@

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. ﬁ f

&

return

&

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 348



Linux Virtual Delivery Agent 2212

PN
Z OHEEIZ. i0S @is Citrix Workspace 7 71 & & f Android @i+ Citrix Workspace 7 71U THHR— k
TNTVET,

WEEDB ML & B
CDHEEIZFT 7 AL FTIHEMNICR > TVET, ctxreg I—F 1 VT ZFEAL T, COHREE B E2IZEMIC
LE9, FED Linux VDA Oi%EEERIE. TDVDADITRTOE Y a VICERINET,
COWREZBMICT BICId:
1. OOV RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v

Enabled" -d "Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—ROBERTARU>—% [FFA] ICREL T,

3. (#7>3>) RHELT & U CentOS 7 oig&. Roav > FZ2XE17L T Intelligent Input Bus (IBus)
ZETFT7AIL LD IMY—ERE L THELET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->
COMEEZE EMICT BICIE. ROOAT Y RZERITLES,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

A
CNEDREF. LWy avIicOd4a 9388, £RIEAJAT7LTHREDEY Y aVICRZBEIC
BHMICHED £T,

HIFREIE

+ COH#EIE Google Chrome. LibreOffice. ZDfthd 7 7)) THEEL AW EHAH D £7,

s FHTY I FF—FR—RFZIERTICLILEBBRRTZICIE. ANATr—ILRMUSMNESI U O LT, BERED
ANNT74—=ILREIUYILET,

e Web 7508 —T1lOONAT4—ILREZUYILTHEHDT—ILREIUYITRE VT hF—
R—RORRRINBVWIEDAHBD FET, CORBZEERT BICIE. NATr—ILEUSNZEI Vv o LTHEX
KOANNT4—ILREIUYILET,
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o ZOHEEIX. Unicode XFEX A TILNA bXFE (HZE. FEE. BEERY) #HR—FLEHEA
e VI MF—FR—FIE. NRT—RANAT7 1 —ILRTIEFBATET A

e VI ME—FR—FRR REODANNT A —ILREEBRS>STRRINBZILHHBDFT, COBE. 7TVDI+
YRUEBET S BEZLICAIO—ILTANATA—ILRZT7I7EXTEZMUBICEEILEY,

+ Citrix Workspace 7 71J £ Huawei 2 7L v L OERMOBEIZEL > T, Huawei 27 L v MR+
—R—RAEHRINTVBRIBEETHY 7 b F—KR—FHRRREINE T,

SEENNOYH— b

February 3,2023

Linux VDANXN—=2 3> 1.4 LTI, Citrix TRE7 7V —>a >0 R—rABMIATVEY, I—F—id
Linux 722 by TRIED G TH. BER LINUX PV r—> 3 VICF7 V2R TEET,

ezl EBN—ELINnUX T2 by TRIBEBEICREINTWVWS o). Linux VDA O &1 71 TEB/N—IER
77U —>a Y TIIERTIEHATL ., TOER. FEBE. HAE. BEZBRY. IMEXBRELRFETTF
AMZANATEEFEAT L, A— D7 TV Tr—2a3 >ty a RICF—R—RLAT7Tr2YIDBRB3L
HTETFEFEATLS

NS DEBICHHNT B7-DIC. COWBET. TFRAMANAICKHIGLIEART7T TV —>a v BOEE/N—ZRMHEL
9, sBN—Z2FERATZI. Y —N—AIO IMEEZZERLIZD, PV r—>a>tEy o ayRIicEF—R—RLA7T
TREYIDBEZBZENTEEXT,

101

ctxreg 1— 7 VT ZFEALT. COWBEEENEEENCTZICHTEEY (F7 1)L FTIEER) . €
@ Linux VDA #—/N—D#EEREIE. ZD VDAIZARINTVWRIRTOT7 U r—>a VICBERAThEY,

¥+ —I% THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
%8| DWORD T9,
COBEERBMICT BICIE. ROOAX Y RERITLET,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

COMBEEEMICTBICIE. KOIATY REERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000000"
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<!--NeedCopy-->

RIS
FEWHIREETY,

1. AHEEEZEMCLET,

2. THERMANAICHISTEZRAT TV T—2aVIil7IERLET, S@N—D 7TUT5r—a3>redic

Tyl avVICRRINET,

3. ROy FH I Az a—H5. Mg FE] 2BRLTHEDOSE (NAIV—X) ZEBIMLET,

B e ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4. FOYFE I AZa—h5 IME FlldF—FR—FL A7 EERLET,

5. BIRLEIME &7cl3F—R—RLAT7U AL TERZZANNLET,

=g
A

s VDARIOEEBEN—THF—R—RLA 7Y +2EETZHBE. 751 7> MM (Citrix Workspace
TTUDNETEINTWVWS) THRELF—FR—RFLAT7IPERAINTVWR I ZHARL TS
Lo

o [MFr =E] 41 7OJ Ry I XATHREZITDICIZ. accountsservice /Ny 7r—o%/N—2 3

> 0.6.37TURICT v TIL—RITBHENHD FT,
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= <

Region & Language Login Screen

€. Language

English (United States] o

Formats

Input Sources

French

German

+ -

NIVFATA7T

February 3,2023

United States (English)

Options

COEILarTIE UTOMEYZICDOWTHEBLET:

o F—T 1 FHEEE
s U -V FIVULALLY K

+ HDXWeb A XS 74 E4

Z—7 1 Fiee

August 10, 2023

FETF4 T —F 1%

TETTFATA =T FET 7 I TEICE>TVWET, XD Citrix Workspace 77U o547

FEnTVEd:

« Windows @7 Citrix Workspace 7 71) - 2109 LD N—2 3 >
o Linux @7 Citrix Workspace 7 71J - 2109 LD /N—T 3>
+ Mac |+ Citrix Workspace 77\ - 2109 LABEDN—2 3 >~

> AR —
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—BICBWISAT Y 2FERTRE. PTRTTATA—TA A RBRROF—FT 1 AICTA—INvILET,

TEATT4TH =T« F=2FERITNUI. VDATH —T A @mBER) L —Z2FETHER T ZBEDIHD EFEA. 74T
TATHA=T1FIE XY bT—IRBICESVTH T ATV ITDEY FL—FZBMICHAELT. 7L
ST LRA-T A ARBRERBELE T,

RORIE, TETTA TA—T A FEREKDA—T 1+ 7L OEBEERLTVWET:

TFETTF4TH—T47 kDA —F 1 F
BAA—TaAH>FILL—: 48kHz BRA—FTaAH>FILL—+: 8kHz
ATLAFvYxRIL B/ Fv 2RI

B>k

RHEL 8.x T PulseAudio 13.99 L% FERAL £,

SUSE 15.3 T PulseAudio 14.2 LIz FERAL £,

PAAvAy ki D2 AVAVES S G278

February 3, 2023

e

Linux VDA iZ. Google Chrome TO 7 SoH—a>FoYoUAAL Y bEYR—FLTVWEYS, 75UH%—0
DTIOYDIEALYT RTIR 75072 MIOHFTU X MIERINT Web R—JSEL VA VI TEEY, C
DHgElE. Citrix Workspace 77U FRLTIS1T7 Y MIOJBTEIL VANV ITI VS VEAVRAZV R
L. URLAS HTTP BT HTTPS O> 7>V ZBELET,

i
HFAI) XM REALT. 2507 MNICUAAL I TE Web R—JZIEETEF Y, P, BlEUX %
FARALT. 25107 MIICURZA LY bW Web R—SEIEETE T,

ZOF—N—LAWeb LTI bT>IVid VDA LTRELISA 7Y M ETEITIN, 517> D CPU.
GPU. RAM. 8&Uxy bT7—0%FERALEY,

T2 —DEa—R—bREIFRULEALIPENET, Ea—R—bE IVTUIYDRRTENBZT SO —RD
REFOEHTY, Ea—R—FICE PRLAN= BRUIADN— AT—RIAN-RBEREEFNEEA. T
5NIERIF5F4tE VDA © Web 750 —TRITINET,
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[ aboutblank x

& C 1 | O www.youtube.com

AT LEHR
Windows /517> b:

» Windows @i+ Citrix Workspace 7 71) 1809 L{&
Linux VDA:

s VDAD T So%—: Citrix 75 o%—2>F>oVDULA LY MiskIEEEDEMS iz Google Chrome
V66 LABE

TISoH—-TVDIVEA LY DK

1. Citrix Studio T, 759 —a>F>VOUEA LI FMZDWTURL OEFRIUR FEEIFY X EIEET S
RIS —ZBELET, ISUHF—0TFTYVOULEALI MME. TITAILRT [HFE] ICBESINTULETD,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA [Chrome 2] #2Uwv2o L. Chrome 97X +7H5 Citrix 7SoF—a>FovVoU4s
1LY MMLREREZEBINLE T, CNid. VDA LD TSI —H. (#E#kLn) URLHAFFT) X M FI32L1E
DARE—HTEIDESHEHETEIDICKRILIBEET,

BE:
C DIRREEEIL T T4 7Y MMTIFARETY, VDAIZDHBIML TLET LY,

Chrome OIEREAEIF. I—H—ZCICA YA —ILL &, IRIEAEZIBIN X 7o IZHIBR T BB AIC.
J=ITUoAA—DZBMITBIHBEEHD T Ao

£ chrome web store o 5o

Broawial Comting Riesl X

Extensions ) o 8 wxteenions

o3 2o
O Extensions

Browser Content Redirection Extension

3 Tram
O Tremes Offred by Cirix

b A 1 Chiame
Features This sataraion reditects Webpages.
O RuneCmes
[ By oo
0O Fees

[0 Avadable for Andeosd

[0 ‘Works with Google Drve
Ratings

O *dhdhw

O kdkdkdk s Lup
O kdok &up

O ke & up

a1 X FRIC—ET S URLAHD (fFl: https://www.mycompany.com/). 21U X FARICIZHR VG
A, REBFvxJL (CTXCSB) &, VALY D ETH S C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %79, Citrix Workspace 77U E. O—ALLIEVITIOIVEA VAV ZH L. Web #1 FE&RR
L&,

Citrix Workspace 7 7V &, Web 1« 2 RETFR I by P IS0 -0V T VEFHICS—LLRIZTL Y
FLEYS
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o H—N=TzyFeH—N—LIAUIT: YA bZFHFAUIMIBRLTVWAEVLD, VAL T MIKEL
fete®d. VALY MMEHD £ Ao VDA ETDO Web R—T L >& ) »FICRD. Thinwire 2R L T
25710y RZERRMELE T, RUD—Z2FELTIA—INYIDOEEZEIBLET, CDOPF VAT
I&. VDA To CPU. RAM. L UVFHIBDHEENZ B FT,

« USATU NI IVvFEOSAT LY Citrix Workspace 7 71 & Web 4 —N—ICHIEZ
Be Bl AVA—FY MITIERATIBELRBDEY, CD>FUFTIE Citrix Virtual Apps and
Desktops 41 kh 5%y b T7—2 CPU. & U RAM OFRE%2 IARTAT7O—RLET,

TA=INYIDANZX L
ISATURDURAL YT CDRBTBEDHBDET, RERIE ISATYRIIUTAYEZ—Fy MMCHEHET

TEATEIBWEE, T5—IEDVDAICRINBAEMELNHD 9, COLSWIFAE. VDA LD TS IH -3
HP—N—LtDOR=JZUO—RLTLYAUITEET,

HDXWeb 71 X5 &7+ E#E

April 4,2023

e

LinuxVDAt£ v 3 Y TERITTNTVWBETARET IV 75— 3 >01—H%—k HDXWeb AXSETF# EME%
FEALTWeb AXSZHATEZLSICHRDE LTce COMREIRT 7 4L FTEMIIhTULET, AIRETHNIFL
EIZ. HDXWeb WX ST ERZER T eb8OLET,
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HDXWeb h XS EFAE#EIE. SEK Web A XFE—REeLBENET, TDZ1 7D Web h XFEFA XL
Tl FEEY I TRITINTWVWERETASET U r—>avICH264 ET A2 EiEEfEL £9, HDXWeb
ARXSETAREBTIE. VATV MARL =T VIV RTLIZEEFNBZNILFAT«T7IL—LI7—0FT0./0
JILED FYTFYTNARDETHEAVEZ—ETF L. FIVRA-RBLUVERLET, EF Vv TFv TN
1 RADHETH S OSH—RILDR M= VT T7—FF I FvICHHPAENDZ RSAN—DREBEINATVET,

5472 M Web AXS e 0BEEWIELE T, TOE. H—N—TBUICRRTIZETFDAHE. F—N
—ICEELET, H—N—DWeb AXSLEECPOEDAETEDIITIEHD FEAN. KEICEDTRI MY TT
LEBODI VARV IYZANESNET, Citrix Workspace 7 7UHNETH % EHET 3 1. HEHENEHLH I N,
WAN >+ U A ToEREDAELEL 7,

Webcam Workspace app VDA

Captured ; g
Meeting
HDX webcam server Me $ EE—— conference
server

video

stream
_—

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

P
o COEEIZ. &k7ET S videodev H—RILET a—ILH Azure IS VICR W8, Azure Y2 > Tl
FRATETFEA
o COtEEIZ. Citrix Workspace 7 7V 05147 b 6D H264 ETADHEFR—ELET,
o HAR—hINTLS Web H XS DEEEIL 48x32 H*5 1920x1080 DEFE T,

« Web AxX5%ERLTWVWSHBA. Citrix Workspace 77U @Y —JL/N—D [AB USB F/31 X1 &
BIRLAWVWTLIET W, BIRTBZ . FHLAVEEIEET ZH8MENHD FT,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams
Session Settings
(O Connect automatically
(O) Do not connect
(@) Ask me

Digital cameras and scanners

(O Connect automatically

(O Do not connect
(@) Ask me

Global Settings

Preferred \Webcam

Automatic

Relative Mouse Settings

[ Use relative mouse

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR— kI TW3 Citrix Workspace 77V

HDXWeb A XS D EF#ELEIE. KRD/N— 3 >0 Citrix Workspace 77U EHR— KL ET:

TSy bTx—L4

Oty

Windows @+ Citrix Workspace 77U

Chrome @7 Citrix Workspace 7 71

Windows i+ Citrix Workspace 7 71J 1&. XenApp
& & U XenDesktop 7.17 LI LD 32 B b H KT 64
Ev 77U DWeb hXSEFAEBEHR— L F
¥ LEID/N—2 3> TiE. Windows @& Citrix
Workspace 7 7U1E32 B b7 FUDHEHR— b+
LTW&ELTs,

—&8D ARM Chromebook iz H.264 =>d—F 1 >4
ZHAR— L TWAWD, RBHK SN HDX Web
XSETAEREEFERTE2DIF32EY FT7TUDH
T3,

TL2ICTARNEAD Web H X5

Web ZXSHEAENIE TL—LL—rP. BRIV ISR MDLARILBERD Y, Citrix RETIE. F1HD

HEERREEICRD Web A X S FEALET:
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+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

B

COWEEIZT 7 AL FTEMICE>TVWETS, ChEFEATBICIE. AOBIEEERERTLET:
Bk

Citrix Workspace 7 7' @2 —4'—|&. Desktop Viewer ® [¥12c Web 1 X3] &RET [IEHELAV]
TERT D TIAISREZ LESTEET,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Seasion Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect
(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

1. VDAD 1 >R b—)LHt5eT L7=5. VDA A Delivery Controller ICE&RTE, RSNz LinuX TR by
Ty arh Windows BEREHREFERAL TCERICEE TEZ e 2RBLET,

2. VDARA VB2 =2y MZTOEATEZ e #BRBLTH S, sudo Jopt/Citrix/VDA/sbin/
ctxwcamcfg.shavy rRERITLT Web AXS0O#EBERT LE T, VDALY 2—Fy b T ER
WS, FIE3 ICEAF T,

i

uname -rEA—FIAYE—DOBETA—RILOR—HHRETZIEHNHDEFT,. F—HHH 3
. ctxwcamcfg.sh 27U 7+ HRBML £3, HDXWeb h XS OEFA EHEZBEYNICERT 3 IS
i&. Tsudo apt-get dist-upgrade; #=f7L. VDA #FE# L THh 5. ctxwcamcfg.sh xo U7
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bEBERITLET,

VDA #¥ Debian ICBREThTWVW3BEIF. BFOA—RIN—J 3> TRETTNTVE e 2MBLTLE
TV ENLBIMDIZEIE. ROAR Y FZRITLTEMOA—RIAN-—2a VICERLRT:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

VDA # SUSE 15.3. SUSE 15.2, 73 SUSE 125 ICBETNA TV BIBEIE. ROIATY Y FZERITL TR
WOA—IN—2aVICEHL. BEEBLETY:

zypper up kernel-default
reboot
<!--NeedCopy—-->

ctxwcamcfg.sh 22U F g, RO CIRIB£ET:

a) kernel-devels &U#HH—ILEZ 2—I)LHKR—F (Dynamic Kernel Module Support:
DKMS) 7O > L%z VDAICA >R M—ILLET,

o« kernel-develid. WHETEIN—a>DREWeb A XSH—RILES a—ILEHEET BT
DICFERINZE T,

o DKMS iZ. REWeb hXSH—RILEZ 2 —IILEBNICER T3 OICFERINET,

7

tRo7005 L% RHELB&U CentOS Ic1 Y X k—=JLg 5. ctxwcamcfg.shzxo 1
ThHA VA =)LEN. VDA DRDI) RS FUDEMICHED £7:

« Extra Packages for Enterprise Linux (EPEL)
« RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh* 54 —7>v—2a—Rrv4121loopbackz 4
w>O—RL. DKMS #ERLTv4 12 loopbackxBEL £,
val2loopbackid. VAL2 L= Ny I TNA ZAEERTEZN—FRILEZ2—ILTY,

¢) sudo service ctxwcamsd restartadv> R#ZE{TLEI, Linux VDA ® Web h x5
H#—E X, ctxwcamsdix. HDXWeb h XS EF A E#E#EED V412 loopbackh—RILED 2
—lzBEEHLTO-FLET,

3. VDA IZA Y E—2y b7 ZADBVBEIR. BlOoT> > T vdl2loopback H—RILEZa—ILEEILRL
ThHh5. VDAICOE—-LFY,

a) 1V —X Y MMIT7IERATE MO VDALBELA—RIN=-a>vDEILRIS VR EBLETD,
uname —-raAIYERIE. BA—RILDON—=23 EBDIT3DICKILIBEE T,

b) EILRTY>T. sudo mkdir -p /var/xdlav>yRER{TLET,
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¢) /var/xdl/configure_x%. VDAN5/var/xdl/OELRISVICIE—-LET,

d EJLRT>>T sudo /fopt/Citrix/VDA/sbin/ctxwcamcfg.sha<x > R% =R
FLTH—RLEYa—ILEZLEILRLEY, ARV RHPEFICRITINh B . /var/lib/
dkms/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl
/$(uname -r)/x86_64/module//¥ ZIc v4l2loopback.ko 7 7 1 L BAER S N £ s
ctxwcamcfg.sh 20 ) 7 b2 RITTH L SICRETZAREMOHZ TS —IFEBL £,

e) v4l2loopback.ko 2L kw5 VDAICOE—LT. Jopt/Citrix/VDA/1lib64/ICE
ELFT,

f) VDA T. sudo service ctxwcamsd restartav>R#=x21TLTWeb AXSH—E X
ZHiE# L. v4l2loopback A—FILEZa—IILEO-RLET,

KX >3S0 Linux VDA

February 3, 2023

e

R X >3EBMD VDA #ERT 3. VDA LU I—H—BHAD Active Directory R X1 VI VDA =8NS
BDRENGCEDET, FXAVIESMO VDA ZER T2 IiE. VDAZ OISO ROV FO—ILFL—VIZERT
B1-DORAF—CHBFXF—DORTEERLFT, ZhiZkD. Active Directory R X1 Y ADBIMIEREICAHD £
Lice A—H—DRX1VEBMO VDAL Sy > 3 2RSS . VDA 1L, Citrix Workspace 7 71UAn O
JA>DEHICA—H—HIERT I A —RBEE>TO—AIIIVYEYITTHIY b EERLET, VDAL SSO
Ly ayOBEROEDICO—AIIIIRYTEINZTHAVY SDMERBTEI VA LNRT—REEDETET,
SYVALNRAT—RZEETRE. SSO ety 3 v OBEGICKBML £9, SSO Z&EICT BICIE. TSSO LIsho
SREEl ZBRL T T,

HE:

o BX-r>3E5 VDA %, Citrix DaaS THR—rEN %7,

- Oy raO=)ILFL—>id Citrix DaaS @HTERTIHELHD £,

- RXAVIEBMVDA G NTVU VI ISIREREA VY TILIROT -2V 2—ICBATEE
To RXA IS VDA L. CitrixDaaS > rO—IL L —VICk > TEEINE T,

- Citrix Cloud Connector % /N1 /X2 9 % & 5 ICRendezvous V2B TE £ 9, TNLUIDE
&l%. Cloud Connector #1 > X ~—JLLT. VDAZ O bA—ILTL =Vl T Z2HENH
D£EJ,

o RX-r>3E&NN VDA Z{ERR T BICIE. Machine Creation Services (MCS) Z{EBT3MRENH D F
3_0
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- MCS BT XZINGF—N=ZFR—rLTWEEA,

R X1 >3ESMO Linux VDA TER T 3146k
R X >3ESMo VDA TIEESN B ZzH>O—AIN1—HY—%ERT 3

FXAVIESMO VDA THRR bEINTWBREy 3>z, VDART 7L OB ZH>O—AIL1—H—
ZBEEMICIER L £9, VDA I, Citrix Workspace 7 7UADOJ# ViICERLcA—H—BICESWTO—-AIL
I—H—%ERL&E T, Fico I—H—D1—H—H#BIF (UID). JIL—TFH#HAIF (GID). F—LFsL o U O
TAVINBREDA—HF—BHZIRETEICHTIFT ., COMEZFERTBICIE. ROFIEZRITLET:
1. ROV REERITLT. COMBEZEIICLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. VDADQA YR =)LIXRDTFIZHSB /var/xdl/getuidgid.shRIU T+ TROBEEIEELET:

B WEDNT T avh A
uid WA a—4—#BF (UID) (&, Linux

L2 T RTLEDOEI—H—IC
FOYHTHNBZESTY, 21—H—
BT7IOEXTEBZVXTLIYV—R

ZRELET,

gid WA JI—T#HMF (GID) 3. HED
IIN—THERTIEDICERINDE
5T,

homed-ir FTFay Linux Z—L7 1 L7 LU E
OA—H—RHDOT LI KJTT,

shell FTFoay AJa >z, A—%—7hV
YhAaoOd A VBRI I—H—IC1R
HINB3TILTY,

wic getuidgid.shxo U7 roflERLET:
P

AUV T NTEEITIBENEMNTHS e ZBEBLTIIEIL,
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#!/bin/bash
HHHH AR HHHHH AR HHHHH A A HH AR HH AR HHHH AR A HH A HH R B H R R #

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
<!--NeedCopy-->

S$SO LIS DEREE

F7 4L b TIE. Linux VDA TIE> > 7Lt >+ > (SSO) AEMICAR>TWET, 2—H—id. 1 DOERBER
Dty bEERLT Citrix Workspace 77U e VDA £y > avicOd4 > LET,
A—H—HROEREROELY FZEFERALTVDA LY > a VIO F Y TEFBZ L5127 3ICIE. Linux VDA T SSO
ZEMILET, 2L <&, TSSO LISPDEREE ZBBL TSI,

Azure Active Directory # {5/ L 7583

Azure ICBRETZ R X1 VIESMVDAIZ. AADD ID H—EReHiach. I— BB LE T, L <
l&. TAzure Active Directory TO:E] Z8BLTLLETL,

Rendezvous V2

kX1 >3e&00 VDA 3. Rendezvous V2 %fE/A L 7z Citrix Cloud Connector ® /N1 /SXBX LT, HR—+ T
NTWETF, FL<IF. TRendezvousV2) #BBLTLET L,
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R X >IESMOD Linux VDA DOERK
MCS % L T. Citrix DaaS TR X A2 Linux VDA Z1ER L £, s#L <& TR X 2 IEZMOD Linux
VDA O1ER) #BRBLTLIETL,

RS — 4K~ h—H

February 3, 2023

Linux VDA RS —HR——&

Studio
R Va2 FI#
- *—%& fEk ] =)L JL MME

21w LimitClipboardTran€ferC2H s
TR— - (0)

21w LimitClipboard Tran€ferH2C £
THR— — (0)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

254  UselocalTimeOfCli€M\ % H—/n\

7k — 1LY —DH
oO— =Vl ALY
L= g —>%
1LY fFRY
- % %
EAY

3

ICA7E IcaRoundTrip€heckERabled B3

'AE a—42 YR (1)

=X

>
ICAE  IcaRoundTrip€heckBayind 15
'AE a—4 YRa
Sl - —H—

E=H

2
74K  IcaRoundIrip€heckihan|dl&Esh
JVIEST a—4% Yk (0)
@ ICA — —H—
*HEA =X
E 2

vy  LimitOverahBw ICA\% 0
Ive — g
FKD&

K

B
4—5  LimitAudioBw;® ICA\®% O
17V — HiE

A1l

A1)

BAH

HitE

(Kbps)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

F—7  LimitAudioBwPerct@A\® 0
174 — b ]

21 L

72 0]

BA®

1

(%)

usB LimitUSBBw-%* ICA\% 0
FINA — g
e

1L

[N}

K

::]

usB LimitUSBBwPgrced€A\w 0
TINA — b ]

R

1LY

(oL

i

(%)

21w LimitClipbdBW  ICA\® 0
TR— - g

RUA

1L

h D&

REE

B

(Kbps)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

21w LimitClipbdBWPerd€ALH 0
THR— — o=

RS

1L

kD

K

g (%)

774  LimitCdmBwt  ICAA® 0
IR — HiE

1L

(N0}

R

1]

(Kbps)

774  LimitCdmBwRercet@A\¥ 0
IR — e =

1LY

N0}

K

g (%)

71>  LimitPrinteeBw ICA\® 0
2—1) — i

21 L

A1)

BT

1

(Kbps)

71> LimitPrinterBwiPertéAts 0
Z—1) — b ]

A1l

A0

BRAH

HitE

(%)
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Studio

BN

EPa

G- =L

T+
JL &

WebSock&tce ptWehSocketsilenWetiBrkets

ICA\WebSgad@ts

ICA
Keep-
Alive
Xyt
-
(0) =
EEL
AW
60 7

1494

2%
(2)

e 1—%
WebSock&ebSocketsPart

R—k 1—%

BS —
WebSock&ETrustedQriginSd6AAWEDSockets
(HEky 1—%

N3 -

v

—B

ICA SendICAKaep&livedCA
Keep- a—% Keep-
Alive - Alive
ICA ICAKeepAtiveEimedGA
Keep- 1—%  Keep-
Alive — Alive
2A L

7k

ICA') IcalistenenPortNurtder
AF— a1—%

R—k —

DES

HDX  HDXoverUDPr  ICA
TEAS a—%

T17 -

kS

ZAR—
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Studio
NI

Ty
3 VE
EDR
S

g
Ul &
B\LA
L

A%
I VE
E DR
FHoXR
— &

A%
I VE
EOR
ROZ
1LY
7 bk

e
7>k
DEH
BiEs

554
7k
-7
D
21U
ok

EYa T+
*—% EE - JL ME

AcceptSessinrRelidBilitgCorgFettions
a—4 v 3 (1)
- VEMR
DREF
Reconnectiott)iTrdgharend0%vel
a—4 17
— hoD
HEnE
SessionRetiahilityPeA\tz 2598
a—4 w3
— YVEMR
DIREF

SessionRetiatlity TioAedut 180 b
a1—% V2=

- VEH
DRF

AllowAutaCtefitRetoMtect a1
— 147 (1)
A 0]
HEhE
AllowAudimRetlirecions  ##a]
- 17 (1)
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Studio
NI

754
7>k
AV
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A1l
7k

PDF 2
—N—
TFILT
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—%z8
BER
ER)

PAVY
22—k
SAN
214
vEY
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EPa
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AllowPrinterRédir ENRI
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Studio
N EPa FI 7
- *—% EE —JL JL ME

254  AllowClipbeattiRediry v #7]
7k — ZJR— (1)
Ty N

TR—

FUA

1TL7

254  AllowUSBRedit  USB =]
7ok — (0)
uUsB

TINA

AA

1L

]\

254  USBDevicaRutes USB ? 254  USBDevicaRutgs

7k - 2y
uUsB uUsB

FINA FINA
YA 2)H
1L 1Ly
~3RAY ~RAY

gEE  MovinglmageGomitissidnCanifiguration
4 - (1)

IZ X  ExtraColorCetfipre3dianwire E5f
A=) — (0)
48

9 TargetedMinimium AaimeseiS&zeond
Z3 =iy —

JL—

L

#—%"  FramesPenSetbnd Thinwire 30fps
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E
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Studio
N EPa FI 7
- *—% EE —JL JL ME

Fram  VisualQuatityt*  Thinwire & (3)

= _
E#EIC VideoCodae—#  Thinwire 3EiRS
EFA — nrig
a-7 AfERA
v EK)
EAY (3)

%

E5#+  UseHardwerefncodhighar¥igenCodec
a—7 - (1)

v IIC

N—F

o7

I>1

-7

V%

fEAL

=N

\ER  AllowVisualtytdss|ddsi@arivpriEsgion
IR - (0)
DELE

= A

EE)

3DE  OptimizeEor3dWorkhoadire £3h
B — — (0)
70—
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B

a7 PreferredQotarDepthinwire 24 £ v

Jg>7 — NED
vy i
2D (1)
TR

E
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Studio
N EPa FI 7
- *—% EE —JL JL ME

58 SoundQualityy #—5F &-&

— 17 mfi A

el g
7% (2)

254  AllowMicrophigneRedirs &7

7>k — 17 (1)

&

A+

Lok

BAt  Maximumiwtber@$egsion250

v 3 a—% IE

D% —

B0 ConcurremtbagonsEoEEance?
gx> a—4 I

LS -

>R

ControlldmableAutol pid ateftical troiteds

DB a—%  Deliv- (1)
Bz - ery

i Agent

EX) RIE

21)w  ClipboardSetettiondpdateMdde

TR— — TR—
R EER N
BT

—R

7354  PrimarySelectionUgdateMode

<)k - TR—
REH r
ET—F

Speex MaxSpeexQuatity #—F 5
BKm - 17
]
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Studio

NI a2
- ¥—8 &E -
25+  AutoConneetBrivess 7 -1
7k — |k 4
kS 1Ly
JIcB ~/CDM
£ EEE

EES)

254  AllowCdrombtives 7 7
7k - Ve
RIFF 1L7
AR ~/CDM
17

254  AllowFixedBrives 77
7k — Ve
RIEE 1L7
kS ~/CDM
5

254  AllowFloppyBtives 7 7
7k — LA
70O 1Ly
vE— ~/CDM
kS

5

254  AllowNetworkDrive3 7
7k - LA
Al 1L
kD — ~/CDM
IRZ

17

254  AllowDrivaRetir 77+
7k — LA
e 1L
T4 ~/CDM
1L

]\

T+
JL &

e
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e

e
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Studio
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Studio
NI ®Ya FTI#
- -3 fEckE] —JL L MME

w3  EnableSessiotiidletiroer  H%h

arv7y — ava (1)
1Rl 1~Y—
2AXY

vy  SessionldteFitterinterdal 1,440

av7r - Iy &
TR 13—
g

— 0

] EnableSessietiDiscammectTidEgh

w3 — avg (0)
> 8o 13—
7.—

ikt SessionDiscenhectTimerPerigdl0

v - avz bl
vEA 13—
N—D
Bl

A

Windows Virtual Delivery Agent (VDA) ®&#%. User Datagram Protocol (UDP) TO#—7F « 48z
EEHR—FLTWVWET, Linux VDA TlEHR— I TWEE A, 5%2L <I&. TUser Datagram Protocol
(UDP) TOA—FTA4AUTIEALETVRR— b1 ZBRLTIIES L,

Citrix RU>—8BE#FEAL T, CitrixStudiodt vy 3 iEHRL2rI—2BRTI X7

e Lyl alTARILEAT— TARIKEDE Y 3 VICKEFIREZERT3HDESDERELEY,

e Ty aVTARILEAT—DER: 71 RILREDOEY S 3V ORMEREZRELET, Ty a>7a1R
WEA=1 [BH] IKB->TVWT, 7707 REY S 3 VHIRESNEKERNICI—F - ANNZRELE
hofcima. ty P avidiEhEd,

s Yty arEa7— YIS hitE Yy a VICHEGRZERTZDESHZRELEF T,

s ity 3 EAT—0O/R: YIEhictEy a2 O0J 3733 ETORBERELE T,

CORIS—REDVWITINDNZEET ZI5HI1F. BRSATREN—BELTVEIEZRIBLTIIEEL,
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71 RIVREDE YL 3V OFREENEBRT S, EEXvE-—UHRREINET, fle LT UTFORIU—>
2ayvbEBRLTLETY, [OK] 2. EEXAvE—2REACERTN v arvez7o 70 JICREDIL
BTEERA. ty2ara7 070 TICRDICE. PFARLEAR—UEY bT27HDI—F—ANIHRET
ERS

Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

RDAR)>—&. Citrix Studio N—2 3> 7.12 IR THERTI £7,
+ MaxSpeexQuality
& (B#0: [0-10]
T7#)MME: 5
SFAR:

FT—T1FVEAL YT, BEPREIEROBE. T—TF7—%% Speex TT>IA—KRLET (B
BOR)S—%EBE), Speex FLZAZHESI—TvITHL. NNEEESORBEEZBMICLTEELED,
ZOMOFTEI—T VI LBV, BELEY FL—FDONFVREFEHTEEY, Speex DT> OA—F 1 >4
TOEXRIE IFLACDHE. 005 10 DEEDORE/NFXA—2—THIEL 7, MEINEWVEL. Ev L
—rbELAEDES,
Speex mAmEIE. mED Speex MEBZBERL (EERECHHEHIRICR > TH—T+FT7—2%2IT >0
—RLET (A—FTrFVEAL I FBLUBHBHIRORY > —88), BEREIPOBE. T>I1—4—
WBEBHE—RD. &OBVWH Y TILL—RIRD T, BERENMEDEE. T4 —I3REHE— R
T. KDEVWHYTILL—RMIARDET, AL Speex RETH, E—REEYML—FIERDET, &5
@ Speex @EIF. UTOEMGEBLITRADMETT,

- mENH Speex RARELUT

- Evw bL— FDEIEEFIRLT
BERE: B8, A—T1 4 VE1 LY FORKEITE

« PrimarySelectionUpdateMode

& (F1%): [0,1,2,3]
TIAILMME: 3
EE3N

TIARVERE, T—FZBRL. YUVXOHPRRL U ZBLTHOMITBHRICERAINE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 380



Linux Virtual Delivery Agent 2212

CDREF. LINuXVDA TO TSI URBROEBMN TSI TV bDI )y TR—RTEHRINZHE S D
ZHELEY (BOBEBEK). EICIZ. RD4DDA TS a>hHDET:

Primary selection update mode

Host selection changes are not updated to client
¥ Appl Client selection changes are not updated to host

vi Selectnon changes are up-dated on both client and host 5, 7.1 Desktop OS, 7.5 Server
: v e'sldup 05, 7.8 Server 05, 7.8
Desl‘dcp 05, ? 9 Server 0s, 7.9 Desktop 0s, 7.1 Senrer 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop OS5, 7.13 Server OS, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server 0§, 7.15
Desktop OS, 7.16 Server OS, 7.16 Desktop OS5, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client's clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- BROXEIFZVFSAT7Y FTHRIATHERINEEA
Linux VDA TOZ SR VBROEEICE 2T 5347V LDV )y TR—REEHINE L Ao
IIATYRDOTSATRBROEEICED. LInuXVDA DY Uy FHR—ROBEMEINZCIEHD F
Ao

- RZAMEROEEIZISAT7Y FTEHINEEA
Linux VDA TO 7SR UBRDEFICEL > T, 317 LDV Uy FR—RIZEHINEE A
ISATYRDTSARIVBROEEICED. LinuxVDA DT ) v ITR—RABHINET,

- V37V MEROEEFIRI CTEHEINEEA
LiInuxVDATO 7SI UBIROEEICE > T 51TV b EDI Uy TR—RABEHINET, 7
AT DT SAT)BIROEBICELD, LinuxVDA DI U w TR—RABHINZ ZIEHD FH
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Fuo

BROEBEIF. V517V MERANOBEATEHRINET
Linux VDA TO 754X UBROEBICE > T, I51T7 Y hEDI) Y TR—RBEHINE T, &
SATYEDTSAT)BIROEBICED. LinuxVDA DY Uy T R—RABHINE T, COF TS
AN T I METT,

BEERE: Uy TR—-FERERE—F

« ClipboardSelectionUpdateMode

&g (531%): [0,1,2,3]

FI7AIMME: 3

¥4

1)y FHR—RBIRIZ. WO DT—E2%ZEIRL., Ya—brAyvy rXZa—D TOE—] ZBRITIHL.
Iy FHR—RICOAE—SNB3 CZBHRHNICERTIHEICERLET, 77Uy FR—FRERIE. EI
Microsoft Windows @ ) w 7R— RIBEICEEEL TERIN. 7S5 URRIZ Linux 3E01RETY,

CORYZ—E LinuxVDATDI Uy TR—RFBROEENISA T D)y TR—RTEHIND
NESHZEFIBELEY (EDBFEOEK). BEICIE. RDA4DDF T ahHDET !

Studig

Setting
Users g

Summg

Edit Setting

Clipboard selection update mode

Value: | Selection changes are updated on both client and host +

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection changes are not updated to host

Virtu changes are updated on both dient and host
0s, = R === eerrer—o i/ Desktop OF, 7.8 Server OS5, 7.8

F F g
Desktop OS, 7.9 Server OS5, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop O3, 7.12 Server 05, 7.12
Desktop OS, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 0S8, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server 05, 1808 Desktop O35, 1811 Server 05, 1811 Desktop OS5

QS, 7.1 Desktop 08, 7.5 Server

Description
This setting is supported only by Linux VDA version 1.4 onwards,

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the hast. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

| x]

ted only

o .

Select

lancel
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- BROEERFIISATY I THRALTHERSIhEEA
LinuxVDATDZ Uy TR—REROEEICE>T. I3A7Y LDV )y TR—RIEEHRINEE
Ao VAT DIy TR—FBROEEICELD. LINuXVDAD T Uy FTR—RHAEHINBZ L
iEdH O EHE A

- RAMEROEEIZIIV A7V CTEHINE LA
Linux VDA TDO o U w TR—RBEROEBICE>T. 95147 DIV TR—RIZEFHFINEE
bo V54T RDI) Y TR-RBIROLEEICED. LInuxVDA DV )y T R—RHBEHINET,

- VA7V MEROEEIF. RASTEHINEZEA
Linux VDA TD I Uy FHR— RBIROZEICE>T. 9517V LDV Yy TR—FHEHINE
To IVSATYEDI )y THR—RBEROEBICED. LinuxVDA DI Uy THR—RHABHINZ &
iEdH O EFEA

- BIROEEIF. V51TV FERAMOBEALTERINET
LinuxVDATO o Uy FR—RFBEROEEICE>T 95147V R LEDI VY TR—RHAEHINE
To VATV RDIU Yy TR—RFBEROEEICED. LINUXVDA DT Uy TR—RAEFHRINET,
COFTavhTT+ILMETT,

BERE: TSIV BEREHE—NR
pa
Linux VDA Tig. 27w THR—RBRE TSI UBIROBmAHHR— I TWET, Linux VDAL o510

TYrEOIE—BLUVMDFITOBEZEHTBICIE. Uy TR-FBEREME-—RE T 50T ERE
WE—FOEAZRALCMEICKRET S L EeHE#OL T,

ENRl

February 3, 2023

DU a>TIE UTFOREYZICDWTEHHBALE T

o EIRIODRZA TS OT 1R

+ PDF ENRI

ENRIORZI TSI 74X

February 3, 2023

CITIE ERIOANR R TS F 4 ZIZDWTHAL £ T
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12—l
Linux VDA Tid. cups 7 r JLZ—r foomatic 71 L Z—DEADNKETT, 71 IILZ—IEFVDA L LHIZT VR
F=ILENET, T4 E—E T4 RMNIE2—2aVICBDVWTFETAI VA M—IILTEEHTEIET, fi:
RHEL 7 055!

sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

TR

Citrix MR 22 N—HIL T > 2 — RS54 N\—IF 35788 (Postscript. pcl5. pcl6) TY, #=f2l. 2=/N—
HIWTVVE—RSAN—DISATY T O 2— L GVAEREDRHD £T, COBE. Maio!))—X
TOW—DF T 3 i ~/.CtxlpProfileSCLIENT_NAME #8577 1 L2 RET S Tl N—2 3> 1906
LETIk. K DI Citrix Studio T [FUYE—RSAN—DIvEYT B RIS —%BHMT54 T3
VHBMINTWET,

Citrix Studio © [FUYAZ—RSAN-DIvEVT L HiRM] RUS—%EERT 3ICIE:
L [FVYE—RIAN-DRyEYT e EifE] RUS—2#RLES,
2. Bm] 2oVwoLES,

BIRSAN=Bl IZIFATIRTIEZ—DRSAN=BEANALET, Linux @i+ Citrix Workspace 7
TUEBALTVLRBEIER. RDbDICT) Y 2—8EZANALET,

4, [B#a] %8R L. VDADORSAN=—T 71 IILADET/INZAEZNSILEF T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 384



Linux Virtual Delivery Agent 2212

Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name:  pown
— FX FPS Color Class Driver
| Use defaulty — e *.Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

A
e PPD RSAN=T71ILDIDYR—EINTUVET,
o [TV A—RSAN—DIVvEVITEHRY] RS —DFOMOA T avighR—rIhTLEE
Ao [BHA] OAHHRIRATREICAD £,

ERRR

RETRI MY TELVRET IV r—>a vy OmADSEHRITEE S, V517V MIOT I AL ETIVE—D
&B. LINuXVDA w2 aVICBIDETONEY, TUVE—BIETRI My FeT7FIUS—2a e TRAD X
ERS

« NETRY MY TOBE
CitrixUniversalPrinter:SCLIENT_NAME :dsk$SESSION_ID

s NEATTUTr—>a 0BE
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID
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pE

B—1—Y—HD2BTFXI by TR 7 TV —oa>omAZRVEEEIE. E5507) v E—bty
YAVTERATEET, 207 V=3 ey aVYRATOTRAI Yy T TU2—%ER LR %
T2IERBET RO MY ITOT IV r—o 3> T o2 —%ER LT-EIRIEREL £,

FSTWNSa—Ta2T
ENRITE &0

ENRIACIE L < #BE L A WBE. EIRIT—E > ctxlpmngt & CUPS 7L — LD — 0 %RBL £ T,

BRI 7T—E> ctxlpmngt i3ty > 3>l 7O0EX T £y a ViBZEL TRITINTVIRELNHD F
o MDYV RERFTLT. ERIT—EVHRTRTHZ BB L ET, ctxlpmngt KHEITHTHVEEIZ.
ARV RSA VD SFHT ctxlpmngt ZEF L £ 7,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

ZNTHERINEEEL AWVWEEIE. CUPS 7L —LD— 0 %R LE T, ctxcups —EXE7 ) > 2 —EBIE
Bon. LinuxCUPS 7L —L7—0rBELEFT, CHETI Y ITe0BE—7OXTHH, UTFTOATVRERE
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS OJ =N 3 /e DIEIMFIE

CUPS O/ % R&ET 3. UFOIATY RERFLTCUPS Y —EX 771 LEBRLET. BRLALL.
CUPS O%7%* hdx.log TS hEtA:

sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->
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COERIZ. BEFIPRELGRICTE2BERAOJZNETEEDAZENELTVET, COBRICKD
CUPSotFa T HE5NB7c8. BEDOKRRTIZCDERHIEHEED LEE A

ENRIH N DSXF T T B

WIHLTWEWTY Y EZ—RSAN—%2FBALTVWE I N, BHOXFRITORRICAE > TWBEREMENH D £7,
A—H-—rDRSAN—EREERTE 379, ~[.CtxlpProfileSCLIENT_NAME &7 7 1 /L &= 4mEL THE
RTE£d:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername (3. RED IS4 7> MIDBEES 7)) V4 —DEZRMEEINTVWE T —ILRTT, C
NUIHABWMDBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —JLRiE. v TInfcFUrE2—IcdLTOWIThDh 1 DD T«
—JLRLDEMIBRSBRWVTD. ARICIFRETTEFE A

« AZN—HINTVVE—=RSAN=DBIZATY T EZ—=ICHBLTVWRVEES, model=47> 3>
EERALTRATA T TIVE—RSAN—DETINEEBRLET, TUVEZ2—DREDETILEIE. lpinfo
IRV RZFERALTRRTEET:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V.

2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ROESICLT, TV UE—I—HBITBESICETIERETTEY,

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

¢ AZN—HBILTIYE—RFSAN=—DISAT T VEZ—ICH/IELTVWEWVEE. X1 T T FUVE—
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RSAN—DPPD 771 ILONREEEL £Y, ppdpath ofEld. %A F1 T TV YEZ—RSAN=T7
TILDHEIF/INZTT,

fee ziE. ppd RS /N—h/home/tester/NATIVE_PRINTER_DRIVER.ppd 2% 31 &1E. KDL S IC
ANON - I

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MRS Z2AZN—HILTU > EZ—R S N—I&37%4E (Postscript. pcl5. pcle) T, FU>%
—DOFOANTAICBEDVWTRSZAN—DBEEZERTEX T,

feERIE VSAT Y MHBREMES T V02— R 51 N\—DFEEN PCLS TH3HEE. drivertype % x
DESICHEELET:

drivertype=pcl5
<!--NeedCopy-->

HAtr A0
AMoOBED TS Va2 —%H L £, Ffc. CutePDF » PDFCreator B RS > 2 —%FEALTHT. DM
BTV E—RIAN-ICEHETZHDOHES D ZHERL £ T,

BRI a7 95147 b BEFRAIBZ TV EZ—DRSAN—ICE->TERDET, REBEAINATWVLB R
SAN—DBEZRETBZECNEETY, /53172 bDTVEZ—HPCLS RS N—ZFEBLTVBE—5T.
Linux VDA #* PostScript F 51 N—Z#RL TV 3 . BEIEETBHEEHHD ET

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEZHELF I,
1. ZRTRI by Ty avicod 4> LEY,
2. vi~/.CtxlpProfileSCLIENT_NAME JI< > RERTLET,
3. ROT 1 —ILRZEMLT. X7—=ILT771)L% Linux VDA IZREFEL 7!

deletespoolfile=no
<!--NeedCopy—-->

4, WoftAOdA 7L THE0OJA Y LELT. BROEEZHHMAAET,

5. R a XY h#ERILTRIEZBERL ZILRINTT 35 k. Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT7AIUNDMREINE T,

6. AT—NT7AINDBETHZINESHEHEELET. XTI T71ILOHA XN 0 DHFERF. IhhRERIC
B ET, Citrix HR— MIERIOJ ZREL T A Z 2 XU TSI L,

1. Z7=NLT77AILDHAZIH0 THRWEEIE. 771N EISA 7 MIOAE—LET, XT=ILT 7LD
ABIE. IS5SIT7 Y M BEEATRZ TSI VE—RSAN—DBEICE>TERDET, Yy FThiFUY
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2—D (%171 7) FZ1/N—H PostScript TH335E&. XF—IL 7 7 )L Linux OS TE#EZBE C &
WTIET, RBHMNELVWHERELE T,

RT=INT7AIUH PCLDBE, U 517>k 0S A Windows DIF&IF. RT—ILT7AIL%EDS
A7 MMIOE—=L. BOFTV Y EZ—RIAN-—ZFRALTI/SAT7 Y MIOTU > Z—THRILE7,

8. Ry FENLTIYZ—DRDO TV E—RSAN—%2FERATIELSICEEL £, UTTIE PostScript
I3AT RV EZ—%FC LTERALEY!

a) TUOT47EyoavicQd#a >y LT I9SATFY TR MY T TI SO —2RTET,
b) ENRIBEAR—2IL 2B £T:

localhost:631
<!--NeedCopy-->

c) ¥y Fahi=7FU>4— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [TV YEZ—DEE] #0) v o LEFT, COREICIIEEREEERNIVETT,

d) CUPS & CTX Mo#EfizRIsLicE & (4:17] 20V v L. TUYE—RSAN—%2ZBELET,

e) [Make]l 7+ —JLrr [Modell 7+ —JLRT. Citrix UPD RSAN—TIHHRLBID RS N—%&
RLFET, frexid. CUPS-PDF{RET v 2—h+1 VX k=L TWB5EIE. AR CUPS-PDF
T E—=] RSAN—ZERLET, EEERELET,

f) COTOEANERICTET LIBEIF RS1N—DPPD 771 JL/X2%.CtxlpProfile$CLIENT_NAME
TREL. Ny TEINLTI O Z—DRTIERLIEFSAN—ZEATEISL5ICLET,

BER] DFEIRE

Linux VDA TOEIRIICDWT. ROMEHERINTUWET,

CTXPS RS54 N\—H—&D PLC 7Y > &2 —II3G LA

ERIHEADBII THRWERIF. FUYE—RIAN—%, BERISERESNIcRA T T TV E—RIAN=IC
BELTLLIT W,

P A ZDKEBRNEDENRIHEL

O—ALDISATUETIVE—THAXDREBRFaXVMEHBITRE. TORFaAXY MEF—N—CD
BRzN L TEEINE T, BLMESRTIZ. COERICKBIDIDBIELRBHD XY,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux totyv>a>nEzHIE. Windows ARL—F 4 VIV RXTFLEEERBRD T, LIeh>T. 3RTO
—H—HO AT LLEOBHEZRITRD £, RO CUPSHEBR 7 7MILEZZELT. CNHDBHMEZEMICTIET !
|etc/cups/cupsd.conf,

RDESIC. BREINTWBREDR S —BH DT 7AILICEEREINTVE T,
DefaultPolicy default
R o—&h default THZHBEIF. ROTETI7AIIL RV — XML 7Oy ZICEBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF £/

February 3, 2023

PDF ENRIC3 S L 7=/ — 3 > o Citrix Workspace 7 7 U RT3 & LinuxVDAtv > a>hsTifadhic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=L TWVWZO—-HILT>
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VICEEINhET, O—HILIP VTR EIRLPDFEa—7—%2FALTPDF ZBE. BRRLIELTV>HZ—T
HR$2ZeNTEIET,

Linux VDA Iz F/N—2 3 > o Citrix Workspace 771 T PDF ElRIZHR— b L £ 7!

« Citrix Receiver for HTML5 N—2 3 > 2.4~2.6.9. HTMLS5 @i Citrix Workspace 7 71J 1808 LAF%
+ Citrix Receiver for Chrome /N\—< 5> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71J 1808 L{f&
« Windows [i# Citrix Workspace 7 1) 1905 Lip&

101

PDF ENmitaEIC 3t L 7= Citrix Workspace 7 7z L. Citrix Studio TUTORU > —Z2HBMICL FT:

« USATIUNIIIE—DI)EAALALI N (FT7FILETE)
e« PDFA=N—HILTVVEZ—%BHEKT S (57 3/L ~TEX)

INSDRIYS—DEMCR>TWVBIFE. BEIShity>a>T [BR] 22Uy o933, O—ALI>Y

DERTLE2—ICRREN. TUVE—ZEBIRTIET, 774N TV E—DRFEICDVWTEHEL < IE. Citrix
Workspace 77U D RFa XY FEBRBLTET WL,

JE—KFPCT7OEX

February 15,2023

e

IJE—k PC 77X, Citrix Virtual Apps and Desktops DIERIEEET T, ChiC& D BBIFREEH YR
WEAT 1 R PCICREARAETUE—FFPI/ERATESRLSICLET, A—H—HBHRPCIZTIEIXTE3HBA.
EEICBBRIRTOT IV r—3> 7—4. VY —RIITIVERTEFT,

UE—FPCT7IERTIE. RETRXV by FeT7 IV r—>a3>%fET 20 R Citrix Virtual Apps and
Desktops v R—> bHMERINET, VE—FPC7IoER0EBRCEBROBH S LU0 7Ot XL, Citrix
Virtual Apps and Desktops D BBICHEBEREGHS LSO T7OEREBEL T, COHE—MICED. —BlEDH 34
—TINEEBIVIRVIVINREINET, 2—H—I&. Citrix HDX ZERALTUE— A 74 XPCEYv >3
VERETEZICT, REOIA—H—TIIIARVIVIAERBETEET,

#2L <&, Citrix Virtual Apps and Desktops RFaxX> +bd TJE—FPC 7o) 2BBLTEIL,
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ATEE

ROEEEBIEIZ. Linux VDA ICEBDHDTY:

o MIETL > DBE. Linux VDA IZFE3D E—RTOAERALE Y. NVIDIAD RS N—0&IRRICE D, HDX
3D E—RABICA>TVBHE. PCOO—NIILBEIZTSvIT7IRLEEA, COBEORTIF. EF
AT EOURIDOEIRERDLH D T,

o MR LinuX > VIiCiE. 22PNty a>y 0S a1 7oy >AROT = FERLET,

o Linux I > Tk BEIOA—Y—Z0HTIERATIEFHA. B —-FNOHETEERATI L. 1—H—
EPCICO—AILTOI A LI EIC. BAOI I VICEFNICEIDETONET, COOJFVICE. &
BEICLINEFIBESHD EFRA. 517> MMITEET S Citrix Workspace 77U Ic& D UE—+
PC7ot2Rty>a>THRDPC LOT7FUTr—> a9 TF—RICT7VEATEET,

o A—H—HIcO—AITPCIcOIA> LTWSIGSE. StoreFront h5 PC%EEEFL LS 35 RHL
9,

e Linux x> > Tid. ABAA TS 3V BEATIEE Ao
104
Linux PC £y >3 > 2EET 31013 RO PCICLinuXVDAZ A Y X b=JLL. YE—FPCTIEXEA1TD

XA 2B L. TUN)—=JII—TZEHLT. 7IO7ERZEKRKT 31— -T2 >rh2O07RAD PC
ZHRHATESRLSICLET, ROEID 3> TR FIRICODWTEHELCHBALET:

FIE 1 - 3% D PCIZ LiINnuxVDA %21 >V h—)LT 3

HEA Y 2= LZEBLTLNUXVDAZS YR =T BE2EE8HDOLET, 1V =L,
CTX_XDL_VDI_MODEZ#HoEZVYICEREL X9,

FIE2-VE—FPCT7IEVRZATDIAEZOT%1ERT %

1. CitrixStudio T [v>>h404] #2H57J)v oL, Ya—bAYy b XZa—h56 [¥o>rhHE20O00DIER]
#ERLET,
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§2 Citrix Studio

File

=75 B

] Console Root
v § Citrix Studio (site)

Action  View Help

v B Citrix StoreFront

3 Stores

Server Group

1O Search
I8 pachine Catalnne || Machine Cataloa
£ Delivery Gro Create Machine Catalog
[# Application:
Vi
[= Policies e
[# Logging Refresh

~ [E» Configuratic

£ Adminis 2
Controllers

= Hosting

&% Licensing

3 StoreFront

sy App-V Publishi

@ Zones

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Details | Machines | Delivery Groups | Adminisirators

Single-session OS (Remaote PC Access)
Single-session OS (Remate PC Access)

Details - RemotePC-suse125

Name:

Scopes:
Zone:

Machine Cataleg

Machine Type:
Set to VDA Version:

RemotePC-susel25

Single-session OS (Remote PC Access)

7.9 (or newer)
All
Primary

2. [lFC®IC] R=IT [RAN] 20w I LET,

tachine Catalog Setup

Studio

Introduction
Operating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine

Installed VDA Version:
Operating System:

20.09.03
SUSE Linux Enterprise Server 12 (x86_64)

Machine Catalogs are collections of physical or virtual machines that you assign to users,
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, ma

ke sure that you:

® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual

machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ | Don't show this again

3. [ARL—=F o VIV RTFL] R=JT [VE—FPCT7oER] #8RLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l [ Mext l l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

(FTFvay) RvAEOTEEV ) YO LT BEBRFERITLEY,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF

DIERL] ZBRL £

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 396



Linux Virtual Delivery Agent 2212

& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 397



Linux Virtual Delivery Agent 2212

Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix DaaS (I#r: Citrix Virtual Apps and Desktops ##—E )
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
RELBHD £,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EMMER I B &, Studio ICRTRINE T, 7720, Studio RTOFONT « fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZFOMDIY—X

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e UE—FPCT70ER7—F%F70FvDfl: TCitrix D) E—FPCT7oERYVa—>a3a> D) T7LYR7T
—XTIF ¥l

February 3, 2023
Ot arTiR MTOREYZICDOWTEHBALET:
e VRATT4 T RIVRR—F
o —BRNBR—LT s LI MU EERLI-OT Y
o TV —>a DR
s Ly a Y EEORE

« RendezvousV1
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Linux Virtual Delivery Agent 2212

« Rendezvous V2
e TLSIZ&KZa2—H—tva>ofRE

o DTLSIC&B2—H—t v a>niR#E

TEATTF14 T T VRR—F

February 3,2023

THETT4 T ~5 2 RR— k& Citrix Virtual Apps and Desktops 5 —ZEE X HZXLTT, SETIRME
e 7V —r avoxtEkeEsrmE L. BLWREBO WAN 1> 22—y MERITOA V2S5 T 17
MEEHET, PTATTA TS VRR=—MIDVWTEHLIE 747747 IV 2R—~) 28BLTLIET
LYo

TETITA4T IV AR—bZBMICTS

Citrix Studio T. [HDX 74 751 T h SV RKR—FK] RO —H [BE] £/l [BRE—R] ICREINA TV
BIrEBRLET, T74ILEFTIE. [BE] MBIRShTULET,

o B5%: FREAIE S, Enlightened Data Transport (EDT) TOF7H 77+ 7 3V RR—bHERI N
TCPIZT7A—INw I LET,
o 3BT E— R EDT Me&HIICA ISR D TCPAD T #— LNy T IFEICED £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494
<!--NeedCopy-->

EDT MTU #&H

EDT iE. £y avERIUTRETIC. RAGEREM (MTU) ZB8MNISRELF T, CNICED. NT+—<T V2R
DEFTPEYSa>OBIRKREBZEEEDOH D, EDT NIy bDTZITXTF—2a Vh Bk hE T,
=NEH:

o Linux VDA 2012

« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s Lyl avEEORFZEMICTIHNENHDET
IIATU TSy T A—LELRBIOEEZYR—FLTVAVLWN=—a Y Z2FALTVSHA. BIRICELE
HAZZ LD EDT MTU Z#MTEF %9, %L <IE. Knowledge Center »CTX231821% 88 L T2\,

H .
=

>4
R

I

LSRN ZBR->THRET D . FABBELIRETZA8EDHD. AL —FT0 VI ATLDBA VR
E—ILDRBIZRZBEDHDET, LIAMNIIToZ—0DRBICEZBEEICH LT, Citrix TIZ—IEE
EFBEWVWEFHA, LYXMIITFs2—d. BEHROSELHMOERTIHERIETL

o Ffcv LYRAKIT 7
TIVDODNY I Ty FERLTH S, LA MUZREELTLIZT L,

VDA T EDT MTU B Z B X 1cIFEIICT B
EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDTMTU #HZEMICT B ICIK. ROOAY>Y FEEAL TMtuDiscoveryLY A U £ —%8RE L.
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet

\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,
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247> ~TEDT MTU i Z #1109 %

ICAZ 7 )LicMtuDiscoveryNNSX—2—%EBMT3IC T, 7517 > b LETEDT MTU #&H % 8RE9ICH]
HMTIEY, COMEEFENICTZIESIE. Applicationtosa > TROLSICRELET:

MtuDiscovery=0ff
COHEEEBEBEMICTZICIE. ICAT7 7 Il5MtuDiscovery/NS X—2—%HIRL £,
BE:

COICAT7AILNS X —F -z 3I21d. VDA TEDT MTU iz HE2nc L& ¥, VDA TEDT MTU
BHNBEMICH > TVWAEWEE. ICAT771ILNTA—2—3HEEL FH A

Tyl arvOldFVEEOARZLERENT—XyE—

February 3, 2023

ROARYVEFZFEALT DRELOERFLREBN TRyt —C%2Fy s avYOJF VEEICEMNTEERT, B2
ENF—RytE—COmEFzetEy>ayOJ A VEEICEMT3HIC. NF—XytE—C2EREBRISEDIAD S
ENTEET,
create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --

force
<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

SUSE 15.3 T Digex AT 3 ICid. http://download.opensuse.org/distribution/leap/15.3/repo/os
s/p5imlib2%#1 > X b—ILLET,

B b

LogonDisplayString ZER L TARZLONF— Xyt —2C%BMT 2. OJF VEEOERIET 7 4L
FTERICEDET.

w14 —IlLKBAREZLTRAY by IRIE

February 3,2023
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CTX_XDL_DESKTOP_ENVIRONMENT Z#%Z AL T. ty>ardi—H—-0FTRI by TIREZEETEX
To 2209 VU —RLUE v a3 a—H—dRBDTRI FYy TREZEHDRXEIIAIATEIET, COWEBEZED
IC93ICId. BRICVDAILT R by TIRIBEZA VA =L BREDHD ET,

RORE £y2aryA—HY—IlLBHRELT R by TRIEZYR—b923 Linux T AU E2—23>87T
AT MY TRIBEOY M) v I RZRLTVWED,

Linux 7« kU Ea—>3Y> YR—bINBTRI YT

Debian 11.3 MATE. GNOME. GNOME-Classic. KDE
RHEL 8.6. RHEL 8.4 MATE. GNOME. GNOME Classic
RHEL 7.9 MATE. GNOME. GNOME-Classic. KDE
Rocky Linux 8.6 MATE. GNOME. GNOME-Classic. KDE
SUSE 15.3 MATE. GNOME. GNOME Classic
Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04 MATE. GNOME. GNOME-Classic. KDE

TR MY FYODEZIARVR

=7y b TR MYy TREBICTIDEZ 2B, By aYATHIET AV ReRTLET!
WEROTRY by TRIBEDNRDIFE: MROAYY RERTLET:
GNOME Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME

GNOME 75> v o Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC

MATE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE

KDE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

KDED k>

« Magnus i&. KDE OEBIRICHAAFNZICHHD £9, E#EL LT, sudo apt remove
magnus%zx4f7L T Magnus Xy 77— %ZHIBRTE £ 9,

« KDE DEEBIBFICHKE T2 QT EE X2 EMICT BICIF. KO MU EBML T/usr/share/qt5/
gtlogging.iniZzroota—%— LTHRELET,
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gt.gpa.xcb.xcberror.error=false

gt.gpa.xcb.warn

ing=false

gt.gpa.xcb.error=false

<!--NeedCopy-->

« KDE TEEOOY VBRICKHB T 25EL B D EY, BEEKRE LT, 7RI by 7OBESHO Y ViiEz E3IC

TELzEBHLET,

—BNBR—LTs LI MU ZERALEOT >

February 3, 2023

Linux VDA DT 7> biRA Y MICEENRELISBRICER T, —RNBAR—LT s LI MU ZEBETEEY, — K
HBRR—LT LI MUEIBETZ . EydayOdF v, IV PRIV MIBEMREE L SICTOVT
FARTEINET, OB, 1—H—FT—FRBF—BHNBRR—LT s L7 MJICRESNE T,

MORIC, B—LT1 LT ~UDRE!

C’UDLPXMUF—HERLET,

LYY %—

198

avrr

LogNoHome

HomeMountPoint

A—H—hR—LTosL I AL
TEy avicOd 4> TEZIHE
SHEHELET, 77+ ME
1T Ngv) ZzEBKLFET, EHO
ICERETINTWVWBIHRE. R—LT+
Lo7bURLOEY 3 >yOdF Y
IFEMCAED XS,

Linux VDA IZO—AILI D> bRA
YhERELFET. L RIE
/mnt/homen’<v o> kR >k
OBE. A —DFE—LTrL Y
kUIE/mnt/home/domain
/<user_name>Td, YUk
RAY FHRIBEROI—H—DHR—
LFLYMJLRILTHB %
BB LTRT W,

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

HomeMountPoint'"-d

<A

directory where the

NFS share is to be
mounted>"--force
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LR MU HF—

Bl

avrk

TempHomeDirectoryPath

RemoveHomeOnLogoff

ROV RRAYMIEBENRELL
BAEICHEZ T, Linux VDA IC—B5HY
BE—LT1 LI FUERELET,
F7AIIL bOMEIF/tmpTY, LY
AbUF*—
IdHomeMountPointiZf&kEL
£, Chldk. YUY RRAVED
FRATIRVWI L EY T LHRH
LIBEICOABEMICHEDFET, 2
—H—D—BNARF—LT LI b
)

&/ tmp/CTXSmf_user_idT
ER

A—H—oOJ# JEIC—RAR
— LT LI M) EHRTEIHES
WEFIELET, 1iF NEubi, 0
Wzl Z8KLEY,

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OXx00000000"--force

VAR A DAOYNE:

February 3, 2023

LinuxVDAN—< 3> 7.13 Tl Citrix TY—LL X7 P )5 —2 a JHEEN T R— RO TARTD Linux 75
w7 —LIEBMENEL T COWMEBEEZFERTZDICHRRT VR F—ILFIBIZAETY,

B b

Linux VDA Version 1.4 Tld. 3> —LLRABRABET7 U r—>av ety a>yotgotR— A Citrix

TEmMINE LT,
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Citrix Studio 2> T7 Uy —> 3> RT3

FUNI=TN—=TEERLIED. BEOTUN)—=FI—AZT7 TV r—>a > zBMLIED T 5. Linux VDA
ICAYRAM=ULIET TV r—2a > R RT3 TEET, JorOtRiE Windows VDA 121> R kb—
WLI=T TV —> a2 ART3BELEETT, 5L <. Citrix Virtual Apps and Desktops Rz X > k
(e o Citrix Virtual Apps and Desktops d/N\N—>3>) #BBLTLLEET L,

F:

s TUNU—=TNL—TDBKTIE. TUN)—DBEZ [TRILYTeT7FVr—2ay] &kl [7
Tr—2av] IKRELED,

s 7TV =23 OARIE. LinuxVDAN—23 > LA LBTYHR—FENTWVWET, £EL B—Y
SUNDTRYI by TELIUVT FUDEREIF. Linux VDA THR— I TULWEE A, COMEICIL
TR TTVELOTRI by TORERICENDTUN) —JI—T=fRT2 e zb8H L &
ER

o O—LLRAT V=23 uFERTSICIE. StoreFront T —LL X E—REEMICLBVTL S
Wo ¥—LLRE—RIE. TT7AIMTEMICHE>TVWET, BEIC TTWIMode=0ff) #RE L TEMIC
LTWaHEIE. TTWIMode=0ny IZEET 3D TIdH<. CORELXHIBRL T 7TV, HlERLAW
BEIF. 2ETRAI MYy TZEFTIHVIEDHD XY,

HIFREIE

Linux VDA Tid. 1 AQ2A—H—HDELCTTVTr—>a > OBERORARKA VA2V R EEHTE LI TEEE
Fuo

TFVEyarTiR FTVICEBEDY 3 — Ay FOABEREICHEELE T,

EER1 DR

TV =2 a v ARBROBMOMBEIIROEED T

e FEFDOV s Y RIREYR—FINEHA TV RTDBIZH—N—AOBESERPRTIEINZI LB £7,

s VAV RUDOHBRZART7 IV r—23 o5 LEa—93 i3 R—rINTULEEA,

o 8 LibreOffice 7 7V r—> avic&k > T7OeAnHEFIN B 728, Citrix Studio ICIZRICEEN L
HDDANKREINET,

« TDolphiny BEDAREINIQIER—RDT IV —2a VIl 2WTUET A IVRRTINBZVWI EHHD
¥9, COMBEMRT BICIE. https://wiki.archlinux.org/title/QtmasEEA SR L T T L\,
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Rendezvous V1

February 3,2023

Citrix Gateway 4 —E X %2 B9 3% 4. Rendezvous 7O~ JLic&k D, +35 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—IILTL—VICEENM DRLIIELETE X7,

EEIRELNSTavIICE2 20214 ThHDET: 1) VDAZER Yy a v HNOLODHEEB NS 71 v o,
2) HDX v a3y b3 70w 9,

Rendezvous V1 Tid. HDXtwv > 3> k57«1 w2 Cloud Connector Z N1 XX TEFFTH. ENTH.
Cloud Connector VDA BBty aYHmN DO DIRNTOFIHA S T4 v I 7OF S 2 FERATIHE
BHbET,

2

« Citrix Workspace ¢ Citrix Gateway ¥ —EX&2FER L TRIBICT I EZAL£E T,
« O¥bO—JLFL—>: Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #—E ),
o Linux VDA X—> 3> 2112 BIF&,

- BE@HTTP 7O+ 22k N—2 3> 2112 ENRETT,
- EBTOFH LU SOCKSS FOF2ilid. N—2 3> 2204 LEFBETY,

« Citrix /K1) >—7T Rendezvous 7O )L EZBMICL £, ¥L <IF. TRendezvous 7O k)R > —
HE] ZBRLTLIIESIWL,

e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETIRTOYTRAAVERTA M) X MIBRTERVWRE, Kbbichttps://*.c.nssvc
.nets&thttps://*.g.nssvc.netzFEALE T, s£L <& CitrixCloud D R a2 X >k
(Virtual Apps and Desktops t—EZX|) @ 1 >4 —2v MEGOEHF] €02 3> H KLU Knowledge
Center @z2=ECTX270584%= 8L T EE LY,

+ Cloud Connector . Zv>a>af{HNd3%4. VDAD FQDN 2SS 3R BAHD £9, DEIER
ERTBICIE. Y7 D DNS i@z E%IC L £, Citrix DaaS Remote PowerShell SDK % L T.
av > kRSet-BrokerSite -DnsResolutionEnabled $truex®:fTL %9, Citrix DaaS
Remote PowerShell SDK icoWTe#L < i&. TSDK B LT APl ZBBL TSI,

PAREDZ 154

VDA Ti&. HTTP 7O% > 5 &K T SOCKS5 7O+ > %77 L 7= Rendezvous E45OREIIHN Y R— FINTULET,
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TOFTICET R EREE

Rendezvous TFOF L #EAT 3 HEIE. AOEEEBLTLEIL:
e IBEBHTTP 7O%> &K SOCKSS 7OFx A R—FINTUVET,

o N7y FOBSUEREBRERTR-FINTULWEEA, VDA & Gateway ¥ —EXDOBD ICA 5T 1 v
IPMER. BSUER. FLBREShEBVE SIS, BISMZERLEY. FISMZEERLEV L., B IS
nxy,

« HTTP Z7OF > Tl&. Negotiate & & Kerberos sRiE700 kDL EERL T I IR— ORI R
—FINTWVWEY, 7OFSH—N—IZES T B & F. Negotiate sBIEER+—LIZ & > T Kerberos 70 +
JHBEEMNICEIRSINE T, Kerberos id. Linux VDA THR— TN TWBHE—DXF—LTT,

pE
Kerberos #fEA 9 3 ICid. 7OFSH—N—DH—EXTU > NILE (SPN) ZERL. Th%z
7OF >0 Active Directory 777 > MMCBERMTZHEAH D £9, VDA IR, v a > O

ICHTTP/<proxyURL>#3d SPN 24 L 9. CDiF&. 7O+ > URL id Rendezvous 701
FIORYS—RBEHDSBEBINET, SPN ZER L AVEE. BaEidKBLET,

o SOCKS5 7O Ic & 3885 EE. REYR— TN TWEH A, SOCKSS 7OFx> = FERAT 2156, EHT
BEINTWVWS Gateway H—EXFRLREBTO LS T4 v IODRIAZNANZITED L SIS, Gz #EAK
TRIRENBHDET,

o EDT ZN L7eT—2&EEETR—FLTWBDIE. SOCKSS5 7OF > DA TY, HTTP FOF > DiFE. ICA
DrSYZR=bFORINELTTCP 2ERALEY,

E@7O+>

%@ HTTP 7O% > id Rendezvous THR— TN TWVWEY, Fv bT—ITHEBTOF S EFEHL TULWBHA.
VDA TEMDEMISHED D T Ao

|35 Am e

Ky b= TEBBIOFSZFER L TUVWBESIE. Rendezvous 7OF L OEBOBEEZTVWET, CORE
BEMCHE->TWBIEES. VDADRMER T3 TOF %M TESEL 51 HTTP £721& SOCKS5 7O0x 7R L X
EIEELE T, f:

e 7OF 7 RLZR: http://<URL or IP>:<port>#%ifidsocks5://<URL or IP>:<
port>
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Rendezvous DO #&:E

TRTOBHEHI-LTVWBIESIE. ROFIEICH > T. Rendezvous BMERATNTLWEH ZRIEL £ :

1. VDATH—=FI)L=EEL 7,
2. /opt/Citrix/VDA/bin/ctxquery -f iPZ®RFLET,
IS YRA=+FOMDIIL] FEGOBEEZRLET:

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA

+ Cloud Connector 7y L7=70O%>: TCP - PROXY - SSL - CGP - ICA %7z(& UDP - PROXY - DTLS
-CGP-ICA

N N
Rendezvous nE%HT VDA At Citrix Gateway H—E R ICEEIETE BRWES. VDAIZ T+ —ILNv oL

Cloud Connector #/y L THDX v avic7OxJE45 L £ 9,

Rendezvous O L < &

C DML, Rendezvous #4457 O0—DEETY,

7O0—%2BETBHICIE. COFIEZRITLTIET L,

1. Citrix Workspace Ic#&1L £,

2. Citrix Workspace TEEBEHRZ AL 9,

3. #> 7L = X Active Directory 2 B9 3155, Citrix DaaS (& Cloud Connector F v #ILEFERAL T
Active Directory TEIEHRZBEL £,

4. Citrix Workspace 2. Citrix DaaS h55IE Iz Y —BRRINET,

5. Citrix Workspace TU Y —X%#ERL £79, CitrixDaaS . VDAICX v E—J%RXELT. BEvy> 3
COEEHEELET,
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6. Citrix Workspace i&. Citrix Cloud iC& > TERINSTAF 7Y hrZEL ICAT 7ML EZIY RRAY
MISEELET,
7. T RARA > biE Citrix Gateway Hr—E XIS L. VDA ICIEG T3 1DICCOF 7y =i L. Citrix
Cloud izF4 v b EEEL £ T,
8. Citrix Gateway % —t X%, ##t1E#H% Cloud Connector IZi%¥f5L £ 9, Cloud Connector i, ##E#&ih'
Rendezvous 5 THZH S h &l L. ZD1EHR~E VDA ICEELE T,
9. VDA iZ. Citrix Gateway #f—EXANOEEZEHZHILL £,
10. VDA ¢ Citrix Gateway #—E XBE O E#FELGH R alae A B S, VDA (% Cloud Connector &R THE&tIC
OF>zRELET,
11. Citrix Gateway H—E Xid. TV RKRA>Y bF/N1 R VDA BDZESZHEILL £,
12. VDA I%. Cloud Connector %7 L T CitrixDaaS T > X & RHEL £7,
13. Citrix DaaS . Cloud Connector Tty > 3> RUS—% VDAICEELET, 50K > —H
BRINETD,

Rendezvous V2

February 3, 2023

Citrix Gateway 4 —E X %2 B9 %% 4. Rendezvous 7O L JLic&k D. k35 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—ILTFL—VICEHENM DRLIELETE XY,

ERINE LI T v IICIE2 2021 7D HDET: 1) VDABREEY > a vy HNOIOHOFEA NS T v o,
2) HDXtvy>arb37T7c1v 7,

Rendezvous V1 Tid. HDXtwv > 3> 57«1 woH Cloud Connector Z N1 XX TEFTH. ENTH.
Cloud Connector VDA BBty a YN OO DIRNTOFIHA RS T4 v oI 7OF S 2 FERATIHNE
BHbET,

OV EYS B LUTILFE Y3 >d Linux VDA T Rendezvous V2 #EE 3 3701, 1Z%d AD K X
AVBMIIVEIERXAVBMIS A R—EINTUVET, KX VIEBMT S > Tid. Rendezvous V2 3.
HDX ST w o el S 7« voDmEAD Cloud Connector Z/NAM /XX TI3LSICLET,

2

Rendezvous V2 #ERA T 3 7-HDEHIIRODLED T !

« Citrix Workspace ¢ Citrix Gateway #—E X% ER L RIEAD 7 V£ R,
« O¥bO—JLFL—>: Citrix DaaS (IB# Citrix Virtual Apps and Desktops #—E ),
« VDAN—23> 2201 BUBE,

- HTTP ZO#*> &5 & SOCKSS 7O+ 2 iCid. N—2 3> 2204 LIENMBETT,
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« Citrix /R >—T Rendezvous 7O L EBHMICL F7, 2L <IF. TRendezvous 7O kLR > —
BEL ZBRLTIEIL,

e VDA IZ. TRTOHYTRXMVEEThttps://*.nssvc.netiZ7 VR TEZHERHDEI,
DFETIRTOYITRACVEARTA M) A MNIERTERVEE. AbDIichttps://*.c.nssvc
.nets&thttps://*.g.nssvc.netzFEALFT, s¥L <& CitrixCloud d FF¥ 2 X > K
(Virtual Apps and Desktops #—EZXR) @ 1> & —%w MEGOEHF] £ 3 5 LU Knowledge
Center Mz2ECTX270584% BB L T L,

« VDA IF. BIRDT7 RL RICEGETIZIHNENHD T

- TCP 443 TiZ. TCP Rendezvous A,
- UDP 443 Tl&. EDT Rendezvous A.

PAREDZ 154

VDA i&. Rendezvous # BT 354, FIHB NS 71 v HDX v a>Y bS5 70 v O@mADTOF %
NLIEGEEYR—FLET, EBE6DFATDRT T4 v I/HBEHCERTENERS O, BEICHERBLTLE

T

HEBA LS 7 vo7OF S DEEEE

« HTTP 7OF* > 0&h Y R— S TVETD,

o NTw NDESUEREBREIEYR— SN TVEEA. VDA & CitrixCloud a> rO—IL7L—> OB
FEB LS 71 v oMESZ. BSUER. FRREIBREINABVESIC. fIShzERL T, EREEADIHRE
HROMSHVEEIF. KELEFT,

o FOFIEEEHR—FINTVEHEA,

s FIHA LS 70 v 7OFOEEMT BICIF. ROLSICLPRA M) ZRBELET !

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX 571 v o 7Ox > DEREE

« HTTP & T SOCKS5 7OF oA R—bTNTLET,
« EDT id. SOCKS5 7O* > TOAFERTE &7,

e HDX FST7rwoicxLTFOx> % d 31C1E. [Rendezvous 7O+ > DiERL] RS —REZER
L¥Y,
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-protocol
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-protocol
https://docs.citrix.com/ja-jp/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://support.citrix.com/article/CTX270584
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-proxy-configuration
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o N7y hOBSUBREEEIRYR—FIhTUEEA. VDA & CitrixCloud I> rO—-IILFL—>OBD
HDX b5 7« v ohMER. BSKER. £LEBRESNAVESIC,. BISMZBERL £T. EBEFHDOIREDL
ROonsaWEEI. KBLET,

« HTTP 7O#*> Ti&. Negotiate &£ Kerberos sB:E700 kDL ZEAL T, I UR—XDOREDH R
—FINTWVWET, TOFSH—N—IC8ELT 5 L F. Negotiate sBHF X F — LIZ & - T Kerberos 70 ~
JILHBEBMNISEIRTNE T, Kerberos (. Linux VDA THR—FINTWEE—DXF—LTT,

E:
Kerberos #fER 3 ICIE. 7OF > —N—DH—EXTU > )NILE (SPN) #ERL. 1%
70% >0 Active Directory 777 > MMCBEMMTZ2HBEDH D 9, VDA IF. v a > OmIE

ICHTTP/<proxyURL>#R D SPN Z4£m L £9. CDHE. 7O+ > URL iZ Rendezvous 70
FOORVD—RENSEIEBEINE T, SPN ZER LARWVWEE. SBEHIFRBL F7,

« SOCKS5 7O 2Ic & 28BiEE. BEHR— I TWEHA, SOCKSS 7O %2 FERT3HBE. BHT
BESNTWVS Gateway Y —EXT7RLREBTDO RS T4 v IDBEENA /NN TEI 3 L5120 Bl %8R
TRIMRENHD X,

s EDT ZNL1cT7—2EEE T R—FLTVLBDIE. SOCKSS 7OF> DA TY, HTTP FYOF > DigE. ICA
DOrSYZR=bFORINLELTTCP Z2ERALET,

EETOF

%@ HTTP 7O+ > 13 Rendezvous THR—FINATWVET, XY hD—ITEBIOF 2 FERALTLVBIES.
VDA TEMOBREISHEDH D £t Ao

Rendezvous V2 0w 5%

M. CEADIRET Rendezvous 2189 37O DFIETY :
1. SRTOEHNBIENTUVWSHHEEL T LT,
2. VDAZA YA b—JLLIcE. ROAXVFZRITLT BEBRLPAMUF—ZRELET !
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force
<!--NeedCopy-->

3. VDAT L = BEBLET,

4. Citrix KU —%=ER I 3H\ BEEORV > —ZHRELFT:

« [Rendezvous 7O k)] BE%E [HFA] ICRELETS
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Linux Virtual Delivery Agent 2212

o Citrix RS —T 4 ILZ—DELLRESNTVWB I EBRBLET, TDRJT—IE. Rendezvous
EEMICTAURENH DI VICERAINE S,
o BlORYS—% FEZFLAHEVKLSIC, Citrix RS —DBREEHNELVWC E ZERBLTLEIT L,

Rendezvous Di&:E

v arh Rendezvous 7O LN EFERBLTVWEIHE S I EBRBT 3ICIE. 2—ZFIILT/opt/Citrix/
VDA/bin/ctxquery —-f iPOXYRERTLET,

RAINZ LS RR— 7O, BHEOBEETRLTVWET:

« TCP Rendezvous: TCP-TLS-CGP-ICA

« EDT Rendezvous: UDP - DTLS-CGP -ICA

« Cloud Connector #/yL#=7O%>: TCP-PROXY - SSL-CGP-ICA £7-13 UDP - PROXY - DTLS - CGP
-ICA

Rendezvous V2 BMEREI N TWAIBA. 7OFILON- 321320 2R RLET,
B b

Rendezvous nE%1T VDA Ht Citrix Gateway ' —E RICEEEMETITHWVWEE. VDAIE 7 +—ILNNv oL
Cloud Connector 2L THDX £y avic7OxUEHEL £ T,

DTLS ic&B3a1—t—tv> g nfRiE

February 3,2023

DTLS S 1bifaElL. 7.18 V) —Zh5mRICHR—FINFE T, COHEEIF Linux VDA TIZT 7 )L b TEMIC
BoTWET, 2L <&, TTransport Layer Securitys 28R LT T L,

DTLS EES{knBzk
TETTAT LSV RR— BB >TVB EZHET S

Citrix Studio T. [HDX 74 75« T+ SV RR—F] RUS—H [BE] £/ [BE—R] ICRETNATL
BrERERLED,
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Linux VDA T SSL EESh&=BMICT 3

Linux VDA T. Jopt/Citrix/VDA/sbin |- % % enable_vdassl.sh ' — )L =B L T. SSLEES k=G
FRIEFEMNICLET, COYV—ILTHERATIZA S a>vIico20WTid Jopt/Citrix/VDA/sbin/
enable_vdassl.sh -hav Y RERITFLTLEI L,
P
Linux VDA i&. DTLS 1.0 ¢ DTLS 1.2 omA%EHKR—bL. T74J)L b TDTLS 1.2 ZEAL %9, Citrix
Workspace 7 77U THEBHINTWS DTLS ON—2 3 > &R L T £33 W, Linux VDA & Citrix
Workspace 7 7V OBATEILN—3 >0 DTLS BMERINTWBRELH D £ 9, Citrix Workspace
T7F7UNDILS 1.0 d&EHHR— kL TWBHBE (Citrix Receiver for Windows 4.11 @B &4H ) &,
enable_vdassl.sh'v—/L%fEHE L T. SSLMinVersion %= TLS_1.0 (. SSLCipherSuite = COM 7
IZALL ICEREL FT,

TLS IC&3 21— —tviarofRE

February 3,2023

N—23> 7.16 LI, Linux VDA IE. A—H—tv>a>otF*a )7« REOLHICTLSESHKEYR—FLE
To TLSESHKIET 7 4L FTREMICHE>TVET,

TLSESZBMICT S

A—H—ty>aYvEREITILDICTLISESHKEEBMICT 3I21E. Linux VDA & Delivery Controller
(Controller) o™ CiEBAZE% 1> X b—JLL. TLSESkEBEMICL X,

Linux VDA |ZiEBBEZ 1 Y R h—ILE B

PEM et —N—3EBBE & CRT X D)L — FEERAZZES L £ 9. U —N—FEREICIZ. ROEI2avhHBD
£,

. PR
. BSHINTORLRES -
. RRSER® WATEBDELA)

H—/N—ZERRE D F):

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 419



Linux Virtual Delivery Agent 2212

MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS BES k2B % IC 9 % Linux VDA T i&. [opt/Citrix/VDA/sbin & «+ L & ~ U
menable_vdassl.shX2 U7+ EALT. TISEBSKE=ESHEIFEHICLET,. CDRXT U
TrTHERTER A S avIicoVWTid /Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpa
YU RERITLTLIETL,

root@lxul8e4:~# /opt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable S5L on Linux VDA===

To enable SS5L, a certificate file must be specified, otherwise the local certificate file under
setc/xdl/ . sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only ene format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an 55L port number. Unless otherwise specified, the default port 443 used.

-SSLMinVersion <TLS_1.BITLS_1.11TLS_1.2/TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult value TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an SSL Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificote "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate rootCR.cer with local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert®®1.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem" -SSLPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV"
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B> b & LinuxX VDA H—N—CH—N—3AE% 1 VXA h—=JLL. & LINUXVDAY—N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller T TLS BES{k%2EMICT S
pE N
TLSBES&iZ. TUNV—=FI—TFL2EIIF L TOABMCTZ DN TEET, BEDODT SV r—>avic
LT TLSEBSHUEZEMICTAZCIETT XA

Controller @ PowerShell 9« Y R T, ROIARY RZEJEBICEITLT. 2= Yy bDOTFUNU—=FIL—TD
TLSEShKZAMICLET,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true
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pE
VDAFQDN &M ICAtE vy 3>y T 71ILiIcEEn3 £ 5ic.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERTIZELDHTIET, COATY Rid. DNSHERZBRICL £9, DNS fBR%Z EIC

T35 ICAEy>3>T770ILIGVDAD IP 7 FLXZFERL. SSLProxyHost*UDPDTLSPort#%
o TLS EEERICXY L ToH FQDN Zieft L &9,

Controller T TLS BES 4 EEMICT BICIE. XOIAT Y REZIBEBICERITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cSTWDa—FTa>d

AESINETRI by TRy avIlT7 oL &S T3 . Windows @7 Citrix Workspace 7 1) T. RD
MTBERINZTRLRAEZRDHTEZENTEEFREAI COWSIS—HRETEZIEHHBDET:

Desktop Viewer %

e The connection to "_"' failed with status (Can't assign

requested address).

oK

EEESEE LT, hosts 771 IILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h*xd,

v a YEEDREF

<

February 3, 2023
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Citrix THAR—FINTWVBIARTD LINUX TSy b7+ —LAICIE. Ty aYEEOFRSEENENTNTLE
j-o ‘//3/ E@{%*% ;\ sz')bbrﬁ)‘i”;t&?’tb‘ijo
Ty g EEROFREFEICE>TICAtEY avid. 2y 7= D0HFREATHY—LLRAICBESRINET, ©

v VEEDRFICOVWTHLLIE, V5147 Y FoEFHBEGirty a3 YEERORT] 28BLTLES
LYo

A By I VEEORBOESRENL TEEINET—2IE. 774 ETRIL—VTFRAMTY, EFaUT
1 ZRFRTBD. TLSEBSKEEMCTBZ e ebBHLET, TLSESKICDWTHLLIE MTLSIC&3 21—
H—twvoaroR#El 2BRL TSIV,

TR

Citrix Studio o R > —8&E

Citrix Studio ©. v BEEORFICETZI2RDRI S —ERETIET,

s Ly arEEOREF

s LY LI VEERORIFEOZALT Y
e Ty avEEOFIFDOR— FES
« BiES Ul OBERLANIL

FHLCR. TEy Y aYEBEOREORY S —REl 8LV 1751472 FOEBHBEGOR) > —8El 2BRLT
<V

A By g vEEORBFOESGE Iy a Y EEOFREOR—FESR)O—%FRELLS. VDAY —ERL
HDXH—EX %= ZDIEFETHBREE# L THREZEBMICLET,

Linux VDA O%E

s Ty a EEOFRED TCP URF—Z2EMEISEMICTS

T7AIWETIE. 2y a>yEmOFREFD TCP U XF—I3BMICA>THED, R—Kr 2598 Ty AV LET, YR
F—ZEHITBICIE ROOAR Y FEEITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000000"
<!--NeedCopy-->

A REZBMICTBICIE HDXH—EXZBEBL TRV, TCPURF—ZEMICLTH, Ly avEED
RIFIIENICRD EFHA, Ly aYBEROFRFEOEGRY S —ICE > THRENEHICAR>TVLBRHRE, Evay
EEDOREFIIMD U R F— (SSLAY) ZALTEISHRIFATETET,

s Lyl avEEORIFOR—+ES
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/technical-overview/hdx.html#auto-client-reconnect-and-session-reliability
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ROATY RZFALT, Ly a vEEORFOR—FESEZRETICHTIET (fle LTR—-+FS 2599
ZER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

F REEEMICTBICIE. HDX Y —EXEBEHL T 2TV, Citrix Studio 0R) > —RETR— FESH
HREINTWVWBHE. Linux VDA OREIRERINES, VDAD T 71 7o +—IH BEINIFR—rENLE
XY RT—=I STy I RBELBVESICRESNTWVE e ZHBABLES,

o H—=N—=D50 517> bAD Keep-Alive DRIFR

Keep-Alive Xwt—Jld. £y a>RIl7 T ET o HRVEE (Bl <O ZXHBE LAV, BEOEHRHI A
W. LiInuxVDA oS04 7> hFETREINE T, Keep-Alive Xwt—Sld. 517 FHREREIBEZELTVS
WESIHZRETBEDICFERINE T, 77072 MHSDRENBWNEE. Ty arik. 751472 M BEE
MTDETHEINES, CORETIE. Keep-Alive Xyt —S DR EMREMHEMTIEELEFT, T74ILLT
&, COREIFBHRINTOEEA, BRI BICIE. ROOATV RERTLET Bl LTL0HEFER),
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o U547 b5 —N—~0 Keep-Alive DFRIFR

CORETIE. ICAU 17> +h 5 Linux VDA IZEEE 13 Keep-Alive X vt — 2 DX ERREF B TIEE
LET, 774 ETIE COREFBEINTVEEA, BT BICIF. ROIIYVFZRITLEY (Bl LTI0
E )

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

A e Rl 274

RUS—DREICE>TEY I aVERORFEZEMCLIZRIC, £y a v EREETIRL,
COMBEEBART B0, UTFOFIECRVET,
1. Citrix Studio ®H U > —®ETE v 3 VEEDREEEMIC L7, VDA H—E ¥ HDX 4 —E ZHT
DIEFTERBSNSC L £HBL T,

2. VDAT, Zoax > RrzFERALTEy > a YEEOFREFD TCP URF—AETINTVWSR I ZzHBRBLET
(ffle LTHR—k 2598 #{EHA),
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netstat -an | grep 2598
<!--NeedCopy-->

Ty aYvEEOREBEOR— I TCP URF—HARVEEIE. ROOAIT VY RERITLTURFT—2EBMICL
F9.
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

tyraroiRm (FHERERME)

February 3, 2023

HEREGPEDHBEY LT, LINUXVDA TRZ FENTWVWBEY S a v OBEEBENTEET,

vy aroREnBEL L EML

Linux VDA ot v a>voRExai £ I3EHICT 3iICiE. SmAudAllowed #2hz2h 1 £7/213 0 ICRRELF
To MDAV R ZFERATETET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "

SmAudAllowed”" -d "Ox00000001" --force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

<!--NeedCopy-->

pE

Linux VDA Tt v aYOfEZEBMICT . I—H—htyvaricOdF > LiteEic. v ard
MEISNTWVWR A I—H—ICBRIENE T,

BEDT 71T+ XDIEE

BRET71INOTAIBAREILLBRBICONT, 47>O— RICK-ADDD. BEFICS—I X514 —%FERALT
BEEMZEE IR IICRBIESAEDEY, 77T A XZFHITBICRBT7IILDOLEIVMEZIEEL £,
BET7 7D CORRICETZ . REDT 7rIILHBHAL SN, BEZHITTBLDICENMD T 71 IILHMERI N
Y, COREEO-ILA—N—CHFUET,
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ROARY REFATRE. 1 200 IILA—N—IC2DDLEIWMERIEETI T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

<!--NeedCopy-->

+ RolloverFileSizeInMB, C D% 1 XISETZLHED T 7 1IUHEHLC. HILLW I 7D EEET, 77
FILETlE. A=A —N—lgH 1IN 50MB 2B 3 HRELFT, HR—INBEIE. 10~300 TT,

+ RolloverTimelnHours, COEBIET I, RED T 71IIHAEL. HLLWI 7LD ESET, 77
AW ETIE. By a v I2BEBEE SN2 O0—ILA—N—DRELET, YR—rINh3EIZ. 1~24
T3,

A=A —N—lF LERD2DODFBDORYD 1 DWELTNIEIICKELE Y, cexlE. Z71IFrXlL
T17MB. K& LT 6 BEZIBELIE LET, B 7 7IM3BHEATIIMBISET 3. Ly a v oiRE
ICEDT7ALUDBALON. FILWI 7LD EEET,

ZELDNEBIT 7AIDMERSNBWVE SIS, 77T XBESNLEICHDNDL ST e rd 1 EEHIE
BIZETO-NA—N—IFECD A, CORADFSME. 771 I XH 300MB 2R 7355 T,

BEDREFBPIDIEE

T ETIE BEB 7 71)LiE/var/xdl/session_recordingsicREINEd, BIONIXZIEET S
ICIE. OOV RERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"

-d "<your custom storage path>" --force
<!--NeedCopy-->

BET7AIIE O—HILRSATIC, FERY P T—INREBEITII Y PRIV MIRETEET, BELE
ZRL—=UNRZAAOBEYRT 7 AEREEBE L. I—HF—CtXSrVriZ/SAADEZIAAERENSLET,

BEDRR

REZRTTBICIE. ROFIEERITL T, Session Recording 7L —v — % 7zi& Session Recording Web 7L
—V—%AYRAR—LLET:

1. Citrix 7hvo > b ERBHREFER L T, Citrix Virtual Apps and Desktops 4~ > O—RR—=JIZT o€
ALT BRI 70N EATIVO—RLET, 777 EBELET,
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2. SessionRecordingPlayer.msi & & tf SessionRecordingWebPlayer.msi #4 7L ) w o L. FlEIC
HoTAYAR—ILERTLET,

7 O

Session Recording Web 7L —¥—%EH$ 3%I2id. Session Recording 4t—/N\—D&HIZA >V X —JL L.
Session Recording 4t —N\—TRENFATE S zMBL £9, L <I3. Citrix Session Recording
DREFaXYbZzERLTIETL,

HIFREIE

c RE7TU v aroRzs. REBNIPPRICEESNAEVSEDHDET,

USBTNARUEALT K

February 9, 2024

USB 7/\r Rid. Citrix Workspace 7 71 & LinuxVDA ¥ by FRETHEINE T, USBFNA IHFRY
fyAICUAAIL I baNBe. USBTF NS ZEO—AILICEGINTULWRHDOLSICERTEZI LN TIET,

[
v b —TEEH 100 S UIKEDHZEIE. USBTNARVAAL Y b Z2FERIZ e Zz68MHLET, *
w kD —JRBIEN 200 S UNEBZ3HEIF. USBTNARVAAL Y b EEBLBVTIRETL,

USBFNARUL ALY hOEREEEE LT, RO 3 DHEFSNET:

o =72V —XUSB/IP 7O> o k
o CitrixUSBtwy>a>vEZa—IL
o CitrixUSBH—EXEZa—IL

F—7>v—2USBJIP 7O o

USB/IP 7O 7 ME LINUX A—FRILRSAN—BLVI—HF—FE—RDFITFUTHERIN TS D, 1—H—
EA—RILRSAN—CBELTIRTOUSBT—4ZBMEBTZIENTEIET,

Linux VDA . #—7>YV—Z USB/IP 7O ¥ MIBEDSWTUSBFNI1 RV ALY hEREL. USB/IP D
A—FIRSAN—CA—HY—FE—RSA1TSVEBFALET, f72L. Linux VDA t Citrix Workspace 77
UR®D USB F—&28xiXId 3R T, Citrix ICAUSB 7O b JJLICEMINE T,

CitrixUSBtzv> 3> EYa—)L:

Citrix USBtv>a>EYa—/Lid. USB/IP 1—xJLEY a—JL& Citrix Workspace 7 7V RDBEDBEL
ELTHREL & T,
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CitrixUSBH—EXEZa—JL:

Citrix USBH—EXEZ 2 —JLid. USB 7/\1 RGO LB L. USB FNA XD IR TOBREEZEEL F
ERS

USBT N1 RXUVAZAL I DL H

BE. LINuxVDAAD USB 7N ROUZA LY MHERICTONBZ L. TNA X/ — KRB ZXF Lo/dev /8RS
ERENE T, 7l VAT LI RENTTNARDT I T4 % Linux VDAt v > 3 Y THERTIAWEED
HDET, USBTNAIDEBICHEET ZDESMIRFAN—ICE > TRED . —FHOT/NA REIEFRNE RSN
—EHRBLLET, RIAN—DREBEINTVRWVEE. VALY TN USB 71 RIET Y T+« J7% Linux
VDAt w2 avIil7IoERTE&EEA. USB TNA ROBHZHD T BICIE. RIAN—FAYZXAF—ILLTIR
TLZEELSHEELTIEE W,

Linux VDA IZ. 25147 hh 55U LY RHEREICITONIZ USB TN ZO—EZHR—FLTWVWETD,

HR—FINTWVWE USB 7/\1X
7
USB3.0 R—btDHR—bZEBMLE LT USB3.OTNAREIZAT7> T NA XD USB 3.0 R— ki
BATEET,

RDFTNA ZlE LINuXVDADZDN—= 3 0 HR— ML TWBZEHBREINTUVWETY, EHDT /N1 XZEH
T3r. FHEBERIELZBELHBD XTI,

USB ABERIEERET /NI X VID:PID T7AIN AT L

Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd

Kingston Datatraveler 0951:1625 FAT32. NTFS
101 IT

Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2

SanDisk SDCZ80 flash 0781:5580 FAT32. NTFS

drive

WD HDD 1058:10B8 FAT32. NTFS

Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB

device
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USB RBRERBEET /NTR VID:PID

T71INI T L

Taiwan OEM - OBSOLETE FFFF:5678
VendorCo ProductCode
Disk 2.0

TD-RDF5A Transcend 8564:4000
USB device

FAT32. NTFS

FAT32. NTFS

i

Amazon Linux 2. CentOS. RHEL. Rocky Linux. SUSE T NTFS #H 3ICid. RIMWCINSDT«
ZrUEa2—>3 Y TNTFSHR—bEBMILTEITET,

USB3D ¥ X VID:PID
3DConnexion SpaceMouse Pro 046d: c62b
USB X*v+— VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407
Keyboard, HID

Web 51 X5 USB VID:PID
Logitech composite USB device - 0460:0825

WebCam, Audio

USB T N1 ZRVAA LY kDI

USB/IP H—FRILEZ 2a—)LDA YA =)LEfET>/N1)L (CentOS. RHEL. Rocky Linux 0 #)

Linux VDA i3, USBFNAZRUA ALY bOREBEFI Y bO—-5— LT  USB/IPZERALET, IZLALD
BE&. USB/IP A= EZ a—)Lid Linux h—RIN=23 > 31T LETY ) —IXTNATWSTRH, T4 b
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TRA—FINEZ2—IIEZEILRTIHBBIZHD £FHA. 272L. USB/IP H—FJLEY 2 —)Lik. CentOS. RHEL,
Rocky Linux TIIERATI £ A, CN5D LINUX T4 A RUEa2—>3 > TUSBFNARVEAAL Y bEFER
T3ICIE USB/IP A—RILEDa—ILEA VA R—=ILTZIHAVNTILTEIHELRHD £T, BFELD Linux 5+
A hUEa—>avIicEIWThttps://pkgs.org/download/kmod-usbiph s USB/IP #4 o >O—RLTT1 >
Ab=JILLET,

USB TNAXVEAL Y bRUS—DRTE

USBFNARDUAE 1LY boBEMRS KUEMKIE. Citrix R >—IC&DFIEIETnEd, Delivery Controller
RUS—ZFRALTTNA AOBEEEETSICHTEFET, USBTNARUAAL Y % Linux VDA ICRRET
BICIE. ROR) > — A ERELET:

OS54 F7>RUSBTFNARUAA LY R RUS—
e U547 USBFNAIRUAA LY MRAY

USBF N1 RUSAA LY B Citrix Studio T. 25147 5D USBFNARUSA ALY &A%
(FIFEM) ICLET (J—U9RT—2aVDHRARDIFEDH),

[(REDHE] 41700 KRY I AT UTORE=ZITVWET:

1. [5fr7] ZBRLET,
2. [OK] 20U w o L&Y,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

USB 7 \A XUAA LY MRRIOERE USBUAAL Y RRUS—%FIC L5, Citrix Studio ZER L T,
Linux VDA TOERZHEI £ IERLETZTNA XZI/EL T VALY MRAIZERELEF Y,

[O514T7 >R USBFTNARUACLY MRAI] #4700 KRy I X T ROBEERITVWET:

1L GRR] 200w o LTURALY MRAIZBINY 2D (&l 20 v o L TREFORAZRIELE T,
2. RADIEREfcI3mER. [OK] 20Uy I LET,
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -
A USBFNARVAAL Y FDOREICOVWTEELL I TCitrix O AB USBUA ALY FOREAT Rl #81
LTLETL,
USBFNA1RVEAA LY NEBD ST a—Fa >

C0to2 3> TR Linux VDA DFERICHITZTEIEBBEDO S TIL>a—FT 1 Y JICDOVWTHBALE T,

VALY RSN USB T X0 Ty MERTEI AL

Linux VDA Ti&. Citrix Workspace 7 7Uh B A1 LI hTNIZTARTHO USB 71 RO 2 BREERTEEL.
FIEEOHDNVAEAL Y CINIETNARIZTIVERATESRLSICLTVWET, TOoH. BEEEERZF>OI—Y
—RHDRTFNAREITY MEBRTEET,
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USB 7 XUDUSA(LY M EBILTBL T 7LD NS

Citrix Workspace 77U DY —ILN—%2FBLTUSB T RVDUAAL I FEEBICELET L. T RILE
TEBXLIBER LT 7AILDRDODNZ AN SO T, COBMEIE. 77 MLV RTLILT—2Z2ETALL
XEUFvyw2ah T 7ML RATALICRT Y EENBZCEDNERTEELET, 72T RVEDHDICIEE
FAENEH A, CitrixWorkspace 77U DY —ILN—%2FERBLTIVEAL Y FEEFELELIEBE. T—4240T1 X
JI27 3y adn3BEEIE> TLWAWZS, T—2h%kbhnEd,

CORBEZMBARTZICIE. Z—IFIILOSYyNnc AX Y REZFERLTTFT— 22T XJIC75v>alThs USB U
AL M EEIELET,

Citrix Workspace 7 7 DY —IILIN—IZT N1 ADRDOH BB VIFE

Citrix Workspace 77U DY —ILN—=IZTNA ADBRRINAEL BB IEHHD EFITH. TrUud USB UL 1LY
rOfTHOnTVWAEWC e ZRLET,

- = B ' .. P am-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

BRENRELBER. ROSERBL T TV

e RUZ—H USBFNARUSAALY LA TBREICE>TWVWS,
o CitrixUSBHH—EXEZ 2 —ILHRTINTL S,

RUS—=HBELCERETNTVWAWVWEEIF. TORED TUSBTF NI ZRVEAL Y MRS —D®%El £72a>%E
SELTEBELTIREL,
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Citrix USBH—EXEZ 2 —IILHARITINTLARWVESIZ. ROFIEERITLET:
1. ROOT Y REFEALT. LINUXFTo A MUEa2—>3>TUSB/IP A—RILES a—ILAFIBREEHN E S H
FHERLE T

modinfo uship-core
<!--NeedCopy—-->

2. HAPRDELSICRRINBZHBEIE LinuX T ARV E2—> 3 VICESWTUSB/IP A—FILESD2—)L
ZAAM=ILERLEFEINACILLET:

modinfo: ERROR: Module usbip-core not found.
<!--NeedCopy-->

o Amazon Linux 2. CentOS. RHEL. Rocky Linux ®ig&ix. ZnieED TUSB/IP A—FRILED 2
—IIDAVA=)LERIFOAVNAIL] a3 >vEBBLTLIEIL,

« SUSE oi&Id. https://software.opensuse.org/package/usbiph 5 USB/IP /Xy —2% 45
O—RFRLTAYRE=JLLETS,

o Ubuntu/Debian @ig& %, XOFIEERTLTUSB/IP A—RILEZSa—ILEZAVNRTILE LV
VAM=ILLZET:

a) USB/IP A=) EYa—ILOY—ROA—KEFUYO—RLET,

https://github.com/torvalds/linux/tree/master/drivers/usb/usbipT Linux 1—=JL
DRI RUICBEL. 2—7 v bD Linux i—ILN—=23 > (V415 LUIBE) 2T %ZIRL.
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbipzm o) > o = BREL
F9,.

DownGitic#&IL. gD ) > 2% ANHLT. USB/IPY—XO0—RZ4T>VO-RITZHDA
T>O—RU>OEERLET,
b) "ROAT Y REFEALTY—RI7MILERELET:
unzip ${
USBIP_SRC }

.Zip

cd usbip
<!--NeedCopy—-->

c) Makefile 771 ILERDESICEELET:
# SPDX-License-Identifier: GPL-2.0
ccflags—-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o

usbip-core-y := usbip_common.o usbip_event.o
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obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o

vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj-$ (CONFIG_USBIP_HOST) += usbip-host.o

#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o
#0bj—-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o

#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.

o vudc_transfer.o vudc_main.o
<!--NeedCopy-->

d V=—XO—RrEIVNCIILLET:
apt-get 1install linux-headers-‘uname -r°

make -C /lib/modules/ uname -r"/build M=S$PWD
<!--NeedCopy-->

e) USB/IP A—ILESa—IEAVAM=)LLET:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/
<!--NeedCopy-->

f) ctxusbsd t—EX=HBEEHHL T, USB/IP h—RILES 2 —I)LEZHAHAAHET !

service ctxusbsd restart
<!--NeedCopy-->

Citrix Workspace 7 7 @YV —ILIN—IZ USB S N1 ZBREINZHD [RUT—DFIR] e RsEShUL1L
ZAN S
MREHSRELBEIE. ROFIBERITL T LWL

o« LINUXVDARU S =%, UAALL I FEBMICTZREICLET,

+ Citrix Workspace 77U DL X U TEBIMOKR U > —FIRDPERINTVWEIN ERBLET. LI MY
/X2 T DeviceRules #HR L. CORENTNAADT IV EREZEFLHEVLSICLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

$£L <Ix. Knowledge Center
DE TUSB T NAROBEFVA ALY FOEREREI Z2BRBLTIIEIW,
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USB FN\1 2D UL LY MREFISTDONZH. £vs 3> TENAREFATIAL

BE. UAALIFTEBRDIFHR—FINTWVWSE USBTFNARDIHELED T, DT /N1 XH Linux VDA O 7
IT14T By a IlUEAM LY RTEZBEDHDET, UEALIMLIEETNARTEIC, A——DREY
3/ —RPXTFLOD [dev NRICERINE T, 7272 L. A—HF—DBFNA XAZERBICERATEZINESMERS
AIN—EBRICE>TREINE T, FiE (F5512) LTVLWBHDDTIEITERVWTNA REZRDITBE
3. ZOTNA REFERINTVAVWRY S —IZBML £,
pE o
USB RS/ N—mdiFEIE. LINUXVDAB T4 RIDBEEI VY hEFTVWET, I—H— (BLUTNT1R%E
AVRAM=ILLIEFREBEDHA) IZFEBMORERLTT A XAVICTIVERATEET, HR—FINTLBTNA
2—&| ICEBEINTLVAEVTNTRICDOWVWTIE. S BEREINEBEVWERBD FT,

{RI8F v %)L SDK (SERERRE)

February 3, 2023

Linux VDA BOREF v #ILY 7 b7 = 7HEF v b (SDK) ZERT 3. VDA TET I3 H—N—RIT7 SV 75—
SavEERTEE T, ##L <& Linux VDA @7 Citrix (R8F v %)L SDKO RF a2 XY BB LT ZI L,

Linux VDA @l Citrix {x#8F + % JL SDK 1%, Citrix Virtual Apps and Desktops 4 > O—RR—=I 54D
YO—RTEFY, Citrix Virtual Apps and Desktops @I N—a v BRL. [TYR—FRV ] 20Uy
2 LT LinuxVDADA T >O—RZERLET,


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2212/configure/usb-redirection.html#supported-usb-devices
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