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B8 —ILICEB/EH 1 X b—)L ()

December 13, 2022
B5E:

s HIRA VA L—ILDBE BRI VA= DOVWTIRIDREASRIZI 288D LEFT, DL
ETlE. BEA A= EZFERALTLNUXVDAZA YA M—=ILELUVBRT Z5EICDOWVWTEHEL £
To EA VA M—ILIZHECHNZEHNT BT THLS FEROAVAM—ILEDHIS—ZHST
ENTEFET, BEBNYT—JFZA VA M—)LLT, BRT7 7ML ZBFNICHAREZIARTRL
T. Linux VDA OERITIRIEEZ Y F 7y I TEE T,

o KX >IEBMD VDA ZER$ 321, Machine Creation Services (MCS) #fERT23HENRHD
F9, ##L <I%. TMachine Creation Services (MCS) %R L7 Linux R8> > DIER #5R
LTLIETL,

o FXA2IFEMD VDA THRBRIBEBEEEIC DV TEH L CIE. TRXr>3FEma VDA Z25RBL TR

T

FIEL: BE77ILERE LV LINUX TS U E#EETS

VR b= ILICBEBRLUT OBMERZIEL£T,

e RALFZ-LINUXVDAD A VX F=ILTNBEITVDRALE
o FXAYR—LF—N—DIPF7FLZX

e NTPH—N—0 IP 7R L X FI3XFFIE

o RXAYHF - RX1>D NetBIOS &

{E1 2 - Kerberos 4E15#

R XA > n5eeEi b X1 2% (FQDN)

.

BE.

o LInuXVDA%Z A Y X b—JLT3ICIE. LINnuX XY TURIS FIUHAELSBMINTWE Z e ZERL
79,

o Ly arvEREETBICIE. XWindow S XAFLBLVTRI by TREAC VI M—ILINTVWSEC
CEMRLES,

e D=UJN—TRIETIAINPTRRXAMUETY, CHEADRBEADT—ITIN—T2ARAEZIAITBIC
iE UTOFIRICHE > TET L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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a. Linux VDA v >T. /tmp/ctxinstall.conf 7 7 1 JLEZER L £
b. Tworkgroup=<your workgroup>; £ W3{T2 D7 7 ILICBML T, EEZRHELFT, CC
T. lyour workgroupy 137 —2J/L—7F&TY,

+ Centrify TldEa27 IPv6 DNS #mMEH#HR— L TLWEHA, adclientTAD H—EXEBEIKRET
B31=®ICi. IPv4 #EBE T3 DNS Hr—/N—H¥/etc/resolv.conf iCbAB < ¥H 1 DEELTVWIRENRHD
F9.
as:

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

CDfB&IF. Centrify 5LV ZDOERICHEDHD T, COMBEMRT 3ICIF. ROFIBERITLET:

a. FAr>ary+O0->—o [EEY-I] 2RAETET,
b. [Active Directory ot 1 hrH—E 2] ZERLF T,
c. [W7xy ] OBTNGY TRy T RLRAZEBMLET,

o VDA #45E® OU IZIBINT B ICid. ROFIEBZERTLET:
1. BEOOUBRRAA AV PO—F—ICHFEETR e E#ERLTLET L,

OUDfBle LT MFDRIZU =223y bZERLTLIET L,

- ALLIVE LANECLony wsers ar
File Action View Help

e 2@ 40/ XD Bm 2eardl
| ] Active Directory Users and Eumpu‘tt“ . .

Saved Quisries !"k ﬁh
4 4 wddocal a5 U1Es
I+ Builtin
Computers

2| Domain Controllers
FareignSecurityPrincipals
Managed Service Accounts
Ueers

4 (3] Limux

b Al redhat
3] suse
2| ubuntu

2. VDA T/tmp/ctxinstall.conf 7 7 1 JLEZER L £

3. Tou=<your ou>; 7% /tmp/ctxinstall.conf 7 71 JLICiBIIL £9, T T. Tyourous IEXHED
ouU T©9,

OU ofEid. AD DFZEICE>TERDEY, RORZEBE/LTLRT L,
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0S

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

ou="Linux/

ou="Linux/

ou="XD.LOCAL

ou="Linux/

amazon" amazon" /Linux/ amazon"
amazon"
Debian ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
debian" debian" /Linux/ debian"
debian"
RHEL 8 ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/
redhat,0U= redhat,0U= /Linux/ redhat"
Linux" Linux" redhat"
RHEL 7 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
redhat" redhat" /Linux/ redhat"
redhat"
SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"
Ubuntu ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
ubuntu" ubuntu" /Linux/ ubuntu"
ubuntu"

o BHEA YR E—JLIE LinuxVDAT7.16 UBEOE 27 IPV6 ZHR—FLTWEY, UTOLSBHIHREHL
HIRFELN DO LT :

- BEVORIUBEaTIPV6 Ry T —IBHTHREBNY T—2%2 402 O0-RFTES L3I0
Linux YRS b ZRETIHBENHD 7,

- Centrify iZ. Ea7 IPv6 %y hT—UTIdHHR—FINTLEE A

i

CERDORY FT—=0HE T IPV6 T IRTOANNDETZ IPV6 ERXTH 3355, VDA IX IPv6 %=
£/ L T Delivery Controller ICERL & T, CERADRY FT—UHIPV4 & IPv6 DN T Uy R

B TH 355, =IO DNSIP 7L XOBHEICE > T, IPv4 £73 IPv6 X5 SHAERICHERS
N3HMHREOD XY,

o RXA2IZBMEE3ARE LT Centrify 23#IR9 3154, ctxinstall.sh X2 U 7 ~Tl& Centrify /Xw 7
—UHRBTT, ctxinstall.sh T Centrify Xw o —C %I 25%XIE2@OHD FT,

- BEAVI NG 722 —Fy D5 Centrify Xy r—S#BEFTE Y Y O— R 3780IC1&IL
5%9, FrRARIE2—>3> D URL RO EEDTY:
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RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Centrify Xy r—ox2O0—-HILTo LY RUNSEELET, Centrify Xwsr—SoFsL o U %
BETBICIE. ROFIBERITLET:

a. Linux VDA #—/N\—T/tmp/ctxinstall.conf 7 7 1 LA EE L TOAR VB EIXERL £9,
b. Fcentrifypkgpath=<path name>; £t W37 D7 71 JLIZIBML 9. C T, Fpath namey
IBNRBTY,

RICHlERL&ET:

cat /tmp/ctxinstall.conf

set “centrifypkgpath=/home/mydir”

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r—-—-r-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r—-——-r—-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 fnstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh
12 -r--r--r—--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r——r——r—-—. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt
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https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
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12 -r—-r—-r—--. 1 root root 9133 Mar 21 2016 release-
notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o RXAVIZBMIEZARE LT PBIS ##iRY 3354, ctxinstall.sh 22U 7 ~TE PBIS Xy 7 —2h
BETY, ctxinstall.sh TPBIS Xw 4 r—C%#BGT3AAE2@OHDET:

- BEAVIM—ILE 22—y EDSPBISNY =2 BE8TH I YO—RT30HICRIEF
To TAAMIE2Z—23 > ZCD URLIZFRODESDTT:

Amazon Linux 2. CentOS7. RHEL 8. RHEL 7. SUSE 15.3. SUSE 15.2: wget https:

Debian. Ubuntu: wget https:

- AYVEA—2Y DB PBIS Ny —COHEON-—Sa>EBEBLET, BIET 5ICid. /opt/C-
itrix/VDA/sbin/ctxinstall.sh 7 7 - JL® TpbisDownloadRelease; 7& pbisDownloadExpect-
edSHA256) 172ZEL &Y,

FleLT UTFORT =23y b eSRLTREW:

pbisDownloadPath_RHEL="https://github.com/B dTrust/pbis-open/releases/dow

pbisDownloadPath_Ubuntu="https://github. dTrust/pbis-open/releas

FIE2: NTINN—NTH—DEHE

HR—bINBINAN—NAHF—LETREYS > LT LINUXVDA 2217338858, WSOHDDEENKRETY, fF
BI3NAN=—NAHF—DTSY T x—LICEDET. ROEBEEITVWET, RT7XZJIN—RT7TLinux <
SUERITIZHBE. BEIIBEDHD £ A

Citrix Hypervisor TORZIRHEIDIEE

Citrix Hypervisor OB ZIE A EDBEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor TRIEHEEL £9, -tk NTP & Citrix Hypervisor OEAH S R T LOBREEEEL LS T
BZEHRATY, Y XTLOKREMOT —N—ORBE ORI EDNZDEFH<ICIE. & LiNUXZ7R DX
TLOKRREMN NTP AT I3RENHD T, COFE. R NORZIFRZEMICTIHELHD £9, HVM E
— RT3 EERBREHD FHEA

Citrix VM Tools #-f ~ X k=)L S - #E{RAEK Linux h—xILERITLTWVW3IBE. Citrix Hypervisor OEZIE
HAIBENTEE T 2D Sh L. LinuX REITS YRTENCA > TLWRHE SHERRBTIET:

su -
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cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMBED B RIIC AR > TWB oo, BT ZHENDHD FT,
o 1-BZIFHBEEDEMICHE > TVET, CNULEDREIINEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIZHESHD £H Ao
BZIB RS EEDN B NIC R 2 TWVWBRIBEIE. T71JLIC Tl CEIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXGHL. BEBEDRIFTTSICIL. [etc/sysctl.conf 7 7 1 ILEREL T, ROTEEMLET:
xen.independent_wallclock = 1
CNSDEEEHBT 27D, ROLSICL T AT LZEEFHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVEIF1IZRLET,

Microsoft Hyper-V TORZIEHIDIEE

Hyper-V Linux i % —E XD > X b—JL 3 hiz Linux REHR X b TiE. Hyper-V OBSZIE#A#EEZ &AL TR
ARARL—=TFTa VI RTLOEREZMBATEE T, P XTLOFMEZEBARETHEITTSICIE. NTPH—EX
EEBICCDREZBMICT BREDRBHDET,
BEARL—T a1 VTP ATLT. ROBEZITVET,

1. HyperVIYx—Sv—ZHETF7,

2. Linux RIS VORET. [HEY—ER] ZERLFT,

3. [HZIORHEA] AEREINTVB e zRBLET,

7

C DR #IF VMware & & U Citrix Hypervisor 0iz& CI3E4 D £3, VMware & & U Citrix Hypervisor

Tid. NTP L OBA T 510K OBZFREENICLEF. HyperV oBZIRMIZ. NTP L7
L. NTP OBZIEHEBRT 5 e A TE£T,
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ESX & & U ESXi TORZIFIDEE

VMware QR ZIFHEENBHHIHE. ThehOERENK Linux (R8> > T NTP &N\ /N— /N1 —TRHE
PEELET, Chid. NTPENAN=—NAHF—DEAHS T LOEHZRBALESETEZIEHRATY, ¥R
TLOEB MO —N\—DKE L OREBNRHDNZDEH<ICIE. & LINUX T DY X T LOEBA NTP [
HYZBENHBDET, COHFE. R ~ORKZIEBZEMICTIHENHD £T,

VMware Tools - > X b—)L L7 RETHEREWX Linux h—RILERITL TV REBEIE. ROBEEITVWET,

1. vSphere Client #BiZ £ 7,

2. Linux RIS > OREERELET,

3. REx>>O7ONT«] FATATRYIRT [FT7>a>] 270Uy o L&Y,
4. [VMware Tools] Z#RL £9,

5. [##] Ry IRXT. [(RRAMTIANEZIZR] Fxv IRy IREFTICLET,

FIE3: siRFHE LT.NET 52021 L6.0Z1> X =)L

Linux VDA @1 > X b—JLaiIZ. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIEICE>TNET 5> 21 L6021 X —JLLET,

NET 5>%1414L6.001>2R+—)L#%. whichdotnet OY>Y RERGTLTS VA LNRERELET,

IRV REAICESVWT NET S EALDNAFUNRRERELE T, fcr 2. aAv > REHHY/aa/bb/dotnet
DA, /aa/bb #.NET N1 FUNRE LTHEALE T,

FIE4: Linux VDA Nwvr—> o485 >yO0—R

Citrix Virtual Apps and Desktops o4~ > O— RR—JICHE L £ 9, @4 /N\— 3 > Citrix Virtual Apps
and Desktops #ERI L. Components =2 1J v o LT, FABO LinuXFs XA rJUE2—>3VICHIET 3
Linux VDA Xy r—o% 4> O0—-RLET,

FIES: LinuxVDA X r—S 01> =)L

Linux VDA 0iEEE vy b7 v I $3ICIE. ROOATY RERITLET,
RHEL & CentOSFr X kU Ea2—>3 Y

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

pa

RHEL & &t CentOS @354, Linux VDA #EEICA VX F—JLFBHiIC. EPELURS RUEAS VI =)L
LFd, EPEL @1 > X b—ILAEIZDWTIE. https://docs.fedoraproject.org/en-US/epel/m&iBa% £
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BLTLIET L,

Ubuntu/Debian ¥+ X kUEa2—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get dinstall -f
<!--NeedCopy-->

¢« Debian 113 54 XA MU Ea—>aVICBREBEREKREEGE 1 X M—ILT 3IC1E. [etc/apt/-
sources.list 7 7 1 JLiC Tdeb http://deb.debian.org/debian/ bullseye
maing TZBMLF7,

+ Debian 109 F 4+ A h U Ea—Ya YV ICHEBERKEBRFRZ TV M—ILT 3ICI1E Jetc/ap-
t/sources.list 7 7 1 JLic Tdeb http://deb.debian.org/debian/ oldstable
maing {TZBMLFY,

SUSEF«4 A RUEa—>3>05E:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS N\N—D1> X =)L

HDX 3D Pro Zz&#IC T 3ICid. NATN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>VZA+=)LT B
WHERHD ET,

FEE D /N /X— /N1 5 —(Z NVIDIA GRID Virtual GPU Manager (KX kRSA4N—=) 1Y b—ILLTHERT
BICId. ROAA REBRLTLIZT WV

« Citrix Hypervisor
+ VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—ILLTHER T B3ICIF. RO—EHNAEFIEZERITLEY:

1. #FZARVM B vy AT YINhTWRZEEZRRBLED,

2. NANRX=NAHF—Da> bA—=)L/IXRIILT. GPUZ VM IZEDYETET,
3. REvS U ERBLET,

4, FRAEVM RSAN—2ZVMIZCA VA +—=ILLET,

FIJE7: Runtime Environment zt v 7y L TA VYA M—ILEZRTTS

Linux VDA /Xy —> D > X b—)L#&. ctxinstall.sh X2 U 7 #EAL T, RTBEZBELET, CDRY
7 ME WEE—RELIEHAL Y M E—RTEITTEED,
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pE

SR LEEEEY b7y T7TBEIIC. en_US.UTF-8O4 — LA OSICA YA M=—ILThTWEI L%
BRBLET, OSiIcCoor—ILhanigsald. sudo locale-gen en_US.UTF-8av > R%EETL
%9, Debian 0H&IE. # en_US.UTF-8 UTF-8f7m x> h%fkkLT/etc/locale.gen”
7L EHEELTH S, sudo locale-gendv > RERTLET,

WEEE— R
WEEE— R THEEA VAN EFERT3ICIE. XD 2 D0HENHD £

« sudo /opt/Citrix/VDA/sbin/ctxinstall.shax>R%ER{FL. AXYRSA>VIV&
—TJIAROETOV T FTHETB/NIX—2—ZNHLET,

« VDADFRY by JBIET/opt/Citrix/VDA/bin/easyinstallax Y RERIFTLTHS. &
By 2 =)L) GUI DIERICREVE T,

'EEW Click Check to check your environment or click Next to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04

BBV =ILD GUI IZ. ROBIEEHIRLET:

P RTLIRIBZ RT3

KEFEREI VI =TS

s BEINLRXAVICVDAZSINSE S
o SUEBALRREWET S

ALY RE—F:
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HALY M E—RTHEASA VI M= EZHERT 3ICIE. cixinstall.sh 2273 381ICUTOREBEHZREL

¥o

CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA #—"\—0DKEX +E%EIBEL £T,
CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS 0 IP 7 KL X,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #—/\—® IP 7 R L X £ 13XFFRo
CTX_EASYINSTALL_DOMAIN=domain-name - K X-r >® NetBIOS &,
CTX_EASYINSTALL_REALM=realm-name - Kerberos $&i#%.
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - Active Directory @
MEARERELE Y,

CTX_EASYINSTALL_USERNAME=domain-user-name - K X VIZBMI T3 HICERATND KX
11— —DEFIZEELE I,

CTX_EASYINSTALL_PASSWORD=password - R X1 VIIBMIEZ7DICFERAINE RX1 > a1—
—DNZAT—REEBELET,

ctxsetup.sh 27U 7 . ROZEHEZFERLFET:

CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—RZERL T,
Delivery Controller 8%#8€ 925 HTE£ T,

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &&RIZFERT 3
Delivery Controller 5z£ &8 K X1 > & (FQDN) OXR—IXNO D—EBHURETT, 1 DEIFEHK
DRLEHI R X1 VR £7-13 CNAME ZIEE T3 4B HD £9,

CTX_XDL_VDA_PORT=port-number - Linux VDA (&. TCP/IP R— +#fT Delivery Controller &
BELET,

CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop t—E Xid. ¥ > DiE8ZICRBL
F£7.

CTX_XDL_ADD_FIREWALL_RULES =Y | N -Linux VDA #—E X Tld. ®v T —UZEZEHN T
LOT7 74T I 4—ILOBBEHFATINTVBIHENH D £, LinuxVirtual Desktop BIZ. ¥ XFLD7
AT A= INDORERR—~ (TITAIETIER—F 80 BELUR—F 1494) zBHTHRTI XY,

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— I hEd, Zhid. 8H%RY
ST7a4v o7 TV —2a OREBUZRBICTBHOO—EDT T4 v o T7oEIL—ayrFo/Ov
TY, HDX3D Pro Z:&#RL/BE. VDA VDI FRIbw T (2 JEvy>ay) E—RERICEETN
9 (DFD. CTX_XDL_VDI_MODE=Y &b £9),

CTX_XDL_VDI_MODE=Y |N-EA7XY by FBRIEETI (VD) FIEKEISSINBIHEETRI Y
TREETIDOELES L LTRI VZBRT D ERELET. HDX3D Pro RIEDHEIF. EZ YICREL
9,

CTX_XDL_SITE_NAME = dns-name - Linux VDA (. DNS ##BE L TLDAP H—N—%#HL 7
DNS oZEERE=O—HIL Y MIHEIRT 3ICIE. DNSH FREEIEELF T, FERIBSIE. <none> |
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RELEY,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—%#%
HLFF, DNSHLDAP H—E XL O—RFZEHTITHWVWIEFEIE. LDAP @ FQDN & & U LDAP R—+ @
AR—ARTDD—EBEIEETIT £, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VAD
ZLDAP H—N—ICR—U YT E-RTIITUZEFTLEY, RUS—D#H X TLDAP H—N—0#hy
D& LINuXVDA I X IZY ZHIFFBOI TV EZRITLET, R—VVJREMNLIWVMEZBRZ L. &
wia YOI FUHNRBTBIeHHD Y. LDEREGLDAP TV EBMICTBICIE. RXr>a> O
—5—T [JO—-nNih&0J] #B#MICL. BESS LDAP R—+EST3268 2L EY. COEH
& 77 TIE<none> ICHRESNTUWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJ)L— b+
(ffl: DC=mycompany,DC=com) ICREIN-BER—XZFEHALTLDAP ZBxL %79, BEROD/NT +
—IVAERETRHIC. BER—IEIETITET (fHl: OU=VDI,DC=mycompany,DC=com), FE
BIZEIE. <none> |[ZEREL X7,

o CTX_XDL_FAS_LIST=' list-fas-servers’ -7 7L —> 3 iBiv—E X (FAS) H—/N—id. AD Y
L=FRI>—IZ&DEREINE T, Linux VDA IZAD JIL—FRU > —%HR—-—rLTLEHA, KD
DiZ. EZ 20V TRYSNIFASH—N—D—8BZ2FERATIET, >—7>RE ADTIL—-TRUS
— THRELIEHBDLALTHIVELRHBDET, WINHLDH—N—7 FLIDHIBFEINTULBRHEEIE
ZDEH%Z <none> L W3S XFHTED T, Y—N—F7RLADIEBIIEELFEA. FASH—N—L
BYNBET BICIE FASH—N—THEEITNTVWEIR—+rESE—HTI3R—FESZEML TS
W f5l: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number;fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1.

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - LW JOo—h—1T—>
TV hY—ERXR (ctxvda) ZHR—+T37HDNET SUEZA1L6.0%FAVAN=ILTB/INR, TT#I
k@ /N RiF/usr/bin TY,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - - v > 3 > THER T 3
GNOME. GNOME Classic. #7zld MATE 7RI by TEREBEZIEEL £, TREBELAVWEXICTS
L BEVDAILA YA M—IILETNTWE TR by IHERINE Y, L. BEM VX b—LETATY
270 by I MATE 0F&IE. THEZ mate (ZRETIHENHD X7,

ROFIEEEFTLT. 24—y bty ayi1—H—DFRI by TRIEBEETEITZICHTIET:

1. VDA @ $SHOME/<username> >« L - L JIZ.xsessionZx k. Xclients7 71 IILZERL
L*9.,ZZT.username 21— —& T AmazonLinux2 #EH L TWSFEEIE. . Xclients
T7ANLNEERLET. OTFr A MVE2—>a Y EFERALTVWEHEIK. . xsessionTZ 71
ZIER LT,

2. .xsessionFfld. . Xclients7 7ML EZBELT. T XA MIEa—IaVICESWTFRI +
v TIRIEZIEEL £ 7,
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- Amazon Linux 2. Debian. RHEL 8, SUSE 15. &' Ubuntu @ MATE X kv
DIFE
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4

- Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15. & & ' Ubuntu £t ® GNOME
Classic X7 v 7 0iBE

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic
fi

- Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15. & & ' Ubuntu o GNOME 7
2V by TDBE
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—session
4

3. 8= vbtEyiara—H4—-—T700 77 MILOT7 I/t AEREXBELET,

+ CTX_XDL_START_SERVICE=Y | N - #R D5 7 Linux VDA H —EZDBIETNB L SICTBHES
MeEELE T,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w X> 437DV 47y bR—ko 774
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko TT7#I)L bDR—~F 7502 T
ER

BETNTVWRWNSX—=E—HBHBIe A VX M=)LIEEE—RICO—/LNNv I L. A—F—ANDPKDENF T,
TARTONSA—EZ—HEEEHEFAL THICREINTWLBRIES. ctxinstall.sh X2 U 7 kiz. NET S>> %1
L6 0EAVRAMN=ITBIODDINIDANNZERLET,

HALYFE—RTIE ROOTY FERITLTEBEEHERE L TH 5 cixinstall.sh 27U 7 2 RT3 34 E
BHOEY,

export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps

export CTX_EASYINSTALL_DOMAIN=domain-name
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export
export

export

CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST='l1ist-ddc-fqdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>"'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

sudo OX Y RIC-EA T avEIEELTEITL. ERTZIHLVS TIILICHREORIBEHZELET, RYDITE
LT #!/bin/bash 3 2RL. #IRD AV RASHEBZIITINRIV T T 712 ER TR 28O LET,

Ffeld. ROLSICLT 12OV R TIRTDONIRA—Z—ZIEETBHEHNTETET !
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FIE 8: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdping%®EfTL T. Linux VDARIE TO—RHILEROMELBERL
9, #L<IE ™XDPings #8BLTLETL,

F|iE 9: Linux VDA 0 =T

Linux VDA 0ic&h:
Linux VDA —EX%#Z8&d 3IClF. ROOAYV RERITLET:

sudo /sbin/service ctxhdx start
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sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA {1t
Linux VDA —EX%EELLET3ICIE. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

pE
ctxvdas &vctxhdxty—EX%EIET 5HIIC. service ctxmonitorservice stopdvwy
RZzRITLTERYT—EXT—EVZEFLELET, CNERTLAVES, BERT—EIXTFT—EVREELLE
T—EXRZHEFHLFT,
Linux VDA o Ei2gh:
Linux VDA —EZXZBRE# T 3ICid. ROOATXY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DiREEDFERR :
Linux VDA 4 —EXORITREEER T 3ICIE. ROOAY Y RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIiE 10: Citrix Virtual Apps = 7-iZ Citrix Virtual Desktops T <> > h420O05 DIERK

R >h20OJ%ER L. Linux VDA TS > %BINY 3 FIBIE. #ERD Windows VDA TORAEEMTVES, C
DRRVEFTRT T BHEDHBPICOVWTHLCIK. TR vAZOJ DRI LT T2 2ha07DEE] 28R
LTLES W,

RDE S, Linux VDA R 22 BE YL Y AZO7 DERICIEW DD 0FIEH % 5 7=, Windows VDA <2
VORI VAZOATOERFIEE B2 =0 HD 7.

o ARL—=FT A VTP RATLICIF. REBRLET:
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- RAINBZHEBEFRI My TREETILDOBRE. WIILFEyI 3> 0SF 73y
- VDIERTRI by TRIEETILOBE. 2> J Ity a>r0SA7oay
e ALY >H420O4 T, LinuxVDA Y>> Windows VDA ¥ Y &BESEHEVTLIET L,

A
Citrix Studio o BT ON— 3 Vid. TLINnUXOS) CWHSBEREHR—FLTWVWEEHATL R 7
L. [Windows #—/\— OS] # 7> 3> Ffld [H—N—0S] #7723 % BRT3E. AHEDKRILS
NZEETXI MYy TREETILHIEBERNIGERINE T, [Windows T2 by 7 0S] 7> 3> Ffid
[TRObMYT OS] #7203 aEBRTZE, IOV CICE—1—HY—DEREETIHAFEENICERIRIN F
_a-O

[ N
< oht Active Directory R X1 U SHIBRSIMIRICBEEBMINIZEEIE. 20X 0EII Y AZ0O4
NOHIBRLTHSBEEMNY 3HENHD X7,

FIE 11: Citrix Virtual Apps % 7z (& Citrix Virtual Desktops ThO 57 1) /N\U —F )L—FDIERL

FUNY=TI—TF%ER L. LinuxVDAR > UEEUIIvAEO07 %8BT % FIEIZ. Windows VDA <> >
DBELIFEALRLTY, CORRIETTITBIHEDRBICOVWTELLIE TFUNY =T IL—TDIERL &5
LTSSV,

LinuxVDAXR > > hE2O0%28CTIUN) =TI -T2 R T 35813, RO HD 9
e BIRTBAD 2—H—BLUFIL—TF%, LiInuxVDA I COTd A>3 ESICBYICERLTETE T,
o BTN TUVAWL (BER) 2—H—0OJ 4> Z2HFa LBRVWTL TV,
e Windows ¥ &I UA2O00 T IUN) —FI—TTRESELRVTLIETL,
BE:

77— 3 ORMIE. LINuXVDAN—=I 3> 1A BBETYR—FINTVET, L. B—YI A
DT RY by TELTT U DEREIF. Linux VDA THR—FINTULEE Ao

I2>AEA7ELCTFINY =TI —FOEEFGEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
22061 ZEBRLTLZT W,
A | = Rl ol G2

SOtV avoEReERLT. BEAVIAM—IEEZERAIZCCTREYZARMOHZBED S TILY
A—TAVIERITTEEY,
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SSSD #fFAHAL TR AT VICBIMTEARL

RXAVICBMLESETBRE. RDESHBERNDIS—HRETZZeHHD FT (EEEAROOY ZHRBT
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service -s
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
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GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found
in Kerberos database

COMBZBART BICIE. ROFIRICHWVWET,

1. rm -f /etc/krb5.keytabav>RruERITLEY,

2. net ads leave $REALM -U $domain-administratorav>R%u®R{TLZET.
3. Delivery Controller tx>>h40J08LUVTUNI —JIL—TE=HIRLET,

4. [opt/Citrix/VDA/sbin/ctxinstall.sh #%2={TL £3

5. Delivery Controller tx>>h420J8LUTUNI —JIIL—F=ERLE T,

Ubuntu o527 by 7ty a > TREOEBEIRRINDS
Tyl arERETIE. EOTRIV MYy T TITAVIINZBEIREELEF T, £/ IOV —ILTH.
O—AldA—Y—TF7AhAO Y rEFRLTOJA VTR REBOERIRRIINED,

COMBEZBRT BICIE. ROFIRICHWVWE T,

1. sudo apt-get updateav>R%ER{TLET,

2. sudo apt-get install unity lightdma<x>R%EE{ITLET.

3. Xofrx /etc/lightdm/lightdm.conficiBiiL £,
greeter-show-manual-login=true

Ubuntu o720 by 7y avzBELESETEER—LT LI MUDBRWDERKT S

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

B b

COBEORBERERIZ. RX1YVBEEBEDR—LTa L7 MUDMERINTULWAEWNWI YT,

COMEZBRT BICIE. ROFIRICHEWVE T,
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1. a¥ > KR35+ >T. pam-auth-update z AL £7,

2. RRSNIA470O7 T, [ATAVRKICR—LT s LY MU ZERT 2] BEBRINTVWE ML E
ED

1 PaM configuration |
Fluggable Authentication Modules (PAM) determine how suthentication, suthorization, snd password changing sre handled om the systes,
starting user sessions

a3 well

a3 sllowing configuration of sdditionsl scticms t
Sems PAM module packages provide profiles that ean be used to sutomstically sdjust the behsvior of sll PAM-using spplicstions on the systes. Plesse
PAM profiles to enable

indicate which of these behavicrs you

with to ensble

dbus T>5— L&Dty a v ERBELIIETTIRL

/var/log/messages (RHEL #7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (

tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu 7+ Z kU Ea—> 3 > 0i5&IE. log/var/log/syslog = fEM

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply

, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes 1include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

BEBNTIETHELAVWIIIL-—TFEREED2-ILEHBDEY, dbus T>5—XyvE—IHOJICRRINZIEE.
VAT LEBEHLTHSBAITIZ L 2HEBHLET,

SELinux T SSHD W R—LF < LY FUICTIERTIT AL

A—H—ldEy>a > zEETEIEIH. OJA>TIEHA.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-2a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkhkkkhkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do

setsebool -P polyinstantiation_enabled 1
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**%*x%x Plugin catchall (11.6 confidence) suggests
KAhkhAk kA Ak Akhkhkhkhkkkhkkhkkhkkhkkhkkhkhkhkhkhkhhxx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COMBERBRT BIIE. ROFIBICRHWVET,
1. /etc/selinux/config IR DEE%MZ % Z & T SELinux Z&E#MICL £9,
SELINUX=disabled

2. VDA ZBESHL £I,

Amazon Linux 2 @iy, CentOS mi¥. & & RHEL @7 Linux Virtual
Delivery Agent 0F&r> X k=)L

September 25,2023
BE:

WRA A b—IILDIGEIR. BEA VAL ZERALTHZI A M—ILZT5 288D L £Y, HE
AR S—ILIBEEFNZEHNT BT TR, FEFBICREATNTVBIFEFHA A —ILEDDBTIS—%
BETENTERT,

FIE1: VDAY= I)LAOLINUX T A MY Ea2—> 3> 0ERE
FlE la: &y b7 —IBROESR

FY bT—UDELLEGEIUBRINTVE I 2B L TV, e ziE. DNS #—/{—(3 Linux VDA
THERTZBELHD T,
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Flg1b: KX FBZDHRE
IOVDRRAMEBHBERICELSIRESIND L SICT 3101, Jetc/hostname 7 7 1 LEZEBELTIYS VDR b+
BOHEERLEFT,

hostname

Flg 1c: KA REANDIL—TNYITRLADEIDODYT

IYYDDNS RXAVBrRLEBHMRX1>E (FQDN) HBRICELCEBEINZLSICTBICE. /etc/
hosts7 71 LOUTOFTEZEEL. BRID2DODIVEI L LTREBHIR XA YRBL R MEETARL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

5

127.0.0.1 vda0l.example.com vda®@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

771ILADMHOTY U5, hosthname-fqdn £7:/3 hostname (23T 3 FDOBRZHIBRL £ 7,
pa

Linux VDA I33R7E. NetBIOS BOHID#ETZHR—FLTVEEA, KX MBIF 15 XFURTH ZHEHL B
D&EJ,

B>k

a~z. A~Z, 0~9. BLUNTTY () DXFOHAERLTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHRLIED. NTITUTRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZICHBRINE T,

FE 1d: KR B OFER

RDOAYY R T, RALBHELKRESINTVWBR BB LET:

hostname
<!--NeedCopy-->

COIRVERIZED, 2D rD7mLEM R X127 (FQDN) Tldhd<. TDRILMEDADIRINET,
RDOATYRT, BRBHiR XA VBADPELLRETNTWS e #HBLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
e LTLiINUXVDAZRR bT 3L, BRADNRERICADEENRET ZAEMSHDET, LA >T UE—+
DALY —EXZFRALTRAZHERTI L 288HLET,

RHEL 8/RHEL7 @7 7 )L bERIBETIZ. BZIEHAIC Chrony 7—E> (chronyd) ZERLFT,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

EEERELTHS. KOOAXY KT Chrony F—E> 52 BiEEg L 7!

sudo /sbin/service chronyd restart
<!--NeedCopy-->

Flg1g: OpenJDK11 @1 >R +—)L

Linux VDA (2%, OpenJDK 11 i"4ETY,
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o CentOS £7zI& RHEL ZEA L TW31F&IE. LinuxVDAZ 1 > X b—)LF 3 L. #kZEFHE L LTOpenJDK
11 ARSI VA b=ILENE T,

« Amazon Linux2 ZEA L TWVW3IESIE. RO REETLTOpendDK 11 #BMICLI Y X ~=—JL
LET:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

FLWN=2a xR LEd,

sudo yum info java-1l-openjdk
<!--NeedCopy-->

BRIy T —2 i OpendDK i, UFION—2 3> THBAREMEDH D 9, OpenJDK1LICEHLET:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

F)E 1h: PostgreSQL®-r> X +—JL

Linux VDA iZi& PostgreSQL A% E T, RDIAT > FICE D, Linux VDA /Xy —2h 5 PostgreSQL =1 >~
Z k—JLL &7 (Amazon Linux 2. RHEL 7. CentOS 7 mi5&1d PostgreSQL 9. RHEL 8 m3#%& (% PostgreSQL
10).

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

T—AR—ZZHEAK L. IV OEBRHC T —EXDEEICHBEIND L SICTBICIF. RISRTAI VR M—ILE
DOFIBNBETY, ZDigfEIc&D. [var/lib/pgsql/data ICF—2R—X T 71 LHMER SN E T,

sudo postgresql-setup initdb
<!--NeedCopy-->

FIE 1i: PostgreSQL e

RIOVOEFRICT—EIZMIAL. BESICH—EXZMALET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ROAT> RZFERA LT, PostgreSQL oN—2 3 V=L £ T,
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psql —--version
<!--NeedCopy-->

(RHEL7 @) RO&LSICpsql ANV RS> A—FTr T ZFHALT. T—2T7c LI FUDRRESTATVS
CrERLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

FIB2: NA X~ N1 — D&

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA #2179 318EE. W ODDEENNRETT, {F
BI3NAN—NAHF—DTSY T +—LICEDET. ROEEEITVWET, RTALZJILN—RIT7TLinux <
SURRITIBRBE. BEIIBREDHD FH A

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor O R ZIE HASRED B2 A5 E. Th 2 h O R WK Linux REB< > > T, NTP & Citrix
Hypervisor TRIENREEL £9, k. NTP & Citrix Hypervisor O@AH S X7 LOBBEZEEBLELS T
B3CHBEAERTY, PXTLOREMOY —N—DRE L ORENMEONZDEFHCICIE. & LInuX T RO R
TLOKRREMN NTP AT I3RENHD T, COFE. RN NORZIFERZEMICTIHELNHD £9, HVM E
—RTlE. BERBBEDHD £EA.

Citrix VM Tools #-f > X b — )L T - B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HABEDTZE T 2D 5 H L. LINnuXREY S YR TEMICHE > TVWEHESHERRBTEIET:!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COORVEIF0FELIF1IZRLET:

o 0- FFZIEHARED B RIC AR > TWB Tcsh, EIICTBIHEDHD £,
o 1-BZIFEHEEDEMICHE > TVET, CNULEDREIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVGE. UTOFIBIEIHESH D £H Ao
RIZIREIEEE N B MIC R > TWBIBEIF. 77 1/LIC Tl CE2FAATENICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEERXEN L. BEBEBDHEIETSICIE. [etc/sysctl.conf 7 7 1 ILEREL T, ROTZEMLET:

xen.independent_wallclock = 1
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CNSDEEZHIET B ROELSICLTORATLEZBREESHLETY:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIZERLFT,

Microsoft Hyper-V ToORZIBEEADIEE

Hyper-V Linux i % —E XH' 1 > X b—JL 3 iz Linux [RE87HR X b TlE. Hyper-V OBSZIE#AMEE % 8 /A L TR
ALARL=F 4 VIV XTFLOKBEFATIEY, P XTLOKBZERARETHEITIZI0IE. NTPH—ER
LEDICTDMEEZEMICTIVELNHD X7,
BEARL—T 1 VIV XT LT, ROBEZITVET,

1. HyperVI®x—2v—Z2BE£9,

2. Linux RIS >V ORET. [HEH—EX] ZERLET,

3. [RRIOREA] MRS TWVWB =R LET,

7

CDFEIE VMware & & U Citrix Hypervisor OB& C 327% 0 £9, VMware & & U Citrix Hypervisor

Tid. NTP L DREEZRIT B cHICHRR bORZIFEZEMICL £9. Hyper-V 0RZIFEAIZ. NTP & #7F
L. NTP ORZIBEHRZz#T T 5 D TEEX T,

ESX & & U ESXi TORZIRADIEE

VMware OEZIFEHEEN B RIEE. ThENOERENK Linux RIEBT S > T NTP N1 /N— /N1 —TRIE
PEELEFT, Chid. NTP ENAN—NAHF—DEADS T LOKEEZRBLESETEZIEHREATY, ¥R
TLOEE MY —N\—DRE L OREBANRHDNZDERHCICIE. & LINUX TR DY X T LORBA NTP [
HI3HENDHD T, COHBE. R MORZIEHRZENICTIHRENHD FT,

VMware Tools % > X k=)L L= REETERBN Linux h—XILERTL TVWBIBEEIE. ROBEEZITVET,
1. vSphere Client #B= %9,
2. Linux{RET> >V OREEHEL E7,
3. IREx>>0o7ONT«] FATATRYIRT [FTF>a>] 4Ty o L&Y,
4. [VMware Tools] %iRL £7,
5. [##l] Ry RT. [(RR TR MEZIZRE] Fxv IRy IRZFTICLET,

FJE 3: Linux k<> > (VM) %# Windows R X1 >IZEN

Linux VDA I%. Linux ¥ > % Active Directory (AD) RXAVICBME 3 I £ EBAEEYR—FLET,
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Samba Winbind
Quest Authentication Services

Centrify DirectControl
+ SSSD
« PBIS

BIRLIAZEDFIBICREWVE T,
pE N

LinuxVDAOO—ANLTHOY e ADDT7AHY Y FTRLIA—Y—BZ2FEATI L. By avoiEEick
BIBehBDET,

Samba Winbind

MDESICL T BEBNYT—S A VA —ILETEEHRLET:
RHEL 8 54!

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0ig4:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T OREEIC Winbind T—E %A TE 3L 5193 ROV RT. I VEsEIC Winbind ¥ —%
UHBIET AL S ICBRT IR BNRHD £

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER, XD &S ICLT. Winbind #Ef L7 Kerberos SBifBICY Y V= BREL £ T
1. "ROOAT U REERITLET
RHEL 8 »i%&:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

Amazon Linux2 &X' RHEL 7 ©ig4:
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sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Z CT. REALM (3AX=FD Kerberos $8i5& T. domain (3 K X1 >® NetBIOS 8T9,

KDC H—N—6&V4EHZ % DNSR—IXTEBRITIMNELNHZFEIE. RD 2 20AF T arEgiROOY
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigdv >y rhBREINS. FAICKKLIZWIinbind—ERICEIZ IS —IEERLE T,
NBDIS—IF. IUDRRACVICERESMLTVWAWRETauthconfighwinbindy—EX%
BIGBLESETBERETBEHHBD XY,

2. [etc/[samba/smb.conf #fH\T. [Globall o> 3 itk UEBMLES. =L, BMTS
DiF. authconfigy—Ilick>TERINcEZI >3 > DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL8 &) [etc/krb5.conf #FIL T, [ libdefaults]. [realms]. [domain_realm]+
JoavICIYhUZEBMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>ayv:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>a>v:

realm = REALM
.realm = REALM

Delivery Controller iZxt e 2 8B35E & BRI &, Linux VDA IZ> X5 LD keytab 7 7 1 JL/etc/krb5.keytab Hiis
BT, mirdD kerberos #ERALEREICEID. IV VDD TRXA VICBMT 3 EIC. Winbind ic&k>T
D RT LD keytab 7 7 1 ILHSEHINICER SN E T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 8 @354

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

Amazon Linux2 &' RHEL 7 0354

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
_T—a-o

Winbind B PAM 0 77 #JL kTld. Winbind PAM £ 2—JL (pam_winbind) ®#mR T. Kerberos
FrybhFvyylabtRm—LT« LY N)DEEIPEMCR>TLWEEA. [etc/security/pam_winbind.conf
#EAWVWT. [Globall o> 3> TROEEDICTIV MU EBMELIIEBLET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOFRBAOLIIOVHHBRINTVZ L ZRABLEYT, CNHSZEETBICIE. RO L SICL T Winbind
ErEBEHTIVENHDET:

F—

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA Y XN=2w F7ORR  Delivery Controller #3312 1E. $RTH VDA Y>> (Windows & Linux
VDA) T Active Directory ICO>Ea—2—FTJ U FHRETT,

RDLS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTWA 2 BELET !

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELVAVE2—2—F TV I MERERILT BICIF. ROOARY Y FZRITLET:
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sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 0O#:2 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z e 2R T BICI3.
MOAXY RIZED. P RFT LD keytab 7 7 1 ILHMERE A T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
R LET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBERES R — DT EFIEFREAEDLEICF L TERTEISF—D—ENERTR
INhEd, Kerberos Dkinitadv >y REERIFTL. INHDOF—%FHALT. YO UERXr>ay bA—5—IC
SHLUTHRAELFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVRBEEHBIIANFTIEETIXRENDBDET, RILEE (5) 3. STIICEZBEHMIEMSOHICNY S
25vva (\) TIRT—TIZHERHD £9, RIEICL>TIE. DNS R X1 & Kerberos BB 2R D
£9, LIch > T HIdEEBEFERALET. COAXVRBEIITR . HAORKRRIINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhiF vy a N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIO MOFAERABELE T

sudo net ads status
<!--NeedCopy-->

A—H—RAOHER KDL SIC. whbinfo Y —LZFERALT. RXAYA—HF—DRRXIVICH L TRAETES S
CEHERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIBi&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDFET, COOATVRICKD,
BINFELIIERERITAVvE—UHRINET,

Winbind PAM 22— LA ELKBRINTWVE CE ZBRT BICIE. MENCERALEIEDABVWR X1 >a—H
—T7ATY rEEALT LinuX VDA IO A LET,

ssh localhost -1 domain\username
id -u
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<!--NeedCopy-->

RO KT, Kerberos BEIEHRF* v v adF 7y FHAEWT, HRYINTIIHRVWC L 2#BBLET:
klist
<!--NeedCopy-->

ROARVRT, vy a>a&TLED,
exit

<!--NeedCopy-->

Gnome O>YV—JLF/IEFKDE QY Y —IILICEEOJ A>3, AEOTIANERITTEET, RXTIUEMD
W%, TFIEG6: Linux VDADA >R b—JL]) ICEHFET,

Quest Authentication Services

RX>O> bO—5—7T0 Quest D&M KD#E(EIE. Quest Y 7 b7 = 7% Active Directory K X-r>a>
PO—5—ICA YR —JLL. BELTWR . BEEREIMTSSN, Active Directoryicdyta
—R—FTT U MEERTIZcZARE LTVWE T,

LinuXVDAY > VICR XA > aA—H—H0OJF>TEBL51295  Linux VDA > THDX v 3 &L
TRIREDBBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory 2 —#—r a>vEa—%—] EEI>V—I)T. BROI—H¥—-F7 AT > D Active
Directory 2—#'—7ONTr ZHI £J,

2. [Unix 7ho > ] 27%FRLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VU GIDFES] #. REORXA>A—HF—JN—TFDJIIL—FIDICRELET,

pE o

COFIRE. KALSI—F—HTYY— L. RDP. SSH. F7/Z 00U E— MUETD F TLEERL
TOUFYTEE &5 RET B BADALTT,

Linux VDA T® Quest D&k

SELinux ;R —ERADOEBE FT74/LbD RHELEETIX, SELinux A=£ICERINTULWES, COER
IC&D. Quest BMEATZ Unix RXAA VYT Y bDIPCOXAZZILIZFH L. RXA>A—H—0O7F > %
EX R

COREBERREE YT 3 - DEN LA EIE. SELinux OESE T, JL—h2—%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD BOICEELET:
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SELINUX=permissive
COEBICIFYS Y OBRSHVETY !

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinuX R > —D#EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—F—TH>TH. BRICOVITIINTLESAREMAHD 7,

VAS T —E>DHEE RDELSIC Kerberos 747 v COBEEFHEBMICL T, YIS I3HENH D 9, BiE (o
T7SAVATFY) I$EMCTIHNERHBDET,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

OOV ERICED, BRI BM (32,400 %) ICRESNE T, ThbB. F7v bOT 7+ bOBFRERM
TH5 10EEEDD 1 BFECBRDEYT, F7ry FOBMHEANETSICEVS XT LTI, KDNTWMEZ DN
TA—B—ICRELET,

PAM & &K T' NSS ot HDX *%. su. ssh. RDP B D& —EXEN LI RXr>ya1—H—0Od 4y
EEMICTRICIE. ZROOAT Y RERTLTPAM & NSS %= FETHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X >A®D&il Questvastool <> k%A L T. Linux ¥ >% Active Directory K X1~
ICBMEE £

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. d>Ea1—%—% Active Directory K X1 VICEBINT 3 1EREF OERDOR A I —H—TT,
domain-name |3, K X-r>® DNS & (example.com %¥) TT,

KXY XUN—=2y FORER  Delivery Controller #H 3 3 ICi&. $TH VDA Y>> (Windows & Linux
VDA) TActive Directoryicd>Ea—4—47J 10 bHBETT, QuestiZk > TEMI N Linux
ROVHRAXAVICHERET B e Z2BRBI3ICIF. ROOATY Y RERITLET!:
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sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDBRXAVICBMLTWREBEIE. RAXTYVEDIRINET, IOV R AT VIZEMLTUWARWEE. UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—RAL DR  PAM ZER L7 Quest ® R X1 > A —H—ORAHD ATREN E S D E R T B ICIE. LUIFTICfE
BLECCHBOVWRXSYA—H—TH oY bEERALTLINnUXVDAICAY AV LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROATYRT. id-u YV RICE>TRIN UID ICx5T 3 Kerberos Bi8IE3HRE v v a7 71 IILAMER T
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y BT, Kerberos BRRIEHRE v v aDF 4y HAEMT. HRINTIIRWS E #HBLE T

/opt/quest/bin/vastool klist
<!--NeedCopy-->

KOOV RT, By a>z&TLET,

exit
<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —ILICEEOI A > T3E. AKOTAMEERTTEET, RXTVEMD
2B, TFIEG6: LinuxVDADA YA =)L) ICEAET,

Centrify DirectControl

Windows K X >A®&m Centrify DirectControl Agent B'1 > X F—ILETNTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->
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user /XZ X—4&—(d. > Ea—4—% Active Directory R X1 VIZIBINY 21ERZ1FDERE D Active Directory
KX+ >a—4—T9, domain-name (F. Linux <> > %BINT 3 R X1V DEBITY,

RXA Y XN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive Directoryica>yEa—4—472 o bHRBRETT, Centrify Ik DBMI N7z Linux
ROV XA VICHFEET S ZHBIBICIE. ROAY Y FZRTLET !

su -

adinfo
<!--NeedCopy-->

Joined to domain &N E# T4 % Z & . CentrifyDC mode T connected iR 3 2B L £ T,
CentrifyDC mode #¥ starting @ £ £ L B WE&EIE. Centrify 7514 7> MY —N—C OEGORE. £
SR DBEDIREL TVET,

RzFEATIE. LDBENEY T LABRESIEREZMETIE I,

adinfo --sysinfo all
adinfo - diag
<!--NeedCopy-->

T £ X %7 Active Directory £ & U Kerberos #—E Xt DT I ML E T,

adinfo --test
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: Linux VDADA VA b—)L) IEHAZF T,

SSSD

SSSD #EAL TWVWBIBEEIE. COEIZaYDIRICE-STLIEIW, OIS 3> TiE. LinuxVDATR> > D
Windows R X+ > ADEMFIE. &KV Kerberos sBEEDERICDWVWTEHAL £ 95

SSSD # RHEL & U CentOS Tt Y b7y FF3ICIE. ROEEZITVWE T,

RXA2IZB8IMLTHRR D keytab % ERK
SSSD oty bT7v S

SSSD &zt

Kerberos #m DR

31— — B DR

ok wph e

RXA2iI28MLTHRR LD keytab #/Ef  SSSD Tld. RXA VBT AFLD keytab 7 7 1 LD E
EIZE$ 3 Active Directory 7 51 7> bEEMNREIN TV E R A, KD DIC. adcli. realmd. #7z
lZSamba%zFERATI £,
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CDtoU 3 >TlE. Amazon Linux2 8K RHEL7 & dnSamban 7 7O0—F . RHEL8 & dadcli
OF FO—FICDOWTEHBALEY, realmdicBALTid. RHEL £715CentOS D RFa XY FEBBL TS
W, SSSD %9 2RIIC. UTOFIEICRKS BELHD £9,
« Samba (Amazon Linux2 & U RHELT):
ROESICLT, BERENY T —SHBAVAM=ILEIESERLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

Linux 7514 7> b T, @BHICERIN 7 7 ILEERLET:

- Jetc/krb5.conf
- /etc/samba/smb.conf:
Samba & & Uf Kerberos sBiEAICY S V= ER L £7:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Z CT. REALM (3AX=FD Kerberos $81#% T. domain i3 Active Directory R X1 > @48\ NetBIOS
&TY,
P
CDREOREIF. B—RXAY B—T 3 LA FMETILEWTRELTWVWET, ADTYISIA NS IF
v IZEDWT Kerberos Z#m L £ 7

KDCH—N—E&V4EIHE%Z DNSR—IXTERBIINENHIFEIE. XD 2 D2OA T arzgidpav
YRICEBMLET:
--enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf =5\ T, [Globall o> a vtk bUEEBMLEY, L. BT
ol authconfig v —ILIC& > TERENAEEIS 3> DETT:

kerberos method = secrets and keytab

winbind offline logon = no

Windows RXAUIZEBMLET, RXA YAV FO—F—ICBETER Y. AVEBa—F—%RXTY
ICIBINY 3 1ER % 5D Active Directory A—4'—7hH oV bh B3 e 2R LET !

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T, user i3> a1—42—% RXA VICBINT3HEREEIFDORX 1Y
J_ﬂ_—cg-o
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+ Adcli (RHELS8):
RDESICLT BEBNYT—PZA VA M—ILEEEHLET:
sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob

authselect
<!--NeedCopy—-->

Samba & & U Kerberos BiERICY > V= ER L £9:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

[etc/krb5.conf #5W\ T, [realms] &£ [domain_realm] o> avicTo U EBMLE Y,

[realms] o> a>:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] o> 3 >:

realm = REALM

.realm = REALM

Windows RXA VICBILE T, RXA>I bO—F5—ICEETEZ . AVEa—42—%RXTY
ICiBINY % 1ER% 35D Active Directory 2 —H'—7ho Y bHHZ e 2MRBLET:

sudo realm join REALM -U user
<!--NeedCopy-->

REALM [3AXF®D Kerberos $BiZ T, user i3> a1—4—% RXA VICBIMT3HEREEFDORX 1Y
:L—"T——C‘?'o

SSSD oty b7vF SSSDoty c7vFid. UWTFOFIBEBTHERINTWET:

+ sudo yum -y install sssdd<>r%ZE{TLT. LinuxVDAIC sssd-ad /Xy 7r— %1 >
—JILLZET,

s TETERTFAILICH L THEROEBEZTVWET (sssd.conf ),

o sssd F—EXERKRLET,

RHEL 7 o> sssd.conf OB EF (MBEICISC TEBINMDREETICNTIXT):
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com =33 g 2B TEIF I 9, 5L <. Msssd-ad(5) - Linux
man pagel] ZERBLTIZE L,

(RHEL8 &)
[etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> a v IZRDIT>Y I ZBIMLET:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

T71IDORBES KUV 7 7t XHER%E sssd.conf THREL 7,

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

SSSD oE%t RHEL 8 Di55:
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SSSD ZE#ICT BICIE. ROOAY Y RERITLFT:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 054

authconfigz®ERLTSSSD #8%icL £9, oddjob-mkhomedir Z1 > X ~—JLLT. TOFR—LT«
Lo kU DERMEEN SELINUX IS L TWA e MR L £

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mnm:2 > X7 L0 keytab 7 7 1 LHMER TN, COT71ILICEMBRF—HEENTVBR L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRICED, FUYINILBERESERI— DT EFIEREAEDLEICT L TERTEZF—D—8HIERT
INFET, Kerberos @ kinit av> R%#EFTL. Th5DF—%FHALT. I VERXAr>dY bO—5—Ixt
LCEREFL %9

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
ROVEBEEHBIRIANTTIEETZHRELRHD LT, RILES (§) 1d. STIICLBZBSHMIEMSLOICNY Y
2S5wyva (F\**) TIRT—TTIBERHD £T, BIEICK>TIE. DNS R X >&H Kerberos $EigZ ¥ &
BOET, LEA->T, BFEEEEEALET, COITYRARINTZ . HHERTINEE A
ROATY REFEALT. IV TAYY RO TGT Fry bhiF vy adni-C e 2BALET:

sudo klist
<!--NeedCopy-->

I—H—BEDiE getent ATV FZFEAL T, OJFAVERADPYR— TN TWVWB L. KT NSS Higae
TRENEHABLET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bThTVWBOJF U ERITRDED TT:
o« Ayl ARNLOFAFV%E: DOMAIN\username

« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

MNERPBIS Nvir—> AT O0—RTA

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

PBIS 1> X h—ILR T )T b ZEITAREICT 2
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—)LRV ) T EETEA
sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh

<!--NeedCopy-->
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—%—% Active Directory R X1 VIZEBMT 31EREZF OR X1 > 21 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

F: Bash#F 74l bD> )L LTERET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEEFTLETD,

RXA Y XYN=2y TOFER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylildyEa—42—7*7J ¥V FHBRETT, PBISIC& > TEMI NS Linux ¥
DUBNRAAVICFERET B ZHBIBICIE. ROIX Y FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIE. RA MBI RRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFBEENERENE S HZFERT B ICId. LUFICE
BLECEHABWRAS I —FTHU Y ~E@ERALT LinuxVDAICOIF Y LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID 13X 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. £y araE&TLED,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VX b—)L1 ICEHAZF T,
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FlE4: siRFHEE LT.NET 5> 2 1L6.0Z1> X =)L

Linux VDA @1 > X b—JLaiIZ. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®OFIBIZE>TNET 5> 21 L6021 —ILLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet IY>Y RERFLTS VA2 A LNREZRELET,

ARV REAICESWT. NET SR LDONALFUNIERELE T, - 2iE. O< > R A /aa/bb/dotnet
Diga. /aa/bb Z.NET N1 FUNIELTERALETD,

FIES5: Linux VDA Xy r—2 045 >O0—R

Citrix Virtual Apps and Desktops @4~ > O—RR—=JIZF7 IR L 9, #@tI%/N— 3 >0 Citrix Virtual
Apps and Desktops Z &R L. Components =2 1Jw - LT, AT Linux 71 A b Ea2—> 3 VIicxis
% LinuxVDANy =45 >O0—RLET,

FiE 6: LinuxVDAD1> 2 ~—)L

HRICAVAR—ILTED |RFD2N—3 2 LTSRUU—ZIDSBEOA VA M—ILETY SIL—RTEX
ED

WM > X b—ILFIE

1. (7> ay) aWN=S3> 071X =)L

BMO2N—=23 LU LTSR U U—IBSMDHEWVWAN—=2 320 Linux VDA B A > X h=ILEh TV 35
BlE. ThE7 A YA =IILLTHOSHLWN=3 VA YR M—ILT2HEDRHD £,

a) ROV RT. LiInuxVDAH—EREELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

pE o
ctxvdas &Uctxhdxt—E X %19 3 H1IC. service ctxmonitorservice stop I<
VRERFTLTERY—EXT—EVEFLELET, ChERITLAVES. BRY—EXFT—F
ViFELELEY—EXZBESHLEI,

b) DAYV RT. NyTr—S%F7UA VA L—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy—-->
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pE
AR Y RERFTTBICIE. FILNIBBETT, KD DIZ. ¥ X7 L/ IZ[opt/Citrix/VDA/sbin &
& U'/opt/Citrix/VDA/bin ZEMT 3 HTITX T,

2. Linux VDA Ry r—2o4do>O—R

Citrix Virtual Apps and Desktops 4 > O—RR—=JICT7 UL £ T, @NHRN— 3 >0 Citrix
Virtual Apps and Desktops #Zf L. Components %2 1J v o LT, FHHR® Linux>Fs X ~JE2
—> g ICid 3 Linux VDA Xy —2% 4o O0—RLEY,

3. LinuxVDA@—1 > X +k—JL
A
RHEL 8 £ CentOS 0I3F& . LINnuXVDAZEEICA VA =L T BRIIC.EPELURS R Z ALV X+
—JLLETEPEL D1 > X b—)LAEIC DWW TIE https://docs.fedoraproject.org/en-US/epel/d
HESRLTIETL,
o YumZEAL T LINUXVDAY 7 bz 7% AV A L—=JLLET:

Amazon Linux 2 g4

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 054!

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

CentOS 7 5 & U RHEL 7 155!

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager ZEB L T, LinuxVDAY 7 b 74X b=)LLET, TODHIIC. K
DREFERERRT ZIVEDHDET,

Amazon Linux 2 g4

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 054!

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 & U RHEL 7 155
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sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RPM 7= —% (RHEL 8 0i58):
gt5-gtbhase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
jcoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
TibXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

motif >= 2.3.4
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pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
libxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

RPM f&7zE8{Z—% (Amazon Linux2. CentOS7. &5 & U RHEL7 0B5):
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9

firewalld >= 0.3.9
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policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
Tibxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1

pmlib(CompressedFileNames) <= 3.0.4-1
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rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

A

CON—=23>® Linux VDA THR—bINTW3 Linux 71 X b Ea—> 3> Xorg dN—2
AVICOVTIE T RTLEMH) Z28RL TSV,

RHEL 7.x i Linux VDA % 1 > X + — )L L 7z #%. sudo yum install -y python-
websockify x1lvncOYYRERFTLET, ChE Ly a>v0o vy RUBEEERT 20
iIZ. python-websockifyex1llvncxF&#HTA YA b—ILTEICHBEMTT., #LL<IE T
w3y R Z25RBLTIRETL,

BEEOA VA N=ILDOTyvTIL—RFE
BHD2N—=23 > LTISRUU—XWSBEEFEDA YA M—INZT7 v I L—RTEEY,
A

BEOA VA= ETYyTIL—RT3L. [etc/xdl OTFICHZER T 7 AIILHEESTNET, 7TV TT
L—RZERTIBEIC. BT 770NNV I Ty TLTLIET L,

o YumZERL T v I L—R$3ICIE:
Amazon Linux 2 0i£4:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 0155

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L RHEL7 i35

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

+ RPM Package Manager 2R L T7 vy I L—R$3ICid:
Amazon Linux 2 0154

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 054!

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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CentOS 7 5 & U RHEL 7 155

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

i
RHEL7 ZERLTWVW3BEIE. BiRO 7y I L —RIAT Y REZRIT LR, XTROFEERTLTLES

LN:

1. /fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/opt/
rh/rh-dotnet31l/root/usr/bin/"--force®®217LT. ELW.NET S>%+1 L/XX%
HBELET,

2. ctxvdatt—ExzHiEFH L £7,

BE.

VIO 77w T L—R L%, LInuxVDAT > > ZHEEL TLETI L,

FIET7: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro z&#ic g B icid. NAN—NA1HF— VDAY VIZNVIDIAGRID RSAN—%Z1>ZX+—ILT 3

RELRHD £7,
F:
Amazon Linux 2 T HDX 3D Pro A3 3/Cl&. NVIDIA RSAN—470 21 VX h—IL T3 %2 B8
HLET, FLLIE TORTLEH) #8BL T,

REE D\ /X— /N1 —IZ NVIDIA GRID Virtual GPU Manager (RX b RSA4N—) Z4 YR b—)LLTHERT

BICIE. MDA FZBRL T ZT L

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

NVIDIAGRID #Z b VM FSAN—%ZA VX b—)LLTHERT 3ICIF. XROFIEZEITLET:
L. FZEVM B vy AT EINTWVWE B LE T,
2. XenCenter ©. GPUZ VM IZEIDHTE Y,
3. RETIVERELET,
4. NVIDIAGRID RS N—RBICVM ##EL £ 7
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yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. Red Hat Enterprise Linux ® R 2 X~ ~OFEICHE>T. NVIDIAGRID RS N—%21 > X +—=)LLF
ED

pE

GPU RSAN=—D1 YA r—ILEZ. INTOEMTT 74/ E (TWWX)) ZFRL TSI L,

BE:

GPU XXX IL—%BMICT 3 . XenCenter #F B L T LiInuX REIT> VICT7 oA TEIRLLABDET,
SSH =R L TESGLEY,

nvidia-smi

e ———————————————————— +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| == e e e ———————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
B
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e B i e T e +
e +
| Processes: GPU Memory |
GPU PID Type Process name Usage

ROOAYY KT, A—RICEYBERZRELEFT:
etc/X11l/ctx-nvidia.sh

BVWRGEPIILFEZ4—HEEZFBAT3IE. BB NVIDIASAEYIDBRETT, COF1EY XZHE
%IZi&. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®&E R ¥ 2 XY FDIERICHK ST
<IEELY,

F|iE 8: Linux VDA D#ERL

Nir—o04 > b—JL. ctxsetup.sh X&) 7 +%ERfFL T, Linux VDA 2RI 2HBELRH D £9, ZDR
VTN EEEZTSAICRIRERAL. IRTOKEIVR—RV DRI VI L—ILTATVBR A ERTh
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F9. HEICKRLT. WOTHIDRIV T+ zBRITLTREZEETTE Y,

CORZVTHE FHTEMICEABZLADS, £REEMICBHELEONZEZEAL TEHTRITTIEI, HifTd
BHEIC. ROOAIY Y REFERALTIDRIV T RDOANIILT=HEBLE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HEICEEYT 518K

MROESICLT. BERICEZET 3 FHEHEZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEnEtAeE bt 134

AVAL=IEEEMLTZE0IC. BETHEFERALT. EYy TPy TRIVT I TREBERBZ AT T3 VEIBET
FET, BEATHDBIANTIEEINTUVWRE, RIUTMMIEL>TA—H—ICBBRONIZRDBZ X vE—IHK
TREINBI BB AEDFET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNSCNAME L O—R%EfERL T,
Delivery Controller 238925 eHTEET, T I MTIENICREINTUVE T,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZERT 3
Delivery Controller »5E£&8fi K X >& (FQDN) OXR—IAXFTO D—BHNBRETT, 1 DF7IFEH
DREBHFR XA VBFERIECNAME T U7X EIBETIHNELHD XY,

o CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 %)L ~TldR—k 80) %
M L T. Delivery Controller Li@EL £7,

« CTX_XDL_REGISTER_SERVICE=Y | N-Linux VDA #—E Rid. I DREBEICFHBLET. TT 4
ILETIHEIRY ICRETNTVLET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IZEZEHENS T
LOT7 74T I 4—ILOBBEHFATINTVIHELH D £, LinuxVirtual Desktop AIZ. > XFLDT
FAT I —IOBRERKR— b (FTT7AILETIER—+ 80 BLUVR— K 1494) ZEEFTHRTI£Y, 77
FIETIRYIZRETATVET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller i34 L TsR5E
¥ 37-8%IC Kerberos BRBRENBETT, Kerberos #ild. AT LICA YA b—ILELUVBRFHD
Active Directory &Y —ILH5IEEL £, RITKRT. Y R— bThTW3 Active Directory REAHZED
S5 FHTZHOZEELEY:
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1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro A" R— hIh%xd, Thidk. 57«
wOZRTRT TV =2 a3 OREUERBLRDDICTBDD—EDIT ST v IF7IEIL—>3Y
T2./02TY, HDX3D Pro Z#RL 7=3/3&. VDAIR VDI FRI My T (2 Fltv>3Y) E—FA
I EnEd (0O CTX_XDL_VDI_MODE=Y %&b £9),

« CTX_XDL_VDI_MODE=Y|N-FA7F2Y by TEREETIL (VD) £HIFKIAMINBZIHEBTRI by
TEREETIOEE5 LTI Y ZBRT 5D ZRELEY, HDX3D ProIRIETIE. COXEHZ YV ICRE
LEF. 774 FTENICERESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP H—N\—%Z#HEL £,
DNS oBZERZO—HIL Y MCHEIFET 3ICIE. DNSH 1 rRZIEELE T, COTHIZ. TTHILELT
¥ <none> [CEHRETINTVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS #8884 L T LDAP y —/\—% 1%
HL%Fd, DNSHLDAP H—E XL O— RZERHBTETHWEEIZ. LDAP © FQDN 8 & U LDAP R—+ D
AR—ZARPOD—BHIEETEE T, fl: fadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VRAD
ZLDAP H—N—IZR—UYTE—RTIITVEZEFTLET, KU —DO¥H X TLDAP —N—D# My
DOiFE. LINUXVDAIZXIZY ZHIFTFBOI TV ZRTLET, R—UVI/RHENLIVMEZBRZ . &
wiayOd AR TZeHHBDET, KDFERELDAP VTV EBMICTRICIE. RXr>ar O
—3—T [YO—-NiAa&207] #B#HICL. EESS LDAP R—+EST3268 8L E£Y, COXH
& 772 b TIE<none> ICEREINTUVETY,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA iZ. Active Directory KXo >®JL— k
(f5]: DC=mycompany,DC=com) ICHRETNI-BRER—XZzFEHBLTLDAP ZBEL £, BEDO/NT +
—YVRAERETBHIC. REX—IZIBETITEY (fHl: OU=VDI,DC=mycompany,DC=com), Z®
T#d. T7 4L L TIE<none> ICHREINTLET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—>avRBir— X (FAS) H—/nN—i3. AD &
W—FRI—ICEDEHRINET, LinuxVDAIZAD JIL—TRU S —%HR—rLTVLELA, KD
Dic. £ 200V TRUSNIFASH—N—D—&EZ2FERATIET, >—7>YRE ADTIL-TFRU>
—TRELLEHBOLALTHIVELRHBDET, WINHLDOT—N—T7 L IDHBFEINTULBRHEEIE
ZOEH%Z <none> L WS XFHTED T H—N—F7RLADIBEBEIEZELFEA. FASH—N—C
BUNCEETBICIE. FASH—N—THEINTVLER—rBSL—HITZ3R—rESZEBML TS
Wo fl: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ J,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
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VYTV hH—ER (ctxvda) 29R—+T3HDNET SV R L6051V RM—ILTB/R, T7 7
JL k@D /SR IF/usr/bin T9,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3> TERT 3
GNOME. GNOME /5> w &, $IEMATET RV by TIRIBAZIEE LT, EHERTELAVEFE
g3, WMEVDAIZA YA L=ILTNATWVWE TR by THEREINET, 1L BEAIVX =S
NTW3T7TRY ~y7H MATE OF&IE. BHEZ mate ICRETIHRENHD £7,

ROFIEZRITLT, 2—TybtEydaryi—H-—0TAI by TRBEEZEEBIBEHTITET:

1. VDA ® $HOME/<username> >« L 7 hJ|Z.xsessionZkid. Xclients7 71 IL#ZERK
L%9.ZZT.username 31— —F T AmazonLinux2 #EHL TW3EEIE. . Xclients
T7IIVEERLET, OTs AV E2a—> a3 2 ERALTWVWSHEEIF. . xsessionT7 7L
ZER L E Y,

2. .xsessionFflid. . Xclients7 71z BELT. T4 XA Ea—YaVICESVWTTFRI +
v TIRIBEIEEL £,

- AmazonLinux2. 5&U' RHEL 8 t® MATE X7 kv 7DEE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- Amazon Linux 2. CentOS. &V RHEL 0 GNOME 75> v o572 by TDBE

GSESSION="S$(type -p gnhome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- Amazon Linux 2. Cent0S. & &' RHEL t® GNOME T~ X7 kv 7 DiEE

GSESSION="S$(type -p gnhome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 2=y bty ara—H#—T700 77 MILOT7 I/ XEREXBLET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 T B$IC Linux VDA  —EX DRI N E &£ 5
ICTBHESHEIBELEFE T, TIFIILFTRYICREIATVEY,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 21U w X> 943700V bR—bo T7 %
L EDOR—=KIE 7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET37HDHR— ko T7 4L bDKR—FIZT7502 T
ERS
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MDESICL T, RIREHEREL. BRIV T hERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AX Y RIC-EA 7o araEIEELTERITL. ERITAHLVLWS TILICEEFEOBELTHEZEL LT, BPDITE
LT #!/bin/bash 3 2RL. BIRD ATV RASHEBZITINRIV T T 7ML 2 ER TR 28O L ET,

FlE ROESIELT 1 DOAR Y RTIRTDNTIA—F—%ZBET DI ENTITFT:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \
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CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"list-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BREE OHIBR

SFVAICE>TE. LINUXVDA Xy —2% 704 Y2 h—=ILL7%BRWVWT, ctxsetup.sh X2 ) 7 ~iC&k > THTH
NI-EREEZHIRTECHPBRBERBBEDRDHD £T,

HATIBENC. ROAX Y REFERALTIDRIU T DAL T2ERLET !

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 5(1CI3:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

CODRIVTMZED, IRTOEBRT — 2D T —2ZR—=ZXHh 5HBEREI . Linux VDA Z#ETEH<AD &
3_0
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BROs
ctxsetup.sh & &£ U ctxcleanup.sh X 7 U 7+ Tid. VY —J)LICTIS—HRRIN, RO 771
[tmp/xdl.configure.log ICEMBHRNPEINENE T,

Linux VDA#—EXzBEFH L. EEZRMIEET,

FIE9: XDPing NxE1T

sudo Jopt/Citrix/VDA/bin/xdping%z®fTL T. Linux VDARE TO—RMNAEROMBELERL
9, s¥L<IE. TXDPing) 28BLTLZT W,

FE 10: Linux VDA 017
ctxsetup.sh X7 ) 7~ ERAL T LINnUX VDA Z R L5, RO R%ZMEAL T Linux VDA ZHIffIL £
ER
Linux VDA 0it2&h:
Linux VDA H—EXZBEI T ZICIE. KOOIV REETLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 01t
Linux VDA —E X %{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

pE
ctxvdas &ctxhdxtf—E 2 %#{E1LF35iIC. service ctxmonitorservice stopadvy
RERITLTERY—ERT—EVEEFELELET, ChERFTLAWVES. BERY—EXT—EVIEELLE
H—EXzBERHLET,
Linux VDA 00 Ei2H):
Linux VDA —EX = BiEgd3ICid. ROOATV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart
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sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA 4 —E ZDRITREZHER T 2ICIE. ROOTV REZRITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FiE 11: Citrix Virtual Apps % 7-iZ Citrix Virtual Desktops T <> > h420O05 DIERK

RI>haOaT%ER L. Linux VDA <> > %BINT 2 FIEIE. #EkD Windows VDA TOHZEEMTWVWET,
DERAVERTITBHEDHBICOVWTHLLIZ. TRV AHEOJ DRI &Y TV YAZO7DERE] #8818
LTLIETL,
RDESIC. LinuxVDAR D Y EZEI Y U HE2O7 DERICIEVW L 2D DFINHLH B -, Windows VDA v
ORI VAZOATDIERFIBE BAH 22D HD £
o« ARL—=F A VI RATLICIE. REERLET:
- RAPINBZHEET RV My TEREETILOEBE. WILFEYy 3> 0S AT gy
- VDIERTFRI MYy TBREETILORE. oIty 3> 0S4 3y
e ALY >H420O4 T, LinuxVDA Y>> Windows VDA Yo V& BESERWVWTLIZT L,
i
Citrix Studio IO /N— 3 Vid. TLINnUX OS] CWHSHEREHR—FLTWVWEEFATL R £
L. [Windows H—/N\— OS] # 7> 3> Ffld [H—N—0S] #7723 % BRT3E. AEDORILS
NZ3HETXI Ly TEREETILABERIIGERINET, [Windows X7 kv 7 0S] A7 a>vEfik
[TROIRYZTOS] #7233 5EBRTDE, IOV ICICBE—A—HY—0DERREETILHERMISGERINE
3_0
Bk

<> >ht Active Directory R X U SHEBRINIRICBEBININIESIE. 20X >EIIYAZOY
NOHIBRLTHSBEEMYT 2HENHD F7,

FIiE 12: Citrix Virtual Apps % 7-i& Citrix Virtual Desktops T 57 1) /N —F )L—FDIERK

FUNY—=TI—TF2EH L. Linux VDAL UEEUIIH2O05 %8BT 3 FIEIZ. Windows VDA T >
DHBELIFEAERLETY, CORRIETT T 2HEDHRBICOVWTELLIE TFUNY =T IL—TDER) 25
BLTLIETWL,
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Linux VDAY >h4207 28T TINY—JI—TZ2ER T 2158 E. ROBALHO £7:

e BIRTBAD 2—H—BLUTIL—TF%, LiInuxVDA > ICOd A>3 LSICBYICEBRLTESTET,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsHFa LBRVWTL T,
e Windows Yo >8I >yh2O0 %2 T NI —FIL—TFTREESEAVTLLLEI L,

BE.
TV —=2 3 OAEIE. LInuxXVDAN—23 Y LA METHR—FINTVWET, L. A—II A

DT RY by FELTT U DEREIF. Linux VDA THR— IR TULEE A

RO>AZATE LT IUNY =TI —TOERBEICDOWTEEL < IE. TCitrix Virtual Apps and Desktops 7
22061 ZBRBLTLIZTL,

Linux Virtual Delivery Agent for SUSE O F&r> X ~—)L

February 9, 2024
BE:

WRA A —IILDGEIR. BEA VAL ZERALTHZAN A M-I Z288D L £Y, HE
A VA=V HENZEHNT BT TELS, FRBICEBHINTLBFH I VI L—ILELEDDBII—%
BT EHTEEXRT,

FIg1l: 1A M=ILOEE
FE 1a: YaST vV —JLoiH

SUSE Linux Enterprise YaST WV —ILZERAL T. FRL—FT 1 VIS RTLDIRTOEREBRLEFT,
TEFRIR=ZD YaST V—ILZEET B /%
sSu -

yast
<!--NeedCopy-->

UIR—=ZD YaST v —ILEEET 3 5%
sSu -

yast2 &
<!--NeedCopy-->
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FIE1b: %Yy b T—UDIER

Dt 3> Td Linux VDA TERTZIETEARY FT—IRES L UY —EXDOEBRAEICET 51ER
ICDWTHBAL £9, ®w bT7—200#mIZ. Network Manager B Dt A%TIdZAm < YaST Y=L TRITT
ZRENHDFT, ROFIBEIF. UIR—XDYaST V—ILZFRATZEHFREE>TUVWET, TFIXAIR—ID
YaSTY—ILBERTETEITN FESF—2a>FELFEAD, CITTIREHBALTVLEEA,

RARBE RAA YR —L AT L (DNS) DR
1. UIR=ZDYaSTY—ILZEEL £,
2. [ZRFL]. [y bT—U%E] DOIBISEIRLET,
3. [[KX +&/DNS] 2T %#EE %7,
4. [DHCP TRAMBERET D] 7723 > TLWVWRZERLET,
5. [DNS #ROLEE] T [HRELRUS—%FERTEZ] 7 7>a>vaFICLET,
6. UTZHRELTHRY V- IREICRBMIEET,

o BMRX MRE-Y VD DNSHKR MREBILET,

o 2—LH—N—-DNSH—-—N—DIP7RLXZEMLET, BEIFAD RX1r>a>+O—5—DIP
T7RLRTY,

o [RX K] —EB-DNS RX1 > Z%EEMLET,

7. /Jetc/hostsT 7 ILDRDITORVD2 DDIY FJICFQDN & R FEHEENBLSICHREL
E

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
PN
Linux VDA I£387E. NetBIOS BN TEHR—FLTVWEH A, LA > T, KRR MRIF 15 XFURT

HBIVEDHD ET,
[

a~z. A~Z, 0~9. BLUNTTY () OXFOAMEALTLLET LV, 72HE =37 (). A= &
VEDMDESIFFERALABVTLIETV. RAMEZHFTHRLED. N1 TV TRTLEDLABWVWTL R
TV, ZdJL—)Lik. Delivery Controller oK 2 b BICHBERAINE T,

RRALEZOMHEE ROIAYYRT, RAMEHAELLRESNTVS L ZRABLET:

hostname
<!--NeedCopy-->

COOARVERICED, TR VDFRLEMEXT>E (FQDN) TIEZBL. DRI MEDOHADNBINET,

RDOAYYRT, BREBHiRXA VEANELLRETNTWR I EHRBLET:
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hostname -f
<!--NeedCopy-->

COAXVRICED. ZOXIVDTEEBHI R X1 VZRINET,

BHIRE T —EXFETTRRMDOER KOOV T, B2BMIRAMVEDBRTIZ L. RXr>aV b
O—3>— Delivery Controller 15 ping IZIGEHD H 25 e e HERBLET:

nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TRLEMREXAVEEFRTIHRV, FRIFINS5DOISYOVWTIHADS ping ICREDNBVIESIE. FIBZRER
LTHSRICEATLIETL,

FE 1c: NTP H—E X D&

VDA. Delivery Controller. FX>a> bO—5—OETERARZIFAHEZE#IFTIICHNEETY, RETY
Y2 LTLINUXVDAZ KRR F§2 L. RZNRERICADIEENRET ZEENBDFT, LA >T UE—F
NTP H—EXRE=FERLTRZZHFTICZEEBOLET, RDLSIE. 774K NTPREICWS DL DEE
PMRERIZEDNHD X7,

SUSE 15.3 & U SUSE 15.2 0155
1. UIR=ZXDYaSTY—ILzE&L £7,
2. [%y bT=0H%—EX]. [NTPRE] DIRISERLEY,

3. INTPF—E>ZEEI 3] £/ a3y T, [ST<CHBL. S XTLEFRICHRTZLSRE] 2FRLE
ERS

4. [REmR] T [B89] ZFRRLET,

5. BEIZHCTNTIPH—N—%ZEBMLEYT, O NTP H—E XL i@ Active Directory RX-r>Id> O
—J—THRALEINFT,

6. /etc/chrony.conf iZRDIFHBNIE. BT ZHNIXY M EMITET,
include /etc/chrony.d/*.conf
chrony.conf ##E&E L%, chronydt#—ExX%=BEESHL £,

sudo systemctl restart chronyd.service
<!--NeedCopy—-->
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FIJE 1d: Linux VDA [CIREFT BN T —S D1 YR =)L

SUSE Linux Enterprise A® Linux VDAY 7 Uz 7id. RONy T —JICKIZELTVWET:

+ Postgresql13-server 13 L%

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 L{f&
+ Cups 1.6.0 bAF&

» ImageMagick 6.8 L&

UARI LU DEBM ImageMagick Z< IFLACDBRERNY T =T ARURIS RUHDSAFTETET,
ImageMagick Xy —J% NFF3ICiE. YaST £/zldxknav >y FEFERAL Tsle-module-desktop-
applicationsURS rUZBEMICLET:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Kerberos /517> +DA>X =)L ROHAX> KT, Linux VDA ¥ Delivery Controller B8 E RIS
Kerberos 75147 bEA YR —=)LLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 751 7> ~ ORI, AT 3 Active Directory iEDHEICE > TERD £F, UTOHBELBE
LTLETL,

OpenJDK11 1> X k—JL LinuxVDA (Zi&. OpenJDK11 B ETY,
OpenJDK11 %A YR b—/LEBICIE. ROOAI Y RERITLET:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

PostgreSQL o> X +—JL Postgresqlza >R b—ILF3ICIE. ROOAXY RERTLET:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

T—AR—IT—EXZ{HAL L. v > DOESKIC PostgreSQL MBERICHBIND L SICT RIS RICSRTA
YA EDOFIENLETT,
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sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

TF—a~R—=27 71 var/lib/pgsql/data icH D £7,

FIE2: N1/X—=N1H—F Linux RE<> > D%

HR—FINBNAN—NAHF—ETREIS > LT LINUXVDA 2T 388, WS ODDTEENNETY, &
BIB3ANTN—NAHF—DTSYy R TA—LICEDET. ROEEEITVET, RFPXLZILN—RKIT7TLinux <

DUERITIBBE. KERBEDHD LA

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor O R ZIE HASRED B2 IS, Th 2 h O EREB WK Linux R < > > T, NTP & Citrix
Hypervisor TRIEHEEL £9, -tk NTP & Citrix Hypervisor OEAH S R T LOREEEELLS T
ZCEHFRATY, YXTLORZ MDY —N—ORZIE OFEBIEONZDZEFH < ICIE. & Linux X DR
TLOKZIZ NTP L REiEE £9, COBE. R MORZRASHZEMICTIHBELHD £, HVM E— R TIE.

TEIBEDD A

Citrix VM Tools #*-f ~ X k=)L I - #E /B Linux h—xILERITLTW3IBE. Citrix Hypervisor OEZIE

HABEDTZE T 2D SH L. LInuXRET S YRTEMICHE > TWEIHLESHEBRBTEIXT!
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0OFIF1ZERLET:

o 0- FFZIEHAMBED B RIIC B > TWB oo, BT ZIHENDHD FT,
o 1-BZIFMBEEIEMICHE>TVET, CNULEDREIINEDD FHA,

[proc/sys/xen/independent_wallclock 7 7 1 LA FEELARVEE. UTOFIBIEIHEDH D £H A
BFZIB RS REDN B NIC R 2 TWVWBIBEIE. 7 71JLIC T1) CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COXFERKG L. BRESEBDLFRIETZICIFE. [ete/sysctl.conf 7 7 1)L HEEL T, ROTEEBMLET:

xen.independent_wallclock = 1

CNSDEBZRRBI 57D ROLSICL T RATLZEEFHLET:
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reboot
<!--NeedCopy-->

HiEEE, RENELVW I zRABLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIEEIDIEE

Hyper-V Linux i % —E XH' 1 > X k=L 3 hiz Linux [REY S > TlE. Hyper-V OBSZIEHAEE % #A L TR
AMARL=—F 4 VIS RTFLOREZFATEE T, VAT LOREZ ERAKETHEFTSICIE. NTPH—ER
CEDICTOWREZBMICLED,

BIEARL =T« VI RXTLT. ROBEZITVE T,

1. HyperVIx—2v—Z2BE£9,
2. Linux RIS >V ORET, [HEH—EX] ZERLFT,
3. [FKZIORE] ABERENTVLWB e B LET,

P
C D FAEIF VMware & & U Citrix Hypervisor 0B& CI128%4 0 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZEIT 2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V OBzIEHIE. NTP & #7F
L. NTP oRZFREZMx s 5N TEET,

ESX & & U ESXi TOZIFIDEE

VMware ORZIEMREEEDN B RIEE. TNENOEREWX Linux (R8T > T NTP e N N—NAH—THEE
PEELET. s NTP ENAN—NA1HF—D@EAN X TLOFEZEBALLS LTI EHREREATY, ¥ X
TLORR MO —N—DRRE ORI EDNZDZE<ICIE. FLINUXZFZX DO X7 LORZIZ NTP L E
HEIHEF9, COBa. "X FORZIEHEZENCTIHERHD £,

VMware Tools Z - > X b— )L LTRETHERAEWK Linux B—RILEERITL TV RIBEIE. ROBEEZITVWET,

1. vSphere Client 2B £ 9,

2. Linux RISV OREERELE T,

3. REx>>Oo7ONT«] FATATRYIRT, [FTF>a>] 4T#0Uv I LET,
4. [VMware Tools] %ZiRL £7,

5. [FH#] Ry IRXT. [RRAMET AL ZERBA] Fxv IRy IReFTICLET,
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FIE 3: Linux{xE<>> (VM) %= Windows K X >IiZEM

Linux VDA IZ. Linux ¥ > % Active Directory (AD) RXAVICEBIMET 3T £IEFRAFEEYR—MLET,

« Samba Winbind

* Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLIAEOFIRICREWVE T,
E:

LinuxVDAoO—hILT7HOo Y b ADDT7 AUV R TRILLA—Y—RE2FEATIE. Ty a>oiReick
BB ehHbEd,

Samba Winbind

Windows R X1 >ADBM RXA>AYFA—5—AT7IEIAEET. A1 —F2—% R X1 VIZEBINTS
¥R %D Active Directory 2—H#'—7Hho > FHBETT,

1. YaST #&E& L. [=v bT—oH—EX]. [Windows RX1 > XY N—>wF] OIEISEIRLED,

2. UTOEEZTVEY,

o [RXA>[T—205)L—7T] IC Active Directory R X > OZRiIE/ G R Xr>a> tO—-5—0 IP
FRLAZRELEF T, FAXAAMVBIIRTAXFICLE T,
o [Linux OREEIC SMB O1EHRZER T3] Fxv IRy IREFVICLETD,
- [Create Home Directory on Login] F v o Ry I REFVICLET,
- [SSHEIFOL VI VF Y] FTv IRy IRZEFUIILET,
- [A 7SV Fv IRy IADBATICHB>TVWBR e 2B L E T, Linux VDA, 20
F72avIicHE L TUWEE A

3.[0K]l 20wy L&ET, WKODDNYT—PDA VA M—ILZRT Xy E—CHRESNLZSIE [T
Abh=] 22Uy OLET,

4. RX4>O>bO-F—DROHDBL. RXAVICBMTBDNESHERRBTEIAvE—IDRRREINZF
To [IFWVW] Z2OUvILES,

5 Xy tE—IDBRFEINS. IPVVERAIVICENT 3HERERORXA Y I—F-—DERBERZAS
L. [OK] 22Uy o L&T,

6. T—EXZFHTHEFITZN I VZERHLTETIV, IV UEZERFIILzEHHLET:
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su -
reboot
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller zER$ 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory icaA>Ea—4—FTJ 0 FHABRETY,

RDLS5IC. Samba @ netads IV RERITLT. IVUDBRAMVICBMLTWA e 2B L£T:

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELVAVE2—F—F T MERERIET BICIE. ROAY VR ERTLET !

sudo net ads 1info
<!--NeedCopy-->

Kerberos #mMOm:E > XT7LOD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFATVWE L
ZHERLET:

sudo klist - ke

<!--NeedCopy-->
COOARVRIZED, TUVINILBEES R — DT EFIEFREAEDLEICF L TERTESF—D—EHNERTR
INhEd, Kerberos Dkinitav >y REERFL. INSDOF—%FALT. YO UERXC>aAY b A—5—IC
SHLUTERAELFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
RO VRBEEHBIRRANFTIEETIHENDBDET, RILES (5) 3. PTIICEZBSHMIEMSOHICNY S
Z25wa () TIXT—TFTB3RENRHD FT, BEICK > Tk, DNS KX >&H Kerberos 4Bl ¥ E4: b0
£9, LI oT. HPEIEBEFEALET, COOATYRBEINT R . HAOWRRRINEE A,
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhF vy a 3Nz e ZRBRBLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. IV T7HO Y COFMAERAELE T,

sudo net ads status
<!--NeedCopy-->

A—H—RBAOER RDOLSIC. wbinfoV—ILZFEALT. FAMYI—HF—DRXA VI L TERAETES
CrEREBLET:
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wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXATIVIZFAD RX1 V& T, Kerberos EIEZ TlddH D £ Ao bash T ILDBE. Nv IS5y
>aXE (V) iE 312NV IRy aXFRIEELTCIRT—TI3BERHDFT, COOATVRICED.
BINEIFERERTAVvE—UHREINET,

Winbind PAM £ 2 —LAEL <K BRI TVWE e ZBABLE T, CNETSICIE MENCEA LI A AL
RXA>YA—H—=FHIY r2ERLTLiInuXVDAICOJ A Y LETS,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
MRDARYYVRT, id-u AT RiICk > TREINTZ UID IC3ET % Kerberos Bi&IEHRF v v a7 71 ILHAER S
NicCezmRLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BEHRF v v aDF 7y FHEYT. HRIINTIIBRWI C 2EEL £
EX

klist
<!--NeedCopy-->

ROATYRT, By araE&TLED,

exit
<!--NeedCopy-->

Gnome JYV—JLERLIEKDE AV YV —ILICEEOVA>T3 L. AKROTRXMERITTEET. FXIMVEMD
R&. TFIE6: Linux VDADA Y2 b—)b1 ICEHET,

Quest Authentication Service

RX>a>+O—5—TO Quest DR  ROBMEIF. Quest VI RIz7E RAAY IV FO—F—ICA VR
F—JLL. BERLTWE L., BEEFENMISEN. Active DirectorylicayEa—4—747J ok
ZERTEI 3 ZHIIRE LTWET,

Linux VDA Yo VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a >z
TRIREDBHBIERXA 2 A—F—IIHL T, ROBEEZITVETD,

1. [Active Directory 2 —#%'—r aA>vEa—%—] EEOQ>VY—)LT. BHNOI—H¥—7H7T > kD Active
Directory 2a—#'—7ONTr ZHI£J,
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2. [Unix 7Ho k] 27%&RLET,

3. [Unixxtis] FT v IRy IREFVICLET,

4, [FZ514<VGIDES] #. EBEORXA>A——JIL—TDFIL—FIDICEKELE T,

A

COFEIF. FX1>a——p2a>yY—J)L. RDP. SSH. F/liZzoftto) E—MLEZONILEFERAL
TOJF Y TEBRLSICRETSHEHRELTY,

Linux VDA T® Quest D&k

VAS F—E> DM RO & SIC Kerberos 74y FOBEHEHEBEMICL T, YT ZHENRH D £9, ZBHE (A
T7SAVATFY) ISEMCTIHNELNHDET:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYEICED, BRI BE (32,400 %) ICRESNE T, ThbE. F7v bDOT 74/ bOBEMERM
TH5 10EAEDD 1BFECBRDET, F7ry FOBMHEANET SISV XTLTIE. KDNTWMEZZDON
A= —IZRELEF T,

PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY —EXEN LI R XA YaA—H—DOdF+ >
ZHEMICTBICIE. PAM & NSS ZFETHEELFT:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Rk X1 >AD&i Quest vastooladvw > KEMAL T, Linux ¥ >% Active Directory K X
VICBMSEEY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. ¥ > % Active Directory R X+ VIZIBINY 31EREFOEED K X« > 21— —T9, domain-name
. BX1>D DNS & (example.com &) T,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) TActive Directorylicd>Ea—2—*7 0 bHBETY, Quest iZ&k > TEBMI s Linux
RV REXAVICHFET B ZRBT BICIE. ROOAR VY RZRITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVICBIMLTWVWBRBEIE. RXAVEDRINET, YOV RXM VIZEBIILTLWAWSE, UTF
DIS—HERRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—BOmESR Quest "PAM ZNM L TR XA > OA—H—%BATEZ 2B LET, CNZITSICTIE.
LENCERLIEZ A BVWR XA >aA—H—THo Y hEFERLT Linux VDA ICOSA > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u O RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
NCexzmsBLET:

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y KT, Kerberos BEIEHRFT v v adF7y FHAEYT. HRYINTIZHRWC L #BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome >V —JLEIZ KDE YV —ILICEEOT A > T3 L. BROTA M ZRITTEFET,. FXIVEMD

Zis. TFIEG6: Linux VDADT Y Z =)Ly 1IEHET,

Centrify DirectControl

Windows K X >~A®&i0 Centrify DirectControl Agent A1 > X b —JILETNTWBHEE. XD ELSIC
Centrify @ adjoin <> kAL T. Linux ¥ > % Active Directory R X1 IZEBML F7:
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sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user i$. ¥ > % Active Directory R X-r VIZIBINY 3R Z 1 DERD Active Directory KX >1—H#—T
¥, domain-name (&, Linux Y>> %BINT 3 R X1V DEBITY,

RXA VXY N—=2w TORR  Delivery Controller ZER 3 3 iCid. $TH VDA > > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—FT72 7 FHRBETT, Centrify IC&DiBMINfz Linux v > h
RAAUICHERETZ 2RI BICIF. ROOAT Y FZRITLET:

sudo adinfo
<!--NeedCopy-->

Joined to domain Eh'E# T % Z & . CentrifyDC mode T connected iR h 3 Z#HBRL £7,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify 754 7> MY —N—C OEHROBE. 7=
BB OREIELEL TWVET,

REFERATRE. FOEENLS T LERCZHBRZIETEIET,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F4 Active Directory 5K U Kerberos f —ER e D&z T A L LE T,

adinfo --test
<!--NeedCopy-->

RXA>SMOMER%. TFIEG6: Linux VDADA > b—)L1 IEHFT,

SSSD

SUSE T SSSD #ERALTW3IBEIE. COtIPa>DIERICH-2TLEET L, ZOEI > 3> TlE. Linux VDA
I > Windows R X1 ADEMFIE. & U Kerberos sBEED#EBRIC DWW TEHEAL £5,

SUSE TSSSD 2ty b7y 79 3ICId. ROFIEZRITLET:

RXA2IZ8MLTHR D keytab % 1ERg
SSSD o PAM D8R,

SSSDoty vy

SSSD oBE 1k

RXA YA N—=2y TORER

Kerberos #m 02

I—H—BEEDRER

No o ke
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RXA2IZBMLTHEZ D keytab ZEs  SSSD Tld. KX V8L X7 LD keytab 7 7 1 LOEEIC
B89 % Active Directory 0o 51 7> FfEREIN TV E R A, KD DICSamba7 7O0—-FEERATE X7,

SSSD Z#Em§ 5R1IC. UTOFIEZERTLTILIW,
1. Name Service Cache Daemon (NSCD) F—E>#%#FILELTEMICLET,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy—-->

2. KR bB L Chrony OREIREAZHEEEL T LT,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. ROKSICLT BEBNYT—2PEA VA M—ILERIFEHRLET:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4. Jetc/krb5.conf7 7ML EIL—+rI—H— LTHREL. KiNTtZI—Fs VT HE2—5 v R XA
VCBETESLSICLE T, [libdefaults]. [realms]. [domain_realm] o> 3 ickpT >~
ZEBMLET:

A
AD1>T7S RS UFvICEDWT Kerberos ##mML £9, ADREIE. B—RX1>, B—T*L
ARETFILEFTRELTWET,

[Tibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller

default_domain = realm

admin_server = fgdn-of-domain-controller
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1.

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm (%. Kerberos $8i1g{& (example.com A& ¥) T9. REALM iF. ASXF D Kerberos $EiHZ (EXAM-
PLE.COM %#¥) T9Y,

. /Jetc/samba/smb.conf#I—+t2—F— LTHREL. Net 2I—F 1 UF A DRE—=4F v FRXTY

CBIETER&LSICLET, [globall Lo a>ThoeEDICTV M) EBMLET:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain (&, EXAMPLE 7% ¥ @ Active Directory K X1 > %@L NetBIOS FT¥,

/etc/nsswitch.conf7 7L T passwd & group T FUEEEL T, A—H—cJIL—7
DFRERESIC SSSD #8BL £ 7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

WBREAD Kerberos 75147 b 2ERAL T, BIEBBLLTE— Y MRXA VI LU TRELET,

kinit administrator
<!--NeedCopy-->

net A—54 UFcs%#EFEBLT. PATLERXAVIZBMEE. YATLD keytab 7 71 LEERL F
ED

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy—-->

SSSD A PAM D#8r  SSSD D PAM Z 9 2R1IC. BEBEBRNY T —JFA VA M—ILEREHRLETY:
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sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D 1—H—BEAIC PAM Y a—)LZ#R L. 21— —0OJFAOR—LTs LI FUEERLF
ERS

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
<!--NeedCopy-->

SSSD oty b7V

1. /etc/sssd/sssd.confz)L—taA—H—c LTHEL. SSSD F—EVHE—4v F RXT D CBE
TE3L3ICLET, sssd.confOREDH (BBICKHC TEBMOREETS LA TEET):

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com ¥ ® DNS R X1 Y& T,
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P

ldap_id_mapping i true IC®RE I B 7. SSSD BiEH* Windows SID %= Unix UID IZ< v E
YU LET. eNUINDIBZE. Active Directory 1& POSIXILRZIRETET Z2MEHLH D £9, Linux
Tty ayTOENROITA>DIS—%H< oI, ad_gpo_access_control (£ permissive
ICRESNET, sssd.confEsksssd-add man R—=S#SHEL TSIV,

2. 771IIORBES SV T7 7t XER%Esssd.confTHRELE T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD B ROOAYYFZERITLT. SSSD F—E>ZBMICL. PR TLOEFRICEHTESL5ICLE
EL

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXA U XIN—=2y TORESR
1. "D &SIC. Sambad netads ATV RERITLT. IVUDBRRXAIVICBMLTVWAR L #BEBLET:

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAMYBLIV IV E2—F—F T2 0 MERERIET 5ICIE. ROATY RZ2RTLET !

sudo net ads 1info
<!--NeedCopy-->

Kerberos Bl OER > XTLD keytab 7 7 1 ILHMER SN, COT 71 ILICEMBRF—HEFATVEIL
ZHBLEY:

sudo klist -ke

<!--NeedCopy-->
COOARRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICH L TERTESFXF—D—EBIERR
INxE9,
Kerberos dkinitdv >y R#RITL. INS5DF—%FEALT. IV VERXI>OY M O—5—ICxF L TR
LFx9d:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->
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RUVBUERBIIANFETIEETZIHELNHD ET, RILES (§) 3. PTIICKBBESHMIZH<LDICNY Y
2Swia (F\**) TIRT—TFTRIHELHD £T, BEICK>TIE. DNS R X >&h Kerberos $BiH& ¥ &
BOEd, LA >T. HTEEREZFHALEYT, COOAVY RAHET I . HARKRRINEFEA.

ROARYRZFERALT IV VTFADY MO TCT Fry bhiF vy atNc e ZMABLET:

sudo klist
<!--NeedCopy-->

J—H—BEDMEE SSSDF. T—EVTEERGEIZT AT ZAR Y ESIoY -zt LEEA. PAME
HTOATT TETET,

SSSDPAM £ a—ILAELKEBRINTWR e 2RI 3IC13. URICER LA BRVWR X1 >y —4—
ThHoY hEFERLT Linux VDA ICOd A > LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

aA—H—oklistav Y RTERENS Kerberos 74w FHELL . HRTNTIZBEWI EZ#HBLE T,

L—ba—H—r LT, giR0id -udIYRTRINFZUID ICHIETZF 7y bFvv a7 7 ILHRMERTO
fclrZMBLETY:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome O>YV—ILF#IF KDE OV —ILICEEOIA> T2, AHFOTIANERTTEET, RXTUEMOD
e, TFIEG6: Linux VDADT > X =)Ly 1ICEHE T,

PBIS

RERPBIS N\ywr—o%4A4o>O0—-R93  fii:
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 >R b—/LRO U T hZRITHREICTS  fl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->
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PBIS 1 X b—ILROUT +=2RITTE  Hl:

sh pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEM RKXA>AYbO-5—HA7IEXTAET, AVE21—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU > FHARETT,

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user |&. Y > % Active Directory R X+ VIZEBINT 3R %ZFD K X1 >1—H—T7F, domain-name (.
KX >® DNS & (example.com¥) T,

#: Bash#F 74l b@> )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEFTLETD,

KXY XN—=2y FORER  Delivery Controller #H 3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) TActive DirectorylilayEa—42—#72 U FHRBETT, PBISIC& > TiBMMINrz Linux <
DUBNRXAVICERET B 2BRI BRI ROOAY Y RERITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAETE. COOX Y RIFREDAD RX1>r OU oEHRZIRLE T, SIMLTVLA
WEEIE. RARBREIIHRRRINE T,

I—H—RiAOMR PBISHPAM ZNLTRAAM - —ZRE TSI E e zMBLET . ChZEfT5ICiE KU
AICEALIECEDBVWR XA > —TFTAY > bZFERALTLinuX VDA ICOYF > L&D,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RX>BINOMER%E. TFIEG6: Linux VDADA YA b—)L1 ICEAZF T,
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Flg4: sitgEHF e LT.NET S22 1 L6.0%Z1> =)L

Linux VDA @-r > 2 b—JLAIIC, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@®FIEICE > TNET S>> 21 L6021 —ILLET,

NETS>241L6.0D1>X+—)L#%. whichdotnet OY > RERITLTSVEZ A LNAERELET,

AR Y REAICESWT. NETSUEALDNAFUNRRERELE T, e ZE. aAv > REHH/aa/bb/dotnet
D4, [aa/bb = .NET N1+ UNRELTHERALET,

FIES5: Linux VDA Xy r—J04 o >O—R

Citrix Virtual Apps and Desktops 4o >O—RR—=JIZF7 I AL £ T, BEH/N— 3 > Citrix Virtual
Apps and Desktops /&R L. Components #2') v o LT, EAF® Linux 71 A cUE2—> 3 VIS
¥3 Linux VDA Xy ir—S% A >O—RLET,

FIE6: LinuxVDAD1 > X +—JL
Flg6a: WA= 3>DT7 VI YR M=)L
BHO2N—ayELULSRUY =IO EVWN—23 00 LINnuX VDA BT Y R F—ILT R TWLWBIBE I
ETNETUAVAM=ILLTHSHLWN=—3 > F2 A VA= TR2HRERHBD X7,
1. XOoO<T > RT, LinuxVDAH—EX%ZEILEL £
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

i
ctxvdas &Uctxhdxtr—E 2 %{E1L9 350, service ctxmonitorservice stop
OV RERTLTERY—EXT—EVEFLELET, CNERITLAVEE. BRY—-EXT—F
VIFMELELEEY—EXRZBEHLET,

2. ROARVET Ny 7= 7oAV M=)LLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE.
BHO2N=230h5607 vy I L— KRR R—cINET,

pE
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AV R R—ILENTWBE IV R—2> hd. [opt/Citrix/VDA| THERTE £,

AXYRERFTTBZICE. TILNARDBBETT, KD DIZ. ¥ X7 L/ IC[/opt/Citrix/VDA/sbin & &
U'/opt/Citrix/VDA/bin # M2 HTET £,

FIgE6b: LinuxVDAD > k—JL

Zypper #@ALTLINUXVDAY 7 kT P&V h—ILLET:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager ZfEM L T. LinuxVDAY 7 bz 7% A >R b—JLLET:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

FIg 6c: LinuxVDAD7 v 7L —RKR (FF>3>)

BHDO2N—=3 > LISRU U =X 6BEDA VA N—ILET v I L—RTEET,
pE N
BEOAVAN—ILETYITIL—RT3L., [etc/xdl ICHBERT 7R LEESTNhET, TvTIL—

REETIBENIC. BT T7IINENYITYvTLTLET L,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

RPM #%Zf%—& (SUSE 15 OB5):
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-1ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1

libXpm4 >= 3.5.12
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libXrandr2 >= 1.5.1
libXtste >= 1.2.3
motif >= 2.3.4

pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

BE:

Ty T L—RL7#E. LinuxVDAR S >ZBEEL T ZTL,

FIET: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro Zz&#IC T 3ICidE. NATN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%1>VZA+=)LT B
WERHD FT,

BED /N /S— /N %' —IZ NVIDIA GRID Virtual GPU Manager ((RX b RZSA4/N=) 1V X —ILLTHERT
BICId. ROAA RESRBLTLIZT WV

« Citrix Hypervisor
+ VMware ESX
« Nutanix AHV
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NVIDIAGRID #ZX VM RSAN—% A YA b—ILLTHERT B3ICIZ. RO—MEHNAEFIEZERITLEY:

1. 7ZARVM B vy DY INTWVWBR 2B LE T,

2. NANR=NAHF—Da> bO—=)LIXRILT. GPUZ VM IZEIDYETET,
3. RE<>>ZEBLXT,

4, FRAEVM RSAN—ZVMIZCA VA +—=ILLF T,

F|i& 8: Linux VDA DO#Er{

NyT—=2014 VX k=)L, ctxsetup.shXo )7 rERTL T, Linux VDA 2B T 2RBENRHD £, =
DRIV TE EEXTSHICRIEZREEL. IRTOREIVR—RV DRI VI F=ILINTWVWS Z EHHER
INET, BEIIGLT. WOTHIDRIU T+ EBRITLTEREEEETEE T,

CORZVTZHE FETEMICEZLALS. FREEMICEBELELRZEZERAL TEHTRITTITEI. Hif7d
BEIIC. ROOAYY REFRALTIDRIVTRDOANIILTE=HERBELE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

EEICEEYT 518K

ROKSICLT, BEICEET3FHERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEDE AeE bt 134

A= %ZBELTZ7-HIC. BETHEFEALT. Ev b7 Y TRV TR THREBERZA SO I UEEET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
TREINBI BB AEDET,

HR— FTNBRIBETHICIIRD LS BHOLH D £7:
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%EfERL T,
Delivery Controller 838925 eHTEET, T I M TIENICREINTUVE T,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D&RIZFERAT 3
Delivery Controller o5E2Ei K X1 >%& (FQDN) OZXR—IXND D—BHRETY, 1 DFIFEHK
DREBHFR XA VBFRIECNAME T U7X EIB8ETIHNELHD XY,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—k (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,
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+ CTX_XDL_REGISTER_SERVICE=Y|N - Linux VDA —E Rid. Y>> OREBICFIBLET, TI+
ILETIHEIRY ICRETNTVLET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Tl&. v b T —IREBHENS T
LDT77AT7 I 4—ILOBREHFAISNTVBIHRELHD £, LINUXVDARIC, SRTLDT 71T T 4—
WOBERR—b (TTAILETIER— 80 HLUVR—F 1494) ZEFHTHRTIET. T74ILLTIRY
ICRESNTULET,

+ CTX_XDL_AD_INTEGRATION=1|2]|3|4-Linux VDA iZid. Delivery Controller icxtL TB3EY 3
7=8IC Kerberos #EREMNUET T, Kerberos #id. ¥ X7 LICA VX b—ILELUHERIEAD Active
Directory #fi&Y — LD 5IBEL £9. RIIHT. HR— ~IhTWL3 Active Directory E&HZED 5 5.
FRITZDDZIBELEFT:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. 38H%RY
T4 oT7FVT— a3 DRBUEREICT BOD—ED GPU7/€5L—23>7o./AOYTY,
HDX3D Pro ##RL7c#/m&. VDAR VDI FRI b (2 FIEyay) E—RBICHEEINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by F7BREETI (VD) £F@RILINBZHEETRI by
TREETIDOELES5 L L TR VZBHT 3D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LEd, 774N FTENICERESNTULED,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP 4 —N\—%Z#&HE L £,
DNS OoBZEERZO—HIL Y MCHEIFET 3ICIE. DNSH 1 rR&ZIEELE T, COTHIE. TTHILET
T <none> [CHREINTVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA (. DNS #fB& L T LDAP #—/\—% 1%
HLFF, DNSHLDAP H—E XL O—FZEHTITHWVWIEEIE. LDAP @ FQDN & & U LDAP R— @
AR—ARTO D—EBEIEETIT £, ffl: Tadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEIN R X1 VAD
ZLDAP H—N—IZR—U VI E—RTIVIVZRTLET. RUP—DHH X TLDAP H—N—D#h'y
DOFE. LINuXVDA I X IZY ZHIFFBOI IV EZRITLET, K-V VIJREMNLIWVMEZBRZ L. &
wiayOJFAUHRBTBIEDBDET, LOEELLDAP I TUZERICTBICIE. FXAr>Oar k0O
—5—T [O—-nNih&07] #BHICL. BETS LDAP R—+EST3268 2L ET. COEH
& T7#I) Tl <none> ICHRESNTUWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dJL—
(5l: DC=mycompany,DC=com) ICREINIRER—%=EALTLDAP #BaL £9, BRED/INT7 =+
—RVRAZRETBHIC. REXR—XZIBETITEY (fH: OU=VDI,DC=mycompany,DC=com), Z®
THIE. T 7 4L ETIE <none> [ZREINTWVWET,
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o CTX_XDL_FAS_LIST= list-fas-servers’ - 757 L —> 3 BiEH—E X (FAS) —/N—ig. AD &
W—TFRI—ICEDERINET, LinuxVDAIZAD JIL—THRU S —%HR—bLTVELEA. KD
DiZ. £ 20V TRUSNIFASH—N—D—EBZ2FERATIET, >—7>YRE ADTIL—-TFRUS>
—TRELLDBDODLALTHZIBELNHDFT, WITNHDOTFT—N—F L IDHIBRINTUVBRHEIE
ZOEHA% <none> Y WS XFHTEHT. ¥ —N—T RFLADIBBRIEEL FHA. FASH—N—L
BUNCEETBICIE. FASH—N—THEINTVLER—rBSL—HTZ3R—rESZEBML TS
Lo fl: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ i,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Sy hH—EX (ctxvda) #HR—+rFT37HDNET SUEZ1L60%F1 VR M=ILTB/INR, TT#+
JL k@ /XRIF/usr/bin TG,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3> THERB 7T 3
GNOME. GNOME 732w, £IEMATET RV by TRIEZHREL £ T, EHMERBELBZVEF
9B, REVDAILA VA F—ILETNTWVWETRY by IHMERENE T, L. REI VR =T
NTW3BT XY by 7H MATE Di5EIE. Z#fEZ mate ICRETZHEHHD ET,

ROFIEEZRTLT. 2=y bty arai—H—07RI by SRBEZEFITZCDHTEET:
1. VDA @ SHOME/< 2—H—R\> Fr LU hUIZ. xsessTionT7 71 ILE L £ T,

2. .Xsession77MIEHRELT. T4 RAMJE2—YaVICESVWTTRI by TIBERIEELE
ERS

- SUSE 15 £ MATE 7 X7 by 7 Di55E

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- SUSE15 FO GNOME 7 5> v o TR by 7DigE

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- SUSE15 @ GNOME 7X7 ~v 7 Diz&

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 8= vbtyiara—H4—-—T700 77 MILOT7 I/t XEREXBELET,
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o CTX_XDL_START_SERVICE=Y | N - Linux VDA #B O TEIC Linux VDA H—E XD RT3 LS
ICTBDESIHEIRELET. TIANLTIFYICERETNTVLWE T,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2 w 2> 930DV 7w bR—b, T+
I EDR—-KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE37=HDHR— ko T7 4L bDKR—FIZ7502 T

ED

RDESICLT, RIEEHZEREL. BERT )T ZRITLET !

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3]|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

<!--NeedCopy-->

sudo XY RIC-EZF 7> a3V ZIBELTEGTL. FERTBHMLVS TILICEEORBEEHZEL T, RUDTE
LT #!/bin/bash #5233 L. FIROD ATV RO SBEZIZTINRIVT R T 7AIVEERTEI L EBEDH L F T,

Elcld ROLSICLT 1 DOOARYRTIRTDNIA—Z—ZIBETBZ LN TETFT!:
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E DHRR

SFVAICE>TE. LINUXVDA Xy —2% 704 Y2 h—ILL7%BRWVWT, ctxsetup.sh X2 ) 7 ~C&k > THTH
NIBREEZHIRT B ENBBEEARBZBENHD F I,

BATIBEIC. ROARY FZFALTIDRIV T RDOANILT2HBBLET:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 501!

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE.

CODRIVTMZED, IRTOBRT — 2D T —2ZR—=ZXH 5HBEEI . Linux VDA Z#ETEH<AD &
3_0

WOy

ctxsetup.sh & £ U ctxcleanup.sh X7 U 7+ Tld. YV —ILILIZ—HRRIN. KOEROT 7 71 ILIC
EBIMEHRAIEIAEFINET:

/tmp/xdl.configure.log

Linux VDA —EXZBEFH L. EEZRMIEET,

FIE 9: XDPing Ox1T

sudo Jopt/Citrix/VDA/bin/xdping%z®fTLT. Linux VDAIRE TO—RMAEEROMBEEERL
9, s¥L<IE. TXDPing) 28BLTLET W,

FIE 10: Linux VDA 017
ctxsetup.sh X7 ) 7~ EAL T LinuXx VDA Z R L5, RO > R%ZMEAL T Linux VDA ZHIffIL £
ED
Linux VDA 0iE#):
Linux VDAH—EZXEEET 3 ICIE. KOOV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 051t
Linux VDA —E X% {EIET 3 ICid. ROAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

:

ctxvdas & tfctxhdx—E2%#E1E$5H1IC. service ctxmonitorservice stopawy
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RERITLTERY —EXT—EVZEFELELEFT, ChZzRTLAVGSE BERY—EIT—EVIXMELELE
H—EXZzBEEHLET,
Linux VDA 0 &EiEE):
Linux VDA 4 —EXZBEEY 3IId. ROIY Y FEERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DIRREDFERR :
Linux VDA 4 —EXORITREEER T 3 ICIE. ROOAY Y RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE 11: Citrix Virtual Apps = 7-iZ Citrix Virtual Desktops T <> > h420O05 DIERK

IIvh2O7%ER L. Linux VDA <> > %BINT 2 FIEIZ. /KD Windows VDA TOHZEEMTWET,
DEART%EFTT ITDHEDHBICOWTHLLIE. YA 2OJDER &V TR UhE2O070ERE) #5858
LTLIESL,
RDESIZ. LINuXVDA R > BE IV AZOT7 DIEHICIEW L DhDFIEH H 5 7. Windows VDA v
VORI VAZOTDIERFIBE BRZ R0 HD £
o ARL—=F o VIV RATLICIE. REFERLET:
- RRALINBEETRI MY TBREETILDBRE. IIILFEY 3> 0S AT 3y
- VDIERTRI by TEREETILOHE. 22 F Lty a>0SA7oay
e ALY >h420a4 T, LinuxVDA T > Windows VDA ¥ Y& BESEAEWVTL T L,
E
Citrix Studio @ UFI /N =2 3 iE. TLINnUXOS) t WHSEREHR—FLTWERBATL R 27
L. [Windows #+—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 % BRT3E. AFEDRI LS

NBZHBETRI by TRETETIVHEERNISGERINE T, (Windows 72X by OS] # 7> 3> Fkid
[TROLwTOS] #7232 %BIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE
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< oht Active Directory R X1 U SHIBRSINIRICBEEBNINIESEEIE. 20X yEIYI Y A4207
NOHIBRLTHSBEEMNY 3HELNHD XT,

FIE 12: Citrix Virtual Apps Z7zi& Citrix Virtual Desktops T 51U /N —F )L—FDER

FUNY—=FI—T=fEB L. LinuxVDAX > > 2&EI>rAH20J%BMNY 3 FIEIF. Windows VDA <>
DIHELREAERLTY . COFRIVZTRTTBHEDHRBICOVWTEL I TTUNI =T IIL—-T DRI 25
BLTLRETL,

Linux VDAY >A2O7 28T TINY—JI—TZER T 25EE. ROBADHD £7:

e BIRTBAD 2—H—BLUTIL—TF%, LiInuxVDA I cOTd A>3 LSICBYICEBRLTESTE T,
e BTN TUVAWL (BER) 2—H—0OJ 4 >ZFHFa LBRVWTL T U,
o« Windows Yo Y80I vheO0 %2 T NI —FIL—TFTRESEAVWTLLLEI L,

BE.
TIVr—2 3> 0nIE. LInuxVDAN—23a > 14 B THR—EIATVLWET, 2750L. B—I A

DT RY by FELTT U DEREIF. Linux VDA THR—FINTULEE A

RIVAZATELIVCTIUNY =TI —TOERBEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
22061 ZBRL T,

Linux Virtual Delivery Agent for Ubuntu o F&r > X ~k—JL

December 13, 2022
5E:

WRA A b—IILDIGEIR. BEA VAL ZERALTHZAN A M—ILZT5 288D L £Y, HE
AVRA =L EFNZEHNT 27T TR, FEBICRETNTVBIFHA A M—ILEDDBIS—%
WO EDTEXRT,

FJg1: UbuntuforVDA %1 > X +—IL T 3%

Flg 1la: =y b7 —IBROFESR

FY bT—UDELLEGEIUBRINTVE I 2B L T TV, e ziE. DNS #—/{—(3 Linux VDA
THBRTZBELHD T,

Ubuntu 18.04 Live Server #ERA L TW3F&IE. KX ME%ZRET 8012, [etc/cloud/cloud.cfg L7 7
TILICRDEEZ MR £ :
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preserve_hostname: true

FlE 1b: KX FFDHRE
ROVDRARBHERICELSIRESNZ LS5ICF 321, [etc/hosthame 7 7 1 ILETXELTII Y DHRR b
BOHETARLET,

hostname

FlE 1c: RRMEADIL—FNYITRLIADEDHT
YYD DNS FXAVBrREBHEX1>E (FQDN) MELKHMETNBZ e EMABLET. ZORHICIE.
|etc/hosts 7 7 1 ILORDITORID 2 DD ~JIZFQDN & RRX CBHEFEFNBLSICHRELET:
127.0.0.1 hostname-fgdn hostname localhost
1
127.0.0.1 vda0l.example.com vda0l localhost
T771ILARADMHOITY FUHS. hostname-fgdnZighostnamellxdt s 3 DD BEEHIBRL £
pE

Linux VDA [33R7E. NetBIOS BOIDETZHR—FLTVWEE A, LA > T KX +RIF 15 XFLUAT
BBIVEDHD ET,

B>k

a~z. A~Z, 0~9. BLUNTT Y (1) ODXFOHERLTLRE W, 72H =237 (). AR=Z, &L
VZDMDIBSIIEALBVWTL IV, RAMEZHFTHRLIED. N7V TRTLEDLABWVWTLE
TW, ZOJL—JLid. Delivery Controller o "X bZIZHBRINE T,

FE 1d: KR B OFER

ROARVRT, RABHPELKRETNTWS 2B LEY !

hostname
<!--NeedCopy-->

COATVRICE DT, EDOIT U DRLEH R X1 >R (FQDN) Tid%H<. ZDHRAMZDHANERINET,
ROOATYRT, BB AA VEHDNELKRETNTVWER e #MRLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FlE le: YILFFv X~ DNS 0L
T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTH 270, BRBROGRICFEEDVRET B55D
HOET,

MDNS %Z&E#IC T 3121, [etc/nsswitch.conf ZHEL T, UT#B0T2EELET !

hosts: files mdns_minimal [NOTFOUND=return] dns

EE&:

hosts: files dns

FIE 1f: ZRifERE Y —E XEEAREM ORER
ROOARY KT, TEBH R XA VERMERTIZ . BXr> Oy kO—5—k Delivery Controller i 5
ping ICRENHBD e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBM R XA VEZFRTIHRV, FRIFIhS50TIYOVWTIHDS ping ICREDNBVEEIE. FIBZRER
LTHSRICEATLRRE L,

Flg 1g: BZEBOER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEE#IF TSI CIZEETY, RETY
Y2 LTLINUXVDAZRR F§2 L. BN RERICAZIEEDRET ZAEELABD T, LD >T UE—
DRALT—EXRZFERALTHZIZHIETZ e8I L EY,

chrony o1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—ra—4%—Xx LT [etc/chrony/chrony.conf Z/REEL. ROLSICEUE— b EZA LY —N—ICHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst
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—RARIRIZETIE. BEIEO—NIRXr>a> bO0—5—D5/EALET. 2 NTP 7=/l —N—D5EHIZIERE
HLEHA. FX1 D& Active Directory RXr >y bO—F—ICWHRT 3 —N—I> MU EBIMLET,

IW—=FNw o IP 7RLZA. localhost, /XT U woH—nN—0 *.pool.ntp.org T> hUKRY, —BIZH S E D
DY —N—FflEF =LY U EHRLET,

TEEZFELTHS. ROOATYY KT Chrony 7—E>%2BiEEL £

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: OpenJDK11 1> X k=)L

Linux VDA IZi&. OpenJDK 11 "4 ETY,
Ubuntu 20.04 £ Ubuntu 18.04 Tid. UT%ZXTLTOpenJDK11Z > b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: PostgreSQL 1> +—JL

Linux VDA =R % ICi&. Ubuntu EiZ PostgreSQL N—2 3> 9XHABRETT:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE 1j: Motif or> X +—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg 1k: DNy T =D X =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
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<!--NeedCopy-->

FIE2: NAIN—NTHF—DEH

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA # RT3 3EE. W DOHDEENNRETT,
BI3NAIN=—NAHF—=DTSY hTx—LICEDET. ROEEEITVWET, RT7XZJIN—RTx7TLinux <
DUHRRITIBEE. TEIIBEHD FH A,

Citrix Hypervisor TOBZIFEHADIEE

Citrix Hypervisor O R ZIE HASRED B2 B I5E. Zh2h O R WK Linux R < > > T, NTP & Citrix
Hypervisor THEIENEEL £9, Zhud. NTP & Citrix Hypervisor OFAN S X T LOREZEEL LS T
B FRATY, YXTLOKRBEMOY —N—ORBE OEBIMEODNZDERH<CICIE. & Linux X DR
TLOEEMNNTP EEHTIHELRHD £9, COHE. R MOBZIEHZENICTIHELNHDFT, HUM £
— RT3 EBERBREHD FEA

Citrix VM Tools #'-f » R b — )L T - #E{RAEK Linux h—xILERITLTW3HE. Citrix Hypervisor OFFZIE
HAMBED IZEE S 2 Sh . LINuXREBYS VATEMCR > TVLWERHhESHhEERTEET !

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZERLET:

o 0- BFZIEHRRED B RIC R > TWBTcsh, EMICTIHEDHD FT,
o 1- BRIFEHAEEDNENICBR>TUET . CHULOBRERBESDD FE A,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEELBVEE. UTOFIBIIHESH D £H Ao
BrZIEHEIERED B NICR > TVWAEHEEIE. 77 1IC Tl CEFTAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COXEFEXELL. BEFBRDLHRITTSICIE. [etc/sysctl.conf 77 1)L EHEEL T, ROITEEMLET:
xen.independent_wallclock = 1
NSOEBEEMRTB1H. ROKLSICLTORTLEBEBLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COIXRVEFIF1ZERLET,
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Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux &% —E XH« > X b—JLEhiz Linux R > > Tld. Hyper-V OBSZIRERKEER /A L TR
ARARL—=TFTa VI RTLOEEZMBATEET, P XTLORMZ EBABRETHETSICIE. NTPH—EX
CEDBICOEEEZBMCLED,

BEARL—Ta VIO AT LT, ROBEZITVET,

1. HyperVIYx—Sv—ZHET £,
2. Linux(REBI> > OHRET. et —ER] ZERLED,
3. [BHZIORHEA] AEREINTVLB L RBLET,

P
C DO AZEIF VMware & & U Citrix Hypervisor 0B& 184D £9, VMware & & U Citrix Hypervisor

Tld. NTP L OBAEEIT 310k OBEZFEH%ENICLET. HyperV oBZIRMIE. NTP L it
L. NTP OBZIEH%BET 5 e hTEET,

ESX & £ U ESXi TORZIRIIDEE

VMware ORZIEMREEENEMARIEE. TNENOEREWX Linux (R8T > T NTP e N N—NAH—THEE
PEELET. s NTP ENAN—NA1HF—D@EAD R TLOFEZEABALLS LTI EHREREATY, ¥ X
TLORBM MO —N—DREE ORI EDNZDZE<ICIE. & LINUXZFZ DO X7 LOREEH NTP & E
HT2HBELRHDET, COHE. "X MORZIERZENICTIHELNHD T,

VMware Tools - > X b—)L LTRETHEREWX Linux 1—RILEERITL TV RIBEIE. ROBEEITVWET,

1. vSphere Client #B= %9,

2. Linux RISV OREERELET,

3. REx>>0o7ONT«] FATATRYIRT [FTF>a>] 4Ty o L&Y,
4. [VMware Tools] %#iRL £7,

5. [##l] Ry RT, [RR TR NEZIZRE] Fxv IRy IRZFT7ICLET,

FIE 3: Linux xE<>> (VM) %= Windows K X >IiZEM

Linux VDA I%. Linux ¥ > % Active Directory (AD) RXAVICBME 3 I £ EBAEEYR—FLET,

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

BIRLAFEDOFIRICREVE T,
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=

Linux VDA @oO—ALTHTY rC ADDT7AYY FTRLA—Y—B%ZFEAT L. Ty avoEEIk

ByBsehHBDET,

Samba Winbind

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T Y OREEIC Winbind T—E2 BB TI3L5I1C93 ROIATY RT. I ViEHEIC Winbind ¥—€

VHBIRT B L SICHER T BHENHD FT,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxoUZrp/etc/init.dichz e w#HERELET,

Kerberos o##m JL—h~a1—%'—r LT[etc/krb5.conf ZBi.

A

UTFZzRELEY,

ADA>YI7SRMSIFvwICETWT Kerberos #ERM L Ed, XDOBREIF. B—RX1>V B—T 4L X+E

TILERRELTWVWET,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns-name = REALM
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Z 2T domain-dns-name /Y5 X—#—|%. DNS R X% (example.com % ¥) T9, REALM (&, AX
Fo Kerberos $8i5i% (EXAMPLE.COM % Y) T%,

Winbind :2:E0#r RHEL ®authconfig®. SUSE @ yast2 o & 5%y —JLh Ubuntu ichaWzo. F8
T Winbind Z#8m L 7,

|etc/samba/smb.conf ZBi=. KEREL XTI,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP (. REALM OR4ID 7+ —)L K TF, REALM IZAXF D Kerberos EiETY,

nsswitch o [etc/nsswitch.conf ZBE. winbindzZXxDFIEMLET:

passwd: compat winbind
group: compat winbind

Windows R X1 YADEIM RKXA>AYbO-5—A7IEXTAET. AVE2—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C CT. REALM i3AXF D Kerberos $BI& T, user i3> a—%—% M XA VITEMT 3HERERD KX
‘/IL—'U'—'C‘TO

sudo systemctl restart winbind
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 105



Linux Virtual Delivery Agent 2206

Winbind B PAM 05 XD IOY > R%R{TLT. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] + 7> 3 VhBERINTWR e 2R LET:

sudo pam-auth-update
<!--NeedCopy-->

IOV RAA VIZBIMEADBEICOH. winbindTF—EVIFRITZLITE T,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 C1d. Windows #7-iZ Linux (CBEHR <. &
RTOVDATY>>TActive Directoryicd>yEa—42—#72 0 CHBETT,

RDES5IC, Samba ® netads IV RERITLT. IV RAMVICBMLTVWA e 2BELET:

sudo net ads testjoin
<!--NeedCopy-->
BMORXAYELVAVE1—2—F Ty MERERIET BICIF. ROIAY Y REERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos & D2 Linux VDA TERTE 3 & 512 Kerberos AEEL K T TWB Z ¥ 2T 3113,
ROAIY RIZE 2T Y X7 LD keytab 7 7 1 JLHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COOXVRICED, TUVINILBEBERLM— DT EIEFREAEHOEICTH L TERATESF—D—EIERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXIYOAY FO—5—IC
SHLTHRALEFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFTIEET AHLENHBD T, RILESE (O) 13 YIIICEBZBSIMIERHSLDIINY Y
25wa () TIRT—TTBR3HRERHD F9, BIEICK > Tk, DNS KX >&H Kerberos $BlH& ¥ E4 b
£9, LIcH>T. HFEEZEFHALET, COOYYRARINTI . HAKKRTIIhEzE A
ROARY REFEALT. IOV THIYRDTGT Fryw b vwiadni-C =B LET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIY MOFH@AERABTLE T
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sudo net ads status
<!--NeedCopy-->

I—H—RHOERE KOLSIC. wbhinfo V—ILZFEALT. RXAYI—HF—HBRAA VI L TERIETI B
R LET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXTVIZFAD RX1 V& T, Kerberos EIEZ TlddHh D £ A, bash ST ILDBE. NV IS5y
2axXFE () i B3 12NV IRSY I aXFEIBELTIRT—TT3HERHDFET, COATVRICED,
BINELIFERERITAVvE—UHRINET,

Winbind PAM €2 a2 —/LAELKBHRINTVWB L #BEBT3ICIE. UHIICERALEZ AR VWRXr>1—4
—7ho rEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

pE o

SSH OY Y FZIELKETTBICIE. SSH OB TEICHEL TWB e 2B LE T,

ROOARYRT, id-u vy RICE>TREIN UID ICx1B 9 B Kerberos BiRIEHRF v v a7 71 IILHMER S
NiCr=®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2EEL £
ER

klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome O>YV —JLF7/IZ KDE OV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
Zis. TFIE6: Linux VDADT VXA =)Ly 1IEHE T,
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B>k

A—H—FEEICHILTH. RXAYTAIYTATA Y LIcEEZILTRI MY TERFTELWVESE. 7
rEEEHLTERITLET,

Quest Authentication Service

FXA>a> bO—5—T0 Quest D&M KDE(EIE. Quest V7 ko= 7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWR L., BEEEHENMISEIN, Active Directorylcd>ykEa
—A—F TV bR TIZ L ERIIRELTVE T,

Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a v e
TRIREDBHBIERXA A —IIHL T, ROBEETVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>VY—IIT. BHRNOI—H—F7hH7T > oD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho v ] 27%8RLET,

3. [Unix xSl Frv IRy IREAVICLET,

4, [F751<VU GIDFES] #. REORAXAA>A—HF—JNL—FDJIIL—FIDIZRELET,

PN

COFIEF. RXA>A—H—HnT>Y—)L. RDP. SSH. F7l3Z0fd ) E— MUETOMILEERAL
TAJF Y TERLIICRET B HEHLRAL T,

Linux VDA T Quest 015§

SELinux ;R > —BADEEE T 74J) D RHELBETIE. SELinux ARLISERATINTWE S, COEA
Ik D, Quest MERT 3 Unix RXA VYT Y RDIPCOXAZILICTFH L. RXMyaA—H—0Os+ %
F£d,

COMERREE T B - DEM ARG EIG. SELinuX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=d1isabled
COETBEICIITY VOBEHNHNNVETT:

reboot
<!--NeedCopy-->
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BE:

COREIFERELTHERAL TSIV, SELinuUX R > —0@EAZEMICLIRICBEEMICTD . IL—k
A—H—PZ0OMOO—AINI-—F—TH->TH. BRACOAVITIRINTLESRELHD X7,

VAS 5 —E> DR RDLSIC Kerberos 77 v COBEEHEBEMICL T, YT 3HENRH D 9, B (4
T7S5AA5FY) I$EMICTIHRELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYRICK D, EMERD 9B/E (32,400 ) ICRESNEY, §8b5E. F7v hDOT 7 #)L ~OBEMHAM
TH3 10EMEDD 1BEECRD EY, F7ry FOBMHREADITSICEVS IT LTI, KDNTLMEZZON
FA—E—IZRELEFT.

PAM & &0 NSS ik  HDX %. su. ssh. RDP BREDZDMO Y —EXENLIc R X1 >YaA—H—pOsF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFBTHRBLE !

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows kX7 >A®&i Quest vastoolavw > R&EMAL T, Linux ¥ > % Active Directory K X
VICBMEEEY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>E a—%—% Active Directory R X VICEBINT 2 1EREF OEBRDOR XM > I —H—TT,
domain-nameid. KX-r>® DNS& (example.com %¥) TT,

RXA YA N=2y TORR  Delivery Controller #ER Y 3 iCid. Windows F7-iZ Linux (BEHR <. &
NTDVDAT> > TActive DirectorylilayEa—4—47J 0 CHRETT, Questick>TEBME
NIZLINUX IO U R XA VICEET R e ERR T 3ICiE. ROOAIT Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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ROV REAALVIZBEMLTVBIHEIE. FXIYVENREINET, IOV RAAMVICEMLTOWERWES, UT
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest D B X+ > 1 —H—DOFRANBIRENE S D Z R T B ICIE. IETICHE
AL BVWRXA Y I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRIN UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y KT, Kerberos EIEHRF* v v adF 7y bHEYT. BRINTIIBRVWS L #BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RXA > BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEAHFT,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHFE. KDL S I
Centrify ®adjoindv > REMEMAL T, Linux Y>> % Active Directory K X1 > ICBML F7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—4&—|&, O>Ea1—%—% Active Directory K X1 VIZEBINY 31ERZFHFDEED Active Directory
RXA>1—H—TF, domain-name /{5 X—&—{. Linux Y>> %ZBINT S R X1 VDRHITT,
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
RTHVDAT>>TActive DirectorylildyEa—42—7*7J 0 bHRETTY, Centrify ickhiBIIS
NI LINUX RO VDR VICHEET D e zBB T 3I1IC1IE ROV RZETLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E#T%H % Z & . CentrifyDC mode T connected iR h 3 Z R L £7,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify 754 7> MY —N—C OEHOBE. 7=
BB OREIELEL TVET,

ReERTRE. LOEENEY R T LBRCZHBREZENETEE T,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F4 Active Directory 5K U Kerberos f —ER e &2z T A M LE T,

adinfo —--test
<!--NeedCopy-->

R XA >BMORER%E. TFIE6: Linux VDADT Y2 k=)Ll ICEAHFT,

SSSD

Kerberos O1Er Kerberos #4 > h—JLF3ICId. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos 489 3 cld. [etc/krb5.conf #)L— L THIE. NSA—F—%ZBELET,
pE
ADAYI7SRMSUVFvwICETWT Kerberos #1EM L £ T, XDRBREIF. B—RXM>V B—T 4L X+E
FILERNRE LTWVWET,

[lTibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {
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admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM
.domain-dns-name = REALM

ZZtdomain-dns—name/X3 X—4—(F. DNS R X >& (example.com A ¥) TE, REALM . KXF
® Kerberos 48i%% (EXAMPLE.COM % Y) T,

RX>ic8mmd3 SSSD %##m L T. Active Directory % ID 7ON1 4 — & K U'RHED Kerberos & L THE
BALEYT, fc7zL. SSSD Tid. RXA>BIME S AT LD keytab 771 ILOBREICEETZ AD DU S51 7> M
BEMREINTULEEA. K DIC. adcli. realmd. F#ldSambazFERTE%T,

A
Dt a>TlE. adclirSambalcBEd3BHROAERMELET,

c adcViZERLTRXT VBT 3BE1F. ROFIBEZRITLET:

1. adclizZr>X+—JLLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcliTRXI>VIZBmMLES,
REFALTHVWS X T L keytab 7 7 1 ILZHIBRL. RXIVICBMIEE T,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqgdn
<!--NeedCopy-->

user id. RXIVICYY U EBINT 3#ERHIH S R X1 >1——T9, hosthame-fqdn (3. TLE R
XA VEBRRDIS VDR SZTY,

-H 47> a>id. adcliss Linux VDA T#%E% host/hostname-fqdn@REALM ¥ L5z T SPN %
T BDICHETT,

3. YRF L0 Keytab #HER L £,

Ubuntu 20.04 <> > 0B&lE. adcli testjoinav Yy RERFTLT. RXAVIZBIMLTWVWRHY
SHheTXAELET,
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Ubuntu 18.04 ¥ > > diz&ld. sudo klist -ketav >y RERITLT. ¥ XTLD keytab 771
IDMER SN TVWE e ZRABLET,

EF—DEALRZYTH. IR XA VICBMLULIERZE—RT 2D ZHREL £,
s SambazFEAL TRXIVIZBMT 3HBEIE. ROFIEEZETLET:

1. N5 =21V X=ILLET,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. Sambaz#EL 9,
|etc/samba/smb.conf #RE. KERELZF T,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (. REALM OR#D 7 1 —JL KT, REALM IZAXFD Kerberos 4BIZEZ T,
3. SambaTRrRXrVIZBMLET,

RXA>aybO—5S—HAT7IEXAEET. A2 —2—% KX VBT 3#ERE%ZE> Windows 774
Ty RHBRETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

Z ZT. REALM I3AXFE®D Kerberos $BiHZ T, user i3> a—4—% KX VBT 31ER=ZEFD
RXA 21— —TY,

SSSD Dty b7y S WMEHENYIT—SDA VR M—ILFITER:
HER SSSD BELUVBHEN YT =D VX =T NTVLWAEWEE., TVXM=ILLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=IHBEICA VA —IILTNTWVWBHA. BT cz68HLET,
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sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

F:

Ubuntu o > X =L 7O XiE. T7 4JL 5T nsswitch.conf 5&X U PAM OJ 1 > ES 2—I)LZ2 B
BICHERL X9,

SSSD D#Er SSSD 7 —EV%RRET BHiIC. SSSD BROLTENMKRETY, SSSD O—&D/N— 3 > Tl
Jetc/sssd/sssd.conf B 7 7 1 LIET 7 4L b TIEA VA F=ILEINBEWVED. FEITERTIHDELNHD £7,
root £ L T Jetc/sssd/sssd.conf #1ER T2 H VT, RERELFT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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A
dap_id_mapping i& true IZ:8E T 3 7. SSSD BiEH Windows SID % UnixUID IcxwE>Y I L&

T RELAHWVWESE. Active Directory #* POSIX R ZIRETE R L SICTIHENHD £, PAMH—E
Z (ctxhdx) (&, ad_gpo_map_remote_interactive (CBMEI N £ 7,

Z < domain-dns-name /Y5 X—%—{&. DNS K X1 >%& (example.com 7 ¥) T9, REALM i,
AXFOD Kerberos 48i#%& (EXAMPLE.COM 7% ¥) TY, NetBIOS KX AV EZBMT Z7HDEHIEHD
Ft Ao

BREBREICDOVWTEHLLIE sssd.conf 8L Usssd-adicfis 3 man R—JZEBL T T,

SSSD F—EVTIE BT 7 M LICFHBEERANMDIERDHNRESN TV EIBENBD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE KOOIV RER{TLT. SSSDF—E>%#REIL. YO VORBEICHT—EVEREHT
FBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 hBEIRENTVWBRCEBRBLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. $RTD VDA Y>> (Windows & Linux
VDA) TActive Directorylicd>Ea—4—472 0 bHRETT,

o adcliZEALTRXTI U XYN—y TEERT Z5451E. sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIERERRTLET,

s SambaZ AL TRXA Y XYN=—2y T2BRT 3B E1E. sudo net ads testjoindwyrk
ERITLTIDUDRXIVICBMLTVWS e zMB L. sudo net ads infoavYRZERTLT
EMORAA>HLUPAYE2a—2—FTO I MERERIEL £,

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEEFATVSBC
CEERLET:
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sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

MROARY REFEALT. XY T7ATV RO TCT AF vy ad Nl e z@RLET:

sudo klist
<!--NeedCopy-->

I—H—RAOMHR SSSD I3, T—EVTHERMEZT A FF2AY YRSV Y—ILZRHM L EFEA. PAM &
HTOATET TETET,

SSSD PAM E2 a—LHELKBHEINTVWB L ZRBY BICiE. URNICERALIEI ARV XA > a—H—
THhoYrEEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIEAWVWI EEREBLET,

JL—hrd—H—¢ LT, 8020 id-u ATV RTRINEUIDICHRTEFTry bFvwSad 7T ILBMER SN
CCZHRLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHE T,

PBIS
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RELZPBIS N\wir—CAdo > O—Rd 2

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b— LR O )T b ZEITEIREICT 2
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—ILRV ) T hZETEA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R XA >ADSI KXYV MO—F—HRT7IELRAEET. AVE1—F2—% KX VIZEMT S
¥R %D Active Directory A—4'—7h o> FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—%—% Active Directory B X1 VIZEBMT 31EREZF OR A > 21— —TF, domain-
name (&, FX->®DNS& (example.com %Y) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERFLE T,

RXA Y XN=2w 7ORR  Delivery Controller #H T 3 ICiE. $TH VDA Y>> (Windows & Linux
VDA) TActive DirectoryllayEa—42—#72 U CHRBETT, PBISIC& > TSN/ Linux <
SUNRXAVICHEET B L ERBIBICIE. ROAT TV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAEE. COOXYRIFREDAD RX1>r OU 0EHRZzIRLET, SIMLTVLA
WEEIE. RARBREITIHRRRINE T,

I—H—BDER PAM ZEA L= PBIS O R XA > 1—H—DBENAIGENE S HEERT B ICIF. MaTIcHE
ALECEHBVWRXA > I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID ICx5 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > X =)L) ICEHET,

Flg4: siREFH e LT.NETS>Z 1 L6051 =)L

Linux VDA @ > X k—JLAfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE > TNET 5> 21 L6021 X —)LLET,

NET S>8214L4L6.001>X+—I)L#%. whichdotnet 7> RZRIFLTSVEALNIERELE T,

AR Y REAICESWT. NETSUEALDNAFUNRRERELEF T, fcr Z1E. a7 > REHHYaa/bb/dotnet
DA, /aa/bb #.NET N1 FUNRE LTHEALE T,

FIES5: Linux VDA )Xy r—J04 o >O—R

Citrix Virtual Apps and Desktops 47> O— RR—JICBEL £ 9, B%A/N— 3 >0 Citrix Virtual Apps
and Desktops # BRI L. Components =2 J v & LT, FABOD LinuXFr XA rJUE2—>3>VIcHIET 3
Linux VDA w4 —o% 4o >O0—RLET,

FE6: LinuxVDAD-1> 2 +—)L
FIg6a: LinuxVDAD-1> X =)L

RN & SiZ. Debian Package Manager ZEB L T LinuxVDAY 7 bz 721V ZAL—ILLET,
Ubuntu 20.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 054

sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 @ Debian {&k7=EFE—&:
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libgt5widgets5 >= 5.7~

ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36

ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2

libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-linux >= 2.34

gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacke® >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 o Debian #kzRE#—%:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5

libnss3-tools >= 2:3.35
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postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3

imagemagick >= 8:6.8.9.9

ufw >= 0.35

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—xorg-core >= 2:1.18
Xserver—-xorg-core << 2:1.19
x1l1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

F:

CON—=23>® Linux VDA THR—FINTWVWB LinuX T X JUEa2—>3 > Xorg DN—2 3 VIl
DWTI TP ZXTLEH) 28RBLTIETL,
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Fg6b: LinuxVDAD7 v FFL—R (X7 3Y)

BHO2N=23 2 LISRV U —-ZXDSBFEDAI VA =ILZ2T7 v TJL—RFTEEY,
sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
A

BEDOA YA M—ILETYyTIIL—RFTEL., [etc/xd|OTFICHIBRT 71 ILHBEESINET, 7vTY
L—RERITIBHEIC. BT T7INZENY I Ty TLTLIET W,

FIET: NVIDIAGRID RS N—D1>ZX k=)L

HDX 3D Pro Z&#c g3 iCid. NAN—NA1HF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA =L D
BERBDET,

REE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RSA/N=) Z4 >R b—)LLTHERT
BIClE. ROHAA FZBRL T T L

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHERT B3ICIE. RO—EHNAEFIEZERTLEY:

1. 7ZARVM B vy hEO Y INTWVWBR EZBBLE T,

2. NANR=NAHF—Da> bO—=)LIXRILT. GPUZ VM IZEIDYETET,
3. VM =g L £,

4. 7Z VM RSAN=ZVMIZAY R +—ILLET,

F)E 8: Linux VDA DO#&5K

NYr—=I04 YR b—)L&. ctxsetup.sh 27U 7 b%ERITL T, Linux VDA 28T 3 HRENHD FJ, DX
VT ME EEETSAICRIRZERAL. IRTOKEIVR—XVIDRA VI L—ILTATVBR A ERTh
£9, BEICIELT. WOTHIDRIVU S Z2BERITLTHREZEETETFT,

CORZVTHE FHTEMICABZLADS, FREEMICBHELEONZEZEAL TEHTRITTIEI, HfTd
BHEIC. ROOAIX Y REFRALTIDRIV T rDOANIILT=HEBLE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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HEICEEY 518K

RDELSICLT, BFICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEL SN

AVAL=IEBEEMLTZE0IC. BETHEFERALT. EYy TPy TRIVT N TRBEERZ AT T3V EIBET
FET, BEATHPIATIEEINTVRE, RTUTMMIE>TA—HF—IZBROANNERDZ A vt —IHEK
FREINBZEHBLLED, AV M—)LNIBEII) T RETEET,

HR— M IMBBRIBEHICIIRD LS BHOLHD 7!

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— R %&fERL T,
Delivery Controller 83523 e TEET, TIAILETIENICRESINTLED,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller DE&IZERT 3
Delivery Controller o2&k X1 >%& (FQDN) OZXR—IXYID O—BHNURETY, 1 DFIFEHK
DB R A1 VB FEIECNAME T4 U 7R %ZIBEEIT IHNELNHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTidR— K 80) %
R L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA #—E . Y>> DERBEICEHBLET. T7 4
IWETRYICRESTNTWVEY,

« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA#—E X Tld. v hT—IZEEHENS T
LDT77AT7 I 4—)LOBBEHFTINTVIHBELN DD £, LINUXVDARBIC. YRTLDT7AT7 I 4—
LWORBRR—b (FT74ILETIHR— b 80 BLUKR— b+ 1494) ZEIMTHRTIEd, TI7AILETIHY
ICRESNTLET,

« CTX_XDL_AD_INTEGRATION =1]2]|3]|4|5- Linux VDA ici%. Delivery Controller (=3¢ L THR3E
33791 Kerberos BRBENBETT, Kerberos #Bmid. AT LICA YA F—ILBELUBREHD
Active Directory &Y — LD SIBEL £9, RICKT. HR— TN TLS Active Directory #i& 755D
565, FHTZIHOZIBELET:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. s8H7%RY
ST74v o7V r—2 a3 ORBUERBICTBODD—EDIT ST v IT7 oI L—>aryro/O>
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T9, HDX3D Pro Z:#RLBE. VDA VDI FRIbw T (2 FlEvyay) E—REBICHERTN
9 (0FbD. CTX_XDL_VDI_MODE=Y t &b £7),

« CTX_XDL_VDI_MODE=Y |N-EBF27 by 7BREETI (VD) FRFEXFINZHETRI by
TREEFAOLEEE LTS VMM T 30 ERELET, HDX3D Pro BIETId. COTME Y ICRE
LET. 74U FTENICRESATOET,

o« CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP t—N—%&H L £ 7,
DNS oZ=&R=O—HILY A MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIE. TTIAILELT
IZ <none> [CREINTVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS #/8& L T LDAP #—N\—%#%
HL%Fd, DNSHLDAP H—E XL O—RFZERHBTETHWEEIZ. LDAP @ FQDN 8 & U LDAP R—+d
AR—ZARPOD—BHIEETEE T, fl: fadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IFIEEI N R X1 VRD
ZLDAP H—N—IZR—UYTE—RTIITVZEFTLET, KU —DO¥H X TLDAP H—N—D#My
D&, LINUXVDAIZXIZY ZHIFTFBOI TV EZRETLET, R—UVIJRHENLIVMEZEBRZ . &
wiayOdFUHNRBTZeHHBDET, LDFERELDAP VTV EBMICTRICIE. RXr>a> O
—3—T [YO—-NiAa&20J] #B#HICL. EEYSS LDAP R—+EST3268 Z8ELEY, COXH
& 772 b TIE<none> ICEREINTUVETY,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(f5l: DC=mycompany,DC=com) IZBEIN-RER—I=EALTLDAP #BaL %7, 1L RED
NT#—RVRAZHETBHIC. RERX—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COXEHIZ. T A TIE<none> ICREINTUVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Bir— X (FAS) H—/n\—i3. AD Y
W=TFRIU—ICLDBRINZET, LINuUXVDAIZAD JIL—TFRUS—%HR—KrLTWEHA, Kb
DiZ. EZ 00V TRYIGNEFASH—N—D—BZFEHTIET, >—7>RE ADITIL—-TRU>
—CTRELIEDBDLRALTHIBELNHDEFT, WITNH DT —N—T RLINHIRINTWVWIHEEIE.
ZOTH% <none> X WS XFHTEDHT, U—N—TRLXADIEFBIFEELFE A FASH—/1N—L
BHICBET BICIE. FASSH—N—THEETNTVWRR—rESE—RITIR—FESZEBMLTLES
Wo f5: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L W JO—Hh—T—
Y hH—ER (ctxvda) 29 R—+rTB3HEHDNET S>R21L6.0%1 VA M=ILTB/IXR, T+
L kDN RIZ/usr/bin TY,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TER T 3
GNOME. GNOME Classic. £7iZ MATE 7RV by JTHRIEBZEBEL T, EHERELAHAVWEXIC
T3L WEVDAICA YA R=ILTATWVWBR TR by IHERENET, Il BEAVXM—/ILEH
TW37T XU by 7H MATE ©iF&IE. ZTHEZ mate I(CRETIHELHD £,

ROFIEZRITLT, 4—7TybEydara1—F—-0OTRI by TRIGZEEISZEHTETEY:
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1. VDA ® SHOME/< 21— —&\> Fs LI rVIC.xsessionT7 71 IILEERL £ T,

2. .XSesSIonNZ7MIERELT. TARAMUEa—avIESWTITRI by JIBEBEEELE

ED
- MATE 7 X7 ~v 7 D56

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- GNOME Classic X7 kv D&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 7R 7 v 7 DigE

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 8= vbtyiara—H4—-T700 77MILOT7 I/t AEREXBELET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA  —EXHD'BIAI N B & S

ICTBNESHEBELET. TI7AILFTRYICRETNTVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7wy bR—b, T+

IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko TT7#I)L bDR—~F 7502 T

ED

MDOESICL T, RIREREREL. BRI T ERTLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
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export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo XY RIC-EF 7> a3V ZIBELTETL. FERTZHMLVS TILICBEEORBEEHZEL T, RIUDITE
LT #!/bin/bash #5233 L. RO ATV RO SBEZIZTINRIVT R T 7AIVEERTECLEBEDH L E T,

Frld. ROLSICLT, 1 DOOYY RTIRTDONTIA—F—ZIBET I N TEFET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \

CTX_XDL_SEARCH_BASE=search-base-set \
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CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E DHIR

SFVAICE>TdE LINuXVDA RNy —S% 704V R h=ILL7%BRWVWT, ctxsetup.sh X&) 7~ ic& > TiTH
NEEREELHIGRT S CHBBERDZIBEDHD £,

FATTBEIIC. ROAXY RZFERBLTIDORIV T ROANILT=BRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRY B

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:

CODRIVTZED, IRTOBRT — 2D T—2ZRX—ZXH 5HBREIN. Linux VDA Z#ETEH<AD X
ED

#mas

ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, AV —IILICIS—HMHRFIN. BRAOT 771
[tmp/xdl.configure.log ICEMBHNAEZIAENE T,

Linux VDAt —EX = Bigg L. EEZRMIEET,
LInuxXVDAY 7 b Iz 7D7 V1Y M=)

LInuxVDADA VXA F=ILEINTVBIHQESHERERBLIED. 1 VXA F=ILINTVWBINYT—SDN—-S 30 ER
RTBICIE. KOOV RERTLET,
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dpkg -1 xendesktopvda
<!--NeedCopy-->

HERTTAICIE. ROOAXYRERIFTLED,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINUXVDAY 7 bz 7 T4V M—=LICIE. ROOAY Y RZEITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

pE

LInuxVDAY 7 bDx 7% 7>A4 VX M=ILT 3. BE[IF SN PostgreSQL LUV Z DD T —
AHHBREINE T, L. LInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
THELVTOMDEKET BNy T —JIFHIBRINEE A

B b

DU a > Tl PostgreSQL Y. &kFET 2 /Ny 7 —JDHIBRAEICDOWTIFEBAL TLWEE A,

F)E9: XDPing #2179 3

sudo /opt/Citrix/VDA/bin/xdping%®EfTLT. Linux VDAIRIE TO—RHILEROMEEBERL
9, #L<IE ™DPings #28BLTLETL,

FE 10: Linux VDA 017
ctxsetup.sh X2 7 +%ZEAL T Linux VDA Z#EE L7 5. ROIY > R%EMERL T Linux VDA 241 L %
ED
Linux VDA 0iEs):
Linux VDAH#—E X EZEET 3 ICIE. ROV RERITLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA {1t :
Linux VDA —EX#ELTBICIE. ROOAY YV RERTLET:

sudo systemctl stop ctxvda
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sudo systemctl stop ctxhdx
<!--NeedCopy-->

pE
ctxvdas Lvctxhdxty—EX%EIET 5H1IC. service ctxmonitorservice stopadvy

RERTLTERY—EXT—EVEEFLELEFT,. ChERTLAVGE, BREY—EXTF—EVIEEFELELE
H—EXZEBEHLET,

Linux VDA 0 Eit2gh:

Linux VDA —EZX=BEEY 3Iid. ROIIY RERTLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDFER :
Linux VDA 4 —EXOERITREZ R T ZICIE. ROIATXY FEERTLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FE 11: Citrix Virtual Apps % 7-iZ Citrix Virtual Desktops T <> > h 4207 DIER

Y >h207%ER L. Linux VDA > > %&EINY 3 FIEIE. 1ERD Windows VDA TOFHELMTVET, C

DRARVERT T BHEDHBICOVWTH LI TR vh2O0J DRI LT T2 2ha0O07DEE] 28R
LTS W,

RDESIZ. Linux VDA R 22 B8 YL > A20O7 DERICIEWS DD 0FIEH % 5 7=, Windows VDA <2
ORI VAZOTDERFIRE RG B 2D HD KT

Nl

RL—=FTA VTP RATLICIE. RZBIRLET:
- RAMINBHETRI by TREETIOHBE. XILFEy>a> 08473y
- VDIERTRI by TEREETILDORE. 22 JLtyia>r 0847 ay
s LYY >A#O5 7T, LinuxVDAT > > Windows VDA XS Y EBEIEHRWVWTLIESI L,
7
Citrix Studio O UFI D /N —2 3 > IF,

lLinux OS] Y VWSERBEHR—FLTWVWEEBATL R 72
L. [Windows #+—/\—0S] # 7> a>#fid [H—/N—0S] # 7> a> % BERTZL. AEDKI LT
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NBZHET I My TEREETIHERNISEIRINE T, [(Windows 722~y 7 0S] # 7> 3> Efkid
[FZXO by 7 0S] 772 avaEIRTZE. IV CICE—2—H—DEREETILHBRNISEIRINF
3_0

B b

<> >ht Active Directory R X1 U SHBRINIBICBEBININIEEIE. 20X 0EIIYAZOY
DSHERL THSBEEBMT 3HENHD 9,

FJiE 12: Citrix Virtual Apps =713 Citrix Virtual Desktops TOF U /N\NU—2 )L— T DIER

FUNI—=TN—T%=fEB L. LinuxVDAT> > 2&ECI> > h20J%BMNY 3 FIEIE. Windows VDA <>
DHBELIFLALRILTY . CORRVEZRTTBAEDHBICOVWTEHLLIE TFUNU—=TIL—TDERMI &5
LTS,

LinuxVDA Y>> A2O7 28T TINY—JI—TZ2ER T 25EE. ROFADHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT I VICOG AV T35 ICBYICHER LTSI £7,
o BTN TVAWL (BER) A—H—0OJd 4 >ZsFa LBRVWTLIET U,
o« Windows Yo >8I ovhe00 %27 NI —FIL—TFTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZFICOWVWTEEL <&, TCitrix Virtual Apps and Desktops 7
22061 ZBBLTLIEE W,

Linux Virtual Delivery Agent for Debian OF#-1> X ~—JL

December 13, 2022
5E:

FRA A= IILDBEIE. BEA VAN EFRLTEZI VAN =—ILZ2T5 28O LET, BHE
AR M=ILISERB S NEHNTZREITTHRL, FEBICRHINTVWBFEFHI VA M—IILEDDBIS—%
WSS EDNTEET,

FIE1: Debianfor VDA %Z 1> X b— LT 3%
FlE la: &y b7 —IBEOER

Iy bT—UHDELLEGEIUBRINTVE I 2@BL T TV, e ziE. DNS #—/{—(3 Linux VDA
THERTZBELHD T,
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FlE 1b: KX FRDRHRE
IOVDRRAMEHERICELLIREIND L SICTBICIE. [etc/hosthame 77 1 ILEZXELTIYSVDHRR b
BDOAHETRLET,

hostname

Flg1c: RXREADIL—FNY I T RLROEIDHT
IV YDDNS RXAVBERLBMREX1>E (FQDN) AELKHBEINDI e 2BRBLET, CTORHITIF
|etc/hosts 7 7 1 ILORDITORIMD 2 DD ~JIZFQDN & RRX CBHEEFNZ L SICRELET:
127.0.0.1 hostname-fgdn hostname localhost
1
127.0.0.1 vda0l.example.com vda0l localhost
T71ILADHDOI> FUHS. hostname-fgdnZighostnamellxdt 33 DD BEEHIBRL £
P

Linux VDA (33R7E. NetBIOS BOIID#ETZHR—FLTVEEA, KX MEIF 15 XFURTH ZHEHL B
D&EJ,

E>b:

a~z. A~Z, 0~9. BLUNTTY () ODXFOHERLTLLRE W, 72H =237 (). AR=Z &L
VZDMDESIEEALBVTL IV, RAMEZHFTHRLIED. NTT2TRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZIZHBRINE T,

FE 1d: w2 B ORER

MROARYRET. RABHPELKRETNTWS CEZHBLEY !

hostname
<!--NeedCopy-->

CDIRVRICEST. DY VDT MEMRE X1 >F (FQDN) Tldi<. ZORILBDHADIBRINET,
ROOATY KT, BB R A VBN ELKERESNTVWE I EMRLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEMHRXAAVEADVRINET,
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FlE le: YILFFv X~ DNS 0L
T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTH 270, BRBROGRICFEEDVRET B55D
HOET,

mDNS #&E#IC T 3iCid. [etc/nsswitch.conf Z4HEEL T, UTOIT#EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

EE&:

hosts: files dns

FIE 1f: ZRifERE Y —E XEEAREM ORER
ROOARY KT, TEBH R XA VERMERTIZ . BXr> Oy kO—5—k Delivery Controller i 5
ping ICRENHBD e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBM R XA VEZFRTIHRV, FRIFIhS50TIYOVWTIHDS ping ICREDNBVEEIE. FIBZRER
LTHSRICEATLRRE L,

Flg 1g: BZEBOER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEE#IF TSI CIZEETY, RETY
Y2 LTLINUXVDAZRR F§2 L. BN RERICAZIEEDRET ZAEELABD T, LD >T UE—
DRALT—EXRZFERALTHZIZHIETZ e8I L EY,

chrony o1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—ra—4%—Xx LT [etc/chrony/chrony.conf Z/REEL. ROLSICEUE— b EZA LY —N—ICHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst
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—RARIRIZETIE. BEIEO—NIRXr>a> bO0—5—D5/EALET. 2 NTP 7=/l —N—D5EHIZIERE
HLEHA. FX1 D& Active Directory RXr >y bO—F—ICWHRT 3 —N—I> MU EBIMLET,

IW—=FNw o IP 7RLZA. localhost, /XT U woH—nN—0 *.pool.ntp.org T> hUKRY, —BIZH S E D
DY —N—FflEF =LY U EHRLET,

TEEZFELTHS. ROOATYY KT Chrony 7—E>%2BiEEL £

sudo systemctl restart chrony
<!--NeedCopy-->

FIg1h: Xvsr—J01>X =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIELi: VRS ~UZEML THEAKEFERFREI VI L—ILTDS

Debian 11.3 B &. /etc/apt/sources.list 7 7 r)Licdeb http://deb.debian.org/debian/
bullseye mainfrziBML 7,

Debian 10.9 B &. /etc/apt/sources.list 7 7 r)Licdeb http://deb.debian.org/debian/
oldstable mainfT&EMLET,

FIE 1j: PostgreSQL 1> +—JL

Linux VDA =R 9 3121%. Debian £iZ PostgreSQL B4 ETS:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE2: NAN—=NAHF—DEHF

HR—FINBNAN—NAHF—ETREIS > LT LINUXVDA 2T 388, WS ODDTEENNETY, &
BIB3ANTN—NAHF—DTSY R TA—LICEDET. ROEFEEITVET, RFPXLZILN—RKI 7T Linux <
UERITIZHEE. BEEIMEHD FHA,
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Citrix Hypervisor TORZIRHEIDIEE

Citrix Hypervisor O B ZIE A EED B BRIEE. T2 OZEREWK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHEEL £9, -tk NTP & Citrix Hypervisor OEAH Y X T LOREEEELLS T
BZCHREAEATY, PXTLOFEMOY —N—DRE L OREANMEDONZDEFHSICIE. & LinuX 7 DX
TLORENANTP LA TIHRENRDHD T, COBE. R MORLFERZEMNCTIHENHD T, HVM E
— R Tl EEIIRBREHD FHA,

Citrix VM Tools #'*-f ~ X k=)L T - #ERAEK Linux h—xILERITLTW3HE. Citrix Hypervisor OFZIE
HAMBED ZTE S 2 Sh . LINuXREBYS VATEMCHR > TVLWERHhESHhEERTEET !
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMBED B RIIC R > TWB oo, BT BIRENDHD £,
o 1-BZIFHBEEDEMICHE > TVET, CNULEDREIINEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIEHESHD £H Ao
BZIB RS EEN B MNIC R 2 TWVWBIBEIE. T71JILIC Tl CEIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COXEFEXELL. BEBBRDLFRITTZICI1E. [etc/sysctl.conf 77 1)L EHEEL T, ROITEEMLET:
xen.independent_wallclock = 1
CNSDEEEHBT 27D, ROLSICL T AT LZEEFHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVRIFLIZRLET,

Microsoft Hyper-V TOBZIERIDIEE

Hyper-V Linux &% —E X1 > X b—JL 3 hiz Linux RE<Y S > Tld. Hyper-V OBSZIEHA#KEEZ FR L TR
AARL—=TFTa VIO RTLDOEEZNBATEE T, Y XTLDORBZEBARETHEIFTTSICIE. NTPH—EX
CEDBICTOEEZBMCLED,

BEARL—T 1 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZzBEE7,
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2. Linux RETS YORET. [MEY—ER] Z#ERLET,
3. [BAZORHE] MBIRThTWB ezl LY,

pE
C D7 %EIE VMware & & U Citrix Hypervisor OB& 32740 £9, VMware & & U Citrix Hypervisor

TlE. NTP L OBREEEITZ-OICHR FOBZIFRRAEEMICL £9. Hyper-V 0RZIFEAIZ. NTP L #&F
L. NTP 0ORZIERZ#TET 2N TEE T,

ESX & & U ESXi TORKIRIDIEE

VMware OEZIFEHEEN B RIEE. ThENOERENK Linux RIEBT S > T NTP e N1 /N— /N1 —TRIE
PEELET, Chid. NTP ENAN—NAHF—DOEADS X TLOKEZRBLESETEZIEHREATY, ¥R
TLOEE MO —N\—ORE L OREBANRHDNZDERH<CICIE. & LINUX T DY X T LORBA NTP &R
Hy3HBEBNBDET, COBE. R NORZUFRBHEZENCTIHENRHBD XY,

VMware Tools % > X b —JL L 7= RETERAEN Linux H—ILERTL TV BRIEEIE. ROBREEZTVET,
1. vSphere Client #B= %9,
2. Linux (RIS VOREEHRELET,
. MRy TaNT«] FA4T7ATRYIRT, [#7>a>v] 277200y oLET,
4. [VMware Tools] #EIRL £7,
5. [##l] Ry RXT. (KRR R NERIZREE] Fxv IRy IRZFTICLET,

FIE 3: Linux{REE<>> (VM) %= Windows R X1 >IZE#N

Linux VDA IZ. Linux ¥ > % Active Directory (AD) RXAVIZEBIMT 2T £ EHAEEYR—MLET,

« Samba Winbind
Quest Authentication Service

« Centrify DirectControl
» SSSD
« PBIS
BIRLICHEDOFIBICEVE T,
P
Linux VDA @oO—AILTAHD Y rE ADD7HO Y FTRALI—HY—RFEFEATIE. Ty a v DiEEick
HIBehHDET,

Samba Winbind
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MEBRNYT—2DA VA h—)L & -ldE
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->

T OREEIC Winbind T—E %A TE3 L5193 ROIAT Y RT. I VEHEIC Winbind ¥ —%
UHBIAT AL S ICHER T IHREN DD £,

sudo systemctl enable winbind
<!--NeedCopy-->

i

winbindzxo U7 ks /etc/init.dichH3 e =HEELET,

Kerberos Ot JL— k21—t —r L Tletc/krb5.conf #RE. UTERELE T,
i
AD1>T75 RS UFvICEDWT Kerberos ##8R L £9, RDHZREIF. B—R X1V, B—T#LXE
TILEXNRELTWET,

[Tibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

Z Z < domain-dns-name /X5 X—%—(%, DNS kX >%& (example.com %#Y) T3, REALM &, AX
Fo Kerberos 4&i5% (EXAMPLE.COM %:¥Y) T3,
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Winbind :Z:E 018 [etc/samba/smb.conf 2=, AEREL £,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM OZ#D 7 1 —JLRKTY, REALM [ZAXZF®D Kerberos EIH& T,

nsswitch o [etc/nsswitch.conf ZFE. winbindzXko{FICEBMLET:

passwd: systemd winbind
group: systemd winbind

Windows R X1 >ADEM RXA>aAYbA—5—MRT7IEIEEET. AVE1—F2—% R X VIZEBINT 3
¥EBR % 45D Active Directory I —%'—7Hho ¥ b HYUETT !

sudo net ads join REALM -U user
<!--NeedCopy-->

C 2 TC. REALM I3AXFD Kerberos $B1HZ T, user i3V a1—4—% RXA VICBINT3EEEFT DR A
\/J—ﬁ——c\‘j—o

Winbind oF5h
sudo systemctl restart winbind

<!--NeedCopy-->

Winbind B PAM 0 X&oav > R%ER{TL T. [Winbind NT/Active Directory authentication] =+
723>t [Create homedirectoryonlogin] # 7> 3 A ERINTVWRLSICLET:

sudo pam-auth-update
<!--NeedCopy-->
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B>k

IOV RXAVICBMBADBEICOH WwinbindF—EVIIRTESGTET,

RXA Y XYN=>y TOFER  Delivery Controller #ER ¥ 3 C1d. Windows #7ziZ Linux (CBE#HR <. &
RTHOVDATY>>TActive Directoryicd>yEa—42—#72 0 CHBETY,

RDELSIC, Samba ® netads IV RERITLT. IV RAMVICBMLTVWAZ t 2BBELET:

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAYE2—F—FTI 0 MEREBRET ZICI1F. ROOAY VY R ERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos t#/ 02 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z 2R T BICI3.
ROAIY RICE > T Y X7 LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICBEMBF—HEFNATVSEC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBER1I—rDIEFITEFREAFEDOFICH L THEATESF—D—EHERR
INET, Kerberos Dkinitdv Y E%EETL. ChBDF—%2FEALT. IO YZRXr/>dY O—5—IC
STLUCERAEL £9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

RO VB EHBIIANFTIEETIXRENDBD LT, RILEE (5) 3. STIICEZBESHRIEMSOHICNY Y
25vva (\) TIRT—TIZHELRHD £T, RIEICK>TIE. DNS R X1 & Kerberos SBifiZ 24D
9, LIch > T HIdEEBEFERALET. COAIXYRBEINTR . HARKRRIINEE A

ROATY REFEALT. IV T7HIYRDTGT Fow b F vyl adnNi-C e #RRBLET:

sudo klist
<!--NeedCopy-->

MROARY RZFEALT. ISV T7AV Y MOFRZRELET:

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE  RDOELSIC. wbinfo vV —ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
CEBRLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 137



Linux Virtual Delivery Agent 2206

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRATVIEAD KX V& T, Kerberos $EIEZ TlddHh D £t A, bash > TILDBE. NV IRy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDET, COATVRICKD,
BINFEIIERERITAVvE—UHRINET,

Winbind PAM E2 a2 —/LAELKBRINTVWB 2B T 3ICIE. URIICERLEZ AR VWRXr>ya—H
—7ho> bEFERLTLINnUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

A

SSH OY Y RFZIELKETTBICIE. SSH OB TEICHEL TWB e ZzBRBLE T,

ROATYRT. id-u I Y RICE>TRINT UID I35 T 3 Kerberos BigiEHRF v v a7 71 ILAMER S
Nl xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI L 2BEL F
ER

klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome OV —I)LFHIEKDE OV —ILICEEOI A > T3E. AFOTAMERITTEET,. RXTVSMD
BB, TFIE6: Linux VDADA >R =)L) ICEHFET,
[
A—HY—BFICHEILTH. RXAVTATIYNTATA Y LI EICTRI MY THZRRTEIRWVWES.
SUEBEHLTERITLED,

Quest Authentication Service

FXA>aY bO—5—T0 Quest D#ER KDEMEIE. Quest Y 7 k7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWE L., BEEHENMISIN. Active Directorylcd>yEa
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—R8—F TV M EETEZ L ERIIRELTVETD,

LinuxXVDAX > VICR XA > aA—H—HOJF>TEBL51C95  Linux VDAY > THDX v 3 &L
TRIBEDNHIEZRAA D I—HF—IIXH LT, ROBEZITVET,

1. [Active Directory 2 —#%—r aA>vbEa—%—] BEI>Y—I)T. BHOI—H¥—-F7AHT> +D Active

Directory 2—#—07ONTr ZHI£J,

2. [Unix 7hH9>KR] 272 8RLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VGIDHES] . KEOR XA >A—H—JIL—TDJIL—TIDIZRELFT,

P

COFIEF. FX1r>a—H#—hA0>Y—)L. RDP. SSH. FiZzofto!) E— MUETO NI ZFERL
TAOJFVTEBLIICRET 3HEBELTT,

Linux VDA T? Quest DiExg

SELinux ;KUY —ERADEBE T 74/LbD RHELEETIX. SELinux AR£ICERINTVWES, COER
IC&D. Quest MEATZ Unix RAXAA>VYT Y EDIPCOXAZZILIZFH L. RXA>A—H—0OJF > %
EX R

COMBEREEYT 3 - DEMN LA EIG. SELinux OEMHK T, JL— k21— —2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=d1isabled
COTFICIFT VOBEHHNVETY

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinux R > —DBERAZEMICLIZRICBEEMICTS . IL—k
A—H—PEOMOO—HILI—H—TH>TH. BRICAVITIRINTLESHEMELNDBD T,

VAS 5 —E> DR RDLSIC Kerberos 77w COBEEHEBMICL T, TIMT3HRENH D 9, B (4
T7SAA5FY) I$EMICTIHVENHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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COORYRICK D, EHFERED 9B (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7+l ~OBEHAM
TH3 10KBEIDD 1REECEDET, Fry COBMBMNPESICEVWS XTLTIE. KDNEWMEZZON
5X—Q—LC%EL§3—0

PAM & & TF NSS R, HDX %. su. ssh. RDP B @2t —ERXZN LI R X >aA—F—nOd 4>
ZEMICTBICIE. ROOATY RZEEITLTPAM & NSS ZF#HTHER L 7!
sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Kk X1 >AD&i Quest vastooladvwy KEMAL T, Linux ¥ >% Active Directory K X
VICBMSEEY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>Ea—%—% Active Directory R X1 VICIBINY 21ERZF OABRDOR AV I—H—TT,
domain-nameld. KX-1>® DNS%E (example.com #¥) T,

RXAYXYN—=>y FORER  Delivery Controller #ER 9 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
RTHOVDAY> > TActive DirectorylildyEa—4—#7Y U bHABETY, Questick>TEMS
NI LiNUX I UDRXA VICHEET D CZRRBTBICIE. ROAY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAXAAVIZBIMLTVWBREEIE. RXTVBNRINET, IOV R XL VIZEBMLTLWAWESE. UT
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—REE DR PAM ZfER L7 Quest ® K X1 > A —H —OREDATRED E S D2 R T 2113, LETICHE
BLECEHBWRAS Y I—H—FHT Y ERALT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 140



Linux Virtual Delivery Agent 2206

ROOATYRT. id-u I Y RICE>TRI N UID ICx5T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAY Y KT, Kerberos EiiEHRF* v v aDF 7y bHAEM T, BHRTINTIZBVWI L 2B LET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RXBIMOMERE. TFIEG6: LinuxVDADA YA =)L) ICEAZFT,

Centrify DirectControl
Windows K X >A®&mM Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify ®adjoindv > REMEAL T, Linux Y>> % Active Directory K X1 >V ICIBML F7:

Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NT X—4—|%, > Ea—%2—% Active Directory R X VIZIEBINY 21ERZHFDOERD Active Directory
RXA>a1—%—T7, domain-name /X5 X—4—d. Linux Y>> %BIT S K X1 > DERITT,

RXA Y XYN=>y FOFER  Delivery Controller #R ¥ 3 iCid. Windows F7-1% Linux (CBE#HR <. &
ARTH VDA ¥ > T Active Directory iCaA>Ea—2—4 7220 bABETT, Centrify ickDiBIMI Nt
LINUX YV YDIR XA VICTFET D Z2BRT RIS ROIYY REETLET:

SU =

adinfo
<!--NeedCopy-->

Joined to domain Eh'ETH 5 Z & £. CentrifyDC mode T connected HiEE N3t #HBL £ 7,
CentrifyDC mode #* starting ® £ £ L AWEEIE. Centrify 754 7> MY —N—C OBEHROBE. 7=
BB ORI EEL TVET,

REFEATIE. SOEENLGS AT LBRCZHBREZNETIET,
adinfo --sysinfo all

adinfo --diag
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<!--NeedCopy-->

T X F4 Active Directory 5K U Kerberos f—ER e &2 T A M LE T,

adinfo --test
<!--NeedCopy-->

RXA >BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEAHFT,

SSSD

Kerberos Ot Kerberos #41 > b—JLT3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #1833 cix. [etc/krb5.conf Z/L— & LTRSE. NSX—2—%HBELFT,
A
AD 1> T73Z S0 FvICEDIWT Kerberos Z##pi L 9. RDRBREIF. B—RFXI> B—T4LE
TILENRELTWVET,

[Tibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn

kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns-name = REALM

ZZTcdomain-dns—-name/t3 X—4—ld. DNS R X1 >%& (example.com %¥) TY. REALM I3, AXF
® Kerberos 4i5% (EXAMPLE.COM % Y) T,

RX12ic8md2 SSSD ##m L T. Active Directory# ID Z7ON1 4 —& & UREED Kerberos &
LTHEALET, 7272, SSSD TlE. RXTUBMETRTLD keytab 7 7 1 IILOERBICETZAD DU S 7
v RBEENMREINTUVWERA. KD, adclic realmd. £#xlESambazERATE £,
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pE
Dt a>TlE. adclirSambalcEd3BHROAERMELET,
o adcli ZFERLTRAMVICEBMTZIEEIE. ROFIEZEITLET:

1. adclizr>X+—JLLET,

sudo apt-get install adcli
<!--NeedCopy—-->

2. adcliTRXIVIZBmMLES,
REFALTHVWS ZT L keytab 7 71 ILEHIBRL. RXAUIZBMIEES,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXIVICYI UHEBINT 3#EBHIH S R X1 >1—%—T9, hosthame-fqdn (3. T2E R
XA VBERDIS VDRAREZTY,

-H#+ 7> a>ik. adclisd Linux VDA TH#EZ% host/hostname-fgdn@REALM r LW 5 F= T SPN %
T BDICHETT,

3. YRFT L0 Keytab 2R L £,

sudo klist -ketavw>rERTLT. PXTLOD keytab 771 ILHBMERINTVE Z E ERERLF
ED

EF—DEALRZYTH. IVVDRRXAVICBMLIERZE—RT 2D ZREL £,
s SambazFEAL TRXIVIZBMT 3HBEIE. ROFIEEZETLET:

1. Ry7—2%1A2X—ILLET,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. Sambaz#BEL %7,
|etc/samba/smb.conf =&, KERELZF T,
[global]
workgroup =WORKGROUP
security = ADS

realm =REALM
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client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP (&, REALM ORAID 7+ —JL R TY, REALM 3 AXF D Kerberos Eif& T9 .
3. SambaTRrRXrVIZBMLET,

RXA>OAY bO—F—HT7IEXAEET, AV Ea—42—% R XA VIJBINY 31#ER%=#D> Windows 77
DY BB ETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM (3 AXE®D Kerberos $BI& T. user g a—4—% R XA VIDEBIMT 31ER%ZFD
KXo >a1—H—TT,

SSSD oty b7y MEBNYT—TDA VR M—ILETIFER:
B SSSD BLUHEENY T —I DA Y I b—ILTATVWRWSEE, 1Y XA M—ILLES,

sudo apt-get install sssd
<!--NeedCopy-->

N T—=IHBEICA YA —ILENTVWBIEE. EMI3czE8OLFET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

:

Ubuntu o1 > X b= 7O X & T7 #JL F TEHHIC nsswitch.conf 5LV PAM OJ 1> ES a2 —
WL £,

SSSD m#ErK SSSD 7 —E > % iRET BH1IC. SSSD BROEENMKRETY, SSSD O—ED/N— 3 > Tla.
|etc/sssd/sssd.conf B 7 7 1 ILIET 7 4L b TIEA VA R=ILENBEWVWED. FEITHERTIHELHD £,
root £ LT [etc/sssd/sssd.conf = {Em 2 h VT, REREL X

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]

id_provider = ad
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access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime is
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
A

[dap_id_mapping & true IZ&RE I 1 576, SSSD BiaH Windows SID % Unix UID IcvvE>Y I L&
T RELBWEA. Active Directoryh POSIX#RZRETI 5L 3ICTRIHRENDH D £3, PAM
H—E X (ctxhdx) & ad_gpo_map_remote_interactive ICEBMINE T,

Z ¢ domain-dns-name /X5 X —% —(%. DNS R X1 >& (example.com 7% ¥) T9, REALM I&.
AXZF D Kerberos $83% (EXAMPLE.COM #Y) TY, NetBIOS KX+ > E%EHT 270 DEMHIFHD
Ft Ao

BREEICDOVWTEHLLIE sssd.conf 8L U'sssd-adicBis % man R—SEEBLTLLRLET L,

SSSD F—EX T BT 7 1 ILICFHEESGNDERDADRESN TV ILENHD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—EOfEE KOOV RZE{TLT. SSSD 7—EVZEHL. Y VORBFICHT—EV 28T
TBLIICLET,
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sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 5 X< > R%ERTLT. [SSS authentication] + 7> 3> [Create home directory on
login] # 7> a3 hBIRENTVWRESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryildyEa—4—F7J o bHARETY,

e adcliZFERLTRXM Y ANy TEERT 38413, sudo adcli info domain-dns-
namedv Y RERFTL TR XA UEHRERTLET,

e SambaZ AL TRXA Y AYN—2y TEBERT 3B, sudo net ads testjoindvwyk
ERTLTIIDIUNRXIVIZBMLTVWS e 2B L. sudo net ads infoavx>R%EERFLT
BMORXA>ELVPAVE1—E—F TV MEBRERRLE T,

Kerberos #/ 02 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z L 2R T BICI3.
ROAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERARF—DEFEFATWVSC
CEHERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBER1M—rDOIEITEFREAFEDOEFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERITFL. ThBDF—%2FEALT. IVVERXIYAY FO—5—IC
LU CERAEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVEBLERBIIANFETIEETZHELNHD ET, RIS () IF. PTIICLBBSHMIZH < OICNYY
Z25vyva () TIXT—TIB3HERHD 9, BEICK>TIE. DNS RX1>&H Kerberos i ¥ 24D
£9, Leho T, H9EEREFERLET, COOAXYRDRINTR . BAOERTRINEEA.
ROOATY REFEALT. IOV T7HOY D TGCT ¥ vy oadni-l e eMBLET:

sudo klist
<!--NeedCopy-->
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I—H - SSSD . T—EVTHEERAZT AT ZAT VRS IV Y—IILzZRRHLEEA. PAME
HTOHTT TETET,

SSSD PAM £2 a—LAELKBHEINTVB L ZRBY B ICIE. URNICERALIEI ARV A > 21—H—
THhoY rEELTLiInuXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—4—o klist 7> RTRENS Kerberos 74w FHAELL . BRYNTIZAWVWI E ZREBLET,
JL—hr1—H—¢ LT, 8RO id-u ATV RTRINEUIDICHRTEFTry b vwSad 7T ILBMER SN
CeEERLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBIMORE
Ri&. TFIE6: Linux VDA DA >R k=)L) ICEHE T,

PBIS

MNERPBIS Nvir—>rA T O0—RTA

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X h— LRI )T b &ZFEITAIREICT 2
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—LRV ) T hEETEA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R X1 YADEM RXA>YAYbO-5—A7IEXTET, AYE1—F2—% RXTVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user (3. J>¥Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name &, RX->® DNSE& (example.com #¥) TY,

#: Bash#F7x)LbD> )l LTHRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash v > REZRITLE T,

RX1 Y XN=2y 7ORER  Delivery Controller #R 3 3 I1C1E&. R TH VDA T > (Windows & Linux
VDA) TActive Directoryicd>Ea—42—3*7J ¥ FHBETT, PBISIC& > TEMINT Linux ¥
SUBNRXAVICEET B 2BRT BRI ROOATY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVIZBMLTWSIZEE. COIRYRFIFREDAD X1 OU offREERLEFT. SMLTLA
WEEIE. RRAMEBRIDPREINET,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNICfE
BLECEHBWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIX Y RICE>TRINT UID ICx3i5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAYYRT. By araE&TLET,

exit
<!--NeedCopy-->

FXA>BMOMERE. TFIEG6: Linux VDADA > b—)L1 IEHFT,

FlE4: siRFH L LT.NET 5042 1L6.0Z 1> =)L

Linux VDA @-r > X b—JLAIIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICHE > TNET 5> 21 L6021 X b—ILLET,

NET S5>414L4L6.0 01> b—)L#. whichdotnet IY> RERITFLTS YA LNIERELET,

ARV REAICESWT. NETSUEZALDONAFIUNIERELE T, Iz 2iE. O< > REAH/aa/bb/dotnet
Diga. /aa/bb Z#.NET NAFUNIELTHEALED,
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FIES: LinuxVDANvr—> o485 >yO0—R

Citrix Virtual Apps and Desktops 47> O0— RR—JICBEIL £ 9, #%H/N—2 3 > @ Citrix Virtual Apps
and Desktops Z/ER L. Components 22 U v o LT, BAFOD LinuUXTr A UEa2—>aVICHIET S
LinuxVDA Xy —2% 4o >O0—RLET,

FE 6: LinuxVDAD1>ZX +—JL
FIg6a: LinuxVDAD1>X =)L

RO &SI, Debian Package Manager ZEA L T LinuxVDAY 7 bz 7%2 1 YA ~—ILLET,

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 0 #kFREF—&:

postgresql >= 13
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,53~
libmspack0 >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5,5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0
libimlib2 >= 1.5.1
<!--NeedCopy-->

Debian 10.9 0 #kFREF—&:
libgt5widgets5 >= 5,5~
ibus >= 1.5
postgresql >= 11

libpostgresql-jdbc-java >= 42.2
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openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~
<!--NeedCopy-->

i

CON—=23>® LiInux VDA THR—FINTWVS Linux 7 A bUEa—>3 > Xorg D/N—2 3 VI
DWTIE T RTLEH) Z28RBLTLIET L,

FIE 6b: LinuxVDAD 7y 75 L—kK (7> 3y)

BHD2N=U3 2V LTISRUVU—XDSBEEDAI YA M—=ILET v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

i

BEQA YA M—ILETYyIIL—RTIL. [etc/xdlDTFICHZBRT 7LD EEBSINET, 7y TS
L—RERTIBEIC. BT T71INZNY I Ty TLTLIET W,

FIET: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro Zz&#c g3 iCid. NAN—NAHF—2 VDATZ VICNVIDIAGRID RSAN—%1>ZA+=ILT D
BELRDBD XY,

BEE D /N /X— /N1 B —(Z NVIDIA GRID Virtual GPU Manager (RX RS A4/N—) AV b—LLTHERT
BICIE. MDA FZBRL T ZT L

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV
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NVIDIAGRID #ZX VM RSAN—% A YA b—ILLTHERT B3ICIZ. RO—MEHNAEFIEZERITLEY:

1. 7ZARVM B vy DY INTWVWBR 2B LE T,

2. NANR=NAHF—Da> bO—=)LIXRILT. GPUZ VM IZEIDYETET,
3. VWM ziEFHL F7,

4, FRAEVM RSAN—ZVMIZCA VA +—=ILLF T,

F|i& 8: Linux VDA DO#Er{

NYr—=I04 YR b—)L#. ctxsetup.sh 2271 7 b%ERITL T, Linux VDA 28T 3HRENHD EFJT, DX
UM BEETSHIICIRIEZEAL. IRTOKEIVR—RVEBRA VI E—ILEINTWVWE A BRI
£9, BEICIHELT. WOTHIDRIV UM Z2BEERITLTHREZZEETTET,

CORZVTZHE FETEMICEZLALS. FREEMICEBELELRZEZERAL TEHTRITTITEI. Hif7d
BEIIC. ROOAYY REFRALTIDRIVTRDOANIILTE=HERBELE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

EEICEEYT 518K

ROKSICLT, BEICEET3FHERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEDE AeE bt 134

A= %ZBELTZ7-HIC. BETHEFEALT. Ev b7 Y TRV TR THREBERZA SO I UEEET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
FRINBIEHBLLED, AV M—LNIBEII) TR ETEET,

HR— FTNBRIBETHICIIRD LS BHOLH D £7:
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%EfERL T,
Delivery Controller 838925 eHTEET, T I M TIENICREINTUVE T,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D&RIZFERAT 3
Delivery Controller o5E2fEti K X1 >%& (FQDN) ORR—IXRXND D—BHUETT, 1D F i3
DREBHFR XA VBFRIECNAME T U7X EIB8ETIHNELHD XY,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—k (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,
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+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA ## —E X3, Y>> OEBEICEIBLET, T 7+
LETRYICRESTNTWLED,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IZEZEHENS T
LT 7AT7 74— LOBBEHAIINTVIBRELN DD £Y, LINUXVDARIC. PRTFLDT 71T T4+ —
WORBBRR—F (FTT7AIETRAR—F 80 BLUKR— bk 1494) ZEBHMTHMTE X T, 774 LTIRY
ICRETNTULET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller (=34 L TERsE
T 57 Kerberos AR ENNETT, Kerberos #miid. X TLICA VR —ILELTERESHD
Active Directory &Y —ILH5IEEL £, RISRT. Y R— TN TW3 Active Directory e A0
S5t FRTZIHOZIBELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro Bt R— kI h & ¥, Thid. 8H%RY
ST4vIF7 TV r—o a3 oRBUERBICTBODO—EDIT ST v I 7oL L—>ayTo/O8
TY, HDX3D Pro Z:#iRL c356. VDARVDIFRO Ly T (2 Tty ay) E—REICERSH
9 (0Fb. CTX_XDL_VDI_MODE=Y &b %7),

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by FBREETI (VD) £F@RIALINBZHEBETRI by
TREETIDOELES L LTRI VZBRT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEd, 774N PTENICERESNTULED,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA |Z. DNS #{#ERA L T LDAP r—N—% B L £,
DNS oZER*O— ALY MMIHIPRT 3iCid. DNSH 1 FRBEIEELEF T, COXEHIL. TT74ILELT
¥ <none> [CEHREINTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA . DNS #B& L T LDAP y—/\—%1%
HLEF, DNSHLDAP H—E XL O—RFZRHETIHWVIEEIE. LDAP @ FQDN & & U LDAP R— @
AR—ARTOO—BHEIEETE£J, fl: Nadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— &S % 38993 &, Linux VDA IZIEEINT R X1 VRD
ZLDAP H—N—IZR—V VI E—RTIIVZETLET, RUZ—DOHH X TLDAP H—N—D#HH'y
DOFE. LINuXVDA I X IZY Z#MIFFBOI TV ERITLET, R—V Y IJRBAMNLIWVMEZBRZ L. &
wia YOI F VKRBT B IeHHBD Y. LDEREGELDAP TV EBMICTBICIE. RXr>a> O
—>—7T [JOo—NIhaod] zBML. BETS LDAP R—+rEST 3268 #8EL T, COEH
& T7 4 b TIE <none> [CHREINTUWET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) IZREINIRBER—XEZFEALTLDAP ZB&L 7, 7L BRERD
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NTA—RVAZHETBDIC. BEX—IZEBETET T (fi: OU=VDI,DC=mycompany,DC=com),
COEHE. T I+ ETIE<none> [CREINTWVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Bir— X (FAS) H—/n\—ix. AD &
W—=TFRI—ICELDBRINET, LINuXVDAIZAD JIL—TFRUS—%HR—rLTWEEHA, Kb
DiZ. EZ 20V TCRYIGNFASH—N—D—BZFERATIET, >—7>VRE ADITIL—-TRUS>
—THRELIEHBDLALTHIBELNHDET, WINHDH—N—F7 RL IDHIBFEINTULWBREEIE.
ZOTH% <none> X WS XFHTEDT. U—N—TRLADIEHFBIFEELFHE A, FASH—/1N—C
BNCBETBICIE. FASH—N—THEEINTVRZR—rESL—HRIZR—+rFESEBML TS
W f5: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Y hH—ER (ctxvda) 9 R—+rFTB3HHDDNET S>RZ1L6.0%A VA M=ILTB/IXR, T+
JL kDN RIZ/usr/bin TY,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3> THERT 3
GNOME. GNOME Classic. £7cIZ MATE TRV by JIREBEZIBEL T, EHERELAVWEFXIC
T3 WEVDAICA YR M—ILETNTWVWBRTRI by IHERINET, 7L REIVIM—ILEN
TW37TRT hy7H MATE OF&IE. B#HEZ mate ICRETIHENHD £T,

ROFEZRTLT 4~y bty a > id—H¥—07RI0 My SRIBEZEFITZCDHTEET !
1. VDA ® SHOME/< 2—#—RK\> Fs LI bUIC.xsessionT7 71 ILEERL T,

2. .XsessionZ7aIERELT. T4 RAMJE2a—aVICETVWTTRI by TIEEZIEELF
ED

- MATE 7 X7 +v 7 DigE

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- GNOME Classic X7 ~v 70iBE

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- GNOME 77 kv 7Dig&

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi
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3. 82— vbtEyiara—H4—T700 77 MILOT7 I/t AERELBLET,

o CTX_XDL_START_SERVICE=Y | N - Linux VDA D= TEIC Linux VDA H—E XA BB INh3 LS
ICTBDESIHEIRELET, TIANLTIFYICERESTNTVWE D,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—b, TT7+
I EDOR—KZ 7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET37dDR— ko TT7#IL bDR—~F 7502 T
ED

MDESICL T, RIEEHEREL. BRIV T+ ERITLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'
export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo YV RIC-EF T a3V ZIBELTEGTL. FERTBHMLVS TILICEEORBEEHZEL T, RUOTE
LT #!/bin/bash Z:2RL. RO ATV RO SBEZIZTINRIV TR T 7AILEERTECLEBEDH L F T,
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Frld. RDELSICLT 1 DOOXR YR TIRTDNTA—E—ZIBET DN TEET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \

CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BREZEDOHIFR

SFUFICE>TIE LINUXVDA RNy —S% 7214 X —=ILLAWT. ctxsetup.sh X7 U F Mk >TiTH
NIRRT ERHIR T CCHARBERZHEDHHD £9,

AT BRUC. ROOAVY Y REFALTIDRI VT ROANILT=RERBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFRY BICid:
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:

CORIVTZED, IRTOEBRT — 2D T —2ZRX—ZXH 5HBREIN. Linux VDA Z#ETEH<AD X
ED

BROs

ctxsetup.sh & &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICIS—HRRIN, RO 771
[tmp/xdl.configure.log ICBMBEHRNZ T AENE T,

Linux VDA —EXZBE#HL. EEERBMIEET,

LinuxVDAY 7+ 7071 YR =)L
LInuxVDABRAL > XA F—=ILETNTWVWBHESIHEERBLIED, 1A M=ILINTVBINRNYT—SDON—JarER
RIBICIE. ROOAT YV RERITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

HERTTAICIE. XA RERITLED,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINUXVDAY 7 bz 7 T7VA YA M=LICIE. ROOAIY Y RZEERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

A

LInuxVDAY 7 bD 727>V M=ILT 3. BE[IF 5N PostgreSQL B LUV Z DD T —
AHHBREINET, 772l LinuXVDA D1 > X h—IL&DHEIICEY 7w FE . PostgreSQL /N /ir—
THELVTOMDEKET BN T —JIFHIBRINEE A

b

DU a> Tl PostgreSQL Y. kFET 2 /Ny 7 —JDHIBRAEICDOWTIFEBEL TULWEE A,

FIE 9: XDPing 017

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMNLEROMEERERL
79, L <& ™XDPings #8RBLTLETL,
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F|ig 10: Linux VDA ©0=x17

ctxsetup.sh X7 ) 7+ ERAL T LiInuX VDA Z R L5, RO R%EMEAL T Linux VDA ZHIffIL %
ER

Linux VDA 0icE):
Linux VDA 4 —E X #2813 3 ICid. ROV RERTLET:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDAH#—EZXEELLTBICIE. ROV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvdads &tctxhdxty—EX%EIET ZHiIC. service ctxmonitorservice stopdvy
FEETLTERY—EXT—EVZELLEFT, ChZzEFTLAVGE. BERY—EIT—EVIELLE
H—EXzEEHLET,
Linux VDA 0 FiE#):
Linux VDA H—EXzBE#d 3ICId. ROOATYY FZETLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T BICIF. KOOIV RERITLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->
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FIJiE 11: Citrix Virtual Apps % 7-iZ Citrix Virtual Desktops T <> > h420O05 DIER

Yo rAZOJ %R L. Linux VDA > > %8BI 2FIEIE. kD Windows VDA TOAZEEMTVET, C
DRARVERTITBHEDHBPICOVWTHLCIR, TR vh2O0J DRI LT T2 0haO07DEE] 28R
LTLES W,

RDE SIS Linux VDA Y2 > 2B Y AZ 0T DIERICIEV L 2D 0#4h % 5 7. Windows VDA <2
ORI VAZOTDERFIRE RGZRDHD KT

o ARL—=FT a4V RTLICIE. REFERLET:
- RRALINBEETRI MY TBREETILDEBE. IIILFEY 3> 0S AT 3y
- VDIERTRI by TEREETILOHE. 220ty a> 0S4 ay
e ALV YAHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEHRWVWTLET WL,
A
Citrix Studio o Lgid/N— 3 ik TLINnUXOS) tWSBEEHR—FLTWEHATL R 27
L. [Windows 4—/\— OS] # 7> 3> Ffid [H—N—0S] #F>a>%=BIRT3. AZEDRI S
NB3EETIXI by TREETILABERNISGERINE T, (Windows 7 X7 v 7 0S] # 7> a>Exiid

[TROLwTOS] #7232 %EIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE
ED

7 N

< oht Active Directory R X U SHIBRSINIRICBEEBMINISEEIE. 20X yEII Y A4207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIJE 12: Citrix Virtual Apps =712 Citrix Virtual Desktops TO 5 U /N\NU =2 )L—TFDIER

FUNY—=FIL—T=fEB L. LinuxVDAX > >2&ELI>rAH20J%BMY 3 FIEIF. Windows VDA 7>
DHZELIREALRLTY . COFRIVEZRTTBHEDHRBICOVWTEHELCIF. TTUNI =T IIL—T DRI 25
LTSSV,

Linux VDAY >hand =z &8 T UNI —JIL—TZERT 3581F. ROBHAHHD £
¢ BRTSZAD A—H—ELUTIL—T%, LInUXVDAR I UICOJF Y TE2LSICEDICERLTE T X7,

o BTN TLAWL (BER) 2—H—0OJF > EHFALEVWTLIET L,
e Windows Yo > 8T >hEO0%2 T UNI—FIL—TFTREESERVWTLLLEI L,

ROoAZOTELCTINI =TI —TFOERFZEICOWVWTE L <&, TCitrix Virtual Apps and Desktops 7
22061 ZBRLTLLETE L,
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Citrix DaaS Standard for Azure < Linux VDA % {Ef{

June 22, 2023

Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure O &#F) TR XA
VBIL B XA VIESBMO™EA D Linux VDA ZER L T. Microsoft Azure h5EBD TN RICRET7 ) H&
MRETRI by TEEETI £, s¥L < I Citrix DaaS Standard for Azurey Z8BL T3,

HR—FTNTLBLINUXTFA X RJE2— 3y

RO LINUX T ARUE2—>a Vg ofgEE S R— L TWVWET:

« RHEL 8.2
« Ubuntu 20.04
« Ubuntu 18.04

FIE

Citrix Daa$S Standard for Azure T Linux VDA Z{ER 3 3ICId. XOFIEEZETLET:

1. Azure TRREZ—AI X—SHEH LT
pE
Linux VDA 0 BEEH&EEE#FRAL T, VI F VI 7OBEBEHRERT S a2—ILT3cHTEET,
ChEITSICIE. YREZ—10 X—T E0 etc/xdl/mcs/mcs_local_setting.reg 7 71 JLIca<Y > RS
1UEEBEMLET,
e ZIE. ROOAR VY RSA V% BIMTETXT .
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
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Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) Azure T. Y R—FrINTWVWBETs A MUEa2—> 32D Linux RS U ZERL 7
b) BEIZISL T, LinuXREIS VICT A My TBEZAI VI M=ILLED,

c) Co{RETS T, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@OFIBICE>TNET 5> 21 L6021 ~—ILLET,

d) (Ubuntu o B & ® &) /etc/network/interfaces” 7 « JL ICsource /[etc/
network/interfaces.d/*{TZEML T,

e) (Ubuntu o £ & 0 #) /etc/resolv.confT/run/systemd/resolve/stub-
resolv.confTid#< /run/systemd/resolve/resolv.conf#igEL%T:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) LinuxVDARXws—S% 1Y b—ILLE T,

g) /etc/xdl/mcs/mcs.conf OEHEETEL £F, mcs.conf#m 7 71 J/LiCiE. MCS & Linux VDA
ERETIHDOEHMNEENTVET,
b o
dns THIFIBE LAWVWTLIZI U,
IO VAZAT DIERKICEN A A TERIFST VA LZA THEIRT 2551, VDI_MODE=Y
ERELET,

h) /opt/Citrix/VDA/sbin/deploymcs.shzx®{TL£7,

i) Azure TIREY> Y ERIE (R7EBIDLETHIR) LET. [TARIODIIIKR—F 20Uv oL
T, HOREIS VZERTBEODIRAZ—A AXA—JE LTHERATE3REBN—FTr X2 (VHD)
771D SASURL ZERL £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 160


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2206

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk
P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
B Activity log | 3600
fa Access control (IAM)
] Tags
Settings

& Configuration
Encryption
3 Disk Export
' Properties
8 Locks

4 Export template

Support + troubleshooting

2 MNew support request

) (T2 ay) RRE—AX=UTIN—TRIS—%#BELET, ctxregy—ILaFERLTIIL—
TRIVS—HERETETET, ezl Roa< > Rid. PDFEIRIO PDF 2= N—H%)L ) V2 —%
BENMER T Z R —ZBMILET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. Azure h5IXZ—A X—=SHAVR—MLET,

a) [BE] dyrar—krns6. Bl [RREZ—1X—=] 2BEALET. T X7LTIiCid. Citrix
PRETIIREZ—AA—J8 BB LUVA VR— b LIcA X—JH—BRRINET,
EVh: COY—ERDBEBETITAETADIFLALIF. BE Ay aR— R BRI v akh—
RTEEINE T, RO HE20O5 % EmM#%E. Citrix Cloud ict - > > LT [Managed Desktops]
T—EXZERT B, BB Ay aRh— RAEFNICEELET.
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l:@ Master Images X

¢ Build Image + Import Image

v rowerea v

b) [ X—%A4>R—F 200w o LET,

c) Azure TERL7=VHD 77 7ILD SASURLZANALET, YREZ—A X—COFEEL LT [Linux]
ZEIRLE T,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
() Windows

(@) Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) Y4 HF—RDIERICKDN. YREZ—AX—SFEAVR—LLET,

3. X haOT=ERLET,

[BE] Hy2aR-—RIZTIERL. [(AEOT 2RI B] 20 Vv I LET. XL VAZOTZEHRT B
ETIF. ERTHERLEIYRZ—AIA—JZBIRLE Y,

A

NAZ—AA=J LTHERINBZRETS VICIF. SSH £7I3 RDP ZALTF7IEX T3 ET
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FFHA. RETIVICTIERTSICIE. Azure Portal o> U 7)La>y —IL=EARL T,

Machine Creation Services (MCS) %R L 7= Linux (R28< > > OER

January 12,2024

YR—FINTVBTAAJEa2—23 >

Winbind SSSD
Debian 11.3, [y (A
Debian 10.9
RHEL 8.4. RHEL =48 (AINY-3
8.2
RHEL 7.9. [Fn =4
Cent0S 7.9
SUSE 15.3. SUSE W lFn
15.2
Ubuntu 20.04. [qA &L

Ubuntu 18.04

HR—EEINBZNAN—/)NTH—

« AWS

« Citrix Hypervisor
+ GCP

+ Microsoft Azure
+ Nutanix AHV

» VMware vSphere

Centrify

(RIN}-4

L

&Ly

ATV

ARV

PBIS

Ly

(=49

&L

(=49}

&Ly

HR—EPHWETIEBOWNAN—NAF—TIREZ—A X2 EHE LLS5 TR, FHLAVEEIEETZ

BHDET,

MCS = &R L 7= Linux RE8< > > DIERL
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A

Citrix Virtual Apps and Desktops 72003 h5 Citrix Virtual Apps and Desktops 72112 % <. Microsoft
Azure. AWS. & U GCP T Linux VDA 2R 93 C ki, Citrix DaaS (IB# Citrix Virtual Apps and
Desktops #f—E X)) TOHFR—FINTUWE LT, 2203 U U —X &, Citrix DaaS ¢ Citrix Virtual
Apps and Desktops OEAD N 5D/NT w950 RTLINUXVDAZRZX LTI ET, Chon/xT1
w05 RKRR MMEG% Citrix Virtual Apps and Desktops BRIRIBICIBINT 3B&1E. N1 T U v RIE
MM ZADMETT, NA TV REFZAEYRTOVWTIE. MBITe bL—RT7v T (TTU) &Nt
Uy RIER 2BBRL TSIV,

MCS 2R L TREY > Y ZER T 5358 X7 XAZILT—N—RBHR—rThEtA,.

MCS TER I e < > % Windows R XA VIZBME € 3 70IC PBIS £7:1& Centrify Z#ERA L TL 315
Bl RDER TV ZETL T T

e FYTL—kwrrT. fetc/xdl/mcs/mcs.confT 7 JLIC PBIS &7zi& Centrify /X o —
DA YO—RNNZAERET BM. PBIS £7:1& Centrify Nwr—S%#HEA VA R—=ILLET,

« Jopt/Citrix/VDA/sbin/deploymcs.shxx®179 %80, MCS TER I NI TMDOTA
TOIIVIIRHTRIEIAABELUVNRT— ROty MERZFOABEM (OU) ZERLFT,

« Jopt/Citrix/VDA/sbin/deploymcs.shD=ETH4ET Lz, MCS TERI Nz >
= HBiRET 3a01C. BEICIS LT Delivery Controller %7z1& Citrix Cloud Connector Tklist
-11 Ox3e4 purgerxEIfTL%7.

(Nutanix 050 #&) FIE1: Nutanix AHV 75451 >0+ > X b—)L & &$F

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops IBigIC TS5
VEAVIM=ILLTERLET, 2L <l Nutanix #7R— ~R—%)LIC#% 3 Nutanix Acropolis MCS 75451
YDAV AL=ILAA RZERLTLIETWL,

FlE1a: > 7L = X Delivery Controller §® NutanixAHV 7551 >% 1> X b—JLLTEEETS  Citrix
Virtual Apps and Desktops %1 > X k—JL L #z#%. [XD MCS AHV Plugin] #*3%iR L T Delivery Controller
ICARAM=LLETS,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

FI)E 1b: 57 1 Delivery Controller B Nutanix AHV 75451 %1V X b—J)LLTEETS  Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLL EF, CitrixCloud 7+ ~cE
BINTWBFTARTO Citrix Cloud Connector IZF S 71 >% 1> A —)LLET, AHV AL TUY —ZADIBFR
ICH—ER%RMT ZFETH. Citrix Cloud Connector &3¢ 3 HENRH D £ 7,

FlElc: 7571221 AM—ILLIE. ROFIEZRITTS

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB =B L &
ER

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl1.0.0.0"aY>krE#2TLET,

« 7> 7L = X0 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #HiEg# 3 3h. Citrix Cloud Connector T Citrix RemoteHCLServer Service #EBiEs L

Nutanix AHV 75541 > %14 > X =)L 72I$EHH § % & Fd. Citrix Host. Citrix Broker, £& U
Machine Creation Services #EE L THSBRHTI 2 HEHOHLE T,

FlIE2: R MEGZEERT S

ZDtU> 3Tk Azure, AWS, GCP. Nutanix AHV. & &0 VMware vSphere AMKRR MEGHETER T 3
BHEICDOWTHIALET:
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Citrix Studio TD Azure ADKRX T 1 >V TIELGDVER

Citrix Studio TD AWS ADKRX T« > F1EL5DIERK

Citrix Studio T?D GCP ADKRR T 1 >V T1ELGTDVER

Citrix Studio T? Nutanix ADRRX T 1 > TIEGDIER

Citrix Studio T® VMware ADKRR T« > TG DIER

Citrix Studio TD Azure ADHRR T 1 VT 1EGDIER

1. Citrix Cloud o Citrix Studio T. [#m] > [KRX b] > IEHH LTV Y — DB DIBICEIRL T, Azure
ANDEGEIERL £95

(Cloudsdsite]

hitps://management azure.com/

Refresh

Help

2. #EGOEEY LT [Microsoft Azure] Z3#iRL £7,

Studio Connection

() Use an existing Connection

I azure =

Connection
‘ (®) Create a new Conngeti
Details | :
i | Connection type: I Microsoft® Azure™ - ]
Region
Network Azure environment: !Azure Global - ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Cther tools

3. Azure AT DB TRV T3> ID e EGEZENNILED,
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

W LWERD R ERAVICKRRINE T,

8 Citrix Studio
File Action View Help

5 znE BE

B Defvery Groups + [ Type Acdress State
& Applications
[= Policies
[# Logging
v &> Configuration
£ Administrators
(5 Controllers
= Hostine

4. lica  Add Connection and Resources
View >
Refresh

Help

Citrix Studio TD AWS ADRR T 1 > TG DI/ER

1. Citrix Cloud o Citrix Studio T. [#m] > KX F] > BEGE LU Y —XDEM] DIEICERL T, AWS
ANDEGEERL X9,
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File Action

Y|

2. #EHGoEEr LT [Amazon EC2] #:|IRL 9,

Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|'|

| awsec2

@ Create a new Connection

Cannection type: | Amazon EC2

Your cloud administrater should provide the following information.

Import keys file: -Browsr_.. Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back  he Cancel
B [ o |

3. AWS7hAU Y b®D APl F— e WBEFXF—ZANDL. EGRBRZANILET,
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~Add Connection and Resources

Studio Connection

_ Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

——r Connection type: | Amazon EC2 |v|

Sy Your cloud administrator should provide the following information.

Import keys file: FRLTE Use a file to automatically enter

APl key and Secret key.

APl key: | |

Secret key: | |
) Learn about user permissions

Connection name: | Example: MyConnection |

APl *—370tXF¥—ID T, MBEF—3>—I Ly bT7IEIF—TY, TNLEIE. 7I/EIF—RTE
RBEINET, P—IL v bTPIOERF—ZHRLIIGEIE. 7IOEXF—ZHRLTHOT7 IR+ —% 1
BRTEEYo PIVERF—ZEHT BICIE. ROFIEZRTLET:

a) AWWSH—ERICHr>1>LET,

b) IDB&LUT7IERER (IAM) IV —ILICBEIL T,

) EloFES—> 3> R1 2T, [Users] ZREIRLET,

d) WERI—F—%FRLTFICZRIO—JLLT. [Security credentials] % 7%#RL 7,

e) FicxoO—J)LLT. [Create accesskey] #0Uw o LEd. HLLWI1 Y RUNEETET,
)

f) [Download .csvfile] 2 wo L. 77ERE—%2REBIBFRICRIELE TS

LWEGH R ERAVICRTTINET,

& Citrix Studio (Cloudsdisite)
carch

https://ec).us-east-2amazonaws.com

<

& m=0o)H0

@ gime o

N

vvvvv

TeIza
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Citrix Studio T® GCP ADHK X7+ Y JEHDER Google Cloud Platform {RA8{¢IEHEICEHE T GCP 1B
BEEY b7y TLTHS. ROFIEZRITLT GCP ADKRR MEGIZERLE T,

1. Citrix Cloud o Citrix Studio . [#m] > KX k] > [EGE LT Y —20iEH] OIEISERL T, GCP
NOEGEIERL T

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYHIIG]

Q seart
[ .
T3 Machine Catalogs Name L Type Address
o .
G’?ﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications

Policies

Logging (Preview)

ISl

Administrators (Preview,

Click an item to view the details.

0

Hosting

2. EH0EEC LT [Google Cloud Platform] %##IRL £,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform v ‘

4 summary Service account ID:

Zone name: l GCP vy l
Connection name; ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() othertools

3. GCP 7 ATV FOH—ERTHAD Y bE—ZAVR—bFL. BEEZANNILET,
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
A /
HLWEGHRA MRS VICRTRINE T,

Citrix Cloud

Virtual Apps and Desktops Service

Overview [RVELELIEEG Monitor

Search

7 £

Machine Catalogs

Zo

Delivery Groups

3

Applications

Policies

el

Logging (Preview)

LQ@ Administrators (Preview)

0

Hosting

Add Connection and Resources

Name 4

GCP

GCP1

Click an item to view the details.

Citrix Studio Td Nutanix ADERI T« > TG DVER

Type Address

Google Cloud Platform  https//cloud.goagle.com

1. #> 7L = 20 Delivery Controller &%, # > 7L = 2@ Citrix Studio T [#mRK] > KX ] >
EGEE LU Y —20BIN] DIEIERLFT, 757 R Delivery Controller ®i5&1&. Citrix Cloud
® Web X—2Z @ Studio >V —ILT [BE] > [FR+] > BEHSLTUY—I0EMN] OIEISERL.
Nutanix N1 N—=NAHF—~ADEFHZERL T,

2. BECUY—XDBM7«F—RD [EH] R—I T, #508Er LT [Nutanix AHV] Z3#RL. N1/
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—NAF—DT7 R LR ERBR. BHEOBZAZEELEFT, [RYy hT—0] R=I T, RRTFos>»J2A=y

boxy bT—0%FRLET,

fee zid. > 7L = 2o Citrix Studio TIHRD & SICHD £7:

Add Connection and Resources

Studio Network

Name for these resources:

I

The name helps identify the storage and network combination associated with the

+ Connection

Network connection.

Summary Select one or more networks for the virtual machines to use:
[] | Name
[[]  INTERNAL_1
O wm

7= ziE. Citrix Cloud @ Web X—Xx® Studio >V —ILTIXRD L SICHD £ !

Add Connection and Resources

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV N
3  Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name; My Resource Location ~

Connection name:

Create virtual machines using:
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3[Ry b T—] R=IT RRATA42T1Zv DRy b T—U%ERLET,

Citrix Studio T® VMware ADRR T« > L5 DVER

1. vSphere I®i%IC vCenter Server Z1 > X k—JLL 9, ##L<IE. TVMware vSphere; Z28RBL T

é L\O

2. Citrix Studio T, [#m] > [FX r] > EHRS LT Y —0EM] DIEIZERL T, VMware vSphere
ANDEGEIER LT,

§8 Citrix Stus

dio (Cloudxdsite]
h

3. #EHmo@EHEL LT [VMware vSphere] %#&#RL %9,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

| (®) Create a new Connection

Storage Management | :
: Connection type: I [ WMware vSphere ® - ] |

Storage Selection

v Connection address: | Example: https./vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel

4, VMware 7ho > bD#EGi 7 KL X (vCenter Server ® URL). 2—H—E/NXXT— K, BLVIEHGEZ%E
ANILETD,
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Add Connection and Resources

Studio Connection

) Use an existing Connection

RanConnection -
Connection
®) Create a new Connection
Storage Management

: Connection type: ’ VMware vSphere ® - ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

) Other tools

Back _ =k | Cancel

FLWEGH R FRAVICRTINET,

& Citrix Studio
File Action View Help
L AN N 7]

&3 Citrix Studiio (site)

FIE3: YRZ—A A= DERH

(Citrix Hypervisor 0150 #) FlE 3a: Citrix VM Tools =1 > X ~—JL$ 3% xe CLI £#IZ XenCenter
EERATEEHIC. RET> > IIcTF >y FL— MM A CitrixVM Tools #1 2 h—ILLE T, TDYV—
WA b=IlENTVRWVWE, REAISYONT =V ZADMET I3 H@RMEDH 0 9, V—ILBBIThiE,
ROVWTNHEITTITFEA:

o RETIVEELLYyy rE DY, BEEE)., F/l3—RELET 2.
o XenCenter TZDREI VDINT #—I VAT —RERTYT %o
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o RITHDIREYS V%EBTTS XenMotion%fER).
o RFw Ty bEREIABVEZALRAFTY T3yt (FzvoHRA4>b) ZEHLEED. XRFv T3

3.

v hZERTLIEDT B,
E{THRO Linux R8< > > D vCPU 0¥z HET 3,

. RO Y RERITL T, guest-tools.iso & W5 &#iD Citrix VM Tools #X 7> L &9,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

ROIAIY RERITLT, LinuxFTo R hUEa—YavicESwixe-guest-utilitiesnNyir—
DA YAL—ILLET,

RHEL/Cent0S 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

SUSE D155

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

XenCenter @ [£f&] 27 T. Y7L — MRETS > ORELREEZEZL £, Citrix VM Tools A'1IE
LLAYAR=ILTNTWVWBREGE, RELDOREIZ [RBLEA] cBDET,

(Azure. AWS. GCP 0i£4) FIE 3b: Ubuntu 18.04 AiC cloud-init z#&m 33

1.

RIET S Y DBEB X 2IIFLLRHC VDA R FRZHERFTBICIE ROOAR P ZRITLET !

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )LD system_info £ > 3 VO FICRDTHH 2 e #HBLET:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
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<!--NeedCopy-->
2. AWS TMCS MMER LRI VICSSH Z2FERALTYE— 7 7ERT3HBE. CNSORETI VICF
—ENTRYFEINTVWAEWESD, NRAT—RRHAZEMDCLET . BEICIHSL TROBEZERITLES,

« cloud-init#m7 71 Jl/etc/cloud/cloud.cfg ##EEL £, ssh_pwauth: true THEHET
3R LET, set-password [T RDITHEET 3HEIF. TDOITEEBRTZH. OXV %
EBmMLE7,

users:
- default
<!--NeedCopy-->

e cloud=initic&>oTERENI=T 74/ b1—H—ec2-userFidubuntuzERT 3548
&, passwdadY Y REFHALTA—HY—NAT—RELEETIET, HLLUNZXT—REZRLT.
MCS BMER L TefRIEET S IO 1 > TR SICFERTESLS5ICLET,

« /etc/ssh/sshd_configTZ 7ML= RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

771 E®REL. sudo service sshd restartav>rERITLET,
Flg3c: 7o 7L —MMREYIVICLINUXVDA Xy T —S% 1V XA R=ILT3
7
REERTHFOVDAZT > TL— MYV LTHERT3ICIE. COFIEZEEL FT,
To7FL—MRETS VIZLINUXVDA Xy ir—2% 4 Y X —=)LE 3H0C. .NET S22 1 L6.0%1 >+
—JILLET,
FRALTWS LInuXFr XA UE2—>3> 28I ROV REETL T, Linux VDA ORIRZ Y 7w
L&,
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

P
RHEL & Uf CentOS 035 4&. EHIC Linux VDA =1 > X b—JL L Tdeploymcs.shxR{T9 3Hilc.

EPELURS b EA YR b—=)LLFET, EPEL @1 > X b—ILAEIC DWW T, https://docs.fedoraproje
ct.org/en-US/epel/ DA% SR L T LT L,

Ubuntu/Debian 054
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sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 0ig4:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIg3d: VR rUEFBMCLTtdb-tools X\ —2 %4> 2 ~—JLF% RHELT H—/N\—0iF&:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—0X7—2 3> 055!

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIg 3e: (SUSE T) ntfs-3g Z2F#H T > A ~h—JILgS SUSE 75w b7 +—LIliE. ntfs-3g RT3 UK
ShUBBDFERA, V—ROA—REAT>O—KL. OAYNTILL. ntfs-3g 2FFHTT VA —ILLET:

1. GNU Compiler Collection (GCC) aA¥ XA F>ZATFTLE make Xy —SHA VI M—)LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o=4do>O—RLET,
3. ntfs-3g Xwr—CERBELET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4, ntfs-3g Xy T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 1> h—JLLET:

./configure
make

make install
<!--NeedCopy-->
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Flg3f: MCSHERT7 71 ILERET S
1. /Jetc/xdl/mcs/mcs.conTOEHETEL T,

o BXAVIEBMSFIADHE

KX YVIEBMDLFUATIE. /etc/xdl/mecs/mcs.confhEHzRIEEDF FICT B\
BEICIGC TUTOEHZEETIET !

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

Bk
Jetc/xd1l/mcs/mcs.confdAD_INTEGRATIONZ %L, 77 #JL FTlEWinbind
ICRESNTWET, T7A4IMEIE. RXTVIESMSFUAICIIRELEFE A,

o RXAVEMEHLFTUFDIHE

Jetc/xdl/mcs/mcs.confOEHEZTEL EF.mcs.confEmT 71 ILICIZ.MCS & Linux
VDA ZRET B T-DDEHAEENTUVE T, BEICIGL TERETTI3EHIRDEHDTT:

- Use_Existing_Configurations_Of_Current_VDA: JRERTH®D VDA OEE
@ AD BEE#R 7 7 1L (Jetc/krb5.conf. /etc/sssd.conf. & & t¥/etc/samba/smb.conf)
ZERATINESIHERELEFT. YICERET DL MCS THER TSV OEHT 7
TIIE. RERTHOVDADBR 7 71 ILEBL 7 71IILICARD £9, 25 L. dnsE#k
CAD_INTEGRATIONZE#HZEBH T I2HMENHD T, T 74 MEIEN TT, Thik. MCS
PMER LISV EDBR 7 7MUY REZ—A A= LOBET Y L — MILK>TRESINS
CEEEKRLET,

- dns: EDNSH—N—DIP7RLZAZHRELET, RK4 DD DNSH—N—%ERETT X7,

- NTP_SERVER: NTPH—N—0DIP 7RLZZRELFT. FICHEEDOHWVWRED, ThiFRFX
A>a2>r0—-5—DIP7RLXTY,

- WORKGROUP: O—=2J)L—7F&%. AD TH#H L7 NetBIOS 8 (KXF&/IZWXFZKXH) ICF
ELET, RELABIFE. MCSIETYI VDRI MEBDOERICHLS RXMVEDOERZT—2
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FIN—TFRBe LTERALET, L ziE. ¥> > 7Aho> H userl.lvda.citrix.com 054,
D—9)—FRE LT Citrix PELWERTH B ICHHHH 5. MCS id lvda #EHT 3 C
CICBDET, T—UTIN—TRBEELLERETDELSICLTLIETL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #7i& Centrify #88E L £¥, Linux ¥«
ZAhVEa—>3 YOI MYy IR MSCHYR—bT2RXAUBMAEICOVWTIE. ZD:E
HD MHR—rINTVWETrAMUE2—>3> ) ZBBLTIEIVL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (|B%f Centrify Express) /N\wio—o
AU VO—RTREODNAERELET, CDfEiE. AD_INTEGRATIONZ##* Centrify
ICRE LIBSICOAFEMCAED £9,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xy —C#4o>O0—R7
310D ERELET, COfEIE. AD_INTEGRATIONZ#H % Centrify IC8RE L 2BAIC
DHBEICHED T,

- PBIS_DOWNLOAD_PATH: PBISNy s —2% 4D O—- R 3HDNAZRELET, C
DOfEid. AD_INTEGRATIONZ#%Z PBIS ICRE LB BICOAFBEMICHRD £7,

- UPDATE_MACHINE_PW: o> 7hOYbONRT—REFHOBIUEEMEIZERICL
T, LK. ROV THI Y RDONZAT—ROEHEBEI #BBL T,

- X® Linux VDA #8Z#:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y| N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

mcs.confofle LT UTFORI -2 ay b EBBLTLRETL:
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. /opt/Citrix/VDA/sbin/deploymcs.shxR{TL£J,

3. FYFL—hrIIYT, AV RIa V% [etc/xdl/mcs/mcs_local_setting.regurrilL
ICEBMLT. REBERLIXMVEZEREIIERLET, COBRMEICE>T. MCSTFOE 3 =Z>Jdh
eI VEBRETAILVICT—RERENRDONABVLSICLET,

/etc/xdl/mcs/mcs_Tlocal_setting.regZ7 71 ILO&TIE. LI X M UEERE EISEH
FBHOIATVRETT,

feezid. RoEFhghoav>R>r>% /etc/xdl/mcs/mcs_local_setting.reg7z 7+
JUIZIEML T, LR MVEZEREFIZEMTETET:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v

"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy—-->

FIE3g: YAX— X—UHEERT S
1. Jopt/Citrix/VDA/sbin/deploymcs.shxaE{TL%3,

2. FERTHOVDAZTF YL —MREYSVELTERLTWVWAHEIR. COFIEZRFy FLTLLEDS
W) TV FL— MRSV ET. BRTY L — b EEHL T ERINIETARTOREY S Y EOBET
3/etc/krb5.confZ7-IL. /Jetc/samba/smb.conf7 7. &V /etc/sssd/sssd
.conf771ILEHREIAIXLET,

Winbind 2—% -4, /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&kor/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—brZ2EHLET,

SSSD a—#—mig4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xd1l/mcs/sssd_krb5
.conf.tmpl. 8&tt/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+r%=EHLET,

Centrify 2—%—mB4&. /etc/xdl/mcs/centrify_krb5.conf.tmpls&tf/etc/xdl/
mcs/centrify_smb.conf.tmplF>7L—+%EHLET,

A
FUTL— b T FAILTHERINTVREEZEORREFEF L. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN % ¥ DZ#h=ERE L T RET W,

3. FAIBNTUYIISURICEDE YRE—ARXA—JDRTFTv T3y b2ERL TERIZMITE Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 181



Linux Virtual Delivery Agent 2206

« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) F> 7L — MrRETI VIZT T
T—=—2a>uHAVAM=IL, TYTL—MREIIVES vy Y RETIVLET, YAZ—AX—=TD
AFv T3y b EERLTREIZMITET,

« (Azure ©BE) TV SL—MMREXI T IV r—>ayEA4 > =)L L. Azure Portal TF
DTIL—RREIOVES Yy REUYLET, TUTL— MRETYS VOERREN. [Stopped
(deallocated)] ICAE>TWBZrZHBLES, CCTUY—RINL—TDOERIERZTEWVWTLE
TW, AZUre TYRA—A X—CZRETBRICEFIBETT,

*» Comnect P Start @ Reciz W Siop | @ Capture =D Move @ Delete ) Refresh

Resource group (change) Computer name

mes rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vcpus, 8 GB memory)

Subscription (change)

Subscmit\:r\ 1D

« (AWS DI58) TV TL—MMREIIVICTIUr—>ayz14 > =)L L. AWS EC2 Portal
TTY7L—hRETS>ZS vy ATV LET, TYTL—MREII DO VX Z 2 KRR
H. [Stopped] ICH->TWB I ZMBLET, T 7L —MrETYS >EEHEIY vo L. [Image]
> [Create Image] Z#ERL £9., BBICLLCTEREANSNIL. REZTVLE T, [Create Image]
Z0UvILET,

Create Image X

Instance ID  (j) i-011€
Image name (i)
Image description  (j
No reboot  (j)

Instance Volumes

Volume . . . Delete on
D - Si GIB] - . Th hput SN Ei ted
Type eylce Snapshot (i u.je[ ) Volume Type (i) 10PS (i Ko Pu Termination nrcryp =
a i i = = (MBIs) (i) a ()]
Root Idevisdal ggap- 40 ,G'enera\ Purpose SSD ("grpi) v| 120/3000 N/A < Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Nl Create Image

« (Nutanix ©#8) Nutanix AHV T, 7> 7L —MREITS Y ZS vy FEOYLET, YRXE—A
X=CDRFTyv T ay b EERLTREIZEMITE T,

pE
Citrix Virtual Apps and Desktops TR 3 iciE. Acropolis 2F+v 7> 3w k&% TXD_]
THBOZBERHD £9, BBICHL T, Acropolis >V —ILEFERLTRFTyIoayv o
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BRIEEELET, XFv7ay bORFEIZEELLLS. AZOJERV s —RZBEHL
T, EBficN—BZEIRLE Y,

FIg4: 2> >h207DIER

Citrix Studio ©. ¥>>h42O07 %K L. HE2OJICERT3REYS Y OHEIBELET, ¥ rh4200%
B 2LTlF. YRAA—AXA—CEBRLET, UTOHZSBL T I

Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk. snapshot, or VHD to use as the
master image for all machines in this catalog.

s If you select a VHD attached to a VM, the VM must be stopped.

= Make sure the selected master image has a Citrix VDA installed,

* Introduction

¥ Operating System

v Machine M . 0Donlseethe resource group you want?
achine Management

Master Image b [&]jc-WestUs2 ~
b (@] LinuxvDA
Storage and License Ty...
Virtual Machines & Azure-1604_0sDisk_1_0b3977596c1447909bf42373ac0c6a05
Resource Groups Eazure-cllent_DsDisk_'l_Seekd35a6d?44{199ﬁ4502f8d63&33
8 azure-de_OsDisk_1_f0472c978ebad26bb0d03c0f92869267

Metwork Cards

&= Azure-jT7_OsDisk_1_adf0f65861d447a5bad066c6632a812¢
SEetes A= & Azure-jejc77_OsDisk_1_echeddBd75e74bb08150c8e4d837254e
Domain Credentials & Azure-jerhel7T_OsDisk_1_685abfc0Sedc4fdBacac2b2Be36d9e04 o
Summary & Asure-jerheld_OsDisk_1_51a0c329a2349¢e8c7d30e 52648034
@ Select the minimum functional level for this 7.6 [or newer) -
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

o | D [ o
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

: Select a snapshot (or a virtual machine):
# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Surnmary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

Nutanix BE® [AYTF] R=I T, BT TL—MREIIDVICHELLEIYTFEBERLEY, [YX42—
ARXR=D] R=TJT AX=TPODRFv T3y bzBBRLET, RETI V] XR—I T &/ CPU 0 RE
CPU b pa7#=mBL %9,
pE 2
Delivery Controller to <> > h 204 DR 7O XICH7% D OEEHH MB35 EIE. Nutanix Prism (2
%8 L. Preparation) ¥ LWSEEHNHWIS Y DEREFHNTAVICLET, CO7FO—Fid. 1B
7Ot Rz DDICRILBEE T,

BREIZH L THDOEBR I X EZRITLET, 5L <Id. TStudio TOY > > H 205 ORI Z2BBL T I L,

FIES: TUN)=TI—T DR

FUNY=FI—=TE. WL DOD DI VAZOTHEREIRLIEYS U EIIL—THULEHDTT, EN5DIY
VEFRATIZ A -, TOA—H—ICRHEITZ 7TV —2 a3 LU TRI MYy TEIBELE T, #L<
& T UNU =T IIL—TDER #BBLTLETL,
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MCS % fEF L 7z Linux VDA O E#

MCS %R L T Linux VDA 2 E# 9 3ICid. ROFIBZRITLET:
1. Linux VDA #8ED ) ) —RICEFH T B80S, NETSEA1L6.0NRI VI —ILETNTVWR e 2m@RL
TLETEL,
2. 77L—btT> T LiINnUXVDAZEHL 9!
E:
Linux VDA 0 B8IEfieEx EAL T, VI b 7OBBEHE AT P2 —ILTE58DHTEET,
CNEITSICIE. T TL— T2y o ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R

SAVEEBMLET,
T ZIE ROOAR Y RSA V% BIMTE Y !

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL 7 5&£ U CentOS 7 0355

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 155

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

SUSE 084

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 18.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
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<!--NeedCopy-->

Ubuntu 20.04 054

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

3. /Jetc/xdl/mcs/mcs.confr/etc/xdl/mcs/mcs_Tlocal_setting.regzimeEL £7,

4, FLWRFv T ay b EERLE T,

5. Citrix Studio THLWRF v Foayv b ERIRL, IO UHRO00%2FHLET, EYVUNBHTZET

FRLET, YO VeFHTHEHLAVTIRTIL,

NIV TATY EONRT—ROEHZEHK

ROVTAIEDNRAT—RIE. T LTI >HZ20O00 DERME 30 B TEMEIRTINICAED £9, /VX

J— ROBMHEEEMNICL. IOV THIVRDODNRT—ROEFZ#BEENILTBICIZ. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17#i1IZ. /etc/xdl/mcs/mces.confickp T > ~UEBIML &

ERS

UPDATE_MACHINE_PW="enabled"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # =47#. /etc/cron.d/mcs_update_password_cronjob % 5
WTEMORZCBEZRELE T, T 74 MDORETIE. IV TAHUY FONZT— 2 EERER.

Fai 2B 30 DICEFRLE I

EIDVTHIY FDONRRT—ROEH%E. Delivery Controller DF 7y b v v a B EMICHD, ROITZ—

H/var/log/xdl/jproxy.log ICRRENBZ e hHD £

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:

Checksum failed)

IS—%EET3ICIE. EENICFry bEv v a%BELET, TRTO Delivery Controller F7zid kX1 >

IhO=5—TFvv2aDI)—2TvIEAIZRTPa—ILTEET,

MCS H'ERE L 7cfk#8 < > > T FAS ZHB3h1k
RDTA AP E2—23 > TRITINS MCS TR LIREBT S VT FAS ZBMICTEI £ 7.

Winbind SSSD Centrify PBIS

RHEL 8 [EL ATV ARV &Ly
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Winbind

RHEL7. CentOS7 gw

Ubuntu 20.04. &L
Ubuntu 18.04

Debian 11.3, [qA
Debian 10.9

SUSE 15.3 30
SUSE 15.2 [Fn

SSSD

&L

(AYAY-4

ATV

ATV

ATV

Centrify

ARV

ARV

ARV

ARV

(AR

TYTL—MREERI VY TRRAZ—A XA—CZHEET B SICFAS ZBICT 3

1. )L—+ CAGERREZ 1 Y R— L& T,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

2. ctxfascfg.sh #R{TL £7,

3. /Jetc/xdl/mcs/mcs.conficEHERELET,

A

Jetc/xdl/mcs/mcs.confIiChBAIRTOERZZELET. CNESOTHIIRETS D

L <&, Tctxfascfg.sh =171 #8BL TSI,

EHEICHUVHINSTH T,

a) Use_Existing_Configurations_Of_Current_VDAnfE% YICRELFT,
b) FAS_LISTZ#% FASH—N—7RL X (FLIZEHRDFASH—N—TRLR) ICRELET,
BEHOT7RLAEEZIOVTRYID, PRLAEZ—EF5|EFTHAZES (ffl: FAS_LIST="'<

FAS_SERVER_FQDN> ; <FAS_SERVER_FQDN>"),

c) VDI_MODE# Y. BEICISL THOEHREREL 7,

4, 20) 7k /opt/Citrix/VDA/sbin/deploymcs.shx={TL £,

MCS HMER L 7efR#8 <> > T FAS ZBMICT 3

BIRDESICTYTL— IV TFAS BAEMICHE > TLAEWESIF. MCS TERINRIREYS Y TFAS %8

MCTEET,

MCS HMERE L 7=(R#E< > > TFAS ZBMICT BICId. RERETLET:

1. Jetc/xdl/mcs/mcs.conf DEHEREL £,

PBIS

&Ly

ARV

ATV

(AT

(A4
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pE
Jetc/xdl/mcs/mcs.conficBBLRINTOEHREZRELEF T, CN5DOTHIFRET VD
EFRFICFVOHINS DT,

a) Use_Existing_Configurations_Of_Current_VDAoDfE% YICRELFT,
b) FAS_LISTZ#% FASH—N—7RLRICHRELET,
c¢) VDI_MODE# Y. %BICISL THOTHEZREL T,

2. L—b CAGEAEZ 1V R—bLE T,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. Jopt/Citrix/VDA/sbin/ctxfascfg.shXo U FbaRTLET, s#L <&, lctxfascfg.sh
DEIT] ZBRLTIIETL,

Citrix Provisioning %/ L 7z Linux {R¥E8< > > O1ER

September 5, 2022

ZC Tl Linux 2=y bFNRA RO )=V FICDOWTHBL £ T, COHEERFERT 5. Citrix Virtual
Apps and Desktops IRIE TH#Z Linux RET RV by 72 7O a=>JTEET,

HR—FINTUWB LINUXTA AU E2—2 a3 IdROEED T,

« Ubuntu 20.04
Ubuntu 18.04
« RHEL 8.4
RHEL 7.9
SUSE 15.2
SUSE 15.3

BE.

« Citrix_Provisioning_2206.1iso® Citrix Provisioning Zf7al8E7 7 T ILICE £ N3 &
HIV—IDAYRA =Ny T—2%ERTE2 8D LET, FATS Linux T X MUEa
=2V LNy r—S%FRALET, Linux A MU -T2k 2109 UEEERY 3
IZl&. Citrix Provisioning #—/\— 2109 LIEHNHBETT,

« Citrix Provisioning ZffA L T Linux 2—4%v b7 N1 R X MU -2 J 9 35E1F. 7OEY 3
ZVUENETNARDEAFTESDICEITEEZLS5I1C. BE—OHEBE T+ X714 X—2 EICERDES/N
—TaarefElLEY,
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e N—FT4>a>uEbtrfsTI4+—<vTv rF3ZIFBITTLEETWV, GRUB2 IZIE. btrfs/X\—F«
L aYOBRETHAENLEENLRH D £3, GRUBIZ. GRand Unified Bootloader®i&Td,

2L <&, Citrix Provisioning K¥aX> +k® TLinux =%y b NA 2D ) =20 #BRLTLLET
Lo

XenDesktop 7.6 LIgiD/N\—> 3 > &3i% & L7 Delivery Controller 015K

August 8, 2022

XenDesktop 7.6 UgiD/N—23 > T LINUXVDA ZHR— 33013, BEZMRABZBENHDET. ZOH.
INS5DON—=2 3> TlE Hotfix £72d 7y 77— b XU T RHRBETY, TNH5DA1 YR —JLERRICOVT
3. COEIaVTHEALTWVWED,

Delivery Controller &m0 E#

XenDesktop 7.6 SP2 mi54&. Hotfix Update 2 %:#@F L T. Linux Virtual Desktop B 7O—H1—%EHL %
¥, HotfixUpdate2 i3, A THBAFTEET,

CTX142438: Hotfix Update 2 - Delivery Controller 7.6 (32 Ew ) F - %35

XenDesktop 7.6 SP2 & b gid/N—< 3 > Tld.Update-BrokerServiceConfig.psl & \\ 5 &Z#id PowerShell
27V FhEFERLTIO—D—HY—EXOEEZENTIET. CORXRITIVTMIRONYT—JHhEANFTEF
ER

« citrix-linuxvda-scripts.zip
ROFIBEY—N—T 7—LRDE Delivery Controller T DRL £7:
1. Update-BrokerServiceConfig.ps1 X% 1) 7 k% Delivery Controller v~ >icaE—L %7,
2. O—ALEBEDIYTF X LT Windows PowerShell >V —ILz@E %7,
3. Update-BrokerServiceConfig.ps1 20U 7+ 2 &L T4 L F—% BB LT,
4. Update-BrokerServiceConfig.psl X0 7 h%R{TLXT:

.\Update-BrokerServiceConfig.psl
<!--NeedCopy-->

b

77 # )L b TlE. PowerShell & PowerShell 21 7 b #RIFTEIRVLS ICHEBRINTVET, XIUT
N DRITICKK T 35EE1E. BRT9 %80lC PowerShell 7R —%#TEL £,
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Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.ps1 X7 ) 7+ #R1TF 5. Linux VDA ICHBE EN3HLLWWCF TV R
RAYbZERBLTIO—A——EXEBE I 7 ILAERIN. JO—H—H—EXDBESHLET, CODRIU
ThTIR BENICTO-HA—Y—EXBRI 7 ILOBAPRESNE T, TOBRT 7 1ILDO/NY I T v TH
prelinux L WSIERFD I 71 ILZTRILT« LY b UICERS N & T,

IN5nEBEIF. AL Delivery Controller 7 7 — L% RT3 & 5 ICH#E S iz Windows VDA OISR E
LEtEA. B—o Controller 7 7 — Lix. Windows VDA ¥ Linux VDA dEA Dty avES—LLRICE
BL. N TEEYD,

Delivery Controller &/ D F:ZE

BB ERLZE D Delivery Controller iCERIN TWVWAHESH BB T 3 IC IE. %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 7 7 1 JL.hiZ EndpointLinux X k1) >
S5EHRLTVE e xBRBLET,
Windows x> R7OY 7+ T, O—AHLBEEELTOIF VL. UTERBRELET,

cd "%PROGRAMFILES%"\Citrix\Broker\Service\

findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

RS —8ELULDAP 5 —N—DHRE

September 5, 2022

Citrix Studio R > —5%E

Citrix Studio @R > —HBEIF. RDOBEEITVET,

1. Citrix Studio zB= %7,

2. [RUS—=] NI ZBIRLES,

3. [RUS—offpl]l #0 Uy o L&D,

4. TR —HR—bF—8E] IB>TRUS—ZRELET,
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VDA T® LDAP ' —/N\—DRE

Linux VDA T® LDAP #—N—DREEIF. B—RF XAV OBEBETIIHETIEHD FEHAD BEHREX1VELUE
BT+ LA DTRIBTIIHNETY . CNSDIRIET LDAP BRZR1TY3ICId. KU —H—EXICLDAP #—/N\N—
DREDVBETY,

LINuXVDA Ry =201 > X h—JLEIC. ROOAYY RERITLE T,

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

ITARTOD LDAP H—N—%, #HRINZHEAXTHS LDAP o2k X1 >8 (FQDN) &L U LDAP R—FtD
ZAR—ZARXIOD—& (Fl: adl.mycompany.com:389 ad2.mycomany.com:389) TAAL £,

er LDAP servers, however if DNS is unable

If required, p G t of at least one LDAP server. [<none>]: l

7. ctxreg AV UV REEITLT. COREZL DI MIICHEETAL LD TIFT:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.

mycompany.com:389 ad2.mycomany.com:389" --force
<!--NeedCopy-->

=139

August 8, 2022

COEUa>TIE. WEEDHA. B, ST a—Ta IR Y Linux VDA OMEEICDOWTEHL CEHAL &
ERS

B

August 15, 2022
COEIarTIE UMTOMEYZICDWTHEBALET:
« CEIP
+ HDX Insight

o Citrix Telemetry Service £ 0#&
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Citrix DaaS Standard for Azure @ Linux VDA B2 &%

o LinuxVM & U Linux vy a>oXtUyy
o OJINE

s Ly a3 DIV RY

s BERY—EXT—EY

« V—a—=F1 T«

s TOMDOLE Y

HTML5 @i+ Citrix Workspace 77U @R — k

Python 3 {RABIRIZ DIER

NIS @ Active Directory ¥ o#i&

IPv6

LDAPS

Xauthority

Citrix h 2a2<v—To2RYT>V A LEFO4Y 5L (CEIP)

August 8, 2022

CEIPi2B8mMs 3. ERDOHS LUOERRRBERD. Citrix SROBESLIUN T +—I >V XZALIEZEH
TREEINET, COBZT—20IE—E. LDREDDMEMICHIT S7-0IC Google Analytics (GA) IZH
EETINET, 774 ETIH. GAIREMIHE>TVET,

]

LR MURE
T 74 ETIE. 22— =& Linux VDA 1 > X b—)LEFIC CEIP iCEBBITBML £9, LinuxVDAD1 > X k—
IS BLETHRIC. YIET—42 7y 7O—RFHRTONET, COTTAILMRERFLIPI NI TEETEEXT,
« CEIPSwitch
CEIP ZzBRhE7IFEMICTBILAMIERE (74 KF0):
$%Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: CEIPSwitch

BOT—%: 1=8&%H. 0=H%
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KiEEDHZE. CEIP 3B TTY,
947 ETROOAYVEZEITLTCEIP Z&MICTI £
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

GAZBEMELIFEMCTEILSAMIRE (F74IL0FD):
12Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#7: GASwitch
BOT—4: 1=, 0=8%
FEEDHZS. GAIFEMTT,
ISATURETRDIAR Y RERITLTCAZEMICTE £
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
F—RKEINZ (T7 #IL ~iE/var/xdl/ceip) EHIETIL IR bURE:
1£BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#i: DataPersistPath
EDT—%: XF5
MROAXY RERTFLTIONRERETETEY,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

BRELIENADEELAEVWHTIEITERWMES. T—RIET 74 NN RIZRERESNE T,

Linux VDA h 5 RS 7z CEIP 7 —%

ROKRTIE. NESTNZERDOBFROBEDOHZENLET. T—FTE. BERZRET S IRTOFAIEEN
EFtA.
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F—gRA b

I O-NIL—E#F

ADYVVa—->3>

Linux A—=xILON— 3>

LVDAN—=2 3>

LVDA OE#F E/oidFRD1r > X b
=

LVDA @1 >R b —ILAE

HDX 3D Pro B’ &zH &5 H

VDI £— RO EHUDESH

PRTLOOT—I

LVDA F—# —E XD HiEIF RSk

H

GPU #Esa
CPU O7
CPU K%K

MEXEVTAX

Esmcnfictyia#

Linux OS o&Zais LUN—2 3y

*—%

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

os_name_version

Bt

T—RORETDOI D > ZHA

IOVDRAAVBMARERYS T
F R bXFF
ROVDA—RIWN—=3>zRT
TF* R XFT

1Y ~=JLENTW3 Linux VDA
DN—=2a»=RITHFRSXFF,
RED Linux VDA /Xy r— D hih
HAVAM=ILTHZIZODEFHTH
300 %RT TFRMXFF

WED Linux VDA Xy ir—oH
MCS. PVS. 81> b—)L. &
TEFE#HA X =ILOVWTRHT
ATYRAM=LEINEDZERTTER
kXX F5

<> > T HDX3D Pro B"&h e S5
hERTTFRXMXFY

VDI E— RO BEWHE S D ZERT T
F R XFF
coXR>>oOT—IZRITFR
kXXF51

dd-hh:mm:ss fz=% (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E 2 nHicEEEhEs
A

<> D GPU ofEsE

Y2 >D CPU 78R EBE

CPU o @E#EE (MHz) %#R¥ =8N
Sk

YMEXEYDH X (KB) ZRdE
w

ZDTF—HRA Y S RIE L FBR

TIY v EicHho g T nz (O

THFEHEIIERES) Ty

=0 G R 55

<> >® Linux OS ogaie /N—2

IVERTTERIXFY
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F—gRA b

ttyarx—

)Y —XDOEHE

TOT4 Ty 3 U

Ty a VARG

Receiver 7 517> hDiESE
Receiver 517> hDN—= 5
>

ENfIEEK

USB U4& L& ~[E%k

Gfx 7ON1 4 —DEE
2y RO DEEK
I—H—HBRLICEE

AX—bA—RUEAL I NADY
~

HDX Insight

April 18,2024

*—%

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Bt

THOEETOL YT a3 zE#k

EFEsnictyarol)V—20
BEERITERA TS TRV
kv FEzlF<appname>

vy avoF7oT« TREORE
IZER. v 3 v IidIiT - BiEst
NHOz27H. B—DEvI 3>
D7V T4 TRENERICEZ
NHOET
aJ#>hondA7EToty>
3 VDGR D RTFICER

Ty aroiERgicERTINE
Citrix Workspace 7 7\ of&E%
Y B

Tyl arvoEBERINTK
Citrix Workspace 7 7 o /N—
IVZRTTFRAXFY

vl a THRIEEEZER LR
Wz nd B

v a>TUSB 71 RE[FEH
L 7cEhz 9 2B

Tty a>nsI 7y o7ONA
A—OEEETRTTF I MXFF
Ty arhs vy RUEThiE#%E
YR
IA—H—HBERLEIRTOSHE
BT, EHINIRVFS
AR—rA—RUEALL Y b EY
avadFrsLvteyarmh
TV OIA-H—REECERATINDS
[El¥% 3 B

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

195



Linux Virtual Delivery Agent 2206

e

Linux VDA Ti&. HDX Insightt#gen—&Z K-~ LTLET,

1T2VRL=)

AYA =T BRBEDHBEKEBRENY T—2RBHD A

ERIRR

HDX Insight i&. Citrix Workspace 7771 & Linux VDA @R T Citrix ADC =/ L TEI N3 ICA X v —S%
S LET, TRTO HDX Insight 7—%&. NSAP (REF v RILHSERBINTICEEINET, NSAP REF
Y RILET 7 I R TREICHE>TUVWET,
UTFDIY>Y RFT. ENENNSAP (REF v RILZE. F3EMICLEFT:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

hSTNSa—F Y
F—SRA Y ME S CRRIABL

2BODORENEZSNE T,

+ HDXInsight MIEEL <#BRIhTLEE A,

fer 2. Citrix ADC T AppFlow #*E#IC A& > TWARWA, Citrix ADM TARIEZA Citrix ADC 1 > X &2 >
ZPBHINTUVWET,

¢ Linux VDA TICA J> bO—LREF v RILHB BRI TV EE A,
ps aux | grep -i ctxctl

ctxctlpRfITInTLRWVEEIE. Citrix IENTZLR—FT2LSBEEREICELLETD,
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TV =23 T—2RAY b E T KRRETNAL
S=LLZEBF v RILDBHCBE > TVWBCES LUV —LLAT U= 3 VHRITENTVWS e 2HERL

£,

Citrix Telemetry Service ¥ 0%&

August 15, 2022

LinuzVDA vV 7 b z 7Il#& S hie Citrix Telemetry Service (ctxtelemetry) T Citrix Scout =17
L. /opt/Citrix/VDA/bin/xdlcollect.sh 7)) 7 % ERAL T Linux VDA 0O/ = IETET £9,

8 Citrix Scout — *
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Mames Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[J  rggbe-lvda-2.bvi.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvt.local Linux VDA
[J  rggbe-lvda-5.bvt.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
R - m
i

Linux VDA 1912 LgidN—2 3 > h 67 v 79 L— R, Jopt/Citrix/VDA/sbin/ctxsetup.sh = BER1T
L T Citrix Telemetry Service (ctxtelemetry) OT#HZ#EHEL £9. THICDOWTHL L, MEHE
AV R=)bl ZBRLTLIZTL,
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Citrix Telemetry Service D&M E L CEML

o COY—EREBMICTBICIE. sudo systemctl enable ctxtelemetry.socket <> RERITL X T,
o ZOY—EREEMICTSICIE. sudo systemctl disable ctxtelemetry.socket #=1TL £,

R—+b

Citrix Telemetry Service (ctxtelemetry) & F7=#JL b Tid TCP/IP R— k 7503 T Citrix Scout =1
w2A> L %9, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BEL 7,

LinuxVDAZA > Z h—ILTB LTI UTOERTT I+ bDOR—+2ERATEIHNR—EEETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout Z)w 2> 937DV 47y bR—b, T7+
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#)L bDR—~F 7502 T
ER

VDADA YR b—ILBICR— b Z2EETZICIF. UTZRITLET:

1. Scout L BIET 37cHDR—FEEEITBICIE. UTFTOII Y RFERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout VN wRAYTB7EHOVTY FAR—FEEETZICIE. UWTFOOY Y R%ERTL T ctxteleme-
try.socket 77 1L ERE. RELET,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. VI y b R—b2BEEFHTBICIE. ROOATVFEETLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 198



Linux Virtual Delivery Agent 2206

4, 7747 74— ILOBETHLWR—FZEMICLEFT,

7z zI1E. Ubuntu ZERALTW3E4S. sudo ufw allow 7503 <> REE{TLTR— K 7503 ZH%)
IcLE9,
TNYTE—F

Citrix Telemetry Service AIEEEICHEEL TOWAWEE. TNV I E—RTREZHEETEEY,

L TNV T E—RZEMICTRICNE. MTFOIYY RERTL TctxtelemetryZ 7 1L E RS,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MToav > R%ERTLT Citrix Telemetry Service ZF1ETE £ 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. Citrix Telemetry Service #B#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R2i7 %7,
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B —E X DR

Viw bR—bhEBsystemdT—EViE. T4 ETREEL. IZLAZUY—X%EFERBL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBERLH > - HBEDAHHEB L £,
OJIREDTTHE. Y—EXIF L5 FEAFMLVNEERZRFS. ERDNBZVBERBERLEL Y, CORHEERIZ
UTFOIRYRTHEETIET, MBEIF 109 TY, 10 3&D LA VMEZRET D L. =/IMED 10 HHERESH
F9, FFEEEORER. T—EXZELLBESHLFT,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT b
INEDREIRRTIC. BELILEI I VICDWTEHBTRABT A MIRTINET. CNH5DTI T, EREMNELEIN

TWLWABHERINET, HEITVTVTT AR LEIBE. SCOUt ICIXMBET V> arREEZST X vE—IURERR
INET, BRTAMIDOWVWTEELL K CitrixScout RFaxX> b MEZRTI M) #8BLTLETL,

Azure T Linux VDA & BEIEH

May 30, 2024

COWEEICK > T Linux VDAY 7 Dz 7RBIEEIC. £HIERT Y a— LN BRBICBBNICER TSN T
F %9, "nud. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure @
#M&M) TLinux VDA 2 1ERR T BB EICIRIB £, Azure DIRET S VOEEEFIEIIMBEHD A, 2L <
l&. TCitrix DaaS Standard for Azure T Linux VDA Z ey Z28BL TSI L,

101

COWEEZFERTZICI. ROFIEZEITLET:

FIEL: EFAREHRCHFLVWVYDA Ny —2% Azure AV FHIC7 v 7O—RT3

FlE la: Azure RbL—T7 Aoy hTcaAYTFHEERL. AT FT702ZXLARIL%E [BLOB (BLOBERHDE
BmAHMO 7ot R)] ICRELET,
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F:
Azure J> 577 ¥ BLOB IZ. 8EHHIMEENICRES LVBEETZHDTY, Citrix ik, €£FxaUF1 LD

BICOVWTERZAVEEA, 7—20EF2 )70 L AR MHRZHERT BICIE. BBERANMRDBLVIC
AVTFTDRTIRRLNILE [FFAR—F (BETVILRREHDFEA)] ICRELET,

FIig 1b: VDA E#itE#k% Updatelnfo.json & W5 &#iD JSON 7 7 1 ILICHARABZE T, 771 ILEROFICD
WTk. ROTOv 7 2BRL T T
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)
{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a”

}

)

{

"TargetO0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}

]
X

<!--NeedCopy-->

ZCT. “Version” 13EHLW VDA N— 3> %R L. “Distributions” 13F#HA TS 0 FORHITY, 847
ST MIE RD3DDT7ATLDBEENTVWET:

+ “TargetO0S”:” RHEL7_9” (RHEL 7. CentOS 7. && U Amazon Linux 2 ®#%&).” UBUNTU18_04".
F7213” UBUNTU20_04" oWIFhh THIHELHD 9, ctxmonitorserviceldttor« X +
VEa2—2a3>ERBLEEA

« “PackageName”: I 5EEININ—U 3> D VDANRY T =S DT IV %— L

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FE 1c: JSON TZ7rIILeHLWAN—=3 >0 Linux VDA Xy —< % Azure AV FFHIC7y7O0—RLE S,
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FlIE2: YRZ—A A= F113% VDA TEBEMKREZEMICT S

FIAILETIE. BHEHIZEMICE>TWVWET, Citrix DaaS Standard for Azure T Linux VDA Z{Ef ¥ %35
&, COBBEODENLIEITRRAZ—AXA—STRITTIMBENRDD £§, ZNLUIINDIFEIE. E82—4 v EVDATIOD
WREEEEEMICLET,

BEHEHFZEMCTIICIERDLS BT REERTLT.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYARMUE—%HEELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

MORIC, LEZZAMUEREERLET,

LR URE BTl

]

fEnabled CDREIFHETT, T 74 MEIZ0 TY, Tl
BE}EHHDEMCE>TWS e 2EKLET, 1IC5%
ET 3. BEEHNEMICAED ET,

Url COREIFHETT, Azure A>T+ D URL ZREL
T, EFEHREFLVWVDANY T —SHBUEL £,
ScheduledTime COREIFMEAETY, [Immediately] 71

[NextStart] IC®RETE %9, [Immediately] (%,
VDANY r—o% Ao >O— R LEBERICEMZRTT
B ZRERLET, COBREIZ. AU >O— FEE
MNEL . EFHBRADBAICELTVWET, L. N
w—CHEADVO—RTREIICSA Ty aoh
Hdr. A—F—ITUIRRUIYZAIERDLN AN
h&H b £9, [NextStart] (.
ctxmonitorserviceDRDFBEICEN%RT
TRCEEKRLEY, COBERBIZ. 47>0O0— K&
EHRC A< BMPBERATAVGSISELTVEY,
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LY RU3E

)%%*-

E A

CaCertificate COREFA TS a>TY, Azurea>TFD URL %
B9 5 PEMSEFAZD 7L R %ZREL £9. Azure
BLOB mi5&. Web 75 % —h5EFE N T PEM IC
Tixn3 portal.azure.com DEBREICTZ LT
TFEd, EXxaTo LOEBEALS. TOLTRNUE
EXBMTEcxzs8HLETH. Ubuntu ToHY
—hTATVET, RHEL TIZ. curla<w >y RAIC
—EDNSS 1TV %z) VU TEEEA, FEEAED
RIFEDNRE SN TVEINERL TRTWV

ctxmonitorservicerBiEg T3 . &MICUrlico T %%£7L T Updatelnfo.json 7 7 1 L #EXE
L. JSON 771 LD SEBFHN— 3 > EBEBLET, RIC. ctxmonitorserviceldEHMN—2a Y e HE
ON—=2a3>aEHBRLEFT, REON—Ja>HUEioN—23>0BE. oY —EXICK>TAzure B 5#
LOUN=3a >y VDA RNy r—oURZ o ryO—REh. O—HILICRESNET,. 2%, [ScheduledTime]
REICH > TEMPRITINET, A0 FL I XBEOFE. ctxmonitorservicezEEBEHL TE
HBERIA-—TEET, L. REYS VICHT 3EEEFEN 4 W Citrix DaaS Standard for Azure Tia.
ctxmonitorserviceld VDAY > 2BEBLILETOABEHTET XY, EMNKBLIIBE. VDA IZEE
EON—=2avicO—IINyIINET,
pE
o YRA—AX—=JTHERLIELYIAMNREIFEETCIEEA.
s RIBADIRTOREBIYY VHAEKFICNY T —22 20 O0- RT3, O—Nllxy bT—0hEMT
AN H D £7,
e BHEO—IINYIOEAENKRRT R, I—H—FT—2IFKbNE7d,
o EIMKMLTHO-INYIHRILIZEE. BLXRy b= LOa—H—IZH1F3 Linux VDA @
N=Ua U BBZEEEDNHD EFT, COT—RIRBEBHDTIEHD FE A,
o BE. BT IS ETICHDNND £9, Citrix Studio ICIZREET > r—2—3H D F£E A

LinuxVM &0 Linuxtwysa>oxX )y

December 13,2022

ROFRIC. LiInuxVM LU Linux £y > a > TERATEZVDHADX M) v I ERLET,
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M ERVDAN—-T 3

XUy o b A AR
(m B % -] 15 2109 a—4—7* Citrix B38| COAMMEATIE

Workspace 7 7Uh5#E 7,
HmLTH Sy a>ERE
BATE3&L3ICRBETOD
OJ# > 70+ XOFRER
T3, Eya>oXth
O ZRRT BICIE
Citrix DaaS (IB#r Citrix
Virtual Apps and
Desktops —EX) @
Bt #27ICBELED,
[2:%5] I&. Director O
V=)L LTHERTE.
Citrix Virtual Apps and
Desktops o&#1J) 1) —
2B LULTSRIRIET. &
\BELULZ T a—TF
1 VUM REBLE T,
gl 470 [FHOos
FUHE] £o>3rT
[BEERORT] 20U
v LET, [ATF N
T+—IVR] R—=T T,
TN —EHERE
L. G&R] #oUvoL
TARYYIZRENLE
ED
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XUy

v aroBEBEEsE
5

7 RILEFR

Linux R8> > D X ~
wy

M ERVDAN—-T 3

%

2109

2103

2103

08

v avilbiI3B8EE
BEOHERTIBIC
. MEE] Ea—ic7 o
EIALET, £HZRE
L. &R] #2oUvoL
TREEREZRDAHAF
¥, [EyrarvoaHE
EEE] sty ay
ATBEENICEEGZITS
EfHzERLEY. BBHEE
#F. [EvParvEmED
REF] RUD—F7kiF [0
17> hOBEBEA]
RIS —HENRIFEICE
FEh&Ed, Lyra>o
BEGICOVLWTELL

i Teyrayv) #88L
TLEET W, RUP—IZD
WTELLIE To507
Y hOBEBBESRORY >
—®E] BLY Ty 3
YEROERFOR) S —F
El ZBRLTLES L,
COXBMYYOIZTIOER
T3ICE [TrLz—] >
[Eyviar] > [§RTO
tyviar] #FRLT
[IRTOEY>aY] R
—CEHRTEY.
Linux VM @R X~
o h'FIFARIEET . CPU
A7 0. XAEUHT X,
N=RTF1RIVBE. B&
VRES LvBEED CPU
AT DERE

AR

Citrix Director & TES#8)
DEATHERATETET,

Citrix Director & TE$#8)
DEATHERATIET,

Citrix Director & TE51R]
DEHFTHERTIET,
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M ERVDAN—-T 3

XbUwD % e AR
Zak3l 1909 Linuxtwv>a>o k> Citrix Director & &8,
Y2A—kT7ORaL DEETHEATEET,

& [Zv> 3 s N
FJLIZ UDP £7:1& TCP
CLTRRENET,

ICA 18R 1903 ICA &R (RTT) k. Citrix Director & TES$R)
F—ZELTHBLIVRER OEATHERATEETD,
1Y MCIREDRREIND
EFTORBEETY, ICA
RTTOX MU w2 ZEE
¥ Izl Citrix Studio
T [ICAEFEAE] &
¢ [ICA E1ERIEMPRE]

RUS—2ERLET,

Citrix Director 8L M| TIEIFHRAMNIYIICTIERTBHEDH

s OJ %4 VHAM

1. CitrixDaaS o [E#] 270 [FYOI/FVHE] €02 3>T [BEERORT] 27Uy I LE

= C \ h'l > Virtual Apps

Totsl Falled Multi-session 05 Machines

2. [OFFYNRNT4—<IVR] R=IT, T4INE2—LHEEZELET,
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= Cilnx  virtual Apps and Desktop

Overview  Manage  Monitor  Downloads @ E. o 8 @ Q
Dashboard Filters Aty Applicetions Configuration Search
Logan Pertormante walustce pacity Mansgement A e Resouree Utlis b Resuit tomBeports  Metwork ¢ (@ &8

Logon Performance

verage Logon Duration
umber of

3. (ER] 27Vv oL T QA VEHBOA M) v I ZRBEHRLET,

= CilTIX  Virtual Apps and Service
Ovenvew  Manage v Downloads [z} . 0 c i Q
Dashbord Fhwn®  Mats Aplistons | Confgwabon  Seamsh
. Logen Pertormance ’ . y - wsource U . . - . . c (@ P
-
Apply

Aversge Logen Duration

o LinuxfR#E<> >0 CPU I7D#. XEUHAX N—FF1XRUVB&E. RESLUVBED CPU & XEY
DfERE

Linux R8> >0 INsDX U woICT7 ot X$ 3IC1d. Citrix Director ofrf@< > b [B11R] T.[<
VD] NXRILEERBLET, 7l
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. 7ok
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Linux £2y>a>OX by IaRRRTBICE. [TrLa=]> [y ar] > [IRTOEy>aV] 28
RLT [TRTOEY>aY] R=IU%EFHCH [Ty>aveEl] XRLCTI7EALET, [Ty ay
Hl] NRIICTIERTBICE. [TRTOEY S 3V] R—=VEBESZ—Ty bty avasUvoL
T [PIOTFAETaRF—Pv—] Ea—IC7oERLEY, i

Activity Manager

Activity Manager Machine Details Session Details

Machine D 3

name Session State Active

Dy sin-ubt18 Application State Desktop
Application Name o Status ::’I‘i‘:ery . Anon‘ymous No )
Group sin-ubt18 Time in state 56 minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol UDP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT nia

Registration Registered ICA Latency na
state COSiere Launched via 80::...
0s type Ubuntu 18.04.2 LTS Connected via - net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization U _ ~
G CN=UIN'18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

o Ty aroBaEBBIEGEE

Tty arilBI3EFBEGOMERTISICIE. HBA] Ea—IC7 €A LEY, FHEZREL. [EH]
2Oy LTRERBREZRDAHE T,

[ty aroa#BEGRE ity aYATEINICBEGZTSEHERLE T, F:

Dslivery Geongy

o 7 RILESRE

5l

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 209



Linux Virtual Delivery Agent 2206

Anonymous Endpoint Name Endpoint 1P

a7 UNgE

August 8, 2022

wE

OJOWNES S UVBEOBRICL > T, SHEREPI—H—IIZARVIVIMPMETFTLEY, OJDUEIF. Linux
VDATT 74 b TEMICHEOTVET,

=129

Linux VDA /Xw =iz, ctxlogdy—EvH&Usetloga—FrUTFsHEFEFNTVEY, ctxlogdTy—
EIE. LinuxVDAZA X b—ILLTHERT DL, T74ILETREINEY,

ctxlogd ¥ —€ >

FL—ZXTNIOH—ERIEIRTctx logdF—EVICKIFELTWE T, Linux VDA % kL —X LAEWEEIF.
ctxlogdF—EV%EFIETEET,

setlog 21—5+1 U5+«

OJDREIF. setloga—F« U5« (/XR: [opt/Citrix/VDA/bin/) THERINET, COI—FsUTF<%
RITITZERDHZDIE. IL—b2A—H—DAHTYT, GUIZFERTZIHIIOATVRERITLT. BRERRLEDEE
LD TEET, setlogd—FT1UT A DAILTERRTBICIF. ROOATYY RERITLET:

setlog help
<!--NeedCopy-->
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& F7#)bTIE [OFHF/R] & [var/log/xdl/hdx.log. [RAOJ %1 X] 1 200MB IZsREINTWE
o [AFHANR] ICIE BR2D2OFVAT 77 ILERETEXT,

RiEDsetloglEzsRRLET:

setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRnFIFRELFT:

setlog value <name> [<value>]
<!--NeedCopy-->

5

setlog value log_size 100
<!--NeedCopy-->

LRI F7AILETIE OFJLAJLIG warning (AXFENXFERBI LAV ICRESNTUVETD,
TEIFRAVA—XVMIBEIN/OTLARILZRRTZICE. ROATVREZRTLET !

setlog levels
<!--NeedCopy-->

B4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors, Fatal Errors) #:&E¥ 3IC
E ROOAYY REFRTLET:

setlog level <class> [<level>]
<!--NeedCopy-->

aJLAIL ARV RNFA—E— (AXFLNIXFZXR LAV
E:3)] none

Inherited inherit

Verbose verbose

THHR info

Warnings warning

Errors error
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O4g L)L ARV RNTAX—F— (KXF/NMIXFEXRLAEL)

Fatal Errors fatal

<class>ZT#E. LInuxVDAD 1 20OV R—RY R EIEELEF T, IRTOIAVR—Y b EAN—FTBICIE
allicsgge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 FTIAILETIE T7I3TRROELSICHRESNTVET:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125000750 2RRERLIIRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—tE xigfvar/xdl/.ctxlog 7 7 T L2 ERA L THERINET, COT 7 ILiE. L—+ka1—%
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZH o> THBRINBBRELHDET, CRICL>TH—N—DONT+—I VAW EEZZIF. 21— —I
PARVIVRICHDEEZS X B08EENHD £7,

ST a—Fa>y

Jvar/xdl/.ctxlog 7 7 1 LA B WS (BKRICKBHIBRAY). ctxlogdTF—ErhkML. ctxlogdt—kE
2EBEHTTEFH Ao

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COREEMBRT BICIE. L—ba—H—r L Tsetlog®=fTL T, [var/xdl/.ctxlog 7 7 1 L = BEER L
T, RIS OB —EZDMREFET Sctx logdh—EXEBESLEI,

Ty aroiv ko

April 18,2024

Ty a DI v RUICED. RXAMVEEBERZIIVES2Y FAOI—F—DICAEY S 3V ZHETEET,
DHEETIE. NOVNC ZERBLTICAEYy > aVICESRLE T,

P

COHREEFAT3ICIE. Citrix Director 7.16 LIEZER L T I L,
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1Y RM—ILEHERL

&REFER

Ly arory RUiZid. python-websockifyzxllvncz W3, 2 20H L WKEBEHENABETT,
Linux VDA %« > X k=)L L #%. python-websockifyexllvnczF#HTr> A —ILLET,

RHEL 7.x & 0 Amazon Linux2 0ig4:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21V =T 3ICIE ROOAT Y
FEeEITLET:

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

python-websockifyrxllvnc#k figiR ¥ % iZid. RHEL 7.x T Extra Packages for Enterprise Linux
(EPEL) A4 7>a>@® RPMURS KU EBMICLET:

« EPEL
x11vnciZid EPEL YRS FUDMETT, ROITY RERITLT. EPELURIS MU ZBRICLEF T

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->
o 72 3>® RPM
XLIVNCORBENY T —CEA VA= TBEHIC. #F2aYDRPMSURI MU ZBHICT BICIE
ROARY RERITLET:

subscription-manager repos —--enable rhel-7-server-optional-rpms
--enable rhel-7-server-extras-rpms
<!--NeedCopy-->

RHEL 8.x 0355

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLETD,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

X11lvncEf@Re 3IC1&. EPEL & T CodeReady Linux Builder URY b U EBICLET:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm
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subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 0%4:
python-websockifyrxllvnc (x11lvnc/N—=2 3> 0.9.13 LK) #1YX =T 3ICIE. RoaT >
FeRITLET:

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

SUSE 0ig4:

python-websockifyrxllvnc (x11lvnc/A—=2 3> 0.9.13 LK) #1YX —ILF3ICIE. RO
FeRITLET:

sudo pip3 install websockify
sudo zypper install xllvnc
<!--NeedCopy-->

Debian 04

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLET:

sudo pip3 install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

A— k

v a>rDd v Rtaeld. Linux VDA HS5Citrix DirectorAdiEiziEsEd 37-0Hic. 6001~6099
DEFRN THERAAERR— FEEBNISRIRLET, LIEH>T. AFICO Y RITEZICAE Y>3 > 99
ICHIRTTUVWEY, BEREZELITHOIC. BICIIILTFEYy a0 vy RUBICTHSRR— B HZ e #HBL
TLIET L,

LXK

ROKRIE, EETBLIMIO—ETY:

LXK EA T7 4 ME

EnableSessionShadowing tyrarorvRUlEEENE 1 (BH)
TeldEMICLET,
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LR K EA T7 4 ME
ShadowingUseSSL Linux VDA & Citrix Director B> 0 (#%#h)
BHizlEShITINESNZEREL
Y,

Linux VDA TctxregdY Y RFZR{TLT. LYRMUEZEELEY, ez Ev>ariv RUZEMIC
TR ROARY Y FERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director B ® noVNC ##4:Tld. WebSocket 7O rJIMMERINET, Ev>arni v
RoDBE. ws://cwss://DrESMERETNZHIE. B1IRD FShadowingUseSSLy LY R R UIC&>T
REDET, TTAILETIE ws: //PERINTVET, #=7EL. EFaUFTo LOEHEH,S. wss:/ /% EA
L T. & Citrix Director 751 7> & & Linux VDA H—N\N—ICFIBAEZ A VX =L TR 58O L £,
ws://ZFERLELinuxVDAtEy> 3D v RIICDOVWTIE. CitrixldEFxa )T EOLWHBRBZIEEHEVE
HAo

H—N—FAZ L )L— b SSLEAZ# BT 2 FAEICIE. EEINHEERE (CA) ICLZEBZHNBETT,
Linux VDA —N—TSSL#8ET3HB&I1F. Y—N—CIC@EROY —/N—EAE (F—%280) MYETT, &
oo U—N—(EBAZICE > TEOAVE 2 —Z—DHAINZ 0. SH—N—DFLEBMH R X183 (FQDN) %4
RBZUBEHRHDEFT, KODICKXAVEEICTAILR D —REEFAZEFERETE X9, COFEE. PECEDHR XA
VEEZH O TEKMENHD FT,
Linux VDA &9 3 Citrix Director 7514 7> L2 IC/L— FEEEDLHETY, JL— MEBEIE. —/N—3F
BHZ X B CEERA#EAN S NFTET £,
KD CALSH—N—3RREY V517 NEBRER 1 VX =L TE £ 9

o« ARL—=F a4 VIIRATFLICNVRILENTWS CA

o« ITVR—FS514 X CA (BBH TVt XFTREICT B CA)

o« ARL—=F 4 VI RFTLICNYRILETNTLWEL CA
SEAEZENE T ACDICEDFEERMBAREINMNIDVWTIE HROEF 2 ) T BYEIFAICRAVEHE T IET U,
5E:

o H—N\N—iEBAZEDHERE. Linux VDA OIEFEZR FQDN. IS0 BRKCEDBTIILRA—RE R XTI UXFESE
ELLEAEDERHDTHIMNENRDHD £,/ ZiE.vdal.basedomain.com % *.basedomain.com
RETY,
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« SHAL® MD5 DNy a7 IV X Lid. —BDOTZTH—THR—-FINB T ZIIEAZEDERIC
IF55TF XY, Lih>T. SHA- 256 i"RIBEEEL LTHEEIATVET,

%& Citrix Director 7 517> ML —MIRAEEA VX L=ILTE Ty a>OI vy RIZIIST. ALLYR
FUNR—ZDIAEBR b7 EFERT B0, IS 7-1% Microsoft EIJ> YV —JL (MMC) DFFBERF v I >
ZERLTIL—FEAZEZ A VA =L TI£Y, EFAMEN SHBEZIE LS. ISOY—N—iIAZEV
—REBUEBLET, COREICKD. BENICHERBEENC VR—bINET, £k, Microsoft B>y —
IWOMBAER ;Y T Y THAEERTL T H—N—ICT YR b—ILTBZTHTEFET, Internet Explorer &
Google Chrome (&, T7 4L T ARL—FT A VIV ATLIZA YA =ILEINTVSHPEEZ 1V R— L E
¥, Mozilla Firefox ®#%&. ;IAEYR—2v—0 [REFEEAE] 27 TIL— bk SSLEBAE R 1 >V R— b~ 931
ERHDFT,

& LiNUXVDA F —N—ICH —N—dFAZE L ZDF—% 1> X b=)LF 3 H—/N—:FBAEI(C shadowingcert 1.
F—7 71 )LiC Tshadowingkey”] ¥ ZrizigE L £9 (* . shadowingcert.pem % shadowingkey.key ®
EOBWREBRBIEETRT)o Y—N—MBAZEr -7 71/L%. /XX [etc/xdl/shadowingssl DTFICE =, #|
PRAT S OIERTETNICREL X T, BIES>LBRIPNIZEAT S L. Linux VDA IZFEDIEAZER*F— T 7 1)L%
RBoF3ZehTER<AHD, Citrix Director@EGICKERTZZcHHD £7,

AR

Citrix Directorps4—4vhk0tysarvuRBoF, [Ey 3Vl £a—T [y RY] 29Uy
LT, ¥ RIDER%Z Linux VDA ICEELE T,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EGHAIBk N3 e, ICAEYy>a>yoS147> bk (Citrix DirectoroSa 7Y hTIdHRW) ICHEZEX Y
T—UHRRIN, By avES Y RIUTRIHFANRI—H—IIROSNET,

/\\ Allow an administrator to shadow this session?

@

aA—H—H UFW] 290w o33 ICAEy>arvhovy RSN TVWRZEERT Vs ROUNRCitrix
DirectorflICRIZ %9,

ERAAEICDOWVWTELIE, Citrix Director O R a2 X > FEBBLTLLIET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
v ROIZ2WTE. Citrix iBLWHBRZEEDEVEE A,

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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« BEEBENCitrix Director®s [YvRI] 20Uv 093, Ey>arvasvy RUT3Ha20
—H—IIRDIERA Y E—IHRERINET, Ty ara1—H—HPHFAE5ILBEICOH. Zyviay
ZEOVYRIUTEIET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e 1oty avid. 1 A\OBBELIIDN Y RITEIET, Iexid, Evda EBBEANS Y RIULT
WBIBEIC. BEEBMN Y RUEBREZERETZI . A—F— DA ZIET 3O OERNI—F—F /N
ACBERTINET, I—H—DPEETR . EEEADOD v RUEGRIXELEN, BIEBEEBICWHLTHL
WO v RUEGHBRINE T, HI3BEEIRALELY S avVIcHLTRHOY vy RUBRZXETDI . £
LW v RUEBGRIZBETEIEY,

o Lyl vV RUEMFEATBICIE. Citrix Director 7.16 LIEZ A VA R—ILLTLESI L,

o« Citrix Directoro34 7> hid IP7RLXTIZ%< FQDN =B L T, #—4"w k® Linux VDA
Y—N—IEHELET, LIeA>T. . Citrix Directors 547> ki, Linux VDA % —/N—d FQDN
ZRRTIBRENHD X7,

cZINWNa—FTa>T

Ty arOsv RIOUBKKRLEESIE. Citrix DirectorS+4 7> k& Linux VDA OEATT/NY I %
ETLET,

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42
7 ShadowLinuxSession APl Q5Z%# BB L £, I—H—1EREZNE T 3 HOBBHARRIINTHELGH
i IhisWEEIE. VDA @ FQDN 2F& T ping LT, Citrix Directors FQDN #fRTI 3 L &k
RBLET, Wss://EHGTHELNRELILBEIE. MAZERBLTLLEIL,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
x9:

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig="/etc/xd1l/log4j.xml"

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHREIPICTS—DRELEBEIE. ROBEERITLTLLIEIV:

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

BERRY—EXT—FEY

August 15, 2022

BIRT—EXT—EVIE. EENICAF vy ERTLTCEEAY—EXZERLET, fisdestdsde. 7—E>
EH—EX 7O zBEFHFLIFELEL. VY —XZBRTIEHDICTOLIDEDZIV—-2TF Y TLET, 1%
Hanrflshsg/var/log/xdl/ms.log 7 7 1 LICEEEBINE T,

1B

VDA ZEEET L. BERY—EXT—EVHEFNICERL FT,

CDikEEld. EEEEMRZFERL T, Jopt/Citrix/VDA/sbin (- #% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LA FERAL THERTEZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHTZICIF. ROAT Y RER
TLTERY—EXT—E>zBEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->
« scanningpolicy.conf

COBHET 71T BRY—EXT—EVZEMILEEMCLEY, Y—EXARBHARZREL. KR
TN eBET I N ShZIRELE T,
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MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (¥fu: #. F7 /)L ME: 20. H/IME: 5)

AutoRepair: true/false (57 =)L &l true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bHTRTESIE. 774
FTIZ4 DOERWEY—EXDHD XY,

ERY—EXZEETBICIF. UTOT7r—IILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (O XBIXTAHICTRIEIETET A, . REIC—HBITIHBELRHD &
ERY)

- Operation: 1/2/4/8 (1=fIsM'RHTNB Y —EXEFLELET, 2=l EEIN D 8 —
EXZRFETLET, 4= —EXZBEFHLEI, 8=Xorg 7O XDEDZHEHEL ET,)

- DBRecord: false

« whitelist.conf
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rulesets.conf 7 7 7 JL THEE L BB R Y —E . whitelist.conf 7 7 1L THERTIHEND
DExd, K714 )X MMEHIZ. EXa2) T QA AV TaIILEZ—2BDET,

RTA4 FUXEEBRT 3IC1E. whitelist.conf 771 LIC7OEXRBOHEEDHET (RRI—HIT 34
BAHDET), fle LT UTFDRIU—2 3y bEBBLTLIEIL,

ctxvda.ctxhdx&s Ltv'ctxpolicydtr—ERX%{EILT 5HilC.service ctxmonitorservice
Stopav Y RERTLTERY —EXF—EVEEIELET. ChERTLAVES. BRY—ERF—F
ViEEIELis—E X EBiieg L £7,

Y—lra—F1 T

May 15, 2023

tyraryr—42oBRa1—-T0)T+«

Z LinuxVDADt v 3 >oF—20RBREICERATES1—FT0 )7+ (ctxsdcutil) pMEMENhEd, VDAT
RARINTLEZITRTOEY S IVPHEDEY I VIIDVWTARDT—2%Bad5ICiE. /opt/Citrix
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/VDA/bin/ctxsdcutil -q <all | SessionID> [-c]avYRERITLET, sl#[-clid 1
BWESICT—2EBRITEICEEBKLET,

s Ty a Y ANHIHEHEIE
o vl arHAHEEIE
s tyiarvHhEE

o JERE - R

o TE1ERSE

+ ThinWire t /751418
o A—T o AHATEEIE
o TV rE—HAEEE
o RSATANNHEIE

o RS THOEHEEIR

xdlcollect Bash X2 1) 7

OJoREICERIN3xdlcollect Bash X2 U ZF rik Linux VDAY 7 U = 7IC&E& S 1. [opt/C-
itrix/VDA/bin ICEEE SN ¥, Linux VDA% 1> X k—JLL %, bash /opt/C'|tr'|x/VDA/b'| n/
xdlcollect.shav>Y rERFTLTOJZRETETET, OJNENRT TR . EEShOT T 71
DNRIVTRERL 7 NA—ICERShET, EFEShzOY 7 7 L% Citrix Insight Services (CIS) i
Ty IO—REZ3NESH%E. xdlcollect Bash RV FHAERLTLK 3 ehHD ET, AELEBAE.
xdlcollectid7y7O—RrhwT Liz&ICupload_ID # &L £J, Pv7O—RLTH. EEINOTT 7
TIEO—ALI S U SHBRETNERA. o2 —%—Id. upload_ID ZEALTCISICHZOT T 7TILICT
JEATEET,

XDPing

Linux XDPing vV —JLIZaAX Y RS> 7 FUr—> 3> T, Linux VDARETO—RANABEROMEEF T v
793702 =BEULET,

Linux XDPing v —)Lid. X7 L LT 150 2BZ 3MEADTR M EETLET. CNHDTI I AFRD
LOICHEINFT !

o LiInuxVDA O X T LABHABIZINTVWEIHESH 2RI S

e LINUXTA XMV E2—Y3>vEETIIUBERZHAILTERRT S

o Linux h—x)LOERMZHRT S

o Linux VDA OEMEICEEE S5 X 208D HZBEMO Linux T« AU Ea—>a > OREE#RET 3
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+ Security-Enhanced Linux (SELinux) ®E&— R B4 ERERT 3

e XY MT—UAYE—TTAREHIIL. XY bT—UREEERT D

¢ APL—=2DON—TFT1 2 a RBERTRBRT « AVBEEZHETS

e IVVDRAME RXAVEDEREHERT S

+ DNS#pizmR L. BRT A bZ2R1TI3

s BRBEBBINAN-NAHY—ZHEL. RETSVOBHRZHEL XTI, YR— R

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o BZREEEABL. ®v b7 —JORZIEEEIEEEL TLWE I 2 BT 3

+ PostgreSQL 4 —E XD BN EINEIEL TV S D\ 2RI S

e TJF7ATIA—IIDEMIH>TVT, BELRR—FDPHVWTVWEI L ZHERT S

» Kerberos =R L. BT MERITTS

o JI—TRVI—H—ERIT>I >0 LDAP RFIRIEZ RT3

« Active Directory BEHEEL< Y b7y P3N, MEDIY VDR R XA VIZBIML TVWRHE S Hh &S
LEd, HR— R

Samba Winbind

Dell Quest Authentication Services
Centrify DirectControl

SSSD

« Active Directory A® Linux > Ea—42—F47J 1V FrOBEELZHET S

+ Pluggable Authentication Module (PAM) #m%=mE:Rd 5

e ATHYTONE—2%HRT S

o LinuX VDA IZREBHRNY T —ISHA VI M=ILINTWELERERT S

o LINUXVDANRY T =% BEL. 1 VXA M—ILOEEHZHRBT S

« PostgreSQL LY X hUF—ER—-XDBEM =TT S

o Linux VDA 4 —E XD EICHER S NEEL TV I D &R T S

* VDA S LU HDX 1B OB S = #BT 2

o BAFEADE Delivery Controller # 7O0—7 LT, 7A—A—4—EXHEEAHE. 1RETRET. HEMED
HBZTAMLFT,

« Y>> Delivery Controller 7 7 —LAICERINTWEI I ERRBT 3

o TUOT T ERIFUMISNI-ZE HDX v 3 > OREERERT S

e Linux VDABIED IS — ¢ EHIZOWTAI 7 7ML Z2XF v 2§D

s Xorg DN—=2 a3 VB BYIHZHRT B

Linux XDPing v —/L DA
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=

ctxsetup.sh #%£f7LCH. XDPing i1 > X ~k—/LENFtH A, sudo Jfopt/Citrix/VDA/bin/

xdpingzx®R1TLTXDPing 21 > A +—ILTE £,

DAY > RTlE. XDPing I E % Python3 REBIBEHERINE T, TDOY > R T Python 3 (k38

BOERICKM L 7=HBE(3. TPython 3 RBIRIEDIER) OFIBICHE > TFETIER L T ZT L,

Pip Y —IILDERABICKETZHUEMDDH S SSLELHTS—ICHLTBICIE. ROBEEFEHRR
% [etc/pip.conf 7 77 JLICIBINT 3 Z e E#RET LT AT L

[global]

trusted-host =

pypi.org

files.pythonhosted.org

~

XDPing iZid. OX Y RS TLhSRFENBXxdApingt WS BFOB—DE(TAEET 71 LHHELTUET,

ARV RSA2F T2 arvERRTBICE. —hF T2 a>vezFERALET:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

TAMDREBRAA—bERITTBICIE. AXYRSA>F T a0 ARLTXApingZERTLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

Linux VDA Xy —S% A YR =)L T ZRIICEREERR T 51C1E. pre-flightFRb2RITLET:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

BZIT X k% Kerberos 7 X bR Y. BEDTAMATFIVDHERTIBICIE. ~TH T avE=FERLET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

ED XenDesktop O> FO—-5—%27O—-T 9 3I2id:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

HA%  LUTFid. Kerberos ¥ X b &R{TLIBEEDEAFITY:
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

Foto rEY D

August 15, 2022

SOt arTRH MTOREYZICDOWTEHBALET:
« HTML5 @i+ Citrix Workspace 7 71 o 7R—
+ Python 3 RIBIRIE D ER
« NIS @ Active Directory £ o#i&
» [Pv6

LDAPS

« Xauthority

HTMLS (7 Citrix Workspace 77U 4R — k

August 15, 2022

HTML5 @47 Citrix Workspace 7 7V %R L T, ¥ 54 7> k% Citrix Gateway (234t 9 % Z £ &< Linux &
B7TVELUTFRY by FICHBEGRTE £9, HTMLS @is Citrix Workspace 7 7 Ic oW TaE L < 1. Citrix
RFaxX>Y FEERLTIIET W,
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COHEEZBMICT S
COWEEIZT 7 )L b TIREMICAE>TVWET, BHMICTBICIE. ROFIEEZETLET:
1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 77U HB#ICL 7,
FMEAFIEIC DL TIEZ. Knowledge Center 525 CTX208163DFIE 1 #B8BL T ET L,
2. WebSocket ##izBMICL &9,
a) Citrix Studio ©. WebSockets 45K > —% [#HA] ICRELE T,

D WebSocket R —%8BETBZHTEET, WebSocket KUY —DmeB—BICDWVWT
&, TWebSocket dR1) > —zEl #BBLTLIEIL,

b) VDA Tctxvdatt—E R, ctxhdx#—EXDIEICEREH L TREEBMLET,

c) VDA THRD I > RERITLT. WebSocket U RF—HEELTVWBIHESHERERL 7,
netstat -an | grep 8008
WebSocket U 2+—h'EfEL TV EHBE. IV FHARRDELSICHRD ET:

tcp © @ :::8008 :::%x LISTEN

F: ¥ a277% WebSocket #6507 dIC TLSBESKEEMICTZ b TEET, TLSESKEEMICT
BHEICOVWTIR, TTLSIC& 32— -ty avofFE] #8BLTIIETL,

Python 3 {RABIBIE DIER

November 27, 2023

Yy bT—=UICEHELTVWBHBEIE. sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav > k%#R{TL T Python 3{RAEBEEZ R TI £ 9, 72/2L. IYVER
T Python 3 fREBIBIEZER TEIRWVEEIE. Ry P T—JICERLTVWAS THFHTHERTI X T, CORLET
i Ry U= 2 Python 3 (RABIRIEZ1ERN T 2 e D DRMHREHE FIBICDOWTH LSSHHBAL £ T,

Al A1

« Jopt/Citrix/VDA/sbin/ctxpython3F« L2 hUILF7oERT 3IC1E. BEEERILET

ED
o« Python3nNysr—S0RA—ILT 71 ILBRETY, K1 —IL7 7 I)Lidhttps://pypi.org/h54o >0
- "\\_Cg ij-o
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Python 3 {RABIRIEDERL

ROFIEERITL T, Python 3 {RIEBERER L £7:

1. Python3 o#&&EEHEEZ VX b—ILLET,
Amazon Linux 2 0ig4:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL %5

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

p= N
—BOKEFEEFRZA VA= TIEDICIE. BEDURI NI OEMUIURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server

-optional-rpmsIv > r%#xR4TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> REXRTLET,

Ubuntu. Debian 054

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

SUSE 0ig4&:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. Python 3 {RABIRIBZERRL £,
pE
Pip Y —ILDERBFICKET ZAREMDH S SSLEBHT S —ICHLT 3ICI1E. ROBEEEHRR b
% [etc/pip.conf 7 7 1 JLICIBINT 5 C e &2 e L T 2T

[global]
trusted-host =

pypi.org
files.pythonhosted.org

Amazon Linux 2. Debian. RHEL. Ubuntu 04
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sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 04
export PATH=$PATH:/usr/lib/mit/bin:/usr/1lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo ln -s /fusr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

<!--NeedCopy-->

3. LDAPS o fkiFBiRZE 1> X h—ILL&E T,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4. XDPing O&FBHE VI —ILLET,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

NIS o Active Directory r 0#:4

August 15,2022

ZDREYITIE SSSD #FERAL T, NIS % Linux VDA @ Windows Active Directory (AD) #&9 37534IC
DWTERBBL £9, Linux VDA I&. Citrix Virtual Apps and Desktops @ > R—x> FeBBRINET, T
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& Linux VDA i%. Windows AD IBIBICBZICE TV DLW TWVE T,

AD DD DICNISZ UID 8LV GID 7ONAA— LTHEATZICIE. ADE NISTA—H—BE/NXT—RD
HAEDEDT AV Y FMERZR—ICTBHRENHD X T,

i

NIS 2R L1=Bas. BEEAD H—N—Ic&DiFbhET, NIS+HEHHR—rahFELA. NISZUID &
KUGID 7anNa 4 —r LTERT 3EE. Windows —N\—H 50 POSIX BIFERINEE Ao
7

ChiE. Linux VDA ZBR T3 AEL LTELEEATH . HEDI—XT—XTOHMEAL TIRZEI L,
RHEL/CentOS ¥« X b U E 2—> 3> diBAIE. TLinux Virtual Delivery Agent for RHEL/CentOS o
VA=) OEFRIE>TLEET W, Ubuntu 7+ R U Ea2—> 3 >0HEIE. TLinux Virtual Delivery
Agent for Ubuntu @1 > X b—JL1 OIERICHE>TIIZEI L,

SSSD & i3?

SSSD IFY RFT LT —EVTT, SSSD OELIEEEIF. AT LICF vy v al A T4V R— M 2RHETIHE
JL—L7—0%BLT VE—RMUYV—XROBRSLURADOT7 I/t XA 2R#MMTB T, PAMPNSS €22
—LERHBELTED. FERMISIE D-BUSR—RD1 Y 2—T7 24 DY R—F LT IBRI—F—BRICHIET S
FETYT, Floe O—ANA—HY—TFHO Y FeRI——BREZFRETIHDOBNLT —EZR—IZRMHLE
ER

NIS £ AD 05 &

NIS & AD 2859 3213, ROFIEZTETLET:

FIE1: Linux VDA% NIS 517> kX LTEM

NISOS17> hzEBLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS RX1>ZRELEFT,
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N— 205147 rDIP 7RL X% [etc/hosts IZBIML £7:
{ NIS server IP address } server.nis.domain nis.domain

authconfigTNIS ##8HL %7
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sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (. NIS #—/\—®D K X1 > & T, server.nis.domain (£, NISH—N—DHRX ~ZTHO. NIS
F—N—DIP7RLRICHTEET,
NISOH—EZXZRELFT,

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIBEAEL W & ZHRBL £ T

ypwhich
<!--NeedCopy-->

NISH—NR=D5T7HATV Y MERIMEATEI B EZRABLET,

getent passwd nisaccount
<!--NeedCopy-->

E:

nisaccount (Z. NISH—N—DEBDONIS 7HT> +TF, UID. GID. F—LTF«s LT U, B&LTUOY
AV ITIDELLEETNTVWA I ZERLED,

FIE2: RX1>ic8ML. Samba %# B L THX b keytab % /Em
SSSD Tld. KX BN RF7 LD keytab 7 7 1 LOEIRICEAT S AD DU 540 7> MMERENRHINTLE
Ao COWBELTEIRTRICIIRDESBIEENHD £7:

« adcli

« realmd
e Winbind
« Samba

CDEITarTiE Sambalc k37 7O—FICDOWTOHIRHRAL £§, realmdicoWVWTiE. RHEL F7:1&
CentOS DRYA—DRFa XV hEBRBLTLEETW, SSSD ##R T 380lc. UTOFIBICRS BELHD F
ER

KXo >icsiml. Samba ZEAL THER ~d keytab #{EE T 5:

Linux 2214 7> ~T. BHICERINET7 71 IILEERBLET,

+ Jetc/krb5.conf

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 232



Linux Virtual Delivery Agent 2206

+ Jetc/samba/smb.conf:

Samba & U Kerberos SBiERICY Y V%R L £7:

sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

C CT. REALM i3AX=FD Kerberos $8i5& <. domain (K X1 >® NetBIOS&TY,
KDCH—N—E&L04EEEZ%Z DNSR—XTERBTI2MBELH 255E. RD 2 D2OF S a>rzagpRo <Y RIC
BMLET:

-—enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf WL T, [Global]l o> g kDT> U EBMLET, =720 BIMT 3D
authconfig vV—ILic&>TER TN/ > a > DHTT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA IZBMT 3ICIE. RXCAYOAY FO—S5—ICEETEZ . OAYEa—42—%RXTVICE
MY 2ERZFHOAD I—F—T7HI Y FHBRETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iZ T, user i3> a—4—% RXAVICEBMT31EREZFORXr>Y1—H
—'("3'0

Fg3: SSSD oty b7 v

SSSD oty b7y Fid. UTFOFIETHERINTWET:

o Linux 317> b viZ sssd-ad Ny r—I B KU sssd-proxy N —2J2 1A —=ILLET,
s IFEIEFERTFAIICKREDEEETVET (sssd.conf 4 Y),
« sssd f—EX%ERBLET,

[etc/sssd[sssd.conf sssd.conf DFREDH (BBICHU TEBMOBREETSI AN TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true
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re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com & server.ad.example.com =359 2ETEIF ]I £7, 5L <. sssd-ad(5) - Linux
man pagel] ZERL TSIV,

T71IVDFRBEES KUV T7 7t X1EE% sssd.conf TRELFT:

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FlE 4: NSS/PAM D#ER

RHEL/CentOS:

authconfig % /A L T SSSD #&%i1C L 9, oddjob-mkhomedir #1 > X +b—JLLT. TOKR—LTsL
7 R OYEREEEN SELINUX ICXHISL TWA e #RBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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B>k

Linux VDA R E%1T5 & Fid. SSSD TIL LInuXVDA 75147 > FDEFRIRBREN BV ZEELE T,
ctxsetup.sh X7 ) 7 - TOZDOMOERAZL LTE. T 74 MEZEFERLET,

FIES5: Kerberos &m0z

Linux VDA TERTE 5 & 512 Kerberos AIELK BRINTWE e 2RI 3ICIE. KOOIV RICED. ¥
27 LD keytab 7 7 1 LHMEREH T keytab 7 7 1 LICEHRF —HEENTVI L EHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEEERI—rOIEFIEFREHFEDOFICH L TERATES2F—D—EHERT
TNZx 9, Kerberos @ kinit v REETL. CSDOF—%FEALT. IOV RXr>yaybO—-5—ICx¢
LCEREL 9

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

ROVEBEEHBIRIANFTTIEETZHRELRHD LT, RILES (O) 1d. STIICLBZBSMIEMSLOHICNY Y
25wa () TIRT—TTB3HRERHDFT, BEICK > Tk, DNS KX >&H Kerberos $BlH& r E4 b
F9, LiH>T. HPEHEEEALEYS. COOATYRDPRINT R L. HAORKRTINEEA.

ROARY RZFERALT IV TFADY MO TCT Fry b F vy oot Ce ZHABLET:

sudo klist -ke
<!--NeedCopy-->

FlE6: 21— —RAL DTSR
getent <YV RZFEALT. OV FVEANMYR—EINTVE . BLUNSSHIEERT IS HZ2HRL £
ER

sudo getent passwd DOMAIN\username

<!--NeedCopy-->
DOMAIN NS X—Z— 3R WERD XA VB TY, AloOJF Y EAPKELRBEIE. £9 getent JT VK%
fERLTHEBLEY,

HR—bIThTW3O0F VERITRDED TY .

o AL AR)LOTF V% DOMAIN\username
« UPN: username@domain.com
* NetBIOS H#7 1w o X2 username@DOMAIN
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SSSD PAM E2a—ILAELK BTN TWVWE CE 2B T BICIE. RAM>YaA—H—T7HU > b=EAL T Linux
VDAICAZFA>YLET, UREIERAA > I =T hIO Y MIFERAINhTLWEHATL .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROOAR Y RICE > TREI N UID ICXET % Kerberos ERREHRT v v a7 7M1 ILAMER SN e =R L
x99

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI E 2EEL £
ER

klist
<!--NeedCopy-->

IPv6

August 15, 2022

Linux VDA Ti&. Citrix Virtual Apps and Desktops I IPv6 #fERETE £9, COWMEEZFERT I IIE. XD
RICEEL TS,

e TaTLREYIIRIFET, IPV6 HEATRICEMICA > TULARWSE, IPV4BMERTIhE T,
« IPVAERIET IPv6 ZB#MICT 3. Linux VDA I3t8EL £ A,

BHE:

o LINuXVDA 213 TldHA <. =y FT—JRIELED IPV6 THIBELHD £,
+ Centrify TIZE 27 IPV6 £ 7R— L TULEE A

LinuxVDA%Z1 > X b—JILLTWBBE. IPv6 D8RRy b7y TERIIIBEHD £H Ao

Linux VDA T IPv6 =7 3

Linux VDA Oz ZE T 5511, LFTIPV6 =2y hT—2 T LINUX RET S VHMEEL TOWeh 2 BRI 2HE
DPHOFT, IPV6 DEREICEET 2 2 DDLU F—HDHDFT,
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (Z58E L T, Linux VDA TIPv6 #B#ICL £9:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IOy b7 —0 1> 2—T7 214 A0 H 3 H4E. ControllerRegistrationlPv6Netmask ©
Linux VDA OBRICERAT 2Ry hT—J 1Y F—TJ 1 RZIBETIET!:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

{IPv6 netmask} #=[EDx v k<X ¥ (2000::/64 72¥) ICESIHMIET,

Citrix Virtual Apps and Desktops T IPv6 BRIICDWTEEL < I&. TIPv4/IPv6 support) 28RBL TS
Lo

N PIEES R

BARD IPv6 % b —0BIEZF v LTH S, pingb ZERAL TAD & U Delivery Controller iZiETE
ZhEERLET,

LDAPS

August 15, 2022

LDAPS i%. LDAP@&{EH' TLS/SSL Z AL TBESHKINE S rY A b T LI MU 7R 7OMIIL
(LDAP) o&&£HN—23> T,

TIAILNET 9347 b —N=TTFU5—> 3 E0 LDAP BEIFESHKINTWVWEE A, LDAPS T,
Linux VDA 8 & U LDAP #—N—f® LDAP o TV AV TV Y ERETE £ 9,

RO Linux VDA J>R—x> b3, LDAPS & 0ik=FBFENH D &9,

« JO—A—IT—Y x>k Delivery Controller iZ Linux VDA % &%
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e KUS—H—ER: KU —iF
LUFIE. LDAPS OHRICHETT.

« Active Directory (AD) /LDAP % —/\—T LDAPS =& &t
e USATVNTHERTBZIL—FCAEIIREKR—F

Linux VDA << > T LDAPS B3k £ - IdEM L

e U—RN—=F14 DT>y b7 +—LTLDAPS DOHERL

SSSD DR

Winbind 05§

Centrify o

Quest DR

7
ROAYY RZETLT. LDAP H—N—DERVA VI ERETETET, 774/ MEF 159 T, Dl
EDH L0 RICHRETBDLSICLTLIET L,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS OBt

Microsoft sERBH#4RS (CA) F7z133E Microsoft CA @ 5 5hvh SEI AR DHEEE% 1 > X —JLL T, SSL&
fBad LDAP (LDAPS) #B%ICTE %9,

[ N

LDAPS 3. FXr>a>bO—5—T2HDI—FCAZA YR +—ILT D L. BENICEMCAD £,

GEBAEZ 1 > X b—JL L T. LDAPS ##4iz BB 9 5 AAICDWTHEH L <& THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

HEFRBI DB ICEHMDEDL H3HE. R XY ~O—5—T LDAPS SREE 0@ )4 EFRE = BEMICEIE TS
EtA

BHOHPBHEAOKEZFRAL TR Xr>d> bO—>—T LDAPS ZB#MICT B HEICDWTEH L < IE. TLDAP
over SSL (LDAPS) Certificate; #8BL T3 L,

75472 bTHEAY B/ hEEBE (CA) oBMk

U347 2 b3 LDAP H—N—-p539 % CA DIEEAEZ RT3 HENHD T, 7517 > @ LDAPS 3L
ZEMICTBICIE. IL— b CARERREZERFADF—X M TICA YV R—bLET,
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L=k CAZIVRR— T BHEICDOVTEL <& Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA Y3 > T LDAPS =&k f- I3 Exhik

Linux VDA T LDAPS # &% £ 7 I3EMICT B ICIE. (BEExLTOJAYLT) XAODRIU T+ %ERITLET:
COOAXY ROBXICIFRNEENE T,
o FEEINTIL— b CAREREET SSL/TLS 28T LDAP #8%ICL £ 95

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

o SSL/TLSBHBTLDAP Fv RINA>T 1> JZBMLF T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

A

FYRINATa 27D — b~ CAGERAE IR, PEMEXTH2RENH D £9, LDAPS zHB#ICL
TH Python 3{RIBIEAER ICER I NARWVEEIE. TPython 3 {REBIRIBOIERI OFIEICIE>TF
TR L TS L,

Pip Y —ILOFERBICKETDIAREM D H S SSLIEHRT S — SN T 2 ICId. ROBEEEFHERZ b
% [etc/pip.conf 7 71 JLICIBIIT 2 Z e EReT LT AT L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

o SSL/TLS #ERETICLDAPICT7 x—ILINw I LE T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS £B® Java ¥ — X 7. [etc/xdl/.keystore ICH D £9, HEEZITZL I M) F—ICIE. AHE
FNFd,

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS

HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore
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HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1DTF 5w ;b7 x+—LTLDAPS DIEH

LinuxVDA QY R—2Y FMCIIZ T . VDAD I £ T EFA Y —RN—FTr DY 7 rUz7aAVKR—FR > L Tlk. SSSD.
Winbind. Centrify. Quest L dtFa1 7+« TREINT LDAP ARELBELHD T, UTOEI>a>
Tl&. LDAPS. STARTTLS £7z1& SASL (BR>—I) IC&3tFa) 7T+ THREIN LDAP =88R T 3 5%
ICDWTEHBAL £ 9
[
NEIRTOYV I LTIz 7aAVR—22FT. SSLAR—F 636 2EFAL. EFXa2) T4 THREINT=- LDAP
ICTBZEDEBELLDITTIEHD £HA. F/-. IZALDHZE. LDAPS (R— bk 636 TD SSL ZHD
LDAP) (37R— bt 389 @ STARTTLS ¢ H£ETIT FH Ao

SSSD

A7a>Teic. R—b 636 £7zldR— 389 DtzFal) 7+ THREINS SSSDLDAP b3 71w U ERER L
79, s¥L <IF. SSSD LDAP Linux ® man R—=JZBBLTLIZT W,

Winbind

Winbind LDAP 2 T ix. ADS XV v REFBEL 9, Winbind I&. R— k 389 T StartTLS XV v RO &EHR
—FLTWVWET, FEEZZITZHEMT 71 I)LI%. [etc/samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DIEE) %71 [etc/ldap/ldap.conf (Ubuntu Dig8) TT. 77 1ILERDESICEEL X,

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

Flo. E¥a )T TIRESINT- LDAP 1&. SASL GSSAPI (BEE LU —IL) THERTE TN, TLS/SSL v #
FTBRILIFTEIEHA, SASLEESKEFERT 3ICIE. smb.conf BEELTEL £,

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify TigR— 636 @ LDAPS ZHR— LTV EH A, —A. R—F 389 LOtF a7 TREINIE
SHIFRELTVET, #L <UL Centrify 1 FEBRBLTL LT W,

Quest

Quest FBEETF —ERIFAR—+ 636 @ LDAPS ZHR—r LEHEAD BDAETR—F 389 o+l 7+ TRE
ThIcEShERHBLET,

cSTNDa—FTa>d
COWEEZFERAITZE. UTOMENKEETEZELHHDET,

* LDAPS —EXDETAME

AD/LDAP # —/\— LDAPS S h AR T 5 C L 2 MBLET. T 7 4L R T COK— M 636
TY.

+ LDAPS 2 HE#IC9 3 £ Linux VDA OEBFEHEKT S

LDAP = N—tR—brHRELKBRINTVWB e 2B LEY. =MICIL—~ CAGEAEZF T v I L T,
AD/LDAP #—N—t—H9 3 zHRL £ 7,

o BROTLPRNUEE

LDAPS BEEnD +—%3:%> T enable_ldaps.sh #ERE FICEH L TLES . LDAPS VK-> D
KRFEFRZIBASAREDNHD T,

« LDAP 57« v Zid. Wireshark »znfthoxy hT -8 Y —ILH 5 SSLITLS TESHKINFEA

T 74 bTIE LDAPS IFEMICAR > TWE T, TN EME 9 321k, Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS 57« wZid. Linux VDA OERP T IL—TR) > —DHEETSBRICEELE T,
« AD #f—/\—T LDP ##t%= %217 L T LDAPS ORAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BEL %9,
« Jopt/Citrix/VDA/sbin/enable_ldaps.sh X7 U 7+ %#R{TLT/L— ~ CAHBEEZE % 1 VR— R TR

CAGERRZD 7 NRZBEL T, IL—F CAFEREOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, TR— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D OBENRE L5513, Base6d THSHKINT- PEMEROFERZ HEIHLF T,
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+ JL— I CA:EEAZE % Keytool —E(CRRTEAL

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#%={TL CTLDAPS #EMICT 3 . EHE
H/etc/xdl/ keystore (1 VR— b I, F—XA TR RETZINAT—RPAREINE T, NXRT—R%
SNrmEEld. A9V T 2BERTLTHLVLWEF—I M7 ZERLE T,

Xauthority

August 8, 2022

Linux VDA (3. 352801 E— MEIEIT X11 7« X 7L 118 (xtermgvimz&y) 2 FERAYT3BEE Y R—
FLTWET, CDipelx. XClient & XServer Dt +a ) 5« TIRESNICBEEHRERT I DICBREREF
VT4 XD LERELET,

COtEFa) 7T TRESTNICBEOERZRET BICIE UTD 2 20HEDHD T,

« Xhost, 7 xJL bTld. Xhost x> RizO—AJLRR k XClient & XServer D@EDHEZHA L £ 7,
IJE—k XClient ® XServer \OT7 7z X%ZHFA T3, HEDIYS Y THEREZMNEY 3781 Xhost O<
Y RARTINZBELRHD £7, H3Wd. xhost + % ERH L T XClient iZ XServer NQEHZHFA T3
CEHTETFY,

+ Xauthority, .XauthorityZ7/ILid. E1—HY—DKR—LFsL I VICHDET, COT 7L
I&. XServer OzBEEDFRIC xauth HEA T 3 Cookie ICEBIBRERET D OICERINE T, XServer
1YREAVR (Xorg) HEEITNB LIS FHEDT + A FL A ADEHZ RS 5 7-0I12 D Cookie HE
ATh&Ed,

1RE

Xorg highachad . .XauthorityZrzqIiLidXorgilESh&Ed, 0. XauthorityZ 7ILICIdRD
ERNEFNET:

« RTES
« VE—FEXRZFOMINL
« Cookie &5

xauthdv> rREFRALT. COT7MILEBRBTIXT, fi:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->
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XClient 1') £— T Xorg IC#E#T 9 3388, 2 DORIRZFHZ B IBENHD EJ:

» DISPLAY IRIEZ# % ) E— I~ XServer ICREL X7,
+ Xorg T Cookie #S®D 1 2=z&¢T . XauthorityZEELET,

Xauthority O

JE—k X11 ¥« R 7L ABIC Linux VDA £ T Xauthority #E%ICT31C1E. XD 2BEDL X MU X—%1E
MY 2HELRHD X7
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority IcBEMICLTH 5. FRICEBNEER—LT LI MIETYY RT3 T, Xauthority 7
71 JL% XClient ICEL £7:
« .XauthorityZ 7% XClient ICF&TET

ICAtv>arveiEs L%, Linux VDA X XClient @ . Xauthority 7 7rIL2%EmM L. A A > 21—
—DER—LTA LY MICT7AILERELET, 2. XauthorityZ7»r)LEUE—k XClientv> >
IO~ L. DISPLAY & U XAUTHORITY IRIELT#H % RETIF £9, DISPLAYIE. Xauthority >
FAINREFELLERTESTHD. XAUTHORITY I Xauthority ® 7 71 JL/IXXTY, fzr ZiE. &RDO
IYRZERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={

the file path of .Xauthority }

<!--NeedCopy-->
pa
XAUTHORITY BEEHMNERE SN TLWAWEE, ~/ . Xauthority 7 71 ILHF 7 =)L b TEMA
INFET,

o HEFR—LTAL I UEIIY TR LICED . Xauthority 7 7 )L% XClient ICET

BELAAXIE. OJA A —DREEFR—LTA LI IEITINTEZILTY, Linux VDA A ICA &
wavERETAL. QA Y1—H—DER—LTFs LI )T . XauthorityZ 71 ILDMER I &
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T COFR—LT LI UM XClient eHEINBZHEE. 21— —HZ0.Xauthority771ILEF
1T XClient ICEx 3 3 MEIZH D £ A. DISPLAY & &K XAUTHORITY BT #H%EE L BE L.
XServer T GUI B EEIMICRTENE T,

FSINS 2T
Xauthority »#aE L 2VEEIE. RO ST a—F 1 VI FIBICR > TR TV

1. root FHEZIFOBEEBE L LT. $RTO Xorg Cookie ZEMEL £9:

ps aux | grep -i xorg
<!--NeedCopy-->

COIOT Y RIF. BB Xorg IEIN S Xorg 7O R ENFA—F—%EZRRLET, H5 1 D2D/NFKX—
Z—lt. ro.XauthorityZ 7 hERINEZ D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth 7> r%##EAL T, CookiezRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy—-->

2. Xauthavw > REFEHALT. ~/.Xauthoritylic&fh3 Cookie #RRLET, RLRTESDBE.
Fnand Cookie & Xorg & U XClient » . Xauthority 7 71 ILTEIL THIRBENHD 9,

3. Cookie *EILBNUE. UE—FT 1 XTLAR=FHLINUXVDAD IP 7 RLZE AT RY by TORR
ESEFERLT7I/ERATE S EREBLET,

fee zid. XClient v > Tthroav >y RERTLET:

telnet 10.158.11.11 6160
<!--NeedCopy—-->

R— &SI 6000+ REEFESDEFTT,

telnet DRIENKRKRT I L. T7 AT U 4—IHERZTOVITELHBOFT,

=7z
=T\ I:I.I-.E

August 15,2022

SOt arTR MTOREY ZICDOWTEHBALET:

» Azure Active Directory %= #H L 758
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o ATINRY TV T YA > F VEREE
e JxTL—2 3 EBEE—EX

« Lyl arEBHOERIER

« A¥—kH—R

s AT BVWEYSZ IV

Azure Active Directory %= £/ L 7=:%;

September 14,2022
PN

C DEeld. Azure TR b2 VDA TOAERATE X,

Z—XIETVWT, Azure I 2D Linux VDA =BT £9:

« Azure AD DS £1ii%# VM, VM 4% Azure Active Directory (AAD) R X >H—E X (DS) OEER
RXAVIZBMLTVWE T, I—HF—IF R XM VERBRZFERALTVMICOI A LET,

o FXAVESMVYM, VM AL AADID H—ERB\ESINTHH, 1—H—-Fifz/ELET, 21— &
AAD ERgIEHREFERLTVYMICOJ AV LE T,

AAD DS 5L T AAD ICDWTE#L < I, TB55DMicrosoft HDEREEZBBL TLIET L,

CDRETIF. FXTVIEBMVDATAAD ID H—ERXRZBMUE L UHEHT 2 HEICDOWVWTHIAL X T,

HYR—FTINTVWETs A MJE2—Y 3>

« Ubuntu 20.04. 18.04
« RHEL8.4. 7.9

» SUSE 15.x

« Debian 10

%L <IF. Microsoft tDEEEZBBLTLEIL,

BERN 0D REIRE & [ElgdER

Red Hat 8.3 &1 7.9 Tid. AAD 21—#'—gR:E#IC. PAM (Pluggable Authentication Module: 754 1>
ATREARREEEY 2 —)L) ®pam_loginuid.sohtloginuidnsREICKKL £9, CORMRBEICED. AAD 1
—H— VDA v avICT I ERATERBD T,
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CORMEEEET SICIE. /etc/pam.d/remoteTSession required pam_loginuid.sofT%

IXVETPTRLET, FIELTUTORIU =223y bZSRLTIETL,

#¥PAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password  include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

|¥scssion required pam_loginuid.so

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . So

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

FE1: Azure Portal TF> 7L — MREET Y U EERT B

Tr7L—hMrETIVEER L. AzureCLIZ VM ICA >R b—ILLET,

1. Azure Portal TF> 7L — MRV V% EB L £3. [Review + create] #2Uv o3 3HilC.
agement] %27 T [Login with Azure AD] #:ERL T 7E3 L\,

Home » Create a resource

Create a virtual machine

Basics  Disks  MNetworking  Management  Advanced  Tags  Review + create
Configure monitoring and management aptions for your Vil

Arure Security Center

Azure Security Center provides unified security management and achanced threat protection across hybrid cloud worklaads.
Learn mere o

@ Your subseription i protected by Anare Security Center standard plan

Monitaring

Boot disgnostics (®) Erable with managed storage account (recommended)
() Erable with custom storage account
() Disabie

Erable O guest diagnostics (]

Identity
Sysbem assigned managed identity I:l

@ Sistem managed identity must be on to login with Azure AD credentials

Arure AD

) RBAC role assignment of Virtual Madhine Administrator Login or Virmsal Machine
Uitir Loginis feeraineel wha ing Arues AD login. Lajen are ©

W Aure AD login mow uses S5H certifcate-baued authentication You wil reed to use an S5 clent that supports OpenSSH
eenificates Yeu can e Arute CU e Cloud Shell from the Azure Fortal Ltam mose o

Auta-ghutdown

Erable auto-shutdown :I

Backup

Erable batkup a

Guest 05 updates

Patch oechestration opsions gyt ittt w

i Some patch orchestration options are nat available for this image. Learn more

[ seven  ovve— I LTV TR

[Man-
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2. 77l —bMRET>>TAzUreCLI Z VM I/ > X b—=JLLE T,
# L <&, Microsoft Hmz2EE#BRBL TLIET L,

FIE2: 7T L—MREII IV TIRZ—A A= R EE

IRZ—ARXA—=T%EH T BIC1E. TAzure TD MCS ZEA L7z Linux REY > > OER) @ TFIE3: YXREZ—T
XA—=—THEFET D] OFIBICHE> TSI,

FIE3: 7oTL—MREAIS VZ FXAVFSME—RICRET S

RRAZ—AR=J R LS. ROFIBICE>TVM Z RXAVEBME-—RICKRELEFT:

1. OV RTIAYTIDERDRV) T ERTLET,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. function read_non_domain_joined_info() %8>y T.NonDomainJoinednfEx2
IKCEBELET, fle LT ROO—RJOvoEBBLTLIEEL,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"

# check 1f websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

$9{

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'"

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2

£

}
<!--NeedCopy—-->

3. EEZRELEY,
4. TUTL—MREIIVED vy IOV LET,
Flg4: 7>7L—MrEIY>VH S Linux VM ZER T 3

RAXAVIESMT Y TL— MRETS VY OEENTE LS. ROFIRICHE>TVM ZER L EFT:

1. CitrixCloud icr>r> L %9,
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2. CitrixDaaS #4 7 o Uy o LT, [EensEm] BEIVY—IILICTI7ERLET,

3. [¥>¥>Hh%404] . Machine Creation Services B L TF> 7L — MRIET> >H 5 Linux VM %1
BB e%BIRLET, #L <. CitrixDaaS R¥axX> bd TR X+ VIEEMD VDA #8BLTL
el AN

FIE5: LinuxVM (Z AAD 2—H#—T7ho > r2EDHTS

KX EBMYM 2R LS. TNSICAAD 2—H—7hHU Y rEEIDYETET,
AAD 2 —H—=7AU > rZ VMICEID HTBICIE. ROFIRICTEVET:
1. EBET7HIV M E2FERALTVMIZZZERLETD.

2. [Identify] > [System assigned] %7 T. [System Identity] #&%ICL %7,

| Identity

System assigred  User assigned

% Continuous delivery

{ Redresh f Goa feedback?

Operations

5 Auto-shutdown

3. [Access control (IAM)] > [Role assignments] %7 <. [Virtual Machine User Login] 0% R
2F BEIZISCTAAD 2—H—7ho > rZEMLET,

%) | Access control (IAM)
Virtual machine
> Search (Cmd+/) « {- Add | Download role assignments Edit columns () Refresh 27 Got feedback?
K3 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —_—
A Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2% 2000
/¥ Diagnose and solve problems
Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
Name Type Role Scope Condition
& Connect D w P!
£ Disks > Contributor
B size > Owner

© Microsoft Defender for Cloud
\ Virtual Machine User Login
& Advisor recommendations

4 O . User Virtual Machine User Login @ This resource None
Extensions + applications

RXA2IESMVDANDOOT 7>

HBROI Y RI—H—E. EXAVIESIMVDAIC2 DDOFZETAT AV TEET, HABFIBEIIRDEH DT
K
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1. Workspace 7 7V B8 L. AAD I—H—RBENRXAT—REANALTT—IAR=RIIOTF VL &
¥ [Workspace] R—JHEEF £,

2. RXAVEBMT RO by T2HdTNIV Yo LET, [AAD LOGIN] R—=IHERRINET,

ZOR—=TE. VDA TRHRESINTWROJ MY E—F (FNAAROA—RFRIEAAD 7HU Y MR T—R)
IC&>TERLEDET, T74IETIE Linux VDA IE. RO K SICTFNAROI—ROJAVE—REFALT
AAD 1—H—%IIL %9, EBEIF. BBICHLT. OF1VE—REAAD 7HU Y M RXRT—RICEE
TEFT, FIBICOWTHEHLLIFE. UBROEI> 3V EBRL TSI,

3. BEDOERICESVT. ROVWThHIDHEETTRI by Tty avicni4 v LET:

¢ QRI—REXFv LT, I—REAHLET,
« AAD I—H—B L KZAT—REAALET,

AAD 7 AU Y MNZAT—ROJA VE—RADEE

FI7 A4 T LINuXVDAIETNA ZO—REFERALTAAD 22— —%B:EL 9, %L <&, Microsoft ttm
HEEBBLTLESV, OF1YE—RE [AADT7HUY N NZAT—R] ICEET3ICIE. ROFIEEZRTLE
EX

VDA TxD X > RERFTL. AADAcctPwdAuthEnablex—%RDI3T. ZDOEX0OXx00000001IcEE
L£Y,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "Ox00000001" --force

<!--NeedCopy-->

:

Co75EE. Microsoft 7Hw > by £7:13 2 BRBENBHICH > TVWB T AT hTIEER £ A,
ATINRY T2 TS A 27 VR

August 15, 2022

StoreFront X k7ICT7 VR T B cdD1—H—&igiEHR=Z. Linux @iF Citrix Workspace 7 71 & & U Citrix
Receiver for Linux 13.10 ® AuthManager €2 a—JLICAATE 9. ANH%k. 21— —EEBEHREBEANNT
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%<, LinuxREBTRI by Ty avhsRBTRI My IELUVT TV —>avil. 95347V hE
FRLT77ERTEEY,
7
C DaEIE Linux @7 Citrix Workspace 7 71 & & U Citrix Receiver for Linux 13.10 THHR— k3N T
W&,

COWBEZBIMICT BICIE:
1. Linux VDA iZ. Linux [+ Citrix Workspace 7 7 1J & 7zia Citrix Receiver for Linux 13.10 - > X +
—JLLET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix # 7 > O— RR—=IHh5 7SV AE AT O—RL
9,

FIHxIW DA YA R—=ILIXRIE. [Jopt/Citrix/ICAClient/TF. BERZNRIZTIVEA VA L—ILT 35
&. ICAROOT IRIBET#E RIED1 VA =L %EZBBITZLSRELE T,

2. Citrix StoreFront €3>V —ILT. RO X ;7 HTTP EARBEAREBIML £9,

Manage Authentication Methods - two

Select the methods which users will use to authenticate and access resources, 0
Method | Settings
#|  User name and password
[ ] SAML Authentication -

[ | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Seart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [antlcatlcur?l methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP BARMI%HAI T 3ICId. RDF—% AuthManager #57 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (ZBML E9:
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<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROARYVRZRTLT BESNETA LI MU —FEAZZ T YA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. ROOATY RERITLT. COMEZEMICLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0

x00000001"
<!--NeedCopy-->

6. LinuX{REFRI by FEwvsayaERIBLT. Tty a>TLinux @i Citrix Workspace 7 71 &
foi& Citrix Receiver for Linux 13.10 #2#81L £ 9,

Citrix Workspace 77U ¥ TRBIL 2L FIZ. AT THATY COANNEROSNET, LURIE. IBE
BAOISTICEBNICOIA Y LET,

:

AbT7T7H T O HTTPSURL ZABNL £,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wour [T departrment.

https:/J

Cancel Add
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JxT7L—>ay Bt —E X

February 9, 2024

TJIFL—>a VB —E X (FAS) R LT, LInuXVDAICAS A>3 32— -5 I3 N TEET,
Linux VDA (&, FAS O % >i#Elc Windows VDA £ [E L Windows EBiE%ER L £ 9, FAS A® Windows &
BOBRICOWTIE, Tz 7L —> 3 Vi —E R 28RBLTLIETV, COLETIK. Linux VDA ICEE®
EmMERERHELET,

A
o Linux VDA iZ. In-session Behavior ;R > —%HR—rLTULEEA.
o Linux VDA IZ. BEWEGZFEALTFAS Y —N—F—42%%E5L %7,

+ 2206 1) 1) — LA, ctxsetup.sh Ad CTX_XDL_FAS_LIST Z#E/A L T. Linux VDA fild FAS R—
FEARFIIAITERELSICHDE LT #LLIE. ToRAMUE2—2 3> T2 d Linux VDA O
YAP=ICETBEETSRL TR,

Linux VDA T® FAS Ok
RHEL 8 To FAS o R— K

FAS i&. RHEL 8 TEEIES it pam_krb5 £ a2 —JLICH&kEL £§, RHEL8 TFAS BT 3ICid. UTOFIE
Tpam_krb5 EVa—ILEBELET:

1. ko Web # bH5 pam_krb5-2.4.8-6 V—2Xd— k=4 o>vO—-RKLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL8 Tpam_krb5 EXa—ILE#BELTIVA—=ILLET,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. /usr/lib64/security/ic pam_krb5.so BME SN e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
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FAS 4 —N\—DHRE

Linux VDA O3 > X b —)L T FAS 2R T 3 ICI&. ctxinstall.sh F7z1% ctxsetup.sh RT3 FICE
FAS —/N\—® FQDN # AL £9, LinuxVDAIZAD JIL—FR) S —%HR—tLTWAW:=H, Kbt
TOOYTRYSNE FASH—N—D—EBZFERATETET, WTNHLDOT—N—F7 RFLIBEBRINTULIHESIE.
ZDEH% <none> L WS XFHTESH T, H—N—TRLXDIEFFEEL FH A

1Y b=LEHD LinuxVDA 27y 7 L—RT35E1F. ctxsetup.shzBXETI3 I TFAS H—/\—
ERETEET, 3. ROOATY Y RERITLTFASHY—N—%REL. ctxvdatr—EX2BEHL THREZ
BT BZEHTEFET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@ERALTFAS H—N—%2EHI3ICIE. ROOATV FERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HAERREDT VR =L

dA—HY—OiEEFRIET BICIE. JL— b CASEBREZ2r IR TOHBEEE%® VDAICA Y X b—JILLET, 7= X
¥, JL— bk CAREEARZZ 1 > X F—IL T BICid. #IiRD TMicrosoft CA » 5D CAEFAZDEE (AD T)) OFIE
TAD JL— MERRZEZEET 5h. Fld)— bk CAY—n— (http://CA-SERVER/certsrv) h53EER
EZDDEREREAY>O—RLET,

A

ROOAR Y RiE. PREEEAEOEHICHERINE T,

RDES5HATREERITLT. DER771JL (crt. .cer. .der) # PEMICEHLZE T,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

VT, ROKS5HIAYY RERITLT, JL— bk CAfEBAEZE2openss lTa LI bUICA YR b—ILLET:
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

pE o

JL— b CAEREZ % [root XX TICENAVTLETWV. BWTLES 2. FAS IZ)L— ~ CAEREZ DAY
DIERZHFL T A

ctxfascfg.sh =17

ctxfascfg.sh o U 7 b RITLTFAS 28R L £7:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE—RTEITTIZ LS50, BEREEHIEBMINET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: Active Directory o
“aBs T B E CTX_EASYINSTALL_ADINTEGRATIONWAYA FE & T T W 3 F A,
CTX_EASYINSTALL_ADINTEGRATIONWAY X EUETY.CTX_EASYINSTALL_ADINTEGRATIONWAY
MEEThTLWARWES. CTX_FAS_ADINTEGRATIONWAYIZMEOEZFRL X7,

+ CTX_FAS_CERT_PATH =<certificate path>: )L — FIBAZE X TR TOTRIIAZZEMT 5 7 IL/XR
EIEELEY, T, lcertificate pathy ISHEAED /XX TT,

« CTX_FAS_KDC_HOSTNAME: PBIS Z3#iR3 3 £ Fic. ¥—HEHt>4— (KDC) ORI +BEIBEL &
¥o

+ CTX_FAS_PKINIT_KDC_HOSTNAME: PKINIT KDC R X FEZEBEL £, KICIEELHWVWRED
CTX_FAS_KDC_HOSTNAME ¢ EIL T,

IEL L Active Directory #i& 755 %8R L. SAZEOELWIZREZANALEYT (Bl /etc/pki/CA/certs/
)o

KIS TORY) T EIE krb5-pkinit /Ny —2 ¢ pam_krb5 Xw s —2% A VA —)LL. BEETZERT 7T
LZRELET,

HIFREIE

e FASTHR—FINTWE TSy b7 x—LE AD DFEEAZEIIESNTUVET, RO L) v IRESEL
TLIEEL:
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Winbind SSSD Centrify PBIS
Amazon Linux 2 =48 =48 =48 [=qA
Debian 11.3. =48 (AIAY-3 (AIAY-3 (RS-
Debian 10.9
RHEL 8.4 =48 =48 [=qA [EqA
RHEL 8.2 =48 =48 [=qA [EYA
RHEL 7.9/Cent0S 2w =40 =40 =40
7.9
SLES 15.3 =48 (AYAY- 4R VWO
SLES 15.2 =40 (AIAY-4 =40 RIAY-4
Ubuntu 20.04 [=qa (AIAV-3 [=qA (AYAY-4
Ubuntu 18.04 L (AIAY-3 [=qA ATV

o« HE. FASIEOv/EEE Y R—FLTVWERA, Ly a>TOvIREZVED ) vITBE. FAS 2EH
LTEyYavICBEOS AV T3 XTI EEA

¢« TONY—=RTIF. T xFL—2 a3 il —ERDT7—F T F v DIE] OEETHBEAL TV —REHN
A FASEBEOANYR—rIhTHED. Windows 10 Azure AD Join 38 Eh FtH A,

A | = Rl el G274
FASO STV a—T4>J %756 LINUXVDADELS A YR b=ILE . BRINTWVWBE . BLUN
27— REBEZEALTFAS UMDYy 3 Y2 HBR M7 TERICEF TES e ZRABL T LT L,

FAS Lishtz v > 3 > hiETICHEE L TW3i5E1E. Login 25X HDX O4 L ~JL% VERBOSE IZ:&%E L. VDA
O LAJL%Z TRACE ICREL £9, Linux VDA D ~L—0OJ 2 E#ICT 3 AEICDVLTIE Knowledge Center
DCTX220130D5EFZBRML TLZS L,

FAS ¥ — \— 1M TS —

FASZ c7h oty arzi#dd kML ET,
Jvar/log/xdl/hdx.log #®:2L. KDL SBIS—OJ%FLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERE RO Y RERTLTCitrix LY X ~UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
H¥ <Your-FAS-Server-List> ICERETNTVWB e #HERBLF T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFORENEE> TULWBIHFEIE. BiRD TFAS H—N—0DEEl OFIBICK>THEIRELFT.

& - 7c CA SEERE DB

FASZRE7h oty aeEHs kML EY, REDOVr Y FUNKRTEIN, BURICEZXEY,

Invalid Login

oK |

[var/log/xdl/hdx.log ###RB L. KDLSBRIS—OJ%FLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry
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2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->

fRE Jetc/krb5.confic/l— bk CASEEREZ Y TR TOHRHIBAEE KM T B3 TILNRABELLKEEINT
WBRZEZBRLET, ZILNRIIRDELSICHED T

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->
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BEORENEE> TVSBEIE. gD MHEAZDM X F—)L1 OFIRICE > TBRELE I,

Frold. IL— bk CASEREN B D E S ZRRBL £,

Y ROUTAIVRIRYEY T IS —

FAS I3 SAMLZBEEIC & DR SN E T, ADFS 2—H—HMHADFS OJF > R—STA—H—FENRT—RZ AN
TR RDIS—DERETBEHHD T,

There was a failure with the mapped account.

COIZ—IE ADFS 2—H—PDEBICHEDBINLA ADIC v FUdA—HF—ABRIThATLWAEVLIEEZRLTY
9,

FERE ADICY v ROTADV P ZERELE Y,

ADFS AN T LR

FAS Z h7AQOT A VHICRDIS—HRELET:

The Identity Provider has not been configured by the
StoreFront Administrator

COMEIZ. ADFSABEATIN TVWARWRKRET, FAS X b 7H SAML Bl RT3 & SIS SN TWVWRIHSICHE
ELET,

fRRE J7xT7L—>aviBHY—EXADADFSIAP oRMFHLIE 77— 3 VEBiEY —E 2D ADFS
DER) ZBRL TSIV,
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RERER
o —MRESA FASERIBICOVWTIE, D27 L—> 3 Vilil Y —EXDT7—F 77 F v O ZE] 28RL LT

Lo
e JxT7L—2aviBHY—EXRD MR ERI TIE A%l ORFZBNLTULET,

EXF DR
FAS BMER SN TV BHE. BEBEUIOXFZFEALTRARTAI by FELRB 7TV avZRALESET

Br. RETBIeHBOHES,

& C | A Not secure | ktps;//ddc.yw.local/Citrix/FASWeb/ T

Cannot start desktop |EXHécesBativeTIET

testwHMRHELT4"

o875 7%

CAv—Io [F>7L—tDERE] #H2Jv o L. [Citrix_SmartcardLogon] 7> 7L — kLT [Active
Directory iFHM5EBETZ] # [BERICEFNZ] ICEELFT:
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

vy 3 ViEFHOERBR

August 8, 2022

Citrix Workspace 7 7V icOd 4 > Lk, ST FHERBER=ZMEA L T Citrix Virtual Apps and Desktops
Tyl avzRHMTEIET, COMEZEMICTSICIE. Linux VDA TROOXR Y RZRTLET:

1 /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

2 <!l--NeedCopy-->
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COWBEZEMICTR L. Lyl a OREBRICERBRONNZRDSNE T, COHEERR. ROTrXLJEa
=23 THR—FIATVET:

« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
» Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

AN—hA—F

August 15, 2022

Linux REB7F XU by FEwoa il A Y TR S I5ATY TN RERINAY—FA—FER
FEICES CENTETET, COHEEIR. ICARR— b A—REREBF VY RILETOIAR—bA—ROULFAL T MK
STEREINET, tyPaYATAY— b A—FZFATRICHTIRT, EAGCLTIE FFaXyhIT
VHANEBEZEMNT 3. BFA—INEESHEIZESTS. Web 1 b 2T 3HRENH D 7,

Linux VDA (. Co#seic Windows VDA Y RILEmHEERL £ 9, 2L <& CDRED Av—+H—REE
HHEMT 31 o avESBLTLIEIL,
pE o
LinuxVDAtv> 3 >YATIYy 7N XY — b A— R%ZERL T Citrix Gateway ICH1r>A >3k
g, HR—FINTLEHA.

GlEts

A= b H—RICEBNRARIN—BAEZFERATESIME. ROFHICEDERD T
o LinuxVDA B, ROWFTNHDTF4 AV E2a—> a4 YR b=ILTNTWVWS:

- RHELS8

- RHEL 7/Cent0S 7
- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

- Debian 10.9

VDA @1 >R b—)LH5ET L7z5. VDA At Delivery Controller ICERTE, RBI Nz Linux TR kv
Tt v 3% Windows BERIEREZFEA L TR TIZ L 2MBLET,
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« OpenSCHHR—FFTBAY— b H—RHAERAINTWVS, L <IE TOpenSCHRY—FH—REHR—
FLTWBZ DRl Z28BL TSIV,

« Windows @7 Citrix Workspace 7 U hMER I TW 3,

openSC A AV —rH—RZHR—FLTWEZ L DR

OpenSC i, RHEL 7.4 LIBETIAK ERINTWE R —FH—R RS 1 N—TF, OpenSC if CoolKey & 52&
ICEMMNH BT, TEIFLBEOAIY—MH—FEYR—tLET (FSmart Card Support in Red Hat
Enterprise Linuxy 2&8),

CDRETIE. BREHBPTZ7-00H/ LT, YubiKey4d RY—+rH—REMHAL £9, YubiKey 4 iZ. Amazon
PIDNFEEHL SBHEICBATE 3 —EE @ USB CCID PIVF /N1 XT¥, OpenSC K5 /N—i&. YubiKey 4
ZHR—FLTUVET,

HOUBEBRAY— M H—RHBBBICAE S BEIF. HR—FHRO Linux 7+ X bUE2—> 3>k OpenSC /X
W= VA= LEINTETD VEEFELE T, OpenSC DA Y X E—JLIZDWTIE, TAY—FA—FKK
FAN—ZA VA L=)LT 3] ZBRLTLIETV, AXN—FrA—FZBEAL. ZOOT > RZETLT. OpenSC
MAI—bA—REHR—FLTVWBZCEZHBRLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

TR

IL—hEERRE = EET S

L= MEERREIR. AR — b A—FADHRAEZRIET B cOHICERTNE T, IL— bERAZEZHAY>O—-FLTTY
Zb=ILTBICIF. ROFIEZZETLET,
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1. BRIECAY—N—hm5, JL—:EAZE% PEM X TEIEL £,
RDES5HIATY R%ERITLT. DER 771 (*.crt. *.cer. *.der) # PEMICETE T, ROITY
RfITld. certnew.cer (X DER 7 71ILTY,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. JL—hiEBAZE%openss T4 LI MUICA YR M—=LLE T, Hlz LT certnew.pem 7 71 )LEEBL
TVWED,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

IL—FEREE A YA =L T B7HDNREERT 3IC1E. sudo mdkir —-p <path where
you install the root certificate>%=xRTL£,

RHEL 8 T pam_krb5 €1 — /L 2#EHET 3

AX¥— bk A—RRiEIE. RHEL 8 THIES e pam_krb5 €Y a—JLICkEL £§, RHEL8 TRV —FH—R:R
HEFERTBICIE. UTOFIET pam_krbs EPa—IILE#EEL£7:

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd— k&4 >vO-KFL£T,

2. RHEL8 Tpam_krb5 EXa—ILEBE LTIV A M—=ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.so BME SN e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AX—bA—RERIEZERT S

ctxsmartlogon.sh 27 ) 7+ #FERALTRAY— A —RERIBEZEHTID. FEITERERT IR LN TEF
ER
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(7> 3> 1) ctxsmartlogon.sh X U7 b EFERLTAY— M H— REREBEEERT S
pE
ctxsmartlogon.sh X 2 U 7 b 3. PKINIT 582 77 # L OB ICEBML & 9. T DRE I3
[etc/krb5.conf B 7 71 L2 FER L TCEETEET,

AX— b H—REMNOHTERT SIS, ctxsmartlogon.sh 22 ) F+#RTLTAY— b H—RFERIEZERL £

R XA >ADBMIC SSSD #ERA L TLWSF&IE. ctxsmartlogon.sh ®3Rf7#&IC SSSD #H—E X2 Bi2# L
TLRET L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIZRDELSICHEDET:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, whic
ncludes automatic installation of the necessary packages and changes to
# the configuration files.

txsmartlogon.sh adds pkinit information to the fault realm. You can
change this setting through the /etc/krl onf configuration file

Step 1l:Enable
Do you want ble ar logon? (y/n)[yl y
the Active Di ory integration method.
t which Active Directory integration method to use:

Centrify
t one of th ove options (1-3)[1] 1
Install d nt packages.

[coolkey] already installed.

Packages installed. [Success]
Step 4:Configure krb5.conf.
path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
onf configu successfully.
PAM file
th to the smart card PKCS11 driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
.d/ctxfsc configure successfully.
c/pam.d/smart 1-auth configure successfully.
ctxsmartlogon.sh e ed successfully. SmartCard is ready.

ctxsmartlogon.sh 27 U7+ Z2RITLT. AX— M A—RZEMICTEZEDHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HERIIRDELSICHEDFET:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkinit information to the default realm. You can
th i tion file.
¥ 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Step 1:En smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(F7>3>2) AR—+H—FEBEZFHTHER TS Linux VDA I, Windows VDA £t ELRAY—+tH—RE
BERERALET, COBETIE. RXr>aY bO—5—. Microsoft sEPA#RES (CA). 1> &2 —Xw b1 T+ X
—> 3> —E X, Citrix StoreFront. Citrix Workspace 7 7U# Y| O I>HR—%> b EEBRT Z2HEHLH
D %7, YubiKey4 27—~ A— RICEDHERICDOWTEL <Id. Knowledge Center ®CTX206156M:EE%
SRLTIZEW,

ROFIBICETHNIC, IRTOAVRE—RY FHAELKBRINTWE ., BBF—1—H—fREN T
A—RICAIYO-RFThTVWEIE. AX—bA—RZEALTWindows VDA ICEERICOS AV TE3 L%
BLTLEE L,

PC/SCLite /X\v s —o% 1> X +—J)LF 3 PCSCLite ix. Linux TON—VYFILOYEa—4—/AX—FH—
Rk (PC/SC) I DRETT, AN—rH—RPU—4—ViBET 6D Windows I¥—hH—R1>F—Tx
1AM LET, LINUXVDATORIY—FA—RUACL Y biE. PC/SCLARILTREINTULET,

ROARY RHERITL T, PC/SCLite X —S% AV A R—)LLET:
RHEL 7/CentOS 7. RHEL 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AX—bA—RRZAN—%21>VR+=ILF3 OpenSCid. BKERAITNTVWERY—FA—FRSAN—TY,
OpenSC A1 Y X F—ILETNTVAWMESIF. ROATY Y RERTLTIVAM—ILLET:

RHEL 7/CentOS 7. RHEL 8:

yum install opensc
<!--NeedCopy-->
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Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

AX—bA—RRBHAEADOPAM EZa—I)LEA VX +—ILTE ROIATYY RERERTLT. pam_krb5 84U
krb5-pkinit E2a—JLEA > b—ILLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3. Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EXa—/Lb TS5 1 VABEARRHEES 2 —ILTHOD. PAMIST FU T —2 3 Y HINZAT — R =R
Lib, ¥—Emt>%2— (KDC) OoF 7y rREF7TY FZERBLED TR, COEIa—ILzFRATEE
¥, krb5-pkinit €22 —JLICIZ PKINIT 7551 VHEENTVT, 517> MO EF—CAASEZFEAL T
KDC D SHIHAERIEIRERIE TI 3L 5ICLFT,

pam_krb5 €21 —)L%#mM9% pam_krb5 €21 —)Lid KDC &3$5E L T. AY¥— b H— RRADEERE = FEH
LT Kerberos 77 v b #BE L £9, PAM T pam_krb5 sBiE#BMICT BICIE. RDIX Y RERITLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 7 71 JLIC. EREOERICKLC 7 PKINIT BR=ZEML £7,
pE
pkinit_cert_match # 7> 3> k. 507> MEBEEND PKINIT REDHITICHERAINZEIC—HT 344
ENH5—BHRAZRELF Y. —BRAOEBXXIIRDEHEDTT:

[relation-operator] component-rule ---
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. relation-operatorif&& (FNTOIAVR—2Y MRAID—HT ZHENH ) FiE|| (1203
VIR—2Y MRAIOHD—HT BHBELH D) OVWITNHZEATIET,
A krb5.conf 7 7 1 Lol RICRLET:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

a7 71 )Lid. PKINIT \B3RZEBML B, ROKSICHED T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature

PAM I =M e 2 PAMBBR 7 71 ILIZ. CDEY 2—)L% PAMZBEEICERA L TWAHh %R L £9.pam_krb5
ERFEES a—)Le LTEMT 3ICiE. [etc/pam.d/smartcard-auth 7 7 1 JLICRDITEEIML £ :

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfERA L1356, RERODEH T 7 T ILIFRDELSICRDET,
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#%PAM-1.0
# This file is auto-generated.
# User changes wi be destroyed the next time authconfig is run.
pam_env.so
[succe! d ignore ore default=die] pam_krb5.so preauth_opt=X509_user_identity=P :/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkecsll.so
sufficient pam_permit.so
d pam_deny.so

account r d pam_unix.so

account pam_localuser

account pam_succeed_if.so uid < 1000 quiet
account [default=bad succe K user_unkn ore] pam_s 50

account [defau succe: k auth_er nore user_unknown=ignore ignore=ignore] pam_krb5.so
account r pam_permit.so

optional pam_keyinit.so revoke
requ d pam_limits
optional
optional
optional
1 default=ig
session required ELIH]
session optional pam_
session optional pam_krb5.so

(AF>ay) AR—bh—REFERLE> VTG>T

SN FY (SSO) LiF. RETRI My TIRTFUTr—2a Y ORBRKFICNIRIN—RAZEET S
Citrix DigeEIEL £ 9. COWERICEID. I—H—DPINZANTIEEHED £9, Linux VDA T SSO =M
¥ 3ICiE. Citrix Workspace 77U % #mM L £9., Windows VDA LR L#EBEAEATY. #L <id. Knowledge
Center a2 ECTX133982%7 8B L T LI,

Citrix Workspace 7 7U TYIL—TR) > —%BRTHL Fd ROLSICATY— b H— RBAEEBMCLF T,

| Local Group Policy Edf
File Action View Help

@9

Local Computer Policy - | Setting State Comment

i Computer Configuration
> || Software Settings
| Windows Settings

iz| Kerberos authentication Mot configured Mo
\i=| Local user name and password Enabled Mo

= SEd i i-| Smart card authentication Enabled No
4 || Administrative Templates P
4 || Citrix Components A Smart card authentication m‘
a || Citrix Receiver
L
| AutoUpdate E: Smart card authentication T | I Next Setting |
| CEIP
Client Engine X
. - ") Not Configured Comment: -

| Diagnostics

| Fast Connect API Supg

| HDX MediaStream Flas

| Multi-StreamIca | ||| © Disabled
| Metwork routing 3 Supported on:  aj| Citrix Receiver supported platforms e
| Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7| Allow smart card authentication Use this policy to control how the client uses smart cards =
| Control Panel attached to the client device.
| Metwork [V] Use pass-through authentication for PIN
Pantiis When enabled, this policy allows the remote server to access
" smart cards attached to the client device for authentication and
| System

other purposes,
| Windows Components

2 Al Settings When disabled, the server cannot access smart cards attached to
4% User Configuration the client device.
| Software Settings
| Windows Settings -

Troubleshooting:

SN du 1] a1 When using smart cards in a Citrix environment, the smart card
& setting(s) dg\rice driver must be installed on th_e SEIVER ‘_Nhe_n using a
different operating system on the client machine, it may be

[ 3

[
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BEREAVY—tA—ROTF>

BERIAY—rAH—RIE. BEEFED HDXPC/SCR—ZADRAIY—FH—RUAAL Y FORBRTY, BEAKIL
WAN BIE TAVY— b H—REFEATIHBEDNT A=V ADAELELTVWET, FLCIE TRY—FOH—F] &8
LTSV,

Linux VDA Iz, LUFD/NN— 3 >0 Citrix Workspace 7 71U TEERAY— b H—REHR—FLTVET:

« Citrix Receiver for Windows 4.12
+ Windows @i+ Citrix Workspace 7 1) 1808 LB

DA77V M TEBRAN—MA—ROTAZBMICTS BRANV—bA—FROTF2IE VDATIET 7L

TEMIBE>TED, ISAT7YRTIETI7AINNTENICAE>TWVWET, 7717V FTEERAY—FA—ROY

T EBMITBICIE. BEET B StoreFront ¥ bd defaultiica 7 71 JILICRDINS X —LZ—FEBMLET:
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

VATV R TEBRERAN—MA—ROTAVZEMCTE I T7Y M TERAN—MA—ROTF > EZEHICT
3ICi%. BEE$ 3 StoreFront # - ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
FA—2—%HIBFRLF T,

fERRNR
ZA¥—bA—REFEALTLINUXVDA ICOJF> T3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REFHALTLInuXxVDAIZOJA>TEE Y,

e SSOF VAT FrvwiadhicATY—MA—RiBAZ L PIN A L T, StoreFront ICBEMICO
JAVEINET, StoreFront TLiNnUXRETFTRI by Ty a>EBBTRE. AN—bH—RBIAD
HIZ PIN A Linux VDA ICBES N E T,

o ESSO >+ AT, StoreFront ICOJ A > 937-DICGEAZEZEIRLTPINZANNT B LSKROENFE
ER
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Windows Security [
Select a Certificate
Windows Security g
(=g userl
Issuer: zhusl-DC-CA . .
|[ Valid From: 11/15/2017 to 11/15/2018 rf'cms:f: ST;: ol Prisindes
\ ) ick b E 5 ease enter your PIN,
== ddc —
= PIN
| Issuer: zhusl-DC-CA ~a ™ )
\ Valid From: 9/19/2017 to 9/19/2018 | [eenand] |
G |

StoreFront T Linux R8T XU kv Ty a v EEIRT 3. LINUXVDAADOTA > DA T7OT Ry IR
PROLSICRRINFET, A—HF—RIEAT—FH—ROFAEHSHEIN. O A VRIEDT=HICPINZDH S
—BANNT23HERHBD XY,

C DENEIZ Windows VDA L EIL T,
" ctx-dde.ctxdevlocal x 4 — O x

Q — X | ctx-ddc.ctxdev.local /Citrix/SmartManualWeb T& ‘ == :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:w

Click here for more information

OK Cancel

AY—bH—REFALTEY >3 VICBESTD

Ty a ICBESRTRICIE. AN— A=K IS TV MTNARICEGIN TV I 2BRLET, AV —
FA—RAEGINTUVWAEVWE BREEFRKT 370, LINuXVDABICI L —DFvviads Y RUBRRTIINT
FTCICRTLES, CODBAE. AN— M HI—RDEFERIXAVvE—JIIRAINET A

7=72 L. StoreFront fITiE. v a VIlBEGLEISELEETIICAIYI—FA—RDPESZIATLEREVE,
StoreFront Web ic& D RO &S BBRINRRINZ e HD FT,
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Insert Smart Card @

@ Please insert a smart card.

| Cancel | Details ==

HIPREIH
AR —hH—RFED EH LEOEER > —

IHE. LInuX VDA [EXY— R A—RDHIBRICT 7 2L b DEIMEDAEFBL TWETY, Linux VDA ICIEEEICOJ #
VLB TAY—MA—FRZEDINLTH, By avidEGaSnNicEzxIcab, EyayamEidOysanigt
Ao

ORI — b HA—RFE LT PKCSH#LL 51 TS5 UDHR—-

HR—~—BIC0penSC AY¥— bt AH—ROHHBRTINETH. Citrix TRRABRIY—bA—FULZAL I MICK
BHEEPMREINTVWS D, MDA — b H—FHLUPKCSHIL S TSV DFEREHICCHTETET. BE
DRAY—bA—REIGPKCSH#IL ST ZVICHIDEZZICIF:

1. PKCS#11 51 75UDIARTDopensc-pkcsll.sof Y REVAEZBIMI £T,
2. PKCSHIL SATSUDSELIRMNIADNRZRET DICIE. ROAT Y RERITLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH & PKCS#11 517351 (Jusr/lib64/pkcsll/opensc-pkcsll.so #Y) #8BL£Y,

3. USAT7 YR TERERANY—bA—ROTAF > H#EMICLET,

Ertl ey e RAN AL A= D7

April 18,2024

COREDOEREFEAL T, BEHDFELB LY a3 ZWHELET, LinuxVDAZ 1> X h—ILL T OBEZER
T BHICHRBREIT—TBEDD £ Ao
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pE
AN TELR LYy avEBRT3581F. Ev o a oEeEaN Yt R— FIhBRVWIeE2EEBLTLED
o v aroEiE#it. Android miF Citrix Workspace 7 7U THHR— M INTLEHE A

wu\n[Eh\Z_gth I\ @{/F’ﬁ

Linux VDA TRIED R ER v 3 > EHR— T 3I21E. StoreFront ZfEA L TRIIDFRE AR b7 =2 ER L &
ERS

U/\U 7)[/ 7Twquh‘T§gj— H—D7 OtZ%Ey\ﬂ‘t—jﬁ

BADNFRELBZ T EER LIS, TUN) = —TTRIADPFRELRI—HF—DT7 I/ EIZBMICL T BN
REHREYSIVEYR—bLET, TUNU—TIL—FTRIEINTOAVWI—HF—%FHMIZT 3ICid. Citrix
Virtual Apps and Desktops @ K2 X > FDIERICEVE T,

BADNARELRE Y a > D71 RILKEZRET S

FEEDAREBR Yy a7 A RILIREDRZA LTI MEIZ. T7A4ILETIONTY, COEDHREIF. LI K
1)32% AnonymousUserldleTime TTWF ¥, ctxreg V—ILa2FE>TIDEEZELFT, - ziE. ZDL
CAMUREE SDICTBICIE. ROOIVRERITLET,
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

x00000005
<!--NeedCopy-->

le\D 73‘7[_%7&1 "j' @E_jtyk% ET%

BTN TOWRVWI—HF—DRAABHEZRET 3ICIE. LY X MU £— MaxAnonymousUserNumber =/ L
9, COREICK D B—0 Linux VDA TERBFICETINZRBHADN R EL Y > 3 VEHSHIRINET, CoLY
AMUREEER T DICIE. ctxreg YV —ILZFERALEFT, fcezid BZ 32 ICRETBICE. ROAT Y REET
L&,
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d 0

x00000020
<!--NeedCopy-->

BE.

AN REL LY 3V BEHIRLET. ARKICEBINZ Y a VY HEPERICZWVWESE. VDA TERTE
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BRAEUDARLHBEDREZSITRIT BN T,

SIS a—Fa27
WD FRBREY S IV ZBRTBEEE ROKREZEBL TSI L,
o VAP FTEL LY aVICAOJA Y TEFEATL

LEZMUDREECESICEMINICEZ2RBBLET (0 IRE).

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

nesd H—EZHARITH T, passwd £ v v aEBMICTILSICREINTVZ L ERBLET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd v v > aTHAEHICE->TWVBBEIE. NOICKRELTHS. nesdF—EXZBEHLE T, RED
TEEIC. LINnux VDA DB VX F—ILBRBERBBELHD £,

« KDE TOv /7 EHEORE VHBEHAZDE Y > a Y RICRTENE T,

FT7AIWNETIE. Oy 7EEDRE VEAXAZ a—F RPN RELGEY > 3 U TIFEMIHR>TWVWE T, 772 L. KDE
THRBERIINZEHHDET, KDETOYI/BEEDRFZVEXZa—ZHEOI—H—IIX L TEMICT BIC
i&. #8877 7)L $Home/.kde/share/config/kdeglobals (=X DT MR £5, fI:

[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7ef2L.KDE Action Restrictions/NSX—%2—psO—-NIL7+ rkikdeglobalsZ 7 IL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobals#¥) TF
TICRETNTVWBRBE. COA—HY—REISHIREDRHBD £H A,

CORBEMRTZICIE. AT LT AR hkdeglobals7 7 1)L %2 ZE L T[KDE Action
Restrictions]tooa>n[$1]427%24BRT3h. YRTLTA RAEBRZEEEALT. Ov7EED
REVEXZa—%EMCLFT. KDEBRICDWTEL <Id. TKDE System Administration/Kiosk/Keysy @
R=DEBRBL TSI L,

T71I)

August 15, 2022
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CDtEUTa>TIE LTFOREYIICDWTEHEBLE T

e 77D —EED [T

o 77 AILERX

T7AIIDIE—BED T

August 15, 2022

aA—H—. AV Y IXZa—FBF—R—Fa—thay bzEBLT. Eyia>eO—hllo>0147>k
BMTI777)L2E—LTHDIFZ e TEET, COaeEcid. Citrix Virtual Apps and Desktops 2006 L4
¥ & U Windows @i+ Citrix Workspace 7771 1903 LD HUETT,

T7AIINEEZICOAE—LTEDITRICIE. RO EBRBLTL T

o T7MILDBRAED 20 B X TULERL,
o BRI 7Y XH 200MB #HBZ TV,

YR—bENBZTIY b TH—L

77O IAE— LMD IFId. ROBEICERATEIFT:

« RHEL7.9
« Ubuntu 18.04
« Debian 10

EERY S —
BT, COWBEOBRICBELI VY TR—RRUS—TY, ZUYTHR—RRUS—IZDVWTHLLIE TR
—HR—bh—E] ZBRLTIRZEI L,

« USATUVNI)YTR—KRUAALLY

o Uy IR—RBEIREHE—R

o ISATEREME—F

pE

T771ILDIAE—BED FIFHeeE EahIc 3 B IC1E. Citrix Studio T [9514 7> o Uy TR—RUAALL
I8 RUS—% [ZIE] IZRELET,
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HIREIE

s IDMOD T R—FINTVEEA, T77ILOYIDEDERIZOE— LTHRDNET,
e FSwITYRRrROVFIFYR—FEIATULEEA,
s TA4LIMIOOAE—RYR-—FIhTWVWEEA

7 71 )LERi%

August 15, 2022

LINuXVDA L 95147 b TNAABO T 7 1 VEEDHHR— I TWVWET, COMEEIZ. 75172 FFNA
ZH HTMLS @ sandbox EMxHHR— 32 Web 7505 —%2RIFTLTWVWIBEICERATTET, HTMLS @
sandbox BMl&. 21—+ —»" HTML5 @i+ % 7zi& Chrome @7 Citrix Workspace 7 7)) # R L TRET X &
Fy TPRFFIICTIERTESRLSICLET,

P

7 71 )VERIE#REIZ HTMLS @i & & O Chrome @is Citrix Workspace 7 70 TERTE £ 9,

RBAT7TIVELUVTRI MY TEY S a VYRT. 771 IEREEEEIC L o T LINUXVDA B KTV S1 7> b FNA
ZBD T 7AINOTy TO—RELVETYO—- ROPAREICED S, T7MIIEISAT> TN D5 Linux
VDA 27w 70— kg 3Icid. Citrix Workspace 77UV —ILN—0 [y FO—KR] 7a4a2>%22UvoL
T 770N EAT7O0HD 5B T 7ML ZERLET, 7717)L%Z LInuXVDAD ST ST > b TNA RICH
TYO—RF3ICIE [Fo>O—F] 74220V I LET, Py O—RELEATO-RFRICT 71 %
BINTEEYd, —EICKRKI00BED 7 7L EZEXTEET,

pE

LInuXVDA L O SA4 7Y b TNAZABT7 701D 7y TO—-RELUPA T > O— RERITTBICIE. Citrix
Workspace 77U DYV —IILN—=%BMI LTI W,

77N ERSYITURROY FTEZ/N—23 >0 Citrix Workspace 77U 2 ERTE £ 9,

BEA U >O—RIZT7 71 IILERIXRDILRIEAET T, VDA DBEDDTNA RIZRETA LI RMIICT 71l o >0
—REREEBHTEIE. V547V TN RCEBFNICEXINE T,
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A

B T>O—RTlE [TRIMYTEISATYRNED T 7 A IIWNEXZHRT 3] LU [TV TH
577424 T7>0—R] RU>—% [FA]] ICRETIHRELNHD F9,

LUTIZEEY U >O0— FOERFITY:

o JFMIEENDTNA RRFICEIO—RTBIES

AETRI My TeWeb IS0 —TFUDEy>a>TWeb 1 bh 54D >YO—-R LT 71I)LIE
VDADBERDTNA RZREFETA LI MIICRELT, AT FTNA RICEBNICEXETZ N TE
£7, BEF U VO—RERESEZICIE. Web 7505 —DF 7 1)Lty a>YRATYO-RT o
Lo bD%E BROTNA RSREICERE L. HTML5 @i #7:1& Chrome @7 Citrix Workspace 77U %
ET923Web 75 —TO—ALDFI>YO—RTs LI MU ERELET,

o J7MIEBRDTNA RREFICEBEE-IFOE—F 3185

PETRI by TEYy a3y TENOI 7AIILERERL. V53147 T NRAXATHERT B LDICEDOTN
TRFRET LY MUICBEEIBOE-LET,

77 IIERIEDR) > —

Citrix Studio Z#ERAL TI7 7 ILEERU S — 2B ETEE T, TIAILNTR. 770 ILERIFEYICE>TV
F S I

[ Console Root

~ i Citrix Studio (site)
D Search
g Machine Catalogs
£\ Delivery Groups

y Applications Policies

[= Policies

& Logging Policies

~ [ Configuration
£ Administrators 1 Polig0
Controllers b Allow file transfer between deskiop and dlient
E Hosting 2 Unfiltered User setting - ICA\File Redirection
4 Licensing Prohibited (Default: Allowed)
3 StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ zones Allowed (Default: Allowed)
~ &4 Citrix StoreFront ¥ Upload file to desktop
[ Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

¥ WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

RS —DEHEA:
¢ TRUMY T VSATY MEDOT 71 \VEiEE#HFA T 3, Citrix Virtual Apps and Desktops v > 3>
CA—H—FNA RBTOA—HY—IZLB T 7 A INEEEHFATFIFEEL £ T,

s FTRUMYTIHEDT 71 ILOAY>O— K, Citrix Virtual Apps and Desktops v > a>h 51—~
TNAZRANDA—H—ICL BT 7MIILDAT Y O— RzFal & IFEFTL T,
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¢ TRUMYIADT7AILOTyFO—K, 2—H%—F /)N« XHh 5 Citrix Virtual Apps and Desktops &z
2IAVADI—HY—ILLB T F7AINOT Yy TO— RZHFAEIFETLET,

i

FRIMYIHBEIT7AIL 2L O—REXVTRI MY FICT 7L ETy TO—-RRU S —%BHICT
BICIE. TRIMY T OSA T MDD T 71 ILERiEEHAI 2R S—% [FFA]] ICREL T,

AR
HTML5 @17 Citrix Workspace 7 71J T7 7 1 JLERiXIRER FRAT 3 I1CId:

1. Citrix Studio T. WebSockets #4551 >—% [FFA]] ICRELE TS

7] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies

Policy0
v [ Configuration i

8 Administrators| | SRS | Oveniew | Settings | Assigned o |
EZ] Controllers

» Allow file transfer between desktop and client

Hosting 2 Unfiltered User setting - ICA\File Redirection
e Licensing Prohibited (Default: Allowed)
I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
wv §4 Citrix StoreFront b Upload file to desktop
[T Stores User setting - ICA\File Redirection
-t Allowed (Default: Allowed)
Server Group

» WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. Citrix Studio THIRD 7 7 1 LEER) S —D0 57 7 A LEEEBHICL E 7

3. Citrix StoreFront 81>V —JLT [XR+7] #2Uwo L. [Receiver for Web t1 ~DEIE] /—
k. [®I/Z Receiver for HTMLS = {EA] # 7> 3> #%:&#RL T, Citrix Receiver for HTML5 #&%#ic L
F9,
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Web sites:

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

pn Enabled

Internal network only

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Web site URL Classic Experience Store Authenticated

Edit Receiver for Web site - /Citrix/StoreWeb

Add... ] [Cunﬁgurew] [ Remove ]
Unified Experience: Disabled
Authentication Service: Used by this store

Authentication Methods: User name and paj
Token validation service:  hitps/qzw53-ddc.

StoreFront

Receiver Experience
Customize Appearance
Featured App Groups
Authentication Methods
Website Shortcuts
Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Deploy Citrix Receiver

For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Citrix Receiver, enable Receiver for HTML3.

Deployment option: | Always use Receiver for HTMLS ']

Always use Receiver for HTMLS
Use Receiver for HTML5 if local Receiver is unavailable

Install locally

4, REBFTZRI by TEIEWeb 7SO -7 Uty arERALET, LINUXVDAX IS 7Y TN
ARBTLOERIZERD 7 71 IILEEZRTLET,

Chrome @7 Citrix Workspace 7 7\) T7 7 1 JLEREERER FR T B 1214

1. GIROT 7 ANEER) S —D ST 7 IINEEEBMICLET,

2. Chrome 7 =7 X k7H5 Citrix Workspace 77U AFLF T,

Chrome 7 71U R—h 5 Chrome @it Citrix Workspace 7 70 #BIIEADBEIE. COFIEEEEL

9,

a) Google Chrome n#ZF AR v & 2z TCitrix Workspace for Chrome; “ N\ L ¥, #%&E7-r1

>V LET,

b) #%ZF&ERT Chrome V7R b 7AD URLE S U v o d 3L, Citrix Workspace 7 7UEANFTE

3
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£~ chromeweb store o

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) [Chrome (ZiBfn] #%#3%IRL T. Citrix Workspace 7 71J % Google Chrome iZiBiIL £ 7,

3. Chrome 771 RX—<T Chrome @\ Citrix Workspace 7 7% w o L £ T,
4. StoreFront R b 7D URL ZAHN L TESEL £,

BICANBEHDBEIECOFIEZEELE T,

5, RETRI by TEEBT7TIOEY S a>EZRBALET, LINUXVDAL I SAT7 Y T RIRETL D&

fl3BBD T 7 EEZERITLET,

9274w

August 15, 2022
COEIa>TIR UMTOMEYZICDOWTHEALET:
« BEIDPI X —1U VY

¢« VATV DNy TU—RREDRTR

T357 1y IR EHERE

« HDX BEHE
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*« GRIDSMD 3D IS T 1w Y
s TERARMR-ZDEYYIVTF—R=X—Y

e Thinwire @704 L v I7RR

H&DPI X7 —)>T

April 18,2024

Linux VDA iz, BBIDPI 7=V >0 HR—bLTVWET, I—HF—PERETRI by FE B T7 IV r—2 3
vEviarveERACLE. Eva o DPIER. 951472 MO DPIREE—HI B LS ICEFMICEEINE
ED

COWEEICEEY 3 ERFBIROLEDTY !

o ZOHRERMFR T BICIE. Citrix Workspace @ DPI v v F I % BMICT ZHENRH D £, Windows &
I+ Citrix Workspace 7 7 @B &Ik, [WWR. X1 T TRBEEEERALET] A 7> 3>hi A vich-o
TWBZ xR L 9, Windows @7 Citrix Workspace 771 @ DPI R4 —1) > J D#EMRICDOWVWTEE
L<id TDPI R =127 BB LTI,

s COWBEETINTFEZZ—FUATHESEZICIF. FEE=Z42—%EL DPIRETHERTIHELNHD F
¥o DPIBEEL TLWBKRRIIYR—rENELEA. E4S DPIRETEHROEZZ—DEHRINTWVSIS
A. Linux VDA 39 RTHEEICE/)D DPIEZ BB L £,

+ KDEIRIETERITINTWLS Linux RETRT by 7OBE:

- KDEPlasma5 L% RT3 2 E8OHLET,
- Ly aYORTHICISATVMITDPIREEZE TS ICIE. - —HOJAT7 L THSEBEED
JFTEBZREBELRHD £,

« MATE 722 by FIRIETEITINTULS LinuxX (RETRT by TOBE:

- RT=WT77082—F1 2 DI MR- FETNTUVET,
- Lyl avoRTHRICISATYMITDPIREZZEET 3 ICIE. 21— —HPOJ4T7 L TH5BED
TH S BREDHD XY,

s Rty 32D DPlfEIZ. V517> MO DPIREICIGC TEBMICEESINE T, RE. COHEER
BYEDORT LT 70 2—DHZEFR—ELTWVWET (100% % 200% % E). 7517 MUTHER IO
ERT=LNT7 70 2= IR ORE. RELY> 3> DPIE RORICE > TEHREORT—ILT 705 —
ICEEINET, fl: RT—IT77052—1H125% Diz&. DPIEH 100% ICEEINE T,
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9347 MIDRT—ILT 70 52— UE—bEvi 3> DPI
174% F 96 (1x96)
175%~274% 192 (2x96)
275%~399% 288 (3x96)

400% KLk 384 (4x96)

D547 DNy T ) —IRREDERT

August 15, 2022

Linux VDA lE. RET XV by TRDIZA T RTNARONY T —REZ VAL I MLTRRTIET, &
DOWEEBEIZT 7 AL b TEMICH>TED, RDN—2 3 >0 Citrix Workspace 77 THERTEE T

iOS @7 Citrix Workspace 7 71J

+ Linux @i+ Citrix Workspace 7 71J

« Mac @i Citrix Workspace 7 71 (IN—23 > 2204.1 I3 R— RS TWEEA)

+ Windows @)t Citrix Workspace 7 71 (N—23> 22041 BHR— IR TLEEA)

S

A—H—PRETRI by TEBECE. LINUX S ZTLMLAICNYFU—FAIAVHRRINET, NyTFU—7
LAV VAT RTNARDON Yy TU—REEZTLET, NV TU—REBON—t>T—C%REBT B3I
NyTU=T7A422%2 0 )y I LET, HleL T UTFORIU—22 3y bZBRBLTLETVL!:
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.znfubu13047binz - Desktop Viewer - m] X

Activities Tue 17:02

unpluoged 74%

k

BERBNyTIV—=T7AaIE BBBNyT)—REZTRLET, BEICDOVWTIE. ROKREZSBL T LT L

Ny T)—FEDON—t>
NyFU—=7143>Y EERRE Ny TU—HREDLARIL F=

AEFH (+) BETER) B @BTETR) 80% LI+
ZEH (+) £RSTET) F (BBETER) 20% B4t 80% ki
ﬁ AEFR (+1 BETER) fE (FETETR) 20% 5
ﬁ #rELTWAWL (M- 88 & &EBETERT) 80% Lk
THET)
a BLTLAL (] 85 F (BBETER) 20% LI E 80% k%
THET)
ﬁ AELTLAL (T 8BS & (FETEFR) 20%
TRR)
- TER TREA TRER
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101

ISAT7YRONYT)—REDRTRIZ. TTAIETEMCHE>TVET,
COMWBEEEMICTBICIE. XOATY RERTLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

COMWBEEBMICTBICIE. XOATY RERTLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

E
o< > Rix. Mobile Receiver Virtual Channel (MRVC) #H#BLTIS1 7> bD/Nw T U —IRRE
ERRTBY I hF—R—RPHEEEICHEER®S5XFT,

ERT3T A AMIE2—2a VIIEL T ROEMFIEZRITLETY:

1. GNOME z & bic1r X =)Lz RHEL8.x £7I& SUSE 15.x #fEH L TLW3iH51E. GNOME > )L
DEBMED B BIRERE® 7 > X =)L L T, Applndicator 47R—kZBMICL£T:

a) gnome-shell --versiondvY>YrZRITLT. GNOME > z)LON—J 3> =BRBLET,

b) https://extensions.gnome.org/extension/615/appindicator-supports5 GNOME > L&
BEMOHIMREEEEA TV O—RLET, L XIE > TILON—2 3 01 3.28 DIFE. IRRIEEE
D=3 LT24 571326 ZBIRTE X7,

g
.¢ .MQME Extensions Add yours Installed extensions: About Log in =

application.
- Click bere to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

BECI W & R« 1 Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hitps:ffqithub. comiubuntu/gnome -shell -extension- appindicatar

Downlaad 128 bl Extension vérsion.. ¥
Extension version..
24
I 26

) #ovO—RLENYT—CHEBRALET, Nvs—J R0 metadata.json 77 1)L Tuuidy &
Ht appindicatorsupport@rgcjonas.gmail.com I[CBREINTVWBR L ZRRBLE T,

d) mvav > R%ER{TLT. appindicatorsupport@rgcjonas.gmail.com o>+ Lo kU % /usr
/share/gnome-shell/extensions /B TOBFRICEELET,

e) chmod a+r metadata.jsondv> k%RfTL T. metadata.json 7 7 1)L ZFHhDI1—
H—DHmANB L SICLET,
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7N N
77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L 7 + U ® meta-
data.json 7 7 1 LI — b A—H—DHHHRAMB D TEET, BEEBEETR—rTS
IZiZ. metadata.json 7 7 1Lz IFHDI—HF—bFHANZ LSICLET,

f) GNOME Tweaks #1 > X b—=JLL £,

g) TRYU Ly TEBIETIH ALt+F2. r. Enter®—%JEEIC#H I A, killall -SIGQUIT
gnome-shelldY Y FEETLT. GNOME > T Z2BHARAHLET,

h) 22 kv 7181 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] Z&HICL £,

2. GNOME e bicr > X k=)L hi:- Debian 11.3 £7:1% Debian 10.9 #EA L TW3IEEIE. RDOFIE
#RITLTGNOME S XRFLMLATZAAVEA VA N=ILLTEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% xE17
L %9, GNOME THRHBEZERTRTSICIE. A T7IRLTHSBEOJA VT 2IHELNH D
BEDHDFT,

b) [Activities] EET Mweaks) ##H&EL 7,
c) Tweaks v—JLT [Extensions] %##ERL %9,
d) [Kstatusnotifieritem/appindicator support] #&%ICL £,

Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. e

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. Ee

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way

Places status indicator
Add a menu for quickly navigating places in the system.
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T5T7 4w DI A

April 18,2024

ST LinuXVDA D557 1 v o DI E HIBEEIC D L THIBIL 5 7

FELLIR TOZATLESR LU TV F—IILOBME] 28RBLTRET WL,

R

E5r4d—Fv o TOELE

Thinwire &, Linux VDA TERINTVWE3T A X ILAUE—+FTo/0OJTY, COTY/OPEFEHTI E.
HBIIVVTERSNT ST v oH BERFRY bT—0ZZBAL T, JOIIVICERESIN, RRSINET,

[E@IcET A -7 v o2ERATE] 3714y IRID—TIRd 772N EDITZTavIE—REREL. &
FXERI-RT R/ LTROA TS a v =RBELET:

o [FIETHIUIER]. CORENT 74 ETY, BMOBRIIHEDH D FE A, ChIZE D TRTO Citrix

4T Thinwire B8IRETN. TR LY TO—RHAT—IO0—RT. A75—5EU T+, EiEE. LT
BN-EEDSRT. BRICEEKINET,

([EE2EFICER]. $HIC3D V371 vo%2AT3EHF T, Thinwire Z£EE H.264 7213 H.265 =
BLTEELT. A—P—II/XRVUIVACHHBEORELTRBELL X,

(Bl % 7071 TICEE], Thinwire 074757« FREFTo /001 8@ (EF4. 3D1>E—>3
V) HHEALET. BELEHEEROBDTODAH H264 2FEALET, 571 vIDEMICH264 ETH
I—FvIEERNICERT3Zcic& D, HDX Thinwire i H264 E5F4d—F v o %ER L T, $BEIC
EMIN2EEOPAZHRELTIVIA—RTRCHTEEXY, FItEESE (JPEG. RLE) tEv k<y
TExryyi 2P TEAMNCTEERALZETCEEDOED OFH T SHIFERINE T, I—H—Id.
HHBOHEMNMEVKET, BIBRTF I MPEREEGZEHASDELREOFVETA YT VY ERIE
TEET, COWEZEMICTRICIE. [ERICETAO—FTvoRERTE] R —%. [AgETHNULE
Bl (F7xIb) &3 [TOT0 TICEKTBEF] ICRELE T, #LRE U370 vIDRI > —
HE] ZEBRBLTLETV, COBEDO H264 N— RO 7I>OA—T1 I ZEMICT BICIE. TH.264 N
—RUTT7IVA—Ta 271 ZBRBLTLETL,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server

o5, I"'IE Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRIS—RERE. WODDOMDR) S —REIF. T RATLAVE—FDNT +—I 2 XZHBE
TRLDICERTEEXT,

o« BRI ST 4w ADBLEBHRE
o A= vw hTL—LE

o RrmE
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H.264 \— Rz 7T>—FT4 >4

[EFADA—TYIICN—RIzT7I>A—To T FERLET] RUS—IZ&D. 9537149 IN—FRoxzT7 (8
HLTW3IEE) 2FBLT. BEEEZZ2ETAA—T VI TEHETITET, ZEITZ/N\—RIz7HFETETH
WEE. VDAY 7 bz 7EFA0—F v 0% EALT. CPUR—XQI>OA—FTo Y JICT7+—INv I LFE
ER

N—23>2 2204 L. Linux VDA TiE [$EEZ 707« JICEE] IC8923 H264 \—FD 2 70—-Tv I D#
ROFEAZETR—FLTULWET, CoEE. CPUETHREEDOHEEZN—FU I 7ICA70—-RL. BEL 185
fcbDT7L—L# (FPS) ZRLEIEET, COBBEZEMICTBICIE. ROFIEZRTLET:

LIEFZA2—FTvIIEN—ROz7IYOA—T1 V7 =FRALET] RUP—ZBMILES,

2. [EBICETAOI—T v o %ERTR] RUS—2BMICL. (EEZTI T+ TICEE] ZBRLET,

RENBBRLOEREZERT S

[(REMNEBROEEZERTS] RUS—ICED. 3T v Il LT EOEBRERONDLDICRENICES
KOEFEEERATETBLSICADET, RENEBKRTII. HOBBRRLIDINT+—I > AFAELETH Ric
BIZIROD 5B VWEEOBRHAEBANEELE T, COREICEID. RIREREDEOERAAENEEINE T,

[(REMNBEXOEFEZERTS] RUS—E TIAILESTERDCHE>TVEY, REBBREFEZENICTSIC
i3 (RENERROERZERT 3] 7 (B3] ICREL. [RE@RERV -] 2 [BERIERE] ITRELE
¥o

[EBICETAI—Tvo&FERATS] RVP—D [ETF I—FTvI2EALAV] IKRESNTVRIFE. REN
BREAEEI’BLEBRIYI—T« VJICERSNE Y, [(REICETAI—T v I2ERAY3] RV —H [ETF
=Ty o=fALEV] BIDT ST v I E-RICRETNTVRIEE. SENEEKEENH264T>0—7
1« YJICERETNE T,

MDY ZA T2 MMIBERWA H.264 ZHR— L TWVWET:

« Citrix Receiver for Windows 4.9~4.12

« Citrix Receiver for Linux 13.5~13.10

« Windows [@i# Citrix Workspace 7 1) 1808 Lip&
+ Linux @i+ Citrix Workspace 7 71J 1808 LB

[(RrmE] & [EBIcETAOA—T v o2 FERATE] ORI —RREICDOVWTELLIE. HRERTORD > —
BELI E TS T4 v IDR)U—RE] Z2BBLTLETUL,

H.265 EF# 1—FT v 7 DHR—k

718 VU —=2H5. LinuxVDA I, UE— IS 74 v IRETADN—RITT7T7IE5L—>3 > TH265E
THAI-TYvIZHFR—FLTVET,
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C ORI T THEATEERY:

« Citrix Receiver for Windows 4.10~4.12
« Windows 7 Citrix Workspace 7 1) 1808 Lip&

COMEEZFIAY 31013, LinuxVDA OS54 T7 > FOBATEMCLES, 517> D GPU A DXVA 1 >4
— 71 RZ2FEBIBH265 71— FEHR—FLTVARWEE, 570 vIRUS—8ED H.265 71— R
BHIN, Ev2aVidH264ETFAI—T Y IDFERICRD &9, s#L<IE TH265 ETF T 0—-T 7]
ZBRLTET W,

VDATH.265 \—RU T 7T I—RZEHICTBITIE:

LIEFAD—FTY2IEN—RIz7IVOA—Ta >0 =ERALET] RUS—ZFBHLES,

2. BD EGT—7O0—FOKEN] RUS—%2BICLET,

. EMBICETAD—T v o zERTE] RUS—DRT7 T4 ETHZI L. £ [BESEICER] ICHRES
NTWBZrzHRBLET,

4. [REME] RUP—H [RERIZERE] £od [BICEBX] CRESNTOWAWI L EBRLET,

I2A4T7 YR TH25N\N— RO 7IVA—FTa V0 ZBMITRICIE TH265 EFA T O—7 V71 =88R
LTLETL,

YUV444 Y T bz 7T A—FT 4 T DY R—+

Linux VDA IZYUV444 Y D bz 7 I A—Ta v J 2B R—brLET, YUWWI OA—TFT 1 VI XF—LIE BB
33 BOMADEEZE I ZILICEIDYETEY, YUV TIE. TY1 1ZBAZ S £/l MTlumay fB. TUV] d& %%
& TRE] xR LEd. ZDigaElL. Citrix Receiver for Windows 4.10~4.12 & & ¥ Windows @7+ Citrix
Workspace 7 71) 1808 LIFE CERATE £,

ZEBEDOY. U, VIEIZSEY bEIF 1IN FDOT—ZTHEEINTULEY, YUVA44 T—2ERIZ 1 EIEILH
=24y bEERZELET, YUVA22 T—42EIF 2 EVEILET U B ViEZHBE L. FHREEREIZ 16 EY
MESEILIZED F9. UWTOXRIE. YUV444 & YUVA20 DEBRBIAEEERTY,

YUV444 YUV420

VDATYUV444 Y 7 bz 7 I A—T 4 V0 EEBMCT BICIE:
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1L [ERICETAI—Tvo=®AT3] RIP—N [EELEICER] ICRESTNTVSIzRBRBLET,
2. [RrmE] RUS—H [BICEEKR] F7cid BAERIIERE] CRESNTVEVWIEZERLET,

IS374 v REBITAE—

RELINUX Y>3 Y TEITENZ TSI T v IRBA ST —2—Y—)LIZ. T T4 vIRBRZ1HA—%I1B
LELTce RSAMH—I3. BEEA VIS IT THONS Y R2BNCHETZDICRIEET,

A1 A —%FERATBICIE. ROFIEZERITLET:

1. CitrixStudio T [FS5T71wvoREr>Ir—4—] RUS—#GMICLET,

Edit Setting

Graphic status indicator

(@ Enabled
This setting will be enabled.

() Disabled
This setting will be disabled.

v Applies to the following VDA versions

Server 0S: 7.16, 7.17, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106

v Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and monitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

2. wRZEREE, ctxslideravy FzRTLET. XF1Y—D Ul ARTFEINET,

A
[Rr@mE] RUP—% [BICEEK] ICRELLEE. £ 2FRERE] IRELEES. R
SAE—D Ul IEFRRINEFLEA.

Image Quality - &
Let the system decide Pixel perfeck (lossless)
4
Bektter Better
Interactivity Image Quality

ROFRBHFIHATREICRD F LT
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s BEZEETBICIF. AFAE—ZFHHLET, XFAFZ—E0HL5 9 FTHHIZENTEET,
¢« PRTLEERDREEZFATBICIE. [PATLIRETB] ZBRLET,
s EBERE—RICTIDEZBICIE. [RLRICEEKR] 2BRLET,

HIHEEEICEOVWTHIE Y L — b Z2RET S

HDX3DProN—Roxz7IT>a—F« »IH Citrix TIERI N, FIEHEHEICESVWTEYE Y L — 2B T
FET,

HDX3DPro N—RDx7IT>O—T« > J2EAPDHE. VDAL R Y b T — U HERZMGHNICHETSE, T
J—RSNETL—LOEY FL—ZBEERFRETITET, COMLVIKETII. H#ASLBSNTONIT VR %ZH
BYBANZIALEZRHBLET,

COWERIZT 7 AL b TEMCH S TVEY, EMICTBICIK. ROATVFZERITLETY:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

COWRERITTHLL, UTFTOOVY YR ERT TR ETHHPAILBOLIDODNST VY RZHABTIT X T,
AverageBitRatePercent & & Uf MaxBitRatePercent /X5 X —4—(3. HHBERADINEEREL £7T, RE
LTEDRRIWVEYE, 95714 v I DOERAIHARAELELESHIMBETLE T, HERTEEHRFEIZ 50~100 T,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

THEY L — FAET, BEI’REREDOSS. HTLLWIL—LDRETNE DRV RO T L — L4
BRRBEREOFXETY, HASOYR-— TR RO —LZ2mEmE TEEBRL. I<ICEETSZILTIO
RBIRBICHIG L £ 9,

Linux VDA Thinwire THR— TN TWBRI S —E IR TRI—BICDOVWTIE. TTHRUY—HR—+—8] &8
BLTLIETIL,

Linux VDA TOXIILFE=ZZ—HR— FOBRICOWVWTEEL <. CTX220128% 8L T 2T,
gl
Thinwire 3. HEDH RV ELFINTZIETLIMBLODTL—LE (FPS) 2ALIEZ LN TEFT, 2

FH % CPUHBEDERTIIODTNCAICADET, COMEEIXT I 4L FTIIEMICHR>TWET, COi%ie%
BMITBICIE. VDA TROOAT VY RERITLET:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ParallelProcessing" -d "Ox00000001" --force

<!--NeedCopy-->

ST a—Fao>T
FERFDT ST v E— RDOER
ROAR Y RZRITLT. FAINTWVWEISTovIE—REEZLET 00X TW+ %, 1 32EEETAI—F

wORBEKRLETY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

ROABICEMLIERIENEINET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

FERATD H.264 ORE:R
H.264 "MEASR THB I #HBTRHIC. ROAYY REEFTLET O REAINTLAWVWS %, 1I3ER
RTHDIr%ZEBHRLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

ROABICEMLIBERIENEINET !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

FERAFD H.265 DRE:R
2EHE H.265 MEAPTHB L #HBRBITZLHOIC. AOOATYREZERITLET 0 IFFERATATLAEVIEE, 1
IIERAFRTHBZIEZEKLETY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

ROABICEMLIERIENEINET

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force
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YU I2O—-7F1 I RX—LDMERRTHZHYE S H DR

YWIYI=ToYIRF-LHMERPTHZ L ZHRBT B7DIC RDAYY RERITLET (01 YUVA20,
1i3YUVA22, 213 YUVA44 #BkL £9):

d ETAD-T v INMERFDBEDH. YUVFormat fEIcERL B D £

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ROABICEMLIERDPHEOINET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

FERAFPOYUV444 Y J NIz 7T O—FT« VT DR

YUV444 ) 7 Dz 7 I A—T4 VI DMERFTH R e EBBIBZHIC. ROOAT RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 MERFDIZE. RORBICEMLICERNMENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

3DProm/\— ROz 7IT>aA—FT 1 VIDERPTHZIHE S H DR

MROAXY RERFTFTLET (0RIFRAIATVAVIEE. 1 3ERARTHE I ZRBHEKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

ROABICEMLIERDPEAINET,

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

ChIMCH nvidia-smi OY Y REFERETZ5ERBDET, N— RO T7I>I—F 1 Y IHERTDIESIE.
ROABICEMLUIERPEAINET:
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Tue Apr 12 10:42:03 2016

e et et it e T +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| @ GRID K1 off | 0000:00:05.0 off |

N/A |

| N/A  42C PO 14W /31w | 207MiB / 4095MiB | 8%

Default |
o Fom o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
I e e e e e s Y
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |

o +

<!--NeedCopy-->

NVIDIAGRID /574w U RSAN—BELLA I =ILTNTWVBZ & DFER

NVIDIAGRID /5714 v RRSAN—DBELL A YR —ILTNTVS I L &2RBT 5ICIE. nvidia-smi &=
TLET. ROABICEMLIERNMENEINE T,

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| seseeeessssessessssss e et +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60O Off | 0000:00:05.0 Off |

off |
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| N/A 20C PO 37w / 150w | 19MiB / 8191MiB | 0%
Default |

| Processes: GPU
Memory |

| GPU PID Type Process name
Usage |

<!--NeedCopy-->

ROAYYRT. h—RICEYIRERERELET:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro JYI/ILFE-Z4—TCOBEHEEODREE

TI3ARVEZS-RSboEETEREOMBENREL TV 3I5EIF. NVIDIAGRID St > XA FARIETH S
CrEBIBLTIREL,

Xorg DI >—OJ%MHRT 3

Xorg @047 7 JLiZ. Xorg.{DISPLAY}.log IZ#E{A L =& RiT [varflog] 7 + L4 —RICHD £,

BEXN D RERE & HIRE1IR
vGPU <. Citrix Hypervisor oO—A)L >V —JLIZICATRY by 7Dty 3 vEERHIRTFEINS

B ROV RZEETLT ®RET>>0oO—AILVCGA VY —ILEEMICLET:
Citrix Hypervisor 8.1 LIpEDIHE :

[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

8.1 & b#i® Citrix Hypervisor ®i54&:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->
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NVIDIAK2 /5714 v o h—FRid. NRRIL—E—RTYUV444 \— RO 7TV OA—FTa V7 HR—LLAEWL

RUD—RET [RERIZRRZE] 2BMICTd . - —DNVIDIAK2 > T7rv o h—RzERALTT Y
T=2avERERTRI My TRy 3V ERABLIECEIC. BEFRERBOEBEANRTINET, COMER.
NVIDIAK2 9574w A—EBNZZRN—F—RTYUW444 N—R I 7 T2 A—FTa VT2 R—FLABWVC
EDRATEELEY, #FLLIE TETFII-FELUVTI-FOGPUHR-FT v T2 258 LTL
2EL,

Gnome3 T XU LYy TORYy FT7y IHOTF VRIEBLL KRS

Zhid Gnome3 FRU by Dty 3 VU BEIIRREOIEEENFIE TS,

—Zd OpenGL 5 &0 WebGL 7 71) 7— 3 >H. Citrix Workspace 77U« > RoDH 1 XEERFICHE
ISR I AL

Citrix Workspace 77U DU« Y ROH A X% EET 3. BEROBEGEEHGEZEINET, NVIDIAOHMB RS
N=ICEDABREN—FEEINZ 7D, THICRLEMBH T TV Tr—2avIicROSNBBENBD 7,
e Z1E. WebGL 51 75U BE lightgl.js ic& > T TRendering to this texture is not
supported (incomplete frame buffer))] tWSIS—XyE—CHRERTNBehHDF
ER

HDX EE&S

\|

November 7, 2022

=

Linux VDA Tid. (R¥E7TRXI by 70EEZEFHIORETZI by IOty 31— — e HBEITZ LA TEE
ED
ROBITIZ. BEHZHEL TENrDOADEERZR TS BFIRICOVTHALE I,

EflzH{E Y 5FIE:

1. RETRI by TOBMEET. BERET7 2270y oL, (BR0EEZHE] ZFRLEY,
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i - Desktop Viewer - [m] x

Activities

Share my screen

View someone else's screen

2. [OE—-LTEL3] 20Uy ILET,

BEHOHEZEFLLTERTSET. REOEEAHEI-FIIREINET,

[ F Desktop Viewer - o X

Activities gfxindicator ~ 20 g 2T 22:39

Citrix screen sharing

|| ©cClose

10.158.160.5:2152:3af1 .
g Copy

Ctri+A

7 N

EEZHBEL TVSEIE. BEOABRICKVMERENRTIN T, HEPETHRTHZ LRI E
ERS

3. JE—L#&O—F%, BEZHETZEHLORET XV by LDty a>ya1—HF—tHELET,
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4. BEENEEZHETESLSICTHICIE. HiHZEYT] 2R RLTHSREEDORIMZERL 7. Fliflz
FLET3ICIE. HEEORFZIUTLET,

Activities

Stop sharing my screen

Give control

/ viewer-user3

5 BHOHBEZFLT3ICIE. [BEOHEZEL] ZERLEI,

[ | Desktop Viewer - o X

Stop sharing my screen

Give control

ELr01-—Y-DEEZERTY 5FIE:

1. REBFTRY by FOBMEET. BEEETrAVZ Vv I L. (tO1—F—DEEZRT] 2ERLET,
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.- Desktop Viewer - o X

& Applications  Places T @ © zh Tuels:07 & W) O

Share my screen

Stop sharing my screen

{ View su,_une else's screen

Citrix Screen Sharing Viewer X

Enter the connection code of the screen you wish to view:

l
@ Cancel

3. BEHREEN VI IR M 2RIFANZDZEREET, fi:
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i L Desktop Viewer - o x

Activities gfxindicator ~ Aug 2T 2308

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? | @ Cancel | OQK

o HEEAITIE. LINUX X FTLICE>TU VIR COBMARITINE T,
s HEENIOMLURICUI IR FERIFANGWVGEE. U I X MIEARTINICAD, 7OV T+
NRRINET,

4. mEEEEN [OK] 27Uy LTUI IR MEZIFANS L. £EEEHD Desktop Viewer ICRRIN &
T, BRI, BEMICRID Y THN - —RBTRABE LTERSINE T,

[} Desktop Viewer - o *

Activities  [®] Unknown ~ = vae e 204 O~

HDX Screen Sharing Viewer

0 "

4 Activities
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HEEEOHHZ ) VTR NTRICIE. ELEBICHZTTIRTAV=2 I )y I LET,
Bk

o HEENOMLURICUIIX b Z2RIFANBWVEE. VI TX MNIHRTINICAD £7,
¢« —EIL1 AOHEBEOAHDHEEERZHIHTET X,

HEEEOHIHZBIFT ZICIE. YVRTFAI22H5—EIVyILET,

d Desktop Viewer

- o X
& Applications  Places  HDX Screen Sharing Viewer T

© ©® ® zh Tuel?27 &L W O

HDX Screen Sharing Viewer

- & X

o e HDX Screen Sharing Viewer

L]

6. T4 AT LA DILKRGENEEMICLID,

T RIBA XA LD TBICIE YTRTA IV DEICH
B37AA%EV)vILET,
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d L Desitop Viewer - a x

Activities S Unknown ~

HDX Screen Sharing Viewer x

isable scaling Aug 3 28 zh ~ o

1R

T7 ) ETlE. BEEEEEEFEMICR>TVET, BMITIICIE. ROREERTLET:
1. CitrixStudio T [ 571 v IR > r—42—] RUS—Z2BHLET,
2. Citrix Virtual Apps and Desktops 2112 o5&, Citrix Studio T [EEEHE] KU —EFMIC
L&,
3. (# 7> 3>) Citrix Virtual Apps and Desktops 2109 a0 EIE. KD AT > RAERFTL T Linux VDA
TEERREZEMICLET:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "Ox00000001"
<!--NeedCopy-->

4. T7A4 70 +—I)LTR— b 52525~52625 #HAI L £ 7,

5. (#7>3>) GNOME x rHic1 > X b—JLanf- RHEL 8.x. Debian 11, #7:1& SUSE 15.x # AL T
W3HElE. GNOME & )L E#fatED & 2HhiRIEEER 1 > X b—)L LT, Appindicator #7R— k&H#IC
L&Ed:

a) gnome-shell --versiondv¥>Y rERITLT. GNOME > z)LON—J 3> BRLET,

b) https://extensions.gnome.org/extension/615/appindicator-supporth*5 GNOME & )L &
ERMEOHSREEE AT O0—RLET, e zIE P TION—23 00 3.28 DIBE. HLiRIERE
DIN—23>e L T24 £/ 26 Z3#FIRTET £,
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e
.'c GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.
o : = y e - = N .
- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  htt ithub. comfubuntulgnome -shell-extension- appindicator

Download 328 v Extension version.. ¥

Extension version...
24
26

) AuovO—RLENYT—C2RBEALEY. Ny —2RO metadata.json 7 77/l Tuuid) fE
' appindicatorsupport@rgcjonas.gmail.com IZRBESNTWVWE e #RRBL £ T,

d) mva< > R%ER{TLT. appindicatorsupport@rgcjonas.gmail.com o>« Lo kU % /usr
/share/gnome-shell/extensions/BTOBRICHEEL£T,

e) chmod a+r metadata.jsondv> KR%ER{TLT. metadata.json 7 7 1 L& (FHDI1—
H—DHmAND L SICLET,
B> b

77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L & + 'J ® meta-
data.json 7 7 1 JLIFI— b DA—HF—DHNFAHNZ N TITFET, EEEEEYR—+T3
ICiZ. metadata.json 7 7 1Lz IFHh DI —bHAHANZI LSICLET,

f) GNOME Tweaks #1 > X b—JLL 9%

g) TAU Ly TEIETIE. ALt+F2. ri Enter®—%IBE I 9 H. killall -SIGQUIT
gnome-shelladv > r%EEITLT. GNOME > /L ZBHHRAH L FT.

h) 22 kv 71815 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] ZE#ICL £7,

6. (#7>3>) GNOME 2 HiZ1 X b—JLEnf Debian 10 AL TV 3EEIFE. ROFIEERITLT
GNOME > ZFLMLATAAVEA YR M—ILLTEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% E4T
L% 9. GNOME THR#AEZRRT 3ICIE. OJT7I L THSBEOIAVIB3HENDH D
BAanHO FT,

b) [Activities] EET Tweaks ZHRZEL £7,
c) Tweaks v —JL T [Extensions] %ERL £,

d) [Kstatusnotifieritem/appindicator support] =&%ICL £,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Maove applications to specific workspaces when they create windows fed
Top Bar

Citrixinput source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

s BEREAWETIE. H265 ETFI—-FT v 7R P R—FIhTULEEA,
- BEXEHER. Ty a3 TIIERTEEEA,

e TRy Iy av0aA—H—d TIAI P TRAI0OAOHEE Lty a>EEmERETEET. B
BEDODRAHIIctxreg update -k "HKLM\System\CurrentControlSet\Control
\Citrix\Thinwire"-v "ScreenSharingViewerMaxNum'"-d <hex_value>T®HE
TETET, RABUSELLBE. - —DEMOEGERZZITANLS T2/ OV T AHRRINE
ED

VGPU I 5701 v I h—F

March 11,2024

VGPU BT 5 7 1 v o H— R &id. NVIDIARE GPU (VGPU) Y Ua—>a>zHR—bLBEWVWIZTrvs
A—RZELET, COELETIE. VGPUIREI Z 71 v I H— FOFERICET 3 ERERHLET,
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ElEats

VGPU 3T T 71 v I H— RZERTBICIE. RO ZT5HELHD X!

» AiREM LT XDamage #1 >R b—JLL E 7, #@BHE. XDamage i3 XServer OiisRMAEL L TEFEL T
WEY,

o LinuxVDA%Z 1 > X b=l g 3HEId. CTX_XDL_HDX_3D_PROZVYICEREL ¥, RELHICOVWT
& TFIE7: Runtime Environment Ztw b7y FLTA YR M—ILZ2RT 9§51 ZBRLTIETW,

19
Xorg i8p 7 7 1 LD EE

NVIDIAJS7«voh—RDi5E NVIDIA FSAN—ZFERLTVWRIBE. BT 7LIZEBNICA VR h—
ILELIURESNET,

ZOMDI ST v I A—ROFE [etc/X1IL/ICTA YR b—ILTNTWVWBIRDADDT>TL— BRI 71
WEeEETEIHENHDET:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
o ctx-driver_name-4.conf

ctx-driver_name-l.conf #flx LCTHERALAENS. UTOFIBICR>TTF YL —bERT7 7 IILEZTELE
ER
1. driver_name (. REORSAN—FTEIHRITIIEI W,
freziE. RIanN—attinteloBEd. BT 7rILE8%Zctx-intel-1.confICEETEF £,
2. ETARZAN-BRZEMLFT,

EFTL—MERT 71ILICIE. TDevicel WS ERIDEIavyhHD, OXY KT RINTVETS,
ZDtEITarTik. ETFARSAN—BHRERZRLET, ETFRSAN—BHREEMTHIC. COEY
OavEAMICLEYT, OIS a>ERMICTBICIK:

a) A—FORETHSREINTVEZHA RSB L TBRBREWIELE T, 21T+ TBET 7L
ZHEBTEEY, LINuXVDAL > 3 Y EETLTVWARVWESIC. X170 TBR 7 7 1ILZERAL
T, O—ALRIRTH— RDIFRIRETH B e =B L £ 9o

b) 157« TH#p 7 71/LD [Devicel] > 3% ctx-driver_name-l.conf icJF—L 7,

3. ROOX Y REFEITLT. FIEL THRELERT 71 )LE%Z LINUXVDADRBRHETET 5L SICLIRMUF
_%?&Ebijo
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

VGPU XSS 5T« v IV DBEML

VGPU 3BT 57« v UEEIE. T 7 )L ETEMICAR>TVET, RDOT > KRERETTL T XDamageEnabled
DfEZ LICRET D TEMITITEXT,

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "0x00000001" --force

<!--NeedCopy-->

JE—FPCT7UEXVDADE=ZHZ—TZ>F>7
Linux VDA (. vGPU O h—REFRTZ3VE—F PCT7ot2X VDA DYBE=ZZ2—DTZ x> I &HK
—hrLTWET, COBBEIRICED. 571 v o571 X7L1h Extensible Virtual Display Interface (EVDI)
REE=Z2—ICA 70— RETNZT,

pE

EVDIREEZZ—DHEAIII. T AMJE2—23VICL>TERDET,

E-H—TJS5>x >4k, Ubuntu 20.04. Debian 11.3. # &0 Debian 10.9 VDA TH#BEL £9, E=4—T 5
VXV ERFEATBICIE. RD 2 ODOFIEEXERITLET:

1. FATB LiNuxToXrUEa—>avicl T, evdi-dkms/N\ysr—S%2 14X b—ILLET:

sudo apt install evdi-dkms
<!--NeedCopy—-->

2. EVDINDIZ 714w 0T« AT DA TO-REBMICLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

<!--NeedCopy—-->

3. Intel 9574 v o h—REFERALTVBRHREIR. TAXRTLAIR—Jvy—5EDICLET, TUIDE
A Intel h—RIFTFA R FLAIXFZ—Jvr—Il&>THEIN., Citrix VE—rEv>a>TIRIERTIF

‘Ao

sudo systemctl disable --now gdm
<!--NeedCopy-->
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(APl 274
I37 4w I HANBVWHNFLITT S

O—ALT3ID 75— ERTTE IRTEZEYICHEBELTWVWBDIZT T 71 v IHAODBWE FIZREA
BThHhadrddc. REIZNITY, /opt/Citrix/VDA/bin/setlog %M L T GFX_X11 % verbose IC:&E 7 %
CETTNYIRICFL—XBRZINELF T,

N—=ROTT7I>aA—T1 I DHEELAL

COWEETIRY ZbIT7IV -T2 DHEFR—FLTVET,

THEAM=-DEYS 3> F—2—I—7

August 15, 2022

THFIAM=—RDEY >3V V4—R2— =V T—FEHZMHIEL. BIFTEIBZL5ICTBHICRIBET,
COBERIFEFETETHD, TvParyTXI by FICRRINB LT, T—HZHBTLEHICEEPRIU—-2F
v I FvZ2ERTEEEOMENICADET, TFAMDLAV—THBZTV+—F—T—JIFESTEETETE T,
COTHEFIAMDLAV—IE TORFAXYEOOAVTUYZEETZ AL, Ly avERALAKICRTINE
ERS

HE:

TFAMM=ZADELYSaVI+—2—I—F 2713 EFa2 VT HETEHDEFEA, OV Ua—23
VNd TERBERLICHLETZDDOTIEHD FEAD. HEIEEOMEAL FL—HFEU T ZIRHELE
To COMBEDERICOVWTIE. ZT2BBEWRO L —HTEUT s ZRETEIDLDOTREDBD EtHA. Tl BE
IKIGC T Oz EF 2TV a— a3V e lAEDEZ 28O LET,

Tty a ur—2—<I—VRTFIALTHD, I—HF—ICEBRESNZEY I aVICBRASNEY, tyarvoux
—E—X—UIl& 2T T—RBRBZEBHI 2 LDDBERNMEZASNET, RBDEELRT—ZIE. BEAMX—IHE
FEINREOEYy 30N dF 22— -0 ID TY, T—2FRRE L DMRNICEBH T BI12I1F. T—N—Ffid
IIATY DAY EZ—2y b FOMIILT RLAPEGRELZEDZOMOBEREED X T,

A—H—IVRRVIVRZHAETBICIF. [Eviarvix—42—<—7] RUS—RE=ZFEALT. BELOR
BLUA—2—R—UDMREBRELEI

HIFREIE

e Lyl alUA—4—T—UR TSIUOY¥-2CFTFIVYDILHALY MHMEREINBE LY 3 Y TIEYR—
TNTLEEA, COMEZFERTZICIE. T —YTOYDOURAL YT MDEMICHE->TVWBILE
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AL T T,

e REE/N—RITT7T7IEIL—>a > E—R (2EEH.264 £/cldH265 T>O0—F71>%) TLAHY—
NVIDIA RSAN—%FERALEEY a3 VPBERITEINTVWIREEIF. Ty aror—2—<—JFHR—hk
INTHES5T. BRRINFEFHA. (ZDHBE. LY X MU T NvCaptureType A2 ICREINTULET,)

e TF—HA—T—VIF Ly arOI v RITIIERRINELE A

o A—%—h Print Screen #—%#\ L TEE%EZF v 7F v LIBEE. VDARITHF v 7 F vy ShB3EEICT +—
B—I—VIFEENFEA. DD, BHEHFIE—TNB3DOZHESTEDICRI ) =223y MADXEREHE
Lalezb@EidLxd,

Thinwire o704 L v J7&RR

August 15, 2022

BHHBECIIBBEDEG TR, Ty avory23 07 TENMET I 20D HBD F9, fcr zid. Web
R=JORIO-IDEBL B STD WELBLSBo7D BYNLDTEZIELRHDET, F—KR—FPITVID
BED TS 70 v VDBERICBWMID BV DB D X7,

N=23> 117 &TR. By ayzZRETREICRET B FLBEBREZMRS (6EY FELIEF8EY RIS
T4vY) REIBDLT. RUS—REZEAL THEABHEZERTER LI L. BLVEGRETHSC
EEI—Y—HDHM>TVIHRENH D £ LT, HDX Thinwire Tid. *v 7= OREICE TV TENBERD R
BZzBNICHBTZCIIHDEEATLT .

N—23> 7.18 LB, HDX Thinwire (3. ROVWTNHDBEICT 74 S TTOT LY TEME—RICYIDE
HOERT:

o fEATTREA T BN 2Mbps Z FEI>TW 3,

e XY FT—UDEBEN 200 S UMEBI TV,
CDE—RTIF:
fezid, 7OV Ly TEME—RDBHABROIS T4 v I TR XFFLellEVWT—T1 770 :DH D,
AA—DRRECEFTINTVET, COT7TO—FICLD, BEHBHENKBICEBRIN, BIRETFIAMZELD
BRICRETE, Ly avorr23 0707 ALELET,

Features
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Ty a e DBREMELETEE. FULLEGRCTFIMMMRLICS v—TFICHD, SUDPBRCABDEY, kX
E RDTST4w I TR XFILBEDT7—T4 770 b %B<B>THED. BENTORETRIINTVLET,

Features

BEROBE. FYALICTOVIBUTOS y—THULET, TFIXLDIHFE. BLXOXFRPEFO—HHIS v—TFi
LET. v—o7OLRFHTL—LiIlbl>TITONE Y, COREICED. B—DOKREGIv—FHIL
—LICKBELEZEEL T,

BBER (ETF) d. 72771 TRREIS Selective H.264 TEEIN/F£TY,

TOJL v TE- ROBIE

FTH T, [BRGHE] RUS—RES (Bl (R (F700). £ [E] 0. 7070y TE—
RIFXRZVNIIREETT,

TOULY ST E—RIE ROBEICHBNICT T EAIAEL) CEDET,

o [(RTmE] A [BICEEK] £ BEFRERE] TH53
o (BRI T4 v ADBRBRE] B BEY K] THS
 [ERICETAO-—TvoZERT3] ' [EE2EFICER] (2EEO H.264 'EXLWEE) THD

TOJL Yy T E—RDBRENARETHZHE. T 7 AL FTIIROVWTNHDIKRRICK > TEMICED F9,

. {BEEAELSEED 2 Mbps £ FEI>TW3
« Ry RT—ZEEH 200 S UBE LB TWS

E—FOTIDBIHRELLEIE. BURY FT—IRAEDVBEBNTSH>TH, TOE— FHIRK 10 ARG TN
£,

0Ly TE-ROEBEDESE

TOULySTE—RFOBEZEETBICIE. ROATVRZRTLEY:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 308



Linux Virtual Delivery Agent 2206

value (ZIZUTFZANNLET:

0=8BK47 (WO RBBETHFERLAEVTIRTW)

1=88 (Ry rT7—URE TIIMEICEDSWTAYEFTEYDER )
2=HBA >

BEHE-—F (1) OBE. ROARYFOVWThHZRTLT. AV LYy TE-RIMIDEDZ LS WVMEZZEET
EEER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value iC1& Kbps Bfup L =Ml (F7#J)L k=2,048) EANHILET
fl: HigtEht 4Mbps 2 FEIZ . 7OJ L v TE—RIAVICHIDEDD £7

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIFS UMBEMDOLIWME (74 F=200) EANAOLET
f: Ry bO—2BEHN 100 S UMETRIZ . 7O LYy TE—RRFTUICTDEDLD £,

F—R— R

August 15, 2022

SOt arTRH MTOREYZICDOWTEHBALET:
s U247k IME
e U477 MIMEA—HY—a>&—T 1 XD[EHE
s BIMAF—R—RLAT7T ~DOE
¢ VI hF—FK—F

- BEENNOYA— b

9547 MR T L (IME)

August 8, 2022
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e

2N bXFE (BZE. PEE. BEZAEOXF) 3. IMEDSANTEIHERDHD £F, Windows %157+
® CIKIME ¥, o540 7> LT Citrix Workspace 7 71 t B’ & 2FERD IME #ERLT. Ch5DX
FENILET,

A=)

COEEIE. LINUXVDAZ A VX =L B FICEETI VA M—ILENES,

% & 0 IC Citrix Virtual Apps #7zi& Citrix Virtual Desktops dtzv> 3 > BT %7,
547> MU IME #EBEDERZRBT 3IC1F. 77172 FMITOREICINE TANARZEELET,

BER0 D8
« U517 MU IME 82 M L T Google Z7L Y R — FDEILIEXFZAATBICIE. X TLy Ry
—rROEILZHETINI )Y IS ERENRBD £,

e U347 MU IME #EEIE [/NXT—F] T —ILETEITEMICED £HA.
e IMEZA—H—122—-T 1 XE NFTEETIEA—VILISERL FE A

9247 MIME 22— =1 >42—7 1 XDREHA

August 15,2022

e

9547 MIIMEA—HY—a>Y2—T 214X (ERT 1 Y ROCBEHDV s Y ROZEY) 1F. ChETEROEL
FBICERBEINTUVWE LT SOV E—T A RIEH—VILICEBRET. TFIAMNIEEHETIEA—VILHSENT
BEINh3ZehHbFELL:
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Composition and candidate windows

Text input area

Citrix Tixa—#¥—EUFs eI, UTFOLSIC 95172 MIIME TOA—H#—I I IRUIVZIHNES
ICHESNTVET:

THio) ~ A

72 < 3
TiHhsdissdissdizsdissdf
FEREEH

FAE

FEr

FHHE

A"

Ctrl + Delete to remove this candidate

L

Microsoft Edge

ez R T 3 O DRIRE MY

1. Linux VDA T Intelligent Input Bus (IBus) Z&#ICL %9, Linux OS TIBuszBMICT 35EICD
WTIFE. OSARYA—DRFaXY hZ2SRBLTETWL, Fi:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

» SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang
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2. COBBEIRBBNICT YA —LINETH ERTIRICEMICTIUELDD ET,

WEED B & EIL

9747 MIIME A —H—a1>2—TJ 21 XOBEHAKEEIF. T 7L TEMICHE>TVET, COKEEZHE
MEIEEMCTRICNE. [O54T7bF—FR—RLA4770FEHE IME ORE] RS —%RET BHN
ctxregil—F VT zFEALTLYR M ZHEELE Y,

b

(V547> hFE—FR—RLA7T7 bOEEALC IME DRE] R)P—IF. LZAMIRELDHELIN, 15

ELEA—HY—ATI o b eRIATI M FRETAFROTRTOA TSI MERTE XY,

BFED LINUXVDADL X R JREIF. TODVDADIARTOE Yy g VICBERAINE T,

e [UFATYRE—R—FLAT7Y rOEML IMEDKE] RUS—%Z2HRELT. V547>~ IMEI—%—

AV A—T 1 AEPEEEE BN E - IFEMICLET:
1. Studio©. [RU>—=] #HEIUwI L. [RUT—DER] #FIRLET,

2. [05147 > hF—R—RLA7D DR IME OXE] RS —EBELET,

Create Policy
Studio Select settings
(All Versions) ~ || All Settings “ I Keyboard Layout SyncT X I

Settings: 0 selected | View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

[ Cancel

3. RUS—Ro#ICHS [ER] 20V vILET,

4. KU —=2RELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

BHNLF—R—FL177 ~DEH

August 15,2022
aTid. LINuXVDA LI SAT7 Y R TFNARDF—R—FLATI MIALTRIFNUEAED FEATL, F—<
yEYT OB e RIEF—R—RLATIRISATY MTFNAXTREBELIS T ZVRBICEETN. VDA
TREESINED S LBEBEICREL. VDAL TSV RABICEESNBZ ETCOMENER I B eHHBDFEL
TCo
Citrix TR VDADF—R—RLATI I SAT Y TNRARADF—R—RLAT7Y b= BBNICAIESC
ET. COMBZEBALEL. IFA TV TNARDF—R—RLAT7UMHEESNBUIC. VDADL AT
UVhLEEINET,

pE N

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R— KL+ 77T bOEHAEEZ Y R— L TOLEEA,

B

BMAE—R—RLA7Y cOREAKEEIL. T 72 FTEMCR>TVET, COREEEZEDNEIEEMICTSIC
B [9314T7Y F—R=FLA77 bOEEL IME OE8E] RUS—%Z2RET DD\ ctxregi—FTsUTr%
FHLTLPRMN)ZHELET,

F

(V247 bF—R—FLA7UOREAL IME OE] R —d LZZXMIURELDHERIN. 15
ELEA—H—FTIOc o bV FTII M FRETA MAOTRTOF T MIBRATEET,
BED Linux VDA DL I X M UREIZ. EDOVDADIARTOEYy S a VICBERINET,

[TV RF—R=—FLA7U OEAL IME OE] RIS —ZREL T BNBF—R—-—FLATY
bOEHREEEE B E IZEMICLE T
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
. Select setti
Studio G
(All Versions) « || Ansettings “ || Keyboard Layout syneT X |

| Settings: 0 selected [ View selected only

Settings S
) » Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERRSR

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— | >

Thuoo:10 O ) O ~

fr =

VPR S

September 5, 2022
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V7 hF—R—F#EEIE. LinuXRETZXI by TEERBTIVr—23 >0y a > THRATEET, VI MF
—R=FRR AT —ILRTANZHIBRTZERTEIN. NAZETITBLIERTICADET,

M Applications Places  LibreOffice Writer - zh Tuell:lls @ A ) O
Untitled 1 - LibreOffice Writer = a X

File Edit View Insert Format Styles Table Tools Window Help x
B-r&-EH-d9a BE-ae9 Q¥1 =250 -
: v (& (X | LiberationSe @« || 12 ~vaaa-o aag @& -
w

-

Test mrvc i

(a7

@

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. ﬁ f

&

return

&
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F:

C OHEEIZ RHEL 7.9, RHEL 8.2, SUSE 15.3. SUSE 15.2, Ubuntu 18.04. Ubuntu 20.04 TFIATS

* 9, i0S @7 Citrix Workspace 7 71) & & tf Android @7 Citrix Workspace 7 71 THR— K~ 3INT
WEd,

HWEED B & EIL

CDHEEIZFT 7 AL FTIHEMNICR > TVET, ctxreg I—F 1 VT ZFEAL T, CORREL B E2IZEMIC
LET. ED Linux VDA DR IZ. TDVDADITRTOEY S avICBRATINAED,

COWREZEMICT BICIF:
1. ROOATVRERTFLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\MrVvc"

-V n
Enabled" -d "Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—RoBERTRU>—% [FFA] ICREL T,

3. (#7>3>) RHELT7 & U CentOS 7 o5&, RO I > FEXETTL T Intelligent Input Bus (IBus)
2T 74N EDIMY—ERC LTHEBLET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

COMWBEEEMICTBICIE. XXV RERIFLET,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

P

CNHDOREF. LWLy aviiOJdA>T356. FiFOJFT7 L TREOEY D 3 VICRBIBRIC
BACBEDET,

HIFREIE

+ COH#EIE Google Chrome. LibreOffice. ZDfthd 7 7)) THEEL AW EHH D 7,

s FBITY I bF—R—RZERTICLIEBERTTZICE. AHWTr—ILRUIINZEIU YO LT, BERED
ANIT71—=ILR=EI )y I LET,
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e Web 7595 —T12ONNT 4 —ILRZI VY I LTHSRDTr—ILRZIVYITRE VT hF—
R—RHARRINBVWIEHHDET, COMBEZERTBICIE. AT —ILRSMEI Uy I LTH SN
RONNT1—ILREIZVYILET,

o COHEEIE. Unicode XFX A TILNA +XF (B4R, PEE. BEZEARY) 2 HR—FLEEA

e VI bF—R—FiZ. NRT—=FANT 1 —ILFETIIFATTEEA.

o VI RF—R—RIFI. BEDOANA T4 —ILREER>TRRINBZIIEDHBDET, CDIH/BAE. 7TUVDI+«
VRUEBHTZN. BEEZLEICRIVO-ILTANAT7T =L REZT7IOECXATEZUEICBIHLET,

« Citrix Workspace 7 7') £ Huawei 2 7L v b OEREDRREICK 2T, Huawei 27 L v MCYEXx
—R—RBEHINTLBEETHY 7 hF—R—RHERRINES,

ZEB|AIDYR— b

August 15,2022

Linux VDANX—=2 3> 1.4 LTI, Citrix TRE7 7U T —> 3>yt R—rHBMIATVEY, 1—F—id
Linux 722 by TERIEN RS TH, BER LINUX 7TV —2 a7 oERTEE S,

ezl EBN—ELINUX T2 by TRIBEBEICRE TN TWVWS o, Linux VDA Ox+1 71 TEB/N—IER
M7= 3y TIRIERATIEEATL ., TOBR. FEE. BAHE. BEELRY. IMEXSBELFETTF
AREANATEEFRAT LI AT U=y a  hIldF—R—RLAT7UREDEZZ L
HTETFEFEATLT

NSDOBRBICIHLT B70Ic. COWEET. TFAMANAICHGLIERBET7Z V5= a3 Y BAOEE/N—ZiRMHEL

£9, sm/N\—Z2FERTR . Y—N—fIDO IMEZERLD. 7FUTr—2artyda yARICEF—R—FLA17
ThEYIDEZBICNTEET,

101

ctxreg I—F 1 UT 1B FERALT. COREZENZLIEEMNICTICHTEIET (F74L L TIHEWN . IE
@ Linux VDA H#—/N\—D#EEREIE. TDVDAIZARINTVWBRIRTOT7 U r—>avIlBRAThEY,

#m+—Ix THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
¥8|% DWORD T,
COEEEEBMICT BICIE. ROOAT RERITLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->
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COMWBEEEMICTZICIE. AOITY RERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
Xx00000000"

<!--NeedCopy-->

fERRM
FEVWHIIBETY,

1. AEEZEMICLET,

2. TEFRMANAICHIGTEZRAT TV T =23 VICFIVERLET, SN 7TUT—>3>cedic
Ty avIERRINET,

3. FAOYTE U XZa—h5. R EE] ZBRLTHEDSE NIV —X) ZEBMLEY,

(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, FAOYFIEIRXZa—Hm5 IME £ldF—R—RLAT7IFERIRLE T,
5. BIRLAIME £/23F—R—RLA7UEFERALTEEZNNLET,
A
* VDARIOEREN—TF—R—RLAT7I b2 EBTZH5E. 517> M (Citrix Workspace
FTTUHDHRTINTWVWS) THELF—FR—RLAT7IMDNERETNTWVWR I ZBRBLTLET
kl\()
o [l =] 40 7O Ry I XTREZITSICIE. accountsservice /Ny —SHEN— 3
Y 0.6.37TURRICTY I L—RTBIHRELRHD XTI,
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Region & Language Login Screen

English (United States] o

= <
& Language
Formats
Input Sources
French
German
+ —
RIVFRXT17T
August 15, 2022

United States (English)

Options

COEILarTIE UTOMEYZICDOWTHEBLET:

o A—T 1 AHEEE

e JSUY—-aVTFIOYVOUREALY K

+ HDXWeb A XS 74 E4

Z—7 1 Fiee

August 15, 2022

FETF4 T —F 1%

TETTFATA =T FET 7 I TEICE>TVWET, XD Citrix Workspace 77U o547

FEnTVEd:

« Windows @7 Citrix Workspace 7 71) - 2109 LD N—2 3 >
o Linux @7 Citrix Workspace 7 71J - 2109 LD /N—T 3>
+ Mac |+ Citrix Workspace 77\ - 2109 LABEDN—2 3 >~

> AR —
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—BICBWISAT Y 2FERTRE. PTRTTATA—TA A RBRROF—FT 1 AICTA—INvILET,

TEATT4TH =T« F=2FERITNUI. VDATH —T A @mBER) L —Z2FETHER T ZBEDIHD EFEA. 74T
TATHA=T1FIE XY bT—IRBICESVTH T ATV ITDEY FL—FZBMICHAELT. 7L
ST LRA-T A ARBRERBELE T,

RORIE, TETTA TA—T A FEREKDA—T 1+ 7L OEBEERLTVWET:

TFETTF4TH—T47 kDA —F 1 F
BAA—TaAH>FILL—: 48kHz BRA—FTaAH>FILL—+: 8kHz
ATLAFvYxRIL B/ Fv 2RI

B>k

RHEL 8.x T PulseAudio 13.99 L% FERAL £,

SUSE 15.3 Ti& PulseAudio 14.2 Lg%, SUSE 15.2 Tl PulseAudio 13.0 Uz R L £,

PAAvAy ki D2 AVAVES S G278

September 5, 2022

e

Linux VDA iZ. Google Chrome TO 7 SoH—a>FoYoUAAL Y bEYR—FLTVWEYS, 75UH%—0
DTIOYDIEALYT RTIR 75072 MIOHFTU X MIERINT Web R—JSEL VA VI TEEY, C
DHgElE. Citrix Workspace 77U FRLTIS1T7 Y MIOJBTEIL VANV ITI VS VEAVRAZV R
L. URLAS HTTP BT HTTPS O> 7>V ZBELET,

i
HFAI) XM REALT. 2507 MNICUAAL I TE Web R—JZIEETEF Y, P, BlEUX %
FARALT. 25107 MIICURZA LY bW Web R—SEIEETE T,

ZOF—N—LAWeb LTI bT>IVid VDA LTRELISA 7Y M ETEITIN, 517> D CPU.
GPU. RAM. 8&Uxy bT7—0%FERALEY,

T2 —DEa—R—bREIFRULEALIPENET, Ea—R—bE IVTUIYDRRTENBZT SO —RD
REFOEHTY, Ea—R—FICE PRLAN= BRUIADN— AT—RIAN-RBEREEFNEEA. T
5NIERIF5F4tE VDA © Web 750 —TRITINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 323


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/audio-policy-settings.html#audio-quality

Linux Virtual Delivery Agent 2206

aboutblank x
i}

& C 1 | O www.youtube.com

AT LEHR
Windows /517> b:

» Windows @i+ Citrix Workspace 7 71) 1809 L{&
Linux VDA:

o VDA #RL—F« >»¥> 257 L Ubuntu 20.04. Ubuntu 18.04. RHEL 8.2
« VDAD 7 SoH%—: Citrix 759 —2>F YD UL+ LU MIREEENEMS h iz Google Chrome
V66 LIBE

IS0 —-2ToYDIEA LY ~DERK

1. Citrix Studio T. 759#—2>F>VOULAAL Y MIODWTURLDHFAUR bEBIEU X M ZIRET S
RUS—%=HBELET, T2V FOVOUAAILI ME T4 ET [FFA] ICRESNATVET,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA [Chrome 2] #2Uwv2o L. Chrome 97X +7H5 Citrix 7SoF—a>FovVoU4s
1LY MMLREREZEBINLE T, CNid. VDA LD TSI —H. (#E#kLn) URLHAFFT) X M FI32L1E
DARE—HTEIDESHEHETEIDICKRILIBEET,

BE:
C DIRREEEIL T T4 7Y MMTIFARETY, VDAIZDHBIML TLET LY,

Chrome OIEREAEIF. I—H—ZCICA YA —ILL &, IRIEAEZIBIN X 7o IZHIBR T BB AIC.
J=ITUoAA—DZBMITBIHBEEHD T Ao

£ chrome web store o 5o

Broawial Comting Riesl X

Extensions ) o 8 wxteenions

o3 2o
O Extensions

Browser Content Redirection Extension

3 Tram
O Tremes Offred by Cirix

b A 1 Chiame
Features This sataraion reditects Webpages.
O RuneCmes
[ By oo
0O Fees

[0 Avadable for Andeosd

[0 ‘Works with Google Drve
Ratings

O *dhdhw

O kdkdkdk s Lup
O kdok &up

O ke & up

a1 X FRIC—ET S URLAHD (fFl: https://www.mycompany.com/). 21U X FARICIZHR VG
A, REBFvxJL (CTXCSB) &, VALY D ETH S C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %79, Citrix Workspace 77U E. O—ALLIEVITIOIVEA VAV ZH L. Web #1 FE&RR
L&,

Citrix Workspace 7 7V &, Web 1« 2 RETFR I by P IS0 -0V T VEFHICS—LLRIZTL Y
FLEYS
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o H—N=TzyFeH—N—LIAUIT: YA bZFHFAUIMIBRLTVWAEVLD, VAL T MIKEL
fete®d. VALY MMEHD £ Ao VDA ETDO Web R—T L >& ) »FICRD. Thinwire 2R L T
25710y RZERRMELE T, RUD—Z2FELTIA—INYIDOEEZEIBLET, CDOPF VAT
I&. VDA To CPU. RAM. L UVFHIBDHEENZ B FT,

« USATU NI IVvFEOSAT LY Citrix Workspace 7 71 & Web 4 —N—ICHIEZ
Be Bl AVA—FY MITIERATIBELRBDEY, CD>FUFTIE Citrix Virtual Apps and
Desktops 41 kh 5%y b T7—2 CPU. & U RAM OFRE%2 IARTAT7O—RLET,

TA=INYIDANZX L
ISATURDURAL YT CDRBTBEDHBDET, RERIE ISATYRIIUTAYEZ—Fy MMCHEHET

TEATEIBWEE, T5—IEDVDAICRINBAEMELNHD 9, COLSWIFAE. VDA LD TS IH -3
HP—N—LtDOR=JZUO—RLTLYAUITEET,

HDXWeb 71 X5 &7+ E#E

April 4,2023

e

LinuxVDAt£ v 3 Y TERITTNTVWBETARET IV 75— 3 >01—H%—k HDXWeb AXSETF# EME%
FEALTWeb AXSZHATEZLSICHRDE LTce COMREIRT 7 4L FTEMICH>TVET, AIRETHNIFL
EIZ. HDXWeb WX ST ERZER T eb8OLET,
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HDXWeb h XS EFAE#EIE. SEK Web A XFE—REeLBENET, TDZ1 7D Web h XFEFA XL
Tl FEEY I TRITINTWVWERETASET U r—>avICH264 ET A2 EiEEfEL £9, HDXWeb
ARXSETAREBTIE. VATV MARL =T VIV RTLIZEEFNBZNILFAT«T7IL—LI7—0FT0./0
PILED FYTFYTNARDETHEAVEZ—ET L. FIVROA-RBLUVERLET, EF v TFv TN
1 RADHETH S OSH—RILDR M= VT T7—FF I FvICHHPAENDZ RSAN—DREBEINATVET,

I5A4T7 > I Web AX S 0BEZNEBLEY., TOBE. Y—N—TBUICRTTIZETFDHE. H—N
—ICEELET. T—N—DWeb XS LEEPDEDEZTIDITTEHD FHAD. KREICEDTRI LY TT
BEBOIIVZIRUI VAW ESNE T, Citrix Workspace 77U N E T A2 EMHET 270, THBHEHLHI N,
WAN U FToEEEDOREL £,

Webcam Workspace app VDA

Captured ; a ;
Meeting
HDX webcam server Me * EE—— conference
server

video

stream
_—

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams

looks and actslike a
normal webcam to the
application.

with dedicated on-board
video compression (UVC
H264).

i

o ZOHEEIZ. Citrix Workspace 77V 0S4 7> b 6D H264 ETADHEFR—ELET,

o HAR—FINTULS Web 1 X5 DfEEEIX 48x32 H 5 1920x1080 DEHETY,

« Web x5 % ERALTWVWSHA. Citrix Workspace 77U @Y —J)LN—d [ USB F/31 2] &
BIRLAWVWTLIET W, BRI B . FHLAVEEIEET ZHMENHD FT,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR—FTNTVLBLINUXTFAXRJE2— 3y

« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

« Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

HR— kI TUL3S Citrix Workspace 77 1)

HDXWeb A XS0 EF+ELEIE. KRD/N— 3 >0 Citrix Workspace 77Uz HHR— L FT:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 331



Linux Virtual Delivery Agent 2206

A A AN Bl N Ot vt

Windows @i+ Citrix Workspace 7 71J Windows @i+ Citrix Workspace 7 71U 1&. XenApp
& U XenDesktop 7.17 LIELD 32 By bB LT 64
Evbk7FUDWeb hXSEFHEHEEHR—FLFE
T BEID/N— 3> TlE. Windows @i Citrix
Workspace 77U 32 Ew b 7 ) D E&EHR—
LTW&E L7,

Chrome @i Citrix Workspace 7 71 —&8a ARM Chromebook l& H.264 T>3—5F ¢ >4
EHR—bLTVWARWVED., REKIN- HDXWeb A
XSETAEREFERTEI3DIF32EY R 7 TUDH
T,

TLILTANEAD Web 1 X3

Web i XSHERNIE. JL—LL—k%, BBR3TEIVEFSIFDOLARNILBHELRD 3, Citrix @ T, #HID
HRERREEICRD Web A XSEFERLET:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

1B

COWEEIFT 7 I ETEMICE>TVWET, ChEFERT3ICIE. AOMEEERER T LET!:
B> bk
Citrix Workspace 7 7') @2 —#—|%. Desktop Viewer ® [Y12& Web hxX5] RET [EHELAV]
ZEIRTDE. TIAINIREZLESTTTET,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA® 1 >R b—LH52T L7=5. VDA 4 Delivery Controller ICE&RTE. RSN LinuX TR by
Tty arh Windows BERIEHRZEA L TERBICEBH TEZ L 2BABLET,

2. VDARAM VB =y MZTOERATEZ e #BBLTH S, sudo /opt/Citrix/VDA/sbin/
ctxwcamcfg.shav>y rERITLTWeb hXSOEMERT LET, VDAILA>E—Fy b7 IE2R
HEWEEIF. FIE3 ISEAXT,

pE

uname -rA—RIUAYVE—DOBTH—FILDEFA—BHREETZeHhHDFI, F—EHHH B
. ctxwcamcfg.sh 27U 7+ HRML £3, HDXWeb A XSOEFA EHEZBEYICERT 3 IS

i&. Tsudo apt-get dist-upgrade; #=7L. VDA #FE# L THh 5. ctxwcamcfg.sh X&) 7
FEBEITLED,

VDA #¥ Debian ICBRITNTWVW3BEIF. BFOA—RIN—J 30 TRITTNTVE e 2@BLTLE
TV TNLSMDIZBAIE. ROIIY RERITLTEHOA—RIN=—U a3 VICEHRLET:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

VDA A SUSE 15.3. SUSE 15.2. F7i3 SUSE 125 ICRETNTVLRHER. ROOT Y FZERITL TR
HOA—RIN—UaVICEHL. BEBILEY:

zypper up kernel-default
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reboot
<!--NeedCopy-->

ctxwcamcfg.sh 22U 7 Mg, RO CICRIB £ :

a) kernel-devels&UBHA—ILEZ 2—I)LH K-+ (Dynamic Kernel Module Support:
DKMS) 7045 L% VDAICA >R b—=ILLET,

o« kernel-develid. WHETBE3N—a>DREWeb hXSH—ILES a—ILEHEET BT
DIFERINZET,
e DKMS iE. REBWeb i XSH—RIILES a—ILZEMICBIBT31-OICFERINE T,

7
tRo70U5 L% RHELB LU CentOS Ic1 > X k=)L g 5. ctxwcamcfg.shzxo 1
ThHBA YA M=ILEN. VDADRDIRT FUHEMIHRD £7:

« Extra Packages for Enterprise Linux (EPEL)
+ RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh 54 —7F>yv —2a—Kkv4121loopback%z 4
v>O—KL. DKMS #fERBLTv4 12 loopbackx &L £,
v4l2loopbackid. VAL2 L= Ny I FNA ZAEERTEZN—RILEZa—ILTY,

c) sudo service ctxwcamsd restartav>R#ER{TLET, Linux VDA D Web A X5
H#—E X, ctxwcamsdig. HDXWeb h X5 EF#EMEHEEDVv412loopbackh—RILES 2
—lzEEHLTO-RFLET,

3. VDA IZA Y a—2y b7 IADBRVEEIE. BlOTS > T val2loopback A—FILEZa—ILZEILRL
THh5. VDAICOE—-LZFY,

a) 1A=y MIT7IERTE. MO VDALRLA—XIAN=SaYDEILRI S U EEHLE T,
uname —-raAIYRIFE. B—RILDON=J 3V ERDITZDICKRIBEET,

b) EILRT>>T. sudo mkdir -p /var/xdlav>yRER{TLET,

c) /var/xdl/configure_x%. VDAH5 /var/xdl/OEILRISVIcOE—LFT,

d ElLR<T>>T sudo fopt/Citrix/VDA/sbin/ctxwcamcfg.sha<x > R%& =R
ALTH—RLEYa—ILEZLELRLEY, ARV RHPEFICRTINhB . /var/lib/
dkms/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9¢c94c1

/$(uname -r)/x86_64/module//¥ Zic v4l2loopback.ko 7 7 1 L HBAER S L %
ctxwcamcfg.sh 22U 7+ 2 RTT2 L SICRETRAEMEOHZ TS5 —IFERLE T,

e) v4l2loopback.ko #E L R<> o5 VDAICOE—-LT. Jopt/Citrix/VDA/1lib64/IcE
BELFY,

f) VDA T. sudo service ctxwcamsd restartav>R#=x217LTWeb AXSH—E X
ZHiE#L. v4l2loopback hi—FILEZa—IILEO-RLET,
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kX >3EEMa VDA

August 15,2022

Ty b7y TOHME

R X >3E&h0 VDA 1%, Citrix DaaS TOAYR— I 9, KX+ >3S0 VDA % Citrix DaaS ICfERRT 3 1C
I&. Machine Creation Services (MCS) %R T23HENHD T, BHAFIEIIRODEED T

L VDARYT—JHA VA= TBTUTL—MREIIVICNAZ—A X =D ZERLE T, E—D1 X—
SEMALT. RX1UBMNEH VDA £ RX+1 VIESIN VDA DEAZERTE £ T,

2. YRAG—AX—D%FERLT. ¥ YAZOJZERLET. YOVORMAZEC LTMCS Z#RL. ¥
OJTERTEII D ID E LTRXAT VIEBIMEBERLF T,

2% L < Ix. TMachine Creation Services (MCS) %R L7 Linux REY> > DERI LT x> > ID) 2%
BLTLIETL,

R X1 >3E2N0 VDA THI B RIEE A HaE
KX >3ESND VDA TEEESNBEZFoO0—AIld1—Y—%ERT 3

RXA2IESMO VDA THRIAMINTWEEy a3 <. VDART 74 FOBMZ/F>O—A)IL21—H—
*BEBMICER L £9, VDA E. Citrix Workspace 7 7UAOd# VICERLcI——RICELWTO—AHIL
I—H—%=ERL&ET, o I—HF—D1—H—HBIF (UID). JIL—TFH#HAF (GID). F—LFsL o rU. O
TAVIINBEDI—HF—RBUZIBETZICHTITET., COMEZERTIICIE. ROFIEZRTLET:
1. ROOARVRZERITLT. COWBEZEMCLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. VDAQA YA =)LIRRDTFIZHSB /var/xdl/getuidgid.shRIU T+ TROBEEIEELET:
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B WEBEDA T gD HEH
uid B a—H—5#BF (UID) &, Linux

&2 T RTLEDEI—H—I(C
FOHTHLNBZESTY, 1—H—
BT7IEXTEBZBVIXTLIYV—R

ZERELET,

gid WA JIL—T7#HMNF (GID) & HED
IN—TERTIDICERINZE
5T,

homed-ir F7oav Linux F—L7F« Lo b UId FE
DA—HY—HDTAL I FUTY,

shell T7Fay aJa>>xiiEg. 2—%—7Ah7
YhAOOTA VEHI I —ICHR
HINZ3>TILTI,

wic. getuidgid.shxo U7 roflERLET:
i

ROV TETHEETZEBUDEN TH S e ZRBL TSI L,

#!/bin/bash
HUHHAHHAHH SRR AR AR H SRR H SRR H R H R R

#

# Linuxm®@ (FCitrix Virtual Apps and Desktopso® X o U 7 ~: 2 — H —
oUIDGIDZ BB L ¥ 7

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1<!--NeedCopy-->
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RS — 5K~ h—8

September 5, 2022

Linux VDA RU > —HR—~—&

Studio
R P2 TIF
— *F—F B = L E
254  UselLocalEmeOfCliEm s  H—n
7k — 1LY —DH
oO— = ALY
HILE il —%
1LY fERY
- % %)
(e
%
ICAE IcaRoundTrip€heckEAgbledE %)
'aE a—% Yk (1)
—_ _-ijl‘_

=4

>y
ICA7* IcaRoundTrip€heckPhyind 15
BaE 1—% YR
kR - —H—

E=Z#

>y
741K IcaRoundTrip€heck@iyan|d|&zh
LT a—% Yra (0
o ICA - ——
FER £=4
E >y

v  LimitOveralBy ICA\% 0
ave — HiE
N0}

K

1]
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Studio
N EPa FI 7
- *—% EE —JL JL ME

F—5  LimitAudioBwy ICA\®% O
) - b ]

21 L

72 0]

BRKEH

HiE

(Kbps)

F—5  LimitAudioBwPercéoh\sx= 0
) — &

AL

75D

=¥

1

(%)

UsSB LimitUSBBw-#  ICA\®% 0
FINA — bl

R

1LY

kD&

K

=

B

UsB LimitUSBBwPg#rced€A\¥ 0
FINA — HiE

YA

1L

(oL

HitE

(%)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

£y LimitClipbB®  ICA% 0
ThR— — HiE
RS

1L

kD

A

=}

(Kbps)

21w LimitClipbdBWPerd€AtE 0
THR— — g

RS

1Ly

bD&

K

g (%)

Z74  LimitCdmBw#  ICA® 0
IR - e

1L

N0}

K

1]

(Kbps)

774  LimitCdmBwPercet@A\xz= 0
IR - g

1L

[N}

R

& (%)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

71>  LimitPrinteeBw ICA\® O
Z2—1) — i

21 L

72 0]

BA®

1

(Kbps)

71>  LimitPrinterBwiPertéAts 0
2—1) — &

d1L

b0

=N

e

(%)
WebSocketceptWehSocketsiidnWetiitekets
) a1—%

WebSock&tbSocketsPart ICA\WebStad@ts

R—b 1—%

ES —
WebSock&ETrustedOriginSd6AWEDSockets
Btk 1—%

nai -

BTt

-

ICA SendICAKaep&livedCA ICA

Keep- a—%  Keep- Keep-

Alive - Alive  Alive
Xyt
-
(0) =
EEL
ALY
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Studio
NI

ICA
Keep-
Alive
21 L
7k

ICA U

DES

HDX

7T
Ta17
[N
ZR—

g%
Ve
EDR
=

g
Ul &
BLA
L

Ty
3 VE
EDR
DR
— &

dio

EYa T+
*—% EE - JL ME

ICAKeepAtiveEimedGA 60
1—%  Keep-
- Alive

IcaListenenPotrtt Nurtier 1494
a1—4

HDXoverUbPr  ICA Bk
a—4 (2)

AcceptSessipmrRelidbllityCorgrattions
a—4# w3 (1)

— > EH
DR

ReconnectiotdiTra@eparen§Q¥vel
a—4 17
— > hD
SEEE
SessionRetiahilityPeA\tz 2598
a—4 v 3
— VEEA
DIREF

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

341



Linux Virtual Delivery Agent 2206

Studio
NI

Ty
3 VE
EDR
Fox
TLT
7k

754
7k
DB
HiEg

754
2
*—=F
17
AL
7k

754
7k
AV
2—1)
d1L
7k

PDF 1
ZN—
TFILT
> %
—%z8
BER
ER)

EDa
-8 &g -
SessionRetiaAxlity TicA& et
a—4 v 3
- VEMA
DREF

AllowAutaCtentRetohytect
— 147
DA N0))
BEnE
AllowAudinRetlirections
- 4

AllowPrinterRedir ENRI

AutoCreate PDFPrirfiH

T+
JL &

180 #

#]
(1)

s

3

(0)
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Studio

BN

AN
=R
AN
—DY
vEY
JrEH
2l

754
7k
N
TR—
NUE
1L

7241
7>k
uUsB

FINA
A
1L

22
-8 B8 =
DriverMappingList ENRI

AllowClipboattiRedir!) v
— FR—
N

AllowUSBRedit  USB

T+
JL &

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

e
(1)
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Studio

NI a2 TI7F

- -8 EE - JL MME

254  USBDevicaRutés USB “ 254  USBDevicaRutes
2 — 7k —
UsB USB

FINA FINA

24 2)H

1LY Lo

~ 3R 3R

BEE  MovinglnageGomdiissidanCanfiguration

4 - (1)

IZ X  ExtraColorCetfipre3dianwire Exf

A2} — (0)

[E#aE

g TargetedMinimiumAtaimesReiS&zond
Z3 i -

JL—=

L

#—%"  FramesPenSetbnd Thinwire 30fps

v k7 -

L—L

E

Frmm  VisualQualitytr  Thinwire & (3)
E —_

E4EIC VideoCodae—#  Thinwire 3RS
) — niip
1-7 AaftA
v % ER)
EREY (3)
)

USB

u\on
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Studio
N EPa FI 7
- *—% EE —JL JL ME

E7#  UseHardwmrefEncodhighar¥igdnCodec
a-7 - (1)

P

N—ER

oz7

>3

—TA

V%

fERL

x9

REWN  AllowVisualtytdss|ddsi@arirprEsgion
3PS - (0)

D E4E

(Ad:

EK)

3DE  OptimizeEor3dWorkivadire #sh
%o — — (0)
o0-—

FO&

L

#a7y  Preferred@otofDepthinwire 24 £ v
757 — MESD
vy g
2@ (1)
FER

= SoundQualitys #—F &-&
— 17 s fi A
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Studio
N EPa FI 7
- *—% EE —JL JL ME

254  AllowMicophgneRedis  #A]
7>k — 1% (1)
&
4o
Lok
BAt  MaximumNinttber@$eEsion250

v 3 a—% IE

D% —

B0 ConcurremtbagonsEoEEance?
Tgrx> a1—4 g

LS —

>R

ControlldmableAutol pid ateftical trodtads

DB a—4  Deliv- (1)
Bz - ery

aaic Agent

EX R

21)w  ClipboardSelettiondpdateMdde

TR— - TR—
3R e
EHE

— I

734  PrimarySelectionUgdateMode

SO - FR—
REH S
E—F

Speex MaxSpeexQudtity #—7F 5
=A@ - 17

E
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Studio

NI a2
- ¥—8 &E -
25+  AutoConneetBrivess 7 -1
7k — |k 4
kS 1Ly
JIcB ~/CDM
£ EEE

EES)

254  AllowCdrombtives 7 7
7k - Ve
RIFF 1L7
AR ~/CDM
17

254  AllowFixedBrives 77
7k — Ve
RIEE 1L7
kS ~/CDM
5

254  AllowFloppyBtives 7 7
7k — LA
70O 1Ly
vE— ~/CDM
kS

5

254  AllowNetworkDrive3 7
7k - LA
Al 1L
kD — ~/CDM
IRZ

17

254  AllowDrivaRetir 77+
7k — LA
e 1L
T4 ~/CDM
1L

]\

T+
JL &

e
(1)

e

e
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Studio

BN

724
7k
filr>
1IN
D
BhE
R7Z
X
F—R
— kD
EEIES
N
TRY
by
&3>
17>
~ED
7741
JLBRIE
A
EXS)
TRY
by
57
71
3D

F-8 BE

EPa
-l

ReadOnlyMappedDriver

AllowAutcKeyBoartifRyUp

WA
1TLo
~/CDM

AllowFileTransfer 77

JLERIX

AllowFileDowifloady 7 -1

JLERIX

AllowFileUpto#d 77

JLERX

T+
JL &

3]

(0)

e

el

e
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Studio
NI ®Ya FTI#
- -3 fEckE] —JL L MME

w3  EnableSessiotiidletiroer  H%h

arv7y — ava (1)
1Rl 1~Y—
2AXY

vy  SessionldteFitterinterdal 1,440

av7r - Iy &
TR 13—
g

— 0

] EnableSessietiDiscammectTidEgh

w3 — avg (0)
> 8o 13—
7.—

ikt SessionDiscenhectTimerPerigdl0

v - avz bl
vEA 13—
N—D
Bl

A

Windows Virtual Delivery Agent (VDA) ®&#%. User Datagram Protocol (UDP) TO#—7F « 48z
EEHR—FLTWVWET, Linux VDA TlEHR— I TWEE A, 5%2L <I&. TUser Datagram Protocol
(UDP) TOA—FTA4AUTIEALETVRR— b1 ZBRLTIIES L,

Citrix RU>—8BE#FEAL T, CitrixStudiodt vy 3 iEHRL2rI—2BRTI X7

e Lyl alTARILEAT— TARIKEDE Y 3 VICKEFIREZERT3HDESDERELEY,

e Ty aVTARILEAT—DER: 71 RILREDOEY S 3V ORMEREZRELET, Ty a>7a1R
WEA=1 [BH] IKB->TVWT, 7707 REY S 3 VHIRESNEKERNICI—F - ANNZRELE
hofcima. ty P avidiEhEd,

s Yty arEa7— YIS hitE Yy a VICHEGRZERTZDESHZRELEF T,

s ity 3 EAT—0O/R: YIEhictEy a2 O0J 3733 ETORBERELE T,

CORIS—REDVWITINDNZEET ZI5HI1F. BRSATREN—BELTVEIEZRIBLTIIEEL,
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71 RIVREDE YL 3V OFREENEBRT S, EEXvE-—UHRREINET, fle LT UTFORIU—>
2ayvbEBRLTLETY, [OK] 2. EEXAvE—2REACERTN v arvez7o 70 JICREDIL
BTEERA. ty2ara7 070 TICRDICE. PFARLEAR—UEY bT27HDI—F—ANIHRET
ERS

Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

RDAR)>—&. Citrix Studio N—2 3> 7.12 IR THERTI £7,
+ MaxSpeexQuality
& (B#0: [0-10]
T7#)MME: 5
SFAR:

FT—T1FVEAL YT, BEPREIEROBE. T—TF7—%% Speex TT>IA—KRLET (B
BOR)S—%EBE), Speex FLZAZHESI—TvITHL. NNEEESORBEEZBMICLTEELED,
ZOMOFTEI—T VI LBV, BELEY FL—FDONFVREFEHTEEY, Speex DT> OA—F 1 >4
TOEXRIE IFLACDHE. 005 10 DEEDORE/NFXA—2—THIEL 7, MEINEWVEL. Ev L
—rbELAEDES,
Speex mAmEIE. mED Speex MEBZBERL (EERECHHEHIRICR > TH—T+FT7—2%2IT >0
—RLET (A—FTrFVEAL I FBLUBHBHIRORY > —88), BEREIPOBE. T>I1—4—
WBEBHE—RD. &OBVWH Y TILL—RIRD T, BERENMEDEE. T4 —I3REHE— R
T. KDEVWHYTILL—RMIARDET, AL Speex RETH, E—REEYML—FIERDET, &5
@ Speex @EIF. UTOEMGEBLITRADMETT,

- mENH Speex RARELUT

- Evw bL— FDEIEEFIRLT
BERE: B8, A—T1 4 VE1 LY FORKEITE

« PrimarySelectionUpdateMode

& (F1%): [0,1,2,3]
TIAILMME: 3
EE3N

TIARVERE, T—FZBRL. YUVXOHPRRL U ZBLTHOMITBHRICERAINE T,
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CDREF. LINuXVDA TO TSI URBROEBMN TSI TV bDI )y TR—RTEHRINZHE S D
ZHELEY (BOBEBEK). EICIZ. RD4DDA TS a>hHDET:

Primary selection update mode

Host selection changes are not updated to client
¥ Appl Client selection changes are not updated to host

vi Selectnon changes are up-dated on both client and host 5, 7.1 Desktop OS, 7.5 Server
: v e'sldup 05, 7.8 Server 05, 7.8
Desl‘dcp 05, ? 9 Server 0s, 7.9 Desktop 0s, 7.1 Senrer 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop OS5, 7.13 Server OS, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server 0§, 7.15
Desktop OS, 7.16 Server OS, 7.16 Desktop OS5, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client's clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- BROXEIFZVFSAT7Y FTHRIATHERINEEA
Linux VDA TOZ SR VBROEEICE 2T 5347V LDV )y TR—REEHINE L Ao
IIATYRDOTSATRBROEEICED. LInuXVDA DY Uy FHR—ROBEMEINZCIEHD F
Ao

- RZAMEROEEIZISAT7Y FTEHINEEA
Linux VDA TO 7SR UBRDEFICEL > T, 317 LDV Uy FR—RIZEHINEE A
ISATYRDTSARIVBROEEICED. LinuxVDA DT ) v ITR—RABHINET,

- V37V MEROEEFIRI CTEHEINEEA
LiInuxVDATO 7SI UBIROEEICE > T 51TV b EDI Uy TR—RABEHINET, 7
AT DT SAT)BIROEBICELD, LinuxVDA DI U w TR—RABHINZ ZIEHD FH
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Fuo

- BROEEIF. V51TV PRI NOBMATEHRINET
Linux VDA TO 754X UBROEBICE > T, I51T7 Y hEDI) Y TR—RBEHINE T, &
SATYEDTSAT)BIROEBICED. LinuxVDA DY Uy T R—RABHINE T, COF TS
AN T I METT,

BEERE: Uy TR—-FERERE—F

« ClipboardSelectionUpdateMode

&g (531%): [0,1,2,3]

FI7AIMME: 3

¥4

1)y FHR—RBIRIZ. WO DT—E2%ZEIRL., Ya—brAyvy rXZa—D TOE—] ZBRITIHL.
Yy TIR=—RICTOAE—] §3cZBATRMICERTZHEICERALET, 7y THR—R&ERIE. E£IC
Microsoft Windows @ ) w 7R— RIBEICEEEL TERIN. 7S5 URRIZ Linux 3E01RETY,

CORYZ—E LinuxVDATDI Uy TR—RFBROEENISA T D)y TR—RTEHIND
NESHZEFIBELEY (EDBFEOEK). BEICIE. RDA4DDF T ahHDET !

Studig

Setting
Users g

Summg

Edit Setting

Clipboard selection update mode

Value: | Selection changes are updated on both client and host +

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection changes are not updated to host

Virtu changes are updated on both dient and host
0s, = R === eerrer—o i/ Desktop OF, 7.8 Server OS5, 7.8

F F g
Desktop OS, 7.9 Server OS5, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop O3, 7.12 Server 05, 7.12
Desktop OS, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 0S8, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server 05, 1808 Desktop O35, 1811 Server 05, 1811 Desktop OS5

QS, 7.1 Desktop 08, 7.5 Server

Description
This setting is supported only by Linux VDA version 1.4 onwards,

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the hast. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

| x]

ted only

o .

Select

lancel
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- BROEERFIISATY I THRALTHERSIhEEA
LinuxVDATDZ Uy TR—REROEEICE>T. I3A7Y LDV )y TR—RIEEHRINEE
Ao VAT DIy TR—FBROEEICELD. LINuXVDAD T Uy FTR—RHAEHINBZ L
iEdH O EHE A

- RAMEROEEIZIIV A7V CTEHINE LA
Linux VDA TDO o U w TR—RBEROEBICE>T. 95147 DIV TR—RIZEFHFINEE
bo V54T RDI) Y TR-RBIROLEEICED. LInuxVDA DV )y T R—RHBEHINET,

- VA7V MEROEEIF. RASTEHINEZEA
Linux VDA TD I Uy FHR— RBIROZEICE>T. 9517V LDV Yy TR—FHEHINE
To IVSATYEDI )y THR—RBEROEBICED. LinuxVDA DI Uy THR—RHABHINZ &
iEdH O EFEA

- BIROEEIF. V51TV FERAMOBEALTERINET
LinuxVDATO o Uy FR—RFBEROEEICE>T 95147V R LEDI VY TR—RHAEHINE
To VATV RDIU Yy TR—RFBEROEEICED. LINUXVDA DT Uy TR—RAEFHRINET,
COFTavhTT+ILMETT,

BERE: TSIV BEREHE—NR
pa
Linux VDA Tig. 27w THR—RBRE TSI UBIROBmAHHR— I TWET, Linux VDAL o510

TYrEOIE—BLUVMDFITOBEZEHTBICIE. Uy TR-FBEREME-—RE T 50T ERE
WE—FOEAZRALCMEICKRET S L EeHE#OL T,

ENRl

August 15, 2022

DU a>TIE UTFOREYZICDWTEHHBALE T

o EIRIODRZA TS OT 1R

+ PDF ENRI

ENRIORZI TSI 74X

September 5, 2022

CITIE ERIOANR R TS F 4 ZIZDWTHAL £ T
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1AY=L

Linux VDA Ti&. cups 7«1 )LZ— foomatic 71 JLZ—DEAHBETY, 7 ILEZ—IFVDA L HIZA VR
F=ILENET, T0ILEZ—IF. TA4RXAMIE2—SaVICBEDVWTFIATI VAR —ILTBZEHTEET, RIC
flzrmLET:

RHEL 7 0135

sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

1B

Citrix MR 32 N—HILTU>EZ— RS54 /N\—Id 37HF (Postscript. pcl5. pcl6) TF, L. 2=/N—
YW TV VA= RSAN—DISATY T 02— L BVEREDRHD £T, COBE. MEio!))—2X
TOMW—DF T a>id. ~/.CixlpProfileSCLIENT_NAME R 7 7 1L EHET S Tl N— 3> 1906
BETId. K 0IC Citrix Studio T [FUYE—RSAN—DOIvES T HERYE] RUS—%2EBMT34 7> 3
UHBMEINTVET,

Citrix Studio T [FUYEZ—RSAN—DIv YT rHRM] RUS—%2BRT 31015
1. [FUYR—=RSAN—DIvEVT e HBifa] KU —%FRLET,
2. BNl #0)wvoL%Ed,

3.IRSAN=BI IZUFATYRTIE—DRSAN—BENALE T, Linux @i+ Citrix Workspace 7
TUEFERALTWVWREEIF. KbDIcFV>E2—82 N NHLET,

4. [BE#] Z2#RL. VDADRFAN=T 71 INADHENIZNALET,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name:  pown
— FX FPS Color Class Driver
| Use defaulty — e *.Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

A
e PPD RSAN=T71ILDIDYR—EINTUVET,
o [TV A—RSAN—DIVvEVITEHRY] RS —DFOMOA T avighR—rIhTLEE
Ao [BHA] OAHHRIRATREICAD £,

ERRR

RETRI MY TELVRET IV r—>a vy OmADSEHRITEE S, V517V MIOT I AL ETIVE—D
&B. LINuXVDA w2 aVICBIDETONEY, TUVE—BIETRI My FeT7FIUS—2a e TRAD X
ERS

« NETRY MY TOBE
CitrixUniversalPrinter:SCLIENT_NAME :dsk$SESSION_ID

s NEATTUTr—>a 0BE
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID
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pE

B—1—Y—HD2BTFXI by TR 7 TV —oa>omAZRVEEEIE. E5507) v E—bty
YAVTERATEET, 207 V=3 ey aVYRATOTRAI Yy T TU2—%ER LR %
T2IERBET RO MY ITOT IV r—o 3> T o2 —%ER LT-EIRIEREL £,

FSTWNSa—Ta2T
ENRITE &0

ENRIACIE L < #BE L A WBE. EIRIT—E > ctxlpmngt & CUPS 7L — LD — 0 %RBL £ T,

BRI 7T—E> ctxlpmngt i3ty > 3>l 7O0EX T £y a ViBZEL TRITINTVIRELNHD F
o MDYV RERFTLT. ERIT—EVHRTRTHZ BB L ET, ctxlpmngt KHEITHTHVEEIZ.
ARV RSA VD SFHT ctxlpmngt ZEF L £ 7,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

ZNTHERINEEEL AWVWEEIE. CUPS 7L —LD— 0 %R LE T, ctxcups —EXE7 ) > 2 —EBIE
Bon. LinuxCUPS 7L —L7—0rBELEFT, CHETI Y ITe0BE—7OXTHH, UTFTOATVRERE
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS OJ =N 3 /e DIEIMFIE

CUPS O/ % R&ET 3. UFOIATY RERFLTCUPS Y —EX 771 LEBRLET. BRLALL.
CUPS O%7%* hdx.log TS hEtA:

sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->
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COERIZ. BEFIPRELGRICTE2BERAOJZNETEEDAZENELTVET, COBRICKD
CUPSotFa T HE5NB7c8. BEDOKRRTIZCDERHIEHEED LEE A

ENRIH N DSXF T T B

WIHLTWEWTY Y EZ—RSAN—%2FBALTVWE I N, BHOXFRITORRICAE > TWBEREMENH D £7,
A—H-—rDRSAN—EREERTE 379, ~[.CtxlpProfileSCLIENT_NAME &7 7 1 /L &= 4mEL THE
RTE£d:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername (3. RED IS4 7> MIDBEES 7)) V4 —DEZRMEEINTVWE T —ILRTT, C
NUIHABWMDBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —JLRiE. v TInfcFUrE2—IcdLTOWIThDh 1 DD T«
—JLRLDEMIBRSBRWVTD. ARICIFRETTEFE A

« AZN—HINTVVE—=RSAN=DBIZATY T EZ—=ICHBLTVWRVEES, model=47> 3>
EERALTRATA T TIVE—RSAN—DETINEEBRLET, TUVEZ2—DREDETILEIE. lpinfo
IRV RZFERALTRRTEET:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V.

2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ROESICLT, TV UE—I—HBITBESICETIERETTEY,

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

¢ AZN—HBILTIYE—RFSAN=—DISAT T VEZ—ICH/IELTVWEWVEE. X1 T T FUVE—
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RSAN—DPPD 771 ILONREEEL £Y, ppdpath ofEld. %A F1 T TV YEZ—RSAN=T7
TILDHEIF/INZTT,

fee ziE. ppd RS /N—h/home/tester/NATIVE_PRINTER_DRIVER.ppd 2% 31 &1E. KDL S IC
ANON - I

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MRS Z2AZN—HILTU > EZ—R S N—I&37%4E (Postscript. pcl5. pcle) T, FU>%
—DOFOANTAICBEDVWTRSZAN—DBEEZERTEX T,

feERIE VSAT Y MHBREMES T V02— R 51 N\—DFEEN PCLS TH3HEE. drivertype % x
DESICHEELET:

drivertype=pcl5
<!--NeedCopy-->

HAtr A0
AMoOBED TS Va2 —%H L £, Ffc. CutePDF » PDFCreator B RS > 2 —%FEALTHT. DM
BTV E—RIAN-ICEHETZHDOHES D ZHERL £ T,

BRI a7 95147 b BEFRAIBZ TV EZ—DRSAN—ICE->TERDET, REBEAINATWVLB R
SAN—DBEZRETBZECNEETY, /53172 bDTVEZ—HPCLS RS N—ZFEBLTVBE—5T.
Linux VDA #* PostScript F 51 N—Z#RL TV 3 . BEIEETBHEEHHD ET

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEZHELF I,
1. ZRTRI by Ty avicod 4> LEY,
2. vi~/.CtxlpProfileSCLIENT_NAME JI< > RERTLET,
3. ROT 1 —ILRZEMLT. X7—=ILT771)L% Linux VDA IZREFEL 7!

deletespoolfile=no
<!--NeedCopy—-->

4, WoftAOdA 7L THE0OJA Y LELT. BROEEZHHMAAET,

5. R a XY h#ERILTRIEZBERL ZILRINTT 35 k. Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT7AIUNDMREINE T,

6. AT—NT7AINDBETHZINESHEHEELET. XTI T71ILOHA XN 0 DHFERF. IhhRERIC
B ET, Citrix HR— MIERIOJ ZREL T A Z 2 XU TSI L,

1. Z7=NLT77AILDHAZIH0 THRWEEIE. 771N EISA 7 MIOAE—LET, XT=ILT 7LD
ABIE. IS5SIT7 Y M BEEATRZ TSI VE—RSAN—DBEICE>TERDET, Yy FThiFUY
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2—D (%171 7) FZ1/N—H PostScript TH335E&. XF—IL 7 7 )L Linux OS TE#EZBE C &
WTIET, RBHMNELVWHERELE T,

RT=INT7AIUH PCLDBE, U 517>k 0S A Windows DIF&IF. RT—ILT7AIL%EDS
A7 MMIOE—=L. BOFTV Y EZ—RIAN-—ZFRALTI/SAT7 Y MIOTU > Z—THRILE7,

8. Ry FENLTIYZ—DRDO TV E—RSAN—%2FERATIELSICEEL £, UTTIE PostScript
I3AT RV EZ—%FC LTERALEY!

a) TUOT47EyoavicQd#a >y LT I9SATFY TR MY T TI SO —2RTET,
b) ENRIBEAR—2IL 2B £T:

localhost:631
<!--NeedCopy-->

c) ¥y Fahi=7FU>4— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [TV YEZ—DEE] #0) v o LEFT, COREICIIEEREEERNIVETT,

d) CUPS & CTX Mo#EfizRIsLicE & (4:17] 20V v L. TUYE—RSAN—%2ZBELET,

e) [Make]l 7+ —JLrr [Modell 7+ —JLRT. Citrix UPD RSAN—TIHHRLBID RS N—%&
RLFET, frexid. CUPS-PDF{RET v 2—h+1 VX k=L TWB5EIE. AR CUPS-PDF
T E—=] RSAN—ZERLET, EEERELET,

f) COTOEANERICTET LIBEIF RS1N—DPPD 771 JL/X2%.CtxlpProfile$CLIENT_NAME
TREL. Ny TEINLTI O Z—DRTIERLIEFSAN—ZEATEISL5ICLET,

BER] DFEIRE

Linux VDA TOEIRIICDWT. ROMEHERINTUWET,

CTXPS RS54 N\—H—&D PLC 7Y > &2 —II3G LA

ERIHEADBII THRWERIF. FUYE—RIAN—%, BERISERESNIcRA T T TV E—RIAN=IC
BELTLLIT W,

P A ZDKEBRNEDENRIHEL

O—ALDISATUETIVE—THAXDREBRFaXVMEHBITRE. TORFaAXY MEF—N—CD
BRzN L TEEINE T, BLMESRTIZ. COERICKBIDIDBIELRBHD XY,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux totyv>a>nEzHIE. Windows ARL—F 4 VIV RXTFLEEERBRD T, LIeh>T. 3RTO
—H—HO AT LLEOBHEZRITRD £, RO CUPSHEBR 7 7MILEZZELT. CNHDBHMEZEMICTIET !
|etc/cups/cupsd.conf,

RDESIC. BREINTWBREDR S —BH DT 7AILICEEREINTVE T,
DefaultPolicy default
R o—&h default THZHBEIF. ROTETI7AIIL RV — XML 7Oy ZICEBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF £/

August 15, 2022

PDF ENRIC3 S L 7=/ — 3 > o Citrix Workspace 7 7 U RT3 & LinuxVDAtv > a>hsTifadhic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=L TWVWZO—-HILT>
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VICEEINhET, O—HILIP VTR EIRLPDFEa—7—%2FALTPDF ZBE. BRRLIELTV>HZ—T
HR$2ZeNTEIET,

Linux VDA Iz F/N—2 3 > o Citrix Workspace 771 T PDF ElRIZHR— b L £ 7!

« Citrix Receiver for HTML5 N—2 3 > 2.4~2.6.9. HTMLS5 @i Citrix Workspace 7 71J 1808 LAF%
+ Citrix Receiver for Chrome /N\—< 5> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71J 1808 L{f&
« Windows [i# Citrix Workspace 7 1) 1905 Lip&

101

PDF ENmitaEIC 3t L 7= Citrix Workspace 7 7z L. Citrix Studio TUTORU > —Z2HBMICL FT:

« USATIUNIIIE—DI)EAALALI N (FT7FILETE)
e« PDFA=N—HILTVVEZ—%BHEKT S (57 3/L ~TEX)

INSDRIYS—DEMCR>TWVBIFE. BEIShity>a>T [BR] 22Uy o933, O—ALI>Y

DERTLE2—ICRREN. TUVE—ZEBIRTIET, 774N TV E—DRFEICDVWTEHEL < IE. Citrix
Workspace 77U D RFa XY FEBRBLTET WL,

JE—KFPCT7OEX

August 15, 2022

e

IJE—k PC 77X, Citrix Virtual Apps and Desktops DIERIEEET T, ChiC& D BBIFREEH YR
WEAT 1 R PCICREARAETUE—FFPI/ERATESRLSICLET, A—H—HBHRPCIZTIEIXTE3HBA.
EEICBBRIRTOT IV r—3> 7—4. VY —RIITIVERTEFT,

UE—FPCT7IERTIE. RETRXV by FeT7 IV r—>a3>%fET 20 R Citrix Virtual Apps and
Desktops v R—> bHMERINET, VE—FPC7IoER0EBRCEBROBH S LU0 7Ot XL, Citrix
Virtual Apps and Desktops D BBICHEBEREGHS LSO T7OEREBEL T, COHE—MICED. —BlEDH 34
—TINEEBIVIRVIVINREINET, 2—H—I&. Citrix HDX ZERALTUE— A 74 XPCEYv >3
VERETEZICT, REOIA—H—TIIIARVIVIAERBETEET,

#2L <&, Citrix Virtual Apps and Desktops RFaxX> +bd TJE—FPC 7o) 2BBLTEIL,
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ATEE

ROEEEBIEIZ. Linux VDA ICEBDHDTY:

o MIETL > DBE. Linux VDA IZFE3D E—RTOAERALE Y. NVIDIAD RS N—0&IRRICE D, HDX
3D E—RABICA>TVBHE. PCOO—NIILBEIZTSvIT7IRLEEA, COBEORTIF. EF
AT EOURIDOEIRERDLH D T,

o MR LinuX > VIiCiE. 22PNty a>y 0S a1 7oy >AROT = FERLET,

o Linux I > Tk BEIOA—Y—Z0HTIERATIEFHA. B —-FNOHETEERATI L. 1—H—
EPCICO—AILTOI A LI EIC. BAOI I VICEFNICEIDETONET, COOJFVICE. &
BEICLINEFIBESHD EFRA. 517> MMITEET S Citrix Workspace 77U Ic& D UE—+
PC7ot2Rty>a>THRDPC LOT7FUTr—> a9 TF—RICT7VEATEET,

o A—H—HIcO—AITPCIcOIA> LTWSIGSE. StoreFront h5 PC%EEEFL LS 35 RHL
9,

e Linux x> > Tid. ABAA TS 3V BEATIEE Ao
104
Linux PC £y >3 > 2EET 31013 RO PCICLinuXVDAZ A Y X b=JLL. YE—FPCTIEXEA1TD

XA 2B L. TUN)—=JII—TZEHLT. 7IO7ERZEKRKT 31— -T2 >rh2O07RAD PC
ZHRHATESRLSICLET, ROEID 3> TR FIRICODWTEHELCHBALET:

FIE 1 - 3% D PCIZ LiINnuxVDA %21 >V h—)LT 3

HEA Y 2= LZEBLTLNUXVDAZS YR =T BE2EE8HDOLET, 1V =L,
CTX_XDL_VDI_MODEZ#HoEZVYICEREL X9,

FIE2-VE—FPCT7IEVRZATDIAEZOT%1ERT %

1. CitrixStudio T [v>>h404] #2H57J)v oL, Ya—bAYy b XZa—h56 [¥o>rhHE20O00DIER]
#ERLET,
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§2 Citrix Studio

File

=75 B

] Console Root
v § Citrix Studio (site)

Action  View Help

v B Citrix StoreFront

3 Stores

Server Group

1O Search
I8 pachine Catalnne || Machine Cataloa
£ Delivery Gro Create Machine Catalog
[# Application:
Vi
[= Policies e
[# Logging Refresh

~ [E» Configuratic

£ Adminis 2
Controllers

= Hosting

&% Licensing

3 StoreFront

sy App-V Publishi

@ Zones

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Details | Machines | Delivery Groups | Adminisirators

Single-session OS (Remaote PC Access)
Single-session OS (Remate PC Access)

Details - RemotePC-suse125

Name:

Scopes:
Zone:

Machine Cataleg

Machine Type:
Set to VDA Version:

RemotePC-susel25

Single-session OS (Remote PC Access)

7.9 (or newer)
All
Primary

2. [lFC®IC] R=IT [RAN] 20w I LET,

tachine Catalog Setup

Studio

Introduction
Operating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine

Installed VDA Version:
Operating System:

20.09.03
SUSE Linux Enterprise Server 12 (x86_64)

Machine Catalogs are collections of physical or virtual machines that you assign to users,
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, ma

ke sure that you:

® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual

machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ | Don't show this again

3. [ARL—=F o VIV RTFL] R=JT [VE—FPCT7oER] #8RLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l | MNext | l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

(FTFvay) RvAEOTEEV ) YO LT BEBRFERITLEY,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF

DIERL] ZBRL £
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #+—E )
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
RELBHD £,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EMMER I B &, Studio ICRTRINE T, 7720, Studio RTOFONT « fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZFOMDIY—X

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e UE—FPCT70ER7—F%F70FvDfl: TCitrix D) E—FPCT7oERYVa—>a3a> D) T7LYR7T
—XTIF ¥l

August 15, 2022
Cotr>arTR WFOREYZICDOWTEHBLETY:
s PHETT4 T IV RKR— b
o —HNAR—LTs LY MU EFERLOT A Y
s RETIUIr—>3aY
s Ly arBEEORE

« RendezvousV1
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« Rendezvous V2
e TLSIZ&KZa2—H—tva>ofRE

o DTLSIC&B2—H—t v a>niR#E

TEATTF14 T T VRR—F

August 15, 2022

THETT4 T ~5 2 RR— k& Citrix Virtual Apps and Desktops 5 —ZEE X HZXLTT, SETIRME
e 7V —r avoxtEkeEsrmE L. BLWREBO WAN 1> 22—y MERITOA V2S5 T 17
MEEHET, PTATTA TS VRR=—MIDVWTEHLIE 747747 IV 2R—~) 28BLTLIET
LYo

TETITA4T IV AR—bZBMICTS

Citrix Studio T. [HDX 74 751 T h SV RKR—FK] RO —H [BE] £/l [BRE—R] ICREINA TV
BIrEBRLET, T74ILEFTIE. [BE] MBIRShTULET,

o B5%: FREAIE S, Enlightened Data Transport (EDT) TOF7H 77+ 7 3V RR—bHERI N
TCPIZT7A—INw I LET,
o 3BT E— R EDT Me&HIICA ISR D TCPAD T #— LNy T IFEICED £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494 AR
<!--NeedCopy-->

EDT MTU #&H

EDT iE. £y avERIUTRETIC. RAGEREM (MTU) ZB8MNISRELF T, CNICED. NT+—<T V2R
DEFTPEYSa>OBIRKREBZEEEDOH D, EDT NIy bDTZITXTF—2a Vh Bk hE T,
=NEH:

o Linux VDA 2012

« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s Lyl avEEORFZEMICTIHNENHDET
IIATU TSy T A—LELRBIOEEZYR—FLTVAVLWN=—a Y Z2FALTVSHA. BIRICELE
HAZZ LD EDT MTU Z#MTEF %9, %L <IE. Knowledge Center »CTX231821% 88 L T2\,

H .
=

I

LSRN ZBR->THRET D . FABBELIRETZA8EDHD. AL —FT0 VI ATLDBA VR
E—ILDRBICRBZBELHDET, LIZAMNIITAEZ—D:RAICEZEEICHLT. U v o RiE—1]

BEZEVWEHA. LA MIITr¥—Id. BEROBERCHMOBETITHERC IV, e LI MY
T7AINDODNY I Ty TR LTH S LA MU ZEELTSIZTL

VDA T EDT MTU B Z B X 1cIFEIICT B

EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDT MTU iz EMICT B ICIE. ROOAYY REFEAL TMtuDiscoveryLP A bUF—%8EL
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet

\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,
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247> ~TEDT MTU i Z #1109 %

ICAZ 7 )LicMtuDiscoveryNNSX—2—%EBMT3IC T, 7517 > b LETEDT MTU #&H % 8RE9ICH]
HMTIEY, COMEEFENICTZIESIE. Applicationtosa > TROLSICRELET:

MtuDiscovery=0ff
COHEEEBEBEMICTZICIE. ICAT7 7 Il5MtuDiscovery/NS X—2—%HIRL £,
BE:

COICAT7AILNS X —F -z 3I21d. VDA TEDT MTU iz HE2nc L& ¥, VDA TEDT MTU
BHNBEMICH > TVWAEWEE. ICAT771ILNTA—2—3HEEL FH A

Tyl arvOldFVEEOARZLERENT—XyE—

August 8, 2022

ROARYVEFZFEALT DRELOERFLREBN TRyt —C%2Fy s avYOJF VEEICEMNTEERT, B2
ENF—RytE—COmEFzetEy>ayOJ A VEEICEMT3HIC. NF—XytE—C2EREBRISEDIAD S
ENTEET,
create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --

force
<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

SUSE 15.3 T Digex AT 3 ICid. http://download.opensuse.org/distribution/leap/15.3/repo/os
s/p5imlib2%#1 > X b—ILLET,

B b

LogonDisplayString ZER L TARZLONF— Xyt —2C%BMT 2. OJF VEEOERIET 7 4L
FTERICEDET.

—BNBR—LTo LI MU ZFERALO A

August 8, 2022
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Linux VDA DT> biRA Y MICEENRE LISBERICER T, —RHNBRR—LT s LI MU ZEBETEEY, — K
HBRR—LT LI MUEIBET R, EydayOdF v, IV PRIV MIBEMREELESICTOVT
FIRTEINE T, DB, 1—H—FT—FRBF—BHNBR—LT s L7 MJICRESNE T,

RORIC, R—LT LI FOREICRIDLZ AR F—ZRLET,

LYY %—

Bl

avrr

LogNoHome

HomeMountPoint

TempHomeDirectoryPath

A—H—hR—LTosL I AL
TEyavicOd4a>TEZIHhE
SHEGELET, 77+ M
1T Ngv ZzEBKLFET, EHO
ICRETINTWVWBIHRE. R—LT+
L7bURLOEYSa>yOdF Y
IFEMCAED XS,

Linux VDA IZO—AILI T > bRA
VhERELFET. e RIE
/mnt/homeRt<voI> hR1> K
OBE. A —DHE—LTrL Y
kUIE/mnt/home/domain
/<user_name>Td%, YUk
RAY FARBEROI—H —DR—
L7 LY JCRILTHB %
BB LTRT W,

RIYERAY MIEEDRE L
BEICHEZ T, Linux VDA IC—B5Y
BE—LTs LI M) ERELET,
FI7x ) MEE/tmp T, LY
UF—
i¥HomeMountPointiZf&kiEL
£, Chldk. YUY RRAVED
FRTEIARVWI L E Y X T LD EEH
LISBRICOFBMICHRDEY, 1
——O—RNRFR—LTr LTk
)
l&/tmp/domain/user_idT
ED

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

||<A
directory where the
NFS share is to be

mounted>"--force

HomeMountPoint'"-d

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force
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LXK £— ERER avUR

RemoveHomeOnLogoff A—H—0OJF 7R —KAE®  create -k "HKLM\
—LT7T1 LU M) EHBRTZHES  System)
HEHEELET, 11k TiEwi. 0l&  CurrentControlSet)\
TWWx1 #BKLET, Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff'"-d
"OXx00000000"--force

August 15, 2022
Linux VDAN—2 3> 7.13 T, Citrix TY—LL X7 U —2 3 VEEEN T R— FXIRDITARTD Linux 735
w7 x—LICBMSNE L. COMEEEXERT 3DICFRAET VX F—ILFIBIEFRETT,
Bk
Linux VDA Version 1.4 Tld. E>—LLRABRET7 IV r—a> ety a>yoEFEotR— b Citrix
TEMINE L,

Citrix Studio 2E>T7 7V r—> 3> RT3

TFTUN)=TIN—=TFZERLTZD. BEOTUN) =T IN—AZT7 IV r—>a3>%BMLED TS L. Linux VDA
ICAYAM=LIET T =3 5 RT3 e TEET, 07Ot RiE Windows VDA IZ1 >R k—
WLIET TV —> a3 2 ART3BELEETY, L <. Citrix Virtual Apps and Desktops Rz X > k
(£ o Citrix Virtual Apps and Desktops d/N\N—>3>) #BBLTLLEET L,

pE
o TUNU—=FI—TOERTIE. TUN)—DEER [FTRIOIMYTFT7TIIVr—>a>] £ (7
Tr—23 ] ICRELET,

« 7V =23 >DARBIE LinuxVDAN—=2 3> 14 BBETHR—FINTVEY, L. A—Y
SIUANDTRI My TELVT T DEEIF. Linux VDA THR—FIhTVEEA, COBBEICIHL
TBICIE TIUVELUOTRI by TORERICEROTIN) —JIL -T2kl 5 e z68HL &
ED

o —LLRT7 V=23 EFATBICIE StoreFront T —LLXE—REEMICLAEVWTLED
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Wo —LLRE—RIFE. TIAILNTEMICAE>TWET, BEIC TTWIMode=0ff) #%E L TEMIC
LTW3EEIE. TTWIMode=0n, ICEET 3D TIdAL. COREZHIFBRL TSIV, HIBRLAWL
BEIE. RRTRX I My TERETEIRVWEAHD F9,

HIPREIR
Linux VDA Tid. 1 AD2A—H#—HELT7 TV Tr—>a v OBRBOERA VX2V AR TELIETIEE
Ao

T7VEYIavTIE FIVICEABDO I — Ay bOADERBICHEEL £,

EER0 D felRE

TIV =23 v ARROBMOMBEIRIRDOEED T

e FEFOV s Y RFIREYR—bINEHA, TV RTDOBICH—N—AOBESERRTINZI LB £7,

e T4V RUDABRZART IV r—a > b LEa—938idHR—rINTLEEA.

« 8 LibreOffice 7 7V r—> avick > T7Oe A HEFIN B 728, Citrix Studio ICIZRICEEN L
b DDHIDNRRINET,

« TDolphiny BEDAREINIQIER—RDT IV —2a VIl 2WTUET A IVBRRTINBZVWI EHHD
£9, COMBEMRATBICIE. https://wiki.archlinux.org/title/QtmsEEA BB L T T L\,

Rendezvous V1

August 15, 2022

Citrix Gateway ' —E X %2 B ¥ %% &, Rendezvous 7O L JLic&k D, k35 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> b= T L —VICEENM DRLIIELETE XY,

EEIREZILNSTavIICE2 20214 THHDEd: 1) VDAZER Yy a v HNOLODHEEB NS 71 v o,
2) HDXtEvy>a>y b3 714v 9,

Rendezvous V1 Tid. HDXtwv > 3> 571w o H Cloud Connector # N1 XX TEFFTH. ENTH.
Cloud Connector VDA BBty a YN DO DIRNTOFIHA S T4 v I 7OF S 2 ERATIHNE
BHbET,

2

« Citrix Workspace & Citrix Gateway 4 —EXZERL TRIRIC T VXL E T,
« Oy +tO—JLFL—>: CitrixDaaS (IB#F Citrix Virtual Apps and Desktops #—E ),
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o Linux VDA NX—2 3> 2112 BIF%,

- EF@EHTTP 7O+ 22k N—2 3> 2112 ERRETT,
- EBTOF>H LU SOCKSS FOF2ilid. N—2 3> 2204 LBEFBETY,

« Citrix/R1) > —7T Rendezvous 7O b J)LZBMICL £, #L <IF. TRendezvous 7O kJJLR1 > —
®EI ZBRLTLES

« VDA IZ. IRTOHT Fx%y%ﬁit:https 2/ /*.nssvc.netil7 I EXTEB3RENHDET, C
DHEETIRTOY T RAA D ERTA M)A NMIBERTERVWRE, Kbbichttps://*.c.nssvc

.nets&https://*.g.nssvc.netzFEALET, s£L <& CitrixCloud d R 2 X >k

(Virtual Apps and Desktops #—EZXW) @ > & —xw MEGOEH] £ 35 LU Knowledge
Center @z2ECTX270584= 8L T £E

o Cloud Connector ig. v a>v#irs35HEa. VDA D FQDN #2EE 3 3MEBEAHD £9, COBEIE%
ERT BICIE. U7 D DNS iRz E%IC L £, Citrix DaaS Remote PowerShell SDK % fEf L T.
av > RSet-BrokerSite -DnsResolutionEnabled $truex=:fTL %9, Citrix DaaS
Remote PowerShell SDK icoWTe#L < I&. TSDKBLTAPII ZBBL T TV

PAREDZ 154

VDA Tid. HTTP Z7O# > & & SOCKS5 7OF > %77 L1 Rendezvous DRI A R— FThTWE T,

TOFTICET R EREE

Rendezvous T7OF % EAT3HEIE. AOEEEEL TV
e IBEBHTTP 7OF & &V SOCKSS 7OFx oM R—rEINTWVWETD,

o N7y FOESUEREBERZTR—FINTVEEA. VDA & Gateway H—EXOED ICA > T 1 v oH
B2, BSh. TRBBRESNEBWVWE SIS, GISh2HEERLET, fISheBR LBV E., BRI NE T,

« HTTP 7O > Ti&. Negotiate &V Kerberos sRiE70 k DL ZEAL T, I IR—RDOBIAEDH R
—FINTWVWET, TOFSH—N—IC8ELT 5 & F. Negotiate sBHEF X F — L IZ & > T Kerberos 70 +
JILHBEBNISEIRSNE T, Kerberos i, Linux VDA THR—FINTWBHE—DIF—LTT,

pE
Kerberos #EHT 3ICid. 7OFSH—N—DOH—EXTU > )NILE (SPN) #ERL. Th%i
7O% >0 Active Directory 777 > MMCBERMT2HBEDH D 9, VDA IR, v a > OmIE

ICHTTP/<proxyURL>#3d SPN 24 L 9. CDiF&. 7O+ > URL id Rendezvous 701
FOORIS—BENSEIEINE T, SPN ZER LARWES. RALIFKEL £7,

« SOCKS5 7O#F 2 & B5R5EIF. REFR—FTINTUVELEA. SOCKSS FOFx L %2FRAT 355, BEHT
BEINTWVWS Gateway H—EXFRLREBTDO LS T4 v IDRIAZENANZATED L SIS, Gz 1EAK
TERREDNHDET,
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o EDT #N LT —2&Eix%EHR— L TWSDIE. SOCKSS5 7O0F>DAHTYE, HTTP ZOx> Dig4a. ICA
DEZVRAR—:FORINLELTTCP #FERALEY,

EBEIOF

%@ HTTP 7O+ > 13 Rendezvous THR— I TWVWET, XY FD—ITEBIOF 2 ERALTLBIES.
VDA TEMOBREISHEDH D £t Ao

EEBIOFS

Zw hD—oTIEREB7OX>2FEA L TW3RESIE. Rendezvous 7OF T DEMOBEEZITVET, CORTE
DBEMICHE>TWSIHE. VDANER T2 7OF 2 %#RHBTIT 3L 512 HTTP £7=1& SOCKS5 7OF 7 RL X
ERRELE T, fl:

e 7OF 7 RL XR: http://<URL or IP>:<port>#fldsocks5://<URL or IP>:<
port>

Rendezvous D#&:E

TARTOELEZHBLLTVWBRESIF. ROFIEICH>T. Rendezvous BMEAINTWVWA D ERIEL X T

1. VDATE—SFILEEEL T,
2. /Jopt/Citrix/VDA/bin/ctxquery -f iPER{TLZET,
J.[FSYRAR—FTFORTONL] SEGOBEZRLET:
o TCP Rendezvous: TCP-TLS-CGP -ICA
« EDT Rendezvous: UDP-DTLS-CGP - ICA
+ Cloud Connector Z7vL7=7O+<: TCP - PROXY - SSL - CGP - ICA %7zi1% UDP - PROXY - DTLS
-CGP-ICA
[

Rendezvous »E%1T VDA Mt Citrix Gateway ' —E RICEEEFIETI R WSS, VDAIE 7 +—ILNv oL
Cloud Connector 2/ L THDX v avic7Ox4EH L £ 95

Rendezvous O L < &

CDMIF. Rendezvous #4i 7 O0—DEHETY,
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08—

IR TBHICIE. COFIEZERITLTLLETL,

1. Citrix Workspace ic#81L £,
2. Citrix Workspace TEEIBEREZANIL X7,
3. #> 7L = X Active Directory 2 R ¢ %155, Citrix Daa$S i& Cloud Connector F ¥ RILEFERL T

Active Directory TESERZBAEL £,

4. Citrix Workspace iZ. Citrix DaaS »s5EIhfz) Y —IRRTINE T,

10.

11.
12.
13.

Citrix Workspace TU YV —X%3&IRL £9, Citrix DaaS x. VDAICXwE—I%RXELT, Bty a
COEHEELET,

Citrix Workspace i&. CitrixCloud IC& > TEREIN STAF 7w b EBLICAT7 71 ILEIT Y RIRAY
MIEELET,

. T RRA > & Citrix Gateway H—ERiZ#E# L. VDA ILIES T 3 7HICCOF 7 v FERMH L. Citrix

Cloud iZF4 v b EIREL £ 7

Citrix Gateway #r—E R |d. #E#iiE#R %= Cloud Connector 12325 L £ 9, Cloud Connector (&, &E&H
Rendezvous 5 THZH S hz L. ZD1EHR=Z VDA ILEELE T,

VDA i&. Citrix Gateway #—E X NOEZFEHEBILL £,

VDA t Citrix Gateway #—E 2B Ei#EEHmiH R a4 5 E. VDA i Cloud Connector &M TiE&tIC T
OF>#R/ELET,

Citrix Gateway ¥ —E X3 TV KRR TN R VDABOBGHZREIILE T,

VDA iZ. Cloud Connector %7y L T Citrix DaaS T 1> X% HKIEL £ 7,

Citrix DaaS i%. Cloud Connector BTt y> 3> KR —% VDAICEELET, CN5DKRU S —H
BRAINET,

Rendezvous V2

October 6, 2022
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Citrix Gateway ' —E X %2 B9 3% 4. Rendezvous 7O L JLic&k D, +3F 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—=ILTFL—VICEHENM DRLIELETE XY,

ZERINE LI T4 v IICIE2 202178 HD &Y. 1) VDABRCEY > a v HNOIOHOFEA NS T v o,
2) HDXtv>arb37cv 7,

Rendezvous V1 Tig. HDX v > a > k357« v o Cloud Connector #E/XA NXATEFTH. EhThH.
Cloud Connector VDA BBty a YN OODIRNTOFHA RS T4 v I 7OF S 2 FERATIHE
BHbEd,

OV EYYa B LUTILFE Y a3 >d Linux VDA T Rendezvous V2 B3 370, 1Z%d AD K X
AVBMIIVEIERXAVBMIS A R—EINTUVET, KX VIEBMT S > Tid. Rendezvous V2 3.
HDX ST w o eiifElA S 7« voD@EAD Cloud Connector 2N /XX TEF3LSICLET,

2

Rendezvous V2 #ERA 3 3 -HDEHIFROLED TT !

o Citrix Workspace ¢ Citrix Gateway +—E X% FEB L1ZBEAD T It X,
« O¥bO—JLFL—>: Citrix DaaS (IB# Citrix Virtual Apps and Desktops #—E ),
« VDAN—232> 2201 BUBE,

- HTTP ZO#*> &L SOCKSS 7O+ iCid. N—2 3> 2204 LIENMBETT,

o Citrix K1) & —7T Rendezvous 7O FJILEB#ICLE T, #L <& TRendezvous 7O kLK > —
BEL EBRBLTIETL,

* VDAlE, SRTOHYTRXAYEEThttps: ICT7 O ERTEBHRENHDET, C
DFEAETIRTOYTRAXA YV ZRTA MU MIBERTIAVWEE, Kbbichttps:
& Uhttps: EEALET, s¥L <l CitrixCloud d RF a2 X> +

(Virtual Apps and Desktops #—EZXR) @ 1> &2 —%w MEGOEMHF) £ 3 5 LU Knowledge
Center ®z2ECTX270584% 8B L T3 L,
VDA, BIRO7 FLRICEHLTIZIHNENHD FT:

- TCP 443 TiZ. TCP Rendezvous A,
- UDP 443 Tl&. EDT Rendezvous A.

PAREDZ 154

VDA i%. Rendezvous # BT 384, FIHBE NS 7 v HDX v a>Y b3 70w O@mADTOF %
NLIEGEEYR—FLET, EE6DEATDRT T4 v IHBEHCEZRTENERS O, BEICHRBLTLE

T
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HEABA NS 7 vo7OF S DEEEE

HTTP Z7O* > 0AaM T R— TN TVET,

Ty FOESHEREIETR— I TWLEEA. VDA & Citrix Cloud O> bO—IL 7L — > ORI FIH
B0 v ohES. Bk, FREBEINAVKLSIC. FISMz2EBRLET, EEEHDIABEENEOH
S5RWNEEIF. KBLET,
jl:l#/:vuuiﬂi-lj'/j— "—kh—C\/\iﬁ/bo
FEB S 74w ID7OFSZEBETBICIE. RDELSICLPAMN) ZHEELET !
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX F> 71 v o 7Ox > DEREE

HTTP & U SOCKS5 Z7AF* A R—brShTWVWET,
EDT i&. SOCKS5 7OF > TOAEATI £,

HDX ST woicxLTFOx> =BT 3ICIE. [Rendezvous 7O+ D] RS —BEZER
L¥Y,

Ny hOESHEBRERYR— I TULERA. VDA & CitrixCloud 2> rO—IL 7L —> DD HDX
ST v ONMER. 'S, FREBESNAVESIC, FISZEBRLET, EEEADIRENROHS
BrWEEI. KBLET,

HTTP 7O+ > Tid. Negotiate 5& U Kerberos sBAE 70 DL ZFERHL T, I YR—XORBHD TR
—FINTWVWEY, TOFSH—N—IZEH T 5 & F. Negotiate sBEERF—LIZ & > T Kerberos 70 +
JLHBEEMNICEIRSNE T, Kerberos d. Linux VDA THR— TN TWBE—DXF—LTT,

i
Kerberos #ER 9 3 ICid. 7OFSH—N—DOH—EXTU > )NILE (SPN) Z1ERL. Th%i
7O% >0 Active Directory 777 > MMCBEMT2HBEDHD 9, VDA IR, v a > OREIE

ICHTTP/<proxyURL>HR D SPN Z24£pL £9. CDHE. 7O+ > URL iZ Rendezvous 70
FOORYS—REHSEHEBINET, SPN ZERLAVEE. BEidEBLET,

SOCKS5 7OFx 2o & 2885k Id. BEYR—FINTULWEH A, SOCKSS 7OF = FRAT 355, EHT
BEINTWVS Gateway Y —EXT7RLRFEBTDO ST 1 v IDBEEZNA /NI TEI 3L 5120 stz iEmR
TRIBENHD XY,

EDT ZN L7 —REEZEHR— L TWBDIE. SOCKSS 7O0F>DAHTY, HTTP ZFOF > D&, ICA
DOrSYZR=bFORINELTTCP Z2ERALEY,
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by A i

#Ei® HTTP 7O+ > 13 Rendezvous THR—FETNTWVWET, Ry FT—JTEB7OF S EZFHALTVWREA.
VDA TIEMDOBRISHNEHD £H A

Rendezvous V2 OErL 7%

T, SERADIEET Rendezvous #3370 DFIETT:

1. IRTOEHDRFELINTUVEHHERL TLIZT L,
2. VDAZAYZb—LLTcB. ROOAIYVRZRTLT. BEBRLIZAMIF—ZRELET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0
Xx00000001" --force

<!--NeedCopy-->

3. VDA >EBEHLET,
4, Citrix RU>—%#EHTBD. BREORIS—%HELET:
« [Rendezvous 7O k)] RE%E [HFA] ICRELET,
o Citrix RS —T 4 ILZ—DELLBESNTVWB L EERBELE T, CDRYS—IE. Rendezvous
EEMICTAIUNELRHZ I VICERAINET,
e BlORYS—F FEZFLAHEVKLSIC, Citrix RS —DBEEHNELWVWZ & Z#BERBLTLEI L,

Rendezvous D #&:E

w3 h Rendezvous 7O LN EZFHLTVWEHE SHhERRT SICIE. 2—=FILT/opt/Citrix/
VDA/bin/ctxquery —-f iPOYYRERITLET,

REIND M VRAR—FT7ORIIIG. EHGOBEZRLTVWET:
o TCP Rendezvous: TCP-TLS-CGP -ICA
« EDT Rendezvous: UDP-DTLS-CGP-ICA
o Cloud Connector #/ L#=7O%>: TCP-PROXY - SSL - CGP - ICA %7z13 UDP - PROXY - DTLS - CGP
-ICA
Rendezvous V2 iMERINTVWBIHEAE. 7ORINDON—3 V2.0 #RELET,
B2k
Rendezvous #4531 T VDA ' Citrix Gateway #—E R ICEZEFLETE HRWVWHEE. VDAIFZ7+—ILNv oL
Cloud Connector #/f L THDX v > avic7OxJ4E45 L £ 9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 386


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2206/configure/session/rendezvous-v2.html#requirements

Linux Virtual Delivery Agent 2206

DTLS iC&3 21— —tvia>nfrE

August 15, 2022

DTLS BBS{bifgeid. 7.18 U —X WS TLICHR—bINE T, ZOHEEId Linux VDA TIET 7 )L L TERIC
BoTWETY, L <&, TTransport Layer Securitys 28BLTLETL,

DTLS EESkDBEZNK
TRATT4T SV RR—bHEMHR>TVB L ZHET D

Citrix Studio T [HDX 7477« T b5V XR—F] RUS—H [B%] £3 [BEE—F] IKREIATL
BrEERBLET,

Linux VDA T SSL Sk BMICT 3

Linux VDA T. [opt/Citrix/VDA/sbin (C4% 2enable_vdassl.shy—J)L&#EBLT. SSLEESk%®H
MELITEDICLET, COYV—ILTHERATIZ A S>3 >vIcDoWTIE. Jopt/Citrix/VDA/sbin/
enable_vdassl.sh -hav>YREERIFTLTLETL,
pE
I1E. Linux VDA (& DTLS 1.0 & DTLS 1.2 o@A%EHR— kL TWE 9, DTLS 1.2 iZiZ Citrix Receiver
for Windows 4.12 % 7z1& Windows [& 7 Citrix Workspace 77 71J 1808 LN MBETT, AL TWL
3254 7> bH DTLS 1.0 (Citrix Receiver for Windows 4.11 & ¥) O&aEHR— kL TWVWBIEEIE

enable_vdassl.shy—I)L##HA L T. SSLMinVersionzTLS_1.0/cSSLCipherSuite
#COMETIZALLICSREL 9,

TLS IC&3 11—ty aronfrE

August 15, 2022

N—23> 7.16 L&, LinuxVDA I, 2—H—tEv>a>0tEFxa U7 REOLDICTLSBESKEYR—LE
Fo TLSESKIZT 7 #/)L FTIREMICHE>TUVWET,

TLSEESZEMICT S

A—H—tyv>a>zREIZLDICTLSESHKZEMICT B I(CIE. Linux VDA & Delivery Controller
(Controller) omA THEEAZZ 1> X b—JLL. TLSESHKZEMLXT,
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Linux VDA [CiERAE % 1 Y X b—ILT 3
PEM o —/N—iEBBZ . CRT R DJL— FERREEEIEL £ 9, Y —/N—FEREZEICIE. XDEI>arhHb
F7,

. iERE
 BERINTLARLREF—
. hRSEBRE (RATIEHOFEA)

B — N—FEBRE D
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS BES k2B % IC 9 % Linux VDA T i&. [opt/Citrix/VDA/sbin & «+ L & ~ U
menable_vdassl.shX2 U7+ EALT. TISEBSKE=ESHEIFEHICLET,. CDRXT U
TrTHERTER A S avIicoVWTid /Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpa
YU RERITLTLIETL,

root@lxul8e4:~# /opt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable S5L on Linux VDA===

To enable SS5L, a certificate file must be specified, otherwise the local certificate file under
setc/xdl/ . sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only ene format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an 55L port number. Unless otherwise specified, the default port 443 used.

-SSLMinVersion <TLS_1.BITLS_1.11TLS_1.2/TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult value TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an SSL Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificote "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate rootCR.cer with local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert®®1.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem" -SSLPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV"
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B> b & LinuxX VDA H—N—CH—N—3AE% 1 VXA h—=JLL. & LINUXVDAY—N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller T TLS BES{k%2EMICT S
pE N
TLSBES&iZ. TUNV—=FI—TFL2EIIF L TOABMCTZ DN TEET, BEDODT SV r—>avic
LT TLSEBSHUEZEMICTAZCIETT XA

Controller @ PowerShell 9« Y R T, ROIARY RZEJEBICEITLT. 2= Yy bDOTFUNU—=FIL—TD
TLSEShKZAMICLET,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true
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pE
VDAFQDN &M ICAtE vy 3>y T 71ILiIcEEn3 £ 5ic.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERTIZELDHTIET, COATY Rid. DNSHERZBRICL £9, DNS fBR%Z EIC

T35 ICAEy>3>T770ILIGVDAD IP 7 FLXZFERL. SSLProxyHost*UDPDTLSPort#%
o TLS EEERICXY L ToH FQDN Zieft L &9,

Controller T TLS BES 4 EEMICT BICIE. XOIAT Y REZIBEBICERITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cSTWDa—FTa>d

AESINETRI by TRy avIlT7 oL &S T3 . Windows @7 Citrix Workspace 7 1) T. RD
MTBERINZTRLRAEZRDHTEZENTEEFREAI COWSIS—HRETEZIEHHBDET:

Desktop Viewer %

e The connection to "_"' failed with status (Can't assign

requested address).

oK

EEESEE LT, hosts 771 IILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h*xd,

v a YEEDREF

<

December 13, 2022
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Citrix THAR—FINTWVBIARTD LINUX TSy b7+ —LAICIE. Ty aYEEOFRSEENENTNTLE
j-o ‘//3/ E@{%*% ;\ sz')bbrﬁ)‘i”;t&?’tb‘ijo
Ty g EEROFREFEICE>TICAtEY avid. 2y 7= D0HFREATHY—LLRAICBESRINET, ©

v VEEDRFICOVWTHLLIE, V5147 Y FoEFHBEGirty a3 YEERORT] 28BLTLES
LYo

A By I VEEORBOESRENL TEEINET—2IE. 774 ETRIL—VTFRAMTY, EFaUT
1 ZRFRTBD. TLSEBSKEEMCTBZ e ebBHLET, TLSESKICDWTHLLIE MTLSIC&3 21—
H—twvoaroR#El 2BRL TSIV,

TR

Citrix Studio o R > —8&E

Citrix Studio ©. v BEEORFICETZI2RDRI S —ERETIET,

s Ly arEEOREF

s LY LI VEERORIFEOZALT Y
e Ty avEEOFIFDOR— FES
« BiES Ul OBERLANIL

FHLCR. TEy Y aYEBEOREORY S —REl 8LV 1751472 FOEBHBEGOR) > —8El 2BRLT
<V

A By g vEEORBFOESGE Iy a Y EEOFREOR—FESR)O—%FRELLS. VDAY —ERL
HDXH—EX %= ZDIEFETHBREE# L THREZEBMICLET,

Linux VDA O%E

s Ty a EEOFRED TCP URF—Z2EMEISEMICTS

T7AIWETIE. 2y a>yEmOFREFD TCP U XF—I3BMICA>THED, R—Kr 2598 Ty AV LET, YR
F—ZEHITBICIE ROOAR Y FEEITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000000"
<!--NeedCopy-->

A REZBMICTBICIE HDXH—EXZBEBL TRV, TCPURF—ZEMICLTH, Ly avEED
RIFIIENICRD EFHA, Ly aYBEROFRFEOEGRY S —ICE > THRENEHICAR>TVLBRHRE, Evay
EEDOREFIIMD U R F— (SSLAY) ZALTEISHRIFATETET,

s Lyl avEEORIFOR—+ES
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ROATY RZFALT, Ly a vEEORFOR—FESEZRETICHTIET (fle LTR—-+FS 2599
ZER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

F REEEMICTBICIE. HDX Y —EXEBEHL T 2TV, Citrix Studio 0R) > —RETR— FESH
HREINTWVWBHE. Linux VDA OREIRERINES, VDAD T 71 7o +—IH BEINIFR—rENLE
XY RT—=I STy I RBELBVESICRESNTWVE e ZHBABLES,

o H—=N—=D50 517> bAD Keep-Alive DRIFR

Keep-Alive Xwt—Jld. £y a>RIl7 T ET o HRVEE (Bl <O ZXHBE LAV, BEOEHRHI A
W. LiInuxVDA oS04 7> hFETREINE T, Keep-Alive Xwt—Sld. 517 FHREREIBEZELTVS
WESIHZRETBEDICFERINE T, 77072 MHSDRENBWNEE. Ty arik. 751472 M BEE
MTDETHEINES, CORETIE. Keep-Alive Xyt —S DR EMREMHEMTIEELEFT, T74ILLT
&, COREIFBHRINTOEEA, BRI BICIE. ROOATV RERTLET Bl LTL0HEFER),
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o U547 b5 —N—~0 Keep-Alive DFRIFR

CORETIE. ICAU 17> +h 5 Linux VDA IZEEE 13 Keep-Alive X vt — 2 DX ERREF B TIEE
LET, 774 ETIE COREFBEINTVEEA, BT BICIF. ROIIYVFZRITLEY (Bl LTI0
E )

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

A e Rl 274

RUS—DREICE>TEY I aVERORFEZEMCLIZRIC, £y a v EREETIRL,
COMBEEBART B0, UTFOFIECRVET,
1. Citrix Studio ®H U > —®ETE v 3 VEEDREEEMIC L7, VDA H—E ¥ HDX 4 —E ZHT
DIEFTERBSNSC L £HBL T,

2. VDAT, Zoax > RrzFERALTEy > a YEEOFREFD TCP URF—AETINTVWSR I ZzHBRBLET
(ffle LTHR—k 2598 #{EHA),
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netstat -an | grep 2598
<!--NeedCopy-->

Ty a EEORIFOR— NI TCP UXF—HAAWVEEIF. ROOATYY RZRITLTYRF—Z2FHICL
x9,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

USB V&1L 7 bk

September 5, 2022

USB 7 /31 Zi&. Citrix Workspace 771U & Linux VDA ¥ X kv FRITHEBEINE T, USB T N1 ANFT RS
Fy VAL RENZ L. USBTNAAM ZZO—-AIIIEHEINTVRIDDESIZERTZ2CHTEET,

B>k

v =8N 100 S UBKEDHZSIF. USBUAAL Y b eFERT2ICeBE8HOLET, =my bT—
VEEN 200 S UMZEBRB3551F. USBUACL Y FEFERALBVTIETL,

USBUSAL T ~DEREEEE LT, RD 3 DHEFSNET,

o F—TFv—FO U LDEN (VHCI)
e VHCI#—EX
« USBHH—EX

F—=7>V—Z VHCI:

USBUAAL I DT DOMERICED. IPRY b T—O LT RTFLEHBETZARAUSB TN XZRAAELFET, C
OHEEIF LINUX A—RIL R SAN—BLUVI—HF—FE—FRDSA TSIV TEBRINTED. 2—HF—FH—FILKS
AN—CBELTIRTOUSB T—42Z2BBTZHTIET, Linux VDA DEANTIE, VHCIOA—RILES
1 N—1 Citrix TBRIBINFJ, 7=75L. Linux VDA & Citrix Workspace 7 7R ® USB ¥ —&&mikid g~
TCitrix ICAZO NN T —JICEMINET,

VHCI 5 —E R

VHCI #—E Zi&. Citrix MRt 3. VHCl A—FRILED 2 —ILEOBEOHDF—T>Y —IHF—ERXTY,
DH—E ZXIZVHCI ¢ Citrix USB 4 —EXDOE D7 — ho 1 LTHEEL X T,

USB—EX:

USB #—EXid. USB FNA XA TOREUE L UVT—2EiEE IR TERY S Citrix EVa2—-ILTY,
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USBUSALI DL H

#@%. LINuxVDAAD USB FNA RO UAA LY CHERICITONZ L. TINA R/ — KRBT LD/dev /XRIC
ERINET, 7272 L. UFAL Y RENETNAZBT VT« % Linux VDA £ v > 3 Y THERATIAVEEN
HDFET, USB TN RADERBICHEET ZHESMIRSAN—ICE > TRED . —HBOT/NA XUHFHIB RSN
—ERBLLET, RIAN—DREEINTLARWVEE. UFTL Y MINT USB FNT RIET YT+« 7% Linux
VDAt w>avIil7 V2R TEFEEA. USBFNA XDBHEEHRTBICIE. RSAN—F21YI—ILLTYR
FLEELSHERLTIIESI W,

Linux VDA 3. 25147 e DBETUAA LY FHREBICTONTZUSB TN ZO—EZHR—FLTWE
ED

HR—FINTLWS USB 7/ X

RDOFTINA ZIE. LINuXVDADZDN—= 3 0 HR— ML TVWBZEHEEINTUVWEY, T N1 REFERY
3. FHEDGERLGELZBEDHD ET,

E:

Linux VDA Tid, USB2.0 7O IO &HHR— TN E T,

USBYRXZXLL—UFNNAR VID:PID T7A1IL AT L
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT

Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ80 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB3D v X VID:PID
3DConnexion SpaceMouse Pro 046d: c62b
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USB X% v+ — VID:PID

Epson Perfection V330 photo 04B8: 0142

USB VS 1LY ~DRE

USB FNARDUAA LU bOBEMLE LUEMLIEZ. Citrix R > —IckDFIEISN £, Delivery Controller
RIS —FRALTTNA ROBEEZEETZILHTEET, USBUA T LY % Linux VDA IZERET B 1T 1.
RORYS—RAIERELET,

A7V RUSBTFNARVEALY RRY S —
SAT7YRUSBTFNARUAA LY MRAY

USBUAALY +ZBMICTS

Citrix Studio T, 547> b USBTFNA RO U ALY bEBHEIRBEMCLET (V- XF—>3aY
DRER L DHZEDH) o

[REDHE] 4170V Ry I AT, UTFOREZITVWET,

1. [5fr7] ZBRL KT,
2. [OK] 20V v o L&Y,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

@® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped

¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

USB V& Lo MERBIDRERTE
USBUAT LY RS —%FMICLS. Citrix Studio ZEHE L T. Linux VDA TOERZHFaI £/-1321L93%
TNARERRELT. VEIL U MREIZRELET,

[054 7>k USBFAA RS+ LY RRAI] #4 7OYKRY 22Ty

1 BRR] 20Uy o LTUEALY RRAIZBINY 2D [R&E] 20 v o L TREFORAZRIELE I,
2. RADIER X IcISmER. [OK] 20Uy I LET,
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

AEAUSBUAALY FOEREICDWTHEHLLIE, TCitrix DA USB VA1 LY FOEEAT Rl 28R LT

:—k L\O

VHCl A—RILED a—ILZBELET

USB UA LI MEVHCI A—RILET a—)L (Usb-vhci-hcd.ko&&usb-vhci-iocif.ko) Ic&
STERDET, TNHDEVa—)Lik. RPM Ny r—J 00— LT LinuxVDAF1r A b Ea—>avItEF
NFEF, bk LINUXKARTA X MIE2—23 YDA —RILER—=IZOAVNRAILINTZDHD T, RORICE
EHHSNTWET:

HR—FINTVWB LinuxTor X MJE2—>3Y H—IIN—=3>
Amazon Linux 2 4.14.268-205
Debian 11.3 5.10.0-10

Debian 10.9 4.19.0-19

RHEL 8.x 4.18.0-240

RHEL 7.9. CentOS 7.9 3.10.0-1160
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YR—bIATVWB LINUXFTr XA RJE2—>3 Y H—RIN=23>
SUSE 15 5.3.18
Ubuntu 20.04 5.4.0-81
Ubuntu 18.04 4.15.0-154
HE:

FRTZYIYOA—RILHN LInuxVDAR®D R Z 1 N—IZxit L TWaRWEEIE. USB H—E XDiEhhik
HTBZeRHBDET, COFEIF. VHCI A—RILED 2 —ILZHBELTVWEHEDH. USBUAIL I K
Wz ERATEEY,

FRATZH—FIID Citrix DEBRLZET 2 —LICHIEL TVWEI D &R S

IRYRIAYTROOARY FZRITL. A—RILBHBLTWE D Z2HBLET:

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

ARV RAERICERITINDBEEIE. A—RILEZa—IloO—RICEIL. N—2a YA Citrix kDb 1> X b—
ILENFEDHDITHIGLTWET,

IRV ROEFTIZ—HELIBEE. A—FNIFE Ctrix DEZ 2— LI L TWRW D, BEROBENH D
£,

VHCI Hi—RIILEDa—ILDOBEIEE

A—FIWEZ 2—IH Citrix DN—2 3 VITHBEL TOWAWEEIE. ROFIBICEVWE T,
1. Citrix 4o >O—RH+ kas, WDAY—XRO—R%E4o>O—RLET, £ 3> TLinuxVirtual
Delivery Agent (sources)| IC&FN3 771 ILEEIRL£T,

2. citrix-linux-vda-sources.zip 7 7 1 L &3 L £ 9, linux-vda-sources/vhci-hcd-1.15.zip 2%
L. unzip vhci-hcd-1.15.z7pax >y kEERALTVHCI Y- 771l EHHELET,

3. LINuXVDANRY T —=ShH A YA M—ILENTWE L ZBRBLTHS. ROOAY Y FOWThHAEERTLE
ER
+ sudo bash ctxusbcfg.sh dkms

Znav Y RERITT 3. Dynamic Kernel Module Support (DKMS) 7O4J > L%=ERBL T
VHCl A—RILED2a—)LEZEETET£J, DKMS 13 SUSE TIFFERATET £ A
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E:

sudo bash ctxusbcfg.sh dkmsad ¥ >~ K & kernel-devel7 O 4 5 A
EDKMS7OJ 5 L% VDAICA YR +=ILLEY, RHELBL U CentOS IC7OT S L1 >
2= F3HE. TOIX > R VDA IC Extra Packages for Enterprise Linux (EPEL) U
ROMIZAVRAM—=ILLTEMICLET,

DKMS i3, W=2 324Xy DHEN—2a >y EXYANDESBA—RILDAS v—=TvTIL
—REEFTIBZL. VHCl A—FRILEYa2—)L (usb-vhci-hcd.kod & ¥usb-vheci-

jocif.ko) DEERICKKTZBENHD £T, DKMS A%kl L5 4&IE. sudo bash
ctxusbcfg.sh dkmszBEZTLET,

+ sudo bash ctxusbcfg.sh build
COOAXYRIFEDKMS #7233 v L TVHC A=V ED 2 — L ZBREL VI VI L—ILLET,
USBUAALY MDD STV a—FTa >0

Dt a> T LiInuxVDA DERICHEITZTEIEFLMBEDO LS TN a—T 1 Y JICDVWTHBLET,

VALY RSN USB T R0 Ty MERTE AL

Linux VDA Ti&. CitrixWorkspace 77UhB5UAA LI hTNIZTRTO USB 71 RO 2 BEEIERTEEL.
FIEEOHDNVAAL Y CINETNARICTIVERTESRLSICLTVWEY, T0oH. BEEEERZHO>I—H

—RHBTENA RERT Y MEBRTE £
- ) |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USB 71 200U ALY hERIET 3L 7 71 Lbt%kbh3

Citrix Workspace 77U DYV — I N—%2FERALTUSBFr RVDQUA I LI b EEBICELETZ L. T4 XV E
TEEFRBER LT 7 AILDRONBAIREMDH D £, COMBIF. T7 MY RATLICT—22ETATL
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XEUF vy ah T 7ML RTLICRTD Y EINBZCEHRRATRELET, T—RIEFT 1 XRIZDHDICIFE
FAFENFH A, CitrixWorkspace 77U DY —)LN—%FERBLTIVEAL Y rEFLELIEBE. T—2408F< R
D27 v adNBEEIE > TOWRWED. T—4hkbnEd, CORMEZBERTZICIE. ¥4—ZFI)LD sync
ARV RZFALTT— 4271 RVICT77v2alTHh5 USBUAAL Y hZzEIELET,

F A

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel74work ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1%

Citrix Workspace 7 7U DY —ILN—IZFNA ZHEON B RVEE
Citrix Workspace 77U DY —ILIN—ICTNA ABRRINBLARDZ e HD ETH. TRIFUSBUFILY
TN TVWAWCEZETRLET, BENRELIIZEIR. ROFZHEBL T

e RUD—H USBUHALY MEHFATBREICHES>TUVD
s N—XRIEDa—IH FRTZH—RILICHBLTWVS

- = B ¢, .. P am-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

pE

[7 /81 ] 2714 Linux @7 Citrix Workspace 7 7 TERTI £t Ao

Citrix Workspace 7 7 DY —J/LIN—IZ USB N1 ARKRRINEH [RUS—D§IRR] RS hUA1L
7 MDKKT B
BENRELHEGIF. ROFIEZERTLTLEIWL:

o LinuxVDARD>—%, UAAL I N EBHICTIREICLET,

+ Citrix Workspace 77U DL Y2 b U TEBMOAR Y > —FHIRIPEBRINTVWEI N EBRBLET, LI
/XX T DeviceRules #fB L. CORENTNARDTIERAEZEBLHEVWLSIICLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

2L <&, Knowledge Center ®z2%E TUSB 7 /N1 RO BEE ALY FDREHEI BRLTIEIT W,
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USB FN\1 2D UL LY MREFISTDONZH. £vs 3> TENAREFATIAL

BE. VALY RTEIRZOERTR—FINTVSE USBTNTZDHEHED £9, DT /81 XA Linux VDA O 7
IT4TREYIIVICUEALIPTEBZBEDHDET, VAL I SLETNAAIRILIL, 22— —DREY
3/ — ROV ZFTLO [dev XRUIERINE T, 2L, A—HF—DBTNA XEZEBICERATIZINESMERS
IN—EBRICE>TRESNE T, FiB (F3712) LTLBDBDDTIVEITERVTNA RZRDIFIBE
IE. ZOTFNAREFRINTVARWRY S —IZEMLE Y,

pE
USB RS/ N—mdiFEIE. LINUXVDAB T4 RIDBEEI VY hEFTVWET, I—H— (BLUTNT1R%E

AVRAM=ILLIEFREBEDHA) IZFEBMORERLTT A XAVICTIVERATEET, HR—FINTLBTNA
2—&| ICEBEINTLVAEVTNTRICDOWVWTIE. S BEREINEBEVWERBD FT,

RAEF v )L SDK (EERERFE)

August 8, 2022

Linux VDA BOREF v %Y 7~z T7HEF v b (SDK) 2fFERAT3r. VDATET TS —N—RAI7 V75
—2aVEERTEET, #L <& TLinux VDA @i Citrix 8 F v =)L SDKI O RFa XY b ESBLTREE
LYo

Linux VDA @i¥ Citrix {x38F + = JL SDK I&. Citrix Virtual Apps and Desktops 47— > O—RR—=I B4
YO—RTEF, Citrix Virtual Apps and Desktops @@EIAN—a v RBREL. [AYHR—FRV ] 20Uy
LT LinuxVDADA T >vO—RERIRLET,


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2206/configure/usb-redirection.html#supported-usb-devices
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